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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations,

governmental

and T
techn

The g
in the
docur
I1ISO/I]

on-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field. g
blogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rocedures used to develop this document and those intended for its further maintenance

ISO/IEC Directives, Part 1. In particular the different approval criteria needed\ for the diffe
hent should be noted. This document was drafted in accordance with “the editorial
FC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the sub

rights
paten
list of

ISO and IEC shall not be held responsible for identifying any onall such patent rights. |
t rights identified during the development of the document will be' in the Introduction and/
patent declarations received (see www.iso.org/patents).

f information

are described
erent types of
rules of the

ject of patent
Details of any
br on the 1ISO

Any trade name used in this document is information given for the convenience of users and does not

constl
For a
as weg
see th

ISO/I}

tute an endorsement.

N explanation on the meaning of 1ISO specific tefms and expressions related to conformity
Il as information about 1SO's adherence to the WTO principles in the Technical Barriers td
e following URL: Foreword - Supplementaty information

FC 13157-2 was prepared by Ecmaflnternational (as ECMA-386) and was adopted, un

“fast-frack procedure”, by Joint TechnicalFCommittee ISO/IEC JTC 1, Information technology, ir

its ap

This 1
revise

1ISO/II
Telec

— P4

— P4

broval by national bodies of ISO*and IEC.

econd edition cancels and replaces the first edition (ISO/IEC 13157-2:2010) which has be
d.

FC 13157 consists ) of the following parts, under the general title Information te
bmmunications and information exchange between systems — NFC Security:

It 1: NFC-SEC NFCIP-1 security services and protocol

It 2: NFEC-SEC cryptography standard using ECDH and AES

Ll nal

assessment,
Trade (TBT)

Her a special
parallel with

bn technically

chnology —

o Qo 4 1 4 ] ! H =R oY udal A ACQ A
FU~o U UTyPiuyrapity stalidairt usiiiy o rT=200 dllud Ao~ O UVl

NFC-SEC entity authentication and key agreement using asymmetric cryptography?

NFC-SEC entity authentication and key agreement using symmetric cryptography?

1Tob

e published.
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Introduction

The NFC Security series of standards comprise a common services and protocol Standard and NFC-
SEC cryptography standards.

This NFC-SEC cryptography Standard specifies cryptographic mechanisms that use the Elliptic Curves
Diffie-Hellman (ECDH) protocol for key agreement and the AES algorithm for data encryption and
integrity.

This Internagional Standard addresses secure communication of two NFC devices that do-net share
any common secret data ("keys") before they start communicating which each other.

This edition ensures to use the latest references to cryptographic standards.

Vi © ISO/IEC 2016 — Al rights reserved
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Info

rmation technology — Telecommunications and information

exchange between systems — NFC Security —

Part 2:
NFC-SEC cryptography standard using ECDH and AES

1 9

This |

This International Standard specifies cryptographic mechanisms that use ‘the Elliptic Curves I

(ECD

2

Confd
Stand

The |
(ECM

3

The
indisp
the la|
1SO/I

ISO/I
using

ISO/I

bcope

hternational Standard specifies the message contents and the cryptographic methods for P

H) protocol for key agreement and the AES algorithm for data encryption and integrity.

Conformance

rmant implementations employ the security mechanisms specified in this NFC-SEC
ard (identified by PID 01) and conform to ISO/IEC:13157-1 (ECMA-385).

NFC-SEC security services shall be established through the protocol specified in 1SO
A-385) and the mechanisms specified in this International Standard.

Normative references
ollowing documents, inwhole or in part, are normatively referenced in this docun
ensable for its application-For dated references, only the edition cited applies. For undate
est edition of the refetenced document (including any amendments) applies.

FC 10116, Information technology -- Security techniques -- Modes of operation for an n-bit &

FC 11770-3/~Information technology -- Security techniques -- Key management -- Part 3:
asymmetric techniques

FCG/13157-1, Information technology -- Telecommunications and information exchange bety

D 01.

Diffie-Hellman

cryptography

IEC 13157-1

ent and are
d references,

lock cipher

Mechanisms

een systems

-~ NF

C Security -- Part 1: NEC-SEC NFCIP-1 security services and protocol (FCMA-385)

ISO/IEC 15946-1, Information technology -- Security techniques -- Cryptographic techniques based on elliptic
curves -- Part 1: General

ISO/IEC 18031, Information technology -- Security techniques -- Random bit generation

ISO/IEC 18033-3, Information technology -- Security techniques -- Encryption algorithms -- Part 3: Block
ciphers

ISO/IEC 18092, Information technology -- Telecommunications and information exchange between systems --

Near

IEEE

© 1SO/

Field Communication -- Interface and Protocol (NFCIP-1) (ECMA-340)

1363, IEEE Standard Specifications for Public-Key Cryptography
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FIPS 186-4, Digital Signature Standard (DSS)

4 Terms and definitions

For the purposes of this International Standard, all terms and definitions from ISO/IEC 13157-1 (ECMA-385)

apply.

5 Conventions and notations

The convent
document un

5.1 Concg

A || B represe

5.2 Hexad
(XY) denotes
one octet.

6 Acrony

For the purp

ess otherwise stated.

tenation

nts the concatenation of the fields A and B: content of A followed by content'of B.

ecimal numbers

ms

pses of this International Standard, all acronyms from ISO/IEC 13157-1 (ECMA-385)

Additionally, the following acronyms apply.

A
AES

da

ds
Datalen
EC
ECDH

EncData

Sender, as specified in ISO/IEC¥13157-1 (ECMA-385)
Advanced Encryption Standard

Receiver, as specified indISO/IEC 13157-1 (ECMA-385)
Sender’s private EC key

Recipient’s private EC key

Length of the\UserData

Elliptic,Curve

Elliptic: Curve Diffie-Hellman

Encrypted data

The base point on EC

ons and notations of ISO/IEC 13157-1 (ECMA-385) as well as the following apply..i

N this

a hexadecimal number XY (i.e. with the Radix of 16) and each pair of characters is encodgled in

apply.

IDA
IDs
IDr
IDs

KDF
KE
Kl

Sendernfcid3

Recipient nfcid3

Any Recipient identification number (e.g. IDg)
Any Sender identification number (e.g. IDa)
Initial Value

Key

Key Derivation Function

Encryption Key

Integrity Key

© ISO/IEC 2016 — All rights reserved
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MAC Message Authentication Code

Maca /Macs Integrity protection value of Sender/ Recipient
MacTaga Key confirmation tag from Sender

MacTags Key confirmation tag from Recipient

MK Master Key

NA / NB Nonce generated by Sender/Recipient

NAA / NBB Nonce generated by the pair of NFC-SEC entities
Nonces Sender’s nonce

Nonckr Recipient’s nonce

PK Public Key

PKr Recipient’s Public Key

PKs Sender’s Public Key

PRNG Pseudo Random Number Generator

QA /B Compressed EC public key of Sender / Recipient
Qa/l Qs Decompressed EC public key of Sender / Recijpient
RNG Random Number Generator

Shar¢dSecret Shared secret

Userbata NFC-SEC User data

Z Unsigned integer representationof the Shared Secret
Z Octet string representation of, z

The dcronyms used in Clauses 9 and 10 not listed above are formal parameters.

7 General

This |nternational Standard specifies mechanisms for the Shared Secret Service (SSE) and the Secure
Chanpel Service (SCH) in ISONEC 13157-1 (ECMA-385).

To erjable secure communication between NFC devices that do not share any common secret|data ("keys")
beforg they start communicating with each other, public key cryptography is used to establish a shared secret
betwgen these devices, and more specifically the Elliptic Curve Diffie-Hellman key exchange scheme. This
shared secret isdUsed to establish the SSE and the SCH.

8 Rretocol Identifier (PID)

This International Standard shall use the one octet protocol identifier PID with value 1.

9 Primitives
This Clause specifies cryptographic primitives. Clauses 11 and 12 specify the actual use of these primitives.

Table 1 summarizes the features.

© ISO/IEC 2016 — All rights reserved 3
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Table 1 — Summary of features

Supported services SSE (see ISO/IEC 13157-1
(ECMA-385))

SCH (see ISO/IEC 13157-1
(ECMA-385))

Key agreement ECDH P-192
KDF AES-XCBC-PRF-128
Key confirmation AES-XCBC-MAC-96
Data encryption AES128-CTR

IV Init: AES-XCBC-PRF-128
Data integrity AES-XCBC-MAC-96
Sequence integrity SN (see ISO/IEC 13157-1

(ECMA-385))

Encryption order Encryption (9.5) before MAC
calculation (9.6)

9.1 Key agreement

Peer NFC-SEC entities shall agree on a shared secret using Key,agreement mechanism 4 from ISQ/IEC
11770-3 and the Elliptic Curves Diffie-Hellman primitives from IEEE-1363 as further specified below.

9.1.1 Cuyve P-192

Curve P-192 pgs specified in FIPS 186-4 shall be used.
9.1.2 EC|Key Pair Generation Primitive

The private key d shall be obtained from a random or pseudo-random process conforming to ISO/IEC 18031.
a) Obtain the private key, d, from a random or pseudo-random process conforming to ISO/IEC 18031.
b) Computg the public key, PK, as.a‘point on EC, PK = dG.

9.1.3 EC|Public key validation

The EC publi¢ key shalllbe validated as specified in Public Key Validation of ISO/IEC 15946-1.

9.14 ECDH,secret value derivation Primitive

The ECDH primitive as specified in 7.2.T ECSVDP-DH of IEEE 1363 shall oufput the 'valild shared secret z
and ‘invalid’ otherwise.

9.15 Random nonces
Each peer NFC-SEC entity should send fresh random nonces with the EC public key of the entity.

The nonces are used to provide more entropy to the keys derived from the shared secret (z), and to facilitate
the EC key pair management.

The correct generation of these nonces is under the responsibility of the entity.

4 © ISO/IEC 2016 — All rights reserved
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The entity should guarantee that the nonces it generates have 96 bits of entropy valid for the duration of the
protocol. The nonces used in an NFC-SEC transaction shall be cryptographically uncorrelated with the nonces
from a previous transaction.

See ISO/IEC 18031 for further recommendations on random number generation.
9.2 Key Derivation Functions

Two Key Derivation Functions (KDF) are specified; one for the SSE and one for the SCH.

The KDFs shall use AES in XCBC-PRF-128 mode as specified in A.1.

For the following sections KDF is:
KDF (K, S) = AES-XCBC-PRF-128k (S)

The random source (nonces + shared secret z obtained from 9.1.4) used for the S€H shall be different from
the rghdom source used for the SSE.

9.2.1 KDF for the SSE
The KDF for the SSE is:
MKsse = KDF-SSE (Nonces, Noncer, SharedSecret, IDs, IDr)
Detail of the KDF-SSE function:
S = (Nonces [0463]'|| Noncer [0..63])
SKEYSEED.='KDF (S, SharedSecret)
MKsse = KDE{SKEYSEED, S || IDs || IDr || (01))
9.2.2 KDF for the SCH
The KDF for the SCH is:
{MKscH,KEscH, Klsch} = KDF-SCH (Nonces, Noncer, SharedSecret, IDs, IDRr)
Detail of the KDF-SE€H-function:
S = (Nonces [0..63] [[Noncer [0..63])

SKEYSEED = KDF(S, SharedSecret)

MKsch = KDF (SKEYSEED, S [[ IDs || IDr || (01))
KEscH = KDF (SKEYSEED, MKsch || S || IDs || IDr || (02))
Klscn = KDF (SKEYSEED, KEscH || S || IDs || IDr || (03))
9.3 Key Usage
Each derived key MKscH, KEscH, Klsch and MKsse should be used only for the purpose specified in Table 2.

The Keys MKsch, KEscH, KlscH and MKsse shall be different for each NFC-SEC transaction.

© ISO/IEC 2016 — All rights reserved 5


https://iecnorm.com/api/?name=0feba08a88a3698167a0ea426f4f6ade

ISO/IEC 13157-2:2016(E)

Table 2 — Key usage

Key Key description Key usage
MKscHn | Master Key for SCH Key Verification for the Secure Channel
Keys
KEsch | Encryption Key for SCH Encryption of data packets sent through
SCH
KlscH Integrity protection Key for | Integrity protection of data packets sent
SCH through SCH
MKsse | Master Key for SSE Master Key for SSE used as Shared secret
to be passed to the upper layer and as Key
Verification
9.4 Key Cpnfirmation
When a key |s derived using one of the KDF processes described in 9.2 both NFCSEC entities chec
they indeed have the same key. Each entity shall generate a key confirmation tag as specified in 9.4.
shall send it fo the peer entity. Entities shall verify the key confirmation tag upon reception as specif

9.4.2.
This key conf

The MAC usH

9.4.1 Key

MacTag, the
MAC-KC
AES-XCH

9.4.2 Key

rmation mechanism is according to 9 Key Confirmation of ISO/IEC 11770-3.

d for Key Confirmation (MacTag) shall be AES in XCBC-MAC-96 mode as specified in A.2

confirmation tag generation

Key confirmation tag, equals
K, MsgID, IDS, IDR, PKS, PKR) and shall'be calculated using
C-MAC-96« (MsgID || IDs || IDr || PKscll PKR), specified in Annex A.2, with key K.

confirmation tag verification

‘status’, the re¢turn value of

9.5 DataH
The data enc

The data enc

9.5.1

MAC-KC-VER (K, MsglD, IDS, IDR, PKS, PKR, MacTag’) is true
if MacTag' equalstMAC-KC (K, MsgID, IDs, IDr, PKs, PKR)

ncryption

[yption algorithm used is AES as specified in 5.1 AES of ISO/IEC 18033-3.

ryptien'mode shall be CTR mode as specified in 10 Counter (CTR) Mode of ISO/IEC 10118.

k that
1 and
ied in

alsiali £ it
Al varuc vur vuouuilit

Init

To avoid having to send the initial value of the counter, it shall be computed by both entities from the nonces.

IV, the initial value of the counter, equals
MAC-IV (MK, KI, NonceS, NonceR) and shall be calculated using
AES-XCBC-PRF-128MK (KI || NonceS || NonceR || (04)), specified in Annex A.1, with key MK.

9.5.2

Encryption

The data shall be encrypted using the Encryption Key KE as specified in 10.2 Encryption of ISO/IEC 10116:

EncData = ENCke (Data)

© ISO/IEC 2016 — All rights reserved


https://iecnorm.com/api/?name=0feba08a88a3698167a0ea426f4f6ade

ISO/IEC 13157-2:2016(E)

Since the mode is CTR, no padding of the data shall be applied.

9.5.3 Decryption

The encrypted data shall be decrypted using the Encryption Key KE as specified in 10.3 Decryption of
ISO/IEC 10116:

Data’ = DECke (EncData)

9.6 Data Integrity

Integtity of all data transferred on the SCH shall be preserved through a MAC.

The MIAC used for Data Integrity shall be AES in XCBC-MAC-96 mode as specified in A.2:

9.6.1 Protect data integrity
Mac, the Message Authentication Code, equals

MAC-DI (KI, SN, DataLen, EncData) and shall be calculated using
AES-XCBC-MAC-96ki (SN || DataLen || EncData), specified in Annex<X.2, with key KI.

9.6.2 Check data integrity
‘statug’, the return value of

MAC-DI-VER (KI, SN, DataLen, EncData, Mac’) is true
if Mac' equals MAC-DI (KI, SN || DataLen || EncData)

9.7 |Message Sequence Integrity
Message sequence integrity shall be handled.as specified in 12.3 of ISO/IEC 13157-1 (ECMA-385).
The YNV value shall be in the range of 0to 2*24 — 1; with the initial value of 0.

Entitig¢s shall terminate the SCH when the SNV has reached 2724 - 1.

10 Data Conversions

10.1 [Integer-to-Ogctet-String Conversion
Input{A non-negative integer x, and the intended length k of the octet string satisfying: 28 > x.

Outpyt: An-actet string M of length k octets.

Let M1, Mz, ..., Mk be the octets of M from leftmost to rightmost.

The octets of M shall satisfy:
k 8(k-1)
x=> 27 M,
i=1

10.2 Octet-String-to-Integer Conversion

Input: An octet string M of length k octets.

© ISO/IEC 2016 — All rights reserved 7
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Output: An integer x.

Let M1, M2, ...

, Mk be the octets of M from leftmost to rightmost.

M shall be converted to an integer x satisfying:

k
= Z 28(k—1) M.
i-1

10.3 Point-to-Octet-String Conversion

The point on
Input: An ellig

Output: An o
the octet strin

1. Convertt
2. Compute

OS2ECH
3. Assign th
4. Theresu
10.4 Octet-

The octet stri

Input: An oct
the octet strin

Output: An el
1.

2.

Parse PQ

Convert

Verify thgt PC is either (02) or (03). It is an error if this is not the case.

Setthe b

he EC shall be converted to an octet string in the following way:
tic curve point P = (Xp ,yp).

tet string PO with the y-coordinate in the leftmost octet and the x-coordinatein the remain
g.

he field element xp to an octet string X as specified in 10.1.

the bit yr as specified in 6.6: Elliptic curve point / octet stting conversion: EC20SPH
E of ISO/IEC 15946-1.

e value (02) to the single octet PC if §r is O, or the valug (03) if yris 1

t is the octet string PO = PC || X.

String-to-Point Conversion
ng shall be converted to a point on the E€ in the following way:

bt string PO, with the y-coordinate.in the leftmost octet and the x-coordinate in the remain
g

iptic curve point P = (xp ,(Yp):
as follows: PO = PE.J'X, where PC is a single octet, and X is an octet string of length k oc

to a field element xP as specified in 10.2.

t yP(toybe equal to 0 if PC = (02), or 1 if PC = (03).

der of

F and

der of

ets.

Convert

XP,yP)to amn effiptic curve point (XP—,yP)as Specified i 6.6; Effiptic curve point 7 octet

conversion: EC20SPE and OS2ECPE of ISO/IEC 15946-1.

The resul

tis P = (Xp ,ypP).

11 SSE and SCH service invocation

string

SSE and SCH are invoked by establishment of a shared secret between two NFC-SEC entities using the key
agreement and key confirmation protocol specified in ISO/IEC 13157-1 (ECMA-385), in the way illustrated in
Figure 1 and further specified in this Clause.
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( Sender A ) ( Recipient B )

Generate NA ] QA || NA q
]
Generate NB
B || NB
B QB ||
Compute Shared Secret Z
Compute MK = KDF( NA, NB, IDa, Compute Shared Secret z
DB, z) ﬁCompute MK = KDF( NA, NB, IDa,
Complite MacTaga = f( MK, IDa, ‘uJE, ZJ
IDs, Q#, QB ) MacTaga q
Check MacTaga
Compute MacTagB = f( MK, IDs,
MacT IDA,QB, QA)
aclags
> g
Check|MacTags
For SSE, set SharedSecret = MK For SSE set SharpdSecret = MK

Figure 1 — Key agreement and-confirmation overview

11.1|Pre-requisites

Before starting the service, the followings shall be~available on each NFC-SEC entity:

°
—

5 own EC public and private key, generated as specified in 9.1.2.

NOTE It is outside the scope of this.nternational Standard when (and at which frequency) this
generated.

[ ]
—

5 own nfcid3 and the otherNFC-SEC entity’s nfcid3 as specified in ISO/IEC 18092 (ECMA-

EC key pair is

B40).
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11.2 Key Agreement

Sender (A) PDU Recipient (B)

Communication  direction is
indicated by arrow character
Payload is between ()

Generate nonce NA

Compress Qa

Send to B A—B:

ACT REQ (QALLNA)
—_— <\ T

< 7

Generate nonce NB

Compress Qs

A<—B: Send to A
ACT_RES (QB || NB)

Regonstruct Qs’ from QB’ Reconstruct Qa’ from QA’
Check Qs’ Chéck-Qa’
Colnpute shared secret: Z CGompute shared secret: Z

11.2.1  Sender (A) Transformation

1. Generatg a nonce NA as specified in 9.1.5.

2. Ensure QA equals the octet string of QA as specified in, 10.3.
3. Send QA]|| NA as the payload of the ACT_REQ PDU.

4. Receive QB’ || NB’ from the payload of the A€T_RES PDU.
5. Reconstrjict Qs’ from QB’ as specified in-10.4.

a) If the public keys have already been received, the previously calculated and stored value Q#’
may| be reused and the_following steps may be skipped.

6. Verify thgt QB’ is a valid key.for the EC parameters as specified in 9.1.3. If it is invalid, then set the|‘PDU
content \alid’ to false in the' Protocol Machine and skip step 7 and 8.

7. Use the Diffie-Hellman primitive in 9.1.4. If its output z is ‘invalid’ then set the ’PDU content valid’ tq false
in the Protocol Machine and skip step 8.

8. Convert 7 to‘octet string Z using the convention specified in 10.1.

11.2.2  Recipient (B) Transformation

1. Receive QA’ || NA' from the payload of the ACT_REQ PDU
2. Generate a nonce NB as specified in 9.1.5.

3. Ensure QB equals the octet string of QB as specified in 10.3.

4. Send QB || NB as the payload of the ACT_RES PDU.
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5. Reconstruct Qa’ from QA’ as specified in 10.4.

a) If the public keys have already been received, the previously calculated and stored value Qa’
may be reused and the following steps may be skipped.
6. Verify that QA’ is a valid key for the EC parameters as specified in 9.1.3. If it is invalid, then set the ’PDU
content valid’ to false in the Protocol Machine and skip step 7 and 8.

7. Use the Diffie-Hellman primitive in 9.1.4. If its output z is ‘invalid’, then set the ‘PDU content valid’ to false
in the Protocol Machine and skip step 8.

8. Convert z to octet string Z using the convention specified in 10.1.

11.3 |Key Derivation

11.3.1  Sender (A) Transformation

For tHe SSE service, derive MKsse = KDF-SSE (NA, NB’, Z, IDa, IDs) as specified in9.2.1.
For tHe SCH service, derive {MKscH, KEscH, Klscn} = KDF-SCH (NA, NB’, Z( IDa, IDs) as specified in 9.2.2.
11.3.2 Recipient (B) Transformation

For the SSE service, derive MKsse = KDF-SSE (NA’, NB, Z, IDa1Dsg) as specified in 9.2.1.

For tHe SCH service, derive {MKscH, KEscH, Klscn} = KDE=SCH (NA’, NB, Z, IDa, IDs) as specified in 9.2.2.

11.4 |Key Confirmation

Sender (A) PDUY Recipient (B)

Communication direction is
indicated by arrow character
Payload is between ()

Compute key confirmation-tag:
MacTaga(MK)

Send to B A—B:
VFY_REQ (MacTaga)

Check key conffrmation tag
received from A: MacTaga’'(MK)

Compute key confirmation tag:

MacTage(MK)
A—B: Send to A
VRY—RES{MeacTFags)
Check key confirmation tag
received from B: MacTags’(MK)
For SSE, set the Shared Secret For SSE, set the Shared Secret
Value to MK Value to MK

11.4.1  Sender (A) Transformation

1. Compute the key confirmation tag from A to B MacTagA = MAC-KC(MK , (03), IDA, IDB, QA, QB’) as
specified in 9.4.1.
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2. Send MacTagA as the payload of the VFY_REQ PDU.
3. Receive MacTagB’ from the payload of the VFY_RES PDU.

4. Check the key confirmation tag from B to A. Set ‘PDU content valid’ in the Protocol Machine to the output
of MAC-KC-VER(MK, (02), IDB, IDA, QB’, QA, MacTagB’) as specified in 9.4.2. If it is ‘invalid’ then skip
step 5.

5. Forthe SSE service, set SharedSecret = MKssk.

11.4.2 Recipient (B) Transformation

1. Receive MacTagA’ from the payload of the VFY_REQ PDU.
2. Check the key confirmation tag from A to B. Set ‘PDU content valid’ in the Protocol Machipe to the ¢utput
of MAC-KC-VER (MK, (03), IDA, IDB, QA’, QB, MacTagA’) as specified in 9.4.2. If it is{invalid’ thep skip
step 3, 4|and 5.

3. Compute|the key confirmation tag from B to A MacTagB = MAC-KC(MK , (02),DB, IDA, QB, QA’) as
specified in 9.4.1.

4. Send MagTagB as the payload of the VFY_RES PDU .

5. For the SISE service, set SharedSecret = MKssk.

12 SCH data exchange

After invocatipn of the SCH as specified in 11, the data exchange between two NFC-SEC entities usgs the
protocol spegified in ISO/IEC 13157-1 (ECMA-385) as.illustrated in Figure 2 and further specified ip this

Clause.
NFC-SEC NFC-SEC
entity AA entity BB
Check SNV
Increment SNV
Compute EncData SN | | DataLen || EncData | | Mac
Compute Mac al Check sequence integrity

Check Mac
Increment SNV
Decrypt EncData

Figure 2 — SCH: protocol overview
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12.1 Preparation
NFC-SEC entity (AA and BB) shall perform the following preparatory steps:
1. Generate the initial value of the CTR counter IV = MAC-IV (MK, KI, NAA, NBB) as specified in 9.5.1.

2. Initialise the Sequence Number variable (SNV) as specified in 9.7.

12.2 Data Exchange

Sending peer entity AA PDU transmitted Receiving peer entity BB
(A or B) Communication  direction is | (A or B)
indicated by arrow character
Payload is between ()
e Receive UserData from
SendData SDU
e Check SNV
e Increment SNV
e Encrypt Data: EncData
e Apply MAC: Mac
ENC (SNV || DataLen ||
EncData || Mac)
Receiving:
e Check sequencg integrity
e Check data integrity
e Decrypt data
12.2.1  Send

To send data, the sending NFC-SEC peerentity AA (A or B) shall perform the following steps:

1. Rleceive UserData from the Sendbata SDU.

2. IfISNV = 2724-1, then set the ‘PDU content valid’ to false in the Protocol Machine, otherwige proceed to
the next step.
3. Irjcrement the SNV as specified in 12.3 of ISO/IEC 13157-1 (ECMA-385).

4. Compute thécsencrypted data EncData from UserData as specified in 9.5.2.

5. Compute.the MAC Mac on SNV || DateLen || EncData as specified in 9.6.1.

12.2.2 Receive
To receive data, the receiving NFC-SEC peer entity BB (A or B) shall perform the following steps:
1. Receive SNV || DataLen || EncData || Mac from the payload of the ENC PDU.

2. If SNV = 2724-1, then set the ‘PDU content valid’ to false in the Protocol Machine, otherwise proceed to
the next step.

3. Check the sequence integrity as specified in 12.3 of ISO/IEC 13157-1 (ECMA-385).
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