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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |
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Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
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al Standard requires approval by at least 75 % of the national bodies gasting a vote.
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Introduction

The NFC Security series of standards comprise a common services and protocol standard and NFC-SEC
cryptography standards.

This NFC-SEC cryptography standard specifies cryptographic mechanisms that use the Elliptic Curves
Diffie-Hellman (ECDH) protocol for key agreement and the AES algorithm for data encryption and integrity.

This |nternational Standard addresses secure communication of two NFC devices that-do. not share any
comnjon secret data ("keys") before they start communicating with each other.

© ISO/IEC 2010 — All rights reserved Vv
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INTERNATIONAL STANDARD ISO/IEC 13157-2:2010(E)

Information technology — Telecommunications and information
exchange between systems — NFC Security —

Part 2:
NFC-SEC cryptography standard using ECDH and AES

1

[ds)

jcope
This International Standard specifies the message contents and the cryptographic methods for P|D 01.

This International Standard specifies cryptographic mechanisms that use, the Elliptic Curves Diffie-Hellman
(ECDH) protocol for key agreement and the AES algorithm for data eneryption and integrity.

2 (Conformance

Confdrmant implementations employ the security mechanisms specified in this NFC-SEC |cryptography
standprd (identified by PID 01) and conform to ISO/IEC\43157-1.

The NIFC-SEC security services shall be establishied through the protocol specified in ISO/IEC|13157-1 and
the mechanisms specified in this International Standard.

3 ormative references
The following referenced documents are indispensable for the application of this documenpt. For dated
refergnces, only the edition. Cited applies. For undated references, the latest edition of the referenced
ISO/IEC 10116:2006,\Information technology — Security techniques — Modes of operation for fan n-bit block
ciphe

ISO/IEC 11770-3:2008, Information technology — Security techniques — Key managemgnt— Part 3:
Mechpnisms\using asymmetric techniques

; 7 A ; Rati hange between
systems — NFC Securlty— Pan‘ 1: NFC SEC NFC P-1 secur/ty services and protoco/ (also published by
Ecma as Standard ECMA-385)

ISO/IEC 15946-1:2008, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 1: General

ISO/IEC 18031:2005, Information technology — Security techniques — Random bit generation

ISO/IEC 18033-3:2005, Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers

© ISO/IEC 2010 — All rights reserved 1
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ISO/IEC 18092:2004, Information technology — Telecommunications and information exchange between
systems — Near Field Communication — Interface and Protocol (NFCIP-1) (also published by Ecma as
Standard ECMA-340)

IEEE 1363, IEEE Standard Specifications for Public-Key Cryptography

FIPS 186-2, Digital Signature Standard (DSS)

4 Terms and definitions

For the purpdses of this document, the terms and defnitions given i ISOAEC T3 157-Tapply.

5 Conventions and notations

The conventipns and notations of ISO/IEC 13157-1 as well as the following apply in this’document ynless
otherwise stated.

5.1 Concdtenation

A || B represgnts the concatenation of the fields A and B: content of A followed by content of B.

5.2 Hexadecimal numbers
(XY) denotes|a hexadecimal number XY (i.e. with the Radix of 16) and each pair of characters is encogled in
one octet.
6 Acronyms

For the purpgses of this document, the acronyms given in ISO/IEC 13157-1 and the following apply.

A Sender, as specifieddin ISO/IEC 13157-1
AES Advanced Encryption Standard

B Receiver, as:specified in ISO/IEC 13157-1
da Sender’s private EC key

dg Recipient’'s private EC key

DatalLen Length of the UserData

EC Elliptic Curve

ECDH Elliptic Curve Diffie-Hellman

EncData Encrypted data

G The base point on EC

IDa Sender nfcid3

IDg Recipient nfcid3

IDr Any Recipient identification number (e.g. IDg)
IDs Any Sender identification number (e.g. ID,)
v Initial Value

K Key

2 © ISO/IEC 2010 — All rights reserved
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KDF Key Derivation Function

KE Encryption Key

Kl Integrity Key

MAC Message Authentication Code

Mac, /Macg Integrity protection value of Sender/ Recipient

MacTaga Key confirmation tag from Sender

MacTagg Key confirmation tag from Recipient

MK Master Key

NA / NB Nonce generated by Sender/Recipient

NAA | NBB Nonce generated by the pair of NFC-SEC entities

Noncgsg Sender’s nonce

Noncegr Recipient’'s nonce

PK Public Key

PKgr Recipient’s Public Key

PKs Sender’s Public Key

PRNG Pseudo Random Number Generator

QA /[QB Compressed EC public key of Sender / Recipient

Qa/ Qg Decompressed EC public key of Sefnder / Recipient

RNG Random Number Generator

Sharg¢dSecret Shared secret

UserData NFC-SEC User data

z Unsigned integer représentation of the Shared Secret

Z Octet string representation of z

The dcronyms used in Clauses 9 and-10 not listed above are formal parameters.

7 General

This |nternational Standard specifies mechanisms for the Shared Secret Service (SSE) andl the Secure
Chanpel Service f(S€H) in ISO/IEC 13157-1.

To enjable secure communication between NFC devices that do not share any common secret|data ("keys")
beforg they start communicating with each other, public key cryptography is used to establish a ghared secret
betwgen<these devices, and more specifically the Elliptic Curve Diffie-Hellman key exchange scheme. This
shared-secretis usedtoestabtishrthe SSEamdtheSCH:

8 Protocol Identifier (PID)

This International Standard shall use the one octet protocol identifier PID with value 1.

9 Primitives
This Clause specifies cryptographic primitives. Clauses 11 and 12 specify the actual use of these primitives.

Table 1 summarizes the features.

© ISO/IEC 2010 — All rights reserved 3
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Table 1 — Summary of features

9.1 Keya

Supported services SSE (see ISO/IEC 13157-1)
SCH (see ISO/IEC 13157-1)
Key agreement ECDH P-192
KDF AES-XCBC-PRF-128
Key confirmation AES-XCBC-MAC-96
Data encryption AES128-CTR
IV Init: AES-XCBC-PRF-128
Data integrity AES-XCBC-MAC-96
Sequence integrity SN (see ISO/IEC 13157-1)
Encryption order Encryption (9.5) before MAC calculation (9.6)
reement

Peer NFC-SEC entities shall agree on a shared secret using Key agreement miechanism 4 from IS
11770-3 and the Elliptic Curves Diffie-Hellman primitives from IEEE 1363 as further specified below.

9.1.1 Curv

Curve P-192

P-192

s specified in FIPS 186-2 shall be used.

9.1.2 EC K¢y Pair Generation Primitive

The private k
a) Obtain th

b) Compute

e private key, d, from a random or pseudoe-random process conforming to ISO/IEC 18031.

the public key, PK, as a point on EC; PK = dG.

9.1.3 EC Public key validation

The EC publi

9.1.4 ECDH

The ECDH p
and ‘invalid’ d

9.1.5 Rand

C key shall be validated as specified in Public Key Validation of ISO/IEC 15946-1.

secret value derivation Primitive

rimitive as.specified in 7.2.7 ECSVDP-DH of IEEE 1363 shall output the ‘valid’ shared se
therwise!

DM nonces

D/IEC

by d shall be obtained from a random or pseudo=random process conforming to ISO/IEC 18031.

cret z

Each peer NFC-SEC entity should send fresh random nonces with the EC public key of the entity.

The nonces are used to provide more entropy to the keys derived from the shared secret (z), and to facilitate
the EC key pair management.

The correct generation of these nonces is under the responsibility of the entity.

The entity should guarantee that the nonces it generates have 96 bits of entropy valid for the duration of the
protocol. The nonces used in an NFC-SEC transaction shall be cryptographically uncorrelated with the nonces
from a previous transaction.

See ISO/IEC

18031 for further recommendations on random number generation.

© ISO/IEC 2010 — All rights reserved
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9.2 Key Derivation Functions
Two Key Derivation Functions (KDF) are specified; one for the SSE and one for the SCH.
The KDFs shall use AES in XCBC-PRF-128 mode as specified in A.1.
For the following sections KDF is:
KDF (K, S) = AES-XCBC-PRF-128 (S)

The random source (nonces + shared secret z obtained from 9.1.4) used for the SCH shall be different from

th dara e — Afaorth [aX e =y
e r TUVUTTT OUUTUU UOoTU TUT TT1TU UJU L.

9.2.1| KDF for the SSE

The KDF for the SSE is:

MKsse = KDF-SSE (Nonces, Nonceg, SharedSecret, IDg|DR)
Detail of the KDF-SSE function:

S = (Nonceg [0..63] || Nonceg [0.163])
SKEYSEED = KDF (S, SharedSecret)

MKsse = KDF (SKEYSEED,S)|| IDs || IDg || (01))

9.2.2| KDF for the SCH
The KDF for the SCH is:
{MKsch, KEsch, Klsch} = KBDF-SCH (Nonces, Nonceg, SharedSecret, IDg, IDR)
Detail of the KDF-SCH function:
S = (Nonceg [0..63] |[Nonceg [0..63])
SKEYSEED = KDF(S, SharedSecret)
MKsch = KDF (SKEYSEED, S || IDsg || IDg || (01))
KEscH = KDF (SKEYSEED, MKgch || S || IDs || IDR || (02))

Klscn = KDF (SKEYSEED, KEgch || S || IDs || IDr || (03))

9.3 Key Usage
Each derived key MKscy, KEsch, Klscy and MKsse should be used only for the purpose specified in Table 2.

The Keys MKsch, KEsch, Klscy and MKsse shall be different for each NFC-SEC transaction.

© ISO/IEC 2010 — All rights reserved 5
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Table 2 — Key usage

Key Key description Key usage
MKsch | Master Key for SCH Key Verification for the Secure Channel Keys
KEscy | Encryption Key for SCH Encryption of data packets sent through SCH
Klsch Integrity protection Key for | Integrity protection of data packets sent through
SCH SCH
MKsse | Master Key for SSE Master Key for SSE used as Shared secret to be
passed to the upper layer and as Key Verification
9.4 Key Cpnfirmation
When a key |s derived using one of the KDF processes described in 9.2 both NFC-SEC entities chec

they indeed have the same key. Each entity shall generate a key confirmation tag as specified in 9.4.

shall send it t
This key conf

The MAC use

9.41 Keyc

MacTag, the

MAC-KC
AES-XCH

942 Keyc

‘status’, the ré¢turn value of

9.5 DataE
The data enc

The data enc

9.5.1 Initial

To avoid hav

b the peer entity. Entities shall verify the key confirmation tag upon reception‘as specified in
rmation mechanism is according to 9 Key Confirmation of ISO/IEC 11770-3.

d for Key Confirmation (MacTag) shall be AES in XCBC-MAC-96 mode as specified in A.2,

onfirmation tag generation
Key confirmation tag, equals

K, MsgID, IDS, IDR, PKS, PKR) and shall be calculated using
C-MAC-96« (MsgID || IDs || IDRr || PKs || PKR), specified in Annex A.2, with key K.

onfirmation tag verification

MAC-KC-VER (K, MsgID, IDS;IDR, PKS, PKR, MacTag’) is true

if MacTag' equals MAC-KC(K, MsgID, IDs, IDg, PKs, PKR)
ncryption
ryption algorithm usediis ‘AES as specified in 5.7 AES of ISO/IEC 18033-3.

ryption mode shall)be CTR mode as specified in 10 Counter (CTR) Mode of ISO/IEC 10116

value of-counter (V)

ng 10 send the initial value of the counter, it shall be computed by both entities from the non

k that
1 and
9.4.2.

Ces.

IV, the initial
MAC-IV (

vattreof thecounter;equats
MK, KIl, NonceS, NonceR) and shall be calculated using

AES-XCBC-PRF-128MK (KI || NonceS || NonceR || (04)), specified in Annex A.1, with key MK.

9.5.2 Encryption

The data shall be encrypted using the Encryption Key KE as specified in 10.2 Encryption of ISO/IEC 10116:

Since the mo

EncData = ENCye (Data)

de is CTR, no padding of the data shall be applied.

© ISO/IEC 2010 — All rights reserved
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9.5.3 Decryption

The encrypted data shall be decrypted using the Encryption Key KE as specified in 10.3 Decryption of
ISO/IEC 10116:

Data’ = DECkg (EncData)
9.6 Data Integrity

Integrity of all data transferred on the SCH shall be preserved through a MAC.

The NIAT USed for Data Integrity shall be AES in XCBT-MAT-96 mode as speciiied in A.Z.

9.6.1| Protect data integrity
Mac, the Message Authentication Code, equals

MAC-DI (KI, SN, DataLen, EncData) and shall be calculated using
AES-XCBC-MAC-96, (SN || DataLen || EncData), specified in Annex A.2, with key KI.

9.6.2| Check data integrity
‘statug’, the return value of

MAC-DI-VER (KI, SN, DataLen, EncData, Mac’) is true
if Mac' equals MAC-DI (KI, SN || DataLen || EncData)

9.7 |Message Sequence Integrity
Messpge sequence integrity shall be handled as specified in 12.3 of ISO/IEC 13157-1.
The §NV value shall be in the range of 0 to 2224— 1; with the initial value of 0.

Entiti¢s shall terminate the SCH when the!SNV has reached 2724 - 1.

10 Data Conversions

10.1 |Integer-to-Octet-String Conversion
Input:{A non-negative integer x, and the intended length k of the octet string satisfying: 2% > x.
Outpdt: An octetystring M of length k octets.

Let M}, M3,_)., My be the octets of M from leftmost to rightmost.

The octets of M shall satisfy:
k 8(k—1)
X= z 2 M,
i=l

10.2 Octet-String-to-Integer Conversion
Input: An octet string M of length k octets.
Output: An integer x.

Let M4, M,, ..., M be the octets of M from leftmost to rightmost.

© ISO/IEC 2010 — All rights reserved 7
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M shall be converted to an integer x satisfying:

10.3 Point-to-Octet-String Conversion

The point on the EC shall be converted to an octet string in the following way:

Input: An elliptic curve point P = (xp ,yp).

Output: An o
the octet strin
1. Convert

2. Compute
OS2ECH

3. Assign th

4. Theresu

10.4 Octet-
The octet stri

Input: An oct
the octet strin

Verify thgt PC is either (02) or(03). It is an error if this is not the case.

tet string PO with the y-coordinate in the leftmost octet and the x-coordinate in the remain
g.

he field element xp to an octet string X as specified in 10.1.

the bit §p as specified in 6.6: Elliptic curve point / octet string conversion: EC20SP}
E of ISO/IEC 15946-1.

e value (02) to the single octet PC if yp is O, or the value (03) if yp i8.9«

t is the octet string PO = PC || X.

String-to-Point Conversion
ng shall be converted to a point on the EC in the fellowing way:

bt string PO, with the y-coordinate in the leftmost octet and the x-coordinate in the remain
g.

iptic curve point P = (Xp , Yp).
as follows: PO = PC || X, where'PC is a single octet, and X is an octet string of length k oc

to a field element xP as(Specified in 10.2.

t yP to be equalte 0 if PC = (02), or 1 if PC = (03).

xP, yP) toan elliptic curve point (xP ,yP) as specified in 6.6: Elliptic curve point / octet
bn: EC2OSPE and OS2ECPE of ISO/IEC 15946-1.

der of

F and

Her of

fets.

string

Output: An el
1. Parse P(Q
2. Convert
3.
4. Settheb
5. Convert_
conversi
6. Theresu

tisP = (XP ,yp).

11 SSE and SCH service invocation

SSE and SCH are invoked by establishment of a shared secret between two NFC-SEC entities using the key
agreement and key confirmation protocol specified in ISO/IEC 13157-1, in the way illustrated in Figure 1 and
further specified in this Clause.

© ISO/IEC 2010 — All rights reserved
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( Recipient B )

Generate NA = QA [] NA q
]
QB || NB Generate NB
Compute Shared Secret Z
Compute MK = KDF( NA, NB, IDa, Compute Shared Secret z
D8, z) ﬁCompute MK = KDF( NA, NB, IDa,
Comptite MacTaga = f( MK, IDa, ‘uJB, Z)
IDs, Qf\, QB ) MacTaga
Check MacTaga
Compute MacTagB = f( MK, IDs,
[ 104, QB, @A)
MacTags

Check|MacTags
For SSE, set SharedSecret = MK

11.1 |Pre-requisites

Beforg starting the service, the followings shall be available on each NFC-SEC entity:

°
—

génerated.

°
=

11.2 |Key Agreement

Figure 1 — Key agreement and confirmation overview

5 own EC public and private key, generated as specified in 9.1.2.

5 own nfcid3 and the other NFC=SEC entity’s nfcid3 as specified in ISO/IEC 18092.

For SSE set SharpdSecret = MK

NPTE It is outside the scope of this International Standard when (and at which frequency) this EC key pair is

Sender (A)

PDU

Commun
indicated

ication direction is

by arrow

Payload is between ()

character

Recipient (B)

Gengérate nonce NA

Compress Qa

Send to B

A—B:

ACT_REQ (QA || NA)

Generate nonce NB

Compress Qg

A—B:

ACT_RES (QB || NB)

Send to A

Reconstruct Qg’ from QB’

Reconstruct Qa’ from QA’

Check Qg’

Check Qa’

Compute shared secret: Z

Compute shared secret: Z
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11.2.1 Sender (A) Transformation

1.

2.

8.

Generate

a nonce NA as specified in 9.1.5.

Ensure QA equals the octet string of QA as specified in 10.3.

Send QA

|| NA as the payload of the ACT_REQ PDU.

Receive QB’ || NB’ from the payload of the ACT_RES PDU.

Reconstruct Qg’ from QB’ as specified in 10.4.

a) If th
may

Verify thg
content v

Use the [
in the Pr

Convert z

e public keys have already been received, the previously calculated and stored yaly
be reused and the following steps may be skipped.

t QB’ is a valid key for the EC parameters as specified in 9.1.3. If it is invalid, then set the
alid’ to false in the Protocol Machine and skip step 7 and 8.

Diffie-Hellman primitive in 9.1.4. If its output z is ‘invalid’ then set the 'PDU-¢ontent valid’ g
btocol Machine and skip step 8.

to octet string Z using the convention specified in 10.1.

11.2.2 Recipient (B) Transformation

DA’ || NA’ from the payload of the ACT_REQ PDU.
a nonce NB as specified in 9.1.5.

B equals the octet string of QB as specified_i)10.3.
|| NB as the payload of the ACT_RES PDU.

ict Qa' from QA as specified in 10:4.

e public keys have already been received, the previously calculated and stored valJ
be reused and the follawing steps may be skipped.

t QA’ is a valid key for.the EC parameters as specified in 9.1.3. If it is invalid, then set the
alid’ to false in the"Protocol Machine and skip step 7 and 8.

iffie-Hellman_primitive in 9.1.4. If its output z is ‘invalid’, then set the ‘PDU content valid’ td
btocol Machine and skip step 8.

to octet string Z using the convention specified in 10.1.

1. Receive
2. Generatg
3. Ensure Q
4. Send QB
5. Reconstr
a) If th
may
6. Verify the
content \
7. Use the [
in the Pri
8. Convert 4
11.3 Key D

- ’r
rnmvatvri

11.3.1 Sender (A) Transformation

For the SSE service, derive MKgsg = KDF-SSE (NA, NB’, Z, ID,, IDg) as specified in 9.2.1.

e QB,

‘PDU

false

e QA’

'PDU

false

For the SCH service, derive {MKscH, KEsch, Klsch} = KDF-SCH (NA, NB’, Z, ID4, IDg) as specified in 9.2.2.

11.3.2 Recipient (B) Transformation

For the SSE service, derive MKgsg = KDF-SSE (NA’, NB, Z, ID,, IDg) as specified in 9.2.1.

For the SCH service, derive {MKscH, KEsch, Klsch} = KDF-SCH (NA’, NB, Z, ID4, IDg) as specified in 9.2.2.

10
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11.4 Key Confirmation

Sender (A) PDU Recipient (B)

Communication direction is
indicated by arrow character
Payload is between ()

Compute key confirmation tag:
MacTaga(MK)

Send to B A—B:
VFY_REQ (MacTaga)

Check key caonfifmation tag
received from A:\MacTaga’'(MK)

Compute key” conflrmation tag:

MacTags(MK)
A<B: Sendt A
VFY_RES (MacTagg)
Check key confirmation tag
received from B: MacTagg’'(MK)
For SSE, set the Shared Secret For SSE, set the Shared Secret
Value to MK Value to MK

11.4.1 Sender (A) Transformation

1. Compute the key confirmation tag from A to B«xMacTagA = MAC-KC(MK , (03), IDA, IDB,[|QA, QB’) as
specified in 9.4.1.

end MacTagA as the payload of the VEXXREQ PDU.

eceive MacTagB’ from the payload, of the VFY_RES PDU.

f MAC-KC-VER(MK, (02), IDB, IDA, QB’, QA, MacTagB’) as specified in 9.4.2. If it is ‘invalid’ then skip

S

R

4. Check the key confirmation tag from B to A. Set ‘PDU content valid’ in the Protocol Maching| to the output
gtep 5.

5. Fpr the SSE service,.set SharedSecret = MKgsge.

11.4.2 Recipient)(B) Transformation

1. ReceivesMacTagA’ from the payload of the VFY_REQ PDU.

2. ChecK the key confirmation tag from A to B. Set ‘PDU content valid’ in the Protocol Maching] to the output
of MAC-KC-VER (MK, (03), IDA, IDB, QA’, QB, MacTagA’) as specified in 9.4.2. If it is ‘invalid’ then skip
step 3, 4 and 5.

3. Compute the key confirmation tag from B to A MacTagB = MAC-KC(MK , (02), IDB, IDA, QB, QA’) as
specified in 9.4.1.

4. Send MacTagB as the payload of the VFY_RES PDU.

5. For the SSE service, set SharedSecret = MKggk.
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https://iecnorm.com/api/?name=177ee59e3b74c9a59c2c8ba434a048b4

ISO/IEC 13157-2:2010(E)

12 SCH data exchange

After invocation of the SCH as specified in 11, the data exchange between two NFC-SEC entities uses the
protocol specified in ISO/IEC 13157-1 as illustrated in Figure 2 and further specified in this Clause.

NFC-SEC NFC-SEC
entity AA entity BB

Check SNV
Increment SNV

Compute EncDgta SN | | DataLen || EncData || Mac

Compute Mac P

Check sequénce integrity
Check Mac
Increment SNV
Deenypt EncData

Figure 2 — SCH: protocol everview

12.1 Preparation

NFC-SEC engity (AA and BB) shall perform the following preparatory steps:

1. Generatg the initial value of the CTR counterdV = MAC-IV (MK, KI, NAA, NBB) as specified in 9.5.1.

2. Initialise the Sequence Number variable'{SNV) as specified in 9.7.

12.2 Data Exchange

SendirLg peer entity AA PDU transmitted Receiving peer entity BB

(A or B) Communication direction is| (A or B)
indicated by arrow character

Payload is between ()

e RegeivetdserData from
SendData’'SDU

Check SNV

Increment SNV
Encrypt Data: EncData
Apply MAC: Mac

ENC (SNV || DataLen ||
EncData || Mac)

Receiving:
e Check sequence integrity

e  Check data integrity
e Decrypt data
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12.2.1 Send
To send data, the sending NFC-SEC peer entity AA (A or B) shall perform the following steps:
1. Receive UserData from the SendData SDU.

2. If SNV = 2724-1, then set the ‘PDU content valid’ to false in the Protocol Machine, otherwise proceed to
the next step.

3. Increment the SNV as specified in 12.3 of ISO/IEC 13157-1.

1. eceive SNV || DataLen || EncData || Mac from the payload of the ENC PDU.

2. If|SNV = 2/24-1, then set the ‘PDU content valid’ to false in‘the Protocol Machine, otherwige proceed to
the next step.

3. Check the sequence integrity as specified in 12.3 of ISO/IEC 13157-1.

4. Check the data integrity of SNV || DataLen ||-EncData as specified in 9.6.2. If it is invalid] then set the
‘iPDU content valid’ to false in the Protocol Machine, otherwise proceed to the next step.

5. Cpmpute the decrypted data UserData from EncData as specified in 9.5.3.
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