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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information

techno
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approval by national bodies of ISO and IEC.

cond edition cancels and replaces the first edition (ISO/IEC 13156:2009), which has be

Part 2.

International
Publication as
e.

ject of patent

under a
hology, in parallel

En technically

© ISO/IEC 2011 - All rights reserved


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Introduction

This International Standard specifies PHY, MAC and PALs for flexible and heterogeneous multi-Gigabit
Wireless Personal Area networks. The heterogeneous network consists of two types of devices (Types A
and B) that can fully coexist and interoperate but at the same time are able to operate independently. As a
result this standard enables a wide range of different implementations and applications ranging from simple
and low-power data transfer at short ranges, suitable for handheld devices, to high-rate multimedia streaming
at longer distances, when adaptive antenna arrays are employed. Applications include Sync-and-Go, Access
points, Wireless desktops and docking stations and uncompressed video streaming.

The Type A
including hig
multi-level Q
and low cost,

Type A and
respectively.
which may b

This Internajonal Standard defines a single decentralized MAC protocol for both device types

provides inte

provisions, and spatial reuse capability (Figure 1).

Multiple PALS
sublayer (MU
and USB PAL

!

Hevice is designed to be the high-end, high-performance device and provides many fq
data rate, longer range, robustness against multipath, support for adaptive antepna’arrs
S. On the other hand, Type B devices, designed for handheld devices, are sitmpler, low
while offering high data rates.

Type B devices offer data rates up to 6,350 Gbps and 3,175 Gbps™in a single ¢
This International Standard defines four frequency channels with/separation of 2,160
e bonded to each other to increase the data rates by a factor of 2,\3.0r 4.

foperability and coexistence for the device types and features high bandwidth efficienc

can reside on top of the MAC layer, which interact' with the MAC layer through a multi
X). This edition of ISO/IEC 13156 provides an HEMI* PAL as well as information regardi
S.

atures
ys and
power

nannel,
GHz,

which
y, QoS

blexing
ng IP

1. HDMlisth

e registered trademark of the HDMI LLC.
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NOTE
Standa

HDMI PAL mEa PAL, >
MUX
y
i MAC OME
a MLME Devige
y » MAC LayeM)\ = » Manageinent
g ® ® i Entit
i Managemen{-Bntity ]
p=
y y
i Type A Type B
4| pLcp PLCP PLME
= » PHY Layer = >
T Type A Type B Management Entity
al PHY PHY
I I,
Antenina
Figure 1 - Protocol structure
The BME, MLME, PLME, and PALs (except the HDMI PAL) are outside the scope of thi$ International
d and all references to these are informative.
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INTERNATIONAL STANDARD ISO/IEC 13156:2011(E)

Information technology — Telecommunications and
information exchange between systems — High rate 60 GHz
PHY, MAC and PALs

1 Scope

This International Standard specifies a physical layer (PHY), distributed medium access control (MAC)
sublaypr, and an HDMI protocol adaptation Tayer (PAL) for 60 GHz wireless networks.

2 Conformance

Conforlming devices of Type A, B or C shall implement the MAC sublayer and\the PHY Igdyer and may
implenment the HDMI PAL as specified herein.

3 Normative references

The following referenced documents are indispensable for the application of this documept. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
documient (including any amendments) applies.

ISO/I 8802-11:2005/Amd.6, Information technology “— Telecommunications and [nformation
exchamge between systems — Local and metropolitanrarea networks — Specific requirements —
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications —
Amendment 6: Medium Access Control (MAC)-Sécurity Enhancements

IEEE 100, The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition

4 Tarms and definitions

For the purposes of this document; the following terms and definitions apply. For terms and definitions
not defined in this Clause, thesterm and definitions given in IEEE 100, The Authoritative Dictionary of
IEEE $tandards Terms, Seventh Edition apply.

4.1
Beacgn Group
BG
set of devices(from which a device receives beacons that identify the same beacon peripd start time
(BPST) as the device

4.2
Beacon Period

BP

period of time declared by a device during which it sends or listens for beacons

4.3

Beacon Period Start Time
BPST

start of the beacon period

4.4
channel
medium over which cooperating entities exchange information

© ISO/IEC 2011 - All rights reserved 1
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4.5
data integr

ity

assurance that the data has not been modified from its original form

4.6
device

entity containing an implementation of this International Standard

4.7

Distributed Reservation Protocol

DRP

protocol imdylemented in each device to support negotiation and maintenance of channg

reservations

4.8
Equivalent
EIRP
amount of p
would emit t

4.9
Equivalent
EIRXP
amount of p
would receiy

4.10
extended b
union of a dé

4.11
frame

binding on all neighbours of the reservation participants

Isotropic Radiated Power

pwer that a theoretical isotropic antenna (that evenly distributespower in all dire
b produce the peak power density observed in the direction of maximum antenna g3

Isotropic Received Power

ower that a theoretical isotropic antenna (that evefnly receives power in all dire
e

eacon group
bvice's beacon group and the beacon groups of all devices in the device's beacon g

unit of data fransmitted by a device

4.12
frame prot

security ser
authenticatig

ection
ice provided for a«frame, including (but not limited to) payload encryption, me
n, and replay attackprotection

the MAC\sublayer that generates MAC service data units for delivery to corresp
ner devices, and receives MAC service data units from such entities

| time

Ctions)
lin

ctions)

oup

ssage

bnding

B
T

4.13

MAC client
entity above
entities in ot
4.14

MAC Comnh
MCDU

a
(ean)

unit of data exchanged between peer medium access control sublayers in order to manage medium
access control functions

4.15
MAC Proto
MPDU

col Data Unit

unit of data exchanged between two peer medium access control sublayers using the physical layer

4.16

MAC Service Data Unit

MSDU

information that is delivered as a unit between medium access control service access points (SAPS)
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4.17

Master-Slave Pair

MSPr

device-to-device link in which a first device acts as the master (initiates polling) and a second device
acts as a slave (responds to a polling inquiry)

4.18
Message Integrity Code
MIC
cryptographic checksum generated using a symmetric key that is typically appended to data in order to
providg data integrity and source authentication similar to a digital signatare

4.19
neighpour
any dgvice in a device's beacon group

4.20
reseryation

named set of one or more medium access slots (MASs) within a superframe during which fa device has
prefergntial access to the medium

4.21
reseryation block

one or more temporally contiguous medium access slots. {MASs) within a reservation nof adjacent to
other MASs in the reservation

4.22
securle frame
frame |n which frame protection is applied

4.23
streain
logicallflow of MSDUs from one devicé to one or more other devices

4.24
superfframe
period|c time interval used. in.this International Standard to coordinate frame transmissipns between
devicep, which contains-a*beacon period followed by a data period

4.25
symmletric key
secret|key shared. between two or more parties that may be used for both encryption and decryption as
well ag for message integrity code computation and verification

4.26

i 1 S di E t
Time omain preading actor

TDSF
bandwidth expansion ratio due to the application of time domain spreading sequence

5 Notational conventions

The use of the word shall is meant to indicate a requirement which is mandated by the Standard, i.e. it
is required to implement that particular feature with no deviation in order to conform to the Standard.

The use of the word should is meant to recommend one particular course of action over several other
possibilities, however without mentioning or excluding these others.

The use of the word may is meant to indicate that a particular course of action is permitted.
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The use of the word can is synonymous with is able to — it is meant to indicate a capability or a
possibility.

All floating-point values have been rounded to 3 decimal places.

6 Abbreviated terms

AC Access Category

ACK Acknowledgment

AES Advanced Encryption Standard

ASK Amplitude Shift Keying

ASIE Application-Specific Information Element
AWGN Additive White Gaussian Noise

B-ACK Block Acknowledgment

BcstAddr Broadcast Device Address

BP Beacon Period

BPOIE Beacon Period Occupancy Information Element
BPSK Binary Phase Shift Keying

BPST Beacon Period Start Time

cC Convolutional Code

CCA Clear Channel Assessment

CRC Cyclic Redundancy Check

CSMA/CA Carrier Sense Multiple Aecess with Collision Avoidance
CTT Clear To Train

DAC Digital-to-AnalogueConverter

DBPSK Differential Bihary Phase Shift Keying
DBS Discovery Block Set

DCA Distributed Contention Access

DestAddr Destination Device Address

DevAddr Device Address

DME Device Management Entity

DQPSK Differential Quadrature Phase Shift Keying
DRP Distributed Reservation Protocol

EO Encryption Offset

EUI Extended Unique Identifier

FEC Forward Error Correction

FER Frame Error Rate

FFT Fast Fourier Transform

Fz Frank-Zadoff Sequence

GCM Galois/Counter Mode
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GF
Gbps
Gsps
GTK
HCS

IDFT

Galois Field

Gigabits per second
Gigasymbols per second
Group Temporal Key
Header Check Sequence
Identifier

Inverse Discrete Fourier Transform

ISO/IEC 13156:2011(E)

IE
IFFT
IFS
Imm-A
KCK
LIFS
LQE
LQI
LSB
MAC
MAS
MCDU
Mbps
McstA
MIB
MIC
MIFS
MKID
MLME
MPDU
MSB

CK

idr

MSC

Information Element

Inverse Fast Fourier Transform
Inter-Frame Space

Immediate Acknowledgment
Key Confirmation Key

Long Inter-frame space

Link Quality Estimator

Link Quality Indicator
Least-Significant Bit

Medium Access Control
Medium Access Slot

MAC Command Data Unit
Megabits per second

Multicast Device Address
Management-tnformation Base
Messagellntegrity Code
Minimum Interframe Spacing
Master Key Identifier

MAC Sublayer Management Entity
MAC Protocol Data Unit
Most-Significant Bit

Message Sequence Chart

MSPr
MSDU

No-ACK

OFDM
0o0oB
OOK
Oul
PAA
PAN

Master-Slave Pair
MAC Service Data Unit

No Acknowledgement

Orthogonal Frequency Division Modulation

Out of Band

On-Off Keying

Organizationally Unique Identifier
Phased Array Antenna

Personal Area Network
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PAL
PDU
PER
PHY
PHY-SAP
PLCP
PLME
PMK
PPDU
PPM
PRBS
PRF
PSD
PSDU
PT
PTK
QPSK
RF
RMS
RS
RTT
RX
SAP
SBA
SCS
SFC
SFN
SIFS
SrcAddr
TCM
TDSF
TKID
X
TXOP
WPAN

Protocol Adaptation Layer

Protocol Data Unit

Packet Error Rate

Physical (layer)

Physical Layer Service Access Point
Physical Layer Convergence Protocol

Physical Layer Management Entity

Pair-wise Master Key
PLCP Protocol Data Unit
Parts Per Million
Pseudo-Random Binary Sequence
Pseudo-Random Function
Power Spectral Density
PHY Service Data Unit
Preamble Type

Pair-wise Temporal Key
Quadrature Phase Shift Keying
Radio Frequency

Root Mean Square
Reed-Solomon

Request To Train

Receive or Receiver
Service Access, Point
Switched Beam Antenna
Segment-€heck Sequence
Secure Frame Counter
Secure Frame Number
Short Interframe Spacing

Source Device Address

Trellis Coded Modulation

Time Domain Spreading Factor
Temporal Key ldentifier
Transmit or Transmitter
Transmission Opportunity

Wireless Personal Area Network
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7 General description (informative)

7.1 PHY general description

This International Standard specifies a physical layer (PHY) for a Wireless Personal Area Network
(WPAN), utilizing the unlicensed 60 GHz frequency band. Two types of devices are defined: Type A
and Type B. both device types coexist and interoperate with other device types. Furthermore, all device
types can operate independently. That is, neither device type requires the presence of another type for
operation.

Type A deV|ces operate at an SCBT mandatory mode (AO) at 0.397 Gbps with other optional SCBT
mode without-channel-bendig QFDM modes
h rates 1. 008 Gbps to 4. 032 Gbps Type B devrces operate usrng DBPSK at\data rates of
0.794 | Gbps to 1.588 Ghps (without channel bonding); with optional modes of DQPSK and UEP-QPSK
at datg rates of 3.175 Gbps.

Type A devices also support directional antennas via sector antennas ot'adaptive |arrays. This
International Standard specifies the necessary training and tracking waveforms and protog¢ols.

There pre multiple channels specified in this International Standard. Multiple adjacent chapnels may be
bondefl together for increased data rate for Type A (SCBT) and Type:Bidevices. With bonded channels
the data rates for these device types increase by a factor propoytional to the numbdr of bonded
channgls. One channel has been designated as the discoverychiannel. The discovery channel has a
lower guality of service but supports the interference pronetand time consuming antgnna training
proceds. The data channels are optimized for high throughputand spatial reuse.

7.2 MAC general description

7.2.1| General description of the architecture

As illustrated in Figure 2, the MAC is a sublayerof the Data Link Layer defined in tHe OSI basic
referepce model [1]. The MAC service is provided by means of the MAC service accesg point (MAC
SAP) o a single MAC service client, usually a higher layer protocol or adaptation layer. In this
International Standard the MAC sublayer.i§represented by a device address.
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Presentation Layer

Session Layer

TrafiSport cayer

Nefwork Layer

Logical
Link
Data Lipk i) MSDU /~\MSbuU
U L
Laye MAC SAP MAC SAP
MAC MAC MAC Prétocol MAC
MPDU
PSDU /~ PSDU
\J L
PHY SAP PHY SAP
Physical Layer PHY PHY Protocol PHY
PPDU

Figure 2 - Architectural reference model

The MAC suplayer in turn relies on the service provided by the PHY layer via the PHY service access
point (PHY SAP). The MAC protocolapplies between MAC sublayer peers.

7.2.2 Device address

Individual MAC sublayers afe)addressed via an EUI-48 [3], and are associated with a Yolatile
abbreviated [address called\a DevAddr. Unicast frames carry a destination DevAddr that identifies a
single MAC sublayer.

DevAddrs are 16-bit)values, generated locally, without central coordination. Consequently, it is
possible for|a singte value to ambiguously identify two or more MAC entities. This Interngtional
Standard prqvides‘mechanisms for resolving ambiguous DevAddrs.

The MAC addressing—schemeinciudesmutticastandbroadcastaddress—vatumes—Amuiticastaddress
identifies a group of MAC entities. The broadcast address identifies all MAC entities.

7.2.3 Features assumed from the PHY

A MAC entity is associated with a single PHY entity via that entity's PHY SAP. The MAC sublayer
requires the following features provided by the PHY:

» Frame transmission and reception;
* PLCP header error indication for both PHY and MAC header structures;
» Clear channel assessment for estimation of medium activity.

Frames are transmitted by the PHY from the source device and delivered to the destination device in
identical bit order. Throughout this specification reference to the start of a frame refers to the leading
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edge of the first symbol of the PHY frame at the local antenna and end of a frame refers to the trailing
edge of the last symbol of the PHY frame.

Frame transmission and reception are supported by the exchange of parameters between the MAC
sublayer and the PHY layer. These parameters are included in the PLCP header and allow the MAC
entity to control, and be informed of, the MAC and PHY related parameters.

Depending on antennas used by the PHY, the MAC sublayer may use the following features provided
by the PHY for directional frame transmission and reception:

* Antenna beam switching among different sectors

¢ Antgnna beam steering toward a desired direction

7.2.4| Overview of MAC service functionality
The MAC service defined in this International Standard provides:

* A rgservation-based channel access mechanism;

« A contention-based channel access mechanism for antenna training in the discovery channe

« A synchronization facility among cooperating MAC entities;

e Cogxistence and interoperability among Type A and B devices;

« DeVice power management by scheduling of frame transmission and reception;
e Sedure communication with data authentication and encryption using cryptographic algorithns;

Each glevice provides required MAC functions based{on’the device type, and optional [functions as
determined by the application.

Coordination of devices within radio range is achieved by the transmission and receptign of beacon
and cdntrol frames. Periodic beacon transmission provides the basic timing for the network, supports
dynamic network organization, and carries seservation and scheduling information for apcessing the
medium. Exchange of control frames enables antenna training among cooperating device$, and device
discovpry of Type A and B devices.

Coordination among devices that 'send periodic beacon frames (referred to as beaconing devices) is
fully distributed. Coordination among beaconing devices and devices that do not send bgacon frames
is achijeved by the beaconing‘devices acting as controllers. Coordination among device$ that do not
send hQeacon frames is nottspecified in this International Standard.

7.2.4[1L Logical groups

Logical groups are farmed around each beaconing device to facilitate contention-free frame exchanges
while gxploring medium reuse over different spatial regions. In this International Standard, these logical
groupq are a béacon group and an extended beacon group. Both groups are determined wjth respect to
an indjviduakbeaconing device, which has its own individual neighbourhood.

7.2.4.p3/Device discovery

The MAC sublayer defined in this International Standard enables device discovery through one or more
of the following mechanisms:

Transmission and reception of discovery frames in the discovery channel;

Exchange of antenna training control frames in the discovery channel;

Exchange of interoperability control frames between Type A and Type B devices.

7.2.4.3 Channel selection

Once a device discovers another device with which it intends to communicate with, the pair of the
devices use explicit channel selection procedure, as described in 16.4.1 to scan one or more channels
and to select a channel for frame exchange in a coordinated manner.

If no beacons are detected in the selected channel, the device creates its beacon period (BP) by
sending a beacon. If one or more beacons are detected in the selected channel, the device
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synchronizes its BP to existing beacons in the selected channel. The device exchanges data with
members of its beacon group using the same channel the device selected for beacons.

Each device operates in a dynamic environment and under unlicensed operation rules. Thus, it is
subject to interference from other networks, and other unlicensed wireless entities in its channel. To
enable the device to continue operation in this type of environment, each device has the capability to
dynamically change the channel in which it operates without requiring disruption of links with its peers.

If at any time a device determines that the current channel is unsuitable, it uses the implicit channel
selection procedure, as described in 16.4.2, to move to a new channel.

7.2.4.4

Once a devai|ce finds its communication partner and selects a channel, the basic timing struct
frame exchagnge is a superframe. The superframe duration is specified as mSuperframelengt]
superframe [is composed of 256 medium access slots (MASs), where each MAS\/dura
mMASLength.

The superframe

ire for
h. The
ion is
of the

Each superf
first MAS in

ame starts with a BP, which extends over one or more contiguous MASs. The start
he BP, and the superframe, is called the beacon period start time/(BPST).
N+1

Superframe N Superframe

(256 Medium Access Slots = 16384 ps)

-
-

\

-
-

Start timing
—~

BPS1

(Time 5

pf Superframe N Start timing of Superframe N+

[~

0) 1)

\

‘ Time

—> -

Medium Access Slot (MAS)<'64 s
>
Beacon Period
\Variable Length)

-
Beacon Period

(Variable Length)

Figure 3 - MAC'superframe structure

7.2.4.5 Heacon period proteetion

No transmis

A device ma
own BP, by 3

sions other than beacens are attempted during the BP of any device.

y protect an alien;BP, detected by reception of a beacon frame unaligned with the d
lnnouncing a‘reservation covering the alien BP in its beacon.

pvice's

7.2.4.6 N
The medium

ledium_access
is aceessed in one of three ways:

During de
channel u

ice-discovery (16.3) and antenna training, devices send beacon and control frames in dis

Ling-contention-based-access-according-to-the-rules-specified-in-16-2

covery

During the BP, devices send only beacon frames, according to the rules specified in 16.5.

During reservations, devices participating in the reservation send frames according to rules specified in
16.6.

7.2.4.7

Data is passed between the MAC entity and its client in MSDUs qualified by certain parameters.
MSDUs are transported between devices in data frames. To reduce the frame error rate of a marginal
link, data frames can be fragmented and reassembled, as described in 16.9. Fragments are numbered
with an MSDU sequence number and a fragment number.

Data communication between devices

If the source device wishes to verify the delivery of a frame, then one of the acknowledgement policies
is used, as described in 16.12. This International Standard provides for three types of
acknowledgements to enable different applications. The No-ACK policy, described in 16.12.1, is
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appropriate for frames that do not require guaranteed delivery, or are delay sensitive and a
retransmitted frame would arrive too late. The Imm-ACK policy, described in 16.12.2, provides an
acknowledgement process in which each frame is individually acknowledged following the reception of
the frame. The B-ACK policy, described in 16.12.3, lets the source send multiple frames without
intervening ACK frames. Instead, the acknowledgements of the individual frames are grouped into a
single response frame that is sent when requested by the source device. The B-ACK process
decreases the overhead of the Imm-ACK process while allowing the source device to verify the delivery
of frames to the destination.

If the source device does not receive the requested acknowledgement, then it may retransmit the

frame,&d&umm_wmmmmmi discard the
depends on the type of data or command that is being sent, the number of times th

frame t the source
has attempted to send the frame, the length of time it has attempted to send‘th

device) e frame, and
other implementation-dependent factors.
8

7.2.4.
This

MAC frame data rates

ternational Standard specifies two common PHY modes for the two types| of devices

PHY
discov
discov|

7.2.4.

Wirele
and sk
applic
excha

!

I
respe;{?ively. The frame payloads of MAC beacon frames are transmitted using one of

odes corresponding to its device type, and hence at the rate ©f ;the common mo
ery or antenna training, MAC frames are transmitted using-ene of the discovery
bry channel. Payloads of other frames may be transmittedcat-higher data rates if po

9 Security

5S networks present unique security challenges duéc¢to the loss of protection provi
ielding. Distributed wireless networks present additional challenges due to the W
tions and use models that they must support..To*name a few, eavesdroppers can o
ges not intended for them, whereas impostetrs can send forged data not using its

the common
. In device

j'i]e
odes in the

5sible.

Hed by wires
ide range of
verhear data
own identity,

can rgplay previously transmitted data, and can transmit modified data captured fronp a previous
transnyission.
This International Standard defines two levels of security (Clause 17): no security and stfong security

protec
protec
as wel

Three
This In
them i

This In
derive
relatio
A 4-w
device

In add

ion. Security protection includes’ data encryption, message integrity, and r
ion. Secure frames are used to-provide security protection to data and aggregated
as selected control and command frames.

security modes are defined to control the level of security for devices in their com
ternational Standard.allows for a device to use one of the two security levels or a cd
N communicating with other devices by selecting the appropriate security mode (seq

ternational Standard further specifies a 4-way handshake mechanism to enable tw
their pair-wise*temporal keys (PTKs) while authenticating their identity to each oth
nship is established following a successful 4-way handshake between two devices
hy handshake between two devices is conducted based on a shared master k

5 obtain their shared master keys is outside the scope of this International Standard.

bplay attack
data frames

munications.
mbination of
17.2).

o devices to
er. A secure
see 17.3.1).
by, How two

itien, this International Standard provides means for the solicitation and distribution of group

temporal keys (GTKs). While PTKs are used for protecting unicast frames exchanged between two
devices, GTKs are employed for protecting multicast and broadcast frames transmitted from a source
device to a multicast or broadcast group of recipient devices (see 17.3.2).

A pseudo-random function is defined based on the MIC generation by GCM using AES-128 (see
17.3.3). It can be made available to entities outside the MAC sublayer for random number generation.

Secure frame counters and replay counters are set up on a per-temporal key basis to guarantee
message freshness (see 17.4). No specific mechanisms are created in this International Standard to
address denial of service attacks given the open nature of the wireless medium.

In this International Standard, 128-bit symmetric temporal keys are employed based on AES-128 with
GCM to provide payload encryption and message integrity code (MIC) generation (see 17.5).

In general, this International Standard specifies security mechanisms, not security policies.
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7.2.4.10 Information discovery

The protocols and facilities of this International Standard are supported by the exchange of information
between devices. Information can be broadcast in beacon frames or requested in Probe commands.
For each type of information, an Information Element (IE) is defined. IEs can be included by a device in
its beacon at any time and may optionally be requested or provided using the Probe command.

A device uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its
support of variable or optional facilities. Declaration of capabilities is especially useful when a device
detects changes in its immediate neighbourhood.

7.2.4.11 Tiransmit rate and power adaptation

This International Standard provides transmit rate and power control mechanisms to seleet.the g
combination|of transmit rate and power to increase throughput and/or reduce the frame err
(FER).

A recipient ¢
device using
recipient de
optimal trans

ptimal
Dr rate

evice may recommend a transmit rate and/or power level changebe’used by a

explicit or implicit link feedback mechanisms. In addition, a sourCe;device may red
ice provide feedback on the quality of the link, base on whieh the source dete
mit rate and power.

source
uest a
rmines

The transmif power and rate control mechanisms are described in 16.14”and 16.15.

7.2.4.12 Hower management
An importan} goal of this International Standard is to enable-fong operation time for battery pqwered
devices. An pffective method to extend battery life is to enablé devices to turn off completely or feduce

power for long periods of time, where a long period is relative to the superframe duration.

This Interna
active and h
Devices in h

superframes|

In addition, {
each superfr

ional Standard provides two power management modes in which a device can o

bernation mode hibernate for multiplessuperframes and do not transmit or receive ir

his International Standard provides facilities to support devices that sleep for port
ame in order to save power:

Power management mechanisms are-described in 16.16.

7.2.5 MA

It is desirabl
access requ
sharing of b
and configur
and on chan

7.2.6 Su

C policies
b to allow and facilitate equitable and efficient coexistence of devices with varying n

rements. Forthis purpose, Annex B specifies policies governing channel selecti
bndwidth. /These policies impose, among other things, certain restrictions on the n

hel selection order.

bport for higher-layer timer synchronization

berate:

ibernation. Devices in active mode transmit and receive beacons in every supeiframe.

those

ons of

edium
n and
umber

ption of MASs in DRP reservations, on the location of reserved MASs within a supefframe,

Some applications, for example, the transport and rendering of audio or video streams, require
synchronization of timers located at different devices. Greater accuracy (in terms of jitter bounds) or
finer timer granularity than that provided by the synchronization mechanism described in 16.8 may be
an additional requirement. In support of such applications, this International Standard defines an
optional MAC facility in Annex C that enables layers above the MAC sublayer to accurately
synchronize timers located in different devices. The facility is usable by more than one application at a
time.

7.3 MUX general description

In order to enable the coexistence of concurrently active higher layer protocols within a single device,
a multiplexing sublayer is defined. This sublayer routes outgoing and incoming MSDUs to and from
their corresponding higher layers. The mandatory MUX sublayer is described in Annex A.
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7.4 HDMI PAL description

This International Standard includes an HDMI pass-through PAL, Clause 18, which preserves the HDMI
content protection scheme. The HDMI PAL interfaces with the wired HDMI interface’s data channels,
clock channel, display data channel and CE control. The HDMI PAL removes the data channels’ TMDS
encoding prior to wireless transmission and reinstates the TMDS coding prior to forwarding to the
HDMI sink.

8 PHY layer (informative)

The RH¥—contairs—two—functional—entities—the—RHY—convergence—function—and—the PHY layer
management function. The PHY service is provided to the MAC through the PHY SAP,
9 Description of signal
9.1 Mathematical framework for SCBT, OFDM, DBPSK, DQPSK, UEP-QPSK,
OOK [and 4ASK
The transmitted RF signal can be written in terms of the complex baséband signal as follows:
Nframe_l ( ) H 7Zf
see()=Re>_ "™ s, [t—nT,,, Jexp(j2Af t) (1)

where

Re{.} represents the real part of the signal, Ty is the symbol length, Nrape is th

e number of

symbofs in the frame, f. is the centre frequengy, and sy(t) is the complex basgband signal
represgntation for the nth symbol. The exact structure of the nth symbol depends on its lgcation within
the frame:

Spreamble,n(t) O <n<N preamble
s, ( ): Sheader,n—N gamse (t) N preample <M< N preampie + Nheager )

Spayload,n—Nmamh,e—Nheader (t) N preamble + Nheader <n<N preamble + Nheader +N payload

SATS NN preantte ~Nigadii=N ey ong (t) N preambte + Nheager + Npayioad <M< N preambie + Nheager + N payioad |+ Naars
where |Spreample, n(t)-tdescribes the n'" symbol of the preamble, Sheadern(t) describes the nt" dymbol of the
headef, Spayicagft) describes the n" symbol of the PPDU, saTsn(t) describes the n" symbol of the
antenr|a training sequence (ATS), Nyreample iS the number of symbols in the preamble, Npeager is the
numbgr-of’symbols contained in the header, Ny,,pa4 IS the number of symbols contained|in the frame

body, Nats is the number of symbols in the ATS, and Nfame = Npreamble + Nheader + Npayload + Nats is the
number of symbols in the frame. The exact values of Npreambies Nheaders Npayload: Nats, @nd Ngrame Will be
described in more detail in Clause 10.

The potentially complex time-domain signal s,(t) shall be created by passing the real and imaginary
components of the discrete-time signal s,[k] through digital-to-analogue converters (DACs) and
reconstruction filters as shown in Figure 4. When the discrete-time signal s,[k] is real, only the real
digital-to-analogue converter and reconstruction filter need to be used. Clause 10 describes how to
generate s,[k].
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Reconstruction

Re{silk]} — filter

DAC — Re{sy()}

Reconstruction

DAC filter

Im{s.[K]} —>] — Im{s,(t)}

9.2
mode pre

Figure 4 - Conversion from discrete-time signals to continuous-time signals

Mathematical framework for the narrow band section of the distcovg

hmble

The transmifted RF signal can be written in terms of the complex baseband signal as follows:

Sge (1) = R

where Re{.}|
number of s

frequency arf
The complg

components
reconstructid

10 PLCP §

10.1 Ge
This Clause

Figure 5 sho
the PLCP pr

’{Z N g -1
n=0

represents the real part of the signal, Ty, is the symbol length, Nyg = 163839
ymbols in the narrow band preamble, f; is the centre frequency, ;=720 MHz is the

Swe o (t = T, Joxp (j2f.t)+ exp (j2x[f, - f, k)wexp (j2x[f, + f,]

d syg n(t) describes the nth symbol of the narrowhand preamble.

X time-domain signal sygn(t) shall be created by passing the real and img
of the discrete-time signal Sygl[k] throughdigital-to-analogue converters (DAC
n filters as shown in Figure 4. The sequence Syg[k] is described in Clause 10.

ublayer

neral PPDU frame format

provides a method for converting a PSDU (PHY layer SDU) into a PPDU (PHY layer
ws the general format-for the PPDU, which may be composed of four major compd
bamble, the PLCP_header, the PPDU payload, and the Antenna Training Sequence

@)

is the
offset

ginary
5) and

PDU).
nents:
(ATS).
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All device types shall follow this general frame format. However, particular parameters or components
of the frame format may be different for different device types.
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Figure 5 - General PPDU frame format

The components are listed in the order of transmission. The PLCP preamble shall be the first
component of the PPDU. It consists of a frame synchronization sequence, and a channel estimation
sequence (see 10.1.1). The goal of the PLCP preamble is to aid the receiver in timing synchronization,

carrier offset recovery, and channel estimation.

The PLCP header shall be the second major component of the PPDU. The goal of this component is to
convey necessary information about both the PHY and the MAC to aid in decoding of the PPDU
payload at the receiver. The PLCP header may be further decomposed into PHY header, MAC header,

© ISO/IEC 2011 - All rights reserved
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The PPDU payload may be the third major component of the PPDU. The PPDU may contain one or
more segments as described in 10.1.3.

The ATS may be the last major component of the PPDU. This sequence is used to train an antenna
array (see 10.1.4).

When transmitting the PPDU frame, the PLCP preamble shall be sent first, followed by the PLCP

header, pote

ntially the PPDU payload, and potentially the ATS.

10.1.1 PLCP preamble
A PLCP preamble shall be added prior to the PLCP header to aid the receiver in timing

Synchroniza“‘ull, \.’GII;UI uffoct revuvetly, alld bhallllc: Uot;lllat;ull.

The PLCP pfreamble for Type A (SCBT and OFDM) and Type B are different. The details of'thel PLCP
preamble in pach case can be found in 10.2.2.3, 10.2.3.3 and 10.3.2.3.
10.1.2 PLEP header
A PLCP heafler shall be added after the PLCP preamble to convey information about both the PHY and
the MAC that is needed at the receiver in order to successfully decode the PPDU payloafl. The
scrambled apd Reed-Solomon encoded PLCP header shall be formed as shown' in Figure 6:
1.Format thg PHY header based on information provided by the MAC (Sge10.1.2.1).
2.Calculate the HCS value (2 octets) over the combined PHY header and MAC header (See 10.[1.2.2).
3.The resulting HCS value is appended to the MAC header. The sesulting combination (MAC Hejader +
HCS) is scrgmbled according to 10.2.2.5.1.1.
4.Apply a sHortened Reed-Solomon code to the concatenation of variable length PHY header (except
for the first dection), ATIF, scrambled MAC header and HES. The shortened Reed-Solomon code shall
be as specified in 10.2.2.5.1.2.
5.Prepend five repetitions of the fixed length PHY\header and the first section of the variable|length
PHY header|and append the 16 parity octets atthe end to form the scrambled and shortened|Reed-
Solomon en¢oded PLCP header.
Further encqding and modulation for the header is different for Type A (SCBT and OFDM) and Type B.
The details jof the further encoding and modulation for the header for each case can be found in
10.2.2.4, 1042.3.4 and 10.3.2.4.
FL PHY Header ahd VL PHY Header
1% section ef M (remaining sections)
PHY Headef & ATIF
MAC
Header
v } Yy v
Calculate
Repeat 5 times HCS
Y )
Append and
Scramble
L Y
Shortened
RS Encoder
\/ \/ \/ v
FL PHY Header
and 1% section of | VL PHY Header
" MAC Header and Lo
the VL PHY (i Shortened RS Parity bit
(5 repetitions)
Figure 6- Formation of the header
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10.1.2.1 PHY header

The PHY header shall be formed by concatenating five repetitions of the fixed length PHY header and
five repetitions of the the first section of the variable length PHY header, followed by the remaining
Nsegments1 sections of the variable length PHY Header and potentially an antenna training indicator

field (ATIF). The overall length of the PHY header is therefore equal to 35+4(Nsegments-1)+3laTiF OCtets,
where a7 is equal to zero when the header does not include the ATIF and is equal to one when the
header includes the ATIF.

10.1.2.1.1 Fixed Iength PHY header
The fixed

e number of

illustrated in
h is used to

The fided length PHY header field shall be composed of 24 bits, numbered fromvO to 23 as
Figure|7. Bits 1-2 shall encode the seed value for the initial state of the sC€rambler, whig

synchionize the descrambler of the receiver. Bit 3 shall encode whether or not all of th
data bjts are inverted. Bit 5 shall encode whether or not the header ncludes an ATIF.

i
encod¢ the CP length for the current frame and bits 10-11 shall encode'the requested CPi

followihg frame. Bits 13-17 shall encode the number of segments-in_the frame. Bits 19-23

information
its 7-8 shall
ngth for the
shall encode

iIse shall be
ed fields are

the ndmber of MSDUs in the frame. All other bits which are.not defined in this Cla
underdqtood to be reserved for future use and shall be set to zero. The values of the defin
describped in 10.2.2.4.1.1, 10.2.3.4.1.1 and 10.3.2.4.1.1.

R:|Reserved T ®
g B =
o g z & 0
u i T u = =)
E_G; w 0] | Q 8
> x > o u
S . ] g~ O —~ [0 =
é 2 n:| = |_|_‘ = —’I 2 O,I 2 EI 2 EI 2
s E= ko 5 s 2o 2o
Ri Ao Ai B R C R Do D1 R Eo E. R Fo Fi F2 Fs3 Fa R Po Pi P> Ps Py
0 l|2 3 4 5 6 7|8 9 10|11 12 13|14|15|16|l7 18 19|20|21|22|23
Transmit order (from left to right)
Figure 7 - Fixed length PHY header bit assignment
10.1.2.1.2 Mariable length PHY header
Each pection* of the variable length PHY header contains information about the datg rate of the
corresponding segment, the length of the payload in the corresponding segment, \whether the
correspording segment imciudes a midarmbte; anmd-whether thecomrespomdingsegmerntis partitioned at

the transmitter and should be reassembled at the receiver.

The variable length PHY header field shall be composed of 32Ngegments bits and shall be constructed by
concatenating Ngegments S€Ctions, each for one segment. Each section shall be composed of 32 bits,
numbered from 0 to 31, as illustrated in Figure 8. Bits 1-6 shall encode the MODE field, which conveys
the information about the type of modulation, the coding rate, and the spreading factor used in the
segment. Bits 8-23 shall encode the LENGTH field, with the least-significant bit being transmitted first.
Bit 28 shall encode whether the segment is appended by a midamble. Bit 29 shall encode whether the
segment has partitioned at the transmitter, and should be reassembled at the receiver. All other bits
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which are not defined in this Clause shall be understood to be reserved for future use and shall be set
to zero. The values of the defined fields are described in 10.2.2.4.1.2, 10.2.3.4.1.2 and 10.3.2.4.1.2.

R: Reserved

R

G G G G Gy Gs

e Lol el e]

(6 bits)
LENGTH
(16 bits)

MID_EX
(1 bits)

CONT

(1 bits)

MODE

R | Ho Hi Hs He H; Hg Ho Hi Hu Hiz Hiz Hu His| R R R R J K R

o ns 2|5 x| 2|27 |2 5] 2] 2 | 2]

Hi Hy Hs

24 | 25126 | 27 | 28 | 29 | 30

7

R

31

TTaTSITIT OTOET (ITOTT 1&TC 10 TTgTTy

10.1.2.1.3

The Antenn
ATIF_EXIST]|
information
symbols for
training.

The ATIF sh
encode the [
shall encods
training. Bits
for transmit
be reserved
10.2.2.4.1.3

R: Reserve

Figure 8 - Variable length PHY header bit assignment

Antenna training indicator field

h Training Indicator Field (ATIF) shall follow the variable length ‘PHY header
FNCE bit in the fixed length PHY header is set to 1 (see 10.1.2,4.1). The ATIF cd
nbout the number of block repetitions in the discovery modég, the number of t

receive antenna training, and the number of training symbols.for the transmit an

b1l be composed of 24 bits, numbered from 0 to 23, as illustrated in Figure 9. Bits 2-
DISC_REP field which conveys the number of repetitions in the discovery mode. Bi
the field NUM_RXTS which conveys the number{of training symbols for receive a
16-21 shall encode the field NUM_TXTS which<conveys the number of training sy
hntenna training. All other bits which are not defined in this Clause shall be undersi
for future use and shall be set to zero. The‘values of the defined fields are descr
10.2.3.4.1.3 and 10.3.2.4.1.3.

h

d
(%) n
g 3 2
D:I"‘ x P
Q2 s'2 s£
n o 5= o
IS ze zZe
Lo L Ly Ls R RIMy Mi M, Mg My Ms| R R JINo N N N3 Ns Ns| R R
2|3|4|5 6 7 8|9|10|ll|12|13 14 | 15 16|17|18|19|20|21 22 | 23

if the

ntains
aining

tenna

b shall
s 8-13

tenna

mbols
ood to
bed in

Transmit order (from left to right)

Figure 9 - Antenna Training Indicator Field bit assignment

10.1.2.2 Header check sequence (HCS)

The combination of PHY header and the MAC header shall be protected with a 2 octet CCITT CRC-16
header check sequence (HCS). The CCITT CRC-16 HCS shall be the ones complement of the
remainder generated by the modulo-2 division of the combined PHY and MAC headers by the

polynomial: x*® + x}? + x® + 1. The HCS bits shall be processed in the transmit order. All HCS

18
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calculations shall be made prior to data scrambling. A schematic of the processing order is shown in
Figure 10. The registers shall be initialized to all ones.

Preset

Register
to ONES
Serial Serial
Data e— (?RCCIT;% fp- Daita
Input Qutput

— -
- -
- -
- e ———
- -
- ————
-

Seral

v
opu =&}l o} @} {o}{o}{o}{o}{ o} c}{o}{o}{o]}{e]

Serial
Data
Qutput

(MSB First)

ONES
Complement

Figure 10 - CCITT CRC-16 block diagram

10.1.3 PPDU payload

The P$DU shall be split into the MAC header and up to 28.PSDU parts, where a PSDU paft consists of
an MSPU, an FCS and padding. Each PSDU part may<be-further split into two or more dafa bit blocks.
The tqtal number of PSDU parts and data bit blegks shall not be larger than 57. number of
consegutive PSDU parts that use the same transmission mode may be combined into [one data bit
block. |The resulting data bit blocks shall be encoded and mapped according to the magdulation and
coding| scheme of each device type to generate a transmit symbol block and may be appended by a
midamble to form a segment. The details~0f each modulation and coding scheme is [described in
10.2.2(5, 10.2.3.5 and 10.3.2.5. The resulting segments shall be joined consecutively|to form the
PPDU|payload. Figure 11 depicts this)yoperation. Each segment of the PPDU payload may be sent
using [ different data rate mode./The least-significant bit (LSB) of an octet shall be| the first bit
transmjitted. Type A devices shall-be capable of transmission and reception of multi-segment frames.
Type B devices may be capable/of transmission and reception of multi-segment frames.

r PSDU

v

| MAC HEADER | | PSDU part #1 | | PSDU part #2 | PSDU part #K

i
\ : ' v H—_%

; \ | |
Data Bit Block |\ | Data Bit Block #1 | | Data Bit Block #2 | | Data Bit Block #N | Data Bit Block #M
Processing A)

A}
- N v v
Encoding and mapping
Data Bit Block | | Data Bit Block Data Bit Block R
. f na .
Data Symbol Block #1 Processing Processing Processing
R v v
/
II | Segment #1 | | Segment #2 | | Segment #N |
1
[}
| Transmit Symbol block #1 |Midamble| II
0 U
l | Segment #1 | Segment #2 | . | Segment #N | . | Segment #M |

Figure 11 - Formation of the PPDU payload from the PSDU
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10.1.3.1 Midamble

The midamble for Type A (SCBT and OFDM) and Type B are different. The details of the midamble for
each case can be found in 10.2.2.5.4, 10.2.3.5.2, and 10.3.2.5.5.

10.1.4 Antenna training sequence

The Type A frames shall include the ATS, upon request. The Type B frames may include the ATS upon
request. When included, the ATS shall be the concatenation of Ntyts + Ngxts FZ sequences of length
256 (parameter Agz = 16). The FZ sequence is defined in 10.2.2.3, where Ntyts and Ngrxts are the

number of training sequences for transmitter and receiver antenna training, respectively (see
Figure 12).

FZ sequence | FZ sequence FZ sequence | FZ sequence | FZ sequence FZ sequence
(lerjgth 256) (length 256) (length 256) (length 256) (length 256) (lengthf 258)
I I I
le — »l
Nrxrs FZ sequences Nrxts FZ sequences

Figure 12 - Antenna training sequence

10.2 Type A PPDU
10.2.1 Mojde dependent parameters
The PSDU mode dependent modulation parameters are listedyin/Table 1.

Table 1- PSDU mode dependent Parameters

Base Data Rate! (Gbps) 3

c ~ =

_ 5 S o 2 g 2

3 o4 | ©o oY) o) E 8 = o zl £
o < g D © D © 0 © = Q Q © =8
= T 3 B c B c T c S D 3] g wl 5

c c c c c c o) c < o 0
S g 88 88 88 = ) w o al 5
o 9 ~ S o < © Q i
z O
AO 0.397 | 0.794 1.191 1.588 SCBT BPSK RS & CC 1/2 2 | 4
Al 0.794 | 1.588 2.381 3.175 SCBT BPSK RS & CC 1/2 1|4
A2 1.588 | 3.175 4,763 6.350 SCBT BPSK RS 1 110
A3 1.588 | 3.175 4.763 6.350 SCBT QPSK RS & CC 1/2 1|4
A4 2.722 | 5443 8.165 10.886 SCBT QPSK RS & CC 6/7 1|6
A5 3.175[€67350 9.526 12.701 SCBT QPSK RS 1 1|0
A6 4,234 | 8.467 13.701 16.934 SCBT NS8QAM RS & TCM 5/6 118
A7 4,763 | 9.526 14.288 19.051 SCBT NS8QAM RS 1 110
A8 4,763 | 9.526 14.288 19.051 SCBT TCM-16QAM RS & TCM 2/3 116
A9 6.350 | 12.701 19.051 25.402 SCBT 16QAM RS 1 1|0
A102 1.588 | 3.175 4.763 6.350 SCBT QPSK RS & UEP-CC | Rysg: 1/2 1|4
All 4.234 | 8.467 12.701 16.934 SCBT 16QAM RS & UEP-CC | Rysg: 4/7, 1|4
Risg: 4/5

Al2 2.117 | 4.234 6.350 8.467 SCBT UEP-QPSK RS & CC 2/3 1|4
Al3 4,234 | 8.467 12.701 16.934 SCBT UEP-16QAM RS & CC 2/3 1|4
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Table 1- PSDU mode dependent Parameters (concluded)

Base Data Rate! (Gbps) 3
c ~ =
. Iz 5 3 = g 5z
g |£2| 88 | 88 | B3 < 5 g © 12y
= | 85| B | B¢ g ¢ 8 2 g g 5| 8
© © © L =
o8| 25 | 25 | 25 = 3 S =Y
z @)
Al4 1.008 | N/A N/A N/A OFDM QPSK RS & CC 1/3 1|6
Al5 2.016 | N/A N/A N/A OFDM QPSK RS & CC 2/3 1|6
Al6 4.032 | N/A N/A N/A OFDM 16QAM RS & CC 2/3 1|6
Al7 2.016 | N/A N/A N/A OFDM QPSK RS & UEP-CE’| Rysg: B/7, 1|6
RLSB: 4/5
Al8 4.032 | N/A N/A N/A OFDM 16QAM RS-& UEP-CC | Rysg: B/7, 1|6
RLSB: 4/5
Al19 2.016 | N/A N/A N/A OFDM UEP-QPSK RS & CC 2/3 1|6
A20 4.032 | N/A N/A N/A OFDM UEP-16QAM RS & CC 2/3 1|6
A212 || 2.016 | N/A N/A N/A OFDM QPSK RS & CC Rmse: B/3 1|6
NOTE 1 Base data rates assume a cyclic prefix length of:zero.
NOTE 2 In modes A10 and A21 only the four MSB bits"ef‘each octet shall be transmitted, while the four LSB bits
of each octet are discarded by the transmitter.
All Type A devices shall support mode A0 (without channel bonding), and may support mode A0 with
channg¢l bonding or modes Al through:A21. In addition all Type A devices shall suppprt mode BO
(witholit channel bonding). Type A devices may support modes BO (with channel bonding), B1, B2, or
B3 (with or without channel bonding)sSee 10.3 for Type B modes.
10.2.2 SCBT
10.2.2.1 Timing related. parameters
The timing parameters assqeiated with the SCBT PHY are listed in Table 2.

Table 2 - Timing related parameters

Parameter Description Value
fsym Symbol frequency 1.728 Gsps
Toym Symbol duration 0.5787 ns
NsceTs Number of symbols per SCBT block 256
Np Number of data symbols per SCBT block 252
Np Number of pilot symbols per SCBT block 4
Ncp Number of symbols in the CP 0

32
64
96
NscBTs Number of symbols per SCBT block 256
288
320
352

© ISO/IEC 2011 - All rights reserved

21


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Table 2 - Timing related parameters (concluded)

Parameter Description

Value

TscaTs SCBT block interval

148.148 ns

Tep CP interval

0

18.5185 ns
37.037 ns
55.5556 ns

T SCBT svymbaolintensal
SUDB TS P4

148 .148-ns

10.2.2.2 F
The frame re

166.667 ns
185.185 ns
203.707 ns

rame related parameters

lated parameters associated with the PHY are listed in Table 3.

Table 3 - Frame Related Parameters

Parameter Description Value
Nsync Number of symbols in the frame synchronization 2048
sequence

Teync Duration of the frame synchronization sequence 1185.19 ns

Nce Number of symbols in the channel estimation‘sequence | 768

Tce Duration of the channel estimation sequence 444.444 ns

Npreamble Number of symbols in the PLCP preamble 2816

Toreamble Duration of the PLCP preamble 1629.63 ns

Nats Number of symbols in theATS 256(NT><TS + N gyrs )N DISCREP

TaTs Duration of the ATS N ATSTSym

Nframe Number of symbels in the frame Npreamble + Nheader * Npayload
+ Nars

Tirame Duration’of the frame (Npreamble * Nheadert Npayload
+ NATS)Tsym

22
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10.2.2.3 PLCP preamble

The preamble for Type A SCBT frames can be subdivided into two distinct portions: a frame
synchronization sequence, Sgyc a scatl-], @and a channel estimation sequence, Scg a scerl.]. Figure 13
shows the structure of the PLCP preamble for Type A SCBT frames.

o Channel Estimation
Frame synchronization sequence

Sequence
Ssync,A,SCBT[-] SCE AsCBT[ ]
| 2048 symbols . 768 symbols .
» > >~
1 : I
| i — '
i | ' -
:4—»: | ]
256 256
symbols symbols

Figure 13 - Structure of the Type A PLCP preamble for Type A SCBT frames

Both the frame synchronization sequence and the channel estimation.sequence are constfucted based
on the| Frank-Zadoff (FZ) sequences. A Frank-Zadoff sequence with'parameter Agz, whidh has length

Nez=Afz2, is defined as:

~22pq
S [n]= exp( j —] 4)
e As;

n

where|p=(n mod Agz)+1, and 4= Lgﬁl, for n=0,..., Agz>-1, and u denotes the floor fupction, which
returng the largest integer value smaller than or equal to its argument.

10.2.2.3.1 Frame synchronization sequence

The frame synchronization sequénece for Type A SCBT frames consists of eight repgtitions of a
hierarghical sequence S;[.], ,€overed by sequence S.,.[.], as described in equatipn (7). The

hierarghical sequence, Sy[.],-is7of length 256, and is defined as the Kronecker product ¢f the Frank-
Zadoff|sequence of length:16, Sgz 4[.], with itself. That is,

S,[n]= S, ,[nmod 16]s F“H%H (5)

for n=0,.5¢255. The cover sequence is of length eight and is defined as

1 n=0,..6

Scover [n] = {_1 n — 7 (6)

The frame synchronization sequence is defined as the Kronecker product of the hierarchical sequence
Sh[.] and the cover sequence S.qe([.]. That is,

n
Ssync,A,SCBT [n] = ScoverH‘ﬁJ}Sh [n m0d256] (7)

for n=0,...,2047.
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10.2.2.3.2

Channel estimation sequence

The channel estimation sequence consists of three repetitions of the Frank-Zadoff sequence of length

256, Skz,16[ ]

. That is, the channel estimation sequence is given by:

SCE,A,SCBT [n] =S, 16 [n mod 256]

for n=0,...,767.

NOTE

(8)

The frame synchronization sequence can be used for frame acquisition and detection, coarse carrier

frequency est
estimation se
estimation, ar

10.2.2.4 H

For Type A §
Npadhdr bits v

where Npgrbi
header shal
Encoding an
shall be blog
10.2.2.4.1
10.2.2.4.1.
10.2.2.4.1.
The bits Ag
corresponds

10.2.2.4.1.
The value of]

10.2.2.4.1.

The ATIF_E
mapping bet|
A Beacon ar

Table 4

Tation, coarse Symbpol Uming, and for SynchrontZation Withi the preambie. Whereas, e
guence can be used for estimation of the channel frequency response, fine carrier fre
d fine symbol timing.

LCP header

here

N hdrbits

192

—‘ -N hdrbits

s is the number of bits in the formed PLCP header\(as described in 10.1.2). The
be encoded and modulated as described in 10.2.2.5, starting with the demultip
d modulation parameters identical to mode AQ.shall be used. The resulting data sy
k modulated (see 10.2.2.5.3) in order to create the baseband signal.

PHY header
1 Fixed length PHY header
1.1 PLCP scrambler field (SCRAMBLER)
and A; shall be set according\to the scrambler seed identifier value. This two-bit
to the seed value chosen forthe data scrambler (see 10.2.2.5.1.1).
1.2 Bit reversal fiedd (BIT_REVERSAL)

the BIT_REVERSALbit shall be set to Og for all Type A SCBT frames.

N padhdr = 192’7

1.3 ATIF existence field (ATIF_EX)

ween this field and existence of the ATIF is given in Table 4. The ATIF_EX value fg
d Typg\B-Beacon shall be 0

hannel
quency

ECBT frames, the formed PLCP header (as described in 10.1.2) shall be. first padded with

(9)

added
exing.
mbols

value

K field determines whether or not an ATIF field exists at the end of the PHY headeér. The

r Type

IF

{Mapping between the value of the ATIF_EX bit and existence of ATl

24

ATIF_EX

ATIF Existence
©

ATIF does not exist

ATIF does exist
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10.2.2.4.1.1.4 CP length field (CP_LENGTH)
The mapping between the value of the CP_LENGTH field and Ncp for the current frame is given in
Table 5. The default value of N¢p for the first frame, or for beacons, discovery mode frames and TRN
frames shall be 96.

3156:2011(E)

Ncp

10.2.2
The m
given i

10.2.2
Depen
values|

Tab

Table 5 - Mapping between the value of the CP_LENGTH field and
CP_LENGTH N
(D1Do) cP
00 0
01 32
10 64
11 96

.4.1.1.5 Requested CP length field (REQ_CP_LENGTH)
apping between the value of the REQ_CP_LENGTH field and N¢cp for the followi
n Table 6.

ng frames is

Table 6 - Mapping between the value of the/REQ_CP_LENGTH field and N¢p

ording to the

umber of

REQ_CP_LENGTH N
(E1Eo) cP
00 0
01 32
10 64
11 96
.4.1.1.6 Number ofi\segments field (NUM_SEGMENTS)
ding on the number.0f segments (NUM_SEGMENTS), bits Fg to F,4 shall be set acc
in Table 7. When. a frame does not have a payload, this field shall be set to 0000g.
le 7 - Mapping between the value of the NUM_SEGMENTS field and n
segments
NUM_SEGMENTS Number of segments
(F4F3F2F1Fp) (Nsegments)
00000 0
00001 1
00010 2
00011 3
00100 4
00101 5
00110 6
00111 7

© ISO/IEC 2011 - All rights reserved
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Table 7 - Mapping between the value of the NUM_SEGMENTS field and number of
segments (concluded)

NOTE

26

NUM_SEGMENTS Number of segments
(F4F3F2F1Fo) (Nsegments)

01000 8

01001 9

01010 10
01011 11

01100 12

01101 13

01110 14

01111 15
10000 16
10001 17
10010 18

10011 19
10100 20

10101 21

10110 22

10111 23

11000 24

11001 25
11010 26

11011 27

11100 28

11101 Reserved
11110 Reserved
11111 Reserved

Discovery mode frames and ACK frames may have zero segments (i.e. no payload).

© ISO/IEC 2011 - All rights reserved
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10.2.2.4.1.1.7 Number of MSDUs field (NUM_MSDUS)

Depending on the number of MSDUs (NUM_MSDUS), bits P to P4 shall be set according to the values
in Table 8. When a frame does not have a payload, this field shall be set to 000005.

ISO/IEC 13156:2011(E)

Table 8 - Mapping between the value of the NUM_MSDUS field and number of

© ISO/IEC 2011 - All rights reserved

MSDUs
NUM_MSDUS Number of MSDUs
(P4P3P2P;Po) (Nmspus)

00000 0
00001 1
00010 2
00011 3
00100 4
00101 5
00110 6
00111 7
01000 8
01001 9
01010 10
01011 11
01100 12
01101 13
01110 14
01111 15
10000 16
10001 17
10010 18
10011 19
10100 20
10101 21
10110 22
10111 23
11000 24
11001 25
11010 26
11011 27
11100 28

27
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Table 8 - Mapping between the value of the NUM_MSDUS field and number of MSDUs
(concluded)

NUM_MSDUS Number of MSDUs
(P4P3P2P1Pg) (Nmspus)
11101 Reserved
11110 Reserved

44444

10.2.2.4.1.
10.2.2.4.1.
Depending o

f=Y !
MNCTOoCTVCU

P Variable length PHY header
P.1 Mode field (MODE)
n the mode (MODE), bits G to Gg shall be set according to the values in-Table 9.

Table 9 - MODE field

Mode (gs?%i) Mode (gg%i) Mode (gs?%i) Mode (('\BASOD(;E )
AO 000000 Al16 010000 Reserved 100000 Reserved 110000
Al 000001 Al7 010001 Reserved 100001 Reserved 110001
A2 000010 Al8 010010 Reserved 100010 Reserved 110010
A3 000011 Al9 010011 Resernved 100011 Reserved 110011
A4 000100 A20 010100 Reserved 100100 Reserved 110100
A5 000101 A21 010101 Reserved 100101 Reserved 110101
A6 000110 Reserved | 01011Q Reserved 100110 Reserved 110110
A7 000111 Reserved | 010111 Reserved 100111 Reserved 110111
A8 001000 Reserved + | 011000 Reserved 100111 Reserved 111000
A9 001001 Reseryed | 011001 BO 101001 Reserved 111001
Al0 001010 Reserved | 011010 B1 101010 Reserved 111010
All 001011 Reserved | 011011 B2 101011 Reserved 111011
Al2 001100 Reserved | 011100 B3 101100 Reserved 111100
Al3 001101 Reserved | 011101 Reserved 101101 Reserved 111101
Al4 001110 Reserved | 011110 Reserved 101110 Reserved 111110
A15 001111 Reserved | 011111 Reserved 101111 Reserved 111111

10.2.2.4.1.2.2 Segment length field (LENGTH)

The segment length field shall be an unsigned 16-bit integer that indicates the number of octets in the
uncoded segment payload (which does not include the tail bits, or the pad bits). The length of each
segment shall not be larger than 65535 octets.

28
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10.2.2.4.1.2.3 Midamble existence field (MID_EX)

The MID_EX field determines whether or not the segment is appended by a midamble. The mapping
between this bit and existence of the midamble is given in Table 10.

Table 10 - Mapping between the value of the MID_EX bit and existence of midamble

10.2.2

The C
should

10.2.2
10.2.2

The di
mappi
mode

Table 12 - Mapping between the value of the DISC_REP field and num

MID_EX Midamble existence
)
0 Midamble does not exist
1 Midamble exists

.4.1.2.4 Segment continued field (CONT)
ONT field determines whether or not this segment is a fragment of theyreceived

Table 11 - Value of the CONT bit

CONT Fragmentation
(K)
0 The segment is not a fragment'or is the last fragment
1 The segment is a fragment

.4.1.3 Antenna training indicator field
.4.1.3.1 Discovery mode repetitiofY field (DISC_REP)

scovery mode repetition field represents the number of repetitions in the discover
g between the value of DISC_REPyand Npjscrep IS given in Table 12. For all n

rames the value of DISC_REP shall be set to LsL,L1Lg = 00005.

discovery mode repetitions

be reassembled at the receiver. The value of this bit shall be according to Table 11}

PSDU, and

y mode. The
pn-discovery

ber of

DISC_REP Nuﬁﬁz;i;?ﬁgﬁgsm
(LsLoLilo) (Npiscrep)

0000 1

0001 2

0010 4

0011 8

0100 16

0101 32

0110 64

0111 128

1000 Reserved

1001 Reserved

1010 Reserved

© ISO/IEC 2011 - All rights reserved
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Table 12 - Mapping between the value of the DISC_REP field and number of
discovery mode repetitions (concluded)

DISC REP Numt_;er of repetitions in
- discovery mode
(LaLolylo) N
(Npiscrep)
1011 Reserved
1100 Reserved
1164 Reserved
1110 Reserved
1111 Reserved

10.2.2.4.1.8.2 Number of training symbols for RX training field (NUM, RXTS)
The number|of training symbols for RX training field shall be an unsigned 6-hit integer. Its valug shall
indicate the| number of training symbols for RX training in the ATS. The, NUM_RXTS value for
Discovery Mpde Beacon shall be 0.

10.2.2.4.1.8.3 Number of training symbols for TX training.f’eld (NUM_TXTS)
The number|of training symbols for TX training field shall be an unsigned 6-bit integer. Its valup shall
indicate the pumber of training symbols for TX training in the ATS{The NUM_TXTS value for Disgovery
Mode Beacon is 0.
10.2.2.5 HPDU payload
The PPDU payload consists of one or more segments as ‘described in 10.1. The segments are formed
as described in 10.1.3. Each data bit block shall be processed as follows:

1.The resulting bits shall be encoded and mapped as described in 10.2.2.5.1 or 10.2.2.5.2.
2.The resulting symbols shall be modulated into SCBT symbols as described in 10.2.2.5.3.

10.2.2.5.1 | FEC and mapping (Equfal error protection)

Figure 14 dgpicts the general overview of the encoding and mapping scheme for modes AO through
A9. For the payload, first, the data bits shall be scrambled as specified in 10.2.2.5.1.1. Then, Npagpits

zero pad bitg shall be appended-to the end of the data bit block, where

N its
N padbits 1792 {ﬁ—l -N bits (lO)

and Nyjis is [the (number of bits in the data bit block. The padded data bit block shall be ercoded
according to|the“Reed-Solomon code, as specified in 10.2.2.5.1.2.

The resulting RS coded payload bits or the formed header bits shall be demultiplexed into 4 groups, as
described in 10.2.2.5.1.3. Depending on the data rate mode, each group of bits shall then be
interleaved using the bit interleaver described in 10.2.2.5.1.4. The resulting bits shall be appended
with Ny, tail bits (in each branch). They then shall be encoded using the convolutional code or trellis

coded modulation described in 10.2.2.5.1.5 and 10.2.2.5.1.6. The resulting encoded bits from the 4
branches shall then be multiplexed together into one group of symbols as specified in 10.2.2.5.1.7.
The multiplexed bits are then mapped to constellations as specified in 10.2.2.5.1.8. The data symbols
shall be spread in time domain as described in 10.2.2.5.1.9. The resulting data symbols shall then be
appended with Npagsym z€ro symbols, where
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Nsym
Npadsyms :ZND 2N _Nsym

D

(11)

At the end of each segment, the resulting data symbols shall be interleaved with the Dual Helical Scan

(DHS)

symbol interleaver as described in 10.2.2.5.1.10.

Add Tail CC/TCM

| Bit Interleaver —{ “"o Encoding

Payload Dat

10.2.2

A side
and H
value
seed V

The polynomial generator, g(D), for the pseudo-random binary sequence (PRBS) genera

g(D) =
corres

where
which

where
data b

Add Pad RS

—»| Scramble (- “Cou S5 el
. Add Tail CcC/Tcm
| Bitinterieaver [ "5 B bl g ™ '\
P DEMUX MUX | Mapping [H»  TDS ('")2)/:1;:

Symbol
Interleaver

v

" Add Tail CC/TCM —
- Bit Interleaver (| Bits | Encoding (-]
Formed header —p»| AddPad —,

Bits.

Add Tail CC/TCM

-1 Bit Inerleaver (pw "o Encoding

Figure 14 - General view of the encoding pra@ecedure

.5.1.1 Data scrambler

stream scrambler shall be used to whiten only portions_of the PLCP header, i.e. the
CS, and the entirety of each segment. In addition, the-“scrambler shall be initializ
specified by the MAC at the beginning of the MACyheader and then re-initialized
alue at the beginning of each segment.

1 + D™ + D!, where D is a single bit.delay element. Using this generator po
ponding PRBS, x[n], is generated as

MAC header
bd to a seed
to the same

tor shall be:
ynomial, the

where

x[n] = x[n=14]® x[n-15],n=01,2,... (12)
@ denotes modulo-2 addition. The following sequence defines the initialization|vector, Xjqit,
s specified by the parameter “seed value” in:
X = X[ x[-2] .. x[-14 x[-15] (13)
Xj[-k] reptesents the binary initial value at the output of the kth delay element. THe scrambled
ts, Vpal€ obtained as show in Figure 15.
vt —stm e dmdm—042 (14)

s[m] represents the non-scrambled data bits.

The 15-bit initialization vector or seed value shall correspond to the seed identifier as shown in Table
13. The seed identifier value shall be set to 00 when the PHY is initialized and this value shall be
incremented in a 2-bit rollover counter for each frame sent by the PHY.

Table 13 - Scrambler seed selection

Seed Identifier Seed Value PRBS Output First 16 bits
(A1A0) Xinit = %i[-11 xi[-2].... x[-15] X[0] X[1] ... x[15]
00 0011 1111 1111 111 0000 0000 0000 1000

© ISO/IEC 2011 - All rights reserved
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Table 13 - Scrambler seed selection (concluded)

01

0111 1111 1111 111 0000 0000 0000 0100

10

1011 1111 1111 111 0000 0000 0000 1110

Seed ldentifier

Seed Value PRBS Output First 16 bits

(A1A0) Xinit = Xi[-11 Xi[-2].... xj[-15] x[0] x[1] ... x[15]
1 1111 1111 1111 111 0000 0000 0000 0010
Unscranbled Scrambled
data data
s[n] a@—» v[n]
X[n] X[n-1] X[n-13] X[n-14] X[n-[L5]
—» D —»| D |—» —»{ (D D
Figure 15 - Block diagram of the side-stream scramble
10.2.2.5.1. Reed-Solomon code

A systematig
the header 3

padding a b
using the RS
shall be app

For the hea
length of the

The RS(255
notation, the
binary repre

(N=255, K=239, T=8) Reed-Solomon code is shortened to different lengths to be used for
nd the payload. The RS(255,239) shall be shortened to RS(255-Nggpad,239-NRrspad) pY first

ock of 239-Nrgpaq data octets with Nrspag zero octets. The resulting block shall be|coded
b(255,239) Reed-Solomon~code described below. The resulting 16 parity octets rq4
ended to the data block.to form the coded data block of length 255-Nggpag-

)

is the
to 15.

fler, the Npgpag shall’be equal to 237-ANgegments-3laTiF-Nmacheader: Where Niacheader]
MAC header(refer to 15.2.1 and 15.2.2). For the payload, the Nggpaq Shall be equa

239) codedis defined over GF(28) with a primitive polynomial p(z) = z8+ z4+z3+z2j+1. As
element M = b,z +bgz8+bsz°+b,z*+b3z3+b,z%+b, z+bg, where M T GF(28), has the following
bentation bybgbsbsbsbobibg, where by is the MSB and by is the LSB.

The code is

specified by the generator polynomial g(x) defined over GF(2°).

2T -1

900 =[] (x-a)

(15)

where a=02y is the root of the polynomial p(z).

The mapping of the information octets m = (my3g, My37, ..

mO, r:l_57 r14, .

32

., Mg) to codeword octets ¢ = (my3g, Myz7, ...

., Ip) is achieved by computing the remainder polynomial r(x)
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r(x) = ﬁ rx' = x"*m(x) mod g(x)

i=0
m(x) is the information polynomial

238

m(x):l_[mixi

(16)

(17)

and ri,

10.2.2
The R
The ¢y

10.2.2
The bi
equal

10.2.2
The c(g
350, a
followsq

convol
encod

rate) and inserting a dummy "zéxe" metric into the decoder at the receiver in place of the

The pu
each d
block ¢
the pu

been ¢
segmeg
PSDU

i=0,...,15, and mi,i=0, ..., 238, are elements of GF(28).

.5.1.3 Demultiplexer
ped-Solomon encoded bits b[.] shall be demultiplexed to create four bit streams c,,
[.] shall be obtained from b[.] from c,,[k] = b[4k+m].

.5.1.4 Bit interleaver

0 cp[K] by

| = H% J +7(k mod 6)} mod 48

.5.1.5 Convolutional code

nvolutional encoder shall use the rate R<1/2 code with generator polynomials, gq =
5 shown in Figure 16. The bit denofed as "A" shall be the first bit generated by
d by the bit denoted as "B". Additional coding rates are derived from the "mothe

utional code by employing "puncturing”. Puncturing is a procedure for omitting
bd bits at the transmitter (thus-reducing the number of transmitted bits and increasir

ncturing patterns are illustrated in Figure 17, Figure 18, Figure 19, Figure 20, and
f these cases, the tables shall be filled in with encoder output bits from left to right
f bits, the process ‘shall be stopped at the point at which encoder output bits are ex
ncturing pattern applied to the partially filled block.

[.], m=0,...,3.

streams shall be interleaved by a bit interleaver of length 48\ The interleaved bit ¢,[I] shall be

(18)

P39, and gq =
the encoder,

" rate R=1/2
some of the
g the coding
omitted bits.
FFigure 21. In
For the last
hausted, and

The emcoder shall ‘start from the all-zero state. After the encoding process for the PLCH header has
ompleted) the encoder shall be reset to the all-zero state before the encoding starts for each
nt; in<other words, the encoding of each segment shall also start from the all-zefo state. The
shall.be encoded using the appropriate coding rate of R = 4/7, 2/3, 4/5, 5/6, or 6/7.

Output

X * Data A
Input

P 1l D D D D

Data

Output

>
U U U Data B
Figure 16 - Convolutional encoder: rate R=1/2, constraint length K=5
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Source Data Xo X1 Xz X3

Encoded Data Stolen Bit

Bit Stolen Data

(Sent/Received Data) B | b | A | b &) b o

Bit Inserted Data Inserted Dummy Bit
bo by b, bs

Decoded Data Yo Y1 Y2 Ys

Figure 17 - An example of bit stealing and bit insertion for R=4/7 code

Source Data Xo X1
ao a

Encoded Data Stolen Bit
bo by

Bit Stolen Data
(Sent/Received Data)

ao a

Bit Inserted Data Inserted Dummy Bit
bo by

Decoded Data Yo Y1

Figure 18- An example of bit-stealing and bit-insertion for R=2/3 code
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Source Data Xo X1 X2 X3

Encoded Data Stolen Bit
by by b, bs

Bit Stolen Data
(Sent/Received Data)

Bit Inserted Data Inserted Dummy Bit
bo by b, bs

Decoded Data Yo Y1 Y2 Y3

Figure 19 - An example of bit-stealing andibit-insertion for R=4/5 code

Source Data Xo X1 X X3 Xa

Encoded Data Stolen Bit
bo by b, bs by

Bit Stolen'Data

(Sent/Réeeived Data) B [ B | by | @ | 8 | a

Bit Inserted Data Inserted Dummy Bit
bo by b, bs by

Decoded Data Yo Y1 Y2 Y3 Ya

Figure 20 - An example of bit-stealing and bit-insertion for R=5/6 code
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Source Data Xo X1 Xz X3 X4 Xs5

ao a; a, ag a, as
Encoded Data Stolen Bit
bo by b, bs by bs

Bit Stolen Data
(Sent/Received Data)

Qo ai az az a4 as
Bit Inserted Data Inserted Dummy ‘Bit
bo by b, bs by bs

Decoded Data Yo Y1 Y2 Y3 Ya Ys 4

Figure 21 - An example of bit-stealing and bit-insertion for R=6/7 code

NOTE Dedoding by the Viterbi algorithm is recommended

10.2.2.5.1.p Trellis coded modulation

For NS8QAN and 16QAM constellations, a "pragmatict-trellis coded modulation (TCM) is employed by
using the copvolutional code and the puncturing patterns as described in 10.2.2.5.1.5.

Before the gonvolutional encoding, the bits ey[] shall be demultiplexed into two groups e n|.] and
euml], where

ewnlil =6, HULJ(U +C)+i modu} (19)

and

e.nlil=¢, HéJ(U +C)+imodC +U } (20)

The bits e y[.] shall be encoded and punctured to produce the bits py[.]. The resulting bits, py[.], shall
then be multiplexed with bits e, ,[.] to generate f[.], where

(o [eunli/P] imod P =0 1)
=16 [i7P(P-1)+imodP—1] imodP %0
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For a given data rate mode, the convolutional code rate (including encoding and puncturing) and C, P
and U shall be as described in Table 14.

Table 14 - Parameters for trellis coded modulation

Mode R U C P

A6 5/6 3 5 3

A8 2/3 1 2 4

An exdgmple of this operation for data rate mode A6 is depicted in Figure 22.

Conv. Encoder
ecm[0]|€cm[1]|ecm[2]|€cm[3]|€cm[4]| =~ and Puncturer | pu[0] | pul1] [ Pwl[2] | P3N Pwl4] | Pu[5]
R =5/6

Prrt Ve 1]

en[0] | enl1] | en[2] | enl3] | en[4] | en[5] [ en[6] | enl7] ful0] | ful1] | fpf2] Y FulB1 | fu[4] | fu[5] | ful6] | full7] | fr[8]

R P &= f

um[0]{eum[1]|eum[2] > |eyf[01(eum[1] euml2]

Figure 22 - An example of encoding for.trellis coded modulation for mode A¢

10.2.2.5.1.7 Multiplexer
The cqded bits from the four branches f,,[.], m=0....,3 shall be multiplexed to create a singl¢ stream g[.].
The g[}] shall be obtained from f,,[.] from

k
g[k] a ka/kMUx Jmod{k mod kMUX + kMUX {4—H (22)

kMUX

where [kyux = 1 for modes A0 to A5, A7 and A9, kyyx = 3 for mode A6, and kyyx = 4 for npode A8.

10.2.2.5.1.8 Mapping

The d4ta bits shall be mapped to the constellations according to the data rate mode. The |constellation
mappings are-given in 10.2.4.

10.2.2.5/19 Time domain spreading (TDS)
The data—symbots—shatt-be—consecutivelyrepeated NTDS timesthattstheoutput-of-the—spread symbols

s[.] shall be derived from the data symbols v[.] by

s[n] = VH Nn H (23)

where Ntpg is the time domain spreading factor (TDSF) defined for each mode in Table 48.

10.2.2.5.1.10 Symbol interleaver

The data symbols, u[.], shall be interleaved using a 21 by 24 dual helical scan (DHS) interleaver. The
DHS interleaver interleaves the data symbols by writing and reading the data symbols in a memory
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block with a helical scan pattern. Each block of 504 data symbols, u[0],...,u[503], shall be interleaved
separately to form the interleaved symbols w[0],...,w[503].

The interleaving operation is described by defining the auxiliary symbols r[m,n]. The r[m,n] are then
given by r[m,n] =u[k] where

m = {(k mod 21)+ {%H mod 24 (24)

and

n=kmod21 (25)

and w[k] are|given by w[k]=r[m,n], where

m =23 - {(k mod 21)+ L%H mod 24 (26)

and

n = k mod-21 (27)

10.2.2.5.2 | FEC and mapping (Unequalierror protection)

Figure 23 dgpicts the general overview of.the encoding and mapping scheme for modes A10 through
A13. For th¢ payload, first, the MSB and LSB bits of the each octet is separated as descriped in
10.2.2.5.2.1) Then, for each group, thedata bits shall be scrambled as specified in 10.2.2.5.2.2f Then,
Npadbits Shalllbe appended to the end-of the data bit block, where

N its
padbits — 1792{%1 -N bits (28)

N

and Nyj is [the namber of bits in the data bit block. The padded data bit block shall be ercoded
according to|thé Reed-Solomon code, as specified in 10.2.2.5.2.3.

The resulting RS coded payload bits or the formed header bits shall be demultiplexed into 4 groups, as
described in 10.2.2.5.2.4. Depending on the data rate mode, each group of bits shall then be
interleaved using the bit interleaver described in 10.2.2.5.2.5. The resulting bits shall be appended
with Ny,j; tail bits (in each branch). Then they shall be encoded using the convolutional code described

in 10.2.2.5.2.6. The resulting encoded bits from all 8 branches shall then be multiplexed together into
one group of bits as specified in 10.2.2.5.2.7. The multiplexed bits are then mapped to constellations
as specified in 10.2.2.5.2.8. The resulting data symbols shall then be appended with N,a4sym zero

symbols, where

Nsm
Npadsym = ZNDIVZNYD—I_ Nsym (29)
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At the end of each segment, the resulting data symbols shall be interleaved with the Dual Helical Scan

(DHS) symbol interleaver as described in 10.2.2.5.2.9.

Buipoouz sug
] WOL/9D ] L ppY |- 1ane3IBU| NG |-
%\\ Buipoouz sug
. § J1anea|lau|
O 7 wowod [ werpov [ FOEIEE
A . Jlapoou3 sug
f v\ XNNIA |t sy || ped ppy |- ajqweids |-
00u3 sig
| 0o [*] reLppy [ f2ARRHAINE [
Y4
[ Butpoou3 AAI k] [ 19Ae3|IB)U| 1Y |-
WDL1/2D %\huu? :
1anes|au| sjoquAs nds
10qIAS [— ped ppy |- budden |- XxXnW 0 asasn [ Brea peojked
Buipoouz sug
1 wowoo [ reLppv ALMW_EE_ 8
7
Buipooug sug o
7 wowoo [ weLppy [ ‘oNERH g_mtu
XNWIA | o 1apoou3 sug
V -t Sy | ped PRV |t alqwelds |«
[ Buipoouz [— stk |- 1anesIau| NG |- f‘V\
WO1/20 el ppy . »\u
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[ WOL/9D [ 111 ppy |4 19AeBIBIU| I |«
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Figure 23 - General view of the encoding procedure
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10.2.2.5.2.1

MSB/LSB separation

The incoming bit stream, a[.], shall be demultiplexed into two streams, such that the MSBs and LSBs
of each octet are separated. That is, the two bit streams a gg[.] and aysg[.] are created from the

incoming bit

stream a[.] by

and

10.2.2.5.2.
Refer to 10.7

10.2.2.5.2.
Refer to 10.3

10.2.2.5.2.
Refer to 10.7

10.2.2.5.2.
Refer to 10.3

10.2.2.5.2.

The convolu
A1l the cod

the branches
shall be enc

10.2.2.5.2.
For mode A
stream as de

For mode A
stream g[.].

k
a lk]= a{n mod4+8hﬂ (30)
k
a5 K] =a nmodd + i (31)
P Data scrambler
.2.5.1.1.
3 Reed-Solomon code
.2.5.1.2.
1 Demultiplexer
.2.5.1.3.
b Bit interleaver
p.2.5.1.4
b Convolutional code
lional encoding in each branch shall-be as described in 10.2.2.5.1.5. For modes A10 and
e rate for the branches 0 through-8*(MSB branches) shall be Rysg, and the code rpte for
4 through 7 (LSB branches) shall be R, sg, as given in Table 48. For mode A10 onlyfMSBs
bded, modulated and transmitted. The LSBs shall be discarded.
7  Multiplexer
|0, the bits from theteight branches f,[.], m=0,...,7 shall be multiplexed to create a|single
scribed in 10.2,2,5)1.7.
|1, the bits from the eight branches f,[.], m=0,...,7 shall be multiplexed to create a|single
[he g[.] shallbe obtained from f[.] from
EESM
glk]=fu|n |+ p (32)
L L%0] J
where m and n are given in Table 15 as a function of k mod 48.
Table 15 - Multiplexing parameters for mode All
kmod48 | m n p | kmod48 | m n p fkmod48 | m n p
0 0 7 0 16 2 7 2 32 4 5 4
1 0 7 1 17 2 7 3 33 5 5 0
2 0 7 2 18 2 7 4 34 5 5 1
3 0 7 3 19 2 7 5 35 5 5 2
4 0 7 4 20 2 7 6 36 5 5 3
5 0 7 5 21 3 7 0 37 5 5 4
© ISO/IEC 2011 - All rights reserved
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Table 15 - Multiplexing parameters for mode A1l (concluded)

For m
create

where

10.2.2
Refer

10.2.2
Refer

10.2.7
The m
symbo
with pi
to for

done |
prefix

the cu

data f
examp

kmod48 | m n p | kmod48 | m n p | kmod48 | m n p
6 0 7 6 22 3 7 1 38 6 5 0
7 1 7 0 |23 3 7 2 39 6 5 1
8 1 7 1 24 3 7 3 40 6 5 2
9 1 7 2 25 3 7 4 41 6 5 3
10 1 7 3 26 3 7 5 42 6 5 4
11 1 7 4 |27 3 7 6 43 7 5 0
12 1 7 5 |]28 4 5 0 44 7 5 1
13 1 7 6 29 4 5 1 45 7 5 2
14 2 7 0 |]30 4 5 2 46 7 5 3
15 2 7 1 31 4 5 3 47 7 5 4

bdes Al2 and Al3, the symbols from the eight branches f[.], m=0;x.7 shall be m
a single stream g[.]. The g[.] shall be obtained from f,,[.] from

k
g[k] = ka/kMUXJmod4+4(L2k/kMUXjmodZ){k mod kMzuX + kMzux {4k H
MUX

Kmux = 2 for mode A12, and kg x = 4 for mode A13.

.5.2.8 Mapping
010.2.2.5.1.8.

.5.2.9 Symbol interleaver
010.2.2.5.1.10.

.5.3 Block modulation

ultiplexed transmit symbolsy'w[.] shall be formed into SCBT symbols. First the t
s shall be divided into blocks of length Np=252. This transmit symbol block shall
ot symbol. The pilots.symbols consist of a sequence of length Np=4, Sp“m[n]:(-l)n

an SCBT block( The resulting SCBT block shall be pre-appended with a cyclic p
y prefixing the\SCBT block with the last Ncp transmit symbols of the SCBT symbg

ength, N¢gp,shall be set based on the REQ_CP_LENGTH field of the last receive
rent receiver. The Ncp may take the values 0, 32, 64 or 96. The N¢p for the first datg

ames<that have multiple destinations, e.g. beacon frames, is set to 96. Figure 2
lecofsthe SCBT symbol formation.

ultiplexed to

(33)

ransmit data
be appended
1 n=01,...,3,
refix. This is
[. The cyclic
| frame from
frame or for
1 depicts an

SCBT Svmbaol
pd

1
) -
& Lot}

|

Ncp-Np CP Np Pilot Np Transmit Symbols Np Pilot
symbols symbols symbols
I o _
B Cyclic Prefix . SCBT Block T

Figure 24 - Formation of the SCBT symbol

10.2.2.5.4 Midamble

The midamble sequence shall be identical to the channel estimation sequence,

described in 10.2.2.3.2.

NOTE

Sceascetl], as

The midamble sequence can be used to update estimation of the channel frequency response, fine
carrier frequency estimation, and fine symbol timing.

© ISO/IEC 2011 - All rights reserved
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10.2.2.6 Channel bonding

Two, three or four adjacent channels may be bonded together. In this case, the formation of frames

shall be as specified in 10.2.2.1 through 10.2.2.5. The symbol rate shall be increased according to
Table 16.

Table 16 - Symbol rates for channel bonding

Number of bonded channels fsym (Gsps)
2 3.456
3 5.184
4 6.912
10.2.3 OFpPpM
10.2.3.1 Tliming related parameters
The OFDM RHY timing related parameters are listed in Table 17.
Table 17 - OFDM timing related parameter
Parameters Description Value
fsym Symbol rate 2.592 Gsps
Tsym Symbol time 0.386 ns
Neer Number of subcarriers 512
TerT FET period 197.53 ns
Np Number of data carriers 360
Nbc Number of DC carriers 3
Np Number of pilot carriers 16
Ny Number of null carriers 133
Nep Cyclic prefix length 64
Tep Cyclic prefix duration 24.70 ns
Tsym,OFDM OFDM symbol Duration 222.23ns

10.2.3.2 Frame related parameters
The OFDM PHY frame related parameters are listed in Table 18.

Table 18 - OFDM frame related parameters

Parameters Description Value
Nsync Number of symbols in frame synchronization sequence 1792
Teync Duration of the frame synchronization sequence 691.7 ns
Nce Number of symbols in the channel estimation sequence 1088
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Table 18 - OFDM frame related parameters (concluded)

Parameters Description Value
Tce Duration of the channel estimation sequence 419.97 ns
Npreamble Number of symbols in the PLCP preamble 2880
Tpreamble Duration of the frame preamble 1111.68 ns
NaTs Number of symbols in the ATS 256(N1x1st NrxT5)NDISCREP
Tats Duration of the ATS NatsTsym
Nframd Number of Symbols in the frame Noreamble*Nhesder ¥Ndayload*NaTs
Ttrame Duration of the frame Nirame Tsyth

10.2.3.3 PLCP preamble
The preamble includes 7 short training sequences and 2 long training, Sequences, which|are used for
frame |synchronization and channel estimation, respectively. The shoritraining sequence Sgpo 7[.] is
256 symbols long, while the last sequence is rotated by 180 degree to indicate the pnd of short
sequefces and beginning of long sequences. The long training sequence S;q 7[.] is 512 symbols long,

with a| cyclic prefix of length 64. The total length of the preamble is 5 OFDM symbaolls long. The
preample is normalized to unity.

_ T <
2 Length-512

6 Length-256 repeated sequences

repeated sequences Length 64 CP

180 degree rotated
sequence

Figure 25 - PLCP preamble

The lepgth-256 shorttraining sequence shall be defined in the frequency domain using RPSK signal
with inserted zeros.«The frequency domain representation Sgyqt g[.] is illustrated in Table 19.

Table 19 - Short training sequence in the frequency domain

nila B |l a2 R]na =
[ = = (= = (= = =
T T T = T = T =
¢ |E e |E R E
[0 4 —= o = o = o =

0O |0 [0 |128] 1 [-1|256]| 0 | O |384[-1]-1

1 0 [129] o [ 0 |257| 0 [ O |385]| 0 | O

2 | 1] 1|13 -1]-1]|258| 0 0 |386 -1

3| 0] 0130 |o0|259|0]o0[387 0

4 | 1 [ 1 |132]-1]1]260| 0 o0|[388]-1

5 0] o0 ]133] 0o |o0|261] 0] o0]389]0

6 | 1 | -1|134]-1|1]|262] 0] 0 [39%]-1]-1

7 0] o0 ]13s[ 0| 0263 0| o0]|391]0]O
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Table 19 - Short training sequence in the frequency domain (continued)

{[u]FHo%s}w

1
0

0
1

0
-1

0
-1

0
1

0
-1

0
1
0
1
0
1
0
1
0

0
-1

0
-1

0
-1

0
1

0
-1

0

0
-1

{[u]F**s}ey

-1

-1
0
-1

=1
0
1

-1

1

-1

-1
0
1

-1

-1
0
-1

-1
0
1

1

-1

1

s

{[u]F s}y

0 | 392

0 1393| 0

0 |39 | O
0 | 396
0 | 397
0 | 398

0 1399| 0

0 400
0 |401
0 |402

0 [403| O
0 | 404

0 J405| O
0 | 406

0 J407| O
0 | 408

0 J409| O
0 | 410
0 411
0 | 412

0 [413] 0
0 412

0 J415| O
0 | 416
0 | 417
0 | 418

0 J419| 0
0 |420
0 |421
0 | 422

0 [423] 0
0 [424

0 J425| O
0 | 426

0 J427| O
0 | 428

{[u]F**s}ey

0

0

0
0
0
0
0

0
0
0
0
0

0
0

0
0
0
0
0
0
0
0
0

0
0
0

0

s

265

267

268 | 0
269
270
271
272
273

275

277
278
279

281
282

283 | 0

284 | O
285
286
287

289

291
292
293

295
296
297

208 | 0
299

300 | O

{[u]F s

-1 1264 | O

1

1

0

-1 1274 O

-1 1276

1

=1+]280 | O

0
1

1

-1 | 288

-1 1290

0

-1 1294 | 0

1

1

1

{[u]F**s}ey

1

1

-1

1

1

1

1

-1

-1

1

-1

1

-1

1

-1

e

136

140

142

1451 0
146

148

150

152

155 0
156

158

160

162

165| O
166

168

170

172

{[u]3 s wy

-1

0
1

1

0
-1

-1

1

0

1

1

{[u]F¥o%s}ey

0

0

4

0

-1

c

10
11
12
13
14
15
16
17
18
19
20
21

23
24
25
26
27

28
29
30

31

33

34
35

37
38

39

40

41

42

43

44
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Table 19 - Short training sequence in the frequency domain (continued)
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ﬁcuufo;wwvwm old|d|d|lo|F o |o|H|lo|TJ o |lo|TF|lo|jd|lo|F|o|d|lo|TF|[o|d o [Oo|d|o |7 |O]|d |0 |+ O
o lo|d N M| S (W[OS 0o 0|0 (N |M| (V||| |o|old|lN|Mm | o~ oo (o(d (N (M| (v
= NP MMM MOV M OIS (T ST TSSO |0 LW OO (W (W [N (O[O | | |© |©
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Table 19 - Short training sequence in the frequency domain (continued)

{[u]FHo%s}w

1
0

0
-1

0
-1

0
-1

0
1

0
-1

0
-1

0
-1

0
-1

0
1

0
-1

0
1
0
1

0
-1

0
1
0
1

0
-1

0
-1

{[u]F**s}ey

1

1
0
1

-1

1

1
0
1

-1

1

1

1
0
1

1

-1
0
-1

1
0
1

s

470

472

476

478

488

496

498

500

502

{[u]F s}y

-1 | 466

0 467 | 0O

0 J469| O

1

0 471

1
0 |473| 0

-1 1474 | &
0 | 47540

1

0 [477| 0

1
0 |479| O

-1 1480

0 481
-1 1482

0 [483] 0
-1 |484

0 |485| O
-1 | 486

0 J487| O

1

0 J489| O
-1 1490
0 491
-1 1492

0 [493] 0
-1 [ 494

0 J495| O

1

0 | 497

1
0 J499| O

1

0 | 501

1

{[u]F**s}ey

-1
0

0
1

-1
0
-1
0
-1
0
1
0
1
0
1
0
-1
0
-1
0
1

0
-1

-1
0
1
0
-1
0
1
0
1

0
-1

s

338
339

341

342

343 | 0
344
345

346

347

348
349

350
351
352
353
354
355
356
357
358
359
360
361
362

363 | 0
364
365
366
367
368
369
370
371

372

373
374

{[u]F s

0

0
0
0

0

0

0
0
0

0
0
0

0
0
0

0

0
0
0

{[u]F**s}ey

0

0

0

0

0

0

e

210 O

2141 0

2151 0
216

218

220 O

2241 0

225 0
226

228

229 0

230| O

234 O

2351 0
236

238

240 0O

2441 0

2451 0
246

{[u]3 s wy

-1

-1
0

1

-1
0
-1

-1
0
-1

-1
0
1

1

-1

-1
0
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-1
0

-1

-1

0
-1

-1

-1

-1
0

c

82
83
g4

85
86
87

89
90
91

92
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95
96
97
98
99
100
101
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103
104
105
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107
108
109
110
111
112
113
114
115
116
117
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Table 19 - Short training sequence in the frequency domain (concluded)

n |= |= n = = n = |= n = |=

< [ [ [y [ [y [ [y

5 |5 5 |5 5|5 5|5

o |y o’ oy oy | oy |y

T E’ oy E oy E oy E

[add = [add —_ [add = [add =
119 O 0 J247| O 0 |J]375| O 0 |503| 0 0
120 | -1 1 |248| 0 0 |I376| -1 | -11504| -1 ]| 1
1211 0 0—24910 0437701 045050 0O
122 1 -1 ]250| O 0 |378] -1 1 1506 1 -1
123 0 0 |251| O 0 |379| 0 | O |507| 0O | O
124 1 -1 1252 O 0 1380 1 -1 1508 | -1 | &1
125 0 2531 O 0 |]381| O 0 |509| O 0
126 | -1 1 254 | 0 0 1382] 1 1 }5107.-1 | -1
127 O 255| 0 0 |]383| 0 5% 0 | O

The sport training sequence, Sgnori7l.] is then determined-by the inverse FFT of the Sgnorpl[.]-
Specifically, let

511 i2x
Sshort F [k] o 512 km

S m]=) —et.fo-
short,T[ ] kZ::O \/ﬁ

(34)

where |Sqnort T[M] represents the m" element of the sequence Sshort, TIM] @nd Sgport [M] refpresents the

k" elefnent of the sequence Sshort,g[M}+ Note that the /356 in (111) is the normalization facfor due to the
356 ngn-zero QPSK symbols in.the frequency representation.

The o\erall short training sequence shall be of length 1792 and be given by

Ty 7 [(NMod 256 )+1]  n=0,.,1535

S nl = 35
sync, A drom (1] ~Tyor 7 [(NMod 256 )+1] n =1536,...,1791 %)

The lepgth(542 long training sequence is generated also in frequency domain using BPSK signal. The
frequepey.domain representation Sjgng e[.] is illustrated in Table 20.

Table 20 - Frequency domain long training sequence

n E n E n E n E
E S S E

O | O |128| -1 |256| O |384| -1

1 | 0 J129| 1 |257| 1 |385| 1

2 1 J130| 1 }258| O |386

3 | -1]131| -1 |259| 0O |387

4 | -11]1132) 1 J260| O |388| -1

5 1 J133| -1 |261| O |389| 1
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Table 20 - Frequency domain long training sequence (continued)

Uon B e T I N N () QIR [ [ NN R IR (R R = o T I B B I O I e I e I B I O T e IO IO R e B o | I I I R e I R L I R e I K|
u_mco____ 1 LI I ) LI B | 1 LI I B B | LI | LI | 1 1 1 LI |
[u]=™™ls

O |d ([N MY |1V (O (0| O [dN MY |1V (OO |® |0 [HdN|M|Y |1 [©|Jo |00 N |Mm | (W1
= o oo o oo |o|0|o|Q Q@ Q@@ (Q(Q (I |d|d|d |92 (did (99 |Y (N (NN NN

R R R R R RS EAYaREAEEAS AR EAEAEAEA AR RN INEAEA AN A EA N
_”C”_u_.m:o_moOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

N (O[S (0 [© [~ [0 [0 [|O|d|N M| T (W [© B 0|00 (d (N M| (W0 |0~ (00 |d|N (M| |0 ||~
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Table 20 - Frequency domain long training sequence (continued)
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Table 20 - Frequency domain long training sequence (continued)
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Table 20 - Frequency domain long training sequence (concluded)

nE 1" l=E nl= | "=
S S S S
114 | 1 242 0 J370| 1 J498| 1
115 1 243 0 371 -1 |499
116 | -1 |244| O |372| 1 |500| -1
117 -1 §245| 0 3373 -1 |]501 | -1
118 | -1 |246| O |374| 1 |502| -1
119| -1 |247| 0 375 1 |503
120| -1 |248, 0 |376| 1 |504
121 | -1 |249| O |377| -1 |505| -1
122 1 |250| O |378| -1 |506| -1
123 | -1 |251| O |379| -1 |507 |\=¥
124 1 |252| O |380| -1 |5@8 1
125| 1 |253| 0 381 -1 4509| -1
126 | 1 |254| 0 |382 -1 |510| 1
127| 1 |255| 0 383 1 |511

The lopg training sequence is determined by theinverse FFT of the Sj5pg F given by

S| T[m]_zl long , F[ ]eJSEZH (36)
i <0 /354

where|Sjong,7[M] represents the m" element of the sequence Siong,7[-] and Sygng rl.] represents the kth

element of the sequence Sjyng £[.]. Note that the ~/354 in equation (36) is the normalization|factor due to
the 35# non-zero QPSK symbols in the frequency representation.

10.2.3.4 PLCP)header

For Type A OFEDM frames, the formed PLCP header has a length of Nygaqer- The PLCP hepder shall be

first pgdded with zeros where the number of zero bits is 24. The padded header shall be demultiplexed
and thenishall be encoded with four encoders of rate 2/3 convolunonal codlng (IabeIIed A through D) in
the 5 i adding (see
10.2.3.5.1.11) tone mterleaver (see 10.2.3.5.1.13) and OFDM modulatlon (see 10.2.3.5.1.12) as
illustrated in Figure 26. Let A(0), A(1), ..., A(n), ... be the bit stream at the output of encoder A with
A(0) being the first bit, B(0), B(1), ..., B(n), be the bit stream at the output of encoder B with B(0)
being the first bit, let C(0), C(1), ..., C(n), ... be the bit streams at the output of encoder C with C(0)
being the first bit, D(0), D(1), ..., D(n), ... be the bit stream at the output of encoder D with D(0) being
the first bit, the multiplexer in Figure 26 shall be implemented such that the output bit stream of the
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multiplexer is A(0), B(0), C(0), D(0), A(1), B(1), C(1), D(2), ..., A(n), B(n), C(n), D(n),... with A(0) being

the first bit.

——OFDM header—» Demultiplexer

2/3 Convolutional
encoder code A

2/3 C%nvolugonéil
encoder code QPSK

Multiplexer

Constellation

Y

mapping
2/3 Convolutional

OFDM
symbol
padding

encoder code C

10.2.3.4.1
10.2.3.4.1.
10.2.3.4.1.
Refer to 10.2

10.2.3.4.1.
The BIT_RE

10.2.3.4.1.
Refer to 10.7

10.2.3.4.1.
The CP_LEN
Type A OFD

10.2.3.4.1.
The REQ_C
10.2.3.4.1.
Refer to 10.3
10.2.3.4.1.

2/3 Convolutional
encoder code D

Tone | oFbm
interleaver "] modulation

Figure 26 - OFDM block diagram for header operation

PHY header
I Fixed length PHY header
1.1 PLCP SCRAMBLER FIELD (SCRAMBLER)
p.2.4.1.1.1.

1.2 Bitreversal field (BIT_REVERSAL)
VERSAL bit shall be set to zero for all Type A OFDM frames.

1.3 ATIF existence field (ATIF_EX)
.2.4.1.1.3.

1.4 CP length field (CP_LENGTH)

GTH field D;Dg shall be_set to 10g, which corresponds to the cyclic prefix length of

M.

1.5 RequestedCP length field (REQ_CP_LENGTH)
P_LENGTH field"D,Dg shall be set to 10g.

1.6 Nwumber of segments (NUM_SEGMENTS)
.2.4,1:16.

1. > “Number of MSDUs (NUM_MSDUS)

Refer to 10.

10.2.3.4.1.2
10.2.3.4.1.2.1

A O W Y

Variable length PHY header
Mode field (MODE)

Refer to 10.2.2.4.1.2.1.

10.2.3.4.1.2.2

Segment length field (LENGTH)

Refer to 10.2.2.4.1.2.2.

10.2.3.4.1.2.3

Midamble existence field (MID_EX)

Refer to 10.2.2.4.1.2.3.

10.2.3.4.1.2.4

Segment continued field (CONT)

Refer t0 10.2.2.4.1.2.4.
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10.2.3.4.1.3 Antenna training indicator field

10.2.3.4.1.3.1 Discovery mode repetition field (DISC_REP)

Refer to 10.2.2.4.1.3.1.

10.2.3.4.1.3.2 Number of training symbols for RX training field (NUM_RXTS)
Refer t0 10.2.2.4.1.3.2.

10.2.3.4.1.3.3 Number of training symbols for TX training field (NUM_TXTS)
Refer to 10.2.2.4.1.3.3.

10.2.3 5 _PPDU payload

The PIPDU payload consists of one or more segments as described in 10.1. The segment

as des
1. The
2. The

10.2.3

The bl
are fir
descri
block
Solom

The rg
10.2.3
descri

describped in 10.2.3.5.1.8.

For EE
data s
coding
strean
(A19 4
descri
(A21),
convol
the bit

The re
prior tq
shall b

cribed in 10.1.3. Each data bit block shall be processed as follows:

bck diagram of the OFDM PHY for modes Al14 to A21 is shown.n Figure 27. The inf
5t split into two streams as described in 10.2.3.5.1.1. Then\the bits shall be

!

bits shall be encoded and mapped as described in 10.2.3.5.1.
resulting symbols shall be modulated into OFDM symbol as describegh.in 10.2.3.5.1

.5.1 FEC and mapping

ed in 10.2.3.5.1.2. Then, Npaqbits,oFpm 2€r0 pad bits shall be appended to the end 0

s described in 10.2.3.5.1.3. The padded data bit block shall be encoded according
bn code as described in 10.2.3.5.1.4.

sulting RS coded payload bits shall be interleaved by the outer interleaver as
5.1.5. The resulting bits shall be encoded«using eight parallel convolutional
ped in 10.2.3.5.1.7. Depending on the data rate mode, puncturing may be p

P modes (Al4 to A16), the encoded hits from the 8 branches shall be multiplexed
fream as described in 10.2.3.5.1.9 and interleaved as described in 10.2.3.5.1.9

as described in 10.2.3.5.1.9.3and interleaved as described in 10.2.3.5.1.9.4. For U
nd A20), the encoded bits from the 8 branches shall be multiplexed into a single d3
ped in 10.2.3.5.1.9.5 and interleaved as described in 10.2.3.5.1.9.6. For MSB-only
the upper branch that consists of MSB RS encoder, outer interleaver, demu
utional encoders Asthrough D as shown in Figure 27 shall be used. The data MUX s
5 from the upper.branch.

sulting bits shall then be mapped to the appropriate constellation as described in
the bit reyersal tone interleaver as described in 10.2.3.5.1.13. The QPSK and 16 Q
e modulated with OFDM modulation as described in 10.2.3.5.1.12.

5 are formed

12,

brmation bits
crambled as
f the data bit

to the Reed-

described in
bncoders as
erformed as

into a single
.2. For UEP

(A17 and A18), the encoded hits*from the 8 branches shall be multiplexed into a single data

EP mapping
ta stream as
transmission
tiplexer and
hall only use

10.2.3.5.1.10
AM symbols

Encoder A

Data Bit — Encoder B

RS encoder — Outer interleaver —

Padding

"

Encoder C

[ Ewowo |

W[ EwwE ]
| Encoder G |-
W]

—> MSBI/LSB splitting

Bit
Padding

Data

Scrambler Outer interleaver

RS encoder — —

Multiplexer

.

OFDM
modulation

Constellation
mapper

Symbol
Mapping

OFDM symbol .
Bitinterleaver —| framing Tone interleaver —»|

Figure 27 - Block diagram of the OFDM PHY baseband
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10.2.3.5.1.1 MSB/LSB splitting
Refer to 10.2.2.5.2.1.

10.2.3.5.1.2 Data scrambler
Refer to 10.2.2.5.1.1.

10.2.3.5.1.3 Bit padding
Npadbits,oFpmM Z€r0 pad bits shall be appended to the end of the data bit block, where

-N bits, OFDM (37)

- N Bits,OF DM
N padbits,OFDM  — 1792’ W

m is the number of bits in the data bit block. The padded data bit block shall be ercoded

the Reed-Solomon code, as specified in 10.2.3.5.1.4.

a Reed-Solomon encoder
.2.5.1.2.

and Npjts oFD
according to
10.2.3.5.1.
Refer to 10.2

10.2.3.5.1.p Outer interleaver

Let Ngpj be[the interleaver size in bits. Interleaving encoders shalktiave an interleaving dg
leading to an interleaver size of Ngpj = 32Nrg = 8064 bits, wheré Ngs is number of bytes in
codeword.

pth 4,
a RS

be the
dering

Let X =0,...,]

smallest pow
of bits leavin

Nopi-1 be the ordering of the original bits entering the interleaver. Let p _ ollog. Now |

er of 2 that is greater than or equal to the interleaver size and let S =0,...,P-1. The o
g the interleaver shall be defined as the\permutation

Y = prune ((S(STJrl)j mod PJ

where prune[.) is the operation that.removes all elements that are larger than Ngpj-1 from th¢
sequence without changing the order of the remaining elements.

10.2.3.5.1.

(38)

P input

I~

b Demultiplexing

For the first
shall be dem
the first inco
be b[3], b[7],
the input of

outer interleaver which accepts inputs from the first RS encoder, the output bit s
ultiplexed/torencoders A, B, C, D (see 10.2.3.5.1.7) in a round robin manner. Let i
ming bit(nythe bit stream. With i=0, 1...,n, ..., the bit streams at the input of encoder
..., b[4n+3] where b[3] is the first incoming bit at the input of encoder A. The bit stre
bncoder B shall be b[2], b[6], ..., b[4n+2] where b[2] is the first incoming bit at the i

reams
it 0 be
A shall
Ams at
hput of

encoder B. T

[he“bit streams at the input of encoder C shall be b[1], b[5], ..., b[4n+1] where b[1

is the

first incoming bit at the input of encoder C. The bit streams at the input of encoder D shall be b[0], b[4],
..., b[4n] where b[0] is the first incoming bit at the input of encoder D.

For the second outer interleaver which accepts inputs from the second RS encoder, the output bit
streams shall be demultiplexed to encoders E, F, G, H (see 10.2.3.5.1.7) in a round robin manner. Let
bit 0 be the first incoming bit in the bit stream. With i=0, 1...,n, ..., the bit streams at the input of
encoder E shall be b[3], b[7], ..., b[4n+3] where b[3] is the first incoming bit at the input of encoder E.
The bit streams at the input of encoder F shall be b[2], b[6], ..., b[4n+2] where b[2] is the first incoming
bit at the input of encoder F. The bit streams at the input of encoder G shall be b[1], b[5], ..., b[4n+1]
where b[1] is the first incoming bit at the input of encoder G. The bit streams at the input of encoder H
shall be b[0], b[4], ..., b[4n] where b[0] is the first incoming bit at the input of encoder H.
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10.2.3.5.1.7 Parallel convolutional codes

A parallel of 8 convolutional encoders shall be used, as depicted in Figure 28. The OFDM PHY
transmitter uses eight parallel convolutional encoders, labelled A through H. The first four encoders,
labelled A through D, is for the first outer Reed-Solomon coding branch and the last four encoders,
labelled E through H is for the second outer Reed-Solomon coding branch.

For each of the 8 parallel convolutional codes, a mother code of rate 1/3 shall be used. The
convolutional encoder shall use constraint length K = 7, delay memory 6, generator polynomial
0o = 133(, 91 = 171, g5 = 165, mother code rate 1/3. A detailed schematic diagram of the convolutional
encoder is shown in Figure 29. The initial value of the delay register shall be zero at the beginning of
every OFDMrame:

——» Conv.code A | —>»

——» Conv.codeB >

——» Conv.codeC —»

—» Conv.codeD —»

—» Conv.code Evf——»

—»NConv. code F |—»

—~—>» ConvcodeG —>»

—» Conv.codeH —>»

Figure 28 - lllustration of parallel convolutional codes

Coded
Data) out

Uncod.ed 71 » 71 _
Data in

Coded
Data out

Coded
Z  Dataout

\

Figure 29 - Mother convolutional code generator
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10.2.3.5.1.8 Code puncturing

Convolutional encoded data is punctured to generate code rates 4/7, 2/3, and 4/5. The puncturing
patterns are illustrated in Figure 30, Figure 31, and Figure 32. In each of these cases, the tables shall
be filled in with encoder output bits from left to right. For the last block of bits, the process shall be
stopped at the point at which encoder output bits are exhausted and the puncturing pattern is applied
to the partially filled block.

Source Data Xo | X1 | X2 | Xs
|
v
ao a az az .
Encoded Data Stolen bit
bo by b, bs
Bit Stolen Data
B a by a. a; b; a b,
(Send/Received Data) 0 0 * 2 2 ® ®
Inserted
Bit Inserted Data o ay a as dummy bit

bo by b, bz

Decoded Data Yo Y1 Y2 Y3

Figure 30 - An example of bit stealing.@and bit insertion for R=4/7 code

Source Data Xo X1
Qo ai .
Encoded Data Stolen bit
bo by
Bit Stolen Data ao bo a
(Send/Received Data)
Inserted
Bit Inserted Data B | & dummy bit
bo by
Decoded Data Yo Y1

Figure 31 - An example of bit stealing and bit insertion for R=2/3 code
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10.2.3

The ol
the bit

.5.1.9

Source Data Xo | Xa | X2 | Xg
ao ay az az .
Encoded Data Stolen bit
bo by b, b3
Bit Stolen Data . N N N
(Send/Received Data)
. Inserted
Bit Inserted Data | a | & | as dummy bit
bo by b, bs
Decoded Data Yo Y1 Y2 Ys

depenglent on the type of OFDM PHY mode.

10.2.3

In the
shall
cycle,

—cCc A—p
—CC B—p
—cc C—p
—cC D—p
—cc E—p
—CcC F—p|
—cc G
—CcC H—p

multiplexer

Data multiplexer and bit interleavér

tput of the 8 encoders, labelled A through H, shall be multiplexed to a single data st
interleaver, as illustrated in Figure 33. Thexmethod used to multiplex the eng

A

bit interleaver

Figure 33 - lllustration of the multiplexer and bit interleaver

.5.1.9.1 ~Multiplexer in EEP modes

EEP mades (Al14 to Al16), all the 8 encoders shall use the same code rate. The
e multiplexed and bit-interleaved every 48 bits. During the length 48 multiplexing
a group multiplexer shall be used first with fixed group size 6 for all eight encode
(7A4), A(B), A(6) to label the 6 encoded bits (in increasing order in time) from en

Figure 32 - An example of bit stealing and bit insertion for R=4/5 code

feam prior to
oded bits is

encoded bits
/interleaving
s. Use A(1),

coder A, and

A(2), A

similarly B(1) through B(6), C(1) through C(6), D(1) through D(6), E(1) through E(6), F(1) through F(6),
G(1) through G(6), and H(1) through H(6) from encoders B, C, D, E, F, G, and H, respectively. At the
output of the multiplexer, the 48 encoded bits shall be ordered and numbered as illustrated in Table 21,
where the numbering for each bit represents the position of the bit in the bit stream after the multiplexer

and bit O is the first bit at the output of the multiplexer.

Table 21 - Input pattern for the EEP modes (Al4 to Al6)

Numbering 0 1 2 3 4 5 6 7 8 9 10 11
Labelling A1) | A2 | AB) | A4 | AB) | AB) | B(1) | B(2) | B(3) | B(4) | B(5) | B(B)
Numbering 12 13 14 15 16 17 18 19 20 21 22 23
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Table 21 - Input pattern for the EEP modes (Al4 to

A16) (concluded)

Labelling

C) | C) | CB) | C@) | CO) | C(6) | DA) | D) | D) | D4) | D) | D(6)

Numbering

24 25 26 27 28 29 30 31 32 33 34 35

Labelling

E1) | E@) | EQ) | E@4) | EG) | E@®) | F(1) | F@) | FB) | F(4) | F() | F(6)

Numbering

36 37 38 39 40 41 42 43 44 45 46 47

Labelling

G(1) | G(2) | GB) | G(4) | G(5) | G(6) | H(1) | H(2) | H(3) | H(4) | H(5) | H(6)

10.2.3.5.1.

The multiple
at the input
implement th

10.2.3.5.1.

In the UEP

codes, and

encoded bitg
7,7,7,7,5
A(3), A(4), A
similarly B(1
G(1) through
output of the
where the 1

multiplexer 3

D.2 Bit interleaver in EEP modes

Ked 48 bits are then sent to the bit interleaver. Letx=0, ..., 47 and y =0, ..., 47 be the
and output of the bit interleaver, respectively. The bit interleaver in the EER,mod
e following relation:

y

{6{% —5(xmod 6)} mod 48

0.3 Multiplexer in UEP coding modes

coding mode, top 4 encoders (or encoders A, B, C, D) shall use rate 4/7 convol
pottom 4 encoders (or encoders E, F, G, H) shall-uSe rate 4/5 convolutional code

5, 5, 5 for all eight encoders, A through G, respectively, shall be used. Use A(1
5), A(6), A(7) to label the 7 encoded bits (in‘increasing order in time) from encoder
through B(7), C(1) through C(7), D(1) threugh D(7), E(1) through E(5), F(1) throug
G(5), and H(1) through H(5) from encoders B, C, D, E, F, G, and H, respectively.
multiplexer, the 48 encoded bits shallkbe ordered and numbered as illustrated in Ta

nd bit O is the first bit at the output of the multiplexer.

Table 22 - Input-pattern for the UEP coding modes

index
e shall

(39)

Ltional
s. The

shall be multiplexed and bit interleaved every 48)bits. A group multiplexer with grodip size

» A(2),
A, and
h F(5),
At the
Dle 22,

umbering for each bit represents - the position of the bit in the bit stream affer the

Numbegring 0 1 2 3 4 5 6 7 8 9 10 11
Labelling A1) | A@_| AB) | A@) | AB) | A6) | A7) | B(1) | B(2) | B(3) | B(4) | B(5)
Numbering 12 13 14 15 16 17 18 19 20 21 22 23
Labelling B6) | B(7) | C1) | C2) | Cc@® | c@ |cE) | ceo) | c@ | DO | D) | DE)
Numbegring 24 25 26 27 28 29 30 31 32 33 34 35
Labelling D(4) | D(5) | D6) | D7) | EA) | E2) | E3) | E@® [ EGB) | FA) | F2 | F3
Numbering 36 37 38 39 40 41 42 43 44 45 46 47
Labelling F(4) | F5) | G() | G(2) | GR) | G(4) | G(B) | HA) | H@) | HER) | H4) | H(B)

10.2.3.5.1.9.4 Bit interleaver in UEP coding modes

The multiplexed 48 bits are then sent to the bit interleaver. Let x =0, ..., 47 be the index at the input of
the bit interleaver, andy =0, ..., 47 be the index at the output of the bit interleaver. The bit interleaver in

the first half

58

cycle of the UEP coding mode shall implement the following relation:

y

{GLEJ —5(xmod 6)} mod 48
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10.2.3.5.1.9.5 Multiplexer in UEP mapping modes

In the UEP mapping mode, all eight encoders shall use the same coding rate, but encoded bits from
the top 4 encoders (or encoders A, B, C, D) shall be mapped to the | branch, and encoded bits from
bottom 4 encoders (or encoders E, F, G, H) shall be mapped to the Q branch. In this case, the encoded
bits shall be multiplexed and bit interleaved every 48 bits. During the length 48 multiplexing/
interleaving cycle, a group multiplexer shall be used with fixed group size 6 for all eight encoders. Use
A(1), A(2), A(3), A(4), A(B), A(B) to label the 6 encoded bits (in increasing order in time) from encoder
A, and similarly B(1) through B(6), C(1) through C(6), D(1) through D(6), E(1) through E(6), F(1)
through F(6), G(1) through G(6), and H(1) through H(6) from encoders B, C, D, E, F, G, and H,
respectively. At the output of the multiplexer, the 48 encoded bits shall be ordered and numbered as
illustrated in Table 23, where the numbering for each bit represents the position of the |bit in the bit
stream after the multiplexer and bit O is the first bit at the output of the multiplexer.

Table 23 - Input pattern for the UEP mapping modes

Numbering 0 1 2 3 4 5 6 7 8 9 10 11

Labelling AQ) | AQ) | AB) | A@) | AG) | AG) | B(L) | B(2),|(B(M) | B@) | BG) | B®G)

Numbering 12 13 14 15 16 17 18 19 20 21 22 23

Labelling c) | cE) | c@) | c@ | cE) | c®) | DUNDE) | DE) | D@) | DE) | DG)

Numbering 24 25 26 27 28 29 30 31 32 33 34 35

Labelling E(1) | E(2) | EB) | E@) | E5) | E®6)N F(1) | F(2) | F(3) | F(4) | F(5) | F(6)

Numbering 36 37 38 39 40 41 42 43 44 45 46 47

Labelling G1) | GR) | GB) | 6@ | .GG) | G®6) | HO) | HE) | HB) | H@) | HE) | HE)

10.2.3.5.1.9.6 Bit interleaver in UER*mapping modes

The myltiplexed 48 bits are then sent to the bit interleaver. Letx =0, ..., 47 andy =0, ..., 47|be the index
at the jnput and at the output of the bit'interleaver. The bit interleaver in the UEP mapping mode shall
implenment the following relation

2(H§J —5(xmod 6)}mod 24} 0<x<23

¥ (41)
X
2@6LEJ —5(xmod 6)} mod 24} +1 24<x<47
10.2.3.5.10 Mapping
Refer to 10.2.4.
10.2.3.5.1.11 Symbol padding
The resulting data symbols shall then be appended with Npa4sym oFrpm Z€ro symbols, where
N _ 360 | Sem_ | _ (42)
padsym W sym
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10.2.3.5.1.

12 OFDM PHY modulation

The subcarriers are numbered from -256 to 255. The subcarriers shall be arranged as indicated in

Table 24.

Table 24 - OFDM subcarrier allocation

Subcarrier type Subcarrier number, k
Null k= -256,...,-190 and k=190,...,255
Pilots k=-189, -164, -139, -114, -89, -64, -39, -14, 14, 39, 64, 89, 114, 139, 164, 189
DC k=-1,0,1
Data All other k
The stream pf complex symbols from the modulation mapping is divided into graups of 360 cq

numbers, ny

received in fime. Each of the complex numbers are mapped sequentially to the subcarriers, sk

the pilots an

10.2.3.5.1.

All modulate
correspondir
data symbol

At the transn
tones (inclug

0 and 511, and i be the index of the interleaved tones @lso ranging between 0 and 511 (includin

tones, pilot t

with agay...a
can be writtq

mbered from n = 0 to n = 359 where n = 0 corresponds to the first complex n

i DC subcarriers, beginning with n = 0 mapped to k = -188 and'n*= 359 mapped to k

13 Bit reversal tone interleaver

d QPSK or QAM symbols shall be interleaved by a bfock interleaver with a blog
g to the size of FFT in a single OFDM symbol. The’interleaver ensures that the ag
5 are mapped onto separate subcarriers.

nitter side, the interleaver permutation shall bedefined as follows: Let k be the index
ing data tones, pilot tones, DC tones and null-tones) before permutation ranging bg

pnes, DC tones and null tones) after permutation. Let
8 .
) j
k=>a;2
j=0
n as apa;...ag, i.e.,

8
H n-1-j
|_Z;‘aj2

J:

DC, null, anql pilet tones shall be inserted in the bit-reversal position before the tone interleaver.

mplex
umber
ipping
= 188.

k size
jacent

of the
tween
g data

(43)

being the binary representation of integer k. Then the binary representation of integer i

(44)

10.2.3.5.2

Midamble

The midamble sequence shall be identical to the channel estimation sequence, Scg a oppm[-], Which
consists of the two long training sequence, with a cyclic prefix of length 64 to be added in front of the

long training

sequence, as described in 10.2.3.3.

10.2.4 Constellation mapping
This Clause describes the techniques for mapping the coded and interleaved binary data sequence

onto a comp

lex constellation. The constellation mapping shall be chosen according to Table 1.

10.2.4.1 BPSK

The coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be converted into a
complex number representing one of the two BPSK constellation points. The output values, v[k] where
k=0,1,2,..., are formed by:

60
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VIk] = K o (1] + §Q[K]) (45)

where I[k] and Q[k] are given by Table 25. The resulting constellation is illustrated in Figure 34. The
normalization factor K. ,,=1 for a BPSK constellation. An approximate value of the normalization

factor may be used, as long as the device conforms to the modulation accuracy requirements.

A Q Q
1 Ot
0 1
O o— . =
-1 +1 | -1 ¥ |
-1 10 0
k is even k is odd

Figure 34 - BPSK constellation bit encoding

Table 25 - BPSK encoding table

k is:even k is odd
Input bit 1[K] Q[K] I[K] QIK]
g[k]
0 -1 0 0 -1
1 1 0 0 1

10.2.4.2 QPSK

The cqded and inteffeaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into groups of
two bits and conyerted into a complex number representing one of the four QPSK constellation points.
The caonversiof shall be performed according to the Gray-coded constellation mapping, |illustrated in
Figure|35 and-described in Table 73, with the input bit, g[2k] where k=0,1,2,..., being the darliest of the
two in the, stream. The output values, v[k] where k=0,1,2,..., are formed by:

VK] = Koo (1 K]+ QL) (46)

where I[k] and Q[k] are given by Table 73. The resulting constellation is illustrated in Figure 35. The

normalization factor Kggng= 1/\/5 for a QPSK constellation. An approximate value of the

normalization factor may be used, as long as the device conforms to the modulation accuracy
requirements. For QPSK, g[2k] determines the | value, and g[2k+1] determines the Q value, as
illustrated in Table 26.
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10.2.4.3

A @
O +14 O
01 11
I T |
-1 +1 I
O -14 O
00 10

Figure 35 - QPSK constellation bit encoding

Table 26 - QSPK encoding table

Input bits 1TK] Q[K]
(9[2k].g[2k+1])
00 -1 -1
01 -1 1
10 1 -1
11 1 1

JEP-QPSK

The coded ahd interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into grqups of

two bits and
points. The
illustrated in
earliest of th

where I[k] a

value of ais

VK] = Koonq (1 K]+ jQIK])

approximate

converted into a complex number representing one of the four UEP-QPSK constgllation
conversion shall be perfermed according to the Gray-coded constellation mdpping,
Figure 36 and described in Table 27, with the input bit, g[2k] where k=0,1,2,..., being the
e two in the stream. The Output values, v[k] where k=0,1,2,..., are formed by:

(47)

nd Q[k] are given by Table 27. The resulting constellation is illustrated in Figure 36. The

1.25.,The normalization factor K., =1/+1+a? for the UEP-QPSK constellatipn. An
value of the normalization factor may be use, as long as the device conforms|to the

modulation accuracy requirements. For UEP-QPSK, g[ZK] determines the T value, and g[2k+1]

determines t

62

he Q value, as illustrated in Table 27.

J
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A Q
A Q
O o4 @)
®) +1 e 11 10
01 11
T T > T T |
¢ a I -1 t+1 I
@) -1 1 @
00 10 o.%21 o
01 00
kis even k is odd
Figure 36 - UEP-QPSK constellation bit encoding
Table 27 - UEP-QPSK encoding table
k is even k is odd
Input bits ITk] QIK] I[k] QIK]
(9[2K],g[2k+1])
00 -a -1 1 -a
01 -a 1 -1 -a
10 a -1 1 a
11 a 1 -1 a
10.2.4.4 NS8QAM
The cdded(and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided ifpto groups of
three lEits and converted into a complex number representing one of the four NS8QAM [constellation
points. i i i ajem in Figure 37

and described in Table 28, with the input bit, g[3k] where k= 0,1,2,..., being the earliest of the three in
the stream. The output values, v[k] where k= 0,1,2,..., are performed by:

V[k] = Ko (1K ]+ §Q[K]) (48)

where I[k] and Q[k] are given by Table 28. The resulting constellation is illustrated in Figure 37. The

normalization factor K., =1/+4/10 for a NS8SQAM constellation.
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A Q 4 @
O +31 o o +34 0O
111 000 000 011
0] +14 (@) O +14 0]
001 110 110 101
3 [T 1 A 43 3 1 NI
O -1- @) @) -1+ ©)
100 011 111 100
(@) -3 (@) O -3- 0]
010 101 001 010
k is even k4s odd
Figure 37 - NS8QAM constellation bit encoding
Table 28 - NSQAM encoding table

k is even k is odd
Input bits 1[K] QIK] 1[K] QIK]
(9[3K], g[3k+1], g[3k+2])

000 3 3 -3 3
001 -3 1 -1 -3
010 -3 -3 3 -3
011 3 -1 1 3
100 -1 -1 1 -1
10X 1 -3

110 1 1 -1

111 -1 3 -3 -1

10.2.4.5 16QAM

The coded apd interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into grqups of
four bits and converted into a complex number representing one of the four 16QAM constellation
points. The conversion shall be performed according to the constellation mapping, illustrated in
Figure 38 and described in Table 29, with the input bit, g[4k] where k=0,1,2,..., being the earliest of the
four in the stream. The output values, v[k] where k=0,1,2,..., are performed by:

V[k] = Ko (1] + iQ[K ) (49)

where I[k] and Q[k] are given by Table 29. The resulting constellation is illustrated in Figure 38. The

normalization factor K_ . =1/+/10 for a 16QAM constellation. An approximate value of the

normalization factor may be used, as long as the device conforms to the modulation accuracy
requirements. For 16QAM, g[4k] determines the | value, and g[4k+1] determines the Q value, as
illustrated in Table 29.
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A Q
@) O +34 @) @)
1000 1001 1011 1010
@) O +1+ @) @)
1100 1101 1111 1110
T T T T T
-3 -1 +1 +3
@) O -1- @) (@)
0100 0101 0111 0110
@) O -3- (@) @)
0000 0001 0011 0010

Figure 38 - 16QAM constellation bit encoding

Tahle'29 - 16QAM encoding table

Input bits 1Tk] QIK]
(o[4k],of4k+1],9[4k+2],9[4k+3])
0000 -3 -3
0001 -1 -3
0010 3 -3
0011 1 -3
0100 -3 -1
0101 -1 -1
0110 3 -1
0111 1 -1
1000 -3 3
1001 -1 3
1010 3 3
1011 1 3
1100 -3 1
1101 -1 1
1110 3 1
1111 1 1

© ISO/IEC 2011 - All rights reserved

ISO/IEC 13156:2011(E)

65


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

10.2.4.6 TCM-16QAM

The coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into groups of
four bits and converted into a complex number representing one of the four TCM-16QAM constellation
points. The conversion shall be performed according to the constellation mapping, illustrated in
Figure 39 and described in Table 30, with the input bit, g[4k] where k=0,1,2,..., being the earliest of the
four in the stream. The output values, v[k] where k=0,1,2,..., are performed by:

where I[k] a

normalizatio

normalizatio
requirement
illustrated in

66

VK] =Ko (1 K]+ jQlK])

(50)

h factor

Table 30.

K

const

nd Q[k] are given by Table 29. The resulting constellation is illustrated in Figurer3p. The

=1/4/10 for a TCM-16QAM constellation. An approximate ~ralue |of the

n factor may be used, as long as the device conforms to the modulation acguracy
5. For TCM-16QAM, g[4k] determines the | value, and g[4k+1] determingS.the Q value, as

A Q

O O +34 Q @)
1111 1110 1100 1101

O Q.+l (@) @)
1011 1010 1000 1001

T T T T >

-3 -1 +1 +3 |

O O -1 (@) @)
Q160 0101 0111 0110

O O -35 @) @)
0000 0001 0011 0010

Figure 39 - TCM-16QAM constellation bit encoding
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Table 30 - TCM-16QAM encoding table

Input bits K] Q[K]
(9[4k],g[4k+1],g[4k+2],g[4k+3])
0000 3 3
0001 1 3
0010 3 3
0011 1 -3
0100 3 1
0101 1 1
0110 3 1
0111 1 1
1000 1
1001 1
1010 1 1
1011 =3 1
1100 1 3
1101 3
1110 -1 3
1111 3 3

10.2.4.7 UEP-16QAM

The cqded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into groups of
four bifs and converted into a camplex number representing one of the four UEP-16QAM [constellation
points| The conversion shall be performed according to the Gray-coded constellatipn mapping,
specified in Table 31 and illustrated in Figure 40, with the input bit, g[4k] where k=0,1,2.., being the
earliest of the four in the-stream. The output values, v[k] where k=0,1,2,..., are formed by:

VIK] = K o (1] + §QIK]) (51)

where|l[K] @and" Q[k] are given by Table 31. The resulting constellation is illustrated in Figure 40. The

value pf.ads 1.25. The normalization factor is K. =1/v5+5a° for a UEP-16QAM congtellation. An
approximate value of the normalization factor may be used, as long as the device conforms to the
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modulation accuracy requirements. For UEP-16QAM, g[4k] determines the | value, and g[4k+1]
determines the Q value, as illustrated in Table 31.

68

A Q
(@] O 31 (@] (@)
N Q 1010 1110 0110 0010
o o +3 o o .
1000 1001 1011 1010
| (@) O oq (@] (6]
e) 0) +1 e) e) 1011 1111 0111 001
1100 1101 1111 1110
- éa Y —;z oL Y 321 =| -é ‘1 +I1 +‘3 =I
o o -1 o o
0100 0101 0111 0110 o) o -o- e 0]
_ 1001 1102 0101 000
O (@) -39 (@] (@) 5
0000 0001 0011 0010
(] O —3a (@] @]
1000 1100 0100 000
k is even k is odd
Figure 40 - UEP-16QAM:tconstellation bit encoding
Table 31 - UEP=16QAM encoding table
k IS even k is odd
Input bits I[k] Qlk] ITk] QlKI
0[4k],g[4k+1],g[4k+2],d[4k+3])
0000 -3a -3 3 -3a
000% -a -3 3 -a
0010 3a -3 3 3a
0011 a -3 3 a
0100 -a -1 1 -a
0101 -a -1 1 -a
0110 3a -1 1 3a
0111 a -1 1 a
1000 -3a 3 -3 -3a
1001 -a 3 -3 -a
1010 3a 3 -3 3a
1011 a 3 -3 a
1100 -3a 1 -1 -3a
1101 -a 1 -1 -a
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Table 31 - UEP-16QAM encoding table (concluded)

k is even k is odd
Input bits I[K] QIK] I[k] QK]
(9[4k],g[4k+1],g[4k+2],g[4k+3])
1110 3a -1 3a
1111 a 1 a

10.2.5 Discovery mode

The discovery mode is used for communications prior to training of antenna arrays. To conpensate for
the lagk of array gain prior to training, the discovery mode increases the time-bandwidth product by

repetitjon. The frame format for discovery mode shall follow the general frame format

described in

10.1. Kight modes, DO through D7, are defined. These modes are identical exceptfor tHe number of
repetitjons (see Table 32).

Table 32 - Discovery modes

Mode Npiscrep Data Rate (Mbps)
DO 128 2.255

D1 64 4510

D2 32 9.020

D3 16 18,041

D4 8 36.082

D5 4 72.164

D6 2 144.327

D7 1 288.655

The vglue of the Npscrep Shall be setbased on the requested value by the receiver. The initial value of
Npiscrep shall be equal to 128 (mode DO).

10.2.5

.1 Discovery mode& RLCP preamble

The discovery mode preamble shall consist of the concatenation of a narrowband preamblg, Syg[.], and
a widepand preamble, Sygl.1, as shown in Figure 41.

] ]

PSD B PSD

I Y@ , A, ,
IN% o | | l
| t |
i L / v, |
| fo f |
| | |
Pol.] | Pol.] | Pol.] | Pol.] [-Pol.1| P[] | Pal.1 | Pl | Pal] | Pild | Pal.] | Punl1| P2l | P2l] | Pal]

|
|t

Y

A

.
-

Narrow Band Preamble

Sna[-]

Wide Band Preamble

Swal

]

Figure 41 - Discovery mode preamble
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The narrowband preamble, Sygl.], is defined as the Kronecker product of the sequence Sy[.] and the a
cover sequence Sggyer giscl-]- That is,

n

SNB [n] = Scover,disc H‘%

HSO [nmod 32768 ] (52)

forn =0,...,163839, where the cover sequence is of length five and is defined as

1 n=0..3

Scoverdisc[n] = {_1 n= 4 (53)

and Sp[.] is |a narrowband sequence of length 32768 and shall be obtained from S,[.] (defined in

10.2.2.3.1) Hy
S,[n] =S5, H%ﬂ (54)

The wideband preamble, Sygl[.], is the concatenation of six cepies of S4[.], followed by one dopy of
sequence Sq}[.], followed by three copies of sequence S,[.]. That is,

S,[nmod32768] . 0% n<196608
Sws[N]=1S,,[Nnmod32768], 196608 < n < 229376 (55)
S,[nmod32768] 229376 < n < 327680

forn =0,...,827679, where S;[.] is a wideband sequence of length 32768 and shall be obtaine(d from
Sy[.] (defined in 10.2.2.3.1) by

S,[n]=S, [nmod 256] (56)

S1nl] is a wideband sequence of length 65536 and shall be obtained from Sy[.] and the cover sequence
Spal-] by

e 11

ST =S o258 - o | (57)

where S,e7[.] is a differentially encoded FZ sequence of length 256 (parameter Agz=16) defined by

Sth [0] =3 FZ,16 [0] (58)

and

Shz[n]: Shz[n_l]SFZ,lG [I’l] (59)

70 © ISO/IEC 2011 - All rights reserved


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

for n=1,...,255, and S,[.] is a wideband sequence of length 32768 and shall be obtained from Sgz 16[.] by

S,[n]=S., ;s[nmod 256]

10.2.5.1.1 Three carrier modulation

The narrowband preamble, Syg[.], shall be modulated using three carriers, f., f.+fy, and f.-fy, as
described in 9.2. The wideband preamble shall be modulated using one carrier, f., as described in 9.1.

10.2.5.2 Discovery mode PLCP header

(60)

The hd
frames
shall b
10.2.5

The ps
as des

pader for a discovery mode frame shall be formed based on the header of the ™|
, as described in 10.2.2.4. After the formation of the header, each SCBT symbol ¢
e repeated consecutively 128 times.

.3 Discovery mode PPDU payload

yload for a discovery mode frame is based on the payload of the Type A SCBT mod
cribed in 10.2.2.5. After the formation of the payload, each SCBTSymbol of the pay

ype A SCBT
f the header

e AO frames,
oad shall be

edin 10.1.4.
onsecutively

repeatpd consecutively Np screp times.
10.2.3.4 Discovery mode ATS
The ATS for a discovery mode frame is based on the ATS of the Type A frames, as descril
After the formation of the ATS, each block (of length 256) of\the ATS shall be repeated @
Npiscrep times.
10.3 | Type B PPDU
10.3.1 Mode dependent parameters
The Type B PSDU data rate-dependent modulation parameters are listed in Table 33.
Table 33 - PSDY;mode dependent parameters
Base.Data Rate
(Gbps)
c —_
- Sl g gz | B
= = c c c = S =z
<} S g 8 & o 8 g
k) o LL
= Q = < e 1] 2 &
) o (8] [&] g w a
s | 3 | 8 | 3 S g
c ° k] °
5 & & &
g o] o o]
[ N ™ <t
BO | 0.794 1.588 2.381 3.175 DBPSK RS & Diff | 2
B1 | 1588 [ 3175 | 4763 | 6350 | DRPSK RS & Diff | 1
B2 | 3.175 6.350 9.526 12.701 | DQPSK RS & Diff | 1
B3 | 3.175 6.350 9.526 12.701 | UEP-QPSK | RS 1

All Type B devices shall support mode BO (without channel bonding). Type B devices may support
modes B0 (with channel bonding) or modes B1 through B3. In addition, all Type B devices shall support

the tra

nsmission of mode AO (without channel bonding). See 10.2 for Type A modes.
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10.3.2 Sin

gle carrier (DBPSK, DQPSK, UEP-QPSK)

10.3.2.1 Timing related parameters
The timing parameters associated with the Type B PHY are listed in Table 34.

Table 34 - Timing related parameters

Parameter |Description Value
fsym Symbol frequency 1.728 Gsps
Tsym Symbol duration 0.5787 ns
Ng Number of symbols per SC block 256
Np Number of data symbols per SC block 252
Np Number of pilot symbols per SC block 4
Ncp Number of symbols in CP 0
Tep CP interval 0
10.3.2.2 Frame related parameters
The frame rglated parameters associated with the PHY are listed in Table 35¢
Table 35 - Frame related parameters
Parameter ||Description Value
Nsync Number of symbols in the frame synchronization sequence 2048
Tsync Duration of the frame synchronization sequence 1185.19 ns
Ncg Number of symbols in the channel estimation sequence 768
Tce Duration of the channel estimation sequence 444.444 ns
Npreamble |[Number of symbols in the PLCP preamble 2816
Toreamble  |[Puration of the PLCP preamble 1629.63 ns
NaTs Number of symbols in the ATS 256N ...
TaTs Duration of the ATS N_T
ATS ' sym
Ntrame  |[Number of symbols inithe frame Npreamble*Nheader
+Npay|0ad+NATS
Ttrame Duration of the frame (Npreamble+Nheader
+Npay|oad+NATS)Tsym
10.3.2.3 HLCP _preamble
The preamble fot Type B frames can be subdivided into two distinct portions: a frame synchronjzation
sequence, S{h’gl.], and a channel estimation sequence, Scg g[.]. Figure 42 shows the structure] of the

PLCP preamble for Type B frames.

Frame synchronization sequence

Channel Estimation

72

Sequence
Ssync‘B[-] SCE B[]

| 2048 symbols _ 768 symbols .
» >l >~
i — |

i ! ' -

:4—’: | |

256 256
symbols symbols

Figure 42 - Structure of the Type B PLCP preamble for Type B frames
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Both the frame synchronization sequence and the channel estimation sequence are constructed based
on the Frank-Zadoff sequences as defined in 10.2.2.3.
10.3.2.3.1 Frame synchronization sequence

The frame synchronization sequence for Type B is a modified hierarchical sequence Sy, g[.], based on
the hierarchical sequence Sy[.] defined in 10.2.2.3.1.

The modified synchronization sequence Sy, g[.] for Type B is obtained by adding the real and imaginary
part of each term of sequence Sy[.] as follows

Sh.s[N] = RE{SKIN]} F M{SHMI} (61)

for n=d,...,255.

The frame synchronization sequence for Type B frames is defined as the Kronecker pfoduct of the
hierarghical sequence Sy g[.] and the cover sequence S [.] defined in 10.2,2:3.1. That i$,

Ssync,B,sc [n] = Scover I]_z_geﬂsh,s[n mod 256] (62)

for n=0(,...,2047.

10.3.2.3.2 Channel estimation sequence
The channel estimation sequence for Type B framesiis a modified channel estimatign sequence
Sce.gl-]; based on the channel estimation sequence Sgc'a scatl.] defined in 10.2.2.3.2.

The ctlannel estimation sequence for Type B frames; Scg g[n] is defined as:
q [n] — 1 Re{SCE,A,SCBT[n]}> Im{SCE,A,SCBT [n]}Or Re{SCE,A,SCBT [n]}: Im{SCE,A,SCBT[n]} (63)
ee -1 Re{Sce ascer [N} <IM{Sce ascar[NI}or Re{Sce ascar [N} = IM{Sce ascer[N]}

for n=(,...,767.

NOTE The frame synchronization sequence can be used for frame acquisition and detection, foarse carrier
frequerjcy estimation, coarse.symbol timing, and for synchronization within the preamble. Whereas, the channel
estima;on sequence can( be used for estimation of the channel frequency response, fine carfier frequency
estimation, and fine symbal timing.

10.3.2.4 PLCP)header
For Type B frames, the formed PLCP header (as described in 10.1.2) shall be

first pgdded with Npaghgr bits where

N rbits
N padhdr — 192[%1 - N hdrbits (64)

where Npgrpits 1S the number of bits in the formed PLCP header (as described in 10.1.2). The padded
header shall be encoded and modulated as described in 10.3.2.5, starting with the demultiplexing.
Encoding and modulation parameters identical to mode BO shall be used. The resulting data symbols
shall be block modulated (as described in 10.3.2.5.4) in order to create the baseband signal.
10.3.2.4.1 PHY header

10.3.2.4.1.1 Fixed length PHY header

10.3.2.4.1.1.1 PLCP scrambler field (SCRAMBLER)

Refer to 10.2.2.4.1.1.1.
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10.3.2.4.1.1.2 Bit reversal field (BIT_REVERSAL)
The value of the BIT_REVERSAL bit shall be set to Og for all Type B frames.

10.3.2.4.1.1.3 ATIF existence field (ATIF_EX)
Refer 10.2.2.4.1.1.3.

10.3.2.4.1.1.4 CP length field (CP_LENGTH)
The value of the CP_LENGTH field shall be set to 00g for all Type B frames.

10.3.2.4.1.1.5 Requested CP length field (REQ_CP_LENGTH)

h | la Do oD LI-ALO T L Lo Lal L Ll b .0 £ | Dt
The value offthe REQ_Cr_CoNG T ierashan o€ SeT 1o uUg 1ot—air rype o iramces:

10.3.2.4.1.0.6 Number of segments field (NUM_SEGMENTS)
Refer to 10.2.2.4.1.1.6.

10.3.2.4.1.L.7 Number of MSDUs field (NUM_MSDUS)
Refer to 10.2.2.4.1.1.7.

10.3.2.4.1.p Variable length PHY header
10.3.2.4.1.p.1 Mode field (MODE)
Refer to 10.2.2.4.1.2.1.

10.3.2.4.1.p.2 Segment length field (LENGTH)
Refer to 10.2.2.4.1.2.2.

10.3.2.4.1.p.3 Midamble existence field (MID_EX)
Refer to 10.2.2.4.1.2.3.

10.3.2.4.1.p.4 Segment continued field (CONT)
Refer to 10.2.2.4.1.2.4.

10.3.2.4.1.8 Antenna training indicato¥ field
10.3.2.4.1.8.1 Discovery mode repetition field (DISC_REP)
Refer to 10.2.2.4.1.3.1.

10.3.2.4.1.8.2 Number of training symbols for RX training field (NUM_RXTS)

The value offthe NUM_RXTS field\for all Type B frames transmitted by a Type A device shall bg set to
000000g. Far the value of the NUM_RXTS field for all Type B frames transmitted by a Type B [device

refer to 10.2{2.4.1.3.2.
10.3.2.4.1.8.3 Nuwmber of training symbols for TX training field (NUM_TXTS)

The value off the NUM/TXTS field for all Type B frames transmitted by a Type B device shall bg set to
000000g. Far the"value of the NUM_TXTS field for all Type A frames transmitted by a Type A [device

refer to 10.2|2:4.1.3.3.

10.3.2.5 PPDU payload

The PPDU payload consists of one or more segments as described in 10.1.3. The each segment is
formed as described in 10.1.3. Each data bit block shall be processed as follows:

1. The bits shall be mapped as described in 10.3.2.5.1 or 10.3.2.5.2.

2. The resulting symbols shall be modulated into SC blocks as described in 10.3.2.5.4.

10.3.2.5.1 FEC and mapping (Equal error protection)

Figure 43 depicts the general overview of the encoding and mapping scheme for modes B0, B1, and
B2. For the payload, first, the data bits shall be scrambled as specified in 10.3.2.5.1.1. Then, Npagpits

zero pad bits shall be appended to the end of the data bit block, where
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N its
N padbits =1792 ’717b9t2 —‘ -N bits (65)

and Ny is the number of bits in the data bit block. The padded data bit block shall be encoded
according to the Reed-Solomon code, as specified in 10.3.2.5.1.2.

The resulting RS coded payload bits or the formed header bits shall be demultiplexed into 4 groups, as
described in 10.3.2.5.1.3. Each group of bits shall then be interleaved using the bit interleaver
descnbed in 10.3.2.5.1.4. The resultmg bItS from the 4 branches shall then be multlplexed together into
[ T M mapped to

¢ domain as

descriped in 10.3.2.5.1.7. The resulting data symbols shall then be appended withyNpaqsfm “-1"valued

symbols, where

Nsm
Npadsym = ND|V Ny —l_ Nsym (66)
D

The differential encoding shall then be applied as described in 10:3.2.5.1.8.

e Bit Interleaver ->Q
I

4
Add Pad RS
PayloadData —{ Scramble (- Bits Encoder \
=1 Bit aver |
NN : Add Pad Differential

F DEMUX — MUX %= Mapping = TDS 1 gy ngis [ Encoding [[™

\‘-b Bit Interleaver |

Add Pad 2 @
Formed header —{ ““o :\

-1 Bit Interleaver |

Figure 43 - Type B encoding procedure

10.3.2.5.1.1 Data serambler
Refer {0 10.2.2.5.1.1.

10.3.2.5.1.2 Reed-Solomon code
Refer {0 10.2.2:551.2.

10.3.2.5.1=3 Demultiplexer
Refer 1040.2.2.5.1.3.

10.3.2.5.1.4 Bit interleaver
Refer to 10.2.2.5.1.4.

10.3.2.5.1.5 Multiplexer
Refer to 10.2.2.5.1.7.

10.3.2.5.1.6 Mapping
Refer to 10.3.2.5.3.

10.3.2.5.1.7 Time domain spreading (TDS)
Refer to 10.2.2.5.1.9.
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10.3.2.5.1.8

Differential encoding

For modes BO, B1 and B2, the padded data symbols shall be differentially encoded. The differently
encoded data symbols t[n] are formed from data symbols v[n] by

NOTE

v[n] nmod N, =0
tin—-1v[n]/v[n-1] nmod N, >0

t[n] = {

of the channe
differential de
10.3.2.5.2

Figure 44 dg
payload, firs
for each gro
bits shall be

and Ny is
according to

coder.

FEC and mapping (Unequal error protection)

picts the general overview of the encoding and mapping scheme for mede B3. H
, the MSB and LSB bits of the each octet is separated as described im10.3.2.5.2.1
Lp, the data bits shall be scrambled as specified in 10.3.2.5.2.2. Then, Npagpits 2|

appended to the end of the data bit block, where
N,
N padbits — 1792 (ﬁ—l — Nopis

the number of bits in the data bit block. The ‘padded data bit block shall be er
the Reed-Solomon code, as specified in 10,3:2:5.2.3.

The resultin
described i

interleaved Wising the bit interleaver described in10.3.2.5.2.5. The resulting bits from all 8 bra

shall then

multiplexed |bits are then mapped to constellations as specified in 10.3.2.5.3. The resultin

symbols sh

At the end o
(DHS) symb

76

RS coded payload bits or the formed header bits shall be demultiplexed in 4 groy
10.3.2.5.2.4. Depending on the data>rate mode, each group of bits may th

e multiplexed together into oneygroup of symbols as specified in 10.3.2.5.2.

I then be appended with Nyagsym zero symbols, where

—‘_Nsym

f each segmient, the resulting data symbols shall be interleaved with the dual helica
bl interleaver as described in 10.3.2.5.2.7.

sym

N
Npadsym :ZND 7N

D

(67)

As equation (67) specifies, the differential encoding shall be reset for every SC block. The last symbol
estimation sequence or the last symbol of the pilot symbol sequence may be used to initialize the

or the
Then,
ro pad

(68)

coded

ps, as
en be
\nches
b. The
j data

(69)

|| scan
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-1 Bit Interleaver [

1 Bit Interleaver [

Add Pad RS _
| SEETC | ny Bits Encoder *| DEMUX
-1 Bit Interleaver |
- Bit Interleaver [
Payload|Data —m{ MSB/LSB MUX || Mapping | Add -' ||  Symbol 1}
Split .@ Interleaver
Pl V4
- Bit Interleaver [
-~ Bit Interleaver [~
Add Pad RS o
= Scramble ] Bits Encoder - DEMUX

= Bit Interleaver [

\
O
2

| Bit Inteereﬁ—b
yaN

Figure 44 - General view ofithe encoding procedure

10.3.2.5.2.1 MSB/LSB separation
Refer {0 10.2.2.5.2.1.

10.3.2.5.2.2 Data scrambler
Refer {0 10.2.2.5.1.1.

10.3.2.5.2.3 Reed-Solomoncode
Refer {0 10.2.2.5.1.2.

10.3.2.5.2.4 Demultiplexer
Refer {0 10.2.2.5.1.3.

10.3.2.5.2.5 Bitinterleaver

Refer {0 10.2.2,54+4.

10.3.2.5.2.6~ Multiplexer

The mpltiplexer shall be identical to that described for mode A12 in 10.2.2.5.2.7.

10.3.275.Z27 Symbol Interieaver
Refer to 10.2.2.5.1.8.

10.3.2.5.3 Constellation mapping
The constellation mapping for mode BO, B1, B2 and B3 shall be chosen according to Table 33.

10.3.2.5.3.1 DBPSK

The coded and interleaved binary serial input data, g[i] where i=1,2,..., shall be converted into a
complex number representing one of the two DBPSK constellation points. The output values, v[k]
where k=0,1,2,... are formed by:

VIK] = Keonst 1[K] (70)
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where I[K] is given by Table 36. The resulting constellation is illustrated in Figure 45. The normalization
factor K.,,st=1 for a DBPSK constellation. An approximate value of the normalization factor may be
used, as long as the device conforms to the modulation accuracy requirements. The differential
encoding is described in 10.3.2.5.1.8 and is applied after the multiplexing and symbol padding as

described in Table 36.
Table 36 - DBPSK encoding table
Input bits g[k] 1[K]
1 1
A Q
+1
0 1
Q o—
-1 +1 I
-1 -
Figure 45 - DBPSK gonstellation bit encoding
10.3.2.5.3.p DQPSK

The coded gnd interleaved binary serial-ifiput data, g[i] where i=1,2,..., shall be divided into grqups of

two bits ang
points. The
illustrated in|
stream. The

where I[k] a
normalizatio

converted into a complex number representing one of the four DQPSK conste

[lation

conversion shall be -performed according to the Gray-coded constellation mgpping,

Figure 46, with thelinput bit, g[2k] where k=1,2,..., being the earliest of the two

output values, v[k] where k=1,2,..., are formed by:

VIK] = Keonst (ITk] + JQIK])

in the

(71)

nd Qfk] are given by Table 37. The resulting constellation is illustrated in Figure 46. The

N factor K.on=1 for a DQPSK constellation. An approximate value of the normal

zation

78
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factor may be used, as long as the device conforms to the modulation accuracy requirements. For
DQPSK, g[2k] determines the | value, and g[2k+1] determines the Q value, as illustrated in Table 37.

A
+1001
00 11
Q o—»
-1 +1 |
-1-010

Figure 46 - DQPSK constellation bit encoding

Table 37 - DQPSK encoding tahle

24 g2k ' QI
00 -1 0
01 0 1
10 0 -1
11 1 0

10.3.2.5.3.3 UEP-QPSK
Refer {0 10.2.4.3.

10.3.2.5.4 Block modulation

The multiplexed transmit symbols, t[.] shall be modulated formed into the SC block. First the transmit
data gymbols shall be(djvided into blocks of length Np=252. This transmit symbol blpck shall be

appengled with pilot,symbols. The pilot symbols consist of a sequence of length Np=4, Sy ot[n]:(-l)””,
n=0,1,3,3. FigureA47-depicts an example of the SC block formation.

SC Block

v

A

N7 Pilot

Np Transmit symbols
D ’ symbols

Figure 47 - Formation of the SC block

10.3.2.5.5 Midamble
The midamble sequence shall be identical to the channel estimation sequence, Scg g[.], as described in
10.3.2.3.2.

NOTE The midamble sequence may be used to update estimation of the channel frequency response, fine
carrier frequency estimation, and fine symbol timing.
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10.3.3 Channel bonding
Type B devices may perform channel bonding. If a Type B device uses channel bonding, it shall be as

described in

10.2.2.6.

10.3.4 Discovery mode
Type B devices shall not transmit frames in the discovery mode.

11 General requirements

11.1  Op

erating band frequencies

11.1.1 Op
This PHY op

11.1.2 Ch
The relation

This definitid
third channe
channels.

prating frequency range
erates in the 57 - 66 GHz frequency band.

Annel numbering

bhip between centre frequency, f., and BAND_ID number, ny, is given in Table 38.

Table 38 - Band allocation

BA’(\:]D)—ID Channel Bonding Frle_c(;:,:r:cy Fr(e:gggr?cy Fr:qpupeer:cy
b (GHz) (GHZ) (GHz)
1 No 57.240 58320 59.400
2 No 59.400 60.480 61.560
3 No 61.560 62.640 63.720
4 No 63.720 64.800 65.880
5 Yes (1 & 2) 57240 59.400 61.560
6 Yes (2 & 3) 59.400 61.560 63.720
7 Yes (3 & 4) 61.560 63.720 65.880
8 Yes (1, 2,'&/3) 57.240 60.480 63.720
9 Yes$2) 3, & 4) 59.400 62.640 65.880
10 Yés (1, 2, 3, & 4) 57.240 61.560 65.880

n provides.a unique numbering system for all channels within the band 57 - 66 GHz. The
| (BAND'ID = 3) shall be used as the discovery channel. Figure 48 depicts the defined

80
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240 MHz 2 160 GHz 120 MHz
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I | | | | | I I | |
57 58 59 60 61 62 63 64 65 66
240 MHz 120 MHz
- 4.320 GHz _ — .
| I7 \'I / I
| V 5 f 7 \ll |
| |
I | | | I I I | | ]
57 58 59 60 61 62 63 64 65 66
240 NiHz 4.320 GHz 120 MHz
— | - - —- .
Il I I Il
|l 6 \: Il
| L]

I I I I | I I I I |
57 58 59 60 61 62 B3 64 65 66
240 NiHz 120 MHz
| 6.480 GHz _ — e
[ [y g I
| [/ 8 \: (|
| ]
| I I I [ | I I I I
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240 NHz 120 MHz
- |- _ 6.480 GHz —
(|l Ny 1
Il {/ 9 \: |
|l |
| | | | I [ | | | |
57 58 59 60 61 62 63 64 65 66
240 NiHz 120 MHz
= |- 8.640 GHz — -
I 1
| '/ 10 \ |
| |
| | ] I I I | | [ |
57 58 59 60 61 62 63 64 65 66
Figure 48 - Channel numbering

11.2 | PHY layer timing
The vdlues of PHY layer timing parameters are defined in Table 39.

Table 39 - PHY layer timing parameters

PHY Parameter Value
pMIFS 888 ns
pSIFS 2666 ns
pCCADetectTime 5037 ns

11.2.1 Receive-to-transmit turnaround time

The RX-to-TX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the trailing edge of the last received symbol to the
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leading edge of the first transmitted symbol of the PLCP preamble for the next frame shall not be
greater than pSIFS.

11.2.2 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the trailing edge of the last transmitted symbol
until the receiver is ready to begin the reception of the next PHY frame shall not be greater than pSIFS.

11.2.3 Time between successive transmissions

For uninterrupted successive transmissions by a device, the interframe spacing after the frame shall
be pSIFS if Number of segments field is zero and shall not be less than pMIES if the Number of
segments figld is nonzero. The interframe spacing time shall be measured at the air interface.| When
the Number |of segments field is zero, the time elapsed from the trailing edge of the last-trangmitted
symbol to the leading edge of the first transmitted symbol of the PLCP preamble for'the following
packet shall|be equal to pSIFS. When the PLCP length field is nonzero, the time elapsed from the
trailing edge| of the last transmitted symbol to the leading edge of the first transmitted symbol| of the
PLCP preamnible for the following frame shall not be less than pMIFS.

12 Transnpitter specifications

12.1 Transmit PSD mask
12.1.1 Trgnsmit PSD
The transmif spectral mask shall conform to the values as indicated in the Figure 49 and Table 40.

-25 dBr

-30 dBr

£ -f, - 0 f, f, f, f, fife

Figure 49 - Transmit spectral mask

Table 40 - Transmit spectral mask limit

Frequency Relative Limit (dBr)
|[f-fol<fy 0
f,<|f-f|<f, -20(|f-fcl-f1)/(fo-f1)
fo<|f-fo|<fs -20-5(|f-fo|-F)/(f5-f2)
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Table 40 - Transmit spectral mask limit (concluded)

Frequency Relative Limit (dBr)

os|f-Fol<f, -25-5(|f-Fl-F3)/(f-fo)

[f-Fo|>F, -30

where f, f,, f3 and f, for a single channel transmission, a two bonded channels transmission, a three
bonded channels transmission and a four bonded channels transmission are given in Table 41.

The transmit spectral mask shall be measured with 1 MHz

mask |
12.2

Table 41 - Transmit spectral mask requirements

Channel Bonding f; (MHz) fy (MHz) f3 (MHz) T, (MH2)
Single Channel Transmission 1050 1080 1500 2000
Two Bonded Channels Transmission 2100 2160 3000 4000
Three Bonded Channels Transmission 3150 3240 A500 6000
Four Bonded Channels Transmission 4200 4320 6000 8000

resolution bandwidth. The tran
equirement does not include any carrier leakage.

Transmit centre frequency tolerance

The trgansmitted centre frequency tolerance shall be.#20 ppm maximum.

12.3

Symbol clock frequency tolerance

The syimbol clock frequency tolerance shall be £20 ppm maximum.

12.4
The tr

Clock synchronization
ansmit centre frequencies and.the symbol clock frequency shall be derived fro

referemce oscillator.

12.5

A dev
minimi
inform
Transri
in tran

examp
dB, re

Transmit power control

ce should provide support for transmit power control to optimize its power cons|
ze interferences /o other existing links, while still providing a reliable link for th
htion. The transmitter should change its transmission power at the receiver's reques

hit power shiall'be changed with a step size granularity of 2dB. The relative accura
smit power. shall be the maximum of +1 dB or £+20% of the change (in the dB g
le, for.aschange of 4 dB and a change of 8 dB, the allowed relative accuracy is 1.0
Epectively.

Emit spectral

m the same

umption and
e transfer of
t.

Cy of change
cale). As an
dB and 1.6

12.6

Transmitter E\/M

12.6.1 Type A
12.6.1.1 SCBT
The Error Vector Magnitude (EVM) defines the average constellation error power with reference to the

power

Figure

of a highest constellation point of the modulation scheme.
50 illustrates EVM.

© ISO/IEC 2011 - All rights reserved

83


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Error vector

ideal point__—- Measured point

This EVM is

where N is t

the magnituc
identical mo

Considering
estimated fr

Figure 50 - lllustrative diagram for EVM for one constellation point

defined in percentage as

N
Z(Aliz +AQ7)

1
R

1

N

EVM =

max

. 2 2 .
ne number of symbols used in measurement, Al + AQ," is the error vector, and

e of the maximum constellation point. The E¥M shall be measured over the payloa
julation scheme.

the error vector as noise added to thermal and channel noise, the required EVM
bm the transmitter implementation<margin. The transmitter implementation margin

(72)

Rmax 1S
1d with

can be
is the

excess power needed at the transmitter to negate the effect of transmitter imperfections so that the

received SN

The measur
the transmit

The EVM ms
A converter,

Based on th
is computed
requirement

R of a real transmitter will be identical to that of an ideal transmitter.

ment of the EVM assumes.the use of a raised cosine filter with 25% excess bandw
r and a near “ideal” receiver corresponding to an AWGN channel.

asurement includes-imperfections of the transmitter due to transmitter filter inaccur
I/Q imbalancess-phase noise, and non-linearity of amplifiers.

b assumption\en the required margin at transmitter shown in the following table, th
using theSrequired SNR and transmitter margin. The results are shown in Table 4
for EVM.shall be as shown in this table based on a near ideal receiver and AWGN ¢

idth at

hcy, D/

b EVM
P. The
hannel
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able 42 - MaxXximum allowable EVM values 1Tor Type A SCb 1 modes

Mode Max. Allowed EVM (dB) Max. Allowed EVM (%)
A0 -4.8 334
Al -6.3 237
A2 -9.5 11.2
A3 -6.4 23.1
A4 -8.4 14.4
A5 -9.6 10.9
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Table 42 - Maximum allowable EVM values for Type A SCBT modes (concluded)

12.6.1
The rd

convelfting the transmitted signal into a stream of samples at/1:728 Gsps or more, W

accurg
simila
1. Det4
2. Esti
3. Esti
4. Equ

5. For
distan

6. Compute the RMS error, averaged over all data symbols and over all frames, as followg:

where

Mode Max. Allowed EVM (dB) Max. Allowed EVM (%)
A6 -10.9 8.1
A7 -12.0 6.3
A8 -11.1 7.7
A9 -12.5 5.6
Al10 -0.4 23.1
All -95 11.1
Al2 -7.4 18.2
Al3 -11.1 7.7

.1.1 RMS error measurement and calculation
blative constellation RMS error calculation shall be performed using a device

cy in the DC offset, phase noise, etc. The sampled signakshall then be processed

bct the start of the packet and frame boundary.

mate the correct sampling time. Correct as needed.

Mmate the channel impulse response.

alize the sampled signal with the estimated channel impulse response.

each of the sampled signal, find.the closest constellation point and compute tf
e.

. > |R[n]-c[n]’
EVM =—, |- P

N f N datasyms ' 0

(exclug

Nt is_the'number of packets under test, Nyatasyms IS the number of data symbols in
ling\the pilot symbols), P, is the average power over all payload data symbols

capable of
ith sufficient
in a manner

to that of an ideal receiver. The necessary steps for,receiver processing are listed pelow.

e Euclidean

(73)

the segment
C[n] is the
culated over

The RMS error shall be computed over one segment of the frame only. Py is re-computed for each
frame. The test shall be performed over a minimum of Ny = 100 frames, where the PSDU of each
packet is at least 16384 symbols in length and is generated from random data.
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12.6.1.2 OFDM
The relative constellation RMS error, averaged over all data and pilot subcarriers of the OFDM

symbols and

over all of the frames shall not exceed the values given in Table 43.

Table 43 - Permissible relative constellation error

dona
pd that
1.0 dB

ble of
b, with
nen be
ceiver

. Accepted degradation due to Relative
. Multipath . Co - .
Mode Modulation Margin (dB) inaccuracies in the constellation constellation error
9 points (dB) (dB)
A14 QDQI( (1 I’)) 15 2 73
Al5 QPSK (2/3) 15 3 -12.3
Al6 16 QAM (2/3) | 3 4 -19.6
Al7 UEP-QPSK 15 3 -13.1
(Coding)
Al8 UEP-16 QAM | 3 4 -20.9
(Coding)
Al9 UEP-QPSK 15 3 -13.1
(Mapping)
2/3
A20 UEP-16 QAM | 3 4 -20.9
(Mapping)
2/3
A21 QPSK 15 3 -12.3
MSB-only
213
The relative [constellation error values for each of the data rates and modulations used are bass
multi-path mprgin listed in Table 43 withan implementation loss of 3 dB. In addition, it is assum
the degradation due to the relative constellation error can be no more than 2.0 dB, 3.0 dB and
for data ratep at 1.008 Ghps, 2.016 and 4.032 Gbps, respectively.
The relativgl constellation RMS-error calculation shall be performed using a device capad
converting the transmitted ;signal into a stream of complex samples at 2.592 Gsps or mor{
sufficient acg¢uracy in the {/Q-imbalance, DC offset, phase noise, etc. The sampled signal shall t
processed il a manneg-similar to that of an ideal receiver. The necessary steps necessary for re
processing dre listed below:
1. Detect the start of the packet and frame boundary.
2. Estimatg¢ the correct sampling time and frequency offset. Correct as needed.

3. Estimate the channel frequency response and equalize the channel.

4. For each of the data and pilot subcarriers, find the closest constellation point and compute the
Euclidean distance.

5. Compute the RMS error, averaged over all the data and pilot subcarriers, and over all frames as

given by

86
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1 &
Erus :N_Z

foi=l

N frame

n=N preamble T Nheader

~Cp k] + i‘prn[k]—Cp

W

(N +N)

R

frame

(74)

where N¢ is the number of packets under test, Npaciet iS the number of symbols in the packet, Npreamble IS

conste
n" OR
pilot s
16.

12.6.72
The rg

The m

The E
A cony

13 R¢

N -
packet
riers, Np is the number of pilot subcarriers, Py is the average power of .the data and pilot

LCP header,

Npreamble = Nheader iS the number of symbols in the PSDU, Np is the, number of data

llations, Cp ,[k] and Cp[K] are the transmitted k™" data subcarrier and k' pilof subdarrier for the

DM symbol, respectively, and Rp ,[k] and Rp,[k] are the observed k'™ data subcqrrier and k"

Type B

ibcarrier for the n!" OFDM symbol, respectively. The values for Np and Np are def|lned in Table

lative constellation RMS error, averaged over all datasand over all of the framges, shall not
exceed the values given in Table 44 when using the method 0f12.6.1.1.1.

basurement of the EVM assumes the use of a raised\cosine filter with 25% excess pandwidth at
the trapsmitter and a near ideal receiver corresponding.to’an AWGN channel.

M measurement includes imperfections of thetransmitter due to transmitter filter irfaccuracy, D/
erter, I/Q imbalances, phase noise, and nen-linearity of amplifiers.

Table 44 - Permissible relative constellation error

Relative Constellation

Relative Constellation

Modes Error (dB) Error (%)
BO -7 20
B1 -7 20
B2 -8.2 15
B3 -8.2 15

pceiverspecification

13.1

Type A device

13.1.1 SCBT receiver sensitivity

For a packet error rate (PER) less than 8% with payload length of 2048 octets, the minimum receiver
sensitivity numbers (expressed in EIR,P) in AWGN for modes AO through A13 are listed in Table 45.

Table 45 - Minimum receiver sensitivity for different SCBT modes

Mode Minimum Receiver Sensitivity (dBm)
A0 -60.0
Al -57.0
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Table 45 - Minimum receiver sensitivity for different SCBT modes (concluded)

13.1.2 OF
For a packet
sensitivity nt
Table 46.

Mode Minimum Receiver Sensitivity (dBm)
A2 -50.5
A3 -53.9
A4 -49.8
A5 -47.4
Ab -45.7
A7 -43.5
A8 -43.5
A9 -40.7
Al0 -53.9
All -43.5
Al2 -52.3
A13 -43.5

DM receiver sensitivity

error rate (PER) less than 8% with payload length of 2048 octets, the minimum rgceiver
mbers (expressed in EIR,P) in AWGN for modes Al14 up to and including A21 are listed in

Table 46 - Minimum receiver(sensitivities for the different modes

Mode Minimum R((aggir\:gr Sensitivity
Al4 -60.6
Al15 -54.3
Al6 -50.2
Al7 -56.0
Al18 -52.0
A19 -54.3
AZ0 -50.2
A21 -54.3

13.2 Type B device receiver sensitivity

For a packet error rate (PER) less than 8% with payload length of 2048 octets, the minimum receiver
sensitivity numbers (expressed in EIR,P) in AWGN for modes BO up to and including B3 are listed in

Table 47.

88

Table 47 - Minimum receiver sensitivity for different modes

Mode

Minimum Receiver Sensitivity (dBm)

BO

-60.7

© ISO/IEC 2011 - All rights reserved
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Table 47 - Minimum receiver sensitivity for different modes (concluded)

Mode Minimum Receiver Sensitivity (dBm)
B1 -57.7
B2 -54.6
B3 -54.6

Receiver CCA performance

Transri

14 A

DevicHq
Trainin
recept
setting
the de

For tr
a singl

For tr

1l.clos
from th

2.open-loop mode: a device uses the sametantenna weight settings for transmission as f

14.1

The a
trainin
carries
numbsg
antenr]

headetf.

The tra
negotia
trainin
trainin
the ini]

nissions at a receiver at an EIR,P a receiver level equal to or greater than -85.0 dBn
CCA tg indicate the channel is busy with a probability greater than 90% within pCCABete

ntenna training symbols and feedback methods

Vice that sends the antenna training symbols.

s transmit antenna training symbols to each other to perform antenna training
g symbols are transmitted in the ATS field in variable length. PHY header (1

s that it will use subsequently, and, if requested, 2) the transmitting antenna weig

ining receiving antenna, the transmitter shall include a‘\number of training symbols
training frame.

ining transmit antenna, there are two modes:

pd-loop mode: a device determines its transmitting antenna weight settings based
e other device;

Antenna training sequence transmission
tenna training symbols are transmitted in the ATS field in the variable length PHY|
j frame. The antenna training-indicator field (ATIF) in the variable length PHY hes

the information about~ATS field such as transmission spreading factor (DIS
rs of training symbols~for receiving (NUM_RXTS) as well as transmitting
as. Existence of the\ATIF is indicated through the ATIF_EXISTENCE field in th

ted antenga.training configurations of source and destination devices and the state o

j/tracking feedback in training frame exchange based on the antenna training con
iatior(l) and responder(R) devices.

n shall cause

tTime.

or tracking.

D.1.4). Upon

on of training symbols, a training peer device determines\\l)/its receiving antenna weight
ht settings of

n the ATS of

on feedback

r reception.

header of a
der 10.1.2.1
C REP) and
NUM_TXTS)
e fixed PHY

insmission ofttraining sequences from a source device to a destination device is impacted by the

an iterative

) process.)Table 48 specifies the inclusion of ATS (for receiving and/or transmitting antenna) and

figuations of
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The antenna training configuraiton is negociated through the RTT/CTT handshake (16.18.2). The
Request Training and Request Feedback fields in the ATIE carried in RTT/CTT frames determines
inclusion of ATS in training frames and transmission of feedback frames.

Table 48 - Configurability of antenna training/tracking frame exchange

ATIE fields

R configuration

Request Training = ONE
Request Feedback = ONE

Request Training = ONE
Request Feedback = ZERO

Request Training =

ZERO

| configuration

Request Training = ONE
Request Feedback = ONE

I sends: ATS (receiver,
transmitter), Feedback

R sends: ATS (receiver,
transmitter), Feedback

| sends: ATS(receiver,
transmitter),

R sends: ATS(receiver),
Feedback

| sends: ATS(trans
R sends: AFS(rece
Feedback

hitter)
er),

Request Training = ONE
Request Feedback = ZERO

| sends: ATS (receiver),
Feedback

| sends: ATS(receiver)

R sends: ATS(transmitter, R sends: ATS(rece

receiver)

R sends: ATS(receiver)

er)

Request Training = ZERO | | sends: ATS (receiver),

Feedback
R sends: ATS (transmitter)

no ATS and Feedb

| sends: ATS(receiver) frames are sent

hck

For transmit
training sym
the training

symbols is s

For receiving antenna weight training, the transmitter shall include a number of training symbols

ATS of a sin
field of the
weights.
14.1.1 Tra
A transmitte
of size N by

the k" trainimg symbol for transmit antenna training (n = 1,...,N ; k = 1,...,K) shall be equal to the

element Tp.

The complex

property that allimatrix elements take values in {1, |,

correspondi

bols in the ATS of a single frame. This numhenshall be equal to the number of colu
matrix (14.1.1), and shall be signaled via the NUM_TXTS field of the ATIF. Each o
ent with different antenna weights, accocding to the training matrix.

ple training frame. The number oftraining symbols shall be signalled via the NUM |
ATIF. These training symbolsx$hall all be transmitted using the same transmit a

ining matrix in closed-loop mode
with N antenna elements shall train its transmit antenna weights using a training m
K as defined beloWwy»The antenna weight of the n'" antenna element in the transmis

K is the number of training symbols and is determined as below.

Hadamard matrices H(K), listed below, satisfy H(K)H(K)’ = Klx = H(K)’'H(K) and hg
-1, -j}. This eases the implementation
g‘antenna weights. These matrices exist when K is even.

ing antenna weight training in closed-loop mode,‘the transmitter shall include a nunmber of

mns of
these

in the
|RXTS
ntenna

atrix T
5ion of
matrix

ve the
of the

For a transmitter with N antennas, K shall be chosen follows: if N<16, K is chosen as the lowest even
number that is not smaller than N, i.e., K= N if N is even and K = N+1 if N is odd. If N>16, K is chosen
as the lowest multiple of 4 that is not smaller than N. Finally, the training matrix T shall be chosen as
the first N rows of H(K).

The following lists the complex Hadamard matrix used to construct the training matrix.
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(76)

(77)

(78)

S— — ]t — o — —
_ P

—_— e — e e e e e
_ Lo

— ] e e e e e r—
P I

— e TR e T T T T e e T |

T T T T T T T —

S rm— t— t— — m— m— e

N e e e e e e O

C— — r— t— — — O — O —

—_— e e ey — e re—
| |
— e — ] — e e e
| |
— i ] e e e— — —
[ _ [
— ] v e — r— r—

C— r— — O — O —

P— tm— tm— rm— —

P— rm— tmm— tm— —

f— t— tm— — —
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4,8,12, 16, 20, 24, 28 and 32 is formed as the Kronecker

The complex Hadamard matrix H(K) for K

product H (K /2)® H (2) -

H(6) ® H(6) . Here the

Finally H(36) equals the Kronecker product
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Kronecker product of a matrix A of size p x g and a matrix B of size r x s is the matrix C = A® B of

size pr x gs with elements C = Alem 0o where k=1,...,p, I=1,...,q, m=1,...,r, and n=1,...,s.

(k=1)r+m,(1-1)s+n
14.1.2 Tracking matrix
The training matrix for antenna tracking shall be of size N x 3 and shall be chosen as

Tnk :Wncurrent exp[—j27f(rn—1)(ck—1)/M]’ where M and the numbers r, are as in the Fourier

current

codebook, clause 14.2.1, and the numbers c, are given by ¢, =M,c,=1C,=2. Here W,

stands for thg transmit antenna weights that the transmitter is currently using. The three columng of the
training mattix correspond to an angular sweep around the current antenna weights.

14.2 Anfenna training feedback in closed-loop mode

In closed-logp mode specified in Table 48, after receiving the training frame containing the K tfaining
symbols, thg receiver shall give feedback about the transmitting antennajweight settings the
transmitter shall use in subsequent transmissions, Such feedback shall be sent.in one of the following
forms:

e anindex|of best received training symbols.
» anindex|of a codeword in a codebook
e quantisef antenna weights

Table 49 summarizes the possible modes of feedback and<ndicates whether they are mandajory or
optional for the transmitter, i.e., whether the transmitter shall be able to interpret that kind of fegdback
in closed lopp mode, and the receiver, i.e., whether thie“receiver shall be able to give that kind of
feedback when requested to do so.

Table 49 - Summary~of feedback methods

. Mandatory/aptional for transmitter | Mandatory/optional for
Kirld of feedback (interpreting feedback) receiver (giving feedback)
index of best received nmiandatory for Type A optional for Type B
trajning symbol
trapsmission weights with mandatory for Type A mandatory for Type A
Foyrrier codebook
trapsmission weights with optional for Type A optional for Type A
W4lsh codebeok
trapsmission weights with optional for Type A optional for Type A
quntised coefficients

14.2.1 Index feedback

In index feedback, the feedback is the index of best received training symbol. It is also the column of
the training matrix which gave the best reception quality. This index i,y iS encoded using 8 bits as

specified in Table 50.

14.2.2 Codebook based feedback

There are two types of codebook, the Fourier codebook and the Walsh codebook. Their constructions
are described below.

The transmit beamforming vector v is estimated at the receiver side. In order to feed the knowledge of
v back to the transmitter, a vector quantization approach is used. Let C be the Fourier or Walsh

codebook matrix of size NxM as defined below and let ¢; denote the i column of C. The receiver
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Hol o 0 . _ .
‘Ci V‘ , 1.€., imax IS the index of the codeword that is most

correlated to the estimated beamforming vector v. Then the binary representation of the index ipax
shall be fed back to the transmitter, using 8 bits as specified in Table 50.

Table 50 - Representation of the beamforming index

imax bs.....0g imax by,....bg imax bs.....0g imax bs.....0g
1 00000000 | 33 00100000 | 65 01000000 | 97 01100000
2 00000001 | 34 00100001 | 66 01000001 | 98 1)1100001
3 00000010 | 35 00100010 | 67 01000010 | 99 i)uooom
4 00000011 | 36 00100011 | 68 01000011 | 1Q0 +1100011
5 00000100 | 37 00100100 | 69 01000100 "}.101 1)1100100
6 00000101 | 38 00100101 | 70 01000101~ | 102 1)1100101
7 00000110 | 39 00100110 | 71 01000110 | 103 1)1100110
8 00000111 | 40 00100111 | 72 01000111 | 104 ?1100111
9 00001000 | 41 00101000 | 73 01001000 | 105 +1101000
10 00001001 | 42 00101001 | 74 01001001 | 106 *1101001
1 00001010 | 43 00101010 <75 01001010 | 107 +1101010
12 00001011 | 44 001010245 | 76 01001011 | 108 @1101011
13 00001100 | 45 00104100 | 77 01001100 | 109 1)1101100
14 00001101 | 46 00101101 | 78 01001101 | 110 1)1101101
15 00001110 | 47 00101110 | 79 01001110 | 111 *1101110
16 00001111 | 48 00101111 | 80 01001111 | 112 +1101111
17 00010000 _4-49 00110000 | 81 01100000 | 113 1)1110000
18 00010001 ) | 50 00110001 | 82 01010001 | 114 1)1110001
19 00010010 | 51 00110010 | 83 01010010 | 115 1)1110010
20 00010011 | 52 00110011 | 84 01010011 | 116 1)1110011
21 00010100 | 53 00110100 | 85 01010100 | 117 +1110100
22 00010101 | 54 00110101 | 86 01010101 | 118 01110101
23 00010110 | 55 00110110 | 87 01010110 | 119 01110110
23 00001110 | 47 00101110 | 79 01001110 | 111 01101110
24 00010111 | 56 00110111 | 88 01010111 | 120 01110111
25 00011000 | 57 00111000 | 89 01011000 | 121 01111000
26 00011001 | 58 00111001 | 90 01011001 | 122 01111001
27 00011010 | 59 00111010 | 91 01011010 | 123 01111010
28 00011011 | 60 00111011 | 92 01011011 | 124 01111011
29 00011100 | 61 00111100 | 93 01011100 | 125 01111100
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Table 50 - Representation of the beamforming index (concluded)

imax b,....bg imax b,....bg imax b,....bg imax b,....bg

30 00011101 62 00111101 94 01011101 126 01111101

31 00011110 63 00111110 95 01011110 127 01111110

32 00011111 64 00111111 96 01011111 128 11111111
Upon receiying—the—index—i5 5 the—transmitter—statt—use—the——corresponding—codeword Cmax to
approximate|the actual beamforming vector v.
14.2.2.1 donstruction of Fourier codebook
The Fourier [codebook is constructed based on a Fourier transformation matrix andva differenge set.

Let N be th

Define the F

codebook m

column indid|
a modulo M

atrix Cg shall be chosen as the normalized NxM submatrix of Fy; such that the ¢

es are {1,2,...,M} and the chosen row indices are {rlg2,.,r\}, where RK :{rl, (.
fdifference set as given in Table 51, i.e.

e number of transmit antennas. Compute |\ = 22+le(\)] _q and K = 2%le:(h] _1

1 )
burier matrix Fy of size MxM as [Fy ], :Wexp[—JZn(n—l)(m—l)/M] . The Fourier

hosen

It is

1 .
[C.]... =4=exp[-j2z(r,-)(m-1)/M]
F s .
n,m '\/W n
Table 51- Parameters of*Fourier codebook matrix

N M K r]_y..-qu

213 7 3 2,3,5

41...7 15 7 1,6,8,11, 12, 14, 15

8)..,15 31 15 2,3,4,5,7,9, 13, 16, 17, 18, 24, 25, 28, 30, 31

16¢,...31 63 31 1, 8, 10, 12, 15, 16, 19, 23, 26, 28, 29, 31, 32, 36, 37,
38, 40, 45, 46, 48, 50, 51, 52, 55, 56, 57, 59, 60, 61, 62,
63

32,...,36 127 63 2,3,4,5,6,7,9,10, 11, 12, 13, 16, 17, 18, 19, 21, 23,
24,25, 30, 31, 33, 34, 35, 37, 40, 41, 45, 47, 49, 50, 56,
58,59, 60, 61, 65, 66, 67,69, 70, 72,73, 76, 79,81, 84
89, 92, 93, 94, 97, 99, 100, 102, 106, 110, 111, 114,
115, 117, 119, 121

14.2.2.2 Construction of Hadamard codebook

The Hadamard codebook is constructed based on the Hadamard matrix H(2K) of size 2x2X, as given in

14.1.2, with the addition that H(64)=H(32)® H(2). Let N be the number of transmit antennas.

Compute M :2“092’\”. The Hadamard codebook C,, shall be chosen as the NxM submatrix of the
Hadamard matrix H(M) such that the chosen column indices are {1,2,3,...,M} and the chosen row

1
indices are {1,2,3,...,N}. The (n,m) element of C is specified as [CH ]n,m - \/%[H (M )]n,m .
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14.2.3 Quantised weights
The phases d; and amplitudes a; of the N components of the estimated transmit beamforming vector v

are uniguely determined by v, = a exp(jzd, /180) , where & 20 and —11.25° <d; <348.75° . The

. d. . . .
receiver calculates n, =[—' , where [.] denotes rounding to the nearest integer. Each n; is an

integer in {0,1,,...,15}.

The fepdback shall consist of N octets, the first four bits, bg, .. by of the it octet shall comprise the 4-bit
representation of n;, as specified in Table 52, the last four bits by,...,b; are reserved for'future use and
shall be set to zero.

Table 52 - Quantised weights feedback

n; bs,...,.bg n; bs,...,.bg
0 0000 8 1000
1 0001 9 1001
2 0010 10 1010
3 0011 5\ 1011
4 0100 12 1100
5 0101 13 1101
6 0110 14 1110
7 0111 15 1111

15 MAC frame formats

This Jlause specifies the,format of MAC frames. An overview of the MAC frame with dgscriptions of
common fields is followed by Clauses for each frame type and subtype. The final Clause gontains a list
of infofmation elements that may appear in beacon frames and some command frames. Dctets of the
EUI [3] are passed-to the PHY SAP in ascending index-value order.

15.1 | Frame format conventions
The following conventions and definitions apply throughout this Clause.

15.1.T—Ffgures

MAC frames are described as a sequence of fields in a specific order. Figures in this clause depict
fields in the order they are delivered to the PHY SAP, from left to right, where the left-most field is
transmitted first in time. In field figures, bits within the field are numbered from the least-significant bit
on the right to the most-significant bit on the left.

An example sequence of fields is specified in Figure 51.

octets: 2 1 4

First field transmitted (2 octets) | Second field transmitted (1 octet) | ... | Last field transmitted (4 octets)

Figure 51 - Example sequence of fields
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15.1.2 Octet order

Unless otherwise noted, fields longer than a single octet are delivered to the PHY SAP in order from
the octet containing the least-significant bits to the octet containing the most-significant bits.

An example of a bitmap specification for a two-octet field is specified in Figure 52.

bits: b15-b13 b12-b8 b7-b0

Most-significant bits of second octet transmitted | Least-significant bits of second octet transmitted | First octet transmitted

Figure 52 - Fxample hitmap specification for a field

15.1.3 Eng¢oding
Values specified in decimal are encoded in unsigned binary unless otherwise stated.

A bitmap is & sequence of bits, labelled as bit[0] through bit[N-1]. A bitmap is encoded in a field such
that bit[0] dorresponds to the least-significant bit of the field and subsequend bitmap elgments
correspond fo subsequent significant bits of the field. Octets of the field are presented to the PHlY SAP
in order fron] least-significant octet to most-significant octet.

Reserved figlds and subfields are set to zero on transmission and ignored on reception.

15.2 General MAC frame format

Frame transpactions that do not employ aggregation shall use unaggregated MAC frames, whilgl frame
transactions|that employ aggregation shall use aggregated MAC,frame format.

15.2.1 Unpggregated MAC frame

An unaggregated MAC frame consists of a fixed-length*MAC Header and an optional variablejlength
MAC Frame |Body.

The Fixed-Lg¢ngth MAC header is specified in Figufe 53.

octets: 2 2 2 2 2

Frame Control | DéstAddr | SrcAddr | Access Information | Sequence Control

Figure 53 - Fixed-length MAC Header format

The overall I[ength of the MA€ Header of an unaggregated MAC frame is 10 octets.

The MAC frgme body, when present, contains a Frame Payload and Frame Check Sequence (FCS) as
shown in Figure 54

octets: L 4
—_—

Frame Payload FCS

Figure 54 - MAC frame body format
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In secure frames the frame payload includes security fields as shown in Figure 55. The left-most four
fields in Figure 55 are collectively referred to as the security header.

octets: 3 1 2 6 P 16
Temporal Key Security Encryption Offset Secure Frame Secure Message Integrity
Identifier Reserved (EO) Number (SFN) Payload Code (MIC)

(TKID)

The le

includg

In this

frame

15.2.
An ag
Body.

The A
be set

Figure 55 - Frame payload field format for secure frames

2 Aggregated MAC frame

gregated MAC frame consists of a variable-length MAC header and a variable-length
The MAC header of an aggregated MAC frame is specified in Figure 56.

hgth of the frame body shall be limited to pMaxFrameBodySize. If the Frame.-Payl
zero, the FCS field is not included, and there is no MAC Frame Body. The Frame' Pa
s the length of the security fields for a secure frame.

octets: 2 2 2 2 2+4N
Frame Control DestAddr SrcAddr Access Aggregation
Information | Header

Figure 56- Variable-length MAC header of an aggregated MAC frame

pad length is
yload length

Clause, a reference to the payload of a frame indicates the Frame Payload field of @ non-secure
|or the Secure Payload field of a secure frame. The payload is a sequénce of octef
payload[0] through payload[P-1]. Octets are passed to the PHY SAP in astending index-v

5 labelled as
hlue order.

MAC Frame

CK Policy of the Frame Control field in the MAC header of any aggregated MAC frames shall not
to B-ACK (See 15.2.3.3).~Fhe aggregation header field is specified in Figure 57.

olctets: 2

2

2

2

2

MYDU Count

Sequerice Control
ofMSDU 1

Length of MSDU 1

Sequence Control

of MSDU N

Length

fMSDU N

The M

The L

Figure 57 - Aggregation header

SRU€ount field contains the number of MSDUSs included in the aggregated frame.

ngtn tields In the Aggregation Header Tield ndicate the lengin n octets or the C

MSDUs. The lengths do not include the Pad octets.

The overall length of the MAC Header of an aggregated MAC frame is 10+N*4 octets.

rresponding

The MAC Frame Body of an aggregated MAC frame contains multiple MSDUs, each aligned to a 4-
octet boundary, and their corresponding FCS. The aggregated MAC frame body is specified in

Figure 58.
octets: My 4 0-3 Mo 4 0-3 Mn 4
MSDU 1 FCS of Pad to MSDU 2 FCS of Pad to MSDU N FCS of
MSDU 1 4-octet MSDU 2 4-octet MSDU N
boundary boundary

Figure 58 - Frame body for aggregated MAC frames
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The length of the frame body shall be limited to pMaxFrameBodySize.

15.2.3 Frame control
The Frame Control field is specified in Figure 59.

bits: b15 b14 b13 b12-b9 b8-b6 b5-b4 b3 b2-b0

Tracking Aggregation Retry Frame Subtype | Frame ACK Secure Protocol

Indication Request / Delivery 1D Type Policy Version

Figure 59 - Frame control field format

15.2.3.1 Hrotocol version
The Protoco] Version field is invariant in size and placement across all revisions-of\this Internptional
Standard. For this revision of the Standard, Protocol Version is set to zero.MAHN other valugps are
reserved.
15.2.3.2 Secure
The Secure pit is set to ONE in a secure frame, which is protected usingthe temporal key specified by
the Temporal Key Identifier (TKID). The Secure bit is set to ZERO atherwise. Frames with the $ecure
bit set to ONE use the Frame Payload format for secure frames, as-shown in Figure 55. Valid sttings
for the Secufe bit in each frame type are listed in Table 103 in A%7:2.
15.2.3.3 ACK policy
The ACK PRolicy field is set to the type of acknéwledgement requested by the trangmitter.
Acknowledgément procedures are described in 16.12.@he allowed values for the ACK Policy figld are

defined in T4

ble 53.

Table 53 - ACK\policy field encoding

Value ACK policy type Description

0 No-ACK The-recipient(s) do not acknowledge the transmission, and the sender treats
the transmission as successful without regard for the actual result. The usg¢
of this policy is defined in 16.12.1.

1 Imm-ACK The addressed recipient returns an Imm-ACK frame after correct receptior,
according to the procedures defined in 16.12.2.

2 B-ACK The addressed recipient keeps track of the frames received with this policy
until requested to respond with a B-ACK frame, according to the procedurep
defined in 16.12.3.

3 B-ACK Request The addressed recipient returns a B-ACK frame after reception according
to the procedures defined in 16.12.3.

15.2.3.4 Frame type

The Frame Type field is set to the type of frame that is being sent. Table 54 lists the valid frame type
values, descriptions, and the Clauses that describe the format and use of each of the individual frame

types.

98

Table 54 - Frame type field encoding

Value

Frame type Clause

0 Beacon frame 15.3

© ISO/IEC 2011 - All rights
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Table 54 - Frame type field encoding (concluded)

If the H
in 15.2

15.2.3

Value Frame type Clause
1 Discovery frame 15.4
2 Control frame 15.5
3 Command frame 15.6
4 Data frame 15.7
5 Aggregated MAC frame 15.8
6-7 Reserved

rame type field is set to Aggregated data frame, a variable-length MAC,h@ader that
.2 shall be used.

.5 Frame subtype / delivery ID

The Frlame Subtype / Delivery ID field is used to assist a receiver in\the”proper processin

frames
155a
and se
15.2.3
The R
an ear
15.2.4
The A

hd Table 62 in 15.6. In data frames and aggregated data frames, this field is used a
t to Stream Index. This field is reserved in all other frame types.

.6 Retry

ier frame. It is reserved in all other frame types:

.7 Aggregation request
jgregation Request bit is set to ONE in a data frame to initiate an instance of

mechgnism as specified in 16.10. The Aggfegation Request is set to ZERO in data frame

at all d

15.2.3
The T

ther times. It is reserved in all otherframe types.

.8 Tracking indication

acking Indication bit is s€tbto ONE in a control frame, or an aggregated track

indicate the inclusion of ATTIE and/or AFIE in the last MSDU for antenna tracking purpo

set to
15.2.4

VERO otherwise, and is reserved in all other types of frames.
DestAddr

The D

stAddr field.is-set to the DevAddr of the intended recipient(s) of the frame. T

is described

j of received

. In control or command frames, this field is used as Framé Subtype, as defined in Table 60 in

5 Delivery 1D

btry bit is set to ONE in any data, aggregated data, or command frame that is a retrgnsmission of

aggregation
5 transmitted

ng frame to
e. The bit is

he DevAddr

specifies a single~device for a unicast frame, a group of devices for a multicast frame, or aJl devices for
a broaplcast frame. DevAddr values are described in 16.1.1.

15.2.

SrcAddr

The SicAddr field is set to the DevAddr of the transmitter of the frame.

15.2.6 Sequence control

The Sequence Control field identifies the order of MSDUs/MCDUs and their fragments. The Sequence
Control field is specified in Figure 60. The Sequence Control field is reserved in control frames.

bits: b15 b14 b13-b3 b2-b0

Reserved | More Fragments | Sequence Number | Fragment Number

Figure 60 - Sequence control field format
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15.2.6.1 F

ragment number

The Fragment Number field is set to the number of the fragment within the MSDU or MCDU. The
fragment number is zero in the first or only fragment of an MSDU or MCDU and is incremented by one
for each successive fragment of that MSDU or MCDU.

equence number

The Sequence Number field is set to the sequence number of the MSDU or MCDU, as defined in

15.2.6.2 S
16.1.9.3.
The Sequen

preserve fra
The Sequen

15.2.6.3 N

The More F
fragment of

15.2.7 Ac
The Access

15.2.7.1 O

The Duration field is 14 bits in length and is setdo an expected medium busy interval after the

the PLCP hs
16.1.9.1.

15.2.7.2 N

In frames s
transmitter
otherwise it

In frames sd
transmitter w
itis setto O

The More Filames bit is reserved in beacon, discovery and control frames. Additional rules reg

Ce Number field IS used for duplicaie irame detection, as described n 16.1.7,
me order when using the B-ACK mechanism, as described in 16.12.3.

ce Number field is reserved in control frames.

lore fragments

ragments field is set to ZERO to indicate that the current fragment is the sole d
he current MSDU or MCDU; otherwise, the field is set to ONE.

cess information
nformation field is specified in Figure 61.
bits: b15 b14 b13'b0
Access Method More Frames Duration

Figure 61 - Access information field format
uration

ader of the current frame in units of microseconds. The duration value is set as def|

lore frames
nt with the Access Method bit set to ONE, the More Frames bit is set to ZERQ
vill not send further\frames to the same recipient during the current reservation
s set to ONE.

nt with the Acceéss Method bit set to ZERO, the More Frames bit is set to ZER(Q
ill not send.further frames to the same recipient during the current superframe; oth
NE.

hnd to

r final

end of
ned in

if the
block;

if the
erwise

arding

the More Fr3

mes field are specified in 16.1.9.2.

15.2.7.3 Access method
The Access Method bit is set to ONE in all frames transmitted within a hard or private DRP reservation

block by the

reservation owner or target prior to the release of the reservation block.

The Access Method bit in an Imm-ACK, B-ACK or CTT control frame is set to the same value as the
Access Method bit in the corresponding received frame.

The Access
The Access

The Access

100

Method bit is set to ZERO in discovery frames.
Method bit is reserved in beacon frames.

Method bit is set to ZERO in frames transmitted at all other times.
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15.2.8 Frame payload

The Frame Payload field is a variable length field that carries the information that is to be transferred to

a device or group of devices. In a secure frame, it includes the required security fields
Figure 55 and defined below.

15.2.8.1 Temporal key identifier (TKID)

as shown in

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely

identifies this key from any other temporal keys held by the sender and the recipient(s) of
does not need to uniquely identify the key for devices not holding the key.

15.2.8 2 Security reserved

the frame. It

The S¢curity Reserved field is reserved, but included in authentication of the frame.

15.2.8.3 Encryption offset (EO)

The Encryption Offset field indicates where encryption starts, in octets, relativesfothe beg
Securg¢ Payload, as shown in Figure 55. A value of zero indicates that the.entire Secur
encrygted. A non-zero value in this field indicates that the first EO octets lef-the Security
not erjcrypted. Regardless of the value of this field, the entire Secure Payload, alon
appropriate fields, is authenticated by the MIC.

15.2.9
The S
secure
used b
15.2.8.5 Secure payload

The S¢cure Payload field in secure frames is the counterpart of the Frame Payload field i
framegq. It contains the information specific to individual frame types and protected by th
key identified in the TKID field of the same frame.

15.2.8.6 Message integrity code (MIC)

The M|IC field contains an 16-octet cryptographic checksum used to protect the integrity
Header and Frame Payload.

15.2.9 FCS

The FCS field contains a 32-bit-value that represents a CRC polynomial of degree 31.

.4 Secure frame number (SFN)

-N field provides message freshness as a defence against replay attacks. The S
frame is set to the next value of the sender's secure frame counter (SFC) for the
y this frame. SFC setting and replay protection are~described in 17.4.2.

The CRC is calculated-over a calculation field, which is the entire Frame Payload
specification. The calculation field is mapped to a message polynomial M(x) of degree k-
the number of bits in .the calculation field. The least-significant bit of the first octet pres

PHY YAP is the Goefficient of the x*'1 term, and the most-significant bit of the last octet t
the cogfficient.of'the x° term.

The CRCjs-calculated using the following Standard generator polynomial of degree 32:

inning of the
e Payload is
Payload are
g with other

N field in a
emporal key

N non-secure
e symmetric

of the MAC

ield for this
L, where k is
ented to the

ransmitted is

G(X) = X32 + x26 + x23 4 x22 4 )16 4 12 4 (11 4 310 4 (8 L o7 4354 d 2 Ly

1 (79)

The CRC polynomial is the one's complement of the modulo 2 sum of the following remainders:

The remainder resulting from xK x (xg’l +x30+ L+ x+ 1) divided (modulo 2) by G(x).

The remainder resulting from x32 x M(x), divided (modulo 2) by G(x).

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the
coefficient of the x31 term and the most-significant bit is the coefficient of the x° term. Figure 62

illustrates the encoding of the FCS field for the CRC polynomial:

© ISO/IEC 2011 - All rights reserved
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a31X31 + a30X30 + a29X29 + ...+ a2X2 + a X + adp (80)
bits: b31 b30 b29 b2 bl b0
Qo a a ag azo agl
Figure 62 - FCS field encoding
|nacommo Rplementation—a ha SYa¥dan er—the—n 3 ematnde 2 ha—di a¥a presel to a“
ONEs and ig then modified via division of the calculation field by the generator polynomial, G({). The

one’s compl
all ONEs. T
absence of {
value is the

w31 + 330
15.3 Be

MAC heade
referred to a

bment of this remainder is the FCS field. At the receiver, the initial remainder(is prgset to
e serial incoming bits of the calculation field and FCS, when divided by.G(x)[in the
ransmission errors, results in a unique non-zero remainder value. The dnique remnfainder
bolynomial:
L x26 1+ x5 4 x24 4 x18 4 x15 4 514 4 12 1 511 4 410 4 484 6146 1 44 13 x+ ] (81)
acon frames

field settings for beacon frames are described in Table 55. Beacon frames are also
5 beacons throughout this specification.

Table 55 - MAC header field values for beacon frames

Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (No-ACK)
Frame Type 0 (beacon frame)
Frame Subtype / Delivery ID Reserved
Retry Reserved
Aggregation Request Reserved
Tracking Indication Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter

Sequence Control

As defined in 15.2.6 and 16.1.9.3

Duration As defined in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method Reserved

102
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The beacon frame payload is specified in Figure 63.

octets: 9 L, Ly

Beacon Parameters | Information Element 1 Information Element N

Figure 63 - Payload format for beacon frames

The mformatlon elements (IEs) that may be included in a beacon frame are listed in Table 74 in 15.9.

IEs ar
IE with

The beg

The dg
NULL
a sequ
are th
selecte

The B
transm

The B¢

the be
slots. |

The D

Element ID zero through seven, but may appear ahywhere after those IEs. DRP\|
the same Target DevAddr and Stream Index are adjacent to each other in the beacom:

acon parameters field is specified in Figure 64.

octets: 6 1 1 1

Device Identifier Beam Identifier Beacon Slot Numbér Device Control

Figure 64 - Beacon parameters field format

vice identifier field is set to the EUI-48 [3] of the device sending the beacon. A devi
FUI-48 value (all bits set to ONE) to indicate it.does not have a unique EUI-48 valu
ence of 6 octets, labelled as eui[0] through.€ui[5]. The first three octets (eui[0] th
b manufacturer's OUI, and the last threegoctets (eui[3] through eui[5]) are the n
bd extension identifier.

bam Identifier field is set to a value;that uniquely identifies the beam that the de
it this beacon frame.

bacon Slot Number field is set t6 the number of the beacon slot where the beacon
acon period (BP), in the range of [0, mMaxBPLength-1], except in beacons sent
n signalling slots it is s&t to the number of the device's non-signalling beacon slot.

bvice Control field is‘spécified in Figure 65.

prior to any
s that have

e may use a
e.The EUl is
ough eui[2])
anufacturer-

vice uses to

s sent within
in signalling

bits: b7-b6

b5

b4

b3-b2

b1l

bO|

Security,Mode

Reserved

Forced Sync

Status

Signaling Slot

Moval

hle

Eigure 65 - Device control field format

The Movable bit is set to ONE if the beacon is movable according to 16.5.3.10, and is set to ZERO

otherwise.

The Signalling Slot bit is set to ONE if the beacon frame is sent in a signalling beacon slot according to
16.5.3.6, and is set to ZERO otherwise.

The Status field is set to the following values to indicate the status or function of the beacon frame.

© ISO/IEC 2011 - All rights reserved
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Value

Meaning

0

Ready
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Table 56 - Status field meaning (concluded)

Value Meaning
1 Preemptive
2 Dual

The Forced Sync bit is set ONE to indicate the device is a forced synchronization device, according to
16.8, and is set to ZERO otherwise.

The security[rmode fiefd s setto the security Tmode at Wit the device 15 currentty operating-

15.4 Digcovery frames
MAC header field settings for discovery frames are described in Table 57.

Table 57 - MAC header field values for discovery frames

Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (Ne-A€K)
Frame Type 1 (discevery frame)
Frame Subtype / Delivery ID Reserved
Retry Reserved
Aggregation Request Reserved
Tracking Indication Reserved
DestAddr BestAddr
SrcAddr DevAddr of the transmitter

Sequefice Control As defined in 15.2.6 and 16.1.9.3

Duration As defined in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method Reserved
The discovery frame payload is specified in Figure 66.
octets: 7 Ly Ln

Discovery Parameters | Information Element 1 Information Element N

Figure 66 - Payload format for discovery frames

The information elements (IEs) that may be included in a discovery frame are listed in Table 74 in 15.9.
IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any
IE with Element ID zero through seven, but may appear anywhere after those IEs. DRP IEs that have
the same Target DevAddr and Stream Index are adjacent to each other in the discovery frame.
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The Discovery Parameters field is specified in Figure 67.

octets: 6 1

Device ldentifier Device Control

Figure 67 - Discovery parameters field format

nnnnnnn

+ +

The dg
NULL
a sequ
are th
selecte

The D

svecaadantifiay f1o10 1o o
FUI-48 value (all bits set to ONE) to indicate it does not have a unique EUI-48 yalu
ence of 6 octets, labelled as eui[0] through eui[5]. The first three octets (eui[0] th

a)

ed extension identifier.
bvice Control field is specified in Figure 68.

taotha LI A0 D] ~f +1 al
OO0 [I9] UTr arc—ac

manufacturer's OUI, and the last three octets (eui[3] through eui[5]) are ithe n

bits: b7-b6 b5 04-b0

Security Mode Status Reserved

Figure 68 - Device controhfield format

curity mode field is set to the security mode at which the device is currently, or will

€ may use a

e.The EUI is

ough eui[2])
anufacturer-

pe, operating

The sg
in a dgta channel.
The status field is set to the following valuesito indicate the function of the discovery framg.
Table 58 - Status field meaning
Value Meaning

0 Discovery

1 Response
15.5 | Controkframes
Defaulf MAC Header field settings for control frames are listed in Table 59. Specific MAC|Header field
settings and<payload descriptions for each of the control frames are shown in the following Clauses.

Table 59 - MAC header field values for control frames

Header field Value

Protocol Version 0

As defined in 15.2.3.2

Secure
ACK Policy 0 (No-ACK)
Frame Type 2 (control frame)

Frame Subtype Value from Table 60

Retry Reserved

Aggregation Request Reserved

© ISO/IEC 2011 - All rights reserved
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Table 59 -

MAC header field values for control frames (concluded)

Header field

Value

Tracking Indication

As described in 15.2.3.8

DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter
Sequence Control Reserved
Duration As described in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method As described in 15.2.7.3
Table 60 list$ valid values for the frame subtype field for control frames.
Table 60 - Frame subtype field encoding for contrel-frames
Value Control frame subtype Description
0 Imm-ACK Acknowledges,correct receipt of the
previously-received frame
1 B-ACK Acknowledges correct or incorrect receipt of
one or. more preceding frames
2 RTT Anhounces to a recipient device that the
sender is ready to initiate antenna training
and requests confirmation of the ability to
perform antenna training
3 CTT Responds to a RTT control frame that the
recipient is able to perform antenna training
4 FRN Provides antenna training status and/or
feedback and requests to change training
parameters
5 B-Poll Provides Master services to Type B slave
device
6 B-Poll Response Acknowledges B-Poll sent by a Type A
Master device
7-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

15.5.1

Immediate acknowledgement (Imm-ACK)

In Imm-ACK frames, the DestAddr field is set to the SrcAddr of the received frame that is
acknowledged. Imm-ACK frames with Tracking Indication set to ZERO have no frame payload.
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When used in implicity antenna tracking, the Tracking Indication bit in the MAC header is set to ONE
to indicate inclusion of ATTCIE and/or AFIE. Its payload format is specified in Figure 69.

Octets: 0, or 4 0,orL

ATTCIE AFIE

Figure 69 - Payload format of ACK frames

15.5.2_Block ar‘l(nn\/\/lnrigpmnnf (R-A(‘K)
In B-ACK frames, the DestAddr field is set to the SrcAddr of the frame that requested the.B-ACK.

The B{ACK frame acknowledges correct or incorrect receipt of the previous sequénce of frames and
provides information for the transmission of the next sequence of frames as desc¢rjbed in [L6.12.3. The
B-ACK frame payload is specified in Figure 70.

Dctets: 2 1 1 2 o-n 0,or4 0, or L
Buffer Size Frame Count Reserved Sequence Frame ATTCIE AFIE
Control Bitmap

Figure 70 - Payload formatyfor B-ACK frames

The Blffer Size field specifies the maximum numbeb of octets in the sum of the frame payloads of all
frameg in the next B-ACK sequence.

The Frlame Count field specifies the maximum number of frames in the next B-ACK sequegnce.

If the Fixed Size B-ACK Buffer Element hit’ of the MAC capability IE of the device is set|to ONE, the
fixed gize of a buffer element in the device is the Buffer Size value divided by the Frame|Count value
specified in the B-ACK frame.

The sgquence control and framebitmap fields together specify an acknowledgement window of MSDU
fragmgnts and their reception status. The Sequence Control field specifies the Sequence|[Number and
Fragment Number that startthe acknowledgement window.

bits: b15-14 b13-b3 b2-b0

Reserved Sequence Number Fragment Number

Figure 71 - Sequence control field format

The Frame Bitmap field varies in length. A zero-length Frame Bitmap field indicates an
acknowledgement window of length zero. Otherwise, the least-significant octet of the Frame Bitmap
field corresponds to the MSDU indicated by the Sequence Control field, and each bit of the octet
corresponds to a fragment of that MSDU. The least-significant bit in each octet corresponds to the first
fragment and successive bits correspond to successive fragments. Successive octets present in the
Frame Bitmap field correspond to successive MSDUs, and each bit corresponds to a fragment of the
MSDU. The acknowledgement window ends at fragment seven of the MSDU that corresponds to the
most-significant octet in the Frame Bitmap.

For all bits within the Frame Bitmap, a value of ONE indicates that the corresponding fragment was
received in either the current sequence or an earlier one. A value of ZERO indicates that the
corresponding fragment was not received in the current sequence (although it may have been received
in an earlier one). Bits of the least-significant octet of the Frame Bitmap field corresponding to
fragments prior to the start of the acknowledgement window are undefined. Frames with a Sequence
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Number earlier than the Sequence Number indicated in the Sequence Control field were not received
in the last B-ACK sequence. Such frames were previously received or are no longer expected.

The Tracking Indication bit in the MAC header of B-ACK frames indicates the existance of the ATTCIE
and/or AFIE at the end of the frame. It is set ONE, if any of ATTCIE or AFIE is included for the purpose
of antenna tracking; otherwise, it is set to ZERO.

15.5.3 Application-specific

The payload format for Application-specific control frames is specified in Figure 72

Octets: 2 N

Specifier ID Data

Figure 72- Payload format for application-specific control frames
The Specifief ID field is set to a 16-bit value that identifies a company or organization, as listed in [C.4].
The owner of the Specifier ID defines the format and use of the Data field.

15.5.4 B-Roll

A B-Poll Frame shall be used by a Type A device to start Master-Slave operation with a Type B slave
device and tp direct the Type B Slave when to send its dual-beacon.

The payload|of a B-Poll frame is specified in Figure 73.

octets: 4 L1 Ln

D|rected Beacon Parameters Informatioh.Element 1 Information Element N

Figure 73 -*‘Rayload format for B-poll frames

The information elements (IEs) that\may be included in a B-Poll frame are listed in Table 74 ip 15.9.
IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior|to any
IE with Element ID zero throughtseven, but may appear anywhere after those IEs. DRP IEs thgt have
the same Tdrget DevAddr and Stream Index are adjacent to each other in the beacon. In a|B-Poll
frame, the Type A master.shall only include the IEs that need to be included in the directed dual-
beacon of the Type Bi{slave. ATTCIE may be included in a B-Poll frame to initiate implicit aptenna
tracking.

The Directed Beacon Parameters field is specified in Figure 74.

octets: 2 1 1

Directed Beacon Offset Beacon Slot Number Device Control

Figure 74 - Directed Beacon Parameters field format

The Directed Beacon Offset field is set to the time when Type B is directed to send its dual-beacon,
measured from the end of the PLCP header of the B-Poll frame in units of microseconds.

The Beacon Slot Number field is set to the number of the beacon slot where the Type B slave is
directed to send its dual-beacon within the beacon period (BP), in the range of [mSignalSlotCount,
mMaxBPLength-1].
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The Device Control field is specified in Figure 75.

The M
otherw

The Si
signall
15.5.5

In B-P
payloa

AFIE 1

15.5.4

RTT a
and d¢
antenri
device
proced

15.5.6.

In RTT
desire
15.5.4

In CTT
carry i

b7-b2 bl bo

Reserved Signalling Slot Movable

Figure 75 - Device Control field format
ise.
gnalling Slot bit is set to ONE if the Type B master is directed to send an additiona
ng beacon slot according to 16.5.3.6, and is set to ZERO otherwise.
B-Poll response frame

pll response frame, the DestAddr field is set to the SrcAddr of the received B-Po
d of B-Poll response frames may carry a number of IEs, which iS/specified in Figure

Octets: L, Ly

Information Element 1 Information Element N

Figure 76 - payload format for B-Poll response frame

Antenna training/tracking control frames

nd CTT control frames shall be uséd to initiate and negotiate antenna training bet
pstination devices. RTT is transmitted by the source device whenever it wants f{
a training procedure with a destination device. Upon receipt of a RTT frame, th
shall respond with a CTT frame provided it is available to engage in the ante
ure. The antenna training-procedure is performed by exchanging TRN frames.

1 Request to train (RTT)
| frames, the DesStAddr field is set to the DevAddr of the device to which antenr

.2 Clear_to train (CTT)

frames,_the DestAddr field is set to the SrcAddr of the received RTT frame. CTT
N their frame payload the ATIE with the receiver device settings.

15.5.6

nay be included in a B-Poll response frame’to send back antenna tracking feedback.

set to ZERO

beacon in a

| frame. The
76.

lveen source
0 initiate an
e addressed
nna training

a training is

. RTT frames shall carry in their frame payload the ATIE with the transmitter devicg settings.

frames shall

8V Training control (TRN)

A TRN frame contains an ATTCIE and/or an AFIE in its payload. A TRN frame may also contain ATIE to
confirm training configuration in the reversed direction.

The payload of a TRN frame is specified in Figure 77.

Octets: 4 0,or5 0,orL

ATTCIE ATIE AFIE

Figure 77 - Payload format of a TRN frame
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15.6

Command frames

Default MAC header settings for command frames are shown in Table 61.

Table 62 spe

110

Table 61 - Default MAC header field values for command frames

Header field

Value

Protocol Version

0

Secure As defined in 15.2.3.2
ACK Policy U (NO-ATK) or I (Imm-ACK)
Frame Type 3 (command frame)

Frame Subtype

Value from Table 62

Retry As defined in 15.2.3.6
Aggregation Request Reserved
Tracking Indication Reserved

DestAddr

DevAddr of the recipient

SrcAddr

DevAddr of the transmitter

Sequence Control

As defined.in 15.2.6

Duration

As defined iln35.2.7.1 and 16.1.9.1

More Frames

Asdefined in 15.2.7.2

Access Method

As defined in 15.2.7.3

cifies the values for the frame subtype field for command frames.

Table 62 - Frame subtype field encoding for command frames

Value Command frame subtype Description

0 DRP Réservation Request Used to request creation or modification of a
DRP reservation

1 DRP Reservation Response Used to respond to a DRP reservation request
command

2 Probe Used to request for, or respond with,
information elements

3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way handshake
between two devices

4 Group Temporal Key (GTK) Used to solicit or distribute a GTK within a
secure relationship

5 Link Feedback Used to exchange link feedback information
and/or to recommend transmit power/rate
change

6 Relay Used to request for or respond with information
elements

7 Transmit Switched Diversity Used to initiate or to terminate the TSD

(TSD) Set Request operation. In addition, used to acquire channel

state information
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Table 62 - Frame subtype field encoding for command frames (concluded)

15.6.1

The D
DRP R

Each I
the Ta

15.6.7
The D

Value Command frame subtype Description
8 Transmit Switched Diversity Used to respond to the TSD Set Request
(TSD) Set Response command
9 FUCA Informs a recipient device of FUCA map
information on the next frame
10 TSD Switch Requests to switch the transmit antenna to an
arbitrary antenna during the TSD aperation
11 Channel Selection Used to select initial channel to send beacpns
12 -13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

DRP reservation request

RP Reservation Request command frame is used to create~or modify a DRP ress
eservation Request command frame payload is specified in Figure 78.

octets: M, M,

My

DRP IE-1 DRPJE*2

DRP IE-N

Figure 78 - Payload format for

DRP reservation request

command frames

DRP reservation response
RP Reservation Response command frame is used to respond to a DRP Reserva

DRP IE field included in the command frame corresponds to a reservation request
get/Owner DevAddr, Stream Index, and Reservation Type in the IE. The DRP IE is defi

command frame. The DRP'Reservation Response command frame payload is specified in

octets: My M,

My 0,or2to 34

DRP IE-1 DRP IE-2

DRP IE-N DRP Availability IE

Figure 79 - Payload format for DRP Reservation Response

rvation. The

identified by
hed in 15.9.12.

lion Request
Figure 79.

L
COITITarma 1

rdaifrics

The DRP Reservation Response command frame includes all the DRP IEs from the reservation
request. The DRP Availability IE is included according to the rules defined in 16.6.

15.6.3 Channel selection

The set of channel selection command frames are used to request channel scanning, to respond with
channel scanning results and to select channel to exchange MPDUSs.

The ACK policy field in the MAC header of channel selection command frame shall always be set to
Imm-ACK.

© ISO/IEC 2011 - All rights reserved

111


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

The payload of channel selection command frame is specified in Figure 80.

octets: 2

Ly

Ln

Channel Selection Control

Information Element 1

Information Element N

The Channe

Figure 80 - Payload format for Channel selection command frames

Selection Control field is specified in Figure 81.

bits: b15-b14

b13-b12

b11-b10

b9-b0

Command ID

Reserved

Reason Code

Channel ‘Bitmap

Figure 81 - Channel Selection Control field format

The Command ID field is set to the value as listed in Table 63,that identifies the Channel se]ection

command.

The encodin

112

Table 63 - Channel selection command ID

Command ID Channel selection command
0 Channel Scanning Request
1 Channel Scanning Response
2 Channel Change Request
3 Channel Change Response

p of Channel Bitmapifield is specified in in Figure 82.

Bit Band ID Description
0 1 Channel 1
1 2 Channel 2
2 3 Channal 3
3 4 Channel 4
4 5 Channel 5
5 6 Channel 6
6 7 Channel 7
7 8 Channel 8
8 9 Channel 9
9 10 Channel 10

Figure 82 - Channel Bitmap Field Encoding
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15.6.3.1 Channel Scanning Request

The Channel Bitmap field is set such that the bits corresponding to the channels requested to be
scanned are set to ONE.

The Reason Code field in a Channel Scanning Request is reserved.

The first Information Elements field shall include a Scan Timing IE to indicate the time when the device
returns back to Discovery Channel to listen for scanning response to the scanning request.

15.6.3.2 Channel Scanning Response
The Channel Bitmap field is set to the same as in the Channel Scanning Request.

The Reason Code field in a Channel Scanning Response is reserved.

The Inlormation Elements fields shall include a number of DRP availability IEs. The number of DRP
availability IEs shall be the same as the number of channels requested to be scanhed.

Followjng a number of DRP availability IEs, the Information Elements fields may-also include a number
of channel measurement IEs. The number of channel measurement IEs shall be either the same as
the number of channels requested to be scanned or the number of (Channels with nd superframe
structyre.

If a scanned channel has no superframe structure, the correspending DRP availability IF shall have
zero lgngth DRP availability bitmap and a channel measurement-E (for channels withouf superframe
structyre, see 15.9.11) shall be included in the Channel Scanning Response.
15.6.3.3 Channel Change Request

The first Information Elements field shall include a Channel Change IE.

The R¢ason Code and Channel Bitmap fields in a €hannel Change Request are reserved

15.6.3.4 Channel Change Response

The first Information Element field shall include a Channel Change IE that is the same as the one in the
Channjel Change Request to which it is responding. The Reason Code field shall be set appropriately
as listed in Table 64.

Table;64 - Reason code field encoding

Value Code Meaning
0 Accepted The channel change request is agreed upgn
1 Unavailable The channel change request is rejected

because the channel in concern does not have
enough MASs

2 Conflict The channel change request is rejected
because the channel change request conflicts

with-the scannina response sent
~ Lt

3 Invalid The device does not support channel

The Channel Bitmap field is reserved in the Channel Change Response.

15.6.4 Link feedback

The set of Link Feedback command frames are used to exchange feedback information pertaining to
power control, rate control and certain link quality metrics between two devices. The payload of the
Link Feedback command is specified in Figure 83.
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octets: 1

Oor N

Feedback Control

Link Feedback

Figure 83 - Payload format for link feedback command frames

The Feedback Control field is specified in Figure 84.

bits: b7-b6

b5-b3

b2-b0

Command ID

Reserved

Request Bitmap

The command ID field is set to the value as listed in Table 65 that identifies the link feedback corj

Figure 84 - Feedback Control field format

Table 65 - Feedback Control field format

hmand

Conmpmand 1D

Link feedback command

Description

0 Transmit power and rate control

Recommends transmit power and rate change
to a sotirce device.

1 Link Feedback Response

Provides, in response to a link feedback
request, link quality metrics and/or
recommendation of rate and transmission
power change.

2 Link Feedback Request

Requests a sink device to provide link
feedback.

The Request Bitmap field is set according to Table 66.

Table 66- Request bitmap

Bit Meaning

Description

0 TPRC

Bit set to ONE to indicate requesting for, or the
existence of sink's recommendation on transmit
rate and power change

1 LQI

Bit set to ONE to indicate requesting for, or the
existence of feedhack on | QI of the link

2 FER

Bit set to ONE to indicate requesting for, or the
existence of feedback on frame loss/error rate
of the link

A link feed back command may contain 0-3 link feedback fields depending on setting of the Feedback

Control field.
15.6.4.1 Link feedback request

There shall be none Link Feedback field in the Link feedback request frame.
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15.6.4.2 Transmit power and rate control (TPRC)
The Feedback Control field of the TPRC is specified in Figure 85.

The Li

The Tansmit Power Level Change sub field is set to the change in transmit power level

device|recommends according to Table 87.

Bits: b7-b6

b5-b3 b2-b0

=0

Reserved =0

Figure 85 - Setting of Feedback Control field of TPRCs

ISO/IEC 13156:2011(E)

hk Feedback field of the TPRC is specified in Figure 86.

bits: b7-b4

B3-b0

Data rate

Transmit Power Level Change

Figure 86 - Link Feedback field formatof TPRCs

that the sink

The Data Rate sub field is set to the data rate that the Sink device recommends according to Table 88.

15.6.4

The R
to whig

The Li

The e

Reque

field e

The TF

.3 Link feedback response

bquest Bitmap field of a link feedback response is set to the same as in the link feed
h the device is responding.

nk Feedback field of a link feedback tesponse is specified in Figure 87.

octets: 1

1

TRRC

LQI

FER

Figure 87 - Link feedback field format

istence/of* TPRC, LQI and FER sub fields in the Link Feedback field is detern
st Bitmap field. A bit set to ONE in the Request Bitmap field indicates that the corres
ists\in the Link Feedback field. The order the sub fields appear is specified in Figu

back request

hined by the
ponding sub
e 87.

The LQI sub field is set to the Link Quality Indicator (LQI) of the link between the source and sink

devices. Its encoding is specified in Table 67.

Table 67- LQI field encoding

LQI value SNR/SINR value
0 0.0db
1 0.5db
2 1.0db
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The format d

Table 67- LQI field

encoding (concluded)

LQI value SNR/SINR value
62 31.0db
63 31.5db
64-255 Reserved

f the FER sub field is specified in Figure 88.

octet$: 1

1

2

2

1

Recipient Flpme Loss
Count

Recipient Frame Error
Count

Recipient Frame
Count

Source Frame
Count

Measurement Wiindow
Size

Figure 88 - FER field format

The Measurgment Window Size field is set to the amount of time, in-milliseconds during which the
measuremeijts as included in FER field were taken.

The Source

transmitted By the sink device to the source device.

The Recipiept Frame Count field is set to the total numbéy of frames that were correctly recei

the sink device from the source device.

—rame Count field is set to the total number of frames, including retransmissions that were

ved by

The Recipiept Frame Error Count field contains the-total number of frames that were receivgd with
FCS errors hut not with HCS errors by the sink device from the source device.

The Recipiept Frame Loss Count field is set.to the number of frames as observed by the sink deyice to

have been Igst.

15.6.5 Prqgbe
The Probe

request. Theg payload format is specified in Figure 89.

command frame is used”to request information from a device or respond to a

OctetstM;

M

My

Information Element 1

Information Element 2

Information Element N

Eiaure 89
g 210

Probe

If the payload includes a Probe IE, the command requests information from the recipient. Each

Information Element field contains one information element.
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15.6.6 Pairwise temporal key (PTK)

The PTK command frame is used in a 4-way handshake by a pair of devices, as described in 17.3.1, to
authenticate each other and to derive a shared symmetric PTK for securing certain unicast traffic
between the two devices. The PTK command frame is specified in Figure 90.

octets: 1 1 3 11 16 16 8
Message Status PTKID Reserved MKID I-Nonce/ PTK MIC
Number Code R-Nonce

Figure 90 - Payload format for PTK command frames

The M
secon

The SLtus Code in a PTK command indicates the current status of the 4-way handshake
sending this command. It is encoded as shown in Table 68.

essage Number is set to 1, 2, 3, or 4, respectively, in the PTK command’contair
third, or fourth message of the 4-way handshake. The other values af this field ar

ing the first,
P reserved.

At the device

Table 68 - Status code field encoding in'\PTK commands

Value Meaning
0 Normal-the 4-way hatndshake proceeds
1 Aborted-the 4-way.handshake is aborted per
security policy
2 Aborted:the'4-way handshake is aborted in order
to yiel@\to a concurrent 4-way handshake using
the.same master key
3 PTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device
4 - 255 Reserved
The PTKID is set to a ngn=zZero number as the TKID of the PTK to be derived from this
4-way [handshake proCedure. The initiator of the 4-way handshake chooses this value aftef determining
that th|s value is different from the TKID of the PTK, if any, that is to be replaced by the new PTK, and
the TKID of any 4K or GTK it currently possesses.
The MKID identifies the master key used in this 4-way handshake as described in 17.3.1.
The I-Nence/R-Nonce is a random number generated by the initiator or responder fdr this 4-way
handshake.-Thisfield-is-set to I-l\lnnr\n, the random number gnnnrntnd hy the initiatorin-the command

containing a Message Number of 1 or 3, and is set to R-Nonce, the random number generated by the
responder in the command containing a Message Number of 2 or 4.

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission
and is ignored on reception.

The PTK MIC in the PTK command containing a Message Number of 2, 3, or 4 is set to the MIC that
protects the fields in the payload of this command using the KCK generated from the first two
messages of the 4-way handshake as specified in 17.3.1.

The MAC Header for the PTK command frame is set as indicated in Table 61, with the ACK Policy set
to Imm-ACK.
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15.6.7 Group temporal key (GTK)

The GTK command frame is used to solicit or distribute a GTK following a PTK update. The GTK is
used to secure certain multicast traffic from a sending device to a group of recipient devices, and is
chosen by the sending device. The GTK command frame is always in secure form, and the Secure
Payload field is specified in Figure 91.

octets: 1 1 3 3 2 6 16

Message Status GTKID | Reserved GroupAddr | GTK SFC GTK

Al N o
TNUTTOCT TouT

Figure 91 - Payload format for GTK command frames

The Message Number is set to 0 in the GTK command transmitted by a multicast recipient depice to
solicit a new GTK from a multicast sender. The Message Number is set to 1 in‘the GTK corpmand
transmitted py a multicast sender to distribute a new GTK to a multicast recipient. The Mgssage
Number is set to 2 in the GTK command transmitted by a multicast recipient.device to respond|to the
distribution f a new GTK command.

The Status Gode in a GTK command indicates the current status of the”GTK solicitation or distrjbution
at the devicg sending this command. It is encoded as shown in Tabl&\69.

Table 69 - Status Code field encoding’ it GTK commands

Value Meaning
0 Normal-GTK sélicitation or distribution
proceeds
1 Rejected:GTK solicitation or distribution is

rejected per security policy

2 GTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

3-255 Reserved

The GTKID |n the GTK command containing a Message Number of O is set to the TKID of the GTK
being solicitg¢d. It is set to‘zero if the soliciting device does not know the TKID of the GTK it is soljciting.

The GTKID [n the GJFK{Command containing a Message Number of 1 is set to a non-zero number as
the TKID of the GTK-being distributed. The distributor chooses this value after determining that this
value is diffefrent(from the TKID of the GTK, if any, that is to be replaced by the new GTK, and th¢ TKID
of any PTK or&FK the distributor or recipient currently possesses.

The GTKID in the GTK command containing a Message Number of 2 is set to the GTKID in the last
received GTK command containing a Message Number of 1.

The GroupAddr is set to the McstAddr or BestAddr for which the GTK is being solicited or distributed. It
is set to O0x0001 if the GTK is applied to all broadcast and multicast traffic from the device distributing
this GTK.

The GTK SFC in the GTK command containing a Message Number of O is set to zero on transmission
and ignored on reception.

The GTK SFC in the GTK command containing a Message Number of 1 is set to the current value of
the secure frame counter set up for the GTK being distributed.

The GTK SFC in the GTK command containing a Message Number of 2 is set to the GTK SFC in the
last received GTK command containing a Message Number of 1.
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The GTK is the GTK distributed by the multicast sender for the McstAddr. In a GTK command soliciting
a GTK, the GTK is set to zero prior to encryption.

The MAC Header for the GTK command frame is set as indicated in 15.6.7, with the ACK Policy set to
Imm-ACK.

15.6.8 Application-specific
The payload format for Application-specific command frames is specified in Figure 92.

octets: 2 N

Specifier ID Data

Figure 92 - Payload format for application-specific command frame

The Specifier ID field is set to a 16-bit value that identifies a company ar(onganization, as listed in [C.4].
The owner of the Specifier ID defines the format and use of the Datafield.

15.6.9 Relay

The R¢lay command frame is used to request information fronica'device or respond to a Relay request.
The pgyload is the Relay IE as specified in 15.9.24.

15.6.10 Transmit switched diversity (TSD) request

The TED Set Request command frame is used to ifnitiate the TSD operation, to scan channels or to
terminpte the TSD operation by acquiring the infermation on the destination’s capability of the TSD
operatjon. This command frame also indicates whether the TSD operation is in scan modg or not. The
payload format for TSD Set Request command.frame payload is specified in Figure 93.

QOctet: 1 2

TSDStatus Reserved

Figure 98 - Payload format for TSD set request command frames

The T$DStatus field.indicates whether the TSD set operation begins or ends. This field also indicates
whethg¢r the TSD-set operation is in scan mode or not. The TSDStatus field is specified in[Table 94.

bits: b7-b1 bO

Reserved TSD Status indicator

Figure 94 - TSD status field format

The TSD status indicator field is set to 0b0O to indicate that this TSD set procedure is to begin the TSD
operation, to Ob01 to indicate that this TSD set procedure is to end the TSD operation or to Ob10 to
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indicate that this TSD set procedure is to request channel status measured from this command frame.
The value of Ob11 is reserved. The TSD status indicator field is encoded as Table 70.

Table 70 - TSD status indicator field encoding

TSD Status indicator Message
0b00 BEGIN
0b01 END
0616 SCAN
Ob11 Reserved

15.6.11 Trgnsmit switched diversity (TSD) set response

The TSD Sgt Response command frame is used to respond TSD Set Request command framje. The
TSD Set Request command frame payload is specified in Figure 95 .

Octet: 1 1 1
TSDStatus TSDPermit ChanhnelStatus

Figure 95 - Payload format for TSD set response.command frames

The TSDPermit field indicates whether the device supports the FSD’operation or not. The TSDPermit
field is specified in Figure 96.

bits: b7-b1 b0
Reserved TSD’support indicator

Figure 96 - TSD permit field format

The TSDPenmit field is set to one to indicate that-the device supports the TSD operation or to zero to
indicate thaf the device does not support the-"TSD operation. The TSD support indicator field is
encoded as [fable 71.

Table 71 - TSD-support indicator field encoding

TSD support indicator Message
0 NO_PERMIT
1 PERMIT

The Channe|Status field indicates the link quality of the channel, where the link quality shall be defined
as an estimate of the réceived SNR. When reporting the estimates of the link quality, the device shall
guantize thepe valugs to the nearest values in Table 72 and report them as the link quality estimates.
The standard encoding, summarized in Table 72, is used to report the estimates in the range from 0 dB
(Ob0000 001) t6-+25 dB (0b0001 1010). The all-ZERO bit implies that reporting of the estimateg is not

supported by the device, or that the estimate is too small to be measured accurately. Additionally, the
range from Ob0001 to Ob1111 1111 are reserved for further use.

Table 72 - Channel status field encoding

Bits: b7-b0 Description
0b0000 0000 Link quality estimate is too low to be measured
0b0000 0001 - 0Ob0001 1010 Estimate of the link quality = ChannelStatus - 1 dB
0b0001 1011 - Ob1111 1111 Reserved

15.6.12 Transmit switched diversity (TSD) switch

This frame is used to feedback the transmit antenna switching information for the TSD operation. The
TSD Switch control frame commands the recipient of the frame to switch the transmit antenna. This
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frame is sent from the destination to the source when the source is required to switch the TX antenna.
A payload of the TSD Switch control frame is specified in Figure 97.

Octet: 1

TSD Switch

Figure 97 - TSD switch control frame payload

The T$D Switch field specifies the antenna switching information for the recipient of the.c
The T$D Switch field is specified in Figure 98.

The Amptenna Switch field indicates that the source switches the transmit antenna. The An

field is

15.6.1

The FUCA command frame is used to inform the reservation target the duration of the nex

after W

reservation.

The Npxt Frame Duration field is set to the duration of the next data frame, in unit of 1

which

The Sg¢quence Nuniber field is set to the sequence number of the next data frame to be tr,
reservation owner. FUCA map field contains the information generated by HDMI PAL in
with thee next data frame.

The FUCAframe payload is shown in Figure 99.

bits: b7-b1 bo

Reserved Antenna Swit¢h

Figure 98 - TSD switch field format

encoded as shown in Table 73.

Table 73 - Antenna switeh field encoding

Antenna Switch Message
0 No Switch
1 Switch

3 Fast uplink channel allocation (FUCA)

hich the target may send.a short frame back to the reservation owner in the current

s sent by reservation owner following the FUCA command frame.

pntrol frame.

enna Switch

t data frame,
private DRP

hicrosecond,

pnsmitted by
accordance

15.7

Octets: 2 2 5

Next Frame Duration Sequence Number FUCA Map

Figure 99 - Payload format for FUCA frames

Data frames

MAC Header and Frame Payload fields in data frames are set as specified in 15.2.1 and 15.2.3-15.2.9.
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15.8 Ag

gregated MAC frames

Aggregated MAC frames are aggregated data frames and tracking frames. The Frame Payload field in
aggregated MAC frames are set as specified in 15.2.2.

15.8.1 Aggregated data frames

In additonal to settting MAC Header fields as specified in 15.2.2 -15.2.9, the ACK Policy of the Frame
Control Field in any aggregated data frames shall not be set to Imm-ACK.

15.8.2 Aggregated tracking frames

Aggregated tr

and may car

acking

In addition tp setting the MAC header fields specified in 15.2.2 -15.2.9, the Tracking Indication bit of
the Frame Clontrol field of any aggregated tracking frames shall be set to ONE. And the ACK P¢licy of
the Frame {ontrol field in any tracking frame shall not be set to Imm-ACK unless théctracking| frame
has only two MSDUs including the one that contains AFIE or ATTCIE.
In Frame Pgyload, the AFIE or ATTCIE shall be the last MSDU in the aggregated MAC framg. The
MAC Frame |Body of such a tracking frame is specified in Figure 100.
Figure 100 - Payload format of an aggregated tracking:frame
octets: M, 4 0-3 0-3 M, 4
MSDU 1 FCS of Pad to 4-octet Pad to 4-qCtet AFIE or ATTCIE FCS of
MSDU 1 boundary boundary MSDU N

15.9 Infprmation elements

This Clause

command frgagmes.

The general

The Element

defines the information elements (IEs):that can appear in beacons and certain comtrol or

format of all IEs is specified in Figure 101.
octets: 1 1 N
Element\|D Length (=N) |IE-specific fields

Figure 101 - General |IE format

ID field is“séet to the value as listed in Table 74 that identifies the information elemeént.

The Length
The IE-spec
Table 74 co

ield is_set'to the length, in octets, of the IE-specific fields that follow.

fic’fields contain information specific to the IE.

s defimed T this imermationat-Standard:

Table 74 - Information elements

Element ID Information element Description
0 Beacon Period Occupancy IE Provides information on neighbours' BP occupancy in the
(BPOIE) previous superframe
1-7 Reserved Reserved
8 ACIE Provides information on antenna types and training/tracking
feedback capabilities.
9 AFIE Provides antenna training/tracking feedback
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Table 74 - Information elements (concluded)

Element ID Information element Description

10 Application-specific Probe IE Indicates a device is requesting an Application-specific IE from
another device

11 ATIE Configures antenna training and tracking processes.

12 ATTCIE Sets antenna training parameters or initiates antenna tracking

13 BP _Switch |E Indicates the device will rhnngn its BPST ata cpnr‘iﬁed future
time

14 Channel Bonding IE (CBOIE) Negotiates and indicate the use of channel"bending

15 Channel Change IE Indicates a device will change to anotherchannel

16 Channel Measurement IE Provides directional channel measurement report

17 Distributed Reservation Indicates a reservation with’ another device

Protocol (DRP) IE

18 DRP Availability IE Indicates a device's\availability for new DRP reseryations

19 Hibernation Anchor IE Provides information on devices in hibernation mogle

20 Hibernation Mode |IE Indicates’the/device will go to hibernation mode forJone or more
superftames but intends to wake at a specified time¢ in the future

21 Identification 1E Provides identifying information about the device, ihcluding a
name string

22 Link Feedback IE Provides data rate and power control feedback

23 MAC Capabilities IE Indicates which MAC capabilities a device supportg

24 Master Key Identifier'(MKID) IE | Identifies some or all of the master keys held by thg transmitting
device

25 Multicast Address Binding Indicates an address binding between a multicast EUI-48 and a

(MAB) & McstAddr

26 PHY ‘€apabilities IE Indicates which PHY capabilities a device support

27 Probe IE Indicates a device is requesting one or more IEs frpm another
device or/and responding with requested IEs

28 Relay IE Indicates a device requesting relay information element from
another device or/and responding with requested IE

29 Relinquish Request IE Indicates that a neighbour requests that a device release one or
more MASs from its reservations

30 Scan Timing IE Announces the start and duration of a scanning period

31 UEP IE Provide information on supported UEP types and UEP MCS
modes

32 - 249 Reserved Reserved
250 - 254 Reserved Reserved for allocation in assigned numbers as specified in

[D4]

255 Application-Specific IE (ASIE) Use varies depending on the application
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15.9.1 Ap
The ASIE is

plication-specific IE (ASIE)
specified in Figure 102.

octets: 1 1 2 N

Element ID | Length (=2+N) | ASIE Specifier ID | Application-specific Data

Figure 102 - ASIE format

The ASIE Sp
[C.4].

The owner 0

15.9.2 Ap

The Applica
specified in

The Target [

The ASIE S
[C.4].

The owner (

blication-specific probe IE

ion-specific Probe IE is used to request an application-specific-IE from a devic
Figure 103.
octets: 1 1 2 2 N
Element Length Target ASIE Specifier Application-specific Request
ID (=4+N) DevAddr ID Information

Figure 103 - Application-specific probe IE format

evAddr field is set to the DevAddr of.the device from which an ASIE is requested.

pecifier ID is set to a 16-bit valueithat identifies a company or organization, as li

f the ASIE Specifier ID déefines the format and use of the Application-specific R

Information flield.

15.9.3 An

The ACIE pr
RX and TX &

enna Capabilities.IE (ACIE)

ntenna of the transmitting device. The ACIE is specified in Figure 104.
Octets: 1 1 2
Element ID Length (= 2) Antenna Capabilities

ecifier ID field is set to a 16-bit value that identifies a company or organization, as li

sted in

f the ASIE Specifier ID defines the format and use of the Application-specific 'Data fjeld.

B, It is

sted in

bquest

pvides information_about the device type and the training and feedback capabilitieq of the

Figure 104 - ACIE format

The Antenna Capabilites field is specified in Figure 105.
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bits: b15-8 b7-b6 b5-b4 b3-b0

Reserved Device Type and ATS

Capability

Antenna Type Feedback Capability

Figure 105 - Antenna Capabilities field format

The encoding of Antenna Capabilitities field is specified in Table 75.

Table 75- Antenna Capabilities field bitmap
Capabilities Bit Attribute Description
Reserverd 7
ATS Capability 6 ATS Bit set to ONE to jndicate the
transmitting deyice-is capable of
transmitting attenna training
sequence,
Antenna Types 5 Trainable TX Bit setto"ONE to indicate the
PAA transmitting device has trainable
transmit Phased Array Antenna
(PAA)
4 Trainable RX Bit set ONE to indicate the
PAA transmitting device has trainable
receiving Phased Array Antenna
(PAA)
Feedback 3 Index Bit set to ONE to indicate the
Capabilities device is capable to provide index
feedback
2 Fourier Bit set to ONE to indicate the
codebook device is capable to provide Fourier
code book feedback
1 Walsh Bit set to ONE to indicate the
codebook device is capable to provide Walsh
code book feedback
0 Quantised Bit set to ONE to indicate the
weights device is capable to provide
Quantised weights feedback

A Type A device shall set the ATS attribute to ONE.

15.9.4 ATIE

The ATIE is used to negotiate and configure the antenna training and tracking. It is specified in
Figure 106.

Octets: 1 1 4 1

Element ID

Length (=5) Antenna Properties Training Configuration

Figure 106 - ATIE frame format
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The Antenna Properties field is specified in the Figure 107.

The Antenna

The Numbe
transmission

The Number
antenna has

Initial Disco
training for t

The Training

Bits: 16 6 6 4
Antenna Number of TX Number of RX Initial Discovery
Capabilities Elements Elements Mode

Figure 107 - Antenna Properties field format

Capabilities field is set to the same value as in the ACIE (see 15.9.3)

r of TX Elements field is set to the number of antenna elements the device
antenna array has, in the range of [1, 36 ].

of of RX Elements field is set to the number of antenna elements the device’'s re
in the range of [1, 36].

ery Mode field is set to the discovery mode to be used for the firsthiteration of a
e device’s receiving antenna.

Configuration field is specified in Figure 108.

's the

eiving

htenna

Bit$: 1 3 1 1 2
Request Feedback Feedback Type Request Training Continuition Status
Figure 108 - Training Configuration field format

The Reques} Feedback bit is set to ONE to indicate closed-loop mode training and subsequently to
request antgnna training feedback, or to ZERO-1o indicate open-loop mode training and feedback is
not needed. [This field has an implication in_the subsequent training sequence exchange as specjfied in
Table 48.

The Feedbagk Type field is set to whattype of feedback is expected in closed-loop mode training when

the Request
Feedback Ty

pe field is reserved..Fhe encoding of the Feedback Type field is specified in Table

Table 76 - Encoding of Feedback Type field

Feedback bit is set to ONE. Otherwise if the Request Feedback bit is set to ZERO, the

(6.

Value Code Meaning
0 Index Requesting Index feedback
1 Fourier Requesting feedback using Fourier
COUEDOOK
2 Walsh Requesting feedback using Walsh codebook
3 Quantised | Requesting feedback of quantised weights
4-7 Reserved | Reserved

The Request Training bit is set to ONE to request the training of the device’s transmitting antenna and
the target’s receiving antenna. Otherwise, it is set to ZERO to indicate no training is needed for that
direction. This field has an implication in the subsequent training sequence exchange as specified in

Table 48

The Continuation bit is set to ONE if the device is requesting continuation of the previous training

session, or s
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et to ZERO if the device is requesting a new training session.
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The Status field is set by the antenna training initiator or responder to indicate the status of the
negotiation. Its encoding is specified in Table 77.

Table 77 - Status field Encoding

Value Code Meaning
0 Request The device is requesting antenna training
1 Accepted The device has accepted the training request with the
specified training configuration
2 Unsupported | The requested training configuration is not supported
3 Rejected The device rejects the training request
15.9.3 ATTCIE
Antenna Training/Tracking Control IE (ATTCIE) is used to set antenna trainig/tracking par

format|

of ATTCIE is specified in Figure 109.

octets: 1 1 2
Element ID Length (=2) ATT Control
Figure 109 - ATTEIE format
The ATT Control field is specified in Figure 110.
bits: 1 3 4 1 1 6
Tracking Iteration Discovery X RX RX
Mode Training Training Training
Status Status Size

The Trjacking field is set\to ONE, if the ATTCIE is in used in antenna tracking; or ZERO, if t

in antg

The Itq
is set

The TK Training Status field is set to ZERO, if the transmitter is performing transmit

nna training.

Figure 110 - ATT Control field format

ameters. The

he IE is used

ration field“eounts the iteration number of the iterative training process, in the rande of [0, 4]. It
0 0 if used in antenna tracking.

ing antenna

tracking~or’has completed training of its transmitting antenna. It is set to ONE if the trangmitter is still

continuing training its transmitting antenna.

The RX Training Status field is set to ZERO, if the transmitter is performing receiving antenna tracking
or has completed training of its receiving antenna. It is set to ONE if the transmitter is still continuing
training its receiving antenna.

The Discovery Mode field is set to the discovery mode to be used for the next TRN/tracking frame in
the reverse direction. Its encoding is specified in Table 78.

Table 78 - Discovery Mode field encoding

Value

Code

Meaning

mode D7

request to use mode D7 for the next TRN/tracking
frame in the reverse direction

© ISO/IEC 2011 - All rights reserved
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The RX Trai
the next TRN

15.9.6 AHF
Antenna Fegq

Table 78 - Discovery Mode field encoding (concluded)

Value Code Meaning
1 mode D6 request to use mode D6 for the next TRN/tracking
frame in the reverse direction
2 mode D5 request to use mode D5 for the next TRN/tracking
frame in the reverse direction
3 mode D4 request to use mode D4 for the next TRN/tracking
frame in the reverse direction
4 mode D3 request to use mode D3 for the next TRN/tracking
frame in the reverse direction
5 mode D2 request to use mode D2 for the next TRN/tracking
frame in the reverse direction
6 mode D1 request to use mode D1 for the next TRN/tracking
frame in the reverse direction
7 mode DO request to use mode DO for the next' TRN/tracking
frame in the reverse direction
8-15 Reserved

IE

ning Size field is set to number of receiving antenna training symbols to be transm
l/tracking frame, in the range of [1, 36].

dback IE (AFIE) is used to indicate the\status of the antenna training procedure
provide the feedback to the transmitte on the transmitter weights. AFIE is specified in Figure 111.

tted in

and to

ogtets: 1 1 1 L
Elgment ID Length (=1%L) Feedback Control Antenna Feedback
Figure 111 - AFIE format
The Feedbagk Control field is specified in the Table 112.

bits: 5

3

Reserved

Feedback Type

Figure 112 - FeedbacK control tield tormat

The Feedback Type field is set to indicate the type of antenna feedback that is included in the AFIE. Its
encoding is specified in Table 76.

The Antenna Feedback field and its length depend on the Feedback Type in the Feedback Control field
and are specfied in Table 79.

Table 79- Length and content of the Antenna Feedback field

Feedback Type L (in Octets)

content

Index 1

index of best received training
symbol

128
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Table 79- Length and content of the Antenna Feedback field (concluded)

Feedback Type L (in Octets) content
Fourier 1 index of selected codeword
Walsh 1 index of selected codeword
Quantised L (= number of TX I§Iements, asin | Quantised transmitter weights
15.9.4

eedback Type is set to Index, Fourier or Walsh, the encoding of the Antenna Feegiback field is

specified in Table 50. Otherwise, when the Feedback Type is set to Quantised, the Antenpa Feedback

format|is specified in Table 113 .

The figld Weight i is set to the quantised weight of transmitter antenna element i. And itg

specif

15.9.7 Beacon period occupancy IE (BPOIE)

The BPOIE provides information on the BP obsServed by the device sending the
corresponding receiving beams. The BPOIE is\specified in Figure 114.

The BIP Length field,is-set to the length of the BP, measured in beacon slots, as defined in

The N

The foymat ef*Beacon Slot Info field is specified in the figure below.

Octets: 1 1 1

Weights 0 Weight 1 Weight L

Figure 113 - Antenna Feedback field foramt ( Feedback Type set as Quantised

ied in Table 52.

octets: 1 1 1 1 L

ElementID | Length (=2+L) BP Length | Number of Beams | Beacon Slot Info

Figure 114 - BPOIE format

)

encoding is

IE and the

16.5.3.3.

imber of Beams field is set the total number of beams that the device uses to transit beacons.

octets: K 2 2 M, My

Beacon Slot Info Bitmap | DevAddr1 | ... DevAddr N | Receiving Beams1 | ... | Receiving Beams N

Figure 115 - Beacon Slot Info field format

The Beacon Slot Info Bitmap field consists of K octets of 2-bit elements to indicate the beacon slot
occupancy and movability in the BP, where K = Ceiling (BP_Length/4). Each element n, numbered from
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0 to 4xK-1, corresponds to beacon slot n and is encoded as shown in Table 80. Element zero is the
least-significant two bits of the field. Unused elements, if any, are set to zero.

Table 80 - Beacon slot info bitmap element encoding

Element value Beacon slot status

0 Unoccupied (non-movable)

No PHY indication of medium activity was received in the corresponding beacon slot in the
last superframe, or any frame header received with a valid HCS was not a beacon frame.

1 Occupied & non-movable

A beacon frame was received with a valid HCS and FCS in the corresponding beacen slpt

in the last superframe, and the Movable bit in that beacon was set to ZERO, or abeacd

frame was received in the corresponding beacon slot in a previous supetframe that
indicated a hibernation period that has not expired, as described in.16.16.

>

2 Occupied & movable

A PHY indication of medium activity was received in the correspanding beacon slot in the
last superframe, but did not result in reception of a frame“with valid HCS and FCS.

3] Occupied & movable

A beacon frame was received with a valid HCS and'FCS in the corresponding beacon slpt
in the last superframe, and the Movable bit,in that beacon was set to ONE.

The DevAddfr fields correspond to beacon slots encoded as*occupied in the Beacon Slot Info Bitmap.
They are in¢gluded in ascending beacon slot order. If .a beacon was received with a valid HCS at a
beacon slot |n the last superframe, the corresponding-DevAddr field is set to the SrcAddr in the MAC
header of that received beacon. If a frame was received with an invalid HCS from a beacon slof in the
last superframe, the corresponding DevAddr field,is set to BcstAddr. If a neighbour of the devige is in
hibernation mode, the DevAddr field that corresponds to the hibernating neighbour’s beacon slof is set
to the DevAddr of that neighbour.

The Receivipg Beams fields correspond.to beacon slots encoded as occupied in the Beacon Slot Info
Bitmap field] The Receiving Beamsl\field lists the beam identifiers of the antenna beams, from| which
the device cqn receive the corresponding beacon.

The format df Receiving Beams)field is specified in the figure below,

octets: 1 M

Number of Receiving Beams (=M) | Beam ldentifiers

Figure 116 - Receiving beams field format

The Number of Receiving Beams field is set to the number of beam identifiers that follow.

The Beam Identifiers field contains a list of the beam identifiers, each occupying 1 octet, of the
antenna beams from which the device can receive the beacon sent at the specific beacon slot.
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15.9.8 BP Switch IE

The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is specified in
Figure 117.

octets: 1 1 1 1 2

Element ID Length (=4) BP Move Countdown Beacon Slot Offset BPST Offset

Figure 117 - BP Switch IE format

The BIP Move Countdown field is set to the number of superframes after which the device will adjust its
BPST.|If BP Move Countdown is zero, the next beacon frame transmitted will be at the time specified
by thig| IE.

The Bg¢acon Slot Offset field is set to a positive number by which the device will"adjust it beacon slot
numbgr when changing its BPST or is set to zero to indicate the device 'will join the alien BP using
norma| BP join rules.

The BPST Offset field is set to the positive amount of time the“device will delay |ts BPST, in
microseconds.

15.9.9 Channel bonding IE (CBOIE)

A CBQIE is used to negotiate bonding of two or more channels and to announce the channels that are
involved in the channel bonding. The CBOIE is specified‘in Figure 118.

octets: 1 1 2 1

ElementID LengthA=3) Target DevAddr | Bonding Control

Figure118 - Channel Bonding IE format

The T4rget DevAddr field is set to the DevAddr of the recipient device to which the devige is sending
the channel bonding request:

The Bonding Control fieldyis specified in Figure 119.

bits: b7 b6 b5-b4 b3-b0

Bonding Status Reserved Reason Code Bonded Channel Bit Map

Figure 119 - Bonding control field format

The Bonding Status bit indicates the status of the channel bonding negotiation process. The Bonding
Status bit is set to ZERO in a CBOIE for a channel bonding request. It is set to ONE by a device

granting or accepting the bonding request, which is then referred to as an established channel
bonding.

The Reason code field is used by the targeted device to indicate whether it accepts a channel bonding
request and is encoded as shown in Table 81.
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Table 81 - Reason code field encoding

Value Code Meaning
0 Accepted The channel bonding request is granted
1 Unavailable | The channel bonding request is rejected

because one of the channels is not idle

7 Confiict Fhechanmmetbonding request s Tejected
because one of the channels is already
bonded.

3 Invalid The band ID is not bonded channel band
ID

The Bonded|Channel Bitmap field is specified in Figure 120.

Bit Band ID Description

0 1 Bonding channel 1
1 2 Bending channel 2
2 3 Bonding channel 3
3 4 Bonding channel 4

Figure 120:Bonded channel bitmap

15.9.10 Chpnnel change IE
A Channel ghange IE announces that a device is preparing to change to another channel.

The Channe| Change IE is spegified in Figure 121.

octets 1 1 1 1

Element ID Length (=2) | Channel Change Countdown | New Channel Number

Figure 121 - Channel change IE format

The Channel Change Countdown field is set to the number of superframes remaining until the device
changes to the new channel. If this field is zero, the device will change to the new channel at the end
of the current superframe.

The New Channel Number field is set to the channel number of the new channel to which the device
will change.

The Channel Change Countdown field in the Channel Change IE included in discovery frames or
channel selection command frames shall be set to Zero; and the New Channel Number field in the
Channel Change IE included in discovery frames shall be set to the channel in which the device sets
up its superframe structure.
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15.9.11 Channel measurement |IE

The Channel Measurement IE is used to report the result of directional channel measurement. The
format of the Channel Measurement IE is specified in Figure 122.

3156:2011(E)

octets: 1

1 1 1 Ly

Lm

Element ID

Lenght(=2+Lq+...+Ly) Measurement

Report 1

Number of
Measurement

Beam
Identifier

Measurement
Report m

Raonortc (o)
POty

The B

measu

A Chsg
Measu

Each
zones
are nu

The fo

The Zd

the co
The M

a bit in
is incly

The M
MAS t
order
(NILI)

Figure 122 - Channel measurement IE format

bam Identifier field is set to a value that uniquely identifies the beam that the de
re the channel condition.

nnel Measurement IE contains one or more Measurement Report fields. The
rement Reports field is set to the number of Measurement Repgrt fields included in

Measurement Report field is encoded using a zone structure. The superframe is
numbered from 0O to 15 starting from the BPST. Each zone.¢ontains 16 consecutive
mbered from 0 to 15 within the zone.

rmat of Measurement Report field is specified in Rigure 123.

vice uses to

Number of
the IE.

split into 16
MASS, which

bits: 16 16 4 4 Oor4

Zone Bitmap MAS Bitmap NILIg NILI,-1 Pad to ocf

boundary

Figure(123 - Measurement Report field format

ne Bitmap field identifies the zones that contain reported MASSs. If a bit in the field is

AS Bitmap specifies'which MASs in the zones identified by the Zone Bitmap field ar
the field is set.to ONE, the corresponding MAS within each zone identified by the
ded in the report, where bit zero corresponds to MAS zero within the zone.

leasurement Report field consists of one or more NILI fields. Each NILI field corrg
nat issindicated by Zone Bitmap and MAS Bitmap fields. NILI fields are placed in t
bf MAS numbers. The NILI for each MAS is set to the Noise plus Interference L&

responding zone contains reported MASs, where bit zero corresponds to zone zerd.

set to ONE,

b reported. If
Zone Bitmap

sponds to a
ne ascenting
vel Indicator

that indicates the average noise plus interference power measured on the M

AS with the

receiving beam corresponding to the value of the Beam ldentifier field. The encoding of the NILI fields
is specified in Table 82.

Table 82 - NILI field encoding

Value NILI level (dBm)
0 <=-110
1 (-110, -102]
2 (-102, -94]
3 (-94, -86]
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Table 82 - NILI field encoding (concluded)

Value NILI level (dBm)
4 (-86, -78]
5 (-78, -70]
6 (-70, -62]
7 (-62, -54]
8 (54, -26]
9 (-46, -38]
10 (-38, -30]
1 (-30, -22]
12 (-22, -14]
13 (-14, -6]
14 (-6, 2]
15 >2

When the Channel Measurement IE is used to report the cofidition of a channel that does not have a
superframe ftructure, the Number of Measurement Reports field shall be set to “1” and only one
Measurement Report field shall be included. In the Measurement Report field, both Zone Bitmap and
MAS Bitmap| fields shall be set to 0x0 and the (4 bit)-NILI field shall be set to the average NIl level
during the entire scanning period. The format of Channel Measure |IE for a channel without supefrframe

structure is gpecified in Figure 124.

octets: 1 1 1 1 2 2 1
Element ID Lenght (=7) Beam (=1) Zone Bitmap MAS Bitmap NILI
ldentifier (=0x0) (=0x0) + padding (}ibits)

Figure 124 - Channel'measurement IE format for channels without superframe structure

15.9.12 Didtributed/neservation protocol (DRP) IE

A DRP IE is used to/negotiate a reservation or part of a reservation for certain MASs and to annjounce
the reserved MASs. The DRP IE is specified in Figure 125.

octets: 1 1 2 1 2 4 4
Element ID | Length DRP Beam Target/Owner DRP DRP
(=5+4xN) Control Identifier DevAddr Allocation 1 Allocation N

Figure 125 - DRP IE format
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The DRP Control field is specified in Figure 126.

bits: b15 bit14 b13 b12 b1l b10 b9 b8-b6 b5-h3 b2-h0
Reserved Waveform | Unidirectional Unsafe Conflict Owner Reservation | Reason Stream Reservation
Tie-breaker Status Code Index Type

Figure 126 - DRP control field format

The Re¢servation Type of the reservation and is encoded as shown in Table 83.

The Stream Index field identifies the stream of.data to be sent in the reservation. This fiel

Table 83 - Reservation type field encoding

Value Reservation Type
0 Alien BP
1 Hard
2 DCA
3 Private
4 Absence
5-7 Reserved

if the Reservation Type is Alien BP.

The Reason Code is used by a reservation target to indicate whether a DRP reservation
succegsful and is encoded as shown(in Table 84. The Reason Code is set to zero in a

l is reserved

request was

DRP IE sent

during|negotiation by a reservationlewner and by a device maintaining an established resg¢rvation. The

Reasop Code is set to Modified“by“a device if some of the MASs claimed in the reservatia
removed or if DRP IEs have-been combined, split or both. The Reason Code is s¢
reservation target if some_0f MAS(s) in a DRP IE sent during negotiation by a reservatior
signifi¢ant interference.(Tie field is reserved if the Reservation Type is Alien BP.

Table 84 - Reason code field encoding

n have been
tto 5 by a
owner have

Value Code Meaning
0 Accepted The DRP reservation request is granted
T Conftict Te DRPTESErvVation TEqUEST O EXISHNY TESETVaton s
conflict with one or more existing DRP reservations
2 Pending The DRP reservation request is being processed
3 Denied The DRP reservation request is rejected or existing DRP
reservation can no longer be accepted
4 Modified The DRP reservation is still maintained but has been
reduced in size or multiple DRP IEs for the same reservation
have been combined
5 Interfered Some of MAS(s) included in the DRP reservation request
have significant interference
6-7 Reserved Reserved
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The Reservation Status bit indicates the status of the DRP negotiation process. The Reservation
Status bit is set to ZERO in a DRP IE for a reservation that is under negotiation or in conflict. It is set to
ONE by a device granting or maintaining a reservation, which is then referred to as an established
reservation. The bit is set to ONE if Reservation Type is Alien BP.

The Owner bit is set to ONE if the device transmitting the DRP IE is the reservation owner, or to ZERO
if the device transmitting the DRP IE is a reservation target. The bit is reserved if the Reservation Type
is Alien BP.

The Conflict Tie-breaker bit is set to a random value of ZERO or ONE when a reservation request is
made. The same value selected is used as long as the reservation is in effect. For all DRP IEs that
represent thE same reservation, the Conilict Tie-Dreaker DIl 1S Set 10 the same value.

The Target/Pwner DevAddr field is set to the DevAddr of the reservation target ifcthe |device
transmitting this DRP IE is the reservation owner. The reservation target may be a unicast,or mylticast
DevAddr. The field is set to the DevAddr of the reservation owner if the device transmitting the DRP IE
is a reservatjon target. The field is reserved if the Reservation Type is Alien BP.

The Unsafe pit is set to ONE if any of the MASs identified in the DRP Allocation fields is considgred in
excess of regervation limits.

The Unidireqgtional bit is set to ONE if the owner only transmits MSDUs withn ACK Policy set to Np-ACK
in the reservftion.

The Wavefoym bit encoding for Hard and DCA reservations is specified in Table 85. Thigq bit is
reserved for|reservations of other types

Table 85 - Waveform field“encoding

Device Type

Value Type'A Type B

0 SCBT SC

1 OFDM Reserved

The Beam Identifier field is set to\the same as the Beam ldentifier field in the beacon transmitted to the
reservation farget.

A DRP I|E cgntains one orniore DRP Allocation fields. Each DRP Allocation field is encoded ysing a
zone structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the |BPST.
Each zone cpntains 16) consecutive MASs, which are numbered from 0 to 15 within the zone.

The format df a, DRP Allocation field is specified in Figure 127.

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 127 - DRP allocation field
format

The Zone Bitmap field identifies the zones that contain reserved MASs. If a bit in the field is set to
ONE, the corresponding zone contains reserved MASs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the
reservation. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the
Zone Bitmap is included in the reservation, where bit zero corresponds to MAS zero within the zone.
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15.9.13 DRP availability IE

The DRP Availability IE is used by a device to indicate its view of the current utilization of MASs in the
current superframe. The DRP Availability IE is specified in Figure 128.

octets: 1 1 N (0 to 32)

Element ID | Length (=N) | DRP Availability Bitmap

Figure 128 - DRP availability IE format

The D
the les
corres
in the
than 3

15.9.1

The Hibernation Anchor IE is specified in Figure 129.

The H

st-significant bit of the field corresponds to the first MAS in the superframe.and su
bond to successive MASs. Each bit is set to ONE if the device is available-for a DR
corresponding MAS, or is set to ZERO otherwise. If the DRP Availability: Bitmap fig
P octets, the bits in octets not included at the end of the bitmap are treated as ZER(

4 Hibernation anchor |IE

octets: 1 1 3 3

Hibernation Mode
Device Information
N

Length Hibernation Mode

Element ID (=3xN) Device Information, 1

Figure 129 - Hibernation anchor IE format

bernation Mode Device Informationdig€ld is specified in Figure 130.
octets: 2 1
Hibernation@Moede Neighbour DevAddr Wakeup Countdown

Figure*130 - Hibernation mode device information field
format

RP Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where

ccessive bits
P reservation
Id is smaller
D.

The Hibernation Mode Neighbour DevAddr field is set to the DevAddr of the neighbour in hibernation

mode.

The W
hibern
in acti

akeup CGeuntdown field is set to the number of remaining superframes before t
btion mede is expected to wake up. A value of zero indicates that the device is sch
e mode in the next superframe.

15.9.

he device in
eduled to be

SHibernation mode IE

The Hi

bernation Mode IE is specified in Figure 131.
octets: 1 1 1 1
Element ID Length (=2) Hibernation Countdown Hibernation Duration

Figure 131 - Hibernation mode IE format

The Hibernation Countdown field is set to the number of superframes remaining until the device begins
hibernation. A value of zero indicates that the device will enter hibernation mode at the end of the
current superframe.

The Hibernation Duration field is set to the number of superframes for which the device intends to
hibernate.
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15.9.16 Identification |IE

The ldentification IE provides identifying information about the device, including a name string. The
Identification IE is specified in Figure 132.

octets:1

1

My

Mn

Element ID

Length (=M1+...+ My) Device

Information 1

Device
Information N

The general

Figure 132 - Identification IE format

format of the Device Information field is specified in Figure 133.

octets: 1

1

N

Device Information Type

Device Information Length (=N)

Device Information Data

The encodin

The Device
Field that fol

The Device

Figure 133 - Device information field format

g for the Device Information Type field is shown in Table.86.

Information Length field indicates the length, in octets, of the Device Informatio

OWS.

nformation Data field, if Device Information Type is Vendor ID, is specified in Figure

Table 86 - Device information type-field encoding

Device Information Data
Value !
field<contents
0 Vendor ID
1 Vendor Type
2 Name String
3-255 Reserved

octets: 3

Vendor ID

N Data

134.

Figure 134 - Device information data field format for

vendor ID

The Vendor ID is set to an OUI that indicates the vendor of the device. The OUI is a sequence of 3
octets, labelled as oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending
index-value order.

138
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The Device Information Data field, if Device Information Type is Vendor Type, is specified in

Figure

135.

octets: 3 3

Vendor ID

Device Type ID

Figure 135 - Device information data field format for vendor type

The Ve
Type |

The D
device

15.9.1

The Li
power
Figure

The Li

ndor ID field is set to an OUI that indicates the entity that assigns the values used I
D field. The Device Type ID field indicates the type of device.

bvice Information Data field, if Device Information Type is Name String, cofitains the

encoded in Unicode UTF-16LE format, and is specified in Figure 136.
octets: 2 2
Name String Name Strirng
Unicode Char 1 Unicode.Char N

Figure 136- Device information data-field format for name string

7Link feedback IE
hk Feedback IE contains information on_thé recommended change to the data rate

level by a recipient device for one or more source devices. The Link Feedback IE i
137.

n the Device

name of the

and transmit
b specified in

octets: 1 1 3

Element ID Link 1 Link N

Length (=3xN)

Figure 137 - Link feedback IE format

nk field is specified in Figure 138.
bits: b23-b20 b19-b16 b15-b0
Data Rate Transmit Power Level Change DevAddr

| 420 + | P 4 Lol £ +
Fluulc 100 LITIN TITTU TUTTITAU

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided.

The Transmit Power Level Change field is set to the change in transmit power level that the recipient
recommends to the source device. The Transmit Power Level Change field encoding is shown in Table

87.

Table 87 - Transmit power level change field encoding

Value Power level change Power level change (dB)

1000 - 1101 Reserved Reserved
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Table 87 - Transmit power level change field encoding (concluded)

s that

Value Power level change Power level change (dB)
1110 -2 -4
1111 -1 2
0000 no change no change
0001 +1 +2 dB
0010 +2 +4 dB
0011 - 0111 Reserved Reserved
The Data Rdte field is set to the PHY mode of the data rate that the recipient device recommen
the source device use. The Data Rate field is encoded as shown in Table 88.
Table 88 - Data rate field encoding
Value Type A SCBT modes Type A OFDM modes Type B modes
0 A0 Al4 BO
1 Al Al5 B1
2 A2 Al6 B2
3 A3 Al7 B3
4 A4 A18 Reserved
5 A5 Al9 Reserved
6 A6 A20 Reserved
7 A7 A21 Reserved
8 A8 Reserved Reserved
9 A9 Reserved Reserved
10 A10 Reserved Reserved
11 All Reserved Reserved
12 Al12 Reserved Reserved
13 Al3 Resened Resernved
14-15 Reserved Reserved Reserved
15.9.18 MAC capabilities IE
The MAC Capabilities IE is specified in Figure 139.
octets: 1 1 2 2
Element ID Length (=4) MAC Capability Bitmap Reserved

140

Figure 139 - MAC capabilities IE format
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The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE
if the corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as
described in Table 89. Subsequent octets are reserved and may or may not be present.

Table 89 - MAC capability bitmap

octet Bit Attribute Description
0 0 Hard DRP Capable of being the owner and target of Hard DRP reservations

1 Aggregation Capable of transmitting and receiving aggregated data frames, =1
for Type A; O/1 for Type B

2 Block ACK Capable of transmitting and acknowledging framés using the B-ACK
mechanism

3 Fixed size B-ACK buffer | To inidcate that B-ACK frames report available buffer infterms of

element number of fixed size buffer elements in'the Frame Court field

(Annex F).

4 Explicit DRP negotiation | Capable of negotiating a DRP'\fes€rvation using commgnd frames

5 Hibernation anchor Capable of acting as a hibernation anchor

6 Probe Capable of responding to Probe IEs received in command frames

7 Reserved Reserved

1 0 TPRC Capable of\receiver-driven transmit power and rate congrol

1 Link Feedback Capable of transmitter-driven link feedback

2 Relay Capability Capable of being a relay device

3 Relay Support Capable of being a device that send or receive data via|relay device

Capability

4 TSD Capability Capable of TSD (Transmit Switched Diversity) operatiof

5 FUCA Capability Capable of sending or receiving FUCA command frame

6 OOB Capability Capable of OOB operation

7 Reserved Reserved

15.9.19 Master key identifier (MKID) IE
The MKID (B s used to identify some or all of the master keys possessed by the device.

is speg¢ified in Figure 140.

The MKID IE

octets: 1

Element ID

Length (=16xN)

MKID 1 MKID N

Figure 140 - MKID IE format

Each MKID field is set to the identifier of a master key possessed by the device.

15.9.20 Multicast address binding (MAB) IE

Each device maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MAB |IE
declares the binding between a multicast EUI-48 and the McstAddr that the device will use when
transmitting frames destined for that multicast EUI-48.
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The format of the MAB IE is shown in Figure 141.

octet

s: 1 1

8

8

Eleme

nt ID

Length (=8xN)

Multicast Address Binding
Block 1

Multicast Address Binding
Block N

The format @

The MEUI fig
The MDevA«

Figure 141 - MAB IE format

e votticastAddress Bimdinmg Bfock fietd s showm i Figure 142;

octets : 6

2

MEUI

MDevAddr

McstAddr address range.

15.9.21 PH

The PHY Cafpabilities IE pertaining to the PHY is specified in'Figure 143.

Y capabilities IE

Figure 142 - Multicast address binding block

format

ld is set to the multicast EUI-48 supplied by the MAC client at\the MAC SAP.
dr field is set to the multicast DevAddr bound to the MEU]dield by the MAC entity fr

octets: 1

1

9

2

Element ID

Length (=11)

PHY Capability Bitmap

Reserved

Figure 143<\PHY capabilities IE format

pbm the

The PHY Capability Bitmap field indicates capabilities supported by the PHY, as defined in the Physical
Layer Clausgs of this specification (Clauses 7 - 15). A bit is set to ONE if the corresponding attripute is
supported, dr is set to ZEROrotherwise. This field is encoded as described in Table 90. Subsgequent
octets are reglserved and may or may not be present.

142
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Table 90 - PHY capability bitmap

Octet | Bit Attribute Description Type | Type
A B
0 Type A Bit set to one indicates that the device type is A 1 0
1 Type B Bit set to one indicates that the device type is B 1
2 Channel 1 |Bit set to one indicates support for channel 1 0/1 0/1
(BAND ID=1)
3 Channel 2 |Bit set to one incates support for channel 2 0/1 0/1
(BAND ID=2)
4 Channel 4 |Bit set to one incates support for channel 4 0/1 0/1
(BAND ID=4)
5 Channel 5 |Bit set to one incates support for channel 5 0/1 0/1
(BAND ID=5)
6 Channel 6 |Bit set to one incates support for channel 6 0/1 0/1
(BAND ID=6)
7 Channel 7 |Bit set to one incates supportfor channel 7 0/1 0/1
(BAND ID=7)
1 0 Channel 8 |Bit set to one incates,support for channel 8 0/1 0/1
(BAND ID=8)
1 Channel 9 |Bit set to one incates support for channel 9 0/1 0/1
(BAND ID=9)
2 Channel 10 |Bit set to:one incates support for channel 10 0/1 0/1
(BAND,1D=10)
3 Al (TX) Bit.set to one indicates TX support for mode Al 0/1 0
4 Al (RX) Bit set to one indicates RX support for mode Al 0/1 0
5 A2 (TX) Bit set to one indicates TX support for mode A2 0/1 0/1
6 A2«RX) Bit set to one indicates RX support for mode A2 0/1 0
7 A3/(TX) Bit set to one indicates TX support for mode A3 0/1 0
2 0 A3 (RX) Bit set to one indicates RX support for mode A3 0/1 0
1 A4 (TX) Bit set to one indicates TX support for mode A4 0/1 0
2 A4 (RX) Bit set to one indicates RX support for mode A4 0/1 0
3 A5 (TX) Bit set to one indicates TX support for mode A5 0/1 0/1
7z A5 (RX) BIT Set to one Indicates RX support for mode Ab 0T 0/1
5 A6 (TX) Bit set to one indicates TX support for mode A6 0/1 0
6 A6 (RX) Bit set to one indicates RX support for mode A6 0/1 0
7 A7 (TX) Bit set to one indicates TX support for mode A13 | 0/1 0
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Table 90 - PHY capability bitmap (continued)

Octet | Bit Attribute Description Type | Type

A B
3 0 A7 (RX) Bit set to one indicates RX support for mode A14| 0/1 0
1 A8 Bit set to one indicates TX support for mode A8 0/1 0
2 A8 Bit set to one indicates RX support for mode A8 0/1 0
3 A9 (TX) Bit set to one indicates TX support for mode A9 0/1 0
4 A9 (RX) Bit set to one indicates RX support for mode A9 0/1 0
5 A10 (TX) Bit set to one indicates TX support for mode A10 | 0/1 0
6 A10 (RX) Bit set to one indicates RX support for mode A10| 0/1 0
7 All (TX) Bit set to one indicates TX support for mode A11 | 0/% 0
4 0 All (RX) Bit set to one indicates RX support for mode A1l | _'0/1 0
1 Al12 (TX) Bit set to one indicates TX support for mode A12'\"0/1 0
2 Al12 (RX) Bit set to one indicates RX support for mode’/A12| 0/1 0
3 Al3 (TX) Bit set to one indicates TX support for mode A13 | 0/1 0
4 A13 (RX) Bit set to one indicates RX support for mode A13| 0/1 0
5 Al4 (TX) Bit set to one indicates TX supportdor mode A14 | 0/1 0
6 Al4 (RX) Bit set to one indicates RX support for mode A14| 0/1 0
7 Al15 (TX) Bit set to one indicates TX stpport for mode A15| 0/1 0
5 0 A15 (RX) Bit set to one indicates‘RX support for mode A15| 0/1 0
1 Al6 (TX) Bit set to one indicates TX support for mode A16 | 0/1 0
2 A16 (RX) Bit set to one indicates RX support for mode A16| 0/1 0
3 Al7 (TX) Bit set to one indicates TX support for mode A17 | 0/1 0
4 Al7 (RX) Bit set to<one indicates RX support for mode A17| 0/1 0
5 Al18 (TX) Bit set 0 one indicates TX support for mode A18 | 0/1 0
6 A18 (RX) Bit_set to one indicates RX support for mode A18| 0/1 0
7 Al19 (TX) Bit set to one indicates TX support for mode A19 | 0/1 0
6 0 A19 (RX) Bit set to one indicates RX support for mode A19| 0/1 0
1 A20%(T-X) Bit set to one indicates TX support for mode A20 | 0/1 0
2 A20 (RX) Bit set to one indicates RX support for mode A20| 0/1 0
3 A21 (TX) Bit set to one indicates TX support for mode A21 | 0/1 0
4 A21 (RX) Bit set to one indicates RX support for mode A21| 0/1 0

5 B+ Bit-settoone-indicates¢support-formode Bt S /p s /g

6 Bl (RX) Bit set to one indicates RX support for mode B1 0/1 0/1

7 B2 (TX) Bit set to one indicates TX support for mode B2 0/1 0/1
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Table 90 - PHY capability bitmap (concluded)
Octet | Bit Attribute Description Type | Type
A B
7 0 B2 (RX) Bit set to one indicates RX support for mode B2 0/1 0/1
1 B3 (TX) Bit set to one indicates TX support for mode B3 0/1 0/1
2 B3 (RX) Bit set to one indicates RX support for mode B3 0/1 0/1
3 B4 (TX) Bit set to one indicates TX support for mode B4 0/1 0/1
4 B4 (RX) Bit set to one indicates RX support for mode B4 0/1 0/1
5 C1 (TX) Bit set to one indicates TX support for mode C1 0/1 0/1
6 C1l (RX) Bit set to one indicates RX support for mode C1 ()41 0/1
7 C2 (TX) Bit set to one indicates TX support for mode C2 0/1 0/1
8 0 C2 (RX) Bit set to one indicates RX support for mode C2 0/1 0/1
1 | Multi-Segment | Bit set to one indicates support for multi-segment 1 0/1
PPDU
2 Reserved
3 Reserved
4 Reserved
5 Reserved
6 Reserved
7 Reserved
15.9.22 Probe IE
The Piobe IE is used to request information from a device. It is specified in Figure 144.
octets: 1 1 2 1 1
Element ID Length (=2+N) Target DevAddr Ei?ﬁgﬁﬁgdl E'i;?ggﬁf Itgdl\
Figure 144 - Probe IE format for standard IEs
The Target DevAddr field is set to the DevAddr of the device from which IEs are requested or the
device|that requests IEs.
Each Requested Element ID field is set to the element ID of a requested IE.
15.9.23\Relinquish request IE

The Relinquish Request IE is used to request that a device release one or more MASs from one or
more existing reservations. It identifies the target device and the desired MASs, and is specified in

Figure 145.
octets: 1 1 2 2 4 4
Element ID | Length (=4+4xN) | Relinquish Request Control | Target DevAddr | Allocation 1 Allocation N

Figure 145 - Relinquish request IE format
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The Relinquish Request Control field is specified in Figure 146.

bits: b15-b4

b3-b0

Reserved

Reason Code

Figure 146 - Relinquish request control field format

The Reason Code field indicates the reason for the request, and is encoded as shown in Table 91.

Table 91 - Reason code field encoding

alue Code Meaning

0 Non-specific No reason specified

1 Over-allocation The target device holds more MASs than permitted by policy
3-15 Reserved Reserved

The Target L

A Relinquish
a zone struc
Each zone ¢

The general

The Zone Bitmap field identifies the_zones that contain requested MASSs. If a bit in the field is

ONE, the cofresponding zone contains requested MASs, where bit zero corresponds to zone zefo.

The MAS Bifmap specifies whichr MASs in the zones identified by the Zone Bitmap field are part
bit in the field\is) set to ONE, the corresponding MAS within each zone identified
is includedsin'the request, where bit zero corresponds to MAS zero within the zong.

request. If a
Zone Bitmap

15.9.24 Re
Relay IE is u

device of se

ay |E

format of an Allocation field is specified in Rigure 147.

octets: 2

2

Zone Bitmap

MAS Bitmap

Figure 147+ Allocation field format

tina pnarameters for relav operation
D I PA L

evAddr field is set to the DevAddr of the device that is requested to release MASs.

Request IE contains one or more Allocation fields. Each Allocation field is encodeq
fure. The superframe is split into 16 zones numbered-from 0 to 15 starting from the|BPST.
pntains 16 consecutive MASs, which are numbeted’from 0 to 15 within the zone.

sed toxequest or respond for relay operation such as Relay Reservation, Relay Set
Complete and<{Refay Switch or is also used for a device to inform a corresponding device o

Dnl:\\ll lE is shown in I:igllrn 148

using

set to

of the
by the

Relay
relay

octets: 1

1

1 1

1 1

1 2

2

2

2

Element
ID

Length

Relay
Command

Type

Relay
Control

R-D
Link
LQI

Relay
Mode

Detour
Start
Duration

Path
Change
Interval

Relay
DevAddr

Source
DevAddr

Destina-
tion
DevAddr

Figure 148 -

Relay IE

The Relay Command Type field is specified in Table 92.

146

Table 92 - Relay command type field

Value

Relay Command Type

0

Relay Reservation Request
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Table 92 - Relay command type field (concluded)

Value Relay Command Type

Relay Reservation Response

Relay Set Request

Relay Set Response

Relay Complete Request

Relay Complete Response

Relay Switch Request

N | o |0~ W] NP

Relay Switch Response

The Re¢lay Control field is specified in Figure 149.

bits: b7-b6 b5 b4-b3 b2 b1-b0

Path ID Result Code Relay Start Relay Relay Antenna Compl|ete
Reservation

Figure 149 - Relay controlfield

The PIth ID field indicates the ID of the path requested by<the source device in Relay Switch Request
command.

The Result Code field is set to ONE if the request. eemmand is successful and is set to|ZERO if the
requegt command is failed.

The Rglay Reservation field indicates the reason codes of relay reservation request. The possible
values|and its interpretations are:

0: Relay reservation is accepted by a relay device.
1: Relay reservation is rejected because the relay has been already reserved by another gevice.
2: Relay reservation request isTinvalid because the requested device does not support relqying

3: Resgrved.

The Sfart Relay field ,is.set to ONE if a device received Relay Set Request command {s able to do
antenrja training with seurce and destination device. Otherwise it is set to ZERO.

The Relay Antenna Complete field indicates the reason codes of Relay Complete fequest. The
possibje values and its interpretations are:

0: Relpy, Complete request is accepted because the antenna training between relay| device and
destingtion” device is successful. In this case, a number of DRP availability IEs whichl informs the
source of the result of Channel Scanning Response shall be included In the Relay Complete Response
frame.

1. Relay Complete request is rejected because the antenna training between relay device and
destination device is failed.

2 - 3: Reserved.

The R-D Link LQI field indicates LQI of the link between a relay device and a destination device. It is
set only for Relay Complete Response command frame in order for the destination device to inform the
source of the LQI of the relay-destination link if antenna training of the link is successfully done.
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The Relay Mode field is specified in Figure 150.

bits: b7-b5
Reserved

b4-bl
Path Order
Figure 150 - Relay mode field

b0
Transmission Mode

The Transmission Mode field indicates whether transmission mode in DRP is Normal or Alternation.
The Transmission Mode bit is set to ZERO for the Normal mode and is set to ONE for the Alternation

mode, as de

The Path Or
field encodin
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destination (
training bet
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The Path C
source devid
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DRP. It is se
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Source Deyv
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ly. After one cycle of path order is used, the path order is repeated.

scribed in 20.2.2, respectively.

der field is set to the order of path usage when Alternation mode is set.

The Path Order

g is shown in Table 93.

Table 93 - Path order field

Value Path Order

0000 0-1

0001 0-2

0010 0-1-2

0011 0-2-1
0100 - 1111 Reserved

I in the path order specifies the Path's ID. 0, méans direct path between source devi
evice. Successive numbers such 1, 2 are_ named as the relay paths in order of a
veen relay and two devices. Direct path is used first and relay paths are

nange Interval field indicates theinstant when the path of data transmission bé

instant of Path Change Interval can have an opportunity to change the path, With
e Interval, only one path is.Used for data transmission. The unit of this field is MAS.

Start Duration field indicates when data transmission via detour path starts in the
I only for Relay Switch Request/Response Command.

evAddr field issetto the DevAddr of the device which is requested from a source
This is used @nly for Relay Complete Request command frame in order to let dest
 the address of a relay device.

Addr field is set to the DevAddr of the device which requests relay operatid
DevAddr is set to the DevAddr of the recipient device to which the device is send

Ce and
ntenna
used

tween

e and destination device is changed. From the start position of one reserved consgcutive

in one

urrent

device
nation

n and
ng the

ondrequest. Two fields are used for informing to the relay device that these two d

evices

intend to useTt:

15.9.25Scan Timing IE
The Scan Timing IE announces the start and duration of a period of time when a device listens for

specific fram

148

e transmissions. The format of Scan Timing IE is specified in Figure 151.

octets: 1 1 5

ElementID Length (=5) Scan Timing

Figure 151 - Scantiming IE format

© ISO/IEC 2011 - All rights

reserved


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

The Scan Timing field is set to the start time and duration of the scanning time period and is specified

in Figure 152.

bits: b39-b20 b19-b0

Scan Duration Scan Start-time

Figure 152 - Scan timing field

Scan $tart-time field is set to the starting time of scanning using the same antenna bee]m measured

from the end of the PLCP header of the beacon frame in units of microseconds.

Scan Duration is set to the duration of the scanning in units of microseconds, using the s@me antenna

beam.

15.9.26 UEP information IE

UEP ipformation IE shall be used to indicate the supported UEP types and UEP MC]S modes as

specified in UEP information response command.

octets: 1 1 1 1 1
UEP UEP MES UEP MCS
Element ID Length Information block-3 block-n
bits: 2 1 1 4 bits: 6 2
UEP - UEP
Reserved MCS
mode UEP coding m\bping Reserved

Figure353 - UEP information response command
UEP mode definition is specified in Table 94.

Table 94 - UEP mode

UEP Mode Description
0b00 EEP
0b01 S-UEP
0b10 P-UEP
Ob11 Reserved

UEP coding bit shall set to "1" if UEP coding is supported.
UEP mapping bit shall set to "1" if UEP mapping is supported.
Each UEP MCS block is used to indicate a supported UEP MCS mode.
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16 MAC sublayer functional description

This Clause specifies MAC sublayer functionality. The rules for transmission and reception of MAC
frames, including setting and processing MAC header fields and information elements, are specified in
16.1.

Devices discover each other through the transmission of discovery frames in the Discovery Channel,
as specified in 16.3; Devices perform antenna training frames in the Discovery channel using the
antenna training and tracking protocol (ATTP) specified in 16.18. Devices coordinate the selection of a
Data Channel using the channel selection protocol specified in 16.4. CSMA/CA with random backoff is

used to acc
channel sel

For schedul
composed o
reception in

During the
distributed r
medium with

Clause 16.7
and data exd

Device sync
in 16.9. Agg
specified in !
specify prol
managemen

ction, and is specified in 16.2.

d channel access, channel time is divided into superframes, with each\supe
f two major parts, the beacon period (BP) and the data period. Beacon transmissi
the BP and merging of BPs are specified in 16.5.

Hata period devices send and receive data using reservations established usi
pservation protocol (DRP). The DRP enables a device to gain scheduled access
in a negotiated reservation, and is specified in 16.6.

hange between heterogeneous types of devices.

nronization is specified in 16.8. The fragmentation and‘reassembly of MSDUSs is sp
regation of multiple MSDUs in a single frame isSpecified in 16.10. Channel Bon
16.11. Acknowledgement mechanisms are specified’in 16.12. Clauses 16.13 through
e commands, channel selection, multi-ratexsupport, transmit power control,
mechanisms and use of ASIEs. Clause 16.19 specifies dynamic relay transmiss

g and

rframe
bn and

ng the
to the

specifies the rules and mechanisms to support coexistence.among mixed types of devices

ecified
ling is
16.17
power
on for

blocked or shadowed links. Clause 16.20 specifies values for all MAC sublayer parameters.

16.1 Frame processing

This Clause| provides rules on preparing MAC frames for transmission and processing th
reception. The rules cover MAC header fields and information elements.

16.1.1 Frs

Frames are
Multicast, an

elp

me addresses

addressed using DevAddrs. There are four types of DevAddrs: Private, Gengrated,
d Broadcast. Table 95 shows the range for each type of DevAddr.

Table 95 - DevAddr types and ranges

Type Range
Private 0x0000 - OX00FF
Generated 0x0100 - OXFEFF
Multicast 0xFFOO0 - OXFFFE
(McstAddr)
Broadcast OxFFFF
(BcstAddr)

A device shall associate a DevAddr of either type Private or type Generated with its local MAC
sublayer. A device may use a NULL EUI-48 value (all bits set to ONE) to indicate it does not have a
unique EUI_48 value. A device that uses a NULL EUI-48 shall use a Private DevAddr. If a device uses
a Generated DevAddr, it shall select the DevAddr from the Generated DevAddr range at random with
equal probability and should ensure that the generated value is unique among all devices in its
extended beacon group. Private DevAddres are reserved for devices outside the scope of this
specification. Selection and conflict resolution for Private DevAddrs is out of scope of this International
Standard.
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In all frames transmitted, a device shall set the SrcAddr field to its own DevAddr. In unicast frames, the
DestAddr field shall be set to the DevAddr of the recipient. In multicast frames, the DestAddr field shall
be set to an address from the Multicast DevAddr range, as specified in 16.1.10.20. In broadcast
frames, the DestAddr field shall be set to the Broadcast DevAddr.

A device shall not transmit frames addressed to a recipient with a Private DevAddr at any time outside
a Private reservation. A device with a Private DevAddr shall not transmit non-beacon frames outside a
Private reservation.

16.1.1.1 DevAddr conflicts

A device with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the following
conditijons occurs:

* |t receives a MAC header in which the SrcAddr is the same as its own DevAddr; or

e It rgceives a beacon frame in which the BPOIE contains a DevAddr that is thé~same ap its own but
corresponds to a beacon slot in which the device did not transmit a beacon and’was not |n hibernation
mode.

A device that recognizes that its DevAddr is in conflict shall generate 'a_new DevAddr t¢ resolve the
DevAddr conflict.

16.1.2 Frame reception

Unlesq otherwise indicated, a frame is considered to be received by the device if it has a|valid header
check |[sequence (HCS) and segment check sequence (FCS) as defined in 15.2.9 and indicates a
protocpl version that is supported by the device. The HCS is validated by the PHY, whjch indicates
whether or not a header error occurred.

A MAGQ header is considered to be received by thetdevice if it has a valid HCS and indicatgs a protocol
version supported by the device, regardless of the FCS validation.

16.1.3 Antenna training frame transaction

An antenna training frame transaction.itv the discovery channel consists of an RTT/CTT frame
exchapge and a sequence of training frames.

Figure|154 shows a frame transaction example where the initiator requests to train fits receiving
antenrja and respondor requests.to train both its transmitting and receiving antenna with 4 training
iteratigns. Figure 155 shows a-frame transaction example where both the initiator and the respondor
requegt training of both transmitting and receiving antennas. The initiator and respondor @evices shall
set thgq Duration field topretect the training iterations as specified in 16.1.9.1. Other deviges receiving
these frames shall update their NAV as described in 16.2.2.

Frames

tranpmitted by
soukcedevice | RTT TRN TRN TRN TRN

Frames CTT|| TRN TRN TRN TRN
transmitted by

recipient device

Figure 154 - Frame transaction of an antenna training example with 4 iterations

16.1.4 Frame transfer

A source device shall transmit MSDUs associated with the same Delivery ID (15.2.3.5) and addressed
to the same destination EUI-48 in the order in which they arrived at the local MAC SAP. The device
shall treat each MSDU of length n as a sequence of octets, labelled MSDU[0] to MSDU[n-1], and shall
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place these octets in the payload field in ascending index-value order. The device shall transmit
fragments of an MSDU or MCDU in order of increasing fragment number.

When using the B-ACK mechanism, a source device may retransmit some previously transmitted
frames, causing the sequence numbers and fragment numbers of the retransmitted frames to be out of
order with respect to previously transmitted frames.

A source device may reorder MSDUs for transmission if their associated Delivery IDs or destination
EUI-48s are different.

A recipient device shall release MSDUs to the MAC client that were transmitted by the same source

device with t

A source de
recipient dey

16.1.5 Frd

A frame retr
same recipié
(15.2.3.6) to

Unless othe
retransmissi

ice shall deliver whole individual MSDUs through the MAC SAP to the MAC glient.

me retry

y is a retransmission of a previously transmitted frame from the same(source device
bnt device. In a frame that is retransmitted, the source device shall set the Rg
ONE.

wise stated, in this specification "transmission" means transmission of a new fra
bn of a previously transmitted frame.

vice may fragment or aggregate MSDUs for transfer between peer MAC entities, ])

ut the

to the
try bit

lme or

A device may retransmit a frame as needed, taking into consideration such factors as| delay
requirementsg, fairness policies, channel conditions, and medium,availability. A device shall apply the
medium acgess rules for new frame transmissions when\ retransmitting frames, unless [stated
otherwise.

16.1.6 Inter-frame space (IFS)

Three types|of IFS are used in this International Standard: the long inter-frame space (LIF$), the
minimum inter-frame space (MIFS), the short inter-frame space (SIFS). The actual values of the| MIFS,
SIFS are PHY-dependent.

A device shall not start transmission of a frame on the medium with non-zero length payload |earlier

than MIFS,

or with zero length payload, earlier than SIFS, after the end of a frame it trans

mitted

previously op the medium. A device shall not start transmission of a frame on the medium earlig¢r than
SIFS duration after the end of a previously received frame on the medium.

16.1.6.1 IFS
The length of MIFS is given,by_the pMIFS parameter defined in Table 39.
16.1.6.2 $IFS

Within a frame transagtion, all frames shall be separated by a SIFS interval. The length of SIFS is

given by the|pSIFS ‘parameter defined in Table 39.

When transriitti b defer

access to the medium after it determines the medium to have become idle.

16.1.7 Duplicate detection

Because a device may not receive an Imm-ACK or B-ACK response for a frame it transmitted, it may
send duplicate frames even though the intended recipient has already received and acknowledged the
frame. A recipient device shall consider a received frame to be a duplicate if the Retry bit is set and the
Sequence Control field has the same value as the previous frame received with the same SrcAddr,
DestAddr, and Delivery ID field values. A recipient device shall not release a duplicate frame to the
MAC client.

16.1.8 RTT/CTT use

An RTT/CTT exchange is used to initiate antenna training between a source and a destination device,
and shall be used only on the discovery channel. With an appropriately set Duration field as specified
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in 16.1.9.1, the RTT and CTT frames prevent the neighbours of the source and recipient devices from
accessing the medium while the source and recipient are exchanging the following frames.

If a device receives an RTT frame addressed to it in the discovery channel, it shall transmit a CTT
frame SIFS after the end of the received frame if and only if its NAV is zero.

On receiving an expected CTT response, the source device shall transmit the antenna training frames
for which it transmitted the preceding RTT frame SIFS after the end of the received CTT frame. If the
source device does not receive the expected CTT frame SIFS plus the CTT frame transmission time
after the end of the RTT frame transmission, and it transmitted the RTT in the discovery channel, it
shall invoke a backoff as specified in 16.2.6.

16.1.9 MAC header fields
16.1.9.1 Duration
A devite shall set the Duration field in beacon frames to one of the following:

— The time remaining in the BP measured from the end of the PLCP headerof the beagon frame, as
determined by the largest BP length announced by neighbours of the-'device in the previous
superffame;

— The transmission time of the frame body of the beacon frame;
— Zpro.

A device shall set the Duration field in discovery, command(data, or aggregated data ffames to the

— Thpe transmission time of the frame body of the curent frame;

— The transmission time of the expected responserframe for the current frame (Imm-AQK, or B-ACK
frame)), if any;

— The transmission time of subsequent frames, if any, to be sent to the same recipignt up to and
includipg (a) the next frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the|last frame in
the DQA TXOP or reservation block, whichever is earlier; or, alternatively, the transmissign time of the
next frame in the DCA TXOP or reservation block to be sent to the same recipient, if any; fand

— A]l the IFSs separating the.frames included in the Duration calculation.

A devife shall set the Duration*field in RTT and TRN frames to the sum of:

— The transmission time-of the frame body of the current frame,;

— Thpe transmission.time of the expected CTT,

— Thpe transmission time of subsequent TRN frames of one training iteration if any; and
— A|l the |ESs’separating the frames included in the Duration calculation.

For the purpose of calculation of duration field for RTT and TRN frames, a device shall| assume the
same gpreading factor as current iteration for the next training iteration. In addition, in calclilation of the
duration field for a RTT frame, the device shall assume the training peer device also requires training
feedback and training of receiving antenna, if the peer device is capable of beamforming.

A device shall set the Duration field in CTT, responding TRN, Imm-ACK and B-ACK frames to the larger
of zero or a value equal to the duration value contained in the previous frame minus SIFS, minus the
transmission time of the frame body of the received frame to which the CTT, Imm-ACK or B-ACK is
responding, minus the transmission time up to the end of the PLCP header of this CTT, Imm-ACK or B-
ACK frame.

Figure 155 illustrates setting of Duration field for RTT, CTT and TRN frames.
A device shall round a fractional calculated value for Duration in microseconds up to the next integer.

A device may estimate the transmission time of a B-ACK frame body based on the expected length and
data rate, or may assume a zero-length frame body.
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The following exceptions to previous rules are allowed:

— For frames with ACK Policy set to B-ACK Request, a device may set the Duration to the sum of
the transmission time of the frame body of the B-ACK Request frame plus a SIFS plus the estimated
transmission time of the expected B-ACK response frame.

— A device may set the Duration for any frame sent in a Hard or Private reservation block to zero.

Duration N Duration N
Duration N g Duration N "
| Duration Dyrat{on
Frames l > B
transmitted by
source device RTT TRN-I1 TRN-12 TRN-13 TRN-14 TRN-I5
Frames CTT TRN-R1 TRN-R2 TRN-R2 TRN-R3
transmitted by T N
recipient device Duration ¢ . . .
Duration Duration Duration Duratioh

Fighre 155 - Duration field values of an example of antenna training with 4 iterations

16.1.9.2 Nlore frames

If a device spts the More Frames bit to ZERO in a frame sent with Access Method set to ONE, jt shall
not transmit additional frames to the same recipient(s) within the reservation block.

16.1.9.3 Sequence number

The Sequenge Number field value is usedxfer duplicate detection for frames sent using the Imm-ACK
acknowledgeément policy. It is used for both duplicate detection and reordering for frames sent using
the B-ACK njechanism.

A device shpll assign each MSBU-or MCDU transmitted a sequence number from a modul¢ 2048
counter.

A device sh3ll assign the same sequence number to each fragment of an MSDU or MCDU.
A device shgll use a dedicated counter for MCDUSs.
A device shgll use a.dedicated counter for discovery frames.

A device shgll dse‘a dedicated counter for each sequence of MSDUs addressed to the same DejstAddr
with the same_Delivery ID using B-ACK acknowledgement policy

A device may use one counter for all other MSDUs, or may use a dedicated counter for MSDUs with
the same Delivery ID field value addressed to the same DestAddr.

In each beacon frame transmitted in a superframe, a device shall set the Sequence Number field from
a dedicated counter that increments once per superframe, modulo 2048, or shall set it to zero.

16.1.10 Information elements

IEs are contained in beacon, discovery, command and control frames. They convey certain control and
management information. IEs may be explicitly requested using Probe command frames.

A device shall include IEs in its beacon frame such that they apply to the superframe in which the
beacon is transmitted. A device shall interpret IEs contained in beacons received in the current
superframe to apply to that superframe.

The remainder of this Clause describes when each IE is generated.
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16.1.10.1 Application-specific IE (ASIE)
A device may include an ASIE in its beacon for each of its applications which have made the request,
as described in 16.17. The scope of the ASIE is dependent on the application that requested the
inclusion of the ASIE.

16.1.10.2 Application-specific probe IE

A device may send an Application-specific Probe IE in order to request a specific ASIE. The scope and
required response is dependent on the application that defines the ASIE.

16.1.10.3 Antenna Capability IE (ACIE)

A devige-shatHnectudeaA in-at-the-discovery-frameswhenparticipating diseovetiy process as
speficified in 16.18.1. A device may inlcude ACIE in its beacon.

16.1.10.4 Antenna Training IE (ATIE)
As specified in 16.18.2. the ATIE shall be included in the RTT and CTT contrel frameg used in the
antenrja training/tracking configuration, and may be included in a TRN frame.sent by a trajning initiator
to resgond to the configuration request sent by a training responder.
16.1.10.5 Antenna Training/Tracking Control IE (ATTCIE)
ATTCIE shall be included in TRN frames in iterative antenna training (16.18.3) or exglicit tracking
(16.18}4.1) and aggredated training frames, Imm-ACK or B-ACKdrame in implict tracking (16.18.4.2).
16.1.10.6 Antenna Feedback IE (AFIE)
At regpest, AFIE shall be included in TRN frames in antenna training (16.18.3) and explict tracking
(16.18}4.1) and B-ACK, Imm-ACK and aggregatedytraining frames in implicit antepna tracking
(16.1814.2).

16.1.10.7 Beacon period occupancy IE (BPOIE)
A device shall always include a BPOIE in itsxheacon. In the BPOIE the device shall reflect beacons
receivéd from neighbours in the previousvsuperframe, as well as information retaingd based on
hibernation mode rules.
16.1.10.8 BP Switch IE
A device should include a BP Switch IE in its beacon prior to changing its BPST, as| specified in
16.5.3]11.3.

16.1.10.9 Channel bonding IE (CBOIE)

A CBQIE is used to negotjate bonding of two or more channels and to announce the channels that are
involved in the channéel ponding.

When |using channel bonding, a device shall include a CBOIE in its beacons trangmitted in a
designjated beaconing channel to indicate the (proposed) bonded channels as defined in 16.11.

16.1.10.10 Channel change IE

A devipe'should include a Channel Change IE in its beacon prior to changing to a different channel. A
devicemm—m—mmmwnJE. A Type A

device shall include a Channel Change IE in its discovery frame to announce its home channel to
potential newly discovered device when the device returns to Discovery Channel to discover additional
device.

16.1.10.11 Channel measurement |E

A device shall include a channel measurement IE in a Channel Scanning Response command frame
for each scanned channel without superframe structure in explict channel scan procedure (16.4.1.1). A
device may include channel measurement IEs in a Channel Scanning Response command frames for
all the scanned channels with or without superframe structure (15.6.3.2).

16.1.10.12 Distributed reservation protocol (DRP) IE

A device shall include DRP IEs in its beacon for all reservations in which it participates as a reservation
owner or target, as described in 16.6.
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16.1.10.13 DRP availability IE
A device shall include a DRP Availability IE in its beacon as required to support DRP reservation
negotiation, as described in 16.6.

16.1.10.14 Hibernation anchor IE

A device that indicates it is capable of acting as a hibernation anchor should include a Hibernation
Anchor IE in its beacon to provide information on neighbours that are currently in hibernation mode as
described in 16.16.4.

16.1.10.15 Hibernation mode IE

A device shg
specified in
transmitter 3
hibernation guration.

16.1.10.16(ldentification IE

A device mgy include an Identification IE in its beacon to provide its own identifying informalion to
neighbours.
16.1.10.17|Link feedback IE
A device may include a Link Feedback IE in its beacon to provide feedback on a link with a gpecific
neighbour.
16.1.10.18|MAC capabilities IE

A device ma)y include a MAC Capabilities IE in its beacon.

16.1.10.19|Master key identifier (MKID) IE
A device ma)y include a MKID IE in its beacon to identify, some or all of the master keys it possepses.

16.1.10.20|Multicast address bind (MAB) IE

A device may include a MAB IE for any active, multicast bindings between multicast EUI-48s and
McstAddrs. device should include a MAB\IE in its beacon for at least mMaxLostBeagons+1
superframes| on registering a multicast address binding for transmission and upon detection of a
change in thp beacon group.

The MAC enfity shall translate the multicast EUI-48 provided by the MAC client along with an M$DU to
the bound mpulticast DevAddr forwuse in the transmission of the MSDU over the medium.

A device shgll not transmit frames with a McstAddr destination address unless a binding to a multicast
EUI-48 has heen declared byJinclusion of a corresponding MAB IE in its beacon.

On receipt df a MAB IE_the MAC sublayer shall establish an association between the source|of the
MAB IE and|the multicast DevAddr and multicast EUI-48 in each Multicast Address Binding Blpck, to
be used in apldresS:translations for the bound multicast addresses.

The MAC entity. shall deliver recelved MSDUs addressed to an actlvated multlcast DevAddr to th= MAC
client on the DU.

16.1.10.21 PHY capabilities IE
A device may include a PHY Capabilities IE in its beacon.
16.1.10.22 Probe IE

A device may include a Probe IE in its beacon to request certain IEs from another device.

16.1.10.23 Relinquish Request IE

A device may include a Relinquish Request IE in its beacon to request that a neighbour release one or
more MASs from reservations.

If a reservation target receives a request to relinquish MASs included in the reservation, it shall include
in its beacon a DRP Availability IE and a Relinquish Request IE identifying those MASs with the Target
DevAddr field set to the DevAddr of the reservation owner.
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16.1.10.24 Relay IE

If a device supports the relay procedure as specified in 20.1.2, 20.1.4, and 20.1.5; it shall include a
Relay IE in its beacon or command frame to support the relay procedures.

If a device supports the relay procedure as specified in 20.2.7.1, it shall include a Relay IE in its
beacon or command frame to detour to another reliable path when a current path is considered
unavailable as described in 20.2.6.

16.1.10.25 Scan Timing IE
A device shall always include a Scan Timing IE in a discovery frame. In the Scan Timing IE, the device
shall indi i i i ill 1i ing the same
antenrla beam. A device shall include Scan Timing IE in a Channel Scanning Request cemmmand frame
to indicate the time when the device returns to Discovery Channel to listen for €hannel Scanning
Respohse command frame.

16.1.10.26 UEP IE
A device may include an UEP IE in its beacon to indicate the UEP types anddUEP MCS iodes that it
can sulpport.

16.2 | Distributed contention access (DCA)

The DCA mechanism provides distributed contention access to the/medium for the following types of
frame pxchanges in the discovery channel:

« Disgovery frames

e RTT/CTT control frames

« Antenna training frames

¢ Chdnnel selection command frames
In add

tion, DCA is also the medium access method in DCA reservation blocks.

A framle transferred over the wireless meditym using DCA is referred to as a DCA frame.

All devices shall use both physical and’ virtual carrier sensing before accessing the mediym. The RTT
and CTT frames shall be transmitted using PHY mode DO (see 10.2.5). The training frames shall be
itted using one of the discovery PHY modes with adaptive spreading factor.

DCA medium ayailability

reservation-'blocks except for a zero-length interval at the start of DCA reservatiop blocks with
Redervation'\Status set to one if a neighbor is the reservation owner, for purposes of determining TXOP

16.2.2 NAV

A device that transmits and receives frames using DCA shall maintain a network allocation vector
(NAV) that contains the remaining time that a neighbour device has indicated it will access the medium.
The device that receives a MAC header not addressed to it shall update its NAV with the received
Duration field if the new NAV value is greater than the current NAV value. A device shall consider the
updated NAV value to start at the end of the PLCP header on the medium.

A device that receives a MAC header with invalid HCS outside shall update its NAV as if the frame
were correctly received with Duration equal to ZERO.

A device shall reduce its NAV as time elapses until it reaches zero. The NAV shall be maintained to at
least mClockResolution.
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16.2.3 Medium status
For DCA purposes, a device shall consider the medium to be busy for any of the following conditions:

When the
When the
When the
When the

When its CCA mechanism indicates that the medium is busy;

device is transmitting or receiving a frame on the medium;
Duration announced in a previously transmitted frame has not yet expired;
device’'s NAV is greater than zero, if the device maintains a NAV;

medium is unavailable for DCA.

At all other t

16.2.4 Ob
A device shg

The devic

The devic
DCA fram

The devic

The device

mes a device shall consider the medium to be idle.

faining a TXOP
[l consider itself to have obtained a TXOP if it meets the following conditions:

b has one or more newly generated DCA frames;

b had a backoff counter of zero value and had no DCA frames prior to the generation of t
PS;

b determines that the medium has been idle for LIFS or longer.

shall start transmitting a frame, which may be an RTT\ ffame, as soon as the

conditions afe satisfied. The device shall treat the start of the frame transmission on the w

medium as t
A device shg
The devic

The devic
idle for LI

he start of the TXOP.
Il also consider itself to have obtained a TXOP ifdt meets the following conditions:
b has one or more DCA frames buffered for transmission, including retry;

b set the backoff counter to zero in the last*backoff and determines that the medium ha
S since that backoff at the end of the curfent DCA slot, or the device decrements its

counter frgm one to zero in the current DCA slot

The TXOP s

hall start at the end of the current backoff slot, i.e., the start of the next backoff slot

A device shall ensure that the TXOP it has obtained ends SIFS plus mGuardTime before the n

becomes un

Figure 156 il

available for DCA.

ustrates the timing kelationship in obtaining a TXOP.

e new

above
reless

s been
backoff

edium

- LIF >
Medium b 4 SIFS— pSlotTime——»/s o o [—— pSlotTime—ma——pS|otTime——p-——pSlot Time——m
eiium busy
ccA ccA ccA ccA
MACDelay [ mACDelay] [mACDelay] [MACDelay]
PHYDelay T PHYDelay PHYDelay ]« PHYDelay

158

f

PHY transmits the
—> frame into medium

For backoff counter = 1, if T
CCA_Result = Idle, MAC PHY transmits the
prepares for aframe = frame into medium
transmission

For backoff counter = 0, if
CCA_Result = Idle, MAC
prepares for a frame
transmission

CCA = pCCADetectTime
MACDelay = Time required by MAC for preparing a frame transmission and transfering the frame to PHY SAP
PHYDelay = Time required of PHY to transfer the frame from PHY -SAP to wireless medium

Figure 156 - DCA timing relationships
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16.2.5 Using a TXOP

A device that has obtained a TXOP is referred to as a TXOP owner. A TXOP owner shall initiate one or
more frame transactions without backoff, in the TXOP it has obtained, subject to the following criteria:
¢ Each transaction in the TXOP will be completed within the obtained TXOP; and

¢ The recipient device will be available to receive and respond during that frame transmission.

A recipient device shall not transmit a CTT frame in response to a received RTT frame if its NAV is
greater than zero. A recipient device shall not transmit a CTT, Imm-ACK or B-ACK response to a
received frame requiring such a response if the response will not be completed SIFS plus mGuardTime

Under|the rules stated above, the following timings apply to transmissions, including“regponses, in a
TXOP|(these timings are referenced with respect to transmission to or reception) from |the wireless

¢ Thel TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXQP at the start

e Aftgr transmitting a discovery frame, the TXOP owner shall transmit a<§ubSequent discovery frame MIFS

r transmitting a frame with the ACK Policy set to No-ACK orB=ACK, the TXOP owner shall transmit a
equent frame pMIFS or pSIFS after the end of that transmitted frame.

r receiving an RTT frame or a non-RTT frame with the-ACK Policy set to Imm-ACK or B-ACK Request,

r receiving an expected CTT, Imm-ACK or B-ACK response to the preceding frame it trgnsmitted, the
TXOPP owner shall transmit the next frame,s0r retransmit a frame it transmitted earlier in the case of

« Aftgr receiving a requested B-ACK frame with a valid HCS but an invalid FCS, the TXOFP owner shall
retrgansmit the last frame it transmitted,)or transmit the next frame, SIFS after the end of the B-ACK frame.

If a depice cannot transmit its next,frame according to these timing requirements, it shall|consider the
TXOP |ended.

16.2.6 Invoking a backoff procedure

A devite shall maintain(a backoff counter to transmit frames using DCA.
A dev|ce shall settthe backoff counter to an integer sampled from a random varialle uniformly
distribtited over the-range [0, CW], inclusive, when it invokes a backoff. The device shall|initialize CW

to mCWmin begfore invoking any backoff, adjusting CW in the range [MCWmin, mCWmax]| inclusive, in
the cotirse of;performing DCA as described below.

The dgvicé’shall set CW back to mCWmin after receiving a CTT or Imm-ACK frame or the|MAC header
of a B-ACKfrarmmeexpected i response to the tast transmitted frarme, or uporm transtmittig a frame with
ACK Policy set to No-ACK. A device shall also set CW back to mCWMin, but shall not select a new
backoff counter value, after discarding a buffered DCA frame.

A device shall invoke a backoff procedure and draw a new backoff counter value as specified below.

1. A device shall invoke a backoff, with CW set to mCWmin, when it has a DCA frame arriving at its
MAC SAP, or a DCA frame generated at the MAC sublayer entity under the following conditions:

- The device had a backoff counter of zero value but is not in the middle of a DCA frame transaction;
and the device determines that the medium is busy.

2. A device shall invoke a backoff, with CW set to mCWmin, at the end of transmitting a DCA frame
with the ACK policy set to No-ACK or B-ACK, or at the end of receiving an expected Imm-ACK or B-
ACK response to its last transmitted DCA frame, under the following condition:
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- The device has no other DCA frames for transmission in the current TXOP obtained.

3. A device shall invoke a backoff, with CW set to mCWmin, at the end of transmitting a DCA frame
with the ACK policy set to No-ACK or B-ACK, or at the end of currently receiving the DCA frame
header of an expected Imm-ACK or B-ACK response frame to its last transmitted DCA frame, under
the following conditions:

- The device has one or more DCA frames that need to be transferred over the wireless medium;
and

- The device finds that there is not enough time remaining in the current TXOP obtained to complete
the next DCA frame transaction

4. A device ghall invoke a backoff, with CW (but not the backoff counter in general) kept to.thg same
value, at the start of a TXOP obtained under the following condition:

- The device finds that there is not enough time to complete a pending DCA frame transaction in the
obtained TXOP.

5. A device ghall invoke a backoff, with CW set to the smaller of mCWmax or,.2xCW+1 (the latjer CW
being the|last CW value), at SIFS plus the Imm-ACK frame transmission time after the end|of the
last DCA frame it transmitted, under the following condition:

- The de\ice does not receive an expected CTT or Imm-ACK frame;)or does not correctly receive
the MACQ header of a requested B-ACK frame by this time.
16.2.7 Deg¢rementing a backoff counter

Upon invoking a backoff, a device shall ensure that the medium is idle for LIFS before starting to
decrement the backoff counter. To this end, a device shall:define the first DCA slot to start at the time
SIFS after the medium has been idle, as defined in Figure 157, with subsequent DCA slots following
successively until the medium becomes busy. All DCA'slots have a length of pSlotTime.

= IFS——»<«—————Contention window—————————»|

Fe==r=TT
Busy medium {,’ DCA slots / Next frame
/ b

«SIFS—P‘ B <«€pSlotTime—

Select slot and decrement backoff

————=~——Defer access——Pt—— o
as long as medium is idle

Figure 157 - Transmission of beacons in the discovery channel

A device shall treat the CCA result at pCCADetectTime after the start of a DCA slot to be the CCA
result for that DCA slot. If the medium is idle in a DCA slot, and the medium has been idle for at least
LIFS, the device shall decrement the backoff counter by one at that time. This procedure is also
defined in Figure 157.

The device shall freeze the backoff counter when the medium becomes busy. The device shall treat the
residual backoff counter value as if the value were set due to the invocation of a backoff, following the
above procedure to resume decrementing the backoff counter.

16.3 Device discovery

To discover another device with which it intends to exchange MPDUSs, a device shall transmit discovery
frames in the Discovery Channel follwowing an initial scan upon power-up.
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Discovery frames shall be transmitted using a specified PHY mode according to its device type. To dis-
cover devices of different types it supports, a device shall transmit discovery frames using different
PHY modes corresponding to the types of the devices it intends to discover, as specified in the follow-
ing sub clauses. To discover Type A devices, discovery frames shall be transmitted using mode-DO,
and are referred to as A-Discovery frames. To discover Type B devices, discovery frames shall be

transmitted using mode-BO, and are refered to as B-Discovery frames.

16.3.1 Power-up scan
After powering up, a device shall perform an initial scan according to its device type, as specfiied

below.

16.3.

A Type A device shall scan for Type A beacons in the Discovery Channel for at least one
after ppwering up. If such beacons are received, the Type A device shall send a beacon w
to Pre¢mptive in a signalling slot that is randomly chosen in the BP indicated by/the receiv
the Status field of the received beacon is Ready, the preempting beacon shall"ke of Type
if the Status field is Dual, the preempting beacon shall be of Type B. In addition, the Type 4

also s
Type A
the dis
transnj

a discovery block set as described in 16.3.2.2.

If a di
antenr
may sfi
as spe

16.3.]

A Typ
scanni
followi

If a
may
16.5

If a
dev

.1 Type A

nd the same preempting beacons in any slots in the BP indicated by the received

beacons are received during the scan, the Type A device shall’start device discove
covery channel as described in 16.3.2. In order to discoyep other devices after
ission in a Data Channel, a Type A device shall switch back to the Discovery Chan

Ecovey frame is received correctly in the Discovery«Channel, the Type A device 1
a training with the device from which the discovery/frame is received as described
art the explicit channel selection with the deviee*from which the discovery frame w

.2 Type B

b B device shall scan each channelfor at least one superframe after powering
hg, the Type B device shall not transmit any frames unless the scanning indicates th
Ng conditions is true:

channel is detected as busy ahd at least one Type B beacon is received correctly, the 1
join the device from which:ithe Type B beacon is received by sending a dual-beacon aj
2.

channel is detected-as busy and at least one B-Discovery frame is received correctl
ce may join the-device from which the B-Discovery frame is received by transmitting 3

cified in 16.4.1, or may transmit a discovery:frame with Status field set to Responsg.

superframe
th Status set
bd beacon. If
A; Otherwise
\ device may
pbeacon. If no
Iy process in
starting the
nel and send

nay start the
in 16.18, or
as received,

Ip. After the
at one of the

ype B device
described in

, the Type B
| B-Discovery

frame with Status setto Response during the time period as indicated in the Scan Timing IE i the received

B-D
If it

Typ
beld

scovery frame:

has detected an idle channel during the scanning and has not joined another device by re
b B beacon or discovery frame, the Type B device shall continue the discovery prog
e

sponding to a
ess specified

A Type B device shall scan for Type B beacons in the Discovery Channel for at least one superframe. If
such beacons are received, the Type B device shall send a Type B beacon with Status set to Preemptive in
a signalling slot that is randomly chosen in the BP indicated by the received beacon. In addition, the Type
B device may also send the same preempting beacons in any slots in the BP indicated by the received
beacon. If no Type B frames are received during the scan, the device shall start the device discovery
process in the discovery channel as described in 16.3.2.1.

If a B-Discovery frame is received correctly in the discovery channel, the Type B device may start an
explicit channel selection process with the device from which the B-Discovery frame is received, as
described in 16.4.1, or may transmit a discovery frame with the Status field set to Response, or if the
device from which the discovery frame was received is of Type A, it may start the antenna training
procedure with the originating device, as specified in 16.18.
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16.3.2 Transmission and reception of discovery frames

For the purposes of device discovery, a device shall transmit discovery frames in Discovery Channel
as specified in this subclause. DCA shall be used to transmit discovery frames in Discovery channel.

16.3.2.1 Type B discovery block set

A Type B device shall transmit B-Discovery frames only in the Discovery Channel. After completion of
a B-Discovery frame transmission, the Type B device shall scan for responses for a duration of B-
SCAN. The scanning shall start a SIFS after the end of the B-Discovery frame transmission. The
transmission of a B-Discovery frame and the scanning afterwords form a B-Discovery block. If it has
multiple antenna that cover multiple sectors, after the completion of the scanning in the first sector, the
Type B devi§e shall Switch 10 the next sector and repeat the same B-DiSCOVery bIocK for every|sector
that the device can cover using a different antenna block, or beam. A Type B discovery bloek 'get is a
series of B-Discovery blocks that are performed in turn sweeping though all the sectors that_the [device
has. The tim|ng of a Type B discovery block set is depicted in Figure 158.

B-Discovery block B-Discovery block | * * ¢ B-Discovery block
<« Sector 1— b4 Sector 2 «———Sector N——»
____________ 3
B-Discovery frame Mode-B0O Scan
TXOP B-SCAN

Eigure 158 - Type B discovery block set
Norminal dufation of a Type.B DBS (with no medium access collision) is specified in Table 96.

Table 96 - Norminal duration of a Type B DBS

PHY-dependent Parameter Value

pDBSDuration 8733 us

16.3.2.2 Type A discovery block set
A Type A device shall transmit A-Discovery frames only in the Discovery Channel.

After the completion of an A-Discovery frame transmission, the Type A device shall perform one or
more B-Discovery blocks. The number of B-Discovery blocks shall be equal to the number of sectors
that the device is capable of covering using a number of antenna blocks or beams. The transmission of
the A-Discovery and B-discovery frames in series in the same sector shall be separated by MIFS and
completed in one TXOP obtained. The scanning shall start SIFS time after the end of the B-Discovery
frame transmission. The Type A device shall first scan for responses to the transmitted B-Discovery
frame for a duration of B-SCAN, after which the Type A device shall scan for responses to the
previously transmitted A-Discovery frame for a duration of D-SCAN. If the Type A device has multiple
antennas that cover multiple sectors, after the completion of the scanning in the first sector, the Type A
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device shall switch to the next sector to perform the next B-Discovery block in which the transmission
of the B-Discovery frame shall be completed in one TXOP obtained. A Type A discovery block set
consists of an A-Discovery frame and a Type B discovery block set with a scanning for Type A
discovery responses in between. The timing of a Type A discovery block set is specified in Figure 159.

TXOP in Sector 1

A

MIFS B-Discovery Mode-D0 B-Discovery e e 0 B-Discover)
< > block Scan block bloek

A-Discovery frame

N

v

*-D-SCAN—>
Sector 1 = > Sector 2—p, (4~ Sector N

v

/
TXOP in'Sector 1
g

»
»

/

B-Discovery Mode-B0 Scan

frame

) 4

< y—BSCAN—>
TXOP in Sector 2...N

Figure 159 - Type A.discovery block set
Normimal duration of a Type A DBS (with no medium access collision) is specified in Tablg 97.

Table 97 - Norminal duration of a Type A DBS

PHY-dependent Parameter Value

pDBSDuration 10003.2 us

16.3.2.3 Discovery scanning while performing DBS

When [accessing Discovery Channel for the purpose of device discovery, the channel time shall be
divided into Discovery-Intervals with equal durations of mDILength, where the Discovery Interval is
repeatpd in time,

In eagh Discovery Interval, a device shall perform one and only one discovery block set. When
itting-the first discovery frame of a discovery block set as described in 16.3.2.2 and 16.3.2.1, a
device|shall-schedule its transmission at a time randomly drawn from a uniform distributior] over the set
{0, m i ini i

When performing the next discovery block set, a Type A device shall switch to the next sector to
transmit the A-Discovery frame using a different antenna block or beam, if it covers multiple sectors
using a number of antenna blocks, or beams. The order of antenna blocks, or beams used when
switching shall remain the same in repetition.

During each Discovery Interval except for the time to perform a DBS, a Type A device shall scan for
discovery responses transmitted in mode-DO0, and a Type B device shall scan for discovery responses
transmitted in mode-BO0. A device shall scan all the sectors in turn and repeat in the same order if no
response to a transmitted discovery frame is received. For each sector it covers, a Type A shall scan
for A-DIS-SCAN Discovery Intervals (embedded with all DBSs) before switching to scan the next
sector, and a Type B device shall scan for B-DIS-SCAN Discovery Intervals (embedded with all DBSs)
before switching to scan the next sector. Such processes of discovery scanning while performing DBS
are illustrated in Figure 160 and Figure 161 for Type A and Type B devices respectively.
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[—Scanning Sector 1-»«—Scanning Sector 2 Scanning Sector N-»—Scanning Sector 1-»{ o e e
- Discovery Interval >
) Discovery Block Set (DBS)
A-Discovery | B-Discovery | Mode-DO | B-Discovery B-Discovery .
Mode-DO Scan frame block Scan block |* %  block Mode-DO e
Sector 1 A Sector 2-b| 4 Sector N—Pie-—=Sector 1—
B- Discovery | Mode-BO
frame Scan

Figure 160 - Discovery intervals of> a Type A device

Scanning sgctor 1 Scanning sector 2 Scanning sector N, Seahning sector 1
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g B-Discovery | B-Discovery B-Discovery !
Mode-BO Scan block block oo o block Mode-BO Scan
"¢—Sector 1%“\—>«Secf6r\2\» 4—Sector N b¢———Sector L ————P

\
\
\

B-Discovery | Mode-BO
frame Scan

v

Figure 161 - Discovery intervals of a Type B device

16.4 Channel selection

A device shall use the explicit channel selection process specified in 16.4.1 to select a channel to send
its beacons or B-Poll, before it sets up or joins a beacon group in that channel.
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A device shall send channel selection command frames with a mode that its intended recipient
supports. A device shall not send channel selection command frames with any discovery mode.

After devices started or joined a beacon group by sending beacons in a selected data channel, an
implicit channel selection procedure described in 16.4.2 allows a group of devices in the beacon group
to change channels in a coordinated manner.

16.4.1 Explicit channel selection

A device shall not start explicit channel selection unless the device has received a discovery frame in
Discovery Channel from another device with which it intends to exchange MPDUs. The device shall
transmit channel selection command frames only in Discovery Channel using DCA. In the explicit

chann
discov

16.4.1

A devi
Scann
device
Scann
device

bred device as described in 16.4.1.1 followed by explicit channel switch as described

.1 Explicit channel scan

ce shall request newly discovered device to perform channel scanningvby sendin
ng Request. Once the device receives an ACK frame to its Channel Scanning
shall leave the Discovery Channel to scan the same channel(s) as specified in
ng Request. At the time it specified in the Scan Timing IE in its/-Channel Scanning
shall return to Discovery Channel to listen for Channel Scanning’Response.

Upon |
which

eception of such a Channel Scanning Request, a device shall respond with an ACK
t shall remain in Discovery Channel for a duration of m€hannelScanRequestRetry.
receivé additional Channel Scanning Request from the same device during this period, the
perforin the requested scanning in the channels indicated in the Channel Scanni
Otherwise, the device shall respond with another ACK frame. The device shall return back
Channel at the time indicated in the Channel Scahning Request and send a Chanr
Respopse which includes DRP availability 1E(s) to~indicate the scanning result. In addit
channel without superframe structure, the device shall include a channel measuremg
Channel Scanning Response. And the dewice may include channel measurement IE
channgls with or without superframe structare in the Channel Scanning Response as speq

The fgrmats of Channel Scanning Request and Response are specified in 15.6.3.1
respedtively.

16.4.1.2 Explicit channelswitch

Upon Keception of a Channel'Scanning Response, a device shall send Channel Change R
device| from which it received the Channel Scanning Response. After sending a Cha

receives a'frame with Reason Code field set to a value other than Accepted, the device sh

b| selection process, the device shall first coordinate explicit channel scanningwith the newly

in16.4.1.2.

g a Channel
Request, the
its Channel
Request, the

frame, after
If it does not
device shall
ng Request.
to Discovery
el Scanning
on, for each
nt IE in the
5 for all the
ified.

hnd 15.6.3.2

pguest to the
hnel Change

t, the device shalllisten for a Channel Change Response. Once it receives an Channel Change

is randomly
| to set up a
devices will
f the device
All transmit a

revised ‘channel change request. The device shall not switch to a channel that is not acg

epted by the

recipient.

Upon reception of a Channel Change Request, a device shall respond with a Channel Change
Response frame with Reason Code field appropriately set as in Table . A device shall not switch to a
channel until an Ack frame to its accepted Channel Change Response is received. Before it switches to
an agreed channel to set up a superframe structure, the device shall wait for a period of time that is
randomly chosen over the range [0, mSuperframelLength] with the exception that the pair of devices
will engage in a Master-Slave operation, as specified in 16.7.2, in the agreed channel.

The formats of Channel Change Request and Response are specified in 15.6.3.3 and 15.6.3.4
respectively.
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16.4.2 Implicit channel selection

A device may initiate implicit channel selection after it has performed a channel scan. If a
initiates implicit channel selection, it shall include a Channel Change IE in its beacon sent
current channel, as described in 15.9.10.

device
in the

In a Channel Change IE, the device shall set the New Channel Number field to the number of the new

channel. It shall set the Change Channel Count field to the remaining number of superframes

before

the device moves to another channel. In successive superframes, the Change Channel Count field

should be decremented.

If the value set in the Change Channel Count field is zero, the device shall move to the new channel at

the end of the current superframe.

On reception of the Channel Change IE, a device that also intends to change channel
coordinated manner should include a Channel Change IE with the same field values in.its lbeacq
16.5 Transmission and reception of beacons

For data exchange, the device shall set up a superframe structure by transmitting beacor
specified in 16.5.3.

16.5.1 Trgnsmission and reception of Type A beacons

A Type A deyice that has unreserved MAS, shall not transmit any beacons with Status set to Re
any channell unless it has (1) discovered another device with which-the Type A device inte
exchange MPDUs, as described in 16.3 and (2) completed the antenna training if the newly disc

device is ca

Before a Typ
for Type A b
is received,

scanning res

A. If the dev
during the s

B. If the dev
another devi

If the devi

a Type A beacon in the first beagon slot after the signalling slots;

otherwise
Instead, p
beacon in
numbered
BPST.

C. If the deyV|

able of antennna training.

pacons for at least one superframe, or at least\fwo superframes if no Type A beacon
using the same antenna beam. The device shall follow the following rules based
ult:

ce receives one or more Type A beacon headers, but no beacon frames with a val
an, the device should scan for an‘additional superframe.

ce has not selected a beacon®stot to transmit Type A beacons to exchange a MPD
ce using any of its antennacbeams, it shall follow the following rules:

Ce receives no Type A beacon frame headers during the scan, it shall create a new BP an

if the device receives one or more Type A beacons during the scan, it shall not create a n
rior to communicating with the newly discovered device, the device shall transmit a
a beacon+slet chosen from up to mBPExtension beacon slots located after the

céalfeady selected a beacon slot to transmit Type A beacons to exchange a MPD

(s) as

ady in
hds to
pvered

e A device transmits any beacon using the antenha beam determined in 16.3, it shalll scan

frame
on the

d FCS

U with

d send

ew BP.
[ype A
nighest

unavailable beacon slot it observed in the last superframe and within mMaxBPLength after the

U with

another devi

eusinag -a diffarent antenna heam it shall follow thae followina rules:
HSHga—-aHeeRtaihite R hRabBeai—H—SharoHoWHhReoHoWHRgFdh -

shall start

the beacon relocation process as specified in 16.5.3.11;

If the device receives one or more Type A beacons that indicate a BPST that is not aligned with its own, it

otherwise, if either of the following conditions (in the following sub-bullets) is true, it shall transmit an

additional Type A beacon, using the same antenna beam as the one used in the scan, in a beacon slot
chosen from up to mBPExtension beacon slots located after the highest numbered unavailable beacon
slot it observed in the last superframe and within mMaxBPLength after the BPST.

166

If the device receives no Type A beacon frame headers during the scan; or

The Type A beacon frame received indicates an aligned BPST to its own.
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Figure 162 illustrates the Type A beacon transmission procedure after device discovery and
beamforming using a flow chart.

Scan 1 superframe; or
2 if no valid FCS

s the device already transm itting
a Type A beacon?
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Figure 162 - Transmjssion of Type A beacons
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ame.

.1 Discovery ofiadditional devices

tarting the trangmission of Type A beacons in a channel, a Type A shall make a DR}
pservation Type set to Absence no later than mMaxDiscoverylLatency superframes
DRP reservation shall be greater than the minimal time needed by the Type A devid

A discovery block set. Within this reservation, the Type A device shall change
el andiperform a Type A Discovery Block Set as described in 16.3.2.2. The discove
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ice shall not
cent beacon
ce shall not
pt in the last

P reservation
. The length
e to transmit
fo Discovery
y frame sent

in the ns in a channel shall include a

Discovery Channel after starting the transmission of Type A beaco
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16.5.2 Transmission and reception of Type B beacon frames

A Type B device shall not transmit any beacons with Status set to Ready in any channel unless it has
located another device with which the Type B device will exchange MPDUs. Before a Type B device
transmits any beacon, it shall scan for Type B beacons for at least one superframe or at least two
superframes if no Type B beacon frame is received. If the channel is detected as idle, it shall create a
new BP and send a dual-beacon in the first beacon slot after the signalling slots. If the device receives
one or more Type B beacon headers only, but no beacon frames with a valid FCS during the scan, the
device should scan for an additional superframe. If the device receives only Type B beacons during the
scan, it shall not create a new BP. Instead, prior to communicating with another device, the device shall
transmit a dual-beacon in a beacon slot chosen from up to mBPEXxtension beacon slots located after
the highest numbered unavailable beacon slot it observed in the last superframe and within
mMaxBPLength after the BPST. Otherwise, the Type B device shall not transmit a Type B beacon with
Status set to Ready in that channel.

© ISO/IEC 2011 - All rights reserved 167


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

When transmitting its dual-beacon, a Type B device shall follow the rules specified in 16.7.1.

With the exception of transmitting its own beacon as described in this sub clause and 16.5.3., a Type B
device shall not transmit any frames during the announced BP length of any of its neighbours.

A Type B device shall listen for duration of one superframe when it skips its beacon transmission as
specified in 16.5.3.8. If transmission other than dual beaconing is detected using Physical sensing, the

Type B device shall not move its (dual-) beacon slots.

16.5.3 Superframe
Refer to 7.2.4.4 for the t|m|ng structure of the superframe. A deV|ce shaII use superframe timing
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Figure 163 - Example BP structure

When a device selects an initial beacon slot after scanning for beacons as described in 16.5.1 and
16.5.2, the device shall transmit a beacon only if it selected a slot within mMaxBPLength after the

BPST.
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16.5.3.2 Beacon slot state

A device shall consider a beacon slot unavailable if in any of the latest mMaxLostBeacons+1
superframes:

The beacon slot was considered to be occupied (according to Table 80); or

received by the device.

A device shall consider a beacon slot available in all other cases.
16.5.3.3 BP length

The beacon slot was encoded as occupied (according to Table 80) in the BPOIE of any beacon

A dev

ce shall consider a beacon slot to be monitored if in any of the latest mMaxLo

stBeacons+1

superffames:

- THe device received a beacon frame in that beacon slot that is aligned to itsBRST;

- THe device received a beacon frame with an invalid FCS within 2xmGuardTime of tha} beacon slot
boundgry; or

- THe beacon slot was encoded as occupied (according to Table 80)-with a DevAddr|not equal to
BcstAddr in the BPOIE of any beacon received by the device.

A devifte shall announce its BP length in its beacon as a count of-beacon slots starting frgm the BPST.
The announced BP length shall include a) the device's own beacon slot in the current syperframe, b)
all mopitored beacon slots in the BP of the prior superframe;“and c) the beacon slot indicated in any
beacon received in a signalling slot in the prior superframe,

The ar
b, and
generg
BP len

The B
group,
beaco

16.5.3
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within
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mMax
consid

16.5.3

If a de
its subj

nounced BP length shall not include more than mBPExtension beacon slots after th
c, above. The announced BP length shall not’exceed mMaxBPLength. Power-sens

gth.

P length reported by a device varies;;as new devices become members of its exte
and as the device or other devices'in its extended beacon group choose a new be
1 slot collision resolution or BPgontraction.

.4 Neighbours

Ce shall consider another/device to be a neighbour if it has received a beacon fron
the last mMaxLostBeacons+1 superframes, and the latest beacon from the devicg
aligned with its own. If a device has not received a beacon from another device
L ostBeacons+1( superframes, it shall not consider the device a neighbour. A deyv

.5 Beacon slot collision

Vice detéects a beacon collision as described in 16.5.3.9 it shall choose a different bg
Ssequent beacon transmissions from up to mBPExtension beacon slots located aftef

e latest of a,
itive devices

lly should not include any beacon slots after the last monitored beacon slot in their announced

nded beacon
acon slot for

h that device
b indicated a
for the last
ce shall not

er a received'\beacon with the Signalling Slot bit set to one as received from a neighbour.

acon slot for
the highest-

numbsg

red”unavailable beacon slot it observed in the last superframe and within mMaxBH

Length after

the BPST.

16.5.3.6 Use of signalling slots

If the beacon slot in which a device will transmit its beacon in the current superframe is located beyond
the BP length indicated in any beacon the device received from a neighbour in the previous
superframe, the device shall also transmit the same beacon, except with the Signalling Slot bit set to
one, in a randomly selected signalling slot, except as follows:

A device should follow recommendations in 16.5.3.11.4, if applicable.

If a device transmits a beacon in a signalling slot for mMaxLostBeacons+1 consecutive
superframes, it shall not transmit a beacon in a signalling slot in the next mMaxLostBeacons+1
superframes, and it should not transmit a signalling slot beacon for an additional aperiodic interval that
does not exceed mMaxSignalingSlotBackoff superframes
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Subject to the preceding exceptions, a device also may send a beacon in a signalling slot in response
to abnormal conditions, such as failure to receive a beacon from a neighbour that previously did not
include the device's beacon slot in its BP Length, or failure of a neighbour to report reception of the
device's beacon in its BPOIE.

A device may consider a beacon received in a signalling slot as if it were not a received beacon,
except to report reception as required in 16.1.10.7 and to process the Beacon Slot Number field as

required in 1

6.5.3.3 and 16.5.3.9.

16.5.3.7 Required reception interval
An active mode device shall listen for neighbours' beacons in the first N beacon slots in each

superframe,
as defined i
frame with a

If a device 1
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’Lwhere N is the greater of its BP Length values for the current and previous superf

16.5.3.3. At a minimum, the device shall listen for intervals such that it would“red
reception time within mGuardTime of the start of any of the N beacon slots.

eceived a beacon with invalid FCS, or detected a medium activity that did not re
a frame with valid HCS in a signalling slot in the previous superframe, no BP

5 required, but it shall listen for beacons for an additional mBPExtensien beacon slo
indicated in the current superframe, but not more than mMaxBPLehgth beacon slo

Kipping beacon transmission
pde device shall transmit a beacon in each superframef-except as follows: In o

[ a potential neighbour in its beacon slot. A device shall-skip beacon transmission,
d signalling slot beacon, at least every mMaxNeighbourDetectioninterval. When a
transmission, it shall act as if the skipped beacaen were transmitted.

eacon slot collision detection

hll consider itself involved in a beacon.sloet collision with another device in its ex
p if one of the following events occurs:

on slot is reported as occupied in‘dhe BPOIE in any beacon it receives in the
but the corresponding DevAddr is neither BcstAddr nor its own DevAddr used
erframe.

pping beacon transmission’in the previous superframe, its beacon slot is repor
the BPOIE in any beacon it receives in the current superframe, and the corresp
ot BestAddr.

ipping beacon transmission in the current superframe, it receives a MAC header
e in its beacop slot.

es a signalling slot beacon aligned with one of its own signalling slots, with the H
field set.to its own beacon slot.

ames,
eive a

sult in
_ength
s after
[S.

der to
Hically,
put not
device
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bnding
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eacon

ts indicate a potential beacon slot collision. A device should consider the possibili

coflision and take appropriate action if one or more of the following anomalous

y
vents

of a

occurs, or occurs consistently over multiple superframes:

The device's beacon slot was reported as occupied and the corresponding DevAddr was BcstAddr

in the BPOIE of a beacon it received in the current superframe, and it sent a beacon in its beacon slot

in the previo

us superframe.

After skipping beacon transmission in the previous superframe, its beacon slot is reported as

occupied in the BPOIE in any beacon it receives in the current superframe and the corresponding
DevAddr is BcstAddr.

medium activity in its beacon slot that does not result in correct reception of a frame header.

In reaction to events that indicate a potential beacon slot collision, a device should:

170

consider itself involved in a beacon slot collision and change slots as required in 16.5.3.5;
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- skip beacon transmission; or
- send a beacon in a signalling slot, subject to requirements in 16.5.3.6.

At a minimum, a device shall execute at least one of these recommended reactions in the next
superframe if in mMaxBeaconSlotCollisionDetectionLatency consecutive superframes one or more of
the anomalous events described above occurs, and the device has not executed a recommended
reaction in those mMaxBeaconSlotCollisionDetectionLatency superframes.

Other events can also indicate a potential beacon slot collision. For example, if a device's beacon slot
is frequently reported as unoccupied in the BPOIE of a beacon it receives, it could indicate a collision,
and the_device may take action as described abhove

16.5.3.10 BP contraction

A device shall consider its beacon to be movable if in the previous superframe it found|at least one
availalple beacon slot between the signalling slots and the beacon slot it indicatés,in its beacon in the
current superframe. However, for purposes of BP contraction, a device mayrcensider ar] unoccupied
beacon slot to be occupied for up to mMaxMovableLatency superframes,)ifit detects cgnditions that
indicatle contraction into that beacon slot might lead to a beacon slot-collision, such ap a previous
beacon slot collision or indication of poor link conditions in that beacoq/slot.

A devige that includes a Hibernation Mode IE in its beacon shall consider its beacon to be hon-movable
during|the announced hibernation period.

A device not involved in a beacon slot collision or a BP mefge shall shift its beacon int¢ the earliest
available beacon slot following the signalling beacon slotsin the BP of the next superframe, if in each
of the |atest mMaxLostBeacons+1 superframes:

- The Ievice's beacon was movable; and

- The @levice did not receive a beacon from a neighbour that indicated a beacon slot aftef its own and
had the Movable bit set to one; and

- The device did not receive a beacon fron¥Xa neighbour that contained a BPOIE that encoded a beacon
slot affer its own as Movable (per Table 80).

Howe\er, if in the last mMaxLostBeacons+1 superframes the device received a beacon from a
neighbour that indicated a BP_Length that did not include the device's beacon slot, and|that beacon
had the Movable bit set to one, the device should not change to an earlier beacon slot in the next
superffame.

Figure|164 shows some.examples of BP contraction.
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Movable Not Moyable
| ] ] | ] ]
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Figure 164 - lllustration for BP contraction by example device

16.5.3.11 Merger of multiple BPs

Due to changes in the propagation environment, mobility, or other effects, devices using two or more
unaligned BPSTs may come into range. This causes overlapping superframes. A received beacon that
indicates a BPST that is not aligned with a device's own BPST is referred to as an alien beacon. The
BP defined by the BPST and BP length in an alien beacon is referred to as an alien BP.
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Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A
device shall consider a BPST to be aligned with its own if that BPST differs from its own by less than
2xmGuardTime. A device shall consider an alien BP to overlap its own if its BPST falls within the alien
BP or if the alien BPST falls within its own BP. A device shall not consider a beacon that has the

Signalling Sl

ot bit set to one to be an alien beacon.

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving
one in a previous superframe, it shall use information contained in the most-recently received beacon
as if the alien beacon were received at the same offset within the current superframe.

16.5.3.11.1 Overlapping BPs

If the BPST
BP accordin

1. The devic
2.The device

to the alienp BP.

3.The devics

16.5.3.11.2
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BP. Since
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j to the following rules:
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shall not send further beacons in its previous BP.

Non-overlapping BPs
evice detects an alien BP that does not overlap in time with-its own BP, it shall merg
the following rules.
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2.The devic
mBPMerg¢
1.5xmBPM
not start th

A Type A d
Reservation

reservation to completely cover the alien BP. If.the device received multiple beacor
P, it shall include all MASs used by the largestrreported BP length in the reservation

shall follow start the relocation process to the alien BP, according to 16.5.3.11.3,
WaitTime if the alien BPST falls?within the first half of the superframe, or
ergeWaitTime if the alien BPST falls within the second half of the superframe, bu
e relocation process if a beacen-received in that alien BP includes a BP Switch IE.

bvice that transmits or receives a beacon in its own BP that contains a DRP |
Type set to Alien BP shalllisten for beacons during the MASs indicated in the resery

A Type B sh
to Master.

for Type A dgvice above.

16.5.3.11.
If a device

follow these [rules:

A. If the devidgendid not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its be

[l not relocate to an_alien BP unless the received alien beacon is of Type B with Sta|
hen relocating its beacon to an alien, the Type B shall use the same procedure as ¢

Beacomrelocation
arts or'has started the beacon relocation process and receives an alien beacon,

P alien

eacon

e BPs
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itional
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. If the
ngly.

within
within
t shall
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fus set
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t shall

Acon in

the following superframe with the fields set as follows:

Al. The device shall set the BP Move Countdown field to minitiaIMoveCountdown.

A2. The device shall set the BPST Offset field to the positive difference in microseconds between the
alien BPST and the device’s BPST. That is, the field contains the number of microseconds that the
device must delay its own BPST to align with the alien BPST. If multiple alien beacons are received,
the device shall set the BPST Offset field to the largest calculated value.

A3. The device shall set the Beacon Slot Offset field to:

a. One plus the number of the highest occupied beacon slot indicated by any beacon received in the

172

© ISO/IEC 2011 - All rights

reserved


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 1

3156:2011(E)

alien BP, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or

b. Zero to indicate the device will join the alien BP using normal BP join rules as spec
and 16.5.2.

ified in 16.5.1

B. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the following

su

B1.

B4.

If a deyice receives a neighbor’s beacon that contains a BR Switch IE, it shall follow these
C. If thg device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE i
the following superframe with the fields set as follows:

C1.

4. The device shall set the BPST Offsét)field to the value of the same field contained in t

J. The device shall set the Beacon Slot Offset field to:

perframe as follows:

If the elapsed time between the dewces BPST and the followmg alien BPST is la

BPST Offset fleld and the Bea con Slot Offset fleld as descrlbed in Al A2"a
respectively.

device's BPST Offset field - 2xmGuardTime and smaller than the deviee’s BPST
2xmGuardTime, the device shall set the BPST Offset field as described\n/A2. It shall s
Slot Offset field as described in A3 if the value in the field would be increased, or leave
otherwise. It shall set the BP Move Countdown field to one less than.the value used in i
if the Beacon Slot Offset field is unchanged, or set it as described,in Al if the Beacon S
is changed.

BP Switch IE.

beacon.

con received jn‘the alien BP identified by the neighbor’'s BP Switch IE, based on thg
Number field ;anhd BPOIE, minus mSignalSlotCount; or the Beacon Slot Offset field
the neighbor’s beacon; or

b. Zero, to indicate the device will join the alien BP using normal BP join rules as spec
and 16.5.2.

rger than the
down field, the
nd A3 above

If the elapsed time between the device’s BPST and the following alien BRST is lafger than the

Dffset field +
bt the Beacon
it unchanged
s last beacon
ot Offset field

rules:

its beacon in

The device shall set the BP Move Countdown field to the BP Move Countdown field of the neighbor’s

he neighbor’s

a. The larger of: one plus'the number of the highest occupied beacon slot indicated by @ny alien bea-

Beacon Slot
contained in

fied in 16.5.1

D. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE as follows:

D1. If the BPST Offset field contained in the neighbor’s beacon is larger than the device’'s BPST Offset
field + 2xmGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and

the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.

D2. If the difference between the BPST Offset field contained in the neighbor’s beacon and the device’s

BPST Offset field is smaller than 2xmGuardTime, the device shall modify its BP Switch

a. If the Beacon Slot Offset field contained in the neighbor’s beacon is larger than the

IE as follows:

device’s Bea-

con Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset field, and

the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.
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b. If the Beacon Slot Offset field contained in the neighbor’s beacon is equal to or smaller than the
device’s Beacon Slot Offset field, the device does not receive alien beacons from the alien BP indi-
cated by its current BPST Offset field, and the BPMoveCountdown field contained in the neigh-
bor’'s beacon is less than the device’s BPMoveCountdown field, then the device shall set the
BPST Offset field as described in C2 above. It shall not change the Beacon Slot Offset field. It
shall set the BP Move Countdown field to one less than the value used in its last beacon.

If a device included a BP SW|tch IE in its beacon of the previous superframe and none of the conditions
within B or D-app , , , ot field,
t the BP Move Countdown field to one less than the value used in its beacon of the

If a device includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts the

location process, a device shall include a BP Switch IE in its beacon with BPST|Offset
field set to [65535, Beacon Slot Offset field set to zero, and BP Mowve{Countdown field |set to
Countdown. In following superframes, it shall follow the rules above. In the supefframe
) a BP Switch IE with BPST Offset set to 65535 and BP Mgyve Countdown set to zefo, the
device shallfremove the BP Switch IE from its beacon, but shall not.change its beacon slot anf shall

field equal t¢ zero, the device shall adjust its BPST based:on its BPST Offset field. It may trarjsmit a
t superframe, or delay one superframe to Beégin beacon transmission in its new BR. After
beacon to the alien BP, the device shall in¢lude neither the BP Switch IE nor the aljen BP
DRP IE in itg beacon. If the Beacon Slot Offset field‘was non-zero, the device shall transmit a jeacon
in the beacon slot with number equal to its prior;beacon slot number plus the value from the Beacon
Slot Offset fipld. If this beacon slot number is gteater than or equal to mMaxBPLength, the device shall
follow the ndrmal BP join rules as describedin to relocate its beacon to the alien BP.

16.5.3.11.4 Use of signalling slots-after BP merge

After changing its BPST, regardless (©f;whether due to overlapping or non-overlapping BPs, if a device
is required to send a beacon in_a signalling slot according to 16.5.3.6, it should wait for a random
number of superframes beforeSsending a beacon in a signalling slot. The device should chogse the
random nunllber with equal probability in the range zero to the BP Length declared in its last heacon
before relocating to the alien-BP.

16.5.3.11. BP extension

A device thaft recejves’an alien beacon with a BP Switch IE with Beacon Slot Offset field greatér than
zero shall set jts BP length to at least the sum of the Beacon Slot Offset field and the BP |length
reported in thealien beacon, but not greater than mMaxBPLength.

16.6 Distributed reservation protocol (DRP)

The DRP enables devices to reserve one or more MASs that the device can use to communicate with
one or more neighbours. All devices that use the DRP for transmission or reception shall announce
their reservations by including DRP IEs in their beacons (see Distributed reservation protocol (DRP)
IE). A reservation is the set of MASs identified by DRP IEs with the same values in the Target/Owner
DevAddr, Owner, Reservation Type, and Stream Index fields.

Reservation negotiation is always initiated by the device that will initiate frame transactions in the
reservation, referred to as the reservation owner. The device that will receive information is referred to
as the reservation target.
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16.6.1 Reservation type

Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiation,
specifies a reservation type. A device shall decode all DRP IEs in all beacons received from
neighbours and shall not transmit frames except as permitted by the reservation type. For all
reservation types, a device shall not initiate a frame transaction in a reservation block if that
transaction would not complete pSIFS plus mGuardTime before the end of the reservation block.

Reservation types are defined and summarized in Table 98.

Table 98 - Reservation types

Reservation Type Description Reference
Alien BP Prevents transmission during MASs occupied by an alien BP. 16.6.1.1
Hard Provides exclusive access to the medium for the reservation owper 16.6.1.2
and target.
ocA Reserves time for DCA. No device has preferential access 16.6.1.3
Private Provides exclusive access to the medium for the reservation owner 16.6.1.4
and target. Channel access methods and frame extchange
sequences are out of scope of this specification.
Absence Indicates the medium time where the resetvation owner returns to 16.5.1.1
Discovery Channel to find additional device

16.6.1.1 Alien BP reservations

A device shall announce an alien BP reservation to protect alien BPs as described in 16.5.3.11.2. A
device|shall not transmit frames during an alien(BP reservation except possibly to send a eacon in the
alien gP.

16.6.1.2 Hard reservations
In a hgrd reservation, devices other thian the reservation owner and target(s) shall not trarjsmit frames.
Devicgs other than the reservationsewner shall not initiate frame transactions.

A devige shall not transmit a data*or aggregated data frame in a hard reservation unless the Delivery ID
field is|set to a Stream Index that is the same as the Stream Index for the reservation and the DestAddr
of the|frame is the samé-as the Target DevAddr for the reservation or the DestAddr pf the frame
matchgs the DevAddr.ef.any target of an established multicast reservation. The reservation owner may
transn]it any command-or control frame in a hard reservation.

16.6.1.3 DCA‘seservations
During a DCA\reservation, any device may access the medium using DCA rules.

16.6.1.4 . Private reservations

Th r—nhv—\r\l anonca manthod ond froman avobhanan coatiaad dirina o el ota roac o tl n r t
e Clhraefferaceessmemot—anatame CATTTATTg'T \J\.\,Iubll\a\,a oSCoUauTTiTg—o™ pllvut\. TC3SCTV 0 are ou

of the scope of this International Standard. Standard frame formats and frame types shall be used
during a private reservation. In a private reservation, neighbours of the reservation owner and target(s)
shall not transmit frames.

16.6.2 Reservation waveform

Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiation,
specifies the waveform that shall be used for all the frame transactions in the reservation.

16.6.3 Medium access

A device shall not transmit a unicast frame within a reserved MAS in a hard, or private reservation in
the current superframe unless:

— itincluded a DRP |E with the Reservation Status bit set to ONE that included that MAS in its beacon
in the previous superframe;
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— the destination device is a neighbor; and

— the most-recently received beacon from the destination device included a DRP IE with the

Reservat

ion Status bit set to ONE that included that MAS.

A device shall not transmit a multicast frame within a reserved MAS in a hard, or private reservation in
the current superframe unless:

— itincluded a DRP IE with the Reservation Status bit set to ONE that included that MAS in its beacon
in the previous superframe.

16.6.4 DR

The DRP Avhilability IE identifies the MASs where a device is able to establish a new DRP reser

The combingtion of information from DRP Availability IEs and DRP IEs allows an owner_to\det

an appropri

A device sh{
bit set to on
information i

If a neighbo
Reservation

cases is trug:

a. The devics
antenna b
transmit a

the neighbour’s BPOIE's Receiving Beams field corresponding to the same (device’s) beacon,

neighbour
new DRP

Beam Ide
device, (2
device’s H
neighbour

16.6.5 DR

There are 1
negotiation,
Response @
reservation
mechanism,
beacon.

A device shdg

. The neighlbour’s transmission in the MAS would interfere with the device’s reception, which entails

P availability IE

te time for a new DRP reservation.

Il mark a MAS unavailable if the device includes it in a DRP IE with the Reservation
p. It shall mark a MAS unavailable if any BP occupies any portion of that MAS, ba
h any beacon received in the latest mMaxLostBeacons+1 superframes.

ur includes a MAS in a DRP IE with a target other than the\device itself, wheth
Status bit is zero or one, the device shall mark the MAS unadyvailable if one of the fo

's transmission in the MAS would interfere with the neighbour’s reception, which entails:
beacon perceived by the neighbour, (2) the Beam Identifier in the neighbour’'s DRP IE is

is the target of its reservation or the neighbour's’reservation is NOT unidirectional, and
Fequest is not unidirectional either

ntifier in the neighbour’'s DRP IE isithe same as in the neighbour’s beacon perceived
the Beam Identifier to be used for the new DRP reservation by the device also appear
POIE’s Receiving Beams field corresponding to the same (neighbour’s) beacon, and
is the owner of its reservation or the neighbour’s reservation is NOT unidirectional.

P reservation negotiation

wo mechanisms~used to negotiate a reservation: explicit and implicit. For

the reservation owner and target use DRP Reservation Request and DRP Rese
ommand framesS to negotiate the desired reservation. For implicit negotiatio
owner and).target use DRP IEs transmitted in their beacons. For either negg
the resegrvation owner completes the negotiation by including an appropriate DRP |

yation.

Brmine

Status
sed on

er the
lowing

(1) the

eam to be used by the device for the new DRP resgervation is the same beam that is {ised to

also in
(3) the
(4) the

(1) the
by the
5 in the
(3) the

pxplicit
vation
n, the
tiation
E in its

kot negotiate for MASs that are marked as unavailable, unless the MASs are refe

enced

only in a DR

PTEWith Reasomnm COUg Setto Dened.

A Type B device shall not negotiate for a new reservation or more MASs for an existing reservations if
non-Type B transmission is detected during the device's beacon period.

A device shall announce in the MAC Capabilities IE in its beacon whether it is capable of explicit DRP
negotiation. A device shall not initiate an explicit DRP negotiation with devices that do not support it.

A device shall only initiate negotiation for a reservation as the reservation owner.

For reservations of type Alien BP, there is no negotiation with neighbours. A device shall include the
appropriate DRP IE with Reservation Status set to ONE on detection of an alien BP, as specified in
16.6.1.1.

For reservations of type DCA, there is no negotiation with neighbors. A device may select any
available MAS to include in a reservation of type DCA. The device may also select MASs included in a
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neighbor’s reservation of type DCA. The device shall not set the Reservation Status bit to ONE in a
DCA reservation unless it included a DRP IE in its beacon in the previous superframe that identified the
same MASs, with Reservation Type set to DCA and Reservation Status set to ZERO or ONE.

16.6.5.1 Negotiation

When negotiating a reservation, the reservation owner shall set the Target/Owner DevAddr field of the
DRP IE to the DevAddr of the reservation target. It shall set the Reservation Status bit to ZERO and the
Reason Code to Accepted in the DRP IE. For new streams, the Stream Index shall be set to a value
that is currently not used with this Target DevAddr and has not been used as such for
mMaxLostBeacons+1 superframes To negotlate addmonal MASs for an eX|st|ng stream, the Stream

R midentifier as

CA or private
et to ONE in

r field of the
to the DevAddr of the reservation owner. The device shall 'set the Beamldentifier as the
Beamldentifier in the beacon transmitted to the reservation owner. If @ unicast reservation|is granted, it

shall s
is gra
reserv
set the
or its

reserv
Code

reserv
and de
Alloca
Alloca

16.6.5

To st
comm

On re
Reser
IE shal
orits n
in the

In a
shall i
are es

t the Reservation Status bit to one and the Reason Code to Accepted. If a multicag
ted, it shall set the Reservation Status bit to the same\Value included in the DH
htion owner, and shall set the Reason Code to Accepted.\f the reservation is not gra
Reservation Status bit to zero. If the reservation cannot be granted due to a conflic
heighbours' reservations, the reservation target-shall set the Reason Code to C
htion cannot be granted due to some interference, the reservation target shall sef
o Interfered. If the reservation is not granted, it shall set the Reason Code to D
htion target cannot grant the reservation immediately, it may set the Reason Cods
liver a final response later. For a unicast reservation, the reservation target shall
ion fields to match those in the reguest. For a multicast reservation, it shall

ion fields to match the request, or:t@include a subset of the MASs included in the 1

.2 Explicit negotiation

nd frame to the target device, as defined in 15.6.1.

ception of a DRP Reservation Request command the reservation target shall
ation Response command, as defined in 15.6.2, to the reservation owner. The field
| be set according-to 16.6.5.1. If the reservation cannot be granted due to a conflic
eighbours' reservations or interference, the reservation target shall include a DRP A
DRP Reseryation Response command frame.

RP Regservation Response command frame for a multicast reservation, the reser
cludeya DRP Availability IE for a Reason Code other than Denied. Final multicast
ablished implicitly, as described in 16.6.5.3.

t reservation

P IE by the
\nted, it shall
with its own
bnflict. If the
the Reason
enied. If the
to Pending,
set the DRP
tet the DRP
equest.

rt explicit DRP negotiation;:the reservation owner shall send a DRP Reservafion Request

send a DRP
s in the DRP
with its own
\ailability |IE

vation target
reservations

16.6.5.3

Implicit negotiation

Implicit negotiation is carried out by transmitting DRP IE(s) in beacon frames. A device that supports
the DRP shall parse all beacons received from neighbours for DRP IE(s) whose Target/Owner DevAddr
field matches either the device's DevAddr or a multicast DevAddr for which the device has activated
multicast reception. From this initial selection, the device shall process the DRP IE(s) that are new with
respect to DRP IE(s) included in the most recently received beacon from the same device as a DRP
reservation request or a DRP reservation response.

To start implicit negotiation, a reservation owner shall include a DRP IE that describes the proposed
reservation in its beacon. The device should continue to include the DRP IE for at least
mMaxLostBeacons+1 consecutive superframes or until a response is received.

On reception of a unicast DRP reservation request in a beacon, the reservation target shall include a
DRP reservation response in its beacon no later than the next superframe, with fields set as described
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in 16.6.5.1. If the Reason Code indicates Conflict or Interfered, the reservation target shall include a
DRP Availability IE in its beacon.

As long as the reservation owner includes a unicast DRP reservation request in its beacon, the
reservation target shall continue to include the DRP reservation response in its beacon. The
reservation target shall not change the Reservation Status bit to ONE if there is a reservation conflict
with its neighbours.

On reception of a multicast DRP reservation request, a reservation target shall include a reservation
response DRP IE in its beacon no later than the next superframe if it is a member of the targeted
multicast group. The fields in the DRP IE shall be set according to . If the Reservation Status bit in the
response is ss the
Reason Cod

o Denied.

is sett
A device tha} elects to receive traffic in an already established multicast reservation does not ne
the reservatjon. To join an established multicast reservation that does not conflict with)other ¢

reservations} a device shall include corresponding DRP IE(S) in its beacon with Rgservation Sts
set to ONE gnd Reason Code set to Accepted.

jotiate
Xisting
tus bit

A device thdt cannot join an established multicast reservation because of an-availability confli
inform the spurce by including the corresponding DRP IE(s) in its beacon\with Reservation St3

Ct may
tus bit

set to ZERCQ|, and the Reason Code set to Conflict. The device shall alse.include the DRP Availability
IE in the bedcon.
16.6.5.4 egotiation conclusion

To conclude [negotiation for a unicast reservation, the reservation owner shall set Reservation Status to
ONE in the PRP IE in its beacon after receiving a beacon.fram the reservation target that confains a
corresponding DRP IE with Reservation Status set to ONE. To conclude negotiation for a multicast
reservation, the reservation owner may set Reservation,Status to ONE in a DRP IE in its beacor] in the

next superfr rdless
of responses
shall not set

16.6.6 DR

Once negot
include DRHA
Code shall 4
include the [

16.6.7 Re

Devices eng
mobility, de
neighbour’s
neighbour’s

me after transmitting the same DRP IE‘with Reservation Status set to ZERO, reg3
from potential multicast recipients. If\a reservation conflict exists, the reservation
the Reservation Status bit to ONE;éxcept as specified in 16.6.7.

P reservation announcemeénts

ation for a reservation successfully completes, the reservation owner and targe
IE(S) in their beacons that describe the reservation. Within each DRP IE, the R
e set to Accepted and the Reservation Status bit shall be set to ONE. The device
RP IEs in each beacen transmitted until the reservation is modified or terminated.

solution of DRP/reservation conflicts

aged in independent DRP negotiation could attempt to reserve the same MAS, or
ices could~have reserved the same MAS. A device is considered to conflict
DRP reservation if a MAS included in the device reservation is also included
Feservation and one of the following cases is true:

a. The neighguc's‘transmission in the MAS interferes with the device’s reception, which entails: (1)the

owner

t shall
eason
5 shall

due to
with a
in the

Beam

Identifier in the neighbour’s DRP TE is the same in the neighbour’s beacon perceived by the device,
Beam Identifier in the device’s DRP IE that includes the MAS also appears in the device's BPOIE's
Receiving Beams field corresponding to the same (neighbour’s) beacon, (3) the device is the target of its
reservation or the device’s reservation is not unidirectional, and (4) the neighbour is the owner of its
reservation or the neighbour’s DRP reservation is NOT unidirectional.

(2) the

b. The device’s transmission in the MAS interferes with the neighbour’s reception, which entails: (1) the Beam
Identifier in the device's DRP IE is the same in thedevice’'s beacon perceived by the neighbour, (2) the
Beam Identifier in the neighbour’s DRP IE also appears in the neighbour’s BPOIE’s Receiving Beams field
corresponding to the same (device’s) beacon, (3) the neighbour is the target of its reservation or the
neighbour’s reservation is not unidirectional, and (4) the device is the owner of its reservation or the
device’s reservation is NOT unidirectional.
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A device might detect a conflict during a DRP negotiation or after a reservation has been established.
Reservations of type Alien BP never conflict with other reservations of type Alien BP.

A device shall apply the following rules to a conflict between a DRP IE included in its beacon and
another DRP IE included by a neighbour:

1.
2.

If the device's reservation is of type Alien BP, the device shall maintain the reservation.

If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting
MASs. If the device is the reservation target, it shall also set the Reason Code in its DRP IE to
Conflict.

MASs. If the

devjce is the reservation target, it shall also set the Reason Code in its DRP IE tg,Conflict.

. If th
the
and
set

the

.If th
and

a.

. If th
of th
dev

a.

LIfth

device's DRP IE has the Reservation Status bit set to ZERO and the,neighbour’s
Reservation Status bit set to ONE, the device shall not set the Reséryation Statu
shall not transmit frames in conflicting MASs. If the device is the reseérvation target
the Reason Code in its DRP IE to Conflict.

. If the device's DRP IE has the Reservation Status bit set to ONEand the neighbour’s

Reservation Status bit set to ZERO, the device may maintain the reservation.

b device's DRP IE and neighbour’s DRP IE have the Resgervation Status bit set to thg
one of the following conditions is true, the device may maintain the reservation.

The device's DRP IE and neighbour’s DRP IE have‘the Conflict Tie-breaker bit set to th
and the device's occupied beacon slot number islower than the beacon slot number of t
or

.[The device's DRP IE and neighbour’s DRPIE have the Conflict Tie-breaker bit set to di

and the device's occupied beacon slotnumber is higher than the beacon slot number of {

b device's DRP IE and neighbeur’s DRP IE have the Reservation Status bit set to ZH
e following conditions is true,.the device shall not set the Reservation Status bit tq
ce is the reservation target,-it shall set the Reason Code in its DRP IE to Conflict.

The device's DRP IE_ and neighbour’'s DRP IE have the Conflict Tie-breaker bit set to th
and the device's occupied beacon slot number is higher than the beacon slot number of t
or

DRP IE has
5 bit to ONE
, it shall also

DRP IE has

e same value

E same value
ne neighbour;

fferent values
he neighbour.

FRO and one
ONE. If the

P same value
ne neighbour;

fferent values

.[The device'ssDRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to di

and the device's occupied beacon slot number is lower than the beacon slot number of t

devi

e device's DRP IE and neighbour’'s DRP IE have the Reservation Status bit set to
e following conditions is true, the device shall not transmit frames in conflicting

ce is the reservation target, it shall set the Reason Code in its DRP IE to Conflict.

e neighbour.

NE and one
ASs. It shall
ERO. If the

a. The device's DRP IE and neighbour’'s DRP IE have the Conflict Tie-breaker bit set to the same value
and the device's occupied beacon slot number is higher than the beacon slot number of the neighbour;

or

b. The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different values
and the device's occupied beacon slot number is lower than the beacon slot number of the neighbour.

When a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall
invoke a backoff procedure prior to requesting additional MASs in any reservation. The device shall
initialize the backoff window BackoffWin to mDRPBackoffWinMin. When the backoff algorithm is
invoked, the device shall select a random number N uniformly from [0, BackoffWin-1]. The device shall
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not request additional MASs for N superframes. If a further negotiation fails due to a conflict, the
device shall double BackoffWin, up to a maximum of mDRPBackoffWinMax. After a negotiation
completes, the device shall generate a new backoff N. If a device does not request any MASs for
4xBackoffWin superframes, the device may terminate this backoff procedure and request MASs at any
time unless another conflict occurs.

If a reservation target sets Reason Code to Conflict in any DRP IE in its beacon, it shall include a DRP

Availability IE in the same beacon.

16.6.8 BPST realignment and existing DRP reservations
A device that realigns its BPST as described in 16.5.3.11 may assert new DRP reservations with
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]

Status bits set to ONE in the new beacon so long as they are equivalent to its,old DRP
with the Reservation Status bit set to ONE in the prior BP. For this purpose;“\twp DRP

are equivalent if their corresponding Target/Owner DevAddr, Stream’)'deX, and
Type fields are the same and the number of MASs claimed by the new reS§ervation |is less
to the number claimed by the old reservation.

realigns its BPST shall not assert DRP reservations with MASs that.conflict with 3
or detected. The device shall not assert DRP reservations with. MASs that confli
with Reservation Status equal to ONE announced in the new~BP unless no other
. Any conflict with existing reservations shall be resolved(according to the proc
| 6.6.7.

Llny BP
ct with
MASs
pdures

dification and termination of existing DRP reServations

n owner may reserve additional MASs for a str€éam by negotiating an addition
iIsing a DRP IE with the same Target/Owner DevAddr, Stream Index, and Rese
negotiation has completed successfully, the reservation owner should combine th
ombining DRP IEs, the reservation owner_shall set the Reason Code to Modified
ceived from the reservation target that describes the combined reservation.

to the
vation
e DRP
until a

n owner may remove MASs fromlian established reservation without changi
Status bit in the DRP IE. If a reservation owner removes some MASs from an esta
it shall set the Reason Code in, its DRP IE to Modified until the reservation tar
DRP |IE to match.

n target may remove, MASs from an established reservation without changi
Status bit in the DRP IE-due to a conflict, as described in 16.6.7 or due to recepti¢pn of a
equest IE. If the reSservation target is unicast, the reservation owner shall remoye the
from the reservation or terminate the reservation in the current or following superframe.

a reservation,, the reservation owner shall remove the DRP |E from its beacon.

on owner. changes or removes a DRP IE, the reservation targets shall update or remove
nding DRP IE from their beacons in the current or following superframe.

reservation owner shall terminate the corresponding reservation or set the corresponding Reservation
Status bit to ZERO in the current or following superframe.

If a reservation owner or target does not receive a beacon or any other frame from the other participant
in the reservation for more than mMaxLostBeacons superframes, it shall consider the reservation
terminated, and shall remove the corresponding DRP IE(s) from its beacon.

16.6.10 Retransmit procedures in DRP reservations

In a hard DRP reservation block, if the reservation owner transmits a frame with ACK Policy set to
Imm-ACK or B-ACK, but does not receive the expected acknowledgement frame, it may retransmit the
frame within the same reservation block if the reservation block has not been released.

A device shall not retransmit a frame earlier than pSIFS after the end of an expected
acknowledgement, whether or not it receives the expected frame. A device shall not retransmit a frame
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in the current reservation block if there is not enough time remaining in the reservation block for the
entire frame transaction.

16.7 Coexistence and interoperability

This clause specifies mechanisms to prevent potential interference among devices of different types
and to facilitate transmission between devices of different types.

16.7.1 Coexistence
A Type B device shall send dual-beacon to announce its DRP reservation.

When it is required to transmit a dual-beacon in this specification, a Type B device shall select a
beacof SIot according 10 the rules speciiied In 16.5.3 and 16.7.2. The Type B device shall transmit a
Type B beacon with Status set to Ready and a Type A beacon of the same payload with'|Status set to
Dual separated by MIFS in the selected beacon slot. The timing of the dual beacehing ig specified in
Figure|165.

Type B

beacon <AMIFSP

Type A Beacon

v

««—mBeaconSlotLength=——>

Figure 165 - Timing:of'a dual beacon

16.7.2
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erability between different types of devices is accomplished using Master-Slave operation. The
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additignal slave devices as specified in 16.7.2.1, if there is sufficient medium time availa
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correc
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.1 Discovery(of'slave devices in a data channel

tarting the transmission of Type A beacons with Status set to Ready in a chann
shall makea*DRP reservation of type Private to transmit Type A Discovery Block
available;,"The Type A device shall scan for responses to the transmitted Type
as specified in 16.3.2.2. If a Type B discovey frame with Status set to Respons
ly in.@ channel, the Type A device shall start a Type A-B MSPr following the proced
22

I, a Type A
5 if there are
A Discovery
P is received
Lre specified

a)
-

A Type A device may adjust the reservation used for transmission of a DBS to release the reserved
MASs for data transmission. The Type A device may terminate an existing reservation used for
transmission of a DBS, if all MASs are needed for data transmission.

16.7.2.2 Type A-B MSPr

After starting the transmission of Type A beacons in a channel, a Type A master device shall make a
DRP reservation of type Private to transmit B-Poll frames in every superframe. The Type A device shall
follow the same rules specified in 16.5.3 to select a beacon slot for its Type B slave device to send its
dual-beacon and indicate the timing of the selected beacon slot in the B-Poll frame it sends. The Type
A master shall indicate the selected slot as Occupied in the BPOIE in the Type A beacon it sends
before sending the B-Poll frame in the current superframe.

After a Type B slave device switches to a selected channel to exchange MPDUs with its master, the
Type B device shall not transmit any frames until it receives a B-Poll frame from the Type A master
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device. The Type B device shall send a B-Poll Response frame a SIFS after the reception of a B-Poll
frame. In addition, the Type B device shall transmit a dual-beacon at the time indicated in the received
B-Poll frame.

16.8 Synchronization of devices

Each beaconing device shall maintain a beacon period start time (BPST). The device shall derive all
times for communication with its neighbours based on the current BPST. The device shall adjust its
BPST in order to maintain superframe synchronization with its neighbours, through the reception of
neighbours' beacons. Since a Type B device cannot decode beacons transmitted by Type A devices,
the Type B device cannot determme tlmlng |nformat|on needed for synchron|zat|on W|th Type A
devices. Thete A—gevice—she reys—syrchronize-with—ts—stowestFypeBreighbe r, if it
d the
expected re¢eption time of the mode-A0 beacon transmitted by a Type B device. The beacen's|actual
inje is an estimate of the time that the start of the beacon preamble arrived at the re¢eiving
device's antenna. The expected reception time is determined from the Beacon Slot Number field of the
received beacon and the receiving device's BPST. If the difference is positive, then-the neighbour is
slower. Othefrwise, the neighbour is faster. A Type A device that synchronizes withna Type B device is a
referred to g4s a forced synchronization device. A forced synchronization device shall set the Forced
Sync field offeach transmitted beacon to ONE.

If a Type A device is not a forced synchronization device and receivesType A beacons only from Type
A neighbours, the device shall synchronize with a neighbour that is a.forced synchronization. If one of
the Type A device's neighbours is forced synchronization device, the Type A device shall synchronize
with its slowest neighbour. A Type B device shall synchronize with its slowest Type B neighbouyf.

To maintain [superframe synchronization with a slower neighbour, the device shall delay its BHST by
the differen¢e. To maintain superframe synchronization\with a faster neighbour, the devicrx shall
advance its BPST by the difference. Any adjustment of the BPST shall be limited to a maxinpjum of
mMaxSynchfonizationAdjustment per superframe. «The adjustment to BPST may occur at arly time
following the detection of a slower device, but shall\be done before the end of the superframe.

A device sh3ll not use a beacon with the Signalling Slot bit set for synchronization. If a device dges not
receive a be¢acon from a neighbour, the .dévice may use historical measurements to estimgte the
impact on spperframe synchronization ‘and increment its BPST accordingly. This estimate npay be
applied for yp to mMaxLostBeacons..consecutive superframes. Beacon transmit time and mefsured
beacon recejve time shall be accurate’/to at least mClockResolution.

A Type B dgvice that is operating*in the slave mode shall derive all times for communication \{vith its
master from [the B-Poll frames.transmitted by the master device.

16.8.1 Clgck accuracy

MAC sublayérs shall maintain a clock at least as accurate as mClockAccuracy. All time measurements,
such as MA$ boundary and frame reception time measurements, shall be measured with a mihimum
resolution off mClogkResolution.

16.8.2 Synchronization for devices in hibernation mode

Devices in hibernation mode may become unsynchronized beyond the mGuardTime value during
hibernation. A device in hibernation mode shall wake up at least one superframe before it will send a
beacon and shall synchronize to the slowest clock in the beacon group during this superframe.

16.8.3 Guard times

Due to inaccuracy in the superframe synchronization and drift between synchronization events, the
MAS start times of different devices are not synchronized perfectly. To ensure a full SIFS interval
between transmissions in adjacent MASs, the devices shall maintain a SIFS interval and guard interval
at the end of a reservation block. Guard times apply to all boundaries of DRP reservation blocks and
BPs.

Figure 166 is an illustration of how a device uses the guard interval to maintain a SIFS interval
between transmissions in adjacent reservation blocks. The length of the guard interval, mGuardTime,
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depends on the maximum difference between devices' MAS boundary times. The difference arises
from synchronization error and drift. The guard time is determined as follows:

Slower DEV
MAS boundary

Slower DEV TX SIFS | Guard

where
the wo
determ
functio
event.
mCloc

where
also a
range,
ignore

A devi
the po

ffect timing_uncertainty, but in a short-range network propagation delays are sm

Faster DEV
MAS boundary

Faster DEV TX

Figure 166 - Guard time

mGuardTime = MaxSynchronizationError + MaxDrift

MaxSynchronizationError is the worst ease error in superframe synchronization an
rst case drift. Synchronization is achieved during the BP as described in 16.6. For
ining guard time, MaxSynchronizationError is calculated as twice mClockResoluti
n of the clock accuracy and the.time elapsed (Synchronizationinterval) since a syr
The maximum drift, MaxDrift,-is calculated using the worst case value for clo
KAccuracy, and the longest(Synchronizationinterval:

MaxDrift = 2 x MClockAccuracy (ppm) x 1E-6 x Synchronizationinterval
Synchronizationinterval = (mMaxLostBeacons+1) x mSuperframeLength. Propagat

the propagation delay is around 33 ns. This is much smaller than mClockResolu
J in calculating the length of the guard interval.

Ce transmitting in a reservation block may start transmission of the preamble for the

(82)

d MaxDrift is
purposes of
pn. Drift is a
chronization
Ck accuracy,

(83)

on delay will
all. At 10 m
fion and it is

first frame at
. For frames

that us =

nf\vhere it calculates the start of the reservation block to be based on its local cloch

that there is

enough time remaining in the reservation block to transmit the frame and allow for a SIFS plus
mGuardTime before the end of the reservation block as calculated by that device.

Start Of End of
B . s
reservation block reservation block
SIFS SIFS
Frame or Frame or Frame SIFS | Guard
MIFS MIFS
Figure 167 - SIFS and guard time in a DRP reservation block - No-ACK
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If Imm-ACK is used, or a B-ACK is requested by the last frame, the transmitting device shall also
ensure there is enough time for a SIFS interval, the ACK, another SIFS interval, and the guard time, as
shown in Figure 168. A device shall be able to receive a frame that is transmitted within the bounds of
allowable transmission, accounting for the worst case drift. A device shall begin listening mGuardTime
prior to the start of a DRP reservation block, the start of a BP, or the start of a MAS in which the device
announced it would be available.

End of
reservation block

Start of

. —P
reservation block

-

Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS./Gual

Figure 168 - SIFS and guard time in a DRP reservation block - Imm-ACK

16.9 Fra
A source de

igmentation and reassembly
ice may fragment each MSDU/MCDU.

A device shall not fragment any MSDU/MCDU to more than mMaxFragmentCount fragments.
Fragments may be of varying sizes. Once the MSDU/MCDU is fragmented and a transnpission
attempted, the device shall not refragment the frame. The device shall not create frame fragments
smaller thanlmMinFragmentSize.

each
e shall

shall set the Fragment Number field in the fipst/ fragment to zero. It shall se
ragment to the Fragment Number field in the previous fragment plus one. The devic
t the Fragment Number field when a fragméntis retransmitted.

The device
subsequent

not incremer
A device shpll assign the same Sequence Number to all fragments of an MSDU/MCDU.

to the
blicy is

Ehall completely reassemble an MSDU/MCDU in the correct order before delivery
'he device shall discard any MSDW/MCDU with missing fragments. If the No-ACK p

The device
MAC client.

used, the r
Otherwise, 4§

received witlin an implementation-depgendent timeout.

If B-ACK is U
be retransm

bcipient device shall discard_anp MSDU/MCDU immediately if a fragment is m
recipient device shall discard the fragments of an MSDU if the MSDU is not com

sed, unacknowledged:fragments from multiple MSDUs belonging to the same streal
tted in the same seguence. In this case it is the responsibility of the recipient de

issing.

pletely

m may
vice to

deliver the MSDUs in the correct order to the MAC client.

If a sourced of the

MSDU/MCD

16.10 Ag
A transmittef may’/aggregate multiple MSDUs with identical Delivery ID into a single data frgme. A
device shalllaggregate no more than mAggregationLimit MSDUs into an aggregated data frame. The
aggregated data frame format (15.2.2) shall be used in frame transactions that employ aggregation.

pvice discards.a fragment of an MSDU/MCDU, the device shall discard all fragments
.

gregation

A source device initiates the use of an aggregation mechanism with a recipient device for frames either
from the same stream or of the same user priority. If the recipient device accepts use of the
aggregation mechanism, it indicates the maximum number and size of the frames it can buffer. The
source device includes a number of MSDUs in the aggregated frame, limited by the announced buffer
size and maximum number of frames.

On receipt of such an aggregated frame that requires an acknowledgement, the recipient device
returns a B-ACK frame giving feedback on the MSDUs received and indicating the buffer space
available for the next aggregated frame.

A source device may invoke multiple instances of the aggregation mechanism with the same recipient
device, each for a different stream or user priority. A source device may also invoke the aggregation
mechanism with multiple recipient devices.
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A source device may transmit an aggregated frame to any potential recipient device advertising
aggregation capability in its MAC Capabilities IE. A source device shall initiate use of the aggregation
mechanism by transmitting an aggregation request frame from the same stream or of the same user
priority. An aggregation request frame is a data frame with Aggregation Request set to ONE and Ack
Policy set to B-ACK Request. After transmitting the aggregation request frame, the source device shall
follow the rules of operation as described below.

When receiving an aggregation request frame from a source device for a specific stream or user
priority, the recipient device shall respond as follows:

» To acknowledge receipt of the frame but reject the request for starting transmission of a new aggregation

* To accept the request for starting transmission of a new aggregation frame, the recipient device shall
respond with a B-ACK frame with a frame payload indicating the allowed maximum size (in frames and
octgts) for the next aggregation frame. The recipient shall acknowledge the received frame by indicating its
recegption in the acknowledgement window.

After tfansmitting the aggregation request frame , the source device expects'to receive a B-ACK frame
in resgonse and takes one of the following actions:

« If the source device does not receive a B-ACK frame, it shall assime that the recipient device did not
recgive the request frame. To continue operation, the source dévice shall retransmit the request frame
using medium access rules as described in 16.6.

« If the source device receives a B-ACK frame with no framéayload, it shall treat the transm|tted frame as
recgived and consider this use of the aggregation mechanism to be rejected.

« If the source device receives a B-ACK frame with a frame payload and with either Frame Cpunt or Buffer
Size set to zero, it shall process the acknowledgement as described below. To continjye requesting
aggfegation operation, the source device shall'do one of the following: (1) if the frame wag indicated as
recegived correctly, the source shall transmit\a hew frame or a frame with zero payload witm Aggregation
Reduest bit set to ONE and ACK Policy.setto B-ACK Request. (2) Otherwise, the source shall retransmit
the pame aggregation request frame.

« If the source device receives a B-ACK frame with a frame payload containing non-zero values for both
Frame Count and Buffer Size, then'it shall process the acknowledgement as described beloy.

The squrce device processes the B-ACK frame acknowledgement as follows:

< MSDUs being held for tetransmission with a sequence number earlier than the one ind|cated by the
Sequence Control field-were not received correctly from the reception of the last aggregated $equence, but
sha|l not be retransmitted.

e MSDUs being.held for retransmission with sequence and fragment number within the acknowledgement
winglow (specified by the Sequence Control field and the Frame Bitmap field) with corresponding bit set to
one|weré received and shall not be retransmitted.

« OthprMSDUs being held for retransmission should be retransmitted in the next agaregated flame, ordered
by increasing sequence and fragment numbers.

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source
device may transmit a new aggregated frame. The total number of MSDUs included in the new
aggregated frame shall not exceed the Frame Count value specified in the B-ACK frame and the sum
of the lengths of the frame payloads shall not exceed the Buffer Size value specified in the B-ACK
frame. Within an aggregated frame, the MSDUs shall be ordered by increasing sequence and fragment
numbers. Due to retransmissions, this ordering might not hold from one aggregated frame to the next
and MSDUs transmitted in an aggregated frame might not have consecutive sequence and fragment
numbers.

When the recipient device receives a frame with Frame Type set to Aggregation data frame and ACK
Policy set to B-ACK Request, it shall respond using SIFS with a B-ACK frame. To continue operation,
the B-ACK frame shall contain a frame payload. If the recipient device receives a frame with a valid
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HCS but an invalid FCS and with ACK Policy set to B-ACK Request, the device shall also respond with
a B-ACK frame with a frame payload. Within the B-ACK frame payload, the recipient device shall set
the Frame Count and Buffer Size fields to limit the size of the next sequence of frames. If any subframe
in the received aggregated frame has an invalid FCS and has not timed out, the recipient device shall
also set the Sequence Control and Frame Bitmap fields to indicate to the source device which frames
should be retransmitted.

A recipient device may implement a timeout that indicates when to stop waiting for missing frames,
allowing some MSDUs to be released to the MAC client and the buffer resources to be freed.

16.11 Channel bonding

A device may use channel bonding as described in 10.2.2.6 to exchange MPDU or MSRUs with
devices thatfalso support channel bonding. The device shall access the bounded channel as’accessing
an unboundeéd channel defined in this clause, except for transmission of beacon frames.

When using channel bonding, a device shall transmit beacons in a designated beacofiittg channel. For
each bonded channel, the designated beaconing channel shall be selected as given in Table 99 only
as defined in 16.5. The device shall include a CBOIE in its beacons that describes the prqposed
bonded channels as defined in 15.9.9.

Table 99 - Designated beaconing channels for boaded channels

Bonded Channel BAND_ID Designated<beaconing
chanpel'BAND_ID
5 2
6 3
7 3
8 3
9 3
10 3

Before accepsing any of the ehannels, 1, 2 or 4, a device shall scan for beacons in all designated
beaconing channels for which-their corresponding bonded channels overlap that channel alohg the
direction determined by the antenna training in 16.18. If a CBOIE with Status set to One is inclyded in
the received|beacons during the scan, the device shall consider the channels indicated in the Bonded
Channel Bitmap field of the CBOIE busy and shall not access those channels, except the designated
beaconing channel.

A device shallinot initiate or accept channel bonding unless the channels to be bonded, exclud{ng the
designated mmmjby the

antenna training.

A device shall not initiate or accept a new channel bonding unless the new bonded channel is identical
to the existing bonded channel initiated or accepted by the device. Two bonded channel are
considered identical if they are composed of the same channels.

To initiate channel bonding, a source device shall include a CBOIE that describes the proposed
bonded channel with Status set to Zero in its beacon. The device should continue to include the CBOIE
for at least mMaxLostBeacons+1 consecutive superframes or until a response is received.

A recipient device shall include a CBOIE in its beacon no later than the next superframe after receiving
a CBOIE with Target DevAddr field matches the device's DevAddr. If the channels indicated by the
Bonded Channel Bitmap field of the received CBOIE are available for channel bonding as describe
above, the recipient device may set the Status to One in the CBOIE. Otherwise, the device shall set the
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Reason Code to an appropriate value as described in Table 91. A source device shall not change the
Status in the CBOIE from Zero to One until the recipient device has set the Status to One in the CBOIE
in its beacons. The recipient device shall include the CBOIE in its beacons until the source device
removes CBOIE from its beacons regardless of the value of Bonding status field in its CBOIE.

16.12 Acknowledgement policies

This Clause defines three acknowledgement policies: no acknowledgement (No-ACK), immediate
acknowledgement (Imm-ACK) and block acknowledgement (B-ACK).

A device shall acknowledge all received unicast frames with the ACK Policy field set to either Imm-ACK
or B-ACK Request and DestAddr set to the DevAddr of this device. The device shall acknowledge the
receptlon without regard to security validation. A device that receives a frame with a higher Protocol
Versioh than it supports shall discard the frame without acknowledgement.

A devite shall not set ACK Policy of any aggregated MAC frames to Imm-ACK, or B*tACK.

16.12{1 No-ACK

A franme with ACK policy set to No-ACK, as defined in 15.2.3.3, shall not -be acknowlgdged by the
recipignt. The transmitting device MAC sublayer assumes the frame has been successfully transmitted
and prpceeds to the next frame upon completion of current frame. AlMroadcast and mulficast frames
shall have ACK Policy set to No-ACK.

16.12]2 Immediate ACK
On regeption of a frame with ACK Policy set to Imm-ACK, a_device shall respond with an Imm-ACK
frame,|as defined in 15.5.1, transmitted pSIFS after the end. of the received frame.
16.12{3 Block ACK

The BIACK mechanism allows a source device to.transmit multiple frames and to recg¢ive a single
acknoyledgement frame from the recipient indicating which frames were received and which need to
be retjansmitted.

A souice device initiates the use of the. B ACK mechanism with a recipient device for ffames either
from the same stream or of the same user priority. If the recipient device accepts use gf the B-ACK
mechgnism, it indicates the maximum-number and size of the frames it can buffer. The spurce device
transnljits a sequence of frames tg-the recipient, each from the same stream or of th¢ same user
priority, limited by the announced-buffer size and maximum number of frames. The initial {frames in the
sequence are all transmitted *with ACK Policy set to B-ACK. The final frame in the |[sequence is
transnitted with ACK Policy. set to B-ACK Request. On receipt of such a frame, the rec|pient device
returng a B-ACK framé giving feedback on the frames received and indicating the puffer space
available for the next ' B/ACK sequence.

A source device may invoke multiple instances of the B-ACK mechanism with the same recipient
device), each_ fon'a different stream or user priority. A source device may also invokg the B-ACK
mechgnism-with multiple recipient devices.

16.12|34  Initiation

A source device may activate the B-ACK mechanism independently for any stream or user priority
traffic to any potential recipient device advertising B-ACK capability in its MAC Capabilities IE. A
source device shall initiate use of the B-ACK mechanism by transmitting a frame with ACK Policy set to
B-ACK Request to the recipient device. A source device shall use a dedicated Sequence Number
counter for each stream or user priority traffic using the B-ACK mechanism with a recipient. After
transmitting the frame, the source device shall follow the rules of operation as described in 16.12.3.2.

When receiving a frame with ACK Policy set to B-ACK Request from a source device for a stream or
user priority traffic not currently using the B-ACK mechanism, the recipient device shall respond as
follows:

- To acknowledge receipt of the frame but reject the request for starting a new instance of B-ACK
mechanism, the recipient device shall respond with a B-ACK frame with no frame payload.
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- To accept the request for starting a new instance of B-ACK mechanism, the recipient device
shall respond with a B-ACK frame with a frame payload indicating the allowed maximum size (in
frames and octets) for the next B-ACK sequence. The recipient shall acknowledge the received frame
by indicating its reception in the acknowledgement window.

A recipient device may also accept a request to use the B-ACK mechanism even if the request frame
has an invalid FCS. To accomplish this, the recipient device shall respond with a B-ACK frame with a
frame payload that indicates the allowed maximum size for the next B-ACK sequence, but without
acknowledgement of the frame with the invalid FCS.

A recipient device, even though it advertises B-ACK capability in its MAC Capabilities IE, may reject a
request to uge the B-ACK mechanism 10r any reason, including a temporary unavailabilily of respurces
or a lengthy|setup process requiring a delayed start time. Thus, after being rejected, a source'[device
may keep tryjing to initiate use of the B-ACK mechanism by sending the next frame with AGK Pollicy set
to B-ACK Rgquest.

16.12.3.2 Pperation

After transmijtting a frame with ACK Policy set to B-ACK Request, the source device expects to neceive
a B-ACK frame in response and takes one of the following actions:

» If the soufce device does not receive a B-ACK frame, it shall assume that the recipient device did not
receive the request frame. To continue B-ACK operation, the source deviee shall retransmit the fequest
frame withH the same ACK Policy using applicable medium access rules as described in 16.6.

 If the source device receives a B-ACK frame with no frame payload, it shall treat the transmitted frame as
received gnd consider this use of the B-ACK mechanism to be.ferminated.

 If the source device receives a B-ACK frame with a frame payload and with either Frame Count off Buffer
Size set fo zero, it shall process the acknowledgement-as described below. To continue the |B-ACK
operation,| the source device shall retransmit the.“equesting frame with the same ACK [Policy,
independgntly of whether the frame was indicated as‘received or not. If the requesting frame was inglicated
as receivgd, the source device alternatively may: transmit a zero-length payload frame with thg same
Sequence| Control and Delivery ID to the recipient device.

« If the soulce device receives a B-ACK frame with a frame payload containing non-zero values fpr both
Frame Colnt and Buffer Size, then it shall process the acknowledgement as described below. To cpntinue
the B-ACK operation, the source device shall send frames with ACK Policy set to B-ACK or [B-ACK
Request ds described below.

The source glevice processesithe B-ACK frame acknowledgement as follows:

» Frames bging held for getransmission with a sequence number earlier than the one indicated |by the
Sequence| Control fieldwere not received in the last B-ACK sequence, but shall not be retransmitted.

» Frames bging held.for retransmission with sequence and fragment number within the acknowledgement
window (specified. by the Sequence Control field and the Frame Bitmap field) with corresponding bit set to
ONE werg received and shall not be retransmitted.

« Other frames being held for retransmission should be retransmitted in the next sequence, ordered by
increasing sequence and fragment numbers.

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source
device may transmit a sequence of frames. Each sequence of frames shall consist of zero or more
frames with ACK Policy set to B-ACK followed by a single frame with ACK Policy set to B-ACK
Request. The total number of frames shall not exceed the Frame Count value specified in the B-ACK
frame and the sum of the lengths of the frame payloads shall not exceed the Buffer Size value
specified in the B-ACK frame. The sequence of frames may be transmitted in multiple DRP reservation
blocks and may be interleaved with frames to other recipients or of other streams or user priorities,
subject to all the medium access rules. Within a sequence, the frames shall be ordered by increasing
sequence and fragment numbers. Due to retransmissions, this ordering might not hold from one
sequence to the next and frames transmitted within a sequence might not have consecutive sequence
and fragment numbers.
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When the recipient device receives a frame with ACK Policy set to B-ACK Request, it shall respond
using SIFS with a B-ACK frame. To continue operation, the B-ACK frame shall contain a frame payload.
If the recipient device receives a frame with a valid HCS but an invalid FCS and with ACK Policy set to
B-ACK Request, the device shall also respond with a B-ACK frame with a frame payload. Within the B-
ACK frame payload, the recipient device shall set the Frame Count and Buffer Size fields to limit the
size of the next sequence of frames. It shall also set the Sequence Control and Frame Bitmap fields to
indicate to the source device which frames should be retransmitted.

A recipient device may implement a timeout that indicates when to stop waiting for missing frames,
allowing some MSDUs to be released to the MAC client and B-ACK buffer resources to be freed. A
recipient device may also implement a timeout to expire an instance of the B-ACK mechanism that

appeafs to be inactive.
16.12

To terminate use of the B-ACK mechanism, the source device shall transmit-a frame from the
appropriate stream or of the appropriate user priority to the recipient device with ACK Policy set to
anythipg other than B-ACK or B-ACK Request.

The re
Policy

16.13
The P

3.3 Termination

cipient device may terminate use of the B-ACK mechanism by responding to a frafne with ACK
set to B-ACK Request with a B-ACK frame with no frame payload:
Probe

fobe IE and Application-specific Probe IE may be uséd in beacons and probe commands to

reques
require
one or
bit to 2

A devi

t one or more IEs from the target device identified in the probe IE. Target de
d to respond with all requested IEs. If a target dévice supports the Probe comm
more IEs, it shall set the Probe bit in its MAC Capabilities |IE to ONE, or otherwise it
ERO.

Ce shall include a MAC Capabilities IE or @PHY Capabilities IE in its beacon if it is

ices are not
nd frame for
shall set the

the target of

a Probe IE received in a beacon that includes the MAC Capabilities IE Element ID|or the PHY

Capabjlities IE Element ID, respectively.

On req s beacon for

the ne

eption of either probe IE in a beaeon, a target device shall include a response in it
Kt mMaxLostBeacons superframes.

On regeption of either probe IE.in'a Probe command frame, a target device should re$pond with a

Probe [command frame addressed to the sender within one superframe or include a regponse in its

beacon for the next mMaxLkostBeacons superframes.

In the Probe command frame or beacon, the target device shall include:

« A Pfobe IE, with Target DevAddr set to the DevAddr of the requester, that includes no Requgsted Element
IEs fto reject thexprobe; or

« Ong or morerequested IEs.

16.14 Mwulti-rate support

In device-discovery{(16-3)}-orantennatraining—device—shall-transmit-beacons—orcentroldrames using

one of discovery modes as specified in 10.2.5.

In frame exchange other than device discovery or antenna training, a device shall transmit beacons
using one of common PHY modes according to its device type, hence at the rate of the corresponding
mode. More specifically, in a BP, a Type A device shall transmit beacon using mode-AO0; while a Type B
device shall transmit its beacons using both mode-A0 and mode-B0 (dual beaconing).

Devices shall transmit non-beacon frames only at data rates supported by the intended recipient,
based on information from the recipient's PHY Capabilities IE.

A recipient device may suggest the optimal data rate to be used by a source device, for example, to
increase throughput and/or to reduce the frame error rate using explicit or implicit transmit rate control
(TRC) mechanisms. For explicit TRC, the recipient sends the TPRC command frame to the source
device. In addition, a source device may send a Link Feedback Request command frame to request a
recipient device provide feedback on the quality of the link. The recipient sends a Link Feedback
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Response command frame to the source device SIFS after the reception of a Link Feedback Request
command frame from the source device. For implicit TRC, the recipient includes a Link Feedback IE in
its beacon. The data rate in the Link Feedback IE or the received link feedback command frame should
be interpreted as the maximum data rate that the source device should use for this particular link, for
an acceptable frame error rate. The source device should either follow the recommendation, or
determine a data rate based on the received feedback on the quality of the link, which should not
exceed the data rate recommended in the received Link Feedback command frame. The method to
determine the optimal data rate in the recipient is beyond the scope of this International Standard.

16.15 Transmit po

A device shg
transmitted

rcently

A recipient
explicit or i
the source d

device may recommend a transmit power level change to be used by a source devicd
plicit TPC mechanisms. For explicit TPC, the recipient sends a TPRC cofmmand fr
vice to recommend transmit power change. In addition, a source device may send
Feedback R¢quest command frame to request a recipient device provide feedback on the quality
link. The redipient sends a Link Feedback Response command frame to the source device SIF
the receptiof of a Link Feedback Request command frame from the source.device. For implici
the recipienf includes a Link Feedback IE in its beacon to recommend-ehange in transmit power. A

using
hme to
a Link
of the
S after
TPC,

device that

eceives a Link Feedback IE or a Link Feedback command.-frame should either follpw the

recommendation of change, or should determine its transmit power ‘based on the feedback pn the
guality of the link in the received Link Feedback Response. The method to determine transmit power is
out of the sqope of this International Standard, but the recipient‘device might use the signal tq noise
ratio, received signal strength, frame error ratio or other parameters to determine the transmit{power
change.

16.16 Power management mechanisms

This Clause|specifies the power management mechanism of a device during its various operptional
modes. Part|of this clause should be considered as‘informative.

16.16.1 Power management modes

A device maly be in one of two power management modes during a superframe.

16.16.1.1 Active Mode

In the active|mode the device sends and receives beacon frames in the current superframe. A device
in active mo¢fle may switch between two power states during a superframe:

(a) Awake: device is able totransmit or receive frames.

(b) Sleep: dgvice does netitransmit or receive frames. Most of its Tx and Rx units are turned-off fp save
power except the timing and control units that should recover the system in relatively short time. The
peer device(s) are_notinformed of the device transition to Sleep state.

16.16.1.2 Hibernation Mode

In the hibernatish-mede-the—device-does-not-send-or+receive-beacons—orotherframes-inthe—turrent

superframe; however, a device shall announce in previous superframe(s) that it plans to enter the
hibernation mode.

16.16.2 Power state transitions at active mode
16.16.2.1 Power state transition from awake to sleep state

During the discovery process (device discovery, Antenna training or association), a device shall not
switch to Sleep state.

A device may switch to Sleep state in the following cases:

1. After the end of BP till beginning of its first DRP reservation block in the current superframe.

2. Between two DRP reservation blocks in the current superframe

3. The device completes its DRP session in the current superframes.
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A device may transmit a frame with Access field set to ONE and More Frame field set to ZERO to
indicate the last frame in current DRP. And a device may transmit a frame with Access field set to
ZERO and More Frame field set to ZERO to inicate that the device has no more frames to transmit in
current superframe.

16.16.2.2 Power state transition from sleep to awake state
A device shall transient from Sleep to Awake state according to the following rules:

(1) A device shall be in the Awake state mGuardTime prior to its BPST in every superframe to
participate in the transmission and reception of beacons.

(2) If ardevicehasanypendrgframe-to-be-transmittetHrbBRP-reserrattonsin-the-earreny superframe,
it shalllbe in Awake state mGuardTime prior the start of each relevant DRP reservation, block to start its
transnission.

(3) If & device expects to receive transmissions from other devices in a DRP(reservation block, as
indicatied in the beacons of those devices, it shall be in Awake state mGuardTime prior tp the start of
the regervation block for the reception of the planned transmission.

BPST BPST
¢ Beacon PPN
AB

period

L transnhit frame

’ transmit beacon receive ACK

gEV A j‘li [T

receivie frame

transmit Heacon P\ _transmit ACK
gevB | [

t

gevc [ [T

ansmit beacon

=

Figune 169 - Power state transition for devices in active mode

Figure|169 illustrates.the power state transition for devices in active mode.

(a) DHV A is a“device that has pending frames to be transmitted in a DRP reservation|block in the
currenf superframe.

(b) DHV<B,is a device that is expecting to receive a planned transmission from DEV|A in a DRP

reserv hition hilaal, 1n thn ~lirrant cinarfranan
o IToO I Trc—Ccorrecrcoap e o es

(e) DEV C is a device that does not have any traffic pending in its transmission queues, and is not
expecting any planned transmission from other devices.

16.16.3 Hibernation mode operation
A device using hibernation mode shall transient to and from hibernation mode according to the
following rules:

(1)The device shall signal its intent to go into hibernation mode by including a Hibernation Mode IE in
its beacon, as defined in 15.9.15. The Hibernation Duration field in the Hibernation Mode IE shall
contain a non-zero value that specifies the duration of the hibernation period.

(2) The device may signal its intent to go into hibernation mode in several superframes. The value of
the Hibernation Countdown field in the Hibernation Mode IE shall be set to indicate the number of
remaining superframes before the device enters hibernation mode. In each successive superframe,
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the device shall reduce the value of the Hibernation Countdown field by one. If this field is set to

zero, the

device enters hibernation mode at the start of the next superframe.

(3) During hibernation mode, the device shall not send a beacon or other frame. The device should
terminate all established DRP reservations before entering hibernation.

(4) A device may leave hibernation mode prior to the end of its announced hibernation period by
sending its beacon.

(5) A device in hibernation mode shall scan for beacons during the BP for one or more superframes
immediately prior to the end of its hibernation period, in order to re-establish synchronization.

(6) If a devi
beacon ¢
transmit

Active mode

(a) If an acti

L€ IN_hibernation mode 1inds that Its former beacon slot is sull available in the ex
roup, the device may transmit a beacon in that beacon slot. Otherwise, the devic
h beacon as if it was doing so for the first time.

devices in the presence of hibernation mode devices shall operate as follgws:

ve mode device receives a neighbour’s beacon that includes a Hibefnation Mode

device shall consider all DRP reservations with that neighbour to be terminated at the star

hibernati
hibernati
includes
mMaxLo
consider

(b) If an acti
shall treg
beacon g
for up to

During a nei
mode devicg
receives ang

bn period. An active mode device shall not commence any‘“eommunication

a Hibernation Mode IE with Hibernation Countdown’/ less than or eq
ttBeacons, an active mode device that misses the remaining expected beacon
the device to be in hibernation mode as indicated in theyHibernation Mode IE.

ve mode device does not receive an expected beacon from a hibernation mode de
lot as occupied by the hibernation mode devicein its BPOIE, until the beacon is rec
ImMaxHibernationProtection.

ghbour’s hibernation period an active mode device shall continue to mark the hibe
's beacon slot as occupied and noA=movable in its BPOIE. If the active mode
ther neighbour’s beacon in the hibernation mode device's beacon slot, the devic

ended
e shall

E, the
t of its
vith a

bn mode device until that device leaves hibernation mode. After’receiving a beac¢n that

hal to
5 shall

vice, it

t the beacon slot of that device as occupied and non-movable, but shall not indicgte the

eived,

nation
device
e shall

still advertis¢ the hibernation mode device's-DevAddr in its BPOIE.

(a) If an actiye mode device has unicast-traffic for a hibernation mode device, it should buffer itq traffic
until the hibernation mode device-enters active mode.

(b) If an active mode device has multicast or broadcast traffic it should not delay transmission| of the

traffic, e
multicast]
then deli

16.16.4 Hih
Active mod¢g

traffic for a hibernation mode device until the intended recipient enters active mod
er the buffered.multicast data.

ernatiofi{anchor operation

anchor cap

Hibernationaﬁ

deviees that are capable of acting as a hibernation anchor should indicate hibe
ility_in its MAC Capabilities IE. A device that indicates such capability should ing

en if it is aware that'some intended recipients are in hibernation mode. It may buffer its

e, and

nation
lude a
bde. A

nehor IE in its beacon to convey information about neighbours in hibernation m

device may terminate its role as a hibernation anchor at any time, but at that time it should remove
indication of the capability from its MAC Capabilities IE.

Devices, such as those that were recently off or in hibernation mode, may not have information about
the hibernation state of their neighbours. These devices may use the information provided by
Hibernation Anchor IEs for scheduling communication with neighbours in hibernation mode.

Upon reception of a beacon containing a Hibernation Mode IE in which the Hibernation Countdown is
set to zero, a hibernation anchor should include a Hibernation Anchor IE. It shall set the Wakeup
Countdown field in the Hibernation Anchor IE based on the Hibernation Duration field in the received
Hibernation Mode IE. It shall decrement the Wakeup Countdown field in each successive superframe
until the field reaches zero. After it transmits a beacon with a Hibernation Anchor IE that contains a
Hibernation Mode Device Information field with Wakeup Countdown set to zero, it shall remove the
corresponding Hibernation Mode Device Information field from the Hibernation Anchor IE. It shall not
include a Hibernation Anchor IE if there are no Hibernation Mode Device Information fields in the IE.
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If the hibernation anchor receives a beacon from a hibernation mode device prior to the end of the
announced hibernation duration, the hibernation anchor shall remove the corresponding Hibernation
Mode Device Information field from the Hibernation Anchor IE in the next beacon.

After receiving a neighbour’s beacon that includes a Hibernation Mode IE with Hibernation Countdown
less than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining
beacons from the neighbour shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE and should include that device in the Hibernation Anchor IE.

16.17 ASIE operation
Zero or more ASIEs may be included in each beacon. ASIEs may appear within the IE area in a beacon

as defined in 16.1.10. Unrecognized ASIEs shall be ignored. The format of the ASIE paylo
by the [owner of the value in the ASIE Specifier ID field and is outside the scope of this\do

16.1

After
) with fthe device which it instends to exchange MPDUs with to obtain antenna weight
increage its transmitting and receiving antenna gains if the device is capable of beamf
moving to a data channel through channel selection procedure spegified in 16.4, the
updatq their antenna weight settings. This is called antenna tracking\(16.18.4).

Antenna training and tracking

A Typé A device shall support the training/tracking of its own ahtenna and of the antenn
Type A device. A Type B device may support the training/tracking of the receiving and
antenrja of a Type A device.

A dev
covering one sector. The number of sectors each device may have shall not exceed 4.

16.18]1 Announcement of antenna capabhilities

A device shall announce its antenna capabilities in an ACIE that shall be included in
frameq when performing device discovery (16.3)

16.18|2 Antenna training/tracking\configuration

A device shall use a RTT/CTT handshake to initiate antenna training with another devig

included as the payload of RTT/CFT and subsequent TRN frames configures the antg
proceds that follows the RTT/CTJ handshake. The initiating device is referred to as the

helping device is refered to as the respondor device or the R device. Single RTT/C1
configlires antenna training.for the | device. The R device may train its own antenna

I's antenna. In thé ‘case when the R device also desires to train its antenna, R sh

device| shallsset the Status field of the ATIE included in the RTT frame to Request and
Continuition-bit to ZERO when initiating the RTT/CTT handshake for the first time.

ad is defined
cument.

rforming device discovery as specified in 16.3, a device shall perform antenna traifing (16.18.3

settings that
brming. After
devices may

a of another
transmitting

ce may have multiple phased arrays (PAA) anntennas to cover wider angle with each array

all discovery

e. The ATIE
nna training
device. The
[T exchange
vhile helping

I!I include an

rs for the R

evice. The |
shall set the

SIFS

vith an ATIE.

If the R device accepts the configuration specified in the received ATIE, it shall include the same ATIE
except for the Status set to Accepted. Moreover, if it desires to train its own antenna, the R device shall
include an additional ATIE with training configuratin for its own antenna and set its Status to Request.

SIFS after the reception of an CTT frame, the | device shall respond with a TRN frame. If the CTT
frame contains an addtional ATIE that requests to train the R device’s antenna, the TRN frame shall
also include the same ATIE that configures the R device’s anntenna training and indicate the
acceptance or rejection of the R device’s training configuration in the Status field.

The agreed configurations for the | and R devices shall be used in antenna tracking as well after the
devices move to a data channel.

The Request Training fields in the ATIEs of the | and R devices carried in RTT/CTT frames determine
the inclusion of ATS field in the subsequent frame exchange in antenna training and tracking
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processes. Devices shall transmit training symbols in subsequent frame exchange in antenna training
as well as tracking according to Table 48.

16.18.3 lIterative antenna training

In general, the optimal receiving antenna weight settings for a device depend on the transmitting
antenna weight settings of the peer device. Hence, devices transmits TRN frames back and forth to
train their transmitting and/or receiving antenna weights. And the antenna training process
consequently consists of one or more consecutive iterations. Each iteration of training involves
transmission of a TRN frame, a responding TRN frame from training peer device SIFS after, and

optionally another TRN frame that contains feedback if the training peer device requests feedback.

A device ke
transmits an
iteration vald
of the ATTC
number of it
device shou
iteration. T

discovery mode in the Discovery Mode field of the ATTCIE contained in the TRN frame being se

training pee
specify the

training. In

transmit the
(device’s) re
receiving an
previous iter

Once the a d
start another

ONE. The trgnsmission mode used in the following\training iterations shall be the one specified

previous iter
this RTT/CT
| device that
pair.
16.18.3.1

SIFS after t
except for th

 receives. Upon reception of a TRN frame from the training peer device with-a\ma
e as that in the previous TRN frame it sends, the device shall increment the(lteratid

brations shall not exceed 4. As antenna training progresses, in each iteration the t
Id use a discovery mode with a smaller number of repetitions than that in p
ne device shall indicate the desired number of repetitions by specifying the corresp

device. In addition, in the RX Training Size field of the ARICIE, the device sha
number of training symbols to be used in the next iteration for its receiving a
he next iteration, the training peer device shall use «the specified discovery m
training symbols for both the (training peer devicé’s) transmitting antenna a
ceiving antenna. And the number of training symbaels transmitted for training the d
enna shall be equal to value in the RX Training<Size field of the ATTCIE it received
ption.

evice has completed 4 iterations and it stilbdesires to continue training its antenna,
RTT/CTT exchange and set the Continuition bit of the ATIE included in the RTT/CTT frg

ation. And the device shall set theInitial Discovery Mode field of the ATIE conta
I exchange to the same value. In an antenna training procedure between two devic
transmits the first RTT shall also be the one that transmits any other RTTs for that t

Transmission of TRN-frames

ne RTT/CTT exchange, the | device shall first send a TRN frame in all configu
e one specified in Table 100.

Tabde 00 - Training configuation that requires MIFS

ATIE fields

Training device

Request Training Request Feedback

bps track of iterations using the Iteration field of the ATTIE contained in TRN frgmes it

itching
n field

E contained in the next TRN frame it transmits to the training peer deviceThe makimum

aining
evious
bnding
tto its
Il also
htenna
bde to
nd the
pvice’s
in the

it shall
mes to
in the
ned in
bs, the
raining

ations

| ONE ZERO

R ZERO ZERO

In the configuration specified in Table 100, the R device shall first send a TRN frame MIFS after CTT
frame.

Except for the first TRN frame following the CTT frame, all other TRN frames shall be transmitted SIFS
after the reception of the TRN frame sent by the training peer device.

If a device requests feedback as indicated by the Request Feedback field in the pre-agreed ATIE, the
training peer device shall include AFIE in all TRN frames it sends in response to the TRN frames sent
by the device.
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16.18.4 Antenna tracking

After it starts or joins a beacon group in a data channel, a device may update its antenna weight
settings using either explict or implict tracking. Antenna tracking does not involve the RTT/CTT
handshake. However, the devices shall use the same configuration as agreed in the last RTT/CTT
exchange in antenna training. Either device of a training pair may initiate tracking. In this subclause,
the device initiating tracking is referred to as the | device despite of the role it plays in antenna training.

When closed-loop mode is used in tracking and the device providing feedback is Type B, then index
feedback method shall be used; if the device giving feedback is Type A, the Fourier codebook based

feedback method shall be used.

16.18

In explict antenna tracking, the | and R device shall use TRN frame to perform tracking.>Tq

trackin
the R

AFIE i
requirg
regula
device
trackin

16.18

Either
be car

16.18
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ACK P
owner
and s€g
B-ACK
feedbd
into an

16.18
To initi
ACK fi
be set
AFIE

before
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4.1 Explicit tracking

g, the | device shall send a TRN frame to R device. SIFS after the reception|of the
fHevice shall respond with another TRN frame. And the responding TRN/frame sha
the configuration of the | device requests feedback. If the configuration”of R deV
feedback, the second TRN frame concludes the explict tracking and-the | device
MSDU exchange afterwords. Otherwise if the configuration of R device requires fe
shall respond with another TRN frame that includes an AFIE(in its payload to
g procedure.

4.2 Implicit tracking

A reservation owner or target may initiate implicit tracking. In addition, implicit track
ied out employing B-Poll and response frame exchange.

4.2.1 Initiation by a reservation owner

iate implicit antenna tracking, a reservation owner shall aggregate an ATT
gated) data frame into an aggregated tracking frame (15.8.2) before sending to th

requires feedback, the target shall include AFIE in the payload of the responding
t the Tracking Indication bit to ONEf the configuration of target does not require f
frame concludes the implicit (ttacking. Otherwise if the configuration of the ta
ck, to conclude this implicit.tracking, the owner shall aggregate an AFIE with the n
aggregated training frame(before sending to the target.

4.3 Initiation by a reservataion target

ame sent to the-reservation owner. The Tracking Indication bit of the Imm- or B-AC
to ONE. And.if\the configuration of the target requires feedback, the owner shall §
vith MSDU(S)* into an aggregated tracking frame and set the Tracking Indication
transmitting it to the target. If the configuration of owner does not require fe
ission—of the aggregated training frame concludes the implicit tracking. Othe

start explict
TRN frame,
Il contain an
ice does not
may resume
bdback, the |
conclude the

ng may also

CIE with a
b target. The

olicy of the aggregated training frame shall be set to B-ACK Request. If the configlration of the

B-ACK frame
bedback, the
get requires
ext MSDU(S)

ate implicit antenna-tracking, a reservation target device shall include ATTCIE in ah Imm- or B-

frame shall
lggregate an
bit to ONE
edback, the
rwise if the

config
be se

T

t| te " B-ACK Request.

ration of owner requires feedback, the ACK Policy field of the aggregated trainin

frame shall

To conclude this implicit tracking in this case, the target shdll include an

AFIE in the next B-ACK frame that it sends to the owner SIFS after the reception of the aggregated
training frame.

16.18

.4.4 Implicit tracking using B-Poll frames

If a Type B slave is capable of assisting its Type A master in antenna training, the Type A master
device may include ATTCIE in a B-Poll frame to initiate implicit tracking. If the training configuration of
the Type A master device requires feedback, the Type B slave shall include an AFIE in its B-Poll
response frame sent to the Type A master.

© ISO/IEC 2011 - All rights reserved 195


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

16.19 Transmit switched diversity (TSD) operation

The transmit switched diversity (TSD) is used to achieve diversity gain from shadowing or blockage. To
perform the TSD operation, the source must have multiple antennas either sharing one common RF
chain or using independent RF chains, respectively, as shown in Figure 170.

Transmitter » RF v v RF > Receiver
A
A4
Switching Compargtor
Control (with Threshold)

A

Feedback
(Antenna Switching Indicator)

A

Figure 170 - Structure of transmit switched)diversity system

16.19.1 TYD initiating procedure

The source ghall send a TSD SET Request command;to the destination using an arbitrarily sglected
antenna amgng multiple TX antennas, with the TSBD Status set to BEGIN, as defined in 15.6.10. The
destination, |lupon receiving the TSD SET Request command, shall send a TSD SET Regponse
command, gs defined in 15.6.11 to the source{’proving the capability of the TSD operation|of the
destination.

16.19.2 Arntenna switching

There are two mechanisms for switching TX antenna: reactive and proactive switching. In case of
reactive switching, the destination sends the TSD Switch command frame with the TSD Switch fipld set
to “Switch” fo the source and«then the source unconditionally switches to any other available TX
antenna. In ¢ase of proactivelswitching, the source individually collects the channel status fron] every
logical channel (link) which‘corresponds to each of the TX antennas, and switches the TX antgnna to
an optimal T[X antenna-Wwhich provides the maximum data rate among all TX antennas. The rg¢active
switching is p simple-way of the TX antenna switching which can overcome the link interruption), while
the proactivg¢ switching can be used along with adaptive modulation and coding schemes to provide
the maximurp datajrate, but it requires relatively complicated operating procedure.

16.19.2.1 Reactive switching

Before commencing data transmission, the source may arbitrarily select one antenna from multiple
transmit antennas. At each frame transmission, the destination shall compare a certain metric based
on the received SNR with a predetermined threshold after receiving data transmitted by the source. If
the received SNR is smaller than the threshold, the destination shall feedback a TSD Switch command
frame with the TSD Switch field set to “Switch” to the source. Note that the threshold may be selected
by the receiver to satisfy the required criterion for a given data rate. Determining threshold may be
decided by the implementers to get the required performance.

16.19.2.2 Proactive switching

In order to support proactive switching, the source should have the status information of each channel
which corresponds to each of the TX antennas. To collect channel status for every TX antenna, the
source shall be periodically operated in channel scan mode to acquire the status information of the
channel which corresponds to each of the inactive antennas. When the data transmission is idle, the
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source and the destination may be operated in channel scan mode. During channel scan mode, the
source shall stop using the current active TX antenna and switch to any TX antenna to acquire the
channel state information by sending TSD SET Request command frame with the TSD Status field set
to "SCAN" and by receiving TSD SET Response command frame with channel state information.
Based upon the channel information acquired from all TX antennas, the source shall choose the
optimal TX antenna which provides the best performance. The proactive switching may occur at every
event of data rate change due to bad channel condition. However, if the current data rate is below the
predetermined threshold, the proactive switching shall be periodically done to prevent staying with the
current TX antenna despite bad channel conditions.

16.2
Table

MAC Quhlnypr parameters

|01 contains the values for the MAC sublayer parameters.

Table 101 - MAC sublayer parameters

Parameter Value
mAggregationLimit 28
mBeaconSlotLength 21.3 us

mBPEXxtension

6 beacon slots

mBPMergeWaitTime 128 superframes
mClockAccuracy 20 ppm
mClockResolution 1us

mChannelScanRequestRetry

pSIFS+10.2 us

mDlILength

4 x mSuperframelLength

mDRPBackoffWinMax

16 superframes

mDRPBackoffWinMin

2 superframes

mGuardTime

4.7 us

mlnitialMoveCountdown

3 x mMaxLostBeacons

mMasLength 64 us
mMaxBeaconLength mBeaconSlotLength - pSIFS -
mGuardTime
mMaxBeaconSlotCollisionDetectionLatency 16
mMavBRDl anath 72 haacan clatc.
MaxBREength 72 A-slets
mMaxDiscoveryLatency 128
mMaxFragmentCount 8

mMaxHibernationProtection

128 superframes

mMaxLostBeacons

3

mMaxMovableLatency

32

mMaxNeighbourDetectionInterval

128 superframes

mMaxSignalingSlotBackoff

128

mMaxSynchronizationAdjustment

4 us
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Table 101 - MAC sublayer parameters (concluded)

Parameter Value
mMinFragmentSize 1
mSignalSlotCount 2 beacon slots
mSuperframeLength 256 x mMMASLength
mCWMin 3
mCWMax 255
mDBSMax mDILength-mDBSDuration
A-DIS-SCAN 6
B-DIS-SCAN 2
B-SCAN 128 us
D-SCAN 8192 us
LIFS 10666 ns
MIFS PMIFS
SIFS pSIFS
mDBSDuration pDBSDuration

Table 102 contains the values of the PHY dependent parameters used by the MAC sublayer for the
PHY.

Table 102 - PHY-dependentOMAC sublayer parameters for the PHY

Parameter Value
pCCADetectTime Defined in Tables 39
pClockAccuracy 20 ppm
pMaxFrameBodySize 65535 octets
pSlotTime 8 us

17 Security

This Clause specifies the security mechanisms needed to provide the security service introduced in
7.2.4.9. 17.1 reviews these security mechanisms. 17.2 defines security modes that govern the
security operation of devices. 17.3 specifies the 4-way handshake procedure for two devices to
establish pair-wise temporal keys (PTKs) and a secure relationship. This Clause also describes how a
device may solicit or distribute group temporal keys (GTKs) within a secure relationship. 17.4
describes the procedures for frame reception and replay prevention. 17.5 provides the parameters
needed in applying the AES-128 GCM cryptography to compute the message integrity code (MIC) and
encrypt the secure payload for secure frames.

17.1 Security mechanisms

The security mechanisms specified in this International Standard control the security operation of
devices by setting appropriate security modes. They allow devices to authenticate each other, to derive
PTKs, and to establish secure relationships. They also enable devices to solicit or distribute GTKs
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within established secure relationships. In addition, the security mechanisms provide replay attack
prevention measures through the use of secure frame counters (SFCs) and replay counters. The
security mechanisms specify the parameters needed in applying the AES-128 GCM to protect the
privacy and integrity of unicast and broadcast/multicast traffic using PTKs and GTKs, respectively.
Privacy is protected by encrypting the secure payload, while integrity is protected by including a MIC.

Two devices use a shared master key to establish a secure relationship. The establishment and
management of master keys are additional security facilities that need to be provided outside the MAC

sublay

er.

17.1.1 Security operation

Securily modes are defined to control the level of security required of a device in its compmunications

with other devices. Three security modes are provided. Mode 0 allows a device to

ommunicate

without security protection. Mode 1 allows a device to use both secure and non-secure frgmes for data

excha

frameq.

A devi

17.1.7
The 4-
identit
two de

with each other.

A devi
maste
maste

17.1.3

Two d
key an
any frg

Two dé
respeg
may d
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ges. Mode 2 restricts a device to use security facilities in transmitting (and recq

Ce announces its selected security mode in the Beacon Parameters field in its beac

4-way handshake

way handshake mechanism enables two devices to use a shared master key to aut
of each other and to establish a new PTK for protecting certain frames exchanged
vices. By way of a successful 4-way handshake, the twa. devices establish a securg

key with that device. The master key is not exposed in the 4-way handshake; itis s
key identifier (MKID).

Key transport

pvices establish a new PTK via a 4-way handshake. The PTK is derived from a sh
d two new random numbers generated by the two devices. A PTK is never transmitt
me, encrypted or not.

bvices, after establishing a secure relationship via a successful 4-way handshake, d
tive GTKs for protecting.their broadcast traffic to each other, if applicable. Addition
stribute GTKs for proteeting certain multicast traffic addressed to those devices w|
has a valid securetrelationship. A device may also request, or solicit, GTKs us¢

iving certain

DNS.

nenticate the
between the
relationship

ce initiates a 4-way handshake with another deyice only if it has determined thalt it shares a

pecified by a

ared master
ed directly in

stribute their
hlly, a device
th which the
bd to protect

multicast traffic from the mwlticast source devices.
A GTK|

17.1.4 Freshness protection

Freshness protection insures that no parties can successfully replay previously captured messages as
an attack. (This International Standard defines secure frame counters and replay countgrs on a per-
tempofal\key basis to provide freshness protection.

is solicited or distributed by use of the GTK commands and is sent in encrypted fo

17.1.5 Data encryption

Data encryption uses a symmetric cipher to protect data from access by parties not possessing the
encryption key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for
broadcast/multicast traffic transmitted from a sender to a group of recipients.

AES-128 counter mode is used for data encryption in this International Standard.

17.1.6 Frame integrity protection

Frames are protected from modification by other parties by message authentication using a MIC. The
MIC also provides assurance that the sender of the frame possesses the correct temporal key. This key
is shared among a group of devices or only between two devices. The MIC is a cryptographic
checksum of the message to be protected.
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AES-128 cipher block chaining - message authentication code (GCM) is used for MIC calculation in
this International Standard.

17.2 Security modes
The security mode indicates whether a device is permitted or required to establish a secure
relationship with another device for data communications.

Two devices establish a secure relationship by a 4-way handshake based on a shared master key as
described in 17.3.

Once two devices estabhsh a secure relationship, they shaII use secure frames for frame transfers
between thepras—speeifietr—Fabte—163—ant—Tabte—104—Fitherdevice—sha frame

from the othgr device if the frame is required to be a secure frame but was transmltted as a non-gecure
frame.
Data and aggregated data frames shall be transmitted using the temporal key specified by thg¢ TKID
associated with the corresponding MSDU. Command and control frames, when transmitted as pecure
frames in a|secure relationship, shall employ a temporal key currently possgssed in that pecure
relationship.
In Table 103} "N" indicates a non-secure frame, and "S" indicates a secureframe.
Table 103 - Frame protection in a secure refationship
Frame type or subtype Frame Meanin
yp yp protection g
Beacon frame N Beacon frames.shall be sent as non-secure frames.
Imm-ACK control frame N Imm-ACK-frames shall be sent as non-secure frames.
B-ACK control frame N B-ACK frames shall be sent as non-secure frames.
RTT control frame N RTT frames shall be sent as non-secure frames.
CTT control frame N CTT frames shall be sent as non-secure frames.
Application-specific control NS Application-specific control frames may be sent as
frame secure or non-secure frames.
DRRA Reservation Request N, S DRP Reservation Request frames may be sent as secure
command frame or non-secure frames.
DRP|ReservationResponse N,S DRP Reservation Response frames may be sent as
commang-frame secure or non-secure frames.
Prpbe command frame N, S Probe frames may be sent as secure or non-secure
frames.
PTK command frame N, S PTK frames may be sent as secure or non-secure
frames.
GTK command frame S GTK frames shall be sent as secure frames.
Application-specific N, S Application-specific command frames may be sent as
command frame secure or non-secure frames.
Data frame S Data frames shall be sent as secure frames.
Aggregated data frame S Aggregated data frames shall be sent as secure frames.
TRN control frame N, S The TRN control frame may be sent as secure or non-
secure.
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Table 104 specifies the values of the Encryption Offset (EO) field in secure frames

Table 104 - EO values in secure frames

Frame type or subtype EO value
Application-specific control frame Application defined
DRP Reservation Request command Length of Secure Payload
frame
PR D +1 im] £l 1 o £ O D 1 l
|~ 4BV M\COoTTvauurrt I\CO'JUIIJC U™ I_Cllyl.ll Ul oIJUTLTuUrc T uyluuu
frame
PTK command frame 0
GTK command frame 0
Probe command frame Variable
Application-specific command frame Applicatiofi/defined
Data frame Variable
Aggregated data frame Length.of (Aggregation Header +
Aggdregation Header Pad octets)

17.2.1 Security mode 0O

A devite operating in security mode 0 shall use non-secure frames to communicate with ofher devices.
Such g device shall not establish a secure relationship with any other device.

If a deyice operating in this mode receives a'secure frame, the MAC sublayer shall discargl the frame.

17.2.2 Security mode 1

A device operating in security mode_ 1 shall use non-secure frames to communicate with devices
operatjng in security mode 0. Thé-device shall also use non-secure frames to communicate with
devicep operating in security mode’1 with which it does not have secure relationships. Thg device shall
use se¢cure frames according-to Table 103 and Table 104 to communicate with anpther device
operatjng in security mode. 1" with which it has a secure relationship. It shall not estgblish secure
relatiopships with other(evices unless those devices are also operating in security mode [1.

A devite operating in security mode 1 may or may not respond to command frames received from other
devicep with whichtit does not have a secure relationship.

If a dejvice operating in security mode 1 receives a secure frame from a device with whigh it does not
have g secure relationship, the MAC sublayer shall discard the frame.

If a depice’operating in mode 1 receives a non-secure frame from a device with which it has a secure
relationship, but the frame is required to be a secure frame per Table 103, the MAC sublayer shall
discard the frame.

A device that chooses to enable security mode 1 must understand and accept the responsibility that
comes with receiving non-secure frames. The device shall instruct the higher layers to handle the
received non-secure frames in a safe and secure manner.

A compliant MAC sublayer shall never use security mode 1 by default. Security mode 1 shall be
entered from either mode 0 or mode 2. Requiring that a device explicitly select this mode serves as an
indication that the device is aware of the security responsibilities it accepts when enabling security
mode 1.

17.2.3 Security mode 2

A device operating in security mode 2 shall not establish a secure relationship with devices operating
in either security mode O or security mode 1. The device shall use secure frames based on Table 103
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and Table 104 to communicate with another device operating in security mode 2 and having a secure
relationship with it. A device operating in security mode 2 shall establish a secure relationship with
another device operating in the same security mode by a 4-way handshake prior to data exchanges.

If a device operating in mode 2 receives a secure frame from a device with which it does not have a
secure relationship, the MAC sublayer shall discard the frame.

If a device operating in mode 2 receives a non-secure frame that is required to have frame protection
per Table 103, regardless of whether the device has a secure relationship with the device transmitting

the frame, the MAC sublayer shall discard the frame.

17.3 Te

pnrnl l(nyc

Two devices
handshake t
they share. ]
A device's O
shall not be

A device sol
in this Claus

Master keys
is it required
advertise so
another dev
beacon or P
in response

17.3.1 Mu

This International Standard uses a 4-way handshake to provide mutual authentication an
br two devices sharing a master keyy To perform a 4-way handshake, the two devices

generation f
assume the
messages, ¢
between thg
becomes thdg

17.3.1.1 4
The initiator

to the responfder. In this command, the initiator shall specify the MKID for use in the 4-way hand

proposea T
I-Nonce. Thg
MAC sublay
Nonce shall

establish a secure relationship based on a shared master key by employing“a
b derive a PTK as described in this Clause. They may establish a PTK for each ' mas
'wo devices have a secure relationship as long as they possess a currently installe
evAddr is part of the information used in deriving a PTK. Once a PTK{is-establis
changed due to a change in the device's DevAddr.

cits a GTK from, or distributes a GTK to, another device sharing a PTK as also deg
P,

to advertise every MKID it possesses in the MKID IE included in its beacon. Thq
Mme or all of the MKIDs they possess in an MKID IE in their beacons. A device may
ce for the MKIDs possessed by that device by addressing an appropriate Probe
obe command to that device. A device shall list all.the MKIDs it possesses in the M
0 a probe request for its MKIDs.

tual authentication and PTK derivatien

roles of "initiator" and "responder’, respectively. A 4-way handshake consists
alled message 1, message 2, message 3, and message 4, that are sent back an
two devices. The device sending message 1 becomes the initiator. The other
responder.

-way handshake message 1
shall begin a 4-way handshake by composing and sending message 1 in a PTK con

ID for the PTK(to be derived, and include a unique 128-bit cryptographic random n
b proposed IKID shall be different from any TKID currently installed in the initiator
br or being/used in an in-progress 4-way handshake involving this initiator device.
be generated anew each time the initiator starts a new 4-way handshake.

On receptio
currently in

J‘talled for an active temporal key or requested by an in-process 4-way hang

of\message 1, the responder shall verify that the requested TKID is unique (i.

4-way
er key
] PTK.
hed, it

cribed

are identified by MKIDs. A device is not required to include@n'MKID IE in its beacon, nor

y may
probe
Eina
KID IE

j PTK

pf four
0 forth
device

hmand
shake,
imber,
S local
The I-

a)

c .

, hot

shake

exchange). The responder shall perform the following steps:

1. Generate a new 128-bit cryptographic random number, R-Nonce.
2. Derive the PTK and KCK as specified in 17.3.4.
3. Construct and send message 2 in a PTK command.

17.3.1.2 4-way handshake message 2

The responder shall send message 2 to the initiator as specified in 17.3.1.1. In this command, the
responder shall include an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC
value computed for the message using the newly derived KCK according to 17.3.5. If the proposed
TKID in message 1 is not unique, the responder shall so indicate in the Status Code.

On reception of message 2, the initiator shall perform the following steps:

202 © ISO/IEC 2011 - All rights reserved


https://iecnorm.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

1. Derive the PTK and KCK as specified in 17.3.4.

2. Recalculate the PTK MIC for the received message using the KCK according to 17.3.5. If the
recalculated PTK MIC does not match the PTK MIC field from this message, discard and disregard
message 2 and abort the 4-way handshake. Otherwise, consider this message a proof that the
responder holds the correct master key, and proceed to the next step.

3. Check the Status Code returned in the received message. If the Status Code indicates an abortion
of the 4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code
indicates a conflict of the proposed TKID at the responder, restart the 4-way handshake with a different
TKID. If the Status Code indicates a normal status, proceed to the next step.

4. onstruct and send message 3 in a PTK command.

17.3.1.3 4-way handshake message 3

The inftiator shall send message 3 to the responder as specified in 17.3.1.2, (n, this command, the
initiatgr shall include the same I-Nonce as contained in message 1 and a PTIK'MIC computed for this
messajge using the newly derived KCK according to 17.3.5.

On redeption of message 3, the responder shall perform the following steps:

1. Verify the PTK MIC for this message using the KCK according*o 17.3.5. If the calculated PTK
MIC dges not match the PTK MIC field from this message, discard-and disregard messag¢ 3 and abort
the 4-yway handshake. Otherwise, consider this message a proof that the initiator hold$ the correct
master key, and proceed to the next two steps.

2. Construct and send message 4 in a PTK command.
3. nstall the PTK using the appropriate MLME primitives.

17.3.1.4 4-way handshake message 4

The rgsponder shall send message 4 to thexinitiator as specified in 17.3.1.3. In this command, the
resporjder shall include the same R-Nonce.as contained in message 2 and a PTK MIC ¢omputed for
this m¢ssage using the KCK according ta~7.3.5.

On regeption of message 4, the initiator shall perform the following step:

1. Verify the PTK MIC for thisumessage using the KCK according to 17.3.5. If the calculated PTK
MIC does not match the PTK MIC field from this message, discard and disregard messagé¢ 4 and abort
the 4-way handshake; otherwise, install the PTK.

17.3.2 GTK exchange

the initiator
stribute their
D distribute a

bl verify that
¥ith Message

Number set to 2 and Status Code set to the approprlate value

A recipient may request a GTK for certain multicast traffic in the form of a GTK command (with
Message Number set to 0) from the source device if it holds a valid PTK with the source.

On reception of a valid GTK command marked as Message Number 0, the multicast source device
shall respond with a GTK command marked as Message Number 1, which may or may not contain the
requested GTK. The requesting device, upon receiving this GTK command and verifying the
unigueness of the proposed TKID, shall further return a GTK command with Message Number set to 2
and Status Code set to the appropriate value.

A source device distributing a GTK shall check the Status Code indicated in the returned GTK
command (Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at
the recipient device, the source device shall propose a new TKID and re-distribute the GTK to the
recipient. After receiving a returned GTK command from the recipient with the Status Code indicating a
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normal status, the source device shall use the new TKID to re-distribute the GTK to each of the
devices to which it has previously distributed the GTK and with which it maintains a secure

relationship.

A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when
the distributing device establishes a new group relationship. 17.3.6 provides an example means of
generating a fresh GTK.

17.3.3 Pseudo-random function (PRF) definition
A PRF is used in several places in the security specification. Depending on the use, the PRF may need

to output val

ues of 64 bits, 128 bits, and 256 bits. This Clause defines three PRF variants:

PRF-64, w
PRF-128,
PRF-256,

In the follow
unique 14-o
Blen specifig
long, and arg

GCM-MAC-H
begin
Form authen
Form authen

Form additio]

Form encryp
R « MIC (K,

return R

PRF(K, N, A

fori«1to

return L(R,

hich outputs 64 bits,
which outputs 128 bits, and
which outputs 256 bits.

ng, K denotes a 128-bit symmetric key, N denotes a 13-octet nonge value, A den
ctet ASCII text label for each different use of the PRF, B denotes the input data S
s the length of this data stream, and || denotes concatenation.<BloCks are each 16

UNCTION(K, N, A, B, Blen)

tication block B_0 from flags = 0x59, N, and I(m)=0
tication block B_1 from I(a) = 14 + Blen and*A

nal authentication blocks from B

with last block zero padded as needed)

tion block A_0 from flags = 0x01, N, and Counter 0 =0
B_0,B_1,.. AD0)

B, Blen, Len)

Len + 63)/64 doe

R « R || GEM-MAC-FUNCTION(K, N, A, B, Blen)
N <« Neful

D, L.en) = Len most-significant bits of R

e defined as inputs to the AES-128 GCM for the MIC generationtas specified in 17.5.

otes a
tream,
octets

PRF-64(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 64)

PRF-128(K,
PRF-256(K,

N, A, B, Blen) = PRF(K, N, A, B, Blen, 128)
N, A, B, Blen) = PRF(K, N, A, B, Blen, 256)

17.3.4 PTK and KCK derivation

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used
in 17.3.1 based on the following parameters as defined in Table 105.

K- The PMK

N - B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero

A - "Pair-wise keys"
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B - I-Nonce || R-Nonce

Blen- 32

Table 105 - PTK and KCK generation parameters

Name Size (octets) | Description
InitiatorDevAddr 2 DevAddr of device with role of initiator
ResponderDevAddr 2 DevAddr of device with role of responder
I-Nonce 16 Random number selected by initiator (in message 1)
R- Nonce 16 Random number selected by responder (in messagée 2)
PTKID 3 Negotiated TKID value for the PTK to be derived (in message (1)
PMK 16 A pre-shared pair-wise master key identified by the MKID (in message 1)

The PRF-256 is called with these parameters to compute a 256-bit\key stream:
KeySteam « PRF-256(K, N, A, B, Blen)

This kpy stream is then split to form the desired PTK and KCK. The least-significant |16 octets of
KeyStjeam become the KCK while the most-significant\16 octets become the PTK, as| specified in
Table 106.

Table 106 - KK and PTK source

Key Source
KCK KeyStream octets 0 through 15
PTK KeyStream octets 16 through 31

17.3.3 PTK MIC generation

The 4iway handshake uses an "out-of-band MIC" calculation for the PTK MIC field ipm handshake
messajges 2-4. PRF-64 shall be used to provide the PTK MIC calculation. The PRF-64 parameters
shall be defined as follows based on Table 105:

K- The KCK
N - B1l2-11=-itiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
A - out-of-bandMIC"

B - Fieldsirom Message Number to I-NONnce/R-NoONnce contained in the P TK command

Blen - Length in octets of B = 48

PTK MIC « PRF-64(K, N, A, B, Blen)

17.3.6 Random number generation

To implement the cryptographic mechanisms outlined in this International Standard, devices need to
generate cryptographic grade random numbers. ISO/IEC 8802-11 Amendment 6 gives a detailed
explanation of cryptographic grade random numbers and provides guidance for collecting suitable
randomness. It recommends collecting random samples from multiple sources followed by conditioning
with PRF. This method can provide a means for an implementation to create an unpredictable seed for
a pseudo-random generation function. The example below shows how to distil such a seed using
random samples and PRF-128.
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LoopCounter =0

Nonce =0

while LoopCounter < 32 begin

result PRF-128(0, Nonce,
LoopCounter, dataLen)

"InitRandomSeed”, DevAddr || Time ||

Nonce « Nonce + 1

result « result || <randomness samples>

end

GlobalSeed
datalLen)

Once the se
4-way hand
generated u

GenerateRa

begin

return resul

It

pblayer shall perform thefollowing validation steps in sequence when receiving fram

PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result || LoopC

ed has been distilled, it can be used as a key for further random number_generatio
Ehake requires each party to supply a 128-bit random number. This' number d
5ing the seed and PRF-128.

ndomNonce

N = DevAddr || DevAddr || zero
Collect randomness samples

result = PRF-128(Global Seed, N, "Random Numbers", <randomness sanm
length of samples)

yme reception steps and replay prevention measures
evice shall carry out the reception.steps and replay prevention measures as spec

me reception

the FCS. If this validation fails, discard the frame. Otherwise, acknowledge the re
ing the appropriate;acknowledgment rules, and proceed to the next step.

the Secure bijt setting in the MAC Header and take the appropriate actions accordin
mode as specified in 17.2. If the frame is not discarded and the Secure bit is set tg
to the nextstep.

the TKID. If the TKID does not identify a currently installed PTK or GTK, disc3
herwise, proceed to the next step.

17.4 Frd
A recipient d
this Clause.
17.4.1 Frdg
The MAC su
1. Validate
frame us
2. Validate
security
proceed
3. Validate
frame; o
4. Validate
discard t
5.

he frame; otherwise, proceed to the next step.

result ||

bunter,

n. The
an be

ples>,

fied in

S

ceived

p to its
ONE,

rd the

1 fails,

Detect frame replay as specified in 17.4.2. If replay is detected, discard the frame; otherwise,

update the replay counter that was set up for the PTK or GTK used for this frame as also specified

in17.4.2

, and proceed to the next step.

already received, discard it. Otherwise, proceed to the next step.

7. Decrypt

the frame. This step may be taken in parallel with the MIC validation step.

17.4.2 Replay prevention

Each transmitting MAC sublayer shall set up a 48-bit SFC and initialize it to zero when a temporal key,
PTK or GTK, is installed to it. The MAC sublayer shall increment the SFC by one before transmitting a
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secure frame - whether a new frame or a retry - that uses the temporal key, and shall set the SFN in
that secure frame to the value of the SFC after the increment.

Each recipient MAC sublayer shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is
installed to it. The MAC sublayer shall initialize the replay counter to zero for an installed PTK, and to
the GTK SFC for an installed GTK which was contained in the GTK command distributing the GTK.

Upon receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack
detection and protection as follows:

The recipient shall compare the SFN extracted from the received frame with the reading of the replay

counter_far the temparal key used by the frame |f the extracted SEN is smaller than or

equal to the

replay
shall s

The re
before

counter reading, the recipient MAC sublayer shall discard the frame; otherwise,
et the corresponding replay counter to the received SFN.

Cipient shall insure that the frame passes FCS validation, replay prevention,.and Ml
using the SFN to update its replay counter.

the recipient

C verification

17.4.3 Implications on GTKs
Becaupe a recipient maintains only one replay counter per installed temporal key, that fecipient can
receive traffic from only one source using a given temporal key. A schieme that allows myltiple source
devicep to use the same GTK will result in frames sent from some ‘of those sources bging seen as
replay|attacks. To avoid this problem, each source device in a group is required to distribute a unique
GTK t¢ the recipients in the group.
17.5 | AES-128 GCM inputs
AES-1p8 GCM provides confidentiality, authenticationjcand integrity for secure frames dg¢fined in this

Internd

17.5.1

AES, t
block

itional Standard. This Clause specifies the various fields required for AES-128 GCM

Overview

he Advanced Encryption Standard, is specified in FIPS PUB 197. AES-128 defines
Lipher that processes 128-bit data bjocks using 128-bit cipher keys. GCM is speci

Specidl Publication 800-38D’. GCM employs counter mode for encryption and authenticati

GCM ¢

Encryy
integri
Heade

GCM H
length

GCM

protec
provid
unique

ombines AES-128 with GCM tolencrypt and authenticate messages.

tion is done on part or all.of the Secure Payload, while authentication is provided b
y code (MIC) that is included in each secure frame. MIC also protects the integrity
r and Frame Payload in a secure frame.

as two input parameters - M (number of octets in authentication field) and L (numbg
field). For this (nt€rnational Standard, M = 8 and L = 2.

requires thevuse of a temporal key and a unique Nonce for each transmitted

b a unigue Nonce for every secure frame. Since every frame protection with a ke
Nohck, temporal keys have a known lifetime. Each temporal key can be used to p

frames

,\where n is the maximum value of the SFN. All security guarantees are void if a n

operation.

a symmetric
fied in ‘NIST
on. AES-128

V a message
of the MAC

r of octets in

frame to be

ed. The”SEN is combined with frame addressing and temporal key identification ipformation to

y requires a
tectupton

(o]
1>nce value is

used more than once with the same temporal key.

In the following figures in this Clause showing the format of Nonce and GCM blocks, the most-
significant octet is represented to the left of the other octets.

17.5.2 Nonce
The GCM Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr,

3-octet TKID, and 6-octet SFN for the current frame. The Nonce is used as a component of
authentication block B_0, an input to GCM. It is also used as a component of input block A_i for GCM
encryption. It provides the uniqueness that GCM requires for each instance of authentication/
encryption. The GCM Nonce shall be formatted as shown in Figure 171. In this figure, each component
of the Nonce is represented with the most-significant octet on the left and the least-significant octet on
the right.
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octets: 2 2 3

SrcAddr DestAddr TKID SFN

Figure 171 - Nonce input to the GCM algorithm

17.5.3 GCM blocks
The GCM aluthentication blocks shall be formatted as shown In Figure 172 and further degcribed

below.
octets: 1| |13 2 2 10 2 1 1 EO 0-15 P-EO 0-15
Flags (= |Npnce | Encrypted | Additional MAC Encryption | Security | O Secure Zero Secure Zero
0x59) data length |authenticated| Header | Offset (EO) | Reserved Payload’, padding| Payload adding
I(m) =P — | datalength portion not portion to
EO (@) =14 + tg'be be
EO ehctypted encrypted
B_O B_1 B_2, .., B_(M-1) B_M, ..., B N

Figure 172 - Input to GCM authentication blocks

17.5.3.1 Authentication block B_0
Authenticatign block B_0 is the first input block to the GCM algorithm. It shall be formatted as sh
Figure 173. The component I(m) is represented.with the most-significant octet on the left and the

significant ogtet on the right. The Nonce component is represented with the least-significant o

the left and the most-significant octet on the right.

own in
least-
ctet on

octets: 1 13 2

Flags = 0x59 Nonce I(m)

Figure 173 - Format of authentication block
B_O

17.5.3.2 Authentication block B_1

Authentication block B 1 |s the second input block to the GCM algorlthm It shaII be forma ed as
ethrith-themos C art-ettet on

shown in Figtite v
the left and the Ieast S|gn|f|cant octet on the right. The EO and MAC Header components are

represented with the first octet transmitted into the wireless medium on the left and the last transmitted
octet on the right.

octets: 2 10 2 1

(@) MAC Header EO Security Reserved 0

Figure 174 - Format of authentication block B_1
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17.5.3.3 Authentication blocks B_2, ..., B_N

Authentication blocks B_2, ..., B_(M-1) and B_M, ..., B_N, if any, are additional input blocks to the
GCM algorithm. They shall be formatted as shown in Figure 175. They are formed by breaking the
Secure Payload portion not to be encrypted into 16-octet blocks and the Secure Payload portion to be
encrypted into 16-octet blocks. The last block constructed from the Secure Payload portion not to be
encrypted is padded with zero values as needed to insure 16-octet block length. Likewise, the last
block constructed from the Secure Payload portion to be encrypted is padded with zero values as
needed to insure 16-octet block length. The padding octets are not transmitted onto the wireless
medium.

octets: EO 0-15 P-EO 0-15
Secure Payload Zero Secure Payload Zero
portion not to be padding portion to be padding

encrypted encrypted

B 2, ..., B_(M-1) B_M, ..., BN

Figure 175 - Format of authentication.blocks
beginning from B_2

In each of the blocks B_2, ..., B_(M-1) or B_M, ..., B_N, the*Secure Payload portion not tol be, or to be,
encrygted shall be represented with the earliest octet fransmitted into the wireless medium on the left
and thg latest transmitted octet on the right. When needed, B_(M-1) and B_N are padded with zeros to
the rigpt.

17.5.3.4 Encryption blocks A_0, A_1,%,, A m

GCM uyses encryption blocks A_0, A_1, ... ;/A’"m to generate key stream blocks that are usgd to encrypt
the GEM and the Secure Payload portionto be encrypted. These blocks shall be formed|as shown in
Figure[176. In this figure, Counter ,j(is a 2-octet monotonically incrementing counter that shall be
initialized to O for each secure frame. It shall be incremented by one for each successife encryption
block. [The Counter i component:of A_i shall be represented with the most-significant octet on the left
and the least-significant octet'on the right. The Nonce component shall be represented with the least-
signifi¢ant octet on the lefttand the most-significant octet on the right.

octets: 1 13 2

Flags = 0x01 Nonce Counter i

Figure 176 - Format of A_i blocks

17.6 Token authentication

Tokens are used by devices to authenticate with each other indicating they belong to the same security
domain. The user designates one device as the domain authorizer, and uses the domain authorizer to
issue tokens to devices in which the user trusts.

17.6.1 Token issuance

A device transmits a token request to the domain authorizer when it needs to join the domain. The
request contains the device's public key. The user verifies the request. The method of how to interact
with the user is implementation related. A simple example is a flashing light flash button which the user
can push to confirm the authorization. After the verification, the domain authorizer generates a token.
The token is the signature of a hash value signed using the domain authorizer's private key. The hash
value is the hash of the requesting device's public key. The domain authorizer then transmits the token,
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together with the domain authorizer's public key, back to the device. The device then verifies the token

and stores it

Two devices shall authenticate with each other that they belong to the same security domain before
transmission starts. The tokens are exchanged and verified between two devices and the Revocation
List is checked before key exchange. The Revocation List is described in 17.6.2.

17.6.2 Token revoke

The User uses the domain authorizer to revoke tokens by generating a Revocation List (RL). The
Revocation List is the list of the hash values of each revoked device's public key and is signed by the
domain authorizer's private key. After one device is added or removed from the list, a new RL is

generated w|
in the domai

18 HDMI R

18.1 Int
This clause

th a higher version number. After a new RL is generated, it is broadcast to all the d

n. Devices receiving a higher version numbered RL will update its RL.

PAL

roduction

lescribes an HDMI protocol adaptation layer which preserves the, HDMI content pro

scheme. Defails on HDMI can be found in the HDMI specification.

The 60 GH;:

Figure 177 gnd Figure 178.

evices

ection

r wireless solution is placed between the HDMI sourcé~and HDMI sink as sh¢wn in

TMDS Channel 0

> Audio.
TMDS Channel 1
- .
TMDS Video
TMDS Channel 2 Decoding
.
Control
TMDS Clock Channel >
Audio, Video 60GHz
HDMI Soyrce !
and Control —m»= MAC and
EDID Packetization PHY
ROM
Display Data Channe\(DDC ¢
| 2P ( ) >
CE Control (CEC
[ ( ) -
Figure 177 - Wireless HDMI transmitter
TMDS Channel 0
Ao >
—>
TMDS Channel 1
i -
Video TMDS
Decoding TMDS Channel 2
<7 >
Control
60GHz Audio, Video and .
' TMDS Clock Channel HDMI Sink
MAC and |—p» Control P
PHY De-packetization
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f Display Data Channel (DDC) >l

CE Control (CEC)

Figure 178 - Wireless HDMI receiver

y
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18.2 HDMI transmission

Atthe transmitter, the TDMS coding is removed prior to transmission. The three data channels are then
multiplexed together, along with the display data channel and the CE control. Both the Control Period
and the Data Island Period contain the HSYNC and VSYNC information. If the data is video, then the
pixel words are identified and the LSBs are flagged for unequal error protection (UEP). If the data is
not video, then the data is flagged for equal error protection (EEP). The serial bit stream is then
framed and presented to the MAC SAP.

18.2.1 Identification of video vs. data
In each video frame, a Control Period is required between any two periods that are not Control Periods.
It is uged to identify the type of the following Perio ideo Data Period or Data Isfand Pefiod).

18.2.2 TMDS removal
There fre four colour depths supported: 24, 30, 36 and 48 bits per pixel. The pixel encoding method is
pre-negotiated as part of the E-EDID (Extended display identification data) structiire.

The 1Q bit code words are identified on the TMDS channels 0 through 2. The device extracts 10 bits of
data pgr Clock period on each TMDS pin.

18.2.3 Data type multiplexing

18.2.3.1 Video data

The vifleo packet contains the PAL header and packet body. Theleading guard band sha|l be stripped
by the|PAL and will not be part of payload. It is the receiver\PAL's responsibility to insernt the leading
guard pand into the HDMI Sink's TMDS data channel based on the PAL Header.

r
J
p
J

The lajout of the packet body with "payload size = n_bytes" is described below.

Name Offset Size Content
PAL Header 0 32 hits Header dath

Hixel stream on TMDS 0 PALHeader+0 8 hits Pixel datal
Hix el stream on TMDS 1 PAL Header+1 8 hits Pixel data|
Hix el stream on TMDS 2 PAL Header+2 8 hits Pixel data|
Hixel stream on TMDS,0 PAL Header+n-3 8 hits Pixel datal
Hixel stream on TMDS-1 PAL Header+n-2 8 hits Pixel datal
Hix el stream on TMDS 2 PAL Header+n-1 8 hits Pixel data|

Figure 179 - Video packet body layout

18.2.3.2 Data island

The data island packet contains the PAL header and packet body. The leading guard band and trailing
guard band shall be stripped by the PAL and will not be part of payload. It is the receiver PAL's
responsibility to insert the leading guard band and trailing guard band into the HDMI Sink's TMDS data
channel base on the PAL Header.

The minimum size of payload size = 32 TMDS periods (1 data packet * 32 Data TMDS period each).
The maximum payload size = 576 TMDS periods (18 data packets * 32 Data TMDS period each).

1 Data packet = 32 TMDS periods = 30 bits * 32 = 960 bits = 120 bytes

The layout of the packet body with "payload size = n bytes" is described below.
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Name Offset Size Content

PAL Header 0 32 bits Header data
Data packet clock 0 on PAL Header+0 8 bits MSB 8 bits of TMDS O
TMDS 0
Data packet clock 0 on PAL Header+1 8 bits LSB 2 bits of TMDS 0 + MSB 6
TMDS 1 bits of TMDS 1
Data packet clock 0 on PAL Header+2 8 bits LSB 4 bits of TMDS 1 + MSB 4
TMDS 2 bits of TMDS 2
Data packeteloek—t+on PA—Header+3 8-bits ESB-6-hits-of- FMBDS2—+WSB—2
TMDS 0 bits of TMDS 0
Data packet clock 1 on PAL Header+4 8 bits LSB 8 bits of TMDS 0
TMDS 1
Data packet clock 1 on PAL Header+5 8 bits MSB 8 bits of TMRS'1
TMDS 2
Data packet clock k on PAL Header+n-1 8 bits LSB 8 hitstaf TMDS 2

TMDS 2

18.2.3.3

The control
be stripped
the Preambl

The layout o

Minimum Co

ontrol

Figure 180 - Data packet body layout

period contains a 4 bytes PAL header and packet body (control only). The preambl
py the PAL and will not be part of paylead. It is the receiver PAL's responsibility to
e into the HDMI Sink's TMDS data channel base on the PAL Header.

f the packet body with "payload size = n bytes" is described below.

ntrol Packet Payload Size = 4 TNMDS periods = 15 bytes

e shall
insert

Name Offset Size Content
PAL Header 0 32 bits Header data

Control|packet clock 0 gn PAL Header+0 8 hits MSB 8 bits of TMDS 0
TMDS (

Control|packet clock ©°on PAL Header+1 8 bits LSB 2 bits of TMDS 0 +
TMDS 1 MSB 6 bits of TMDS 1
Control|packetelock 0 on PAL Header+2 8 bits LSB 4 bits of TMDS 1 +
TMDS 2 MSB 4 bits of TMDS 2
Control{pacKet clock 1 on PAL Header+3 8 hits LSB 6 bits of TMDS 2 +
TMDS 0 MSB 2 bits of TMDS 0
Control packet clock 1 on PAL Header+4 8 hits LSB 8 bits of TMDS 0
TMDS 1

Control packet clock 1 on PAL Header+5 8 bits MSB 8 bits of TMDS 1
TMDS 2

Control packet clock k on PAL Header+n-1 8 hits LSB 8 bitsof TMDS 2
TMDS 2

212

Figure 181 - Control packet body layout
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18.2.3.4 DDC/CEC packet

The DDC/CEC packet contains the PAL header and packet body. The packet body includes the 6 bytes
DDC/CEC message header, followed by the variable size message body. The format of the DDC and
CEC message body can be find in the HDMI specification. The layout of the packet body is described
below.

Name Offset Size Content
PAL Header 0 32 bits Header data
|\'Inec:\gn Header (T\len) PAl Header+Q 8 bits EDID Protocol-1-
CEC Protoco]: 12
Message Header PAL Header+1 8 bits Read: 0
(RAAWrt) Write: 1
Message Header PAL Header+2 8 bits Address
(Address)
Message Header PAL Header+3 8 bits Segment Pointer
($egPtr)
Message Header PAL Header+4 16 bits Message Length] 1
(MsglLen) - 65535
Message body byte O PAL Header+Message
Header+0
Message body byte 1 PAL Header+Message 8 bits
Header+1
Message body byte n PAL Header+Message 8 bits
Header+n-1

Figure 182 - DDC/CEC packet body layout

18.3 | HDMI reception

Atthe feceiver, the packettis received via the MAC SAP. The PAL header is read to indicate if the
packef is video, audio, control or DDC/CEC. If the packet is video then the TDMS codipg is applied
prior tp passing the Video data onto the HDMI receiver. The three data channels are demultiplexed
apart, plong with thé display data channel and the CE control.

18.3.1 TMDS-éncoding

For vigeo packets the PAL needs to apply the TMDS coding prior to passing it to the HDMI sink, as
described inthe HDMI specification.

18.3.2—Packetdemuttiptexing
The packet body is routed, as indicated, to the appropriate port of the HDMI sink.

18.3.2.1 Video

Video packets are demultiplexed and distributed to TMDS data channels 0 through 2. The receiver
PAL shall receive and examine the PAL header for packet type. If the type of packet is video, then a
leading guard band shall be insert into TMDS data channel before the video stream.

After the leading guard band, the PAL shall encode the 8 bits video data into 10 bits format before
mapping to the TMDS data channel. The 2-stage TMDS encoding process shall be performed before
mapping into the TMDS data channel, starting with TMDS data channel O for the first video data byte in
the video packet, as shown in the figure below.
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