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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INFORMATION TECHNOLOGY -

iISCSI management API

FOREWORD

1) 18Q (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
spgcialized system for worldwide standardization. National bodies that are members of ISO or IEC-parti¢ipate in
the|development of International Standards. Their preparation is entrusted to technical committées;“any ]SO and
IEQ member body interested in the subject dealt with may participate in this preparatory(work. Intefnational
goVernmental and non-governmental organizations liaising with ISO and IEC also participate-in, this prepafation.

2) In the field of information technology, ISO and IEC have established a joint technical ¢ommittee, ISO/IEC JTC 1.
Drdft International Standards adopted by the joint technical committee are circulated-to national bodies for voting.
PuBlication as an International Standard requires approval by at least 75 % of the/hational bodies casting|a vote.

3) Theg formal decisions or agreements of IEC and ISO on technical matters(express, as nearly as posgible, an
intgdrnational consensus of opinion on the relevant subjects since each téchnical committee has represgntation
from all interested IEC and ISO member bodies.

4) IEQ, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by [EC and ISO member bodies in that sense. While all reasonable efforts are made to ensure fhat the
technical content of IEC, ISO and ISO/IEC publications is acCurate, IEC or ISO cannot be held respongible for
the|lway in which they are used or for any misinterpretation’hy ‘any end user.

5) In ¢rder to promote international uniformity, IEC and,ISO member bodies undertake to apply IEC, SO and
ISQ/IEC publications transparently to the maximumsextent possible in their national and regional publications.
Any divergence between any ISO/IEC publication.,*and the corresponding national or regional publication
shquld be clearly indicated in the latter.

6) 1SQ and IEC provide no marking procedure~to indicate their approval and cannot be rendered respongible for
any equipment declared to be in conformity with an ISO/IEC publication.

7) A

| users should ensure that they have'the latest edition of this publication.

8) Nollliability shall attach to IEC.ortSO or its directors, employees, servants or agents including individuall experts
and members of their techfiical committees and IEC or ISO member bodies for any personal injury, property
darpage or other damage-of-any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising put.of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
1ISQ or ISO/IEC publications.

9) Atténtion is drawn.to the normative references cited in this publication. Use of the referenced publications is
ind{spensablé for the correct application of this publication.

10) Atténtion is drawn to the possibility that some of the elements of this International Standard may be the stibject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 11989 was prepared by subcommittee 25: Interconnection of
information technology equipment, of ISO/IEC joint technical committee 1: Information
technology.

International Standard ISO/IEC 11989 was prepared by ANSI, was adopted, under the fast
track procedure, by joint technical committee 1: Information technology and has been
assigned to subcommittee 25: Interconnection of information technology equipment.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) —11 -

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

colour printer.
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INFORMATION TECHNOLOGY -

iISCSI management API

1 Scope

This International Standard specifies an Application Programming Interface (API) that

provid
Standard is applicable to vendors who deliver drivers that provide iSCSI resourCe
syste

2 Normative references

The fdllowing referenced documents are indispensable for the application of this doc
For dated references, only the edition cited applies. For undated references, the latest
of the referenced document, including any amendments, applies.

The provisions of the referenced specifications other than "ISO/IEC, IEC, ISO an
documents, as identified in this clause, are valid within“the context of this Intern

Standard. The reference to such a specification within~this International Standard do
give il any further status within ISO/IEC. In particular, it does not give the refe
specification the status of an International Standard:

ISO/IHC 14776-453, Information technology < Small Computer System Interface — Pa
SCSI Primary Commands-3 (SPC-3)

ISO/IHC 19501, Unified Modeling Language (UML)

ISO/IHC 8802-3:2000, Information technology — Telecommunications and infor

exchapge between systems —{Local and metropolitan area networks — Specific requiren
Part 3 Carrier sense multiple access with collision detection (CSMA/CD) access meth
physicial layer specifications

IETF RFC 1994, PRP.Challenge Handshake Authentication Protocol (CHAP)
IETF RFC 2945, The SRP Authentication and Key Exchange System

IETF RE€ 3720, Internet Small Computer Systems Interface (iISCSI)

ational
5 to a

iment.
edition

d ITU
Ational
es not
enced

't 453:

mation

ents —
bd and

ANSI INCITS 386-2004, Fibre Channel HBA API (FC-HBA)

3 Document conventions

Each API's description is divided into seven sections. These sections are described below.

1. Synopsis
This section gives a brief description of what action the API performs.

2. Prototype

1 |EEE 802.1AX, IEEE Standard for Information technology


http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=31002
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This section gives a C prototype of the function. The prototypes show the following.

e The name of the API.
e The return type of the API.

3. Parameters

This section lists each parameter along with an explanation of what the parameter
represents.

4. Typical Return Values
This—seetontststheTypical ReturrVYalves—of the ARl with—ar—explenatienofwhy a
particular return value would be returned. It is important to note that this list\is| not a
comprehensive list of all of the possible return values. There are certain(errors, e.g.
IMA_ERROR_INSUFFICIENT_MEMORY, that might be returned by any |APIl. Return
values such as these are not listed.

5. | Remarks

This section contains comments about the API that may b€ useful to the reager. In
particular, this section will contain extra information about.the information returped by
the API.

6. | Support

This section states whether an APl is mandatory to be supported, optional|to be
supported, or mandatory to be supported undet. certain conditions.

e |If an API is mandatory to be supported a client can rely on the API functioning
under all circumstances.

e If the API is optional to be.supported then a client cannot rely on tHe API
functioning.

e If the API is mandatory $6_be supported under certain conditions then a clignt can
rely on the API functiening if the specified conditions are met. Otherwise ¢ client
should assume that.the API is not supported.

7.| See Also

This section lists)other related APIs or related code examples that the reader might
find useful.
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4 Background technical information

4.1 Terms, definitions and abbreviations

For the purposes of this document the following terms, definitions and abbreviations apply.

411
Alias
an alias string can be associated with an iSCSI Node. The alias allows an organization to

associate a user-friendly string with the iSCSI Name. However, the alias string is not a
substitute for the iISCSI| Name

NOTE |Definition taken from IETF RFC 3720.

4.1.2
Discoyery Address
an adg@ress used in a SendTargets discovery session. The discovery, address is uged to
represent one or more targets to be discovered. One example of a,discovery addregs is a
gateway that exposes one or more targets to one or more iSCSI initiators

4.1.3
Host
a compute node connected to the SAN

4.1.4
iSCSI|Node
the iISCSI Node represents a single iSCSI initiator or iSCSI target. There are one of more
iSCSI [Nodes within a Network Entity. The iISCS{’Node is accessible via one or more Network
Portal$. An iSCSI Node is identified by its iSCSI Name. The separation of the iSCSI[Name
from the addresses used by and for the iSCSI node allows multiple iISCSI nodes to use the
same address, and the same iSCSI nodé\to use multiple addresses

NOTE |Definition taken from IETF RFC 3720.

41.5
LogicII HBA
a reprg¢sentation of a parallel SCSI HBA to the operating system

4.1.6
Logical Network,Rort
a logigal network port is a collection of one or more physical network ports that havg been
aggredated {ogether. This can be done using link aggregation (see IEEE Std 802.1AX, but
may be¢ done in other ways as well

NOTE If more than one physical network port is used to create a logical network port those physical network ports
do not have to be on the same PHBA.

4.1.7

Network Entity

the Network Entity represents a device or gateway that is accessible from the IP network. A
Network Entity must have one or more Network Portals, each of which can be used to gain
access to the IP network by some iSCSI Nodes contained in that Network Entity

NOTE Definition taken from IETF RFC 3720.

4.1.8

Network Portal

the Network Portal is a component of a Network Entity that has a TCP/IP network address and
that may be used by an iSCSI Node within that Network Entity for the connection(s) within one
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of its iSCSI sessions. A Network Portal in an initiator is identified by its IP address. A Network
Portal in a target is identified by its IP address and its listening TCP port

NOTE Definition taken from IETF RFC 3720.

4.1.9

Object ID

a unique identifier assigned to any object within the IMA. Objects sometimes represent
physical entities, e.g. physical HBAs. At other times, objects represent logical entities, e.g.
network portals

4.1.10

Persidtent
the quality of something being non-volatile. This usually means that it is recorded\on some
non-vqglatile medium such as flash RAM or magnetic disk. Implicitly, this is also readable from
the nop-volatile medium

Examples of persistent storage:

e |under Windows, the Registry would be a common place tg,find persistently [stored
values (assuming that the values are not stored as volatile);

e |under any OS a file on magnetic hard disk would be persistent

4.1.11
Physi¢cal HBA
a physical HBA (PHBA) is a controller card that has“one or more physical networl ports
mounted on it and that plugs into a slot in a motherboard. If a motherboard has physical
network ports mounted on it directly, in can ‘be" considered a PHBA in regards |to the
requirgments specified in this document. Normally, a motherboard would not be considered a
PHBA

4.1.12
Physi¢al Network Port
a phydical connection on a physical HBA that connects the PHBA to the network, e.g. an RJ-
45. A physical HBA has one or«more physical network ports

4.1.13
Plugin
a plug|n is software, typically written by an HBA vendor, that provides support for one of more
model$ of iISCSI HBAs. The plugin’s job is to provide a bridge between the library’s inferface
and the vendor’s /HBA device driver. A plugin is implemented as a loadable module: a PLL in
Windows and(a)shared object in UNIX. A plugin is accessed by an application through the
iSCSI| Management API library.

The SNIAFC HBA API’s concept of a vendor library is the equivalent to a plugin

4.1.14

Portal Groups

iSCSI supports multiple connections within the same session; some implementations will have
the ability to combine connections in a session across multiple Network Portals. A Portal
Group defines a set of Network Portals within an iSCSI Network Entity that collectively
supports the capability of coordinating a session with connections spanning these portals. Not
all Network Portals within a Portal Group need participate in every session connected through
that Portal Group. One or more Portal Groups may provide access to an iSCSI Node. Each
Network Portal, as utilized by a given iSCSI Node, belongs to exactly one portal group within
that node

NOTE Definition taken from IETF RFC 3720.
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Group Tag

this 16-bit quantity identifies the Portal Group within an iSCSI Node. All Network Portals with
the same portal group tag in the context of a given iSCSI Node are in the same Portal Group

NOTE

4.1.16

Definition taken from IETF RFC 3720.

Primary Discovery Method
a discovery method that does not depend upon any other discovery method to discover
targets. iISNS target discovery, SLP target discovery, and static target discovery are all
primary discovery methods

4.1.17

Secondary Discovery Method

a disd

SendTlargets target discovery is a secondary discovery method because jtcannot di

any ta

4.1.18
Stale

rgets without using some other discovery method

Data

stale data is configuration data that refers to targets or logical units that are no longer p
or thatlare no longer visible to the system.

For ¢gxample, setting iSCSI login parameters associated with a target usin
IMA_SetFirstBurstLength APl and then removing the target from the network will creat

data bpcause the configuration data that’s been set.for the target is retained after the tgrget is
removgd from the network. Similarly, calling the IMAExposelLu API for a logical unit 31
remov|ng the logical unit’s target from the network*will create stale data because config

data indicating that the logical unit is exposed(is retained after the target is removed fr
network

4.1.19

Unicogde

unicode is a system of uniquely, identifying (numbering) characters such that near
charadter in any language is identified

4.1.20
UTF-8

unicode Transformation Format, 8-bit encoding form. UTF-8 is the Unicode Transfor

Forma

NOTE

It that serializes a Unicode scalar value as a sequence of one to four bytes

Definition taken  from the glossary of the Unicode Consortium web site

overy method that depends upon other discovery methods to discover targets.

scover

resent

g the
b stale

d then
ration
bm the

y any

mation

See

http://wyvw.unicede.org/glossary/index.html.
4.1.21"Abbreviations

API Application Programming Interface

FC Fibre Channel

ID IDentifier

iSCSI internet Small Computer System Interface
iISNS internet Storage Name Service

HBA Host Bus Adaptor

IMA iSCSI Management API


http://www.unicode.org/glossary/index.html
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LHBA Logical Host Bus Adaptor

LNP Logical Network Port

LUN Logical Unit Number

RAM Random-Access Memory

OID Object ID

PHBA Physical Host Bus Adaptor

PNP Physical Network Port

SLP Service Location Protocol

SNIA Storage Networking Industry Association
UTF Unicode Transformation Format

4.2 Cloncepts

4.21 Library and plugins

The iSCSI Management API shall be implemented in one of two ways:

If an ”nplementation uses a library without plugins then either the plugin functionality

into t
pre-ex

The ligrary provides an interface that applications use to perform iSCSI management.

other

manadement application to thie appropriate plugin(s).

Plugin
take a
into a

practide, a plugin.may use a DLL or shared object library to communicate with the

driver.
uses

implementations will use plugins and such an implementation is generally as

throug

a library;

a library in combination with plugins.

e library itself or the library is able tolinterface with vendor specific modules U

hings, the library is respénsible for loading plugins and dispatching requests

request in the generic format provided by the library and then translate that r
vendor spegific format and forward the request onto the vendor’s device dri

Also, itt(may communicate with multiple device drivers. Ultimately, the method a
to accomplish its work is entirely vendor specific. It is anticipated that

s built
sing a

sting interface. These vendor specific modules would provide functionality equjvalent
to plugins.

Among
rom a

5 are provided byiSCSI HBA vendors to manage their hardware. Typically, a plugin will

bquest
er. In
device
plugin

most
sumed

hout this document. With the exception of two APIs (IMA GetAssociatedPluginQ

id and

IMA_GetPluginOidList), the method of implementation does not matter to the client.

The figure below shows a simple block diagram of how the iISCSI Management API library and
plugins fit into a total iISCSI management application architecture.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

-18 - 11989 © ISO/IEC:2010(E)

Management
Application

iSCSI Management
API Library
k (The "Cibrary ") J

Plugin for Plugin for
Vendor A Vendor B
[ Operating System ]

Device Device
Driverfor Driver for
Verndor A Vendor B

0w =
ezt el
Vendor A Vendor B
iISCSI HBA iSCSI HBA

4.2.2 | Object ID

The cqre.element of the iISCSI Management API (IMA) is the object ID (OID). An object D is a
structure that “uniquely” identifies an object. The reason uniquely is in quotes in the previous
sentence is that it is possible, though very unlikely, that an object ID would be reused and

refer to a different object.

An object ID consists of three fields:

1) An object type. This identifies the type of object, e.g. iISCSI node, PHBA, LHBA, etc.,
that the object ID refers to.

2) An object owner identifier. This is a number that is used to uniquely identify the owner
of the object. Objects are owned by either the library or a plugin.

3) An object sequence number. This is a number used by the owner of an object, possibly
in combination with the object type, to identify an object.
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To a client that uses the library object IDs shall be considered opaque. A client shall use only
documented APIs to access information found in the object ID.

There are several rules for object IDs that the library, plugins, and clients shall follow. They
are:

An object ID can only refer to one object at a time.

An object can only have one object ID that refers to it at any one time. It is not permissible to
have two or more object IDs that refer to the same object at the same time. In some cases
this may be difficult, but the rule still shall be followed.

For example, suppose a PHBA is in a system. That PHBA will have an object ID. If'the[PHBA
is rempved and then reinserted (while the associated plugin is running) then oneroftwo|things
can hgppen:

e |The PHBA can retain the same object ID as it had before it was removed
OR

e |The PHBA can get a new object ID and the old object ID will'ne’longer be usable

This can only happen if the same PHBA is reinserted. If a PHBA is removed and jnother
PHBA/(is inserted that has not been in the system while a particular instance of the librgry and
pluging are running then that PHBA shall be given a new object ID.

The lirary and plugins can uniquely identify an object within their own object space by using
either [the object sequence number or by using the-object sequence number in combj|nation
with the object type. Which method is used is up,to the implementer of the library or plugin.

Object sequence numbers shall be reused.in a conservative fashion to minimize the possibility
that an object ID will ever refer to two (or’more) different objects in any once instance|of the
library| or plugin. This rule for reuse. only applies to a particular instance of the libjary or
plugin| Neither the library nor plugins are required or expected to persist object sequence
numbdrs across instances.

Becaupe neither the library’ nor plugins are required to persist object sequence numpers a
client using the library shiali*'not use persisted object IDs across instances of itself.

Similafly, differenttinstances of the library and plugins may use different object |Ds to
represent the same physical entity.

4.2.3 Object ID list

An object ID list is a list of zero or more object IDs. There are several| APls,
e.g.IMA_GetNonSharedNodeOidList, that return object ID lists. Once a client is finished using
an object ID list the client shall free the memory used by the list by calling the
IMA_FreeMemory API.

4.2.4 The Shared Node versus Non-shared Nodes

The following is the definition of an iISCSI node found in IETF RFC 3720:

The iSCSI Node represents a single iSCSI initiator or iSCSI target. There are one or more
iSCSI Nodes within a Network Entity. The iSCSI Node is accessible via one or more
Network Portals. An iSCSI Node is identified by its iSCSI Name. The separation of the
iSCSI Name from the addresses used by and for the iISCSI| node allows multiple iSCSI
nodes to use the same addresses, and the same iSCSI node to use multiple addresses.
iSCSI nodes also have addresses.
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The following text from IETF RFC 3720 gives a somewhat clearer idea of what an iSCSI node

IS:

An iSCSI name really names a logical software entity, and is not tied to a port or other
hardware that can be changed. For instance, an initiator name should name the iSCSI
initiator node, not a particular NIC or HBA. When multiple NICs are used, they should
generally all present the same iSCSI initiator name to the targets, because they are just
paths to the same SCSI layer. In most operating systems, the named entity is the operating

sys

tem image.

So, in simple terms, an iSCSI node is a uniquely named entity that runs on a particular

operatj

image
this is

To this
intend
specifi
vendo

All oth
they a
iSCSI
to the
specifi

4.2.5

A logi

the case please refer to the various iSCSI related specifications.)

cation. The reason that it’s called the shared node is that the node.is shared by
s whose iSCSI HBAs are in a system.

spirit of what IETF RFC 3720 intended a node to bé&: However, the need for them
cation reflects some limitations of existing HBA implementations.

Logical HBA

cal HBA (LHBA) is a representation of{a parallel SCSI HBA to the operating s

rticular

but it strongly encourages that only one node be used. (For more information’gn why

end the iISCSI Management API has the concept of a shared node. Theyshared node is
bd to be the single node of an operating system image that is encouraged in the|iSCSI

all the

r nodes in an operating system image are considered to-be/non-shared nodes. Tlhat is,
e nodes that are created by an HBA vendor to be used’exclusively by that vgndor’s
HBAs in combination with the operating system image: Non-shared nodes run dounter

in this

ystem.

Typicdlly, today’s operating systems only iave an understanding of the specifics of parallel

SCSI.
drivers
SCSI
using
device

In add
allows
allowirn
transp
these

4.2.6

They don’t understand other SCSldransports such as FCP or iSCSI. Therefore,

. In addition, it may have\te ' map eight byte SCSI LUNSs to three bit SCSI LUNSs.

the host to communicate with targets using different initiator ports in the hos
g the device.driver to provide both load balancing and fail over capa
arently to theoperating system. An LHBA allows a device driver to easily imp
eatures transparently to the operating system.

Target OIDs and Logical Unit OIDs

device

for these other transports are required to map transport specific concepts to garallel
concepts. For example, an iSCSI HBA device driver cannot identify a device to the OS
the iSCSI node name. Instead, it must conjure up a parallel SCSI ID (0-15) for the

ition, some HBA wvendors provide dynamic multi-pathing in their device driverg. This

t, thus
bilities
ement

A tar

et Otb—shouldTot—beTonfusedwith—a paratte—SCSttarget DA target—O1D

is an

IMA_OID structure in which the object type field indicates that the OID structure specifies an
iSCSI target accessible via a LHBA. An iSCSI target will have a unique OID on each LHBA
that can access a LU of the target.

Similarly, a logical unit OID should not be confused with a SCSI LUN. A logical unit OID is an
IMA_OID structure in which the object type field indicates that the OID structure specifies an
iSCSI logical unit accessible via an iSCSI target. A logical unit will have a unique OID on each

LHBA

that can access the LU.
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4.2.7

Software Initiators versus Hardware Initiators

There are two basic types of implementations of iSCSI initiators, they are typically referred to
as software initiators and hardware initiators.

A software initiator usually is a device driver that runs on top of the TCP/IP stack that

comes with the operating system. It connects to iSCSI targets using the NICs th
being used for traditional networking tasks.

A hardware initiator usually includes a specialized adapter, usually referred to

at are

as an

HBA, that includes special hardware and/or firmware for accelerating TCP/IP and

sometimes iSCSI| as well. This solution also includes a device driver to allo
operating system to use the HBA.

These

these ferms have come into common use and so this specification uses them as well.

The re

discovery and management capabilities, which requires clients to manage them son
differeptly.

For ex

hardware that is being used. Therefore, an IMA client cannet determine (using IM
topology of the storage network, the redundancy of connections between the initiator

target,
to pro

Anoth
target

initiatgr may allow either the logical or the physical HBA to be used. The software i

requir

hardware and it cannot therefore expose anhy physical HBA objects.

The d
initiatd

w the

terms are imprecise as both types of initiators use software and hardware.However,

ason to introduce these two types of initiators is that they provide(different le

ample, a software initiator will typically know little, if anythihg, about the und

etc. Meanwhile, a hardware initiator will know the hardware that it is using and b
ide an IMA client with this kind of information.

r example, is that when querying and setting various discovery methods for
a software initiator will require this be done using the logical HBA, while a ha

els of
ewhat

erlying
A) the

and a
e able

iSCSI
dware

hitiator

s that the logical HBA be used because it doesn’t know anything about the undgrlying

agram below shows the software and hardware stack needed for both a ha
r and a software initiator.

dware
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4.2.8 iSCSI session and connection parameters

iSCSI| supports the negotiation of both session specific and connection specific parameters,
e.g., max burst length. This API recognizes two levels at which a client can query and set
these parameters: the target level, the LHBA level. There is a third level which is used, but is
not queryable or settable: the driver level.

If a client sets one or more of these parameters at the target level then those values will be
used as the proposed initial value when negotiating the actual value to use at runtime with a
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target. A client can only set a proposed initial value for a parameter; it cannot specify an
actual value that is guaranteed to be used.

If a client sets a value for a parameter at the LHBA level, then that value will be used as the
proposed initial value when negotiating the actual value to use at runtime unless a value for
that parameter has been set for that parameter on that specific target. Thus a target specific
value overrides the setting of an LHBA specific value.

If a client does not set a value for a parameter at either the target or the LHBA level then the
driver level value, i.e., a default value specified by the driver implementation is used.

In su

mary:

If a target level value for a parameter has been specified it is used.

If no target level value has been specified for a parameter, but an LMUBA level value
has been specified then it is used.

Finally, if neither a target level nor an LHBA level value for a'parameter hag been
specified then the driver level (implementation default) value is(used.

4.2.9 Class relationship diagram
Below|is a Universal Modeling Language (ISO/IEC 19501 UML) diagram that showys the
relatiopship between the various classes of objects in the IMA. Each class may contain a few
example properties.
. . . N . ]
iISCSI Objects Logical‘Objects Physical Objects
<
&
. ®$ Plugin Logical Unit
X\ +Vendor ID +LUN
xO
N~ 1.
>
There is a 1 to ™' composite 1
relationship between a
plugin and every class‘in -
this diagram iSCS| Target
<J+Name
+Alias
1”* ?
1.*
1.* 1
Network Portal Logical Network Port Physical Network Port
+IP Address +MAC Address . +MAC Address
1.*
1
Node 1.% 1 -
N Logical HBA Physical HBA
- - -Vendor
+Alias +osDeviceName Model
+Mode of Operation —Vlode
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5 Constants and types

5.1 IMA_WCHAR

Typedef'd as a wchar_t.

5.2 IMA_BYTE

The smallest unsigned integer that is at least 8 bits in length.

5.3 IMA_BOOL

Typedgef'd to an IMA_UINT32. A variable of this type can have either of the following, Values:

e |IMA_TRUE
This symbol has the value 1.
e |IMA_FALSE

This symbol has the value 0.
5.4 IMA_XBOOL

Typedgef'd to an IMA_UINT32. This is an extended boolean. ACvariable of this type canp have
any of|the following values:

e |IMA_TRUE
This symbol has the value 1.
e |IMA_FALSE

This symbol has the value 0.

e [IMA_UNKNOWN
This symbol has the value OXFFFFEEFF.

5.5 IMA_UINT

The smallest unsigned integer thattis at least 32 bits in length.

5.6

MA_UINT16

The smallest unsigned (integer that is at least 16 bits in length.

5.7

MA_UINT32

The smallestunsigned integer that is at least 32 bits in length.

5.8 IMALUINT64

The smallest unsigned integer that is at least 64 bits in length.

5.9 IMA_DATETIME

Typedef'd to a struct tm. This is a structure declared in time.h that comes with the
standard C runtime library.

5.10 IMA_OBJECT_VISIBILITY_FN

5.10.1.1 Format

typedef void (* IMA_OBJECT_VISIBILITY_FN)(
[*in */ IMA_BOOL becomingVisible,
[*in*/ IMA_OID oid


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) - 25—

5.10.1.2 Parameters

becomingVisible

A boolean indicating if the object specified by oid is becoming visible or is disappearing. If
this parameter has the value IMA_TRUE then the object is becoming visible. If this
parameter has the value IMA_FALSE then the object is disappearing.

oid

The object ID of the object whose visibility is changing.

5.10.113 Remarks

This |type is used to declare client functions that can be used” with the
IMA_HRegisterForObjectVisibilityChanges and
IMA_QeregisterForObjectVisibilityChanges APIs.

5.11 |MA_OBJECT_PROPERTY_FN

511.111 Format

typedef void (* IMA_OBJECT_PROPERTY_FN)(
/*in */ IMA_OID oid
);

5.11.1{2 Parameters
oid
Thg object ID of the object whose property(ies) changed.

5.11.113 Remarks

This |type is used to declare client functions that can be wused with the
IMA_HRegisterForObjectPropertyChanges and
IMA_QeregisterForObjectPropertyChanges APIs.

5.12 |MA_OBJECT_TYPE

5.12.1] Format

typedef enum IMA_object_type

{
IMA_OBJECT_TYPE_UNKNOWN
IMA_OBJECT_TYPE_PLUGIN
IMA_OBJECT _TYPE_NODE
IMA_OBJECT_TYPE_LHBA
IMA_OBJECT_TYPE_PHBA
IMA_OBJECT_TYPE_NETWORK_PORTAL
IMA_OBJECT_TYPE_PORTAL_GROUP
IMA_OBJECT_TYPE_LNP
IMA_OBJECT_TYPE_PNP
IMA_OBJECT_TYPE_TARGET
IMA_OBJECT_TYPE_LU
IMA_OBJECT_TYPE_DISCOVERY_ADDRESS
IMA_OBJECT_TYPE_STATIC_DISCOVERY_TARG

} IMA_OBJECT_TYPE;

I =2 =20oo~NOOORMWN-=O
A0~ -

m

T 12
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5.12.2 Fields
5.12.21 IMA_OBJECT_TYPE_UNKNOWN

The object has an unknown type. If an object has this type it's most likely an uninitialized
object.

This symbol has the value 0.

5.12.2.2 IMA_OBJECT_TYPE_PLUGIN

The object represents a plugin to the IMA library.

This symbol has the value 1.

5.12.213 IMA_OBJECT_TYPE_NODE

The olyject represents an iSCSI node.
This symbol has the value 2.

5.12.214 IMA_OBJECT_TYPE_LHBA

The object represents a logical HBA.
This symbol has the value 3.

5.12.2{5 IMA_OBJECT_TYPE_PHBA

The object represents a physical HBA.
This symbol has the value 4.

5.12.2|16 IMA_OBJECT_TYPENETWORK_PORTAL

The object represents an iSCSI network portal.
This symbol has the value 5.

5.12.2|7 IMASOBJECT_TYPE_PORTAL_GROUP

The ohjectrepresents an iSCSI portal group.

This symbol has the vatue 6.

5.12.2.8 IMA_OBJECT_TYPE_LNP

The object represents a logical network port.
This symbol has the value 7.

5.12.2.9 IMA_OBJECT_TYPE_PNP

The object represents a physical network port.

This symbol has the value 8.
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5.12.2.10 IMA_OBJECT_TYPE_TARGET

The object represents an iSCSI target relative to an LHBA.

This symbol has the value 9.

5.12.2.11 IMA_OBJECT_TYPE_LU

The object represents a logical unit relative to a target.

This symbol has the value 10.

5.12.2

The oh
This s

5.12.2

The oh
This s

5.13

IMA_S
are e
sSuccesq
aware

Currer

12 IMA_OBJECT_TYPE_DISCOVERY_ADDRESS

ject represents a discovery address relative to a PNP or an LHBA.
mbol has the value 11.

13 IMA_OBJECT_TYPE_STATIC_DISCOVERY_TARGET

ject represents a static discovery target relative to a LNP-or/an LHBA.
mbol has the value 12.

MA_STATUS

TATUS is an enumerated type used to indicate the status of an API call. Most st
rors, however some are not. The non-error statuses indicate that an op
sfully completed. However, there is additional information that the client needg
of and the status indicates what this\information is.

atuses
pration
to be

tly there are a limited number_of status values that indicate that an invalid parameter

was §
param
specifi

pecified to an APl call. Additional statuses which indicate more precisely
eter was invalid may be‘added to future versions of the iSCSI Manageme
cation. Statuses in the) range of 0xC0000000 to OxCFFFFFFF are reserv

indicafing conditions that mean an invalid parameter was specified to an API. Clients s

written
specifi

5.13.1
5.13.1

to handle invalidiparameter statuses that may be added in later versions
cation.

Macros

1 _IMA_SUCCESS

why a
nt API
ed for
hall be
Df this

This m

acro returns IMA_TRUE if the specified status code indicates that a call succee

ded. It

returns IMA_FALSE if the specified status code indicates that the call failed.

5.13.1

.2 IMA_ERROR

This macro returns IMA_TRUE if the specified status code indicates that a call failed. It
reutrns IMA_FALSE if the specified status code indicates that the call succeeded.

5.13.2
5.13.2

Non-error statuses

.1 IMA_STATUS_SUCCESS

This status indicates that the API call succeeded.

This symbol has the value 0x00000000.
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5.13.2.2 IMA_STATUS_REBOOT_NECESSARY

This status indicates that the operation succeeded, but a reboot is necessary to have the
change take affect.

This symbol has the value 0x00000001.

5.13.2.3 IMA_STATUS_INCONSISTENT_NODE_PROPERTIES

This status indicates there is an inconsistency between the node properties, specifically either
the node name or node alias, kept by the library and one or more plugins. The client should
set both the node name (using IMA_SetNodeName) and node alias (using IMA_SetNodeAlias)
to fix this problem.

This symbol has the value 0x00000002.

5.13.2|14 IMA_STATUS_SCSI_STATUS_CONDITION_MET
This s{atus indicates that a SCSI command succeeded with a CONDITION MET status.

This symbol has the value 0x00000100.

5.13.3| Error statuses
5.13.3]1 IMA_ERROR_NOT_SUPPORTED

This efror indicates that the specified API is not supported by the owner of the object.
This symbol has the value 0x80000001.

5.13.3{2 IMA_ERROR_INSUFFICIENT-MEMORY

This efror indicates that there was, insufficient memory to complete the request. It is possible
that any API can return this errorg

This symbol has the value,0x80000002.

5.13.3]13 IMA_ERROR’LAST_PRIMARY_DISCOVERY_METHOD

This drror indicates that the call would disable the last primary discovery method for the
PHBA |specifiedin the call. A client is not allowed to disable all primary discovery methgds for
a PHBA.

This symbol has the value 0x80000003

5.13.3.4 IMA_ERROR_UNEXPECTED_OS_ERROR

This error indicates that either the library or plugin encountered an unexpected error from an
OS API while attempting to perform the requested operation.

This symbol has the value 0x80000004.

5.13.3.5 IMA_ERROR_SYNC_TIMEOUT

This error indicates that an attempt to acquire ownership of some synchronization
mechanism, e.g. a mutex or semaphore, has timed out.

This symbol has the value 0x80000005.
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.6 IMA_ERROR_LU_EXPOSED

This error indicates the requested operation cannot be completed because an LU is currently
exposed to the operating system. For the called API to succeed the logical unit shall not be
exposed to the operating system. This error is returned by the IMA_ExposelLu and
IMA_RemoveStaticDiscoveryTarget APIs.

This symbol has the value 0x80000006.

5.13.3

This

.7 IMA_ERROR_LU_NOT_EXPOSED

rror indicates an attempt to use a logical unit that is not currently exposed

to the

operat
operat
IMA_G

This s

5.13.3

ng system. For the called APl to succeed the logical unit shall be exposed
ng system. This error is returned by the IMA_Unexposelu .~ ang
etDeviceStatistics APlIs.

mbol has the value 0x80000007.

8 IMA_ERROR_LU_IN_USE

This arror indicates an attempt to unexpose a logical unit that™is in use by the opq

syste
This s

5.13.3

This e
API an

This s

5.13.3

This e
target

This s

5.13.3

This e

. This error is returned by the IMA_UnexposeLu API.
mbol has the value 0x80000008.

9 IMA_ERROR_TARGET_TIMEOUT

[ror indicates that communication with a target was necessary to perform the req
d that the target didn’t respond to a command that was sent to it.

mbol has the value 0x80000009.

10 IMA_ERROR_LOGIN_ .REJECTED

rejected the attempt.
mbol has the yalue 0x8000000A.

11 IMA<ERROR_STATS_COLLECTION_NOT_ENABLED

[ror jndicates that an attempt was made to retrieve statistics from an object that

to the
the

brating

ested

rror indicates that a lodinyto a target was needed to perform the requested API and the

lid not

have Tatistics collection enabled.

This symbol has the value 0x8000000B.

5.13.3

.12 IMA_ERROR_SCSI_STATUS_CHECK_CONDITION

This error indicates that a SCSI command failed with a CHECK CONDITION status.

This symbol has the value 0x80000100.

5.13.3

.13 IMA_ERROR_SCSI_STATUS_BUSY

This error indicates that a SCSI command failed with a BUSY status.

This symbol has the value 0x800000101.
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5.13.3.14 IMA_ERROR_SCSI_STATUS_RESERVATION_CONFLICT

This error indicates that a SCSI command failed with a RESERVATION CONFLICT status.
This symbol has the value 0x800000102.

5.13.3.15 IMA_ERROR_SCSI_STATUS_TASK_SET_FULL

This error indicates that a SCSI command failed with a TASK SET FULL status.

This symbol has the value 0x80000103.

5.13.3[16 IMA_ERROR_SCSI_STATUS_ACA_ACTIVE

This efror indicates that a SCSI command failed with a ACA ACTIVE status.
This symbol has the value 0x80000104.

5.13.3|17 IMA_ERROR_SCSI_STATUS_TASK_ABORTED

This efror indicates that a SCSI command failed with a TASK ABORTED status.
This symbol has the value 0x80000105.

5.13.3|18 IMA_ERROR_PLUGINS_NOT_SUPPORTED

This efror indicates that the library implementation’does not support plugins.
This symbol has the value 0x80000106.

5.13.3{19 IMA_ERROR_INVALID_PARAMETER

This efror indicates that a specified-parameter was invalid.

This efror can be returned in a humber of situations, such as

e |When a client calls'an API and specifies a NULL pointer as a parameter to an API that
does not accept)NULL pointers.

e |When a client calls an APl and specifies an integer parameter that is out range|of the
acceptable values for the parameter.

e |When\a client specifies a pointer to a structure as a parameter to an APl apd the
contents of the structure contain invalid pointers or out of range integer paramefers as
stated above

This symbol has the value 0xC0000000.

5.13.3.20 IMA_ERROR_INVALID_OBJECT_TYPE

This error indicates that the object type of the specified IMA_OID structure is invalid. Most
likely an uninitialized variable or a corrupted variable was used in an API call.

This symbol has the value 0xC0000001.

5.13.3.21 IMA_ERROR_INCORRECT_OBJECT_TYPE

This error indicates that an object with an incorrect type was specified in an API call. This can
be caused by passing an object ID of the wrong type to an API call. It can also be caused by
using an uninitialized variable or a corrupted variable.
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This symbol has the value 0xC0000002.

5.13.3

.22 IMA_ERROR_OBJECT_NOT_FOUND

This error indicates an object specified in the API call was not found. This can be caused by
using an uninitialized variable or a corrupted variable. It can also be caused by using an

object

ID that referred to an object or plugin that is no longer known to the system.

This symbol has the value 0xC0000003.

5.13.3

This e

This s

5.13.3

This e

This s

5.14

5.14.1

5.14.2

5.14.2

.23 IMA_ERROR_NAME_TOO_LONG

rror indicates that a name specified in an API call is too long.
mbol has the value 0xC0000004.

24 IMA_ERROR_UNKNOWN_ERROR

'ror indicates that some sort of unknown error has occurred.
mbol has the value Ox8FFFFFFF.

MA_OID

Format

typedef struct IMA_oid
{
IMA_OBJECT_TYPE objectTypée;
IMA_UINT32 ownerld;
IMA_UINT64 objectSequenceNumber;
} IMA_OID;

Fields

1 objectType

The type of the object. When an object ID is supplied as a parameter to an API the

uses t
called

5.14.2

his value to ensuyre-that the supplied object’s type is appropriate for the API th

2 ownerld

A number determined by the library that it uses to uniquely identify the owner of an
The owner of an object is either the library itself or a plugin. When an object ID is supp

meter to an API the library uses this value to determine if it should handle the call itself

or direct the call to one or more plugins.

a para

5.14.2

.3 objectSequenceNumber

library
At was

bbject.
ied as

A number determined by the owner of an object, that is used by the owner possibly in
combination with the object type, to uniquely identify an object.

5.14.3

Remarks

This structure shall be treated as opaque by clients of the API. Appropriate APIs, e.g.,
IMA_GetObjectType and IMA_GetAssociatedPluginQOid, shall be used to extract information
from the structure.
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5.15 IMA_OID_LIST
5.15.1 Format
typedef struct IMA_oid_list
IMA_UINT oidCount;
IMA_OID oids[1];
} IMA_OID_LIST;
5.15.2 Fields
5.15.2.1 oidCount
The ndmber of object IDs in the oids array.
5.15.2|2 oids
A variable length array of zero or more object IDs. There are oidCount objeétDs in this|array.
5.15.3| Remarks
This sfructure is used by a number of APIs to return lists of gbjects. Any instance pf this

structy

Althou
numbdg

5.16
5.16.1

5.16.2

This t
identif

The na

Both inpitiators and targets have node names.

re returned by an API shall be freed by a client using the-tMA_FreeMemory API.

gh oids is declared to be an array of one IMA_OID structure it can in fact contg
r of IMA_OID structures.

MA_NODE_NAME

Format
typedef IMA_WCHAR IMA_NOBE NAME[224];
Remarks

ype is used to represent «an iSCSI node name. An iSCSI node name is a
er for an iISCSI node.

me shall be terminated with a Unicode nul character.

in any

Linique

5.17 |MA_NODE_ALIAS
5.17.1] Format

typedef IMA WCHAR IMA NODE ALIAS[256];
5.17.2 Remarks

This type is used to represent an iSCSI node alias. An iSCSI node alias is intended to be
used as a human useful description of an iISCSI node.

The alias shall be terminated with a Unicode nul character.

Both initiators and targets may have node aliases.
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5.18 |
5.18.1

5.18.2
5.18.2

A boo
IMA_T

IPv6 address.

5.18.2
An arr

5.19
5.19.1

5.19.2

This ty
This ty
The hqg

5.20
5.20.1
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MA_IP_ADDRESS

Format

typedef struct IMA_ip_address

IMA_BOOL ipv4Address;
IMA_BYTE ipAddress[16];

} IMA_IP_ADDRESS;
Fields

4—ipv4Address

ean indicating the type of IP address this structure represents. If this field\has
RUE then this is an IPv4 address; if this field has the value IMA_FALSE then thi

2 ipAddress
hy of bytes containing the IP address.

If ipv4Address has the value IMA_TRUE then bytes 0 through 3 of this array ¢
the IP address. Byte 0 of the array contains the mostcsignificant byte of the IP a
and byte 3 contains the least significant byte of the address.

If ipv4Address has the value IMA_FALSE then bytes 0 through 15 of this array ¢
the IP address. Byte 0 of the array contains the most significant byte of the IP a
and byte 15 contains the least significant byte of the address.

MA_HOST_NAME

value
5 is an

ontain
ddress

ontain
Hdress

Format
typedef IMA_WCHAR IMA_HOST_NAME[256];
Remarks
pe is used to representa)DNS hostname.
pe is used as partiof'the IMA_HOST_ID union.
sthame shallhbe terminated by a Unicode nul character.
MA_HOST_ID
Format
typedef-stroct-HiA—ost—d
{
IMA_BOOL hosthamelnUse;
union
{
IMA_HOST_NAME hostname;
IMA_IP_ADDRESS ipAddress;
}id;

} IMA_HOST_ID;
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Fields

.1 hostnamelnUse

A boolean indicating whether a DNS hostname or IP address is represented by the IpAddress
field. If this field has the value IMA_TRUE then the hostname field contains the value. If this
field has the value IMA_FALSE then the ipAddress field contains the value.

5.20.2

.2 hostname

If hostnamelnUse has the value IMA_TRUE then this field contains a DNS hostname,
otherwise the value of this field is undefined.

5.20.2

If hosf
the va

5.20.3

This ty

5.21

5.21.1

5.21.2
5.21.2

A DNS

5.21.2

The IR
contadg

5.21.3
This s|

3 ipAddress

ue of this field is undefined.

Remarks

pe is used to represent a hostname or IP address used in a_iSCSI target address

MA_TARGET_ADDRESS

Format
typedef struct IMA_target_address

IMA_HOST_ID hostnamelpAddress;
IMA_UINT16 portNumber;
} IMA_TARGET_ADDRESS;

Fields
1 hostnamelpAddress

hostname or IP address.at'which a target can be contacted.

2 portNumber

port number which can used in conjunction with the DNS hostname or IP addr
t an iISCSI target.

Remarks

tructure is used to represent a target address that can be used to contact an

target

5.22 IMA_ADDRESS_KEY

5.22.1

Format

typedef struct IMA_address_key

{
IMA_IP_ADDRESS ipAddress;
IMA_BOOL portalNumberValid;
IMA_UINT16 portNumber;
IMA_BOOL portalGroupTagValid;
IMA_UINT16 portalGroupTag;

} IMA_ADDRESS_KEY;

namelnUse has the value IMA_FALSE then this field contains an IP address, otherwise

ess to

iSCSI
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Fields
.1 ipAddress

An IP address at which a target can be contacted.

5.22.2

A bool

5.22.2

.2 portNumberValid

ean indicating if the field portNumber has a valid value.

.3 portNumber

The IH port number that is used in conjunction with the IP address to contact an iSCSI

If port
the va

If port

5.22.2

A bool

5.22.2

NumberValid has the value IMA_TRUE then this value is valid. If portNumberVa
ue IMA_FALSE then this value is undefined.

NumberValid has the value IMA_TRUE then this field shall not be the walde zero.

4 portalGroupTagValid

ean indicating if the field portalGroupTag has a valid value;

5 portalGroupTag

A 16-Qit unsigned integer indicating the portal group tag<to be used when connecting

target,

If portalGroupTagValid has the value IMA TRUE then this value is vg

portalGroupTagValid has the value IMA_FALSE then.this value is undefined.

5.22.3

This s

5.23
5.23.1

5.23.2
5.23.2

Remarks

ructure is used as a part of the IMA:-SADDRESS_KEYS structure.

MA_ADDRESS_KEYS

Format
typedef struct IMA “address_keys

IMA_UINT, addressKeyCount;
IMA_ADDRESS_KEY addressKeys[1];

} IMAZADDRESS_KEYS;
Fields

1 addressKeyCount

target.
id has

to the
lid. If

The count of address keys in the addressKeys array.

5.23.2

.2 addressKeys

This is an array of one or more target address keys that can be used to contact a target.

5.23.3

Remarks

This structure is returned by the IMA_GetAddressKeys API.
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MA_STATIC_DISCOVERY_TARGET

Format

typedef struct IMA_static_discovery_target

{
IMA_NODE_NAME targetName;

IMA_TARGET_ADDRESS targetAddress;

IMA_BOOL portalGroupTagValid;
IMA_UINT16 portalGroupTag;

Y IMA_STATIC_DISCOVERY_TARGET:

5.24.2
5.24.2

The iS

5.24.2

A targ

5.24.2

A boolean indicating if the field portalGroupTag has a valid value.

5.24.2
An 16;

target.
portal(

5.24.3

This s
IMA_A

If a va
discoy

5.25

5.25.1

Fields
1 targetName

CSI node name of the statically discovered target.

2 targetAddress

bt address at which the statically discovered target resides;

3 portalGroupTagValid

4 portalGroupTag
bit unsigned integer indicating the portal¢group tag to be used when connecting

If portalGroupTagValid has the yalue IMA_TRUE then this value is vg
Group TagValid has the value IMA_FALSE then this value is undefined.

Remarks

ructure is used to represent a statically discovered target. This structure is used
ddStaticDiscoveryTarget/API.

lid portalGroupTag-*value is not provided then the initiator should use a SendT]
ery session to determine a value to use.

MA_DISCOVERY_ADDRESS_PROPERTIES

Format

5.25.2
5.25.2

typedef struct IMA_discovery_address_properties

IMA_OID associatedNodeOid;

IMA_OID associatedLhbaOid;

IMA_TARGET_ADDRESS discoveryAddress;
} IMA_DISCOVERY_ADDRESS_PROPERTIES;

Fields

.1 associatedNodeOid

The object ID of the node through which the target is being accessed.

5.25.2

.2 associatedLhbaOid

The object ID of the LHBA that is used to communicate with the discovery address.

to the
lid. If

in the

argets
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5.25.2.3 discoveryAddress

A target address representing the discovery address.

5.25.3 Remarks

This structure is returned by the IMA_GetDiscoveryAddressProperties API.

5.26 IMA_STATIC_DISCOVERY_TARGET_PROPERTIES
5.26.1 Format
tvynadaof cteiiot INAA _ _ctotin Ao ar torant oron et oo
lyPU\JUI =AY v AvEY IIVII_\_\JlulIU_UI\J\J\JV\JI ‘y_Lul S\JL_PI \JP\‘I oo
{
IMA_OID associatedNodeOid;
IMA_OID associatedLhbaOid;
IMA_STATIC_DISCOVERY_TARGET staticConfigTarget;
} IMA_STATIC_DISCOVERY_TARGET_PROPERTIES;
5.26.2| Fields
5.26.2|1 associatedNodeOid
The ohject ID of the node through which the target is being atcessed.
5.26.2|2 associatedLhbaOid
The obyject ID of the LHBA that is used to communicate with the target.
5.26.2{3 staticConfigTarget
The stptically configured target.
5.26.3| Remarks
This sfructure is returned by the IMA_GetStaticDiscoveryTargetProperties API.
5.27 |MA_IP_PROPERTHIES
5.27.1| Format
typedefistruct IMA _ip_properties
{
IMA_BOOL ipConfigurationMethodSettable;
IMA_BOOL dhcpConfigurationEnabled;
MA_BOOL subneivMasksettable,
IMA_BOOL subnetMaskValid;
IMA_IP_ADDRESS subnetMask;
IMA_BOOL defaultGatewaySettable;
IMA_BOOL defaultGatewayValid;
IMA_IP_ADDRESS defaultGateway;
IMA_BOOL primaryDnsServerAddressSettable;
IMA_BOOL primaryDnsServerAddressValid;
IMA_IP_ADDRESS  primaryDnsServerAddress;
IMA_BOOL alternateDnsServerAddressSettable;
IMA_BOOL alternateDnsServerAddressValid;

IMA_IP_ADDRESS

alternateDnsServerAddress;
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IMA_BYTE reserved[64];

} IMA_IP_PROPERTIES;
5.27.2 Fields

5.27.2.1 ipConfigurationMethodSettable

A boolean indicating if the I[P configuration method is settable using the
IMA_SetlpConfigMethod API. If the value of this field is IMA_TRUE then the
IMA_SetlpConfigMethod API is supported for the associated object. If the value of this field is
IMA_FALSE then the API is not supported for that object.

5.27.2|2 dhcpConfigurationEnabled

A bodlean indicating if the subnetMask, defaultGateway, primaryDnsServerAddres$, and
alterngteDnsServerAddress fields have been set via DHCP or using static configuration| If the
value pf this field is IMA_TRUE then these fields have been set using DHCR/ If the vilue of
this fidld is IMA_FALSE then these fields have been set via static configuration or they are not
otherwise settable.

5.27.213 subnetMaskSettable
A boolean indicating if the subnet mask can be set using the IMA_SetSubnetMask API| If the

dhcpCpnfigurationEnabled field has the value IMA_TRUE then this field shall have thg value
IMA_FALSE. The subnet mask can only be set when stati¢ configuration is enabled.

5.27.2{4 subnetMaskValid

A boolean indicating if the field subnetMask has’a valid value.

5.27.2|5 subnetMask

A strupture containing the subnet mask. If subnetMaskValid has the value IMA_TRUE then
this value is valid. If subnetMask\Valid has the value IMA_FALSE then this value is undefined.

5.27.2|6 defaultGatewaySettable
A boolean indicating if therdefault gateway can be set using the IMA_SetDefaultGatewgy API.

If the phcpConfigurationEnabled field has the value IMA_TRUE then this field shall have the
value IMA_FALSE.{he default gateway can only be set when static configuration is engbled.

5.27.2]7 defaultGatewayValid

A boolran indicating if the field defaultGateway has a valid value.

5.27.2.8 defaultGateway

A structure containing the default gateway. If defaultGatewayValid has the value IMA_TRUE
then this value is valid. If defaultGatewayValid has the value IMA_FALSE then this value is
undefined.

5.27.2.9 primaryDnsServerAddressSettable

A boolean indicating if the primary DNS server address can be set using the
IMA_SetDnsServerAddress APIl. If the dhcpConfigurationEnabled field has the value
IMA_TRUE then this field shall have the value IMA_FALSE. The primary DNS server can only
be set when static configuration is enabled.
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5.27.2.10 primaryDnsServerAddressValid

A boolean indicating if the field primaryDnsServerAddress has a valid value.

5.27.2.11 primaryDnsServerAddress
An array containing the name or address of the primary DNS server. If

primaryDnsServerAddressValid has the value IMA_TRUE then this value is valid. If
primaryDnsServerAddressValid has the value IMA_FALSE then this value is undefined.

5.27.2.12 alternateDnsServerAddressSettable

A bdolean indicating if the alternate DNS server can be set wusing the
IMA_SetDnsServerAddress APIl. If the dhcpConfigurationEnabled field has  the'| value
IMA_T|IRUE then this field shall have the value IMA_FALSE. The alternate DNS“server can
only be set when static configuration is enabled. If primaryDnsServerAddressSettable has the
value |[MA_FALSE then this field shall have the value IMA_FALSE. The alternate DNS [server
addregs can only be set if the primary DNS server can be set.

5.27.2{13 alternateDnsServerAddressValid

A boolean indicating if the field alternateDnsServerAddress has-a-valid value.

5.27.2{14 alternateDnsServerAddress
An array containing the name or address /0f/ the alternate DNS server. |If

alterngteDnsServerAddressValid has the value W\MA_TRUE then this value is valid. If
alterngteDnsServerAddressValid has the value IMA)>FALSE then this value is undefined

5.27.2115 reserved

This field is reserved.

5.27.3] Remarks

If bothf the primary and alternaté DNS servers are valid then the implementation tries [to use
the primary DNS server for domain name resolution. If there are errors using the primary DNS
server| the implementation will use the alternate DNS server. The method that an
implementation uses to.determine which DNS server to use is implementation specific.

5.28 |MA_LIBRARY_PROPERTIES

5.28.1| Format
typedef struct IMA_library properties
{

C

IMA_UINT supportedimaVersion;
IMA_WCHAR vendor[256];

IMA_WCHAR implementationVersion[256];
IMA_WCHAR fileName[256];
IMA_DATETIME buildTime;

IMA_BYTE reserved[64];

} IMA_LIBRARY_PROPERTIES;
5.28.2 Fields

5.28.2.1 supportedimaVersion

The version of the iSCSI Management API implemented by the library. The value returned by
a library for the API as described in this document is one.
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5.28.2.2 vendor

A nul terminated Unicode string containing the name of the vendor that created the binary
version of the library.

5.28.2.3 implementationVersion

A nul terminated Unicode string containing the implementation version of the library from the
vendor specified in vendor.

5.28.2.4 fileName

A nul ferminated Unicode string ideally containing the path and file name of the library|[that is
being psed by the currently executing process can be found. If the path cannot be_detefmined
then itlis acceptable to fill this field with only the name (and extension if applicable) of {he file
of the Jibrary. If this cannot be determined then this field shall be an empty string.

5.28.2|5 buildTime

The time and date that the library that is executing was built.

5.28.2|6 reserved

This field is reserved.

5.28.3] Remarks

This sfructure is returned by the IMA_GetLibraryPtoeperties API.

5.29 |MA_PLUGIN_PROPERTIES

5.29.1] Format
typedef struct IMA_plugin’properties

{
IMA_UINT supportedimaVersion;
IMA_WCHAR vendor[256];
IMA_WCHAR implementationVersion[256];
IMA_WGCHAR fileName[256];
IMA_DATETIME buildTime;
INJA> BOOL IhbasCanBeCreatedAndDestroyed;
IMA_BYTE reserved[64];

Y IMA_PLUGIN_PROPERTIES:
5.29.2 Fields

5.29.2.1 supportedimaVersion

The version of the iISCSI Management APl implemented by a plugin. The value returned by a
library for the API as described in this document is one.

5.29.2.2 vendor

A nul terminated Unicode string containing the name of the vendor that created the binary
version of the plugin.
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5.29.2.3 implementationVersion

A nul terminated Unicode string containing the implementation version of the plugin from the

vendor specified in vendor.

5.29.2.4 fileName

A nul terminated Unicode string ideally containing the path and file name of the plugin that is

filing in this structure.

If the path cannot be determined then this field will contain only the name (and extension if

applicable) of the file of the plugin. If this cannot be determined then this field will be

empty|string.

5.29.215 buildTime

The time and date that the plugin that is specified by this structure was built.

5.29.2|{6 IhbasCanBeCreatedAndDestroyed

A boolean indicating if LHBAs can be created or destroyed. For-this version of the IM

value Is always IMA_FALSE.

5.29.2|7 reserved

This field is reserved.

5.29.3] Remarks

This sfructure is returned by the IMA_GetPluginProperties API.

5.30 |[MA_NODE_PROPERTIES

5.30.1] Format
typedef struct IMACnede_properties

{
IMA_BOOL runninglnlnitiatorMode;
IMA_BOOL runninglnTargetMode;
IMA.BOOL nameValid;
IMA_NODE_NAME  name;
IMA_BOOL aliasValid;
IMA_NODE_ALIAS alias;
IMA_BOOL nameAndAliasSettable;
IMA_BYTE reserved[64];

} IMA_NODE_PROPERTIES;
5.30.2 Fields

5.30.2.1 runninglnlnitiatorMode

A boolean indicating if the node is running as initiator or not.

5.30.2.2 runninginTargetMode

A boolean indicating if the node is running as a target or not.

be an

A this
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.3 nameValid

ean indicating if the node’s name is valid or not.

.4 name

A nul terminated Unicode string that contains the name of the node.

The value in this field is only valid if nameValid is set to IMA_TRUE. If nameValid is set to
IMA_FALSE then this field will contain an empty string.

5.30.2

A bool

5.30.2

5—atiasValid

an indicating if the node’s alias is valid or not.

6 alias

A nul terminated Unicode string that contains the alias of the node.

This fi

eld is only valid if aliasValid is set to IMA_TRUE. If aliasValid\is/set to IMA_FALS

this figld will contain an empty string.

5.30.2

A boo

7 nameAndAliasSettable

IMA_SetNodeAlias.

5.30.2

This fi

5.30.3

This s

It is

8 reserved

eld is reserved.

Remarks

ructure is returned by the WMIA_GetNodeProperties API.

possible for both _runninglninitiatorMode and runninglnTargetMode to be

IMA_TIRUE. This means_that the node is operating both as an initiator and as a target.

E then

et

5.31 |MA_LHBA_PROPERTIES
5.31.1| Format
typedef struct IMA_lhba_properties
i
IMA WCHAR osDeviceName[256];
IMA_BOOL luExposingSupported;
IMA_BOOL isDestroyable;
IMA_BOOL staleDataRemovable;
IMA_UINT staleDataSize;
IMA_BOOL initiatorAuthMethodsSettable;
IMA_BOOL targetAuthMethodsSettable;
IMA_BYTE reserved[128];

} IMA_LHBA_PROPERTIES;

ean indicating if both the name and alias are_settable using IMA_SetNodeNanje and
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Fields
1 osDeviceName

A nul terminated Unicode string that contains the operating system’s name for a logical HBA.

If this

See A

5.31.2

is an empty string then the device name for the LHBA is unknown.
nnex A for details on the value(s) of this field for each operating system.

.2 luExposingSupported

A boolean indicating if the LHBA supports exposing and unexposing of individual LUs using

the IM
client

[A_ExposelLu and IMA_UnexposeLu APls. If the value of this field is IMA_TRUE
can control the exposing and unexposing of all LUs associated with the LHBA“us

IMA_HxposelLu and IMA_UnexposeLu APIs. If th value of this field is IMA_FALSEthen 3

canno

5.31.2

A bool

For thi

5.31.2

A boo

control the exposing and unexposing of LUs using the IMA.

3 isDestroyable

an indicating if the LHBA can be destroyed.
s version of the IMA this value shall always be IMA_FALSE:

4 staleDataRemovable

IMA_T|RUE then the data can be removed using IMA:NRemoveStaleData.

5.31.2

5 staleDataSize

The approximate size, in bytes, of the apmiount of stale data associated with the LHBA,

value

5.31.2

A bool
client

5.31.2

A bool

5.31.2

This fi

s zero then there is no stale data‘associated with the LHBA.

6 initiatorAuthMethodsSettable

lean indicating if the initiator authentications methods used by the LHBA can be s
Ising the IMA_SetlnitiatorAuthMethods API.

7 targetAuthMethodsSettable

ean that, for-this version of the IMA specification, shall be set to IMA_FALSE.

8 (reserved

]then a

ng the
client

ean indicating if stale data associated with the"LHBA is removable. If this value is

If this

bt by a

ldiis reserved

5.31.3

Remarks

This structure is returned by the IMA_GetLhbaProperties API.

5.32 Upper Level Protocol (ULP) flags

These are flag values used in the supportedUIps field of the IMA_PHBA_PROPERTIES
structure.

5.32.1

.1 IMA_ULP_TCP

This flag indicates that TCP is supported.
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5.32.1.2 IMA_ULP_SCTP

This flag indicates that SCTP is supported.

This symbol has the value 0x02.
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5.32.1.3 IMA_ULP_UDP
This flag indicates that UDP is supported.
This symbol has the value 0x04.
These|flags may be OR’d together. For example, it’s valid for a PHBA to support both TCP
and SCTP. In this case, a value of 0x03 would be returned in the supportedUIps field|of the
IMA_HHBA_PROPERTIES structure filled in by a call to IMA_GetPhbaProperties.
5.33 |[MA_PHBA_PROPERTIES
5.33.1] Format
typedef struct IMA_phba_properties
{

IMA_WCHAR vendor[64];

IMA_WCHAR model[256];

IMA_WCHAR description[256];

IMA_ WCHAR serialNumberf64];

IMA_ WCHAR hardwareVersion[256];

IMA_ WCHAR asicVersion[256];

IMA_WCHAR firmwareVersion[256];

IMA_ WCHAR optionRomVersion[256];

IMA_WCHAR driverName[256];

IMA_WCHAR driverVersion[256];

IMA_UINT supportedUlps;

IMA_XBOOL bidirectionalTransfersSupported.

IMA_UINT maximumCdbLength;

IMA=XBOOL canBeNic;

HVIA__XBOOL isNic;

IMA_XBOOL isInitiator;

IMA_XBOOL isTarget;

IMA_XBOOL usingTcpOffloadEngine;

IMA_XBOOL usinglscsiOffloadEngine;

IMA_BYTE reserved[128];

} IMA_PHBA_PROPERTIES;
5.33.2 Fields

5.33.2.1

A nul terminated Unicode string that contains the name of the vendor of a PHBA

vendor

character in this field is nul then the vendor is unknown.

. If the first
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.2 model

A nul terminated Unicode string that contains the name of the model of a PHBA. If the first
character in this field is nul then the model is unknown.

5.33.2

.3 description

A nul terminated Unicode string that contains a description of a PHBA. This is a user friendly
description of the PHBA. If the first character in this field is nul then there is no description.

5.33.2

.4 serialNumber

A nul
charad

5.33.2

A nul
charad

5.33.2

A nul
charad

5.33.2

A nul
charad

5.33.2

A nul
charad

5.33.2

A nul terminated Unicode string that contains the full name of the driver controlling a P}

the firs

On op
the ex

5.33.2

terminated Unicode string that contains the serial number of a PHBA. Ifcth
ter in this field is nul then the serial number is unknown.

5 hardwareVersion

terminated Unicode string that contains the hardware version of,a“\PHBA. If th
ter in this field is nul then the hardware version is unknown.

6 asicVersion

ter in this field is nul then the ASIC version is unknown or is not applicable.

7 firmwareVersion

terminated Unicode string that contains the” firmware version of a PHBA. If th
ter in this field is nul then the firmware _yvérsion is unknown or is not applicable.

8 optionRomVersion

9 driverName

t character in this-field is nul then the name of the driver is unknown.

brating systems, such as Windows, where files have extensions the full name in
ension,\The full name does not include the path to the file.

10/ driverVersion

e first

e first

terminated Unicode string that contains the ASIC (version of a PHBA. If the first

e first

erminated Unicode string thatccontains the option ROM version of a PHBA. If the first
ter in this field is nul then the option ROM version is unknown or is not applicable|.

iBA. If

cludes

A nul terminated Unicode string that contains the version of the driver specified in
driverName. If the first character in this field is nul then the version of the driver is unknown.

This field can have a known value only if driverName has a known value as well.

5.33.2

.11 supportedUIps

A field containing flags that indicate what upper level protocols are supported by a PHBA.
Examples of upper level protocols include:

TCP, represented by IMA_ULP_TCP
SCTP, represented by IMA_ULP_SCTP
UDP, represented by IMA_ULP_UDP
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5.33.2.12 bidirectionalTransfersSupported

A extended boolean that indicates if a PHBA supports executing SCSI commands that cause
bidirectional transfers.

NOTE The value of this field applies to the entire “stack”: the hardware, ASIC, firmware, driver, etc. All shall
support SCSI commands that cause bidirectional transfers for this field to be set to IMA_TRUE.

5.33.2.13 maximumCdbLength

The maximum length, in bytes, of a CDB that can be transferred by a PHBA. If this field has a
value of zero that indicates that this value is unknown.

NOTE |[The value of this field applies to the entire “stack”: the hardware, ASIC, firmware, driver, ete.)All shall
supportfthe maximum CDB length returned in this field.

5.33.2{14 canBeNic

An extended boolean that indicates if a PHBA can also function asha “standard” NIC
concufrently with functioning as an iSCSI PHBA.

NOTE |[The value of this field applies to the entire “stack”: the hardware, ASIC \firmware, driver, etc. All shall
supportfthe PHBA functioning concurrently as a NIC for the value returned in this field to be IMA_TRUE.

5.33.2|15 isNic

A extended boolean that indicates if a PHBA is functioning as a “standard” NIC concurrently
with functioning as an iSCSI PHBA.

5.33.2{16 islInitiator

An extended boolean indicating if the PHBA,is-functioning as an initiator.

5.33.2{17 isTarget

An extended boolean indicating if\the PHBA is functioning as a target.

5.33.2{18 usingTcpOffloadEngine

An extended boolean indicating if the PHBA is using a TCP offload engine.

NOTE |[This value shall\only be set to IMA_TRUE if a TCP offload engine is present and is being used. If if can be
determiped that a TCR offload engine is present, but it cannot be determined if that offload engine is beipng used
then thig value shall\be set to IMA_UNKNOWN.

5.33.2{19 (usinglscsiOffloadEngine

A ol o el lo 1 H ' b dle DLIORA . H HaVaYall £EL ol H
n ex NMUcuUu oovuicalt miareatiityg 1 Ui TTTDA TS USTTTy a To Lol UTTTudU TITYITIT.

NOTE This value shall only be set to IMA_TRUE if a iSCSI offload engine is present and is being used. If it can
be determined that an iSCSI offload engine is present, but it cannot be determined if that offload engine is being
used then this value shall be set to IMA_UNKNOWN.

5.33.2.20 reserved

This field is reserved.

5.33.3 Remarks

This structure is returned by the IMA_GetPhbaProperties API.

Both islnitiator and isTarget cannot be set to IMA_FALSE as this would mean that the PHBA
was not functioning as either an initiator or target: which means that it’s not functioning.
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5.34 IMA_DISCOVERY_PROPERTIES

5.34.1 Format
typedef struct IMA_discovery_properties

{
IMA_BOOL iSnsDiscoverySettable;
IMA_XBOOL iSnsDiscoveryEnabled;
IMA_ISNS_DISCOVERY_METHOD iSnsDiscoveryMethod;
IMA_HOST_ID iSnsHost;
IMA_BOOL slpDiscoverySettable;
IMA_XBOOL sipDiscoveryEnabled:
IMA_BOOL staticDiscoverySettable;
IMA_XBOOL staticDiscoveryEnabled;
IMA_BOOL sendTargetsDiscoverySettable;
IMA_XBOOL sendTargetsDiscoveryEnabled;
IMA_BYTE reserved[128];

} IMA_DISCOVERY_PROPERTIES;
5.34.2| Fields

5.34.2{1 iSnsDiscoverySettable

A boojean that indicates if iSNS target discoveryscan be enabled and disabled usiphg the
IMA_SetlsnsDiscovery API.

5.34.2]2 iSnsDiscoveryEnabled

An extended boolean that indicates if iISNS target discovery is currently enabled or disabpled.

NOTE [It is possible for this field to have a’value of IMA_TRUE and the iSnsDiscoverySettable field to| have a
value of IMA_FALSE. This means thatcthe associated PHBA/LHBA performs iSNS target discovery ang that it
cannot lbe disabled.

5.34.2|3 iSnsDiscoveryMethod

A value which indicates”’how the iSNS server is being discovered. This field is valid [only if
iSnsDiscoveryEnabled” has the value IMA_TRUE, otherwise the value of this field is
undefiped.

5.34.2|14 ,iSnsHost

A nul {ferminated Unicode string containing the domain name of the iSNS server the spgcified
PHBA is using. If there is no iSNS server in use, either because iSNS target discovery is
disabled or because no iSNS server is found, then this shall be an empty string.

5.34.2.5 slpDiscoverySettable

A boolean that indicates if SLP target discovery can be enabled and disabled using the
IMA_SetSIpDiscovery API.

5.34.2.6 slpDiscoveryEnabled
An extended boolean that indicates if SLP target discovery is currently enabled or disabled.

NOTE It is possible for this field to have a value of IMA_TRUE and the sipDiscoverySettable field to have a value
of IMA_FALSE. This means that the associated PHBA/LHBA performs SLP target discovery and that it cannot be
disabled.
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5.34.2.7 staticDiscoverySettable

A boolean that indicates if static target discovery can be enabled and disabled using the
IMA_SetStaticDiscovery API.

5.34.2.8 staticDiscoveryEnabled
An extended boolean that indicates if static target discovery is currently enabled or disabled.

NOTE It is possible for this field to have a value of IMA_TRUE and the staticDiscoverySettable field to have a
value of IMA_FALSE. This means that the specified PHBA performs static target discovery and that it cannot be
disabled.

5.34.2|9 sendTargetsDiscoverySettable

A boolean that indicates if SendTargets target discovery can be enabled and disabled using
the IMA_SetSendTargetsDiscovery API.

5.34.2|10 sendTargetsDiscoveryEnabled

An exfended boolean that indicates if SendTargets target discovery is currently enabled or
disabled.

NOTE [It is possible for this field to have a value of IMA_TRUE and theé sendTargetsDiscoverySettable|field to
have a yalue of IMA_FALSE. This means that the associated PHBA/LHBA-performs SendTargets target discovery
and tha{ it cannot be disabled.

5.34.2{11 reserved

This field is reserved.

5.34.3] Remarks

This s{ructure is returned by the IMA_GetDiscoveryProperties API.

all of the xxxDiscoverySettable,fields to also have the value IMA_FALSE. This indicatés that
no target discovery is being°done by the PHBA/LHBA and no target discovery can be epabled
for thg PHBA/LHBA. Such\a set of discovery properties would indicate that a PHBA/LIHBA is
acting|as a target, but-not as an initiator.

It is pissible for all of the xxxDjScoveryEnabled fields to have the value IMA_FALSE and for

5.35 [MA_PHBA DOWNLOAD_IMAGE_TYPE

5.35.1| Format
typedef enum IMA_phba_download_image_type
{

IMA_DOWNLOAD_IMAGE_TYPE_FIRMWARE = 0,
IMA_DOWNLOAD_IMAGE_TYPE_OPTION_ROM = 1,
IMA_DOWNLOAD_IMAGE_TYPE_ALL = 2

} IMA_PHBA_DOWNLOAD_IMAGE_TYPE;
5.35.2 Fields

5.35.2.1 IMA_IMAGE_TYPE_FIRMWARE

This value indicates that a file contains a firmware download image.
This symbol has the value 0.

5.35.2.2 IMA_IMAGE_TYPE_OPTION_ROM

This value indicates that a file contains an option ROM download image.
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This symbol has the value 1.

5.35.2

.3 IMA_IMAGE_TYPE_ALL

This value indicates that a file contains all of the download images, i.e. it contains both a
firmware download image and an option ROM download image.

This symbol has the value 2.

5.35.3

This ty

Remarks

IhA

IMA_P

5.36
5.36.1

5.36.2
5.36.2

This fi

5.36.2

This f
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hbaDownload API.

MA_PHBA_DOWNLOAD_IMAGE_PROPERTIES

Format
typedef struct IMA_phba_download_image_properties
{
IMA_PHBA_DOWNLOAD_IMAGE_TYPE imageType;
IMA_WCHAR version[32];
IMA_WCHAR description[512];
IMA_XBOOL upgrade;
} IMA_PHBA_DOWNLOAD_IMAGE_PROPERTIES;
Fields
1 imageType
b|d indicates the type of the associated:download image.
2 version
eld contains a nul terminated Unicode string which indicates the version

by the

pof the

downlgad image. If the version.cannot be determined or there is no version then this sfring is

empty

5.36.2

3 description

en this

This field contains @ ‘nul terminated Unicode string which describes the download image and
possiblly any bug.fixes that the download image contains. If there is no description th

string |s empty-

5.36.2}4 , \upgrade

An extended boolean Indicating it the speciiied download Image would be an upgrade, i.e. a

later version, than the image that currently resides in the associated PHBA. If this field has
the value IMA_TRUE then it is an upgrade. If this field has the value IMA_FALSE then it is not
an upgrade, i.e. it may be the same version or it may be a downgrade. If this field has the
value IMA_UNKNOWN then it cannot be determined if this is an upgrade or not.

5.36.3

Remarks

This type is used by both the IMA_IsPhbaDownloadFile and the IMA_PhbaDownload APIs.

5.37 IMA_ISNS_DISCOVERY_METHOD

5.37.1

Format

typedef enum IMA_isns_discovery_method

{
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IMA_ISNS_DISCOVERY_METHOD_STATIC = 0,
IMA_ISNS_DISCOVERY_METHOD_DHCP = 1,
IMA_ISNS_DISCOVERY_METHOD_SLP = 2

} IMA_ISNS_DISCOVERY_METHOD;
Fields

1 IMA_ISNS_DISCOVERY_METHOD_STATIC

This value indicates that the discovery method is static.

This symbol has the value 0.

5.37.2

This v
This s

5.37.2

This v
This s

5.37.3
This ty

IMA_D
API.

5.38
5.38.1

5.38.2

hlue indicates that the discovery method is DHCP.

hlue indicates that the discovery method is SLP.

2 IMA_ISNS_DISCOVERY_METHOD_DHCP

mbol has the value 1.

3 IMA_ISNS_DISCOVERY_METHOD_SLP

mbol has the value 2.

Remarks

pe is used to indicate how a the iSNS server is discovered. It is used as a field
ISCOVERY_PROPERTIES structure andas a parameter to the IMA_SetlsnsDis

MA_PHBA_DOWNLOAD_PROPERTIES

Format

typedef struct IMA -phba_download_properties
{

IMA_BOOL isPhbaDownloadFileSupported,;
IMA_BOOL optionRomDownloadSupported;
IMA_BOOL firmwareDownloadSupported;
IMANBYTE reserved[32];

}SIMA_PHBA_DOWNLOAD_PROPERTIES;
Fields

in the
covery

5.38.2

.1 isPhbaDownloadFileSupported

A boolean indicating if the PHBA supports the IMA_IsPhbaDownloadFile API.

5.38.2

.2 optionRomDownloadSupported

A boolean indicating if the PHBA supports downloading option ROM code.

5.38.2

A bool

5.38.2

.3 firmwareDownloadSupported

ean indicating if the PHBA supports downloading firmware code.

.4 reserved

This field is reserved.
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5.38.3 Remarks

This structure is returned by the IMA_GetPhbaDownloadProperties API.

5.39 IMA_IPSEC_PROPERTIES

5.39.1 Format
typedef struct IMA_ipsec_properties

{
IMA_BOOL ipsecSupported;
IMA_BOOL implementedinHardware;
Il\/lA_RﬂﬂI implnmnnfndannff\A/nrn:
IMA_BYTE reserved[32];

} IMA_IPSEC_PROPERTIES;
5.39.2| Fields

5.39.2{1 ipsecSupported

A boolean indicating if IPsec is supported in accordance with the\requirements of the|iSCSI
standdrd.

5.39.2|2 implementedinHardware

An bog¢lean indicating if IPsec is provided in hardware,

5.39.2{3 implementedinSoftware

An booglean indicating if IPsec is provided in,software.

5.39.2|14 reserved

This field is reserved.

5.39.3] Remarks

This sfructure is returnedyby the IMA_GetlpsecProperties API.

It is ppssible for_both implementedinHardware and implementedInSoftware to both have the
value pf IMA_TRUE. This means that some IPsec algorithms are implemented in hargware,
while pther _algerithms are implemented in software. It is not possible to determine|which
algorithms(are implemented in which location.

It is not-valld to return this Structure wWhere /psecsupported 1s set to IMA_TRUE and both
implementedinHardware and implementedinSoftware are set to IMA_FALSE.

5.40 IMA_MIN_MAX_VALUE

5.40.1 Format
typedef struct IMA_min_max_value

{
IMA_BOOL currentValueValid;
IMA_BOOL settable;
IMA_UINT32 currentValue;
IMA_UINT32 defaultValue;
IMA_UINT32 minimumValue;

IMA_UINT32 maximumValue;
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IMA_UINT32 incrementValue;

} IMA_MIN_MAX_ VALUE;
Fields

5.40.2.1 currentValueValid

A boolean indicating if the currentValue field contains a valid value.

5.40.2.2 settable

Indicates if the corresponding property is settable. If this field has the value IMA TRUF then
the dgfaultValue, minimumValue, maximumValue, and incrementValue fields shall~gontain
valid vialues. If this field has the value IMA_FALSE then these fields have undefined valles.
5.40.2|3 currentValue

If currgntValueValid has the value IMA_TRUE then this field contains the _current value| of the
associpted property. If currentValueValid has the value IMA_FALSE~then the value pf this
field ig undefined.

5.40.2{4 defaultValue

If settable has the value IMA_TRUE then this field contains the implementation’s defaulf value
of the [associated property. If settable has the value IMACFEALSE then the value of this field is
undefiped.

5.40.2|5 minimumValue

If settable has the value IMA_TRUE then this field contains the implementation’s mihimum
value pf the associated property. If settable’has the value IMA_FALSE then the value [of this
field ig undefined.

5.40.216 maximumValue

If settable has the value IMA_TRUE then this field contains the implementation’s makimum
value pf the associated property. If settable has the value IMA_FALSE then the value |of this
field if undefined.

5.40.2|7 incrementValue

If settable has the value IMA_TRUE then this field contains a value that can be added to or
subtrapted from currentValue to obtain other possible values of the associated property. If
settable has’the value IMA_FALSE then the value of this field is undefined.

5.40.3 Remarks

If the currentValueValid field is IMA_FALSE then the value of settable shall also be set to
IMA_FALSE.

The fields in this structure contain values that are defined by the implementation and not by
IETF RFC 3720. It is possible that an implementation may be more or less restrictive in the

values

that it can accept than IETF RFC 3720 allows.

An example of how to use incrementValue: Suppose that a structure is obtained where
currentValueValid is IMA_TRUE, settable is IMA_TRUE, currentValue is 50, defaultValue is
50, minimumValue is 30, maximumValue is 70 and incrementValue is 10. In this case, the
possible values that the property can be set to are 30, 40, 50, 60, and 70. The new value shall

be the

current value plus or minus some multiple of incrementValue.
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5.41 IMA_BOOL_VALUE

5.41.1

— 53 —

currentValueValid;
settable;

currentValue;

Format
typedef struct IMA_bool_value
{
IMA_BOOL
IMA_BOOL
IMA_BOOL
IMA_BOOL

Y IMA_BOOL_VALUE:

defaultValue;

5.41.2

5.41.2

Fields

1 currentValueValid

A boolean indicating if the currentValue field contains a valid value.

5.41.2

Indica

2

settable

es if the corresponding property is settable. If this field has,the value IMA_TRU

the degfaultValue shall contain a valid value. If this field has the-value IMA_FALSE th
defaultValue field contains an undefined value.
5.41.2{3 currentValue
If currgntValueValid has the value IMA_TRUE then\this field contains the current value
associpted property. If currentValueValid has the-value IMA_FALSE then the value
field id undefined.
5.41.2|4 defaultValue
If settable has the value IMA_TRUE then this field contains the implementation’s defaul
of the [associated property. If settablé has the value IMA_FALSE then the value of this
undefiped.
5.42 |MA_MAC_ADDRESS
5.42.1] Format

typedefdMA_BYTE IMA_MAC_ADDRESS[6];
5.42.2| Remarks
A MACQ address is a series of six bytes which uniquely identifies a physical or logical n
port. Byte 0O of the array is the most significant byte of the MAC address, byte 1 is t
most s

MAC address.

5.43 IMA_LNP_PROPERTIES

5.43.1

Format
typedef struct IMA_Inp_properties

IMA_MAC_ADDRESS macAddress;
IMA_BOOL macAddressSettable;
IMA_BYTE reserved[32];

} IMA_LNP_PROPERTIES;

E then
en the

of the
pf this

value
field is

etwork
e next
of the
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5.43.2 Fields
5.43.2.1 macAddress

An array of bytes containing the MAC address.

It is possible that an LNP will have the same MAC address as a PNP. This means that there is
a one to one relationship between the LNP and the PNP.

5.43.2.2 macAddressSettable

A boolean indicating if the MAC address of the logical network port can be set.

5.43.213 reserved

This field is reserved.

5.43.3] Remarks

This sfructure is returned by the IMA_GetLnpProperties API.

5.44 |MA_PNP_PROPERTIES

5.44.1| Format
typedef struct IMA_pnp_properties

{
IMA_OID associatedPhbaOid;
IMA_MAC_ADDRESS macAddress;
IMA_BOOL macAddressSettable;
IMA_UINT maximumTransferRate;
IMA_UINT currentTransferRate;
IMA_UINT maximumFrameSize;
IMA_BYTE reserved[64];

} IMA_PNP_PROPERTIES;
5.44.2| Fields

5.44.2|1 associatedPhbaOid

The object D of the PHBA to which the PNP the structure describes is attached.

5.44.2.2 macAddress

An array of bytes containing the MAC address.

It is possible that a PNP will have the same MAC address as an LNP. This means that there is
a one to one relationship between the PNP and the LNP.

5.44.2.3 macAddressSettable

A boolean indicating if the MAC address of the physical network port can be set.
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5.44.2.4 maximumTransferRate

The maximum number of megabits that can be transferred in one second through the port at
any time.

So, if the maximum transfer rate of the port is 10 Mb then this field will contain 10. If the
maximum transfer rate of the port is 100 Mb then this field will contain 100, etc.

5.44.2.5 currentTransferRate

The maximum number of megabits that can be transferred in one second through the port at
the current time

So, if the current transfer rate of the port is 10 Mb then this field will contain 10. Ifthe ¢urrent
transfer rate of the port is 100 Mb then this field will contain 100, etc.

This vhlue is the current transfer rate of the port, it has nothing to do with_ ‘how much ¢ata is
actually being transferred through the port.

5.44.216 maximumFrameSize

The mpximum size of a frame, in bytes.

5.44.2|7 reserved

This field is reserved.

5.44.3] Remarks

This sfructure is returned by the IMA_GetPnapProperties API.

5.45 |MA_PNP_STATISTICS

5.45.1| Format
typedef struct IMA\pnp_statistics

{
IMA_UINT&4 bytesSent;
IMA_UINTF32 pdusSent;
IMALUINT64 bytesReceived;
IMAVUINT32 pdusReceived;

}MA_PNP_STATISTICS;
5.45.2| Fields

5.45.2.1 bytesSent

The number of bytes sent in iSCSI PDUs on a physical network port.

5.45.2.2 DbytesReceived

The number bytes received in iISCSI PDUs on a physical network port.

5.45.2.3 pdusSent

The number of iISCSI PDUs sent on a physical network port.

5.45.2.4 pdusReceived

The number of iISCSI PDUs received on a physical network port.
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5.45.3 Remarks

This structure is returned by the IMA_GetPnpStatistics API.

5.46 IMA_NETWORK_PORTAL_PROPERTIES

5.46.1 Format
typedef struct IMA_network_portal_properties

IMA_IP_ADDRESS ipAddress;
IMA_OID associatedLnp;

IMA_BYTE reserved[32];

} IMA_NETWORK_PORTAL_PROPERTIES;
5.46.2| Fields

5.46.2|1 ipAddress

The IR address of the network portal.

5.46.2|2 associatedLnp

The O|D of the LNP with which the network portal is assogciated.

5.46.2|3 reserved

This field is reserved.

5.46.3] Remarks

This sfructure is returned by the IMA_GetNetworkPortalProperties API.

5.47 |MA_PHBA_STATUS

5.47.11 Format
typedef enumsiMA_phba_status
IMA_PHBA_STATUS_WORKING

IMAPHBA_STATUS_FAILED
} IMAXPHBA_STATUS;

5.47.2| Values

I n
- O

5.47.2| N\ VIMA_PHBA_STATUS_WORKING

This status indicates that the PHBA is working properly.
This symbol has the value 0.

5.47.2.2 IMA_PHBA_STATUS_FAILED

This status indicates that the PHBA has failed and is no longer functioning.
This symbol has the value 1.

5.47.3 Remarks

This status is returned by the IMA_GetPhbaStatus API.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989

© ISO/IEC:2010(E) ~ 57 -

5.48 IMA_ NETWORK_PORT_STATUS

5.48.1

5.48.2
5.48.2

This s

5.48.2

This s

This m

5.48.2

This s

This m

5.48.2

Format

typedef enum IMA_network_port_status

{
IMA_NETWORK_PORT_STATUS_ WORKING
IMA_NETWORK_PORT_STATUS_DEGRADED
IMA_NETWORK_PORT_STATUS_CRITICAL
IMA_NETWORK_PORT_STATUS_FAILED
IMA_NETWORK_PORT_STATUS_DISCONNECTED

} IMA_NETWORK_PORT_STATUS;

—FHetds

HwN =Oo

1 IMA_NETWORK_PORT_STATUS_WORKING
atus indicates that the specified link is in a normal operational state.

For a PNP this status indicates that the port is working correctly.

For an LNP this status indicates means that all of the PNPs, associated with th
are working.

2 IMA_NETWORK_PORT_STATUS_DEGRADED
atus indicates that the specified link is in a degraded Qperational state.

This status cannot be specified for a PNP.

For an LNP this status indicates that two or-more of the PNPs associated with th
are in a working state, but one or more ‘of the PNP’s associated with the LN
failed or is disconnected.

eans that some failures have occurred, but there is still redundancy.

3 IMA_NETWORK_PORT:STATUS_CRITICAL
atus indicates that the spegified link is in a critical operational state.

This status cannot be specified for a PNP.

For an LNP this(status indicates that only one of the PNPs associated with the

e LNP

e LNP
P has

NP is

in a working state; all other associated PNPs have either failed or are disconnecfed.

eans that(seme failures have occurred, and there is no redundancy.

4 (IMA_NETWORK_PORT_STATUS_FAILED

This s

atius indicates the cpnbifinrl link has failed

For a PNP this status indicates that the port has failed; that it cannot be used to

transmit data.

For an LNP this status indicates that all of the PNPs associated with the LNP have

failed.

5.48.2.5 IMA_NETWORK_PORT_STATUS_DISCONNECTED

This status indicates that the specified link is disconnected.

For a PNP this status indicates that the port is disconnected from the network.
For an LNP this status indicates that one of the PNPs associated with the LNP

isin a

disconnected state and that all PNPs associated with the LNP are not in a working

state.
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Another way of thinking of this is that none of the PNPs associated with the LNP is in a
working state and at least one of the PNPs is in a disconnected state.

5.48.3 Remarks

This status is returned by the IMA_GetLinkStatus API.

A link’s status should in no way be confused with iSCSI connection or iSCSI session failures
that may have used that link. An LNP that fails or becomes disconnected may result in iSCSI
connection failures and possibly iSCSI session failures as well. However, iSCSI connection
and iSCSI session failures can occur for reasons other than an LNP failure or disconnect.

5.49 |IMA_TARGET_DISCOVERY_METHOD

5.49.1 Format

typedef enum IMA_TARGET_DISCOVERY_METHOD
{

IMA_TARGET_DISCOVERY_METHOD_STATIC

IMA_TARGET_DISCOVERY_METHOD_SLP

IMA_TARGET_DISCOVERY_METHOD_ISNS

IMA_TARGET_DISCOVERY_METHOD_SENDTARGETS
} IMA_TARGET_DISCOVERY_METHOD;

5.49.2| Fields

i @i
TN S

5.49.2|11 IMA_TARGET_DISCOVERY_METHOD_STATIC

This value indicates that a target was discovered. using static discovery.
This symbol has the value 1.

5.49.2|2 IMA_TARGET_DISCOVERY.METHOD_SLP

This value indicates that a target was-discovered using SLP.
This symbol has the value 2.

5.49.2|13 IMA_TARGET DISCOVERY_METHOD_ISNS

This value indicates\that a target was discovered using iSNS.
This symbol has’the value 4.

5.49.2|14° IMA_TARGET_DISCOVERY_METHOD_SENDTARGETS

This value indicates that a target was discovered using SendTargets.
This symbol has the value 8.

5.50 IMA_TARGET_PROPERTIES

5.50.1 Format

typedef struct IMA_target_properties

{
IMA_OID associatedNodeOid;
IMA_OID associatedLhbaOid;

IMA_NODE_NAME  name;
IMA_NODE_ALIAS alias;
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5.50.2

5.50.2

5.50.2

The ol

5.50.2

A nul terminated Unicode string that contains the name of the target!

5.50.2

A nul

have gn alias or the alias is not available then this valug shall be an empty string.

5.50.2

An int

5.50.2

A boolean indicating if a client can-control if SendTargets commands are sent to the
in an gttempt to discover addjtional targets. If this field has the value IMA_TRUE then &
can c3ll IMA_SetSendTargetsBiscovery to enable/disable the sending SendTargets
associated with the ‘properties structure. If this field has the value IMA_FALSE then if a

target
client

propefties structure that call would fail with an IMA_ERROR_NOT_SUPPORTED error.

5.50.2

A bool
discov|

5.50.2

© ISO/IEC:2010(E) - 59—
IMA_UINT32 discoveryMethodFlags;
IMA_BOOL sendTargetsDiscoverySettable;
IMA_BOOL sendTargetsDiscoveryEnabled;
IMA_BYTE reserved[128];

} IMA_TARGET_PROPERTIES;
Fields

.1 associatedNodeOid

sl Lo Al £ lodle
e UvjocLl TD Ul I

) ! o 1 ot n P 1 H ]
LT TTOUT HITOUUYIT WITICTT 1T 1arycl 1o UTITITY dLULTooTU.

2 associatedLhbaOid
ject ID of the LHBA that is used to communicate with the target.
3 name

4 alias

terminated Unicode string that contains the alias of‘the target. If the target do

5 discoveryMethodFlags

6 sendTargetsDiscoverySettable

called the IMA_SetSendTargetsDiscovery API specifying the target associated w

7 sendTargetsDiscoveryEnabled

es not

bger which contains flags indicating how’ the target was discovered. This value is a
bitwisg¢ OR’ing of the flags defined in IMA_TARGET_DISCOVERY_METHOD.

target
client
to the

ith the

anc¢indicating if SendTargets commands are being sent to the target in an attgmpt to

Fr additional targets.

.8 reserved

This field is reserved.

5.50.3

Remarks

This structure is returned by the IMA_GetTargetProperties API.

It is possible for the field sendTargetsDiscoverySettable to have the value IMA_FALSE and
the field sendTargetsDiscoveryEnabled to have the value IMA_TRUE at the same time. If this
is the case then sendTargets discovery is being performed on the target and the client
cannot disable this.
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5.51 IMA_TARGET_ERROR_STATISTICS

5.51.1 Format
typedef struct IMA_target_error_statistics

{
IMA_BOOL loginFailedCountValid;
IMA_UINT32 loginFailedCount;
IMA_BOOL sessionFailedCountValid;
IMA_UINT32 sessionFailedCount;
IMA_BOOL headerOrDigestSessionFailedCountValid:
IMA_UINT32 headerOrDigestSessionFailedCount
IMA_BOOL timeLimitExceededSessionFailedCountValid;
IMA_UINT32 timeLimitExceededSessionFailedCount;
IMA_BOOL formatErrorSessionFailedCountValid;
IMA_UINT32 formatErrorSessionFailedCount;
IMA_BOOL closedConnectionDueToTimeoutCountValid;
IMA_UINT32 closedConnectionDueToTimeoutCount;
IMA_BOOL lastLoginFailureTimeValid;
IMA_DATETIME lastLoginFailureTime;
IMA_BYTE reserved[64];

} IMA_TARGET_ERROR_STATISTICS;

5.51.2| Fields
5.51.2|1 loginFailedCountValid

A boolean indicating if the loginFailedCount field contains a valid value.

5.51.2}2 loginFailedCount
If the foginFailedCountValid field has the value IMA_TRUE then this field contains the nqumber

of timgs that iISCSI_legin attempts failed across all attempted sessions with the target| If the
loginFhiledCountValid field has the value IMA_FALSE then the value of this field is undefined.

5.51.2|13 sessionFailedCountValid

A boollean indicating if the sessionFailedCount field contains a valid value.

5.51.2.4 sessionFailedCount

If the sessionFailedCountValid field has the value IMA_TRUE then this field contains the
number of times iSCSI sessions failed with the associated target. If the
sessionFailedCountValid field has the value IMA_FALSE then the value of this field is
undefined.

5.51.2.5 headerOrDigestSessionFailedCountValid

A boolean indicating if the headerOrDigestSessionFailedCount field contains a valid value.
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5.51.2.6 headerOrDigestSessionFailedCount
If the headerOrDigestSessionFailedCountValid field has the value IMA_TRUE then this field
contains the total number of iSCSI PDU header or data digest errors across all iSCSI

sessions of the associated target. If the headerOrDigestSessionFailedCountValid field has the
value IMA_FALSE then the value of this field is undefined.

5.51.2.7 timeLimitExceededSessionFailedCountValid

A boolean indicating if the timeLimitExceededSessionFailedCount field contains a valid value.

5.561.2.8 timelimitExceededSessionFailedCount

If the |timeLimitExceededSessionFailedCountValid field has the value IMA_TRUE"“then this
field cpntains the number of sessions which were failed due to a sequence exceeding [a time
limit. If the timeLimitExceededSessionFailedCountValid field has the value IMA -FALSE then
the value of this field is undefined.

5.51.2]9 formatErrorSessionFailedCountValid

A boolean indicating if the formatErrorSessionFailedCount field contains a valid value.

5.51.2{10 formatErrorSessionFailedCount

If the|formatErrorSessionFailedCountValid field has thé€ value IMA_TRUE then thig field
contaips the total number of sessions which were/sfailed due to receipt of a PDU|which
contaiped a format error. If the formatErrorSessionFailedCountValid field has the| value
IMA_FALSE then the value of this field is undefined:

5.51.2|11 closedConnectionDueToTimeoutCountValid

A boolean indicating if the closedConnectionDueToTimeoutCount field contains a valid yalue.

5.51.2|12 closedConnectionDueToTimeoutCount

If the |closedConnectionDueToilimeoutCountValid has the value IMA_TRUE then thig field
contaips the number of timés iSCSI connections with the associated target were ternfinated
due td timeout. If the closedConnectionDueToTimeoutCountValid has the value IMA_FALSE
then the value of this/field is undefined.

5.51.2{13 lastkoginFailureTimeValid

A boolean indicating if the /astLoginFailureTime field contains a valid value.

5.51.2[14" lastlLoginFailureTime

If the lastLoginFailureTimeValid field has the value IMA_TRUE then this field contains the
time stamp of the last failed iSCSI login attempt with the associated target. If the
lastLoginFailureTimeValid field has the value IMA_FALSE then the value of this field is
undefined.

5.51.2.15 reserved

This field is reserved.

5.51.3 Remarks

This structure is returned by the IMA_GetTargetErrorStatistics API.
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5.52 IMA_LU_PROPERTIES

5.52.1 Format
typedef struct IMA_Iu_properties
{
IMA_OID associatedTargetOid;
IMA_BYTE targetLun[8];
IMA_BOOL exposedToOs;
IMA_DATETIME timeExposedToOs;
IMA_BOOL osDeviceNameValid:;
IMA_WCHAR osDeviceName[64];
IMA_BOOL osParallelldsValid;
IMA_UINT32 osBusNumber;
IMA_UINT32 osTargetld;
IMA_UINT32 osLun;
IMA_BYTE reserved[128];
} IMA_LU_PROPERTIES;
5.52.2| Fields
5.52.2|11 associatedTargetOid

The ol

5.52.2

The lo

5.52.2

A boolean indicating if the logicalyunit is currently exposed to the operating system, i.

operat
device

5.52.2

If exp
was e

5.52.2

ject ID of the target to which the specified logical unit is attached.

2 targetLun

gical unit number of the logical unit on the target.

3 exposedToOs

ng system can communicate with the logical unit using standard operating s
interfaces.

4 timeExposedToOs

bsedToOscontains the value IMA_TRUE this field contains the date and time
posed tothe OS.

5/,“osDeviceNameValid

E., the
ystem

he LU

A boo

ean indicating if the osDeviceName field contains a valid value. This field shall be

IMA_TRUE if the name is known. This field shall be IMA_FALSE if the name is not known or if
the logical unit has no name that indentifies it to the operating system.

5.52.2

.6 osDeviceName

If osDeviceNameValid has the value IMA_TRUE then this field contains a nul terminated
Unicode string that indicates the name that the logical unit was declared to the operating
system with.

If osDeviceNameValid has the value IMA_FALSE then the value of this field is undefined.

See Annex A for details on how to set this field for each operating system.
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.7 osParallelldsValid

A boolean indicating if the subsequent parallel SCSI identifiers are valid or not. If the parallel

SCSIi

dentifiers are known then this field shall have the value IMA_TRUE.

If these values are not known or if the logical unit is declared to the operating system as a
parallel SCSI logical unit then this field shall have the value IMA_FALSE.

5.52.2

.8 osBusNumber

If osParallelldsValid has the value IMA_TRUE then this field contains the parallel SCSI bus

numb

r that the LU was declared to the operating system with. If the operating syste

n does

not ha
Zero.

ve the concept of buses on a parallel SCSI controller then this field shall have the

If osParallelldsValid has the value IMA_FALSE then the value of this field is undefined.

5.52.2

9 osTargetld

If osParallelldsValid has the value IMA_TRUE then this field contains the parallel SCSI

ID tha

the logical unit was declared to the operating system with¢

If osParallelldsValid has the value IMA_FALSE then the valué.of this field is undefined.

5.52.2

10 osLun

If osParallelldsValid has the value IMA_TRUE then‘this field contains the parallel SCSI

unitnu

mber that the logical unit was declared to the operating system with.

If osParallelldsValid has the value IMA_FALSE then the value of this field is undefined.

5.52.2

This fi

5.52.3

This s

5.53
5.53.1

11 reserved

pld is reserved.

Remarks

ructure is returned’ by the IMA_GetLuProperties API.

MA_DEVICE_STATISTICS

Format

typedef struct IMA_device_statistics
[

value

target

ogical

L

IMA_UINT64 scsiPayloadBytesSent;
IMA_UINT64 scsiPayloadBytesReceived;
IMA_UINT64 iScsiPduBytesSent;
IMA_UINT64 iScsiPduBytesReceived;
IMA_UINT64 iScsiPdusSent;

IMA_UINT64 iScsiPdusReceived;
IMA_UINT64 millisecondsSpentSending;
IMA_UINT64 millisecondsSpentReceiving;

} IMA_DEVICE_STATISTICS;
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5.53.2 Fields
5.53.2.1 scsiPayloadBytesSent

This value contains the number of bytes sent in SCSI payloads.

5.53.2.2 scsiPayloadBytesReceived

This value contains the number of bytes received in SCSI payloads.

5.53.2.3 iScsiPduBytesSent

This value contains the number of bytes sent in iISCSI PDUs.

5.53.214 iScsiPduBytesReceived

This value contains the number of bytes received in iISCSI PDUs.

5.53.2|5 iScsiPdusSent

This value contains the number of iISCSI PDUs sent.

5.53.2|6 iScsiPdusReceived

This value contains the number of iISCSI| PDUs received-

5.53.2|7 millisecondsSpentSending

This vhlue is the approximate number of milliséconds that have been spent sending data. If
this vdlue is zero then the value is unknown,

5.53.2|8 millisecondsSpentReceiving

This value is the approximate number of milliseconds that have been spent receiving data. If
this value is zero then the value.is’unknown.

5.53.3] Remarks

This s{ructure is returned by the IMA_GetDeviceStatistics API.

5.54 |MA_STATISTICS_PROPERTIES

5.54.1] Format
typedef struct IMA_statistics_properties

IMA_BOOL statisticsCollectionSettable;
IMA_BOOL statisticsCollectionEnabled;

} IMA_STATISTICS_PROPERTIES;
5.54.2 Fields

5.54.2.1 statisticsCollectionSettable

A boolean indicating if statistics collection is settable, i.e., it can be enabled and disabled.

5.54.2.2 statisticsCollectionEnabled

A boolean indicating if statistics collection is enabled.
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Remarks

This structure is returned by the IMA_GetStatisticsProperties API.

It is

possible for statisticsCollectionEnabled to have the value IMA_TRUE and
statisticsCollectionSettable to have the value IMA_FALSE. In this case, statistics collection is
always enabled and cannot be disabled.

5.55 IMA_AUTHMETHOD

5.55.1

Format

5.55.2

5.55.2

This in

This s

5.55.2

This i
compa

This s

5.55.2

This in

3720 i

This s

5.55.2

typedefemumm HvtA—aothmethod

{
IMA_ AUTHMETHOD_NONE
IMA_ AUTHMETHOD_CHAP
IMA_AUTHMETHOD_SRP
IMA_ AUTHMETHOD_KRB5
IMA_ AUTHMETHOD_SPKM1
IMA_ AUTHMETHOD_SPKM2

} IMA_AUTHMETHOD;

Fields

O~ wWN-=0

1 IMA_AUTHMETHOD_NONE

dicates that no authentication is performed.
mbol has the value 0.

2 IMA_AUTHMETHOD_CHAP

hdicates that Challenge Handshake Authentication Protocol (CHAP) authent
tible with IETF RFC 3720 is performed.

mbol has the value 1.

3 IMA_AUTHMETHOD_SRP

dicates that Secure Remote Password (SRP) authentication compatible with IET
5 performed.

mbol has)the value 2.

4, IMA_AUTHMETHOD_KRBS

cation

F RFC

This indicates that Kerberos V5 (KRB5) authentication compatible with IETF RFC 3720 is
performed.

This symbol has the value 3.

5.55.2

.5 IMA_AUTHMETHOD_SPKM1

This indicates that Simple Public Key Mechanism one (SPKM1) authentication compatible with
IETF RFC 3720 is performed.

This symbol has the value 4.
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5.55.2.6 IMA_AUTHMETHOD_SPKM2

This indicates that Simple Public Key Mechanism two (SPKM2) authentication compatible with
IETF RFC 3720 is performed.

This symbol has the value 5.

5.56 IMA_CHAP_INITIATOR_AUTHPARMS

5.56.1 Format

typedef struct IMA_chap_initiator_authparms
it

IMA_UINT retries;

IMA_BYTE name[512];

IMA_UINT namelength;
IMA_UINT minValueLength;
IMA_UINT maxValuelLength;
IMA_BYTE challengeSecret[256];
IMA_UINT challengeSecretLength
IMA_BYTE reserved[512];

} IMA_CHAP_INITIATOR_AUTHPARMS;
5.56.2| Fields

5.56.2{1 retries

When | this structure is retrieved this- field contains the number of retries that the
implementation will perform when a.challenge fails.

When |this structure is being sef this field contains the recommended number of retrig¢s that
the implementation should use~<The implementation is free to ignore this value if it choopes.

5.56.2|12 name

An array of one or.more bytes and shall be formatted per section 4.1 of RFC 1994.

5.56.2|3 namelLength

The nymber of bytes that have been set in name.

5.56.2.4 minValueLength

When this structure is retrieved this field contains the minimum number of bytes that can be
used by the implementation to construct the CHAP Value.

When this structure is being set this field contains the recommended minimum number of
bytes to be used by the implementation to constructor the CHAP Value.

5.56.2.5 maxValuelLength

When this structure is retrieved this field contains the maximum number of bytes that can be
used by the implementation to construct the CHAP Value.
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When this structure is being set this field contains the recommended maximum number of
bytes to be used by the implementation to constructor the CHAP Value.

5.56.2

.6 challengeSecret

When this structure is retrieved this field is unused and this array shall contain all zeros.

When this structure is set this field contains the CHAP Secret that is used when computing
the hash value that is used to challenge a target. It is also used to compute the hash value
when challenged by a target.

et that

b hash

5.56.27—cchattengeSecrettenygth
When this structure is retrieved this field is unused and shall contain the value zer¢:
When Jthis structure is being set this field contains the the length, in bytes, 6fthe secr
has bden stored in challengeSecret.
5.56.2{8 reserved
This field is reserved and shall be set to all zeros.
5.56.3| Remarks
This sfructure is used to set the CHAP initiator authentication parameters for an LHBA.
This sfructure is included in the IMA_INITIATOR ‘AUTHPARMS union.
Currently, no method is provided to determine-the hash algorithms that may be used, th
algorithms to use, or their preferred order-of use.
5.57 |MA_SRP_INITIATOR_AUTHPARMS
5.57.1] Format
typedef struct IMA “srp_initiator_authparms
{
IMA_BYTE userName[512];
IMALVINT userNamelLength;
IMA_BYTE reserved[512];
YIMA_SRP_INITIATOR_AUTHPARMS;
5.57.2— Fields
5.57.2.1 userName
The name of the user to be transmitted to the host (in this case the target) as specified in
RFC 2945.
5.57.2.2 userNamelLength

The length, in bytes, of the name specified in userName.

5.57.2

.3 reserved

This field is reserved and shall be set to zero.
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Remarks

This structure is used to set the SRP initiator authentication parameters for an LHBA.

This structure is included in the IMA_INITIATOR_AUTHPARMS union.

5.58 IMA_KRBS5_INITIATOR_AUTHPARMS

5.58.1 Format
typedef struct IMA_krb5_initiator_authparms
{
IMA_BYTE clientkey[1024];
IMA_UINT clientKeyLength;
IMA_BYTE reserved[2048];
} IMA_KRB5_INITIATOR_AUTHPARMS;
5.58.2| Fields
5.58.2{1 clientKey
When this structure is retrieved this field shall be set to zero.

When

5.58.2

When

When
clientHR

5.58.2

This fi

5.58.3

This s

Only
auther

this structure is set this field shall contain the cliént key to be used.

2 clientKeyLength

this structure is retrieved this field shall‘be set to zero.

this structure is set this field shallcontain the length, in bytes, of the client key st

ey.
3 reserved
eld is reserved and shall be set to 0.
Remarks
ructure is,used to set the Kerberos initiator authentication parameters for an LHB

target\“authentication is supported; mutual authentication, where the i
ticates the target and the target authenticates the initiator is not currently suppor

bred in

A

hitiator
ed.

This structure is included in the IMA_INITIATOR_AUTHPARMS union.

5.59 IMA_SPKM_INITIATOR_AUTHPARMS

5.59.1

Format
typedef struct IMA_spkm_initiator_authparms
{
IMA_BYTE privateKey[4096];
IMA_UINT privateKeyLength;
void publicKey[4096];

IMA_UINT publicKeyLength;
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IMA_BYTE reserved[4096];

} IMA_SPKM_INITIATOR_AUTHPARMS;

5.59.2 Fields

5.59.2.1 privateKey

When this structure is retrieved this field shall be set to all zeros.

When this structure is set this field contains the private key of the associated object.
5.59.2r2—privateKeytength

When this structure is retrieved this field shall be zero.

When [this structure is set this field contains the length, in bytes, of the private key stgred in
privatgKey.

5.59.2|3 publicKey

When | this structure is retrieved this field shall be the currently set public key jpf the
associgted object.

When fhis structure is set this field contains the new public key of the associated object
5.59.2|4 publicKeyLength

When [this structure is retrieved this field shall ve the length, in bytes, of the public key|stored
in publicKey.

When [this structure is set this field contains the length, in bytes, of the public key stgred in
publicKey.

5.59.3] Remarks

This sfructure is used to set the SPKM1 and SPKM2 initiator authentication parameters|for an
LHBA.

This sfructure is included in the IMA_INITIATOR_AUTHPARMS union.

No method _isprovided to retrieve or control the algorithm identifiers used by SPKM1 or
SPKMp.

5.60 IMA_INTTTATOR_AUTHPARMS

5.60.1

Format
typedef union IMA _initiator_authparms
{
IMA_CHAP_INITIATOR_AUTHPARMS chapParms;
IMA_SRP_INITIATOR_AUTHPARMS srpParms;
IMA_KRB5_INITIATOR_AUTHPARMS kerberosParms;
IMA_SPKM_INITIATOR_AUTHPARMS spkmParms;

} IMA_INITIATOR_AUTHPARMS;
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5.60.2 Fields
5.60.2.1 chapParms

The initiator authentication parameters for CHAP if the authentication method is
IMA_AUTHMETHOD_CHAP.

5.60.2.2 srpParms

The initiator authentication parameters for SRP if the authentication method is
IMA_AUTHMETHOD_SRP.

5.60.2{3 kerberosParms

The ipitiator authentication parameters for Kerberos if the authenticatiopy\method is
IMA_AUTHMETHOD_KRBS.

5.60.2|4 spkmParms

The initiator authentication parameters for SPKM if the authentication metHod is
IMA_AUTHMETHOD_SPKM1 or IMA_AUTHMETHOD_SPKM2.

5.60.3] Remarks

This ptructure is used as a parameter to the IMA_GetlnitiatorAuthParms and the
IMA_SetlnitiatorAuthParms APls.

6 APIs

There jare ten groups of APIs in the iSCSI| Management API. These groups are:
1. Library and Plugin APIs

Node APIs

Logical HBA APIs

Physical HBASAPIs

Network Portal APls

Logical-Network Port (LNP) APIs

RPhysical Network Port (PNP) APls

Target APls

©le N o g e N

Logical Unit (LU) APIs

10. Miscellaneous APls

6.1 APIs by Category

6.1.1 Library and Plugin APls

There are five APIs that deal with the library and plugins. They are:
1. IMA_GetLibraryProperties
2. IMA_GetPluginOidList
3. IMA_GetPluginProperties


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) -71-

4. IMA_PluginlOCitl
5. IMA_GetAssociatedPluginOid

6.1.2 Node APIs
There are seven node related APIs. They are:
1. IMA_GetSharedNodeOid
IMA_GetNonSharedNodeOidList
IMA_GetNodeProperties

2

3

4. IMA_SetNodeName
5. IMA_GenerateNodeName
6. IMA_SetNodeAlias

7

IMA_GetAssociatedPluginOid

6.1.3 Logical HBA APIs

There Jare 43 logical HBA related APIs. They are:
1. IMA_GetLhbaOidList
IMA_GetLhbaProperties
IMA_GetNetworkPortalOidList
IMA_GetTargetOidList
IMA_GetLuOidList
IMA_GetDiscoveryProperties
IMA_SetlsnsDisceavery
IMA_SetSIpDiscovery

© ©® N o o &~ w0 N

IMA_SetStaticDiscovery

10. IMANAddStaticDiscoveryTarget
11(IMA_RemoveStaticDiscoveryTarget
12. IMA_SetSendTargetsDiscovery

3IHHA—GettpsecProperties
14. IMA_RemoveStaleData

15. IMA_GetFirstBurstLengthProperties

16. IMA_SetFirstBurstLength

17. IMA_GetMaxBurstLengthProperties

18. IMA_SetMaxBurstLength

19. IMA_GetMaxRecvDataSegmentLengthProperties
20. IMA_SetMaxRecvDataSegmentLength

21. IMA_GetMaxConnectionsProperties
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22.
23.
24.
25.
26.
27.
28.
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IMA_SetMaxConnections
IMA_GetDefaultTime2RetainProperties
IMA_SetDefaultTime2Retain
IMA_GetDefaultTime2WaitProperties
IMA_SetDefaultTime2Wait
IMA_GetlnitialR2TProperties
IMA_SetlnitialRT2

11989 © ISO/IEC:2010(E)

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

41

42.
43.

IMA_GetMaxOutstandingRT2Properties
IMA_SetMaxOutstandingR2T
IMA_GetErrorRecoverylLevelProperties
IMA_SetErrorRecoverylLevel
IMA_GetlmmediateDataProperties
IMA_SetlmmediateData
IMA_GetDataPdulnOrderProperties
IMA_SetDataPdulnOrder
IMA_GetDataSequencelnOrderProperties
IMA_SetDataSequencelnOrder
IMA_GetSupportedAuthMethods
IMA_GetInUselnitiatorAuthMethods

. IMA_SetlnitiatorAuthMethods

IMA_GetlnitiatorAuthParms
IMA_SetlnitiatorAuthParms

Physical HBA APIs

are 15 physical HBA related APIs. They are:

13

IMA_GetPhbaOidList
IMA_GetPhbaProperties

2
3
4
5
6.
7
8
9

10.

IMA_GetPhbaStatus
IMA_GetDiscoveryProperties
IMA_SetlsnsDiscovery
IMA_SetSIpDiscovery
IMA_SetStaticDiscovery
IMA_AddStaticDiscoveryTarget
IMA_RemoveStaticDiscoveryTarget

IMA_SetSendTargetsDiscovery
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6.1.5

11. IMA_GetPnpOidList

12. IMA_GetPhbaDownloadProperties

13. IMA_IsPhbaDownloadFile

14. IMA_PhbaDownload

15. IMA_SetStatisticsCollection

Network Portal APIs

There are currently three network portal related APIs. They are:

6.1.6

There

6.1.7

There

6.1.8

1.
2.
3.

IMA_GetNetworkPortalOidList
IMA_GetNetworkPortalProperties
IMA_SetNetworkPortallpAddress

Logical Network Port (LNP) APIs

are currently four logical network port related APls. They are;

1.

2
3.
4

IMA_GetLnpOidList
IMA_GetPnpOidList
IMA_GetLnpProperties
IMA_GetNetworkPortStatus

Physical Network Port (PNP) APls

are currently four physical network port related APIs. They are:

1.

IMA_GetPnpOidList
IMA_GetNetwarkPortStatus
IMA_GetRnpProperties
IMA_GetStatisticsProperties
IMACGetPnpStatistics
HMA_GetlpProperties
IMA_SetlpConfigMethod

2
3
4
5
6.
7
8
9

IMA_SetDefaultGateway
IMA_SetDnsServerAddress

10. IMA_SetSubnetMask

Target APIs

There are currently 32 target related APIs. They are:

1.
2.
3.

IMA_GetAddressKeys
IMA_GetTargetOidList

IMA_GetTargetProperties
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IMA_GetStatisticsProperties
IMA_GetTargetErrorStatistics
IMA_SetSendTargetsDiscovery
IMA_GetLuOidList
IMA_GetFirstBurstLengthProperties
IMA_SetFirstBurstLength
IMA_GetMaxBurstLengthProperties
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

22.
23.
24.
25.
26.
27.
28
29.

IMA_SetMaxBurstLength
IMA_GetMaxRecvDataSegmentLengthPropertie
IMA_SetMaxRecvDataSegmentLength
IMA_GetMaxConnectionsProperties
IMA_SetMaxConnections
IMA_GetDefaultTime2RetainProperties
IMA_SetDefaultTime2Retain
IMA_GetDefaultTime2WaitProperties
IMA_SetDefaultTime2Wait
IMA_GetlnitialR2TProperties

. IMA_SetInitialRT2

IMA_GetMaxOutstandingRT2Properties
IMA_SetMaxOutstandingR2T
IMA_GetErrorRecoverylLevelProperties
IMA_SetErrorRecoverylLevel
IMA_GetimmediateDataProperties
IMATSetimmediateData
HMA_GetDataPdulnOrderProperties
IMA_SetDataPdulnOrder

30.
31.
32.
33.

IMA_GetDataSequencelnOrderProperties
IMA_SetDataSequencelnOrder
IMA_GetDeviceStatistics
IMA_SetStatisticsCollection

6.1.9 Logical Unit (LU) APIs

There are currently ten logical unit related APls. They are:

1.
2.

IMA_GetLuOid
IMA_GetLuOidList
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6.1.10

There

3
4
5
6.
7
8
9

IMA_GetLuProperties
IMA_Lulnquiry
IMA_LuReadCapacity
IMA_LuReportLuns
IMA_ExposelLu
IMA_UnexposelLu
IMA_GetStatisticsProperties

—_

10. IMA_GetDeviceStatistics
11. IMA_SetStatisticsCollection

Miscellaneous APIs

are six miscellaneous APIs. They are:

IMA_GetObjectType

IMA_FreeMemory
IMA_RegisterForObjectVisibilityChanges
IMA_DeregisterForObjectVisibilityChanges
IMA_RegisterForObjectPropertyChanges
IMA_DeregisterForObjectPropertyChanges
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There are 98 APIs in the iSCSI Management API. They are:
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IMA_AddDiscoveryAddress
IMA_AddStaticDiscoveryTarget
IMA_DeregisterForObjectPropertyChanges

IMA_DeregisterForObjectVisibilityChanges

32

33.
34.

35

IMA_GetLuOidList
IMA_GetLuProperties
IMA_GetMaxBurstLengthProperties

IMA_GetMaxConnectionsProperties

MA_Exposelu

MA_FreeMemory

MIA_GenerateNodeName

VA _GetAddressKeyProperties

MA_GetAssociatedPluginOid

MA_GetDataPdulnOrderProperties

VA _GetDataSequencelnOrderProperties
MA_GetDefaultTime2RetainProperties

MA_GetDefaultTime2WaitProperties
MA_GetDeviceStatistics
MA_GetDiscoveryAddressOidList

MA_GetDiscoveryAddressProperties

MA_GetDiscoveryProperties

MIA_GetErrorRecoverylLevelProperties

MA_GetFirstBurstkengthProperties

MA_GetlmmediateDataProperties

36.
37.

38.
39.
40.
41.
42.
43,
44.
45.
46.
47.
48.
49.
50.

IMA_GetMaxOutstandingRT2Proplerties

IMA_GetMaxRecvDataSegmeéntLgngth
Properties

IMA_GetNetworkPartalOidList
IMA_GetNetwarkPortalProperties
IMA_GetNetworkPortStatus
IMA_GetNodeProperties

IMAL GetNonSharedNodeOidList
IMA_GetObjectType
IMA_GetPhbaDownloadPropertieg
IMA_GetPhbaOidList
IMA_GetPhbaProperties
IMA_GetPhbaStatus
IMA_GetPluginOidList
IMA_GetPluginProperties
IMA_GetPnpOidList

51. IMA_GetPnpProperties
MA_GetlnitialR2TProperties
52. IMA_GetPnpStatistics
MA_GetlnitiatorAuthParms
53. IMA_GetSharedNodeOid
MAGetinUselnitiatorAuthMethods
54. IMA_GetStaticDiscoveryTargetOidList
. IMA_GetlpProperties
55. IMA_GetStaticDiscoveryTargetProperties
. IMA_GetlpsecProperties
56. IMA_GetStatisticsProperties
. IMA_GetLhbaOidList
57. IMA_GetSupportedAuthMethods
. IMA_GetLhbaProperties
58. IMA_GetTargetErrorStatistics
. IMA_GetLibraryProperties
59. IMA_GetTargetOidList
. IMA_GetLnpOidList
60. IMA_GetTargetProperties
. IMA_GetLnpProperties
61. IMA_IsPhbaDownloadFile
. IMA_GetLuOid
62. IMA_Lulnquiry
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63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.

IMA_LuReadCapacity
IMA_LuReportLuns

IMA_PhbaDownload

IMA_PluginlOCtl
IMA_RegisterForObjectPropertyChanges
IMA_RegisterForObjectVisibilityChanges
IMA_RemoveDiscoveryAddress

IMA_RemoveStaleData

- 77 —

81

82.
83.
84.
85.
86.
87.

88

. IMA_SetInitialRT2
IMA_SetlnitiatorAuthMethods
IMA_SetlnitiatorAuthParms
IMA_SetlpConfigMethod
IMA_SetlsnsDiscovery
IMA_SetMaxBurstLength
IMA_SetMaxConnections

IMA_SetMaxQutstandingR2T

IMA_RemoveStaticDiscoveryTarget

MA_SetDataPdulnOrder

MA_SetDataSequencelnOrder

MA_SetDefaultGateway
IMA_SetDefaultTime2Retain
IMA_SetDefaultTime2Wait
IMA_SetDnsServerAddress

MIA_SetErrorRecoverylLevel

MA_SetFirstBurstLength

MA_SetimmediateData

89.
90.
91.
92.
93.
94.
95.
96.
97
98.

IMA_SetMaxRecvDataSegmentle
IMA_SetNetworkPortallpAddress
IMA_SetNodeAlias
IMA_SetNodeNamge
IMA_SetSendTargetsDiscovery
IMA_SetSipDiscovery
IMA:_SetStaticDiscovery

IIMA _SetStatisticsCollection
IMA_SetSubnetMask

IMA_UnexposelLu

hgth
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IMA_AddDiscoveryAddress

6.2.1.1 Synopsis

Adds a discovery address to be used for send targets discovery by the specified physical
network port or logical HBA.

6.2.1.2 Prototype

IMA_STATUS IMA_AddDiscoveryAddress(
[*in */ IMA_OID oid,
[*in*/ const IMA_TARGET_ADDRESS discoveryAddress,

7—out 7 IMA_OTD pDiscoveryAddressoid
);
6.2.1.3 Parameters
oid
Thg object ID of the PNP or LHBA to which the discovery address is"heing added.
discovieryAddress
Thg target address of the target to add to the specified PNP’s or LHBA's list of disgovery
addresses that are to be used in a send targets discovéry session.
pDiscqveryAddressOid
A pointer to a IMA_OID structure allocatéd by the caller or NULL. If not NULL, on
sucfcessful return it will contain the OID of*the discovery address added by this API.
6.2.1.4 Typical return values
IMA_§TATUS_REBOOT_NECESSARY
Returned if a reboot is nec¢essary before the discovery address is used by the PNP|or the
LHBA in a send targets,discovery session.
IMA_HRROR_NOT_SUPPORTED
Returned if send\targets discovery is not supported by the specified PNP or LHBA.
IMA_HRROR.INVALID_PARAMETER
Cannot

be

Retrrned if discoveryAddress is NULL or specifies a memory area from which data

ead. Also, returned if discoveryAddress specifies an empty structure.

Returned if pDiscoveryAddressQid is not NULL and specifies a memory area to which data

can
IMA_E
Ret
IMA_E
Ret

IMA_E

not be written.

RROR_INVALID_OBJECT_TYPE

urned if oid does not specify any valid object type.
RROR_INCORRECT_OBJECT_TYPE

urned if oid does not specify a PNP or LHBA object.
RROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP or LHBA that is currently known to the system.
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6.2.1.5 Remarks

The discovery address is persistent, i.e., it will continue to be used until removed by the
IMA_RemoveDiscoveryAddress API.

It is not an error to specify a discovery address that is already being used.

This call does not verify that the specified discovery address exists or that the PNP or LHBA
has sufficient rights to login into the specified discovery address.

the target(s) represented by the discovery address are discovered it shauld ‘call the
IMA_RegisterForObjectVisibilityChanges API before calling this API to register- asnotifjcation
functign.
If the feturn value from this APl is IMA_STATUS_REBOOT_NECESSARY- then an attempt to
use the discovery address will be made by the iSCSI stack on rebhoot. This discoyery is
guaranteed to have been attempted by the time the top of the iSCSk'stack finishes initializing.
This may or may not occur prior to the time an IMA client can execute.
6.2.1.9 Support
Manddtory if the sendTargetsDiscoverySettable field if the IMA_DISCOVERY_PROPERTIES
structdre returned by IMA_GetDiscoveryProperties is ttue for the same oid.
6.2.1.7 See Also
IMA_RemoveDiscoveryAddress
IMA_GetDiscoveryAddressProperties
IMA_HRegisterForObjectVisibilityChanges
IMA_QGetDiscoveryProperties
6.2.2 IMA_AddStaticDiscoveryTarget
6.2.2.1 Synopsis
Adds 3a target to bestatically discovered by the specified physical network port or logical HBA.
6.2.2.2 Prototype
IMA_STATUS IMA_AddStaticDiscoveryTarget(

[*in ¥/ IMA_OID oid,

A coRsHMA—STAHCBHSCOVERY—TFARGE-staticBiseoverytafget,

/* out */ IMA_OID *pStaticDiscoveryTargetOid

);

6.2.2.3 Parameters
oid

The object ID of the PNP or LHBA to which the target to be discovered is being added.
staticDiscoveryTarget

The name and target address of the target to add to the specified PNP’s or LHBA’s list of
targets that are to be statically discovered.
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pStaticDiscoveryTargetOid

A pointer to a IMA_OID structure allocated by the caller or NULL. If not NULL, on
successful return it will contain the OID of the static discovery target added by this API.

6.2.2.4 Typical return values

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before discovery of the specified target takes affect.

IMA_ERROR NOT SUPPORTED

RetLrned if static target discovery is not supported by the specified PNP or LHBA:

IMA_E

ca

RROR_INVALID_PARAMETER

Rerf]urned if staticDiscoveryTarget is NULL or specifies a memory area’from whic
n

ot be read. Also, returned if staticDiscoveryTarget specifies an empty structure.

Returned if pStaticDiscoveryTargetOid is not NULL and specifies;a memory area to

dat
IMA_H

B cannot be written.

RROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type:

IMA_E

RROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PNP or LHBA object.

IMA_E

Returned if oid does not specify a PNP or LHBA that is currently known to the systeny.

6.2.2.5

The d
remov

It is n

RROR_OBJECT_NOT_FOUND

Remarks

scovery of the target is” persistent, i.e., it will continue to be “discovered” un
bd using IMA_RemaoVeStaticDiscoveryTarget.

bt an error tQ specify a target that is already being discovered, either statically

other methods.

This ¢
rights

b1l does~not verify that the specified target exists or that the PNP or LHBA has su
0_login into the specified target.

h data

which

il it is

or by

fficient

If the return value from this APl is IMA_SUCCESS then an attempt to discover the specified
target(s) will be made by the iSCSI stack as soon as possible, possibly before the API returns
control to the caller. If a client wishes to know when the target(s) is/are actually discovered it
should call the IMA_RegisterForObjectVisibilityChanges API before calling this API to register
a notification function.

If the return value from this APl is IMA_STATUS_REBOOT_NECESSARY then an attempt to
discover the specified target(s) will be made by the iSCSI stack on reboot. This discovery is
guaranteed to have been attempted by the time the top of the iSCSI stack finishes initializing.
This may or may not occur prior to the time an IMA client can execute.

When a client is finished using the returned list it shall free the memory used by the returned

list by

calling IMA_FreeMemory.
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6.2.2.6 Support

Mandatory if the staticDiscoverySettable field in the IMA_DISCOVERY_PROPERTIES
structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.2.7 See Also
IMA_RemoveStaticDiscoveryTarget
IMA_GetStaticDiscoveryTargetProperties
IMA_RegisterForObjectVisibilityChanges
IMA_GetDiscoveryProperties
IMA_SetStaticDiscovery

6.2.3 IMA_DeregisterForObjectPropertyChanges
6.2.3.1 Synopsis
Deregisters a client function to be called whenever an object’s property changes.

6.2.3.2 Prototype

IMA_STATUS IMA_DeregisterForObjectPropertyChanges (
[*in */ IMA_OBJECT_PROPERTY_FN pClientFn
);

6.2.3.3 Parameters

pClientFn

A pointer to an IMA_OBJECT_PROPERFY."FN function defined by the client that was
preyviously registered using the IMA_RegisterForObjectPropertyChanges AP]. On
successful return this function will no lenger be called to inform the client of object property
changes.

6.2.3.4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pClientFfinis NULL or specifies a memory area that is not executable.

6.2.3.5 Support

Mandgtory

6.2.3.([ Remarks

The function specified by pClientFn will no longer be called whenever an object’s property
changes.

It is not an error to unregister a client function that is not registered.

6.2.3.7 See Also
IMA_RegisterForObjectPropertyChanges

6.2.4 IMA_DeregisterForObjectVisibilityChanges
6.2.4.1 Synopsis

Deregisters a client function to be called whenever a high level object appears or disappears.
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6.2.4.2 Prototype

IMA_STATUS IMA_DeregisterForObjectVisibilityChanges (
[*in */ IMA_OBJECT_VISIBILITY_FN pClientFn
);

6.2.4.3 Parameters

pClientFn

A pointer to an IMA_OBJECT_VISIBILITY_FN function defined by the client that was
previously registered using the IMA_RegisterForObjectVisibilityChanges API. On
successful return this function will no longer be called to inform the client of object visibility
changes.

6.2.4.4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pClientFn is NULL or specifies a memory area that is not executable.

6.2.4.5 Support

Mandgtory

6.2.4.69 Remarks

The function specified by pClientFn will be no longer be called whenever high level gbjects
appeafl or disappear.

It is ngt an error to unregister a client function.that is not registered.

6.2.4.7 See Also
IMA_HRegisterForObjectVisibilityChanhges

6.2.5 IMA_ExposelLu

6.2.5.1 Synopsis

Exposgs the specified logical unit to the operating system.

6.2.5.2 Prototype

IMA-STATUS IMA_ExposeLu(
/*in */ IMA_OID luOid
);

6.2.5.3 Parameters

luOid
The object ID of the LU to expose to the operating system.

6.2.5.4 Typical return values
IMA_STATUS_REBOOT_NECESSARY
Returned if a reboot is necessary before the LU is exposed to the OS.

IMA_ERROR_NOT_SUPPORTED
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Returned if the LHBA associated with the LU does not support selective exposing/exposing
of logical units.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if JuOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned if JuOid does not specify a LU object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if JuOid does not specify a LU that is currently known to the system.

IMA_E

Returned if luOid specifies a LU that is currently exposed to the operating §ystem.

IMA_E

Returned if the target associated with the specified LU failed to.f€spond to an iSCS

req

IMA_E

Returned if the target associated with the specified U rejected an iSCSI login r

fron

6.2.5.5

The e
whene
the sa

If a se
an iS(
access
sessio

RROR_LU_EXPOSED

RROR_TARGET_TIMEOUT

hest from an initiator.

RROR_LOGIN_REJECTED

n an initiator.

Remarks

kKposing of the LU is persistent, i.e.*the LU will continue to be exposed to t
ver the associated device driver loads, until a successful call to IMA_Unexposs
me LU.

I login

bquest

ne OS
Lu for

the target. If a session already exists between the LHBA and the target then

6.2.5.6 Support

Mands

returnéd by the IMA_GetLhbaProperties API for the LHBA that is associated with the |

the va

ue IMASTRUE.

6.2.5.7

Conce

ssion has not already been, created with the target associated with the logical u}t then

h may or may not be Created, at the discretion of the LHBA software and firmwarg.

Sl login will be performedwith the target to ensure that the initiator has permissgion to

nother

tory if the\IuExposingSupported field of the IMA_LHBA_ PROPERTIES stqjucture

U has

See Also

pts: Target Object IDs and Logical Unit Object IDs

IMA_UnexposelLu
IMA_GetLuld
IMA_GetLuOidList

6.2.6

IMA_FreeMemory

6.2.6.1 Synopsis

Frees

memory returned by an IMA API.
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6.2.6.2 Prototype

IMA_STATUS IMA_FreeMemory(
[*in*/ void *pMemory
);

6.2.6.3 Parameters

pMemory

A pointer to memory returned by an IMA API, such as IMA_OID_LIST structure returned by
the library. If the specified pointer is NULL then the function succeeds, but takes no action.
On successful return if the specified pointer is non-NULL the allocated memory is freed.

6.2.6.4

IMA_E

wri

6.2.6.5

Mandz

Typical return values

RROR_INVALID_PARAMETER

Re;lltJrned if pMemory is non-NULL and specifies a memory area to which data can

en.

Support

tory

6.2.6.6 Remarks

Clients

6.2.6.7
IMA_G
IMA_G
IMA_G
IMA_G
IMA_G
IMA_G
IMA_G

6.2.7
6.2.7.1

Gener

shall free all IMA_OID_LIST structures returned by any API by using this functio

See Also
etLhbaOidList
etLnpOidList
etLuOidList
etNonSharedNodeOidList
etPhbaOidList
etPnpOidList
etTargetOidList

IMA_GenerateNodeName
Syhopsis

htes @ ‘unique’ node name for the currently running system.

nhot be

6.2.7.2 Prototype

IMA_STATUS IMA_GenerateNodeName(
/* out */ IMA_NODE_NAME generatedName
);

6.2.7.3 Parameters

generatedName

On

successful return contains the generated node name.
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6.2.7.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if generatedName is NULL or specifies a memory area to that data cannot be
written.

6.2.7.5 Remarks

This API only generates a single name for a system, therefore it shall only be used to
generate the shared node name; it shall not be used to generate nonshared node names.

This APl call only generates a node name, it does not set the node name. To do that.dall the
IMA_SetNodeName API.

The ngme generated by this APl is based on the name of the computer that ‘the client is
running on. This APl does not search the network to ensure that the generated name|is not
alreadly in use. If the client chooses to use the node name generated by ‘this API thg client
should ensure that the node name is not already being used by another node.

6.2.7. Support
Mandgtory
6.2.7.7 See Also

IMA_GetSharedNodeOid
IMA_JetNonSharedNodeOidList
IMA_SetNodeName

Example of Setting a Node Name

6.2.8 IMA_GetAddressKeys
6.2.8.1 Synopsis

Gets the address keys of a target.

6.2.8.2 Prototype
IMA_STATUS IMA_GetAddressKeys(

[Ans/ IMA_OID targetOid,

Mout */ IMA_ADDRESS_KEYS **ppKeys
)i

6.2.8.7 Parameters

targetOid
The object ID of the target whose address keys are being retrieved.
ppKeys

A pointer to a pointer to an IMA_ADDRESS_KEYSstructure allocated by the caller. On
successful return this will contain a pointer to an IMA_ADDRESS_KEYS structure.

6.2.8.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if ppKeys is NULL or specifies a memory area to which data cannot be written.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

- 86 - 11989 © ISO/IEC:2010(E)

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if targetOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.

IMA_ERROR TARGET TIMEOUT

RetLrned if the target failed to respond to an iSCSI discovery session creation ffpm an
initjator.

6.2.8.1 Remarks

The returned list of address keys is guaranteed to contain no duplicate-values.

When |a client is finished using the returned keys structure it shall\free the memory used by
the lis{ by calling IMA_FreeMemory.

6.2.8.6 Support

Mandgtory

6.2.8.7 See Also

IMA_HreeMemory

6.2.9 IMA_GetAssociatedPluginOid

6.2.9.1 Synopsis

Gets the object ID for the pluginsassociated with the specified object ID.

6.2.9.2 Prototype

IMA_STATUS IMA_GetAssociatedPluginOid(
/*in/ IMA_OID oid
/*.6ut*/  IMA_OID *pPluginOid

);

6.2.9.3 Parameters

oid

The object ID of an object that has been received from a previous API call.

pPluginOid
A pointer to an IMA_OID structure allocated by the caller. On successful return this will
contain the object ID of the plugin associated with the object specified by oid. This can

then be used to work with the plugin, e.g., to get the properties of the plugin or the send
the plugin an IOCtl.

6.2.9.4 Typical return values

IMA_ERROR_INVALID_PARAMETER
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Returned if oid specifies an object not owned by a plugin, but instead one that is owned by
the library.

Returned if pPluginOid is NULL or specifies a memory area to which data cannot be
written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid specifies an object with an invalid type.

IMA_ERROR_OBJECT_NOT_FOUND

Re Hford-d " - . ot I _

IMA_BRROR_PLUGINS_NOT_SUPPORTED

Returned if the library implementation does not support plugins.

6.2.9.5 Remarks
None

6.2.9.6 Support
Mandgtory

6.2.9.7 See Also

Examg

le of Getting an Associated Plugin ID

IMA_HluginlOCtl

6.2.10
6.2.10

Gets the DataPDUInOrder iSCS8Ilogin parameter properties for the specified logical K

target,

6.2.10

6.2.10

IMA_GetDataPdulnOrderProperties

1 Synopsis

2 Prototype
IMA_STATUS IMA_GetDataPdulnOrderProperties(
[* il IMA_OID oid,
[Xout */  IMA_BOOL_VALUE *pProps
);

3 , (Parameters

1BA or

oid

The object ID of the LHBA or target whose DataPDUInOrder properties are to be

retri

eved.

pProps

A pointer to an IMA_BOOL_VALUE structure allocated by the caller. On successful return
this structure will contain the DataPDUInOrder properties for the specified LHBA or

targ

6.2.10.

IMA_E

et.

4 Typical return values

RROR_INVALID_PARAMETER
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Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_E

RROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_E

RROR_INCORRECT_OBJECT_TYPE

Returned ifoid does not specify a LHBA or target object.

IMA_E

RROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.10{5 Remarks
None
6.2.10{6 Support
Mandgtory for both LHBAs and targets
6.2.10/7 See Also
IMA_SetDataPdulnOrder
iSCSI [Session and Connection Parameters
6.2.11] IMA_GetDataSequencelnOrderProperties
6.2.11{1 Synopsis
Gets the DataSequenceInOrder iSCSI login parameter properties for the specified |ogical
HBA of target.
6.2.11{2 Prototype
IMA_STATUS IMA_GetDataSequencelnOrderProperties(
[*in ¥/ IMA_OID oid,
[* out */ IMA_BOOL_VALUE *pProps
);
6.2.11{3 Parameters
oid
Thg object ID of the LHBA or target whose DataSequenceInOrder properties argd to be
retrjeved.
pProps

A pointer to an IMA_BOOL_VALUE structure allocated by the caller. On successful return
this structure will contain the bataSequenceInOrder properties for the specified LHBA or
target.

6.2.11

.4 Typical return values

IMA_ERROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot

be written.

IMA_ERROR_INVALID_OBJECT_TYPE


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989

IMA_E

IMA_E

© ISO/IEC:2010(E) -89 -

Returned if oid does not specify any valid object type.

RROR_INCORRECT_OBJECT_TYPE
Returned ifoid does not specify a LHBA or target object.

RROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known
system.

6.2.11.5 Remarks

None

6.2.11
Mands
6.2.11

IMA_S
iSCSI

6.2.12
6.2.12

Gets the DefaultTime2Retain iSCSI login parameter properties for the specified

HBA o

6.2.12

6.2.12
oid

The
retr

pProp

6 Support

tory for both LHBAs and targets

7 See Also
etDataSequencelnOrder

Session and Connection Parameters
IMA_GetDefaultTime2RetainProperties

1 Synopsis

I target.

2 Prototype
IMA_STATUS IMA_GetDefaultTime2RetainProperties(
[*in ¥/ IMA_OID ©0id,
[*out*  IMA_MIN. MAX_VALUE *pProps
);

3 Parameters

object ID.‘ofithe LHBA or target whose DefaultTime2Retain properties are
eved.

to the

ogical

to be

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On successful
return this structure will contain the DefaultTime2Retain properties of this LHBA.

6.2.12

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA object.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

- 90 - 11989 © ISO/IEC:2010(E)

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA that is currently known to the system.

6.2.12.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.12.6 Support

Mandatory for both LHBAs and targets

6.2.12|7 See Also
IMA_SetDefaultTime2Retain

iSCSI Session and Connection Parameters
6.2.13| IMA_GetDefaultTime2WaitProperties
6.2.13|1 Synopsis

Gets the DefaultTime2Wait iSCSI login parameter propertiesfor the specified logical HBA
or target.

6.2.13|2 Prototype

IMA_STATUS IMA_GetDefaultTime2WaitRroperties(
[*in */ IMA_OID oid,
[out* IMA_MIN_MAX_ VALUE *pProps

);

6.2.13{3 Parameters

oid

Thg object ID of the LHBA\or target whose DefaultTime2Wait properties are|to be
retrjeved.

pProp$

A pointer to anvIMA_MIN_MAX_VALUE structure allocated by the caller. On sucgessful
retyrn this_structure will contain the DefaultTime2Wait properties for the specified LHBA
or target.

6.2.13l4~" Typical return values
IMA_ERROR_INVALID _PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.
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6.2.13.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.13.6 Support
Mandatory for both LHBAs and targets
6.2.13.7 See Also

IMA_SetDefaultTime2Wait

iSCSI Session and Connection Parameters

6.2.14] IMA_GetDeviceStatistics
6.2.14{1 Synopsis

Gets r:re statistics of the specified target or logical unit which is exposed to the ope¢rating
syste

6.2.14{2 Prototype

IMA_STATUS IMA_GetDeviceStatistics(

[*in*/ IMA_OID oid,

/* out */ IMA_DEVICE_STATISTICS *pStats
);
6.2.14|/3 Parameters

oid
Thg object ID of the target or LU whaosg,statistics are being retrieved.

pStats

A ppinter to an IMA_DEVICE* STATISTICS structure allocated by the caller. On sucgessful
retyrn it will contain the statistics of the specified target or LU.

6.2.14[4 Typical return values
IMA_HRROR_INVYALID PARAMETER
Returned.if\pStats is NULL or specifies a memory area to which data cannot be writtgn.

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LU object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LU that is currently known to the system.
IMA_ERROR_LU_NOT_EXPOSED

Returned if oid specifies a target that has no LUs exposed to the operating system.

Returned if oid specifies a LU that is not exposed to the operating system.
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IMA_ERROR_STATS_COLLECTION_NOT_ENABLED

Returned if statistics collection is not enabled for oid.

6.2.14.5 Remarks

If oid specifies a target then the statistics for the target are returned. At least one LU shall be
exposed to the operating system for the target to have statistics.

If oid specifies a LU then the statistics for the LU are returned. The LU shall be exposed to
the operating system for the LU to have statistics.

6.2.14/6 Support

Mandgtory if the statisticsCollectionEnabled field of the IMA_STATISTICS PROPERTIES
structdre returned by the IMA_GetStatisticsProperties API has the value IMA AFRUE.

6.2.14|7 See Also
IMA_STATISTICS _PROPERTIES
IMA_QetLuOidList
IMA_SetStatisticsCollection

6.2.15| IMA_GetDiscoveryAddressOidList

6.2.15{1 Synopsis
Gets a list of the object IDs of all the discoveryyaddresses associated with the spgcified
logicall HBA or physical network port.
6.2.15[2 Prototype

IMA_STATUS IMA_GetDiscoveryAddressOidList(
[*in */ IMA_OID oid,
/*out*/ IMA_OID LIST **ppList

);

6.2.15/3 Parameters

oid

Thg object ID of.the logical HBA object or a physical network port object for which to
retrjeve the known discovery addresses.

ppList

A poimtertoa poimter toam tMA—OD ST structure—Omsuccessfut returmthis—wittTontain
a pointer to an IMA_OID_LIST that contains the object IDs of all of the discovery
addresses associated with the specified object.

6.2.15.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_NOT_SUPPORTED

Returned if send targets discovery is not supported by the specified PNP or LHBA.
IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or a PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an object that is currently known to the system.

6.2.15.5 Remarks

The reta+n

When |a client is finished using the returned list it shall free the memory used by the[list by
calling| IMA_FreeMemory.

6.2.15{6 Support

Mandgtory if the sendTargetsDiscoverySettable field in the IMA_DISCOVERY_PROPERTIES
structyre returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.15|7 See Also
IMA_FreeMemory
IMA_AddDiscoveryAddress
IMA_HemoveDiscoveryAddress
IMA_GetDiscoveryAddressProperties

6.2.16] IMA_GetDiscoveryAddressProperties
6.2.16}{1 Synopsis

Gets the properties of the specified discovery address.

6.2.16[2 Prototype

IMA_STATUS.IMA_GetDiscoveryAddressProperties(
[*in */ IMA_OID discoveryAddressOid,
/*out%*) IMA_DISCOVERY_ADDRESS PROPERTIES *pProps

);
6.2.16{3 Parameters

discovieryAddressTargetOid

The object ID of the discovery address whose properties are being retrieved.
pProps

A pointer to an IMA_DISCOVERY_ADDRESS_PROPERTIES structure allocated by the
caller. On successful return this will contain the properties of the discovery address
specified by discoveryAddressOid.

6.2.16.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if discoveryAddressOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if discoveryAddressOid does not specify a discovery address.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if discoveryAddressOid does not specify a discovery address that is currently
known to the system.

6.2.16.5 Remarks

None

6.2.16/|6 Support

Mandgtory

6.2.16|7 See Also
IMA_AddStaticDiscoveryTarget

IMA_HemoveStaticDiscoveryTarget
IMA_QGetStaticDiscoveryTargetOidList

6.2.17| IMA_GetDiscoveryProperties
6.2.17{1 Synopsis
Gets the discovery properties of the specified\ptiysical or logical HBA.

6.2.17|2 Prototype
IMA_STATUS IMA_GetDiscoveryProperties(
[*in ¥/ IMA_OID oid,
[* out */ IMA_DISCOVERY_PROPERTIES *pProps
);
6.2.17{3 Parameters
oid
Thg object ID_of'the PHBA or LHBA whose discovery properties are being retrieved.

pProp$

A poinier 10 an IMA_DISCOVERY_PROPERTIES structure allocaied by the caller. On
successful return it will contain the discovery properties of the specified PHBA or LHBA.

6.2.17.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PHBA or LHBA object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PHBA or LHBA that is currently known to the system.

6.2.17.

None

6.2.17.

5 Remarks

6 Support

Mandatory for PHBAs.
Optional for LHBAs.

6.2.17
IMA_G
IMA_G
IMA_S
IMA_S
IMA_S
IMA_S

Examgq
6.2.18
6.2.18

Gets
target.

6.2.18

6.2.18
oid

The
retr|

etlsnsDiscovery
etSlpDiscovery
etStaticDiscovery

etSendTargetsDiscovery

pProps

7 See Also
etPhbaOidList
etLhbaOidList

le of Getting PHBA Discovery Properties
IMA_GetErrorRecoveryLevelProperties
1 Synopsis

he ErrorRecoveryLevel iSCSI loginproperties for the specified logical H

2 Prototype
IMA_STATUS IMA_GetErcorRecoverylLevelProperties(
/*in */ IMA_OtDoid,
/*out*  IMA-MIN_MAX_VALUE *pProps
);

3 Parameters

object(ID*of the LHBA or target whose ErrorRecoveryLevel properties are
eved:

BA or

to be

A pointer to an IMA_MIN_MAX_ VALUE structure allocated by the caller. On successful
return this structure will contain the ErrorRecoveryLevel properties for the specified
LHBA or target.

6.2.18.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE
Returned ifoid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.18.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.18{6 Support

Mandgtory for both LHBAs and targets.

6.2.18|7 See Also
IMA_SetErrorRecoverylLevel

iSCSI Session and Connection Parameters
6.2.19] IMA_GetFirstBurstLengthProperties
6.2.19{1 Synopsis

Gets the FirstBurstLength iSCSI login parametef properties of the specified logical HBA
or target.

6.2.19|2 Prototype

IMA_STATUS IMA_GetFirstBurstLengthProperties(
[*in*/ IMA_OID oid,
/*out*/  IMA_MIN_MAX_VALUE *pProps

);

6.2.19|13 Parameters

oid

Thg object ID of (the” LHBA or target whose FirstBurstLength properties are|to be
retrjeved.

pProp$

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On sucgessful
returmT this—structure witt contaim the FrrstBurstLengtn properties of the specified LHBA
or target.

6.2.19.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
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RROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.19.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.19.6 Support

Mandatory for both LHBAs and targets.

6.2.19
IMA_M
IMA_S

6.2.20
6.2.20

Gets t
target.

6.2.20

6.2.20

oid
Thdg

pProp

Ap
this

6.2.20

7 See Also
IN_MAX_VALUE
etFirstBurstLength

IMA_GetimmediateDataProperties
1 Synopsis

he ImmediateData iSCSI login parameter properties fof’the specified logical H

2 Prototype

IMA_STATUS IMA_GetlmmediateDataProperties(
/*in */ IMA_OID oid,
[* out */ IMA_BOOL_VALUE pProps

);

3 Parameters

object ID of the LHBA jontarget whose ImmediateData properties are to be retr

ointer to an IMA_ BOOL_VALUE structure allocated by the caller. On successful
structurewill'contain the ITmmediateData properties for the specified LHBA or t

4 Typical return values

BA or

ieved.

return
brget.

IMA_

RROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned ifoid does not specify a LHBA or target object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

- 98- 11989 © ISO/IEC:2010(E)

6.2.20.5 Remarks

None

6.2.20.6 Support
Mandatory for both LHBAs and targets.
6.2.20.7 See Also

IMA_SetimmediateData

iSCSI Session and Connection Parameters

6.2.21| IMA_GetInitialR2TProperties
6.2.21{1 Synopsis

Gets fhe InitialR2T iSCSI login parameter properties for the specified logical HBA or
target.

6.2.21|{2 Prototype

IMA_STATUS IMA_GetlnitialR2TProperties(
[*in */ IMA_OID oid,
[* out */ IMA_BOOL_VALUE *pProps
);
6.2.21{3 Parameters

oid
Thg object ID of the LHBA or target whose TnitialR2T properties are to be retrieved.
pProp$

A plointer to an IMA_BOOL MALUE structure allocated by the caller. On successful|return
thig| structure will contain the)InitialR2T properties of the specified LHBA or targef.

6.2.21|4 Typical return-values
IMA_HRROR_INVALID PARAMETER
Returned if(@Props is NULL or specifies a memory area to which data cannot be written.

IMA_HRROR" INVALID_OBJECT_TYPE

Returrred-if-orddoesnot-specify-any-valid-objecttype:
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.21.5 Remarks

None
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6.2.21.6 Support
Mandatory for both LHBAs and targets.
6.2.21.7 See Also

IMA_SetlInitialRT2

iSCSI Session and Connection Parameters
6.2.22 IMA_GetInitiatorAuthParms
6.2.22.1 Synopsis

Gets the parameters for the specified authentication method on the specified LHBA.

6.2.22|12 Prototype

IMA_STATUS IMA_GetlnitiatorAuthParms(
[*in */ IMA_OID IhbaOid,
[in[ IMA_AUTHMETHOD method,
/*out*/ IMA_INITIATOR_AUTHPARMS *pParms

);
6.2.2213 Parameters

IhbaOld
Thg object ID of the LHBA whose authentication parameters are to be retrieved.
methof

Thg authentication method of the LHBA whose authentication parameters are [to be
retrjeved.

pParms

A pointer to an IMA_INITNATOR_AUTHPARMS structure. On successful return this will
conftain the initiator authentication parameters for the specified authentication method on
the|specified LHBA.

6.2.22|4 Typicalreturn values
IMA_HRROR.NOT_SUPPORTED

Returned’ if the getting of authentication parameters is not supported by the spgcified
LHBA.MN this case, it is likely that LHBA does not support any authentication methodp.

IMA_ERROR_INVALID_PARAMETER

Returned if method does not specify a valid authentication method or does not specify a
supported authentication method.

Returned if method has the value IMA_ AUTHMETHOD_NONE.

Returned if pParms is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if IhbaOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE
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Returned if IhbaOid does not specify an LHBA.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify an LHBA that is currently known to the system.

6.2.22.5 Remarks

None

6.2.22.6 Support

Optional

6.2.22{7 See Also
IMA_SetlnitiatorAuthParms

Client Implementation Notes: Transmission of Authorization Parameters
6.2.23| IMA_GetIinUselnitiatorAuthMethods
6.2.23|1 Synopsis

Gets the authentication methods currently in use by the specified logical HBA.

6.2.23[2 Prototype

IMA_STATUS IMA_GetInUselnitiatorAuthMethods(
/*in */ IMA_OID IhbaOid,
[/*in, out */] IMA_UINT *pMethodCount,
/*out*/ IMA_AUTHMETHOD. *pMethodList;

);
6.2.23|13 Parameters

IhbaOyd
Thg object ID of an LHBA whose authentication methods are to be retrieved.
pMethpdCount

A pointer to an>IMA_UINT allocated by the caller. On entry the pointed to valug¢ shall
conftain thesmaximum number of entries that can be placed into pMethodList. On return it
willlcontain.the number of entries that could be placed into pMethodList.

pMethpdList

A pointer to an array of IMA_AUTHMETHODSs allocated by the caller. This value may be
NULL. If this value is not NULL on successful return the array will be filled in with the
authentication methods currently being used by the LHBA. These entries will be sorted in
decreasing order of preference for use by the LHBA.

If this value is NULL then the value pointed to by pMethodCount on entry shall be zero.

6.2.23.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if pMethodList specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if IhbaOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if IhbaOid does not specify an LHBA.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify an LHBA that is currently known to the system.

cation

6.2.23.5 Remarks

This APHs-the-counterpartof-theHAA—SetritaterAuthMethedsAR—Thetist-ef-authent
methofls returned by this APl is the same list, in the same order, as those specified to_t
succegsful  call to IMA_SetlnitiatorAuthMethods. If no  successful( ca

IMA_S
list an

A sucgd

The returned list is guaranteed to contain no duplicate values.

The n
value
return

If the
pMeth

6.2.23
Mandz
6.2.23

IMA_G
IMA_S

6.2.24
6.2.24

Gets t

i their order in the list is vendor specific.

essful call to this API will always return at least one authentication'method.

imber of authentication methods returned in pMethodLlist will be the minimum
n *pMethodCount on entry to the APl and the valué)of *pMethodCount on suc
from the API.

call fails and the value of pMethodList iss\not NULL then the data pointed
bdList will be unchanged.

6 Support
tory
7 See Also

etSupportedAuthMethads
etlnitiatorAuthMetheds

IMA_GetlpProperties
1 Synopsis

ne |IP properties of the specified physical network port.

he last
I to

etlnitiatorAuthMethods has been made then the authentication methods in the refturned

of the
cesful

to by

6.2.24

2.V Prototype

IMA_STATUS IMA_GetlpProperties(

[*in */ IMA_OID oid,

/*out*/ IMA_IP_PROPERTIES *pProps
);

6.2.24.3 Parameters

oid

The object ID of the PNP whose IP properties are to be retrieved.

pProps

A pointer to an IMA_IP_PROPERTIES structure. On successful return this will contain the
IP properties of the PNP specified by oid.
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6.2.24.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PNP object.

IMA_HRROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP that is currently known to the system:-

6.2.24|5 Remarks

None

6.2.24{6 Support

Mandgtory

6.2.24{7 See Also
IMA_SetDefaultGateway
IMA_SetDnsServerAddress
IMA_SetlpConfigMethod
IMA_SetSubnetMask

6.2.25 IMA_GetlpsecProperties
6.2.25|1 Synopsis

Gets the IPsec properties of the specified physical network port or logical HBA.

6.2.25[2 Prototype
IMA_STATUS IMA_GetlpsecProperties(
AT IMA_OID oid,
#*out*/ IMA_IPSEC_PROPERTIES *pProps
);
6.2.25{3. " Parameters

phbaOid
The object ID of the PNP or LHBA whose IPsec properties are being retrieved.
pProps

A pointer to an IMA_IPSEC_PROPERTIES structure allocated by the caller. On successful
return this will contain the IPsec properties of the specified PNP or LHBA.

6.2.25.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
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RROR_INVALID_OBJECT_TYPE

urned if oid does not specify any valid object type.
RROR_INCORRECT_OBJECT_TYPE

urned if pid does not specify a PNP or LHBA object.
RROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP or LHBA that is currently known to the system.

6.2.25

If the
of IMA

6.2.25
Mands
6.2.25
IMA_Q
IMA_Q

IPsec
6.2.26
6.2.26

Gets 4

6.2.26

6.2.26

ppList

-5—Remarks

psecSupported field in the returned IMA_IPSEC_PROPERTIES structure has ths
| FALSE then the values of all other fields in the structure are not defined.

6 Support
tory

7 See Also
etLhbaOidList
etPnpOidList

Security in Client Usage Notes
IMA_GetLhbaOidList
1 Synopsis
list of the object IDs of all the logicabHBAs in the system.

2 Prototype

IMA_STATUS IMA_GetEhbaOidList(
/*out*  IMACOID_LIST **ppList
);

3 Parameters

pinter t@_a pointer to an IMA_OID_LIST structure. On successful return this will g
binter<to*an IMA_OID_LIST that contains the object IDs of all of the LHBAs currg
system.

6.2.26

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

value

ontain
ntly in

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

6.2.26

.5 Remarks

If there are no LHBAs then the call completes successfully and the returned list contains zero
entries.

The re

turned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list by

calling

IMA_FreeMemory.
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6.2.26.6 Support
Mandatory
6.2.26.7 See Also

IMA_FreeMemory
Example of Getting LHBA Properties

6.2.27 IMA_GetLhbaProperties

6.2.27.1 Synopsis

Gets the properties of the specified logical HBA.

6.2.27]2 Prototype

IMA_STATUS IMA_GetLhbaProperties(

[*in */ IMA_OID IhbaOid,

[* out */ IMA_LHBA PROPERTIES *pProps
);
6.2.27|3 Parameters

IhbaOld
Thg object ID of the LHBA whose properties are beirg)retrieved.
pProp$

A pointer to an IMA_LHBA_PROPERTIES structure allocated by the caller. On sucg¢essful
retyrn this will contain the properties of.the LHBA specified by /hbaQid.

6.2.27|4 Typical return values
IMA_HRROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_HRROR_INVALID(OBJECT_TYPE
Returned if Ihba©id does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned’if IhbaOid does not specify anLHBA.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify an LHBA that is currently known to the system.

6.2.27.5 Remarks

None

6.2.27.6 Support

Mandatory

6.2.27.7 See Also
Example of Getting LHBA Properties
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IMA_GetLibraryProperties
.1 Synopsis
Gets the properties of the IMA library that is being used.
.2 Prototype

IMA_STATUS IMA_GetLibraryProperties(
/*out*/ IMA_LIBRARY_PROPERTIES *pProps
);

6.2.28.3 Parameters
pProp$
A pointer to an IMA_LIBRARY_PROPERTIES structure allocated by thg) calle

SUC
use

6.2.28

IMA_E

cessful return this structure will contain the properties of the IMA libraty, that is
d.

4 Typical return values

RROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to, which data cannot be writt

6.2.28

None

6.2.28
Mandg
6.2.28
Examq
6.2.29
6.2.29

Gets 3

6.2.29

5 Remarks

6 Support
tory
7 See Also

le of Getting Library Properties
IMA_GetLnpOidList
1 Synopsis
list of the object IDs of all the iSCSI usable logical network ports in the system.

2 Prototype

IMA_STATUS IMA_GetLnpOidList(
[* out */ IMA_OID_LIST **ppList

Being

6.2.29

ppList

\
)

.3 Parameters

A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer
to an IMA_OID_LIST that contains the object IDs of all of the iSCSI usable LNPs known to

the

6.2.29

system.

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
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6.2.29.5 Remarks

The returned list is guaranteed to not contain any duplicate entries.

When the caller is finished using the list it shall free the memory used by the list by calling
IMA_FreeMemory.

6.2.29.6 Support

Mandatory

6.2.29(7—See-Alse
IMA_FreeMemory

6.2.30] IMA_GetLnpProperties
6.2.30{1 Synopsis
Gets the properties of the specified logical network port.

6.2.30(2 Prototype

IMA_STATUS IMA_GetLnpProperties(

[*in */ IMA_OID InpOQid,

/* out */ IMA_LNP_PROPERTIES *pProps
);
6.2.30{3 Parameters

InpOid
Thg object ID of the LNP whose properties are being retrieved.
pProp$

A pointer to an IMA_LNP/PROPERTIES structure. On successful return this will gontain
the|properties of the LNP-specified by InpOid.

6.2.30{4 Typical return values
IMA_HRROR_INVALID PARAMETER
Returned_if.pProps is NULL or specifies a memory area to which data cannot be written.

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if InpOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if InpOid does not specify an LNP.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if InpOid does not specify an LNP that is currently known to the system.

6.2.30.5 Remarks

None
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6.2.30.6 Support

Mandatory

6.2.31 IMA_GetLuOid
6.2.31.1 Synopsis

Gets a logical unit object ID for the specified LUN connected to the specified target.

6.2.31.2 Prototype

INA _CTATLIC IMNA O atl VAl
VI _ O Ty oo Vi OCTEOO T

[*in */ IMA_OID targetOid,
[*in */ IMA_BYTE lun[8],
/* out */ IMA_OID *pluOid

);

6.2.3113 Parameters

targetOid

Thg object ID of the target that controls the logical unit whose'object ID is being retrigved.

lun

Thg LUN specifying the logical unit of the target whose object ID is being retrieved.
pluQid

A pointer to an IMA_OID structure allecated by the caller. On successful return|it will
contain the object ID of the logical unit for the specified LUN connected to the spgcified
target.

6.2.3114 Typical return values
IMA_HRROR_INVALID_PARAMETER
Returned if p/uOid is NULL or specifies a memory area to which data cannot be written.
IMA_HRROR_INVALID_OBJECT_TYPE
Returned if(fargetOid does not specify any valid object type.
IMA_HRROR INCORRECT_OBJECT_TYPE

Returned 1t targetOid does not speciiy a target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.
6.2.31.5 Remarks

This APl does not verify that the specified LUN actually exists. The client should use the
IMA_LuReportLuns API to retrieve the LUNs that are available on the specified target.

6.2.31.6 Support

Mandatory
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6.2.31.7 See Also

Concepts: Target Object IDs and Logical Unit Object IDs
IMA_GetLuOidList

IMA_GetLuProperties

IMA_LuReportLuns

6.2.32 IMA_GetLuOidList
6.2.32.1 Synopsis

Gets list of the object IDs of all the logical units associated with the specified LHBA or
target jobject ID that are exposed to the operating system.

6.2.32(2 Prototype

IMA_STATUS IMA_GetLuOidList(

[*in */ IMA_OID oid,

[* out */ IMA_OID_LIST **ppList
);
6.2.32|3 Parameters

oid
Thg object ID of the LHBA or target whose logical unit/@bject IDs are being retrieved,
ppList

A ppinter to a pointer to an IMA_OID_LIST(structure. On successful return this will gontain
a pointer to an IMA_OID_LIST that contains the object IDs of all of the logical units
asspciated with the specified object that are exposed to the operating system.

6.2.32|14 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be writtgn.

>

IMA_HRROR_INVALID,;OBJECT_TYPE
Returned if oid does not specify any valid object type.
IMA_HRRORXINCORRECT_OBJECT_TYPE

Retrjrned if oid does not specify a LHBA or target object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.32.5 Remarks
The entries in the returned list represent LUs that are currently exposed to the operating

system. These LUs may have been exposed to the OS using the IMA_ExposelLu API or may
have been exposed to the OS via some other mechanism outside of IMA.

The returned list is guaranteed to not contain any duplicate entries.

When a client has finished using the returned list it shall free the memory used by the list by
calling IMA_FreeMemory.
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6.2.32.6 Support

Mandatory

6.2.32.7 See Also

Concepts: Target Object IDs and Logical Unit Object IDs
IMA_FreeMemory

IMA_GetLuOid

IMA_GetLuProperties

6.2.33tMA—GettuProperties
6.2.33|1 Synopsis

Gets the properties of the specified logical unit.

6.2.33[2 Prototype

IMA_STATUS IMA_GetLuProperties(

[*in */ IMA_OID IuOid,

[* out */ IMA_LU_ PROPERTIES *pProps
);
6.2.33|3 Parameters

luOid
Thg object ID of the LU whose properties are being retrieved.

pProp$

A pointer to an IMA_LU_PROPERTIES structure allocated by the caller. On succ

retyrn it will contain the properties:of the specified LU.

6.2.33|4 Typical return values
IMA_HRROR_INVALID_RARAMETER

Returned if pProps_is NULL or specifies a memory area to which data cannot be writt

IMA_HRROR_INVALID_OBJECT_TYPE

ReJ.Arned ifluOid does not specify any valid object type.

IMA_HRROR_INCORRECT_OBJECT_TYPE

essful

Returned if luOid does not specify a LU object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if luOid does not specify a LU that is currently known to the system.

6.2.33.5 Remarks

A successful call to this APl does not guarantee that the LU associated the /uOid actually
exists. The best way for a client to ensure that a LU exists is to call the IMA_Lulnquiry API

and examine the returned data to determine if it indicates that the LU exists.

6.2.33.6 Support

Mandatory
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6.2.33.7 See Also
IMA_GetLuOid
IMA_GetLuOidList

6.2.34 IMA_GetMaxBurstLengthProperties
6.2.34.1 Synopsis

Gets the MaxBurstLength iSCSI login parameter properties of the specified logical HBA or
target.

6.2.34f2—Prototype

IMA_STATUS IMA_GetMaxBurstLengthProperties(
[*in*/ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

);

6.2.34|3 Parameters

oid

Thg object ID of the LHBA or target whose MaxBurst®éngth properties are|to be
retrjeved.

pProp$

A pointer to an IMA_MIN_MAX_VALUE struéture allocated by the caller. On sucgessful
retdrn this structure will contain the MaxBur&tLength properties of the specified LHBA or
target.

6.2.34/4 Typical return values
IMA_HRROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_HRROR_INVALID_QBJECT_TYPE
Returned if oid does)not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returnedsif*oid does not specify a LHBA or target object.

IMA_HRROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.34.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.34.6 Support

Mandatory for both LHBAs and targets.

6.2.34.7 See Also
IMA_SetMaxBurstLength
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iSCSI Session and Connection Parameters
Example of Getting/Setting LHBA Max Burst Length

6.2.35

IMA_GetMaxConnectionsProperties

6.2.35.1 Synopsis

Gets the MaxConnections iSCSI login parameter properties for the specified logical HBA or

target.

6.2.35.2 Prototype

6.2.35
oid

The
retr|

pProp
A1
retd

with

6.2.35

IMA_E

Returned if pProps is NULL orspecifies a memory area to which data cannot be writt

IMA_E

Returned if oid does not specify any valid object type.

IMA_E

Returned if oid does not specify a LHBA or target object.

IMA_E

[ IMMA_STATUS MA_GetiMtaxConmectionsPropertiest
[*in */ IMA_OID oid,
[*out* IMA_MIN_MAX_ VALUE *pProps

);

3 Parameters

object ID of the LHBA or target whose MaxConnectdgns properties are
eved.

ointer to an IMA_MIN_MAX_VALUE structure<allocated by the caller. On sucq
rn this structure will contain the MaxConnections properties of sessions assq
this LHBA or target.

4 Typical return values

RROR_INVALID_PARAMETER

RROR_INVALID_OBJECT_TYPE

RROR_INCORRECT_OBJECT_TYPE

RROR- OBJECT_NOT_FOUND

Re | if 0id d iy 2 | HEA . | I

6.2.35

to be

essful
ciated

.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.35

.6 Support

Mandatory for both LHBAs and targets.

6.2.35

.7 See Also

IMA_SetMaxConnections

iSCSI

Session and Connection Parameters
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6.2.36 IMA_GetMaxOutstandingR2TProperties
6.2.36.1 Synopsis

Gets the MaxOutstandingR2T per task iSCSI login parameter properties for the specified
logical HBA or target.

6.2.36.2 Prototype
IMA_STATUS IMA_GetMaxOutstandingR2TProperties(
[*in ¥/ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

VAl

6.2.36{3 Parameters
oid

Thg object ID of the LHBA or target whose MaxOutstandingR2T properties are| to be
retrjeved.

pProp$

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On sucgessful
retyrn this structure will contain the MaxOutstand¥ngR2T properties for the spgcified
LHBA or target.

6.2.36|4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pProps is NULL or specifiessa memory area to which data cannot be written.
IMA_HRROR_INVALID_OBJECT_TYPE

Refurned if oid does not specify*any valid object type.
IMA_HRROR_INCORRECT -:OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_HRROR_OBJECT NOT_FOUND

Returned if(oid does not specify a LHBA or target that is currently known to the system.

6.2.3615¢, Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.36.6 Support

Mandatory for both LHBAs and targets.

6.2.36.7 See Also
IMA_SetMaxOutstandingR2T

iSCSI Session and Connection Parameters
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6.2.37 IMA_GetMaxRecvDataSegmentLengthProperties
6.2.37.1 Synopsis

Gets the MaxRecvDataSegmentLength iSCSI login parameter properties of the specified
logical HBA or target.

6.2.37.2 Prototype
IMA_STATUS IMA_GetMaxRecvDataSegmentLengthProperties(
/*in */ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

VAl

6.2.3713 Parameters
oid

Thg object ID of the LHBA or target whose MaxRecvDataSegmentLength properties are
to retrieved.

pProp$

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On sucgessful
retyrn this structure will contain the MaxRecvDataSegmentLength properties [of the
LHBA or target.

6.2.37|4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pProps is NULL or specifiessa memory area to which data cannot be written.
IMA_HRROR_INVALID_OBJECT_TYPE

Refurned if oid does not specify*any valid object type.
IMA_HRROR_INCORRECT -:OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_HRROR_OBJECT NOT_FOUND

Returned if(oid does not specify a LHBA or target that is currently known to the system.

6.2.3715¢» Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.37.6 Support
Mandatory for both LHBAs and targets.
6.2.37.7 See Also

IMA_SetMaxRecvDataSegmentLength
iSCSI Session and Connection Parameters
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6.2.38 IMA_GetNetworkPortalOidList
6.2.38.1 Synopsis

Gets a list of the object IDs of the network portals that can be used to enumerate the network
portals of a logical HBA.

6.2.38.2 Prototype

IMA_STATUS IMA_GetNetworkPortalOidList(
/*in*/ IMA_OID oid,
/*out*  IMA_OID_LIST **ppList

\.

7T

6.2.38/3 Parameters

oid
Thg object ID of the LNP whose network portals are being enumerated.
ppList

A ppinter to a pointer to an IMA_OID_LIST structure. On suceessful return this will gontain
a ppinter to an IMA_OID_LIST that contains the object 4Ds of all of the network portals
assjciated with the specified OID.

6.2.38/4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be writte

=]

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJYECT_TYPE

Returned if oid does not.specify an LNP object.
IMA_HRROR_OBJEGT:-NOT_FOUND

Returned if ojd 'does not specify an LNP that is currently known to the system.

6.2.38|/5 _,Remarks

The refturned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list by
calling IMA_FreeMemory.

6.2.38.6 SupportMandatory
6.2.38.7

6.2.38.8 See Also
IMA_FreeMemory
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6.2.39 IMA_GetNetworkPortalProperties
6.2.39.1 Synopsis

Gets the properties of the specified network portal.

6.2.39.2 Prototype

IMA_STATUS IMA_GetNetworkPortalProperties(
[*in*/ IMA_OID networkPortalOid,
[* out */ IMA_NETWORK_PORTAL_PROPERTIES *pProps
);
6.2.39[3~ Parameters

netwofkPortalOid
Thg object ID of the network portal whose properties are being retrieved.
pProp$

A ppointer to an IMA_NETWORK_PORTAL_PROPERITES structure allocated by the|[caller.
On| successful return this structure will contain the properties of the network|portal
spelcified by networkPortalOid.

6.2.39[4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a mémory area to which data cannot be written.
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if networkPortalOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJEGT_TYPE

Refurned if networkPortalOid does not specify a network portal object.
IMA_HRROR_OBJECTA-NOT_FOUND

Returned if networkPortalOid does not specify an LNP that is currently known [to the
sysfem.

6.2.3915 _,Remarks

None

6.2.39.6 Support

Mandatory

6.2.40 IMA_GetNetworkPortStatus
6.2.40.1 Synopsis

Gets the status of a specified logical or physical network port.
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6.2.40.2 Prototype

IMA_STATUS IMA_GetNetworkPortStatus(
[*in*/ IMA_OID portOid,
[*out* IMA_NETWORK_PORT_STATUS *pStatus
);
6.2.40.3 Parameters

portOid

The object ID of the logical or physical network port whose status is being retrieved.

pStatu

[2)

successful return it will contain the current status of the specified logical or p
netyork port.

6.2.40{4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pStatus is NULL or specifies a memory area to,which data cannot be writ
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if portOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Refurned if portOid does not specify a logical or physical network port object.

IMA_HRROR_OBJECT_NOT_FOUND

A pointer to an IMA_NETWORK_PORT_STATUS variable allocated by the caIIIr. On

ysical

en.

Returned if portOid does not.specify a logical or physical network port that is currently

known to the system.

6.2.40l5 Remarks

None

6.2.40/6 Support

Mandgtory foerboth LNPs and PNPs.

6.2.41L_IMA_GetNodeProperties

6.2.41.1 Synopsis

Gets the properties of the specified iSCSI node.

6.2.41.2 Prototype

IMA_STATUS IMA_GetNodeProperties(
[*in */ IMA_OID nodeOid,
/*out*/ IMA_NODE_PROPERTIES *pProps
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6.2.41.3 Parameters

nodeOid
The ID of the node to get the properties of.
pProps

A pointer to an IMA_NODE_PROPERTIES structure allocated by the caller. On successful
return this will contain the properties of the specified by nodeOid.

6.2.41[{4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannpi-be written.
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if nodeOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if nodeOid does not specify a node object.
IMA_HRROR_OBJECT_NOT_FOUND

Returned if nodeOid does not specify a node thatis currently known to the system.

6.2.4115 Remarks

None

6.2.41{6 Support

Manddtory

6.2.41|7 See Also
IMA_(JetSharedNodeOid
IMA_GetNonSharedNodeOidList

Example of Getting Node Properties
6.2.42| IMA:GetNonSharedNodeOidList
6.2.421+—Synopsis

Gets a list of the object IDs for the non-shared nodes of the currently executing operating
system image.

6.2.42.2 Prototype

IMA_STATUS IMA_GetNonSharedNodeOidList(
/*out*  IMA_OID_LIST **ppList
);
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6.2.42.3 Parameters

ppList

A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer
to an IMA_OID_LIST that contains the object IDs of all of the non-shared nodes currently
in the system.

6.2.42

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

6.2.42

If ther
contai

5 Remarks

b are no non-shared nodes then the call completes successfully and\the return
NS zero entries.

The refurned list is guaranteed to not contain any duplicate entries,

When
calling

6.2.42
Mand4g
6.2.42
Conce
IMA_F
IMA_Q
IMA_Q

Examq
6.2.43
6.2.43

Gets t

6.2.43

a client is finished using the returned list it shall free th® memory used by the
IMA_FreeMemory.

6 Support

tory

7 See Also

pts: The Shared Node versus Non-shared Nodes
reeMemory

etSharedNodeOid

etNodeProperties
le of Getting an Associated Plugin ID

IMA_GetObjectType
1 Synopsis

ne object type of an initialized object ID.

2<{, Prototype

6.2.43
oid

IMA_STATUS IMA_GetObjectType(

/*in */ IMA_OID oid,

/*out*/  IMA_OBJECT_TYPE *pObjectType
);

.3 Parameters

The initialized object ID to get the type of.

pObjectType

>

ed list

list by

A pointer to an IMA_OBJECT_TYPE variable allocated by the caller. On successful return

itw

ill contain the object type of oid.
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6.2.43.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pObjectType is NULL or specifies a memory area to which data cannot be

writ

ten.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type. This is most likely to happen if an
uninitialized object ID is passed to the API.

IMA_ERROR_OBJECT_NOT_FOUND

Re

6.2.43
This A

This g
chang

6.2.43
Mands
6.2.43
IMA_R
6.2.44
6.2.44

Gets t

6.2.44

6.2.44
phbaO

rned if oid has an owner that is not currently known to the system.

5 Remarks

ES.

6 Support

tory

7 See Also

egisterForObjectVisibilityChanges
IMA_GetPhbaDownloadProperties

1 Synopsis

ne download properties for the specified PHBA.

2 Prototype

IMA_STATUS IMA GetPhbaDownloadProperties(

/*in */ IMA_OID phbaOid,

/* out */()IMA_PHBA_DOWNLOAD PROPERTIES *pProps
);

The

Pl is provided so that clients can determine the type of object an object ID repre
an be very useful for a client function that receives notifications of object v

sents.
sibility

3 Parameters
id
object ID of the PHBA whose download properties are being queried.

pProps

A pointer to an IMA_PHBA DOWNLOAD_PROPERTIES structure allocated by the caller.

On successful return it will contain the download properties of the specified PHBA.

6.2.44

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if phbaOid does not specify any valid object type.
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RROR_INCORRECT_OBJECT_TYPE

Returned if phbaOid does not specify a PHBA object.

IMA_E

RROR_OBJECT_NOT_FOUND

Returned if phbaOid does not specify a PHBA that is currently known to the system.

6.2.44.5 Remarks

None

6.2.44
Mands
6.2.44
IMA_G

IMA_I3
IMA_R

6.2.45
6.2.45

Gets 4

6.2.45

6.2.45

ppList

Ap

6 Support
tory

7 See Also
etPhbaOidList

PhbaDownloadFile
hbaDownload

IMA_GetPhbaOidList
1 Synopsis

list of the object IDs of all the physical HBAs in(the system.

2 Prototype
IMA_STATUS IMA_GetPhbaOidList(
/*out*/ IMA_OID_LIST *ppList
);

3 Parameters

pinter to a pointer{oran IMA_OID_LIST. On successful return this will contain a

to an IMA_OID_LIST)that contains the object IDs of all of the PHBAs currently

sys

6.2.45
IMA_E

fem.

4 Typical return values

RROR: INVALID_PARAMETER

6.2.45

The re

.5 Remarks

turned list is guaranteed to not contain any duplicate entries.

bointer
in the

If there are no PHBASs then the call completes successfully and the returned list contains zero
entries.

When a client is finished using the returned list it shall free the memory used by the list by

calling

6.2.45

IMA_FreeMemory.

.6 Support

Mandatory
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6.2.45.7 See Also

IMA_FreeMemory

6.2.46 IMA_GetPhbaProperties

6.2.46.1 Synopsis

Gets the general properties of a physical HBA.

6.2.46.2 Prototype
IMA_STATUS IMA_GetPhbaProperties(

it HA— OB phbaOid;

/*out*/ IMA_PHBA_PROPERTIES *pProps
);
6.2.46|3 Parameters

phbadid
Thg object ID of the PHBA whose properties are being queried.
pProp$

A plointer to an IMA_PHBA_PROPERTIES structure allocated by the caller. On suc
retyrn this will contain the properties of the PHBA spécified by phbaOid.

6.2.46|4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies;a memory area to which data cannot be writt
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if phbaOid does not@pecify any valid object type.
IMA_HRROR_INCORRECT :OBJECT_TYPE

Returned if phbaOid does not specify a PHBA object.
IMA_HRROR_OBJECT_NOT_FOUND

Returned if(phbaOid does not specify a PHBA that is currently known to the system.

6.2.4615¢~ Remarks

essful

None

6.2.46.6 Support
Mandatory
6.2.46.7 See Also

IMA_GetPhbaOidList
Example of Getting PHBA Properties
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6.2.47 IMA_GetPhbaStatus
6.2.47.1 Synopsis

Gets the status of a specified physical HBA.

6.2.47.2 Prototype
IMA_STATUS IMA_GetPhbaStatus(
[*in*/ IMA_OID hbaOid,
/*out* IMA_PHBA_STATUS *pStatus
);
6.2.47[3— Parameters

hbaOid
Thg object ID of the physical HBA whose status is being retrieved.

pStatu

()

A ppointer to an IMA_PHBA_STATUS variable allocated by the-ealler. On successful{return
it wjll contain the current status of the specified physical HBA-

6.2.47|4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pStatus is NULL or specifies a memory area to which data cannot be writfen.
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if hbaOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECTTYPE

Returned if hbaOid does not\specify a physical HBA object.
IMA_HRROR_OBJECT_NQ@T:FOUND

Returned if hbaOig-does not specify a physical HBA that is currently known to the sygtem.

6.2.47|5 Remarks

None

6.2.4716~" Support

Mandatory for PHBAs.

6.2.48 IMA_GetPluginOidList
6.2.48.1 Synopsis
Gets a list of the object IDs of all currently loaded plugins.

6.2.48.2 Prototype

IMA_STATUS IMA_GetPluginOidList(
/*out*  IMA_OID_LIST **ppList
);
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6.2.48.3 Parameters
ppList
A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer

to an IMA_OID_LIST that contains the object IDs of all of the plugins currently loaded by
the library.

6.2.48.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

>

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
IMA_HRROR_PLUGINS NOT_SUPPORTED

Returned if the library implementation does not support plugins.

6.2.48/5 Remarks

The refurned list is guaranteed to not contain any duplicate entries:

When [the caller is finished using the list it shall free the memory used by the list by falling
IMA_FreeMemory.

6.2.48/6 Support

Manddtory

6.2.48|7 See Also
IMA_FreeMemory
IMA_GetPluginProperties

Example of Getting Plugin Properties

6.2.49| IMA_GetPluginProperties
6.2.49{1 Synopsis

Gets the properties,of-the specified vendor plugin.

6.2.49|12 Prototype

IMA_STATUS IMA_GetPluginProperties(
[*in */ IMA_OID pluginOid
/* out */ IMA_PLUGIN PROPERTIES *pDrnpc

);
6.2.49.3 Parameters

pluginOid
The ID of the plugin whose properties are being retrieved.
pProps

A pointer to an IMA_PLUGIN_PROPERTIES structure allocated by the caller. On
successful return this will contain the properties of the plugin specified by pluginid.
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6.2.49.4 Typical return values
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if p/luginOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pluginOid does not specify a plugin object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if pluginOid does not specify a plugin that is currently known to the system.

IMA_BHRROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot,be”written.

6.2.49!5 Remarks

None

6.2.49({6 Support

Mandgtory

6.2.49|7 See Also
IMA_QetAssociatedPluginOid
IMA_QetPluginOidList

Example of Getting Plugin Properties

6.2.50 IMA_GetPnpOidList
6.2.50{1 Synopsis

Gets { list of the object IDs of-all'the physical network ports associated with an object.

6.2.50/2 Prototype
IMA_STATUS IMA_GetPnpOidList(
[*in“&/ IMA_OID oid,
¥ out */ IMA_OID_LIST **ppList
);
6.2.50/3 (Parameters

old

The object ID of the PHBA or LNP whose PNPs are being retrieved.
ppList
A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer

to an IMA_OID_LIST that contains the object IDs of all of the PNPs that associated with
the specified PHBA or LNP.

6.2.50.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
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IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PHBA or LNP.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PHBA or LNP that is currently known to the system.

6.2.50:5—Remarks

The returned list is guaranteed to contain at least one entry.
The refurned list is guaranteed to not contain any duplicate entries.

When [the caller is finished using the list it shall free the memory used by the list by falling
IMA_FreeMemory.

6.2.50{6 Support

Mandgtory

6.2.50/7 See Also
IMA_FreeMemory
IMA_GetPnpProperties

6.2.51| IMA_GetPnpProperties
6.2.51{11 Synopsis

Gets the properties of the specified_physical network port.

6.2.5112 Prototype

IMA_STATUSSIMA_GetPnpProperties(

[*in */ IMA_OID pnpOQid,

/* out ¥ IMA_PNP_PROPERTIES *pProps
);
6.2.51|3 Parameters

pnpOid

The object ID of the physical network port whose properties are being retrieved.
pProps

A pointer to an IMA_PNP_PROPERTIES structure. On successful return this will contain
the properties of the physical network port specified by pnpOid.

6.2.51.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pnpOid does not specify a physical network port object.

IMA_ERROR_OBJECT_NOT_FOUND
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Returned if pnpOid does not specify a physical network port that is currently known to the

system.

6.2.51.5

Remarks

None

6.2.51({6

Mandgtory

Support

6.2.52| IMA_GetPnpStatistics

6.2.52|1

Synopsis

Gets the statistics related to a physical network port.

6.2.52|2

6.2.52(3

pnpOid

Thg object ID of the physicalknetwork port whose statistics are being retrieved.

pStats

A pointer to anJMA_PNP_STATISTICS structure allocated by the caller. On sucq
retyrn it will coftain the current statistics of the specified physical network port.

6.2.52|4

Prototype

IMA_STATUS IMA_GetPnpStatistics(

[*in */ IMA_OID pnpOid,

[*out*/ IMA_PNP_STATISTICS *pStats
);

Parameters

Typical return values

IMA_BRROR_INVALID_PARAMETER

essful

Returned if pStats is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if pnpOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pnpOid does not specify a physical network port object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if pnpOid does not specify a physical network port that is currently known to the
system.

IMA_ERROR_STATS_COLLECTION_NOT_ENABLED

Returned if statistics collection is not enabled for the PNP specified by pnpOid.

6.2.52.5 Remarks

Statistics can only be retrieved if statistics collection is enabled. The

can He enabled. If statistics collection is not enabled, but can be enable
IMA_SetStatisticsCollection API is used to enable statistics collection.

6.2.52{6 Support

Manddtory if either the statisticsCollectionEnabled or statisticsCollectionSettable fields|of the
IMA_STATISTICS_PROPERTIES structure returned by the IMA_GetStatisticsProperti¢s API
for the specified PNP have the value IMA_TRUE.

6.2.52|7 See Also
IMA_YTATISTICS_PROPERTIES
IMA_(etStatisticsProperties
IMA_SetStatisticsCollection

6.2.53| IMA_GetSharedNodeOid
6.2.53|1 Synopsis
Gets the object ID of the shared node ofithe currently executing operating system imagsg.

6.2.53[2 Prototype

IMA_STATUS IMA_ GetSharedNodeQOid(
[* out */ IMA_OID *pSharedNodeOid
);

6.2.53|3 Parameters
pShare¢dNodeOid

A pointernto an IMA_OID structure allocated by the caller. On successful return|it will
conltain the object ID of the shared node of the currently executing system is placed.

6.2.53.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pSharedNodeOQid is NULL or specifies a memory area to which data cannot be
written.

6.2.53.5 Remarks

None

6.2.53.6 Support

Mandatory


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

- 128 - 11989 © ISO/IEC:2010(E)

6.2.53.7 See Also

Concepts: The Shared Node versus Non-shared Nodes
IMA_GetNonSharedNodeOidList
IMA_GetNodeProperties

Example of Getting Node Properties

Example of Setting a Node Name

6.2.54 IMA_GetStaticDiscoveryTargetOidList

6.2.54.1 Synopsis

Gets g list of the object IDs of all the static discovery targets associated with the spgcified
logical HBA or physical network port.

6.2.54[2 Prototype

IMA_STATUS IMA_GetStaticDiscoveryTargetOidList(
[*in */ IMA_OID oid,
/*out*/ IMA_OID_LIST **ppList

);

6.2.54/3 Parameters

oid

Thg object ID of the logical HBA object or a physical network port object for which to
retrjeve the known static discovery targets.

ppList

A ppinter to a pointer to an IMA_OIDNEIST structure. On successful return this will gontain
a ppinter to an IMA_OID_LIST that contains the object IDs of all of the static disgovery
targets associated with the specified object.

6.2.54{4 Typical return values
IMA_HRROR_INVALID PARAMETER
Returned if ppList'is’NULL or specifies a memory area to which data cannot be writtgn.

IMA_HRROR_JNVALID _OBJECT_TYPE

ReJJrned if oid does not specify any valid object type.

IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or an PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an object that is currently known to the system.

6.2.54.5 Remarks

The returned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list by
calling IMA_FreeMemory.
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6.2.54.6 Support

Mandatory if the staticDiscoverySettable field in the IMA_DISCOVERY_PROPERTIES
structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.54.7 See Also
IMA_FreeMemory
IMA_AddStaticDiscoveryTarget
IMA_RemoveStaticDiscoveryTarget

IMA_GetStaticDiscoveryTargetProperties

6.2.55| IMA_GetStaticDiscoveryTargetProperties
6.2.55|1 Synopsis
Gets the properties of the specified static discovery target.

6.2.55[2 Prototype

IMA_STATUS IMA_GetStaticDiscoveryTargetProperties(

[*in */ IMA_OID staticDiscoveryTargetOid,

[*out*/ IMA_STATIC_DISCOVERY_TARGET-PROPERTIES *pProps
);
6.2.55{3 Parameters

staticiscoveryTargetOid
Thg object ID of the static discovery target whose properties are being retrieved.
pProp$
A ppinter to an IMA_STATIC_DISCOVERY_TARGET_PROPERTIES structure allocdted by

the[caller. On successful returnithis will contain the properties of the static discovery|target
spelcified by staticDiscovery TargetOid.

6.2.55|4 Typical return-values
IMA_HRROR_INVALID) PARAMETER
Returned if pRProps is NULL or specifies a memory area to which data cannot be written.

IMA_HRRORCINVALID_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE
Returned if staticDiscoveryTargetOid does not specify a static discovery target.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if staticDiscoveryTargetOid does not specify a static discovery target that is
currently known to the system.

6.2.55.5 Remarks

None
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6.2.55.6 Support
Mandatory

6.2.55.7 See Also
IMA_AddStaticDiscoveryTarget

IMA_RemoveStaticDiscoveryTarget
IMA_GetStaticDiscoveryTargetOidList

6.2.56 IMA_GetStatisticsProperties

6.2.56{1 Synopsis
Gets the statistics properties of the specified target, logical unit, or physical network port.

6.2.56|/2 Prototype

IMA_STATUS IMA_GetStatisticsProperties(

/*in */ IMA_OID oid,

/* out */ IMA_STATISTICS_PROPERTIES *pProps
);
6.2.56{3 Parameters

oid
Thg object ID of the target, LU, or PNP whose statistics are to be retrieved.
pProp$

A pointer to an IMA_STATISTICS _PROPERTIES structure. On successful return this will
conftain the statistics properties of thgspecified object.

6.2.56|4 Typical return values
IMA_HRROR_NOT_SUPPORTED

Returned if setting statistics collection is not supported for the specified object.
IMA_HRROR_INVALID” PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_HRROR: INVALID_OBJECT_TYPE

Re i oidd ’ i obi
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a target, LU, or PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a target, LU, or PNP that is currently known to the system.

6.2.56.5 Remarks

The setting of this value is persistent.
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6.2.56.6 Support
Mandatory

6.2.56.7 See Also
IMA_GetDeviceStatistics

IMA_GetTargetErrorStatistics
IMA_SetStatisticsCollection

6.2.57 IMA_GetSupportedAuthMethods

6.2.57|11 Synopsis

Gets ¢ list of the authentication methods supported by the specified logical HBA.

6.2.57|12 Prototype

IMA_STATUS IMA_GetSupportedAuthMethods(
[*in */ IMA_OID IhbaOid,
[*in */ IMA_BOOL getSettableMethods,
/*in, out */ IMA_UINT *pMethodCount,
/*out*/ IMA_AUTHMETHOD *pMethodList;

);
6.2.5713 Parameters

IhbaOyd
Thg object ID of an LHBA whose authentication'methods are to be retrieved.
getSeftableMethods

A Hoolean that indicates which s€t of authentication methods should be returned| If the
vallle of this parameter is IMA_TRUE then a list of authentication methods that are
curfently settable is returned.-Settable authentication methods are those methods whose
authentication parameters‘have been set. If the value of this parameter is IMA_FALSE then
a list of all of the supported authentication methods is returned. This list may ipclude
authentication methods:which cannot be set, i.e. enabled, until the method’s authentjcation
parameters are set:

pMethpdCount

A pointér; o an IMA_UINT allocated by the caller. On entry the pointed to valu¢ shall
conftain th turn it

pMethodList

A pointer to an array of IMA_AUTHMETHODSs allocated by the caller. This value may be
NULL. If this value is not NULL on successful return the array will be filled in with the
authentication methods supported by the LHBA. These entries will be sorted in decreasing
order of preference of the vendor of the LHBA. If this value is NULL then the value pointed
to by pMethodCount on entry shall be zero.
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.4 Typical return values

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if /hbaOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned if /hbaOid does not specify an LHBA.

IMA_ERROR_OBJECT_NOT_FOUND

Ret

urned if /hbaOid does not specify an LHBA that is currently known to the system.

IMA_E

Returned if pMethodList specifies a memory area to which data cannot be written.

6.2.57

A sug
IMA_A

The returned list is guaranteed to contain no duplicate values.

The n
value
return

If the
pMeth

6.2.57
Mandz
6.2.57

IMA_G
IMA_S

6.2.58
6.2.58

Gets t

RROR_INVALID_PARAMETER

5 Remarks

cessful call to this APl will always return at least ones ‘adthentication m
UTHMETHOD_NONE.

imber of authentication methods returned in pMethodList will be the minimum
n *pMethodCount on entry to the APl and th€ value of *pMethodCount on suc
from the API.

call fails and the value of pMethodList is not NULL then the data pointed
bdList will be unchanged.

6 Support
tory
7 See Also

etinUselnitiatorAuthMethods
etlnitiatorAuthMethods

IMA_GetTargetErrorStatistics
1 _Syhopsis

e error statistics of the specified target.

6.2.58.2 Prototype

IMA_STATUS IMA_GetTargetErrorStatistics(
[*in */ IMA_OID targetOid,
/*out*/ IMA_TARGET_ERROR_STATISTICS *pStats

ethod:

of the
cesful

to by
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6.2.58.3 Parameters

targetOid
The object ID of the target whose error statistics are being retrieved.
pStats

A pointer to an IMA_TARGET_ERROR_STATISTICS structure allocated by the caller. On
successful return it will contain the error statistics of the specified target.

6.2.58[/4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pStats is NULL or specifies a memory area to which data cannotbe writtgn.
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if targetOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_HRROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.
IMA_HRROR_STATS_COLLECTION_NOT_ENABLED

Returned if statistics collection is not enabled for the specified target.

6.2.58/5 Remarks

Statistjcs are only collected whepustatistics collection is enabled for the target. Determining if
statistics collection can ( be enabled and is enabled is done usingd the
IMA_GetStatisticsProperties . API. Statistics  collection is  enabled using| the
IMA_SetStatisticsCollection API.

6.2.58{6 Support

Mandgtory if (the statisticsCollectionEnabled field of the IMA_STATISTICS_PROPERTIES
structyre returned by the IMA_GetStatisticsProperties API for the specified target hps the
value IMALTRUE.

6.2.58.7 See Also
IMA_STATISTICS_PROPERTIES
IMA_GetStatisticsProperties
IMA_GetTargetOidList
IMA_SetStatisticsCollection

6.2.59 IMA_GetTargetOidList
6.2.59.1 Synopsis

Gets a list of the object IDs of all the targets that have been discovered by the specified
logical HBA or that are reachable via the specified logical network port.
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.2 Prototype

IMA_STATUS IMA_GetTargetOidList(
/*in */ IMA_OID oid,
[* out */ IMA_OID_LIST **ppList
);

.3 Parameters

The object ID of the object to get the known targets of. This shall be a logical HBA object
or a logical network port object.

ppList

Ap

ap
with

6.2.59

IMA_E

Returned if ppList is NULL or specifies a memory area,tol\which data cannot be writtgn.

IMA_E

pinter to a pointer to an IMA_OID_LIST structure. On successful returnythis will g
binter to an IMA_OID_LIST that contains the object IDs of all of the targets assd
the specified object.

4 Typical return values

RROR_INVALID_PARAMETER

RROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_E

RROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or an LNP object.

IMA_E

RROR_OBJECT_NOT_FOUND

Returned if oid does not spegify 'an object that is currently known to the system.

6.2.59

The re
metho

Ther
an LH
appea

5 Remarks

turned list is the-union of all targets that have been found via the various dis
is: static diseovery, SLP, iSNS, and SendTargets.

turned.list is guaranteed to not contain any duplicate entries. Therefore, if oid sp
A and an iSCSI target is discovered using more than one discovery method
- @hly’once in the returned list. However, if oid specifies an LNP then a single

target

ontain
ciated

>

covery

ecifies
it will
iSCSI

may be accessible via multiple LHBAs, in which case a single iSCSI| target wo

uld be

referred to be mulitple OIDs — one for each LHBA. In this case, all of the OIDs that refererd to
the iSCSI target would be in the returned list.

When a client is finished using the returned list it shall free the memory used by the list by

calling

IMA_FreeMemory.

6.2.59.6 Support

Mandatory
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6.2.59.7 See Also

Concepts: Target Object IDs and Logical Unit Object IDs
IMA_FreeMemory

IMA_GetTargetProperties

6.2.60 IMA_GetTargetProperties
6.2.60.1 Synopsis

Gets the properties of the specified target.

6.2.60/2 Prototype

IMA_STATUS IMA_GetTargetProperties(

[*in */ IMA_OID targetOid,

[* out */ IMA_TARGET_PROPERTIES *pProps
);
6.2.60/3 Parameters

targetQid
Thg object ID of the target whose properties are being retrieved.

pProp$

A pointer to an IMA_TARGET_PROPERTIES.structure allocated by the calle

sucfcessful return it will contain the properties of-the specified target.

6.2.60(4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pProps is NULL or.specifies a memory area to which data cannot be writt

IMA_HRROR_INVALID_OBJECF TYPE

Returned if targetOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_HRROR-OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.

-

IMA_ERROR_TARGET_TIMEOUT

Returned if the target failed to respond to an iSCSI login request from an initiator.

IMA_ERROR_LOGIN_REJECTED

Returned if the target rejected an iSCSI login request from an initiator.

6.2.60.5 Remarks

This call can force an iSCSI login to the specified target.

6.2.60.6 Support

Mandatory

On
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6.2.60.7 See Also
IMA_GetTargetOidList

6.2.61

IMA_IsPhbaDownloadFile

6.2.61.1 Synopsis

Determines if a file is suitable for download to a physical HBA.

6.2.61.2 Prototype

IMA_STATUS IMA_IsPhbaDownloadFile(

L

6.2.61
phbaO

The
pFileN

A p

it HA— OB phbaOid;
[*in */ const IMA_WCHAR *pFileName,
[*out* IMA_PHBA_DOWNLOAD_ IMAGE_PROPERTIES *pProps

);

3 Parameters

id

object ID of the PHBA whose download properties are being queried.
ame

ointer to the name, and if necessary the path;\of a file that is to be exami

hed to

determine if it contains a downloadable image for the specified PHBA.

pProp$
A ppinter to an IMA_PHBA_DOWNLOADR: IMAGE_PROPERTIES structure allocated [by the
caller. On successful return this structare will contain the properties of the specified|image
file

6.2.61l4 Typical return values

IMA_HRROR_NOT_SUPPORTED
Returned if this APl(is)not supported by the specified PHBA.

IMA_HRROR_INVALID PARAMETER
Returned if._pFileName is NULL or specifies a memory area from which data canphot be
reag.
Returred—ipFHeName—speecifies—afilethat-cannot-be—openedFforreadingoerthatddes not
contain a download image that can be download to the specified PHBA.

Ret

urned if pProps is NULL or specifies a memory to which data cannot written.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if phbaOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned if phbaOid does not specify a PHBA object.

IMA_ERROR_OBJECT_NOT_FOUND

Ret

urned if phbaOid does not specify a PHBA that is currently known to the system.
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.5 Remarks

A client can use this API to validate that a file contains a download image before attempting
to download a file using IMA_PhbaDownload.

6.2.61.6 Support

Mandatory if the isPhbaDownloadFileSupported field of
IMA_PHBA_DOWNLOAD_PROPERTIES structure returned by
IMA_GetPhbaDownloadProperties API for the same PHBA has the value IMA_TRUE.
6.2.61,7 _See Also

IMA_GetPhbaDownloadProperties

IMA_HRhbaDownload

6.2.62| IMA_Lulnquiry

6.2.62{1 Synopsis

Gets the specified SCSI INQUIRY data for the specified logical unit;:

6.2.62

2 Prototype

IMA_STATUS IMA_Lulnquiry(
[*in */ IMA_OID deviceQid,
[*in */ IMA_BOOL evpd,
/*in */ IMA_BOOL cmddt,
[*in*/ IMA_BYTE pageCode,

[* out */ IMA_BYTE *pOutputBuffer,
[/*in, out */] IMA_UINT *pQutputBufferLength,

[* out */ IMA_BYTE *pSenseBuffer,
[/*in, out */] IMA_UINT *pSenseBufferLength

);

6.2.62|3 Parameters

devicgOid
Thg object ID ofi\the target or LU whose INQUIRY data is to be retrieved. If the ob
specifies a target then the command will be sent to LUN 0 of the target.

evpd
A booteanindicatingif-the EVPB-bitshattbe—set:

cmddt

A boolean indicating if the CMDDT bit shall be set.

pageCode

The value to be placed in the page or operation code byte.

pOutputBuffer

the
the

ect ID

A pointer to the memory location which on successful completion will contain the data
returned by the logical unit.
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pOutputBufferLength

On entry this shall point to the length, in bytes, of the memory area specified by
pOutputBuffer. On successful return this shall point to the number of bytes that were
placed into the output buffer.

pSenseBuffer

A pointer to a memory location which upon this command failing with a CHECK
CONDITION status will contain the sense data received from the logical unit. This
parameter may be NULL, in which case no sense data will be transferred to the client if the
INQUTRY command tails with @ CHECK CONDITION status.

pSensgBufferLength

A plointer to the sense buffer length. On entry to the function this shal] eint to a variable
conftaining the maximum length, in bytes, of pSenseBuffer.

If IMA_ERROR_SCSI_STATUS_CHECK_CONDITION is returnedby the API then or] exit it
willlcontain the number of sense data bytes returned in pSenseBuffer. If pSenseBdffer is
NULL then this value shall be 0. If any other value is returned by the API then on ekit this
vallie will be unchanged.

6.2.62[4 Typical return values
IMA_HRROR_INVALID PARAMETER

Returned if pOutputBuffer is NULL_ .6r specifies a memory area to [which
pOutputBufferLength bytes cannot be written.

Returned if outputBufferLength is 0.

Reﬁrned if *oSenseBufferLength is greater than zero and pSenseBuffer specifies a
memory area to which pSenséBufferLength bytes cannot be written.

Returned if evpd or cmddt have a value other than IMA_TRUE or IMA_FALSE.
IMA_HRROR_INVALID) OBJECT_TYPE

Returned if deviceOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if deviceOid does not specify a target or LU object.

IMA_ERROR_OBJECT_NOT_FOUND
Returned if deviceOid does not specify a target or LU that is currently known to the system.
IMA_ERROR_SCSI_STATUS_CHECK_CONDITION

Returned if the SCSI INQUIRY command failed with a CHECK CONDITION status. If this
value is returned then if pSenseBuffer is not NULL it will contain the sense data returned
by the logical unit.

IMA_ERROR_TARGET_TIMEOUT

Returned if the target associated with the specified LU failed to respond to an iSCSI login
request from an initiator.
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IMA_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified LU rejected an iSCSI login request
from an initiator.

6.2.62.5 Remarks

None

6.2.62.6 Support

Mandatory

6.2.62|7 See Also
IMA_LluReadCapacity
IMA_LuReportLuns

6.2.63| IMA_LuReadCapacity
6.2.63|1 Synopsis
Gets the SCSI READ CAPACITY data for the specified logical-unit.

6.2.63|2 Prototype

IMA_STATUS IMA_LuReadCapacity(
[*in */ IMA_OID deviceQid,
[*in */ IMA_UINT cdbLength,

[* out */ IMA_BYTE *pOutptiBuffer,
[/*in, out */] IMA_UINT *pOutputBufferLength,

[* out */ IMA_BYTE~pSenseBuffer,
[/*in, out */] IMA_UINT *pSenseBufferLength

);
6.2.63|/3 Parameters

devicegOid

Thg object ID of\the target or LU whose READ CAPACITY data is being retrieved| If the
object ID specCifies a target then the command will be sent to LUN 0 of the target.

cdbLehgth

The™Tength in bytes of the READ CAPATITY CDB that shall be sent to the target or LU.
Valid values are 10 and 16. Support of the 10 byte CDB is mandatory, while support for the
16 byte CDB is optional.

pOutputBuffer

A pointer to the memory location that on successful completion will contain the data
returned by the logical unit.

pOutputBufferLength

On entry this shall point to the length, in bytes, of the memory area specified by
pOutputBuffer. On successful return this shall point to the number of bytes that were
actually placed into the output buffer.
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pSenseBuffer

A pointer to a memory location that upon this command failing with a CHECK CONDITION
status will contain the sense data received from the logical unit. This parameter may be
NULL, in which case no sense data will be transferred to the client if the READ CAPACITY
command fails with a CHECK CONDITION status.

pSenseBufferLength

A pointer to the sense buffer length. On entry to the function this shall point to a variable
containing the maximum length, in bytes, of pSenseBuffer.

will
NU

6.2.63|4 Typical return values
IMA_HRROR_INVALID_PARAMETER

Returned if pOutputBuffer is NULL or specifies, "a’ memory area to

pO

Returned if outputBufferLength is 0.

itputBufferLength bytes cannot be written.

If IJAA_ERROR_SCSI_STATUS_CHECK_CONDITION is returned by the API then\on exit it
contain the number of sense data bytes returned in pSenseBuffer. If pSenseBuffer is
L then this value shall be 0. If any other value is returned by the API then on ekit this
vallie will be unchanged.

which

Returned if pSenseBufferLength is greater than'zero and pSenseBuffer specifies a memory

are

IMA_HRROR_INVALID_OBJECT_TYPE

Refurned if deviceOid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if deviceOid does-not specify a target or LU object.
IMA_HRROR_OBJECT-NOT_FOUND

Returned if devieeOid does not specify a target or LU that is currently known to the s

IMA_HRROR_&CSI_STATUS_CHECK_CONDITION

Re
If t

returmedby thetogicatomit:

b to which pSenseBufferLength bytes cannot be written.

rned,if the SCSI READ CAPACITY command failed with a CHECK CONDITION
isvalue is returned then if pSenseBuffer is not NULL it will contain the sens

ystem.

5tatus.
e data

IMA_ERROR_TARGET_TIMEOUT

Returned if the target associated with the specified LU failed to respond to an iSCSI login
request from an initiator.

IMA_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified LU rejected an iSCSI login request
from an initiator.
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6.2.63.5 Remarks

The length of the CDB affects both the length of the data buffer used and the format of the
data in pOutputBuffer on successful return from this API. It is up to the caller to properly
specify the length of the data buffer and to interpret the format of the returned data.

6.2.63.6 Support
Mandatory
6.2.63.7 See Also

IMA_ Loty
IMA_LuReportLuns

6.2.64| IMA_LuReportLuns
6.2.64|1 Synopsis

Gets the SCSI REPORT LUNS data for the specified logical unit.

6.2.64/2 Prototype

IMA_STATUS IMA_LuReportLuns(
[*in*/ IMA_OID deviceOid,
[*in*/ IMA_BOOL sendToWellKnownl<u,
[*in*/ IMA_BYTE selectReport,

[* out */ IMA_BYTE *pOutputBuffer,
[/*in, out */] IMA_UINT *pOutputBufferLength,

[* out */ IMA_BYTE *pSenseBuffer,

[/*in, out */] IMA_UINT3pSenseBufferLength
);
6.2.64{3 Parameters

devicegOid

Thg object ID of the~target or LU whose REPORT LUNS data is being retrieved.| If the
object ID identifies a’target then the command will be sent to either LUN 0 or tHe well
known REPORT'LUNS LUN of the target, depending upon the value of wellKnownLu#p.

sendTpWellKnownlLu

If ¢id<{specifies a target then sendToWellKnownLu indicates if the REPORT [LUNS

DL LA ol L IAL N

! 1 [T P 4l REDA 1Q Ml 1l n 4 1l
conmrana—snal e Sent o e REFUONRT COINS WETT RMOWIT CO O to the CUat COIN U:

e If oid specifies a target and sendToWellKnownLu has the value IMA_TRUE then the
REPORT LUNS command will be sent to the REPORT LUNS well known LU of the
target.

e If oid specifies a target and sendToWellKnownLu has the value IMA_FALSE then the
REPORT LUNS command will be sent to LUN 0 of the target.

e If oid specifies a LU then the REPORT LUNS command is sent to the specified LU and
the value of sendToWellKnownLu is ignored.

See Clause 8 of ISO/IEC 14776-453 for more information regarding well known LUs.

selectReport
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The select report value as defined for the REPORT LUNS command. See
ISO/IEC 14776-453 or your device’s SCSI interface documentation for more information on
the values this field can contain.

pOutputBuffer

A pointer to the memory location that on successful completion will contain the data
returned by the logical unit.

pOutputBufferLength

A ppinters to the output buffer length. On entry to the function this shall point to a~variable
containing the maximum length, in bytes, of pOutputBuffer.

On|successful return it will contain the number of bytes that were actually returped in
pOutputBuffer. On failed return this value will be unchanged.

pSensgBuffer

A ppinter to a memory location that upon this command failing with a CHECK CONDITION
stafus will contain the sense data received from the logical_unit. This parameter may be
NULL, in which case no sense data will be transferred te:the client if the REPORT|LUNS
command fails with a CHECK CONDITION status.

pSensgBufferLength

A ppinter to the sense buffer length. On eniry to the function this shall point to a variable
conftaining the maximum length, in bytes, of\pSenseBuffer.

If IMA_ERROR_SCSI_STATUS_CHECK_CONDITION is returned by the API then or] exit it
willlcontain the number of sense @ata bytes returned in pSenseBuffer. If pSenseBuffer is
NULL then this value shall be Q._If any other value is returned by the API then on ekit this
valyie will be unchanged.

6.2.64|/4 Typical return‘values
IMA_HRROR_NOT_SUPPORTED

Returned if /deviceOid specifies a target and sendToWellKnownLu has the | value
IMA_TRUE(and sending to the REPORT LUNS well known LUN is not supported.

IMA_BHRROR_ INVALID_PARAMETER

; P . PR . A e . :
Retormed—if—pOutputBuffer —s—NUtt—or—specifres—=a—memory—area—to— which

pOutputBufferLength bytes cannot be written.
Returned if pOutputBufferLength is NULL or specifies a memory which cannot be written.
Returned if *pOutputBufferLength is 0.

Returned if pSenseBufferLength is greater than zero and pSenseBuffer specifies a memory
area to which pSenseBufferLength bytes cannot be written.

Returned if sendToWellKnownLu has a value other than IMA_TRUE and IMA_FALSE.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if deviceOid does not specify any valid object type.
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RROR_INCORRECT_OBJECT_TYPE

urned if deviceOid does not specify a LU object.
RROR_OBJECT_NOT_FOUND

urned if deviceOid does not specify a LU that is currently known to the system.

RROR_SCSI_STATUS_CHECK_CONDITION

Returned if the SCSI REPORT LUNS command failed with a CHECK CONDITION status. If
this value is returned then if pSenseBuffer is not NULL it will contain the sense data

ret

rned by the logical unit

IMA_E

Returned if the target associated with the specified LU failed to respond toan”iSCS

req

IMA_E

Returned if the target associated with the specified LU rejected_an iSCSI login r

fron

6.2.64

None

6.2.64

Mandz
the va

6.2.64
IMA_L|
IMA_L|

6.2.65
6.2.65

Downl

6.2.65

RROR_TARGET_TIMEOUT

hest from an initiator.

RROR_LOGIN_REJECTED

n an initiator.

5 Remarks

6 Support

tory in all situations except when oid specifies a target and sendToWellKnowni
ue IMA_TRUE. Supporting this situation is optional.

7 See Also
ulnquiry
uReadCapacity

IMA_PhbaDownload
1 Synopsis
bads the image in the specified file to the specified physical HBA.

2 _Prototype
IMA_STATUS IMA_PhbaDownload(

6.2.65

| login

bquest

LU has

[x 2 K/ INA _OLIND bbb aoaO A

7 LI Vi _oTo - pPTrioaoTa;y

[*in*/ IMA_PHBA_DOWNLOAD_IMAGE_TYPE imageType,
[*in */ const IMA_WCHAR *pFileName

);

.3 Parameters

phbaOid

The object ID of the PHBA whose to which the image file is being downloaded.

image

Type

The type of a image that is to be downloaded.
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pFileName

A pointer to the name, and if necessary the path, of a file that contains the image to
download to the PHBA.

6.2.65.

IMA_E

4 Typical return values

RROR_NOT_SUPPORTED

Returned if this API is not supported by the specified PHBA.

IMA_E

RROR INVALID PARAMETER

Re
val

Returned if pFileName is NULL or specifies a memory area from which‘data can
.

rea

Cco

IMA_E

Refurned if phbaOid does not specify any valid object4ype.

IMA_E

Returned if phbaOid does not specify a PHBA object.

IMA_E

Returned if phbaOid does not specify'a’PHBA that is currently known to the system.

6.2.65

None

6.2.65

If IMA)
well.

Mandz
would

RerlJrned if pFileName specifies a file that cannot be opened fof«eading or that do

rned if imageType does not specify a valid IMA_PHBA _DOWNLOAD_IMAGE]
e.

ain a download image of the specified image type.

RROR_INVALID_OBJECT_TYPE

RROR_INCORRECT_OBJECT_TYPE

RROR_OBJECT_NOT_FOUND

5 Remarks

6 Support

TYPE

hot be

es not

| GetPhbaDownloadProperties is not supported then this APl shall not be suppoifted as

tory~ifvany of the fields in the IMA_PHBA DOWNLOAD_PROPERTIES struct
be returned by the IMA_GetPhbaDownloadProperties API for the specified PHE

ire as
A can

be set

6.2.65

o IMA_TRUE

.7 See Also

IMA_PHBA_DOWNLOAD_IMAGE_TYPE
IMA_GetPhbaDownloadProperties
IMA_IsPhbaDownloadFile

6.2.66
6.2.66

Sends

IMA_PluginlOCtli

.1 Synopsis

a vendor specific command to a specified plugin.
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.2 Prototype

IMA_STATUS IMA_PluginlOCtl(

[*in*/ IMA_OID pluginOid,

[*in*/ IMA_UINT command,

[*in */ const void *pInputBuffer,

[*in */ IMA_UINT inputBufferLength,

[*out*/  void *pOutputBuffer,

[/*in, out */] IMA_UINT *pOutputBufferLength,
);

6.2.66.3 Parameters

plugin et
Thg object ID of the plugin to which the command is being set.

command
Thg command to be sent to the plugin.

plnputBuffer
A pointer to a buffer allocated by the caller that contains any input parametefrs the
spelcified command needs. A value of NULL for this garameter indicates that there pre no
inplit parameters being provided by the caller. In this)case the value of inputBufferl.ength
shd|ll be 0.

inputBufferLength
Thg length, in bytes, of the input buffer’ The plugin shall not attempt to read morg data
than is specified by the caller.

pOutpytBuffer
A pointer to a buffer allocated by the caller that contains any output of the spgcified

command. A value of NULL for this parameter indicates that the caller expects to r
output data from the plugin. In this case the value of pOutputBufferLength shall be

no
NU

pOutp

Ap
sug

.
itBufferl-ength

ointer’to a value that on entry contains the length, in bytes, of the output buff

pceive

er. On
If this

cessful return that value will be the number of bytes returned in pOutputBuffer.

value is NULL then both plnputBuffer and pOufputBuffer shall be NULL and
inputBufferLength shall be 0.

6.2.66

.4 Typical return values

IMA_ERROR_NOT_SUPPORTED

Ret
IMA_E
Ret

urned if the plugin does not support this API call.
RROR_INVALID_PARAMETER
urned if:

pinputBuffer is NULL and inputBufferLength is not 0.
pOutputBuffer is NULL and plnputBufferLength points to a value that is not 0.
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pOutputBuffer is not NULL and pOutputBufferLength is NULL or points to a value that

is 0.

if the plugin does not support the specified command or if the input and/or
buffers and lengths are not correct for the given command.

RROR_INVALID_OBJECT_TYPE

Returned if pluginOid does not specify any valid object type.

IMA_E

RROR_INCORRECT_OBJECT_TYPE

Returned if pluginOid does not specify a plugin object.

IMA_E

Returned if p/luginOid does not specify a plugin that is currently known to the system.

6.2.66

This p
uniqus
format

deternjine if a particular plugin supports particular plugin IOCtls that the client wants tg

Clientd
structy

6.2.66
Option
6.2.66
IMA_HR

IMA_G
IMA_G

6.2.67
6.2.67
Regist

6.2.67

urpose of this API call is to allow a client to send a plugin a gommand that is

RROR_OBJECT_NOT_FOUND

5 Remarks
, i.e., @ command that is specific to a particular plugin. Thecommand values a
of both the input and output buffers is entirely plugin spegific. It is up to a cl

can do this by using the vendor and version fields of.the”IMA_PLUGIN_PROPE
re as returned by the IMA_GetPluginProperties API.

6 Support

al

7 See Also
LUGIN_PROPERTIES
etPluginOidList

etPluginProperties
IMA_RegisterForObjectPropertyChanges
1 Synopsis
ers a client function to be called whenever the property of an object changes.

2 Prototype

IMA_STATUS IMA_RegisterForObjectPropertyChanges (
/*in */ IMA_OBJECT_PROPERTY_FN pClientFn

output

endor
d the
ent to
send.
RTIES

)

6.2.67

pClien

A pointer to an

K

.3 Parameters

tFn

IMA_OBJECT_PROPERTY_FN function defined by the client. On

successful return this function will be called to inform the client of objects that have had
one or more properties change.

6.2.67

.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pClientFn is NULL or specifies a memory area that is not executable.
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.5 Support

Mandatory

6.2.67

.6 Remarks

The function specified by pClientFn will be called whenever the property of an object changes.
For the purposes of this function a property is defined to be a field in an object’s property
structure and the object’s status. Therefore, the client function will not be called if a statistic
of the associated object changes. But, it will be called when the status changes (e.g. from

workin

g to failed) or when a name or other field in a property structure changes.

It is not an error to re-register a client function. However, a client function has only one

registr(Ftion. The first call to deregister a client function will deregister it, no matter.how
calls t¢ register the function have been made.

If mult
once t

6.2.67
IMA_D

6.2.68
6.2.68

Regist

6.2.68

6.2.68

pClien|

Ap

retyrn this function, will be called to inform the client of objects whose visibili
changed.
6.2.68{4 Typical return values

IMA_E

ple properties of an object change simultaneously a client function, may be callg
b be notified that the changes have occurred.

7 See Also
eregisterForObjectPropertyChanges
IMA_RegisterForObjectVisibilityChanges
1 Synopsis
ers a client function to be called whenever a-high level object appears or disappe

2 Prototype

IMA_STATUS IMA_RegisterForObjectVisibilityChanges (
[*in */ IMA_OBJECT\VISIBILITY_FN pClientFn
);

3 Parameters

(Fn

pinter to an IMA(OBJECT_VISIBILITY_FN function defined by the client. On sucq

RROR_INVALID_PARAMETER

many

d only

essful
y has

Ret

urned if pClientFn is NULL or specifies a memory area that is not executable.

6.2.68.5 Support

Mandatory
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6.2.68.6 Remarks

The function specified by pClientFn will be called whenever high level objects appear or
disappear. The following are considered high level objects:

e Nodes (IMA_OBJECT_TYPE_NODE)

e Logical HBAs (IMA_OBJECT_TYPE_LHBA)

e Physical HBAs (IMA_OBJECT_TYPE_PHBA)

e Targets (IMA_OBJECT_TYPE_TARGET)
All other objects are considered lower level objects and the function specified by pClientFn

will nat be called for their appearance or disappearance. Lower level object visibility. ¢an be
deternjined from high level object visibility.

It is not an error to re-register a client function. However, a client functioh/has only one
registrption. The first call to deregister a client function will deregister it na_matter how many
calls t¢ register the function have been made.

6.2.68|7 See Also
IMA_DOeregisterForObjectVisibilityChanges
6.2.69] IMA_RemoveDiscoveryAddress
6.2.69{1 Synopsis

Remoyes a discovery address being used for send\targets discovery by a physical network
port o1 logical HBA.

6.2.69/2 Prototype

IMA_STATUS IMA_RemoveDiscoveryAddress(
[*in*/ IMA_OID discoveryAddressOid
);

6.2.6913 Parameters

discovieryAddressOid

Thg object ID of (the” discovery address that is to no longer be used for send {argets
disgovery.

6.2.69(4 Typical return values

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the specified discovery address is no longer used
for send targets discovery.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if discoveryAddressOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if discoveryAddressOid does not specify a discovery address object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if discoveryAddressOid does not specify a discovery address that is currently
known to the system.
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IMA_ERROR_LU_EXPOSED

Returned if discoveryAddressOid specifies an iSCSI target that currently has a LU exposed
to the operating system.

6.2.69.5 Remarks

This change is persistent. The specified discovery address will no longer be used by the
associated PNP or LHBA for send targets discovery.

6.2.69.6 Support

Mandgtory

6.2.69|7 See Also
IMA_AddDiscoveryAddress
IMA_GetDiscoveryAddressProperties
IMA_GetDiscoveryProperties
IMA_SetSendTargetsDiscovery

6.2.70] IMA_RemoveStaleData
6.2.70{1 Synopsis
Remoyes all of the stale persistent data of the specified LHBA.

6.2.70(2 Prototype

IMA_STATUS IMA_RemoveStaleRata(
/*in */ IMA_OID lhbaQid;
);

6.2.7013 Parameters

IhbaOyd
Thg object ID of the LHBA whose stale data is to be removed.

6.2.70{4 Typical return values
IMA_HRROR_NOT SUPPORTED

Returnedtifthe LHBA does not support removing stale data.

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if IhbaOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if IhbaOid does not specify a LHBA object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify a LHBA that is currently known to the system.
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6.2.70.5 Remarks
Stale data includes the following:

e Any data required to expose LUs that belong to targets that are not present. This could
occur by calling the IMA_ExposeLu API.

e Any iSCSI login parameter applied specifically to targets that are not present. This
could occur by calling the IMA_SetMaxBurstLength,
IMA_SetMaxRecvDataSegmentLength, or other similar APIs.

6.2.70.6 Support

Manddtory it the staleDataRemovable Tield of the TMA_LHBA_PROPERTIES sijucture
returng¢d by the IMA_GetLhbaProperties API has the value IMA_TRUE for the LHBA\spgcified
by IhbaOQid. Otherwise not supported, i.e., this call shall return
IMA_HRROR_NOT_SUPPORTED.

6.2.70[7 See Also

IMA_(etLhbaProperties

6.2.71| IMA_RemoveStaticDiscoveryTarget

6.2.71{11 Synopsis

Remoyes a target being statically discovered by a physical network port or logical HBA.

6.2.7112 Prototype

IMA_STATUS IMA_RemoveStaticDiscoveryTarget(
[*in*/ IMA_OID staticDiscoveryTargetOid

);
6.2.7113 Parameters

staticDiscoveryTargetOid
Thg object ID of the static discovery target that is to no longer be discovered.

6.2.71|4 Typical return:values
IMA_§TATUS_REBOOT_NECESSARY

Returned if-ateboot is necessary before the specified static discovery target is no [longer
disgovered:

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify a static discovery target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if staticDisocveryTargetOid does not specify a static discovery target that is
currently known to the system.

IMA_ERROR_LU_EXPOSED

Returned if staticDiscoveryTargetOid specifies an iSCSI target that currently has a LU
exposed to the operating system.


https://iecnorm.com/api/?name=03df08014d687311d8409896bb0a954b

11989

© ISO/IEC:2010(E) —151 -

6.2.71.5 Remarks

This change is persistent. The specified target will no longer be discovered by the associated

PHBA

or LHBA.

6.2.71.6 Support

Mandatory

6.2.71.7 See Also
IMA_AddStaticDiscoveryTarget

IMA_d
IMA_G
IMA_S

6.2.72
6.2.72

Sets t
target,

6.2.72

6.2.72
oid

The

etStaticDiscoveryTargetProperties
etDiscoveryProperties

etStaticDiscovery
IMA_SetDataPdulnOrder
1 Synopsis

he DataPDUInOrder iSCSI login parameter value for the\ specified logical H

2 Prototype
IMA_STATUS IMA_SetDataPdulnOrder(
[*in*/ IMA_OID oid,
[*in*/ IMA_BOOL dataPduln@rder
);

3 Parameters

object ID of the LHBA or taftget whose DataPDUInOrder value is being set.

dataPdulnOrder

Thdg

6.2.72
IMA_S

new value for the/DataPDUInOrder value for the specified LHBA or target.

4 Typicalreturn values

TATUSSREBOOT_NECESSARY

BA or

Retprned if a reboot is necessary before the setting of the DataPDUInOrder takes a‘ffect.

IMA_ERROR_NOT_SUPPORTED

Ret

urned if the LHBA does not support setting the bataPDUInOrder value.

IMA_ERROR_INVALID_PARAMETER

Ret

urned if dataPdulnOrder does not contain the value IMA_TRUE or IMA_FALSE.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned if oid does not specify a LHBA or target object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.72.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the
initiator; existing sessions are not affected.

6.2.72.6 Support

Mandatory if the settable field in the IMA BOOL VALUE structure returned by
IMA_GetDataPdulnOrderProperties for the same oid has the value IMA_TRUE.

6.2.72|7 See Also
IMA_QetDataPdulnOrderProperties
iSCSI| Session and Connection Parameters

6.2.73| IMA_SetDataSequencelnOrder
6.2.73|1 Synopsis

Sets the DataSequenceInOrder iSCSI login parameter value for the specified logical HBA
or target.

6.2.73|2 Prototype

IMA_STATUS IMA_SetDataSequencelnOrder(
/*in */ IMA_OID oid,
[*in*/ IMA_BOOL dataSequencelnOrder
);
6.2.73{3 Parameters

oid
Thg object ID of the LHBA of target whose DataSequenceInOrder value is being sgt.
dataSequencelnOrder

Thg new DatéaSequenceInOrder value for the specified LHBA or target.

6.2.73|4 Typical return values

IMA_HRROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the DataSequenceInOrder value.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DatasequenceInOrder takes
affect.

IMA_ERROR_INVALID_PARAMETER
Returned if dataSequencelnOrder does not contain the value IMA_TRUE or IMA_FALSE.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE
Returned if oid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.73.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the
initiator; existing sessions are not affected.

6.2.73{6 Support

Mandgtory if the settable field in the IMA_BOOL_VALUE structure~ returngd by
IMA_GetDataSequencelnOrderProperties for the same oid has the value IMAGTRUE.

6.2.73|7 See Also
IMA_GetDataSequencelnOrderProperties

iSCSI Session and Connection Parameters

6.2.74| IMA_SetDefaultGateway

6.2.74{1 Synopsis

Sets the default gateway for the the specified physical network port.

6.2.74/2 Prototype

IMA_STATUS IMA_SetDefaultGateway(

[*in */ IMA_OID oid,

/*in*/ IMA_IP_ADDRESS defaultGateway
);
6.2.74/3 Parameters

oid
Thqg object ID of the PNP whose default gateway is to be set.

defaultGateway

Thg new default gateway for the PNP.

6.2.74.4 Typical return values
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the default gateway takes affect.
IMA_ERROR_NOT_SUPPORTED

Returned if setting the default gateway is not supported by the specified PNP.
IMA_ERROR_INVALID_PARAMETER

Returned if any fields in defaultGateway contains any invalid values.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE

Ret

urned if oid does not specify an PNP.

IMA_ERROR_OBJECT_NOT_FOUND

Ret

6.2.74

urned if oid does not specify an PNP that is currently known to the system.

.5 Remarks

The setting of this value is persistent.

6.2.74

Mand4g
by the

6.2.74
IMA_Q
6.2.75

6.2.75

Sets the DefaultTime2Retain iSCSI login parameter yalue for the specified logical K

target.

6.2.75

6.2.75

oid
The

defaul
The

6.2.75

[6—Support

tory if the defaultGatewaySettable field in the IMA_IP_PROPERTIES structare ‘returned

IMA_GetlpProperties API for the same oid has the value IMA_TRUE.

7 See Also

etlpProperties
IMA_SetDefaultTime2Retain

1 Synopsis

2 Prototype
IMA_STATUS IMA_SetDefaultTimg2Retain(
/*in */ IMA_OID oid,
[*in*/ IMA_UINT defaulfTime2Retain
);

3 Parameters

object ID of the LHBA or target whose DefaultTime2Retain value is being sef.

Time2Retain
new valuge for the new DefaultTime2Retain for the specified LHBA or target.

4<, Typical return values

HiBA or

IMA_ERROR_NOT_SUPPORTED

Ret

urned if the LHBA does not support setting the DefaultTime2Retain value.

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DefaultTime2Retain value
actually takes affect.

IMA_ERROR_INVALID_PARAMETER

Ret

urned if defaultTimeZ2Retain is out of range for the LHBA.

IMA_ERROR_INVALID_OBJECT_TYPE

Ret

urned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE
Returned if oid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.75.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the
initiator; existing sessions are not affected.

The vyalid range of DefaultTime2Retain values can be determined by“[calling
IMA_QGetDefaultTime2RetainProperties and examining the minimum and maximum [alues
returng¢d in the IMA_MIN_MAX_VALUE structure.

6.2.75{6 Support

Mandgtory if the settable field in the IMA_MIN_MAX_ VALUE ‘structure returngd by
IMA_GetDefaultTime2RetainProperties for the same oid is true.

6.2.75|7 See Also
IMA_QetDefaultTime2RetainProperties

iSCSI| Session and Connection Parameters
6.2.76] IMA_SetDefaultTime2Wait
6.2.76{1 Synopsis

Sets the DefaultTime2Wait iSCSI login*parameter value for the specified logical HBA or
target.

6.2.76|2 Prototype

IMA_STATUS IMA_ SetDefaultTime2Wait(
[*in ¥/ IMA_OID oid,
[*in*/ IMA_UINT defaultTime2Wait
);
6.2.76{3 Parameters

oid

Thg object ID of the LHBA or target whose DefaultTime2Wait value is being set.

defaultTime2Wait
The new value for the new DefaultTime2Wait for the specified LHBA.

6.2.76.4 Typical return values
IMA_ERROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the DefaultTime2Wait value.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DefaultTime2Wait value
takes affect.
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RROR_INVALID_PARAMETER

Returned if defaultTime2Wait is out of range for the LHBA.

IMA_E

RROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_E
Ret

IMA_E

RROR_INCORRECT_OBJECT_TYPE
urned if oid does not specify a LHBA or target object.

RROR OBJECT NOT FOUND

RetLrned if oid does not specify a LHBA or target that is currently known to the syste

6.2.76
The se
initiatg

The
IMA_G

5 Remarks

tting of this value is persistent and applies only to subsequent sessions created
r; existing sessions are not affected.

valid range of DefaultTime2Wait values can be\ “*determined by
etDefaultTime2WaitProperties and examining the migimum and maximum

returne¢d in the IMA_MIN_MAX_VALUE structure.

6.2.76

Mandz
IMA_Q

6.2.76
IMA_G
iSCSlI

6.2.77

6.2.77

6 Support

tory if the settable field in the IMA_MIN_MAX_ VALUE structure return
etDefaultTime2WaitProperties for the same oid is true.

7 See Also
etDefaultTime2WaitProperties

Session and Connection Parameters
IMA_SetDnsServerAddress

1 Synopsis

Sets tlhe address of thé primary and alternate DNS servers for the specified physical n

port.

6.2.77

2 Prototype

IMA_STATUS IMA_SetDnsServerAddress(
/*in */ IMA_OID oid,

m.

by the

calling
values

ed by

ptwork

[*in*/ const IMA_IP_ADDRESS *pPrimaryDnsServerAddress,

6.2.77
oid

[*in*/ const IMA_IP_ADDRESS *pAlternateDnsServerAddress
);

.3 Parameters

The object ID of the PNP whose DNS servers are to be set.

primaryDnsServerAddress

A pointer to the IP address of the primary DNS server. This parameter can be NULL in
which case the primary DNS server address is being cleared. In this
alternateDnsServerAddress shall also be NULL.

case
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alternateDnsServerAddress

A pointer to the IP address of the alternate DNS server. This parameter can be NULL in
which case the alternate DNS server address is being cleared.

6.2.77.4 Typical return values
IMA_STATUS_REBOOT_NECESSARY
Returned if a reboot is necessary before the setting of the DNS servers takes affect.

IMA_ERROR NOT SUPPORTED

RetLrned if setting the primary DNS server address is not supported by the specified|PNP.

Returned if setting the alternate DNS server address is not supported by thé’specified PNP
and alternateDnsServerAddress is not NULL.

IMA_HRROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify an PNP.
IMA_HRROR_OBJECT_NOT_FOUND

Returned if oid does not specify an PNP that is currently known to the system.
IMA_HRROR_INVALID PARAMETER

Returned if primaryDnsServerAddres$’;or alternateDnsServerAddress are not NULUL and
spelcify a memory area from which data cannot be read.

Returned if primaryDnsServerAddress is NULL and alternateDnsServerAddress [is not
NULL. It is not valid to havg an alternate DNS server without having a primary DNS derver.

Refurned if primaryDiasServerAddress and alternateDnsServerAddress are both notf NULL
and both specify thersame IP address.

6.2.77/5 Remarks

The sgtting.ef-these values is persistent.

6.2.7716~" Support

Mandatory if the primaryDnsServerAddressSettable field in the IMA_IP_PROPERTIES
structure returned by the IMA_GetlpProperties API for the same oid has the value IMA_TRUE.

6.2.77.7 See Also
IMA_GetlpProperties
6.2.78 IMA_SetErrorRecoverylLevel
6.2.78.1 Synopsis

Sets the ErrorRecoveryLevel iSCSI login parameter value for the specified logical HBA or
target.
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6.2.78.2 Prototype

IMA_STATUS IMA_SetErrorRecoverylLevel(
[*in ¥/ IMA_OID oid,
[in[ IMA_UINT errorRecoverylLevel
);
6.2.78.3 Parameters

oid

The object ID of the LHBA or target whose ErrorRecoveryLevel value is being set.

errorRecoverylLevel
Thg new value for the ErrorRecoveryLevel for the specified LHBA or target!

6.2.78/4 Typical return values
IMA_HRROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the ErrorRecdveryLevel value.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting-of the ErrorRecoveryLevel| takes
affgct.

IMA_HRROR_INVALID_PARAMETER

Returned if errorRecoverylLevel is out of range for the LHBA.
IMA_HRROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_HRROR_OBJECT\.NOT_FOUND

Returned if oidsdoes not specify a LHBA or target that is currently known to the system.

6.2.78/5 Remarks

The sgtting of this value is persistent and applies only to subsequent sessions created [by the
initiator exXisting Sessions are not affected:

The valid range of ErrorRecoverLevel values can be determined by calling
IMA_GetErrorRecoveryLevelProperties and examining the minimum and maximum values
returned in the IMA_MIN_MAX_VALUE structure.

6.2.78.6 Support

Mandatory if the settable field in the IMA_BOOL_VALUE structured returned by
IMA_GetErrorRecoverylLevelProperties for the same oid has the value IMA_TRUE.

6.2.78.7 See Also
IMA_GetErrorRecoverylLevelProperties
iSCSI Session and Connection Parameters
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6.2.79 IMA_SetFirstBurstLength
6.2.79.1 Synopsis

Sets the FirstBurstLength iSCSI login parameter of the specified logical HBA or target.

6.2.79.2 Prototype
IMA_STATUS IMA_SetFirstBurstLength(
[*in */ IMA_OID oid,
[*in*/ IMA_UINT firstBurstLength
);
6.2.79[3 Parameters

oid
Thg object ID of the LHBA or target whose FirstBurstLength value is/being set.
firstBurstLength
Thg value for the new FirstBurstLength for the LHBA or target.

6.2.79|4 Typical return values
IMA_HRROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the'FirstBurstLength.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary beforeithe setting of FirstBurstLength takes affect.
IMA_HRROR_INVALID_PARAMETER

Returned if firstBurstLength iscout of range for the LHBA.
IMA_HRROR_INVALID_OBJEET_TYPE

Returned if oid does'hot specify any valid object type.
IMA_HRROR_INCORRECT_OBJECT_TYPE

Returned if(oid does not specify a LHBA or target object.
IMA_HRROR® OBJECT_NOT_FOUND

[y s gl + L Ll A 4 —l — e, P +
Rel MMEUTT OrTd UuUTS TIUT SPETCTTY d LTTDAUT darget urat 15 TUTTETTUY RTTOWIT U TITE S YSTEI.

6.2.79.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the
initiator; existing sessions are not affected.

The wvalid range of FirstBurstLength values can be determined by calling
IMA_GetFirstBurstLengthProperties and examining the minimum and maximum values
returned in the IMA_MIN_MAX_VALUE structure.

6.2.79.6 Support

Mandatory if the settable field in the IMA_MIN_MAX_ VALUE structure returned by
IMA_GetFirstBurstLengthProperties for the same oid is true.
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