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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needéd|for the
different types of document should be noted. This document was drafted in accordance with-the ¢ditorial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentign is drawn to the possibility that some of the elements of this document may)be the supject of
patent fights. ISO and IEC shall not be held responsible for identifying any or‘ll“such paten{ rights.
Details|of any patent rights identified during the development of the documentiwill be in the Intrgduction
and/or pn the ISO list of patent declarations received (see www.iso.org/patents).

Any tragde name used in this document is information given for the convenience of users and dpes not
constityte an endorsement.

For anl explanation on the meaning of ISO specific terms, and expressions related to comformity
assessment, as well as information about ISO's adherence*to the WTO principles in the Tgchnical
Barrierg to Trade (TBT), see the following URL: Foreword + Supplementary information.

ISO/IEC 11889-4 was prepared by the Trusted Computing Group (TCG) and was adopted, under the
PAS prpcedure, by Joint Technical Committee ISOQAEC JTC 1, Information technology, in parallel{with its
approval by national bodies of ISO and IEC.

This sg¢cond edition cancels and replaces the first edition (ISO/IEC 11889-4:2009), which has been
technicplly revised.

ISO/IEC 11889 consists of the following parts, under the general title Information technology — [rrusted
Platforrn Module Library:

—Part 1: Architecture
—Part 2: Structures
—Part 3: Commands

—Part 4: Supportingroutines
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the use
of a patent.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of this patent right is registered with ISO
and IEC. Information may be obtained from:

FujitsI Limited
1-1, Kdmikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microgoft Corporation

One Mjcrosoft Way, Redmond, WA 98052

Entergsys Networks, Inc

50 Minnuteman Road, US-Andover, MA 01810

Lenovp

1009 Think Place, US-Morrisville, NC 27560-8496

Advanked Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735

—EA—H

Hewlett-Packard Company
P.0. B¢x 10490, US-Palo Alto, CA 94303-0969

— O

Infinepn Technologies AG - Neubiberg

—5—0—

Am Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menle/Park, CA

10 Netiwork Circle, UMPK10-146, US-Menlo Park, CA 94025

—g———

IBM Cgrporation

HelE-

North Castle Drive, US-Armonk, N.Y. 10504

Intel Corporation
5200 KElam Young Park -Hillsboro, OR 9712

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Trusted Platform Module Library —

Part 4: Supporting routines

1 Scope

015(E)

This part of ISO/IEC 11889 contains C code that describes the algorithms and methods used by the
command code in ISO/IEC 11889-3. The code in this part of ISO/IEC 11889 augments ISO/IEC 11889-2
and ISO/IEC 11889-3 to provide a complete description of a TPM, including the supporting framework for
e that performs the command actions.
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Vided code.
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Int TPM. In some cases (e.g., firmware update), it is not possible. to provide a co
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tion of the function provided in ISO/IEC 11889-3 would be compliant,
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

e |ISO/IEC 9797-2, Information technology -- Security techniques -- Message Authentication Codes
(MACSs) -- Part 2: Mechanisms using a dedicated hash-function

e |SO/IEC 10116:2006, Information technology — Security techniques — Modes of operation for an n-
bit block cipher
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5.1
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EXAMPL

EXAMPL

5.2

The tak
The prg
2 Confi

/IEC 11889-1, Information technology — Trusted Platform Module Library — Part 1: Architg
/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2=Struct
/IEC 11889-3, Information technology — Trusted Platform Module Library — Part\3:"Commj

rms and definitions

purposes of this part of ISO/IEC 11889, the terms and definitions givern’in ISO/IEC 11889-1

mbols and abbreviated terms

purposes of this part of ISO/IEC 11889, the symbols,and abbreviated terms given in |
| apply.

itomation

Introduction

C 11889-2 and ISO/IEC 11889-3 are*constructed so that they can be processed by an aut

E 1 ISO/IEC 11889-2 can-beprocessed to generate header file contents such as structures, typedefs, and

E 2 ISO/IEC 11889-3,can be processed to generate command and response marshaling and unmarshaling

Configuration“Parser

les in the-lSO/IEC 11889-2 Annexes are constructed so that they can be processed by a p
gram-that’processes these tables in the ISO/IEC 11889-2 Annexes is called "The ISO/IEC
guration Parser."

pcture
ires
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apply.

SO/IEC

bmated

enums.

code.

ogram.
11889-

The tal

lesin the ISO/EC 11889-2 Annexes determine the r‘nnfignrminn ofa TPM implpmpntminn

These

tables may be modified by an implementer to describe the algorithms and commands to be executed in
by a specific implementation as well as to set implementation limits such as the number of PCR, sizes of

buffers,

etc.

The ISO/IEC 11889-2 Configuration Parser produces a set of structures and definitions that are used by
the ISO/IEC 11889-2 Structure Parser.
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53 Structure Parser

5.3.1 Introduction

The program that processes the tables in ISO/IEC 11889-2 (other than the table in the annexes) is called
"The ISO/IEC 11889-2 Structure Parser."

NOTE A Perl script was used to parse the tables in ISO/IEC 11889-2 to produce the header files and unmarshaling
code in for the reference implementation.

The ISO/IEC 11889-2 Structure Parser takes as input the files produced by the ISO/IEC 11889-2
ConfigyratiomParser-antHSOAHEC-11889-2—ThetSOAEC11889-2-Structure Parser-wittgenerate—l of the
C strugture constant definitions that are required by the TPM interface. Additionally, the,parger will
generate unmarshaling code for all structures passed to the TPM, and marshaling code-for structures
passed| from the TPM.

The unmarshaling code produced by the parser uses the prototypes defined below:-“The unmaishaling
code Will perform validations of the data to ensure that it is compliant with the djmitations on the data
imposed by the structure definition and use the response code provided in the table if not.

EXAMPLE The definition for a TPMI_RH_PROVISION indicates that the primitive data“type is a TPM_HANDLE and the
only allowed values are TPM_RH_OWNER and TPM_RH_PLATFORM: The definition also indicates that the
TPM shall indicate TPM_RC_HANDLE if the input value is not none of these values. The unmarshajing code
will validate that the input value has one of those allowed values .andjreturn TPM_RC_HANDLE if not.

The clguses below describe the function prototypes for the marshaling and unmarshaling code| that is
automgdtically generated by the ISO/IEC 11889-2 Structure Parser. These prototypes are describgd here
as the pnmarshaling and marshaling of various types occurs’in places other than when the comrand is
being parsed or the response is being built. The protetypes and the description of the interface are
intended to aid in the comprehension of the code that uses these auto-generated routines.

5.3.2 Unmarshaling Code Prototype

5.3.2.1 Simple Types and Structures

The geperal form for the unmarshaling code for a simple type or a structure is:
TPM_RC TYPE_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size);

Where:
TYRE name of the data type or structure
*tgrget location in the TPM memory into which the data from **buffer is placed
**puffer location in input buffer containing the most significant octet (MSO) of
*target
*size number of octets remaining in *buffer

When the data is successfully unmarshaled, the called routine will return TPM_RC_SUCCESS.
Otherwise, it will return a Format-One response code (see ISO/IEC 11889-2).

If the data is successfully unmarshaled, *buffer is advanced point to the first octet of the next
parameter in the input buffer and size is reduced by the number of octets removed from the buffer.

When the data type is a simple type, the parser will generate code that will unmarshal the underlying type
and then perform checks on the type as indicated by the type definition.

When the data type is a structure, the parser will generate code that unmarshals each of the structure
elements in turn and performs any additional parameter checks as indicated by the data type.

© ISO/IEC 2015 — All rights reserved 3
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5.3.2.2

Union Types

When a union is defined, an extra parameter is defined for the unmarshaling code. This parameter is the
selector for the type. The unmarshaling code for the union will unmarshal the type indicated by the
selector.

The function prototype for a union has the form:
TPM_RC TYPE_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size, UINT32 selector);

where:
TYR
*1d

**k

*si

sel

5.3.2.3

In som

the same C type for the entity even though it does not always have)the same members.

EXAMPL

In som
to be ¢
operati
unmarg
not. WH

E—— name-oftheuniontypeorshucttre—m
rget location in the TPM memory into which the data from **bufferis
uffer location in input buffer containing the most significant octet (M
*target
ze number of octets remaining in **buffer
ector union selector that determines what will be unmarshaled into *tar
Null Types
b cases, the structure definition allows an optional “null” value: The “null” value allows thd

E The TPMI_ALG_HASH data type is used in many placges.

b cases, TPM_ALG_NULL is permitted and in‘ame cases it is not. If two different data tyf
efined, the interfaces and code would become more complex because of the number
bns that would be necessary. Rather thaniencumber the code, the “null” value is defined

en the data type has a “null” value, thé“function prototype is
TPM_RC TYPE_Unmarshal (TYPEy*target, BYTE **buffer, INT32 *size, bool flag)j

blaced
SO) of

get

use of

es had
of cast
and the

haling code is given a flag to indicate-if this instance of the type accepts the “null” paranmeter or

call to

TYPE is
ht) ;

g code

The pdrser detects when the type allows a “null” value and will always include flag in any

unmarghal that type.

5.3.2.4 Arrays

Any data type may/be included in an array. The function prototype use to unmarshal an array for a
TPM|RC TYREArray_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size, INT32 cou

The gel erated cade for an array uses a caount=limited Innp within which it calls the unmarshalin

for TYPE.
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5.3.3 Marshaling Code Function Prototypes

5.3.3.1 Simple Types and Structures

The general form for the unmarshaling code for a simple type or a structure is:
UINT16 TYPE_Marshal (TYPE *source, BYTE **buffer, INT32 *size);

Where:

TYPE name of the data type or structure

*squrce location in the TPM memory containing the value that is to be mafshaled
in to the designated buffer

**puffer location in the output buffer where the first octet of the TYPE is to be
placed

*sijze number of octets remaining in **buffer. If size isya)NULL pointg¢r, then
no data is marshaled and the routine will compute the size| of the
memory required to marshal the indicated type

When the data is successfully marshaled, the called routine will return the number of octets mafshaled
into **puffer.

If the dpta is successfully marshaled, *buffer is advanced point to.the first octet of the next location in
the output buffer and *size is reduced by the number of octets placed in the buffer.

When the data type is a simple type, the parser will generate)code that will marshal the underlying type.
The présumption is that the TPM internal structures are consistent and correct so the marshalirig code
does not validate that the data placed in the buffer has apermissible value.

When the data type is a structure, the parser willgenerate code that marshals each of the sjructure
elements in turn.

5.3.3.2 Union Types
An extrga parameter is defined for the-marshaling function of a union. This parameter is the selectof for the
type. The marshaling code for the thion will marshal the type indicated by the selector.

The furjction prototype for a wnion has the form:
UINT|16 TYPE_Marshal(TYPE *target, BYTE **buffer, INT32 *size, UINT32 selector)

The pafameters have'a similar meaning as those in 5.3.2.2 but the data movement is from soyrce to
buffer.

5.3.3.3 Arrays

Any type may be included in an array. The function prototype use to unmarshal an array is:
UINT16 TYPE_Array_Marshal (TYPE *source, BYTE **buffer, INT32 *size, INT32 count);

The generated code for an array uses a count-limited loop within which it calls the marshaling code for
TYPE.

© ISO/IEC 2015 — All rights reserved 5
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5.4

Command Parser

The program that processes the tables in ISO/IEC 11889-3 is called "The ISO/IEC 11889-3 Command
Parser."

The ISO/IEC 11889-3 Command Parser takes as input ISO/IEC 11889-3 and some configuration files
produced by the ISO/IEC 11889-2 Configuration Parser. This parser uses the contents of the command
and response tables in ISO/IEC 11889-3 to produce unmarshaling code for the command and the
marshaling code for the response. Additionally, this parser produces support routines that are used to
check that the proper number of authorization values of the proper type have been provided. These
support routines are called by the functions in this part of ISO/IEC 11889.
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tem.
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6 Header Files

6.1

Introduction

ISO/IEC 11889-4:2015(E)

The files in clause 6 are used to define values that are used in ISO/IEC 11889-3 and this part of ISO/IEC

11889 and are not confined to a single module.

} TPM2]
#endif

BaseTypes.h

NT
TE
B

NULL

NULL

uint8_t
uint8_t
int8_t
int
uintle_t
intlé t
uint32_t
int32_t
uint64_t
inté4_t
struct {
16

size;
buffer[1];

©

UINTS;
BYTE;

INT8;

BOOL ;

UINT16;
INT16;
UINT32;
INT32;
UINT64;
INT64;
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6.3  bits.h
#ifndef _BITS_H
#define _BITS_H

#define
#define

#define
#endi

CLEAR_BIT(bit, vector) BitClear((bit), (BYTE *)&(vector), sizeof(vector))

SET_BIT(bit, vector)

TEST_BIT(bit, vector)

BitSet((bit), (BYTE *)&(vector), sizeof(vector))
\

BitlsSet((bit), (BYTE *)&(vector), sizeof(vector))

© ISO/IEC 2015 — All rights reserved
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6.4 bool.h
#ifndef _BOOL_H
#define _BOOL_H

#iT defined(TRUE)

#undef TRUE

#endi

#if defined FALSE

#undef FALSE

#endi

typedef int BOOL;

#define FALSE ((BOOL)0O)
#define TRUE ((BOOLYD)

#endif]

6.5 [Capabilities.h

This filg contains defines for the number of capability values that will fit into the largest:data buffer.

These flefines are used in various function in the "support" and the "subsystem"'code groups. A
that supports a type that is returned by a capability will have a function that returns the capabilitie

type.

module
5 of the

EXAMPLE PCR.c contains PCRCapGetHandles() and PCRCapGetProperties():
#ifnd _CAPABILITIES_H
#defin _CAPABILITIES_H
#defin MAX_CAP_DATA (MAX_CAP_BUFFER-siz&of(TPM_CAP)-sizeof(UINT32))
#defin MAX_CAP_ALGS (ALG_LAST_VALUE © ALG_FIRST_VALUE + 1)
#defin MAX_CAP_HANDLES (MAX_CAP_DATA/&i zeof (TPM_HANDLE))
#defin MAX_CAP_CC ((TPM_CC_LAST->" TPM_CC_FIRST) + 1)
#defin MAX_TPM_PROPERTIES (MAX_CAP_DATA/sizeof(TPMS_TAGGED_PROPERTY))
#defin MAX_PCR_PROPERTIES  (MAX_CAP_DATA/sizeof(TPMS_TAGGED_ PCR_SELECT))
#defin MAX_ECC_CURVES (MAX_CAR _DATA/sizeof(TPM_ECC_CURVE))
#endi
6.6 PMB.h
This filg contains extra TPM2B structures
#ifndelff _TPMB_H
#define _TPMB_H
#include "TPM_Types(hj’
This m@cro helps @veid having to type in the structure in order to create a new TPM2B type that isjused in
a function.
#deFfine dPM2B_TYPE(name, bytes) \
typedéf union { \
struct { \
UINT16 size; \
BYTE buffer[(bytes)]: \
} t; \
TPM2B b; \
} TPM2B_##name
Macro to instance and initialize a TPM2B value
#define TPM2B_INIT(TYPE, name) \
TPM2B_##TYPE name = {sizeof(name.t.buffer), {0}}
© ISO/IEC 2015 — All rights reserved 9
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A 2B structure for a seed

TPM2B_TYPE(SEED, PRIMARY SEED SIZE);

A 2B hash block

TPM2B_TYPE(HASH_BLOCK, MAX_HASH_BLOCK_SIZE);
TPM2B_TYPE(RSA_PRIME, MAX_RSA_KEY_ BYTES/2);
TPM2B_TYPE(1_BYTE_VALUE, 1);
TPM2B_TYPE(2_BYTE_VALUE, 2);
TPM2B_TYPE(4_BYTE_VALUE, 4);
TPM2B_TYPE(20_BYTE_VALUE, 20);

TPM2B_REE32—BYTEVALUE—32)
TPM2B_|TYPE(48_BYTE_VALUE, 48);
TPM2B_[TYPE(64_BYTE_VALUE, 64);
TPM2B_[TYPE(MAX_HASH_BLOCK, MAX_HASH BLOCK_SIZE);
#endif

6.7 TpmError.h

#ifnd _TPM_ERROR_H

#deFfine _TPM_ERROR_H

#include "TpmBuildSwitches._h"

#defin FATAL_ERROR_ALLOCATION (¢H)

#defin FATAL_ERROR_DIVIDE_ZERO )

#defin FATAL_ERROR_INTERNAL (©))

#defin FATAL_ERROR_PARAMETER (D)

#defin FATAL_ERROR_ENTROPY (&)

#defin FATAL_ERROR_SELF_TEST 6)

#defin FATAL_ERROR_CRYPTO (D)

#defin FATAL_ERROR_NV_UNRECOVERABLE [©))

#defin FATAL_ERROR_REMANUFACTURED (9) // indicates that the TPM hag
// been re-manufactured after
// unrecoverable NV error

#defin FATAL_ERROR_DRBG (10)

#defin FATAL_ERROR_FORCED (666)

void

TpmFajl (const char *function, int line, int code);

typed void (*FATLFUNCTION) (const char *, int, int);

#define FAIL(a) (TpmFail(__FUNCTION__, _ LINE_ , a))

#iT defined (EMPTY-LASSERT)

#  degfine pAssert(a) ((void)0)

#else

# define-pAssert(a) (11(a) ? 1 : (FAIL(FATAL_ERROR_PARAMETER), 0))
#endi

¥/ TPM_ERROR_H

an

verable

6.8 Global.h

6.8.1 Description

This file contains internal global type definitions and data declarations that are need between
subsystems. The instantiation of global data is in Global.c. The initialization of global data is in the

subsystem that is the primary owner of the data.

The first part of this file has the typedefs for structures and other defines used in many portions of the
code. After the typedef clause, is a clause that defines global values that are only present in RAM. The

10 © ISO/IEC 2015 - All rights re
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next three clauses define the structures for the NV data areas: persistent, orderly, and state save.
Additional clauses define the data that is used in specific modules. That data is private to the module but
is collected here to simplify the management of the instance data. All the data is instanced in Global.c.

, it tells

sh with

6.8.2 Includes

#ifndef GLOBAL_H

#define GLOBAL_H

//#define SELF_TEST

#include "TpmBuildSwitches.h"

#include "Tpm.h"

#include "TPMB._h"

#include "CryptoEngine.h"

#include <setjmp.h>

6.8.3 Defines and Types

6.8.3.1 Unreferenced Parameter

This ddfine is used to eliminate the compiler warning about an unreferencéd-parameter. Basically

the compiler that it is not an accident that the parameter is unreferenced.

#ifnd UNREFERENCED_PARAMETER

#  delffine UNREFERENCED_PARAMETER(a) ()

#endif]

#include "bits_h"

6.8.3.2 Crypto Self-Test Values

Define these values here if the AlgorithmTests() ptoject is not used

#ifndelf SELF_TEST

extern| ALGORITHM_VECTOR g_implementedAlgorithms;

extern ALGORITHM_VECTOR g_toTest;

#else

LIB_IMPORT extern ALGORITHM_V/ECTOR g_implementedAlgorithms;

LIB_IMPORT extern ALGORITHM_VECTOR g_toTest;

#endi

These nacros are used-in-CryptUtil() to invoke the incremental self test.

#defin TESFCalg) iT(TEST_BIT(alg, g_toTest)) CryptTestAlgorithm(alg, NULL)

Use of TPM_ALG” NULL is reserved for RSAEP/RSADP testing. If someone is wanting to test a hg

that value,don't do it.

#define TEST_HASH(alg) \
iT( TEST_BIT(alg, g_toTest) \

&& (alg !'= ALG_NULL_VALUE)) \
CryptTestAlgorithm(alg, NULL)
6.8.3.3 Hash and HMAC State Structures

These definitions are for the types that can be in a hash state structure. These types are used in the
crypto utilities

typedef BYTE  HASH_STATE_TYPE;

#defin

© 1SO/

e HASH_STATE_EMPTY ((HASH_STATE_TYPE) 0)
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#define HASH_STATE_HASH ((HASH_STATE_TYPE) 1)
#define HASH_STATE_HMAC ((HASH_STATE_TYPE) 2)

A HASH_STATE structure contains an opaque hash stack state. A caller would use this structure when
performing incremental hash operations. The state is updated on each call. If type is an HMAC_STATE,
or HMAC_STATE_SEQUENCE then state is followed by the HMAC key in oPad format.

typedef struct
CPRI_HASH_STATE state; // hash state

HASH_STATE_TYPE type; // type of the context
} HASH_STATE;

An HMAC_STATE structure contains an opaque HMAC stack state. A caller would use this”sfructure
when performing incremental HMAC operations. This structure contains a hash state and anyHMAC key
and allpws slightly better stack optimization than adding an HMAC key to each hash state,

typed struct

HASH_STATE hashState; // the hash state
TPM2B_HASH_BLOCK hmacKey ; // the HMAC key
} HMACQ_STATE;

6.8.3.4 Other Types

An AUTH_VALUE is a BYTE array containing a digest (TPMU/HA)
typede|f BYTE AUTH_VALUE[sizeof(TPMU_HA)]:

A TIMH_INFO is a BYTE array that can contain a TPMS_TIME_INFO
typedelf BYTE TIME_INFO[sizeof(TPMS_TIME INFO)];

A NAI\:[ is a BYTE array that can contain a\TPMU_NAME

typede|f BYTE NAME[sizeof(TPMU_NAME)];
6.8.4 Loaded Object Structures

6.8.4.1 Description

The strlictures in ¢latise 6.8.4 define the object layout as it exists in TPM memory.

Two types of objects are defined: an ordinary object such as a key, and a sequence object that mpy be a
hash, HMAC, or event.

6.8.4.2 OBJECT_ATTRIBUTES

An OBJECT_ATTRIBUTES structure contains the variable attributes of an object. These properties are
not part of the public properties but are used by the TPM in managing the object. An
OBJECT_ATTRIBUTES is used in the definition of the OBJECT data type.

typedef struct

unsigned publicOnly :1; //0) SET if only the public portion of
// an object is loaded
unsigned epsHierarchy : 1; //1) SET if the object belongs to EPS

// Hierarchy

12 © ISO/IEC 2015 — All rights reserved
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unsigned ppsHierarchy : 1; //2) SET if the object belongs to PPS
// Hierarchy
unsigned spsHierarchy : 1; //3) SET T the object belongs to SPS
//  Hierarchy
unsigned evict :1; //4) SET if the object is a platform or
// owner evict object. Platform-
// evict object belongs to PPS
// hierarchy, owner-evict object
// belongs to SPS or EPS hierarchy.
// This bit is also used to mark a
// completed sequence object so it
// will be flush when the
// SequenceComplete command succeeds.
Un Iyllcd '.Il ;IIIG\.I _y = 1; IIIIS) SET f\Jl A FI ;IIIOI.I y \JLI_; C\.’t
unjsigned temporary 1; //6) SET for a temporary object
unjsigned stClear 1; //7) SET for an stClear object
unsigned hmacSeq 1; //8) SET for an HMAC sequence 6bject
unjsigned hashSeq 1; //9) SET for a hash sequence lebject
unsigned eventSeq 1; //10) SET for an event segggrice objedt
unjsigned ticketSafe 1; //11) SET if a ticket is.g9a3fe to creqte
// for hash sequence @bject
unjsigned FfirstBlock 1; //12) SET if the first\block of hash
// data has beenreceived. It
// works with €icketSafe bit
unjsigned isParent 1; //13) SET if the\kéy has the proper
// attribytes’ to be a parent key
unjsigned privateExp 1; //14) SET wher/the private exponent
// of af\RSA key has been validatgd.
unjsigned reserved :1; //15) reseryed-bits. unused.

} OBJECT_ATTRIBUTES;

6.8.4.

An OBPECT structure holds the object public, *sensitive, and meta-data associated. This stru

OBJECT Structure

Cture is

implemgentation dependent. For this implementation, the structure is not optimized for space but rgther for

clarity of the reference implementation. Other implementations may choose to overlap portions
e that are not used simultaneously, These changes would necessitate changes to the sour
but those changes would be compatible with the reference implementation.

structu

typedelf struct

//

The attributes field is required to be first followed by the publicArea.
This allows the\sverlay of the object structure and a sequence structure

object attributes
public area of an object
sensitive area of an object

Additional field for the private
exponent of an RSA key.

//)
OBUJECT_ATTRIBUTES,~ attributes; //
TPMT_PUBLIC publicArea; //
TPMT_SENSITAHVE sensitive; //
#ifdef] TPM_ALRG RSA
TPM2B (PUBLIC_KEY_RSA privateExponent; //
//
#endif
TPM2B_NAME qualifiedName; //
TPMI_DH_OBJECT evictHandle; //
//
//
//
TPM2B_NAME name; //
//
} OBJECT;

© ISO/IEC 2015 — All rights reserved

object qualified name

if the object is an evict object,
the original handle is kept here.
The "working®" handle will be the
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6.8.4.4 HASH_OBJECT Structure

This structure holds a hash sequence object or an event sequence object.

The first four components of this structure are manually set to be the same as the first four components of
the object structure. This prevents the object from being inadvertently misused as sequence objects
occupy the same memory as a regular object. A debug check is present to make sure that the offsets are
what they are supposed to be.

typedef struct

OBJECT_ATTRIBUTES attributes; // The attributes of the HASH object
TPMH—ALEE—RUBHES Bypes ——————
TPMI_ALG_HASH nameAlg; // name algorithm
TPMA_OBJECT objectAttributes; // object attributes
//] The data below is unique to a sequence object
TPM2B_AUTH auth; // auth for use of sequence
unlion
{
HASH_STATE hashState[HASH_COUNT];
HMAC_STATE hmacState;

} state;
} HASH OBJECT;

6.8.4.5 ANY_OBJECT

This is the union for holding either a sequence object or a regular object.

typedelf union

OBUECT entity;
HASH_OBJECT hash;
} ANY_|OBJECT;

6.8.5 | AUTH_DUP Types

These yalues are used in the autherization processing.

typedelf UINT32 AUTH_ROLE;
#define AUTH_NONE ((AUTH_ROLE) (0))
#define AUTH_USER ((AUTH_ROLE) (1))
#define AUTH_ADMIN ((AUTH_ROLE) (2))
#define AUTH_DUP ((AUTH_ROLE) (3))

6.8.6 Active Session Context

6.8.6.1 Description

The structures in clause 6.8.6 define the internal structure of a session context.

6.8.6.2 SESSION_ATTRIBUTES
The attributes in the SESSION_ATTRIBUTES structure track the various properties of the session. It

maintains most of the tracking state information for the policy session. It is used within the SESSION
structure.

typedef struct

14 © ISO/IEC 2015 — All rights reserved
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{
unsigned isPolicy : 1; //1) SET if the session may only
// be used for policy
unsigned isAudit : 1; //2) SET if the session is used
// for audit
unsigned isBound : 1; //3) SET if the session is bound to
// with an entity.
//  This attribute will be CLEAR if
// either isPolicy or isAudit is SET.
unsigned iscpHashDefined : 1;//4) SET if the cpHash has been defined
//  This attribute is not SET unless
// "isPolicy”™ is SET.
unsigned isAuthValueNeeded : 1;
IIIIS) SET ;f thc uuth‘v’u:uc ;Q quu;lC\.
//  for computing the session HMAQa
//  This attribute is not SET qﬁ?bss
// isPolicy is SET. q/
unjsigned isPasswordNeeded : 1; ?‘.
//6) SET if a password aut ue is
// required for author'Qb ion
//  This attribute ISN{ SET unlesd
// isPolicy is SET.
unsigned isPPRequired : 1; //7) SET if physic presence is
// required to sserted when thd
// authoruza{;ih is checked.
This at te is not SET unlesd
isPol s SET.
unjsigned isTrialPolicy : 1; //8) SET zé} e policy session is
d for trial of the policyls
icyHash generation.
iIs attribute is not SET unlesq
//\ isPolicy is SET.
unjsigned isDaBound : 1; 9) SET if the bind entity had noDA
Q;§Y CLEAR. IT this is SET, then an
QS} // agth failure ueing this session
QS Wull count against Iockout_even
- // if the object being authorized is
\) //  exempt from DA.
unsigned |sLockoth9und : 1; //10)SET if the session is bound to
// lockoutAuth.
unjsigned requegiﬁasBound : 1;//11) SET if the session is being usgd
// with the bind entity. If SET
// the authValue will not be use
§§? // in the response HMAC computatign.
unjsigned (:) heckNvWritten : 1; //12) SET if the TPMA_NV_WRITTEN
(:) // attribute needs to be checked
A // when the policy is used for
§§> // authorization for NV access.
<2‘ // IT this is SET for any other
C) // type, the policy will fail.
unsigrz\e}?s nvWrittenState : 1; //13) SET if TPMA _NV_WRITTEN is
// required to be SET.

} SESSIONATTRIBUTES;

6.8.6.3 SESSION Structure

The SESSION structure contains all the context of a session except for the associated contextID.

NOTE

typedef struct

TPM_ALG_ID
TPM2B_NONCE

authHashAlg;
nonceTPM;

© ISO/IEC 2015 — All rights reserved
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ry

// this session
TPMT_SYM_DEF symmetric; // session symmetric algorithm (if any)
TPM2B_AUTH sessionKey; // session secret value used for
// generating HMAC and encryption keys
SESSION_ATTRIBUTES attributes; // session attributes
TPM_CC commandCode; // command code (policy session)
TPMA_LOCALITY commandLocality; // command locality (policy session)
UINT32 pcrCounter; // PCR counter value when PCR is
// included (policy session)
// 1f no PCR is included, this
// value is 0.
UINT64 startTime; // value of TPMS_CLOCK_INFO.clock, thg
// the session was started (polisy
// session)
UINT64 timeOut; // timeout relative to
// TPMS_CLOCK_INFO.clock
// There is no timeout N this value
// is O.
unjion
{ _ i
TPM2B_NAME boundEntity; // value used AQMNtrack the entity td
// which the~Session is bound
TPM2B_DIGEST cpHash; // the required cpHash value for thd
// command being authorized
} ui; /7 ChbvundEntity™ and “cpHash®™ may
ML share the same space to save memg
unjion
{ o
TPM2B_DIGEST auditDigest; // audit session digest

TPM2B_DIGEST

6.8.7.1

policyDigest;

PCR_SAVE/Structure

/

//
//

/ policyHash

audit log and policyHash may
share space to save memory

The PQR_SAVE-structure type contains the PCR data that are saved across power cycles. Only th
PCR ate required to be saved across power cycles. The DRTM and resettable PCR are not sav

numbe
is built.

of,static and resettable PCR is determined by the platform-specific specification to which t

e static
bd. The
e TPM

typedef struct

{

#ifdef TPM_ALG_SHAl
BYTE

#endi

#ifdef TPM_ALG_SHA256
BYTE

#endi

#ifdef TPM_ALG_SHA384
BYTE

#endi

#ifdef TPM_ALG_SHA512

16

shal[NUM_STATIC_PCR][SHA1_DIGEST_SIZE];

sha256[NUM_STATIC_PCR][SHA256_DIGEST_SIZE];

sha384[NUM_STATIC_PCR][SHA384_DIGEST_SIZE];

© ISO/IEC 2015 - All rights re

served
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235 BYTE sha512[NUM_STATIC_PCR][SHA512 DIGEST_SIZE];
236  #endif
237  #ifdef TPM_ALG_SM3_ 256

238 BYTE sm3_256[NUM_STATIC_PCR][SM3_256_DIGEST_SIZE];
239 #endif

240

241 // This counter increments whenever the PCR are updated.

242 // NOTE: A platform-specific specification may designate

243 // certain PCR changes as not causing this counter

244 // to increment.

245 UINT32 pcrCounter;

246

247  } PCR_SAVE;

6.8.7.2 PCR_POLICY

This slcture holds the PCR policies, one for each group of PCR controlled by policy.

248 typed struct

249

250 TPMI_ALG_HASH hashAIg[NUM_POLICY_PCR_GROUP];
251 TPM2B_DIGEST a;

252 TPM2B_DIGEST policy[NUM_POLICY_PCR_GROUP];

253  } PCR_POLICY;

6.8.7.3 PCR_AUTHVALUE

This sIcture holds the PCR policies, one for each group ofyRCR controlled by policy.

254 typed
255

256 TPM2B_DIGEST auth[NUM_AUTHVALUENPCR_GROUP] ;
257 } PCR_AUTHVALUE;

struct

6.8.8 Startup

6.8.8.1 SHUTDOWN_NONE

ISO/IEC 11889-2 defines the, two shutdown/startup types that may be used in TPM2_Shutdowp() and
TPM2_[Startup(). This additional define is used by the TPM to indicate that no shutdown was receiyed.

NOTE This,is\a reserved value.

258  #define SHUTDOWN NONE  (TPM_SU) (OXFFFF)

6.8.8.2 STARTUP_TYPE

This enumeration is the possible startup types. The type is determined by the combination of
TPM2_ShutDown() and TPM2_Startup().

259 typedef enum

260 {

261 SU_RESET,
262 SU_RESTART,
263 SU_RESUME

264 } STARTUP_TYPE;

© ISO/IEC 2015 — All rights reserved 17
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6.8.9 NV

6.8.9.1 NV_RESERVE

This enumeration defines the master list of the elements of a reserved portion of NV. This list includes all
the pre-defined data that takes space in NV, either as persistent data or as state save data. The
enumerations are used as indexes into an array of offset values. The offset values then are used to index
into NV. This is method provides an imperfect analog to an actual NV implementation.

265 typedef enum

266

267 // Enll ;Cb IL)C:UVV HI;I LAY | L;IC PERS:STENT_DATA SLITutLturc. T;ICDC va:uea arc wi ;LLCII
268 // to NV as individual items.
269 //] hierarchy

270 NV|_ DISABLE_CLEAR,

271 NV|_ OWNER_ALG,

272 NV|_ENDORSEMENT_ALG,
273 NV|_LOCKOUT_ALG,

274 NV|_OWNER_POLICY,

275 NV|_ENDORSEMENT_POLICY,
276 NV|_LOCKOUT_POLICY,
277 NV| OWNER_AUTH,

278 NV|_ENDORSEMENT_AUTH,
279 NV|_LOCKOUT_AUTH,

280

281 NV|_EP_SEED,

282 NV|_SP_SEED,

283 NV|_PP_SEED,

284

285 NV|_PH_PROOF,

286 NV|_SH_PROOF,

287 NV|_EH_PROOF,

288

289 //] Time

290 NV|_TOTAL_RESET_COUNT,
291 NV|_RESET_COUNT,

292

293 //| PCR

294 NV|_PCR_POLICIES,

295 NV|_PCR_ALLOCATED,

296

297 //] Physical Presencé
298 NV| PP_LIST,

299

300 //] Dictionary fAttack
301 NV|_FAILED_TREES,

302 NV|_MAX_TREES,

303 NV|_ RECOVERY_TIME,

304 NV|_LOGKOUT_RECOVERY,
305 NV|_LOCKOUT_AUTH_ENABLED,
306

307 // Orderly State flag
308 NV_ORDERLY,

309

310 // Command Audit

311 NV_AUDIT_COMMANDS,
312 NV_AUDIT_HASH_ALG,
313 NV_AUDIT_COUNTER,

314

315 // Algorithm Set

316 NV_ALGORITHM_SET,

317

318 NV_FIRMWARE_V1,

319 NV_FIRMWARE_V2,

18 © ISO/IEC 2015 — All rights reserved
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// The entries above are in PERSISTENT_DATA. The entries below represent
// structures that are read and written as a unit.

// ORDERLY_DATA data structure written on each orderly shutdown
NV_ORDERLY_DATA,

// STATE_CLEAR_DATA structure written on each Shutdown(STATE)
NV_STATE_CLEAR,

// STATE_RESET_DATA structure written on each Shutdown(STATE)
NV_STATE_RESET,

N\l RECEO\/C 1L ACT LL pu | £ N
NCOCN\VE_C7vo o 77 Ctig oOr 1

3 NV_RESERVE;

6.8.9.2 NV_INDEX

The NV _INDEX structure defines the internal format for an NV index. The indexData size| varies
according to the type of the index. In this implementation, all of the index is manipulated as a unit.

typedelf struct

TPMS_NV_PUBLIC publicArea;
TPM2B_AUTH authValue;
} NV_INDEX;

6.8.10| COMMIT_INDEX_MASK
This is the define for the mask value that is used when_ manipulating the bits in the commit bit arrpy. The
commiff counter is a 64-bit value and the low order>bits are used to index the commitArray. This mask
value i applied to the commit counter to extract the bit number in the array.

#ifdef| TPM_ALG_ECC
#deFfine COMMIT_INDEX_MASK ((UINT16)¢(sizeof(gr-commitArray)*8)-1))
#endif]

6.8.11] RAM Global Values

6.8.11J1 Description

The values in clause.6:8.11 are only extant in RAM. They are defined here and instanced in Globa|.c.

6.8.11J2 g<iCIndex

This arfay‘is used to contain the array of values that are added to a return code when it is a pargmeter-,
handle-, or session-related error. This is an implementation choice and the same result can be achieved
by using a macro.

extern const UINT16 g_rclindex[15];

6.8.11.3 g_exclusiveAuditSession

This location holds the session handle for the current exclusive audit session. If there is no exclusive
audit session, the location is set to TPM_RH_UNASSIGNED.

extern TPM_HANDLE g_exclusiveAuditSession;

© ISO/IEC 2015 — All rights reserved 19


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

345

346

347

348

349
350

351

ISO/IEC 11889-4:2015(E)

6.8.11.4 g _time

This value is the count of milliseconds since the TPM was powered up. This value is initialized at
_TPM_Init().

extern UINT64 g_time;

6.8.11.5 g_phEnable

This is the platform hierarchy control and determines if the platform hierarchy is available. This value is
SET on each TPM2_Startup(). The default value is SET.

extern| BOOL g_phEnable;

6.8.11]6 g _pceReConfig

This vplue is SET if a TPM2_PCR_Allocate() command successfully executed since the last
TPM2_[Startup(). If so, then the next shutdown is required to be Shutdown(CLEAR):

extern| BOOL g_pcrReConfig;

6.8.11f7 g_DRTMHandle

This lo¢ation indicates the sequence object handle that holdsthe DRTM sequence data. When nat used,
it is sef to TPM_RH_UNASSIGNED. A sequence DRTM,Seguence is started on either _TPM_|nit() or
_TPM_Hash_Start().

extern| TPMI_DH_OBJECT  g_DRTMHandle;

6.8.11)8 g_DrtmPreStartup

This vajue indicates that an H-CRTM occurred after _TPM_lInit() but before TPM2_Startup(). The define is
used tq add the g_DrtmPreStartup value to gp_orderlyState at shutdown. This is a bit of a hack tihat was
done td avoid adding another NV variable just to have a bit

extern| BOOL g_DrtmPreStartup;
#define PRE_STARTUP_FLAG 0x8000

6.8.11]9 g_updateNV

This flgg indicates if NV should be updated at the end of a command. This flag is set to FALSHE at the
beginning of-each command in ExecuteCommand(). This flag is checked in ExecuteCommand() dfter the

detailed actiohs of a command complete. If the command execution was successful and this flag js SET,
any peW’ | i } -

extern BOOL g_updateNV;

6.8.11.10 g_clearOrderly

This flag indicates if the execution of a command should cause the orderly state to be cleared. This flag is
set to FALSE at the beginning of each command in ExecuteCommand() and is checked in
ExecuteCommand() after the detailed actions of a command complete but before the check of
g_updateNV. If this flag is TRUE, and the orderly state is not SHUTDOWN_NONE, then the orderly state
in NV memory will be changed to SHUTDOWN_NONE.
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BOOL g_clearOrderly;

11 g_prevOrderlyState

This location indicates how the TPM was shut down before the most recent TPM2_Startup(). This value,
along with the startup type, determines if the TPM should do a TPM Reset, TPM Restart, or TPM

Resume.
extern TPM_SU g_prevOrderlyState;
6.8.11.12 g nvOk

This vajue indicates if the NV integrity check was successful or not. If not and the failure was-sevefe, then
the TPM would have been put into failure mode after it had been re-manufactured. If the NV|failurg was in
the arep where the state-save data is kept, then this variable will have a value of FALSEindicating that a
TPM2_[Startup(CLEAR) is required.
extern| BOOL g_nvOok;
6.8.11J13 g_platformUnique
This Igcation contains the unique value(s) used to identify “\the TPM. It is loaded on every
_TPM2| Startup() The first value is used to seed the RNG. Thé second value is used as a|vendor
authVajue. The value used by the RNG would be the value derived from the chip unique value ($uch as
fused) with a dependency on the authorities of the code.in the TPM boot path. The second wpuld be
derived from the chip unique value with a dependency on the details of the code in the boot path. [That is,
the firsy value depends on the various signers of the cede and the second depends on what was [signed.
The TMP vendor should not be able to know the firstvalue but they are expected to know the second.
extern| TPM2B_AUTH g_platformUniquéAuthorities; // Reserved fTor RNG
extern| TPM2B_AUTH g_platformuUniqueDetails; // referenced by VENDOR_PERMANENT
6.8.12| Persistent Global Values
6.8.12{1 Description
The values in clause 6.8.12) are global values that are persistent across power events. The lifetimg of the
values fdetermines the structure in which the value is placed.
6.8.12{2 PERSISTENT_DATA
This stfucture holds the persistent values that only change as a consequence of a specific Protected
Capabilitynand are not affected by TPM power events (TPM2 Startup() or TPM2_ Shutdown().
typedef struct
{
//
// Hierarchy
//
// The values in this clause are related to the hierarchies.

BOOL disableClear; // TRUE if TPM2_Clear() using

// lockoutAuth is disabled

// Hierarchy authPolicies

TPMI1_ALG_HASH ownerAlg;
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TPMI_ALG_HASH endorsementAlg;
TPMI_ALG_HASH lockoutAlg;
TPM2B_DIGEST ownerPolicy;
TPM2B_DIGEST endorsementPolicy;
TPM2B_DIGEST lockoutPolicy;
// Hierarchy authValues
TPM2B_AUTH ownerAuth;
TPM2B_AUTH endorsementAuth;
TPM2B_AUTH lockoutAuth;
// Primary Seeds
TPM2B_SEED EPSeed;
TPM2B—SEED SPSeed:
TPM2B_SEED PPSeed; \3)
//] Note there is a nullSeed in the state_reset memory. (g\
//] Hierarchy proofs b;q/
TPM2B_AUTH phProof; q’
TPM2B_AUTH shProof; >
TPM2B_AUTH ehProof; “Sb
//| Note there is a nullProof in the state reset memory. N
// xc’oo
// Reset Events f\\\
//

// A gount that increments at each TPM reset and never gé%)reset during the life
// time of TPM. The value of this counter is |n|t|alt§gd to 1 during TPM

// manufacture process. Q

UINT64 totalResetCount; <:>

<

// Thijs counter increments on each TPM Reset. Qge counter is reset by

/7 TPVR_Clear(). QO
UINT32 resetCount; %
D
[ [FFFAIPF A A < ‘\’$
// PCR 4\

[ [P ek

// Thip structure hold the pol

// Thip implementation only S

// pollicy. If more are req

// an jrray. R
PCR_POLICY @chol icies;

’l\ecg for those PCR that have an update policy.
orts a single group of PCR controlled by
, then this structure would be changed to

// This structure igiigates the allocation of PCR. The structure contains a
// of PCR al ions for each implemented algorithm. If no PCR are

// a ?Fcated fo algorithm, a list entry still exists but the bit map
wi lifl
TP

// cont SET bits.
L_| PC ECTION pcrAllocated;
V4 faiaiale te’e’ Sunisialaiaiaiaiaiaiaiaiaiaiaie
// \Q/ Physical Presence
[ [P e

// The PP_LIST type contains a bit map of the commands that require physical

// to be asserted when the authorization is evaluated. Physical presence will be
// checked if the corresponding bit in the array is SET and if the authorization
// handle is TPM_RH_PLATFORM.

// These bits may be changed with TPM2_PP_Commands() .
BYTE ppList[((TPM_CC_PP_LAST - TPM_CC_PP_FIRST + 1) + 7)/8];
//*********************************************************************************

// Dictionary attack values
A A A A A AA A A A A A A A A AA A A A AA A A A AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAhhih
//

// These values are used for dictionary attack tracking and control.
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UINT32 failedTries; // the current count of unexpired
// authorization failures

UINT32 maxTries; // number of unexpired authorization
// fTailures before the TPM is in
// lockout

UINT32 recoveryTime; // time between authorization failures

// before fTailedTries is decremented

UINT32 lockoutRecovery; // time that must expire between
// authorization failures associated
// with lockoutAuth

BOPOL lockOutAuthEnabled; // TRUE if use of lockoutAuth is 63
/7 allowed Q’\
[ /AP A A A A A H e Fe e KooK e e KK S
// Orderly State j&
R B ol
// The] orderly state for current cycle “Sb
TPM_SU orderlyState; N
@)
1/ £
7/ Command audit values. (~$§g>
// A4
BY[TE auditComands[((TPM_CC_LAST - TPM§§% FIRST + 1) + 7) 7/ 8]
TPMI_ALG_HASH auditHashAlg; o
UINT64 auditCounter; Q

// Algorithm selection

// The] "algorithmSet® value indicates thg§é§llectlon of algorithms that are
// curfrently in used on the TPM. The Intér

UINT32 algorithmSet;
A\Q)
[ [FFFFPe A IS S Ak
// Firmware version \SS
// i el

// Thel firmwareVl and firmgizé 2 values are instanced in TimeStamp.c. This is

// a scheme used in develo t to allow determination of the linker build time
he TPM. An actu implementation would implement these values in a way th{
onsistent wit dor needs. The values are maintained in RAM for simplif
ss with am version in NV. These values are modified in a
or-specifi

.

ntains the more significant 32-bits of the vendor version numbg
nce implementation, if this value is printed as a hex

will have the format of yyyymmdd

firmwareVl;

pretation of value is vendor dependent.

It
ed

// g_firmwareVl contains the less significant 32-bits of the vendor version number.

// In the reference implementation, if this value is printed as a hex
// value, i1t will have the format of 00 hh mm ss
UINT32 firmwarev2;

} PERSISTENT_DATA;
extern PERSISTENT_DATA gp;

6.8.12.3 ORDERLY_DATA

The data in this structure is saved to NV on each TPM2_Shutdown().
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495 typedef struct orderly_data

496

497

498 //

499 // TIME
500 //

501

502 // Clock has two parts. One is the state save part and one is the NV part. The
503 // state save version is updated on each command. When the clock rolls over, the
504 // NV version is updated. When the TPM starts up, if the TPM was shutdown in and
505 // orderly way, then the sClock value is used to initialize the clock. If the
506 // TPM shutdown was not orderly, then the persistent value is used and the safe
507 // attribute is clear.

508
509 UINT64 clock; // The orderly version of clock
510 TPMI_YES_NO clockSafe; // Indicates if the clock vahkad§§
511 // safe. }]/
512 [ [ e e e e e ek ’t;f
513 // DRBG O)'
3 R e ittt Q5
515 #ifdefl _DRBG_STATE_SAVE qb
516 //] This is DRBG state data. This is saved each time the valuehé}'clock is
517 //] updated. (:)
518 DRBG_STATE drbgState; Q/
519  #endif] N
520 ()
521 } ORDERLY_DATA; \C_>
522  extern ORDERLY DATA go; O‘\
6.8.12J4 STATE_CLEAR_DATA QQ
N
This stfucture contains the data that is saved on SH@own(STATE). and restored on Startup(STATE).
The vdlues are set to their default settings o Startup(Clear). In other words the data |is only
persistg¢nt across TPM Resume.
If the cpmments associated with a paramef@ndicate a default reset value, the value is applied gn each
Startup(CLEAR).
xO
523 typedelf struct state_clear_dg¥3$~
524 { N
525 //************************ A EEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAhhhhihiki
526  // Hierarchy Gontrol
527 //******************** AAAEEAAAAXAAAAAAXAAAAAAAAAAXAAAAAAAAAAAAAAAAAAAAAAAhhhiii
528 BOPOL (:) shEnable; // default reset is SET
529 BOPL () ehEnable; // default reset is SET
530 BOPL @ phEnableNV; // default reset is SET
531 TPMI_ALG_ platformAlg; // default reset is TPM_ALG_NULL
532 TPM2B_DI platformPolicy; // default reset is an Empty Buffer
533 TPM2B platformAuth; // default reset is an Empty Buffer
534
535 <S$'
536 //
537 // PCR
538 //
539 // The set of PCR to be saved on Shutdown(STATE)
540 PCR_SAVE pcrSave; // default reset is 0...0
541

542 // This structure hold the authorization values for those PCR that have an

543 // update authorization.

544 // This implementation only supports a single group of PCR controlled by

545 // authorization. ITf more are required, then this structure would be changed to
546 // an array.

547 PCR_AUTHVALUE pcrAuthValues;

548
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} STATE_CLEAR_DATA;
extern STATE_CLEAR_DATA gc;

6.8.12.5 State Reset Data

This structure contains data is that is saved on Shutdown(STATE) and restored on the subsequent
Startup(ANY). That is, the data is preserved across TPM Resume and TPM Restart.

If a default value is specified in the comments this value is applied on TPM Reset.

typedef struct state_reset_data

{
// I
// Hierarchy Control 533
// Q
TPM2B_AUTH nullProof; // The proof value associateq ﬁ‘t
// the TPM_RH_NULL hierarch 5 e
// default reset value isqgipm the RNG.
TPM2B_SEED nullSeed; // The seed value for the” TPM_RN_NULI
// hierarchy. The d fghlt reset valug
// is from the RN .éi)
N
// e (:5\
// Context
// s
// Thel "clearCount® counter is incremented each time TPM successfully executgs

// a TPM Resume. The counter is included in each s d context that has "stClear]
// SET| (including descendants of keys that have ] ear®” SET). This prevents thgse
// objects from being loaded after a TPM Resume:

// If ["clearCount™ at its maximum value when*ggb
// thel TPM will return TPM_RC RANGE and the

TPM receives a Shutdown(STATE),
will only accept Shutdown(CLEAR)

UINT32 clearCount; Y:gb// The default reset value is O.
b\
UINT64 objectContextLQé // This is the context ID for a saved
o // object context. The default reset
3 // value is O.
xO
CONTEXT_SLOT contextgrray[MAX_ACTlVE_SESSIONS];
Qé; // This is the value from which the
() // “contextID" is derived. The
§§§T' // default reset value is {0}.
CONTEXT_COUNTER() contextCounter; // This array contains contains the
§§>~ // values used to track the version
// numbers of saved contexts (see
C) // Session.c in for details). The
// default reset value is 0.
Con
// N\
// \ Command Audit
//

// When an audited command completes, ExecuteCommand() checks the return

// value. If it is TPM_RC_SUCCESS, and the command is an audited command, the

// TPM will extend the cpHash and rpHash for the command to this value. If this
// digest was the Zero Digest before the cpHash was extended, the audit counter
// is incremented.

TPM2B_DIGEST commandAuditDigest; // This value is set to an Empty Digest
// by TPM2_GetCommandAuditDigest() or a
// TPM Reset.

//
// Boot counter
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//
UINT32 restartCount; // This counter counts TPM Restarts.
// The default reset value is 0.
//
// PCR

//*********************************************************************************

// This counter increments whenever the PCR are updated. This counter is preserved

// acr

oss TPM Resume even though the PCR are not preserved. This is because

// sessions remain active across TPM Restart and the count value In the session
// is compared to this counter so this counter must have values that are unique
// as long as the sessions are active.
// NOT : II'\\ r.ll(,l.tf\.}l LLL \)FC\J. LEL A2 QHCL{I LIL A9 "L A¥JN] III(.Ay dCQIHIIutU thut A\ ey | tUlIII PCR bhullUU-.
// do not increment this counter to increment.
UINT32 pcrCounter; // The default reset value is 0Og
#ifdef] TPM_ALG_ECC
// ol
// ECDAA
// »
UINT64 commitCounter; // This counter ingrements each time
// TPM2_Commit() €eflrns
// TPM_RC_SUCCESSS» The default reset
// value is Q=
TPM2B_NONCE commitNonce; // Thisyyandom value is used to compy
// theg~¢cemmit values. The default resg
// v9le is from the RNG.
// Thip implementation relies on the number @bits in g_commitArray being a
// power of 2 (8, 16, 32, 64, etc.) and no @greater than 64K.
BY[TE commitArray[16]s // The default reset value is {0}.
#endif| //TPM_ALG_ECC
} STATE_RESET_DATA;
extern| STATE_RESET_DATA gr;

6.8.13

This m
code is

#defin
((

This m

Global Macro Definitions

hcro is used to ensure that a handle, session, or parameter number is only added if the re
FMTL1.

e RcSafeAddToResult(r, v) \
N + () & RC_FMT1) ? (v) : 0))

hero is’ used when a parameter is not otherwise referenced in a function. This macro is n

te
et

sponse

ormally

not us

d by itself but is paired with a pAssert() within a #ifdef pAssert. If pAssert is not defined

then a

parameter might not otherwise be referenced. This macro uses the parameter from the perspective of the
compiler so it doesn't complain.

#defin

6.9

#iT de

From S

26

e UNREFERENCED(a) ((void)(a))

Private data

fined SESSION_PROCESS _C || defined GLOBAL_C || defined MANUFACTURE_C

essionProcess.c
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The following arrays are used to save command sessions information so that the command
handle/session buffer does not have to be preserved for the duration of the command. These arrays are
indexed by the session index in accordance with the order of sessions in the session area of the

command.

Array of the authorization session handles

extern TPM_HANDLE s_sessionHandles[MAX_SESSION_NUM] ;

Array of authorization session attributes

extern TPMA_SESSION s_attributes[MAX_SESSION_NUM];

Array pf handles authorized by the corresponding authorization sessions; and
TPM_RH_UNASSIGNED value is used

extern| TPM_HANDLE s_associatedHandles[MAX_SESSION_NUM];
Array of nonces provided by the caller for the corresponding sessions
extern| TPM2B_NONCE s_nonceCal ler[MAX_SESSION_NUM];

Array of authorization values (HMAC's or passwords) for the corresponding sessions

extern| TPM2B_AUTH s_inputAuthValues[MAX_SESSI0ON_NUM];

Special value to indicate an undefined session index

#definge UNDEFINED_ INDEX (OXFFFRE)

Index df the session used for encryption of a respense parameter

extern| UINT32 s_encryptSess@onindex;

Index of the session used for decryption ©f a command parameter
extern| UINT32 s_decryptSessionlindex;

Index of a session used for audit

extern| UINT32 s_auditSessionindex;

The cpHash for ag audit session

extern| TPM2B=DIGEST s_cpHashForAudit;

The cpHash for command audit

if non€

#ifdef TPM_CC_GetCommandAuditDigest
extern TPM2B_DIGEST s_cpHashForCommandAudit;
#endit

Number of authorization sessions present in the command

extern UINT32 S_sessionNum;

Flag indicating if NV update is pending for the lockOutAuthEnabled or failedTries DA parameter

extern BOOL s_DAPendingOnNV;
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#endif // SESSION _PROCESS C
#if defined DA_C || defined GLOBAL_C || defined MANUFACTURE_C

From DA.c

This variable holds the accumulated time since the last time that failedTries was decremented. This value
is in millisecond.

extern

This va

UINT64 s_selfHealTimer;

riable holds the accumulated time that the lockoutAuth has been blocked.

LLEANT

exter
#endif

#if deffined NV_C || defined GLOBAL_C

From N

List of pre-defined address of reserved data

extern

List of pre-defined reserved data size in byte

extern

Size of

extern

Resery|
size of

extern

Addres|

extern

Addres|

extern

Addres|

extern

L l S
N T O S_TOCROTTT T,

// DA C
V.c

UINT32 s_reservedAddr[NV_RESERVE_LAST];

UINT32 s_reservedSize[NV_RESERVE_LAST];
data in RAM index buffer
UINT32 s_ramlndexSize;

bd RAM space for frequently updated NV Index. The data layout in ram buffer is {NV_h
fata, data} for each NV index data stored jA RAM

BYTE s_ramIndex[RAM_INDEXZSPACE] ;

5 of size of RAM index space in' NV
UINT32 s_ramlndexSizeAddr;
5 of NV copy of RAM index space

UINT32 s_ramindexAddr;

5 of maximUmcounter value; an auxiliary variable to implement NV counters

UINT32 s_maxCountAddr;

andle(),

Beginn

ng.vof NV _dynamic area; starts right after the s maxCountAddr and s evictHandleM

apAddr

variables

extern

UINT32 s_evictNvStart;

Beginning of NV dynamic area; also the beginning of the predefined reserved data area.

extern

UINT32 s_evictNvEnd;

NV availability is sampled as the start of each command and stored here so that its value remains
consistent during the command execution

28
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680 extern TPM_RC s_NvStatus;
681 #endif
682 #if defined OBJECT_C || defined GLOBAL_C
From Object.c
This type is the container for an object.
683 typedef struct
684 {
685 BOOL occupied;
686 ANY_OBJECT object;
687 } OBJECT_SLOT;
This is the memory that holds the loaded objects.
688 extern| OBJECT_SLOT s_objects[MAX_LOADED_OBJECTS];
689 #endif|l // OBJECT_C
690 #iT deffined PCR_C || defined GLOBAL_C
From PCR.c
691 typedgf struct
692 {
693 #ifdefl TPM_ALG_SHA1
694 //] SHA1 PCR
695 BY[TE shalPcr[SHA1_DIGEST_SIZE];
696 #endif
697 #ifdefl TPM_ALG_SHA256
698 //| SHA256 PCR
699 BY|TE sha256Pcr[SHA256_DIGEST_SIZE];
700 #endif]
701 #ifdefl TPM_ALG_SHA384
702 //] SHA384 PCR
703 BY[TE sha384Pcr[SHA384 _DIGEST_SIZE];
704 #endif]
705 #ifdefl TPM_ALG_SHA512
706 //] SHA512 PCR
707 BY[TE sha512Pcr[SHA512_DI1GEST_SIZE];
708 #endif
709 #ifdef] TPM_ALG_SM3_256
710 //] SHA256 PCR
711 BY[TE sm3_256PcrESM3_256_DIGEST_SIZE];
712 #endif]
713 } PCR;
714 typed struct
715
716 unsigned @ht stateSave : 1; // if the PCR value should be
717 // saved in state save
718 unjsigned" int resetlLocality : 5; // The locality that the PCR
719 // can be reset
720 uni ignorl Tak o extendl ocal if\Jl - R; // The local ify that the PCR
721 // can be extend
722 } PCR_Attributes;
723 extern PCR s_pcrs[IMPLEMENTATION_PCR];
724 #endif // PCR_C
725 #if defined SESSION_C || defined GLOBAL_C
From Session.c
Container for HMAC or policy session tracking information
726 typedef struct
727
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BOOL occupied;

SESSION session; // session structure
} SESSION_SLOT;
extern SESSION_SLOT s_sessions[MAX_LOADED_SESSIONS];

The index in conextArray that has the value of the oldest saved session context. When no context is
saved, this will have a value that is greater than or equal to MAX_ACTIVE_SESSIONS.

extern UINT32 s_oldestSavedSession;

The number of available session slot openings. When this is 1, a session can't be created or loaded if the
GAP is maxed out. The exception is that the oldest saved session context can always be loaded
(assumling that there IS a space In memory to put Iit)

extern| int s_freeSessionSlots;
#endif] // SESSION_C

From Manufacture.c

extern| BOOL g_manufactured;
#i1T defined POWER_C || defined GLOBAL_C

From Power.c

This value indicates if a TPM2_Startup() commands has been recejvesince the power on event. This flag
is maingained in power simulation module because this is the only)place that may reliably set thig flag to
FALSE

extern| BOOL s_initialized;
#endif|l // POWER_C
#if defined MEMORY_LIB_C || defined GLOBAL_C

The s_pctionOutputBuffer should not be modifiable by the host system until the TPM has retlirned a
response code. The s_actionOutputBuffer should not be accessible until response parameter encryption,
if any, is complete.

extern| UINT32 s_actionlnputBuffer[1024]; // action input buffer
extern| UINT32 s_actionOutputBuffer[1024]; // action output buffer
extern| BYTE s_responseBuffer[MAX_RESPONSE_SIZE];// response buffer

#endif| // MEMORY LIB C

From TPMFail.c

This value holds the\'address of the string containing the name of the function in which the failure
occurrgd. This address value isn't useful for anything other than helping the vendor to know in which file
the faildre occurred.

extern| jmp, buf g_jumpBuffer; // the jump buffer
externLBQQOl g_inl:nilllrnl\llnrin; [/ Indicates that the TPM is in failure node
extern BOOL g_forceFailureMode; // flag to force failure mode during test

#if defined TPM_FAIL_C || defined GLOBAL C |] 1
extern UINT32 s_failFunction;

extern UINT32 s_faillLine; // the line in the file at which
// the error was signaled
extern UINT32 s_failCode; // the error code used

#endif // TPM_FAIL C
#endif // GLOBAL H
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6.10 Tpm.h

Root header file for building any TPM. lib code

ISO/IEC 11889-4:2015(E)

#ifndef _TPM_H
#define _TPM_H
#include "bool.h"
#include “Implementation.h"
#include "TPM_Types.h"
#include "swap.h"
#endi
6.11 pwap.h
#ifndeff _SWAP_H
#define _SWAP_H
#include "Implementation.h"
#if NO_AUTO_ALIGN == YES || LITTLE_ENDIAN_TPM == YES
The aggregation macros for machines that do not allow unaligned access or for little-endian m3
Aggregpate bytes into an UINT
#define BYTE_ARRAY_TO_UINT8(b)  (UINT8)((b)[O01)
#define BYTE_ARRAY_TO_UINT16(b) (UINT16)( ((b)[0] << .8)»\
+ ([1D
#define BYTE_ARRAY_TO_UINT32(b) (UINT32)( ((b)[0] <<24) \
+ ((D[1F«< 16) \
+ ((OHE2]) << 8 ) \
_ + (BD
#define BYTE_ARRAY_TO UINT64(b) (UINT64)( (WINT64)(b)[0] << 56) \
+ CEUINT64) (b)[1] << 48) \
+O((UINT64) (b)[2] << 40) \
+ ((UINT64)(b)[3] << 32) \
+ ((UINT64)(b)[4] << 24) \
+ ((UINT64)(b)[5] << 16) \
+ ((UINT64)(b)[6] << 8) \
+ (UINT6) D7D
Disaggfegate a UINT into a byte artay
#deFfine UINT8_TO_BYTE_ARRAY(i, b) (([0] = BYTEY(1), 1)
#define UINT16_TO_BYTELARRAY(i, b) (0] = BYTEY((1) > 8), \
™[] = BYTE) (1), \
)
#deFfine UINT32_TO-BYTE_ARRAY(i, b) ((D[0] = BYTEY((1) >> 24), \
(b [1] = BYTE)((i) >> 16), \
Md[2] = BYTE)((1) >> 8), \
(M[3] = (BYTE) (1), \
D))
#deFfine \UINT64 TO BYTE ARRAY(i, b) ((b)[0] = (BYTE)((i) >> 56), \
(M[1] = BYTE)((1) >> 48), \
Md[2] = BYTE)((i) >> 40), \
(M[3] = BYTE)((1) >> 32), \
(O [4] = BYTE)((i) >> 24), \
(®)[5]1 = BYTE)((i) >> 16), \
MI6] = BYTEY((T1) >> 8), \
®™L71 = BYTE) (1), \
)]
#else

chines.

the big-endian macros for machines that allow unaligned memory access Aggregate a byte array into a

UINT
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#define BYTE_ARRAY_TO_UINT8(b) *((UINTS
#define BYTE_ARRAY_TO_UINT16(b) *((UINT16
#define BYTE_ARRAY_TO UINT32(b) *((UINT32
#define BYTE_ARRAY_TO_UINT64(b) *((UINT64

Disaggregate a UINT into a byte array

#define UINT8_TO BYTE_ARRAY(i, b) (*((UINT8

#define UINT16_TO_BYTE_ARRAY(i, b) (*((UINT16
#define UINT32_TO_BYTE_ARRAY(i, b) (*((UINT32
#define UINT64_TO_BYTE_ARRAY(i, b) (*((UINT64
#endif // NO_AUTO_ALIGN == YES

#endif // SWAP H

*)(b))
*)(b))
*)(b))
*) (b))

*)(b))
*)(b))
*)(b))
*) (b))

A/
-

o/ \o/ \o/ \/

o/ \o/ o/ \/

6.12 |nternalRoutines.h

#iftndef INTERNAL_ROUTINES_H
#definge INTERNAL_ROUTINES_H

NULL definition
#ifndef NULL

#deFine NULL )
#endif]

UNUSED_PARAMETER

#ifndef UNUSED_PARAMETER

#deFfine UNUSED_PARAMETER(param) (veid)(param);

#endif

Interna| data definition

#include ""Global.h"
#include "VendorString.h"

Error Reporting
#include "TpmError.h"
DRTM functions

#include "_TPM_Hash.Start_fp.h"
#include "_TPM_Hash_Data_ fp.h"
#include " _TPM~Hash_End_fp.h"

Internal| subsystem functions

#include "Object_Tp.h
#include "Entity_fp._.h"
#include '"Session_fp.h"
#include "Hierarchy_ fp._.h"
#include "NV_fp.h"
#include "PCR_fp.h"
#include "DA_fp.h"
#include "TpmFail_fp.h"

Internal support functions

#include '""CommandCodeAttributes_fp.h"
#include ""MemoryLib_fp.h"

32
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#include "marshal_fp.h"
#include "Time_fp.h"
#include "Locality_fp.h"
#include "PP_fp.h"

#include 'CommandAudit_fp.h"
#include "Manufacture_fp.h"
#include "Power_fp.h"
#include "Handle_fp.h"
#include "Commands_fp.h"
#include "AlgorithmCap_fp.h"
#include "PropertyCap_fp.h"
#include "Bits_fp.h"

Internal crypto functions
#include "Ticket_fp.h"
#include "CryptUtil_fp._h"

#include "CryptSelfTest_fp.h"
#endi

6.13 pmBuildSwitches.h

This fil¢ contains the build switches. This contains switches for multiple \versions of the crypto-lil
some npay not apply to your environment.

#ifndeff _TPM_BUILD_SWITCHES_H
#define _TPM_BUILD_SWITCHES H

#define SIMULATION
#define FIPS_COMPLIANT

Define fhe alignment macro appropriate for the build environment For MS C compiler

#define ALIGN_TO(boundary) _ declspec(alh¥gn(boundary))

For 1IS@ 9899:2011

// #deffine ALIGN_TO(boundary) ~Alignas(boundary)

This switch enables the RNG state)save and restore

#undef] _DRBG_STATE_SAVE
#deFfine _DRBG_STATE_SAVE // Comment this out if no state save is wanted

Set thg alignment~size for the crypto. It would be nice to set this according to macros auton
defined by the build environment, but that doesn't seem possible because there isn't any simple
that. Sq, this isjust a plugged value. Your compiler should complain if this alignment isn't possible.

NOTE This value can be set at the command line or just plugged in here.

#ifdef CRYPTO_ALIGN_16

# define CRYPTO_ALIGNMENT 16
#elif defined CRYPTO_ALIGN_8
#  define CRYPTO_ALIGNMENT 8

#eliF defined CRYPTO_ALIGN_2

# define CRYPTO_ALIGNMENT 2

#elif defined CRTYPO_ALIGN_1

# define CRYPTO_ALIGNMENT 1

#else

# define CRYPTO_ALIGNMENT 4 // For 32-bit builds
#endi

#define CRYPTO_ALIGNED ALIGN_TO(CRYPTO_ALIGNMENT)

© ISO/IEC 2015 — All rights reserved

rary so

atically
set for

33


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

21
22

23
24

25
26
27
28

o~NO 0D

ISO/IEC 11889-4:2015(E)

This macro is used to handle LIB_EXPORT of function and variable names in lieu of a . def file

#define LIB_EXPORT __ declspec(dllexport)
// #define LIB_EXPORT

For import of a variable

#define LIB_IMPORT __ declspec(dllimport)
//#define LIB_IMPORT

This is defined to indicate a function that does not return. This is used in static code anlaysis.

#defi?r __declspec(noreturn)
//#defline #ifdeft SELF_TEST

#pragma comment(lib, "algorithmtests._lib')
#endif

The swjtches in this group can only be enabled when running a simulation

#ifdefl SIMULATION

# da:ine RSA_KEY_CACHE

#  degffine TPM_RNG_FOR_DEBUG
#else
# undef RSA_KEY_CACHE

# undef TPM_RNG_FOR_DEBUG
#endifl // SIMULATION

#define INLINE _ _inline

#endif] // _TPM_BUILD_SWITCHES H

6.14 |NMendorString.h

#ifndeff _VENDOR_STRING_H
#define _VENDOR_STRING_H

Define| up to 4-byte values for MANUFACTURER. This value defines the response for
TPM_HT_MANUFACTURER in TPM2 ‘GetCapability(). The following line should be un-commentef and a
vendor|specific string should be provided here.

#define MANUFACTURER SMSFT™

The following #if macro may be deleted after a proper MANUFACTURER is provided.

#ifndeff MANUFACTURER

#error] MANUFACTURER is not provided. \

Pleasel modify include\VendorString.h to provide a specific \
manufalcturer—name.

#endif]

Define up 1o 4, 4-byte values. The values must each be 4 Dytes long and the last value used may contain
trailing zeros. These values define the response for TPM_PT_VENDOR_STRING (1-4) in
TPM2_GetCapability(). The following line should be un-commented and a vendor specific string should
be provided here. The vendor strings 2-4 may also be defined as appropriately.

#define VENDOR_STRING_1 "XCG "
#define VENDOR_STRING_2 “FTPM"
// #define VENDOR_STRING_3
// #define VENDOR_STRING_4

The following #if macro may be deleted after a proper VENDOR_STRING_1 is provided.
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#ifndef VENDOR_STRING_1

#error VENDOR_STRING_1 is not provided. \

Please modify include\VendorString.h to provide a vednor specific \
string.

#endif

the more significant 32-bits of a vendor-specific value indicating the version of the firmware The following
line should be un-commented and a vendor specific firmware V1 should be provided here. The

FIRMWARE_V2 may also be defined as appropriate.

#define FIRMWARE_V1 (0x20130315)

the less significant sZ-PItS Or a venaor-speciiic value Indicating the version or the firmware

#define FIRMWARE_V2 (0x00120000)

The following #if macro may be deleted after a proper FIRMWARE_V1 is provided.

#ifndelf FIRMWARE_V1

#error] FIRMWARE_V1 is not provided. \

Pleasel modify include\VendorString.h to provide a vendor specifiic firmware \
version
#endif]
#endif]

© ISO/IEC 2015 — All rights reserved
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7 Main

7.1 CommandDispatcher()

In the reference implementation, a program that uses ISO/IEC 11889-3 as input automatically generates
the command dispatch code. The function prototype header file (CommandDispatcher_fp.h) is shown

here.

CommandDispatcher() performs the following operations:

e unmarshals command parameters from the input buffer;

authorization sessions are present.
#ifndef COMMANDD ISPATCHER_FP_H

#define COMMANDD I SPATCHER_FP_H

TPM_R(

CommarjdDispatcher(
TPMI_ST_COMMAND_TAG tag,
TPM_CC command_code,
INT32 *parm_buffer_size,
BY[TE *parm_buffer_start,
TPM_HANDLE handles[],

UINT32 *res_handle_size,
UINT32 *res_parm_size
)

#endif]

7.2 xecCommand.c

7.2.1 Introduction

This fil¢ contains the entry function ExecuteCommand() which provides the main control flow f

command execution.

7.2.2

#include
#include
#include
#include

Uncomm

// #include "CommandResponseSizes fp.h"

7.2.3

Includes

"InternalRoutines_h"
"HaneéProcess_fp.h"
"'SessionProcess_fp.h"
‘fCommandDispatcher_fp.h"

ExecuteCommand()

The function performs the following steps.

//
//
//
//
//
//
//

IN:
IN:
IN:
IN:
IN:
OuUT:

OUT: sigze“of parameter buffer in response

a) Parses the command header from input buffer.

Input command t&g

Command code

size of paragpeter buffer

pointer go‘\start of parameter buffer
handle aXray

sizery¥ handle buffer In response

b) Calls ParseHandleBuffer() to parse the handle area of the command.

c) Validates that each of the handles references a loaded entity.

36
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d)

)

h)

Calls ParseSessionBuffer() () to:

1) unmarshal and parse the session area;
2) check the authorizations; and

3) when necessary, decrypt a parameter.

Calls CommandDispatcher() to:

ISO/IEC 11889-4:2015(E)

1) unmarshal the command parameters from the command buffer;

2) call the routine that performs the command actions; and

3) _marshal the responses into the response buffer.

If ahy error occurs in any of the steps above create the error response and return.

Calls BuildResponseSession() to:

1) | when necessary, encrypt a parameter

2) | build the response authorization sessions

3) | update the audit sessions and nonces

Assembles handle, parameter and session buffers for response and return.

LIB_EAPORT void
ExecuteCommand(

unsigned int requestSize, // IN:
unsigned char  *request, // IN:
unsigned int *responseSize, // OUT:
unsigned char  **response

)

//] Command local variables

TPM_ST tag;

UINT32 commandSize;
TPM_CC commandCode. =
BY[TE *parmBufferStart;
UINT32

UINT32 handleNum = O;
TPM_HANDLE

//] ReSponse local variables
TPM—RE

racult-
FeStHt

command buffer size
command_Quffer

// OUT: resgpénse buffer

parmBufferSize = 0;// number of bytes in parameter area

handles[MAX_HANDLE_NUM];// array to hold handles in the

respofisg buffer size

// these Tirst three variables are t

// pointer to the first byte of an
// optional parameter buffer

// number of handles unmarshaled intg
// the handles array

// command. Only handles in the hand
// area are stored here, not handles
// passed as parameters.

[/ votuyn ocadao For $hao ocammand
s —re-tortrrt o -o—trt e

TPM_ST resTag;

UINT32 resHandleSize
UINT32 resParmSize =
UINT32 resAuthSize =

© ISO/IEC 2015 — All rights reserved

// tag for the response

0; // size of the handle area in the
// response. This is needed so that the

// handle area can be skipped when
// generating the rpHash.

// the size of the response parameters

// These values go in the rpHash.

// size of authorization area in the
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// response

INT32 size; // remaining data to be unmarshaled
// or remaining space in the marshaling
// buffer

BYTE *buffer; // pointer into the buffer being used

// for marshaling or unmarshaling

UINT32 i; // local temp

// This next function call is used in development to size the command and response
// buffers. The values prlnted are the sizes of the |nternal structures and

// not—the—stzes—of—the—eanen eed—Forms—of—the—commane—esponse
// th requestS|ze or the authorlﬁétyon
// figllds. ()
//CommandResponseSizes(); j]/
//] Set flags for NV access state. This should happen before any otler
//] operation that may require a NV write. Note, that this needs e done
//] even when in failure mode. Otherwise, g_updateNV would stay while in
//] Failure mode and the NB would be written on each call. N
g_lupdateNV = FALSE; (b
g_lclearOrderly = FALSE;
N4

38

O

//| As of Sept 25, 2013, the failure mode handling haé?ﬁeen incorporated in the
//| reference code. This implementation requires tgﬁt the system support

//] setymp/longjmp. This code is put here becau the complexity being

//] added to the platform and simulator code tqéé%al with all the variations
//| of errors.

F{f(g_i nFai lureMode) §
// Do failure mode processing qg\
TpmFai lureMode (requestSize, rqug§ , responseSize, response);

return; $

} .
i fi(setjmp(g_jumpBuffer) 1= 0) \Sgb

// Get here if we got Qb}sngjump putting us into failure mode
g_inFailureMode =
result = TPM_RC_FA @{;(E, ;
goto Fail; R
’ S
//] Assume that EgEDything is going to work.
C

result = TPM§§S7 CESS;

//) Quehﬁsgaktform to get the NV state. The result state is saved internally
//] an I be reported by NvisAvailable(). The reference code requires that
//) ggé;%sibility of NV does not change during the execution of a command.

// cifically, if NV is available when the command execution starts and thgn
// is not available later when it is necessary to write to NV, then the TPM

// will go into failure mode.

NvCheckState();

// Due to the limitations of the simulation, TPM clock must be explicitly

// synchronized with the system clock whenever a command is received.

// This function call is not necessary in a hardware TPM. However, taking

// a snapshot of the hardware timer at the beginning of the command allows
// the time value to be consistent for the duration of the command execution.
TimeUpdateToCurrent();

// Any command through this function will unceremoniously end the
// _TPM_Hash_Data/ TPM_Hash_End sequence.
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#if

#endi f
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iT(g_DRTMHandle != TPM_RH_UNASSIGNED)

ObjectTerminateEvent();

// Get command buffer size and command buffer.
size = requestSize;
buffer = request;

// Parse command header: tag, commandSize and commandCode.

// First parse the tag. The unmarshaling routine will validate
// that it is either TPM_ST SESSIONS or TPM_ST NO_ SESSIONS.
result = TPMI_ST_COMMAND_TAG_Unmarshal (&tag, &buffer, &size);
if(result = TPM_RC_SUCCESS)

goto Cleanup;

//] Unmarshal the commandSize indicator.
result = UINT32_Unmarshal (&commandSize, &buffer, &size);
if[(result '= TPM_RC_SUCCESS)

goto Cleanup;

//] On a TPM that receives bytes on a port, the number of bytes that-were

//] received on that port is requestSize it must be identical to €mmandSize.
//] In addition, commandSize must not be larger than MAX_COMMANRQ SIZE allowed
//] by the implementation. The check against MAX_COMMAND_SIZE ynay be redundant
//] as the input processing (the function that receives th&/¢command bytes and
//] places them in the input buffer) would likely have gheMinput truncated whe
//] it reaches MAX_COMMAND_SIZE, and requestSize would-Rot equal commandSize.
ifl(commandSize != requestSize || commandSize > MAX_COMMAND_SIZE)

result = TPM_RC_COMMAND_SIZE;
goto Cleanup;

//] Unmarshal the command code.
result = TPM_CC_Unmarshal (&commandCode ,»&buffer, &size);
ifl(result '= TPM_RC_SUCCESS)

goto Cleanup;

//] Check to see if the command i¢> implemented.
ifi('CommandlIsImplemented(commandCode))

result = TPM_RC_COMMANDS:CODE;
goto Cleanup;

HIELD_UPGRADE_ IMPLEMENTED == YES

//] If the TPM ig W FUM, then the only allowed command is
//] TPM_CC_FieldUpgradeData.
ifi(IsFieldUgradeMode() && (commandCode '= TPM_CC_FieldUpgradeData))

result = TPM_RC_UPGRADE;
goto. Cleanup;

ellse

// Excepting FUM, the TPM only accepts TPM2_Startup() after
// _TPM_Init. After getting a TPM2_Startup(), TPM2_Startup()
// is no longer allowed.
iT((C ITPMIsStarted() && commandCode != TPM_CC_Startup)

Il (TPMIsStarted() && commandCode == TPM_CC_Startup))

result = TPM_RC_INITIALIZE;
goto Cleanup;

}

// Start regular command process.
// Parse Handle buffer.
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39


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243

ISO/IEC 11889-4:2015(E)

40

result = ParseHandleBuffer(commandCode, &buffer, &size, handles, &handleNum);
if(result = TPM_RC_SUCCESS)
goto Cleanup;

// Number of handles retrieved from handle area should be less than
// MAX_HANDLE_NUM.
pAssert(handleNum <= MAX_HANDLE_NUM);

// All handles in the handle area are required to reference TPM-resident
// entities.
for(i = 0; 1 < handleNum; i++)

{
result = EntityGetLoadStatus(&handles[i], commandCode);
+HFErestHeE—=—TPM—RE—SHEEESS)
if(result == TPM_RC_REFERENCE_HO)
result = result + i;
else
result = RcSafeAddToResult(result, TPM_RC_H + g_rclndexkil);
goto Cleanup;
}
}

//] Authorization session handling for the command.
ifi(tag == TPM_ST_SESSIONS)

BYTE *sessionBufferStart;// address of the-session area Tirst bytd
// in the inpyf\buffer

UINT32 authorizationSize; // number¢ods bytes in the session area

// Find out session buffer size.
result = UINT32_Unmarshal (&authorizationSize, &buffer, &size);
if(result = TPM_RC_SUCCESS)

goto Cleanup;

// Perform sanity check on therunmarshaled value. If it is smaller than
// the smallest possible segswon or larger than the remaining size of
// the command, then it igyan error. NOTE: This check could pass but the
// session size could sti¥l be wrong. That will be determined after the
// sessions are unmarsghaled.
if( authorizationSize < 9

|| authorizationSize > (UINT32) size)
{

result = FRM"RC_SIZE;
goto Cleanup;

}

// The$€ssions, if any, follows authorizationSize.
sessionBufferStart = buffer;

7/~The parameters follow the session area.
parmBufferStart = sessionBufferStart + authorizationSize;

// Any data left over after removing the authorization sessions is
// parameter data. If the command does not have parameters, then an
// error will be returned if the remaining size is not zero. This is
// checked later.

parmBufferSize = size - authorizationSize;

// The actions of ParseSessionBuffer() are described in the introduction.
result = ParseSessionBuffer(commandCode,

handleNum,

handles,

sessionBufferStart,

authorizationSize,
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244 parmBufferStart,

245 parmBufferSize);

246 if(result '= TPM_RC_SUCCESS)

247 goto Cleanup;

248 }

249 else

250 {

251 // Whatever remains in the input buffer is used for the parameters of the
252 // command.

253 parmBufferStart = buffer;

254 parmBufferSize = size;

255

256 // The command has no authorization sessions.

257 llll :f thC \JUIIIIIIulld L] C\.,iu; TCO uuthul ;L(A.t;\.lllo, thUll Chculr\AuthNUSCoo;ull() VV; =
258 // return an error.

259 result = CheckAuthNoSession(commandCode, handleNum, handles,

260 parmBufferStart, parmBufferSize);

261 if(result '= TPM_RC_SUCCESS)

262 goto Cleanup;

263 }

264

265 //] CommandDispatcher returns a response handle buffer and a response parametégr
266 //| buffer if it succeeds. It will also set the parameterSiz€ ,field in the
267 //] buffer if the tag is TPM_RC_SESSIONS.

268 result = CommandDispatcher(tag,

269 commandCode,

270 (INT32 *) é&parmBufferSize,

271 parmBufferStart,

272 handles,

273 &resHandleSize,

274 &resParmSize);

275 if[(result '= TPM_RC_SUCCESS)

276 goto Cleanup;

277

278 //] Build the session area at the end QFf the parameter area.

279 Buli IdResponseSession(tag,

280 commandCode,

281 resHandleSivze,

282 resParmSize,

283 &resAuthSize);

284

285 Cleanup:

286 //] This implementation ¥oads an "evict" object to a transient object slot in
287 //] RAM whenever an_"tevict" object handle is used in a command so that the
288 //| access to any poRyect is the same. These temporary objects need to be
289 //] cleared fromeRAM whether the command succeeds or fails.

290 ObjjectCleanupkvict();

291

292 Fail:

293 //] The response will contain at least a response header.

294 *responseSize = sizeof(TPM_ST) + sizeof(UINT32) + sizeof(TPM_RC);

295

296 //] NVthe command completed successfully, then build the rest of the response.
297 if(result == TPM_RC_SUCCESS)

298 {

299 // Outgoing tag will be the same as the incoming tag-

300 resTag = tag;

301 // The overall response will include the handles, parameters,

302 // and authorizations.

303 *responseSize += resHandleSize + resParmSize + resAuthSize;

304

305 // Adding parameter size field.

306 if(tag == TPM_ST_SESSIONS)

307 *responseSize += sizeof(UINT32);

308

309 if( g_clearOrderly == TRUE
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&& gp-orderlyState = SHUTDOWN_NONE)

gp-orderlyState = SHUTDOWN_NONE;
NvWriteReserved(NV_ORDERLY, &gp.orderlyState);
g_updateNV = TRUE;

se

// The command failed.

// 1T this was a failure due to a bad command tag, then need to return
// an 1SO/IEC 11889 (first edition) compatible response

if(result == TPM_RC_BAD_TAG)

—Festag—FPM—ST—RSP—COMMAND-
else
// return ISO/IEC 11889 compatible response
resTag = TPM_ST_NO_SESSIONS;

Try to commit all the writes to NV if any NV write happened durgmg this
command execution. This check should be made for both succeedgdgyand failed
commands, because a failed one may trigger a NV write in DAN@gic as well
This is the only place in the command execution path that mqy call the NV
commit. If the NV commit fails, the TPM should be put in failure mode.
(g_updateNV && !g_inFailureMode)

g_updateNV = FALSE;
iT(INvCommit(Q))
FAIL(FATAL_ERROR_INTERNAL) ;

7.3

In the
general
shown

Marshal the response header.

fer = MemoryGetResponseBuffer(commandCode)’;

ST _Marshal(&resTag, &buffer, NULL);

T32_Marshal ((UINT32 *)responseSize, &buffer, NULL);
sert(*responseSize <= MAX_RESPONSE(STZE);

| RC_Marshal (&result, &buffer, NULL);

sponse = MemoryGetResponseBufifer (commandCode) ;

Clear unused bit in respprnse buffer.
orySet(*response + *responseSize, 0, MAX_RESPONSE_SIZE - *responseSize);

urn;

ParseHandleBuffer()

reference~implementation, the routine for unmarshaling the command handles is auton
ed fromyISO/IEC 11889-3 command tables. The prototype header file (HandleProcess |
here.

#ifnde
#defin

T HANDLEPROCESS_FP_H
e HANDLEPROCESS_FP_H

TPM_RC
ParseHandleBuffer(

TP
BY
IN
TP
Ul
);
#endi

42

M_CC command_code,

TE **handle_buffer_start,
T32 *buffer_remain_size,
M_HANDLE handles[],

NT32 *handle_num

atically
fp.h) is
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7.4 SessionProcess.c

7.4.1 Introduction

This file contains the subsystem that process the authorization sessions including implementation of the
Dictionary Attack logic. ExecCommand() uses ParseSessionBuffer() to process the authorization session
area of a command and BuildResponseSession() to create the authorization session area of a response.

7.4.2 Includes and Data Definitions

#deFine_SESSION PRQCESS C

#include "InternalRoutines.h"
#include "SessionProcess_fp.h"
#include "Platform.h"

7.4.3 Authorization Support Functions

7.4.3.1 IsDAExempted()

This fuction indicates if a handle is exempted from DA logic. A handle js exempted if it is
a) a pfimary seed handle,

b) an pbject with noDA bit SET,

c) an NV Index with TPMA_NV_NO_DA bit SET, or

d) aHCR handle.

Table 1

Return|Value Meaning
TRUE handle is exempted from DA logic
FALSE handle is'not exempted from DA logic
BOOL
IsDAEXempted(

TPM_HANDLE handle // IN: entity handle

)
{

BOPL result = FALSE;

swiitch(HandleGetType(handle))

{
case TPM_HT_PERMANENT:

// All permanent handles, other than TPM_RH_LOCKOUT, are exempt from

77 DA protection.
result = (handle = TPM_RH_LOCKOUT);
break;

// When this function is called, a persistent object will have been loaded

// into an object slot and assigned a transient handle.
case TPM_HT_TRANSIENT:

{
OBJECT *object;
object = ObjectGet(handle);
result = (object->publicArea.objectAttributes.noDA == SET);
break;
}
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case TPM_HT_NV_INDEX:
{
NV_INDEX nvindex;
NvGetindexInfo(handle, &nvindex);
result = (nvindex.publicArea.attributes.TPMA_NV_NO DA == SET);
break;

}
case TPM_HT_PCR:
// PCRs are always exempted from DA.
result = TRUE;
break;
default:
break;

¥
rdturn result;

b entity
will be

}
7.4.3.2 IncrementLockout()
This function is called after an authorization failure that involves use of an lauthValue. If th
referenced by the handle is not exempt from DA protection, then the failedTries counter
incremented.
Table 2
Error Heturns Meaning
TPM_RC_AUTH_FAIL authorization failure that caused DA lockout to increment
TPM_RC_BAD_AUTH authorization failure did nat.cause DA lockout to increment
statiq TPM_RC
IncrenentlLockout(
UINT32 sessionlndex
)
{
TPM_HANDLE handle = s_aSsociatedHandles[sessionlndex];
TPM_HANDLE sessionHandle = s_sessionHandles[sessionlndex];
TPM_RC result;
SESSION *session)= NULL;
//] Don"t incremer(t Yfockout unless the handle associated with the session
//] is DA protectted or the session is bound to a DA protected entity.
ifl(sessionHandle == TPM_RS_PW)
{
i T(1sDAExempted(handle))
return TPM_RC_BAD_AUTH;
}
else
{
session = SessionGet(sessionHandle);
// 1T the session is bound to lockout, then use that as the relevant
// handle. This means that an auth failure with a bound session
// bound to lockoutAuth will take precedence over any other
// lockout check
if(session->attributes. isLockoutBound == SET)
handle = TPM_RH_LOCKOUT;
iT( session->attributes.isDaBound == CLEAR
&& IsDAExempted(handle)
)
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77 // If the handle was changed to TPM_RH_LOCKOUT, this will not return
78 // TPM_RC_BAD_AUTH

79 return TPM_RC _BAD AUTH;

80

81 }

82

83 if(handle == TPM_RH_LOCKOUT)

84 {

85 pAssert(gp- lockOutAuthEnabled);

86 gp- lockOutAuthEnabled = FALSE;

87 // For TPM_RH_LOCKOUT, if lockoutRecovery is 0, no need to update NV since
88 // the lockout auth will be reset at startup.

89 iT(gp-lockoutRecovery != 0)

90 . g

91 result = NvilsAvailable();

92 if(result !'= TPM_RC_SUCCESS)

93

94 // No NV access for now. Put the TPM in pending mode.
95 s_DAPendingOnNV = TRUE;

96 }

97 else

98 {

99 // Update NV.

100 NvWriteReserved(NV_LOCKOUT_AUTH_ENABLED, &gp.dockOutAuthEnabled)
101 g_updateNV = TRUE;

102 }

103 }

104 }

105 elke

106 {

107 if(gp-recoveryTime 1= 0)

108

109 gp-failedTries++;

110 result = NvilsAvailable();

111 if(result '= TPM_RC_SUCCESS)

112

113 // No NV access for ney. Put the TPM in pending mode.
114 s_DAPendingOnNV = TRUE;

115 }

116 else

117

118 // Record chahges to NV.

119 NvWriteReserved(NV_FAILED_TRIES, &gp-failedTries);
120 g_updateNV:= TRUE;

121 }

122 }

123 }

124

125 //] Registexa DA failure and reset the timers.

126 DARegisterFailure(handle);

127

128 reftufn~TPM_RC_AUTH_FAIL;

129 } jt

7.4.3.3 IsSessionBindEntity()

This function indicates if the entity associated with the handle is the entity, to which this session is bound.
The binding would occur by making the bind parameter in TPM2_StartAuthSession() not equal to
TPM_RH_NULL. The binding only occurs if the session is an HMAC session. The bind value is a
combination of the Name and the authValue of the entity.
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Table 3
Return Value Meaning
TRUE handle points to the session start entity
FALSE handle does not point to the session start entity

static BOOL

IsSessionBindEntity(
TPM_HANDLE associatedHandle, // IN: handle to be authorized
SESSION *session // IN: associated session
)

{
TPM2B_NAME entity; // The bind value for the entity
//] I the session is not bound, return FALSE.

if]

//

Se

//
se

refturn session->attributes.requestWasBound;

7.4.3.4

Checkdg
authori

this checking. If a new command is created that requires multiple ADMIN role authorizations, the

have tg
a) the
b) the
bit
c) the
Ind

d) The authorized entityiS a PCR belonging to a policy group, and has its policy initialized.

(!session->attributes. isBound)
return FALSE;

Compute the bind value for the entity.
ssionComputeBoundEntity(associatedHandle, &entity);

Compare to the bind value iIn the session.
ssion->attributes.requestWasBound =
Memory2BEqual (&entity.b, &session->ul.boundEntity.b);

IsPolicySessionRequired()

if a policy session is required for a command. If a command requires DUP or ADM
ration, then the handle that requires that role is the first handle in the command. This si
be special-cased in this function. A policy session is required if:

command requires the DUP role,

command requires the ADMIN.role and the authorized entity is an object and its adminWith
s SET, or

command requires the ADMIN role and the authorized entity is a permanent handle or an N
EX.

IN role
mplifies
n it will

Policy

v

Table 4
Return|Value Meaning
TRUE policy session is required
FALSE policy session is not required

static BOOL
IsPolicySessionRequired(

M_CC commandCode, // IN: command code

NT32 sessionlndex // IN: session index

TH_ROLE role = CommandAuthRole(commandCode, sessionlndex);

M_HT type = HandleGetType(s_associatedHandles[sessionlIndex]);

if(role == AUTH_DUP)

TP
ul
)
{
AU
TP
46
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return TRUE;
if(role == AUTH_ADMIN)
if(type == TPM_HT_TRANSIENT)
{ OBJECT *object = ObjectGet(s_associatedHandles[sessionlndex]);

iT(object->publicArea.objectAttributes.adminWithPolicy == CLEAR)
return FALSE;

return TRUE;

ifi(ttype == TPM_HT_PCR)

iT(PCRPolicylsAvailable(s_associatedHandles[sessionlndex]))

{
TPM2B_DIGEST policy;
TPMI_ALG_HASH policyAlg;
policyAlg = PCRGetAuthPolicy(s_associatedHandles[sessionlndex],
&policy);
iT(policyAlg = TPM_ALG_NULL)
return TRUE;
}

}
rejturn FALSE;

7.4.3.5 IsAuthValueAvailable()

This fupction indicates if authValue is available and allewed for USER role authorization of an entit

This fupction is similar to IsAuthPolicyAvailable().éxcept that it does not check the size of the au
as IsAdthPolicyAvailable() does (a null authValue is a valid auth, but a null policy is not a valid poli

This fupction does not check that the handlé-treference is valid or if the entity is in an enabled hie
Those ¢hecks are assumed to have been performed during the handle unmarshaling.

.
hValue
CY).

rarchy.

Table 5
Return|Value Meaning
TRUE authValue is available
FALSE authValue is not available
statig¢ BOOL
IsAuthValgeAvai lable(
TPM_HAANDLE handle, // IN: handle of entity
TPMACC commandCode, // IN: commandCode
UINT32 sessionlndex // IN: session index
)
{
BOOL result = FALSE;

// 1Tt a policy session is required, the entity can not be authorized by

// authValue. However, at this point, the policy session requirement should
// already have been checked.

pAssert(!IsPolicySessionRequired(commandCode, sessionlndex));

switch(HandleGetType(handle))

{
case TPM_HT_PERMANENT:

switch(handle)
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205

206 // At this point hierarchy availability has already been
207 // checked so primary seed handles are always available here
208 case TPM_RH_OWNER:

209 case TPM_RH_ENDORSEMENT:

210 case TPM_RH_PLATFORM:

211 #ifdef VENDOR_PERMANENT

212 // This vendor defined handle associated with the

213 // manufacturer®s shared secret

214 case VENDOR_PERMANENT:

215 #endif

216 // NullAuth is always available.

217 case TPM_RH_NULL:

218 Illl II'\\t thc FU; T It VVhCII uuth\v’u: uc UVU; L] (A.M; : ; Ly ;Q LrhC\JII\Ud F) CUTT rOI
219 // path has already passed the DA check so LockOut auth is
220 // always available here

221 case TPM_RH_LOCKOUT:

222

223 result = TRUE;

224 break;

225 default:

226 // Otherwise authValue is not available.

227 break;

228 }

229 break;

230 case TPM_HT_TRANSIENT:

231 // A persistent object has already been loaded/and the internal

232 // handle changed.

233 {

234 OBJECT *object;

235 object = ObjectGet(handle);

236

237 // authValue is always availgh}e for a sequence object.

238 iT(ObjectlsSequence(object))

239

240 result = TRUE;

241 break;

242

243 // authValue is ayailable for an object if it has its sensitive
244 // portion loadedvand

245 // 1. userWithAuth bit is SET, or

246 // 2. ADMINNrole is required

247 iT( object=>attributes.publicOnly == CLEAR

248 && (object->publicArea.objectAttributes.userWithAuth == SE}
249 '} (CommandAuthRole(commandCode, sessionlndex) == AUTH_ADMIN
250 && object->publicArea.objectAttributes_adminWithPolicy
251 == CLEAR)))

252 result = TRUE;

253 }

254 kxeak;

255 case. TPM_HT_NV_INDEX:

256 // NV Index.

257 {

258 NV_INDEX nvindex;

259 NvGetiIndexInfo(handle, &nvindex);

260 if(IsWriteOperation(commandCode))

261 {

262 iT (nvindex.publicArea.attributes.TPMA_NV_AUTHWRITE == SET)
263 result = TRUE;

264

265 }

266 else

267 {

268 iT (nvindex.publicArea.attributes.TPMA_NV_AUTHREAD == SET)
269 result = TRUE;

270 }
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271 }
272 break;
273 case TPM_HT_PCR:
274 // PCR handle.
275 // authValue is always allowed for PCR
276 result = TRUE;
277 break;
278 default:
279 // Otherwise, authValue is not available
280 break;
281 }
282 return result;
283 }
7.4.3.9 IsAuthPolicyAvailable()
This fupction indicates if an authPolicy is available and allowed.
This fupction does not check that the handle reference is valid or if the entity is in.anyenabled higrarchy.
Those ¢hecks are assumed to have been performed during the handle unmarshaling:
Table 6
Return|Value Meaning
TRUE authPolicy is available
FALSE authPolicy is not available
284 statiq¢ BOOL
285 IsAuthPolicyAvailable(
286 TPM_HANDLE handle, // IN: dandle of entity
287 TPM_CC commandCode, /7 1N NCommandCode
288 UINT32 sessionlndex // ANY session index
289 )
290 {
291 BOOL result = FALSEj;
292 switch(HandleGetType(handle))
293 {
294 case TPM_HT_PERMANENT:
295 switch(handle)
296 {
297 // At~tRNis point hierarchy availability has already been checked
298 casg” FPM_RH_OWNER:
299 it (gp.ownerPolicy.t.size = 0)
300 result = TRUE;
301 break;
302
303 case TPM_RH_ENDORSEMENT:
304 iT (gp-endorsementPolicy.t.size 1= 0)
305 result = TRUE;
306 break;
307
308 case TPM_RH_PLATFORM:
309 iT (gc.platformPolicy.t.size 1= 0)
310 result = TRUE;
311 break;
312 default:
313 break;
314 }
315 break;
316 case TPM_HT_TRANSIENT:
317 {
318 // Object handle.
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319 // An evict object would already have been loaded and given a
320 // transient object handle by this point.

321 OBJECT *object = ObjectGet(handle);

322 // Policy authorization is not available for an object with only
323 // public portion loaded.

324 if(object->attributes.publicOnly == CLEAR)

325 {

326 // Policy authorization is always available for an object but
327 // is never available for a sequence.

328 iT(10bjectlsSequence(object))

329 result = TRUE;

330 ¥

331 break;

332 ¥

333 case TPM_HT_NV_INDEX:

334 // An NV Index.

335 {

336 NV_INDEX nvindex;

337 NvGetindexInfo(handle, &nvindex);

338 // 1T the policy size is not zero, check if policy carhbe used.
339 if(nvindex.publicArea.authPolicy.t.size 1= 0)

340 {

341 // 1T policy session is required for this handle, always
342 // uses policy regardless of the attribut€s, Hit setting
343 iT(IsPolicySessionRequired(commandCode ,~sessionlndex))

344 result = TRUE;

345 // Otherwise, the presence of the polacy depends on the NV
346 // attributes.

347 else if(IsWriteOperation(commandCode))

348 {

349 iT (. nvindex.publicArea.attributes.TPMA_NV_POLICYWRITE
350 == SET)

351 result = TRUE;

352 }

353 else

354 {

355 it ( nvindex.publicArea.attributes.TPMA_NV_POLICYREAD
356 == SET)

357 result\= TRUE;

358 }

359 }

360 ¥

361 break;

362 case TPM_HT_PCR:

363 // PCR handYe.

364 iT(PCRPolicylsAvailable(handle))

365 result = TRUE;

366 breaks

367 defau s

368 kxeak;

369 }

370 refturn~result;

371 } ﬂt

7.4.4 Session Parsing Functions

7.4.4.1 ComputeCpHash()

This function computes the cpHash as defined in ISO/IEC 11889-2 and specified in ISO/IEC 11889-1.
372 static void

373 ComputeCpHash(
374 TPMI_ALG_HASH hashAlg, // IN: hash algorithm
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375 TPM_CC commandCode, // IN: command code

376 UINT32 handleNum, // IN: number of handles
377 TPM_HANDLE handles[], // IN: array of handles
378 UINT32 parmBufferSize, // IN: size of input parameter area
379 BYTE *parmBuffer, // IN: input parameter area
380 TPM2B_DIGEST *cpHash, // OUT: cpHash

381 TPM2B_DIGEST *nameHash // OUT: name hash of command
382 )

383 {

384 UINT32 i;

385 HASH_STATE hashState;

386 TPM2B_NAME name;

387

388 // \.;r.l: :uoh = huoh (\.’UHIIHMI IdCUdC { : : uuthl"\:ulllcl

389 /7 [ 1l authName2

390 // [ Il authName 3 ]11

391 // [ 1] parameters])

392 //] A cpHash can contain just a commandCode only if the lone session s
393 //] an audit session.

394

395 //] Start cpHash.

396 cpHash->t_size = CryptStartHash(hashAlg, &hashState);

397

398 //] Add commandCode.

399 CrlyptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode) ;
400

401 //| Add authNames for each of the handles.

402 for(i = 0; 1 < handleNum; i++)

403 {

404 name.t.size = EntityGetName(handles[i], &pame.t._name);

405 CryptUpdateDigest2B(&hashState, &name.b)j

406 }

407

408 //| Add the parameters.

409 CriyptUpdateDigest(&hashState, parmBufferSize, parmBuffer);

410

411 //] Complete the hash.

412 CriyptCompleteHash2B(&hashState,. ‘&CpHash->b);

413

414 //] If the nameHash is needgd,vcompute it here.

415 ifi(nameHash '= NULL)

416 {

417 // Start name hash.“~ashState may be reused.

418 nameHash->t._sizé\='CryptStartHash(hashAlg, &hashState);
419

420 // Adding prames.

421 for(i = 03 < handleNum; i++)

422 {

423 name _-t.size = EntityGetName(handles[i], &name.t.name);
424 CryptUpdateDigest2B(&hashState, &name.b);

425 }

426 7/~ Complete hash.

427 CryptCompleteHash2B(&hashState, &nameHash->b);

428 }

429 return;

430 }

7.4.4.2 CheckPWAuthSession()
This function validates the authorization provided in a PWAP session. It compares the input value to

authValue of the authorized entity. Argument sessionindex is used to get handles handle of the
referenced entities from s_inputAuthValues[] and s_associatedHandles[].

© ISO/IEC 2015 — All rights reserved 51


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

Table 7
Error Returns Meaning
TPM_RC_AUTH_FAIL auth fails and increments DA failure count
TPM_RC_BAD_AUTH auth fails but DA does not apply
431 static TPM_RC
432 CheckPWAuthSession(
433 UINT32 sessionlndex // IN: index of session to be processed
434 )
435 {
436 TPM2B—AYTH authvedoes
437 TPM_HANDLE associatedHandle = s_associatedHandles[sessionlndex];
438
439 //] Strip trailing zeros from the password.
440 MemoryRemoveTrailingZeros(&s_inputAuthValues[sessionlndex]);
441
442 //] Get the auth value and size.
443 authValue._t_size = EntityGetAuthValue(associatedHandle, &authvValue.t._buffer)
444
445 //] Success if the digests are identical.
446 ifi(Memory2BEqual (&s_inputAuthValues[sessionlndex].b, &authvValue.b))
447 {
448 return TPM_RC_SUCCESS;
449 }
450 else // if the digests are not Adentical
451 {
452 // Invoke DA protection if applicable.
453 return IncrementLockout(sessionlndex);
454 }
455 }
7.4.4.3 ComputeCommandHMAC()

This fupction computes the HMAC for an authorization session in a command.

456 statig¢ void
457 ComputeCommandHMAC(

458 UINT32 sessionlndex, // IN: index of session to be processed
459 TPM2B_DIGEST *cpHash, // IN: cpHash

460 TPM2B_DIGEST *hmac // OUT: authorization HMAC

461 )

462 {

463 TPM2B_TYPE(KEY.:* (sizeof(AUTH_VALUE) * 2));

464 TPM2B_KEY key;

465 BY[TE marshalBuffer[sizeof(TPMA_SESSION)];

466 BY|TE *puffer;

467 UINT32 marshalSize;

468 HMACSTATE hmacState;

469 T IV‘iZB_NGNbE ‘LIIUIILGDGLI ypt,

470 TPM2B_NONCE *nonceEncrypt;

471 SESSION *session;

472 TPM_HT sessionHandleType =

473 HandleGetType(s_sessionHandles[sessionlndex]);
474

475 nonceDecrypt = NULL;

476 nonceEncrypt = NULL;

477

478 // Determine if extra nonceTPM values are going to be required.

479 // 1f this is the first session (sessionlndex = 0) and it is an authorization
480 // session that uses an HMAC, then check if additional session nonces are to be
481 // included.
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f( sessionlndex ==
&& s_associatedHandles[sessionlndex] = TPM_RH_UNASSIGNED)

// 1T there is a decrypt session and if this is not the decrypt session,
// then an extra nonce may be needed.
ifT( s_decryptSessionlndex = UNDEFINED_INDEX

&& s_decryptSessionlndex != sessionlndex)

// Will add the nonce for the decrypt session.
SESSION *decryptSession

= SessionGet(s_sessionHandles[s_decryptSessionlndex]);
nonceDecrypt = &decryptSession->nonceTPM;

L

Al = 2l %
oW T optat 1Ot CrHc—CTheTyp T SCSSTOUTTT

f( s_encryptSessionlndex "= UNDEFINED_INDEX
&& s_encryptSessionlndex != sessionlndex
&& s_encryptSessionlndex != s _decryptSessionlndex)

Lk shnad

{
// Have to have the nonce for the encrypt session.
SESSION *encryptSession
= SessionGet(s_sessionHandles[s_encryptSessionindex]);
nonceEncrypt = &encryptSession->nonceTPM;
}

//] Continue with the HMAC processing.

ession = SessionGet(s_sessionHandles[sessionlndex])s

//] Generate HMAC key.

emoryCopy2B(&key.b, &session->sessionKey.b, sizeof(key.t.buffer));

/| Check if the session has an associated f}andle and if the associated entity
/| is the one to which the session is boynd. If not, add the authValue of

/| this entity to the HMAC key.

/| 1T the session is bound to the obJy€B8T or the session is a policy session
/| with no authValue required, do n@t*include the authValue in the HMAC key.
/| Note: For a policy session, itgNsBound attribute is CLEARED.

/| 1T the session isn"t used,_ fgr authorization, then there is no auth value
/| to add
fi(s_associatedHandles[sessionlndex] '= TPM_RH_UNASSIGNED)

// used for auth so~see if this is a policy session with authValue needed
// or an hmac séssion that is not bound
it sessionHandleType == TPM_HT_POLICY_SESSION
&& session->attributes. isAuthValueNeeded == SET
11 sessionHandleType == TPM_HT_HMAC_SESSION
&& 11sSessionBindEntity(s_associatedHandles[sessionlndex], sessid

// add the authValue to the HMAC key
pAssert((sizeof(AUTH_VALUE) + key.t.size) <= <K>sizeof(key.t._buffer))

key.t.size = key.t.size

+ EntityGetAuthValue(s_associatedHandles[sessionlIndex],

(AUTH_VALUE *)&(key.t.buffer[key.t.size]));

// if the HMAC key size is 0, a NULL string HMAC is allowed
if( key.t.size ==

&& s_inputAuthValues[sessionlndex].t.size == 0)
{

hmac->t._size = 0;

return;
}
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// Start HMAC
hmac->t.size = CryptStartHVMAC2B(session->authHashAlg, &key.b, &hmacState);

// Add cpHash
CryptUpdateDigest2B(&hmacState, &cpHash->b);

// Add nonceCaller
CryptUpdateDigest2B(&hmacState, &s_nonceCaller[sessionlndex].b);

// Add nonceTPM
CryptUpdateDigest2B(&hmacState, &session->nonceTPM.b);

// 1T needed, add nonceTPM for decrypt session

INTHTI BN

'f/ D %+ 1
1 TmoTNCCoCCTypPp T —— oLy

CryptUpdateDigest2B(&hmacState, &nonceDecrypt->b);

//] IT needed, add nonceTPM for encrypt session
ifi(nonceEncrypt != NULL)
CryptUpdateDigest2B(&hmacState, &nonceEncrypt->b);

//] Add sessionAttributes

buffer = marshalBuffer;

marshalSize = TPMA_SESSION_Marshal (&(s_attributes[sessionlndex]),
&buffer, NULL);
CriyptUpdateDigest(&hmacState, marshalSize, marshalBuffer)}

//] Complete the HMAC computation
CriyptCompleteHMAC2B(&hmacState, &hmac->b);

refturn;

7.4.4.4 CheckSessionHMAC()

This function checks the HMAC of in a session. It uses ComputeCommandHMAC() to comp
expectéd HMAC value and then compares.the result with the HMAC in the authorization sessi
authorization is successful if they are the same.

If the ajithorizations are not the samef.IncrementLockout() is called. It will return TPM_RC_AUTH|
the faildire caused the failureCount.to-increment. Otherwise, it will return TPM_RC_BAD_AUTH.

ute the
n. The

FAIL if

Table 8
Error Returns Meaning
TPM_RC_AUTH_FAIL auth failure caused failureCount increment
TPM_RC_BAD_AUTH auth failure did not cause failureCount increment
statiq IPM RC
Check3essi nnl—ll\/IA("(
UINT32 sessionlndex, // IN: index of session to be processed
TPM2B_DIGEST *cpHash // IN: cpHash of the command
)
{
TPM2B_DIGEST hmac; // authHMAC for comparing

// Compute authHMAC
ComputeCommandHMAC(sessionlndex, cpHash, &hmac);

// Compare the input HMAC with the authHMAC computed above.
iT(IMemory2BEqual (&s_inputAuthValues[sessionlndex].b, &hmac.b))

// 1f an HVMAC session has a failure, invoke the anti-hammering
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// if it applies to the authorized entity or the session.
// Otherwise, just indicate that the authorization is bad.
return IncrementLockout(sessionlndex);

return TPM_RC_SUCCESS;

7.4.4.5 CheckPolicyAuthSession()

This function is used to validate the authorization in a policy session. This function performs the following
comparisons to see if a policy authorization is properly provided. The check are:

a) coifpare poticyDIgest T Session Wit authPoficy associated with the entity 1o be authorized;
b) compare timeout if applicable;

c) compare commandCode if applicable;

d) compare cpHash if applicable; and

e) segq if PCR values have changed since computed.

If all the above checks succeed, the handle is authorized. The order of these comparisong is not
importgnt because any failure will result in the same error code.

Table 9
Error Returns Meaning
TPM_RC_PCR_CHANGED PCR value is not current
TPM_RC_POLICY_FAIL policy session fails
TPM_REC LOCALITY command locality is not allowed
TPM_RC_POLICY_CC CC doesn't match
TPM_RC_EXPIRED policy sessiondas expired
TPM_RC_PP PP is required but not asserted
TPM_RC NV_UNAVAILABLE NV is'fot available for write
TPM_RC_NV_RATE NV is rate limiting

statiq TPM_RC
CheckRolicyAuthSess§ion(

UINT32 sessionlndex, // IN: index of session to be processed
TPM_CC commandCode, // IN: command code
TPM2B_DIGEST *cpHash, // IN: cpHash using the algorithm of this
// session
TPM2B (DIGEST *nameHash // IN: nameHash using the session algorithm
)
{
TPM_RC result = TPM_RC_SUCCESS;
SESSION *session;
TPM2B_DIGEST authPolicy;
TPMI_ALG_HASH policyAlg;
UINT8 locality;

// Initialize pointer to the auth session.
session = SessionGet(s_sessionHandles[sessionlndex]);

// 1T the command is TPM_RC_PolicySecret(), make sure that
// either password or authValue is required
i commandCode == TPM_CC_PolicySecret

&& session->attributes. isPasswordNeeded == CLEAR
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622 && session->attributes. isAuthValueNeeded == CLEAR)

623 return TPM_RC_MODE;

624

625 // See if the PCR counter for the session is still valid.

626 iT( !SessionPCRValuelsCurrent(s_sessionHandles[sessionlndex]) )
627 return TPM_RC_PCR_CHANGED;

628

629 // Get authPolicy.

630 policyAlg = EntityGetAuthPolicy(s_associatedHandles[sessionlndex],
631 &authPolicy);

632 // Compare authPolicy.

633 iT("Memory2BEqual (&session->u2._policyDigest.b, &authPolicy.b))
634 return TPM_RC_POLICY_FAIL;

635

636 //] Policy is OK so check if the other factors are correct

637

638 //] Compare policy hash algorithm.

639 ifi(policyAlg != session->authHashAlQ)

640 return TPM_RC_POLICY_FAIL;

641

642 //] Compare timeout.

643 ifi(session->timeOut != 0)

644 {

645 // Cannot compare time if clock stop advancing. An TRM,RC_NV_UNAVAILABLH
646 // or TPM_RC_NV_RATE error may be returned here.

647 result = NvilsAvailable();

648 if(result '= TPM_RC_SUCCESS)

649 return result;

650

651 iT(session->timeOut < go.clock)

652 return TPM_RC_EXPIRED;

653 }

654

655 //] If command code is provided it must match

656 ifi(session->commandCode != 0)

657 {

658 if(session->commandCode != commandCode)

659 return TPM_RC_POLICY_CC;

660 }

661 else

662 {

663 // If command requireés a DUP or ADMIN authorization, the session must haye
664 // command code set:

665 AUTH_ROLE rolé\="CommandAuthRole(commandCode, sessionlndex);
666 if(role == AUTHVADMIN || role == AUTH_DUP)

667 return FPMZRC_POLICY_FAIL;

668 }

669 //] Check comffand locality.

670 {

671 BYTE sessionLocality[sizeof(TPMA_LOCALITY)];

672 BYTE *buffer = sessionLocality;

673

674 Y Get existing locality setting in canonical form

675 TPMA_LOCALITY_Marshal (&session->commandLocality, &buffer, NULL);
676

677 // See if the locality has been set

678 if(sessionLocality[0] '= 0)

679 {

680 // 1T so, get the current locality

681 locality = _plat__LocalityGet();

682 if (locality < 5)

683 {

684 i ((sessionLocality[0] & (1 << locality)) == 0)
685 || sessionLocality[0] > 31)

686 return TPM_RC_LOCALITY;

687 }
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688 else if (locality > 31)

689

690 if(sessionLocality[0] !'= locality)

691 return TPM_RC_LOCALITY;

692 }

693 else

694 {

695 // Could throw an assert here but a locality error is just
696 // as good. It just means that, whatever the locality is, it isn"t
697 // the locality requested so...

698 return TPM_RC_LOCALITY;

699 ¥

700 }

701 } IIII o1 Id Uf :ULILI.: ;ty \JhCL’Ir\

702

703 //] Check physical presence.

704 ifi( session->attributes. isPPRequired == SET

705 && ' plat__PhysicalPresenceAsserted())

706 return TPM_RC_PP;

707

708 //| Compare cpHash/nameHash if defined, or if the command requipge€)an ADMIN oy
709 //] DUP role for this handle.

710 if[(session->ul.cpHash.b.size 1= 0)

711 {

712 if(session->attributes. iscpHashDefined)

713

714 // Compare cpHash.

715 iT('Memory2BEqual (&session->ul.cpHash.b, &cpHash->b))

716 return TPM_RC_POLICY_FAIL;

717 }

718 else

719 {

720 // Compare nameHash.

721 // When cpHash is not defined, maheHash is placed in its space.
722 iT(IMemory2BEqual (&session->ul~cpHash.b, &nameHash->b))

723 return TPM_RC_POLICY_FAILY

724 }

725

726 if[(session->attributes.checkNyWritten)

727 {

728 NV_INDEX nvindex;

729

730 // 1f this is not,a®w’ NV index, the policy makes no sense so fail It.
731 iT(HandleGetTypé(s  associatedHandles[sessionIndex]) = TPM_HT_NV_INDEX)
732 return TPMNRC_POLICY_FAIL;

733

734 // Get the irdex data

735 NvGetlndexInfo(s_associatedHandles[sessionIndex], &nvindex);

736

737 // Make sure that the TPMA_WRITTEN_ATTRIBUTE has the desired state
738 ifC (nvindex.publicArea.attributes.TPMA_NV_WRITTEN == SET)

739 I= (session->attributes._nvWrittenState == SET))

740 return TPM_RC_POLICY_FAIL;

741 }

742

743 return TPM_RC_SUCCESS;

744 }

7.4.4.6 RetrieveSessionData()

This function will unmarshal the sessions in the session area of a command. The values are placed in the
arrays that are defined at the beginning of this file. The normal unmarshaling errors are possible.
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Table 10
Error Returns Meaning
TPM_RC_SUCCSS unmarshaled without error
TPM_RC_SIZE the number of bytes unmarshaled is not the same as the value for
authorizationSize in the command

745 static TPM_RC
746 RetrieveSessionData (

747 TPM_CC commandCode, // IN: command code

748 UINT32 *sessionCount, // OUT: number of sessions found
749 BY] i " - i i

750 INT32 bufferSize // IN: size of the session buffer
751 )

752 {

753 i sessionlndex;

754 i i;

755 TPM_RC result;

756 SESSION *session;

757 TPM_HT sessionType;

758

759 s_decryptSessionlndex = UNDEFINED_INDEX;

760 s_fencryptSessionindex = UNDEFINED_INDEX;

761 s_juditSessionlndex = UNDEFINED_INDEX;

762

763 fojr(sessionlndex = 0; bufferSize > 0; sessionlndex++)

764 {

765 // If maximum allowed number of sessions fass>been parsed, return a size
766 // error with a session number that is Karder than the number of allowed
767 // sessions

768 if(sessionlndex == MAX_SESSION_NUM)

769 return TPM_RC_SIZE + TPM_RC_S +»g_rclndex[sessionlndex+1];
770

771 // make sure that the associated handle for each session starts out
772 // unassigned

773 s_associatedHandles[sessionltnidex] = TPM_RH_UNASSIGNED;

774

775 // First parameter: Session handle.

776 result = TPMI_SH_AUTH (SESSION_Unmarshal (&s_sessionHandles[sessionlndex],
777 &sessionBuffer, &bufferSize, TRUR);
778 if(result = TPM_RC-SUCCESS)

779 return resullt + TPM_RC_S + g_rclndex[sessionlndex];

780

781 // Second pgarameter: Nonce.

782 result = TPM2B_NONCE_Unmarshal (&s_nonceCaller[sessionlndex],
783 &sessionBuffer, &bufferSize);
784 iT(result '= TPM_RC_SUCCESS)

785 return result + TPM_RC_S + g_rclIndex[sessionindex];

786

787 7/-Third parameter: sessionAttributes.

788 result = TPMA SESSION Unmarshal (&s attributes[sessionlndex],
789 &sessionBuffer, &bufferSize);
790 iT(result '= TPM_RC_SUCCESS)

791 return result + TPM_RC_S + g_rclndex[sessionlndex];

792

793 // Fourth parameter: authValue (PW or HMAC).

794 result = TPM2B_AUTH_Unmarshal (&s_inputAuthValues[sessionlndex],
795 &sessionBuffer, &bufferSize);

796 if(result '= TPM_RC_SUCCESS)

797 return result + TPM_RC_S + g_rclndex[sessionlndex];

798

799 iT(s_sessionHandles[sessionlndex] == TPM_RS_PW)

800

801 // A PWAP session needs additional processing.

58 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
867

ISO/IEC 11889-4:2015(E)

// Can"t have any attributes set other than continueSession bit
if( s_attributes[sessionlndex].encrypt
attributes[sessionlndex] .decrypt
attributes[sessionlndex].audit

attributes[sessionlndex] .auditExclusive
attributes[sessionlndex] .auditReset

Il s_
Il s_
Il s_
Il s_

return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclndex[sessionlndex];

// The nonce size must be zero.
iT(s_nonceCaller[sessionlndex].t.size != 0)
return TPM_RC_NONCE + TPM_RC_S + g_rclndex[sessionlndex];

coOTTCi T oc

// For not password sessions...

// Find out if the session is loaded.
if(1SessionlsLoaded(s_sessionHandles[sessionlndex]))
return TPM_RC_REFERENCE_SO + sessionlndex;

sessionType = HandleGetType(s_sessionHandles[sessionlndex];
session = SessionGet(s_sessionHandles[sessionlndex]);
// Check if the session is an HMAC/policy session.
if( ( session->attributes.isPolicy == SET
&& sessionType == TPM_HT_HMAC_SESSION

Il ( session->attributes.isPolicy == CLEAR
&& sessionType == TPM_HT_POLICY_SESSION

)

return TPM_RC_HANDLE + TPM_RC_S + «@.rclndex[sessionlndex];

)

// Check that this handle has not pyeviously been used.
for(i = 0; 1 < sessionlndex; i++)
{
iT(s_sessionHandles[i] ==-8' sessionHandles[sessionlndex])
return TPM_RC_HANDLE*+ TPM_RC_S + g_rclndex[sessionlndex];

}

// 1f the session is.ysed for parameter encryption or audit as well, set
// the corresponding\Pndices.

// First process\deéecrypt.
iT(s_attributes[sessionlndex] .-decrypt)

{
// Check”if the commandCode allows command parameter encryption.
iT(PecryptSize(commandCode) == 0)
return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclIndex[sessionlndex];
// Encrypt attribute can only appear in one session
iT(s_decryptSessionlndex = UNDEFINED_INDEX)
return TPM RC ATTRIBUTES + TPM RC S + g rclndex[sessionlndex];
// Can"t decrypt if the session®s symmetric algorithm is TPM_ALG_NULL
if(session->symmetric.algorithm == TPM_ALG_NULL)
return TPM_RC_SYMMETRIC + TPM_RC_S + g_rclndex[sessionlndex];
// All checks passed, so set the index for the session used to decrypt
// a command parameter.
s_decryptSessionlndex = sessionlndex;
}

// Now process encrypt.
if(s_attributes[sessionlndex].encrypt)

{
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// Check if the commandCode allows response parameter encryption.
iT(EncryptSize(commandCode) == 0)
return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclndex[sessionlndex];

// Encrypt attribute can only appear in one session.
iT(s_encryptSessionlndex = UNDEFINED_INDEX)
return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclndex[sessionlndex];

// Can"t encrypt if the session®s symmetric algorithm is TPM_ALG_NULL
if(session->symmetric.algorithm == TPM_ALG_NULL)
return TPM_RC_SYMMETRIC + TPM_RC_S + g_rclndex[sessionlndex];

// All checks passed, so set the index for the session used to encrypt

L L

//

+
77 roSponStparTranctteT -

s_encryptSessionlndex = sessionlndex;

}

// At last process audit.
iT(s_attributes[sessionlndex].audit)
{
// Audit attribute can only appear in one session.
iT(s_auditSessionlndex '= UNDEFINED_INDEX)
return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclndex[sessionlndex];

// An audit session can not be policy session.
iT( HandleGetType(s_sessionHandles[sessionlndex])
== TPM_HT_POLICY_SESSION)
return TPM_RC_ATTRIBUTES + TPM_RC_S + ,g.rclndex[sessionlndex];

// 1f this is a reset of the audit segd¥on, or the first use
// of the session as an audit sessiafp,Vit doesn"t matter what
// the exclusive state is. The ses&ion will become exclusive.
if( s_attributes[sessionlndex]«auditReset == CLEAR

&& session->attributes.isAudit == SET)
{

// Not first use or reset? If auditExlusive is SET, then this
// session must be theeurrent exclusive session.
iT( s_attributes[sessionlndex].auditExclusive == SET
&& g_exclusiveAuditSession != s _sessionHandles[sessionlndex])
return TPM_RC EXCLUSIVE;

}

s_auditSessionlndex = sessionlndex;

}

// Initializerassociated handle as undefined. This will be changed when
// the hardles are processed.
s_associatedHandles[sessionlndex] = TPM_RH_UNASSIGNED;

Se€ the number of sessions found.

*sessionCount = sessionlndex;
return TPM_RC_SUCCESS;

7.4.4.7

CheckLockedOut()

This function checks to see if the TPM is in lockout. This function should only be called if the entity being
checked is subject to DA protection. The TPM is in lockout if the NV is not available and a DA write is
pending. Otherwise the TPM is locked out if checking for lockoutAuth (lockoutAuthCheck == TRUE) and

use of lockoutAuth is disabled, or failedTries >= maxTries.
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Table 11

Error Returns

Meaning

TPM_RC_NV_RATE

NV is rate limiting

TPM_RC_NV_UNAVAILABLE

NV is not available at this time

TPM_RC_LOCKOUT

TPM is in lockout

static TPM_RC
CheckLockedOut(

BOOL lockoutAuthCheck

// IN: TRUE if checking is for lockoutAuth

7.4.4.8

)

TPM_RC result;

//] If NV is unavailable, and current cycle state recorded in NV is not
//] SHUTDOWN_NONE, refuse to check any authorization because we woujd
//] not be able to handle a DA failure.

result = NvisAvailable();

ifi(result = TPM_RC_SUCCESS && gp-orderlyState != SHUTDOWN_NONE)
return result;

//] Check if DA info needs to be updated in NV.
i1 fi(s_DAPendingOnNV)

{
// 1T NV is accessible, ...
if(result == TPM_RC_SUCCESS)
{
// ... write the pending DA data angdrpwoceed.
NvWriteReserved(NV_LOCKOUT_AUTH_ENABLED,

&gp - lockOutAuthEpakhled);
NvWriteReserved(NV_FAILED_TRIES, &gp.failedTries);
g_updateNV = TRUE;
s_DAPendingOnNV = FALSE;

}
else
// Otherwise no authdgization can be checked.
return result;
}
}

//] Lockout is in gffect if checking for lockoutAuth and use of lockoutAuth
//] is disabled. ~
i fi(lockoutAuthCheck)

iT(gp.leckOutAuthEnabled == FALSE)
return TPM_RC_LOCKOUT;

else

77 - or 1T the number of Tailed Lries nas been maxed ouL-
if(gp-failedTries >= gp.maxTries)
return TPM_RC_LOCKOUT;

return TPM_RC_SUCCESS;

CheckAuthSession()
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Table 12
Error Returns Meaning
TPM_RC_LOCKOUT entity is protected by DA and TPM is in lockout, or TPM is locked out
on NV update pending on DA parameters
TPM_RC_PP Physical Presence is required but not provided
TPM_RC_AUTH_FAIL HMAC or PW authorization failed with DA side-effects (can be a
policy session)
TPM_RC_BAD_AUTH HMAC or PW authorization failed without DA side-effects (can be a
policy session)
TPM_RC POLICY_FAIL if policy session fails
TPM_RC_POLICY_CC command code of policy was wrong
TPM_RC_EXPIRED the policy session has expired
TPM_RC PCR ?2?7?
TPM_RC_AUTH_UNAVAILABLE | authValue or authPolicy unavailable
973 statiq TPM_RC
974 CheckAuthSession(
975 TPM_CC commandCode, // IN: commandCode
976 UINT32 sessionlndex, // IN: index of sessyen to be processed
977 TPM2B_DIGEST *cpHash, // IN: cpHash
978 TPM2B_DIGEST *nameHash // IN: nameHash
979 )
980 {
981 TPM_RC result;
982 SESSION *session = NULL;
983 TPM_HANDLE sessionHandle = s_sessi#onHandles[sessionlndex];
984 TPM_HANDLE associatedHandle = s{associatedHandles[sessionlndex];
985 TPM_HT sessionHandleType .= HandleGetType(sessionHandle);
986
987 pAssert(sessionHandle '= TPM_RH.\UNASSIGNED) ;
988
989 ifi(sessionHandle = TPM_RS.PW)
990 session = SessionGet(sessionHandle);
991
992 pAssert(sessionHandleType '= TPM_HT_POLICY_SESSION || session != NULL);
993
994 //] If the authorization session is not a policy session, or if the policy
995 //] session requidres authorization, then check lockout.
996 ifiC sessionHandleType = TPM_HT_POLICY_SESSION
997 |1 session=>attributes. isAuthValueNeeded
998 |1 session->attributes. isPasswordNeeded)
999 {
1000 //{~3ee 1T entity is subject to lockout.
1001 i IsDAExempted(associatedHandle))
1002 {
1003 // 1 NV is unavailable, and current cycle state recorded in NV is not
1004 // SHUTDOWN_NONE, refuse to check any authorization because we would
1005 // not be able to handle a DA failure.
1006 result = CheckLockedOut(associatedHandle == TPM_RH_LOCKOUT);
1007 if(result '= TPM_RC_SUCCESS)
1008 return result;
1009 }
1010 ¥
1011
1012 if(associatedHandle == TPM_RH_PLATFORM)
1013
1014 // 1T the physical presence is required for this command, check for PP
1015 // assertion. IT it isn"t asserted, no point going any further.
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if( PhysicalPresencelsRequired(commandCode)
&& ' plat__PhysicalPresenceAsserted()

)
return TPM_RC_PP;

3
// 1T a policy session is required, make sure that it is being used.
ifC IsPolicySessionRequired(commandCode, sessionlndex)
&& sessionHandleType != TPM_HT_POLICY_SESSION)
return TPM_RC_AUTH_TYPE;
// 1f this is a PW authorization, check it and return.
if(sessionHandle == TPM_RS_PW)
A
lf( : JAUth‘V’u: UCAVU; :ub:c(uoouu;utcd: :ﬂl Id :C F] CUTTITTCAT IdCUdC F) OCOO;UI T : T Idcl\))
return CheckPWAuthSession(sessionlndex);
else
return TPM_RC_AUTH_UNAVAILABLE;
}
//] IT this is a policy session, ...
ifi(sessionHandleType == TPM_HT_POLICY_SESSION)
{
// ... see if the entity has a policy, ...
iT( 'IsAuthPolicyAvailable(associatedHandle, commandCode,, sessionlndex))
return TPM_RC_AUTH_UNAVAILABLE;
// ... and check the policy session.
result = CheckPolicyAuthSession(sessionlndex, commandCode,
cpHash, nameHash)j;
iT (result = TPM_RC_SUCCESS)
return result;
}
elke
{
// For non policy, the entity being @cg¢essed must allow authorization
// with an auth value. This is requpred even if the auth value is not
// going to be used in an HVAC bg€alise it is bound.
if(11sAuthValueAvailable(associatédHandle, commandCode, sessionlndex))
return TPM_RC_AUTH_UNAVAILABLE;
}
//] At this point, the sessionust be either a policy or an HMAC session.
sejssion = SessionGet(s_sessionHandles[sessionlndex]);
ifi sessionHandleType.s== TPM_HT_POLICY_SESSION
&& session->attributes. isPasswordNeeded == SET)
{
// For policyrsession that requires a password, check it as PWAP session
return CheckPWAuthSession(sessionlndex);
}
ele
{
// Fexother policy or HMAC sessions, have its HMAC checked.
retirn CheckSessionHMAC(sessionlndex, cpHash);
}
}
#ifdef TPM_CC_GetCommandAuditDigest
7.4.4.9 CheckCommandAudit()

This function checks if the current command may trigger command audit, and if it is safe to perform the

action.
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Table 13

Error Ret

urns Meaning

TPM_RC_NV_UNAVAILABLE NV is not available for write

TPM_RC_NV_RATE NV is rate limiting

static TPM_RC

CheckCommandAudit(
TPM_CC commandCode, // IN: Command code
UINT32 handleNum, // IN: number of element in handle array
TPM_HANDLE handles[], // IN: array of handles
\YITE d’pal |||Buffcu Stal t, III' :N - Dtcll t Uf pail aII\CtCI IlJu-f_lcUl
UINT32 parmBufferSize // IN: size of parameter buffer
)
{
TPM_RC result = TPM_RC_SUCCESS;
//] IT audit is implemented, need to check to see if auditing is keidfig done
//] for this command.
i fi(CommandAuditlsRequired(commandCode))
{
// 1T the audit digest is clear and command audit is &éguired, NV must bd
// available so that TPM2_GetCommandAuditDigest() ks\able to increment
// audit counter. If NV is not available, the fupetion bails out to prevd
// the TPM from attempting an operation that woNe fail anyway.
if( gr.commandAuditDigest.t.size ==
|1 commandCode == TPM_CC_GetCommandAuditbigest)
result = NvilsAvailable();
if(result '= TPM_RC_SUCCESS)
return result;
}
ComputeCpHash(gp-auditHashAlg, commandCode, handleNum,
handles, parmBufferSize, parmBufferStart,
&s_cpHashForCommandAudit, NULL);
}
rejturn TPM_RC_SUCCESS;
}
#endif]
7.4.4.10 ParseSessipnBuffer()

nt

This fupction is the_entry function for command session processing. It iterates sessions in sessipn area
and reports if thedequired authorization has been properly provided. It also processes audit sessjon and
passes|the information of encryption sessions to parameter encryption module.
Table 14
Error Returns Meaning
various parsing failure or authorization failure
TPM_RC
ParseSessionBuffer(
TPM_CC commandCode, // IN: Command code
UINT32 handleNum, // IN: number of element in handle array
TPM_HANDLE handles[], // IN: array of handles
BYTE *sessionBufferStart, // IN: start of session buffer
UINT32 sessionBufferSize, // IN: size of session buffer
BYTE *parmBufferStart, // IN: start of parameter buffer
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UINT32 parmBufferSize // IN: size of parameter buffer

))

TPM_RC result;

UINT32 i;

INT32 size = 0;

TPM2B_AUTH extraKey;

UINT32 sessionlndex;

SESSION *session;

TPM2B_DIGEST cpHash;

TPM2B_DIGEST nameHash;

TPM_ALG_ID cpHashAlg = TPM_ALG_NULL; // alglD for the last computed
// cpHash

//] Check if a command allows any session iIn its session area.
ifi(11sSessionAllowed(commandCode))
return TPM_RC_AUTH_CONTEXT;

//] Default-initialization.
s_fsessionNum = 0;
cpHash.t.size = 0;

result = RetrieveSessionData(commandCode, &s_sessionNum,
sessionBufferStart, sessionBufferSize);
ifl(result '= TPM_RC_SUCCESS)

return result;

//] There is no command in the TPM spec that has mofe handles than
//] MAX_SESSI10N_NUM.
pAssert(handleNum <= MAX_SESSION_NUM);

//] Associate the session with an authorization handle.
for(i = 0; 1 < handleNum; i++)

{
if(CommandAuthRole(commandCode, #)“T= AUTH_NONE)

{

// that requires authorivation, an error should be returned.
// Note: for all the_¥ISO/IEC 11889 commands, handles requiring
// authorization copevfirst in a command input.
iT(i > (s_sessionNum - 1))

return TPM_RCSAUTH_MISSING;

// Record tHe handle associated with the authorization session
s_associatedHandles[1] = handles[i];

}

//] ConsisgEe€dCy checks are done first to avoid auth failure when the command

//] will Ne¥ be executed anyway.
for(sessionindex = 0; sessionlndex < s_sessionNum; sessionlndex++)

{

Y PW session must be an authorization session

// IT the received sessiopumber is less than the number of handle

iT(s_sessionHandles[sessionlndex] == TPM_RS_PW )

{ if(s_associatedHandles[sessionlndex] == TPM_RH_UNASSIGNED)
return TPM_RC_HANDLE + g_rclndex[sessionlindex];

}

else

{

session = SessionGet(s_sessionHandles[sessionlndex]);

// A trial session can not appear in session area, because it cannot

// be used for authorization, audit or encrypt/decrypt.
if(session->attributes.isTrialPolicy == SET)
return TPM_RC_ATTRIBUTES + TPM_RC_S + g_rclIndex[sessionlndex];
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#ifdefl TPM.CC_GetCommandAuditDigest

// See 1T the session is bound to a DA protected entity
// NOTE: Since a policy session is never bound, a policy is still
// usable even if the object is DA protected and the TPM is in

// lockout.
if(session->attributes. isDaBound == SET)
{
result = CheckLockedOut(session->attributes. isLockoutBound == SET);

if(result '= TPM_RC_SUCCESS)
return result;

// If the current cpHash is the right one, don®"t re-compute.
iT(cpHashAlg != session->authHashAlQg) // different so compute

L

cpHashAlg = session->authHashAlg; // save this new alglD

ComputeCpHash(session->authHashAlg, commandCode, handleNum,
handles, parmBufferSize, parmBufferStart,
&cpHash, &nameHash);

// If this session is for auditing, save the cpHash.
iT(s_attributes[sessionlndex].audit)
s_cpHashForAudit = cpHash;
}

// 1T the session has an associated handle, check thgMauth
iT(s_associatedHandles[sessionlndex] !'= TPM_RH_UNASSIGNED)
{

result = CheckAuthSession(commandCode, sessionlndex,

&cpHash, &nameHash);
if(result '= TPM_RC_SUCCESS)
return RcSafeAddToResult(result;y
TPM_RC. S + g_rclndex[sessionlndex]);

else

// a session that is not fqQx duthorization must either be encrypt,
// decrypt, or audit
if( s_attributes[sessionlndex].audit == CLEAR

&& s_attributes[sessionlndex].encrypt == CLEAR

&& s_attributes[sessionlindex].decrypt == CLEAR)

return TPM_RC (ATTRIBUTES + TPM_RC_S + g_rclndex[sessionlndex];

// check HMAC, fer encrypt/decrypt/audit only sessions
result = CheckSessionHMAC(sessionlndex, &cpHash);
iT(result—~1="TPM_RC_SUCCESS)
returp’RcSafeAddToResult(result,
TPM_RC_S + g_rclIndex[sessionlndex]);

}

//| Gheek 1T the command should be audited.
result = CheckCommandAudit(commandCode, handleNum, handles,
parmBufferStart, parmBufferSize);
if(result = TPM_RC_SUCCESS)
return result; // No session number to reference

#endi

66

// Decrypt the Ffirst parameter if applicable. This should be the last operation
// in session processing.

// If the encrypt session is associated with a handle and the handle®s

// authValue is available, then authValue is concatenated with sessionAuth to
// generate encryption key, no matter if the handle is the session bound entity
// or not.

iT(s_decryptSessionlndex != UNDEFINED_INDEX)
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// Get size of the leading size field in decrypt parameter
if( s_associatedHandles[s_decryptSessionlndex] !'= TPM_RH_UNASSIGNED
&& IsAuthValueAvailable(s_associatedHandles[s_decryptSessionlndex],
commandCode,
s_decryptSessionlndex)

)
{
extraKey.b.size=
EntityGetAuthValue(s_associatedHandles[s_decryptSessionlndex],
&extraKey.t.buffer);
}
else
{ _
C/\tl OL:\Cy-b-OII_C l C;
}
size DecryptSize(commandCode) ;

result = CryptParameterDecryption(
s_sessionHandles[s_decryptSessionindex],
&s_nonceCaller[s_decryptSessionlndex].b,
parmBufferSize, (UINT16)size,
&extraKey,
parmBufferStart);

if(result '= TPM_RC_SUCCESS)

return RcSafeAddToResult(result,
TPM_RC_S + g_rclndex[s.decryptSessionlndex])

}
refturn TPM_RC_SUCCESS;
}
7.4.4.11 CheckAuthNoSession()
Functign to process a command with no session associated. The function makes sure all the hafdles in
the compmand require no authorization.
Table 15
Error Returns Meaning
TPM_RC_AUTH_MISSING failure - one or more handles require auth
TPM_R(
CheckAuthNoSession(
TPM_CC commandCode, // IN: Command Code
UINT32 handleNum, // IN: number of handles in command
TPM_HANDLE handles[], // IN: array of handles
BY[TE *parmBufferStart, // IN: start of parameter buffer
UINT32 parmBufferSize // IN: size of parameter buffer
)
{ _
UINT32—
TPM_RC result = TPM_RC_SUCCESS;
// Check i1f the commandCode requires authorization
for(i = 0; 1 < handleNum; i++)
iT(CommandAuthRole(commandCode, i) != AUTH_NONE)
return TPM_RC_AUTH_MISSING;
}
#ifdef TPM_CC_GetCommandAuditDigest
// Check if the command should be audited.
result = CheckCommandAudit(commandCode, handleNum, handles,
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1295 parmBufferStart, parmBufferSize);
1296 if(result = TPM_RC_SUCCESS) return result;

1297 #endif

1298

1299 // Initialize number of sessions to be 0

1300 s_sessionNum = 0;

1301

1302 return TPM_RC_SUCCESS;

1303 }

7.4.5 Response Session Processing

7.4.5.1 Introduction
The following functions build the session area in a response, and handle the audit sessions (if present).
7.4.5.2 ComputeRpHash()
Functign to compute rpHash (Response Parameter Hash). The rpHash is only~computed if there is an
HMAC puthorization session and the return code is TPM_RC_SUCCESS.

1304 statiq void

1305 ComputeRpHash(

1306 TPM_ALG_ID hashAlg, // IN: hash algqQrithm to compute rpHash

1307 TPM_CC commandCode, // IN: command€ode

1308 UINT32 resParmBufferSize, // IN: sizefof response parameter buffer

1309 BY|TE *resParmBuffer, // IN: r€sponse parameter buffer

1310 TPM2B_DIGEST *rpHash // OUTy rpHash

1311 )

1312 {

1313 //] The command result in rpHash is algays TPM_RC_SUCCESS.

1314 TPM_RC responseCode = TPM_RC_SWUCCESS;

1315 HASH_STATE hashState;

1316

1317 /7 rpHash := hash(responseCpde || commandCode || parameters)

1318

1319 //] Initiate hash creation,

1320 rpHash->t_.size = CryptStartHash(hashAlg, &hashState);

1321

1322 //] Add hash constitugnts.

1323 CriyptUpdateDigesthit(&hashState, sizeof(TPM_RC), &responseCode);

1324 CriyptUpdateDigestilnt(&hashState, sizeof(TPM_CC), &commandCode);

1325 CriyptUpdateDigest(&hashState, resParmBufferSize, resParmBuffer);

1326

1327 //] Completé&dihrash computation.

1328 CryptCompleteHash2B(&hashState, &rpHash->b);

1329

1330 rejturns
1331 } jt

7.45.3 InitAuditSession()

This function initializes the audit data in an audit session.

1332 static void
1333 InitAuditSession(

1334 SESSION *session // session to be initialized
1335 )}

1336 {

1337 // Mark session as an audit session.
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session->attributes. isAudit = SET;

//

Audit session can not be bound.

session->attributes. isBound = CLEAR;

//

session->u2.auditDigest.t.size = CryptGetHashDigestSize(session->authHashAlg);

//
Me

Size of the audit log is the size of session hash algorithm digest.

Set the original digest value to be 0.

morySet(&session->u2_auditDigest.t_buffer,
0,
session->u2.auditDigest.t.size);

refetH 5

7.45.4

Audit()

This fupction updates the audit digest in an audit session.

statiq void
Audi t(
SESSION *auditSession, // IN: loaded audit &€sSion
TPM_CC commandCode, // IN: commandCode
UINT32 resParmBufferSize, // IN: size of résponse parameter buffer
BY|TE *resParmBuffer // IN: responség parameter buffer
)
{
TPM2B_DIGEST rpHash; // rpHashN\fpor response
HASH_STATE hashState;
//] Compute rpHash
ComputeRpHash(auditSession->authHashA kg,
commandCode,
resParmBufferSize,
resParmBuffer,
&rpHash);
//| auditDigestnew := hashNguditDigestold || cpHash || rpHash)
//] Start hash computation:
CriyptStartHash(auditSession->authHashAlg, &hashState);
//] Add old digest.
CriyptUpdateDigestl2B(&hashState, &auditSession->u2.auditDigest.b);
//] Add cpHaGhrand rpHash.
CriyptUpdateDigest2B(&hashState, &s_cpHashForAudit.b);
CriyptUpdateDigest2B(&hashState, &rpHash.b);
//] £Xpalize the hash.
Cr ptCumplctc=:aohzs(&haohstatc, &adeHESession u2.aud;tD;ycot.b),
return;
X o
#ifdef TPM_CC_GetCommandAuditDigest
7.45.5 CommandAudit()

This function updates the command audit digest.

static void
CommandAudit(
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1391 TPM_CC commandCode, // IN: commandCode

1392 UINT32 resParmBufferSize, // IN: size of response parameter buffer
1393 BYTE *resParmBuffer // IN: response parameter buffer

1394 )

1395 {

1396 if(CommandAuditlsRequired(commandCode))

1397 {

1398 TPM2B_DIGEST rpHash; // rpHash for response

1399 HASH_STATE hashState;

1400

1401 // Compute rpHash.

1402 ComputeRpHash(gp.auditHashAlg, commandCode, resParmBufferSize,

1403 resParmBuffer, &rpHash);

1404

1405 // 1T the digest.size is one, it indicates the special case of changin§
1406 // the audit hash algorithm. For this case, no audit is done on exits
1407 // NOTE: When the hash algorithm is changed, g_updateNV is set in 6¥der o
1408 // force an update to the NV on exit so that the change in digestiwill
1409 // be recorded. So, it is safe to exit here without setting any)flags
1410 // because the digest change will be written to NV when this.gode exits.
1411 if(gr.commandAuditDigest.t.size == 1)

1412

1413 gr.commandAuditDigest.t.size = 0O;

1414 return;

1415 }

1416

1417 // 1T the digest size is zero, need to start a new digest and increment
1418 // the audit counter.

1419 if(gr.commandAuditDigest.t.size == 0)

1420

1421 gr.commandAuditDigest.t.size = CryptGetHashDigestSize(gp-auditHashAlg);
1422 MemorySet(gr.commandAuditDigest.t_buffer,

1423 ,

1424 gr.commandAuditDigest:t.size);

1425

1426 // Bump the counter and saye Tts value to NV.

1427 gp-auditCounter++;

1428 NvWriteReserved(NV_AUDIT,"COUNTER, &gp.auditCounter);

1429 g_updateNV = TRUE;

1430 }

1431

1432 // auditDigestnew z=\‘hash (auditDigestold || cpHash || rpHash)

1433

1434 // Start hash_dégmputation.

1435 CryptStartHash(gp.-auditHashAlg, &hashState);

1436

1437 // Add old“digest.

1438 CryptUpdateDigest2B(&hashState, &gr.commandAuditDigest.b);

1439

1440 // RAdd cpHash

1441 CryptUpdateDigest2B(&hashState, &s_cpHashForCommandAudit.b);

1442

1443 /Y Add rpHash

1444 CryptUpdateDigest2B(&hashState, &rpHash.b);

1445

1446 // Finalize the hash.

1447 CryptCompleteHash2B(&hashState, &gr.commandAuditDigest.b);

1448 }

1449 return;

1450

}
1451 #endi

7.4.5.6 UpdateAuditSessionStatus()

Function to update the internal audit related states of a session. It
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audit or audit reset was requested;

b) reports exclusive audit session;

C) exte

nds audit log; and

d) clears exclusive audit session if no audit session found in the command.

static void
UpdateAuditSessionStatus(
TPM_CC commandCode, // IN: commandCode
UINT32 resParmBufferSize, // IN: size of response parameter buffer
BYHE= = resRarmBuFFer AA—HN—Fespenrse—paraneter—buffer
)
{
UINT32 i
TPM_HANDLE auditSession = TPM_RH_UNASSIGNED;
//] Iterate through sessions
for (i = 0; 1 < s_sessionNum; i++)
{

SESSION *session;

// PW session do not have a loaded session and can nQ€“be an audit
// session either. SKkip it.
iT(s_sessionHandles[i] == TPM_RS_PW) continue;

session = SessionGet(s_sessionHandles[i]);

// It a session is used for audit
if(s_attributes[i]-audit == SET)
{
// An audit session has been foynt
auditSession = s_sessionHandles[i];

// 1T the session has nqotsbeen an audit session yet, or
// the auditSetting bitgN\Ihdicate a reset, iInitialize it and set
// it to be the exclugive session
if( session->attributes.isAudit == CLEAR
|l s_attributes{ii]-auditReset == SET

)

{ o _ _
InitAuditSession(session);
g_exchusiveAuditSession = auditSession;

}

else

{

77 Check if the audit session is the current exclusive audit

// session and, if not, clear previous exclusive audit session.

iT(g_exclusiveAuditSession != auditSession)
g_exclusiveAuditSession = TPM_RH_UNASSIGNED;

b5

// Report audit session exclusivity.

iT(g_exclusiveAuditSession == auditSession)

{
s_attributes[i].auditExclusive = SET;

}

else

{ i _ _ _
s_attributes[i].auditExclusive = CLEAR;

}

// Extend audit log.
Audit(session, commandCode, resParmBufferSize, resParmBuffer);
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7.4.5.7 ComputeResponseHMAC()

Functign to compute HMAC for authorization session in a response.

statig¢ void

ComputeResponseHMAC(
UINT32 sessionlndex, // IN: session index to-be “processed
SESSION *session, // IN: loaded session
TPM_CC commandCode, // IN: commandCode
TPM2B_NONCE *nonceTPM, // IN: nonceTPM
UINT32 resParmBufferSize, // IN: size of résponse parameter buffer
BY|TE *resParmBuffer, // IN: responség parameter buffer
TPM2B_DIGEST *hmac // OUT: authHMAC
)
{
TPM2B_TYPE(KEY, (sizeof(AUTH_VALUE) * 2));
TPM2B_KEY key; // HMAC key
BY|TE marshalBuffer[sizeof(TPMAZ_SESSION)];
BY[TE *pbuffer;
UINT32 marshalSize;
HMAC_STATE hmacState;
TPM2B_DIGEST rp_hash;
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}

// 1f no audit session is found in the command, and the command allows
// a session then, clear the current exclusive

// audit session.

if(auditSession == TPM_RH_UNASSIGNED && IsSessionAllowed(commandCode))

{
}

return;

g_exclusiveAuditSession = TPM_RH_UNASSIGNED;

//] Compute rpHash.
ComputeRpHash(session->authHashAlg, commandCode, resParmBufferSize,
resParmBufifer, &rp_hash);

//] Generate HMAC key
MemoryCopy2B(&key . bs\ &session->sessionKey.b, sizeof(key.t_buffer));

//] Check if the\sgsession has an associated handle and the associated entity 1§
//] the one thak°the session is bound to.
//] 1T not Rouhd, add the authValue of this entity to the HMAC key.
ifil s_associatedHandles[sessionlndex] '= TPM_RH_UNASSIGNED
&& I'( HandleGetType(s_sessionHandles[sessionlndex])
== TPM_HT_POLICY_SESSION
&&  session->attributes.isAuthValueNeeded == CLEAR)

foXe T | H -l o S\ n PAAN
OO - OoCTOoONUT arLirrTbucCo.TTyuToLhwmaocbuulriuy

pAssert((sizeof(AUTH_VALUE) + key.t.size) <= <K>sizeof(key.t.buffer));
key.t.size = key.t.size +
EntityGetAuthValue(s_associatedHandles[sessionlndex],
(AUTH_VALUE *)&key.t._buffer[key.t._size]);

}

// if the HMAC key size for a policy session is 0, the response HMAC is
// computed according to the input HMAC
if(HandleGetType(s_sessionHandles[sessionlndex]) == TPM_HT_POLICY_SESSION
&& key.t.size ==
&& s_inputAuthValues[sessionlndex].-t.size == 0)
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hmac->t.size = 0;
return;

}

// Start HMAC computation.
hmac->t.size = CryptStartHMAC2B(session->authHashAlg, &key.b, &hmacState);

// Add hash components.

CryptUpdateDigest2B(&hmacState, &rp_hash.b);
CryptUpdateDigest2B(&hmacState, &nonceTPM->b);
CryptUpdateDigest2B(&hmacState, &s_nonceCaller[sessionlndex].b);

Aclcl a2

// e s ot
| UG SCooTUIT actl TouUcteS .

buffer = marshalBuffer;
marshalSize = TPMA_SESSION_Marshal (&s_attributes[sessionindex], &buffer,~NULL);
CriyptUpdateDigest(&hmacState, marshalSize, marshalBuffer);

//] Finalize HMAC.
CriyptCompleteHMAC2B(&hmacState, &hmac->b);

refturn;

7.4.5.8 BuildSingleResponseAuth()

Functign to compute response for an authorization session.

statig void
Build§ingleResponseAuth(

UINT32 sessionlndex, // INsession index to be processed
TPM_CC commandCode, // 1IN commandCode
UINT32 resParmBufferSize, //L4dN: size of response parameter buffer
BY|TE *resParmBuffer, A IN: response parameter buffer
TPM2B_AUTH *auth v/ OUT: authHMAC
)
{
//] For password authorizatior}/field is empty.
if[(s_sessionHandles[sessiohlndex] == TPM_RS_PW)
{
auth->t._size = 0;
}
else
{
// Fill in Rolicy/HMAC based session response.
SESSION *session = SessionGet(s_sessionHandles[sessionlndex]);
// 1 tire session is a policy session with isPasswordNeeded SET, the aut
//_€¢eld is empty.
it (HandleGetType(s_sessionHandles[sessionlndex]) == TPM_HT_POLICY_SESSION
&& session->attributes. isPasswordNeeded == SET)
else
// Compute response HMAC.
ComputeResponseHMAC(sessionlndex,
session,
commandCode,
&session->nonceTPM,
resParmBufferSize,
resParmBuffer,
auth);
}
return;
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7.4.5.9 UpdateTPMNonce()

Updates TPM nonce in both internal session or response if applicable.

static void

UpdateTPMNonce(
UINT16 noncesSize, // IN: number of elements iIn "nonces” array
TPM2B_NONCE nonces[] // OUT: nonceTPM
)
{
UINT32 i;
pQFsert(noncesSize >= s_sessionNum);
for(i = 0; 1 < s_sessionNum; i++)
{

SESSION *session;
// For PW session, nonce is O.
iT(s_sessionHandles[i] == TPM_RS_PW)

{

nonces[i].t.size = 0;

continue;
P i _ i
session = SessionGet(s_sessionHandles[i]);

CryptGenerateRandom(session->nonceTPM_t_size,

nonces[i] = session->nonceTPM;
}
refturn;
}
7.4.5.10 UpdatelnternalSession()

Updatep internal sessions:
a) Restarts session time.

b) Clgars a policy session since nonge is rolling.

statiq void
UpdatgInternalSession(
volid

)

UINT32 i
for(i = 0; 4
{

< s_sessionNum; i++)

//_F%e¥ PW session, no update.
1f(s_sessionHandles[i] == TPM_RS_PW) continue;

// Update nonceTPM in both internal session and fesponse.

session->nonceTPM._t_buffer)

tFs—attributesfitcontinmueSesstonr—=—=<CtEAR)
// Close internal session.
SessionFlush(s_sessionHandles[i]);

}

else

{

// 1f nonce is rolling in a policy session, the policy related data

/7 will be re-initialized.

iT(HandleGetType(s_sessionHandles[i]) == TPM_HT_POLICY_SESSION)

SESSION *session =

74

SessionGet(s_sessionHandles[i]);
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// When the nonce rolls it starts a new timing interval for the
// policy session.

SessionResetPolicyData(session);

session->startTime = go.clock;

}
}
}
return;
}
7.4.5.11 BuildResponseSession()
Functign to build Session butier in a response.
void
Bui ldResponseSession(
TPM_ST tag, // IN: tag
TPM_CC commandCode, // IN: commandCode
UINT32 resHandleSize, // IN: size of response handle budfer
UINT32 resParmSize, // IN: size of response parameter buffer
UINT32 *resSessionSize // OUT: response session arga
)
{
BY|TE *resParmBuffer;
TPM2B_NONCE responseNonces[MAX_SESSION_NUM];
//|] Compute response parameter buffer start.
resParmBuffer = MemoryGetResponseBuffer(command€ode) + sizeof(TPM_ST) +
sizeof(UINT32) + sizeof(TPM_RC),) + resHandleSize;
//| For TPM_ST_SESSIONS, there is parametgrdize field.
ifl(tag == TPM_ST_SESSIONS)
resParmBuffer += sizeof(UINT32);
//] Session nonce should be updatedXefore parameter encryption
ifi(tag == TPM_ST_SESSIONS)
{
UpdateTPMNonce (MAX_SESSI@GN/NUM, responseNonces);
// Encrypt FTirst papraneter if applicable. Parameter encryption should
// happen after noncé’ update and before any rpHash is computed.
// 1f the encrypt’session is associated with a handle, the authValue of
// this handleswyM 1 be concatenated with sessionAuth to generate
// encryptiqn _Key, no matter if the handle is the session bound entity
// or not. [The authValue is added to sessionAuth only when the authValue
// is avanlable.
iT(s_encryptSessionlndex != UNDEFINED_INDEX)
YINT32 size;
TPM2B_AUTH extraKey;

if( s_associatedHandles[s_encryptSessionlndex] !'= TPM_RH_UNASSIGNED
&& IsAuthValueAvailable(s_associatedHandles[s_encryptSessionlndex],
commandCode, s_encryptSessionlndex)

)
{ _
extrakey.b.size =
EntityGetAuthValue(s_associatedHandles[s_encryptSessionlndex],
&extraKey.t_buffer);

T

else

{

extrakey.b.size = 0;
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3
//

//

}

size = EncryptSize(commandCode);
CryptParameterEncryption(s_sessionHandles[s_encryptSessionlndex],
&s_nonceCaller[s_encryptSessionlndex].b,
(UINT16)size,
&extrakKey,
resParmBuffer);

Audit session should be updated first regardless of the tag.
A command with no session may trigger a change of the exclusivity state.

Audit command.

mmandAudit(commandCode, resParmSize, resParmBuffer);

Process command with sessions.

(tag == TPM_ST_SESSIONS)

UINT32 i;
BYTE *pbuffer;
TPM2B_DIGEST responseAuths[MAX_SESSION_NUM];

pAssert(s_sessionNum > 0);

// lterate over each session in the command session area, and create
// corresponding sessions for response.
for(i = 0; i < s_sessionNum; i++)

BuildSingleResponseAuth(
1,
command€ode,
resPafmSize,
resRarmBuffer,
&responseAuths[il);
// Make sure that contigy€Session is SET on any Password session.
// This makes it margimally easier for the management software
// to keep track of, the closed sessions.
if( s_attributesfii]-continueSession == CLEAR
&& s_sessionHandles[i] == TPM_RS_PW)
{

}

s_attributes[i].continueSession = SET;

}

// AssenBle Response Sessions.
*resSessionSize = 0;

buffer/= resParmBuffer + resParmSize;
for@@ = 0; 1 < s_sessionNum; i++)

*resSessionSize += TPM2B NONCE Marshal (&responseNonces[i],

}

&buffer, NULL);
*resSessionSize += TPMA_SESSION_Marshal (&s_attributes[i],
&buffer, NULL);
*resSessionSize += TPM2B_DIGEST_Marshal (&responseAuths[i],
&buffer, NULL);

}

// Update internal sessions after completing response buffer computation.

UpdatelnternalSession();

else

76

// Process command with no session.
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*resSessionSize = 0;

}

return;

ISO/IEC 11889-4:2015(E)

© ISO/IEC 2015 — All rights reserved

77


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

8

8.1

Command Support Functions

Introduction

Clause 8 contains support routines that are called by the command action code in ISO/IEC 11889-3. The
functions are grouped by the command group that is supported by the functions.

8.2

8.2.1 tretudes

#include "InternalRoutines.h"
#include "Attest_spt_ fp.h"

8.2.2 Functions

8.2.2.1 FillinAttestinfo()

Fill in common fields of TPMS_ATTEST structure.

Attestation Command Support (Attest_spt.c)

Table 16
Error Returns Meaning
TPM_RC_KEY key referenced by signHandle is not a signing key
TPM_RC_SCHEME both scheme and key's\default scheme are empty; or scheme is
empty while key's default scheme requires explicit input scheme (split
signing); or non-empty default key scheme differs from scheme

TPM_R(

FilllnAttestinfo(
TPM1_DH_OBJECT signHandle, // IN: handle of signing object
TPMT_S1G_SCHEME *schene, // IN/OUT: scheme to be used for signing
TPM2B_DATA *datay, // IN: qualifying data
TPMS_ATTEST *attest // OUT: attest structure
)
TPM_RC result;
TPMI_RH_HIERARCHY signHierarhcy;

78

result = EryptSelectSignScheme(signHandle, scheme);
ifi(resul’®-¥= TPM_RC_SUCCESS)
return result;

//lL\a0ic number
attest->magic = TPM_GENERATED_VALUE;

if(signHandle == TPM_RH_NULL)

{
BYTE *buffer;
// For null sign handle, the QN is TPM_RH_NULL
buffer = attest->qualifiedSigner.t.name;
attest->qualifiedSigner.t.size =
TPM_HANDLE_Marshal (&signHandle, &buffer, NULL);
}
else

// Certifying object qualified name
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// if the scheme is anonymous, this is an empty buffer
iT(CryptlsSchemeAnonymous(scheme->scheme))
attest->qualifiedSigner.t.size = 0;
else
ObjectGetQualifiedName(signHandle, &attest->qualifiedSigner);

current clock in plain text
meFillInfo(&attest->clockInfo);

Firmware version in plain text

test->FirmwareVersion = ((UINT64) gp-firmwareVl << (<K>sizeof(UINT32) * 8));

test->fFirmwareVersion += gp.firmwareV2;

/7
/7
si
ifi
{

Get the hierarchy of sign object. For NULL sign handle, the hierarchy
will be TPM_RH_NULL

gnHierarhcy = EntityGetHierarchy(signHandle);

(signHierarhcy != TPM_RH_PLATFORM && signHierarhcy != TPM_RH_ENDORSEMENT)

// For sign object is not in platform or endorsement hierarchy;
// obfuscate the clock and firmwereVersion information

UINT64 obfuscation[2];

TPMI_ALG_HASH hashAlg;

// Get hash algorithm
if(signHandle == TPM_RH_NULL || signHandle == TPM-RH OWNER)

hashAlg = CONTEXT_INTEGRITY_HASH_ALG;
}

else

OBJECT *signObject = NULL
signObject = ObjectGet(signHandle);
hashAlg = signObject->publicArea.nameAlg;

// label values.
KDFa(hashAlg, &gp-shProof.b,\“"'OBFUSCATE",

// Obfuscate data

attest->firmwareVersion += obfuscation[0];
attest->clockInfo.resetCount += (UINT32)(obfuscation[1l] >> 32);
attest->clockInfe.restartCount += (UINT32)obfuscation[1];

External data

(CryptlsSchemeAnonymous(scheme->scheme))
attest==€extraData.t.size = 0;

se

/Y it in the signing operation except as part of the signed data

// See ISO/I1EC 11889-1, clause §.4, "KDF Label Parameters'for normative K

&attest->qualifiedSigner.b, NULL, 128, (BYTE *)&obfuscation[0], NULL

7/ TF we move the data to the attestation structure, then we will not usq

}

re

8.2.2.2

attest->extraData = *data;
data->t.size = 0;

turn TPM_RC_SUCCESS;

SignAttestinfo()

Sign a TPMS_ATTEST structure. If signHandle is TPM_RH_NULL, a null signature is returned.
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Table 17
Error Returns Meaning
TPM_RC_ATTRIBUTES signHandle references not a signing key
TPM_RC_SCHEME scheme is not compatible with signHandle type
TPM_RC_VALUE digest generated for the given scheme is greater than the modulus of
signHandle (for an RSA key); invalid commit status or failed to
generate r value (for an ECC key)

TPM_RC
SignA fpcflnfn(
TPMI_DH_OBJECT signHandle, // IN: handle of sign object
TPMT_S1G_SCHEME *scheme, // IN: sign scheme
TPMS_ATTEST *certifylnfo, // IN: the data to be signed
TPM2B_DATA *qualifyingData, // IN: extra data for the sigQing
// process
TPM2B_ATTEST *attest, // OUT: marshaled attest {eb to be
// signed
TPMT_SIGNATURE *sighature // OUT: signature
)
{
TPM_RC result;
TPMI_ALG_HASH hashAlg;
BY|[TE *buffer;
HASH_STATE hashState;
TPM2B_DIGEST digest;

//] Marshal TPMS_ATTEST structure for hash

buffer = attest->t.attestationData;

atitest->t_size = TPMS_ATTEST_Marshal (cextifylnfo, &buffer, NULL);
fl(signHandle == TPM_RH_NULL)

signature->sigAlg = TPM_ALG NULL;

Ise

DN Ay

// Attestation commanti”may cause the orderlyState to be cleared due to
// the reporting ofR.lock info. |If this is the case, check if NV is
// available Tirkst

iT(gp-orderlyState != SHUTDOWN_NONE)

{

// The semmand needs NV update. Check if NV is available.

// ASIPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned af

//Seris point

result = NvilsAvailable();

if(result = TPM_RC_SUCCESS)
return result;

s

// Compute hash

hashAlg = scheme->details.any.hashAlg;

digest.t.size = CryptStartHash(hashAlg, &hashState);
CryptUpdateDigest(&hashState, attest->t.size, attest->t.attestationData);
CryptCompleteHash2B(&hashState, &digest.b);

// 1T there is qualifying data, need to rehash the the data
// hash(qualifyingData || hash(attestationData))
if(qualifyingData->t.size = 0)

CryptStartHash(hashAlg, &hashState);
CryptUpdateDigest(&hashState,
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qualifyingData->t.size,

qualifyingData->t._buffer);
CryptUpdateDigest(&hashState, digest.t.size, digest.t_buffer);
CryptCompleteHash2B(&hashState, &digest.b);

}

// Sign the hash. A TPM_RC_VALUE, TPM_RC_SCHEME, or
// TPM_RC_ATTRIBUTES error may be returned at this point
return CryptSign(signHandle,

scheme,

&digest,

signature);

}

rdturn TPM_RC_SUCCESS;

8.3 [Context Management Command Support (Context_spt.c)

8.3.1 Includes

#include "InternalRoutines.h"
#include "Context_spt_fp.h"

8.3.2 Functions

8.3.2.1 ComputeContextProtectionKey()

This flinction retrieves the symmetric protectionsJkey for context encryption It is ug
TPM2_[ConextSave() and TPM2_ContextLoad() to create the symmetric encryption key and iv
void
ComputeContextProtectionKey(
TPMS_CONTEXT *contextBlob, 7/ IN: context blob
TPM2B_SYM_KEY *symKey, // OUT: the symmetric key
TPM2B_ IV *iv // OUT: the IV.
)
{ ) o
UINT16 symKéyBits; // number of bits in the parent®s
// symmetric key
TPM2B_AUTH *ppoof = NULL; // the proof value to use. Is null for
// everything but a primary object in
//  the Endorsement Hierarchy
BY|TE kdfResult[sizeof(TPMU_HA) * 2];// Value produced by the KDF
TPM2B \DATA sequence2B, handle2B;
// Uct plUUf V(J:UC
proof = HierarchyGetProof(contextBlob->hierarchy);
// Get sequence value in 2B format
sequence2B.t._size = sizeof(contextBlob->sequence);
MemoryCopy(sequence2B.t.buffer, &contextBlob->sequence,
sizeof(contextBlob->sequence),
sizeof(sequence2B.t._buffer));
// Get handle value in 2B format
handle2B.t.size = sizeof(contextBlob->savedHandle);
MemoryCopy(handle2B.t.buffer, &contextBlob->savedHandle,
sizeof(contextBlob->savedHandle),
© ISO/IEC 2015 — All rights reserved
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sizeof(handle2B.t_buffer));

// Get the symmetric encryption key size

symKey->t.size = CONTEXT_ENCRYPT_KEY_BYTES;

symKeyBits = CONTEXT_ENCRYPT_KEY_BITS;

// Get the size of the IV for the algorithm

iv—>t._size = CryptGetSymmetricBlockSize(CONTEXT_ENCRYPT_ALG, symKeyBits);

// KDFa to generate symmetric key and 1V value
KDFa(CONTEXT_INTEGRITY_HASH_ALG, &proof->b, "CONTEXT", &sequence2B.b,
&handle2B.b, (symKey->t.size + iv->t.size) * 8, kdfResult, NULL);

// Copy part of the returned value as the key

Meperycopytsymkey—>t-buffers—kdfRestHe——symkey—>t-sizes

sizeof(syﬁKey—>tjbuffer));

//| Copy the rest as the 1V

MemoryCopy(iv->t_buffer, &kdfResult[symKey->t._size], iv->t.size,
sizeof(iv->t.buffer));

refturn;

8.3.2.2 ComputeContextintegrity()

Genergte the integrity hash for a context It is used by TPM2_ContextSave() to create an integri
and by [TPM2_ContextLoad() to compare an integrity hash

void
ComputeContextintegrity(
TPMS_CONTEXT *contextBlob, // IN: cpgtext blob

TPM2B_DIGEST *integrity // OUT._ mntegrity
)
{
HMAC_STATE hmacState;
TPM2B_AUTH *proof;
UINT16 integritySize;

//] Get proof value
prioof = HierarchyGetProof(contextBlob->hierarchy);

//] Start HMAC
integrity->t._size = -CryptStartHMAC2B(CONTEXT_INTEGRITY_HASH_ALG,
&proof->b, &hmacState);

//] Compute integrity size at the beginning of context blob
integritySize = sizeof(integrity->t.size) + integrity->t.size;

//] Adding total reset counter so that the context cannot be
//] wSegd after a TPM Reset

ly hash

CryptupdateDigestint(&hmacsState, SizZeoT (gp- totaltResetcount),
&gp.-totalResetCount);

// 1T this is a ST_CLEAR object, add the clear count
// so that this contest cannot be loaded after a TPM Restart
if(contextBlob->savedHandle == 0x80000002)

CryptUpdateDigestint(&hmacState, sizeof(gr.clearCount), &gr.clearCount);

// Adding sequence number to the HMAC to make sure that it doesn"t

// get changed

CryptUpdateDigestint(&hmacState, sizeof(contextBlob->sequence),
&contextBlob->sequence);
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// Protect the handle
CryptUpdateDigestint(&hmacState, sizeof(contextBlob->savedHandle),

//

&contextBlob->savedHandle);

Adding sensitive contextData, skip the leading integrity area

CryptUpdateDigest(&hmacState, contextBlob->contextBlob.t.size - integritySize,

//

contextBlob->contextBlob.t_buffer + integritySize);

Complete HMAC

CryptCompleteHMAC2B(&hmacState, &integrity->b);
return;
}
8.3.2.3 SequenceDatalmportExport()
This function is used scan through the sequence object and either modify the hashe state data for
LIB_EXPORT or to import it into the internal format
void
SequerjceDatalmportExport(
OBUJECT *object, // IN: the object containd@pg”the sequence data
OBUJECT *exportObject, // IN/OUT: the object styueture that will gef
// the exported hagh)'state
IMPORT_EXPORT direction
)
{
in count = 1;
HASH_OBJECT *internalFmt = (HASH_OBJECT *)object;
HASH_OBJECT *externalFmt = (HASH_OBJECT *)exportObject;
ifllobject->attributes.eventSeq)
count = HASH_COUNT;
for(; count; count--)
CryptHashStatelmportExport(&internalFmt->state.hashState[count - 1],
externalFmt->state_hashState, direction);
}
8.4 |Policy Command Support (Policy_spt.c)
8.4.1 Includes
#include "InternalRoutines._h"
#include "Policy-spt_fp.h"
#include "PollicySigned_fp.h"
#include "PelicySecret_fp.h"
#include,"PolicyTicket_fp.h"
8.4.2 Functions
8.4.2.1 PolicyParameterChecks()

This function validates the common parameters of TPM2_PolicySiged() and TPM2_PolicySecret(). The

common parameters are nonceTPM, expiration, and cpHashA.

TPM_RC

PolicyParameterChecks(
SESSION *session,
UINT64 authTimeout,
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TPM2B_DIGEST *cpHashA,

TPM2B_NONCE *nonce,
TPM_RC nonceParameterNumber,
TPM_RC cpHashParameterNumber,
TPM_RC expirationParameterNumber
)
{
TPM_RC result;
// Validate that input nonceTPM is correct if present
iT(nonce '= NULL && nonce->t.size I!= 0)
if("Memory2BEqual (&nonce->b, &session->nonceTPM.b))
L] Ctu LI TPI"V‘I_RC_:\‘IC:\‘ICE : RC_pU: L] \’_ys L] ul ch_l LA ] IUCTPI"V‘I;
}
//] If authTimeout is set (expiration I= 0...
ifl(authTimeout != 0)
{
// ..._.then nonce must be present
// nonce present isn"t checked in PolicyTicket
if(nonce '= NULL && nonce->t.size == 0)
// This error says that the time has expired but It i$\pointing
// at the nonceTPM value.
return TPM_RC_EXPIRED + nonceParameterNumber;
// Validate input expiration.
// Cannot compare time if clock stop advancing, \A/ TPM_RC_NV_UNAVAILABLE
// or TPM_RC_NV_RATE error may be returned here\
result = NvisAvailable();
if(result '= TPM_RC_SUCCESS)
return result;
if(authTimeout < go.clock)
return TPM_RC_EXPIRED + expirationParameterNumber;
3
//] 1T the cpHash is present, then chetk it
ifi(cpHashA = NULL && cpHashA->t_size 1= 0)
{
// The cpHash input has teyhave the correct size
iT(cpHashA->t.size != session->u2.policyDigest.t.size)
return TPM_RC_SIZE" + cpHashParameterNumber;
// 1f the cpHash has”’already been set, then this input value
// must match tRe current value.
it session=>ul.cpHash.b.size 1= 0
&& Memory2BEqual (&cpHashA->b, &session->ul.cpHash.b))
return TPM_RC_CPHASH;
}
refturn TPMRC_SUCCESS;
}
8.4.2.2 PolicyContextUpdate()

Update policy hash Update the policyDigest in policy session by extending policyRef and objectName to
it. This will also update the cpHash if it is present.

void
PolicyContextUpdate(
TPM_CC commandCode, // IN: command code
TPM2B_NAME *name, // IN: name of entity
TPM2B_NONCE *ref, // IN: the reference data
TPM2B_DIGEST *cpHash, // IN: the cpHash (optional)
UINT64 policyTimeout,
SESSION *session // IN/OUT: policy session to be updated
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)
{
HASH_STATE hashState;
UINT16 policyDigestSize;
// Start hash
policyDigestSize = CryptStartHash(session->authHashAlg, &hashState);
// policyDigest size should always be the digest size of session hash algorithm.
pAssert(session->u2._policyDigest.t.size == policyDigestSize);
// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);
//] add commandCode
CriyptUpdateDigestint(&hashState, sizeof(commandCode), &commandCode);
//] add name if applicable
ifi(name '= NULL)
CryptUpdateDigest2B(&hashState, &name->b);
//] Complete the digest and get the results
CriyptCompleteHash2B(&hashState, &session->u2._policyDigest.h);
//] Start second hash computation
CrlyptStartHash(session->authHashAlg, &hashState);
//] add policyDigest
CriyptUpdateDigest2B(&hashState, &session->u2._policyDigest.b);
//] add policyRef
if[(ref 1= NULL)
CryptUpdateDigest2B(&hashState, &refe=b);
//] Complete second digest
CriyptCompleteHash2B(&hashState, &session->u2._policyDigest.b);
//] Deal with the cpHash. If thetpHash value is present
//] then it would have alreadyceen checked to make sure that
//] it is compatible with the ‘eurrent value so all we need
//] to do here is copy it.and set the iscoHashDefined attribute
ifl(cpHash '= NULL && cpHash->t.size I= 0)
{
session->ul.cpHash*= *cpHash;
session->attributes. iscpHashDefined = SET;
}
//] update th&~timeout if It is specified
ifi(policyFimeout!= 0)
{
//| 1T stkhe timeout has not been set, then set it to the new value
if¢session->timeOut == 0)
session->timeOut = policyTimeout;
else if(session->timeOut > policyTimeout)
session->timeOut = policyTimeout;
}
return;
}
8.5 NV Command Support (NV_spt.c)
8.5.1 Includes
#include "InternalRoutines._h"
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#include "NV_spt_fp.h"

8.5.2 Functions
8.5.2.1 NvReadAccessChecks()
Common routine for validating a read Used by TPM2_NV_Read(), TPM2_NV_ReadlLock() and
TPM2_PolicyNV().
Table 18
Error Returns Meaning
TPM_RC_NV_AUTHORIZATION | autHandle is not allowed to authorize read of the index
TPM_RC_NV_LOCKED Read locked
TPM_RC_NV_UNINITIALIZED Try to read an uninitialized index
TPM_R(
NvReadAccessChecks(
TPM_HANDLE authHandle, // IN: the handle that _pyYweVided the
// authorization
TPM_HANDLE nvHandle // IN: the handle of‘the NV index to be writt
)
{
NV|_INDEX nvindex;
//] Get NV index info
NvGetIndexInfo(nvHandle, &nvindex);
// Thijs check may be done before doing aptRorization checks as is done in this
// verpion of the reference code. If not done there, then uncomment the next
// three lines.
// // 1T data is read locked, retfN-hs an error
// iT(nvindex.publicArea.attripytes.TPMA_NV_READLOCKED == SET)
// return TPM_RC_NV_LOCKEDy
//] 1T the authorization~waS provided by the owner or platform, then check
//] that the attributesadlow the read. |If the authorization handle
//] is the same as the index, then the checks were made when the authorizatio
//] was checked..
ifi(authHandle == TPM_RH_OWNER)
{
// 1T OuReY* provided auth then ONWERWRITE must be SET
iT(! nwindex.publicArea.attributes.TPMA_NV_OWNERREAD)
return TPM_RC_NV_AUTHORIZATION;
}
elses i€£(authHandle == TPM_RH_PLATFORM)
{
/7 1T Platrorm provided auth then PPWRITE must be SET
iT(Invindex.publicArea.attributes.TPMA_NV_PPREAD)
return TPM_RC_NV_AUTHORIZATION;
}
// IT neither Owner nor Platform provided auth, make sure that it was
// provided by this index.
else if(authHandle != nvHandle)
return TPM_RC_NV_AUTHORIZATION;
// 1f the index has not been written, then the value cannot be read
// NOTE: This has to come after other access checks to make sure that
// the proper authorization is given to TPM2_NV_ReadLock()
if(nvindex.publicArea.attributes.TPMA_NV_WRITTEN == CLEAR)
86 © ISO/IEC 2015 — All rights reserved
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return TPM_RC_NV_UNINITIALIZED;

return TPM_RC_SUCCESS;

8.5.2.2

NvWriteAccessChecks()

Common routine for validating a write Used by TPM2_NV_Write(), TPM2_NV_Increment(),
TPM2_SetBits(), and TPM2_NV_WriteLock().

Table 19
Error Returns Meaning
TPM_RC_NV_AUTHORIZATION | Authorization fails
TPM_RC_NV_LOCKED Write locked
TPM_R(
NvWrigeAccessChecks(
TPM_HANDLE authHandle, // IN: the handle that prgvided the
// authorization
TPM_HANDLE nvHandle // IN: the handle of tpe\NV index to be writt
)
{
NV_INDEX nvindex;
//] Get NV index info
NvGetindexInfo(nvHandle, &nvindex);
// Thils check may be done before doing authoxiZation checks as is done in this
// vergion of the reference code. If not dghe there, then uncomment the next
// thre lines.
// // If data is write locked, returds an error
// if(nvindex.publicArea.attribute@; TPMA_ NV_WRITELOCKED == SET)
// return TPM_RC_NV_LOCKED;
//] 1T the authorization wag(pfFovided by the owner or platform, then check
//] that the attributes allow the write. If the authorization handle
//] is the same as the Ingex, then the checks were made when the authorizatio
//} was checked. .
ifilauthHandle == TRM:\RH_OWNER)
{
// If Owner(pgfovided auth then ONWERWRITE must be SET
iT(! nvindex_.publicArea.attributes.TPMA_NV_OWNERWRITE)
retara’ TPM_RC_NV_AUTHORIZATION;
}
ellse if(authHandle == TPM_RH_PLATFORM)
{
Y/, 1T Platform provided auth then PPWRITE must be SET
i 1 i i NV RITF)
return TPM_RC_NV_AUTHORIZATION;
}
// 1T neither Owner nor Platform provided auth, make sure that it was
// provided by this index.
else if(authHandle != nvHandle)
return TPM_RC_NV_AUTHORIZATION;
return TPM_RC_SUCCESS;
}
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8.6

8.6.1

Object Command Support (Object_spt.c)

Includes

#include "InternalRoutines.h"
#include "Object_spt_fp.h"
#include <Platform.h>

8.6.2 Local Functions
8.6.2.] ety ptSeth
Check [f the crypto sets in two public areas are equal.
Table 20
Error Returns Meaning
TPM_RC_ASYMMETRIC mismatched parameters
TPM_RC HASH mismatched name algorithm
TPM_RC_TYPE mismatched type
stati¢ TPM_RC
Equal(ryptSet(
TPMT_PUBLIC *publicAreal, // IN: publi© afrea 1
TPMT_PUBLIC *publicArea2 // IN: pubNiC area 2
)
{
UINT16 sizel;
UINT16 size2;
BY[TE paramsl[sizeof(TPMU_PUBLIC_PARMS)];
BY[TE params2[sizedF(TPMU_PUBLIC_PARMS)];
BY[TE *pbuffer;
//] Compare name hash
ifi(publicAreal->nameAlg~1="publicArea2->nameAlQ)
return TPM_RC_HASH;
//] Compare algor i)W
ifi(publicAreal->type 1= publicArea2->type)
return TPM_RE_TYPE;
//] TPMU_PUBKTC PARMS field should be identical
buffer = paramsl;
sigel = TPMU_PUBLIC_PARMS Marshal (&publicAreal->parameters, &buffer,
NULL, publicAreal->type);

bufffer = params2;

sizeZ = TPMU_PUBLIC_PARNS_WMarshal (&publicAreaZ-Sparameters, &buffer,

if(sizel 1= size2 ||

NULL, publicArea2->type);

IMemoryEqual (paramsl, params2, sizel))

return TPM_RC_ASYMMETRIC;

return TPM_RC_SUCCESS;
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GetlV2BSize()

Get the size of TPM2B_IV in canonical form that will be append to the start of the sensitive data. It
includes both size of size field and size of iv data.

static UINT16

GetlV2BSize(
TPM_HANDLE protectorHandle // IN: the protector handle
)
{
OBJECT *protector = NULL; // Pointer to the protector object
TPM_ALG_ID symAlg;
UINFEE keyBitss
//] Determine the symmetric algorithm and size of key
ifi(protectorHandle == TPM_RH_NULL)
{
// Use the context encryption algorithm and key size
symAlg = CONTEXT_ENCRYPT_ALG;
keyBits = CONTEXT_ENCRYPT_KEY_BITS;
}
ele
{
protector = ObjectGet(protectorHandle);
symAlg = protector->publicArea.parameters.asymDetail.symmetric.algorithm
keyBits= protector->publicArea.parameters.asymDetail .symmetric.keyBits.sym;
}
//| The IV size is a UINT16 size field plus thg~Nock size of the symmetric
//] algorithm
refturn sizeof(UINT16) + CryptGetSymmetricBlockSize(symAlg, keyBits);
}
8.6.2.3 ComputeProtectionKeyParms()
This fupction retrieves the symmetric protection key parameters for the sensitive data The parameters
retrievdd from this function include ercryption algorithm, key size in bit, and a TPM2B_SYM_KEY
containjng the key material as well>as the key size in bytes This function is used for any actijon that
requirep encrypting or decrypting-ofithe sensitive area of an object or a credential blob.
statig void
ComputeProtectionKeyPatrms(
TPM_HANDLE protectorHandle, // IN: the protector handle
TPM_ALG_ID hashAlg, // IN: hash algorithm for KDFa
TPM2B_NAME *name, // IN: name of the object
TPM2B_SEED *seedln, // IN: optional seed for duplication bloh.
// For non duplication blob, this
// parameter should be NULL
TPM_ALG” ID *symAlg, // OUT: the symmetric algorithm
UINT16 *keyBits, // OUT: the symmetric key size in bits
TPM2B_SYM_KEY  *symKey // OUT: the symmetric key
)
{
TPM2B_SEED *seed = NULL;
OBJECT *protector = NULL; // Pointer to the protector
// Determine the algorithms for the KDF and the encryption/decryption
// For TPM_RH_NULL, using context settings
iT(protectorHandle == TPM_RH_NULL)
// Use the context encryption algorithm and key size
*symAlg = CONTEXT_ENCRYPT_ALG;
symKey->t.size = CONTEXT_ENCRYPT_KEY_BYTES;
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*keyBits = CONTEXT ENCRYPT_KEY BITS;

}

else

{
TPMT_SYM_DEF_OBJECT *symDef;
protector = ObjectGet(protectorHandle);
symDef = &protector->publicArea.parameters.asymDetail.symmetric;
*symAlg = symDef->algorithm;
*keyBits= symDef->keyBits.sym;
symKey->t.size = (*keyBits + 7) / 8;

}

// Get seed for KDF

S —

KDFa to generate symmetric key and 1V value
//] See 1SO/1EC 11889-1, clause 5.4, "KDF Label Parameters™
KDFa(hashAlg, (TPM2B *)seed, "STORAGE", (TPM2B *)name, NULL,
symKey->t.size * 8, symKey->t._buffer, NULL);

refturn;
}
8.6.2.4 ComputeOQuterintegrity()
The sehsitive area parameter is a buffer that holds a space for the“integrity value and the mayshaled
sensitije area. The caller should skip over the area set aside for the integrity value and compute the hash
of the femainder of the object. The size field of sensitive is.indunmarshaled form and the sensitiye area
contents is an array of bytes.
statiq void
ComputeOuterintegrity(
TPM2B_NAME *name, A MN: the name of the object
TPM_HANDLE protectorHandle, /7 IN: The handle of the object that
// provides protection. For object, |it
// is parent handle. For credential, |it
// is the handle of encrypt object. |For
// a Temporary Object, it is TPM_RH_NULL
TPMI_ALG_HASH hashAlg, // IN: algorithm to use for integrity
TPM2B_SEED *seedln; // IN: an external seed may be provided for
// duplication blob. For non duplication
// blob, this parameter should be NUIYL
UINT32 sensitiveSize, // IN: size of the marshaled sensitive data
BY[TE *sensitiveData, // IN: sensitive area
TPM2B_DIGEST *integrity // OUT: integrity
)
{
HMAC_STATE hmacState;
TPM2B, PAGEST hmacKey;
TPM2B” SEED *seed = NULL;

// Get seed fTor KDF
seed = GetSeedForKDF(protectorHandle, seedln);

// Determine the HMAC key bits
hmacKey.t.size = CryptGetHashDigestSize(hashAlg);

// KDFa to generate HMAC key

// See 1SO/I1EC 11889-1, clause 5.4, "KDF Label Parameters"

KDFa(hashAlg, (TPM2B *)seed, "INTEGRITY"™, NULL, NULL,
hmacKey.t.size * 8, hmacKey.t.buffer, NULL);

// Start HVMAC and get the size of the digest which will become the integrity
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// Adding the marshaled sensitive area to the integrity value
CryptUpdateDigest(&hmacState, sensitiveSize, sensitiveData);

// Adding name

CryptUpdateDigest2B(&hmacState,

// Compute HMAC
CryptCompleteHMAC2B(&hmacState, &integrity->b);

return;

(TPM2B

*)name) ;

8.6.2.5 Computelnnerintegrity()

This fupction computes the integrity of an inner wrap.

statig¢ void

Computelnnerintegrity(

//] Start hash and get the size of the digest¥which will become the integrity

// IN:
// IN:
// IN:

*sensitiveData, // IN:

// OUT:

hash algorithm for igner wrap
the name of the objyee¥
the size of sensibivé data
sensitive data

inner integgiky

integrity->t.size = CryptStartHash(hashAlg,\.‘&hashState);

//| Adding the marshaled sensitive areado the integrity value
CriyptUpdateDigest(&hashState, dataSize, sensitiveData);

TPM_ALG_ID hashAlg,
TPM2B_NAME *name,
UINT16 dataSize,
BY[TE
TPM2B_DIGEST *integrity
)

{
HASH_STATE hashState;
//] Adding name
CriyptUpdateDigest2B(&hashState, “&name->b);
//] Compute hash
CriyptCompleteHash2B(&hashState, &integrity->b);
retturn;

}

8.6.2.6 Producelnnerintegrity()

This fupctionproduces an inner integrity for regular private, credential or duplication blob It requjres the

sensitije data berng marshaled to the mnerBuffer with the Ieadmg bytes reserved for mtegrrty

assume

beginning of the inner buffer It returns the total size of buffer with the inner wrap.

static UINT16

Producelnnerintegrity(

TPM2B_NAME
TPM_ALG_ID
UINT16

BYTE

© ISO/IEC 2015

*name,
hashAlg,
dataSize,

*innerBuffer
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// IN:
// IN:

the name of the object
hash algorithm for inner wrap

hash. It
at the

// IN: the size of sensitive data, excluding the

in

// leading integrity buffer size

// IN/OUT: inner buffer with sensitive data

// it. At input, the leading bytes of this
// buffer is reserved for integrity
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192 {
193 BYTE *sensitiveData; // pointer to the sensitive data
194
195 TPM2B_DIGEST integrity;
196 UINT16 integritySize;
197 BYTE *pbuffer; // Auxiliary buffer pointer
198
199 // sensitiveData points to the beginning of sensitive data in innerBuffer
200 integritySize = sizeof(UINT16) + CryptGetHashDigestSize(hashAlg);
201 sensitiveData = innerBuffer + integritySize;
202
203 Computelnnerintegrity(hashAlg, name, dataSize, sensitiveData, &integrity);
204
205 /7 i i i i
206 buffer = innerBuffer;
207 TPM2B_DIGEST_Marshal (&integrity, &buffer, NULL);
208
209 refturn dataSize + integritySize;
210 }

8.6.2.7 Checklnnerlntegrity()

This fumction check integrity of inner blob.

Table 21

Error Returns Meaning

TPM_RC_INTEGRITY if the outer blob integrity is bad

unmarskal errors unmarshal errors while unmarshaling integrity
211 statiq TPM_RC
212 Checklinnerintegrity(
213 TPM2B_NAME *name, /@ IN: the name of the object
214 TPM_ALG_ID hashAlg, VY IN: hash algorithm for inner wrap
215 UINT16 dataSize, // IN: the size of sensitive data, including|the
216 // leading integrity buffer size
217 BY[TE *innerBuffer // IN/OUT: inner buffer with sensitive data in
218 // it
219 )
220 {
221 TPM_RC result;
222
223 TPM2B_DIGEST integrity;
224 TPM2B_DIGESHE integrityToCompare;
225 BY|TE *buffer; // Auxiliary buffer pointer
226 INT32 size;
227
228 //] Upmatrshal integrity
229 buffer = innerBuffer;
230 size = (INT32) dataSize;
231 result = TPM2B_DIGEST_Unmarshal (&integrity, &buffer, &size);
232 if(result == TPM_RC_SUCCESS)
233
234 // Compute integrity to compare
235 Computelnnerintegrity(hashAlg, name, (UINT16) size, buffer,
236 &integrityToCompare);
237
238 // Compare outer blob integrity
239 iT(IMemory2BEqual (&integrity.b, &integrityToCompare.b))
240 result = TPM_RC_INTEGRITY;
241 }
242 return result;
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243}
8.6.3 Public Functions

8.6.3.1 AreAttributesForParent()

This function is called by create, load, and import functions.

Table 22

Return Malue I\/In:lning

TRUE properties are those of a parent

FALSE properties are not those of a parent
244 BOOL
245 AreAttributesForParent(
246 OBUJECT *parentObject // IN: parent handle
247 )
248 {
249 //] This function is only called when a parent is needed.\Any
250 //] time a "parent’ is used, it must be authorized. WheR
251 //] the authorization is checked, both the public and\sénsitive
252 //] areas must be loaded. Just make sure...
253 pAssert(parentObject->attributes.publicOnly == CLEAR);
254
255
256 ifi(ObjectDatalsStorage(&parentObject->pubhlicArea))
257 return TRUE;
258 else
259 return FALSE;
260 }

8.6.3.2 SchemeChecks()

This fynction validates the schemes in the public area of an object. This function is called by
TPM2_| oadExternal() and PubliCAttributesValidation().
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Table 23
Error Returns Meaning
TPM_RC_ASYMMETRIC non-duplicable storage key and its parent have different public
parameters
TPM_RC_ATTRIBUTES attempt to inject sensitive data for an asymmetric key; or attempt to
create a symmetric cipher key that is not a decryption key
TPM_RC_HASH non-duplicable storage key and its parent have different name
algorithm
TPM_RC_KDF incorrect KDF specified for decrypting keyed hash object
TPM_RC_KEY invalid key size values in an asymmetric key public area
TPM_RC_SCHEME inconsistent attributes decrypt, sign, restricted and key's scheme (D;
or hash algorithm is inconsistent with the scheme ID for keyed.hash
object
TPM_RC_SYMMETRIC a storage key with no symmetric algorithm specified; or,‘Ron-storage
key with symmetric algorithm different from TPM_ALGp.NULL
TPM_RC_TYPE unexpected object type; or non-duplicable storage key and its parent
have different types
TPM_R(
SchemgChecks(
BOOL load, // IN: TRUE if load > checks, FALSE if
// TPM2_Cregte()
TPMI_DH_OBJECT parentHandle, // IN: input_fparent handle
TPMT_PUBLIC *publicArea // IN: publi€ area of the object
)
{
//] Checks for an asymmetric key

if]

(CryptlsAsymAlgorithm(publicArea=stype))

TPMT_ASYM_SCHEME *keyScheme;
keyScheme = &publicArea-zparameters.asymDetail.scheme;

// An asymmetric kewgan"t be injected

// This is only chécked when creating an object

if(Mload && (publicArea->objectAttributes.sensitiveDataOrigin == CLEAR))
return TPM<RC. ATTRIBUTES;

if(load && (CryptAreKeySizesConsistent(publicArea))
return\TPM_RC_KEY;

// Keg3that are both signing and decrypting must have TPM_ALG_NULL
// &~ scheme
it( publicArea->objectAttributes.sign == SET

&& publicArea->objectAttributes.decrypt == SET

L8 Iln\JlQr\hnmn >scheme 1= TPM ALG NULI )

94

return TPM_RC_SCHEME; B

// A restrict sign key must have a non-NULL scheme

iT( publicArea->objectAttributes._restricted == SET
&& publicArea->objectAttributes.sign == SET
&& keyScheme->scheme == TPM_ALG_NULL)
return TPM_RC_SCHEME;

// Keys must have a valid sign or decrypt scheme, or a TPM_ALG NULL

// scheme

// NOTE: The unmarshaling for a public area will unmarshal based on the
// object type. IT the type is an RSA key, then only RSA schemes will be
// allowed because a TPMI_ALG_RSA SCHEME will be unmarshaled and it
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// consists only of those algorithms that are allowed with an RSA key.
// This means that there is no need to again make sure that the algorithm
// is compatible with the object type.
it keyScheme->scheme '= TPM_ALG_NULL
&& ( ( publicArea->objectAttributes.sign == SET
&& !CryptlsSignScheme(keyScheme->scheme)

Il ¢ publicArea->objectAttributes.decrypt == SET
&& ICryptlsDecryptScheme(keyScheme->scheme)

)
)

return TPM_RC_SCHEME;

)

#ifdef

#endif]

// Special checks for an ECC key
TPM_ALG_ECC
iT(publicArea->type == TPM_ALG_ECC)
{
TPM_ECC_CURVE curvelD = publicArea->parameters.eccDetail.curvglD;
const TPMT_ECC_SCHEME *curveScheme = CryptGetCurveSignScheme(curvell});
// The curveld must be valid or the unmarshaling is busted.
pAssert(curveScheme 1= NULL);

// 1f the curvelD requires a specific scheme, thefythe key must seledt
// the same scheme
iT(curveScheme->scheme '= TPM_ALG_NULL)
{
iT(keyScheme->scheme != curveScheme->scheme)
return TPM_RC_SCHEME;
// The scheme can allow any hash,¢Ovs not. ..
iT( curveScheme->details.anySig.hashAlg !'= TPM_ALG_NULL
&& (  keyScheme->details.anySig.-hashAlg
I= curveScheme->detaidsranySig.hashAlg
)
)
return TPM_RC_SCHEME;
3
// For now, the KDF must\\be TPM_ALG_NULL
if(publicArea->parameters.eccDetail _.kdf.scheme != TPM_ALG_NULL)
return TPM_RC_KDFs

// Checks for afstorage key (restricted + decryption)
it publicArea->objectAttributes.restricted == SET
&& publicArea->objectAttributes.decrypt == SET)

{

// ASstorage key must have a valid protection key
i publicArea->parameters.asymDetail .symmetric.algorithm
== TPM_ALG_NULL)
return TPM_RC_SYMMETRIC;

// A storage key must have a null scheme

if(publicArea->parameters.asymDetail .scheme_scheme != TPM_ALG_NULL)
return TPM_RC_SCHEME;

// A storage key must match its parent algorithms unless
// it is duplicable or a primary (including Temporary Primary Objects)
if( HandleGetType(parentHandle) != TPM_HT_PERMANENT
&& publicArea->objectAttributes.fixedParent == SET
)
{

// If the object to be created is a storage key, and is fixedParent,
// its crypto set has to match its parent®s crypto set. TPM_RC TYPE,
// TPM_RC_HASH or TPM_RC_ASYMMETRIC may be returned at this point
return EqualCryptSet(publicArea,
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368 &(ObjectGet(parentHandle)->publicArea));
369 }

370 }

371 else

372

373 // Non-storage keys must have TPM_ALG_NULL for the symmetric algorithm
374 i publicArea->parameters.asymDetail .symmetric.algorithm
375 I= TPM_ALG_NULL)

376 return TPM_RC_SYMMETRIC;

377

378 }// End of asymmetric decryption key checks

379 } 7/ End of asymmetric checks

380

381 / /Eheek—For—htt—atErtbutes

382 elise iTf(publicArea->type == TPM_ALG_KEYEDHASH)

383 {

384 TPMT_KEYEDHASH_SCHEME  *scheme

385 = &publicArea->parameters._keyedHashDetail .scheme;

386 // 1T both sign and decrypt are set the scheme must be TPM_ALGNULL
387 // and the scheme selected when the key is used.

388 // 1T neither sign nor decrypt is set, the scheme must be HPM)ALG_NULL
389 // because this is a data object.

390 if( publicArea->objectAttributes.sign

391 == publicArea->objectAttributes.decrypt)

392 {

393 iT(scheme->scheme '= TPM_ALG_NULL)

394 return TPM_RC_SCHEME;

395 return TPM_RC_SUCCESS;

396

397 // 1f this is a decryption key, make sure¢titat is is XOR and that there
398 // is a KDF

399 else iT(publicArea->objectAttributes.decrypt)

400

401 if( scheme->scheme = TPM_ALG>XOR

402 |l scheme->details.xor.hashAlg == TPM_ALG_NULL)

403 return TPM_RC_SCHEME;

404 iT(scheme->details.xor _kdf == TPM_ALG_NULL)

405 return TPM_RC_KDF;

406 return TPM_RC_SUCCESS;

407

408

409 // only supported si@Qdring scheme for keyedHash object is HMAC
410 it scheme->scheme” 1= TPM_ALG_HMAC

411 |l scheme->details.hmac.hashAlg == TPM_ALG_NULL)

412 return TPMyRC_SCHEME;

413

414 // end ofwthe checks for keyedHash

415 return JPMyRC_SUCCESS;

416 }

417 else iT (publicArea->type == TPM_ALG_SYMCIPHER)

418 {

419 7/~tlust be a decrypting key and may not be a signing key

420 1T publicArea->objectAttributes.decrypt == CLEAR

421 |1 publicArea->objectAttributes.sign == SET

422

423 return TPM_RC_ATTRIBUTES;

424 }

425 else

426 return TPM_RC_TYPE;

427

428 return TPM_RC_SUCCESS;

429 }
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8.6.3.3 PublicAttributesValidation()

This function validates the values in the public area of an object. This function is called by
TPM2_Create(), TPM2_Load(), and TPM2_CreatePrimary().

Table 24
Error Returns Meaning
TPM_RC_ASYMMETRIC non-duplicable storage key and its parent have different public
parameters
TPM_R(;:AI_'LRJBUIEQ fivnrlTDl\/I’ fivnnanrnnt’ or nnr\rypfnr‘lnnplir\nfir\n attributes_are

inconsistent between themselves or with those of the parent object;
inconsistent restricted, decrypt and sign attributes; attempt to inject
sensitive data for an asymmetric key; attempt to create a symmetric
cipher key that is not a decryption key

TPM_RC_HASH non-duplicable storage key and its parent have different name
algorithm

TPM_RC_KDF incorrect KDF specified for decrypting keyed hash_object

TPM_RC_KEY invalid key size values in an asymmetric key public area

TPM_RC_SCHEME inconsistent attributes decrypt, sign, restricted and key's scheme ID;
or hash algorithm is inconsistent with the”scheme ID for keyed hash
object

TPM_RC_SIZE authPolicy size does not match digest size of the name algorithm in
publicArea

TPM_RC_SYMMETRIC a storage key with no symmetric algorithm specified; or non-storage

key with symmetric algorithm different from TPM_ALG_NULL

TPM_RC_TYPE unexpected object type; or non-duplicable storage key and its parent
have different types

430 TPM_R(
431 PubligAttributesValidation(

432 BOOL load, // IN: TRUE if load checks, FALSE if
433 // TPM2_Create()

434 TPMI_DH_OBJECT parentHandle, // IN: input parent handle

435 TPMT_PUBLIC *publicArea // IN: public area of the object
436 )

437 {

438 OBUJECT *parentObject = NULL;

439

440 ifi(HandleGetType(parentHandle) '= TPM_HT_PERMANENT)

441 parentObject = ObjectGet(parentHandle);

442

443 //] Chéck authPolicy digest consistency

444 ifiG{publicArea->authPolicy.t.size 1= 0

445 && ( pub=;L,A| ca= authpu=;by-t.o;4c

446 I= CryptGetHashDigestSize(publicArea->nameAlQ)

447

448 )

449 return TPM_RC_SIZE;

450

451 // 1t the parent is fixedTPM (including a Primary Object) the object must have
452 // the same value for FfixedTPM and fixedParent

453 if( parentObject == NULL

454 |1 parentObject->publicArea.objectAttributes.fixedTPM == SET)
455

456 if( publicArea->objectAttributes.fixedParent

457 1= publicArea->objectAttributes. fixedTPM
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)
return TPM_RC_ATTRIBUTES;

}
else
// The parent is not fixedTPM so the object can"t be fixedTPM
if(publicArea->objectAttributes.fixedTPM == SET)
return TPM_RC_ATTRIBUTES;

// A restricted object cannot be both sign and decrypt and it can"t be neither
// sign nor decrypt
it ( publicArea->objectAttributes.restricted == SET
&& ( publicArea->objectAttributes._decrypt
== publicArea->objectAttributes.sign)

AN

7
return TPM_RC_ATTRIBUTES;

//| A TixedTPM object can not have encryptedDuplication bit SET
ifiC publicArea->objectAttributes.fixedTPM == SET

&& publicArea->objectAttributes.encryptedDuplication == SET)
return TPM_RC_ATTRIBUTES;

//] If a parent object has FfixedTPM CLEAR, the child must haveNthe
//] same encryptedDuplication value as its parent.
//] Primary objects are considered to have a fixedTPM parefQt,(the seeds).
1T ( parentObject != NULL

&& parentObject->publicArea.objectAttributes- fixedTPM == CLEAR)
// Get here if parent is not fixed TPM
&& ( publicArea->objectAttributes.encryptedDuplication

1= parentObject->publicArea.objectAttriputes.encryptedDuplication

)

return TPM_RC_ATTRIBUTES;

D

retprn SchemeChecks(load, parentHandle, publicArea);

8.6.3.4 FillinCreationData()

Fill in cfeation data for an object.

void

FilllnCreationData(
TPMI_DH_OBJECT parentHandle, // IN: handle of parent
TPMI_ALG_HASH nameHashAlg, // IN: name hash algorithm
TPML_PCR_SELECTION *creationPCR, // IN: PCR selection
TPM2B_DATA *outsideData, // IN: outside data
TPM2B_CREATION_DATA *outCreation, // OUT: creation data for output
TPM2B_DIGEST *creationDigest // OUT: creation digest
)

{
BY|TE creationBuffer[sizeof(TPMS_CREATION_DATA)]:
BYHE *htffers
HASH_STATE hashState;

// Fill in TPMS_CREATION_DATA in outCreation

// Compute PCR digest

PCRComputeCurrentDigest(nameHashAlg, creationPCR,
&outCreation->t.creationData.pcrDigest);

// Put back PCR selection list
outCreation->t.creationData.pcrSelect = *creationPCR;

// Get locality
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outCreation->t.creationData.locality
= LocalityGetAttributes(_plat__LocalityGet());

outCreation->t.creationData.parentNameAlg = TPM_ALG_NULL;

// 1T the parent is is either a primary seed or TPM_ALG_NULL, then the Name
// and QN of the parent are the parent®s handle.
if(HandleGetType(parentHandle) == TPM_HT_PERMANENT)
{
BYTE *buffer = &outCreation->t.creationData.parentName.t._name[0];
outCreation->t.creationData.parentName.t.size =
TPM_HANDLE_Marshal (&parentHandle, &buffer, NULL);

L LD 4+ &l = X fal 4+ = =l 5 W
77 AT CITO \.qulll LA>A%] TTCUTTC AV A | A ICIH’JUI uly UUJCLIL o Crre D CUTTC Ao 'JMI CiTe O
// name
MemoryCopy2B(&outCreation->t.creationData.parentQualifiedName.b,
&outCreation->t.creationData.parentName.b,
sizeof(outCreation->t.creationData.parentQualifiedNane.t.namg));

elke // Regular object
OBJECT *parentObject = ObjectGet(parentHandle);

// Set name algorithm

outCreation->t.creationData.parentNameAlg =
parentObject->publicArea.nameAlg;

// Copy parent name

outCreation->t.creationData.parentName = parentObject->name;

// Copy parent qualified name
outCreation->t.creationData.parentQuakifredName =
parentObject->qualifiedName;

}

//] Copy outside information
outCreation->t.creationData.outsidelnfo = *outsideData;

//] Marshal creation data to cagonical form
buffer = creationBuffer;

outCreation->t.size = TPMS  CREATION_DATA_ Marshal (&outCreation->t_creationDatq,
&buFfer, NULL);

//] Compute hash for fgréeation field in public template
creationDigest->trsize = CryptStartHash(nameHashAlg, &hashState);
CriyptUpdateDigest(&hashState, outCreation->t.size, creationBuffer);
CriyptCompleteHash2B(&hashState, &creationDigest->b);

reiturn;

8.6.3.5 GetSeedForKDF()

Get a seed for KDF. The KDF for encryption and HMAC key use the same seed. It returns a pointer to the
seed.

TPM2B_SEED*

GetSeedForkKDF(
TPM_HANDLE protectorHandle, // IN: the protector handle
TPM2B_SEED *seedlIn // IN: the optional input seed
)

{
OBJECT *protector = NULL; // Pointer to the protector
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// Get seed for encryption key.
// Otherwise,
// exception

C 11889-4:2015(E)

Use input seed if provided.
using protector object"s seedvValue. TPM_RH_NULL is the only
that we may not have a loaded object as protector. 1In such a

// case, use nullProof as seed.
if(seedIn 1= NULL)
{
return seedln;
}
else
if(protectorHandle == TPM_RH_NULL)
{
return (TPM2B_SEED *) &gr.nullProof;
g
else
{
protector = ObjectGet(protectorHandle);
return (TPM2B_SEED *) &protector->sensitive.seedValue;
}
}
}
8.6.3.6 ProduceOuterWrap()
This fupction produce outer wrap for a buffer containing the sensitive-tata. It requires the sensitive data
being marshaled to the outerBuffer, with the leading bytes reserved for integrity hash. If iv is ysed, iv
space $hould be reserved at the beginning of the buffer. It assumes the sensitive data starts at address
(outerBluffer + integrity size {+ iv size}). This function performs:
a) Add IV before sensitive area if required
b) endrypt sensitive data, if iv is required, encrypt by‘iv-otherwise, encrypted by a NULL iv
c) add HMAC integrity at the beginning of the buiffer It returns the total size of blob with outer wrap.
UINT14
ProdugeOuterWrap(
TPM_HANDLE protector, // IN: The handle of the object that provided
// protection. For object, it is parent
// handle. For credential, it is the handle
// of encrypt object.
TPM2B_NAME *name; // IN: the name of the object
TPM_ALG_ID hashAlg, // IN: hash algorithm for outer wrap
TPM2B_SEED *seed, // IN: an external seed may be provided for
// duplication blob. For non duplication
// blob, this parameter should be NULL
BOOL uselV, // IN: indicate if an IV is used
UINT16 dataSize, // IN: the size of sensitive data, excluding|the
// leading integrity buffer size or the
// optional iv size
BY[TE *outerBuffer // IN/OUT: outer buffer with sensitive data iIn
L/ it
)
{
TPM_ALG_ID symAlg;
UINT16 keyBits;
TPM2B_SYM_KEY  symKey;
TPM2B_1V iVRNG; // IV from RNG
TPM2B_I1V *iv = NULL;
UINT16 ivSize = 0; // size of iv area, including the size field
BYTE *sensitiveData; // pointer to the sensitive data
TPM2B_DIGEST integrity;
UINT16 integritySize;

© ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

626 BYTE *buffer; // Auxiliary buffer pointer
627
628 // Compute the beginning of sensitive data. The outer integrity should
629 // always exist if this function function is called to make an outer wrap
630 integritySize = sizeof(UINT16) + CryptGetHashDigestSize(hashAlg);
631 sensitiveData = outerBuffer + integritySize;
632
633 // 1T iv is used, adjust the pointer of sensitive data and add iv before it
634 iT(uselV)
635
636 ivSize = GetlV2BSize(protector);
637
638 // Generate 1V from RNG. The iv data size should be the total 1V area
639 llll Q;LC IH;IIUQ thC Q;LC \Jf Q;I_U f;U:d
640 iVRNG.t.size = ivSize - sizeof(UINT16);
641 CryptGenerateRandom(ivRNG.t.size, ivRNG.t._buffer);
642
643 // Marshal 1V to buffer
644 buffer = sensitiveData;
645 TPM2B_1V_Marshal (&1vRNG, &buffer, NULL);
646
647 // adjust sensitive data starting after 1V area
648 sensitiveData += ivSize;
649
650 // Use iv for encryption
651 iv = &iIVRNG;
652 }
653
654 //] Compute symmetric key parameters for outer buffer encryption
655 ComputeProtectionKeyParms(protector, hashAlg,name, seed,
656 &symAlg, &keyBits &symKey);
657 //] Encrypt inner buffer in place
658 CriyptSymmetricEncrypt(sensitiveData, symAlg, keyBits,
659 TPM_ALG_CFB, symkey.t.buffer, iv, dataSize,
660 sensitiveData)y
661
662 //] Compute outer integrity. Integhity computation includes the optional 1V
663 //]| area
664 ComputeOuteriIntegrity(name, pretector, hashAlg, seed, dataSize + i1vSize,
665 outerBuffer + integritySize, &integrity);
666
667 //] Add integrity at the~beginning of outer buffer
668 buffer = outerBuffer;
669 TPM2B_DIGEST_Marshal(&integrity, &buffer, NULL);
670
671 //] return the tptal size in outer wrap
672 refturn dataSize ¥ integritySize + ivSize;
673
674 }
8.6.3.7 UnwrapOuter()

This function remove the outer wrap of a blob containing sensitive data. This function performs:
a) check integrity of outer blob

b) decrypt outer blob
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Table 25
Error Returns Meaning
TPM_RC_INSUFFICIENT error during sensitive data unmarshaling
TPM_RC_INTEGRITY sensitive data integrity is broken
TPM_RC_SIZE error during sensitive data unmarshaling
TPM_RC_VALUE IV size for CFB does not match the encryption algorithm block size
TPM_RC
UnwrapOuter(
TPM_HANDLE protector, // IN: The handle of the object that provided
// protection. For object, it is pare(t
// handle. For credential, it is theé hang
// of encrypt object.
TPM2B_NAME *name, // IN: the name of the object
TPM_ALG_ID hashAlg, // IN: hash algorithm for outer wxap
TPM2B_SEED *seed, // IN: an external seed may be pBovided for
// duplication blob. For ponduplication
// blob, this parameter,.should be NULL.
BOOL uselV, // IN: indicates if an 1V isJused
UINT16 dataSize, // IN: size of sensitivendata in outerBuffer
// including the Igaging integrity buffey
// size, and an d@ptional i1v area
BY|TE *outerBuffer // IN/OUT: sensitiye\data
)
{
TPM_RC result;
TPM_ALG_ID symAlg = TPM_ALG_NULL;
TPM2B_SYM_KEY  symKey;
UINT16 keyBits = 0;
TPM2B_I1V ivin; /4Lanput IV retrieved from input buffer
TPM2B_1V *iv = NULL;
BY[TE *sensitiveData; // pointer to the sensitive data
TPM2B_DIGEST integrityToCempare;
TPM2B_DIGEST integrity;
INT32 size;
//] Unmarshal integrity
sensitiveData = outerBuffer;
size = (INT32) dataSize;
result = TPM2B_DIGEST_Unmarshal (&integrity, &sensitiveData, &size);
ifi(result ==_TRM_RC_SUCCESS)
{
// Cofmppte integrity to compare
ComputeOuterlintegrity(name, protector, hashAlg, seed,
(UINT16) size, sensitiveData,
&integrityToCompare);

102

// Compare outer blob integrity
iT(Memory2BEqual (&integrity.b, &integrityToCompare.b))
return TPM_RC_INTEGRITY;

// Get the symmetric algorithm parameters used for encryption
ComputeProtectionKeyParms(protector, hashAlg, name, seed,
&symAlg, &keyBits, &symKey);

// Retrieve 1V i1f it is used
if(uselV)

result = TPM2B_1V_Unmarshal (&ivln, &sensitiveData, &size);
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if(result == TPM_RC_SUCCESS)
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if(result == TPM_RC_SUCCESS)

{
// The input iv size for CFB must match the encryption algorithm
// block size
if(ivin.t_size != CryptGetSymmetricBlockSize(symAlg, keyBits))
result = TPM_RC_VALUE;
else
iv = &ivin;
}

}

IT no errors, decrypt private in place

refturn result;

8.6.3.8

This fuar[ction prepare the private blob for off the chip storage The operatiens in this function:

a m
b) apy
c) apy

void
Sensit
TP
TP
TP
TP

P

BY]
BY]
ul
™
ul
ul

PA

ol $=C. +. =L Rat A
CTypeoymmcTr FCOCCT yP T (SCTISTCI Ve DaOta,; Synmity,; RCyoUrTctS5

TPM_ALG_CFB, symKey.t.buffer, iv,
(UINT16) size, sensitiveData);

SensitiveToPrivate()

shal TPM2B_SENSITIVE structure into the buffer of TPM2B\PRIVATE

ly encryption to the sensitive area.

ly outer integrity computation.

iveToPrivate(

T_SENSITIVE “*sensitive, /7 INO\sensitive structure

2B _NAME *name, // N the name of the object

_HANDLE parentHandle, //A<IN: The parent®s handle

| ALG_ID nameAlg, VW IN: hash algorithm in public area. This
7/ parameter is used when parentHandle i{
// NULL, in which case the object is
// temporary.

2B_PRIVATE  *outPrivate // OUT: output private structure

TE *puffer; // Auxiliary buffer pointer

TE *sensitiveData; // pointer to the sensitive data

NT16 dataSize; // data blob size

1_ALG_HASH hashAlg; // hash algorithm for integrity

NT16 integritySize;

NT16 ivSize;

ssert(name = NULL && name->t.size I= 0);

/
if
{

}

el

}
//

© 1SO/

Find the hash algorithm for integrity computation
(parentHandle == TPM_RH_NULL)

// For Temporary Object, using self name algorithm
hashAlg = nameAlg;

se

// Otherwise, using parent®s name algorithm
hashAlg = ObjectGetNameAlg(parentHandle);

Starting of sensitive data without wrappers
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sensitiveData = outPrivate->t.buffer;

//

Compute the integrity size

integritySize = sizeof(UINT16) + CryptGetHashDigestSize(hashAlg);

//

Reserve space for integrity

sensitiveData += integritySize;

//

Get 1v size

ivSize = GetlV2BSize(parentHandle);

//

Reserve space for iv

sensitiveData += ivSize;

//
bu
d

7/

buffer = sensitiveData;
UINT16_Marshal (&dataSize, &buffer, NULL);

//
d

/
S

/
ou

refturn;

8.6.3.9

Unwray

a) chg
b) deg

c) unmarshal TPMT_SENSITIVE structure into the buffer of TPMT_SENSITIVE

Marshal sensitive area, leaving the leading 2 bytes for size
fer = sensitiveData + sizeof(UINT16);
aSize = TPMT_SENSITIVE_Marshal (sensitive, &buffer, NULL);

Adding size before the data area

Adjust the dataSize to include the size field
aSize += sizeof(UINT16);

Adjust the pointer to inner buffer including the w
sitiveData = outPrivate->t_buffer + ivSize;

roduce outer wrap, including encryption and AMAE

Private->t.size = ProduceOuterWrap(parentHandle, name, hashAlg, NULL,
TRUE, dataSize, outPrivate->t.buffer);

PrivateToSensitive()

a input private area. Check the(integrity, decrypt and retrieve data to a sensitive structure. The
operatipns in this function:

ck the integrity HMAC ofthe input private area
rypt the private buffer:

Table 26
Error Heturns Meaning
TPM_RC_ANTEGRITY if the private area integrity is bad
TPM_RC_SENSITIVE unmarshal errors while unmarshaling TPMS_ENCRYPT from input
private
TPM_RC_VALUE outer wrapper does not have an iV of the correct size
TPM_RC
PrivateToSensitive(
TPM2B_PRIVATE  *inPrivate, // IN: input private structure
TPM2B_NAME *name, // IN: the name of the object
TPM_HANDLE parentHandle, // IN: The parent®s handle
TPM_ALG_ID nameAlqg, // IN: hash algorithm in public area. It is
// passed separately because we only pass
// name, rather than the whole public area
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// of the object. This parameter is used in
// the following two cases: 1. primary
// objects. 2. duplication blob with inner
// wrap. In other cases, this parameter
// will be ignored

TPMT_SENSITIVE “*sensitive // OUT: sensitive structure

)

TPM_RC result;

BYTE *puffer;

INT32 size;

BYTE *sensitiveData; // pointer to the sensitive data

UINFE6E dataStzes:

UINT16 dataSizelnput;

TPMI_ALG_HASH hashAlg; // hash algorithm for integrity

OBUECT *parent = NULL;

UINT16 integritySize;

UINT16 ivSize;

//] Make sure that name is provided
pAssert(name != NULL && name->t.size != 0);

//] Find the hash algorithm for integrity computation

ifi(parentHandle == TPM_RH_NULL)

else

//] unwrap outer
result = UnwrapOuter(parentHandle, name, hashAlg, NULL, TRUE,
inPrivates>t._size, inPrivate->t.buffer);

// For Temporary Object, using self name algorithm
hashAlg = nameAlg;

// Otherwise, using parent®s name algekFithm
hashAlg = ObjectGetNameAlg(parentHandle);

ifitresult = TPM_RC_SUCCESS)

//] Compute the inner jIneégrity size.
sizéef(UINT16) + CryptGetHashDigestSize(hashAlg);

integritySize

Get iv size

Q0N N\ -

R

return result;

ize = GetlV2BSize(parentHandle);

The stal€ing of sensitive data and data size without outer wrapper
sitivePata = inPrivate->t_buffer + integritySize + ivSize;

aS¥ze. = inPrivate->t.size - integritySize - ivSize;

Ogrmarshal input data size

buffer = sensitiveData;

size = (INT32) dataSize;
result = UINT16_Unmarshal (&dataSizelnput, &buffer, &size);
if(result == TPM_RC_SUCCESS)

if((dataSizelnput + sizeof(UINT16)) != dataSize)
result = TPM_RC_SENSITIVE;

else

{

// Unmarshal

sensitive buffer to sensitive structure

result = TPMT_SENSITIVE_Unmarshal (sensitive, &buffer, &size);
if(result = TPM_RC_SUCCESS || size I= 0)

{
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pAssert(

result = TPM_RC_SENSITIVE;

(parent == NULL)

|1 parent->publicArea.objectAttributes.fixedTPM == CLEAR);

}
else
{
// Always remove trailing zeros at load so that it is not necessary
// to check
// each time auth is checked.
MemoryRemoveTrai lingZeros(&(sensitive->authValue));
}
}
}
reiunn lCQU:t;

8.6.3.10 SensitiveToDuplicate()

a m

b) apply inner wrap to the sensitive area if required

c) apply outer wrap if required

void

SensifiveToDuplicate(

This fuar[ction prepare the duplication blob from the sensitive area. The operations imthis function:
shal TPMT_SENSITIVE structure into the buffer of TPM2B_PRIVATE

TPMT_SENSITIVE *sensitive, // INA~Sensitive structure

TPM2B_NAME *name, // WMthe name of the object

TPM_HANDLE parentHandle, //xIN: The new parent®s handle

TPM_ALG_ID nameAlqg, {HYIN: hash algorithm in public area
/Y It is passed separately becauge
// we only pass name, rather tha
// the whole public area of the
// object.

TPM2B_SEED *seed, // IN: the external seed. If externa
// seed is provided with size of |0,
// no outer wrap should be appligd
// to duplication blob.

TPMT_SYM_DEF_OBJECT *symDef, // IN: Symmetric key definition. If the
// symmetric key algorithm is NULL,
// no inner wrap should be appligd.

TPM2B_DATA *innerSymKey, // IN/OUT: a symmetric key may be
// provided to encrypt the inner
// wrap of a duplication blob. May
// be generated here if needed.

TPM2B_PRIVATE *outPrivate // OUT: output private structure

)

{

BY[TE *buffer; // Auxiliary buffer pointer

BY[TE *sensitiveData; // pointer to the sensitive data

TPMT_ALG_HASH  outerHash = TPM_ALG NULL.// The hash algorithm Tor outer wrap

TPMI_ALG_HASH innerHash = TPM_ALG _NULL;// The hash algorithm for inner wrap

UINT16 dataSize; // data blob size

BOOL dolnnerWrap =

BOOL doOuterWrap =

// Make sure that name is provided

pAssert(name != NULL && name->t.size != 0);

// Make sure symDef and innerSymKey are not NULL

pAssert(symDef != NULL && innerSymKey != NULL);

// Starting of sensitive data without wrappers
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sensitiveData = outPrivate->t.buffer;

// Find out if inner wrap is required
if(symbef->algorithm = TPM_ALG_NULL)

{

dolnnerWrap = TRUE;

// Use self nameAlg as inner hash algorithm

innerHash = nameAlg;

// Adjust sensitive data pointer

sensitiveData += sizeof(UINT16) + CryptGetHashDigestSize(innerHash);
}
// Find out if outer wrap is required
{

doOuterWrap = TRUE;

// Use parent nameAlg as outer hash algorithm

outerHash = ObjectGetNameAlg(parentHandle);

// Adjust sensitive data pointer

sensitiveData += sizeof(UINT16) + CryptGetHashDigestSize(outerHash);
}

//] Marshal sensitive area, leaving the leading 2 bytes for §ize
buffer = sensitiveData + sizeof(UINT16);
dataSize = TPMT_SENSITIVE_Marshal (sensitive, &buffer, NULL);

//] Adding size before the data area
buffer = sensitiveData;
UINT16_Marshal (&dataSize, &buffer, NULL);

//] Adjust the dataSize to include the size fieWd
dataSize += sizeof(UINT16);

//] Apply inner wrap for duplication blgh." It includes both integrity and
//] encryption

ifi(dolnnerWrap)

{
BYTE *innerBuffer,’= NULL;
BOOL symKeylnput = TRUE;

innerBuffer = outPrivate->t.buffer;
// SKip outer integritgy,Space
if(doOuterWrap)
innerBuffer += sizeof(UINT16) + CryptGetHashDigestSize(outerHash);
dataSize = Producelnnerintegrity(name, innerHash, dataSize,
innerBuffer);

// Generate nner encryption key 1Tt needed
iT(innekSymKey->t.size == 0)

innerSymKey->t.size = (symDef->keyBits.sym + 7) / 8;
CryptGenerateRandom(innerSymKey->t.size, innerSymKey->t.buffer);

// TPM generates symmetric encryption. Set the flag to FALSE
symKeylnput = FALSE;

}

else

{
// assume the input key size should matches the symmetric definition
pAssert(innerSymKey->t.size == (symDef->keyBits.sym + 7) / 8);

}

// Encrypt inner buffer in place

CryptSymmetricEncrypt(innerBuffer, symDef->algorithm,
symDef->keyBits.sym, TPM_ALG_CFB,
innerSymKey->t_buffer, NULL, dataSize,
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//
//
if
{

}
/7

o:[Private->t.size = dataSize;
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innerBuffer);

// If the symmetric encryption key is imported, clear the buffer for
// output
iT(symKeylnput)

innerSymKey->t.size = 0;

Apply outer wrap for duplication blob. It includes both integrity and
encryption
(doOuterWrap)

dataSize = ProduceOuterWrap(parentHandle, name, outerHash, seed, FALSE,

—  detaSize—outPrivate—>t-buffer):

Data size for output

return;
}
8.6.3.11 DuplicateToSensitive()
Unwrap a duplication blob. Check the integrity, decrypt and retrieve-data to a sensitive structupe. The
operatipns in this function:
a) chack the integrity HMAC of the input private area
b) degrypt the private buffer
c) unmarshal TPMT_SENSITIVE structure into the buffer of TPMT_SENSITIVE
Table 27
Error Returns Meaning
TPM_RC_INSUFFICIENT unmarshaling sensitive data from inPrivate failed
TPM_RC_INTEGRITY inPrivate data integrity is broken
TPM_RC_SIZE unmarshaling sensitive data from inPrivate failed
TPM_R(
DupligateToSensitiyve(
TPM2B_PRIVATE *inPrivate, // IN: input private structure
TPM2B_NAME *name, // IN: the name of the object
TPM_HANDLE parentHandle, // IN: The parent®s handle
TPM_ALG_1D nameAlqg, // IN: hash algorithm in public area
TPM2B(SEED *seed, // IN: an external seed may be provided.
// IT external seed is provided yith
// size of 0 no outer wrap is
// applied
TPMT_SYM_DEF_OBJECT *symDef, // IN: Symmetric key definition. If the
// symmetric key algorithm is NULL,
// no inner wrap is applied
TPM2B_DATA *innerSymKey, // IN: a symmetric key may be provided
// to decrypt the inner wrap of a
// duplication blob.
TPMT_SENSITIVE *sensitive // OUT: sensitive structure
)
{
TPM_RC result;
BYTE *pbuffer;
108 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119

ISO/IEC 11889-4:2015(E)

INT32 size;

BYTE *sensitiveData; // pointer to the sensitive data
UINT16 dataSize;

UINT16 dataSizelnput;

// Make sure that name is provided
pAssert(name != NULL && name->t.size != 0);

// Make sure symDef and innerSymKey are not NULL
pAssert(symbef I= NULL && innerSymKey != NULL);

// Starting of sensitive data
sensitiveData = inPrivate->t._buffer;

daI [a3 n £+ + =
aoTZC — i 1rrvace C-orZCT

//] Find out if outer wrap is applied
ifi(seed->t.size 1= 0)

{
TPMI_ALG_HASH outerHash = TPM_ALG_NULL;

// Use parent nameAlg as outer hash algorithm
outerHash = ObjectGetNameAlg(parentHandle);
result = UnwrapOuter(parentHandle, name, outerHash, seed, FALSE,
dataSize, sensitiveData);
if(result '= TPM_RC_SUCCESS)
return result;

// Adjust sensitive data pointer and size
sensitiveData += sizeof(UINT16) + CryptGetHashDigestSize(outerHash);
dataSize -= sizeof(UINT16) + CryptGetHashDigestSize(outerHash);

//] Find out if inner wrap is applied
ifi(symbef->algorithm = TPM_ALG_NULL)

TPMI_ALG_HASH  innerHash = TPM_ALG NULL;

// assume the input key size ghould matches the symmetric definition
pAssert(innerSymKey->t.size ‘== (symDef->keyBits.sym + 7) / 8);

// Decrypt inner buffer, m place

CryptSymmetricDecrypt(sensitiveData, symDef->algorithm,
symDef->keyBits.sym, TPM_ALG_CFB,
innerSymKey->t_buffer, NULL, dataSize,
sensitiveData);

// Use selfmanmeAlg as inner hash algorithm
innerHash «="nameAlg;

// ChegKinner integrity
result = Checklnnerlntegrity(name, innerHash, dataSize, sensitiveData);
ifCresult = TPM_RC_SUCCESS)

return result;

// Adjust sensitive data pointer and size
sensitiveData += sizeof(UINT16) + CryptGetHashDigestSize(innerHash);
dataSize -= sizeof(UINT16) + CryptGetHashDigestSize(innerHash);

}

// Unmarshal input data size

buffer = sensitiveData;

size = (INT32) dataSize;

result = UINT16_Unmarshal (&dataSizelnput, &buffer, &size);
if(result == TPM_RC_SUCCESS)

if((dataSizelnput + sizeof(UINT16)) != dataSize)
result = TPM_RC_SIZE;

© ISO/IEC 2015 — All rights reserved

109


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134

1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167
1168
1169
1170

ISO/IEC 11889-4:2015(E)

else

{

// Unmarshal sensitive buffer to sensitive structure

result = TPMT_SENSITIVE_Unmarshal (sensitive, &buffer, &size);

// 1T the results is OK make sure that all the data was unmarshaled
if(result == TPM_RC_SUCCESS && size 1= 0)

result = TPM_RC_SIZE;
}

// Always remove trailing zeros at load so that it is not necessary to check

// each time auth is checked.
if(result == TPM_RC_SUCCESS)

MemoryRemoveTrai lingZeros(&(sensitive->authvalue));

L=
refet—restt Loy

8.6.3.12 SecretToCredential()

This function prepare the credential blob from a secret (a TPM2B_DIGEST) #he operations|in this

function:

a) ma:[shal TPM2B_DIGEST structure into the buffer of TPM2B_ID_OBJECT
b) endrypt the private buffer, excluding the leading integrity HMAC area

c) compute integrity HMAC and append to the beginning of the buffer,

d) Sefthe total size of TPM2B_ID_OBJECT buffer

void

SecrefToCredential(
TPM2B_DIGEST *secret,
TPM2B_NAME *name,
TPM2B_SEED *seed,
TPM_HANDLE protector,
TPM2B_1D_OBJECT *outlDObject
)

{
BY[TE *buffer;
BY|TE *sensitiveData;
TPMI_ALG_HASH outerHash;
UINT16 dataSize;

pAssert(secret = _NULL && outlDObject != NULL);

//] use protectox>s name algorithm as outer hash
outerHash =_0bjectGetNameAlg(protector);

//] Marshal_Jsecret area to credential buffer, leave space for integrity
sensitiveData = outlDObject->t.credential
+ sizeof(UINT16) + CryptGetHashDigestSize(outerHash);

//
//
//
//

Idysecret information

INY the name of the object
N: an external seed.

IN: The protector®s handle
OUT: output credential

Auxiliary buffer pointer

pointer to the sensitive data
The hash algorithm for outer wrap
data blob size

//WVarshal Secret area
buffer = sensitiveData;

dataSize = TPM2B_DIGEST_Marshal (secret, &buffer, NULL);

// Apply outer wrap

outlDObject->t.size = ProduceOuterWrap(protector,

return;

110

name,

outerHash,

seed,

FALSE,

dataSize,
outlDObject->t.credential);
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3 CredentialToSecret()

Unwrap a credential. Check the integrity, decrypt and retrieve data to a TPM2B_DIGEST structure. The
operations in this function:

a) check the integrity HMAC of the input credential area

b) decrypt the credential buffer
¢) unmarshal TPM2B_DIGEST structure into the buffer of TPM2B_DIGEST

Table 28
Error Returns Meaning
TPM_RC_INSUFFICIENT error during credential unmarshaling
TPM_RC_INTEGRITY credential integrity is broken
TPM_RC_SIZE error during credential unmarshaling
TPM_RC_VALUE IV size does not match the encryption algorithinéblock size
TPM_R(
CredentialToSecret(
TPM2B_I1D_OBJECT *inlDObject, // IN: inpug, credential blob
TPM2B_NAME *name, // IN: theg~ame of the object
TPM2B_SEED *seed, // IN: af) ekxternal seed.
TPM_HANDLE protector, // IN:Nhe protector®s handle
TPM2B_DIGEST *secret // OY»* secret information
)
{
TPM_RC result;
BY[TE *pbuffer;
INT32 size;
TPMI_ALG_HASH outerHash; // The hash algorithm for outer wrap
BY[TE *senswtiveData; // pointer to the sensitive data
UINT16 dataSize;
//] use protector”s nape~algorithm as outer hash

outerHash = ObjectGetNameAlg(protector);

//
re
if
{

Unwrap outerga/TPM_RC_INTEGRITY error may be returned at this point
sult = UnwrapOuter(protector, name, outerHash, seed, FALSE,

inlDObject->t.size, inlDObject->t.credential);
(result =< TPM_RC_SUCCESS)

//~Compute the beginning of sensitive data
sensitiveData = inIDObject->t.credential

+ sizeof(UINT16) + CryptGetHashDigestSize(outerHash);

}

re

dataSize = inlDObject->t_size
- (sizeof(UINT16) + CryptGetHashDigestSize(outerHash));

// Unmarshal secret buffer to TPM2B_DIGEST structure
buffer = sensitiveData;
size = (INT32) dataSize;
result = TPM2B_DIGEST_Unmarshal (secret, &buffer, &size);
// 1T there were no other unmarshaling errors, make sure that the
// expected amount of data was recovered
if(result == TPM_RC_SUCCESS && size 1= 0)
return TPM_RC_SIZE;

turn result;
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9 Subsystem

9.1

9.1.1

CommandAudit.c

Introduction

This file contains the functions that support command audit.

9.1.2

Includes

#inclu

9.1.3

9.1.3.1

de "InternalRoutines.h"

Functions

CommandAuditPrelnstall_Init()

This fu
functio

ction initializes the command audit list. This function is simulates the (behavior of manufact
is used instead of a structure definition because this is easier than/ figuring out the initiz

value for a bit array.

This function would not be implemented outside of a manufacturing, or’simulation environment.

iring. A
lization

void
CommarnjdAuditPrelnstall_Init(
volid
)
{
//] Clear all the audit commands
MemorySet(gp-auditComands, 0x00,
((TPM_CC_LAST - TPM_CC_FIRST + 1) + 7) / 8);
//] TPM_CC_SetCommandCodeAuditStatus always being audited
ifi(CommandIsImplemented(TPM_EC/SetCommandCodeAuditStatus))
CommandAuditSet(TPM_CCxSetCommandCodeAuditStatus);
//] Set initial command\audit hash algorithm to be context integrity hash
//] algorithm
gpl-auditHashAlg = _CONTEXT_ INTEGRITY_HASH_ALG;
//] Set up audit\counter to be O
gpl-auditCounter = O;
//] Write _onmand audit persistent data to NV
NvWriteReserved(NV_AUDIT_COMMANDS, &gp-auditComands);
NvWr i teReserved(NV_AUDIT_HASH_ALG, &gp-auditHashAlg);
NvWiteReserved(NV_AUDIT_COUNTER, &gp-auditCounter);
return;
}
9.1.3.2 CommandAuditStartup()

This function clears the command audit digest on a TPM Reset.

void

CommandAuditStartup(
STARTUP_TYPE type // IN: start up type

)
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(type == SU_RESET)

// Reset the digest size to initialize the digest
gr.commandAuditDigest.t.size = 0;

9.1.3.3 CommandAuditSet()

This function will SET the audit flag for a command. This function will not SET the audit flag for a

commgnd that Is not Implemented. This ensures that the audit status Is not SET]

TPM2

etCapability() is used to read the list of audited commands.

This fumction is only used by TPM2_SetCommandCodeAuditStatus().

The ac
NV afte

ions in TPM2_SetCommandCodeAuditStatus() are expected to cause the changes to be s
r it is setting and clearing bits.

Table 29

Return

Value Meaning

TRUE

the command code audit status was changed

FALSE

the command code audit status was ot changed

BOOL
Commar
TP

)

ul
//
if]
{

}

dAuditSet(
_CC commandCode // IN: ckmhand code

NT32 bitPos;

Only SET a bit if the corresponding command is implemented
(CommandlIsImplemented(commandCode))

// Can"t audit shutdewh
if(commandCode !'= TPMW\'CC_Shutdown)
{
bitPos = commandCode - TPM_CC_FIRST;
if(IBitlsSet(bitPos, &gp.auditComands[0], sizeof(gp-auditComands)))

/A SEL bit

BitSet(bitPos, &gp-auditComands[0], sizeof(gp-auditComands));
return TRUE;

}

when

aved to

//

Ne” change

return FALSE;

9.1.3.4

CommandAuditClear()

This function will CLEAR the audit flag for a command. It will not CLEAR the audit flag for
TPM_CC_SetCommandCodeAuditStatus().

This function is only used by TPM2_SetCommandCodeAuditStatus().

The actions in TPM2_SetCommandCodeAuditStatus() are expected to cause the changes to be saved to
NV after it is setting and clearing bits.

114
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Table 30
Return Value Meaning
TRUE the command code audit status was changed
FALSE the command code audit status was not changed
BOOL
CommandAuditClear(
TPM_CC commandCode // IN: command code
)
{
UINF32 bitPos;
//] Do nothing if the command is not implemented
i fi(CommandIsImplemented(commandCode))
{
// The bit associated with TPM_CC_SetCommandCodeAuditStatus() cafinot be
// cleared
if(commandCode !'= TPM_CC_SetCommandCodeAuditStatus)
bitPos = commandCode - TPM_CC_FIRST;
iT(BitlsSet(bitPos, &gp-auditComands[0], sizeof(gpZzauditComands)))
// Clear bit
BitClear(bitPos, &gp.auditComands[0], sizeof(gp-.auditComands));
return TRUE;
}
}
}
//] No change
rejfturn FALSE;
}
9.1.3.5 CommandAuditisRequired()

This function indicates if the audit flag is SET for a command.

Table 31
Return|Value Meaning
TRUE if command is audited
FALSE if command is not audited
BOOL
CommarjdAuditlsRequired(
TPM_<CC commandCode // IN: command code
)
{
UINT32 bitPos;

bitPos = commandCode - TPM_CC_FIRST;

//

Check the bit map. |If the bit is SET, command audit is required

iT((gp-auditComands[bitPos/8] & (1 << (bitPos % 8))) I= 0)

el
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return TRUE;
se
return FALSE;
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9.1.3.6 CommandAuditCapGetCCList()

This function returns a list of commands that have their audit bit SET.

The list starts at the input commandCode.

Table 32

Return Value Meaning

YES if there are more command code available

NO all the available command code has been returned
108 TPMI_YES NO
109 CommarjdAuditCapGetCCList(
110 TPM_CC commandCode, // IN: start command code
111 UINT32 count, // IN: count of returned TPM_CC
112 TPML_CC *commandList // OUT: list of TPM_CC
113 )
114 {
115 TPMI_YES_NO more = NO;
116 UINT32 i;
117
118 //] Initialize output handle list
119 commandList->count = 0;
120
121 //] The maximum count of command we may return ig, MAX_CAP_CC
122 ifi(count > MAX_CAP_CC) count = MAX_CAP_CC;
123
124 //] IT the command code is smaller than TPMCC FIRST, start from TPM_CC_FIRST
125 ifi(commandCode < TPM_CC_FIRST) commandCode)>= TPM_CC_FIRST;
126
127 //] Collect audit commands
128 for(i = commandCode; 1 <= TPM_CC_LAST; i++)
129 {
130 iT(CommandAuditlsRequired(i))
131
132 if(commandList->count~< count)
133 {
134 // 1T we hgvesnot filled up the return list, add this command
135 // code to ¥t
136 commandLlist->commandCodes[commandList->count] = i;
137 commandkist->count++;
138 }
139 else
140 {
141 /7 If the return list is full but we still have command
142 // available, report this and stop iterating
143 more = YES;
144 break;
145 1
146 }
147 }
148
149 return more;
150
151 }
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9.1.3.7 CommandAuditGetDigest
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This command is used to create a digest of the commands being audited. The commands are processed
in ascending numeric order with a list of TPM_CC being added to a hash. This operates as if all the

audited command codes were concatenated and then hashed.

void
CommandAuditGetDigest(
TPM2B_DIGEST *digest // OUT: command digest
)
{
TPM_CC i;
HASH—STATE hastiStates

//] Start hash

digest->t_size = CryptStartHash(gp-auditHashAlg, &hashState);

//] Add command code

folr(i = TPM_CC_FIRST; i <= TPM_CC_LAST; i++)

{ if(CommandAuditlsRequired(i))
CryptUpdateDigestint(&hashState, sizeof(i), &i);

}

//] Complete hash
CriyptCompleteHash2B(&hashState, &digest->b);

reiturn;

9.2 DA.Cc

9.2.1 Introduction

This filg contains the functions and data definitions relating to the dictionary attack logic.

9.2.2 Includes and Data-Definitions

#define DA _C
#include "InternalRoutines.h"

9.2.3 Functions

9.2.3.1 DAPrelnstall_Init()

This function initializes the DA parameters to their manufacturer-default values. The default values are

determined by a platform-specific specification.

This function should not be called outside of a manufacturing or simulation environment.

The DA parameters will be restored to these initial values by TPM2_Clear().

void
DAPrelnstall_Init(
void

)
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.failedTries = 0;

-maxTries = 3;

-recoveryTime = 1000; // in seconds (~16.67 minutes)

. lockoutRecovery = 1000; // in seconds

. lockOutAuthEnabled = TRUE; // Use of lockoutAuth is enabled

Record persistent DA parameter changes to NV

NvWriteReserved(NV_FAILED_TRIES, &gp-failedTries);
NvWriteReserved(NV_MAX_TRIES, &gp.maxTries);
NvWriteReserved(NV_RECOVERY_TIME, &gp-recoveryTime);
NvWriteReserved(NV_LOCKOUT_RECOVERY, &gp.lockoutRecovery);
NvWriteReserved(NV_LOCKOUT_AUTH_ENABLED, &gp-lockOutAuthEnabled);

reﬂ:ul ||;
}
9.2.3.2 DAStartup()
This fupction is called by TPM2_Startup() to initialize the DA parameters. In the case_of Startup(G
use of JockoutAuth will be enabled if the lockout recovery time is 0. Otherwisge, lockoutAuth will

enable]: until the TPM has been continuously powered for the lockoutRecovery time.

This fupction requires that NV be available and not rate limiting.
void
DAStantup(
STIARTUP_TYPE type // IN: startup type
)
{
//] For TPM Reset, if lockoutRecovery is 0,sehable use of lockoutAuth.
ifi(type == SU_RESET)
{
iT(gp-lockoutRecovery == 0)
gp- lockOutAuthEnabled = TRUE;
// Record the changes tao\W
NvWriteReserved(NV_LOCKOUT_AUTH_ENABLED, &gp-.lockOutAuthEnabled);
}
}
//] 1T DA has not been digabled and the previous shutdown is not orderly
//] failedTries is nqt already at its maximum then increment "failedTries”
ifiC gp-recoveryTime = 0
&& g_prevOrderlyState == SHUTDOWN_NONE
&& gp-failedTlries < gp.maxTries)
{
gp-TfailedTries++;
// Regcord the change to NV
NvWriteReserved(NV_FAILED_TRIES, &gp-failedTries);
}
//Resetsetfteatimg timers

s_selfHealTimer = g_time;

s_lockoutTimer = g_time;
return;

}

9.2.3.3 DARegisterFailure()

LEAR),
not be

This function is called when a authorization failure occurs on an entity that is subject to dictionary-attack
protection. When a DA failure is triggered, register the failure by resetting the relevant self-healing timer

tothe c

118

urrent time.
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void
DARegisterFailure(
TPM_HANDLE handle // IN: handle for failure
)
{
// Reset the timer associated with lockout if the handle is the lockout auth.
if(handle == TPM_RH_LOCKOUT)
s_lockoutTimer = g_time;
else
s_selfHealTimer = g_time;
return;
}
9.2.3.4 DASelfHeal()
This fupction is called to check if sufficient time has passed to allow decrement of failedTries d
enable [use of lockoutAuth.

This function should be called when the time interval is updated.

void
DASelf{Heal (
volid
)
{
//] Regular auth self healing logic
//] If no failed authorization tries, do nothing¥ Otherwise, try to
//] decrease failedTries
ifl(gp-failedTries 1= 0)
{

// if recovery time is 0, DA logic has been disabled. Clear failed tried
// immediately
iT(gp-recoveryTime == 0)

gp-failedTries = 0;
// Update NV record
NvWriteReserved(NV_FARMZED TRIES, &gp-failedTries);

else
UINT64 decreaseCount;
// In the . unlikely event that failedTries should become larger than
// maxTxikes
if(gp-FailedTries > gp-maxTries)
gp-failedTries = gp.-maxTries;

4/ How much can failedTried be decreased
decreaseCount = ((g_time - s_selfHealTimer) / 1000) / gp-recoveryTimg

;f(gp —fartedfries—= (U i NTSZ) decreasetount |t)
// should not set failedTries below zero
gp-failedTries = 0;

else
gp-failedTries -= (UINT32) decreaseCount;

// the cast prevents overflow of the product
s_selfHealTimer += (decreaseCount * (UINT64)gp-.recoveryTime) * 1000;
if(decreaseCount = 0)
// 1f there was a change to the failedTries, record the changes
// to NV
NvWriteReserved(NV_FAILED_TRIES, &gp-failedTries);
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//
//
//
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LockoutAuth self healing logic
IT lockoutAuth is enabled, do nothing. Otherwise, try to see if we
may enable it

iT(1gp.lockOutAuthEnabled)

// if lockout authorization recovery time is 0, a reboot is required to
// re-enable use of lockout authorization. Self-healing would not

// apply in this case.

iT(gp-lockoutRecovery 1= 0)

f(((g_t;lllc o_=uplr\uutT;|||cl )Illccc) - yr.l- =UL4Ir\UutRC‘vUVCI _y)
gp- lockOutAuthEnabled = TRUE;
// Record the changes to NV
NvWriteReserved(NV_LOCKOUT_AUTH_ENABLED, &gp-lockOutAuthEnabled)

refturn;

9.3

9.3.1

This filg

9.3.2

#inclu

9.3.3

9.3.3.1

This fu

Hierarchy.c

Introduction

contains the functions used for managing and ageessing the hierarchy-related values.

Includes

de "InternalRoutines.h"

Functions

HierarchyPrelnstaH()

nction performs _the)initialization functions for the hierarchy when the TPM is simulate

function should not be\called if the TPM is not in a manufacturing mode at the manufacturer,

simulat]

void
Hieran

bd environment:

chypPrelnstall_Init(

1

d. This
orin a

//
ap

//
gp

Allow lockout clear command
.disableClear = FALSE;

Initialize Primary Seeds
.EPSeed.t.size = PRIMARY_SEED SIZE;

CryptGenerateRandom(PRIMARY_SEED_SI1ZE, gp-EPSeed.t.buffer);

gp

-SPSeed.t.size = PRIMARY_SEED_SIZE;

CryptGenerateRandom(PRIMARY_SEED_SI1ZE, gp-SPSeed.t.buffer);

gp

-PPSeed.t.size = PRIMARY_SEED_SIZE;

CryptGenerateRandom(PRIMARY_SEED_SI1ZE, gp-PPSeed.t.buffer);

//

120

Initialize owner, endorsement and lockout auth
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9.3.3.2

This function is called at TPM2_Startup() to initialize the hierarchy related values.

void
Hierarn
ST

)
//

ISO/IEC 11889-4:2015(E)

.ownerAuth.t.size = 0;
.endorsementAuth.t.size = 0;
. lockoutAuth.t.size = 0;

Initialize owner, endorsement, and lockout policy
.ownerAlg = TPM_ALG_NULL;
-ownerPolicy.t._size = 0O;
-endorsementAlg = TPM_ALG_NULL;
.endorsementPolicy.t.size = 0;
-lockoutAlg = TPM_ALG_NULL;
. lockoutPolicy.t.size = 0;

Initialize ehProof, shProof and phProof

H [nYnYaVal sl al Nw.d i)

+
T C-oONZC — I NOUt oL,

.shProof.t.size = PROOF_SIZE;
.ehProof.t_size = PROOF_SIZE;
ptGenerateRandom(gp.phProof.t.size, gp.phProof.t.buffer);
ptGenerateRandom(gp-shProof.t.size, gp-shProof._t_buffer);
ptGenerateRandom(gp.ehProof.t.size, gp.ehProof.t.buffer);

Write hierarchy data to NV
riteReserved(NV_DISABLE_CLEAR, &gp-disableClear);
riteReserved(NV_EP_SEED, &gp-EPSeed);
riteReserved(NV_SP_SEED, &gp-SPSeed);
riteReserved(NV_PP_SEED, &gp-PPSeed);
riteReserved(NV_OWNER_AUTH, &gp.ownerAuth);
riteReserved(NV_ENDORSEMENT_AUTH, &gp.endorsementAuth);
riteReserved(NV_LOCKOUT_AUTH, &gp-lockoutAuth);
riteReserved(NV_OWNER_ALG, &gp.ownerAlQ);
riteReserved(NV_OWNER_POLICY, &gp-ownerPolicy);
riteReserved(NV_ENDORSEMENT_ALG, &gp-endarsementAlg);
riteReserved(NV_ENDORSEMENT_POLICY, é&gp-endorsementPolicy);
riteReserved(NV_LOCKOUT_ALG, &gp-lockoutAlg);
riteReserved(NV_LOCKOUT_POLICY, &gpAockoutPolicy);
riteReserved(NV_PH_PROOF, &gp-.phProof);
riteReserved(NV_SH_PROOF, &gp-shRroof);
riteReserved(NV_EH_PROOF, &gp.ehProof);

urn;

HierarchyStartup ()

chyStart0p(
ARTUP_TIYPE type // IN: start up type

QiEnable is SET on any startup

TRLC

9_

//
//
if

© 1SO/

| d Il
nmerausrcT = TM\UL,

Reset platformAuth, platformPolicy; enable SH and EH at TPM_RESET and

TPM_RESTART
(type != SU_RESUME)

gc.platformAuth.t.size = 0;

gc.platformPolicy.t.size 0;

// enable the storage and endorsement hierarchies and the platformNV

gc.shEnable = gc.ehEnable = gc.phEnableNV = TRUE;
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// nullProof and nullSeed are updated at every TPM_RESET
if(type == SU_RESET)
{

gr.nullProof.t.size = PROOF_SIZE;
CryptGenerateRandom(gr.nullProof.t_size,
gr.nullProof.t.buffer);
gr.-nullSeed.t._size = PRIMARY_SEED_ SIZE;
CryptGenerateRandom(PRIMARY_SEED_SIZE, gr.nullSeed.t.buffer);

}

return;

9.3.3.3 HierarchyGetProof()

This fumnction finds the proof value associated with a hierarchy. It returns a pointer to the proof valu

D

TPM2B_|AUTH *
HieranfchyGetProof(
TPMI_RH_HIERARCHY hierarchy // IN: hierarchy constant

)
TPM2B_AUTH *auth = NULL;

switch(hierarchy)
{
cajse TPM_RH_PLATFORM:

// phProof for TPM_RH_PLATFORM
auth = &gp.phProof;

break;

case TPM_RH_ENDORSEMENT :

// ehProof for TPM_RH_ENDORSEMENT
auth = &gp-.ehProof;

break;

case TPM_RH_OWNER:

// shProof for TPM_RH OWNER

auth = &gp-.shProof;

break;

case TPM_RH_NULL:

// nullProof for TPMWRH NULL

auth = &gr.nullProaf;

break;
degfault:
pAssert(FALSE);
break;
}
rejfturn auth;
}
9.3.3. HierarehyGetPrimarySeedd

This function returns the primary seed of a hierarchy.

TPM2B_SEED *
HierarchyGetPrimarySeed(

TPM1_RH_HIERARCHY hierarchy // IN: hierarchy
)
{
TPM2B_SEED *seed = NULL;
switch(hierarchy)

{
case TPM_RH_PLATFORM:
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seed = &gp-PPSeed;
break;

case TPM_RH_OWNER:
seed = &gp-SPSeed;
break;

case TPM_RH_ENDORSEMENT:
seed = &gp-EPSeed;
break;

case TPM_RH_NULL:
return &gr.nullSeed;

default:
pAssert(FALSE);
break;

ISO/IEC 11889-4:2015(E)

3
réturn seed;

9.3.3.5 HierarchylsEnabled()

This fupction checks to see if a hierarchy is enabled.

NOTE The TPM_RH_NULL hierarchy is always enabled.
Table 33

Return|Value Meaning

TRUE hierarchy is enabled

FALSE hierarchy is disabled

BOOL

HieranfchylsEnabled(
TPMI_RH_HIERARCHY hierarchy

/7 IN: hierarchy

)
{

BOPOL enabled = FALSE;

switch(hierarchy)

{

cajse TPM_RH_PLATFORM:
enabled = g_phEnable;
break;

case TPM_RH_OWNER:
enabled =tgcCc-shEnable;
break;

case TPM_RHSENDORSEMENT:
enabled = gc.ehEnable;
bréak;

case APM_RH_NULL:
ehabled = TRUE:
break;

default:
pAssert(FALSE);
break;

}

return enabled;

b
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9.4

9.4.1

NV.c

Introduction

The NV memory is divided into two area: dynamic space for user defined NV Indices and evict objects,
and reserved space for TPM persistent and state save data.

9.4.2

Includes, Defines and Data Definitions

#define NV_C
#include "InternalRoutines.h"

#include <Platform.h>

NV Indgx/evict object iterator value

typedeff UINT32 NV_ITER; // type of a NV iterator
#define NV_ITER_INIT OXFFFFFFFF // initial value to starg-@n

9.4.3

// iterator

NV Utility Functions

9.4.3.1 NvCheckState()

Functign to check the NV state by accessing the platform-specific function to get the NV state. Th

state is|registered in s_NvlsAvailable that will be reported by\NvisAvailable().
This fumnction is called at the beginning of ExecuteCommand() before any potential call to NvisAvai
void
NvChegkState(void)
{
int func_return;
func_return = _plat__IsNvAvailable();
ifi(func_return == 0)
{
s_NvStatus = TPM_RC_SUCCESS;
}
elise 1f(func_return-s= 1)
{
s_NvStatus & JTPM_RC_NV_UNAVAILABLE;
}
else
{
s_NvStatus = TPM_RC_NV_RATE;
}

e result

able().

e =
cot it

9.4.3.2 NvisAvailable()

This function returns the NV availability parameter.

124
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Table 34
Error Returns Meaning
TPM_RC_SUCCESS NV is available
TPM_RC_NV_RATE NV is unavailable because of rate limit
TPM_RC_NV_UNAVAILABLE NV is inaccessible

TPM_RC
NvisAvailable(

VO

id

)

|
refturn s_NvStatus;

}

9.4.3.3
This is

BOOL
NvComn|

NvCommit

A wrapper for the platform function to commit pending NV writes.

it(

volid

)
BO

oL success = (_plat__NvCommit() == 0);

refturn success;

9.4.3.4

NvReadMaxCount()

This fupction returns the max NV counter value!

statigd
NvRead

UINT64
MaxCount(

volid

)
ul

r

9.4.3.5

NT64 countValue;

_glat__NvMemoryRead(s_maxCountAddr, sizeof(UINT64), &countValue);

urn countValues

NvWriteMaxCount()

This fuTction Updates the max counter value to NV memory.

static void
NvWriteMaxCount(

ul
)

_p

NT64 maxCount

lat___NvMemoryWrite(s_maxCountAddr, sizeof(UINT64), &maxCount);

return;
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9.4.4

9.4.4.1

NV Index and Persistent Object Access Functions

Introduction

These functions are used to access an NV Index and persistent object memory. In this implementation,
the memory is simulated with RAM. The data in dynamic area is organized as a linked list, starting from
address s_evictNvStart. The first 4 bytes of a node in this link list is the offset of next node, followed by
the data entry. A 0-valued offset value indicates the end of the list. If the data entry area of the last node
happens to reach the end of the dynamic area without space left for an additional 4 byte end marker, the
end address, s_evictNVENd, should serve as the mark of list end.

9.4.4.2

NvNext()

This function provides a method to traverse every data entry in NV dynamic area.

To beg

time

there is
pointed
travers

statiq
NvNext

9.4.4.3

th

NV
)

NV

/7
if]

//
cu

//
//

in with, parameter iter should be initialized to NV_ITER_INIT indicating the.first element
s function is called, the value in iter would be adjusted pointing to the nextcelement in tray
no next element, iter value would be 0. This function returns the address of the 'dat
by the iter. If there is no more element in the set, a 0 value is returned indicating the
.

UINT32

(
| ITER *iter

| ITER currentlter;

IT iterator is at the beginning of lisE
(*iter == NV_ITER_INIT)

// Initialize iterator
*iter = s_evictNvStart;

IT iterator reaches thesgnd of NV space, or iterator indicates list end
(*iter + sizeof(UINT32).(>"'s_evictNvEnd || *iter == 0)
return 0O;

Save the current \Mer offset
rrentlter = *iter;

Adjust itef\pointer pointing to next entity
Read pownter value

_pllat_NvMemoryRead(*iter, sizeof(UINT32), iter);

if]

(*iter == 0) return O;

. Every
ersal. If
- entry'
end of

reltiyn currentlter + Qi?pnf(lllNT’%?)' // entity stores after the pninfpr

NvGetEnd()

Function to find the end of the NV dynamic data list.

static UINT32
NvGetEnd(

126

VO

)

id
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NV_ITER iter = NV_ITER_INIT;
UINT32 endAddr = s_evictNvStart;
UINT32 currentAddr;

while((currentAddr = NvNext(&iter)) = 0)
endAddr = currentAddr;

if(endAddr != s_evictNvStart)

// Read offset
endAddr -= sizeof(UINT32);

_plat__NvMemoryRead(endAddr, sizeof(UINT32), &endAddr);

}

ISO/IEC 11889-4:2015(E)

rdturn endAddr;

9.4.4.4 NvGetFreeByte

This function returns the number of free octets in NV space.

statiqg UINT32
NvGetHreeByte(

volid

)
{

refturn s_evictNvEnd - NvGetEnd();
}

9.4.4.5 NvGetEvictObjectSize

This fumction returns the size of an evict object in NV-space.

statiqg UINT32
NvGetHBvictObjectSize(
volid

)

refturn sizeof(TPM_HANDLE)\+ sizeof(OBJECT) + sizeof(UINT32);

9.4.4.9 NvGetCounterSize

This function returns'the size of a counter index in NV space.

statiq UINES2
NvGetGounterSize(

volid
)OI

// 1t takes an offset field, a handle and the sizeof(NV_INDEX) and

// sizeof(UINT64) for counter data

return sizeof(TPM_HANDLE) + sizeof(NV_INDEX) + sizeof(UINT64) + sizeof(UINT32);

9.4.4.7 NvTestSpace()

This function will test if there is enough space to add a new entity.
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Table 35

Return Value Meaning

TRUE space available

FALSE no enough space
133 static BOOL
134 NvTestSpace(
135 UINT32 size, // IN: size of the entity to be added
136 BOOL islndex // IN: TRUE if the entity is an index
137 )
138 {
139 UINT32 remainByte = NvGetFreeByte();
140
141 //] For NV Index, need to make sure that we do not allocate and Index if)this
142 //] would mean that the TPM cannot allocate the minimum number of evict
143 //| objects.
144 ifi(isIndex)
145 {
146 // Get the number of persistent objects allocated
147 UINT32 persistentNum = NvCapGetPersistentNumber();
148
149 // If we have not allocated the requisite number of<g&Vict objects, then vye
150 // need to reserve space for them.
151 // NOTE: some of this is not written as simply,ag-t might seem because
152 // the values are all unsigned and subtracting-needs to be done careful Iy
153 // so that an underflow doesn®"t cause problgns=:
154 if(persistentNum < MIN_EVICT_OBJECTS)
155 {
156 UINT32 needed = (MIN_EVICT_OBJECTS - persistentNum)
157 * NvGetEvictObjectSize();
158 if(needed > remainByte)
159 remainByte = 0;
160 else
161 remainByte -= needed;
162 }
163 // it the requisite numbgryof evict objects have been allocated then
164 // no need to reserve addrtional space
165 }
166 //] This checks for thesike of the value being added plus the index value.
167 //] NOTE: This does not theck to see if the end marker can be placed in
168 //] memory because the énd marker will not be written if it will not fit.
169 refturn (size + sizeeT(UINT32) <= remainByte);
170 }

9.4.4.8 NvAad()

This function adds a new entity to NV.

This function requires that there is enough space to add a new entity (i. e. . that NvTestSpace() has been

called and the available space is at least as large as the required space).

171 static void
172 NvAdd(

173 UINT32 totalSize, // IN: total size needed for this entity For
174 // evict object, totalSize is the same as
175 // bufferSize. For NV Index, totalSize is
176 // bufferSize plus index data size

177 UINT32 bufferSize, // IN: size of initial buffer

178 BYTE *entity // IN: initial buffer

179 )}

180 {
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236
237
238
239
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//
en

//
//
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NT32 endAddr;
NT32 nextAddr;
NT32 listEnd = 0O;
Get the end of data list

dAddr = NvGetEnd(Q);

Calculate the value of next pointer, which is the size of a pointer +
the entity data size

nextAddr = endAddr + sizeof(UINT32) + totalSize;

//
_p

Write next pointer
lat__ NvMemoryWrite(endAddr, sizeof(UINT32), &nextAddr);

//| Write entity data
_pjlat__NvMemoryWrite(endAddr + sizeof(UINT32), bufferSize, entity);

//
if]
//
9]

}

9.4.4.9

This fumnction is used to delete an NV Index or persistent objectfrom NV memory.

statigd
NvDe I g
ul
)

ul
ul
ul
ul

7/

_pllat__NvMemoryRead(entryAddr, sizeof(UINT32), &next);

/7
/7

entrySize = next > entryAddr;

//
7/
7/
7/
//

Write the end of list if it is not going to exceed the NV space
(nextAddr + sizeof(UINT32) <= s_evictNvEnd)
_plat__NvMemoryWrite(nextAddr, sizeof(UINT32), &listEnd);

updateNV = TRUE;

NvDelete()

void

te(
NT32 entityAddr // IN: atdress of entity to be deleted
NT32 next;
NT32 entrySize;
NT32 entryAddr = entityAddr - sizeof(UINT32);
NT32 listEnd = 0;

Get the offset of the\wext entry.

The size of thissegntry is the difference between the current entry and thd
next entry.

Move each-entry after the current one to fill the freed space.

Stop whet we have reached the end of all the indexes. There are two
wayswto detect the end of the list. The first is to notice that there
is\no room for anything else because we are at the end of NV. The other
{X{gication is that we find an end marker.

Set the flag so that NV changes are committed before the coymand completeg.

//
wh

{

© 1SO/

The loop condition checks for the end of NV.
ile(next + sizeof(UINT32) <= s_evictNvEnd)

UINT32 size, oldAddr, newAddr;
// Now check for the end marker
_plat__NvMemoryRead(nhext, sizeof(UINT32), &oldAddr);
if(oldAddr == 0)

break;

size = oldAddr - next;
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9.45 RAM-based NV Index Data Access Functions

9.4.5.1] Introduction

// Move entry
_plat__NvMemoryMove(next, next - entrySize, size);

// Update forward link

newAddr = oldAddr - entrySize;

_plat__NvMemoryWrite(next - entrySize, sizeof(UINT32), &newAddr);
next = oldAddr;

}
// Mark the end of list
_plat__NvMemoryWrite(next - entrySize, sizeof(UINT32), &listEnd);

// Set the flag so that NV changes are committed before the command completes.
g_updateNV = TRUE;

The daja layout in ram buffer is {size of(NV_handle() + data), NV_handle(), data} for each NV Index data

stored in RAM.

NV stofage is updated when a NV Index is added or deleted. We do N@T updated NV storage when the

data

9.4.5.2 NvTestRAMSpace()

is updated.

This function indicates if there is enough RAM space to add.a data for a new NV Index.
Table 36

Return|Value Meaning

TRUE space available

FALSE no enough space

statig BOOL

NvTestRAMSpace(
UINT32 size // IN: size of the data to be added to RAM
)

{ _
BOOL suecess = (  s_ramlndexSize

+ size

+ sizeof(TPM_HANDLE) + sizeof(UINT32)
<= RAM_INDEX_SPACE);

refturi success;

9.4.5.3 NvGetRamIndexOffset

This
This

function returns the offset of NV data in the RAM buffer.

function requires that NV Index is in RAM. That is, the index must be known to exist.

static UINT32

NvGetRAMIndexOffset(
TPMI_RH_NV_INDEX handle // IN: NV handle
)
{
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{

}
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INT32 currAddr = 0;
hile(currAddr < s_ramlndexSize)
TPMI_RH_NV_INDEX currHandle;
UINT32 currSize;
currHandle = * (TPM_HANDLE *) &s_ramlndex[currAddr + sizeof(UINT32)];

// Found a match
if(currHandle == handle)

// data buffer follows the handle and size field
break;

currSize = * (UINT32 *) &s_ramlndex[currAddr];
currAddr += sizeof(UINT32) + currSize;

//] We assume the index data is existing in RAM space
pAssert(currAddr < s_ramlndexSize);

r

9.4.5.

gturn currAddr + sizeof(TPMI_RH_NV_INDEX) + sizeof(UINT32);

4  NvAddRAM()

This fu]:ction adds a new data area to RAM.

This fuction requires that enough free RAM space is available’to add the new data.
statiq void
NvAddRAM(
TPMI_RH_NV_INDEX handle, /7 INMNV handle
UINT32 size //@N: size of data
)
{

*

S_

//] Add data space at the end of :r@served RAM buffer
*

(UINT32 *) &s_ramlndex[s_ramlndexSize] = size + sizeof(TPMI_RH_NV_INDEX);
(TPMI_RH_NV_INDEX *) &s_ramlndex[s_ramlndexSize + sizeof(UINT32)] = handle
ramlndexSize += sizeof(UINT32) + sizeof(TPMI_RH_NV_INDEX) + size;

pAssert(s_ramlndexSize (<" RAM_INDEX_SPACE) ;

//] Update NV versie\of s_ramlndexSize

pjlat__NvMemoryWrite(s_ramlndexSizeAddr, sizeof(UINT32), &s_ramlndexSize);

//] Write resefed RAM space to NV to reflect the newly added NV Index

r

9.4.5.

j:at__NvMemoryWrite(s_ramIndexAddr, RAM_INDEX_SPACE, s_ramlndex);

urn;

5 NvDeleteRAM()

This function is used to delete a RAM-backed NV Index data area.

This function assumes the data of NV Index exists in RAM.

stati
NvDel
T

)
u

c void

eteRAM(

PMI_RH_NV_INDEX handle // IN: NV handle
INT32 nodeOffset;
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UINT32 nextNode;
UINT32 size;

nodeOffset = NvGetRAMIndexOffset(handle);

// Move the pointer back to get the size fTield of this node
nodeOffset -= sizeof(UINT32) + sizeof(TPMI_RH_NV_INDEX);

// Get node size
size = * (UINT32 *) &s_ramlndex[nodeOffset];

// Get the offset of next node
nextNode = nodeOffset + sizeof(UINT32) + size;

//] Move data
MemoryMove(s_ramlndex + nodeOffset, s_ramlndex + nextNode,
s_ramlndexSize - nextNode, s_ramlndexSize - nextNode);

//] Update RAM size
s_[ramIndexSize -= size + sizeof(UINT32);

//] Update NV version of s_ramlndexSize
_pllat__NvMemoryWrite(s_ramlndexSizeAddr, sizeof(UINT32), &s_ ramlndexSize);

//] Write reserved RAM space to NV to reflect the newly_, de¥ete NV Index
_j:at__NvMemoryWrite(s_ramIndexAddr, RAM_INDEX_SPACE ,~ s_ramlndex) ;

refcurn;

9.4.6 Utility Functions

9.4.6.1 NvinitStatic()

This

function initializes the static variables used'in the NV subsystem.

statig¢ void
NvinigStatic(

132

id

T16 i;
T32 reserivedAddr;

reservedSizefNV_DISABLE_CLEAR] = sizeof(gp-disableClear);
reservedSize[NV_OWNER_ALG] = sizeof(gp-ownerAlg);
reservedSize[[NV_ENDORSEMENT_ALG] = sizeof(gp-endorsementAlQg);
reservedSize[NV_LOCKOUT_ALG] = sizeof(gp-lockoutAlg);
reseryvedSize[NV_OWNER_POLICY] = sizeof(gp-ownerPolicy);
reservedSize[[NV_ENDORSEMENT_POLICY] = sizeof(gp-endorsementPolicy);

_reservedSize[NV_OWNER_AUTH] = sizeof(gp.ownerAuth);
s_reservedSize[NV_ENDORSEMENT_AUTH] = sizeof(gp.endorsementAuth);
s_reservedSize[NV_LOCKOUT_AUTH] = sizeof(gp.lockoutAuth);
s_reservedSize[NV_EP_SEED] sizeof(gp-EPSeed);
s_reservedSize[NV_SP_SEED] sizeof(gp-SPSeed);
s_reservedSize[NV_PP_SEED] sizeof(gp-PPSeed);
s_reservedSize[NV_PH_PROOF] = sizeof(gp-phProof);
s_reservedSize[NV_SH_PROOF] = sizeof(gp-shProof);
s_reservedSize[NV_EH_PROOF] = sizeof(gp-ehProof);
s_reservedSize[NV_TOTAL_RESET_COUNT] = sizeof(gp-totalResetCount);
s_reservedSize[NV_RESET_COUNT] = sizeof(gp-resetCount);
s_reservedSize[NV_PCR_POLICIES] = sizeof(gp-pcrPolicies);

© ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418

419
420
421
422
423
424
425
426
427
428
429
430

ISO/IEC 11889-4:2015(E)

s_reservedSize[NV_PCR_ALLOCATED] = sizeof(gp-pcrAllocated);
s_reservedSize[NV_PP_LIST] = sizeof(gp-pplList);
s_reservedSize[NV_FAILED _TRIES] = sizeof(gp-failedTries);
s_reservedSize[NV_MAX_TRIES] = sizeof(gp.-maxTries);
s_reservedSize[NV_RECOVERY_TIME] = sizeof(gp-recoveryTime);
s_reservedSize[NV_LOCKOUT_RECOVERY] = sizeof(gp-lockoutRecovery);
s_reservedSize[[NV_LOCKOUT_AUTH_ENABLED] = sizeof(gp-lockOutAuthEnabled);
s_reservedSize[NV_ORDERLY] = sizeof(gp-.orderlyState);
s_reservedSize[NV_AUDIT_COMMANDS] = sizeof(gp-auditComands);
s_reservedSize[NV_AUDIT_HASH_ALG] = sizeof(gp-auditHashAlg);
s_reservedSize[NV_AUDIT_COUNTER] = sizeof(gp-auditCounter);
s_reservedSize[NV_ALGORITHM_SET] = sizeof(gp-algorithmSet);
s_reservedSize[NV_FIRMWARE_V1] = sizeof(gp.firmwareVl);

N[\ =
S - Rrnarcvzy;

reservedSize[NV_ORDERLY_DATA] = sizeof(go);
reservedSize[[NV_STATE_CLEAR] sizeof(gc);
reservedSize[NV_STATE_RESET] sizeof(gr);

Initialize reserved data address. In this implementation, reserwgéd data
is stored at the start of NV memory

ervedAddr = O;

r(i = 0; 1 < NV_RESERVE_LAST; i++)

s_reservedAddr[i] = reservedAddr;
reservedAddr += s_reservedSize[i];

//] Initialize auxiliary variable space for index/exict implementation.
//] Auxiliary variables are stored after reserved, data area

//] RAM index copy starts at the beginning

s_[ramIndexSizeAddr = reservedAddr;

s_[ramIndexAddr = s_ramlndexSizeAddr + sizeQf(UINT32);

//] Maximum counter value
s_maxCountAddr = s_ramlndexAddr + RAM{INDEX_ SPACE;

//] dynamic memory start
s_lvictNvStart = s_maxCountAddr._ ‘W sizeof(UINT64);

//] dynamic memory ends at thevend of NV memory
S_levictNvEnd = NV_MEMORY.S1ZE;

refturn;

9.4.6.4  Nvlnit()

This fumction initializes the NV system at pre-install time.
This fumction-should only be called in a manufacturing environment or in a simulation.

The layjout\of NV memory space is an implementation choice.

void
NvInit(
void
)
{
UINT32 nullPointer = O;
UINT64 zeroCounter = 0;

// Initialize static variables
NviInitStatic();

// Initialize RAM index space as unused
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_plat__NvMemoryWrite(s_ramlndexSizeAddr, sizeof(UINT32), &nullPointer);

// Initialize max counter value to O
_plat__NvMemoryWrite(s_maxCountAddr, sizeof(UINT64), &zeroCounter);

// Initialize the next offset of the first entry in evict/index list to O
_plat__NvMemoryWrite(s_evictNvStart, sizeof(TPM_HANDLE), &nullPointer);

return;

9 4 6 NuyRaasdDoacarvad)
.4.0. et S e eaty

This function is used to move reserved data from NV memory to RAM.

void

NvReadReserved(
NV|_RESERVE type, // IN: type of reserved data
volid *pbuffer // OUT: buffer receives the data.
)

{

//] Input type should be valid
pAssert(type >= 0 && type < NV_RESERVE_LAST);

_ﬂlat__NvMemoryRead(s_reservedAddr[type], s_reservedSize[type], buffer);
r urn;
9.4.6.4 NvWriteReserved()

This fupction is used to post a reserved data forwriting to NV memory. Before the TPM complgtes the
operatipn, the value will be written.

void

NvWrigeReserved(
NV|_RESERVE type, // IN: type of reserved data
volid *pbuffer // IN: data buffer
)

{

//] Input type should\be valid
pAssert(type >= Q && type < NV_RESERVE_LAST);

_pllat__NvMemoryWrite(s_reservedAddr[type], s_reservedSize[type], buffer);
//] Set thenFlag that a NV write happens

g_lupdateNV-= TRUE;
refturn;

9.4.6.5 NvReadPersistent()

This function reads persistent data to the RAM copy of the gp structure.

void
NvReadPersistent(
void

)

// Hierarchy persistent data
NvReadReserved(NV_DISABLE_CLEAR, &gp-disableClear);
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NvReadReserved(NV_OWNER_ALG, &gp-ownerAlg);
NvReadReserved(NV_ENDORSEMENT_ALG, &gp-endorsementAlg);
NvReadReserved(NV_LOCKOUT_ALG, &gp-lockoutAlq);
NvReadReserved(NV_OWNER_POLICY, &gp.ownerPolicy);
NvReadReserved(NV_ENDORSEMENT_POLICY, &gp-endorsementPolicy);
NvReadReserved(NV_LOCKOUT_POLICY, &gp.lockoutPolicy);
NvReadReserved(NV_OWNER_AUTH, &gp-ownerAuth);
NvReadReserved (NV_ENDORSEMENT_AUTH, &gp-.endorsementAuth);
NvReadReserved (NV_LOCKOUT_AUTH, &gp-lockoutAuth);
NvReadReserved(NV_EP_SEED, &gp-.EPSeed);
NvReadReserved(NV_SP_SEED, &gp.SPSeed);
NvReadReserved(NV_PP_SEED, &gp-.PPSeed);
NvReadReserved(NV_PH_PROOF, &gp.phProof);

'eadReserved(NVZEH:PROOF: &gp.ehProof);

Time persistent data
ReadReserved(NV_TOTAL_RESET_COUNT, &gp-totalResetCount);
ReadReserved(NV_RESET_COUNT, &gp-resetCount);

Z2 =2\

PCR persistent data
ReadReserved(NV_PCR_POLICIES, &gp-pcrPolicies);
ReadReserved(NV_PCR_ALLOCATED, &gp-pcrAllocated);

Z =2\

Physical Presence persistent data
ReadReserved(NV_PP_LIST, &gp.ppList);

=Z N

Dictionary attack values persistent data
ReadReserved(NV_FAILED_TRIES, &gp-failedTries);
ReadReserved(NV_MAX_TRIES, &gp-maxTries);
ReadReserved(NV_RECOVERY_TIME, &gp-recoverylime);
ReadReserved(NV_LOCKOUT_RECOVERY, &gp-lockoutRecovery);
ReadReserved(NV_LOCKOUT_AUTH_ENABLED, é&gp-lockOutAuthEnabled);

Z2ZZ2Z22"\

Orderly State persistent data
ReadReserved(NV_ORDERLY, &gp-.ordexlyState);

=Z N

Command audit values persistg(¥ data
ReadReserved(NV_AUDIT_COMMANBS, &gp-auditComands);
ReadReserved(NV_AUDIT_HASH_ALG, &gp-auditHashAlQ);
ReadReserved(NV_AUDIT_CQUNTER, &gp-auditCounter);

ZZZ2"\

Algorithm selection persistent data
ReadReserved(NV_ALGORITHM_SET, &gp-algorithmSet);

=Z N

//] Firmware vergipAa persistent data
NvReadReserved(NV_FIRMWARE_V1, &gp.fFirmwareVl);
NvReadReserved(NV_FIRMWARE_V2, &gp-FfirmwareVv2);

9.4.6.6 NvisPlattormPersistentHandle()

This function indicates if a handle references a persistent object in the range belonging to the platform.
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Table 37
Return Value Meaning
TRUE handle references a platform persistent object
FALSE handle does not reference platform persistent object and may
reference an owner persistent object either

BOOL
NvisPlatformPersistentHandle(

TPM_HANDLE handle // IN: handle

)

relturn (handle >= PLATFORM_PERSISTENT && handle <= PERSISTENT_LAST);
}
9.4.6.7 NvisOwnerPersistentHandle()

This fumction indicates if a handle references a persistent object in the range belohging to the owngr.

-

Table 38
Return|Value Meaning
TRUE handle is owner persistent handle
FALSE handle is not owner persistent_handle and may not be a persistent
handle at all
BOOL
NvIsOynerPersistentHandle(
TPM_HANDLE handle /7 INShandle
)
refturn (handle >= PERSISTENT_FIRST && handle < PLATFORM_PERSISTENT);
}
9.4.6.8 NvNextindex()
This fupction returns the offsetrin NV of the next NV Index entry. A value of 0 indicates the end of the list.
statiq¢ UINT32
NvNex® Index(
NV_ITER *iter
)
{
UINT32 addr;
TPMNHANDLE handle;
while((addr = NvNext(iter)) I= 0)
{
// Read handle
_plat__NvMemoryRead(addr, sizeof(TPM_HANDLE), &handle);
if(HandleGetType(handle) == TPM_HT_NV_INDEX)
return addr;
}
pAssert(addr == 0);
return addr;
}
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9.4.6.9 NvNextEvict()

This function returns the offset in NV of the next evict object entry. A value of 0 indicates the end of the
list.

560 static UINT32
561 NvNextEvict(

562 NV_ITER *iter

563 )

564 {

565 UINT32 addr;

566 TPM_HANDLE handle;

567

568 whii le((addr = NvNext(iter)) = 0)

569 {

570 // Read handle

571 _plat__NvMemoryRead(addr, sizeof(TPM_HANDLE), &handle);
572 if(HandleGetType(handle) == TPM_HT_PERSISTENT)
573 return addr;

574 }

575

576 pAssert(addr == 0);

577 refturn addr;

578 }

9.4.6.10 NvFindHandle()

this furfction returns the offset in NV memory of the entity<@associated with the input handle. A value of
zero inglicates that handle does not exist reference an existing persistent object or defined NV Index.

579 statiqg UINT32
580 NvFindgHandle(

581 TPM_HANDLE handle

582 )

583 {

584 UINT32 addr;

585 NVLITER iter = NV_ITERZINIT;
586

587 whli le((addr = NvNext(&iter)) I= 0)
588 {

589 TPM_HANDLE entityHandle;
590 // Read handlg

591 _plat__NvMemoryRead(addr, sizeof(TPM_HANDLE), &entityHandle);
592 if(entityHandle == handle)

593 retusnaddr;

594 }

595

596 pAssertaddr == 0);

597 rejturn_addr;

598 } jt

9.4.6.11 NvPowerOn()

This function is called at _ TPM_ Init() to initialize the NV environment.
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Table 39
Return Value Meaning
TRUE all NV was initialized
FALSE the NV containing saved state had an error and
TPM2_Startup(CLEAR) is required

599 BOOL

600 NvPowerOn(

601 void

602 )

603 {

604 ink nvError = 0;

605 //] 1T power was lost, need to re-establish the RAM data that is loaded %rOMm
606 //] NV and initialize the static variables
607 ifi(_plat__WasPowerLost(TRUE))

608 {

609 if((nvError = _plat__NVEnable(0)) < 0)
610 FAIL(FATAL_ERROR_NV_UNRECOVERABLE) ;
611

612 NviInitStatic();

613 }

614

615 refturn nverror == 0;

616 }

9.4.6.12 NvStateSave()

This fumction is used to cause the memory containing the:RAM backed NV Indices to be written to NV.

617 void

618 NvStateSave(

619 volid

620 )

621 {

622 //] Write RAM backed NV Indexxpafo to NV

623 //] No need to save s_ramlntlexSize because we save it to NV whenever it is
624 //| updated.

625 _pllat__NvMemoryWrite(s \ramIndexAddr, RAM_INDEX_ SPACE, s_ramlndex);

626

627 //] Set the flag so&that an NV write happens before the command completes.
628 g_lupdateNV = TRUE;

629

630 rejturn;

631 }

9.4.6.13 , (NVEnNtityStartup()

This function 1s called at TPM_Startup(). If the startup completes a TPM Resume cycle, no action is
taken. If the startup is a TPM Reset or a TPM Restart, then this function will:

a) clear read/write lock;
b) reset NV Index data that has TPMA_NV_CLEAR_STCLEAR SET; and
c) set the lower bits in orderly counters to 1 for a non-orderly startup

It is a prerequisite that NV be available for writing before this function is called.

632 void
633 NVEntityStartup(
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STARTUP_TYPE type // IN: start up type

))

NV_ITER iter = NV_ITER_INIT;

UINT32 currentAddr; // offset points to the current entity

// Restore RAM index data
_plat__NvMemoryRead(s_ramlndexSizeAddr, sizeof(UINT32), &s_ramlndexSize);
_plat__NvMemoryRead(s_ramlndexAddr, RAM_INDEX_SPACE, s_ramlndex);

// 1T recovering from state save, do nothing
iT(type == SU_RESUME)
return;

/4 Iterate all the NV Index to clear the locks
h

whii le((currentAddr = NvNextlndex(&iter)) != 0)

{
NV_INDEX nvindex;
UINT32 indexAddr; // NV address points to inggx info
TPMA_NV attributes;

indexAddr = currentAddr + sizeof(TPM_HANDLE);

// Read NV Index info structure
_plat__NvMemoryRead(indexAddr, sizeof(NV_INDEX), &nvindex);
attributes = nvindex.publicArea.attributes;

// Clear read/write lock
if(attributes.TPMA_NV_READLOCKED == SET)
attributes.TPMA_NV_READLOCKED = CLEAR;

if( attributes.TPMA_NV_WRITELOCKED == SET
& ( attributes.TPMA_NV_WRITTEN)== CLEAR
Il attributes.TPMA_NV_WRITEDEFINE == CLEAR
)
)
attributes.TPMA_NV_WRITELOCKED = CLEAR;

// Reset NV data for TPMAAV CLEAR STCLEAR
if(attributes.TPMA_NV_CLEAR_STCLEAR == SET)

attributes.TPMACNV_WRITTEN = CLEAR;
attributes.TPMA-NV_WRITELOCKED = CLEAR;

}

// Reset NVgdata for orderly values that are not counters
// NOTE: The-function has already exited on a TPM Resume, so the only
// thingStbeing processed are TPM Restart and TPM Reset
if( type == SU_RESET
&&/ attributes.TPMA_NV_ORDERLY == SET
&& attributes.TPMA_NV_COUNTER == CLEAR

attributes.TPMA NV_WRITTEN = CLEAR;

// Write NV Index info back if it has changed
ITC*(WINT32 *)&attributes) 1= *((UINT32 *)&nvindex.publicArea.attributes))

nvindex.publicArea.attributes = attributes;
_plat__NvMemoryWrite(indexAddr, sizeof(NV_INDEX), &nvindex);

// Set the flag that a NV write happens
g_updateNV = TRUE;
3
// Set the lower bits in an orderly counter to 1 for a non-orderly startup
if( g_prevOrderlyState == SHUTDOWN_NONE
&& attributes.TPMA_NV_WRITTEN == SET)
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{
if( attributes.TPMA_NV_ORDERLY == SET

&& attributes.TPMA_NV_COUNTER == SET)

TPMI_RH_NV_INDEX nvHandle;

UINT64 counter;

// Read NV handle

_plat__NvMemoryRead(currentAddr, sizeof(TPM_HANDLE), &nvHandle);
// Read the counter value saved to NV upon the last roll over.
// Do not use RAM backed storage for this once.
nvindex.publicArea.attributes.TPMA NV_ORDERLY = CLEAR;
P‘:VCCt:IIt:IIdCI\Dutu(IIV::ulld:c, &IIV:IIdCI\’ &\;Uulltcl);
nvindex.publicArea.attributes.TPMA_NV_ORDERLY = SET;

// Set the lower bits of counter to 1°s

counter |= MAX_ORDERLY_COUNT;

// Write back to RAM

NvWritelndexData(nvHandle, &nvindex, 0, sizeof(counter), &countej
// No write to NV because an orderly shutdown wihl update the
// counters.

}
}
}
refturn;

9.4.7 NV Access Functions

9.4.7.1 Introduction

This s¢t of functions provide accessing NV Index and persistent objects based using a har
referente to the entity.

9.4.7.2 NvisUndefinedlndex()

This

function is used) to verify that an NV Index is not defined. This

TPM2_NV_DefineSpace().

is only ug

dle for

ed by

Table 40
Return|Value Meaning
TRUE the handle points to an existing NV Index
FALSE the handle points to a non-existent Index
BOOL
NvIsUndefinedIndex(
TPMI_RH_NV_ INDEX handle // IN: handle
)
{
UINT32 entityAddr; // offset points to the entity
pAssert(HandleGetType(handle) == TPM_HT_NV_INDEX);
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Find the address of index
tityAddr = NvFindHandle(handle);

I handle is not found, return TPM_RC SUCCESS

if(entityAddr == 0)

return TPM_RC_SUCCESS;

urrently

// NV Index is defined
return TPM_RC_NV_DEFINED;
}
9.4.7. MNvrdexsAeecessibled
This function validates that a handle references a defined NV Index and that the Index™is ¢
access|ble.
Table 41
Error Returns Meaning
TPM_RC_HANDLE the handle points to an undefined NV Index_If ,shEnable is CLEAR,
this would include an index created using ownerAuth. If phEnableNV
is CLEAR, this would include and index created using platform auth
TPM_RC_NV_READLOCKED Index is present but locked for reading and command does not write
to the index
TPM_RC_NV_WRITELOCKED Index is present but locked fér writing and command writes to the
index
TPM_R(
NvIindgxlsAccessible(
TPMI_RH_NV_INDEX handle, /7 IN: handle
TPM_CC commandCode // IN: the command
)
{ _ i i
UINT32 entityAddr; // offset points to the entity
NV_INDEX nvindex; //
pAssert(HandleGetType(handle) == TPM_HT_NV_INDEX);
//] Find the addregss\of index
entityAddr = NvFindHandle(handle);
//] 1f handlgNes not found, return TPM_RC HANDLE
ifilentityAddr == 0)
retuxn/TPM_RC_HANDLE;
//] Réa&¥ NV Index info structure
_pllat”_NvMemoryRead(entityAddr + sizeof(TPM _HANDLE), sizeof(NV_INDEX),
&nvindex) ;
if(gc.shEnable == FALSE || gc.phEnableNV == FALSE)
// if shEnable is CLEAR, an ownerCreate NV Index should not be
// indicated as present
iT(nvindex.publicArea.attributes.TPMA_NV_PLATFORMCREATE == CLEAR)
{
if(gc.shEnable == FALSE)
return TPM_RC_HANDLE;
}
// if phEnableNV is CLEAR, a platform created Index should not
// be visible
© ISO/IEC 2015 — All rights reserved
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784 else i1f(gc.phEnableNV == FALSE)

785 return TPM_RC_HANDLE;

786 }

787

788 // 1f the Index is write locked and this is an NV Write operation...
789 if( nvindex.publicArea.attributes.TPMA_NV_WRITELOCKED

790 && IsWriteOperation(commandCode))

791

792 // then return a locked indication unless the command is TPM2_NV_WritelLock
793 if(commandCode !'= TPM_CC_NV_WritelLock)

794 return TPM_RC_NV_LOCKED;

795 return TPM_RC_SUCCESS;

796 }

797 / [H—the—trdex—is—read—locked—and—this—is—anr—NRead—operatior—
798 ifi nvindex.publicArea.attributes.TPMA_NV_READLOCKED

799 && IsReadOperation(commandCode))

800 {

801 // then return a locked indication unless the command is TPM2_NV ReadlLocH
802 if(commandCode !'= TPM_CC_NV_ReadlLock)

803 return TPM_RC_NV_LOCKED;

804 return TPM_RC_SUCCESS;

805 }

806

807 //] NV Index is accessible

808 refturn TPM_RC_SUCCESS;

809 }

9.4.7.4 NvisUndefinedEvictHandle()

This fupction indicates if a handle does not reference an éxisting persistent object. This function requires
that thg handle be in the proper range for persistent objects.

Table 42
Return|Value Meaning
TRUE handle dees not reference an existing persistent object
FALSE handle-does reference an existing persistent object
810 statig BOOL
811 NvIsUrjdefinedEvictHandRe(
812 TPM_HANDLE handle // IN: handle
813 )
814 {
815 UINT32 entityAddr; // offset points to the entity
816 pAssert(HandleGetType(handle) == TPM_HT_PERSISTENT);
817
818 //] Fifd,the address of evict object
819 enFityAddr = NvFindHandle(handle);
820
821 // 1T handle is not found, return TRUE
822 if(entityAddr == 0)
823 return TRUE;
824 else
825 return FALSE;
826 }

9.4.7.5 NvGetEvictObject()

This function is used to dereference an evict object handle and get a pointer to the object.
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Table 43

Error Returns

Meaning

TPM_RC_HANDLE

the handle does not point to an existing persistent object

TPM_RC
NvGetEvictObject(
TPM_HANDLE handle, // IN: handle
OBJECT *object // OUT: object data
)
{
UINT32 entityAddr; // offset points to the entity
TPM_RC result = TPM_RC_SUCCESS;

pAssert(HandleGetType(handle) == TPM_HT_PERSISTENT);

//] Find the address of evict object
entityAddr = NvFindHandle(handle);

//] IT handle is
ifllentityAddr ==

else
// Read evic

not found, return an error

0)

result = TPM_RC_HANDLE;

t object

_plat__NvMemoryRead(entityAddr + sizeof(TPM_HANDKE)

sizeof(OBJECT),

object);

//] whether there is an error or not, make sur& that the evict
//] status of the object is set so that the sWot will get freed on exit

ojiect—>attribut

refturn result;

es.evict = SET;

9.4.7.9 NvGetindexInfo()

This fupction is used to retrieve the contents of an NV Index.

An impjementation is allowed to save the NV Index in a vendor-defined format. If the format is ¢
from thg default used by the reference code, then this function would be changed to reformat the d

the default format.

A prergquisite to calling.this function is that the handle must be known to reference a defined NV Ir

void
NvGetndexIntol

ifferent
ata into

dex.

TPMI_RHSNV_INDEX handle, // IN: handle
NVL_INDEX *nvindex // OUT: NV index structure
))
{
UINT32 entityAddr; // offset points to the entity

pAssert(HandleGetType(handle) == TPM_HT_NV_INDEX);

// Find the addr

entityAddr = NvFindHandle(handle);

pAssert(entityAd

ess of NV index

dr 1= 0);

// This implementation uses the default format so just

// read the data

in

_plat__NvMemoryRead(entityAddr + sizeof(TPM_HANDLE), sizeof(NV_INDEX),

nvindex);
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874
875 return;
876 }

9.4.7.7 NvinitialCounter()

This function returns the value to be used when a counter index is initialized. It will scan the NV counters
and find the highest value in any active counter. It will use that value as the starting point. If there are no
active counters, it will use the value of the previous largest counter.

877 UINT64
878 Nvlnifialf‘nllnfor(

879 volid

880 )

881 {

882 UINT64 maxCount;

883 NV_ITER iter = NV_ITER_INIT;

884 UINT32 currentAddr;

885

886 //] Read the maxCount value

887 maxCount = NvReadMaxCount();

888

889 //] 1terate all existing counters

890 whfi le((currentAddr = NvNextlndex(&iter)) 1= 0)

891 {

892 TPMI_RH_NV_ INDEX nvHandle;

893 NV_INDEX nvindex;

894

895 // Read NV handle

896 _plat__NvMemoryRead(currentAddr, sizeof(TPM_HANDLE), &nvHandle);
897

898 // Get NV Index

899 NvGetindexInfo(nvHandle, &nvindex)s;

900 if( nvindex.publicArea.attributes.TPMA_NV_COUNTER == SET
901 && nvindex.publicArea.attributes.TPMA_NV_WRITTEN == SET)
902 {

903 UINT64 countValues

904 // Read counter value

905 NvGetintlndexData¢nvHandle, &nvindex, &countValue);

906 iT(countvValue >~maxCount)

907 maxCount = ‘eountValue;

908 }

909 }

910 //] Initialize the\dew counter value to be maxCount + 1

911 //] A counter is“enhly initialized the first time it is written. The
912 //] way to wrfEe a counter is with TPM2_NV_INCREMENT(). Since the
913 //] "initigl~value of a defined counter is the largest count value that
914 //] may ha\e existed in this index previously, then the first use would
915 //] adg~op0e to that value.

916 reftur~maxCount;

917 } jt

9.4.7.8 NvGetindexData()

This function is used to access the data in an NV Index. The data is returned as a byte sequence. Since
counter values are kept in native format, they are converted to canonical form before being returned.

This function requires that the NV Index be defined, and that the required data is within the data range. It
also requires that TPMA_NV_WRITTEN of the Index is SET.

918 void
919 NvGetlIndexData(
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TPMI_RH_NV_INDEX handle, // IN: handle

NV_INDEX *nvindex, // IN: RAM image of index header
UINT32 offset, // IN: offset of NV data

UINT16 size, // IN: size of NV data

void *data // OUT: data buffer

)

pAssert(nvindex->publicArea.attributes.TPMA_NV_WRITTEN == SET);

if( nvindex->publicArea.attributes.TPMA_NV_BITS == SET
|1 nvindex->publicArea.attributes.TPMA_NV_COUNTER == SET)
{

LL D P~ - £+ et 2 - L__E.
77  nocad orc of courrceT  oacca fir canornrcanr. tor

UINT64 datalnint;
NvGetiIntlndexData(handle, nvindex, &datalnint);
UINT64_TO_BYTE_ARRAY(datalnInt, (BYTE *)data);

else

if(nvindex->publicArea.attributes.TPMA_NV_ORDERLY == SET)

{
UINT32 ramAddr ;

// Get data from RAM buffer
ramAddr = NvGetRAMIndexOffset(handle);
MemoryCopy(data, s_ramlndex + ramAddr + offset, size, size);
}
else
{
UINT32 entityAddr;
entityAddr = NvFindHandle(handle);
// Get data from NV
// Skip NV Index info, read datg buffer
entityAddr += sizeof(TPM_HANDLE) + sizeof(NV_INDEX) + offset;
// Read the data
_plat__NvMemoryRead(entityAddr, size, data);

return;

9.4.7.9 NvGetintindexBata()

Get data in integer formatyof a bit or counter NV Index.

This fumction requirés-that the NV Index is defined and that the NV Index previously has been written.

void

NvGetintlhdexData(
TPMIRH_NV_INDEX handle, // IN: handle
NVLINDEX *nvindex [/ 1N- RAM imngn of NV _Index header
UINT64 *data // IN: UINT64 pointer for counter or bits

)

// Validate that index has been written and is the right type
pAssert( nvindex->publicArea.attributes.TPMA_NV_WRITTEN == SET
&& ( nvindex->publicArea.attributes.TPMA_NV_BITS == SET
|1 nvindex->publicArea.attributes.TPMA_NV_COUNTER == SET
)
)

// bit and counter value is store in native format for TPM CPU. So we directly
// copy the contents of NV to output data buffer
iT(nvindex->publicArea.attributes.TPMA_NV_ORDERLY == SET)
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{
UINT32 ramAddr;
// Get data from RAM buffer
ramAddr = NvGetRAMIndexOffset(handle);
MemoryCopy(data, s_ramlndex + ramAddr, sizeof(*data), sizeof(*data));
}
else
{
UINT32 entityAddr;
entityAddr = NvFindHandle(handle);
// Get data from NV
l,ll SII\; r_l I'\\:\VI : T IdU ; T IfU F] L] C(.A.d dutu buffCI
_plat__NvMemoryRead(
entityAddr + sizeof(TPM_HANDLE) + sizeof(NV_INDEX),
sizeof(UINT64), data);
}
refturn;

9.4.7.10 NvWritelndexInfo()

This fuIction is called to queue the write of NV Index data to persistent-memory.

This fumction requires that NV Index is defined.

Table 44
Error Returns Meaning
TPM_RC_NV_RATE NV is rate limiting so.fetry
TPM_RC_NV_UNAVAILABLE NV is not available
TPM_R(
NvWritgelndexInfo(
TPMI_RH_NV_INDEX handle; // IN: handle
NV]_INDEX *nvAndex // IN: NV Index info to be written
)
{
UINT32 entryAddr;
TPM_RC result;

//] Get the starting offset for the index in the RAM image of NV
entryAddr =¢NvFindHandle(handle);
pAssert(entryAddr != 0);

//] Stgp/over the link value
entryAddr = entryAddr + sizeof(TPM_HANDLE);

// 1f the index data is actually changed, then a write to NV is required
if(_plat__NvisDifferent(entryAddr, sizeof(NV_INDEX),nvindex))
{

// Make sure that NV is available

result = NvilsAvailable();

if(result '= TPM_RC_SUCCESS)

return result;
_plat__NvMemoryWrite(entryAddr, sizeof(NV_INDEX), nvindex);
g_updateNV = TRUE;

}
return TPM_RC_SUCCESS;
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9.4.7.11 NvWritelndexData()

This function is used to write NV index data.

This function requires that the NV Index is defined, and the data is within the defined data range for the

index.
Error Returns Meaning
TPM_RC_NV_RATE NV is rate limiting so retry

TPM_RC_NV_UNAVAILABLE NV is not available

1027 »

1028 NvWrifelndexData(

1029 I_RH_NV_INDEX handle, // IN: handle

1030 INDEX *nvindex, // IN: RAM copy of NV Index
1031 T32 offset, // IN: offset of NV data
1032 T32 size, // IN: size of NV data

1033 id *data // OUT: data buffer

1034

1035

1036 _RC result;

1037 //] Validate that write falls within range of the index

1038 pAssert(nvindex->publicArea.dataSize >= offset + size)(

1039

1040 //] Update TPMA_NV_WRITTEN bit if necessary

1041 ifi(nvindex->publicArea.attributes.TPMA_NV_WRITTEN ‘== CLEAR)

1042 {

1043 nvindex->publicArea.attributes.TPMA_NV_WRIITEN = SET;

1044 result = NvWritelndexInfo(handle, nvindeX);

1045 if(result '= TPM_RC_SUCCESS)

1046 return result;

1047 }

1048

1049 //] Check to see if process for an_@arderly index is required.
1050 ifi(nvindex->publicArea.attributeséTPMA_NV_ORDERLY == SET)

1051 {

1052 UINT32 ramAddr;

1053

1054 // Write data to RAMRuffer

1055 ramAddr = NvGetRAMIndexOffset(handle);

1056 MemoryCopy(s_ramlndex + ramAddr + offset, data, size,

1057 sizéof(s_ramlndex) - ramAddr - offset);

1058

1059 // NV update_does not happen for orderly index. Have

1060 // to cleak’orderlyState to reflect that we have changed the
1061 // NV _&pe-*an orderly shutdown is required. Only going to do this if we
1062 // are not processing a counter that has just rolled over
1063 iT(g-updateNV == FALSE)

1064 g_clearOrderly = TRUE;

1065 }

1066 //—Need—toprocess this part f theimdex s torderty or if 1t 7S
1067 // an orderly counter that just rolled over.

1068 iT(g_updateNV || nvindex->publicArea.attributes.TPMA_NV_ORDERLY == CLEAR)
1069

1070 // Processing for an index with TPMA_NV_ORDERLY CLEAR

1071 UINT32 entryAddr = NvFindHandle(handle);

1072

1073 pAssert(entryAddr = 0);

1074

1075 // Offset into the index to the first byte of the data to be written
1076 entryAddr += sizeof(TPM_HANDLE) + sizeof(NV_INDEX) + offset;
1077

1078 // If the data is actually changed, then a write to NV is required
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if(_plat__NvisDifferent(entryAddr, size, data))

// Make sure that NV is available
result = NvilsAvailable();
if(result '= TPM_RC_SUCCESS)

return result;
_plat__NvMemoryWrite(entryAddr, size, data);
g_updateNV = TRUE;

}

}
return TPM_RC_SUCCESS;

9.4.7.1

This function is used to compute the Name of an NV Index.

The na
Name.

This fumction requires that the NV Index is defined.

UINT14

NvGet
TP
NA

)

ul
NV
BY]
BY]
HA

/7
NV

//
bu
d

/7
di
Cn

/7
Cr

//
ul

2 NvGetName()

me buffer receives the bytes of the Name and the return value is the numbef of octetd

ame(

I_RH_NV_INDEX handle, // IN: handle of ¢cthe’ index
E *name // OUT: name of ‘tht index
NT16 dataSize, digestSize;
| INDEX nvindex;
TE marshalBuffer[sizeof(TRMS_NV_PUBLIC)];
TE *puffer;
SH_STATE hashState;

Get NV public info
GetIndexInfo(handle, &nvindex);

Marshal public area
fer = marshalBuffer;
aSize = TPMS_NV_PUBLIE (Marshal (&nvindex.publicArea, &buffer, NULL);

hash public area
gestSize = CryptStartHash(nvindex.publicArea.nameAlg, &hashState);
yptUpdateDigest(&hashState, dataSize, marshalBuffer);

Complete digest leaving room for the nameAlg
yptCompleteHash(&hashState, digestSize, &((BYTE *)name)[2]);

Includé~the nameAlg
NT16_TO_BYTE_ARRAY(nvindex.publicArea.nameAlg, (BYTE *)name);

rﬂturn digestSize + 2;

9.4.7.13 NvDefinelndex()

This function is used to assign NV memory to an NV Index.

148
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Table 45

Error Returns Meaning

TPM_RC_NV_SPACE insufficient NV space
1121 TPM_RC
1122 NvDefinelndex(
1123 TPMS_NV_PUBLIC *publicArea, // IN: A template for an area to create.
1124 TPM2B_AUTH *authValue // IN: The initial authorization value
1125 )
1126 {
1127 // The buffer to be written to NV memory
1128 BY[TE nvBuTTer[si1zeoT (TPM_HANDLE) + sizeoT(NV_INDEX)];
1129
1130 NV_INDEX *nvindex; // a pointer to the NV_INDEX data id
1131 /7/ nvBuffer
1132 UINT16 entrySize; // size of entry
1133
1134 entrySize = sizeof(TPM_HANDLE) + sizeof(NV_INDEX) + publicArea->dataSize;
1135
1136 //] Check if we have enough space to create the NV Index
1137 //] In this implementation, the only resource limitation is \the available NV
1138 //| space. Other implementation may have other limitationMon counter or on
1139 //] NV slot
1140 ifl(INvTestSpace(entrySize, TRUE)) return TPM_RC_NV_SPACE;
1141
1142 //] if the index to be defined is RAM backed, check™RAM space availability
1143 //] as well
1144 ifi(publicArea->attributes.TPMA_NV_ORDERLY ==_SET
1145 && INvTestRAMSpace(publicArea->dataSize))
1146 return TPM_RC_NV_SPACE;
1147
1148
1149 //] Copy input value to nvBuffer
1150 // Copy handle
1151 * |(TPM_HANDLE *) nvBuffer = pubkiCArea->nvindex;
1152
1153 // Copy NV_INDEX
1154 nviindex = (NV_INDEX *) (nvBuffer + sizeof(TPM_HANDLE));
1155 nglndex—>publicArea = *pubbicArea;
1156 nvilndex->authValue = *authValue;
1157
1158 //] Add index to NVegemory
1159 NvAdd(entrySize, (shzeof(TPM_HANDLE) + sizeof(NV_INDEX), nvBuffer);
1160
1161 //] 1T the dagd\ef NV Index is RAM backed, add the data area in RAM as well
1162 ifi(publicAréa~>attributes.TPMA NV_ORDERLY == SET)
1163 NVAddRAM(publicArea->nvindex, publicArea->dataSize);
1164
1165 refturi TPM_RC_SUCCESS;
1166 }

9.4.7.14 NvAddEvictObject()

This function is used to assign NV memory to a persistent object.
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Table 46
Error Returns Meaning
TPM_RC_NV_HANDLE the requested handle is already in use
TPM_RC_NV_SPACE insufficient NV space
1167 TPM_RC
1168 NvAddEvictObject(
1169 TPM1_DH_OBJECT evictHandle, // IN: new evict handle
1170 OBJECT *object // IN: object to be added
1171 )
1172 {
1173 //] The buffer to be written to NV memory
1174 BY[TE nvBuffer[sizeof(TPM_HANDLE) + sizeof(OBJECT)];
1175
1176 OBUJECT *nvObject; // a pointer to the OBJECT data iy
1177 // nvBuffer
1178 UINT16 entrySize; // size of entry
1179
1180 //] evict handle type should match the object hierarchy
1181 pAssert( ( NvIsPlatformPersistentHandle(evictHandle)
1182 && object->attributes.ppsHierarchy == SET)
1183 11 C NvIsOwnerPersistentHandle(evictHandle)
1184 && ( object->attributes.spsHierarchy == SET
1185 |1 object->attributes.epsHierarchy, =<<SET)));
1186
1187 //] An evict needs 4 bytes of handle + sizeof OBJECT
1188 entrySize = sizeof(TPM_HANDLE) + sizeof(OBJECT)y
1189
1190 //] Check if we have enough space to add the\evict object
1191 //] An evict object needs 8 bytes in indes\kable + sizeof OBJECT
1192 //] In this implementation, the only regpurce limitation is the available NV
1193 //] space. Other implementation may {@+e other limitation on evict object
1194 //] handle space
1195 ifl(INvTestSpace(entrySize, FALSE)) return TPM_RC_NV_SPACE;
1196
1197 //] Allocate a new evict handle
1198 ifi(INviIsUndefinedEvictHandle(evictHandle))
1199 return TPM_RC_NV_DEFINED;
1200
1201 //] Copy evict object to~nvBuffer
1202 // Copy handle
1203 * [(TPM_HANDLE *) mnvBuffer = evictHandle;
1204
1205 // Copy OBJEET
1206 nvPbject = (OBJECT *) (nvBuffer + sizeof(TPM_HANDLE));
1207 *nvObject<=<{*object;
1208
1209 //] Setrevict attribute and handle
1210 nvObject->attributes.evict = SET;
1211 nvpbjeéct->evictHandle = evictHandle;
1212
1213 // Add evict to NV memory
1214 NvAdd(entrySize, entrySize, nvBuffer);
1215
1216 return TPM_RC_SUCCESS;
1217
1218 }

9.4.7.15 NvDeleteEntity()

This function will delete a NV Index or an evict object.
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This function requires that the index/evict object has been defined.

void
NvDeleteEntity(
TPM_HANDLE handle // IN: handle of entity to be deleted
)
{
UINT32 entityAddr; // pointer to entity
entityAddr = NvFindHandle(handle);

pAssert(entityAddr '= 0);

if(HandleGetType(handle) == TPM HT NV _INDEX)

{
NV_INDEX nvindex;
// Read the NV Index info
_plat__NvMemoryRead(entityAddr + sizeof(TPM_HANDLE), sizeof(NV_INDEX),
&nvindex);
// If the entity to be deleted is a counter with the maxigum Counter
// value, record it in NV memory
iT(nvindex.publicArea.attributes.TPMA_NV_COUNTER == SET
&& nvindex.publicArea.attributes.TPMA_NV_WRIRTFEN == SET)
{
UINT64 countValue;
UINT64 maxCount;
NvGetiIntIndexData(handle, &nvindex, &countValue);
maxCount = NvReadMaxCount();
if(countvalue > maxCount)
NvWriteMaxCount(countValue);
// 1T the NV Index is RAM back, delete¢”’ the RAM data as well
if(nvindex.publicArea.attributes TPMA_NV_ORDERLY == SET)
NvDeleteRAM(handle);
}
NvDelete(entityAddr);
retturn;
}
9.4.7.16 NvFlushHierarchy()
This fupction will delete-persistent objects belonging to the indicated If the storage hierarchy is s¢lected,
the fungtion will alsgdelete any NV Index define using ownerAuth.
void
NvFlughHigrarchy(
TPMIL_RH_HIERARCHY hierarchy // IN: hierarchy to be flushed.
))
{
NV_ITER iter = NV_ITER_INIT;
UINT32 currentAddr;
while((currentAddr = NvNext(&iter)) = 0)
{
TPM_HANDLE entityHandle;
// Read handle information.
_plat__NvMemoryRead(currentAddr, sizeof(TPM_HANDLE), &entityHandle);
iT(HandleGetType(entityHandle) == TPM_HT_NV_INDEX)
{
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1275 // Handle NV Index

1276 NV_INDEX nvindex;

1277

1278 // If flush endorsement or platform hierarchy, no NV Index would be
1279 // flushed

1280 if(hierarchy == TPM_RH_ENDORSEMENT || hierarchy == TPM_RH_PLATFORM)
1281 continue;

1282 _plat__NvMemoryRead(currentAddr + sizeof(TPM_HANDLE),

1283 sizeof(NV_INDEX), &nvindex);

1284

1285 // For storage hierarchy, flush OwnerCreated index

1286 iTC nvindex.publicArea.attributes.TPMA_NV_PLATFORMCREATE == CLEAR)
1287 {

1288 llll DC : CtC thc I'\\:\VI : T IdC

1289 NvDelete(currentAddr);

1290

1291 // Re-iterate from beginning after a delete

1292 iter = NV_ITER_INIT;

1293

1294 // 1T the NV Index is RAM back, delete the RAM data asHwell
1295 if(nvindex.publicArea.attributes.TPMA_NV_ORDERLY =z SET)
1296 NvDeleteRAM(entityHandle);

1297 }

1298 }

1299 else if(HandleGetType(entityHandle) == TPM_HT_PERSLSTENT)

1300 {

1301 OBJECT object;

1302

1303 // Get evict object

1304 NvGetEvictObject(entityHandle, &object)y

1305

1306 // 1T the evict object belongs to sthe' hierarchy to be flushed
1307 iT( C hierarchy == TPM_RH_PLATFORM

1308 && object.attributes.ppsHierarchy == SET)

1309 11 C hierarchy == TPM_RH>OWNER

1310 && object.attributes.spsHierarchy == SET)

1311 11 C hierarchy == TPWM' RH_ENDORSEMENT

1312 && object.attributes.epsHierarchy == SET)

1313 )

1314 {

1315 // Delete the eyvict object

1316 NvDelete(currentAddr);

1317

1318 // Re-iterate from beginning after a delete

1319 iter =~NV_ITER_INIT;

1320 }

1321 }

1322 else

1323 {

1324 pPAssert(FALSE);

1325 }

1326 }

1327

1328 return;

1329 }

9.4.7.17 NvSetGlobalLock()

This function is used to SET the TPMA NV_WRITELOCKED attribute for all NV Indices that have
TPMA_NV_GLOBALLOCK SET. This function is use by TPM2_NV_GlobalWriteLock().

1330 void
1331 NvSetGlobalLock(
1332 void
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NV_ITER iter = NV_ITER_INIT;

ul

//
wh

NT32 currentAddr;

Check all Indices
ile((currentAddr = NvNextlIndex(&iter)) I= 0)

NV_INDEX nvindex;
// Read the index data

_plat__NvMemoryRead(currentAddr + sizeof(TPM_HANDLE),
sizeof(NV_INDEX), &nvindex);

// See if it should be locked
if(nvindex.publicArea.attributes.TPMA_NV_GLOBALLOCK == SET)

{

// if so, lock it
nvindex.publicArea.attributes.TPMA_NV_WRITELOCKED = SET;

_plat__NvMemoryWrite(currentAddr + sizeof(TPM_HANDLE)}
sizeof(NV_INDEX), &nvindex);

// Set the flag that a NV write happens

g_updateNV = TRUE;

refturn;

9.4.7.1

Sort a
MAX_d

statid
Insert
TP
ul
TP

)

ul
ul

//
if

//

8 InsertSort()

handle into handle list in ascending order. The total handle number in the list should not
AP_HANDLES.

void

Sort(

L_HANDLE *handlelist, // IN/OUT: sorted handle list
NT32 count, // IN: maximum count in the handle list
| HANDLE entityHandle // IN: handle to be inserted

NT32 v, J;
NT32 originalCount;

For acorner case that the maximum count is 0, do nothing
(count—== 0) return;

K8y empty list, add the handle at the beginning and return

exceed

{

}

//
or

ChandteCist=>count == 0)

handleList->handle[0] = entityHandle;
handleList->count++;
return;

Check if the maximum of the list has been reached
iginalCount = handleList->count;

if(originalCount < count)

//

© 1SO/

handleList->count++;

Insert the handle to the list
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fo

}

r(i = 0; i < originalCount; i++)
if(handleList->handle[i] > entityHandle)
{ for( = handleList->count - 1; j > i; j—-)
handleList->handle[j] = handleList->handle[j-1];
greak;
}

// 1Tt a slot was found, insert the handle in this position

L1 k.

'f/' 2 L. 4+ lal 4+ 4+ | Wal 4=\
1 T o rgrmarcourTc [ aarc ST coarTC o rgrarcouToy

handleList->handle[i] = entityHandle;

refturn;

9.4.7.1

9 NvCapGetPersistent()

This function is used to get a list of handles of the persistent objects, starting‘athandle.

Handle| must be in valid persistent object handle range, but does net have to reference an
persistgnt object.
Table 47
Return|Value Meaning
YES if there are more handles available
NO all the available handles has been returned
TPMI_YES_NO
NvCap(etPersistent(
TPMI_DH_OBJECT handle, // IN: start handle
UINT32 count, /7 IN: maximum number of returned handles
TPML_HANDLE *handleLisSt // OUT: list of handle
)
{
TPMI_YES_NO more = NO;
NV ITER iter = NV_ITER_INIT;
UINT32 currentAddr;
pAssert(HandFeGetType(handle) == TPM_HT_PERSISTENT);
//] Initigd¥ze output handle list
handletist->count = 0;

154

//

N maximum count of handles we may return is MAX CAP HANDLES

PXisting

if(count > MAX_CAP_HANDLES) count = MAX_CAP_HANDLES;

wh

ile((currentAddr = NvNextEvict(&iter)) I= 0)
TPM_HANDLE entityHandle;

// Read handle information.
_plat__NvMemoryRead(currentAddr, sizeof(TPM_HANDLE), &entityHandle);

// lgnore persistent handles that have values less than the input handle
if(entityHandle < handle)
continue;
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// if the handles in the list have reached the requested count, and there

// are still handles need to be inserted, indicate that there are more.
if(handleList->count == count)
more = YES;

// A handle with a value larger than start handle is a candidate

// for return. Insert sort it to the return list. Insert sort algorithm
// is chosen here for simplicity based on the assumption that the total

// number of NV Indices is small. For an implementation that may allow

// large number of NV Indices, a more efficient sorting algorithm may be
// used here.

InsertSort(handleList, count, entityHandle);

}
refturn more;

hnge of

}
9.4.7.20 NvCapGetindex()
This fupction returns a list of handles of NV Indices, starting from handle. Handlexmust be in the r
NV Indices, but does not have to reference an existing NV Index.
Table 48
Return|Value Meaning
YES if there are more handles to report
NO all the available handles has been reported
TPMI_YES_NO
NvCap@etindex(
TPMI_DH_OBJECT handle, // INi‘start handle
UINT32 count, // JMN: maximum number of returned handles
TPML_HANDLE *handleList {@,0UT: list of handle
)
{
TPMI_YES_NO more =(NO;
NV_ITER iter ("'NV_ITER_INIT;
UINT32 currentAddr;
pAssert(HandleGetType(handle) == TPM_HT_NV_INDEX);
//] Initialize o(tput handle list
handleList->caunt = 0;
//] The maxwynmum count of handles we may return is MAX_CAP_HANDLES
i fi(count>>“MAX_CAP_HANDLES) count = MAX_CAP_HANDLES;
whii ¥eC(CcurrentAddr = NvNextlndex(&iter)) != 0)
{
TPM_HANDLE entityHandle;
// Read handle information.
_plat__NvMemoryRead(currentAddr, sizeof(TPM_HANDLE), &entityHandle);
// lIgnore index handles that have values less than the “handle*
if(entityHandle < handle)
continue;
// if the count of handles in the list has reached the requested count,
// and there are still handles to report, set more.
if(handleList->count == count)
more = YES;
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// A handle with a value larger than start handle is a candidate

// for return. Insert sort it to the return list. Insert sort algorithm
// is chosen here for simplicity based on the assumption that the total

// number of NV Indices is small. For an implementation that may allow

// large number of NV Indices, a more efficient sorting algorithm may be
// used here.

InsertSort(handleList, count, entityHandle);

ed into

}
return more;
}
9.4.7. 24—NvCapGetrdexNumberd
This fumnction returns the count of NV Indexes currently defined.
UINT37
NvCap@etIndexNumber(
volid
)
{
UINT32 num = 0;
NV ITER iter = NV_ITER_INIT;
wjile(NvNextlndex(&iter) 1= 0) num++;
refturn num;
}
9.4.7.22 NvCapGetPersistentNumber()
Functign returns the count of persistent objects currently in NV memory.
UINT39
NvCap(detPersistentNumber(
volid
)
{
UINT32 num = Q3
NV_ITER iter = NW_ITER_INIT;
wjile(NvNextEvict(&iter) 1= 0) num++;
refturn num;
}
9.4.7.23 MNvCapGetPersistentAvail()
This fubctiontreturns-an-estimate-of the number of additional pnrciefnnf nhjor\tc that could he laad
NV memory.
UINT32
NvCapGetPersistentAvail(
void
)
{
UINT32 availSpace;
UINT32 objectSpace;
// Compute the available space in NV storage
availSpace = NvGetFreeByte();
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// Get the space needed to add a persistent object to NV storage
objectSpace = NvGetEvictObjectSize();

return availSpace / objectSpace;

9.4.7.24 NvCapGetCounterNumber()

Get the number of defined NV Indexes that have NV TPMA_NV_COUNTER attribute SET.

UINT32
NvCaeﬂetCounterNumber(
volid
)
{
NV_ITER iter = NV_ITER_INIT;
UINT32 currentAddr;
UINT32 num = 0;
whfi le((currentAddr = NvNextlndex(&iter)) != 0)
{
NV_INDEX nvindex;
// Get NV Index info
_plat__NvMemoryRead(currentAddr + sizeof(TPM_HANDLE),
sizeof(NV_INDEX), &nvindex)),
if(nvindex.publicArea.attributes.TPMA_NV_COUNTER == SET) num++;
}

refturn num;

9.4.7.25 NvCapGetCounterAvail()

This fumction returns an estimate of the number of additional counter type NV Indices that can be d

UINT32
NvCap@etCounterAvail (
volid
)
{
UINT32 avai INVSpace;
UINT32 avai lIRAMSpace;

T32 counterNVSpace;
T32 counterRAMSpace;
T32 persistentNum = NvCapGetPersistentNumber();

Gt -the available space in NV storage
NVSpace = NvGetFreeByte();

efined.

if (persistentNum < MIN_EVICT_OBJECTS)

{
// Some space have to be reserved for evict object. Adjust availNVSpace.
UINT32 reserved = (MIN_EVICT_OBJECTS - persistentNum)
* NvGetEvictObjectSize();
ifT (reserved > availNVSpace)
avaiINVSpace = 0;
else
avaiINVSpace -= reserved;
}

// Get the space needed to add a counter index to NV storage

© ISO/IEC 2015 — All rights reserved

157


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

1587 counterNVSpace = NvGetCounterSize();
1588
1589 // Compute the available space in RAM
1590 avai lRAMSpace = RAM_INDEX_SPACE - s_ramlndexSize;
1591
1592 // Compute the space needed to add a counter index to RAM storage
1593 // 1t takes an size field, a handle and sizeof(UINT64) for counter data
1594 counterRAMSpace = sizeof(UINT32) + sizeof(TPM_HANDLE) + sizeof(UINT64);
1595
1596 // Return the min of counter number in NV and in RAM
1597 if(availNVSpace / counterNVSpace > availRAMSpace / counterRAMSpace)
1598 return availRAMSpace / counterRAMSpace;
1599 else
1600 L] Ctul LI u\lu; =:\‘I\VIS'JO\.\4C II A\ wjv ) Itcl I'\\:‘VISHU.LJC;
1601 }
9.5 Object.c
9.5.1 Introduction
This filg¢ contains the functions that manage the object store of the TPM.
9.5.2 Includes and Data Definitions
1 #deFfine OBJECT_C
2 #include "InternalRoutines.h"
3 #include <Platform.h>
9.5.3 Functions
9.5.3.1 ObjectStartup()
This function is called at TPM2_Startup() to-initialize the object subsystem.
4 void
5 ObjectgStartup(
6 volid
7 )
8 {
9 UINT32 i;
10
11 //| object sletd’initialization
12 for(i = 0; <#~< MAX_LOADED_OBJECTS; i++)
13 {
14 //5e® the slot to not occupied
15 s \objects[i]-.occupied = FALSE;
16 }
17 retur
18 }
9.5.3.2 ObjectCleanupEvict()
In this implementation, a persistent object is moved from NV into an object slot for processing. It is
flushed after command execution. This function is called from ExecuteCommandy().
19 void
20 ObjectCleanupEvict(
21 void
22 )
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{
UINT32 i;
// This has to be iterated because a command may have two handles
// and they may both be persistent.
// This could be made to be more efficient so that a search is not needed.
for(i = 0; 1 < MAX_LOADED_OBJECTS; i++)
{
// 1f an object is a temporary evict object, flush it from slot
if(s_objects[i]-object._entity.attributes.evict == SET)
s_objects[i].occupied = FALSE;
}
reﬂ:ul ||;
}
9.5.3.3 ObjectlsPresent()
This fupction checks to see if a transient handle references a loaded object. Thisyroutine should
called [f the handle is not a transient handle. The function validates that\the handle is
implemgentation-dependent allowed in range for loaded transient objects.
Table 49
Return|Value Meaning
TRUE if the handle references a loaded.Gbject
FALSE if the handle is not an objeet handle, or it does not reference to a
loaded object
BOOL
ObjectlsPresent(
TPMI_DH_OBJECT handle //SMN: handle to be checked
)
{
UINT32 slotlndex; // index of object slot
pAssert(HandleGetType(handbe) == TPM_HT_TRANSIENT);
//] The index in the Jloaded object array is found by subtracting the first
//| object handle nwuPer from the input handle number. If the indicated
//] slot is occupied, then indicate that there is already is a loaded
//| object assoCiated with the handle.
slptindex = handle - TRANSIENT_ FIRST;
ifi(slotindeX.>= MAX_LOADED_OBJECTS)
retunnh \ALSE;
refturn s° objects[slotlndex].occupied;
}
9.5.34 ObjectlsSequence()

not be
in the

This function is used to check if the object is a sequence object. This function should not be called if the

handle

© 1SO/

does not reference a loaded object.
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Table 50

Return Value

Meaning

TRUE object is an HMAC, hash, or event sequence object
FALSE object is not an HMAC, hash, or event sequence object
BOOL
ObjectlsSequence(

OBJECT *object // IN: handle to be checked

)
{ _

pA sert (ubjcut = NULL),

ifiC object->attributes_hmacSeq == SET
|l object->attributes.hashSeq == SET
|] object->attributes.eventSeq == SET)
return TRUE;

else

9.5.3.5 ObjectGet()

This fu]:ction is used to find the object structure associated with a handle:

This fu

OBJECT*
ObjectGet(

TPMI_DH_

)

pAssert(

pAssert(s_objects[handle - TRANSIENT_FIRST].occupied == TRUE);

return FALSE;

ction requires that handle references a loaded object.

OBJECT handle // IN: hantde of the object

handle >= TRANSIENT_FIRST
&& handle - TRANSIENT_FIRST\< MAX_LOADED_OBJECTS);

//] In this implementation, th&)handle is determined by the slot occupied by the

//] object.
refturn &s_objects[handle <~ JTRANSIENT_FIRST].object._entity;

9.5.3.6 ObjectGetName()

This fupction is used\to access the Name of the object. In this implementation, the Name is computed
when the object. iS¢cloaded and is saved in the internal representation of the object. This function| copies

the Natne data.from the object into the buffer at name and returns the number of octets copied.

This functionrequires that handle references a loaded object.

UINT16

ObjectGetName(
TPMI_DH_OBJECT handle, // IN: handle of the object
NAME *name // OUT: name of the object
)

{
OBJECT *object = ObjectGet(handle);
if(object->publicArea.nameAlg == TPM_ALG_NULL)

return O;

// Copy the Name data to the output

MemoryCopy(name, object->name.t.name, object->name.t.size, sizeof(NAME));

return

160

object->name.t.size;
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ObjectGetNameAlg()

This function is used to get the Name algorithm of a object.

This function requires that handle references a loaded object.

TPMI_ALG_HASH

015(E)

ObjectGetNameAlg(
TPMI_DH_OBJECT handle // IN: handle of the object
))
{
OBUJECT *object = ObjectGet(handle);
rejturn object->publicArea.nameAlg;
}
9.5.3.8 ObjectGetQualifiedName()
This fupction returns the Qualified Name of the object. In this implementation, the Qualified N
compufed when the object is loaded and is saved in the internal représentation of the obje

ame is
ct. The

alternafive would be to retain the Name of the parent and compute the QN when needed. This wouilld take

the sanje amount of space so it is not recommended that the alternate-be used.

This fuction requires that handle references a loaded object.

void
ObjectGetQual i fiedName(
TPMI_DH_OBJECT handle, // IN: handle of the object
TPM2B_NAME *qualifiedName // OUTpgualified name of the object
)
{
OBUJECT *object = ObjectGet(Chandle);
ifllobject->publicArea.nameAlg ==\TPM_ALG_NULL)
qualifiedName->t_size = 0Og
else
// Copy the name
*qualifiedName = object->qualifiedName;
refturn;
}
9.5.3.9 ObjectDataGetHierarchy()
This fupction «eturns the handle for the hierarchy of an object.
TPMI_RHMAERARCHY
ObjectbatatetHierarchy€
OBJECT *object // IN :-object
)
t _ _
if(object->attributes.spsHierarchy)
{

return TPM_RH_OWNER;

else if(object->attributes.epsHierarchy)

return TPM_RH_ENDORSEMENT ;

else if(object->attributes.ppsHierarchy)
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{
return TPM_RH_PLATFORM;
}
else
{
return TPM_RH_NULL;
}

9.5.3.10 ObjectGetHierarchy()

This fupiction retarns the handle of the hierarcny 1o which a handle belongs. This functon 1S similar to
ObjectbataGetHierarchy() but this routine takes a handle but ObjectDataGetHierarchy() takes.an|pointer

to an object.

This fuction requires that handle references a loaded object.

TPMI_RH_HIERARCHY

ObjectiGetHierarchy(
TPMI_DH_OBJECT handle // IN :object handle
)

{
OBUJECT *object = ObjectGet(handle);

refturn ObjectDataGetHierarchy(object);

9.5.3.11 ObjectAllocateSlot()

This function is used to allocate a slot in internal object array.

Table 51
Return|Value Meaning
TRUE allocate success
FALSE doot have free slot
statig BOOL
ObjectAllocateSlot(
TPMI_DH_OBJECT “*handle, // OUT: handle of allocated object
OBUJECT **object // OUT: points to the allocated object
)
{
UINT32 i;
//| €Wd an unoccupied handle slot
for(h = 07 T < MAX_LOADED_OBJECTS; 1++)
{
iT(Is_objects[i]-occupied) // If found a free slot
// Mark the slot as occupied
s_objects[i]-occupied = TRUE;
break;
}
}
// If we reach the end of object slot without finding a free one, return
// error.
iT(i == MAX_LOADED_OBJECTS) return FALSE;
162 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

175
176
177
178
179
180
181
182

183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220

ISO/IEC 11889-4:2015(E)

*handle
*object

i + TRANSIENT_FIRST;
&s_objects[i]-object.entity;

// Initialize the object attributes
MemorySet(&((*object)->attributes), 0, sizeof(OBJECT_ATTRIBUTES));

return TRUE;

9.5.3.12 ObjectLoad()

This function loads an object into an internal object structure. If an error is returned, the internal state is

unchanged.
Table 52
Error Returns Meaning
TPM_RC_BINDING if the public and sensitive parts of the object are not matehed
TPM_RC_KEY if the parameters in the public area of the object are not consistent

TPM_RC_OBJECT_MEMORY if there is no free slot for an object

TPM_RC_TYPE the public and private parts are not the sametype

TPM_R(

ObjectLoad(
TPM1_RH_HIERARCHY hierarchy, // IN: hagwgarchy to which the object belq
TPMT_PUBLIC *publicArea, // IN: \plblic area
TPMT_SENSITIVE *sensitive, // INNsensitive area (may be null)
TPM2B_NAME *name, // INx" object®s name (may be null)
TPM_HANDLE parentHandle, AAWN: handle of parent
BOOL skipChecks, /2 IN: Flag to indicate if it is OK to sKi

// consistency checks.

TPM1_DH_OBJECT *handle // OUT: object handle
)

{
OBPECT *object = NULL;
OBUJECT *parent = NULL;
TPM_RC result = TPM_RC_SUCCESS;
TPM2B_NAME parentQN; // Parent qualified name

//] Try to allocatea slot for new object
ifi(10bjectAllocateSlot(handle, &object))
return TRMMRC_OBJECT_MEMORY;

//] Initidlize public

oblject==publicArea = *publicArea;

ifi(sensitive = NULL)
object->sensitive = *sensitive;

// Are the consistency checks needed
iT(IskipChecks)

{
// Check if key size matches

iT(ICryptObjectlsPublicConsistent(&object->publicArea))

result = TPM_RC _KEY;
goto ErrorExit;

}
if(sensitive I= NULL)

// Check if public type matches sensitive type
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result = CryptObjectPublicPrivateMatch(object);
if(result = TPM_RC_SUCCESS)
goto ErrorExit;

b
Y _ ) .
object->attributes.publicOnly = (sensitive == NULL);
// If "name®™ is NULL, then there is nothing left to do for this

// object as it has no qualified name and it is not a member of any
// hierarchy and it is temporary

if(name == NULL || name->t.size == 0)
{
object->qualifiedName.t.size = 0;
UIJJUL’t IIUIIIC.t-O;I_C l C;
object->attributes.temporary = SET;

return TPM_RC_SUCCESS;

//) 1T parent handle is a permanent handle, it is a primary or tempordky
//] object
ifi(HandleGetType(parentHandle) == TPM_HT_PERMANENT)

{
// initialize QN
parentQN.t.size = 4;
// for a primary key, parent qualified name is the_ hahdle of hierarchy
UINT32_TO_BYTE_ARRAY(parentHandle, parentQN.t.name),;
s
else
{
// Get hierarchy and qualified name of pareqt
ObjectGetQualifiedName(parentHandle, &parentQN);
// Check for stClear object
parent = ObjectGet(parentHandle);
i publicArea->objectAttributes:stClear == SET
|1 parent->attributes.stCleax == SET)
object->attributes.stClear = SET;
3

objject->name = *name;

//] Compute object qualiified name
ObjjectComputeQual ifiedName(&parentQN, publicArea->nameAlg,
name, &object->qualifiedName);

//] Any object iy ¥M_RH_NULL hierarchy is temporary
ifithierarchy =="“TPM_RH_NULL)

{
object=sattributes.temporary = SET;
}
elise If(parentQN.t.size == sizeof(TPM_HANDLE))
{
/Y Otherwise, if the size of parent®s qualified name is the size of a
// handle, this object is a primary object
object->attributes.primary = SET;
}
switch(hierarchy)
{
case TPM_RH_PLATFORM:
object->attributes.ppsHierarchy = SET;
break;
case TPM_RH_OWNER:
object->attributes._spsHierarchy = SET;
break;
case TPM_RH_ENDORSEMENT:
object->attributes.epsHierarchy = SET;
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break;
case TPM_RH_NULL:
break;
default:
pAssert(FALSE);
break;
turn TPM_RC_SUCCESS;
Xit:

ObjectFlush(*handle);

re

turn result;

015(E)

9.5.3.1

This fu
that a S

statigd
Allocd
TP
HA
TP

)
OB

if]

*0

/7
/7
PA

/7
/7

(*
/7
(*
/7
Me

//)
(A

3 AllocateSequenceSlot()

nction allocates a sequence slot and initializes the parts that are used by the normal obj

lequence object is not inadvertently used for an operation that is not appropriate-for a seque
BOOL

teSequenceSlot(

| HANDLE *newHandle, // OUT: receives the allogated handle

SH_OBJECT **object, // OUT: receives pointe\{¥ allocated object
2B_AUTH *auth // IN: the authValue fQr)‘the slot

JECT *objectHash; // the hasb as an object

(10bjectAllocateSlot(newHandle, &objectHashy))
return FALSE;

bject = (HASH_OBJECT *)objectHash;

Validate that the proper locatiop of the hash state data relative to the
object state data.
ssert(&((*object)->auth) == &objectHash->publicArea.authPolicy);

Set the common values tha® a sequence object shares with an ordinary objeq
The type is TPM_ALG_ NULD
pbject)->type = TPM_ALGNNULL ;

This has no name qalgorithm and the name is the Empty Buffer
pbject)->nameAlg =y TPM_ALG_NULL;

Clear the atevibutes
morySet(&(¢tobject)->objectAttributes), 0, sizeof(TPMA_OBJECT));

A sequence object is DA exempt.
obbject)>>objectAttributes.noDA = SET;

ifi(auth '= NULL)

ects so
nce.

}

el

re

MemoryRemoveTrai lingZeros(auth);
(*object)->auth = *auth;

se
(*object)->auth.t.size = 0;
turn TRUE;

9.5.3.14 ObjectCreateHMACSequence()

This function creates an internal HMAC sequence obiject.
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Table 53

Error Returns Meaning

TPM_RC_OBJECT_MEMORY if there is no free slot for an object

TPM_RC
ObjectCreateHMACSequence(
TPMI_ALG_HASH hashAlg, // IN: hash algorithm
TPM_HANDLE handle, // IN: the handle associated with sequence
// object
TPM2B_AUTH *auth, // IN: authValue
TPMI_DH OBJECT *newHandle // OUT: HMAC sequence object handle
)
{
HASH_OBJECT *hmacObject;
OBUJECT *keyObject;

//] Try to allocate a slot for new object
ifi('AllocateSequenceSlot(newHandle, &hmacObject, auth))
return TPM_RC_OBJECT_MEMORY;

//] Set HMAC sequence bit
hmacObject->attributes_hmacSeq = SET;

//] Get pointer to the HMAC key object
kelyObject = ObjectGet(handle);

CriyptStartHMACSequence2B(hashAlg, &keyObject->sensitive.sensitive.bits.b,

&hmacObject->state._hmacState);

refturn TPM_RC_SUCCESS;

9.5.3.15 ObjectCreateHashSequence()

This function creates a hash sequence objéect.

Table 54

Error Returns Meaning

TPM_RC_OBJECT_MEMORY, if there is no free slot for an object

TPM_R(

ObjectCreateHashSequence(
TPMI_ALG, HASH hashAlg, // IN: hash algorithm
TPM2B_AUTH *auth, // IN: authValue
TPMI,DH/OBJECT *newHandle // OUT: sequence object handle
)

{
HASH_OBJECT *hashObject;

// Try to allocate a slot for new object
iT(1AllocateSequenceSlot(newHandle, &hashObject, auth))
return TPM_RC_OBJECT_MEMORY;

// Set hash sequence bit
hashObject->attributes.hashSeq = SET;

// Start hash for hash sequence

CryptStartHashSequence(hashAlg, &hashObject->state.hashState[0]);
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386 return TPM_RC_SUCCESS;
387 }

9.5.3.16 ObjectCreateEventSequence()

This function creates an event sequence object.

Table 55

Error Returns Meaning

TPM_RC_ORIFECT MEMORY if there is no free slot for an object
388 TPM_R(
389 ObjeciCreateEventSequence(
390 TPM2B_AUTH *auth, // IN: authValue
391 TPMI_DH_OBJECT *newHandle // OUT: sequence object handle
392 )
393 {
394 HASH_OBJECT *hashObject;
395 UINT32 count;
396 TPM_ALG_ID hash;
397
398 //] Try to allocate a slot for new object
399 ifi('AllocateSequenceSlot(newHandle, &hashObject, auth))
400 return TPM_RC_OBJECT_MEMORY;
401
402 //] Set the event sequence attribute
403 hashObject->attributes.eventSeq = SET;
404
405
406 //] Initialize hash states for each implémented PCR algorithms
407 for(count = 0; (hash = CryptGetHashAlgBylndex(count)) != TPM_ALG_NULL; count++)
408 {
409 // 1f this is a TPM_Init or (JPM HashStart, the sequence object will
410 // not leave the TPM so it doéesn"t need the sequence handling
411 iT(auth == NULL)
412 CryptStartHash(hashi. &hashObject->state.hashState[count]);
413 else
414 CryptStartHashSequence(hash, &hashObject->state.hashState[count]);
415 }
416 refturn TPM_RC_SUCCESS;
417 }

9.5.3.17 ObjeetTerminateEvent()

This fuipction.is-ealled to close out the event sequence and clean up the hash context states.
418 void
419 ObjectTerminateEvent(
420 void
421 )
422 {
423 HASH_OBJECT *hashObject;
424 int count;
425 BYTE buffer[MAX_DIGEST_SIZE];
426 hashObject = (HASH_OBJECT *)ObjectGet(g_DRTMHandle);
427
428 // Don"t assume that this is a proper sequence object
429 if(hashObject->attributes._eventSeq)
430
431 // 1T it is, close any open hash contexts. This is done in case
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// the crypto implementation has some context values that need to be
// cleaned up (hygiene).

//

for(count = 0; CryptGetHashAlgBylndex(count) !'= TPM_ALG_NULL; count++)

{
CryptCompleteHash(&hashObject->state.hashState[count], 0, buffer);

// Flush sequence object
ObjectFlush(g_DRTMHandle);

s
g_DRTMHandle = TPM_RH_UNASSIGNED;

9.5.3.118 ObjectContextLoad()

This function loads an object from a saved object context.

Table 56

Error Returns Meaning

TPM_RC_OBJECT_MEMORY if there is no free slot for an object

TPM_R(
ObjectContextLoad(
OBUECT *object, // IN: object stwucture from saved context
TPM1_DH_OBJECT *handle // OUT: objecf handle
)
{
OBUJECT *newObject;

//] Try to allocate a slot for new object
ifi(10bjectAllocateSlot(handle, &newdbject))
return TPM_RC_OBJECT_MEMORY ;

//] Copy input object data toxinternal structure
*newObject = *object;

refturn TPM_RC_SUCCESS;

9.5.3.119 ObjectFlush()

This fuIction frees an object slot.

This fuction «eguires that the object is loaded.

void

ObjectFiTsiTC
TPMI_DH_OBJECT handle // IN: handle to be freed
))

{
UINT32 index = handle - TRANSIENT_FIRST;

pAssert(ObjectlsPresent(handle));

// Mark the handle slot as unoccupied
s_objects[index] .occupied = FALSE;

// With no attributes

MemorySet((BYTE*)&(s_objects[index].object.entity.attributes),
0, sizeof(OBJECT_ATTRIBUTES));
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476 return;
477 }

9.5.3.20 ObjectFlushHierarchy()

This function is called to flush all the loaded transient objects associated with a hierarchy when the
hierarchy is disabled.

478 void
479 ObjectFlushHierarchy(
480 TPMI_RH_HIERARCHY hierarchy // IN: hierarchy to be flush
481 )
482 {
483 UINT16 i;
484
485 //] iterate object slots
486 for(i = 0; i < MAX_LOADED_OBJECTS; i++)
487 {
488 if(s_objects[i]-occupied) // 1T found an occupied st
489
490 switch(hierarchy)
491 {
492 case TPM_RH_PLATFORM:
493 if(s_objects[i].object.entity.attributes)'ppsHierarchy == SET)
494 s_objects[i]-occupied = FALSE;
495 break;
496 case TPM_RH_OWNER:
497 if(s_objects[i]-.object.entity.attributes.spsHierarchy == SET)
498 s_objects[i]-occupied = FALSE;
499 break;
500 case TPM_RH_ENDORSEMENT :
501 if(s_objects[i]-.object._entity.attributes.epsHierarchy == SET)
502 S_objects[i]-occupied = FALSE;
503 break;
504 default:
505 pAssert(FALSE);
506 break;
507 }
508 3}
509 }
510
511 rejturn;
512
513 }
9.5.3.41 ObjectkoadEvict()
This function-leads a persistent object into a transient object slot.
This fu:lzction requires that handle is associated with a persistent object.
Table 57
Error Returns Meaning
TPM_RC_HANDLE the persistent object does not exist or the associated hierarchy is
disabled.
TPM_RC_OBJECT_MEMORY no object slot

514 TPM_RC
515 ObjectLoadEvict(
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TPM_HANDLE *handle, // IN:OUT: evict object handle. If success, it
// will be replace by the loaded object handle

TPM_CC commandCode // IN: the command being processed

)

TPM_RC result;

TPM_HANDLE evictHandle = *handle; // Save the evict handle

OBJECT *object;

// If this iIs an index that references a persistent object created by

// the platform, then return TPM_RH_HANDLE if the phEnable is FALSE
if(*handle >= PLATFORM_PERSISTENT)

{

llll bC:UIIUQ t\.} p:utful L
iT(g_phEnable == CLEAR)
return TPM_RC_HANDLE;

//] belongs to owner
else if(gc.shEnable == CLEAR)
return TPM_RC_HANDLE;

//] Try to allocate a slot for an object
ifi(10bjectAllocateSlot(handle, &object))
return TPM_RC_OBJECT_MEMORY;

//] Copy persistent object to transient object slot. ,A\IPM RC HANDLE
//] may be returned at this point. This will mark the\sdot as containing

//] a transient object so that it will be flushed atf\the end of the
//] command
result = NvGetEvictObject(evictHandle, object)s;

//] Bail out if this failed
ifl(result '= TPM_RC_SUCCESS)
return result;

//] check the object to see if it is\ili the endorsement hierarchy
//] if it is and this is not a TRMZ EvictControl() command, indicate
//] that the hierarchy is disablgd\

//] IT the associated hierarchyyis disabled, make it look like the
//] handle is not defined

ifiC ObjectDataGetHierarchy(object) == TPM_RH_ENDORSEMENT

&& gc.ehEnable == GEEAR

&& commandCode !=,TPM_CC EvictControl

)
return TPM_RC~HANDLE;

refturn result;

9.5.3.32 ,OhjectComputeName()

This fulhction camputes the Name of an nhjnrt from its Innhlir‘ area
void
ObjectComputeName(
TPMT_PUBLIC *publicArea, // IN: public area of an object
TPM2B_NAME *name // OUT: name of the object
)
{
TPM2B_PUBLIC marshalBuffer;
BYTE *pbuffer; // auxiliary marshal buffer pointer
HASH_STATE hashState; // hash state

170

// if the nameAlg is NULL then there is no name.
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575 if(publicArea->nameAlg == TPM_ALG_NULL)
576
577 name->t.size = 0;
578 return;
579 }
580 // Start hash stack
581 name->t.size = CryptStartHash(publicArea->nameAlg, &hashState);
582
583 // Marshal the public area into its canonical form
584 buffer = marshalBuffer_b._buffer;
585
586 marshalBuffer._t.size = TPMT_PUBLIC_Marshal(publicArea, &buffer, NULL);
587
588 / [+Adeng—puite—aresn
589 CrlyptUpdateDigest2B(&hashState, &marshalBuffer.b);
590
591 //] Complete hash leaving room for the name algorithm
592 CriyptCompleteHash(&hashState, name->t.size, &name->t_name[2]);
593
594 //] set the nameAlg
595 UINT16_TO_BYTE_ARRAY(publicArea->nameAlg, name->t.name);
596 name->t.size += 2;
597 rejturn;
598 }

9.5.3.23 ObjectComputeQualifiedName()

This fupction computes the qualified name of an object.
599 void
600 ObjectComputeQualifiedName(
601 TPM2B_NAME *parentQN, // IN: pawent®s qualified name
602 TPM_ALG_ID nameAlqg, // IN~Mame hash
603 TPM2B_NAME *name, // IN> name of the object
604 TPM2B_NAME *qualifiedName //3OUT: qualified name of the object
605 )
606 {
607 HASH STATE hashState; X/ hash state
608
609 /7 QN_A = hash_A (Q\\eT parent || NAME_A)
610
611 //] Start hash
612 qualifiedName->t.size' = CryptStartHash(nameAlg, &hashState);
613
614 //] Add parent®s\gualified name
615 CriyptUpdateDigest2B(&hashState, &parentQN->b);
616
617 //] Add sgl ) *name
618 CriyptUpdateDigest2B(&hashState, &name->b);
619
620 7/ Capplete hash leaving room for the name algorithm
621 C }JtCUIIIp:CtC: :aoh(&haohstatc, \.|Ucl= ;f;CdNC\IIIC t.D;LC,
622 &qualifiedName->t_name[2]);
623 UINT16_TO_BYTE_ARRAY(nameAlg, qualifiedName->t.name);
624 qualifiedName->t.size += 2;
625 return;
626 }

9.5.3.24 ObjectDatalsStorage()

This function determines if a public area has the attributes associated with a storage key. A storage key is
an asymmetric object that has its restricted and decrypt attributes SET, and sign CLEAR.
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Table 58
Return Value Meaning
TRUE if the object is a storage key
FALSE if the object is not a storage key
BOOL
ObjectDatalsStorage(
TPMT_PUBLIC *publicArea // IN: public area of the object
)
€ _ _ _
i € A\ | ypt:bADylllA:uUl It:llll(pub:lel ca= typc) Illl Hlubt IUC ClDyIIHIIUtI g,
&& publicArea->objectAttributes.restricted == SET // restricted,
&& publicArea->objectAttributes.decrypt == SET // decryption kew
&& publicArea->objectAttributes.sign == CLEAR // can not be §ign kegy
D

return TRUE;
else
return FALSE;

9.5.3.25 ObjectlsStorage()

This fupction determines if an object has the attributes associatedwith’a storage key. A storage key is an
asymmietric object that has its restricted and decrypt attributes SET, and sign CLEAR.

Table 59
Return|Value Meaning
TRUE if the object is a storage key
FALSE if the object is not*a storage key
BOOL
ObjectlsStorage(
TPMI_DH_OBJECT handle // IN: object handle
)
{
OBUECT *ebject = ObjectGet(handle);

rejfturn ObjectDatalsStorage(&object->publicArea);

9.5.3.46 ObjectCapGetLoaded()

This fupctionreturns a a list of handles of loaded object, starting from handle. Handle must bJ in the

range df'valid transient object handles, but does not have to be the handle of a loaded transient object.
Table 60
Return Value Meaning
YES if there are more handles available
NO all the available handles has been returned
TPMI_YES_NO
ObjectCapGetLoaded(
TPMI_DH_OBJECT handle, // IN: start handle
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UINT32 count, // IN: count of returned handles
TPML_HANDLE *handleList // OUT: list of handle
)
{
TPMI_YES NO more = NO;
UINT32 i;
pAssert(HandleGetType(handle) == TPM_HT_TRANSIENT);
// Initialize output handle list
handleList->count = 0;
// The maximum count of handles we may return is MAX_CAP_HANDLES
i fiteotRtE—>—MAX—CAP—HANBEES) —eotrrt—=MAX—CAP—HANDEESS
//] Iterate object slots to get loaded object handles
for(i = handle - TRANSIENT_FIRST; i < MAX_LOADED_OBJECTS; i++)
{
if(s_objects[i]-occupied == TRUE)
{
// A valid transient object can not be the copy of a perSistent objed
pAssert(s_objects[i].object.entity.attributes.evict == CLEAR);
if(handleList->count < count)
{
// 1f we have not filled up the return list,/ add this object
// handle to it
handleList->handle[handleList->count] .1 + TRANSIENT_FIRST;
handleList->count++;
}
else
{
// 1T the return list is fuldsbut we still have loaded object
// available, report this apd' stop iterating
more = YES;
break;
}
}
}
refturn more;
}
9.5.3.47 ObjectCapGetTransientAvail()
This fupction returns‘an estimate of the number of additional transient objects that could be load
the TPIV.
UINT32
ObjectCapGetTransientAvail (
vqid
)
{
UINT32 i;
UINT32 num = 0;

// lterate object slot to get the number of unoccupied slots
for(i = 0; 1 < MAX_LOADED_OBJECTS; i++)
{

}

return num;

if(s_objects[i]-occupied == FALSE) num++;
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PCR.c

Introduction

This function contains the functions needed for PCR access and manipulation.

This implementation uses a static allocation for the PCR. The amount of memory is allocated based on
the number of PCR in the implementation and the number of implemented hash algorithms. This is not
the expected implementation. PCR SPACE DEFINITIONS.

In the definitions below, the g hashPcrMap is a bit array that indicates which of the PCR are
implemented. The g hashPcr array is an array of digests. In this implementation, the space is allocated

whethe

9.6.2

#defin
#inclu
#inclu

The ini
specifig

statig

i
//

{1
{1
{1
{1

9.6.3

9.6.3.1

This fu

I the PCR is implemented or not.

Includes, Defines, and Data Definitions
e PCR_C

de "InternalRoutines.h"
de <Platform.h>

ial value of PCR attributes. The value of these fields should be consistent with platform
ations. In this implementation, we assume the total number of implemented PCR is 24.

const PCR_Attributes s_initAttributes[] =

PCR O - 15, static RTM

, 0, Ox1F}, {1, O, Ox1F}, {1, O, Ox1F}, {1,580} Ox1F},

, 0, Ox1F}, {1, 0, Ox1F}, {1, 0, Ox1F}, {14 O, Ox1F},

, 0, Ox1F}, {1, O, Ox1F}, {1, O, Ox1F}, {2, O, Ox1F},

, 0, Ox1F}, {1, 0, Ox1F}, {1, 0, Ox1F}iq{1, 0, Ox1F},

, OXOF, Ox1F}, // PCR 16, Debug

, 0x10, Ox1C}, // PCR 17, ocality 4

, 0x10, Ox1C}, // PCR 18y Locality 3

, 0x10, 0OxOC}, // PCR 49, Locality 2

, 0x14, OxOE}, // PERD20, Locality 1

, 0x14, 0x04}%, //~BCR 21, Dynamic OS

, 0x14, 0x04}, JLIPCR 22, Dynamic 0S

, OXOF, Ox1F}, 47 PCR 23, App specific

, OxOF, Ox1F} // PCR 24, testing policy
Functions

PCRBelongsAuthGroup()

hction indicates if a PCR belongs to a group that requires an authValue in order to mo

specific

Hify the

PCR. |

T does, groupindex 15 Set 1o value of the group index. This feature of PCR1S decided

platform specification.

Table 61
Return Value Meaning
TRUE: PCR belongs an auth group
FALSE: PCR does not belong an auth group
BOOL
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PCRBelongsAuthGroup(
TPM1_DH_PCR handle, // IN: handle of PCR
UINT32 *group Index // OUT: group index if PCR belongs a
// group that allows authValue. If PCR
// does not belong to an auth group,
// the value in this parameter is
// invalid
)
{
#1T NUM_AUTHVALUE_PCR_GROUP > 0O

// Platform specification determines to which auth group a PCR belongs (if
// any). In this implementation, we assume there is only
// one auth group which contains PCR[20-22]. If the platform specification

/. -wrrd el ) = 'l - L ) L ! (- Il
/I rcyurrco urrnrcroiicery, T FNPICHTITCAT iUl olhiuurTu DT Llhidiiygcu aLluUururiigny

ifilhandle >= 20 && handle <= 22)

{
*grouplndex = 0;
return TRUE;
}
#endif]

rejturn FALSE;
}

9.6.3.2 PCRBelongsPolicyGroup()

This fupction indicates if a PCR belongs to a group that requires@policy authorization in order to modify
the PCR. If it does, groupindex is set to value of the group index. This feature of PCR is decided by the
platform specification.

Table 62
Return|Value Meaning
TRUE: PCR belongs @ policy group
FALSE: PCR does,not belong a policy group
BOOL
PCRBellongsPolicyGroup(
TPMI_DH_PCR handle, // IN: handle of PCR
UINT32 *greup Index // OUT: group index if PCR belongs a group that
// allows policy. |If PCR does not belong to
// a policy group, the value in this
// parameter is invalid
)
{

#iT NUM_POL4CY_PCR_GROUP > 0O

//| PJatform specification decides if a PCR belongs to a policy group and

//] ¥ellongs to which group. In this implementation, we assume there is only

/ /—ehe—pehiey—greup—which—eontains—PER20-22—H—theplatform—spectFieation
// requires differently, the implementation should be changed accordingly
if(handle >= 20 && handle <= 22)

{

*grouplndex = 0;
return TRUE;

b
#endif

return FALSE;
b
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9.6.3.3

PCRBelongsTCBGroup()

This function indicates if a PCR belongs to the TCB group.

Table 63
Return Value Meaning
TRUE: PCR belongs to TCB group
FALSE: PCR does not belong to TCB group
statig BOOC
PCRBelongsTCBGroup(
TPMI_DH_PCR handle // IN: handle of PCR
)
#i1T ENABLE_PCR_NO_INCREMENT == YES
//] Platform specification decides if a PCR belongs to a TCB groyp© In this
//] implementation, we assume PCR[20-22] belong to TCB group. M “the platforn
//] specification requires differently, the implementation shoudd be
//] changed accordingly
ifi(handle >= 20 && handle <= 22)
return TRUE;
#endi
rejturn FALSE;
}
9.6.3.4 PCRPolicylsAvailable()

This fumction indicates if a policy is available for a.PCR.

Table 64

Return|Value Meaning
TRUE the PCR should be authorized by policy
FALSE the PCR does not allow policy
BOOL
PCRPolicylsAvailable(

TPMI_DH_PCR handle // IN: PCR handle

)
{

UINT32 grouplndex;

rﬂturn PCRBelongsPolicyGroup(handle, &grouplndex);
}
9.6.3.5 PCRGetAuthValue()

This function is used to access the authValue of a PCR. If PCR does not belong to an authValue group,

an Empty Auth will be returned.

void
PCRGetAuthValue(
TPMI_DH_PCR handle, // IN: PCR handle
TPM2B_AUTH *auth // OUT: authValue of PCR
)
176 © ISO/IEC 2015 — All rights reserved
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{
UINT32 grouplindex;
iT(PCRBelongsAuthGroup(handle, &grouplndex))
{
*auth = gc.pcrAuthValues.auth[grouplndex];
}
else
auth->t.size = 0;
}
return;
}
9.6.3.9 PCRGetAuthPolicy()
This fupction is used to access the authorization policy of a PCR. It sets policy to theauthorization policy
and retprns the hash algorithm for policy If the PCR does not allow a policy, TPM_ALG NULL is returned.
TPMI_ALG_HASH
PCRGetAuthPolicy(
TPMI_DH_PCR handle, // IN: PCR handle
TPM2B_DIGEST *policy // OUT: policy of PCR
)
{
UINT32 grouplIndex;
ifi(PCRBelongsPolicyGroup(handle, &grouplndex)y
*policy = gp-pcrPolicies._policy[grouplndex];
return gp.pcrPolicies.hashAlg[grouplndex];
}
else
{ _ _
policy->t.size = 0O;
return TPM_ALG_NULL;
}
}
9.6.3.7 PCRSimStart()
This fupction is used tog-initialize the policies when a TPM is manufactured. This function would pnly be
called ip a manufacturing environment or in a TPM simulator.
void
PCRSinStar€g
volid
)
{
UINT32 i;
for(i = 0; i < NUM_POLICY_PCR_GROUP; i++)
{
gp-pcrPolicies_hashAlg[i] = TPM_ALG_NULL;
gp-pcrPolicies.policy[i]-t.size = 0;
for(i = 0; i < NUM_AUTHVALUE_PCR_GROUP; i++)
{
gc.pcrAuthValues.auth[i].t.size = 0;
}
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// We need to give an initial configuration on allocated PCR before

// receiving any TPM2_PCR_Allocate command to change this configuration

// When the simulation environment starts, we allocate all the PCRs

for(gp.pcrAllocated.count = 0; gp.pcrAllocated.count < HASH_COUNT;
gp-pcrAllocated.count++)

{

gp-pcrAllocated.pcrSelections[gp-pcrAllocated.count].hash
= CryptGetHashAlgBylIndex(gp-pcrAllocated.count);

gp-pcrAllocated.pcrSelections[gp-pcrAllocated.count].sizeofSelect
= PCR_SELECT_MAX;

for(i = 0; 1 < PCR_SELECT_MAX; i++)
gp-pcrAllocated.pcrSelections[gp.pcrAllocated.count].pcrSelect[i]

Dol =
= OAT T ,

}

//] Store the initial configuration to NV
NvWriteReserved(NV_PCR_POLICIES, &gp-pcrPolicies);
NvWriteReserved(NV_PCR_ALLOCATED, &gp.pcrAllocated);

refturn;

9.6.3.8 GetSavedPcrPointer()

This fumction returns the address of an array of state saved PCR based on the hash algorithm.

Table 65

Return|Value Meaning

NULL no such algorithm

not NUL|L pointer to the Oth byte of the Oth PCR

statig¢ BYTE *

GetSajedPcrPointer (
TPM_ALG_ID alg, // IN: algorithm for bank
UINT32 pcrindex // IN: PCR index in PCR_SAVE

)
switch(alg)

{
#ifdef] TPM_ALG_SHAL

case TPM_ALG_SHAT:
return gcopcrSave.shal[pcrindex];
breaks
#endif
#ifdef] TPM-ALG_SHA256

cajse/ T1PM_ALG_SHA256:
réturn _gc.pcrSave.sha256[pcrindex];
break;

#endif
#ifdef TPM_ALG_SHA384
case TPM_ALG_SHA384:
return gc.pcrSave.sha384[pcrindex];
break;
#endif

#ifdef TPM_ALG_SHA512
case TPM_ALG _SHA512:
return gc.pcrSave.sha512[pcrindex];
break;
#endif
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199  #ifdef TPM_ALG_SM3_256

200 case TPM_ALG_SM3_256:

201 return gc.pcrSave.sm3_256[pcrindex];
202 break;

203 #endif

204 default:

205 FAIL(FATAL_ERROR_INTERNAL);

206 }

207 //return NULL; // Can"t be reached

208 }

9.6.3.9 PcrisAllocated()

This fU||10tion indicates if a PCR number for the particular hash algorithm is allocated.
Table 66
Return|Value Meaning
FALSE PCR is not allocated
TRUE PCR is allocated
209 BOOL
210 PcrisAllocated (
211 UINT32 pcr, // IN: The number of the PCR
212 TPMI_ALG_HASH hashAlg // IN: The PCR @lgorithm
213 )
214 {
215 UINT32 i;
216 BOOL allocated = FALSE;
217
218 ifl(pcr < IMPLEMENTATION_PCR)
219
220
221 for(i = 0; i < gp-pcrAllocated.count; i++)
222 {
223 iT(gp-pcrAllocated.pcrSelections[i].hash == hashAlg)
224
225 iT(((gp-pcrANrocated.pcrSelections[i]-.pcrSelect[pcr/8])
226 &. (<< (pcr % 8))) != 0)
227 alloeated = TRUE;
228 else
229 aHocated = FALSE;
230 breakK;
231 }
232 3}
233 }
234 refturn~al located;
235 }

9.6.3.10 GetPcrPointer()

This function returns the address of an array of PCR based on the hash algorithm.
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Table 67
Return Value Meaning
NULL no such algorithm
not NULL pointer to the Oth byte of the Oth PCR

static BYTE *
GetPcrPointer (

TPM_ALG_ID alg, // IN: algorithm for bank
UINT32 pcrNumber // IN: PCR number
)
{
static BYTE *pcr = NULL;

ifi('PcrisAllocated(pcrNumber, alg))
return NULL;

swiitch(alg)

{
#ifdef|] TPM_ALG_SHA1l

case TPM_ALG_SHAL:
pcr = s_pcrs[pcrNumber].shalPcr;
break;
#endif]
#ifdef|] TPM_ALG_SHA256

case TPM_ALG_SHA256:
pcr = s_pcrs[pcrNumber].sha256Pcr;
break;
#endif]
#ifdef| TPM_ALG_SHA384

case TPM_ALG _SHA384:
pcr = s_pcrs[pcrNumber].sha384Pcr;
break;
#endif]
#ifdef] TPM_ALG_SHA512

cajse TPM_ALG_SHA512:
pcr = s_pcrs[pcrNumber].sha512Pcr;
break;
#endif]
#ifdef|] TPM_ALG_SM3_256

case TPM_ALG_SM3_256:
pcr = s_pcrs[pcrNumber].sm3_256Pcr;
break;
#endif]

deffault:
pAssert¢FALSE) ;
breakg;

}

) rﬂturn pcr;

9.6.3.11 IsPcrSelected()

This function indicates if an indicated PCR number is selected by the bit map in selection.
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Table 68
Return Value Meaning
FALSE PCR is not selected
TRUE PCR is selected

static BOOL
IsPcrSelected (

UINT32 pcr, // IN: The number of the PCR
TPMS_PCR_SELECTION *selection // IN: The selection structure
)
{
BOOL selected = FALSE;
ifll pcr < IMPLEMENTATION_PCR
&& ((selection->pcrSelect[pcr/8]) & (1 << (pcr % 8))) = 0)
selected = TRUE;
refturn selected;
}
9.6.3.12 FilterPcr()

This fupction modifies a PCR selection array based on the implemented-PCR.

statigd
Filten
TP

)

ul
™

//

void

Pcr(

S_PCR_SELECTION *selection /7 IN: Lapyt PCR selection
NT32 i;

S_PCR_SELECTION *allocated = NULL;

IT size of select is less than PGR_SELECT_MAX, zero the unspecified PCR

for(i = selection->sizeofSelect;# < PCR_SELECT_MAX; i++)

//

selection->pcrSelect[i] = _0O;

Find the internal confiduration for the bank

for(i = 0; 1 < gp.pcrAllocated.count; i++)

{

if(gp-pcrAllocated.pcrSelections[i].hash == selection->hash)

allocated = &gp-pcrAllocated.pcrSelections[i];
break;

for (i_=-0; i < selection->sizeofSelect; i++)

F(allocated == NULL)

i
1

}

re

© 1SO/

// 1T the required bank does not exist, clear input selection
selection->pcrSelect[i] = 0;

}

else
selection->pcrSelect[i] &= allocated->pcrSelect[i];

turn;
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9.6.3.13 PcrDrtm()

This function does the DRTM and H-CRTM processing it is called from _TPM_Hash_End().

void
PcrDrtm(
const TPMI_DH_PCR pcrHandle, // IN: the index of the PCR to be
// modified
const TPMI_ALG_HASH hash, // IN: the bank identifier
const TPM2B_DIGEST *digest // IN: the digest to modify the PCR
)
{
BYIE *ncrData = prDPaninfpr(thh prrHande)-

if[(pcrData '= NULL)

{
// Rest the PCR to zeros
MemorySet(pcrData, 0, digest->t.size);
// if the TPM has not started, then set the PCR to 0...04 angd)then extend
iT(ITPMIsStarted())
pcrData[digest->t.size - 1] = 4;
// Now, extend the value
PCRExtend(pcrHandle, hash, digest->t.size, (BYTE“*)digest->t.buffer);
}

9.6.3.14 PCRStartup()

This fumction initializes the PCR subsystem at TPM2> Startup().

void
PCRStartup(
STARTUP_TYPE type Y7 IN: startup type
)
{
UINT32 pcr,. Jd
UINT32 savelndex = 0;

g_lpcrReConfig = FALSE;
ifi(type !'= SU_RESUME)

// PCR generation counter is cleared at TPM_RESET and TPM_RESTART
gr.pcrCounter = O;

}

//] ¥yitialize/Restore PCR values
far(prr = Q; pcr < IMDIFMFNTATION_DFQ; prr++)

{
BOOL incrSavelndex = FALSE;

// 1f this is the H-CRTM PCR and we are not doing a resume and we
// had an H-CRTM event, then we don®"t change this PCR

if(pcr == HCRTM_PCR && type != SU_RESUME && g_DrtmPreStartup == TRUE)

continue;

// lterate each hash algorithm bank
for(J = 0; j < gp-pcrAllocated.count; j++)

TPMI_ALG_HASH hash = gp.pcrAllocated.pcrSelections[j]-hash;
BYTE *pcrData = GetPcrPointer(hash, pcr);
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UINT16 pcrSize = CryptGetHashDigestSize(hash);

if(pcrData != NULL)

if(type == SU_RESUME && s_initAttributes[pcr].stateSave == SET)

// Restore saved PCR value

BYTE *pcrSavedData;

pcrSavedData = GetSavedPcrPointer(
gp-pcrAllocated.pcrSelections[j]-hash,
savelndex);

MemoryCopy(pcrData, pcrSavedData, pcrSize, pcrSize);

incrSavelndex = TRUE;

}

J
else
// PCR was not restored by state save

// If the reset locality of the PCR is 4, then

// the reset value is all one"s, otherwise it is

// all zero.

if((s_initAttributes|[pcr].resetLocality & 0x10) 1= 0)
MemorySet(pcrData, OxFF, pcrSize);

else
MemorySet(pcrData, 0, pcrSize);

if(incrSavelndex == TRUE)
savelndex++;

//] Reset authValues
ifi(type '= SU_RESUME)

{
for(g =
{
}

}

0; j < NUM_AUTHVALUE_PCR.GROUP; j++)

gc.pcrAuthValues.auth[j].&;size = 0;

9.6.3.15 PCRStateSave()

This fupction is used to(saVe the PCR values that will be restored on TPM Resume.

void
PCRStgteSave(
TPM_SU type // IN: startup type
)
{
UINF32 per—3
UINT32 savelndex = O;

// if state save CLEAR, nothing to be done. Return here

iT(type ==

TPM_SU_CLEAR) return;

// Copy PCR values to the structure that should be saved to NV

for(pcr =

0; pcr < IMPLEMENTATION_PCR; pcr++)

// lterate each hash algorithm bank
for(J = 0; J < gp-pcrAllocated.count; j++)

BYTE

*pcrData;
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9.6.3.116 PCRIsStateSaved()

This

return Jalue is based on PCR attributes.

UINT32 pcrSize;
pcrData = GetPcrPointer(gp-.pcrAllocated.pcrSelections[j]-hash, pcr);

if(pcrData !'= NULL)

{
pcrSize
= CryptGetHashDigestSize(gp-pcrAllocated.pcrSelections[j]-hash);
if(s_initAttributes[pcr].stateSave == SET)
{
// Restore saved PCR value
BYTE *pcrSavedData;
P-’“' S(AV CdDutu
= GetSavedPcrPointer(gp-.pcrAllocated.pcrSelections[j].hagh,
savelndex++);
MemoryCopy(pcrSavedData, pcrData, pcrSize, pcrSize);
}
}
}
}
refturn;

function indicates if the selected PCR is a PCR that is state saved on TPM2_Shutdown(STATE). The

Table’69
Return|Value Meaning
TRUE PCR is state saved
FALSE PCR is not state saved
BOOL
PCRIsYtateSaved(
TPM1_DH_PCR handle // IN: PCR handle to be extended
)
{
UINT32 pcr = handle - PCR_FIRST;

ifi(s_initAttributes[pcr].stateSave == SET)
retury™FRUE;

ellse

réturn FALSE;

9.6.3.17 PCRIsResetAllowed()

This

function indicates if a PCR may be reset by the current command locality. The return value is based

on PCR attributes, and not the PCR allocation.
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Table 70
Return Value Meaning
TRUE TPM2_PCR_Reset() is allowed
FALSE TPM2_PCR_Reset() is not allowed
BOOL
PCRIsResetAl lowed(
TPMI_DH_PCR handle // IN: PCR handle to be extended
)
{
UI ‘IITS bUIIIIIIGIIL“.U\..a: ;ty,
UINT8 localityBits = 1;
UINT32 pcr = handle - PCR_FIRST;
//] Check for the locality
commandLocality = _plat__ LocalityGet();
#ifdefl DRTM_PCR
//] For a TPM that does DRTM, Reset is not allowed at locality™g
ifl(commandLocality == 4)
return FALSE;
#endif]
localityBits = localityBits << commandLocality;
ifi((localityBits & s_initAttributes[pcr].resetLocality) == 0)
return FALSE;
elke
return TRUE;
}
9.6.3.18 PCRChanged()
This fupction checks a PCR handle to see-if the attributes for the PCR are set so that any chang
PCR causes an increment of the pcrCounter. If it does, then the function increments the counter.
void
PCRChanged(
TPM_HANDLE pcrHandle // IN: the handle of the PCR that changed.
)
{
//] For the refexehce implementation, the only change that does not cause
//] incrementsd® a change to a PCR in the TCB group.
i fI('PCRBelongsTCBGroup(pcrHandle))
gr.pcrCounter++;
}

e to the

9.6.3.19— PCRIsExtenmdAttowed()

This function indicates a PCR may be extended at the current command locality. The return value is
based on PCR attributes, and not the PCR allocation.
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Table 71

Return Value Meaning

TRUE extend is allowed

FALSE extend is not allowed
514 BOOL
515 PCRIsExtendAl lowed(
516 TPMI_DH_PCR handle // IN: PCR handle to be extended
517 )
518 {
519 UI ‘IITS bUIIIIIIGIIL“.U\..G: ;ty,
520 UINT8 localityBits = 1;
521 UINT32 pcr = handle - PCR_FIRST;
522
523 //] Check for the locality
524 commandLocality = _plat__ LocalityGet();
525 localityBits = localityBits << commandLocality;
526 ifl((localityBits & s_initAttributes[pcr].extendLocality) == 0)
527 return FALSE;
528 elke
529 return TRUE;
530
531 }

9.6.3.20 PCRExtend()

This fumction is used to extend a PCR in a specific bank.
532 void
533 PCRExtend(
534 TPM1_DH_PCR handle, // 1IN PCR handle to be extended
535 TPMI_ALG_HASH hash, //SMN: hash algorithm of PCR
536 UINT32 size, L IN: size of data to be extended
537 BY|TE *data 7/ IN: data to be extended
538 )
539 {
540 UINT32 pcrn=-handle - PCR_FIRST;
541 BY|TE *pcrData;
542 HASH_STATE hashState;
543 UINT16 pcrSize;
544
545 pgrData = GetPcrPRointer(hash, pcr);
546
547 //] Extend ROR*IT it is allocated
548 ifi(pcrData )I'= NULL)
549 {
550 pcerSize = CryptGetHashDigestSize(hash);
551 €ryptStartHash(hash, &hashState);
552 EryptpdatebigestGhashStates—perSizespoerbata)
553 CryptUpdateDigest(&hashState, size, data);
554 CryptCompleteHash(&hashState, pcrSize, pcrData);
555
556 // If PCR does not belong to TCB group, increment PCR counter
557 iT(1PCRBelongsTCBGroup(handle))
558 gr.pcrCounter++;
559 }
560
561 return;
562 }
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9.6.3.21 PCRComputeCurrentDigest()

This function computes the digest of the selected PCR.

As a side-effect, selection is modified so that only the implemented PCR will have their bits still set.

563 void

564 PCRComputeCurrentDigest(

565 TPMI_ALG_HASH hashAlg, // IN: hash algorithm to compute digest
566 TPML_PCR_SELECTION *selection, // IN/OUT: PCR selection (Ffiltered on
567 // output)

568 TPM2B_DIGEST *digest // OUT: digest

569 )

570 {

571 HASH_STATE hashState;

572 TPMS_PCR_SELECTION *select;

573 BY[TE *pcrData; // will point to a digest

574 UINT32 pcrSize;

575 UINT32 pcr;

576 UINT32 i;

577

578 //] Initialize the hash

579 digest->t.size = CryptStartHash(hashAlg, &hashState);

580 pAssert(digest->t.size > 0 && digest->t.size < UINT16_MAX)Yy

581

582 //] 1terate through the list of PCR selection structykes

583 for(i = 0; 1 < selection->count; i++)

584 {

585 // Point to the current selection

586 select = &selection->pcrSelections[i]; /4A\Point to the current selection
587 FilterPcr(select); // Clear out theXpits for unimplemented PCR
588

589 // Need the size of each digest

590 pcrSize = CryptGetHashDigestSize(sedection->pcrSelections[i]-hash);
591

592 // lterate through the selectidn

593 for(pcr = 0; pcr < IMPLEMENTATION_PCR; pcr++)

594

595 iT(IsPcrSelected(pcritselect)) // 1s this PCR selected
596 {

597 // Get pointed~to the digest data for the bank

598 pcrData = GetPcrPointer(selection->pcrSelections[i]-hash, pcr);
599 pAssert(pcrData != NULL);

600 CryptUpdateDigest(&hashState, pcrSize, pcrData); // add to digegt
601 }

602 }

603 }

604 //] Complete hash stack

605 CriyptCompleteHash2B(&hashState, &digest->b);

606

607 rejturn;

608 }

9.6.3.22 PCRRead()

This function is used to read a list of selected PCR. If the requested PCR number exceeds the maximum
number that can be output, the selection is adjusted to reflect the actual output PCR.

609 void

610 PCRRead(

611 TPML_PCR_SELECTION *selection, // IN/OUT: PCR selection (filtered on

612 // output)

613 TPML_DIGEST *digest, // OUT: digest

614 UINT32 *pcrCounter // OUT: the current value of PCR generation
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615 // number

616 )

617 {

618 TPMS_PCR_SELECTION *select;

619 BYTE *pcrData; // will point to a digest

620 UINT32 pcr;

621 UINT32 i;

622

623 digest->count = 0;

624

625 // lterate through the list of PCR selection structures

626 for(i = 0; i < selection->count; i++)

627 {

628 llll r‘UIIIt t\J thC A" R B | Cllt QC:CL’t;U'I

629 select = &selection->pcrSelections[i]; // Point to the current selectién
630 FilterPcr(select); // Clear out the bits for unimplemented PCR
631

632 // lterate through the selection

633 for (pcr = 0; pcr < IMPLEMENTATION_PCR; pcr++)

634 {

635 iT(IsPcrSelected(pcr, select)) // Is this PCR segleécted
636

637 // Check if number of digest exceed upper bound

638 if(digest->count > 7)

639

640 // Clear rest of the current select bitmap

641 while( pcr < IMPLEMENTATION_PCR

642 // do not round up!

643 && (pcr / 8) < select->sizeofSelect)

644 {

645 // do not round up!

646 select->pcrSelect[pcr/8] &= (BYTE) ~(1 << (pcr % 8));
647 pcr++;

648 }

649 // Exit inner loop

650 break; ;

651 }

652 // Need the size of ‘each digest

653 digest->digests[digest->count].t.size =

654 CryptGetHashDigestSize(selection->pcrSelections[i]-hash);
655

656 // Get pointdr to the digest data for the bank

657 pcrData =, GetPcrPointer(selection->pcrSelections[i]-hash, pcr);
658 pAssert(pcrData != NULL);

659 // AdenNtO the data to digest

660 Memory€opy(digest->digests[digest->count] .t._buffer,

661 pcrData,

662 digest->digests[digest->count].t.size,

663 digest->digests[digest->count].t.size);

664 digest->count++;

665 +

666

667 Y If we exit inner loop because we have exceed the output upper bound
668 if(digest->count > 7 && pcr < IMPLEMENTATION_PCR)

669

670 // Clear rest of the selection

671 whille(i < selection->count)

672

673 MemorySet(selection->pcrSelections[i].pcrSelect, O,

674 selection->pcrSelections[i]-sizeofSelect);

675 i++;

676 }

677 // exit outer loop

678 break;

679 }

680 }
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681
682 *pcrCounter = gr.pcrCounter;
683
684 return;
685 }
9.6.3.23 PcrWrite()
This function is used by _TPM_Hash_End() to set a PCR to the computed hash of the H-CRTM event.
686 void
687 Pcriwrite(
688 TPMI_DH_PCR handle, // IN: PCR handle to be extended
689 TPMI_ALG_HASH hash, // IN: hash algorithm of PCR
690 TPM2B_DIGEST *digest // IN: the new value
691 )
692 {
693 UINT32 pcr = handle - PCR_FIRST;
694 BY|TE *pcrData;
695
696 //] Copy value to the PCR if it is allocated
697 pdrData = GetPcrPointer(hash, pcr);
698 ifi(pcrData = NULL)
699 {
700 MemoryCopy(pcrData, digest->t.buffer, digest->t.s¥rze, digest->t.size);
701 }
702
703 rejturn;
704 }

9.6.3.24 PCRAllocate()

This fumction is used to change the PCR allocation:

Table 72

Error Returns Meaning

TPM_RC_SUCCESS allocate success

TPM_RC NO_RESULTS allocate failed

TPM_RC_PCR improper allocation
705 TPM_R(
706 PCRAI Jocate(
707 TPML_PCRASELECTION *allocate, // IN: required allocation
708 UINT32 *maxPCR, // OUT: Maximum number of PCR
709 UINT32 *sizeNeeded, // OUT: required space
710 UINT32 *sizeAvailable // QUT: available space
711 )
712 {
713 UINT32 i, J., k;
714 TPML_PCR_SELECTION newAllocate;
715 // Initialize the flags to indicate if HCRTM PCR and DRTM PCR are allocated.
716 BOOL pcrHcrtm = FALSE;
717 BOOL pcrDrtm = FALSE;
718
719 // Create the expected new PCR allocation based on the existing allocation
720 // and the new input:
721 // 1. if a PCR bank does not appear in the new allocation, the existing
722 // allocation of this PCR bank will be preserved.
723 // 2. if a PCR bank appears multiple times in the new allocation, only the
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724 // last one will be in effect.

725 newAllocate = gp.pcrAllocated;

726 for(i = 0; 1 < allocate->count; i++)

727 {

728 for(J = 0; J < newAllocate.count; j++)

729 {

730 // 1T hash matches, the new allocation covers the old allocation
731 // for this particular bank.

732 // The assumption is the initial PCR allocation (from manufacture)
733 // has all the supported hash algorithms with an assigned bank
734 // (possibly empty). So there must be a match for any new bank
735 // allocation from the input.

736 iT(newAllocate._pcrSelections[j]-hash ==

737 O\.: :ubutc r.l\’l SC:C\:::UI IO[;] -Ilﬂoh)

738

739 newAl locate.pcrSelections[j] = allocate->pcrSelections[i];
740 break;

741 }

742 }

743 // The j loop must exit with a match.

744 pAssert(j < newAllocate.count);

745 }

746

747 //] Max PCR in a bank is MIN(implemented PCR, PCR with att{ibltes defined)
748 *maxPCR = sizeof(s_initAttributes) / sizeof(PCR_Attributes);

749 ifi(*maxPCR > IMPLEMENTATION_PCR)

750 *maxPCR = IMPLEMENTATION_PCR;

751

752 //] Compute required size for allocation

753 *ﬂizeNeeded = 0;

754 for(i = 0; 1 < newAllocate.count; i++)

755 {

756 UINT32 digestSize

757 = CryptGetHashDigestSize(newAl locate.pcrSelections[i].hash);
758 #iT deffined(DRTM_PCR)

759 ZE // Make sure that we end up with dt least one DRTM PCR

760 #  degfine PCR_DRTM (PCR_FIRST + DRTM.PCR) // for cosmetics

761 pcrDrtm = pcrDrtm || TESTUBIT(PCR_DRTM, newAllocate.pcrSelections[i])
762 #else | // if DRTM PCR is not reggired, indicate that the allocation is OK
763 pcrDrtm = TRUE;

764 #endif]

765

766 #iT degfined(HCRTM_PCR)

767 j: // and one HCRTM\PCR (since this is usually PCR 0...)

768 #  degfine PCR_HCRTM (RER_FIRST + HCRTM_PCR)

769 pcrHcrtm = pcrDrtm || TEST_BIT(PCR_HCRTM, newAllocate.pcrSelections[i]);
770 #else

771 pcrHcrtm = TRUE;

772 #endif]

773 for(§~= 0; j < newAllocate.pcrSelections[i].sizeofSelect; j++)

774 {

775 BYTE mask = 1;

776 for(k = 0; k < 8; k++)

777

778 iTf((newAllocate.pcrSelections[i].pcrSelect[j] & mask) 1= 0)
779 *sizeNeeded += digestSize;

780 mask = mask << 1;

781 }

782 }

783 }

784

785 iT('pcrDrtm || !'pcrHcrtm)

786 return TPM_RC_PCR;

787

788

789 // In this particular implementation, we always have enough space to
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// allocate PCR. Different implementation may return a sizeAvailable less

// than the sizeNeed.
*sizeAvailable = sizeof(s_pcrs);

// Save the required allocation to NV. Note that after NV is written, the

// PCR allocation in NV is no longer consistent with the RAM data
// gp-pcrAllocated. The NV version reflect the allocate after next
// TPM_RESET, while the RAM version reflects the current allocation
NvWriteReserved(NV_PCR_ALLOCATED, &newAllocate);

return TPM_RC_SUCCESS;

9.6.3.25 PCRSetValue()

This fupction is used to set the designated PCR in all banks to an initial value. The initialvalue is

and wil| be sign extended into the entire PCR.

void

PCRSetValue(
TPM_HANDLE handle, // IN: the handle of the PCR/to set
INT8 initialvalue // IN: the value to set
)

i .
in i;
UINT32 pcr = handle - PCR_FIRST;
TPMI_ALG_HASH hash;
UINT16 digestSize;
BY|[TE *pcrData;

//| Iterate supported PCR bank algorithms Yo reset
for(i = 0; i < HASH_COUNT; i++)
{
hash = CryptGetHashAlgBylndex(i)';
// Prevent runaway
iTf(hash == TPM_ALG_NULL)

break;

// Get a pointer to-tRe data
pcrData = GetPcrPointer(gp-pcrAllocated.pcrSelections[i].hash,

// 1f the PCR_-Fsvallocated
if(pcrData = NULL)

// Ard\dthe size of the digest
digestSize = CryptGetHashDigestSize(hash);

7Y Set the LSO to the input value
pcrData[digestSize - 1] = initialValue;

pcr);

77—Sign extend
if(initialvalue >= 0)

MemorySet(pcrData, 0, digestSize - 1);
else

MemorySet(pcrData, -1, digestSize - 1);

9.6.3.26 PCRResetDynamics

This function is used to reset a dynamic PCR to 0. This function is used in DRTM sequence.
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void
PCRResetDynamics(
void

)
UINT32 pcr, i;

// Initialize PCR values
for(pcr = 0; pcr < IMPLEMENTATION_PCR; pcr++)

// lterate each hash algorithm bank
for(i = 0; 1 < gp-pcrAllocated.count; i++)

{ w3 ke =
DT ITE piruata,
UINT32 pcrSize;
pcrData = GetPcrPointer(gp.pcrAllocated.pcrSelections[i].hash, (pcr);
if(pcrData = NULL)
{
pcrSize =
CryptGetHashDigestSize(gp.pcrAllocated.pcrSelections[i].hash);
// Reset PCR
// Any PCR can be reset by locality 4 shoule\be reset to O
if((s_initAttributes[pcr].resetLocality & 0x10) '= 0)
MemorySet(pcrData, 0, pcrSize);
}
}
}
refturn;

9.6.3.47 PCRCapGetAllocation()

This fumction is used to get the current allocation of PCR banks.

Table 73
Return|Value Meaning
YES: if the return count is 0
NO: if the return count is not 0
TPMI_YES _NO
PCRCapGetAl lgeation(
UINT32 count, // IN: count of return

TPML_PCR» SELECTION *pcrSelection // OUT: PCR allocation list
)

{
if(count == 0)
pcrSelection->count = 0O;
return YES;
}
else
*pcrSelection = gp.pcrAllocated;
return NO;
}
}
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9.6.3.28 PCRSetSelectBit()

This function sets a bit in a bitmap array.

static void

ISO/IEC 11889-4:2015(E)

PCRSetSelectBit(
UINT32 pcr, // IN: PCR number
BYTE *bitmap // OUT: bit map to be set
)
{
bitmap[pcr 7 8] |= (1 << (pcr % 8));
return;
}
9.6.3.19 PCRGetProperty()

This fumction returns the selected PCR property.

Table 74

Return|Value Meaning

TRUE the property type is implemented

FALSE the property type is not implemented

statig¢ BOOL

PCRGetProperty(
TPM_PT_PCR property,
TPMS_TAGGED_PCR_SELECT *select
)
{
UINT32 pcr;
UINT32 grouplndex;

sellect->tag = property;

//] Always set the bitmap to, be”the size of all PCR
sellect->sizeofSelect = (IMPLEMENTATION_PCR + 7) / 8;
//] Initialize bitmap

MemorySet(select->pcrSelect, 0, select->sizeofSelect);

//] Collecting properties
for(pcr = 0; pcr-< IMPLEMENTATION_PCR; pcr++)

{
switch{property)

Case TPM_PT_PCR_SAVE:
if(s_initAttributes[pcr].stateSave == SET)
PCRSetSelectBit(pcr, select->pcrSelect);

break;
case TPM_PT_PCR_EXTEND_LO:

iT((s_initAttributes[pcr].extendLocality & 0x01) = 0)

PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_RESET_LO:

if((s_initAttributes|[pcr].resetLocality & 0x01) !'= 0)

PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_EXTEND_L1:

if((s_initAttributes[pcr].extendLocality & 0x02) I= 0)

PCRSetSelectBit(pcr, select->pcrSelect);
break;
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case TPM_PT_PCR_RESET L1:
if((s_initAttributes|[pcr].resetLocality & 0x02) != 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_EXTEND L2:
iT((s_initAttributes|[pcr].extendLocality & 0x04) = 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_RESET L2:
if((s_initAttributes|[pcr].-resetLocality & 0x04) != 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_EXTEND_L3:

L L 2 044 |2 L - | 4+ =1 [ I aYOTalohY 1 Fah\
T o_roncer rouacCSTPCT - CATCTIOTOCar Ty O OUACUO ) - — U

PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_RESET_L3:
if((s_initAttributes[pcr].-resetLocality & 0x08) != 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_EXTEND_L4:
iT((s_initAttributes[pcr].extendLocality & 0x10) Is 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_RESET_L4:
iT((s_initAttributes[pcr].resetLocality & 0x10) != 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
case TPM_PT_PCR_DRTM_RESET:
// DRTM reset PCRs are the PCR regets by locality 4
if((s_initAttributes|[pcr].resetlocality & 0x10) !'= 0)
PCRSetSelectBit(pcr, select->pcrSelect);
break;
#iT NUM_POLICY_PCR_GROUP > 0O
case TPM_PT_PCR_POLICY:
iT(PCRBelongsPolicyGroup(pcr + PCR_FIRST, &grouplndex))
PCRSetSelectBit(per, select->pcrSelect);
break;

#endif]
#if NUM_AUTHVALUE_PCR_GROUP > O
case TPM_PT_PCR_AUTH:
iT(PCRBelongsAuthGroup(pcr + PCR_FIRST, &grouplndex))
PCRSetSelectBit(pcr, select->pcrSelect);
break;
#endif]
#1T ENABLE_PCR_NO_INCREMENT == YES
case TPM=PT_PCR_NO_INCREMENT:
KF(PCRBelongsTCBGroup(pcr + PCR_FIRST))
PCRSetSelectBit(pcr, select->pcrSelect);
break;
#endif]
default:
// 1T property is not supported, stop scanning PCR attributes
// and return.
return FALSE;
break;

}

¥
return TRUE;

9.6.3.30 PCRCapGetProperties()

This function returns a list of PCR properties starting at property.
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Table 75
Return Value Meaning
YES: if no more property is available
NO: if there are more properties not reported
TPMI_YES_NO
PCRCapGetProperties(
TPM_PT_PCR property, // IN: the starting PCR property
UINT32 count, // IN: count of returned properties
TPML_TAGGED_PCR_PROPERTY *select // OUT: PCR select
)
{
TPMI_YES_NO more = NO;
UINT32 i;
//] Initialize output property list
sellect->count = 0;
//] The maximum count of properties we may return iIs MAX_PCR_PRQPERTIES
ifl(count > MAX_PCR_PROPERTIES) count = MAX_PCR_PROPERTIES;
//] TPM_PT_PCR_FIRST is defined as 0 in spec. It ensurgs\that property
//] value would never be less than TPM_PT_PCR_FIRST
pAssert(TPM_PT_PCR_FIRST == 0);
//] 1terate PCR properties. TPM_PT _PCR_LAST is tHig Wndex of the last property
//] implemented on the TPM.
for(i = property; i <= TPM_PT_PCR_LAST; i++)
{
iT(select->count < count)
{
// 1T we have not filled up €& return list, add more properties to
iT(PCRGetProperty(i, &select->pcrProperty[select->count]))
// only increment if @b property is implemented
select->count++;
}
else
{
// 1T the retugn \Mist is full but we still have properties
// available,.report this and stop iterating.
more = YES;
break;
}
}
refturn more;
}
9.6.3.31/, PCRCapGetHandles()

This function is used to get a list of handles of PCR, started from handle. If handle exceeds the maximum
PCR handle range, an empty list will be returned and the return value will be NO.

Table 76
Return Value Meaning
YES if there are more handles available
NO all the available handles has been returned
TPMI_YES_NO

© ISO/IEC 2015 — All rights reserved

195


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

1040 PCRCapGetHandles(

1041 TPM1_DH_PCR handle, // IN: start handle
1042 UINT32 count, // IN: count of returned handles
1043 TPML_HANDLE *handleList // OUT: list of handle
1044 )
1045 {
1046 TPMI1_YES_NO more = NO;
1047 UINT32 i;
1048
1049 pAssert(HandleGetType(handle) == TPM_HT_PCR);
1050
1051 // Initialize output handle list
1052 handleList->count = 0O;
1053
1054 //] The maximum count of handles we may return is MAX_CAP_HANDLES
1055 ifi(count > MAX_CAP_HANDLES) count = MAX_CAP_HANDLES;
1056
1057 //] Iterate PCR handle range
1058 for(i = handle & HR_HANDLE_MASK; i <= PCR_LAST; i++)
1059 {
1060 iTf(handleList->count < count)
1061 {
1062 // If we have not filled up the return list, add thi's PCR
1063 // handle to it
1064 handleList->handle[handleList->count] = i + PCR~-KIRST;
1065 handleList->count++;
1066 }
1067 else
1068 {
1069 // If the return list is full but we gtyM 1 have PCR handle
1070 // available, report this and stop KteFating
1071 more = YES;
1072 break;
1073 }
1074 }
1075 rejfturn more;
1076 }
9.7 PP.c
9.7.1 Introduction
This filg¢ contains the functions that support the physical presence operations of the TPM.
9.7.2 Includes
1 #include "lnternalRoutines._h"
9.7.3 Functions

9.7.3.1 PhysicalPresencePrelnstall_Init()

This function is used to initialize the array of commands that require confirmation with physical presence.
The array is an array of bits that has a correspondence with the command code.

This command should only ever be executable in a manufacturing setting or in a simulation.

void

PhysicalPresencePrelnstall_Init(
void

AWN
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//
Me

//
if

//
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Clear all the PP commands
morySet(&gp.ppList, O,
((TPM_CC_PP_LAST - TPM_CC_PP_FIRST + 1) + 7) / 8);

TPM_CC_PP_Commands always requires PP
(CommandlIsImplemented(TPM_CC_PP_Commands))
PhysicalPresenceCommandSet(TPM_CC_PP_Commands) ;

Write PP list to NV

NvWriteReserved(NV_PP_LIST, &gp.ppList);

refetH 5

9.7.3.2

PhysicalPresenceCommandSet()

This function is used to indicate a command that requires PP confirmation.

void

Physiq
TP
)

ul
//
//
PA

//
if]

function is called
ssert(Commandlsimplemented(commandCode)) ;

IT the command is not a PP command, i0«i0re it
(commandCode < TPM_CC_PP_FIRST || commandCode > TPM_CC_PP_LAST)
return;

biftPos = commandCode - TPM_CC_PP.EIRST;

//] Set bit
gpl-ppList[bitPos/8] |= 1 <<l«(bitPos % 8);
rejturn;

}

9.7.3.3 PhysicalPresenceCommandClear()

This fuiction is used-to indicate a command that no longer requires PP confirmation.

alPresenceCommandSet(

| CC commandCode // IN: command code

NT32 bitPos;

Assume command is implemented. It should be\¢hecked before this

void
PhysigalPresenceCommandClear(
TPM CC commandCode // IN: command code
)
{
UINT32 bitPos;
// Assume command is implemented. It should be checked before this
// Tunction is called

pAssert(CommandlsImplemented(commandCode)) ;

//

IT the command is not a PP command, ignore it

iT(commandCode < TPM_CC_PP_FIRST || commandCode > TPM_CC_PP_LAST)

//

© 1SO/
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if

(commandCode == TPM_CC_PP_Commands)
return;

bitPos = commandCode - TPM_CC_PP_FIRST;

// Set bit
gp-ppList[bitPos/8] |= (1 << (bitPos % 8));
// Flip it to off
gp-ppList[bitPos/8] "= (1 << (bitPos % 8));
return;

}

9.7.3.4 PhysicalPresencelsRequired()

This function indicates if PP confirmation is required for a command.

Table 77
Return|Value Meaning
TRUE if physical presence is required
FALSE if physical presence is not required
BOOL
PhysigalPresencelsRequired(
TPM_CC commandCode // IN: command gede
)
{
UINT32 bitPos;
//] it the input commandCode is not ayRP command, return FALSE
ifi(commandCode < TPM_CC_PP_FIRST | |\commandCode > TPM_CC_PP_LAST)

return FALSE;

biftPos = commandCode - TPM_CC¢RP_FIRST;

//

Check the bit map. I1f(the bit is SET, PP authorization is required

refturn ((gp-ppList[bitRos/8] & (1 << (bitPos % 8))) = 0);

}
9.7.3.5 PhysicalPresenceCapGetCCList()
This function returns a list of commands that require PP confirmation. The list starts from the first
implemented-command that has a command code that the same or greater than commandCode.
Table 78

Return Value Meaning
YES if there are more command codes available
NO all the available command codes have been returned
TPMI_YES_NO
PhysicalPresenceCapGetCCList(

TPM_CC commandCode, // IN: start command code

UINT32 count, // IN: count of returned TPM_CC

TPML_CC *commandList // OUT: list of TPM_CC

)
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{
TPMI_YES_NO more = NO;
UINT32 i;
// Initialize output handle list
commandList->count = O;
// The maximum count of command we may return is MAX_CAP_CC
iT(count > MAX_CAP_CC) count = MAX_CAP_CC;
// Collect PP commands
for(i = commandCode; i <= TPM_CC_PP_LAST; i++)
A _ .
If(r‘hyblba:r‘l COCIIUC:QRCHUI L] Cd(l))
if(commandList->count < count)
{
// If we have not filled up the return list, add this conjyand
// code to it
commandList->commandCodes[commandList->count] = i;
commandList->count++;
}
else
{
// If the return list is full but we still_kga¥e PP command
// available, report this and stop iteratiRg
more = YES;
break;
}
}
}
rejfturn more;
}
9.8 [Session.c
9.8.1 Introduction
The cofle in this file is used to manage the session context counter. The scheme implemented here is a
"truncajed counter". This scheme allows the TPM to not need TPM_SU_CLEAR for a very long pgriod of
time and still not have the contéxt count for a session repeated.
The copnter (contextCounter)in this implementation is a UINT64 but can be smaller. The "tracking array"
(contextArray) only has_16-bits per context. The tracking array is the data that needs to be sayjed and
restorefl across TPMASU_STATE so that sessions are not lost when the system enters the sleep state.
Also, when the TRM-is active, the tracking array is kept in RAM making it important that the number of
bytes for eachentry be kept as small as possible.
The THM. prevents collisions of these truncated values by not allowing a contextID to be assigped if it
would hethe same as an existing value. Since the array holds 16 bits, after a context has been salved, an

additional 2716-1 contexts may be saved before the count would again match. The normal expectation is
that the context will be flushed before its count value is needed again but it is always possible to have
long-lived sessions.

The contextID is assigned when the context is saved (TPM2_ContextSave()). At that time, the TPM will
compare the low-order 16 bhits of contextCounter to the existing values in contextArray and if one
matches, the TPM will return TPM_RC_CONTEXT_GAP (by construction, the entry that contains the
matching value is the oldest context).

The expected remediation by the TRM is to load the oldest saved session context (the one found by the
TMP), and save it. Since loading the oldest session also eliminates its contextID value from contextArray,
there TPM will always be able to load and save the oldest existing context.

© 1SO/

IEC 2015 — All rights reserved

199


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

A WNPE

~N o

ISO/IEC 11889-4:2015(E)

In the worst case, software may have to load and save several contexts in order to save an additional
one. This should happen very infrequently.

When the TPM searches contextArray and finds that none of the contextlIDs match the low-order 16-bits
of contextCount, the TPM can copy the low bits to the contextArray associated with the session, and
increment contextCount.

There is one entry in contextArray for each of the active sessions allowed by the TPM implementation.
This array contains either a context count, an index, or a value indicating the slot is available (0).

The index into the contextArray is the handle for the session with the region selector byte of the session
set to zero. If an entry in contextArray contains 0, then the corresponding handle may be assigned to a

session._If the entry contains a value that is less than or equal to the number of loaded sessions for the
TPM, then the array entry is the slot in which the context is loaded.

EXAMPLE If the TPM allows 8 loaded sessions, then the slot numbers would be 1-8 and a contextAftary valye in that
range would represent the loaded session.

NOTE When the TPM firmware determines that the array entry is for a loaded session, it Willsubtract 1 to dreate the
zero-based slot number.

There is one significant corner case in this scheme. When the contextCount,is equal to a valug in the
rray, the oldest session needs to be recycled or flushed. In ordef\to recycle the session,|it must
be loaded. To be loaded, there must be an available slot. Rather than require that a spare [slot be
available all the time, the TPM will check to see if the contextCéunt is equal to some valug in the
rray when a session is created. This prevents the last session slot from being used when it is

If a TPIM with both 1. 2 and 2. 0 functionality uses this scheme’for both 1. 2 and 2. 0 sessions, and the list
contexts is read with TPM_GetCapabiltiy(), thexTPM will create 32-bit representations off the list
that coptains 16-bit values (the TPM2_GetCapability():returns a list of handles for active sessions$ rather
than a|list of contextID). The full contextID has high-order bits that are either the same as the [current
contexfCount or one less. It is one less if the 16-bits of the contextArray has a value that is larger than the

Includes, Defines, and Local Variables

SESSION_C

#include "InternalRoutinesih”
#include "Platform.h"
#include "SessionProcess: fp.h"

9.8.3 File ScopeFunction -- ContextldSetOldest()

This function is.called when the oldest contextIlD is being loaded or deleted. Once a saved |context
becomgs the oldest, it stays the oldest until it is deleted.

Finding theoldest is a bit tricky. It is not just the numeric comparison of values but is dependen{ on the
value of contextCounter.

EXAMPLE Assume we have a small contextArray with 8, 4-bit values with values 1 and 2 used to indicate the loaded
context slot number. Also assume that the array contains hex values of (0 0 1 0 3 0 9 F) and that the
contextCounter is an 8-bit counter with a value of 0x37. Since the low nibble is 7, that means that values above
7 are older than values below it and, in this example, 9 is the oldest value.

NOTE if we subtract the counter value, from each slot that contains a saved contextlD we get (- - - - B - 2 - 8) and the
oldest entry is now easy to find.

static void

ContextldSetOldest(
void
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)
{
CONTEXT_SLOT lowBits;
CONTEXT_SLOT entry;
CONTEXT_SLOT smallest = ((CONTEXT_SLOT) ~0);
UINT32 i;
// Set oldestSaveContext to a value indicating none assigned
s_oldestSavedSession = MAX_ACTIVE_SESSIONS + 1;
lowBits = (CONTEXT_SLOT)gr.contextCounter;
for(i = 0; 1 < MAX_ACTIVE_SESSIONS; i++)
{ _
Ulltl_y - ul -\’UIItCI\tAI lu_y[l];
// only look at entries that are saved contexts
iT(entry > MAX_LOADED_SESSIONS)
{
// Use a less than or equal in case the oldest
// is brand new (= lowBits-1) and equal to our initial
// value for smallest.
iT(((CONTEXT_SLOT) (entry - lowBits)) <= smallest)
smallest = (entry - lowBits);
s_oldestSavedSession = i;
}
}
}
//] When we finish, either the s_oldestSavedSessior~still has its initial
//] value, or it has the index of the oldest sav€d context.
}

9.8.4 Startup Function -- SessionStartup()

This fumction initializes the session subsystem_en TPM2_Startup().

void

SessignStartup(
STRRTUP_TYPE type
)

UINT32 i;

//] Initialize sesspon slots. At startup, all the in-memory session slots
//| are cleared ®pd marked as not occupied

for(i = 0; 1.<\MAX_LOADED_SESSIONS; i++)

s_sessions[i]-occupied = FALSE; // session slot is not occupied

//] The_¥ree session slots the number of maximum allowed loaded sessions
reeSessionSlots = MAX_LOADED_SESSIONS;

/ 2 8 ot S A—s

// scan the saved array of session context counts, and clear any entry that
// references a session that was in memory during the state save since that

// memory was not preserved over the ST_SAVE.
if(type == SU_RESUME || type == SU_RESTART)
{

// On ST_SAVE we preserve the contexts that were saved but not the ones

// in memory
for (i = 0; 1 < MAX_ACTIVE_SESSIONS; i++)
{

// If the array value is unused or references a loaded session then

// that loaded session context is lost and the array entry is
// reclaimed.

© ISO/IEC 2015 — All rights reserved

201


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IE

C 11889-4:2015(E)

ifT (gr.contextArray[i] <= MAX_LOADED_SESSIONS)
gr.contextArray[i] = O;

// Find the oldest session in context ID data and set it in
// s _oldestSavedSession
ContextldSetOldest();

y been

}
else
{
// For STARTUP_CLEAR, clear out the contextArray
for (i = 0; i < MAX_ACTIVE_SESSIONS; i++)
gr.contextArray[i] = O;
gr.contextCounter = MAX_LOADED_SESSIONS + 1;
// Initialize oldest saved session
s_oldestSavedSession = MAX_ACTIVE_SESSIONS + 1;
}
return;
}
9.8.5 Access Functions
9.8.5.1 SessionlsLoaded()
This fupction test a session handle references a loaded session. The handle must have previous
checkefl to make sure that it is a valid handle for an authorization session.
NOTE A PWAP authorization does not have a session.
Table 79
Return|Value Meaning
TRUE if session-is loaded
FALSE if it is\not loaded
BOOL
SessiqnlsLoaded(
TPM_HANDLE handle // IN: session handle
)
{
pAssert( HandleGetType(handle) == TPM_HT_POLICY_SESSION
ldA~HandleGetType(handle) == TPM_HT_HMAC_SESSION);
handle™ = handle & HR_HANDLE_MASK;
//La¥ out of range of possible active session, or not assigned to a loaded
// session return false
if( handle >= MAX_ACTIVE_SESSIONS
|1 gr.contextArray[handle] ==
|1 gr.contextArray[handle] > MAX_LOADED_SESSIONS
return FALSE;
return TRUE;
}
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9.8.5.2 SessionlsSaved()

This function test a session handle references a saved session. The handle must have previously been
checked to make sure that it is a valid handle for an authorization session.

NOTE An password authorization does not have a session.

This function requires that the handle be a valid session handle.

Table 80
Return Malue I\/In:uning
TRUE if session is saved
FALSE if it is not saved
108 BOOL
109 SessignlsSaved(
110 TPM_HANDLE handle // IN: session handle
111 )
112 {
113 pAssert( HandleGetType(handle) == TPM_HT_POLICY_SESS LON
114 |1 HandleGetType(handle) == TPM_HT_HMAC_SESSLON)/;
115
116 handle = handle & HR_HANDLE_MASK;
117 //] if out of range of possible active session, @r ‘wot assigned, or
118 //] assigned to a loaded session, return false
119 ifiC handle >= MAX_ACTIVE_SESSIONS
120 |1 gr.contextArray[handle] == 0
121 |1 gr.contextArray[handle] <= MAX_LOADED" SESSIONS
122
123 return FALSE;
124
125 refturn TRUE;
126 }
9.8.5.3 SessionPCRValuelsCurrent()
This fupction is used to check if PCR values have been updated since the last time they were chdcked in
a policy session.
This function requires thie,session is loaded.
Table 81
Return|Value Meaning
TRUE if PCR value is current
FALSE if PCR value is not current
127 BOOL
128 SessionPCRValuelsCurrent(
129 TPMI_SH_POLICY handle // IN: session handle
130 )
131 {
132 SESSION *session;
133
134 pAssert(SessionlsLoaded(handle));
135
136 session = SessionGet(handle);
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if( session->pcrCounter =0
&& session->pcrCounter != gr.pcrCounter
)
return FALSE;
else
return TRUE;
}
9.8.5.4 SessionGet()

This function returns a pointer to the session object associated with a session handle.

The fu

SESSI(
Sessiq
TP

)
cQ

PA

PA

/7
//
se

' + oot tlo + + l aeaal
CUuUTT |cqunco UIAU 1T OSOTOOSIUINT 10 TUAUTU.
N *
nGet(

| HANDLE handle // IN: session handle

NTEXT_SLOT sessionlndex;

ssert( HandleGetType(handle) == TPM_HT_POLICY_SESSION
|| HandleGetType(handle) == TPM_HT_HMAC_SESSION

ssert((handle & HR_HANDLE_MASK) < MAX_ACTIVE_SESSIONS);

get the contents of the session array. Beca(se session is loaded, we
should always get a valid sessionlndex
ssionlndex = gr.contextArray[handle & HR_HANDLE_MASK] - 1;

pAssert(sessionindex < MAX_LOADED_SESSIONS);

refturn &s_sessions[sessionlndex].session;
}
9.8.6 Utility Functions
9.8.6.1 ContextldSessionCreate()
This fupction is called when-a session is created. It will check to see if the current gap would prevent a
context from being saved. If so it will return TPM_RC_CONTEXT_GAP. Otherwise, it will try to|find an
open slpt in contextArrayy set contextArray to the slot.
This rolitine requires-that the caller has determined the session array index for the session.

Table 82
return type TPM _RC
TPM_RC_SUCCESS context ID was assigned
TPM_RC_CONTEXT_GAP can't assign a new contextID until the oldest saved session context is
recycled
TPM_RC_SESSION_HANDLE there is no slot available in the context array for tracking of this
session context

static TPM_RC
ContextldSessionCreate (

TPM_HANDLE *handle, // OUT: receives the assigned handle. This will

// be an index that must be adjusted by the
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212
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// caller according to the type of the
// session created

015(E)

UINT32 sessionlndex // IN: The session context array entry that will

// be occupied by the created session

)

pAssert(sessionindex < MAX_LOADED_SESSIONS);

// check to see if creating the context is safe

// lIs this going to be an assignment for the last session context
// array entry? |If so, then there will be no room to recycle the
// oldest context if needed. |If the gap is not at maximum, then

i N ol - -

£+ 4+ 4+ .
// TC Wi D pPOSSTOTC O Save—a COMcCXT 11 1 oetomeS—TietesSSary -

ifil s_oldestSavedSession < MAX_ACTIVE_SESSIONS
&& s_freeSessionSlots == 1)
{

// See if the gap is at maximum
if( (CONTEXT_SLOT)gr.contextCounter
== gr.contextArray[s_oldestSavedSession])

// Note: if this is being used on a TPM.combined, this\ return
// code should be transformed to an approprigts

// I1SO/IEC 11889 (first edition) error code{fgr this case.
return TPM_RC_CONTEXT_GAP;

}

//] Find an unoccupied entry in the contextArray
for(*handle = 0; *handle < MAX_ACTIVE_SESSIONS;/(*handle)++)

{
if(gr.contextArray[*handle] == 0)

// indicate that the session ass@¢rated with this handle
// references a loaded session

gr.contextArray[*handle] = (CONTEXT_SLOT)(sessionlndex+1);
return TPM_RC_SUCCESS;

}
}
refturn TPM_RC_SESSION_HANDLES;
9.8.6.2 SessionCreate()
This funpction does the detailed work for starting an authorization session. This is done in a
routine|rather than in the) action code because the session management may differ in implemen

This implementation.uses a fixed memory allocation to hold sessions and a fixed allocation to |
contexyD for the Saved contexts.

Table 83

support
tations.
old the

Error Reto+as Meanreg

TPM_RC_CONTEXT_GAP need to recycle sessions

TPM_RC_SESSION_HANDLE active session space is full

TPM_RC_SESSION_MEMORY loaded session space is full

TPM_RC

SessionCreate(
TPM_SE sessionType, // IN: the session type
TPMI_ALG_HASH authHash, // IN: the hash algorithm
TPM2B_NONCE *nonceCaller, // IN: initial nonceCaller
TPMT_SYM_DEF *symmetric, // IN: the symmetric algorithm
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215 TPMI_DH_ENTITY bind, // IN: the bind object
216 TPM2B_DATA *seed, // IN: seed data

217 TPM_HANDLE *sessionHandle // OUT: the session handle
218 )

219 {

220 TPM_RC result = TPM_RC_SUCCESS;

221 CONTEXT_SLOT slotindex;

222 SESSION *session = NULL;

223

224 pAssert( sessionType == TPM_SE_HMAC

225 || sessionType == TPM_SE_POLICY

226 |l sessionType == TPM_SE_TRIAL);

227

228 // :f thCl A>3 AaArT < o \JPCII QPUtQ ;II thU QCQJ;UII Aanrt uy, thcll LAY 'J\J;Ilt ;II E=jw1en ) \4II;I g
229 ifi(s_freeSessionSlots == 0)

230 return TPM_RC_SESSION_MEMORY;

231

232 //] Find a space for loading a session

233 for(slotindex = 0; slotlndex < MAX_LOADED_SESSIONS; slotlndex++)
234 {

235 // lIs this available?

236 iT(s_sessions[slotIndex].occupied == FALSE)

237 {

238 session = &s_sessions[slotIndex].session;

239 break;

240 }

241 }

242 //] if no spot found, then this is an internal errok
243 pAssert (slotlndex < MAX_LOADED_SESSIONS);

244

245 //] Call context ID function to get a handle ) YPM_RC_SESSION_HANDLE may be
246 //] returned from ContextldHandelAssign()

247 result = ContextldSessionCreate(sessionHandle, slotlndex);
248 if[(result '= TPM_RC_SUCCESS)

249 return result;

250

251 //f** Only return from this pointson is TPM_RC_SUCCESS
252

253 //] Can now indicate that the_gession array entry is occupied.
254 s_[freeSessionSlots—-;

255 s_|sessions[slotIndex].occupied = TRUE;

256

257 //] Initialize the session data

258 MemorySet(session, 0y sizeof(SESSION));

259

260 //] Initialize ipternal session data

261 sejssion->authHashAlg = authHash;

262 //] Initializ8ssession type

263 if[(sessionType == TPM_SE_HMAC)

264 {

265 *sessionHandle += HMAC_SESSION_FIRST;

266

267 }

268 else

269 {

270 *sessionHandle += POLICY_SESSION_FIRST;

271

272 // For TPM_SE POLICY or TPM_SE_TRIAL

273 session->attributes.isPolicy = SET;

274 iT(sessionType == TPM_SE_TRIAL)

275 session->attributes.isTrialPolicy = SET;

276

277 // Initialize policy session data

278 SessionlnitPolicyData(session);

279

280 // Create initial session nonce
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session->nonceTPM.t.size = nonceCaller->t.size;
CryptGenerateRandom(session->nonceTPM.t.size, session->nonceTPM.t.buffer);

// Set up session parameter encryption algorithm
session->symmetric = *symmetric;

// If there is a bind object or a session secret, then need to compute
// a sessionKey.
if(bind = TPM_RH_NULL |]] seed->t.size != 0)
{
// sessionKey = KDFa(hash, (authValue || seed), "ATH', nonceTPM,
// nonceCaller, bits)
// The HMAC key for generating the sessionSecret can be the concatenation

= o ] &l &l L
77 OfF Al aouCiiol TZacioi varoc arna. o scect varoc

// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters'" for normative)|KDF
// label values.

TPM2B_TYPE(KEY, (sizeof(TPMT_HA) + sizeof(seed->t._buffer)));
TPM2B_KEY key;

UINT16 hashSize; // The size of the hash Used by the
// session crated by this command
TPM2B_AUTH entityAuth; // The authValue off the entity
// associated witdty HMAC session

// Get hash size, which is also the length of sessyohKey
hashSize = CryptGetHashDigestSize(session->authHashAlQ);

// Get authValue of associated entity
entityAuth.t_size = EntityGetAuthValue(bind," &entityAuth_t._buffer);

// Concatenate authValue and seed

pAssert(entityAuth.t.size + seed->t.size <= <K>sizeof(key.t.buffer));
MemoryCopy2B(&key.b, &entityAuth.b > sizeof(key.t.buffer));
MemoryConcat2B(&key.b, &seed->b, S¥zZeof(key.t.buffer));

session->sessionKey.t.size = hashSize;

// Compute the session key

// See ISO/IEC 11889-1,,c¥ause 5.4, "KDF Label Parameters'™ for normative |KDF

// label values.

KDFa(session->authHashAlg, &key.b, "ATH", &session->nonceTPM.b,
&nonceCaller->b,; hashSize * 8, session->sessionKey.t._buffer, NULL);

//] Copy the namg" ®f the entity that the HMAC session is bound to
//] Policy sessiorf is not bound to an entity
ifilbind '= TPMLRH NULL && sessionType == TPM_SE_HMAC)

session->attributes. isBound = SET;
SessionComputeBoundEntity(bind, &session->ul.boundEntity);
3
//] Ni¥there is a bind object and it is subject to DA, then use of this sessign
// is subject to DA regardless of how it is used.

session->attributes. isDaBound = (bind '= TPM_RH_NULL)

&& (IsDAExempted(bind) == FALSE);

// 1T the session is bound, then check to see if it is bound to lockoutAuth

session->attributes. isLockoutBound = (session->attributes.isDaBound == SET)
&& (bind == TPM_RH_LOCKOUT);

return TPM_RC_SUCCESS;
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9.8.6.3 SessionContextSave()

This function is called when a session context is to be saved. The contextID of the saved session is
returned. If no contextID can be assigned, then the routine returns TPM_RC_CONTEXT_GAP. If the
function completes normally, the session slot will be freed.

This function requires that handle references a loaded session. Otherwise, it should not be called at the

first place.
Table 84
Error Returns Meaning
TPM_REC_CONTEXT_GAP a contextID could not be assigned.
TPM_RC_TOO_MANY_CONTEXTS | the counter maxed out
344 TPM_R(
345 SessignContextSave (
346 TPM_HANDLE handle, // IN: session handle
347 CONTEXT_COUNTER *contextlID // OUT: assigned contex&lD
348 )
349 {
350 UINT32 contextindex;
351 CONTEXT_SLOT slotlIndex;
352
353 pAssert(SessionlsLoaded(handle));
354
355 //] check to see if the gap is already maxed oDt
356 //] Need to have a saved session
357 ifil s_oldestSavedSession < MAX_ACTIVE_SESSIONS
358 // if the oldest saved session has the same value as the low bits
359 // of the contextCounter, then & GAP is maxed out.
360 && gr.contextArray[s_oldestSavedSession] == (CONTEXT_SLOT)gr.contextCountgr)
361 return TPM_RC_CONTEXT_GAP;
362
363 //] if the caller wants the contékxt counter, set it
364 ifi(contextID != NULL)
365 *contextlD = gr.contexkCounter;
366
367 pAssert((handle & HR_HANDLE_MASK) < MAX_ACTIVE_SESSIONS);
368
369 contextindex = handle' & HR_HANDLE_MASK;
370
371 //] Extract the sebksion slot number referenced by the contextArray
372 //] because weare going to overwrite this with the low order
373 //] contextkDVvalue.
374 sljptindex = gr.contextArray[contextindex] - 1;
375
376 //] Sgt_the contextID for the contextArray
377 grl-contextArray[contextindex] = (CONTEXT_SLOT)gr.contextCounter;
378
379 // Increment the counter
380 gr.contextCounter++;
381
382 // In the unlikely event that the 64-bit context counter rolls over...
383 if(gr.contextCounter == 0)
384 {
385 // back it up
386 gr.contextCounter--;
387 // return an error
388 return TPM_RC_TOO_MANY_CONTEXTS;
389 }
390 // if the low-order bits wrapped, need to advance the value to skip over
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//
if

//
if

//
S_

//
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the values used to indicate that a session is loaded
(((CONTEXT_SLOT)gr .contextCounter) == 0)
gr.contextCounter += MAX_LOADED_SESSIONS + 1;

If no other sessions are saved, this is now the oldest.
(s_oldestSavedSession >= MAX_ACTIVE_SESSIONS)
s_oldestSavedSession = contextlndex;

Mark the session slot as unoccupied
sessions[slotindex].occupied = FALSE;

and indicate that there is an additional open slot

s_freeSessionSlots++;

rdturn TPM_RC_SUCCESS;

9.8.6.4
This fu
context

If the ¢
TPM_R

SessionContextLoad()

hction is used to load a session from saved context. The session handle-must be for g

ap is at a maximum, then the only session that can be loaded iS¢he oldest session, ot
C_CONTEXT_GAP is returned.

This fumpction requires that handle references a valid saved session.

Table 85
Error Heturns Meaning
TPM_RC_SESSION_MEMORY no free session slots
TPM_REC_CONTEXT_GAP the gap count is maximum and this is not the oldest saved context
TPM_R(
SessignContextlLoad(
SESSION *session, // IN: session structure from saved context
TPM_HANDLE *handle // IN/OUT: session handle
)
{
UINT32 contextindex;
CONTEXT_SLOT slotlindex;
pAssert( Hand leGetType(*handle) == TPM_HT_POLICY_SESSION
|| HandleGetType(*handle) == TPM_HT_HMAC_SESSION);
//] Don*t\fother looking If no openings
ifl(s_freeSessionSlots == 0)

feturn TPM_RC_SESSION_MEMORY;

saved

herwise

//
fo

//

Find a free session slot to load the session
r(slotindex = 0; slotlndex < MAX_LOADED_SESSIONS; slotlndex++)
iT(s_sessions[slotIndex].occupied == FALSE) break;

if no spot found, then this is an internal error

pAssert (slotlndex < MAX_LOADED_SESSIONS);

Cco

ntextlndex = *handle & HR_HANDLE MASK; // extract the index

// 1f there is only one slot left, and the gap is at maximum, the only session

//

context that we can safely load is the oldest one.

iT( s_oldestSavedSession < MAX_ACTIVE_SESSIONS

© 1SO/

&& s_freeSessionSlots ==
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436 && (CONTEXT_SLOT)gr.contextCounter == gr.contextArray[s_oldestSavedSession]
437 && contextlndex != s_oldestSavedSession

438 )

439 return TPM_RC_CONTEXT_GAP;

440

441 pAssert(contextlndex < MAX_ACTIVE_SESSIONS);

442

443 // set the contextArray value to point to the session slot where
444 // the context is loaded

445 gr.contextArray[contextindex] = slotlndex + 1;

446

447 // if this was the oldest context, find the new oldest
448 if(contextindex == s_oldestSavedSession)

449 CUI |tc/\t : dSCtC : dcat() ;

450

451 //] Copy session data to session slot

452 s_fsessions[slotlIndex].session = *session;

453

454 //] Set session slot as occupied

455 s_fsessions[slotindex].occupied = TRUE;

456

457 //| Reduce the number of open spots

458 s_[freeSessionSlots--;

459

460 refturn TPM_RC_SUCCESS;

461  }

9.8.6.5 SessionFlush()

This fupction is used to flush a session referenced by its handle. If the session associated with handle is
loaded ) the session array entry is marked as available,

This fuction requires that handle be a valid active session.

462 void

463 SessignFlush(

464 TPM_HANDLE handle Y/ IN: loaded or saved session handle
465 )

466 {

467 CONTEXT_SLOT slotlndex;

468 UINT32 contextindex; // Index into contextArray
469

470 pAssert( ( HandleGetType(handle) == TPM_HT_POLICY_SESSION
471 |1 HandleGetType(handle) == TPM_HT_HMAC_SESSION

472 )

473 && (SessionlsLoaded(handle) || SessionlsSaved(handle))
474 );

475

476 //] Flusi=context ID of this session

477 //] Conivert handle to an index into the contextArray

478 contextindex = handle & HR_HANDLE_MASK;

479

480 pAssert(contextlndex < <K>sizeof(gr.contextArray)/sizeof(gr.contextArray[0]));
481

482 // Get the current contents of the array

483 slotindex = gr.contextArray[contextlndex];

484

485 // Mark context array entry as available

486 gr.contextArray[contextindex] = O;

487

488 // 1s this a saved session being flushed

489 iT(slotlndex > MAX_LOADED_SESSIONS)

490

491 // Flushing the oldest session?
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547

el

}
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if(contextindex == s_oldestSavedSession)
// It so, find a new value for oldest.
ContextldSetOldest();

se
// Adjust slot index to point to session array index
slotindex -= 1;
// Free session array index
s_sessions[slotlindex].occupied = FALSE;
s_freeSessionSlots++;

reltu rn;

9.8.6.9

This fu
handle

SessionComputeBoundEntity()

nction computes the binding value for a session. The binding value for a.reserved handl
itself. For all the other entities, the authValue at the time of binding is included to

squattimg. For those values, the Name and the authValue are concatenated-into the bind buffer

will not

void
Sessiq
TP
TP

)

P
IN

7/
bi

//
//

/7
/7

both fit, the will be overlapped by XORing() bytes. If XOR is required;the bind value will be
nComputeBoundEntity(

I_DH_ENTITY entityHandle, // IN: handle of, ertity

2B_NAME *bind // OUT: bindigdyvalue

2B_AUTH auth;
T16 overlap;

Get name
nd->t_size = EntityGetName(entigyHandle, &bind->t.name);

// The bound value of a resexved handle is the handle itself
if(bind->t.size == sizeof(TPM_HANDLE)) return;

For all the other eptities, concatenate the auth value to the name.
Get a local copy of the auth value because some overlapping
may be necessary

au

o N

N

h.t.size = EntityGetAuthValue(entityHandle, &auth._t._buffer);
sert(auth.t._gsize <= <K>sizeof(TPMU_HA));

Figure ou®3T there will be any overlap
rlap =-bind->t.size + auth.t.size - sizeof(bind->t_name);

b is the
prevent
If they
full.

}

el

{

© 1SO/

Theren 1s overlap if the combined sizes are greater than will fit
(averlap > 0)

// The overlap area is at the end of the Name

BYTE *result = &bind->t_name[bind->t.size - overlap];

int i;

// XOR the auth value into the Name for the overlap area
for(i = 0; 1 < overlap; i++)
result[i] ~= auth.t_buffer[i];
se

// There is no overlap
overlap = 0;
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//copy the remainder of the authData to the end of the name
MemoryCopy(&bind->t.name[bind->t.size], &auth.t.buffer[overlap],
auth._t._.size - overlap, sizeof(bind->t.name) - bind->t.size);

// Increase the size of the bind data by the size of the auth - the overlap
bind->t.size += auth.t.size-overlap;

return;

9.8.6.7 SessionlInitPolicyData()

This fupction Initializes the portons of the Session policy data that are not set by the allocatpn of a
sessior.

void

SessigninitPolicyData(
SESSION *session // IN: session handle
)

{

//] Initialize start time
sejssion->startTime = go.clock;

//] Initialize policyDigest. policyDigest is initialized)with a string of 0 ¢f
//] session algorithm digest size. Since the policy algady contains all zeros
//] it is only necessary to set the size

seission->u2_policyDigest.t.size = CryptGetHashDigestSize(session->authHashAlg);
refturn;

9.8.6.8 SessionResetPolicyData()

This fuction is used to reset the policy data without changing the nonce or the start time of the segsion.

void

SessignResetPolicyData(
SESSION *session // IN: the session to reset
)

{
seission->commandCode = 03 // No command

//] No locality sglgeted
MemorySet(&session->commandLocality, 0, sizeof(session->commandLocality));

//] The cpHasfiNsize to zero
sejssion->ulscpHash.b.size = 0;

//] No (Timeout
session->timeOut = 0;

// Reset the pcrCounter
session->pcrCounter = 0;

// Reset the policy hash
MemorySet(&session->u2._policyDigest.t.buffer, O,
session->u2.policyDigest.t._size);

// Reset the session attributes
MemorySet(&session->attributes, 0, sizeof(SESSION_ATTRIBUTES));

// set the policy attribute
session->attributes.isPolicy = SET;
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SessionCapGetLoaded()

This function returns a list of handles of loaded session, started from input handle

Handle must be in valid loaded session handle range, but does not have to point to a loaded session.

Table 86
Return Value Meaning
YES if there are more handles available
NO all the available handles has been returned
TPMI_YES NO
SessiqnCapGetLoaded(
TPMI_SH_POLICY handle, // IN: start handle
UINT32 count, // IN: count of returned handles
TPML_HANDLE *handleList // OUT: list of handle
)
{
TPMI_YES_NO more = NO;
UINT32 i;
pAssert(HandleGetType(handle) == TPM_HT_LOADED_SESSION).
//] Initialize output handle list
handleList->count = 0;
//] The maximum count of handles we may retury) ¥s MAX_CAP_HANDLES
ifi(count > MAX_CAP_HANDLES) count = MAX_CAP\.HANDLES;
//] Iterate session context ID slots to@et loaded session handles
for(i = handle & HR_HANDLE_MASK; 1 < MAX_ACTIVE_SESSIONS; i++)
{
// If session is active
iT(gr.contextArray[i] !'= 0)
// 1T session is lpaded
iT (gr.contextArrayi] <= MAX_LOADED_SESSIONS)
if(handleList->count < count)
{
SESSION *session;
7/ 1T we have not filled up the return list, add this
// session handle to it
// assume that this is going to be an HMAC session
handle = i + HMAC_SESSION_FIRST;
session = SessionGet(handle);
if(session->attributes.isPolicy)
handle = i + POLICY SESSION FIRST;
handleList->handle[handleList->count] = handle;
handleList->count++;
}
else
{
// 1T the return list is full but we still have loaded object
// available, report this and stop iterating
more = YES;
break;
}
}
}
}

© ISO/IEC 2015 — All rights reserved
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651

652 return more;
653

654 }

9.8.6.10 SessionCapGetSaved()

This function returns a list of handles for saved session, starting at handle.

Handle must be in a valid handle range, but does not have to point to a saved session.

Table-87

Return|Value Meaning

YES if there are more handles available

NO all the available handles has been returned
655 TPMI_YES_NO
656 SessignCapGetSaved(
657 TPMI1_SH_HMAC handle, // IN: start handle
658 UINT32 count, // IN: count of returned\R&ndles
659 TPML_HANDLE *handleList // OUT: list of handle
660 )
661 {
662 TPMI_YES_NO more = NO;
663 UINT32 i;
664
665 pAssert(HandleGetType(handle) == TPM_HT_ACTIVE_SESSION);
666
667 //] Initialize output handle list
668 handleList->count = 0O;
669
670 //] The maximum count of handles wg~ay return is MAX_CAP_HANDLES
671 ifi(count > MAX_CAP_HANDLES) coun&= MAX_CAP_HANDLES;
672
673 //] Iterate session context IDvSlots to get loaded session handles
674 for(i = handle & HR_HANDLE-WMASK; 1 < MAX_ACTIVE_SESSIONS; i++)
675 {
676 // If session is actdve
677 if(gr.contextArray[i] '= 0)
678
679 // 1T sess¥on is saved
680 iT (gr-centextArray[i] > MAX_LOADED_SESSIONS)
681
682 if(handleList->count < count)
683 {
684 // If we have not filled up the return list, add this
685 // session handle to it
686 handleList->handle[handleList->count] = i + HMAC_SESSION_FIRST;
687 handlTeList->count++;
688 }
689 else
690 {
691 // 1T the return list is full but we still have loaded object
692 // available, report this and stop iterating
693 more = YES;
694 break;
695 }
696 }
697 }
698 }
699

214 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

700
701
702

703
704
705
706
707
708
709

710
711
712
713
714
715
716

717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732

ISO/IEC 11889-4:2015(E)

return more;

9.8.6.11 SessionCapGetLoadedNumber()

This function return the number of authorization sessions currently loaded into TPM RAM.

UINT32
SessionCapGetLoadedNumber(
void

)

o
refturn MAX_LOADED_SESSIONS - s_freeSessionSlots;
}

9.8.6.12 SessionCapGetLoadedAvail()

This fupction returns the number of additional authorization sessions, of any type, that could be|loaded
into TPM RAM.

NOTE In other implementations, this number might just be an estimate. The-only constraint for the estimate|is, if it is
one or more, then at least one session needs to be loadable.

UINT34
SessignCapGetLoadedAvai l (
volid
)

refturn s_freeSessionSlots;

9.8.6.13 SessionCapGetActiveNumbep()

This fupction returns the number of active-authorization sessions currently being tracked by the TPM.

UINT39
SessignCapGetActiveNumber(
volid
)
{
UINT32 i;
UINT32 num = O;

//] 1terate jthe context array to find the number of non-zero slots
for(i =503 i1 < MAX_ACTIVE_SESSIONS; i++)
{

}

return num;

iF(gr.contextArray[i] 1= 0) num++;

9.8.6.14 SessionCapGetActiveAvail()
This function returns the number of additional authorization sessions, of any type, that could be created.

This not the number of slots for sessions, but the number of additional sessions that the TPM is capable
of tracking.
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UINT32
SessionCapGetActiveAvail(
void
)
{
UINT32 i;
UINT32 num = O;

// lterate the context array to find the number of zero slots

for(i = 0; i1 < MAX_ACTIVE_SESSIONS; i++)

if(gr.contextArray[i] == 0) num++;

}
rdturn num;

3
9.9 Time.c
9.9.1 Introduction

This file contains the functions relating to the TPM's time functions<ineluding the interface| to the

implemientation-specific time functions.

9.9.2 Includes

#include "InternalRoutines.h"
#include "Platform.h"

9.9.3 Functions

9.9.3.1 TimePowerOn()

This fumction initialize time info at _ TPMUit().

void
TimePgqweron(
volid

)

TPM_SU orderlyShutDown;

//] Read opd€rly data info from NV memory
NvReadReserved (NV_ORDERLY_DATA, &go);

//| Réadl orderly shut down state flag

NvReadReserved(NV_ORDERLY, &orderlyShutDown);

// 1f the previous cycle is orderly shut down, the value of the safe bit

// the same as previously saved. Otherwise,
if(orderlyShutDown == SHUTDOWN_NONE)
go.clockSafe= NO;
else
go.clockSafe = YES;

// Set the initial state of the DRBG
CryptDrbgGetPutState(PUT_STATE);

// Clear time since TPM power on
g_time = 0;

216

it is not safe.
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return;
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9.9.3.2 TimeStartup()

This function updates the resetCount and restartCount components of TPMS_CLOCK_INFO structure at

TPM2_Startup().

void
TimeStartup(
STARTUP TYPE type [/ IN- start up type
)
{
ifi(type == SU_RESUME)
// Resume sequence
gr.restartCount++;
}
else
{
iT(type == SU_RESTART)
{
// Hibernate sequence
gr.clearCount++;
gr.restartCount++;
}
else
{
// Reset sequence
// Increase resetCount
gp-resetCount++;
// Write resetCount to NV
NvWriteReserved(NV_RESET_COUNT, &gp-resetCount);
gp-totalResetCount++;
// We do not expect ®)€e total reset counter overflow during the life
// time of TPM. iRt ever happens, TPM will be put to failure mode
// and there is-Ne~way to recover it.
// The reason that there is no recovery is that we don"t increment
// the NV tatalResetCount when incrementing would make it O. When thd
// TPM staRes’ up again, the old value of totalResetCount will be read
// and we\will get right back to here with the increment failing.
iT(gp.tetalResetCount == 0)
FAIM_(FATAL_ERROR_INTERNAL);
7Y Write total reset counter to NV
NvWriteReserved(NV_TOTAL_RESET_COUNT, &gp-totalResetCount);
77 Reset restartcount
gr.restartCount = O;
}
}
return;
}

9.9.3.3 TimeUpdateToCurrent()

This function updates the Time and Clock in the global TPMS_TIME_INFO structure.
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In this implementation, Time and Clock are updated at the beginning of each command and the values
are unchanged for the duration of the command.

Because Clock updates may require a write to NV memory, Time and Clock are not allowed to advance if
NV is not available. When clock is not advancing, any function that uses Clock will fail and return
TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE.

This implementations does not do rate limiting. If the implementation does do rate limiting, then the Clock
update should not be inhibited even when doing rather limiting.

void
TimeUpdateToCurrent(
void
)
{
UINT64 oldClock;
UINT64 elapsed;
#define CLOCK_UPDATE_MASK ((1ULL << NV_CLOCK_UPDATE_INTERVAL)- 1)

(NvIsAvailable() !'= TPM_RC_SUCCESS)
return;

Save the old clock value
Clock = go.clock;

Update the time info to current
psed = _plat__ClockTimeElapsed();
.clock += elapsed;

ime += elapsed;

//] Check to see if the update has caused;a\¥vieed for an nvClock update

//] CLOCK_UPDATE_MASK is measured by secgne, while the value in go.clock is
//] recorded by millisecond. Align then€lock value to second before the bit
//] operations

if|( ((go.clocks/1000) | CLOCK_UPDATEI"MASK)

> ((oldClock/1000) | CLOEK’ UPDATE_MASK))

// Going to update the tipe state so the safe flag
// should be set
go.clockSafe = YES;

// Get the DRBG ¢state before updating orderly data
CryptDrbgGetPutState(GET_STATE);

NvWriteReserved(NV_ORDERLY_DATA, &go);
}

//] Call gebf healing logic for dictionary attack parameters
DASelfHeal O ;

reftufi;

9.9.34 TimeSetAdjustRate()

This function is used to perform rate adjustment on Time and Clock.

void

TimeSetAdjustRate(
TPM_CLOCK_ADJUST adjust // IN: adjust constant
))

switch(adjust)
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{
case TPM_CLOCK_COARSE_SLOWER:
_plat__ClockAdjustRate(CLOCK_ADJUST_COARSE) ;
break;
case TPM_CLOCK_COARSE_FASTER:
_plat__ClockAdjustRate(-CLOCK_ADJUST_COARSE);
break;
case TPM_CLOCK_MEDIUM_SLOWER:
_plat__ClockAdjustRate(CLOCK_ADJUST_MEDIUM);
break;
case TPM_CLOCK_MEDIUM_FASTER:
_plat__ClockAdjustRate(-CLOCK_ADJUST_MEDIUM) ;
break;
_plat__ClockAdjustRate(CLOCK_ADJUST_FINE);
break;
case TPM_CLOCK_FINE_FASTER:
_plat___ClockAdjustRate(-CLOCK_ADJUST_FINE);
break;
case TPM_CLOCK_NO_CHANGE:
break;
default:
pAssert(FALSE);
break;
}
refturn;
}
9.9.3.5 TimeGetRange()
This fupction is used to access TPMS_TIME_INFO. ‘The TPMS_TIME_INFO structure is treadegl as an
array of bytes, and a byte offset and length determine’what bytes are returned.
Table 88
Error Returns Meaning
TPM_RC _RANGE invafid-data range
TPM_R(
TimeGgtRange(
UINT16 offset, // IN: offset in TPMS_TIME_INFO
UINT16 size, // IN: size of data
TIME_INFO *dataBuffer // OUT: result buffer
)
{
TPMS_TIME> INFO timelnfo;
UINT16 infoSize;
BY[TE infoData[sizeof(TPMS_TIME_INFO)];
BYHFE *htffers
// Fill TPMS TIME_INFO structure
timelnfo.time = g_time;
TimeFillInfo(&timelnfo.clockInfo);
// Marshal TPMS_TIME_INFO to canonical form
buffer = infoData;
infoSize = TPMS_TIME_INFO_Marshal (&timelnfo, &buffer, NULL);
// Check if the input range is valid
iTf(offset + size > infoSize) return TPM_RC_RANGE;
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// Copy info data to output buffer
infoData + offset, size, sizeof(TIME_INFO));

MemoryCopy(dataBuffer,

return TPM_RC_SUCCESS;

9.9.3.6

TimeFillInfo

This function gathers information to fill in a TPMS_CLOCK_INFO structure.

void
TimeFillInfo(

220

T
)

cl
cl
cl

//
/7
if]

el

S_CLOCK_INFO

not "'safe".

clockInfo->safe
se
clockInfo->safe

refturn;

*clockInfo

ocklInfo->clock = go.clock;
pockInfo->resetCount = gp.resetCount;

ockInfo->restartCount = gr.restartCount;

IT NV is not available, clock stopped advancing and the valué Treported is

(NvIsAvailable() == TPM_RC_SUCCESS)

go.clockSafe;

NO;
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10 Support
10.1 AlgorithmCap.c

10.1.1 Description

ISO/IEC 11889-4:2015(E)

This file contains the algorithm property definitions for the algorithms and the code for the

TPM2_GetCapability() to return the algorithm properties.

10.1.2

1 Ll DU =
IMreTuaucs arfu CrlIiTtics

#include "InternalRoutines.h"

struct

| ALG_ID
A_ALGORITHM
1THM;

const ALGORITHM

TPM_ALG_RSA
M_ALG_RSA,

TPM_ALG_SHA1
M_ALG_SHA1,

TPM_ALG_HMAC
M_ALG_HMAC,

TPM_ALG_AES
M_ALG_AES,

TPM_ALG_MGF1
M_ALG_MGF1,
M_ALG_KEYEDHASH,
TPM_ALG_XOR
M_ALG_XOR,
TPM_ALG_SHA256
M_ALG_SHA256,

TPM_ALG~SHA384
M_ALG\SHA384,

TPM-ALG_SHA512
LALG SHAR12

alglD;
attributes;

s_algorithms[]

{1,

{0,

{0,

{0,

{0,

{0.

{0,

{0,

{0,

{0

0,

0,

1,

0,

03},

03},

. 03},

0}},

0}}.

0}},

0}},

0}},

0}}.,

0}}

{
#endi

#ifdef TPM_ALG_WHIRLPOOL512

{TPM_ALG_WHIRLPOOL512,

#endi

#ifdef TPM_ALG_SM3_256
{TPM_ALG_SM3_256,

#endi

#ifdef TPM_ALG_SM4
{TPM_ALG_SM4,

#endif

#ifdef TPM_ALG_RSASSA
{TPM_ALG_RSASSA,

#endi

{0,

{0,

0,

1,

0,

0,

0,

0,

0,

0}}.

0, 1, 0, 0, 0, 0, 0, O}},

{0, 1, 0, 0, 0, 0, O, O, 0}},

{1, 0, 0, 0, 0, 1, 0, 0, O}},
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#ifdef
{T
#endi
#ifdef
{T
#endi
#ifdef
{T
#endi
#ifdef
{T
#endi
#ifdef

C 11889-4:2015(E)

TPM_ALG_RSAES
PM_ALG_RSAES, {1,

TPM_ALG_RSAPSS
PM_ALG_RSAPSS, {1,

TPM_ALG_OAEP
PM_ALG_OAEP, {1,

TPM_ALG_ECDSA
PM_ALG_ECDSA, {1,

TPM_ALG_ECDH

M_ALC Con £4

0}}.

0}},

0}},

0}}.,

fa% i |

{T
#endif]
#ifdef

{T
#endif]
#ifdef

{T
#endif]
#ifdef

{T
#endif
#ifdeT

{T
#endif]
#ifdef

{T
#endif
#ifdeT

{T
#endif]

{7

#ifdef
{T
#endif
#ifdef
{T
#endif]
#ifdef
{T
#endif
#ifdef
{T
#endif]
#ifdef
{T
#endif]
#ifdef

W_\CO_CCUT T, L

TPM_ALG_ECDAA
PM_ALG_ECDAA, {1,

TPM_ALG_ECSCHNORR
PM_ALG_ECSCHNORR, {1,

TPM_ALG_KDF1_SP800_56a
PM_ALG_KDF1_SPS800_56a,{0,

TPM_ALG_KDF2
PM_ALG_KDF2, {0,

TPM_ALG_KDF1_SP800_108
PM_ALG_KDF1_SP800_108, {0,

TPM_ALG_ECC
PM_ALG_ECC, {1,
PM_ALG_SYMCIPHER, {0,

TPM_ALG_CAMELLIA
PM_ALG_CAMELLIA, {0,

TPM_ALG_CTR
PM_ALG_CTR, {0,

TPM_ALG_OFB
PM_ALG_OFB, {0,

TPM_ALG_CBC
PM_ALG_CBC, {0,

TPM_ALG-CFB
PM_ALG\CFB, {0,

TPM-ALG_ECB

{7

PMWALG_ECB, {0,

]

. 03},

0}},

0}}.,

0},

0%},

03},

0}},

0}},

0}},

0}}.

0}}.,

0}},

0}%.

#endi
};

10.1.3 AlgorithmCapGetimplemented()

This function is used by TPM2_GetCapability() to return a list of the implemented algorithms.
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107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
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Table 89
Return Value Meaning
YES more algorithms to report
NO no more algorithms to report
TPMI_YES_NO
AlgorithmCapGetiImplemented(
TPM_ALG_ID alglD, // IN: the starting algorithm ID
UINT32 count, // IN: count of returned algorithms
TPML_ALG_PROPERTY *algList // OUT: algorithm list
)
{
TPMI_YES_NO more = NO;
UINT32 i;
UINT32 algNum;
//] initialize output algorithm list
algList->count = 0;
//] The maximum count of algorithms we may return is MAX_CARCALGS.
ifl(count > MAX_CAP_ALGS)
count = MAX_CAP_ALGS;
//] Compute how many algorithms are defined in s_algocsthms array.
algNum = sizeof(s_algorithms) / sizeof(s_algorithms[0]);
//] Scan the implemented algorithm list to seeI there is a match to "alglD"
for(i = 0; 1 < algNum; i++)
{
// 1T alglD is less than the starting\algorithm ID, skip it
if(s_algorithms[i].alglD < alglD)
continue;
if(algList->count < count)
// 1T we have not Filled\up the return list, add more algorithms
// to it
algList->algProperties[algList->count].alg = s_algorithms[i].alglD;
algList->algProperties[algList->count].algProperties =
s_algorithps[i¥] .attributes;
algList->count++;
}
else
{
/7 1T return list is full but we still have algorithms
// available, report this and stop scanning.
mere = YES;
hxeak;
}
}
return more;
}
LIB_EXPORT
void
AlgorithmGetImplementedVector(
ALGORITHM_VECTOR *implemented // OUT: the implemented bits are SET
)
{
int index;
// Nothing implemented until we say it is
© ISO/IEC 2015 — All rights reserved
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165
166
167
168
169
170
171
172
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e

12
13
14
15
16
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MemorySet(implemented, 0, sizeof(ALGORITHM_VECTOR));

for(index = (sizeof(s_algorithms) / sizeof(s_algorithms[0])) - 1;
index >= 0;

index--)
SET_BIT(s_algorithms[index].alglD, *implemented);
return;
}
10.2 Bits.c

10.2.1 Introduction

This filg contains bit manipulation routines. They operate on bit arrays.

The Oth bit in the array is the right-most bit in the Oth octet in the array.

NOTE If pAssert() is defined, the functions will assert if the indicated bit number is outside-of{the range of bAl

the assert is handled is implementation dependent.

10.2.2| Includes

#include "InternalRoutines.h"

10.2.3| Functions

10.2.3]1 BitlsSet()

This function is used to check the setting of a bit in am, array of bits.

Table 90

Return|Value Meaning

TRUE bit is'set

FALSE bit)is not set

BOOL

Bitls3et(
unsigned int bitNum, // IN: number of the bit in "bArray”
BY|TE *bArray, // IN: array containing the bits
unsigned ¢ arraySize // IN: size in bytes of “"bArray”
)

{

pAssert(arraySize > (bitNum >> 3));
reftbrri((bArray[bitNum >> 3] & (1 << (bitNum & 7))) != 0);

10.2.3.2  BitSet()

This function will set the indicated bit in bArray.

void

BitSet(
unsigned int bitNum, // IN: number of the bit in "bArray”
BYTE *bArray, // IN: array containing the bits
unsigned int arraySize // IN: size in bytes of "bArray”

ray. How

224 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

17
18
19
20

22
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26
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)
{
pAssert(arraySize > bitNum/8);
bArray[bitNum >> 3] |= (1 << (bitNum & 7));
}
10.2.3.3 BitClear()

This function will clear the indicated bit in bArray.

void

BitClear(
unsigned int bitNum, // IN: number of the bit In "bArray”.
BY|TE *bArray, // IN: array containing the bits
unsigned int arraySize // IN: size in bytes of “bArray”
)

{

pAssert(arraySize > bitNum/8);

bArray[bitNum >> 3] &= ~(1 << (bitNum & 7));

10.3 [CommandAttributeData.c

This is|the command code attribute array for GetCapability(). Both.this array and s_commandAttributes

providgs command code attributes, but tuned for different purpose.

statidg const TPMA CC S

0

cAttr [] = {

{Ox011f¥, O, 1, 0, 0, 2, O, O, O}, /A/TPM_CC_NV_UndefineSpaceSpecial
{0x0120, 0, 1, 0, 0, 2, 0, 0O, 0O}, ¥ TPM_CC_EvictControl

{O0x0121, O, 1, 1, 0, 1, O, O, O}, J/ TPM_CC_HierarchyControl
{0x0122, 0, 1, 0, 0, 2, O, O, 0O}, // TPM_CC_NV_UndefineSpace
{0x0123, 0, 0, 0, 0, O, O, O, O}y // No command

{0x0124, 0, 1, 1, 0, 1, 0, 0, 0O}, // TPM_CC_ChangeEPS

{0x0125, 0, 1, 1, 0, 1, O, 0,003}, // TPM_CC_ChangePPS

{Ox0126, O, 1, 1, 0, 1, 0, O, O}, // TPM_CC Clear

{O0x0127, 0, 1, 0, O, 1, 0¢H)0, O}, // TPM_CC ClearControl

{O0x0128, 0, 1, 0, O, 1,0y O, O3}, // TPM_CC_ClockSet

{0x0129, 0, 1, 0O, 0,-X,,°0, O, O}, // TPM_CC_ HierarchyChangeAuth
{0x012a, O, 1, 0, 0O, &, 0, O, O}, // TPM_CC_NV_DefineSpace

{0x012b, 0, 1, 0,.0,"1, 0, 0, 0O}, // TPM_CC PCR_Allocate

{O0x012¢, O, 1,. 0y 0, 1, 0, O, O}, // TPM_CC_PCR_SetAuthPolicy
{0x012d, 0, 1,~\0, 0, 1, 0, 0, 0}, // TPM_CC_PP_Commands

{0x012e, 0,(1,70, O, 1, O, 0, 0O}, // TPM_CC_SetPrimaryPolicy
{O0x012f¥, @, .0, 0O, O, 2, 0, O, O}, // TPM_CC FieldUpgradeStart
{0x01305 0, O, 0, O, 1, 0, O, O}, // TPM_CC_ClockRateAdjust
{0x0131% 0, 0, 0, O, 1, 1, O, O}, // TPM_CC CreatePrimary

{0x0132, 0, 0, 0, O, 1, O, O, O}, // TPM_CC _NV_GlobalWritelLock
{0o%x0133, o0, 1, 0, O, 2, O, O, 0O}, // TPM_CC_GetCommandAuditDigest
{0x0134, 0, 1, 0, 0, 2, 0, O, O}, // TPM_CC_NV_Increment

{0x0135, 0, 1. 0. 0, 2., 0., O, 0O}, // TPM_CC NV_SetBits

{0x0136, 0, 1, 0, 0, 2, 0, 0, 0O}, // TPM_CC NV_Extend

{0x0137, 0, 1, 0, 0, 2, O, O, O3}, // TPM_CC_NV_Write

{0x0138, 0, 1, 0, 0, 2, 0, 0, 0O}, // TPM_CC_NV_WritelLock

{0x0139, 0, 1, 0, 0, 1, O, O, O3}, // TPM_CC _DictionaryAttackLockReset
{0x013a, 0O, 1, 0, 0, 1, 0, O, O}, // TPM_CC_DictionaryAttackParameters
{0x013b, 0O, 1, 0, 0, 1, O, O, O}, // TPM_CC_NV_ChangeAuth

{0x013¢c, 0, 1, 0, 0, 1, 0, 0, 0}, // TPM_CC_PCR_Event

{0x013d, 0, 1, 0, 0, 1, 0, O, O3}, // TPM_CC_PCR_Reset

{0x013e, 0, 0, O, 1, 1, 0, O, O}, // TPM_CC_SequenceComplete
{0x013f, 0, 1, 0, 0, 1, O, O, O}, // TPM_CC_SetAlgorithmSet
{0x0140, 0, 1, 0, 0, 1, 0, 0, 0}, // TPM_CC_SetCommandCodeAuditStatus
{0x0141, 0, 1, 0, O, O, O, 0O, 0O}, // TPM_CC_FieldUpgradeData
{0x0142, 0, 1, 0, 0, O, O, 0, 0}, // TPM_CC_IncrementalSelfTest
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{0x0143, 0, 1, 0, 0, O, O, 0, 0}, // TPM_CC SelfTest
{0x0144, 0, 1, 0, 0, 0, O, O, O3}, // TPM_CC_Startup

{0x0145, 0, 1, 0, 0, O, O, 0, 0O}, // TPM_CC_Shutdown
{O0x0146, 0, 1, 0, 0, O, O, O, O3}, // TPM_CC_StirRandom
{Oox0147, 0, 0, 0, 0O, 2, 0, O, O}, // TPM_CC_ ActivateCredential
{O0x0148, 0, 0, 0, 0, 2, 0, O, O3}, // TPM_CC Certify

{0x0149, 0, 0, 0, 0, 3, 0, 0, 0}, // TPM_CC_PolicyNV
{0x014a, 0, 0, 0, 0, 2, 0, O, O}, // TPM_CC_CertifyCreation
{0x014b, 0, 0, 0, 0, 2, 0, 0, 0O}, // TPM_CC Duplicate
{0x014¢c, 0, 0, 0, 0, 2, 0, O, O}, // TPM_CC GetTime

{0x014d, o, 0, 0, 0, 3, 0, O, O}, // TPM_CC _GetSessionAuditDigest
{0x014e, 0, 0, 0, 0, 2, 0, O, O}, // TPM_CC NV_Read

{0x014f¥, 0, 0, 0, 0, 2, 0, O, O3}, // TPM_CC_NV_ReadLock
JAUTIOU; U, U, U, U, Z, U, U,; Uy, 77 T N_Co_Ubjolotoriarigema ot
{0x0151, o0, O, 0, 0, 2, O, O, O3}, // TPM_CC_PolicySecret
{0x0152, o, 0, 0, O, 2, O, O, O3}, // TPM_CC_Rewrap

{0x0153, o, 0, 0, O, 1, O, O, O}, // TPM_CC _Create

{0x0154, 0, 0, 0, 0, 1, 0, 0, 0}, // TPM_CC _ECDH_ZGen
{0x0155, o0, 0, 0, O, 1, O, O, O}, // TPM_CC_HMAC

{0x0156, 0, 0, O, O, 1, 0, 0, 0O}, // TPM_CC_Import

{O0x0157, 0, 0, 0, O, 1, 1, O, O}, // TPM_CC_Load

{0x0158, 0, 0, O, O, 1, O, 0, 0}, // TPM_CC Quote

{0x0159, o0, 0O, 0, O, 1, O, O, O3}, // TPM_CC_RSA Deqrypt
{O0x015a, 0, 0O, 0O, 0O, O, O, O, O}, // No command

{0x015b, 0, O, 0, O, 1, 1, O, O}, // TPM_CC_HMAC\Start
{Oox015¢, 0, 0, 0O, O, 1, O, O, O}, // TPM_CC_SeguenceUpdate
{0x015d, o0, 0, 0, O, 1, O, O, O3}, // TPM_CC \SQagn

{0x015e, 0, 0, O, 0, 1, 0, 0, 0}, // TPM_CQ\Unseal

{0x015f, o0, 0, O, O, O, O, O, O}, // Noyzgommand

{0x0160, 0, 0, O, 0, 2, 0, 0, 0O}, // ¥PI\ CC PolicySigned
{Ox0161, 0O, O, 0, O, O, 1, O, O3}, /K PN_CC_ContextLoad
{0x0162, 0, 0, 0, 0, 1, 0O, 0, 0O}, % “TPM_CC_ContextSave
{O0x0163, 0, O, 0, 0O, 1, O, O, O}, ¥/ TPM_CC_ECDH_KeyGen
{O0x0164, 0, 0, 0, 0, 1, 0, O, O3}, // TPM_CC_EncryptDecrypt
{0x0165, 0, 0, 0, 0, O, 0, O, O}, // TPM_CC_FlushContext
{oxo166, 0, 0, O, O, O, O, O, Q}, // No command

{0x0167, 0, 0, O, 0, O, 1, 0,-0%, // TPM_CC_LoadExternal
{Ox0168, 0, O, 0, 0, 1, 0, 0,00}, // TPM_CC_MakeCredential
{0x0169, 0, 0, 0, 0, 1, 040, O}, // TPM_CC _NV_ReadPublic
{0x016a, 0, 0, 0, O, 1,,0y 0, 0}, // TPM_CC_PolicyAuthorize
{0x016b, 0, 0, O, 0,.1;,~0, O, O}, // TPM_CC PolicyAuthVvalue
{0x016¢c, 0, 0, 0, 05\, O, O, O}, // TPM_CC_PolicyCommandCode
{O0x016d, 0, 0, 0,,03"1, 0, O, O}, // TPM_CC PolicyCounterTimer
{0x016e, 0O, 0, Oy 0O, 1, O, O, O}, // TPM_CC_PolicyCpHash
{O0x016f, 0, 0s~0Q, O, 1, O, O, O}, // TPM_CC PolicyLocality
{0x0170, 0,050, 0O, 1, O, O, O}, // TPM_CC_PolicyNameHash
{0x0171, 0,0, 0, 0O, 1, 0, O, O}, // TPM_CC_PolicyOR
{0x01725%0y 0, 0, 0O, 1, O, O, O}, // TPM_CC_PolicyTicket
{0x0173¢ 0, O, 0, 0, 1, O, O, O3}, // TPM_CC_ReadPublic
{0x04%4, 0, 0, 0, O, 1, 0, 0, 0O}, // TPM_CC_RSA Encrypt
{ox0175, o, 0, 0, 0O, O, O, O, O}, // No command

{0x0176, 0, 0, 0, 0, 2, 1, 0, 0O}, // TPM_CC_StartAuthSession
{O0x0177, 0, 0, O, O, 1, O, O, O}, // TPM CC VerifySignature
{O0x0178, 0, 0, 0, 0, O, O, O, O}, // TPM_CC _ECC Parameters
{0x0179, 0, 0O, 0, 0, O, O, O, O3}, // TPM_CC_FirmwareRead
{0x017a, 0, 0, O, O, O, O, 0, 0O}, // TPM_CC_GetCapability
{0x017b, 0, 0O, 0O, 0, O, O, O, O}, // TPM_CC_GetRandom
{O0x017¢, 0, 0O, 0, 0O, O, O, O, O}, // TPM_CC GetTestResult
{O0x017d, 0, 0, 0, 0, O, O, O, O}, // TPM_CC_Hash

{0x017e, 0, 0, 0O, 0, O, O, 0, 0O}, // TPM_CC_PCR_Read
{Ox017f¥, 0, 0, 0, O, 1, 0, O, O}, // TPM_CC_PolicyPCR
{0x0180, 0, 0, 0, 0, 1, 0, O, 0}, // TPM_CC PolicyRestart
{O0x0181, 0, 0, 0, 0O, O, O, O, O}, // TPM_CC ReadClock
{0x0182, 0, 1, 0, O, 1, 0, 0O, 0O}, // TPM_CC_PCR_Extend
{0x0183, 0, 0, 0, O, 1, O, O, O}, // TPM_CC_PCR_SetAuthValue
{0x0184, 0, 0, 0, 0, 3, 0, 0, 0}, // TPM_CC_NV_Certify
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{0x0185, 0, 1, 0, 1, 2, O, O, O}, // TPM_CC_EventSequenceComplete
{Ox0186, 0, 0, 0, 0, O, 1, O, O3}, // TPM_CC_HashSequenceStart
{O0x0187, 0, 0, 0, O, 1, O, O, O}, // TPM_CC PolicyPhysicalPresence
{oxo188, o0, 0, 0, O, 1, O, 0O, 0O}, // TPM_CC_PolicyDuplicationSelect
{0x0189, 0, 0, 0, O, 1, 0, 0, 0O}, // TPM_CC PolicyGetDigest
{0x018a, 0, 0, 0, 0, O, O, 0O, 0O}, // TPM_CC_TestParms
{0x018b, 0, 0, O, O, 1, 0, 0, 0O}, // TPM_CC_Commit
{0x018¢c, 0, 0, 0, 0, 1, O, O, O}, // TPM_CC_PolicyPassword
{0x018d, 0, 0, 0, 0, 1, 0, 0, 0O}, // TPM_CC_ZGen_2Phase
{0x018e, 0, 0, 0, 0, O, O, O, O}, // TPM_CC_EC_Ephemeral
{0Ox018f, 0, 0, 0, 0, 1, O, O, O} // TPM_CC PolicyNvWritten

};

typedef UINT16 _ATTR_;

#defin NOF—HAPLEEMENTED AR

#define ENCRYPT_2 (ATTR))(@A << 0)

#define ENCRYPT_4 (ATTR)(@A << 1

#define DECRYPT_2 (ATTR))(A << 2)

#define DECRYPT_4 (ATTR)(@A << 3)

#define HANDLE_1 USER _ATTR (A << 4)

#define HANDLE_1_ADMIN (ATTR)(@A << 5)

#define HANDLE_1_DUP (ATTR))(@A << 6)

#define HANDLE_2 USER (CATTR)@ << 7))

#define PP_COMMAND (ATTR))(@A << 8)

#define IS _IMPLEMENTED (CATTR)(@Q << 9)

#define NO_SESSIONS (ATTR)) (A << 10)

#define NV_COMMAND (ATTR)( << 1D

#define PP_REQUIRED (ATTR) (A << 12)

#define R_HANDLE (ATTR)) (1 << 13)

This is the command code attribute structure.

typede

statid const COMMAND_ATTRIBUTES

UINT16 COMMAND_ATTRIBUTES;

s_commandAttributes [] = {

(_ATTR_)(CC_NV_UndefineSpaceSpecial &
(1S_IMPLEMENTED+HANDLE_1_ADMIN+HANDLE_2 USER+PP _COMMAND)), //
(_ATTR_)(CC_EvictControl
(I1S_IMPLEMENTED+HANDLE_1_USER+PP COMMAND)) //
ATTR_) (CC_HierarchyControl
(I1S_IMPLEMENTED+HANDLE_1_USER+PP COMMAND)) //
ATTR_) (CC_NV_UndefineSpace
s_1 'LEMENTED+HANDLE_l_USER+PP_COMMAND)), //
C(RTTR) (NOT_IMPLEMENTED),
// 0x0[123 - Not assigned
ATTR_) (CC_ChangeERS *
(1S_IMPLEMENTED+HANDLE )I_USER+PP COMMAND)) //
ATTR_) (CC_ChangePPS
(I1S_IMPLEMENTED+HANDLE_1_USER+PP COMMAND)) //
ATTR_) (C€_Clear
(1S_IMPLEMENTEDHANDLE_1_USER+PP COMMAND)) //

as_|1

(
as_|l

ATTR_9-€CCC_ ClearControl
PLEMENTED+HANDLE_1_USER+PP COMMAND))
ATTR )(CC CIockSet

_ATTR_)(CC_NV_DefineSpace

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP COMMAND))

(_ATTR_)(CC_PCR_Allocate
(IS_IMPLEMENTED+HANDLE_1_USER+PP COMMAND))
(_ATTR_)(CC_PCR SetAuthPollcy

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP COMMAND))
_ATTR_)(CC_PP_Commands

- ATTR_)(CC HlerarchyChangeAuth
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP COMMAND))

*

(1S_IMPLEMENTED+HANDLE_1_USER+PP REQUIRED))
(_ATTR_)(CC_ SetPrlmaryPollcy

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND)),
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0x012e

227


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

150 _ATTR_)(CC_FieldUpgradeStart *

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMIN+PP COMMAND)) // 0x012f
151 (_ATTR_)(CC_ClockRateAdjust

(IS_IMPLEMENTED+HANDLE_1_USER+PP COMMAND)) // 0x0130
152 (_ATTR_)(CC_CreatePrimary

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_ COMMAND+ENCRYPT 2+R_HANDLE)), // 0x0131
153 (_ATTR_)(CC_NV_GIlobalWriteLock

(IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)), // 0x0132
154 _ATTR_)(CC_GetCommandAuditDigest *

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER+ENCRYPT_2)), // 0x0133
155 (_ATTR_)(CC_NV_Increment * (IS_IMPLEMENTED+HANDLE_1 USER)),

// 0x0134
156 (_ATTR_)(CC_NV_SetBits * (1S_IMPLEMENTED+HANDLE_1_USER)),

// OXO@35
157 (_ATTR_)(CC_NV_Extend *

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)), // OX0136
158 (_ATTR_)(CC_NV_Write

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_l_USER)), %/-"0x0137
159 (_ATTR_)(CC_NV_WriteLock * (1S_IMPLEMENTED+HANDLE_1 USER)),

// 0x01L38
160 (_ATTR_)(CC_DictionaryAttackLockReset * (IS_IMPLEMENTED+HANDLE, 1JUSER)),

// Ox01L39
161 (_ATTR_)(CC_DictionaryAttackParameters * (IS_IMPLEMENTED+HANDLE 1 USER)),

// Ox0[L3a
162 (_ATTR_)(CC_NV_ChangeAuth *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1 ADMIN)) // 0x013b
163 (_ATTR_)(CC_PCR_Event

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)), // 0x013c
164 (_ATTR_)(CC_PCR_Reset * (IS_IMPLEMENTED+HANDLE_1_USER)),

// 0x0fL3d
165 (_ATTR_)(CC_SequenceComplete *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT. 2)), // 0x013e
166 (_ATTR_)(CC_SetAlgorithmSet *¢(}FS_IMPLEMENTED+HANDLE_1_USER)),

// OxOn3f
167 (_ATTR_) (CC_SetCommandCodeAuditStatus(*

(IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMANR)), // 0x0140
168 (_ATTR_) (CC_FieldupgradeData * (1S_IMPLEMENTED+DECRYPT_2)),

// 0x0[141
169 (_ATTR) (CC_IncrementalSelfTest * (IS_IMPLEMENTED)),

// 0x0[L42
170 (ATTR_)(CC_SelfTest * (1S_IMPLEMENTED)),

// 0x0[143
171 (ATTR_)(CC_Startup * (1S_IMPLEMENTED+NO_SESSIONS)),

// 0x0[L44
172 (_ATTR_)(CC_Shutdown * (1S_IMPLEMENTED)),

// 0x0[L45
173 (_ATTR_)(CC_StirRandom * (1S_IMPLEMENTED+DECRYPT_2)),

// 0x0[L46
174 (_ATTR) (EC<{ActivateCredential *

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1 ADMIN+HANDLE 2_USER+ENCRYPT_2)), // 0x0147
175 (ATTR=)(CC_Certify

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMI N+HANDLE_2_USER+ENCRYPT_2)) . // 0x0148
176 ATTR ) (CC_PolicyNV *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)), /7 0x0149
177 (_ATTR_)(CC_CertifyCreation *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT ~2)), // 0x014a
178 _ATTR_)(CC_Duplicate

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| DUP+ENCRYPT ~2)), // 0x014b
179 _ATTR_)(CC_GetTime

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER+ENCRYPT_2)), // 0x014c
180 (_ATTR_)(CC_GetSessionAuditDigest *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+HANDLE 2 _USER+ENCRYPT_2)), // 0x014d
181 _ATTR_)(CC_NV_Read

(IS_IMPLEMENTED+HANDLE_1_USER+ENCRYPT_2)), // 0x014e
182 (_ATTR_)(CC_NV_ReadLock * (1S_IMPLEMENTED+HANDLE_1_USER)),

// 0x014f
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*

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1 ADMIN+ENCRYPT ~2)), // 0x0150
(_ATTR_)(CC_PolicySecret

(I1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT ~2)), // 0x0151
(_ATTR_)(CC_Rewrap

(I1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT _2)), // 0x0152
(_ATTR_)(CC_Create

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT ~2)), // 0x0153

_ATTR_)(CC_ECDH_ZGen

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT ~2)), // 0x0154
(_ATTR_)(CC_HMAC

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT ~2)), // 0x0155

_ATTR_)(CC_Import

(1s_1v LEMENTED.DECRYPT_Z:HANDLE_l_USER:ENCRYPT_Z)), 00456
(_ATTR_)(CC_Load *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT 2+R_HANDLE)), // 8KX0157
(_ATTR_)(CC_Quote

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_| USER+ENCRYPT _2)), %/-"0x01%8
(_ATTR_)(CC_RSA_Decrypt

(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)), // 0x01%9
(ATTRD) (NOT_IMPLEMENTED),

// 0x0Ofl5a - Not assigned
(_ATTR_)(CC_HMAC_Start *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+R HANDLE)) // 0x013b
(_ATTR_)(CC_SequenceUpdate

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)), // 0x01%c
(_ATTR_)(CC_Sign *

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)), // 0x01%d
(_ATTR_)(CC_Unseal *

(I1S_IMPLEMENTED+HANDLE_1_USER+ENCRYPT_2)), // 0x01%e

(ATTRD)
// OxOL5F - Not assigned
(_ATTR_)(CC_PolicySigned
// 0x0[160
(_ATTR_)(CC_ContextLoad
// 0x0[61
(_ATTR_)(CC_ContextSave
// 0x0[62
(_ATTR_) (CC_ECDH_KeyGen
// 0x0[163
(_ATTR_) (CC_EncryptDecrypt

(IS_IMPLEMENTED+HANDLE_1_USER+ENCRYPT_2)),

(_ATTR_) (CC_FlushContext
// OxO[L65
(ATTRD)
// 0x0[L66 - Not assgygpred
(_ATTR_)(CC_LeadExternal

(NOT) 'WPLEMENTED),

*(FS_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),

* (IS_IMPLEMENTED+NO_SESSIONS+R_HANDLEH

* (1S_IMPLEMENTED+NO_SESSIONS)),

* (IS_IMPLEMENTED+ENCRYPT_2)),

*

(NOT_IMPLEMENTED) ,

*

(IS_IMPLEMENTEDA#DECRYPT_2+ENCRYPT_2+R HANDLE))
* (IS_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),

(_ATTR) (eC<MakeCredential
// 0x0[L68

(_ATTR=)(CC_NV_ReadPublic
// Ox0[Le9

(_ATTR )(CC PolicyAuthorize

* (IS_IMPLEMENTED+ENCRYPT_2)),

* (IS_IMPLEMENTED+DECRYPT_2)),

/7/

(1S_IMPLEMENTED+NO_SESSIONS)),

/7/

0x0164

0x016¢7

// 0x016a
(_ATTR_)(CC_PolicyAuthVvalue

// 0x016b
(_ATTR_)(CC_PolicyCommandCode

// 0x016¢c
(_ATTR_)(CC_PolicyCounterTimer

// 0x016d
(_ATTR_)(CC_PolicyCpHash

// 0x016e
(_ATTR_)(CC_PolicylLocality

// 0x016fF
(_ATTR_)(CC_PolicyNameHash

// 0x0170
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216 (_ATTR_)(CC_PolicyOR * (1S_IMPLEMENTED)),
// 0x0171
217 (_ATTR_)(CC_PolicyTicket * (1S_IMPLEMENTED+DECRYPT_2)),
// 0x0172
218 (_ATTR_)(CC_ReadPublic * (1S_IMPLEMENTED+ENCRYPT_2)),
// 0x0173
219 (_ATTR_)(CC_RSA_Encrypt * (IS_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),
// 0x0174
220 _ATTR)) (NOT_IMPLEMENTED),
// 0x0175 - Not assigned
221 (_ATTR_)(CC_StartAuthSession *
(IS_IMPLEMENTED+DECRYPT_2+ENCRYPT_2+R HANDLE)) // 0x0176
222 (_ATTR_)(CC_VerifySignature * (1S_IMPLEMENTED+DECRYPT_2)),
// OXOf+F+
223 (_ATTR_)(CC_ECC_Parameters * (IS_IMPLEMENTED)),
// OxO1L78
224 (_ATTR_)(CC_FirmwareRead * (1S_IMPLEMENTED+ENCRYPT_2)),
// OxO1L79
225 (_ATTR_)(CC_GetCapability * (I1S_IMPLEMENTED)),
// OxOL7a
226 (_ATTR_)(CC_GetRandom * (IS_IMPLEMENTED+ENCRYRTL2)),
// OxOL7b
227 (_ATTR_)(CC_GetTestResult * (IS_IMPLEMENTED+ENCRYPT_2)),
// OxOL7c
228 (_ATTR_)(CC_Hash * (I1S_IMPLEMENTEDR+DECRYPT_2+ENCRYPT_2)),
// OxOp7d
229 (_ATTR_)(CC_PCR_Read * (IS_IMPLEMENTED)),
// OxOjL7e
230 (_ATTR_)(CC_PolicyPCR * (I1S_IMPLEMENTED+DECRYPT_2)),
// OxON7f
231 (_ATTR_)(CC_PolicyRestart * (ISIMPLEMENTED)),
// 0x01180
232 (_ATTR_)(CC_ReadClock *¢(IS_IMPLEMENTED+NO_SESSIONS)),
// 0x0j181
233 (_ATTR_) (CC_PCR_Extend * (1S_IMPLEMENTED+HANDLE_1_USER)),
// 0x0j182
234 (_ATTR_)(CC_PCR_SetAuthVvalue *
(IS_IMPLEMENTED+DECRYPT 2+HANDLE_1_USER)), // 0x0143
235 (_ATTR_)(CC_NV_Certify
(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER+ENCRYPT_2)), // 0x0144
236 (_ATTR_) (CC_EventSequenceComplete *
(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER)), // 0x0145
237 (_ATTR_) (CC_HashSequenceStart * (1S_IMPLEMENTED+DECRYPT_2+R_HANDLE)),
// 0x0[L86
238 (_ATTR_) (CC_PolicyRhysicalPresence * (IS_IMPLEMENTED)),
// 0x0[L87
239 (_ATTR_)(CC_PealrcyDuplicationSelect * (I1S_IMPLEMENTED+DECRYPT_2)),
// 0x0[188
240 (ATTR_) (CC<PolicyGetDigest * (1S_IMPLEMENTED+ENCRYPT_2)),
// 0Ox0L89
241 (_ATTR=)(CC_TestParms * (I1S_IMPLEMENTED)),
// OxO1L88
242 ATTR ) (CC_Commit *
(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)), // 0x018b
243 (_ATTR_)(CC_PolicyPassword * (1S_IMPLEMENTED)),
// 0x018c
244 (_ATTR_)(CC_ZGen_2Phase *
(IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)), // 0x018d
245 (_ATTR_)(CC_EC_Ephemeral * (1S_IMPLEMENTED+ENCRYPT_2)),
// 0x018e
246 (_ATTR_)(CC_PolicyNwWritten * (IS_IMPLEMENTED))
// 0x018f
247 };
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10.4 CommandCodeAttributes.c

10.4.1 Introduction

This file contains the functions for testing various command properties.

10.4.2 Includes and Defines

#include “Tpm.h™
#include "InternalRoutines.h"
typedef UINT16 ATTRIBUTE TYPE;

The following file is produced from the command tables in ISO/IEC 11889-3. It defines the attribuites for
each of the commands.

NOTE This file is currently produced by an automated process. Files produced from ISO/IE€ 11889-2 or| ISO/IEC
11889-3 tables through automated processes are not included in ISO/IEC 11889 so-that there is no agmbiguity
about the information in ISO/IEC 11889-2 or ISO/IEC 11889-3 tables being the normative definition.

#include ""CommandAttributeData.c"

10.4.3| Command Attribute Functions

10.4.3]1 CommandAuthRole()

This fumction returns the authorization role required of a handle.

Table 91
Return|Value Meaning
AUTH_NONE no authorization is required
AUTH_USER user roleauthorization is required
AUTH_ADMIN admintrole authorization is required
AUTH_DUP duplication role authorization is required
AUTH_ROLE
CommarjdAuthRole(
TPM_CC commandCode, // IN: command code
UINT32 handlelndex // IN: handle index (zero based)
)
{

ifi(handlelndex > 1)
return AUTH_NONE;
i fichanrddelndex——0)
ATTRIBUTE_TYPE properties = s_commandAttributes[commandCode - TPM_CC_FIRST];
if(properties & HANDLE_1 USER) return AUTH_USER;
iT(properties & HANDLE_1_ADMIN) return AUTH_ADMIN;
if(properties & HANDLE_1 DUP) return AUTH_DUP;
return AUTH_NONE;

iT(s_commandAttributes[commandCode - TPM_CC_FIRST] & HANDLE 2 USER) return
AUTH_USER;

return AUTH_NONE;
}

© ISO/IEC 2015 — All rights reserved 231


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

51

ISO/IEC 11889-4:2015(E)

10.4.3.2 Commandlsimplemented()

This function indicates if a command is implemented.

Table 92

Return Value Meaning
TRUE if the command is implemented
FALSE if the command is not implemented
BOOL
CommarndisImplemented(

TPM_CC commandCode // IN: command code

)
{

ifi(commandCode < TPM_CC_FIRST || commandCode > TPM_CC_LAST)

return FALSE;

ifi((s_commandAttributes[commandCode - TPM_CC_FIRST] & 1S_IMPLEMENTED))
return TRUE;

else

return FALSE;

10.4.3]3 CommandGetAttribute()

return 2@ TPMA_CC structure for the given command code

TPMA_(C
CommarjdGetAttribute(
TPM_CC commandCode // 1N{O\command code
)
{
UINT32 size = sizeof(s_ccAtEr) / sizeof(s_ccAttr[0]);
UINT32 i;

for(i = 0; 1 < size; i++) {
iT(s_ccAttr[i].commandindex == (UINT16) commandCode)
return s_ccAttrfi};

}

//] This function sQuld be called in the way that the command code
//] attribute isavailable.
FAIL(FATAL_ERROR-INTERNAL) ;

10.4.3}J4 EncryptSize()

This fumction returns the size of the decrypt size field. This function returns 0 if encryption is not all

Table 93
Return Value Meaning
0 encryption not allowed
2 size field is two bytes
4 size field is four bytes
int

pwed.
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EncryptSize(
TPM_CC commandCode // IN: commandCode
)

{

COMMAND_ATTRIBUTES ca

iT(ca & ENCRYPT_2)
return 2;

iT(ca & ENCRYPT_4)
return 4;

return 0;

= s_commandAttributes[commandCode - TPM_CC_FIRST];

10.4.3 5—DBeeryptSized

This fuipction returns the size of the decrypt size field. This function returns O if decryption is_not all
Table 94
Return|Value Meaning
0 encryption not allowed
2 size field is two bytes
4 size field is four bytes
int
DecrypgtSize(
TPM_CC commandCode // IN: commafideode
‘ )
COMMAND_ATTRIBUTES ca = s_commandAttributes[commandCode - TPM_CC_FIRST];
ifl(ca & DECRYPT_2)
return 2;
ifl(ca & DECRYPT_4)
return 4;
refturn O;
}

10.4.3)6 IsSessionAllowed()

This fu]:ction indicates if the command is allowed to have sessions.

This fupction must not.be called

if the command is not known to be implemented.

Table 95

Return|\Value

Meaning

bwed.

TRUE session is allowed with this command

FALSE session is not allowed with this command

BOOL

IsSessionAllowed(
TPM_CC commandCode // IN: the command to be checked
)

iT(s_commandAttributes[commandCode - TPM_CC_FIRST] & NO_SESSIONS)

return FALSE;
else
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return TRUE;

10.4.3.7 IsHandlelnResponse()

BOOL

IsHandlelnResponse(
TPM_CC commandCode

)

iT(s_commandAttributes[commandCode - TPM_CC_FIRST] & R_HANDLE)
return TRUE;

elge

return FALSE;

10.4.3]8 IsWriteOperation()

Checkd to see if an operation will write to NV memory.

BOOL
IsWrigeOperation(
TPM_CC command // IN: Command to check
)
{
switch (command)
{
case TPM_CC_NV_Write:
case TPM_CC_NV_Increment:
case TPM_CC_NV_SetBits:
case TPM_CC_NV_Extend:
// Nv write lock counts as a wriggn\®peration for authorization purposes.
// We check to see if the NV isweite locked before we do the authorizat
// If it is locked, we fail thei‘command early.
case TPM_CC_NV_WriteLock:
return TRUE;
default:
break;
b

rejturn FALSE;

10.4.3]9 IsReadQperation()

Checkd to see if-an operation will write to NV memory.

BOOL
IsReadQperation(
TPM_EC command // IN- Command to check
)
switch (command)
{
case TPM_CC _NV_Read:
case TPM_CC_PolicyNV:
case TPM_CC_NV_Certify:
// Nv read lock counts as a read operation for authorization purposes.
// We check to see if the NV is read locked before we do the authorization
// 1T it is locked, we fail the command early.
case TPM_CC_NV_ReadLock:
return TRUE;
default:
234 © ISO/IEC 2015 — All rights reserved
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160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179

}

break;

return FALSE;

10.4.3.10 CommandCapGetCCList()

ISO/IEC 11889-4:2015(E)

This function returns a list of implemented commands and command attributes starting from the
command in commandCode.

Table 96

Return

Value

Meaning

YES

more command attributes are available

NO

no more command attributes are available

TPMI Y
Commar
TP
Ul

P
)

P
ul

/7
co

//
if]

/7
if]

7/

ES_NO

CC
NT32

L_CCA

NT32

for(i =

{

{

dCapGetCCList(

*

1_YES_NO

commandCo

commandCode,
count,

commandList

more = NO;

Collect command attripbites

// IN:
// IN:
//

// OUT:

initialize output handle list count
mmandList->count = 0O;

de; 1 (<=TPM_CC_LAST;

if(CommandlisImplemented(i))

if(commandList->count < count)

start command code
maximum count for. ROmber of entries i
"commandList”

list of TPMA(CC

The maximum count of commands that\may be return is MAX_CAP_CC.
(count > MAX_CAP_CC) count = MAX.CAP_CC;

IT the command code is smalley® than TPM_CC_FIRST, start from TPM_CC_FIRST
(commandCode < TPM_CC_FIRST) )commandCode = TPM_CC_FIRST;

i++)

W I the list is not full, add the attributes for this command.
commandL ist->commandAttributes[commandList->count]

= CommandGetAttribute(i);
commandList->count++;

}

else

}

}

{

// If the list is full but there are more commands to report,
return.

// indicate this and

more
break

return more;

= YES;
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10.5 DRTM.c

10.5.1 Description

This file contains functions that simulate the DRTM events.

10.5.2 Includes

#include "InternalRoutines.h"

10.5.3[ Functions

10.5.3]1 Signal_Hash_Start()

This fumction interfaces between the platform code and _TPM_Hash_Start().

LIB_EAPORT void
Signall_Hash_Start(

volid
)
{
_TPM_Hash_Start();
refturn;
}

10.5.3)2 Signal_Hash_Data()

This function interfaces between the platform code and TPM_Hash_Data().

LIB_EXPORT void
Signall_Hash_Data(

unsigned int size,
unsigned char *pbuffer
)

{
_TPM_Hash_Data(size, buffer);
rejturn;

s

10.5.3)]3 Signal_KHash_End()

This function interfaces between the platform code and _TPM_Hash_End().

LIB_EXPORT*oid
Signall ‘Hash_End(

void

)

_TPM_Hash_EndQ);
return;
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10.6 Entity.c

10.6.1 Description

The functions in this file are used for accessing properties for handles of various types. Functions in other
files require handles of a specific type but the functions in this file allow use of any handle type.

10.6.2 Includes

#include "InternalRoutines.h"

10.6.3| Functions

10.6.3]1 EntityGetLoadStatus()

This fupction will indicate if the entity associated with a handle is present in TPM memory. If the handle is
a persistent object handle, and the object exists, the persistent object is moved, from NV memory into a
RAM object slot and the persistent handle is replaced with the transient object handle for the slot.

Table 97
Error Returns Meaning
TPM_RC_HANDLE handle type does not match
TPM_RC_REFERENCE_HO entity is not present
TPM_RC_HIERARCHY entity belongs to a disabled hierarchy
TPM_RC_OBJECT_MEMORY handle is an evict obj€et but there is no space to load it to RAM

TPM_R(
EntityGetLoadStatus(
TPM_HANDLE *handle, // IN/OUT: handle of the entity
TPM_CC commandCode // IN: the commmandCode
)
{
TPM_RC result = TPM_RC_SUCCESS;

switch(HandleGetType(*handle))
{
// For handles associated with hierarchies, the entity is present
// only)¥ the associated enable is SET.
case TPM_HT_PERMANENT:
switch(*handle)
{
case TPM_RH_OWNER:
if(lgh QhEnnhln)
result = TPM_RC_HIERARCHY;
break;

#ifdef VENDOR_PERMANENT
case VENDOR_PERMANENT:
#endif
case TPM_RH_ENDORSEMENT:
iT(lgc.ehEnable)
result = TPM_RC_HIERARCHY;
break;
case TPM_RH_PLATFORM:
iT(1g_phEnable)
result = TPM_RC_HIERARCHY;

© ISO/IEC 2015 — All rights reserved 237


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

break;
// null handle, PW session handle and lockout
// handle are always available

case TPM_RH_NULL:

case TPM_RS_PW:

case TPM_RH_LOCKOUT:

break;

default:
// handling of the manufacture_specific handles
if( ((TPM_RH)*handle >= TPM_RH_AUTH_00)

&& ((TPM_RH)*handle <= TPM_RH_AUTH_FF))
// use the value that would have been returned from
// unmarshaling if it did the handle filtering

'] TFRM Do N\/AL LIE -

else
pAssert(FALSE);
break;
}
break;
case TPM_HT_TRANSIENT:
// For a transient object, check if the handle is assogiated
// with a loaded object.
if(10bjectlsPresent(*handle))
result = TPM_RC_REFERENCE_HO;
break;
case TPM_HT_PERSISTENT:
// Persistent object
// Copy the persistent object to RAM and reéplace the handle with the
// handle of the assigned slot. A TPM_RC ‘©BJECT_MEMORY,
// TPM_RC_HIERARCHY or TPM_RC_REFERENEE\HO error may be returned by
// ObjectLoadEvict()
result = ObjectLoadEvict(handle, commandCode);
break;
case TPM_HT_HMAC_SESSION:
// For an HMAC session, see §\the session is loaded
// and if the session in the Session slot is actually
// an HMAC session.
if(SessionlsLoaded(*handl€))

{
SESSION *session;
session = SessionGet(*handle);
// Check ifthe session is a HMAC session
iT(session->attributes.isPolicy == SET)
resudt = TPM_RC_HANDLE;
}
else
resuft = TPM_RC_REFERENCE_HO;
breaks

case JFRM_HT_POLICY_SESSION:
YW For a policy session, see if the session is loaded
M/ and if the session in the session slot is actually
// a policy session.
if(SessionlsLoaded(*handle))

{
SESSION *session;
session = SessionGet(*handle);
// Check if the session is a policy session
if(session->attributes.isPolicy == CLEAR)
result = TPM_RC_HANDLE;
}
else
result = TPM_RC_REFERENCE_HO;
break;

case TPM_HT_NV_INDEX:
// For an NV Index, use the platform-specific routine
// to search the IN Index space.
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result = NvindexlsAccessible(*handle, commandCode);
break;
case TPM_HT_PCR:
// Any PCR handle that is unmarshaled successfully referenced
// a PCR that is defined.
break;
default:
// Any other handle type is a defect in the unmarshaling code.
pAssert(FALSE);
break;

}

return result;

10.6.3]2 EntityGetAuthValue()

This fupction is used to access the authValue associated with a handle. This function assumes that the
handle [references an entity that is accessible and the handle is not for a persistent objects. [That is
EntityGetLoadStatus() should have been called. Also, the accessibility of the authValue should haye been
verified by IsAuthValueAvailable().

This fuction copies the authorization value of the entity to auth.

Returnvalue is the number of octets copied to auth.

UINT16
EntityGetAuthvValue(
TPM1_DH_ENTITY handle, // IN: handle Q¥ entity
AUTH_VALUE *auth // OUT: auth¥llie of the entity

)
TPM2B_AUTH authvalue = {0};

swjitch(HandleGetType(handle))
{
case TPM_HT_PERMANENT:
switch(handle)
{
case TPM_RH_OWNER:
// ownerAu€h for TPM_RH_OWNER
authvalué = gp.ownerAuth;
break:;
case TPRMVRH_ENDORSEMENT:
A/ J)endorsementAuth for TPM_RH_ENDORSEMENT
authValue = gp.endorsementAuth;
break;
case TPM_RH_PLATFORM:
// platformAuth for TPM_RH_PLATFORM
authValue = gc.platformAuth;
break;
case TPM_RH_LOCKOUT:
77—tockoutAutir—for—TPM—RHTEOCKOUT
authValue = gp.lockoutAuth;
break;
case TPM_RH_NULL:
// nullAuth for TPM_RH_NULL. Return O directly here
return O;
break;
#ifdef VENDOR_PERMANENT
case VENDOR_PERMANENT:
// vendor auth value
authValue = g_platformUniqueDetails;

#endi
default:
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// If any other permanent handle is present it is
// a code defect.
pAssert(FALSE);
break;

}

break;

case TPM_HT_TRANSIENT:

// authValue for an object

// A persistent object would have been copied into RAM

// and would have an transient object handle here.

{
OBJECT *object;
object = ObjectGet(handle);
llll QHCL’;U: hu||d=;||y ;f th;o ;Q A QC%UCII\JC UbjULrt
iT(ObjectlsSequence(object))
authvValue = ((HASH_OBJECT *)object)->auth;
}
else
{
// Auth value is available only when the private(ortion of
// the object is loaded. The check should beMjade before
// this function is called
pAssert(object->attributes.publicOnly == _CLEAR);
authvValue = object->sensitive.authValue;
}
}
break;

case TPM_HT_NV_INDEX:
// authValue for an NV index

NV_INDEX nvindex;
NvGetlIndexInfo(handle, &nvindex);
authValue = nvindex.authValue;
}
break;
case TPM_HT_PCR:
// authValue for PCR
PCRGetAuthValue(handley &authValue);
break;
default:
// 1T any othep~handle type is present here, then there is a defect
// in the unmarshaling code.
pAssert(FALSE);
break;

}

//] Copy the~ anthValue
pAssert(authValue.t.size <= <K>sizeof(authValue.t.buffer));
MemoryCopy.(auth, authValue.t._buffer, authValue.t.size, sizeof(TPMU_HA));

rﬂturn authValue.t.size;

10.6.3.3 EntityGetAuthPolicy()

This function is used to access the authPolicy associated with a handle. This function assumes that the
handle references an entity that is accessible and the handle is not for a persistent objects. That is
EntityGetLoadStatus() should have been called. Also, the accessibility of the authPolicy should have
been verified by IsAuthPolicyAvailable().

This function copies the authorization policy of the entity to authPolicy.

The return value is the hash algorithm for the policy.
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TPMI_ALG_HASH
EntityGetAuthPolicy(

TPM1_DH_ENTITY handle, // IN: handle of entity
TPM2B_DIGEST *authPolicy // OUT: authPolicy of the entity
)
{
TPMI_ALG_HASH hashAlg = TPM_ALG_NULL;
switch(HandleGetType(handle))
{
case TPM_HT_PERMANENT:
switch(handle)
{
Tase TPV RE—OWNERT
// ownerPolicy for TPM_RH_OWNER
*authPolicy = gp.ownerPolicy;
hashAlg = gp.ownerAlg;
break;
case TPM_RH_ENDORSEMENT:
// endorsementPolicy for TPM_RH_ENDORSEMENT
*authPolicy = gp.endorsementPolicy;
hashAlg = gp.endorsementAlg;
break;
case TPM_RH_PLATFORM:
// platformPolicy for TPM_RH_PLATFORM
*authPolicy = gc.platformPolicy;
hashAlg = gc.platformAlg;
break;
case TPM_RH_LOCKOUT:
// lockoutPolicy for TPM_RH_L@CKOUT
*authPolicy = gp.lockoutPolicy;
hashAlg = gp.lockoutAlg;
break;
default:
// 1T any other permgfent handle is present it is
// a code defect.
pAssert(FALSE);
break;
}
break;
case TPM_HT_TRANSIENT:
// authPolicy fopN‘an object
OBJECT _*ebject = ObjectGet(handle);
*authPelicy = object->publicArea.authPolicy;
hashAlg = object->publicArea.nameAlg;
}
breaks
case JFRM_HT_NV_INDEX:
YXA/authPolicy for a NV index
{
NV_INDEX nvindex;
NvGetlindexInfo(handle, &nvindex):
*authPolicy = nvindex.publicArea.authPolicy;
hashAlg = nvindex.publicArea.nameAlg;
}
break;
case TPM_HT_PCR:
// authPolicy for a PCR
hashAlg = PCRGetAuthPolicy(handle, authPolicy);
break;
default:
// If any other handle type is present it is a code defect.
pAssert(FALSE);
break;
}
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269 return hashAlg;
270 }

10.6.3.4 EntityGetName()

This function returns the Name associated with a handle. It will set name to the Name and return the size
of the Name string.

271 UINT16
272 EntityGetName(

273 TPMI_DH_ENTITY  handle, // IN: handle of entity
274 NAME *name // OUT- name of entity
275 )
276 {
277 UINT16 nameSize;
278
279 switch(HandleGetType(handle))
280 {
281 case TPM_HT_TRANSIENT:
282 // Name for an object
283 nameSize = ObjectGetName(handle, name);
284 break;
285 case TPM_HT_NV_INDEX:
286 // Name for a NV index
287 nameSize = NvGetName(handle, name);
288 break;
289 default:
290 // For all other types, the handle is Ahe Name
291 nameSize = TPM_HANDLE_Marshal (&handle,"\(BYTE **)&name, NULL);
292 break;
293 }
294 refturn nameSize;
295 }
10.6.3]5 EntityGetHierarchy()

This fuction returns the hierarchy handle associated with an entity.
a) A handle that is a hierarchy handfe is associated with itself.

b) An[NV index belongs to TPM_RH_PLATFORM if TPMA_NV_PLATFORMCREATE, is SET,
otherwise it belongs to.FTRM_RH_OWNER

¢) Anjobject handle belongs to its hierarchy. All other handles belong to the platform hierarchy. o an NV
Index.

296 TPMI_RH_HIERARCHY
297 EntityGetHir€rarchy(

298 TPMIZDHZENTITY handle // IN :handle of entity
299 )

300 {

301 TPMI_RH_HIERARCHY hierarcy = TPM_RH_NULL;
302

303 switch(HandleGetType(handle))

304 {

305 case TPM_HT_PERMANENT:

306 // hierarchy for a permanent handle
307 switch(handle)

308 {

309 case TPM_RH_PLATFORM:

310 case TPM_RH_ENDORSEMENT:

311 case TPM_RH_NULL:

312 hierarcy = handle;
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313 break;

314 // all other permanent handles are associated with the owner
315 // hierarchy. (should only be TPM_RH_OWNER and TMP_RH_LOCKOUT)
316 default:

317 hierarcy = TPM_RH_OWNER;

318 break;

319 }

320 break;

321 case TPM_HT_NV_INDEX:

322 // hierarchy for NV index

323 {

324 NV_INDEX nvindex;

325 NvGetlIndexInfo(handle, &nvindex);

326 llll :f Ull:y thc P:Mtful LLL ATt dC:CtC thU ;IIdC F] thCII ;t ;Q
327 // considered to be in the platform hierarchy, otherwise it
328 // is in the owner hierarchy.

329 if(nvindex.publicArea.attributes.TPMA NV_PLATFORMCREATE ==(SET)
330 hierarcy = TPM_RH_PLATFORM;

331 else

332 hierarcy = TPM_RH_OWNER;

333 }

334 break;

335 case TPM_HT_TRANSIENT:

336 // hierarchy for an object

337 {

338 OBJECT *object;

339 object = ObjectGet(handle);

340 iT(object->attributes.ppsHierarchy)

341 {

342 hierarcy = TPM_RH_PLATFORM;

343 }

344 else iT(object->attributes._epskiierarchy)

345 {

346 hierarcy = TPM_RH_ENDORSEMENT ;

347 }

348 else if(object->attributes.spsHierarchy)

349 {

350 hierarcy = TPM_RH OWNER;

351 }

352

353 }

354 break;

355 case TPM_HT_PCR:

356 hierarcy =_TRM:RH_OWNER;

357 break;

358 default:

359 pAssert(0);

360 breaks:

361 }

362 //] this 4sunreachable but it provides a return value for the default
363 //] cageN\vhich makes the complier happy

364 refturn-hierarcy;

365 } ﬂt

10.7 Global.c

10.7.1 Description

This file will instance the TPM variables that are not stack allocated. The descriptions for these variables
is in Global.h.
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10.7.2

#defin

Includes and Defines

e GLOBAL_C

#include "InternalRoutines.h"

10.7.3

Global Data Values

These values are visible across multiple modules.

BOOL g_phEnable;

const UINT16 g_rcindex[15] = {TPM_RC_1, TPM_RC_2, TPM_RC_3, TPM_RC_4,
TPM RC 5, TPM RC 6, TPM RC 7 TPM RC 8
TPM_RC_9, TPM_RC_A, TPM_RC_B, TPM_RC_C,
TPM_RC_D, TPM_RC_E, TPM_RC_F

}:

TPM_HANDLE g_exclusiveAuditSession;

UINT64 g_time;

BOOL g_pcrReConfig;

TPMI_DH_OBJECT g_DRTMHandle;

BOOL g_DrtmPreStartup;

BOOL g_clearOrderly;

TPM_SU g_prevOrderlyState;

BOOL g_updateNV;

BOOL g_nhvok;

TPM2B_JAUTH g_platformUniqueDetails;

STATE_[CLEAR_DATA ac;

STATE_RESET_DATA ar;

PERSIS[TENT_DATA ap;

ORDERLJ)Y_DATA go;

10.7.4] Private Values

10.7.4]1 SessionProcess.c

#ifndejf _ IGNORE_STATE //4.D0 NOT DEFINE THIS VALUE

These values do not need to be retained between commands.

TPM_HANDLE s_sessionHandles[MAX_SESSION_NUM];
TPMA_SESSION s.aktributes[MAX_SESSION_NUM];
TPM_HANDLE ShassociatedHandles[MAX_SESSION_NUM];
TPM2B_NONCE s~ nonceCal ler [MAX_SESSION_NUM] ;
TPM2B_JAUTH s_inputAuthValues[MAX_SESSION_NUM];
UINT3 S_encryptSessionlndex;

UINT3 s_decryptSessionlndex;

UINT3 s_auditSessionlndex;

TPM2B_PDIGEST s_cpHashForAudit;

UINT3 s_sessionNum;

#endifl Y7 __ IGNORF STATE

BOOL s_DAPendingOnNV;

#ifdef TPM_CC_GetCommandAuditDigest

TPM2B_DIGEST s_cpHashForCommandAudit;

#endif

10.7.4.2 DA.c

UINT64 s_selfHealTimer;

UINT64 s_lockoutTimer;
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10.7.4.3 NV.c

UINT32 s_reservedAddr[NV_RESERVE_LAST];
UINT32 s_reservedSize[NV_RESERVE_LAST];
UINT32 s_ramlndexSize;

BYTE s_ramIndex[RAM_INDEX_SPACE];
UINT32 s_ramlndexSizeAddr;

UINT32 s_ramlndexAddr;

UINT32 s_maxCountAddr;

UINT32 s_evictNvStart;

UINT32 s_evictNvEnd;

TPM_RC s_NvStatus;

10.7.4}4 Object.c

OBJECT| SLOT S_objects[MAX_LOADED_OBJECTS];
10.7.4/5 PCR.c

PCR s_pcrs[IMPLEMENTATION_PCR];
10.7.4)6 Session.c

SESSION_SLOT s_sessions[MAX_LOADED_SESSIONS];
UINT32 s_oldestSavedSession;

int s_freeSessionSlots;

10.7.4)7 Manufacture.c

BOOL g_manufactured = FALSES

10.7.4/8 Power.c

BOOL s_initialized”’= FALSE;

10.7.4)9 MemoryLib.c

The s_factionOutputBuffer~should not be modifiable by the host system until the TPM has retdirned a

be code. The s_actionOutputBuffer should not be accessible until response parameter enc

DO NOT DEFINE THIS VALUE
// action input buffer

// action output buffer
S responseBuffer[MAX_RESPONSE_SI1ZE];// response buffer

ryption,

respon
if any, is complete. This-memory is not used between commands.
#ifndeff __ IGNORE STATE__ //

UINT32 s_actionlnputBuffer[1024];

UINT32 s_actionOutputBuffer[1024];

BYTE

#endif

10.7.4.10 SelfTest.c

Define these values here if the AlgorithmTests() project is not used

#ifnde
ALGORI
ALGORI
#endi

© 1SO/
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THM_VECTOR

THM_VECTOR g_toTest;
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10.7.4.11 TpmFail.c

Jmp_buf
BOOL
BOOL
UINT32
UINT32
UINT32

10.8 Handle.c

g_jumpBuffer;

g_TorceFailureMode;

g_inFailureMode;
s_TailFunction;
s_TaillLine;
s_TailCode;

10.8.1—Description

This filg contains the functions that return the type of a handle.

10.8.2| Includes

#include "Tpm.h"

#include "InternalRoutines.h"

10.8.3| Functions

10.8.3]1 HandleGetType()

This fumction returns the type of a handle which is the MSO-of.the handle.

TPM_HT

HandlgGetType(
TPM_HANDLE
)

//] return the upper bytes of iInpi data
refturn (TPM_HT) ((handle & HRARANGE_MASK) >> HR_SHIFT);

handle //7 IMO\a handle to be checked

10.8.3]2 NextPermanentHandle()

This fupction returns the germanent handle that is equal to the input value or is the next higher vValue. If

there id no handle with the input value and there is no next higher value, it returns O:

TPM_HANDLE

NextPgrmanentHandle(
TPM_HANBLEE inHandle // IN: the handle to check
)

{
TPM—HANDLE retval—70;

switch (inHandle)

{

case TPM_RH_OWNER:

case TPM_RH_NULL:

case TPM_RS_PW:

case TPM_RH_LOCKOUT:

case TPM_RH_ENDORSEMENT:

case TPM_RH_PLATFORM:

case TPM_RH_PLATFORM_NV:
#ifdef VENDOR_PERMANENT

case VENDOR_PERMANENT:
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#endi

}

re

10.8.3.
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retval = inHandle;
break;

default:
break;

turn O;

3 PermanentCapGetHandles()

This function returns a list of the permanent handles of PCR, started from handle. If handle is larger than

the lardest permanent handle, an empty list will be returned with more set to NO.
Table 98
Return|Value Meaning
YES if there are more handles available
NO all the available handles has been returned
TPMI_YES_NO
PermanentCapGetHandles(
TPM_HANDLE handle, // IN: start handle
UINT32 count, // IN: count of retbrned handles
TPML_HANDLE *handleList // OUT: list of{handle
)
{
TPMI_YES_NO more = NO;
UINT32 i;
pAssert(HandleGetType(handle) == TPMxHT_PERMANENT);
//] Initialize output handle list
handleList->count = 0;
//] The maximum count of haRdlés we may return is MAX_CAP_HANDLES
ifl(count > MAX_CAP_HANDLES) " count = MAX_CAP_HANDLES;
//] Iterate permanent handle range
for (i = NextPermanentHandle(handle);
i = 0; i 3“NextPermanentHandle(i+1))
{
if(handlelist->count < count)
{
/M we have not filled up the return list, add this permanent
A/handle to it
handleList->handle[handleList->count] = i;
handleList->count++;
N
else
{
// 1f the return list is full but we still have permanent handle
// available, report this and stop iterating
more = YES;
break;
}
}
return more;
}
© ISO/IEC 2015 — All rights reserved
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10.9 Locality.c

10.9.1 Includes

#include "InternalRoutines.h"

10.9.2 LocalityGetAttributes()

This function will convert a locality expressed as an integer into TPMA_LOCALITY form.

The function returns the locality attribute.

TPMA_JOCALITY
Local {tyGetAttributes(
UINTS locality // IN: locality value

)

TPMA_LOCALITY locality_attributes;
BY|[TE *localityAsByte = (BYTE *)&locality_attributes;

MemorySet(&locality_attributes, 0, sizeof(TPMA_LOCALITY));

switch(locality)

{

case O:
locality attributes.TPM_LOC ZERO = SET;
break;

case 1:
locality_attributes.TPM_LOC_ONE
break;

case 2:
locality_attributes.TPM_LOC_TWO
break;

case 3:
locality attributes.TPM_LOCSTHREE = SET;
break;

case 4:
locality_attributes.TRM_LOC_FOUR = SET;
break;

default:
pAssert(locality)< 256 && locality > 31);
*localityAsByte = locality;
break;

SEL;

SET;

}

refturn locality.attributes;

10.10 Manufacture.c

10.10. anPripfinn

This file contains the function that performs the manufacturing of the TPM in a simulated environment.

These functions should not be used outside of a manufacturing or simulation environment.

10.10.2 Includes and Data Definitions

#define MANUFACTURE_C
#include "InternalRoutines.h"
#include "Global .h"
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10.10.3 Functions

10.10.3.1 TPM_Manufacture()

This function initializes the TPM values in preparation for the TPM's first use. This function will fail if
previously called. The TPM can be re-manufactured by calling TPM_Teardown() first and then calling this
function again.

Table 99

Return Value Meaning

0

success

1

manufacturing process previously performed

LIB_E
TPM_M4

BO

)

P
ul

/7
if]
/7
/7

//

()]

//

PORT int

nufacture(

OL firstTime // IN: indicates if this is theNfirst call Ty
// main()

_SU orderlyShutdown;
NT64 totalResetCount = 0O;

IT TPM has been manufactured, return indicatiof,
(I firstTime && g_manufactured)
return 1;

initialize crypto units
CryptinitUnits();

_|selfHealTimer = 0;
_|[lockoutTimer = O;
_PAPendingOnNV = FALSE;

initialize NV

NInit();

#ifde

/

_DRBG_STATE_SAVE
Initialize the drbg. This needs to come before the install

//] of the hierakchies

ifi(!_cpri__Startup(Q))

#endi

// Have to start the crypto units first
FAIL(FATAL_ERROR_INTERNAL);
ri__ DrbgGetPutState(PUT_STATE, 0O, NULL);

//] d€Pault configuration for PCR

P el el Y rwaN
NOTINOoLArl T J,

//
//
//
Hi

/7/
DAl

//
Ph

initialize pre-installed hierarchy data

This should happen after NV is initialized because hierarchy data is
stored in NV.
erarchyPrelnstall_Init();

initialize dictionary attack parameters
Prelnstall_Init();

initialize PP list
ysicalPresencePrelnstall_Init();

© ISO/IEC 2015 — All rights reserved
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initialize command audit list
mmandAuditPrelnstall_Init(Q);

first start up is required to be Startup(CLEAR)
derlyShutdown = TPM_SU_CLEAR;

NvWriteReserved(NV_ORDERLY, &orderlyShutdown);

//

initialize the firmware version

gp-FfirmwareVl = FIRMWARE_V1;

#ifdef

ap
#else

ap

FIRMWARE_V2
.firmwarevV2 = FIRMWARE_V2;

- firmwarevV2 = 0;

#endi T
NV
NV

/7
NV

/7

gol-
gol-

#ifdef
7/

e
#endif]

NV

riteReserved(NV_FIRMWARE_V1, &gp.FfirmwareVl);
riteReserved(NV_FIRMWARE_V2, &gp-firmwareVv2);

initialize the total reset counter to O
riteReserved(NV_TOTAL_RESET_COUNT, &totalResetCount);

initialize the clock stuff
clock = 0;
clockSafe = YES;

_DRBG_STATE_SAVE
initialize the current DRBG state in NV

pri__ DrbgGetPutState(GET_STATE, sizeof(go.drbgState), (BYTE *)&go.drbgState

riteReserved(NV_ORDERLY_DATA, &go);

Commit NV writes. Manufacture procesg\}s an artificial process existing
only in simulator environment and it iS not defined in ISO/IEC 11889
what should be the expected behav@dr if the NV write fails at this
point. Therefore, it is assumed\the NV write here is always success and
no return code of this functiop;¥s checked.

Commit();

_manufactured = TRUE;

refturn 0;

10.10.

This fu
simulat]

In this i

B.2 TPM_TearDown()

hction prepares the TPM for re-manufacture. It should not be implemented in anything othe
ed TPM.

mplementation, all that is needs is to stop the cryptographic units and set a flag to indicate

than a

that the
Dbrocess

TPM crn be re-manufactured. This should be all that is necessary to start the manufacturing |

again.

Table 100
Return Value Meaning
0 success
1 TPM not previously manufactured

LIB_EXPORT int
TPM_TearDown(

VO
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97 )

98 {

929 // stop crypt units
100 CryptStopUnits();

101

102 g_manufactured = FALSE;
103 return O;

104 }

10.11 Marshal.c

10.11. Introduction

This filg¢ contains the marshaling and unmarshaling code.

The marshaling and unmarshaling code and function prototypes are not listed, as the ced€ is repetitive,
long, ahd not very useful to read. Examples of a few unmarshaling routines are provided. Mos} of the
others fre similar.

Depending on the table header flags, a type will have an unmarshaling routine™and a marshaling|routine
The taljle header flags that control the generation of the unmarshaling and marshaling code are dglimited
by angle brackets ("<>") in the table header. If no brackets are present{then both unmarshaling and
marshdling code is generated (i.e., generation of both marshaling and unmarshaling code is the default).

10.11.2 Unmarshal and Marshal a Value

In ISO/|EC 11889-2, Table 39, the TPMI_DH_OBJECT typeis‘defined as shown in Table 101:

Thble 101— Definition of (TPM_HANDLE) TRMi_DH_OBJECT Type from ISO/IEC 11889;2

Valueg Comments
{TRANSIENT_FIRST:-TRANSIENT_LAST} allowed range for transient objects
{PERSISTENT_FIRST:PERSISTENT_LAST} allowed range for persistent objects
+TPM_RH_NULL the null handle

#TPM_RC_VALUE

This ggnerates the following-tinmarshaling code:

1 TPM_R(

2 TPMI_OH_OBJECT_Unmarshal (TPMI_DH_OBJECT *target, BYTE **buffer, INT32 *size,
3 bool flag)

4 A

5 TPM_RC result;

6 result = TPM_HANDLE_Unmarshal ((TPM_HANDLE *)target, buffer, size);
7 ifi(résult '= TPM_RC_SUCCESS)

8 réeturn result;

9 if (*target == TPM_RH_NULL) {

10 it(flag)

11 return TPM_RC_SUCCESS;

12 else

13 return TPM_RC_VALUE;

14

15 iT((*target < TRANSIENT_FIRST) || (*target > TRANSIENT_LAST))

16 if((*target < PERSISTENT_FIRST) || (*target > PERSISTENT_LAST))
17 return TPM_RC_VALUE;

18 return TPM_RC_SUCCESS;

19 }
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and the following marshaling code:
NOTE 1 The marshaling code does not do parameter checking, as the TPM is the source of the marshaling data.

UINT16
TPMI_DH_OBJECT Marshal (TPMI_DH_OBJECT *source, BYTE **buffer, INT32 *size)
{

}

return UINT32_Marshal ((UINT32 *)source, buffer, size);

10.11.3 Unmarshal and Marshal a Union

In ISO/|EC 11889-2, Table 185, the TPMU_PUBLIC_PARMS union is defined as shown in Table-102:

Table 102 — Definition of TPMU_PUBLIC_PARMS Union <IN/OUT, S> from ISO/[EC"1188p-2

Paramieter Type Selector Description

keyedHash TPMS_KEYEDHASH_PARMS TPM_ALG_KEYEDHASH |sign |-encrypt | neithgr

symDetail TPMT_SYM_DEF_OBJECT TPM_ALG_SYMCIPHER a symmetric block cipher

rsaDetail TPMS_RSA_PARMS TPM_ALG_RSA decrypt + sign

eccDethil TPMS_ECC_PARMS TPM_ALG_ECC decrypt + sign

asymDetail TPMS_ASYM_PARMS common scheme sjructure
for RSA and ECC keys

From this table, the following unmarshaling code is generated:

TPM_RQ
TPMU_RUBLIC_PARMS_Unmarshal (TPMU_PUBLIC_PARMS *target, BYTE **buffer, INT32 *sipe,

UINT32 selecto¥)
{
switch(selector) {
#ifdefl TPM_ALG_KEYEDHASH
case TPM_ALG_KEYEDHASH:
return TPMS_KEYEDHASHPARMS_Unmarshal (
(TPMSLKEYEDHASH_PARMS *)&(target->keyedHash), buffer, gize);
#endif]
#ifdefl TPM_ALG_SYMCIPHER
case TPM_ALG_SYMCIPHER:
return TPMT-SYM_DEF_OBJECT_Unmarshal (
(TPMT_SYM_DEF_OBJECT *)&(target->symDetail), buffer, size, FALSE);
#endif]
#ifdef| TPM_ALG_RSA
case TRM=ALG _RSA:
return TPMS_RSA_PARMS_Unmarshal (
(TPMS_RSA_PARMS *)&(target->rsaDetail), buffer, gize);
#endif]
#ifdef| TRW_ALG_ECC
Tase TPM—AEGEEC:
return TPMS_ECC_PARMS_Unmarshal (
(TPMS_ECC_PARMS *)&(target->eccDetail), buffer, size);

#endi

}
return TPM_RC_SELECTOR;
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The #ifdef/#endiT directives are added whenever a value is dependent on an algorithm ID so that
the algorithm definition will remove the related code.

The marshaling code for the union is:

UINT16
TPMU_PUBLIC_PARMS Marshal (TPMU_PUBLIC_PARMS *source, BYTE **buffer, INT32 *size

sw
#ifdef

UINT32 selector)

itch(selector) {
TPM_ALG_KEYEDHASH
case TPM_ALG_KEYEDHASH:
return TPMS_KEYEDHASH_PARMS_Marshal (

#endif
#ifdef

#endif
#ifdef

#endif]
#ifdef

(TPMS_ECC_PARMS *)&(source->eccDetail), buffer, size
#endif]
}
assert(1);
rejturn O;
}
For thg marshaling and unmarshaling code,-a‘value in the structure containing the union provi

value u

LCTRMS K x
AL —
TPM_ALG_SYMCIPHER
case TPM_ALG_SYMCIPHER:
return TPMT_SYM_DEF_OBJECT_Marshal(
(TPMT_SYM_DEF_OBJECT *)&(source->symDetail)buffer, 9

TPM_ALG_RSA
case TPM_ALG_RSA:
return TPMS_RSA_PARMS_Marshal (
(TPMS_RSA_PARMS *)&(source->rsaDetail), buffer, size)

TPM_ALG_ECC

case TPM_ALG_ECC:
return TPMS_ECC_PARMS_Marshal (

sed for selector. The next clause illustrates this.

removing

1ze);

ize);

Hes the
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10.11.4 Unmarshal and Marshal a Structure

In ISO/IEC 11889-2, Table 187, the TPMT_PUBLIC structure is defined as shown in Table 103:

Table 103 — Definition of TPMT_PUBLIC Structure from ISO/IEC 11889-2

Parameter Type Description
type TPMI_ALG_PUBLIC “algorithm” associated with this object
nameAlg +TPMI_ALG_HASH algorithm used for computing the Name of the object
objectAttributes | TPMA_OBJECT attributes that, along with type, determine the manipulations of this
object
authPolicy TPM2B_DIGEST optional policy for using this key
The policy is computed using the nameAlg of the object,
[type]pdrameters | TPMU_PUBLIC_PARMS ([the algorithm or structure details
[type]uique TPMU_PUBLIC_ID the unique identifier of the structure
For an asymmetric key, this would be the lpublic key.

This stijucture is tagged (the first value indicates the structure type), and that'tag is used to determ

the par
union s

The un

TPM_R(
TPMT_H

{
P

re
if]
re
if]
re
if]
rej

if]

re

if]

ameters and unique fields are unmarshaled and marshaled. The-use of the type for specify
elector is emphasized below.

marshaling code for the structure in the table above is:

_RC result;
sult = TPMI_ALG_PUBLIC_Unmarshal ((TPM1_ALG_PUBLIC *)&(target->type),
buffer, size);
(result '= TPM_RC_SUCCESS)
return result;
sult = TPMI_ALG_HASH_UnmarshahCCTPMI_ALG_HASH *)&(target->nameAlg),
buffer, size, flag);
(result 1= TPM_RC_SUCCESS)
return result;
sult = TPMA_OBJECT_Unmakshal ((TPMA_OBJECT *)&(target->objectAttributes),
buffer, size);
(result 1= TPM_RC_tSUCCESS)
return result;
sult = TPM2B_DPIGEST_Unmarshal ((TPM2B_DIGEST *)&(target->authPolicy),
buffer, size);
(result 1=<TPM_RC_SUCCESS)
returpresult;

Sult-="TPMU_PUBLIC_PARMS_Unmarshal ((TPMU_PUBLIC_PARMS *)&(target->parametel
buffer, size, (UINT32)target->type):
(résult '= TPM_RC_SUCCESS)

UBLIC_Unmarshal (TPMT_PUBLIC *target, BYTE **buffer, INT32 *size, bool flag)

re

return result;

sult = TPMU_PUBLIC_ID_Unmarshal ((TPMU_PUBLIC_ID *)&(target->unique),
buffer, size, (UINT32)target->type):;

if(result = TPM_RC_SUCCESS)

re

254

return result;

turn TPM_RC_SUCCESS;

ne how
ing the

s),
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The marshaling code for the TPMT_PUBLIC structure is:

UINT16
TPMT_PUBLIC_Marshal (TPMT_PUBLIC *source, BYTE **buffer, INT32 *size)

{
ul

NT16

result

result

result

result = 0O;
(UINT16)(result + TPMI_ALG_PUBLIC_Marshal(

(TPMI_ALG_PUBLIC *)&(source->type), buffer, size));

(UINT16) (result + TPMI_ALG_HASH_ Marshal(

(TPMI_ALG_HASH *)&(source->nameAlg), buffer, size))

(UINT16) (result + TPMA_OBJECT_Marshal (

(TPMA_OBJECT *)&(source->objectAttributes), buffer, size));

re

re

rel

sult

sult

sult

refturn

result;

(UINT16) (result + TPM2B_DIGEST_Marshal (

(UINT16) (result + TPMU_PUBLIC_PARMS_Marshal(

(UINT16)(result + TPMU_PUBLIC_ID_Marshal (

(TPM2B_DIGEST *)&(source->authPolicy), buffer,\size));

(TPMU_PUBLIC_PARMS *)&(source->parameters), chuffer, size,
(UINT32) source->type));

(TPMU_PUBLIC_ID *)&(source->umique), buffer, size,
(UINT32) source->type));
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10.11.5 Unmarshal and Marshal an Array

In ISO/IEC 11889-2, Table 98, the TPML_DIGEST Structure is defined as shown in Table 104:

Table 104 — Definition of TPML_DIGEST Structure from ISO/IEC 11889-2

Parameter Type Description
count {2:} UINT32 number of digests in the list, minimum is two
digests[count]{:8} TPM2B_DIGEST | a list of digests
For TPM2_PolicyOR(), all digests will have been
compated—usihg—the—digest-oeithe—peley—session. For
TPM2_PCR_Read(), each digest will be the Sizg of the
digest for the bank containing the PCR.
#TPM_RC_SIZE response code when count is not at least two or is
greater than 8
The digests parameter is an array of up to count structures (TPM2B_DIGESTS). The-auto-generatef code
to Unmarshal this structure is:
TPM_R(
TPML_QIGEST_Unmarshal (TPML_DIGEST *target, BYTE **buffer, INT32 *size)
{
TPM_RC result;
result = UINT32_Unmarshal ((UINT32 *)&(target->count) ybuffer, size);

if

if]

if]

re

if]

refturn TPM_RC_SUCCESS;

The ro

TPM_R(
TPM2B

|DIGEST_Array_Unmarshal (TPM2B_DIGEST *target, BYTE **buffer, INT32 *size,

(result = TPM_RC_SUCCESS)
return result;

( (target->count < 2)) // This check js<triggered by the {2:} notation
// on “count’
return TPM_RC_SIZE;

((target->count) > 8) // This ®beck is triggered by the {:8} notation
// on Sdigests’.
return TPM_RC_SIZE;
sult = TPM2B_DIGEST_Array_Unmarshal ((TPM2B_DIGEST *)(target->digests),

buffer, size, (INT32)(target->count));
(result != TPM_RC_SUCCESS)
return result;

DIGEST Vvalues. The unmarshaling code for the array is:

itine unmarshals a count value and passes that value to a routine that unmarshals an array of
TPM2B

INT32 count)

{
TP

IN
fo

re

256

M_RC result;
T32 i;
r(i = 0; 1 < count; i++) {
result = TPM2B_DIGEST_Unmarshal (&target[i], buffer, size);
if(result = TPM_RC_SUCCESS)
return result;

turn TPM_RC_SUCCESS;
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Marshaling of the TPML_DIGEST uses a similar scheme with a structure specifying the number of

elements in an array and a subsequent call to a routine to marshal an array of that type.

UINT16
TPML_DIGEST_Marshal (TPML_DIGEST *source, BYTE **buffer, INT32 *size)

{
UINT16 result = 0;

size));

result = (UINT16)(result + UINT32_Marshal ((UINT32 *)&(source->count), buffer,
result = (UINT16)(result + TPM2B_DIGEST_Array_Marshal (
(TPM2B_DIGEST *)(source->digests), buffer, size,
(INT32) (source->count)));
refeorn lcou=t,

The mgrshaling code for the array is:
TPM_R(

TPM2B_ |DIGEST_Array_Unmarshal (TPM2B_DIGEST *target, BYTE **buffer,, INT32 *size,

INT32 count)

{
TPM_RC result;
INT32 1i;
for(i = 0; i < count; i++) {
result = TPM2B_DIGEST_Unmarshal (&target[i], buffer) size);
if(result '= TPM_RC_SUCCESS)
return result;
}
refturn TPM_RC_SUCCESS;
}

© ISO/IEC 2015 — All rights reserved
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10.11.6 TPM2B Handling

A TPM2B structure is handled as a special case. The unmarshaling code is similar to what is shown in

10.11.5 but the unmarshaling/marshaling is to a union element.

Each TPM2B is a union of two sized

buffers, one of which is type specific (the ‘t’ element) and the other is a generic value (the ‘b’ element).
This allows each of the TPM2B structures to have some inheritance property with all other TPM2B. The
purpose is to allow functions that have parameters that can be any TPM2B structure while allowing other
functions to be specific about the type of the TPM2B that is used. When the generic structure is allowed,
the input parameter would use the ‘b’ element and when the type-specific structure is required, the ‘t’
element is used.

In 1ISO/

EC 11889-2, Table 76, the TPM2B EVENT is defined as shown in Table 105:

Table 105 — Definition of TPM2B_EVENT Structure from ISO/IEC 11889-2

Paramkter Type Description

size

UINT16 Size of the operand

buffer [

bize] {11024} BYTE The operand

TPM_R(
TPM2B |

{
P

re
if]

//
proce
if]

if]

re

if]

EVENT _Unmarshal (TPM2B_EVENT *target, BYTE **buffer, IT32 *size)

| RC result;

sult = UINT16_Unmarshal ((UINT16 *)&(target->t.size)’, buffer, size);
(result != TPM_RC_SUCCESS)

return result;

if size equal to 0, the rest of the strycture is a zero buffer. Stop
Esing

(target->t.size ==

return TPM_RC_SUCCESS;

((target->t.size) > 1024) //_Ris check is triggered by the {:1024} notd
ALEon “buffer”
return TPM_RC_SIZE;

sult = BYTE_Array_Unmarshal ((BYTE *)(target->t._buffer), buffer, size,
(INT32) (target->t.size));

(result 1= TPM_RC_SUGCESS)

return result;

refturn TPM_RC_SUCCESS;

Which

Ise these structure definitions:

U
B

T16 size;

typedjE stryet {
|

E buffer[1];

3 TPM2

typede
ul
BY
} EVEN

typede

B:

T struct {

NT16 size;

TE buffer[1024];
T 2B;

f union {

EVENT_ 2B t; // The type-specific union member

P
3 TPM2

258

M2B b; // The generic union member
B _EVENT;

tion
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MemoryLib.c

10.12.1 Description

015(E)

This file contains a set of miscellaneous memory manipulation routines. Many of the functions have the
same semantics as functions defined in string.h. Those functions are not used in the TPM in order to

avoid n

amespace contamination.

10.12.2 Includes and Data Definitions

#defi

MEMQRY LI1B C

#inclu
These
guaran

s_actio
s_resp

10.12.

10.12.

de "InternalRoutines.h"

buffers are set aside to hold command and response values. In this implementation, i
eed that the code will stop accessing the s_actioninputBuffer before starting to put value
hOutputBuffer so different buffers are required. However, the s_actiohinputBuffg
pnseBuffer are not needed at the same time and they could be the same buffer:

B Functions on BYTE Arrays

B.1 MemoryMove()
nction moves data from one place in memory to another. No safety checks of any ty

ed. If source and data buffer overlap, then the moyeyis done as if an intermediate buff

This function is used by MemoryCopy(), MemaoryCopy2B(), and MemoryConcat2b() and needs the|
know the maximum size of the destination buffer so that there is no possibility of buffer overrun.

PORT void

id *destination, ¥/ OUT: move destination

st void *source, // IN: move source

T32 size, // IN: number of octets to moved
T32 dSize // IN: size of the receive buffer

st BYTE *p = (B¥IE *)source;
E *q = (BYTE *)destination;

(destinations== NULL || source == NULL)
returng

sert(size <= dSize);
if(the destination buffer has a lower address than the
ggurce, then moving bytes in ascending order is safe.

is not
5 in the
pr - and

pe are
Br were

caller to

it (p>q || (p+size <= q))

This fu
perforn
used.
NOTE
LI1B_E)
Memory
\Y
C
ul
Ul
)
{
C
B
i
p
/
/
d
}
//
//
el
© 1SO/

while(size--)
*qt++ = *p++;

IT the destination buffer has a higher address than the
source, then move bytes from the end to the beginning.

se if (p <)

p += size;
q += size;

IEC 2015 — All rights reserved

259


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IE

}

C 11889-4:2015(E)

while (size--)
*__q = *__p;

// If the source and destination address are the same, nothing to move.
return;

10.12.3.2 MemoryCopy()

This function moves data from one place in memory to another. No safety checks of any type are

performed. If the destination and source overlap, then the results are unpredictable.

#ifndeff MemoryMove //%

void
MemoryCopy (
vgid *destination, // OUT: copy destination
volid *source, // IN: copy source
UINT32 size, // IN: number of octets beingpcopied
UINT32 dSize // IN: size of the receive puffer
)
{
MemoryMove(destination, source, size, dSize);
}
#else (/%
//%#deffine MemoryCopy(destination, source, size, degtS¥ze) \
//% MemoryMove((destination), (source), (size) ~destSize))
#endif| //%
10.12.8.3 MemoryEqual()

This fumnction indicates if two buffers have the same values in the indicated number of bytes.

Table 106
Return|Value Meaning
TRUE alljoctets are the same
FALSE all octets are not the same
LIB_EXPORT BOOL
MemoryEqual
const void *bufferl, // IN: compare bufferl
const void *buffer2, // IN: compare buffer2
UINT32 size // IN: size of bytes being compared
)
{
BOOLC equal = TRUE;
const BYTE *bl, *b2;
bl = (BYTE *)bufferl;
b2 = (BYTE *)buffer2;
// Compare all bytes so that there is no leakage of information
// due to timing differences.
for(; size > 0; size--)

re

260

equal = (*bl++ == *b2++) && equal;

turn equal;
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10.12.3.4 MemoryCopy2B()

This function copies a TPM2B. This can be used when the TPM2B types are the same or different. No
size checking is done on the destination so the caller should make sure that the destination is large
enough.

This function returns the number of octets in the data buffer of the TPM2B.

LIB_EXPORT INT16

MemoryCopy2B(
TPM2B *dest, // OUT: receiving TPM2B
const TPM2B *source, // IN: source TPM2B
Ul ‘ITlﬁ dQEZn 'I'I II\I: siza of thao rnnni\:ing buffar
)
{

ifl(dest == NULL)
return O;
ifi(source == NULL)
dest->size = 0;
ellse

dest->size = source->size;

MemoryMove(dest->buffer, source->buffer, dest->size,\dSize);

}

refturn dest->size;

10.12.83.5 MemoryConcat2B()

This fupction will concatenate the buffer contents of a‘TPM2B to an the buffer contents of another [TPM2B
and adjust the size accordingly (a := (a | b)).

LIB_EAPORT void

MemoryConcat2B(
TPM2B *alnOut, 7/ IN/OUT: destination 2B
TPM2B *bln, // IN: second 2B
UINT16 aSize // IN: The size of alnOut.buffer (max values |for
// alnOut.size)
)
{

MemoryMove (&alnOuts>buffer[alnOut->size],
bIn->buffer,

bIn->slize,

aSize - alnOut->size);
alnOut->size~= alnOut->size + bln->size;
refturn;

10.12.3-6—Memory2BEgtatt)

This function will compare two TPM2B structures. To be equal, they need to be the same size and the
buffer contexts need to be the same in all octets.
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Table 107

Return Value Meaning

TRUE

size and buffer contents are the same

FALSE

size or buffer contents are not the same

LIB_EXPORT BOOL

Memory2BEqual
const TPM2B *aln, // IN: compare value
const TPM2B *bln // IN: compare value
)

{

ifl(aln->size != bln->size)

reftu

10.12.8.7 MemorySet()

This function will set all the octets in the specified memory range to the specified octet value.

NOTE

LIB_EXPORT void

MemorySet(
volid *destination, // OUT: memoRy destination
chiar value, // IN: fiNNvalue
UINT32 size // IN: niwiber of octets to fill
)
{
chiar *p = (char *)destination;
whlile (size--)
*p++ = value;
rejturn;
by

10.12.8.8 MemoryGetActionlnputBuffer()

return FALSE;

rn MemoryEqual (aln->buffer, bln->buffer, aln->size);

The dSize parameter forces the caller to know how big the receiving buffer is to make sure that there is no
possibility that the caller will inadvertently run over the end of the buffer.

This fumction returns the-address of the buffer into which the command parameters will be unmarshaled in

preparation for calling.the’command actions.

BYTE 7

MemoryGetAction I nputBuffer(
UINT32 size // Size, in bytes, required for the input

)

// unmarshaling

BYTE

if(s

262

*buf = NULL;
ize > 0)

// In this implementation, a static buffer is set aside for action output.
// Other implementations may apply additional optimization based on command
// code or other factors.

UINT32 *p = s_actionlnputBuffer;

buf = (BYTE *)p;

pAssert(size < <K>sizeof(s_actionlnputBuffer));

// size of an element in the buffer
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#define SZ sizeof(s_actionlnputBuffer[0])
for(size = (size + SZ - 1) / SZ; size > 0; size--)
*p++ = 0;
#undef SZ
}

return buf;

10.12.3.9 MemoryGetActionOutputBuffer()

This function returns the address of the buffer into which the command action code places its output
values.

void 7

MemoryGetActionOutputBuffer(
TPM_CC command // Command that requires the buffef
)

{

//] In this implementation, a static buffer is set aside for agtion output.
//] Other implementations may apply additional optimization pased on the commgnd
//] code or other factors.

command = O; // Unreferenced parameter
refturn s_actionOutputBuffer;

10.12.8.10 MemoryGetResponseBuffer()

This fupction returns the address into which the command response is marshaled from valueg in the
action ¢gutput buffer.

BYTE 7

MemoryGetResponseBuffer(
TPM_CC command L) Command that requires the buffer
)

{

//] In this implementation,\&. static buffer is set aside for responses.
//] Other implementation {ay apply additional optimization based on the command
//] code or other factoKs})
command = O; /7 Unreferenced parameter
refturn s_responseBuffer;

10.12.8.11 MemgryRemoveTrailingZeros()

This fupctiontis*used to adjust the length of an authorization value. It adjusts the size of the TPM2B so
that it does 'not include octets at the end of the buffer that contain zero. The function returns the humber
of non-gero’octets in the buffer.

UINT16
MemoryRemoveTrailingZeros (
TPM2B_AUTH *auth // IN/OUT: value to adjust
)
{
BYTE *a = &auth->t_buffer[auth->t_size-1];
for(; auth->t.size > 0; auth->t.size--)
if(*a--)
break;

}

return auth->t.size;

© ISO/IEC 2015 - All rights reserved 263


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

ISO/IEC 11889-4:2015(E)

193 }
10.13 Power.c

10.13.1 Description

This file contains functions that receive the simulated power state transitions of the TPM.

10.13.2 Includes and Data Definitions

1 #deFfing POWER_C
2 #include "InternalRoutines.h"
10.13.8 Functions
10.13.8.1 TPMInit()
This fumction is used to process a power on event.
3 void
4  TPMIn{t(
5 volid
6 )
7 {
8 //] Set state as not initialized. This means gt Startup is required
9 s linitialized = FALSE;
10
11 rejturn;
122 3}
10.13.8.2 TPMRegisterStartup()
This function registers the fact that the” TPM has been initialized (a TPM2_Startup() has coipleted
succesgfully).
13 void
14 TPMRegisterStartup(
15 volid
16 )
17 {
18 s linitialized\= TRUE;
19
20 rejturn;
21}

10.13.3.3 TPMiIsStarted()

Indicates if the TPM has been initialized (a TPM2_Startup() has completed successfully after a
_TPM_Init()).
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Table 108

Return Value Meaning
TRUE TPM has been initialized
FALSE TPM has not been initialized
BOOL
TPMIsStarted(

void

)
{ .

reﬂ:ul LI D_lllltla: ;LCU:,
}
10.14 [PropertyCap.c
10.14.1 Description
This filg contains the functions that are used for accessing the TPM_CAP_TRM _PROPERTY valug
10.14.2 Includes
#include "InternalRoutines.h"

10.14.

10.14.

B Functions

B.1 PCRGetProperty()

This fu

ction accepts a property selection and,.if\so, sets value to the value of the property.

All the fixed values are vendor dependent-ar determined by a platform-specific specification. The

in the t

ble below are examples and sheuld be changed by the vendor.

Table 109

Return

Value Meaning

TRUE

referenced property exists and value set

FALSE

referenced property does not exist

statigd
TPMPrd
TP

BOOL
pergy.ksDefined(
_PT property, // IN: property

ul

T32 *value // OUT: property value

)

switch(property)

© 1SO/

case TPM_PT_FAMILY_INDICATOR:
// from the title page of ISO/IEC 11889
// For ISO/IEC 11889, the value is "2.0".
*value = TPM_SPEC_FAMILY;
break;

case TPM_PT_LEVEL:
// from the title page of ISO/IEC 11889
*value = TPM_SPEC_LEVEL;
break;

IEC 2015 — All rights reserved
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case TPM_PT_REVISION:
// from the title page of ISO/IEC 11889
*value = TPM_SPEC_VERSION;
break;

case TPM_PT_DAY_OF_YEAR:
// computed from the date value on the title page of 1SO/IEC 11889
*value = TPM_SPEC_DAY_OF_YEAR;
break;

case TPM_PT_YEAR:
// from the title page of ISO/IEC 11889
*value = TPM_SPEC_YEAR;
break;

case TPM_PT_MANUFACTURER:

#ifdef

#else

#endif]

#ifdeT
#else

#endif

#ifdef

#else

#endif

77 VAYIRAYAVA | L~ \.AIIIL'\.AC U \jeswgy ) vl MaATrTUrTAacTur O
*value = BYTE_ARRAY_TO_UINT32(MANUFACTURER);
break;

case TPM_PT_VENDOR_STRING_1:
// first four characters of the vendor ID string
*value = BYTE_ARRAY_TO_UINT32(VENDOR_STRING_1);
break;

case TPM_PT_VENDOR_STRING_2:
// second four characters of the vendor ID string

VENDOR_STRING_2

*value = BYTE_ARRAY_TO_UINT32(VENDOR_STRING_2);

*value = 0;

break;
case TPM_PT_VENDOR_STRING_3:
// third four characters of the vendor™N® string
VENDOR_STRING_3
*value = BYTE_ARRAY_TO_UINT32(VENDOR STRING_3);

*value = 0;

break;
case TPM_PT_VENDOR_STRING 4:
// fTourth four charactersyof the vendor ID string
VENDOR_STRING_4
*value = BYTE_ARRAY, TO_UINT32(VENDOR_STRING_4);

*value = 0;

break;
case TPM_PT_VENBOR_TPM_TYPE:
// vendpr>defined value indicating the TPM model
*value =-1;
breaks
case FRM_PT_FIRMWARE_VERSION_1:
Womore significant 32-bits of a vendor-specific value
*value = gp.firmwareVvi;
break;
céase TPM_PT_FIRMWARE_VERSION 2:

266

// less significant 32-bits of a vendor-specific value
*value = gp.firmwarev2;
break;
case TPM_PT_INPUT_BUFFER:
// maximum size of TPM2B_MAX BUFFER
*value = MAX_DIGEST_BUFFER;
break;
case TPM_PT_HR_TRANSIENT_MIN:
// minimum number of transient objects that can be held in TPM
// RAM
*value = MAX_LOADED_OBJECTS;
break;
case TPM_PT_HR_PERSISTENT_MIN:

© ISO/IEC 2015 — All rights reserved



https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

ISO/IEC 11889-4:2015(E)

// minimum number of persistent objects that can be held in
// TPM NV memory
// In this implementation, there is no minimum number of
// persistent objects.
*value = MIN_EVICT_OBJECTS;
break;
case TPM_PT_HR_LOADED_MIN:
// minimum number of authorization sessions that can be held in

// TPM RAM
*value = MAX_LOADED_SESSIONS;
break;

case TPM_PT_ACTIVE_SESSIONS_MAX:
// number of authorization sessions that may be active at a time

MANM ACTI\/I _CCCCREANC -

break;
case TPM_PT_PCR_COUNT:
// number of PCR implemented
*value = IMPLEMENTATION_PCR;
break;
case TPM_PT_PCR_SELECT_MIN:
// minimum number of bytes in a TPMS_PCR_SELECT.sizeOf3eglect
*value = PCR_SELECT_MIN;
break;
case TPM_PT_CONTEXT_GAP_MAX:
// maximum allowed difference (unsigned) betweenq\the contextlD
// values of two saved session contexts
*value = (1 << (<K>sizeof(CONTEXT_SLOT) * 8)) -~ 1;
break;
case TPM_PT_NV_COUNTERS_MAX:
// maximum number of NV indexes that aresallowed to have the
// TPMA NV_COUNTER attribute SET
// In this implementation, there i\ no limitation on the number
// of counters, except for the s@zg of the NV Index memory.
*value = 0;
break;
case TPM_PT_NV_INDEX_MAX:
// maximum size of an NV @htlex data area
*value = MAX_NV_INDEX_SIVZE;
break;
case TPM_PT_MEMORY:
// a TPMA_ MEMORY. imdicating the memory management method for the TPM
{

TPMA_MEMORY attributes = {0};
attributes_sharedNV = SET;
attributes:zebjectCopiedToRam = SET;

// Notge>Different compilers may require a different method to cast
// aNpit field structure to a UINT32.

*value = * (UINT32 *) &attributes;

kxeak;

}
Case TPM_PT_CLOCK_UPDATE:
// interval, in seconds, between updates to the copy of

// TPMS_TIME_INFO .clock in NV
*value = (1 << NV_CLOCK_UPDATE_INTERVAL);
break;
case TPM_PT_CONTEXT_HASH:
// algorithm used for the integrity hash on saved contexts and
// for digesting the fuData of TPM2_FirmwareRead()
*value = CONTEXT_INTEGRITY_HASH_ALG;
break;
case TPM_PT_CONTEXT_SYM:
// algorithm used for encryption of saved contexts
*value = CONTEXT_ENCRYPT_ALG;
break;
case TPM_PT_CONTEXT_SYM_SIZE:
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// size of the key used for encryption of saved contexts
*value = CONTEXT_ENCRYPT_KEY_BITS;
break;

case TPM_PT_ORDERLY_COUNT:
// maximum difference between the volatile and non-volatile
// versions of TPMA_NV_COUNTER that have TPMA_NV_ORDERLY SET
*value = MAX_ORDERLY_COUNT;
break;

case TPM_PT_MAX_COMMAND_SIZE:
// maximum value for "commandSize*
*value = MAX_COMMAND_SIZE;
break;

case TPM_PT_MAX_RESPONSE_SIZE:
77 TTTCA wTTTanT varTucT LAY | ICQFUIIQCUILC
*value = MAX_RESPONSE_SIZE;
break;

case TPM_PT_MAX_DIGEST:
// maximum size of a digest that can be produced by the TPM
*value = sizeof(TPMU_HA);
break;

case TPM_PT_MAX_OBJECT_CONTEXT:
// maximum size of a TPMS_CONTEXT that will be returneqd by
// TPM2_ContextSave for object context
*value = 0;

// adding sequence, saved handle and hierarchy

*value += sizeof(UINT64) + sizeof(TPMI_DH_CONTEXT) +
sizeof(TPMI_RH_HIERARCHY);

// add size field in TPM2B_CONTEXT

*value += sizeof(UINT16);

// add integrity hash size
*value += sizeof(UINT16) +
CryptGetHashDigestSize(CONTEXT_INTEGRITY_HASH_ALG);

// Add fingerprint size, which is the same as sequence size
*value += sizeof(UINT64);

// Add OBJECT structure size
*value += sizeof(OBJEET);
break;
case TPM_PT_MAX_SESSTON_CONTEXT:
// the maximum ‘size of a TPMS_CONTEXT that will be returned by
// TPM2_ContextSave for object context
*value = 03

// adding sequence, saved handle and hierarchy

*vallUe) += sizeof(UINT64) + sizeof(TPMI_DH_CONTEXT) +
sizeof(TPMI_RH_HIERARCHY);

WA size field in TPM2B_CONTEXT

Fvalue += sizeof(UINT16);

// Add integrity hash size

*value += sizeof(UINT16) +
CryptGetHashDigestSize(CONTEXT_INTEGRITY_HASH_ALG);

// Add fingerprint size, which is the same as sequence size

*value += sizeof(UINT64);

// Add SESSION structure size
*value += sizeof(SESSION);
break;
case TPM_PT_PS_FAMILY_INDICATOR:
// platform specific values for the TPM_PT_PS parameters from
// the relevant platform-specific specification
// In the reference implementation, all of these values are O.
*value = 0;
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217 break;

218 case TPM_PT_PS_LEVEL:

219 // level of the platform-specific specification

220 *value = 0O;

221 break;

222 case TPM_PT_PS_REVISION:

223 // specification Revision times 100 for the platform-specific
224 // specification

225 *value = 0;

226 break;

227 case TPM_PT_PS_DAY_OF_YEAR:

228 // platform-specific specification day of year using TCG calendar
229 *value = 0O;

230 breats

231 case TPM_PT_PS_YEAR:

232 // platform-specific specification year using the CE
233 *value = 0;

234 break;

235 case TPM_PT_SPLIT_MAX:

236 // number of split signing operations supported by the TREM
237 *value = 0;

238 #iffdef TPM_ALG_ECC

239 *value = sizeof(gr.commitArray) * 8;

240 #endif

241 break;

242 case TPM_PT_TOTAL_COMMANDS:

243 // total number of commands implemented in, t\e/ TPM
244 // Since the reference implementation does-wWot have any
245 // vendor-defined commands, this will bhg, tHe same as the
246 // number of library commands.

247 {

248 UINT32 1i;

249 *value = 0;

250

251 // calculate implemented comg@@hd numbers

252 for(i = TPM_CC_FIRST; i <= TPM_CC_LAST; i++)

253 {

254 if(CommandisImplemented(i)) (*value)++;

255 }

256 break;

257 }

258 case TPM_PT_LIBRARY-COMMANDS:

259 // number of commands from the TPM library that are implemented
260 {

261 UINT32 1i;

262 *value = 04

263

264 // cakculate implemented command numbers

265 fo (i = TPM_CC_FIRST; i <= TPM_CC_LAST; i++)

266

267 if(CommandisImplemented(i)) (*value)++;

268 }

269 break;

270 }

271 case TPM_PT_VENDOR_COMMANDS:

272 // number of vendor commands that are implemented
273 *value = 0O;

274 break;

275 case TPM_PT_PERMANENT:

276 // TPMA_PERMANENT

277 {

278 TPMA_PERMANENT flags = {0};

279 if(gp-ownerAuth.t.size 1= 0)

280 flags.ownerAuthSet = SET;

281 iT(gp-endorsementAuth.t.size 1= 0)

282 flags.endorsementAuthSet = SET;
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283 iT(gp-lockoutAuth._t_size = 0)

284 flags. lockoutAuthSet = SET;

285 if(gp-disableClear)

286 flags.disableClear = SET;

287 if(gp-failedTries >= gp.maxTries)

288 flags. inLockout = SET;

289 // In this implementation, EPS is always generated by TPM
290 flags.tpmGeneratedEPS = SET;

291

292 // Note: Different compilers may require a different method to cast
293 // a bit field structure to a UINT32.

294 *value = * (UINT32 *) &flags;

295 break;

296 ¥

297 case TPM_PT_STARTUP_CLEAR:

298 // TPMA_STARTUP_CLEAR

299 {

300 TPMA_STARTUP_CLEAR flags = {0};

301 iT(g_phEnable)

302 flags.phEnable = SET;

303 iT(gc.shEnable)

304 flags.shEnable = SET;

305 iT(gc.ehEnable)

306 flags.ehEnable = SET;

307 iT(gc.phEnableNV)

308 flags.phEnableNV = SET;

309 iT(g_prevOrderlyState !'= SHUTDOWN_NONE)

310 flags.orderly = SET;

311

312 // Note: Different compilers may requires a different method to cast
313 // a bit field structure to a UINT3Z]

314 *value = * (UINT32 *) &flags;

315 break;

316 }

317 case TPM_PT_HR_NV_INDEX:

318 // number of NV indexes curkehtly defined

319 *value = NvCapGetlIndexNumber();

320 break;

321 case TPM_PT_HR_LOADED:

322 // number of authorjiZation sessions currently loaded into TPM
323 // RAM

324 *value = SessionCapGetLoadedNumber();

325 break;

326 case TPM_PT_HR_I*OADED_AVAIL:

327 // number~9f*additional authorization sessions, of any type,
328 // thatgcpdld be loaded into TPM RAM

329 *value =-SessionCapGetLoadedAvail();

330 breaks

331 case JFPM_PT_HR_ACTIVE:

332 Wnumber of active authorization sessions currently being
333 V// tracked by the TPM

334 *value = SessionCapGetActiveNumber();

335 break;

336 case TPM_PT_HR_ACTIVE_AVAIL:

337 // number of additional authorization sessions, of any type,
338 // that could be created

339 *value = SessionCapGetActiveAvail();

340 break;

341 case TPM_PT_HR_TRANSIENT_AVAIL:

342 // estimate of the number of additional transient objects that
343 // could be loaded into TPM RAM

344 *value = ObjectCapGetTransientAvail();

345 break;

346 case TPM_PT_HR_PERSISTENT:

347 // number of persistent objects currently loaded into TPM
348 // NV memory
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*value = NvCapGetPersistentNumber();
break;
case TPM_PT_HR_PERSISTENT_AVAIL:
// number of additional persistent objects that could be loaded
// into NV memory
*value = NvCapGetPersistentAvail();
break;
case TPM_PT_NV_COUNTERS:
// number of defined NV indexes that have NV TPMA_NV_COUNTER
// attribute SET
*value = NvCapGetCounterNumber();
break;
case TPM_PT_NV_COUNTERS_AVAIL:

L L £ el dt2 L AL &l oot L. &l &l ol
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// TPMA_NV_COUNTER attribute SET
*value = NvCapGetCounterAvail();
break;

case TPM_PT_ALGORITHM_SET:
// region code for the TPM
*value = gp-algorithmSet;
break;

case TPM_PT_LOADED_CURVES:

#ilfdef TPM_ALG_ECC

// number of loaded ECC curves
*value = CryptCapGetEccCurveNumber();

#ellse // TPM_ALG_ECC

#e

*value = 0;
hdif // TPM_ALG_ECC
break;

case TPM_PT_LOCKOUT_COUNTER:
// current value of the lockout gqQihter
*value = gp.failedTries;
break;
case TPM_PT_MAX_AUTH_FAIL:
// number of authorizatiop ¥ailures before DA lockout is invoked
*value = gp.-maxTries;
break;
case TPM_PT_LOCKOUT_INTERVAL:
// number of seconds before the value reported by
// TPM_PT_LOCKOQYTNCOUNTER is decremented
*value = gp.recoveryTime;
break;
case TPM_PT_LOEKOUT_RECOVERY:
// number>~of seconds after a lockoutAuth failure before use of
// logkQutAuth may be attempted again
*vallUe' = gp.lockoutRecovery;
byeak;
case\TPM_PT_AUDIT_COUNTER_O:
// high-order 32 bits of the command audit counter
*value = (UINT32) (gp-auditCounter >> 32);

break;

}

case TPM_PT_AUDIT_COUNTER_1:
// low-order 32 bits of the command audit counter
*value = (UINT32) (gp-auditCounter);
break;
default:
// property is not defined
return FALSE;
break;

return TRUE;
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10.14.3.2 TPMCapGetProperties|()

This function is used to get the TPM_PT values. The search of properties will start at property and
continue until propertyList has as many values as will fit, or the last property has been reported, or the list
has as many values as requested in count.

Table 110

Return Value Meaning

YES more properties are available

NO mouTTnuTre }JIUFCI:IUD :.U bC IC'.I\.IItC\‘:II
414 TPMI_YES_NO
415 TPMCapGetProperties(
416 TPM_PT property, // IN: the starting TP, pYoperty
417 UINT32 count, /7 IN: maximum numberoQ®P returned
418 // properties
419 TPML_TAGGED_TPM_PROPERTY *propertyList // OUT: property List
420 )
421 {
422 TPMI_YES_NO more = NO;
423 UINT32 i;
424
425 //] initialize output property list
426 propertyList->count = 0;
427
428 //] maximum count of properties we may returnais/MAX _PCR_PROPERTIES
429 i fi(count > MAX_TPM_PROPERTIES) count = MAX.TPM_PROPERTIES;
430
431 //| 1T property is less than PT_FIXED, start from PT_FIXED.
432 ifi(property < PT_FIXED) property = PT-F¥XED;
433
434 //] Scan through the TPM propertiess®f the requested group.
435 //| The size of TPM property groupg&“s PT_GROUP * 2 for fix and
436 //| variable groups.
437 for(i = property; i <= PT_FIXED + PT_GROUP * 2; i++)
438 {
439 UINT32 value';
440 iT(TPMPropertylsDefined((TPM_PT) i, &value))
441 {
442 if(propertytist->count < count)
443 {
444
445 LALLM T the list is not full, add this property
446 propertyList->tpmProperty[propertylList->count].property =
447 (TPM_PT) i;
448 propertyList->tpmProperty[propertyList->count].value = value;
449 propertyList->count++;
450 }
451 tise
452
453 // 1T the return list is full but there are more properties
454 // available, set the indication and exit the loop.
455 more = YES;
456 break;
457 }
458 }
459 }
460 return more;
461 }
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10.15 TpmFail.c

10.15.1 Includes, Defines, and Types

#define TPM_FAIL_C
#include "InternalRoutines.h"
#include <assert.h>

On MS C compiler, can save the alignment state and set the alignment to 1 for the duration of the
TPM_Types.h include. This will avoid a lot of alignment warnings from the compiler for the unaligned
structures. The alignment of the structures is not important as this function does not use any of the
structumes— PV YPTS. arrconty— oce—T O e—Hdefire O C apatititie pTrope -‘S, and

10.15.7

#prag pack(push, 1)
typedelf struct {
TPM_ST tag;
UINT32 size;
TPM_RC code;
} HEADER;
typedelf struct {
UINT16 size
stjruct {
UINT32 function;
UINT32 line;
UINT32 code;
} alues;
TPM_RC returnCode;
} GET_|TEST_RESULT_PARAMETERS?;

typed struct {
TPMI_YES_NO moreData;
TPM_CAP capability; // Always TPM_CAP_TPM_PROPERTIES
TPML_TAGGED_TPMPROPERTY tpmProperty; // a single tagged property
} GET_[CAPABILITY_RARAMETERS;
typed struct {
HEADER header;
GHT_TEST.RESULT_PARAMETERS getTestResult;
} TEST| RESPONSE;
typed steuct {
HEABDER header;
GET_CAPABILTTY_PARAMETERS _ getcCap;
} CAPABILITY_RESPONSE;
typedef union {
TEST_RESPONSE test;
CAPABILITY_RESPONSE cap;
} RESPONSES;
#pragma pack(pop)

Buffer to hold the responses. This may be a little larger than required due to padding that a compiler
might add.
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NOTE This is not in Global.c because of the specialized data definitions above. Since the data contained in this
structure is not relevant outside of the execution of a single command (when the TPM is in failure mode). There
is no compelling reason to move all the typedefs to Global.h and this structure to Global.c.

#ifndef __ _IGNORE_STATE__ // Don"t define this value
static BYTE response[sizeof(RESPONSES)];
#endif

10.15.3 Local Functions

10.15.3.1 MarshalUint16()

Functign to marshal a 16 bit value to the output buffer.

statiqg INT32
Marshgluintl6(

UINT16 integer,

BY|[TE **puffer

)
{

refturn UINT16_Marshal (&integer, buffer, NULL);
¥

10.15.8.2 MarshalUint32()

Functign to marshal a 32 bit value to the output buffer.

statiq INT32
Marshgluint32(

UINT32 integer,

BY|TE **puffer

))
{

refturn UINT32_Marshal (&integer, buffer, NULL);
}

10.15.8.3 UnmarshalHeader()

Funtior] to unmarshal the 10-byte command header.

statig BOOL
UnmarghalHeader(

HEADER *header,
BY[TE **puffer,
INT32 *size
)
{
Ul ITR2 ||ci7n;
TPM_RC ucode;
if( UINT16_Unmarshal (&header->tag, buffer, size) != TPM_RC_SUCCESS
Il UINT32_Unmarshal (&usize, buffer, size) = TPM_RC_SUCCESS
Il UINT32_Unmarshal (&ucode, buffer, size) != TPM_RC_SUCCESS
)
return FALSE;
header->size = usize;
header->code = ucode;
return TRUE;
¥
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10.15.4 Public Functions

10.15.4.1 SetForceFailureMode()

This function is called by the simulator to enable failure mode testing.

LIB_EXPORT void
SetForceFailureMode(

void
)
{
g i ode = TRUE:
refturn;
}
10.15.4.2 TpmkFail()
This function is called by TPM. lib when a failure occurs. It will set up the failure values to be retu
TPM2_GetTestResult().
void
TpmFail
const char *function,
int line, int code
)
{
//] Save the values that indicate where the exfoF occurred.
//] On a 64-bit machine, this may truncate the address of the string
//] of the function name where the error ocBWbrred.
s_[failFunction = *(UINT32*)&function;
sanilLine = line;
s_[failCode = code;
//| if asserts are enabled, then :d@)an assert unless the failure mode code
//] is being tested
assert(g_forceFailureMode);
//] Clear this flag
g_[forceFailureMode = FALSE;
//] Jump to the fTaikute mode code.
//] Note: only get{ here if asserts are off or if we are testing failure mode
longjmp(&g_jumpBuffer[0], 1);
}
10.15.% TpmEailureMode

This funpction is called by the interface code when the platform is in failure mode.

void

TpmFai lureMode (
unsigned int inRequestSize, // IN: command buffer size
unsigned char *inRequest, // IN: command buffer
unsigned int *outResponseSize, // OUT: response buffer size
unsigned char  **outResponse // OUT: response buffer
)

{
BYTE *puffer;
UINT32 marshalSize;
UINT32 capability;
HEADER header; // unmarshaled command header
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122 UINT32 pt; // unmarshaled property type

123 UINT32 count; // unmarshaled property count

124

125 // 1T there is no command buffer, then just return TPM_RC_FAILURE

126 if(inRequestSize == 0 || inRequest == NULL)

127 goto FailureModeReturn;

128

129 // 1T the header is not correct for TPM2_GetCapability() or

130 // TPM2_GetTestResult() then just return the in failure mode response;
131 buffer = InRequest;

132 if(1UnmarshalHeader (&header, &inRequest, (INT32 *)&inRequestSize))

133 goto FailureModeReturn;

134 if( header.tag != TPM_ST_NO_SESSIONS

136 goto FailureModeReturn;

137

138 switch (header.code) {

139 case TPM_CC_GetTestResult:

140

141 // make sure that the command size is correct

142 if(header.size = 10)

143 goto FailureModeReturn;

144 buffer = &response[10];

145 marshalSize = MarshalUintl6(3 * sizeof(UINT32), &buffer);

146 marshalSize += MarshalUint32(s_failFunction, &buffer);

147 marshalSize += MarshalUint32(s_failLine, &buffer);

148 marshalSize += MarshalUint32(s_failCode, &buffer);

149 iT(s_failCode == FATAL_ERROR_NV_UNRECOVERABLE)

150 marshalSize += MarshalUint32(TPM_RC_NV_UNINITIALIZED, &buffer);
151 else

152 marshalSize += MarshalUint32(TPM_RC ¢EAVLURE, &buffer);

153 break;

154

155 case TPM_CC_GetCapability:

156 // make sure that the size of thg(sommand is exactly the size

157 // returned for the capability,\property, and count

158 if( header.size!= (10 + .(3,* sizeof(UINT32)))

159 // also verify that \¥is is requesting TPM properties

160 11 (UINT32_Unmarshal (&capability, &inRequest,

161 (INT32 *)&inRequestSize)

162 1=  TPM_RC_SUGCESS)

163 Il (capability A= TPM_CAP_TPM_PROPERTIES)

164 11 (UINT32-Unmarshal (&pt, &inRequest, (INT32 *)&inRequestSize)
165 1= TPM_RC_SUCCESS)

166 11 QUINT32_Unmarshal (&count, &inRequest, (INT32 *)&inRequestSizg)
167 1= TPMZRC_SUCCESS)

168 )

169

170 gotg FailureModeReturn;

171

172

173 7/ T in Tailure mode because of an unrecoverable read error, and the
174 /Y property is 0 and the count is 0, then this is an indication to
175 // re-manufacture the TPM. Do the re-manufacture but stay in failure
176 // mode until the TPM is reset.

177 // Note: this behavior is not required by ISO/IEC 11889 and it is
178 // OK to leave the TPM permanently bricked due to an unrecoverable NV
179 // error.

180 ifC count == 0 && pt == 0 && s_failCode == FATAL_ERROR_NV_UNRECOVERABLE)
181 {

182 g_manufactured = FALSE;

183 TPM_Manufacture(0);

184 }

185

186 if(count > 0)

187 count = 1;
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else if(pt > TPM_PT_FIRMWARE_VERSION_2)
count = O;

iT(pt < TPM_PT_MANUFACTURER)
pt = TPM_PT_MANUFACTURER;

// set up for return
buffer = &response[10];
// if the request was for a PT less than the last one
// then we indicate more, otherwise, not.
if(pt < TPM_PT_FIRMWARE_VERSION_2)
*pbuffer++ = YES;
else
*pbuffer++ = NO;

marshalSize = 1;

// indicate the capability type

marshalSize += MarshalUint32(capability, &buffer);

// indicate the number of values that are being returned (0 orcd)
marshalSize += MarshalUint32(count, &buffer);

// indicate the property

marshalSize += MarshalUint32(pt, &buffer);

if(count > 0)
switch (pt) {
case TPM_PT_MANUFACTURER:
// the vendor ID unique to each TPM manufactykéer
#ifdefl MANUFACTURER
pt = *(UINT32*)MANUFACTURER;
#else
pt = 0;
#endif]
break;
case TPM_PT_VENDOR_STRING_1:
// the first four charactersyQf the vendor ID string
#ifdefl VENDOR_STRING_1
pt = *(UINT32*)VENDOR_STRENG_1;
#else
pt = 03
#endif
break;
case TPM_PT_VENDOR/STRING_2:
// the second, fedr characters of the vendor ID string
#ifdefl VENDOR_STRING_2
pt = *(UINT32*)VENDOR_STRING_2;
#else

#endif]
bredak;
case\TPM_PT_VENDOR_STRING_3:
// the third four characters of the vendor ID string
#ifdefl NENDOR_STRING_3
pt = *(UINT32*)VENDOR_STRING_3;

#else

pt = 0;
#endif

break;

case TPM_PT_VENDOR_STRING_4:

// the fourth four characters of the vendor ID string
#ifdef VENDOR_STRING_4

pt = *(UINT32*)VENDOR_STRING_4;
#else

#endi

break;
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#ifdef

#else

#endi

case TPM_PT_VENDOR_TPM_TYPE:
// vendor-defined value indicating the TPM model
// We just make up a number here
pt = 1;
break;
case TPM_PT_FIRMWARE_VERSION_1:
// the more significant 32-bits of a vendor-specific value
// indicating the version of the firmware
FIRMWARE_V1
pt = FIRMWARE_V1;

pt = 0;

#iftdef

#else

#endif

degffault: // default for switch (cc)

}

default: // TPM_PT_FIRMWARE_VERSION_2:
// the less significant 32-bits of a vendor-specific value
// indicating the version of the firmware

FIRMWARE_V2
pt = FIRMWARE_V2;

pt = 0;
break;

}
marshalSize += MarshalUint32(pt, &buffer);
break;

goto FailureModeReturn;

7/
bu
m

===

*

*

r

Failu

buffer = response;

333

*

-

Now do the header

fer = response;

rshalSize = marshalSize + 10; // Add thelheader size to the
// stuffgalready marshaled

rshalUintl6(TPM_ST_NO_SESSIONS, &buffer); // structure tag

rshalUint32(marshalSize, &buffer); A7 responseSize

rshalUint32(TPM_RC_SUCCESS, &buffer); // response code

tResponseSize = marshalSize;
tResponse = (unsigned char¢%)&response;
urn;

ModeReturn:

rshalSize = MarshalUintl6(TPM_ST_NO_SESSIONS, &buffer);
rshalSize += MarshalUint32(10, &buffer);
rshalSize- += MarshalUint32(TPM_RC_FAILURE, &buffer);

tRespenseSize = marshalSize;
tResponse = (unsigned char *)response;
uf s

278
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11 Cryptographic Functions

11.1

Introduction

The files in clause 11 provide cryptographic support for the other functions in the TPM and the interface to

the Cry

pto Engine.

Per the ISO/IEC 11889-1, clause 11.5, "Authorization Subsystem” support for HMAC is mandatory and
HMAC is defined in ISO/IEC 9797-2, making ISO/IEC 9797-2 indispensable for implementation of the
required cryptographic functions for this International Standard.

Per the
manda

ory. CFB is defined ISO/IEC 10116:2006, making ISO/IEC 10116:2006 indispenss

implemgentation of the required cryptographic functions for this International Standard.

11.2 [CryptUtil.c

11.2.1] Introduction

This mpdule contains the interfaces to the CryptoEngine() and providésvmiscellaneous crypto

functions in support of the TPM.

11.2.2] Includes

#include "TPM_Types.h"

#include "CryptoEngine.h" // types share@\ by CryptUtil and CryptoEngine.
// Includes ghg* function prototypes for the
// CryptoEngihe functions.

#include "Global .h"

#include "InternalRoutines.h"

#include “"MemoryLib_fp.h"

//#indlude "CryptSelfTest_fp.h"

11.2.3] TranslateCryptErrors()

This fupction converts errors from-the cryptographic library into TPM_RC_VALUES.

CFB) is
ble for

graphic

Table 111
Error Returns Meaning
TPM_RC_VALUE CRYPT_FAIL
TPM_REC_NO RESULT CRYPT_NO_RESULT
TPM_RE ‘SCHEME CRYPT_SCHEME
TPM_RC_VALUE CRYPT_PARAMETER
TPM_RC_SIZE CRYPT_UNDERFLOW
TPM_RC_ECC_POINT CRYPT_POINT
TPM_RC_CANCELLED CRYPT_CANCEL

static TPM_RC
TranslateCryptErrors (

CR
)

YPT_RESULT retval // IN: crypt error to evaluate
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switch (retval)

{
case CRYPT_SUCCESS:
return TPM_RC_SUCCESS;
case CRYPT_FAIL:
return TPM_RC_ VALUE;
case CRYPT_NO_RESULT:
return TPM_RC_NO_RESULT;
case CRYPT_SCHEME:
return TPM_RC_SCHEME;
case CRYPT_PARAMETER:
return TPM_RC_VALUE;

CRVPETE _LINDCOCL A -
C T OV T_ONDTNT CO -

return TPM_RC_SIZE;
case CRYPT_POINT:

return TPM_RC_ECC_POINT;
case CRYPT_CANCEL:

return TPM_RC_CANCELED;
dgfault: // Other unknown warnings
return TPM_RC_FAILURE;

11.2.4| Random Number Generation Functions

11.2.4]1 Preamble

#ifdef| TPM_ALG_NULL //%
#ifdef| DRBG_STATE_SAVE //%

11.2.4)2 CryptDrbgGetPutState()

Read or write the current state from the DRBG;in the cryptoEngine.

void
CryptQrbgGetPutState(
GHT_PUT direction // IN: Get from or put to DRBG

cpri__DrbgGetPutState(direction,
sizeof(go.drbgState),
(BYTE *)&go.drbgState);

#else | //% 00

//%#deffine CriyptDrbgGetPutState(ignored) // 1If not doing state save, turn this
/7% // into a null macro

#endifl Z/%

11.2.4.3 CryptStirRandom()

Stir random entropy

void

CryptStirRandom(
UINT32 entropySize, // IN: size of entropy buffer
BYTE *buffer // IN: entropy buffer
)

{

// RNG self testing code may be inserted here
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59 // Call crypto engine random number stirring function
60 _cpri__StirRandom(entropySize, buffer);

61

62 return;

63 }

11.2.4.4 CryptGenerateRandom()

This is the interface to _cpri___GenerateRandom().

64 UINT16

65 CryptGenerateRandom(

66 UINT16 randomSize, // IN: size of random number

67 BY[TE *buffer // OUT: buffer of random number
68 )

69 {

70 UINT16 result;

71 pAssert(randomSize <= MAX_RSA KEY_BYTES || randomSize <= PRIMARY_SEED SIZE);
72 ifi(randomSize == 0)

73 return O;

74

75 //] Call crypto engine random number generation

76 result = _cpri___GenerateRandom(randomSize, buffer);

77 ifl(result !'= randomSize)

78 FAIL(FATAL_ERROR_INTERNAL) ;

79

80 refturn result;

81

3
82 #endif]l //TPM_ALG_NULL //%
11.2.5| Hash/HMAC Functions

11.2.5]1 CryptGetContextAlg()

This fumction returns the hash algorithm associated with a hash context.

83 #ifdef] TPM_ALG_KEYEDHASH 7/% 1
84 TPM_ALUG_1ID
85 CryptdetContextAlg(

86 volid *state // IN: the context to check
87 )

88 {

89 HASH_STATE *eontext = (HASH_STATE *)state;

90 refturn _cpris-GetContextAlg(&context->state);

91 }

11.2.5)2 /,'GryptStartHash()

This function starts a hash and return the size, in bytes, of the digest.

Table 112
Return Value Meaning
>0 the digest size of the algorithm
=0 the hashAlg was TPM_ALG_NULL
92 UINT16

93 CryptStartHash(
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TPMI_ALG_HASH hashAlg, // IN: hash algorithm
HASH_STATE *hashState // OUT: the state of hash stack. It will be used
// in hash update and completion
)
{
CRYPT_RESULT retval = 0;
pAssert(hashState != NULL);
TEST_HASH(hashAlQg);
hashState->type = HASH_STATE_EMPTY;
// CM: : A\ | yr.lt\.l ol IU;IIU Jtul t huoh ful Ibt;\JII
ifl((retval = _cpri__StartHash(hashAlg, FALSE, &hashState->state)) > 0)
hashState->type = HASH_STATE_HASH;
refturn retval;
}
11.2.5]3 CryptStartHashSequence()
Start alhash stack for a sequence object and return the size, in bytes, @fcthe digest. This call uges the
form of|the hash state that requires context save and restored.
Table 113
Return|Value Meaning
>0 the digest size of the algorithm
=0 the hashAlg was TPM_ALG_NULL
UINT16
Crypt3tartHashSequence(
TPMI_ALG_HASH hashAlg, Y7 IN: hash algorithm
HASH_STATE *hashState // OUT: the state of hash stack. It will be ysed
// in hash update and completion
)
{
CRYPT_RESULT retval-="0;
pAssert(hashState” %= NULL);
TEST_HASH(hashAIg) ;
halshState~>type = HASH_STATE_EMPTY;
//] Calllerypto engine start hash function
ifl(@retVal = _cpri__StartHash(hashAlg, TRUE, &hashState->state)) > 0)
hashState->type = HASH STATE HASH:
return retval;
}
11.2.5.4 CryptStartHMAC()

This function starts an HMAC sequence and returns the size of the digest that will be produced.

The caller must provide a block of memory in which the hash sequence state is kept. The caller should
not alter the contents of this buffer until the hash sequence is completed or abandoned.
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Table 114
Return Value Meaning
>0 the digest size of the algorithm
=0 the hashAlg was TPM_ALG_NULL
UINT16
CryptStartHMAC(
TPMI_ALG_HASH hashAlg, // IN: hash algorithm
UINT16 keySize, // IN: the size of HMAC key in bytes
BYTE *key, // IN: HMAC key
HPVAC_STATE d—:llllabstatc Illl UUT. t:IC Dtclt‘:‘ Uf HMA\J Dtab:\. :t \I\I;:: IUU 4
// in HVMAC update and completion
)
{
HASH_STATE *hashState = (HASH_STATE *)hmacState;
CRYPT_RESULT retval;
//] This has to come before the pAssert in case we all calling tQ¥$ function
//] during testing. If so, the first instance will have no argiwents but the
//] hash algorithm. The call from the test routine will have grguments. When

/7
TH

PA

hal

refturn retval;

11.2.5

This fumnction starts an HMAC sequehce and returns the size of the digest that will be produced.

The ca
not alte

This call is used to starta;sequence HMAC that spans multiple TPM commands.

the second call is done, then we return to the test digpgtcher.
ST_HASH(hashAlQg);

ssert(hashState = NULL);
shState->type = HASH_STATE_EMPTY;
((retval = _cpri__StartHMAC(hashAlg, FALSE, v&hashState->state, keySize, kg

&hmacState—>hmacKey.b)) > 0)
hashState->type = HASH_STATE_HMAC;

5 CryptStartHMACSequence()

ler must provide a block of memory in which the hash sequence state is kept. The caller
r the contents of this.buffer until the hash sequence is completed or abandoned.

sed

Y

should

Table 115
Return|Value Meaning
>0 the digest size of the algorithm
=0 the hashAlg was TPM_ALG_NULL
UINT16
CryptStartHMACSequence(
TPMI_ALG_HASH hashAlg, // IN: hash algorithm
UINT16 keySize, // IN: the size of HMAC key in bytes
BYTE *key, // IN: HMAC key
HMAC_STATE *hmacState // OUT: the state of HMAC stack. It will be used
// in HMAC update and completion
)
{
HASH_STATE *hashState = (HASH_STATE *)hmacState;
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CRYPT_RESULT retval;
TEST_HASH(hashAlQg);
hashState->type = HASH_STATE_EMPTY;
if((retval = _cpri__StartHMAC(hashAlg, TRUE, &hashState->state,
keySize, key, &hmacState->hmacKey.b)) > 0)
hashState->type = HASH_STATE_HMAC;

return retval;

11.2.5)6 CryptStartHMAC2B()

This fuIction starts an HMAC and returns the size of the digest that will be produced.

This fu

The ca

not altgr the contents of this buffer until the hash sequence is completed or abandonhed.

Table 116

ction is provided to support the most common use of starting an HMAC with aPM2B key.

ler must provide a block of memory in which the hash sequence state is,kept. The caller

Return|Value Meaning

>0

the digest size of the algorithm

=0

the hashAlg was TPM_ALG_NUDRL

LIB_EXPORT UINT16

Crypt§tartHMAC2B(
TPMI_ALG_HASH hashAlg, // INn\Hash algorithm
TPM2B *key, // INe' HMAC key
HMAC_STATE *hmacState //A0UT: the state of HMAC stack. It will be U
Yoo in HVMAC update and completion
)
{

refturn CryptStartHMAC(hashAlg, key->size, key->buffer, hmacState);

11.2.5)7 CryptStartHMACSequence2B()

This fuIction starts an HMAC sequence and returns the size of the digest that will be produced.

This fu

The ca

not altgr the.contents of this buffer until the hash sequence is completed or abandoned.

ction is proevided to support the most common use of starting an HMAC with a TPM2B key.

ler mustprovide a block of memory in which the hash sequence state is kept. The caller

Table 117

Return Value Meaning

>0

the digest size of the algorithm

=0 the hashAlg was TPM_ALG_NULL
UINT16
CryptStartHMACSequence2B(
TPMI_ALG_HASH hashAlg, // IN: hash algorithm
TPM2B *key, // IN: HMAC key

284
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199 HMAC_STATE *hmacState // OUT: the state of HMAC stack. It will be used
200 // in HMAC update and completion

201 )

202

203 return CryptStartHMACSequence(hashAlg, key->size, key->buffer, hmacState);

204 }

11.2.5.8 CryptUpdateDigest()

This function updates a digest (hash or HMAC) with an array of octets.

This function can be used for both HMAC and hash functions so the digestState is void so that either
state type cair be passed.

205 LIB_EAPORT void
206 Crypt{pdateDigest(

207 volid *digestState, // IN: the state of hash stack
208 UINT32 dataSize, // IN: the size of data

209 BY|[TE *data // IN: data to be hashed

210 )

211 {

212 HASH_STATE *hashState = (HASH_STATE *)digestState;

213

214 pAssert(digestState = NULL);

215

216 ifl(hashState->type '= HASH_STATE_EMPTY && data '= NULL && dataSize != 0)
217 {

218 // Call crypto engine update hash function

219 _cpri__UpdateHash(&hashState->state, dataSize, data);

220 }

221 rejturn;

222 }

11.2.5]9 CryptUpdateDigest2B()

This function updates a digest (hash or HMAC) with a TPM2B.

This fupction can be used for both HMAC and hash functions so the digestState is void so thgt either
state type can be passed.

223 LIB_EAPORT void
224 CryptypdateDigest2B(

225 volid *digestState, // IN: the digest state

226 TPM2B *pbiIn // IN: 2B containing the data

227 )

228 {

229 //] Only gampute the digest if a pointer to the 2B is provided.

230 //] In £ryptUpdateDigest(), if size is zero or buffer is NULL, then no change
231 //] 6, #he digest occurs. This function should not provide a buffer if bln is
232 //] hOt provided.

233 if(bIn = NULL)

234 CryptUpdateDigest(digestState, bln->size, bln->buffer);

235 return;

236 }

11.2.5.10 CryptUpdateDigestint()

This function is used to include an integer value to a hash stack. The function marshals the integer into its
canonical form before calling CryptUpdateHash().

237 LIB_EXPORT void
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CryptUpdateDigestint(

void *state, // IN: the state of hash stack

UINT32 intSize, // IN: the size of "intValue® in bytes
void *intValue // IN: integer value to be hashed

)

{

#iT BIG_ENDIAN_TPM == YES
pAssert( intValue = NULL && (intSize == 1 || intSize ==
Il intSize == 4 |] intSize == 8));
CryptUpdateHash(state, inSize, (BYTE *)intValue);
#else

BYfFE L[] o: |a= Buffcl [8] »

//] Point to the big end of an little-endian value
BY[TE *p = &((BYTE *)intValue)[intSize - 1];
//] Point to the big end of an big-endian value
BY[TE *q = marshalBuffer;

pAssert(intValue = NULL);
switch (intSize)
{
cajse 8:
*g++
*g++
*g++
*q++
calse 4:
*q++
*g++
case 2:
*g++
cajse 1:
*:*;
// Call update the hash
CryptUpdateDigest(state, intSize, marshalBuffer);
break;
degfault:

FAIL(O);
}

#endif]
rejturn;
T

nmmnn
*
©
|
I

I
*
©
|
I

1
*
e
I
I

11.2.5]11 CryptCompleteHash()

This fupction completes a hash sequence and returns the digest.

This fupction can be called to complete either an HMAC or hash sequence. The state type deterines if
the context'type is a hash or HMAC. If an HMAC, then the call is forwarded to CryptCompleteHash

—

If digestSize is smaller than the digest size of hash/HMAC algorithm, the most significant bytes of
required size will be returned.

Table 118
Return Value Meaning
>=0 the number of bytes placed in digest
LIB_EXPORT UINT16
CryptCompleteHash(
void *state, // IN: the state of hash stack
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UINT16 digestSize, // IN: size of digest buffer

BYTE *digest // OUT: hash digest

)

HASH_STATE *hashState = (HASH_STATE *)state; // local value

// 1f the session type is HMAC, then could forward this to

// the HMAC processing and not cause an error. However, if no

// Tunction calls this routine to forward it, then we can®t get
// test coverage. The decision is to assert if this is called with
// the type == HMAC and fix anything that makes the wrong call.
pAssert(hashState->type == HASH_STATE_HASH);

ashState->type

This fupction is the same as CypteCompleteHash() but the digest is placed/in a TPM2B. This is the most
comman use and this is provided for clarity for this part of ISO/IEC 11889. 'digest.size' should bg¢ set to

indicatg the number of bytes to place in the buffer.

Table 119

Return|Value Meaning

>=0

the number of bytes placed in 'digest.buffer'

LIB_EXPORT UINT16

CryptdompleteHash2B(
volid *state, A¥ IN: the state of hash stack
TPM2B *digest 7/ IN: the size of the buffer Out: requested
// number of bytes
)
{
UINT16 retVal = 0;

11.2.5]13 \CryptHashBlock()

ifi(digest = NULL)
retVal = CryptCompleteHash(state, digest->size, digest->buffer);

refturn retVads

Hash a block of data and return the results. If the digest is larger than retSize, it is truncated and with the
least significant octets dropped.

Table 120

Return Value Meaning

>=0

the number of bytes placed in ret

LIB_EXPORT UINT16
CryptHashBlock(

TPM_ALG_ID algld, // IN: the hash algorithm to use
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b digest

vhich is

UINT16 blockSize, // IN: size of the data block
BYTE *block, // IN: address of the block to hash
UINT16 retSize, // IN: size of the return buffer
BYTE *ret // OUT: address of the buffer
)
{
TEST_HASH(algld);
return _cpri__HashBlock(algld, blockSize, block, retSize, ret);
}
11.2.5.14 CryptCompleteHMAC()
This fupction completes a HMAC sequence and returns the digest. If digestSize is smaller than the
size of the HMAC algorithm, the most significant bytes of required size will be returned.
Table 121
Return|Value Meaning
>=0 the number of bytes placed in digest
LIB_EXPORT UINT16
CryptGompleteHMAC(
HMAC_ STATE *hmacState, // IN: the state of MMAC stack
UINT32 digestSize, // IN: size of didest buffer
BY[TE *digest // OUT: HMAC digéest
)
{
HASH_STATE *hashState;
pAssert(hmacState != NULL);
hashState = &hmacState->hashState;
pAssert(hashState->type == HASH_STATE_HMAC);
hashState->type = HASH_STATEXEMPTY;
refturn _cpri__CompleteHMACC&hashState->state, &hmacState->hmacKey.b,
digestSize, digest);
}
11.2.5]15 CryptCompleteHMAC2B()
This function is theé same as CryptCompleteHMAC() but the HMAC result is returned in a TPM2B
the mogt common use.
Table 122
Return Value Meaning
>=0 the number of bytes placed in digest

LIB_EXPORT UINT16

CryptCompleteHMAC2B(
HMAC_STATE *hmacState, // IN: the state of HMAC stack
TPM2B *digest // OUT: HMAC
)
{
UINT16 retval = 0O;
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if(digest = NULL)

retVal = CryptCompleteHMAC(hmacState, digest->size, digest->buffer);

return retval;

11.2.5.16 CryptHashStatelmportExport()

This function is used to prepare a hash state context for LIB_EXPORT or to import it into the internal
format. It is used by TPM2_ContextSave() and TPM2_ContextLoad() via SequenceDatalmportExport().

This is just a pass-through function to the crypto library.

void

CryptHashState ImportExport(
HASSH_STATE *internalFmt, // IN: state to LIB_EXPORT
HASH_STATE *externalFmt, // OUT: exported state
IMPORT_EXPORT direction
)

{

cpri__ ImportExportHashState(&internalFmt->state,
(EXPORT_HASH_STATE *)&externalFmt->state,
direction);

11.2.5]17 CryptGetHashDigestSize()

This function returns the digest size in bytes for a hash algorithm.

Table:123
Return|Value Meaning
0 digest size for TPMUALG_NULL
>0 digest size
LIB_EXPORT UINT16
Crypt(detHashDigestSize(
TPM_ALG_ID hashAlg // IN: hash algorithm

)

refturn _cpri__GetbigestSize(hashAlg);

11.2.5]18 CryptGetHashBlockSize()

Get the digest,'size in byte of a hash algorithm.

Table 124
Return Value Meaning
0 block size for TPM_ALG_NULL
>0 block size
LIB_EXPORT UINT16
CryptGetHashBlockSize(
TPM_ALG_ID hash // IN: hash algorithm to look up

)
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385 return _cpri__GetHashBlockSize(hash);
386 }

11.2.5.19 CryptGetHashAlgByIndex()

This function is used to iterate through the hashes. TPM_ALG_NULL is returned for all indexes that are
not valid hashes. If the TPM implements 3 hashes, then an index value of O will return the first
implemented hash and an index value of 2 will return the last implemented hash. All other index values
will return TPM_ALG_NULL.

Table 125
Return|Value Meaning
TPM_ALG_xxx() a hash algorithm
TPM_AILG_NULL this can be used as a stop value
387 LIB_EXPORT TPM_ALG_ID
388 CryptdetHashAlgBylIndex(
389 UINT32 index // IN: the index
390 b}
391
392 refturn _cpri__GetHashAlgBylIndex(index);
393 }

11.2.5]20 CryptSignHMAC()

Sign a fgligest using an HMAC key. This an HMAC of a.digest, not an HMAC of a message.

Table 126

Error Heturns Meaning
394 statiq TPM_RC
395 Crypt3ignHMAC(
396 OBUECT *signKey, // IN: HMAC key sign the hash
397 TPMT_SI1G_SCHEME *scheme, // IN: signing scheme
398 TPM2B_DIGEST *hashData, // IN: hash to be signed
399 TPMT_SIGNATURE *signature // OUT: signature
400 )
401 {
402 HMAC_STATE hmacState;
403 UINT32 digestSize;
404
405 //] HMAC yjalgorithm self testing code may be inserted here
406
407 digestSize = CryptStartHVACPB(scheme->details._ hmac.hashAlg
408 &signKey->sensitive.sensitive._bits.b,
409 &hmacState);
410
411 // The hash algorithm must be a valid one.
412 pAssert(digestSize > 0);
413
414 CryptUpdateDigest2B(&hmacState, &hashData->b);
415
416 CryptCompleteHMAC(&hmacState, digestSize,
417 (BYTE *) &signature->signature._hmac.digest);
418
419 // Set HMAC algorithm
420 signature->signature.hmac.hashAlg = scheme->details.hmac.hashAlg;
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return TPM_RC_SUCCESS;

}

11.2.5.21 CryptHMACVerifySignature()

This function will verify a signature signed by a HMAC key.

Table 127
Error Returns Meaning
TPM_RC_SIGNATURE if invalid input or signature is not genuine
statiq¢ TPM_RC
CryptHMACVerifySignature(
OBUJECT *signKey, // IN: HMAC key signed the hash
TPM2B_DIGEST *hashData, // IN: digest being verified
TPMT_SIGNATURE *signature // IN: signature to be verified
)
{
HMAC_STATE hmacState;
TPM2B_DIGEST digestToCompare;
digestToCompare.t.size = CryptStartHMAC2B(signature->Signature.hmac.hashAlg,

Cn
Cn

/7
if]

el

11.2.5

This function creates.a-keyedHash object.

yptUpdateDigest2B(&hmacState, &hashData->b)§
yptCompleteHMAC2B(&hmacState, &digestToCompare.b);
Compare digest

(MemoryEqual (digestToCompare.t.buffer,

return TPM_

Se

return TPM_

22 CryptGenerateKeyedHash()

&signKey->sensitive.sensitive.bits.b, &hmacState);

(BYTE *) &signature=3signature.hmac.digest,
digestToCompare.t.Size))
RC_SUCCESS;

RC_SIGNATURES;

Table 128

Error R

eturns

Meaning

TPM_RC_SIZE

sensitive data size is larger than allowed for the scheme

static TPM_RC
CryptGenerateKeyedHash(

P

P
P
P

MT_PUBLIC

MT_SENSITIVE
M_ALG_ID
M2B_SEED

*publicArea, // IN/OUT: the public area template
// for the new key.
TPMS_SENSITIVE_CREATE *sensitiveCreate, // IN: sensitive creation data
*sensitive, // OUT: sensitive area
kdfHashAlg, // IN: algorithm for the KDF
*seed, // IN: the seed
*name // IN: name of the object

P
)

M2B_NAME
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460 {
461 TPMT_KEYEDHASH_SCHEME  *scheme;
462 TPM_ALG_ID hashAlg;
463 UINT16 hashBlockSize;
464
465 scheme = &publicArea->parameters.keyedHashDetail .scheme;
466
467 pAssert(publicArea->type == TPM_ALG_KEYEDHASH);
468
469 // Pick the limiting hash algorithm
470 iT(scheme->scheme == TPM_ALG_NULL)
471 hashAlg = publicArea->nameAlg;
472 else if(scheme->scheme == TPM_ALG_XOR)
473 hthA:u - QUhCIIIC dCtﬂ::O-I\UI .huohA:y,
474 else
475 hashAlg = scheme->details._hmac.hashAlg;
476 hashBlockSize = CryptGetHashBlockSize(hashAlg);
477
478 //] if this is a signing or a decryption key, then then the limit
479 //] for the data size is the block size of the hash. This limit
480 //] is set because larger values have lower entropy because of the
481 //] HMAC function.
482 ifi(publicArea->objectAttributes.sensitiveDataOrigin == CLEAR)
483 {
484 if( ( publicArea->objectAttributes.decrypt
485 Il publicArea->objectAttributes._sign)
486 && sensitiveCreate->data.t.size > hashBlockSize)
487
488 return TPM_RC_SIZE;
489 }
490 elke
491 {
492 // 1T the TPM is going to generate the)data, then set the size to be the
493 // size of the digest of the algorgthh
494 sensitive->sensitive.sym.t_size =(CryptGetHashDigestSize(hashAlg);
495 sensitiveCreate->data.t.size = 0;
496 }
497
498 //] Fill in the sensitive areg
499 CrlyptGenerateNewSymmetric(sensitiveCreate, sensitive, kdfHashAlg,
500 seed, name);
501
502 //] Create unique area, in’/public
503 CrlyptComputeSymmetricUnique(publicArea->nameAlg,
504 sensitive, &publicArea->unique.sym);
505
506 refturn TPM_RC«SUECESS;
507 }
11.2.5)23 LryptKDFa()
This fuhction generates a l(py ncing the KDIZA() farmulation in ISQ/AEC 11889-1__In this implpmp tation,

this is a macro invocation of _cpri_ KDFa() in the hash module of the CryptoEngine(). This macro sets
once to FALSE so that KDFa() will iterate as many times as necessary to generate sizelnBits number of

bits.
508 //%#define CryptKDFa(hashAlg, key, label, contextU, contextV, \
509 //% sizelnBits, keyStream, counterInOut) \
510 //% TEST_HASH(hashAlg); \
511 //% _cpri__KDFa( \
512 //% ((TPM_ALG_I1D)hashAlg), \
513 //% ((TPM2B *)key), \
514 //% ((const char *)label), \
515 /7% ((TPM2B *)contextUl), \
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516
517
518
519
520
521
522

523
524
525
526
527
528
529
530
531
532
533
534
535
536
537

538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554

555
556
557
558

/7%
/7%
/7%
/1%
/7%
/7%
/7%

((TPM2B *)contextV),
((UINT32)sizelnBits),
((BYTE *)keyStream),

((UINT32 *)counterl
((BOOL) FALSE)

11.2.5.24 CryptKDFaOnce()

ISO/IEC 11889-4:2015(E)

nOut),

A

This function generates a key using the KDFa() formulation in ISO/IEC 11889-1. In this implementation,

this is a macro invocation of cpri

_cpri DFa() with once TRUE so that only one iteration is performed, regardless of sizelnBits.

//%#d

/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%

11.2.5

Zt
ine CryptkKDFaOnce(hashAlg, key, label, contextU, contextV,
sizelnBits, keyStream, counterlIlnOut)

TEST_HASH(hashAlg);
_cpri__KDFa(
((TPM_ALG_ ID)hashAl
((TPM2B *)key),

((UINT32 *)counterl
((BOOL) TRUE)

25 KDFa()

((const char *)label),
((TPM2B *)contextU),
((TPM2B *)contextV),
((UINT32)sizelnBits),
((BYTE *)keyStream),

9,

nOut),

Al Sl

This fumnction is used by functions outside of CryptUtil() to access _cpri_KDFa().

void
KDFa(

P
P
CO
P
P
ul
BY]
ul

Cr

knnyrnnm, Pnunfnrlnﬁuf);

yptKDFa(hash, key, label, contextU, contextV, sizelnBits,

_ALG_ID hash, // IN: hash algorithm used in HMAC

2B *key, // IN: HMAC key

hst char *label { // IN: a null-terminated label for KDF

2B *contextu, // IN: context U

2B *centextV, // IN: context V

NT32 sizelnBits, // IN: size of generated key in bits

TE *KeyStream, // OUT: key buffer

NT32 *counterInOut // IN/OUT: caller may provide the iteration
// counter for incremental operations to
// avoid large intermediate buffers.

11.2.5.26 CryptKDFe()

KDFa() in the hash module of the CryptoEngine(). This macro will call

This function generates a key using the KDFa() formulation in ISO/IEC 11889. In this implementation, this
is a macro invocation of _cpri__KDFe() in the hash module of the CryptoEngine().

//%#define CryptKDFe(hashAlg, Z,
sizelnBits, keyStream)

/7%

//% TEST_HASH(hashAlg);
//% _cpri___KDFe(

© ISO/IEC 2015 — All rights reserved
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/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
/7%
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((TPM_ALG_ID)hashAlg),
((TPM2B *)2),

((const char *)label),
((TPM2B *)partyUlnfo),
((TPM2B *)partyVinfo),
((UINT32)sizelnBits),
((BYTE *)keyStream)

)

Il

#endif //TPM_ALG_KEYEDHASH //% 1

11.2.6

RSA Functions

11.2.6
Functio
_cpri_|

#ifdef
statiq
Bui IdA
OB
RS

)

ke
ifi

ke
if

el

11.2.6

This fu
p*Q.

1 BuildRSA()

n to set the cryptographic elements of an RSA key into a structure to simplifythe inte
RSA function. This can/should be eliminated by building this structure into thg‘object struct|
TPM_ALG_RSA /7% 2

void

SA(
JECT *rsakKey,
A KEY *key

y->exponent = rsaKey->publicArea.parameters.rsaDetail_exponent;
(key->exponent == 0)
key->exponent = RSA DEFAULT_PUBLIC_EXPONENT/;

y->publicKey = &rsaKey->publicArea.unique.¥fsa.b;

(rsaKey->attributes.publicOnly || rsaKey->privateExponent.t.size == 0)
key->privateKey = NULL;

se

key->privateKey = &(rsaKey->privateExponent.b);

2 CryptTestKeyRSA()

hction provides the interface to _cpri__ TestKeyRSA(). If both p and q are provided, n will b

If only p is provided, g is-computed by g = n/p. If n mod p != 0, TPM_RC_BINDING is returned.

The ke

y is validated.by’checking that a d can be found such that e d mod ((p-1)*(g-1)) = 1. If d i

that satfisfies this_fequirement, it will be placed in d.

face to
ure.

e set to

s found

Table 129
Error Rett+hs Mearag
TPM_RC_BINDING the public and private portions of the key are not matched
TPM_RC
CryptTestKeyRSA(
TPM2B *d, // OUT: receives the private exponent
UINT32 e, // IN: public exponent
TPM2B *n, // IN/OUT: public modulus
TPM2B *p, // IN: a first prime
TPM2B *q // IN: an optional second prime
)
{
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CRYPT_RESULT retVal;
TEST(ALG_NULL_VALUE);

pAssert(d = NULL && n != NULL && p '= NULL);
// Set the exponent
if(e ==
e = RSA_DEFAULT_PUBLIC_EXPONENT;
// CRYPT_PARAMETER
retVal =_cpri__TestKeyRSA(d, e, n, p, Q);
iT(retval == CRYPT_SUCCESS)
return TPM_RC_SUCCESS;
else

TRM DO oRV/ DT O
T 1

% n = e
TocCorit T _nNC_Drl > 77 COTvCT € COr\It

11.2.6)]3 CryptGenerateKeyRSA()

This fupction is called to generate an RSA key from a provided seed. It calls _cpri_CGenerateKe
to perfgrm the computations. The implementation is vendor specific.

Table 130
Error Returns Meaning
TPM_RC_RANGE the exponent value is not supported
TPM_RC_CANCELLED key generation has been canceled
TPM_RC_VALUE exponent is not prime or is less than 3; or could not find a prime using
the provided parameters

statiq TPM_RC

YRSA()

CryptdenerateKeyRSA(
TPMT_PUBLIC *publicArea, // IN/OUT: The public area template for
// the new key. The public key
// area will be replaced by the
// product of two primes found Rhy
// this function
TPMT_SENSITIVE *sensitive, // OUT: the sensitive area will be
// updated to contain the first
// prime and the symmetric
// encryption key
TPM_ALG_ID hashAlg, // IN: the hash algorithm for the KDH
TPM2B_SEED *seed, // IN: Seed for the creation
TPM2B_NAME *name, // IN: Object name
UINT32 *counter // OUT: last iteration of the countej
)
{
CRYPT,'RESULT retval;
UINT32 exponent = publicArea->parameters.rsaDetail.exponent;
TEST_HASH(hashAlQg);
TEST(ALG_NULL_VALUE);
// In this implementation, only the default exponent is allowed
if(exponent = 0 && exponent I= RSA_DEFAULT_PUBLIC_EXPONENT)
return TPM_RC_RANGE;
exponent = RSA_DEFAULT_PUBLIC_EXPONENT;
*counter = 0O;
// _cpri_GenerateKeyRSA can return CRYPT_CANCEL or CRYPT_FAIL
retVal = _cpri__GenerateKeyRSA(&publicArea->unique.rsa.b,
© ISO/IEC 2015 — All rights reserved 295
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642 &sensitive->sensitive.rsa.b,
643 publicArea->parameters.rsaDetail .keyBits,
644 exponent,
645 hashAlg,
646 &seed->b,
647 "RSA key by vendor",
648 &name->b,
649 counter);
650
651 // CRYPT CANCEL -> TPM_RC_CANCELLED; CRYPT_FAIL -> TPM_RC_VALUE
652 return TranslateCryptErrors(retval);
653
654 }
11.2.6}4 CryptLoadPrivateRSA()
This function is called to generate the private exponent of an RSA key. It uses CryptTestKeyRSA()
Table 131
Error Returns Meaning
TPM_RC_BINDING public and private parts of rsaKey are not matched
655 TPM_R(
656 CryptloadPrivateRSA(
657 OBUECT *rsakey // IN: the RSA «ey object
658 )
659 {
660 TPM_RC result;
661 TPMT_PUBLIC *publicArea = &rsaKey->publicArea;
662 TPMT_SENSITIVE *sensitive = &rsaKey->sensitive;
663
664 //] Load key by computing the privage exponent
665 //] TPM_RC_BINDING
666 result = CryptTestKeyRSA(&(rsaKey->privateExponent.b),
667 publicArea->parameters.rsaDetail .exponent,
668 &CpublicArea->unique.rsa.b),
669 &(sensitive->sensitive.rsa.b),
670 NULL);
671 ifl(result == TPM_RC_SUCCESS)
672 rsaKey->attributés.privateExp = SET;
673
674 refturn result;
675 }
11.2.6]5 CryptSelectRSAScheme()
This fupetion is used by TPM2_RSA_Decrypt() and TPM2_RSA_Encrypt(). It sets up the rules to $elect a

scheme between input and object defaull. This function assume the RSA ODJject 1S loaded. 1T a default
scheme is defined in object, the default scheme should be chosen, otherwise, the input scheme should
be chosen. In the case that both the object and scheme are not TPM_ALG_NULL, then if the schemes
are the same, the input scheme will be chosen. if the scheme are not compatible, a NULL pointer will be
returned.

The return pointer may point to a TPM_ALG_NULL scheme.

676 TPMT_RSA_DECRYPT*

677 CryptSelectRSAScheme(

678 TPMI_DH_OBJECT rsaHandle, // IN: handle of sign key

679 TPMT_RSA_DECRYPT *scheme // IN: a sign or decrypt scheme
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)
{
OBJECT *rsaObject;
TPMT_ASYM_SCHEME *keyScheme;
TPMT_RSA_DECRYPT *retvVal = NULL;
// Get sign object pointer
rsaObject = ObjectGet(rsaHandle);
keyScheme = &rsaObject->publicArea.parameters.asymDetail.scheme;
// if the default scheme of the object is TPM_ALG NULL, then select the
// input scheme
if(keyScheme->scheme == TPM_ALG_NULL)
{
retvVal = scheme;
}
//| if the object scheme is not TPM_ALG NULL and the input scheme is
//] TPM_ALG_NULL, then select the default scheme of the object.
elise if(scheme->scheme == TPM_ALG_NULL)
{
// if input scheme is NULL
retVal = (TPMT_RSA_DECRYPT *)keyScheme;
}
//] get here if both the object scheme and the input schep&sare
//] not TPM_ALG_NULL. Need to insure that they are the sane:
//] IMPLEMENTATION NOTE: This could cause problems if futlre versions have
//] schemes that have more values than just a hash aljerithm. A new function
//] (IsSchemeSame()) might be needed then.
elie i1f1( keyScheme->scheme == scheme->scheme
&& keyScheme->details.anySig.hashAlg == 'scheme->details.anySig.hashAlg)
{
retVal = scheme;
3
//] two different, incompatible schemes spécified will return NULL
refturn retval;
}
11.2.6)6 CryptDecryptRSA()
This fupction is the interface to _cpfiy” DecryptRSA(). It handles the return codes from that functjon and
converfs them from CRYPT_RESULT to TPM_RC values. The rsaKey parameter must reference an RSA
decryption key.
Table 132
Error Returns Meaning
TPM_RC_BINDING Public and private parts of the key are not cryptographically bound.
TPM_RC_SIZE Size of data to decrypt is not the same as the key size.
TPM_RENMALDE Numerie—value—efthe—enerypted—data—is—greater—than—the—public
exponent, or output buffer is too small for the decrypted message.
TPM_RC
CryptDecryptRSA(
UINT16 *dataOutSize, // OUT: size of plain text in bytes
BYTE *datalut, // OUT: plain text
OBJECT *rsakKey, // IN: internal RSA key
TPMT_RSA_DECRYPT *scheme, // IN: selects the padding scheme
UINT16 cipherlInSize, // IN: size of cipher text 1in byte
BYTE *cipherin, // IN: cipher text
const char *label // IN: a label, when needed
)
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RSA_KEY
CRYPT_RESULT retval = CRYPT_SUCCESS;

ul

NT32

key;

dSize; // Place to put temporary value for the
// returned data size

TPMI_ALG_HASH hashAlg = TPM_ALG_NULL; // hash algorithm in the selected

// padding scheme

TPM_RC result = TPM_RC_SUCCESS;
// pointer checks
pAssert( (dataOutSize "= NULL) && (dataOut !'= NULL)
&& (rsaKey != NULL) && (cipherin != NULL));
pAssert( (rsakKey->publicArea.type == TPM_ALG_RSA
&& rsaKey->publicArea.objectAttributes.decrypt == SET));
//] Must have the private portion loaded. This check is made before tRis
//] function is called.
pAssert(rsaKey->attributes_publicOnly == CLEAR);
//] decryption requires that the private modulus be present
ifl(rsaKey->attributes.privateExp == CLEAR)
{
// Load key by computing the private exponent
// CryptLoadPrivateRSA may return TPM_RC_BINDING
result = CryptLoadPrivateRSA(rsaKey);
}
//] the input buffer must be the size of the kY
if[(result == TPM_RC_SUCCESS)
{
if(cipherInSize != rsaKey->publicArea.unique.rsa.t.size)
result = TPM_RC_SIZE;
else
{ _
Bui ldRSA(rsaKey, &key);
// Initialize the dpu€Size parameter
dSize = *dataOutSize;
// For OAEP scheme, initialize the hash algorithm for padding
iT(scheme->scheme == TPM_ALG_OAEP)
hashAlg = scheme->details.oaep.hashAlg;
TEST-HASH(hashAlg);
3
//~8€e 1T the padding mode needs to be tested
TEST(scheme->scheme) ;
// _cpri__DecryptRSA may return CRYPT_PARAMETER CRYPT_FAIL CRYPT_SCHHME
retVal = cpri_ DecryptRSA(&dSize, dataOut, &key, scheme->scheme,
cipherlInSize, cipherln, hashAlg, label);
// Scheme must have been validated when the key was loaded/imported
pAssert(retvVal '= CRYPT_SCHEME);
// Set the return size
pAssert(dSize <= UINT16_MAX);
*dataOutSize = (UINT16)dSize;
// CRYPT_PARAMETER -> TPM_RC_VALUE, CRYPT FAIL -> TPM_RC_VALUE
result = TranslateCryptErrors(retval);
}
}

© ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=0b96d4ab318b2f00a9512c42bf229203

792
793

794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841

}

ISO/IEC 11889-4:2015(E)

return result;

11.2.6.7 CryptEncryptRSA()

This function provides the interface to _cpri__ EncryptRSA(). The object referenced by rsaKey is required
to be an RSA decryption key.

Table 133

Error Returns Meaning

TPM_REC_SCHEME scheme is not supported

TPM_RC_VALUE numeric value of dataln is greater than the key modulus

TPM_R(

CryptHncryptRSA(
UINT16 *cipherOutSize, // OUT: size of cipher text\ byte
BY[TE *cipherOut, // OUT: cipher text
OBUECT *rsakKey, /7 IN: internal RSA ke
TPMT_RSA_DECRYPT *scheme, // IN: selects the pasfling scheme
UINT16 datalnSize, // IN: size of plagn\text in byte
BY[TE *dataln, // IN: plain text
const char *label // IN: an optigna¥ label
)

{
RSA _KEY key;
CRYPT_RESULT retval;
UINT32 cOutSize; // Conversion variable
TPM1_ALG_HASH hashAlg = TPM_ALG_NUYLL; // hash algorithm in selecteq

// padding scheme

//] must have a pointer to a key and)some data to encrypt
pAssert(rsaKey != NULL && dataln (= NULL);

//] The public type is a RSA d€8ryption key
pAssert( rsakKey->publicAreaZtype == TPM_ALG_RSA
&& rsaKey->publicArea.objectAttributes.decrypt == SET);

//] IT the cipher buffer must be provided and it must be large enough
//] for the result

pAssert( ciphenOut = NULL

&& ciphérQutSize "= NULL

&& *cipherOutSize >= rsaKey->publicArea.unique.rsa.t.size);

//] Only need the public key and exponent for encryption
Buli IdRSA(IrsaKey, &key);

//] Sopy the size to the conversion buffer
coutSize = *cipherQutSize;

// For OAEP scheme, initialize the hash algorithm for padding
iT(scheme->scheme == TPM_ALG_OAEP)

hashAlg = scheme->details.oaep.hashAlg;
TEST_HASH(hashAlg);

}

// This is a public key operation and does not require that the private key
// be loaded. To verify this, need to do the full algorithm
TEST(scheme->scheme) ;

// Encrypt the data with the public exponent
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// _cpri__EncryptRSA may return CRYPT PARAMETER or CRYPT_SCHEME
retVal = _cpri__EncryptRSA(&cOutSize,cipherOut, &key, scheme->scheme,
datalnSize, dataln, hashAlg, label);

pAssert (cOutSize <= UINT16_MAX);

*cipherOutSize = (UINT16)cOutSize;

// CRYPT_PARAMETER -> TPM_RC_VALUE, CRYPT_SCHEME -> TPM_RC_SCHEME
return TranslateCryptErrors(retval);

11.2.6.8  CryptSignRSA()

This fufction IS USed 10 sign a digest with an RSA signing key. ... |
Table 134
Error Returns Meaning
TPM_RC_BINDING public and private part of signKey are not properly bound
TPM_RC_SCHEME scheme is not supported
TPM_RC_VALUE hashData is larger than the modulus of signkey, or the size of
hashData does not match hash algorithm in-seheme

statiq TPM_RC
Crypt3ignRSA(

OBUJECT *signKey, // IN: RSp~Key signs the hash
TPMT_S1G_SCHEME *scheme, // IN: sAPw scheme
TPM2B_DIGEST *hashData, // IN:shash to be signed
TPMT_SIGNATURE *sig // OYIs signature
)

{
UINT32 signSize;
RSA_KEY key;
CRYPT_RESULT retval;
TPM_RC result =, TPM_RC_SUCCESS;

pAssert( (signKey 1= NUBLE) && (scheme 1= NULL)
&& (hashData“X= NULL) && (sig '= NULL));

//] assume that the key-has private part loaded and that it is a signing key.
pAssert( (signKey=>attributes.publicOnly == CLEAR)
&& (signKey->publicArea.objectAttributes.sign == SET));

//] check 1f_thke private exponent has been computed
fl(signKey<>attributes._privateExp == CLEAR)

// May Jreturn TPM_RC_BINDING

result = CryptLoadPrivateRSA(signKey);

ifi(résult == TPM_RC_SUCCESS)

Bui ldRSA(signKey, &key);

// Make sure that the hash is tested
TEST_HASH(sig->signature.any.hashAlg);

// Run a test of the RSA sign
TEST(scheme->scheme) ;

// _crypi__SignRSA can return CRYPT_SCHEME and CRYPT_PARAMETER

retVal = _cpri__SignRSA(&signSize,
sig->signature.rsassa.sig.t.buffer,
&key,
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sig->sigAlg,

sig->signature.any.hashAlg,

hashData->t.size, hashData->t._buffer);
pAssert(signSize <= UINT16_MAX);
sig->signature.rsassa.sig.t.size = (UINT16)signSize;

// CRYPT_SCHEME -> TPM_RC_SCHEME; CRYPT_PARAMTER -> TPM_RC_VALUE
result = TranslateCryptErrors(retval);

return result;
11.2.6 9——GCrypiRSAMerfySighatured)

This function is used to verify signature signed by a RSA key.

Table 135
Error Returns Meaning
TPM_RC_SIGNATURE if signature is not genuine
TPM_RC_SCHEME signature scheme not supported
statiq TPM_RC
CryptHSAVerifySignature(
OBUECT *signKey, // IN: RSA key gjigried the hash
TPM2B_DIGEST *digestData, // IN: digest(Peing signed
TPMT_SIGNATURE *sig // IN: signa&ture to be verified
)
{
RSA KEY key;
CRYPT_RESULT retval;
TPM_RC result;
//] Validate parameter assumptiods

pA

TH
TH

//
Bul

//
//

ssert((signKey '= NULL) && (digestData !'= NULL) && (sig = NULL));

ST_HASH(sig->signature.any.hashAlg);
ST(sig->sigAlg);

This is a publicikey-only operation
i ldRSA(signKey ,&key);

Call crypte €rigine to verify signature
_cpri_VakifateSignaturRSA may return CRYPT_FAIL or CRYPT_SCHEME

retVal = ~epri__ValidateSignatureRSA(&key,

sig->sigAlg,
sig->signature.any.hashAlg,
digestData->t.size,

digestData->t._buffer,

//
//

sig->sighature.rsassa.sig.t.size,
sig->signature.rsassa.sig.t.buffer,
0);
_cpri__ValidateSignatureRSA can return CRYPT_SUCCESS, CRYPT_FAIL, or
CRYPT_SCHEME. Translate CRYPT_FAIL to TPM_RC_SIGNATURE

if(retval == CRYPT_FAIL)

el

re

© 1SO/

result = TPM_RC_SIGNATURE;

se
// CRYPT_SCHEME -> TPM_RC_SCHEME
result = TranslateCryptErrors(retval);

turn result;
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941 #endif //TPM_ALG_RSA //% 2
11.2.7 ECC Functions

11.2.7.1 CryptEccGetCurveDataPointer()

This function returns a pointer to an ECC_CURVE_VALUES structure that contains the parameters for
the key size and schemes for a given curve.

942 #ifdef TPM_ALG_ECC //% 3
943 static_const ECC CURVE *
944 CryptHccGetCurveDataPointer(

945 TPM_ECC_CURVE curvelD // IN: id of the curve
946 )

947

948 refturn _cpri__EccGetParametersByCurveld(curvelD);

949 }

11.2.7)2 CryptEccGetKeySizelnBits()

This fumction returns the size in bits of the key associated with a curve.

950 UINT16
951 CryptHccGetKeySizelnBits(

952 TPM_ECC_CURVE curvelD // IN: id of thg, clrve
953 )

954 {

955 const ECC_CURVE *curve = CryptEccGetCurveDataPointer(curvelD);
956 UINT16 keySizelnBits =403

957

958 ifl(curve = NULL)

959 keySizelnBits = curve->keySizeBits;

960

961 refturn keySizelnBits;

962 }

11.2.7)3 CryptEccGetKeySizeBytes()

This macro returns the size«of'the ECC key in bytes. It uses CryptEccGetKeySizelnBits().

963 // The] next lines Wil be placed in CyrptUtil_fp.h with the //% removed
964 //% #define CryptBbcGetKeySizelnBytes(curve) \
965 //% CryptEccCGetKeySizelnBits(curve)+7)/8)

11.2.7}4 , (CryptEccGetParameter()

This function refurns a pointer 10 an ECC curve parameter. The parameter 1s selected by a single
character designator from the set of {pnabxyh}.

966 LIB_EXPORT const TPM2B *
967 CryptEccGetParameter(

968 char P, // IN: the parameter selector

969 TPM_ECC_CURVE curveld // IN: the curve id

970 )

971 {

972 const ECC_CURVE *curve = _cpri__EccGetParametersByCurveld(curveld);
973 const TPM2B *parameter = NULL;

974

975 if(curve = NULL)
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{
switch (p)
case "p":
parameter = curve->curveData->p;
break;
case "n-:
parameter = curve->curveData->n;
break;
case "a":
parameter = curve->curveData->a;
break;
case "b":
Hul uIIICtCI - CuUuUr ve \e ) | VCDutu b;
break;
case "x":
parameter = curve->curveData->X;
break;
case "y":
parameter = curve->curveData->y;
break;
case "h":
parameter = curve->curveData->h;
break;
default:
break;
T
}
refturn parameter;
}
11.2.7)5 CryptGetCurveSignScheme()

This fupction will return a pointer to the scheme of the curve.

const

TPMT_ECC_SCHEME *

CryptdetCurveSignScheme(

TPM_ECC_CURVE curveld // IN: The curve selector
))
{
const ECC_CURVE Fcurve =
const TPMT_ECC_SCHEME *scheme = NULL;
ifilcurve = NULL)
scheme = &(curve->sign);
refturn scheme;
}
11.2.7)6 , (CryptEcclsPointOnCurve()

_cpri__EccGetParametersByCurveld(curveld);

This function will validate that an ECC point is on the curve of given curveliD.

Table 136

Return Value

Meaning

TRUE if the point is on curve
FALSE if the point is not on curve
BOOL

CryptEcclsPointOnCurve(
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TPM_ECC_CURVE curvelD, // IN: ECC curve ID

TPMS_ECC_POINT *Q
)

// IN: ECC point

{
// Make sure that point multiply is working
TEST(TPM_ALG_ECC);
// Check point on curve logic by seeing if the test key is on the curve
// Call crypto engine function to check if a ECC public point is on the
// given curve
iT( cpri__EcclsPointOnCurve(curvelD, Q))
return TRUE;
else
}

11.2.7)7 CryptNewEccKey()

This fumction creates a random ECC key that is not derived from other parameters astis a Primary

TPM_R(

CryptNewEccKey(
TPM_ECC_CURVE
TPMS_ECC_POINT
TPM2B_ECC_PARAMETER
)

curvelD, // IN: ECC curve
*publicPoint, // OUT: public(ppint
*sensitive // OUT: privées area

result = TPM_RC_SUCCESS;

/7 :Cpri__GetEphemeralECC may return CRYPT_PARAMETER

ifi(_cpri__GetEphemeralEcc(publicPoint, sensitive, curvelD) !'= CRYPT_SUCCESS)
// Something is wrong with the key.

{
TPM_RC
result = TPM_RC_KEY;
refturn result;
T

11.2.7)8 CryptEccPointMultiply()

This fupction is used to perform™apoint multiply R = [d]Q. If Q is not provided, the multiplic

performed using the generator point of the curve.

Table 137

XError Returns

Meaning

TPM_RE_ECC_ROINT

invalid optional ECC point pin

TPM_RE_N@~ RESULT

multiplication resulted in a point at infinity

TPM_RENGANCELED

if a self-test was done, it might have been aborted

Key.

ation is

TPM_RC

CryptEccPointMultiply(
TPMS_ECC_POINT
TPM_ECC_CURVE
TPM2B_ECC_PARAMETER
TPMS_ECC_POINT

)

TPM2B_ECC_PARAMETER
CRYPT_RESULT

304

*pOut, // OUT: output point
curveld, // IN: curve selector

*dIn, // IN: public scalar

*pln // IN: optional point

*n = NULL;

retval;
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pAssert(pOut != NULL && dIn 1= NULL);
if(pIn = NULL)

n = dln;
din = NULL;

// Do a test of point multiply
TEST(TPM_ALG_ECC);

// _cpri__EccPointMultiply may return CRYPT_POINT or CRYPT_NO_RESULT
retVal = _cpri__EccPointMultiply(pOut, curveld, dIn, pln, n);

/7 — EA
urn TranslateCryptErrors(retval);

11.2.7)9 CryptGenerateKeyECC()

This fuipction generates an ECC key from a seed value.

The method here may not work for objects that have an order (G) that with & different size than a| private
key.

Table 138

Error Heturns Meaning

TPM_RC_VALUE hash algorithm is not supported

statiq TPM_RC

CryptdenerateKeyECC(
TPMT_PUBLIC *publicArea, // INAOUT: The public area template for the new

// key.

TPMT_SENSITIVE *sensitive, {Z)IN/0UT: the sensitive area
TPM_ALG_ID hashAlg, Y7 IN: algorithm for the KDF
TPM2B_SEED *seed, // IN: the seed value
TPM2B_NAME *name, // IN: the name of the object
UINT32 *counter. // OUT: the iteration counter
)

{
CRYPT_RESULT retval;

TEST_HASH(hashAlg);
TEST(ALG_ECDSA\VALUE); // ECDSA is used to verify each key

//] The itération counter has no meaning for ECC key generation. The parametey
//| willbe“overloaded for those implementations that have a requirement for
//] doing* pair-wise consistency checks on signing keys. If the counter parameter
//| ¥ 0 or NULL, then no consistency check is done. If it is other than 0, then
//L2a r‘nncicfpnr‘y check is run_ This modification allow this code to work wit
// the existing versions of the CrytpoEngine and with FIPS-compliant versions
// as well.

*counter = (UINT32)(publicArea->objectAttributes.sign == SET);

// _cpri__GenerateKeyEcc only has one error return (CRYPT_PARAMETER) which means

// that the hash algorithm is not supported. This should not be possible

retVal = _cpri__GenerateKeyEcc(&publicArea->unique.ecc,
&sensitive->sensitive.ecc,
publicArea->parameters.eccDetail.curvelD,
hashAlg, &seed->b, "ECC key by vendor™,
&name->b, counter);

// This will only be useful if _cpri__ GenerateKeyEcc return CRYPT_CANCEL

return TranslateCryptErrors(retval);
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