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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The fnain task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national bodies for veting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting‘a votd.

Attention is drawn to the possibility that some of the elements of this document may be the subjject of patent
rights| ISO and IEC shall not be held responsible for identifying any or all such, patent rights.

ISO/IEC 11889-4 was prepared by the Trusted Computing Group (TCG)'and was adopted, unpder the PAS
procedure, by Joint Technical Committee ISO/IEC JTC 1, Information_teehnology, in parallel with its approval
by national bodies of ISO and IEC.

ISO/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
Platfarm Module:

— Rart 1: Overview
— Rart 2: Design principles
— HRart 3: Structures

— Rart 4: Commands
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Introduction

Figure 1. TH
Start of infdq

ISO/IEC 11
specification

not match. T

Part 1
Trusted Platform Overview

Part 2
Trusted Platform Design
Principles

Part 3 Part 4
Trusted Platform Structures Trusted Fiatform Commands

ISO-15408 Common Criteria Protection Profile

M Main Specification Road@,\p
)rmative comment C)\\

889 is from the Trusted Computing Group (TCG) Trusted Platform Module (

he reason is the inclusion of the Overview document that is not a member of the

TPM)

1.2 version 10 e part numbers for ISO/IEC 11889 and the TCG specification do

TCG

part numberlfing. The ma@ﬁng between the two is as follows:
ISO Reference @) TCG Reference

Part 1 Overyie é Not published

Part 2 Desi n%‘fci:cioles Part 1 Design Principles
Part 3 Structures Part 2 Structures

Part 4 Commands Part 3 Commands

End of informative comment
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INTERNATIONAL STANDARD

ISO/IEC 11889-4:2009(E)

Information technology — Trusted Platform Module —

Part 4:
Commands

1. Scppe

ISO/IEC 11889 defines the Trusted Platform Module (TPM), a device that enables: trust i
platforms ip general. ISO/IEC 11889 is broken into parts to make the role of each.documer
version of fhe standard requires all parts to be a complete standard.

A TPM designer MUST be aware that for a complete definition of all requirements necessa
TPM, the designer MUST use the appropriate platform specific specification to understand al
requirements.

Part 4 defines the commands that allow software to communicate-with and use the TPM. If
command format as both the TPM and calling software must agree on the exact comman

n computing
t clear. Any

Fy to build a
of the TPM

defines the
i format, as

many of the commands require cryptographic authorization andythe format of the authorizafion must be

standardiz¢d.

11  Key words

The key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD
NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL” in this document’s normative statemer
interpreted|as described in RFC-2119, Key words for use in RFCs to Indicate Requirement Le

1.2 Statement Type

Please notg a very important distinction between different sections of text throughout this do
will encourfter two distinctive kinds_of text: informative comment and normative statements. B¢
of the texfl in this specification will be of the kind normative statements, the authors hay
defined it as the default and;as such, have specifically called out text of the kind informatiy
They have|done this by flagging the beginning and end of each informative comment and hi
text in gray. This means.that unless text is specifically marked as of the kind informative cg
can consider it of the kind normative statements.

For example:
Start of informative comment

” “SHOULD
ts are to be
vels.

cument. You
bcause most
e informally
e comment.
phlighting its
mment, you

This is the first paragraph of T-n paragraphs containing text of the kind informative comment .
This is the second paragraph of text of the kind informative comment ...
This is the nth paragraph of text of the kind informative comment ...

To understand the standard the user must read the standard. (This use of MUST does not
action).

End of informative comment

require any

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the kind

normative statements ...

To understand the standard the user MUST read the standard. (This use of MUST indicates a keyword

usage and requires an action).
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2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies

ISO 8825-1|ITU-T X.690: Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions —
Part 3: Dedicated hash-functions Clause 9 _SHA-1

ISO/JEC 18033-3, Information technology — Security techniques — Encryption~algorithms —
Rart 3, Block ciphers, Clause 5.1 AES
IEEE P1363, Institute of Electrical and Electronics Engineers: Standard Specifications [For Public-
KHey Cryptography
IETH RFC 2104, Internet Engineering Task Force Request for Comments 2104: HMAC: Keyed-
Hashing for Message Authentication
IETH RFC 2119, Internet Engineering Task Force Request for Comments 2119: Key wqrds for use
in RFCs to Indicate Requirement Levels
PKCS #1 Version 2.1, RSA Cryptography Standard. This“document is superseded|by P1363,
gxcept for section 7.2 that defines the V1.5 RSA signattire scheme in use by the TPM.
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3. Abbreviated Terms

ISO/IEC 11889-4:2009(E)

Abbreviation Description

AACP Asymmetric Authorization Change Protocol
ADCP Authorization Data Change Protocol
ADIP Authorization Data Insertion Protocol
AIK Attestation Identity Key

AMC Audit Monotonic Counter

APIP Time-Phased Implementation Plan
AuthData Authentication Data or Authorization Data, depending on the context
BCD Binary Coded Decimal

BIOS Basic Input/Output System

CA Certification of Authority

CDI Controlled Data Item

CMK Cerifiable/Certified Migratable Keys
CRT Chinese Remainder Theorem

CRTM Core Root of Trust Measurement

CTR Counter-mode encryption

DAA Direct Autonomous Attestation

DIR Data Integrity Register

DOS Disk Operating System

DSA Digital Signature Algorithm

DSAP Delegate-Specific Authorization Protocol
ECB Electronic Codebook Mode

EK Endorsement Key

ET ExecuteTransport or Entity Type

FIPS Federal Information Processing*Standard
GPIO General Purpose 1/0

HMAC Hash Message Authentisation Code
HW Hardware Interface

1B Internal Base

l[e} Input/Odtput

[\ Initialization Vector

KH Key Handle

LEAP Lightweight Extensible Authentication Protocol for wireless computer networks
LK Loaded Key

LOM Limited Operation Mode

LPC Low Pin Count

LSB Least Significant Byte

MA Migration Authority/Authorization

MIDL Microsoft Interface Definition Language
MSA Migration Selection Authority

MSB Most Significant Byte

NV Non-volatile

NVRAM Non-Volatile Random Access Memory
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Abbreviation

Description

OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer

OIAP Object-Independent Authorization Protocol
(e]]n] Object Identifier

OSAP Object-Specific Authorization Protocol

PCR Platform Configuration Register

PI Personal Information

Pl Personally Identifiable Information

POST Power On Self Test

PRIVEK Private Endorsement Key

PRNG Pseudo Random Number Generator

PSS Probabilistic Signature Scheme

PUBEK Public Endorsement Key

RNG Random Number Generator

RSA Algorithm for public-key cryptography. The letters R, S, and A represent the initials of the first public describers of the algoritfjm.
RTM Release to Manufacturing/Ready to Market
RTR Root of Trust for Reporting

RTS Root of Trust for Storage

SHA Secure Hash Algorithm

SRK Storage Root Key

STF Self Test Failed

TA Time Authority

TBB Threading Building Blocks

TCG Trusted Computing Group

TCV Tick Count Value

TIR Tick Increment Rate

TIS TPM Interface Specification

TNC Trusted Network Connect

TOE Target of Evaluation

TOS Trusted Operating System

TPCA Trusted Platform Cemputing Alliance

TPM Trusted Rlatform Module

TPME Trusted Platform Module Entity

TSC Tick Stamp Counter

TSC_ TPM Software Connection, when used as a command prefix
TSN Tick Session Name

TSR Tick Stamp Reset

TSRB TickStampReset for blob

TSS TCG Software Stack

TTP Trusted Third Party/Time-Triggered Protocol
TS Tick Stamp

uTC Universal Time Clock

VPN Virtual Private Network
4 © ISO/IEC 2009 — All rights reserved



https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

4,

ISO/IEC 11889-4:2009(E)

Admin Startup and State

Start of informative comment:

This sectio

n is the commands that start a TPM.

End of informative comment.

4.1

TPM_Init

Start of informative comment:

TPM_Init i

message gent on the platform internals to the TPM. On a PC this command arrives at-the
LPC bus apd informs the TPM that the platform is performing a boot process.

TPM_Init

of initializa
End of inffq
Definition
TPM Init

Operation

the TPM and the platform that the TPM resides on.

a physical method of initializing a TPM. There is no TPM_Init ordinal as thisy.i

5 a platform
TPM via the

ts the TPM into a state where it waits for the command TPM_Startup ,which specifies the type

ion that is required.
brmative comment.

();

pf the TPM. This is not a command that any software can execute. It is inherent in the design of

[PM SHALL

and initialize

zation. If the
re that ALL
Fom causing
e, on a PC
the platform

itlalso signals

Parameters

None

Descriptipn

1. The THM_Init signal indicates to the:TPM that platform initialization is taking place. The ]
set thgl TPM into a state such that the only legal command to receive after the TPM Init is the
TPM_Startup command. The FPM_Startup will further indicate to the TPM how to handle
the TPM resources.

2. The plgtform design MUST be that the TPM is not the only component undergoing initiali
TPM_Init signal forces the TPM to perform initialization then the platform MUST ensU
components of the:platform receive an initialization signal. This is to prevent an attacker f
the TPM to initialize to a state where various masquerades are allowable. For instanc
causing the TRPM to initialize and expect measurements in PCRO but the remainder of
does not initialize.

3. The design-of-the JS 3
initialization to the other platform components.

Actions

1. The TPM sets TPM_STANY_FLAGS -> postlinitialise to TRUE.
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4.2 TPM_Startup

Start of informative comment:

TPM_Startup is always preceded by TPM_Init, which is the physical indication (a system-wide reset) that
TPM initialization is necessary.

There are many events on a platform that can cause a reset and the response to these events can require
different operations to occur on the TPM. The mere reset indication does not contain sufficient information
to inform the TPM as to what type of reset is occurring. Additional information known by the platform
initialization code needs transmitting to the TPM. The TPM_Startup command provides the mechanism to
transmit the information.

The TPM cagn startup in three different modes:

A “clear” stj

A “save” stg
prior TPM_S
A failing "s3
untrusted ug

A “deactivated” start where the TPM turns itself off and requires anothetr’ TPM_Init before th

rt where all variables go back to their default or non-volatile set state

rt where the TPM recovers appropriate information and restores variqus‘values
aveState. This recovery requires an invocation of TPM_Init to be successful.

based on a

ve" start must shut down the TPM. The CRTM cannot leave the TPM in a stat¢ where an
per software layer could issue a "clear" and then extend PCRs(@nd thus mimic the

CRTM.
e TPM will

execute in g fully operational state.
End of informative comment.
Table 1. TPM_Init Incoming Paranieters and Sizes
PARAM HMAC N
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal TPM_ORD_Startup
4 2 28 2 TPM_STARTUP_TYPE startupType Type of startup that is occurring
Table 2. TPM:_Init Outgoing Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_.RESULT returnCode The return code of the operation.
2S 4 JFRPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Startup
Description

TPM_Startup MUST be generated by a trusted entity (the RTM or the TPM, for example).

1. If the TPM is in failure mode

a. TPM_STANY_FLAGS -> postlinitialize is still set to FALSE

b. The TPM returns TPM_FAILEDSELFTEST

Actions

1. If TPM_STANY_FLAGS -> postlnitialise is FALSE,
a. Thenthe TPM MUST return TPM_INVALID_POSTINIT, and exit this capability
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2. If stType = TPM_ST_CLEAR

a.

Ensure that sessions associated with resources TPM_RT_CONTEXT, TPM _RT_AUTH,
TPM_RT_DAA TPM, and TPM_RT_TRANS are invalidated

Reset TPM_STCLEAR_DATA -> PCR]] values to each correct default value
i. pcrResetis FALSE, set to 0x00..00

ii. pcrResetis TRUE, set to OxFF..FF

Set the following TPM_STCLEAR_FLAGS to their default state

i Dh\lleir\alprncnnr\n

ii. [PhysicalPresencelLock

iii. |disableForceClear

Thg TPM MAY initialize auditDigest to all zeros
i. [If notinitialized to all zeros, the TPM SHALL ensure that auditDigest.contains a valld value.

ii. [If initialization fails, the TPM SHALL set auditDigest to all zefos and SHALL sef] the internal
TPM state so that the TPM returns TPM_FAILEDSELFTEST.10-all subsequent conpmands.

Thg TPM SHALL set TPM_STCLEAR_FLAGS -> deactivated to the sam¢ state as
TPV_PERMANENT_FLAGS -> deactivated

Thg TPM MUST set the TPM_STANY_DATA fields tot

i. [TPM_STANY_DATA->contextNonceSession iS/set to all zeros
i. [TPM_STANY_DATA->contextCount is set400

iii. [TPM_STANY_DATA->contextList is setto 0

Thg TPM MUST set TPM_STCLEAR_DATA fields to:

i. |Invalidate contextNonceKey

ii. [countID to zero

ii. lownerReference to TPM; KH_OWNER

Thg TPM MUST set the following TPM_STCLEAR_FLAGS to

i. [bGlobalLock to FALSE

Determine whichkeys should remain in the TPM

i. [For eachkey that has a valid preserved value in the TPM

1., i parentPCRStatus is TRUE then call TPM_FlushSpecific(keyHandle)

laY H A W P DAL DD ol = Y | i 1 Il
. 1RVUIAUT IS TINUL UICTT Lall

D |l | ) H A | Ll all o)
VoSS pecCiic(Reyrandie)

ii. Keys under control of the OwnerEvict flag MUST stay resident in the TPM

3. If stType = TPM_ST_STATE

a.

If the TPM has no state to restore, the TPM MUST set the internal state such that it returns
TPM_FAILEDSELFTEST to all subsequent commands.

The TPM MAY determine for each session type (authorization, transport, DAA, ...) to release or
maintain the session information. The TPM reports how it manages sessions in the
TPM_GetCapability command.
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4. If stTypg = TPM_ST _DEACTIVATED
Invalidate sessions
i. Bnsure that all resources associated with saved and active sessions are invalidated
b. Setthe TPM_STCLEAR FLAGS to their default'state.
c. Set TPM_STCLEAR_FLAGS -> deactivated-to TRUE
5. The TPNI MUST ensure that state associated with TPM_SaveState is invalidated
6. The TP:E MUST set TPM_STANY_FLAGS -> postinitialise to FALSE
4.3 TPM_SaveState

Start of informative comment:
This warns & TPM to save some state information.
If the relevant shielded storage is non-volatile, this command need have no effect.

The TPM SHALL take all necessary actions to ensure that all PCRs contain valid preserved
values. If the TPM is unable to successfully complete these actions, it SHALL enter the TPM
failure mode.

i. For resettable PCR the TPM MUST set the value of TPM_STCLEAR DATA -> PCR][]to the
resettable PCR default value. The TPM MUST NOT restore a resettable PCR to a preserved
value

The TPM MAY initialize auditDigest to all zeros.

i. Otherwise, the TPM SHALL take all actions necessary to ensure that auditDigest contains a
valid value. If the TPM is unable to successfully complete these actions, the TPM SHALL
imitialize auditDigest to all zeros and SHALL set the internal state such that the-TPM returns

TPM_FAILEDSELFTEST to all subsequent commands.

The [TPM MUST restore the following flags to their preserved states:
i. Allvaluesin TPM_STCLEAR_FLAGS

ii. Allvaluesin TPM_STCLEAR_DATA

The TPM MUST restore all keys that have a valid preserved value,

The [TPM resumes normal operation. If the TPM is unable to resume normal operation, it SHALL
entef the TPM failure mode.

If the relevant shielded storage is volatile and the TPM alone is unable to detect the loss of ext¢rnal power
in time to mpve data to non-volatile memory, this command should be presented before the THM enters a

low or no pgwer state.

End of informative comment.
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Table 3. TPM_SaveState Incoming Parameters and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveState.

Table 4. TPM_SaveState Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveStatel

Descriptipn
1. Preseryed values MUST be non-volatile.

2. If data |s never stored in a volatile medium, that data MAY be-used as preserved data. In|such cases,
no explicit action may be required to preserve that data.

3. If an explicit action is required to preserve data, it MUST be possible for the TPM tp determine
whether preserved data is valid.

4. If a pafameter mirrored by any preserved valuetisraltered, all preserved values MUST [be declared
invalid.

5. The THAM MAY declare all preserved values.invalid in response to any command other thapn TPM_Init.

Actions
1. Store TPM_STCLEAR_DATA -> PCR contents except for
a. IftHe PCR attribute pcrReset'is TRUE
b. Any platform identified.debug PCR

2. The auditDigest MUST be handled according to the audit requirements as feported by
TPM_(GetCapability.

a. If t:lwe ordinatAuditStatus is TRUE for the TPM_SaveState ordinal and the auditDigest is being
stofed inthe saved state, the saved auditDigest MUST include the TPM_Savg¢State input
parameters and MUST NOT include the output parameters.

3. Al valussTmTPM STCLEAR DATAMUST bepreserved
4. Allvalues in TPM_STCLEAR_FLAGS MUST be preserved.

The contents of any key that is currently loaded SHOULD be preserved if the key's parentPCRStatus
indicator is FALSE and its isVolatile indicator is FALSE.

The contents of any key that has TPM_KEY_CONTROL_OWNER_EVICT set MUST be preserved

The contents of any key that is currently loaded MAY be preserved.

The contents of sessions (authorization, transport, DAA, etc.) MAY be preserved as reported by
TPM_GetCapability.
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5. Admin Testing
51 TPM_SelfTestFull

Start of informative comment:
TPM_SelfTestFull tests all of the TPM capabilities.

Unlike TPM_ContinueSelfTest, which may optionally return immediately and then perform the tests,
TPM_SelfTestFull always performs the tests and then returns success or failure.

End of infopmative-eomment:
Table 5. TPM_SelfTestFull Incoming Operands and Sizes

PARAM HMAC L

T2 7 |2 Type Name Description

1 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SelfTestFull

Table 6. TPM_SelfTestFull Outgoing Operands and Sizes

:ARAZZ #HMACS;Z Type Name Description

1 2 TPM_TAG tag TPM_TAG_RSP: COMMAND

2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The returnscode of the operation.

2S 4 TPM_COMMAND_CODE ordinal Cémmand ordinal: TPM_ORD_SelfTestFull

Actions

1. TPM_SslfTestFull SHALL cause a TPM toperform self-test of each TPM internal function.
a. If thg self-test succeeds, return TRNM) SUCCESS.
b. If thg self-test fails, return TPMcFAILEDSELFTEST.
2. Failure qf any test results in overall failure, and the TPM goes into failure mode.
3. Ifthe THM has not executed:the action of TPM_ContinueSelfTest, the TPM
a. MAY| perform the full self-test.
b. MAY|return TEM:NEEDS SELFTEST.

5.2 TF1M_ContinueSeIfTest

Start of infgrmative comment:
TPM_ContinueSelfTest informs the TPM that it should complete the self-test of all TPM functions.

The TPM may return success immediately and then perform the self-test, or it may perform the self-test
and then return success or failure.

End of informative comment.
Table 7. TPM_ContinueSelfTest Incoming Operands and Sizes

PARAM HMAC .
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ContinueSelfTest
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Table 8. TPM_ContinueSelfTest Outgoing Operands and Sizes

9-4:2009(E)

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ContinueSelfTest
Description
1. Prior tg executing the actions of TPM_ContinueSelfTest, if the TPM receives a commard)C1 that uses
an untgsted TPM function, the TPM MUST take one of these actions:
a. Thg TPM MAY return TPM_NEEDS_SELFTEST
i. [This indicates that the TPM has not tested the internal resources requlited to execute C1.
ii. [The TPM does not execute C1.
iii. [The caller MUST issue TPM_ContinueSelfTest before re-issuing'the command C1
1. If the TPM permits TPM_SelfTestFull prior.( to completing the |actions of
TPM_ContinueSelfTest, the caller MAY issue’ TPM_SelfTestFull rpther than
TPM_ContinueSelfTest.
b. Thg TPM MAY return TPM_DOING_SELFTEST
i. [This indicates that the TPM is doing the actions of TPM_ContinueSelfTest implicitly, as if the
[TPM_ContinueSelfTest command had beén-issued.
ii. [The TPM does not execute C1.
iii. [The caller MUST wait for the actions of TPM_ContinueSelfTest to complete befgre reissuing
the command C1.
c. Thg TPM MAY return TPM_SUCCESS or an error code associated with C1.
i. [This indicates that the-TPM has completed the actions of TPM_ContinueSelfTest and has
completed the command C1.
ii. [The error code MAY be TPM_FAILEDSELFTEST.
Actions
1. If TPM[PERMANENT_FLAGS -> FIPS is TRUE or TPM_PERMANENT_FLAGS -> TPMppst is TRUE
a. Thg TPM;MUST run all self-tests
2. Else

a. The TPM MUST complete all self-tests that are outstanding

Instead of completing all outstanding self-tests the TPM MAY run all self-tests

3. The TPM either
a. MAY immediately return TPM_SUCCESS
When TPM_ContinueSelfTest finishes execution, it MUST NOT respond to the caller with a

return code.

b. MAY complete the self-test and then return TPM_SUCCESS or TPM_FAILEDSELFTEST.

© IS0/
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5.3 TPM_GetTestResult

Start of informative comment:

TPM_GetTestResult provides manufacturer specific information regarding the results of the self-test. This
command will work when the TPM is in self-test failure mode. The reason for allowing this command to
operate in the failure mode is to allow TPM manufacturers to obtain diagnostic information.

End of informative comment.

Table 9. TPM_GetTestResult Incoming Operands and Sizes

PARAM HMAC - N - L.
rype Name Pescription
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and\tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetTestResult

Table 10. TPM_GetTestResult Outgoing Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return codé of the operation.

2S 4 TPM_COMMAND_CODE ordinal Commangd-ordinal: TPM_ORD_GetTestResult
4 4 38 4 UINT32 outDataSize The size of the outData area
5 <> 4S <> BYTE[] outData The, outData this is manufacturer specific

DescripticJ'\
This commagnd will work when the TPM is in self test failure mode or limited operation mode.

Actions

1. The TPM SHALL respond to this' command with a manufacturer specific block of information that
describgs the result of the latest self-test

2. The infofmation MUST NOT contain any data that uniquely identifies an individual TPM.

12 © ISO/IEC 2009 — All rights reserved
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6. Admin Opt-in

6.1

TPM_SetOwnerinstall

Start of informative comment:

ISO/IEC 11889-4:2009(E)

When enabled but without an owner this command sets the PERMANENT flag that allows or disallows the
ability to insert an owner.

End of informative comment.

Table Tt TPM_SetOwnerinstait incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes includinggaramsSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SgtOwnerlnstall
4 1 28 1 BOOL state State to which ownership flag is to be set.
Table 12. TPM_SetOwnerinstall Outgoing Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_FAG_RSP_COMMAND
2 4 UINT32 paramSize Total nimber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOwnerlnstall
Action

1. If the TPM has a current owner, this command immediately returns with TPM_SUCCESS.

2. The TPM validates the assertion™ of physical presence. The TPM then sets tHe
TPM_HERMANENT_FLAGS ->@ewnership to the value in state.

6.2 TPM_OwnerSetDisable

value of

Start of informative comment:
The TPM gwner sets the PERMANENT disable flag
End of infprmative comment.
Table 13. TPM_OwnerSetDisable Incoming Operands and Sizes
PARAM HMAC —
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 1 28 1 BOOL disableState Value for disable state — enable if TRUE
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for inputs and owner
8 20 TPM_AUTHDATA ownerAuth authentication. HMAC key: ownerAuth.
© ISO/IEC 2009 — All rights reserved
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Table 14. TPM_OwnerSetDisable Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth The. authorization session digest for the returned parameéterg. HMAC
key: ownerAuth.
Action
1. The TPM SHALL authenticate the command as coming from the TPM ©wner. If unsucgessful, the
TPM SHALL return TPM_AUTHFAIL.
2. The TPM SHALL set the TPM_PERMANENT_FLAGS -> disable flag-to the value in the djsableState
parametgr.
6.3 TPM_PhysicalEnable
Start of infgrmative comment:
Sets the PERMANENT disable flag to FALSE using physical presence as authorization.
End of informative comment.
Table 15. TPM_PhysicalEnable Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalEnable
Table 46."TPM_PhysicalEnable Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalEnable
Action
1. Validate that physical presence is being asserted, if not return TPM_BAD_PRESENCE

2. The TPM SHALL set the TPM_PERMANENT_FLAGS.disable value to FALSE.

14
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6.4 TPM_PhysicalDisable

Start of informative comment:
Sets the PERMANENT disable flag to TRUE using physical presence as authorization

End of informative comment.

ISO/IEC 11889-4:2009(E)

Table 17. TPM_PhysicalDisable Incoming Operands and Sizes

:ARAN;Z :MAC = Type Name Description

1 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 UINT3Z paramsize Total number of INput bytes Including paramsize and tag |
18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalDisable

Table 18. TPM_PhysicalEnable Outgoing Operands and Sizes

:ARANéZ :NAC = Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytessncluding paramSize and tag
3 1S TPM_RESULT returnCode The return code of the opération.

2S TPM_COMMAND_CODE ordinal Command ordinal: TPM\ORD_PhysicalDisable
Action

1. Validate that physical presence is being asserted, if not réturn TPM_BAD_PRESENCE
2. The TAM SHALL set the TPM_PERMANENT_FLAGSdisable value to TRUE.

6.5 TPM_PhysicalSetDeactivated

Start of informative comment:

Enables the TPM using physical presence as‘authorization.

This commiand is not available when the. TPM is disabled.

End of informative comment.

Table 19. TPM_PhysicalSetDeactivated Incoming Operands and Sizes

:ARAZZ #H MACSZ Type Name Description
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINTF32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM, COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalSetDeactivated
4 1 28 1 BOOL state State to which deactivated flag is to be set.
Table 20. TPM_PhysicalSetDeactivated Outgoing Operands and Sizes

:ARAZZ #HMACSZ Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 18 TPM_RESULT returnCode The return code of the operation.

2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalSetDeactivated
Action

1. Validate that physical presence is being asserted, if not return TPM_BAD PRESENCE

2. The TPM SHALL set the TPM_PERMANENT_FLAGS.deactivated flag to the value in the

parameter.

© ISO/IEC 2009 — All rights reserved
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6.6

Start of informative comment:

This command allows the operator of the platform to deactivate the TPM until the next boot of the

platform.

This command requires operator authentication. The operator can provide the authentication by either the

TPM_SetTempDeactivated

assertion of physical presence or presenting the operator AuthData value.

End of informative comment.

Table 21. TPM_SetTemp Deactivated Incoming Operands and Sizes

PARAM HMAC
S Type Name Description
# 7 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetTempDeactivated
4 4 4 TPM_AUTHHANDLE authHandle Auth handle for operation validation. Session type MUST be QIAP
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession The continue usé flag for the authorization session handle
7 20 TPM_AUTHDATA operatorAuth HMAC key: operatorAuth
Table 22. TPM_SetTemp Deactivated Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT retufiCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetTempDeactivated
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth 1’2; Z;t:;rti;iigtr;.session digest for the returned parameterg. HMAC
Action
1. Iftag = TPM-TAG_REQ_AUTH1_COMMAND
a. If TPM-PERMANENT FLAGS=>operatoris FALSE Teturm TPM-NOOPERATOR——

b. Validate command and parameters using operatorAuth, on error return TPM_AUTHFAIL

2. Else

a. If physical presence is not asserted the TPM MUST return TPM_BAD_PRESENCE
3. The TPM SHALL set the TPM_STCLEAR_FLAGS.deactivated flag to the value TRUE.

16
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6.7 TPM_SetOperatorAuth

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This command allows the setting of the operator AuthData value.

There is no confidentiality applied to the operator authentication as the value is sent under the assumption
of being local to the platform. If there is a concern regarding the path between the TPM and the keyboard

then unless the keyboard is using encryption and a secure channel an attacker can read the values.

End of informative comment.

Table 23. TPM_SetOperatorAuth

Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOperatorAuth
4 20 2S 20 TPM_SECRET operatorAuth The operator AuthData
Table 24. TPM_SetOperatorAuth Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Tatal number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOperatorAuth
Action

1. If physigal presence is not asserted the TPM MUST return TPM_BAD_PRESENCE

2. TheTj
3. TheT

M SHALL set the TPM_PERMANENT _DATA -> operatorAuth
M SHALL set TPM_PERMANENT_FLAGS -> operator to TRUE

© ISO/IEC 2009 — All rights reserved
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7. Admin Ownership

7.1 TPM_TakeOwnership

Start of informative comment:

This command inserts the TPM Ownership value into the TPM.

End of informative comment.

Table 25. TPM_TakeOwnership Incoming Operands and Sizes

I
PARAM II-IMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes includingparamsSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership
4 2 2S 2 TPM_PROTOCOL_ID protocollD The ownership protocol in use.
5 4 3S 4 UINT32 encOwnerAuthSize The size of the encOwnerAuth field
6 <> 48 <> BYTE[] encOwnerAuth The owner AuthDatawencrypted with PUBEK
7 4 58 4 UINT32 encSrkAuthSize The size of the €ne¢SrkAuth field
8 <> 6S <> BYTE[] encSrkAuth The SRK AuthData encrypted with PUBEK
Strueture containing all parameters of new SRK.
9 <> 7S <> TPM_KEY srkParams pubKey.keylLength & encSize are both 0. This structure MAY be
TPM_KEY12.
10 4 TPM_AUTHHANDLE authHandle The authorization session handle used for this command
2H 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputg
11 20 3H 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
12 1 4H1 1 BOOL continuéAuthSession The continue use flag for the authorization session handl
6| = e P A e e
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Table 26. TPM_TakeOwnership Outgoing Operands and Sizes

PARAM HMAC .
sz " - Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership
s | o s | o | e e ey g erePae s
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|1 20 TPM_NONCE nonceoadd NONCE generated Dy System associated with authandie |
6 1 4H 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth 1’2; ?#éhr?;ﬁa;ﬁ:esrisustﬁr\}:lij:):st for the returned-parametgrs. HMAC
Descriptipn
The type of the output srkPub MUST be the same as the type of the input srkParams,| either both
TPM_KEY |or both TPM_KEY12.
Actions
1. If TPM[PERMANENT_DATA -> ownerAuth is valid return TPM>OWNER_SET
2. If TPM|PERMANENT_FLAGS -> ownership is FALSE return TPM_INSTALL_DISABLED
3. If TPM]|PERMANENT_DATA -> endorsementKey is_ifalid return TPM_NO_ENDORSEMENT
4. Verify that authHandle is of type OIAP on error return TPM_AUTHFAIL
5. If protogolID is not TPM_PID_OWNER, the TRMMAY return TPM_BAD_PARAMETER
6. Create|A1 a TPM_SECRET by decrypting-encOwnerAuth using PRIVEK as the key
a. Thig requires that A1 was encrypted using the PUBEK
b. Valldate that A1 is a length of 20-bytes, on error return TPM_BAD_KEY_PROPERTY
7. Validate the command and patameters using A1 and ownerAuth, on error return TPM_AUTHFAIL
8. Validate srkParams
a. If stkParams -> keyUsage is not TPM_KEY_STORAGE return TPM_INVALID_KEYUSAGE
b. If stkParams ~>migratable is TRUE return TPM_INVALID_KEYUSAGE
c. If |srkParams -> algorithmParms -> algorithmID is NOT TPM_ALG_RSA return
TPM_BAD_KEY_PROPERTY
d. If srkParams -> algorithmParms -> encScheme is NOT TPM_ES_RSAESOAEP_SHA1_MGF1
return TPM_BAD_KEY_PROPERTY
e. If srkParams -> algorithmParms -> sigScheme is NOT TPM_SS NONE return
TPM_BAD_KEY_PROPERTY
f. If srkParams -> algorithmParms -> parms -> keyLength MUST be greater than or equal to 2048,
on error return TPM_BAD KEY_PROPERTY
g. If TPM_PERMANENT_FLAGS -> FIPS is TRUE
i. If srkParams -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
9. Generate K1 according to the srkParams, on error return TPM_BAD_KEY_PROPERTY

a. This includes copying PCRInfo from srkParams to K1

© ISO/IEC 2009 — All rights reserved
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10. Create A2 a TPM_SECRET by decrypting encSrkAuth using the PRIVEK
a. This requires A2 to be encrypted using the PUBEK
b. Validate that A2 is a length of 20 bytes, on error return TPM_BAD_KEY_PROPERTY

c. Store A2 in K1 -> usageAuth

11. Store K1 in TPM_PERMANENT_DATA -> srk
12. Store A1 in TPM_PERMANENT_DATA -> ownerAuth

13. Create TPM_PERMANENT _DATA -> contextKey according to the rules for the algorithm in use by the
TPM to savecontext blobs

PM_PERMANENT_DATA -> delegateKey according to the rules for the algofithm in use by

14. Create
the TP

15. Create
16. Export
17.Set TP

7.2

to save delegate blobs

Start of infgrmative comment:

PM_PERMANENT_DATA -> tpmProof by using the TPM RNG
PM_PERMANENT_DATA -> srk as srkPub

 PERMANENT_FLAGS -> readPubek to FALSE

18. Calculate resAuth using the newly established TPM_PERMANENT_BDATA -> ownerAuth

TPM_OwnerClear

The TPM_OwnerClear command performs the clear ©peration under Owner authentication. This
available until the Owner executes the TPM._DisableOwnerClear, at which time fany further

command i

invocation of this command returns TPM_CLEAR_DISABLED.

End of informative comment.

Table 27. TPM_OwnerClear Incoming Operands and Sizes

:ARAZZ #HMACSZ Type Name Description
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CQDE ordinal Command ordinal: TPM_ORD_OwnerClear
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenticption.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOQK continueAuthSession Ignored
aE
Table 28. TPM_OwnerClear Outgoing Operands and Sizes
:ARAZZ #HMACSZ Type Name Description
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S TPM_RESULT returnCode The return code of the operation.
28 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerClear
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Fixed value FALSE
6 20 TPM_AUTHDATA resAuth 1’2; illj(;h;)\zlirf::i'&)st;ession digest for the returned parameters. HMAC
20 © ISO/IEC 2009 — All rights reserved
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Actions

ISO/IEC 11889-4:2009(E)

1. Verify that the TPM Owner authorizes the command and all of the input, on error return
TPM_AUTHFAIL.

2. If TPM_PERMANENT_FLAGS -> disableOwnerClear is TRUE then return TPM_CLEAR_DISABLED.

3. Unload

all loaded keys.

a. If TPM_PERMANENT_FLAGS -> FIPS is TRUE, the memory locations containing secret or

priv
4. The TP

ate keys MUST be set to all zeros.
M MUST NOT modify the following TPM_PERMANENT _DATA items

a. end
b. rev
rev
ma
aud
mo

pcr.

@ ™o a0

rng
EKI

j- ma

orsementKey
Major
Minor
huMaintPub
itMonotonicCounter
notonicCounter
Attrib
State
Reset

NVBufSize

k. lastFamilylD

. tpm

m. aut

n. dajProof

0. da

5. The TH
associd

owrl
srk
del

-~ 0 o0 TP

DAASeed
nDIR[O]

BlobKey

M MUST invalidate the following TPM_PERMANENT_DATA items and any intern
ted with these items

erAuth

gateKey

delegateTable
contextKey
tpmProof

Al resources

g. operatorAuth
6. The TPM MUST reset to manufacturing defaults the following TPM_PERMANENT_DATA items
a. noOwnerNVWrite MUST be setto 0

b. ordi

nalAuditStatus

c. restrictDelegate

7. TheTP

M MUST invalidate or reset all fields of TPM_STANY_DATA

a. Nonces SHALL be reset
b. Lists (e.g. contextList) SHALL be invalidated

© ISO/IEC 2009 — All rights reserved

21


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

8. The TPM MUST invalidate or reset all fields of TPM_STCLEAR _DATA except the PCR’s
a. Nonces SHALL be reset
b. Lists (e.g. contextList) SHALL be invalidated
c. deferredPhysicalPresence MUST be set to 0
9. The TPM MUST set the following TPM_PERMANENT_FLAGS to their default values
a. disable
b. deactivated
c. readPubek
d. disableOwnerClear
e. disableFullDALogiclnfo
10. The TPNI MUST set the following TPM_PERMANENT_FLAGS
a. owngrship to TRUE
b. operptor to FALSE
c. maintenanceDone to FALSE
d. allowMaintenance to TRUE
11. The TPN releases all TPM_PERMANENT_DATA -> monofenicCounter settings
a. Thislincludes invalidating all currently allocated countérs. The result will be no current
counfters and the new owner will need to allocate:counters. The actual count value will
increfase.
12. The TPN MUST deallocate all defined NV storage areas where
a. TPM_NV_PER_OWNERWRITE is TRUE if nvindex does not have the “D” bit set
b. TPM_NV_PER OWNERREAD is.TRUE if nvindex does not have the “D” bit set
c. The TPM MUST NOT deallocate any other currently defined NV storage areas.
13. The TPN MUST invalidate all familyTable entries
14. The TPNI MUST terminate.all sessions, active or saved.
7.3 TPM_ForceClear

Start of infgrmative comment:

The TPM_

rceClear command performs the Clear operation under physical access. This c
available until'the execution of the TPM_DisableForceClear, at which time any further invocg

y allocated
continue to

bmmand is

tion of this

command returns TPM_CLEAR_DISABLED:

End of informative comment.

Table 29. TPM_ForceClear Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ForceClear

22
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Table 30. TPM_ForceClear Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ForceClear

Actions

1. The TPM SHALL check for the assertion of physical presence, if not present return

TPM_BAD_PRESENCE

If TPM|STCLEAR_FLAGS -> disableForceClear is TRUE return TPM_CLEAR_DISABLED

The THM SHALL execute the actions of TPM_OwnerClear (except for the TPM “Owner-Adlithentication
check)

7.4

Start of informative comment:

TPM_DisableOwnerClear

The TPM_pPisableOwnerClear command disables the ability to execute the TPM_OwnerClegar command
permanently. Once invoked the only method of clearing the TPM-will require physical access tp the TPM.

After the ekecution of TPM_ForceClear, ownerClear is rezenabled and must be explicitly digabled again
by the new) TPM Owner.
End of infprmative comment.
Table 31. TPM_DisableOwner€lear Incoming Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CGODE ordinal Command ordinal: TPM_ORD_DisableOwnerClear
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenfication.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover input
5 20 3HII 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handlp
The authorization session digest for inputs and owner
7 20 I FM_AUTHDATA ownerAuth authentication. HMAC key: ownerAuth.
Table 32. TPM_DisableOwnerClear Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DisableOwnerClear
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
- key: ownerAuth.
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Actions
1. The TPM verifies that the authHandle properly authorizes the owner.
2. The TPM sets the TPM_PERMANENT_FLAGS -> disableOwnerClear flag to TRUE.

3. When this flag is TRUE the only mechanism that can clear the TPM is the TPM_ForceClear
command. The TPM_ForceClear command requires physical access to the TPM to execute.

7.5 TPM_DisableForceClear

Start of informative comment:

The TPM_DisableForceClear command disables the execution of the TPM_ForceClear conmand until
the next stgrtup cycle. Once this command is executed, the TPM_ForceClear is disabled>uptil another
startup cycle is run.

End of informative comment.

Table 33. TPM_DisableForceClear Incoming Operands and(Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes.ineluding paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM{ORD_DisableForceClear
Table 34. TPM_DisableForceClear Outgoinng Operands and Sizes
:ARAZZ #HMACSZ Type Name Description
1 TPM_TAG tag TRM, TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DisableForceClear
Actions

1. The TPM sets the TPM_STCLEAR_FLAGS.disableForceClear flag in the TPM that d{sables the
execution of the TPM_ForceClear command.

7.6 TSC_PhysicaiPresence

Start of informative comment:

Some TPM| operations require the indication of a human’s physical presence at the platform. The
presence of the human either provides another indication of platform ownership or a meghanism to
ensure that he‘execution of the command is not the result of a remote software process.

This command allows a process on the platform to indicate the assertion of physical presence. As this
command is executable by software there must be protections against the improper invocation of this
command.

The physicalPresenceHWEnable and physicalPresenceCMDEnable indicate the ability for either SW or
HW to indicate physical presence. These flags can be reset until the physicalPresenceLifetimelLock is set.
The platform manufacturer should set these flags to indicate the capabilities of the platform the TPM is
bound to.

The command provides two sets of functionality. The first is to enable, permanently, either the HW or the
SW ability to assert physical presence. The second is to allow SW, if enabled, to assert physical
presence.

End of informative comment.
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Table 35. TSC_PhysicalPresence Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_PhysicalPresence.
4 2 28 2 TPM_PHYSICAL_PRESENCE physicalPresence The state to set the TPM’s Physical Presence flags.
Table 36. TSC_PhysicalPresence Outgoing Operands and Sizes
PARAM HMAC Tyne Name. nnsﬂrihfinn
# sz | #[|sz| 7 v
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_PhysicalPresénce’

Actions
1. For do¢umentation ease, the bits break into two categories. The fifst is the lifetime settings and the

second is the assertion settings.

a. Define A1 to be the lifetime settings: TPM_PHYSICAL PRESENCE_LIFETIME_LOCK,

Lifetime |
2. Ifany A

a.

TPWM_PHYSICAL_PRESENCE_HW_ENABLE,
TPM_PHYSICAL_PRESENCE_HW_DISABLE,
TPM_PHYSICAL_PRESENCE_CMD_DISABLE

Define A2 to be the assertion <« settings:

TPM_PHYSICAL_PRESENCE_CMP_ENABLE,

and

TPM_PHYSICAL_PRESENCE_LOCK,

TPM_PHYSICAL_PRESENCE_PRESENT, and TPM_PHYSICAL_PRESENCE_NOTRRESENT

ck settings

1 setting is present

If | TPM_PERMANENT_FLAGS -> is
TPM_BAD_PARAMETER

If any A2 setting is present return TPM_BAD_PARAMETER

physicalPresenceLifetimeLock

TRU

If b
>T

If b

>

pth physicalPresence -> TPM_PHYSICAL_PRESENCE_HW_ENABLE and physic
PM_PHYSICALPRESENCE_HW_DISABLE are TRUE, return TPM_BAD_PARAN

bth physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_ENABLE and physi
'PM_PHYSICAL_PRESENCE_CMD_DISABLE are TRUE, return TPM_BAD_PAR

E, return

bIPresence -
IETER.

calPresence
\METER.

If | physicalPresence -> TPM_PHYSICAL_PRESENCE_HW_ENABLE
TPM_PERMANENT_FLAGS -> physicalPresenceHWEnable to TRUE

TRUE  Set

If physicalPresence -> TPM_PHYSICAL _PRESENCE_HW_DISABLE
TPM_PERMANENT_FLAGS -> physicalPresenceHWEnable to FALSE

If physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_ENABLE
TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable to TRUE.

If physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_DISABLE
TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable to FALSE.

If physicalPresence -> TPM_PHYSICAL_PRESENCE_LIFETIME_LOCK is TRUE
i. Set TPM_PERMANENT_FLAGS -> physicalPresenceLifetimeLock to TRUE
Return TPM_SUCCESS

© ISO/IEC 2009 — All rights reserved
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SW physical presence assertion
3. If any A2 setting is present
a. If any A1 setting is present return TPM_BAD_PARAMETER

i. This check here just for consistency, the prior checks would have already ensured that this

was ok

b. If TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable is FALSE,
TPM_BAD_PARAMETER

c. If both physicalPresence -> TPM_PHYSICAL_PRESENCE_LOCK and physicalPresence ->

TPM_PHYSICAL_PRESENCE_PRESENT are TRUE, return TPM_BAD_PARAMETER

d. If both physicalPresence -> TPM_PHYSICAL_PRESENCE_PRESENT and physicalPresence ->

TPM_PHYSICAL_PRESENCE_NOTPRESENT are TRUE, return TPM_BAD_RARAMETER

e. If TAM_STCLEAR_FLAGS -> physicalPresencelLock is TRUE, return TPMcBAD PARAMETER

If physicalPresence -> TPM_PHYSICAL_PRESENCE_LOCK is TRUE
i. et TPM_STCLEAR_FLAGS -> physicalPresence to FALSE
et TPM_STCLEAR_FLAGS -> physicalPresencelLock to TRUE
iii. Return TPM_SUCCESS
g. If physicalPresence -> TPM_PHYSICAL_PRESENCE _PRESENT is TRUE
i. et TPM_STCLEAR_FLAGS -> physicalPresence.to TRUE
h. If physicalPresence -> TPM_PHYSICAL_PRESENCE_NOTPRESENT is TRUE
i. et TPM_STCLEAR_FLAGS -> physicalPresence to FALSE
i. Return TPM_SUCCESS
4. Else // There were no A1 or A2 parameters set
a. Return TPM_BAD_ PARAMETER

[da)

[ds)

[ds)

C_ResetEstablishmentBit

Start of infgrmative comment:
The PC TP

Interface Specification (TIS) specifies setting tpmEstablished to TRUE upon execption of the

HASH_START sequenece. The setting implies the creation of a Trusted Operating System on the platform.

Platforms
security perimeter.are necessary.

ill use the value of tpmEstablished to determine if operations necessary to maintain the

The tpmEstablished bit provides a non-volatile, secure reporting that a HASH_START was prgviously run
on the pla i i can reset

tpmEstablished as the operation is no longer necessary.

For example, a platform could use tpmEstablished to ensure that, if HASH START had ever been,
executed the platform could use the value to invoke special processing. Once the processing is complete

the platform will wish to reset tpmEstablished to avoid invoking the special process again.

The TPM_PERMANENT_FLAGS -> tpmEstablished bit described in the TPM specifications uses positive

logic. The TPM_ACCESS register uses negative logic, so that TRUE is reflected as a 0.

End of informative comment.
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Table 37. TCG_ResetEstablishmentBit Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_ResetEstablishmentBit
Table 38. TCG_ResetEstablishmentBit Outgoing Operands and Sizes
PARAM HMAC
T‘\’lr\n Name nnshripfinn
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSizeand tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_ResetEstablishmentBit
Actions
1. Validate the assertion of locality 3 or locality 4
2. Set TPM_PERMANENT_FLAGS -> tpmEstablished to FALSE
3. Return[TPM_SUCCESS

© ISO/IEC 2009 — All rights reserved
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8. The Capability Commands

Start of informative comment:

The TPM has numerous capabilities that a remote entity may wish to know about. These items include
support of algorithms, key sizes, protocols and vendor-specific additions. The TPM_GetCapability
command allows the TPM to report back to the requestor what type of TPM it is dealing with.

The request for information requires the requestor to specify which piece of information that is required.
The request does not allow the “merging” of multiple requests and returns only a single piece of

information.
In failure mpde, the TPM returns a limited set of information that includes the TPM manulelcturer and
version.
In version 1.2 with the deletion of TPM_GetCapabilitySigned the way to obtain a signed ligting of the
capabilities [s to create a transport session, perform TPM_GetCapability commands-to list the jnformation
and then clgse the transport session using TPM_ReleaseTransportSigned.
End of informative comment.
4. The standard information provided in TPM_GetCapability MUST NOT provide unique information
5. The TPM has no control of information placed into areas on the FPM like the NV store that|is reported
by the TPM. Configuration information for these areas could canceivably be unique
8.1 TPM_GetCapability
Start of informative comment:
This commagnd returns current information regarding the TPM.
The limitatign on what can be returned in failure mede restricts the information a manufacturer|may return
when capArga indicates TPM_CAP_MFR.
End of informative comment.
Table 39. TPM_GetCapability Incoming Parameters and Sizes
PARAM HMAC e
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetCapability
4 4 2S 4 TRM_CAPABILITY_AREA capArea Partition of capabilities to be interrogated
5 4 38 4 YINT32 subCapSize Size of subCap parameter
6 <> 4S <> BYTE[] subCap Further definition of information
Table 40. TPM_GetCapability Outgoing Parameters and Sizes
PARAM HMAC e
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetCapability
4 4 38 4 UINT32 respSize The length of the returned capability response
5 <> 4S <> BYTE[] resp The capability response
28 © ISO/IEC 2009 — All rights reserved
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1. The TPM validates the capArea and subCap indicators. If the information is available, the TPM
creates the response field and fills in the actual information.

The structure document contains the list of caparea and subCap values

If the TPM is in failure mode or limited operation mode, the TPM MUST return

a. TPM_CAP_VERSION
b. TPM_CAP_VERSION_VAL
c. TPM—CAR MER
d. TPM_CAP_PROPERTY -> TPM_CAP_PROP_MANUFACTURER
e. TPM_CAP_PROPERTY -> TPM_CAP_PROP_DURATION
f. TPM_CAP_PROPERTY -> TPM_CAP_PROP_TIS_TIMEOUT
g. Thg TPM MAY return any other capability.
8.2 TPM_SetCapability
Start of informative comment:
This commland sets values in the TPM.
A setValuelthat is inconsistent with the capArea and subCap.is considered a bad parameter.
End of infprmative comment.
Table 41. TPM_SetCapability Incoming Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tap
3 4 19 4 TPM_COMMAND_CODE ordinal ordinal: TPM_ORD_SetCapability
4 4 29 4 TPM_CAPABILITY_AREA capArea Partition of capabilities to be set
5 4 39 4 UINT32 subCapSize Size of subCap parameter
6 <> 49 <> BYTE[] subCap Further definition of information
7 4 59 4 UINT32 setValueSize The size of the value to set
8 <> 69 <> BYTE[] setValue The value to set
9 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner autheptication.
2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandIF
11 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
12 20 TPM_AUTHDATA ownerAuth Authorization. HMAC key: owner.usageAuth.

© ISO/IEC 2009 — All rights reserved
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Table 42. TPM_SetCapability Outgoing Parameters and Sizes

PARAM HMAC .
sz " - Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal ordinal: TPM_ORD_SetCapability
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 4 BOOtE contteAtRS Centirte-use-fag—FRUEHRandie-is-stiaetve—
6 20 TPM_AUTHDATA resAuth Authorization HMAC key:owner.usageAuth.
Actions
1. If tag # TPM_TAG_RQU_AUTH1_COMMAND, validate the command and paramdters using
ownerAuth, return TPM_AUTHFAIL on error
2. The TPM validates the capArea and subCap indicators, including the ability to set value based on any
set restr|ctions
3. If the papArea and subCap indicators conform with one.(of the entries in thg structure
TPM_CAPABILITY_AREA (Values for TPM_SetCapability)
a. The [TPM sets the relevant flag/data to the value of setValue parameter.
4. Else
a. Return the error code TPM_BAD_PARAMETER.
8.3 TPM_GetCapabilityOwner
Start of infgrmative comment:
TPM_GetCapabilityOwner enables the TPM"Owner to retrieve all the non-volatile flags and fthe volatile
flags in a single operation.
The flags symmarize many operational-aspects of the TPM. The information represented by sgme flags is
private to the TPM Owner. So, for simplicity, proof of ownership of the TPM must be presented to retrieve
the set of flggs. When necessary, the flags that are not private to the Owner can be deduced by Users via
other (more [specific) means:
The normal|l TPM authentication mechanisms are sufficient to prove the integrity of the regponse. No

additional infegrity check:is required.

End of informative.comment.
Table 43. TPM_GetCapabilityOwner Incoming Operands and Sizes
PARAM HMAT
Type Name Description

# 74 # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE | ordinal Command ordinal: TPM_ORD_GetCapbilityOwner

4 4 TPM_AUTHHANDLE authHandle The authorization handle used for Owner authorization.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

6 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization handle

7 20 TPM_AUTHDATA ownerAuth The authorization digest for inputs and owner authorization. HMAC key:

OwnerAuth.
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Table 44. TPM_GetCapabilityOwner Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation. See section 4.3.
28 4 TPM_COMMAND_CODE | ordinal Ordinal: TPM_ORD_GetCapabilityOwner
4 4 3S 4 TPM_VERSION version A properly filled out version structure.
5 4 49 4 UINT32 non_volatile_flags The current state of the non-volatile flags.
6 4 58 4 UINT32 volatile_flags The current state of the volatile flags.
7 20 2HII 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover oltputs
3H|1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
9 20 TPM_AUTHDATA resAuth The authorization digest for the returned parameters. HMAC kegy:
OwnerAuth.

Descriptipn

For 31>=Np=0

1. Bit-N gf the TPM_PERMANENT_FLAGS structure i¢’ the Nth bit after the opening br
n of TPM_PERMANENT_FLAGS in the version of ISO/IEC 11889 indicated by th

definitid

“versiof”. The bit immediately after the opening bracket is the 0" bit.
2. Bit-N of the TPM_STCLEAR_FLAGS structureis the Nth bit after the opening bracket in fhe definition

of TPM_STCLEAR_FLAGS in the versionof ISO/IEC 11889 indicated by the parameter “v

bit immiediately after the opening bracketis the 0™ bit.

3. Bit-N of non_volatile_flags corresponds to the Nth bit in TPM_PERMANENT_FLAGS, and the Isb of
non_vdatile_flags corresponds tobit0 of TPM_PERMANENT_FLAGS

4. Bit-N ¢

f volatile_flags corresponds to the Nth bit in TPM_STCLEAR_FLAGS, and

volatile| flags corresponds.to bit0 of TPM_STCLEAR_FLAGS

Actions

1. The THM validatés-that the TPM Owner authorizes the command.

2. The TRM creates the parameter non_volatile_flags by setting each bit to the same
corresgonding bit in TPM_PERMANENT_FLAGS. Bits in non_volatile_flags for which

corresponding bit in TPM PERMANENT FI AGS are set to zero

Acket in the
e parameter

ersion”. The

the Isb of

btate as the
there is no

3. The TPM creates the parameter volatile_flags by setting each bit to the same state as the

corresponding bit

in TPM_STCLEAR_FLAGS. Bits

corresponding bit in TPM_STCLEAR_FLAGS are set to zero.

The TPM generates the parameter “version”.

The TPM returns non_volatile_flags, volatile_flags and version to the caller.
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9.

9.1

Auditing

Audit Generation

Start of informative comment:

The TPM generates an audit event in response to the TPM executing a function that has the audit flag set
to TRUE for that function.

The TPM maintains an extended value for all audited operations.

Input audit generation occurs before the Tisted actions and output audit generation occurs attg

actions.

End of informative comment.

r the listed

The TPM extends the audit digest whenever the ordinalAuditStatus is TRUE for the ordirjal about to

uditStatus.
command

'med.
ed and the

the “below

the line” parameters are malformed, use’an input digest of the “above the line” parametégrs.

.., for parameter'set comprising a UINT32 size and a BYTE]] array, the BYTE]] a
ot be further parsed.

If thé ordinal™is returns an error because the TPM is deactivated, disabled, or has
audifing is'performed.

If theerdinal returns an error because the input tag is invalid for the command,

5, there are

Arameters.

fray should

no owner,

auditing is

performeda.

Actions

The TPM will execute the ordinal and perform auditing in the following manner
Map V1 to TPM_STANY_DATA
Map P1 to TPM_PERMANENT_DATA

If V1 -> auditDigest is all zeros

1.
2.
3.

32

a.

Increment P1 -> auditMonotonicCounter by 1
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A1a TPM_AUDIT_EVENT _IN structure

a. Set A1 ->inputParms to the digest of the input parameters from the command

Digest value according to the HMAC digest rules of the "above the line" parameters (i.e. the

first HMAC digest calculation).

b. Set A1 -> auditCount to P1 -> auditMonotonicCounter
c. Set V1 ->auditDigest to SHA-1 (V1 -> auditDigest || A1)

5. Execute command
a. Executionimplies the performance of the listed actions for the ordinal
6. Create|A2 a TPM_AUDIT_EVENT_OUT structure
a. Set|A2 -> outputParms to the digest of the output parameters from the command
i. [Digest value according to the HMAC digest rules of the "above the Jing" parame
first HMAC digest calculation).
b. Set|A2 -> auditCount to P1 -> auditMonotonicCounter
c. Set|V1 -> auditDigest to SHA-1 (V1 -> auditDigest || A2)
9.2 Effect of audit failing
Start of informative comment:

The TPM dudit process could have an internal error whenattempting to audit a command.

With one r
or failure
TPM_AUD
TPM_AUD

pturn parameter, The TPM is unable to return-both the audit failure and the comm

TFAIL_SUCCESSFUL (if the command completed
TFAIL_UNSUCCESSFUL (if the command completed unsuccessfully).

This new fiinctionality changes the 1.1 TPMfunctionality when this condition occurs.

End of inffq

1. When,
etc.)

TPM_

Co

brmative comment.

he TPM MUST set’ the internal TPM state such that the TPM
ILEDSELFTEST-«error on subsequent attempts to execute a command

rn code for thé command uses the following rules

mand result'success, Audit success -> return TPM_SUCCESS

mand-result failure, Audit success -> return command result failure
mand result success, Audit failure -> return TPM_AUDITFAIL_SUCCESSFUL

results. To indicate the audit failure; the TPM will return one of two ¢
success

n performing the auditprocess, the TPM has an internal failure (unable to write, S

fers (i.e. the

And success
rror codes:
fully) or

HA-1 failure
rfeturns the

If the TPM is permanently nonrecoverable after an audit failure, then the TPM MUST always return

TPM_FAILEDSELFTEST for every command other than TPM_GetTestResult. This state must persist
regardless of power cycling, the execution of TPM_Init or any other actions.

© ISO/IEC 2009 — All rights reserved
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9.3 TPM_GetAuditDigest

Start of informative comment:

This returns the current audit digest. The external audit log has the responsibility to track the parameters
that constitute the audit digest.

This value may be unique to an individual TPM. The value however will be changing at a rate set by the
TPM Owner. Those attempting to use this value may find it changing without their knowledge. This value
represents a very poor source of tracking uniqueness.

End of informative comment.

Table 45. TPM_GetAuditDigest Incoming Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes includingjpatamSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigest
4 4 UINT32 startOrdinal The starting ordinal for the list-of-audited ordinals
Table 46. TPM_GetAuditDigest Outgoing Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG Tag TPM~TAG_RSP_COMMAND
2 4 UINT32 paramSize Toetal number of output bytes including paramSize and tag
3 4 TPM_RESULT returnCode The return code of the operation.
5 10 TPM_COUNTER_VALUE counterValue The current value of the audit monotonic counter
4 20 TPM_DIGEST auditDigest Log of all audited events
5 1 BOOL more TRUE if the output does not contain a full list of audited ordingls
5 4 UINT32 ordSize Size of the ordinal list in bytes
6 <> UINT32[] ordList List of ordinals that are audited.
Description
1. This commmand is never audited.
Actions
1. The TPM sets auditDigest to TPM_STANY_DATA -> auditDigest
2. The TPN sets’/counterValue to TPM_PERMANENT_DATA -> auditMonotonicCounter

3. The TP
that is audited.

ach ordinal

a. If startOrdinal is O then the first ordinal that could be audited would be TPM_OIAP (ordinal

0x0000000A)

b. The next ordinal would be TPM_OSAP (ordinal 0x0000000B)
4. If the ordered list does not fit in the output buffer the TPM sets more to TRUE
Return TPM_STANY_DATA -> auditDigest as auditDigest

34
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9.4

Start of informative comment:

TPM_GetAuditDigestSigned

ISO/IEC 1188

9-4:2009(E)

The signing of the audit log returns the entire digest value and the list of currently audited commands.

The inclusion of the list of audited commands as an atomic operation is to tie the current digest value with
the list of commands that are being audited.

Note to future architects

When auditing functionality is active in a TPM, it may seem logical to remove this ordinal from the active
set of ordinals as the signing functionality of this command could be handled in a signed transport

session.

hile true, this command has a secondary affect also, resetting the audit log digest.

As the reset

requires TPM_Owner-Authentication, there must be some way in this command to reflectthe|TPM Owner
wishes. By| requiring that a TPM Identity key be the only key that can sign and reset{jthe TPM Owner’'s
authentication is implicit in the execution of the command (TPM Identity Keys are created and controlled
by the TPM Owner only). Hence, while one might want to remove an ordinal this-is not one|that can be
removed ifjauditing is functional.

End of informative comment.

Table 47. TPM_GetAuditDigestSigned Incoming Parameters and Sizes

PARAN e Type Name Description

# Sz # Sy

1 2 TPM_TAG tag TPMTAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tapg

3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigestSigned

4 4 TPM_KEY_HANDLE keyHandle The handle of a loaded key that can perform digital sigrfatures.

5 1 29 1 BOOL closeAudit Indication if audit session should be closed

6 20 39 20 TPM_NONCE antiReplay: A nonce to prevent replay attacks

7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for key authenti¢ation.

2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

8 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandIF

9 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session hanlile

10 20 TPM_AUTHDATA. keyAuth Authorization. HMAC key: key.usageAuth.
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Table 48. TPM_GetAuditDigestSigned Outgoing Parameters and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigestSigned
4 10 3S 10 TPM_COUNTER_VALUE counterValue The value of the audit monotonic counter
5 20 4S 20 TPV~ DIGEST FuttDigest togof atrauditetevents
6 20 58 20 TPM_DIGEST ordinalDigest Digest of all audited ordinals
7 4 6S 4 UINT32 sigSize The size of the sig parameter
8 <> 7S <> BYTE[] sig The signature of the area
9 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM-to,cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
11 20 TPM_AUTHDATA resAuth Authorization HMAC keV: key.usageAuth.
Actions
1. Validate|the AuthData and parameters using keyAuth, return TPM_AUTHFAIL on error
2. Validate| that keyHandle -> keyUsage is TPM)yKEY_ SIGNING, TPM_KEY_IDENTITY or
TPM_KRY_LEGACY, if not return TPM_INVALID _KEYUSAGE
3. The THM validates that the key pointed to" by keyHandle has a signature g$cheme of
TPM_S$_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO, return
TPM_INVALID_KEYUSAGE on error
4. Create D1 a TPM_SIGN_INFO structure-and set the structure defaults
a. Set D1 ->fixed to “ADIG”
b. Set D1 -> replay to antiReplay

c. Credte D3 a list of all_audited ordinals as defined in the TPM_GetAuditDigest UINT

d. Credte D4 the SHA-1 of D3

outg
e. Set 4
f. Set g

Ding parameter

uditDigestto TPM_STANY_DATA -> auditDigest
ounterValue to TPM_PERMANENT_DATA -> auditMonotonicCounter

g. Cregte D2 the concatenation of auditDigest || counterValue || D4
h

Set D1 -> data to D2
i. Create a digital signature of the SHA-1 of D1 by using the signature scheme for keyHandle
j- Set ordinalDigest to D4
5. If closeAudit == TRUE
a. If keyHandle->keyUsage is TPM_KEY _IDENTITY
i. TPM_STANY_DATA -> auditDigest MUST be set to all zeros.

b. Else

i. Return TPM_INVALID_KEYUSAGE
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9.5

Start of informative comment:

TPM_SetOrdinalAuditStatus

ISO/IEC 11889-4:2009(E)

Set the audit flag for a given ordinal. Requires the authentication of the TPM Owner.

End of informative comment.
Table 49. TPM_SetOrdinalAuditStatus Incoming Parameters and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TRMTAG tag FRMTFACRGYAGHH—COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize andtag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOrdinalAuditStatus
4 4 29 4 TPM_COMMAND_CODE ordinalToAudit The ordinal whose audit flag is to be set
5 1 39 1 BOOL auditState Value for audit flag
6 4 TPM_AUTHHANDLE authHandle The authorization session handle Used for owner authentidation.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H|I 20 § TPM_NONCE nonceOdd Nonce generated by systemrassociated with authHandle
8 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 50. TPM_SetOrdinalAuditStatus Outgoing Parameters and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.
29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOrdinalAuditStatus
4 20 2HII 20 TPM_NONCE nenceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth 1’2; iﬁ:g:ﬁ:ﬁiﬁn session digest for the returned parametgrs. HMAC
Actions
1. Validate the AuthData to execute the command and the parameters
2. Validate that the ordinal points to a valid TPM ordinal, return TPM_BADINDEX on error
a. ValidIPMordinal means-an-ordinalthat the TPM implementation suppors

3. Set the non-volatile flag associated with ordinalToAudit to the value in auditState

© ISO/IEC 2009 — All rights reserved

37


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

10. Administrative Functions - Management

101 TP

M_FieldUpgrade

Start of informative comment:

The TPM needs a mechanism to allow for updating the TPM_Protected-Capabilities once a TPM is in the
field. Given the varied nature of TPM implementations there will be numerous methods of performing an
upgrade of the TPM_Protected-Capabilities. This command, when implemented, provides a manufacturer
specific method of performing the upgrade.

The manufgcturer can determine, within the listed requirements, how to implement this co
command nfay be more than one command and actually a series of commands.

The IDL d

manufacture
The policy t
TPM spec a
TPM_Field{
the TPM_S]
acknowledg
that platforn
(private key

ownership
TPM_FieldU

If an owner
an attacker

The advanta
permits a TH
permits a T

inition is to create an ordinal for the command. However, the remaining”para
r specific.

D determine when it is necessary to perform the actions of TPM_RevokeTrust is

hd determined by other TCG workgroups.

pgrade is gated by either owner authorization or deferred assertion of Physical Pr¢
[CLEAR_DATA -> deferredPhysicalPresence -> unownedFieldUpgrade flag). Th
ement that the entity that sets the security policy for a platferm must approve field

n. This gating can block a global attack on TPMs when the TPME'’s privilege

) has been compromised. For blocking to be efféctive in an unowned TPM,

flag must be FALSE. (This prevents software. from taking ownership and
pgrade with owner authorization.)

is present, field upgrade MUST be owner.authorized, as the actions indicate. Th
rom using physical presence to upgrade@ TPM without detection by the owner.

ges of deferred assertion of Physical,Presence are that it:
PM to be upgraded if taking ownetship is undesirable or impractical.
PM to be upgraded in the QS environment (where Physical Presence typically

asserted), when the TPM has no ownet:

If it is accep
Presence is
owner from

There is n
manufacture

End of info

table to take ownership of a TPM temporarily, an alternative to deferred assertion
the process: (1) take ownership; (2) perform an owner authorized field upgrade; (
he TPM.

b requirement._for patch confidentiality. Confidentiality may be implemente
r specific mechanism, and may use a global secret such as a symmetric encryptior

rmative(comment.

IDL Defini
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and. The
eters are
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bsence (via
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Ipgrade for
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the TPM'’s
executing

is prevents

cannot be

of Physical
B) clear the

d using a
key.

TPM_RESUL

[in, out]

)i

Type

T TPM_FieldUpgrade (
TPM_AUTH* ownerAuth,

This is an optional command and a TPM is not required to implement this command in any form.

Table 51. TPM_FieldUpgrade Parameters

Type Name Description
TPM_AUTH ownerAuth Authentication from TPM owner to execute command
Remaining parameters are manufacturer specific
38 © ISO/IEC 2009 — Al rights reserved
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Descriptions

The patch integrity and authenticity verification mechanisms in the TPM MUST not require the TPM to
hold a global secret. The definition of global secret is a secret value shared by more than one TPM.

The TPME is not allowed to pre-store or use unique identifiers in the TPM for the purpose of field
upgrade. The TPM MUST NOT use the endorsement key for identification or encryption in the upgrade
process. The upgrade process MAY use a TPM Identity to deliver upgrade information to specific TPM’s.

The upgrade process can only change TPM_Protected-Capabilities.

The upgrade process can only access data in TPM_Shielded-Locations where this data is necessary to

validate the.TPM Owner_validate the TPME and manipulate the blobh

The TPM
upgrade. T

The securit

MUST be conformant to ISO/IEC 11889, protection profiles and security targg
he upgrade MAY NOT decrease the security values from the original security,targe

y target used to evaluate this TPM MUST include this command in the TOE:

Id upgrade occurs, it is always sufficient to put the TPM into the samé’state as a
PM_RevokeTrust.

HALL perform the following when executing the command:
Owner is installed

date the command and parameters using TPM_Owner-Authentication, return TPM
Brror

PM_STCLEAR_DATA -> deferredPhysicalPresence -> unownedFieldUpgrade is F
/I BAD_PRESENCE.

b that the upgrade information was-sent by the TPME. The validation mechanism
n of function that is at least theCsame strength of function as a digital signature perf
bit RSA key.

b that the upgrade targét is the appropriate TPM model and version.
5 the upgrade information and update the TPM_Protected-Capabilities

TPM_PERMANENT_DATA -> revMajor and TPM_PERMANENT_DATA -> rev
ndicated in_the upgrade. The selection of the value is a manufacturer option.

TPM MAY validate that the upgrade major and minor revision are monotonically in

TPM MAY allow upgrade with a major and minor revision that is less than currentl
TRPM:

ts after the
.

successfully

| AUTHFAIL

ALSE return

MUST use a
brmed using

Minor to the

creasing.

y installed in

When a fig
executed T
Actions
The TPM S
1. If TPM
a. Val
on
2. Else
a. IfT
TPI
3. Validat
strengt
a 2048
4. Validat
Proces
Set the
values
a. The
b. The
the
7. Setthe
©1S0/

TPM_STCLEAR_FLAGS.deactivated to TRUE
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10.2 TPM_SetRedirection

Start of informative comment

The redirection command attaches a key to a redirection receiver.

When making the connection to a GPIO channel the authorization restrictions are set at connection time

and not for each invocation that uses the channel.

End of informative comment

Table 52. TPM_SetRedirection Incoming Operands and Sizes

PARAM HIWAS —
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize“and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetRedifection
4 4 TPM_KEY_HANDLE keyHandle ThPT keyHandIe identifier of a loaded key that can implement
redirection.
5 4 28 4 TPM_REDIR_COMMAND redirCmd The command to execute
6 4 3S 4 UINT32 inputDataSize The size of the input data
7 <> 48 <> BYTE inputData Manufacturer parameter
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authofization
2H1 20 TPM_NONCE authLastNonceEven Even nonge previously generated by TPM to cover inputs
9 20 3H1 20 § TPM_NONCE nonceOdd Norce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA ownerAuth HMAC key ownerAuth
Table 53. TPM_SetRedirection Outgoing Operands and Sizes
PARAM HNYAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetRedirection
4 20 2H1 20 | TPM_NGNCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPMINONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM AUTHDATA resAuth The authorization session digest for the returned parameterg. HMAC
REY. RKEY.USAagEAUTLIT
Action

1. Iftag == TPM_TAG_REQ_AUTH1_COMMAND

a. Validate the command and parameters using TPM_Owner-Authentication, on error return

TPM_AUTHFAIL

2.

if redirCmd == TPM_REDIR_GPIO

a. Validate that keyHandle points to a loaded key, return TPM_INVALID_KEYHANDLE on error
b. Validate the key attributes specify redirection, return TPM_BAD_TYPE on error

40
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Validate that inputDataSize is 4, return TPM_BAD_PARAM_SIZE on error

Validate that inputData points to a valid GPIO channel, return TPM_BAD_PARAMETER on error
Map C1 to the TPM_GPIO_CONFIG_CHANNEL structure indicated by inputData

If C1 -> attr specifies TPM_GPIO_ATTR_OWNER

i. Iftag!=TPM_TAG_REQ_AUTH1_COMMAND return TPM_AUTHFAIL

If C1 -> attr specifies TPM_GPIO_ATTR_PP

i. If TPM_STCLEAR_FLAGS ->
TPM_BAD _PRESENCE

Return TPM_SUCCESS

physicalPresence == FALSE, then return

3. The THM MAY support other redirection types. These types may be specified by, TCG or|provided by

the TPM owner to cancel the effect of a number-of successive authorizafion failures.

Dictionary pttack mitigation is vendor specific, and the actions here are one possible implemgntation. The
TPM may {reat an authorization failure outside the mitigationidime as a normal failure and not disable the

command.

If this command itself has an authorization failure, it is\blocked for the remainder of the lock out period.
This prevents a dictionary attack on the owner authorization using this command.

It is undefstood that this command allows the-TPM owner to perform a dictionary attagck on other

authorizatipn values by alternating a trial and:this command. Similarly, delegating this command allows
the owner’s delegate to perform a dictionary\attack.
End of infprmative comment
Table 54. TPM-"ResetLockValue Incoming Operands and Sizes
PARAM tI-IMAC L
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ResetLockValue
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for TPM Owner aughorization
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
7 20 TPM_AUTHDATA ownerAuth HMAC key TPM Owner auth
© ISO/IEC 2009 — All rights reserved 41
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Table 55. TPM_ResetLockValue Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ResetLockValue
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC key: TPM Owner auth

Action
1. If TPM_$TCLEAR_DATA -> disableResetLock is TRUE return TPM_AUTHFAIL

a. The jnternal dictionary attack mechanism will set TPM_STCLEAR_DATA -> disableR¢setLock to
FAL$E when the timeout period expires

2. If the cojmmand and parameters validation using ownerAuth fails
a. Set TPM_STCLEAR_DATA -> disableResetLock to TRUE
b. Restart the TPM dictionary attack lock out period
c. Return TPM_AUTHFAIL

3. Reset thL

a. The [mechanism is vendor specific and*can include time outs, reboots, and otheqf mitigation
strategies

internal TPM dictionary attack mitigation’ mechanism
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11. Storage functions

11.1 TPM_Seal

Start of informative comment:

The SEAL operation allows software to explicitly state the future “trusted” configuration that

the platform

must be in for the secret to be revealed. The SEAL operation also implicitly includes the relevant platform
configuration (PCR-values) when the SEAL operation was performed. The SEAL operation uses the

tpmProof value to BIND the blob to an individual TPM.

If the UNSEAL operation succeeds, proof of the platform configuration that was in effect when the SEAL
operation was performed is returned to the caller, as well as the secret data. This proofimay, or may not,
be of intergst. If the SEALed secret is used to authenticate the platform to a third party; a-callgr is normally

unconcerngd about the state of the platform when the secret was SEALed, and the proof
interest. On the other hand, if the SEALed secret is used to authenticate a thjrd-party to th
caller is noymally concerned about the state of the platform when the secret was'SEALed. Th
is of interest.

For example, if SEAL is used to store a secret key for a future configuration (probably to pr
platform is|a particular platform that is in a particular configuration),the only requirement is

can be usgd only when the platform is in that future configuration..Fhen there is no interest in
configuratipn when the secret key was SEALed. An example of this case is when SEAL is us
network authentication key.

On the other hand, suppose an OS contains an encrypted database of users allowed to I
platform. The OS uses a SEALED blob to store the encryption key for the user-database. H
nature of SEAL is that any SW stack can SEAL a blob-for any other software stack. Hence, th
attacked by a second OS replacing both the SEALED-blob encryption key, and the user dat
allowing untrusted parties access to the services of the OS. To thwart such attacks, SE
include the past SW configuration. Hence, if the OS is concerned about such attacks, it may

whether the past configuration is one that is-known to be trusted.

TPM_Seal
commands
generated

and then h

End of inffq

requires the encryption of.one parameter (“Secret”). For the sake of uniformit
that require the encryption’of more than one parameter, the string used for XOR ¢
by concatenating a nonee (created during the OSAP session) with the session s
hshing the result.

brmative comment.

ay be of no
platform, a
en the proof

ove that the
hat that key
the platform
pd to store a

Dg on to the
owever, the
b OS can be
abase itself,
ALED blobs
theck to see

y with other
encryption is
nared secret
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Table 56. TPM_Seal Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Seal.
4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that can perform seal operations.
5 20 28 20 TPM_ENCAUTH encAuth The encrypted AuthData for the sealed data.
6 4 3 " L UNIT 20 serrfeSiz The size of the pcrinfo parameter. If O there are no PCR registers
T in use
The PCR selection information. The caller MAY use.
7 <> 48 <> TPM_PCR_INFO pcrinfo TPM_PCR_INFO_LONG.
8 4 58 4 UINT32 inDataSize The size of the inData parameter
9 <> 6S <> BYTE[ ] inData The data to be sealed to the platform and-any specified PQRs
The authorization session handle used.for keyHandle authgrization.
10 4 TPM_AUTHHANDLE authHandle Must be an OSAP session for this command.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
11 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
12 1 4H1 1 BOOL continueAuthSession Ignored
13 20 TPM_AUTHDATA pubAuth Thg authorization+session digest for inputs and keyHandle |HMAC
key: key.usageAuth.
Table 57. TPM_Seal Outgoing Operands and Sizes
PARAM HNMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnGade The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinhal Command ordinal: TPM_ORD_Seal.
4 < 3s < TPM_STORED_DATA sealedData Encrypted, integri?y—protected data object that is the result of the
TPM_Seal operation.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
7 20 TPMAUTHDATA resAuth The. authorization session digest for the returned parameterg. HMAC
& key: key.usageAuth.
Actions
1. Validate the authorization to use the key pointed to by keyHandle
2. If the inDataSize is 0 the TPM returns TPM_BAD_PARAMETER
3. If the keyUsage field of the key indicated by keyHandle does not have the value

TPM_KEY_STORAGE, the TPM must return the error code TPM_INVALID KEYUSAGE.

4. If the keyHandle points to a migratable key then the TPM MUST return the error code

TPM_INVALID_KEY USAGE.
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ine the version of pcrinfo

a. If pcrinfoSize is 0

setV1to1

b. Else

Point X1 as TPM_PCR_INFO_LONG structure to pcrinfo
If X1 ->tagis TPM_TAG_PCR_INFO_LONG

error

DINDEX on

1. SetV1to2
ii. [Else
1. SetV1to1
6. IfV1is|1then
a. Create S1a TPM_STORED_DATA structure
7. else
a. Create S1a TPM_STORED_DATA12 structure
b. Set[S1->etto0
8. Sets1t>encDataSize to 0
9. Set s1 t> encData to all zeros
10. Set s1 > seallnfoSize to pcrinfoSize
11. If pcrinfoSize is not 0 then
a. if V[l is 1then
i. [Validate pcrinfo as a valid TPM_PCR® INFO structure, return TPM_BADINDEX on
ii. [Sets1->seallnfo -> pcrSelection'to pcrinfo -> pcrSelection
iii. [Create h1 the composite hash of the PCR selected by pcrinfo -> pcrSelection
iv. [Set s1 -> seallnfo -> digestAtCreation to h1
v. [Set s1 -> seallnfo.->digestAtRelease to pcrinfo -> digestAtRelease
b. els¢
i. [Validate p¢rinfo as a valid TPM_PCR_INFO_LONG structure, return TPM_BA
error
ii. [Sets1\-> seallnfo -> creationPCRSelection to pcrinfo -> creationPCRSelection
iii. [Set’'s1 -> seallnfo -> releasePCRSelection to pcrinfo -> releasePCRSelection
iv. Sets1 -> seallnfo -> digestAtRelease to pcrinfo -> digestAtRelease
v. Set s1-> seallnfo -> localityAtRelease to pcrinfo -> localityAtRelease
vi. Create h2 the composite hash of the TPM_STCLEAR_DATA -> PCR selected by pcrinfo ->
creationPCRSelection
vii. Set s1 -> seallnfo -> digestAtCreation to h2
viii. Set s1 -> seallnfo -> localityAtCreation to TPM_STANY_FLAGS -> localityModifier
12. Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

13. The TPM provides NO validation of a1. Well-known values (like all zeros) are valid and possible.
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14. Create s2 a TPM_SEALED_DATA structure
a. Sets2->payload to TPM_PT_SEAL

b. Set s2 ->tpmProof to TPM_PERMANENT_DATA -> tpmProof

c. Create h3 the SHA-1 of s1

d. Set s2 -> storedDigest to h3

e. Set s2 -> authData to a1

f. Set s2 -> dataSize to inDataSize

g. Set s2 -> data to inData
15. Validate| that the size of s2 can be encrypted by the key pointed to by keyHandle, return

TPM_BAD _ DATASIZE on error
16. Create g3 the encryption of s2 using the key pointed to by keyHandle
17. Set contjnueAuthSession to FALSE
18. Set s1 -3 encDataSize to the size of s3
19. Set s1 -3 encData to s3
20. Return 91 as sealedData
11.2 TPM_Unseal
Start of informative comment:
The TPM_Unseal operation will reveal TPM_Seal’ed data only if it was encrypted on this platfgrm and the
current confjguration (as defined by the named PCR contents) is the one named as qualified t¢ decrypt it.
Internally, TPM_Unseal accepts a data blob generateéd by a TPM_Seal operation. TPM_Unseal decrypts
the structure internally, checks the integrity of the resulting data, and checks that the PCR named has the
value namegl during TPM_Seal. Additionally, the:caller must supply appropriate AuthData for Qlob and for
the key that|was used to seal that data.
If the integrity, platform configuration and“authorization checks succeed, the sealed data is retyrned to the
caller; otherwise, an error is generated:
End of informative comment.

Table:58. TPM_Unseal Incoming Operands and Sizes
PARAM HNIAC
Type Name Description
# | sz # Sz
1 TPMTAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Unseal.
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can unseal the data.
5 <> 28 <> TPM_STORED_DATA inData The encrypted data generated by TPM_Seal.
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for parentHandle.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for inputs and parentHandle.
° 20 TPM_AUTHDATA parentAuth HMAC key: parentKey.usageAuth.
10 4 TPM_AUTHHANDLE dataAuthHandle The authorization session handle used to authorize inData.
2H2 20 TPM_NONCE datalLastNonceEven Even nonce previously generated by TPM
11 20 3H2 20 TPM_NONCE datanonceOdd Nonce generated by system associated with entityAuthHandle
12 1 4H2 1 BOOL continueDataSession Continue usage flag for dataAuthHandle.
13 20 TPM_AUTHDATA dataAuth Thg authorization session digest for the encrypted entity. HMAC
key: entity.usageAuth.
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Table 59. TPM_Unseal Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Unseal.
4 4 3S 4 UINT32 secretSize The used size of the output area for secret
5 <> 4S <> BYTE[ ] secret Decrypted data that had been sealed
6 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
The authorization session digest for the-réturned paramefers.
8 20 TPM_AUTHDATA resAuth HMAC key: parentKey.usageAuth,
9 20 2Hp 20 § TPM_NONCE dataNonceEven Even nonce newly generated by TPM.
3Hp 20 TPM_NONCE datanonceOdd Nonce generated by system associated with dataAuthHandle
10 1 4Hp 1 BOOL continueDataSession Continue use flag, TRUE.f handle is still active
The authorization session digest used for the dataAuth sgssion.
11 20 TPM_AUTHDATA dataAuth HMAC key: entify.UsageAuth.
Actions
1. The TRM MUST validate that parentAuth authorizes{the use of the key in parentHandle, on error
return TPM_AUTHFAIL
2. If the| keyUsage field of the key indicated by parentHandle does not have| the value
TPM_KEY_STORAGE, the TPM MUST returnthe error code TPM_INVALID_KEYUSAGHE,
3. The THM MUST check that the TPM_KEY-” FLAGS -> Migratable flag has the value FALSE in the key
indicatgd by parentHandle. If not, the FPM MUST return the error code TPM_INVALID_KHYUSAGE
4. Deterr:]ine the version of inData
a. IfinData -> tag = TPM_TAG) STORED_DATA12
i. |SetV1to2
i. [Map S2 a TPM_STORED_DATA12 structure to inData
b. Els¢ If inDataz>ver = 1.1
i. [|SetV1ite'1
i. [Map-82 a TPM_STORED_DATA structure to inData
c. Else

i. Return TPM_BAD_VERSION
Create d1 by decrypting S2 -> encData using the key pointed to by parentHandle
Validate d1
a. d1 MUST be a TPM_SEALED_DATA structure
b. d1->tpmProof MUST match TPM_PERMANENT_DATA -> tpmProof
c. Set S2 ->encDataSize to 0
d

Set S2 -> encData to all zeros
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10.

e. Create h1 the SHA-1 of inData
d1 -> storedDigest MUST match h1
g. d1->payload MUST be TPM_PT_SEAL
h. Any failure MUST return TPM_NOTSEALED_BLOB
If S2 -> seallnfoSize is not 0 then
a. IfV1is1then

b. If Vlis 2 then

c. Compare h2 with S2 -> pcrinfo -> digestAtRelease, ondismatch return TPM_WRONGH

The TPM MUST validate authorization to use d1 by checking that the HMAC calculation
authData as the shared secret matches the dataAuth.:\Return TPM_AUTHFAIL on mismatc

If V1 is 2 and S2 -> et specifies encryption (i.e..isthot all zeros) then

a. Iftadis not TPM_TAG_RQU_AUTH2_COMMAND, return TPM_AUTHFAIL
b. Verify that the authHandle session type'is TPM_PID_OSAP, return TPM_BAD_MODE ¢
c. Ifthg MSB of S2 -> etis TPM_ET_XOR

Validate that S2 -> pcrinfo is a valid TPM_PCR_INFO structure

(reate hZ the composite hash of the PCR selected by o2 -> pcrinfo -> pcroelection

\falidate that S2 -> pcrinfo is a valid TPM_PCR_INFO_LONG structure

(reate h2 the composite hash of the TPM_STCLEAR_DATA -> PCR selected by S}
-p releasePCRSelection

Check that S2 -> pcrinfo -> localityAtRelease for TPM_STANY; DATA -> locality
TRUE

1. For example if TPM_STANY_DATA -> localityModifier was 2 then S2 ->
localityAtRelease -> TPM_LOC_TWO would have to be TRUE

Use MGF1 to create,string X1 of length sealedDataSize. The inputs to |
duthLastnonceEven, .nonceOdd, “XOR”, and authHandle -> sharedSecret.
goncatenated valuesform the Z value that is the seed for MFG1.

(reate o1 by XOR©of d1 -> data and X1

(@reate e1-by encrypting d1 -> data using the algorithm indicated by inData -> et

Hey is-from authHandle -> sharedSecret

p -> pcrinfo
Modifier is
pcrinfo ->
PCRVAL

Ising d1 ->
.

n error.

UGF1 are;
The four

IVis-SHA-tof (authtastNonceEverT {monceOdd)

e. Set continueAuthSession to FALSE

else

a. Setoltod1->data

11. Set the return secret as o1
12. Return TPM_SUCCESS
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11.3 TPM_UnBind

Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_UnBind takes the data blob that is the result of a Tspi_Data_Bind command and decrypts it for
export to the User. The caller must authorize the use of the key that will decrypt the incoming blob.

TPM_UnBind operates on a block-by-block basis, and has no notion of any relation between one block

and another.

End of informative comment.

Table 60. TPM_UnBind Incoming Operands and Sizes

[
PARAM II-IMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramsSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_UnBind.
4 4 TPM_KEY_HANDLE keyHandle l’g:rlg:zl:;ndle identifier of a-loaded key that can perform UnBind
5 4 29 4 UINT32 inDataSize The size of the input_blob
6 <> 39 <> BYTE[ ] inData Encrypted blob t6_be-decrypted
7 4 TPM_AUTHHANDLE authHandle The handle used for keyHandle authorization

2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H|I 20 § TPM_NONCE nonceOdd Nonce/generated by system associated with authHandle
9 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
o | 2
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Table 61. TPM_UnBind Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_UnBind
4 4 3S 4 UINT32 outDataSize The length of the returned decrypted data
5 <> 4S BYTE] outData THe TeSutngaecrypted oata:
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active'
8 20 TPM AUTHDATA resAuth The authorization session digest for the ‘returned parameterg. HMAC
- key: key.usageAuth.
Description
TPM_UnBind SHALL operate on a single block only.
Actions
The TPM SHALL perform the following:
1. If the inDataSize is 0 the TPM returns TPM_BAD_PARAMETER
2. Validate|the AuthData to use the key pointed to by keyHandle
3. If the keyUsage field of the key referenced by KeyHandle does not have the value TPM_KHY_BIND or
TPM_KRY_LEGACY, the TPM must return the error code TPM_INVALID_KEYUSAGE
Decrypt the inData using the key pointedto by keyHandle
if (keyHandle -> encScheme does not equal TPM_ES RSAESOAEP_SHA1_MGF1) and (HeyHandle -
> keyUspge equals TPM_KEY_LEGACY),
a. The [payload does not have TPM specific markers to validate, so no consistency ch¢ck can be
perfqrmed.
b. Set the output parameter outData to the value of the decrypted value of inDatg. (Padding
associated with.the encryption wrapping of inData SHALL NOT be returned.)
c. Set the output parameter outDataSize to the size of outData, as deduced from the|decryption
process.
6. else

a. Interpret the decrypted data under the assumption that it is a TPM_BOUND_DATA structure, and

validate that the payload type is TPM_PT_BIND

b. Set the output parameter outData to the value of TPM_BOUND_DATA -> payloadData. (Other
parameters of TPM_BOUND_DATA SHALL NOT be returned. Padding associated with the
encryption wrapping of inData SHALL NOT be returned.)

c. Set the output parameter outDataSize to the size of outData, as deduced from the decryption
process and the interpretation of TPM_BOUND_DATA.

7. Return the output parameters.
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11.4 TPM_CreateWrapKey

Start of informative comment:

The TPM_CreateWrapKey command both generates and creates a secure storage bundle for asymmetric

keys.

ISO/IEC 11889-4:2009(E)

The newly created key can be locked to a specific PCR value by specifying a set of PCR registers.

End of informative comment.

Table 62. TPM_CreateWrapKey Incoming Operands and Sizes

PARAM HAAS
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tapg
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateWrapKey
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can‘perform key wrapping.
5 20 29 20 § TPM_ENCAUTH dataUsageAuth Encrypted usage AuthData for the sealed data.
6 20 39 20 § TPM_ENCAUTH dataMigrationAuth Encrypted migration\AdthData for the sealed data.
o] o | o e ptigmare- s U idcbebiravimes vyt
8 4 TPM_AUTHHANDLE authHandle parent keyauthorization. Must be an OSAP session.

2HII 20 TPM_NONCE authLastNonceEven Evénshonce previously generated by TPM to cover inputs
9 20 3H|I 20 § TPM_NONCE nonceOdd Norice generated by system associated with authHandlp
10 1 4H|1 1 BOOL continueAuthSession Ignored
11 20 TPM_AUTHDATA pubAuth Authorization HMAC key: parentKey.usageAuth.

Table 63. TPM_CreateWrapKey Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.

29 4 TPM_COMMANDNCODE ordinal Command ordinal: TPM_ORD_CreateWrapKey
4 < 39 < TPM_KEY wrappedKey g:;s;:&}l.(ﬁl\s(t?:?;eMviEEgi1nzcludes the public and eng¢rypted
5 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H|I 20 JTPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H|I 1 BOOL continueAuthSession Continue use flag, fixed at FALSE

TPM_AUTHDATA

resAuth

Authorization HMAC key: parentKev usageAuth

© ISO/IEC 2009 — All rights reserved
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Actions
The TPM SHALL do the following:

1.

10.
11.
12.
13.
14.

52

Validate the AuthData to use the key pointed to by parentHandle. Return TPM_AUTHFAIL on any
error.

Validate the session type for parentHandle is OSAP.

If the TPM is not designed to create a key of the type requested in keylnfo, return the error code
TPM_BAD_KEY_PROPERTY

Verify that parentHandle->keyUsage equals TPM_KEY_STORAGE

If parenfHandte —=KkeyFfags - migratabte 15 T ROE and keymnfo —KkeyFfags - migratapte is FALSE
then return TPM_INVALID_KEYUSAGE

Validate|key parameters

a. keylnfo -> keyUsage MUST NOT be TPM_KEY_IDENTITY or TPM_KEY_AUTHCHANGE. If it is,
returh TPM_INVALID_KEYUSAGE

b. If keylnfo -> keyFlags -> migrateAuthority is TRUE then return TPM_INVALID _KEYUSAGE
If TPM_IPERMANENT_FLAGS -> FIPS is TRUE then
a. If keylnfo -> keySize is less than 1024 return TPM_NOTFIPS
b. If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
c. If keyInfo -> keyUsage specifies TPM_KEY_LEGACY returh TPM_NOTFIPS
If keyInfp -> keyUsage equals TPM_KEY_STORAGE orTPM_KEY_MIGRATE
a. algofithmID MUST be TPM_ALG_RSA
b. encYcheme MUST be TPM_ES_RSAESOAER_SHA1_MGF1
c. sigScheme MUST be TPM_SS_NONE
d. key size MUST be 2048
Determine the version of key
a. If keyInfo -> veris 1.1
i. SetV1to1
i. Nap wrappedKey to.a. TPM_KEY structure
iii. Malidate all remaining TPM_KEY structures
b. Elselif keylnfo ->tag is TPM_TAG_KEY12
i. SetV1te2
i. NapwrappedKey to a TPM_KEY12 structure

ii. falidate all remaining TPM_KEY12 structures

Create DU1 by decrypting dataUsageAuth according to the ADIP indicated by authHandle
Create DM1 by decrypting dataMigrationAuth according to the ADIP indicated by authHandle
Set continueAuthSession to FALSE

Generate asymmetric key according to algorithm information in keylnfo

Fill in the wrappedKey structure with information from the newly generated key.

a. Set wrappedKey -> encData -> usageAuth to DU1

b. If the KeyFlags -> migratable bit is set to 1, the wrappedKey -> encData -> migrationAuth SHALL
contain the decrypted value from dataMigrationAuth.
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C.

ISO/IEC 1188

be set to the value tpmProof
15. If keylnfo->PCRInfoSize is non-zero

a.
I

If V1is 1
Set wrappedKey -> pcrinfo to a TPM_PCR_INFO structure using the pcrSelection to indicate

the PCR’s in use

Else
Set wrappedKey -> pcrinfo to a TPM_PCR_INFO_LONG structure

Set
Set
cre
If V]
16. Encryp
17. Return

11.5 TI

Start of inf

Before the
action, it n
further use
The TPM

assumptiof
upper leve

To permit
key handlg

e.

problems if several keys are authorized-using the same authorization data. Care should

assign diffe
This comn
attempting
etc.).

The load ¢
toa PCR u

htionPCRSelection
1 is 2 set wrappedKey -> localityAtCreation to TPM_STANY_DATA -> locality

the newly generated key in the wrappedKey parameter

PM_LoadKey2

peds to be present in the TPM. The TPM_LoadKey2 function loads the key into

assigns the key handle. The TPM always Jocates a loaded key by use of the

wrappedRey=>pcrinfo to keymnfo=>"pcrinfo

wrappedKey -> digestAtCreation to the TPM_COMPOSITE_HASH!\)in

the private portions of the wrappedKey structure using the key in parentHandle

ormative comment:
TPM can use a key to either wrap, unwrap, unbind; seal, unseal, sign or perfor|

is that the handle may change due to key management operations. It is the res
software to maintain the mapping between handle and any label used by external

his mapping between handle and upper software labels (called key handle virtua
returned by TPM_LoadKey2 must’'not be included in the response HMAC. Thig

rent authorization data to each key.

and has the responsibility of enforcing restrictions on the use of keys. For exg
to load a STORAGE key it will be checked for the restrictions on a storage ke

bmmand must/maintain a record of whether any previous key in the key hierarchy
sing parentPCRStatus.

The flag p
particular
a parent k
child key t
example.

arentPCRStatus enables the possibility of checking that a platform passed th
ate orstates before finishing in the current state. A grandparent key could be linke
y cauld linked to state-2, and a child key could be linked to state-3, for example. TH

9-4:2009(E)

If the KeyFlags -> migratable bit is set to 0, the wrappedKey -> encData -> migrationAuth SHALL

dicated by

n any other
the TPM for

handle. The
bonsibility of
software.

Jization), the

may cause
be taken to

mple, when
(2048 size

was bound

fough some
d to state-1,
e use of the

enlindicates that the platform passed through states 1 and 2 and is currently in st
y = indf

ate 3, in this
en reset, so

the platform has not passed through the pr_evic;Js states. Hence keys with parentPCRStatus==TRUE
must be unloaded if TPM_Startup is issued with stType == TPM_ST_CLEAR.

If a TPM_KEY structure has been decrypted AND the integrity test using "pubDataDigest" has passed
AND the key is non-migratory, the key must have been created by the TPM. So there is every reason to
believe that the key poses no security threat to the TPM. While there is no known attack from a rogue
migratory key, there is a desire to verify that a loaded migratory key is a real key, arising from a general
sense of unease about execution of arbitrary data as a key. Ideally a consistency check would consist of
an encrypt/decrypt cycle, but this may be expensive. For RSA keys, it is therefore suggested that the
consistency test consists of dividing the supposed RSA product by the supposed RSA prime, and
checking that there is no remainder.

End of informative comment.
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Table 64. TPM_WrapKey Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadKey2.
4 4 TPM_KEY_HANDLE parentHandle TPM handle of parent key.
) Incoming key structure, both encrypted private and clear public
5= 28 | < | TPMKEY inkey portions. MAY be TPM_KEY12
6 4 TPM_AUTHHANDLE authHandle The aqthqrization session handle used for parentHandle
authorization.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to coverinputs
7 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization‘session handle
9 20 TPM_AUTHDATA parentAuth The. authorization session digest foninputs and parentHandlg. HMAC
key: parentKey.usageAuth.
Table 65. TPM_WrapKey Outgoing Operands and-Sizes
PARAM HNYAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Totalfaumber of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The'return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadKey2
4 4 TPM_KEY_HANDLE inkeyHandle Internal TPM handle where decrypted key was loaded.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameterg. HMAC
- key: parentKey.usageAuth.
Actions
The TPM SHALL perform thefollowing steps:
1. Validate|the command-and the parameters using parentAuth and parentHandle -> usageAuth
2. If parentHandle £&>)keyUsage is NOT TPM_KEY_STORAGE return TPM_INVALID_KEYUSAGE
3. If the TRM. i§ not designed to operate on a key of the type specified by inKey, return the|error code
TPM_BAB<KEY_PROPERTY

The TPM MUST handle both TPM_KEY and TPM_KEY12 structures
Decrypt the inKey -> privkey to obtain TPM_STORE_ASYMKEY structure using the key in

parentHandle
Validate the integrity of inKey and decrypted TPM_STORE_ASYMKEY

a. Reproduce inKey -> TPM_STORE_ASYMKEY -> pubDataDigest using the fields of inKey, and
check that the reproduced value is the same as pubDataDigest
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7. Validate the consistency of the key and it’s key usage.

10.
11.
12.

a.

If inKey -> keyFlags -> migratable is TRUE, the TPM SHALL verify consistency of the public and
private components of the asymmetric key pair. If inKey -> keyFlags -> migratable is FALSE, the
TPM MAY verify consistency of the public and private components of the asymmetric key pair. The
consistency of an RSA key pair MAY be verified by dividing the supposed (P*Q) product by a
supposed prime and checking that there is no remainder.

If inKey -> keyUsage is TPM_KEY _IDENTITY, verify that inKey->keyFlags->migratable is FALSE.

If it

is not, return TPM_INVALID_KEYUSAGE

If inKey -> keyUsage is TPM_KEY_AUTHCHANGE, return TPM_INVALID_KEYUSAGE

If i
mig
Val
IfT

If in

If in

ii.
If th

Els

nKey -> keyFlags -> migratable equals 0 then verify that TPM_STORE-AS
rationAuth equals TPM_PERMANENT_DATA -> tpmProof

date the mix of encryption and signature schemes
PM_PERMANENT_FLAGS -> FIPS is TRUE then

If keyInfo -> keySize is less than 1024 return TPM_NOTFIPS

If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER réeturn TPM_NOTFIPS
If keylnfo -> keyUsage specifies TPM_KEY_LEGACY return TPM_NOTFIPS
Key -> keyUsage is TPM_KEY_STORAGE or TPM_KEY_MIGRATE
algorithmID MUST be TPM_ALG_RSA

Key size MUST be 2048

sigScheme MUST be TPM_SS_NONE

Key -> keyUsage is TPM_KEY_IDENTITY

algorithmID MUST be TPM_ALG_RSA

Key size MUST be 2048

encScheme MUST be TPM-ES_NONE

e decrypted inKey -> pcrinfo is NULL,

The TPM MUST «set the internal indicator to indicate that the key is not usin
registers.

D
-

whenever the key will be in use
Thée-TPM MUST handle both version 1.1 TPM_PCR_INFO and 1.2 TPM_PCR |

PYMKEY ->

g any PCR

The TPMYMUST store pcrinfo in a manner that allows the TPM to calculate a composite hash

NFO_LONG

structures according to the type of TPM_KEY structure

1. The TPM MUST validate the TPM_PCR_INFO or TPM_PCR_INFO_LONG structures
Perform any processing necessary to make TPM_STORE_ASYMKEY key available for operations

. Load key and key information into internal memory of the TPM. If insufficient memory exists return
error TPM_NOSPACE.

Assign inKeyHandle according to internal TPM rules.

Set InKeyHandle -> parentPCRStatus to parentHandle -> parentPCRStatus.

If ParentHandle indicates that it is using PCR registers, then set inKeyHandle -> parentPCRStatus to
TRUE.
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11.6

TPM_GetPubKey

Start of informative comment:

The owner of a key may wish to obtain the public key value from a loaded key. This information may have
privacy concerns so the command must have authorization from the key owner.

End of informative comment.

Table 66. TPM_GetPubKey Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and.tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetPubKey.
4 4 TPM_KEY_HANDLE keyHandle TPM handle of key.
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used\for keyHandle authofization.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by systefn/associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flagfor the authorization session handle
8 20 TPM_AUTHDATA keyAuth Authorization HMAC key: key.usageAuth.
Table 67. TPM_GetPubKey Outgoing Operands and Sizes
PARAM HNYAC /.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetPubKey.
4 <> 38 <> | TPM_PUBKEY pubkey Public portion of key in keyHandle.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization. HMAC key: key.usageAuth.
Actions
The TPM SHALL perform the following steps:
1. Iftag = TPM-TAG_RQU_AUTH1_COMMAND then
a. Valigate the —command parameters using KeyHnandie -- USadgeAuln, on e return
TPM_AUTHFAIL
2. Else
a. Verify that keyHandle -> authDataUsage is TPM_AUTH_PRIV_USE_ONLY or
TPM_AUTH_NEVER, on error return TPM_AUTHFAIL
3. If keyHandle == TPM_KH_SRK then
a. If TPM_PERMANENT_FLAGS -> readSRKPub is FALSE then return

TPM_INVALID_KEYHANDLE

56

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

4. If keyHandle -> pcrinfoSize is not 0
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a. If keyHandle -> keyFlags has pcrignoredOnRead set to FALSE

i. Create a digestAtRelease according to the specified PCR registers and compare to keyHandle
-> digestAtRelease and if a mismatch return TPM_WRONGPCRVAL

ii. If specified validate any locality requests
5. Create a TPM_PUBKEY structure and return

11.7 TPM_Sealx

Start of informative comment:

The SEALX command works exactly like the SEAL command with the additional’req
encryption [for the inData parameter. This command also places in the sealed blob the ‘informa

unseal alsg requires encryption.

SEALX reduires the use of 1.2 data structures. The actions are the same as SEAL without th

1.1 data stfucture usage.

The methof of incrementing the symmetric key counter value is differentfrom that used by so

uirement of
tion that the

e checks for

me standard

crypto librdries (e.g. openSSL, Java JCE) that increment the entire counter value. TPM usefs should be
aware of this to avoid errors when the counter wraps.

End of infprmative comment.

Table 68. TPM_Sealx Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sealx

4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that can perform seal operations|

5 20 29 20 TPM_ENCAUTH encAuth The encrypted AuthData for the sealed data.

6 4 39 4 UINT32 perinfoSize ;Ir']hjsseize of the pcrinfo parameter. If O there are no PCR [egisters
7 <> 49 <> | TPM_PCR_INF@ perinfo MUST use TPM_PCR_INFO_LONG.

8 4 59 4 UINT32 inDataSize The size of the inData parameter

9 <> 69 <> BYTE[ ] inData The data to be sealed to the platform and any specified HCRs

The authorization session handle used for keyHandle aufhorization.
10 4 (PYRAUTHHANDLE authHandle Must be an OSAP session for this command.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover input

11 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

12 1 4H1 1 BOOL continueAuthSession Ignored

13 20 TPM_AUTHDATA pubAuth Thg authorization session digest for inputs and keyHandle. HMAC

key: key.usageAuth.
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Table 69. TPM_Sealx Outgoing Operands and Sizes

PARAM HMAC

Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sealx
4 < 3s 4 TPM_STORED_DATA sealedData Eg(l:\;)i%tzgl,xir:)tsgrrgt)i/;)pr)]r.otected data object that is the result of the
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
7 20 TPM_AUTHDATA resAuth The authorization session digest for the returned parameterg. HMAC

key: key.usageAuth.

Actions
1. Validate|the authorization to use the key pointed to by keyHandle
2. If the inDataSize is 0 the TPM returns TPM_BAD_PARAMETER

3. If the |keyUsage field of the key indicated by keyHandle does not have [the value
TPM_KRY_STORAGE, the TPM must return the error codelTPM_INVALID_KEYUSAGE.

4. If the keyHandle points to a migratable key then the TPM MUST return the error code
TPM_INVALID_KEY_USAGE.

Create $1 a TPM_STORED_DATA12 structure
Set s1 -} encDataSize to 0
Set s1 -3 encData to all zeros

Set s1 -3 seallnfoSize to pcrinfoSize

© © N o o

If pcrinfqSize is not 0 then
a. Validate pcrinfo as a valid TPM_PCR_INFO_LONG structure, return TPM_BADINDEX ¢n error
Set §1 -> seallnfo -> creationPCRSelection to pcrinfo -> creationPCRSelection

Set §1 -> seallnfe\*> releasePCRSelection to pcrinfo -> releasePCRSelection

Set g1 -* seallnfo -> localityAtRelease to pcrinfo -> localityAtRelease

b
c
d. Set 41 -> seallnfo -> digestAtRelease to pcrinfo -> digestAtRelease
e
f

Createrh he compo
creationPCRSelection

pcrinfo ->

g. Sets1 -> seallnfo -> digestAtCreation to h2
h. Set s1 -> seallnfo -> localityAtCreation to TPM_STANY_DATA -> |ocalityModifier
10. Create s2 a TPM_SEALED_ DATA structure
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11. Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

12.
13.

14.

15.

16.

17.
18.
19.
20.
21.

a. If authHandle indicates XOR encryption for the AuthData secrets
i. Sets1->etto TPM_ET_XOR || TPM_ET_KEY
1. TPM_ET_KEY is added because TPM_Unseal uses zero as a special value indicating no
encryption.
b. Else

Set S1 -> et to the algorithm indicated by authHandle

Ssible.

The TPMprovides NO validation of a1. \Well-known values (Iil(n all 7nrnc) are-valid and po

If authH

a.

b.
Else
a.
b.
C.

Create

g.

Validat
TPM_B

Create
Set cor
Set s1

-~ 0 Qo0 T ®

Usq
nor
valy

Cre

Cre
Key
CT

Set
Set
Cre
Set
Set
Set
Set

landle indicates XOR encryption

e that is the seed for MFG1.
ate 01 by XOR of inData and X2

ate o1 by decrypting inData using the algorithm indicated by authHandle
is from authHandle -> sharedSecret

R is SHA-1 of (authLastNonceEven || nonceOdd)

s2 a TPM_SEALED_DATA structure

s2 -> payload to TPM_PT_SEAL

s2 -> tpmProof to TPM_PERMANENT(DATA -> tpmProof
ate h3 the SHA-1 of s1

s2 -> storedDigest to h3

s2 -> authData to a1

s2 -> dataSize to inDataSize

s2 -> data to o1

b that the size,~0of s2 can be encrypted by the key pointed to by keyHa
AD_DATASIZE on error

s3 the encryption of s2 using the key pointed to by keyHandle
tinueAuthSession to FALSE

t>\encDataSize to the size of s3

MGF1 to create string X2 of length inDataSize. The inputs to MGF1 are; authLasfNonceEven,
ceOdd, “XOR”, and authHandle -> sharedSecret. The four concatenated valueq form the Z

hdle, return

Set s1 -> encData to s3

Return s1 as sealedData
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12. Migration

Start of informative comment:

The migration of a key from one TPM to another is a vital aspect to many use models of the TPM. The

migration commands are the commands that allow this operation to occur.

There are two types of migratable keys, the version 1.1 migratable keys and the version 1.2 certifiable

migratable keys.
End of informative comment.

12.1 TPM_CreateMigrationBlob

Start of infgrmative comment:

The TPM_CreateMigrationBlob command implements the first step in the process ofimoving a
key to a new parent or platform. Execution of this command requires knowledge ©fithe migratic
of the key td be migrated.

Migrate mode is generally used to migrate keys from one TPM to another, forybackup, upgrade
a key on another platform. To do this, the TPM needs to create a data-blob that another TP
with. This i done by loading in a backup public key that will be used by the TPM to create
blob for a m|gratable key.

The TPM ner does the selection and authorization of migration public keys at any time

migratable
nAuth field

or to clone
M can deal
B new data

brior to the

execution off TPM_CreateMigrationBlob by performing the TPM: AuthorizeMigrationKey commgnd.

Rewrap mogle is used directly to move the key to a new.parent (on either this platform or an
TPM simply|re-encrypts the key using a new parent, and outputs a normal encrypted element
subsequently used by a TPM_LoadKey command.

TPM_Creat¢MigrationBlob implicitly cannot be used to migrate a non-migratory key. No expli
required. Only the TPM knows tpmProof. Therefore, it is impossible for the caller to submit a
value equal to tpmProof and migrate a non-migratory key.

End of informative comment.

bther). The
that can be

Cit check is
N AuthData
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Table 70. TPM_CreateMigrationBlob Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateMigrationBlob
4 4 TPM_KEY_HANDLE parentHandle Handle of the parent key that can decrypt encData.
5 2 28 2 TPM_MIGRATE_SCHEME migrationType The migration type, either MIGRATE or REWRAP
6 <> 3S <> TPM_MIGRATIONKEYAUTH migrationKeyAuth Migration public key and its authorization session digest.
7 4 49 4 UINT32 encDataSize The size of the encData parameter
8 <> 59 <> BYTE[ ] encData The encrypted entity that is to be modified.
9 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used for the parent key.
2H|I 20 § TPM_NONCE authLastNonceEven Even nonce previously generated by-TPM to cover infuts
10 20 3H|| 20 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
11 1 4H|1 1 BOOL continueAuthSession Continue use flag for parent session
12 20 20 TPM_AUTHDATA parentAuth Authorization HMAG’key:-parentKey.usageAuth.
13 4 TPM_AUTHHANDLE entityAuthHandle The authorizatiomsession handle used for the encrypted entity.
2Hp 20 TPM_NONCE entitylastNonceEven Even noncepreviously generated by TPM
14 20 3HR 20 TPM_NONCE entitynonceOdd Noncegenerated by system associated with entityAuthHandle
15 1 4Hp 1 BOOL continueEntitySession Continue use flag for entity session
16 20 TPM_AUTHDATA entityAuth Authorization HMAC key: entity.migrationAuth.
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Table 71. TPM_CreateMigrationBlob Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
4 | sz " ] yp P
4

1 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateMigrationBlob
4 4 3S 4 UINT32 randomSize The used size of the output area for random
5 <> 4S : BYTE[ ] random String used for xor encryption
6 4 58 4 UINT32 outDataSize The used size of the output area for outData
7 <> 6S : BYTE[ ] outData The modified, encrypted entity.
8 20 3H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to eovef outputs|

4H1 20 | TPM_NONCE nonceOdd Nonce generated by system associatéd‘with parentAthHandIe
9 1 5H1 1 BOOL continueAuthSession Continue use flag for parent key-session
10 20 20 | TPM_AUTHDATA resAuth Authorization. HMAC key: parentKey.usageAuth.
11 20 3H2 20 § TPM_NONCE entityNonceEven Even nonce newly generated by TPM to cover entity

4H2 20 § TPM_NONCE entitynonceOdd Nonce generated byisystem associated with entityAutfHandle
12 1 5 H2 1 BOOL continueEntitySession Continue use flag-far entity session
13 20 TPM_AUTHDATA entityAuth Authorizatiof.HMAC key: entity.migrationAuth.

Descriptio

The TPM ddes not check the PCR values when migrating values locked to a PCR.

The second authorization session (using entityAuth) MUST be OIAP because OSAP does

suitable enti
Actions
1. Validate
2. Validate
TPM_IN
3. Create q
parentH
a. Verif
4. Validate
as the s¢
5. Verify th

6. If migrat

yType

a. Builo

->

that parentHandle
VALID_KEYUSAGE
hndle.
bcret.

y that d1 -> payléad is TPM_PT_ASYM.
that entityAuth-authorizes the migration of d1. The validation MUST use d1 -> migrationAuth

keyUsage

that parentAuth authorizes the use“of the key pointed to by parentHandle.

TPM_KEY_STORAGE, if

at the digest within migrationKeyAuth is legal for this TPM and public key
ontype == TPM_MS_MIGRATE the TPM SHALL perform the following actions:

not have a

not return

1 a TPM_STORE_ASYMKEY structure by decrypting encData using the key pdinted to by

two byte arrays, KTand K2

i. K1 =d1.privKey[0..19] (d1.privKey.keyLength + 16 bytes of d1.privKey.key), sizeof(K1) = 20
ii. K2 =d1.privkey[20..131] (position 16-127 of d1 . privKey.key), sizeof(K2) = 112

b. Build M1 a TPM_MIGRATE_ASYMKEY structure

i. TPM_MIGRATE_ASYMKEY.payload = TPM_PT_MIGRATE

i. TPM_MIGRATE_ASYMKEY.usageAuth = d1.usageAuth

ii. TPM_MIGRATE_ASYMKEY .pubDataDigest = d1. pubDataDigest
iv. TPM_MIGRATE_ASYMKEY .partPrivKeyLen = 112 — 127.

v. TPM_MIGRATE_ASYMKEY..partPrivKey = K2
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c. Create o1 (which SHALL be 198 bytes for a 2048 bit RSA key) by performing the OAEP encoding

of m using OAEP parameters of

i. m=M1the TPM_MIGRATE_ASYMKEY structure
ii. pHash = d1->migrationAuth

iii. seed =s1=K1

d. Create r1 a random value from the TPM RNG. The size of r1 MUST be the size of o1.
the Random parameter.

e. Create x1 by XOR of 01 with r1

Return r1 in

f. Copy r1 into the output field “random”.
g. Engrypt x1 with the migration public key included in migrationKeyAuth.
7. If migrgtionType == TPM_MS_REWRAP the TPM SHALL perform the following-actions:

a. Reyrap the key using the public key in migrationKeyAuth, keeping the-existing contents of that

key
b. Set[randomSize to 0 in the output parameter array
8. Else
a. Return TPM_BAD_PARAMETER

12.2 TPM_ConvertMigrationBlob

Start of informative comment:

This command takes a migration blob and creates-a normal wrapped blob. The migrated b
loaded intg the TPM using the normal TPM_LoadKey function.

Note that {he command migrates private keys*only. The migration of the associated publig
specified by TPM because they are not security sensitive. Migration of the associated public
specified in a platform specific specification. A TPM_KEY structure must be recreated before
key can bejused by the target TPM in-a-TPM_LoadKey command.

End of informative comment.

Table 72. TRM: ConvertMigrationBlob Incoming Operands and Sizes

lob must be

keys is not
Keys may be
he migrated

PARAM hmac
Type Name Description
# Sz # Sz
1 2 FRM, TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ConvertMigrationBlob.
4 4 TPM KEY HANDLE parentHandle Handle of a loaded key that can decrypt keys.
5 4 28 4 UINT32 inDataSize Size of inData
6 <> 3S <> BYTE[] inData The XOR’d and encrypted key
7 4 48 4 UINT32 randomSize Size of random
8 <> 58 <> BYTE[] random Random value used to hide key data.
9 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest that authorizes the inputs and the
12 20 TPM_AUTHDATA parentAuth migration of the key in parentHandle. HMAC key:
parentKey.usageAuth
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Table 73. TPM_ConvertMigrationBlob Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ConvertMigrationBlob
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 4S <> BYTE[ ] outData The encrypted private key that can be loaded with TPM_LoadKey
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM AUTHDATA resAuth The authorization session digest for the returhed parameterg. HMAC
- key: parentKey.usageAuth

Action
The TPM SHALL perform the following:
1. Validate|the AuthData to use the key in parentHandle
2. If the keyUsage field of the key referenced by paremtHandle does not have [the value

TPM_KRY_STORAGE, the TPM must return the error code.TPM_INVALID_KEYUSAGE
3. Create d1 by decrypting the inData area using the key in parentHandle
4. Create q1 by XOR d1 and random parameter
5. Create m1 a TPM_MIGRATE_ASYMKEY strueture, seed and pHash by OAEP decoding o1
6. Create K1 by combining seed and the TPMZMIGRATE_ASYMKEY -> partPrivKey field
7. Create d2 a TPM_STORE_ASYMKEY structure

a. Verify that m1 -> payload == TPM_PT_MIGRATE

b. Set d2 -> payload = TPM_PT) ASYM

c. Set @2 -> usageAuth tosm1 -> usageAuth

d. Set d2 -> migrationAuth to pHash

e. Set d2 -> pubDataDigest to m1 -> pubDataDigest

f. Set 2 -> privKey field to k1
8. Create qutData using the key in parentHandle to perform the encryption
12.3 TPM_AuthorizeMigrationKey

Start of informative comment:

This command creates an authorization blob, to allow the TPM owner to specify which migration facility
they will use and allow users to migrate information without further involvement with the TPM owner.

It is the responsibility of the TPM Owner to determine whether migrationKey is appropriate for migration.

The TPM ch

ecks just the cryptographic strength of migrationKey.

End of informative comment.
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Table 74. TPM_AuthorizeMigrationKey Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_AuthorizeMigrationKey
4 2 2S 2 TPM_MIGRATE_SCHEME migrationScheme Type of migration operation that is to be permitted for this key.
4 <> 3S <> TPM_PUBKEY migrationKey The public key to be authorized.
5 4 TPM _AUTHHANDLE authHandle The authorization session handle used for owner authentication.
1
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover input
6 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization $ession handlg
The authorization session digest for inputs and owner
8 20 TPM_AUTHDATA ownerAuth authorization. HMAC key: ownerAuth
Table 75. TPM_AuthorizeMigrationKey Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total. number of output bytes including paramSize and fag
3 4 19 4 TPM_RESULT returnCode Theyreturn code of the operation.
29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_AuthorizeMigrationKey
4 <> 39 <> TPM_MIGRATIONKEYAUTH outData Returned public key and authorization session digest.
5 20 2HII 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandlp
6 1 4H|1 1 BOOL contindeAuthSession Continue use flag, TRUE if handle is still active
The authorization session digest for the returned paramjeters.
7 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Action
The TPM §HALL perform the)following:
1. Check [that the cryptographic strength of migrationKey is at least that of a 2048 bit RSA key. If

migratipnKey is an-RSA key, this means that migrationKey MUST be 2048 bits or greater
2. Validate the AuthData to use the TPM by the TPM Owner
Create[af1.a TPM_MIGRATIONKEYAUTH structure

Verify that migrationKey-> algorithmParms -> encScheme is TPM_ES_RSAESOAEP_SHA1_MGF1,
and return the error code TPM_INAPPROPRIATE_ENC if it is not

Set f1 -> migrationKey to the input migrationKey

Set f1 -> migrationScheme to the input migrationScheme

Create v1 by concatenating (migrationKey || migrationScheme || TPM_PERMANENT_DATA ->
tpmProof)

8. Create h1 by performing a SHA-1 hash of v1
9. Set f1 -> digest to h1

10. Return f1 as outData
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12.4 TPM_MigrateKey

Start of informative comment:
The TPM_MigrateKey command performs the function of a migration authority.

The command is relatively simple; it just decrypts the input packet (coming from
TPM_CreateMigrationBlob or TPM_CMK_CreateBlob) and then re-encrypts it with the input public key.
The output of this command would then be sent to TPM_ConvertMigrationBlob or
TPM_CMK_ConvertMigration on the target TPM.

TPM_MigrateKey does not make ANY assumptions about the contents of the encrypted blob. Since it
does not haye igrated.

This commgnd exists to permit the TPM to be a migration authority. If used in this way, it iS expected that
the physical| security of the system containing the TPM and the AuthData value for the/MA kely would be
tightly controlled.

To prevent the execution of this command using any other key as a parent key, this command|works only
if keyUsagelfor maKeyHandle is TPM_KEY_ MIGRATE.

End of info

rmative comment.

Table 76. TPM_MigrateKey Incoming Operands and Sizes

PARAM HNMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM~TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_MigrateKey
4 4 TPM_KEY_HANDLE maKeyHandle Handle of the key to be used to migrate the key.
5 <> 2S <> TPM_PUBKEY pubKey Public key to which the blob is to be migrated
6 4 38 4 UINT32 inDataSiz¢ The size of inData
7 <> 48 <> BYTE[] inData The input blob
8 4 TPM_AUTHHANDLE maAuthHandle The authorization session handle used for maKeyHandle.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandje
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
SE
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Table 77. TPM_MigrateKey Outgoing Operands and Sizes

Param HMAC

Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_MigrateKey
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 4QI BYTE[] autData The re-encrynted hioh
6 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM

3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle
7 1 4H|1 1 BOOL continueAuthSession Continue use flag for cert key session
8 20 TPM_AUTHDATA keyAuth ;r;eKit;mg;ig;t-iggazzs:Lciﬂ digest forthe target key. HMAC key:

Actions

1. Validate that keyAuth authorizes the use of the key pointed to by makKéeyHandle

2. The TPM validates that the key pointed to by maKeyHandle has a key usade value of
TPM_KEY_MIGRATE, and that the allowed encryption scheme is
TPM_HS_RSAESOAEP_SHA1_MGF1.

3. The THM validates that pubKey is of a size supported’by the TPM and that its size is copsistent with
the inpiit blob and maKeyHandle.

4. The THM decrypts inData and re-encrypts it using pubKey.
12.5 TPM_CMK_SetRestrictions

Start of informative comment:

This command is used by the Owner:to dictate the usage of a certified-migration key with delegated
authorizatipn (authorization other than actual owner authorization).

This command is provided for_privacy reasons and must not itself be delegated, becausg a certified-

migration-Key may involve a-eontractual relationship between the Owner and an external entity.

Since restrjctions are validated at DSAP session use, there is no need to invalidate DSAP sepgsions when
the restriction value changes.

End of infoprmative.comment.
Table 78. TPM_CMK_SetRestrictions Incoming Operands and Sizes

PARAM VAT
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_CMK_SetRestrictions
4 4 28 4 TPM_CMK_DELEGATE restriction The bit mask of how to set the restrictions on CMK keys
5 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authentication
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
8 20 TPM_AUTHDATA ownerAuth The authorization session digest. HMAC key:ownerAuth
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Table 79. TPM_CMK_SetRestrictions Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_CMK_SetRestrictions
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM NONCE nonceQOdd Nonce generated by system associated with authHandle

5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth Authorization HMAC key: ownerAuth.
Description
TPM_PERMANENT_DATA -> restrictDelegate is used as follows
1. If the sesgsion type is TPM_PID_DSAP and TPM_KEY -> keyFlags -> migrateAuthority is TRUE

a. If
TPM_KEY_PSAGE is TPM_KEY_SIGNING and restrictDelegate -> TPM_CMK_DELEGATE_$IGNING is
TRUE, or
TPM_KEY_USAGE is TPM_KEY_STORAGE and restrictDelegatp ->
TPM_CMK_[DELEGATE_STORAGE is TRUE, or
TPM_KEY_USAGE is TPM_KEY_BIND and restrictDelegate -> TPM_CMK_DELEGATE_BIND is TRUE,
or
TPM_KEY_USAGE is TPM_KEY_LEGACY and réstrictDelegate -> TPM_CMK_DELEGATE_LEGACY is
TRUE, or
TPM_KEY_PSAGE is TPM_KEY_MIGRATEand restrictDelegate -> TPM_CMK_DELEGATE| MIGRATE
is TRUE
then the keyl can be used.

b. Else|return TPM_INVALID_KEYUSAGE.
Actions
1. Validate|the ordinal.and parameters using TPM_Owner-Authentication, return TPM_AUTTHFAIL on

error

Set TPM_PERMANENT_DATA -> TPM_CMK_DELEGATE -> restrictDelegate = restriction

Return TRM/SUCCESS
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Start of informative comment:
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This command creates an authorization ticket, to allow the TPM owner to specify which Migration
Authorities they approve and allow users to create certified-migration-keys without further involvement
with the TPM owner.

It is the responsibility of the TPM Owner to determine whether a particular Migration Authority is suitable
to control migration

End of informative comment.

Table 80. TPM_CMK_ApproveMA Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMANB
2 4 UINT32 paramSize Total number of input bytes includifiigparamSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_ApproveMA
4 | 201 29 | 20 | TPm DiGEST migrationAuthorityDigest ';g;%fjto?m bT”'Z "ﬁg)"l’ftfe—lfn%mS%Srggrzggﬁt:ﬁh(g;ﬁgs‘; e or more
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenfication.
2H|I 20 TPM_NONCE authLastNonceEven Even noncé:previously generated by TPM to cover input
6 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handlp
8 20 TPM_AUTHDATA ownerAuth Authorization HMAC, key: ownerAuth.
Table 81. TPM_CMK_ApproveMA Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and fag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.
29 4 TPM_COMMAND_CG®GDE ordinal Command ordinal: TPM_ORD_CMK_ApproveMA
4 20 39 20 TPM_HMAC outData HMAC of migrationAuthorityDigest
5 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 | TPM<NONCE nonceOdd Nonce generated by system associated with authHandlp
6 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization HMAC, key: ownerAuth.
Action

The TPM SHALL perform the following:
1. Validate the AuthData to use the TPM by the TPM Owner
2. Create M2 a TPM_CMK_MA_APPROVAL structure
a. Set M2 ->migrationAuthorityDigest to migrationAuthorityDigest
Set outData = HMAC(M2) using tpmProof as the secret
Return TPM_SUCCESS
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12.7 TP

M_CMK_CreateKey

Start of informative comment:

The TPM_CMK_ CreateKey command both generates and creates a secure storage bundle for

asymmetric

keys whose migration is controlled by a migration authority.

TPM_CMK CreateKey is very similar to TPM_CreateWrapKey, but: (1) the resultant key must be a
migratable key and can be migrated only by TPM_CMK_CreateBlob; (2) the command is Owner
authorized via a ticket.

TPM_CMK_CreateKey creates an otherwise normal migratable key except that (1) migrationAuth is an

aration-_autharit nd th hlic kav cicanad hy tnmDeanf (inctn-

oY mi AL L DOVAL IIf\\l’C‘ DLl n o H
HMAC of the—migration—autherity—and—the—newkey's—publickey—sigred-by—tpmPreef-{instead of being
tpmProof); | (2) the migrationAuthority bit is set TRUE; (3) the payload)| type is
TPM_PT_M|GRATE_RESTRICTED.
The migration-selection/migration authority is specified by passing in a public key (actually theg digests of
one or more| public keys, so more than one migration authority can be specified).
End of informative comment.
Table 82. TPM_CMK_CreateKey Incoming Operands and Sizes
PARAM HYAC L.
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG=RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total ndmber of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateKey
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can perform key wrapping.
5 20 28 20 § TPM_ENCAUTH dataUsageAuth Encrypted usage AuthData for the sealed data.
Information about key to be created, pubkey.keyLength ahd
6 <> 38 <> | TPM_KEY12 keyinfo keylnfo.encData elements are 0. MUST be TPM_KEY12
A ticket, created by the TPM Owner using
7 20 48 20 TPM_HMAC migrationAuthorityApproval TPM_CMK_ApproveMA, approving a TPM_MSA_COMPPSITE
structure
8 20 58 20 TPM_DIGEST migrationAuthorityDigest The digest of a TPM_MSA_COMPOSITE structure
The authorization session handle used for parent key
9 4 TPM_AUTHHANDLE authHandle authorization. Must be an OSAP session.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputg
10 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession Ignored
The authorization session digest that authorizes the use ¢f the
12 20 TPMRUTHDATA pubAuth public key in parentHandle. HMAC key: parentKey.usagefuth.
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Table 83. TPM_CMK_CreateKey Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateKey
4 < 3 < TPM_KEY12 wrappedKey Z:;\(/aa'[el:’ll:ﬂe_yl'(EAYUZt{_ugteu_rrep\'/\vﬂili(éréyflzudes the public and encrypted
5 20 2H 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H|1 1 BOOL continueAuthSession Continue use flag, fixed at FALSE
7 20 TPM_AUTHDATA resAuth 1’2; ?):trr;?]rtiézt)iltﬁszgziﬁ?hc.jigest for the returned parametgrs. HMAC
Actions
The TPM SHALL do the following:
1. Validate the AuthData to use the key pointed to by parentHandle. Return TPM_AUTHKAIL on any
error
2. Validate the session type for parentHandle is OSAP
If the TPM is not designed to create a key of the.type requested in keylnfo, return the error code
TPM_BAD KEY_ PROPERTY
4. Verify that parentHandle->keyUsage equals TR KEY STORAGE
5. Verify [that parentHandle-> keyFlags-> migratable == FALSE and parentHandle-> |encData ->
migratipnAuth == tpmProof
If keylnfo -> keyFlags -> migratable is-FALSE, return TPM_INVALID_KEYUSAGE
If keylnfo -> keyFlags -> migrateAuthority is FALSE, return TPM_INVALID_KEYUSAGE
8. Verify that the migration authority is authorized
a. Create M1 a TPM_CMK_MA_APPROVAL structure
i. [Set M1 ->migrationAuthorityDigest to migrationAuthorityDigest
b. Venfy that migrationAuthorityApproval == HMAC(M1) using tpmProof as the secref and return
errgr TPM2MA_AUTHORITY on mismatch
9. Validate Key-parameters
a. keylnfo -> keyUsage MUST NOT be TPM_KEY_IDENTITY or TPM_KEY_AUTHCHANGE. If it is,
return TPM_INVALID_KEYUSAGE
10. If TPM_PERMANENT_FLAGS -> FIPS is TRUE then
a. If keylnfo -> keySize is less than 1024 return TPM_NOTFIPS
b. If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
c. If keylnfo -> keyUsage specifies TPM_KEY LEGACY return TPM_NOTFIPS
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11. If keylnfo -> keyUsage equals TPM_KEY_STORAGE or TPM_KEY_MIGRATE
algorithmID MUST be TPM_ALG_RSA

encScheme MUST be TPM_ES_RSAESOAEP_SHA1_MGF1

sigScheme MUST be TPM_SS_NONE

key size MUST be 2048

12. If keyInfo -> tag is NOT TPM_TAG_KEY12 return error TPM_INVALID_STRUCTURE

13. Map wrappedKey to a TPM_KEY12 structure

14. Create UT by decrypiing dataUsageAuth according 1o the ADIP indicated by authHandle,
15. Set contjnueAuthSession to FALSE

16. Generatg asymmetric key according to algorithm information in keyInfo

a.
b.
c.
d.

17. Fill in the wrappedKey structure with information from the newly generated key:

a.
b.

C.

Set
Set

Cre
para

rappedKey -> encData -> usageAuth to DU1
rappedKey -> encData -> payload to TPM_PT_MIGRATE_RESTRICTED

te thisPubKey, a TPM_PUBKEY structure containing wrappedKey’s public key an
meters

Cregte M2 a TPM_CMK_MIGAUTH structure

S

[da)

ii.
Set
Secr{

18. If keyInf

a.
b.

C.

d.

Set \
Set \

Set
crea

Set \

19. Encrypt
20. Return t

et M2 -> msaDigest to migrationAuthorityDigest
et M2 -> pubKeyDigest to SHA-1 (thisPubKey)

vrappedKey -> encData -> migrationAuth’equal to HMAC(M2), using tpmProof as
bt

p->PCRInfoSize is non-zero
vrappedKey -> pcrinfo to a TRM PCR_INFO_LONG structure
vrappedKey -> pcrinfo to-keylInfo -> pcrinfo

wrappedKey -> digestAtCreation to the TPM_COMPOSITE_HASH ind
ionPCRSelection

vrappedKey ->(localityAtCreation to TPM_STANY_FLAGS -> localityModifier
[he private-portions of the wrappedKey structure using the key in parentHandle

ne newly.generated key in the wrappedKey parameter

i algorithm

the shared

icated by

12.8 TPMICMK_CreateTicket

Start of informative comment:

The TPM_CMK_CreateTicket command uses a public key to verify the signature over a digest.

TPM_CMK_ CreateTicket returns a ticket that can be used to prove to the same TPM that signature
verification with a particular public key was successful.

End of informative comment.
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Table 84. TPM_CMK_CreateTicket Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateTicket
4 <> 28 <> TPM_PUBKEY verificationKey The public key to be used to check signatureValue
5 20 38 20 § TPM_DIGEST signedData The data to be verified
6 4 4S 4 UINT32 signatureValueSize The size of the signatureValue
7 <> 59 BYTED Siogmamrevatte | 11e SIgNature vatue 1o be vertfied
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner(@utheptication.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM toCover inputs
9 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with, authHandlp
10 1 4H|1 1 BOOL continueAuthSession Ignored
1 20 TPM_AUTHDATA pubAuth 1’2; 2Lx:g;i/§jtt:$n session digest forinputs and owner. HMAC
Table 85. TPM_CMK_CreateTicket Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG(RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Totalntimber of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The réturn code of the operation.
29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateTicket
4 20 39 20 TPM_HMAC sigTicket Ticket that proves digest created on this TPM
5 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3HII 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H|1 1 BOOL continueéAuthSession Continue use flag
7 20 TPM_AUTHDATA resAuth Authorization. HMAC key:. ownerAuth.
Actions

The TPM SHALL do the following:

1. Validate the TPM_Owner-Authentication to use the command

2. Validate that the key type and algorithm are correct
a. Valldate thatyerificationKey -> algorithmParms -> algorithmID == TPM_ALG_RSA
b. Valldate that verificationKey -> algorithmParms ->encScheme == TPM_ES_NONE

c. Valldate that verificationKey ->algorithmParms ->sigScheme is
TPM_SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO

3. Use verificationKey to verify that signatureValue is a valid signature on signedData, and return error
TPM_BAD_SIGNATURE on mismatch

4. Create M2 a TPM_CMK_SIGTICKET
a. Set M2 -> verKeyDigest to the SHA-1 (verificationKey)
b. Set M2 -> signedData to signedData

Set sigTicket = HMAC(M2) signed by using tpmProof as the secret
Return TPM_SUCCESS
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12.9 TPM_CMK_ CreateBlob

Start of informative comment:

TPM_CMK_CreateBlob command is very similar to TPM_CreateMigrationBlob, except that it: (1) uses an
extra ticket (restrictedKeyAuth) instead of a migrationAuth authorization session; (2) uses the migration
options TPM_MS RESTRICT_MIGRATE or TPM_MS_RESTRICT_APPROVE; (3) produces a wrapped
key blob whose migrationAuth is independent of tpmProof.

If the destination (parent) public key is the MA, migration is implicitly permitted. Further checks are
required if the MA is not the destination (parent) public key, and merely selects a migration destination: (1)
sigTicket must prove that restrictTicket was signed by the MA; (2) restrictTicket must vouch that the target

public key is
method may

approved for migration to the destination (parent) public key. (Obviously, this mg
also be used by an MA to approve migration to that MA.) In both cases, the MA M

of the MAs implicitly listed in the migrationAuth of the target key-to-be-migrated.

End of informative comment.

Table 86. TPM_CMK_CreateBlob Incoming Operands and‘Sizes

re complex
ust be one

PARAM HYAC L
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH/1 COMMAND
4 UINT32 paramSize Total number of input bytes including paramSize and tag
4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateBlob
4

TPM_KEY_HANDLE

parentHandle

Handlé€ of the parent key that can decrypt encData.

TPM_MIGRATE_SCHEME

migrationType

Thedmigration type, either TPM_MS_RESTRICT_MIGRATE
TRM_MS_RESTRICT_APPROVE

or

6 <> 3S <> TPM_MIGRATIONKEYAUTH migrationKeyAuth Migration public key and its authorization session digest.
7 20 4S 20 § TPM_DIGEST pubSourceKeyDigest The digest of the TPM_PUBKEY of the entity to be migrated|
. The size of the msaList parameter, which is a variable lengtl
81 4SS 4 |unNT* msalistSigp TPM_MSA_COMPOSITE structure
9 <> 6S <> | TPM_MSA_COMPOSITE msakist One or more digests of public keys belonging to migration afithorities

The size of the restrictTicket parameter, which is a

10 4 7S 4 UINT32 restrictTicketSize TPM_CMK_AUTH structure if migration type is
TPM_MS_RESTRICT_APPROVE
Either a NULL parameter or a TPM_CMK_AUTH structure,

11 <> 8S <> BYTE[] restrictTicket containing the digests of the public keys belonging to the Migration
Authority, the destination parent key and the key-to-be-migrated.

o] [esl] ¢ [ sTikesze | Tresel e skt porameer snin o0 T ]

18 | <= | r0sf] < | By sigTiket the TP, signaing a vaid signature over restioTioker |

14 4 118 4 UINT32 encDataSize The size of the encData parameter

15 <> 128 <> BYTE[] encData The encrypted entity that is to be modified.

16 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used for the parent key.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

17 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle

18 1 4H1 1 BOOL continueAuthSession Continue use flag for parent session

19 20 20 TPM_AUTHDATA parentAuth HMAC key: parentKey.usageAuth.
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Table 87. TPM_CMK_CreateBlob Outgoing Operands and Sizes

9-4:2009(E)

PARAM HMAC
Type Name Description
# sz | # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateBlob
4 4 3S 4 UINT32 randomSize The used size of the output area for random
5 <> 49 BYTE] Tamdon Stringusedfor Xor encryption
6 4 59 4 UINT32 outDataSize The used size of the output area for outData
7 <> 69 <> BYTE[ ] outData The modified, encrypted entity.
8 20 3H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM te’cover outputs
4H|I 20 TPM_NONCE nonceOdd Nonce generated by system asseciated with parentAuthHandle
9 1 5H|1 1 BOOL continueAuthSession Continue use flag for parent'key session
10 20 20 TPM_AUTHDATA resAuth HMAC key: parentKey.UsageAuth.
Descriptipn
The TPM does not check the PCR values when migrating valuesdocked to a PCR.
Actions
1. Validate that parentAuth authorizes the use of the key pointed to by parentHandle.
2. The TPM MAY verify that migrationType ==_migrationKeyAuth -> migrationScheme| and return
TPM_BAD_MODE on error.
a. Theg TPM MAY ignore migrationType.
3. Verify fthat parentHandle-> keyFlags-> migratable == FALSE and parentHandle-> |encData ->
migratipnAuth == tpmProof
4. Create|d1 by decrypting encData using the key pointed to by parentHandle.
5. Verify that the digest within.migrationKeyAuth is legal for this TPM and public key
6. Verify that d1 -> payload = TPM_PT_MIGRATE_RESTRICTED or TPM_PT_MIGRATE_EXTERNAL
7. Verify that the migration authorities in msaList are authorized to migrate this key
a. Create M2 a'PM_CMK_MIGAUTH structure
i. [SetM2 -> msaDigest to SHA-1[msalList]
i. |1Set'M2 -> pubKeyDigest to pubSourceKeyDigest
b. Verify that d1 -> migrationAuth == HMAC(M2) using tpmProof as the secret and return error
TPM_MA_AUTHORITY on mismatch
8. If migrationKeyAuth -> migrationScheme == TPM_MS_RESTRICT_MIGRATE

a. Verify that intended migration destination is an MA:

For one of n=1 to n=(msaList -> MSAlist), verify that SHA-1[migrationKeyAuth -> migrationKey]

== msalList -> migAuthDigest[n]
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b. Validate that the MA key is the correct type

i. Validate that migrationKeyAuth -> migrationKey -> algorithmParms -> algorithmID ==

TPM_ALG_RSA

ii. Validate that migrationKeyAuth -> migrationKey -> algorithmParms -> encScheme is an

encryption scheme supported by the TPM

iii. Validate that migrationKeyAuth -> migrationKey ->algorithmParms -> sigScheme is

TPM_SS_NONE
9. else If migrationKeyAuth -> migrationScheme == TPM_MS_RESTRICT_APPROVE

a. Verify that the intended migration destination has been approved by the MSA:

erify that for one of the n=1 to n=(msaList -> MSAlist) values of msalList -> migAu
igTicket == HMAC (V1) using tpmProof as the secret where V1 is a TPM.CMK _§
ructure such that:

. V1 -> verKeyDigest = msaList -> migAuthDigest[n]
. V1 ->signedData = SHA-1[restrictTicket]

ii. I [restrictTicket -> destinationKeyDigest] = SHA-1[migrationKeyAuth -> migrationh
rror TPM_MA_DESTINATION

iii. I [restrictTicket -> sourceKeyDigest] != pubSourceKeyDigest, return error TPM_MA|
10. Else retyrn with error TPM_BAD_PARAMETER.
11. Build two bytes array, K1 and K2, using d1:

a. K1 3§ TPM_STORE_ASYMKEY.privKey[0..19] TPM_STORE_ASYMKEY..privKey.keyL
byte$ of TPM_STORE_ASYMKEY.privKey.key), sizeof(K1) = 20

TPM_STORE_ASYMKEY .privKey[20..131] (position 16-127 of TPM_STORE_A
privey.key), sizeof(K2) = 112

12. Build M1 a TPM_MIGRATE_ASYMKEY structure
a. TPM_MIGRATE_ASYMKEY .payload = TPM_PT_CMK_MIGRATE
b. TPM_MIGRATE_ASYMKEY usageAuth = TPM_STORE_ASYMKEY.usageAuth

c. TPM_MIGRATE_ASYMKEY.pubDataDigest = TPM_STORE_ASYMKEY. pubDataDiges

d. TPM_MIGRATE_ASYMKEY .partPrivKeyLen = 112 — 127.
e. TPM_MIGRATE-ASYMKEY .partPrivKey = K2

13. Create 91 (which SHALL be 198 bytes for a 2048 bit RSA key) by performing the OAEP ¢
m using |[OAEP parameters m, pHash, and seed

hDigest[n],
B IGTICKET

(ey], return

| SOURCE

ength + 16

SYMKEY .

U
—

encoding of

a. m is the previously created M1
b. pHash = SHA-1( SHA-1[msalList] || pubSourceKeyDigest)

c. seed = s1 = the previously created K1

14. Create r1 a random value from the TPM RNG. The size of r1 MUST be the size of o1. Return r1 in the

random parameter
15. Create x1 by XOR of 01 with r1
16. Copy r1 into the output field “random”
17. Encrypt x1 with the migrationKeyAuth-> migrationKey
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12.10 TPM_CMK_ConvertMigration

Start of informative comment:
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TPM_CMK_ConvertMigration completes the migration of certified migration blobs.

This command takes a certified migration blob and creates a normal wrapped blob with payload type
TPM_PT_MIGRATE_EXTERNAL. The migrated blob must be loaded into the TPM using the normal
TPM_LoadKey function.

Note that the command migrates private keys only. The migration of the associated public keys is not
specified by TPM because they are not security sensitive. Migration of the associated public keys may be

specified in

A Nnlatfarm conacific oAt
d 4 PTT

fication A TDMNM KEV o

ruetira
—otraStorc-Troot o

muct ha racraatad baofora
CTeoreatc 1B ~3

key can be|

o PTatroTTTT

used by the target TPM in a TPM_LoadKey command.

CTOIMTTG— o

TToTOtoTI 7 ¢

T fvi Txi—

TIoTTO

he migrated

TPM_CMK| ConvertMigration checks that one of the MAs implicitly listed in the migrationAuth [of the target
proved migration of the target key to the destination (parent) key, and that'the s¢ttings (flags
etc.) in the|target key are those of a CMK.

key has af

End of infprmative comment.

Table 88. TPM_CMK_ConvertMigration Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG~RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total'nUmber of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_ConvertMigration
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can decrypt keys.
5 | 60| 29 | 60 | TPMCMK AUTH restictTicket dostnston parentkey and tne Keyto-be-migrated. [
o |20 | of | 2 | rovswmc
Tl | o | e pigraeckey MUST be o1 MIGRATE. ASYMKEY propery XORE |
o | 4| s | o [onree T e e st gt i s 2 vt e
9 < 69 < TPM_MSA_COMPOSITE msalList ;)Lﬂﬁ;:tirggre digests of public keys belonging to migratio
10 4 79 4 UINT32 randomSize Size of random
11 <> 89 <> BYTE[] random Random value used to hide key data.
12 4 TPMy AUTHHANDLE authHandle The authorization session handle used for keyHandle.

2H|I 20 J (TPM:NONCE authLastNonceEven Even nonce previously generated by TPM to cover input
13 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
14 1 4H|I 1 BOOL continueAuthSession The continue use flag for the authorization session handIF
15 20 i TPM_AUTHDATA parentAuth Authorization HMAC: parentKey.usageAuth ’
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Table 89. TPM_CMK_ConvertMigration Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_ConvertMigration
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 4S BYTE] outData THE EnCryptet private Rey thatTarn be foaded with T Pv—togdKey
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active'
8 20 TPM_AUTHDATA resAuth Authorization HMAC key .usageAuth
Action
1. Validate|the AuthData to use the key in parentHandle
2. If the keyUsage field of the key referenced by parentHandle does not have [the value
TPM_KRY_ STORAGE, the TPM must return the error code TRM' INVALID_KEYUSAGE
3. Create d1 by decrypting the migratedKey -> encData arealysing the key in parentHandle
4. Create q1 by XOR d1 and random parameter
5. Create m1 a TPM_MIGRATE_ASYMKEY, seed and-pHash by OAEP decoding o1
6. Create migratedPubKey a TPM_PUBKEY structure corresponding to migratedKey
a. Verify that pHash == SHA-1( SHA-1[msat.ist] || SHA-1(migratedPubKey )
Create K1 by combining seed and the TPM_MIGRATE_ASYMKEY -> partPrivKey field
Create 92 a TPM_STORE_ASYMKEY structure.
a. Setthe TPM_STORE_ASYMKEY -> privKey field to k1
b. Set d2 -> usageAuth to:m1 -> usageAuth
c. Set d2 -> pubDataDigest to m1 -> pubDataDigest
9. Verify that parenthliandle-> keyFlags -> migratable == FALSE and parentHandle-> ¢ncData ->
migrationAuth ==tpmProof
10. Verify that( ;m1 -> payload == TPM_PT_CMK_MIGRATE then set d2-> payload =
TPM_PT -MIGRATE_EXTERNAL

11. Verify that for one of the n=1 to n=(msaList -> MSAIlist) values of msaList -> migAuthDigest[n]
sigTicket == HMAC (V1) using tpmProof as the secret where V1 is a TPM_CMK_SIGTICKET
structure such that:

a. V1 ->verKeyDigest = msaList -> migAuthDigest[n]
b. V1 ->signedData = SHA-1[restrictTicket]

12. Create parentPubKey, a TPM_PUBKEY structure corresponding to parentHandle

13.If  [restrictTicket ->  destinationKeyDigest] I= SHA-1(parentPubKey), return  error
TPM_MA_DESTINATION

14. Verify that migratedKey is corresponding to d2
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15. If migratedKey -> keyFlags -> migratable is FALSE, and return error TPM_INVALID_KEYUSAGE
16. If migratedKey -> keyFlags -> migrateAuthority is FALSE, return error TPM_INVALID_KEYUSAGE
17. If [restrictTicket -> sourceKeyDigest] '= SHA-1(migratedPubKey), return error TPM_MA_SOURCE
18. Create M2 a TPM_CMK_MIGAUTH structure

a. Set M2 -> msaDigest to SHA-1[msalList]

b. Set M2 -> pubKeyDigest to SHA-1[migratedPubKey]
19. Set d2 -> migrationAuth = HMAC(M2) using tpmProof as the secret

20. Create [outData using the key In parentHandle to perform the encryption
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13. Maintenance Functions (optional)
Start of informative comment:

When a maintenance archive is created with generateRandom FALSE, the maintenance blob is XOR
encrypted with the owner authorization before encryption with the maintenance public key. This prevents
the manufacturer from obtaining plaintext data. The receiving TPM must have the same owner
authorization as the sending TPM in order to XOR decrypt the archive.

When generateRandom is TRUE, the maintenance blob is XOR encrypted with random data, which is
also returned. This permits someone trusted by the Owner to load the maintenance archive into the
replacement platform in the absence of the Owner and manufacturer, without the Owner havn;lg to reveal
information [about his auth value. The receiving and sending TPMs may have diffejent owner
authorizationps. The random data is transferred from the sending TPM owner to the receiving TPM owner

out of band,
This is a typ
1. Manufact
generates m
gives public
2. TPM1: TH
load mainte
3. TPM1: TH
XOR encryp
encrypt with
4. Manufact
decrypt with

cal maintenance sequence:
irer:

aintenance key pair

key to TPM1 owner
'M_LoadManuMaintPub

hance public key

’M_ CreateMaintenanceArchive
t with owner auth or random
maintenance public key

rer:

maintenance private key

(still XOR encrypted with owner auth or. random)

encrypt with
5. TPM2: TH
decrypt with
XOR decryp
End of info

TPM2 SRK public key

M _LoadMaintenanegArchive
SRK private key

t with owner ‘auth or random

rmativeccomment.

so the maintenance blob remains hidden from the manufacturer.
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13.1 TPM_CreateMaintenanceArchive

Start of informative comment:

This command creates the maintenance archive. It can only be executed by the owner, and may be shut
off with the TPM_KillMaintenanceFeature command.

End of informative comment.

Table 90. TPM_CreateMaintenanceArchive Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Cmd ordinal: TPM_ORD_CreateMaintenanceArchive
4 1 29 1 BOOL generateRandom Use RNG or Owner auth to generate ‘random’.
5 4 TPM_AUTHHANDLE authHandle The authorization sessiopr handle used for owner authentiqation.

2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously\generated by TPM to cover inputs
6 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H|1 1 BOOL continueAuthSession The continugfuse flag for the authorization session handle
8 20 TPM_AUTHDATA ownerAuth HMAGkey: ownerAuth.

Table 91. TPM_CreateMaintenanceArchive Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.

29 4 TPM_COMMAND_CODE ordinal Cmd ordinal: TPM_ORD_CreateMaintenanceArchive
4 4 a9 4 UINT32 randomSize Size of the returned random data. Will be 0 if generateRandom is

FALSE.

5 <> 49 <> BYTE[] random Random data to XOR with result.
6 4 59 4 UINT32 archiveSize Size of the encrypted archive
7 <> 69 <> BYTE.[] archive Encrypted key archive.
8 20 2H|I 20 NNTPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H|1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4Hl1 4 BOO! AtirdeALthSesst Contirue-use-flag—FRUE-fhandie-is-still-astiv
10 20 TPM_AUTHDATA resAuth The authorization session digest for the returned parameters. HMAC

key: ownerAuth.
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Actions

Upon authorization being confirmed this command does the following:

Validates that the TPM_PERMANENT_FLAGS -> allowMaintenance is TRUE. If it is FALSE, the TPM
SHALL return TPM_DISABLED_CMD and exit this capability.

2. Validates the TPM Owner AuthData.

. If the value of TPM_PERMANENT_DATA -> manuMaintPub is zero, the TPM MUST return the error
code TPM_KEYNOTFOUND

Build a1 a TPM_KEY structure using the SRK. The encData field is not

1.

10.

11.
12.

13.
14.
15.
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TPM_ST
following

Build a ]
long for

Create K
of privKe

Build m1
a.
b.
C.
d.

Create @
m using

a.
b.
C.

If generd

a normal

m1 -
m1 -
m1 -

m1 -

m =
pHas

seed

ORE_ASYMKEY structure but rather a TPM_MIGRATE_ASYMKEY structure bui
actions.

[PM_STORE_PRIVKEY structure from the SRK. This privKey element should bg
b 2K RSA key.

1 and k2 by splitting the privKey element created in step 4 into 2 parts. k1 is the fif
y, k2 contains the remainder of privKey.

by creating and filling in a TPM_MIGRATE_ASYMKEY structure

> usageAuth is set to TPM_PERMANENT_DATA -> tpmPtoof

> pubDataDigest is set to the digest value of the SRK fields from step 4
> payload is set to TPM_PT_MAINT

> partPrivKey is set to k2

1 (which SHALL be 198 bytes for a 2048%bit RSA key) by performing the OAEP ¢
OAEP parameters of

TPM_MIGRATE_ASYMKEY structure (step 7)
h = TPM_PERMANENT_DATA-> ownerAuth
=s1 = k1 (step 6)

teRandom = TRUE

a. Cregte r1 by obtaining values from the TPM RNG. The size of r1 MUST be the same

If genera

Set 1

andom parameterio r1
teRandom = FALSE

a. Credte r1 by applying MGF1 to the TPM Owner AuthData. The size of r1 MUST be the

Create X

as o

. Set_ randomSize to 0.
1 by XOR of 01 with r1

t using the

132 bytes

st 20 bytes

encoding of

Size as o1.

same size

Encrypt
scheme.

XT with the manuMaintFub Key using the FM_ES_RSAESOAEF _SHAT_MGF1

Set a1 -> encData to the encryption of x1
Set TPM_PERMANENT_FLAGS -> maintenanceDone to TRUE

Return a1 in the archive parameter

encryption
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13.2 TPM_LoadMaintenanceArchive

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This command loads in a Maintenance archive that has been massaged by the manufacturer to load into
another TPM.

If the maintenance archive was created using the owner authorization for XOR encryption, the current
owner authorization must be used for decryption. The owner authorization does not change.

If the maintenance archive was created using random data for the XOR encryption, the vendor specific
arguments must include the random data. The owner authorization may change.

End of infprmative comment.
Table 92. TPM_LoadMaintenanceArchive Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytessncluding paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM \ORD_LoadMaintenanceArchive
4 4 2S 4 UINT32 archiveSize Sice of the encrypted archive
5 <> 38 <> BYTE[] archive Encrypted key archive
Vendor spécific arguments
- 4 TPM_AUTHHANDLE authHandle The/authorization session handle used for owner authentidation.
20 TPM_NONCE authLastNonceEven EVen nonce previously generated by TPM to cover inputs
- 20 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
- 1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
_ 20 TPM_AUTHDATA ownerAuth LWA%JT:;:iZ:\Eg;SAiS;i'on digest for inputs and owner auttjentication.
Table 93. TPM_LoadMaintenanceArchive Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 4 TPMSRESULT returnCode The return code of the operation.
4 TRPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadMaintenanceArchive
Vendor specific arguments
- 20 20— TFPMINONEE nonceEven Evennoncenewly-generated-by FPivitocoveroutptts
20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
- 1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
| R Suorator seson dgeet o o e paramcters HAC
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Descriptions

The maintenance mechanisms in the TPM MUST not require the TPM to hold a global secret. The
definition of global secret is a secret value shared by more than one TPM.

The TPME is not allowed to pre-store or use unique identifiers in the TPM for the purpose of
maintenance. The TPM MUST NOT use the endorsement key for identification or encryption in the
maintenance process. The maintenance process MAY use a TPM Identity to deliver maintenance
information to specific TPMs.

The maintenance process can only change the SRK, tpmProof and TPM Owner AuthData fields.

The mainte

The TPM

The security target used to evaluate this TPM MUST include this command in the TOE.

Actions

The TPM SHALL perform the following when executing the command
Validate|the TPM Owner’s AuthData

Validate|that the maintenance information was sent by the TRME. The validation mechar
use a strength of function that is at least the same strength’of function as a digital signature
using a 2048 bit RSA key.

The packet MUST contain m2 as defined in section 13:1.

1.
2.

84

Ensure that only the target TPM can interpret the maintenance packet. The protection

MUST

performed using a 2048 bit RSA key.
Executel|the actions of TPM_OwnerClear:
Process|the maintenance information
date the SRK

a. Up

b. Udete TPM_PERMANENT_DATA -> tpmProof
c. Upd
Set TPM_PERMANENT_FLAGS -> maintenanceDone to TRUE

e a strength of function that is at least the same strength of function as a digita

[da)

et the SRK usageAuth to be the same as the source TPM owner's AuthData

te TPM_PERMANENT_DATA -> ownerAuth

W\ammmm&amsﬂa.mﬂﬁba@maﬂmmmdm necessary

to validate the TPM Owner, validate the TPME and manﬁ)ulate the blob.

MUST be conformant to ISO/IEC 11889, protection profiles and security targets after
maintenance¢. The maintenance MAY NOT decrease the security values from the original 'secur

ty target.

ism MUST
performed

mechanism
| signature
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13.3 TPM_KillMaintenanceFeature

Informative Comments:

ISO/IEC 11889-4:2009(E)

The TPM_KillMaintenanceFeature is a permanent action that prevents ANYONE from creating a
maintenance archive. This action, once taken, is permanent until a new TPM Owner is set.

This action is to allow those customers who do not want the maintenance feature to not allow the use of
the maintenance feature.

At the discretion of the Owner, it should be possible to kill the maintenance feature in such a way that the
only way to recover maintainability of the platform would be to wipe out the root keys. This feature is

mandatory jir-ary-FRM-that-implements-the-mainrtenranecefeature-
End informative Comment
Table 94. TPM_KillMaintenanceFeature Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytésincluding paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal’ TPM_ORD_KillMaintenanceFeature
4 4 TPM_AUTHHANDLE authHandle The authorization/session handle used for owner authenfication.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce)previously generated by TPM to cover input
5 20 3H|I 20 § TPM_NONCE nonceOdd Nonee'generated by system associated with authHandle
6 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handlp
7 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 95. TPM_KillMaintenanceFeature Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.
29 4 TPM_COMMAND \€ODE ordinal Command ordinal: TPM_ORD_KillMaintenanceFeature
4 20 2HII 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NGNCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H|1 1 BQOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Actions

1. Validate the TPM Owner AuthData
2. Setthe TPM_PERMANENT_FLAGS.allowMaintenance flag to FALSE.
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13.4 TPM_LoadManuMaintPub

Start of informative comment:

The TPM_LoadManuMaintPub command loads the manufacturer’s public key for use in the maintenance
process. The command installs manuMaintPub in PERMANENT data storage inside a TPM. Maintenance
enables duplication of non-migratory data in protected storage. There is therefore a security hole if a
platform is shipped before the maintenance public key has been installed in a TPM.

The command is expected to be used before installation of a TPM Owner or any key in TPM protected
storage. It therefore does not use authorization.

End of Infopmative-Comment

Table 96. TPM_LoadManuMaintPub Incoming Operands and Sizes

PARAM HYAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD~/LoadManuMaintPub
4 20 28 20 TPM_NONCE antiReplay AntiReplay and validation*nonce
5 <> 38 <> TPM_PUBKEY pubKey The public key of.the manufacturer to be in use for mainterjance

Table 97. TPM_LoadManuMaintPub Outgoing)Operands and Sizes

PARAM HNIAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadManuMaintPub
4 20 38 20 § TPM_DIGEST checksum Digest of pubKey and antiReplay
Description
The pubKeyl MUST specify an algorithm whose strength is not less than the RSA algorithm with 2048bit
keys.
The pubKey SHOULD unambiguously identify the entity that will perform the maintenance pfocess with
the TPM Owner.
TPM_PERMANENT._DATA -> manuMaintPub SHALL exist in a TPM_Shielded-Location, only.
If an entity (Platform Entity) does not support the maintenance process but issues a platform credential for
a platform “\containing a TPM that supports the maintenance process, the | value of

TPM_PERMANENT_DATA -> manuMaintPub MUST be set to zero before the platform leaves the entity’s
control. That is, this ordinal can only be run once, and used to either load the key or load a NULL key.

Actions

The first vali

d TPM_LoadManuMaintPub command received by a TPM SHALL

1. Store the parameter pubKey as TPM_PERMANENT_DATA -> manuMaintPub.

Set checksum to SHA-1 of (pubKey || antiReplay)

2
3. Export the checksum
4. Subsequent calls to TPM_LoadManuMaintPub SHALL return code TPM_DISABLED CMD.
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13.5 TPM_ReadManuMaintPub

Informative Comments:

The TPM_ReadManuMaintPub command

ISO/IEC 11889-4:2009(E)

is used to check whether the manufacturer's public

maintenance key in a TPM has the expected value. This may be useful during the manufacture process.
The command returns a digest of the installed key, rather than the key itself. This hinders discovery of the
maintenance key, which may (or may not) be useful for manufacturer privacy.

The command is expected to be used before installation of a TPM Owner or any key in TPM protected
storage. It therefore does not use authorization.

End of Inf i
Table 98. TPM_ReadManuMaintPub Incoming Operands and Sizes

PARAM fivac L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPIM” ORD_ReadManuMaintPub
4 20 29 20 TPM_NONCE antiReplay AntiReplay and validation nonce
Table 99. TPM_ReadManuMaintPub Outgoing-Operands and Sizes
PARAM HMAC Lo
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.
29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadManuMaintPub
4 20 39 20 TPM_DIGEST checksum Digest of pubKey and antiReplay
Descriptipn
This command returns the hash_ of the antiReplay nonce and the previously loaded manufacturer’s
maintenange public key.
Actions
The TPM_ReadManuMaintPub command SHALL
1. Create|“checksum” by concatenating data to form (TPM_PERMANENT_DATA -> mgnuMaintPub
||antiRgplay) and passing the concatenated data through SHA-1.
2. Export the*Checksum
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14. Cryptographic Functions

141 TPM_SHA1Start

Start of informative comment:

This capabili

ty starts the process of calculating a SHA-1 digest.

The exposure of the SHA-1 processing is a convenience to platforms in a mode that do not have sufficient
memory to perform SHA-1 themselves. As such, the use of SHA-1 is restrictive on the TPM.

The TPM mpay not allow any other types of processing during the execution of a SHA-T sessidn. There is
only one SHA-1 session active on a TPM. The exclusivity of a SHA-1 context is due to thecreldtively large
volatile buffer it requires in order to hold the intermediate results between the SHA-1 context commands.
This buffer gan be in contradiction to other command needs.
After the| execution of TPM _SHA1Start, and prior to TPM,SHA1Complete or
TPM_SHA1CompleteExtend, the receipt of any command other than TPM_SHA1Update will cause the
invalidation pf the SHA-1 session.

End of informative comment.

Table 100. TPM_SHA1Start Incoming Operands and Sizes
PARAM HMAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG) RQU_COMMAND

2 4 UINT32 paramSize Totalknumber of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Start

Table 101. TPM_SHA1Start-Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_GODE ordinal Command ordinal: TPM_ORD_SHA1Start

4 4 35 4 UINT32 maxNumBytes gﬂea:inr;im;;grgfgngy?gss that can be sent to TPM_SHA1Update| Must
Descriptio

1. This ca bmplete or

TPM_SHA ¢s a SHA-1
digest.
2. After receipt of TPM_SHA1Start, and prior to the receipt of TPM_SHA1Complete or

TPM_SHA1CompleteExtend, receipt of any command other than TPM_SHA1Update invalidates the
SHA-1 session.

a.

the wrapped command, not the TPM_ExecuteTransport ordinal.

b. A SHA-1 thread (start, update, complete) MUST take place either completely outside a transport
session or completely within a single transport session.

88

If the command received is TPM_ExecuteTransport, the SHA-1 session invalidation is based on

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

14.2 TPM_SHA1Update

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This capability inputs complete blocks of data into a pending SHA-1 digest. At the end of the process, the
digest remains pending.

End of informative comment.
Table 102. TPM_SHA1Update Incoming Operands and Sizes

PARAM HMAC o
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Update
4 4 28 4 UINT32 numBytes The number of bytes in hashData. Must be a-multiple of 64 bytes.
5 <> 38 <> BYTE[] hashData Bytes to be hashed
Table 103. TPM_SHA1Update Outgoing Operands and Sizes
PARAM HvAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_GCOMMAND
2 4 UINT32 paramSize Total numbet of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The returnicode of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Update
Descriptipn
This command SHALL incorporate complete_blocks of data into the digest of an existing SHA-1 thread.
Only integrnal numbers of complete blocks (64-bytes each) can be processed.
14.3 TPM_SHA1Complete
Start of informative comment:
This capabflity terminates a pending SHA-1 calculation.
End of infprmative comment.
Table 104. TPM_SHA1Complete Incoming Operands and Sizes
PARAM HvAC L
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Complete
4 4 2S 4 UINT32 hashDataSize Number of bytes in hashData, MUST be 64 or less
5 <> 3S <> BYTE[] hashData Final bytes to be hashed
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Table 105. TPM_SHA1Complete Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Complete
4 20 38 20 TPM_DIGEST hashValue The output of the SHA-1 hash.

Descriptiop

This commgnd SHALL incorporate a partial or complete block of data into the digest of an..existing SHA-1
thread, and|terminate that thread. The hashDataSize MAY have values in the range”of O through 64,
inclusive.

If the SHA-1| thread has received no bytes the TPM SHALL calculate the SHA-1 of the empty buffer.

14.4 TPM_SHA1CompleteExtend

Start of infgrmative comment:

This capabllity terminates a pending SHA-1 calculation and EXHENDS the result into g Platform
Configuratign Register using a SHA-1 hash process.

This commpnd is designed to complete a hash sequence and extend a PCR in memory-less
environments.

End of informative comment.
Table 106. TPM_SHA1CompleteExtend Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1CompleteExtend
4 4 2S 4 TPM_PCRINDEX pcrNum Index of the PCR to be modified
5 4 38 4 UINT32 hashDataSize Number of bytes in hashData, MUST be 64 or less
6 <> 4S <> BYTE[] hashData Final bytes to be hashed
Table 107: TPM_SHA1CompleteExtend Outgoing Operands and Sizes
PARAM HMAC L.
Tl 7 (s Type Name Description
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1CompleteExtend
4 20 3S 20 TPM_DIGEST hashValue The output of the SHA-1 hash.
5 20 48 20 | TPM_PCRVALUE outDigest The PCR value after execution of the command.
Description

This command SHALL incorporate a partial or complete block of data into the digest of an existing SHA-1
thread, EXTEND the resultant digest into a PCR, and terminate the SHA-1 session. hashDataSize MAY
have values in the range of 0 through 64, inclusive.

The SHA-1 session MUST terminate even if the command returns an error, e.g. TPM_BAD_LOCALITY.
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Actions
1. Map V1to TPM_STANY_DATA
2. Map L1 to V1 -> localityModifier

3. If the current locality, held in L1, is not selected in TPM_PERMANENT_DATA -> pcrAttrib [pcrNum].
pcrExtendLocal, return TPM_BAD_LOCALITY

4. Create H1 the TPM_DIGEST of the SHA-1 session ensuring that hashData, if any, is added to the
SHA-1 session

5. Perform the actions of TPM_Extend using H1 as the data and pcrNum as the PCR to extend

14.5 TPM_Sign

Start of informative comment:

The Sign command signs data and returns the resulting digital signature
End of infprmative comment.

Table 108. TPM_Sign Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG(RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total-atimber of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sign.
4 4 TPM_KEY_HANDLE keyHandle ‘Sl'igi:ti¥2:ndle identifier of a loaded key that can perform figital
5 4 24 4 UINT32 areaToSignSizZe! The size of the areaToSign parameter
6 <> 39 <> BYTE[] areaToSign The value to sign
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authprization
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H|I 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
0 | 2

Table 109. TPM_Sign Outgoing Operands and Sizes

PARAM HMAC

Fype Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sign.
4 4 3S 4 UINT32 sigSize The length of the returned digital signature
5 <> 4S <> BYTE[] sig The resulting digital signature.
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; ak:tyﬁgiazggzraiession digest for the returned parameters. HMAC
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Description

The TPM MUST support all values of areaToSignSize that are legal for the defined signature scheme and
key size. The maximum value of areaToSignSize is determined by the defined signature scheme and key
size.

In the case of PKCS1v15_SHA1 the areaToSignSize MUST be TPM_DIGEST (the hash size of a SHA-1
operation - see 85.1 TPM_SS RSASSAPKCS1v15 SHA1). In the case of PKCS1v15 DER the
maximum size of areaToSign is k-11 octets, where k is limited by the key size (see
TPM_SS RSASSAPKCS1v15_DER).

Actions

1. The TPM validates the AuthData to use the key pointed to by keyHandle.
2. If the arg¢aToSignSize is 0 the TPM returns TPM_BAD_PARAMETER.

3. Validate[that keyHandle -> keyUsage is TPM_KEY_SIGNING or TPM_KEY_LEGACY, if ndt return the
error codle TPM_INVALID_KEYUSAGE

verifies that the signature scheme and key size can properly sign the areaToSign
parametgr.

5. If signatyire scheme is TPM_SS_RSASSAPKCS1v15_SHA1 then
a. Validate that areaToSignSize is 20 return TPM_BAD_PARAMETER on error
b. Set $1 to areaToSign

6. Else if signature scheme is TPM_SS_RSASSAPKCS1v415 DER then

a. Validate that areaToSignSize is at leastoo11 bytes less than the key sigze, return
TPM_BAD_PARAMETER on error

a. Credte S2 a TPM_SIGN_INFO structure
b. Set $2 -> fixed to “SIGN”
c. Set $2 -> replay to nonceOdd

i. IfnonceOdd is not present due to an unauthorized command return TPM_BAD PARAMETER
d. Set $2 -> dataLento areaToSignSize
e. Set $2 -> datato areaToSign
f. Set $1 tothe SHA-1(S2)
Else return.-TPM_INVALID_KEYUSAGE

9. The TPM computes the signature, sig, using the key referenced by keyHandle using S1 as the value
to sign

10. Return the computed signature in Sig
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Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_GetRandom returns the next bytesRequested bytes from the random number generator to the

caller.

It is recommended that a TPM implement the RNG in a manner that would allow it to return RNG bytes
such that the frequency of bytesRequested being more than the number of bytes available is an
infrequent occurrence.

End of informative comment.

Table 110. TPM_GetRandom Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetRandom.
4 4 2S 4 UINT32 bytesRequested Number of bytes to return
Table 111. TPM_GetRandom Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Tetal number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetRandom.
4 4 38 4 UINT32 randomBytesSize The number of bytes returned
5 <> 4S <> BYTE[ ] randomBytes The returned bytes
Actions

1. The THM determines if amount-bytesRequested is available from the TPM.

2. Set randomBytesSize to the number of bytes available from the RNG. This number MAY pe less than
bytesRequested.
3. Set randomBytes toithe’next randomBytesSize bytes from the RNG
14.7 TPM_StirRandom
Start of informative comment:
TPM StirRandom-adds entropy to the RNG state
End of informative comment.
Table 112. TPM_StirRandom Incoming Operands and Sizes
PARAM HMAC L
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_StirRandom
4 4 2S 4 UINT32 dataSize Number of bytes of input (<256)
5 <> 38 <> BYTE[ ] inData Data to add entropy to RNG state
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Table 113. TPM_StirRandom Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_StirRandom
Actions

The TPM updates the state of the current RNG using the appropriate mixing function.

14.8 TPM_CertifyKey

Start of infgrmative comment:
The TPM

A TPM identity key may be used to certify non-migratable keys but is not_permitted to certif!
keys or cerfffied migration keys. As such, it allows the TPM to make the‘statement “this key
TPM_Shielded-Location, and it will never be revealed.” For this statement to have veracity, the
must trust the policies used by the entity that issued the identity and‘the maintenance policy
manufacturer.

rtifyKey operation allows one key to certify the public portion of another key.

Signing ana
usefulness ¢

The key to Re certified must be loaded before TPM_CertifyKey is called.

The determination to use the TPM_CERTIFY_INE©@or TPM_CERTIFY_INFO2 on the output i
which PCRg and what localities the certified key.is restricted to. A key to be certified that dog
locality restrjctions and which uses no PCRs greater than PCR #15 will cause this command to
sign a TPM |CERTIFY_INFO structure, which'provides compatibility with V1.1 TPMs.

When this gommand is run to certify all-other keys (those that use PCR #16 or higher, as weg
limited by logality in any way), it willreturn and sign a TPM_CERTIFY_INFO2 structure.

legacy keys may be used to certify both migratable and non-migratable keys|
f a certificate depends on the trust in the certifying key by the recipient of the certifi

TPM_CertifyKey does not support.the case where (a) the certifying key requires a usage auth
be provided but (b) the key-te=be-certified does not. In such cases, TPM_CertifyKey2 mus
TPM_CertifyKey cannot be used to certify CMKs.

If a commgnd tag (in,"the parameter array) specifies only one authorization session, the
convention is that the\first session listed is ignored (authDataUsage must be NEVER for this k
incoming session«data is used for the second auth session in the list. In TPM_CertifyKey, the fi
is the certifying.Key and the second session is the key-to-be-certified. In TPM_CertifyKey

y migratory
s held in a
Challenger
bf the TPM

. Then the
cate.

5 based on
s not have
return and

Il as those

prization to
t be used.

n the TPM
by) and the
rst session
. the first

session is the key-to-be-certified and the second session is the certifying key.

The key handles of both the certifying key and the key to be certified are not included in

the HMAC

protecting the command. This permits key handle virtualization (swapping of keys in and out of the TPM
that results in different key handles while at the same time maintaining key identifiers of upper layer
software). In environments where the interface to the TPM is accessible by other parties, the key handles

not being protected allows an attacker to change the handle of the key to be certified. This can

be avoided

by processing this command within a transport session and making sure that antiReplay indeed contains

a nonce.

End of informative comment.
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Table 114. TPM_CertifyKey Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CertifyKey
4 4 TPM_KEY_HANDLE certHandle Handle of the key to be used to certify the key.
5 4 TPM_KEY_HANDLE keyHandle Handle of the key to be certified.
6 20 25 20 1 Tom NoNGE AtiRoplaY :)?e()vzgf roefptla;(;(_a;r:tzl(l:)ll(:)upplied data (typically a nonce provided to
7 4 TPM_AUTHHANDLE certAuthHandle The authorization session handle used for certHandle)

2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to coyer input
8 20 3H|l 20 § TPM_NONCE nonceOdd Nonce generated by system associated-with certAuthHarpdle
9 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handlg
10 20 TPM_AUTHDATA certAuth 12; it;mg;i)zl'aatﬁﬂ'session digest for inputs and certHandle. HMAC
11 4 TPM_AUTHHANDLE keyAuthHandle The authorization session handle used for the key to be gigned.

2Hp 20 TPM_NONCE keylastNonceEven Even nonce previously generated by TPM
12 20 3HP 20 § TPM_NONCE keynonceOdd Nonce generatéd.by system associated with keyAuthHar|dle
13 1 4Hp 1 BOOL continueKeySession The contintie*use flag for the authorization session handlp
u | 123zt session igestfor et and ey be

Table 115. TPM_CertifyKey ©Outgoing Operands and Sizes
Param HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG Tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and fag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.

29 4 TPM_COMMAND +«CODE Ordinal Command ordinal: TPM_ORD_CertifyKey
4 | < | 34 | <= | 7Pm_cERTIEY INFO certifylnfo lﬁ“ﬂaﬁffgﬂ;ﬁﬂﬁ%&ﬂ z’:’c')—g/ﬁ;'lzre—'woz structure that
5 4 49 4 UINT32 outDataSize The used size of the output area for outData
6 <> 59 <> BYTE[ outData The signature of certifylnfo
7 20 2H|I 20 JTPM_NONCE nonceEven Even nonce newly generated by TPM

3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHg@ndle
8 1 4H|] 1 BOOI continueAuthSession Continue use flag for cert key session
o || | 20 | remaumioara The stoaton sesson igest for e reumed parametrsang
10 20 2H2 20 TPM_NONCE keyNonceEven Even nonce newly generated by TPM

3H2 20 TPM_NONCE keynonceOdd Nonce generated by system associated with keyAuthHandle
11 1 4H2 1 BOOL continueKeySession Continue use flag for target key session
12 20 TPM_AUTHDATA keyAuth l’g;:&taorization session digest for the target key. HMAC key:
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Actions

1.

to by keyHandle, return TPM_AUTHZ2FAIL on error
b. else|ftagis TPM_TAG_RQU_AUTH1_COMMAND
i. V\erify that authDataUsage is TPM_AUTH_NEVER for the key referenced by
return TPM_AUTHFAIL on error.
ii. The TPM verifies the AuthData in keyAuthHandle provides authorization to use the
tp by keyHandle, return TPM_AUTHFAIL on error
c. elsefftagis TPM_TAG_RQU_COMMAND
i. V\erify that authDataUsage is TPM_AUTH_NEVER forCthe key referenced by
return TPM_AUTHFAIL on error.
ii. Verify that authDataUsage is TPM_AUTH_NEVER<or TPM_AUTH_PRIV_USE_ON
Key referenced by keyHandle, return TPM_AUTHFAIL on error.
If keyHahdle -> payload is not TPM_PT_ASYM, return TPM_INVALID_KEYUSAGE.
. If the |key pointed to by certHandle is-“an identity key (certHandle -> ke
TPM_KRY_IDENTITY)
a. If keyHandle -> keyFlags -> migratable.is TRUE return TPM_MIGRATEFAIL
Validate| that certHandle -> keyUsage is TPM_KEY_SIGN, TPM_KEY_IDE
TPM_KRY_LEGACY, if not return FRM_INVALID_KEYUSAGE
Validate| that keyHandle “.*> keyUsage is TPM_KEY_SIGN, TPM_KEY_§
TPM_KRY_IDENTITY, TPM_KEY_BIND or TPM_KEY_LEGACY, if no
TPM_INVALID_KEYUSAGE
If keyHapdle -> digestAtRelease requires the use of PCRs 16 or higher to calculate or if ke
localityAtRelease is.not Ox1F
a. SetVY1to 1.2
Else

96

The TPM validates that the key pointed to by certHandle has a signature scheme of
TPM_SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO

Verify command and key AuthData values:

a.

If tag is TPM_TAG_RQU_AUTH2_COMMAND

i. The TPM verifies the AuthData in certAuthHandle provides authorization to use the key
pointed to by certHandle, return TPM_AUTHFAIL on error

The TPM verifies the AuthData in keyAuthHandle provides authorization to use the key pointed

certHandle,

Key pointed

certHandle,

LY for the

Usage is

NTITY or

STORAGE,
| return

yHandle ->

a. SetV1to 1.1

If keyHa

a.

ndle -> pcrinfoSize is not 0

If keyHandle -> keyFlags has pcrignoredOnRead set to FALSE

i. Create a digestAtRelease according to the specified TPM_STCLEAR_DATA -> PCR registers

and

compare to keyHandle -> digestAtRelease and if a

TPM_WRONGPCRVAL

If specified validate any locality requests on error TPM_BAD_LOCALITY

mismatch

return
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b. IfV
i.
.

ISO/IEC 11889-4:2009(E)

1is 1.1

Create C1 a TPM_CERTIFY_INFO structure

Fill in C1 with the information from the key pointed to by keyHandle
The TPM MUST set c1 -> pcrinfoSize to 44.

iv. The TPM MUST set c1 -> pcrinfo to a TPM_PCR_INFO structure properly filled out using the

V.

c. Else

information from keyHandle.
The TPM MUST set c1 -> digestAtCreation to 20 bytes of 0x00.

iv.

V.

10. Else
a. Cre
b. Fill
c. The

11. Create
the act

12. Set C1

Create C1 a TPM_CERTIFY_INFO2 structure
Fill in C1 with the information from the key pointed to by keyHandle
Set C1 -> pcrinfoSize to the size of an appropriate TPM_PCR_INFO_SHORT strug

Set C1 -> pcrinfo to a properly filled out TPM_PCR_INFO_SHORT structurg
information from keyHandle.

Set C1 -> migrationAuthoritySize to 0

ate C1 a TPM_CERTIFY_INFO structure
n C1 with the information from the key pointed to-by keyHandle
TPM MUST set c1 -> pcrinfoSize to 0

hal public modulus, and does not includé-any structure formatting.

-> pubKeyDigest to H1

13. The THM copies the antiReplay parameter to c1 -> data.
14. The THM sets certifylnfo to C1.

15. The T

a. The
retu

M creates m1, a message digest formed by taking the SHA-1 of c1.

TPM then computes a signature using certHandle -> sigScheme. The resulting si
rned in outData.

ture.

, using the

TPM_DIGEST H1 which is the SHA-1 hash of keyHandle -> pubKey -> key. Note that <key> is

gned blob is
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14.9 TPM_CertifyKey2

Start of informative comment:

This command is based on TPM_CertifyKey, but includes the ability to certify a Certifiable Migration Key
(CMK), which requires extra input parameters.

TPM_CertifyKey2 always produces a TPM_CERTIFY_INFO2 structure.

TPM_CertifyKey2 does not support the case where (a) the key-to-be-certified requires a usage
authorization to be provided but (b) the certifying key does not.

If a command tag (in the parameter array) specifies only one authorization session, then the TPM

convention is that the first session listed is ignored (authDataUsage must be NEVER for this-kgy) and the
incoming sgssion data is used for the second auth session in the list. In TPM_CertifyKey2, the first
session is the key to be certified and the second session is the certifying key.
The key hapdles of both the certifying key and the key to be certified are not inclided in [the HMAC
protecting the command. This permits key handle virtualization (swapping of keys-in and out pf the TPM
that results |in different key handles while at the same time maintaining key\identifiers of Wpper layer
software). Ih environments where the interface to the TPM is accessible by-other parties, the ey handles
not being prptected allows an attacker to change the handle of the key tobe-certified. This can pe avoided
by processing this command within a transport session and making sure‘that antiReplay inde¢d contains
a nonce.

End of informative comment.

Table 116. TPM_CertifyKey2 Incoming Operands and Sizes
PARAM HYIAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH2_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 18 4 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_CertifyKey2

4 4 TPM_KEY_HANDLE keyHandle Handle of the key to be certified.

5 4 TPM_KEY_HANDLE certHandle Handle of the key to be used to certify the key.

I . The digest of a TPM_MSA_COMPOSITE structure, contairjing at
6 20 28 20 TPM_DIGEST migrationPubDigest least one public key of a Migration Authority
7 20 35 20 TPM_NONCE antiReplay 160 bits of externally supplied data (typically a nonce provifled to
prevent replay-attacks)
8 4 TPM_AUTHHANDLE keyAuthHandle The authorization session handle used for the key to be signed.
2H1 20 | TPMANGNCE keylastNonceEven Even nonce previously generated by TPM

9 20 3H1 20 § TPM)NONCE keynonceOdd Nonce generated by system associated with keyAuthHand|e

10 1 4H1 1 BOOL continueKeySession The continue use flag for the authorization session handle

1 20 TPM_AUTHDATA keyAuth T_he authorization §ession gig:::}‘:gr the inputs and key to e

12 4 TPM_AUTHHANDLE certAuthHandle The authorization session handle used for certHandle.

2H2 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

13 20 3H2 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle

14 1 4H2 1 BOOL continueAuthSession The continue use flag for the authorization session handle

15 20 TPM_AUTHDATA certAuth Authorization HMAC key: certKey.auth.

98 © ISO/IEC 2009 — Al rights reserved


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

Table 117. TPM_CertifyKey2 Outgoing Operands and Sizes

Param HMAC T N D ioti
" - " S ype ame escription
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 TPM_RESULT returnCode The return code of the operation.
28 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CertifyKey2
4 <> 3S <> TPM_CERTIFY_INFO2 certifylnfo TPM_CERTIFY_INFO2 relative to keyHandle
5 4 48 4 UINT32 outDataSize The used size of the output area for outData
6 <> 59 <> BYTE[ ] outData The signed public key.
7 20 2H|I 20 TPM_NONCE keyNonceEven Even nonce newly generated by TPM
3HII 20 § TPM_NONCE keyNonceOdd Nonce generated by system associated with certAuthiiandle
8 1 4H|1 1 BOOL keyContinueAuthSession Continue use flag for cert key session,
9 20 20 TPM_AUTHDATA keyResAuth Authorization HMAC key: keyHandley> auth.
10 20 2Hp 20 TPM_NONCE certNonceEven Even nonce newly generated by TPM
3Hp 20 TPM_NONCE AuthLastNonceOdd Nonce generated by system associated with certAuthidandle
11 1 4Hp 1 BOOL CertContinueAuthSession Continue use flag for.cert key session
12 20 20 § TPM_AUTHDATA certResAuth Authorization HMAC key: certHandle -> auth.
Actions
1. The TPM validates that the key pointed to by~g€ertHandle has a signature |scheme of
TPM_SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO
2. Verify gommand and key AuthData values:
a. Iftdgis TPM_TAG_RQU_AUTH2_COMMAND
i. [The TPM verifies the AuthData in keyAuthHandle provides authorization to use thg key pointed
to by keyHandle, return TPM_AUTFHFAIL on error
i. [The TPM verifies the AuthData in certAuthHandle provides authorization to yise the key
pointed to by certHandle; return TPM_AUTHZ2FAIL on error
b. elsg if tag is TPM_TAG_RQU_AUTH1_COMMAND
i. [|Verify that authDataUsage is TPM_AUTH_NEVER or TPM_AUTH_PRIV_USE_QNLY for the
key referenced by’keyHandle, return TPM_AUTHFAIL on error
i. [The TPM~verifies the AuthData in certAuthHandle provides authorization to lise the key
pointedto by certHandle, return TPM_AUTH2FAIL on error
c. elsg if tagis TPM_TAG_RQU_COMMAND
i. [|Verify that authDataUsage is TPM_AUTH_NEVER or TPM_AUTH_PRIV_USE_QNLY for the

3. If the key pointed

key referenced by keyHandle, return TPM_AUTHFAIL on error

i. Verify that authDataUsage is TPM_AUTH_NEVER for the key referenced by certHandle,
return TPM_AUTHFAIL on error.

TPM_KEY_IDENTITY)

If keyHandle -> keyFlags -> migratable is TRUE and [keyHandle -> keyFlags-> migrateAuthority is
FALSE or (keyHandle -> payload != TPM_PT_MIGRATE_RESTRICTED and keyHandle ->
payload != TPM_PT_MIGRATE_EXTERNAL)] return TPM_MIGRATEFAIL

a.

4. Validate

that

certHandle

to by certHandle

-> keyUsage

is an

identity key (certHandle

-> keyUsage is

is TPM_KEY_SIGNING, TPM_KEY_IDENTITY or

TPM_KEY_LEGACY, if not return TPM_INVALID_KEYUSAGE
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5. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_STORAGE,
TPM_KEY_IDENTITY, TPM_KEY_BIND or TPM_KEY_LEGACY, if not return
TPM_INVALID_KEYUSAGE

6. The TPM SHALL create a ¢1 a TPM_CERTIFY_INFO2 structure from the key pointed to by
keyHandle

7. Create TPM_DIGEST H1 which is the SHA-1 hash of keyHandle -> pubKey -> key. Note that <key> is
the actual public modulus, and does not include any structure formatting.

8. Set C1 -> pubKeyDigest to H1
9. Copy the antiReplay parameter to c1 -> data

10. Copy other keyHandle parameters into C1
11. If keyHahdle -> payload == TPM_PT_MIGRATE_RESTRICTED or TPM_PT_MIGRATE_EXTERNAL

a. creafe thisPubKey, a TPM_PUBKEY structure containing the public key, algerithm and parameters
corrgsponding to keyHandle

b. Verify that the migration authorization is valid for this key
i. Create M2 a TPM_CMK_MIGAUTH structure
ii. Set M2 -> msaDigest to migrationPubDigest
iii. Set M2 -> pubkeyDigest to SHA-1[thisPubKey]
iv. Verify that [keyHandle -> migrationAuth] == HMAC(M2) signed by using tpmProof as the secret
gnd return error TPM_MA_SOURCE on mismatch
Set €1 -> migrationAuthority = SHA-1(migrationPubDigest || keyHandle -> payload)
if keyHandle -> payload == TPM_PT_MIGRATE- RESTRICTED
i. et C1->payloadType = TPM_PT_MIGRATE_RESTRICTED
e. If keyHandle -> payload == TPM_PT_MIGRATE_EXTERNAL
i. SetC1->payloadType = TPM RT_MIGRATE_EXTERNAL
12. Else
a. set ¢1 -> migrationAuthority. = NULL
b. set ¢1 -> migrationAuthoritySize =0
c. Set C1-> payloadType'= TPM_PT_ASYM
13. If keyHandle -> pcrinfoSize is not 0
a. The TPM MUST set c1 -> pcrinfoSize to match the pcrinfoSize from the keyHandle key
b. The [TPM MUST set c1 -> pcrinfo to match the pcrinfo from the keyHandle key
c. If keyHandle -> keyFlags has pcrignoredOnRead set to FALSE

i. Create a digestAtRelease according to the specified TPM_STCLEAR_DATA -> PCR registers
and compare to keyHandle -> digestAtRelease and if a mismatch return
TPM_WRONGPCRVAL

ii. If specified validate any locality requests on error TPM_BAD_LOCALITY
14. Else
a. The TPM MUST set c1 -> pcrinfoSize to O
15. The TPM creates m1, a message digest formed by taking the SHA-1 of c1

a. The TPM then computes a signature using certHandle -> sigScheme. The resulting signed blob is
returned in outData
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dorsement Key Handling

Start of informative comment:

There are two create EK commands. The first matches the 1.1 functionality. The second provides the
mechanism to enable revokeEK.

The TPM and platform manufacturer decide on the inclusion or exclusion of the ability to execute

revokeEK.
“squirt” the
3 , oY= : : - hence, the
restriction on only TPM generation of the EK is also not in force.
End of informative comment.
1. A TPM SHALL NOT install an EK unless generated on the TPM‘ by ekecution of
TPM_(reateEndorsementKeyPair or TPM_CreateRevocableEK
15.1 TPM_CreateEndorsementKeyPair
Start of informative comment:
This commland creates the TPM endorsement key. It returns a failure code if an endorsemen{ key already
exists.
End of informative comment.
Table 118. TPM_CreateEndorsementKeyPair incoming Operands and Sizes
PARAM HvAC L.
Type Name Description
# | sz | #|]| sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateEndorsementKeyPair]
4 20 2S 20 TPM_NONCE antiReplay Arbitrary data
5 < 35 <> | TPM_KEY_PARMS keylnfo Information about key to be created, this includes all algorithm
parameters
Table 119. TPM.:CreateEndorsementKeyPair Outgoing Operands and Sizes
PARAM HVAC L.
Type Name Description
# | sz | #|]| sz
1 2 TRM TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateEndorsementKeyPair
4 <> 38 <> | TPM_PUBKEY pubEndorsementKey The public endorsement key
5 20 48 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay
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Actions

If an EK
Validate
a.

already exists, return TPM_DISABLED_CMD
the keylnfo parameters for the key description

key length SHOULD be 2048

RSA
C.

2048

The other parameters of keylnfo (signatureScheme etc.) are ignored.

If the algorithm type is RSA the key length MUST be a minimum of 2048. For interoperability the

If the algorithm type is other than RSA the strength provided by the key MUST be comparable to

Create

key pair called the “endorsement key pair’ using a TPM_Protected-Capability. (h

size of kpy are that indicated by keylnfo

Create
Create
Create
Set TP

4
5
6.
7.
8
9.
10. Set TP

Create dhecksum by performing SHA-1 on the concatenation of (PUBEK || antiReplay)
Store th¢ PRIVEK

PM_PERMANENT_DATA -> tpmDAASeed from the TPM RNG
PM_PERMANENT_DATA -> daaProof from the TPM RNG
PM_PERMANENT_DATA -> daaBlobKey from the TPM RNG
_PERMANENT_FLAGS -> CEKPUsed to TRUE

_ PERMANENT_FLAGS -> enableRevokeEK to FALSE

15.2 TPM_CreateRevocableEK

Start of infgrmative comment:

This commgnd creates the TPM endorsement key. M¥eturns a failure code if an endorsement

exists. The |
TPM.

The input p
reset the ER
by the TPM
it is capable

The comma
Owner auth

I'lPM vendor may have a separate mechanism to create the EK and “squirt” the va

e type and

cey already
Jue into the

brameters specify whether the-EK is capable of being reset, whether the AuthDdta value to

[ will be generated by the TPM, and the new AuthData value itself if it is not to be

The output parameter is the new AuthData value that must be used when resettin
of being reset).

hd TPM_RevokeTrust must be used to reset an EK (if it is capable of being reset).

brization is unsuitable for authorizing resetting of an EK: someone with Physical Prs

remove a genuine Owner, install a new Owner, and revoke the EK. The genuine Owner can r

the platform
password is

will have’lost its original attestation and may not be trusted by challengers. Th
to be used to revoke an EK, it must be a separate password, given to the genuine

In v1.2 an QEM(has extra choices when creating EKs.

a) An OEM

rould manufacture all of its TPMs with enableRevokeEK==TRUE

generated
g the EK (if

psence can
binstall, but
brefore if a
Owner.

If the OEM has tracked the EKreset passwords for these TPMs, the OEM can give the passwords to
customers. The customers can use the passwords as supplied, change the passwords, or clear the EKs
and create new EKs with new passwords.

If EKreset passwords are random values, the OEM can discard those values and not give them to
customers. There is then a low probability (statistically zero) chance of a local DOS attack to reset the EK
by guessing the password. The chance of a remote DOS attack is zero because Physical Presence must
also be asserted to use TPM_RevokeTrust.

b) An OEM could manufacture some of its TPMs with enableRevokeEK==FALSE. Then the EK can never

be revoked,

and the chance of even a local DOS attack on the EK is eliminated.

End of informative comment.
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Table 120. TPM_CreateRevocableEK Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG Tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateRevocableEK
4 20 2S 20 TPM_NONCE antiReplay Arbitrary data
Lafe LoR-aboutkais b, tod thic inclidaoc oll alaore
5 | < | ss[T=TTPMREY PARMS Keynfo a4 oyt *' gorthm
parameters
6 1 45 1 BOOL generateReset If TRL!E use TPM RNG to generate EKreset. If FALSE \use the passed
value inputEKreset
) The authorization value to be used with TPM_RévokeTrust |f
7 20 58 20 TPM_NONCE inputEKreset generateReset==FALSE, else the paraméteris present but |gnored
Table 121. TPM_CreateRevocableEK Outgoing Operandsiand Sizes
PARAM HMAC
Type Name Deéscription
# 74 # 74
1 2 TPM_TAG Tag TPM_TAG_RSP_EOMMAND
2 4 UINT32 paramSize Total number ©f output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return, code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateRevocableEK
4 <> 3S) <> TPM_PUBKEY pubEndorsementKey The public endorsement key
5 20 4S 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay
6 20 58 20 TPM_NONCE outputEKreset The AuthData value to use TPM_RevokeTrust
Actions
1. If an EK already exists, return TPM_DISABLED CMD

2. Perforn
3. SetTP
a. Ifg

i.
b. Els

i.
4. Return

\U

n the actions of TPM_ CreateEndorsementKeyPair, if any errors return with error
M_PERMANENT_FLAGS -> enableRevokeEK to TRUE

bnerateReset is FRUE then

Set TPM_PERMANENT_DATA -> EKreset to the next value from the TPM RNG

Set TPM_PERMANENT_DATA -> EKreset to inputEKreset
RUBEK, checksum and EKreset

The outputEKreset AuthData is sent in the clear. There is no uniqueness on the TPM available to
actually perform encryption or use an encrypted channel. The assumption is that this operation is
occurring in a controlled environment and sending the value in the clear is acceptable.

© ISO/IEC 2009 — All rights reserved
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15.3 TPM_RevokeTrust

Start of informative comment:

This command clears the EK and sets the TPM back to a pure default state. The generation of the
AuthData value occurs during the generation of the EK. It is the responsibility of the EK generator to
properly protect and disseminate the RevokeTrust AuthData.

End of informative comment.

This is an optional command

Table 122. TPM_RevokeTrust Incoming Operands and Sizes

|
PARAM HI\|4AC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReWokeTrust
4 20 28 20 TPM_NONCE EKReset The value that will be matched to EK Reset
Table 123. TPM_RevokeTrust Outgoing Operands‘and Sizes
PARAM HYAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total Wumber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_RevokeTrust
Actions
1. The TPM MUST validate that TPM_PERMANENT_FLAGS -> enableRevokeEK is TRUE, return
TPM_PBERMANENTEK on error
2. The TPM MUST validate that the-EKReset matches TPM_PERMANENT_DATA -> EKReset return
TPM_AUTHFAIL on error.
Ensure that physical presenge is being asserted
Perform|the actions of TPM_OwnerClear (excepting the command authentication)
a. NV jtems with-the publnfo -> nvindex D value set MUST be deleted. This changes the
TPM[_OwnerClear handling of the same NV areas
b. Set TPM_PERMANENT_FLAGS -> nvLocked to FALSE
5. InvalidateFRPM—PRERMANENT—DATA—>tpmBAASeed
6. Invalidate TPM_PERMANENT_DATA -> daaProof
7. Invalidate TPM_PERMANENT_DATA -> daaBlobKey
8. Invalidate the EK and any internal state associated with the EK
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15.4 TPM_ReadPubek

Start of informative comment:

ISO/IEC 11889-4:2009(E)

Return the endorsement key public portion. This value should have controls placed upon access, as it is a
privacy sensitive value.

The readPubek flag is set to FALSE by TPM_TakeOwnership and set to TRUE by TPM_OwnerClear,
thus mirroring if a TPM Owner is present.

End of informative comment.
Table 124. TPM_ReadPubek Incoming Operands and Sizes

PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReddPubek
4 20 28 20 | TPM_NONCE antiReplay Arbitrary data
Table 125. TPM_ReadPubek Outgoing Operands-and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Tatal number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadPubek
4 <> 3S) <> TPM_PUBKEY pubEndorsementKey The public endorsement key
5 20 4S 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay
Descriptipn
This command returns the PUBEK.
Actions
The TPM_ReadPubek command SHALL
1. If TPM[PERMANENT: FLAGS -> readPubek is FALSE return TPM_DISABLED_CMD
2. If no EK is present the TPM MUST return TPM_NO_ENDORSEMENT
3. Create|checksum by performing SHA-1 on the concatenation of (pubEndorsementKey || aptiReplay).
4. Export the'PUBEK and checksum
105
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15.5 TPM_OwnerReadinternalPub

Start of informative comment:
A TPM Owner authorized command that returns the public portion of the EK or SRK.

The keyHandle parameter is included in the incoming session authorization to prevent alteration of the
value, causing a different key to be read. Unlike most key handles, which can be mapped by higher layer
software, this key handle has only two fixed values.

End of informative comment.
Table 126. TPM_OwnerReadInternalPub Incoming Operands and Sizes

PARAM HI\|4AC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerReadInternalPub
4 4 2S 4 TPM_KEY_HANDLE keyHandle Handle for either PUBEK or,SRK
5 4 TPM_AUTHHANDLE authHandle The authorization sessiohandle used for owner authenticption.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previouslyjgenerated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue ‘use flag for the authorization session handle
o |

Table 127. TPM_OwnerReadInternalPub Outgoing Operands and Sizes
PARAM HNMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerReadInternalPub
4 <> 3S <> TPM_PUBKEY publicPortion The public portion of the requested key
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM) AUTHDATA resAuth 1’:; 2&:2::33:),[1 session digest for the returned parameterg. HMAC

Actions

1. Validate the parameters and TPM Owner AuthData for this command
2. If keyHandle is TPM_KH_EK

a. Set publicPortion to PUBEK
3. Else If keyHandle is TPM_KH_SRK

a. Set publicPortion to the TPM_PUBKEY of the SRK

Else return TPM_BAD_PARAMETER

Export the public key of the referenced key
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16. Identity Creation and Activation

16.1 TPM_Makeldentity

Start of informative comment:

Generate a new Attestation Identity Key (AIK).

ISO/IEC 1188

9-4:2009(E)

labelPrivCADigest identifies the privacy CA that the owner expects to be the target CA for the AIK. The
selection is not enforced by the TPM. It is advisory only. It is included because the TSS cannot be

trusted to validate that
it is the tanget privacy CA and label intended by the TPM owner at the time the key wascleated. The
label can be used to indicate an application purpose.
End of infprmative comment.
Table 128. TPM_Makeldentity Incoming Operands and Sizes
PARAM tI-IMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Makeldentity.
4 20 29 20 TPM_ENCAUTH identityAuth Encrypted usage AuthData for the new identity
5 20 39 20 § TPM_CHOSENID_HASH labelPrivCADigest The digest of the identity label and privacy CA chosen fof the AIK
Structure containing all parameters of new identity key.
6 <> 49 <> TPM_KEY idKeyParams pubKey.keyLength & idKeyParams.encData are both 0 MAY be
TPM_KEY12
7 4 TPM_AUTHHANDLE srkAuthHandle The authorization session handle used for SRK authorizgtion.
2H|I 20 TPM_NONCE srkLastNonceEven Even nonce previously generated by TPM
8 20 3H|I 20 TPM_NONCE srknenceOdd Nonce generated by system associated with srkAuthHanflle
9 1 4H|1 1 BOOL eontinueSrkSession Ignored
10 20 TPM AUTHDATA stkAuth Thg authorization session digest for the inputs and the SRK. HMAC
- key: srk.usageAuth.
The authorization session handle used for owner authenfication.
11 4 TPM_AUTHHANDLE authHandle Session type MUST be OSAP.
2Hp 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover input
12 20 3Hp 20 TPM_NG@NCE nonceOdd Nonce generated by system associated with authHandle
13 1 4Hp 1 BQOL continueAuthSession Ignored
14 20 20 TPM_AUTHDATA ownerAuth The authorization session digest for inputs and owner. HMAC key:
ownerAuth.
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Table 129. TPM_Makeldentity Outgoing Operands and Sizes

PARAM

HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Makeldentity.
4 <> 3S <> TPM_KEY idKey The newly created identity key. MAY be TPM_KEY12
5 4 48 7 OINT32 ety BimiimgStze T e used Size of the output area for fenttystmaimg——]
6 <> 58 <> BYTE[] identityBinding Signature of TPM_IDENTITY_CONTENTS using idKey-privdte.
7 20 2H2 20 TPM_NONCE srkNonceEven Even nonce newly generated by TPM.
3H2 20 TPM_NONCE srknonceOdd Nonce generated by system associated with srkAuthHandle
8 1 4H2 1 BOOL continueSrkSession Continue use flag. Fixed value of FALSE
The authorization session digest used,for the outputs and srkAuth
9 20 TPM_AUTHDATA srkAuth session. HMAC key: srk.usageAuths
10 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generatéd by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession Continue use flag:-Fixed value of FALSE
12 20 20 | TPM AUTHDATA resAuth The. authorization session digest for the returned parameterg. HMAC
- key: ownerAuth.
Description
The public key of the new TPM identity SHALL be ‘identityPubKey. The private key of thg new TPM
identity SHALL be tpm_signature_key.
Table 130. Properties of the new identity
Type Name Description
TPM_PUBKEY identityPubKey This SHALL be the public key of a previously unused asymmetric key pgir.

TPM_STORE_AS

MKEY

tpm_signature_key,

This SHALL be the private key that forms a pair with identityPubKey andg
be extant only in a TPM_Shielded-Location.

SHALL

This capabil
If identityPu
is available
Actions

A Trusted P

ty also generatessa TPM_KEY containing the tpm_signature_key.

pKey is stored 'on a platform it SHALL exist only in storage to which access is cor
o authorized entities.

atform Module that receives a valid TPM_Makeldentity command SHALL do the fo

trolled and

lowing:

1. Validate the idKeyParams parameters for the key description

a. If the algorithm type is RSA the key length MUST be a minimum of 2048. For interoperability the

key length SHOULD be 2048

b. If the algorithm type is other than RSA the strength provided by the key MUST be comparable to

RSA 2048

c. If the TPM is not designed to create a key of the requested type, return the error code

TPM_BAD_KEY_ PROPERTY

d. If TPM_PERMANENT_FLAGS -> FIPS is TRUE then
i. If authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
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Use authHandle to verify that the Owner authorized all TPM_Makeldentity input parameters.

Use srkAuthHandle to verify that the SRK owner authorized all TPM_Makeldentity input parameters.

4. Verify that idKeyParams -> keyUsage is TPM_KEY_IDENTITY. If it is not, return

10.

11

17.

. Ensure|that the AuthData information in A1.is properly stored in the idKey as usageAuth.
12.
13.
14.
15.
16.

TPM_INVALID_KEYUSAGE

Verify that idKeyParams -> keyFlags -> migratable is FALSE. If it is not, return
TPM_INVALID_KEYUSAGE

Create a1 by decrypting identityAuth according to the ADIP indicated by authHandle.
Set continueAuthSession and continueSRKSession to FALSE.

Deterrjine the structure version
a. IfidkeyParams ->tagis TPM_TAG_KEY12
i. [SetV1to?2

ii. |Create idKkey a TPM_KEY12 structure using idKeyParams as the-default values for the
structure

b. If idKkeyParams -> veris 1.1
i. |SetV1to1
ii. |Create idKey a TPM_KEY structure using idKeyParams'as the default values for the structure
Set the|digestAtCreation values for pcrinfo
a. For[TPM_PCR_INFO_LONG include the locality of/the current command

Create|an asymmetric key pair (identityPubKey<:and tpm_signature_key) using a TPM_Protected-
Capability, in accordance with the algorithm specified in idKeyParams

Attach |dentityPubKey and tpm_signature: key to idKey

Set idKley -> migrationAuth to TPM, PERMANENT_DATA-> tpmProof

Ensure|that all TPM_PAYLOAD\TYPE structures identify this key as TPM_PT_ASYM
Encrypt the private portion of idKey using the SRK as the parent key

Create|a TPM_IDENTITY) CONTENTS structure named idContents using labelPrivCADigest and the
informdtion from idKey:

Sign id[Contents Wsing tpm_signature_key and TPM_SS_RSASSAPKCS1v15_SHA1. Store the result
in identjityBinding.
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16.2 TPM_Activateldentity

Start of informative comment:

The purpose of TPM_Activateldentity is to twofold. The first purpose is to obtain assurance that the
credential in the TPM_SYM_CA ATTESTATION is for this TPM. The second purpose is to obtain the
session key used to encrypt the TPM_IDENTITY_CREDENTIAL.

This is an extension to the 1.1 functionality of TPM_Activateldentity. The blob sent to from the CA can be
in the 1.1 format or the 1.2 format. The TPM determines the type from the size or version information in

the blob.
TPM_Activa tity before
releasing that session key.
Only the Owner of the TPM has the privilege of activating a TPM identity. The Owner’is fequired to
authorize the TPM_Activateldentity command. The owner may authorize the command using either the
TPM_OIAP pr TPM_OSAP authorization protocols.
The creator| of the Activateldentity package can specify if any PCR values are to be checked before
releasing th¢ session key.

End of informative comment.

Table 131. TPM_ Activateldentity Incoming Parameters and Sizes
PARAM HYAC -
Type Name Description

# Sz # Y4

1 2 TPM_TAG tag TRM_TAG_RQU_AUTH2_COMMAND

2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Activateldentity

4 4 TPM_KEY_HANDLE idKeyHandle Identity key to be activated

5 4 28 4 UINT32 blobSize Size of encrypted blob from CA

6 <> 3s <> | BYTE[] blob The encrypted ASYM_CA_CONTENTS or TPM_EK_BLOH

7 4 TPM_AUTHHANDLE idKeyAuthHandle The authorization session handle used for ID key authorizdtion.

2H1 20 TPM_NONCE idKeyLastNonceEven Even nonce previously generated by TPM

8 20 3H1 20 TPM_NONCE idKeynonceOdd Nonce generated by system associated with idKeyAuthHandle

9 1 4H1 1 BOOL continueldKeySession Continue usage flag for idKeyAuthHandle.

10 20 TPM_AUTHDATA idKeyAuth '}I('hg guthorization session digest for the inputs and ID key. HMAC

ey: idKey.usageAuth.
11 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenticption.
2H2 20 TPM)NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

12 20 3H2 204 "\TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

13 1 4H2 1 BOOL continueAuthSession The continue use flag for the authorization session handle

14 20 20 TPM_AUTHDATA ownerAuth The authorization session digest for inputs and owner. HMAC key:

ownerAuth.
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Table 132. TPM_ Activateldentity Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Activateldentity
4 <> 3S <> TPM_SYMMETRIC_KEY symmetricKey The decrypted symmetric key.
5 20 2H|I 20 TPM_NONCE TdReyNonceEven Even nonce newly generated by TPM. |

3H|I 20 § TPM_NONCE idKeynonceOdd Nonce generated by system associated with idKeyAuthHlandIe
6 1 4H|1 1 BOOL continueldKeySession Continue use flag, TRUE if handle is still active
K B o e e o e et et
8 20 2Hp 20 § TPM_NONCE nonceEven Even nonce newly generated by,TRM to cover outputs

3Hp 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4Hp 1 BOOL continueAuthSession Continue use flag, TRUE.if*handle is still active
10 20 20 TPM_AUTHDATA resAuth Lr':/?A%Teo;:izsvtviggrsAis"s]i.on digest for the returned paramegers.

Descriptipn

1. The cpmmand TPM_Activateldentity activates a_~FPM

TPM_Makeldentity.

2. The command assumes the availability of the private key associated with the identity. THe command
will verify the association between the keys dufing the process.

3. The cdmmand will decrypt the input blobvand extract the session key and verify thg

between the public and private keys. Thé&'input blob can be in 1.1 or 1.2 format.

Actions

identity created using the

A Trusted

1. Using the authHandle field; validate the owner’'s AuthData to execute the command a

incomir
2. Using
paramse

3. Validat
keyUsz

Platform Module that receives a valid TPM_Activateldentity command SHALL do th

g parameters.

he idKeyAuthHandle, validate the AuthData to execute command and all of t
ters

b thatsthe idKey is the public key of a valid TPM identity by checking that idK
ge is”TPM_KEY_IDENTITY. Return TPM_BAD_PARAMETER on mismatch

command

connection

b following:
nd all of the

ne incoming

byHandle ->

Create

Hthe digestof @ TPM_PUBKE Y derived from idKay

Decrypt blob creating B1 using PRIVEK as the decryption key

Determine the type and version of B1

a. IfB

1 -> tag is TPM_TAG_EK_BLOB then
B1is a TPM_EK_BLOB

b. Else
B1is a TPM_ASYM_CA_CONTENTS. As there is no tag for this structure it is possible for the

© IS0/
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7. IfB1isaversion 1.1 TPM_ASYM_CA CONTENTS then
a. Compare H1 to B1 -> idDigest on mismatch return TPM_BAD_PARAMETER
b. Set K1to B1 -> sessionKey

8. IfB1isa TPM_EK_BLOB then
a. Validate that B1 -> ekType is TPM_EK_TYPE_ACTIVATE, return TPM_BAD_TYPE if not.
b. Assign A1 as a TPM_EK_BLOB_ACTIVATE structure from B1 -> blob
c. Compare H1 to A1 -> idDigest on mismatch return TPM_BAD_PARAMETER
d. If Alf[->pcrSelection is not NULL

i. CQompute a composite hash C1 using the PCR selection A1 -> pcrSelection

i. Gompare C1 to A1 -> pcrinfo->digestAtRelease and return TPM_WRONGPCRVAL on a
mismatch

iii. I A1 -> pcrinfo specifies a locality ensure that the appropriate |oeality has been asserted,
return TPM_BAD_LOCALITY on error

e. Set K1 to A1 -> symmetricKey
9. Return K1
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17. Integrity Collection and Reporting

Start of informative comment:

This section deals with what commands have direct access to the PCR

End of informative comment.
1. The TPM SHALL only allow the following commands to alter the value of TPM_STCLEAR_DATA ->

PCR
a. TPM_Extend
b. TPM_SHA1CompleteExtend
c. TPM_ Startup
d. TPM_PCR_Reset
171 TPM_Extend

Start of informative comment:

This adds & new measurement to a PCR

End of infprmative comment.
Table 133. TPM_ Extend Incoming Operands and Sizes
PARAM HVAC p
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Extend.

4 4 2S 4 TPM_PCRINDEX pcrNum The PCR to be updated.

5 20 38 20 | TPM_DIGEST inDigest The 160 bit value representing the event to be recorded.

Table 134.-.TPM_Extend Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM) RESULT returnCode The return code of the operation.

2S 4 JPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Extend.

4 20 38 20 TPM_PCRVALUE outDigest The PCR value after execution of the command.
Descriptions

Add a measurement value to a PCR

Actions

1. Map L1 to TPM_STANY_FLAGS -> localityModifier

2. Map P1to TPM_PERMANENT_DATA -> pcrAttrib [pcrNum]. pcrExtendLocal
3. |If, for the value of L1, the corresponding bit is not set in the bit map P1, return TPM_BAD_ LOCALITY
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4. Create c1 by concatenating (TPM_STCLEAR_DATA -> PCR[pcrNum] || inDigest). This takes the
current PCR value and concatenates the inDigest parameter.

Create h1 by performing a SHA-1 digest of c1.
Store h1 to TPM_STCLEAR_DATA -> PCR[pcrNum]

If TPM_PERMANENT_FLAGS -> disable is TRUE or TPM_STCLEAR_FLAGS -> deactivated is
TRUE

a. Set outDigest to 20 bytes of 0x00
8. Else
a. Set gutDigest to h1

17.2 TPM_PCRRead

Start of infgrmative comment:
The TPM_PICRRead operation provides non-cryptographic reporting of the contents of a named PCR.

End of informative comment.
Table 135. TPM_ PCRRead Incoming Operands.and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG<RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Cémmand ordinal: TPM_ORD_PCRRead.
4 4 2S 4 TPM_PCRINDEX pcrindex Index of the PCR to be read

Table 136. TPM_ PCRRead Outgoing Operands and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND,_ CODE ordinal Command ordinal: TPM_ORD_PCRRead.

4 20 38 20 | TPM_PCRVALUE outDigest The current contents of the named PCR
Description

The TPM_P

Actions

CRRead operation returns the current contents of the named register to the caller.

1. Set outDigest to TPM_STCLEAR_DATA -> PCR[pcrindex]
2. Return TPM_SUCCESS
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Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM_Quote operation provides cryptographic reporting of PCR values. A loaded key is required for
operation. TPM_Quote uses a key to sign a statement that names the current value of a chosen PCR and
externally supplied data (which may be a nonce supplied by a Challenger).

The term "ExternalData" is used because an important use of TPM_Quote is to provide a digital signature
on arbitrary data, where the signature includes the PCR values of the platform at time of signing. Hence
the "ExternalData" is not just for anti-replay purposes, although it is (of course) used for that purpose in an

integrity challenge.

End of infprmative comment.
Table 137. TPM_Quote Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytesiincluding paramsSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPMMORD_Quote.
4 4 TPM_KEY_HANDLE keyHandle ;F:li::yHandle identifier of a loaded key that can sign the PCR
5 20 29 20 TPM_NONCE externalData 160 bits, of externally supplied data (typically a nonce provided by a
serverdorprevent replay-attacks)
6 <> 39 <> TPM_PCR_SELECTION targetPCR The indices of the PCRs that are to be reported.
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authporization.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H|I 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA privAuth The. authorization session digest for inputs and keyHandle| HMAC
key: key -> usageAuth.
Table 138. TPM_Quote Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM-RESULT returnCode The return code of the operation.
29 4 JPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Quote.
4 < a9 ). TPM_PCR_COMPOSITE pcrData A structure lcontalnmg the same indices as targetPCR, plu$ the
corresponding current PCR values.
5 4 4S 4 UINT32 sigSize The used size of the output area for the signature
6 <> 58 <> BYTE[ ] sig The signed data blob.
7 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
9 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
- key: Key -> usageAuth.
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Actions
1. The TPM MUST validate the AuthData to use the key pointed to by keyHandle.

2. Validate that keyHandle -> sigScheme is TPM_SS RSASSAPKCS1v15 SHA1 or

TPM_SS_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.

3. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY, or

TPM_KEY_ LEGACY, if not return TPM_INVALID KEYUSAGE
4. Validate targetPCR
a. targetPCRis a valid TPM_PCR_SELECTION structure

b. On grrors return TPM_INVALID_PCR_INFO

5. Create H1 a SHA-1 hash of a TPM_PCR_COMPOSITE using the TPM_STCLEAR -DA]
indicated by targetPCR -> pcrSelect

6. Create @1 a TPM_QUOTE_INFO structure
a. Set Q1 ->versionto 1.1.0.0
b. Set Q1 -> fixed to “QUOT”
c. Set Q1 -> digestValue to H1
d. Set
Sign SH

8. Return the signature in sig

17.4 TPM_PCR_Reset

Start of informative comment:
For PCR with the pcrReset attribute set to TRUE, this command resets the PCR back to the d€

1 -> externalData to externalData

-1 hash of Q1 using keyHandle as the signature key

[A -> PCR

fault value,

this mimics the actions of TPM_Init. The PCR may have restrictions as to which locality can perform the

reset operatjon.

Sending a null pcrSelection results in*an error is due to the requirement that the command
something. If pcrSelection is null there are no PCR to reset and the command would then do ng

For PCR that are resettable,ithe presence of a Trusted Operating System (TOS) can change t}
of TPM_PCR_Reset. The following pseudo code shows how the behavior changes.

At TPM_Startup
If TPM_IPCR_ATTRIBUTES->pcrReset is FALSE
Set PCRto 0x00...00

actually do
thing.

e behavior

Else
Set PCR to OxFF...FF
At TPM_PCR_Reset
If TPM_PCR_ATTRIBUTES->pcrReset is TRUE
If TOSPresent
Set PCR to 0x00...00
Else
Set PCR to OxFF...FF
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Else

Return error

ISO/IEC 11889-4:2009(E)

The above pseudocode is for example only, for the details of a specific platform, the reader must review
the platform specific specification. The purpose of the above pseudocode is to show that both pcrReset
and the TOSPresent bit control the value in use to when the PCR resets.

End of informative comment.

Table 139. TPM_PCR_Reset Incoming Parameters and Sizes

PARAM HMAC L.

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize-and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCR_Reset
4 <> 29 <> TPM_PCR_SELECTION pcrSelection The PCRs to reset

Table 140. TPM_PCR_Reset Outgoing Parameters_ and Sizes

PARAM HMAC L.

Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RSPL.COMMAND
2 4 UINT32 paramSize Total number’of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The.return code of the operation.

29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCR_Reset

Descriptipns

This commnj

and resets PCR values back to thewdefault value. The command MUST validate that all PCR

registers that are selected are available to.be reset before resetting any PCR. This command MUST

either rese

Actions
1. Validat

a.
b.

C.

Map L1

For ead

a.

4. For each PCR selected perform the following

b that pcrSelection is vatid

all selected PCR registers or none of the PCR registers.

is alvalid TPM_PCR~SELECTION structure
pcrBelection -> pcrSelect is non-zero
Onlerrors return TPM_INVALID_PCR_INFO

to TRM_STANY_FLAGS -> localityModifier
h'PCR selected perform the following

If  TPM_PERMANENT_DATA ->
TPM_NOTRESETABLE

If, for the value L1, the corresponding bit is clear in the bit map TPM_PERMANENT_DATA ->
pcrAttrib[pcrindex].pcrResetLocal, return TPM_NOTLOCAL

pcrAttrib[pcrindex].pcrReset is

a. The PCR MAY only reset to 0x00...00 or OxFF...FF

b. The logic to determine which value to use MUST be described by a platform specific specification
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17.5 TPM_Quote2

Start of informative comment:

The TPM_Quote2 operation provides cryptographic reporting of PCR values. A loaded key is required for
operation. TPM_Quote2 uses a key to sign a statement that names the current value of a chosen PCR
and externally supplied data (which may be a nonce supplied by a Challenger).

The term "externalData" is used because an important use of TPM_Quote2 is to provide a digital
signature on arbitrary data, where the signature includes the PCR values of the platform at time of
signing. Hence the "externalData" is not just for anti-replay purposes, although it is (of course) used for

that purpose in an integrity challenge.

TPM_Quote2 differs from TPM_Quote in that TPM Quote2 uses TPM_PCR_INFO_SHO#
relative to the PCR registers. TPM_PCR_INFO_SHORT includes locality \infq
requestor a more complete view of the current platform configuration.

information
provide the

End of informative comment.

Table 141. TPM_Quote2 Incoming Operands and Sizes

RT to hold
rmation to

PARAM HNMAC L.
e , o Type Name Description
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of inpUt bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Quote2
4 4 TPM_KEY_HANDLE keyHandle I:ligsyHandle identifier of a loaded key that can sign the PCR
5 | 20 ] 2s|| 20 | TPm_NONCE externalData lgg::tf:;;f:;?fgg;‘;f’;’::gkg?ta (typically a nonce providpd by a
6 <> 3S <> TPM_PCR_SELECTION targetPCR The indices of the PCRs that are to be reported.
7 1 48 1 BOOL addVersion When TRUE add TPM_CAP_VERSION_INFO to the output
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle autholization.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA privAuth 1’2; i:?f):iﬁzit;r;;ﬁtsﬁ.ion digest for inputs and keyHandle. HMAC
Table 142. TPM_Quote2 Outgoing Operands and Sizes
PARAM HNYAC
Type Name Description
# 74 # Sz
1 2 TPM/ TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Quote2
4 <> 3S <> TPM_PCR_INFO_SHORT pcrData The value created and signed for the quote
5 4 48 4 UINT32 versionInfoSize Size of the version info
6 <> 58 <> TPM_CAP_VERSION_INFO versioninfo The version info
7 4 6S 4 UINT32 sigSize The used size of the output area for the signature
8 <> 7S <> BYTE[ ] sig The signed data blob.
9 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
11 20 TPM_AUTHDATA resAuth 1’2; ?(uet;c_);izuastg)gnesAisﬂan digest for the returned parameters. HMAC
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Actions
1. The TPM MUST validate the AuthData to use the key pointed to by keyHandle.

2. Validate that keyHandle -> sigScheme is TPM_SS RSASSAPKCS1v15 SHA1 or
TPM_SS_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.

3. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY, or
TPM_KEY_LEGACY, if not return TPM_INVALID KEYUSAGE

4. Validate targetPCR is a valid TPM_PCR_SELECTION structure, on errors return
TPM_INVALID_PCR_INFO

5. Create|H1 a SHA-1 hash of a TPM_PCR_COMPOQOSITE using the TPM_STCLEAR_DATA -> PCR][]
indicated by targetPCR -> pcrSelect

6. Create|S1a TPM_PCR_INFO_SHORT
a. Set/S1->pcrSelection to targetPCR
b. Set|S1->localityAtRelease to TPM_STANY_DATA -> localityModifier
c. Set|S1->digestAtRelease to H1
7. Create|Q1 a TPM_QUOTE_INFO2 structure
a. Set/Q1 -> fixed to “QUT2”
b. Set|Q1 -> infoShort to S1
c. Set|Q1 -> externalData to externalData
8. If addVprsion is TRUE
a. Concatenate to Q1 a TPM_CAP_VERSION.ANFO structure
b. Set|the output parameters for versioninfe
9. Else

a. Set|versionInfoSize to 0

b. Refurn no bytes in versionnfo
10. Sign a BHA-1 hash of Q1 using keyHandle as the signature key

11. Return|the signature in.sig
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18. Changing AuthData
18.1 TPM_ChangeAuth

Start of informative comment:

The TPM_ChangeAuth command allows the owner of an entity to change the AuthData for the entity.

This command cannot invalidate the old entity. Therefore, the authorization change is only effective if the
application can guarantee that the old entity can be securely destroyed. If not, two valid entities will exist,

one with th

old and one with the new authorization secret

If this command is delegated, the delegated party can expand its key use privileges.

create a copy of the key with known authorization, and it can then use the key without

restrictions.

That party can

ny ordinal

TPM_ChangeAuth requires the encryption of one parameter (“NewAuth”). For thejsake of uniformity with
other commiands that require the encryption of more than one parameter, the ijparameters us¢d for used
encryption gre generated from the authLastNonceEven (created during the OSAP session), jnonceOdd,

and the sessgion shared secret.

The paramater list to this command must always include two authorization sessions, regar
state of autDataUsage for the respective keys.

End of informative comment.

Table 143. TPM_ChangeAuth Incoming Operands and Sizes

less of the

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSjze Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE Ordinat Command ordinal: TPM_ORD_ChangeAuth
4 4 TPM_KEY_HANDLE parentHandle Handle of the parent key to the entity.
5 2 28 2 TPM_PROTOCOL_ID protocollID The protocol in use.
6 20 3S 20 J TPM_ENCAUTH newAuth The encrypted new AuthData for the entity
7 2 48 2 TPM_ENTITY_TYPE entityType The type of entity to be modified
8 4 58 4 UINT32 encDataSize The size of the encData parameter
9 <> 6S <> | BYTE[] encData The encrypted entity that is to be modified.
10 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used for the parent key.
2 H1 20 | TPM.NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
11 20 | 3H1 20_§-TFPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
12 1 4 H1 1 BOOL continueAuthSession Ignored, parentAuthHandle is always terminated.
13 20 IPM_AUTHDAIA parentAuth HMAC key; pa'rentKey.lusag.eAuth. o
14 4 TPM_AUTHHANDLE entityAuthHandle l’:;es?our:t&r)i:a'\t/il%ré?eszi%r}:;mdIe used for the encrypted entity. The
2H2 20 § TPM_NONCE entitylastNonceEven Even nonce previously generated by TPM
15 20 3 H2 20 | TPM_NONCE entitynonceOdd Nonce generated by system associated with entityAuthHandle
16 1 4 H2 1 BOOL continueEntitySession Ignored, entityAuthHandle is always terminated.
17 20 TPM_AUTHDATA entityAuth LWA%JTeo;fz:r:itﬁr;i(sezzigxuciiﬁest for the inputs and encrypted entity.
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Table 144. TPM_ChangeAuth Outgoing Operands and Sizes

PARAM HMAC .
sz Z - Type Name Description
1 TPM_TAG Tag TPM_TAG_RSP_AUTH2_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation. See section 4.3.
2S TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_ChangeAuth
4 4 3S UINT32 outDataSize The used size of the output area for outData
5 <> 4S <> | BYTE[] outData The modified, encrypted entity.
6 | 20 | 2 H——26—1-TFRM-NONGE RoreeEven Everrronee-hewi-generated-by-TRM-to-eoverotiptis—
3 H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
7 1 4 H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
JE o o A0 o e e Wiamat s s
9 20 | 2H2 20 | TPM_NONCE entityNonceEven Even nonce newly generated by TPM@o-cover entity
3H2 | 20 J TPM_NONCE entitynonceOdd Nonce generated by system assogiated with entityAuthHandle
10 1 4 H2 1 BOOL continueEntitySession Continue use flag, fixed value of FALSE
The authorization session digest for the returned parametgrs and
11 20 TPM_AUTHDATA entityAuth entity. HMAC key: entity.sageAuth, the original and not ttje new auth
value
Descriptipn
1. The pafrentAuthHandle session type MUST be TPM_PID <OSAP.
2. In this |capability, the SRK cannot be accessed as entityType TPM_ET_KEY, since thel SRK is not
wrappegd by a parent key.
Actions
1. Verify |that entityType is one of TRM ET DATA, TPM _ET _KEY and return| the error
TPM_WRONG_ENTITYTYPE if not.
2. Verify that parentAuthHandle sessioncype is TPM_PID_OSAP return TPM_BAD_MODE gn error
3. Verify that entityAuthHandle session-type is TPM_PID_OIAP return TPM_BAD_MODE on|error
4. |If protogollD is not TPM_PID_ADCP, the TPM MUST return TPM_BAD_PARAMETER.
5. The encData parameter. MUST be the encData field from either the TPM_STORED_DATA or
TPM_HKEY structures.
6. Create|decryptAuth by decrypting newAuth according to the ADIP indicated by parentHandle.
7. The TAM MUST validate the command using the AuthData in the parentAuth parameter
8. Validate that™ parentHandle -> keyUsage is TPM _KEY_STORAGE, if ot return
TPM_INVALID KEYUSAGE
9. After parameter—validation; ointed to by

10.

11.
12.

13.

parentHandle.

The TPM MUST validate that b1 is a valid TPM structure, either a TPM_STORE_ASYMKEY or a
TPM_SEALED DATA

a. Check the tag, length and authValue for match, return TPM_INVALID STRUCTURE on any

mis

match

The TPM replaces the AuthData for b1 with decryptAuth created above.

The TPM encrypts b1 using the appropriate mechanism for the type using the parentKeyHandle to
provide the key information.

The TPM MUST enforce the destruction of both the parentAuthHandle and entityAuthHandle
sessions.

© ISO/IEC 2009 — All rights reserved

121


https://iecnorm.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

18.2 TPM_ChangeAuthOwner

Start of informative comment:

The TPM_ChangeAuthOwner command allows the owner of an entity to change the AuthData for the

TPM Owner or the SRK.
This command requires authorization from the current TPM Owner to execute.

TPM's targeted for an environment (e.g. a server) with long lasting sessions should not invalidate all

sessions.

End of informative comment.

Table 145. TPM_ChangeAuthOwner Incoming Operands and Sizes
PARAM HYAC o
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 1S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ChangeAuthOwner
4 2S TPM_PROTOCOL_ID protocollID The protocol in use.
5 20 38 20 § TPM_ENCAUTH newAuth The encrypted new AuthData'for the entity
6 4S 2 TPM_ENTITY_TYPE entityType The type of entity to be modified
7 TPM_AUTHHANDLE ownerAuthHandle The authorization session handle used for the TPM Owner.
2H1 20 § TPM_NONCE authLastNonceEven Even nonce previeusly generated by TPM to cover inputs
8 20 3H1 20 TPM_NONCE nonceOdd Nonce genenated by system associated with ownerAuthHanglle
9 1 4H1 1 BOOL continueAuthSession Continuewdse flag the TPM ignores this value
10 20 TPM AUTHDATA ownerAuth The. authorization session digest for inputs and ownerHandl¢. HMAC
- key:ownerAuth.
Table 146. TPM_ChangeAuthOwner Outgoing Operands and Sizes
PARAM HYAC o
Type Name Description
# Sz # Y4
1 2 TPM_TAG Tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
28 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_ChangeAuthOwner
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with ownerAuthHanglle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
The authorization session digest for the returned parameterg and
6 20 TPM_AUTHDATA resAuth ownerHandle. HMAC key: ownerAuth, the original value and not the
new auth value
Actions
1. The TPN MUST validate the command using the AuthData in the ownerAuth parameter
2. The ow i —PID—
3. If protocollD is not TPM_PID_ADCP, the TPM MUST return TPM_BAD_PARAMETER.
4. Verify that entityType is either TPM_ET _OWNER or TPM_ET_SRK, and return the error
TPM_WRONG_ENTITYTYPE if not.
Create decryptAuth by decrypting newAuth according to the ADIP indicated by ownerAuthHandle.
6. The TPM MUST enforce the destruction of the ownerAuthHandle session upon completion of this

command (successful or unsuccessful). This includes setting continueAuthSession to FALSE
7. Set the AuthData for the indicated entity to decryptAuth
8. The TPM MUST invalidate all owner authorized OSAP and DSAP sessions, active or saved.
9. The TPM MAY invalidate all sessions, active or saved
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19. Authorization Sessions

19.1 TPM_OIAP

ISO/IEC 11889-4:2009(E)

Table 147. TPM_OIAP Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 BiNTF32 paramSize Fotatrmumberofnput-bytesfrctadimg-paramSize-amd-tag——
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OIAP.
Table 148. TPM-OIAP Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes ificluding paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the op€ération.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TRM_ORD_OIAP.
4 4 TPM_AUTHHANDLE authHandle Handle that TPMccreates that points to the authorization state.
5 20 TPM_NONCE nonceEven Nonce geperated by TPM and associated with session.
Actions
1. The THM_OIAP command allows the creation_¢f, an authorization session handle and th¢ tracking of

the hardle by the TPM. The TPM generates the handle and nonce.

2. The TH
reques
3. Interna

a. TPM allocates space to( save handle, protocol identification, both nonces ang

M has an internal limit as to the“mumber of handles that may be open at one
for a new handle may fail if theré'is insufficient space available.

ly the TPM will do the following:

infgrmation the TPM needs to manage the session.

b. TPM generates authHandle and nonceEven, returns these to caller

On eadh subsequent.use of the OIAP session the TPM MUST generate a new nonceEven

When TPM_OIAP. is wrapped in an encrypted transport session, no input or output par

encrypfed.

fime, so the

any other

value.

ameters are
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19.1.1 Actions to validate an OIAP session

Start of informative comment:

This section describes the authorization-related actions of a TPM when it receives a command that has
been authorized with the OIAP protocol.

Many commands use OIAP authorization. The following description is therefore necessarily abstract.

End of informative comment.

Actions

The TPM MUST perform the following operations:

1.

10.

124

The TPM MUST verify that the authorization session handle (H, say) referenced in’the
points tg a valid session. If it does not, the TPM returns the error code TPM_INVALID_AUT

The TKPM SHALL retrieve the latest version of the caller's nghce (nonce
continugAuthSession flag from the input parameter list, and store it in internal TPM memg
authSespion ‘H’.

The TP
H (authll

The TPM MUST retrieve the secret AuthData (SecretE, say). of the target entity. The en
secret must have been previously loaded into the TPM.

a. Ifthe
i

I SHALL retrieve the latest version of the TPM’s nonce stored-with the authorizat
astNonceEven) computed during the previously executed(command.

command using the OIAP session requires ownep authorization

TPM_STCLEAR_DATA -> ownerReference.is TPM_KH_OWNER, the secret A
TPM_PERMANENT_DATA -> ownerAuth

i. §fTPM_STCLEAR_DATA -> ownerReference is pointing to a delegate row
1. Set R1 arow index to TPM_STCLEAR_DATA -> ownerReference

Set D1 a TPM_DELEGATE-TABLE_ROW to TPM_PERMANENT_DATA -> del
-> delRow[R1]

Set the secret AuthDatato D1 -> authValue
. Validate the TPM_DELEGATE_PUBLIC D1 -> pub
a. Validate DT> pub -> permissions based on the command ordinal

N

Q)

b. Validate D1 -> pub -> pcrinfo based on the PCR values

The TPM SHALL perform a HMAC calculation using the entity secret data, ordinal, inpu
parameters and.authorization parameters per Part 1 Object-Independent Authorization Prot

The TPM SHALL compare HM to the AuthData value received in the input parameters.

command
HHANDLE

Odd) and
ry with the

on session

tity and its

uthData is

cgateTable

command
pcol.

If they are

different|_the TPM returns the error cade TPM AUTHFAII if the authorization session

is the first

session of a command, or TPM_AUTH2FAIL if the authorization session is the second session of a
command. Otherwise, the TPM executes the command, which (for this example) produces an output

that requires authentication.
The TPM SHALL generate a nonce (nonceEven).

The TPM creates an HMAC digest to authenticate the return code, return values and authorization

parameters to the same entity secret per Part 1 Object-Independent Authorization Protocol.

The TPM returns the return code, output parameters, authorization parameters and authorization

session digest.

If the output continueUse flag is FALSE, then the TPM SHALL terminate the sessi
references to H will return an error.

on. Future
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19.2 TPM_OSAP

Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM_OSAP command creates the authorization session handle, the shared secret and generates

nonceEven and nonceEvenOSAP.

End of informative comment.
Table 149. TPM_OSAP Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # 574
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OSAP.
4 2 TPM_ENTITY_TYPE entityType The type of entity in use
5 4 UINT32 entityValue The selection value based on entityType, €.g. a keyHandle #
6 20 TPM_NONCE nonceOddOSAP The nonce generated by the caller.associated with the shared s¢cret.
Table 150. TPM_OSAP Outgoing Operands.and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAGARSP_COMMAND
2 4 UINT32 paramSize Totalfimber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OSAP.
4 4 TPM_AUTHHANDLE authHandle Handle that TPM creates that points to the authorization state.
5 20 TPM_NONCE nonceEven Nonce generated by TPM and associated with session.
6 20 TPM_NONCE nonceEvenOSAP Nonce generated by TPM and associated with shared secret.

Descriptipn

1. The THM_OSAP command allows the creation of an authorization session handle and th
the handle by the TPM. The, TPM generates the handle, nonceEven and nonceEvenOSAR.

2. The THM has an internaldimit on the number of handles that may be open at one time, sg

for a ngw handle may fail if there is insufficient space available.

3. The THM_OSAPR@allows the binding of an authorization to a specific entity. This allows
continue to send’in AuthData for each command but not have to request the information

4. When M

encrypted. B

b tracking of

the request

the caller to
br cache the

yameters are

5. If the owner pointer is pointing to a delegate row, the TPM internally MUST treat the OSAP session as
a DSAP session

TPM_ET_SRK or TPM_ET_KEYHANDLE with a value of TPM_KH_SRK MUST specify the SRK.

If the entity is tied to PCR values, the PCR’s are not validated during the TPM_OSAP ordinal session
creation. The PCR’s are validated when the OSAP session is used.
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Actions

1. The TPM creates S1 a storage area that keeps track of the information associated with the
authorization.

2. S1 MUST track the following information

a. Protocol identification (i.e. TPM_PID_OSAP)

b. nonceEven

i. Initialized to the next value from the TPM RNG

c. sharpd-seecret

d. ADIR encryption scheme from TPM_ENTITY_TYPE entityType

e. Any pther internal TPM state the TPM needs to manage the session
3. The TPNI MUST create and MAY track the following information

a. nondeEvenOSAP
hitialized to the next value from the TPM RNG

4. The TPM calculates the shared secret using an HMAC calculation-~IThe key for the HMAC|calculation
is the sgcret AuthData assigned to the key handle identified by_entityValue. The input to|the HMAC
calculatipn is the concatenation of nonces nonceEvenOSAP and nonceOddOSAP. The olitput of the
HMAC ¢alculation is the shared secret which is saved_ n“the authorization area assogiated with
authHandle

5. Check |f the ADIP encryption scheme specified. by entityType is supported, if |not return
TPM_INAPPROPRIATE_ENC.

6. If entityTlype = TPM_ET_KEYHANDLE

a. The pntity to authorize is a key held in tfie TPM. entityValue contains the keyHandle that holds the
key.

b. If enfityValue is TPM_KH_OPERATOR return TPM_BAD_HANDLE
7. else if entityType = TPM_ET_OWNER
a. This|value indicates thatithe entity is the TPM owner. entityValue is ignored
b. The HMAC key is the.secret pointed to by ownerReference (owner secret or delegated $ecret)
8. else if entityType = TRM_ET_SRK
a. The pntity to(authorize is the SRK. entityValue is ignored.
9. else if entityType = TPM_ET_COUNTER
a. The entity is a monotonic counter_entityV/alue contains the counter handle
10. else if entityType = TPM_ET_NV
a. The entity is a NV index, entityValue contains the NV index
11. else return TPM_BAD_PARAMETER
12. On each subsequent use of the OSAP session the TPM MUST generate a new nonce value.
13. The TPM MUST ensure that OSAP shared secret is only available while the OSAP session is valid.
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14. The session MUST terminate upon any of the following conditions:

@ = o o

The command that uses the session returns an error

The resource is evicted from the TPM or otherwise invalidated

ISO/IEC 11889-4:2009(E)

The session is used in any command for which the shared secret is used to encrypt an input
parameter (TPM_ENCAUTH)

The TPM Owner is cleared

TPM_ChangeAuthOwner is executed and this session is attached to the owner authorization

The

All
follg

OSAP sessions associated with the delegation table MUST be invalidated when any of the

wing commands execute:

TPM_Delegate_Manage
TPM_Delegate_CreateOwnerDelegation with Increment==TRUE
TPM_Delegate LoadOwnerDelegation
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19.2.1 Actions to validate an OSAP session

Start of informative comment:

This section describes the authorization-related actions of a TPM when it receives a command that has
been authorized with the OSAP protocol.

Many commands use OSAP authorization. The following description is therefore necessarily abstract.

End of informative comment

Actions

1.

On reception of a command with ordinal C1 that uses an authorization session,(the T
perform the following actions:

PM SHALL

2. The TPM MUST have been able to retrieve the shared secret (Shared, say)-of the target ¢ntity when
the authprization session was established with TPM_OSAP. The entity and"its secret must|have been
previoudly loaded into the TPM.

3. The TPM MUST verify that the authorization session handle (H, say) referenced in thg command
points |[to a wvalid session. If it does not, the ~TPM returns the efror code
TPM_INVALID _AUTHHANDLE.

4. The TPM MUST calculate the HMAC (HM1, say) of the.command parameters according to Part 1
Object-Specific Authorization Protocol.

5. The TP SHALL compare HM1 to the AuthData value received in the command. If they afe different,
the TPM returns the error code TPM_AUTHFAIL if:the authorization session is the first sgssion of a
commar|d, or TPM_AUTH2FAIL if the authorization session is the second session of a command., the
TPM exe¢cutes command C1 which produces:\an output (O, say) that requires authentication and uses
a particylar return code (RC, say).

The TPNI SHALL generate the latest version of the even nonce (nonceEven).

The TPM MUST calculate the HMAC (HM2) of the return parameters according to section Part 1
Object-Jpecific Authorization Protocol.

The TPM returns HM2 in thé\parameter list.

The TPM SHALL retrieve-the continue flag from the received command. If the flag is FALSE, the TPM
SHALL terminate thetsession and destroy the thread associated with handle H.

10. If the shared seeret was used to provide confidentiality for data in the received commangl, the TPM
SHALL terminatethe session and destroy the thread associated with handle H.

11. Each timedhat access to an entity (e.g., key) is authorized using OSAP, the TPM MUST
a. ensure that the OSAP shared secret is that derived from the entity using TPM_OSAP
b. validate the PCR values if specified for the entity

i. The TPM SHOULD validate the PCR values before using the shared secret to validate the
command parameters. This prevents a dictionary attack on the shared secret when the PCR
values are invalid for the entity.
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19.3 TPM_DSAP

Start of informative comment:

The TPM_DSAP command creates the authorization session handle using a delegated AuthData value
passed into the command as an encrypted blob or from the internal delegation table. It can be used to
start an authorization session for a user key or the owner.

Identically to TPM_OSAP, it generates a shared secret and generates nonceEven and nonceEvenOSAP.

End of informative comment.

Table 151. TPM_DSAP Incoming Operands and Sizes

PARAM HMAC o
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize.and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DSAP.

4 2 TPM_ENTITY_TYPE entityType The type of delegation information-to use

Key for which delegated authgrity corresponds, or 0 if delegated|owner

514 TPM_KEY_HANDLE keyHandle acfivity. Only relevant if entityVal(ie equals TPM_DELEGATE_KEY_BLOB

6 20 TPM_NONCE nonceOddDSAP The nonce generated HY.the caller associated with the shared s¢cret.

7 4 UINT32 entityValueSize The size of entityValue:

TPM_DELEGATE_KEY_BLOB or TPM_DELEGATE_OWNER_BLOB or
. index MUST\not be empty
8 <> 2S <> BYTE [] entityValue . ) . .
If entityTyp€&'is TPM_ET_DEL_ROW then entityValue is a
TPM\DELEGATE_INDEX
Table 152. TPM_DSAP Outgoing Operands and Sizes
PARAM HvAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 18 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DSAP.

4 4 TPM_AUTHHANDLE authHandle Handle that TPM creates that points to the authorization state.

5 20 TPM_NONGE nonceEven Nonce generated by TPM and associated with session.

6 20 TPM_NONCE nonceEvenDSAP Nonce generated by TPM and associated with shared secret.

Descriptipn

1. The THMLDSAP command allows the creation of an authorization session handle and thg tracking of
the han

2. The TPM has an internal limit on the number of handles that may be open at one time, so the request
for a new handle may fail if there is insufficient space available.

3. The TPM_DSAP allows the binding of a delegated authorization to a specific entity. This allows the
caller to continue to send in AuthData for each command but not have to request the information or
cache the actual AuthData.

4. Each ordinal that uses the DSAP session MUST validate that TPM_PERMANENT_DATA ->

restrictDelegate does not restrict delegation, based on keyHandle -> keyUsage and keyHandle ->

keyFlags, return TPM_INVALID_KEYUSAGE on error.
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5. On each subsequent use of the DSAP session the TPM MUST generate a new nonce value and
check if the ordinal to be executed has delegation to execute. The TPM MUST ensure that the DSAP
shared secret is only available while the DSAP session is valid.

6. When TPM_DSAP is wrapped in an encrypted transport session

a. For input the only parameter encrypted is entityValue

b. For output no parameters are encrypted

7. The DSAP session MUST terminate under any of the following conditions

The command that uses the session returns an error

hched to a key, when the key is evicted from the TPM or otherwise invalidated

session is used in any command for which the shared secret is used to encrypt an input

meter (TPM_ENCAUTH)

TPM Owner is cleared

session explicitly terminated with continueAuth, TPM_Reset of . TPM_FlushSpecific
SAP sessions MUST be invalidated when any of the following commands execute:
PM_Delegate_CreateOwnerDelegation

Vhen Increment is TRUE

PM_Delegate_LoadOwnerDelegation

PM_Delegate_Manage

pe = TPM_ET_DEL_OWNER_BLOB

entityValue parameter contains an owner delegation blob structure.

pe = TPM_ET_DEL_ROW

entityValue parameter contains a row number in the nv Delegation table that shot
e AuthData value.

pe = TPM_DEL_KEY_ BLOB

entityValue parameter contains a key delegation blob structure.

ype ==TPM_ET_DEL_OWNER_BLOB
entityValue to B1 a TPM_DELEGATE_OWNER_BLOB

ate——that——B+——is——a—vati——TPM DELEGATE OWNER BLOB,

TPM_WRONG_ENTITYTYPE on error
Locate B1 -> pub -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicate row,

n TPM_BADINDEX if not found

Set FR to TPM_FAMILY_TABLE.famTableRow[familyRow]
If FR -> flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD

a.
b. If att
c. The
para
d. The
e. TPM
f. The
g. AlID
i T
i. V
ii. T
iv. T
8. entityTyj
a. The
9. entityTyj
a. The
for th
10. entity Tyj
a. The
Actions
1. If entityT]
a. Map
b. Valic
C.
retur
d.
e.
Verif
130

y that B1->verificationCount equals FR -> verificationCount.

| ChangeAuthOwner is executed and this session is attached to the owner authorization

Id be used

return
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g.

j.

2. Else if éntityType == TPM_ET_DEL_ROW

o

g.
3. Else if ¢ntityType == TPM_ET_DEL_KEYZBLOB
a.
b.

a o o

ISO/IEC 11889-4:2009(E)

Validate the integrity of the blob

i. Copy B1 -> integrityDigest to H2

ii. SetB1 ->integrityDigest to all zeros

iii. Create H3 the HMAC of B1 using tpmProof as the secret
iv. Compare H2 to H3 return TPM_AUTHFAIL on mismatch

Create S1 a TPM_DELEGATE_SENSITIVE by decrypting B1 -> sensitiveArea using
TPM_DELEGATE_KEY

Validate S1 values

i. [S1->tagis TPM_TAG_DELEGATE_SENSITIVE
ii. |[Return TPM_BAD DELEGATE on error

Set|A1 to S1 -> authValue

Verfy that entityValue points to a valid row in the delegation table,
Set|D1 to the delegation information in the row.
Set|A1 to D1->authValue.

Lodate D1 -> familylD in the TPM_FAMILY_TABLE and'set familyRow to indicate that row, return
TPM_BADINDEX if not found

Set|FR to TPM_FAMILY_TABLE.famTableRow[familyRow]
If FR -> flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD

Verjfy that D1->verificationCount equals FR -> verificationCount.

Map entityValue to K1 a TPM_DELEGATE_KEY_BLOB

Valldate that K1 is a valid TPM; DELEGATE_KEY_BLOB, return TPM_WRONG_ENT|TYTYPE on
errqr

Lodate K1 -> pub -> familyID in the TPM_FAMILY_TABLE and set familyRow to indicate that row,
retyrn TPM_BADINDEX if not found

Set|FR to TPM_FAMILY_TABLE.famTableRow[familyRow]

If FR -> flags\TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
Verfy thiat-K1 -> pub -> verificationCount equals FR -> verificationCount.

Validate the integrity of the blob

i. Copy K1 -> integrityDigest to H2

i. Set K1 ->integrityDigest to all zeros

iii. Create H3 the HMAC of K1 using tpmProof as the secret

iv. Compare H2 to H3 return TPM_AUTHFAIL on mismatch

Validate that K1 -> pubKeyDigest identifies keyHandle, return TPM_KEYNOTFOUND on error

Create S1 a TPM_DELEGATE_SENSITIVE by decrypting K1 -> sensitiveArea using
TPM_DELEGATE_KEY
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Validate S1 values

S1->tagis TPM_TAG_DELEGATE_SENSTIVE
Return TPM_BAD_DELEGATE on error

k. Set A1to S1-> authValue

Else return TPM_BAD_PARAMETER

Generate a new authorization session handle and reserve space to save protocol identification,
shared secret, pcrinfo, both nonces, ADIP encryption scheme, delegated permission bits and any

other information the TPM needs to manage the session.

Read twp new values from the RNG to generate nonceEven and nonceEvenOSAP.

The TPM calculates the shared secret using an HMAC calculation. The key for the HMAC
is A1. The input to the HMAC calculation is the concatenation of nonces nonceEven
nonceOddOSAP. The output of the HMAC calculation is the shared secref-that is sa
authorization area associated with authHandle.

19.4 TPM_SetOwnerPointer

Start of infgrmative comment:

This command will set a reference to which secret the TPM will ‘'use when executing an oy
related OIAF or OSAP session.

This commgnd should only be used to provide an owner del€gation function for legacy code th

calculation
DSAP and
ved in the

/ner secret

at does not

itself  support delegation. Normally, TPM_STCEKEAR DATA->ownerReference points to
TPM_KH_OWNER, indicating that OIAP and OSAP sessions should use the owner authorization. This
command ajlows ownerReference to point to an index' in the delegation table, indicating tha{ OIAP and
OSAP sessipns should use the delegation authorization.
In use, a TBS supporting delegation would. ¢reate and load the owner delegation and set|the owner
pointer to that delegation. From then on,-a"legacy TSS application would use its OIAP gnd OSAP
sessions with the delegated owner authorization.
Since this gommand is not authorized; the ownerReference is open to DoS attacks. Appligations can
attempt to fecover from a failing ‘owner authorization by resetting ownerReference to an appropriate
value.
End of informative comment!

Table 153. TPM_SetOwnerPointer Incoming Operands and Sizes
PARAM HNIAC

Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_ COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_SetOwnerPointer
4 2 28 2 TPM_ENTITY_TYPE entityType The type of entity in use
5 4 3S 4 UINT32 entityValue The selection value based on entityType
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Table 154. TPM_SetOwnerPointer Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# | sz] # | sz
1 TPM_TAG tag TPM_TAG_RSP_ COMMAND
2 UINT32 paramSize Total number of output bytes
3 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_SetOwnerPointer

Actions
1. Map TRM_STCLEAR_DATA to V1
2. If entityType = TPM_ET_DEL_ROW

a. Thi$ value indicates that the entity is a delegate row. entityValue is a-delegate [ndex in the

del¢gation table.
b. Valldate that entityValue points to a legal row within the delegate table stored within|the TPM. If

c. Log

TPI

d. Set

e. IfF

f. Ven

g. The
h.

3. elseif 6

a. Thi

b. The

not

return TPM_BADINDEX

Set D1 to the delegation information in the row.

I_ BADINDEX if not found.

FR to TPM_FAMILY_TABLE.famTableRow[familyRow]

R -> flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
fy that B1->verificationCount equals FR -> verificationCount.

TPM sets V1-> ownerReference to entityValue

Return TPM_SUCCESS

entityType = TPM_ET_OWNER
5 value indicates that the:entity is the TPM owner. entityValue is ignored.
TPM sets V1-> ownerReference to TPM_KH_OWNER

c. Return TPM_SUCCESS

4. Return

TPM_BAD_RARAMETER
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20. Delegation Commands

201 TP

M_Delegate_Manage

Start of informative comment:

TPM_Delegate Manage is the fundamental process for managing the Family tables,

including

enabling/disabling Delegation for a selected Family. Normally TPM_Delegate Manage must be executed
at least once (to create Family tables for a particular family) before any other type of Delegation command
in that family can succeed.

TPM_Deleg
table is a
privilege to
loading of t
inappropriat
Tables can
his delegate

TPM_Deleg
(1) TPM_FA
belonging to

(2) TPM_FA
installed, orn
TPM_Force
is installed.)

(3) TPM_F

the lastFam{lylD could wrap.

(4) TPM_FA
is returned
malfunction

End of info

ate_Manage is authorized by the TPM Owner if an Owner is installed, because
rivileged Owner operation. If no Owner is installed, TPM_Delegate_Manage f
execute. This does not disenfranchise an Owner, since there is no Owner, an
hbles during platform manufacture or on first-boot. Burn-out of TPM neon<volatile
e use is mitigated by the TPM’'s normal limits on NV-writes in the‘@bsence of
be locked after loading, to prevent subsequent tampering, and only ‘unlocked by
, or the act of removing the Owner (even if there is no Owner).

bte Manage command is customized by opCode:

that family,

MILY_ADMIN can be used to prevent further management of the Tables until a
until the Owner is removed from the TPM. (Note that the Physical Presence
Clear always enables further management, evén if TPM_ForceClear is used wher

AMILY CREATE creates a new family~Sessions are invalidated even in this cas

MILY_INVALIDATE invalidates an‘existing family. The TPM_SELFTEST_FAILED
because the familyRow has+yalready been validated earlier. Failure here i
of the TPM.

‘mative comment.

changing a
equires no
I simplifies
storage by
an Owner.
the Owner,

AMILY_ENABLE enables/disables use of a family and-all the rows of the del¢gate table

h Owner is
command
no Owner

e because

error code
nhdicates a
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Table 155. TPM_Delegate_Manage Incoming Operands and Sizes

return

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_Manage
4 4 28 4 TPM_FAMILY_ID familylD The familyID that is to be managed
5 4 3s 4 TPM_FAMILY_OPERATION opCode Operation to be performed by this command.
6 4 43 4 BHNF32 pBataSize——Size-inbytesofepbBeate
7 <> 59 <> BYTE[] opData Data necessary to implement opCode
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner-autheptication.
2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM\t6 cover inpyts
9 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated-with authHandIF
10 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session hanlile
11 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 156. TPM_Delegate_Manage Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM~TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total humber of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation
29 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_Manage
4 4 39 4 UINT32 retDataSize Size in bytes of retData
5 <> 49 <> BYTE[] retData Returned data
6 20 2HII 20 TPM_NONCE noncéEven Even nonce newly generated by TPM to cover outputs
3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Action
1. If opCode != TPM_FAMILY _CREATE
a. Lodate familylD in the TPM_FAMILY TABLE and set familyRow to indicate [row,
TPM_BABINDEX if not found
b. Set|FR,a TPM_FAMILY_TABLE_ENTRY, to TPM_FAMILY_TABLE. famTableRow [fgmilyRow]

2. Iftag=TPM_TAG_RQU_AUTH1_COMMAND

a. Validate the command and parameters using ownerAuth, return TPM_AUTHFAIL on error

b.

If the command is delegated (authHandle session type is TPM_PID_DSAP or through
ownerReference delegation)

i. If opCode=TPM_FAMILY_CREATE

1.

ii. Else

1.

The TPM MUST ignore familylD

TPM_DELEGATE_FAMILY on error

© ISO/IEC 2009 — All rights reserved
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3. Else
a. If TPM_PERMANENT_DATA -> ownerAuth is valid, return TPM_AUTHFAIL

b. If opCode != TPM_FAMILY_CREATE and FR -> flags -> TPM_DELEGATE_ADMIN_LOCK is
TRUE, return TPM_DELEGATE_LOCK

c. Validate max NV writes without an owner
i. SetNV1to TPM_PERMANENT_DATA -> noOwnerNVWrite
ii. Increment NV1 by 1

iv. §et TPM_PERMANENT_DATA -> noOwnerNVWrite to NV1
4. The TPN invalidates sessions
a. MUST invalidate all DSAP sessions
b. MUST invalidate all OSAP sessions associated with the delegation table
c. MUST set TPM_STCLEAR_DATA -> ownerReference to TPM_KH, OWNER

d. MAY invalidate any other session

i. et F2 -> tag to TPM_TAG_FAMILY, TABLE_ENTRY
ii. Set F2 ->familyLabel to opData
d. Incrgment TPM_PERMANENTCDATA -> lastFamilylD by 1
Set k2 -> familylD = TPM_PERMANENT_DATA -> lastFamilylD
Set 2 -> verificationGount = 1
Set k2 -> flags -> TPM_FAMFLAG_ENABLED to FALSE
Set k2 -> flags,~> TPM_DELEGATE_ADMIN_LOCK to FALSE
Set retDataSize = 4
j- Set netData = F2 -> familylD
k. Return TPM_SUCCESS
6. If authHandle is of type DSAP then continueAuthSession MUST set to FALSE
If opCode == TPM_FAMILY_ADMIN
a. Validate that opDataSize == 1, and that opData is a Boolean value.
b. Set (FR->flags -> TPM_DELEGATE_ADMIN_LOCK) = opData
c. SetretDataSize =0
d. Return TPM_SUCCESS

N )]

= @
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8. else If opCode == TPM_FAMILY_ENABLE
a. Validate that opDataSize == 1, and that opData is a Boolean value.
b. Set FR ->flags-> TPM_FAMFLAG_ENABLED = opData
c. SetretDataSize =0
d. Return TPM_SUCCESS
9. else If opCode == TPM_FAMILY_INVALIDATE
a. Invalidate all data associated with familyRow
i. [Tdata is all information poinied 0 by FR
ii. [return TPM_SELFTEST_FAILED on failure
b. Set|retDataSize =0
c. Return TPM_SUCCESS
10. Else refurn TPM_BAD_PARAMETER

20.2 TPM_Delegate_CreateKeyDelegation
Start of informative comment:
This command delegates privilege to use a key by creating a bleb'that can be used by TPM_L

There is n® check for appropriateness of the key’s key usage against the key permission sg
key usage |s incorrect, this command succeeds, but the delegated command will fail.

These blo)s CANNOT be used as input data for TPM.LoadOwnerDelegation because the i
delegate tgble can store owner delegations only.

(TPM_Delggate CreateOwnerDelegation musthe used to delegate Owner privilege.)

End of informative comment

able 157. TPM_Delegate  CreateKeyDelegation Incoming Operands and Size's

SAP.
ttings. If the

nternal TPM

PARAM tI-IMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM<€QMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_CreateKeyDeledation.
4 4 TPM, KEY_HANDLE keyHandle The keyHandle identifier of a loaded key.
5 <> 29 <> TPM_DELEGATE_PUBLIC publicinfo The public information necessary to fill in the blob
o | 20 | of o | remencaum L1 St uhData o e Dot T encrptn ey s e
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorization
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
R R sz session dgest it auhorze he use o

© ISO/IEC 2009 — All rights reserved
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Table 158. TPM_Delegate_CreateKeyDelegation Outgoing Operands and Sizes

PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_CreateKeyDelegation
4 4 3S 4 UINT32 blobSize The length of the returned blob
5 | o | as EPM_DELEGATE_KEY_BLO i The-partialy-onerypiod-delogat
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag. Fixed value of FALSE
8 20 TPM_AUTHDATA resAuth The. authorization session digest for the réeturned parameterg. HMAC
key: key.usageAuth
Description
1. The use|restrictions that may be present on the key pointed to by(keyHandle are not enforgced for this
commar]d. Stated another way, TPM_CreateKeyDelegation is not-a use of the key.
Action
1. Verify AlithData for the command and parameters using’/privAuth
2. Locate publiclnfo -> familylD in the TPM_FAMILY.-TABLE and set familyRow to indicate [row, return

TPM_BADINDEX if not found
3. If the kgy authentication is in fact a delegation, then the TPM SHALL validate the compmand and
parameters using Delegation authorization;then
a. Validate that authHandle %> familyID equals publicinfo -> familylD return
TPM_DELEGATE_FAMILY on etror
b. If |TPM_FAMILY _TABLE.famTableRow[ authHandle -> familyID] -> |[flags ->
delegated.
ANDLE on
Create h1 the SHA-1 of TPM_STORE_PUBKEY structure of the key pointed to by keyHandle
8. Create M1 a TPM_DELEGATE_SENSITIVE structure
a. Set M1 ->tagto TPM_TAG_DELEGATE_SENSITIVE
b. Set M1 ->authValue to a1
c. The TPM MAY add additional information of a sensitive nature relative to the delegation
9. Create M2 the encryption of M1 using TPM_DELEGATE_KEY
138 © ISO/IEC 2009 — Al rights reserved
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10. Create
Set
Set
Set
Set
Set

-~ o oo T
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P1a TPM_DELEGATE_KEY_BLOB

P1->tag to TPM_TAG_DELG_KEY_BLOB

P1 -> pubKeyDigest to H1

P1 -> pub to Publiclnfo

P1 -> pub -> verificationCount to familyRow -> verificationCount

P1 -> integrityDigest to all zeros

The TPM sets additionalArea and additionalAreaSize appropriate for this TPM. The information

the TPM to

MAY-include Q\J/mmnfrir\ \VA Q\J/mmnfrir\ mode of nnr‘r\/pfinn and-other data that allow

pro

g. Set

h. Set
11. Calculzg
12. Set P1
13. Ignore
14.

20.3 TI
Start of inf

TPM_Dele
ordinals,
TPM_Dele

TPM_Dele
incrementi
delegation
delegation
or local ho
Normally

TPM_Dele
delegation

If the verifi
ordinals) a
and delegd

(TPM_Delg

Return

cess the blob in the future.

P1 -> sensitiveSize to the size of M2

P1 -> sensitiveArea to M2

te H2 the HMAC of P1 using tpmProof as the secret

-> integrityDigest to H2

continueAuthSession on input set continueAuthSession to FAKSE on output
P1 as blob

PM_Delegate_CreateOwnerDelegation

ormative comment:

jate_CreateOwnerDelegation delegates the-'Owner’s privilege to use a set @
Dy creating a blob. Such blobs can" be used as
pate_LoadOwnerDelegation.

jate_CreateOwnerDelegation includes the ability to void all
ng the verification count) before“creating the new delegation. This ensures t
will be the only delegation<that can operate at Owner privilege in this famil
could be used to enable a“security monitor (a local separate entity, or remote sef

the ordinals for a delegated security monitor would
pate_CreateOwnerDelegation (this command) in order to permit the monitor to ¢
5, and TPM_Delegate UpdateVerification to reactivate some previously voided dele

all, or uses-an authorization value that is then discarded, this family’s delegationg
tion must’be managed using actual Owner authorization.

gate-CreateKeyDelegation must be used to delegate privilege to use a key.)

f command

input data for TPNI_DSAP or

existing delegations (by

at the new
V. This new
arate entity,

5t entity) to reinitialize a-family and perhaps perform external verification of delegafion settings.

include
reate further
gations.

cation count is‘incremented and the new delegation does not delegate any privilgges (to any

are all void

End of inf
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Table 159. TPM_Delegate_CreateOwnerDelegation Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_CreateOwnerDelegation.
4 1 28 1 BOOL increment Flag dictates whether verificationCount will be incremented
5 <> 3S <> TPM_DELEGATE_PUBLIC publicinfo The public parameters for the blob
6 20 4S on | ton cneanTl A The encrypted new AuthData for the blob. The encryption key is the
= shared secret from the OSAP protocol.
7 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authenticatign
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
10 20 TPM_AUTHDATA ownerAuth The authorization session digest. HMAC key:ownerAuth
Tﬁble 160. TPM_Delegate_CreateOwnerDelegation Outgoing/Operands and Sizgs
PARAM HI\|4AC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG: RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Totahnumber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_CreateOwnerDelegation
4 4 38 4 UINT32 blobSize The length of the returned blob
5 <> 4S <> EE('\DAEDELEGATE—OWNER— blob The partially encrypted delegation information.
6 20 2H1 20 TPM_NONCE nongeEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag. Fixed value of FALSE
8 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameterg. HMAC
- key: ownerAuth
Action
1. The TPM SHADL- authenticate the command using TPM_Owner-Authentication. Return
TPM_AUTHFAIL on failure.
2. Locate publicinfo -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicgte the row
return TPMvBADINDEX if not found
a. Set FRto TPM_FAMILY_TABLE.famTableRow[familyRow]
3. Ifthe TPM_Owner-Authentication is in fact a delegation
a. Validate that authHandle -> familyID equals publicinfo -> familylD return

TPM_DELEGATE_FAMILY on error
b. If FR ->flags -> TPM_FAMFLAG_ENABLED is FALSE, return error TPM_DISABLED_CMD.

c. Verify that the delegation bits in publicinfo do not grant more permissions then currently delegated.
Otherwise, return error TPM_AUTHFAIL.

140
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12.
13.
14.
15.
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Check that publicinfo -> delegateType is TPM_DEL_OWNER_BITS
5. Verify that authHandle indicates an OSAP or DSAP session return TPM_INVALID_AUTHHANDLE on

error

If increment == TRUE

a. Increment FR -> verificationCount

b. Set

TPM_STCLEAR_DATA-> ownerReference to TPM_KH_OWNER

c. The TPM invalidates sessions

MUST invalidate all DSAP sessions

i

iii.
Create
Create
a. Set
b. Set
c. Set

Create

. Create

Set
Set
Set
Set
Set
Set

-~ 0 Qo0 T ®

. The TH

include
the blo

Create
Set B1

Ignore

MUST invalidate all OSAP sessions associated with the delegation table
MAY invalidate any other session

a1 by decrypting delAuth according to the ADIP indicated by authHandle!
M1 a TPM_DELEGATE_SENSITIVE structure

M1 ->tag to TPM_TAG_DELEGATE_SENSITIVE

M1 -> authValue to a1

other M1 fields as determined by the TPM vendor

M2 the encryption of M1 using TPM_DELEGATE_KEY

B1a TPM_DELEGATE_OWNER_BLOB

B1->tagto TPM_TAG_DELG_OWNER_BLOB

B1 -> pub to publicinfo

B1 -> sensitiveSize to the size of M2

B1 -> sensitiveArea to M2

B1 -> integrityDigest to all zeros

B1 -> pub -> verification€ount to FR -> verificationCount

M sets additionalArea.and additionalAreaSize appropriate for this TPM. The infor

b in the future.
H1 the HMAE of B1 using tpmProof as the secret
-> integrityDigest to H1

continueAuthSession on input set continueAuthSession to FALSE on output

mation MAY

symmetric IV, symmetric mode of encryption and other data that allows the TPNI to process

Return

nd [
DT do UIUD
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20.4 TPM_Delegate_LoadOwnerDelegation

Start of informative comment:

This command
TPM_Delegate LoadOwnerDelegation can be used during manufacturing or on first boot (when no Owner
is installed), or after an Owner is installed. If an Owner is installed, TPM_Delegate LoadOwnerDelegation
requires Owner authorization, and sensitive information must be encrypted.

loads a delegate table

row blob

into a non-volatile delegate

table

row.

Burn-out of TPM non-volatile storage by inappropriate use is mitigated by the TPM’s normal limits on NV-
writes in the absence of an Owner. Tables can be locked after loading using TPM_Delegate _Manage, to
prevent subsequent tampering.

A managenlent system outside the TPM is expected to manage the delegate table rows-stgred on the
TPM, and CJ:n overwrite any previously stored data.
This commgnd cannot be used to load key delegation blobs into the TPM

End of informative comment.

Table 161. TPM_Delegate_LoadOwnerDelegation Incoming Operands and Size$
PARAM HYAC L
Type Name Description

# Sz # Y4

1 2 TPM_TAG tag TPM_TAG_RQU,AUTH1_COMMAND

2 4 UINT32 paramSize Total numberof input bytes incl. paramSize and tag

3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal=JPM_ORD_Delegate_LoadOwnerDelegation
4 4 3S 4 TPM_DELEGATE_INDEX index The ndex of the delegate row to be written

5 4 4S 4 UINT32 blobSize The size of the delegate blob

6 <> 58 <> ;Pgll_—gBELEGATE—OWNE blob Delegation information, including encrypted portions as appropriate
7 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authenticatign

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

8 20 3H1 20 TPM_NONCE nonceQdd Nonce generated by system associated with authHandle

9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle

10 20 TPM_AUTHDATA ownerAuth The authorization session digest. HMAC key:ownerAuth
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Table 162. TPM_Delegate_LoadOwnerDelegation Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_LoadOwnerDelegation

5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H 20| TPVM_NONCE nonceoad NOTCE Generated by SyStem associated with authHandie |
6 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization HMAC key: ownerAuth.
Actions
1. Map blpb to D1 a TPM_DELEGATE_OWNER_BLOB.
a. Valldate that D1 ->tag == TPM_TAG_DELEGATE_OWNER_BLOB
2. Locate|D1 -> pub -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicate row, return
TPM_BADINDEX if not found
Set FR[to TPM_FAMILY_TABLE -> famTableRow[familyRow]
4. If TPM Owner is installed
a. Valldate the command and parameters using TPM_Owner-Authentication, return TPM_AUTHFAIL
on grror
b. If fhe command is delegated (authHandle session type is TPM_PID_DSAP |or through
ownerReference delegation), verify that'D1 -> pub -> familylD matches authHandle ->|familylD, on
errgr return TPM_DELEGATE_FAMILY
5. Else
a. Iftggis not TPM_TAG_RQU-EOMMAND, return TPM_AUTHFAIL
b. If FR ->flags -> TPM_DELEGATE_ADMIN_LOCK is TRUE return TPM_DELEGATE_LOCK
c. Valldate max NV writes without an owner
i. [Set NV1to PD.-> noOwnerNVWrite
ii. [Increment‘NV1 by 1
ii. [If Nv1\> TPM_MAX_NV_WRITE_NOOWNER return TPM_MAXNVWRITES
iv. [Set’PD -> noOwnerNVWrite to NV1
6. If FR ->flags -> TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
If TPM Owner is installed, validate the integrity of the blob
a. Copy D1 -> integrityDigest to H2
b. Set D1 -> integrityDigest to all zeros
c. Create H3 the HMAC of D1 using tpmProof as the secret
d. Compare H2 to H3, return TPM_AUTHFAIL on mismatch
8. If TPM Owner is installed, create S1 a TPM_DELEGATE_SENSITIVE area by decrypting D1 ->

sensitiveArea using TPM_DELEGATE_KEY. Otherwise set S1 = D1 -> sensitiveArea

© IS0/l
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9. Validate S1

a. Validate that S1 -> tag
TPM_INVALID_STRUCTURE on error

10. Validate that index is a valid value for delegateTable, return TPM_BADINDEX on error

TPM_TAG_DELEGATE_SENSITIVE

11. The TPM invalidates sessions
a. MUST invalidate all DSAP sessions

b. MUST invalidate all OSAP sessions associated with the delegation table

return

c. MAY4nvalidate any other session

La to the delegate table row

12. Copy da
a. Copy the TPM_DELEGATE_PUBLIC from D1 -> pub to TPM_DELEGATE_
delRpwl[index] -> pub.
b. Copy the TPM_SECRET from S1 -> authValue to TPM_DELEGATE_TABLE -> delRo
auth)yalue.
c. Set TPM_STCLEAR_ DATA-> ownerReference to TPM_KH_OWNER
d. If authHandle is of type DSAP then continueAuthSession MUST set to FALSE
13. Return TPM_SUCCESS
20.5 TPM_Delegate_ReadTable
Start of infgrmative comment:
This commgnd reads from the TPM the public contents of the family and delegate tables that
on the TPM] Such data is required during externalwerification of tables.
There are np restrictions on the execution of this command; anyone can read this information

of the state
whether or 1

pf the PCRs, regardless of whether they know any specific AuthData value and re
ot the enable and admin bits*are set one way or the other.

TABLE

->

wlindex] ->

are stored

regardless
gardless of

End of informative comment.
Table 163. TPM.Delegate_ReadTable Incoming Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT82 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TFRPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_ReadTable
Table 164. TPM_Delegate_ReadTable Outgoing Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_ReadTable
4 4 38 4 UINT32 familyTableSize Size in bytes of familyTable
5 <> 4S <> BYTE[] familyTable Array of TPM_FAMILY_TABLE_ENTRY elements
6 4 58 4 UINT32 delegateTableSize Size in bytes of delegateTable
7 < | ss « | ByTEQ delegateTable Array of TPM_DELEGATE_INDEX and TPM_DELEGATE_PUBLIC
elements
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Actions
1. Set

familyTableSize  to
sizeof(TPM_FAMILY_TABLE_ELEMENT).

Copy the valid entries in the internal family table to the output array familyTable

number  of

ISO/IEC 11889-4:2009(E)

valid families on the

TPM

times

Set delegateTableSize to the number of valid delegate table entries on the TPM times
(sizeof(TPM_DELEGATE_PUBLIC) + 4).

4. For each valid entry
a. Write the TPM_DELEGATE_INDEX to delegateTable
b. Copy the TPM_DELEGATE_PUBLIC to delegateTable

5. Return|TPM_SUCCESS

20.6 TPM_Delegate_UpdateVerification

Start of informative comment:

TPM_UpdateVerification sets the verificationCount in an entity (a blob or 'a_delegation row) tc

b the current

family valug, in order that the delegations represented by that entity will-continue to be acceépted by the
TPM.

End of infprmative comment.

Table 165. TPM_Delegate_UpdateVerification‘lhcoming Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and taP

3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DeIegate_UpdateVerificlation

4 4 29 4 UINT32 inputSize The size of inputData

) TPM_DELEGATE_KEY_BLOB or
5113 | <= |BTE inputData TPM_DELEGATE_OWNER_BLOB or TPM_DELEGATE_INDEX
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner autheptication.
2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

7 20 3H|I 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandIF

8 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session hanlile

9 20 TPM_AUTHDATA ownerAuth Authorization HMAC key: ownerAuth.
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Table 166. TPM_Delegate_UpdateVerification Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# | sz # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_UpdateVerification
4 4 3S 4 UINT32 outputSize The size of the output
s || s[= [ Tov PELEGATE ORER PLos
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with atithHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still.active
8 20 TPM_AUTHDATA resAuth 1’2; 21\1;22&233]0& session digest for,the feturned parameterg. HMAC
Actions
1. Verify the TPM Owner, directly or indirectly through delegation, authorizes the command and
parametgrs, on error return TPM_AUTHFAIL
2. Determine the type of inputData (TPM_DELEGATE_TABLE_ROQW or
TPM_DELEGATE_OWNER _BLOB or TPM_DELEGATE.KEY_ BLOB) and map D1 to that structure
a. Mapping to TPM_DELEGATE_TABLE_ROW, requires taking inputData as a tablgIndex and
locating the appropriate row in the table
3. If D1is p TPM_DELEGATE_OWNER_BLOB or TPM_DELEGATE_KEY_BLOB, validate the integrity
of D1
a. Copy D1 -> integrityDigest to H2
b. Set D1 -> integrityDigest to all zeros
c. Cregte H3 the HMAC of D1(using tpmProof as the secret
d. Compare H2 to H3 returnn"TPM_AUTHFAIL on mismatch
4. Locate (P1 -> pub -> famitylD) in the TPM_FAMILY_TABLE and set familyRow to indicate [row, return
TPM_BADINDEX if not-found
Set FR tp TPM_FAMILY_TABLE.famTableRow[familyRow]
. If delegated; verify that family of the delegated Owner-auth is the same as D1: (authHandle ->
familylD) ==(D1 -> pub -> familylD); otherwise return error TPM_DELEGATE_FAMILY
7. If delegated, verify that the family of the delegated Owner-auth is enabled: if (authHandle -> familyID -

> flags TPM_FAMFLAG_ENABLED) is FALSE, return TPM_DISABLED_CMD
Set D1 -> verificationCount to FR -> verificationCount

If D1 is a TPM_DELEGATE_OWNER_BLOB or TPM_DELEGATE_KEY_BLOB set the integrity of D1
a. Set D1 -> integrityDigest to all zeros

b. Create H1 the HMAC of D1 using tpmProof as the secret
c. Set D1 -> integrityDigest to H1

10. If D1 is a blob recreate the blob and return it
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20.7 TPM_Delegate VerifyDelegation

Start of informative comment:

TPM_VerifyDelegation interprets a delegate blob and returns success or failure, depending on whether
the blob is currently valid. The delegate blob is NOT loaded into the TPM.

End of informative comment.

ISO/IEC 11889-4:2009(E)

Table 167. TPM_Delegate_VerifyDelegation Incoming Operands and Sizes

PARAM HMAC o
Type Name Description
# Sz # Y4
1 2 TTIVI_TACT lag TTIVI_TAGO_NNWJU_UUNVIVIAIND
2 4 UINT32 paramSize Total number of input bytes including paramSize and-tag
3 4 19 TPM_COMMAND_CODE ordinal Command ordinal, TPM_Delegate_VerifyDelegation
4 4 29 UINT32 delegationSize The length of the delegated information blob
) TPM_DELEGATE_KEY_BLOB or
5113 | < |BTEI delegation TPM_DELEGATE_OWNER_BLOB
Table 168. TPM_Delegate_VerifyDelegation Outgoing Operands and Sizes
PARAM HMAC i s
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of‘ettput bytes including paramSize and tag
3 19 TPM_RESULT returnCode The return code of the operation.
29 TPM_COMMAND_CODE ordinal Command ordinal, TPM_Delegate_VerifyDelegation
Actions

1. Determline the type of blob, If delegation -> tagkis' equal to TPM_TAG_DELGATE_OW

then

a. Map D1 aTPM_DELEGATE_OWNER_BLOB to delegation
2. Else if gelegation -> tag = TPM_TAG_DELEG_KEY_BLOB

a. Map D1 a TPM_DELEGATE_KEY.UBLOB to delegation
3. Else rejurn TPM_BAD_PARAMETER

4. Locate| D1 -> familylD in the) TPM_FAMILY_TABLE and set familyRow to indicate
TPM_BADINDEX if not found

5. Set FR|to TPM_FAMILY_TABLE.famTableRow[familyRow]
6. If FR -% flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD

7. Validate that D> pub -> verificationCount matches FR -> verificationCount, on misr

TPM_HAMILYCOUNT
8. Validate the-integrity of D1

NER_BLOB

row, return

natch return

a. CopyDt=>integrityDigestto+2

b. Set D1 -> integrityDigest to all zeros
c. Create H3 the HMAC of D1 using tpmProof as the secret
d. Compare H2 to H3 return TPM_AUTHFAIL on mismatch

9. Create S1 a TPM_DELEGATE_SENSITIVE area by decrypting D1

TPM_DELEGATE_KEY
10. Validate S1 values
a. S1->tagis TPM_TAG_DELEGATE_SENSTIVE

b. Return TPM_BAD_PARAMETER on error

11. Return TPM_SUCCESS
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21. Non-volatile Storage
Start of informative comment:

This section handles the allocation and use of the TPM non-volatile storage.
End of informative comment.

If nvindex refers to the DIR, the TPM ignores actions containing access control checks that have no
meaning for the DIR. The TPM only checks the owner authorization.
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21.1 TPM_NV_DefineSpace

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This establishes the space necessary for the indicated index. The definition will include the access
requirements for writing and reading the area.

The space definition size does not include the area needed to manage the space.

Setting TPM_PERMANENT_FLAGS -> nvLocked TRUE when it is already TRUE is not an error.

End of infprmative comment.
Table 169. TPM_NV_DefineSpace Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes-including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV,¢DefineSpace
4 <> 29 <> TPM_NV_DATA_PUBLIC publnfo The public paramétets' of the NV area
5 20 a9 20 TPM_ENCAUTH encAuth l’Ssszgireyr?ttz%tAhgtlinE;?:ﬁ only valid if the attributes requife
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for ownerAuth
2HII 20 TPM_NONCE authLastNonceEven Eyen/nonce previously generated by TPM to cover input
7 20 3H|I 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handlg
9 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
Table 170. TPM_NV_DefineSpace Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tap
3 4 19 4 TPM_RESULF returnCode The return code of the operation.
29 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_DefineSpace
4 20 2H|I 20 | TPM,NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|I 20 J (TPM:NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H|1 1 BOOL continueAuthSession Continue use flag, fixed to FALSE
6 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
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Actions

1.

150

If publnfo -> nvindex == TPM_NV_INDEX_LOCK and tag = TPM_TAG_RQU_COMMAND
a. If publnfo -> dataSize is not 0, the command MAY return TPM_BADINDEX.

b. Set TPM_PERMANENT_FLAGS -> nvLocked to TRUE

c. Return TPM_SUCCESS

If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks except for the Max

NV writes are ignored

a. Ignored checks include physical presence, authorization, 'D' bit check, bGlobalLock, no

authprization with a TPM owner present, bWriteSTClear, and the check that publinfo -
0 in Action 5.c. (the no-authorization case).

i. he check that publnfo -> dataSize is 0 is still enforced in Action 6.f. (returning afte
reviously defined storage area) and Action 9.f. (not allowing a space of sjzé 0 to be

ii. The check for publnfo -> nvindex == TPM_NV_INDEXO in Action 3. is:nhot ignored.
If publnfp -> nvindex has the D bit (bit 28) set to a 1 or publnfo -> nvindex == TPM_NV_IN[
a. Return TPM_BADINDEX

b. The P bit specifies an index value that is set in manufacturing‘and can never be delete
to the TPM

c. Index value TPM_NV_INDEXO is reserved and cannot be defined
If tag = TPM_TAG_RQU_AUTH1_COMMAND then

dataSize is

r deleting a
defined).

DEXO then

d or added

a. The [TPM MUST validate the command and parameters using the TPM_Owner-Authentiication and

ownegrAuth, on error return TPM_AUTHFAIL
b. authHandle session type MUST be OSAP,
c. Cregte A1 by decrypting encAuth according to the ADIP indicated by authHandle.
else
a. Validate the assertion of physicalpresence. Return TPM_BAD_PRESENCE on error.
b. If TAM Owner is present thenreturn TPM_OWNER_SET.

c. If puplnfo -> dataSize is\0 then return TPM_BAD_DATASIZE. Setting the size to 0 rej
attempt to delete the vvalue without TPM_Owner-Authentication.

d. Validate max NV Wwrites without an owner
i. JetNV1toTPM_PERMANENT_ DATA -> noOwnerNVWrite
ii. Increment NV1 by 1

resents an

iii. HNVA >TPM_MAX_NV_WRITE_NOOWNER return TPM_MAXNVWRITES

iv. Set TPM_PERMANENT_DATA -> noOwnerNVWrite to NV1

e. Set A1 to encAuth. There is no nonce or authorization to create the encryption string,
AuthData value is passed in the clear

If publnfo -> nvindex points to a valid previously defined storage area then
a. Map D1 a TPM_NV_DATA_SENSITIVE to the storage area
b. If D1 -> attributes specifies TPM_NV_PER_GLOBALLOCK then
i. IfTPM_STCLEAR_FLAGS -> bGlobalLock is TRUE then return TPM_AREA_LOCK
c. If D1 -> attributes specifies TPM_NV_PER_WRITE_STCLEAR
i. If D1 -> publnfo -> bWriteSTClear is TRUE then return TPM_AREA_LOCKED

hence the

ED
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f.

ISO/IEC 11889-4:2009(E)

Invalidate the data area currently pointed to by D1 and ensure that if the area is reallocated no

resi

dual information is left

The TPM invalidates authorization sessions

MUST invalidate all authorization sessions associated with D1

MAY invalidate any other authorization session

If publnfo -> dataSize is 0 then return TPM_SUCCESS

7. Parse publnfo -> pcrinfoRead

date pr\rlnfnli’nari structure on error return TPM_INVALID STRUCTURE

\Validation includes proper PCR selections and locality selections

ublnfo -> pcrinfoWrite

date pcrinfoWrite structure on error return TPM_INVALID_STRUCTURE
\Validation includes proper PCR selections and locality selections
CrinfoWrite -> localityAtRelease disallows some localities

Set writeLocalities to TRUE

Set writeLocalities to FALSE

e that the attributes are consistent

TPM SHALL ignore the bReadSTClear, bWriteSTClear and bWriteDefine attributg
cution of this command

PM_NV_PER_OWNERWRITE is TRUE and TPM_NV_PER_AUTHWRITE is T
1_AUTH_CONFLICT

'PM_NV_PER_OWNERREAD..is TRUE and TPM_NV_PER_AUTHREAD is T
I AUTH_CONFLICT

TPM_NV_PER_OWNERWRITE and TPM_NV_PER_AUTHWRIT
1 NV_PER_WRITEDEFINE and TPM_NV_PER_PPWRITE and writeLocalities are

Return TPM_PER_NOWRITE
date publnfo.->nvindex

Make sure‘that the index is applicable for this TPM. Return TPM_BADINDEX on ¢
index is-platform and context sensitive. That is, attempting to validate an ing
successful in one configuration and invalid in another configuration. The indi

s during the

RUE return

RUE return

E and
all FALSE

error. A valid
lex may be
Vidual index

vallues MUST indicate if there are any restrictions on the use of the index.

TPM_NV_INDEX_DIR is always an invalid defined index.

If dataSize is 0 return TPM_BAD_ PARAM_SIZE
Create D1 a TPM_NV_DATA_SENSITIVE structure

a. Val
i.
8. Parse |
a. Val
i.
b. Ifp
i.
c. Els
i.
9. Validat
a. The
exe
b. If T
TP
c. If 1
TP
d. If
TP
i.
e. Val
i.
ii.
f.
10.
a. Set
b. Set
c. Set
d. Set
e. Set

D1 -> publnfo to publnfo

D1 -> authValue to A1

D1 -> publnfo -> bReadSTClear to FALSE
D1 -> publnfo -> bWriteSTClear to FALSE
D1 -> publinfo -> bWriteDefine to FALSE
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11. Validate that sufficient NV is available to store D1 and publinfo -> dataSize bytes of data
a. Return TPM_NOSPACE if pubinfo -> dataSize is not available in the TPM

12. If publnfo -> nvindex is not TPM_NV_INDEX_TRIAL

a. Reserve NV space for publnfo -> dataSize

b. Set all bytes in the newly defined area to OxFF

13. Ignore continueAuthSession on input and set to FALSE on output

14. Return TPM_SUCCESS

21.2 TPM_NV_WriteValue

Start of informative comment:

This command writes the value to a defined area. The write can be TPM @©wner au
unauthorize¢d and protected by other attributes and will work when no TPM Owner; i present.

The action

End of informative comment.

setting bGlobalLock to TRUE is intentionally before the action checking
authorization. This allows code (e.g., a BIOS) to lock NVRAM without knowing the owner authg

Table 171. TPM_NV_WriteValue Incoming Operands and Sizes

horized or

the owner
rization.

PARAM HNYAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_WriteValue
4 4 28 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 38 4 UINT32 offset The offset into the NV Area
6 4 48 4 UINT32 dataSize The size of the data parameter
7 <> 58 <> BYTE data The data to set the area to
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for TPM Owner
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 TPM_NONCE authNonceOdd Nonce generated by caller
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
Table 172. TPM_NV_WriteValue Outgoing Operands and Sizes
PARAM HI‘fIAC T L.
ype Name Description
# Sz # [Csr
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_WriteValue
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE authNonceOdd Nonce generated by caller
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active

TPM_AUTHDATA

ownerAuth

The authorization session digest HMAC key: ownerAuth
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Actions

1.

If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks except for the max
NV writes are ignored

a. lIgnored checks include physical presence, authorization, TPM_NV_PER_OWNERWRITE, PCR,
bWriteDefine, bGlobalLock, bWriteSTClear, and locality.

b. TPM_NV_PER_AUTHWRITE is not ignored.

If nvindex is TPM_NV_INDEXO then

a. If dataSize is not 0, the TPM MAY return TPM_BADINDEX.
b. Set{TPM_STCLEAR_FLAGS -> bGlobalLock to TRUE

c. Return TPM_SUCCESS

Locate| and set D1 to the TPM_NV_DATA AREA that correspondsy-to nvindex, return
TPM_BADINDEX on error

a. Ifnyindex = TPM_NV_INDEX_DIR, set D1 to TPM_PERMANENT_DATA -> authDir[0]
If D1 -5 permission -> TPM_NV_PER_AUTHWRITE is TRUE return TPM_AUTH_CONFLICT
If tag =|TPM_TAG_RQU_AUTH1_COMMAND then
a. If D{ -> permission -> TPM_NV_PER_OWNERWRITE is¢FALSE return TPM_AUTH_CGONFLICT

b. Valldate command and parameters using ownerAuth’yHMAC with TPM_Owner-Authéntication as
thesecret, return TPM_AUTHFAIL on error

Else
a. IfDjt -> permission -> TPM_NV_PER_OWNERWRITE is TRUE return TPM_AUTH_CONFLICT
b. If np TPM Owner validate max NV writes\without an owner

i. [SetNV1to TPM_PERMANENT-DATA -> noOwnerNVWrite

ii. [Increment NV1 by 1

ii. If NV1>TPM_MAX_NV-WRITE_NOOWNER return TPM_MAXNVWRITES

iv. [Set TPM_PERMANENT_DATA -> noOwnerNVWrite to NV1

Check [that D1 -> pcrinfoWrite -> localityAtRelease for TPM_STANY_DATA -> localifyModifier is
TRUE

a. For| example/~if TPM_STANY_DATA -> localityModifier was 2 then D1 ->| pcrinfo ->
locdlityAtRelease -> TPM_LOC_TWO would have to be TRUE

b. Onlerrorreturn TPM_BAD LOCALITY

If D1 ->—attributes specifies TPM_NV_PER_PPWRITE then validate physical presence is asserted if
not return TPM_BAD_PRESENCE

If D1 -> attributes specifies TPM_NV_PER_WRITEDEFINE
a. If D1 -> bWriteDefine is TRUE return TPM_AREA_LOCKED

10. If D1 -> attributes specifies TPM_NV_PER_GLOBALLOCK

a. If TPM_STCLEAR_DATA -> bGlobalLock is TRUE return TPM_AREA_LOCKED

11. If D1 -> attributes specifies TPM_NV_PER_WRITE_STCLEAR

a. If D1 ->bWriteSTClear is TRUE return TPM_AREA_LOCKED
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12. If D1 -> pcrinfoWrite -> pcrSelection specifies a selection of TPM_STCLEAR_DATA -> PCRJ]

a. Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCR[] specified by D1 ->
pcrinfoWrite

b. Compare P1 to D1 -> pcrinfoWrite -> digestAtRelease return TPM_WRONGPCRVAL on mismatch
13. If dataSize = 0 then
a. Set D1 ->bWriteSTClear to TRUE

b. Set D1 -> bWriteDefine to TRUE

14. Else
a. Set S
b. If S1
c. IfD1
i N
d. Writg
15. Set D1 -
16. Return T

PM_SUCCESS

b1 to offset + dataSize

> D1 -> dataSize return TPM_NOSPACE

-> attributes specifies TPM_NV_PER_WRITEALL

dataSize != D1 -> dataSize return TPM_NOT_FULLWRITE
 the new value into the NV storage area
> bReadSTClear to FALSE

21.3 TPM_NV_WriteValueAuth

Start of infc

This commd

)rmative comment:

nd writes to a previously defined area. The-area must require authorization to wrife. Use this

command When authorization other than the owner authorization is to be used. Otherwise, use
TPM_NV_WriteValue.

End of informative comment.

Table 173. TPM_NV_WriteValueAuth Incoming Operands and Sizes
PARAM HNMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_WriteValueAuth

4 4 28 4 TPMUNV_INDEX nvindex The index of the area to set

5 4 3S 4 UINT32 offset The offset into the chunk

6 4 4S 4 UINT32 dataSize The size of the data area

7 <> 58 <> BYTE data The data to set the area to

8 4 TPM AUTHHANDLE authHandle The aqtho_rization session handle used for NV element

- authorization
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA authValue HMAC key: NV element auth value
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Table 174.TPM_NV_WriteValueAuth Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_WriteValueAuth
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H.1 20 TPM NONCE NonceOdd Nonce generated by system associated with authHandle
5 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA authValue HMAC key: NV element auth value
Actions
1. Locate| and set D1 to the TPM_NV_DATA AREA that correspends to nvindex, return
TPM_BADINDEX on error
If D1 -3 attributes does not specify TPM_NV_PER_AUTHWRITE then return TPM_AUTH [CONFLICT
3. Validate authValue using D1 -> authValue, return TPM_AUTHFAIL on error
Check [that D1 -> pcrinfoWrite -> localityAtRelease for TRM_STANY_DATA -> localifyModifier is
TRUE
a. For| example if TPM_STANY_DATA -> localityModifier was 2 then D1 ->| pcrinfo ->
localityAtRelease -> TPM_LOC_TWO would have to be TRUE
b. Onlerror return TPM_BAD_ LOCALITY
5. If D1 -3 attributes specifies TPM_NV_PER\PPWRITE then validate physical presence is asserted if
not retyrn TPM_BAD_PRESENCE
6. If D1 - pcrinfoWrite -> pcrSelection.specifies a selection of PCR
a. Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCR[] specifieq by D1 ->
pcrinfoWrite
b. Compare P1 to digestAtRelease return TPM_WRONGPCRVAL on mismatch
7. If D1 -3 attributes specifies TPM_NV_PER_WRITEDEFINE
a. If Dt -> bWritePefine is TRUE return TPM_AREA_LOCKED
8. If D1 -3 attributes specifies TPM_NV_PER_GLOBALLOCK
a. IfTPM\STCLEAR FLAGS -> bGlobalLock is TRUE return TPM_AREA LOCKED
9. If D1 ->-attributes-specifies HPMINVPER-WRHESTCLEAR
a. If D1 -> bWriteSTClear is TRUE return TPM_AREA_LOCKED
10. If dataSize = 0 then
a. Set D1 ->bWriteSTClear to TRUE
b. Set D1 -> bWriteDefine to TRUE
11. Else
a. Set S1 to offset + dataSize
b. If $S1> D1 -> dataSize return TPM_NOSPACE
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c. If D1 -> attributes specifies TPM_NV_PER_WRITEALL
i. If dataSize != D1 -> dataSize return TPM_NOT_FULLWRITE
d. Write the new value into the NV storage area
12. Set D1 -> bReadSTClear to FALSE
13. Return TPM_SUCCESS

21.4 TPM_NV_ReadValue

Start of informative comment:

Read a value from the NV store. This command uses optional owner authentication.
Action 1 indicates that if the NV area is not locked then reading of the NV area continues without ANY
authorizatiop. This is intentional, and allows a platform manufacturer to set the NV areas; read them back,
and then logk them all without having to install a TPM owner.
End of informative comment.
Table 175. TPM_NV_ReadValue Incoming Operands(and Sizes
PARAN HpAc Type Name Description
# 574 # sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total.ntmber of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Qrdinal, TPM_ORD_NV_ReadValue
4 4 2S 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 3S 4 UINT32 offset The offset into the area
6 4 4S 4 UINT32 dataSize The size of the data area
7 4 TPM_AUTHHANDLE authHandle ;’Sg](e)lztzt:t)ir(i;ation session handle used for TPM Owner
2H1 20 TPM_NONCE authilCastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE authNonceOdd Nonce generated by caller
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth
Table 176. TPM_NV_ReadValue Outgoing Operands and Sizes
PARAM HpAC Type Name Description
# Sz # Sz
1 2 TRM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S TPM _RESULT returnCodse The-return-code-of the-operation
28 4 TPM_COMMAND_CODE ordinal TPM_ORD_NV_ReadValue
4 4 38 4 UINT32 dataSize The size of the data area
5 <> 48 <> BYTE data The data to set the area to
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth
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1. If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks are ignored.

a. Ignored checks include physical presence, authorization, PCR, bReadSTClear, locality, and
TPM_NV_PER_OWNERREAD.

b. TPM_NV_PER_AUTHREAD is not ignored.

2. Set D1 a TPM_NV_DATA_AREA structure to the area pointed to by nvindex, if not found return
TPM_BADINDEX

a. Ifnvindex = TPM_NV_INDEX_DIR, set D1 to TPM_PERMANENT_DATA -> authDir[0]

3. Iftag =
a. IfD

b. Val
TPI

4. Else
a. IfD
b. IfD

5. Check
TRUE

a. For
loca

b. On

6. If D1 -
not retu

7. If D1 -3
a. IfD
8. If D1 -3

a. Cre

TPM_TAG_RQU_AUTH1_COMMAND then
1 -> TPM_NV_PER_OWNERREAD is FALSE return TPM_AUTH_CONFLICT

date command and parameters using TPM Owners authentication on
I AUTHFAIL

1->TPM_NV_PER_AUTHREAD is TRUE return TPM_AUTH_,CONFLICT
1->TPM_NV_PER_OWNERREAD is TRUE return TPM.(AAUTH_CONFLICT
that D1 -> pcrinfoRead -> localityAtRelease for TRM_STANY_DATA -> locali

example if TPM_STANY_DATA -> localityModifier was 2 then D1 ->
lityAtRelease -> TPM_LOC_TWO would have to be TRUE

error return TPM_BAD LOCALITY

> attributes specifies TPM_NV_PER, PPREAD then validate physical presence is
rn TPM_BAD_PRESENCE

TPM_NV_PER_READ_STCLEAR then

1 -> bReadSTClear is TRUEreturn TPM_DISABLED _CMD

pcrinfoRead -> pcrSelegtion specifies a selection of PCR

ate P1 a composite hash of the TPM_STCLEAR DATA -> PCR]] specified

pcr

nfoRead

b. Compare P1 «40v'D1 -> pcrinfoRead -> digestAtRelease return TPM_WRONGH
mismatch

9. If dataSize js0*then
a. Set|D1.+> bReadSTClear to TRUE

Brror  return

yModifier is

pcrinfo ->

5 asserted if

by D1 ->

PCRVAL on

b. Set
10. Else
a. Set
b. IfS
i.
11. Return

data to all zeros

S1 to offset + dataSize

1 > D1 -> dataSize return TPM_NOSPACE
Set data to area pointed to by offset
TPM_SUCCESS
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21.5 TPM_NV_ReadValueAuth
Start of informative comment:
This command requires that the read be authorized by a value set with the blob.
End of informative comment.
Table 177. TPM_NV_ReadValueAuth Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 IPM TAG tag IPM TAG RQU AUTH1 COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and.tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_ReadValueAuth
4 4 28 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 38 4 UNIT32 offset The offset from the data area
6 4 58 4 UINT32 dataSize The size of the data area
7 4 TPM_AUTHHANDLE authHandle authThe auth handle for the NV ‘element authorization

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE authNonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL authContinueSession The continue use-flag-for the authorization session handle
10 20 TPM_AUTHDATA authHmac HMAC key: ny element authorization

Table 178. TPM_NV_ReadValueAuth Outgoing Operands and Sizes

PARAM HNYAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode; The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_ReadValueAuth
4 4 3S 4 UINT32 dataSize The size of the data area
5 <> 48 <> BYTE data The data
6 20 2H1 20 TPM_NONCE authNonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE authLastNonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL authContinueSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDBATA authHmacOut HMAC key: nv element authorization

Actions

1. Locate and(set D1 to the TPM_NV_DATA_AREA that corresponds to nvindex, on grror return
TPM_BADINDEX

If D1 -> TPM_NV_PER_AUTHREAD is FALSE return TPM_AUTH_CONFLICT
Validate authHmac using D1 -> authValue on error return TPM_AUTHFAIL

If D1 -> attributes specifies TPM_NV_PER_PPREAD then validate physical presence is asserted if
not return TPM_BAD_PRESENCE

5. Check that D1 -> pcrinfoRead -> localityAtRelease for TPM_STANY_DATA -> localityModifier is
TRUE

a. For example if TPM_STANY_DATA -> localityModifier was 2 then D1 -> pcrinfo ->
localityAtRelease -> TPM_LOC_TWO would have to be TRUE

b. On error return TPM_BAD_LOCALITY
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6. If D1 -> pcrinfoRead -> pcrSelection specifies a selection of PCR

a. Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCR[] specified by D1 ->
pcrinfoRead

b. Compare P1 to D1 -> pcrinfoRead -> digestAtRelease return TPM_WRONGPCRVAL on
mismatch

7. If D1 specifies TPM_NV_PER_READ_STCLEAR then
a. If D1 ->bReadSTClear is TRUE return TPM_DISABLED_CMD
8. If dataSize is 0 then
a. Set|D1->bReadSTClear to TRUE
b. Set|data to all zeros
9. Else
a. Set|S1 to offset + dataSize
b. If St > D1 -> dataSize return TPM_NOSPACE
c. Set|data to area pointed to by offset
10. Return[TPM_SUCCESS
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22. Session Management
Start of informative comment:

Three TPM_RT_CONTEXT session resources located in TPM_STANY_DATA work together to control
session save and load: contextNonceSession, contextCount, and contextList[].

All  three

session resources MUST be initialized at TPM_Startup(ST_CLE

TPM_Startup(ST_DEACTIVATED), and MAY be initialized at TPM_Startup(ST_STATE).
invalidates all saved sessions. They MAY be restored by TPM_Startup(ST_STATE). This case would

allow saved sessions to be

loaded. The actual ST_STATE operation

AR) and
Initializing

is reported by the

TPM_RT_C

TPM_Save(
checked by

nonce is large and protected, making a replay infeasible.

The context
contextBlob
the contextl]
saved sessi
sessions.

After a contéxtBlob is loaded, its contextCount entry is removed from™ContextList[]. This releas

the context
loaded only

TPM_Flush§
invalidation
handle, whig

End of info

NTEXT startup efrect.

fontext creates a contextBlob containing an encrypted contextNonceSession:-Th
TPM_LoadContext. So initializing contextNonceSession invalidates all saved con

Blob also contains a public but protected contextCount. The count jnefements for ¢
The TPM also saves contextCount in contextList[]]. The TPM validates context

List[] during TPM_LoadContext. Since the contextList[] is finit€, it limits the num
pns. Since the contextCount cannot be allowed to wrap, itdimits the total numbg

list for future entries. It also invalidates the contexiBlob. So a saved contextB
once.
bpecific can also specify a contextCount io*“be removed from the contextList

of an individual contextBlob. This is different from TPM_FlushSpecific specifying
h invalidates a loaded session, not a saved contextBlob.

‘mative comment.

221 TPM_KeyControlOwner

Start of infgrmative comment:

This commgnd controls some attributes of keys that are stored within the TPM key cache.

OwnerEvict:
TPM_Startu
setting the g

The key han
End of info

If this bit iscset to true, this key remains in the TPM non-volatile storage

wner controlbit to false and then executing TPM_FlushSpecific.
dle deesnot reference an authorized entity and is not validated.

rmative comment.

e nonce is
texts. The

pach saved
lob against
er of valid
br of saved

BS space in
Job can be

], allowing
a session

through all

p events. The.only way to evict this key is for the TPM Owner to execute this command again,
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Table 179. TPM_KeyControlOwner Incoming Parameters and Sizes

PARAM HMAC ..
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_KeyControlOwner
4 4 TPM_KEY_HANDLE keyHandle The handle of a loaded key.
5 <> 28 <> TPM_PUBKEY pubKey The public key associated with the loaded key
6 4 3S 4 TPM_KEY_CONTROL bitName The name of the bit to be modified
7 1 48 1 BOOL bitValue The value to set the bit to
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenfcation.
9 2H|I 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to covierinput
10 20 3HII 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization/session handlg
12 20 20 TPM_AUTHDATA ownerAuth HMAC authorization: key ownerAuth
Table 180. TPM_KeyControlOwner Outgoing Parameters.and Sizes
PARAM HMAC ..
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP”AUTH1_COMMAND
2 4 UINT32 paramSize Total number, of output bytes including paramSize and tap
3 4 19 4 TPM_RESULT returnCode The réturn code of the operation.
29 4 TPM_COMMAND_CODE ordinal Gommand ordinal:TPM_ORD_KeyControlOwner
4 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM.
3HII 20 TPM_NONCE nonceOdd Nonce generated by system
5 1 4H|1 1 BOOL continueAuthSegssion Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC authorization: key ownerAuth
Descriptipns
1. Set an nternal bit within the key cache that controls some attribute of a loaded key.
Actions
1. Validate the AuthData using'the owner authentication value, on error return TPM_AUTHFAIL
2. Validate that keyHandle refers to a loaded key, return TPM_INVALID_KEYHANDLE on erfor.
3. Validate that pubKey matches the key held by the TPM pointed to by keyHapdle, return
TPM_BAD PARAMETER on mismatch
a. Thi$ check added so that virtualization of the keyHandle does not result in attacks as the
keyHandle is not associated with an authorization value

Validate that bitName is valid, return TPM_BAD_MODE on error.
If bitName == TPM_KEY_CONTROL_OWNER_EVICT
If bitValue == TRUE

Verify that after this operation at least two key slots will be present within the TPM that can
store any type of key both of which do NOT have the OwnerEvict bit set, on error return
TPM_NOSPACE

Verify that for this key handle, parentPCRStatus is FALSE and isVolatile is FALSE. Return
TPM_BAD_ PARAMETER on error.

a.
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b. Else if bitValue == FALSE

i. Set ownerEvict within the internal key storage structure to FALSE.

6. Return TPM_SUCCESS

22.2 TPM_SaveContext

Start of informative comment:

TPM_SaveContext saves a loaded resource outside the TPM. After successful execution of the
command, the TPM automatically releases the internal memory for sessions but leaves keys in place.

There is nojassumption that a saved context blob is stored in a safe, protected area. Since
blob can be|loaded at any time, do not rely on TPM_SaveContext to restrict access to an.-entit
key. If use pf the entity should be restricted, means such as authorization secrets or PCRs

used.

In general, [TPM_SaveContext can save a transport session.
transport session, because any ordinal other than TPM_ExecuteTransportterminates the
transport sesssion. This action prevents the exclusive transport session from being saved an

while intervgning commands are hidden from the transport log.

End of informative comment.

Table 181. TPM_SaveContext Incoming Parameters and Sizes

he context
such as a
should be

However, it cannot save am exclusive

exclusive
d reloaded

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPMATAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveContext
4 4 TPM_HANDLE handle Handle of the resource being saved.
5 4 2S 4 TPM_RESOURCE_TYPE resourcelype The type of resource that is being saved
6 16 38 16 BYTE[16] label Label for identification purposes

Table 182. TPM:SaveContext Outgoing Parameters and Sizes

PARAM HMAC

Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveContext

4 4 38 4 UINT32 contextSize The actual size of the outgoing context blob
5 <> 4S <> | TPM_CONTEXT_BLOB contextBlob The context blob

Description

1. The caller of the function uses the label field to add additional sequencing, anti-replay or other items to
the blob. The information does not need to be confidential but needs to be part of the blob integrity.

Actions
1. Map V1 to TPM_STANY_DATA

2. Validate that handle

points  to

TPM_INVALID_RESOURCE on error

162

resource that

matches

resourceType,

return
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3. Validate that resourceType is a resource from the following list if
TPM_INVALID_RESOURCE

a. TPM_RT_KEY
b. TPM_RT_AUTH
c. TPM_RT_TRANS
d. TPM_RT_DAA_TPM

4. Locate

the correct nonce

a. If resourceType is TPM_RT_KEY

b. Els

ii.
Set K1

6. Create
structu
resourd

7. Create

a. C1
TPH
end

b. Set
c. Set
8. Create
Set
Set
Set

not return

If TPM_STCLEAR_DATA -> contextNonceKey is all zeros
1. Set TPM_STCLEAR_DATA -> contextNonceKey to the next value from the TP
Map N1 to TPM_STCLEAR_DATA -> contextNonceKey

If the key has TPM_KEY_CONTROL_OWNER EVICED set th
TPM_OWNER_CONTROL

D

-

If V1 -> contextNonceSession is all zeros

1. Set V1 -> contextNonceSession to the next value from the TPM RNG
Map N1 to V1 -> contextNonceSession

to TPM_PERMANENT_DATA -> contextKey

e is included in R1.
C1aTPM_CONTEXT_SENSITIVE structure

M RNG

BN return

R1 by putting the sensitive part of the resource pointed to by handle into a stfucture. The
e is a TPM manufacturer option. The TPM\MUST ensure that ALL sensitive information of the

forms the inner encrypted wrapper for the blob. All saved context blobs MUST include a

rypted.

C1 -> contextNonce to.N1

C1 -> internalData.to R1

B1a TPM_CONTEXT_BLOB

B1 ->tag te.TPM_TAG_CONTEXTBLOB
B1 -> réspurceType to resourceType

B1 £>/handle to handle

Set

B4*-> integrityDigest to all zeros

I CONTEXT_SENSITIVE strcture and the TPM_CONTEXT_SENSITIVE structufe MUST be

Set

-~ ® a0 TP

B1 -> label to label

Set B1 -> additionalData to information determined by the TPM manufacturer. This data will help

the TPM to reload and reset context. This area MUST NOT hold any data that is sensitive
(symmetric IV are fine, prime factors of an RSA key are not).

For OSAP sessions, and DSAP attached to keys, the hash of the entity MUST be included in

g. Set
h. Set
i. Set

additionalData

B1 -> additionalSize to the size of additionalData
B1 -> sensitiveSize to the size of C1

B1 -> sensitiveData to C1
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If resourceType is TPM_RT_KEY

a. Set B1 -> contextCount to O

-> contextCount > 2%2-2 then

i.  Return with TPM_TOOMANYCONTEXTS

i. Validate that the TPM can still manage the new count value

9.
10. Else
a. IfVv1
b. Else
ii. H
1
iii. |
iv. S
v. §
c. The
relos
11. Calculat
secret
12. Create B
a. Setk
b. Set
13. Set cont
14. Return B

22.3 TPM_LoadContext

Start of infc
TPM_Load(
End of info

1.

ncrement V1 -> contextCount by 1

TPM MUST invalidate all information regarding the resource except for information

It the distance between the oldest saved context and the contextCount IS too, |
TPM_CONTEXT_GAP

ind contextindex such that V1 -> contextList[contextindex] equals 0. If ,not”foun
PM_NOCONTEXTSPACE

et V1-> contextList[contextindex] to V1 -> contextCount

et B1 -> contextCount to V1 -> contextCount

ding
e B1 -> integrityDigest the HMAC of B1 using TPM_PERMANENT_DATA -> tpmHA

1 by encrypting C1 using K1 as the key
B1 -> sensitiveSize to the size of E1

B1 -> sensitiveData to E1

extSize to the size of B1

1 in contextBlob

)rmative comment:
ontext loads into the TPM a previously saved context. The command returns a har
'mative comment.

Table 183. TPM_LoadContext Incoming Parameters and Sizes

prge return

d exit with

needed for

roof as the

dle.

PARAM HMAC
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadContext
4 4 TPM_HANDLE entityHandle gng;igtgz;h:e'g;l\élnMUST use to locate the entity tied to the
5 1 2S 1 BOOL keepHandle Indication if the handle MUST be preserved
6 4 38 4 UINT32 contextSize The size of the following context blob.
7 <> 4S <> | TPM_CONTEXT_BLOB contextBlob The context blob
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Table 184. TPM_LoadContext Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadContext
4 4 TPM_HANDLE handle The handle assigned to the resource after it has been successfully loaded.
Actions
1. Map cgntextBlob to B1, a TPM_CONTEXT_BLOB structure
2. Map V1to TPM_STANY_DATA
3. Create|M1 by decrypting B1 -> sensitiveData using TPM_PERMANENT_DATA -> contextKey
4. Create|C1 and R1 by splitting M1 into a TPM_CONTEXT_SENSITIVE structure and interpal resource
data
5. Check pontextNonce
a. IfBfl ->resourceType is NOT TPM_RT_KEY
i. [If C1->contextNonce does not equal V1 -> contextNonceSession return TPM_BADCONTEXT
ii. |Validate that the resource pointed to by the context is loaded (i.e. for OSAP the ke referenced
is loaded and DSAP connected to the key) return TPM_RESOURCEMISSING
1. For OSAP sessions the TPM MUSTgvalidate that the incoming pubkey hash matches the
key held by the TPM
2. For OSAP and DSAP sessions’referring to a key, verify that entityHandle idenfifies the key
linked to this OSAP/DSAP session, if not return TPM_BAD_HANDLE.
b. Els¢
i. [If C1 -> internalData ¢>,parentPCRStatus is FALSE and C1 -> internalData ->|isVolatile is
FALSE
1. Ignore C1 ->(contextNonce
ii. lelse
1. If CA+>"contextNonce does not equal TPM_STCLEAR_DATA -> contextNongeKey return
TRM“BADCONTEXT
6. Validate.the structure
a. Set H1 to B1 -> integrityDigest
b. Set B1 -> integrityDigest to all zeros
c. Copy M1 to B1 -> sensitiveData
d. Create H2 the HMAC of B1 using TPM_PERMANENT_DATA -> tpmProof as the HMAC key
e. If H2 does not equal H1 return TPM_BADCONTEXT
7. If keepHandle is TRUE

a. Set handle to B1 -> handle
b. Ifthe TPM is unable to restore the handle the TPM MUST return TPM_BAD_HANDLE
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8. Else

a. The TPM SHOULD attempt to restore the handle but if not possible it MAY set the handle to any
valid for B1 -> resourceType

9. If B1->resourceType is NOT TPM_RT_KEY

a. Find contextindex such that V1 -> contextList[contextindex] equals B1 -> TPM_CONTEXT_BLOB
-> contextCount

b. If not found then return TPM_BADCONTEXT
c. Set V1 -> contextList[contextindex] to 0

10. Process|B1 to return the resource back into TPM use
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23. Eviction

Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM has numerous resources held inside of the TPM that may need eviction. The need for eviction
occurs when the number or resources in use by the TPM exceed the available space. For resources that
are hard to reload (i.e. keys tied to PCR values) the outside entity should first perform a context save
before evicting items.

In version 1.1 there were separate commands to evict separate resource types. This new command set
uses the resource types defined for context saving and creates a generic command that will evict all

resource types.

End of informative comment.
The TPM MUST NOT flush the EK or SRK using this command.

Version 1.2 deprecates the following commands:

TPM_Terminate_Handle
TPM_EvictKey

TPM_Resat

23.1 TPM_FlushSpecific

Start of informative comment:
TPM_FlushSpecific flushes from the TPM a specific handle.

End of infprmative comment.

Table 185. TPM_FlushSpecific Incoming Parameters and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_FlushSpecific
4 4 TPM_HANDLE handle The handle of the item to flush
5 4 29 4 TPM_RESOURCE_TYPE resourceType The type of resource that is being flushed

Table 186. TPM_FlushSpecific Outgoing Parameters and Sizes

PARAM HMAC

Type Name Description
# SZ | # SZ
1 2 TPM_TAG tag IPM _TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_FlushSpecific
Description

TPM_FlushSpecific releases the resources associated with the given handle.
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Actions

1.

7. Validate|that R1 determined by resourceType and handle pointsfe a valid allocated resour

168

If resourceType is TPM_RT_CONTEXT

a. The handle for a context is not a handle but the "context count" value. The TPM uses the "context

count" value to locate the proper contextList entry and sets R1 to the contextList entry
Else if resourceType is TPM_RT_KEY
a. Set R1 to the key pointed to by handle
b. If R1-> ownerEvict is TRUE return TPM_KEY_OWNER_CONTROL

Else if r

a. Set R1 to the authorization session pointed to by handle
Else if rgsourceType is TPM_RT_TRANS
a. Set R1 to the transport session pointed to by handle

Else retyrn TPM_INVALID_RESOURCE

TPM_BAD_PARAMETER on error.
Invalidate R1 and all internal resources allocated to R1

a. Resaqurces include authorization sessions

ce. Return
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24. Timing Ticks

Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM timing ticks are always available for use. The association of timing ticks to actual time is a
protocol that occurs outside of the TPM. See the design document for details.

The setting of the clock type variable is a one-time operation that allows the TPM to be configured to the
type of platform that is installed on.

The ability for the TPM to continue to increment the timer ticks across power cycles of the platform is a
TPM and platform manufacturer decision

End of infprmative comment.

241 TPM_GetTicks

Start of inf

This commiand returns the current tick count of the TPM.

ormative comment:

End of infprmative comment.

Table 187. TPM_GetTicks Incoming Parameters and Sizes

PARAM HMAC A
Type Name Description
# sz | # | sz
1 2 TPM_TAG tag TPMLJAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_GetTicks
Table 188. TPM_GetTicks‘Outgoing Parameters and Sizes
PARAM HMAC L
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 19 4 TPM_RESULT returnCode The return code of the operation.

29 4 TPM_COMMAND.CODE ordinal Ordinal: TPM_ORD_GetTicks
4 32 39 32 TPM_CURRENT_TICKS currentTime The current time held in the TPM
Descriptipns
This comnand+eturns the current time held in the TPM. It is the responsibility of the externgl system to
maintain apydelation between this time and a UTC value or local real time value.
Actions
1. Set T1 to the internal TPM_CURRENT_TICKS structure
2. Return T1 as currentTime.
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24.2 TPM_TickStampBlob

Start of informative comment:

This command applies a time stamp to the passed blob. The TPM makes no representation regarding the

blob merely that the blob was present at the TPM at the time indicated.

End of informative comment.

Table 189. TPM_TickStampBlob Incoming Parameters and Sizes

PARAM HMAC
Type Name Description

# Sz # SZ

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize andtag

3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal, fixed value of TPM_ORD_TickStampBlob

4 4 TPM_KEY_HANDLE keyHandle ;gi:ti¥2:ndle identifier of a loaded key-that'can perform digital

5 20 28 20 § TPM_NONCE antiReplay Anti replay value added to signature.

6 20 3S 20 TPM_DIGEST digestToStamp The digest to perform the iCk 'stamp on

7 4 TPM_AUTHHANDLE authHandle The authorization segsion handle used for keyHandle authofization

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle

o | 2 et s et ot authrzes the use o
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Table 190. TPM_TickStampBlob Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# | sz # sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Ordinal, fixed value of TPM_ORD_TickStampBlob
4 32 3S 32 TPM_CURRENT_TICKS currentTicks The current time according to the TPM
5 4 49 4 UINT32 sigSize The length of the returned digital signature
6 <> 59 <> BYTE[ ] sig The resulting digital signature.
7 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H|| 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle,is’still active
9 20 TPM AUTHDATA resAuth The authorization session digest for the returned parametgrs. HMAC
- key: key.usageAuth
Descriptipn
The functign performs a digital signature on the hash of digestToStamp and the current tick cqunt.
It is the regponsibility of the external system to maintain any.relation between tick count and & UTC value
or local redl time value.
Actions
1. The THM validates the AuthData to use the ke ‘pointed to by keyHandle.
2. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY or
TPM_KEY_LEGACY, if not return the error code TPM_INVALID_KEYUSAGE.
3. Validate that keyHandle -> “ sigScheme is TPM_SS_RSASSAPKCS1v15|SHA1 or
TPM_9S_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.
4. If TPM|STCLEAR_DATA ->-currentTicks is not properly initialized
Initialize the TPM_STCLEAR_DATA -> currentTicks
Create([T1, a TPM_GURRENT _TICKS structure.
a. Create H1 a.JPM_SIGN_INFO structure and set the structure defaults
b. Set|H1 >>fixed to “TSTP”
c. Set|H1.+> replay to antiReplay
d. Create H2 the concatenation of digestToStamp || T1
e. Set H1->datalLen to the length of H2
f. SetH1->datato H2

The TPM computes the signature, sig, using the key referenced by keyHandle, using SHA-1 of H1 as
the information to be signed

The TPM returns T1 as currentTicks parameter
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25. Transport Sessions

251 TPM_EstablishTransport

Start of informative comment:

This establishes the transport session. Depending on the attributes specified for the session this may
establish shared secrets, encryption keys, and session logs. The session will be in use for by the

TPM_ExecuteTransport command.

The on|y restriction on what can happnn inside of a transport session is that there is no “nesting” of
sessions. It |s permissible to perform operations that delete internal state and make the TPM(npperable.
End of informative comment.
Table 191. TPM_EstablishTransport Incoming Parameters and Sizes
PARAM HYAC
Type Name Description

# Sz # Y4

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input.bytes including paramSize and tag

3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinalt. FRM_ORD_EstablishTransport

4 4 TPM_KEY_HANDLE encHandle The handle to.the key that encrypted the blob

5 <> 28 <> TPM_TRANSPORT_PUBLIC transPublic The publieinformation describing the transport session

6 4 3S 4 UINT32 secretSize The size’of the secret Area

7 <> 4S <> BYTE[] secret The encrypted secret area

8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authofization

2H1 20 TPM_NONCE authLastNonceEyen Even nonce previously generated by TPM to cover inputs

9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle

11 20 TPM_AUTHDATA keyAuth Authorization. HMAC key: encKey.usageAuth
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Table 192. TPM_EstablishTransport Outgoing Parameters and Sizes

PARAM HMAC L,
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_EstablishTransport
4 4 TPM_TRANSHANDLE transHandle The handle for the transport session
5 4 3S 4 ;PM—MODIFIERJNDICATO locality The locality that called this command
6 32 43 32 TPM—CURRENT—TICKS CUTTENtTickS Thecurrenttickcount
7 20 59 20 TPM_NONCE transNonceEven The even nonce in use for subsequent execute transport
8 20 2H|I 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3HII 20 TPM_NONCE nonceOdd Nonce generated by system associated with flauthHandle
9 1 4H|1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is stilllacfive
10 20 TPM_AUTHDATA resAuth Authorization. HMAC key: key.usageAuth
Descriptipn
This comnmand establishes the transport sessions shared secret. Thevéncryption of the shared secret
uses the puiblic key of the key loaded in encKey.
Actions
1. If encHgndle is TPM_KH_TRANSPORT then
a. Iftdgis NOT TPM_TAG_RQU_COMMAND return TPM_BADTAG

b. If | transPublic -> transAttributes (specifies TPM_TRANSPORT_ENCRYPT  return
TPM_BAD_SCHEME

c. If s¢cretSize is not 20 return TPM_BAD,"PARAM_SIZE

d. Set|A1 to secret

2. Else

a. endHandle -> keyUsage MUST be TPM_KEY_STORAGE or TPM_KEY_LEGACY return
TPM_INVALID_KEYUSAGE on error

b. If encHandle ->_authDataUsage does not equal TPM_AUTH_NEVER and tag is NOT
TPM_TAG_RQU AUTH1_COMMAND return TPM_AUTHFAIL

c. Usipg encHandle -> usageAuth validate the AuthData to use the key and the parameters to the
conpimand

d. Create K1'a TPM_TRANSPORT_AUTH structure by decrypting secret using the key pointed to by
engHandle

e. Validate K1 for tag

f. Set A1to K1->authData

3. If transPublic -> transAttributes has TPM_TRANSPORT_ENCRYPT

a. If TPM_PERMANENT_FLAGS -> FIPS is true and transPublic -> algld is equal to
TPM_ALG_MGF1 return TPM_INAPPROPRIATE_ENC

b. Check if the transPublic -> algld is supported, if not return TPM_BAD_KEY_PROPERTY

c. If transPublic -> algid is TPM_ALG_AES, check that transPublic -> encScheme is supported, if not
return TPM_INAPPROPRIATE_ENC

d. Perform any initializations necessary for the algorithm
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174

Generate transNonceEven from the TPM RNG
Create T1 a TPM_TRANSPORT _INTERNAL structure

a.

~ ® oo T

a.

a.

If

TPM_ST

a.

b.

10. Return TH=>transtHandicas transtHandie

Ensure that the TPM has sufficient internal space to allocate the transport session, return

TPM

| RESOURCES on error

Assign a T1 -> transHandle value. This value is assigned by the TPM

Set T1 -> transDigest to all zeros

Set T1 -> transPublic to transPublic

Set T4==>transNonceEven to transNonceEven

Set T1 -> authData to A1

If TPM_$TANY_DATA -> currentTicks is not properly initialized

Initialize the TPM_STANY_DATA -> currentTicks

Set curregntTicks to TPM_STANY_DATA -> currentTicks

If T1 -> fransPublic -> transAttributes has TPM_TRANSPORT_LOG set(then

Cre

[ds)

[ds)

iii. S

Cregte L2 a TPM_TRANSPORT_LOG_OUT structure

S
t

T1

Exed
targe
trang

The

te L1 a TPM_TRANSPORT_LOG _IN structure

et L1 -> parameters to SHA-1 (ordinal || transPublic || seCretSize || secret)
et L1 -> pubKeyHash to all zeros

et T1 -> transDigest to SHA-1 (T1 -> transDigest.}| L1)

et L2 -> parameters to SHA-1 (returnCode || ordinal || locality || curr
ansNonceEven)

et L2 -> locality to the locality of this command

et L2 -> currentTicks to currentTicks, this MUST be the same value that is retu
urrentTicks parameter

et T1 -> transDigest to SHA-1 (T1 -> transDigest || L2)

-> transPublic «-> transAttributes has TPM_TRANSPORT_EXCLUSIVE
ANY_FLAGS ->{transportExclusive to TRUE

ution of any‘eommand other than TPM_ExecuteTransport or TPM_ReleaseTrans
ting this <transport session will cause the abnormal invalidation of this transp
Handle

TPM-gives no indication, other than invalidation of transHandle, that the session is

bntTicks ||

rned in the

then set

portSigned
brt session

erminated
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25.2 TPM_ExecuteTransport

Start of informative comment:

ISO/IEC 11889-4:2009(E)

Delivers a wrapped TPM command to the TPM where the TPM unwraps the command and then executes

the command.

TPM_ExecuteTransport uses the same rolling nonce paradigm as other authorized TPM commands. The
even nonces start in TPM_EstablishTransport and change on each invocation of TPM_ExecuteTransport.

The only restriction on what can happen inside of a transport session is that there is no “nesting” of
sessions. It is permissible to perform operations that delete internal state and make the TPM inoperable.

Because, ipn general, key handles are not logged, a digest of the corresponding public key. is logged. In
cases whefe the key handle is logged (e.g. TPM_OwnerReadInternalPub), the public key.is)also logged.
The methof of incrementing the symmetric key counter value is different from that used by some standard
crypto librgries (e.g. openSSL, Java JCE) that increment the entire counter value~TPM usefs should be
aware of this to avoid errors when the counter wraps.
End of infprmative comment.
Table 193. TPM_ExecuteTransport Incoming Parameters and Sizes
PARAM HMAC L
Type Name Description
# | sz # Sz
1 2 TPM_TAG tag TPM_TAG'RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Totdl number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Coémmand ordinal: TPM_ORD_ExecuteTransport
4 4 29 4 UINT32 wrappedCmdSize Size of the wrapped command
5 <> 39 <> BYTE[] wrappedCmd The wrapped command
6 4 TPM_TRANSHANDLE transHandle The transport session handle
2H|I 20 TPM_NONCE transLastNonceEven Even nonce previously generated by TPM

7 20 3H|I 20 TPM_NONCE transNonceOdd Nonce generated by caller
8 1 4H|1 1 BOOL continueTransSession | The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA transAuth HMAC for transHandle key: transHandle -> authData
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Table 194. TPM_ExecuteTransport Outgoing Parameters and Sizes

PARAM HMAC Lo
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 15 4 TPM_RESULT returnCode The return code of the ExecuteTransport command. This does not

reflect the status of wrapped command.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ExecuteTransport

4 8 38 8 UINT64 currentTicks The current ticks when the command was executed

5 4 48 4 ;P'.""—"""UD:F:ER—:ND:“ATU locality The locality that called this command

6 4 58 4 UINT32 wrappedRspSize Size of the wrapped response

7 <> 6S <> BYTE[] wrappedRsp The wrapped response

8 20 2H1 20 TPM_NONCE transNonceEven Even nonce newly generated by TPM

3H1 20 § TPM_NONCE transNonceOdd Nonce generated by caller

9 1 4H1 1 BOOL continueTransSession | The continue use flag for the session

10 20 TPM_AUTHDATA transAuth HMAC for transHandle key: tfangHandle -> authData

Descriptio

1. This commmand executes a TPM command using the transport‘session.

2. Prior to pxecution of the wrapped command (action 11 bélow) failure of the transport sesgion MUST
have no| effect on the resources referenced by the wrapped command. The exception i$ when the
TPM gogs into failure mode and return FAILED SELFTEST for all subsequent commands.

3. After exg¢cution of the wrapped command, failure of the transport session MAY NOT affeft wrapped
commar|d resources. That is, the TPM is not required to clean up the effects of the wrapped
commar]d. Sessions and keys MAY remain{oaded. It is understood that the transport sesgion will be
returning an error code and not reporting<any session nonces. Therefore, wrapped sessipns are no
longer useful to the caller. It is the responsibility of the caller to clean up the result of the wrapped
commarnd.

4. Executign of the wrapped command (action 11) SHOULD have no effect on the transport sg¢ssion.

a. The|wrapped command SHALL use no resources of the transport session, this includes
authprization sessions

b. If the wrapped command execution returns an error (action 11 below) then the sessions for
TPM|_Executefransport still operate properly.

c. The pxception’to this is when the wrapped command causes the TPM to go into failurg mode and
return TRM® FAILSELFTEST for all subsequent commands
5. Field layout
a. Notation
i. etindicates the outer TPM_ExecuteTransport command and response
ii. w indicates the inner command and response that is wrapped by the TPM_ExecuteTransport.
iii. (o) indicates optional parameters that may or may not be present in the wrapped command.

b. Command representation

C khkkkkkkhkhkkkhhkkhkkhhkkhhkhkhkkkhhkhhkhkhkhkhhkhhkhhkhkhkkhkhhkhhkhhkhkhkhkhkhkhhkhkhkhkhkhkhhkhhkhkhkhkhhkhhkkhkkhkkkkkkkkkkk

d. TAGet | LENet | ORDet | wrappedCmdSize | wrappedCmd | AUTHet

e kkkkkkkhhkkkkhkkhkhkkhkhkhhkhkhhkhkhkhhkhkhkhkkhkhkhkhhkhhkhhhhhkhhkhkkhhkhkhhkhkkhhkhhkkhhkhkhhkhkkhkhkhkhkkkhkkhkkkkkkkk
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f.  wrappedCmd looks like the following
T
h. TAGw | LENw | ORDw | HANDLESw(0) | DATAw | AUTH1w (o) | AUTH2w (0)
T e
- | LEN1T |
k. | E1 | (encrypted)
l. | C1 | (decrypted)
m. Regponse representation
[ ERERERR KRR KRR KRR KRR KRR R KRRk Rk
0. TAGet | LENet | RCet | wrappedRspSize | wrappedRsp | AUTHet
T B
g. wrappedRsp looks like the following
I e R e
s. TAGw | LENw | RCw | HANDLESw(o) | DATAw | AUTH1w (o) TAUTH2w (o)
T T ST
u. | LEN2 |
v. | 4 Cc2 2> |
w. | S2 {\(decrypted)
X. | E205| (encrypted)
y. Thg only command and response parameter that is possibly encrypted is DATAw.
. Additiopal DATAw comments
a. For|[TPM_FlushSpecific and TRM SaveContext
i. [The DATAw part of these*commands does not include the handle.
ii. [Itis understood thatiencrypting the resourceType prevents a determination of the Handle type.
iii. [If the resourceType is TPM_RT_KEY, then the public key SHOULD be logged.
b. For[TPM_DAASsJoin and TPM_DAA Sign
i. [The DATAw part of these commands does not include the input handle. The oltput handle
fromstage O is included in DATAW.
c. For|TPM LoadKey2
i. The outgoing handle is not part of the outgoing DATAw and is not encrypted or logged by the
outgoing transport.
d. For TPM_LoadKey
i. The outgoing handle is part of the outgoing DATAw and is encrypted and logged.
e. For TPM_LoadContext

The outgoing handle is not part of the outgoing DATAw and is not encrypted or logged by the

outgoing transport.

1. It is understood that encrypting the contextBlob prevents a determination of the handle

type.
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7. TPM_ExecuteTransport returns an implementation defined result when the wrapped command would
cause termination of the transport session. Implementation defined possibilities include
limited to: the wrapped command may execute, completely, partially, or not at all, the transport
session may or may not be terminated, continueTransSession may not be processed or returned
correctly, and an error may or may not be returned. The wrapped commands include:

a. TPM_FlushSpecific, TPM_SaveContext targeting the transport session
b. TPM_OwnerClear, TPM_ForceClear, TPM_RevokeTrust

but are not

Actions
1. Using transHandle locate the TPM_TRANSPORT _INTERNAL structure T1
2. Parse wfappedCmd

178

a. Set TAGw, LENw, and ORDw to the parameters from wrappedCmd
b. Set E1to DATAwW

If LEN1
a. Retu
If T1 -> fransPublic -> transAttributes has TPM_TRANSPORT_ENCRYPT set then
a. IfT1

.
b. If the

U
t
0

d

U

This pointer is ordinal dependent and requires the execute transport comman
wrappedCmd

c. Set LEN1 to the length of DATAw
DATAw always ends at the start of AUTH1w if AUTH1w iS-present

s less that 0, or if ORDw is unknown, unimplemented;’or cannot be determined
rn TPM_BAD PARAMETER

-> transPublic -> algld is TPM_ALG_MGE1
sing the MGF1 function, create string G1 of length LEN1. The inputs to the

oncatenated together form theZ value that is the seed for the MGF1.

reate C1 by performing an-XOR of G1 and wrappedCmd starting at E1.
encryption algorithm requires an IV or CTR, calculate the IV or CTR value

sing the MGF1 function, create string IV1 or CTR1 with a length set by the block
n”. These three-values concatenated together form the Z value that is the seed for

ote that any-terminating characters within the string “in” are ignored, so a total of 4
ashed.

he symmetric key is taken from the first bytes of T1 -> authData.

4 to parse

MGF1 are

ansLastNonceEven, transNonce®©dd, “in”, and T1 -> authData. These fgur values

size of the

ncryption algorithm. The inputs to the MGF1 are transLastNonceEven, transNon¢eOdd, and

the MGF1.
P bytes are

pr-rypf DATAw and rapl:ma the DATAwW area of E1 hrp::’ring C1

c. TPM_OSAP, TPM_OIAP have no parameters encrypted
d. TPM_DSAP has special rules for parameter encryption

Else

a. Set C1 to the DATAw area E1 of wrappedCmd
Create H1 the SHA-1 of (ORDw || C1).
a. C1 MUST point at the decrypted DATAw area of E1

b. The TPM MAY use this calculation for both execute transport authorization, authorization of the
wrapped command and transport log creation
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7. Validate the incoming transport session authorization

a. Set

inParamDigest to SHA-1 (ORDet || wrappedCmdSize || H1)

b. Calculate the HMAC of (inParamDigest || transLastNonceEven || transNonceOdd ||
continueTransSession) using T1 -> authData as the HMAC key

c. Vali

date transAuth, on errors return TPM_AUTHFAIL

8. If TPM_ExecuteTransport requires auditing
a. Create TPM_AUDIT_EVENT _IN using H1 as the input parameter digest and update auditDigest

b. On any-error refurn TPM-_AUDITEAIL UNSUCCESSEUL

9. IfORD

a. TPM EstablishTransport
b. TPM_ExecuteTransport
c. TPM_ReleaseTransportSigned
10. If T1 ->{transPublic -> transAttributes has TPM_TRANSPORT_LOG set then

a. Cr

b. Set|L2 -> parameters to H1

c. If

d. If OQRDw is a command with one key handle

e. If ORDw is a command with two kéy handles

is from the list of following commands return TPM_NO_WRAP_TRANSPORT.

te L2 a TPM_TRANSPORT_LOG _IN structure

RDw is a command with no key handles

Set L2 -> pubKeyHash to all zeros

Create K2 the hash of the TPM_STORE; PUBKEY structure of the key pointed t
handle.

Set L2 -> pubKeyHash to SHA-1:(K2)

Create K2 the hash of the TPM_STORE_PUBKEY structure of the key pointed t¢
key handle.

Create K3 the hash of the TPM_STORE_PUBKEY structure of the key pointg
second key handle.

Set L2 -> pubkeyHash to SHA-1 (K2 || K3)

b by the key

D by the first

d to by the

ded, return

f. Set|T1 -> transDigest to the SHA-1 (T1 -> transDigest || L2)
g. If ORDw- is a command with key handles, and the key is not loa
TPMANVALID_KEYHANDLE.
11. Send the wrapped command to the normal TPM command parser, the output is C2 and the return
code is RCw

a. If ORDw is a command that is audited then the TPM MUST perform the input and output audit of

the

command as part of this action.

b. The TPM MAY use H1 as the data value in the authorization and audit calculations during the

exe

cution of C1

12. Set CT1 to TPM_STANY_DATA -> currentTicks -> currentTicks and return CT1 in the currentTicks
output parameter
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13.

14.

15.

16.

17.

18.

19.

20.

21.

180

Calculate S2 the pointer to the DATAw area of C2
a. Calculate LEN2 the length of S2 according to the same rules that calculated LEN1
Create H2 the SHA-1 of (RCw || ORDw || S2)

a. The TPM MAY use this calculation for execute transport authorization and transport log out
creation

Calculate the outgoing transport session authorization

a. Create the new transNonceEven for the output of the command

b. Set mlfDaramnigncf toSHA-1 (IQ(‘nf ” ORDet ” TPM-_STANY DATA -> cuwrentTicks ->
currgntTicks || locality || wrappedRspSize || H2)

c. Calclilate transAuth, the HMAC of (outParamDigest || transNonceEven || transN¢nceOdd ||
continueTransSession) using T1 -> authData as the HMAC key

If T1 -> fransPublic -> transAttributes has TPM_TRANSPORT_LOG set then
Jte L3 a TPM_TRANSPORT_LOG_OUT structure

b. Set I3 -> parameters to H2

c. Setll3 -> currentTicks to TPM_STANY_DATA -> currentTicks

d. Set L3 -> locality to TPM_STANY_DATA -> localityModifier.

e. Set T1 ->transDigest to the SHA-1 (T1 -> transDigest {|/L3)

If T1 -> fransPublic -> transAttributes has TPM_TRANSPORT_ENCRYPT set then
a. If T1|-> transPublic -> algld is TPM_ALG_MGF4

i. Using the MGF1 function, create string~G2 of length LEN2. The inputs to the [IMGF1 are
transNonceEven, transNonceOdd, “out”, and T1 -> authData. These four values concatenated
tobgether form the Z value that is theseed for the MGF1.

ii. Create E2 by performing an XOR of G2 and C2 starting at S2.

a. Cre

i. Create IV2 or CTR2. using the same algorithm as IV1 or CTR1 with the input values
transNonceEven, transNonceOdd, and “out”. Note that any terminating characterg within the
string “out” are ighored, so a total of 43 bytes are hashed.

ii. The symmetric\key is taken from the first bytes of T1 -> authData
iii. Qreate E2'by encrypting C2 starting at S2
Else
a. Set E2:10 the DATAw area S2 of wrappedRsp

If continueTransSession is FALSE

a. Invalidate all session data related to transHandle
If TPM_ExecuteTranport requires auditing
a. Create TPM_AUDIT_EVENT_OUT using H2 for the parameters and update the auditDigest

b. On any errors return TPM_AUDITFAIL_SUCCESSFUL or TPM_AUDITFAIL_UNSUCCESSFUL
depending on RCw

Return C2 but with S2 replaced by E2 in the wrappedRsp parameter
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25.3 TPM_ReleaseTransportSigned

Start of informative comment:

This command completes the transport session. If logging for this session is turned on, then this
command returns a hash of all operations performed during the session along with a digital signature of
the hash.

This command serves no purpose if logging is turned off, and results in an error if attempted.

This command uses two authorization sessions, the key that will sign the log and the authorization from
the session. Having the session authorization proves that the requestor that is signing the log is the owner

of the sessien—H-this—restriction-is-ret-put-in-then-an-attackercan-close-theleg-and-sighdsing their own
key.
The hash of the session log includes the information associated with the input phase @f-exegution of the
TPM_RelegseTransportSigned command. It cannot include the output phase information.
End of infprmative comment.
Table 195. TPM_ReleaseTransportSigned Incoming Parameters and Sizes
PARAM HMAC
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQUZAUTH2_COMMAND
2 4 UINT32 paramSize Total numbenof input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReleaseTransportSigned
4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that will perform the signing
5 20 29 20 TPM_NONCE antiReplay Value provided by caller for anti-replay protection
6 4 TPM_AUTHHANDLE authHandle The authorization session to use key
2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H|I 20 §| TPM_NONCE authNonceOdd Nonce generated by system associated with authHandle
8 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA keyAuth Lr':/(laAEéJt::;:izkaeti;lslfssasgoer}_\iit%est that authorizes the use of key.
10 4 TPM_TRANSHANDLE transHandle The transport session handle
2Hp 20 TPM_NONCE transLastNonceEven Even nonce in use by execute Transport
11 20 3Hp 20 TPM_NONCE transNonceOdd Nonce supplied by caller for transport session
12 1 4Hp 1 BOOL continueTransSession | The continue use flag for the authorization session handle
13 20 TPMy AUTHDATA transAuth HMAC for transport session key: transHandle -> authData
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Table 196. TPM_ReleaseTransportSigned Outgoing Parameters and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReleaseTransportSigned
4 4 3S 4 I,PM—MODIFIER—'NDlCATO locality The locality that called this command
5 32 48 32 TPM_CURRENT_TICKS currentTicks The current ticks when the command executed
6 4 58 4 UINT32 signSize The size of the signature area
7 <> 6S <> BYTE[] signature The signature of the digest
8 20 2H1 20 TPM_NONCE authNonceEven Even nonce newly generated by TPM
3H1 20 § TPM_NONCE authNonceOdd Nonce generated by caller
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the session
10 20 TPM_AUTHDATA keyAuth HMAC: key -> usageAuth
11 20 2H2 20 TPM_NONCE transNonceEven Even nonce newly génetated by TPM
3H2 20 TPM_NONCE transNonceOdd Nonce generatedby-Caller
12 1 4H2 1 BOOL continueTransSession | The continueuse flag for the session
13 20 TPM_AUTHDATA transAuth HMAGE transHandle -> authData
DescripticJ'\
This commagnd releases a transport session and signs’the transport log
Actions
1. Using transHandle locate the TPM_TRANSPORT _INTERNAL structure T1
2. Validate| that keyHandle -3\ sigScheme is TPM_SS RSASSAPKCS1v15 BHA1  or
TPM_S$ RSASSAPKCS1v15 ANFO, if not return TPM_INAPPROPRIATE_SIG.
3. Validate| that keyHandle keyUsage is TPM_KEY_SIGNING, if n¢t return
TPM_INVALID_KEYUSAGE
Using kgy -> authData validate the command and parameters, on error return TPM_AUTHHAIL
Using fransHandle™ -> authData validate the command and parameters, on efror return

TPM_AUTH2EAIL
6. If T1 -> fransAttributes has TPM_TRANSPORT_LOG set then
Create AT a TPM_TRANSPORT_LOG_OUT structure
Set A1 —> parameters to the SHA-1 (ordinal || antiReplay)
Set A1 -> currentTicks to TPM_STANY_DATA -> currentTicks
Set A1 -> locality to the locality modifier for this command
Set T1 -> transDigest to SHA-1 (T1 -> transDigest || A1)
7. Else
a. Return TPM_BAD_ MODE

a.

®© a 0o o
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8. Create H1 a TPM_SIGN_INFO structure and set the structure defaults
a. Set H1 ->fixed to “TRAN”
b. Set H1 ->replay to antiReplay
c. Set H1->datato T1 -> transDigest
d. Sign SHA-1 hash of H1 using the key pointed to by keyHandle
9. Invalidate all session data related to T1
10. Set continueTransSession to FALSE
11. Return[TPM_SUCCESS
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26. Monotonic Counter

26.1 TPM_CreateCounter

Start of informative comment:

This command creates the counter but does not select the counter. Counter creation assigns an AuthData
value to the counter and sets the counters original start value. The original start value is the current
internal base value plus one. Setting the new counter to the internal base avoids attacks on the system
that are attempting to use old counter values.

End of informative comment.

Table 197. TPM_CreateCounter Incoming Parameters and Sizes

PARAM HNMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TRPM, ORD_CreateCounter
4 20 2S 20 TPM_ENCAUTH encAuth The encrypted auttiidata for the new counter
5 4 3s 4 BYTE label Label to asseciate with counter
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenticption.
2H1 20 TPM_NONCE authLastNonceEven Even ronce previously generated by TPM to cover inputs
8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
10 20 20 TPM_AUTHDATA ownerAuth Authorization ownerAuth.

Table 198. TPM_CreateCounter Outgoing Parameters and Sizes

PARAM HYAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramsSize and tag
3 4 1S 4 TPM{RESULT returnCode The return code of the operation.
28 4 TRM/ COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateCounter
4 4 3s 4 TPM_COUNT_ID countID The handle for the counter
5 10 48 10 TPM_COUNTER_VALUE counterValue The starting counter value
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Fixed value of FALSE
8 20 20 TPM_AUTHDATA resAuth Authorization. HMAC key: ownerAuth.

Description

This command creates a new monotonic counter. The TPM MUST support a minimum of 4 concurrent
counters.
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Actions

The TPM SHALL do the following:

1. Using the authHandle field, validate the owner’s AuthData to execute the command and all of the
incoming parameters. The authorization session MUST be OSAP or DSAP

ISO/IEC 1188

Ignore continueAuthSession on input and set continueAuthSession to FALSE on output

Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

9-4:2009(E)

Validate that there is sufficient internal space in the TPM to create a new counter. If there is
insufficient space, the command returns an error.

a. Thg TPM MUST provide storage for a1, TPM_COUNTER_VALUE, countlD, and any’gther internal
data the TPM needs to associate with the counter
5. Increment the max counter value
6. Set thelcounter to the max counter value
7. Set the|counter label to label
8. Createla countIlD
26.2 TPM_IncrementCounter
Start of informative comment:
This authgrized command increments the indicated counter by one. Once a countef has been
incrementgd then all subsequent increments must. be for the same handle until a successful
TPM_Startup(ST_CLEAR) is executed.
The order [for checking validation of the command parameters when no counter is activg, keeps an
attacker frgm creating a denial-of-service attack.
End of infoprmative comment.
Table 199. TPM_IncrementCounter Incoming Parameters and Sizes
PARAM HMAC L
Type Name Description
# | sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_IncrementCounter
4 4 25 4 TPM=CEOUNT_ID countID The handle of a valid counter
5 4 JTPM_AUTHHANDLE authHandle The authorization session handle used for counter authorization
2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H|1 20 TPM_NONCE nonceQdd Nonce generated by system associated with authHandle |
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest that authorizes the use of countID.
8 20 TPM_AUTHDATA counterAuth HMAC key: countlD -> authData
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Table 200. TPM_IncrementCounter Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_IncrementCounter
5 10 3S 10 TPM_COUNTER_VALUE count The counter value
6 20 2H1 20 TPM _NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle.
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; acgtl:ﬁ:geitio;u?sgsai;n digest for the returned.parameterg. HMAC

Descriptio

This functior[\increments the counter by 1.

The TPM M
Actions
1. If TPM_J
a. Valid
b. Valig
c. Set]
2. else

a. If TAM_STCLEAR_DATA -> countlD does not equal countID
eturn TPM_BAD_COUNTER

ate the command parameters using counterAuth

i. R
b. Valig
c. Incrg

3. Return n

ments the counter:by 1

ew count valu€ in‘count

26.3 TPM_ReadCounter

Start of infgrmative comment:

Reading thel counter provides the caller with the current number in the sequence.

AY implement increment throttling to avoid burn problems

BTCLEAR_DATA -> countiD is 0
ate that countID is a valid counter, return TPM\BAD_COUNTER on mismatch
ate the command parameters using counterAuth

'PM_STCLEAR_DATA -> countID to eountID

End of informative comment.

Table 201. TPM_ReadCounter Incoming Parameters and Sizes

PARAM HMAC Lo
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadCounter
4 4 2S 4 TPM_COUNT_ID countID ID value of the counter
186 © ISO/IEC 2009 — Al rights reserved
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Table 202.TPM_ReadCounter Outgoing Parameters and Sizes

PARAM HMAC L.
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadCounter
4 10 3S 4 TPM_COUNTER_VALUE count The counter value

Descriptipn

This returnp the current value for the counter indicated. The counter MAY be any valid counter.

Actions

1. Validate that countID points to a valid counter. Return TPM_BAD COUNTERYon error.

2. Return|count

26.4 TPM_ReleaseCounter

Start of informative comment:

This commiand releases a counter such that no reads or increments of the indicated counter w

End of infprmative comment.

Table 203. TPM_ReleaseCounterdncoming Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 19 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReleaseCounter
4 4 25 4 TPM_COUNT_ID countID ID value of the counter
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for countID authorigation
2HII 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H|I 20 TPM_NONCE nonceOdd Nonce associated with count|D
7 1 4H|1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
8 20 TPM_AUTHDATA counterAuth LWA%JT;);?Z:;ESISDE-SEE&S::S)J:tsat that authorizes the use of countID.
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