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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the use
of a patent.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of this patent right is registered with ISO
and IEC. Information may be obtained from:

FujitsI Limited
1-1, Kdmikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microgoft Corporation

One Mjcrosoft Way, Redmond, WA 98052

Entergsys Networks, Inc

50 Minnuteman Road, US-Andover, MA 01810

Lenovp

1009 Think Place, US-Morrisville, NC 27560-8496

Advanked Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735
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Hewlett-Packard Company
P.0. B¢x 10490, US-Palo Alto, CA 94303-0969

— O

Infine

Am Campeon 1-12, DE-85579 Neubiberg

n Technologies AG - Neubiberg

—5—0—

Sun Microsystems Inc. - Menle/Park, CA

10 Netiwork Circle, UMPK10-146, US-Menlo Park, CA 94025

—g———

IBM Cgrporation

HelE-

North Castle Drive, US-Armonk, N.Y. 10504

Intel Corporation
5200 KElam Young Park -Hillsboro, OR 9712

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Trusted Platform Module Library —
Part 3: Commands

1 Scope

This part of ISO/IEC 11889 contains the definitions of the Trusted Platform Module (TPM) commands.
These commands make use of the constants, flags, structures, and union definitions defined in ISO/IEC
11889-2.

The detailed description of the operation of the commands is written in the C language with extensive
comments. The behavior of the C code in this part of ISO/IEC 11889 is normative but does not fully
describe the behavior of a TPM. The combination of this part of ISO/IEC 11889 and ISO/IEC 11889-4 is
sufficiept to fully describe the required behavior of a TPM.

The coge this part of ISO/IEC 11889 and ISO/IEC 11889-4 is written to define the behavior of a cgmpliant
TPM. Ih some cases it is not possible to provide a compliant implementation. In.these casgs, any
implementation provided by the vendor that meets the general description of the funetion provided in this
part of |SO/IEC 11889 would be compliant.

EXAMPIE Firmware update is a case where it is not possible to provide a compliant implementation.

The cogle in thie part of ISO/IEC 11889 and ISO/IEC 11889-4 is not written to meet any particular|level of
conformance nor does this specification require that a TPM meet any“particular level of conformange.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 11889-1, Information technology — Trusted Platform Module Library — Part 1: Architecture

e |SO/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2: Structures

e |SO/IEC 11889-4, Information technology — Trusted Platform Module Library — Part 4: Supporting
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Table 1 — Command Modifiers and Decoration

Notation

Meaning

+

A Type decoration — When appended to a value in the Type column of a command, this symbol
indicates that the parameter is allowed to use the “null” value of the data type (see ISO/IEC
11889-2, clause 5.8, "Conditional Types"). The null value is usually TPM_RH_NULL for a handle
or TPM_ALG_NULL for an algorithm selector.

A Name decoration — When this symbol precedes a handle parameter in the “Name” column, it
indicates that an authorization session is required for use of the entity associated with the handle.
If a handle does not have this symbol, then an authorization session is not allowed.

+PP

A Description modifier — This modifier may follow TPM_RH_PLATFORM in the “Description”

cotumT o dicate that Physicat Presence s Tequited wheT pratformAuth/ptatformPoticy s
provided.

+{H

P}

A Description modifier — This modifier may follow TPM_RH_PLATFORM to indicaterthat Physical
Presence may be required when platformAuth/platformPolicy is provided. The commands with this
notation may be in the setList or clearList of TPM2_PP_Commands().

{N

V}

A Description modifier — This modifier may follow the commandCode in the *Description” column
to indicate that the command may result in an update of NV memory and be subject to rate
throttling by the TPM. If the command code does not have this notatien, then a write to NV
memory does not occur as part of the command actions.

{f

A Description modifier — This modifier indicates that the “flushed’ attribute will be SET in the|
TPMA_CC for the command. The modifier may follow the comymandCode in the “Description”
column to indicate that any transient handle context used by the command will be flushed fropm the
TPM when the command completes. This may be combigned with the {NV} modifier but not with the
{E} modifier.

A Description modifier — This modifier indicateshat the “extensive” attribute will be SET in the
TPMA_CC for the command. This modifier may follow the commandCode in the “Descriptiof’
column to indicate that the command maylush many objects and re-enumeration of the loafled
context likely will be required. This may be combined with the {NV} modifier but not with the {F}
modifier.

Auth

ndex:

A Description modifier — When a handle has a “@” decoration, the “Description” column will
contain an “Auth Index:” entry for‘the handle. This entry indicates the number of the authoriZation
session. The authorization sessions associated with handles will occur in the session area i the
order of the handles with the™*@” modifier. Sessions used only for encryption/decryption or ¢nly for
audit will follow the handles used for authorization.
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Notation Meaning

Auth Role: A Description modifier — This will be in the “Description” column of a handle with the “@”
decoration. It may have a value of USER, ADMIN or DUP.

If the handle has the Auth Role of USER and the handle is an Object, the type of authorization is
determined by the setting of userWithAuth in the Object's attributes. If the handle is
TPM_RH_OWNER, TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, userWithAuth is SET.

If the Auth Role is ADMIN and the handle is an Object, the type of authorization is determined by
the setting of adminWithPolicy in the Object's attributes. If the handle is TPM_RH_OWNER,
TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, adminWithPolicy is SET.

If the DUP role is selected, authorization may only be with a policy session (DUP role only applies
to Objects).

When either ADMIN or DUP role is selected, a policy command that selects the command bging
authorized is required to be part of the policy.

If the handle references an NV Index, then the allowed authorizations are determined by the
settings of the attributes of the NV Index as specified in ISO/IEC 11889-2, clause™14.2,
"TPMA_NV (NV Index Attributes)."

NOTE 1 Regarding {NV}, any command that uses authorization can cause _a‘write to NV if there is an
authorization failure. A TPM might use the occasion of command execution to update the NV
copy of clock.

EXAMPLE 1 An example of combining the {NV} and {F} modifiers is {NV/\F}.

EXAMPLE 2 Regarding {F}, TPM2_SequenceComplete() will¢ flush the context associated with the
sequenceHandle.

EXAMPLE 3 An example of combining the {NV} and {E}.modifiers is {NV E}.

EXAMPLE 4 Regarding {E}, TPM2_Clear() will flushyall contexts associated with the Storage higrarchy
and the Endorsement hierarchy.

EXAMPLE 5 Regarding Auth Role, TPM2 Certify needs the ADMIN role for the first [handle
(objectHandle). The poliey authorization for objectHandle needs to ¢ontain
TPM2_PolicyCommandCaodé(commandCode == TPM_CC_Certify). This sets the statg of the
policy so that it can be used for ADMIN role authorization in TPM2_Certify().

5.3 Handle and Parameter’ Demarcation
The demarcations between‘the header, handle, and parameter parts are indicated by:

Table 2 — Separators

Separator Meaning

the values immediately following are in the handle area

the values immediately following are in the parameter area

5.4 AuthorizationSize and ParameterSize

Authorization sessions are not shown in the command or response schematics. When the tag of a
command or response is TPM_ST _SESSIONS, then a 32-bit value will be present in the
command/response buffer to indicate the size of the authorization field or the parameter field. This value
shall immediately follow the handle area (which may contain no handles). For a command, this value
(authorizationSize) indicates the size of the Authorization Area and shall have a value of 9 or more. For a
response, this value (parameterSize) indicates the size of the parameter area and may have a value of
zero.
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If the authorizationSize field is present in the command, parameterSize will be present in the response,
but only if the responseCode is TPM_RC_SUCCESS.

When authorization is required to use the TPM entity associated with a handle, then at least one session
will be present. To indicate this, the command tag Description field contains TPM_ST SESSIONS.
Addional sessions for audit, encrypt, and decrypt may be present..

When the command tag Description field contains TPM_ST _NO_SESSIONS, then no sessions are
allowed and the authorizationSize field is not present.

When a command allows use of sessions when not required, the command tag Description field will
indicate the types of sessions that may be used with the command.

6 C

6.1

Clause
code r
normat

In the ¢
parenth
code m

6.2

Before
consist
indicats

a) Thg
TP

b) Thg

buffer that is loaded by some hardware process, the number of octets in the input buffer

pbmmand Processing

ntroduction

6 defines the command validations that are required of any implementation and the re
bturned if the indicated check fails. Unless stated otherwise, the order of the checks
ve and different TPM may give different responses when a commandhas multiple errors.

escription below, some statements that describe a check may befollowed by a response
eses. This is the normative response code should the indicated ¢heck fail. A normative re
ay also be included in the statement.

Command Header Validation

bncy checks shall be performed. These checks-are listed below and should be performe
d order.

e TPM shall successfully unmarshal aXTPMI_ST_COMMAND_TAG and verify that it i
M_ST _SESSIONS or TPM_ST_NO :SESSIONS (TPM_RC_BAD_TAG).

e TPM shall successfully unmarshal a UINT32 as the commandSize. If the TPM has an i

nmand reported by the hardware process shall exactly match the value in comma
M_RC_COMMAND_SIZE).

[E A TPM-can have direct access to system memory and unmarshal directly from that mem

e TPM shall successfully unmarshal a TPM_CC and verify that the command is imple
M_RC_COMMAND_CODE).

Mod€ Checks

sponse
is not

code in
sponse

a TPM may begin the actions associated with.a command, a set of command fornjat and

1 in the

5 either

terface
for the
\ndSize

ory.

mented

ol

cor
(TH
NO
c) Thg
(TH
6.3
The fol
© 1SO/

H pu | la 1 la £ ol 4l Al Letael
WITTY THUUT UITTURS STidll UT PTTTUTTTICTU T U UTUTT TIstcU.

IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

a)

b)

c)

The mgde checks may be performed before or after the command header validation.

6.4 Handle Area Validation

If the TPM is in Failure mode, then the commandCode is TPM_CC_GetTestResult or
TPM_CC_GetCapability (TPM_RC_FAILURE) and the command tag is TPM_ST_NO_SESSIONS
(TPM_RC_FAILURE).

NOTE 1 In Failure mode, the TPM has no cryptographic capability and processing of sessions is not
possible.

The TPM is in Field Upgrade mode (FUM), the commandCode is TPM_CC_FieldUpgradeData
(TPM_RC_UPGRADE).

If the TPM has not been initialized (TPM2_Startup()), then the commandCode is TPM_CC_Startup
(TPM_RC_INITIALIZE).

NOTE 2 The TPM can enter Failure mode during _TPM_Init processing, before TPM2_Startup()| Since
the platform firmware cannot know that the TPM is in Failure mode without accessing it, and
since the first command needs to be TPM2_Startup(), the expected sequence)will| be that
platform firmware (the CRTM) will issue TPM2_Startup() and receive FPM7RC_HAILURE
indicating that the TPM is in Failure mode.

There can be failures where a TPM cannot record that it received, TPM2_Startup(). [n those
cases, a TPM in failure mode can process TPM2_GetTestResult(), \TPM2_GetCapabillity(), or
the field upgrade commands. As a side effect, that TPM might process TPM2_GetTestResult(),
TPM2_GetCapability() or the field upgrade commands before TRM2_Startup().

This is a corner case exception to the rule that TPM2_Startup() must be the first commapd.

After sdiccessfully unmarshaling and validating the command header, the TPM shall perform the fgllowing

checks|on the handles and sessions. These checks may be performed in any order.

NOTE 1 A TPM needs to perform the handle area validation before the authorization checks becjuse an

a)

b)

authorization cannot be performéd unless the authorization values and attributes for the referenced
entity are known by the TPM..For them to be known, the referenced entity needs to be in the TPM
and accessible.

The TPM shall successfully unmarshal the number of handles required by the command and Yalidate
thal the value of the handle js consistent with the command syntax. If not, the TPM shal| return
TPM_RC_VALUE.

NOTE 2 The~TRM can unmarshal a handle and validate that it references an entity on the TPM before
unmarshaling a subsequent handle.

NOTE 3 if the submitted command contains fewer handles than required by the syntax of the cqmmand,
the TPM can continue to read into the next area and attempt to interpret the data as a handle.

Foi all handles in the handle area of the command, the TPM will validate that the referenced entity is
present in the TPM.

1) If the handle references a transient object, the handle shall reference a loaded object
(TPM_RC_REFERENCE_HO + N where N is the number of the handle in the command).

NOTE 4 If the hierarchy for a transient object is disabled, then the transient objects will be flushed so this
check will fail.

2) If the handle references a persistent object, then

i) the hierarchy associated with the object (platform or storage, based on the handle value) is
enabled (TPM_RC_HANDLE);
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ii) the handle shall reference a persistent object that is currently in TPM non-volatile memory

(TPM_RC_HANDLE);

ii) if the handle references a persistent object that is associated with the endorsement hierarchy,

that the endorsement hierarchy is not disabled (TPM_RC_HANDLE); and

NOTE 5 The reference implementation keeps an internal attribute, passed down from a primary

key to its descendents, indicating the object's hierarchy.

iv) if the TPM implementation moves a persistent object to RAM for command processing then

sufficient RAM space is available (TPM_RC_OBJECT_MEMORY).

If the handle references an NV Index, then

i) an Index exists that corresponds to the handle (TPM_RC_HANDLE); and
i) the hierarchy associated with the existing NV Index is not disabled (TPM_RC_HANDL

i) If the command requires write access to the index data then TPMA_ NV  WRITELOQ
not SET (TPM_RC_LOCKED)

iv) If the command requires read access to the index data then TPMANNV_READLOQG
not SET (TPM_RC_LOCKED)

If the handle references a session, then the session context shall’be present in TPM 1
(TPM_RC_REFERENCE_SO + N).

If the handle references a primary seed for a hierarchy (TPM_RH_ENDORSH
TPM_RH_OWNER, or TPM_RH_PLATFORM) then the enable for the hierarchy
(TPM_RC_HIERARCHY).

(TPM_RC_VALUE)

NOTE 6 In the reference implementation, .this TPM_RC_VALUE is returned by the unmarshaling
a TPMI_DH_PCR.

Session Area Validation

he tag is TPM_ST_SESSIONS and the command is a context management co
M2_ContextSave(), TPM2-'ContextLoad(), or TPM2_FlushContext()) the TPM will
M_RC_AUTH_CONTEXT.

M_RC_AUTHSIZEf the value is not within an acceptable range.

The minimum value is (sizeof(TPM_HANDLE) + sizeof(UINT16) + sizeof(TPMA_SESS
sizeof(UINT16)).

The~maximum value of authorizationSize is equal to commandSize — (sizeof(TPM
sizeof(UINT32) + sizeof(TPM_CC) + (N * sizeof(TPM_HANDLE)) + sizeof(UINT32)) whe

).
KED is

KED is

nemory

MENT,
s SET

If the handle references a PCR, then the value is within the range of PCR supported by the TPM

code for

mmand
return

1 return

ION) +

| ST) +
re N is

the number of handles-associated with the commandCode and-may be zerg.

NOTE 1 (sizeof(TPM_ST) + sizeof(UINT32) + sizeof(TPM_CC)) is the size of a command header. The
last UINT32 contains the authorizationSize octets, which are not counted as being in the

authorization session area.

c) The TPM will unmarshal the authorization sessions and perform the following validations:

1)

2)

© 1SO/

If the session handle is not a handle for an HMAC session, a handle for a policy sess
TPM_RS_PW then the TPM shall return TPM_RC_HANDLE.

ion, or,

If the session is not loaded, the TPM will return the warning TPM_RC_REFERENCE_SO + N

where N is the number of the session. The first session is session zero, N = 0.
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NOTE 2 If the HMAC and policy session contexts use the same memory, the type of the context needs to

match the type of the handle.

3) If the maximum allowed number of sessions have been unmarshaled and fewer octets than
indicated in authorizationSize were unmarshaled (that is, authorizationSize is too large), the TPM
shall return TPM_RC_AUTHSIZE.

4) The consistency of the authorization session attributes is checked.

i) Only one session is allowed for:

(a) session auditing (TPM_RC_ATTRIBUTES) — this session may be used for encrypt or
decrypt but may not be a session that is also used for authorization;

(b) decrypting a command parameter (TPM_RC_ATTRIBUTES) — this may be any of the
authorization sessions, or the audit session, or a session may be added fer‘the single
purpose of decrypting a command parameter, as long as the total number-of sessions
does not exceed three; and

(c) encrypting a response parameter (TPM_RC_ATTRIBUTES) - this(wiay be any of the
authorization sessions, or the audit session if present, ora session‘may be added for the
single purpose of encrypting a response parameter, as long“as the total number of
sessions does not exceed three.

NOTE 3 A session used for decrypting a command parameter can also be {sed for
encrypting a response parameter.

5) | An authorization session is present for each of/,the handles with the “@” degoration
(TPM_RC_AUTH_MISSING).

6.6 Authorization Checks

After upmarshaling and validating the handles and the consistency of the authorization sessigns, the
authorirations shall be checked. Authorization checks only apply to handles if the handle in the command
schemItic has the “@” decoration.

a) Th public and sensitive:'.(portions of the object shall be present on thel TPM

(TARM_RC_AUTH_UNAVAILABLE).

b) If the associated handlenis TPM_RH_PLATFORM, and the command requires confirmatipn with
physical presence, thén physical presence is asserted (TPM_RC_PP).

c) If the object or NV."Index is subject to DA protection, and the authorization is with an HYWAC or
pagsword, thenthe TPM is not in lockout (TPM_RC_LOCKOUT).

NOTE 1 An object is subject to DA protection if its noDA attribute is CLEAR. An NV Index is stlibject to

DA protection if its TPMA_NV_NO_DA attribute is CLEAR.
NOH==2 AR—HMAC—er—password—is—heeded—H—a—pehey—sesston—when—the—pohey—contains

TPM2_PolicyAuthValue() or TPM2_PolicyPassword().

d) If the command requires a handle to have DUP role authorization, then the associated authorization
session is a policy session (TPM_RC_POLICY_FAIL).

e) If the command requires a handle to have ADMIN role authorization:

1)

If the entity being authorized is an object and its adminWithPolicy attribute is SET, then the

authorization session is a policy session (TPM_RC_POLICY_FAIL).

NOTE 3 If adminWithPolicy is CLEAR, then any type of authorization session is possible.

© ISO/IEC 2015 — All rights re
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2) If the entity being authorized is an NV Index, then the associated authorization session is a policy
session.

NOTE 4 The only commands that are currently defined that need use of ADMIN role authorization are
commands that operate on objects and NV Indices.

If the command requires a handle to have USER role authorization:

1) If the entity being authorized is an object and its userWithAuth attribute is CLEAR, then the
associated authorization session is a policy session (TPM_RC_POLICY_FAIL).

2) If the entity being authorized is an NV Index;

Y Hthao avtharioatinn cncoinn 1o A naliny cncoian.
U e TotToTTZatioTT ST IS0 TS T PONT y— ST o101

(a) the TPMA_NV_POLICYWRITE attribute of the NV Index is SET if the command-modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_POLICYREAD attribute of the NV Index is SET if the command repds the
NV Index data (TPM_RC_AUTH_UNAVAILABLE);

ii) if the authorization is an HMAC session or a password,;

(a) the TPMA_NV_AUTHWRITE attribute of the NV Index is SET if the command modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_AUTHREAD attribute of the NV Indexis SET if the command repds the
NV Index data (TPM_RC_AUTH_UNAVAILABLE)¢

If the authorization is provided by a policy session, then:

1) |if policySession—timeOut has been set, {the session shall not have [xpired
(TPM_RC_EXPIRED);

2) |if policySession—cpHash has been set; it shall match the cpHash of the command
(TPM_RC_POLICY_FAIL);

3) | if policySession—commandCode has-been set, then commandCode of the command shall match
(TPM_RC_POLICY_CC);

4) | policySession—policyDigest , shall match the authPolicy associated with the |handle
(TPM_RC_POLICY_FAIL);

5) |if policySession—pcrUpdateCounter has been set, then it shall match the v3lue of
pcrUpdateCounter (TPM_RC_PCR_CHANGED);

6) | if policySession->commandLocality has been set, it shall match the locality of the command
(TPM_RC_LQCALITY), and

7) | if the authgrization uses an HMAC, then the HMAC is properly constructed using the authValue
associated with the handle and/or the session secret (TPM_RC_AUTH_FAIL or
TPM_RC_BAD_AUTH).

NOTE 5 A _policy session might require proof of knowledge of the authValue of the obje¢t being
authorized.

If the TPM returns an error other than TPM_RC_AUTH_FAIL then the TPM shall not alter any TPM state.
If the TPM return TPM_RC_AUTH_FAIL, then the TPM shall not alter any TPM state other than
lockoutCount.

NOTE 6 The TPM can decrease failedTries regardless of any other processing performed by the TPM. That

is, the TPM can exit Lockout mode, regardless of the return code.
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6.7 Parameter Decryption

If an authorization session has the TPMA_SESSION.decrypt attribute SET, and the command does not
allow a command parameter to be encrypted, then the TPM will return TPM_RC_ATTRIBUTES.
Otherwise, the TPM will decrypt the parameter using the values associated with the session before

parsing

parameters.

6.8 Parameter Unmarshaling
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e been
ematic.
ced by

rameter
so that

ng the

ters for use by the command-specific action code. No data mevement need take place put it is
I that the TPM validate that the parameters meet the requirements of the expected data fype as

code is
codes
\meters

that the

rmined
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Table 3 — Unmarshaling Errors

Response Code

Meaning

TPM_RC_ASYMMETRIC

a parameter that should be an asymmetric algorithm selection does not have a

value that is supported by the TPM

TPM_RC_BAD_TAG

a parameter that should be a command tag selection has a value that is not

supported by the TPM

TPM_RC_COMMAND_CODE

a parameter that should be a command code does not have a value that is
supported by the TPM

TPM_RC_HASH

a parameter that should be a hash algorithm selection does not have a value that

iS sl |Inlnnrh:r{ hy the TPM

TPM_RC_INSUFFICIENT the input buffer did not contain enough octets to allow unmarshaling ofithe
expected data type;
TPM_RC_KDF a parameter that should be a key derivation scheme (KDF) selectign does ot
have a value that is supported by the TPM
TPM_RC_KEY_SIZE a parameter that is a key size has a value that is not supparted by the TPM
TPM_RC_MODE a parameter that should be a symmetric encryption,mode selection does ngt have
a value that is supported by the TPM
TPM_RC_RESERVED a non-zero value was found in a reserved field~of ‘an attribute structure (TPMA_)
TPM_RC_SCHEME a parameter that should be signing or enctyption scheme selection does nqt have
a value that is supported by the TPM
TPM_RC_SIZE the value of a size parameter is largér or smaller than allowed
TPM_RC_SYMMETRIC a parameter that should be a Symmetric algorithm selection does not have p
value that is supported by the TPM
TPM_RC_TAG a parameter that should-be'a structure tag has a value that is not supported by
the TPM
TPM_RC_TYPE The type parameterof a TPMT_PUBLIC or TPMT_SENSITIVE has a value|that is
not supported by-the TPM
TPM_RC_VALUE a parametéridoes not have one of its allowed values
In some commands, a parameter-may not be used because of various options of that corqpmand.
However, the unmarshaling code.is required to validate that all parameters have values that are pllowed
by the[ISO/IEC 11889-2 definition of the parameter type even if that parameter is not used in the
command actions.
6.9 [ommand-Rest Processing
When the codesthat implements the detailed actions of the command completes, it returns a response
code. If that code is not TPM_RC_SUCCESS, the post processing code will not update any segsion or

audit dalita and will return a 10-octet response packet.

If the command completes successfully, the tag of the command determines if any authorization sessions
will be in the response. If so, the TPM will encrypt the first parameter of the response if indicated by the
authorization attributes. The TPM will then generate a new nonce value for each session and, if
appropriate, generate an HMAC.

If authorization HMAC computations are performed on the response, the HMAC keys used in the
response will be the same as the HMAC keys used in processing the HMAC in the command.

© ISO/IEC 2015 — All rights reserved
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NOTE 1 This primarily affects authorizations associated with a first write to an NV Index using a bound
session. The computation of the HMAC in the response is performed as if the Name of the Index did
not change as a consequence of the command actions. The session binding to the NV Index will not
persist to any subsequent command.

NOTE 2 The authorization attributes were validated during the session area validation to ensure that only
one session was used for parameter encryption of the response and that the command allowed
encryption in the response.

NOTE 3 No session nonce value is used for a password authorization but the session data is present.

Additionally, if the command is being audited by Command Audit, the audit digest is updated with the
cpHash of the command and rpHash of the response.

12 © ISO/IEC 2015 — All rights reserved
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7 Response Values

7.1 Tag

When a command completes successfully, the tag parameter in the response shall have the sam

e value

as the tag parameter in the command (TPM_ST_SESSIONS or TPM_RC_NO_SESSIONS). When a
command fails (the responseCode is not TPM_RC_SUCCESS), then the tag parameter in the response

shall be TPM_ST_NO_SESSIONS.

A special case exrsts When the command tag parameter is not an aIIowed value (TPM ST SESSIONS or

command formatted for an |mpIementat|on of ISO/IEC 11889 (flrst edltlon) but the TPM is not.cay
executing ISO/IEC 11889 (first edition) commands. So that the ISO/IEC 11889 (first edition))con
software will have a recognizable response, the TPM sets tag to TPM_ST_RSPYCOMMAND,

responsgeSize to 00 00 00 0A;s and responseCode to TPM_RC_BAD_TAG. This is thessame resp
the ISQ/IEC 11889 (first edition) fatal error for TPM_BADTAG.

7.2 Response Codes

send a
able of
patible

pnse as

The ndrmal response for any command is TPM_RC_SUCCESS. Any,\other value indicates trat the
al

commgnd did not complete and the state of the TPM is unchangedCAn exception to this gener
that thg logic associated with dictionary attack protection is allowed to be modified when an authg
failure gccurs.

rule is
rization

Commands have response codes that are specific to that.éommand, and those response codles are

enumefated in the detailed actions of each command...The codes associated with the unmarsh
paramgters are documented in Table 3. Another set of response code values are not command

aling of
specific

and indicate a problem that is not specific to the command. That is, if the indicated problem is remedied,

the sanmie command could be resubmitted and may.complete normally.
The regponse codes that are not command spetcific are listed and specified in Table 4.

The reference code for the command actions may have code that generates specific response
associgted with a specific check but the listing of responses may not have that response code liste

codes

© ISO/IEC 2015 — All rights reserved

13


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

Table 4 — Command-Independent Response Codes

Response Code

Meaning

TPM_RC_CANCELED

This response code may be returned by a TPM that supports command cancel.
When the TPM receives an indication that the current command should be
cancelled, the TPM may complete the command or return this code. If this code
is returned, then the TPM state is not changed and the same command may be
retried.

TPM_RC_CONTEXT_GAP

This response code can be returned for commands that manage session
contexts. It indicates that the gap between the lowest numbered active session
and the highest numbered session is at the limits of the session tracking logic.
The remedy is to load the session context with the lowest number so that its

tracking number can be updated.

TPM_RE_LOCKOUT

This response indicates that authorizations for objects subject to DA(protedtion
are not allowed at this time because the TPM is in DA lockout mode. The remedy
is to wait or to exeucte TPM2_DictionaryAttackLockoutReset().

TPM_RE_MEMORY

A TPM may use a common pool of memory for objects, sessions, and othe
purposes. When the TPM does not have enough memory-available to perfgrm

the actions of the command, it may return TPM_RC_MEMORY. This indicgtes

that the TPM resource manager may flush either sessions or objects in order to
make memory available for the command execution:"/A TPM may choose tq
return TPM_RC_OBJECT_MEMORY or TPM_.RC” SESSION_MEMORY if|it
needs contexts of a particular type to be flushed.

TPM_RE_NV_RATE

This response code indicates that the TPM is rate-limiting writes to the NV
memory in order to prevent wearout. This response is possible for any conmand
that explicity writes to NV or comniands that incidentally use NV such as a
command that uses authorization.session that may need to update the dictlonary
attack logic.

TPM_RE_NV_UNAVAILABLE

This response code is similar to TPM_RC_NV_RATE but indicates that acg¢ess to
NV memory is currentlyzhot available and the command is not allowed to pfoceed
until it is. This would<occur in a system where the NV memory used by the [TPM

is not exclusive toithe TPM and is a shared system resource.

TPM_RE_OBJECT HANDLES

This response\code indicates that the TPM has exhausted its handle space and

no new objects can be loaded unless the TPM is rebooted. This does not dccur in
the reference implementation because of the way that object handles are
allocated. However, other implementations are allowed to assign each objgct a
unigue handle each time the object is loaded. A TPM using this implementation
would be able to load 2% objects before the object space is exhausted.

TPM_RE_OBJEGTAMEMORY

This response code can be returned by any command that causes the TPM to
need an object 'slot'. The most common case where this might be returned|is
when an object is loaded (TPM2_Load, TPM2_CreatePrimary(), or
TPM2_ContextLoad()). However, the TPM implementation is allowed to us¢
object slots for other reasons. In the reference implementation, the TPM cdpies a
referenced persistent object into RAM for the duration of the commannd. Iffall the
slots are previously occupied, the TPM may return this value. A TPM is allqwed
to use object slots for other purposes and return this value. The remedy when
this response is returned is for the TPM resource manager to flush a transignt

object.

TPM_RC_REFERENCE_Hx

This response code indicates that a handle in the handle area of the command is
not associated with a loaded object. The value of 'x' is in the range 0 to 6 with a
value of 0 indicating the 1* handle and 6 representing the ™ Upper values are
provided for future use. The TPM resource manager needs to find the correct
object and load it. It may then adjust the handle and retry the command.

14
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Response Code

Meaning

TPM_RC_REFERENCE_Sx

This response code indicates that a handle in the session area of the command
is not associated with a loaded session. The value of 'x' is in the range 0 to 6 with
a value of 0 indicating the 1% session handle and 6 representing the 7™ Upper
values are provided for future use. The TPM resource manager needs to find the

correct session and load it. It may then retry the command.

NOTE Usually, this error indicates that the TPM resource manager has a
corrupted database.

TPM_RC_RETRY

the TPM was not able to start the command

This response code |nd|cates that the TPM does not have a handle to a55|gn toa

[P i = 1 W, Lo M Y P\

TPM_RE_SESSION_HANDLES

Tl Al th o 1
TTCVV-SCSSTOTT T THSTESPOUSCTS ullly returred oy Triviz_otaroot |ucoo|ul|v T

listed here because the command is not in error and the TPM resource maphager

can remedy the situation by flushing a session (TPM2_FlushContext().

TPM_R{_SESSION_MEMORY

This response code can be returned by any command that causes the TPM to
need a session 'slot'. The most common case where this might be’returned i

when a session is loaded (TPM2_StartAuthSession() or TRM2-ContextLod
However, the TPM implementation is allowed to use objett slots for other
purposes. The remedy when this response is returnedhis for the TPM reso|
manager to flush a transient object.

TPM_RE_SUCCESS

Normal completion for any command. If the responseCode is
TPM_RC_SUCCESS, then the rest of the response has the format indicate

the response schematic. Otherwise, the response is a 10 octet value indicati

an error.

TPM_RE_TESTING

This response code indicates that the TPM is performing tests and cannot
respond to the request at this timey The command may be retried.

TPM_RE_YIELDED

the TPM has suspended operation on the command; forward progress wag
and the command may be.retried.

See ISO/IEC 11889-1, clause 38, “Multi-tasking”

made

NOTE 1 Usually, the TPM_RC_REFERENCE_Hx and TPM_RC_REFERENCE_Sx response | codes
indicate the TPM resourcelqh@nager has a corrupted database.
NOTE 2 The TPM_RC_YIELDEDB-response code won't occur in the reference implementation.
© ISO/IEC 2015 — All rights reserved 15
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8 Implementation Dependent

The actions code for each command makes assumptions about the behavior of various sub-systems.
There are many possible implementations of the subsystems that would achieve equivalent results. The
actions code is not written to anticipate all possible implementations of the sub-systems. Therefore, it is
the responsibility of the implementer to ensure that the necessary changes are made to the actions code
when the sub-system behavior changes.

16 © ISO/IEC 2015 — All rights reserved
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9 Detailed Actions Assumptions

9.1

Introduction

The C code in the Detailed Actions for each command is written with a set of assumptions about the
processing performed before the action code is called and the processing that will be done after the
action code completes.

9.2

Pre-processing

Before

NO

9.3

When t

calling the command actions code, the following actions have occurred.

Verification that the handles in the handle area reference entities that are resident 6n the T

[E If a handle is in the parameter portion of the command, the associated_€entity does not
be loaded, but the handle needs to be the correct type.

If use of a handle requires authorization, the Password, HMAC, or Palicy 'session associats
the handle has been verified.

If a command parameter was encrypted using parameter encryption, it was decrypted befq
being unmarshaled.

If the command uses handles or parameters, the calling stack contains a pointer to a data
structure (In) that holds the unmarshaled values for tHe handles and command parameter
the response has handles or parameters, the calling'stack contains a pointer to a data stru
(out) to hold the handles and response parameters generated by the command.

All parameters of the in structure have been validated and meet the requirements of the
parameter type as defined in ISO/IEC 11889-2.

produced by the command

Post Processing

he function implementing the command actions completes,

response parameters'that require parameter encryption will be encrypted after the commal
actions complete;

audit and session contexts will be updated if the command response is TPM_RC_SUCCES
and

the command header and command response parameters will be marshaled to the respon
buffer.

PM.

have to

ed with

=

e

s. If
cture

Space set aside for the out structure-is sufficient to hold the largest out structure that could be

© ISO/IEC 2015 — All rights reserved
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10 St

10.1

Clause

10.2

art-up

Introduction

10 contains the commands used to manage the startup and restart state of a TPM.

TPM_Init

10.2.1 General Description

_TPM |
Initializ
FUM, t
is TPM

NOTE 1

The me
physic3
proces;s

There 9
begin €

NOTE 2

nit initializes a TPM.

htion actions include testing code required to execute the next expected commangd,-Ifithe TH
e next expected command is TPM2_FieldUpgradeData(); otherwise, the next expected co
P Startup().

If the TPM performs self-tests after receiving _TPM_Init() and the TPM\enters Failure mod
receiving TPM2_Startup() or TPM2_FieldUpgradeData(), then the/ TPM might be able tq
TPM2_GetTestResult() or TPM2_GetCapability().

ans of signaling _TPM_Init shall be defined in the platform-gpecific specifications that de
| interface to the TPM. The platform shall send this indication*whenever the platform starts
5 and only when the platform starts its boot process.

hall be no software method of generating this indication that does not also reset the platfd
xecution of the CRTM.

In the reference implementation, this signal causes an internal flag (s_initialized) to be
While this flag is CLEAR, the TPM will enly accept the next expected command described ab

PM is in
mmand

e before
accept

fine the
its boot

rm and

CLEAR.
ove.
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10.2.2 Detailed Actions

This function is used to process a _TPM_Init() indication.

#include "InternalRoutines.h"
LIB_EXPORT void
_TPM_Init(

void

))

// Clear the failure mode flags
g_inFailureMode = FALSE;

{

ISO/IEC 11889-3:2015(E)

g_forceFailureMode = FALSE,

//| Initialize the NvEnvironment.
g_mvOk = NvPowerOn(Q);

//] Initialize crypto engine
CryptinitUnits(Q;

//|Start clock
TimePoweron();

//|Set initialization state
TPYINItQ;

//|Initialize object table
ObjectStartup();

//|Set g DRTMHandle as unassigned
g_DRTMHandle = TPM_RH_UNASSIGNED;

//|No H-CRTM, yet.
g_DbrtmPreStartup = FALSE;

refurn;

© ISO/IEC 2015 — All rights reserved
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10.3

10.3.1

TPM2_Startup

General Description

TPM2_Startup() is always preceded by _TPM_Init, which is the physical indication that TPM initialization
is necessary because of a system-wide reset. TPM2_Startup() is only valid after _TPM_Init. Additional
TPM2_Startup() commands are not allowed after it has completed successfully. If a TPM requires
TPM2_Startup() and another command is received, or if the TPM receives TPM2_Startup() when it is not

require
NOTE 1

NOTE 2

If in F

TPM2_[Startup() is not completed successfully or processed at all.

A Shu

TPM2_[Startup(). The three sequences are:

1) TP
TP

NO

2) TP

previous state of the TPM except that PCR .and the controls associated with the Platform hi
arel all returned to their default initialization state;

3) TP

preVious state of the TPM including the static Root of Trust for Measurement (S-RTM) PCR

pla

d, the TPM shall return TPM_RC_INITIALIZE.

See 10.2.1 for other command options for a TPM supporting field upgrade mode.

_TPM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End are not commands ,and a |
specific specification might allow these indications between _TPM_Init and TPM2_Startup().

hilure mode the TPM shall accept TPM2_GetTestResult() and TPM2_GetCapability()
down/Startup sequence determines the way in which the TPM will operate in respq

M Reset — This is a Startup(CLEAR) preceded by e€ither Shutdown(CLEAR)
M2_Shutdown(). On TPM Reset, all variables go back to their ‘default initialization state.

[E 3 Only those values that are specified as having a default initialization state are changed
Reset. Persistent values that have no default initialization state are not changed
command. Values such as seeds have no~default initialization state and only changq
specific commands.

M Restart — This is a Startup(CLEAR) preceded by Shutdown(STATE). This preserves muc|

M Resume — This is a Startup(STATE) preceded by Shutdown(STATE). This preser

form controls other than the phErable and phEnableNV.

latform-

even if

nse to

or no

by TPM
by this
b due to

h of the
erarchy

es the
and the

If a TPM receives Startup(STATE)\and that was not preceded by Shutdown(STATE), the TPM shall return

TPM_RC_VALUE.

If, duri
Shutdo

On any| TPM2_Startup(),

ng TPM Restart .0r*TPM Resume, the TPM fails to restore the state saved at t
WN(STATE), the TRM shall enter Failure Mode and return TPM_RC_FAILURE.

phEnableyand phEnableNV shall be SET;

all transient contexts (objects, sessions, and sequences) shall be flushed from TPM memog

he last

Iy

TPMS TIME INFO.time shall be reset to zero; and

use of lockoutAuth shall be enabled if lockoutRecovery is zero.

Additional actions are performed based on the Shutdown/Startup sequence.
On TPM Reset

20
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NO

On TP\

On TP\
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platformAuth and platformPolicy shall be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be
CLEAR,

tracking data for saved session contexts shall be set to its initial value,
the object context sequence number is reset to zero,

a new context encryption key shall be generated,

M TPMS CroCKINFOTEStartCount sttattbe TesettozeTo,
TPMS_CLOCK_INFO.resetCount shall be incremented,

the PCR Update Counter shall be clear to zero,
shEnable and ehEnable shall be SET, and

PCR in all banks are reset to their default initial conditions as determined by-the relevant
platform-specific specification and the H-CRTM state (see ISO/IEC 11889-1, clause 34.3, H-
CRTM before TPM2_Startup()”)

[E 4 PCR can be initialized any time between _TPM_Init and the end of TPM2_Startup(). RCR that
are preserved by TPM Resume will need to be restored-during TPM2_Startup().

[E 5 See ISO/IEC 11889-1, clause 17.1, "Initializing, PER" in for a description of the defallt initial
conditions for a PCR.

/| Restart

TPMS_CLOCK_INFO.restartCount shall be ijncremented,
shEnable and ehEnable shall be SET,
platformAuth and platformPolicy shall’be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED.shall be CLEAR,

For each NV index with FPMA NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall e
CLEAR, and

PCR in all banks arefreset to their default initial conditions.

If an H-CRTM Evént Sequence is active, extend the PCR designated by the platform-specffi
specification:

c

)l Resume

theH-CERTM startup method is the same for this TPM2_Startup() as for the previous
TRM2_Startup(); (TPM_RC_LOCALITY)

TPMS_CLOCK_INFO.restartCount shall be incremented; and

PCR that are specified in a platform-specific specification to be preserved on TPM Resume are
restored to their saved state and other PCR are set to their initial value as determined by a
platform-specific specification.

Other TPM state may change as required to meet the needs of the implementation.

If the startupType is TPM_SU_STATE and the TPM requires TPM_SU_CLEAR, then the TPM shall return
TPM_RC_VALUE.

NOTE 6

© 1SO/

The TPM will need TPM_SU_CLEAR when no shutdown was performed or after Shutdown(CLEAR).
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NOTE 7 If startupType is neither TPM_SU_STATE nor TPM_SU_CLEAR, then the unmarshaling code returns
TPM_RC_VALUE.

22 © ISO/IEC 2015 — All rights reserved
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10.3.2 Command and Response

Table 5 — TPM2_Startup Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Startup {NV}

TPM_SU startupType TPM_SU_CLEAR or TPM_SU_STATE

Table 6 — TPM2_Startup Response

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize

TPM_RC responseCode

© ISO/IEC 2015 — All rights reserved 23
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10.3.3

Detailed Actions

#include "InternalRoutines.h"
#include "'Startup_fp.h"

#ifdef

TPM_CC_Startup // Conditional expansion of this file

Table 7 — TPM2_Startup Errors

Error Returns Meaning
TPM_RC_LOCALITY a Startup(STATE) does not have the same H-CRTM state as the
previeds-StarttO-
TRM_RC_NV_UNINITIALIZED the saved state cannot be recovered and a Startup(CLEAR) is
requried.
TRM_RC_VALUE start up type is not compatible with previous shutdown seguence
TPM_RC
TPM2_Sjtartup(
Startup_In *in // IN: input parameter list
)
{
STARTUP_TYPE startup;
TPm_RC result;
BOPL prevDrtmPreStartup;
//|The command needs NV update. Check if NV is ayayiable.

//
//
res
if

A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE erKor“may be returned at
this point

sult = NvisAvailable();

(result = TPM_RC_SUCCESS)

return result;

// Inplt Validation

//

Read orderly shutdown states d@yom previous power cycle

NviReadReserved(NV_ORDERLY, &g prevOrderlyState);

//

pré
if

//

iT(

HACK to extract the DRTWSstartup type associated with the previous shutdown
bvDrtmPreStartup = (g.prevOrderlyState == (TPM_SU_STATE + PRE_STARTUP_FLAG));
[prevDrtmPreStartup).

g_prevOrderlyState = TPM_RC_LOCALITY;

if this startup”is a TPM Resume, then the H-CRTM states have to match
in->startupType == TPM_SU_STATE

&& g_DrtmPreStartup !'= prevDrtmPreStartup)

return~FPM_RC_VALUE + RC_Startup_startupType;

//

i'f¥the previous power cycle was shut down with no StateSave command, or

//
//

with StateSave command for CLEAR, or the part of NV used for TPM_SU STATE
cannot be recovered, then this cycle can not startup up with STATE

if(in->startupType == TPM_SU_STATE)

it g_prevOrderlyState == SHUTDOWN_NONE
Il g_prevOrderlyState == TPM_SU_CLEAR)
return TPM_RC_VALUE + RC_Startup_startupType;

if(g_nvOk == FALSE)
return TPM_RC_NV_UNINITIALIZED;

// Internal Date Update

24
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108
109
110
111
112
113
114
115
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// Translate the TPM2_ShutDown and TPM2_Startup sequence into the startup
// types. Will only be a SU_RESTART if the NV is OK
it in->startupType == TPM_SU_CLEAR

&& g _prevOrderlyState == TPM_SU_STATE

&& g _nvOk == TRUE)

{
startup = SU_RESTART;
// Read state reset data
NvReadReserved(NV_STATE_RESET, &gr);
3

// In this check, we don"t need to look at g nvOk because that was checked
// above

els - =St - —So—
{
// For a resume, the H-CRTM startup method must be the same
iT(g_DrtmPreStartup !'= prevDrtmPreStartup)
return TPM_RC_LOCALITY;
// Read state clear and state reset data
NvReadReserved(NV_STATE_CLEAR, &gc);
NvReadReserved(NV_STATE_RESET, &gr);
startup = SU_RESUME;
¥
else
{
startup = SU_RESET;
¥
//|Read persistent data from NV
NvReadPersistent();

//|Crypto Startup
CryptUti IStartup(startup);

//|Read the platform unique value that\iS used as VENDOR_PERMANENT auth value
g_platformUniqueDetails.t.size = (UINT16) plat__GetUnique(l,
sizeof(g_platformUniqueDetails.t.buffer),
g_platformUniqueDetails.t_buffer);

//|Start up subsystems
//|Start counters and tiers
TipeStartup(startup);

//|Start dictionary-attack subsystem
DA$tartup(startup);

//|Enable higfakchies
HierarchyStartup(startup);

//|Respore/Initialize PCR
PCRStartup(startup);

// Restore/Initialize command audit information
CommandAuditStartup(startup);

// Object context variables
if(startup == SU_RESET)

// Reset object context ID to O
gr.objectContextID = 0;

// Reset clearCount to O
gr.clearCount= 0;

}

// Initialize session table

© ISO/IEC 2015 — All rights reserved
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SessionStartup(startup);

//
//

Initialize index/evict data. This function clear read/write locks

in NV index

NvEntityStartup(startup);

// Initialize the orderly shut down flag for this cycle to SHUTDOWN_NONE.
gp-orderlyState = SHUTDOWN_NONE;
NwWriteReserved(NV_ORDERLY, &gp-orderlyState);

//
//

Update TPM internal states if command succeeded.
Record a TPM2_Startup command has been received.

TPMRegisterStartup();

//
g_l

rei

¥
#endi f

26

The H-CRTM state no longer matters
rtmPreStartup = FALSE;

furn TPM_RC_SUCCESS;

// CC_Startup

© ISO/IEC 2015 — All rights reserved
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10.4 TPM2_Shutdown

10.4.1 General Description

This command is used to prepare the TPM for a power cycle. The shutdownType parameter indicates

how the

subsequent TPM2_Startup() will be processed.

For a shutdownType of any type, the volatile portion of Clock is saved to NV memory and the orderly
shutdown indication is SET. NV with the TPMA_NV_ORDERY attribute will be updated.

For a sh

utdownType of TPM_SU_STATE, the following additional items are saved:

The following items shall not be saved and will not be in TPM memory-after the next TPM2_Startup:

Some Jalues may be either derived from other values or'saved to NV memory.

This cdgmmand saves TPM state but does not change the state other than the internal indication

context

changes TPM state saved by this command,“then the effect of this command is nullified. The TP
nullify this command for any subsequent, command rather than check whether the command c

state s
next TH

tracking information for saved session contexts;

the session context counter;

PCR that are designated as being preserved by TPM2_Shutdown(TPM_SU_STATE);
the PCR Update Counter;

flags associated with supporting the TPMA_NV_WRITESTCLEAR and
TPMA_NV_READSTCLEAR attributes; and

the command audit digest and count.
TPM-memory-resident session contexts;

TPM-memory-resident transient objects; or

TPM-memory-resident hash contexts created by:TPM2_HashSequenceStart().

has been saved. The TPM shall coeftinue to accept commands. If a subsequent co

ved by this command. If this.command is nullified. and if no TPM2_Shutdown() occurs be
M2_Startup(), then the next TPM2_Startup() shall be TPM2_Startup(CLEAR).

hat the
mmand
M MAY
hanged
ore the
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10.4.2 Command and Response

Table 8 — TPM2_Shutdown Command

Type Name Description
TPM_ST_SESSIONS if an audit session is present;
TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_Shutdown {NV}
TPM_SqU |shutd0wnType |TPM_SU_CLEAR or TPM_SU_STATE

Table 9 — TPM2_Shutdown Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "'Shutdown_fp.h"

#ifdef

TPM_CC_Shutdown // Conditional expansion of this file

Table 10 — TPM2_Shutdown Errors

Error Returns Meaning
TPM_RC_TYPE if PCR bank has been re-configured, a CLEAR StateSave() is
regtired
TPM_RC
TPM2_Shutdown(
Shirtdown_In *in // IN: input parameter list
)
{
TPY_RC result;
//|The command needs NV update. Check if NV is available.

//
//
re:
if

A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be retiw'wéd at
this point

sult = NvisAvailable(Q);

[result = TPM_RC_SUCCESS) return result;

// Inpyit Validation

//
if

// Intd

//

IT PCR bank has been reconfigured, a CLEAR state save is required
(g_pcrReConfig && in->shutdownType == TPM_SUSTATE)

return TPM_RC_TYPE + RC_Shutdown_shutdownType;

ernal Data Update

PCR private date state save

PCRStateSave(in->shutdownType) ;

//
Cry

//
NWA

//
Nv.

if

Get DRBG state
/ptDrbgGetPutState(GET_STATE);

Save all orderly data
riteReserved(NV_ORPERLY_DATA, &go);

Save RAM backedNV index data
btateSave();

[in—->shutdownType == TPM_SU_STATE)

//\Save STATE _RESET and STATE_CLEAR data
NUWriteReserved(NV_STATE _CLEAR, &gc);

NvitrrteReserved(NV—STATE_RESET; <&gr);

}
else 1f(in->shutdownType == TPM_SU_CLEAR)

}
//

// Save STATE RESET data
NvWriteReserved(NV_STATE RESET, &gr);

Write orderly shut down state

if(in->shutdownType == TPM_SU_CLEAR)

gp-orderlyState = TPM_SU_CLEAR;

else if(in->shutdownType == TPM_SU_STATE)

gp-orderlyState = TPM_SU_STATE

© ISO/IEC 2015 — All rights reserved
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}
#endif|// CC_Shutdown

30

| ((g_DrtmPreStartup) ? PRE_STARTUP_FLAG = 0);
else
pAssert(FALSE) ;

NvWriteReserved(NV_ORDERLY, &gp-orderlyState);

// 1T PRE_STARTUP_FLAG was SET, then it will stay set in gp.orderlyState even
// if the TPM isn"t actually shut down. This is OK because all other checks
// of gp.orderlyState are to see if it is SHUTDOWN NONE. So, having

// gp-orderlyState set to another value that is also not SHUTDOWN_NONE, is not
// an issue. This must be the case, otherwise, it would be impossible to add
// an additional shutdown type without major changes to the code.

- TRM-_NQDCo _CllioaCoc -
e —rrvhec—Sutcetoos
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11 Testing

11.1

Introduction

Compliance to standards for hardware security modules may require that the TPM test its functions
before the results that depend on those functions may be returned. The TPM may perform operations
using testable functions before those functions have been tested as long as the TPM returns no value
that depends on the correctness of the testable function.

EXAMPLE

TPM2_PCR_Event() can be executed before the hash algorithms have been tested. However, until

the hash algorithms have been tested, the contents of a PCR cannot be used in any command if that

TPM2_PCR_Read() or TPM2_PolicyPCR() could not complete until the hashes have been
but other TPM2_PCR_Event() commands can be executed even though the operation, uses
PCR values.

command could result in a value being returned to the TPM wuser. This megns that

checked
brevious

If a cofnmand is received that requires return of a value that depends on untested functions, the TPM

shall te

Once t
return T

If a self
TPM_R
TPM w

5t the required functions before completing the command.

e TPM has received TPM2_SelfTest() and before completion of all tests; the TPM is req
[PM_RC_TESTING for any command that uses a function that requifes-a test.

-test fails at any time, the TPM will enter Failure mode. While in"Railure mode, the TPM wi
C_FAILURE for any command other than TPM2_GetTestResuli() and TPM2_GetCapabilit
[l remain in Failure mode until the next _TPM_Init.

Lired to

| return
0. The
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11.2 TPM2_SelfTest

11.2.1 General Description

This command causes the TPM to perform a test of its capabilities. If the fullTest is YES, the TPM will test
all functions. If fullTest = NO, the TPM will only test those functions that have not previously been tested.
If any tests are required, the TPM shall either

a) return TPM_RC_TESTING and begin self-test of the required functions, or

NOTE 1 If fullTest is NO, and all functions have been tested, the TPM returns TPM_RC_SUCCES$S.

b) perform the tests and return the test result when complete.

If the TPM uses option a), the TPM shall return TPM_RC_TESTING for any command that requires use
of a tegtable function, even if the functions required for completion of the command-have already been
tested.

NOTE 2 This command might cause the TPM to continue processing after if has returned the respgnse. So
that software can be notified of the completion of the testing, the{interface can include controls that
would allow the TPM to generate an interrupt when the “background” processing is complgte. This
would be in addition to the interrupt that might be available for signaling normal cpmmand
completion. It is not necessary that there be two interruptsi-but the interface ought to provide a way
to indicate the nature of the interrupt (normal command ér deferred command).
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Table 11 — TPM2_SelfTest Command

Type Name Description
TPM_ST_SESSIONS if an audit session is present;
TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_SelfTest {NV}

AVA et @ 3 2 M | IS o L £ ol
M=o o (eSO~ e PeTToOTTTCU

TPMI_YES_NO fullTest NO if only test of untested functions required
Table 12 — TPM2_SelfTest Response

Type Name Description

TPM_ST tag see clause 7

UINT33 responseSize

TPM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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11.2.3 Detailed Actions

#include "InternalRoutines.h"
#include "'SelfTest _fp.h"
#ifdef TPM_CC SelfTest // Conditional expansion of this file

Table 13 — TPM2_SelfTest Errors

Error Returns Meaning
TPM_RC_CANCELED the command was canceled (some incremental process may have
beenmade)
TRM_RC_TESTING self test in process
TPM_RC
TPM2_SelfTest(
SelfTest _In *in // IN: input parameter list
)

{
// Comfand Output

//|Call self test function in crypt module
refurn CryptSelfTest(in->fullTest);

}
#endif|// CC_SelfTest
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TPM2_IncrementalSelfTest

General Description

This command causes the TPM to perform a test of the selected algorithms.

NOTE 1

EXAMP

NOTE 2

algorith
the alg

NOTE 3

EXAMP

Making
triggeri

If toTes
TPM_R

NOTE 4

NOTE 5

NOTE 6

If all th
(which

NOTE 7

The toTest list indicates the algorithms that software would like the TPM to test in anticipation of
future use. This allows tests to be done so that a future commands will not be delayed due to
testing.
The implementation can treat algorithms on the toTest list as either 'test each completely' or 'test
+hat sakbination.

E1l If the toTest list includes AES and CTR mode, it can be interpreted as a request to test only AES in
CTR mode. Alternatively, it can be interpreted as a request to test AES in all modeS)and CTR mode
for all symmetric algorithms.

If toTedt contains an algorithm that has already been tested, it will not be tested again.

The only way to force retesting of an algorithm is with TPM2_SelfTest(fullTest = YES).

The THM will return in toDoList a list of algorithms that are yet to be_tésted. This list is not the list of
ms that are scheduled to be tested but the algorithms/functions_that have not been tested. Only
brithms on the toTest list are scheduled to be tested by this command.

An algorithm remains on the toDoList while any part{of it remains untested.
E2 A symmetric algorithm remains untested until it'is tested with all its modes.
toTest an empty list allows the determination”of the algorithms that remain untested |without
g any testing.
t is not an empty list, the TPM shall returh TPM_RC_SUCCESS for this command and thep return
C_TESTING for any subsequent c¢ommand (including TPM2_IncrementalSelfTest()) until the
requested testing is complete.
If toDoList is empty, thér no additional tests are needed and TPM_RC_TESTING will not be feturned
in subsequent commands and no additional delay will occur in a command due to testing.
If none of the algorithms listed in toTest is in the toDolList, then no tests will be performed.
The TPM cannot return TPM_RC_TESTING for this command, even when testing is not cpmplete,
because résponse parameters can only returned with the TPM_RC_SUCCESS return code.
b parameters in this command are valid, the TPM returns TPM_RC_SUCCESS and the tpDolList
may be-empty).
An implementation might perform all requested tests before returning TPM_RC_SUCCES$S, or it
III; ht ICtLIIII TPI‘V‘: RC SU\/CESS I‘UI tILIID bUllllllal'd Cllli-.l.l thCII ICtUIII TPI‘V‘: RC TEST:I“I"‘ fOI' a”
°) — — — —

© 1SO/
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11.3.2 Command and Response

Table 14 — TPM2_IncrementalSelfTest Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_IncrementalSelfTest {NV}
TPML_ALG | toTest | list of algorithms that should be tested

Table 15 — TPM2_IncrementalSelfTest Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPML_ALG toDolList list of algorithms/that’'need testing
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11.3.3 Detailed Actions

#include "InternalRoutines._h"
#include "IncrementalSelfTest fp.h"
#ifdef TPM_CC IncrementalSelfTest // Conditional expansion of this Tile

Table 16 — TPM2_IncrementalSelfTest Errors

Error Returns Meaning
TPM_RC_CANCELED the command was canceled (some tests may have completed)
TRM_RC_VALUE an algorithm in the toTest list is not implemented
TPM_RC
TPM2_IhcrementalSelfTest(
In¢rementalSelfTest _In *in, // IN: input parameter list
IngrementalSelfTest_Out *out // OUT: output parameter gist
))
{
TPYM RC result;

// Comfand Output

//|Call incremental self test function in crypt module. IE~tHis function
//|returns TPM_RC_VALUE, it means that an algorithm on ¢ghe”"toTest” list is
//|not implemented.

result = CryptincrementalSelfTest(&in->toTest, &outs>toDoList);

if(result == TPM_RC_VALUE)

return TPM_RCS_VALUE + RC_IncrementalSelfTeSt toTest;

refurn result;

}
#endif|// CC_IncrementalSelfTest

© ISO/IEC 2015 — All rights reserved
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11.4 TPM2_GetTestResult

11.4.1 General Description

This command returns manufacturer-specific information regarding the results of a self-test and an

indication of the test status.

If TPM2_SelfTest() has not been executed and a testable function has not been tested, testResult will be
TPM_RC_NEEDS_TEST. If TPM2_SelfTest() has been received and the tests are not complete,
testResult will be TPM_RC_TESTING. If testing of all functions is complete without functional failures,
testResult will be TPM RC SUCCESS. If any test failed, testResult will be TPM RC FAILURE.

This cd

TPM is
TPM_R

mmand will operate when the TPM is in Failure mode so that software can determiné)the test
status pf the TPM and so that diagnostic information can be obtained for use in failure afalysis. If the
in Failure mode, then tag is required to be TPM_ST_NO_SESSIONS or the IPM shall return

C_FAILURE.

38
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11.4.2 Command and Response

Table 17 — TPM2_GetTestResult Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG | tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_GetTestResult

Table 18 — TPM2_GetTestResult Response

Type Name Description
TPMI_ST_COMMAND_TAG tag see clause 7
UINT3p responseSize
TPM_RC responseCode
test result data
TPM2B_MAX_BUFFER outData . e .
contains manufacturer-specific information
TPM_RC testResult
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11.4.3

Detailed Actions

#include "InternalRoutines._h"
#include "GetTestResult fp.h"
#ifdef TPM_CC GetTestResult // Conditional expansion of this Tile

In the reference implementation, this function is only reachable if the TPM is not in failure mode meaning
that all tests that have been run have completed successfully. There is not test data and the test result is
TPM_RC_SUCCESS.

TPM_RC
TPM2_G
Get
)
{

PtTestResult(

// Comfand Output

//
out

rel

s
#endif

Call incremental self test function in crypt module
[->testResult = CryptGetTestResult(&out->outData);

furn TPM_RC_SUCCESS;

// CC GetTestResult

[TestResult Out  *out // OUT: output parameter list

40
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12 Session Commands

12.1 TPM2_StartAuthSession

12.1.1 General Description

This command is used to start an authorization session using alternative methods of establishing the
session key (sessionKey). The session key is then used to derive values used for authorization and for
encrypting parameters.

This co
The tyq
is used

NOTE 1

The lah
KDF la

The TFlM generates the sessionKey from the recovered secret value.

No aut

NOTE 2

The en
general

If both

to compute the sessionKey.

If tpmKey Is TPM_RH_NULL, then encryptedSalt needs to be an Empty Buffer,

pel values) is used in the recovery of the secret value.

orization is required for tpmKey or bind.

The justification for using tpmKey without providing autherization is that the result of using th
not available to the caller, except indirectly through the.sessionKey. This does not represen
of attack on the value of the key. If the caller aftémpts to use the session without kno
sessionKey value, it is an authorization failure that will trigger the dictionary attack logic.

tity referenced with the bind parameter contributes an authorization value to the sess
ion process.

not T

TPM_ALG_NULL, the authValue of bind is-uséd in the sessionKey computation.
If symnpetric specifies a block cipher, then TPM_ALG_CFB is the only allowed value for the mode

the sy

This ¢
nonceT|

If the
TPM_KR

If the
TPM_KR
ISO/IE

If tpmK]

fpmKey and bind are TPM_ALG_NULL,.then sessionKey is set to the Empty Buffer. If tpr
ALG_NULL, then encryptedSalt is~used in the computation of sessionKey. If bind

metric parameter (TPM_RC ¢(MODE).

mmand starts an authorization session and returns the session handle along with a
PM in the response.

TPM does ,not) have a free slot for an authorization session, it shall
C_SESSION (HANDLES.

'PM implements a “gap” scheme for assigning contextlD values, then the TPM shal
C_CONTEXT_GAP if creating the session would prevent recycling of old saved contex
C 11889-1, clause 30, “Context Management”).

- L ¢ . S " . . ryption.

e of tpmKey determines how the value in encryptedSalt is encrypted. The decrypted secrgt value

el value of “SECRET"” (see ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters" for noymative

e key is
t a point
ing the

ionKey

nKey is
is not

field in

N initial

return

return
ts (see

[ of the

ey is'not TPM_ALG_NULL then encryptedSalt shall be a TPM2B_ENCRYPTED_SECRE]

proper

ype tor tpmKey. The TPM shall return TPM_RC_VALUE It

a) tpmKey references an RSA key and

1)
2)
3)
4)

encryptedSalt does not contain a value that is the size of the public modulus of tpmKey,
encryptedSalt has a value that is greater than the public modulus of tpmKey,

encryptedSalt is not a properly encoded OAEP value, or

the decrypted salt value is larger than the size of the digest produced by the nameAlg of tpmKey;

or

b) tpmKey references an ECC key and encryptedSalt
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1) does not contain a TPMS_ECC_POINT or

2) is not a point on the curve of tpmKey;

NOTE 3 When ECC is used, the point multiply process produces a value (Z) that is used in a KDF to
produce the final secret value. The size of the secret value is an input parameter to the KDF
and the result will be set to be the size of the digest produced by the nameAlg of tpmKey.

c) tpmKey references a symmetric block cipher or a keyedHash object and encryptedSalt contains a
value that is larger than the size of the digest produced by the nameAlg of tpmKey.

For all session types, this command will cause initialization of the sessionKey and may establish binding
between the session and an object (the bind object). If sessionType is TPM_SE POLICY or
TPM_SE_TRITAL, The additional Session initialization is:

e | set policySession—npolicyDigest to a Zero Digest (the digest size for policySession—policyDigest
is the size of the digest produced by authHash);

e | authorization may be given at any locality;

e | authorization may apply to any command code;

e | authorization may apply to any command parameters or handles;
e | the authorization has no time limit;

¢ | an authValue is not needed when the authorization is used;

¢ |the session is not bound,;

¢ |the session is not an audit session; and

e | the time at which the policy session was created.is\tecorded.

Additionally, if sessionType is TPM_SE_TRIAL, the séssion will not be usable for authorization buf can be
used td compute the authPolicy for an object.

NOTE 4 Although this command changes the'session allocation information in the TPM, it does not igvalidate
a saved context. That is, TPM2J) Shutdown() is not needed after this command in ordgr to re-
establish the orderly state of the TPM. This is because the created context will occupy an available
slot in the TPM and sessiofis in the TPM do not survive any TPM2_Startup(). However, if a created
session is context saved; the orderly state does change.

The THM shall return TPM_RC (SIZE if nonceCaller is less than 16 octets or is greater than the|size of
the diggst produced by authHash.
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Table 19 — TPM2_StartAuthSession Command

TPM_ST_NO_SESSIONS

Type Name Description
TPM_ST_SESSIONS if an audit, decrypt, or encrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM2B

NONCE

nonceCaller

UINT32 commandSize
TPM_CC commandCode TPM_CC_StartAuthSession
handle of a loaded decrypt key used to encrypt-salt
TPMI_DH_OBJECT+ tpmKey may be TPM_RH_NULL
Auth Index: None
entity providing the authValue
TPMI_DH_ENTITY+ bind may be TPM_RH_NULL

Auth Index: None

initial nonceCaller, setstnonce size for the sessio
shall be at least 16 _octets

= —— |

n

TPM28 _ENCRYPTED_SECRET

encryptedSalt

value encryptedaccording to the type of tpmKey

If tpmKey,is TPM_RH_NULL, this shall be the En
Buffer,

pty

indicates the type of the session; simple HMAC g

r policy

not TPM_ALG_NULL

TPM_SE sessionType (including a trial policy)
. the algorithm and key size for parameter encryption
TPMT_|ISYM_DEF+ symmetric
7] - may select TPM_ALG_NULL
hash algorithm to use for the session
TPMI_ALG_HASH authHash Shall be a hash algorithm supported by the TPM fand

Table 20 — TPM2_StartAuthSession Response

TPMI_$H_AUTH SESSION

sessionHandle

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

handle for the newly created session

the initial nonce from the TPM, used in the comptitation

of the sessionKey
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12.1.3 Detailed Actions

1 #include "InternalRoutines._h"
2 #include "'StartAuthSession_fp.h"
3 #ifdef TPM_CC StartAuthSession // Conditional expansion of this Tile

TRM_RC_CONTEXT_GAP the difference between the most recently created active context ang
the oldest active context is at the limits of the TPM
TRM_RC_HANDLE input decrypt key handle only has public portion loaded
TRM_RC_MODE symmetric specifies a block cipher but the mode is nat
TPM_ALG_CFB.
TRPM_RC_SESSION_HANDLES | no session handle is available
TPM_RC_SESSION_MEMORY no more slots for loading a session
TRM_RC_SIZE nonce less than 16 octets or greater than ‘the size of the digest
produced by authHash
TRM_RC_VALUE secret size does not match decrypt key type; or the recovered secrét
is larger than the digest size of‘the nameAlg of tpmKey; or, for an
RSA decrypt key, if encryptedSecret is greater than the public
exponent of tpmKey.
4 TPM_RC]
5 TPM2_SjtartAuthSession(
6 StIrtAuthSession_ln *in, ¥Y IN: input parameter buffer
7 StartAuthSession_Out *out // OUT: output parameter buffer
8 )
9 {
10 TPY_RC result.='TPM_RC_SUCCESS;
11 OBJECT *tpmKey; // TPM key for decrypt salt
12 SE$SION *session; // session internal data
13 TPY2B_DATA salt;
14
15 // Inpyt Validation
16
17 //|Check input nonge size. |IT should be at least 16 bytes but not larger
18 //|than the digest size of session hash.
19 if( in—>nonceCaller.t.size < 16
20 Il in-&SnonceCaller.t.size > CryptGetHashDigestSize(in->authHash))
21 returm» TPM_RC_SIZE + RC_StartAuthSession_nonceCaller;
22
23 /7| N an decrypt key is passed in, check its validation
24 i FTaGm=>tpmKey—+—=TPMRHINULL)
25 {
26 // secret size cannot be 0
27 if(in->encryptedSalt.t_size == 0)
28 return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;
29
30 // Get pointer to loaded decrypt key
31 tpmKey = ObjectGet(in->tpmKey);
32
33 // Decrypting salt requires accessing the private portion of a key.
34 // Therefore, tmpKey can not be a key with only public portion loaded
35 iT(tpmKey->attributes._publicOnly)
36 return TPM_RC_HANDLE + RC_StartAuthSession_tpmKey;
44 © ISO/IEC 2015 — All rights reserved
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// HVAC session input handle check.

// tpmKey should be a decryption key

iT(tpmKey->publicArea.objectAttributes.decrypt != SET)
return TPM_RC_ATTRIBUTES + RC_StartAuthSession_tpmKey;

// Secret Decryption. A TPM_RC_VALUE, TPM_RC KEY or Unmarshal errors
// may be returned at this point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters'
result = CryptSecretDecrypt(in->tpmKey, &in->nonceCaller, "SECRET",
&in->encryptedSalt, &salt);
if(result '= TPM_RC_SUCCESS)
return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;

el$

//
//

iT(

be
// secret size must be 0
if(in—>encryptedSalt.t.size = 0)
return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;
salt.t.size = 0;
If "symmetric” is a symmetric block cipher (not TPM_ALG NULL ©r, TPM_ALG_XOR)
then the mode must be CFB.

in->symmetric.algorithm = TPM_ALG_NULL
&& in->symmetric.algorithm = TPM_ALG_XOR
&& in->symmetric.mode.sym != TPM_ALG _CFB)
return TPM_RC_MODE + RC_StartAuthSession_symmetric;

// Int¢rnal Data Update

//
//
//
//
//
//
res

if

Create internal session structure. TPM_RCBONTEXT_GAP, TPM_RC_NO_HANDLES
or TPM_RC_SESSION_MEMORY errors may be regurhed returned at this point.

The detailed actions for creating the\{S€Ssion context are not shown here
as the details are implementation dgpendent
SessionCreate sets the output handle
sult = SessionCreate(in->sessionlype, in->authHash,
&in->nonceCaller, &in->symmetric,
in—>bind,-&salt, &out->sessionHandle);

(result 1= TPM_RC_SUCCESS)
return result;

// Comfand Output

//
Ses

//
ouf

Get session Qonter
Esion = SesstonGet(out->sessionHandle);

Copy neRceTPM
[->NeENceTPM = session->nonceTPM;

rei

[urY TPM_RC _SUCCESS;

T
#endi f

© 1SO/
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12.2 TPM2_PolicyRestart

12.2.1 General Description

This command allows a policy authorization session to be returned to its initial state. This command is
used after the TPM returns TPM_RC_PCR_CHANGED. That response code indicates that a policy will
fail because the PCR have changed after TPM2_PolicyPCR() was executed. Restarting the session
allows the authorizations to be replayed because the session restarts with the same nonceTPM. If the
PCR are valid for the policy, the policy may then succeed.

This command does not reset the policy ID or the policy start time.
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12.2.2 Command and Response

Table 22 — TPM2_PolicyRestart Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_PolicyRestart

[
TPMI_iH_POLICY !sessionHandIe !the handle for the policy session |

Table 23 — TPM2_PolicyRestart Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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12.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyRestart _fp.h"

#ifdef TPM_CC PolicyRestart // Conditional expansion of this file
TPM_RC

TPM2_PolicyRestart(

PolicyRestart _In *in // IN: input parameter list
)
SESSION *session;
BOIL WasSTr TatSession;
// Int¢rnal Data Update

segsion = SessionGet(in->sessionHandle);
wagTrialSession = session->attributes._isTrialPolicy == SET;

//|Initialize policy session
SesgsionResetPolicyData(session);

session->attributes.isTrialPolicy = wasTrialSession;
refurn TPM_RC_SUCCESS;

}
#endif|// CC_PolicyRestart
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13 Object Commands

13.1 TPM2_Create

13.1.1 General Description

This command is used to create an object that can be loaded into a TPM using TPM2_Load(). If the
command completes successfully, the TPM will create the new object and return the object’'s creation
data (creationData), its public area (outPublic), and its encrypted sensitive area (outPrivate). Preservation
of the returned data is the responsibility of the caller. The object will need to be loaded (TPM2 Load())

before [t may be used.

TPM2B _PUBLIC template (inPublic) contains all of the fields necessary to define the properties
new olpject. The setting for these fields is defined in ISO/IEC 11889-1, clause 27.2,*Publ

Templ

The p3
sensitiy

When

structufe (inPublic), an initial value for the object’s authValue (inSensitivesuséerAuth), and, if the ob

symme
of inPu

The inS
The md
is indig
TPM2 |
of each

The se
CLEAR

The TH
sensitiy

a) Fo
1)

2)

3)

te” and in ISO/IEC 11889-2, clause 9.3, “TPMA_OBJECT".

rentHandle parameter shall reference a loaded decryption key that has§-both the pul
e area loaded.

lefining the object, the caller provides a template structure for the ‘ebject in a TPM2B_H
fric object, an optional initial data value (inSensitive.data). The. TPM shall validate the cons
plic.attributes according to the Creation rules in ISO/IEC 11889-2, clause 9.3, “TPMA_OBJEH
ensitive parameter may be encrypted using parameter encryption.

thods in clause 13.1 are used by both TPM2_Create()/and TPM2_CreatePrimary(). When
ated as being TPM-generated, the value is filled \in by bits from the RNG if the comn
Create() and with values from KDFa() if the cammand is TPM2_CreatePrimary(). The para
creation value are specified in ISO/IEC 11889-1.

nsitiveDataOrigin attribute of inPublic shall be SET if inSensitive.data is an Empty Buf
if inSensitive.data is not an Empty Buffer or the TPM shall return TPM_RC_ATTRIBUTES.

e area based on the object type:

a symmetric key:

of the
c Area

lic and

PUBLIC
ectis a
istency
ECT™.

a value
hand is
\meters

fer and

M will create new data for the sensitive area and compute a TPMT_PUBLIC.unique fljom the

If inSensitive.sensitive.data is the Empty Buffer, a TPM-generated key value is placed in the new

object's TPMT_SENSITIVE.sensitive.sym. The size of the key will be determir
inPublic.publicArea/parameters.

If inSensitiveisensitive.data is not the Empty Buffer, the TPM will validate that the
inSensitive data is no larger than the key size indicated in the inPublic template (TPM_RC
and copy-the inSensitive.data to TPMT_SENSITIVE.sensitive.sym of the new object.

A TEBM-generated obfuscation value is placed in TPMT_SENSITIVE.sensitive.seedValy
sizée of the obfuscation value is the size of the digest produced by the nameAlg in inPubli

ed by

size of
_SIZE)

e. The
c. This

4)

value prevents the public unique value from leaking information about the sensitive area.

The TPMT_PUBLIC.unique.sym value for the new object is then generated, as sh

own in

equation (1) below, by hashing the key and obfuscation values in the TPMT_SENSITIVE with the

nameAlg of the object.

unique = Huameaiy(sensitive.seedValue.buffer || sensitive.any.buffer)

b) If the Object is an asymmetric key:
If inSensitive.sensitive.data is not the Empty Buffer, then the TPM shall return TPM_RC_VALUE.

1)

© 1SO/
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2) A TPM-generated private key value is created with the size determined by the parameters of
inPublic.publicArea.parameters.

3) If the key is a Storage Key, a TPM-generated TPMT_SENSITIVE.seedValue value is created;
otherwise, TPMT_SENSITIVE.seedValue.size is set to zero.

NOTE 1 An Object that is not a storage key has no child Objects to encrypt, so it does not need a
symmetric key.

4) The public unique value is computed from the private key according to the methods of the key
type.

5) If the key is an ECC key and the scheme required by the curvelD is not the same as scheme in
the public area of the template, then the TPM shall return TPM_RC_SCHEME.

6) | If the key is an ECC key and the KDF required by the curvelD is not the same as kdfin'the pubic
area of the template, then the TPM shall return TPM_RC_KDF.

NOTE 2 There is currently no command in which the caller may specify theKDF to be used with an
ECC decryption key. Since there is no use for this capability, the(reference implenentation
needs the kdf in the template be set to TPM_ALG_NULL or TPMRC_KDF is returngd.

c) If the Object is a keyedHash object:

1) | If inSensitive.sensitive.data is an Empty Buffer, and neithéex" sign nor decrypt is BET in
inPublic.attributes, the TPM shall return TPM_RC_ATTRIBUTES. This would be a data object
with no data.

2) |If inSensitive.sensitive.data is not an Empty{ Buffer, the TPM will cody the
inSensitive.sensitive.data to TPMT_SENSITIVE.sensitive,bits of the new object.

NOTE 3 The size of inSensitive.sensitive.data~is ' limited to be no larger than the largest Yyalue of
TPMT_SENSITIVE.sensitive.bits by MAX_SYM_DATA.

3) | If inSensitive.sensitive.data is an Empty\Buffer, a TPM-generated key value that is the sizg of the
digest produced by the nameAlg in inPublic is placed in TPMT_SENSITIVE.sensitive.bits.

4) | A TPM-generated obfuscation value that is the size of the digest produced by the nameAlg of
inPublic is placed in TPMT_SENSITIVE.seedValue.

5) | The TPMT_PUBLIC.unigue:keyedHash value for the new object is then generated, as shown in
equation (1) above, by-hashing the key and obfuscation values in the TPMT_SENSITIVE With the
nameAlg of the object:

For TPM2_Load(), the TBM will apply normal symmetric protections to the created TPMT_SENSI[TIVE to
create putPublic.

NOTE 4 The encryption key is derived from the symmetric seed in the sensitive area of the parent.

In addifion to/outPublic and outPrivate, the TPM will build a TPMS_CREATION_DATA structure| for the
object. | TPMS_ CREATION_DATA.outsidelnfo is set to outsidelnfo. This structure is retugned in
creationData. Additionally, the digest of this structure is returned in creationHash, and, finally, a
TPMT_TK_CREATION is created so that the association between the creation data and the object may
be validated by TPM2_CertifyCreation().

If the object being created is a Storage Key and inPublic.objectAttributes.fixedParent is SET, then the
algorithms and parameters of inPublic are required to match those of the parent. The algorithms that must
match are inPublic.type, inPublic.nameAlg, and inPublic.parameters. If inPublic.type does not match, the
TPM shall return TPM_RC_TYPE. If inPublic.nameAlg does not match, the TPM shall return
TPM_RC_HASH. If inPublic.parameters does not match, the TPM shall return TPM_RC_ASSYMETRIC.
The TPM shall not differentiate between mismatches of the components of inPublic.parameters.
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EXAMPLE If the inPublic.parameters.ecc.symmetric.algorithm does not match the parent, the TPM needs to
return TPM_RC_ ASYMMETRIC rather than TPM_RC_SYMMETRIC.

© ISO/IEC 2015 — All rights reserved 51
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13.1.2 Command and Response

Table 24 — TPM2_Create Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Create

handle of parent for new object

TPMI_[pH"OBJIECT @parentHandte ATthrindex— T
| Auth Role: USER

TPM2B_SENSITIVE_CREATE |inSensitive the sensitive data
TPM2H_PUBLIC inPublic the public template
data that will be included in the ‘creation data for this
TPM2B_DATA outsidelnfo object to provide permanentjvetifiable linkage bgtween
this object and some object owner data
TPML_PCR_SELECTION creationPCR PCR that will be used\in.Creation data

Table 25 — TPM2_Create Response

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize
TPM_RC responseCode
——"— — — — — — — — — |
TPM2B_PRIVATE outPrivate the private portion of the object
TPM2B_PUBLIC outPublic the public portion of the created object
TPM2B CREATION_DATA creationData contains a TPMS_CREATION_DATA
TPM2B _DIGEST creationHash digest of creationData using hameAlg of outPublic
- ticket used by TPM2_CertifyCreation() to validatg that
TPMT_TK_CREATION GreationTicket the creation data was produced by the TPM
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13.1.3 Detailed Actions

#include "InternalRoutines._h"

#include "Object_spt fp.h"

#include “Create_fp.h"

#ifdef TPM_CC_Create // Conditional expansion of this file

Table 26 — TPM2_Create Errors

Error Returns Meaning
T M _DC _ACVAMMEOTDIC naobdunlicabla ctaran lkoviand ito narant hay ”'#EFGHF p |b e
r lvl_l AY _I_\\J TIVIIVIL T TN TIOTT \Aulslll\lul.ll\/ ukulugu l\\,} T T It '.I\AI\;IIL TICLV Ot
parameters
TRM_RC_ATTRIBUTES sensitiveDataOrigin is CLEAR when 'sensitive. data' is an Empty

Buffer, or is SET when 'sensitive. data' is not empty; fixed TPM,
fixedParent, or encryptedDuplication attributes are incaonsistent
between themselves or with those of the parent object;-inconsistent
restricted, decrypt and sign attributes; attempt to, inject sensitive dafa
for an asymmetric key; attempt to create a symmetric cipher key that
is not a decryption key

TRM_RC_HASH non-duplicable storage key and its parent®have different name
algorithm

TRPM_RC_KDF incorrect KDF specified for decrypting keyed hash object

TPM_RC_KEY invalid key size values in aprasymmetric key public area

TRM_RC_KEY_SIZE key size in public area fersymmetric key differs from the size in the

sensitive creation area;may also be returned if the TPM does not
allow the key size, to\be used for a Storage Key

TRPM_RC_RANGE FOr() an RSA kéy, the exponent value is not supported.

TRM_RC_SCHEME inconsistent attributes decrypt, sign, restricted and key's scheme ID;
or hash algorithm is inconsistent with the scheme ID for keyed hasH
object

TRM_RC_SIZE size-of public auth policy or sensitive auth value does not match

digest size of the name algorithm sensitive data size for the keyed
hash object is larger than is allowed for the scheme

TRM_RC_SYMMETRIC a storage key with no symmetric algorithm specified; or non-storagq
key with symmetric algorithm different from TPM_ALG_NULL
TRM_RC_TYPE unknown object type; non-duplicable storage key and its parent have

different types; parentHandle does not reference a restricted
decryption key in the storage hierarchy with both public and sensitiy
portion loaded

0]

TREM_RENVALUE exponent is not prime or could not find a prime using the provided
parameters for an RSA key; unsupported name algorithm for an EQC
key

TPM_RC_OBJECT_MEMORY there is no free slot for the object. This implementation does not
return this error.

TPM_RC

TPM2_Create(
Create_In *in, // IN: input parameter list
Create_Out *out // OUT: output parameter list
)

{
TPM_RC result = TPM_RC_SUCCESS;
TPMT_SENSITIVE sensitive;
TPM2B_NAME name;

© ISO/IEC 2015 — All rights reserved
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// Input Validation

OBJECT *parentObject;

parentObject = ObjectGet(in->parentHandle);

//

Does parent have the proper attributes?

if(1AreAttributesForParent(parentObject))

//
//

return TPM_RC_TYPE + RC_Create_parentHandle;

The sensitiveDataOrigin attribute must be consistent with the setting of
the size of the data object in inSensitive.

bk ls Lls |- Atttz o - imY 2 ST

iT¢

(;II LARLEAT v | l\,.t.puul l\/ll'\\l CO\-UUJCL:‘::I‘\I—LI IUUtCO-OUIIOI LlVCIJOlt(ACI ;UIII —_ \)I—II
I= (in->inSensitive.t.sensitive.data.t.size == 0))
// Mismatch between the object attributes and the parameter.
return TPM_RC_ATTRIBUTES + RC_Create_inSensitive;

Check attributes in input public area. TPM_RC_ASYMMETRIC, TPM_RC_ATTRIBUTES,
TPM_RC_HASH, TPM_RC_KDF, TPM_RC_SCHEME, TPM_RC_SIZE, TPM_RC_SYMMETRIZy
or TPM_RC_TYPE error may be returned at this point.

sult = PublicAttributesValidation(FALSE, in->parentHandle,

&in->inPublic.t_publicArea);
(result 1= TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Create_inPublic);

Validate the sensitive area values
MemoryRemoveTrailingZeros(&in->inSensitive.t.sensitive.userAuth)
> CryptGetHashDigestSize(in->inPublic.t.pubkicArea.nameAlQ))
return TPM_RC_SIZE + RC Create_inSensitive;

// Comfand Output

//
res

if

//
Fi

//
ouf

//
Obj

//
Ti

Create object crypto data

sult = CryptCreateObject(in->parentHandle, &in->inPublic.t_publicArea,
&in->inSensitive.t.sensitive, &sensitive);
(result '= TPM_RC_SUCCESS)

return result;

Fill in creation data

lInCreationData(in->parenthtiandle, in->inPublic.t.publicArea.nameAlg,
&in->creationPCR, &in->outsidelnfo,
&out->ereationData, &out->creationHash);

Copy public areg~f¥om input to output
[->outPublic.tpublicArea = in->inPublic.t.publicArea;

Compute nafiesTrom public area
ectComputeName(&(out->outPublic.t.publicArea), &name);

Compute creation ticket
cketComputeCreation(EntityGetHierarchy(in->parentHandle), &name,
&out->creationHash, &out->creationTicket);

//

Prepare output private data from sensitive

SensitiveToPrivate(&sensitive, &name, in->parentHandle,

out->outPublic.t_publicArea.nameAlg,
&out->outPrivate);

return TPM_RC_SUCCESS;

}
#endi f

54
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13.2 TPM2_Load

13.2.1 General Description

This command is used to load objects into the TPM. This command is used when both a TPM2B_PUBLIC
and TPM2B_PRIVATE are to be loaded. If only a TPM2B PUBLIC is to be loaded, the
TPM2_LoadExternal command is used.

NOTE 1 Loading an object is not the same as restoring a saved object context.

The okjnrf’c TPMA_QBIECT attributes will he checked nrrnrding to_the rules defined in in ISO/IEC
11889-p, clause 9.3, “TPMA_OBJECT".

Objectg loaded using this command will have a Name. The Name is the concatenation ofynameflg and
the digest of the public area using the nameAlg.

NOTE 2 nameAlg is a parameter in the public area of the inPublic structure.

If inPriate.size is zero, the load will fail.

After inPrivate.buffer is decrypted using the symmetric key of the parefit;, the integrity value ghall be
checkef before the sensitive area is used, or unmarshaled.

NOTE 3 Checking the integrity before the data is used prevents attacks on the sensitive area by fuzzing the
data and looking at the differences in the response codgs.

The cdmmand returns a handle for the loaded objectand the Name that the TPM compdted for
inPubli¢.public (that is, the digest of the TPMT_PUBLIC structure in inPublic).

NOTE 4 The TPM-computed Name is provided as a convenience to the caller for those cases where the
caller does not implement the hash algotithms specified in the nameAlg of the object.

NOTE 5 The returned handle is associated with the object until the object is flushed (TPM2_FlushCoptext) or
until the next TPM2_Startup.

For all pbjects, the size of the key in the sensitive area shall be consistent with the key size indigated in
the puljlic area or the TPM shall return TPM_RC_KEY_SIZE.

Before |luse, a loaded object shall be checked to validate that the public and sensitive portions are
properly linked, cryptographically. Use of an object includes use in any policy command. If the parts of the
object are not properly linked, the TPM shall return TPM_RC_BINDING.

EXAMPLE 1 For.a_ 'symmetric object, the unique value in the public area needs to be the digest of the s$ensitive
keyland the obfuscation value.

EXAMPLE 2 For a two-prime RSA key, the remainder when dividing the public modulus by the private kqy needs
to be zero and it needs to be possible to form a private exponent from the two prime factofs of the
public modulus.

EXAMPLE 3 For an ECC key, the public point needs to be f(x) where x is the private key.
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13.2.2 Command and Response

Table 27 — TPM2_Load Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_Load
TPM handle of parent key; shall not be a reserved
TPMI_DH_OBJECT @parentHandle ,::?:I;]dex: 1

Auth Role: USER
P  , — -— V]

TPM2B_PRIVATE inPrivate the private portion of the object
TPM2H_PUBLIC inPublic the public portion of the object

Table 28 — TPM2_Load Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM_HANDLE objectHandle handle for the loaded object

TPM28_NAME name Name of the loaded object
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13.2.3 Detailed Actions

#include "InternalRoutines.h"

#include "Load fp.h"
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#ifdef TPM_CC Load // Conditional expansion of this file

#include "Object_spt _fp.h"

Table 29 — TPM2_Load Errors

Error Returns

Meaning

T M_RC _ACVMIMEOTDIC
vt/ vt

otora I}

aalcaranith ol i
StoTage1cCy vyt ot

TRM_RC_ATTRIBUTES

inPulblic attributes are not allowed with selected parent

TRM_RC_BINDING

inPrivate and inPublic are not cryptographically bound

TRM_RC_HASH

incorrect hash selection for signing key

TRM_RC_INTEGRITY

HMAC on inPrivate was not valid

TRM_RC_KDF

KDF selection not allowed

TRM_RC_KEY

the size of the object's unique field is not‘eonsistent with the indicat
size in the object's parameters

bd

TRM_RC_OBJECT_MEMORY

no available object slot

TRM_RC_SCHEME

the signing scheme is not valid.for the key

TRM_RC_SENSITIVE

the inPrivate did not unmarshal correctly

TRM_RC_SIZE

inPrivate missing, orauthPolicy size for inPublic or is not valid

TRM_RC_SYMMETRIC

symmetric algorithm not provided when required

TRM_RC_TYPE

parentHandle is not a storage key, or the object to load is a storage
key but itsyparameters do not match the parameters of the parent.

TRM_RC_VALUE

decryption failure

TPM_RC

TPM2_Lpad(
Load In *in, // IN: input parameter list
Logd_Out *out // OUT: output parameter list
)
TPY_RC result = TPM_RC_SUCCESS;
TPYT_SENSITIVE sensitive;
TPY1_RH_HIERARCHY hierarchy;
OBJECT *parentObject = NULL;
BOQL skipChecks = FALSE;

// Inplt\Nelidation
ifGn—>iInPrivate-t.-size — 0)

return TPM_RC_SIZE + RC_Load inPrivate;

parentObject = ObjectGet(in->parentHandle);

// Is the object that is being used as the parent actually a parent.

if(1AreAttributesForParent(parentObject))
return TPM_RC_TYPE + RC_Load parentHandle;

// If the parent is FixedTPM, then the attributes of the object

// are either "correct by construction” or were validated
IT they pass the integrity

// when the object was imported.
// check, then the values are valid
iT(parentObject->publicArea.objectAttributes. fixedTPM)
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skipChecks = TRUE;

else

{

// 1T parent doesn"t have fixedTPM SET, then this can"t have

// FixedTPM SET.

if(in—>inPublic.t.publicArea.objectAttributes.fixedTPM == SET)
return TPM_RC _ATTRIBUTES + RC_Load inPublic;

// Perform self check on input public area. A TPM_RC_SIZE, TPM_RC_SCHEME,
// TPM_RC VALUE, TPM_RC SYMMETRIC, TPM RC_TYPE, TPM RC_HASH,

// TPM_RC_ASYMMETRIC, TPM_RC _ATTRIBUTES or TPM_RC KDF error may be returned
// at this point

result = PublicAttributesValidation(TRUE, in->parentHandle,

Q it o Lls

//
Obj

//
//

//
reg

if

// Intd

//

4+ A =
ORI T oo T TIC T o PuOo T TCATr Cay

if(result '= TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Load_inPublic);

Compute the name of object
ectComputeName(&in->inPublic.t_publicArea, &out->name);

Retrieve sensitive data. PrivateToSensitive() may return TPM_RO\INTEGRITY or

TPM_RC_SENSITIVE

errors may be returned at this point

bult = PrivateToSensitive(&in->inPrivate, &out->name, in->parentHandle,
in—>inPublic.t_publicArea.nameAlg,
&sensitive);

(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_Load_inPrivate);

ernal Data Update

Get hierarchy of parent

hig¢rarchy = ObjectGetHierarchy(in->parentHandle);

//
//
//
reg

if

rei

#endif

Create internal object. A lot of dafferent errors may be returned by this

loading operation as it will do.seyeral validations, including the public

binding check

bult = ObjectLoad(hierarchy, &in->inPublic.t_publicArea, &sensitive,
&out->name, “in->parentHandle, skipChecks,
&out->objectHandle);

(result != TPM_RC_SUCCESS)
return result;

burn TPM_RC_SUGCESS;

// CC_Load
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13.3 TPM2_LoadExternal

13.3.1 General Description

This command is used to load an object that is not a Protected Object into the TPM. The command allows
loading of a public area or both a public and sensitive area.

NOTE 1 Typical use for loading a public area is to allow the TPM to validate an asymmetric signature.
Typical use for loading both a public and sensitive area is so the TPM can be used as a crypto
accelerator.

Load of a public external object area allows the object be associated with a hierarchy so that the|correct
algorithims may be used when creating tickets. The hierarchy parameter provides this associatief. If the
public and sensitive portions of the object are loaded, hierarchy is required to be TPM_RH NULL.

NOTE 2 If both the public and private portions of an object are loaded, the object canngt.appear to b part of
a hierarchy.

The olgject's TPMA_OBJECT attributes will be checked according to the rules defined in in ISO/IEC
11889-p, clause 9.3, “TPMA_OBJECT". In particular, fixedTPM, fixedParent, and restricted shall be
CLEAR if inPrivate is not the Empty Buffer.

NOTE 3 The duplication status of a public key needs to be able to be‘the same as the full key which might be
resident on a different TPM. If both the public and private parts of the key are loaded, then|it is not
possible for the key to be either fixedTPM or fixedRarent, since, its private area would not be
available in the clear to load.

Objectg loaded using this command will have a Namé&. The Name is the nameAlg of thel object
concatg¢nated with the digest of the public area using the'nameAlg. The Qualified Name for the object will
be the|same as its Name. The TPM will validate-that the authPolicy is either the size of thg digest
produceéd by nameAlg or the Empty Buffer.

NOTE 4 If nameAlg is TPM_ALG_NULL,, then the Name is the Empty Buffer. When the authorization yalue for
an object with no Name is computed, no Name value is included in the HMAC. To ensure that these
unnamed entities are not substituted, they ought to have an authValue that is statistically unjque.

NOTE 5 The digest size for TPMyALG_NULL is zero.

If the nameAlg is TPM_ALG _NULL, the TPM shall not verify the cryptographic binding between th¢ public
and sepsitive areas, but the-TPM will validate that the size of the key in the sensitive area is copsistent
with the size indicated ip-the public area. If it is not, the TPM shall return TPM_RC_KEY_SIZE.

NOTE 6 For,am\ECC object, the TPM will verify that the public key is on the curve of the key before the public
area-is used.

If namgAlg ds,not TPM_ALG_NULL, then the same consistency checks between inPublic and inPrivate
are magletas for TPM2_Load().

NOTE 7 Consistency checks are necessary because an object with a Name needs to have the public and
sensitive portions cryptographically bound so that an attacker cannot mix pubic and sensitive areas.

The command returns a handle for the loaded object and the Name that the TPM computed for
inPublic.public (that is, the TPMT_PUBLIC structure in inPublic).

NOTE 8 The TPM-computed Name is provided as a convenience to the caller for those cases where the
caller does not implement the hash algorithm specified in the nameAlg of the object.
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The hierarchy parameter associates the external object with a hierarchy. External objects are flushed
when their associated hierarchy is disabled. If hierarchy is TPM_RH_NULL, the object is part of no
hierarchy, and there is no implicit flush.

If hierarchy is TPM_RH_NULL or nameAlg is TPM_ALG_NULL, a ticket produced using the object shall
be a NULL Ticket.

EXAMPLE If a key is loaded with hierarchy set to TPM_RH_NULL, then TPM2_VerifySignature() will produce a
NULL Ticket of the required type.

External objects are Temporary Objects. The saved external object contexts shall be invalidated at the
next TPM Reset.
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Table 30 — TPM2_LoadExternal Command

Type Name Description
TPM_ST_SESSIONS if an audit, encrypt, or derypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM _CC LoadExternal

TPM2B_SENSITIVE inPrivate the sensitive portion of the object (optional)
TPM2B_PUBLIC+ inPublic the public portion of the object
TPMI_RH_HIERARCHY+ hierarchy hierarchy with which the object areanjis associated

Table 31 — TPM2_LoadExternal Response

Type Name Description

TPM_ST tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM_HANDLE objectHandle handle\for the loaded object
TPM2H_NAME name name of the loaded object
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13.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "LoadExternal_fp.h"

#ifdef TPM_CC_ LoadExternal

#include "Object_spt _fp.h"

// Conditional expansion of this file

Table 32 — TPM2_LoadExternal Errors

Error Returns

Meaning

T M_RC _ATTRIDLITLCC
=< T T

HinvadDarant!! and fAadTDRMM oot bha O EAD Ay 0
T

toraal lea
t

ob-ak-a
TACtTarcrr—arttrmAC oo sttt /Ao Ot

both public and sensitive portions are loaded

A\ L
crariKcy

size in the object's parameters

TRM_RC_BINDING the inPublic and inPrivate structures are not cryptographicatly-boung.

TRM_RC_HASH incorrect hash selection for signing key

TRM_RC_HIERARCHY hierarchy is turned off, or only NULL hierarchy is allowéd when
loading public and private parts of an object

TRM_RC_KDF incorrect KDF selection for decrypting keyedHash object

TRM_RC_KEY the size of the object's unique field is net.consistent with the indicatgd

TRM_RC_OBJECT_MEMORY

if there is no free slot for an object

TRM_RC_SCHEME

the signing scheme is not valid'for the key

TRM_RC_SIZE

authPolicy is not zero and\is not the size of a digest produced by th
object's nameAlg TPM_RH_NULL hierarchy

U

TRM_RC_SYMMETRIC

symmetric algorithim-not provided when required

TRM_RC_TYPE

inPublic and.inPrivate are not the same type

TPM_RC|
TPM2_LpadExternal
LogdExternal_In

LoadExternal_Out

)

TPY_RC
TPYT_SENSITIVE
BOPL

// Inpjt Validatien

*in, // IN: input parameter list
*out // OUT: output parameter list
result;
*sensitive;
skipChecks;

//| 1T the target hierarchy is turned off, the object can not be loaded.
if(1HierarchylsEnabled(in->hierarchy))
return TPM_RC_HIERARCHY + RC_LoadeExternal_hierarchy;

// thesize of authPoHTy 1S efther O or the aigest Size of TaneAiy
if(in->inPublic.t.publicArea.authPolicy.t.size 1= 0
&& in->inPublic.t_publicArea.authPolicy.t.size 1=
CryptGetHashDigestSize(in->inPublic.t.publicArea.nameAlQ))
return TPM_RC_SIZE + RC_LoadExternal_inPublic;

// For loading an object with both public and sensitive

if(in—>inPrivate.t.size = 0)

{

// An external object can only be loaded at TPM RH NULL hierarchy
if(in->hierarchy = TPM_RH_NULL)

return TPM_RC_HIERARCHY + RC_LoadExternal_hierarchy;
// An external object with a sensitive area must have fixedTPM == CLEAR
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// FixedParent == CLEAR, and must have restrict CLEAR so that it does not
// appear to be a key that was created by this TPM.
ifT( in->inPublic.t_publicArea.objectAttributes.fixedTPM != CLEAR
Il in—>inPublic.t.publicArea.objectAttributes.fixedParent = CLEAR
Il in—>inPublic.t._publicArea.objectAttributes._restricted !'= CLEAR
)
return TPM_RC_ATTRIBUTES + RC_LoadExternal inPublic;

}

// Validate the scheme parameters
result = SchemeChecks(TRUE, TPM_RH NULL, &in->inPublic.t.publicArea);
if(result !'= TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_LoadExternal inPublic);

// Int¢rnal Data Update
//|Need the name to compute the qualified name
ObjectComputeName(&in->inPublic.t.publicArea, &out->name);
skipChecks = (in->inPublic.t.publicArea.nameAlg == TPM_ALG_NULL);

//| 1T a sensitive area was provided, load it
if(in—>inPrivate.t.size = 0)

sensitive = &in->inPrivate.t.sensitiveArea;
elsge

sensitive = NULL;

//|Create external object. A TPM_RC BINDING, TPM_RC_KEY, ~TRM RC_OBJECT_MEMORY
//|or TPM_RC_TYPE error may be returned by ObjectLoad()

result = ObjectlLoad(in->hierarchy, &in->inPublic.t._publicArea,

sensitive, &out->name, TPM_RH_NULL};” skipChecks,
&out->objectHandle);

refurn result;

}
#endif|// CC_LoadExternal
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13.4 TPM2_ReadPublic

13.4.1 General Description

This command allows access to the public area of a loaded object.

Use of the objectHandle does not require authorization.

NOTE Since the caller is not likely to know the public area of the object associated with objectHandle, it
would not be possible to include the Name associated with objectHandle in the cpHash computation.

f H Ll (nl £ | - ) A A L L o T Do oY el | Ve el
If objectHandtereferencesasequenceobjectthe-TPivtshattreturm TPM—RE—SEQUENCE:
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Table 33 — TPM2_ReadPublic Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or encrypt session is

present; otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_ReadPublic

TPMI_IDH_OBJECT

objectHandle

TPM handle of an object
Auth Index: None

Table 34 — TPM2_ReadPublic Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

P

TPM2H_PUBLIC outPublic structure containing the public area of an object
TPM2B_NAME name name of the object
TPM2H_NAME qualifiedName the Qualified Name of the object
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13.4.3 Detailed Actions

#include "InternalRoutines.h"
#include "ReadPublic_fp.h"
#ifdef TPM_CC ReadPublic // Conditional expansion of this Tile

Table 35 — TPM2_ReadPublic Errors

Error Returns Meaning
TPM_RC_SEQUENCE can not read the public area of a sequence object
TPM_RC
TPM2_ReadPublic(
Re@dPublic_In  *in, // IN: input parameter list
ReadPublic_Out *out // OUT: output parameter list
)
{ )
OBIECT *object;
// Inpjt Validation

//|Get loaded object pointer
object = ObjectGet(in->objectHandle);

//|Can not read public area of a sequence object
if(ObjectlsSequence(object))

return TPM_RC_SEQUENCE;

// Compand Output

//|Compute size of public area in canonigal form
out->outPublic.t.size = TPMT_PUBLIC_Marshal (&object->publicArea, NULL, NULL);

//|Copy public area to output
out->outPublic.t._publicArea = object->publicArea;

//|Copy name to output
out->name.t.size = ObjectGetName(in->objectHandle, &out->name.t.name);

//|Copy qualified namg to output
ObjectGetQualifiedName(in->objectHandle, &out->qualifiedName);

refurn TPM_RC_SUCCESS;

}
#endif|// CC_ReaQRublic
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13.5 TPM2_ActivateCredential

13.5.1 General Description
This command enables the association of a credential with an object in a way that ensures that the TPM
has validated the parameters of the credentialed object.

If both the public and private portions of activateHandle and keyHandle are not loaded, then the TPM
shall return TPM_RC_AUTH_UNAVAILABLE.

If keyHandle is not a Storage Key, then the TPM shall return TPM_RC_TYPE.

Authorifation for activateHandle requires the ADMIN role.

The kel associated with keyHandle is used to recover a seed from secret, which is the en€rypted seed.
The Ngme of the object associated with activateHandle and the recovered seed are used’in a [KDF to
recovell the symmetric key. The recovered seed (but not the Name) is used in a KDF'to recgver the
HMAC key.

The HNIAC is used to validate that the credentialBlob is associated with activateHandle and that the data
in credentialBlob has not been modified. The linkage to the object associated with activateHgndle is
achievead by including the Name in the HMAC calculation.

If the integrity checks succeed, credentialBlob is decrypted and returned as certinfo.
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13.5.2 Command and Response

Table 36 — TPM2_ActivateCredential Command

TPM2B

| ID_OBJECT

credentialBlob

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_ActivateCredential
handle of the object associated with certificate in
] credentialBlob
TPMI_DH_OBJECT @activateHandle Auth Index: 1.
Auth Role: ADMIN
loaded key used to decrypt the TPMS, SENSITIVE in
credentialBlob
TPMI_DH_OBJECT @keyHandle

Auth Index: 2
Auth Role: USER

—_— |

the credential

TPM2B

| ENCRYPTED_SECRET

secret

keyHandle algorithm+dependent encrypted seed
protects credentialBlob

hat

Table 37 — TPM2_ActivateCredential Response

Type Name DescCription
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

= —— |

the decrypted certificate information

TPM2B DIGEST certinfq the data should be no larger than the size of the gligest
of the nameAlg associated with keyHandle
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Detailed Actions

#include "InternalRoutines.h"
#include "ActivateCredential_fp.h"
#ifdef TPM_CC_ActivateCredential
#include "Object_spt_fp.h"

ISO/IEC 11889-3:2015(E)

// Conditional expansion of this file

Table 38 — TPM2_ActivateCredential Errors

Error Returns Meaning
TRMREATFFRIBUFES keyHanrdle-doeshetreferencea-deeryptiontiey
TRM_RC_ECC_POINT secret is invalid (when keyHandle is an ECC key)
TRM_RC_INSUFFICIENT secret is invalid (when keyHandle is an ECC key)
TRM_RC_INTEGRITY credentialBlob fails integrity test
TRM_RC_NO_RESULT secret is invalid (when keyHandle is an ECC key)
TRM_RC_SIZE secret size is invalid or the credentialBlob does not unmarshal
correctly
TRM_RC_TYPE keyHandle does not reference an asymmetric key.
TRM_RC_VALUE secret is invalid (when keyHandle\is.an RSA key)
TPM_RC
TPM2_ActivateCredential
ActivateCredential_In  *in, // IN: Mput parameter list
ActivateCredential_Out *out // QURNNoutput parameter list
)
{
TPY_RC result = TPM»RC_SUCCESS;
OBJECT *object; // decrypt key
OBJECT *activateObject;// key associated with
//|credential
TPY2B DATA data; // credential data
// Inplt Validation
//|Get decrypt key pointer
object = ObjectGet(in=>keyHandle);
//|Get certificated object pointer
activateObject = ObjectGet(in->activateHandle);
//|input decrypt key must be an asymmetric, restricted decryption key
if{ ICryptisAsymAlgorithm(object->publicArea. type)
||, ebject->publicArea.objectAttributes.decrypt == CLEAR
N<ebject->publicArea.objectAttributes. restrlcted == CLEAR)

// Command output

4= ToM Do TN/ o e A s s ¢ P al al o0 | Ll =i |
rocurtt TV NG TTHE T I ALTEVATLTUT TUTTICIAT_ ATyTiarnusc,

// Decrypt input credential data via asymmetric decryption. A
// TPM_RC VALUE, TPM_RC KEY or unmarshal errors may be returned at this

//
//

point

See ISO/IEC 11889-1, clause 5.4,

"KDF Label Parameters"

result = CryptSecretDecrypt(in->keyHandle, NULL,

if(result 1= TPM_RC_SUCCESS)

{

if(result ==

TPM_RC_KEY)

"IDENTITY", &in->secret, &data);
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return TPM_RC_FAILURE;
return RcSafeAddToResult(result, RC_ActivateCredential_secret);

}

// Retrieve secret data. A TPM_RC INTEGRITY error or unmarshal
// errors may be returned at this point
result = CredentialToSecret(&in->credentialBlob,
&activateObject->name,
(TPM2B_SEED *) &data,
in->keyHandle,
&out->certinfo);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result,RC_ActivateCredential_credentialBlob);

refurn TPM_RC_SUCCESS;

}
#endif|// CC_ActivateCredential
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13.6 TPM2_MakeCredential

13.6.1 General Description
This command allows the TPM to perform the actions required of a Certificate Authority (CA) in creating a
TPM2B_ID_OBJECT containing an activation credential.

The TPM will produce a TPM_ID_OBJECT according to the methods in ISO/IEC 11889-1, clause 24,
“Credential Protection” .

The loaded public area referenced by handle is required to be the public area of a Storage key,

H +lo <l ol +la ] laal
otherwiserthe-—credentiat-cantotbe propefiy-searea:

This cqmmand does not use any TPM secrets nor does it require authorization. It is a,.convénience
function, using the TPM to perform cryptographic calculations that could be done externally:
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13.6.2 Command and Response

Table 39 — TPM2_MakeCredential Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC MakeCredential

loaded public area, used to encrypt the sensitive jarea
TPMI_DH_OBJECT handle containing the credential key

Auth Index: None
== |

TPM2B DIGEST credential the credential information

TPM2H_NAME objectName Name of the object to which the.credential applie

U7

Table 40 — TPM2_MakeCredential Responsé

Type Name Description

TPM_gT tag see clause 7

UINT33 responseSize

TPM_RC responseCode
WE

handle algorithm-dependent data that wraps the key

TPM2B _ENCRYPTED_SECRET | secret that encrypts credentialBlob
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13.6.3 Detailed Actions

#include "InternalRoutines._h"

#include "MakeCredential_fp.h"

#ifdef TPM_CC MakeCredential // Conditional expansion of this Tile
#include "Object_spt_fp.h"

Table 41 — TPM2_MakeCredential Errors

Error Returns Meaning
TRMREIEY handlereterencedarECCkey-thathasauntguefeld-thatHsneta
point on the curve of the key
TRM_RC_SIZE credential is larger than the digest size of Name algorithm of handlg
TRM_RC_TYPE handle does not reference an asymmetric decryption key
TPM_RC
TPM2_MpkeCredential
MakeCredential_In  *in, // IN: input parameter list
MakeCredential_Out *out // OUT: output parameter Msft
)
{
TPY_RC result = TPM_RC_SUCCESS;
OBJECT *object;
TPY2B_DATA data;

// Inplt Validation

//|Get object pointer
object = ObjectGet(in->handle);

//|input key must be an asymmetric, géstricted decryption key
//|NOTE: Needs to be restricted to\tave a symmetric value.
if( ICryptlsAsymAlgorithm(object->publicArea.type)
|| object->publicArea.objectAttributes.decrypt == CLEAR

|| object->publicArea.objectAttributes.restricted == CLEAR

return TPM_RC_TYPE + RC_MakeCredential_handle;

//|The credential mfermation may not be larger than the digest size used for
//|the Name of the k€y associated with handle.

if(in->credential:t.size > CryptGetHashDigestSize(object->publicArea.nameAlQg))
return TRMSRC_SIZE + RC_MakeCredential_credential;

// Compand Output

// |Make-encrypt key and its associated secret structure.

//|Ev@h though CrypeSecretEncrypt() may return

// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters"
out->secret.t.size = sizeof(out->secret.t.secret);
result = CryptSecretEncrypt(in->handle, "IDENTITY", &data, &out->secret);
if(result = TPM_RC_SUCCESS)

return result;

// Prepare output credential data from secret

SecretToCredential (&in->credential, &in->objectName, (TPM2B_SEED *) &data,
in—>handle, &out->credentialBlob);

return TPM_RC_SUCCESS;

}
#endif // CC_MakeCredential
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13.7 TPM2_Unseal

13.7.1 General Description

This command returns the data in a loaded Sealed Data Obiject.

NOTE

A random, TPM-generated, Sealed Data Object can be created by the TPM with TPM2_Create() or
TPM2_CreatePrimary() using the template for a Sealed Data Object. A Sealed Data Object is more
likely to be created externally and imported (TPM2_Import()) so that the data is not created by the
TPM.

The ret|

If eithe
TPM_R
return T

rmed-vatue may beencrypted using authorizatiom Sessiom encryption:

I restricted, decrypt, or sign is SET in the attributes of itemHandle, then the TPM-shall return
C_ATTRIBUTES. If the type of itemHandle is not TPM_ALG_KEYEDHASH, then(the TPM shall
[PM_RC_TYPE.
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13.7.2 Command and Response

Table 42 — TPM2_Unseal Command

ISO/IEC 11889-3:2015(E)

Type Name Description
TPMI_ST_COMMAND_TAG Tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_Unseal

handle of a loaded data object
TPMI_DH_OBJECT @itemHandle Auth Index: 1

Auth Role: USER

e —— — — — — — |

Table 43 — TPM2_Unseal Response

TPM2B

| SENSITIVE_DATA

outData

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

|

unsealed data

Size of oUtData is limited to be no more than 128|octets.
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13.7.3 Detailed Actions

1 #include "InternalRoutines.h"
2 #include ""Unseal_fp.h"
3 #ifdef TPM_CC Unseal // Conditional expansion of this file

Table 44 — TPM2_Unseal Errors

Error Returns Meaning
TPM_RC_ATTRIBUTES itemHandle has wrong attributes
TRM_RC_TYPE itemHandle is not a KEYEDHASH data object

4 TPM_RC

5 TPM2_Unseal (

6 Ungeal _In *in, Unseal Out *out

7 )

8 {

9 OBJECT *object;

10

11 // Inpjt Validation

12

13 //|Get pointer to loaded object

14 object = ObjectGet(in->itemHandle);

15

16 //|Input handle must be a data object

17 if{object->publicArea.type = TPM_ALG_KEYEDHASH)

18 return TPM_RC_TYPE + RC_Unseal_itemHandle;

19 if{ object->publicArea.objectAttributes.decrypt == SET

20 || object->publicArea.objectAttributes.sign’ == SET

21 || object->publicArea.objectAttributes.¥estricted == SET)

22 return TPM_RC_ATTRIBUTES + RC_Unseak itemHandle;

23

24 // Comfand Output

25

26 //|Copy data

27 MemoryCopy2B(&out->outData.b; (&object->sensitive.sensitive.bits.b,

28 sizeof(out->outData.t.buffer));

29

30 refurn TPM_RC_SUCCESS;

31

32 #endif|// CC Unseal
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13.8 TPM2_ObjectChangeAuth

13.8.1 General Description

This command is used to change the authorization secret for a TPM-resident object.

If successful, a new private area for the TPM-resident object associated with objectHandle is returned,
which includes the new authorization value.

This command does not change the authorization of the TPM-resident object on which it operates.
Therefore, the old authValue (of the TPM-resident object) is used when generating the response HMAC

key if r quilcd..

NOTE 1 The returned outPrivate will need to be loaded before the new authorization will apply¢

NOTE 2 The TPM-resident object might be persistent and changing the authorization valug€)of the persistent
object could prevent other users from accessing the object. This is why this\command does not
change the TPM-resident object.

EXAMPIE If a persistent key is being used as a Storage Root Key and the authorization of the key i$ a well-
known value so that the key can be used generally, then changing the authorization valde in the
persistent key would deny access to other users.

This command may not be used to change the authorization value foran“NV Index or a Primary Object.

NOTE 3 If an NV Index is to have a new authorization, it is done{with TPM2_NV_ChangeAuth().

NOTE 4 If a Primary Object is to have a new authorizationnit/needs to be recreated (TPM2_CreatePrimary()).
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13.8.2 Command and Response

Table 45 — TPM2_ObjectChangeAuth Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_ObjectChangeAuth

handle of the object
TPMI_[PH_OBJIECT @opjectHandle ATUT Mdex: T
Auth Role: ADMIN

handle of the parent

TPMI_DH_OBJECT parentHandle
Auth Index: None

TPM2H_AUTH newAuth new authorization value

Table 46 — TPM2_ObjectChangeAuth Response

Type Name Description

TPM_gT tag see clause 7

UINT34 responseSize

TPM_RC responseCode

TPM2B_PRIVATE outPrivate pfivate area containing the new authorization vallie
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13.8.3 Detailed Actions

#include "InternalRoutines._h"

#include "ObjectChangeAuth_fp.h"

#ifdef TPM_CC ObjectChangeAuth // Conditional expansion of this Tile
#include "Object_spt_fp.h"

Table 47 — TPM2_ObjectChangeAuth Errors

Error Returns Meaning

T M_RC _ClLZ nawAnthdc laraor than th
J pasmma s — — ey

a-clza-o
ottt gttt Sz ortrie—tngts

objectHandle

f il o + of tha Naoran aloarith s
O tHeTor T CTg ot

TEM_RC_TYPE the key referenced by parentHandle is not the parent of the-object
referenced by objectHandle; or objectHandle is a sequence object.

TPM_RC
TPM2_OpjectChangeAuth(
ObjectChangeAuth_In *in, // IN: input parameter list
ObjectChangeAuth Out *out // OUT: output parameten bist
)
{
TPYT_SENSITIVE sensitive;
OBJECT *object;
TPYI2B_NAME objectQN, QNCompare;
TPYI2B_NAME parentQN;

// Inpjt Validation

//|CGet object pointer
object = ObjectGet(in->objectHandle);

//|Can not change auth on sequence -g@ject
if(ObjectlsSequence(object))
return TPM_RC_TYPE + RC_ObjectChangeAuth_objectHandle;

//|Make sure that the auth\\/alue is consistent with the nameAlg
iT{ MemoryRemoveTrailingZeros(&in->newAuth)

> CryptGetHashDigestSize(object->publicArea.nameAlg))
return TPM_RC_SIZE+ RC_ObjectChangeAuth_newAuth;

//|Check parent fon object

//|parent handl®, must be the parent of object handle. In this
//|implementatdon we verify this by checking the QN of object. Other
// | implementation may choose different method to verify this attribute.
ObjectGetQual i fiedName(in->parentHandle, &parentQN);
ObjectComputeQual i FiedName(&parentQN, object->publicArea.nameAlg,
&object->name, &QNCompare);

ObjectGetQualifiedName(in->objectHandle, &objectQN);
iT(IMemory2BEqual (&objectQN.b, &QNCompare.b))
return TPM_RC_TYPE + RC_ObjectChangeAuth_parentHandle;

// Command Output
// Copy internal sensitive area
sensitive = object->sensitive;
// Copy authValue
sensitive.authValue = in->newAuth;

// Prepare output private data from sensitive
SensitiveToPrivate(&sensitive, &object->name, in->parentHandle,
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53
54
55

57
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object->publicArea.nameAlg,
&out->outPrivate);

return TPM_RC_SUCCESS;

}
#endif // CC_ObjectChangeAuth
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14 Duplication Commands

14.1 TPM2_Duplicate

14.1.1 General Description

This command duplicates a loaded object so that it may be used in a different hierarchy. The new parent
key for the duplicate may be on the same or different TPM or TPM_RH_NULL. Only the public area of
newParentHandle is required to be loaded.

NOTE 1

If enc
TPM_R
newPal

The au

If fixed
objectH

The po
to indic
used is

Since the new parent might only be extant on a different TPM, it is likely that the new
sensitive area could not be loaded in the TPM from which objectHandle is being duplicated.

yptedDuplication is SET in the object being duplicated, then the TRM Vshall
C_SYMMETRIC if symmetricAlg is TPM_RH_NULL or TPM_RE,HIERARC
entHandle is TPM_RH_NULL.

horization for this command shall be with a policy session.

Parent of objectHandle—attributes is SET, the TPM shall return"FPM_RC_ATTRIBU
andle—nameAlg is TPM_ALG_NULL, the TPM shall return TPM_RC” TYPE.

icySession—commandCode parameter in the policy session istequired to be TPM_CC_D
pte that authorization for duplication has been provided. This indicates that the policy that

to use

The pplicy is likely to include cpHash in order .to “restrict where duplication can occ

TPM2

to the dpHash of the command.

If T
policyS

If the ¢

NOTE 2

NOTE 3

The THM shall\fellow the process of encryption defined in ISO/IEC 11889-1, clause 23.3, “Duplicat

a policy that is for duplication, and not a policy that would-approve another use. That is, a
n object does not grant authority to duplicate the object.

olicyCpHash() has been executed as part of¢he‘policy, the policySession—cpHash is co

M2_PolicyDuplicationSelect() has been executed as part of the policy
ession—nameHash is compared to

Hpolipaig(0bjectHandle—Name || newParentHandle—Name)

bmpared hashes are not the same, then the TPM shall return TPM_RC_POLICY_FAIL.

It is allowed that“policySesion—»nameHash and policySession—cpHash share the same
space.

A dupklication policy is need not have either TPM2_PolicyDuplicationSele
TPM2_PelicyCpHash() as part of the policy. If neither is present, then the duplication polic
satisfied 'with a policy that only contains TPM2_PolicyCommandCode(code = TPM_CC_Dupli

parent’s

return

HY if

TES. If

Iiplicate
s being
uthority

ur. If
mpared

, the

@)

memory

Ct() or
can be
cate).

on”.
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14.1.2 Command and Response

Table 48 — TPM2_Duplicate Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_Duplicate
loaded object to duplicate
TPMI_DH_OBJECT @objectHandle Auth Index: 1
Auth Role: DUP
shall reference the public area of an asymmetric key
TPMI_DH_OBJECT+ newParentHandle

Auth Index: None

P

optional symmetric encryptionpkey

TPM2H_DATA encryptionKeylin The size for this key is set.to zero when the TPM|is to
generate the key. This parameter may be encrypjed.
definition for the symmetric algorithm to be used for the

TPMT _|SYM_DEF_OBJECT+ symmetricAlg inner wrapper

may be TPM¢ALG_NULL if no inner wrapper is §

pplied

Table 49 — TPM2_D

uplicateyResponse

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

— s  —

If the caller provided an encryption key or if

symmetricAlg was TPM_ALG_NULL, then this will be

TPM2B_DATA encryptionKeyOut the Empty Buffer; otherwise, it shall contain the T|PM-
generated, symmetric encryption key for the inney
wrapper.

TPM2H PRIVATE duplicate private area that may be encrypted by encryptionKeyIn;
and may be doubly encrypted

TPM2B _ENCRYPTED-SECRET | outSymseed seed protected by the asymmetric algorithms of new
parent (NP)
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14.1.3

#include "InternalRoutines.h"
#include "Duplicate_fp.h"

Detailed Actions

#ifdef TPM_CC Duplicate // Conditional expansion of this file

#include "Object_spt_fp.h"

Table 50 — TPM2_Duplicate Errors

ISO/IEC 11889-3:2015(E)

Error Returns Meaning
TRMREATFFRIBUTES key-to-dupheatehastedParenrt-SET
TRM_RC_HIERARCHY encryptedDuplication is SET and newParentHandle specifies Null
Hierarchy
TRM_RC_KEY newParentHandle references invalid ECC key (public poinb not on the
curve)
TRM_RC_SIZE input encryption key size does not match the size specified in
symmetric algorithm
TRM_RC_SYMMETRIC encryptedDuplication is SET but no symmigtric algorithm is providec
TRM_RC_TYPE newParentHandle is neither a storagé key nor TPM_RH_NULL; or
the object has a NULL nameAlg
TPM_RC|
TPM2_Duplicate(
Duplicate In *in, // IN: input pafan€ter list
Duplicate Out *out // OUT: output\yparameter list
)
{
TPY_RC result = TPM_RCxSUCCESS;
TPYT_SENSITIVE sensitive;
UINT16 innerKeySize' = 0; // encrypt key size for iInner wrap
OBJECT *object;
TPY2B_DATA
// Inpyt Validation
//|Get duplicate opfect pointer
object = ObjectGet(in->objectHandle);

//
if

=N

—>

return TPM_RC_TYPE + RC_Duplicate_objectHandle;

duplicate~Key must have fixParent bit CLEAR.
(object—>publicArea.objectAttributes.fixedParent == SET)
return~FPM_RC_ATTRIBUTES + RC Duplicate_objectHandle;

//|Dg ot duplicate object with NULL nameAlg

== TPM_ALG_NULL)

// new parent key must be a storage object or TPM_RH_NULL
if(in->newParentHandle = TPM_RH_NULL

&& 10bjectlsStorage(in->newParentHandle))
return TPM_RC_TYPE + RC_Duplicate_newParentHandle;

// 1T the duplicates object has encryptedDuplication SET, then there must be

// an inner wrapper and the new parent may not be TPM_RH_NULL
if(object->publicArea.objectAttributes._encryptedDuplication

{

iTf(in->symmetricAlg.algorithm == TPM_ALG_NULL)
return TPM_RC_SYMMETRIC + RC_Duplicate_symmetricAlg;
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if(in->newParentHandle == TPM_RH_NULL)
return TPM_RC_HIERARCHY + RC_Duplicate_newParentHandle;
¥

if(in->symmetricAlg.algorithm == TPM_ALG_NULL)
// if algorithm is TPM_ALG_NULL, input key size must be O

if(in->encryptionkKeyln.t.size 1= 0)
return TPM_RC_SIZE + RC_Duplicate_encryptionKeyln;

}
else
{
// Get inner wrap key size
;IIIICI :\Cy\l;LU il ;II DyIIIIIIUtI ;uA:y-lr\C_yulto.o_ylll;
// 1T provided the input symmetric key must match the size of the algorithm
if(in->encryptionKeyln.t.size '= 0
&& in->encryptionkKeyln.t.size != (innerKeySize + 7) / 8)
return TPM_RC_SIZE + RC_Duplicate_encryptionkeyln;
}

// Compand Output

if{in->newParentHandle !'= TPM_RH_NULL)

{
// Make encrypt key and its associated secret structufe. A TPM_RC_KEY
// error may be returned at this point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label pParameters"
out->outSymSeed.t.size = sizeof(out->outSymSeet\t.secret);
result = CryptSecretEncrypt(in->newParentHandle,
“"DUPLICATE", &data, &out->outSymSeed);
pAssert(result !'= TPM_RC_VALUE);
if(result = TPM_RC_SUCCESS)
return result;
3
else
{
// Do not apply outer wrapper
data.t.size = 0;
out->outSymSeed.t.size .= 0;
}

//|Copy sensitive ared
sefsitive = object>sensitive;

//|Prepare outpyt-private data from sensitive
SemsitiveToDupticate(&sensitive, &object->name, in->newParentHandle,
object->publicArea.nameAlg, (TPM2B_SEED *) &data,
&in->symmetricAlg, &in->encryptionKeylin,
&out->duplicate);

out->encryptionkKeyOut = in->encryptionKeyln;

return TPM_RC_SUCCESS;

}
#endif // CC _Duplicate
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14.2 TPM2_Rewrap

14.2.1 General Description

This command allows the TPM to serve in the role as a Duplication Authority. If proper authorization for
use of the oldParent is provided, then an HMAC key and a symmetric key are recovered from inSymSeed
and used to integrity check and decrypt inDuplicate. A new protection seed value is generated according
to the methods appropriate for newParent and the blob is re-encrypted and a new integrity value is
computed. The re-encrypted blob is returned in outDuplicate and the symmetric key returned in

outSymKey.

In the rewrap process, L is “DUPLICATE” (See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters™).

If inSymSeed has a zero length, then oldParent is required to be TPM_RH_NULL and no decryption of
inDuplicate takes place.

If newHarent is TPM_RH_NULL, then no encryption is performed on outDuplicate. outSymSeed will have
a zero length. See ISO/IEC 11889-2, clause 9.3.3.9, “Bit[11] — encryptedDuplication®:
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14.2.2 Command and Response

Table 51 — TPM2_Rewrap Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Rewrap

parent of object
TPMI_DH_OBJECT+ @oldParent Auth Index: 1
Auth Role: User

new parent of the object
Auth Index: None
= s ————— - — |

TPM28 PRIVATE inDuplicate an object encrypted using symmetric key derived|from
inSymSeed

TPMI_DDH_OBJECT+ newParent

TPM2H_NAME name the Name of the object/being rewrapped

seed for symmetri¢c'key

TPM2H_ENCRYPTED_SECRET|inSymSeed needs oldParent-private key to recover the seed find
generate the symmetric key

Table 52 — TPM2_Rewrap. Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

TPM28 PRIVATE outDuplicate an object encrypted using symmetric key derived|from
— outSymSeed

seed for a symmetric key protected by newParent

TPM2B _ENCRYPTED_SECRET| outSymSeed .
— - asymmetric key
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Detailed Actions

ISO/IEC 11889-3:2015(E)

#include "InternalRoutines._h"
#include "Rewrap_fp.h"
#ifdef TPM_CC Rewrap // Conditional expansion of this file

#include "Object_spt_fp.h"

Table 53 — TPM2_Rewrap Errors

Error Returns Meaning

TRMREATFFRIBUFES RewParertisneta-deeryphonikey

TRM_RC_HANDLE oldParent does not consistent with inSymSeed

TRM_RC_INTEGRITY the integrity check of inDuplicate failed

TRM_RC_KEY for an ECC key, the public key is not on the curve of the‘curve ID

TRM_RC_KEY_SIZE the decrypted input symmetric key size does not,matches the
symmetric algorithm key size of oldParent

TRM_RC_TYPE oldParent is not a storage key, or 'newParent.is not a storage key

TEPM_RC_VALUE for an 'oldParent; RSA key, the data te-be'decrypted is greater than

the public exponent

Ummarshal errors

errors during unmarshaling the input encrypted buffer to a ECC pullic
key, or unmarshal the private buffer to sensitive

TPM_RC

TPM2_Rewrap(
Rewrap_In *in,
Rewrap_Out *out
)

{
TPYM_RC
OBJECT
TPNI2B_DATA
UINT16
TPNI2B_PRIVATE

// Inplt Validation

if

((in—>iInSymSeed- t._size
Il @h=>inSymSeed.t.size != 0 && in->oldParent == TPM_RH_NULL))
return TPM_RC_HANDLE + RC_Rewrap_oldParent;

[in->oldParent != TPM_RH_NULL)

// IN: input\parameter list
// OUT: output parameter list

result = TRM{RC_SUCCESS;

*oldParent;

data; // symmetric key

hashSize = 0;

privateBlob; // A temporary private blob

// to transit between old
// and new wrappers

== 0 && in->oldParent '= TPM_RH NULL)

) Ji - 5l e ok
/77 UTU UTU parciit pPuriiect

oldParent = ObjectGet(in->oldParent);

// old parent key must be a storage object
iT(10bjectlsStorage(in->oldParent))
return TPM_RC_TYPE + RC_Rewrap_oldParent;

// Decrypt input secret data via asymmetric decryption. A
// TPM_RC VALUE, TPM_RC KEY or unmarshal errors may be returned at this

// point

// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters"
result = CryptSecretDecrypt(in->oldParent, NULL,

"DUPLICATE", &in->inSymSeed, &data);
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if(result 1= TPM_RC_SUCCESS)
return TPM_RC_VALUE + RC_Rewrap_inSymSeed;

// Unwrap Outer
result = UnwrapOuter(in->oldParent, &in->name,
oldParent->publicArea.nameAlg, (TPM2B_SEED *) &data,
FALSE,
in—>inDuplicate.t.size, in->inDuplicate.t._buffer);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Rewrap_inDuplicate);

// Copy unwrapped data to temporary variable, remove the integrity field
hashSize = sizeof(UINT16) +

Fal Tal 4= Lol e o A Alc) =
T y P oot T iaSnoTgtStorZeOTurarcitc POOTTCAT Ca-TIamCATy ),

privateBlob.t.size = in->inDuplicate.t.size - hashSize;
MemoryCopy(privateBlob.t.buffer, in->inDuplicate.t.buffer + hashSize,
privateBlob.t.size, sizeof(privateBlob.t.buffer));

$e

// No outer wrap from input blob. Direct copy.-
privateBlob = in->inDuplicate;

[in—>newParent != TPM_RH_NULL)

OBJECT *newParent;
newParent = ObjectGet(in->newParent);

// New parent must be a storage object
iT(10bjectlsStorage(in->newParent))
return TPM_RC _TYPE + RC_Rewrap_newParent;

// Make new encrypt key and its associgted secret structure. A
// TPM_RC_VALUE error may be returngg et this point if RSA algorithm is
// enabled in TPM
// See ISO/IEC 11889-1, clause 5-4% "KDF Label Parameters'
out->outSymSeed.t.size = sizeaf(out->outSymSeed.t.secret);
result = CryptSecretEncrypt(@n->newParent,

*DUPLICATE", &data, &out->outSymSeed);
if(result '= TPM_RC_SUCCESS) return result;

// Comfand output

88

// Copy temporaryf\wariable to output, reserve the space for integrity
hashSize = sizeof(UINT16) +
CryptGetHashDigestSize(newParent->publicArea.nameAlg);
out->outDuplicate.t.size = privateBlob.t.size;
MemoryCopyout->outDuplicate.t.buffer + hashSize, privateBlob.t._buffer,
privateBlob.t._size, sizeof(out->outDuplicate.t.buffer));

// Produce outer wrapper for output
eut=>outDuplicate.t._size = ProduceOuterWrap(in->newParent, &in->name,

newParent->publicArea.nameAlg,

(TPM2B_SEED *) &data,

FALSE,
out->outDuplicate.t.size,
out->outDuplicate.t_buffer);

else // New parent is a null key so there is no seed

{

}

out->outSymSeed.t.size = 0;

// Copy privateBlob directly
out->outDuplicate = privateBlob;
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107
108
109

return TPM_RC_SUCCESS;

3
#endif // CC_Rewrap

ISO/IEC 11889-3:2015(E)
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14.3 TPM2_Import

14.3.1 General Description

This command allows an object to be encrypted using the symmetric encryption values of a Storage Key.
After encryption, the object may be loaded and used in the new hierarchy. The imported object (duplicate)
may be singly encrypted, multiply encrypted, or unencrypted.

If fixedTPM or fixedParent is SET in objectPublic, the TPM shall return TPM_RC_ATTRIBUTES.

If encryptedDuplication is SET in the object referenced by parentHandle, then encryptedDuplication shall

b SET + la. D lali LM Do ALTDIRLLITICON
e HroofeCtraonC T IvVi_RT AT TRIDUTES):

If encry
buffers
multi--S

a) Ifin
1)

2)

3)

b) Ife
1)
2)

c) Un

NOTE 4

ptedDuplication is SET in objectPublic, then inSymSeed and encryptionKey shall not\be
(TPM_RC_ATTRIBUTES). Recovery of the sensitive data of the object occurs in"the TH
tep process in the following order:

SymSeed has a non-zero size:

The asymmetric parameters and private key of parentHandle are used)to‘recover the seg
in the creation of the HMAC key and encryption keys used to protectthe duplication blob.

NOTE 1 When recovering the seed from inSymSeed, L is “DUPLICATE". (See ISO/IEC 11889-1
5.4, "KDF Label Parameters" for normative KDF label values.)

The integrity value in duplicate.buffer.integrityOuter is used-to verify the integrity of the inr
blob, which is the remainder of duplicate.buffer (TPM_RC_INTEGRITY).

NOTE 2 The inner data blob will contain a TPMT_SENSITIVE and can contain a TPM2B_|
for the innerlintegrity.

The symmetric key recovered in 1) (2)is used’to decrypt the inner data blob.

NOTE 3 Checking the integrity before the data is used prevents attacks on the sensitive
fuzzing the data and looking at the differences in the response codes.

hcryptionKey is not an Empty Buffer:
Use encryptionKey to deetypt the inner blob.

Use the TPM2B_DIGEST at the start of the inner blob to verify the integrity of the inn
(TPM_RC_INTEGRIFY).

marshal the sensitive area

It{is-not necessary to validate that the sensitive area data is cryptographically bound to th
area other than that the Name of the public area is included in the HMAC. However, if the b
not validated by this command, the binding needs to be checked each time the object is loa
an object that is imported under a parent with fixedTPM SET, binding need only be chg
import. If the parent has fixedTPM CLEAR, then the binding needs to be checked each

Empty
M in a

d used

, clause

er data

DIGEST

area by

er blob

e public
nding is
Hed. For
cked at
[ime the

object is loaded, or before the TPM performs an operation for which the binding affects the

utcome

90

of the operation (for example, TPM2_PolicySigned() or TPM2_Certify()).

Similarly, if the new parent's fixedTPM is set, the encryptedDuplication state need only be
at import.

checked

If the new parent is not fixedTPM, then that object will be loadable on any TPM (including SW

versions) on which the new parent exists. This means that, each time an object is loaded

under a

parent that is not fixedTPM, it is necessary to validate all of the properties of that object. If the
parent is fixedTPM, then the new private blob is integrity protected by the TPM that “owns” the

parent. So, it is sufficient to validate the object’s properties (attribute and public-private bin
import and not again.
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After integrity checks and decryption, the TPM will create a new symmetrically encrypted private area
using the encryption key of the parent.

NOTE 5 The symmetric re-encryption is the normal integrity generation and symmetric encryption applied to
a child object.
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14.3.2 Command and Response

Table 54 — TPM2_Import Command

Type Name

Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode

TPM_CC_Import

the handle of the new parent for the object

TPM2B _DATA encryptionKey

TPMI_[pH"OBIECT @parentHandte Arthrindex— T
| Auth Role: USER

the optional symmetric encryption key_ used as th
wrapper for duplicate

If symmetricAlg is TPM_ALG_NULDL ~then this
parameter shall be the Empty Buffer.

e inner

TPM2H_PUBLIC objectPublic

the public area of the object to be imported

This is provided so that the“integrity value for dug
and the object attributes’can be checked.

licate

TPM2B_PRIVATE duplicate

the symmetrically-encrypted duplicate object that
contain an inaer'symmetric wrapper

may

TPM2B ENCRYPTED_SECRET|inSymSeed

symmetric-key used to encrypt duplicate

inSymSeed is encrypted/encoded using the algotithms

of newParent.

TPMT_|SYM_DEF _OBJECT+ symmetricAlg

definition for the symmetric algorithm to use for the inner

wrapper
If this algorithm is TPM_ALG_NULL, no inner wrg

present and encryptionKey shall be the Empty Buyffer.

\pper is

NJTE Even if the integrity value of the object is not checked on input, the object Name is ng¢eded tg
create the integrity value for the imported object.
Table 55 — TPM2_Import Response
Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize
TPM_RC responseCode
TPM28 PRIVATE outPrivate E\hﬁ fits,l,tlve area encrypted with the symmetric key of
parentHandle

92
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14.3.3

#include "InternalRoutines.h"

Detailed Actions

#include ""Import_fp.h"
#ifdef TPM_CC Import // Conditional expansion of this file

#include "Object_spt _fp.h"

ISO/IEC 11889-3:2015(E)

Table 56 — TPM2_Import Errors

Error Returns

Meaning

TI

M_RC _ACVMMEOTDIC
LAY B = EAAIN Al —N m Ay

adnlicabla ctorana by abicetPublic and o

vt vty T

=N ’ ] 0
O o P —Storag ety T pPre st e ooy Dujcctr ettt

parent referenced by parentHandle have different public parametgrs

TH

M_RC_ATTRIBUTES

attributes FixedTPM and fixedParent of objectPublic are net.both
CLEAR,; or inSymSeed is nonempty and parentHandle does not
reference a decryption key; or objectPublic and parentHandle hav|
incompatible or inconsistent attributes; or encrytpedDuplication is
SET in objectPublic but the inner or outer wrapperis missing.

D

TRM_RC_BINDING duplicate and objectPublic are not cryptographically bound

TRM_RC_ECC_POINT inSymSeed is nonempty and ECC pointin,inSymSeed is not on the
curve

TRM_RC_HASH non-duplicable storage key represented by objectPublic and its
parent referenced by parentHandle have different name algorithm

TRM_RC_INSUFFICIENT inSymSeed is nonempty and failed to retrieve ECC point from the

secret; or unmarshaling.séensitive value from duplicate failed the
result of inSymSeed decryption

TRM_RC_INTEGRITY duplicate integrity\is broken

TRPM_RC_KDF objectPublicrepresenting decrypting keyed hash object specifies
invalid KDF

TEM_RC_KEY inconsistent parameters of objectPublic; or inSymSeed is nonempty
and-parentHandle does not reference a key of supported type; or
invalid key size in objectPublic representing an asymmetric key

TRM_RC_NO_RESULT inSymSeed is nonempty and multiplication resulted in ECC point at

infinity

TH

M_RC_OBJECT_MEMORY

no available object slot

TH

M_RC_SCHEME

inconsistent attributes decrypt, sign, restricted and key's scheme D
in objectPublic; or hash algorithm is inconsistent with the scheme |D
for keyed hash object

TH

M_RC_SIZE

=]

authPolicy size does not match digest size of the name algorithm
objectPublic; or symmetricAlg and encryptionKey have different
sizes; or inSymSeed is nonempty and it size is not consistent with
the type of parentHandle; or unmarshaling sensitive value from
duplicate failed

TPM_RC_SYMMETRIC

objectPublic is either a storage key with no symmetric algorithm or
a non-storage key with symmetric algorithm different from
TPM_ALG_NULL

TPM_RC_TYPE

unsupported type of objectPublic; or non-duplicable storage key
represented by objectPublic and its parent referenced by
parentHandle are of different types; or parentHandle is not a
storage key; or only the public portion of parentHandle is loaded; or
objectPublic and duplicate are of different types

© ISO/IEC 2015 — All rights reserved
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Error Returns Meaning

TPM_RC_VALUE nonempty inSymSeed and its numeric value is greater than the
modulus of the key referenced by parentHandle or inSymSeed is
larger than the size of the digest produced by the name algorithm of
the symmetric key referenced by parentHandle

NOTE: Regarding TPM_RC_ATTRIBUTES, if the TPM provides parameter values, the parameter number will
indicate symmetricKey (missing inner wrapper) or inSymSeed (missing outer wrapper).

TPM_RC
TPM2__Import(
Import_In *in, // IN: input parameter list
Import_Out *out // OUT: output parameter list
)
{
TPY_RC result = TPM_RC_SUCCESS;
OBJECT *parentObject;
TPYI2B_DATA data; // symmetric key,
TPYT_SENSITIVE sensitive;
TPY2B_NAME name;
UINT16 innerKeySize = 0; // encrypt~Key size for inner
// wrappe¥

// Inpyit Validation

94

//

iT(

FixedTPM and fixedParent must be CLEAR
in->objectPublic.t.publicArea.objectAttributes.fixedTPM == SET

Il in->objectPublic.t.publicArea.objectAttributes.fixedParent == SET)

return TPM_RC_ATTRIBUTES + RC_Import_objectPublic;

Get parent pointer
rentObject = ObjectGet(in->parentHandle);

[1AreAttributesForParent(parentObject))
return TPM_RC_TYPE + RC_hmport_parentHandle;

if{in->symmetricAlg.algorithm = TPM_ALG_NULL)
{
// Get inner wrapRey size
innerKeySize =(in->symmetricAlg.keyBits.sym;
// Input symmg®ric key must match the size of algorithm.
if(in->encryptionkKey.t.size != (innerKeySize + 7) / 8)
returh.TPM_RC_SIZE + RC_Import_encryptionKey;
3
else
{
M /1T input symmetric algorithm is NULL, input symmetric key size must
)T AN O LL
if(in->encryptionKey.t.size 1= 0)
return TPM_RCS_SIZE + RC_Import_encryptionKey;
// It encryptedDuplication is SET, then the object must have an inner
// wrapper
if(in->objectPublic.t.publicArea.objectAttributes.encryptedDuplication)
return TPM_RCS_ATTRIBUTES + RC_Import_encryptionKey;
}
// See if there is an outer wrapper

iT(in->InSymSeed.t.size 1= 0)

// Decrypt input secret data via asymmetric decryption. TPM_RC_ATTRIBUTES,
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// TPM_RC_ECC POINT, TPM_RC_INSUFFICIENT, TPM_RC KEY, TPM_RC _NO RESULT,
// TPM_RC_SIZE, TPM_RC VALUE may be returned at this point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters"
result = CryptSecretDecrypt(in->parentHandle, NULL, "DUPLICATE",
&in->InSymSeed, &data);
pAssert(result = TPM_RC_BINDING);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Import_inSymSeed);

}

else

{ o i
// 1T encrytpedDuplication is set, then the object must have an outer
// wrapper
2 ya s ComIN o 4+ Lls A |- AtAacr ot € ImY L 4 = N\
II\III UIJJU\;I_I T |wa I ) e I....P.IUIJI L A7 | C(A.UUJC\’IJ'\LI_I-IIJULUO.CI LA\ | yHLCuUuHI LAYIel = pv)) II

return TPM_RCS_ATTRIBUTES + RC_Import_inSymSeed;

data.t.size = 0;

b

//|Compute name of object
ObjectComputeName(&(in->objectPublic.t.publicArea), &name);

//|Retrieve sensitive from private.

//|TPM_RC_INSUFFICIENT, TPM_RC_INTEGRITY, TPM_RC_SIZE may be retlned here.
result = DuplicateToSensitive(&in->duplicate, &name, in->parentHandle,
in—>objectPublic.t.publicArea.nameAlqg,
(TPM2B_SEED *) &data, &in->symmetricAlg,
&in->encryptionKey, &sensitive);

if(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_Import_duplicate);

//|If the parent of this object has fixedTPM SET) then fully validate this
//|object so that validation can be skipped whgn ‘it is loaded
if(parentObject->publicArea.objectAttributes:fixedTPM == SET)

TPM_HANDLE objectHandle;

// Perform self check on input pgblic area. A TPM_RC_SIZE, TPM_RC_SCHEME,
// TPM_RC VALUE, TPM_RC_SYMMETRIC, TPM RC TYPE, TPM_RC HASH,
// TPM_RC_ASYMMETRIC, TPM_RCAATTRIBUTES or TPM_RC _KDF error may be returned
// at this point
result = PublicAttributesValidation(TRUE, in->parentHandle,
&in->objectPublic.t.publicArea);

if(result = TPM_RC.SUECESS)

return RcSafeAddToResult(result, RC_Import_objectPublic);

// Create internal object. A TPM_RC_KEY_SIZE, TPM_RC_KEY or
// TPM_RC OBJECT MEMORY error may be returned at this point
result =-ObjéctlLoad(TPM_RH_NULL, &in->objectPublic.t.publicArea,
&sensitive, NULL, in->parentHandle, FALSE,
&objectHandle);
if(result = TPM_RC_SUCCESS)
return result;

// Don"t need the object, just needed the checks to be performed so
// flush the object
ObjectFlush(objectHandle);

}

// Command output

// Prepare output private data from sensitive

SensitiveToPrivate(&sensitive, &name, in->parentHandle,
in—>objectPublic.t.publicArea.nameAlqg,
&out->outPrivate);

return TPM_RC_SUCCESS;

© ISO/IEC 2015 — All rights reserved

95


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

124 }
125 #endif // CC_lImport
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15 Asymmetric Primitives

15.1

Introduction

The commands in clause 15 provide low-level primitives for access to the asymmetric algorithms
implemented in the TPM. Many of these commands are only allowed if the asymmetric key is an

unrestricted key.

15.2 TPM2_RSA_Encrypt

15.2.1General Description

This cgmmand performs RSA encryption using the indicated padding scheme according to IETF RFC

3447. If the scheme of keyHandle is TPM_ALG_NULL, then the caller may use inScheme to specify the

padding scheme. If scheme of keyHandle is not TPM_ALG_NULL, then inScheme shall either be

TPM_ALG_NULL or be the same as scheme (TPM_RC_SCHEME).

The key referenced by keyHandle is required to be an RSA key (TPM_RC_KEY) with the decrypt attribute

SET (TPM_RC_ATTRIBUTES).

NOTE 1 Stiplating that the decrypt attribute be set allows the TPM to-ensure that the scheme selgction is
done with the presumption that the scheme of the key\is”a decryption scheme selectipn. It is
understood that this command will operate on a key with<only the public part loaded so the cgller can
modify any key in any desired way. So, this constraint only serves to simplify the TPM logic.

The three types of allowed padding are:

1) TPM_ALG_OAEP - Data is OAEP padded as:specified in 7.1 of IETF RFC 3447 (PK[CS#1).

The only supported mask generation is MGFZ1,

2) TPM_ALG_RSAES - Data is padded as_specified in 7.2 of IETF RFC 3447 (PKCS#1).

3) TPM_ALG_NULL - Data is not padded by the TPM and the TPM will treat message as an
ungsigned integer and perform a, modular exponentiation of message using the | public
exponent of the key referenced by keyHandle. This scheme is only used if both the §cheme
in :{?e key referenced by keyHandle is TPM_ALG_NULL, and the inScheme parametel of the
command is TPM_ALG_NULL. The input value cannot be larger than the public modulus of
the key referenced by keyHandle.

Table 57 — Padding Scheme Selection
keyHdndle—scheme inScheme padding scheme used
TPM_ALG_NULL none
TPM_ALG (NULL TPM_ALG_RSAES RSAES
TPM_ALG_OAEP OAEP
TPM_ALG_NULL RSAES
TPM_ALG_RSAES TPM_ALG_RSAES RSAES
TPM_ALG_OAEP error (TPM_RC_SCHEME)
TPM_ALG_NULL OAEP
TPM_ALG_OAEP TPM_ALG_RSAES error (TPM_RC_SCHEME)
TPM_AGL_OAEP OAEP
After padding, the data is RSAEP encrypted according to 5.1.1 of IETF RFC 3447 (PKCS#1).
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NOTE 2 decrypt needs to be SET so that the commands that load a key can validate that the scheme is
consistent rather than have that deferred until the key is used.

NOTE 3

If it is desired to use a key that had restricted SET, the caller can CLEAR restricted and load the
public part of the key and use that unrestricted version of the key for encryption.

If inScheme is used, and the scheme requires a hash algorithm it may not be TPM_ALG_NULL.

NOTE 4

Because only the public portion of the key needs to be loaded for this command, the caller can
manipulate the attributes of the key in any way desired. As a result, the TPM won't check the
consistency of the attributes. The only property checking is that the key is an RSA key and that the
padding scheme is supported.

The mdssage parameter is [imited in size by the padding scheme according to the followingtdble:

Table 58 — Message Size Limits Based on Padding

Schem

11

Maximum Message Length
(mLen) in Octets Comments

TPM_ALG_OAEP

mLen <k - 2hLen -2

TPM_ALG_RSAE

TPM_ALG_NULL

S mLen <k -11
mLen <k The numeric value of the message njust be
less,than’the numeric value of the pyblic
modulus (n).

NOTES

1)  k :={the number of byes in the public modulus

2) hLdn = the number of octets in the digest produced by the hash algérithm used in the process

The laljel parameter is optional. If provided (label.size '= 0) then the TPM shall return TPM_RC_VALUE if

the las{ octet in

label is not zero. If a zero octet{occurs before label.buffer[label.size-1], the TPM shall

truncatg the label at that point. The terminatingioctet of zero is included in the label used in the padding

schemg.

NOTE 5

The fur|ction returns padded and-ehcrypted value outData.

The mgssage parameter inthe command may be encrypted using parameter encryption.

If the scheme does not use‘a label, the TPM will still verify that label is properly formatted if label is
present.

NOTE 6 Only the_public area of keyHandle is required to be loaded. A public key can be loaded with any
desiredvscheme. If the scheme is to be changed, a different public area needs to be loaded.
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Table 59 — TPM2_RSA_Encrypt Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_RSA_Encrypt

reference to public portion of RSA key to use for,
TPMI_DH_OBJECT keyHandle encryption

Auth Index: None

_,.,--eseseaea_ _r -__ - - b o o0 -—-
TPM2B _PUBLIC_KEY_RSA message message to be encrypted
. the padding scheme to use if scheme associated| with

TPMT_[RSA_DECRYPT+ inScheme keyHandle is TPM_ALG. NULL

optional label L to be associated with the messagde
TPM2B DATA label . . / .

Size of the buffer is.zerd'if no label is present

NJTE 1 The message data type was chosen because it limits the overall size of the input to no|greater
than the size of the largest RSA public key. This nyay be larger than allowed for keyHar|dle.
NJTE 2 Regarding label, see description of label above.
Table 60 — TPM2_RSA "Encrypt Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
TPM28 PUBLIC_KEY_RSA outData encrypted output

© ISO/IEC 2015 — All rights reserved
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15.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "RSA_Encrypt_fp.h"

#ifdef TPM_CC _RSA Encrypt // Conditional expansion of this file
#ifdef TPM_ALG_RSA

Table 61 — TPM2_RSA_Encrypt Errors

Error Returns

Meaning

TRMREATFFRIBUFES deeryptatirbatetsrot-SETkeyreferenced-by-keyHandle
TRM_RC_KEY keyHandle does not reference an RSA key
TRM_RC_SCHEME incorrect input scheme, or the chosen scheme is not a valid RSA
decrypt scheme
TRM_RC_VALUE the numeric value of message is greater than the public modulus off
the key referenced by keyHandle, or label is not ja_hull-terminated
string
TPM_RC]
TPM2_RBA_Encrypt(
RSA_Encrypt_In *in, // IN: input parameterJlist
RSA_Encrypt Out *out // OUT: output parameter list
)
{
TPY_RC result;
OBJECT *rsakey;
TPYT_RSA DECRYPT *scheme;
char *label = NULL;

// Inpdt Validation
rsgKey = ObjectGet(in->keyHandle);

//|selected key must be an RSA key
if(rsakKey->publicArea.type 1=\TPM_ALG_RSA)
return TPM_RC_KEY + RC RSA_Encrypt_keyHandle;

//|selected key must have the decryption attribute
if(rsaKey->publicArea-objectAttributes.decrypt = SET)
return TPM_RC-ATTRIBUTES + RC_RSA_Encrypt keyHandle;

//|1s there a<label?
if(in->labelt:size > 0)

{
/7 Agpel is present, so make sure that is it NULL-terminated
ifCin->label . t.buffer[in->label .t.size - 1] = 0)
return TPM_RC _VALUE + RC_RSA Encrypt_label;
Tabel = (char ~)in-sltabel.tT.buffer;
3

// Command Output

// Select a scheme for encryption
scheme = CryptSelectRSAScheme(in->keyHandle, &in->inScheme);
if(scheme == NULL)

return TPM_RC_SCHEME + RC_RSA Encrypt_inScheme;
// Encryption. TPM _RC VALUE, or TPM_RC SCHEME errors my be returned buy
// CryptEncyptRSA. Note:
// not have the decrypt attribute but that was checked above.

100

It can also return TPM_RC_ATTRIBUTES if the key does
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out->outData.t.size = sizeof(out->outData.t.buffer);
result = CryptEncryptRSA(&out->outData.t.size, out->outData.t.buffer, rsaKey,
scheme, in->message.t.size, in->message.t.buffer,
label);
return result;
}
#endif
#endif // CC_RSA Encrypt
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15.3 TPM2_RSA_Decrypt

15.3.1 General Description

This command performs RSA decryption using the indicated padding scheme according to IETF RFC
3447 ((PKCS#1).

The scheme selection for this command is the same as for TPM2_RSA_Encrypt() and is shown in Table

57.

The key referenced by keyHandle shall be an RSA key (TPM_RC_KEY) with restricted CLEAR and

QT (TDAM DO ATTOINLITEON

decryp
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The TH
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the dat
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to be p
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15.3.2 Command and Response

Table 62 — TPM2_RSA_Decrypt Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_RSA_Decrypt

RSA key to use for decryption
TPMI_DH_OBJECT @keyHandle Auth Index: 1

Auth Role: USER
s ————-- V=]

TPM2B _PUBLIC_KEY_RSA cipherText cipher text to be decrypted

the padding scheme to use if schéme associated| with

TPMT_RSA_DECRYPT+ inScheme keyHandle is TPM_ALG_NULL
TPM28 DATA label Iab_e! whose association with the message is to bp
verified
NgTE Regarding cipherText, an encrypted RSA data block is-the_size of the public modulus.

Table 63 — TPM2_RSA_Decrypt Response

Type Name Deseription
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

TPM2B _PUBLIC_KEY_RSA message decrypted output
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15.3.3

Detailed Actions

#include "InternalRoutines.h"
#include "RSA Decrypt_fp.h"

#ifdef
#ifdef

TPM_CC_RSA Decrypt // Conditional expansion of this Tile
TPM_ALG_RSA

Table 64 — TPM2_RSA_Decrypt Errors

Error Returns Meaning
TRMREBINBING Thepublicanprvate parts-etHthekey-arehretprepery-bound
TRM_RC_KEY keyHandle does not reference an unrestricted decrypt key
TRM_RC_SCHEME incorrect input scheme, or the chosen scheme is not a valid RSA
decrypt scheme
TRM_RC_SIZE cipherText is not the size of the modulus of key referenced by
keyHandle
TRM_RC_VALUE label is not a null terminated string or the value of cipherText is
greater that the modulus of keyHandle
TPM_RC|
TPM2_RBA_Decrypt(
RSA Decrypt_In *in, // IN: input paran€ter list
RSA Decrypt_Out *out // OUT: output _farameter list
)
{
TPYM_RC result;
OBJECT *rsakey;
TPYT_RSA_DECRYPT *scheme;
chr *label = NUEL;

// Inplt Validation

rsakey = ObjectGet(in->keyHandle);

//
if

- N\

//
//
//

The selected key must bésah RSA key
[rsaKey->publicArea.type )'= TPM_ALG_RSA)
return TPM_RC_KEY ,+°RC_RSA Decrypt_keyHandle;

The selected key pust be an unrestricted decryption key

rsaKey->publ icArea.objectAttributes.restricted == SET

|| rsaKey->publicArea.objectAttributes.decrypt == CLEAR)
return TPM_RC_ATTRIBUTES + RC_RSA Decrypt keyHandle;

NOTE :RxOper operation of this command requires that the sensitive area
of, the' key is loaded. This is assured because authorization is required
tOluse the sensitive area of the key. In order to check the authorization,

// £

concad v arnn hac 44 hn Irvxnlnnl QL HE hors o2t s stk nols

//

0 o3 an a1 AL
tHe—SeRsiehve—afFea—ras—E6 Hoaaet—ever—H—aueReH Ao e e S—wien PoT -\_,y

IT label is present, make sure that it is a NULL-terminated string

if(in->label _.t_size > 0)

{

}

// Present, so make sure that it is NULL-terminated
if(in->label . t.buffer[in->label .t.size - 1] = 0)
return TPM_RC_VALUE + RC_RSA Decrypt_label;

label = (char *)in->label.t_buffer;

// Command Output

104
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}

#endif
#endif|// CC_RSA Decrypt

ISO/IEC 11889-3:2015(E)

// Select a scheme for decrypt.
scheme = CryptSelectRSAScheme(in->keyHandle, &in->inScheme);
if(scheme == NULL)

return TPM_RC_SCHEME + RC_RSA Decrypt_inScheme;

// Decryption. TPM_RC _VALUE, TPM_RC_SIZE, and TPM_RC_KEY error may be

// returned by CryptDecryptRSA.

// NOTE: CryptDecryptRSA can also return TPM_RC_ATTRIBUTES or TPM_RC_BINDING

// when the key is not a decryption key but that was checked above.

out->message.t.size = sizeof(out->message.-t.buffer);

result = CryptDecryptRSA(&out->message.t.size, out->message.t.buffer, rsaKey,
scheme, in->cipherText.t.size,
in—>cipherText.t.buffer,

labal)-
aotT);

refurn result;
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15.4 TPM2_ECDH_KeyGen

15.4.1 General Description

This command uses the TPM to generate an ephemeral key pair (d., Q. where Q. := [d.]G). It uses the
private ephemeral key and a loaded public key (Qs) to compute the shared secret value (P := [hd.]Qs).
keyHandle shall refer to a loaded ECC key. The sensitive portion of this key need not be loaded.

The curve parameters of the loaded ECC key are used to generate the ephemeral key.

NOTE Fhis—forretron—ts—the cquiva:cllt of clluyptillg trata—to—amotirer UIUjCL.t‘D pu'u:il, Ir\cy. Fhe—seedchvalue is
used in a KDF to generate a symmetric key and that key is used to encrypt the data. OnGe,the data
is encrypted and the symmetric key discarded, only the object with the private jportiof of the
keyHandle will be able to decrypt it.

The zPpint in the response may be encrypted using parameter encryption.
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15.4.2 Command and Response

Table 65 — TPM2_ECDH_KeyGen Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_ECDH_KeyGen

Handle of a loaded ECC key public area.
TPMI_PH_OBJECT keyHandle

Auth Index: None

Table 66 — TPM2_ECDH_KeyGen Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
= s ——————— — - — |
TPM2B _ECC_POINT zPoint results of P:=A[d.] Qs
TPM2B _ECC_POINT pubPoint generated ephemeral public point (Q.)
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15.4.3

#include "InternalRoutines.h

Detailed Actions

#include "ECDH_KeyGen_fp.h"

#ifdef
#ifdef

TPM_CC_ECDH_KeyGen // Conditional expansion of this Tile
TPM_ALG_ECC

Table 67 — TPM2_ECDH_KeyGen Errors

Error Returns Meaning
TRMREIEY keyHanrdle-doeshotreferenceanontestricted-deeryptionECCKkey
TPM_RC|
TPM2_ELDH_KeyGen(
ECDH_KeyGen_In *in, // IN: input parameter list
ECDH_KeyGen_Out *out // OUT: output parameter list
)
{
OBJECT *eccKey;
TPY2B_ECC_PARAMETER sensitive;
TPYM RC result;
// Inplt Validation

ec

//

if{

if(
11 eccKey->publicArea.objectAttributes._decrypt != SET

tKey = ObjectGet(in->keyHandle);

Input key must be a non-restricted, decrypt EE0\ key
eccKey->publicArea.type = TPM_ALG_ECC)
return TPM_RCS_KEY + RC_ECDH KeyGen_keyHandle;

eccKey->publicArea.objectAttributes!/restricted == SET

return TPM_RC_KEY + RC_ECDH_KeyGen keyHandle;

// Compand Output

do
{

// Create ephemeral ECO key
CryptNewEccKey(eceKeéy->publicArea.parameters.eccDetail .curvelD,
&out->pubPoint.t.point, &sensitive);

out->pubPoint_t.size = TPMS_ECC_POINT_Marshal (&out->pubPoint._t._point,
NULL, NULL);

// Conpute Z

result= CryptEccPointMultiply(&out->zPoint.t.point,
eccKey->publicArea.parameters.eccDetail .curvelD,
&sensitive, &eccKey->publicArea.unique.ecc);

77/~ Thepoimt—mthe—key s ot o thecourve—inmdicate—that—the—key—stad-
if(result == TPM_RC_ECC_POINT)
return TPM_RC_KEY + RC_ECDH_KeyGen_keyHandle;
// The other possible error is TPM_RC_NO _RESULT indicating that the
// multiplication resulted in the point at infinity, so get a new
// random key and start over (hardly ever happens).

}
while(result == TPM_RC_NO_RESULT);

if(result == TPM_RC_SUCCESS)

108

// Marshal the values to generate the point.
out->zPoint.t.size = TPMS_ECC_POINT_Marshal (&out->zPoint.t.point,
NULL, NULL);

© ISO/IEC 2015 — All rights reserved



https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

55
56
57
58

return result;

#endif
#endif // CC_ECDH KeyGen

ISO/IEC 11889-3:2015(E)
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15.5 TPM2_ECDH_ZGen

15.5.1 General Description

This command uses the TPM to recover the Z value from a public point (Q5) and a private key (ds). It will
perform the multiplication of the provided inPoint (Qg) with the private key (ds) and return the coordinates
of the resultant point (Z = (xz, yz) := [hd;s]Qs; where h is the cofactor of the curve).

keyHandle shall refer to a loaded, ECC key (TPM_RC_KEY) with the restricted attribute CLEAR and the
decrypt attribute SET (TPM_RC_ATTRIBUTES).

The sﬂﬁeme Of the Key reierenced by KeyHandle 1s required to be enher TPM_ALG _EUDH or
TPM_ALG_NULL (TPM_RC_SCHEME).

inPoint|is required to be on the curve of the key referenced by keyHandle (TPM_RC_ECC 'ROINT].

The pafameters of the key referenced by keyHandle are used to perform the point multiplication.

110 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

15.5.2 Command and Response

ISO/IEC 11889-3:2015(E)

Table 68 — TPM2_ECDH_ZGen Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_ECDH_ZGen
handle of a loaded ECC key
TPMI_DH_OBJECT @keyHandle Auth Index: 1
Auth Role: USER
TPM2B_ECC_POINT inPoint a public key

Table 69 — TPM2_ECDH_ZGen Response

Type Name Description

TPM_ST tag see clause 7

UINT33 responseSize

TPM_RC responseCode
-, ,—ssmsw-an =
TPM2H_ECC_POINT outPoint X and Y~coordinates of the product of the multiplication

Z = X2,¥z) = [hds] Qs
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15.5.3

Detailed Actions

#include "InternalRoutines.h"
#include "ECDH_ZGen fp.h"

#ifdef
#ifdef

TPM_CC _ECDH ZGen // Conditional expansion of this fTile
TPM_ALG_ECC

Table 70 — TPM2_ECDH_ZGen Errors

Error Returns Meaning

TRMREATFFRIBUTFES keyretferenced-hy-keyfisrestricted-orrotadecryptkey

TRM_RC_KEY key referenced by keyA is not an ECC key

TRM_RC_NO_RESULT multiplying inPoint resulted in a point at infinity

TRM_RC_SCHEME the scheme of the key referenced by keyA is not TPMOALG_NULL,
TPM_ALG_ECDH,

TPM_RC
TPM2_E
ECI
ECI]

))

CDH_ZGen(
H_ZGen_In *in, // IN: input parameter list
H ZGen_Out  *out // OUT: output parameter List

TPY_RC result;
OBJECT *eccKey;

// 1np
ec

//

if{

if(
11 eccKey->publicArea.objectAttributes.decrypt = SET

t Validation

tKey = ObjectGet(in->keyHandle);

Input key must be a non-restricted, ,detrypt ECC key
eccKey->publicArea.type = TPM_ALG ECC)

return TPM_RCS_KEY + RC_ECDH_ZGen’ keyHandle;

eccKey->publicArea.objectAttributes.restricted == SET

return TPM_RC_KEY + RCJECDH_ZGen_keyHandle;

Make sure the sch8me’ allows this use
eccKey->publicArea.parameters.eccDetai l .scheme.scheme '= TPM_ALG_ECDH
&& eccKey->publicArea.parameters.eccDetail .scheme.scheme '= TPM_ALG_NULL)
return TPM-RE€_SCHEME + RC_ECDH_ZGen_keyHandle;

// Compand Outipult

//
res

Compute Z. TPM_RC_ECC_POINT or TPM_RC_NO RESULT may be returned here.

Ut = CryptEccPointMultiply(&out->outPoint.t.point,

ECCRey—>pub I TCATEa. paraneters . eccoetal I -CurvelD,
&eccKey->sensitive.sensitive.ecc,
&in->inPoint.t.point);

if(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_ECDH_ZGen_inPoint);

out->outPoint.t.size = TPMS_ECC POINT_Marshal (&out->outPoint.t.point,

NULL, NULL);

return TPM_RC_SUCCESS;

#endif
#endif

112

// CC_ECDH_ZGen
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15.6 TPM2_ECC_Parameters

15.6.1 General Description

This command returns the parameters of an ECC curve identified by its TCG-assigned curvelD.

15.6.2Command and Response

Table 71 — TPM2_ECC_Parameters Command

Type :\‘llulll\.' D\«QUI;PJ:;UII
TPM_ST_SESSIONS if an audit session.is
q — —
TPMI_$T_COMMAND_TAG tag present; otherwise, TPM_ST_NO_SESSIONS
UINT33 commandSize
TPM_dC commandCode TPM_CC_ECC_Parameters
|
TPMI_ECC_CURVE curvelD parameter set selector
Table 72 — TPM2_ECC_Parameters Response
Type Name Descriptieon
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
TPMS_[ALGORITHM_DETAIL_ECC |parameters ECC parameters for the selected curve

© ISO/IEC 2015 — All rights reserved
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15.6.3 Detailed Actions

#include "InternalRoutines._h"

#include "ECC_Parameters_fp.h"

#ifdef TPM_CC ECC Parameters // Conditional expansion of this Tile
#ifdef TPM_ALG_ECC

Table 73 — TPM2_ECC_Parameters Errors

Error Returns Meaning
TRM—REALDE BrstppertedECCeurvetb

TPM_RC

TPM2_E[CC_Parameters(
ECC Parameters_In  *in, // IN: input parameter list
ECC_Parameters_Out *out // OUT: output parameter list
)

{
// Comfpand Output

//|Get ECC curve parameters
iT(CryptEccGetParameters(in->curvelD, &out->parameters))
return TPM_RC_SUCCESS;

else

return TPM_RC_VALUE + RC_ECC Parameters_curvelD;

}
#endi T
#endif|// CC _ECC Parameters

15.7 [TPM2_ZGen_2Phase

15.7.1] General Description

This cgmmand supports two-phase key.exchange protocols. The command is used in combinatijon with
TPM2_[EC_Ephemeral(). TPM2_EC-Ephemeral() generates an ephemeral key and returns the public
point of that ephemeral key along with a numeric value that allows the TPM to regenerate the associated
private [key.

The ingut parameters for/this'’command are a static public key (inQsU), an ephemeral key (inQelJ) from
party B} and the commifCounter returned by TPM2_EC_Ephemeral(). The TPM uses the counter yalue to
regenefate the ephemeral private key (d.v) and the associated public key (Q.v). keyA provides the static
ephemeral elements ' dsy and Qsy. This provides the two pairs of ephemeral and static keys that are
requirefl for the schemes supported by this command.

The THM_ wilLcompute Z or Zs and Z, according to the selected scheme. If the scheme is not a twg-phase
key exghange scheme or if the scheme is not supported, the TPM will return TPM_RC SCHEME.

It is an error if iNnQsB or inQeB are not on the curve of keyA (TPM_RC_ECC_POINT).

The two-phase key schemes that were assigned an algorithm ID in the TCG Algorithm Registry, Revision
1.15, are TPM_ALG_ECDH, TPM_ALG_ECMQV, and TPM_ALG_SM2.

If this command is supported, then support for TPM_ALG ECDH is required. Support for
TPM_ALG_ECMQV or TPM_ALG_SM2 is optional.

NOTE 1 If SM2 is supported and this command is supported, then the implementation needs to support the
key exchange protocol of SM2, Part 3.
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For TPM_ALG_ECDH outZ1 will be Zs and outZ2 will Z, as defined in 6.1.1.2 of SP800-56A.

NOTE 2 An unrestricted decryption key using ECDH can be used in either TPM2_ECDH_ZGen() or

TPM2_ZGen_2Phase as the computation done with the private part of keyA is the same in both
cases.

For TPM_ALG_ECMQV or TPM_ALG_SM2 outZ1 will be Z and outZ2 will be an Empty Point.

NOTE 3 An Empty Point has two Empty Buffers as coordinates meaning the minimum size value for outZ2

will be four.

If the input scheme is TPM_ALG_ECDH, then outZl will be Zs and outZ2 will be Z.. For schemes like

MQV (ihcluding SM2), outZ1 will contain the computed value and outZ2 will be an Empty Point.

NOTE 4 The Z values returned by the TPM are a full point and not just an x-coordinate.

If a computation of either Z produces the point at infinity, then the corresponding Z valug will be anf Empty

Point.
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15.7.2 Command and Response

Table 74 — TPM2_ZGen_2Phase Command
Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_ ZGen_2Phase

handle of an unrestricted decryption key ECC

TPMI_DH_OBJECT @keyA The private key referenced by this handle is used as dsa

Auth Index: 1
Auth Role: USER

_— ] —— |

TPM2B _ECC_POINT inQsB other party’s static public key (Qsg=1Xs5 Ys5))
TPM2 _ECC_POINT inQeB other party's ephemeral public'key (Qes= (X5 Y45))
TPMI_ECC_KEY_EXCHANGE |inScheme the key exchange scherme
UINT14 counter value returned by TPM2”EC_Ephemeral()
Table 75 — TPM2_ZGen_2Phase Response
Type Name Description
TPM_ST tag
UINT33 responseSize
TPM_RC responseCode

. — s

X and Y coordinates of the computed value (schd

me

TPM2B ECC_POINT outZl
— - dependent)
TPM28 ECC POINT outz?2 X and Y coordinates of the second computed valfie
— - (scheme dependent)
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15.7.3

Detailed Actions

#include "InternalRoutines.h"
#include ""ZGen_2Phase_fp.h"
#ifdef TPM_CC ZGen_ 2Phase // Conditional expansion of this Tile

This command uses the TPM to recover one or two Z values in a two phase key exchange protocol

ISO/IEC 11889-3:2015(E)

Table 76 — TPM2_ZGen_2Phase Errors

Error Returns Meaning

TH

M_RC_ATTRIBUTES

key referenced by keyA is restricted or not a decrypt key

TH

M_RC_ECC_POINT inQsB or inQeB is not on the curve of the key reference by keyA

TH

M_RC_KEY key referenced by keyA is not an ECC key

TH

M_RC_SCHEME the scheme of the key referenced by keyA is not TRM,-ALG_NULL,
TPM_ALG_ECDH, TPM_ALG_ECMQV or TPM_ALG_SM2

TPM_RC
TPM2_Z
ZG6

ZGgn_2Phase_Out *out

))

Gen 2Phase(
bn_2Phase_In *in,

TPYM_RC result;
OBJECT *eccKey;
TPY2B_ECC_PARAMETER r;

TPY_ALG_ID scheme;

// 1np
ec

//
if

//
//

t Validation

Key = ObjectGet(in->keyA);

keyA must be an ECC key

[eccKey->publicArea.type = TPW ALG_ECC)
return TPM_RC_KEY + RC_ZGen 2Phase_keyA;

keyA must not be restRigted and must be a decrypt
eccKey->publicArea.objectAttributes.restricted

|| eccKey->publicArea.objectAttributes.decrypt !=

return TPM_RC_ATTRIBUTES + RC_ZGen_2Phase_keyA;

// IN: input parameter (Thst
// OUT: output paramgker list

key
== SET
SET

if the sefee of keyA is TPM_ALG _NULL, then use the input scheme; otherwise
the Inplt)'scheme must be the same as the scheme of keyA

scheme =-eccKey->publicArea.parameters.asymDetail .scheme.scheme;

it
{

[scheme™ 1= TPM_ALG_NULL)

ML
L]

}

| 1= B FI-N =N 2§ )
ST CimT—= L TTIoCHCmCy

else

scheme = in->inScheme;

if(scheme == TPM_ALG_NULL)

//

iT(ICryptEcclsPointOnCurve(eccKey->publicArea.parameters.eccDetail .curvelD,

© 1SO/

return TPM_RC_SCHEME + RC_ZGen_2Phase_inScheme;
Input points must be on the curve of keyA

&in->inQsB.t.point))
return TPM_RC_ECC_POINT + RC_ZGen_2Phase_inQsB;

IEC 2015 — All rights reserved
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iT(ICryptEcclsPointOnCurve(eccKey->publicArea.parameters.eccDetail .curvelD,
&in->inQeB.t.point))
return TPM_RC_ECC POINT + RC_ZGen 2Phase inQeB;

iT(ICryptGenerateR(&r, &in->counter,
eccKey->publicArea.parameters.eccDetail .curvelD,
NULL))
return TPM_RC_VALUE + RC_ZGen_2Phase_counter;

// Command Output

result = CryptEcc2PhaseKeyExchange(&out->outZl.t.point,
&out->outZ2.t.point,

L | a2 A ey Dot LD
A\ C_y PUUI LA | Cu.pul dlCiCro. Ll tarr .. cur very,
scheme,

&eccKey->sensitive.sensitive.ecc,
&r,

&in->InQsB.t._point,
&in->inQeB.t.point);
if(result == TPM_RC_SCHEME)

return TPM_RC_SCHEME + RC_ZGen_2Phase_inScheme;

if(result == TPM_RC_SUCCESS)
CryptEndCommit(in->counter);

refurn result;

3
#endif
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16 Symmetric Primitives

16.1

Introduction

The commands in clause 16 provide low-level primitives for access to the symmetric algorithms
implemented in the TPM that operate on blocks of data. These include symmetric encryption and
decryption as well as hash and HMAC. All of the commands in this group are stateless. That is, they have
no persistent state that is retained in the TPM when the command is complete.

For hashing, HMAC, and Events that require large blocks of data with retained state, the sequence

comma

nds are provided (see clause 1).

Some
initiatio

Df the symmetric encryption/decryption modes use an IV. When an IV is used, it may
h value or a chained value from a previous stage. The chaining for each mode is:

© ISO/IEC 2015 — All rights reserved
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Table 77 — Symmetric Chaining Process

Mode

Chaining process

TPM_ALG_CTR

The TPM will increment the entire IV provided by the caller. The next count value will be
returned to the caller as ivOut. This can be the input value to the next encrypt or decrypt
operation.

ivin is required to be the size of a block encrypted by the selected algorithm and key
combination. If the size of ivin is not correct, the TPM shall return TPM_RC_SIZE.

ivOut will be the size of a cipher block and not the size of the last encrypted block.
All the bits of the IV are incremented as if it were an unsigned integer.

TPM_ALG_OFB

In Output Feedback (OFB), the output of the pseudo-random function (the block encryption

algorithm) 15 XORed with a plaintext bIOCK 1o produce a CIphertext PIock. vout willbg the
value that was XORed with the last plaintext block. That value can be used as the‘ivih for a
next buffer.

ivin is required to be the size of a block encrypted by the selected algorithm-ahd key
combination. If the size of ivin is not correct, the TPM shall return TPM_RC-SIZE.

ivOut will be the size of a cipher block and not the size of the last encrypted block.

TPM_ALG_CBC

For Cipher Block Chaining (CBC), a block of ciphertext is XORed with the next plaintext
block and that block is encrypted. The encrypted block is thep-input to the encryption| of the
next block. The last ciphertext block then is used as an IV forthe next buffer.

Even though the last ciphertext block is evident in the enerypted data, it is also returrjed in
ivOut.

ivin is required to be the size of a block encrypted by the selected algorithm and key
combination. If the size of ivin is not correct, the(FPM shall return TPM_RC_SIZE.

inData is required to be an even multiple of-thé block encrypted by the selected algofjithm
and key combination. If the size of inDatayis_not correct, the TPM shall return
TPM_RC_SIZE.

TPM_ALG_CFB

Similar to CBC in that the last ciphettext block is an input to the encryption of the next block.
ivOut will be the value that was X©Red with the last plaintext block. That value can be used
as the ivin for a next buffer.

ivin is required to be the size“of a block encrypted by the selected algorithm and key
combination. If the size of‘WIn is not correct, the TPM shall return TPM_RC_SIZE.

ivOut will be the size-af a cipher block and not the size of the last encrypted block.

TPM_ALG_ECB

Electronic Codeboeek (ECB) has no chaining. Each block of plaintext is encrypted using the
key. ECB does.not support chaining and ivin shall be the Empty Buffer. ivOut will be the
Empty Buffer.

inData is required to be an even multiple of the block encrypted by the selected algoiithm
and-key'combination. If the size of inData is not correct, the TPM shall return
TPM-RC_SIZE.

EXAMPLE 1 Regarding TPM_ALG_CTR, AES stipulates that ivin be 128 bits (16 octets).
NJTE Regarding TPM_ALG_CTR, ivOut will be the value of the counter after the last block is
encrypted.
EXAMPLE/ 2 Regarding TPM_ALG_CTR, if ivin were 00 00 00 00 00 00 00 00 00 00 00 00 00 00{00 0046
and four data blocks were encrypted, ivOut will have a valu¢ of
UU UU UU UU UU UU UU UU UU UU UU UU UU UU UU U415.
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16.2 TPM2_EncryptDecrypt

16.2.1 General Description

This command performs symmetric encryption or decryption.

keyHandle shall reference a symmetric cipher object (TPM_RC_KEY).

For a restricted key, mode shall be either the same as the mode of the key, or TPM_ALG_NULL

(TPM_RC_VALUE). For an unrestricted key, mode may be the same or different from the mode of the key
but botfshatnetbe FPM—AEGINDEE (TPM_F‘\C_‘V’ALUE) H-differentmode-overridesthe-mode of the
key.

If the [TPM allows this command to be canceled before completion, then the TPM(may produce
increméntal results and return TPM_RC_SUCCESS rather than TPM_RC_CANCELEDy In such case,
outData may be less than inData.
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16.2.2 Command and Response

Table 78 — TPM2_EncryptDecrypt Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_EncryptDecrypt

the symmetric key used for the operation
TPMI_DH_OBJECT @keyHandle Auth Index: 1

Auth Role: USER
s ————-- V=]

M YES NO decrvot if YES, then the operation is decryptioniif NO, the
- - yp operation is encryption

symmetric mode

TPMI_ALG_SYM_MODE+ mode For a restricted key, this field'shall match the default
mode of the key or be TRMy ALG_NULL.

TPM2H_IV ivin an initial value as required by the algorithm

TPM2B_MAX_BUFFER inData the data to be enerypted/decrypted

Table 79 — TPM2_EncryptDecrypt Response

Type Name DescCription

TPM_9T tag sée clause 7

UINT33 responseSize

TPM_RC responseCode

TPM2B_MAX_BUFFER outData encrypted or decrypted output
TPM2H_IV ivOut chaining value to use for IV in next round
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Detailed Actions

#include "InternalRoutines.h"
#include "EncryptDecrypt_fp.h"

#ifdef

TPM_CC_EncryptDecrypt // Conditional expansion of this file

Table 80 — TPM2_EncryptDecrypt Errors

Er

ror Returns Meaning

TPM_RC_KEY is not a symmetric decryption key with both public and private

A

tioac | =i
PortonRSToatea

TH

M_RC_SIZE Ivin size is incompatible with the block cipher mode; or inData Size
not an even multiple of the block size for CBC or ECB mode

TH

M_RC_VALUE keyHandle is restricted and the argument mode does not‘match the
key's mode

TPM_RC
TPM2_E|
En
En

)

hcryptDecrypt(
CryptDecrypt_In *in, // IN: input parameter list
CryptDecrypt_Out *out // OUT: output parameter\ist

OB

ECT *symKey;

UINT16 keySize;
UINT16 blockSize;
BYTE *key;
TPY_ALG_ID alg;

// Inp
sy

//

if(

//
//

iT(

//
//

t Validation
Key = ObjectGet(in->keyHandle);

The input key should be a symmetr@C* decrypt key.
symKey->publicArea.type '= TPM_ALG_SYMCIPHER
|| symKey->attributes.publicOnly == SET)
return TPM_RC_KEY + RC_EncryptDecrypt_keyHandle;

IT the input mode is TPWALG NULL, use the key"s mode
[ in->mode == TPM_ALG.NUEL)
in—>mode = symKey-xpublicArea.parameters.symDetail_sym.mode.sym;

IT the key isrestricted, the input symmetric mode should match the key"s
symmetric moge
symKey~>publicArea.objectAttributes.restricted == SET
&& symKey=<>publicArea.parameters.symDetail .sym.mode.sym != in->mode)
return~FPM_RC_VALUE + RC_EncryptDecrypt mode;

1€ tht mode is null, then we have a problem.
Noxre: Construction of a TPMT SYM DEF does not allow the "mode® to be

//
//

TPM_ALG NULL so setting in->mode to the mode of the key should have
produced a valid mode. However, this is suspenders.

if(in->mode == TPM_ALG_NULL)

//
//

return TPM_RC_VALUE + RC_EncryptDecrypt_mode;

The input iv for ECB mode should be null. All the other modes should
have an 1v size same as encryption block size

keySize = symKey->publicArea.parameters.symDetail .sym._keyBits.sym;
alg = symKey->publicArea.parameters.symDetail.sym_algorithm;
blockSize = CryptGetSymmetricBlockSize(alg, keySize);

if( (in->mode == TPM_ALG ECB && in->ivin.t.size != 0)

Il (in->mode != TPM_ALG_ECB && in->ivIn.t.size != blockSize))

© ISO/IEC 2015 — All rights reserved
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return TPM_RC_SIZE + RC_EncryptDecrypt _ivin;

// The input data size of CBC mode or ECB mode must be an even multiple of

// the symmetric algorithm®s block size

ifC  (in->mode == TPM_ALG_CBC || in->mode == TPM_ALG_ECB)

&& (in->inData.t.size % blockSize) = 0)

return TPM_RC_SIZE + RC_EncryptDecrypt_inData;

// Copy 1V

// Note: This is copied here so that the calls to the encrypt/decrypt functions
// will modify the output buffer, not the input buffer

out->ivOut = in->ivin;

// Compera—SuptE

key = symKey->sensitive.sensitive.sym.t.buffer;

//|For symmetric encryption, the cipher data size

//|size.

out->outData.t.size = in->inData.t.size;

if{in->decrypt == YES)

{

// Decrypt data to output

CryptSymmetricDecrypt(out->outData.t._buffer,
alg,

&(out->ivOut),
in->inData.t.size,
in->inData.t_buffer);

else

// Encrypt data to output
CryptSymmetricEncrypt(out->outData.t.buffer,
alg,
keySize,
in->mode, key,
&(out->ivOud),
in->inData-t.size,
in->inbata.t_buffer);
3

refurn TPM_RC_SUCCESS;

}
#endif|// CC_EncryptDecryit

keySize, in->mode, key,

is the same as plain data
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16.3 TPM2_Hash

16.3.1 General Description

This command performs a hash operation on a data buffer and returns the results.

NOTE If the data buffer to be hashed is larger than will fit into the TPM’s input buffer, then the sequence
hash commands will need to be used.

If the results of the hash will be used in a signing operation that uses a restricted signing key, then the
ticket returned by this command can indicate that the hash is safe to sign.

If the digest is not safe to sign, then the TPM will return a TPMT_TK_HASHCHECK with the hierallchy set
to TPM[_ RH_NULL and digest set to the Empty Buffer.

If hieraschy is TPM_RH_NULL, then digest in the ticket will be the Empty Buffer.
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16.3.2 Command and Response

Table 81 — TPM2_Hash Command

Type Name Description

TPM_ST_SESSIONS if an audit, decrypt, or encrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC Hash
TPM2B MAX BUFFER data data to be hashed
algorithm for the hash being computed — shall nof be
TPMI_ALG_HASH hashAlg TPM_ALG_NULL
TPMI_RH_HIERARCHY+ hierarchy hierarchy to use for the ticket (TPWVhRH_NULL allowed)

Table 82 — TPM2_Hash Response

Type Name Description

TPM_gT tag see clause 7

UINT33 responseSize

TPM_RC responseCode
M?E

ticket indicating that the sequence of octets used|to
compute outDigest did not start with
TPMT_|TK_HASHCHECK validation TPM_GENERATED_VALUE

will be a NULL ticket if the digest may not be signed
with a restricted key
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16.3.3

Detailed Actions

#include "InternalRoutines.h"
#include "Hash_fp.h"

#ifdef
TPM_RC

TPM_CC Hash // Conditional expansion of this file

TPM2_Hash(

Hash In *in,
Hash_Out *out

)
{

// IN: input parameter list

// OUT: output parameter list

// Com
//
out
cny
cny
//
ouf

ou?

if
{

}

rel

#endi f

HAIH_D TATE hashsState;

and Output

Output hash
// Start hash stack

// Adding hash data
/ptUpdateDigest2B(&hashState, &in->data.b);

// Complete hash
ptCompleteHash2B(&hashState, &out->outHash.b);

Output ticket
r->validation.tag = TPM_ST_ HASHCHECK;
[->val idation.hierarchy = in->hierarchy;

[in—>hierarchy == TPM_RH_NULL)

// Ticket is not required
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;

be 1T( in->data.t.size >= sizeof(TRW_GENERATED)
&& ITicketlsSafe(&in->data.b))

// Ticket is not safe
out->validation.hierarchy (= TPM_RH_NULL;
out->validation.digest: t_size = 0;

$e

// Compute ticket
TicketComputeHashCheck(in->hierarchy, in->hashAlg,
&out->outHash, &out->validation);

furn TPMRC_SUCCESS;

/£CC Hash

[->0outHash.t.size = CryptStartHash(in->hashAlg, &hashState);
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16.4 TPM2_HMAC

16.4.1 General Description

This command performs an HMAC on the supplied data using the indicated hash algorithm.
The caller shall provide proper authorization for use of handle.

If the sign attribute is not SET in the key referenced by handle then the TPM shall return
TPM_RC_ATTRIBUTES. If the key type is not TPM_ALG_KEYEDHASH then the TPM shall return
TPM_RC_TYPE.

If handle references a restricted key, then the hash algorithm specified in the key's scheme is used as the
hash algorithm for the HMAC and the TPM shall return TPM_RC _VALUE if hashAlg|is not
TPM_ALG_NULL or the same algorithm as selected in the key's scheme.

NOTE 1 A restricted key can only have one of sign or decrypt SET and the defadlty'scheme cgnnot be
TPM_ALG_NULL. These restrictions are enforced by TPM2_Create() and TPM2_CreatePrimary().

If the ke¢y referenced by handle is not restricted, then the TPM will use hashAlg for the HMAC. However, if
hashAlg is TPM_ALG_NULL the TPM will use the default scheme of the key,

If both hashAlg and the key default are TPM_ALG_NULL, the TPM shaltreturn TPM_RC_VALUE.

NOTE 2 A key can only have both sign and decrypt SET if the key is unrestricted. When both gign and
decrypt are set, there is no default scheme for the key and the hash algorithm needs to be specified.
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16.4.2 Command and Response

Table 83 — TPM2_HMAC Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_HMAC

handle for the symmetric signing key providing the
HMAC |/ny

Auth Index: 1

Auth Role: USER
P  , — -— V]

TPM2B_MAX_BUFFER buffer HMAC data
TPMI_ALG_HASH+ hashAlg algorithm to use for HMAC

TPMI_IpH_OBJECT @handle

Table 84 — TPM2_HMAC Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM2H _DIGEST outHMAC the.returned HMAC in a sized buffer
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16.4.3

Detailed Actions

#include "InternalRoutines.h"
#include "HMAC_fp.h"

#ifdef TPM_CC HMAC // Conditional expansion of this file
Table 85 — TPM2_HMAC Errors
Error Returns Meaning
TPM_RC_ATTRIBUTES key referenced by handle is not a signing key
TRM_RC_TYPE key referenced by handle is not an HMAC key
TRM_RC_VALUE hashAlg specified when the key is restricted is neither
TPM_ALG_NULL not equal to that of the key scheme; or both
hashAlg and the key scheme's algorithm are TPM_ALG_NULL
TPM_RC
TPM2_HMAC(
HVAC_In *in, // IN: input parameter list
HVAC_Out *out // OUT: output parameter list
)
{
HMAC_STATE hmacState;
OBJECT *hmacObject;
TPY1_ALG_HASH hashAlg;
TPYT_PUBLIC *publicArea;
// Inpjt Validation
//|Get HVAC key object and public area poipters
hmacObject = ObjectGet(in->handle);
publicArea = &macObject->publicArea;
//|Make sure that the key is an HVAC signing key
if(publicArea->type '= TPM_ALG_KEYEDHASH)
return TPM_RC_TYPE + RC_HMAC-handle;
if(publicArea->objectAttributes.sign != SET)
return TPM_RC_ATTRIBUTES' + RC_HMAC_handle;
//|Assume that the kewdéfault scheme is used
hashAlg = publicArea=>parameters.keyedHashDetai l .scheme.details.hmac.hashAlg;
//|if the key kg réstricted, then need to use the scheme of the key and the
//|input algeitthm must be TPM_ALG _NULL or the same as the key scheme
if(publicArea->objectAttributes.restricted == SET)
{
ifCin—>hashAlg != TPM_ALG_NULL && in->hashAlg != hashAlQ)
hashAlg = TPM_ALG_NULL;
}
else
// for a non-restricted key, use hashAlg if it is provided;
if(in->hashAlg !'= TPM_ALG_NULL)
hashAlg = in->hashAlg;
}
// if the hashAlg is TPM_ALG NULL, then the input hashAlg is not compatible
// with the key scheme or type

if(hashAlg == TPM_ALG_NULL)

return TPM_RC_VALUE + RC_HMAC_hashAlg;

// Command Output
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// Start HVAC stack
out->outHMAC.t.size = CryptStartHVAC2B(hashAlg,

ISO/IEC 11889-3:2015(E)

&hmacObject->sensitive_sensitive.bits.b,

&hmacState);
// Adding HVMAC data
CryptUpdateDigest2B(&hmacState, &in->buffer.b);

// Complete HWAC
CryptCompleteHMAC2B(&hmacState, &out->outHMAC.b);

return TPM_RC_SUCCESS;

3
#endif // CC_HVAC
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17 Random Number Generator
17.1 TPM2_GetRandom

17.1.1 General Description

This command returns the next bytesRequested octets from the random number generator (RNG).

NOTE 1 It is recommended that a TPM implement the RNG in a manner that would allow it to return RNG
octets such that, as long as the value of bytesRequested is not greater than the maximum digest

o £ £ L i) tad . . 1™ £ tat Jakla
sire—the—fregquerey—ofPytesReguested—bemg—rmore—than—theTnomber—ef—oetets—avattable is an

infrequent occurrence.

If byteqRequested is more than will fit into a TPM2B_DIGEST on the TPM, no error is réturned [but the
TPM will only return as much data as will fit into a TPM2B_DIGEST buffer for the TPM.

NOTE 2 TPM2B_DIGEST is large enough to hold the largest digest that can bé-produced by the TPM.
Because that digest size changes according to the implemented hashesy, the maximum arpount of
data returned by this command is TPM implementation-dependent.
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17.1.2 Command and Response

Table 86 — TPM2_GetRandom Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_GetRandom

UlNTlr‘ loast. n tacl . £ tatat £
g I DyteSNetyutsStet I oo OT OCTeEtStOTCtoTTT

Table 87 — TPM2_GetRandom Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

TPM2B _DIGEST randomBytes the random octets
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17.1.3 Detailed Actions

#include "InternalRoutines._h"

#include "GetRandom fp.h"

#ifdef TPM_CC GetRandom // Conditional expansion of this fTile
TPM_RC

TPM2_GetRandom(

GetRandom_In *in, // IN: input parameter list
GetRandom Out  *out // OUT: output parameter list
)

{

// Comfrand—output

//|if the requested bytes exceed the output buffer size, generates the
//|maximum bytes that the output buffer allows

if{in->bytesRequested > sizeof(TPMU_HA))

out->randomBytes.t.size = sizeof(TPMU_HA);

elsge

out->randomBytes.t.size = in->bytesRequested;

CryptGenerateRandom(out->randomBytes.t.size, out->randomBytes.t._buffer);
refurn TPM_RC_SUCCESS;

}
#endif|// CC_GetRandom
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17.2 TPMZ2_StirRandom

17.2.1 General Description

This command is used to add "additional information"” to the RNG state.

NOTE The "additional information" is as defined in SP800-90A.

The inData parameter may not be larger than 128 octets.
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17.2.2 Command and Response

Table 88 — TPM2_StirRandom Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_StirRandom {NV}
TPM2B SENSITIVE_DATA | inData | additional information

Table 89 — TPM2_StirRandom Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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17.2.3 Detailed Actions

#include "InternalRoutines._h"
#include "'StirRandom_fp.h"
#ifdef TPM_CC StirRandom // Conditional expansion of this Tile
TPM_RC
TPM2_StirRandom(
StirRandom_In  *in // IN: input parameter list

))

// Internal Data Update

CryptSarRandomCinm—inData- t-size, In—>inbata-t-ouffer);
refurn TPM_RC_SUCCESS;

#endif|// CC_StirRandom
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18 Hash/HMAC/Event Sequences

18.1 Introduction

All of the commands in this group are to support sequences for which an intermediate state must be
maintained. For a description of sequences, see ISO/IEC 11889-1, clause 32.4, “Hash, HMAC, and Event
Sequences”.

18.2 TPM2_HMAC_Start

18.2.1

General Description

This cgmmand starts an HMAC sequence. The TPM will create and initialize an HMAC seguence
structute, assign a handle to the sequence, and set the authValue of the sequence object to the yalue in
auth.
NOTE The structure of a sequence object is vendor-dependent.
The caller shall provide proper authorization for use of handle.
If the |sign attribute is not SET in the key referenced by handle then the TPM shalll return
TPM_HC ATTRIBUTES. If the key type is not TPM_ALG_KEYEDHASH then the TPM shal| return
TPM_RC_TYPE.
If handle references a restricted key, then the hash algorithm specified in the key's scheme is used as the
hash algorithm for the HMAC and the TPM shall “eturn TPM_RC _VALUE if hashAlg [is not
TPM_ALG_NULL or the same algorithm in the key's scheme.
If the Key referenced by handle is not restricted, thén the TPM will use hashAlg for the HMAC;| unless
hashAlg is TPM_ALG_NULL in which case it will tse the default scheme of the key.
Table 90~ Hash Selection Matrix
handlp—restricted | handle—scheme
(key'g restricted (hash algorithm
attribyte) from key/s'scheme) [ hashAlg hash used
CLEAR (unrestricted) | TPM_ALG_NULL®W TPM_ALG_NULL error® (TPM_RC_SCHEME)
CLEAR dan’tcare valid hash hashAlg
CLEAR valid hash TPM_ALG_NULL handle—scheme
SET (rpstricted) valid hash® TPM_ALG_NULL handle—scheme
SET valid hash® same as handle—scheme | handle—scheme
SET valid hash® not same as error” (TPM_RC_SCHEME)
handle—scheme
NOTE 1 The scheme for the handle can only be TPM_ALG_NULL if both sign and decrypt are SET.
NOTE 2 A hash algorithm is needed for the HMAC.
NOTE 3 A restricted key needs to have a scheme with a valid hash algorithm. A restricted key cannot
have both sign and decrypt SET
NOTE 4 The scheme for a restricted key cannot be overridden.
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18.2.2 Command and Response

Table 91 — TPM2_HMAC_Start Command

TPM2H_AUTH

auth

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_HMAC_Start
handle of an HMAC key

TPMI_DH_OBJECT @handle Auth Index: 1

Auth Role: USER

., s ————— === ===
authorization value for subsequent use’of the seq

uence

TPMI_ALG_HASH+

hashAlg

the hash algorithm to use for the HVMIAC

Table 92 — TPM2_HMAC_Start Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPMI_pH_OBJECT sequenceHandle a handle to reference the sequence

140
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Detailed Actions

#include "InternalRoutines.h"
#include "HMAC_Start_fp.h"

#ifdef TPM_CC HMAC Start // Conditional expansion of this Tile
Table 93 — TPM2_HMAC_Start Errors
Error Returns Meaning
TPM_RC_ATTRIBUTES key referenced by handle is not a signing key
TRM_RC_OBJECT_MEMORY no space to create an internal object
TRM_RC_TYPE key referenced by handle is not an HMAC key
TRM_RC_VALUE hashAlg specified when the key is restricted is neither
TPM_ALG_NULL not equal to that of the key scheme{ of both
hashAlg and the key scheme's algorithm are TPM-ALCG_NULL
TPM_RC
TPM2_HMAC_Start(
HVAC_Start_In  *in, // IN: input parameter list
HVAC_Start Out *out // OUT: output parameter List
)
{ _
OBJECT *hmacObject;
TPYT _PUBLIC *publicArea;
TPY_ALG_ID hashAlg;
// Inpjt Validation
//|Get HVAC key object and public area pgiiters
hmacObject = ObjectGet(in->handle);
publicArea = &hmacObject->publicArea;
//|Make sure that the key is an HMAC signing key
if(publicArea->type '= TPM_ALG KEYEDHASH)
return TPM_RC_TYPE + RC_HMAC Start handle;
if(publicArea->objectAttributes.sign = SET)
return TPM_RC_ATTRIBUIES + RC_HMAC_Start_handle;
//|Assume that the K8y default scheme is used
hashAlg = publicArea->parameters.keyedHashDetai l .scheme.details.hmac.hashAlg;
//|if the keysiS‘restricted, then need to use the scheme of the key and the
//|input aldors'thm must be TPM_ALG NULL or the same as the key scheme
if(publicArea->objectAttributes.restricted == SET)
{
if(in->hashAlg '= TPM_ALG_NULL && in->hashAlg != hashAlg)
hashAlg = TPM_ALG NULL;
3
else
// for a non-restricted key, use hashAlg if it is provided;
if(in->hashAlg != TPM_ALG_NULL)
hashAlg = in->hashAlg;
by
// it the algorithm selection ended up with TPM_ALG_NULL, then either the
// schemes are not compatible or no hash was provided and both conditions
// are errors.

if(hashAlg == TPM_ALG_NULL)

return TPM_RC_VALUE + RC_HMAC_Start_hashAlg;
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// Internal Data Update

// Create a HVAC sequence object. A TPM_RC_OBJECT_MEMORY error may be
// returned at this point
return ObjectCreateHVACSequence(hashAlg,

in—>handle,

&in->auth,

&out->sequenceHandle) ;

}
#endif // CC HVAC Start
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18.3 TPM2_HashSequenceStart

18.3.1 General Description

This command starts a hash or an Event Sequence. If hashAlg is an implemented hash, then a hash
sequence is started. If hashAlg is TPM_ALG_NULL, then an Event Sequence is started. If hashAlg is
neither an implemented algorithm nor TPM_ALG_NULL, then the TPM shall return TPM_RC_HASH.

Depending on hashAlg, the TPM will create and initialize a Hash Sequence context or an Event
Sequence context. Additionally, it will assign a handle to the context and set the authValue of the context
to the value in auth. A sequence context for an Event (hashAlg = TPM ALG NULL) contains a hash
context for each of the PCR banks implemented on the TPM.
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18.3.2 Command and Response

Table 94 — TPM2_HashSequenceStart Command

Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_HashSequenceStart
 ————J«\——\—\— |
TPM2H_AUTH auth authorization value for subsequent use of the se(||uence
the hash algorithm to use for the hash sequence
TPMI_ALG_HASH+ hashAlg

An Event Sequence starts if this is TPM: ALG_NULL.

Table 95 — TPM2_HashSequenceStart Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPMI_PH_OBJECT sequenceHandle a handleto reference the sequence
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Detailed Actions

#include "InternalRoutines.h"
#include "HashSequenceStart_fp.h"

#ifdef

TPM_CC_HashSequenceStart // Conditional expansion of this fTile

Table 96 — TPM2_HashSequenceStart Errors

Error Returns Meaning

TPM_RC_OBJECT_MEMORY no space to create an internal object

ashSequenceStart(
thSequenceStart_In *in,
EhSequenceStart Out  *out

// IN: input parameter list
// OUT: output parameter list

ernal Data Update

[in->hashAlg == TPM_ALG_NULL)
// Start a event sequence. A TPM_RC OBJECT MEMORY error \ndy” be
// returned at this point
return ObjectCreateEventSequence(&in->auth, &out->seguenceHandle);

Start a hash sequence. A TPM_RC OBJECT MEMORY errdp may be
returned at this point

furn ObjectCreateHashSequence(in->hashAlg, &in->auth, &out->sequenceHandle);

// CC_HashSequenceStart

TPM_RC
TPM2_H
Has
Has
)
{
// Intd
if
//
//
ret
3
#endif
© IS0/

IEC 2015 — All rights reserved
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18.4 TPM2_SequenceUpdate

18.4.1 General Description

This command is used to add data to a hash or HMAC sequence. The amount of data in buffer may be

any size up to the limits of the TPM.

NOTE 1 In all TPM, a buffer size of 1,024 octets is allowed.

Proper authorlzatlon for the sequence object assomated with sequenceHandle is required. If an

authori Name

associ

If the command does not return TPM_RC_SUCCESS, the state of the sequence is unmodified)

If the spquence is intended to produce a digest that will be signed by a restricted signing key, then the

first blgck of data shall contain sizeof(TPM_GENERATED) octets and the firstooctets shall [not be

TPM_GENERATED_VALUE.

NOTE 2 This requirement allows the TPM to validate that the first block is safe to sign without hjaving to
accumulate octets over multiple calls.
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Table 97 — TPM2_SequenceUpdate Command
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Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_SequenceUpdate

handle for the sequence object

TPMI_[pH"OBJIECT

wsegucericeriarndie

AUl Imdaex. L

Auth Role: USER

TPM28_MAX_BUFFER

buffer

data to be added to hash

Table 98 — TPM2_SequenceUpdate Response

Type Name Description
TPM_gT tag see clause 7
UINT33 responseSize

TPM_RC responseCode

© ISO/IEC 2015 — All rights reserved

147


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

18.4.3 Detailed Actions

#include "InternalRoutines._h"
#include "'SequenceUpdate_fp.h"
#ifdef TPM_CC_SequenceUpdate // Conditional expansion of this file

Table 99 — TPM2_SequenceUpdate Errors

Error Returns Meaning
TPM_RC_MODE sequenceHandle does not reference a hash or HMAC sequence
objeet
TPM_RC
TPM2_SequenceUpdate(
SequenceUpdate_In  *in // IN: input parameter list
)
{
OBIECT *object;
// Inpjt Validation

//|Get sequence object pointer
object = ObjectGet(in->sequenceHandle);

//|Check that referenced object is a sequence object.
if(10bjectlsSequence(object))

return TPM_RC_MODE + RC_SequenceUpdate_sequenceHandle;
// Int¢rnal Data Update

if{object->attributes._eventSeq == SET)

{
// Update event sequence object
UINT32 i;
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;
for(i = 0; 1 < HASH_COUNT; “i%+)
// Update sequencg\gbject
CryptUpdateDigest2B(&hashObject->state_hashState[i], &in->buffer.b);
}
else
{

HASH_OBJEGT. *hashObject = (HASH_OBJECT *)object;

// Update' hash/HMAC sequence object
if(hashObject->attributes._hashSeq == SET)

{
// 1s this the First block of the sequence
T thashobject=>attributes-firstBlock —CtEAR)
{

// If so, indicate that first block was received
hashObject->attributes.firstBlock = SET;

// Check the first block to see if the Ffirst block can contain
// the TPM GENERATED VALUE. If it does, it is not safe for
// a ticket.
if(TicketlsSafe(&in->buffer.b))
hashObject->attributes.ticketSafe = SET;
by
// Update sequence object hash/HVMAC stack
CryptUpdateDigest2B(&hashObject->state_hashState[0], &in->buffer.b);
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}

else if(object->attributes.hmacSeq == SET)

HASH_OBJE!

// Update sequence object hash/HMAC stack
CryptUpdateDigest2B(&hashObject->state_hmacState, &in->buffer.b);

CT

return TPM_RC_SUCCESS;

T
#endi f

© ISO/IEC 2015 — All rights reserved
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18.5 TPM2_SequenceComplete

18.5.1 General Description

This command adds the last part of data, if any, to a hash/HMAC sequence and returns the result.

NOTE 1 This command is not used to complete an Event Sequence. TPM2_EventSequenceComplete() is
used for that purpose.

For a hash sequence, if the results of the hash will be used in a signing operation that uses a restricted
signing key, then the ticket returned by this command can indicate that the hash is safe to sign.

If the digest is not safe to sign, then validation will be a TPMT_TK_HASHCHECK with the hierarChy set to
TPM_HH_NULL and digest set to the Empty Buffer.

NOTE 2 Regardless of the contents of the first octets of the hashed message, if the first-buffer sept to the
TPM had fewer than sizeof(TPM_GENERATED) octets, then the TPM will operate as if diggst is not
safe to sign.

NOTE 3 The ticket is only needed for a signing operation that uses a restricted signing key. It ig always

returned, but can be ignored if not needed.

If sequ¢énceHandle references an Event Sequence, then the TPM shall(return TPM_RC_MODE.

Proper| authorization for the sequence object associated with, sS€équenceHandle is required] If an
authorization or audit of this command requires computation of’a cpHash and an rpHash, thg Name
associgted with sequenceHandle will be the Empty Buffer.

If this command completes successfully, the sequenceHandle object will be flushed.
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Table 100 — TPM2_SequenceComplete Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SequenceComplete {F}

authorization for the sequence

TPMI_IDH_OBJECT

TPM28_MAX_BUFFER

@sequenceHandle

buffer

Auth Index: 1
Auth Role: USER

data to be added to the hash/HMAC

e

TPMI_RH_HIERARCHY+

hierarchy

hierarchy of the ticket for a hash

Table 101 — TPM2_SequenceComplete Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

————— |

TPM_GENERATED_VALUE
This is a NULL Ticket when the sequence is HMA

TPM2H _DIGEST result the returned HMAC or digest in a sized buffer
ticket indicating that the sequence of octets used|to
. compute outDigest did not start with
TPMT_|TK_HASHCHECK validation

\C.
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18.5.3 Detailed Actions

#include "InternalRoutines.h"

#include "'SequenceComplete_fp.h"

#ifdef TPM_CC_SequenceComplete // Conditional expansion of this fTile
#include <Platform.h>

Table 102 — TPM2_SequenceComplete Errors

Error Returns Meaning
T M _DRC _TVDL Saoian Llandla d notraforan ahach ar LINMAC caoninn
r LA SILI N =N B B B \J\/\.alu\dll\l\zl T IOIC U0 C O TNOrT TCTCTOCTICC o TNiaSTr or roviry SCYOUTTICT
object
TPM_RC
TPM2_SequenceComplete(
SeguuenceComplete_In *in, // IN: input parameter list
SexuenceComplete_Out *out // OUT: output parameter list
)
{ i
OBIECT *object;
// Inplt validation

//|Get hash object pointer
object = ObjectGet(in->sequenceHandle);

//|input handle must be a hash or HVAC sequence jebject.
if{ object->attributes.hashSeq == CLEAR
&& object->attributes._hmacSeq == CLEAR)
return TPM_RC_MODE + RC_SequenceComplete sequenceHandle;
// Compand Output
if(object->attributes._hashSeq == SET) // sequence object for hash

// Update last piece of datg
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;

// Get the hash algorithim before the algorithm is lost in CryptCompleteHash
TPM_ALG_ID hashAlg = hashObject->state._hashState[0].state.hashAlg;

CryptUpdateDigest?B(&hashObject->state.hashState[0], &in->buffer.b);
// Complete\hash
out->result.t._size
= CryptGetHashDigestSize(
CryptGetContextAlg(&hashObject->state .hashState[0]));

CryptCompleteHash2B(&hashObject->state_hashState[0], &out->result.b);

// Check if the first block of the sequence has been received
if(hashObject->attributes._firstBlock == CLEAR)

// If not, then this is the first block so see if it is "safe”

// to sign.

iT(TicketlsSafe(&in->buffer_b))
hashObject->attributes.ticketSafe = SET;

}

// Output ticket
out->validation.tag = TPM_ST HASHCHECK;
out->validation.hierarchy = in->hierarchy;

152 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

if(in->hierarchy == TPM_RH_NULL)

// Ticket is not required
out->validation.digest.t._size = O;

3
else if(object->attributes.ticketSafe == CLEAR)
// Ticket is not safe to generate

out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = O;

3
else
// Compute ticket
TicketComputeHashCheck(out->validation.hierarchy, hashAlg,
&out->result, &out->validation);
3
}
else
{
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;
// Update last piece of data
CryptUpdateDigest2B(&hashObject->state_hmacState, &in->buffer.b);
// Complete hash/HMAC
out->result.t._size =
CryptGetHashDigestSize(
CryptGetContextAlg(&hashObject->state. hmacState . hashState));
CryptCompleteHMAC2B(&(hashObject->state._hmacState), &out->result.b);
// No ticket is generated for HMAC sequene®
out->validation.tag = TPM_ST HASHCHECK;
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;
}
// Int¢rnal Data Update
//|mark sequence object as eyictvso it will be flushed on the way out
object->attributes._evict = .SET;
refurn TPM_RC_SUCCESS;
}
#endif|// CC_SequenceComplete
© ISO/IEC 2015 — All rights reserved
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18.6 TPM2_EventSequenceComplete

18.6.1 General Description

This command adds the last part of data, if any, to an Event Sequence and returns the result in a digest
list. If pcrHandle references a PCR and not TPM_RH_NULL, then the returned digest list is processed in
the same manner as the digest list input parameter to TPM2_PCR_Extend() with the pcrHandle in each
bank extended with the associated digest value.

If sequenceHandle references a hash or HMAC sequence, the TPM shall return TPM_RC_MODE.

Proper atthorization—for—the seqguenice Ubjcbt assoctated—with settencet tandte—is |cqui|cd If an
authorigzation or audit of this command requires computation of a cpHash and an rpHash; thg Name
associgted with sequenceHandle will be the Empty Buffer.

If this cpmmand completes successfully, the sequenceHandle object will be flushed.
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Table 103 — TPM2_EventSequenceComplete Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_EventSequenceComplete {NV F}
PCR to be extended with the Event data
TPMI_DH_PCR+ @ pcrHandle Auth Index: 1
Auth Role: USER
authorization for the sequence
TPMI_DH_OBJECT @sequenceHandle Auth Index: 2

Auth Role: USER

= — — |

TPML |

PDIGEST_VALUES

results

TPM2B_MAX_BUFFER buffer data to be added to the Event
Table 104 — TPM2_EventSequenceComplete-Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

 s—msmeseses—e——— 3
list of digests computed for the PCR
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18.6.3 Detailed Actions

#include "InternalRoutines._h"
#include "EventSequenceComplete_fp.h"
#ifdef TPM_CC_EventSequenceComplete // Conditional expansion of this Tile

Table 105 — TPM2_EventSequenceComplete Errors

Error Returns Meaning
TPM_RC_LOCALITY PCR extension is not allowed at the current locality
TRPM_RC_MODE input handle is not a valid event sequence object
TPM_RC
TPM2_ElentSequenceComplete(
EvintSequenceComplete_ln *in, // IN: input parameter list
EventSequenceComplete _Out  *out // OUT: output parameter it
)
{
TPYM RC result;
HA$H_OBJECT *hashObject;
UINT32 i;
TPY_ALG_ID hashAlg;

// Inpjt validation

//]get the event sequence object pointer
hashObject = (HASH_OBJECT *)ObjectGet(in->sequeneeHandle);

//|input handle must reference an event sequenCe object
if(hashObject->attributes.eventSeq != SET)
return TPM_RC_MODE + RC_EventSequenceComplete_sequenceHandle;

//|see if a PCR extend is requested @n call
if{in->pcrHandle = TPM_RH_NULL)

{

// see if extend of the RQR is allowed at the locality of the command,
i T(1PCRIsExtendAl lowed(in+>pcrHandle))

return TPM_RC_LOCALITY;
// if an extend is going to take place, then check to see if there has
// been an orderdy\\shutdown. If so, and the selected PCR is one of the
// state saved(P§R, then the orderly state has to change. The orderly state
// does not ¢hange for PCR that are not preserved.
// NOTE: TH¥s. doesn®t just check for Shutdown(STATE) because the orderly
// staterwnll have to change if this is a state-saved PCR regardless
// of ghe current state. This is because a subsequent Shutdown(STATE) will
// chegK to see if there was an orderly shutdown and not do anything if
//(there was. So, this must indicate that a future Shutdown(STATE) has
£/ Something to do.
i 1= in=
{

result = NvisAvailable();

if(result = TPM_RC_SUCCESS) return result;

g _clearOrderly = TRUE;
}

}

// Command Output
out->results.count = 0;

for(i = 0; 1 < HASH_COUNT; i++)
{
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hashAlg = CryptGetHashAlgBylIndex(i);
// Update last piece of data
CryptUpdateDigest2B(&hashObject->state_hashState[i], &in->buffer.b);
// Complete hash
out->results._digests[out->results._count].hashAlg = hashAlg;
CryptCompleteHash(&hashObject->state.hashState[i],
CryptGetHashDigestSize(hashAlg),
(BYTE *) &out->results.digests[out->results.count].digest);

// Extend PCR
if(in->pcrHandle '= TPM_RH NULL)
PCRExtend(in->pcrHandle, hashAlg,
CryptGetHashDigestSize(hashAlg),

LRNFE XN o

4 L& + 4 L& e | 2 =\ =
A=A E= 7 XOutT TCSUTCSTUTHCSESTOOT LA~2elv) peappvivie )y peavy Qv iviu) oy

out->results.count++;

}

// Int¢rnal Data Update

//|mark sequence object as evict so it will be flushed on the way out
haghObject->attributes._evict = SET;

refurn TPM_RC_SUCCESS;

}
#endif|// CC_EventSequenceComplete
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19 Attestation Commands

19.1 Introduction

The attestation commands cause the TPM to sign an internally generated data structure. The contents of
the data structure vary according to the command.

All signing commands include a parameter (typically inScheme) for the caller to specify a scheme to be
used for the signing operation. This scheme will be applied only if the scheme of the key is
TPM_ALG_NULL or the key handle is TPM_RH_NULL. If the scheme for signHandle is not
TPM_ALG_NULL, then inScheme.scheme shall be TPM_ALG_NULL or the same as scheme in the
ndle is
TPM_HH_NULL, then inScheme will be used for the signing operation and may not be TPM~ALG| NULL.
The THM shall return TPM_RC_SCHEME to indicate that the scheme is not appropriate.

For a gigning key that is not restricted, the caller may specify the scheme to be used~as long| as the
scheme is compatible with the family of the key. If the caller sets scheme to TPM,‘ALG_NULL, then the
default| scheme of the key is used. For a restricted signing key, the key.s’ scheme carnot be
TPM_ALG_NULL and cannot be overridden.

EXAMPIE TPM_ALG_RSAPSS cannot be selected for an ECC key, because, the scheme is compatible|with the
family of the key.

If the hndle for the signing key (signHandle) is TPM_RH_NULL, ‘then all of the actions of the command
are performed and the attestation block is “signed” with the NULL ‘Signature.

NOTE 1 This mechanism is provided so that additional<conimands are not necssary to access the data that
might be in an attestation structure.

NOTE 2 When signHandle is TPM_RH_NULL, scheme is still needs to be a valid signing scheme|(can be
TPM_ALG_NULL), but the scheme will‘have no effect on the format of the signature. It will always
be the NULL Signature.

TPM2_NV_Certify() is an attestation command that is documented in 32.16. The remaining attéstation
commands are collected in the remaindet of clause 19.

Each df the attestation structures_contains a TPMS_CLOCK_INFO structure and a firmware [version
number. These values may be gonsidered privacy-sensitive, because they would aid in the correlption of
attestafions by different keys, To provide improved privacy, the resetCount, restartCount, and
firmwareVersion numbers_are* obfuscated when the signing key is not in the Endorsement or Rlatform
hierarchies.

The obfuscation value‘is computed by:
obfuscation”s>KDFa(signHandle—nameAlg, shProof, “OBFUSCATE", signHandle—QN, 0, 18) (3)

Of the feturned 128 bits, 64 bits are added to the versionNumber field of the attestation structure;| 32 bits
are added/to the clockinfo.resetCount and 32 bits are added to the clockinfo.restartCount. The ¢rder in

which the-bits—are-added—s implcmcntaﬁun dcpcndcnt. (SCC ISOHEEC13889 3 elatse 54—Kbt Label
Parameters" for normative KDF label values.)
NOTE 3 The obfuscation value for each signing key will be unique to that key in a specific location. That is,

each version of a duplicated signing key will have a different obfuscation value.

When the signing key is TPM_RH_NULL, the data structure is produced but not signed; and the values in
the signed data structure are obfuscated. When computing the obfuscation value for TPM_RH_NULL, the
hash used for context integrity is used.

NOTE 4 The QN for TPM_RH_NULL is TPM_RH_NULL.
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If the signing scheme of signHandle is an anonymous scheme, then the attestation blocks will not contain
the Qualified Name of the signHandle.

Each of the attestation structures allows the caller to provide some qualifying data (qualifyingData). For
most signing schemes, this value will be placed in the TPMS_ATTEST.extraData parameter that is then
hashed and signed. However, for some schemes such as ECDAA, the qualifyingData is used in a
different manner (for details, see ISO/IEC 11889-1, Annex B.4.2, “ECDAA").
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19.2 TPM2_Certify

19.2.1 General Description

The purpose of this command is to prove that an object with a specific Name is loaded in the TPM. By
certifying that the object is loaded, the TPM warrants that a public area with a given Name is self-
consistent and associated with a valid sensitive area. If a relying party has a public area that has the
same Name as a Name certified with this command, then the values in that public area are correct.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

Authorilzation for objectHandle requires ADMIN role authorization. If performed with a policy sessjon, the
sessior] shall have a policySession—commandCode set to TPM_CC_Certify. This indicates that the
policy that is being used is a policy that is for certification, and not a policy that wouldrapprove another
use. That is, authority to use an object does not grant authority to certify the object.

The object may be any object that is loaded with TPM2_Load() or TPM2_CreatePrimary(). An object that
only hass its public area loaded cannot be certified.

NOTE 2 The restriction occurs because the Name is used to identify the\xobject being certified. If the TPM
has not validated that the public area is associated with a matched sensitive area, then the public
area might not represent a valid object and cannot be certified.

The ceftification includes the Name and Qualified Name of the certified object as well as the Name and
the Qualified Name of the certifying object.

NOTE 3 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure is returned and signature isfa NULL
Signature.
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Table 106 — TPM2_Certify Command

TPM2B

| DATA

qualifyingData

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_Certify

handle of the object to be certified
TPMI_DH_OBJECT @objectHandle Auth Index: 1

Auth Role: ADMIN

handle of the key used to sign the attestation strycture
TPMI_DH_OBJECT+ @signHandle Auth Index: 2

Auth Role: USER

= — — |

user provided qualifying data

TPMT_|

SIG_SCHEME+

inScheme

signing scheme to usetif the scheme for signHan
TPM_ALG_NULL

Hle is

Table 107 — TPM2_

Certify Response

TPM2B

| ATTEST

certifylnfo

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize

TPM_RC responseCode

—_————— — — — — — — — |

the structure that was signed

TPMT_|

SIGNATURE

signature

the asymmetric signature over certifylnfo using th
referenced by signHandle

e key
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19.2.3

Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "Certify_fp.h"
#ifdef TPM_CC Certify // Conditional expansion of this file

Table 108 — TPM2_Certify Errors

Error Returns Meaning
TRM—REKEY key-referenced-by-stigrHandlets-Rota-sighgkey
TRM_RC_SCHEME inScheme is not compatible with signHandle
TRM_RC_VALUE digest generated for inScheme is greater or has larger size than the
modulus of signHandle, or the buffer for the result in signature is to
small (for an RSA key); invalid commit status (for an-ECC key with &
split scheme).
TPM_RC]
TPM2_Certify(
Certify_In *in, // IN: input parameter list
Certify_Out *out // OUT: output parameter st
)
{
TPYM RC result;
TPYIS_ATTEST certifylnfo;

// Comfand Output

//
//
reg

//
//
ce
//
ce

Common fields

else

AttestatipiNtype

Filling in attest information

sult = FilllnAttestinfo(in->signHandle,

(result = TPM_RC_SUCCESS)

if(result == TPM_RC_KEY)
return TPM_RC_KEY*+ RC_Certify_signHandle;

return RcSafeAddToResult(result, RC_Certify_inScheme);
Certify specifi¥c fields

tifylnfo-type = TPM_ST_ATTEST_CERTIFY;
Certifigd object name
rtifylnfo.attested.certify.name.t.size =
@bjectGetName(in->objectHandle,
&certifylnfo.attested.certify.name.t.name);

&in->inScheme,
&in->qualifyingData,
&certifylnfo);

// Certified object qualified name
ObjectGetQualifiedName(in->objectHandle,

// Sign attestation structure.
// signHandle is TPM_RH NULL.

&certifylnfo.attested.certify._qualifiedName);

A NULL signature will be returned if
A TPM_RC_NV_UNAVAILABLE, TPM RC_NV_RATE,

// TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned

// by SignAttestinfo()

result = SignAttestinfo(in->signHandle,
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&in->inScheme,
&certifylnfo,
&in->qualifyingData,
&out->certifylnfo,
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&out->signature);

// TPM_RC_ATTRIBUTES cannot be returned here as FilllnAttestinfo would already
// have returned TPM_RC_KEY
pAssert(result = TPM_RC_ATTRIBUTES);

if(result = TPM_RC_SUCCESS)
return result;

// orderly state should be cleared because of the reporting of clock info
// it signing happens
if(in->signHandle !'= TPM_RH_NULL)

g_clearOrderly = TRUE;

refurn TPM_RC_SUCCESS;

}
#endif|// CC Certify

© ISO/IEC 2015 — All rights reserved
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19.3 TPM2_CertifyCreation

19.3.1 General Description

This command is used to prove the association between an object and its creation data. The TPM will
validate that the ticket was produced by the TPM and that the ticket validates the association between a
loaded public area and the provided hash of the creation data (creationHash).

NOTE 1 See 19.1 for description of how the signing scheme is selected.

The TPMowill create a test ticket ucing the Name associated with nhjnernndln and creationHash as:

HMAC(proof, (TPM_ST_CREATION || objectHandle—Name || creationHash)) (4)

This tigket is then compared to creation ticket. If the tickets are not the same, the TPM shall return
TPM_RC_TICKET.

If the tigket is valid, then the TPM will create a TPMS_ATTEST structure and place'¢reationHash of the
command in the creationHash field of the structure. The Name associated with objectHandle|will be
includef in the attestation data that is then signed using the key associated with signHandle.

NOTE 2 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure_is\returned and signature isfa NULL
Signature.

Objectilandle may be any object that is loaded with TPM2_Load()-0r TPM2_CreatePrimary().
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Table 109 — TPM2_CertifyCreation Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_CertifyCreation
handle of the key that will sign the attestation block
TPMI_DH_OBJECT+ @signHandle Auth Index: 1

Auth Role: USER

TPMI_IPH_OBJECT

objectHandle

the object associated with the creation-data
Auth Index: None

P

TPM2B_DATA qualifyingData user-provided qualifying data

TPM28 DIGEST creationHash hash of the creatlop datasproduced by TPM2_Crgate()
— or TPM2_CreatePrimary()

TPMT [SIG_SCHEME+ inScheme signing scheme to(use if the scheme for signHanfle is

TPM_ALG_NULL

TPMT_|[TK_CREATION

creationTicket

ticket produced by TPM2_Create() or
TPM2_CreatePrimary()

Table 110 — TPM2_CertifyCreation Response

TPM2B_ATTEST

Type Name Description
TPM_gT tag see clause 7
UINT33 responseSize

TPM_RC responseCaode

certifylnfo

= —— |

the structure that was signed

TPMT_[SIGNATURE

signature

the signature over certifylnfo
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19.3.3 Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "CertifyCreation_fp.h"
#ifdef TPM_CC_CertifyCreation // Conditional expansion of this file

Table 111 — TPM2_CertifyCreation Errors

Error Returns

Meaning

ThRM—REIKEY keyreterenced-by-signHandleisrotasighingkey
TRM_RC_SCHEME inScheme is not compatible with signHandle
TRM_RC_TICKET creationTicket does not match objectHandle
TRM_RC_VALUE digest generated for inScheme is greater or has largersize than thq
modulus of signHandle, or the buffer for the result insignature is to
small (for an RSA key); invalid commit status (foran’ECC key with &
split scheme).
TPM_RC
TPM2_CertifyCreation(
CertifyCreation_In *in, // IN: input pargmter list
CertifyCreation Out *out // OUT: output ‘parameter list
)
{
TPY_RC result;
TPYI2B_NAME name;
TPYT_TK_CREATION ticket;
TPYIS_ATTEST certifylnfo;
// Inpdt Validation
//|CertifyCreation specific input v@aHdation
//|Get certified object name

nane.t.size = ObjectGetName(in->objectHandle, &name.t.name);

Re-compute ticket

tketComputeCreation(in—>creationTicket_hierarchy, &name,
&in=>creationHash, &ticket);

//
Ti

//
if

Compare ticket

[ IMemory2BEqual (&ticket.digest.b, &in->creationTicket.digest.b))
return TPM_RC~TICKET + RC_CertifyCreation_creationTicket;

// Comfand Output

//
reg

if

Common fieteds

bult = FillInAttestinfo(in->signHandle, &in->inScheme, &in->qualifyingData,

(restilt 1= TPM_RC_SUCCESS)

{

&certifylnfo);

}

iT(result == TPM_RC_KEY)
return TPM_RC_KEY + RC_CertifyCreation_signHandle;

else

return RcSafeAddToResult(result, RC_CertifyCreation_inScheme);

// CertifyCreation specific fields

//

Attestation type

certifylnfo.type = TPM_ST_ATTEST_CREATION;
certifylnfo.attested.creation.objectName = name;

// Copy the creationHash
certifylnfo.attested.creation.creationHash = in->creationHash;
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// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC_NV_RATE,
// TPM_RC VALUE, TPM_RC SCHEME or TPM_RC ATTRIBUTES error may be returned at
// this point
result = SignAttestinfo(in->signHandle,
&in->inScheme,
&certifylnfo,
&in->qualifyingData,
&out->certifylnfo,
&out->signature);

// TPM_RC_ATTRIBUTES cannot be returned here as FilllnAttestinfo would already

| W = YN V4 =i V2

// L %+ <l
TIavVe ToCOr TTCO 1T v INC 1N T

pAssert(result '= TPM_RC_ATTRIBUTES);

if(result = TPM_RC_SUCCESS)
return result;

//|orderly state should be cleared because of the reporting of clock LYo
//|if signing happens

if(in->signHandle = TPM_RH_NULL)

g_clearOrderly = TRUE;

refurn TPM_RC_SUCCESS;

}
#endif|// CC_CertifyCreation
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19.4 TPM2_Quote

19.4.1

General Description

This command is used to quote PCR values.

NOTE

See 19.1 for description of how the signing scheme is selected.

The TPM will hash the list of PCR selected by PCRselect using the hash algorithm associated with
signHandle (this is the hash algorithm of the signing scheme, not the nameAlg of signHandle).

The dig

The co

NOTE 2

est 1s computed as the hash of the concatenation of all of the digest values of the selected PCR.

hcatenation of PCR is specified in ISO/IEC 11889-1, clause 17.5, “Selecting Multiple PER”.

If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure is returned and signature isfa NULL
Signature.
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19.4.2 Command and Response

Table 112 — TPM2_Quote Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Quote

handle of key that will perform signature
TPMI_DH_OBJECT+ @signHandle Auth Index: 1

Auth Role: USER
s ————-- V=]

TPM2B_DATA qualifyingData data supplied by the caller

signing scheme to use if the schemé-for signHanfle is
TPM_ALG_NULL

TPML_PCR_SELECTION PCRselect PCR set to quote

TPMT_[SIG_SCHEME+ inScheme

Table 113 — TPM2_Quote Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM2B_ATTEST quoted the quoted information
TPMT_[SIGNATURE signature the signature over quoted
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19.4.3 Detailed Actions

#include "InternalRoutines._h"

#include "Attest_spt fp.h"

#include "Quote_fp.h"

#ifdef TPM_CC _Quote // Conditional expansion of this file

Table 114 — TPM2_Quote Errors

Error Returns Meaning

=

T W] C KN cianklandla aran.
rvr—rtoc—r<eY St roHortc— oSO TreTerenct

aclouine Loy g
T ST g1KCy S

not compatible with default sch
valid sign scheme

TRM_RC_SCHEME the scheme is not compatible with sign key type, or input scheme-ig

eme, or the chosen schemegis\not a

TPM_RC
TPM2_Quote(
Quote_In *in, // IN: input parameter

Quote Out *out // OUT: output parameter list

))

TPYM_RC result;
TPM1_ALG HASH hashAlg;
TPYIS_ATTEST quoted;

// Compand Output

//|Filling in attest information
//|Common fields

//|FilllnAttestinfo may return TPM_RC_SCHEWE or TPM_RC _KEY

result = FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in->qualifyingData,

&quoted)s
if(result = TPM_RC_SUCCESS)
{
if(result == TPM_RC_KEY)
return TPM_RC_KEY +4“RC_Quote_signHandle;
else
return RcSafeAddToResult(result, RC_Quote_iInSc
}

//|Quote specific: Fields
// | Attestation\type
quoted.type = TPM_ST_ATTEST_QUOTE;

//|Get(hash algorithm in sign scheme. This hash algor

//|céepute PCR digest. IT there is no algorithm, then the PCR cannot

// Lbhe digncfﬁd and this command returns TPM RC SCHEME

list

heme) ;

ithm is used to

hashAlg = in->inScheme.details.any._hashAlg;

if(hashAlg == TPM_ALG_NULL)
return TPM_RC_SCHEME + RC_Quote_inScheme;

// Compute PCR digest
PCRComputeCurrentDigest(hashAlg,
&in->PCRselect,

&quoted.attested.quote.pcrDigest);

// Copy PCR select. ™"PCRselect” is modified in PCRComputeCurrentDigest

// function
quoted.attested.quote.pcrSelect = in->PCRselect;
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// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES
// error may be returned by SignAttestinfo.
// NOTE: TPM_RC_ATTRIBUTES means that the key is not a signing key but that
// was checked above and TPM_RC_KEY was returned. TPM_RC_VALUE means that the
// value to sign is too large but that means that the digest is too big and
// that can®"t happen.
result = SignAttestiInfo(in->signHandle,

&in->inScheme,

&quoted,

&in->qualifyingData,

&out->quoted,

[v] 4 e a_—
QUUC OIUIIGLUI CI,
return result;

>

//|orderly state should be cleared because of the reporting of clock infotjbo

//|if signing happens (2{
if(in->signHandle 1= TPM_RH NULL) >
g_clearOrderly = TRUE; pf?)
N
refurn TPM_RC_SUCCESS; (:)
} &
#endif|// cc Quote O\\
&
;\\
(( O
QO
N\
N
g
D
~§\
xO
<

if(result = TPM_RC_SUCCESS) ij
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19.5 TPM2_GetSessionAuditDigest

19.5.1 General Description
This command returns a digital signature of the audit session digest.
NOTE 1 See 19.1 for description of how the signing scheme is selected.

If sessionHandle is not an audit session, the TPM shall return TPM_RC_TYPE.

NOTE 2 A session _does not become an _audit session _until the successful completion of the command in
which the session is first used as an audit session.

This cpmmand requires authorization from the privacy administrator of the TPM (expresseéd with
Endorsement Authorization) as well as authorization to use the key associated with signHandle.

If this command is audited, then the audit digest that is signed will not include the digest of this command
because the audit digest is only updated when the command completes successfully)

This command does not cause the audit session to be closed and does not reset the digest value.

NOTE 3 If sessionHandle is used as an audit session for this command, the“’command is audited in the same
manner as any other command.

NOTE 4 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure is returned and signature isfa NULL
Signature.
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19.5.2 Command and Response

Table 115 — TPM2_GetSessionAuditDigest Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_GetSessionAuditDigest

handle of the privacy administrator
(TPM_RH_ENDORSEMENT)

Auth Index: 1
Auth Role: USER

TPMI_RH_ENDORSEMENT @privacyAdminHandle

handle of the signing key
TPMI_DH_OBJECT+ @signHandle Auth Index: 2
Auth Role: USER

handle of the audit session

Auth Index: None
s m

TPM2H_DATA qualifyingData user-provided gualifying data — may be zero-length

TPMI_$H_HMAC sessionHandle

signing scheme to use if the scheme for signHangle is

TPMT_|SIG_SCHEME+ inScheme TPM_ALG, NULL

Table 116 — TPM2_GetSessionAuditDigest Response

Type Name BDescription

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM2B_ATTEST auditinfo the audit information that was signed
TPMT_[SIGNATURE signature the signature over auditinfo
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19.5.3 Detailed Actions

#inc
#inc

lude "InternalRoutines.h"
lude "Attest_spt_fp.h"

#include "‘GetSessionAuditDigest fp.h"
#ifdef TPM_CC_GetSessionAuditDigest // Conditional expansion of this file

Table 117 — TPM2_GetSessionAuditDigest Errors

Error Returns Meaning
T M_DRC KN\ ko £, dlbascianllandla 1o ot A ol leans
T TV O LAY |\\4] TOCTOTOCTICTT uy ulylll T orC 1o ot o ulglllllg |\\4y

TRM_RC_SCHEME

=N

inScheme is incompatible with signHandle type; or both scheme.an
key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);“or non
empty default key scheme differs from scheme

TRM_RC_TYPE

sessionHandle does not reference an audit session

TRM_RC_VALUE

digest generated for the given scheme is greater,. than the modulus pf
signHandle (for an RSA key); invalid commit status or failed to
generate r value (for an ECC key)

TPM_RC

TPM2_CGptSessionAuditDigest(
GetSessionAuditDigest _In
GetSessionAuditDigest Out

)

TPY_RC
SE$SION
TPYIS_ATTEST

// Inpjt Validation

//|SessionAuditDigest specific ipput validation
//|Get session pointer
session = SessionGet(in->sessionHandle);

//|session must be an audN¥ session
if(session->attributes. isAudit == CLEAR)
return TPM_RC_TYPE*+ RC_GetSessionAuditDigest sessionHandle;

// Comfand Output

//|Filling_fg-attest information

/7| Common\ €ields

*in, // IN: pnpet parameter list
*out // OUJsXQutput parameter list
result;
*session;
auditinfo;

174

result = FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in->qualifyingData,

&audrtinto);
if(result = TPM_RC_SUCCESS)
{
if(result == TPM_RC_KEY)
return TPM_RC_KEY + RC_GetSessionAuditDigest signHandle;
else
return RcSafeAddToResult(result, RC_GetSessionAuditDigest_inScheme);
}

// SessionAuditDigest specific fields
// Attestation type
auditinfo.type = TPM_ST_ATTEST_SESSION_AUDIT;
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Copy digest

auditinfo.attested.sessionAudit.sessionDigest = session->u2.auditDigest;

//

Exclusive audit session

iT(g_exclusiveAuditSession == in->sessionHandle)

auditInfo.attested.sessionAudit.exclusiveSession = TRUE;

else

//
//
//

auditinfo.attested.sessionAudit.exclusiveSession = FALSE;

Sign attestation structure. A NULL signature will be returned if
signHandle is TPM_RH_NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC NV_RATE,
TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned at

// this point
resgit—=-StgrAttestinfotin—sigptanete——mmmm8m —M 0 — M

if

//
//
if

rei

T
#endi f

&in->inScheme,
&auditinfo,
&in->qualifyingData,
&out->auditinfo,
&out->signature);
(result 1= TPM_RC_SUCCESS)
return result;

orderly state should be cleared because of the reporting of gfock info
if signing happens
[in->signHandle '= TPM_RH_NULL)
g_clearOrderly = TRUE;
furn TPM_RC_SUCCESS;

// CC_GetSessionAuditDigest
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19.6 TPM2_GetCommandAuditDigest

19.6.1 General Description

This command returns the current value of the command audit digest, a digest of the commands being

audited, and the audit hash algorithm. These values are placed in an attestation structure and sign
the key referenced by signHandle.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

. If signHandle is TPM_RH_NULL, signature is the Empty Buffer and the audit diges

The way that the TPM tracks that the digest is clear is vendor-dependent.” The r
implementation resets the size of the digest to zero.

If this Jommand is being audited, then the signed digest produced by the command will not incl
command. At the end of this command, the audit digest will be extended with cpHash and the rp
the command which would change the command audit digest signed by the next invocation
commgnd.

This cpmmand requires authorization from the privacy administrator of the TPM (expressé
Endorsement Authorization) as well as authorization to use the key‘associated with signHandle.

ed with

igest is
is not

bference

ide the
Hash of
of this

ed - with
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Table 118 — TPM2_GetCommandAuditDigest Command

Type Name

Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode

TPM_CC_GetCommandAuditDigest {NV}

handle of the privacy administrator

(TPM_RH_ENDORSEMENT)

TPM2B_DATA qualifyingData

TPMI_RH_ENDORSEMENT @privacyHandle Auth Index: 1

Auth Role: USER

the handle of the signing key
TPMI_DH_OBJECT+ @signHandle Auth Index: 2

Auth Role: USER

—_————— — — — |

other data to associate with this audit digest

TPMT|SIG_SCHEME+ inScheme

signing scheme to-use-if the scheme for signHandle is

TPM_ALG_NULL

Table 119 — TPM2_GetCommandAuditDigest Response

TPM2H_ATTEST auditinfo

Type Name Desgiiption
TPM_ST tag see\clause 7
UINT31 responseSize

TPM_RC responseCode

_, -, m—-s-_mer-ree_————————————————————————————————————

the auditinfo that was signed

signature

TPMT_|SIGNATURE

the signature over auditinfo
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19.6.3 Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "‘GetCommandAuditDigest fp.h"

#ifdef TPM_CC_GetCommandAuditDigest // Conditional expansion of this file

Table 120 — TPM2_GetCommandAuditDigest Errors

Error Returns Meaning

=\ ) £ dbvicionllandla 1o nat o cianina
=

TR

P
(D]
N

QL \ H Hae-leans
Key TrererencCcooy St arorCTS oSty 1<ey

empty default key scheme differs from scheme

TRM_RC_SCHEME inScheme is incompatible with signHandle type; or both scheme.an
key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);“or non

=N

generate r value (for an ECC key)

TRM_RC_VALUE digest generated for the given scheme is greater than’'the modulus
signHandle (for an RSA key); invalid commit status or failed to

TPM_RC

TPM2_GetCommandAuditDigest(
GetCommandAuditDigest In *in, /7 IN: inpyt\parameter list
GetCommandAuditDigest Out  *out // OUT: oukput parameter list
)

{
TPY_RC result;
TPYS_ATTEST auditinfo;

// Comfand Output

//|Filling in attest information

//|Common fields

result = FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in->qualifyingData,

&anditinfo);
if(result = TPM_RC_SUCCESS)
{
if(result == TPM_RC_KEY)
return TPMREVKEY + RC_GetCommandAuditDigest signHandle;
else
return RcSafeAddToResult(result, RC_GetCommandAuditDigest_inScheme);
}

// | CoomardAuditDigest specific fields
//|Attestation type
autf itInfo.type = TPM_ST_ATTEST_COMMAND_AUDIT;

// Copy audit hash algorithm
auditinfo.attested.commandAudit.digestAlg = gp.auditHashAlg;

// Copy counter value
auditinfo.attested.commandAudit.auditCounter = gp.auditCounter;

// Copy command audit log
auditinfo.attested.commandAudit.auditDigest = gr.commandAuditDigest;
CommandAuditGetDigest(&auditinfo.attested.commandAudit.commandDigest);

// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC _NV_RATE,
// TPM_RC VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned at
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this point

result = SignAttestinfo(in->signHandle,

&in->inScheme,
&auditlinfo,
&in->qualifyingData,
&out->auditinfo,
&out->signature);

if(result 1= TPM_RC_SUCCESS)

return result;

// Internal Data Update

1 TFRM_RLL AL L

ife

{

rei

s
#endif

2 Ll <L
ot ST iarTaerC— o= T VN1 INoCy)

// Reset log
gr.commandAuditDigest.t.size = 0;

// orderly state should be cleared because of the update in
// commandAuditDigest, as well as the reporting of clock info
g_clearOrderly = TRUE;

furn TPM_RC_SUCCESS;

// CC_GetCommandAuditDigest
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19.7 TPM2_GetTime

19.7.1 General Description

This command returns the current values of Time and Clock.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

The values of Clock, resetCount and restartCount appear in two places in timelnfo: once in
TPMS_ATTEST.clockinfo and again in TPMS_ATTEST .attested.time.clockinfo. The firmware version
numbet also appears in two places (TPMS_ATTEST firmwareVersion and
TPMS_|ATTEST .attested.time.firmwareVersion). If signHandle is in the endorsement or~platform
hierarchies, both copies of the data will be the same. However, if signHandle is in the storage-hierarchy or
is TPM_RH_NULL, the values in TPMS_ATTEST.clockinfo and TPMS_ATTEST .firmwareVersjon are
obfuscated but the values in TPMS_ATTEST .attested.time are not.

NOTE 2 The purpose of this duplication is to allow an entity who is trusted by the/privacy Administrator to
correlate the obfuscated values with the clear-text values. This command requires Enddrsement
Authorization.

NOTE 3 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure \s ,feturned and signature isfa NULL
Signature.
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Table 121 — TPM2_GetTime Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_GetTime
handle of the privacy administrator
] ] (TPM_RH_ENDORSEMENT)
TPMI_RH_ENDORSEMENT @privacyAdminHandle

Auth Index: 1
Auth Role: USER

TPMI_I

TPM2B

DH_OBJECT+

| DATA

@signHandle

qualifyingData

the keyHandle identifier of a loaded-key-that can
perform digital signatures

Auth Index: 2
Auth Role: USER

data to tick stamp

|

TPMT_|

SIG_SCHEME+

inScheme

signing scheme te use if the scheme for signHan
TPM_ALG_NULL

Hle is

Table 122 — TPM2_GetTime Response

TPM2B

| ATTEST

timelnfo

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

standard TPM-generated attestation block

—_—— |

TPMT_

SIGNATURE

signature

the signature over timelnfo
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19.7.3

Detailed Actions

#include "InternalRoutines.h"
#include "Attest_spt fp.h"
#include "'GetTime_fp.h"

#ifdef

TPM_CC_GetTime // Conditional expansion of this file

Table 123 — TPM2_GetTime Errors

Error Returns Meaning
TRMREHEY keyreterenced-by-signHandleisrotasighingkey
TRM_RC_SCHEME inScheme is incompatible with signHandle type; or both scheme.anp
key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);“or non-
empty default key scheme differs from scheme
TRM_RC_VALUE digest generated for the given scheme is greater than’'the modulus pf
signHandle (for an RSA key); invalid commit status or failed to
generate r value (for an ECC key)
TPM_RC
TPM2_CGetTime(
GetTime_In *in, // IN: input parameter I%s¥
GetTime_Out *out // OUT: output parametels list
)
{
TPY_RC result;
TPYS_ATTEST timelnfo;

// Comfand Output

//|Filling in attest information

//|Common fields

result = FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in->qualifyingData,

&timelnfo);
if(result = TPM_RC_SUCCESS)
{
if(result == TPM_RC_KEY)
return TPMREVKEY + RC_GetTime_signHandle;
else
return RcSafeAddToResult(result, RC_GetTime_inScheme);
}

//|GetCloek—-specific Ffields
// |Attestation type
tipelnfo.type = TPM_ST_ATTEST TIME;

// current clock in plain text
timelnfo.attested. time.time.time =
TimeFillInfo(&timelnfo.attested.tim

g_time;
e_time.clockInfo);
// Firmware version in plain text
timelnfo.attested. time.firmwareVersion

= ((UINT64) gp-FfirmwareVl) << 32;
timelnfo.attested. time.firmwareVersion += gp.firmwareVv2;

// Sign attestation structure. A NULL signature will be returned if

// signHandle is TPM_RH _NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC_NV_RATE,

// TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned at
// this point
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result = SignAttestinfo(in->signHandle,
&in->inScheme,
&timelnfo,
&in->qualifyingData,
&out->timelnfo,
&out->signature);
if(result = TPM_RC_SUCCESS)

// orderly state should be cleared because of the reporting of clock info

//

if(in->signHandle !'= TPM_RH_NULL)

return result;

it signing happens

g_clearOrderly = TRUE;

rel

s
#endif

furn TPM_RC_SUCCESS;

// CC_GetTime
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20 Ephemeral EC Keys

20.1

Introduction

The TPM generates keys that have different lifetimes. TPM keys in a hierarchy can be persistent for as
long as the seed of the hierarchy is unchanged and these keys may be used multiple times. Other TPM-
generated keys are only useful for a single operation. Some of these single-use keys are used in the
command in which they are created. However, there are other cases, such as anonymous attestation,
where the protocol requires two passes where the public part of the ephemeral key is used outside of the
TPM before the final command "consumes" the ephemeral key.

EXAMP

For the
ephem
the cal
associg

When an ephemeral EC key is created, it is assigned a number and that pumber is returned to th

as the
context
a subs
The TH

used, the TPM records the fact that the key has been used so.that it cannot be used again.

As me
Howevi
restrict

NOTE

To further reduce the memory requirementsfor the ephemeral private keys, the TPM is allowed

pseudo

TPM c@n use a counter as input to @ KDF. Incrementing the counter will cause the TPM to gen

new ps

Using the counter to generate‘pseudo-random private ephemeral keys greatly simplifies tracking

usage.
use is
being u

Since t

EXAMP

E An example of a single-use key used in the command that creates it is TPM2_Duplicate() '\
ephemeral key is created for a single pass key exchange with another TPM.

se uses, TPM2_Commit() or TPM2_EC_Ephemeral() may be used to have theZTPM cr
bral EC key and return the public part of the key for external use. Then in a subsequent cor
er provides a reference to the ephemeral key so that the TPM can rétrieve or recre
ted private key.

identifier for the key. This number is not a handle. A handle is\assigned to a key that

saved but these ephemeral EC keys may not be saved and do.not have a full key context
bquent command uses the ephemeral key, the caller provides-the number of the epheme
M uses that number to either look up or recompute the @ssociated private key. After the

htioned, the TPM can keep each assigned private ephemeral key in memory until it i
br, this could consume a large amount of memory:To limit the memory size, the TPM is all
the number of pending private keys — keys that'have been allocated but not used.

The minimum number of ephemeral keys is determined by a platform specific specification.

-random values for the ephemeral keys. Instead of keeping the full value of the key in mem

eudo-random value.

When a counter valueis used to create a key, a bit in an array may be set to indicate that
pending. When the ephemeral key is consumed, the bit is cleared. This prevents the k¢
sed more than once.

ne TPM is allewed to restrict the number of pending ephemeral keys, the array size can be

E A 128 bit array would allow 128 keys to be "pending".
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20.2 TPM2_Commit

20.2.1 General Description

TPM2_Commit() performs the first part of an ECC anonymous signing operation. The TPM will perform
the point multiplications on the provided points and return intermediate signing values. The signHandle
parameter shall refer to an ECC key with the sign attribute (TPM_RC_ATTRIBUTES) and the signing
scheme must be anonymous (TPM_RC_SCHEME). Currently, TPM_ALG_ECDAA is the only defined

anonymous scheme.

NOTE This command cannot be used with a sign+decrypt key because that type of key is required
a scheme of TPM_ALG_NULL.

to have

For thig command, pl, s2 and y2 are optional parameters. If s2 is an Empty Buffer, then the TPM shall

return TPM_RC_SIZE if y2 is not an Empty Buffer.
The aldorithm is specified in ISO/IEC 11889-1, Annex B.2.3, “TPM2_Commit()".
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20.2.2 Command and Response

Table 124 — TPM2_Commit Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 paramSize
TPM_CC commandCode TPM_CC_Commit
:Ialld:c Uf thc :’\Cy that VV;:: IUC uecd ;II t: 1T D;HII;IIH
_ operation
TPMI_DH_OBJECT @signHandle Auth Index: 1

Auth Role: USER

—_— |

TPM2H _ECC_POINT P1 a point (M) on the curve used hy-signHandle
TPM2B_SENSITIVE_DATA s2 octet array used to derive x-ceordinate of a base| point
TPM2B _ECC_PARAMETER y2 y coordinate of the point ,associated with s2

Table 125 — TPM2_Commit Response

Type Name Description
TPM_ST tag see
UINT34 paramSize

TPM_RC responseCode

TPM2H_ECC_POINT K ECC point K := [dJ](x2, y2)

TPM2H_ECC_POINT L ECC point L := [r](x2, y2)

TPM2B_ECC_POINT E ECC point E = [r]P1

UINT14 counter least-significant 16 bits of commitCount
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20.2.3 Detailed Actions

#include "InternalRoutines.h"

#include **Commit_fp.h"

#ifdef TPM_CC_Commit // Conditional expansion of this file
#ifdef TPM_ALG_ECC

Table 126 — TPM2_Commit Response Errors

Error Returns Meaning
TPM_RC_ATTRIBUTES keyHandle references a restricted key that is not a signing key
TRM_RC_ECC_POINT either P1 or the point derived from s2 is not on the curve of
keyHandle
TRPM_RC_HASH invalid name algorithm in keyHandle
TRM_RC_KEY keyHandle does not reference an ECC key
TRM_RC_SCHEME the scheme of keyHandle is not an anonymous scheme
TRM_RC_NO_RESULT K, L or E was a point at infinity; or failed to generate r value
TRM_RC_SIZE s2 is empty but y2 is not or s2 provided but y?2 is not
TPM_RC]
TPM2_Cpmmit(
Copmit_In *in, // IN: input parameger~ist
Commit_Out *out // OUT: output paypaifieter list
)
{
OBJECT *eccKey;
TPYIS_ECC_POINT P2;
TPYS_ECC_POINT *pP2 = NULL;
TPYIS_ECC_POINT *pP1 = NULL;
TPY2B_ECC_PARAMETER r;
TPY2B *p;
TPY_RC result;
TPYS_ECC_PARMS *parms;

// Inpjt Validation

ec¢Key = ObjectGet(ins>signHandle);
parms = & eccKey->publicArea.parameters.eccDetail;

// | Input key muystbe an ECC key
if{eccKey->publicArea.type = TPM_ALG_ECC)
return TRM~RC_KEY + RC_Commit_signHandle;

//|This~-80mmand may only be used with a sign-only key using an anonymous
//|sghewme.
//|NQME: a sign + decrypt key has no scheme so it will not be an anonymous one

// and an unrestricted sign key might no have a signing scheme but It can' t
// be use in Commit()
i T(1CryptlsSchemeAnonymous(parms->scheme.scheme))

return TPM_RC_SCHEME + RC_Commit_signHandle;

// Make sure that both parts of P2 are present if either is present
iIT((in->s2_t.size == 0) != (in->y2.t.size == 0))
return TPM_RC_SIZE + RC_Commit_y2;

// Get prime modulus for the curve. This is needed later but getting this now

// allows confirmation that the curve exists
p = (TPM2B *)CryptEccGetParameter("p", parms->curvelD);
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45 // if no p, then the curve ID is bad

46 // NOTE: This should never occur if the input unmarshaling code is working
47 // correctly

48 pAssert(p '= NULL);

49

50 // Get the random value that will be used in the point multiplications
51 // Note: this does not commit the count.

52 iT(ICryptGenerateR(&r, NULL, parms->curvelD, &eccKey->name))

53 return TPM_RC_NO_RESULT;

54

55 // Set up P2 if s2 and Y2 are provided

56 if(in->s2._t.size 1= 0)

57 {

58 pP2—=—_&P2+

59

60 // copy y2 for P2

61 MemoryCopy2B(&P2.y.b, &in->y2.b, sizeof(P2.y.t.buffer));

62 // Compute x2 HnameAlg(s2) mod p

63

64 // do the hash operation on s2 with the size of curve "p~
65 P2.x.t.size = CryptHashBlock(eccKey->publicArea.nameAlg,

66 in->s2.t.size,

67 in->s2_t_buffer,

68 p->size,

69 P2_x.t.buffer);

70

71 // 1T there were error returns in the hash routine, Widicate a problem
72 // with the hash in

73 if(P2.x.t.size == 0)

74 return TPM_RC_HASH + RC_Commit_signHandle;

75

76 // set p2_.x = hash(s2) mod p

77 iT(CryptDivide(&P2.x.b, p, NULL, &P2.x.k). ¥= TPM_RC_SUCCESS)
78 return TPM_RC_NO_RESULT;

79

80 iT(!CryptEcclsPointOnCurve(parms->curvelD, pP2))

81 return TPM_RC_ECC_POINT + RC-Commit_s2;

82

83 if(eccKey->attributes._publicOnly == SET)

84 return TPM_RC_KEY + RC_Commit_signHandle;

85

86 }

87 //| 1T there is a P1, make~sure that it is on the curve

88 //|NOTE: an "empty' p&int has two UINT16 values which are the size values
89 //|for each of the eQordinates.

90 if(in->P1.t.size> 4)

91 {

92 pP1 = &ip-~>P1.t.point;

93 iT(ICryptEcclsPointOnCurve(parms->curvelD, pPl))

94 return TPM_RC_ECC_POINT + RC_Commit P1;

95 3}

96

97 //|PaSS the parameters to CryptCommit.

98 // The work is not done in-line because it does several point multiplies
929 // with the same curve. There is significant optimization by not
100 // having to reload the curve parameters multiple times.

101 result = CryptCommitCompute(&out->K.t.point,

102 &out->L_t._point,

103 &out->E_t.point,

104 parms->curvelD,

105 pP1,

106 pP2,

107 &eccKey->sensitive.sensitive.ecc,

108 &r);

109 if(result = TPM_RC_SUCCESS)

110 return result;
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115
116
117
118
119
120
121
122
123
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out->K.t.size
out->L.t.size
out->E.t.size

TPMS_ECC_POINT_Marshal (&out->K.t.point, NULL, NULL);
TPMS_ECC_POINT_Marshal (&out->L._t_point, NULL, NULL);
TPMS_ECC_POINT_Marshal (&out->E.t.point, NULL, NULL);

// The commit computation was successful so complete the commit by setting
// the bit
out->counter = CryptCommit();

return TPM_RC_SUCCESS;
b
#endi F
#endif // CC_Commit
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20.3 TPM2_EC_Ephemeral

20.3.1 General Description

TPM2_EC_Ephemeral() creates an ephemeral key for use in a two-phase key exchange protocol.

The TPM will use the commit mechanism to assign an ephemeral key r and compute a public point Q =
[r]G where G is the generator point associated with curvelD.
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20.3.2 Command and Response
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Table 127 — TPM2_EC_Ephemeral Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is
TPMI_ST_COMMAND_TAG tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 paramSize
TPM_CC commandCode TPM_CC_EC_Ephemeral

s,

TPM2B

| ECC_POINT

TPMI_ECC_CURVE curvelD The curve for the computed ephemeral point
Table 128 — TPM2_EC_Ephemeral Response

Type Name Description

TPM_9T tag see 7

UINT33 paramSize

TPM_RC responseCode

—_— |

Q

ephemeral public key Q := [r]G

UINT16

counter

least-significant 16 bits of commitCount
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20.3.3

Detailed Actions

#include "InternalRoutines.h"
#include "EC_Ephemeral_fp.h"

#ifdef TPM_CC_EC_Ephemeral // Conditional expansion of this file
#ifdef TPM_ALG_ECC
TPM_RC
TPM2_EC_Ephemeral
EC_Ephemeral_In *in, // IN: input parameter list
EC_Ephemeral_Out *out // OUT: output parameter list
)
b
TPY2B_ECC_PARAMETER r;
//|Get the random value that will be used in the point multiplications
//|Note: this does not commit the count.
iT(ICryptGenerateR(&r,
NULL,
in->curvelD,
NULL))
return TPM_RC_NO_ RESULT;
CryptEccPointMultiply(&out->Q.t.point, in->curvelD, &r, NULE);
//|commit the count value
out->counter = CryptCommit();
refurn TPM_RC_SUCCESS;
}
#endif
#endif|// CC_EC Ephemeral
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21 Signing and Signature Verification
21.1 TPM2_VerifySignature

21.1.1 General Description
This command uses loaded keys to validate a signature on a message with the message digest passed
to the TPM.

If the signature check succeeds, then the TPM will produce a TPMT _TK VERIFIED. Otherwise, the TPM
shall refurn TPM_RC_SIGNATURE.

NOTE 1 A valid ticket might be used in subsequent commands to provide proof to the TPM that-the TPM has
validated the signature over the message using the key referenced by keyHandley

If keyHandle references an asymmetric key, only the public portion of the key needs to be loaded. If
keyHarldle references a symmetric key, both the public and private portions need'to-be loaded.

NOTE 2 The sensitive area of the symmetric object is needed to allow verification of the symmetric gignature
(the HMAC).
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21.1.2 Command and Response

Table 129 — TPM2_VerifySignature Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_VerifySignature

handle-of publickev-that-will-be-used-inthe-validation
14 p4

TPMI_pH_OBJECT keyHandle
Auth Index: None

TPM2B _DIGEST digest digest of the signed message

TPMT_[SIGNATURE signature signature to be tested

Table 130 — TPM2_VerifySignature Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

|
TPMT_|TK_VERIFIED validation
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21.1.3 Detailed Actions

#include "InternalRoutines._h"
#include "VerifySignature_fp.h"
#ifdef TPM_CC VerifySignature // Conditional expansion of this Tile

Table 131 — TPM2_VerifySignature Errors

Error Returns Meaning

TPM_RC_ATTRIBUTES keyHandle does not reference a signing key

TRM_RC_SIGNATURE sighature is not genuine

TRM_RC_SCHEME CryptVerifySignature()

not loaded

TRM_RC_HANDLE the input handle is references an HMAC key but the private portion

is

TPM_RC
TPM2_VerifySignature(
VerifySignature_In *in, // IN: input parameterZJist
VerifySignature_Out *out // OUT: output parametey list
)

TPYM_RC result;
TPY2B_NAME name;
OBJECT *signObject;
TPY1_RH_HIERARCHY hierarchy;

// Inplt Validation

//|Get sign object pointer
signObject = ObjectGet(in->keyHandle);

//|The object to validate the signatffe must be a signing key.
if(signObject->publicArea.objectAttributes.sign = SET)
return TPM_RC_ATTRIBUTES + RE” VerifySignature_keyHandle;

//|Validate Signature. TRMNRC_SCHEME, TPM_RC_HANDLE or TPM_RC_SIGNATURE
//|error may be returned Way CryptCVerifySignatrue(Q)

result = CryptVerifySignature(in->keyHandle, &in->digest, &in->signature);
if(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_VerifySignature_signature);

// Compand Output
hig¢rarchy, = ObjectGetHierarchy(in->keyHandle);

if{ hierarchy == TPM_RH_NULL
| I signObject->publicArea.nameAlg == TPM_ALG_NULL)
{

77 produce empty TICKRET IT nierarcny 1s TPV _RA_NUCLC or nameAlyg 1S
// TPM_ALG_NULL

out->validation.tag = TPM_ST_VERIFIED;

out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;

}

else

// Get object name that verifies the signature

name.t.size = ObjectGetName(in->keyHandle, &name.t._name);

// Compute ticket

TicketComputeVerified(hierarchy, &in->digest, &name, &out->validation);

}
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50
51
52
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return TPM_RC_SUCCESS;

}
#endif // CC_VerifySignature
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21.2 TPM2_Sign

21.2.1

General Description

This command causes the TPM to sign an externally provided hash with the specified asymmetric signing

key.

NOTE 1

Symmetric “signing” is done with the TPM HMAC commands.

If keyHandle references a restricted signing key, then validation shall be provided, indicating that the TPM

ed_the hash of the data and validation shall indicate that hashed data did _not start with

perform
TPM_G

NOTE 2

If the s
keyHar

If the s

using the scheme of keyHandle.

NOTE 3

If inSch
shall re

If the 9
algorith
proces

If validation is provided, then the hash algorithm used in computing the digest is required to be tk

algorith

If the v
keyHar

NOTE 4

ENERATED_VALUE.

If the hashed data did start with TPM_GENERATED_VALUE, then the validation' will be
ticket.

cheme of keyHandle is not TPM_ALG_NULL, then inScheme shall either be_the same sch
dle or TPM_ALG_NULL.

cheme of keyHandle is TPM_ALG_NULL, the TPM will sign using inScheme; otherwise, it

When the signing scheme uses a hash algorithm, the algorithm is defined in the qualifying
the scheme. This is the same algorithm that is required ¢o be used in producing digest. Th
digest needs to match that of the hash algorithm in the Scheme.

turn TPM_RC_SCHEME.

cheme of keyHandle is an anonymous scheme, then inScheme shall have the same
m as keyHandle and inScheme will contain’ a counter value that will be used in the

N

m specified in the scheme of keyHandle (TPM_RC_TICKET).

dle is not a restricted signing-key.

If keyHandle is\both a sign and decrypt key, keyHandle will have an scheme of TPM_ALG_|
validation js<provided, then it needs to be a NULL validation ticket or the ticket validation will

a NULL

eme as

vill sign

data of
b size of

eme is not a valid signing scheme for the type of keyHandle (or TPM_ALG_NULL), then the TPM

scheme
signing

e hash

hlidation parameter is not thexEmpty Buffer, then it will be checked even if the key referenced by

NULL. If
fail.

© 1SO/

IEC 2015 — All rights reserved

197


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

21.2.2 Command and Response

Table 132 — TPM2_Sign Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Sign

Handle of key that will perform signing

TPMI_[pH"OBJIECT @ReyHarndie Arthrindex— T
| Auth Role: USER

TPM2H _DIGEST digest digest to be signed

signing scheme to use if the schemerfor keyHandle is

TPMT_[SIG_SCHEME+ inScheme TPM_ALG_NULL

proof that digest was created\by the TPM

TPMT IFK HASHCHECK validation If keyHandle is no_t a rest_ricted signing key, then this
1 ~ may be a NULL Ticket'with tag =

TPM_ST_CHECKHASH.

Table 133 — TPM2_Sign Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

TPMT_[SIGNATURE signature the signature
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21.2.3 Detailed Actions

#include "InternalRoutines.h"

#include "'Sign_fp.h"

#ifdef TPM_CC Sign // Conditional expansion of this file
#include "Attest_spt _fp.h"

Table 134 — TPM2_Sign Response Errors

Error Returns Meaning
TRMREBINBING Thepublicandprivateportions-of-the-key-are-hrotpropery-beond:
TRM_RC_KEY signHandle does not reference a signing key;
TRM_RC_SCHEME the scheme is not compatible with sign key type, or input scheme ig
not compatible with default scheme, or the chosen scheme is not a
valid sign scheme
TRM_RC_TICKET validation is not a valid ticket
TRM_RC_VALUE the value to sign is larger than allowed for the type of keyHandle
TPM_RC|
TPM2_Slign(
Sién_ln *in, // IN: input parameter (st
Sign_Out *out // OUT: output paramet€y” list
)
{
TPY_RC result;
TPYT_TK_HASHCHECK ticket;
OBJECT *signKey;

// Inpjt Validation
//|CGet sign key pointer
signKey = ObjectGet(in->keyHandle);

//|pick a scheme for sign. Ifsthe input sign scheme is not compatible with
//|the default scheme, returnlan error.

result = CryptSelectSignScheme(in->keyHandle, &in->inScheme);

if(result = TPM_RC_SUCCESS)

{
if(result == TPM<RC: KEY)
return TPM(RC'KEY + RC_Sign_keyHandle;
else
return_RcSafeAddToResult(result, RC_Sign_inScheme);
}

//| 1T vadidation is provided, or the key is restricted, check the ticket
if{ _ ins>validation.digest.t.size '= 0
I signkey->publicArea.objectAttributes.restricted == SET)

{
// Compute and compare ticket
TicketComputeHashCheck(in->validation._hierarchy,
in->inScheme.details.any.hashAlg,
&in->digest, &ticket);
if(!Memory2BEqual (&in->validation.digest.b, &ticket.digest.b))
return TPM_RC_TICKET + RC_Sign_validation;
}
else

// IT we don"t have a ticket, at least verify that the provided “digest”
// is the size of the scheme hashAlg digest.
// NOTE: this does not guarantee that the "digest” is actually produced using

© ISO/IEC 2015 — All rights reserved

199


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

// the indicated hash algorithm, but at least it might be.

{

}

// Command Output
// Sign the hash. A TPM_RC VALUE or TPM_RC_SCHEME
// error may be returned at this point

it in—>digest.t.size

1= CryptGetHashDigestSize(in->inScheme.details.any.hashAlg))

return TPM_RCS_SIZE + RC_Sign_digest;

result = CryptSign(in->keyHandle, &in->inScheme, &in->digest, &out->signature);

return result;

s
#endif

200

// CC_Sign
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22 Command Audit

22.1 Introduction

If a command has been selected for command audit, the command audit status will be updated when that
command completes successfully. The digest is updated as:

commandAuditDigestiew = Haudgiraig(commandAuditDigest,q || cpHash || rpHash) (5)
where
H..dicaig hash function using the algorithm of the audit sequence
commandAuditDigest accumulated digest
cpHash the command parameter hash
rpHash the response parameter hash

auditAlg, the hash algorithm, is set using TPM2_SetCommandCodeAuditStatus.

TPM2_{Shutdown() cannot be audited but TPM2_Startup() can be-audited. If the cpHash|of the
TPM2_[Startup() is TPM_SU_STATE, that would indicate that a TPM2_-Shutdown() had been successfully
executed.

TPM2_[SetCommandCodeAuditStatus() is always audited.

If the TPM is in Failure mode, command audit is not functienal’
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22.2 TPM2_SetCommandCodeAuditStatus

22.2.1

General Description

This command may be used by the Privacy Administrator or platform to change the audit status of a
command or to set the hash algorithm used for the audit digest, but not both at the same time.

If the auditAlg parameter is a supported hash algorithm and not the same as the current algorithm, then
the TPM will check both setlList and clearList are empty (zero length). If so, then the algorithm is changed,
and the audit digest is cleared. If auditAlg is TPM_ALG_NULL or the same as the current algorithm, then

the alg

NOTE 1

Use of

whla pu | alat ol 4+ la pu | ol tla Yy ey pu | l ot ol pu |
UTIUTITT Armfu auuit uigcot aic utiviiarigtu diiu uic STiLiot alrmu Licartiot win vt PJTuLlTooTU.

Because the audit digest is cleared, the audit counter will increment the next time that an
command is executed.

TPM2_SetCommandCodeAuditStatus() to change the list of audited commands is an

event. If TPM_CC_SetCommandCodeAuditStatus is in clearList, the fact that it is injelearList is ign

NOTE 2

The co
comma
comma
not cur

the command completes. The change in the audit hash algorithm_is'the evidence that this c
was used to change the algorithm.

mmands in setList indicate the commands to be added to thellist of audited commands

nd in setList is already audited or is not implemented. It is not an error if a command in cle
ently being audited or is not implemented.

If a command code is in both setList and clearList, then it will not be audited (that is, setList s

proces

bed first).

audited

audited
bred.

Use of this command to change the audit hash algorithm is not audjted and the digest is reget when

bmmand

and the

nds in clearList indicate the commands that will no longer be audited. It is not an erfor if a

arList is

hall be

202

© ISO/IEC 2015 — All rights re

served


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

22.2.2 Command and Response

Table 135 — TPM2_SetCommandCodeAuditStatus Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SetCommandCodeAuditStatus {NV}

TPM_RH_OWNER or TPM_RH_PLATFORM+{PP}
TPMI_RH_PROVISION @auth Auth Index: 1

Auth Role: USER
P e ——

. hash algorithm for the audit digest; if
TPMI_ALG_HASH+ auditAlg TPM_ALG_NULL, then the hash is n6t changed

list of commands that will be added to those thaf will

TPMLJ|CC setList be audited

TPML|CC clearList list of commands that will. no longer be audited

Table 136 — TPM2_SetCommandCodeAuditStatus Response

Type Name Description
TPM_$T tag see clause 7
UINT3p responseSize

TPM_RRC responseCode
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22.2.3

Detailed Actions

#include "InternalRoutines.h"
#include "'SetCommandCodeAuditStatus_fp.h"

#ifdef TPM_CC_SetCommandCodeAuditStatus // Conditional expansion of this file
TPM_RC
TPM2_SetCommandCodeAuditStatus(
SetCommandCodeAuditStatus_In *in // IN: input parameter list
)
{
TPM_RC result;
UINT32 T
BOOL changed = FALSE;
//|The command needs NV update. Check if NV is available.
//|A TPM_RC_NV_UNAVAILABLE or TPM_RC NV _RATE error may be returned at
//|this point
result = NvisAvailable();
if(result = TPM_RC_SUCCESS)
return result;
// Int¢rnal Data Update
//|Update hash algorithm
if(  in->auditAlg "= TPM_ALG NULL
&& in->auditAlg != gp.auditHashAlg)
{
// Can®t change the algorithm and command lis€ &t the same time
if(in->setList.count !'= 0 |] in->clearList._count != 0)
return TPM_RC_VALUE + RC_SetCommandCodeAuditStatus_auditAlg;
// Change the hash algorithm for audit
gp-auditHashAlg = in->auditAlg;
// Set the digest size to a unigug value that indicates that the digest
// algorithm has been changed ~Y'he size will be cleared to zero in the
// command audit processing, On exit.
gr.commandAuditDigest.t.size = 1;
// Save the change of gehmand audit data (this sets g_updateNV so that NV
// will be updated en™exit.)
NviWriteReserved(NVNAUDIT_HASH _ALG, &gp-auditHashAlQ);
3} ¢lse {
// Process\Set list
for(i =0; i < in->setList.count; i++)
{Y 1T change is made in CommandAuditSet, set changed flag
1 F(CommandAuditSet(in->setList.commandCodes[i]))
changed = TRUE;
// Process clear list
for(i = 0; 1 < in->clearList_count; i++)
// 1T change is made in CommandAuditClear, set changed flag
i1T(CommandAuditClear(in->clearList.commandCodes[i]))
changed = TRUE;
// 1T change was made to command list, update NV
if(changed)
// this sets g_updateNV so that NV will be updated on exit.
NviVriteReserved(NV_AUDIT_COMMANDS, &gp-auditComands);
3
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63 return TPM_RC_SUCCESS;
64
65 #endif // CC_SetCommandCodeAuditStatus
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23 In

23.1

tegrity Collection (PCR)

Introduction

In ISO/IEC 11889 (first edition), an Event was hashed using SHA-1 and then the 20-octet digest was
extended to a PCR using TPM_Extend(). ISO/IEC 11889 allows the use of multiple PCR at a given Index,
each using a different hash algorithm. Rather than require that the external software generate multiple
hashes of the Event with each being extended to a different PCR, the Event data may be sent to the TPM
for hashing. This ensures that the resulting digests will properly reflect the algorithms chosen for the PCR

even if

the calling software is unable to implement the hash algorithm.

NOTE 1

There is continued support for software hashing of events with TPM2_PCR_Extend().

To sugport recording of an Event that is larger than the TPM input buffer, the caller may uise the

command sequence specified in clause 1.

Chang
an auth

policy.
If a PO
policy i
the P(Q
TPM_A

If a pla
same 3

PcrUpg
modifie
from bd

NOTE 2

A platform-specific specification may./designate a set of PCR that are under control of the TCB

PCR m
PCR U

EXAMP

to a PCR requires authorization. The authorization may be with either anmauthorization v
orization policy. The platform-specific specifications determine which RCR 'may be contrg
Al other PCR are controlled by authorization.

5 to be applied. If the algorithm ID is not TPM_ALG_NULL, then the policy digest associa
R must match the policySession—policyDigest in a policy session. If the algorith
LG_NULL, then no policy is present and the authorization requires an EmptyAuth.

form-specific specification indicates that PCR are grouped, then all the PCR in the group
uthorization policy or authorization value.

ateCounter counter will be incremented on (the' successful completion of any comma

ing counted.
If a command causes PCR -in/ymultiple banks to change, the PCR Update Counter

incremented either once or once‘for each bank.

ay not be modified without:the proper authorization. Updates of these PCR shall not ca
bdate Counter to increment.

E Updates of-thé' TCB PCR will not cause the PCR update counter to increment because th4g
are changed-/at the whim of the TCB and might not represent the trust state of the platform.

R may be associated with a policy, then the algorithm ID of that\pelicy determines wh(—:iher the

alue or
lled by

ed with
ID is

Lise the

nd that

5 (Extends or resets) a PCR unless the platferm-specific specification explicitly excludes the PCR

can be

These
Lise the

se PCR
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23.2.1
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TPM2_PCR_Extend

General Description

015(E)

This command is used to cause an update to the indicated PCR. The digests parameter contains one or
more tagged digest values identified by an algorithm ID. For each digest, the PCR associated with
pcrHandle is Extended into the bank identified by the tag (hashAlg).

EXAMP

LE
the SHA256 bank.

A SHA1 digest would be Extended into the SHA1 bank and a SHA256 digest would be Extended into

For eagh list entry, the TPM will check to see if pcrNum is implemented for that algorithm. If so; the TPM
shall pgrform the following operation:
PCR.digestnew [pcrNum][alg] := Hag(PCR.digest.iq [pcrNum][alg] || data[alg].buffer)) (6)
where
Hayg() hash function using the hash algorithm associated with the PCR
instance
PCR.digest the digest value in a PCR
pcrNum the PCR numeric selector (perHandle)
alg the PCR algorithm selector.for the digest
data[alg].buffer the bank-specific data'to be extended

If no digest value is specified for a bank, then the PCR.inthat bank is not modified.

NOTE 1 This allows consistent operation of the(digests list for all of the Event recording commands.

If a digest is present and the PCR in that bank’is not implemented, the digest value is not used.

NOTE 2 If the caller includes digestsfor algorithms that are not implemented, then the TPM will fail the call
because the unmarshalling of digests will fail. Each of the entries in the list is a TPMT_HA, |which is
a hash algorithm followed by a digest. If the algorithm is not implemented, unmarshalling of the
hashAlg will fail and the TPM will return TPM_RC_HASH.

If the TPM unmarshals the.hashAlg of a list entry and the unmarshaled value is not a hash algorithm

implemented on the TPM( the TPM shall return TPM_RC_HASH.

The pdrHandle parameter is allowed to reference TPM_RH_NULL. If so, the input parametgers are

processed but nolaction is taken by the TPM. This permits the caller to probe for implementgd hash

algorithms as an alternative to TPM2_GetCapability..

NOTE 3 This command allows a list of digests so that PCR in all banks can be updated in a single cqmmand.
While the semantics of this command allow multiple extends to a single PCR bank, this i§ not the
preferreduse andthe timit o the mumber of emtres 1 the fistmmake this use somewhat mpractical.
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23.2.2 Command and Response

Table 137 — TPM2_PCR_Extend Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Extend {NV}

handle of the PCR
TPMI_ i @pcrHardte AruthHamdte T
Auth Role: USER

TPML_PIGEST_VALUES digests list of tagged digest values to be extended

Table 138 — TPM2_PCR_Extend Response

Type Name Description
TPM_gT tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Extend_fp.h"

#ifdef

TPM_CC PCR_Extend // Conditional expansion of this file

Table 139 — TPM2_PCR_Extend Errors

Error Returns Meaning

TPM_RC_LOCALITY current command locality is not allowed to extend the PCR

£ dbarnox B
rererercco oy Pt

TPM_RC
TPM2_P

CR_Extend(

PCR_Extend _In  *in // IN: input parameter list

))

TPY_RC result;
UINT32 i;

/7 Inp

//
//
//
//
//
//
//

//
if

-\
=h

//
//
if

}

// Intd

//

t Validation

NOTE: This function assumes that the unmarshaling funceipn for “"digests” will
have validated that all of the indicated hash algor#thims are valid. If the
hash algorithms are correct, the unmarshaling code Will unmarshal a digest
of the size indicated by the hash algorithm. 1t #le overall size is not
consistent, the unmarshaling code will run oy \of input data or have input
data left over. In either case, it will cayse\an unmarshaling error and this
function will not be called.

For NULL handle, do nothing and returg~$diccess
[in—->pcrHandle == TPM_RH_NULL)
return TPM_RC_SUCCESS;

Check if the extend operation_i3* allowed by the current command locality
[ 1PCRIsExtendAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;

If PCR is state saved \arfid we need to update orderlyState, check NV
availability
[PCRIsStateSaved(if->pcrHandle) && gp-orderlyState 1= SHUTDOWN_NONE)

result = NvIsAvailable(Q);

if(result<=TPM_RC_SUCCESS) return result;
g_clearOrderly = TRUE;

ernal_Data Update

Heratemput digest Histtoexterd

for(i = 0; 1 < in->digests.count; i++)

}

PCRExtend(in->pcrHandle, in->digests.digests[i].hashAlg,
CryptGetHashDigestSize(in->digests.digests[i]-hashAlg),
(BYTE *) &in->digests.digests[i].digest);

return TPM_RC_SUCCESS;

T
#endi f

// CC_PCR_Extend
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23.3 TPM2_PCR_Event

23.3.1

General Description

This command is used to cause an update to the indicated PCR.

The data in eventData is hashed using the hash algorithm associated with each bank in which the
indicated PCR has been allocated. After the data is hashed, the digests list is returned. If the pcrHandle
references an implemented PCR and not TPM_ALG_NULL, the digests list is processed as in

TPM2_

PCR_Extend().

A TPM
Event.s

EXAMP

On suc

laall 4 | + + £ +lo a1 094 . 1 H L= + + + ey
STalil SUPpPuUTt dim LVCTILOIZT UT ZTTU TTMTUUYIT L, UZ5 TTTCUIUSIVE (LLVTTTL OSIZT 15 Al ULLITT LUU

ize of zero indicates that there is no data but the indicated operations will still occur,

E1l If the command implements PCR[2] in a SHAL bank and a SHA256 bank, then an extend tg
will cause eventData to be hashed twice, once with SHA1 and once with SHA256. The SHAI
eventData will be Extended to PCR[2] in the SHA1 bank and the SHA256 hashnof eventDat
Extended to PCR[2] of the SHA256 bank.

cessful command completion, digests will contain the list of tagged digests of eventData t

contain
If pcrH

EXAMP

a digest for each bank, or it may only contain a digest for each bank/in which pcrHandle is
ndle is TPM_RH_NULL, the TPM may return either an empty list or a digest for each bank,

compuled in preparation for extending the data into the PCR. At the optien’ of the TPM, the |

E 2 Assume a TPM that implements a SHA1l bank and ,a\SHA256 bank and that PCR[22]
implemented in the SHA1 bank. If pcrHandle references’PCR[22], then digests can contain
SHAL and a SHA256 digest or just a SHAL digests

nt). An

PCRJ[2]
hash of
h will be

nat was
st may
extant.

is only
either a
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Table 140 — TPM2_PCR_Event Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Event {NV}
Handle of the PCR

TPMI_ i @pcrHardte AuthHamdte

Auth Role: USER

TPM2B_EVENT eventData Event data in sized buffer
Table 141 — TPM2_PCR_Event Response

Type Name Description

TPM_ST tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPML_PIGEST_VALUES digests
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23.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Event fp.h"
#ifdef TPM_CC PCR Event // Conditional expansion of this fTile

Table 142 — TPM2_PCR_Event Errors

Error Returns Meaning

TPM_RC_LOCALITY current command locality is not allowed to extend the PCR

£ 0 dbarnox B
rererercco oy Pt

TPM_RC
TPM2_PLR_Event(
PCR_Event_In *in, // IN: input parameter list
PCR_Event Out  *out // OUT: output parameter list
)

TPYM _RC result;
HA$H_ STATE hashState;
UINT32 i;

UINT16 size;

// Inplt Validation

//| 1T a PCR extend is required
if(in->pcrHandle = TPM_RH_NULL)

{
// 1f the PCR is not allow to extend, retssh error
i T(1PCRIsExtendAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;
// If PCR is state saved and we need to update orderlyState, check NV
// availability
iT(PCRIsStateSaved(in->pcrHandle) && gp-orderlyState !'= SHUTDOWN_NONE)
{
result = NvisAvailable();
if(result = TPM_RENSUCCESS) return result;
g _clearOrderly ='TRUE;
}
}

// Int¢rnal Data Update
out->digests.eount = HASH_COUNT;
// | Iterate> supported PCR bank algorithms to extend

for(i, =_0; i < HASH_COUNT; i++)
{

—TPM AL HD—thash—CryptSetHashAlgBytndex(i);
out->digests.digests[i].hashAlg = hash;
size = CryptStartHash(hash, &hashState);
CryptUpdateDigest2B(&hashState, &in->eventData.b);
CryptCompleteHash(&hashState, size,
(BYTE *) &out->digests.digests[i].digest);
if(in->pcrHandle '= TPM_RH NULL)
PCRExtend(in->pcrHandle, hash, size,
(BYTE *) &out->digests.digests[i]-digest);
3

return TPM_RC_SUCCESS;
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54 #endif // CC PCR Event
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23.4 TPM2_PCR_Read

23.4.1 General Description

This command returns the values of all PCR specified in pcrSelectionin.

The TPM will process the list of TPMS PCR_SELECTION in pcrSelectionin in order. Within each
TPMS_PCR_SELECTION, the TPM will process the bits in the pcrSelect array in ascending PCR order
(see ISO/IEC 11889-2 for definition of the PCR order). If a bit is SET, and the indicated PCR is present,
then the TPM will add the digest of the PCR to the list of values to be returned in pcrValues.

TheT P10 O cHA o Tave1Pee!
to fit info the output buffer if additional values were added.
The refurned pcrSelectionOut will have a bit SET in its pcrSelect structures for each value prgsent in
pcrValyes.

confinte-nrocessinehite 0 large

The cufrent value of the PCR Update Counter is returned in pcrUpdateCounter.

The returned list may be empty if none of the selected PCR are implemented.

NOTE If no PCR are returned from a bank, the selector for the bank will fe present in pcrSelectionQut.

No authorization is required to read a PCR and any implemented PCR.may be read from any localjty.
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Table 143 — TPM2_PCR_Read Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PCR_Read
TPML_PCR_SELECTION | pcrSelectionin |The selection of PCR to read

Table 144 — TPM2_PCR_Read Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
_P . ,—mm -
UINT33 pcrUpdateCounter the current valueofthe PCR update counter
TPML_PCR_SELECTION pcrSelectionOut the PCR in thé.returned list
TPML_PIGEST pcrvalues the conténts of the PCR indicated in pcrSelect as

tagged-digests
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23.4.3 Detailed Actions

#include "InternalRoutines.h"

#include "PCR_Read fp.h"

#ifdef TPM_CC PCR Read // Conditional expansion of this file
TPM_RC

TPM2_PCR_Read(

PCR_Read_In *in, // IN: input parameter list
PCR_Read Out *out // OUT: output parameter list
)

{

// Comfrand—output
//|Call PCR read function. input pcrSelectionln parameter could be changed
//|to reflect the actual PCR being returned
PCRRead(&in->pcrSelectionln, &out->pcrValues, &out->pcrUpdateCounter);
out->pcrSelectionOut = in->pcrSelectionln;

refurn TPM_RC_SUCCESS;

s
#endif|// CC_PCR Read
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23.5 TPM2_PCR_Allocate

23.5.1 General Description

This command is used to set the desired PCR allocation of PCR and algorithms. This command requires
Platform Authorization.

The TPM will evaluate the request and, if sufficient memory is available for the requested allocation, the
TPM will store the allocation request for use during the next TPM2_Startup(TPM_SU_CLEAR) operation.
The PCR allocation in place when this command is executed will be retained until the next
TPM2_Startup(TPM SU CLEAR). If this command is received multiple times before a
TPM2_[Startup(TPM_SU_CLEAR), each one overwrites the previous stored allocation.

This command will only change the allocations of banks that are listed in pcrAllocation.

EXAMPLE 1 If a TPM supports SHA1 and SHA256, then it maintains an allocation for two banks (one” of whigh could
be empty). If a TPM_PCR_ALLOCATE() only has a selector for the SHA1 bank, them only the ajlocation
of the SHA1 bank will be changed and the SHA256 bank will remain unchanged. To chgnge the
allocation of a TPM from 24 SHA1 PCR and no SHA256 PCR to 24 SHA256 PCRyand no SHA1 RCR, the
pcrAllocation would have to have two selections: one for the empty SHA1 bhank and one for the |SHA256
bank with 24 PCR.

If a bank is listed more than once, then the last selection in the pcrAllocation list is the one that the TPM
will attgmpt to allocate.

This cgmmand shall not allocate more PCR in any bank than there are PCR attribute definitions. The
PCR attribute definitions indicate how a PCR is to be managed,—if it is resettable, the locality for ppdate,
etc. In the response to this command, the TPM returns thé maximum number of PCR allowed [for any
bank.

When PCR are allocated, if DRTM_PCR is defined, the’resulting allocation must have at least one bank
with the DRTM PCR allocated. If HCRTM_PCR is défined, the resulting allocation must have at lepst one
bank wjth the HCRTM_PCR allocated. If not, the“TPM returns TPM_RC_PCR.

The THM may return TPM_RC_SUCCESS(even though the request fails. This is to allow the [TPM to
return [nformation about the size needed-for the requested allocation and the size available] If the
sizeNeeded parameter in the return is-less than or equal to the sizeAvailable parameter, then the
allocatipnSuccess parameter will, beTYES. Alternatively, if the request fails, The TPM may return
TPM_RC_NO_RESULT.

EXAMPLE 2 An example fonthis type of failure is a TPM that can only support one bank at a time ang cannot
support arpitcary distribution of PCR among banks.

After thjs command, TPM2_Shutdown() is only allowed to have a startupType equal to TPM_SU_GLEAR.

NOTE Even if this command does not cause the PCR allocation to change, the TPM cannot have |its state
saved. This is done in order to simplify the implementation. There is no need to optimize this
command as it is not expected to be used more than once in the lifetime of the TPM (it can|be used
any number of times but there is no justification for optimization).
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23.5.2 Command and Response

Table 145 — TPM2_PCR_Allocate Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Allocate {NV}

TPM_RH_PLATFORM+{PP}
TPMI_RA_PCATFORM @authHardte ATthrindex— T
Auth Role: USER

TPML_PCR_SELECTION pcrAllocation the requested allocation

Table 146 — TPM2_PCR_Allocate Response

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize
TPM_RC responseCode
= s ——————— - |
TPMI_YES_NO allocationSuccess YES if th€ allocation succeeded
UINT33 maxPCR maximum number of PCR that may be in a bank
UINT33 sizeNeeded number of octets required to satisfy the request
UINT32 sizeAvailable Numbe_r of octets available. Computed before the
allocation.
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Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Allocate_fp.h"

#ifdef

TPM_CC _PCR_Allocate // Conditional expansion of this file

Table 147 — TPM2_PCR_Allocate Errors

Error Returns Meaning
TPM_RC_PCR the allocation did not have required PCR
TRM_RC_NV_UNAVAILABLE NV is not accessible
TRM_RC_NV_RATE NV is in a rate-limiting mode

TPM_RC

TPM2_PLR_Allocate(
PCR_Allocate_In *in, // IN: input parameter list
PCR_Allocate_Out *out // OUT: output parameter list
)

{
TPY_RC result;
//|The command needs NV update. Check if NV is available_

//
//
//
//
//
//
reg
if

A TPM_RC_NV_UNAVAILABLE or TPM_RC _NV_RATE error may-Be returned at

this point.

Note: These codes are not listed in the returngvelues above because it is

an implementation choice to check in this rogtihe rather than in a common
function that is called before these actionS adre called. These return values
are specified in the Response Code clausé:Qf this part of ISO/IEC 11889.
sult = NvisAvailable(Q);

(result = TPM_RC_SUCCESS)

return result;

// Comfand Output

//
res

if

//
ouf

//
//
if

Call PCR Allocation functign>

sult = PCRAllocate(&in->pcrAllocation, &out->maxPCR,

&out->sizeNeeded, &out->sizeAvailable);
(result == TPM_RC_PCR)

return result;

[->al locationSuccess = (result == TPM_RC_SUCCESS);

if re-cerfiguration succeeds, set the flag to indicate PCR configuration is
going ¥8-be changed in next boot

[out~>allocationSuccess == YES)

g_perReConfig = TRUE;

return TPM_RC_SUCCESS;

s
#endi f

// CC_PCR_Allocate

© ISO/IEC 2015 — All rights reserved

219


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

23.6 TPM2_PCR_SetAuthPolicy

23.6.1

General Description

This command is used to associate a policy with a PCR or group of PCR. The policy determines the
conditions under which a PCR may be extended or reset.

A policy may only be associated with a PCR that has been defined by a platform-specific specification as
allowing a policy. If the TPM implementation does not allow a policy for pcrNum, the TPM shall return
TPM_RC_VALUE.

A platferm=spee ffie-specificat i

If the s
return 1

NOTE 2

This co

NOTE 3

ay groop

the group will

L= ey —Starc—a Commorn—TPOomnCy~ :ase,a
change the policy for all PCR in the group.

ts any of the PCR in
licy setting is persistent and may only be changed by TPM2_ PCR_SetAuthRolicy() or by
ChangePPS().

this command is first executed on a TPM or after TPM2_ChangePPS(), the @ccess contro| on the
Il be set to the default value defined in the platform-specific specification.

It is expected that the typical default will be with the policy hashiset to TPM_ALG_NULL and an
Empty Buffer for the authPolicy value. This will allow an EmptyAuth,to be used as the authprization
value.

ze of the data buffer in authPolicy is not the size of a digest'produced by hashAlg, the TAM shall
'PM_RC_SIZE.

If hashAlg is TPM_ALG_NULL, then the size needs,to be zero.

mmand requires platformAuth/platformPolicy.

If the PCR is in multiple policy sets,\the policy will be changed in only one set. The seft that is
changed will be implementation dependent.
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Table 148 — TPM2_PCR_SetAuthPolicy Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_SetAuthPolicy {NV}

TPM_RH_PLATFORM+{PP}

TPMI_RE—PEATFORM

@autrHaridie

AUl Imaex. L

Auth Role: USER

e

TPM2B _DIGEST authPolicy the desired authPolicy
TPMI_ALG_HASH+ hashAlg the hash algorithm of the policy
TPMI_DH_PCR pcrNum the PCR for which the policy is tobe set

Table 149 — TPM2_PCR_SetAuthPolicy Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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23.6.3 Detailed Actions

#include "InternalRoutines.h"
#include "PCR_SetAuthPolicy fp.h"

#ifdef TPM_CC_PCR_SetAuthPolicy // Conditional expansion of this file

Table 150 — TPM2_PCR_SetAuthPolicy Errors

Error Returns

Meaning

TPM_RC_SIZE

size of authPolicy is not the size of a digest produced by policyDigest

TRM_RC_VALUE

PCR referenced by pcrNum is not a member of a PCR policy group

TPM_RC
TPM2_PLR_SetAuthPolicy(
PCR_SetAuthPolicy_In *in

)
UIxT32 grouplndex;

TPY_RC result;

//|The command needs NV update. Check if NV is availablef
//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may & Teturned at

//|this point
result = NvisAvailable(Q);

if{result '= TPM_RC_SUCCESS) return result;

// Inpdt Validation:

//|Check the authPolicy consistent with ha8h algorithm
if(in->authPolicy.t.size != CryptGetHashDigestSize(in->hashAlQg))
return TPM_RC_SIZE + RC_PCR_SetAuthPolicy_authPolicy;

//| 1T PCR does not belong to a polNcy group, return TPM_RC_VALUE
i1 T(1PCRBelongsPol icyGroup(in->pcriNum, &grouplndex))
return TPM_RC_VALUE + RC+RCR” SetAuthPolicy_pcrNum;

// Int¢rnal Data Update

//|Set PCR policy

gpipcrPolicies_hashAlg[grouplndex] = in->hashAlg;
gplpcrPolicies._palicy[grouplndex] = in->authPolicy;

//|Save new gp¥icy to NV

NviWriteReserved(NV_PCR_POLICIES, &gp-pcrPolicies);

reyfurn( TPM_RC_SUCCESS;
}

#Hend i T LLA CC_PCR_SetAl thPoli faVi

// IN: input parameter list

222
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23.7 TPM2_PCR_SetAuthValue

23.7.1 General Description

This command changes the authValue of a PCR or group of PCR.

An authValue may only be associated with a PCR that has been defined by a platform-specific
specification as allowing an authorization value. If the TPM implementation does not allow an
authorization for pcrNum, the TPM shall return TPM_RC_VALUE. A platform-specific specification may
group PCR so that they share a common authorization value. In such case, a pcrNum that selects any of
the PCR in the group will change the authValue value for all PCR in the group.

The adthorization setting is set to EmptyAuth on each STARTUP(CLEAR) or by TPM2_Cleaf(). The
authorigation setting is preserved by SHUTDOWN(STATE).
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23.7.2 Command and Response

Table 151 — TPM2_PCR_SetAuthValue Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_SetAuthValue
handle for a PCR that may have an authorization value
set

TPMI_DH_PCR @pcrHandle Auth Index: 1

Auth Role: USER
P  , — -——

TPM2B _DIGEST auth the desired authorization value

Table 152 — TPM2_PCR_SetAuthValue Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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23.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_SetAuthValue_fp.h"
#ifdef TPM_CC PCR _SetAuthValue // Conditional expansion of this Tile

Table 153 — TPM2_PCR_SetAuthValue Errors

Error Returns Meaning
TPM_RC_VALUE PCR referenced by pcrHandle is not a member of a PCR
aHthorzaton-group
TPM_RC
TPM2_PLR_SetAuthValue(
PCR_SetAuthValue_In *in // IN: input parameter list
)
{
UINT32 grouplndex;
TPYM _RC result;

// Inpjt Validation:

//|1f¥ PCR does not belong to an auth group, return TPM_RC¥ALUE
i F(1PCRBelongsAuthGroup(in->pcrHandle, &grouplndex))
return TPM_RC_VALUE;

//|The command may cause the orderlyState to be_gle¢ared due to the update of
//|state clear data. IT this is the case, Check{if NV is available.

//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE .ekror may be returned at
//|this point

if{gp-orderlyState != SHUTDOWN_NONE)

{
result = NvisAvailable(Q);
if(result '= TPM_RC_SUCCESS) retdin result;
g_clearOrderly = TRUE;

}

// Int¢rnal Data Update

//|Set PCR authValue
gclpcrAuthValues.authfgrouplndex] = in->auth;

refurn TPM_RC_SUGCESS;

#endif|// CC_PCR&etAuthValue
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23.8 TPM2_PCR_Reset

23.8.1 General Description

If the attribute of a PCR allows the PCR to be reset and proper authorization is provided, then this
command may be used to set the PCR to zero. The attributes of the PCR may restrict the locality that can
perform the reset operation.

NOTE 1 The definition of TPMI_DH_PCR (see ISO/IEC 11889-2, clause 10.6, “TPMI_DH_PCR?") indicates
that if pcrHandle is out of the allowed range for PCR, then the appropriate return value is
TPM_RC_VALUE.

If pcrHlndIe references a PCR that cannot be reset, the TPM shall return TPM_RC_LOCALIT Y-

NOTE 2 TPM_RC_LOCALITY is returned because the reset attributes are defined on a perslocality bgsis.
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23.8.2 Command and Response

Table 154 — TPM2_PCR_Reset Command

ISO/IEC 11889-3:2015(E)

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PCR_Reset {NV}
the PCR to reset
TPMI_[pH @pcrHardte AutTimdex T
Auth Role: USER
Table 155 — TPM2_PCR_Reset Response
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
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23.8.3

Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Reset fp.h"

#ifdef

TPM_CC PCR Reset // Conditional expansion of this file

Table 156 — TPM2_PCR_Reset Errors

Error Returns Meaning
TPM_RC_LOCALITY current command locality is not allowed to reset the PCR referenced
by-perHandie
TPM_RC
TPM2_PLR_Reset(
PCR_Reset _In *in // IN: input parameter list
)
{
TPT_RC result;
// Inpjt Validation
//|Check if the reset operation is allowed by the current dommand locality
iT{(1PCRIsResetAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;
//| 1T PCR is state saved and we need to update orderlyState, check NV
//|availability
iF(PCRIsStateSaved(in->pcrHandle) && gp.orderlyState '= SHUTDOWN_NONE)
{
result = NvisAvailable(Q);
if(result = TPM_RC_SUCCESS)
return result;
g_clearOrderly = TRUE;
}
// Int¢rnal Data Update
//|Reset selected PCR in aif-banks to O
PCRSetValue(in->pcrHandle, J0);
//| Indicate that theSCR changed so that pcrCounter will be incremented if
//|necessary.
PCRChanged(in->pcrHandle);
refurn TPM_RC-~SUCCESS;
}
#endif|// CCPER_Reset
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TPM_Hash_Start

23.9.1 Description

This indication from the TPM interface indicates the start of a dynamic Core Root of Trust for
Measurement (D-CRTM) measurement sequence. On receipt of this indication, the TPM will initialize an
Event Sequence context.

If no object memory is available for creation of the sequence context, the TPM will flush the context of an
object so that creation of the Event Sequence context will always succeed.

A platf

NOTE

H +Es 40 Ll +las HA H + laaf. TDAMMD _C4F . VAN
MTEoSPTUML SPTUilitativuiT iay Adifuvy s Ui atiulT UTTUTT TTIVIZ__otlalrtupy ).

If this indication occurs after TPM2_Startup(), it is the responsibility of software to Ensure
object context slot is available or to deal with the consequences of having the TPM s
arbitrary object to be flushed. If this indication occurs before TPM2_Startup() then all cont
are available.

that an
Blect an
pxt slots
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23.9.2

Detailed Actions

#include "InternalRoutines.h"

This function is called to process a _TPM_Hash_Start() indication.

void
_TPM_Hash_Start(
void
)
{ TPYR i
I RU resurg,
TPmI_DH_OBJECT handle; ,\@
//| 1T a DRTM sequence object exists, free it up (]9
if{g_DRTMHandle != TPM_RH_UNASSIGNED) (b
{ /
ObjectFlush(g_DRTMHandle); (bq
g_DRTMHandle = TPM_RH_UNASSIGNED; '\Cb
} N
//|Create an event sequence object and store the handle in gl@)
//|g_DRTMHandle. A TPM_RC_OBJECT_MEMORY error may be retur this point
//|The null value for the "auth® parameter will cause th ence structure to
//|be allocated without being set as present. This keeps\#e sequence from
//|being left behind if the sequence is terminated ear;
result = ObjectCreateEventSequence(NULL, &g_DRTMHanQe ;
//|If a free slot was not available, then free Q@slot-
if(result = TPM_RC_SUCCESS) 0\\
{
// An implementation does not need to %e a fixed relationship between
// slot numbers and handle numbers-@ andle the general case, scan for
// a handle that is assigned and e it for the DRTM sequence.
// In the reference implementatioy; the relationship between handles and
// slots is fixed. So, if the 1 to ObjectCreateEvenSequence()
// fTailed indicating that slots are occupied, then the first handle we
// are going to check (TRANSTENT_FIRST) will be occupied. It will be freed
// so that it can be a ed for use as the DRTM sequence object.
for(handle = TRANSIEI\Qﬂ RST; handle < TRANSIENT_LAST; handle++)
// try to fl the first object
if(Objectl ent(handle))
brealG)
// I t %’st call to find a slot fails but none of the slots is occupied
// th ere”s a big problem
pAsg@‘uand le < TRANSIENT_LAST);
g&f'ee the slot
jectFlush(handle):
// Try to create an event sequence object again. This time, we must
// succeed.
result = ObjectCreateEventSequence(NULL, &g_DRTMHandle);
pAssert(result == TPM_RC_SUCCESS);
}
return;
}
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23.10 _TPM_Hash_Data

23.10.1 Description

This indication from the TPM interface indicates arrival of one or more octets of data that are to be
included in the Core Root of Trust for Measurement (CRTM) sequence context created by the
_TPM_Hash_Start indication. The context holds data for each hash algorithm for each PCR bank
implemented on the TPM.

If no H-CRTM Event Sequence context exists, this indication is discarded and no other action is
performed.
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23.10.2 Detailed Actions
#include "InternalRoutines._h"
#include "Platform.h"
#include "PCR_fp.h"
This function is called to process a _TPM_Hash_Data() indication.
void
_TPM_Hash_Data(
UINT32 dataSize, // IN: size of data to be extend
BYTE data 77/NTdatabuffer
)
{
UINT32 i;
HA$H_OBJECT *hashObject;
TPYI1_DH PCR pcrHandle = TPMIsStarted()
? PCR_FIRST + DRTM_PCR : PCR_FIRST + HCRTM‘PGR;
//| 1T there is no DRTM sequence object, then _TPM Hash Start
//|was not called so this function returns without doing
//|anything.
if(g_DRTMHandle == TPM_RH_UNASSIGNED)
return;
hashObject = (HASH_OBJECT *)ObjectGet(g_DRTMHandle);
pAssert(hashObject->attributes.eventSeq);
//|For each of the implemented hash algorithms, <update the digest with the
//|data provided.
fof(i = 0; 1 < HASH_COUNT; i++)
{
// make sure that the PCR is implemented for this algorithm
iTf(PcrisAllocated(pcrHandle,
hashObject->state.hashState[i] .state.hashAlg))
// Update sequence object
CryptUpdateDigest(&hashObject->state.hashState[i], dataSize, data);
¥
refurn;
}
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23.11 _TPM_Hash_End

23.11.1 Description

This indication from the TPM interface indicates the end of the H-CRTM measurement. This indication is
discarded and no other action performed if the TPM does not contain a H-CRTM Event Sequence

context

NOTE 1

If the

An H-CRTM Event Sequence context is created by _TPM_Hash_Start().

in the
specifig
digest/(

where

-CRTM Event anlnnnr‘n occurs after TPM2 Qtnrhlp() the TPM will set all of the PCR de

platform-specific specifications as resettable by this event to the value indicated in thé~y
specification, and increment restartCount. The TPM will then Extend the Event Se
igests into the designated D-RTM PCR (PCR[17]).

PCR[17][hashAlg] := Hpashaig (initial_value || Hhashay (hash_data))

hashAlg hash algorithm associated with a bapk of PCR

initial_value initialization value specified in the<platform-specific spec
(should be 0...0)

hash_data all the octets of data receivedin _TPM_Hash_Data indical

A_TP

_Hash_End indication that occurs after TPM2_Startug() will increment pcrUpdateCounter

a platfdrm-specific specification excludes modifications of PER[DRTM] from causing an increment,

A platf
_TPM_|
the H-C

NOTE 2

NOTE 3

rm-specific specification may allow an H-CRTM:Event Sequence before TPM2_Startup(|
Hash_End will complete the digest, initialize PER[0] with a digest-size value of 4, and then
RTM Event Sequence data into PCRJ[0].

PCR[0][hashAlg] = Hpasnalg (0...04 || Hashaig (hash_data))

The entire sequence of _TPM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End
complete before TPM2_Startup() or the sequence will have no effect on the TPM.

PCRJ[0] does not need.td be updated according to (8) until the end of TPM2_Startup().

ignated
latform
guence

()

fication

tions

unless

. If so,
extend

®)

heed to
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23.11.2 Detailed Actions

#include "InternalRoutines.h"

This function is called to process a _TPM_Hash_End() indication.

void

_TPM_Hash_End(
void

))
{

ul

T32 i;

TPY2B_DIGEST digest;
HA$H_ OBJECT *hashObject;

TP

//
//
//
if

//
has

//
it
{

//
//
//

I_DH_PCR pcrHandle;

If the DRTM handle is not being used, then either _TPM Hash_Start has)hot
been called, TPM Hash End was previously called, or some other cepwand
was executed and the sequence was aborted.
(g DRTMHandle == TPM_RH_UNASSIGNED)

return;

Get DRTM sequence object
shObject = (HASH_OBJECT *)ObjectGet(g_DRTMHandle);
Is this _TPM Hash End after Startup or before
(TPMIsStarted())

// After

// Reset the DRTM PCR
PCRResetDynamics();

// Extend the DRTM_PCR.
pcrHandle = PCR_FIRST + DRTM_RPCR;

// DRTM sequence increpefifs restartCount
gr.restartCount++;

$e

pcrHandle = RCR=FIRST + HCRTM_PCR;

Complete~-hash and extend PCR, or if this is an HCRTM, complete
thechash, reset the H-CRTM register (PCR[0]) to 0...04, and then
exXkend the H-CRTM data

fo

[(i.= 0; § < HASH COUNT: i++)

234

TPMI_ALG_HASH hash = CryptGetHashAlgByIndex(i);

// make sure that the PCR is implemented for this algorithm

if(PcrisAllocated(pcrHandle,
hashObject->state.hashState[i].state.hashAlg))

{

// Complete hash
digest.t.size = CryptGetHashDigestSize(hash);
CryptCompleteHash2B(&hashObject->state.hashState[i], &digest.b);

PcrDrtm(pcrHandle, hash, &digest);
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// Flush sequence object.
ObjectFlush(g_DRTMHandle);

g_DRTMHandle = TPM_RH_UNASSIGNED;
g DrtmPreStartup = TRUE;

return;

ISO/IEC 11889-3:2015(E)
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24 Enhanced Authorization (EA) Commands

24.1 Introduction

The commands in clause 24 are used for policy evaluation. When successful, each command will update
the policySession—policyDigest in a policy session context in order to establish that the authorizations
required to use an object have been provided. Many of the commands will also modify other parts of a
policy context so that the caller may constrain the scope of the authorization that is provided.

NOTE 1 Many of the terms used in clause 24 are specified in detail in ISO/IEC 11889-1 and are not redefined
in clause 24

The policySession parameter of the command is the handle of the policy session context te-be nodified
by the ¢command.

If the policySession parameter indicates a trial policy session, then the policySessian-=policyDigest will
be updated and the indicated validations are not performed.

NOTE 2 A policy session is set to a trial policy by TPM2_StartAuthSession(sessionType = TPM_SE_TRIAL).

NOTE 3 Unless there is an unmarshaling error in the parameters of the{(eommand, these commdgnds will
return TPM_RC_SUCCESS when policySession references a trial session.

NOTE 4 Policy context other than the policySession—policyDigest‘can be updated for a trial policy|but it is
not required.
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24.2 Signed Authorization Actions

24.2.1

Introduction

The TPM2_PolicySigned, TPM_PolicySecret, and TPM2_PolicyTicket commands use many of the same
functions. Clause 24.2 consolidates those functions to simplify this part of ISO/IEC 11889 and to ensure
uniformity of the operations.

24.2.2

Policy Parameter Checks

These

a) nor
pol
to K

b) exq
sin
exf
is N
If
exf
exf

c) tim
pas
NO
d) cpH

NO

1)

2)

parameter checks will be performed when indicated in the description of each of the comma

ceTPM — If this parameter is not the Empty Buffer, and it does (not
cySession—nonceTPM, then the TPM shall return TPM_RC_VALUE. This parameter is r,
e present if expiration is non-zero (TPM_RC_EXPIRED).

iration — If this parameter is not zero, then its absolute value is compareddae-the time in s
ce the policySession—nonceTPM was generated. If more time has passed than indig
iration, the TPM shall return TPM_RC_EXPIRED. If nonceTPM is the’lEmpty buffer, and ex
on-zero, then the TPM shall return TPM_RC_EXPIRED.

policySession—timeout is greater than policySession—startTime plus the absolute v
iration, then policySession—timeout is set to policySession=sStartTime plus the absolute
iration. That is, policySession—timeout can only be changed to a smaller value.

bout — This parameter is compared to the current TPM time. If policySession—timeout i
t, then the TPM shall return TPM_RC_EXPIRED.

[E 1 The expiration parameter is presentvin the TPM2_PolicySigned and TPM2_Poli
command and timeout is the analogous parameter in the TPM2_PolicyTicket command.

HashA — If this parameter is not an Empty:Buffer

[E 2 CpHashA is the hash_of* the command to be executed using this policy sessio
authorization. The algocrithm used to compute this hash needs to be the algorithm of tH
session.

policySession—cpHash-are not the same as cpHashA; or

NOTE 3 cpHash-is the expected cpHash value held in the policy session context.

the TPMy“shall return TPM_RC_SIZE if cpHashA is not the same si
policySession—policyDigest.

NOTE 4 policySession—policyDigest is the size of the digest produced by the hash algorithm
compute policyDigest.

nds:

match
equired

econds
ated in
piration

alue of
alue of

5 in the

tySecret

in the
e policy

the TPM shall return TRM_RC_CPHASH if policySession—cpHash is set and the contents of

used to
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24.2.3

Policy Digest Update Function (PolicyUpdate())

This is the wupdate process for policySession—policyDigest used by TPM2_PolicySigned(),
TPM2_PolicySecret(), TPM2_PolicyTicket(), and TPM2_PolicyAuthorize(). The function prototype for the

update

where

These

followe

where

NOTE 1
NOTE 2

NOTE 3

238

)

function is:
PolicyUpdate(commandCode, argZ2, arg3)
arg2 a TPM2B_NAME
;Jrg? aTPM2B
parameters are used to update policySession—policyDigest by

policyDigestiew = Hpolicyaig(policyDigesto || commandCode || arg2.name)

0 by
policyDigestiew+1 = Hpolicyaig(policyDigestaew || arg3.buffer)
Hpolicyaig() the hash algorithm chosen whenthie’policy session was s
If arg3 is a TPM2B_NAME, then arg3.buffer will actually be‘an arg3.name.
The arg2.size and arg3.size fields are not included_in“the hashes.
PolicyUpdate() uses two hash operations .beécause arg2 and arg3 are variable-sized

concatenation of arg2 and arg3 in a single fiash could produce the same digest even thol
and arg3 are different. For example, arg2*s+ 2 3 and arg3 = 4 5 6 would produce the sam
as arg2 = 1 2 and arg3 = 3 4 5 6. Processing of the arguments separately in differen
operation insures that the digest produced by PolicyUpdate() will be different if arg2 and
different.

(10)

(11)

arted

and the
gh arg2
e digest
Extend
hrg3 are
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24.2.4

When

ISO/IEC 11889-3:2015(E)

Policy Context Updates

a policy command modifies some part of the policy session context other than the

policySession—policyDigest, the following rules apply.

NO

NOTE

cpHash — this parameter may only be changed if it contains its initialization value (an Empty
String). If cpHash is not the Empty String when a policy command attempts to update it, the TPM
will return an error (TPM_RC_CPHASH) if the current and update values are not the same.

timeOut — this parameter may only be changed to a smaller value. If a command attempts to
update this value with a larger value (longer into the future), the TPM will discard the update

valua Thicic nat an arekar conditiny

Voo T T T o o T rotT o - ST o COT o troTTT

commandCode — once set by a policy command, this value may not be changed except-by
TPM2_PolicyRestart(). If a policy command tries to change this to a different value/an’errar is
returned (TPM_RC_POLICY_CC).

pcrUpdateCounter — this parameter is updated by TPM2_PolicyPCR(). Thisnvalue may only be
set once during a policy. Each time TPM2_PolicyPCR() executes, it checkso see if
policySession—pcrUpdateCounter has its default state, indicating that this is the first
TPM2_PolicyPCR(). If it has its default value, then policySession—pc¢rUpdateCounter is sat to the
current value of pcrUpdateCounter. If policySession—pcrUpdateCounter does not have its|default
value and its value is not the same as pcrUpdateCounter, the TPM shall return
TPM_RC_PCR_CHANGED.

[E If this parameter and pcrUpdateCounter are not the’same, it indicates that PCR have fhanged
since checked by the previous TPM2_PolicyPCR{(). Since they have changed, the previgus PCR
validation is no longer valid.

commandLocality — this parameter is the logical*AND of all enabled localities. All localities are
enabled for a policy when the policy session-is created. TPM2_PolicyLocalities() selectivel
disables localities. Once use of a policy for alocality has been disabled, it cannot be enabl
except by TPM2_PolicyRestart().

D~

isPPRequired — once SET, this parameter may only be CLEARed by TPM2_PolicyRestarf().

isAuthValueNeeded — once SEF, this parameter may only be CLEARed by
TPM2_PolicyPassword() or 7RPM2_PolicyRestart().

isPasswordNeeded — once SET, this parameter may only be CLEARed by
TPM2_PolicyAuthValue() or TPM2_PolicyRestart(),

Both TPM2-PolicyAuthValue() and TPM2_PolicyPassword() change policySession—policyDigest in
the same-way. The different commands simply indicate to the TPM the format used for the ayithValue
(HMAC™or clear text). Both commands could be in the same policy. The final instance pf these
commands determines the format.
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24.2.5 Policy Ticket Creation

If, for TPM2_PolicySigned() or TPM2_PolicySecret(), the caller specified a negative value for expiration,
and the nonceTPM matches policySession->nonceTPM, then the TPM will return a ticket that includes a
value indicating when the authorization expires. If expiration is non-negative, then the TPM will return a

NULL ticket.

The required computation for the digest in the authorization ticket is:

HMAC(proof, Hpoiicyaig(ticketType || timeout || cpHashA || policyRef || authObject—=Name)) (12)

where
proof secret associated with the storage primary seed (SRS) of the
TPM
Hyolicyalg hash function using the hash algorithm associated with thg policy
session
ticketType either TPM_ST_AUTH_SECRET or TRMOST_AUTH_S|GNED,
used to indicate type of the ticket
NOTE 1 If the ticket is produced by TPM2_PolicySecret() then ticketType is
TPM_ST_AUTH_SECRET and if produced by TPM2\ PolicySigned() then ticke{Type is
TPM_ST_AUTH_SIGNED.
timeout implementation-specific representation of the expiration [time of
the ticket; required <to be the implementation equivdlent of
policySession—staftlime plus the absolute value of expiration
NOTE 2 timeout is not the same as expiratiofr. The expiration value in the aHash is a relat{ve time,
using the creation time of the authorization session (TPM2_StartAuthSession()) as its
reference. The timeout parameter is an absolute time, using TPM Clock as the refefence.
cpHashA the .€ommand parameter digest for the command| being
authorized; computed using the hash algorithm of thg policy
Session
policyRef the commands that use this function have a policyRef pajameter
and the value of that parameter is used here
authObject—Name Name associated with the authObject parameter
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24.3 TPM2_PolicySigned

24.3.1 General Description
This command includes a signed authorization in a policy. The command ties the policy to a signing key
by including the Name of the signing key in the policyDigest

If policySession is a trial session, the TPM will not check the signature and will update
policySession—policyDigest as specified in 24.2.3 as if a properly signed authorization was received, but
no ticket will be produced.

If policySession is not a trial session, the TPM will validate auth and only perform the update if it is a valid

signature over the fields of the command.
The authorizing entity will sign a digest of the authorization qualifiers: nonceTPM, expiration, cpHashA,
and policyRef. The digest is computed as:
aHash = Haumaig(nonceTPM || expiration || cpHashA || policyRef) (13)
where
Hauwmaig() the hash associated with the auth parameter of this comnjand
1 Each signature and key combination indicates the sgheme and each scheme has gn NOTE
associated hash.
nonceTPM the nonceTPM parameter from the TPM2_StartAuthSe¢ssion()
response. If the autharization is not limited to this sessfon, the
size of this value isyzero.
NOTE 2 This parameter needs to be present'if expiration is non-zero.
expiration time limit'on authorization set by authorizing object. Thig 32-bit
value_is\set to zero if the expiration time is not being set.
cpHashA digest of the command parameters for the command being
approved using the hash algorithm of the policy session| Set to
an EmptyAuth if the authorization is not limited to a ppecific
command.
NOTE 3 This is not the cpHash of this TPM2_PolicySigned() command.
policyRef an opaque value determined by the authorizing entity. St to the
Empty Buffer if no value is present.
EXAMPIE The computation for an aHash if there are no restrictions is:
aHash = Hauthaig(00 00 00 0046)

which is the hash of an expiration time of zero.
The aHash is signed by the key associated with a key whose handle is authObject. The signature and
signing parameters are combined to create the auth parameter.
The TPM will perform the parameter checks listed in 24.2.2

If the parameter checks succeed, the TPM will construct a test digest (tHash) over the provided
parameters using the same formulation as shown in equation (13) above.

If tHash does not match the digest of the signed aHash, then the authorization fails and the TPM shall
return TPM_RC_POLICY_FAIL and make no change to policySession—policyDigest.
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When all validations have succeeded, policySession—policyDigest is updated by PolicyUpdate()
(see 24.2.3).

PolicyUpdate(TPM_CC_PolicySigned, authObject—Name, policyRef) (14)

policySession is updated as specified in 24.2.4. The TPM will optionally produce a ticket as specified
in 24.2.5.

Authorization to use authObject is not required.
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24.3.2 Command and Response
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Table 157 — TPM2_PolicySigned Command

Type Name Description
TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM CC PolicySigned

. handle for a key that will validate the signature
TPMI_pH_OBJECT authObject

Auth Index: None

TPMI_$H_POLICY

policySession

= — — |

handle for the policy session being extended
Auth Index: None

the policy nonce for the session

TPM2B_NONCE nonceTPM .
B This can be the Empty Buffer.
digest of the command.parameters to which this
authorization is limited
TPM2B DIGEST cpHashA This is not the cpHash for this command but the ¢pHash
B for the command to which this policy session will[be
applied. If it IS not limited, the parameter will be the
EmptyBuffer.
areference to a policy relating to the authorization —
. may be the Empty Buffer
TPM28 _NONCE policyRef T .
Size is limited to be no larger than the nonce size
supported on the TPM.
time when authorization will expire, measured in
i seconds from the time that nonceTPM was genefated
INT32 expiration L . . .
If expiration is non-negative, a NULL Ticket is returned.
See 24.2.5.
TPMT_[SIGNATURE auth signed authorization (not optional)

Fable 158 — TPM2_Po

licySigned Response

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize
TPM_RC responseCode
n ;IIIP:CIIICIIth;UII D'JC\;IfI\l t;IIIC VQIUC, UDCCII tU Illdlbﬂte tO

TPM2B_TIMEOUT timeout the TPM when the ticket expires

produced if the command succeeds and expiration in
TPMT_TK_AUTH policyTicket the command was non-zero; this ticket will use the

TPMT_ST_AUTH_SIGNED structure tag. See 24.2.5
NOTE If policyTicket is a NULL Ticket, then timeout needs to be the Empty Buffer.
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24.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "Policy_spt _fp.h"

#include "PolicySigned_fp.h"

#ifdef TPM_CC_PolicySigned // Conditional expansion of this file

Table 159 — TPM2_PolicySigned Errors

Error Returns Meaning

T M_RC _CDLIACLI enklachanac nray s bhecatia o i
<o Tt

PPNVIP-ARTS .ﬁ rantvualua
P oSO pPreviousty Stttoamrererv oot

TRM_RC_EXPIRED expiration indicates a time in the past or expiration is non-zero buto

nonceTPM is present

TRPM_RC_HANDLE authObject need to have sensitive portion loaded

TRM_RC_KEY authObject is not a sighing scheme
TRM_RC_NONCE

TPM_RC_SCHEME

nonceTPM is not the nonce associated with the policySession

the signing scheme of auth is not supported.by the TPM

TRM_RC_SIGNATURE the signature is not genuine

TRM_RC_SIZE
TRM_RC_VALUE

input cpHash has wrong size

input policylD or expiration doés)not match the internal data in policy

session
TPM_RC
TPM2_PplicySigned(
PolicySigned_In *in, // IN:@input parameter list
PolicySigned_Out *out // QU output parameter list
)
{
TPYM_RC result =-TPM_RC_SUCCESS;
SE$SION *session;
TPY2B_NAME entityName;
TPY2B_DIGEST authHash;
HA$H STATE hashState;
UINT32 expiration = (in->expiration < 0)
? -(in->expiration) : in->expiration;
UINT64 authTimeout = 0;
// Inplt Validatiort

//|Set up Adofal pointers
segsion = SessionGet(in->policySession); // the session structure
//|1Qdly,do input validation if this is not a trial policy session
if(session-—>attributes isTrialPolicy == CI FAR)
{
if(expiration != 0)
authTimeout = expiration * 1000 + session->startTime;
result = PolicyParameterChecks(session, authTimeout,
&in->cpHashA, &in->nonceTPM,
RC_PolicySigned_nonceTPM,
RC_PolicySigned_cpHashA,
RC_PolicySigned_expiration);
if(result = TPM_RC_SUCCESS)
return result;
// Re-compute the digest being signed
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/*(See this part of I1SO/IEC 11889)
// The digest is computed as:

b
// Inte
//

ent

//
//
Po

// aHash := hash ( nonceTPM | expiration | cpHashA | policyRef)

// where:

// hash(Q) the hash associated with the signed auth

// nonceTPM the nonceTPM value from the TPM2_StartAuthSession .

// response If the authorization is not limited to this

// session, the size of this value is zero.

// expiration time limit on authorization set by authorizing object.

// This 32-bit value is set to zero if the expiration

// time is not being set.

// cpHashA hash of the command parameters for the command being

// approved u5|ng the hash algorlthm of the PSAP session.

// to a specific command.

// policyRef hash of an opaque value determined by the authorizing<:;\

// object. Set to the NULLdigest if no hash is present(l,

*/

// Start hash (2;2)

authHash._t.size = CryptStartHash(CryptGetSignHashAlg(&in->auth), (z)
&hashState) ; hf;)

// add nonceTPM (:)

CryptUpdateDigest2B(&hashState, &in->nonceTPM.b); \Q/

// add expiration <j>

CryptUpdateDigestint(&hashState, sizeof(UINT32), (Q\' &in->expiration);

// add cpHashA <k
CryptUpdateDigest2B(&hashState, &in->cpHashA.

// add policyRef
CryptUpdateDigest2B(&hashState, &in—>pol{é§Ref.b);

// Complete digest Y:gb
CryptCompleteHash2B(&hashState, & ;hHash b);

// Validate Signature. A TPMJ Q%CHEME TPM_RC_HANDLE or TPM_RC_SIGNATURE
// error may be returned agggyls point
result = CryptVerifySignature(in->authObject, &authHash, &in->auth);
if(result '= TPM_RC_SUC

return RcSafeAddfgséSuIt(result, RC_PolicySigned_auth);

-

ernal Data Update ‘
Need the Name o signing entity

ityName.t.sizq:j ntityGetName(in->authObject, &entityName.t.name);

Update po, with input policyRef and name of auth key

These val¥es are updated even if the session is a trial session

icyCo Update(TPM_CC_PolicySigned, &entityName, &in->policyRef,
(:) &in->cpHashA, authTimeout, session);

// Compangy Output

//
//
//
//

Create ticket and timeout buffer if in->expiration < 0 and this is not
a trial session.

NOTE: PolicyParameterChecks() makes sure that nonceTPM is present
when expiration is non-zero.

if( in->expiration < 0

&& session->attributes.isTrialPolicy == CLEAR

)

{

© ISO/

// Generate timeout buffer. The format of output timeout buffer is

// TPM-specific.

// Note: can"t do a direct copy because the output buffer is a byte

// array and it may not be aligned to accept a 64-bit value. The method
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107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
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// used has the side-effect of making the returned value a big-endian,
// 64-bit value that is byte aligned.

out->timeout.t._size = sizeof(UINT64);
UINT64_TO_BYTE_ARRAY(authTimeout, out->timeout.t.buffer);

// Compute policy ticket

TicketComputeAuth(TPM_ST_AUTH_SIGNED, EntityGetHierarchy(in->authObject),
authTimeout, &in->cpHashA, &in->policyRef, &entityName,
&out->policyTicket);

}
else
{
// Generate a null ticket.
out->timeout.t.size = O;
// auth ticket is null
out->policyTicket_tag = TPM_ST_AUTH_SIGNED;
out->policyTicket_hierarchy = TPM_RH NULL;
out->policyTicket_digest.t._size = O;
}
refurn TPM_RC_SUCCESS;
}
#endif|// CC_PolicySigned
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24.4 TPM2_PolicySecret

24.4.1 General Description

This command includes a secret-based authorization to a policy. The caller proves knowledge of the
secret value using an authorization session using the authValue associated with authHandle. A password
session, an HMAC session, or a policy session containing TPM2_PolicyAuthValue() or
TPM2_PolicyPassword() will satisfy this requirement.

If a policy session is used and use of the authValue of authHandle is not required, the TPM will return
TPM_RC_MODE.

The segret is the authValue of the entity whose handle is authHandle, which may be any TPM €ntity with
a handle and an associated authValue. This includes the reserved handles, NV Indexes, ‘and|loaded
objects

EXAMPLE Examples of reserved handles are Platform, Storage, and Endorsement.

NOTE 1 The authorization value for a hierarchy cannot be used in this commandhif the hierarchy is disabled.

If the alithorization check fails, then the normal dictionary attack logic is invoked.

If the althorization provided by the authorization session is valid, the.command parameters are dhecked
as spegified in 24.2.2.

nonceTlPM must be present if expiration is non-zero.

When |all validations have succeeded, policySession—paolicyDigest is updated by PolicyUpdate()
(see 24.2.3).

PolicyUpdate(TPM_CC_PolicySecret, authObject—Name, policyRef) (15)

policySession is updated as specified in 24.2.4x:The TPM will optionally produce a ticket as specified
in 24.2)5.

If the sgssion is a trial session, policySessian—policyDigest is updated as if the authorization is valid but
no check is performed.

NOTE 2 If an HMAC is used‘to.convey the authorization, a separate session is needed for the authdrization.
Because the HMAGC in that authorization will include a nonce that prevents replay| of the
authorization, the value of the nonceTPM parameter in this command is limited. It is retained mostly
to provide precessing consistency with TPM2_PolicySigned().
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24.4.2 Command and Response

Table 160 — TPM2_Po

licySecret Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

Tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicySecret
handle for an entity providing the authorization
TPMI_pHENTITY @authHamdte AutTimdex T
Auth Role: USER
. . handle for the policy session being exterided
TPMI_$H_POLICY policySession

Auth Index: None

P

the policy nonce for the session

TPM2B _NONCE nonceTPM .
B This can be the Empty Buffer,
digest of the command.parameters to which this
authorization is limited
TPM2H DIGEST cpHashA This not the cpHash for_ this (_:omrr_land but_the cp Hash
B for the command1o which this policy session will[be
applied. If it isnot limited, the parameter will be the
Empty Buffer-
a refefence to a policy relating to the authorization —
) may be the Empty Buffer
TPM28 _NONCE policyRef NS .
Size is limited to be no larger than the nonce size
supported on the TPM.
time when authorization will expire, measured in
o seconds from the time that nonceTPM was genefated
INT32 Expiration . . . .
If expiration is non-negative, a NULL Ticket is returned.
See 24.2.5.
Table361 — TPM2_PolicySecret Response
Type Name Description
TPM_ST Tag see clause 7
UINT33 responseSize
TPM_RC responseCode
-, ,—sssm—--m-m-__———_——_=——
implementation-specific time value used to indicgte to
TPM2H_TIMEOUT timeout the TPM when the ticket expires; this ticket will uge the
TPMT_ST_AUTH_SECRET structure tag
TPMT_TK_AUTH policy Ticket produced if the command succeeds and expiration in

the command was non-zero. See 24.2.5
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Detailed Actions

#include "InternalRoutines.h"
#include "PolicySecret_fp.h"

#ifdef

TPM_CC_PolicySecret // Conditional expansion of this file

#include "Policy_spt fp.h"

Table 162 — TPM2_PolicySecret Errors

Error Returns Meaning
TRMRECPHASH epHashtorpolicy-was-previeushy-setHoovaluethatshetthe-same
as cpHashA
TRM_RC_EXPIRED expiration indicates a time in the past
TRM_RC_NONCE nonceTPM does not match the nonce associated with policySessio
TRM_RC_SIZE cpHashA is not the size of a digest for the hash assocjated with
policySession
TRM_RC_VALUE input policylD or expiration does not match the internal data in polic
session
TPM_RC|
TPM2_PplicySecret(
PolicySecret_In *in, // IN: input parangter list
PolicySecret_Out *out // OUT: output _farameter list
)
{
TPYM_RC result;
SE$SION *session;
TPY2B_NAME entityName;
UINT32 expiration = (in->expiration < 0)
2 —(in->expiration) : in->expiration;
UINT64 authTimeout{= 0;
// Inplt Validation
//|Get pointer to the sessi{@w structure
session = SessionGet(in->policySession);
//Pnly do input validation if this is not a trial policy session
if(session->attributes.isTrialPolicy == CLEAR)
{
if(expiration 1= 0)
authiMimeout = expiration * 1000 + session->startTime;
result = PolicyParameterChecks(session, authTimeout,
&in->cpHashA, &in->nonceTPM,
Re—PoHeySeeret—honcetPiv;
RC_PolicySecret _cpHashA,
RC_PolicySecret_expiration);
if(result = TPM_RC_SUCCESS)
return result;
¥

// Internal Data Update

//

entityName.t.size = EntityGetName(in->authHandle, &entityName.t.name);

// Update policy context with input policyRef and name of auth key
// This value is computed even for trial sessions. Possibly update the

Need the name of the authorizing entity

© ISO/IEC 2015 — All rights reserved
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PolicyContextUpdate(TPM_CC_PolicySecret, &entityName, &in->policyRef,
&in->cpHashA, authTimeout, session);

// Command Output

// Create ticket and timeout buffer if in->expiration < 0 and this is not
// a trial session.
// NOTE: PolicyParameterChecks() makes sure that nonceTPM is present
// when expiration is non-zero.
if( in->expiration < 0
&& session->attributes.isTrialPolicy == CLEAR

)

{ ]
lll CCI T utc tIIIICUUt bufl‘cl - ThC fullllut \Jf uutput t;IIICUUt bufl‘CI ;Q
// TPM-specific.
// Note: can®t do a direct copy because the output buffer is a byte
// array and it may not be aligned to accept a 64-bit value. The method
// used has the side-effect of making the returned value a big-endian,
// 64-bit value that is byte aligned.
out->timeout.t_size = sizeof(UINT64);
UINT64_TO_BYTE_ARRAY(authTimeout, out->timeout.t._buffer);
// Compute policy ticket
TicketComputeAuth(TPM_ST_AUTH_SECRET, EntityGetHierarchy(ig<>authHandle),

authTimeout, &in->cpHashA, &in->policyRef,
&entityName, &out->policyTicket);

else

{
// timeout buffer is null
out->timeout.t.size = O;
// auth ticket is null
out->policyTicket.tag = TPM_ST_AUTH_SEERET;
out->policyTicket_hierarchy = TPM_RHMNULL;
out->policyTicket.digest.t.size = Q;

}

refurn TPM_RC_SUCCESS;

#endif|// CC_PolicySecret
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24,5 TPM2_PolicyTicket

2451

General Description

This command is similar to TPM2_PolicySigned() except that it takes a ticket instead of a signed
authorization. The ticket represents a validated authorization that had an expiration time associated with

It.

The parameters of this command are checked as specified in 24.2.2.

If the checks succeed, the TPM uses the timeout, cpHashA, policyRef, and authName to construct a

DALOR

ticket t
(object

If the
TPM_d
be TPV

policyS

sblatlo l + il £ 1L el $ial + tala _tlo +lo TDM Wil + =
CUTTTHArc witm e vdaiuT T UURTT T T OT UHURTLS TITALUTT, ICTTHIC TV Wi LITatt a TT IVIZD |

Name) using authName and update the context of policySession by PolicyUpdate() (see 24
PolicyUpdate(commandCode, authName, policyRef)

structure tag of ticket is TPM_ST _AUTH_SECRET, then commandCode
C_PolicySecret. If the structure tag of ticket is TPM_ST_AUTH_SIGNED, théefmncommandC
_CC_PolicySligned.

Eession is updated as specified in 24.2.4.

 NAME
2.3).

(16)

vill  be
bde will
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24.5.2 Command and Response

Table 163 — TPM2_PolicyTicket Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyTicket

. . handle for the policy session being extended
TPMI_$H_POLICY policySession

Auth Index: None

time when authorization will expire

TPM2B_TIMEOUT timeout The contents are TPM specific. This)shall be the yalue
returned when ticket was produced:

digest of the command parameters to which this
authorization is limited

TPM2B DIGEST cpHashA . - .
If it is not limited, the parameter will be the Empty
Buffer.
. reference to a qualifier for the policy — may be th¢
TPM2B_NONCE policyRef Empty Buffer
TPM2B_NAME authName name of thie object that provided the authorizatiof
TPMT ITK AUTH ticket an authorization ticket returned by the TPM in regponse

toaTPM2_PolicySigned() or TPM2_PolicySecre}()

Table 164 — TPM2(PolicyTicket Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "PolicyTicket_fp.h"

#ifdef

TPM_CC_PolicyTicket // Conditional expansion of this file

#include "Policy_spt fp.h"

Table 165 — TPM2_PolicyTicket Errors

Error Returns Meaning
TRMRECPHASH peheys-epHash-was-previoushy-setHoathiferentvatrte————
TRM_RC_EXPIRED timeout value in the ticket is in the past and the ticket has expired
TRM_RC_SIZE timeout or cpHash has invalid size for the
TRM_RC_TICKET ticket is not valid
TPM_RC
TPM2_PplicyTicket(
PolicyTicket_In *in // IN: input parameter list
)
{
TPY_RC result;
SE$SION *session;
UINT64 timeout;
TPYT_TK_AUTH ticketToCompare;
TPY _CC commandCode = TPM_CC_PohicySecret;
// Inpjt Validation
//|Get pointer to the session structure
segsion = SessionGet(in->policySession);
//|NOTE: A trial policy session is gt allowed to use this command.
//|A ticket is used in place of g previously given authorization. Since
//|a trial policy doesn"t actually authenticate, the validated
//|ticket is not necessary aAddsy in place of using a ticket, one
//|should use the intended\atrthorization for which the ticket
//|would be a substitute.
if(session->attributes_isTrialPolicy)
return TPM_RCS_ATFRIBUTES + RC_PolicyTicket policySession;
//|Restore timeout/data. The format of timeout buffer is TPM-specific.
//|1In this impdg€ventation, we simply copy the value of timeout to the
//|buffer.
if(in->timeout.t.size = sizeof(UINT64))
return*TPM_RC_SIZE + RC_PolicyTicket_timeout;
tipeout_= BYTE_ARRAY_TO_UINT64(in->timeout.t.buffer);
// D0 the normat Checks onm the cpHasnA and TImeout Values
result = PolicyParameterChecks(session, timeout,
&in->cpHashA, NULL,
0, // no bad nonce return
RC_PolicyTicket cpHashA,
RC_PolicyTicket _timeout);
if(result = TPM_RC_SUCCESS)
return result;
// Validate Ticket
// Re-generate policy ticket by input parameters
TicketComputeAuth(in->ticket.tag, in->ticket_hierarchy, timeout, &in->cpHashA,
&in->policyRef, &in->authName, &ticketToCompare);
© ISO/IEC 2015 — All rights reserved

253


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

// Compare generated digest with input ticket digest

iT(IMemory2BEqual (&in->ticket.digest._b, &ticketToCompare.digest.b))

return TPM_RC_TICKET + RC_PolicyTicket ticket;

// Internal Data Update

// 1s this ticket to take the place of a TPM2_PolicySigned() or

//

a TPM2_PolicySecret()?

if(in->ticket.tag == TPM_ST_AUTH_SIGNED)

commandCode = TPM_CC_PolicySigned;

else if(in->ticket.tag == TPM_ST_AUTH_SECRET)

commandCode = TPM_CC_PolicySecret;

el

//
Po

rei

b
#endif

T

// There could only be two possible tag values.

// be caught by the ticket validation process.
pAssert(FALSE) ;

Update policy context

icyContextUpdate(commandCode, &in->authName, &in->policyRef,
&in->cpHashA, timeout, session);

furn TPM_RC_SUCCESS;

// CC_PolicyTicket

Any other value should
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24.6 TPM2_PolicyOR

24.6.1 General Description

This command allows options in authorizations without requiring that the TPM evaluate all of the options.
If a policy may be satisfied by different sets of conditions, the TPM need only evaluate one set that
satisfies the policy. This command will indicate that one of the required sets of conditions has been
satisfied.

PolicySession—policyDigest is compared against the list of provided values. If the current
policySession—policyDigest does not match any value in the list, the TPM shall return TPM_RC VALUE.
Otherwyse, it will replace policySession—policyDigest with the digest of the concatenation ofzall of the
digests|and return TPM_RC_SUCCESS.

If policySession is a trial session, the TPM will assume that policySession—policyDigest, matcheq one of
the list pntries and compute the new value of policyDigest.

The aldorithm for computing the new value for policyDigest of policySession is:
a) Copcatenate all the digest values in pHashList:
digests '= pHashList.digests[1].buffer || ... || pHashList.digests[n].buffer a7

NOTE 1 The TPM will not return an error if the size of an entry/is,n0t the same as the size of the digest
of the policy. However, that entry cannot match policyRigest.

b) Reset policyDigest to a Zero Digest.
¢) Extend the command code and the hashes computed in step a) above:

policyDigestaew == Hpolicyaig(policyDigeston’|| TPM_CC_PolicyOR || digests) (18)

NOTE 2 The computation in b) and c) aboeve'is equivalent to:
policyDigestnew := Hpoliyaig(0...0 || TPM_CC_PolicyOR || digests)

A TPMishall support a list with at least eight tagged digest values.

NOTE 3 If policies are to be portable between TPMs, then they ought to not use more than eight valugs.
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24.6.2 Command and Response

Table 166 — TPM2_PolicyOR Command

Type Name Description
TPM_ST_SESSIONS if an audit session is present;
TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyOR.

TPMI_$H_POLICY

policySession

handle forthe naolicvsession-beina-extended
14 Y )

Auth Index: None

TPML_PIGEST pHashList the list of hashes to check for a match
Table 167 — TPM2_PolicyOR Response
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
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24.6.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyOR_fp.h"

#ifdef TPM_CC PolicyOR // Conditional expansion of this fTile
#include "Policy_spt fp.h"

Table 168 — TPM2_PolicyOR Errors

varoC-OTponty orgestTo

Error Returns Meaning
TRMREAEDE re-digestrpHashbist-matehedthe-correntvalue-otpolicyBigestie
policySession
TPM_RC
TPM2_PplicyOR(
PolicyOR_In *in // IN: input parameter list
)
{ _
SE$SION *session;
UIIT32 i;
// Inplt Validation and Update

//|Get pointer to the session structure
session = SessionGet(in->policySession);

//|Compare and Update Internal Session policy ifAhgtch
for(i = 0; i1 < in->pHashList.count; i++)

if( session->attributes.isTrialPolicy == SET
Il (Memory2BEqual (&session->u2.poMeyDigest.b,
&in->pHashList digests[i].b))
)

// Found a match
HASH_STATE hashState;
TPM_CC commandCode = TPM_CC_PolicyOR;

{

// Start hash

&hashState) ;
// Set poligcyDigest to O string and add it to hash
MemorySet(session->u2.policyDigest.t._buffer, 0,
session->u2.policyDigest.t.size);
CryptUpdateDigest2B(&hashState, &session->u2_policyDigest.b);

¥/>add command code
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

session->u2.palicyDigest.t.size = CryptStartHash(session->authHashAlg,

77Add—eachofthetashes T the—tst
for(i = 0; i < in->pHashList.count; i++)
// Extend policyDigest

CryptUpdateDigest2B(&hashState, &in->pHashList.digests[i].b);

}
// Complete digest

CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);
return TPM_RC_SUCCESS;
3
3

// None of the values in the list matched the current policyDigest
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return TPM_RC_VALUE + RC_PolicyOR_pHashList;

#endif // CC _PolicyOR
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24.7 TPM2_PolicyPCR

24.7.1 General Description

This command is used to cause conditional gating of a policy based on PCR. This command together
with TPM2_PolicyOR() allows one group of authorizations to occur when PCR are in one state and a
different set of authorizations when the PCR are in a different state. If this command is used for a trial
policySession, policySession—policyDigest will be updated using the values from the command rather
than the values from digest of the TPM PCR.

The TPM will modify the pcrs parameter so that bits that correspond to unimplemented PCR are CLEAR.
If policySession is not a trial policy session, the TPM will use the modified value of pcrs to select PCR
values fo hash according to ISO/IEC 11889-1, clause 17.5, “Selecting Multiple PCR”. The hash.algorithm
of the policy session is used to compute a digest (digestTPM) of the selected PCR. If pcrDigest dpes not
have allength of zero, then it is compared to digestTPM; and if the values do not matchy the TPM shall
return TPM_RC_VALUE and make no change to policySession—policyDigest. If thewalues mat¢h, or if
the length of pcrDigest is zero, then policySession—policyDigest is extended by:

policyDigestiew = Hpolicyaig(policyDigesto || TPM_CC_PolicyPCR ||.pcrs || digestTPM) (19)

where
pcrs the pcrs parameter with bits\corresponding to unimplemented
PCR setto 0
digestTPM the digest of the selected PCR using the hash algorithnp of the
policy session
NOTE 1 If the caller provides the expected PCR valug; the intention is that the policy evaluation stop at that

point if the PCR do not match. If the caller does not provide the expected PCR value, then the
validity of the settings will not be .defermined until an attempt is made to use the pplicy for
authorization. If the policy is constructed such that the PCR check comes before user authprization
checks, this early termination woule allow software to avoid unnecessary prompts for userfinput to
satisfy a policy that would fail later due to incorrect PCR values.

After this command completes successfully, the TPM shall return TPM_RC_PCR_CHANGED if the policy
sessior] is used for authorization and-the PCR are not known to be correct.

The TPM uses a “generation” \number (pcrUpdateCounter) that is incremented each time PCR are
updatedl (unless the PCR being changed is specified not to cause a change to this counter). The yalue of
this counter is stored ip~the policy session context (policySession—pcrUpdateCounter) when this
command is executed/When the policy is used for authorization, the current value of the colinter is
compaled to the value.in the policy session context and the authorization will fail if the values are|not the
same.

When this cammand is executed, policySession—pcrUpdateCounter is checked to see if it hgs been
previously,sety(in the reference implementation, it has a value of zero if not previously set). If it hgs been
set, it Willkbe compared with the current value of pcrUpdateCounter to determine if any PCR changes
have octurred. 1 the vaiues are different, the TPMShali Teturn TPVM_RC_PCR_CHANGED:.

NOTE 2 Since the pcrUpdateCounter is updated if any PCR is extended (except those specified not to do so),
this means that the command will fail even if a PCR not specified in the policy is updated. This is an
optimization for the purposes of conserving internal TPM memory. This would be a rare occurrence.
In addition, if this should occur, the policy could be reset using the TPM2_PolicyRestart command
and rerun.

If policySession—pcrUpdateCounter has not been set, then it is set to the current value of
pcrUpdateCounter.

If policySession is a trial policy session, the TPM will not check any PCR and will compute:
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policyDigestiew = Hpolicyaig(policyDigesto || TPM_CC_PolicyPCR || pcrs || pcrDigest) (20)

In this computation, pcrs is the input parameter without modification.

NOTE 3 The pcrs parameter is expected to match the configuration of the TPM for which the policy is being
computed which might not be the same as the TPM on which the trial policy is being computed.

NOTE 4 Although no PCR are checked in a trial policy session, pcrDigest is expected to correspond to some
useful PCR values. It is legal, but pointless, to have the TPM aid in calculating a policyDigest
corresponding to PCR values that are not useful in practice.
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Table 169 — TPM2_PolicyPCR Command
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Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyPCR

TPMI_$H_POLICY

TPM2B _DIGEST

policySession

pcrDigest

handle forthe naolicvsession-beina-extended
14 Y )

Auth Index: None

expected digest value of the selected PCR using|the
hash algorithm of the session; may be zero length

TPML_PCR_SELECTION

pcrs

the PCR to include in the check digest

Table 170 — TPM2_PolicyPCR Response

Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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24.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyPCR_fp.h"
#ifdef TPM_CC PolicyPCR // Conditional expansion of this file

Table 171 — TPM2_PolicyPCR Errors

Error Returns Meaning

TPM_RC_VALUE

TRPM_RC_PCR_CHANGED a previous TPM2_PolicyPCR() set pcrCounter and it has changed
TPM_RC
TPM2_PplicyPCR(
PolicyPCR_In *in // IN: input parameter list
)
{
SE$SION *session;
TPY2B_DIGEST pcrDigest;
BYTE pcrs[sizeof(TPML_PCR_SELECTION)];
UINT32 pcrSize;
BYTE *puffer;
TPY _CC commandCode = TPM_CC_PolicyPCR;
HA$H_ STATE hashState;

// Inplt Validation

//
se

//
if

Get pointer to the session structure
Esion = SessionGet(in->policySession);

Do validation for non trial session
[session->attributes. isTrialPolicy == CLEAR)

// Make sure that this is not-going to invalidate a previous PCR check
if(session->pcrCounter != 0.&& session->pcrCounter != gr.pcrCounter)
return TPM_RC_PCR_CHANGED;

// Compute current PQR ydigest
PCRComputeCurrentDigest(session->authHashAlg, &in->pcrs, &pcrDigest);

// If the callér)specified the PCR digest and it does not
// match the (cyrrent PCR settings, return an error..
iT(in->pcrDigest.t._size = 0)

i f}("Memory2BEqual (&in->pcrDigest.b, &pcrDigest.b))
return TPM_RC_VALUE + RC_PolicyPCR_pcrDigest;
ks

o

// For trial session, just use the input PCR digest
pcrDigest = in->pcrDigest;

// Internal Data Update

262

//
//
//
//

Update policy hash

policyDigestnew = hash(  policyDigestold || TPM_CC PolicyPCR
Il pcrs || pcrDigest)

Start hash

CryptStartHash(session->authHashAlg, &hashState);

//

add old digest
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CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

//

add commandCode

CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

//

add PCRS

buffer = pcrs;
pcrSize = TPML_PCR_SELECTION_Marshal (&in->pcrs, &buffer, NULL);
CryptUpdateDigest(&hashState, pcrSize, pcrs);

//

add PCR digest

CryptUpdateDigest2B(&hashState, &pcrDigest.b);

//
Cry

//
if
{
}
rei

b
#endif

Lod 2l . ™ &l =l L&
compreTe—ontTiaSiT arnor get oric ToSurT eSS

ptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

update pcrCounter in session context for non trial session
[session->attributes. isTrialPolicy == CLEAR)

session->pcrCounter = gr.pcrCounter;

furn TPM_RC_SUCCESS;

// CC_PolicyPCR
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24.8 TPM2_PolicyLocality

24.8.1 General Description

This command indicates that the authorization will be limited to a specific locality.

policySession—commandLocality is a parameter kept in the session context. When the policy session is
started, this parameter is initialized to a value that allows the policy to apply to any locality.

If locality has a value greater than 31, then an extended locality is indicated. For an extended locality, the
TPM will validate that policySession—commandLocality has not previously been set or that the current

I L. o H Ll Lt H +lo 1 Lt LEDMAA Do AN
value PonCySeSSton—commantroCantytSthe—SameasToCarty (T vi_CT_RANOTLT)T

When Ipcality is not an extended locality, the TPM will validate that the policySession—command|.ocality
is not get to an extended locality value (TPM_RC_RANGE). If not the TPM will disable any-locality not
SET in|the locality parameter. If the result of disabling localities results in no locality béing enabled, the
TPM wlll return TPM_RC_RANGE.

If no erfor occurred in the validation of locality, policySession—policyDigest is extended with
policyDigestiew = Hpolicyag(policyDigesto || TPM_CC_PolicyLocality || locality) (21)

Then policySession—commandLocality is updated to indicate which_localities are still allowgd after
executipn of TPM2_PolicyLocality().

When the policy session is used to authorize a command, the authorization will fail if the locality ysed for
the compmand is not one of the enabled localities in policySessjon~commandLocality.
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Table 172 — TPM2_PolicyLocality Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;

otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyLocality

. . handle for the policy session being extended
TPMI_$H_POLICY policySession

Auth Index: None

TPMA_|LOCALITY

locality

the allowed localities for the policy

Table 173 — TPM2_PolicyLocality Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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24.8.3

Detailed Actions

#include "InternalRoutines.h"
#include "PolicylLocality_fp.h"

#ifdef

Limit a

TPM_CC PolicyLocality // Conditional expansion of this file
policy to a specific locality

Table 174 — TPM2_PolicyLocality Errors

Error Returns Meaning

TH

M_RC_RANGE all the locality values selected by locality have been disabled by
previous TPM2_PolicyLocality() calls.

TPM_RC

TPM2_PplicyLocality(
PolicyLocality In *in // IN: input parameter list
)

{
SE$SION *session;
BYTE marshalBuffer[sizeof(TPMA_LOCALITY)];
BYTE prevSetting[sizeof(TPMA_LOCALITY)];
UINT32 marshalSize;
BYiE *buffer;
TPY _CC commandCode = TPM_CC_PolicyLocality;
HA$H_ STATE hashState;

// Inpyit Validation

//
SEs

//
bu
ma

//
if

//
buf

Get pointer to the session structure
Esion = SessionGet(in->policySession);

Get new locality setting in canqnacal form
ffer = marshalBuffer;
rshalSize = TPMA_LOCALITY_Marshal (&in->locality, &buffer, NULL);

Its an error if the local@ty parameter is zero
(marshalBuffer[0] == 0)
return TPM_RC_RANGE, +-RC_PolicyLocality locality;

Get existing logalNty setting in canonical form
fFfer = prevSetting;

TPYA_LOCALITY_Marshal (&session->commandLocality, &buffer, NULL);

//

iT(

IT the lQeality has previously been set

prevSetting[0] '= 0
// sthen the current locality setting and the requested have to be the same
4/ eype (that is, either both normal or both extended

&& ((prevSetting[0] < 32) != (marshalBuffer[0] < 32)))

//

return TPM_RC_RANGE + RC_PolicylLocality_locality;

See if the input is a regular or extended locality

if(marshalBuffer[0] < 32)

{

266

// iT there was no previous setting, start with all normal localities
// enabled
if(prevSetting[0] == 0)

prevSetting[0] = Ox1F;

// AND the new setting with the previous setting and store it in prevSetting
prevSetting[0] &= marshalBuffer[0];
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// The result setting can not be 0
if(prevSetting[0] == 0)
return TPM_RC_RANGE + RC_PolicylLocality locality;

}
else
{
// for extended locality
// if the locality has already been set, then it must match the
if(prevSetting[0] '= 0 && prevSetting[0] !'= marshalBuffer[0])
return TPM_RC_RANGE + RC_PolicylLocality_locality;
// Setting is OK
prevSetting[0] = marshalBuffer[0];
}
// Int¢rnal Data Update
//|Update policy hash
//|policyDigestnew = hash(policyDigestold || TPM_CC_PolicyLocality || tgsality)
//|Start hash
CryptStartHash(session->authHashAlg, &hashState);
//]add old digest
CryptUpdateDigest2B(&hashState, &session->u2._policyDigest.b),
//|add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);
//|add input locality
CryptUpdateDigest(&hashState, marshalSize, marshalBuffer);
//|complete the digest
CryptCompleteHash2B(&hashState, &session->y2.policyDigest.b);
//|update session locality by unmarshal, Function. The function must succeed
//|because both input and existing, loCality setting have been validated.
buffer = prevSetting;
TPYA_LOCALITY_Unmarshal (&session=>commandLocality, &buffer,
(INT32 *) &marshalSize);
refurn TPM_RC_SUCCESS;
3
#endif|// CC_PolicylLocal ity
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24.9 TPM2_PolicyNV

24.9.1 General Description

This command is used to cause conditional gating of a policy based on the contents of an NV Index. Itis
an immediate assertion. The NV index is validated during the TPM2_PolicyNV() command, not when the
session is used for authorization.

If policySession is a trial policy session, the TPM will update policySession—policyDigest as shown in
equations (22) and (23) below and return TPM_RC_SUCCESS. It will not perform any validation. The
remainder of this general description would apply only if policySession is not a trial policy session.

An authorization session providing authorization to read the NV Index shall be provided.

NOTE If read access is controlled by policy, the policy ought to include a branch_that authprizes a
TPM2_PolicyNV().

If TPMA_NV_WRITTEN is not SET in the NV Index, the TPM shall return TPM_RCONV_UNINITIALIZED.

The THM will validate that the size of operandB plus offset is not greater than the size of the NV Index. If
it is, the TPM shall return TPM_RC_SIZE.

operanflA begins at offest into the NV index contents and has a size equal to the size of operandB. The
TPM wjll perform the indicated arithmetic check using operandA and-gperandB. . If the check fails, the
TPM shall return TPM_RC_POLICY and not change policySessioh—policyDigest. If the check sugceeds,
the TPM will hash the arguments:

args = Hpaiicyaig(operandB.buffer-|offset || operation) (22)
where
Hyoticyaig() hash function using the algorithm of the policy session
operandB the value used for the comparison
offset offset’from the start of the NV Index data to start the comparison
operation the operation parameter indicating the comparison| being
performed

The value of args and the Name of the NV Index are extended to policySession—policyDigest by

bolicyDigestnew :="Hoiicyaig(policyDigest,ia || TPM_CC_PolicyNV || args || nvindex—Name] (23)

where
Hpolicyaig() hash function using the algorithm of the policy session
args value computed in equation (22)
nvindex—Name the Name of the NV Index

The signed arithmetic operations are performed using twos-compliment.

Magnitude comparisons assume that the octet at offset zero in the referenced NV location and in
operandB contain the most significant octet of the data.
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24.9.2 Command and Response

Table 175 — TPM2_PolicyNV Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PolicyNV

handle indicating the source of the authorization value
TPMI_RH_NV_AUTH @authHandle Auth Index: 1
Auth Role: USER

the NV Index of the area to read

TPMI_RH_NV_INDEX nvindex
Auth Index: None

handle for the policy session beifngextended

Auth Index: None
= |

TPMI_$H_POLICY policySession

TPM2B_OPERAND operandB the second operand
UINT14 offset the offset in the NV Index for the start of operand|A
TPM_HO operation the comparison 10 make

Table 176 — TPM2_PolicyNVyResponse

Type Name Déscription
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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24.9.3

Detailed Actions

#include "InternalRoutines.h"
#include "PolicyNV_fp.h"

#ifdef

TPM_CC_PolicyNV // Conditional expansion of this file

#include "Policy_spt fp.h"
#include "NV_spt _fp.h" // Include NV support routine for read access check

Table 177 — TPM2_PolicyNV Errors

Er

ror Returns Meaning

TH

M_RC_AUTH_TYPE NV index authorization type is not correct

TH

M_RC_NV_LOCKED NV index read locked

TH

M_RC_NV_UNINITIALIZED the NV index has not been initialized

TH

M_RC_POLICY the comparison to the NV contents failed

TH

M_RC_SIZE the size of nvindex data starting at offset is less,than the size of
operandB

TPM_RC
TPM2_P|
Po

)

blicyNV(
icyNV_In *in // IN: input parameter (ist

TPY_RC result;

SE
NV

ES1ON *session;
| INDEX nvindex;

BYTE nvBuffer[sizeof(in->opexandB.t.buffer)];

TPY2B NAME nvName;

TPY _CC commandCode = TPM_CC: PolicyNV;
HA$H_STATE hashState;

TPY2B_DIGEST argHash;

// Inp

//
Nv(

//
S€s

//
it
{

t Validation

Get NV index informatioq
betIndexInfo(in->nvindex,) &nvindex) ;

Get pointer to thegession structure
Esion = SessionGet(in->policySession);

T this is g trial policy, skip all validations and the operation
[session->attributes. isTrialPolicy == CLEAR)

// N¥-R€ad access check. NV index should be allowed for read. A
//(TPM_RC_AUTH_TYPE or TPM_RC _NV_LOCKED error may be return at this

270

J{ /oint

if(result = TPM_RC_SUCCESS) return result;

// Valid NV data size should not be smaller than input operandB size

if((nvindex.publicArea.dataSize - in->offset) < in->operandB.t.size)
return TPM_RC_SIZE + RC_PolicyNV_operandB;

// Arithmetic Comparison

// Get NV data. The size of NV data equals the input operand B size

NvGetlIndexData(in->nvindex, &nvindex, in->offset,
in—>operandB.t.size, nvBuffer);
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switch(in->operation)
{
case TPM_EO EQ:
// compare A = B
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer) = 0)
return TPM_RC_POLICY;
break;
case TPM_EO NEQ:
// compare A '= B
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer) == 0)
return TPM_RC_POLICY;
case TPM_EO _SIGNED GT:
// compare A > B signed
if(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer) <=0)
return TPM_RC_POLICY;
break;
case TPM_EO _UNSIGNED_GT:
// compare A > B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t:buffer) <= 0)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED_LT:
// compare A < B signed
iT(CryptCompareSigned(in->operandB.t.size, “nvBuffer,
in->operandB.t.size, i#n->operandB.t.buffer) >= 0)
return TPM_RC_POLICY;
break;
case TPM_EO_UNSIGNED_LT:
// compare A < B unsigned
iT(CryptCompare(in->operandB{t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer) >= 0)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED GE:
// compare A >= B signed
iT(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer) < 0)
return TPMZRC_POLICY;
break;
case TPM_EO~UNSIGNED_GE:
// compare A >= B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer) < 0)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED LE:
// compare A <= B signed
iT(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer) > 0)
return TPM_RC_POLICY;
break;
case TPM_EO UNSIGNED_LE:
// compare A <= B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer) > 0)
return TPM_RC_POLICY;
break;
case TPM_EO BITSET:
// All bits SET in B are SET in A. ((A&B)=B)

UINT32 i;
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113 for (i = 0; 1 < in->operandB.t.size; i++)

114 if((nvBuffer[i] & in->operandB.t.buffer[i])
115 I= in->operandB.t.buffer[i])

116 return TPM_RC_POLICY;

117 }

118 break;

119 case TPM_EO BITCLEAR:

120 // All bits SET in B are CLEAR in A. ((A&B)=0)
121 {

122 UINT32 i;

123 for (i = 0; i < in->operandB.t.size; i++)

124 if((nvBuffer[i] & in->operandB.t_buffer[i]) != 0)
125 return TPM_RC_POLICY;

126 +

127 break;

128 default:

129 pAssert(FALSE);

130 break;

131 }

132 3}

133

134 // Int¢rnal Data Update

135

136 //|Start argument hash

137 argHash._t_size = CryptStartHash(session->authHashAlg, &hashState);
138

139 //| add operandB

140 CryptUpdateDigest2B(&hashState, &in->operandB.b);

141

142 //| add offset

143 CryptUpdateDigestInt(&hashState, sizeof(UINT16) ¢ &ih->o0ffset);
144

145 //| add operation

146 CryptUpdateDigestint(&hashState, sizeof(TPM.EO), &in->operation);
147

148 //| complete argument digest

149 CryptCompleteHash2B(&hashState, &argHash.b);

150

151 //|Update policyDigest

152 //| Start digest

153 CryptStartHash(session->authHashAlg, &hashState);

154

155 //| add old digest

156 CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);
157

158 //| add commandCode

159 CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);
160

161 //| add argepent digest

162 CryptUpdateDigest2B(&hashState, &argHash.b);

163

164 //|AdOing nvName

165 nvijame. t.size = EntityGetName(in->nvindex, &nvName.t.name);
166 CryptUpdateDigest2B(&hashState, &nvName.b);

167

168 // complete the digest

169 CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);
170

171 return TPM_RC_SUCCESS;

172

3
173 #endif // CC_PolicyNV
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24.10 TPM2_PolicyCounterTimer

24.10.1 General Description

This command is used to cause conditional gating of a policy based on the contents of the
TPMS_TIME_INFO structure.

If policySession is a trial policy session, the TPM will update policySession—policyDigest as shown in
equations (24) and (25) below and return TPM_RC_SUCCESS. It will not perform any validation. The
remainder of this general description would apply only if policySession is not a trial policy session.

The TRM erformthe—tdieated—= reticerecKk o tre—meorcatetpotrtromot—tne PSS — :_INFO
structufe. If the check fails, the TPM shall return TPM_RC_POLICY and notOlchange
policySession—policyDigest. If the check succeeds, the TPM will hash the arguments:
args = Hyaicyaig(operandB.buffer || offset || operation) (24)

where

Hpoticyaig() hash function using the algorithm of the\policy session

operandB.buffer the value used for the comparison

offset offset from the start of the TPMS* TIME_INFO structure gt which

the comparison starts
operation the operation parameter indicating the comparison| being

performed

The value of args is extended to policySession—policyDigest by

policyDigestiew == Hpolicyaig(policyDigestsiw|| TPM_CC_PolicyCounterTimer || args) (25)
where
Hpoticyaig() hash function using the algorithm of the policy session
args value computed in equation (24)

The signed arithmetic operations/are performed using twos-compliment. The indicated portior] of the
TPMS [TIME_INFO structurébégins at offset and has a length of operandB.size. If the octets to be
compalted overflows the TPMS_TIME_INFO structure, the TPM returns TPM_RC_RANGE. The sjructure
is marghaled into its canaonical form with no padding. The TPM does not check for alignment of the offset
with a TPMS_TIME<INFO structure member.

Magnitilde comparisons assume that the octet at offset zero in the referenced location and in opgerandB
contain|the maest significant octet of the data.
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24.10.2 Command and Response

Table 178 — TPM2_PolicyCounterTimer Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or decrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_PolicyCounterTimer

TPMI_$H_POLICY

policySession

handle for the policy session being extended
Auth Index: None

TPM2B_OPERAND operandB the second operand
UINT1d offset the offset in TPMS_TIME_INFO structure for the [start of
operand A
TPM_HO operation the comparison to make
Table 179 — TPM2_PolicyCounterTimer Respense
Type Name Description
TPM_ST tag see clause 7
UINT33 responseSize
TPM_RC responseCode
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24.10.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyCounterTimer_fp.h"

ISO/IEC 11889-3:2015(E)

#ifdef TPM_CC PolicyCounterTimer // Conditional expansion of this file

#include "Policy_spt fp.h"

Table 180 — TPM2_PolicyCounterTimer Errors

Error Returns Meaning
TRMREROHCY the-comparisen-oi-theselectedporten-otHhe FRMS—TFHAEINFO-with
operandB failed
TRM_RC_RANGE offset + size exceed size of TPMS_TIME_INFO structure
TPM_RC
TPM2_PplicyCounterTimer(
PolicyCounterTimer_In  *in // IN: input parameter list
)
{
TPYM RC result;
SE$SION *session;
TIYE_INFO infoData; // data buffer of TRESTIME_INFO
TPY CC commandCode = TPM_CC_PolicyCountekT IneEr ;
HA$H STATE hashState;
TPY2B_DIGEST argHash;
// Inpjt Validation
//| 1T the command is going to use any part of“the counter or timer, need
//|to verify that time is advancing.
//|The time and clock vales are the Tirst two 64-bit values in the clock
if(in—>offset < <K>sizeof(UINT64) + sizeof(UINT64))
{
// Using Clock or Time so see W clock is running. Clock doesn®t run while
// NV is unavailable.
// TPM_RC_NV_UNAVAILABLE «gr. TPM_RC_NV_RATE error may be returned here.
result = NvisAvailable()}
if(result = TPM_RC_SUGCESS)
return result;
}
//|CGet pointer to thg&“session structure
segsion = SessionGet(in->policySession);
//|T this igaNtrial policy, skip all validations and the operation
if(session~>attributes.isTrialPolicy == CLEAR)
{
//(Get time data info. The size of time info data equals the input
£/ Operand B size. A TPM_RC_RANGE error may be returned at this point
result = TimnﬁnfDnngn(in_>nfonf’ in_>npnrnndR t ci7n’ Rinfnnnfn);
if(result '= TPM_RC_SUCCESS) return result;
// Arithmetic Comparison
switch(in->operation)
{
case TPM_EO EQ:
// compare A = B
iT(CryptCompare(in->operandB.t.size, infoData,
in->operandB.t.size, in->operandB.t.buffer) != 0)
return TPM_RC_POLICY;
break;
case TPM_EO _NEQ:
// compare A 1= B
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53 iT(CryptCompare(in->operandB.t.size, infoData,

54 in—>operandB.t.size, in->operandB.t.buffer) == 0)
55 return TPM_RC_POLICY;

56 break;

57 case TPM_EO_SIGNED_GT:

58 // compare A > B signed

59 iT(CryptCompareSigned(in->operandB.t.size, infoData,

60 in->operandB.t.size, in->operandB.t.buffer) <= 0)
61 return TPM_RC_POLICY;

62 break;

63 case TPM_EO UNSIGNED GT:

64 // compare A > B unsigned

65 iT(CryptCompare(in->operandB.t.size, infoData,

66 ;II Upclullds.t.o;l_c, ;II upc-u--dD.t.buﬁeﬁ—éE—G)—
67 return TPM_RC_POLICY;

63 break;

69 case TPM_EO SIGNED LT:

70 // compare A < B signed

71 if(CryptCompareSigned(in->operandB.t.size, infoData,

72 in->operandB.t.size, in->operandB.t.buffer)/>= 0)
73 return TPM_RC_POLICY;

74 break;

75 case TPM_EO_UNSIGNED_LT:

76 // compare A < B unsigned

77 iT(CryptCompare(in->operandB.t.size, infoData,

78 in->operandB.t.size, in->operandB.t.buffer) >= 0)
79 return TPM_RC_POLICY;

80 break;

81 case TPM_EO_SIGNED_GE:

82 // compare A >= B signed

83 iT(CryptCompareSigned(in->operandB.t.size, infoData,

84 in->operandB.t.size, 'in->operandB.t._buffer) < 0)
85 return TPM_RC_POLICY;

86 break;

87 case TPM_EO_UNSIGNED_GE:

88 // compare A >= B unsigned

89 iT(CryptCompare(in->operandB.t.size, infoData,

20 in—>operandB.t.size, in->operandB.t.buffer) < 0)
91 return TPM_RC_POLICY;

92 break;

93 case TPM_EO_SIGNED_.LE:

94 // compare A <=\B signed

95 iT(CryptCompareSigned(in->operandB.t.size, infoData,

96 in->operandB.t.size, in->operandB.t._buffer) > 0)
97 retocn” TPM_RC_POLICY;

98 breal;

99 case TPM _EO UNSIGNED_LE:

100 LINeOmpare A <= B unsigned

101 iLF(CryptCompare(in->operandB.t.size, infoData,

102 in—>operandB.t.size, in->operandB.t.buffer) > 0)
103 return TPM_RC_POLICY;

104 break;

105 case TPM_EO BITSET:

106 // All bits SET in B are SET in A. ((A&B)=B)

107 {

108 UINT32 i;

109 for (i = 0; 1 < in->operandB.t.size; i++)

110 if( (infoData[i] & in->operandB.t.buffer[i])

111 1= in->operandB.t.buffer[i])

112 return TPM_RC_POLICY;

113 }

114 break;

115 case TPM_EO_BITCLEAR:

116 // All bits SET in B are CLEAR in A. ((A&B)=0)

117 {

118 UINT32 i;
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130
131
132
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150
151
152
153
154
155
156
157
158
159
160
161

}
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for (i = 0; 1 < in->operandB.t.size; i++)
if((infoData[i] & in->operandB.t.buffer[i]) != 0)
return TPM_RC _POLICY;
b
break;
default:
pAssert(FALSE) ;
break;

}

// Internal Data Update

// [a¥S 4= o - N =
ocar ¢ ar guniciic. 1 roC oSt

argHash.t.size = CryptStartHash(session->authHashAlg, &hashState);

//
Cry
//
Cry
//
Cry
//
cry

//
//
Cry

//
Cry

//
Cry

//
Cry

//
cry

rel

¥
#endi f

add operandB

/ptUpdateDigest2B(&hashState, &in->operandB.b);
add offset

ptUpdateDigestint(&hashState, sizeof(UINT16), &in->offset);
add operation

/ptUpdateDigestint(&hashState, sizeof(TPM_EO), &in->operation);
complete argument hash

ptCompleteHash2B(&hashState, &argHash.b);

update policyDigest
start hash
/ptStartHash(session->authHashAlg, &hashState);

add old digest
/ptUpdateDigest2B(&hashState, &session->u2.poligybigest.b);

add commandCode
ptUpdateDigestint(&hashState, sizeof(TPMGC), &commandCode);

add argument digest
/ptUpdateDigest2B(&hashState, &argHash.b);

complete the digest
/ptCompleteHash2B(&hashState, &session->u2._policyDigest.b);

furn TPM_RC_SUCCESS;

// CC_PolicyCounterTiner
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24.11 TPM2_PolicyCommandCode

24.11.1 General Description

This command indicates that the authorization will be limited to a specific command code.

If policySession—~commandCode has its default value, then it will be set to code. If
policySession—commandCode does not have its default value, then the TPM will return
TPM_RC_VALUE if the two values are not the same.

If code is not implemented, the TPM will return TPM_RC_POLICY_CC.

If the TPM does not return an error, it will update policySession—policyDigest by

policyDigestiew == Hpolicpaig(policyDigestoa || TPM_CC_PolicyCommandCode || cade) (26)

NOTE 1 If a previous TPM2_PolicyCommandCode() had been executed, then it is probable that tHe policy
expression is improperly formed but the TPM does not return an error.

NOTE 2 A TPM2_PolicyOR() would be used to allow an authorization to be used)formultiple commangs.
When the policy session is used to authorize a command, the TPM{will fail the command if the
commandCode of that command does not match policySession—commandCode.

This command, or TPM2_PolicyDuplicationSelect(), is required to enable the policy to be used for ADMIN
role authorization.

EXAMPIE Before TPM2_Certify() can be executed, TPM2_PolicyCommandCode() with code | set to
TPM_CC_Certify is necessary.
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24.11.2 Command and Response
Table 181 — TPM2_PolicyCommandCode Command
Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS if an audit session is present;

otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyCommandCode
TPMI_ H_POLICY pollcysesslon marmurc 1or uime 'JUIILay QT OoOIUTT UTTI I\d CALCTIUCTU

Auth Index: None

TPM_QC code the allowed commandCode
Table 182 — TPM2_PolicyCommandCode Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode
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24.11.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyCommandCode_fp.h"

#ifdef TPM_CC_PolicyCommandCode // Conditional expansion of this file
Table 183 — TPM2_PolicyCommandCode Errors
Error Returns Meaning
TPM_RC_VALUE commandCode of policySession previously set to a different value
TPM_RC
TPM2_PplicyCommandCode(
PojicyCommandCode_In *in // IN: input parameter list
)
{
SE$SION *session;
TPY_CC commandCode = TPM_CC_PolicyCommandCode;
HA$H_STATE hashState;

// Inplt validation

//
S€s

if

if

Get pointer to the session structure
Esion = SessionGet(in->policySession);

[session->commandCode !'= 0 && session->commandCode! 1= in->code)
return TPM_RC_VALUE + RC_PolicyCommandCode_ceode;
[1CommandIsImplemented(in->code))

return TPM_RC_POLICY_CC + RC_PolicyCommandCode_code;

// Int¢rnal Data Update
//|Update policy hash
//|policyDigestnew = hash(policyDigestodd || TPM_CC_PolicyCommandCode || code)
//| Start hash
CryptStartHash(session->authHashAlg, &hashState);
//| add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);
//| add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);
//| add input comydndCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &in->code);
//| complglte) the hash and get the results
CryptCompfeteHash2B(&hashState, &session->u2._policyDigest.b);
//|uwpdate commandCode value in session context
sesstomr=>commandCode——in=>code;

return TPM_RC_SUCCESS;

s
#endif
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24.12 TPM2_PolicyPhysicalPresence

24.12.1 General Description

This command indicates that physical presence will need to be asserted at the time the authorization is
performed.

If this command is successful, policySession—isPPRequired will be SET to indicate that this check is
required when the policy is used for authorization. Additionally, policySession—policyDigest is extended
with

L: D 4 LI £ L: D 4 Ll g Dok B4 : T hY
PULICYU1YCS tnew ~— MlpolicyAlg\ PULICY DLYESLold || THEVI_UL_FUNLYFTTySILaAlFTTSTTILT ) (27)
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24.12.2 Command and Response
Table 184 — TPM2_PolicyPhysicalPresence Command
Type Name Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_PolicyPhysicalPresence

TPMI_$H_POLICY

policySession

handle for the policy session being extended
Auth Index: None

Table 185 — TPM2_PolicyPhysicalPresence Response
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
282 © ISO/IEC 2015 — All rights reserved
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24.12.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyPhysicalPresence_fp.h"

#ifdef
TPM_RC
TPM2_P

PolicyPhysicalPresence_In  *iIn

TPM_CC_PolicyPhysicalPresence // Conditional expansion of this Tile

olicyPhysicalPresence(
// IN: input parameter list

SESSION *session;
TPY—TC commandCode = TPM_CC_PoticyPhySICatPTESENcCE;

HA!
// Intd

//
Ses

//
/7
//
cry

V4
Cry

//
cry

//
Cry

//
seq

rel

T
#endi f

bH_STATE hashState;
ernal Data Update

Get pointer to the session structure

bsion = SessionGet(in->policySession);

Update policy hash

policyDigestnew = hash(policyDigestold || TPM_CC_PolicyPhysidalPresence)
Start hash

/ptStartHash(session->authHashAlg, &hashState);

add old digest
/ptUpdateDigest2B(&hashState, &session->u2._policyDigest.b);

add commandCode
/ptUpdateDigestint(&hashState, sizeof(TPM_CC) §/&CommandCode) ;

complete the digest
/ptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

update session attribute
Esion->attributes. isPPRequired =.SET;

furn TPM_RC_SUCCESS;

// CC_PolicyPhysicalPregegfige
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24.13 TPM2_PolicyCpHash

24.13.1 General Description

This command is used to allow a policy to be bound to a specific command and command parameters.

TPM2_PolicySigned(), TPM2_PolicySecret(), and TPM2_PolicyTlcket() are designed to allow an
authorizing entity to execute an arbitrary command as the cpHashA parameter of those commands is not
included in policySession—policyDigest. TPM2_PolicyCommandCode() allows the policy to be bound to a
specific Command Code so that only certain entities may authorize specific command codes. This
command allows the policy to be restricted such that an entity may only authorize a command with a
specifid set of parameters.

If policySession—cpHash is already set and not the same as cpHashA, then the TPM ‘shall return
TPM_HC _VALUE. If cpHashA does not have the size of the policySession—policyDigest, the TPM shall
return TPM_RC_SIZE.

If thg cpHashA checks succeed, policySession—cpHash is set Ote’ cpHashA and
policySession—policyDigest is updated with

policyDigestiew = Hpolicyag(policyDigestoa || TPM_CC_PolicyCpHash || cpHashA) (28)
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24.13.2 Command and Response
Table 186 — TPM2_PolicyCpHash Command
Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS if an audit or decrypt session is

present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyCpHash

. . handle for the policy session being extended
TPMI_$H_POLICY policySession

Auth Index: None

TPM2B DIGEST cpHashA the cpHash added to the policy
Table 187 — TPM2_PolicyCpHash Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode
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24.13.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyCpHash_fp.h"

#ifdef TPM_CC PolicyCpHash // Conditional expansion of this file

Table 188 — TPM2_PolicyCpHash Errors

Error Returns

Meaning

TPM_RC_CPHASH

cpHash of policySession has previously been set to a different value

TRM_RC_SIZE cpHashA is not the size of a digest produced by the hash algorithm
associated with policySession
TPM_RC
TPM2_PplicyCpHash(
PolicyCpHash_In *in // IN: input parameter list
)
{
SE$SION *session;
TPM CC commandCode = TPM_CC_PolicyCpHash;

HA$H_STATE hashState;

// Inpjt Validation

//|Get pointer to the session structure
segsion = SessionGet(in->policySession);

//|A new cpHash is given in input parameter, Rut cpHash in session context
//|is not empty, or is not the same as the new cpHash

if( in->cpHashA.t_size 1= 0

&& session->ul.cpHash.t.size =0

&& Memory2BEqual (&in->cpHashA.b,_&session->ul.cpHash.b)

return TPM_RC_CPHASH;

- N\

// Int¢rnal Data Update

//|Update policy (hash

//|policyDigesthew = hash(policyDigestold || TPM_CC_PolicyCpHash || cpHashA)

//| Start hash

CryptStartHash(session->authHashAlg, &hashState);

//| add e1d digest

CryptUpdateDigest2B(&hashState, &session->u2._policyDigest.b);

A valid cpHash must have tlje Same size as session hash digest
[in—->cpHashA.t.size != CryptGetHashDigestSize(session->authHashAlg))
return TPM_RC_SIZE + (RG*PolicyCpHash_cpHashA;

// add commandCode

CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add cpHashA

CryptUpdateDigest2B(&hashState, &in->cpHashA.b);

// complete the digest and get the results
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

// update cpHash in session context
session->ul.cpHash = in->cpHashA;
session->attributes. iscpHashDefined = SET;
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53 return TPM_RC_SUCCESS;
54
55 #endif // CC_PolicyCpHash
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24.14 TPM2_PolicyNameHash

24.14.1 General Description

This command allows a policy to be bound to a specific set of TPM entities without being bound to the
parameters of the command. This is most useful for commands when the referenced PCR requires a

policy.

EXAMPLE 1 Examples of commands when the referenced PCR requires a policy are TPM2_Duplica

TPM2_PCR_Event().

te() and

The na
in the a

EXAMP

If policy
is not
policyS

If this
validati

NOTE 1

The po

NOTE 2

uthorized command.

E2 For the TPM2_Duplicate() command, two handles are provided. One is the handle of th
being duplicated and the other is the handle of the new parent. For that command, nameHag
contain:

nameHash = Hpolicyaig(objectHandle—»Name || newParentHandle— Natie)

Session—cpHash is already set, the TPM shall return TPM_RC_VAILUE. If the size of nan
the size of policySession—policyDigest, the TPM shall returh,/ TPM_RC_SIZE. Oth
ession—cpHash is set to nameHash.

fommand completes successfully, the cpHash of the authorized command will not be u
bn. Only the digest of the Names associated with the handles in the command will be used.

This allows the space normally used to~‘hold policySession—cpHash to be u
policySession—nameHash instead.

icySession—policyDigest will be updated with

policyDigestaew == Hpalicyaig(policyDigestsia || TPM_CC_PolicyNameHash || nameHash)

This command will often be uséd“with TPM2_PolicyAuthorize() where the owner of the objg
duplicated provides approval for their object to be migrated to a specific new parent.

meHash parameter should contain the digest of the Names associated with the handles to.pe used

e object
h would

heHash
erwise,

sed for

sed for

(29)

ct being
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24.14.2 Command and Response

Table 189 — TPM2_PolicyNameHash Command
Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyNameHash
TPM'_ H_POL'CY pollcysesslon marmurc 1or uime 'JUIILay QT OoOIUTT UTTI I\d CALCTIUCTU

Auth Index: None

TPM2B _DIGEST nameHash the digest to be added to the policy
Table 190 — TPM2_PolicyNameHash Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode
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24.14.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyNameHash _fp.h"

#ifdef TPM_CC PolicyNameHash // Conditional expansion of this file
Table 191 — TPM2_PolicyNameHash Errors
Error Returns Meaning
TPM_RC_CPHASH nameHash has been previously set to a different value
TRM_RC_SIZE nameHash is not the size of the digest produced by the hash
algorithm associated with policySession
TPM_RC|
TPM2_PplicyNameHash(
PolicyNameHash_In  *in // IN: input parameter list
)
{ i
SE$SION *session;
TPM CC commandCode = TPM_CC_PolicyNameHash;
HA$H_STATE hashState;

// Inpjt Validation

//
Ses

//
//
if

//
if

// Intq

//
/7
//
cry

//
cn

//
cry

Get pointer to the session structure
Esion = SessionGet(in->policySession);

A new nameHash is given in input parameter \put cpHash in session context
is not empty

[in->nameHash.t.size '= 0 && session->ulicpHash.t.size = 0)

return TPM_RC_CPHASH;

A valid nameHash must have the sgife size as session hash digest
[in—->nameHash.t_.size !'= CryptGetHashDigestSize(session->authHashAlg))
return TPM_RC_SIZE + RC_PobicyNameHash nameHash;

ernal Data Update

Update policy hash

policyDigestnew =cldsh(policyDigestold || TPM_CC_PolicyNameHash || nameHash)
Start hash

/ptStartHash(séssion->authHashAlg, &hashState);

add old digest
ptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

add eommandCode
ptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

//

add nameHash

CryptUpdateDigest2B(&hashState, &in->nameHash.b);

//

complete the digest

CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

//

clear iscpHashDefined bit to indicate now this field contains a nameHash

session->attributes. iscpHashDefined = CLEAR;

//

update nameHash in session context

session->ul.cpHash = in->nameHash;

return TPM_RC_SUCCESS;
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53
54 #endif // CC_PolicyNameHash
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24.15 TPM2_PolicyDuplicationSelect

24.15.1 General Description

This command allows qualification of duplication to allow duplication to a selected new parent.

If this command not used in conjunction with TPM2_PolicyAuthorize(), then only the new parent is

selected.

EXAMPLE When an object is created when the list of allowed duplication targets is known, the policy would be
created with includeObject CLEAR.

NOTE 1 Only the new parent can be selected because, without TPM2_PolicyAuthorize(), the Name of the
Object to be duplicated would need to be known at the time that Object's policy is created. However,
since the Name of the Object includes its policy, the Name is not known.

If used|in conjunction with TPM2_PolicyAuthorize(), then the authorizer of the new policy has the option

of selegting just the new parent or of selecting both the new parent and the duplication’Object..

NOTE 2 If the authorizing entity for an TPM2_PolicyAuthorize() only specifies ‘the new parent, then that
authorization can be applied to the duplication of any number of ether Objects. If the authorizing
entity specifies both a new parent and the duplicated Object, thew the authorization only applies to
that pairing of Object and new parent.

If eithel policySession—cpHash or policySession—nameHash has“been previously set, the TPM shall

return TPM_RC_CPHASH. Otherwise, policySession—nameHash.will be set to:

nameHash = Hpoiicyaig(0bjectName\| )newParentName) (30)

NOTE 3 It is allowed that policySesion—nameHash\anhd policySession—cpHash share the same [memory
space.

The pdlicySession—policyDigest will be updated-according to the setting of includeObject. If gqual to

YES, pplicySession—policyDigest is updatedfy:

policyDigest,ew = Hpoiicai policyDigest,ia || TPM_CC_PolicyDuplicationSelect ||
objegtName || newParentName || includeObject) (32)
If includeObject is NO, policySession—policyDigest is updated by:
policyDigest,ew= Hpoiieyai policyDigest,ia || TPM_CC_PolicyDuplicationSelect ||
newParentName || includeObject) (32)

NOTE 4 policySession—cpHash receives the digest of both Names so that the check perfofmed in
TPM2-Duplicate() can be the same regardless of which Names are included in
policySession—policyDigest. This means that, when TPM2_PolicyDuplicationSelect() is exelcuted, it
is/only valid for a specific pair of duplication object and new parent.

If the command succeeds, policySession—commandCode is set to TPM_CC_Duplicate.

NOTE 5 The normal use of this command is before a TPM2_PolicyAuthorize(). An authorized entity would
approve a policyDigest that allowed duplication to a specific new parent. The authorizing entity
might want to limit the authorization so that the approval allows only a specific object to be
duplicated to the new parent. In that case, the authorizing entity would approve the policyDigest of
equation (31).
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24.15.2 Command and Response
Table 192 — TPM2_PolicyDuplicationSelect Command
Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyDuplicationSelect

TPMI_$H_POLICY

policySession

. Alaf o L i [P 4 dael
A ToreTOT e PO Y- STSSTUTT OCTITY CATCTIUCT

Auth Index: None

TPM28_NAME objectName the Name of the object to be duplicated

TPM2H_NAME newParentName the Name of the new parent

TPMI_YES_NO includeObject if Y_ES, the_objecthame_wnl be included in the value in
policySession—policyDigest

Table 193 — TPM2_PolicyDuplicationSelect Response

Type Name Description

TPM_9T tag see clause 7,

UINT33 responseSize

TPM_RC responseCode
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24.15.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyDuplicationSelect_fp.h"

#ifdef TPM_CC PolicyDuplicationSelect // Conditional expansion of this file
Table 194 — TPM2_PolicyDuplicationSelect Errors
Error Returns Meaning

TPM_RC_COMMAND_CODE commandCode of 'policySession; is not empty

TRPM_RC_CPHASH cpHash of policySession is not empty
TPM_RC
TPM2_PplicyDuplicationSelect(

PolicyDuplicationSelect_In *in // IN: input parameter list

)
{

SE$SION *session;

HA$H_STATE hashState;

TPI_CC commandCode = TPM_CC_PolicyDuplicationSelect;
// Inpjt Validation

//|CGet pointer to the session structure

segsion = SessionGet(in->policySession);

//|cpHash in session context must be empty

if(session->ul.cpHash.t.size 1= 0)

return TPM_RC_CPHASH;
//|commandCode in session context must B empty
if(session->commandCode != 0)

return TPM_RC_COMMAND_CODE;

// Int¢rnal Data Update

//
seq

//
Cry

//
cry

//
Cry

Update name hash
Esion->ul.cpHash.t.siz€ =CryptStartHash(session->authHashAlg, &hashState);

add objectName
/ptUpdateDigest2B(&hashState, &in->objectName.b);

add new parept name
/ptUpdateDigest2B(&hashState, &in->newParentName.b);

complate hash
ptCompleteHash2B(&hashState, &session->ul.cpHash.b);

//

||Inrlnfn Ihnlir‘y hash

//
//

Old policyDigest size should be the same as the new policyDigest size since
they are using the same hash algorithm

session->u2.policyDigest.t.size

//

= CryptStartHash(session->authHashAlg, &hashState);

add old policy

CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

//

add command code

CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

//

add objectName

if(in->includeObject == YES)
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CryptUpdateDigest2B(&hashState, &in->objectName.b);

// add new parent name
CryptUpdateDigest2B(&hashState, &in->newParentName.b);

// add includeObject
CryptUpdateDigestint(&hashState, sizeof(TPMI_YES NO), &in->includeObject);

// complete digest
CryptCompleteHash2B(&hashState, &session->u2._policyDigest.b);

// clear iscpHashDefined bit to indicate now this field contains a nameHash
session->attributes. iscpHashDefined = CLEAR;

//|set commandCode iIn session context
segsion->commandCode = TPM_CC_Duplicate;

refurn TPM_RC_SUCCESS;

}
#endif|// CC_PolicyDuplicationSelect
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24.16 TPM2_PolicyAuthorize

24.16.1 General Description

This command allows policies to change. If a policy were static, then it would be difficult to add users to a
policy. This command lets a policy authority sign a new policy so that it may be used in an existing policy.

The aut

horizing entity signs a structure that contains

aHash = Hanasnaig(approvedPolicy || policyRef)

(33)

The aHashAlg is required to be the nameAlg of the key used to sign the aHash. The aHash value is then

signed

TPM2_VerifySignature() which produces a ticket by

NOTE 1

The tic
The ke

If the fifst two octets of keySign are not a valid hash algorithm, the FPM shall return TPM_RC_H

the rem
The TH

if not, shall return TPM_RC_VALUE.

(symmetric or asymmetric) by keySign. That signature is then checked by the ]

HMAC(proof, (TPM_ST_VERIFIED || aHash || keySign—Name))

The reason for the validation is because of the expectation that the policy will"be used multig

and it is more efficient to check a ticket than to load an object each time to*check a signaturg.

et is then used in TPM2_PolicyAuthorize() to validate the parameters

Sign parameter is required to be a valid object name using nameAlg‘other than TPM_ALG

ainder of the Name is not the size of the indicated digest, the\FFPM shall return TPM_RC_S

M validates that the approvedPolicy matches the current value of policySession—policyDig

'PM in

(34)

le times

| NULL.
ASH. If
ZE.

est and

The TPM then validates that the parameters to TPMZ2 PolicyAuthorize() match the values Used to

genera
update

If the ti

If policy
actual

NOTE 2

e the ticket. If so, the TPM will reset policySession—policyDigest to a Zero Digest. The
policySession—policyDigest with PolicyUpdate() (see 24.2.3).

PolicyUpdate(TPM_CC_PolicyAuthorize, keySign, policyRef)
ket is not valid, the TPM shall returnn'TPM_RC_POLICY.

Session is a trial session, policySession—policyDigest is extended as if the ticket is valid
erification.

The unmarshaling process requires that a proper TPMT_TK_VERIFIED be provided for che)
but it can be aANULL Ticket. A NULL ticket is useful in a trial policy, where the caller uses
to perform policy calculations but does not have a valid authorization ticket.

n it will

(39)

without

ckTicket
he TPM
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Table 195 — TPM2_PolicyAuthorize Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyAuthorize

TPMI_$H_POLICY

TPM2H_DIGEST

policySession

approvedPolicy

. Alaf o L i [P 4 dael
A ToreTOT e PO Y- STSSTUTT OCTITY CATCTIUCT

Auth Index: None

digest of the policy being approved

TPM2B_NONCE policyRef a policy qualifier
TPM2H_NAME keySign Name of a key that can sign a pelicy addition
TPMT [TK_VERIFIED checkTicket tl_cket valldatlng_that approvedPolicy and policyR¢f were
signed by keySign
Table 196 — TPM2_PolicyAuthorize Respense
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
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24.16.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyAuthorize_fp.h"

#ifdef

TPM_CC_PolicyAuthorize // Conditional expansion of this file

#include "Policy_spt fp.h"

Table 197 — TPM2_PolicyAuthorize Errors

Er

ror Returns Meaning

TI

M_DRC _LIACLL hach Al oo tn Loy Nl aoman o 1 tadl
T < 7o

V< ™17

a not-c
T oo g ot Ky o e oo Sopportea

TH

M_RC_SIZE keyName is not the correct size for its hash algorithm

TH

M_RC_VALUE the current policyDigest of policySession does not match

TPM_RC

TPM2_P
Po
)

Dl icyAuthorize(
icyAuthorize_In *in // IN: input parameter list

SE
TP

5SION *session;
2B _DIGEST authHash;

HA$H_ STATE hashState;
TPYT_TK_VERIFIED ticket;
TPY_ALG_ID hashAlg;
UINT16 digestSize;

// Inp

//
Seg

//
has

//
//

t Validation

Get pointer to the session structure
Esion = SessionGet(in->policySession);

Extract from the Name of the ke the algorithm used to compute it"s Name
EhAlg = BYTE_ARRAY_TO_UINT16(ins>keySign.t.name);

"keySign® parameter needsCtO use a supported hash algorithm, otherwise
can"t tell how large the\digest should be

digestSize = CryptGetHashDigestSize(hashAlQg);

it

if

//
if

(digestSize == 0)
return TPM_RC_HASH"+ RC_PolicyAuthorize_keySign;

(digestSize Y= (in->keySign.t.size - 2))
return TRPMERC_SIZE + RC_PolicyAuthorize_keySign;

T this\}s’ a trial policy, skip all validations
[session—>attributes.isTrialPolicy == CLEAR)

A Check that "approvedPolicy' matches the current value of the

298

// policyDigest in policy session
iT(!Memory2BEqual (&session->u2.policyDigest.b,
&in->approvedPolicy.b))
return TPM_RC_VALUE + RC_PolicyAuthorize_approvedpPolicy;

// Validate ticket TPMT_TK VERIFIED

// Compute aHash. The authorizing object sign a digest
// aHash := hash(approvedPolicy || policyRef).

// Start hash

authHash.t.size = CryptStartHash(hashAlg, &hashState);

// add approvedPolicy
CryptUpdateDigest2B(&hashState, &in->approvedPolicy.b);

© ISO/IEC 2015 — All rights reserved

approvedPolicy; or checkTicket doesn't match the provided values



https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

// add policyRef
CryptUpdateDigest2B(&hashState, &in->policyRef.b);

// complete hash
CryptCompleteHash2B(&hashState, &authHash.b);

// re-compute TPMT_TK_VERIFIED
TicketComputeVerified(in->checkTicket.hierarchy, &authHash,
&in->keySign, &ticket);

// Compare ticket digest. If not match, return error
|f('MemoryZBEquaI(&|n ->checkTicket. dlgest b, &tlcket dlgest b))

TFRM-_ROo \/ALLIC, DA Dol s

At Lo, l
et —N\C_ VAo T NC_T OTrfCyAtTrioTrFZT \,llc\,r\llur\cl_,

}

// Int¢rnal Data Update
//|Set policyDigest to zero digest
MemorySet(session->u2_policyDigest._t.buffer, O,
session->u2._policyDigest.t.size);

//|Update policyDigest

Pol icyContextUpdate(TPM_CC_PolicyAuthorize, &in->keySign, &in=>policyRef,

NULL, O, session);

refurn TPM_RC_SUCCESS;

#endif|// CC_PolicyAuthorize
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24.17 TPM2_PolicyAuthValue

24.17.1 General Description

This command allows a policy to be bound to the authorization value of the authorized object.

When this command completes successfully, policySession—isAuthValueNeeded is SET to indicate that
the authValue will be included in hmacKey when the authorization HMAC is computed for the command
being authorized using this session. Additionally, policySession—isPasswordNeeded will be CLEAR.

NOTE If a policy does not use this command, then the hmacKey for the authorized command would only

use SessSIonKkey. 1T SesSSIONKey 1S Nol present, then the NimaCcKkey 1S al Empty butter and h
would be computed.

If succgssful, policySession—policyDigest will be updated with

policyDigestiew = Hpolicyag(policyDigesto || TPM_CC_PolicyAuthValue)

HMAC

(36)
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Table 198 — TPM2_PolicyAuthValue Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_PolicyAuthValue

TPMI_$H_POLICY

policySession

Table 199 — TPM2_PolicyAuthValue Response

handle for the policy session being extended
Auth Index: None

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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24.17.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyAuthvalue_fp.h"

#ifdef TPM_CC PolicyAuthValue // Conditional expansion of this Tile
#include "Policy_spt_fp.h"
TPM_RC
TPM2_PolicyAuthValue(
PolicyAuthvalue_In *in // IN: input parameter list
)
{
SE$STON SESSToN,;
TPY _CC commandCode = TPM_CC_PolicyAuthvalue;
HA$H_STATE hashState;

// Int¢rnal Data Update

//
SEs

/7
//
//
Cry

//
Cry

//
Cry

//
Cry

//
Ses
Se;

rel

T
#endi f

Get pointer to the session structure
Esion = SessionGet(in->policySession);

Update policy hash

policyDigestnew = hash(policyDigestold || TPM_CC PolicyAutiivalue)
Start hash

/ptStartHash(session->authHashAlg, &hashState);

add old digest
/ptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

add commandCode
/ptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

complete the hash and get the results
ptCompleteHash2B(&hashState, &session=>u2.policyDigest.b);

update isAuthValueNeeded bit in.thg" session context
bsion—->attributes. isAuthValueNeeded = SET;
bsion—>attributes. isPasswordNeeded = CLEAR;

furn TPM_RC_SUCCESS;

// CC_PolicyAuthValue

302
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24.18 TPM2_PolicyPassword

24.18.1 General Description

This command allows a policy to be bound to the authorization value of the authorized object.

When this command completes successfully, policySession—isPasswordNeeded is SET to indicate that
authValue of the authorized object will be checked when the session is used for authorization. The caller
will provide the authValue in clear text in the hmac parameter of the authorization. The comparison of

hmac to authValue is performed as if the authorization is a password.

NOTE 1 The parameter field in the policy session where the authorization value is provided is called

HMAC.

If succgssful, policySession—policyDigest will be updated with

policyDigestiew = Hpolicyag(policyDigesto || TPM_CC_PolicyAuthialue)

NOTE 2 This is the same extend value as used with TPM2_PolicyAuthValue. so‘that the evaluation

will contain an HMAC or a password value.

When this command is successful, policySession—isAuthValueNeeded will be CLEAR.

hmac. If

TPM2_PolicyPassword() is part of the sequence, then the field will contain a password_anfl not an

(37)

can be

done using either an HMAC or a password with no change to the_authPolicy of the objgct. The
reason that two commands are present is to indicate to the TPM:f\the hmac field in the authprization

© ISO/IEC 2015 — All rights reserved
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24.18.2 Command and Response

Table 200 — TPM2_PolicyPassword Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_PolicyPassword

TPMI_$H_POLICY

policySession

handle for the policy session being extended
Auth Index: None

Table 201 — TPM2_PolicyPassword Response
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
304 © ISO/IEC 2015 — All rights reserved
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24.18.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyPassword fp.h"

#ifdef

TPM_CC_PolicyPassword // Conditional expansion of this file

#include "Policy_spt fp.h"

TPM_RC

TPM2_PolicyPassword(

PolicyPassword In  *in

// IN: input parameter list

)
{
SE$STON SESSTOIT,
TPY_CC commandCode = TPM_CC_PolicyAuthvalue;
HA$H_STATE hashState;

// Int¢rnal Data Update

//
SEs

/7
//
//
Cry

//
Cry

//
cry

//
cry

//
Ses
Se;

rel

T
#endi f

Get pointer to the session structure
Esion = SessionGet(in->policySession);

Update policy hash

policyDigestnew = hash(policyDigestold || TPM_CC PolicyAutiivalue)
Start hash

/ptStartHash(session->authHashAlg, &hashState);

add old digest
/ptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

add commandCode
ptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

complete the digest
ptCompleteHash2B(&hashState, &session=>u2.policyDigest.b);

Update isPasswordNeeded bit
Esion—->attributes. isPasswordNeeded' = SET;
bsion—>attributes. isAuthValueNeeded = CLEAR;
furn TPM_RC_SUCCESS;

// CC_PolicyPassword

© 1SO/
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24.19 TPM2_PolicyGetDigest

24.19.1 General Description

This command returns the current policyDigest of the session. This command allows the TPM to be used
to perform the actions required to pre-compute the authPolicy for an object.
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Table 202 — TPM2_PolicyGetDigest Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or encrypt session is

present; otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_PolicyGetDigest

TPMI_$H_POLICY

policySession

Table 203 — TPM2_PolicyGetDigest Response

handle for the policy session
Auth Index: None

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM2B _DIGEST policyDigest the current value' of the policySession—policyDigest

© ISO/IEC 2015 — All rights reserved

307


https://iecnorm.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

©CoOo~NOOODWNE

ISO/IEC 11889-3:2015(E)

24.19.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyGetDigest fp.h"

#ifdef TPM_CC PolicyGetDigest // Conditional expansion of this Tile
TPM_RC

TPM2_PolicyGetDigest(

PolicyGetDigest_In *in, // IN: input parameter list
PolicyGetDigest Out *out // OUT: output parameter list
{
SEID TON SESSToM,
// Comfand Output

//|Get pointer to the session structure
session = SessionGet(in->policySession);

out—>policyDigest = session->u2.policyDigest;
refurn TPM_RC_SUCCESS;

#endif|// CC_PolicyGetDigest
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24.20 TPM2_PolicyNvWritten

24.20.1 General Description

This command allows a policy to be bound to the TPMA_NV_WRITTEN attributes. This is a deferred
assertion. Values are stored in the policy session context and checked when the policy is used for
authorization.

If policySession—checkNVWritten is CLEAR, it is SET and policySession—nvWrittenState is set to
writtenSet.  If policySession—checkNVWritten is SET, the TPM will return TPM_RC_VALUE if

|' Q H AA Licidd Oios 2l e O o L2l
poliCy Sesstiot=tvvvrittetsStateantwittensetare ot me—same:

If the TPM does not return an error, it will update policySession—policyDigest by
policyDigestew == Hpolicpaig(policyDigestoa || TPM_CC_PolicyNvWritten || writtenSet) (38)

When |[the policy session is used to authorize a command, the TPM will fai)the command if
policySession—checkNVWritten is SET and nvindex—attributes—>TPMA_NV_WRIFFEN does not match
policySession—nvWrittenState.

NOTE 1 A typical use case is a simple policy for the first write during mafufacturing provisioning thpt would
require TPMA_NV_WRITTEN CLEAR and a more complex policy“for later use that would require
TPMA_NV_WRITTEN SET.

NOTE 2 When an Index is written, it has a different authorization 'name than an Index that has rjot been
written. It is possible to use this change in the NV Index.to create a write-once Index.
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24.20.2 Command and Response

Table 204 — TPM2_PolicyNvWritten Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG | Tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicyNVWritten
. ) handle for the policy session being extended
TPMI_$H_POLICY policySession
Auth Index: None
. YES if NV Index is required to have beeh.Written
TPMI_YES_NO writtenSet

NO if NV Index is required not to have been writtgn

Table 205 — TPM2_PolicyNvWritten Response

Type Name Description
TPM_9T Tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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24.20.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyNwritten_fp.h"
#ifdef TPM_CC PolicyNvWritten // Conditional expansion of this Tile

Make an NV Index policy dependent on the state of the TPMA_NV_WRITTEN attribute of the index.

Table 206 — TPM2_PolicyNvWritten Errors

Error Returns Meaning

TRM_RC_VALUE a conflicting request for the attribute has already been processed
TPM_RC
TPM2_PplicyNviWritten(

PolicyNvWritten_In *in // IN: input parameter list

)
{

SE$SION *session;

TPYy_CC commandCode = TPM_CC_PolicyNviWritten;

HA$H_STATE  hashState;
// Inplt Validation

//|Get pointer to the session structure
session = SessionGet(in->policySession);

//| 1T already set is this a duplicate (the samp setting)? If it
//]is a conflicting setting, It is an error
if(session->attributes.checkN\vWritten == SET)

{
iT(( (session->attributes.nWritténState == SET)
1=  (in->writtenSet == YES)))
return TPM_RC_VALUE + RC_PoMNcyNvWritten_writtenSet;
}

// Int¢rnal Data Update

//|Set session attributes~so that the NV Index needs to be checked
seg$sion—>attributes.checkNvWritten = SET;
session—>attributes-nWrittenState = (in->writtenSet == YES);

//|Update poliagy hash

//|policyDigeSthew = hash(policyDigestold || TPM_CC_PolicyNvWritten
// |l writtenSet)

//|Start Qash

CryptStartHash(session->authHashAlg, &hashState);

//|ady old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add the byte of writtenState
CryptUpdateDigestint(&hashState, sizeof(TPMI_YES NO), &in->writtenSet);

// complete the digest
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

return TPM_RC_SUCCESS;
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53 #endif // CC_PolicyNvWritten
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25 Hierarchy Commands
25.1 TPM2_CreatePrimary

25.1.1 General Description

This command is used to create a Primary Object under one of the Primary Seeds or a Temporary Object
under TPM_RH_NULL. The command uses a TPM2B_PUBLIC as a template for the object to be created.

The command will create and load a Primary Object. The sensitive area is not returned.

NOTE: Since the sensitive data is not returned, the key cannot be reloaded. It can either™{
persistent or it can be recreated.

Any tyge of object and attributes combination that is allowed by TPM2_Create() may be creéated
command. The constraints on templates and parameters are the same as TPM2_Create() excep
Primary Storage Key and a Temporary Storage Key are not constrained to use the)algorithms
parentd.

For setting of the attributes of the created object, fixedParent, fixedTPM{ decrypt, and restric
implied|to be SET in the parent (a Permanent Handle). The remaining attributes are implied to be

The THM will derive the object from the Primary Seed indicated in- primaryHandle using an af
KDF. All of the bits of the template are used in the creation of the"Primary Key. Methods for cre
Primary Object from a Primary Seed are specified in ISO/IEC11889-1 and implemented in |
11889-f1.

If this gommand is called multiple times with the same inRublic parameter, inSensitive.data, and
Seed, the TPM shall produce the same Primary Object.

NOTE If the Primary Seed is changed, the Primary Objects generated with the new seed negq
statistically unique even if the paraméters of the call are the same.

This command requires authorization. Autha@rization for a Primary Object attached to the Platform

Seed (PPS) shall be provided by platfermAuth or platformPolicy. Authorization for a Primary
attachgd to the Storage Primary .Seed (SPS) shall be provided by ownerAuth or owne
Authorigation for a Primary Key attached to the Endorsement Primary Seed (EPS) shall be prov
endorsgmentAuth or endorsementPolicy.

e made
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25.1.2 Command and Response

Table 207 — TPM2_CreatePrimary Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_CreatePrimary
TPM_RH_ENDORSEMENT, TPM_RH OWNER
] TPM_RH_PLATFORM+{PP}, or TPM_RH_NULL
TPMI_RH_HIERARCHY+ @primaryHandle

Auth Index: 1
Auth Role: USER

TPM28 SENSITIVE CREATE |insensitive Ehe se'n_smve data',’ see ISO/IEC 11889-1, clause P7.3,
— - Sensitive Values
TPM2H _PUBLIC inPublic the public template
data that will be included\in’the creation data for this
TPM2B_DATA outsidelnfo object to provide permanént, verifiable linkage bgtween
this object and some)object owner data
TPML_PCR_SELECTION creationPCR PCR that will bewused in creation data

Table 208 — TPM2_CreatePrimary Response

Type Name Description

TPM_9T tag see clause 7

UINT33 responseSize

TPM_RC responseCode

TPM_HANDLE objectHandle Handle for created Primary Object

TPM2B _PUBLIC outPublic the public portion of the created object
TPM2B_CREATION_DATA creationData contains a TPMT_CREATION_DATA

TPM2B _DIGEST CreationHash digest of creationData using nameAlg of outPublic
TPMT I CREATION () [creatonmiker |49t sty T2 Cortycrestion e s
TPM28_NAME name the name of the created object
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25.1.3

Detailed Actions

#include "InternalRoutines._h"
#include "CreatePrimary_fp.h"
#ifdef TPM_CC CreatePrimary // Conditional expansion of this file
#include "Object_spt_fp.h"
#include <Platform.h>

ISO/IEC 11889-3:2015(E)

Table 209 — TPM2_CreatePrimary Errors

Er

ror Returns

Meaning

TH

M_RC_ATTRIBUTES

sensitiveDataOrigin is CLEAR when 'sensitive. data' is an Empty.
Buffer, or is SET when 'sensitive. data' is not empty; fixedTPM,
fixedParent, or encryptedDuplication attributes are inconsistent
between themselves or with those of the parent object; inconsistent

restricted, decrypt and sign attributes; attempt to injectisensitive dafa

for an asymmetric key; attempt to create a symmetric-cipher key that
is not a decryption key

TH

M_RC_KDF

incorrect KDF specified for decrypting keyed-hash object

TH

M_RC_OBJECT_MEMORY

there is no free slot for the object

TH

M_RC_SCHEME

inconsistent attributes decrypt, sign; restricted and key's scheme ID;
or hash algorithm is inconsistent with’the scheme ID for keyed hash
object

TRM_RC_SIZE size of public auth policy orSensitive auth value does not match
digest size of the name“algorithm sensitive data size for the keyed
hash object is largerthan is allowed for the scheme

TRM_RC_SYMMETRIC a storage key with'no symmetric algorithm specified; or non-storage
key with symmetric algorithm different from TPM_ALG_NULL

TRM_RC_TYPE unknown abject type;

TPM_RC

TPM2_CleatePrimary(
CreatePrimary_In *in, // IN: input parameter list
Cre¢atePrimary Out *out // OUT: output parameter list
)

{

// Loc§l variables
TPY_RC result = TPM_RC_SUCCESS;

TPYT_SENSITIVE

/7 Inpyt Valida€ion

//|The sensdtiveDataOrigin attribute must be consistent with the setting of

//|thessiee of the data object in inSensitive.
(in->inPublic.t.publicArea.objectAttributes.sensitiveDataOrigin == SET)

I=(in->inSensitive.t_sensitive.data.t.size == 0 ))

if

sensitive;

// Mismatch between the object attributes and the parameter.
return TPM_RC_ATTRIBUTES + RC_CreatePrimary_inSensitive;

// Check attributes in input public area. TPM_RC_ATTRIBUTES, TPM_RC_KDF,
// TPM_RC_SCHEME, TPM_RC_SIZE, TPM_RC_SYMMETRIC, or TPM_RC _TYPE error may

// be returned at this point.

result = PublicAttributesValidation(FALSE, in->primaryHandle,

if(result = TPM_RC_SUCCESS)

&in->inPublic.t_publicArea);

return RcSafeAddToResult(result, RC_CreatePrimary_inPublic);

// Validate the sensitive area values
if( MemoryRemoveTrailingZeros(&in->inSensitive.t.sensitive.userAuth)
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> CryptGetHashDigestSize(in->inPublic.t._publicArea.nameAlQ))
return TPM_RC_SIZE + RC_CreatePrimary_inSensitive;

// Command output

}

// Generate Primary Object

// The primary key generation process uses the Name of the input public

// template to compute the key. The keys are generated from the template

// before anything in the template is allowed to be changed.

// A TPM_RC KDF, TPM_RC SIZE error may be returned at this point

result = CryptCreateObject(in->primaryHandle, &in->inPublic.t.publicArea,
&in->inSensitive.t._sensitive,&sensitive);

if(result = TPM_RC_SUCCESS)

oS 4=
ToCOriT Toourc,

//|Fill iIn creation data

FillInCreationData(in->primaryHandle, in->inPublic.t_publicArea.nameAlg,
&in->creationPCR, &in->outsidelnfo, &out->creationData,
&out->creationHash);

//|Copy public area
out->outPublic = in->inPublic;

//|Fill in private area for output
ObjectComputeName(&(out->outPublic.t._publicArea), &out->name)y

//|Compute creation ticket
Ti¢ketComputeCreation(EntityGetHierarchy(in->primaryHandle), &out->name,
&out->creationHash, &out->creationTicket);

//|Create a internal object. A TPM_RC_OBJECT MEMORY error may be returned
//| at this point.

result = ObjectlLoad(in->primaryHandle, &in-3#gPublic.t.publicArea, &sensitive,
&out->name, in->primaryHandle, TRUE, &out->objectHandle);

refurn result;

#endif|// CC_CreatePrimary
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25.2 TPM2_HierarchyControl

25.2.1 General Description

This command enables and disables use of a hierarchy and its associated NV storage. The co

mmand

allows phEnable, phEnableNV, shEnable, and ehEnable to be changed when the proper authorization is

provided.

This command may be used to CLEAR phEnable and phEnableNV if platformAuth/platformPolicy is

provided. phEnable may not be SET using this command.
This c—may—pe—used 0 A stErante ettre

ownerAuth/ownerPolicy is provided. shEnable may be SET if platformAuth
This

/platformPolicy is provid

icy or
bd.

gommand may be used to CLEAR ehEnable if either platformAuth/platformPolicy or

endorsgmentAuth/endorsementPolicy is provided. ehEnable may be SET if platformAuth/platformRolicy is

provided.
When 1

his command is used to CLEAR phEnable, shEnable, or ehEnable, the TPM will disablg use of

any peisistent entity associated with the disabled hierarchy and will flush any transient objects asgociated

with the¢ disabled hierarchy.

When this command is used to CLEAR shEnable, the TPM will disable-access to any NV index that has

TPMA INV_PLATFORMCREATE CLEAR (indicating that the NVZindex was defined using
Authorigation). As long as shEnable is CLEAR, the TPM will returi.an error in response to any co|
that attempts to operate upon an NV index that has TPMA_NV,PLATFORMCREATE CLEAR.

Owner
mmand

When this command is used to CLEAR phEnableNV, the TRM will disable access to any NV index that
has THMA NV_PLATFORMCREATE SET (indicating.that the NV Index was defined using Rlatform

Authorigation). As long as phEnableNV is CLEAR,«the” TPM will return an error in response
command that attempts to operate upon an NV index-that has TPMA_NV_PLATFORMCREATE S

to any
ET.
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25.2.2 Command and Response

Table 210 — TPM2_HierarchyControl Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_HierarchyControl {NV E}
TPV —RH ; — or
TPM_RH_PLATFORM+{PP}
TPMI_RH_HIERARCHY @authHandle Auth Index: 1
Auth Role: USER
———— — — — — —  — — — — — — |
the enable being modified
TPMI_RH_ENABLES enable TPM_RH_ENDORSEMENT, TPM_RH_OWNER
TPM_RH_PLATFORM, or TPM_RH_PLATFORM_NV
YES if the enable should be SET, NO if the enable
TPMI_YES_NO state should be CLEAR
Table 211 — TPM2_HierarchyControlk Response
Type Name Description
TPM_ST tag seeClause 7
UINT33 responseSize
TPM_RC responseCode
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25.2.3 Detailed Actions

#include "InternalRoutines._h"
#include "HierarchyControl_fp.h"
#ifdef TPM_CC HierarchyControl // Conditional expansion of this Tile

Table 212 — TPM2_HierarchyControl Errors

Error Returns Meaning
TPM_RC_AUTH_TYPE authHandle is not applicable to hierarchy in its current state
TPM_RC
TPM2_HlierarchyControl
Hig¢rarchyControl_In *in // IN: input parameter list
)
{
TPY_RC result;
BOOL select = (in->state == YES);
BOQL *selected = NULL;
// Inpjt Validation
switch(in->enable)
{
// Platform hierarchy has to be disabled by platforg auth
// 1T the platform hierarchy has already been disdoled, only a reboot
// can enable it again
case TPM_RH_PLATFORM:
case TPM_RH_PLATFORM_NV:
if(in->authHandle != TPM_RH_PLATFORW)
return TPM_RC_AUTH_TYPE;
break;
// ShEnable may be disabled if PlatformAuth/PlatformPolicy or
// OwnerAuth/OwnerPolicy is prgvidled. If ShEnable is disabled, then it
// may only be enabled if PlgtformAuth/PlatformPolicy is provided.
case TPM_RH OWNER:
if( in—>authHandle M= TPM_RH_PLATFORM
&& in->authHandle-1= TPM_RH_OWNER)
return TPM_RC._AUTH_TYPE;
if( gc.shEnable == FALSE && in->state == YES
&& in->authHandle '= TPM_RH_PLATFORM)
return'\TPM _RC_AUTH_TYPE;
break;
// EhEnaple may be disabled if either PlatformAuth/PlatformPolicy or
// EndosehmentAuth/EndorsementPolicy is provided. |If EhEnable is disabled,
// then it may only be enabled if PlatformAuth/PlatformPolicy is
//\piovided.
case TPM_RH_ENDORSEMENT:
T = = —RH ORM
&& in->authHandle = TPM_RH_ENDORSEMENT)
return TPM_RC_AUTH_TYPE;
if( gc.ehkEnable == FALSE && in->state == YES
&& in->authHandle = TPM_RH_PLATFORM)
return TPM_RC_AUTH_TYPE;
break;
default:
pAssert(FALSE);
break;
}

// Internal Data Update

© ISO/IEC 2015 — All rights reserved
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//

Enable or disable the selected hierarchy

Note: the authorization processing for this command may keep these
command actions from being executed. For example, if phEnable is
CLEAR, then platformAuth cannot be used for authorization. This
means that would not be possible to use platformAuth to change the
state of phEnable from CLEAR to SET.

If it is decided that platformPolicy can still be used when phEnable
is CLEAR, then this code could SET phEnable when proper platform
policy is provided.

switch(in->enable)

{

}

rey

(selected '= NULL && *selected != select) Q S)

case TPM_RH_OWNER:

2N Kl =
= CoSTICTIaoTe

break; '\Q.)

case TPM_RH_ENDORSEMENT : Q
selected = &gc.ehEnable; q/
break; (b

case TPM_RH_PLATFORM: oy
selected = &g _phEnable; >
break; '\Cb

case TPM_RH_PLATFORM NV: N
selected = &gc.phEnableNV;

break; Q/Q
default: N
pAssert(FALSE) ; O
break; \c.)
N

// Before changing the internal state, make?; that NV is available.
// Only need to update NV if changing thesQ( rly state
if(gp-orderlyState = SHUTDOWN_NONE)

{

// The command needs NV update. ‘&eck if NV is available.
// A TPM_RC_NV_UNAVAILABLE or JPM RC_NV_RATE error may be returned at
// this point
result = NvlsAvailable();
if(result = TPM_RC . SU
return result;

}
// state is changing @éc&v is available so modify
*selected = select;,

// 1T a hierarchyfwas just disabled, flush it
if(select == @&& in->enable != TPM_RH_PLATFORM_NV)
// Flush hie Y

ObjectRlushHierarchy(in->enable);

// ord& state should be cleared because of the update to state clear data
// i ts processed in ExecuteCommand() on the way out.
rOrderly = TRUE;

TPM_RC_SUCCESS;

}
#endif // CC_HierarchyControl

320
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25.3 TPM2_SetPrimaryPolicy

25.3.1 General Description

This command allows setting of the authorization policy for the lockout (lockoutPolicy), the platform
hierarchy (platformPolicy), the storage hierarchy (ownerPolicy), and the endorsement hierarchy
(endorsementPolicy).

The command requires an authorization session. The session shall use the current authValue or satisfy
the current authPolicy for the referenced hierarchy.

Th + oot o la ol +lo L. HP | skla tlall pu il
e pO Iy UTiat 1o LIdliiyTu s Uic PuUICy asouULIaltCTUu Wit autimiriariuic.

If the ehable associated with authHandle is not SET, then the associated authorization values'(authValue
or authPolicy) may not be used.
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25.3.2 Command and Response

Table 213 — TPM2_SetPrimaryPolicy Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SetPrimaryPolicy {NV}
TPM_RA_COCKOUT, TPM_RA_ENDORSEMENT,
TPM_RH_OWNER or TPM_RH_PLATFORM¥BP}

TPMI_RH_HIERARCHY_AUTH | @authHandle

Auth Index: 1
Auth Role: USER

P

an authorization policy digest; may-be the Empty|Buffer
TPM2B DIGEST authPolicy If hashAlg is TPM_ALG_NULL, then this shall be[an
Empty Buffer.
the hash algorithm to uSefor the policy
TPMI_ALG_HASH+ hashAlg If the authPolicy is,an\Empty Buffer, then this fielgl shall
be TPM_ALG_NULL.
Table 214 — TPM2_SetPrimaryPolicy Response
Type Name Desetiption
TPM_9T tag seeclause 7
UINT33 responseSize
TPM_RC responseCode
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25.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "'SetPrimaryPolicy fp.h"

ISO/IEC 11889-3:2015(E)

#ifdef TPM_CC_SetPrimaryPolicy // Conditional expansion of this fTile

Table 215 — TPM2_SetPrimaryPolicy Errors

Error Returns

Meaning

TPM_RC_SIZE size of input authPolicy is not consistent with input hash algorithm
TPM_RC
TPM2_SetPrimaryPolicy(

SetPrimaryPolicy_In *in // IN: input parameter list

)

TPY_RC result;

// Inplt Validation

//|Check the authPolicy consistent with hash algorithm. IT thae0licy size is

//|zero, then the algorithm is required to be TPM_ALG NULL
if(in->authPolicy.t.size != CryptGetHashDigestSize(in->hashAlg))

return TPM_RC_SIZE + RC_SetPrimaryPolicy_authPolicyy

//|The command need NV update for OWNER and ENDORSEMENT hierarchy, and
//|might need orderlyState update for PLATFROM haggarchy.

//|Check if NV is available.

A TPM_RC_NV_UNAVAIKABLE or TPM_RC_NV_RATE

//|error may be returned at this point

result = NvisAvailable();
if(result = TPM_RC_SUCCESS)
return result;

// Int¢rnal Data Update

//|Set hierarchy policy
swjtch(in->authHandle)

{
case TPM_RH_OWNER:

breaks;
case TPM_RH_ENDORSEMENT:

gp-ownerAlg = in->hashAlg;

gp-ownerPolity.= in->authPolicy;
NvWriteReserved(NV_OWNER_ALG, &gp.ownerAlg);
NviWriteReserved(NV_OWNER_POLICY, &gp.ownerPolicy);

gp.endorsementAlg = in->hashAlg;

gprendorsementPolicy = in->authPolicy;
NvWriteReserved(NV_ENDORSEMENT_ALG, &gp-endorsementAlg);
NviWriteReserved(NV_ENDORSEMENT_POLICY, &gp-.endorsementPolicy);

breaks

case TPM_RH_PLATFORM:

gc.platformAlg = in->hashAlg;
gc.platformPolicy = in->authPolicy;
// need to update orderly state
g_clearOrderly = TRUE;

break;
case TPM_RH LOCKOUT:

gp-lockoutAlg = in->hashAlg;

gp-lockoutPolicy = in->authPolicy;
NviWriteReserved(NV_LOCKOUT_ALG, &gp-lockoutAlQ);
NvWriteReserved(NV_LOCKOUT_POLICY, &gp-lockoutPolicy);

break;
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default:
pAssert(FALSE);
break;

}

return TPM_RC_SUCCESS;

}
#endif // CC_SetPrimaryPolicy

324
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254.1
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TPM2_ChangePPS

General Description

This replaces the current PPS with a value from the RNG and sets platformPolicy to the default
initialization value (the Empty Buffer).

NOTE 1

NOTE 2

All residlent transient and persistent objects in the Platform hierarchy are flushed.

Saved
loaded

The po

This command does not clear any NV Index values.

NOTE 3

This command requires Platform Authorization.

© 1SO/

A policy that is the Empty Buffer can match no policy.

Platform Authorization is not changed.

contexts in the Platform hierarchy that were created under the old PPS will no longer.be ab)

icy hash algorithm for PCR is reset to TPM_ALG_NULL.

Index values belonging to the Platform are preserved because the\indexes can have conf
information that will be the same after the PPS changes. The Platform can remove the ind¢g
are no longer needed using TPM2_NV_UndefineSpace().

e to be

guration
xes that
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25.4.2 Command and Response

Table 216 — TPM2_ChangePPS Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_ChangePPS {NV E}

TPM_RH_PLATFORM+{PP}
TPMI_RH_PLATFORM @authHandle Auth Index: 1

Auth Role: USER
=e——— ]

Table 217 — TPM2_ChangePPS Response

Type Name Description
TPM_$T tag see clause 7
UINT3R responseSize

TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "'ChangePPS_fp.h"

#ifdef
TPM_RC

TPM_CC_ChangePPS // Conditional expansion of this file

TPM2_ChangePPS(
ChangePPS_In *in // IN: input parameter list

))

UINT32 i;

TPY—RC Tesult;

//
//
res
if

//
in

/7 1Intq

//
Cry

//
//
Cry

//
gc
gc

//
Obj

//
NvI

//
NwA
NwA

//
fo

{

}

Check if NV is available. A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE
error may be returned at this point

sult = NvisAvailable(Q);

(result = TPM_RC_SUCCESS) return result;

Input parameter is not reference in command action
= NULL;

ernal Data Update

Reset platform hierarchy seed from RNG
/ptGenerateRandom(PRIMARY_SEED_SIZE, gp.PPSeed.t.buffer);

Create a new phProof value from RNG to prevent tfie Saved platform
hierarchy contexts being loaded
/ptGenerateRandom(PROOF_SI1ZE, gp-phProof.t.buffer);

Set platform authPolicy to null
platformAlg = TPM_ALG_NULL;
platformPolicy.t.size = 0;

Flush loaded object in platform.hfgrarchy
ectFlushHierarchy(TPM_RH_PLATFORM) ;

Flush platform evict object and index in NV
FlushHierarchy (TPM_RH_PLATFORM) ;

Save hierarchy changes™to NV
riteReserved(NV_PP ‘SEED, &gp-PPSeed);
riteReserved(NV (PHYPROOF, &gp.phProof);

Re-initializg PCR policies
(i = 0; L~<"NUM_POLICY_PCR_GROUP; i++)

gp-pcrPolicies._hashAlg[i] = TPM_ALG_NULL;
gpcperPolicies._policy[i].t.size = O;

NwA

// orderly state should be cleared because of the update to state clear data

IriteReserved(NV PCR POLICIES, &gp.pcrPolicies):

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

by
#endif

© 1SO/
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25.5 TPM2_ChangeEPS

25.5.1 General Description

This replaces the current EPS with a value from the RNG and sets the Endorsement hierarchy controls to
their default initialization values: ehEnable is SET, endorsementAuth and endorsementPolicy both equal
to the Empty Buffer. It will flush any resident objects (transient or persistent) in the EPS hierarchy and not
allow objects in the hierarchy associated with the previous EPS to be loaded.

NOTE In the reference implementation, ehProof is a non-volatile value from the RNG. It is possible that the
ehProof be generated by a KDF using both the EPS and SPS as inputs. If generated with a KDF, the
ehProof can be generated on an as-needed basis or made a non-volatile value.

This command requires Platform Authorization.
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25.5.2 Command and Response

Table 218 — TPM2_ChangeEPS Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_ChangeEPS {NV E}

TPM_RH_PLATFORM+{PP}
TPMI_RH_PLATFORM @authHandle Auth Handle: 1

Auth Role: USER
=e——— ]

Table 219 — TPM2_ChangeEPS Response

Type Name Description
TPM_$T tag see clause 7
UINT3R responseSize

TPM_RC responseCode
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25.5.3

Detailed Actions

#include "InternalRoutines.h"
#include "‘ChangeEPS_fp.h"

#ifdef
TPM_RC

TPM_CC_ChangeEPS // Conditional expansion of this file

TPM2_ChangeEPS(
ChangeEPS_In *in // IN: input parameter list

))

TPM_RC result;

//
//
//
res
if

//
in

/7 Int4

//
Cry

//
Cry

//
gc

//

The command needs NV update. Check if NV is available.

A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
this point

sult = NvisAvailable(Q);

(result = TPM_RC_SUCCESS) return result;

Input parameter is not reference in command action
= NULL;

ernal Data Update

Reset endorsement hierarchy seed from RNG
/ptGenerateRandom(PRIMARY_SEED_SIZE, gp.EPSeed.t.buffer);

Create new ehProof value from RNG
/ptGenerateRandom(PROOF_SIZE, gp-ehProof.t.buffer);

Enable endorsement hierarchy
ehEnable = TRUE;

set authValue buffer to zeros

MemorySet(gp-endorsementAuth._t_buffer;\0, gp-endorsementAuth.t._size);

//
ap

//

ap
ap

//
Ob]

//
NvI

//
NwA
NwA

Set endorsement authValue to nul}
endorsementAuth.t.size = 0;

Set endorsement authPolicy tc” null
endorsementAlg = TPM_ALG. NULL ;
endorsementPolicy.t.size = 0;

Flush loaded object\in endorsement hierarchy
ectFlushHierarchy(TPM_RH_ENDORSEMENT) ;

Flush evict ®bject of endorsement hierarchy stored in NV
FlushHierarchy (TPM_RH_ENDORSEMENT) ;

Save h¥werarchy changes to NV
IriteReserved(NV_EP_SEED, &gp-EPSeed);
lriteReserved(NV_EH_PROOF, &gp-ehProof);

N

riteReserved(NV_ENDORSEMENT AUTH, &gp.endorsementAuth);

NvWriteReserved(NV_ENDORSEMENT_ALG, &gp-endorsementAlQ);
NvWriteReserved(NV_ENDORSEMENT _POLICY, &gp-.endorsementPolicy);

//

orderly state should be cleared because of the update to state clear data

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

T
#endi f
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25.6 TPM2_Clear

25.6.1 General Description

This command removes all TPM context associated with a specific Owner.

The clear operation will:

o flush resident objects (persistent and volatile) in the Storage and Endorsement hierarchies;

delete any NV Index with TPMA_NV_PLATFORMCREATE == CLEAR,;

NOT

This cq

disablefd this command, the TPM shall return PPM_RC_DISABLED.

1 ") Py = VoY 1 £ bl T 1 " LA
Lrdlige uic orf o U a4 TICSW valutT 1TuUnr uic Trivi S TAlTUUITT TiuTTiiocT yericTiatul (RING ),

change shProof and ehProof,

E The proof values can be set from the RNG or derived from the associated néw, Primary|Seed. If
derived from the Primary Seeds, the derivation of ehProof needs to use hoth’ the SPS and EPS.
The computation shall use the SPS as an HMAC key and the derivédyvalue can then be a
parameter in a second HMAC in which the EPS is the HMAC key. The) Tteference desjgn uses

values from the RNG.

SET shEnable and ehEnable;

set ownerAuth, endorsementAuth, and lockoutAuth to the Empty Buffer;

set ownerPolicy, endorsementPolicy, and lockoutPolicy toithe Empty Buffer;
set Clock to zero;

set resetCount to zero;

set restartCount to zero; and

set Safe to YES.

mmand requires Platform Authorization. or Lockout Authorization. If TPM2_ClearContrd

I() has

If this |command is authorized using.lockoutAuth, the HMAC in the response shall use the new

lockoutAuth value (that is, the EmptyBuffer) when computing response HMAC.

© 1SO/
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25.6.2 Command and Response

Table 220 — TPM2_Clear Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Clear {NV E}

TPM_RH_LOCKOUT or TPM_RH_PLATFORM+{PP}
TPMI_RH_CLEAR @authHandle Auth Handle: 1

Auth Role: USER
=e——— ]

Table 221 — TPM2_Clear Response

Type Name Description
TPM_$T tag see clause 7
UINT3R responseSize

TPM_RC responseCode
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25.6.3 Detailed Actions

#include "InternalRoutines._h"
#include "Clear_fp.h"
#ifdef TPM_CC Clear // Conditional expansion of this file

Table 222 — TPM2_Clear Errors

Error Returns Meaning
TPM_RC_DISABLED Clear command has been disabled
TPM_RC
TPM2_Cllear(
Clear_In *in // IN: input parameter list
)
{
TPY_RC result;

//| Input parameter is not reference in command action
in{= NULL;

//|The command needs NV update. Check if NV is available.

//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may belrgturned at
//|this point

result = NvisAvailable();

if(result = TPM_RC_SUCCESS) return result;

// Inpjt Validation

//| 1T Clear command is disabled, return an_ewror
if(gp-disableClear)
return TPM_RC_DISABLED;

// Int¢rnal Data Update

//|Reset storage hierarchy seed<\¥rom RNG
CryptGenerateRandom(PRIMARY_SEED_SIZE, gp-SPSeed.t._buffer);

//|Create new shProof and. _éhProof value from RNG
CryptGenerateRandom(PROOF_SIZE, gp-shProof.t._buffer);
CryptGenerateRandom(PROOF_SIZE, gp.ehProof.t.buffer);

//|Enable storage.dnd endorsement hierarchy
gclshEnable =<gc.ehEnable = TRUE;

//|set theg( authValue buffers to zero

MemorySet(gp-ownerAuth_t_buffer, 0, gp.ownerAuth.t._size);
MemorySet(gp-endorsementAuth.t_buffer, 0, gp.endorsementAuth.t.size);
MemorySet(gp- lockoutAuth._t_buffer, 0, gp-lockoutAuth.t._size);

// -Set—storage;—endorsement—and—tockout—authvadoe—to ot

gp-ownerAuth.t._size = gp.endorsementAuth.t.size = gp.lockoutAuth.t.size = O;

// Set storage, endorsement, and lockout authPolicy to null
gp-ownerAlg = gp.endorsementAlg = gp.lockoutAlg = TPM_ALG NULL;
gp-ownerPolicy.t.size = 0O;

gp-endorsementPolicy.t.size = 0;

gp- lockoutPolicy.t.size = O;

// Flush loaded object in storage and endorsement hierarchy

ObjectFlushHierarchy (TPM_RH_OWNER) ;
ObjectFlushHierarchy(TPM_RH_ENDORSEMENT) ;

© ISO/IEC 2015 — All rights reserved
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// Flush owner and endorsement object and owner index in NV
NvFlushHierarchy(TPM_RH_OWNER) ;
NvFlushHierarchy(TPM_RH_ENDORSEMENT) ;

// Save hierarchy changes to NV
NvWriteReserved(NV_SP_SEED, &gp-SPSeed);
NviWriteReserved(NV_SH PROOF, &gp-shProof);
NvWriteReserved(NV_EH_PROOF, &gp-ehProof);
NwWriteReserved(NV_OWNER_AUTH, &gp-ownerAuth);
NwWriteReserved(NV_ENDORSEMENT_AUTH, &gp-endorsementAuth);
NvWriteReserved(NV_LOCKOUT _AUTH, &gp.lockoutAuth);
NwWriteReserved(NV_OWNER_ALG, &gp-ownerAlQ);
NviWriteReserved(NV_ENDORSEMENT ALG, &gp-endorsementAlg);

A Lo\ =

N\/\‘Fl'teReSeﬁed'eNv_heeKeHHEG_&gp. :uulr\uul.r\ly/ >

Nv\riteReserved(NVZOWNER_PGLICY, &gp-ownerPolicy);
NVvijriteReserved(NV_ENDORSEMENT_POLICY, &gp-endorsementPolicy);
NviWriteReserved(NV_LOCKOUT_POLICY, &gp.-lockoutPolicy);

//|Initialize dictionary attack parameters
DARPrelnstall_Init();

//|Reset clock

gojclock = O;

go}clockSafe = YES;

//|Update the DRBG state whenever writing orderly state to N\
CryptDrbgGetPutState(GET_STATE) ;
NVviWriteReserved(NV_ORDERLY_DATA, &go);

//|Reset counters

gp}resetCount = gr.restartCount = gr.clearCount =/05
gplauditCounter = 0;

NWriteReserved(NV_RESET_COUNT, &gp-resetCount);
NvifriteReserved(NV_AUDIT_COUNTER, &gp-auditCounter);

//|orderly state should be cleared becaysésof the update to state clear data

g_¢learOrderly = TRUE;

refurn TPM_RC_SUCCESS;

}
#endif|// CC Clear
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25.7 TPM2_ClearControl

25.7.1 General Description

TPM2_ClearControl() disables and enables the execution of TPM2_Clear().

The TPM will SET the TPM’'s TPMA_PERMANENT.disableClear attribute if disable is YES and will
CLEAR the attribute if disable is NO. When the attribute is SET, TPM2_Clear() may not be executed.

NOTE This is to simplify the logic of TPM2_Clear(). TPM2_ClearControl() can be called using Platform
Authorization to CLEAR the disableClear attribute and then execute TPM2_Clear().

Lockout Authorization may be used to SET disableClear but not to CLEAR it.
Platform Authorization may be used to SET or CLEAR disableClear.
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25.7.2 Command and Response

Table 223 — TPM2_ClearControl Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_ClearControl {NV}

TPM_RH_LOCKOUT or TPM_RH_PLATFORM+{PP}
TPMI_RH_CLEAR @auth Auth Handle: 1

Auth Role: USER
., —__—__ ===

. YES if the disableOwnerClear flag is fosbe SET,|NO if
TPMI_IYES_NO disable the flag is to be CLEAR.

Table 224 — TPM2_ClearControl Response

Type Name Description
TPM_$T tag see clause 7
UINT3p responseSize

TPM_RC responseCode
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25.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "ClearControl_fp.h"
#ifdef TPM_CC ClearControl // Conditional expansion of this Tile

Table 225 — TPM2_ClearControl Errors

Error Returns Meaning
TPM_RC_AUTH_FAIL authorization is not properly given
TPM_RC

TPM2_CllearControl (

Clg¢arControl_In *in // IN: input parameter list
)
TPY_RC result;

//|The command needs NV update. Check if NV is available.

//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returped at
//|this point

result = NvisAvailable();

if(result = TPM_RC_SUCCESS) return result;

// Inpyit Validation

//|LockoutAuth may be used to set disablelLockoutelear to TRUE but not to FALSE
if{in->auth == TPM_RH_LOCKOUT && in->disable == NO)
return TPM_RC_AUTH_FAIL;

// Int¢rnal Data Update

}

if(in->disable == YES)
gp-disableClear = TRUE;
else

gp-disableClear = FALSE;

//|Record the change to NV
NviWriteReserved(NV_DISABLE JCLEAR, &gp-disableClear);

refurn TPM_RC_SUCCESS3;

#endif|// CC_ClearContyol
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25.8 TPM2_HierarchyChangeAuth

25.8.1 General Description

This command allows the authorization secret for a hierarchy or lockout to be changed using the current
authorization value as the command authorization.

If authHandle is TPM_RH_PLATFORM, then platformAuth is changed. If authHandle is
TPM_RH_OWNER, then ownerAuth is changed. If authHandle is TPM_RH_ENDORSEMENT, then
endorsementAuth is changed. If authHandle is TPM_RH_LOCKOUT, then lockoutAuth is changed.

If authHantte—ts—FPM—RH—TF
command to succeed (see 27.2,

ffffff nay—neet—to—be—assetred—for this

“TPM2_PP_Commands”).
The authorization value may be no larger than the digest produced by the hash algorithm used for |context
integrity.

EXAMPILE If SHA384 is used in the computation of the integrity values for saved centexts, then the largest
authorization value is 48 octets.
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25.8.2 Command and Response

Table 226 — TPM2_HierarchyChangeAuth Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_HierarchyChangeAuth {NV}

TPM_RH_LOCKOUT, TPM_RH_ENDORSEMENT,
TRM—RHOWNER or FRM—RH-PLATEQRMIPP}
Auth Index: 1

Auth Role: USER

TPMI_RH_HIERARCHY_AUTH |@authHandle

TPM2H_AUTH newAuth new authorization value

Table 227 — TPM2_HierarchyChangeAuth Response

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode
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25.8.3

Detailed Actions

#include "InternalRoutines.h"
#include "HierarchyChangeAuth_fp.h"

#ifdef

TPM_CC_HierarchyChangeAuth // Conditional expansion of this file

#include "Object_spt_fp.h"

Table 228 — TPM2_HierarchyChangeAuth Errors

Er

ror Returns Meaning

TI

M_RC Q170 aw Atk ciza o 1. than that o t

0 I = £ 1 Pty H
vt o Yot STIZC o greatetro ot O e gty oot orgest

TPM_RC

TPMZ_TEerarchyChangeAuth(

Hi
)

rarchyChangeAuth_In *in // IN: input parameter list

TPY_RC result;

//
//
//
res
if

//
//
//
//

iT(

//
SwW

ca:

ca:

ca

The command needs NV update. Check if NV is available.

A TPM_RC_NV_UNAVAILABLE or TPM _RC _NV_RATE error may be retiwwed at
this point

sult = NvisAvailable();

[result = TPM_RC_SUCCESS) return result;

Make sure the the auth value is a reasonable siZe{ (not larger than
the size of the digest produced by the integpkty/hash. The integrity
hash is assumed to produce the longest digest<of any hash implemented
on the TPM.
MemoryRemoveTrai l ingZeros(&in->newAuth)
> CryptGetHashDigestSize (CONTEXT ANTEGRITY_HASH_ALG))
return TPM_RC_SIZE + RC_HierarchyChangeAuth newAuth;

Set hierarchy authvValue
tch(in->authHandle)

e TPM_RH_OWNER:
gp-ownerAuth = in->newAuth;
NwWriteReserved(NV_OWNER_AUTH, &gp-ownerAuth);
break;

be TPM_RH_ENDORSEMENT™:
gp-endorsementAuth = in->newAuth;
NvWriteReserved(NV_ENDORSEMENT_AUTH, &gp-endorsementAuth);
break;

be TPM_RH <PLATFORM:
gc.platformAuth = in->newAuth;
// ovderly state should be cleared
g eléarOrderly = TRUE;
beak;

Mg o e
case—TPM—RHEOCKOUT

gp-lockoutAuth = in->newAuth;
NvWriteReserved(NV_LOCKOUT _AUTH, &gp.lockoutAuth);
break;

default:

}

pAssert(FALSE) ;
break;

return TPM_RC_SUCCESS;

T
#endif

340
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ctionary Attack Functions

26.1 Introduction

A TPM is required to have support for logic that will help prevent a dictionary attack on an authorization
value. The protection is provided by a counter that increments when a password authorization or an
HMAC authorization fails. When the counter reaches a predefined value, the TPM will not accept, for
some time interval, further requests that require authorization and the TPM is in Lockout mode. While the
TPM is in Lockout mode, the TPM will return TPM_RC_LOCKED if the command requires use of an
object’s or Index’s authValue unless the authorization applies to an entry in the Platform hierarchy.

NOTE

If the T

occur, the authorization failure counter will be decremented by one. This properti.is called “self-h

Self-he

The count of failed attempts, the lockout interval, and self-healing<interval are settabld

TPM2._
counte

Diction
==TPN
26.2

26.2.1

This co
If this ¢

Only one lockoutAuth authorization failure is allowed for this command during a lockoutRecovery

(set usi

Authorizations for objects and NV Index values in the Platform hierarchy are never 1ot

hierarchy.

hling shall not cause the count of failed attempts to decrement below zero.

DictionaryAttackParameters(). The lockout parameters and the' current value of the
can be read with TPM2_GetCapability().

I_HT_PERMANENT).
TPM2_DictionaryAttackLockReset

General Description

mmand cancels the effect of a TPMlockout due to a number of successive authorization f
bmmand is properly authorized, the lockout counter is set to zero.

hg TPM2_DictionaryAttackRarameters().

ed out.

However, a command that requires multiple authorizations will not be accepted when-~the TPM is in
Lockout mode unless all of the authorizations reference objects and indexes(in-the Platform

PM is continuously powered for the duration of newRecoveryTime and ng authorization [failures
ealing.”

using
lockout

hry attack protection does not apply to an entity associatedywith a permanent handle (handle type

ailures.

interval
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26.2.2 Command and Response

Table 229 — TPM2_DictionaryAttackLockReset Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_DictionaryAttackLockReset {NV}

TPM_RH_LOCKOUT
TPMI_RH_LOCKOUT @lockHandle Auth Index: 1

Auth Role: USER
=e——— ]

Table 230 — TPM2_DictionaryAttackLockReset Response

Type Name Description
TPM_$T tag see clause 7
UINT3R responseSize

TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "DictionaryAttackLockReset fp.h"

#ifdef TPM_CC DictionaryAttackLockReset // Conditional expansion of this Tile

TPM_RC
TPM2_D

DictionaryAttackLockReset In *in

))

ictionaryAttackLockReset(

TPM_RC result;

// IN: input parameter list

//
in

//
//
//
reg
if

/7 1Int4

//
ap

//
NWA

rei

b
#endi f

Input parameter is not reference in command action
= NULL;

The command needs NV update. Check if NV is available.

A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
this point

sult = NvisAvailable(Q);

(result = TPM_RC_SUCCESS) return result;

ernal Data Update

Set failed tries to O
failedTries = 0;

Record the changes to NV
riteReserved(NV_FAILED TRIES, &gp-failedTries)4

burn TPM_RC_SUCCESS;

// CC_DictionaryAttackLockReset
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26.3 TPM2_DictionaryAttackParameters

26.3.1 General Description

This command changes the lockout parameters.
The command requires Lockout Authorization.

The timeout parameters (newRecoveryTime and lockoutRecovery) indicate values that are measured with
respect to the Time and not Clock.

NOTE Use-of Time-means—that the TRM needs-tobe continucusly poweredfor the-duration-of-a-timeout.

If newRecoveryTime is zero, then DA protection is disabled. Authorizations are checked but@uthqgrization
failures| will not cause the TPM to enter lockout.

If newMaxTries is zero, the TPM will be in lockout and use of DA protected entities willb¢ disabled

If lockputRecovery is zero, then the recovery interval is a boot cycle (TPM_Init followed by
Startup(CLEAR).

This command will set the authorization failure count (failedTries) to zero.

Only onje lockoutAuth authaorization failure is allowed for this command during a lockoutRecovery interval.
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Table 231 — TPM2_DictionaryAttackParameters Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_DictionaryAttackParameters {NV}
TPM_RH_LOCKOUT

TPMI_RH_LOCKOUT @lockHandle Auth Index: 1

Auth Role: USER

count of authorization failures before the-lockout

is

UINT3p newMaxTries .
imposed
time in seconds before the authgrization failure gount
. is automatically decremented
UINT3pR newRecoveryTime . .
A value of zero indicates that DA protection is
disabled.
time in seconds after a lockoutAuth failure beforg¢ use
UINT3P lockoutRecovery of lockoutAuthiis’allowed
A value of zero indicates that a reboot is requirefl.
Table 232 — TPM2_DictionaryAttackRarameters Response
Type Name Description
TPM_$T tag see clause 7
UINT3p responseSize
TPM_RC responseCode
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26.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "DictionaryAttackParameters_fp.h"

#ifdef TPM_CC DictionaryAttackParameters // Conditional expansion of this Tile

TPM_RC
TPM2_DictionaryAttackParameters(

DictionaryAttackParameters_In  *in

// IN: input parameter

)

TPM_RC result;

//|The command needs NV update. Check if NV is available.

//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
//|this point

result = NvisAvailable();

if(result '= TPM_RC_SUCCESS) return result;

// Int¢rnal Data Update

}

#endi f

346

//
ap
ap
ap

//
ap

//
NwA
NwA
NwA
NwA

rei

Set dictionary attack parameters
maxTries = in->newMaxTries;
recoveryTime = in->newRecoveryTime;
lockoutRecovery = in->lockoutRecovery;

Set failed tries to O
failedTries = 0;

Record the changes to NV

riteReserved(NV_FAILED_TRIES, &gp-failedTries);
riteReserved(NV_MAX_TRIES, &gp-maxTries);
riteReserved(NV_RECOVERY_TIME, &gp-recoveryTime);
riteReserved(NV_LOCKOUT_RECOVERY, &gp:lockoutRecovery);

furn TPM_RC_SUCCESS;

// CC_DictionaryAttackParamet€ys
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27 Miscellaneous Management Functions

27.1 Introduction

Clause

27 contains commands that do not logically group with any other commands.

27.2 TPM2_PP_Commands

27.2.1

General Description

This cgmmand is used to determine which commands require assertion of Physical Presence
addition to platformAuth/platformPolicy.

This ¢

After this command executes successfully, the commands listed in setList will béladded to thg
commgnds that require that Physical Presence be asserted when the handle-“associated W
authorization is TPM_RH_PLATFORM. The commands in clearList will no_longer require asse
Physical Presence in order to authorize a command.

If a co
longer

EXAMP

Only
TPMI_H
comma

When
asserte

NOTE

TPM2_

mand requires that auth is TPM_RH_PLATFORM and that Physical Presence besasserte

mand is not in either list, its state is not changed. If a command'is in both lists, then it
equire Physical Presence.

E setList is processed first.

commands with handle types of TPMHRH _PLATFORM, TPMI_RH_PRO
RH_CLEAR, or TPMI_RH_HIERARCHY can be. gated with Physical Presence. If an
nd is in either list, it is discarded.

p command requires that Physical Presénce be provided, then Physical Presence s
d for either an HMAC or a Policy authorization.

Physical Presence can be madeé a requirement of any policy.

PP_Commands() always requires assertion of Physical Presence.

(PP) in
.
b list of

ith the
rtion of

will no

ISION,
y other

hall be
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27.2.2 Command and Response

Table 233 — TPM2_PP_

Commands Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC_PP_Commands {NV}
TPM_RH_PLATFORM+PP
TPMI_RH_PLATFORM @auth Auth Index: 1
Auth Role: USER + Physical Presence
———"— — — — — — |
PML e setList list of commands to be added to thosethat will rgéquire
T that Physical Presence be asserted
PMLlce clearList list of_ commands that will no longer require that
T Physical Presence be asserted
Table 234 — TPM2_PP_Commands Respaonse
Type Name Description
TPM_$T tag see clause 7
UINT3R responseSize
TPM_RC responseCode
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Detailed Actions

#include "InternalRoutines.h"
#include "PP_Commands_fp.h"

#ifdef TPM_CC PP _Commands // Conditional expansion of this Tile
TPM_RC
TPM2_PP_Commands(
PP_Commands_In *in // IN: input parameter list
)
{
UINT32 i;
TP&_RC result;
//|The command needs NV update. Check if NV is available.
//|A TPM_RC_NV_UNAVAILABLE or TPM_RC NV_RATE error may be returned at
//|this point

res
if

sult = NvisAvailable(Q);
(result = TPM_RC_SUCCESS) return result;

// Int¢rnal Data Update

//
fo

//
fo

//
NWA

rei

s
#endif

Process set list
(i = 0; 1 < in->setList.count; i++)
// If command is implemented, set it as PP required.\¥f the input
// command is not a PP command, it will be ignored~at
// PhysicalPresenceCommandSet() -
if(CommandlisImplemented(in->setList.commandCodes[i]))
PhysicalPresenceCommandSet(in->setList.commandCodes[i]);

Process clear list

(i = 0; 1 < in->clearList_count; i++)
// If command is implemented, clearxi* as PP required. If the input
// command is not a PP command, it\will be ignored at
// PhysicalPresenceCommandCleax((;” 1T the input command is

// TPM2_PP_Commands, it will b&Mgnored as well
if(CommandlsImplemented(in->ClearList.commandCodes[i]))
PhysicalPresenceCommandClear (in->clearList.commandCodes[i]);

Save the change of PP (Tist
riteReserved(NV_PP_LIST, &gp-.ppList);

furn TPM_RC_SUCCESS3;

// CC_PP_Conwarids
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27.3 TPM2_SetAlgorithmSet

27.3.1 General Description

This command allows the platform to change the set of algorithms that are used by the TPM. The
algorithmSet setting is a vendor-dependent value.

If the changing of the algorithm set results in a change of the algorithms of PCR banks, then the TPM will
need to be reset (_ TPM_Init and TPM2_Startup(TPM_SU_CLEAR)) before the new PCR settings take
effect. After this command executes successfully, if startupType in the next TPM2_Startup() is not
TPM_SU CLEAR, the TPM shall return TPM_RC VALUE and enter Failure mode.

This command does not change the algorithms available to the platform.

NOTE The reference implementation does not have support for this command. In particular, it does not
support use of this command to selectively disable algorithms. Proper support would| require
modification of the unmarshaling code so that each time an algorithm is unmarshaled, it would be
verified as being enabled.
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27.3.2 Command and Response

Table 235 — TPM2_SetAlgorithmSet Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SetAlgorithmSet {NV}

TPM_RH_PLATFORM
TPMI_RHPEATFORM @autthHamdte AuttTimdex—t
Auth Role: USER

= |
UINT3D algorithmSet a TPM vendor-depgndent value indicating/the
algorithm set selection

Table 236 — TPM2_SetAlgorithmSet Response

Type Name Description
TPM_$T tag see clause 7
UINT3p responseSize

TPM_RC responseCode
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27.3.3

Detailed Actions

#include "InternalRoutines.h"
#include "'SetAlgorithmSet_fp.h"

#ifdef TPM_CC_SetAlgorithmSet // Conditional expansion of this Tile
TPM_RC
TPM2_SetAlgorithmSet(
SetAlgorithmSet_In *in // IN: input parameter list
)
{
TPM_RC result;
//|The command needs NV update. Check if NV is available.
//|A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
//|this point
result = NvisAvailable();
if(result '= TPM_RC_SUCCESS) return result;
// Int¢rnal Data Update
gplalgorithmSet = in->algorithmSet;
//|Write the algorithm set changes to NV
NWriteReserved(NV_ALGORITHM_SET, &gp-algorithmSet);
refurn TPM_RC_SUCCESS;
}
#endif|// CC_SetAlgorithmSet
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28 Field Upgrade

28.1 Introduction

Clause 28 contains the commands for managing field upgrade of the firmware in the TPM. The field
upgrade scheme may be used for replacement or augmentation of the firmware installed in the TPM.

EXAMPLE 1 If an algorithm is found to be flawed, a patch of that algorithm might be installed using the firmware
upgrade process. The patch might be a replacement of a portion of the code or a complete
replacement of the firmware.

EXAMPLE 2 IT an additional set of ECC parameters is needed, the firmware upgrade process can be used to add
the parameters to the TPM data set.

The |field upgrade process uses two commands (TPM2_FieldUpgradeStart()) and
TPM2_[ieldUpgradeData()). TPM2_FieldUpgradeStart() validates that a signature on.the-provided digest
is from the TPM manufacturer and that proper authorization is provided using platformPolicy.

NOTE 1 The platformPolicy for field upgraded is defined by the PM and could ihnclude requirements|that the
upgrade be signed by the PM or the TPM owner and include any othier constraints that are| desired
by the PM.

If the groper authorization is given, the TPM will retain the signed «digest and enter the Field Upgrade
mode (FUM). While in FUM, the TPM will accept TPM2_FieldUpgradeData() commands. It may|accept
other cbmmands if it is able to complete them using the previously installed firmware. Otherwisg, it will
return TPM_RC_UPGRADE.

Each bjock of the field upgrade shall contain the digest.ofdhe next block of the field upgrade data. That
digest $hall be included in the digest of the previous block. The digest of the first block is signeq by the
TPM [manufacturer. That signature and first block digest are the parametefs for
TPM2_[FieldUpgradeStart(). The digest is saved\in“the TPM as the required digest for the ngxt field
upgradg data block and as the identifier of the field upgrade sequence.

For eagh field upgrade data block that is sent to the TPM by TPM2_FieldUpgradeData(), the TPM shall
validatg that the digest matches the required digest and if not, shall return TPM_RC_VALUE. The TPM
shall extract the digest of the next expected block and return that value to the caller, along with th¢ digest
of the first data block of the update sequence.

The system may attempt toe ‘@bandon the firmware upgrade by using a zero-length bdffer in
TPM2_[FieldUpdateData(). 4f.the TPM is able to resume operation using the firmware present when the
upgradg started, then the TPM will indicate that it has abandon the update by setting the digest of the
next blpck to the Empty_Buffer. If the TPM cannot abandon the update, it will return the expectgd next
digest.

The sy$tem may also attempt to abandon the update because of a power interruption. If the TPM| is able
to resume nermal operations, then it will respond normally to TPM2_Startup(). If the TPM is not(able to
resumg normal operations, then it will respond to any command but TPMZ_FieIdUpgradeDatT() with
TPM_RCNFIELDUPGRADE

After a _TPM_Init, system software may not be able to resume the field upgrade that was in process
when the power interruption occurred. In such case, the TPM firmware may be reset to one of two other
values:

e the original firmware that was installed at the factory (“initial firmware”); or
e the firmware that was in the TPM when the field upgrade process started (“previous firmware”).

The TPM retains the digest of the first block for these firmware images and checks to see if the first block
after _TPM_Init matches either of those digests. If so, the firmware update process restarts and the
original firmware may be loaded.
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NOTE 2 The TPM needs to accept the previous firmware as either a vendor-provided update or as recovered
from the TPM using TPM2_FirmwareRead().

When the last block of the firmware upgrade is loaded into the TPM (indicated to the TPM by data in the
data block in a TPM vendor-specific manner), the TPM will complete the upgrade process. If the TPM is
able to resume normal operations without a reboot, it will set the hash algorithm of the next block to
TPM_ALG_NULL and return TPM_RC_SUCCESS. If a reboot is required, the TPM shall return
TPM_RC_REBOOT in response to the last TPM2_FieldUpgradeData() and all subsequent TPM
commands untila _TPM_Init is received.

NOTE 3 Because no additional data is returned when the response code is not TPM_RC_SUCCESS, the
TPM returns TPM_RC_SUCCESS for all calls to TPM2 FleIdUpgradeData() except the last. In this
rariricT LIIC II_IVI Ib GUIC LU |||u|l,alc LIIC UIUCDL UI LIIC IICI\l UIULI’\ II A II'IVI IIIIL ULlULUuUTS 'V Illle the
TPM is in FUM, the next block can be the digest for the first block of the orlglnal firmwarel it is not,
then the TPM will not accept the original firmware until the next _TPM_Init when the TRMNS |In FUM.

During the field upgrade process, the TPM shall preserve:
e | Primary Seeds;
o | Hierarchy authValue, authPolicy, and proof values;
¢ | Lockout authValue and authorization failure count values;
e | PCR authValue and authPolicy values;
¢ | NV Index allocations and contents;
e | Persistent object allocations and contents; and
e | Clock.
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28.2 TPM2_FieldUpgradeStart

28.2.1 General Description

This command uses platformPolicy and a TPM Vendor Authorization Key to authorize a Field Upgrade
Manifest.

If the signature checks succeed, the authorization is valid and the TPM will accept
TPM2_FieldUpgradeData().

This signature is checked against the loaded key referenced by keyHandle. This key will have a Name
that is [he same as a value that is part of the TPM firmware data. If the signature is not valid; the TPM
shall refurn TPM_RC_SIGNATURE.

NOTE A loaded key is used rather than a hard-coded key to reduce the amount of meniory- needed for this
key data in case more than one vendor key is needed.
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28.2.2 Command and Response

Table 237 — TPM2_FieldUpgradeStart Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_FieldUpgradeStart

TPM_RH_PLATFORM+{PP}

TPMI_RE—PEATFORM

rauthorization

AULTIMJex. L

Auth Role: ADMIN
handle of a public area that contains the‘TPM Vendor
Authorization Key that will be used to validate
TPMI_DH_OBJECT keyHandle manifestSignature
Auth Index: None
= - — |
TPM2B _DIGEST fuDigest digest of the first block inthe field upgrade sequgnce
TPMT [SIGNATURE manifestSignature signature over qul_gest using the key associated|with
keyHandle (not optional)
Table 238 — TPM2_FieldUpgradeStart.Response
Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize
TPM_RC responseCode
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28.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "FieldUpgradeStart_fp.h"

#ifdef TPM_CC FieldUpgradeStart // Conditional expansion of this file
TPM_RC

TPM2_FieldUpgradeStart(

FieldUpgradeStart_In *in // IN: input parameter list

{
// Not implemented
UNPSED_PARAMETERCITY)
refurn TPM_RC_SUCCESS;

}

#endif
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28.3 TPM2_FieldUpgradeData

28.3.1 General Description

This command will take the actual field upgrade image to be installed on the TPM. The exact format of
fuData is vendor-specific. This command is only possible following a successful
TPM2_FieldUpgradeStart(). If the TPM has not received a properly authorized
TPM2_FieldUpgradeStart(), then the TPM shall return TPM_RC_FIELDUPGRADE.

The TPM will validate that the digest of fuData matches an expected value. If so, the TPM may buffer or
immediately apply the update. If the digest of fuData does not match an expected value, the TPM shall
return TPM_RC_VALUE.
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Table 239 — TPM2_FieldUpgradeData Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or decrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_FieldUpgradeData {NV}
TPM28_MAX_BUFFER |quata |fie|d upgrade image data

Table 240 — TPM2_FieldUpgradeData Response

TPMT_HA+

Type Name Description
TPM_9T tag see clause 7
UINT33 responseSize

TPM_RC responseCode

nextDigest

tagged digest ofithe-next block
TPM_ALG_NULL if field update is complete

TPMT_HA

firstDigest

tagged digest of the first block of the sequence
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28.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "FieldUpgradeData_fp.h"

#ifdef TPM_CC FieldUpgradeData // Conditional expansion of this Tile

TPM_RC
TPM2_FieldUpgradeData(
FieldUpgradeData_In *in, // IN: input parameter list
FieldUpgradeData_Out *out // OUT: output parameter list
{
// [Notimpiemented
UN:I:SED_PARAMETER(i n);
UNWSED_PARAMETER(out) ;
refurn TPM_RC_SUCCESS;
#endif
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28.4 TPM2_FirmwareRead

28.4.1

This co

General Description

mmand is used to read a copy of the current firmware installed in the TPM.

The presumption is that the data will be returned in reverse order so that the last block in the sequence
would be the first block given to the TPM in case of a failure recovery. If the TPM2_FirmwareRead
sequence completes successfully, then the data provided from the TPM will be sufficient to allow the TPM
to recover from an abandoned upgrade of this firmware.

To star
returne

The co

NOTE 1

NOTE 2

+la £ ot H +la oot 4l Ll +. Dl la + AL +la -
LT STYUTTICT UT TTUTTVITIY UTC Udlq, UTC LAlltl ST1S STUYUTTICTINUITIVTT TU ZTTU. VVITCTT UTC 1T

0 all the firmware data, the TPM will return the Empty Buffer as fuData.

htents of fuData are opaque to the caller.

The caller ought to retain the ordering of the update blocks so that the blocks(s€nt to the T
the same size and inverse order as the blocks returned by a sequence of calls10 this comm§g

Support for this command is optional even if the TPM implements TPM2_FieldUpgradeStd
TPM2_FieldUpgradeData().

PM has

PM have
nd.

rt() and
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