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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The fnain task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national bodies for veting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting‘a voted.

Attention is drawn to the possibility that some of the elements of this document may be the subjject of patent
rights| ISO and IEC shall not be held responsible for identifying any or all such, patent rights.

ISO/IEC 11889-2 was prepared by the Trusted Computing Group (TCG)'and was adopted, upder the PAS
procedure, by Joint Technical Committee ISO/IEC JTC 1, Information_teehnology, in parallel with its approval
by national bodies of ISO and IEC.

ISO/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
Platfarm Module:

— Rart 1: Overview
— Rart 2: Design principles
— Rart 3: Structures

— Rart 4: Commands

© ISO/IEC 2009 — All rights reserved Vii
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Introduction

Part1
Trusted Platform Overview

Figure 1. THM Main Specification Road\nﬁ&?
Start of infgrmative comment \\0

Part 2
Trusted Platform Design
Principles

Part 3 Fart 4
Trusted Platform Structures Trusted Platform Commands

ISO/IEC 11889 is from the ted Computing Group (TCG) Trusted Platform Module ([TPM)

not match. The reason is

specificatior] 1.2 version 1 ;: e part numbers for ISO/IEC 11889 and the TCG specification do
part numbelfing. The m

ISO Referenc

Part 1 Overyiew
0%

Part 2 Desig n@rinmples

clusion of the Overview document that is not a member of the| TCG
| g between the two is as follows:

TCG Reference
Not published
Part 1 Design Principles

Part 3 Structures
Part 4 Commands

Part 2 Structures
Part 3 Commands

End of informative comment

viii
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INTE

RNATIONAL STANDARD

ISO/IEC 11889-2:2009(E)

Information technology — Trusted Platform Module —

Part 2:
Design principles

1.

ISO/I
comg
docu

A TH
build
all of

Part
choidg
state

1.1

The
“SHJ
state

Scope
EC 11889 defines the Trusted Platform Module (TPM), a device that enah

M designer MUST be aware that for a complete definition of all requirements 1
a TPM, the designer MUST use the appropriate platform specific.specification to
the TPM requirements.

P defines the principles of TPM operation. The base operating modes, the algorith
es, along with basic interoperability requirements make“up the majority of th
ments in part 2.

Key words

key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,
ULD NOT,” “RECOMMENDED,” “MAY,*>and “OPTIONAL" in this document’

les trust in

uting platforms in general. ISO/IEC 11889 is broken into parts to make'the role of each
ment clear. Any version of the standard requires all parts to be a complete’standarq.

ecessary to
understand

ms and key
B normative

“SHOULD,”
5 normative

ments are to be interpreted as described“in RFC-2119, Key words for use in RFC to Indicate

Reqyirement Levels.

1.2 | Statement Type

Pleage note a very important distinction between different sections of text throughout this document.
You will encounter two distinctive kinds of text: informative comment and normative | statements.
Because most of the text in“this specification will be of the kind normative statements,| the authors
have|informally defined.it.as the default and, as such, have specifically called out tex} of the kind
informative comment(They have done this by flagging the beginning and end of each informative

comr
the k

For e

nd informative comment, you can consider it of the kind normative statements.

xample!

Start of informative comment
This

ninatavt of tha
T T LAY

nent and highlighting its text in gray. This means that unless text is specifically marked as of

comment ...

o 1
ot T LLLEAS BRS=Z AN =g aa

This is the second paragraph of text of the kind informative comment ...

This is the nth paragraph of text of the kind informative comment ...

To understand the standard the user must read the standard. (This use of MUST does not require

any action).
End of informative comment

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the

kind normative statements ...

To understand the standard the user MUST read the standard. (This use of MUST indicates a

keyword usage and requires an action).
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2. Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

ISO/IEC 8825-1|ITU-T X.690: Information technology — ASN.1 encoding rules: Specification
of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)

ISO/[EC10TT8-3, Information technology — Security techniques — Hash-unctons —

Rart 3: Dedicated hash-functions, Clause 9, SHA-1

ISO/|JEC 18033-3, Information technology — Security techniques — Encryption algorithins —

Rart 3, Block ciphers, Clause 5.1 AES

IEEE P1363, Institute of Electrical and Electronics Engineers: Standard.Specificationg For

Rublic-Key Cryptography

IETH RFC 2104, Internet Engineering Task Force Request for Gomments 2104: HMAC:

Heyed-Hashing for Message Authentication

IETH RFC 2119, Internet Engineering Task Force Request fof Comments 2119: Key words

for use in RFCs to Indicate Requirement Levels

PKCS #1 Version 2.1, RSA Cryptography Standard. (This document is supersedgd by

R1363, except for section 7.2 that defines the V1:5°RSA signature scheme in use Qjy the
TPM.

2 © ISO/IEC 2009 — All rights reserved
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3. Abbreviated Terms

ISO/IEC 11889-2:2009(E)

Abbreviation Description

AACP Asymmetric Authorization Change Protocol
ADCP Authorization Data Change Protocol
ADIP Authorization Data Insertion Protocol
AIK Attestation Identity Key

AMC Audit Monotonic Counter

APIP Time-Phased Implementation Plan
AuthDaja Authentication Data or Authorization Data, depending on the context
BCD Binary Coded Decimal

BIOS Basic Input/Output System

CA Certification of Authority

CDI Controlled Data Item

CMK Cerifiable/Certified Migratable Keys
CRT Chinese Remainder Theorem

CRTM Core Root of Trust Measurement

CTR Counter-mode encryption

DAA Direct Autonomous Attestation

DIR Data Integrity Register

DOS Disk Operating System

DSA Digital Signature Algorithm

DSAP Delegate-Specific Authorization Protocol
ECB Electronic Codebook Mode

EK Endorsement Key

ET ExecuteTransport or Entity Type

FIPS Federal Information Processing Standard
GPIO General Purpose I/Q

HMAC Hash Message.Authentication Code
HW Hardware/Interface

1B Internal Base

110 Input/Output

vV Initialization Vector

KH Key Handle

LEAP Lightweight Extensible Authentication Protocol for wireless computer networks
LK Loaded Key

LOM Limited Operation Mode

LPC Low Pin Count

LSB Least Significant Byte

MA Migration Authority/Authorization

MIDL Microsoft Interface Definition Language
MSA Migration Selection Authority

MSB Most Significant Byte

NV Non-volatile

© ISO/IEC 2009 — Al rights reserved
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Abbreviation

Description

NVRAM Non-Volatile Random Access Memory
OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer
OIAP Object-Independent Authorization Protocol
(o][] Object Identifier
OSAP Object-Specific Authorization Protocol
PCR Platform Configuration Register
PI Personal Information
Pll Personally Identifiable Information
POST Power On Self Test
PRIVEK Private Endorsement Key
PRNG Pseudo Random Number Generator
PSS Probabilistic Signature Scheme
PUBEK Public Endorsement Key
RNG Random Number Generator
RSA Algorithm for public-key cryptography. The letters R, S, and A represent the initials of the first public describers of the algorithm.
RTM Release to Manufacturing/Ready to Market
RTR Root of Trust for Reporting
RTS Root of Trust for Storage
SHA Secure Hash Algorithm
SRK Storage Root Key
STF Self Test Failed
TA Time Authority
TBB Threading Building Blocks
TCG Trusted Computing Group
TCV Tick Count Value
TR Tick Increment Rate
TIS TPM Interface Specification
TNC Trusted Network Confiect
TOE Target of Evaluation
TOS Trusted Operating System
TPCA Trusted,Platform Computing Alliance
TPM Trusted Platform Module
TPME Trusted Platform Module Entity
TSC Tick Stamp Counter
TSC_ TPM Software Connection, when used as a command prefix
TSN Tick Session Name
TSR Tick Stamp Reset
TSRB TickStampReset for blob
TSS TCG Software Stack
TTP Trusted Third Party/Time-Triggered Protocol
TS Tick Stamp
uTC Universal Time Clock
VPN Virtual Private Network
4 © ISO/IEC 2009 — All rights reserved
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4,

4.1 Introduction

Start of informative comment

Conformance

The Protection Profile in the Conformance part of the specification defines the thre

ats that are

resisted by a platform. This section, “Protection,” describes the properties of selected capabilities

and selected data locations within a TPM that has a Protection Profile and has not been
physical means.

modified by

This section introduces the concept of protected capabilities and the concept of shieldled locations

for data. The ordinal set defined in part Il and Il is the set of protected capabilitie
structures in part Il define the shielded locations.

protected capability is one whose correct operation is necessary in order for the
the TPM Subsystem to be trusted.

shielded location is an area where data is protected against interference

that

imprgcise meaning of the word “data.” For example, consider data that is producs
locatjon and then moved into ordinary storage’ It is the same data in both locations, bu
shielfled data and in the other it is not.\Also, data may not always exist in the san
exanmple, it may exist as vulnerable plaintext, but also may sometimes be transfo
logically protected form. This data continues to exist, but doesn't always need to be sh
the vpulnerable form needs to be shielded data, but the logically protected form does not
form |of data requires protection-against interference or prying, it is therefore necessary
data{D exists, it must exist ©nly in a shielded location.” A more concise expression is
must|be extant only in a shielded location.”

Hena
be e
such
struc
locat

End

e, if trust in the TBM Subsystem depends critically on access to certain data, that
(tant only in a Shielded location and accessible only to protected capabilities. Whe

ure. Unless the other data structure was defined as one that must be held in
on, it.need not be held in a shielded location.

pfdinformative comment

s. The data
operation of
and prying,

capabilities
es. Platform
Subsystem

elded data.”
cause of the
d in a safe
tin one it is
e form. For
'med into a
elded data -
If a specific
lo say “if the
“the data-D

data should
N not in use,

data could-\be erased after conversion (using a protected capability) into another data

a shielded

1. € data structures described In [SO/IEC 11669-5 MUST NOT be Instantiated in a

as data in TPM_Shielded-Locations.

2. The ordinal set defined in ISO/IEC 11889-3 and ISO/IEC 11889-4 MUST NOT be in
a TPM, except as TPM_Protected-Capabilities.
3. Functions MUST NOT be instantiated in a TPM as TPM_Protected-Capabilities if

appear in the ordinal set defined in ISO/IEC 11889-3 or ISO/IEC 11889-4

© ISO/IEC 2009 — All rights reserved
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4.2 Threat

Start of informative comment

This section, “Threat,” defines the scope of the threats that must be considered when considering
whether a platform facilitates subversion of capabilities and data in a platform.

The design and implementation of a platform determines the extent to which the platform facilitates
subversion of capabilities and data within that platform. It is necessary to define the attacks that
must be resisted by TPM_Shielded-Locations and TPM_Protected-Capabilities in that platform.

The ISO/IEC 11889 standard defines the attacks that are resisted by the TPM. These attacks must

be consider

TPM_Shield
whether the
TPM_Shield
TPM_Proteq

End of info

1. For the
consider
Capabili

a. The
prote

b. Allm

4.3 Prg¢
Start of infc

A TPM_Pro
must not
TPM_Proteq

End of info

1. A TPM
TPM_Pr

44 Prg¢

Start of infdq

TPM_Proteq
information

ed-when-determining-whetherthe—integrity-oFTRPM—Protected-Gapabilities—and—ds
ed-Locations can be damaged. These attacks must be considered when detern
re is a backdoor method of obtaining access to TPM_Protected-Capabilities.and’'d
ed-Locations. These attacks must be considered when determining® wh
ted-Capabilities have undesirable side effects.

rmative comment

purposes of the “Protection” section of the standard, the,threats that MUS
ed when determining whether the TPM facilitates subversion of TPM_Prote
ies or data in TPM_Shielded-Locations SHALL include

methods inherent in physical attacks that fail if the, TPM complies with the “ph
ction” requirements specified by ISO/IEC 11889

ethods that require execution of instructions in a’computing engine in the platform

ptection of functions
)rmative comment

lected-Capability must be used to modify TPM_Protected-Capabilities. Other me
be allowed to modify TPM_Protected-Capabilities. Otherwise, the integrif
ted-Capabilities is unknown.

rmative comment

SHALL NOT facilitate the alteration of TPM_Protected-Capabilities, exceq
btected-Capabilities:

ptection of information

)rmative comment

ted-Capabilities must provide the only means from outside the TPM to a
represented by data in TPM_Shielded-Locations. Otherwise, a rogue can reveal d

TPM_Shield

ata in
ining
Ata in
ether

T be
cted-

sical

hods
y of

t by

CCess
gta in

ed=Focations, or create a derivative of data from TPM Shielded-Locations (in 3

way

that maintains some or all of the information content of the data) and reveal the derivative.

End of informative comment

1.
ISO/IEC

11889, other than via a TPM_Protected-Capability.

A TPM SHALL NOT export data that is dependent upon data structures described in part 3 of

© ISO/IEC 2009 — All rights reserved
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4.5
Start

ISO/IEC 11889-2:2009(E)

Side effects

of informative comment

An implementation of a TPM_Protected-Capability must not disclose the contents of TPM_Shielded-
Locations. The only exceptions are when such disclosure is inherent in the definition of the
capability or in the methods used by the capability. For example, a capability might be designed
specifically to reveal hidden data or might use cryptography and hence always be vulnerable to
cryptanalysis. In such cases, some disclosure or risk of disclosure is inherent and cannot be
avoided. Other forms of disclosure (by side effects, for example) must always be avoided.

End of informative comment

1. The implementation of a TPM_Protected-Capability in a TPM SHALL NOT #acilitate the
d|sclosure or the exposure of information represented by data in TPM-shieldgd—locations,
ekcept by means unavoidably inherent in the TPM definition.

4.6 | Exceptions and clarifications

Start) of informative comment

These exceptions to the blanket statements in the generic “protection” requirements |(above) are

fully compatible with the intended effect of those statements:yThese exceptions affect ISO/IEC

1188P-data that is available as plain-text outside the TPM¢‘nd ISO/IEC 11889-data |that can be
used|without violating security or privacy. These exceptions.are valuable because they ppprove use
of THM resources by vendor-specific commands in particular circumstances.

Thesg clarifications to the blanket statements of the ‘generic “protection” requirementg (above) do

not materially change the effect of those statements, but serve to approve specific legitimate

interpretations of the requirements.

End pf informative comment

1. A Shielded Location is a place. (memory, register, etc.) where data is prote¢ted against
irfterference and exposure, independent of its form

2. A TPM_Protected-Capability.is an operation defined in and restricted to those identified in part 3
ahd 4 of ISO/IEC 11889

3. A vendor specific command or capability MAY use the standard ISO/IEC 11889 owner/operator
apthorization mechanism

4. A vendor specific’command or capability MAY utilize a TPM_PUBKEY structure sfored on the
TPM so long:-as the usage of that TPM_PUBKEY structure is authorized using the standard
I$O/IEC #1889 authorization mechanism.

5. A vender specific command or capability MAY use a sequence of standard ISQ/IEC 11889
commands. The command MUST propagate the locality used for the call to the uged ISO/IEC
14889-commands-or-capabilities;-orsetHocality-to-6-

6. A vendor specific command or capability that takes advantage of exceptions and clarifications to
the “protection” requirements MUST be defined as part of the security target of the TPM. Such a
vendor specific command or capability MUST be evaluated to meet the Platform Specific TPM
and System Security Targets.

7. If a TPM employs vendor-specific cipher-text that is protected against subversion to the same or

© ISO/IEC 2009 — All rights reserved

greater extent as internal TPM-resources stored outside the TPM with ISO/IEC 11889-defined
methods, that vendor-specific cipher-text does not necessarily require protection from physical
attack. If a TPM location stores only vendor-specific cipher-text that does not require protection
from physical attack, that location can be ignored when determining whether the TPM complies
with the "physical protection" requirements specified by ISO/IEC 11889.
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5. TPM Architecture

5.1 Interoperability

Start of informative comment

The TPM supports a minimum set of algorithms and operations to meet ISO/IEC 11889 standard.

Algorithms

RSA, normative statements in section 5.2.2.1

SHA-1, normative statements in section 5.2.6

HMAC, normative statements in section 5.2.4

The algoritnms and protocols are the minimum that the TPM supports. Additional.algorithmg and
protocols may be available to the TPM. All algorithms and protocols available in_the-TPM would be
included in the TPM and platform credential.

The reason [to specify these algorithms is two fold. The first is to know and understand the sefurity
properties df selected algorithms; identify appropriate key sizes and_.énsure appropriate use in

protocols. The second reason is to define a base level of algorithms forinteroperability.

End of informative comment

5.2 Components

Start of infgrmative comment

The following is a block diagram Figure 5:a shows the major components of a TPM.

Co: 1/0
Cl:
Cryptographic = C2: Key
Co-Processor —% i
Generation
)
C3: HMAC
Engine S m— C4:RNG
C5: SHA-1 Enginete—r——flm———  C0: POWET
= 4 Detection
C7: Gptln — C8: Execution
~\ Engine
& Tf”'VO'at"e C10: Volatile
iR Memory

Figure 5:a - TPM Component Architecture

End of informative comment

© ISO/IEC 2009 — All rights reserved
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5.2.1 Input and Output

Start of informative comment

The 1/0O component, Figure 5:a CO, manages information flow over the communications bus. It
performs protocol encoding/decoding suitable for communication over external and internal buses. It
routes messages to appropriate components. The I/O component enforces access policies
associated with the Opt-In component as well as other TPM functions requiring access control.

ISO/IEC 11889 does not require a specific 1/O bus. Issues around a particular 1/O bus are the
purview of a platform specific specification.

End

e number of incoming operand parameter bytes must exactly match the requirellnents of the
command ordinal. If the command contains more or fewer bytes than requiréd;-the([TPM MUST
return TPM_BAD_PARAMETER.

5.2. Cryptographic Co-Processor
Start) of informative comment

The pryptographic co-processor, Figure 5:a C1, implements cryptographic operations within the
TPM| The TPM employs conventional cryptographic operations in conventional ways. Those
operations include the following:

Asymmetric key generation (RSA)
Asymmetric encryption/decryption (RSA)
Hashing (SHA-1)

Random number generation (RNG)

The TPM uses these capabilities to perferm generation of random data, generation off asymmetric
keys| signing and confidentiality of stored data.

The [TPM may symmetric encryption for internal TPM use but does not expose any symmetric
algorjthm functions to general users of the TPM.

The TPM may implement additional asymmetric algorithms. TPM devices that implement different
algonthms may have different algorithms perform the signing and wrapping.

If thg TPM uses RSA with the required key length (2048 bits for storage keys), the putput of all
comrpands for key ‘ef data blob generation (e.g., TPM_CreateWrapKey, TPM_Seal, [TPM_Sealx,
TPM[ Makeldentity) consists of only one block. However, if the TPM uses other|asymmetric
algonthms that'result in more than one output block for these commands, the integrity [of the blobs
must|be proetected by the TPM (by means of appropriate chaining mechanisms).

End pfinformative comment

1. The TPM MAY implement other asymmetric algorithms such as DSA or elliptic curve.

a. These algorithms may be in use for wrapping, signatures and other operations. There is no
guarantee that these keys can migrate to other TPM devices or that other TPM devices will
accept signatures from these additional algorithms.

b. If the output key or data blob generated with a storage key consists of more than one block,
the TPM MUST protect the integrity of the blob by means of appropriate chaining
mechanisms.

2. All storage keys MUST be of strength equivalent to a 2048 bits RSA key or greater. The TPM
SHALL NOT load a storage key whose strength less than that of a 2048 bits RSA key.

3. All AIK MUST be of strength equivalent to a 2048 bits RSA key, or greater.

© ISO/IEC 2009 — All rights reserved 9
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5.2.21 RSA Engine

Start of informative comment
The RSA asymmetric algorithm is used for digital signatures and for encryption.

For RSA keys the P1363 standard provides the implementation details for digital signature,
encryption and data formats.

There is no requirement concerning how the RSA algorithm is to be implemented. TPM
manufacturers may use Chinese Remainder Theorem (CRT) implementations or any other method.
Designers should review P1363 for guidance on RSA implementations.

ISO/IEC 11889 retains support for 512-bit keys only for the purposes of backwards compatibility
with legacy applications.

End of informative comment
1. The TPNI MUST support RSA.
2. The TPN MUST use the RSA algorithm for encryption and digital signatures:

3. The TPM MUST support key sizes of 512, 1024, and 2048 bits. The TPM MAY support [other
key sizes.

a. The minimum RECOMMENDED key size is 2048 bits.
4. The RSA public exponent MUST be e, where e = 2'°+1.

TPM deyices that use CRT as the RSA implementationdMUST provide protection and detgction
of failurgs during the CRT process to avoid attacks on the private key.

5.2.2.2 Signature Operations
Start of informative comment

The TPM pearforms signatures on both internalftems and on requested external blobs. The rulgs for
signatures gpply to both operations.

End of informative comment
1. The TP} MUST use the RSA algorithm for signature operations where signed data is verified by

entities ¢ther than the TPM that performed the sign operation.

2. The TPM MAY use ,other asymmetric algorithms for signatures; however, there is no
requirement that other, TPM devices either accept or verify those signatures.

3. The TPNI MUST wuise P1363 for the format and design of the signature output.

5.2.2.3 Symmetric Encryption Engine

Start of informative-eemment

The TPM uses symmetric encryption to encrypt authentication information, provide confidentiality in
transport sessions and provide internal encryption of blobs stored off the TPM.

For authentication and transport sessions, the mandatory mechanism is a pseudo one-time-pad with
XOR. The mechanism to generate the one-time-pad is MGF1 and the nonces from the session
protocol. When encrypting authorization data, the authorization data and the nonces are the same
size, 20 bytes, so a direct XOR is possible.

For transport sessions the size of data is larger than the nonces so there needs to be a mechanism
to expand the entropy to the size of the data. The mechanism to expand the entropy is the MGF1
function from P1363. This function provides a known mechanism that does not lower the entropy of
the nonces.

10 © ISO/IEC 2009 — All rights reserved
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AES may be supported as an alternate symmetric key encryption algorithm. The mode of use for
AES in the TPM is counter mode and the actions for an operation define what the starting counter
value is.

Internal protection of information can use any symmetric algorithm that the TPM designer feels
provides the proper level of protection.

The TPM does not expose any of the symmetric operations for general message encryption.

End of informative comment

5.2.24 Using Keys

Start of Informative comments:

Keys|can be symmetric or asymmetric.

As the TPM does not have an exposed symmetric algorithm, the TPM is only-a” generator, storage
devide and protector of symmetric keys. Generation of the symmetric key would use the TPM RNG.
Storgge and protection of the symmetric key would be provided by the BIND and SEAL capabilities
of the TPM. If the caller wants to ensure that the release of a symmetric key is not exposed after
UNBIND/UNSEAL on delivery to the caller, the caller should,'use a transport gession with
confifentiality set.

For gsymmetric algorithms, the TPM generates and operates’on RSA keys. The keys|can be held
only py the TPM or in conjunction with the caller of the TRM. If the private portion of a key is in use
outsige of the TPM it is the responsibility of the caller and user of that key to ensure the protections

The TPM has provisions to indicate if a key is held exclusively for the TPM or can be|shared with

2. Data SHOULD NOT be used.as) a secret key by a TPM_Protected-Capability unlgss that data
3. A key generated by a TPM_Protected-Capability SHALL NOT be used as a secre} key unless

4. A secret key obtained by a TPM_Protected-Capability from a Protected Storage blopb SHALL be

5.2.83 Key Generation

Start of informative comment

0 ) 3 netric keys.
ISO/IEC 11889 places no minimum reqwrements on key generatlon tlmes for asymmetric or
symmetric keys.

End of informative comment
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5.2.3.1 Asymmetric — RSA

The TPM MUST generate asymmetric key pairs. The generate function is a protected capability and
the private key is held in a shielded location. The implementation of the generate function MUST be
in accordance with P1363.

The prime-number testing for the RSA algorithm MUST use the definitions of P1363. If additional
asymmetric algorithms are available, they MUST use the definitions from P1363 for the underlying

basis of the asymmetric key (for example, elliptic curve fitting).

5.2.3.2 Nonce Creation
The creation of all nonce values MUST use the next n bits from the TPM RNG.
5.2.4 HMAC Engine
Start of informative comment
The HMAC| engine, Figure 5:a C3, provides two pieces of information tothe TPM: prgof of
knowledge [of the AuthData and proof that the request arriving is authorized and has no
modifications made to the command in transit.
The HMAC {definition is for the HMAC calculation only. It does not specify the order or mechgnism
that transpofts the data from caller to actual TPM.
The creation of the HMAC is order dependent. Each command has specific items that are poftions
of the HMAQ calculation. The actual calculation starts with the\@efinition from RFC 2104.
RFC 2104 requires the selection of two parameters to.properly define the HMAC in use. These
values are the key length and the block size. ISO/IEC (11889 will use a key length of 20 bytes and a
block size gf 64 bytes. These values are known in the RFC as K for the key length and B gs the
block size.
The basic construct is

H(K XOR opad, H(K XOR ipad, text))
where
H = the SHA1 hash operation
K = the key pr the AuthData

XOR = the Hor operation

opad = the K
B = the bloc
ipad =the b

yte 0x5C repeated B times
K length
yte' 0x36 repeated B times

text =the m

5SSage nformation and any parameters fron the command

End of informative comment
The TPM MUST support the calculation of an HMAC according to RFC 2104.

The size of the key (K in RFC 2104) MUST be 20 bytes. The block size (B in RFC 2104) MUST be
64 bytes.

The order of the parameters is critical to the TPM’s ability to recreate the HMAC. Not all of the fields
are sent on the wire for each command for instance only one of the nonce values travels on the
wire. Each command interface definition indicates what parameters are involved in the HMAC
calculation.
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5.2.5 Random Number Generator

Start

of informative comment

9-2:2009(E)

The Random Number Generator (RNG) component, Figure 6:a C4 is the source of randomness in
the TPM. The TPM uses these random values for nonces, key generation, and randomness in

signa

tures.

The RNG consists of a state-machine that accepts and mixes unpredictable data and a post-
processor that has a one-way function (e.g. SHA-1). The idea behind the design is that a TPM can
be good source of randomness without having to require a genuine source of hardware entropy.

The otatn machina ~an havn A nan vnlatila octatn initializad wawath rinneradintahla randA~m
ptotC— T o ST e— ooy C—o o v OrctT e —otatC— it ZC oy it o P r e orcomote oot

TPM
any t
hard
strok
hard

Whe
outsi
the T]

of the TPM. The RNG post-processor condenses the output ofi the state-machine into d

suffia
prod

Our
algor
be in
mech

However, from a designer standpoint the difference between an RNG and PRNG will dig

implg
types

The 1
with

End
1.

T
a
b
c
T

]i

manufacturing before delivery of the TPM to the customers. The state-machine'¢s
me, further (unpredictable) data, or entropy, to salt the random number. Such data
vare or software sources — for example; from thermal noise, or by monitoringrandc
s or mouse movements. The RNG requires a reseeding after each reset of the
vare source of entropy is likely to supply entropy at a higher baud rate‘than a softw

h adding entropy to the state-machine, the process must ensure that after the
e source can gain any visibility into the new state of the state=machine. Neither t
PM nor the manufacturer of the TPM can deduce the state ofthe state-machine aff

ient and uniform entropy. The one-way function should’use more bits of input
ces as output.

efinition of the RNG allows implementation of a-Pseudo Random Number Gener
thm. However, on devices where a hardware source of entropy is available, a PRI
anism. From a user standpoint, the difference between a RNG and a PRNG is
mentation choices. The ISO/IEC 11889 specification does not distinguish betw
as the specification does not deal‘with implementation issues.

[PM should be able to provide 32 bytes of randomness on each call. Larger requs
not enough randomness beifg available.

pf informative comment

he RNG for the TRMwill consist of the following components:

Entropy source-and collector

State register

Mixing_function

he RNG capability is a TPM_Protected-Capability with no access control.

data during
n accept, at
comes from
m keyboard
TPM. A true
hre source.

addition, no
ne Owner of
fer shipment
ata that has
data than it

htor (PRNG)
NG need not

nplemented. ISO/IEC 11889 refers to bothtRNG and PRNG implementations @s the RNG

nonexistent.
ttate various
ben the two

psts may fail

aPRNC ~ ot ahialdad data \AJhh o I-:—. data 1o £ 4s

Aarintarnao
Ul MICiTia

a
s udia io 1

T

b aonr A o At b
O TN uutpuu. IIIGy UT |||ay MUl VO ol TUutTuU Udtid. VVIiICl

by the TPM

(e.g., generation of tpmProof or an asymmetric key), the data MUST be held in a shielded
location. The RNG output for internal use MUST not be known outside the TPM. In particular, it
MUST not be known by the TPM manufacturer. When the data is for use by the TSS or another
external caller, the data is not shielded.
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5.2.5.1

Entropy Source and Collector

Start of informative comment

The entropy source is the process or processes that provide entropy. These types of sources could
include noise, clock variations, air movement, and other types of events.

The entropy collector is the process that collects the entropy, removes bias, and smoothes the
output. The collector differs from the mixing function in that the collector may have special code to
handle any bias or skewing of the raw entropy data. For instance, if the entropy source has a bias of
creating 60 percent 1s and only 40 percent Os, then the collector design takes that bias into account
before sending the information to the state register.

End of info

1. The ent
entropy

a. For
atten

The entrn

a. The
remg

The

rmative comment

ropy source MUST provide entropy to the state register in a manner that-pro
hat is not visible to an outside process.

compliance purposes, the entropy source MAY be outside of theDTPM; how
tion MUST be paid to the reporting mechanism.

opy source MUST provide the information only to the state register.

entropy source may provide information that has a bias, s0.the entropy collector

entropy source can be a single device (such asthardware noise) or a combinati

vides

ever,

must

ve the bias before updating the state register. The bias-temoval could use the npixing
funciion or a function specifically designed to handle the bias of the entropy source.

on of

events (such as disk timings). It is the responsibility~of the entropy collector to update the

state

5.2.5.2
Start of infq

The state r
volatile regig
subsequent
the volatile

volatile regi
time. The re

To handle a
To avoid ovg
End of info
1. The stat

register whenever the collector has additional.entropy.

State Register
)rmative comment

pgister implementation may use-“two registers: a non-volatile register rngState &
ster. The TPM loads the volatile register from the non-volatile register on startup.
change to the state register,;from either the entropy source or the mixing function a
state register. The TPM saves the current value of the volatile state register to the
ster on TPM power-down. The TPM may update the non-volatile register at any
psons for using two:registers are:

h implementation in which the non-volatile register is in a flash device;
pruse of the flash, as the number of writes to a flash device are limited.
‘mative.comment

b register is in a TPM shielded-location.

nd a
Each
ffects
non-
other

a. The state register MUST be non-volatile.

b. The update function to the state register is a TPM protected-capability.

c. The primary input to the update function SHOULD be the entropy collector.

If the current value of the state register is unknown, calls made to the update function with

known data MUST NOT result in the state register ending up in a state that an attacker could

know.

a. This requirement implies that the addition of known data MUST NOT result in a decrease in
the entropy of the state register.

14

The TPM MUST NOT export the state register.
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Mixing Function

Start of informative comment

9-2:2009(E)

The mixing function takes the state register and produces output. The mixing function is a TPM
protected-capability. The mixing function takes the value from a state register and creates the RNG
output. If the entropy source has a bias, then the collector takes that bias into account before
sending the information to the state register.

End of informative comment

1.

5.2.5.4 RNG Reset

Start of informative comment

The fesetting of the RNG occurs at least in response to a loss of power to the device.
Thesg tests prove only that the RNG is still operating properly; they’do not prove how n
is in {he state register. This is why the self-test checks only afterthe load of previous st
occuf before the addition of more entropy.

End pf informative comment

1.

5.2.
Start

The
implg
Meas
capa
does

End
1.

a

Each use of the mixing function MUST affect the state register.

T

a

T

This requirement is to affect the volatile register and does not need to affect the
state register.

he RNG MUST NOT output any bits after a systém reset until the following occurs:

The entropy collector performs an updateron the state register. This does not
adding of the previous state but requires‘at least one bit of entropy.

The mixing function performs a selfztest. This self-test MUST occur after the Ig
previous state. It MAY occur before the entropy collector performs the first updat

6 SHA-1 Engine
of informative comment

SHA-1, Figure 5:a C35;" hash capability is primarily used by the TPM, as it
mentation of a hash.algorithm. The hash interfaces are exposed outside the TP|
urement taking(during platform boot phases and to allow environments that
pilities access to’a hash functions. The TPM is not a cryptographic accelerator. 1S(
not specify'minimum throughput requirements for TPM hash services.

pf informative comment
he, TPM MUST implement the SHA-1 hash algorithm as defined by ISO/IEC 1011

non-volatile

uch entropy
te and may

include the

ading of the

aY

C .

s a trusted
/ to support
nave limited
D/IEC 11889

8-3, Clause

9

The output of SHA-1 is 160 bits and all areas that expect a hash value are REQUIRED to
support the full 160 bits.

The only commands that SHALL be presented to the TPM in-between a TPM_SHA1Start
command and a TPM_SHA1Complete command SHALL be a variable number (possibly 0) of

T

a

PM_SHA1Update commands.

. The TPM_SHA1Update commands can occur in a transport session.

Throughout all parts of the specification the characters x1 || x2 imply the concatenation of x1
and x2

© ISO/IEC 2009 — All rights reserved
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5.2.7 Power Detection
Start of informative comment

The power detection component, Figure 5:a C6, manages the TPM power states in conjunction with
platform power states. ISO/IEC 11889 requires that the TPM be notified of all power state changes.

Power detection also supports physical presence assertions. The TPM may restrict command-
execution during periods when the operation of the platform is physically constrained. In a PC,
operational constraints occur during the power-on self-test (POST) and require Operator input via
the keyboard. The TPM might allow access to certain commands while in a constrained execution
mode or boot state. At some critical point in the POST process, the TPM may be notified of state
changes thdt affect TPM command processing modes.

End of informative comment

5.2.8 Qpt-In

Start of infgrmative comment

The Opt-In gomponent, Figure 5:a C7, provides mechanisms and protections to allow the TPM|to be
turned on/off, enabled/disabled, activated/deactivated. The Opt-In component maintains the state of
persistent anpd volatile flags and enforces the semantics associated withithese flags.

The setting [of flags requires either authorization by the TPM Owner or the assertion of physical
presence at|the platform. The platform’s manufacturer determines)the techniques used to represent
physical-presence. The guiding principle is that no remote_ entity should be able to change|TPM
status withqut either knowledge of the TPM Owner or the\Operator is physically present 3t the
platform. Physical presence may be asserted during. a period when platform operatipn is
constrained|such as power-up.

Non-Volatild Flags:
PhysicalPregencelLifetimelLock
PhysicalPresenceHWEnable
PhysicalPresenceCMDEnable
Volatile Flags:
PhysicalPresenceV

The following truth table @xplains the conditions in which the PhysicalPresenceV flag m3ay be
altered:

Persistent / Volatlle P ® P V

Control Flags S o %

T 2 i >

I =T

2 T = S

E 2 Q 2

s| & | 8 | 2

g | 8 8 g

£ | £ o 2

3| 8 8 | &
‘B 2 i)
> = >
@ o @
Volatile Access F F

Semantics to No access to PhysicalPresenceV flag.
Physical Presence F T T
Flag T F Access to PhysicalPresenceV flag through TCS_PhysicalPresence command enabled.
T - - Access to PhysicalPresenceV flag through hardware signal enabled.
T T F Access to PhysicalPresenceV flag through hardware signal or TCS_PhysicalPresence command
enabled.
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Physlcal Presence

Persistent / Volatile P P P V
Control Flags S o 2
— © ©
o) f=t
E | @& = %
@ = = =]
= T S S
z| 8| 8| 8
= q:; = o
3 4 3 w
< £ < =
S| 8|5 | &
> >
£l x| &
Persistent Access T F F . ;
S tics o Access to PhysicalPresenceV flag permanently disabled.
T F T T

Flag

Exclusive access to PhysicalPresenceV flag through TCS_PhysicalPresence-cemmgnd

permanently enabled.

U 3 U 3 permanently enabled.
T T 7 Exclusive access to PhysicalPresenceV flag through hardware signal permanently er||ab|ed.
T T T E Access to PhysicalPresenceV flag through hardware signal or. TCS_PhysicaIPresenJe command

eptually, the

precedence
to override

Siderations.

Non-volatile

are properly

y and state

Table 5:a - Physical Presence Semantics

ISO/IEC 11889 also recognizes the concept of unambiguous physical presence. Conc

use qf dedicated electrical hardware providing a trusted path to'the Operator has higher

than fthe physicalPresenceV flag value. Unambiguous physical presence may be usec
physicalPresenceV flag value under conditions specified by platform specific design con

Additional details relating to physical presence can be-féund in sections on Volatile and

mempry.

End pf informative comment

5.2.9 Execution Engine

Start of informative comment

The ¢xecution engine, Figure 5:a.€8, runs program code to execute the TPM commands received
from the 1/0O port. The execution:éngine is a vital component in ensuring that operations

segregated and shield locatioens-are protected.

End pf informative comment

5.2.10 Non-Volatile Memory

Start of informative comment

Non-yolatiles’memory component, Figure 5:a C9, is used to store persistent identit

assogiated with the TPM. The NV area has set items (like the EK) and also is available for allocation
and yseby entities authorized by the TPM Owner.

The TPM designer should consider the use model of the TPM and if the use of NV storage is a
concern. NV storage does have a limited life and using the NV storage in a high volume use model
may prematurely wear out the TPM.

End of informative comment
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5.3 Data Integrity Register (DIR)

Start of informative comment

The DIR were a version 1.1 function. They provided a place to store information using the TPM NV
storage.

In 1.2 the DIR are deprecated and the use of the DIR should move to the general purpose NV
storage area.

The TPM must still support the functionality of the DIR register in the NV storage area.
End of informative comment
1. ATPM MUST provide one Data Integrity Register (DIR)

a. The [TPM DIR commands are deprecated in 1.2

b. The TPM MUST reserve the space for one DIR in the NV storage area
c. The TPM MAY have more than 1 DIR.
2. The DIRIMUST be 160-bit values and MUST be held in TPM shielded-loeations.
3. The DIRMUST be non-volatile (values are maintained during the power<off state).
a. AT

54 PI
Start of infdq

A Platform| Configuration Register (PCR) is a 160-hit storage location for discrete integrity
measurements. There are a minimum of 16 PCR registers. All PCR registers are shielded-locations
and are insige of the TPM. The decision of whethera PCR contains a standard measurement or if
the PCR is available for general use is deferred.to the platform specific specification.

M implementation need not provide the same number of DIRs as PCRs.

tform Configuration Register (PCR)

rmative comment

A large nunber of integrity metrics may be measured in a platform, and a particular integrity metric
may changg¢ with time and a new value<may need to be stored. It is difficult to authenticate the
source of measurement of integrity metrics, and as a result a new value of an integrity metric cannot
be permitted to simply overwrite an-existing value. (A rogue could erase an existing valug that
indicates subversion and replace it"with a benign value.) Thus, if values of integrity metrics are
individually $tored, and updates\of integrity metrics must be individually stored, it is difficult to place
an upper bopund on the size-6f memory that is required to store integrity metrics.

The PCR is|designed te_ hold an unlimited number of measurements in the register. It does this by
using a cryptographicthiash and hashing all updates to a PCR. The pseudo code for this is:

PCRi Ngw = HASH ( PCRi Old value || value to add)

There are tyosalient properties of cryptographic hash that relate to PCR construction. Ordeling —
meaning upda Orexdmpie, measurnng (A thenm B is ot thesame
as measuring (B then A).

The other hash property is one-way-ness. This property means it should be computationally
infeasible for an attacker to determine the input message given a PCR value. Furthermore,
subsequent updates to a PCR cannot be determined without knowledge of the previous PCR values
or all previous input messages provided to a PCR register since the last reset.

End of informative comment
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he PCR MUST be a 160-bit field that holds a cumulatively updated hash value
he PCR MUST have a status field associated with it
he PCR MUST be in the RTS and should be in volatile storage

he PCR MUST preserve the ordering of measurements presented to it

A PCR MUST be set to the default value as specified by the PCRReset attribute
A TPM implementation MUST provide 16 or more independent PCRs. These PCRs are

entified h\/ index and MUST be numbered from QO (fhaf |r: PCRO throt mh PCR15

The PCR MUST allow for an unlimited number of measurements to be stored in the PCR

re required

fa

10.

11.

12.

13.

14.

r ISO/IEC 11889 compliance). Vendors MAY |mplement more reglsters for gén
se. Extra registers MUST be numbered contiguously from 16 up to max — 1, Wher.
aximum offered by the TPM.

he ISO/IEC 11889-protected capabilities that expose and modify the BRERs use a

BO and higher for later versions of the specification. A TPM implementation MUST |
rgisters with indices greater than or equal to 230. In ISO/IEC,11889, the following
used (although this internal format is not mandated).

he PSS MUST define at least define one measurementythat the RTM MUST m
CR where the measurement is stored.

ISO/IEC 11889 measurement agent MAY discard{a duplicate event instead of ing
a PCR, provided that:

relevant ISO/IEC 11889 platform specification explicitly permits duplicates of this t
be discarded

he PCR already incorporates at least.one event of this type

n event of this type previously incorporated into the PCR included a statement th
ich events may be discarded~ This option could be used where frequent record
ates will adversely affect the lifetime of a TPM, for example.

CRs and the protectedcapabilities that operate upon them MAY NOT be used ur

hd, of greater .mportance, the TPM_Quote operation and TPM_Seal ope
bspectively report-and examine the PCR contents MUST fail. At the successful ¢
PM POST, all..PCRs MUST be set to their default value (either 0x00...00 or
dditionally;’the UINT32 flags MUST be set to zero.

bral-purpose
e max is the

32-bit index,

dicating the maximum usable PCR index. However, ISO/IEC 11889 reserves redister indices

NOT provide
terminology

bke and the

orporating it

ype of event

at duplicate

ing of sleep

til power-on

blf-test (TPM POST) ‘has completed. If TPM POST fails, the TPM_Extend operation will fail;

rations that
bmpletion of
OxFF...FF).
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6. Endorsement Key Creation
Start of informative comment

The TPM contains a 2048-bit RSA key pair called the endorsement key (EK). The public portion of
the key is the PUBEK and the private portion the PRIVEK. Due to the nature of this key pair, both
the PUBEK and the PRIVEK have privacy and security concerns.

The TPM has the EK generated before the end customer receives the platform. The Trusted
Platform Module Entity (TPME) that causes EK generation is also the entity that will create and sign
the EK credential attesting to the validity of the TPM and the EK. The TPME is typically the TPM

manufacture

The TPM c
outside key

Subsequent

If the data d
has taken o
and is availg

End of info
1. The EK
a. The
b. The

hn generate the EK internally using the TPM_CreateEndorsementKey or by usir
generator. The EK needs to indicate the genealogy of the EK generation.

wnership of that platform, it SHALL exist only in storage to whichaccess is cont

'mative comment

MUST be a 2048-bit RSA key

bublic portion of the key is the PUBEK
private portion of the key is the PRIVEK

c. The PRIVEK SHALL exist only in a TPM_Shielded-Location.
2. Access fo the PRIVEK and PUBEK MUST only-bé&’via TPM_Protected-Capabilities
a. The |protected capabilities MUST require* TPM_Owner-Authentication or operator ph
presence
3. The ge¢neration of the EK may use a process external to the TPM

TPM_CreateEndorsementKeyPair

a. The pxternal generation MUST result in an EK that has the same properties as an inte
gengrated EK

b. The pxternal generation process MUST protect the EK from exposure during the gene
and |nsertion of the EK

c. Afte

TPM_CreateEndorsementKeyPair execution

d. The |[process MUST guarantee correct generation, cryptographic strength, unique

r.

attempts to either generate an EK or insert an EK must fail.
tructure TPM_ENDORSEMENT_CREDENTIAL is stored on a platform after an G

ble to authorized entities.

insertion® of the EK the TPM state MUST be the same as the result o

g an

wner
rolled

ysical

and

rnally

ration

f the

hess,

H [ P . H TODM £l [l V4
andby, dlta mristdaiiativurm o - d Yeriumic 1rivl, O Uic L

e. The entity that signs the EK credential MUST be satisfied that the generation process
properly generated the EK and inserted it into the TPM

f. The process MUST be defined in the target of evaluation (TOE) of the security target in use
to evaluate the TPM
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6.1 Controlling Access to PRIVEK

Start of informative comment

Exposure of the PRIVEK is a security concern.

The TPM must ensure that the PRIVEK is not exposed outside of the TPM

End of informative comment

1. The PRIVEK MUST never be out of the control of a TPM_Shielded-Location

6.2 Controlling Access to PUBEK

9-2:2009(E)

Start of informative comment
Ther¢ are no security concerns with exposure or use of the PUBEK.

Privacy guidelines suggest that PUBEK could be considered personally identifiable info
if it were associated in some way with personal information (Pl) or associated with o
PUBEK alone cannot be considered PIl. Arbitrary random numbers do-not represen
privagy unless further associated with Pl or PIl. The PUBEK is an arbitrary random num
be agsociated with aggregate platform information, but not personally identifiable inform

An HK may become associated with personally identifiable \information when an al
ident|fier (AIK) is also associated with PI. The attestation service could include persona
in the AIK credential, thereby making the AIK-PUBEK assogiation Pll — but not before.

The pssociation of PUBEK with AIK therefore is important to protect via privacy gui

rmation (PII)
ther PII, but
a threat to
per that may
htion.

as platform

| information

jelines. The

owngr/user of the TPM should be able to control whether PUBEK is disclosed along w
owngr/user should be notified of personal information that might be added to an Al

ith AIK. The
credential,

which could result in AIK being considered PIl. The owner/user should be able to ¢valuate the

anisms used by an attestation entity‘fo protect PUBEK-AIK associations befor!
s. No other entity should be privy.t6 owner/user authorized disclosure besides
ation entity.

mecl
occu
attes

ral commands may be used to negotiate the conditions of PUBEK-AIK
| Makeldentity discloses ,RUBEK-AIK in the context of requesting an AIK
| Activateldentity ensures:the owner/user has not been spoofed by an interl
aces allow the ownerfuser to choose whether disclosure is acceptable and
mstances under which disclosure takes place. They do not allow the owner/user
control of PUBEK-AIK subsequent to disclosure except by traditional means off
ation entity to ‘abide by an acceptable privacy policy. The owner/user is able to a
pted privaey policy with the disclosure operation (e.g. TPM_Makeldentity).

Seve
TPM
TPM
interf|
circu
retair
attes
acce

rsistent\.flag called readPubek can be set to TRUE to permit reading of
| ReadPubek. Reporting the PUBEK value is not considered privacy sensitive

A ps
TPM
cann

disclosure
he intended

disclosure.
credential.
bper. These
control the
the ability to
trusting the
ssociate the

PUBEK via
because it

pt'be associated with any of the AIK keys managed by the TPM without using TP

capa
Cryptanalysis of flushed keys will not reveal an association of EK to any AlK.

The command that manipulates the readPubek flag is TPM_DisablePubekRead.

End of informative comment
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7. Attestation Identity Keys

Start of informative comment
See 12.4 Attestation Identity Keys.
End of informative comment
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8.
Start

ISO/IEC 11889-2:2009(E)

TPM Ownership

of informative comment

Taking ownership of a TPM is the process of inserting a shared secret into a TPM shielded-location.
Any entity that knows the shared secret is a TPM Owner. Proof of ownership occurs when an entity,
in response to a challenge, proves knowledge of the shared secret. Certain operations in the TPM
require authentication from a TPM Owner.

Certain operations also allow the human, with physical possession of the platform, to assert TPM
Ownership rights. When asserting TPM Ownership, using physical presence, the operations must

The
the
com
requi

Atte
own
poss
remo

Thei
integ
Top
This

encry

latform owner controls insertion of the shared secret into the TPM. The platform
V persistent flag ownershipEnabled that allows the execution of the TRM-Tak
and. The TPM_SetOwnerinstall, the command that controls the valu€) ownerg
es the assertion of physical presence.

pting to execute TPM_TakeOwnership fails when a TPM already has-an owner. T
r when the current TPM Owner is unable to remove themselves, the huma
pssion of the platform asserts physical presence and exeeutes TPM_Force
ves the shared secret.

hsertion protocol that supplies the shared secret has the-following requirements: cg
rity, remoteness and verifiability.

ovide confidentiality the proposed TPM Owner eficrypts the shared secret using

owner sets
eOwnership
hipEnabled,

D remove an
h that is in
Clear which

nfidentiality,

the PUBEK.

requires the PRIVEK to decrypt the value. As’the PRIVEK is only available in the TPM the

pted shared secret is only available to the intended TPM.

The |ntegrity of the process occurs by the TPM providing proof of the value of the shared secret

inser

By us
the p

ed into the TPM.

5ing the confidentiality and integrity;;the protocol is useable by TPM Owners that a
atform.

The mew TPM Owner validates the insertion of the shared secret by using integrity respqg

End
The ]
(OIA
8.1
Start
The

pf informative comment
'PM MUST ship with no Owner installed. The TPM MUST use the ownership-cor
P or OSAP)

Platform Ownership and Root of Trust for Storage
of informative comment

semantics of platform ownership are tied to the Root-of-trust-for-storage

TPM

re remote to

nse.

trol protocol

(RTS). The

TakeOwnership command creates a new Storage Root Key (SRK) and new tpmProof value

whenever a new owner is established. It follows that objects owned by a previous owner will not be
inherited by the new owner. Objects that should be inherited must be transferred by deliberate data
migration actions.

End of informative comment
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9. Authentication and Authorization Data
Start of informative comment
Using security vernacular the terms below apply to the TPM for this discussion:

Authentication: The process of providing proof of claimed ownership of an object or a subject's
claimed identity.

Authorization: Granting a subject appropriate access to an object.

Each TPM object that does not allow "public" access contains a 160-bit shared secret. This shared
secret is enveloped W|th|n the obJect |tself The TPM grants use of TPM objects based on the

secret. This|shared secret is called the AuthData.

Neither the| TPM, nor its objects (such as keys), contain access controls for its Objecty (the
exception tg this is what is provided by the delegation mechanism). If an subject |presents the
AuthData, that subject is granted full use of the object based on the object's capabilities, not a get of
rights or permissions of the subject. This apparent overloading of the concepts ofiauthenticatiop and
authorizatiop has caused some confusion. This is caused by having two similarly rooted but distinct
perspectives.

From the pdrspective of the TPM looking out, this AuthData is its sole mechanism for authentigating
the owner ¢f its objects, thus from its perspective it is authentication data. However, from the
application'y perspective this data is typically the result of other functions that might pefform
authenticatipns or authorizations of subjects using higher level mechanisms such as OS logip, file
system acce¢ss, etc. Here, AuthData is a result of these fungtions so in this usage, it authgrizes
access to the TPM's objects. From this perspective, i.e., the application looking in on the TPNI and
its objects, the AuthData is authorization data. For this reason, and thanks to a common root ithin
the English [language, the term for this data is chosento be AuthData and is to be interpreted or
expanded as either authentication data or authorization data depending on context and perspective.

The term AdthData refers to the 160-bit value used to either prove ownership of, or authorizatjon to
use, an object. This is also called the object's”shared secret. The term authorization will be [used
when referring the combined action of verifying the AuthData and allowing access to the obj¢ct or
function. The term authorization session applies to a state where the AuthData has |been
authenticatipn and a session handle established that is associated with that authentication.

A wide-range of objects use AuthData. It is used to establish platform ownership, key use
restrictions, jobject migration and'to apply access control to opaque objects protected by the TSlM.

AuthData is|a 160-bit shared=secret. The assumption is the shared-secret and some randonpness
are mixed using SHA-1 digesting, but no specific function for generating AuthData is specified by
ISO/IEC 11889.

ISO/IEC 11889 command processing sessions (e.g. OSAP, ADIP) may use AuthData gs an
initialization [vector when creating a one-time pad. Session encryption is used to encrypt portigns of
command messages exchanged between TPM and a caller.

The TPM stores AuthData with TPM controlled-objects and in shielded-locations. AuthData is never
in the clear, when managed by the TPM except in shielded-locations. Only TPM protected-
capabilities may access AuthData (contained in the TPM). AuthData objects may not be used for
any other purpose besides authentication and authorization of TPM operations on controlled-
objects.

Outside the TPM, a reference monitor of some kind is responsible for protecting AuthData.
AuthData should be regarded as a controlled data item (CDI) in the context of the security model
governing the reference monitor. ISO/IEC 11889 expects this entity to preserve the interests of the
platform Owner.

There is no requirement that instances of AuthData be unique.
End of informative comment
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The TPM MUST reserve 160 bits for the AuthData. The TPM treats the AuthData as a blob. The

TPM

MUST keep AuthData in a shielded-location.

The TPM MUST enforce that the only usage in the TPM of the AuthData is to perform
authorizations.

9.1
Start

Dictionary Attack Considerations

of informative comment

The decision to provide protections against dictionary attacks is due to the inability of the TPM to
guarantee that an authorization value has high entropy. While the creation and authorization

prot

drastjc and would totally invalidate any 1.x TPM version.
Version 1.1 explicitly avoided any requirements for dictionary attack mitigation.

Version 1.2 adds the requirement that the TPM vendor provide some assistance again
attacks. The internal mechanism is vendor specific. The TPM designer should

requi
The

specification does provide a way to reset from the TPM response'to“an attack.

Toa
low €
M. D
data.
prote

By wi

The ]
thres
does
coun
over
exec
lock
Exec
coun

End
The ]
dictio
This

ols could change to support the assurance of high entropy values, the changs

ements for dictionary attack mitigation in the Common Criteria.

.2 specification does not provide any functions to turn on the‘dietionary attack pre

oid all potential dictionary attacks the AuthData should-be of high-entropy. If the A
ntropy, version 1.2 provides limited protection to the AuthData (see [ChenRyan(08]

ps would be

st dictionary

review the

vention. The

ithData is of
|_. Chen and

Ryan, A solution for TCG TPM resistance to offline dictionary attacks on weak authorization

Presented at Future of Trust in Computing~Berlin, 30 June — 2 July 2008]).
ction is the protection from online dictionary attacks described in this section.

Ay of example, the following is a way to implement the dictionary attack mitigation.

PM keeps a count of failed authorization attempts. The vendor allows the TPM Oy
hold of failed authorizations. Whenithe count exceeds the threshold, the TPM I¢
not respond to any requests for'atime out period. The time out period doubles e
exceeds the threshold. If thecTPM resets during a time out period, the time out
after TPM_Init, or TPM_Startup. To reset the count and the time out period the
ites TPM_ResetLockValue! If the authorization for TPM_ResetLockValue fails, th
up for the entire time ‘eut period and no additional attempts at unlocking will be
uting TPM_ResetLoekValue when outside of a time out period still results in the res
and time out period.

pf informative .comment

[PM SHAKL incorporate mechanism(s) that will provide some protection against e
nary attacks on the authorization values stored within the TPM.

vefsion of the TPM specification does NOT specify the particular strategy to be

The limited

vner to set a
bcks up and
ach time the
beriod starts
TPM Owner
e TPM must
successful.
etting of the

xhaustive or

used. Some

examn

plnc mighf include Inr‘l(ing out the TPM after a certain number of fQ”IIr'QQ1 forc

ng a reboot

under some combination of failures, or requiring specific actions on the part of some actors after an
attack has been detected. The mechanisms to manage these strategies are vendor specific at this
time.

If the TPM in response to the attacks locks up for some time period or requires a special operation
to restart, the TPM MUST prevent any authorized TPM command and MAY prevent any TPM
command from executing until the mitigation mechanism completes. The TPM Owner can reset the
mechanism using the TPM_ResetLockValue command. TPM_ResetLockValue MUST be allowed to
run exactly once while the TPM is locked up.
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10. TPM Operation

Start of informative comment

Through the course of TPM operation, it may enter several operational modes that include power-
up, self-test, administrative modes and full operation. This section describes TPM operational states
and state transition criteria. Where applicable, the TPM commands used to facilitate state transition
or function are included in diagrams and descriptions.

The TPM keeps the information relative to the TPM operational state in a combination of persistent
and volatile flags. For ease of reading the persistent flags are prefixed by pFlags and the volatile

flags prefix

hvvElaaes
YV gS-

The followin
diagrams drf
and the tran

The state di

CompositeState
o o

=

D - Cira
<> - Decis

and are ider

< [text] > Bn
pre-conditio

< /name > T
event name

.-Thes
@ - The

indicator.

1

g state diagram describes TPM operational states at a high level. Subsequent
Il-down to finer detail that describes fundamental operations, protections onjopera
Sitions between them.

hgrams use the following notation:

- Signifies a state.

Fansitions between states are represented as a single headed arrows.

ular transitions indicate operations that don’t result in a transition to another state.

ion boxes split state flow based on a logical test. Decision conditions are called G
tified by bracketed text.

acketed text indicates transitions that are gated. Text within the brackets describg
n that must be met before state transition may occur.

ransitions may list the events'that trigger state transition. The forward slash demar

3

D.

farting point for reading state diagrams.

ending point for state diagrams. Perpetual state systems may not have an e

-_The collection bar consolidates multiple identical transition events into a s

state
tions

hards

s the

cates

nding

ingle

transition ar

[O\L

ﬁ

- The distribution bar splits transitions to flow into multiple states.

@ - The history indicator means state values are remembered across context switches or power-

cycles.

End of informative comment
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10.1 TPM Initialization & Operation State Flow

Start of informative comment

D
Power off .\
state

b

( lhitialization W
L J

{TPM_Init

{TPM_Startup

h

Operational state ‘\ { Initial subset }

includes numerous
modes that the TPM ‘““—
operates under ¥

{ Operational W

{Confinue Selftest

SaveState not e
mandatory power may
be removed without
performing the save

{TPM_SaveState

DP P001 Rev 01

Figure 10:a - TPM Operational States
End pf informative comment

10.1.1 Initialization

Start of informative comment

TPM| Init transitions_the “TPM from a power-off state to one where the TPM begins an|initialization
procgss. TPM_Init could be the result of power being applied to the platform or a hard rgset.

TPM| Init sets anvinternal flag to indicate that the TPM is undergoing initialization. The TPM must
complete injtialization before it is operational. The completion of initialization requires the receipt of
the TPM_Startup command.

The TPM.is not fully operational until all of the self-tests are complete. Successful completion of the
self-testsattowstheTPMtoenter fulty operatiomat-mode:

Fully operational does not imply that all functions of the TPM are available. The TPM needs to have
a TPM Owner and be enabled for all functions to be available.

The TPM transitions out of the operational mode by having power removed from the system. Prior to
the exiting operational mode, the TPM prepares for the transition by executing the TPM_SaveState
command. There is no requirement that TPM_SaveState execute before the transition to power-off
mode occurs.

End of informative comment

1. After TPM_ Init and untili receipt of TPM Startup the TPM MUST return
TPM_INVALID_POSTINIT for all commands. Prior to receipt of TPM_Startup the TPM MAY
enter shutdown or failure mode.
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10.2 Self-Test Modes

Start of informative comment

Power raceived by

platorh o hard raset TPM has completed, as quickly as possible, self-test of The sat of commands ISOIEC 19780 recognizes as
internal resources required to execute ISOIEC 18790 “initialization commands” plus any other commands that do
recognized “initialization commands”: not use TPM resources other than the initialization

TPM_SHA1Start, TPM_SHA1Update, TPM_SHA1Complete,  commands
TPM_SHA1CompleteExtend, TPM_Extend,

TSC_PhysicalPresence, TSC_ResstEstablishmentBit, and J—
TPM receives TPM_GetCapability (TPM_CAP_PROP_DURATION) e
TPM_Init signal / 3

=(TPM in Limited Operation
l\_ mode B1 - NOTE: When caller gats this return
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PR ST PR Y1 T o o
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TPM receives TPM " command not syt vk
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TPM
Li B =TPM_* that requires internal
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c in LOM
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Figure 10:b - Self-Test States
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After initialization the TPM performs a limited self-test. This test provides the assurance that a
selected subset of TPM commands will perform properly. The limited nature of the self-test allows
the TPM to be functional in as short of time as possible. The commands enabled by this self-test
are:

TPM_SHA1xxx — Enabling the SHA-1 commands allows the TPM to assist the platform startup
code. The startup code may execute in an extremely constrained memory environment and having
the TPM resources available to perform hash functions can allow the measurement of code at an
early time. While the hash is available, there are no speed requirements on the 1/0 bus to the TPM
or on the TPM itself so use of this functionality may not meet platform startup requirements.

e to perform
h using the

main|processor.

TPM| Startup — This command must be available as it is the transition command frgm the initial
envirpnment to the limited operational state.

TPM| ContinueSelfTest — This command causes the TPM to complete the self-tests|on all other
TPM|functions. If TPM receives a command, and the self-test for that command has not been
completed, the TPM may implicitly perform the actions of the TPM_ContinueSelfTest command.

TPM/[ SelfTestFull — A TPM MAY allow this command- after initialization, Hut typically
TPM| ContinueSelfTest would be used to avoid repeating thedimited self tests.

TPM| GetCapability — A subset of capabilities can be readcn'the limited operation state.
The ¢omplete self-test ensures that all TPM functionality'is available and functioning properly.
End pf informative comment

1. startup, a TPM MUST self-test all* internal functions that are necessary to do
PM_SHA1Start, TPM_SHA1Updatey.*TPM_SHA1Complete, TPM_SHA1CompleteExtend,
PM_Extend, TPM_Startup, TPM_ContinueSelfTest, a subset of TPM_GetCapability, and
PM_GetTestResult.

2. The TSC_PhysicalPresence and TSC_ResetEstablishmentBit commands do not| operate on
shielded-locations and have-no requirement to be self-tested before any use.

3. The TPM MAY allow ‘TPM_SelfTestFull to be used before completion of thg actions of
TPM_ContinueSelfTést.

4. The TPM MAY implicitly run the actions of TPM_ContinueSelfTest upon receipt of[a command
that requires untested resources.

5. The platform specific specification MUST define the maximum startup self-test time.

10.2.1 Operational Self-Test

£ s L - 5
Stall. Ul Inurtriauve ouItImiricertit

The completion of self-test is initiated by TPM_ContinueSelfTest. The TPM MAY allow
TPM_SelfTestFull to be issued instead of TPM_ContinueSelfTest.

TPM_ContinueSelfTest is the command issued during platform initialization after the platform has
made use of the early commands (perhaps for an early measurement), the platform is now
performing other initializations, and the TPM can be left alone to complete the self-tests. Before any
command other than the limited subset is executed, all self-tests must be complete.

TPM_SelfTestFull is a request to have the TPM perform another complete self-test. This test will
take some time but provides an accurate assessment of the TPM’s ability to perform all operations.
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The original design of TPM_ContinueSelfTest was for the TPM to test those functions that the
original startup did not test. The TCG contracted with a set of FIPS-140-2 laboratories to evaluate
the specification and one specific requested change was for TPM_ContinueSelfTest to perform a
complete self-test. The rationale is that the original tests are only part of the initialization of the TPM;
if they fail, the TPM does not complete initialization. Performing a complete test after initialization
meets the FIPS-140-2 requirements. The TPM may work differently in FIPS mode or the TPM may
simply write the TPM_ContinueSelfTest command such that it always performs the complete check.

TPM_ContinueSelfTest causes a test of the TPM internal functions. When TPM_ContinueSelfTest is
asynchronous, the TPM immediately returns a successful result code before starting the tests.
When testing is complete, the TPM does not return any result. When TPM_ContinueSelfTest is

synchronou

The TPM m
Alternatively
command a
implicit self
Alternatively
command.

Programme
the polling f
“busy” sign
command b
appear as i
indication th

Upon the cc
subsequent

In version 1
Version 1.2
of a transpo

If self-tests
continue. TH
information

A TPM may
resource.

. The TPM may return. TPM_NEEDS_SELFTEST, indicating that the execution of the com

5, (Ne 1 FIVI completes the Sseli-IeSIS and then returns a success or 1ailure resuit cod

ay reject any command other than the limited subset if self test has not been comp
, the actions of TPM_ContinueSelfTest may start automatically if the TPM |recei
hd there has been no testing of the underlying functionality. If the TPM.implement
test, it may immediately return a result code indicating that it _iSdoing sell

's of TPM drivers should take into account the time estimates/for self-test and min
pr self-test completion. While self-test is executing, the TPM may return an out-of:
il to prevent command from being issued. Alternatively, the TPM may accegp
ut delay execution until after the self-test completes:Either of those alternatives

the TPM is blocking to upper software layers. Alternatively, the TPM may retu
at is doing a self-test.

call to TPM_GetTestResult returns the self<test result.

.1, there was a separate command to .create a signed self-test, TPM_CertifySel
deprecates the command. The new.use model is to perform TPM_GetTestResult i
t session and then use TPM_ReleaseTransportSigned to obtain the signature.

fail, the TPM goes into failure state and does not allow most other operatio
e TPM_GetTestResult will'operate in failure mode so an outside observer can
bs to the reason for therself-test failure.

take three courses of action when presented with a command that requires an unt

S .

eted.
es a
5 this
-test.

, it may do the self-test, then do the command, and return only the‘result code ¢f the

mize
band
t the

may
N an

pmpletion of the self-tests, the result of the:self-tests are held in the TPM such that a

Test.
hside

ns to
btain

bsted

mand

requires|TPM_ContinueSelfTest.

2. The TPNI may_implicitly execute the self-test and return a TPM_DOING_SELFTEST return fode,
causing the éxternal software to retry the command.

3. The TP f the

ordinal.

The following example shows how software can detect either mechanism with a single piece of code

1. SW sends TPM_xxx command
2. SW checks return code from TPM
3. If return code is TPM_DOING_SELFTEST, SW attempts to resend

a. If the TIS times out waiting for TPM ready, pause for self-test time then resend

b. if TIS timeout, then error
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4. else if return code is TPM_NEEDS SELFTEST

a.

Send TPM_ContinueSelfTest

5. else

a.

Process the ordinal return code

End of informative comment

The TPM MUST provide startup self-tests. The TPM MUST provide mechanisms to allow the
self-tests to be run on demand. The response from the self-tests is pass or fail.

1.

T

e TPM MUST complete the startup self-tests in a manner and timeliness that all

9-2:2009(E)

ws the TPM

tq

T
tg
T

be of use to the BIOS during the collection of integrity metrics.

st is not complete the TPM MUST return TPM_NEEDS”SEL
PM_DOING_SELFTEST, or do the self-test before using the feature.

here are two sections of startup self-tests: required and recommended. The re
sts are not a requirement due to time constraints. The TPM manufacturer shoulg
any tests as possible within the time constraints.

he TPM MUST report the tests that it performs.

he TPM MUST provide a mechanism to allow selfztest to execute on requ
nallenger.

he TPM MUST provide for testing of some operations during each execution of the
he TPM MUST check the following:
RNG functionality

leave the integrity registers in a khown state.
Testing the EK integrity, if it exists

i. This requirement spegifies that the TPM will verify that the endorsement |
encrypt and decrypta known value. This tests the RSA engine. If the EK
been generated the TPM action is manufacturer specific.

The integrity of-the protected capabilities of the TPM

i. This megans that the TPM must ensure that its “microcode” has not changed,
a test'must be run on each function.

Any tamper-resistance markers

he TPM MUST complete the required checks before a given feature is in use.If a function self-

FTEST  or

commended

perform as

est by any

operation.

Reading and extending the integrity registers. The self-test for the integrity fegisters will

ey pair can
has not yet

and not that

i,\The tests on the tamper-resistance or tamper-evident markers are under pr

bgrammable

control. There is no requirement to check tamper-evident tape or the status of epoxy

T

a.

surrounding the case.
he TPM SHOULD check the following:
The hash functionality

i. This check will hash a known value and compare it to an expected result.
requirement to accept external data to perform the check.

ii. The TPM MAY support a test using external data.
Any symmetric algorithms

i. This check will use known data with a known key or a random key to encrypt
the data

© ISO/IEC 2009 — All rights reserved
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c. Any additional asymmetric algorithms
i. This check will use known data to encrypt and decrypt.
d. The key-wrapping mechanism

i. The TPM should wrap and unwrap a key. The TPM MUST NOT use the endorsement
key pair for this test.

e. Any other internal mechanisms
10. Self-Test Failure

g the

1 by

N two

i. The TPM MAY return TPM_DOING_SEKFTEST.

ii. The TPM may complete the self-test; execute the command, and return the command

result.
b. The TPM MAY return the error code TPM_NEEDS_SELFTEST
10.3 Stdrtup

Start of infgrmative comment

Startup trarfsitions the TRM from the initialization state to an operational state. The transition
includes information from' the platform to inform the TPM of the platform operating ptate.
TPM_Startup has thre€ options: Clear, State and Deactivated.

The Clear gptiop-informs the TPM that the platform is starting in a “cleared” state or most likely a
complete repaot.-The TPM is to set itself to the default values and operational state specified Ry the
TPM Ownert

The State option informs the TPM that the platform is requesting the TPM to recover a saved state
and continue operation from the saved state. The platform previously made the TPM_SaveState
request to the TPM such that the TPM prepares values to be recovered later.

The Deactivated state informs the TPM that it should not allow further operations and should fail all
subsequent command requests. The Deactivated state can only be reset by performing another
TPM_Init.

End of informative comment
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10.4 Operational Mode
Start of informative comment
After the TPM completes both TPM_Startup and self-tests, the TPM is ready for operation.

There are three discrete states, enabled or disabled, active or inactive and owned or unowned.
These three states when combined form eight operational modes.

[81 Enabled — Active - Owned ]

S2 Disahled Aetive - Ciwned

53 Enabled - Inactive - Owned

54 Disabled — Inactive - Owned

56 Disabled — Active - Unowned

57 Enabled — Inactive - Unowned

58 Disabled — Inactive - Unowned

— % . B . tr i i . Y1

|
)
55 Enabled - Active - Unowned ]

DP POO3Rev.01

Figune 10:c - Eight Modes of Operation

S1 is|the fully operational state where all TPM_functions are available. S8 represents a mode where
all TRM features (except those to change the state) are off.

Given the eight modes of operation, thesTPM can be flexible in accommodating a wide range of
usage scenarios. The default delivery state for a TPM should be S8 (disabled, inactive and
unowned). In S8, the only mechanism available to move the TPM to S1 is having physigal access to
the platform.

Two examples illustrate the passibilities of shipping combinations.
Example 1

The pustomer does net want the TPM to attest to any information relative to the platform. The
custgmer does not.want any remote entity to attempt to change the control options that|the platform
owngr is setting.» For this customer the platform manufacturer sets the TPM in S8 (disabled,
deactivated.and unowned).

To changeithe state of the platform the platform owner would assert physical presence|and enable,
activate‘and insert the TPM Owner shared secret. The details of how to change the vafious modes
is in subsequent sections.

This particular sequence gives maximum control to the customer.
Example 2

A corporate customer wishes to have platforms shipped to their employees and the IT department
wishes to take control of the TPM remotely. To satisfy these needs the TPM should be in S5
(enabled, active and unowned). When the platform connects to the corporate LAN the IT
department would execute the TPM_TakeOwnership command remotely.

This sequence allows the IT department to accept platforms into their network without having to
have physical access to each new machine.

End of informative comment
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The TPM MUST have commands to perform the following:

1. Enable and disable the TPM. These commands MUST work as TPM Owner authorized or with
the assertion of physical presence

2. Activate and deactivate the TPM. These commands MUST work as TPM Owner authorized or
with the assertion of physical presence

3. Activate and deactivate the ability to take ownership of the TPM
4. Assert ownership of the TPM.

10.4.1 EnablingaTPM

Informativel comment

A disabled TPM is not able to execute commands that use the resources of a TPM, ' While some
commands [are available (SHA-1 for example) the TPM is not able to load keys "and pefform
TPM_Seal gnd other such operations. These restrictions are the same as for ansinactive TPM,. The
difference Between inactive and disabled is that a disabled TPM is unable to execut¢ the
TPM_TakeQwnership command. A disabled TPM that has a TPM Owner is ‘'not able to execute
normal TPM commands.

—)[ TPM Disabled ]

TPM_OwnerSetDisable or
ITPM_PhysicalEnable

[pFlags.tpmDisabled
= TRUE]

[ S0 O

[pFlags.tpmDisabled {TPM_OwnerSetDisable or
= FALSE] [TPM_PhysicalDisable

—)[ TPM Enabled ]

pFlags.tpmDisabled contains the current enablement status. When set to TRUE the THM is
disabled, when FALSE the TPM is enabled.

Changing tHe setting pFlags.tpmDisabled has no effect on any secrets or other values held Ry the
TPM. No keys; )monotonic counters or other resources are invalidated by changing [TPM
enablement| .There is no guarantee that session resources (like transport sessions) survive the

1 Ll £ loo ot Ll H ] £ 4+
change In enabreMment; ot iNere 1S O T10SSOT SECrets:

DP P004 Rev 01

The TPM_OwnerSetDisable command can be used to transition in either Enabled or Disabled
states. The desired state is a parameter to TPM_OwnerSetDisable. This command requires
TPM_Owner-Authentication to operate. It is suitable for post-boot and remote invocation.

An unowned TPM requires the execution of TPM_PhysicalEnable to enable the TPM and
TPM_PhysicalDisable to disable the TPM. Operators of an owned TPM can also execute these two
commands. The use of the physical commands allows a platform operator to disable the TPM
without TPM Owner authorization.
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TPM_PhysicalEnable transitions the TPM from Disabled to Enabled state. This command is
guarded by a requirement of operator physical presence. Additionally, this command can be invoked
by a physical event at the platform, whether or not the TPM has an Owner or there is a human
physically present. This command is suitable for pre-boot invocation.

TPM_PhysicalDisable transitions the TPM from Enabled to Disabled state. It has the same guard
and invocation properties as TPM_PhysicalEnable.

The subset of commands the TPM is able to execute is defined in the structures document in the
persistent flag section.

Misuse of the disabled state can result in denial-of-service. Proper management of Owner AuthData
and ; . ”» . . A gtem.

End pf informative comment

e TPM MUST provide an enable and disable command that is executed"with TPM Owner
apthorization.

e TPM MUST provide an enable and disable command this is executed locally uging physical

A degctivated TPM is not able to execute commands that'use TPM resources. A major difference
between deactivated and disabled is that @ deactivated TPM CAN ekecute the

ivated may be used to prevent the «(obscure) attack where a TPM is [readied for
TPM| TakeOwnership but a remote rogue manages to take ownership of a platform just before the
genujne owner, and immediately has use ‘of the TPM’s facilities. To defeat this attack, a genuine
r should set disable==FALSE, ownership==TRUE, deactivate==TRUE, execute
TPM| takeOwnership, and then set deactivate==FALSE after verifying that the genuine jowner is the
actugl TPM owner.

Activation control is with both(persistent and volatile flags. The persistent flag is never directly
checked by the TPM, rathef if*is the source of the original setting for the volatile flag. [During TPM
initialjzation the value of pFlags.tpmDeactivated is copied to vFlags.tpmDeactivated. When the TPM
execption engine checks:for TPM activation, it only references vFlags.tpmDeactivated.

Toggting the state ‘of pFlags.tpmDeactivated uses TPM_PhysicalSetDeactivated. This command
requires physical-presence. There is no associated TPM Owner authenticated command as the
TPM| Owner—~can always execute TPM_OwnerSetDisabled which results in the |[same TPM
ations<The toggling of this flag does not affect the current operation of the TPM blit requires a

pFlags.tpmDeactivated. If vFlags.tpmDeactivated is TRUE the
reboot the platform and have pFlags reset the vFlags value.

initialization—by—the value of
only way to reactivate the TPM is to

If vFlags.tpmDeactivated is FALSE, running TPM_SetTempDeactivated will set
vFlags.tpmDeactivated to TRUE and then require a reboot of the platform to reactivate the platform.
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.—)@—)[ pFlags.tpmDeactivated ]

I

[ vFlag.Deactivated ]
[vFlags.tpmDeactivated [vFlags.tpmDeactivated
= FALSE] 4 = TRUE]
TPM Actjvated i PN Deactivated i
\ TPM_SetTempDeactivated ‘
\—/ DP P005 Rev 01
Figure 10:d | Activated and Deactivated States
TPM activation is for Operator convenience. It allows the operatoryto deactivate the platform
(temporarily] using TPM_SetTempDeactivated) during a user sessioh when the operator dogs not
want to disdlose platform or attestation identity. This provides operator privacy, since PCRs fould
provide cryptographic proof of an operation. PCRs are inacCessible when a TPM is deactijated.

They cannof be used for authorization, nor can they be read‘_The reboot required to activate a| TPM
also resets the PCRs.

The subset|of commands that are available when the TPM is deactivated is contained in the
structures dqocument. The TPM_TakeOwnership..command is available when deactivated. | The

TPM_Exten
command w
resulting PC

End of info

] command is available when deactivated so that software (e.g. a BIOS) can run the

ithout the need to handle an errofz,” The PCR extend operation is irrelevant, sing
R value cannot be used.

rmative comment

1. The TP

2.
physical

The TP’I\I/‘I

MUST maintain a non=volatile flag that indicates the activation state

MUST provide for.the setting of the non-volatile flag using a command that req
presence

The TP

The TP

The onl

MUST setsta volatile flag using the current setting of the non-volatile flag.
MUST provide for a command that deactivates the TPM immediately

meehanism to reactivate a TPM once deactivated is to power-cycle the system.

e the

uires

Start of informative comment

The owner of the TPM has ultimate control of the TPM. The owner of the TPM can enable or disable
the TPM, create AIK and set policies for the TPM. The process of taking ownership must be a tightly
controlled process with numerous checks and balances.

The protections around the taking of ownership include the enablement status, specific persistent
flags and the assertion of physical presence.

Control of the TPM revolves around knowledge of the TPM_Owner-Authentication value. Proving
knowledge of authentication value proves the calling entity is the TPM Owner. It is possible for more
than one entity to know the TPM_Owner-Authentication value.
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The TPM provides no mechanisms to recover a lost TPM_Owner-Authentication value.

Recovery from a lost or forgotten TPM_Owner-Authentication value involves removing the old value
and installing a new one. The removal of the old value invalidates all information associated with the
previous value. Insertion of a new value can occur after the removal of the old value.

A disabled and inactive TPM that has no TPM Owner cannot install an owner.

To invalidate the TPM_Owner-Authentication value use either TPM_OwnerClear or
TPM_ForceClear.

End of informative comment
1.

2. e TPM_Owner-Authentication value MUST be held in persistent storage

3. e TPM MUST have no mechanisms to recover a lost TPM_Owner-Authentication jalue

10.4.3.1 Enabling Ownership
Informative comment

The ptate that a TPM must be in to allow for TPM_TakeOwnetship to succeed is; ¢nabled and
fFlags.OwnershipEnabled TRUE.

The following diagram shows the states and the operational checks the TPM makes before allowing
the insertion of the TPM Ownership value.

o —— ®

W e
[Disabled]
.l D —— [Ownership Not Allowed]
[Enabled]
[Inactive] —_——

[Active]
[Ownership Allowed]

[Owned] ¥ [Unowned]

Op4rational }

—[ Take Ownership ](—

DP P006 Rev 01

The TPM checks the disabled flag and then the inactive flag. If the flags indicate enabled then the
TPM|cheécks for the existence of a TPM Owner. If an Owner is not present the TPM then checks the
OwnershipDisabled flag. If TRUE the TPM_TakeOwnership command will eEXecute.

While the TPM has no Owner but is enabled and active there is a limited subset of commands that
will successfully execute.

The TPM_SetOwnerinstall command toggles the state of the pFlags.OwnershipDisabled.
TPM_SetOwnerlnstall requires the assertion of physical presence to execute.

End of informative comment
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10.4.4 Transitioning Between Operational States
Start of informative comment

The following table is a recap of the commands necessary to transition a TPM from one state to
another.

State TPM Owner Auth Physical Presence Persistence
Disabled to Enabled TPM_OwnerSetDisable TPM_PhysicalEnable permanent
Enabled to Disabled TPM_OwnerSetDisable TPM_PhysicalDisable permanent
Inactive to Active TPM_PhysicalSetDeactivated permanent
Active to Inactive TPM_PhysicalSetDeactivated permanent
Active to Inactive TPM_SetTempDeactivated boot cycle

End of informative comment

10.5 Clearing the TPM

Start of infgrmative comment

Clearing thg TPM is the process of returning the TPM to factory defaults. It is possible the plgtform
owner will change when in this state.

The commands to clear a TPM require either TPM_Owner-Authentication or the assertipn of
physical pregence.

The clear prpcess performs the following tasks:

Invalidate tHe SRK. Once invalidated all informatiot~stored using the SRK is now unavailablel The
invalidation does not change the blobs using thé SRK rather there is no way to decrypt the plobs
after invalidation of the SRK.

Invalidate tpmProof. tpmProof is a value that provides the uniqueness to values stored off ¢f the
TPM. By invialidating tpmProof all off TPM blobs will no longer load on the TPM.

Invalidate the TPM_Owner-Authentication value. With the authentication value invalidated there are
no TPM Owper authenticated cemmands that will execute.

Reset volatile and non-volatile )\data to manufacturer defaults.
The clear myst not affectithe EK.
Once cleared the TRPMwill return TPM_NOSRK to commands that require authentication.

The PCR vplues are undefined after a clear operation. The TPM must go through TPM_Ihit to
properly set|the' PCR values.

Clear authentication comes from either the TPM owner or the assertion of physical presence. As the
clear commands present a real opportunity for a denial of service attack there are mechanisms in
place disabling the clear commands.

Disabling TPM_OwnerClear uses the TPM_DisableOwnerClear command. The state of ability to
execute TPM_OwnerClear is then held as one of the non-volatile flags.

Enablement of TPM_ForceClear is held in the volatile disableForceClear flag. disableForceClear is
set to FALSE during TPM_Init. To disable the command software should issue the
TPM_DisableForceClear command.

During the TPM startup processing anyone with physical access to the machine can issue the
TPM_ForceClear command. This command performs the clear operations if it has not been disabled
by vFlags.DisabledForceClear being TRUE.
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The TPM can be configured to block all forms of clear operations. It is advisable to block clear
operations to prevent an otherwise trivial denial-of-service attack. The assumption is the system
startup code will issue the TPM_DisableForceClear on each power-cycle after it is determined the
TPM_ForceClear command will not be necessary. The purpose of the TPM_ForceClear command
is to recover from the state where the Owner has lost or forgotten the TPM Owner-authentication-
data.

The TPM_ForceClear must only be possible when the issuer has physical access to the platform.
The manufacturer of a platform determines the exact definition of physical access.

The commands to clear a TPM require either TPM_Owner-Authentication, TPM_OwnerClear, or the
assertion of physical presence, TPM_ForceClear

End pf informative comment

The TPM MUST support the clear operations.

al Clear operations MUST be authenticated by either the TPM Owner or_physical pfesence
bl The TPM MUST support mechanisms to disable the clear operations

The clear operation MUST perform at least the following actions

SRK invalidation
tpmProof invalidation

TPM_Owner-Authentication value invalidation

Invalidation of volatile values

a
b
c
d] Resetting non-volatile values to defaults
e
f.| Invalidation of internal resources

T

he clear operation must not affect the EK.
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11. Physical Presence
Start of informative comment

ISO/IEC 11889 describes commands that require physical presence at the platform before the
command will operate. Physical presence implies direct interaction by a person — i.e. Operator with
the platform / TPM.

The type of controls that imply special privilege include:

Clearing an existing Owner from the TPM,

Tempordrily deactivating a 1PM,

Temporarily disabling a TPM.

Physical prgsence implies a level of control and authorization to perform basic administrative fasks

and to bootgtrap management and access control mechanisms.

Protection of low-level administrative interfaces can be provided by physical and electrical met
or by softwpre; or a combination of both. The guiding principle for designers is the protq
mechanism [should be difficult or impossible to spoof by rogue software:-Designers should| take
advantage of restricted states inherent in platform operation. For example, in a PC, soffware
executed dyring the power-on self-test (POST) cannot be disturbed-without physical access fo the

hods;
bction

platform. Alternatively, a hardware switch indicating physical presence is very difficult to circumvent
by rogue software or remote attackers.

TPM and platform manufacturers will determine the actual-implementation approach. The strength
of the protegtion mechanisms is determined by an evaluation of the platform.

Physical presence indication is implemented as a-flag in volatile memory known asg the
PhysicalPregenceV flag. When physical presences“established (TRUE) several TPM commands
are able to function. They include:

TPM_Physi¢alEnable,

TPM_Physi¢alDisable,

TPM_Physi¢alSetDeactivated,

TPM_Force(Clear,

TPM_SetOwnerlnstall,

In order to|execute these-commands, the TPM must obtain unambiguous assurance thgt the
operation is| authorized “by physical-presence at the platform. The command processor in the 1/10
component [checks(the physicalPresenceV flag before continuing processing of TPM command
blocks. The| volatile: physicalPresenceV flag is set only while the Operator is indeed phydically
present.

TPM design s not

mask-able. For example, a special bus cycle could be used or a dedicated line implemented.

There is an exception to physical presence semantics that allows a remote entity the ability to assert
physical presence when that entity is not physically present. The TSC_PhysicalPresence command
is used to change polarity of the physicalPresenceV flag. Its use is heavily guarded. See sections
describing the TPM Opt-In component; and Volatile and Non-volatile memory components.

The following diagram illustrates the flow of logic controlling updates to the physicalPresenceV flag:
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TSC_PhysicalPresence()

e 11:a - Physical Presence Control Logic

diagram shows that the vFlags.physicalPresenceV flag may be updated either by
gh the TSC_PhysicalPresence command, but gated by persistent control flags an

Observe, the reverse logic surrounding the use of TSC,PhysicalPresence comr
hysicalPresenceCMDEnable flag is set and the physicalPresenceCMDEnableV is
SC_PhysicalPresence command may execute.

pbhysicalPresenceV flag may be overridden by 4nambiguous physical presence. C
se of dedicated electrical hardware providing a trusted path to the Operator
bdence than the physicalPresenceV flag value. Implementers should tak
deration when implementing physical presence indicators.

pbf informative comment

he requirement for physical presence MUST be met by the platform manufacturer
hysical mechanism.

SHALL be impossible to-intercept or subvert indication of physical presence to the]
kecution of software on.the platform.

a HW pin or
| a temporal
nand. When
not set, and

onceptually,
has higher
this into

a)
-

using some

TPM by the
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12. Root of Trust for Reporting (RTR)

Start of informative comment

The RTR is responsible for establishing platform identities, reporting platform configurations,
protecting reported values, and providing a function for attesting to reported values. The RTR
shares responsibility of protecting measurement digests with the RTS.

The interaction between the RTR and RTS is a critical component. The design and implementation
of the interaction between the RTR and RTS should mitigate observation and tampering with the
messages. It is strongly encouraged that the RTR and RTS implementation occur in the same

package su
that the RTH
End of info
1. Aninsta

a. Be r¢
platf

b. Supq

12.1 Pla
Start of infdq

The RTR is|
TPM uses th

In the TPM,
to the TPM.

Prior to any
manufacturi
how a speci

As the RT
circumstanc|

TPM Ownef

prohibition o
End of info
1. The RTH

a. The

Ch there are no external observation points. For a silicon based PM this would
X and RTS are in the same silicon package with no external busses.

'mative comment
ntiation of the RTS and RTR SHALL do the following:

psistant to all forms of software attack and to the forms of physical attack implied g
brm’s Protection Profile

ly an accurate digest of all sequences of presented integrity metrics

tform Identity
)rmative comment

a cryptographic identity used to distinguish and’authenticate an individual TPM
e RTR to answer an integrity challenge.

the Endorsement Key (EK) is the RTR. The EK is cryptographically unique and b

use of the TPM, the RTR must be instantiated. Instantiation may occur during
ng or platform manufacturing. The business issues and manufacturing flow deterr
fic TPM and platform is initialized with the EK.

R is cryptographically unique, the use of the RTR must only occur in cont
es due to privacy concerns. The EK is only available for two operations: establishin
and establishing ‘Attestation Identity Key (AIK) values and credentials. There
n the use of the EK:for any other operation.

'mative comment

R MUST have a cryptographic identity.

cryptographic identity of the RTR is the Endorsement Key (EK).
MUST be

mply

y the

The

ound

TPM
nines

rolled
g the
is a

Statistically unique
When the TPM is in FIPS mode, the EK MUST be generated using a random number

generator that meets FIPS requirements.

Difficult to forge or counterfeit
Verifiable during the AIK creation process
The EK SHALL only participate in

Ownership insertion

b. AIK creation and verification

2. The EK
a.
i
i.
b.
3.
a. TPM
42
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12.2 RTR to Platform Binding

Start of informative comment

When performing validation of the EK and the platform the challenger wishes to have knowledge of
the binding of RTR to platform. The RTR is bound to a TPM hence if the platform can show the
binding of TPM to platform the challenger can reasonably believe the RTR and platform binding.

The TPM cannot provide all of the information necessary for the challenger to trust in the binding.
That information comes from the manufacturing process and occurs outside the control of the TPM.

End of informative comment

1. The EK is transitively bound to the Platform via the TPM as follows:

al An EK is bound to one and only one TPM (i.e., there is a one to ong ¢orfespondence
between an Endorsement Key and a TPM.)

bl A TPM is bound to one and only one Platform. (i.e., there is a one,t0 one correspondence
between a TPM and a Platform.)

c| Therefore, an EK is bound to a Platform. (i.e., there is a one {o one correspondemnce between
an Endorsement Key and a Platform.)

12.3 Platform Identity and Privacy Considerations
Start of informative comment

The uniqueness property of cryptographic identities.faises concerns that use of that igentity could
resulf in aggregation of activity logs. Analysis of the aggregated activity could revgal personal
information that a user of a platform would not etherwise approve for distribution to the aggregators.
Both [EK and AlK identities have this property.

To cpunter undesired aggregation, TCG, encourages the use of domain specific AIK keys and
restricts the use of the EK key. The platform owner controls generation and distribution ¢f AIK public
keys

If a djgital signature was performed by the EK, then any entity could track the use of thg EK. So use
of th¢ EK as a signature is cryptographically sound, but this does not ensure privacy. [Therefore, a
mechanism to allow verifiers’ (human or machine) to determine that the TPM really signed the
mesgage without using the EK is required.

End pf informative.comment

12.4 Attestation Identity Keys

Start of informative comment

An Atltestation Identity Key (AIK) is an alias for the Endorsement Key (EK). The EK capnot perform
sign f i .

Generation of an AIK can occur anytime after establishment of the TPM Owner. The TPM can
create a virtually unlimited number of AIK.

The TPM Owner controls all aspects of the generation and activation of an AIK. The TPM Owner
controls any data associated with the AIK. The AIK credential may contain application specific
information. The AIK must contain identification such that the TPM can properly enforce the
restrictions placed on an AlK.

The AIK is an asymmetric key pair. For interoperability, the AIK is an RSA 2048-bit key. The TPM
must protect the private portion of the asymmetric key and ensure that the value is never exposed.
The user of an AIK must prove knowledge of the 160-bit AIK authorization value to use the AlK.
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An AIK is a signature key, and is never used for encryption. It only signs information generated
internally by the TPM. The data could include PCR, other keys and TPM status information. The AIK
must never sign arbitrary external data, since it would be possible for an attacker to create a block
of data that appears to be a PCR value.

AIK creation involves two TPM commands.

The TPM_Makeldentity command causes the TPM to generate the AIK key pair. The command also
discloses the EK-AIK binding to the service that will issue the AIK credential.

The TPM_Activateldentity command unwraps a session key that allows for the decryption of the AIK
credential. The session key was encrypted using the PUBEK and requires the PRIVEK to perform
the decryptipr.

Use of the AIK credential is outside of the control of the TPM.
End of informative comment

1. The TPM MUST permanently mark an AIK such that, for all subsequent uses af-the AIK, the AIK
restrictigns are enforced.

2. An AIK MUST be:
a. Statistically unique
b. Diffigult to forge or counterfeit
c. Veriffable to challengers
3. For interpoperability the AIK MUST be
a. An RSA 2048-bit key
4. The AIKIMUST only sign data generated by the TPM

12.4.1 IK Creation

Start of infgrmative comment

As the AIK is an alias for the EK. The AIK creation process requires TPM Owner authorization. The
process actlially requires two TPM Owner authorizations; creation and credential activation.

The AIK credential creation process is outside the control of the TPM. However, the certifi¢ation
authority (CA) will attest (with-the AIK credential) that the AIK is tied to valid Endorsement, Plgtform
and Conformance credentials:

Without these credentials, the AIK cannot prove that PCR values belong to a TPM. An ownelf may
decide to tfust any-key generated by TPM_Makeldentity without activating the identity |(e.g.,
because hefis anadministrator in a controlled company environment). In this case, the owner needs
no credentigl. Another challenger can only trust that the AIK belongs to a TPM by seeing the
credential of a.trUstworthy CA.

End of informative comment
1. The TPM Owner MUST authorize the AIK creation process.
2. The TPM MUST use a protected function to perform the AlIK creation.

3. The TPM Owner MUST indicate the entity that will provide the AIK credential as part of the AIK
creation process.

4. The TPM Owner MAY indicate that NO credential will ever be created. If the TPM Owner does
indicate that no credential will be provided the TPM MUST ensure that no credential can be
created.
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5. The TTP MAY apply policies to determine if the presented AIK should be granted a credential.

6. The credential request package MUST be useable by only the Privacy CA selected by the TPM
Owner.

7. The AIK credential MUST be only obtainable by the TPM that created the AIK credential
request.

12.4.2 AIK Storage

Start of informative comment

The ”( |||a_y bG otUch Ul'l OUITICT uUIIUIG: PUIrpuotc OtUI GuU dCV;\JC.
When held outside of the TPM the AIK sensitive data must be encrypted and integrity prptected.
End pf informative comment

When held outside of the TPM AIK encryption and integrity protection-MUST protect the AIK
sensitive information
T

he migration of AIK from one TPM to another MUST be prohibited
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13. Root of Trust for Storage (RTS)

Start of informative comment

The RTS provides protection on data in use by the TPM but held in external storage devices. The
RTS provides confidentiality and integrity for the external blobs.

The RTS also provides the mechanism to ensure that the release of information only occurs in a
named environment. The naming of an environment uses the PCR selection to enumerate the

values.

Data protec

od hy the RTS can migrnfn to other TPM

End of informative comment

1. The number and size of values held by the RTS SHOULD be limited only by thelwvolun

storage

2. The TPM MUST ensure that TPM_PERMANENT_DATA -> tpmProof is onlyinserted into

internall

13.1 Loading and Unloading Blobs
Start of informative comment

The TPM prpvides several commands to store and load RTS controlled data.

Class Command Analog Comment
1 Data / Internal / TPM TPM_Makeldentity TPM\Activateldentity Special purpose data
2 Data / Bxternal / TPM TSS_Bind TPM_Unbind
3 Data / Internal / PCR TPM_Seal TPM_Unseal
4 Data / Bxternal / PCR
5 Key / Infernal / TPM TPM_CreateWrapKey. TPM_LoadKey
6 Key / External / TPM TSS_WrapKey. TPM_LoadKey
7 Key / Infernal / PCR
8 Key / External / PCR TSS! WrapKeyToPcr TPM_LoadKey

46

Available on the platform

generated and non-migratable information.
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TPM
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ISO/IEC 1188

Transport Sessions and Authorization Protocols
of informative comment

9-2:2009(E)

The purpose of the authorization protocols and mechanisms is to prove to the TPM that the
requestor has permission to perform a function and use some object. The proof comes from the

know!

ledge of a shared secret.

AuthData is available for the TPM Owner and each entity (keys, for example) that the TPM controls.
The AuthData for the TPM Owner and the SRK are held within the TPM itself and the AuthData for

other

entities are held with the entity.

The ]
the T
addit

The ]
chec
use

save

Thersg
TPM
Prota
multi
for a
DSA

New
creat
Chan
allow

specific protocols.

The
only
reply
woul
This

The

[PM Owner AuthData allows the Owner to prove ownership of the TPM. Provingg

onal AuthData must be provided for each entity or operation that has protection.

'PM treats knowledge of the AuthData as complete proof of ownershipof the ent
ks are necessary. The requestor (any entity that wishes to execute a’éommand o
h specific entity) may have additional protections and requirements where he o
5 the AuthData; however, the TPM places no additional requirements.

p are three protocols to securely pass a proof of knowledge” of AuthData from

the “Object-Independent Authorization Protocol” (OIAP),” the “Object-Specific A
col” (OSAP) and the “Delegate-Specific Authorization ‘Protocol” (DSAP). The Ol
ble authorization sessions for arbitrary entities. The OSAP supports an authentica

P supports the delegation of owner or entity authorization.

authorization information is inserted by the)“AuthData Insertion Protocol” (ADIP
on of an entity. The “AuthData Change¢Rrotocol” (ADCP) and the “Asymmetric A
ge Protocol” (AACP) allow the changing of the AuthData for an entity. The protoc
expansion of protocol types to additional ISO/IEC 11889 required protocols

protocols use a “rolling nonce’-paradigm. This requires that a nonce from one sig

for a message and its reply: For instance, the TPM would create a nonce and se
The requestor would(receive that nonce and then include it in the next reques

mechanism is in place to prevent replay attacks and man-in-the-middle attacks.

pasic protocols.do not provide long-term protection of AuthData that is the hash of

or other low-entrapy entities. The TPM designer and application writer must supp

prot

The [desjgh; criterion of the protocols is to allow for ownership authentication, co
parameter-authentication and prevent replay and man-in-the-middle attacks.

ols if pretéction of these types of data is necessary.

wnership of

PM does not immediately allow all operations — the TPM Owner is not a(‘supgr user’ and

ty. No other
the TPM or
r she (or it)

fequestor to
uthorization
AP supports
tion session

single entity and enables the confidential transmission of new authorization infoqmation. The

) during the
\uthorization
bl definitions
and vendor

e be in use
hd that on a
t. The TPM

I validate that the correct nonce was in the request and then create a new nonce for the reply.

a password
y additional

mmand and

The passing of the AuthData, nonces and other parameters must follow specific guide

commands coming from different computer architectures will interoperate properly.

End of informative comment

1.
a
b

C.

2. E

a

© IS0/

AuthData MUST use one of the following protocols

. OIAP
. OSAP
DSAP
ntity creation MUST use one of the following protocols
. ADIP
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3. Changing AuthData MUST use one of the following protocols

a. ADCP

b. AACP

The TPM MAY support additional protocols to authenticate, insert and change AuthData.
5. When a command has more than one AuthData value

a. Each AuthData MUST use the same SHA-1 of the parameters
6. Keys MAY specify AuthDataUsage -> TPM_AUTH_NEVER

a. If th¢ caller changes the tag from TPM_TAG_RQU_AUTHT xxx t0 TPM_TAG_RQU] XXX
the TPM SHALL ignore the AuthData values

b. If thg caller leaves the tag as TPM_TAG_RQU_AUTH1

i. The TPM will compute the AuthData based on the value store in the AuthData logation
ithin the key, IGNORING the state of the AuthDataUsage flag.

c. Usens may choose to use a well-known value for the AuthData when-setting AuthDatalsage
to T’M_AUTH_NEVER.

d. If a ey has AuthDataUsage set to TPM_AUTH_ALWAYS but is received in a command with
the tag TPM_TAG_RQU_COMMAND, the command MUST+eturn an error code.

ands that normally have 2 authorization sessions,"if the tag specifies only one in the
parameter array, then the first session listed is¢ignored (AuthDataUsage must be
TPM_AUTH_NEVER for this key) and the incoming_session data is used for the second| auth

the caller changes x‘the tag from TPM_TAG_RQU_AUTH1 xxx| to
PM_TAG_RQU_XXX the FPM SHALL ignore the AuthData values

If the caller leaves the taglas TPM_TAG_RQU_AUTH1

he TPM will compute the AuthData based on the value store in the AuthData logation
ithin the key, IGNORING the state of the AuthDataUsage flag

b. else|if the key.used in command to read/access the private portion of the key(e.g.
TPM_Sign)

If the tagtis TPM_TAG_RQU_COMMAND, the command MUST return an error codg.

14.1 Au

Start of informative comment

The TPM provides two protocols for authorizing the use of entities without revealing the AuthData
on the network or the connection to the TPM. In both cases, the protocol exchanges nonce-data so
that both sides of the transaction can compute a hash using shared secrets and nonce-data. Each
side generates the hash value and can compare to the value transmitted. Network listeners cannot
directly infer the AuthData from the hashed objects sent over the network.

The first protocol is the Object-Independent Authorization Protocol (OIAP), which allows the
exchange of nonces with a specific TPM. Once an OIAP session is established, its nonces can be
used to authorize the use of any entity managed by the TPM. The session can live indefinitely until
either party requests the session termination. The TPM_OIAP function starts the OIAP session.
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The second protocol is the Object Specific Authorization Protocol (OSAP). The OSAP allows
establishment of an authentication session for a single entity. The session creates nonces that can
authorize multiple commands without additional session-establishment overhead, but is bound to a
specific entity. The TPM_OSAP command starts the OSAP session. The TPM_OSAP specifies the
entity to which the authorization is bound.

Most commands allow either form of authorization protocol. In general, however, the OIAP is
preferred — it is more generally useful because it allows usage of the same session to provide
authorization for different entities. The OSAP is, however, necessary for operations that set or reset

AuthData.

OIAP_sessions were designed for reasons of efficiency; only one setup process is

required for

potentially many authorizations.

An C
many
minin
persq
need
Secre
Secre
of ng
termi
ephe

SAP session is doubly efficient because only one setup process is required fq

authorization calculations and the entity AuthData secret is required”only
nizes exposure of the AuthData secret and can minimize human interactionh in the ¢
n supplies the AuthData information. The disadvantage of the OSAPR-is that a dis
5 to be setup for each entity that requires authorization. The QSAP creates ar

t can be used to provide confidentiality for the introduction of‘aew AuthData during
w entities. Termination of the OSAP occurs in two ways, Either side can requ

a
Fneral secret for the introduction of new AuthData.

poth the OSAP and the OIAP, session setup-is independent of the commar
rized. In the case of OIAP, the requestor sends the TPM_OIAP command,
nse generated by the TPM, can immediately. begin authorizing object actions. T
similar, and starts with the requestor sending a TPM_OSAP operation, naming
the authorization session should be bound.

For
authg
respd

hlso(possible to secure authorization sessions using ephemeral shared-secrets.

tion (as usual) but the TPM forces the termination ‘@f an OSAP session aftef

r potentially
once. This
ase where a
inct session

ephemeral

t that is used throughout the session instead of the entity AuthData secret. Th¢ ephemeral

the creation
est session
use of the

ds that are

gnd with the

he OSAP is
the entity to

new nonce

'he fictitious
nhd might be
Dbbject within

single TPM
L 11889 1.2

Rather than
parameter to

AuthData contalned in the stored object (e.g. key) the AuthData is supplled as a |
OSAP : ' '
ephemeral secret.

End of informative comment
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14.2 Parameter Declarations for OIAP and OSAP Examples
Start of informative comment

To follow OIAP and OSAP protocol examples (Table 14:c and
Table 14:d), the reader should become familiar with the parameters declared in Table 14:a and
Table 14:b.

Several conventions are used in the parameter tables that may facilitate readability.

The Param column (Table 14:a) identifies the sequence in which parameters are packaged into a
command or response message as weII as the S|ze in bytes of the parameter value If thls entry in
the row is bfan Limi i

nated and hashed to inParamDigest or outParamDigest, dmplicitly called 1H1
if there are two authorization sessions. For the first session; 1H1, 2H1, 3H1, ang
¢nated and HMAC’ed. For the second session, 1H2; 2H2, 3H2, and 4Hj
concatenatgdd and HMAC’ed.

ey handles are not included in HMAC calculations. This allows a lower software|layer
physical handle value generated by the TPM\{o a logical value used by an Wipper
er. The upper layer generally holds the HMAC key and generates the HMAC. Excluding
dle allows the mapping to occur without breaking the HMAC. It is important to yise a
horization secret for each key to prevent a man-in-the-middle from altering the key

In general, |
to map the
software layj
the key han
different au
handle.

The Type c
encapsulatiq

The Name d

The double
parameters.
inArgOne a
describing ¢
OSAP /DSA
used, the ta

The authoriz

and flags.

blumn identifies the ISO/IEC 11889 data type corresponding to the passed valu
n of the parameter type is not part of the command message.

olumn is a fictitious variablelname that aids in following the examples and descripti

Hlined row separator distinguishes authorization session parameters from com

In Table 14:a the .TPM_Example command has three parameters; keyH3
nd inArgTwo. The.tag, paramSize and ordinal parameters are message header v
pntents of a command message. The parameters below the double-lined row are C
P or transport authorization session related. If a second authorization session
ble would<show a second authorization section delineated by a second double-lineg
ation session parameters identify shared-secret values, session nonces, session ¢

D
g

. An

pNS.

mand
ndle,
Blues
IAP /
were
row.
igest

In this

example, a single authorization session is used signaled by

the

TPM_TAG_RQU_AUTH1_COMMAND tag.
For an OIAP or transport session, the TPM_AUTHDATA description column specifies the HMAC

key.

For an OSAP or DSAP session, the HMAC key is the shared secret that was calculated during the
session setup, not the key specified in the description. The key specified in the description was
previously used in the shared secret calculation.
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Param HMAC
Type Name Description

# | Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_Example

4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key.

5| 4 2S 1 BQQ) inArgQOne The first input argument

6 [ 20 3S 20 ] UNIT32 inArgTwo The second input argument.

7 ( TPM_AUTHHANDLE authHandle The authorization handle used for keyHandle authdrization.

2H1 20 | TPM_NONCE authLastNonceEven Even nonce previously generated)by TPM to coverlinputs

8 | 30 § 3H1 | 20 | TPM_NONCE nonceOdd Nonce generated by system@ssociated with authl—LandIe

9 ( 4 H1 1 BOOL continueAuthSession The continue use flag forthe authorization handle

(1) 10 TPM_AUTHDATA inAuth 1’2; Lj\sL;tgeD/-e\iltjath(.iigest for inputs and keyHandle. HMAC key:

Table 14:a - Authorization Protocol Input Parameters
Paran HMAC
Type Name Description
# z # Sz
1 P TPM_TAG Tag TPM_TAG_RSP_AUTH1_COMMAND
2 ( UINT32 paramSize Total number of output bytes including paramSize arjd tag
3 i 1S 4 TPM_RESULT teturnCode The return code of the operation. See section 4.3.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_Example
4 i 3S 4 UINT32 outArgOne Output argument
9 20 | 2H1 | 20 § TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outplits
3H1 | 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHaLdIe

6 ( 4 H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 10 TPM_AUTHDATA — T 1’2; lf;uatgglitﬁh(_jigeSt for the returned parameters. HIMAC key:

Table 14:b - Authorization Protocol Output Parameters

End of informative comment
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1421 O

bject-Independent Authorization Protocol (OIAP)

Start of informative comment

The purpose of this section is to describe the authorization-related actions of a TPM when it
receives a command that has been authorized with the OIAP protocol. OIAP uses the TPM_OIAP

command to

create the authorization session.

Many commands use OIAP authorization. The following description is therefore necessarily
abstract. A fictitious TPM command, TPM_Example is used to represent ordinary TPM commands.

Assume that a TPM user wishes to send command TPM_Example. This is an authorized command

that uses t
(key.usageA
authorizatio

need to authorize the use of keyHandle for more than one command. This use modél| points

selection of

For the TPN\
command. T
formats of a

<inParamDi
<outParamlL
inAuthSetup
nonceOdd,
order: nonce

There are t
TPM_OAIP
arguments

uth) as this is the entity that requires authorization and this secret is uséd i

the OIAP as the authorization protocol.

he following table shows the commands executed, the parameters'created and the
| of the information.

pest> is the result of the following calculation: SHA1(ardinal, inArgOne, inArg
igest> is the result of the following calculation: SHA1(refurnCode, ordinal, outArg
Params refers to the following parameters, inthis order: authLastNonce
continueAuthSession. OutAuthSetupParams refers to the following parameters, i
bEven, nonceOdd, continueAuthSession

WO even nonces used to execute TPM_Example, the one generated as part g
command (labeled authLastNonceEven below) and the one generated with the g
f TPM_Example (labeled as nonceEven-below).

ne key denoted by keyHandle. The user must know the AuthData for keyHpandle

the

N calculation. Let us assume for this example that the caller of TPM_Example-dogs not

o the

1 Example command, the inAuth parameter provides the authorization to execute the

b wire

f'wo).
Dne).
Even,
h this

f the
utput
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Caller On the wire Dir TPM
Send TPM_OIAP TPM_OIAP > Create session
Create authHandle
Associate session and authHandle
Generate authLastNonceEven
Save authLastNonceEven with authHandle
Save authHandle, authLastNonceEven authHandle, < Returns
authLastNonceEven
Generate nonceOdd
Computg inAuth = HMAC
(key.usapeAuth, inParamDigest,
inAuthSgtupParams)
Save nopceOdd with authHandle
Send THM_Example tag > TPM retrieves key.usageAuth (key must-have been previoysly loaded)
paramSize Verify authHandle points to a valid‘session, mismatch retufns
ordinal TPM_E_INVALIDAUTH
keyHandle Retrieve authLastNonceEven from internal session storage
inArgOne HM = HMAC (key.usageAuth, inParamDigest, inAuthSetupParams)
inArgTwo Compare HM to ipAuth*If they do not compare retumn with
TPM_E_INVALIDAUTH
authHandle
Execute TPM\.EXample and create returnCode
nonceOdd ) :
) : Generaté nonceEven to replace authLastNonceEven in segsion
continueAuthSession )
. SefresAuth = HMAC( key.usageAuth, outParamDigest,
inAuth outAuthSetupParams)
Save nopceEven tag < Return output parameters
HM = HYIAC( key.usageAuth, paramSize If continueAuthSession is FALSE then destroy session
outParamDigest, outAuthSetupParams) retumCode
Comparg¢ HM to resAuth. This verifies outArgOne
returnCgde and output parameters.
nonceEven
continueAuthSession
resAuth

Suppose now that the TPM{user wishes to send another command using the same session. For the
purposes of this example, -we will assume that the same example command is used (ordinal =
TPM| Example). However, a different key (newKey) with its own secret (newKey.usageAuth) is to be
operated on. To re-use the previous session, the continueAuthSession output Booldan must be

TRUE.

The previous example shows the command execution reusing an existing authorizatjon session.

The parameters created and the wire formats of all of the information.

In th|sfease, authLastNonceEven is the nonceEven value returned by the TPM WIﬂI! the output

parameters fromr-thefirst protocotexampte:

© ISO/IEC 2009 — All rights reserved
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Caller On the wire Dir TPM

Generate nonceOdd

Compute inAuth = HMAC

(newKey.usageAuth, inParamDigest,

inAuthSetupParams)

Save nonceOdd with authHandle

Send TPM_Example tag > TPM retrieves newKey.usageAuth (newKey must have been
paramSize previously loaded)
ordinal Retrieve authLastNonceEven from internal session storage
Key II-IMI =HMAC ("““""“‘,’."Sageﬁ th, 'F\PaFam ”geﬁ‘,
inAraOne inAuthSetupParams)
; Y Compare HM to inAuth. If they do not compare return with
inArgTwo TPM_E_INVALIDAUTH
nonceOdd Execute TPM_Example and create returnCode
continueAuthSession Generate nonceEven to replace authLastNoriceEven in session
inAuth Set resAuth = HMAC(newKey.usageAutti)outParamDigest,

outAuthSetupParams)

Save nonceEven tag < Return output parameters

HM = HMAC( newKgy.usageAuth, paramSize If continueAuthSession is FALSE then destroy session

outParamDigest, oufAuthSetupParams) retunCode

Compare HM to resauth. This verifies outArgOne

returnCode and outgut parameters.
nonceEven
continueAuthSession
resAuth

The TPM uger could then use the session for further atithorization sessions. Suppose, however, that

the TPM usgr no longer requires the authorization session. There are three possibilities in this ¢ase:
The user isques a TPM_Terminate_Handle command to the TPM (section 5.3).

The input afgument continueAuthSession can'be set to FALSE for the last command. In this case,
the output cpntinueAuthSession value wilkbe FALSE.

In some cages, the TPM automatically_terminates the authorization session regardless of the|input
value of comtinueAuthSession. In this case as well, the output continueAuthSession value Will be
FALSE.

When an apthorization session is terminated for any reason, the TPM invalidates the sesgion’s
handle and ferminates the session’s thread (releases all resources allocated to the session).

End of informative comment
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OIAP Actions

1.

10.

The TPM MUST verify that the authorization handle (H, say) referenced in the command points
to a valid session. If it does not, the TPM returns the error code TPM_INVALID AUTHHANDLE

T

he TPM SHALL retrieve the latest version of the callers nonce (nonceOdd) and
continueAuthSession flag from the input parameter list, and store it in internal TPM memory with
the authSession ‘H'.

The TPM SHALL retrieve the latest version of the TPM’s nonce stored with the authorization
session H (authLastNonceEven) computed during the previously executed command.

T
its

o-TDM MLIST ratriay tha caopora $ Atbh ot (Q Ayt an aof-tha taraact antitv,  Th
T vrivroo T Fetievethe-SecretAtdthnoata N =AZA A1 =" oay, o e targ’c \. UlluLy. LIl

5 secret must have been previously loaded into the TPM.

he TPM SHALL perform a HMAC calculation using the entity secret data, o
bmmand parameters and authorization parameters according to previously specifig
pgarding HMAC calculation.

he TPM SHALL compare HM to the AuthData value received in the input paramg
re different, the TPM returns the error code TPM_AUTHFAIL if/the authorization s¢
'st session of a command, or TPM_AUTH2FAIL if the authorization session is
bssion of a command. Otherwise, the TPM executes the=eommand which (for th
roduces an output that requires authentication.

he TPM SHALL generate a nonce (nonceEven).

he TPM creates an HMAC digest to authenticate the return code, return
Lithorization parameters to the same entity secret according to previously specifie
bgarding HMAC calculation.

bferences to H will return an error.

e entity and

rdinal, input
d normative

pters. If they
pssion is the
the second
is example)

values and
d normative

sion. Future

he TPM returns the return code, output“parameters, authorization parameters and AuthData
gest.
the output continueUse flag is_ FALSE, then the TPM SHALL terminate the ses
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14.2.2 Object-Specific Authorization Protocol (OSAP)

Start of informative comment

This section describes the actions of a TPM when it receives a TPM command via OSAP session.
Many TPM commands may be sent to the TPM via an OSAP session. Therefore, the following
description is necessarily abstract.

The OSAP session is initialized through the creation of an ephemeral secret which is used to protect
session traffic. Sessions are created using the TPM_OSAP command. This section illustrates OSAP
using a fictitious command called TPM_Example.

Assume that a TPM user wishes to send the TPM_Example command to the TPM. The keyHandle
an OSAP session is being used and has the value “Auth1”. The user must know the
AuthData far keyHandle (key.usageAuth) as this is the entity that requires authorization ang this
secret is used in the authorization calculation.

Let us assume that the sender needs to use this key multiple times but does notwish to obtain the
key secret more than once. This might be the case if the usage AuthData were.derived from a fyped
password. Tlhis use model points to the selection of the OSAP as the authofization protocol.

For the TPN Example command, the inAuth parameter provides the-authorization to execute the
command. The following table shows the commands executed, the parameters created and th¢ wire
formats of a|l of the information.

<inParamDigest> is the result of the following calculation: <SHA1(ordinal, inArgOne, inArgfwo).
<outParamDigest> is the result of the following calculation:;SHA1(returnCode, ordinal, outArgPne).
inAuthSetugParams refers to the following parameters, in this order: authLastNonceEven,
nonceOdd, pontinueAuthSession. OutAuthSetupParams>refers to the following parameters, in this
order: noncg¢Even, nonceOdd, continueAuthSession

In addition fo the two even nonces generated by the TPM (authLastNonceEven and nonceltven)
that are used for TPM_OIAP, there is a third;.Jabeled nonceEvenOSAP that is used to generafe the
shared secrgt. For every even nonce, there is‘also an odd nonce generated by the system.
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Caller On the wire Dir TPM

Send TPM_OSAP TPM_OSAP > Create session & authHandle
keyHandle Generate authLastNonceEven
nonceOddOSAP Save authLastNonceEven with authHandle

Save the ADIP encryption scheme with authHandle
Generate nonceEvenOSAP

Generate sharedSecret = HMAC (key.usageAuth, nonceEvenOSAP,
nonceOddOSAP)

Save keyHandle, sharedSecret with authHandle

Save authHandle, authLastNonceEven authHandle, < Returns

Generatf sharedSecret = authLastNonceEven
HMAC (key.usageAuth, nonceEvenOSAP, nonceEvenOSAP
nonceOddOSAP)

Save sharedSecret

Generat¢ nonceOdd & save with
authHangle.

Computg inAuth = HMAC (sharedSecret,

inParampigest, inAuthSetupParams)
Send THM_Example tag > Verify authHandle\paints to a valid session, mismatch freturns
paramSize TPM_AUTHFAIL
ordinal Retrieve,authiLastNonceEven from internal session stqrage
keyHandle HM =HMAC (sharedSecret, inParamDigest, inAuthSetupParams)
inArgOne Gompare HM to inAuth. If they do not compare return ith
) TPM_AUTHFAIL
inArgTwo
Execute TPM_Example and create returnCode. If TPNI_Example
authHandle requires ADIP encryption, use the algorithm indicated fwhen the
nonceOdd OSAP session was set up.
continueAuthSession Generate nonceEven to replace authLastNonceEven i session
inAuth Set resAuth = HMAC(sharedSecret, outParamDigest,
outAuthSetupParams)
Save noficeEven tag < Return output parameters
HM = HYIAC( sharedSecret, paramSize If continueAuthSession is FALSE then destroy sessior]
outParamDigest, outAuthSetupParams) returnGode
Comparg¢ HM to resAuth. This verifies OutArgOne
returnCqde and output parameters.
nonceEven
continueAuthSession
resAuth
Table 14:c - Example OSAP Session
Suppose now that the TPM user wishes to send another command using the samg session to

operate.anythe same key. For the purposes of this example, we will assume that the saine ordinal is
to bg“used (TPM_Example). To re-use the previous session, the continueAuthSession output
Boolean must be TRUE.

The following table shows the command execution, the parameters created and the wire formats of
all of the information.

In this case, authLastNonceEven is the nonceEven value returned by the TPM with the output
parameters from the first execution of TPM_Example.
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Caller On the wire Dir TPM

Generate nonceOdd

Compute inAuth = HMAC (sharedSecret,

inParamDigest, inAuthSetupParams)

Save nonceOdd with authHandle

Send TPM_Example tag > Retrieve authLastNonceEven from internal session storage
paramSize HM = HMAC (sharedSecret, inParamDigest, inAuthSetupParams)
ordinal Compare HM to inAuth. If they do not compare return with
keyHand|e TPM_AUTHFAIL
inArgOne Execute TPM_Example and create returnCode
inArgTwo Generate nonceEven to replace authLastNonceEven in session
nonceQdd Set resAuth = HMAC(sharedSecret, outParamDigest,
continueAuthSession outhuthSetupParams)
inAuth

Save nonceEven tag < Return output parameters

HM = HMAC( shareqlSecret, paramSize If continueAuthSession is FALSE then destroy session

outParamDigest, oufAuthSetupParams) returnCode

Compare HM to respwuth. This verifies outArgOne

returnCode and outgut parameters. e
continueAuthSession
resAuth

Table 14:d -

The TPM user could then use the session for further authorization sessions or terminate it i
ways that hpve been described above in TPM_OIAP. Note-that termination of the OSAP se
causes the TPM to destroy the shared secret.

Example Re-used OSAP Session

End of informative comment

OSAP Act

ons

1.

10.

58

The TPM MUST have been able to retrieve the shared secret (Shared, say) of the target
when th¢ authorization session was established with TPM_OSAP. The entity and its secret
have beg¢n previously loaded into the TPM.

The TPM MUST verify that the authorization handle (H, say) referenced in the command {
to a vali¢ session. If it does not{the TPM returns the error code TPM_INVALID AUTHHAN

The TPM MUST calculate_the HMAC (HM1, say) of the command parameters accordi
previously specified normative regarding HMAC calculation.

The TPWM SHALL compare HM1 to the AuthData value received in the command. If the
different| the TPM(returns the error code TPM_AUTHFAIL if the authorization session is th
session jof a command, or TPM_AUTH2FAIL if the authorization session is the second se
of a command., the TPM executes command C1 which produces an output (O, say
requires|atithentication and uses a particular return code (RC, say).

n the
Ssion

entity
must

oints
DLE.

ng to

y are
b first
Ssion

that

The TPM SHALL generate the latest version of the even nonce (nonceEven).

The TPM MUST calculate the HMAC (HM2) of the return parameters according to previ
specified normative regarding HMAC calculation.

The TPM returns HM2 in the parameter list.

ously

The TPM SHALL retrieve the continue flag from the received command. If the flag is FALSE, the

TPM SHALL terminate the session and destroy the thread associated with handle H.

If the shared secret was used to provide confidentiality for data in the received command, the

TPM SHALL terminate the session and destroy the thread associated with handle H.

Each time that access to an entity (key) is authorized using OSAP, the TPM MUST ensure that

the OSAP shared secret is that derived from the entity using TPM_OSAP.
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14.3 Authorization Session Handles

Start of informative comment

The TPM generates authorization handles to allow for the tracking of information regarding a
specific authorization invocation.

The TPM saves information specific to the authorization, such as the nonce values, ephemeral
secrets and type of authentication in use.

The TPM may create any internal representation of the handle that is appropriate for the TPM’s

struc

The
hand

desiga—herequestoralwaysuses-the handle-inthe authorization structure to-indicate
ure in use.
TPM must support a minimum of two concurrent authorization handles.The U

for an entity.

To e
termi

that the handle should be terminated.

Term
colle

End

1. T
2. T
d

authorization

es is to allow the Owner to have an authorization active in addition to ah)active &

nsure garbage collection and the proper removal of security information, the requ
hate all handles. Termination of the handle uses the continue-use*flag to indicate

ction includes the deletion of the ephemeral secret.
bf informative comment

he TPM MUST support authorization handles. See Section 24 Session pool.

bletion of all authorization session information.

se of these
uthorization

Bstor should
to the TPM

ination of a handle instructs the TPM to perform garbage collection on all AuthD4ta. Garbage

he TPM MUST support authorization-handle termination. The termination inclydes secure
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14.4 Authorization-Data Insertion Protocol (ADIP)

Start of informative comment

The ADIP allows for the creation of new entities and the secure insertion of the new entity AuthData.

The transmission of the new AuthData uses encryption with the key based on the shared sec
an OSAP session.

ret of

The creation of AuthData is the responsibility of the entity owner. He or she may use whatever

process he or she wishes. The transmission of the AuthData from the entity owner to the

TPM

requires confidentiality and integrity. These requirements assume the insertion of the AuthData

occurs overl a network. While local insertion of the data would not require these measurest, the

protocol is gstablished to be consistent with both local and remote insertions. The confidentia
the transmigsion comes from the encryption of the AuthData. The integrity comes from) the (
session HMAC.

When the rgquestor is sending the AuthData to the TPM, the command requires the authorizat
the entity parent. For example, to create a new TPM identity key and set its AuthData requirg
AuthData off the TPM Owner. To create a new wrapped key requires the-AuthData of the p
key.

The creatiop of a new entity requires the authorization of the entity ewner. When the reqy
starts the creation process, the creator must establish an OSAP session using the parent of thg
entity.

ity of
DSAP

on of
s the
arent

estor
2 new

For the mandatory XOR encryption algorithm, the creator builds an encryption key using a §HA-1

hash of thg OSAP shared secret and a session noncé/ “The creator XOR encrypts the

new

AuthData uging the encryption key as a one-time pad and sends this encrypted data along with the

creation request to the TPM. The TPM decrypts the AuthData using the same OSAP shared {
and session|nonce.

The XOR encryption algorithm is sufficient for almost all use models. There may be additiong
models where a different encryption algorithm would be beneficial. The TPM may support AH
an additiongl encryption algorithm. The key and IV or counter use the OSAP shared secre
session nonges.

The creator |pelieves that the OSAR ¢reates a shared secret known only to the creator and the
The TPM believes that the creator is the entity owner by their knowledge of the parent
AuthData.
correct becguse the HMAG-will only verify with the OSAP shared secret.

In the following example, we want to send the previously described command TPM_EXAMP
create a ney entity -Inithe example, we assume there is a third input parameter encAuth, an
one of the input parameters is named parentHandle to reference the parent for the new entity
the SRK and its'children).

ecret

| use
S as
f and

TPM.
entity

he creator believes' that the process completed correctly and that the AuthData is

| E to
| that

(e.g.,
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Caller On the wire Dir TPM
Send TPM_OSAP TPM_OSAP > Create session & authHandle
parentHandle Generate authLastNonceEven
nonceOddOSAP Save authLastNonceEven with authHandle
Save the ADIP encryption scheme with authHandle
Generate nonceEvenOSAP
Generate sharedSecret = HMAC(parent.usageAuth,
nonceEvenOSAP, nonceOddOSAP)
Save parentHandle, sharedSecret with authHandle
Save aufhHandle, authLastNonceEven authHandle, < Returns
Generatf sharedSecret = authLastNonceEven
HMAC(pgrent.usageAuth, nonceEvenOSAP
nonceEMenOSAP, nonceOddOSAP)
Save shgredSecret
Generatg nonceOdd & save with
authHanfle.
Computg input parameter encAuth = XOR(
entityAufhData, SHA1(sharedSecret,
authLasfNonceEven))
Computg inAuth = HMAC (sharedSecret,
inParampigest, inAuthSetupParams)
Send THM_Example tag > Verify<authHandle points to a valid session, mismatch freturns
paramSize TPM_AUTHFAIL
ordinal Retrieve authLastNonceEven from internal session stqrage
parentHandle HM = HMAC (sharedSecret, inParamDigest, inAuthSetupParams)
inArgOne Compare HM to inAuth. If they do not compare return ith
) TPM_AUTHFAIL
inArgTwo . .
Execute TPM_Example: decrypt encAuth to entityAutl], create entity
encAuth and build returnCode. Use the ADIP encryption schenfe indicated
authHandle when the OSAP session was set up.
nonceOdd Generate nonceEven to replace authLastNonceEven i session
continueAuthSession Set resAuth = HMAC(sharedSecret, outParamDigest,
inAuth outAuthSetupParams)
Save noficeEven tag < Return output parameters
HM = HYIAC( sharedSecret, paramSize Terminate the authorization session associated with aithHandle
outParaDigest, outAuthSetupParams) retumCode
Comparg¢ HM to resAuth. This verifies outArgOne
returnCdde and output parameters.
nonceEven
continueAuthSession
resAuth

Tablg 14:e’- Example ADIP Session

£ 2 ol FH 5
End Ul 1TTITOTTITative CUITITTICTIU
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1. The TPM MUST enable ADIP by using the OSAP or DSAP
a. The upper byte of the entity type indicates the encryption scheme.

b. The TPM internally stores the encryption scheme as part of the session and enforces the
encryption choice on the subsequent use of the session.

c. When TPM_ENTITY_TYPE is used for ordinals other than TPM_OSAP or TPM_DSARP (i.e.,
for cases where there is no ADIP encryption action), the TPM_ENTITY_TYPE upper byte
MUST be 0x00.

2. The TPM MUST destroy the session whenever a new entity AuthData is created.
3. The TPNI MUST encrypt the AuthData for the new entity.
a. The [TPM MUST support the XOR encryption scheme.
b. The TPM MAY support AES symmetric key encryption schemes.
i. HTPM_PERMANENT_FLAGS -> FIPS is TRUE

. All encrypted authorizations MUST use a symmetric key encryption scheme.

c. Encrypted AuthData values occur in the following commands
PM_CreateWrapKey

PM_ChangeAuth

PM_ChangeAuthOwner

iv. TPM_Seal
v. TPM_Sealx
vi. TTPM_Makeldentity
vii. TPM_CreateCounter
viii. TPM_CMK_CreateKey
ix. TTPM_NV_DefineSpace
1. This ordinal contains a‘special case where no encryption is used.
Xx. TPM_Delegate_ CreateKeyDelegation
xi. TPM_Delegate (CreateOwnerDelegation

4. If the entity type indicates XOR encryption for the AuthData secret

a. Cregqte Xt\the SHA-1 of the concatenation of (authHandle -> sharedSecret ||
authlastNonceEven).

b. Credte\the decrypted AuthData the XOR of X1 and the encrypted AuthData.

c. Ifthe command ordinal contains a second AuthData2 secret (e.g. TPM_CreateWrapKey)

i. Create X2 the SHA-1 of the concatenation of (authHandle -> sharedSecret || nonceOdd).
ii. Create the decrypted AuthData2 the XOR of X2 and the encrypted AuthDataZ2.
5. If the entity type indicates symmetric key encryption
a. The key for the encryption algorithm is the first bytes of the OSAP shared secret.
i. E.g., For AES128, the key is the first 16 bytes of the OSAP shared secret.
ii. There is no support for AES keys greater than 128 bits.
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If the entity type indicates CTR mode
i. The initial counter value for AuthData is the first bytes of authLastNonceEven.

1. E.g,, For AES128, the initial counter value is the first 16 bytes of
authLastNonceEven.

i. Ifthe command ordinal contains a second AuthData2 secret (e.g.
TPM_CreateWrapKey)

1. The initial counter value for AuthData2 is the first bytes of nonceOdd.

iii. Additional counter values as required are generated by incrementing the counter value

Start of informative comment

The
librar
awar

End

as described in 32.1.3 TPM_ES_SYM CTR.

method of incrementing the counter value is different from that used by’some stapdard crypto
es (e.g. openSSL, Java JCE) that increment the entire counter valte:” TPM usels should be
e of this to avoid errors when the counter wraps.

bf informative comment
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14.5 AuthData Change Protocol (ADCP)

Start of informative comment

All entities from the Owner to the SRK to individual keys and data blobs have AuthData. This data
may need to change at some point in time after the entity creation. The ADCP allows the entity
owner to change the AuthData. The entity owner of a wrapped key is the owner of the parent key.

A requirement is that the owner must remember the old AuthData. The only mechanism to change
the AuthData when the entity owner forgets the current value is to delete the entity and then
recreate it.

To protect the data from exposure to eavesdroppers or other attackers, the AuthData uses the same
encryption mechanism in use during the ADIP.

Changing AlthData requires opening two authentication handles. The first handle authenticatgs the
entity owner (or parent) and the right to load the entity. This first handle is an OSAP ‘and supplies
the data to pncrypt the new AuthData according to the ADIP protocol. The second handle can be
either an OJAP or an OSAP, it authorizes access to the entity for which the /AuthData is [o be
changed.

The AuthData in use to generate the OSAP shared secret must be the AuthData of the parent of the
When changing the AuthData for the SRK, the first handle OSAP~must be setup using the| TPM

uth data is known to userA and userB, userA can snoop on userB while usqrB is
e AuthData for a child of the SRK, and deduce the child's newAuth. Therefqre, if
SRKAuth is| a well known value, TPM_ChangeAuthAsymStart and TPM_ChangeAuthAsymkinish
are preferrefd over TPM_ChangeAuth when changing’AuthData for children of the SRK.

This applies|to all children of the SRK, including TPM identities.

End of informative comment

6. Changing AuthData for the TPM SHALL require authorization of the current TPM Owner.
7. Changing AuthData for the SRK.SHALL require authorization of the TPM Owner.

8. If SRKAuth is a well known value, TPM_ChangeAuth SHOULD NOT be used to changg the
AuthData value of a child.¢f.ithe SRK, including the TPM identities.

9. All other|entities SHALL require authorization of the parent entity.
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14.6 Asymmetric Authorization Change Protocol (AACP)

Start of informative comment

This is now deprecated. Use the normal change session inside of a transport session with
confidentiality.

This asymmetric change protocol allows the entity owner to change entity authorization, under the
parent’s execution authorization, to a value of which the parent has no knowledge.

In contrast, the TPM_ChangeAuth command uses the parent entity AuthData to create the shared
secrei-that-encryptsthe-new-AuthData for an-entityThis creates-a-situation-where-the-parent entity
ALWAYS knows the AuthData for entities in the tree below the parent. There may’fte instances
wherg this knowledge is not a good policy.

This aBsymmetric change process requires two commands and the use of an authorizatign session.
End pf informative comment

1. Qhanging AuthData for the SRK SHALL involve authorization by the. TPM Owner.
2.

flTSRKAuth is a well known value,

al TPM_ChangeAuthAsymStart and TPM_ChangeAuthAsymFinish SHOULD ke used to
change the AuthData value of a child of the SRK, including the TPM identities.

3. All other entities SHALL involve authorization of the parent entity.
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15.

ISO/IEC 19790 Evaluations

Start of informative comment

The ISO/IEC 19790 program provides assurance that a cryptographic device performs properly. It is

appropriate

for TPM vendors to attempt to obtain ISO/IEC 19790 evaluations.

The TPM design should be such that the TPM vendor has the opportunity of obtaining a successful
ISO/IEC 19790 evaluation.

There is no requirement for a TPM implementation to obtain an ISO/IEC 19790 certification, the

purpose of t

n the

evaluation.
End of info

rmative comment

15.1 TPM Profile for successful ISO/IEC 19790 evaluation

is_information is to inform the. implnmnnfnr of any. issues when affnmpfing to_obtai

Start of infgrmative comment

FIPS mode| a term defined to indicate a more restrictive mode of operation, does require some

changes ovér the normal TPM. These changes are listed here such that‘there is a central pqgint of

determining|the necessary changes for a successful evaluation.

Key creation and use

TPM_LoadKey, TPM_CMK_ CreateKey and TPM_CreateWrapKey changed to disallow the crgation

or loading jpof TPM_AUTH_NEVER, legacy and keys less’ than 1024 bits. TPM_Makeldentity

changed to disallow TPM_AUTH_NEVER.

End of informative comment

1. When the designers of a TPM are attempting.to-obtain external certification, like ISO/IEC 19790,
each THM Protected Capability MUST be-designed such that some profile of the capability is

capable

66

of obtaining the external certification
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Start
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Maintenance
of informative comment

The maintenance feature is a vendor-specific feature, and its implementation is vendor-specific. The
implementation must, however, meet the minimum security requirements so that implementations of
the maintenance feature do not result in security weaknesses.

There is no requirement that the maintenance feature is available, but if it is implemented, then the
requirements must be met.

The

aintenance feature described in the epnr\ifir\aﬁnn is_—an nvnmpln nnly, and not the 0n|y

mech

Main
both

enab
migrg
Subs|
Whe
repre
requi
keys

The
stora

This
If the

level
defin

rement that there be a means of doing this replacement-without the loss of the no

anism that a manufacturer could implement that meets these requirements.

enance is different from backup/migration, because maintenance provides for-the
migratory and non-migratory data. Maintenance is an optional TPM function, b
es maintenance, the maintenance capabilities in ISO/IEC 11889 are“mandatory

ystem.
n maintaining computer systems, it is sometimes the case’ that a manufag
sentative needs to replace a Subsystem containing a TPM..Some manufacturers

held by the original TPM.

pwner and users of ISO/IEC 11889 platforms need assurance that the data with
ge is adequately protected against interception by third parties or the manufacturer

brocess MUST only be performed between twe platforms of the same manufacture
maintenance feature is supported, this section defines the required functions defin
The final function definitions and entiré’maintenance process is left to the mar
e within the constraints of these high level functions.

Any

Subsystem must require collaboration between the Owner of the existing Subsyst
manufacturer of the existing Subsystem. Further, the procedure must have adequate s
prevent a non-migrational key-being transferred to multiple Subsystems.

The maintenance capabilities TPM_CreateMaintenanceArchive and TPM_LoadMainten
e the transfer of all-Protected Storage data from a Subsystem containing a first TAM (TPM,) to

enab
a Su

A mgnufacturer places a public key in non-volatile storage into its TPMs at manufacture

The
enab
provi

aintenance process must have_certain properties. Specifically, any migration to a

psystem containing a second TPM (TPM,):

Dwner 0fYTPM; uses TPM_CreateMaintenanceArchive to create a maintenance
es the migration of all data held in Protected Storage by TPM,. The Owner of]
e/, “his or her authorization to the Subsystem. The TPM then ¢

migration of
ut if a TPM
— no other

tion capabilities shall be used. Maintenance necessarily involves,the manufacturer of a

turer or its
consider it a
N-migratable

in protected

r and model.
ed at a high
ufacturer to

Feplacement
em and the
bfeguards to

anceArchive

time.

archive that
TPM; must
reates the

TPML

I\AIGRATF_AQYI\/IKFY structure and follows the process defined

The XOR process prevents the manufacturer from ever obtaining plaintext TPM; data.

The additional random data provides a means to assure that a maintenance process cannot subvert
archive data and hide such subversion.

The random mask can be generated by two methods, either using the TPM RNG or MGF1 on the

TPM

© IS0/

Owners AuthData.
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The manufacturer takes the maintenance blob, decrypts it with its private key, and satisfies itself
that the data bundle represents data from that Subsystem manufactured by that manufacturer. Then
the manufacturer checks the endorsement certificate of TPM, and verifies that it represents a
platform to which data from TPM; may be moved.

The manufacturer dispatches two messages.

The first message is made available to CAs, and is a revocation of the TPM; endorsement

certificate.

The second message is sent to the Owner of TPM,, which will communicate the SRK, tpmProof and
the manufacturer’s permission to install the maintenance blob only on TPM,

The Owner
the existing

and overwrifes TPMo-tpmProof with TPM;-tpmProof.

Note that

TPM_Creat¢MaintenanceArchive and TPM_LoadMaintenanceArchive. This enablés an Own
block mainte

It is required
This may beg

For the manufacturer to validate that the maintenance blob is .€eming from a valid TPM
manufacture

a CA under
blob is from

End of info

1. The mai
Mainten

Mainten
Any mig
of both

manufad
satisfied

provide
describe

The mai

TPM_KE
Owners

TPM_PEH
TPM Ow

Ises TPM_LoadMaintenanceArchive to install the archive copy into TPM,, and ove
TPM>-SRK and TPM,-tpmProof in TPM,. TPM, overwrites TPM,-SRK with TRMj-

the command TPM_KillMaintenanceFeature prevents the O\operation

bnance (and hence the migration of non-migratory data) either to or from a TPM.

that a manufacturer takes steps that prevent further access of migrated data by T
achieved by deleting the existing Owner from TPM;, for example.

r can require that a TPM identity sign the maintenance blob. The identity would be
the control of the manufacturer and hence the manufacturer would be satisfied th
a valid TPM.

rmative comment

htenance feature MUST ensure that the information can be on only one TPM at a
hnce MUST ensure that at no time'the process will expose a shielded loc
hnce MUST require the active participation of the Owner.

ration of non-migratory data protected by a Subsystem SHALL require the coope
the Owner of that non-migratery data and the manufacturer of that Subsystem.
turer SHALL NOT cooperate in a maintenance process unless the manufactu
that non-migratory data-will exist in exactly one Subsystem. A TPM SHALL
capabilities that suppart migration of non-migratory data unless those capabilitie
d in the ISO/IEC 11889 specification.

ntenance feature’ MUST move the following

Y for SRK.-The maintenance process will reset the SRK AuthData to match the
AuthData

ERMANENT_DATA -> tpmProof

rwrite
SRK,

of
er to

[PM,.

, the
from
bt the

time.
btion.
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16.1 Field Upgrade

Start of informative comment

A TPM, once in the field, may need to update the protected capabilities. This command, which is
optional, provides the mechanism to perform the update.

End of informative comment

The TPM SHOULD have provisions for upgrading the subsystem after shipment from the
manufacturer. If provided the mechanism MUST implement the following guidelines:

1. The upgrade mechanisms in the TPM MUST not require the TPM to hold a global secret. The
efinition of global secret is a secret value shared by more than one TPM.

(o}

2. The TPM is not allowed to pre-store or use unique identifiers in the TPM for the purpose of field
upgrade. The TPM MUST NOT use the endorsement key for identificatiopyor”encryption in the
upgrade process. The upgrade process MAY use a TPM Identity (AlK)"to deliver upgrade
information to specific TPM devices.

he upgrade process can only change protected-capabilities.

plidate the TPM Owner, validate the TPME and manipulate-the blob

he TPM MUST conform to the ISO/IEC 11889 specification, protection profiles and security
targets after the upgrade. The upgrade MAY NOT decrease the security values from the original
ecurity target.

T
4. The upgrade process can only access data in shielded-locations where this data is pecessary to
v
T

]
6. The security target used to evaluate this TPM MWST include this command in the TQE.
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17. Proof of Locality

Start of informative comment

When a platform is designed with a trusted process, the trusted process may wish to communicate
with the TPM and indicate that the command is coming from the trusted process. The definition of a

trusted process is a platform specific issue.

The commands that the trusted process sends to the TPM are the normal TPM commands with a
modifier that indicates that the trusted process initiated the command. The TPM accepts the
command as coming from the trusted process merely because the modifier is set. The TPM itself is

not responsijble tor how the signal i1s asserted; only that it honors the assertions. The TPM-c
verify the validity of the modifier.

The definitign of the modifier is a platform specific issue. Depending on the platform,-the mg
could be a gpecial bus cycle or additional input pins on the TPM. The assumption-is that spq
the modifief to the TPM requires more than just a simple hardware attack, - but" would reg
expertise and possibly special hardware. One example would be special cyclesron’'the LPC bu
inform the TPM it is under the control of a process on the PC platform.

To allow fof multiple mechanisms and for finer grained reporting, the JPM will include 4 Ig
modifiers. These four modifiers allow the platform specific specification)to properly indicate e}
what is occurring and for TPM'’s to properly respond to locality.

End of informative comment

1. The TPM modifies the receipt of a command and indicates that the trusted process sef
commar]d when the TPM determines that the modifier is on. The modifier MUST only affe
individugl command just received and MUST NQOT affect any other commands. How
TPM_EXecuteTransport MUST propagate the madifier to the wrapped command.

2. A TPM [platform specific specification MAY.\indicate the presence of a maximum of 4
modifiers. The modifier indication uses the TPM_MODIFIER _INDICATOR data type.

The recgived modifier MUST indicate.asingle level.
The defipition of the trusted sourcelis in the platform specific specification.

For easg in reading ISO/IEC 11889 the indication that the TPM has received any modifier v
LOCAL_MOD = TRUE.

Annot

difier
ofing
quire
5 that

cality
actly

t the
ot the
ever,

local

ill be
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18. Monotonic Counter
Start of informative comment

The monotonic counter provides an ever-increasing incremental value. The TPM must support at
least 4 concurrent counters. Implementations inside the TPM may create 4 unique counters or there
may be one counter with pointers to keep track of the pointers current value. A naming convention
to allow for unambiguous reference to the various components the following terms are in use:

Internal Base — This is the main counter. It is in use internally by the TPM and is
accessible by any outside process.

not directly

Extennal Counter — A counter in use by external processes. This could be related
counter via pointers and difference values or it could be a totally unique value(The

exterpal counter is not affected by any use, increment or deletion of any other external ¢

Max Malue — The max count value of all counters (internal and external). So‘ifithere we

counters having values of 10, 15 and 201 and the internal base havingia-value of 2(

Valu

Ther
must| allow for 7 years of increments every 5 seconds without causing a hardware
outpuyt of the counter is a 32-bit value.

is 201. In the same example if the internal base was 502 then Max Value would b

The TPM may create a throttling mechanism that limits the.ability to increment an extg
withim a certain time range. The TPM must support an inecrément rate of once every 5 se

Toc

the command must pass authorization to use the €ounter.

Extennal counters can be tagged with a short text string to facilitate counter administratig

Mandfacturers are free to implement the monotonic counter using any mechanism.

To illustrate the counters and base_the following example is in use. This mechanis
saving values (diff and start), howevyer this is only an example and not meant to indicate
implgmentation.

Internal-Base 32 bits

are two methods of obtaining an external count, signed or unsigned. The exte

eate an external counter requires TPM Owner authorization. To increment an exte

to the main
value of an
punter.

e 3 external
1 then Max
b 502.

rnal counter
failure. The

rnal counter
conds.

rnal counter

n.

Im uses two
any specific

N\
Extprnal Counter 1 Diff 32 bits Start 32 bits Auth
Extprnal Counter 2 Diff 32 bits Start 32 bits Auth
External Counter 3 Diff 32 bits Start 32 bits Auth
External Counter 4 Diff 32 bits Start 32 bits Auth

The internal base (IB) always moves forward and can never be reset. IB drives all exter
on the machine.

© ISO/IEC 2009 — All rights reserved
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The purpose of the following example is to show the two external counters always moving forward
independent of the other and how the IB moves forward also.

Starting condition is that IB is at 22 and no other external counters are active.
Start external counter A

Increment IB (set new Max Value) IB = 23

Assign start value of A to 23 (or Max Value)

Assign difference of A to 23 (we always start at current value of I1B)

Assign a

handle for A

Increment A
IB is nov

Request cur

5 times
v 28

rent A value

Return 48 = 28 (I1B) + 23 (difference) — 23 (start value)
Counter]A has gone from the start of 23 to 28 incremented 5 times.
TPM_Startup(ST_CLEAR)
Start Countgr B
Save A (ifference 28 = 23 (old difference) + 28 (IB) — 23 (start-value)
Incremeft IB (set new Max Value) IB = 29
Set star) value of B to 29 (or Max Value)
Assign difference of B to 29
Assign Handle for B
Increment B 8 times
IB is nowy 37
Request B Value
Return 37 = 37 (IB) + 29 (difference) — 29 (start value)

TPM_Startu

Increment A
Store B
Load A 4

Increme

h(ST_CLEAR)

Hifference(37)
tart value of 37
ntdB-1o 38

Return A va

ue

Return 29 = 38 (IB) + 28 (difference) — 37 (start value)

Notice that A has gone from 28 to 29 which is correct, while B is at 37. Depending on the order of
increments A may pass B or it may always be less than B.

End of informative comment
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1. The counter MUST be designed to not wear out in the first 7 years of operation. The counter
MUST be able to increment at least once every 5 seconds. The TPM, in response to operations
that would violate these counter requirements, MAY throttle the counter usage (cause a delay in
the use of the counter) or return the error TPM_E_COUNTERUSAGE.

The TPM MUST support at least 4 concurrent counters.

The establishment of a new counter MUST prevent the reuse of any previous counter value. |.E.
if the TPM has 3 counters and the max value of a current counter is at 36 then the establishment
of a new counter would start at 37.

4. After a successful TPM_Startup(ST_CLEAR) the first successful TPM_IncrementCounter sets
the counter handle. Any attempt to issue TPM_IncrementCounter with a different-handle MUST
fqil.

5. TPM_CreateCounter does NOT set the counter handle.
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19. Transport Protection
Start of informative comment

The creation of sessions allows for the grouping of a set of commands into a session. The session
provides a log of all commands and can provide confidentiality of the commands using the session.

Session establishment creates a shared secret and then uses the shared secret to authorize and
protect commands sent to the TPM using the session.

After establishing the session, the caller uses the session to wrap a command to execute. The user
of the transport session can wrap any command except for commands that would create nested
transport sessions.

The log of
count. The s

The transpd
protocol def
and noncekE

For confider
the commar
nonceEven.

There is no
session. Th
losses track
of the TPM

For an attad
few bits wha
attacker will
attacker to ¢
provide any

executed commands uses a structure that includes the parameters and current tick

ession log provides a record of each command using the session.

rt session uses the same rolling nonce protocol that authorization sessjens”use,
nes two nonces for each command sent to the TPM; nonceOdd provided by the
ven generated by the TPM.

tiality, the caller can use the MGF1 function to create an XOR string the same si

This
caller

e as

d to execute. The inputs to the MGF1 function are the shared secret, nonceOdd and

A symmetric key encryption algorithm can also be specified.

pxplicit close session as the caller can use the continueSession flag set to false to
b caller can also call the sign session log, which alse ends the session. If the
of which sessions are active the caller should use the\flush commands to regain ¢
esources.

end a
caller
bntrol

ker to successfully break the encryption the aftacker must be able to determine filom a

t an entire SHA-1 output was. This is equivalent to breaking SHA-1. The reason th

know some bits is that the commands_are in a known format. This then allow
letermine what the XOR bits were. Knewledge of 159 bits of the XOR stream doe
greater that 50% probability of knowing the 160" bit.

N
(@)
TPM Quote

[

Stream

bt the
5 the
s not

TPM ExecuteTransport
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This picture shows the protection of a TPM_Quote command. Previously executed was session
establishment. The nonces in use for the TPM_Quote have no relationship with the nonces that are
in use for the TPM_ExecuteTransport command.

End of informative comment

1.
2.

19.1 Transport encryption and authorization

Start of informative comment

The TPM MUST support a minimum of one transport session.

The TPM MUST NOT support the nesting of transport sessions. The definition of nesting is
attempting to execute a wrapped command that is a transport session command. So for
example when executing TPM_ExecuteTransport the wrapped command MUST not be
TPM_ExecuteTransport.

The TPM MUST ensure that if transport logging is active that the inclusion of the tick| count in the
bssion log does not provide information that would make a timing attack an~thé operations
5ing the session more successful.

cC »

—

he transport session MAY be exclusive. Any command executed gutside of the exclusive
transport session MUST cause the invalidation of the exclusive transpartsession.

al The TPM_ExecuteTransport command specifying the exclusive transport session is the only
command that does not terminate the exclusive session.

Il MAY be ineffective to wrap TPM_SaveState in a transport session. Since the TPM MAY
nclude transport sessions in the saved state, the saved state MAY be invalidated by the
wWrapping TPM_ExecuteTransport.

The tonfidentially of the transport protection<s provided by a encrypting the wrappedd command.
Encryption of various items in the wrapped command makes resource managemerjt of a TPM
impogsible. For this reason, encryptionr,of the entire command is not possible. In addition to the
encryption issue, there are difficulties with creating the HMAC for the TPM_ExeculiteTransport

authgrization.

The sgolution to these problems:is to provide limited encryption and HMAC information.

The [HMAC will only include two areas from the wrapped command, the commiand header
informnation up to the handles, and the data after the handles. The format of all TPM commands is
such(that all handles‘are in the data stream prior to the payload or data. After the dath comes the
authgrization information. To enable resource management, the HMAC for TPM_ExecliteTransport
only includes the ordinal, header information and the data. The HMAC does not include handles and
the authorization handles and nonces.

The |exception is TPM_OwnerReadInternalPub, which uses fixed value key handles that are
inclugled.in the encryption and HMAC calculation.
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ExecuteTransport

Header Ordinal and header
information

Key and other handles

Wrapped
Command

Data

Authorizations
iteTransport
Trailer

ET HMAC
calculation

A more exa¢t representation of the execute tran@ort command would be the following

.
*kkkk*k ***********************&q**************

* TAGefp | LENet | ORDet | wxdppedCmd | AUTHet *
*kkk*k*k *******************‘t*******************
- S
wrappedCmd looks like c
khkkhkhkhkpfphrkhkhkhkhkdkhkhk*k khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkdhhhhhhkhhhhdhdddhdhhrhddx
* TAGw| | LENw | | HANDLESw | DATAw | AUTH1w (o) | AUTH2w (o) *
*khkkkkkPFphrkhrhkhkkkx ER R R R I R R R R I R R R R R R R R R R R R R R R R R R R R R R R S
A more exagt represeQﬁan of the execute transport response would be the following

*kkkk*k ***%Q********************************

* TAGef |(LENet | RCet | wrappedRsp | AUTHet =
*kkkk*k *kkhkkkhkkhkkhkkhhkdhkhkhkdhkhhhhkdhkhhdhkhhkhhkdhhhkhkkhkhkhhkkhx*k

wrappedRsp looks like
R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

* TAGw | LENw | RCw | HANDLESw | DATAw | AUTHl1w (o) | AUTH2w (o) *
kkhkkhkkkhkhkkhkkhkhkkhkhhkkhkkhhkkhkhhkkhhhkhhkhkhhkkhkhhkhkhhkkdhhkkhhkhkdhhkhkhkhkhkdhhkdhkkk,kk,kk,hkk,kk,kkk,kk,k*k*x*,*x*%

The calculation for AUTHet takes as the data component of the HMAC calculation the concatenation
of ORDw and DATAw. A normal HMAC calculation would have taken the entire wrappedCmd value
but for the executeTransport calculation only the above two values are active. This does require the
executeTransport command to parse the wrappedCmd to find the appropriate values.
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The data for the command HMAC calculation is the following:

H1 = SHA-1 (ORDw || DATAw)

inParamDigest = SHA-1 (ORDet || wrappedCmdSize || H1)

AUTHet = HMAC (inParamDigest || lastNonceEven(et) || nonceOdd(et) || continue(et))
The data for the response HMAC calculation is the following:

H2 = SHA-1 (RCw || ORDw || DATAw)

outParamDigest = SHA-1 (RCet || ORDet || currentTicks || locality || wrappedRspSize || H1)

AUT et = \Ura outParambpioe O ecven(e O eOdd(e O oee
DATAw is the unencrypted data. wrappedCmdSize and wrappedRspSize ares the-actual size of the
DATAw area and not the size of H1 or H2.

End pf informative comment

PM_ReleaseTransportSigned is executed

hen:

2. TPM_ExecuteTransport is executed with continueTransSessionset to FALSE

3. Any failure of the integrity check during execution of TPMCExecuteTransport

4. Iffthe session has TPM_TRANSPORT_LOG set and the TPM tick session is interrdpted for any
r¢ason. This is due to the return of tick values without the nonces associated with thé session.

5. e TPM executes some command that deactivates the TPM or removes the TPM Owner or

K.

1.1 MGF1 parameters
Sta

MGF[l provides the confidentiality, for the transport session. MGF1 is a function from

of informative comment

P1363. This

functjon provides a mechanism {o_distribute entropy over a large sequence. The sequemfce provides

a value to XOR over the message. This in effect creates a stream cipher but not
available for bulk encryption:

Transgport confidentialityz:uses MGF1 as a stream cipher and obtains the entropy for ea
from fthe following three’parameters; nonceOdd, nonceEven and session AuthData.

perative that the stream cipher not use the same XOR sequence at any time. T
illustnates how thie sequence changes for each message (both input and output).

M1Input ~N2, N1, sessionSecret)

one that is
ch message

he following

M1Optput — N4, N1, sessionSecret)

M2Input — N4, N3, sessionSecret)
M20Output — N6, N3, sessionSecret)

There is an issue with this sequence. If the caller does not change N1 to N3 between M

1Output and

M2Input then the same sequence will be generated. The TPM does not enforce the requirement to

change this value so it is possible to leak information.

The fix for this is to add one more parameter, the direction. So the sequence is now this:
M1Input — N2, N1, “in”, sessionSecret)

M10Output — N4, N1, “out”, sessionSecret)

M2Input — N4, N3, “in”, sessionSecret)
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M2Output — N6, N3, “out”, sessionSecret)

Where “in” indicates the in direction and “out” indicates the out direction.

Notice the calculation for M1Output uses “out” and M2Input uses “in”, so if the caller makes a
mistake and does not change nonceOdd, the sequence will still be different.

nonceEven is under control of the TPM and is always changing, so there is no need to worry about
nonceEven not changing.

End of informative comment

19.1.2 HMAC calculation

Start of infgrmative comment

The HMAC |calculation for transports presents some issues with what should and should hot [be in
the calculation. The idea is to create a calculation for the wrapped command and_add that fo the
wrapper.

So the data farea for a wrapped command is not entirely HMAC’d like a normal.cemmand would be.

The procesg is to calculate the inParamDigest of the unencrypted wrapped command according to
the normal fules of command HMAC calculations. Then use that value'as‘the 3S parameter in the
calculation. RS is the actual wrapped command size, and not the size ofinParamDigest.

Example us|ng a wrapped TPM_LoadKey command

SHA-1 value for the TPM_LoadKey command<(ordinal and data) as per the nprmal
. Take the digest and use that value as 3S-for the TPM_ExecuteTransport HMAC
calculation.

End of informative comment

19.1.3 Transport log creation
Start of infgrmative comment

The log of ipformation that a transport session creates needs a mechanism to tie any keys in use
during the gession to the session.-As the HMAC and encryption for the command specifically
exclude handles, there is no direct way to create the binding.

When creating the transport input log, if the handle(s) points to a key or keys, the public keys are
digested intp the log. The session owner knows the value of any keys in use and hence cah still
create a log|that shows the.values used by the log and can validate the session.

End of informative comment

19.1.4 Additional Encryption Mechanisms

Start of infgrmative comment

The TPM can optionally implement alternate algorithms for the encryption of commands sent to the
TPM_ExecuteTransport command. The designation of the algorithm uses the
TPM_ALGORITHM_ID and TPM_ENC_SCHEME elements of the TPM_TRANSPORT_PUBLIC
parameter of the TPM_EstablishTransport command.

The anticipation is that AES will be supported by various TPMs. Symmetric algorithms have options
available to them like key size, block size and operating mode. When using an algorithm other than
MGF1 the algorithm and scheme must specify these options.

End of informative comment

1. The TPM MAY support other symmetric algorithms for the confidentiality requirement in
TPM_EstablishTransport
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19.2 Transport Error Handling

Start of informative comment

With the transport hiding the actual execution of commands and the transport capable of generating
errors, rules must be established to allow for the errors and the results of commands to be properly

passed to TPM callers.

End of informative comment
1.
2.

There are 3 error cases:

C1 is the case where an error occurs during the processing of the transport package

at the TPM.

ofcurring during C1 are sent back to the caller as a response to the TPM_Exec
cpmmand. The error response does not have confidentiality.

2 is the case where an error occurs during the processing of the wrapped con
r¢sults in an error response from the command. The session returns the err
apcording to the attributes of the session.

3 is the case where an error occurs after the wrapped command has completed
ahd the TPM is preparing the response to the TPM_ExecuteTransport command.

here the TPM does have an internal error, the TPM has-no’/choice but to return th
1. This however hides the results of the wrapped ‘command. If the wrappe
completed successfully then there are session noncesthat are being returned to th
afe lost. The loss of these nonces causes the caller to be unsure of the state of t
re¢quires the reestablishment of sessions and keys.

19.3 Exclusive Transport Sessions

Start of informative comment

The ¢aller may establish an exclusive session with the TPM. When an exclusive sessio
execytion of any command other then TPM_ExecuteTransport or TPM_ReleaseTrarn

this case, the wrapped command has not been sent to the command decpder. Errors

teTransport

hmand. This
Dr response

processing
n this case,
e error as in
i command
e caller that
ne TPM and

N is running,
sportSigned

targeting the exclusive session causes the abnormal invalidation of the exclusive transport session.
Invalidation means that the handle is no longer valid and all subsequent attempts to usg the handle
returp an error.

The gesign for the exclusive session provides an assurance that no other command gxecuted on
the TPM. It is not_a Jock to prevent other operations from occurring. Therefore, the caller is
resp@nsible for ensuring no interruption of the sequence of commands using the TPM.

One epxclusive session

The TTPM enly supports one exclusive session at a time. There is no nesting or othef commands
poss session.

Ible. The TPM maintains an internal flag that indicates the existence of an exclusive

TSS

It is the responsibility of the TSS (or other controlling software) to ensure that only commands using

the session reach the TPM. As the purpose of the session is to show that nothing else

occurred on

the TPM during the session, the TSS should control access to the TPM and prevent any other uses
of the TPM. The TSS design must take into account the possibility of exclusive session handle

invalidation.
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Sleep states

Exclusive sessions as defined here do not work across TPM SaveState and
TPM_Startup(ST_STATE) invocations. To have this sequence work properly there would need to be
exceptions to allowing only TPM_ExecuteTranport and TPM_ReleaseTransportSigned in an
exclusive session. The requirement for these exceptions would come from the attempt of the TSS to
understand the current state of the TPM. Commands like TPM_GetCapability and others would
have to execute to inform the TSS as to the internal state of the TPM. For this reason, there are no
exceptions to the rule and the exclusive session does not remain active across a TPM_SaveState
command.

End of informative comment

1. The TPNI MUST support only one exclusive transport session

2. The TPM MUST invalidate the exclusive transport session upon the receipt of any.command
other than TPM_ExecuteTransport or TPM_ReleaseTransportSigned targeting .the exclusive
session.

a. Invalidation includes the release of any resources assigned to the session

19.4 Trgnsport Audit Handling
Start of informative comment

Auditing of TPM_ExecuteTransport occurs as any other command-that may require auditing. There
are two entrjes in the log: one for input and one for output. The execution of the wrapped command
can create gn anomaly in the log.

Assume that both TPM_ExecuteTransport and the wrapped commands require auditing, the|audit
flow would lpok like the following:

TPM_EXecuteTransport input parameters

wrapped command input parameters

wrapped command output parameters

TPM_EXecuteTransport output parameters
End of informative comment

1. Audit fallures are reported:tsing the AUTHFAIL error commands and reflect the success or
failure of the wrapped command.

19.4.1 Auditing.of wrapped commands

Start of infgrmative comment

Auditing prpvides information to allow an auditor to recreate the operations perfo
Confidential i i ' ;
conflict. According to the TPM design philosophy, the TPM Owner takes precedence.

For a command sent on a transport session, with the session using confidentiality and the command
requiring auditing, the TPM will execute the command however the input and output parameters for
the command are ignored.

End of informative comment

1. When the wrapped command requires auditing and the transport session specifies encryption,
the TPM MUST perform the audit. However, when computing the audit digest:

a. For input, only the ordinal is audited.

b. For output, only the ordinal and return code are audited.
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20. Audit Commands

Start of informative comment

To allow the TPM Owner the ability to determine that certain operations on the TPM have been
executed, auditing of commands is possible. The audit value is a digest held internally to the TPM
and externally as a log of all audited commands. With the log held externally to the TPM, the
internal digest must allow the log auditor to determine the presence of attacks against the log. The
evidence of tampering may not provide evidence of the type of attack mounted against the log.

The TPM cannot enforce any protections on the external log. It is the responsibility of the external

log ofvner to properly maintain and protect the log.

The TPM provides mechanisms for the external log maintainer to resynchronize the-in
and gxternal logs.

The Pwner has the ability to set which functions generate an audit event’and to ch
functlons generate the event at any time.

The status of the audit generation is not sensitive information and so-the command to d
statug of the audit generation is not an owner authorized command:

It is important to note the difference between auditing and thelogging of transport se
audit|log provides information on the execution of specific cemmands. There will be a
number of audited commands, most likely those commands.that provide identities and g

ernal digest

ange which

btermine the

ssions. The
very limited
ontrol of the

TPM| Commands such as TPM_Unseal would not be atdited. They would use the logging functions

of a transport session.

The auditing of an ordinal happens in a two-step process. The first step involves auditin

j the receipt

of the¢ command and the input parameters; the\second step involves auditing the response to the
command and the output parameters. This~two-step process is in place to lower th¢
mempry necessary to keep track of the audit while executing the command. This two-s
makgs no memory requirements on-a7»TPM to save any audit information while a

amount of
tep process
command is

wer session
5 throughout

ts once per
digest of the
gt nothing in
counter and
inter than a
ecause the
ecessary to
= : : avent in an audit
session, anythlng could have happened after the Iast audlt event in the aud|t Iog The essence of a
typical TPM audit recording mechanism is therefore:

The TPM contains a volatile digest used like a PCR, where the “integrity metrics” are digests of
command parameters in the current audit session.

An audit session opens when the volatile “PCR” digest is “extended” from its NULL state. This
occurs whenever an audited command is executed AND no audit session currently exists, and in no
other circumstances. When an audit session opens, a non-volatile counter is automatically
incremented.
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An audit session closes when a TPM receives TPM_GetAuditDigestSigned with a closeAudit
parameter asserted. An audit session must be considered closed if the value in the volatile digest is
invalid (for whatever reason).

TPM_GetCapability should report the effect of TPM_Startup on the volatile digest. (TPMs may
initialize the volatile digest on the first audit command after TPM_Startup(ST_CLEAR), or on the first
audit command after any version of TPM_Startup, or may be independent of TPM_Startup.)

When the TPM signs its audit digest, it signs the concatenation of the non-volatile counter and the
volatile digest, and exports the value of the non-volatile counter, plus the value of the volatile digest,
plus the value of the signature.

If the audit C — ; '
TPM_Save§tate ordinal. Any command after TPM_SaveState MAY invalidate the saved-stq

authorizatiop sessions are part of the saved state, TPM_GetAuditDigestSigned will-most |likely
invalidate the state as it changes the preserved authorization session nonce. It may)therefofe be

impossible tp get the audit results.

The system|designer needs to ensure that the selected TPM can handle the specific enviroriment

and avoid blirnout of the audit monotonic counter.

End of informative comment

1.

82

Audit functionality is optional

a. If the platform specific specification requires auditing, the’specification SHALL indicatg how
the TPM implements audit

The TPM MUST maintain an audit monotonic count thafiis’only available for audit purposes

a. The |ncrement of this audit counter is under the sole control of the TPM and is not usable for
othef count purposes.

b. Thisimonotonic count MUST BE incremented by one whenever the audit digest is “extended”
from|la NULL state.

The TPNl MUST maintain an audit digest.

a. This[digest MUST be set to all zeros upon the execution of TPM_GetAuditDigestSigned with
a TRUE value of closeAudit'provided that the signing key is an identity key.

b. This| digest MAY _‘be set to all zeros on TPM_Startup[ST_CLEAR] or
TPM_Startup[ST_STATE].

c. Wheh an auditedicommand is executed, this register MUST be extended with the digest of
that pommand!

Each command-ordinal has an indicator in non-volatile TPM memory that indicates if exegution
of the cgmmand will generate an audit event. The setting of the ordinal indicator MUST be {inder
control gf the TPM Owner.

Updating of auditDigest MAY cease when TPM_STCLEAR_FLAGS -> deactivated is TRUE.
This is because a deactivated TPM performs no useful service until the
TPM_Startup(ST_CLEAR), at which point TPM_STCLEAR_FLAGS -> deactivated is
reinitialized.
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20.1 Audit Monotonic Counter

Start of informative comment

The audit monotonic counter (AMC) performs the task of sequencing audit logs across audit
sessions. The AMC must have no other uses other than the audit log.

The TPM and platform should be matched such that the expected AMC endurance matches the
expected platform audit sessions and sleep cycles.

Given the size of the AMC it is not anticipated that the AMC would roll over. If the AMC were to roll
over, and the storage of the AMC still allowed updates, the AMC could cycle and start at 0 again.

End pf informative comment
The AMC is a TPM_COUNTER_VALUE.

2. The AMC MUST last for 7 years or at least 1,000,000 audit sessions, whichever|occurs first.
After this amount of usage, there is no guarantee that the TPM wilD continue| to properly
ricrement the monotonic counter.
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21. Design Section on Time Stamping
Start of informative comment

The TPM provides a service to apply a time stamp to various blobs. The time stamp provided by the
TPM is not an actual universal time clock (UTC) value but is the number of timer ticks the TPM has
counted. It is the responsibility of the caller to associate the ticks to an actual UTC time.

The TPM counts ticks from the start of a timing session. Timing sessions are platform dependent
events that may or may not coincide with TPM_Init and TPM_Startup sessions. The reason for this
difference is the availability of power to the TPM. In a PC desktop, for instance power could be

continually dvailable to the TPM by using power from the wall sockef. For a PC mobile plaiform,

power may

as to when and how they supply power to the TPM to maintain the timing ticks.

The TPM c
source of tin
start of a tim

On a PC, th
The anticip3
differentiatia

End of info

1. ISOJ/IEC
in the TH

ISO/IEC
increme

2.

not be available when only using the internal battery. It is a platform designer’'s de

An provide a time stamping service. The TPM does not maintain an-intérnal s
ne rather the TPM maintains a count of the number of ticks that have.6ccurred sing
ing session.

e TPM may use the timing source of the LPC bus or it may have 3 separate clock ¢
ition is that availability of the TPM timing ticks and the tick.resolution is an ar
n available to TPM manufactures and platform providers.

rmative comment

11889 makes no requirement on the mechanism €equired to implement the tick cq
PM.

11889 makes no requirement on the ability for the TPM to maintain the abil
nt the tick counter across power cycles or_in-different power modes on a platform.

211 Ti

Start of infgrmative comment
The TPM maintains for each tick session the following values:
Tick Count Yalue (TCV) — The count'of ticks for the session.

Tick Incremgnt Rate (TIR) — The rate at which the TCV is incremented. There is a set relatio

between TI

This is the TIPM_CURRENT ;TICKS -> tickRate parameter.
Tick Sessiom Nonce (FSN) — The session nonce is set at the start of each tick session.
End of informative.comment

The TCY MUST be set to 0 at the start of each tick session. The TPM MUST start a ne
session |f thé TPM loses the ability to increment the TCV according to the TIR.

1.

k Components

Cision

bcure
e the

rcuit.
ba of

unter

ty to

hship

and seconds, the relationship is set during manufacturing of the TPM and plafform.

v tick

2. The TSN MUST be set to the next value from the TPM RNG at the start of each new tick
session. When the TPM loses the ability to increment the TCV according to the TIR the TSN
MUST be set to all zeros.

3. If the TPM discovers tampering with the tick count (through timing changes, etc.) the TPM
MUST treat this as an attack and shut down further TPM processing as if a self-test had failed.
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21.2 Basic Tick Stamp

Start

of informative comment

The TPM does not provide a secure time source, nor does it provide a signature over some time
value. The TPM does provide a signature over some current tick counter. The signature covers a
hash of the blob to stamp, the current counter value, the tick session nonce and some fixed text.

The Tick Stamp Result (TSR) is the result of the tick stamp operation that associates the TCV, TSN
and the blob. There is no association with the TCV or TSR with any UTC value at this point.

End of informative comment

21.

Associating a TCV with UTC

Start of informative comment

An outside observer would like to associate a TCV with a relevant time value,” The follg
0 accomplish this task. This protocol is not required but shows how to-accomplish the job.

how

Entity
creat
and 4

Now
conta
TSR
TSN.

Entity

Entity
curre

Anal

Entity
asso
want
uTC

From
TSR

From
signi

A wants to have BlobA time stamped. EntityA performs TPM\TickStamp on
es TSRB (TickStampResult for Blob). TSRB records TSRBTCV, the current value
ssociates TSRBTCV with the TSN.

EntityA needs to associate a TCV with a real time value. EntityA creates blg
ins some known text like “Tick Stamp”. EntityA perfofms TPM_TickStamp on blob|
. This records TSR1TCV, the current value of the TCV, and associates TSR1T

A sends TSR1 to a Time Authority (TA). TA:creates TA1 which associates TSR1 w

A now performs TPM_TickStamp on TA1. This creates TSR2. TSR2 records TS
It values of the TCV, and associates TSR2TCV with the TSN.

yzing the associations

biated with the TS blob and TSR2 the TSR associated with the information from the
5 to show an association -between the various TSR such that there is a connection
and BlobA.

TSR1 EntityA knews that TSR1TCV is less than the UTC. This is true since the 1
and the creation of TSR1 has to occur before the signature of TSR1. Stated math

TSR1TCV < UTCA1

TSR2 EntityA knows that TSR2TCV is greater than the UTC. This is true since
g TAd-which must be created before it was signed. Stated mathematically:

TSR2TCV > UTCA1

wing shows

BlobA. This
of the TCV,

b TS which
TS creating
CV with the

ith UTC1.
R2TCV, the

A has three TSRs; TSRB the- TSR of the blob that we wanted to time stamp, TSR1 the TSR

TA. EntityA
between the

[A is signing
ematically:

the TPM is

EntityA now knows TSR1TCV and TSR2TCV bound UTC1. Stated mathematically:
TSR1TCV < UTC1 < TSR2TCV

This association holds true if the TSN for TSR1 matches the TSN for TSR2. If some event occurs
that causes the TPM to create a new TSN and restart the TCV then EntityA must start the process
all over again.

EntityA does not know when UTC1 occurred in the interval between TSR1TCV and TSR2TCV. In
fact, the value TSR2TCV minus TSR1TCV (TSRDELTA) is the amount of uncertainty to which a
TCV value should be associated with UTC1. Stated mathematically:

TSRDELTA = TSR2TCV — TSR1TCV iff TSR1TSN = TSR2TSN
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EntityA can obtains k1 the relationship between ticks and seconds using the TPM_GetCapability
command. EntityA also obtains k2 the possible errors per tick. EntityA now calculate DeltaTime
which is the conversion of ticks to seconds and the TSRDELTA. State mathematically:

DeltaTime = (k1 * TSRDELTA) + (k2 * TSRDELTA)

To make the association between DeltaTime, UTC and TSRB note the following:
DeltaTime = (k1*TSRDelta) + Drift = TimeChange + Drift
Where ABSOLUTEVALUE(Drift)<k2*TSRDelta
(1) TSR1TQV < UTC1 < TSR2TCV
True singe you cannot sign something before it exists

(2) TSR1TQV < UTC1 < TSR1TCV + TSR2TCV-TSR1TCV <= TSR1TCV + DeltaTime (= TSRITCV
+TimeChange +Drift)

True becapise TSR1 and TSR2 are in the same tick session proved by the.same TSN. [Note
TimeChangg is positive!)

(3) 0 < UTC{I-TSR1TCV < DeltaTime

(Subtract TISR1TCV from all sides)

(4) 0> TSRJTCV - UTC1 > -DeltaTime = -TimeChange - Drift

(Multiply through by -1)

(5) TimeChange/2 > [ TSR1TCV - (UTC1-TimeChange/2)] > -TimeChange/2 - Drift

(add TimeChange/2 to all sides)

(6) TimeChagnge/2 + ABSOLUTEVALUE(Drift) > [ TSR1TCV - (UTC1-TimeChange/2)]
> -TimeChapge/2 - ABSOLUTEVALUE(Drift)

Making the large side of an equality bigger, and potentially making the small side smaller.
(7) ABSOLUTEVALUE[ TSR1TCV - (UTC1-TimeChange/2)] < TimeChange/2 +
ABSOLUTENALUE(Drift)

(Definition pf Absolute Value,sand TimeChange is positive)

From whichh we see that TSR1TCV is approximately UTC1-TimeChange/2 with a symretric
possible errpr of TimeChange/2 + AbsoluteValue(Drift)

We can calqulate this error as being less than k1*TSRDelta/2 + k2*TSRDelta.

EntityA now has the ability to associate UTC1 with TSBTSV and by allow others to know that BlobA
was signed at a certain time. First TSBTSN must equal TSR1TSN. This relationship allows EntityA
to assert that TSRB occurs during the same session as TSR1 and TSR2.

EntityA calculates HashTimeDelta which is the difference between TSR1TCV and TSRBTCV and
the conversion of ticks to seconds. HashTimeDelta includes the same k1 and k2 as calculated
above. Stated mathematically:

E = k2(TSR1TCV — TSRBTCV)
HashTimeDelta = k1(TSR1TCV — TSRBTCV) + E
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Now the following relationships hold:

(1) UTC1 — DeltaTime < TSRBTCV — (TSRBTCV - TSR1TCV) < UTC1

(2) UTC1 — DeltaTime < TSRBTCV + HashTimeDelta + E < UTC1

(3) UTC1 — HashTimeDelta — DeltaTime — E < TSRBTCV < UTC1 — HashTimeDelta + E
(4) TSRBTCV = (UTC1 — HashTimeDelta — DeltaTime/2) + (E + DeltaTime/2)

This has the correct properties

As DeltaTime grows so does the error bar (or the uncertainty of the time association)

As thedifferencebetweenthetimeof themeasurementand-the—timeof-the—time—stan p grows, so
does|the E as a function of E is HashTimeDelta

End pf informative comment

21.4 Additional Comments and Questions
Start of informative comment
Time Difference

If twq things are time stamped, say at TCVs and TCVe (for TCVY at start, TCV at end) th¢n any entity
can dalculate the time difference between the two events and-will get:

TimeDiff = k1*|TCVe — TCVs| + k2*|TCVe — TCVs|

This |TimeDiff does not indicate what time the twofevents occurred at it merely gijes the time
betwgen the events. This time difference doesn’t require a Time Authority.

Whyl|is TSN (tick session nonce) required?

Without it, there is no way to associate a Fime Authority stamp with any TSV, as the TBV resets at
the siart of every tick session. The TSN proves that the concatenation of TSV and TSN is unique.

How|does the protocol prevent replay attacks?

The [TPM signs the TSR sent to the TA. This TSR contains the unique combination [of TSV and
TSN/ Since the TSN is unique.to a tick session and the TSV continues to increment arly attempt to
recrefate the same TSR will fail. If the TPM is reset such that the TSV is at the same value, the TSN
will be a new value. If the. TPM is not reset then the TSV continues to increment and willnot repeat.

How|does EntityA khow that the TSR1 that the TA signs is recent?

It dogsn't. EntityA'checks however to ensure that the TSN is the same in all TSR. This gnsures that
the vplues arealt-related. If TSR1 is an old value then the HashTimeDelta will be a large value and
the upcertainty of the relation of the signing to the UTC will be large.

Why|does associating a UTC time with a TSV take two steps?
This rsbecause-ittakessome-time betweenrwhenma request goes toa timeauthorityand when the

response comes. The protocol measures this time and uses it to create the time deltas. The
relationship of TSV to UTC is somewhere between the request and response.

Affect of power on the tick counter

As the TPM is not required to maintain an internal clock and battery, how the platform provides
power to the TPM affects the ability to maintain the tick counter. The original mechanism had the
TPM maintaining an indication of how the platform provided the power. Previous performance does
not predict what might occur in the future, as the platform may be unable to continue to provide the
power (dead battery, pulled plug from wall etc). With the knowledge that the TPM cannot accurately
report the future, the specification deleted tick type from the TPM.
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The information relative to what the platform is doing to provide power to the TPM is now a
responsibility of the TSS. The TSS should first determine how the platform was built, using the
platform credential. The TSS should also attempt to determine the actual performance of the TPM in
regards to maintaining the tick count. The TSS can help in this determination by keeping track of the
tick nonce. The tick nonce changes each time the tick count is lost. By comparing the tick nonce
across system events the TSS can obtain a heuristic that represents how the platform provides
power to the TPM.

The TSS must define a standard set of values as to when the tick nonce continues to increment
across system events.

The followi

g are some PC implementations that give the flavor of what is possible regardi

the

clockonas

TICK_INC -
clock stoppi

TICK_POW
S3+.

TICK_STST
source comg

TICK_STCL
is plugged i
is available

TICK_ALWA
clock that cr

End of info

becific platform.

ng protocols such as CLKRUN.

ER - No TPM power battery. Clock source comes from PCI clock, always’' runs exc
ATE - External power (might be battery) consumed by TPM during S3 only.

EAR - Standby power used to drive counter. In desktop, may be related to when sy
nto wall. Clock source comes either from a system clock-that runs when standby g
br from crystal/internal TPM source.

AYS - TPM power battery. Clock source comes_either from a battery powered sy
ystal/internal TPM source.

rmative comment

s either from a system clock that runs during S3 or from crystal/internal TPM sourge.

No TPM power battery. Clock comes from PCI clock, may stop from time to-{ime que to

bpt in

Clock

stem
ower

stem
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22. Context Management
Start of informative comment

The TPM is a device that contains limited resources. Caching of the resources may o
knowledge or assistance from the application that loaded the resource. In version 1.1

9-2:2009(E)

ccur without
there were

two types of resources that had need of this support keys and authorization sessions. Each type
had a separate load and restore operation. In version 1.2 there is the addition of transport sessions.

To handle these situations generically 1.2 is defining a single context manager that
resources may use.

The ¢ 7
secufely protects the resource and only allows the restoring of the resource on the_ sar
during the same operational cycle.

Consider a key successfully loaded on the TPM. The parent keys that loaded,the ke
requifed a different set of PCR registers than are currently set on the TPM-/For exam
resulf is to have key5 loaded. Key3 is protected by key2, which is prétected by ke
protected by the SRK. Key1 requires PCR1 to be in a certain state, key2 requires PCR2
key3|requires PCR3. Now at some point in time after key1 loaded key2, PCR1 was e
additjonal information. If key3 is evicted then there is no way teteload key3 until the
rebooted. To avoid this type of problem the TPM can execut€ context management r
contgxt management routines save key3 in its current state.and allow the TPM to rest
withdut having to use the parent keys (key1 and key2).

Ther¢ are numerous issues with performing context® management on sessions. T
revolye around the use of the nonces in the sessioniAf'an attacker can successfully stor
and then reload the session the attacker can repeat the attack many times.

The key that the TPM uses to encrypt blobs may be a volatile or non-volatile key. One
would be for the TPM to generate a new keyron each TPM_Startup command. Another

all types of

manner that
ne TPM and

y may have
ple, the end
y1, which is
to load and
tended with
 platform is
putines. The
pre the state

hese issues
b, attack, fail

mechanism
would be for

the T|PM to generate the key and store it;persistently in the TPM_PERMANENT _DATA area.

The pymmetric key should be relatively the same strength as a 2048-bit RSA key.
wouldl be appropriate.

End pf informative comment

128-bit AES

1. Qontext management is.a required function.

2. Execution of the context commands MUST NOT cause the exposure of any TPM_Shielded-
Lpcation.

e TPM MUST NOT allow the context saving of the EK or the SRK.
e TRM-MAY use either symmetric or asymmetric encryption. For asymmetric erjcryption the
PMMUST use a 2048 RSA key.

5. Abwrapped-session-bleb-MU orly-beloadable-once—Awrapped-key-bleb-MAY-beteloadable.
The TPM MUST support a minimum of 16 concurrent saved contexts other than keys. There is
no minimum or maximum number of concurrent saved key contexts.

7. All external session blobs (of type TPM_RT_TRANS or TPM_RT_AUTH) can be invalidated
upon specific request (via TPM_FlushXXX using TPM_RT_CONTEXT as resource type), this
does not include session blobs of type TPM_RT_KEY.

8. External session blobs are invalidated on TPM_Startup(ST_CLEAR) or on TPM_Startup(any)
based on the startup effects settings
a. Session blobs of type TPM_RT_KEY with the attributes of parentPCRStatus = FALSE and

isVolatile = FALSE SHOULD not invalidated on TPM_Startup(any)
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9. All external session invalidate automatically upon installation of a new owner due to the setting
of a new tpmProof.

10. If the TPM enters failure mode ALL session blobs (including keys) MUST be invalidated

a.

Invalidation includes ensuring that contextNonceKey and contextNonceSession will change

when the TPM recovers from the failure.

11. Attempts to restore a wrapped blob after the successful completion of TPM_Startup(ST_CLEAR)
MUST fail. The exception is a wrapped key blob which may be long-term and which MAY restore
after a TPM_Startup(ST_CLEAR).

12 The sav and laad context-commands - ara tha adanaric aaivalant to-tha conteaxt comman dS |n
. oo O o— oo et o atas—aretHe—gereHc— e gurvaet—toHe—coOrex—corrat

1.1. Version 1.2 deprecates the following commands:

a.

90

o o o

TPM_AuthSaveContext
TPM_AuthLoadContext
TPM_KeySaveContext
TPM|_KeyLoadContext
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23. Eviction

Start of informative comment

The TPM has numerous resources held inside of the TPM that may need eviction. The need for
eviction occurs when the number or resources in use by the TPM exceed the available space. For
resources that are hard to reload (i.e. keys tied to PCR values) the outside entity should first
perform a context save before evicting items.

In version 1.1 there were separate commands to evict separate resource types. This new command
set uses the resource types defined for context saving and creates a generic command that will
evictjall resource types.

End pf informative comment

1. The TPM MUST NOT flush the EK or SRK using this command.
2. Mersion 1.2 deprecates the following commands:
a] TPM_Terminate_Handle
bl TPM_EvictKey
c| TPM_ Reset
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24. Session pool
Start of informative comment

The TPM supports two types of sessions that use the rolling nonce protocol, authorization and
transport. These sessions require much of the same handling and internal storage by the TPM. To
allow more flexibility the internal storage for these sessions will be defined as coming from the same

pool (or area).

The pool requires that three (3) sessions be available. The entities using the TPM can determine the
usage models of what sessions are active. This allows a TPM to have 3 authorization sessions or 3

transport segsions at one time.

Using all available pool resources for transport sessions is not a very usable model. If alkreso
are in use by transport there is no resources available for authorization sessions and-heng
ability to ex¢cute any commands requiring authorization. A more realistic model would be to
two transpoft sessions and one authorization session. While this is an unrealisti€ model for 3
execution there will be no requirement that the TPM prevent this from happening:“A model of i
could occur|would be when there are two applications running, both using 2 transport session
one authorization session. When switching between the applications if/the’ requirement wag
only 2 transport sessions could be active the TSS that would provide the context switch would
to ensure that the transport sessions were context saved first.

Sessions cgn be virtualized, so while the TPM may only have 3 loaded sessions, there may |
unlimited number of context saved sessions stored outside the TPM.

End of informative comment

1. The TPM MUST support a minimum of three (3) cancurrent sessions. The sessions MAY b
mix of alithentication and transport sessions.

Lirces
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Initialization Operations

Start of informative comment

Initialization is the process where the TPM establishes an operating environment from a no power
state. Initialization occurs in many different flavors with PCR, keys, handles, sessions and context
blobs all initialized, reloaded or unloaded according to the rules and platform environment.

Initialization does not affect the operational characteristics of the TPM (like TPM Ownership).

Clear is the process of returning the TPM to factory defaults. The clear commands need protection

from

Inval
hiera

Al T
clear
valug

The
the T

The

The
Owng

Owner can issue the TPM_DisableOwnerClear éommand.
Durirlg the TPM startup processing anyone with physical access to the machine cg
TPM| ForceClear command. This command performs the clear. The TPM_Disabl

disab
does

The assumption is that the TSS.startup code will issue the TPM_DisableForceClear on

cycle
The
lost @

The
The

End pf informative comment

1.

ekecute in the platform environment.

ires authorization to execute and locks to prevent unauthorized operation.

lear functionality performs the following tasks:

date SRK. Invalidating the SRK invalidates all protected storage areas.below thg
rchy. The areas below are not destroyed they just have no mechanispito be loaded

PM volatile and non-volatile data is set to default value except the_ endorsement K
includes the Owner-AuthData, so after performing the clear, the TPM has no Own
s are undefined after a clear operation.

PM shall return TPM_NOSRK until an Owner is set. Afterthe execution of the cleg
PM must go through a power cycle to properly set the(PCR values.

Dwner has ultimate control of when a clear occurs:

Dwner can perform the TPM_OwnerClear command using the TPM Owner authori
br wishes to disable this clear command and:require physical access to perform t

les the TPM_ForceClear command for the duration of the power cycle. TSS start
not issue the TPM_DisableForeceClear leaves the TPM vulnerable to a denial of se

after the TSS determines that it will not be necessary to issue the TPM_ForceCleg
purpose of the TPM_FerceClear command is to recover from the state where the
r forgotten the TPM\Ownership token.

ear process

SRK in the
anymore.

ey pair. The
er. The PCR

r command,

zation. If the
ne clear, the

n issue the
eForceClear
Ip code that
rvice attack.
each power
r command.
Owner has

'PM_ForceClear.must only be possible when the issuer has physical access to {he platform.

anufacturer.of-a platform determines the exact definition of physical access.

e TPMMUST support proper initialization. Initialization MUST properly configure

the TPM to

initialized, reloaded or invalidated according to the platform environment.

2.
3.

T
© IS0/

PM_Startup.
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The description of the platform environment arrives at the TPM in a combination of TPM_Init and
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26. HMAC digest rules

Start of informative comment

The order of calculation of the HMAC is critical to being able to validate the authorization and
parameters of a command. All commands use the same order and format for the calculation.
A more exact representation of a command would be the following

kkhkkhkkkhkhkkkhkhkkkhhkkhkkhkhkkhkhhkkhhhkkhhkhkdhhkkhkhkhkhkkhhkkhhhkhkhkhkkhhkkhkhhkhkkhhkkhhkkkhkhkdkk,kk,kkk,kk,kk,k*x**

* TAG | LEN | ORD | HANDLES | DATA | AUTH1 (o) | AUTH2 (o) *

kkhkkhkkkhkhkkkhkhkkkhhkkhkkhkkkhkkhhkkhkhkkkhkhkkkhhkkhkkhkkkhkkhhkkhkhkkkhkkhkkkhhkkhkkhkkkhkkhhkkhkkhkkkhkkkkhkkkk,kkkkkkk*x**

The text arep for the HMAC calculation would be the concatenation of the following:
ORD || DATA

End of informative comment

The HMAC dligest of parameters uses the following order

1. Skip tag|and length

2. Include ¢rdinal. This is the 1S parameter in the HMAC column for each’eommand
3. Skip handle(s). This includes key and other session handles
4

Include fata and other parameters for the command. This starts with the 2S parameter in the
HMAC cplumn for each command.

5. Skip all AuthData values.
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27. Generic authorization session termination rules
Start of informative comment

These rules are the generic rules that govern all authorization sessions, a specific session type may
have additional rules or modifications of the generic rules

End of informative comment

1. A TPM SHALL unilaterally perform the actions of TPM_FlushSpecific for a session upon any of
the following events

al “continueUse” flag in the authorization session is FALSE

bl Shared secret of the session in use to create the exclusive-or for confidentiality of data.
Example is TPM_ChangeAuth terminates the authorization session. TPM_[Execulite Transport
does not terminate the session due to protections inherent in transport,sessions.

c| When the associated entity is invalidated

dl When the command returns a fatal error. This is due teo error returns npt setting a
nonceEven. Without a new nonceEven the rolling nonces  séquence is brokep hence the
TPM MUST terminate the session.

Failure of an authorization check at the start of the command
Execution of TPM_Startup(ST_CLEAR)

e
f.
2. The TPM MAY perform the actions of TPM_FlushSpecific for a session upon the following
eyents

a

Execution of TPM_Startup(ST_STATE)
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28. PCR Grand Unification Theory

Start of informative comment

This section discusses the unification of PCR definition and use with locality.

The PCR allow the definition of a platform configuration. With the addition of locality, the meaning of

a configuration is somewhat larger. This section defines how the two combine to provide the
user information relative to the platform configuration.

These are the issues regarding PCR and locality at this time

TPM

Definition df configuration
A configuratjon is the combination of PCR, PCR attributes and the locality.
Passing the creators configuration to the user of data

For many rgasons, from the creator’s viewpoint and the user’s viewpoint, the configuration in u
the creator |s important information. This information needs transmitting to the ‘user with the
and with intggrity.

The configufation must include the locality and may not be the same configuration that will ug
data. This 3llows one configuration to seal a value for future use and\the end user to kno
genealogy df where the data comes from.

Definition af “Use”

See the definition of TPM_PCR_ATTRIBUTES for the atfributes and the normative stater
regarding the use of the attributes. The use of a configuratien is when the TPM needs to ensur
the proper platform configuration is present. The first.example is for Unseal, the TPM musi
release the finformation sealed if the platform configuration matches the configuration specifie
the seal creptor. Here the use of locality is implicitin the PCR attributes, if PCR8 requires locg
to be present then the seal creator ensures that.locality 2 is asserted by defining a configuratio
uses PCRS.

The creation of a blob that specifies a*cenfiguration for use is not a “use” itself. So the
command dpes is not a use for specifying the use of a PCR configuration.

5e by
data

e the
v the

nents
b that

only
bd by
lity 2
n that

SEAL
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Platform PCR 0 Attributes read, extend locality 0 no reset
PCR 8 Atfributes read, extend locality reset 4

BIOS Trusted
Configuration 1 PCRO = 123

Locality Locality Configuration 2 PCR8 = 456
0 4 Configuration 3 PCR0 = 789

Configuration 4 PCR8 = ABC

Blob1 sealed by configq for config1
PCRU Blob2 sealed by config1 for config2
Blob3 sealed by config2 for config2
Blob4 sealed by config2 for config1

Old style New style

Blob1 dac = 123 dar = 123 Blob1 dac = 123 dar="123 locO
Blob2 dac = 456 dar = 456 Blob2 dac = 123 dar = 456 locO
Blob3 dac = 456 dar = 456 Blob3 dac = 456 dar = 456 locd
Blob4 dac = 123 dar = 123 Blob4 dac = 456 dar = 123 loc4

Distinguish
between
Blob2 and 3
creator

dac F digestAtCreation
dar F digestAtRelease

By usging the “new style” or TPM_PCR_INFO_LONG structure the user can determine that Blob2 is
different that Blob3.

Platform

BIOS Trusted Configuration 1 PCRO = 123

= Configuration 2 PCRS8 = 456
| Lotality % KA \ Configuration 3 PCRO = 789
0 Configuration 4 PCR8 = ABC

Blob1 sealed by config1 for config1
Blob2 sealed by config1 for config2

PCRU Blob3 sealed by config2 for config2
Blob4 sealed by config2 for config1

= LUTHIMT

Unseal Blob2 by config1 FAIL Blob2 dar = config2 but PCRS requires loc4d modifier
Unseal Blob2 by config2 OK Blob2 dar = config2 loc4

Unseal Blob3 by config2 OK Blob3 dar = config2

Unseal Blob4 by config1 OK Blob4 dar = config1 and PCRO has no locality req

mgam e

Old style does not allow trusted the information
necessary to distinguish Blob2 from Blob3

dac = digestAtCreation
dar = digestAtRelease

Case B is the only failure and this shows the use of the locality modifier and PCR locality attribute.
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Additional attempts are obvious failures, config3 and config4 are unable to unseal any of the 4

blobs.

One example is illustrative of the problems of just specifying locality without an accompanying PCR.
Assume Blob5 which specifies a dar of config1 and a locality 4 modifier. Now either config2 or
configd can unseal Blob5. In fact there is no way to restrict ANY process that gains access to
locality 4 from performing the unseal. As many platforms will have no restrictions as to which
process can load in locality 4 there is no additional benefit of specifying a locality modifier. If the
sealer wants protections, they need to specify a PCR that requires a locality modifier.

Defining locality modifiers dynamically

This feature
The current
TPM in a sp

have some
close attent
defined as 4

End of info

28.1 Validate Key for use

Start of infdq

The followin
restrictions.

Note that th
DSAP chec
causes the i

The checks
locality restr

End of info
1. Ifthe au

If the
allow

\
Iq

a.

way of ensuring that their wishes were enforced and challengers woutld have t
on to the current PCR attributes. For these reasons the setting of the’PCR attribu
static operation made during the platform specific specification.

rmative comment

)rmative comment

g shows the order and checks done before thé use of a key that has PCR or Ig

bre is no check for the PCR registers on the DSAP session. This is due to the fag
s for the continued validity of the PCR that are attached to the DSAP and any ch
hvalidation of the DSAP session.

must validate the locality of the DSAP session as the PCR registers in use could
ctions.

‘mative comment
horization session is DSAP

b DSAP -> |ocalityAtRelease is not Ox1F (or in other words some localities ar
ed)

pcalityAtRelease, on mismatch return TPM_BAD_LOCALITY

cality

t that
ange

have

B not

alidate thattTPM_STANY_FLAGS -> localityModifier is matched by DSAP -> pcrinfo ->

R on

b. If DJAP ~> digestAtRelease is not 0
i. (aleudlate the current digest and compare to digestAtRelease, return TPM_BAD_PC
mismatch
c. If the DSAP points to an ordinal delegation
i. Check that the DSAP authorizes the use of the intended ordinal
d. If the DSAP points to a key delegation
i. Check that the DSAP authorizes the use of the key
e. If the key delegated is a CMK key

98

The TPM MUST check the CMK_DELEGATE restrictions
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2. Set LK to the loaded key that is being used
3. If LK -> pcrinfoSize is not 0

a. If LK -> pcrinfo -> releasePCRSelection identifies the use of one or more PCR

i. Calculate H1 a TPM_COMPOSITE_HASH of the PCR selected by LK -> pcrinfo ->

releasePCRSelection

i. Compare H1 to LK -> pcrinffo -> digestAtRelease on mismatch return

TPM_WRONGPCRVAL
b. If localityAtRelease is NOT 0x1F

i. Validate that TPM_STANY_FLAGS -> localityModifier is matched by LK
localityAtRelease on mismatch return TPM_BAD_LOCALITY

4. Allow use of the key

> pcrinfo ->

© ISO/IEC 2009 — All rights reserved
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29. Non Volatile Storage

Start of informative comment

The TPM contains protected non-volatile storage. There are many uses of this type of area;
however, a TPM needs to have a defined set of operations that touch any protected area. The idea
behind these instructions is to provide an area that the manufacturers and owner can use for storing
information in the TPM.

The ISO/IEC 11889 will define a limited set of information that it sees a need of storing in the TPM.
The TPM and platform manufacturer may add additional areas.

The NV stor
under TPM

A defined s
manufacture

To locate if
area in use

The area m
available to

The storage

age area has a limited use before it will no longer operate Hence the NV command
Dwner control.

S are

pt of indexes are available when no TPM Owner is present to allow TPMyand platform

rs the ability to fill in values before a TPM Owner exists.

an index is available, use TPM_GetCapability to return the index and the size ¢
Dy the index.

ay not be larger than the TPM input buffer. The TPM will/report the maximum
pllocate.

area is an opaque area to the TPM. The TPM, other than providing the storage,

not review the internals of the area.

To SEAL a
the exact pr

To obtain a
with logging

blob, the creator of the area specifies the use of PER registers to read the value. T
pperty of SEAL.

5igned indication of what is in a NV store areathe caller would setup a transport se
on and then get the signed log. The log shows the parameters so the caller can va

that the TPM holds the value.

There is an
may handle
for the inde
attribute set

The non-vol
a manufactu
logically sep

End of info

attribute, for each index, that defings:the expected write scheme for the index. The
data storage differently based on“the write scheme attribute that defines the exp
Xx. Whenever possible the NV memory should be allocated with the write sc
to update as one block andiépot as individual bytes.

ptile storage described(here is defined by TPM_NV_DefineSpace. Other structure
rer might decide to store in non-volatile memory (e.g., PCRs, keys, the audit dige
arate and do not-affect the space available for the NV indexed storage described

rmative comment

The TP
the TP

MUST support the NV commands. The TPM MUST support the NV area as defin
NV_INDEX values.

The TPM MAY.'manage the storage area using any allocation and garbage collection schene.

f the

size

does

his is

Ssion

lidate

TPM
bcted
heme

5 that

Tre

ed by

pace

command with a size of 0. Any authorized user can change the value written in the NV store.

The TPM MUST treat the NV area as a shielded location.

100

a. The TPM does not provide any additional protections (like additional encryption) to the NV
area.

. If a write operation is interrupted, then the TPM makes no guarantees about the data stored at

the specified index. It MAY be the previous value, MAY be the new value or MAY be undefined
or unpredictable. After the interruption the TPM MAY indicate that the index contains
unpredictable information.

a. The TPM MUST ensure that in case of interruption of a write to an index that all other
indexes are not affected
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Minimum size of NV area is platform specific. The maximum area is TPM vendor specific.

7. A TPM MUST NOT use the NV area to store any data dependent on data structures defined in
Part 1l of the TPM specifications, except for the NV Storage structures implied by required index
values or reserved index values.

29.1
Start

NV storage design principles

of informative comment

This section lists the design principles that motivate the NV area in the TPM. There was the
realization that the current design made use of NV storage but not necessarily efficiently. The DIR,

BIT &nd other commands placed demands on the [TPM designer and required ared

allow

The following are the design principles that drive the function definitions.

1. Pr
store

2. Th
store
TPM

3. All

4. The TPM Owner, when defining the area to use, will set.the access and use policy

The
acce

5. Th
TPM
an o
platfg

6. Th

7.T
TPM

End

29.1
Start

This
the s

ng for flexible use reserved space most likely never used (like DIR for locality_1):

pvide efficient use of NV area on the TPM. NV storage is a very limited resour|
d in the NV area should be as small as possible.

e TPM does not control, edit, validate or manipulate in any mannher the informatic
The TPM is merely a storage device. The TPM does enforce _the access rules g
Owner.

pcation of the NV area for a specific use must be under control of the TPM Owner.

s that while

ce and data

bn in the NV
s set by the

for the area.

TPM Owner can set AuthData values, delegatiahs,” PCR values and other controls on the

5s allowed to the area.

ere must be a capability to allow TPM andplatform manufacturers to use this ar
Owner being present. This allows the manhufacturer to place information into the 1
herous manufacturing flow. Information®in this category would include EK cre
rm credential.

e management and use of the_ NV area should not introduce new operating strate
and should be easy to implement.

pbf informative comment

.1 NV Storage use models
of informative-comment

ba without a
[PM without
bdential and

management and use of the N\Aiarea should not require a large number of ordingls.

gies into the

nformative-section describes some of the anticipated use models and the attributes a user of

orage area would need to set.

Own

pr.authorized for all access

TPM_NV_DefineSpace: attributes = PER_OWERREAD || PER_OWNERWRITE
WriteValue(TPM Owner Auth, data)
ReadValue(TPM Owner Auth, data)

Set AuthData value
TPM_NV_DefineSpace: attributes = PER_AUTHREAD || PER_AUTHWRITE, auth = authValue
WriteValue( authValue, data)
ReadValue( authValue, data)

© IS0/
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Write once, only way to change is to delete and redefine
TPM_NV_DefineSpace: attributes = PER_WRITEDEFINE
WriteValue( size = x, data) // successful

WriteValue(size = 0) // locks

WriteValue(size = x) // fails

TPM_Startup(ST_Clear) // Does not affect lock

WriteValue(gize=xdata)faits

Write until $pecific index is locked, lock reset on Startup(ST_Clear)
TPM_NV_DgfineSpace: index = 3, attributes = PER_WRITE_STCLEAR
TPM_NV_DgfineSpace: index = 5, attributes = PER_WRITE_STCLEAR
WriteValue(|index = 3, size = x, data) // successful

WriteValue(|index = 5, size = x, data) // successful

WriteValue(jndex = 3, size = 0) // locks

WriteValue(|index = 3, size = x, data) // fails

WriteValue(|index = 5, size = x, data) // successful

TPM_Startup(ST_Clear) // clears lock
WriteValue(|index = 3, size = x, data) // successful

WriteValue(|index = 5, size = x, data) // successful

Write until index 0 is locked, lock reset by Startup(ST_Clear)
TPM_NV_DgfineSpace: attributes = PER_GLOBALLOCK, index = 5
TPM_NV_DgfineSpace: attributes = PER_GLOBALLOCK, index = 3
WriteValue(lindex = 3, size = x, data) // successful

WriteValue(|index = 5;¢size = x, data) // successful

WriteVaIue(|ndex = 0) // sets SV -> bGlobalLock to TRUE

WriteValue( index = 3, size = x, data) // fails

WriteValue( index = 5, size = x, data) // fails

TPM_Startup(ST_Clear) // clears lock
WriteValue( index = 3, size = x, data) // successful
WriteValue( index = 5, size = x, data) // successful
End of informative comment

102
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29.2 Use of NV storage during manufacturing
Start of informative comment

The TPM needs the ability to write values to the NV store during manufacturing. It is possible that
the values written at this time would require authorization during normal TPM use. The actual
enforcement of these authorizations during manufacturing would cause numerous problems for the
manufacturer.

The TPM will not enforce the NV authorization restrictions until the execution of a
TPM_NV_DefineSpace with the handle of TPM_NV_INDEX LOCK.

The 'B-bit-indicates—an-NV-index-defined-{typicalhy)-during-rmandfacturing-and-thentocked. While
nvLogked is FALSE, indices with the 'D' set can be defined, deleted, or redefined as.desired. Once
nvLogked is set TRUE, the 'D' bit indices are locked. They cannot be defined, deleted of redefined.

nvLogked has the lifetime of the endorsement key.
End pf informative comment

1. The TPM MUST NOT enforce the NV authorizations (auth values, PCR etc.) [prior to the
ekecution of TPM_NV_DefineSpace with an index of TPM_NV _INDEX LOCK
a

While the TPM is not enforcing NV authorizations, ther TPM SHALL allow| the use of
TPM_NV_DefineSpace in any operational state (disabled; deactivated)
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30. Delegation Model

Start of informative comment

The TPM Owner is an entity with a single “super user” privilege to control TPM operation. Thus if
any aspect of a TPM requires management, the TPM Owner must perform that task himself or
reveal his privilege information to another entity. This other entity thereby obtains the privilege to
operate all TPM controls, not just those intended by the Owner. Therefore the Owner often must
have greater trust in the other entity than is strictly necessary to perform an arbitrary task.

This delegation model addresses this issue by allowing delegation of individual TPM Owner

privileges (the right to use individual Owner authorized TPM commands) to individual entities,

may be trus
Basic requir

Consumer
of use and
increased te

Role based
Owner privil
Owner privil

TPM shoul
execute mu
secrets and
the root of

and distribufion of values held for the various trusted precesses that reside on the same platfor

Trusted prg
privilege, th
This deleg

purpose prq
requires to

Maintain thle current authorization:structure and protocols. There is no desire to remoVv

current TPM

are a delegation of TPM Ownefiresponsibilities. The delegation allows the TPM Owner to del

some or all
to when and

End of info

ed processes.
ements:

user does not need to enter or remember a TPM Owner password:This is an
security issue. Not remembering the password may lead to badCsecurity prag
ch support calls and lost data.

administration and separation of duty. It should be possible-to delegate just en
eges to perform some administration task or carry out some daty, without delegati
Bges.

i support multiple trusted processes. When a platform has the ability to loag
tiple trusted processes then the TPM should be able to participate in the protect
proper management of the processes and theif.secrets. In fact, the TPM most lik
storage for these values. The TPM should enable the proper management, prote

cesses may require restrictions. A fundamental security tenet is the principle off
t is, to limit process functionality to only the functions necessary to accomplish the
ion model provides a building bleck that allows a system designer to create 5
cesses and then ensure that the process only has access to the functions t
omplete the task.

Owner and the protocols that authorize and manage the TPM Owner. The capah

pf the actions that'a TPM Owner can perform. The TPM Owner has complete cont
if the capability delegation is in use.

rmative comment

30.1 Ta
Start of inf
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No ocean front property in table — We want the table to be virtually unlimited in size. While we
need some storage, we do not want to pick just one number and have that be the min and max. This
drives the need for the ability to save, off the TPM, delegation elements.

Revoking a delegation, does not affect other delegations — The TPM Owner may, at any time,
determine that a delegation is no longer appropriate. The TPM Owner needs to be able to
ensure the revocation of all delegations in the same family. The TPM Owner also wants to
ensure that revocation done in one family does not affect any other family of delegations.

Table seeded by OEM — The OEM should do the seeding of the table during manufacturing. This
allows the OEM to ship the platform and make it easy for the platform owner to startup the first time.
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The definition of manufacturing in this context includes any time prior to or including the time the
user first turns on the platform.

Table not tied to a TPM owner — The table is not tied to the existence of a TPM owner. This
facilitates the seeding of the table by the OEM.

External delegations need authorization and assurance of revocation — When a delegation is held
external to the TPM, the TPM must ensure authorization of the delegation when loading the
delegation. Upon revocation of a family or other family changes the TPM must ensure that
prior valid delegations are not successfully loaded.

90% case, no need for external store — The normal case should be that the platform does not

need[to worry about having externat detegations. This drives the need for some NV Stgrage to hold
a mirjimum number of table rows.

End pf informative comment

30.2 How this works

Start of informative comment

The |existing TPM owner authorization model is that certain,"FPM commands [require the
authgrization of the TPM Owner to operate. The authorization\value is the TPM Owners token.
Using the token to authorize the command is proof of TPM Qwnership. There is only orje token and
knowledge of this token allows all operations that require proof'of TPM Ownership.

This pxtension allows the TPM Owner to create a new<AuthData value and to delegate|some of the
TPM|[Ownership rights to the new AuthData value.

The bise model of the delegation is to create an authorization session (DSAP) using the delegated

AuthData value instead of the TPM Owner token: This allows delegation to work witho
any qurrent command.

The intent is to permit delegation of selected Owner privileges to selected entities, be
remote, separate from the current software environment or integrated into the currg
envirpnment. Thus Owner privileges may be delegated to entities on other platforms
(trusted processes) that are partjof the normal software environment on the Owner’s pl
a minimalist software environment on the Owner’s platform (created by booting from a
special disk partition), for example.

Privileges may be delegated to a particular entity via definition of a particular pro
Owner’s platform (by dictating PCR values), and/or by stipulating a particular AuthDat:
resulfant TPM_DELEGATE_OWNER BLOB and any AuthData value must be passed b
to the chosen entity.

It change to

they local or
ent software
5, to entities
atform, or to
CDROM, or

cess on the
h value. The
y the Owner

Delegation_to-an external entity (not on the Owner’s platform) probably requires an AuthData value

NULL PCR selection. (But the AuthData value might be sealed to a desired se

of PCRs in

mote platform.)

Delegation to a trusted process provided by the local OS requires a PCR that indicates the trusted
process. The authorization token should be a fixed value (any well known value), since the OS has
no means to safely store the authorization token without sealing that token to the PCR that indicates
the trusted process. It is suggested that the value 0x111...111 be used.

Delegation to a specially booted entity requires either a PCR or an authorization token, and
preferably both, to recognize both the process and the fact that the Owner wishes that process to
execute.

The central delegation data structure is a set of tables. These tables indicate the command ordinals
delegated by the TPM Owner to a particular defined environment. The tables allow the distinction of
delegations belonging to different environments.
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The TPM is capable of storing internally a few table elements to enable the passing of the
delegation information from an entity that has no access to memory or storage of the defined
environment.

The number of delegations that the tables can hold is a dynamic number with the possibility of
adding or deleting entries at any time. As the total number is dynamic, and possibly large, the TPM
provides a mechanism to cache the delegations. The cache of a delegation must include integrity
and confidentiality. The term for the encrypted cached entity is blob. The blob contains a counter
(verificationCount) validated when the TPM loads the blob.

An Owner uses the counter mechanlsm to prevent the use of undeswable bIobs they increment
venﬁcahon

that has an|incorrect verificationCount.) An Owner can verify the delegation state of his\pl
(immediately after updating verificationCount) by keeping copies of the elements that have just
given the current value of verificationCount, signing those copies, and sending them.-to a third g

S will
DS in
curity
‘e on
e, to
party
party
rvice

Verification [probably requires interaction with a third party because acceptable-table profile
change with|time and the most important reason for verification is suspicion of.the state of a T
a platform. Buch suspicion implies that the verification check must be dane by a trusted se
monitor (pefhaps separate trusted software on another platform or separate trusted softwa
CDROM, for example). The signature sent to the third party must include a freshness valt
prevent replay attacks, and the security monitor must verify that.a-response from the third
includes that freshness value. In situations where the highest confidence is required, the third
could provide the response by an out-of-band mechanism, such as an automated telephone s¢

with spoken

A challengeg
increments
and obtains

If no Owner
tables is imp

To perform
uses the de
value, and
successful,

There can L
may be cha

confirmation of acceptability of platform state and freshness value.

r can verify an entire family using a single transport session with logging,
he verification count, updates the verification count in selected blobs, reads the t
a single transport session signature overall of the blobs in a family.

is installed, the delegation mechanisms are inoperative and third party verification

that
Ables

pf the

ossible, but tables can still be administered and corrected. (See later for more detdils.)

an operation using the delegation the entity establishes an authorization sessior
legated AuthData value, for-all HMAC calculations. The TPM validates the Auth
in the case of defined environments checks the PCR values. If the validati
he TPM then validates that the delegation allows the intended operation.

e at least two delegation rows stored in non-volatile storage inside a TPM, and

and
Data
Il

hese

nged using Owner privilege or delegated Owner privilege. Each delegation table ro

member of
a TPM. An

In addition t
mechanism

a family, and.there can be at least eight family rows stored in non-volatile storage i
entity belonging to one family can be delegated the privilege to create a new famil
edit the rows

in its ewn family, but no other family.

for the platform user to perform validation of aII delegatlons in a family.

End of informative comment

30.3 Family Table

Start of informative comment

The family table has three main purposes.

is a
side
and

1 - To provide for the grouping of rows in the TPM_DELEGATE_TABLE; entities identified in
delegate table rows as belonging to the same family can edit information in the other delegate table
rows with the same family ID. This allows a family to manage itself and provides an easier
mechanism during upgrades.
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2 - To provide the validation and revocation mechanism for exported TPM_DELEGATE_ROWS and
those stored on the TPM in the delegation table

3 - To provide the ability to perform validation of all delegations in a family

The family table must have eight rows, and may have more. The maximum number of rows is TPM
vendor-defined and is available using the TPM_GetCapability command.

As the family table has a limited number of rows, there is the possibility that this number could be
insufficient. However, the ability to create a virtual amount of rows, like done for the
TPM_DELEGATE_TABLE would create the need to have all of the validation and revocation

The family table contains four pieces of information: the family ID, the family labe|, the family
verification count, and the family flags.

The family ID is a 32-bit value that provides a sequence number of the families.in"use.

The family label is a one-byte field that family table manager software would’use to help identify the
information associated with the family. Software must be able to map the-numeric valu¢ associated
with ¢ach family to the ASCII-string family name displayable in the user interface.

The family verification count is a 32-bit sequence number that identifies the last outsidé verification
and gttestation of the family information.

Initialization of the family table occurs by using the TPM Delegate Manage commgnd with the
TPM| FAMILY _CREATE option.

The yerificationCount parameter enables a TPM to-check that all rows of a family in {he delegate
table|are approved (by an external verification process), even if rows have been stored ¢ff-TPM.

The family flags allow the use and administration'of the family table row, and its associated delegate
table|rows.

Row|contents
Family ID — 32-bits
Row Jabel — One byte

Family verification count — 32=bits

30.4 Delegate Table

Start of informative comment

le holds:

The identity of a process that can use the ordinal list
The AuthData value to use the ordinal list

The delegate table has a minimum of two (2) rows; the maximum number of rows is TPM vendor-
defined and is available using the TPM_GetCapability command. Each row represents a delegation
and, optionally, an assignment of that delegation to an identified trusted process.

The non-volatile delegate rows permit an entity to pass delegation rows to a software environment
without regard to shared memory between the entity and the software environment. The size of the
delegate table does not restrict the number of delegations because
TPM_Delegate CreateOwnerDelegation can create blobs for use in a DSAP session, bypassing the
delegate table.
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The TPM Owner controls the tables that control the delegations, but (recursively) the TPM Owner
can delegate the management of the tables to delegated entities. Entities belonging to a particular
group (family) of delegation processes may edit delegate table entries that belong to that family.

After creation of a delegation entry there is no restriction on the use of the delegation in a properly
authorized session. The TPM Owner has properly authorized the creation of the delegation so the
use of the delegation occurs whenever the delegate wishes to use it.

The rows of the delegate table held in non-volatile storage are only changeable under TPM Owner
authorization.

The delegate table contains six pieces of information: PCR information, the AuthData value for the

delegated capabifities,; the detegation fabet, the famity 1D, the verification count, and a profite pf the

capabilities that are delegated to the trusted process identified by the PCR information.

Row Elements

ASCII label - Label that provides information regarding the row. This is not a sensitive’item.

Family ID — [The family that the delegation belongs to; this is not a sensitive item.

Verification gount — Specifies the version, or generation, of this row; version-validity information is in

the family table. This is not a sensitive value.

Delegated capabilities — The capabilities granted, by the TPM Owner,\to the identified process| This

is not a sengitive item.

Authorizatipn and Identity

The creator] of the delegation sets the AuthData valuecsand the PCR selection. The creaor is

responsible for the protection and dissemination of the AuthData value. This is a sensitive valug.

End of informative comment

1. The TPNI_DELEGATE_TABLE MUST have atleast two (2) rows; the maximum number of|table
rows is |TPM-vendor defined and MUST be reported in response to a TPM_GetCapability
commarnd

2. The AuthData value and the PCR selection must be set by the creator of the delegation

30.5 Delegation Administration Control

Start of infgrmative comment

The delegate tables (both‘family and delegation) present some control problems. The tables|must

be initialized by the platiorm OEM, administered and controlled by the TPM Owner, and reset on

changes of TPM Owanegrship. To provide this level of control there are three phases of administfation

with different functions available in the phases.

The three plhases of table admlnlstratlon are; manufacturlng (P1) no-owner (P2) and owner present

(P3). Theselthree phases allow sof ¢ S - ables

Manufacturing (P1)

A more accurate definition of this phase is open, un-initialized and un-owned. It occurs after TPM
manufacturing and as a result of TPM_OwnerClear or TPM_ForceClear.

In P1 TPM_Delegate_Manage can initialize and manage non-volatile family rows in the TPM.
TPM_Delegate_LoadOwnerDelegation can load non-volatile delegation rows in the TPM.

Attacks that attempt to burnout the TPM’s NV storage are frustrated by the NV store’s own limits on
the number of writes when no Owner is installed.
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No-Owner (P2)

This phase occurs after the platform has been properly setup. The setup can occur in the platform
manufacturing flow, during the first boot of the platform or at any time when the platform owner
wants to lock the table settings down. There is no TPM Owner at this time.

TPM_Delegate_Manage locks both the family and delegation rows. This lock can be opened only by
the Owner (after the Owner has been installed, obviously) or by the act of removing the Owner
(even if no Owner is installed). Thus locked tables can be unlocked by asserting Physical Presence
and executing TPM_ForceClear, without having to install an Owner.

In P2, the relevant TPM_Delegate_xxx commands all return the error TPM_DELEGATE_LOCKED.
This [sotamissue as there 15 no 1 PvOwner to defegate commands, So the inability 19 change the
tablep or create delegations does not affect the use of the TPM.

Owngd (P3)

In this phase, the TPM has a TPM Owner and the TPM Owner manages_the table a$ the Owner
sees|fit. This phase continues until the removal of the TPM Owner.

Moving from P2 to P3 is automatic upon establishment of a TPM Owner. Removal [of the TPM
Owngr automatically moves back to P1.

The TPM Owner always has the ability to administer any table=~Fhe TPM Owner may flelegate the
ability to manipulate a single family or all families. Such delegations are operative only iff delegations
are enabled.

End pf informative comment
1. When DelegateAdminLock is TRUE the TPM MUST disallow any changes to the delegate tables
2. With a TPM Owner installed, the TPM OwnetMUST authorize all delegate table chapges

30.5.1 Control in Phase 1

Start of informative comment

The TPM starts life in P1. The TPM has no owner and the tables are empty. It is desifable for the
OEM to initialize the tables to-allow delegation to start immediately after the Ownef decides to
enable delegation. As the setup may require changes and validation, a simple mechanism of writing
to the area once is not ayvalid option.

TPM| Delegate_Manage and TPM_Delegate_LoadOwnerDelegation allow the OEM to fill the table,
read the public parts_of the table, perform reboots, reset the table and when finally satisfjed as to the
state|of the platferm; lock the table.

Alterpatively(the OEM can leave the tables NULL and turn off table administration leavjng the TPM
in an|unloaded state waiting for the eventual TPM Owner to fill the tables, as they need.

Flow|teMoead tables

Default values of DelegateAdminLock are set either during manufacturing or are the result of
TPM_OwnerClear or TPM_ForceClear.

TPM_Delegate_Manage verifies that DelegateAdminLock is FALSE and that there is no TPM
Owner. The command will therefore load or manipulate the family tables as specified in the
command.

TPM_Delegate_LoadOwnerDelegation verifies that DelegateAdminLock is FALSE and no TPM
owner is present. The command loads the delegate information specified in the command.

End of informative comment
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30.5.2 Control in Phase 2

Start of informative comment

In phase 2, no changes are possible to the delegate tables. The platform owner must install a TPM
Owner and then manage the tables, or use TPM_ForceClear to revert to phase 1.

End of informative comment

30.5.3 Control in Phase 3

Start of informative comment

The TPM_IDELEGATE_TABLE requires commands that manage the table. These commands
include filling the table, turning use of the table on or off, turning administration of the table.on ¢r off,
and using the table.

The commahds are:

enables/disgbles use of a family table row and delegate table rows that share.the same family ID,
enables/disgbles administration of a family’s rows in both the family table.and the delegate fable,

| te_CreateOwnerDelegation increments the family verification count (if desired) and
delegates thhe Owner’s privilege to use a set of command ordinals, by creating a blob. Such plobs
can be used as input data for TPM_DSAP or TPM_Delegate L oadOwnerDelegation. Incremegnting
the verificafion count and creating a delegation must bé‘jan atomic operation. Otherwise no

TPM_Delegate _LoadOwnerDelegation loads a delégate blob into a non-volatile delegate |table
row, inside the TPM.

TPM_Delegate_ReadTable is used to read from the TPM the public contents of the family and
delegate tafles that are stored on the TPM.

TPM_Delegate_UpdateVerification sets.the verificationCount in an entity (a blob or a delegation
row) to the gurrent family value, in order-that the delegations represented by that entity will corjtinue

to be accepied by the TPM.

TPM_Delegate VerifyDelegation: loads a delegate blob into the TPM, and returns succeps or
failure, depgnding on whether-the blob is currently valid.

TPM_DSAP| — opens a, deferred authorization session, using either an input blob (created by
TPM_Delegpte Create@wnerDelegation) or a cached blob (loaded by
TPM_Delegpte LoadOwnerDelegation into one of the TPM’s non-volatile delegation rows).

End of informative comment

30.6 Famity Verification
Start of informative comment

The platform user may wish to have confirmation that the delegations in use provide a coherent set
of delegations. This process would require some evaluation of the processes granted delegations.
To assist in this confirmation the TPM provides a mechanism to group all delegations of a family into
a signed blob. The signed blob allows the verification agent to look at the delegations, the
processes involved and make an assessment as the validity of the delegations. The third party then
sends back to the platform owner the results of the assessment.

To perform the creation of the signed blob the platform owner needs the ability to group all of the
delegations of a single family into a transport session. The platform owner also wants an assurance
that no management of the table is possible during the verification.
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This verification does not prove to a third party that the platform owner is not cheating. There is
nothing to prevent the platform owner from performing the validation and then adding an additional
delegation to the family.

Here is one example protocol that retrieves the information necessary to validate the rows belonging
to a particular family. Note that the local method of executing the protocol must prevent a man-in-
the-middle attack using the nonce supplied by the user.

The TPM Owner can increment the family verification count or use the current family verification
count. Using the current family verification count carries the risk that unexamined delegation blobs
permit undeS|rabIe delegatlons Using an incremented verlflcatlon count eliminates that risk. The
i egation that
on whether
can use the
delegations
alue, or the
of its PCR

[his ensures
r operations
ds listed are

R values) in

permjssions and PCR values) in plain text.

After|verifying all blobs, TPM_ReleaseTransportSigned signs the list of transactions.

The gathering entity sends ‘the log of the transport session plus any supporting information to the
validation entity, which evaluates the signed transport session log and informs the platfgrm owner of
the rgsult of the evaluation. This could be an out-of-band process.

Verification using an-incremented verificationCount

The gathering entity requires Owner authorization or access to a delegation that grants[access to at
least| the ordinals to perform a transport session, plus TPM_Delegate CreateOwnerDelegation,
TPM| Delegate_ReadTable, and TPM_Delegate_UpdateVerification.

The TPM Owner creates a transport session with the “no other activity” attribute set.

To increment the count the TPM Owner (or a delegate) must wuse
TPM_Delegate_CreateOwnerDelegation with increment == TRUE. That blob permits creation of
new delegations or approval of existing tables and blobs. That delegation must set the PCRs of the
desired (local) process and the desired AuthData value of the process. As noted previously,
AuthData values should be a fixed value if the gathering entity is a trusted process that is part of the
normal software environment.

If new delegations are to be created, TPM_Delegate CreateOwnerDelegation must be used with
increment == FALSE.

If existing blobs and delegation rows are to be reapproved, TPM_Delegate UpdateVerification must
be used to install the new value of verificationCount into those existing blobs and non-volatile rows.
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This exposes the blobs’ public information (including the permissions and PCR values) in plain text
to the transport session.

TPM_Delegate ReadTable then exposes all public values (including the permissions and PCR
values) of tables to the transport session.

Again, after

verifying all blobs, TPM_ReleaseTransportSigned signs the list of transactions.

End of informative comment

30.7 Use of commands for different states of TPM
Start of informative comment

Use the ordinal table to determine when the various commands are available for use

End of informative comment

30.8 Delegation Authorization Values

Start of infgrmative comment

This section| describes why, when a PCR selection is set, the AuthData value may be a fixed Jalue,
and, when the PCR selection is null, the delegation creator must select.an.AuthData value.

A PCR valug is an indication of a particular (software) environment‘in the local platform. Either that
PCR value jndicates a trusted process or not. If the trusted process is to execute automatically,
there is no point in allocating a meaningful AuthData value. (The only way the trusted process [ould
store the AythData value is to seal it to the process’s PCR yalues, but the delegation mechanism is
already chegking the process’s PCR values.) If execution of the trusted process is dependent|upon
the wishes |of another entity (such as the Owner), the*AuthData value should be a meanjngful
(private) value known only to the TPM, the Owner,cand that other entity. Otherwise the AuthData
value should be a fixed, well known, value.

If the delegation is to be controlled from a remote platform, these simple delegation mechapisms
provide no means for the platform to verify the PCRs of that remote platform, and hence accgss to
the delegatipn must be based solely upon:knowledge of the AuthData value.

End of informative comment

30.8.1 Using the authorization value

Start of infgrmative comment

To use a dglegation the. TPM will enforce any PCR selection on use. The use definition i$ any
command that uses-the delegation authorization value to take the place of the TPM Qwner
authorization.

PCR Select

on.defined

In this case, the delegation has a PCR Selection structure defined. Each tme the TPMUses the
delegation authorization value instead of the TPM Owner value the TPM would validate that the
current PCR settings match the settings held in the delegation structure. The PCR selection
includes the definition of localities and checks of locality occur with the checking of the PCR values.
The TPM enforces use of the correct authorization value, which may or may not be a meaningful
(private) value.

PCR selection NULL

In this case, the delegation has no PCR selection structure defined. The TPM does not enforce any
particular environment before using the authorization value. Mere knowledge of the value is
sufficient.

End of informative comment
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30.9 DSAP description

Start of informative comment

The DSAP opens a deferred auth session, using either a TPM_DELEGATE_BLOB as input
parameter or a reference to the TPM_DELEGATE_TABLE_ROW, stored inside the TPM. The
DSAP command creates an ephemeral secret to authenticate a session. The purpose of this section
is to illustrate the delegation of user keys or TPM Owner authorization by creating and using a
DSAP session without regard to a specific command.

A key defined for a certain usage (e.g. TPM_KEY _IDENTITY) can be applied to different functions
within the use model (e.g. TPM_Quote or TPM_CertifiyKey). If an entity knows the AuthData for the

ey.usageAuth) it can perform all the functions, allowed for that use model of-th
his entity is also defined as delegation creation entity, since it can initiate_thg

has

now Sstart an TPM_DSAP session

by
TPM| DELEGATE_KEY_BLOB as input.
For the TPM_Example command, the inAuth parameter provides the authorization to

comrpand. The following table shows the:commands executed, the parameters created
formats of all of the information.

<inParamDigest> is the result 6f the following calculation: SHA1(ordinal, inArgOne
<outfParamDigest> is the result-of the following calculation: SHA1(returnCode, ordinal,
inAuthSetupParams refers*-to the following parameters, in this order:
nonceOdd, continueAuthSession. OutAuthSetupParams refers to the following paramd
order: nonceEven, nonceOdd, continueAuthSession.

In addition to the'two even nonces generated by the TPM (authLastNonceEven and
that gre used for-TPM_OIAP, there is a third, labeled nonceEvenOSAP that is used to
shargd secret. For every even nonce, there is also an odd nonce generated by the systg

at particular
b delegation
subset or a
g. allow the
5 use model
M_Example

for the key
[KEY_BLOB

AuthData
cation offers
ms may be

using the

execute the
and the wire

inArgTwo).
poutArgOne).

authLasiNonceEven,

pters, in this

nonceEven)
jenerate the
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