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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

Collectively the four parts of ISO/IEC 11889 specify the architecture, data structures, command interface
and behavior of a Trusted Platform Module (TPM). A properly constructed platform that incorporates a
TPM meeting the requirements may enable establishing trust in platform scenarios involving security and
privacy.

TPMs require hardware protections to provide three roots of trust: storage, measurement, and reporting.
Basing TPM roots of trust in hardware is an improvement over software based solutions whose
protections are vulnerable to malicious software. The architecture defines a TPM that is a passive
component that receives commands and returns responses. The commands defined have meticulous
descriptions and perform pr|m|t|ve actions on data confidential to the TPM Typlcal |mplementat|ons
integrate
TPM and processing the responses security beneflts accrue for the platform as a whole. Propefly
constructed platforms with a TPM can provide hardware based roots of trust for storage, measurement
and/or feporting.

The rogt of trust for storage consists primarily of creating, managing and protecting-cryptographic keys
and other data values. Artifacts protected by or associated with encryption keys, like pasgwords,
certificgtes or other credentials, can be used for authentication and many rother security scénarios.
Cryptographic keys can be created with restrictions on their use or management.

EXAMPLE 1 Cryptographic keys can be created that require a password te~be‘used, have a single purpgse (e.g.
signing), or cannot be exported elsewhere.

Separate from cryptographic key management, the root of trust for'storage also allows data valugs to be
stored [n a TPM so they are protected from unauthorized madification or can only be changed in defined
ways.

EXAMPLE 2 A data value protected by the TPM might be defined so it can be incremented but not decrenjented.

Typicall use cases can include storing security:(policy information that can only be updated| by an
authorized entity or incrementing a value to keep track of failed password entry attempts.

The roqt of trust for measurement is intended-to reflect what software is running on a platform in ajtrusted
way. [This root consists of the TPM~and other components of a platform that start a chain of
measufements. Before software runs; its measurement is calculated and stored in the TPM by sehding a
commgnd. Later software can add.more measurements, but cannot erase its own measurement that was
recordgd before it started running.,If the measurement process unconditionally starts when a platform is
on, the TPM ends_up holding an accurate measurement of all the software running|on the
system|from each power-on;\Across power cycles, the same software running on a platform results in the
same measurements being present in the TPM. Combining the root of trust for measurement with the
root of frust for storagey-it is possible to create keys or store data using the TPM that only software with
specifig measurements can use. The result is specific software on a platform can maintain its own keys,
confideptial data-0f. Security policy information that is not accessible and not able to be tampered |with by
other spftware that may run on the platform.

The ropt of\trust for reporting helps entities external to a platform establish trust in platform spftware
measulements or _cryptographic keys by proving the values exist in a TPM. TPMs have Endorsement
Keys that are essentially unique identities for a TPM. Through commands the TPM provides, it is
possible to prove keys exist in a TPM with a specific Endorsement Key. Establishing that a key exists in a
TPM permits services external to the TPM to trust a key is protected by a TPM’s root of trust for storage.
Also, if a key is known to be in a TPM, and the key is used to sign measurements of software, evidence of
what software is running on a platform can be shared with an external entity in a trusted way. This
enhances privacy protections as the need to share the TPM’'s Endorsement Key identity directly with a
remote verifier can be avoided, resulting in a platform that can anonymously prove to a remote verifier
what software is running.

Not all privacy and security use cases enabled by this International Standard are relevant for all
platforms. For this reason, this International Standard is defined as a generic library of commands,
cryptographic algorithms and capabilities for which a subset can be used to meet the needs of a specific
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platform or implementation, with the flexibility to meet diverse and even contradictory global requirement
sets. To address the needs of platform types, market segments, regulations, assurance criteria,
certification programs, etc., the structure allows complimentary materials to be developed by interested
parties constraining the generic library to address specific requirement sets. To promote product
interoperability, implementers are encouraged to consult existing specifications augmenting this
International Standard with domain specific considerations for specific applications and platform types. A
platform specific context is able to articulate scenarios, functionality, relevant security and privacy goals,
implementation considerations and methods of assurance. Because of the generic nature of this
International Standard, certification programs are likely to be based on additional specifications that
further define platform specific implementations and security characteristics. Having a single TPM library
that implementations across different platforms types can use to add security and privacy benefits lowers
complexity and permits reuse of software and security analysis across the trusted computing ecosystem.

EXAMPLE 3 Opt-in versus secure by default are examples of contradictory requirements for TPM"proyisioning
that are both supported by this International Standard.

This International Standard is useful for a variety of audiences. Two key audiences arg TPM
implementers and adopters. Clauses 6 and 7 in this part of ISO/IEC 11889 areyuseful to ofientate
audienges to the organization of the four parts and how they are used\ te build a cgmpliant
implemgentation. Implementers will need to use all four parts to build a compliant implementation.
Adoptefs can benefit from the architectural concepts in this part of ISO/IEC 11889 when developing
scenarips and incorporating a TPM into a platform design. ISO/IEC 1188942 and ISO/IEC 11889-3 are
beneficjal for adopters to understand the syntax and semantics of using individual TPM commands,.

Implementers and adopters of this International Standard need to carefully assess the appropriatgness of
controllgbility, security and privacy capabilities and algorithms implemented for satisfying their ggals. In
assess|ng algorithms, implementers and adopters shoulddiligently evaluate available information.
Solutions involving cryptography are dependent on the selution architecture and on the properties of
cryptographic algorithms supported. Over time, cryptographic algorithms can develop deficiengies for
reasons like advances in cryptographic techniques or<ngreased computing power. Solutions that support
a diversgity of algorithms can remain durable when subsets of supported algorithms wane in usefulness.
Therefgre, implementers intent on providing robust.solutions are responsible for evaluating both algorithm
appropfiateness and diversity.

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is\claimed that compliance with this document may involve fhe use
of a patent.

ISO anfl IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent\right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge.or-under reasonable and non-discriminatory terms and conditions with applicants
throughout the world:In this respect, the statement of the holder of this patent right is registered with 1ISO
and IEC. Information may be obtained from:

Fujitsu Limited

1-1, KamikodanaKka 4-chrome, Nakahara-Kku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microsoft Corporation

One Microsoft Way, Redmond, WA 98052

Enterasys Networks, Inc

50 Minuteman Road, US-Andover, MA 01810
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Lenovo

1009 Think Place, US-Morrisville, NC 27560-8496

Advanced Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735

Hewlett-Packard Company
P.0. Box 10490, US-Palo Alto, CA 94303-0969

i Tech 1 1 AG - N bib
Infinegn-Technologies AG-Neubiberg

I o HICO AT T eI Cr

Am Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menlo Park, CA

10 Netlwork Circle, UMPK10-146, US-Menlo Park, CA 94025

IBM Corporation
North Castle Drive, US-Armonk, N.Y. 10504

Intel jurporation
5200 Elam Young Parkway, US-Hillsboro, OR 97123

Attentign is drawn to the possibility that some of the elements of this document may be the supject of
patent fights other than those identified above. ISO andJEC shall not be held responsible for idgntifying
any or all such patent rights.

ISO (wivw.iso.org/patents) and IEC (http://patentS-ziec.ch) maintain on-line databases of patents felevant
to their| standards. Users are encouraged to-consult the databases for the most up to date infofmation
concerfing patents.
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Information technology — Trusted Platform Module Library —

Part 1: Architecture

1 Scope

This part of ISO/IEC 11889 defines the architectural elements of the Trusted Platform Module (TPM), a

device

which enables trust in computing platforms in general. Some TPM concepts are ex

plained

adequately in the context of the TPM itself. Other TPM concepts are explained in the context of how a
TPM helps establish trust in a computing platform. When describing how a TPM helps establish trust in a
computing platform, this part of ISO/IEC 11889 provides some guidance for platform requirements.

Howevi

This ps
through
implem|
guidan

TPM rg
isolatio
ISO/IE
the TP
specifig

pr, the scope of ISO/IEC 11889 is limited to TPM requirements.

rt of ISO/IEC 11889 illustrates TPM security and privacy techniques in the context)of a |
the use of cryptography. It includes definitions of how different cryptographic.techniq
ented by a TPM. The scope of ISO/IEC 11889 does not include cryptographic ana
e about the applicability of different algorithms for specific uses cases.

quirements in this part of ISO/IEC 11889 are general, covering concepts like integrity pro
N and confidentially. Defining a specific strength of function or assGrance level is out of sg
C 11889. This approach limits the guarantees provided by ISOAEC 11889 itself, but it dog
M architectural elements defined to be adapted to meet diverse implementation and
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2

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 9797-2, Information technology -- Security techniques -- Message Authentication Codes
(MACSs) -- Part 2: Mechanisms using a dedicated hash-function

ISO/IEC 10116:2006, Information technology — Security techniques — Modes of operation for an n-
bit block cipher

ISQ/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2: Strdetlires

ISQ/IEC 11889-3, Information technology — Trusted Platform Module Library — Part 3=€omnjands

ISQ/IEC 11889-4, Information technology — Trusted Platform Module Library — Part 4:"Suppdrting
routines

TC[G Algorithm Registry, available at
<http://lwww.trustedcomputinggroup.org/resources/tcg_algorithm_registry>
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
ancestor

<object loaded in a Trusted Platform Module> Storage Key that needs to have been loaded prior
to loading an object

3.2 J
authVdlue

octet string containing a value that is used for access authorization

Note 1 tp entry: The value is used as a password or to derive a key for an Hash Message-Authenticatipn Code
calculation.

3.3
authPdlicy

digest palue produced by an execution of policy commands andrused for access authorization

3.4
bound

authVglue of the Object is not included in the Hash:Message Authentication Code authotization
for the|lauthorization session

3.5
canonical form

data sfructure in the format used for_transport to and from the Trusted Platform Module

Note 1 tp entry: See clause 3.25.

3.6
CLEAR

bit with a value of zere<0), or the action of causing a bit to have a value of zero (0)

discretesTrusted Platform Module function that is exposed externally and recognizabl
1 FPlaliorty vioaule ommana proce Ol a wWe a ne value el O e
Platform Module to indicate the operation to be performed

e by a
rusted

3.8
commandCode

numeric identifier of the operation to be performed by a Trusted Platform Module

© ISO/IEC 2015 — All rights reserved 3
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3.9
context

collection of data that provides qualifying information about a data object to differentiate it from
others of the same type or to differentiate one version of a data object from another

3.10
cpHash

hash of the command code, Object names, and parameters of a command

3.11
descerjdant

<Storage Key> Object whose loading is conditional on the Storage Key having beenopreyiously
loaded

3.12
digest

result ¢f a hash operation

3.13
duplicate

allowing a Protected Object created by a Trusted Platform Module to be used on a different
Trusted Platform Module

3.14
ECDH

Diffie-Hellman secure secret sharing process using elliptic curve operations

3.15
Ephemeral Key

key crgated as part of a protocolhthat is not used again after the protocol is complete

3.16
EmptyAuth

Empty|Buffer usedsas an authorization value

3.17
Empty[Buffer

sized armay witit o data, nmaicated by a SiZe fiefd 0f Zero fottowed by am array comntaiming no
elements

3.18

Empty Point
Elliptic curve cryptography point with Empty Buffers for both the x and y coordinates
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3.19
Empty

Empty
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Policy

Buffer used when a policy value is required

Note 1 to entry: As a policyValue, an Empty Buffer will satisfy no policy

Note 2 to entry:

policyDigest is the size of a hash digest and a digest is never zero length.

3.20

Endorsement Authorization

Authorjzation using either endorsementAuth or endorsementPolicy

3.21

Extend

Extended

operatjon that replaces the current value of a digest with the hash of a_buffer construd
concatenating new data to the current value of the digest

Note 1 tp entry: See clause 11.4.7

Note 2 tp entry: The new data concatenated is normally a digest.

3.22

Externgl Object

Object|that can be loaded into a Trusted PlatformModule without being a member of a s
hierarghy

3.23

Failurg mode

mode [in which the Trusted Platform Module returns TPM_RC_FAILURE in response
commands except TPM2_GetTestResult() or TPM2_GetCapability()

3.24

import

operatjon that allows-a Protected Object not created by a Trusted Platform Module
incorpgrated into_ ashierarchy of the Trusted Platform Module

3.25

interngl form

data structure using a tayout that Ts—spectific toam mptememtation that gt or gt ot

same as the canonical form

3.26

Lockout Authorization

authorization using either lockoutAuth or lockoutPolicy

3.27

non-volatile

data that is retained even when power is removed
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3.28
NULL

<pointer> context-sensitive value that is a system-defined value indicating that the pointer does
not reference data

3.29
NULL

<structure identified by an algorithm identifier> TPM_ALG_NULL value indicating that no
additional data is present

3.30
NULL Password
NULL Auth

authorjzation where the authorization value is the Empty Buffer resulting in ancauthorizatipn that
is a fixed sequence of 9 octets of 40 00 00 09 00 00 00 00 0046

3.31
NULL $ignature

signatyre with the TPM_ALG_NULL signature scheme that contains’'no data

3.32
NULL-{erminated

sequence of non-zero values followed by a value containing zero

3.33
NULL Ticket

ticket gtructure with tag set to a value thatis correct for the context, hierarchy is TPM_RH_[NULL,
and digest is an Empty Buffer

3.34
Object

key or|data that has a puhlic portion and, optionally, a sensitive portion and which is a member
of a higrarchy

3.35
octet

a group of eight adjacent bits

N 1 % o & <l " e i tlo I 4 oaldl ol oot
ote & ey O oSt ottt CoOmputeT ST tS TS tre ShaneSt attutr eSSanTe—unit o1 aata.

[SOURCE: ISO/IEEE 11073-30300:2004(en), 3.1.26]

3.36
orderly shutdown

when the Trusted Platform Module has completed TPM2_Shutdown() before power to the
Trusted Platform Module is removed or _TPM_Init is asserted

6 © ISO/IEC 2015 — All rights reserved
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3.37
ordinary key

key produced with a seed taken from the Trusted Platform Module random number generator

3.38
Owner Authorization

authorization using either ownerAuth or ownerPolicy

3.39
PCR

one orlmore platform configuration registers each containing a digest

3.40
PCR.alg

hash algorithm associated with a specific platform configuration register

341
PCR bank

collectlon of platform configuration registers identified by a hash algorithm, with each platform
configuration register in the bank containing a digest computed using the bank identifiers hash
algorithm

3.42
PCR.digest

digest value associated with a specific platform. configuration register

3.43
Permanent Entity

Trustedl Platform Module resource with an architecturally defined handle that does not change

Note 1 tp entry: The value of a Permanent Entity can change

3.44
Persisfent Object

Trustefl Platform{Module resource created by a Protected Capability that persists in Trusted
Platform Module’memory across power cycles and Trusted Platform Module resets

3.45
Platform Authorization

authorization using either platformAuth or platformPolicy

3.46
policyDigest

digest uniquely representing an ordered set of policy commands and operands used to determine
if a policy authorizing an action has been satisfied

© ISO/IEC 2015 — All rights reserved 7
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3.47

policySession—cpHash

policy session context value that, if not the Empty Buffer, is the cpHash value that the authorized
command needs to have for the authorization to be valid

3.48

platform firmware

code added to the platform by its manufacturer that is needed for booting and proper platform
operation

Note 1t

3.49
Primar

key de

3.50
Primar

Primar
from th

3.51
private

encryp|

3.52
Primar

large 1
Primar

3.53
Protec

operat
to a co

3.54
Protec

D entry.  Commonly, but not exclusively, referred to as BIOS or UEFI or SMM code

y Key

Fived from a Primary Seed that is associated with the hierarchy of the Primary Seed

y Object

y Key or a data blob with a sensitive area that is encrypted using a symmetric key (¢
e public area of the object and a Primary Seed

area

ted and integrity protected blob that contains\the sensitive area of an object

y Seed

andom value contained within a~Trusted Platform Module from which Primary Ke
y Objects are derived

ed Capability

on performed by the Trusted Platform Module on data in a Shielded Location in re
mmand sent to.the Trusted Platform Module

ed Object

Object

Modulewillonly decrynt when itisina Shielded toeatigp————— |

3.55

with an encrypted sensitive portion, the sensitive portion of which the Trusted P

lerived

ys and

sponse

atform

Random Access Memory

RAM

memor

y that can be accessed in any order and which has no endurance limitations
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3.56
reset interval

period between two successive Trusted Platform Module Resets and the interval during which
the resetCount is not changed

3.57
response

values returned by the Trusted Platform Module when it completes processing of a command

3.58
Resun’le PCR

platform configuration register with a value that is preserved over a Trusted Platferm Module
Resume sequence

3.59
Root of Trust

compopent that needs to always behave in the expected manner because its misbehavior [cannot
be detg¢cted

Note 1 tp entry: The complete set of Roots of Trust has at least the minimum.set of functions to enable a depgcription
of the platform characteristics that affect the trustworthinéss of the platform.

3.60
rpHash

hash of the response code and the parameters of ‘a‘response

3.61
Sealed|Data Object

encrypted, user-defined, data bloh(that is associated with a hierarchy and loaded| using
TPM2_ [Load() or TPM2_CreatePrimary()

3.62
sensitiyve area

contains the confidential” or secret parts of an object that need to be encrypted and integrity
protecfled when nat'tn-a Shielded Location on a Trusted Platform Module

3.63
sequernce @bject

transielnfrdata structure used to hold hash state that has a handle and can be context swapped

Note 1 to entry: See clause 30

3.64
session

transient Trusted Platform Module structure that maintains the state associated with a sequence
of authorizations or an audit digest

© ISO/IEC 2015 — All rights reserved 9
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3.65
SET

bit with a value of one (1), or the action of causing a bit to have a value of one (1)

3.66
Shielded Location

location on a Trusted Platform Module that contains data that is shielded from access by any
entity other than the Trusted Platform Module and which can be operated on only by a Protected
Capability

3.67
Shutdqwn(CLEAR)

abbreviated form of the command TPM2_Shutdown() with the startupType parameter|set to
TPM_S$U_CLEAR

3.68
Shutdqwn(STATE)

abbreviated form of the command TPM2_Shutdown() with the startupType parameter|set to
TPM_SU_STATE

3.69
sizeof(k)

operatpr that returns the number of octets in the operand 'x'

3.70
Startup(CLEAR)

abbreviated form of the command TRM2_Startup() with the startupType parameter |set to
TPM_$U_CLEAR

3.71
Startup(STATE)

abbrevfated form of theleommand TPM2_Startup with the startupType parameter [set to
TPM_SU_STATE

3.72
Storagg Key

key that can have descendant keys

3.73
Temporary Object

object that become unusable after a Trusted Platform Module Reset and that cannot be
converted into a Persistent Object

3.74
temporary resource

data object created during the execution of a command that does not persist in TPM memory
after the command completes

10 © ISO/IEC 2015 — All rights reserved
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TPM_GENERATED_VALUE

32-bit number FF 54 43 47, used to tag structures that are generated by a Trusted Platform
Module

3.76

TPM Reset

resetting of all Trusted Platform Module internal state to default values due to Startup(CLEAR)

3.77

TPM Resource Manager

TRM

softwafe executing on a system with a Trusted Platform Module that ensures that the respources
necesdary to execute Trusted Platform Module commands are present in the)Trusted Platform
Modulg

3.78

TPM Restart

Startug(CLEAR) that initializes all platform configuration registers but preserves most other
Trusted Platform Module state from the previous Shutdown(STAFE)

3.79

TPM Resume

Startup(STATE) that initializes some platform configuration registers but preserves most Trusted
Platform Module state from the previous Shutdown(STATE)

3.80

transignt resource

object |or session that can be explicitly loaded and unloaded from Trusted Platform Module
memolly by the Trusted Platform Mgodule Resource Manager and is cleared from Trusted Platform
Module¢ memory when the Trusted Platform Module is initialized (TPM2_Startup())

3.81

Trusted Platform Moddle

TPM

implementation-0f TISO/IEC 11889

3.82

user-installable software

any software that can be installed on a platform other than platform firmware

3.83

volatile data

data that is lost when power is removed

3.84

Zero Digest

non-zero-length digest with all octets set to zero

© ISO/IEC 2015 — All rights reserved 11
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4 Symbols and Abbreviated Terms

4.1 Symbols

For the purposes of this document, the following symbol definitions apply unless the text is in the
Courier font.

Al B concatenation of B to A
[X] the length of x in bits
[x the smallest integer not less than x
[x] the largest integer not greater than x
=|B assignment of the results of the expression on the right (B) to the parameter.on the Igft
=B equivalence (A is the same as B)
{A} an optional element
A @|B bitwise exclusive OR of elements

A &B logical AND of elements

A|lB the logical OR of elements
{A] B} selection of elements
{A: B} an inclusive range of elements between A and B

<A, B,|..> an ordered list of elements (a tuple)

0...p a context-sensitive number of octets of zero
F( denotes a function F
F(p=¥x) denotes a function or TPM comimand F with parameter p set to value x
H( denotes the hash function
[n® multiplication of point P,by the integer value n
A<B multiplication of twointeger values A and B
A—B denotes a reference to element B within structure A

A mog B A modulus B

Text in the Cour ier-font indicates code written according to the C language standard.

12 © ISO/IEC 2015 — All rights reserved
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For the purposes of ISO/IEC 11889, the following abbreviations apply.

Abbreviation

Description

_TPM_ Prefix for an indication passed from the system interface of the
TPM to a Protected Capability defined in ISO/IEC 11889

AK Attestation Key

BIOS Basic Input/Output System

€A CertificateAuthority

CFB Cipher Feedback mode

CPU Central Processing Unit

CRTM Core Root of Trust for Measurement

CTR Counter mode

D-RTM dynamic RTM

DA dictionary attack

DoS Denial of Service

DRBG Deterministic Random Bit Generator.

DSA Digital Signature Algorithm

EA Enhanced Authorization

EAL evaluated assurance level

ECC Elliptic Curve Cryptography

ECDAA ECC-based Direct'Anonymous Attestation

ECDH Elliptic Curve Diffie-Hellman

EK Endorsement Key

EPS Endorsément Primary Seed

FIPS Federal Information Processing Standard

FUM Field Upgrade mode

GPIO General Purpose I/0

HMAC Hash Message Authentication Code

I/O Input/Output

)% Initialization Vector

KBF key-derivation-function

LPC Low Pin Count

LSb Least Significant bit

LSO Least Significant Octet

MSb Most Significant bit

MSO Most Significant Octet

NIST National Institute of Standards and Technology

NP new parent

© ISO/IEC 2015 — All rights reserved
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Abbreviation Description
NV non-volatile
NVRAM Non-Volatile Random Access Memory
OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer
OIAP Object-Independent Authorization Protocol
OID Object Identifier in ASN.1 format
OSAP Obiject-Specific Authorization Protocol
PCR platform configuration register(s)
POST Power on Self-Test
PP Physical Presence
PPS Platform Primary Seed
PRF pseudo-random function
PRNG pseudo-random number generator
PSS Probabilistic Signature Scheme
ON Qualified Name
RNG random number generator
RSA Rivest, Shamir and Adleman
RTM Root of Trust for Measuretment
RTR Root of Trust for Repotting
RTS Root of Trust for Storage
S-RTM static RTM
SHA Secure Hash Algorithm
SMM System;Management mode
SPS Sterage Primary Seed
SRK Storage Root Key
TBB trusted building block
TCB trusted computing base
TCG Trusted Computing Group
TPM Trusted Platform Module
FPM2 Prefix for a command defined in ISO/IEC 11889
TSS TCG Software Stack
UEFI Unified Extensible Firmware Interface

14 © ISO/IEC 2015 — All rights reserved
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5 Conventions

5.1 Bit and Octet Numbering and Order

An integer value is considered to be an array of one or more octets. The octet at offset zero within the
array is the most significant octet (MSO) of the integer. Bit number O of that integer is its least significant
bit and the is the least significant bit in the last octet in the array.

EXAMPLE A 32-bit integer is an array of four octets; the MSO is at offset [0], and the most significant

bit is bit

number 31, Bit zero of this 32-bit integer is the least significant bit in the octet at offset [3] in the

NOTE 1

NOTE 2

The firg

is at the highest offset within the structure.

Forac

52

ISO/IE
field fol

The st

structule, the structure name is followedhy “.size” (a period followed by the word “size”). When |

11889
followe

array.
Array indexing is zero-based.

This definition does not match the “network bit order” used in many IETF documents, such
4034. In those documents, the most significant bit of a datum has the lowest bit numhb
conventional practice to send that bit first when using a serial network pretocol, and the
numbered in the order in which they are sent. ISO/IEC 11889 numbers bitssaccording to the
two to which they correspond within a datum. This numbering corresponds to the normal co
for bit numbering in hardware registers that hold integer values rather than fixed-point numb

t listed member of a structure is at the lowest offset within the structure and the last listed 1

wn

haracter string (letters delimited by “"), the first character of the string contains the MSO.

bized Buffer References

C 11889 makes extensive use of a data stru€ture called a sized buffer. A sized buffer has
owed by an array of octets equal in numbeér-to the value in the size field.

ucture will have an identifying name. When ISO/IEC 11889 references the size field

references the octet array of.the” structure, the structure name is followed by “.buffer” (4
i by the word “buffer”).

as RFC
er. It is
bits are
bower of
hvention
Brs.

nember

a size

of the
SO/IEC
period
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5.3 Numbers

Numbe

rs are decimal unless a different radix is indicated.

Unless the number appears in a table intended to be machine readable, the radix is a subscript following
the digits of the number. Only radix values of 2 and 16 are used in ISO/IEC 11889.

Radix 16 (hexadecimal) numbers have a space separator between groups of two hexadecimal digits.

EXAMPLE 1 40 FF 12 3446

Radix 2-(binap)-numbers-use-a-space-separatorbetween-groups-of four binans digits
< )7 g 1o G P Y g

EXAMP
For nur
EXAMP
EXAMP

EXAMP

A num
format,

EXAMP

5.4 H

Specifi

label parameter for key derivation functions;./The octets are represented as quoted ASCII charact

E 2 0100 1110 0001,

hbers using a binary radix, the number of digits indicates the number of bits in the'represen
E3 20,6 is a hexadecimal number that contains exactly 8 bits and has a decimalvalue of 32.

E 4 10 0000, is a binary number that contains exactly 6 bits and has a decimal value of 32.

ES5 0 20,6 is a hexadecimal number that contains exactly 12 bits and*has a decimal value of 32.
ber in a machine-readable table may use the “Ox” prefix todenote a base 16 number.

the number of digits is not always indicative of the number-0f bits in the representation.

E 6 0x20 is a hexadecimal number with a value of<32,*and the number of bits is determine
context.
DF Label Parameters

strings representing octets of data are used normatively in this International Standard

ation.

In this

by the

as the
ers and

exhausfively listed in Table 1 with their length and values to disambiguate them from regular wordgs used
in quotgs.
Table 1 — KDF Label Parameters
Sequence

Label size Octet data

“ATH” 4 41 54 48 0046

“CFB” 4 43 46 42 0046

‘DUPLICATE” 10 44 55 50 4C 49 43 41 54 45 0046

“IDENTITY” 9 49 44 45 AE 54 49 54 59 0046

“NTEGRITY” 10 49 AF 54 45 47 52 49 54 59 004

“OBFUSCATE” 10 4F 42 46 55 53 43 41 54 45 0016

“SECRET” 7 53 45 43 52 45 54 0016

“STORAGE” 8 5354 4F 52 41 47 45 0046

“XOR” 4 58 4F 52 0046

NOTE See clause 11.4.9.3 for justification for the terminating octet of

0016.
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6 ISO/IEC 11889 Organization

ISO/IEC 11889 defines the Trusted Platform Module (TPM), a device that enables trust in computing
platforms in general. It is broken into parts to make the role of each part clear. All parts are required in
order to constitute a complete standard.

For a complete definition of all requirements necessary to build a TPM, the designer will need to use the
appropriate platform-specific specification to understand all of the requirements for a TPM in a specific
application or make appropriate choices as an implementer.

Those wishing to create a TPM need to be aware that ISO/IEC 11889 does not provide a complete
picture [of the options and commands Necessary 1o imptement a TPV To imptement a TPMhe designer
needs fto refer to the relevant platform-specific specification to understand the options and-gettings
requirefl for a TPM in a specific type of platform or make appropriate choices as an implementer.

EXAMPILE The number of platform configuration registers and their attributes are not defiped in ISO/IEC 11889.
Those values would be specified by a platform specific specification or altematively determined by
an implementer.

ISO/IEC 11889 contains four parts, as follows:
Part 1:[Architecture

This pdrt of ISO/IEC 11889 contains a narrative description of the properties, functions, and methads of a
TPM. Unless otherwise noted, this narrative description is jinformative. This part of ISO/IEC| 11889
contains descriptions of some of the data manipulation routities that are used by ISO/IEC 11889. The
normatfve behavior for these routines is in C code in ISOAEC"11889-3 and ISO/IEC 11889-4. Algprithms
and prgcesses specified in this part of ISO/IEC 11889 may be made normative by reference from ISO/IEC
11889-P, ISO/IEC 11889-3 or ISO/IEC 11889-4.

Part 2:|Structures

ISO/IEC 11889-2 contains a normative desgription of the constants, data types, structures, and unjons for
the TPM interface. Unless otherwise ngted: (1) all tables and C code in ISO/IEC 11889-2 are noimative,
and (2)|normative content in ISO/IEC\11889-2 takes precedence over any other part of ISO/IEC 11/889.

Part 3:|Commands

ISO/IEC 11889-3 contains™\(1) a normative description of commands, (2) tables describing the command
and regponse formats,(and (3) C code that illustrates the actions performed by a TPM. Within I5O/IEC
11889-8, command.and response tables have the highest precedence, followed by the C code, fpllowed
by the rlvarrative deseription of the command. ISO/IEC 11889-3 is subordinate to ISO/IEC 11889-2.

A TPM| need not be implemented using the C code in ISO/IEC 11889-3. However, any implementation
should [provide equivalent or, in most cases, identical results as observed at the TPM interface or

demonstratedthrough-evaluation-

Part 4: Supporting routines

ISO/IEC 11889-4 presents C code that describes the algorithms and methods used by the command
code in ISO/IEC 11889-3. The code in ISO/IEC 11889-4 augments ISO/IEC 11889-2 and ISO/IEC 11889-
3 to provide a complete description of a TPM, including the supporting framework for the code that
performs the command actions.

Any ISO/IEC 11889-4 code may be replaced by code that provides similar results when interfacing to the
action code in ISO/IEC 11889-3. The behavior of ISO/IEC 11889-4 code not included in an annex is

© ISO/IEC 2015 — All rights reserved 17
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normative, as observed at the interfaces with ISO/IEC 11889-3 code. Code in an annex is provided for
completeness, that is, to allow a full implementation of ISO/IEC 11889.

NOTE ISO/IEC 11889 does not provide code for lower-level cryptographic algorithms and use of external
libraries is required for a complete implementation.

Extensive modification of the code provided in ISO/IEC 11889-4 annexes is expected for any TPM
implementation. Modifications are required in order to interface the TPM code with actual TPM hardware
rather than the simulation framework provided. In addition, modifications of the code in ISO/IEC 11889-4
annexes would be necessary in order to meet the needs of applicable evaluation regimes.

18 © ISO/IEC 2015 — All rights reserved
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7 Compliance

Unless the ISO/IEC 11889-3 general description of a command indicates that the command is mandatory,
a compliant TPM need not implement the command. However, if implemented, the command is required
to have the behavior defined in ISO/IEC 11889- 3. A platform-specific specification will indicate the
commands from ISO/IEC 11889 that are required to be implemented in order to be compliant with that
platform-specific specification.

The code in ISO/IEC 11889 is the reference implementation that describes required TPM behavior as
observed from the TPM interface. The C-code may be reorganized or rewritten in any desired
implementation language and remain compatible with 1SO 889 as long as the observable behavior
is equiyalent.

Even though the code in the reference implementation has undergone extensive testing,f it’is likely that
some grrors exist and one or more of those errors could lead to a TPM failure or exploit. Regardless of
any other statement about normative behavior, one should not assume that a TPM gxploit or failufe is an
intended behavior. It is not necessary to reproduce such a behavior in order to be gompliant with ISO/IEC
11889.

NOTE 1 Please report bugs in the reference code to the TCG (admin@fttustedcomputinggroup.org) so that
the reference code may be brought into compliance with ISO/IEC, 11889.

The regponse codes in ISO/IEC 11889 are normative. An implementation performing a check prgscribed
by ISOJIEC 11889 is required to return the indicated error if the chieck fails. The order in which checks are
performed is not normative. This means that a command.‘with multiple errors could return different
responge codes on different TPMs. However, the response)code returned is required to be the noymative
responge code used to indicate the specific failure.

Capacifies and algorithms of a TPM implementation’may vary from the reference implementation} in this
case, thhe same error would not occur in the samé situation. However, these differences should not cause
a differpnt response code to be returned wheni*the nature of the error is the same as in the reference
implementation. ISO/IEC 11889-4 containssmajor subsystems that may change for each instance of a
TPM. |When the subsystem is rewritten, an equivalent interface should be provided, and the errors
returnef are required to match those.of the reference implementation.

EXAMPLE 1 An example whefe ya TPM implementation might not return the same error as the re¢ference
implementation is one with more memory which might be able to satisfy a request where the
reference implementation would have returned an error.

EXAMPILE 2 Examples of TPM capacities are the amount of nonvolatile storage space, the number of Keys that
maybe, simultaneously loaded, the number of PCR, the number of PCR banks supported, etc

EXAMPLE 3 The NV subsystem of the reference implementation is not representative of thg actual
implementation of most physical NV implementations but is a crude analog.

NOTE 2 A constraint on the design of the TPM was the process of compliance-testing of differgnt TPM
implementations. If a TPM implementation has modularity similar to the reference impleméntation,
then TPM tests that assume a modular design will be able to produce reliable test results on each
TPM implementation.

The reference implementation uses static and stack-based allocation of resources and does not do
allocations on a heap. However, a TPM implementation may use heap-based memory management in
which case some error conditions and codes will differ. These differences are limited, and the allowed
response codes and error conditions are defined in 39.3.
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8

Changes from Previous Versions

This version of ISO/IEC 11889 introduces these additional features to the TPM family:

A TPM|compatible with ISO/IEC 11889 need not be compatible with ISO/IEC 11889 (first edition).

ISO/IEC 11889 defines the operations a TPM performs and the structures used for commu
between the TPM and the host system. It does not define an electrical interface to the TPM, nor
specify|which subset of ISO/IEC 11889 commands and resources are required for a specific p
Please|refer to platform-specific specifications-for this information.

20

Definition of an interface that allows variability of underlying cryptographic algorithms — ISO/IEC
11889 (first edition) is constrained by its data structures to using RSA and SHA1. The ISO/IEC 11889
structure and interface defines support for a wide range of hash and asymmetric algorithms along
with limited support for use of various block, symmetric ciphers. Of particular note is the addition of

support for the elliptic curve (ECC) family of asymmetric algorithms.

Unification of authorization methods — ISO/IEC 11889 (first edition) has different sche

framework for using authorization capabilities so they may be combined in unique ways_t0

ansion of authorization methods — ISO/IEC 11889 allows authorization with cledr-text pas
Hash Message Authentication Code (HMAC). It also allows construction of afdrbitrarily o
authorization policy for an object using multiple authorization qualifiers.

Dedglicated BIOS support — ISO/IEC 11889 adds a Storage hierarchy controlled by platform fi
letting the OEM benefit from the cryptographic capabilities of the TPM jregardless of the
provided to the OS.

Simplified control model — ISO/IEC 11889 needs no special provisioning process to be u
applications. Although objects on which the TPM operates may.have limitations, all comma
avdilable all the time. This lets application developers relyyon TPM capabilities being a
whenever a TPM is present.

mes to
uniform
provide

swords
omplex

mware,
support

seful to
nds are
vailable
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does it
atform.
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9 Trusted Platforms

9.1 Trust

In the context of Trusted Computing Group (TCG) specifications, “trust” is meant to convey an
expectation of behavior. However, predictable behavior does not necessarily constitute behavior that is
worthy of trust.

EXAMPLE We expect that a bank will behave like a bank, and we expect that a thief will behave like a thief.

In orderto-determinethe-expected-behaviorof aplatform—itisnecessanyto-determine itsidentity as it
relates |to the platform behavior. Physically different platforms may have identical behavior. li-they are
constricted of components (hardware and software) that have identical behavior, then, thgir trust
propertles should be the same.

The TQG defines schemes for establishing trust in a platform that are based on identifying its hardware
and software components. The Trusted Platform Module (TPM) provides methads for collecting and
reportirj]g these identities. A TPM used in a computer system reports on the hardware and software in a
way that allows determination of expected behavior and, from that expectation, establishment of tryist.

9.2 Trust Concepts

9.2.1 Trusted Building Block

A trusted building block (TBB) is a component or collection, of components required to instantiate|a Root
of Trugt. Typically platform-specific, a TBB is part of;a Root of Trust that does not have Shielded
Locations.

EXAMPIE One example of a TBB is the combination of the CRTM, the connection between CRTM stofjage and
a motherboard, the path between;€RTM storage and the CPU, the connection between the TPM and
a motherboard, and the path bétween the CPU and the TPM. This combination comprises the Root
of Trust for Reporting (RTR).

A TBB Js a component that is expected to behave in a way that does not compromise the goals of|trusted
platforms.

9.2.2 Trusted Computing Base

A trusted computing ‘base (TCB) is the collection of system resources (hardware and software) that is
responsible for maihtaining the security policy of the system. An important attribute of a TCB is that it be
able to [prevent itself from being compromised by any hardware or software that is not part of the TCB.

The THM(s not the trusted computing base of a system. Rather, a TPM is a component that allows an
independent entity to determine if the TCR has been compromised In some uses_the TPM can help

prevent the system from starting if the TCB cannot be properly instantiated.

9.2.3 Trust Boundaries

The combination of TBB and Roots of Trust form a trust boundary, within which measurement, storage,
and reporting may be accomplished for a minimal configuration. In systems that are more complex, it may
be necessary for the CRTM to establish trust in other code, by making measurements of that other code
and recording the measurement in a PCR. If the CRTM transfers control to that other code regardless of
the measurement, then the trust boundary is expanded. If the CRTM will not run that code unless its
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measurement is the expected value, the trust boundary remains the same because the measured code is
an expected extension of the CRTM.

9.2.4 Transitive Trust

Transitive trust is a process whereby the Roots of Trust establish the trustworthiness of an executable
function, and trust in that function is then used to establish the trustworthiness of the next executable
function.

Transitive trust may be accomplished either by: (1) knowing that a function enforces a trust policy before it
allows a subsequent function to take control of the TCB, or (2) using measurements of subsequent
functios so that an independent evaluation may establish the trust. The TPM may support either.g¢f these
methods.

9.25 Trust Authority

When the RTM begins to execute the CRTM, the entity that may vouch for the cerrectness of the| TBB is
the entfty that created the TBB. For typical systems, this is the platform manufacturer. In other wotds, the
manufdcturer is the authority on what constitutes a valid TBB, and its reputation is what allows sgmeone
to trustfa given TBB.

As the| system transitions to code outside the CRTM, the transitive trust chain is maintained by
measufement of that code. If execution of that code is conditionalon its measurement, then the authority
for that|code remains unchanged. That is, if the platform manufacturer's CRTM does not run code joutside
the CR|TM unless that code has a specific measured value,then the platform manufacturer remains the
trust aythority regardless of who provided that code.

In modern architectures, where firmware and software components come from many different suppliers, it
is often] not feasible for platform manufacturers t0.know the signers of all code that runs on a platform.
Therefqre, they may not remain the authority on‘platform state for very long. The measurements recorded
in the RTS then determine the chain of autherity for the current system state.

Two different methods allow evaluation of the trust authority for a platform.

1) Cofdle is measured (hashed)( and its value is recorded in the RTS. If the code is run regardless of its
mepsurement, then the authority for the trust is the digest of the code reported by the RTR. [That is,
thel measurements spéak" for themselves, and the verifier needs either to have knowledgg of the
mepsurements that-constitute trustworthy code or knowledge of the measurements that irfldicates
malicious or vulnerable code.

2) Cofle is signed’so that the identity of the authority for the code is known. If this identity is recqrded in
the|RTS, the-evaluation can be changed. Instead of being based on knowing the digest of the |code, it
car be pased on identities of the signers of the code.

Because-trusted-sources-ef-codemay-semetimes—produce——coede-with-secority—vulnerabilites,—support for
revocation is often required. To allow revocation of specific code modules, it is often necessary to use a
hybrid solution where both authorities and details are recorded. This simplifies the process of determining
whether a module from a specific vendor has been revoked.

NOTE If the code is measured (hashed) and not signed, it is harder to know if a specific measurement is
valid unless there is a centralized database of all known digests of revoked code. When the identity
of the authority is known, one can contact the vendor to determine if it has revoked code with a
given hash.
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9.3 Trusted Platform Module

A TPM is a system component that has state that is separate from the system on which it reports (the
host system). The only interaction between the TPM and the host system is through the interface defined
in ISO/IEC 11889.

TPMs are implemented on physical resources, either directly or indirectly. A TPM may be constructed
using physical resources that are permanently and exclusively dedicated to the TPM, and/or using
physical resources that are temporarily assigned to the TPM. All of a TPM'’s physical resources may be
located within the same physical boundary, or different physical resources may be within different
physical boundaries.

Some TPMs are implemented as single-chip components that are attached to systems (typigally, a PC)
using & low-performance interface. The TPM component has a processor, RAM, ROM,yand Flash
memory. The only interaction with the TPM is through the LPC. The host system cannat directly change
the valdies in TPM memory other than through the I/O buffer that is part of the interface:

EXAMPIE An example of low performance interface is the Low Pin Count or LPC.

Anothef reasonable implementation of a TPM is to have the code run on the host processor while the
processor is in a special execution mode. For these TPMs, parts of systém memory are partitigned by
hardware so that the memory used by the TPM is not accessible by thé host processor unless it i$ in this
special|mode. Further, when the host processor switches modes, it-always begins execution at gpecific
entry goints. This version of a TPM would have many of the\same attributes as the stangd-alone
compoment in that the only way for the host to cause the TPM to modify its internal state is with well-
defined interfaces. There are several different schemes_fon ‘achieving this mode switching ircluding
Systen] Management Mode, Trust Zone™, and processor Virtualization.

Definitipn of the interaction between the host and the' TPM is the primary objective of ISO/IEC(11889.
Prescriped commands instruct the TPM to perform prescribed actions on data held with the TPM. A

primary purpose of these commands is to allow.determination of the trust state of a platform. The gbility of
a TPM to accomplish its objective depends off'the proper implementation of Roots of Trust.

9.4 Roots of Trust

9.4.1 Introduction

TCG-dé¢fined methods rely on Roots of Trust. These are system elements that must be trusted because
misbehjvior is not detectable. The set of roots required by the TCG provides the minimum functionality
necesspry to describe\characteristics that affect a platform’s trustworthiness.

While it is not pessible to determine if a Root of Trust is behaving properly, it is possible to kngw how
roots afe implemented. Manufacturers can provide assurances that the root has been implemented in a
way thatwenders it trustworthy.

EXAMPLE A certificate may identify the manufacturer and evaluated assurance level (EAL) of a TPM.

A certification can provide confidence in the Roots of Trust implemented in the TPM. In addition, a
certificate from a platform manufacturer may provide assurance that the TPM was properly installed on a
machine that is compliant with TCG specifications so that the Root of Trust provided by the platform may
be trusted. See 9.5.2 for more information on certification.

The TCG requires three Roots of Trust in a trusted platform:

e Root of Trust for Measurement (RTM),
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e Root of Trust for Storage (RTS), and
e Root of Trust for Reporting (RTR).

Trust in the Roots of Trust can be achieved through a variety of means including technical evaluation by
competent experts.

9.4.2

Root of Trust for Measurement (RTM)

The RTM sends integrity-relevant information (measurements) to the RTS. Typically, the RTM is the CPU
controlled by the Core Root of Trust for Measurement (CRTM). The CRTM is the first set of instructions

executg
CRTM.
point fo

9.4.3

The TH
trusted

Some ¢f the information in TPM memory locations is not sensitive and-the TPM does not protect
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The CRTM then sends values that indicate its identity to the RTS. This establishes the
r a chain of trust. See 9.5.5 for a more detailed description of integrity measurement.

Root of Trust for Storage (RTS)

M memory is shielded from access by any entity other than the TPM. Because the TPM
to prevent inappropriate access to its memory, the TPM can act as an'RTS.

ire. Other information is sensitive and the TPM does not allow, access to the information
authority.

E1l An example of non-sensitive data is the current centents of a platform configuration registg
containing a digest.

E 2 An example of sensitive data in a Shielded Location is the private part of an asymmetric key

mes, the TPM uses the contents of one.Shielded Location to gate access to another S
n.

E3 Access to (use of) a private key for signing might be conditioned on PCR having specific val
Root of Trust for Reparting (RTR)

Description

R reports on the contents of the RTS. An RTR report is typically a digitally signed diges|
s of selected.values within a TPM.

Not all Shielded Locations are directly accessible.

LE. 1~ The values of the private part of keys and authorizations are in Shielded Locat
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hielded

t of the
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ne TPM will nat repart The values on which the RTR reports typically are

e evidence of a platform configuration in PCR,

e audit logs, and

e Kkey properties.

EXAMPLE 2 An example of a command providing evidence of platform configuration is TPM2_Quote(
EXAMPLE 3 An example of a command providing audit logs is TPM2_GetCommandAuditDlgest ().
EXAMPLE 4 An example of a command providing key properties TPM2_Certify().
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The interaction between the RTR and RTS is critical. The design and implementation of this interaction
should mitigate tampering that would prevent accurate reporting by the RTR. An instantiation of the RTS
and RTR will

e Dbe resistant to all forms of software attack and to the forms of physical attack implied by the TPM’s
Protection Profile, and

e supply an accurate digest of all sequences of presented integrity metrics.

9.4.4.2 ldentity of the RTR

The TRM—contains—cryptographicatty—verifiabte—tdentittes—fortheRTR—Ttre—tdentity—ts—mthre—form of
asymmeetric aliases (Endorsement Keys or EKs) derived from a common seed. Each seed valug|and its
aliases|should be statistically unique to a TPM. That is, the probability of two TPMs having the same EK
should pe insignificant. (See clause 14 for more information about primary seeds.)

The seed may be used to generate multiple asymmetric keys, all of which would représent the sampe TPM
and RTR.

9.4.4.3 RTR Binding to a Platform

The THM reports on the state of the platform by quoting the PCR values. For assurance that these PCR
values [accurately reflect that state, it is necessary to establish the*binding between the RTR and the
platform. A Platform Certificate can provide proof of this binding.”The Platform Certificate is asgurance
from the certifying authority of the physical binding between the'platform (the RTM) and the RTR.

9.4.4.4 Platform Identity and Privacy Considecations

The unjqueness of an EK and its cryptographic verifiability raises the issue of whether direct usg of that
identity| could result in aggregation of activityslogs. Analysis of the aggregated activity could| reveal
persongl information that a user of a platform would not otherwise approve for distribution| to the
aggreggtors.

To coynter undesired aggregation; ;TCG encourages the use of domain-specific signing keys and
restrictions on the use of an EK.(The Privacy Administrator controls use of an EK, including the prgcess of
binding|another key to the EK.

NOTE Privacy Administrator's control of the EK differs from Owner control of the RTS providing sejparation
of the security and identity uses of the TPM.

Unless|the EK is‘eertified by a trusted entity, its trust and privacy properties are no different from any
other asymmetric’key that can be generated by pure software methods. Therefore, by itself, the¢ public
portion|of the EK is not privacy sensitive.

9.5 Basic Trusted Platform Features

95.1 Introduction

At a minimum, a trusted platform provides the three Roots of Trust described previously. All three roots
use certification and attestation to provide evidence of the accuracy of information. A trusted platform will
also offer Protected Locations (see 9.5.4) for the keys and data objects entrusted to it. Finally, a trusted
platform may provide integrity measurement to ensure the trustworthiness of a platform by logging
changes to platform state; this is done by recording logged entries in PCR for later validation as being
correct and unaltered. These basic TPM concepts are now described in detail.
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9.5.2

Certification

The nominal method of establishing trust in a key is with a certificate indicating that the processes used
for of creating and protecting the key meets necessary security criteria. A certificate may be provided by
shipping the TPM with an embedded key (that is, an Endorsement Key) along with a Certificate of
Authenticity for the EK. The EK and its certificate may be used to associate credentials (certificates) with
other TPM keys; this process is specified in 9.5.3.3. When a certified key has attributes that let it sign
TPM-created data, it may attest to the TPM-resident record of platform characteristics that affect the
integrity (trustworthiness) of a platform.

NOTE

9.5.3

The EK does not have to be installed when the TPM is shipped. At the factory, an EK
generated from the Endorsement Seed and a Certificate of Authenticity created for that EK

could be
. The EK

does not have to be permanently installed in the TPM. When the TPM is in possess

recreate the EK for which they have a Certificate of Authenticity.

Attestation and Authentication

9.5.3.11 Types of Attestation

Trusted platforms employ a hierarchy of attestations:

1) An

1S

plu

NO
2) An

Me)
tak

external entity attests to a TPM in order to vouch that the“TPM is genuine and compl

5 a credential that vouches for the public key of that pair,

"Endorsement Certificate."

external entity attests to a platform in order t@vouch that the platform contains a Root-of-T

keyf pair in the TPM.

NO

3) An
voy

[E 2 A credential used to,vouch for the platform is commonly called a "Platform Certificate."

attgstation takes the form of a credential that vouches for information including the public ke

key

attgstation of type.3.

NO

4) At
ger

[E 3 The credential created by the CA is commonly called an "Attestation Key Certificate."

usted platform attests to an asymmetric key pair in order to vouch that a key pair is protect

on of a

customer, the customer could, at their discretion, have the TPM use the Endorsement .-Sped and

es with

/IEC 11889. This attestation takes the form of an asymmeétric key embedded in a genuing TPM,

[E 1 A credential that is used to vouch for the/embedded asymmetric key is commonly cglled an

ust-for-

psurement, a genuine TPM, plus a trusted-path between the RTM and the TPM. This attg¢station
bs the form of a credential that vouches:for information including the public key of the asyimetric

external entity called an(“Attestation CA” attests to an asymmetric key pair in a TPM in ¢rder to
ch that a key is protected by an unidentified but genuine TPM, and has particular propertig¢s. This

of the

pair. An Attestation CA typically relies upon attestations of type 1 and 2 in order to produce

ed by a

uifie” but unidentified TPM and has particular properties. This attestation takes the fofm of a

signature signed by the platform’s TPM over information that describes the key pair, using an
attestation-key protected by the TPM, plus attestation of type 3 that vouches for that attestation-key.

NOTE 4 This type of attestation is done using TPM2_Certify().

5) A trusted platform attests to a measurement in order to vouch that a particular software/firmware state
exists in a platform. This attestation takes the form of a signature over a software/firmware
measurement in a PCR using an attestation-key protected by the TPM, plus attestation of type 3 or 4

for

that attestation-key.

NOTE 5 This is type of attestation is commonly called a "quote" and is done with TPM2_Quote().
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6) An external entity attests to a software/firmware measurement in order to vouch for particular
software/firmware. This attestation takes the form of a credential that vouches for information
including the value of a measurement and the state it represents.

NOTE 6

This is commonly called "third-party certification."

Attestation of types 3 and 4 entail the use of a key to sign the contents of Shielded Locations. An
Attestation Key (AK) is a particular type of signing key that has a restriction on its use, in order to prevent
forgery (the signing of external data that has the same format as genuine attestation data). The restriction
is that an AK may be used only to sign a digest that the TPM has created. If an AK is known to be
protected by a TPM (by virtue of attestation of type 3 or 4), it may be relied on to report accurately on

Shieldg

produc

d | agcation contant —and naot sian aextarnalh, nrovidaed data that annaare tao ha valid aon
a—06aHoh HeH—aa—Ho+—sigh teHary—pHeVHaea tHat—appedt to—3 VaHo—a
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Platform Attestation
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Figure 1 — Attestation Hierarchy
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9.5.3.2 Attestation Keys

When the TPM creates a message to sign from internal TPM state, a special value
(TPM_GENERATED_VALUE) is used as the message header. A TPM-generated message always
begins with this value.

EXAMPLE 1 TPM2_Quote() is an example of a command where TPM creates a message to sign from internal
TPM state.

When the TPM digests an externally provided message, it checks the first few octets of the message to
ensure that they do not have the same value as TPM_GENERATED_VALUE. When the digest is
complete, the TPM produces a ticket that indicates the message did not start with
TPM_GENERATED_VALUE. When an AK is used to sign the digest, the caller provides the ticket|so that
the TPM can determine that the message used to create the digest was not a possible forgery pf TPM
attestafion data.

NOTE The digest in the ticket must match the digest being _(presented o the
AK for signing.

EXAMPLE 2 If an attacker produced a message block that was identical to a TPM-generated quote, that message
block would start with TPM_GENERATED_VALUE to indicate that (it is a proper TPM quote. When
the TPM performs a digest of this block, it notes that the” first octets are the sjame as
TPM_GENERATED_VALUE. It will not generate the ticket indicating that the message is| safe to
sign, so an AK cannot be used to sign this digest. Similarly, ‘an/entity checking an attestatipn made
by an AK can check that the message signed begins with”PPM_GENERATED_VALUE in |order to
verify the message is indeed a TPM-generated quote.

Values|signed by an AK may be assured to reflect TPM state, but AKs may also be used for peneral
signing|purposes.

An AK fdoes not have much value to a remote challenger if the AK cannot be associated with the platform
that it represents. This association is made using théfidentity certification process.

9.5.3.3 Attestation Key Identity Certification

Any THM user that can create a key onva TPM can create a restricted-use signing key. The key|creator
may théen ask a third party to provide a certificate for it. The third party may request that the caller provide
some gvidence that the key being certified is a TPM-resident key.

EXAMPLE 1 An examplecofhan entity that might provide a certificate for a key is an attestation Certificate
Authority (CA).

Evidenge of TPM residency may be provided using a previously generated certificate for another{key on
the samie TPM. AR/EK or Platform Certificate may provide this evidence.

NOTE 1 There is no requirement that certificates come only from a attestation CA. The method dpscribed
above is an example of a scheme that could be used when privacy is required.

If a certified key may sign, it may be used to certify that some other object is resident on the same TPM.
This allows the new AK to be linked to a certified key. A CA may use the certification from the TPM to
produce a traditional certificate for the new key.

If the certified key is a decryption key and may not sign, then an alternative method is used to allow the
new key or data object to be reliably certified. For this alternative certification, the identity of the Object to
be certified and a certificate for the decryption key are provided to the CA. From the certificate, the CA
determines the public key for the decryption key. The CA then produces a conditional certificate for the
Object to be certified.

EXAMPLE 2 An EK is an example of a decryption key that may not sign.
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The certificate is made conditional by performing some operation on the credential to produce a value
that is required to be known before the credential can be used. This process produces a credential
qualifier that is given to the TPM containing both the certified decryption key and the key to be certified.

EXAMPLE 3 Symmetrically encrypting a credential is an example of an operation to make its use conditional.

NOTE 2 A common credential qualifier would be a symmetric key that was used to encrypt the credential.
Another option for the credential qualifier would be for it to be all or a portion of the signature of the
certificate. Other options are possible.

The credential qualifier is protected using methods that are dependent on the type of the certified
decryption key The general method is specmed in clause 24 Additional methods approprlate to RSA
keys afespecift f ' rptection
process produces an encrypted blob, an HMAC over the blob, and a secret value that cah’only be
recovefled by the certified decryption key.

TPM2_[ActivateCredential() is used to access the credential qualifier. The TPM recovers the secret value
and uses it to generate the keys necessary to decrypt and validate the HMAC and,encrypted blob. If the
credenJ‘ial qualifier is recovered successfully, and the key being certified by the credential is loaded on the
TPM, then the contents of the credential qualifier are returned to the caller. They*may then use that value
to complete the key certification.

NOTE 3 The protection process used for credential qualifiers is almost identical to the process used for key
import. In order to make sure that there is no misuse of, the encrypted structures, an apglication-
specific value is used in the key recovery process. In the*case of a credential qualifier, the label
“IDENTITY” is used in the KDF that generates the keys((symmetric and HMAC) from the sedd value.
(See clause 5.4 for the definition of the label.)

TPM2_[ActivateCredential() associates a credential with.any object. The choice of attributes for an Object
to be certified is at the discretion of the CA. Because,ajunique identifier for the Object is includefl in the
integrity hash, the TPM enforces the credential’'s aceessibility only if the Object matches the criteria set by
the CAlas expressed in the object identifier.

9.5.4 Protected Location

When 1he sensitive portion of an objéct is not held in a Shielded Location on the TPM, it is en¢rypted.
When ¢ncrypted, but not on the TRPM, it is not protected from deletion, but it is protected from digclosure
of its s¢nsitive portions. Wherevert is stored, it is in a Protected Location.

Objectg in long-term protected storage need to be loaded into the TPM for use. The application that
created the objects manages their movement from long-term storage to the TPM.

Since & TPM haSAimited memory, it may be unable to hold all objects required by all appl|cations
simultaheously.\The TPM supports swapping of object contexts by a TPM Resource Manager (TRM) so
that the¢ TPM can service these multiple applications. The object contexts are encrypted beforg being

returnef to' the TRM by the TPM. If the object is needed later, the TRM can reload the context [nto the
TPM p \nrhnn a r\gr\ho ||| 1721 haha\nnr

Encryption of Protected Locations uses multiple seeds and keys that never leave the TPM. One of these
is the Context Key. It is a symmetric key used to encrypt data when it is temporarily swapped out of the
TPM so that a different working set of objects may be loaded. Other sensitive values that never leave the
TPM are the Primary Seeds. These seeds are the root of the storage hierarchies that protect objects that
are retained by applications. A Primary Seed is a random number used to generate protection keys for
other objects; these objects may be Storage Keys that contain protection keys that are then used to
protect still more objects.

Primary Seeds may be changed, and when they are changed, the objects they protected will no longer be
usable.
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EXAMPLE The Storage Primary Seed (SPS) creates the Storage hierarchy for owner-related data, and that
seed changes when the owner changes.

9.5.5 Integrity Measurement and Reporting

The Core Root of Trust for Measurement (CRTM) is the starting point of measurement. This process
makes the initial measurements of the platform that are Extended into PCR in the TPM. For
measurements to be meaningful, the executing code needs to control the environment in which it is
running, so that the values recorded in the TPM are representative of the initial trust state of the platform.

A power-on reset creates an environment in which the platform is in a known initial state, with the main
CPU rynmingcodefromsomewet-defimedinitiatfocatiom—Sincethat todetasexciusivecomntrgl of the
platform at that time, it may make measurements of the platform from firmware. From thésg initial
measufements, a chain of trust may be established. Because this chain of trust is created ohce when the
platform is reset, no change of the initial trust state is possible, so it is called a static RTM, (S*RTM),.

An altefnative method of initializing the platform is available on some processor architectures. It Jets the
CPU ag¢t as the CRTM and apply protections to portions of memory it measures. This process let$ a new
chain df trust start without rebooting the platform. Because the RTM may be.re-established dynamically,
this method is called dynamic RTM (D-RTM). Both S-RTM and D-RTM may take a system in an upknown
state ahd return it to a known state. The D-RTM has the advantage of net requiring the system to be
rebooteqd.

An integrity measurement is a value that represents a possible ¢hange in the trust state of the platform.
The mdasured object may be anything of meaning but is often

e adpta value,
e thelhash of code or data, or

e an |ndication of the signer of some code or data.

The RTM (usually, code running on the CRU) makes these measurements and records them |in RTS
using Extend. The Extend process (see+17.2) allows the TPM to accumulate an indefinite number of
measufements in a relatively small amount of memory.

The digest of an arbitrary set of integrity measurements is statistically unique, and an evaluatgr might
know the values representing particular sequences of measurements. To handle cases whelje PCR
values fare not well known,the RTM keeps a log of individual measurements. The PCR values may be
used tq determine the aceuracy of the log, and log entries may be evaluated individually to detefmine if
the chdnge in systemistate indicated by the event is acceptable.

Implementers play a role in determining how event data is partitioned. TCG’s platform-gpecific
specifidationssprovide additional insight into specifying platform configuration and representation [as well
as anti¢ipated consumers of measurement data.

Integrity reporting is the process of attesting to integrity measurements recorded in a PCR. The
philosophy behind integrity measurement, logging, and reporting is that a platform may enter any state
possible — including undesirable or insecure states — but is required to accurately report those states.
An independent process may evaluate the integrity states and determine an appropriate response.
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10 TPM Protections

10.1 Introduction

This part of ISO/IEC 11889 describes the protections provided by the Trusted Platform Module. This
clause describes the properties of selected capabilities and selected data locations for a TPM that has
been evaluated according to a Protection Profile and a TPM that has not been modified by physical

means.

TPM protections are based on the concepts of Protected Capabilities and Protected Objects. A Protected

Capabifi .
cluding keys) that must be protected for a TPM operation to be trusted. Protected Ohjects in the
side in Shielded Locations; the TPM may manipulate the contents of Shielded Locations pnly by
using IProtected Capabilities. Protected Objects outside Shielded Locations have their integ
confidentiality protected cryptographically.
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10.4

Protected Object may reside outside of Shielded Location protections, the-definition of “ac
cted Object denotes disclosure of its contents, not modification. Such objects are not pr

a secure hash function to validate that the object was properly ‘protected and not altere
check fails, the TPM returns an error and does not load the gbject.

y operations on Shielded Locations of a TPM are the Protected Capabilities defined in |
hnd the vendor-specific operations that meet the requiréments of 10.4.

Protection of Protected Capabilities

cted Capability may be modified only by othér Protected Capabilities in the same TPM. TH
5 of updating TPM firmware is required to,be a Protected Capability.

Protection of Shielded Locatipns

d, access to any data on a TPM requires use of a Protected Capability. Therefore, all info
PM is in a Shielded Location. The contents of a Shielded Location are not disclosed unl
Iire is intended by the_definition of the Protected Capability. A TPM is not allowed to exp
Shielded Location other than by using a Protected Capability.

Data jn ‘an I/O buffer that can be modified by the host is not “on” the TPM, even though
buffer\may be shielded from access while the TPM is processing a command or geng
respoense.

Exceptions and Clarifications

bject is

ity and

Less” to
otected

loss or tampering. However, before loading a Shielded Location with-an outside object, tme TPM

. If the

SO/IEC

us, the
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pss the
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Vendor

-SPECITIC operations may access and modity sShielded Locations on a [FPM under the T

circumstances.

e A vendor-specific operation may use the standard TPM authorization mechanism.

e A vendor-specific capability may read any TPM-resident structure that is not

llowing

required to be in a

Shielded Location at all times if the usage of that structure is authorized per the structure’s

aut

horization mechanism.

EXAMPLE A vendor-specific command could use the public portion of a key. If the key is a user

authorization would be required.
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NOTE Among other things, the exception above enables access to a Shielded Location so the structure’s
access authorization can be checked.

e Vendor-specific operations may use a sequence of Protected Capabilities.

e Vendor-specific operations may use the standard TPM command interface or use a vendor-defined
interface.

These clarifications serve to approve specific legitimate interpretations of the requirements.

e A vendor-specific operation that takes advantage of exceptions and clarifications to the “protection”
requirements should be defined as part of the security target of the TPM. Such a vendor-specific
commandorcapability shoutct-beevatuated-todetermine-whetheritmeets Ptatform=specific- M and

System Security Targets.

e If a|TPM stores vendor-specific cipher-text that is protected against subversion to the same or|greater
extent as internal TPM-resources stored outside the TPM with TCG-defined methods, then that
cipher-text does not require protection from physical attack. If the TPM stores.only vendor-specific
cipher-text that does not require protection from physical attack, that locationaay be exclud¢d from
analysis when determining whether the TPM complies with the “physical, protection” requinrements
spgcified by TCG.

o If § TPM uses external memory for non-volatile storage of TPM state’ (including seeds and proof
valpies), movement of the TPM state to and from the NV memory constitutes a vendor-defined
opeération that is allowed by ISO/IEC 11889. The protection profile of that TPM should inglude a
degcription of the protections of that data to insure confidentiality and integrity of the dataland to
mitjgate against rollback attacks.
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11 TPM Architecture

11.1 Introduction

This clause describes the overall operation of the TPM and the functional units required for its operation.
The major elements of the architecture are shown in

Data communication path

11.4.4 Asymmetric Engine(s)

11.4.8 Key Generation

11.4.2 Hash Engine(s}

11.4.10 RNG

11.4.6 Symmetric Engine(s)

11.8 Power Detection

12 & 13 Management

Execution Engine
(Parts 3 & 4)

11.5 Authorization

11.6 Volatile Memory

e PCR Banks
11.7 Non-Volatile Memory* « Keys in use
¢ Platform Seed e Sessions
e Endorsement Seed o Etc.
¢ Storage Seed
e Monotonic counters
¢ Efc.
NOTE: NV memory may be provided by a system chip with the data

going to/from NV in a protected form. What is kept in the
“TPM” in that case is a cached copy of the NV contents.

Figure 2 — Architectural Overview

11.2 TPM Command Processing Overview

Figure 3 is a high-level flow diagram for a TPM command. The figure shows only the normal flow for a
command that executes successfully. The tabs on a box indicate the name of the module performing the
operation. Additional details for each of the modules shown in Figure 3 are in
clauses 11.4.2, 11.4.4, 11.4.6, 11.4.8, 11.4.10, 11.5, 11.6, 11.8, 12, 13 and ISO/IEC 11889-3 and
ISO/IEC 11889-4.
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The partitioning of functions in Figure 3 is illustrative and not normative.

The flow assumes that the command has been placed in an input buffer that is accessible to the Execute
Command module (this name is used because of its similarity to the ExecCommand() function in the
reference code that performs the functions illustrated here).

NOTE 1 The mechanism for getting the command into the TPM buffer and providing the command-available
indication is specific to each physical interface and is defined in interface-specific documents.

The command structure includes a standard header (see clause 17.10) that Execute Command validates.
It then determines if the command requires access to any Shielded Location that is identified by a handle.
If so, it_calls the Handle module to verify that the handle references the right type of resource for the
command and that the resource is currently loaded on the TPM.

When tontrol returns to Execute Command, it checks the tag parameter in the comnjand hepder to
determ|ne if authorization values are provided. If so, Authorizations is called to validate that each of the
authorirzations is correct. The authorizations are associated with a handle value sp,the authorizgtion is
specifid to a particular entity.

After vjalidating the authorizations, Execute Command calls Command (Dispatch to unmarshal the
remaining command parameters and validate that the required paramétérs of the required type are
presenty. All parameters are validated to meet the requirements of its data type as defined in ISO/IEC
11889-p even if the parameter will subsequently be discarded.because of optional behavipr of a
commgnd.

After uhmarshaling the parameters, Command Dispatch calls*the command-specific library fungtion to
execute the specific command. Additional parameter cheéking may be required in the command-gpecific
actions

The conmand processing is structured so that changes to the TPM state do not occur until the TPM can
validat¢ that the command parameters are correct and that the resources necessary to complete the
command are available. Only then will it make irreversible changes to the TPM state. This striicturing
ensure$ that when the TPM returns an ertor, the TPM will be in the same state as before command
actions|modified the data in any Shielded-Location.

NOTE 2 Requiring that the TPM retain its state minimizes the interference between applications apd helps
prevent system instability due to careless use of the TPM by applications.

There gre several classes-of.operations that return an error but may change TPM state.

e Anputhorization failure may update the dictionary attack mechanism.

e The self test-méchanism has state that is considered to be different from the command executipn
stafe.

EXAMRLE 1 Which algorithms have been tested might be part of the self test mechanism'’s state.

Changes to this state may occur regardless of the command return code.

EXAMPLE 2 An implicit self test invoked to test an algorithm required by the command might mark the algorithm
as tested.

o If a self test fails, the TPM will go into Failure Mode.
When the command actions are complete, the Command Dispatch marshals response parameters into

the output buffer. If the command had authorizations, Acknowledge is called to construct acknowledge
session values for the response.
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If the command encounters an error, the response packet will contain a code that is characteristic of the
error and, when possible, an indication of whether the error was associated with a handle, an
authorization session, or a command parameter. No additional qualifying data is present. In most cases,
the error code and parameter location value suffice to isolate the problem.

NOTE 3 In the case of a self-test failure, the TPM response code is not sufficient to diagnose the problem.
Therefore, a reporting scheme is provided so that the failure cause can be read. However, error
report contents vary by vendor and are not standardized. There is thus no need to standardize self-
test response codes because no standard remediation is possible for most self-test failures.

After constructing the response, including acknowledge sessions, the TPM indicates to the interface that
the response is ready to be returned.

The THM command/response structure is specified in Clause 17.10. See clause 19 for a description of
the methods for creating the values that authorize use of a TPM Shielded Location and-Clausg 39 for

responge code formatting information.

During [the processing of these commands, the TPM uses other modules that-the following parts of
clause [L1 will describe.
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Figure 3 — Command Execution Flow

11.3 1/O Buffer

The I/O buffer is the communications area between a TPM and the host system. The system places
command data in the I/O buffer and retrieves response data from the buffer.

A description of the physical processes used to move /O buffer data to/from the system is beyond the
scope of ISO/IEC 11889. Platform-specific working groups within the TCG produce the specifications for
the physical interfaces to the TPM on their platforms. Those specifications detail the interactions between
system software and the TPM 1/O buffer.

There is no requirement that the 1/0O buffer be physically isolated from other parts of the system.1t|can be
a shared memory. However, when processing of a command begins, the implementation) must|ensure
that thg TPM is using the correct values.

EXAMPLE If the TPM performs a hash of the command data as part of the authorization’ processing, the TPM
needs to protect the validated command data from modification. That is, before the data is vplidated,
it needs to be protected from modification. Before the data is modified; it needs to be in a $hielded
Location.

11.4 Cryptography Subsystem

11.4.1 | Introduction

The Cryptography subsystem implements the TPM's cryptographic functions. It may be called|by the
Command Parsing module, the Authorization Subsystem;. or the Command Execution module. The TPM
employl conventional cryptographic operations in conventional ways. These operations include

¢ hagh functions,

e asyimmetric encryption and decryption,

e asyimmetric signing and signature verification,

e symmetric encryption and decryption,

¢ symmetric signing (HMAC).and signature verification, and
e keyl generation.

The reainder of clause” 11 describes some algorithms usually found in a TPM to show how they are
handledl. These descriptions illustrate, but do not limit, the choice of available algorithms.

11.4.2| Hash Functions

Hash furetionstay-betseddirecty-by-externat-software-or-asthesideeffeetof-manyTFPM-operations.
The TPM uses hashing to provide integrity checking and authentication as well as one-way functions, as
needed (such as, KDF).

A TPM should implement an approved hash algorithm that has approximately the same security strength
as its strongest asymmetric algorithm.

EXAMPLE 1 An ECC with a 384-bit key has a security strength of 192 bits. SHA384, with 192 bits of security,
would meet the preceding requirement above.

NOTE The TCG could create sets of algorithms that do not have the same security strength for the hash
and asymmetric algorithms.
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A hash function will be denoted by Hagorienm() With the algorithm subscript indicating the hash algorithm or
the parameter that contains the hash algorithm identifier. In some cases, the algorithm subscript is
missing, in which case the algorithm will be determined by context.

The Command Dispatch module will use the hash function when validating certain types of
authorizations. Hash functions are also used in support of other operations in the TPM.

for an

ata was

EXAMPLE 2 PCR Extend is a TPM command that relies on a hash function.

11.4.3 HMAC Algorithm

The THM implements the Hash Message Authentication Code (HMAC) algorithm specified in_IBO/IEC
9797-2| Per clause 11.5, support for HMAC is mandatory, making ISO/IEC 9797-2 indispensabl
implementation of this International Standard.

An HMAC is a form of symmetric signature over some data. It provides assurance that_pfotected d

not moglified and that it came from an entity with access to a key value. To have uséfulness in pr

data, th

ISO/IE(

NOTE

Perforrxing the HMAC computation requires selection of @hash algorithm. ISO/IEC 11889 modi

notatio

If the a

The Cd

functiop may be used by the Command Execution module in support of its operations.

11.4.4

A TPM
any as)
need tq
is indis
will indi

The md

e key value needs to be a secret or a shared secret.
C 9797-2 defines the HMAC operation as:
HMAC(K, text) = H((K @ OPAD) || H((K 6 IPAD) || text))

See ISO/IEC 9797-2 for a description of parameters.

from ISO/IEC 9797-2 to be:
HMAChashAlg (K, text)
gorithm subscript is not present, the hash' algorithm is implied by the context.

mmand Dispatch module may .use the HMAC function to validate an authorization. The

Asymmetric Operations

uses asymmetric @lgorithms for attestation, identification, and secret sharing. A TPM may
mmetric algorithm' to which the TCG has assigned an identifier. Because the algorithms su
be assigned:an identifier by the TCG in the TCG Algorithm Registry, the TCG Algorithm H
bensable-for an implementation of this International Standard. An asymmetric algorithm ig
cate a.family of algorithms and methods that are used with that algorithm.

pthods for using an asymmetric algorithm are found in algorithm-specific annexes to this

btecting

1)

fies the

)

HMAC

support
bported
Registry
lentifier

part of

ISO/IE

TI889. Currently, tThe only Supported asymmetric algofithms are RSA (Specified im AnNnex

ECC using prime curves (specified in Annex A).

ATPM
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11.45 Signature Operations

11.4.5.1 Signing

The TPM may sign using either an asymmetric or a symmetric algorithm. The method of signing depends
on the type of the key. For an asymmetric algorithm, the methods of signing are dependent on the
algorithm (RSA or ECC). For symmetric signatures, only the HMAC signing scheme is currently defined. If
a key may be used for signing, then it will have the sign attribute.

NOTE The signing schemes for RSA are specified in A.6 (RSASSA_PKCS1vl_5) and A.7 (RSASSA_PSS).
The signing schemes for ECC are specified in B.4 (EC Signing).

A key with a sign attribute may also have a restriction on the contents of the message that can be| signed
with thg¢ key. When a key has this restriction, the TPM will not use the key to sign message ‘digests that
the TPM did not compute.

Any attpstation message produced by a TPM will have a header (TPM_GENERATED, VALUE) to |identify
the datp as being produced within a TPM. If a restricted key is used to sign this data, then a relying party
can haye assurance that the message data came from a TPM.

To allow a restricted key to sign an externally generated message, the.TPM is used to prodiice the
message digest. When the TPM computes the digest, it will validate that the message does not begin with
TPM_GENERATED_VALUE. If it does, then the TPM will not produce the special certification (a ticket)
that indicates that the digest was produced by the TPM and is safe\to sign with a restricted key.

A key flesignated as a signing key may be used in any cemmand that uses a signing key. Fgr some
commgnds, the signing scheme may be specified in the.command. Not all schemes are valid for all keys,
and thg TPM generates an error if the scheme is not allowed with the indicated key type.

EXAMPLE 1 The RSASSA-PKCS1-v1_5 signing seheme is not valid with an ECC key.

EXAMPLE 2 A key that has the "restricted".attribute can only be used with one signing scheme. If it is ljmited to
be used with RSASSA-PSS, it.cannot be used with RSASSA-PKCS1-vl_5.

A restricted signing key is required to.have a signing scheme specified in the key definition and that is the
only signing scheme that is allowed-to be used with the key. For an unrestricted key, the key definition
may contain a signing scheme seléction or the signing scheme may be determined when the key is used.
To defér the signing scheme. selection, the key would be created with TPM_ALG_NULL as the [signing
schemg selection.

11.4.5J2 Signature-Verification

TPM2_|VerifySignature() validates a signature. The command takes a handle of a public key, a| digest,
and a [lock(that contains the signature over the digest.

The TPM validates that the signature scheme Is compatible with the selected Key. Any combination of
hashes and non-anonymous signature schemes that a TPM supports for signing is also supported for
signature verification.

If the signature is valid, the TPM will produce a ticket.

11.4.5.3 Tickets

A ticket is an HMAC signature that uses a proof value as the HMAC key.

NOTE Hierarchy proof values are specified in detail in 14.4.
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The TPM uses tickets for two purposes:

re-signing data. After checking an asymmetric signature, the TPM re-signs the digest using a TPM
symmetric key. The TPM can later re-verify a signature without having to load the asymmetric key;
and

expanding state memory. When hashing an external message, the TPM has some state that indicates
the message did not start with TPM_GENERATED_VALUE. This state information cannot be retained
indefinitely in the TPM. A ticket allows this state to be stored off of the TPM in a way that is easy for
the TPM to validate. When a digest is later presented to the TPM to be signed, the ticket is provided
allowing the TPM to validate that the digest to be signed is safe to sign.

The prpof value used for a ticket will minimally have a number of bits equal to the size of thg digest

produced by the hash algorithm.

EXAMPLE 1 A proof value of 256 bits is needed for a SHA256 ticket.

There gre five different ticket types:

1)

2)

3)

4)

40

TPMT_TK_CREATION - this ticket type is produced when an object is-created (TPM2_Crepte() or
TPM2_CreatePrimary()). The ticket is used in TPM2_CertifyCreation(),'se that the TPM can certify
thal it created a specific object and the environmental parameters (RE€R) that were extant when the
objpct was created. This avoids having the digest of the creation.data be a permanent paft of an
objpct’s data structure.

TPMT_TK_VERIFIED - this ticket type is produced by ‘TPM2_VerifySignature() and uped by
TPM2_PolicyAuthorize(). If a signature is signed by an“asymmetric key, the signature verffication
might be time consuming. If the same authorizations going to be used many times, thgre is a
perfformance advantage to having the asymmetric_authorization converted so that it uses symmetric
cryptography which is usually faster. This ticket is the symmetric equivalent authorization.

EXAMPLE 2 An authorization for TPM2_PolicyAuthorize() is an example of an authorization that might be
used many times.

TPMT_TK_AUTH - this ticket is preduced by TPM2_PolicySigned() or TPM2_PolicySecrgt() and
usqd in TPM2_PolicyTicket(). A policy authorization can be tied to a specific policy session or allowed
to be used in any policy. When(it'can be used in any policy, it has a time at which it expireq (which
canp be some arbitrary time"in the future). The long lived authorization may be gfven in
TPM2_PolicySigned()/TRM2_PolicySecret() and a ticket is produced that is used to vefify the
authorization parameters* (what was authorized) and the time in the future when the authdrization
expires. This ticketsis then processed by TPM2_PolicyTicket() and, until the ticket expires, will have
the|same effect on the policyDigest computation as the original authorization.

NOTE If produced by TPM2_PolicySigned(), the ticket will use the TPM_ST_AUTH_SIGNED structure
tag and if produced by TPM2_PolicySecret(), the ticket will use the TPM_ST_AUTH_$ECRET
structure tag. TPM2_PolicyTicket() will use this tag to indicate which command cod¢ to use
(TPM_CC_PolicySigned/TPM_CC_PolicySecret) when extending policyDigest.

TPMT_TK_HASHCHECK - This ticket is used to indicate that a digest of external data is safe to sign
using a restricted signing key. A restricted signing key may only sign a digest that was produced by
the TPM. If the digest was produced from externally provided data, there needs to be an indication
that the data did not start with the same first octets as are used for data that is generated within the
TPM. This prevents “forgeries” of attestation data. This ticket is used to provide the evidence that the
data used in the digest was checked by the TPM and is safe to sign. Assuming that the external data
is "safe", this type of ticket is produced by TPM2_Hash() or TPM2_SequenceComplete() and used by
TPM2_Sign().
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5) NULL Ticket — A NULL Ticket is produced when a response has a ticket, but no ticket is produced. A
NULL Ticket may also be used as an input parameter when the command requires a ticket but no
ticket data is available.

EXAMPLE 3

11.4.6

11.4.6

The TRM uses symmetric encryption to encrypt some command parameters (typically, authen

produce a ticket because, since the expiration time was zero, the authorization
immediately.

Symmetric Encryption

.1 Introduction

A NULL Ticket can returned by TPM2_PolicySecret() with an expiration time of zero. It does not

expires

tication

informdtion) and to encrypt Protected Objects stored outside it. Cipher Feedback mode (CFB) is the only

block dpher mode required by ISO/IEC 11889. CFB is defined ISO/IEC 10116:2006,making |

10116:

Any symmetric block cipher supported by a TPM may be used for parameter eneryption. Additio

P006 indispensable for an implementation of this International Standard.

SO/IEC

nally, a

TPM s:l:ould support XOR obfuscation, which is a hash-based stream cipher. XOR obfuscation may be

used only for confidential parameter passing.

When paired with an asymmetric key — as in an ECC decrypting key:— a symmetric key is reqpired to

have a$ many bits of security strength as the asymmetric key with which it is paired.

EXAMPLE 1 SP800-57 classifies 2048-bit RSA as providing 112«bits of security. AES with 128- or 2561bit keys
provides adequate symmetric security for pairing.with a 2048-bit RSA key.

EXAMPLE 2 A prime-modulus ECC key has a security, sttength that is half the size of the prime modulus. AES
with 128- or 256-bit keys is suitable for paiting with a 256-bit ECC key, but AES with 128-bif keys is
not recommended for pairing with a 3844bit ECC key.

When @& symmetric key is used for data encryption, the encrypted data has an HMAC. This HMAC is

checkef before the data is decrypted. Verification that the decrypted data is properly associated vith the

symmefric key is intended to make it more difficult to perform power analysis. To defeat the protedtions, it
would be necessary to defeat two different families of protection rather than one as would exist if the
integrity protection were applied to:the clear text rather than the cipher text.

11.4.6)2 Block Cipher Modes

The blqck cipher modes_referenced in ISO/IEC 11889 are defined in ISO/IEC 10116:2006. That sfandard

allows parameterization of most of the modes. In a TPM implementation, the parameters are fixed, as

defined in Table 2:

Table 2 — Block Cipher Parameters
Mode Common Name Parameter Comments
CTR Counter j=n size of the plaintext variable
OFB Output Feedback j=n size of the plaintext variable
CBC Cipher-block Chaining m=1 interleave factor
r=n size of feedback buffer
CFB Cipher-feedback k=n size of feedback variable
j=n size of plaintext variable
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ECB Electronic Code Book none

NOTE n is the input block size of the cipher.

11.4.6.

3 Cipher Feedback (CFB) Mode

CFB is used when a symmetric block cipher is chosen as the encryption algorithm associated with a
session. When used for parameter encryption, the key and Initialization Vector (IV) are derived from a

per-ses

NOTE

sion key so that reuse of the same key and IV is statistically unlikely.

ISO/IEC 10116:2006 uses the term Start Variable instead of Initialization Vector (1V).

CFB is
in a Sh
the IV i

11.4.6

XOR o
randomn

XOR o
the TP

The X(
differer

When
prototy

where

also used for symmetric encryption of the sensitive area of an object when the object is.ne
elded Location. When used in this way, the key and IV are derived from a secret. In‘'someg
5 set to zero.

4 XOR Obfuscation

bfuscation resembles Counter mode (CTR) block encryption, but it Uses a KDF as the j
function instead of a symmetric block cipher.

bfuscation reduces to one (a hash) the number of algorithms-that a caller needs in comm
1 in order to use the TPM with some level of confidentiality.and authentication.

DR scheme in ISO/IEC 11889 differs from that usedyin ISO/IEC 11889 (first edition): it
t formulation for input into the hash function.

De iS:
XOR(data, hashAlg, key, contextU, contextV)
data a variable-sized buffer containing the data to be obfuscated
hashAlg the hash algorithm to be used in the KDF
key a variable-sized value containing a secret key
contextU a variable-sized value used to qualify one of the parties to the of
(often a nonce value)
contextV a variable-sized value used to qualify one of the parties to the oy

(often a nonce value)

[ stored
cases,

seudo-

on with

uses a

SO/IEC 11889 calls for use of XOR obfuscation, it uses a function reference. The function

®)

eration

eration

The XOR() function uses the hash, key, contextU, and contextV parameters in a call to KDFa() to
produce a mask value:

mask = KDFa (hashAlg, key, “XOR”, contextU, contextV, data.size » 8)

See clause 5.4 for the definition of the third parameter in (4).

The octets of mask are then XOR'd with the octets of data.buffer.
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11.4.7 Extend

The Extend operation is used to make incremental updates to a digest value. It is useful for
updating PCR, auditing, and constructing policy. Extend uses a hash function to combine new
data with an existing digest. Its notation is:

digestuew *= Hpashaig (digestoa || datanew) (5)
where
digestnew the value of the digest (such as, a PCR) after the Extend operation
EXAMPLE 1 A PCR is an example of a digest.
Hhashaig the hash function using a context-specific algorithm
EXAMPLE 2 The hash algorithm associated with a specific bank of PCR.
digest,ia the value of the digest before the Extend operation
datanew a variable number of octets of data that afe’to be hashed with the initial

value of digest,q to produce Extend results

The Extend operation may also apply to an NV Index that has the TPMA_NV_EXTEND attribute.

11.4.8| Key Generation

Key generation produces two different types of keys. The first, an ordinary key, is produced uging the
randomn number generator (RNG) to seed the computation. The result of the computation is a segret key
value kept in a Shielded Location.

The sefond type, a Primary Key, is derived #om a seed value, not the RNG directly. The RNG |usually
generajes the seed that is persistently stored on the TPM. Generation of a Primary Key from a [seed is
based pn use of an approved key derivation function (KDF). The KDF from SP800-108 is widely used in
ISO/IEC 11889.

ISO/IEC 11889 places no upper limit on the time allowed to generate a key. Platform-gpecific
specifidations may limit the ¢ime for generating various key types.

Depending on the applieation, the TPM may generate a key by

e using bits fronithe RNG, or

e derjvingthe key from another secret value.

There are-'many ways to generate keys: these methods are specified in detail in each clausd where
generation of a key is required.

11.49 Key Derivation Function

11.4.9.1 Introduction

The TPM uses a hash-based function to generate keys for multiple purposes. ISO/IEC 11889 uses two
different schemes: one for ECDH and one for all other uses of a KDF.
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The ECDH KDF is from SP800-56A. The Counter mode KDF, from SP800-108, uses HMAC as the
pseudo-random function (PRF). It is referred to in ISO/IEC 11889 as KDFa().

11.4.9.2 KDFa()

With the exception of ECDH, KDFa() is used in all cases where a KDF is required. KDFa() uses Counter
mode from SP800-108, with HMAC as the PRF.

As defined in SP800-108, the inner loop for building the key stream is:

(6)

where
K(i) the i" iteration of the KDF inner loop
HMAC() the HMAC algorithm using an approved hash algorithm
Ki the secret key material
[i]2 a 32-bit counter that starts at 1 and increments on each iteration
Label a string indicating the use of the key produced by this KDF
Context a binary string containing information relating to the derived
material
[L]2 a 32-bit value indicating the number of bits to be returned from the
NOTE Equation (6) is not KDFa(). KDFa() is thefunction call defined below.

K(i) := HMAC (K, [ilo || Label || 004 || Context || [L]5)

keying

KDF

After eqch iteration, the HMAC digest data is concatenated to the previously produced value until the size

of the goncatenated string is at least as large:as the requested value. The string is then truncate
desired size (which causes the loss of some'of the most recently added bits), and the value is retu

When [SO/IEC 11889 calls for use-of this KDF, it uses a function reference to KDFa(). The f

prototype is:

KDFa (hashAlg, key, label, contextU, contextV, bits)

l to the
ned.

unction

@)

where

hashAlg a TPM_ALG_ID to be used in the HMAC in the KDF

key a variable-sized value used as K|

label a variable-sized, null-terminated string

contextU a variable-sized value concatenated with contextV to create the Context
parameter used in equation (6) above

contextV a variable-sized value concatenated to contextU to create the Context
parameter used in equation (6) above

bits a 32-bit value used as [L]z; and is the number of bits returned

function

by the

The values of contextU and contextV are passed as sized buffers and only the buffer data is used to
construct the Context parameter used in equation (6) above. The size fields of contextU and contextV are
not included in the computation. That is:
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Context = contextU.buffer || contextV.buffer (8)

The 32-bit value of bits is in TPM canonical form, with the least significant bits of the value in the highest
numbered octet.

Using the parameters from the call to KDFa() in equation (6) results in the inner loop being:

K(i) == HMAC(key, [i]z || label || ContextU.buffer || ContextV.buffer || bits) 9)
The implied return from this function is a sequence of octets with a length equal to (bits + 7) / 8. If bits is
not an even multiple of 8, then the returned value occupies the least significant bits of the returned octet

array, and the additional, high-order bits in the 0" octet are CLEAR. The unused bits of .thé most
signifi¢ant octet (MSO) are masked off and not shifted.

EXAMPIE If KDFa() were used to produce a 521-bit ECC private key, the returned value.would odcupy 66
octets, with the upper 7 bits of the octet at offset zero set to 0.

11.4.9/3 Note on Labels

As shon in equation (6), there is an octet of zero that separates LabelArom Context. In SP8p0-108,
Label i$ a sequence of octets that may or may not have a final octet that\is zero. ISO/IEC 11889|uses a
NULL-terminated string for Label so that an additional octet of zero isthotrequired.

11.4.9]4 KDFe for ECDH

Produc|ng a symmetric encryption key for an ECC-protectéd object uses “One-Pass Diffie-Hellmgn, C(1,
1, ECJ CDH)" from SP800-56A, 6.2.2.2. The KDF used is the “Concatenation Key Derivation Hunction
(Approyed Alternative 1)". The inner loop of that KDF>uses:

digesti*= H(gcounter || Z || OtherInfo) (10)
where
digest; the digest generated on the i™ iteration of the loop (i starts at 1)
H() an approved hash function
counter a 32-bit counter that is initialized to 1 and incremented on each iteration
Z the X coordinate of the product of a public ECC key and a different
private ECC key
Otherlnfo a collection of qualifying data for the KDF defined below

The 32thit.counter value is included in TPM canonical form, with the least-significant bit of the copnter in
the highestnumbered-octet-

After each iteration, digest; is concatenated to the previously produced digests (MSO of digest; follows the
LSO of digesti;). The number of iterations is determined by the number of bits to be produced and the

size of the digest produced by the hash function. In the returned octet string, the MSO of the returned
value is the MSO of digest;.
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In SP800-56A, Otherinfo is specified as:

OtherlInfo := AlgorithmlD || PartyUlnfo || PartyVInfo {|| SuppPublinfo} {|| SuppPrivinfo}  (11)
where
AlgorithmID a bit string that indicates how the derived keying material will be parsed
and for which algorithm(s)
PartyUlnfo public information contributed by party U (the initiator)
PartyVinfo public information contributed by party V (the responder)
SuppPublinfo public information known to both U and V (optional)
SuppPrivinfo private (secret) information known to both U and V (optional)
ISO/IEC 11889 requires that OtheriInfo be constructed as:
Otherinfo := Use || PartyUlnfo.buffer || PartyVInfo.buffer (12)
where
Use a null-terminated string indicating thé-use of the key. (See clause(5.4 for
the definition of these values.) This field satisfies the requirements of
SP800-56A since the parsing,of‘keying material is determined|by the
use.
EXAMPLE 1 Examplésvalues of null-terminated strings indicating thp use of
the kéy~are “DUPLICATE”, “IDENTITY”, “SECRET", etc.
PartyUlnfo.buffer the x-coordinate*af the public point of an ephemeral key
PartyVinfo.buffer the x-coordinate of the public point of a static TPM key
The x-doordinates of the public points are-sized buffers (that is, integers indicating the size in octets of the
buffer that follows). The buffer data is\used in the KDF but the size field is not.
When |SO/IEC 11889 calls for use of this KDF, it uses a function reference to KDFe(). The function
prototype is:
KDFe(hashAlg, Z, Use, PartyUlnfo, PartyVInfo, bits) (13)
where
hashAlg the hash algorithm to be used as H() in equation (10) above
Z thc pludut,t Uf A Pub:lb PU;IIt al Id [=8 pl;vatc N \aUUId;I |atc
Use a null-terminated string indicating the use of the key. (See clause 5.4 for
the definition of these values.)
EXAMPLE 2 Example values of null-terminated strings indicating the use of
the key are “DUPLICATE”, “IDENTITY", “SECRET", etc.
PartyUlnfo the x-coordinate of the public point of an ephemeral key
PartyViInfo the x-coordinate of the public point of a static TPM key
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bits a 32-bit value indicating the number of bits to be returned

The implied return from this function is an octet string containing bits/8 octets. If bits is not an even
multiple of 8, the return value is the least-significant bits of the return value, and the additional high-order
bits in the 0™ octet are CLEAR. The unused bits of the MSO are masked off and not shifted.

NOTE The function prototype in (13) is not a C-language prototype but, rather, a prototype to illustrate the
parameters of the KDF for specific uses. The C-language prototype will include an extra parameter
that will be the buffer to receive the key material generated by the KDF.

11.4.10 Random Number Generator (RNG) Module

11.4.10.1 Source of Randomness

The RNG is the source of randomness in the TPM. The TPM uses random values for nonces] in key
generation, and for randomness in signatures.

The RNG is a Protected Capability with no access control. It nominally consists f

e an entropy source and collector,

e asfate register, and

e anjixing function (typically, an approved hash function).
The entropy collector collects entropy from entropy sources-and removes bias. The collected enfropy is

then used to update the state register providing input tQ’the mixing function to produce the fandom
numbers.

The miking function may be implemented with a.pseudo-random number generator (a PRNG). Al PRNG
may prpduce numbers that are apparently random from a non-random input. Combining an agproved
PRNG Wwith an input that has considerably mere entropy than a counter yields an RNG with propefties no
worse than the underlying PRNG and possihly much better.

EXAMPIE An example of non-randam input is a counter.
The RNG should meet the certification requirements of the intended market.
The THM should provide sufficient randomness for each use by an internal function. When accegsed by

an external call, it should”be able to provide 32 octets of randomness. Larger requests may fail if
insufficlent randomness.is available.

Each HNG access produces a new value regardless of the data’s use. There is no distinction between
accessgs for-internal versus external purposes.
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11.4.10.2 Entropy Source and Collector

A TPM should have at least one internal source of entropy, and possibly more. These sources could
include noise, clock variations, air movement, and other types of events.

As noted, the entropy collector is the process that collects the entropy from various sources and removes
bias.

EXAMPLE If the entropy source has a bias of creating 60 percent 1s and only 40 percent Os, then the collector
design corrects the bias before sending the information to the state register.

The entropy source and collector_should provide entropy to the state register in_a_manner_that is not
visible {o an outside process or other TPM capability.

The enfropy collector should regularly update the state register with additional, unbiased entropy.

Entropy
Source

4__
entropy

R Entropy Proteéted Capability
random

bits TPM2_StirRandom()

<__
random
numbers DRBG Protected Capability

RNG Protected Capability

Figure 4.5 Random Number Generation

Any PJotected Capability that requires an unpredictable number obtains it from a Random INumber
Genergtor (RNG) Protected, Capability in the same TPM. The RNG Protected Capability asgembles
randomn] bits from a Deterministic Random Bit Generator (DRBG) Protected Capability in the same TPM.
The DRBG Protected Capability obtains entropy from the entropy Protected Capability in the sanje TPM
and thg TPM2_StirRandem() Protected Capability can be used to add additional information. The entropy
Protected Capability‘obtains entropy from an entropy source in the same TPM.

NOTE 1 The "additional information" added by TPM2_StirRandom() could be entropy gathered frgm other
sources but the TPM has no way of determining if the value has any entropy or ngt. As a
consequence, it is just deemed to be "additional information."

NOTE 2 The DRBG Protected Capability of a non-FIPS TPM could consist of a DRBG mechanism that
complies with NIST Recommendation SP800-90 A; except it does not comply with its Clause 11.

NOTE 3 The DRBG Protected Capability of a FIPS TPM could consist of a DRBG mechanism that complies
with NIST Recommendation SP800-90 A.

The DRBG mechanism security should be at least as strong as the security strength of the strongest
cryptographic algorithm implemented in the TPM.

The DRBG Protected Capability should be reseeded using entropy from the entropy Protected Capability
when:
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o aflagis SET indicating that reseeding is required;
e TPM2_StirRandom() is executed;

e after the TPM has failed a self-test; or

o before the SPSis replaced.

It may be reseeded at other times, as well.

NOTE 4

Each TPM could be seeded during TPM manufacture, via a manufacturer-specific method,

using a

personalization string for the DRBG that is specific to the manufacturer and the type of TPM, plus a

manufacturer-provided nonce that is specific to the individual TPM.

11.4.1

The RN

11.4.11

11.4.1

D.3 Nonce Creation

G module provides the bits used in any TPM-generated nonce.

Algorithms

.1 Algorithm Identifiers

The stjuctures and commands in ISO/IEC 11889 are constructedswith minimal reliance on al

defaults.

In mos
from |

cases, an algorithm identifier identifies a family of algorithms followed by qualifiers. This
BO/IEC 11889 (first edition), which often included”the key size in the algorithm i

gorithm

differs
lentifier
gorithm

ID, its

4, and

4, and

(TPM_ALG_AES128). ISO/IEC 11889 only uses the ISO/IEC 11889 (first edition) form of al

identifiers for hash algorithms.

Since ISO/IEC 11889 depends on being able to“discern the hash output size from the algorithn

hash algorithm identifiers imply a digest size.

EXAMPLE 1 Some of the hash algorithm identifiers are TPM_ALG_SHA256, TPM_ALG_SHA3
TPM_ALG_SM3_256.

Algorithm identifiers for symmetricrand asymmetric encryption identify the family. For these alggrithms,

supplementary information is required to define parameters.

EXAMPLE 2 Examples (of algorithm families are RSA, ECC, AES, etc.

EXAMPLE 3 Some\family algorithm identifiers are TPM_ALG_ECC, TPM_ALG_RSA, TPM_ALG_S
TPM ALG_AES.

11.4.11.2 (Algorithm Support

ISO/IEC—11889—doesnotrequiremplementatiomrofany—specific—setof algorithms—When—tet
algorithms or algorithm sets supported, implementers should carefully consider factors such as use

cases,

strength of function, interoperability, backward compatibility, algorithm diversity, etc.

recommends using TCG platform-specific specifications that reflect industry best practices.

NOTE 1

It is anticipated that support for ISO/IEC 11889 (first edition) compatible algorithms will be
unless support for the ISO/IEC 11889 (first edition) algorithms (RSA 2048 and SHA1) would
that TPM from being sold.

mining

TCG

retained
prevent

TCG will specify sets of algorithms to be incorporated by various platform-specific specifications. Each set
includes a minimum of one hash algorithm, one symmetric encryption algorithm with approved
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parameters, and one asymmetric encryption/signing algorithm with approved parameters. Without a

complete set of algorithms, the TPM would be unable to support all necessary functions.

A TPM may support algorithms in addition to the required sets. These do not need to be part of any set.

EXAMPLE The TPM might include an additional hash algorithm without including an additional asymmetric or

symmetric algorithm.

It is possible, and very likely given the multitude of algorithms supported by the TPM, that k

ey-size

support will differ between TPM implementations. In addition, keys created by outside software may

greatly increase the number of key sizes that are possible to load.

A TPM|will not create or load an object that uses an algorithm that is not supported by the TPM’I; When

creating an object, the TPM checks the template for the object being created and when loading-a
the TPM checks the public area of the object. In both cases, the TPM validates that it supports al
indicated algorithms, parameters, and key sizes.

The stfength of at least one algorithm set supported by a TPM should be atleast 112 bits
algoritims and algorithm sets may be supported in any combination.

NOTE 2 A set’s strength is normally determined by the number of bits in akey of the symmetric algor
exception is Suite B, Top Secret, where the strength is considered to be 192 bits even th
symmetric algorithm has 256-bit keys.

If a TPM supports RSA, it should support a key size of 2048 bits orlarger. Support for smaller key
allowed but discouraged.

NOTE 3 Support for smaller keys is allowed so that legacy keys can continue to be supported. Usq
sizes less than 1024 bits is strongly discouraged.

A platfgrm-specific specification may mandate support for algorithms or algorithm sets. It may sels
those dlgorithms for which the TCG has assigned algorithm identifiers.

A TPM|may only implement algorithms thathave a TCG-assigned algorithm ID.

11.5 Authorization Subsystem

The Adthorization Subsystem is called by the Command Dispatch module at the beginning and
commgnd execution. Before.the command may be executed, the Authorization Subsystem cheq
proper puthorization for,use’of each of the Shielded Locations has been provided.

Some ¢ommands access Shielded Locations that require no authorizations; access to some Ig
may refjuire a single-factor authorization; and access to other Shielded Locations may require ug
authorizationpolicy of arbitrary complexity.

object
| of the

Other

ithm. An
ugh the

sizes is

of key-

bct only

end of
ks that

cations
e of an

AC. An

The orfly.eryptographic functions required by the Authorization Subsystem are hash and HM

asymmetric algorithm may be required if TPM2_PolicySigned() is implemented.

The details of the different methods of authorization are provided in Clause 19.
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11.6 Random Access Memory

11.6.1 Introduction

Random access memory (RAM) holds TPM transient data. Data in TPM RAM is allowed, but not required,
to be lost when TPM power is removed. Because the values in TPM RAM may be lost, in ISO/IEC 11889
they are referred to as being volatile, even if the data loss is implementation-dependent.

When ISO/IEC 11889 refers to a value that has both volatile and non-volatile copies, they may be kept in
a single location as long as that location has the properties of allowing random access and having
unlimited endurance.

Not all palues in TPM RAM are in Shielded Locations. A portion of TPM RAM contains the 1/O buvl(er with
propertjes that are specified in 11.3.

11.6.2 | Platform Configuration Registers (PCR)

PCR afe Shielded Locations used to validate the contents of a log of measurements. The pominal
behavigr of a trusted platform is to maintain, in a log, a record of the events.that affect the security state
of the platform, at least through the boot process while it is establishing.the TCB. When additipns are
made tp the log, the TPM receives a copy of the log entry or the digest of data described by the Ipg. The
data sent to the TPM is included in an accumulative hash in a PCR. The TPM may then proyide an
attestation of the value in the PCR, which, in turn, verifies the contents of the log.

It is pogsible for a single PCR to record all log entries. However, this would make it difficult to evalyate the
different stages of platform evolution as it boots into the @perating system. Normally, multiple PICR are
provided in a TPM to allow simplification of the evaluation:

EXAMPIE A TPM intended for a PC could have{asPCR dedicated to recording measurements of the [BIOS, a
PCR dedicated to the boot ROM_en“add-in cards, and a PCR dedicated to the OS loader. The
platform-specific specifications determine the number of PCR and their attributes in a TPM.

PCR miay also be used to gate access.to an object. If selected PCR do not have the required valdes, the
TPM will not allow use of the object.

A TPM|may maintain multiple banks of PCR. A PCR bank is a collection of PCR that are Extended with
the same hash algorithm. PGR banks are identified by the hash algorithm used to Extend the PCR in that
bank.

Multiplé banks may handle situations where one hash algorithm is required for legacy or compatibijity with
one sef of applications, while a different hash algorithm is required to meet the security needs of another
application. Within a bank, all PCR updates use the same hash algorithm. Not all banks need to hjave the
same rjumberof PCR, but the attributes of all PCR with the same index, other than hash algorithm, are
the sarTe in‘all banks.

EXAMPLE If PCR[0] has an attribute that allows it to be reset by TPM2_PCR_Reset(), then that attribute
applies to PCRJ[0] in all banks.

NOTE 1 Since banks may have different numbers of PCR, a PCR index value might not be valid for all banks.
The allocation of PCR could also be changed by TPM2_AllocatePCR() using Platform Authorization.
Changing the PCR allocation does not change the attributes of the PCR.

The contents of a PCR may be modified or reported. The two ways to modify a PCR are to reset it or

Extend it. Reporting on a PCR may be accomplished through simple reading, inclusion in an attestation,
or inclusion in a policy.
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Although listed in clause 11.6.2, PCR need not be maintained in RAM. They may be kept in non-volatile
memory. If kept in non-volatile memory, consideration must be made for the possible impact on TPM
performance during the critical boot phase, when many measurements are recorded.

A TPM is required to implement a PCR bank for each supported algorithm. However, a PCR bank may be
defined such that it contains no PCR.

NOTE 2 The requirement that a PCR bank be implemented for each hash algorithm allows the unmarshaling
to be based on the implemented algorithms rather than the implemented PCR.

The TPM may support Resume PCR that retain their state across a TPM Resume sequence but are set
to their default initial value on TPM Reset or TPM Restart

11.6.3| Object Store

TPM RJAM holds keys and data that are loaded into the TPM from external memory~ln most cages, an
object nay not be used or modified unless it was first loaded into TPM RAM with.one of the object load
commands: (TPM2_Load(), TPM2_CreatePrimary(), TPM2_LoadExternal(), or TPM2 _ContextLoad()).

NOTE TPM2_Create() does not automatically load the object. After creafion, the object needs to be
explicitly loaded with TPM2_Load(), to load both the publie_,and private portions, [or with
TPM2_LoadExternal() to load just the public portion.

The strjucture used for keys may be generalized for use on data objects if the access properties Used for
keys are suitable for access to these objects.

EXAMPLE A data blob can be defined so that access requines/that some set of PCR has defined valugs, or an
authorization value is needed for access.Sueh a data blob, called a Sealed Data Opject, is
managed in the same way that a key is managed. That is, the Sealed Data Object is loadef before
being accessed, and the loaded blob could*b€e context saved.

The TRM operates on other structures that are“passed as parameters in specific commands,| These
structules are transient and are not stored ifi*the TPM as identifiable entities after the commgnd has
complefed.

Items Igaded in the TPM are given handles to let them be referenced in subsequent commands.

11.6.4 | Session Store

The TRM uses sessions.to control a sequence of operations. A session may audit actions, jprovide
authorigations for actions; or encrypt parameters passed in commands.

A sessjon may/beée. created as needed using one of the session creation commands. The segsion is
assigned a handle at that time.

A TPM|may’be designed so that the RAM used for sessions is from a memory pool shared with thé object
store. It may also be designed so that the session store and object store are separated and dedicated.

11.6.5 Size Requirements
Random access memory (RAM) should be large enough to handle the transient state, sessions, and
objects needed for completion of any implemented command. The minimums for the worst-case
command in ISO/IEC 11889 are:

o two loaded entities (two keys, a key and a Sealed Data Object, or a hash/[HMAC sequence and a
key);
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e three authorization sessions;

e an input buffer able to accommodate the largest command or an output buffer required for the largest
possible response;

NOTE The largest command or response depends on the algorithms supported by the implementation.

e any vendor-defined state required for operation; and
e all defined PCR.

11.7 Non-Volatile (NV) Memory

The NV memory module stores persistent state associated with the TPM. Some NV memory lis -ayailable
for allo¢ation and use by the platform and entities authorized by the TPM Owner.

TPM NV memory contains Shielded Locations and Shielded Location can onlyCheé accesséd with
Protected Capabilities.

If ISO/IEC 11889 is not explicit about storage of a parameter, that parameter may be in either RAM or
NV, ac¢ording to vendor preference.

If the NV memory of the TPM is subject to wear, then the TPM should detect whether the data being
written to an NV memory location is the same as that currently storediand not perform the NV writ¢ if they
are the[same.

The O$ or the platform may define a special NV data structure (an NV Index) in order to store persistent
data vdlues. NV memory may also be used persistently to.store a loaded object. When a persistent object
is refefenced in a TPM command, the TPM may move that object into an object slot so it fnay be
accessed more efficiently. The TRM needs to ensure that sufficient object memory RAM is available to
allow ttlis movement.

NOTE The movement occurs transparently.
A TPMj|capability indicates if the TPM is‘using Transient Object resources when a command refergnces a

persisteént object. If so, the TRM-needs to ensure that a Transient Object slot is available fgr each
persistgnt object so referenced.

11.8 Rower Detection(Module
This m¢dule manages TPM power states in conjunction with platform power states.

All platform-spegific TCG specifications that define the binding of the TPM to the platform should |include
a requifement,that the TPM be notified of all power state changes.

v 3 +-and v —AfRy-system— 8 ge RTM to
be reset also causes the TPM to be reset (_TPM_lInit). Any system power transition that causes the TPM
to be reset will also cause the RTM to be reset.

NOTE In most cases, the RTM will be a host CPU.
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12 TPM Operational States

12.1 Introduction

This clause describes TPM operational states and state transitions.

12.2 Basic TPM Operational States

12.2.1

Power-off State

A hardyvare TPM is in the Power-off state when reset is being asserted or when no power is applié
he TPM may internally generate reset by detecting low power, or reset may be provided by an
externgl source.

TPM.

It is po
time.

NOTE

12.2.2

The TH

5sible to transition to the Power-off state from any other state because power,can be losf

Uncontrolled transitions to this state are not shown in diagrams/deskcriptions because the
add unnecessary clutter and provide no additional understanding,

Initialization State

M is placed in its initialization state when it receivés the _TPM_Init indication. _TPM

provide
de-ass
softwal

d in a platform-specific manner. For a hardware TRPM, the _TPM_Init is normally signaled
rtion of the TPM’s reset signal. It may also be signaled by an interface protocol or setting
implementation, _TPM_Init may be a dedicated)procedure call.

Regardless of how it is generated, _TPM_Init should coincide with a reset of the Roots of T
ement for which the TPM is the Root of Frust for Reporting. After _TPM_Init is indicated, the RTM

Measu
should
TPM w

EXAMP

While i
comma
should
is in Fig
in FUM

begin executing the Core Root of Truyst for Measurement. It should not be possible to rg
thout resetting the RTM. It should-not be possible to reset the RTM without resetting the TH

E If the TPM is a compaonent on the PC’s motherboard, _TPM_Init should coincide with a res
processor and chipset:

N the Initialization state, the TPM performs basic initialization functions in preparation for ag

d to the

at any

y would

_Init is
by the
. Fora

rust for

set the
M.

bt of the

cepting

nds on the TPM intéerface. These functions are implementation dependent but, minimally, t:l:e TPM

perform validation)of the TPM firmware necessary to execute the expected command. If t
ld Upgrade mode (FUM), the expected command is TPM2_FieldUpgradeData(). If the TP
the expected command is TPM2_Startup().

NOTE 2

mpléeting the initializations, the TPM waits for the next command and, if the command is

e TPM
W is not

not the
error, it

If the TPM is not in FUM, it returns TPM_RC_INITIALIZE. If the TPM is in FUM, it
TPM_RC_UPGRADE.

returns

If TPM2_Startup()/TPM2_FieldUpgrateData() is not the first command to the TPM, it indicates failure
of the system to properly enter the CRTM, and the reliability of TPM measurements are not assured.
While it is possible to define a special failure mode that prohibits just PCR-related operations, it is
expected to be infrequent enough not to warrant such a mode and, as shown in Figure 5, the TPM

does not enter Failure Mode, if the first command is not TPM2_Startup().

When the TPM receives TPM2_Startup(), it becomes operational and is able to process other commands.
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NOTE 3 For compliance with other standards, such as FIPS 140-2, it could be necessary for the TPM to
validate the firmware associated with a command’s execution before that command is executed. This
includes the code associated with TPM2_Startup() and TPM2_FieldUpgadeData(). This validation
could require use of a digital signature or message authentication code.

Occasionally, some TPM state may need to be retained over a power transition. This might occur if the
platform is entering the Suspend state, where the preponderance of system state is retained. To allow the
TPM to reflect this condition, system software may issue TPM2_Shutdown(TPM_SU_STATE) to the TPM.

TPM2_Shutdown() initiates an orderly shutdown of the TPM. The command’s startupType parameter
indicates the type of startup that is anticipated to follow and the type of data to be saved. For
TPM2_Shutdown(TPM_SU_CLEAR), the amount of data saved to NV memory is relatively small, with
considgrably more mformation retained whemn TPM_SU_STATE 15 indicated.

12.2.3 | Startup State

12.2.3]1 TPM2_Startup()

TPM2_fStartup() transitions the TPM from the Initialization state to an Operational state. The command
includep information from the platform to inform the TPM of the  ‘platform’s operating| state.
TPM2_[Startup() has two options: TPM_SU_CLEAR and TPM_SU_STATE.'The operating state offa TPM
after TPM2_Startup() is dependent on how the TPM was shut down and.the selected startup option.

12.2.3§2 Startup Types
The following terms are used to refer to the different startup/and shutdown operations:

e Startup(CLEAR) means TPM2_Startup(startupType == TPM_SU_CLEAR);
e Startup(STATE) means TPM2_Startup(startupType == TPM_SU_STATE);
e Shytdown(STATE) means TPM2_Shutdown(startupType == TPM_SU_STATE); and

¢ Shiitdown(CLEAR) means TPM2_Shutdown(startupType == TPM_SU_CLEAR).

PM for

Ir which
roughly

tin NV
gns that

that is
art, the
TPM restores values saved by the precedlng Shutdown(STATE) except that aII the PCR are set to
their default initial state. This allows the TPM to record the boot sequence to ensure that the TCB is
properly instantiated while allowing continued function of the restored OS.

3) TPM Resume is a Startup(STATE) that follows a Shutdown(STATE). This indicates a system that is
restarting the OS from RAM memory, sometimes called “sleep.” For sleep, the expectation is that the
CRTM will perform the minimal actions required to make the system functional and then “return” to
the running OS rather than rebooting it. TPM Resume restores all of the state that was saved by
Shutdown(STATE), including those PCR that are designated as being preserved by Startup(STATE).
PCR not designated as being preserved, are reset to their default initial state.
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NOTE 1 The PCR are designated in a platform-specific specification.

If the TPM receives Startup(STATE) that was not preceded by Shutdown(STATE), then there is no state
to restore and the TPM will return TPM_RC_VALUE. The CRTM is expected to take corrective action to
prevent malicious software from manipulating the PCR values such that they would misrepresent the
state of the platform. The CRTM would abort the Startup(State) and restart with Startup(CLEAR).

NOTE 2 The startup behavior defined by ISO/IEC 11889 is different than ISO/IEC 11889 (first edition) with
respect to Startup(STATE). An ISO/IEC 11889 (first edition) device will enter Failure Mode if no
state is available when the TPM receives Startup(STATE). This is not the case in ISO/IEC 11889. It
is up to the CRTM to take corrective action if it the TPM returns TPM_RC_VALUE in response to
Startup(STATE).

The THM is required to validate the integrity of any NV values before those values are used before that
state id used. This includes the state saved by TPM2_Shutdown(STATE) (see 12.2.4). When the TPM
determ|nes that some NV value required for proper TPM operation is not valid, the TPM will enter|Failure
Mode.

It is ngt specified when the validation of state specific to TPM Resume is to be)ychecked. This gives
implemgentation options that may be specified by a platform-specific specification or determined| by the
vendor

The stgrtup sequences are illustrated in Figure 5.
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Reset

Device Reset

_TPM_Init
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i
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Fieldupgrade

Minimally includes self-test
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[nitialization for
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-
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TPM2_Startup(
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Startup(STATE)

Set Default State
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[ Successful
]
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Figure 5 — TPM Startup Sequences
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12.2.4 Shutdown State

TPM2_Shutdown() is used to prepare the TPM for loss of power. As with TPM2_Startup(),
TPM2_Shutdown() has two options: TPM_SU_CLEAR and TPM_SU_STATE.

TPM2_Shutdown(TPM_SU_STATE) preserves the majority of the TPM operational state so that it may be
restored on a subsequent TPM2_Startup(). TPM2_Shutdown(TPM_SU_CLEAR) preserves a minimal
amount of state, mostly to ensure continuity of the TPM timing functions.

NOTE 1 The timing functions are specified in Clause 36.

The TPMpreserve ate-data-in-N\.memory.-Data-is-copiedfrom-RAM into N\V._memory so-that it is not
lost when power is removed from the TPM. The amount of data copied to NV memoryis|largely
implemgentation-dependent, but ISO/IEC 11889 indicates the state data that is required to e, preserved.

This state data is recovered in a subsequent TPM2_Startup(). The type of startup determines what parts
of the daved state data is restored and what is discarded.

A shutdown is “orderly” if the TPM receives TPM2_Shutdown() before power is lgst_and if the state is not
subseqguently modified by a TPM command before the next _TPM_Init.

These gommands will invalidate saved TPM state:

NOTE 2 This is not an inclusive list:

e TPIM2_Clear(), TPM2_ChangeEPS(), TPM2_ChangePPS() “+ these commands invalidate| saved
contexts in the hierarchy. TPM2_Clear() invalidates preserved contexts in both the storage and
endorsement hierarchies.

o TPM2_ContextSave() — context variables are modified by context save. Saving a session [context
changes the session context ID and its trackingcstate (saved or in memory). Saving an object |context
changes the object context ID.

e TPM2_ContextLoad() for a session — the-tontext ID and tracking state (in TPM or context sayed) for
eagh active session should be retained\across a TPM Restart or TPM Resume sequence. Saving or
loafling a session context changes, the context ID or its tracking state. Saving or loading an object
corjtext need not invalidate a presgrved context.

e Any command that modifies"asPCR — regardless of the implementation, any change to a Resume
PCR will invalidate the saved state. If the TPM implements TPM2_PolicyPCR() and uses|a PCR
generation counter, any-R€R modification will change this counter value.

EXAMPLE If a\Shutdown(STATE) occurs but, prior to Startup(STATE), a TPM2_PCR_Event() is gxecuted
selecting a Resume PCR, then the preserved state is no longer valid, and Startup(STATE) is
not valid until another Shutdown(STATE) occurs.

e Any command that modifies Clock or returns the value of Clock.

A TPM\implementation may invalidate a preserved context on any command |except
TPM2_GetCapability().

12.2.5 Startup Alternatives

The description of the startup process above was given in terms of a command interface. In some
systems, the TPM code is run in a special processor mode that provides the required isolation between
the TPM state and any other program state. For these implementations, TPM2_Startup() may not be a
command that is actually implemented. That is, the platform initialization may boot, validate the TPM
code, and place the TPM in a state that is functionally equivalent to having run TPM2_Startup() on a
discrete TPM component.

58 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

12.3 Self-Test Modes

If a command requires use of an untested algorithm or functional module, the TPM performs the test and
then completes the command actions. When performing a self-test on demand, the TPM should test only
those algorithms needed to complete the command. See Figure 6.

NOTE 1

It is preferable for the TPM to perform self-tests on untested algorithms and functional blocks as a
background task to increase the likelihood that algorithms are tested before they are needed.

Operational

After

e 1

Test Required
\ Command | Functions

Command uses

untested Y= N
functions?
Y I / ,
N I ‘/ Return \‘
‘1 \__ TPM_RC_FAILURE /
Process
Command
| Return Result )
Y
Failure
Mode

TPM2

Figure 6 — On-Demand Self-Test

TPM2_Startup(), may use either TPM2_SelfTes

may o_ptionally cause the TPM to perform a full self-test of all algorithms and functional blocks. Once
these commands are issued, the TPM returns TPM_RC_TESTING for any command that requires use of
any testable function until all requested tests are completed.

NOTE 2

FIPS 140-2 requires that all power-on self-tests be complete before the TPM returns any value that
depends on the results of a testable function. If compliance with FIPS 140-2 is required, any
command that requires use of an untested function causes the TPM to operate as if
TPM2_SelfTest(fullTest = NO) was received. The TPM returns TPM_RC_TESTING and continues to
return TPM_RC_TESTING until all tests are complete. Alternatively, it could complete all tests and
then complete the command. It could also return TPM_RC_NEEDS_TEST.
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NOTE 3 Authenticated tests could be generated by attaching an audit session to TPM2_GetTestResult() and
then using TPM2_GetSessionAuditDigest() to obtain the signature.

If any self-tests fail, the TPM goes into Failure mode and does not allow execution of any Protected
Capabilities except TPM2_GetTestResult() and TPM2_GetCapability(). The TPM exits Failure mode
when it receives _TPM_ Init.

12.4 Failure Mode

If the TPM fails an internal test, it enters Failure mode. While in Failure mode, the TPM returns
TPM_RC _FAILURE in response to any command except TPM2_GetTestResult() or
TPM2 | iti i . e i i i vide a
limited| number of property values. They are all in the set properties
(TPM_CAP_TPM_PROPERTIES):

e TPM_PT_MANUFACTURER

« TPM_PT_VENDOR_STRING_1

e TPM_PT_VENDOR_STRING_2

e TPM_PT_VENDOR_STRING_3

« TPM_PT_VENDOR_STRING 4

e TPM_PT_VENDOR_TPM_TYPE

e TPM_PT_FIRMWARE_VERSION_ 1
e TPM_PT_FIRMWARE_VERSION_2

NOTE An implementation could return other property values.
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Figure 7= Failure Mode Behavior
12.5 FKield Upgrade

12.5.1 | Introduction

ISO/IEC 11889 describes optional Protected Capabilities for upgrading the TPM firmware. The r:l:ethods
specifigd in ISO/IEG-11889 would allow the upgrade process to be handled in a standard way o TPMs
from miltiple vendars. The methods described here should not be viewed as limiting the vendor's joptions
for implementation of their own, vendor-specific methods for upgrading the TPM firmware. Howeyer, the
field uggrade ymethods chosen by the vendor should not be less robust than the methods spegified in
ISO/IEC-14889. In particular, the authorizations for the upgrade should be the same as the field ypgrade
commardsTmtSOAEC T188¢9:

12.5.2 Field Upgrade Mode

ISO/IEC 11889 describes two optional upgrade methods: full and incremental. These terms do not refer
to how much of the firmware in the TPM changes, but to how the upgrade is applied.

e For a full upgrade, the TPM stores in Shielded Locations all blocks of the firmware update. It makes

no change to the executing firmware unless all the blocks are confirmed to be correct. The upgrade
process may be interrupted or abandoned without affecting TPM functionality.
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e For an incremental upgrade, firmware updates may be applied as each block is received. The TPM
may not be fully functional if the upgrade process is abandoned.

The field upgrade process starts when the TPM receives a properly authorized
TPM2_FieldUpgradeStart(). See Figure 6. That command contains the digest of a first block of the
upgrade. If the next command is TPM2_FieldUpgradeData() and the digest of the data parameter
(fuData) of the command matches the signed digest in TPM2_FieldUgradeStart(), the TPM accepts
fuData as containing the upgrade data.

The TPM may buffer firmware update blocks and not change the firmware until its buffer is full. When a
consequential change to the running firmware is made, the TPM enters Field Upgrade mode (FUM) and

does ngtacceptany command-but-TPivt2—Fretdtbpgradebatat)ontit theupdate s comptete—SeeFjgure 7.
Before the TPM enters FUM

e it may accept other commands, and

e the|update sequence may be abandoned by sending a zero-length upgrade data buffer. The TPM
acknowledges that it has abandoned the field upgrade by returning TPM_ALG (NULL for nextQigest.

When the field upgrade process is complete, the TPM may either return to/normal operation or [enter a
mode that requires _TPM_lInit before normal TPM operations resume. The"ZPM vendor should defermine
if a rebpot is required after the firmware update and cause the TPM to set'the mode appropriately.

If the TPM is reset (_TPM_Init) while in FUM and the TPM is not ablé to revert to normal operatioh, three
possibifities exist for recovery. The choice is determined by the digest of the first upgrade block provided
to the TPM after _TPM_Init. The TPM may retain up to threesdigest values that it uses for comparigon:

1) the|digest of the first upgrade block of the current sequence to be used when the intent is tq restart
the|current upgrade sequence from the start (called Digest C in Figure 8);

2) theldigest of the first block of the firmware that.was being replaced (called Digest P in Figure 8) to be
usgd when the intent is to abort the upgrade and restore the previous firmware; and

3) the|digest of the first upgrade block of-the factory installed firmware (called Digest F in Figurg 8) to
resfore the TPM to its factory state.

To enaple option 2) above, the TPM-may support TPM2_FirmwareRead() so that the software performing
the updrade can save a copy of the current TPM firmware in case the upgrade fails.

NOTE TPM2_FirmwareRead() might not be supported on a TPM even if the TPM can perforn a field
upgrader

If _TPN Init is received while the TPM is in FUM, then TPM Reset is required after the field ypgrade
completes, regdrdless of the nature of the firmware changes. This reset is required because the TPM
does not acceptTPM2_Startup() while in FUM, and the TPM will not reflect the state of the platform.
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Figure 8 — ReSuming FUM after _TPM_Init

© ISO/IEC 2015 — All rights reserved

63


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

Figure 9 — Field Upgrade Mode

12.5.3 Preserved TPM State

A field upgrade may not cause exposure of any data that is specific to a TPM instance. This includes:
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e Primary Seeds;

e Hie

rarchy authValue, authPolicy, and proof values;

e JockoutAuth and authorization failure count values;

e PCR authValue and authPolicy values;

e NV

Index allocations and contents;

e Persistent object allocations and contents; and
e Clock.

In parti
data th

A field

12.5.4

The me
implem

CUtar, i the TPV SUpports TPMZ_FirmwareRead(), the returned data 1S not allowed 10 con
it is unique to the TPM instance.

Ipgrade should not cause the loss of any data that is specific to a TPM instance.

Field Upgrade Implementation Options

thod described above for management of a TPM field upgrade is intehded for use in a TPV
ented as stand-alone component (that is, when the TPM is mianufactured and sol

ain any

| that is
i as a

compoment that is added to a platform). When the TPM is not a stand-alone component, other methods of

field upj

If other

grade are possible and are not precluded by ISO/IEC 11889.

methods are used, the security of that method is the responsibility of the platform manufacturer.
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13 TPM Control Domains

13.1 Introduction

Three entities control the TPM: the platform firmware, the platform Owner, and the Privacy Administrator.
The Owner and Privacy Administrator are often the same entity. This control does not give these entities
the ability to access user keys or data, but it does give them the ability to control selected TPM resources.

Each of the three entities has its own domain of control. Within that domain are TPM resources reserved
to that entity. Each entity exercises its control over its domain by use of domain-specific authorization
values.

The NV space defined by the platform firmware has an additional control, phEnableNV. When SET, NV
space flefined by the platform firmware is accessible. When CLEAR, it is inaccessible. “This permits
independent control of the platform firmware hierarchy and its NV space.

EXAMPIE The platform hierarchy can be disabled while still permitting access to platform firmware NV ppace.

13.2 Controls

The plgtform firmware, platform Owner, and Privacy Administrator each-have an authorization value and
an authorization policy to control some portion of the TPM, including a specific Primary Seed (seq clause
14). The authorizations, policies, and Primary Seed for each domain are:

o plafformAuth/platformPolicy/PPS for platform firmware;

e ownerAuth/ownerPolicy/SPS for the Owner; and

e endorsementAuth/endorsementPolicy/EPS for the Privacy Administrator.

Associgated with each hierarchy is a logical-switch (that is, an “enable”) that determines whether the
hierarchy is enabled. These enables are phEnable, shEnable, and ehEnable.

When the enable for a hierarchy is SET (1) and ISO/IEC 11889 indicates that an action may be
authorized with an authorization value, the corresponding policy is also allowed.

EXAMPIE When phEnable is SET and platformAuth is allowed, platformPolicy can also be used.

When the enable for a~hierarchy is CLEAR, neither the corresponding authValue nor authPolicy may
authorire operations.

The intgraction Ofjthe two authorization types (value and policy) and the associated hierarchy engble are
intended to provide a flexible set of controls. Table 2 shows the control combinations.

Table 3 shows the authValue as either being "Known" or "Unknown". These correspond to the ¢nabled
and disabled states for an authValue. When the authValue is known, it can be used for authorization but it
cannot be used when the authValue is unknown. Since a zero-length string (Empty Buffer) is a valid,
knowable authValue; the way to make the authValue unknown, and disable its use, is to set it to a large
random number and then discard that number. Table 3 shows the authPolicy as either being "Set" or
"Empty". These also correspond to the enabled and disabled states for an authPolicy. An authPolicy will
have to match the value of a digest (policyDigest) in order for it to be a valid authorization. Since no
digest has a zero length, setting the authPolicy to an empty buffer will disable use of the authPolicy. It is
also possible to disable use of the authPolicy by setting it to any value that does not represent a known
policy but the conventional way to disable use of authPolicy is to set it to an empty buffer (see 19.7 for the
description of policyDigest generation and use).
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Table 3 — Hierarchy Control Setting Combinations

hierarchy

enable authValue | authPolicy | Description

SET Known Set The hierarchy is enabled, and objects in it may be loaded. Either
authValue or authPolicy may manage resources related to the
hierarchy.

SET Unknown Set The authValue may be made unknown by setting it to a random value
and then discarding the value. This prevents the authValue from being
used._This combination is useful far I(nnlning the hinrnrr‘hy enabled but
using a policy-based delegation scheme for managing hierarchyt
related resources.

SET Known Empty When the authPolicy is empty, it cannot match any policyRigest|value
so the use of authPolicy is disabled. This combination‘is most
analogous to the control scheme of ISO/IEC 11889/(first edition},
where an authValue (ownerAuth) is used to mapage the resourdes of
the single hierarchy supported by an implementation of ISO/IEC]
11889 (first edition).

CLEAFR N/A N/A When an enable is FALSE, the correSponding authValue and
authPolicy may not be used to authgrize any TPM action.

EXAMPLE An example of using hierarchy enable SET, an unknown “authValue, and authPolicy BET is
delegating control of creating Primary Objects in a hierarchy to one entity while delegating [control
of related NV resources to a different entity.

TPM2_HierarchyChangeAuth() may change the authValue“associated with a hierarchy but only if the

hierarc
change

13.3

ny is enabled. Either the authPolicy or the authValue of a hierarchy may be used to auth
to the authValue.

Platform Controls

The platform firmware has overall controlof the TPM and the availability of the TPM to the

Owner
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or Privacy Administrator. Thexplatform firmware is assumed to be provided by the
cturer and performs the manhagement of the hardware in preparation for use by an of
(the operating system may b€ provided by a different vendor). In some systems, platform fi
er the OS is loaded. Often-this firmware is required to ensure the safety of the system.

E Some systems have thermal properties that, if not managed properly, could lead to destr
the systeém;-and could even lead to the system becoming a fire hazard.

‘mware is crucial to the safety of the system, the platform manufacture may design in a fi
process(that ensures that only firmware approved by the manufacturer for a specific ma
to betloaded on the system. This firmware may use cryptography to validate the firmware
it isleaded. The TPM has cryptographic functions that are similar or identical to the fy
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by  the platform firmware for its management of the system. Rather than replicate

cryptographic capabilities, the platform firmware is given its own set of TPM resources for its use. Reuse
of the TPM cryptographic capabilities by the platform is intended primarily as a cost savings.

The platform manufacturer decides if it is possible to disable use of the TPM by the platform. The method
for disabling use of the TPM by the platform is platform-manufacturer specific.

The properties of the TPM required by the platform manufacturer need not match those of the Owner.
The platform manufacturer decides what cryptographic algorithms are required to safeguard the platform.
These algorithms may differ from the algorithms use by the Owner or the Privacy Administrator.
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Platform controls allow the following operations not available to an ordinary TPM user:

e allocation of TPM NV memory;
e PCR configuration;
e control of the availability of any key hierarchies; and

e change of the PPS, SPS, and EPS and reset of associated authorization values and policy.

NOTE 1 This is not a comprehensive list. The uses of the platform controls are specified in ISO/IEC 11889-3.
In ISO/IEC 11889-3, an authorization of a command that allows the use of the platform handle
(TPM_RH_PLATFORM) indicates that the command accepts platformAuth or platformPolicy.

phEnahle gates use of both platformAuth/platformPolicy and the PPS hierarchy, as specified in the
previous clause. When phEnable is CLEAR, a _TPM_Init is required to SET it.

On anyl_TPM_Init, phEnable is SET to ensure that the platform may use the TPM duringits initialization.

On TPM Reset or TPM Restart, platformAuth is set to an EmptyAuth, and platfermPolicy is sgt to an
Empty Policy.

NOTE 2 Platform controls are reset on TPM Restart because the BIOS gogs through a full initialization and
has no memory of any previous authorization values.

A platformAuth/platformPolicy may be used in TPM2_HierarchyCantrol() to SET or CLEAR shEnable or
ehEnaljle.

13.4 OQwner Controls

The THM controls available to the Owner are a subset of those available to the platform. These |include
the

e allgcation of TPM NV memory, and

e coritrol of the availability of any storage hierarchies.
The shEnable gates use of both ownerAuth/ownerPolicy and the SPS hierarchy, as specified in 13|2.

The shEnable is SET on eath TPM Reset, TPM Restart, or when the SPS is changed (TPM2_Clear()).
The shEnable may be CLEAR (TPM2_HierarchyControl()) using either Lockout Authorization or Rlatform
AuthoriEation. When shEnable is CLEAR, it may only be SET (TPM2_HierarchyControl()) if Rlatform
Authorigation is provided.

The ownerAuth'and ownerPolicy values are persistent. They are set to standard initialization valugs when
the SPE is(changed (TPM2_Clear()): ownerAuth is set to an EmptyAuth, and ownerPolicy is s¢t to an
Empty Pglicy. They may be explicitly changed by designated commands.

13.5 Privacy Administrator Controls

The Privacy administrator has control over the Endorsement Hierarchy and reporting of privacy-sensitive
data.

The Privacy Administrator uses endorsementAuth and endorsementPolicy to exercise its control. The
Privacy Administrator has a more limited domain of control than those of the platform firmware and the
Owner. The cases when endorsementAuth or endorsementPolicy are required are:

e when creating Primary Objects in the Endorsement hierarchy, and
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¢ when controlling the availability of the Endorsement hierarchy.

Other actions that may be considered to be privacy-sensitive require use of objects in the Endorsement
hierarchy. The privacy administrator of the TPM is expected to manage the creation of objects in the
Endorsement hierarchy to ensure that the use of those objects is in accordance with their privacy policy.

EXAMPLE Certification of a TPM object by the TPM produces a data structure that has data that could allow
cross-correlation of the objects. This data is obfuscated unless the certifying key is in the
Endorsement hierarchy.

The ehEnable gates use of endorsementAuth/endorsementPolicy and the EPS hierarchy, as specified
in 13.1. It also gates use of the vendor-specific handles TPM_RH_AUTH_00 to TPM_RH_AUTH_FF.
Additiopally, when the SPS changes, the objects in the EPS hierarchy are flushed from the TPM;_and new
EPS ohjects (that is, Primary Objects) must be created.

NOTE 1 Clearing the hierarchy is necessary to ensure that the new Owner cannot abuse obkjects cregted by a
previous one and so that objects belonging to the previous Owner cannot compromise the ngw one.

The ehEnable is SET on each TPM2_Startup(TPM_SU_CLEAR) (that is, TPM Reset or TPM Restart) or
when the SPS is changed (TPM2_Clear()). The ehEnable may be CLEAR using either Endorsement
Authorigation or Platform Authorization. When ehEnable is CLEAR, it may be SET using Rlatform
Authorigation

NOTE 2 TPM2_HierarchyControl() will SET or CLEAR ehEnable if the"proper authorization is provideg.

The epdorsementAuth and endorsementPolicy values are’, persistent. They are set to sjandard
initialization values when the SPS (TPM2_Clear()) or <EPS (TPM2_ChangeEPS()) are changed:
endorsgmentAuth is set to an EmptyAuth, and endorsementPolicy is set to an Empty Policy. They may be
explicitly changed by designated commands.

13.6 Frimary Seed Authorizations

Use of Ja Primary Seed to create a Primary,'Object requires use of the authorization associated with that
Primary Seed: Platform Authorization for<the PPS, Owner Authorization for the SPS, and Endorsement
Authorigation for the EPS.

13.7 lockout Control

A TPM|is required to implement a lockout mechanism to protect against so-called “dictionary attacks,”
where an attacker tries\numerous authorization values until one succeeds. Dictionary attack protgction is
comman for security-dévices that use human input for authorization. A human source of authgrization
likely hias too little_'entropy to protect against an automated attack, so logic that prevents high-speed
guessing of the.values is required.

EXAMPIE Smartcards are an example of a security device that uses human input for authorization.

When the dictionary attack lockout is engaged, preventing use of some resources, it is helpful to have a
secret value that resets lockout. The TPM stores the secret value as lockoutAuth. Alternatively, a policy
(lockoutPolicy) can be used to reset lockout.

NOTE 1 The primary attack model for the dictionary attack begins when a system falls into the hands of a
thief. The thief tries to recover data on the system by guessing the password used to protect a disk’s
encryption keys. The dictionary attack logic defeats this attack by preventing the thief from making
many guesses before the TPM locks out further attempts. When/if the system is returned to its
rightful owner, that owner can enter the lockoutAuth value or satisfy lockoutPolicy, access the disk
encryption keys, and return to normal operation.
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NOTE 2 Unfortunately, dictionary attack logic is not forgiving of poor typing or a short memory. If someone
types his or her password incorrectly due to clumsiness or poor memory, the dictionary attack logic
might not differentiate this from an attack, so it locks the TPM. Lockout Authorization allows
recovery from this situation.

The lockoutAuth value is reset to EmptyAuth and lockoutPolicy to the Empty Buffer when TPM2_Clear() is
executed.

NOTE 3 TPM2_Clear() changes the SPS rendering all previously-created user objects inaccessible. There
are, therefore, no keys for the dictionary attack logic to protect.

The lockoutAuth value may be changed (TPM2_HierarchyChangeAuth()) only when its current value is
provided. | ockoutPolicy may be changed using TPM?2 _SetPrimaryPolicy()

Generdlly, dictionary attack protection is not applied to objects associated with the PPS or te-NV Indexes
defined using Platform Authorization. The platform firmware is expected to select a high-entropy value
when getting the platformAuth after a TPM reset. Additionally, since Platform Authorization dpes not
providg access to user data protected by the TPM, disclosure of platformAuth dees not expose user
secrets

See 19.11 for full details on setting of parameters associated with dictianary attack logic anfd other
aspects of the dictionary attack protection.

13.8 TPM Ownership

13.8.1 | Taking Ownership

Taking | ownership of a TPM is the process of insetting authorization values for the ownerAuth,
endorsémentAuth, and lockoutAuth.

A TPM| that has been cleared (TPM2_Clear())\ has its ownerAuth, endorsementAuth, and lockputAuth
values et to EmptyAuth and its ownerPolicy;>eéndorsementPolicy, and lockoutPolicy values set tq Empty
Buffers| Different options exist for setting the values.

EXAMPLE 1 After the TPM is cleared.an OS could change the authorization and policy values and mangge them
on behalf of the platform Owner..

EXAMPLE 2 Platform firmware, could provide a utility for the platform owner to directly set the authorization and
policy values.after the TPM is cleared.

The platform may prevent access to the hierarchies associated with Owner Authorizatipn and
Endorspment Authorization and prevent use of the TPM's persistent storage by the operating system and
user agplications.. TPM cryptographic capabilities would still be available, and these could be usgd as if
the TPM were a'software cryptographic library.

13.8.2 | "Releasing Ownership

TPM2_Clear() clears the current Owner from the TPM. A persistent TPM control
(TPMA_PERMANENT.disableClear) controls whether TPM2_Clear() is functional. If disableClear is
CLEAR, then TPM2_Clear() may be authorized using either Platform Authorization or Lockout
Authorization. If the control is SET, then TPM2_Clear() is not functional.

NOTE TPMA_PERMANENT.disableClear could be SET or CLEAR using platformAuth/platformPolicy, giving
the platform the ability to enable execution of TPM2_Clear() when needed.

TPM2_Clear() instructs the TPM to:
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o flush any transient or persistent objects associated with the SPS or EPS hierarchies (PPS objects are
not affected);

e release any NV Index locations that do not have their TPMA_NV_PLATFORMCREATE attribute SET;
e setshEnable and ehEnable to TRUE;

e set ownerAuth, endorsementAuth, and lockoutAuth to an EmptyAuth;

e set ownerPolicy, endorsementPolicy, and lockoutPolicy to an Empty Policy;

e replace the existing SPS with a new value from the RNG; and

e recompute shProof, and ehProof.
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14 Primary Seeds

14.1 Introduction

A Primary Seed is a large, random value that is persistently stored in a TPM; it is never stored off the
TPM in any form. Primary Seeds are used in the generation of symmetric keys, asymmetric keys, other
seeds, and proof values.

A Primary Seed generates Primary Objects using the methods specified in Clause 27.5. In brief, the caller
provides the parameters of an object to be created. and the TPM uses these parameters and the Primary
Seed in a key derivation function (KDF) to produce an object of the desired type. After the TPM gepherates
a Primary Object, it uses the parameters of that object and the Primary Seed to generate a symmagtric key
to encrypt the sensitive portion of the object (that is, the private data and authorizations)./ It then|returns
the puljlic portion and name of the object to the caller. The Primary Object may then be ‘contex} saved
and lgaded like any other object. It may be stored persistently in the APM's NV memory
(TPM2] EvictControl()).

Primary Seeds generate only Primary Objects. All other objects use the random number generatdr of the
TPM ag the source of entropy for generating secrets in the object.

14.2 Rationale

The algorithm flexibility provided by ISO/IEC 11889 makes<it possible for the TPM to supporft many
differerft asymmetric key types. ISO/IEC 11889 (first edition) supported only the RSA algorithnm with a
limited number of commonly used parameters. The addition of ECC support significantly increages the
number of parameters because curve parameters may.vary based on application.

While this flexibility is a major benefit of ISO/IE€\11889, it creates new challenges for managing TPM
Endorsement Keys (EKs) and EK certificates. As mentioned in 9.4.4.2, an EK is an identity for the |Root of
Trust for Reporting (RTR), and algorithm adility creates the possibility of having many identities| for the
same RTR, with each identity based on a-different set of cryptographic algorithms.

One pgssible approach for handling ;many EKs and their associated certificates would be for the TPM
manufgcturer to have the TPM ¢reate EKs for many key parameters and store them on the TPM in this
way, a key with the correct parameters would be available in most situations. The TPM vendor coyld then
create pne or more certificates for those keys. However, this approach would require a prohibitive pmount
of NV memory to store-all'the key pairs and associated parameters. The approach taken in ISO/IEC
11889 gallows certification of a large number of EKs with different parameters without requiring that any of
them beg stored in persistent TPM memory.

The megchanismrof ISO/IEC 11889 uses a persistent, randomly generated seed value from which EKs are
derived. The-derivation process lets the TPM generate a different EK for each set of key parameters. As
long as|the‘seed value does not change, the same key parameters generate the same EKs.

The typical use of this EK generation approach is as follows: The TPM manufacturer or the platform
manufacturer has the TPM create a new Endorsement Primary Seed (EPS) and then generate key pairs
based on sets of input parameters and that EPS. The TPM retains the generated keys. Combinations of
key parameters should be chosen to ensure that likely TPM users would find a combination to suit their
needs. The manufacturer then generates one or more certificates for the generated public keys and then
ships the TPM/system with no EK pair stored on it. The system owner decides which key types are
needed, and the parameters for those types are entered into the TPM. If the parameters are the same as
those used by the manufacturer, the TPM generates the same key pair. The system owner then has an
EK with its certificate. A Primary Key does not leave the TPM so the owner has a choice to make. They
may either re-create the EK whenever it is needed or tell the TPM to save the EK in persistent memory.

72 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

The seed key concept may be applied to two other TPM key hierarchies: one used by platform firmware,
and one used for the owner's Storage hierarchy. The Endorsement Keys (EK) are generated from the
Endorsement Primary Seed (EPS), platform keys from the Platform Primary Seed (PPS), and Storage
Root Keys (SRK) from the Storage Primary Seed (SPS). Each seed value has a different life cycle, but
the way it seeds the associated hierarchies is approximately the same.

This approach allows multiple storage hierarchies with differing security properties, as needed by various
applications, without requiring that all of the SRKs occupy persistent TPM memory. An SRK may be made
persistent in TPM NV memory if required by the application.

This scheme is also used in support of the Platform hierarchy for implementation simplicity.

14.3 PRrimary Seed Properties

14.3.1 | Introduction

A Primpry Seed is required to have at least twice the number of bits as the séeecurity strength| of any
symmefric or asymmetric algorithm implemented on the TPM.

EXAMPLE 1 RSA2048 is considered to have a security strength of 112 bits. \i{'it/were the strongest algofithm on
the TPM, then the size of an associated Primary Seed would bevat least 224 bits.

EXAMPLE 2 If AES256 were implemented, the Primary Seed would be'612 bits even if: (1) the desired|security
strength is 196 bits, and (2) AES256 is used only for cofivenience, as is the case with Suite B.

A diffefent authority controls each Primary Seed. In normaluse, Primary Seeds are expected o have
different lifetimes.

14.3.2 | Endorsement Primary Seed (EPS)
The EBS is used to generate EKs and is the basis of the RTR’s identity.

The THM creates an EPS whenever itsis_powered on and no EPS is present. TPM2_ChangeEP$() may
change the EPS (replace it with a nei-EPS), but this requires authorization by Platform Authorization.

The TAM manufacturer may inject‘an EPS and, under controlled conditions, compute the asymmefric EKs
that thgd TPM would generate\given specific input parameters. Only the TPM vendor may inject an EPS.

When an EPS is replaced, all objects in the Endorsement Hierarchy are invalidated, and cerfificates
associdted with the<EKS generated from that EPS are no longer useful. This means that certificates for
new EPS-based EKs may be needed. The environment in which this process occurs may not provide
assurafce that\the EKs are generated from a genuine TPM. To support recertification in such an
environiment; ;the TPM allows cross certification of keys between the Platform hierarchy gnd the
Endorspment hierarchy under control of the platform firmware. Cross certification allows a chain offtrust to

b ihtaimad-actha o Ao ara ahanaadl
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When a platform enters the distribution channel, it is expected to have a certificate for at least one EK for
the TPM on that platform.

Either endorsementAuth or endorsementPolicy is required to use the EPS for creation of a Primary Object
in the Endorsement hierarchy.
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14.3.3 Platform Primary Seed (PPS)

The PPS is used to generate the hierarchy controlled by platform firmware. The hierarchies derived from
this seed are for exclusive use by platform firmware and should not be made available to user-installable
software.

EXAMPLE An example of user-installable software is an OS and applications.

NOTE 1 The platform firmware may be changed because of actions by a person with possession of the
platform, but that is not included in the definition of user-installable software.

The TPM creates a PPS whenever it is powered on and no PPS is present. TPM2_ChangePPS() may
change the PPS (replace it with a new PPS), but this requires authorization by Platform Authorization.

A PPS may be injected but only by the TPM manufacturer.
Platform Authorization is required to use the PPS to create a Primary Object in the Plafform hierarghy.

The authorization for use of objects in the PPS hierarchy should use a policy,containing a refergnce to
platformAuth and not be based on a key-specific authorization value.

NOTE 2 The TPM does not enforce this imperative.

NOTE 3 A simple way to achieve this control is to create a policy that references platformAdith in a
TPM2_PolicySecret(). If the only component of the policy is TPM2_PolicySecret() referencing
TPM_RH_PLATFORM, the policy could be the same. for.all objects in the Platform hierarchy and for
all platforms that implement the chosen policy hash.

14.3.4 | Storage Primary Seed (SPS)

The SHS is used to generate hierarchies controlled.by the platform owner. This seed generates the keys
that selive as Storage Root Keys for normal OS_and application use.

The THM creates the SPS whenever it is pewered on and no SPS is present. TPM2_Clear() may le used
to charlge the SPS if the TPM owner wants to ensure that no previously generated keys in the $torage
hierarchy may be used in the future.

Changihg the SPS invalidates “all objects in the Storage Hierarchy and they cannot be regreated.

Changipg the SPS also invalidates all objects in the Endorsement Hierarchy and only the Primary Pbjects
in the Bndorsement Hierarchy may be recreated.

14.3.5| The NuihSeed

The Nyll Seed-is set to a random value on every TPM reset. The Null Seed can be used to ggnerate
hierarchies, (primary objects and children of primary keys) that are only usable until the next TPM rgset.

Objects in the null-hierarchy cannot be made into persistent objects. However, in other respects objects in
this hierarchy behave like objects in the other hierarchy.

14.4 Hierarchy Proofs

The TPM uses a proof value to prove that it created or checked an externally provided value. A proof
value is associated with a hierarchy and is statistically unique. The proof values are used in tickets. The
tickets use the hierarchy-specific proof values. A ticket may not be used when its associated hierarchy is
disabled.
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The TPM can validate asymmetrically signed data. After doing so, it produces a ticket that is an
HMAC over the signed data, with the HMAC key being a proof value. This proves to the TPM that it
has already checked the asymmetric signature so it does not have to do so again. Subsequently,
when the TPM needs to check that the data was properly signed, it can use symmetric cryptography
(a hash) rather than asymmetric cryptography to validate the signature.

When the TPM performs TPM2_ContextSave() on an object in the Storage hierarchy, it can include
the Storage hierarchy proof (shProof) in the object’s integrity value. When the SPS is changed,
shProof will change so that the saved contexts cannot be reloaded.

A Platform hierarchy proof (phProof), used for objects associated with the Platform hierarchy. phProof
changes when the PPS changes. An shProof, used for the Storage and Endorsement hierarchies,
changes when the SPS changes.

NOTE 1

A proof
PPS or
proof V|
hierarc
not lea

EXAMP

The THM should produce proof values that are the larger of either

e the

o twi
EXAMP

NOTE 2

It is possible to create objects in the Endorsement Hierarchy that are not Primary Ohject$. Those
Ordinary Objects are considered to belong to a specific TPM Owner. A change of the SPS indicates
a change of Owner for the TPM. Inclusion of shProof in the protection of Ordinafy, Objects in the
Endorsement Hierarchy insures that those Objects will be deleted when the Ownelhchanges.

is a value that may be kept in permanent storage on the TPM or it may be regenerated f
SPS on each boot or as needed. A proof value is never stored off the TPM.in any form. Hi
plues are only used as an HMAC key if the result of the computatjen is stored off the ]
ny proof value may be used in other computations as long as the 4esult of the computatig
e the TPM.

om the
erarchy
IPM. A
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size of the largest digest produced by any hash, algorithm implemented on the TPM, or

e the size of the largest symmetric key suppanted by the TPM.

Saved contexts and tickets are examples of hierarchy proof’values used as HMAC keys when the
result of the computation is stored off the TPM.

If the TPM implements SHA384 and"AES256, the proof value will have a size of 512 bits.

According to SP800-57, the.security strength of SHA256 in an HMAC function equals 256 bi{s. Since
security strength is not<improved when the key size is larger than the digest sjze, the
recommendation for preef size provides the appropriate strength when the TPM is implgmenting
balanced algorithm $ets. A TPM using SHA256, ECC256, and AES128 is balanced, and the proof
value is 256 bits.
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15 TPM Handles

15.1 Introduction

TPM resources are referenced by handles that uniquely identify a resource that occupies TPM memory —
either RAM or NV. A handle is a 32-bit value. Its most significant octet identifies the type of referenced
resource. At any given instant, its low-order 24 bits identify a unique resource of that type. The actual
resource identified by the low-order 24 bits may change with time.

A specific handle value may refer to only one TPM-resident resource at a time.

15.2 RPCR Handles (MSO=004¢)

To rediyice confusion, PCR are assigned handles that have the same values as in ISOHEC 11889 (first
edition). A PCR handle is an index into an array of PCR. A PCR'’s index and handle yalue are the qame.

15.3 NV Index Handles (MSO=01,¢)

An NV |ndex is associated with a persistent TPM resource created by TPM2/NV_DefineSpace().

15.4 $ession Handles (MSO=02;5 and 0315)

The THM assigns session handles when an authorization session is started (TPM2_StartAuthSegsion()).
An HMAC session is assigned a handle with an MSO of 02,5 and a policy session is assigned alhandle
with arl MSO of 0346. Each authorization session handle is associated with a unique context tat may
exist in[ only one place at a time: either on the TPMin-a Shielded Location, or in a saved contgxt as a
Protected Object. The handle remains associated.with the session as long as the session exists and does
not change when the session is context-saved and-reloaded.

The low order 3 octets of each session handle are unique. They are assigned interchangeably tol HMAC
or policy sessions but to only one at a time.

EXAMPLE 1 If a policy session has‘a value of 03 00 00 01,5, then an HMAC session with a value of 02 0Q 00 01,5
will not be assigned at the same time.

NOTE 1 The policy and\Session handles are assigned from a common pool of handle values.

When TPM2_GetCapability() is used to obtain a list of sessions that are currently loaded on the TPM, the
caller would use a lfandle with an MSO of 02,5. While this would normally be an HMAC handle reference,
the TPM will respond with a list that includes both HMAC and policy sessions. The handles|will be
returnefl in ascending order of the low-order three octets.

EXAMPLE"2 A list of loaded handles returned by the TPM in response to a TPM2_GetCapability(capgbility =
TDI\/I_(“AD_I—IANI'\I FQ’ prn.r_\prfy = 02 0000 ﬁﬁw)Y the TPM mighf return-the list: 02 00100 02161

03 00 00 0446, and 02 00 00 0546.

When TPM2_GetCapability() is used to obtain a list of sessions that are active but not on the TPM, the
caller would use a handle with an MSO of 03,6 which normally would reference a policy session. The
TPM will respond with a list of session handles that are in use, but not on the TPM. Since the TPM does
not keep a record of whether the saved session context was an HMAC or policy session, all of the
handles in the list will have an MSO of 024.

The TPM is required to maintain a list of all, currently assigned session handles as well as the correct
"version number" for any saved session contexts.
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the "version number" is how the TPM prevents replay of an authorization.

When an authorization session is no longer needed, TPM2_FlushContext() may be used to delete all
context associated with the session from TPM memory (see 30.6). The session handle for this command
may use an upper octet of either 02,4 or 034.

NOTE 3

NOTE 4

Flushing a session context deletes any data in the TPM relating to the context and frees the handle
associated with that context and invalidates the version number of any saved context.

An alternative method of flushing a session context exists that is not available for other entities. On
the last use of the session, the caller may indicate (in one of the session attributes) that the session
is no longer needed. If the command completes successfully, the TPM will complete the response

computations for the session and delete the session context from TPM memory (see 18.6.4).

All ses
remain

5ion contexts in TPM memory are flushed on any TPM2_Startup(). The saved session o
valid until a TPM Reset.

ontexts

15.5 Rermanent Resource Handles (MSO=4045)

Fixed resource handles refer to Shielded Locations that are always associated with the same handle.

EXAMPIE Examples of these resources are Owner, Platform, and EndorSement hierarchy controly. These
resources have handles with an MSO of 4046.

15.6 Transient Object Handles (MSO=804¢)

The THM assigns Object handles when an Object is loaded‘or when the Object’s persistence is changed

(TPM2] EvictControl()). Transient objects in TPM RAM have handles with an MSO of 80,6; they may have

a different value for the three LSOs each time the Qbject is used. This is because the Object’s
may have been swapped out and the TPM assigned-a hew handle when the object was swapped

The T

All Trapsient Objects are flushed from TPM.memory on any TPM2_Startup(). A loaded Transient

context
loaded

15.7 H

TPM2
inthe T

Making|

When the TPM changes a Transient Object to a Persistent Object, the caller indicates the hand

assigne

_[EvictControl() may make a Transient Object into a Persistent Object. A Persistent Object,

M ensures that the handle references the\correct object.

may be flushed from TPM memory-using TPM2_FlushContext() and indicating the handlg
context to be flushed.

Persistent Object Handlés (MSO=81¢)

PM’s NV memofy,is not cleared by a TPM2_Startup().

an Object{persistent requires either Platform Authorization or Owner Authorization.

context
pack in.

Object
b of the

placed

e to be
nificant

d to the Persistent Object The MSO of the handle is requwed to be 8116 The next most sig

T if the

authorlzat|on is prowded using Platform Authonzatlon If the handle is not aIready in use, and space is
available, a persistent copy of the Object is created and assigned the handle provided by the caller. This
handle always references the same Persistent Object as long as it remains persistent. The handle
assigned to a Persistent Object may be assigned to a new Persistent Object if the first Object is deleted
from persistent storage.
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16 Names

The Name of an entity is its unique identifier. The handle associated with an object may change due to
context management (TPM2_ContextSave() / TPM2_ContextLoad()), but the Name of an object remains
constant. The Name associated with an NV Index will change based on changes to the attributes of the

Index.

EXAMPLE 1

the Narne of

1.

When an NV Index is initially defined, it will have a Name for an Index with TPMA_NV_WRITTEN

CLEAR. After the Index is written, the Name will change to reflect that TPMA_NV_WRITTEN is SET

for the Index.

the NV Index changes. This has two implications:

is SET),

A A A
C V v -

The caller should read the NV public area and calculate the Name before using |t in an

HMAC authorization calculation.  Otherwise, an invalid authorization .may trigger the

dictionary attack protection depending on TPMA_NV_NO_DA

The TPM must check access control before checking authorization.

EXAMPLE 2 The TPM ought to reject a read to a read locked NV Index before doing an

authorization check that might trigger the dictionary, attack protection.

The mgthod of computing the Name for an entity varies according to the entity type that is the MSO of the

handle] Table 3 shows the method and the handle’s MSO for different entity types.

When Te computation of a Name uses a hash algorithm,{4he”algorithm identifier is included in the¢ Name

structuie

. If the Name is a handle, the Name is only the handle value.

Table 4 — Equations for€Zomputing Entity Names

MSO ¢f
Handle | Entity Type Equation fofZComputing the Name
0016 PCR
0216 HMAC Session Name := handle
Poli - No.hash is performed on the handle to produce the name and the name is only
0316 olicy Session the size of the handle.
4046 Permanent Values
Name = nameAlg || Huameaig (handle—nvPublicArea)
where
nameAlg algorithm used to compute Name
0l NYbdex Hnamealg hash using the nameAlg parameter in the NV Indgx
location associated with handle
nvPublicArea __ contents of the TPMS NV _PUBLIC associated with
handle
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MSO of
Handle | Entity Type Equation for Computing the Name
Name := nameAlg || Hnameag (handle—publicArea
8016 Transient Objects™ 9 11 Hoameass P )
where
nameAlg algorithm used to compute Name
i i Huameaty hash using the nameAlg parameter in the object

811 Persistent Objects associated with handle

publicArea contents of the TPMT_PUBLIC associated with handle
NOTE THeNameof asequernce otjectis arr Empty Buffer(see3224-5):

When @n object is created, a "template" for the public area is used to define the propetrties for the new
object. [That template has the structure of an object's public area. The Name of a public area template is
computed in the same way as the Name of a Transient Object.
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17 PCR Operations

17.1 Initializing PCR

All platform configuration registers (PCR) are reset to their default initial condition on TPM Reset and
TPM Restart. Some PCR may be designated as being preserved by TPM Resume. Those that are
preserved are restored to the state that they had at the last TPM2_Shutdown(STATE) operation. When
TPM2_Startup() completes successfully, PCR that are not designated as being preserved by TPM
Resume will be in their default initial condition.

If allowgd by itsattribotes, a PCRmmay atso be teset by T PM2_PCR_Reset()or by a Dyramic Root of
Trust (D-RTM) sequence (see 34.2). PCR attributes are defined in a platform-specific specification. They
determ|ne the reset value of a PCR as well as the localities required to perform the reset.

A PCR's default initial condition may be either all bits CLEAR, all bits SET, or an,indicator the first
measufement came from an H-CRTM.. Other platform types may use other megans” of identifyfing the
locality |of the access. A platform-specific specification should indicate, for each defined PCR, thg option
that applies.

EXAMPLE 1 A platform-specific specification might designate that the defaulf:initial condition for PCR[0-1L6] is all
zeros, and for PCR[17-20], it is all ones.

EXAMPLE 2 A platform-specific specification might designate that the default initial condition for PCR[p] is the
locality indicator and that PCR[1-16] have an initial condition of all zeros.

NOTE The locality indicator is an integer value between,/O and the maximum locality implemented on a
TPM. Currently, the maximum hardware localityds 4. In a TPMA_LOCALITY, a locality of four would
be represented by the octet 0001 0000,. When encoded for a PCR initial value, locality 4 would be
represented by the octet 0000 0100,.

EXAMPLE 3 A virtual TPM might use a unique identifier for each of the software entities that might access it. If
specific software is associated with\a specific PCR, then the reset value of that PCR coulfl be the
unique identifier of the software that is allowed to change it.

TPM2_PCR_Reset() requires that the proper authorization be provided for the operation (see 17.7).

17.2 Hxtend of a PCR

Other than reset, describeti~above, the only way to change a PCR value is to Extend it. The |[Extend
operatipn on a PCR is defined as

After eqch Extend, the PCR value is unique for the specific order and combination of digest valdes that
were Extended.

Except for D-RTM, authorization is required to extend a PCR (see 17.7).

17.3 Using Extend with PCR Banks

TPM2_PCR_Extend() has a handle to indicate the PCR to Extend and the data to be Extended. Extended
data is a structure that contains one or more digests along with the algorithm identifier for the digest(s).
Each digest is Extended to the PCR bank that has the same algorithm. If no digest data is provided for
one of the PCR banks, no change is made to the PCR in that bank.

The TPM should perform the following operation for each algorithm in which pcrNum is defined:
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PCR.digest[pcrNum][alg]new == Hajy (PCR.digest[pcrNum][alg]lowa || digest)

(15)

Hay hash function using the algorithm associated with the PCR instance

PCR.digest digest value in a PCR
pcrNum PCR numeric selector

alg PCR algorithmic selector

digest digest part of the list entry that has the same algorithm identifier as the

EXAMP

17.4 H

An alte
digests|
associs
exceed
TPM2 |

TPM2_|
are the

EXAMP

TPM2_|

Record
_TPM |
indicati
On rec
space

choice)
Event §
during
specifig

PCR bank

E If a TPM supports three PCR banks (such as, SHA-1, SHA256, and SHA512)/then an E
PCR[2] with a SHA-1 digest and SHA256 digest would be Extended to PCR[2}in the SHA
and the SHA256 digest would be Extended to PCR[2] in the SHA256 banK. There woul
change to any PCR in the SHA512 bank.

Recording Events

outside the TPM. This performs a hash on the log enhtry for each of the hash alg
ted with a PCR bank. Events no larger than 1024 octets“may use TPM2_PCR_Event().
ng 1024 octets may use the sequence < commands: TPM2_HashSequencg
SequenceUpdate(), and TPM2_EventSequenceComiplete()).

PCR_Event() and TPM2_EventSequenceComplete() return a list of tagged digests. The
digests of the event data using the hash algoerithm of each bank.

E For a TPM implementing two bafiks (such as, SHA256 and SM3), the event commands retl
of two tagged digests.

EventSequenceComplete() requires that proper authorization be provided (see 17.7).

ng of an event may also occur as the result d
Hash_Start/_TPM_Hash: Data/ TPM_Hash_End sequence (an H-CRTM Event Sequenc
bns for the H-CRTM\sequence come from the TPM interface and not through the commang
bipt of _TPM_Hash” Start, the TPM will created an Event Sequence context. If no object
s available when the TPM receives _TPM_Hash_Start, the TPM will flush a context (v
in order ta_¢reate the Event Sequence context.  TPM_Hash_Data is used to update the H
bequence_context and _TPM_Hash_End completes the sequence. The digest or digests co
he H-CRTM Event Sequence will be extended into the PCR designated by the relevant p
specification. A platform-specific specification may allow an H-CRTM Event Sequence bg

after TH

ktend to
1 bank,
d be no

native way to record log entries is to input the full log entry to-the TPM rather than performing the

orithms
Events
Start(),

digests

rn a list

f a
e). The

buffer.
context
endor's
-CRTM
mputed
atform-
pfore or

3|\/I?_Qtr-\rt|||n() An H-CRTM Event Inrinr ta TDM?_ernlln() affects D(‘F\’[ﬂ] After TDI\/I?_Q

artup(),

an H-CRTM Event affects PCR[17].

17.5 Selecting Multiple PCR

TPM2_PCR_Event() implicitly selects all PCR with the same index. Some commands allow the selection
of multiple PCR in different banks. When a command allows multiple PCR to be selected, a list of
selectors is used. Each entry in the list consists of an algorithm ID followed by a bit array. Each bit in the
bit array corresponds to one PCR. If a bit is SET, then the indicated PCR in the bank corresponding to the

algorith
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EXAMPLE 1 TPM2_PCR_Read(), TPM2_Quote(), and TPM2_PolicyPCR() are commands allow the caller to make
arbitrary selections of PCR in multiple banks.

The bit correspondence to PCR is that the bit corresponding to PCR[n] is the (n mod 8) bit in the
| n/8] octet of the array.

EXAMPLE 2 An array to select PCR[0] and PCR[13] in a TPM with 16 PCR would be 01 20,¢. The bit for PCR[0]
is the 0 mod 8 = 0" bit in the L0/8] = 0™ octet (the octet with the 015 value) and the bit for PCR[13]
is the 13 mod 8 = 5™ bit in the | 13/8] = 1* octet (the octet with the 20,6 value).

The list of selectors is processed in order. The selected PCR are concatenated, with the lowest numbered
PCR in the first selector being the first in the list and the highest numbered PCR in the last selector being
the las

TPM2_|PCR_Read() returns a list of PCR values that correspond to the PCR selected in the.selegtor list.
TPM2_Quote() and TPM2_PolicyPCR() digest the concatenation of PCR.

It is not an error for the PCR selection to indicate a PCR that is not implemented in_a bank. No yalue is
includef in the concatenation of PCR for an unimplemented PCR. It is an error if'the algorithm ID|selects
a hash [algorithm that is not implemented.

17.6 Reporting on PCR

17.6.1| Reading PCR

TPM2_PCR_Read() reads the current values of a selection of PCR. For this command, th¢ caller
indicatgs a list of PCR to be read using a PCR selection:structure. This structure is an array of listg. Each
array entry has a hash identifier and a bit field. The hash'identifier indicates the bank of PCR, and the bit
field indicates the PCR being selected in the bank.

In the response, the TPM provides a PCR selegtion structure and a list of PCR values. The PCR sglection
structufle indicates the PCR that are presentin the return structure. The size of the requested retyrn data
structu:le may not fit in the available TPM, output buffer. In that case, the list of PCR values is truncated,
and thg response PCR selection structure indicates the PCR that were returned. If the returned sfructure
does npt contain all of the PCR,.thecaller may modify the selection structure and make another read
request to get additional PCR values.

Since the PCR may changé:petween the calls to collect the full set of PCR of interest, the TPM rgturns a
counteff that increments” on most invocations of TPM2_PCR_Extend(), TPM2_PCR_I[Event(),
TPM2_[EventSequeneeComplete(), or TPM2_PCR_Reset() (see 17.9 for exemptions). If this founter
value ghanges between calls, the sequence may need to be repeated until the desired PCR|are all
returned with na"change to the counter value.

17.6.2 | “Attesting to PCR

In some cases, it is necessary for selected PCR to be in a specific state. When indicating that state, it is
not desirable to have to list the contents of each PCR. Instead, a digest of a concatenation of PCR (a
composite PCR digest) will indicate the current contents of all of the PCR of interest.

The PCR to be included in the composite digest are selected by the same type of structure used for
TPM2_PCR_Read(). The selection structure is first filtered so that unimplemented PCR are not in the
selection structure. Then, a composite digest of all of the selected PCR is created. Finally, the filtered
selection structure and the composite digest are hashed to create the final digest value. That digest may
be compared to a required digest (TPM2_PolicyPCR()) or returned in an attestation (TPM2_Quote()).
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17.7 PCR Authorizations

17.7.1 Introduction

TPM2_PCR_Reset(), TPM2_PCR_Extend(), TPM2_PCR_Event(), and TPM2_EventSequenceComplete()
require authorization for the PCR being modified. The type of the authorization may differ based on the
PCR being modified. A PCR may be defined as having a fixed, EmptyAuth; a variable authValue; or a
variable authPolicy.

The authorization (authValue or authPolicy) for a PCR may apply to a set of PCR. That is, several PCR
may be designated as using the same authorization value so that changing the authorization value
(authValue or authPolicy) of any PCR in the set will change the value for all PCR in the set. A setjof PCR
that ar¢ authorized by an authValue are in an authorization set. A set of PCR that are authaorize¢l by an
authPolicy are in a policy set.

The tyge of authorization associated with each PCR is fixed by a platform-specific spéecification. Fpr each
set, thg platform-specific specification defines the PCRs that are in the set. A PCRJshould not be |n more
than orle policy set or one authorization set.

A PCR| may be in both a policy set and an authorization set. If it is in<both, the only way to tse the
authValue of the authorization set is with a policy that contains® TPM2_PolicyAuthVallie() or
TPM2_PolicyPassword().

An indication of the PCR in an authorization set may be read Gsing TPM2_GetCapability(capability ==
TPM_QJAP_PCR_PROPERTIES, property == TPM_PT_PCR~AUTH) and the PCR in a policy set may be
read |using TPM2_GetCapability(capabilty == TPM CAP_PCR_PROPERTIES, propefy ==
TPM_HAT_PCR_POLICY).

NOTE 1 The reference implementation only provides support for one set of each type. If additional [sets are
needed, the property types for TPM_E€AP_PCR_PROPERTIES could be extended.

NOTE 2 If a PCR is in multiple policy or.aathorization sets, the TPM will use the policy or authorizatign of the
lowest numbered set. That s, the set with the Ilowest TPM_PT_PCR_POL|CY or
TPM_PT_PCR_AUTH property.

To authorize a PCR, the correct authorization type is required, which will depend on the authorization set

of a PQR. In all cases, The EmptyAuth value may be provided in either an HMAC session using |a zero-
length authValue in the HMAC calculation or as a zero length password.

17.7.2| PCR Not in a-Set

If the PCR is in pe'set, then the authorization may only be with an EmptyAuth value.

17.7.3 | Authorization Set

If the PCR is in an authorization set, then the authValue of the PCR is provided either with an HMAC
session or in a password. When a PCR has a fixed, EmptyAuth value, an authorization session is still
required.

When a PCR has a variable authValue, that authValue is reset to an EmptyAuth on each

STARTUP(CLEAR). It is preserved across STARTUP(STATE). A variable authValue may be changed
using TPM2_PCR_SetAuthValue() by an entity with knowledge of the authValue.
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17.7.4 Policy Set
An authPolicy for a policy set has both a hash algorithm and a digest value.

If the hash algorithm for the authPolicy is TPM_ALG_NULL, the policy has not been set. This uninitialized
policy set will use an EmptyAuth.

If the digest algorithm for the policy is not TPM_ALG_NULL, then the policy set is an initialized policy set.
If the PCR is in an initialized policy set, then the authorization may only be given with a policy session.

The hash algorlthm for all poI|cy sets is set to TPM_ALG_NULL by TPM2 ChangePPS() The algorithm
P n entity

If an HMAC session or a password is used for a PCR in an initialized policy set, then the “TPM wi|l return
an errof (TPM_RC_AUTH_TYPE). If a policy session is used for a PCR that is not in-an initializedl policy
set, then the TPM will return an error (TPM_RC_POLICY_FAIL). Neither of theseytwo failureg would
cause an update of the dictionary attack protection.

17.7.5| Order of Checking

When determining the correct type of authorization for a PCR, the TENrwill use the authorization|type. If
the authorization is a password or HMAC session, The TPM will*check to see if the PCR if in an
authorization set.

17.8 PCR Allocation

A TPM may support reallocation of the PCR by the" platform. To change the allocation of PCR, the
platform would use TPM2_PCR_Allocate(). The\ allocation structure has a PCR selection fgr each
implemented hash algorithm. To allocate a PER in a bank, the corresponding bit would be SET in the
selectign for that bank.

The [TPM2_PCR_Allocate() changes to PCR allocation take effect upon thel next
TPM2_[Startup(TPM_SU_CLEAR) and persist until the next TPM2_PCR_Allocate().

NOTE 1 Because of RAM limitations, an implementation might not allow arbitrary allocation of PCR|within a
bank. This does, not create a deployment issue as the platform is expected to be able to maage the
TPMs thatywould be attached to that platform.

An allocation may nat.be made for PCR if the attributes for the PCR are not defined by the platform-
specifid specification of that TPM.

NOTE 2 The attributes for a PCR include the Startup() initialization value, the locality for reset, |and the
locality for extend.

There IS a requirement that a bank exists for each hash algorithm but there 1S no requirement that the
bank have any PCR (that is, all selection PCR selection bits for the bank may be CLEAR).

It is a valid implementation for the TPM to ship with a specific PCR allocation that is not changeable. If the
TPM does not allow the changing of the allocation, it would not implement TPM2_PCR_Allocate().

17.9 PCR Change Tracking
To support the use of PCR in policy the TPM maintains a pcrUpdateCounter. In general, this counter is

incremented each time a PCR is modified (either extended or reset). This counter is used when a policy
requires that PCR have a specific value (see 19.7.6.6).
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A platform-specific specification may designate that updates of selected PCR will not cause a change to

pcrUpd

ateCounter.

A bitmap of the PCR that can be updated without changing pcrUpdateCounter can be read with
TPM2_GetCapability(capability == TMP_CAP_PCR_PROPERTY, property == TPM_PT_PCR_NO_INCREMENT).

17.10

Other Uses for PCR

The PCR-related commands defined in this library cover common use cases. Platform-
specifications define PCR attributes that control this behavior and describe how PCR should be used by
external software.

EXAMP

Howev
specifig
may ddg
commu
PCR.

EXAMP

EXAMP

NOTE

This dg
operate

specific

E1l Example use cases supported by PCR-related commands in this library are logging of‘com
during boot or a runtime-switch in the TCB.

br, PCR are designed for more generalized representation of platform state, and platform-|
ations may define additional PCR behaviors that capture this. Generally, a platform spec
fine a PCR to represent any value that is authoritatively known by the TRM-or has been g
nicated to the TPM. ISO/IEC 11889 demands no particular behavior or value-semantics f

E2 A TPM for a “trusted lock” might define a PCR that has valuge' of zero to indicate that g
closed, and one to indicate that a door is open.

E3 A virtual-TPM specification might define a PCR that has.a value that represents some chara
of the virtual machine that is issuing the TPM commanhd..

A PCR can "represent" a value either by having the PCR set to that value or by having

extended with the value. In the case of the\"trusted lock," it is more likely that the PC
contain either a zero or one to represent the state of the lock than that each change to theg
extended to a PCR.

es not mean that the platform-specificiworking groups are allowed to define new comm
on PCR.

ponents

specific
fication
ecurely
pr such

door is

cteristic

he PCR
R would
lock be
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© 1SO/

IEC 2015 — All rights reserved

85


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

18 TPM Command/Response Structure

18.1 Introduction

A command is a TPM Protected Capability that indicates an operation to be performed by the TPM. It
contains from one to five components, in the following order:

1) a command header that indicates the overall size of the command, the command code, and a tag
indicating whether the Authorization Area is present;

2) a command-dependent number (zero to three) of handles identifying the Shielded Locations with/on

wh
3) a3
4) an

NO

5) ac
A respd
1) ar

ind
2) ag

wh
3) a3
4) ac
5) an

NO

As with
the ass

The or
TPM cq
its aut
comma
comma

ch the command (Protected Capability) operates;
P-bit value indicating the size of the Authorization Area;

Authorization Area containing one to three session structures; and

[E 1 Components 3 and 4 always occur together. The authorization size parameter is not p
there are no sessions in the Authorization Area.

bmmand-dependent parameter area containing qualifying information for the command.
nse contains
esponse header that indicates the overall size of the response, the response code, an

cating whether the Authorization Area is present;

ommand-dependent number (zero or one) of handles identifying the Shielded Locations
ch the command (Protected Capability) operates;

P-bit value indicating the size of the parameter,area,;
bmmand-dependent parameter area containing the values produced by the TPM; and

Authorization Area containing one to,three session structures.

[E 2 Components 3 and 5 always occur together. That is, if the Authorization Area is empty
bit value for the parameter size will not be present.

the command, the formats’for the remaining areas of the response are dependent on the
pciated command cade. The session and parameter area order are reversed in a response

jering of authorization structures and command-dependent parameters is intended to m
mplexity. Insa:command, the authorization structures are first in order that the TPM can g
horization-digests from the command-dependent parameters as they arrive. In a re

nd-dependent parameters prior to generating its authorization digests.

esent if

1 a tag

with/on

the 32-

alue of

inimize
bnerate
sponse,

nd-dependent parameters are first in order that the TPM can use the output buffer to assenmble the

NOTE 3

time so
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skipping around in the data structure was not an issue. In some anticipated implementations, this
will not be the case and the processing of a command or response will need to be more linear.
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For tables in ISO/IEC 11889, the separators indicating the demarcations between the header, handle,
authorization, and parameter components are shown in Table 5.

Table 5 — Separators

Separator Meaning

This type of separator is followed by one or more handles.

In a command, this type of separator is followed by a 32-bit
value indicating the number of octets in the Authorization Area.
In a response, it is followed by a 32-bit value indicating the

number of parameter octets (present only if tag for
command/response is TPM_ST_SESSIONS).

TPM_ST_SESSIONS).

This type of separator is followed by one or more session
structures (present only if tag for command/response is

This type of separator is followed by one or more parameters

Figure
exampl

NOTE
also be used for audit or parameter encryption.

header

{ handles }
Number of handles is command-dependent
and may be zero

{ authorizationSize }

{ Authorizatioen“*Area }

One or more/sessions
S0 ——— |
{sparameters }

Contents,ate, commandCode-dependent

Figure~20 — Command Structure

Not all sessions in the Authorization Area are required to be used for authorization. Sessi

header

{ handles }

Number of handles is command-dependemnt
and may be zero

{ parameterSize }
P ——

{ parameters }
Contents are commandCode-dependent

{ Authorization Area}
One or more sessions

Figure 11 — Response Structurs
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18.2 Command/Response Header Fields

18.2.1 Introduction

A command or response header always contains three values, displayed in Figure 12.

tag

commandSize or responseSize

commandCode or responseCode

Figure 12 — Command/Response Header Structure

18.2.2 | tag

A tag ip present in all commands sent to the TPM and in responses received from,the TPM. The tag
indicates whether a command is formatted according to ISO/IEC 11889 (first edition) or ISO/IEC 11889. If
the lattgr, the tag indicates if any session data is present.

Table { lists the tag values used for commands and response defined in ISO/IEC 11889.

NOTE The tags for commands defined in ISO/IEC 11889 indicate“only whether the command usep one or
more sessions, and do not indicate the number of sessians' present in the Authorization Ar¢a. Each
session structure that uses a variable session hapdle)follows the same format, which gould be
parsed to find the start of the next session.

Table 6 — Tag\Values

Value Description

TPM_9T_NO_SESSIONS This value indicates that the command or response is formatted according
to ISO/IEC 41889 and that the Authorization Area is empty. It is used in a

responselif the command used this tag or if the command did not conplete
successfully.

TPM_ST_SESSIONS This-value indicates that the command or response is formatted according
t0 ISO/IEC 11889 and that the Authorization Area contains one or mpre

authorizations. It indicates that the authorizationSize value is present; in a
response, it indicates that the parameterSize value is present.

18.2.3| commandSizelresponseSize

The commandSizefresponseSize value indicates the total number of octets of this command/re$ponse,
starting with the\first octet of tag.

18.2.4 | n\é@mmandCode

The commandCode appears only in the command to the TPM. It indicates the operation that the TPM
should perform and the formats of the handle and parameter areas for the command and response. The
commandCode parameter is included in the command parameter hash (cpHash) and the response
parameter hash (rpHash).

18.2.5 responseCode

The responseCode appears only in the response from the TPM. A responseCode of
TPM_RC_SUCCESS (zero) indicates that the TPM has successfully completed the command and,
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depending on the command format, that the handle, parameter, and authorization components are
present.

A non-zero responseCode indicates an error or fault. In this case, tag will be TPM_ST _NO_SESSIONS,
and responseSize is 10, indicating that no octets follow the responseCode. No handle, parameter, or
session response components are present.

18.3 Handles

Handles are TPM-assigned values that let the caller indicate the TPM-resident structure that a command
is to manipulate. That is, the handle identifies the Shielded Location with/on which a Protected Capability
is to operate. Some TPM commands require no handles.

EXAMPLE 1 TPM2_Startup() is a command that requires no handles.

The number of handles in the command and in the response is implied by the cominfandCode] It also
indicatgs the command handles that have an associated authorization sessionsHandles that [require
authorirzation in an associated authorization session are listed ahead of handlés that do not Have an
associdted authorization session.

EXAMPLE 2 TPM2_ObjectChangeAuth() has two handles, one (objectHandle) that uses an authorization [session,
and one (parentHandle) that does not. The standard commangd' syntax dictates that obje¢tHandle
occur first.

A respgnse may have handles only if the responseCode is TPM,_RC_SUCCESS.

The ar¢hitectural limit for the number of handles in the handle area is seven. This limit is determjned by
the err@r-reporting scheme.

NOTE No currently defined command uses mere’/than three handles.

18.4 Rarameters

The commandCode indicates the structure of the optional handle and parameter areas. The confents of
these parameter areas differ farccommands and responses. Some TPM commands require no
paramdters.

EXAMPLE 1 TPM2_Clear{) is. an example of a TPM command that requires no parameters.

All pargdmeter values ahd'the commandCode are included in the cpHash or rpHash. authorizationSize is
not included in the epklash, and parameterSize is not included in the rpHash.

NOTE 1 If a parameter is encrypted, it is included in the cpHash/rpHash after encryption.

A respgnse may have parameters only if the responseCode is TPM_RC_SUCCESS.

The architectural limit for the number of parameters in the handle area is 15. This limit is determined by
the error-reporting scheme.

NOTE 2 This is the limit of parameters in the parameter list, not the number of values that may be in the
parameter area. If a command needs more than 15 parameters, a new structure could be defined
that encapsulates two or more of those parameters into a single structure, which may then be
unmarshaled as a unit. The only loss is that error reporting might not provide as much detail when a
compound parameter has an error.

As specified in clause 21, for a command or response parameter to be encrypted, it must be the first
parameter and it must be a TPM2B type.

© ISO/IEC 2015 — All rights reserved 89


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

NOTE 3 In order to encrypt more than one parameter, they are encapsulated in a TPM2B making them a
single parameter.

EXAMPLE 2 The TPM2B_SENSITIVE_CREATE is the first parameter to TPM2_CreatePrimary(). The data member,
TPMS_SENSITIVE_CREATE, has two members, a TPM2B_AUTH and a TPM2B_SENSITIVE_DATA.
The encapsulation of them in the TPM2B_SENSITIVE_CREATE permits both to be encrypted.

18.5 authorizationSize/parameterSize
These values are only present if the tag of the command/response is TPM_ST_SESSIONS.
In a command, the authorizationSize indicates the number of octets in all of the authorization structures in

the Authorization Area of the command. authorizationSize does not include the four octets| of the
authorizationSize value. The minimum value for authorizationSize is 9.

NOTE 1 The maximum value depends on the size of the largest digest produced by any hash.impleménted on
the TPM.
NOTE 2 The driver and the TPM use the authorizationSize field to determine the*number of authofizations

After authorizationSize bytes have been processed, there are no more authorizations.

In a regponse, parameterSize indicates the number of octets in the parameter area of the response and
does not include the four octets of the parameterSize value. parameterSize*may have a value of zero.

authorigationSize is not included in cpHash, and parameterSize is notincluded in the rpHash.

18.6 Authorization Area

18.6.1 | Introduction

The Authorization Area is present in a command“only if tag for the command is TPM_ST_SESSIONS. If
present, the Authorization Area will contain:

e zerp, one, or two authorizations (session or password);

e an pptional session used for decrypting data sent to the TPM,;

e an pptional session used for'enAcrypting data sent by the TPM; or
e an pptional session used-for auditing.

If tag i TPM_ST_SESSIONS, then the Authorization Area will have at least one but no more thgn three
authorization/session:blocks. If tag is TPM_ST_NO_SESSIONS, then there is no Authorization Arga.
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The number of authorization sessions that a command will have is indicated in the command schematic in
ISO/IEC 11889-3. If a handle in the handle area has the "@" decoration, then an authorization session is
required be present (an authorization session being either a password, a policy session, or an HMAC
session).

The authorization sessions occur in the order of the associated entity handles. That is, the first handle

with an

"@" decoration will be associated with the first session in the Authorization Area.

Other sessions may be added to the Authorization Area. Those sessions may be designated as being for
encryption, decryption, or audit; in any combination, in any order. However, in a single command, only
one session is allow to have the encrypt attribute, one session is allowed to have the decrypt attribute and

one se
A singl
is, if a
the end

but aut
SET in

NOTE 1

The co

ESTOTT TS attowetd to rave theaudit attribote:

b session may be used for authorization, encryption, decryption, and audit at the same tim
5ession has one handle with the "@" decoration, the associated authorization session ma
rypt, decrypt, and audit attributes all set. A password authorization may not he, used for g
norization and the TPM will return an error (TPM_RC_ATTRIBUTES) if encrypt) decrypt, or
a password authorization.

If an authorization session has encrypt, decrypt, and audit all SET, thenh the command can o
one authorization session.

mbinations of attributes allowed for each session are summarizedin Table 7

Table 7 — Use of Authorization/Session Blocks

Position password authorization- | *encryption | decryption audit
authorization®® | session®® Y session® | session® | session®
1 v v v v v
2 v v v v v
3 v v v
NOTE 1 A password authorization can not be used for encryption, decryption, or
audit.
NQTE-2 An HMAC authorization session can be also be used for encryption,

decryption, and audit and a policy authorization session can also be used
for encryption and decryption.

e. That
y have
nything
audit is

hly have

© 1SO/

NOTE 3 Only one session can be designated as being used for encryption.

NOTE 4 Only one session can be designated as being used for decryption.

NOTE 5 Password authorization sessions and policy sessions cannot be used for
audit.

NOTE 6 Authorization sessions come before sessions used only for encryption,

decryption, or audit
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In ISO/IEC 11889-3, the schematic for each command will indicate if it has handles and if use of those
handles requires authorizations. If there is an at symbol ("@") character in front of the handle name, then
use of the TPM resource associated with the handle requires authorization and an authorization (session
or password) will be present. An authorization will be present for each TPM resource that requires
authorization (each handle with an "@"). An additional indication that a handle requires authorization is
that, in the "Description” column of the command schematic, each handle has an "Auth Index:" entry. If
that entry says "None", then no authorization is required. If that entry is followed by a number, then the
number indicates the order of the associated authorization in the list of authorizations.

NOTE 2 Currently, no command requires more than two authorizations.

authorirations/sessions. They may then be followed by other sessions used for encryption, decrygtion, or
audit.

If a command—reguires—authorizations then—those—authorizations—will—be—first —in—the— list of
HRRaRc—requH atHOHAAHORS—HeR— SHHROHAAHOR 2 HS—HR—

If the nesponseCode is TPM_RC_SUCCESS, the response has the same number_of sessiong in the
same grder as the request. Otherwise, no authorization or audit sessions are present;

18.6.2 | Authorization Structure

18.6.2J1 Command

In a command, each authorization structure has the format shown iq Figure 13.

A four-octet value indicating the session number associated with this

session handle data block (will be TRM_RS_PW for a password authorization)

size field A two-octet value indicating the number of octets in nonce
nonce If present, an'octet array that contains a number chosen by the caller
session attributes A single ©ctet with bit fields that indicate session usage
size field A two-0Octet value indicating the number of octets in authorization

If present, an octet array that contains either an HMAC or a password,

authorization depending on the session type

Figure 13 — Authorization Layout for Command

18.6.2J2 Respanse

In a regponse,each session structure has the format shown in Figure 14.

- A TWO-OCIet value indicating the number of OCtets in nonce (will be Zero
size field L
for a password authorization)
nonce If present, an octet array that contains a number chosen by the TPM
session attributes A single octet with bit fields that indicate session usage
size field A two-octet value indicating the number of octets in acknowledgment
acknowledgment If present, an octet array that contains an HMAC

Figure 14 — Authorization Layout for Response
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Clause 19.6.7 describes the methods for creating an authorization session.

18.6.3 Session Handles

Session handles are specified in 15.4. They identify the session being referenced by a specific session

structure.

For a given command, the handle associated with a specific HMAC or policy session may occur only once
in the Authorization Area. The handle representing a password authorization (TPM_RS_PW) can occur

multiple times.

18.6.4 | Session Attributes (sessionAttributes)

Each sgession has a sessionAttributes octet to indicate how the session is to be applied.Table 8 ¢
the meaning of the fields in this octet.

Table 8 — Description of sessionAttributes

xplains

Attribuge

Meaning

continugSession

This attribute is used to indicate to the TPM if the session is-to, remain 'active' when the ¢
completes. If this attribute is CLEAR in the command and‘the command completes suc
(TPM_RC_SUCCESS), then the session will be flushed from TPM memory and the as
session handle will be available to be assigned to new-sessions.

When the TPM responds, it will echo this attributedoe indicate that the session remains ope

The primary purpose of this attribute Jis\to eliminate having to do explicit
(TPM2_FlushContext()) of a session when_it iS.no longer used. Having this bit CLEAR on
use of the session will end it and reclaim thesTPM resources assigned to this session.

For a password authorization, this aftribute has no effect, as there are no TPM rqg
associated with a password authpfization. This attribute will always be SET in a r
associated with a password authgrization.

If the audit attribute is SET, thén this attribute should also be SET since the audit data wi
if the session is flushed.

mmand
cessfully
sociated

n.
flushes

the last

sources
psponse

| be lost

decrypt

This attribute is used to indicate to the TPM that the secrets associated with the session 3
used to decrypt thecfirst parameter of the command (the session-based encryption sc
defined in clause 21). The parameter will be decrypted after the HMAC computati
successfully completed.

This attribute\may only be SET in a command that has a sized buffer as its first parameter|

This attribute is required to be CLEAR in a password session. If SET in a password sessi
the TPMwill return an error because there is no session key for the decrypt operation

This-attribute is echoed by the TPM in the corresponding session in the response

re to be
heme is
pns are

on, then

This attribute may only be SET in one session per command. A session with this attribyte does

not need to be associated with an entity identified in the handle area. That is, the session
added just for using the session's secret for parameter decryption.

may be

This attribute can be SET in combination with any other session attribute and any sessipn type,
nctoding TPM—_SE_TRIAL
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Attribute

Meaning

encrypt

This attribute is used to indicate to the TPM that the secrets associated with the session are to be
used to encrypt the first parameter of the response (the session-based encryption scheme is
defined in clause 21). The parameter will be encrypted before the TPM performs the HMAC
computations for any of the sessions.

This attribute may only be SET in a response that has a sized buffer as its first parameter.

This attribute is required to be CLEAR in a password session. If SET in a password session, then
the TPM will return an error because there is no session key for the encrypt operation.

This attribute is echoed by the TPM in the corresponding session in the response.

This attribute may only be SET in one session per command. A session with this attribute does
not need to be associated with an entity identified in the handle area. That is, the session may be

added just for using the session's secret for parameter decryption.

This attribute can be SET in combination with any other session attribute and any-sessipn type,
including TPM_SE_TRIAL.

audit

This attribute indicates that the session is being used for audit. A digest.is maintained in the
session context and is updated each time the session is used with a command and audit i$ SET.

This attribute does not need to be SET in every use of the session but the TPM will only update
the audit data when the session is used with this attribute SET.

This attribute has no meaning for a password authorization and isfrequired to be CLEAR.

This attribute is not allowed to be SET in a policy or trial peliey session. This is becguse the
context of the policy session would have to increase in order'to hold the additional audit digest.
This is significant overhead and, rather than require the .additional memory in policy sessipns, use
of audit is restricted to HMAC sessions.

After an HMAC session is started (TPM2_StartAuthSession(sessionType = TPM_SE_HMAC), this
attribute may be set in any subsequent use of the\session. On the first use of the session with this
attribute set, the TPM will initialize the auditdigest to 0...0 and then extend the cpHask for the
command and then extend the rpHash for the command.

This attribute will be echoed by the TPM'in-the response.

This attribute may be used in comhjpation with any other session attributes but only one|session
in each command may have this attribute SET.

auditEx¢lusive

This attribute is use to restrictCise of an audit session. When this attribute is SET, the TPM will
validate that the session has-been used for all auditable commands since the audit sequephce was
started.

If the session was used-for all auditable commands, then it is said to be "exclusive"(see(20.2 for
explanation of exclusive audit sessions).

If this attribute iSsSET and the session is exclusive, then the command will execute. Otherwise,
the TPM willtfail' this command to indicate to the caller that some TPM actions were not |ncluded
in the audit sequence.

Evaludtion of the exclusive status is done at the start of the command. A session does n¢t obtain
the ‘exclusive status until the end of the command (this prevents a session from bgcoming
exclusive if the command fails). The implication of this processing is that, if this attribute i$ SET in
the command that starts the audit sequence, the command will fail because the sessionf{has not
yet become exclusive.

In a response, this attribute will be SET if the session has exclusive status. When a sessign is first
used as an audit session this attribute will be SET in the response as no command has gxecuted

without this sessiorsince thestart of thesequerce:

This attribute may only be SET when the audit attribute is SET which excludes this attribute from
being SET on a password authorization or a policy session.
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Attribute Meaning

auditReset This attribute allows the caller to restart an audit sequence with a session that has previously
been used for audit. If the associated command completes successfully, the TPM will initialize the
session audit hash with 0...0 before Extending the cpHash and the rpHash. The response will
have the exclusive attribute SET.
This attribute may only be SET if audit is SET.
The TPM will echo this attribute in the response.

NOTE 1 For the continueSession attribute, "echo" means that the value of a session attribute will be the same in the response

as it was in the command.
NOTE 2 For the auditExclusive attribute, an audit sequence is started when the audit digest is reset to 0...0. The audit digest is

set to 0...0 when the session is first used as an audit session and when the audit digest is reset (see the description of

the auditReset attribute above).

18.7 Command Parameter Hash (cpHash)

The command parameter hash (cpHash) is used in the computation of a command-authorization| HMAC
and is included in the digests of session and command audits (depending on therpelicy, the cpHash may
also bg used in the authorization). The cpHash is computed from the parameters of the comnjand as

follows

cpHash == Hyessionalg (commandCode {|| Namel {|| NameZ2 {|| Name3 }}} {|| parameters })| (16)

where
Hisessionalg hash function using the algorithm selected for the session wher} it was
initialized
commandCode command code for thercommand
Namel unique identity of\the entity associated with the first handle
Name2 unigue identity of the entity associated with the second handle
Name3 unigque.identity of the entity associated with the third handle
parameters remaining command parameters

18.8 Response Parametér Hash (rpHash)

The regponse parameterjhash is used in the computation of a response acknowledgment HMAQ and is
includef in the digestief session and command audits. The rpHash is computed from the parameters of

the response as follows:

rpHash = Hgessionaig (responseCode || commandCode {|| parameters }) a7
where
Hisessionalg hash function using the algorithm selected for the session when it was
initialized
responseCode command result code
commandCode the commandCode from the command
parameters response parameters

The contents of the handles area of the response are not included in the rpHash.
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NOTE An rpHash needs to be computed only when the responseCode is TPM_SUCCESS, which means
that it is redundant to include the response code. It is retained for legacy reasons.

18.9 Command Example

Table 9 shows an example of a command schematic used in ISO/IEC 11889. The command has two
object handles (handleA and handleB). The "@" on the handleA name indicates that use of the entity
associated with the handle requires authorization. The command has at least one session to authorize
use of handleA. It will not have a session for use of handleB. The Authorization Area may have an
additional audit session and a session used only for parameter encryption. Since one session is required,
tag is TPM_ST_SESSIONS, and the authorizationSize field is present.

Although they are not shown in the command schematic, the authorizationSize value'.@nd the
Authorigation Area would be present in the command buffer, and be located between-‘handleB and
dataSiZe.

NOTE: The Authorization Area is not shown with the command schematic because @b, single repregdentation
is possible.

The command and response tables have three columns.
1) Type — This column indicates the data type of the parameter passed to the TPM in a command or

recgived from the TPM in a response.

2) Napne — This column indicates the name of the parameter. This'name is referenced in the description
of the command that precedes the command table and in¢the detailed actions of the commgnd that
follpws the response table.

3) Description — This column provides a limited description of the parameter and indicates the gossible
options for the command.

EXAMPLE 1

Table 9 — Command Layout for Example Command

Type Name Description
TPM_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CG commandCode TPM_CC_Example

handle to use for one object of
the command

Auth Index: 1
Auth Role: USER

TRM_HANDLE @handleA

handle to use for the second
TPM_HANDLE handleB object

Auth Index: None
|

UINT32 dataSize example data size

OCTET data[dataSize] example data
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Table 10 illustrates all command octets for the command in Table 9. In this example, the nonce size is 20
octets and the authorization HMAC is computed using SHA256. The values in shaded cells are not shown
in the ISO/IEC 11889-3 schematic of the command but are included in the command data sent to the

TPM.

EXAMPLE 2

Table 10 — Example Command Showing authorizationSize

18.10 Response Example

Table 11 shows an example schematic as it would appear in ISO/IEC 11889-3. The example
responge sent from the TPM after successful completion of the example command in Table

Offset Size | Parameter Value
0 2 tag TPM_ST_SESSIONS
2 4 cOmmMandSiz 200-<-size-R-ectetsof-th e
6 4 commandCode TPM_CC_Example
10 4 handleA < avalid TPM resource handle>
14 4 handleB < avalid TPM resource handle>
"8 | 4 | authorizatonsize | 61<size of the authorization session 0
22 4 authHandle < avalid TPMI_SH_AUTH_SESSION >
26 2 nonceCallerSize 20 < size of nonce >
28 20 nonceCaller < a 20-octet random value®
48 1 sessionAttributes (continueSession=1)
49 2 hmacSize 32 <size of HMAC>
51 32 HMAC < a 32-octet HMAC value based on SHA256>
83 2 dataSize 32 <size of the buffer >
85 124 data[dataSize] < 124 octet buffer >
209

responge has the same number of sessions in the same order as did the command.

EXAMPIE

Table 11 — Response Layout for Example Command

Type Name Description

TPM_TAG tag TPM_ST_SESSIONS

UINT32 responseSize

TPM_RC responseCode response code of the operation
TPM_HANDLE handle not included in the rpHash
UINT32 dataSize size in octets of the following data
OCTET data[dataSize] a returned block of information
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Table 12 illustrates the full response for the command in Table 9. As in the command, the nonce size is
20 octets and the acknowledgment HMAC is computed using SHA256. The values in shaded cells are not
shown in the ISO/IEC 11889-3 schematic of the response but are present in the response data from the
TPM.

Table 12 — Example Response Showing parameterSize

Offset Size Parameter Value
0 2 tag TPM_ST_SESSIONS
2 4 responseSize 203 < size in octets of the response >
6 4 responseCode 0 < success >
10 4 handle < avalid TPM_HANDLE >
PR e R ey
18 4 dataSize 124
22 124 data[dataSize] < 124 octet buffer >
146 2 nonceTpmSize 20
148 20 nonceTPM < a 20-octet random value >,
168 1 sessionAttributes (continueSession=1)
169 2 hmacSize 32
171 32 HMAC < a 32-octet HMAC value based on SHA256 >
203
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19 Authorizations and Acknowledgments

19.1 Introduction

Many commands to the TPM reference TPM-resident structures, and use of these structures may require
authorization. This authorization is provided in structured data that follows the command data. When an
authorization is provided to a TPM, the TPM will provide an acknowledgment.

To provide flexibility in how the authorizations are given to the TPM, ISO/IEC 11889 defines three

authorigatiommtypes:

1)
2)
3)

pagsword;
HMAC; and

pollcy.

Depending on the command, zero, one, or two authorizations may be required. In a command, the
authorizations follow the handles and in a response, the authorization,replies follow the regsponse

paramadters. The command definition indicates how many authorizations are'required.

19.2 Authorization Roles

For eagh object and NV Index, there is a set of operations that'can be performed on or with that opject or
NV Index. The operations are divided into groups, based on the impact of the operation on the object. To
perform an operation with or on an object in a group,.the authorization specific to that group must be
provided. When performing an operation in one of the."groups, the caller is acting in a specific rple with

respect to that object.

The TPM supports three different authorization,roles:

1)

2)

USER - this authorization role is used for the normal uses of a key. Methods are defined fo allow
USER role authorization to be provided either with an authorization value (authValue) or a policy. If
usgrWithAuth is SET then USERrole authorization may be provided with a password authorization or
an HMAC session. If userWithAuth is CLEAR, then a password and HMAC authorizations may not be
usqd to provide USER role ‘authorizations. A policy session that satisfies the authPolicy of the entity
may be used regardl€ss of the setting of userWithAuth.

EXAMPLE 1 Examples of normal use of a key are signing with a signing key or loading the child of a|Storage
Key.
NOTE 1 For USER role, an authPolicy is satisfied when the policyDigest of a policy session matghes the

value of the authPolicy value of the object.

NOH=

o

Huse—of-an—obiectis—tobe—gatedbased—orPRCRvaldes—a—poleysessionis—used{seel19.7 |
H—Se—e+—a—654 =S5t e—gateaBaSee—oH— oS SSHHSHSEee—S . .

AL A
the intent is that different Users have access to the object but only if the PCR are correct, then
it is likely that authorization with the authValue will be disabled; otherwise, the caller could
circumvent PCR protections simply by providing the authValue.

ADMIN - the object Administrator controls the certification of an object (TPM2_Certify() and
TPM2_ActivateCredential()) and controls changing of the authValue of an object
(TPM2_ObjectChangeAuth()). When an action requires ADMIN role authorization, that authorization
may be provided using the authValue of the object if the adminWithPolicy attribute of the object is
CLEAR. As with USER role authorization, ADMIN role may always be provided with a policy session
as long as the policy session satisfies the authPolicy of the object.
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NOTE 3 For ADMIN role, an authPolicy is satisfied when policySession—policyDigest matches the value
of the authPolicy value of the object and policySession—-commandCode matches
commandCode for the authorized command.

EXAMPLE 2 If the adminWithPolicy attribute of an object is SET, and if no branch in the object's policy
equation contains TPM2_PolicyCommandCode(TPM_CC_Certify), then certification of that key
cannot occur.

3) DUP - this authorization role is only used for TPM2_ Duplicate(). If duplication is allowed,
authorization must always be provided by a policy session and the authPolicy equation of the object
must contain a command that sets the policy command code to TPM_CC_Duplicate.

19.3 Physical PTesSence Authorization

Authorigation for some commands requires that it be provided with Platform Authorization-'Authgrization
for sonlze other commands allows use of either Platform Authorization or Owner Autharization (Most of
these gommands cause persistent state change of the TPM). For these commandsy it is poskible to
require(that authorization be augmented with an out-of-band method.

For commands that require Platform Authorization and commands that require a hierarchy authotization,
it is posgsible to require an out-of-band authorization. This may take any number of forms. Whatgver the
form, the out-of-band authorization is referred to in ISO/IEC 11889 as Physical Presence (PP). This does
not mepn that the signaling requires a human to be physically present/in order for the indication to be
provided. The term is used in ISO/IEC 11889 because it was used, in\J[SO/IEC 11889 (first edition) [to refer
to a sinpilar concept.

EXAMPIE Examples of forms of out of band authorization-are/a dedicated pin in the TPM, a special gignaling
method through the TPM interface, or any desired alternative.

The THM maintains a table of the commands that require that PP be asserted to authorize command
executipn. Only certain commands may be included.in this table. If, in ISO/IEC 11889-3, the schematic for
a command has TPM_RH_PLATFORM in the\"Description" column for one of the handles, then that
commagnd can be added to the list of commands that require PP. Otherwise, it may not.

NOTE 1 In the "Description" column,JTPM_RH_PLATFORM will be followed by +PP if assertion of Physical
Presence is required or ['+{PP}" to indicate that assertion of Physical Presence could be rejguired if
indicated by the table.

NOTE 2 A platform-specific specification could require that the table be initialized in a specific way | It could
even require.that the table have certain commands defined to require PP confirmation even though a
PP interface\is not provided on the TPM. This would serve to disable the use of that command by
the platform-

When the authorization handle is TPM_RH_PLATFORM, the TPM checks the table to seg if the
command requires confirmation with PP. If so, PP is checked before the TPM performs any other
authorirationchecks.

TPM2_PRvCommands() is used to change the contents of the table of commands that |require
confirmation with PP authorization. Authorization of the command TPM2_PP_Commands() requires that
PP be asserted and TPM2_PP_Commands() may not be removed from the list of commands that require
PP.

NOTE 3 This constraint on TPM2_PP_Commands() prevents setting or modification of the table if no PP
interface exists on the TPM.

The contents of the table may be read wusing TPM2_GetCapability(capability ==
TPM_CAP_PP_COMMANDS).
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19.4 Password Authorizations

A plaintext password value may be used to authorize an action when use of an authValue is allowed. A
plaintext password may be appropriate for cases in which the path between the caller and the TPM is
trusted or when the authorization value is well known. For these instances, encryption of parameters or
the hiding of authorization values in an HMAC is not required.

NOTE 1 While it may seem relatively easy for a caller to perform an HMAC, there are situations where the
caller is resource-constrained and unable to do so. This is especially true when the calling software
does not support the hash algorithms implemented in the TPM. Additionally, authentication using a
cryptographic protocol makes it difficult to provide operating system abstractions.

A resenvetauthorizatiom andte (TP RS —PWimditates that the authorization s a password— ]

TPM_HS_PW is always available, and a separate action to create an authorization session is not
requirefl. A password authorization does not use nonces.

A password authorization lets the caller send more or fewer octets than are preséent in the pbject's
authorization field. The TPM truncates any octets of zero on either of the twohvalues before they are
compaired.
If prespnt, a password authorization is always associated with a_command handle that requires
authoriration as there is no session context associated with a passwerd_that would allow it to be ysed for
encryption or command audit.

Unlike pther handles for other session types, the TPM_RS_RW session handle may be used fgr more
than orje authorization.

Password authorization data sent to the TPM has the format shown in Table 13.

Table 13 — PasswordcAuthorization of Command

Type Name Description

required to be the reserved authorization session

TPMI_|SH_AUTH_SESSION | authHandle handle TPM RS, PW

TPM2B_NONCE nonce required to be an Empty Buffer

TPMA| SESSION sessionAttributes only continueSession may be SET

authorization compared to the authValue of the TPM

TPM2B_AUTH password .
— entity

Table 14 illustrates-the format of a password authorization in a response. This structure is provided to
ensurea one-tg-one correspondence between the sessions in the command and in the response.

NOTE 2 This structure is used to provide symmetry between password and other response sessions.

Table 14 — Password Acknowledgment in Response

Type Name Description

TPM2B_NONCE nonceTPM zero-length for a password authorization

TPMA SESSION sessionAttributes copy of the flags from the password authorization in the
— command

TPM2B_AUTH hmac zero-length buffer for a password authorization
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19.5 Sessions

A session is a collection of TPM state that changes after each use of that session. When an object
context is loaded into the TPM, multiple copies of the object context may exist both on the TPM and in
saved contexts (see clause 30). When a session context is created, only one copy of that context may
exist either on the TPM or as a saved context. The context of a session changes on each use.

A session has a handle that is assigned by the TPM when the session is created. That handle will always
refer to the same session until the session is closed. If a handle is re-assigned to a subsequently created
session, the session context data will contain a TPM-generated nonce that makes the new instance of the
session unique, even though the handle may have been used previously. This nonce will change each
time the—sessiomisused-sothat previousinstances of the—same—sessionrcanbedistinguistred-from each
other (ile., the nonce prevents reuse of stale session contexts).

There 4re three uses of a session:

1) authorization — A session associated with a handle is used to authorize use of-an’object asqociated
with a handle. If it is not a password authorization, it may also be used to provide keys for en¢ryption
of gommand or response parameters. A policy session used to authorize_may not also be usef as an
audit session. An HMAC session used to authorize may be used as an,audit session.

2) audit — An audit session collects a digest of command/response parameters to provide prodf that a
cerfain sequence of events occurred. An audit session may also”be used to provide secfets for
engryption of command or response parameters and may be used for authorization of an| HMAC
segsion.

3) engryption — A session that is not used for authorization,or audit may be present for the purpose of
engrypting command or response parameters. If an.encryption-only session exists, it will follow the
authorization sessions and may come before or aften-a session used only for audit.

A cominand may have as many as three authorization blocks. Password blocks may only be used for
authorization so the maximum number of password blocks is equal to the number of author|zations
requirefl by the command.

19.6 $ession-Based Authorizations

19.6.1 | Introduction

Sessiof-based authorizations are used both for protocols that require confidentiality for the authgrization
value gnd for audit sessions that require tracking of a sequence of commands sent to the TPM. An
authorization sessign;also provides a means of linking the uses of the session.

There gre two-types of session-based authorization: HMAC and policy. Both types of session are initiated
using TPM2_StartAuthSession(). That command establishes the parameters that will be used|for the
authorizations. The sessionType parameter determines if the session will be an HMAC or policy gession.
When the session is started, the hash algorithm and TPM nonce size used in the session are specified by
the caller. The command may include an initial caller nonce and a salt value to generate the session key.
The parameters of each session are independent from the parameters of any other session and are
limited only by the capabilities of the TPM. When TPM2_StartAuthSession() completes successfully, the
TPM returns a handle for the session as well as the initial nonceTPM value.

Once an authorization session is established, it may be used to authorize actions in multiple commands.
The session is not ended until explicitly closed or flushed.

The secret values of a session are determined by the handles used when the session is started. The
command for starting a session allows selection of up to two object handles. One handle indicates a TPM
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object that is used to encrypt a salt value that is sent when the session is started. A second handle
indicates an object containing a shared secret. The salt value and the shared secret are combined with a
nonce provided by the caller to create the session secrets.

19.6.2 Authorization Session Formats

For a session-based authorization session, the authorization structure for a command is as shown
in Table 15.

Table 15 — Session-Based Authorization of Command

Type Namre Pescription

TPMI_SH_AUTH_SESSION authHandle the handle for the authorization session
TPM2B_NONCE nonceCaller tzk;erocaller-provided session nonce; size may|be
TPMA] SESSION sessionAttributes the flags associated with the session
TPM2B_AUTH hmac the session HMAC digest value

In a regponse, the format for the acknowledgement is as shown in Table 16:

Table 16 — Session-Based Acknowledgmentin Response

Type Name Desgcription

TPM2B NONCE nonceTPM the Tf’M-prowded session nonce. Size is as|
- specified when the session was started.

the flags associated with the session. This

TPMA| SESSION sessionAttributed attribute should be the_ same as the values ip the
command except continueSession may be
CLEAR.

TPM2B_AUTH hmac the session HMAC digest value

19.6.3 | Session Nonces

19.6.3|1 Overview

The primary use of a honce in a session is to prevent an authorization from being reused. When the
sessior] is started by \FTPM2_StartAuthSession(), the caller indicates, among other things, the siz¢ of the
nonces|to be usetin the authorization HMAC and an initial nonce value (nonceCaller). After estaplishing
the segsion, theTPM returns a handle to identify the session and a TPM-generated random nonce
(nonceTPM). The TPM stores this nonceTPM in the context of the session.

Each time-the—session—is—tsedHforauthorization—the—calterperforms—an+HiAC—using—ealong—with other
parameters, the last nonceTPM for the session and a new nonceCaller for the session. The TPM then
uses the received nonceCaller and the saved nonceTPM to validate the HMAC. For a response, the TPM
uses the last nonceCaller and a newly generated nonceTPM in the HMAC. The caller then uses the

received nonceTPM and the saved nonceCaller to validate the HMAC in the response.

A nonce has a size field indicating the number of octets in the nonce followed by the nonce data. The
nonce size is not included in the HMAC computation.
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19.6.3.2 Session Nonce Size

When an authorization session is created, the caller provides an initial nonce (nonceCaller). The size field
of nonceCaller is retained by the TPM and used to determine the size of all nonces generated by the TPM
(nonceTPM) in the subsequent uses of the session. The minimum size for nonceCaller in
TPM2_StartAuthSession() is 16 octets.

After the initial session setup, the caller may use any size for a nonceCaller in each use of the session.
The nonceCaller size may vary from zero (0) up to the size of nonceTPM (the initial nonceCaller size).

NOTE A TPM implementation could allow larger nonce sizes but the caller should not expect a TPM to
accept a nonce size larger than the initial nonceCaller size.

The maximum size that may be requested for nonceTPM is the size of the digest produced|by the
authorization session hash.

EXAMPIE For SHA-1 the maximum size for nonceTPM is 20 octets and for SHA256 it is_32\0ctets.

When @ session nonce is used in the authorization session HMAC, the size,field of the noncg is not
includef in the authorization computation. If the nonce size field is zero (0), then the nonce dpes not
affect tihe authorization HMAC value.

19.6.3/3 Guidance on Nonce Size Selection

The size of the nonce should be chosen to provide a reasonable guarantee that a TPM-generated nonce
value Will not be used twice with the same sessionKey. The)choice of nonce size is not related to the
number of uses of a specific authorization session but is related to the number of uses of the sessipnKey.

An HMIAC sessionKey is derived from the authValue kept in an object and that authValue may [have a
long lifetime. To prevent replay attacks on a longslived authValue, use of large nonces is recommepded.

NOTE 1 The combined nonceCaller pluschonceTPM are what determine the anti-replay protection provided
by the nonces. Making the combined size larger than the block size of the session hash is not
particularly useful. If the calter does not have a good source of entropy for an RNG, then mgking the
nonceTPM the size of the digest of the session hash is recommended, so that a nonceCallgr size of
zero would be satisfactofy.

NOTE 2 When using a session for encryption, if a parameter is encrypted in a response to one command and
a parameter is.encrypted in the request of the next command, and they both use the same|session
for encryptiofi;ithen the caller would provide a nonceCaller in order to prevent the use of the same
encryption.key on the input and output. A nonce of length 1 with a value of zero would suffice.

19.6.3}4 Nonce Binhding

A command-may have sessions other than those required for authorization. One use of an extra session
is to emcrypt-a command or response parameter. If an extra encrypting session were removed by an
attackey, the TPM would not properly encrypt/decrypt the data and could, as a result, fail to efcrypt a
response parameter. To prevent removal of extra encrypting sessions, the nonceTPM of each of these
sessions is included in the HMAC computation of the first authorization session of a command. If an extra
session is removed by an attacker, the first authorization will fail and the command will not be executed.

To simplify the logic in the TPM, the nonceTPM of any session used for encryption of command or
response data is included in the HMAC computation for the first session even if the encrypt or decrypt
session is also an authorization session.

NOTE If the first session is a password authorization, then the path to the TPM is trusted and there is no
need to guard against the extra session being removed, also there is probably no need for
parameter encryption when a trusted path is present.
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Authorization Values

1 Overview

An object may have a value used to authorize various actions on the object. An authorization session is
the mechanism through which a caller proves knowledge of the authorization value (authValue) needed to
allow an action.

An authValue may be sent as a password that does not provide confidentiality (see 19.4), or in an HMAC-
based authorization session that can provide confidentiality of the authValue.
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19.6.5 HMAC Computation

The HMAC computation for all session types is the same. A sessionKey value is concatenated to an
authValue to create the key that is used in the computation of the HMAC in a command or response. If
sesssionkey and authvalue are both the Empty String, see 19.6.5.

authHMAC = HMACsessionalg ((sessionKey || authValue),
(pHash || nonceNewer || nonceOlder
{ || nOHCQTPMdecrypt} { ” nonceTPMencrypt}
|| sessionAttributes)) (18)

where

HMA Csessionalg the HMAC function using the hash algorithm specified when-the session
was started

sessionKey a value that is computed in a protocol-dependentiway, using KDFa().
When used in an HMAC or KDF, the size field for this valug is not
included.

authValue a value that is found in the sensitive area-of“an entity. This valle is an
EmptyAuth if the HMAC is being computed to authorize an actior] on the
object to which the session is bound.~-TFhe size field for this valug is not
included in any KDF or hash function.

NOTE 1 For policy sessigns, the authValue is not included in the HMAC
calculation unless the policy session ncluded
TPM2_PolieyAuthValue() and it was not superceded by
TPM2_PalicyPassword().

NOTE 2 Trailing zeros are always removed from an authValue pefore it
is\used in an authorization computation.

pHash digest of the’Command (cpHash) or response parameters (rpHasl) using
the session hash algorithm.

nonceNewer a valle that is generated by the entity using the session. A new rjonce is
generated on each use of the session. For a command, this|will be
nenceCaller and for a response, nonceTPM. The nonce size fielfl is not
included in the HMAC.

nonceOlder a value that was received the previous time the session was used. For a
command, this will be nonceTPM and for a response, nonceCaller. The
nonce size field is not included in the HMAC.

nonceTPMaecrype in the HMAC computation for the first authorization sessioh of a
command, if a different session is being used for parameter decfyption,
then the nonceTPM for that session is included in the HMAC of the first
authorization session; but nnly in_the command (an 1963 ) The

nonce size field is not included in the HMAC.

NOTE 3 The decrypt session is used by the TPM to decrypt a parameter in
the command.

NOTE 4 The nonce of the decrypt session is included even if that session is
also used for authorization.

nonceTPMencrype in the HMAC computation for the first authorization session of a

command, if a different session is being used for parameter encryption,
then the nonceTPM for that session is included in the HMAC of the first
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authorization session; but only in the command (see 19.6.3.4). The
nonce size field is not included in the HMAC.

NOTE 5

NOTE 6

The encrypt session is used by the TPM to encrypt a parameter in
the response.

The nonce of the decrypt session is included even if that session is
also used for authorization.

an octet indicating the attributes associated with a particular use of the
session

With thEexception of SesstonAttributes, aitthe values are targe Numbers, ypicaty with 5izes of. 20 octets
or morg.

In the [HMAC computation equations shown below, the possibility that the HMAC computatiopn may
include|nonce TPM ecryp: OF nonce TPMencryp: is indicated by “nonceOlder*"” (asterisk added).

19.6.6 | Note on Use of Nonces in HMAC Computations

In equgtion (18), and the HMAC computation equations that follow, .ali_of the nonce values| are in
TPM2B_NONCE data structures. In the HMAC computations, the nonce‘entries should all be read as if
they had the .buffer suffix indicating that only the data portion of ‘@bnonce is ever used in an|HMAC
computation.

19.6.7 | Starting an Authorization Session

TPM2_[StartAuthSession() is used to start an authofization session. The parameters of this command

may be

chosen to produce sessions with different pr@perties.

Table 17 — Schematic ofSFPM2_StartAuthSession Command

TPM2B_NONCE

Type Name Description
TPM_ST tag
UINT32 commandSize
TPM_CC commandCode | TPM_CC_StartAuthSession

handle of a loaded key used to encrypt salt
TPMI_DH_OBJECT+ tpmKey may be TPM_RH_NULL

Auth Index: None

entity providing the authValue
TPMIXDH_ENTITY+ bind may be TPM_RH_NULL

nonceCaller

Auth Index: None

initial nonceCaller, sets nonce size for the
session

TPM_SE

sessionType

indicates the type of session (HMAC or
policy)

TPM2B_ENCRYPTED_SECRET

encryptedSalt

tpmKey algorithm-dependent secret

if tpmKey is TPM_RH_NULL, this shall be an
Empty Buffer
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the algorithm and key size for parameter
TPMT_SYM_DEF+ symmetric encryption
may select TPM_ALG_NULL

hash algorithm to use for the session; and
TPMI_ALG_HASH authHash shall be a hash algorithm implemented on the
TPM and not TPM_ALG_NULL

The two values that determine the session protection values are tpmKey and bind. Both of these handles

can ref _RH

encrypf a salt value that is used in the computation of the sessionKey. The bind parameter referg
TPM entity that may provide an authValue to the computation for the sessionKey. The four variat
tpmKey and bind give sessions with different properties.

Table 18 — Handle Parameters for TPM2_StartAuthSessijon

tpmKey bind session properties

TPM_RH_NULL TPM_RH_NULL Unbound session

TPM_RH_NULL TPM entity Bound session
TPM key TPM_RH_NULL Salted session
TPM key TPM entity Salted and bound session

19.6.8 | sessionKey Creation

used to
bnces a
ons for

A sessipnKey value is used in the HMAC computation as shown in equation (18). If both tpmKey and bind

are TPM_RH_NULL, then sessionKey is set to an Empty Buffer. Otherwise, the sessionKey is cre
follows

sessionKey := KDFa(session4lg, (authValue || salt), “ATH", nonceTPM,

ated as

ngngceCaller, bits) (19)
where
sessionAlg a TPM_ALG_ID for a hash that was chosen by the caller when the
session was started
authValue if bind is not TPM_RH_NULL, a TPM2B_AUTH.buffer that is found in the
sensitive area of a TPM entity; otherwise, an Empty Buffer
Sdlt if tpmKey is not TPM_RH_NULL, then the salt value recovergd from
encryptedSalt; otherwise, an Empty Buffer
“ATH" a four-octet label value (see clause 5.4 for the definition of this label)
nonceTPM a TPM2B_NONCE that is generated by the TPM when the session was
started
nonceCaller a TPM2B_NONCE that is provided by the caller when the session was
started.
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the number of bits returned is the size of the digest produced by
sessionAlg

When an authorization failure occurs, the TPM will check to see if the use of the object is exempt
from dictionary attack protection. If it is exempt, the response code is changed from
TPM_RC_AUTH_FAIL to TPM_RC_BAD_AUTH and no increment of the failed authorization counter

19.6.9

occurs (see 19.11).

Unbound and Unsalted Session Key Generation

In this session key generation method used by TPM2_StartAuthSession(), tpmKey and bind are both

TPM_RH_NULL, This results in the session having no sessionKey (it is an Empty Buffer). The session is
not boynd to any object.
NOTE This session type is similar to the OIAP session in ISO/IEC 11889 (first edition).
A sesgion started using this format can be used for parameter encryption while executing TPM
commgnds. However, during these commands, the key used to encrypt the parameéter will only pse the
authValue of the object being accessed by the commands in the key generation;-so the strength of the
encrypfion will be no better than the entropy in the authValue of the object.
When gomputing the HMAC, the authValue of the referenced entity is used:
authHMAC = HMACsessionalg (authValueensie,. buffer,
(pHash || nonceNewerbuffer || nonceOlder*.buffer
|| sessionAttributes)) (20)
If the size of authValue is zero, then the caller may omit-the HMAC from the authorization (see 19.6.15).
Table 19 — Format to Start-Unbounded, Unsalted Session

Type Name Description
TPM_ST tag
UINT32 commandSize
TPM_CC commandCode |TPM_CC_StartAuthSession
TPMI_DH_OBJECT+ tpmKey TPM_RH_NULL
TPMI_DH_ENTITY+ bind TPM_RH_NULL
TPM2B|NONCE nonceCaller initial nonceCaller, sets nonceTPM size for the sesgion
TPM2B|ENCRYPTED- SECRET encryptedSalt 00 0016
TPM_SI sessionType indicates the type of the session (HMAC, policy, or frial)
TPMT_$Y M DEF+ symmetric will normally bg TPM_ALG_NULL for an unbound and

unsalted session

hash algorithm to use for the session; required to be a hash
TPMI_ALG_HASH authHash algorithm implemented on the TPM and not

TPM_ALG_NULL

NOTE

When sessionType

is TPM_SE_TRIAL,

there

is no benefit in using any other version of

TPM2_StartAuthSession() as a trial session is not allowed to be used for authorization. This means
that the sessionKey of the session will never be used so there is no point in having the TPM
generate it.
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19.6.10 Bound Session Key Generation

In this session key generation method used by TPM2_StartAuthSession(), tpmKey is TPM_RH_NULL
indicating that no salt value is present but bind references some TPM entity with an authValue.

NOTE 1

This session type has properties that are similar to an OSAP session in ISO/IEC 118
edition).

89 (first

The sessionKey is computed using the authValue from bind and an Empty Buffer in place of the salt

value.

sessionKey := KDFa (sessionAlg, authValuening, “ATH". nonceTPM, nonceCaller.

NOTE 2

bits)

If handle references a TPM resource that has an EmptyAuth, the sessionKey is still compute

When performing an HMAC for authorization, the HMAC key is normally the concatenation of the

authVa
authori
key. Sd

The TR

ue to the sessions sessionKey (created at TPM2_StartAuthSession). Seé€-(22). Howeve
yation is for the entity to which the session is bound, the authValue is notiincluded in the
e (23). When a policy requires that an HMAC be computed, it is always done according to

authHMAC = HMACsessionaig ((SessionKey || authValueensiy) ,
(pHash || nonceNewer || nonceOlder || SessionAttributes))

authHMAC = HMACsessionalg (SessionKey,
(pHash || nonceNewer || nonceOlder* || sessionAttributes))

PM is required to keep track of the entity to which the session is bound. This is ng

accomplished when the session is started by recarding, in the session context, the Name of t

entity.
associd

NOTE 3

Onac
bound.
record

include

NOTE 4

For an NV Index or persistent handle, the(FPM is required to also record the authorizatio
ted with the entity.

Index. This would be accemplished by creating an NV Index that has properties that are idg
an NV Index that is expected to be created, but with an authorization value known to the

The attacker would thén: start an authorization session bound to the NV Index and deletg
Index. When the NWndex to be attacked is created, the attacker would have an auth
session bound to an/index with the same Name and could access to the NV Index even th
actual authorization value is unknown.

bmmand, the TRMwill check to see if the authorization is being used for the entity to whic
If so, then therauthValue of the bound entity is not used in the HMAC computation. The T
the fact thab.the authValue was not used in the HMAC computation of the authorization
it in the HMAC computation on the response.

This allows the session to remain bound to an NV Index for the duration of the first comm

Recording of the NV Index authorization is needed to prevent an attacker from "squatting"

(21)

entity’s
r, if the
HMAC
P2).

(22)

(23)

minally
he bind
n value

on an
ntical to
httacker.
the NV
brization
ugh the

N it was
PM will
and not

and that
cessing.

writes to the Index even though the Name of the Index changes during the command pro
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TTTC OTOoOSTUTT WIIT TTUT DT DUUTTU TU TITTC TITUT A WITCTT TriT e uTTimmanra \-UIIIHICLCD. T oTooTuITTr vart
to be used, but it, in effect, is no longer bound because there is no longer a TPM entity
correct Name.

continue
with the

For a persistent object, the authorization value is included so that authorization can be revoked. If the
administrator for a persistent object changes the authorization, sessions bound to the old authorization

should
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NOTE 5 To change the authorization of a persistent object, TPM2_ObjectChangeAuth() would be called. It
would return a new sensitive area. The current persistent object would be deleted
(TPM2_EvictControl()) and the object with the new authorization loaded (TPM2_Load()). Finally, the
loaded object would be made persistent (TPM2_EvictControl()). It is only required that the old object
be deleted if the new object is to have the same handle or if it is desired to revoke the old
authorization.

The noDA attribute of the bind object is recorded in the session context. For a description of the rationale,
see clause 19.11.7.

Table 20 — Format to Start Bound Session

Type Name Description

TPM_ST tag

UINT32 commandSize

TPM_CC commandCode |[TPM_CC_StartAuthSession
TPMI_DH_OBJECT+ tpmKey TPM_RH_NULL

TPMI_DH_ENTITY bind entity providing the authValue to which the

session is bound andmot TPM_RH_NULL

initial nonceCaller,»sets nonceTPM size for

TPM2B_NONCE nonceCaller .
- the session

TPM2B_ENCRYPTED_SECRET | encryptedSalt 00 0016

indicates the type of the session (HMAC,

TPM_SE sessionType policy. o trial)

if the session is to be used for parameter
TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key

size

hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm

implemented on the TPM and not
TPM_ALG_NULL
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19.6.11 Salted Session Key Generation

In this session key generation method used by TPM2_StartAuthSession(), bind is TPM_RH_NULL,
indicating that no entity is referenced to provide an authValue, but tpmKey is present and indicates a key
used to encrypt the salt value. The sessionKey is computed with an Empty Buffer in place of the

authValue.

sessionKey := KDFa (sessionAlg, salt, “ATH", nonceTPM, nonceCaller, bits)

(24)

Because bind is TPM_RH_NULL, the session is not bound to any entity. When the session is used to
access any entity, the HMAC will use the sessionKey and the authValue of that entity.

authHMAC = HMACessionaig ((SessionKey || authValueensy),
(pHash || nonceNewer || nonceOlder*
|| sessionAttributes))

Table 21 — Format to Start Salted Session

Type Name Description

TPM_ST tag

UINT32 commandSize

TPM_CC commandCode |TPM_CC,StartAuthSession

TPMI_DH_OBJECT tpmKey handlé,of'a loaded key used to encrypt salt

TPMI_DH_ENTITY+ bind TPM/RH_NULL

TPM2B_NONCE nonceCaller iﬂzizler;(;?c)cneCaller, sets nonceTPM size for
conveys a secret value used to generate

TPM2B_ENCRYPTED_SECRET | encryptedSalt the sessionKey — method of conveying this

value is dependent on the type of tpmKey

TPM_SE

sessionType

indicates the type of the session (HMAC,
policy, or trial)

if the session is to be used for parameter

TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key
size
hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm

implemented on the TPM and not
TPM_ALG_NULL
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19.6.12 Salted and Bound Session Key Generation

This version of TPM2_StartAuthSession() creates a session that has properties that are similar to the
OSAP session type of ISO/IEC 11889 (first edition) but also allows salting. For this version of the
command, bind is used to provide an authValue, tpmKey encrypts the salt value and the sessionKey is

computed using both.

sessionKey := KDFa (sessionAlg,
(authValueping || salt), “ATH", nonceTPM, nonceCaller, bits)

If the session is an HMAC session:

(26)

Be

fause bind is present, the session is bound to that entity. That is, when the session.is

authorize use of the bound entity, the HMAC will use sessionKey but not the authValue:

If the s¢ssion is a policy session:

The session is not bound to that entity. That is, when the sessien’is used to authorize use

authHMAC = HMA Csessionalg (SessionKey,
(pHash || nonceNewer || nonceOlder*
|| sessionAttributes))

entjty, the HMAC (if required) will use the sessionKey and the authValue.

authHMAC = HMACsessionaig ((SessionKey || authValu€eniiyy,),
(pHash || nonceNewer || noncéOlder || sessionAttributes))

ised to

(27)

of any

(28)

The nopPA attribute of the bind object is recorded in the.session context. For a description of the rgtionale,

see clapse 19.11.7.

Table 22 — Format to;Start Salted and Bound Session

Type Name Description
TPM_ST tag
UINT32 commandSize
TPM_CC commandCode |TPM_CC_StartAuthSession
TPMI_DH_OBJECT+ tpmKey handle of a loaded key used to encrypt salt
TPMI DH _ENTITY bind entity pr(_)Vld_lng the authValue and to which
— & the session is bound
TPMZB NONCE nonceCaller initial nonceCalIer, sets nonceTPM size for
the session
contains a secret value used to generate the
TPM2B_ENCRYPTED_SECRET | encryptedSalt sessionKey — method of encrypting this

value is dependent on the type of tpmKey

TPM_SE

sessionType

indicates the type of the session (HMAC,
policy, or trial)

if the session is to be used for parameter

TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key
size
hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm implemented

on the TPM and not TPM_ALG_NULL
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19.6.13 Encryption of salt

19.6.13.1 Overview

The salt parameter for TPM2_StartAuthSession() may be symmetrically or asymmetrically encrypted
using the methods specified in clause 19.6.13.

The value produced by the secret exchange process using salt should be the size of the digest produced
by the authHash of the session. For ECC, the size of the seed is limited because it is an ECC point; but
for RSA, XOR, and AES, the size of salt may vary.

When
equatio

19.6.1

The mg
The mg

19.6.1

When t

the value of salt is determined, it is used in the computation of sessionKey as ¢sh
n (19).

B.2 Asymmetric Encryption of Salt

thods of encrypting the salt and producing the session secret differ for each‘@symmetric alg
thods are specified in the algorithm-specific annexes to this part of ISO/IEC 11889.

B.3 XOR obfuscation of Salt

pbmKey is an XOR key, the operation used for removing thecobfuscation from salt is:

own in

orithm.

XOR(encryptedSalt, hashAlg, key, nonceCaller, nullNonce) (29)

where

encryptedSalt the parameter in TPM2_StartAuthSession()

hashAlg the hash algorithm use to compute the Name of tpmKey

key the symmetric secret HMAC value in the object referenced by tpmKey in

TPM2StartAuthSession()

nonceCaller the parameter from TPM2_StartAuthSession()

nullNonce the Empty Buffer
NOTE 1 XOR obfuscation is defined in 11.4.6.4.
NOTE 2 NonceTPM is not used in this call as it had not yet been generated when the caller had to fompute

thé )XOR mask.

All of the bits'ef'salt are used as sessionKey.
19.6.183A4—Symmetric BtockCipherEncryptionofSatt

If tpmKey is a symmetric block encryption key, CFB-mode encryption is used. The seed value is CFB-
encrypted using nonceCaller as the Initialization Vector (V). If nonceCaller is larger than the block size of
the cipher, it is truncated (high-order octets retained). If it is smaller than the block size, it is padded to the
right (least-significant end) with octets of zero. All of the decrypted octets are used as sessionKey.
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19.6.14 Caution on use of Unsalted Authorization Sessions

If an authValue has low entropy, confidentiality of the value may not be preserved if the authValue is used
in an unsalted authorization session. For an unbound, unsalted session, the HMAC computation for the
response from the TPM is:

authHMAC = HMACsessionalg (authValue,
(rpHash || nonceTPM || nonceCaller
|| sessionAttributes)) (30)

If an attacker can read the response from the TPM, then the only values unknown to the attacker are
authVafue and nonceCaller. An attacker may be able to determine nonceCaller by reading the command
as it is gent to the TPM. If the attacker has all the variables but authValue, they could perform an-"pff-line"
attack pn the authValue using trial versions of authValue until one is found that produces.a matching
authHMAC.

NOTE 1 In this context, an "off-line" attack means that the attacker can perform computations that do not
involve the TPM meaning that the protections that the TPM provides against authValue attacks has
no effect.

It is important to note that this vulnerability only occurs if an attacker hascccess to both the command
and regponse of a successful command using the authValue. If a user-has a password protecting a key
and thg system is lost or stolen, the key is protected because the attacker will not be able to obsgrve the
legitimate owner of the key perform a successful operation with thékey.

For a Qound session without salt, the attack is a bit more complicated. The HMAC computation| for the
response is:

authHMAC = HMACsegsionalg ((sessionKey || authValueensiy),
(pHash || nonceNewer:|[N\monceOlder || sessionAttributes)) (31)

If the alttacker observes a TPM2_StartAuthSgssion() command and response and the authValue| for the
bind entity has low entropy, then they would have all of the components of sessionKey except|for the
authValue of the bind entity. Then, by ‘ebserving another successful transaction, an attacker could know
everything but the two authValues and:-they could again perform an offline attack.

NOTE 2 If the successful operation is on the bind entity, then only one authValue is unknown.

As with the unbound and\unsalted session, the vulnerability for a bound session only occurs$ if the
attacker is able to obsetve successful command response sequences.

Salting|provides_a.méechanism to allow use of low entropy authValues and still maintain confidentiality for
the authValuesltis also possible to use a high entropy authValue to protect the confidentiality of a low-
entropy| valye.

EXAMPILE If the bind entity authValue has high-entropy then there would he greater computational ¢ plexity
in guessing sessionKey || authValueeniy. Depending on the authValue and salt sizes, a bound
session could have a sessionKey that is as difficult to guess as does a salted session..

19.6.15 No HMAC Authorization

For a session-based authorization, both HMAC and policy, an authHMAC value is computed as shown in
equation (18) and that value is used as hmac in an authorization or acknowledgement as shown in Table
15 and Table 16 respectively. If an authorization session is started with bind and tpmKey both set to
TPM_RH_NULL, then sessionKey in equation (18) will be an Empty String. If the authValue in
equation (18) is also an Empty String, then the HMAC key will be an Empty Buffer. When this situation
exists, the caller has the option of either providing the results of the authHMAC computation, or not.
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If authHMAC is provided, it will be computed as shown in equation (18) with an Empty Buffer as the
HMAC key and the TPM will validate that the value in hmac matches the internally calculated value.

If authHMAC is not provided, the size of hmac (see Table 15) will be zero and the TPM will accept this
value of hmac as providing valid authorization for the object.

For an HMAC session, authValue in equation (18) will only be an Empty String if the authValue of the
authorized object is an EmptyAuth.

For a policy session, two situations will result in authValue being an Empty String:

1) therauthvatue of theauthorized object s am EmptyAutit,or

2) the| policy does not use the authValue of the object (that is, the evaluated policy does.hot [contain
TPM2_PolicyAuthValue())(see 19.7.6.6).

For thepe two cases, hmac is allowed to be either a valid authHMAC or an Empty String)
The THAM will use the same formulation in the response as was in the commandxThis is, if hmac whps non-

zero infthe command, the TPM will compute authHMAC as shown in equation,(18) and use the re¢sult as
hmac. If hmac was an Empty Buffer in the command, it will be an Empty Bdffer in the response.

19.6.14 Authorization Selection Logic for Objects

Each opject has two attributes in its public structure to indicatethow use of the object is authorized,

1) use¢rWithAuth — If this attribute is SET, then USER-role authorization for an object may be pfovided
with an HMAC session or a password. If this attrihute'is CLEAR, then the authValue may not lpe used
for [USER role authorization, meaning that autharization may not be done using an HMAC segsion or
a password. USER role authorizations with ‘a‘\policy are always allowed regardless of the sdtting of
thig attribute.

2) adminWithPolicy — If this attribute is SET, then ADMIN role authorization for an object may pnly be
provided with a policy session. If thisJattribute is CLEAR, then authorization may be provided with a
polfcy session, with an HMAC session, or with a password.

When fjuthorization is with a policy session and ADMIN role authorization is being provided, the
command code value of thé\policy session must match the command code for the command being
authorized.

For THM_RH_OWNER, TPM_RH_ENDORSEMENT, and TPM_RH_PLATFORM); userWithAgth and
adminWithPolicy-are-always SET.

For an NV Index, NV index attributes (TPMA_NV) determine authorization selection.

NOTE Eor TPM RH OWNER _TPM RH ENDORSEMENT and TPM RH PLATEQRM): userWithAuth and

adminWithPolicy do not have to be implemented as separate attributes. The code may simply
assume that the attributes are SET and act accordingly.

19.6.17 Authorization Session Termination

The TPM will terminate a session (authorization or audit) and clear all associated context under the
following circumstances:

e when TPM2_FlushContext() selects the session;
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o if sessionAttributes.continueSession is CLEAR in the command, the TPM will CLEAR the
continueSession flag in the response and perform TPM2_FlushContext() actions;

NOTE When sessionAttributes.continueSession is CLEAR in the command but the command does not
return success, then the session is not terminated.

e when the TPM executes TPM2_Startup(TPM_SU_CLEAR), all authorization sessions are terminated;
and

e when the TPM executes TPM2_Startup(TPM_SU_STATE), authorization sessions in TPM memory
will be terminated but sessions stored off the TPM will remain active.

19.7 Enhanced Authorization

19.7.1| Introduction

Enhanged authorization is a TPM capability that allows entity-creators or administrators-to require specific
tests ol actions to be performed before an action can be completed. The specific policy is encapsulated in
a value| called an authPolicy that is associated with an entity

When an HMAC session is used for authorization, the authValue of the entity is used to determine if the
authorization is valid. When a policy session is used for authorization, the)authPolicy of the entity i$ used.

Many TPM entities have or may have an associated authPolicy. A-policy defines the conditions fof use of
an entity.

EXAMPLE 1 A policy might limit the use of a key unless seleeied PCR have specific values.

EXAMPLE 2 A policy might not allow use of a key after ‘a.Specific time.

EXAMPLE 3 A policy might require that authorization to change an NV Index be provided by two differententities.

EXAMPLE 4 ﬁ policy might limit a particulansigning key to attest to PCR values but not to certify another TPM
ey.

A policy may be arbitrarily complex.-However, the policy is expressed as one (statistically unique) digest
called the authPolicy.

The didest representing a particular policy may be included in an Object or NV Index when the Object or
NV Index is created (the) digest representing a policy is created using the methods spegfied in
subsequent parts of clause 19.7). In order to use the Object or Index, a policy session is created apd then
the TPM is given assequence of policy commands that modify the digest in the policy session. After
executing all of~the commands of the policy, the TPM will have computed a digest value [that is
characleristic of-the policy. The policy session is then used as an authorization session. If thg digest
accumdylated jin the policy session matches the policyDigest of the entity (and certain other ¢ptional
conditignsare true) then the command is authorized.

After a policy session is used for authorization, policySession—nonceTPM is changed to a new, random
value; policySession—startTime is set to the current time; and the other values of the policy session
context are initialized to the state they had when the session was first created by
TPM2_StartAuthSession() (see 19.7.7).

The mechanisms of policy creation and evaluation are explained in the remainder of clause 19.7.
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19.7.2 Policy Assertion

An assertion is a statement that something is true. In an authorization policy, an assertion is a statement
of something that must be true before the policy is satisfied. The list of all policy assertions defined by
ISO/IEC 11889 is in 19.7.6.6.

EXAMPLE An assertion might be that a set of PCR must have specific values to allow an object to be
authorized for use in a specific command..

A combination of one or more assertions is used to construct an authorization policy.

19.7.3 —Poticy AND

A policy may be expressed in an equation as a set of assertions that must all be satisfiéd) before the
policy i$ valid.

EXAMPLE 1 A policy that requires that 4 assertions be true could be written as:
a&b&cé&d (32)

A posslble implementation of the policy logic in the example above would{be to have all the assertions
evaluated at the same time to determine if the policy is satisfied. This @pproach would require that the
TPM resources scale with the number of assertions that would need.ta_be evaluated for the policy.

The altgrnative use in the TPM is to evaluate the expression gne-assertion at a time with each asgsertion
ANDed| with the results of the previous evaluation.

EXAMPLE 2 A policy example requiring the TPM to evaluate the expression one assertion at a time with each
assertion ANDed with the results of the previous evaluation could be written as:

(((1&2)&b) &c) &d (33)
In the gxample above, the (1 & a) term means that assertion a is ANDed with an initial TRUE. Thig allows

each asgsertion to be just the AND of a new assertion with the results of the previous assertion evaluation.
A pictofial representation of the policyevaluation is in Figure 15.

Figure 15 — A Policy Evaluation

Any number of assertions can be combined in this way using a fixed set of TPM resources.

The logic of a TPM policy cannot actually be expressed as a simple 1 or 0. For the policy to be valid, not
only does it need to evaluate to "TRUE" but it also has to be the correct policy.

EXAMPLE 3 Two policies may both evaluate to the same logic value (TRUE), but they do not represent the same
policies.
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A pictorial representation of the example above is in Figure 16.

So that]
each a

= —] N
g N ° T
I
1— % I
N ~ Y N
: ]
1— -~ Y I

Figure 16 — Two Different Policy Expressions

it can differentiate (a & b) from (x & y) in Figure 16, the TPM will update a running digest v
bsertion that is added to the policy. The final digest value indicates the policy that was evalu

The ru
when
evalua

n
:te policy session is started (TPM2_StartAuthSession()). “Then, as each policy asse|

ing digest value is called the policyDigest. The policyDigestis-initialized to a Zero Diges

d, the policyDigest is updated.

alue for
ated.

(0...0)
rtion is

policyDigestnew := H(policyDigest,ia\{| PolicyAssertion) (34)
NOTE 1 This equates to the Extend operation.
The pdlicyDigest will only be updated if a poliey. assertion is valid (TRUE) (see 19.7.9 for exception
relating to trial policies). This gives an alternative possibility for interpreting the output of one of the policy
AND gates. Instead of simply being a 1 (TRUE) or 0 (FALSE), the output of the gate is current yalue of
the policyDigest. Using this perspective, the four-term policy is shown in Figure 17:
d
Cc
a b '\\ \\}7
My S I 1
0.0 - Y, <\ :
D3 D4
D1 D2
I:ignra 17— A Four-Term Dnlir‘y

where

0...0 the initial value of the policy digest

D1 H(0...0|| a)

D2 H(D1 || b)

D3 H(D2 || ¢)

D4 H(D3 || d)
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NOTE 2 In these illustrations, the parameters for the Extend operations are simple parameters (*a", "b", etc.).
The actual parameters for the Extend are more complex but including the details in the illustrations

would add complexity without adding clarity.

19.7.4  Policy OR

If the only type of policy assertion was an AND, then the policies that could be evaluated by the TPM
would be of limited value. To make the policies more flexible, an OR policy assertion is defined. As with a

logic OR gate, the OR policy assertion will be valid if any of the inputs is valid.

A simple policy using an OR might be written as:

(a&b)[(x&y)

or as
(((0...0) &a) &Db) | (((0...0) &x) &y)
Evaluating the AND branches individually, the left side evaluates to:

Diere :== H(H(0...0 || @) || b)

and thq right side to:

Drighe :== H(H(0...0 || X){ ¥)
Then, the output from a 2-input policy OR operation will be defined to be
policyDigestney, & H(Diett || Dright)

Notice that the OR operation replaces the policyDigest with a new value instead of Extending it as
in an AND operation.

Pictoridlly, a policy with an OR is shown in Figure 18:

Figure 18 — Policy with an OR

(35)

(36)

(37)

(38)

(39)

is done

The TPM processes the OR by comparing the current value of policyDigest with a list of digest values
provided by the caller. If policyDigest is on the list, then the TPM will digest the concatenation of all of the

digests in the list.
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EXAMPLE 1 To perform the OR operation above, assume that the TPM has processed (a & b) producing Die.
Then the TPM would be given a list of digests (Dier, Drign:). Because the policyDigest is on the list,
the TPM computes Dog = H(Diert | Diight) and replaces policyDigest. If the TPM had processed (c &
d) to compute Dygn, and was then given the same list of digests (Dien, Drignt), the resulting
policyDigest would be the same.

When processing a policy that has an OR, only one branch of the policy needs to be evaluated.

EXAMPLE 2 If C and D assertions were valid, then only the right branch would need to be evaluated.

Diest is Not computed =

LD imY A
\Ulett) Yright)

s
—/ | */ Dright

The lisf given to the TPM for a TPM2_PolicyOR() is limited to 8, digests. However, the effective siz

Figure 19 — Policy where only one OR Branch-is Evaluated

list canlbe expanded indefinitely by using cascading OR.

EXAMPLE 3 Figure 20 illustrates one of the many ways, to.eonstruct a 12 input OR.

: I:)OR.A

\
|
: _—
f// (DOR.AI DOR,B: DOR.C)
|

I:)OR.B

A
1“ } Dore

e of the

When the OR list can contain 8 digests, 64 different branches can be ORed in just two levels.

Figure 20 — A 12-input OR Policy

The result of an OR operation may be an input to an AND assertion allowing construction of arbitrarily

complex policies.
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19.75

Order of Evaluation

Because the TPM uses digests, the order of evaluations is important. For policy evaluation, (A & B) is not
the same as (B & A). In addition, when performing an OR operation, the same list of digests (same
number in the same order) must be given to the TPM each time. The list (Diet;, Drignr) Will not give the same
result as (Drightu Dleft) or (Dleftl Drighty Dother)-

19.7.6

19.7.6.

Policy Assertions (Policy Commands)

1 Introduction

In ISO
TPM2_|

EXAMP

EXAMP

Normal
they ar
policy S

EXAMP

EXAMP

The dsg

Genergl Description clause of each command found’in ISO/IEC 11889-3. The description also i

the poli

The as
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IEC 11889-3 the set of policy assertions are the commands with names of ‘“th
Policyxxx() where "xxx" is an indicator of the type of policy assertion.

E1l TPM2_PolicySigned() is a policy assertion that an authorization was signed by a specific ent

E 2 TPM2_PolicyPCR() is an assertion that a selected set of PCR have a specifie, value.

y, each policy command will cause the policyDigest to be changed in-a different way which
b different commands. In some cases, the policy command will also,Cause other change
ession context.

E3 TPM2_PolicyLocality() modifies the policy state that indicatés the locality that is allowed W
policy session is used for authorization.

E 4 TPM2_PolicyCommandCode() changes the policy state so that the policy may only be
authorize a specific command.

tails of the policyDigest computation performed by each policy command are provided
Cy state that is modified.

bertions fall into three different groups: immediate, deferred, and combined.

2 Immediate Assertions

the policyDigest if the-assertion is not valid.

E An example of an immediate assertion is TPM2_PolicyNV(). For this assertion, the TPM
the dogical or arithmetic relationship between an input value and an NV Index. If the g
relationship is not valid, the TPM returns an error and the policyDigest is not modifie
relationship is valid, then the policyDigest is updated with the Index Name and the relation
was validated.

19.7.6

3 PDeferred Assertions
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immediate assertion, the input values are validated and the TPM will return a failure and not
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For a deferred assertion, the TPM will update the policyDigest based on the input values and record
some parameters in the policy session's context. These parameters are checked when the policy is used
for authorization.

EXAMPLE

122

An example of a deferred assertion is TPM2_PolicyCommandCode(). For this assertion, the input is

a TPM command code. The policyDigest will be updated to record the fact that the
TPM2_PolicyCommandCode() was executed and the commandCode value that was specified. The
TPM also directly records the commandCode parameter in the policy session context. When the
policy is used for authorization, the TPM will verify that the command being authorized is the same
as the command in the policy and the authorization (and command) will fail if they are not the same.
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19.7.6.4 Combined Assertions

For a combined assertion, the TPM will validate some condition of the input and record or modify some
parameters in the policy session's context.

EXAMPLE

An example of a combined assertion is TPM2_PolicySigned(). For this assertion type, the TPM
validates that the parameters of the command have been signed by the indicated key. If so, it will
update the policy session context based on the input parameters. One of the context values that
may be updated is the cpHash of the session. If the cpHash of the authorized command is not the
same as the authorized cpHash then the command will not be authorized.

19.7.6.5 Repetition of Assertions

In gengral, any policy assertion may occur multiple times within a policy as long as the_assgrtion is

compa

EXAMP

E1l

ible with previous assertions.

An example of an incompatible set of assertions is two occurrences of TPM2_PolicyCommandCode()
that specify different command codes.

The THAM will return an error if an assertion is incompatible with a previous assertion. It is possible that the

failed al

EXAMP

NOTE

19.7.6

The ag
operate
context
each a

E2

sertion.

Ssertion is incompatible with an assertion of a different type.

6 List of Assertions

For example, a TPM2_PolicyCpHash() may be incompatible” with a TPM2_PolicySigned()| If they
specify different values of policySession—cpHash, then the(TFPM will return an error.

When referring to an element of the policy context, thé notation policySession—element is|used to
denote a particular member of the policy context.

sertions listed in clause 19.7.6.6 will all update the policyDigest of the policy sessiof being
d on if the assertion condition is met. They may also cause a change to other policy gession,
values (the list of policy session contextvalues is in 19.7.7) as indicated in the brief description for
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e TPM2_PolicyAuthorize() — valid if policySession—policyDigest has the value authorized by the
selected key. This is an immediate assertion and is specified in more detail in 19.7.10.

e TPM2_PolicyAuthValue() — valid if authValue of the authorized entity is provided when the policy
session is used for authorization. This deferred assertion will SET
policySession—isAuthValueNeeded. When the policy is used for authorization, the TPM will check
policySession—isAuthValueNeeded. If it is SET, then the TPM performs an HMAC check on the
session as if it were an HMAC session. This HMAC validation will only succeed if the caller is able to
prove knowledge of the entity's authValue by computing the correct HMAC.

e TPM2_PolicyCommandCode() — valid when the authorized command has the specified command
code. This deferred assertion sets policySession—~commandCode.

e TPM2_PolicyCounterTimer() — valid when an portion of the TPM’'s TPMS_TIME_INFO structure has
the| desired numerical relationship with another value. This is an immediate assertion. If the-Selected
suljset of the TPM's TPMS_TIME_INFO structure does not have the specified relatienship With the
inppt data, then the TPM will return an error and not change the policyDigest.

36.[L describes use cases.

e TPM2_PolicyCpHash() — valid if the cpHash of the authorized command has*a specific valye. This
deferred assertion modifies policySession—cpHash.

e TPM2_ PolicyDuplicationSelect() — valid if the handles of the authorized command reference
spdcific objects and the command code is TPM2_Duplicate(). (This deferred assertion modifies
polfcySession—cpHash and policySession—commandCode.

e TPM2_PolicyLocality() — valid if the command being authorized is being executed at ong of the
allgwed localities. This is a deferred assertion that modifies’policySession—locality. For localijes 0-4,
the| input locality parameter is a bit field that indicates,the allowed localities. If an execution] of this
asgertion would result in no locality being allowed, then the TPM will return an error. For extended
locglities, policySession—locality is set to the‘locality parameter of the command| if the
polfcySession—locality was not previously set. Otherwise, the locality parameter is required tq be the
same as the current value of policySession—jlocality.

e TPM2_ PolicyNameHash() — valid if the~handles of the authorized command reference Bpecific
objects. This deferred assertion modifies policySession—cpHash.

o TPM2_PolicyNV() — valid if the contents of NV have the desired relationship with another valde. This
is an immediate assertion. If. the~selected portion of the NV Index does not have the specified
reldtionship with the input data;then the TPM will return an error and not change the policyDigest.

e TPM2_PolicyOR() — valid if policySession—policyDigest is on a list of digests. This is an iminediate
asgertion. If policySession—policyDigest is not on the list of digests, then TPM returns ap error.
Otherwise, policySession—policyDigest is replaced with the digest of the list.

e TPM2_PolicyRPassword() — valid if the authValue of the authorized entity is provided when the
segsion is used for authorization. This deferred assertion will SET
poljcySession—isPasswordNeeded. When the policy is used for authorization, the TPM will check
pollcySession—isPasswordNeeded. If it is SET, then the TPM performs a password check|on the
segsion,as if it were a password session. . This password validation will only succeed if the ¢aller is

abl—\ ta nronn lemaavalndan Af tha Antihy
IS POV KovwvIic gt ot

e A\ Al vy e andline thin ~nrrnnt valiin ne thin nacovay v-d
ty o aotTvoroC oy Provigmg it CorTtorvarat st passvwol U.

NOTE 1 A session can use TPM2_PolicyAuthValue() and TPM2_PolicyPassword() interchangeably. If
TPM2_PolicyAuthValue() and TPM2_Policy Password() are both used, then TPM will perform the
check according to the last one used in the policy.
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TPM2_PolicyPCR() — valid if the selected PCR have the desired value. This assertion may be either
an combined or a deferred assertion. If the caller provides a digest, the TPM validates that the current
values of the PCR match the input value and return an error (TPM_RC_VALUE) if not. If this
command completes successfully, the policyDigest will have been updated with the digest of the
selected PCR. The TPM will also record that the PCR have been checked. If the PCR are changed
after they are checked but before the policy is used for authorization, then the policy will fail.

NOTE 2 The reference implementation provides this assurance by maintaining a PCR update counter that
increments each time the PCR are modified. The update counter is saved in the policy session
context. If the update counter does not change between the check of the PCR and the use of the
policy session for authorization, then the PCR are the same.

TPM2—PoeteyPhysicatPresenee atic-the—physieal-presence is—asserted

command is executed. This deferred assertion sets policySession—isPPRequired.

TPM2_PolicySecret() — valid if the knowledge of a secret value is provided. This assertion is an
immediate and possibly also a deferred assertion. Based on the input parameters, this command
maly modify policySession—cpHash and policySession—timeout.

NOTE 3 The secret value will be the authValue of some TPM entity.

TPM2_PolicySigned() — valid if the parameters are properly signed. This'assertion is an immediate
and possibly also a deferred assertion. Based on the input parameters, this command may| modify
poljcySession—cpHash and policySession—timeout.

TPM2_PolicyTicket() — valid if the ticket is valid. This assertian is an immediate and possibly also a
deferred assertion. Based on the input parameters, this command may |modify
polfcySession—cpHash and policySession—timeout.

TPM2_PolicyNvWritten() — valid when the TPMA_NVSWRITTEN attribute of the specified N)V index
hag the desired value. This deferred assertion setsypolicySession—checkNvWritten and the ptate of
polfcySession—nvWrittenState.

19.7.7

A policy

Policy Session Context Values

session context contains the State and tracking information for evaluation of a policy. The

context

values [are set to their default values when the session is created and again each time the session is

succesgfully used to authorize a command.

The vaJues may be changed by a policy assertion. The policy assertions are listed in 19.7.6.6 with an

indicatipn of the policy‘session context values that they modify. The policy session context vallies are

described further here:

¢ pollicyDigest’— digest that is updated by each assertion. The default value for policyDigest isl a Zero
Didest (abuffer with a length equal to the digest size of the hash algorithm with all octets hpving a
valpie of’zero).

e nonceTPM - set from the RNG and is sized according to the size of nonceCaller in

TPM2_StartAuthSession(). This value does not change during the policy evaluation. However, it does
change when the policy session is used for authorization.

e cpHash — set by an assertion that limits the authorization to a specific set of command parameters. If
assertion would set policySession—cpHash and a previous assertion has set
policySession—cpHash to a different value, then the assertion will fail. The default for
policySession—cpHash is an Empty Buffer.

an
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e nameHash - set by TPM2_PolicyNameHash() and indicates the combination of Name values for a
command. This context parameter occupies the same location as policySession—cpHash. If an
assertion would set policySession—cpHash and a previous assertion has set cpHash to a different
value, then the assertion will fail. The default for policySession—nameHash is an Empty Buffer.

e startTime — set to TPMS_TIME_INFO.clockInfo.clock when policySession—nonceTPM changes. No
assertion changes this value. It is updated to the current value of clock by TPM2_StartAuthSession()
and when the session is used for authorization.

e timeout — the time when the policy session expires. Its default setting is an implementation-specific
value corresponding to “never expires.” This value is updated if an assertion has a non-zero
expiration time that is sooner than the current setting of policySession—timeOut. An assertion may

onlydecrease the value of policySession—timegut
Ll P4

e cormmmandCode — set by an assertion that limits the policy to a specific command but does rl\ot limit
the] command parameters (TPM2_PolicyCpHash() limits the command and its parameters)). If an
asgertion sets policySession—~commandCode and a previous assertion” hap set
poljcySession—commandCode to a different value, then the TPM will return an error. The default for
poljcySession—commandCode is an implementation-specific value that indicates that it has npt been
set

e pcrUpdateCounter — set by TPM2_PolicyPCR(). The TPM maintains(a, pcrUpdateCounter| that is
incfemented each time a PCR changes (with a few exceptions as specified in 17.9). When it executes
TPM2_PolicyPCR(), the TPM will copy pcrUpdateCounter to policySession—pcrUpdateCounter.
When the policy session is used for authorization~~"the TPM will verify that
polfcySession—pcrUpdateCounter matches pcrUpdateCounter. A match provides assurance that the
PCR values still match the values evaluated by TPM2_PolicyPCR().

e commandLocality — indicates the locality required for-the command being authorized by thg policy.
The default for policySession—commandLocality is.any locality. Each locality that is not engbled in
TPM2_PolicyLocality(locality) is disabled in policySession—commandLocality. If the result|of this
opeération would result in there being no locality at which the policy would be valid, the TPM will return
an error and not change policySession—commandLocality. If commandLocality is set to an exftended
locqlity (greater than 31), then the locality cannot be change by subsequent TPM2_PolicyLocality().

e isPPRequired — SET by TPM2_PolicyRhysicalPresence() to indicate that presence is requirgd to be
asgerted when authorized commandcs executed. The default value is CLEAR.

e isAluthValueNeeded — SET by:TPM2_PolicyAuthValue()to indicate that the authValue |of the
authorized entity will need to be provided when the policy session is used for authorization. The
authValue is required to be included in an HMAC. The default value is CLEAR. It will also be CLEAR
by TPM2_PolicyPassword()

e isPpsswordNeeded '— SET by TPM2_PolicyPassword() to indicate that the authValue|of the
authorized entityswill’ need to be provided when the policy session is used for authorization. The
authValue is required to be provided as a password. The default value is CLEAR. It will also be
CLEAR by TPM2_PolicyAuthValue().

e isTfialRolicy — SET to indicate that policySession—policyDigest is to be updated evern if the
asdertio’is not valid. The session may not be used for authorization.

e checkNvWritten — SET to indicate that the TPMA_NV_WRITTEN attribute of the authorized NV
Index must be compared with nvWrittenState.

e nvWrittenState — SET when TPMA_NV_WRITTEN is required to be SET in the NV Index being
authorized. This attribute has no meaning when checkNvWritten is not SET.

19.7.8 Policy Example
In ISO/IEC 11889 (first edition), the basic policy for use of a key was limited to a combination of an

authorization value and PCR state. This policy was built in to each key. In ISO/IEC 11889 there is no
built-in policy. An ISO/IEC 11889 policy that is the same as the ISO/IEC 11889 (first edition) policy is:
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TPM2_PolicyPCR() & TPM2_PolicyAuthValue()

This policy could also be written as
TPM2_PolicyAuthValue() & TPM2_PolicyPCR()

This policy would have a different policyDigest because the order of evaluation affects the di

gest.

To associate this policy with a key, evaluate the policy to determine the policyDigest that it would
generate. Then create the key with this digest as the authPolicy and CLEAR the userWithAuth attribute.
When userWithAuth is CLEAR, USER mode actions for the key will require use of the key's authPolicy.
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EXAMPLE 4
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Figure 21 illustrates the use of TPM2_PolicyAuthorize() to implement a flexible policy. This assertion

evaluation checks to see if the current policyDigest is authorized by a signing key — that is, did an
authorizing entity sign a digest indicating that a specific value of policyDigest represents a known
set of PCR values. If the policyDigest value was signed, then policyDigest is replaced by a digest of
the Name of the key that was used for authorization and policyRef (see 19.7.11). An example of

how of this assertion type may be used to avoid PCR brittleness is shown in Figure 21. Thi

s shows

the example policy in 19.7.8 but with the ability to satisfy the policy with different PCR values.
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As shown, a PolicyPCR assertion is followed by PolicyAuthorize(). If there is an authorization signed
by KEY for the current policyDlgest (in this case, Dpcr.a), then the result of the PolicyAuthorize() will
be Dgey. This is the same output that would be produced if the input to the PolicyAuthorize() were
Decre and there was an authorization sighed by KEY for Dpcrg. That is, in TPM2_PolicyAuthorize(),
if the key authorized the current policyDigest, policyDigest is replaced by (not extended with) the
Name of the key. The policyDigest value Dgey no longer reflects the previous value (Dpcr.a OF
DPCR.B)-

In the case of a BIOS update that changes PCR, the platform OEM could provide a signature for the
PCR values created by the new BIOS. Now, if the policy of the sealed data includes a
TPM2_PolicyAuthorize() from the OEM, then the BIOS can be updated and no recovery process
would be needed to deal with the new PCR values. That is, with either authorized set of PCR, Dggy
and Dysina Will be the same, even though Dpcr.a and Decr.g are different.

NOTE 1 Mputed in

order to indicate that the Name was included as the result of a TPM2_PolicyAuthorized() epgration.

NOTE 2 This example purposefully avoids using terms that would indicate that the sighing entjty does
anything other than indicate that the PCR values are the expected values. In particular, thg signing
entity does not have to certify that the PCR values are safe. The signing entity,could provide other
assurances but, in the case of PCR, it is not necessary to warrant anything ©ther than that fhe PCR
values are expected.

NOTE 3 The actual authPolicy in the authorized entity would contain (PolicyAtthorize & PolicyAuthVglue).

Figufe-21 — Use of TPM2_PolicyAuthorize() to Avoid PCR Brittleness

19.7.11 TPM2_PolicySigned(), TPM2_PolicySecret(), and TPM2_PolicyTicket()

The setof assertions diSCUSSed In clause 19.7.11 have propertes that enable a number of authorization
scenarios. Among these are:

e ability to give an authorization that can persist for a specific amount of time (in many protocols,
access to a resource (such as, a network) is granted for some time interval), and

¢ ability to associate an authorization with a policy of the authorizing entity (in many instances, the
authorizing entity may use the same key or secret for different purposes).

TPM2_PolicySigned() and TPM2_PolicySecret() convey an authorization by signing a set of parameters
that indicate the nature of the authorization. With TPM2_PolicySigned() the signature is with a key value
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(symmetric or asymmetric) and with TPM2_PolicySecret() the signature is with an HMAC using an
authValue in the HMAC key

These commands use a common set of parameters.

e nonceTPM - if the caller chooses to limit the authorization to a single policy session, they would
include this value in the signed data structure. If this is not part of the signed authorization, then
this parameter should be set to the Empty Buffer.

e cpHashA — if the caller chooses to limit the authorization to a specific command and command
parameters, they would include this value in the signed data structure. Use of this parameter
aftows the catter to-provide arm authorization that s simitar to the HivtACauthorization- T aq type of
authorization is only valid for a specific command and set of command parameters| If this
parameter is not part of the signed authorization, then this parameter should be set'to thd Empty
Buffer.

e [policyRef — in some circumstances, it is desirable to have an authorization convey some
information relating to the authorizing entity. The TPM includes this value“in the policyDjgest. If
this parameter is not part of the signed authorization, then this parameter should be an Empty
Buffer.

EXAMPLE 1 A fingerprint reader might have a signing key that it uses to verify when it has recofnized a
fingerprint regardless of whose fingerprint it mightBbe. This type of authorization Would be
difficult to use if it were not possible to indicate whose fingerprint was scanned. The
policyRef parameter would allow the fingerprifityfeader to provide this indication. Because
the TPM includes the policyRef value in the policyDigest, this means that the poligyDigest
would only have the correct value if the fingerprint reader scanned a finger from th¢ correct
person.

e |expiration — this parameter is used to place a-time limit on an authorization. If this valug is not
zero, then expiration is the number of seeords before the authorization expires. The expiration
time is measured from the time that nonceTPM was created for the policy session.

If expiration is a positive number, then the authorization may only be used as long as there is a
policy session with the indicated_honceTPM. If expiration is a negative number, it indicajes that
the authorization is not spegific to a policySession->nonceTPM and may be used with other
policies, until the authorization expires.

NOTE 1 A policy® session is not flushed when the session is used to authorize a cdmmand.
However, the nonceTPM for the session is changed in order to prevent replay. ThHe policy
session is still valid but, since the nonceTPM has changed, any TPM2_PolicySigngd() and
TPM2_PolicySecret() authorizations that were tied to the nonceTPM will no longer Qe valid.

When a session is started and a specific nonceTPM generated, the TPM will record the|current
TPM time’in policySession—startTime. When an assertion includes a non-zero expiration value,
its absolute value is added to policySession—startTime. This produces a time that is relptive to
the ,TPM Clock. If this computed time is less than the current TPM Clock time, then the
Cluthul iLatiUll hclb ahcady C)\[Jilcd. OthClVViDC, thc authUI iLatiUll ib VCl“CII. :f thc bUIIIlJUth t|me IS
less than the current value of policySession->timeout, then policySession->timeout is set to the
computed value.

To allow a time-limited authorization to be used in other policies, the TPM generates a ticket. This
ticket contains a digest of the command parameters of the authorization but with a timeout
instead of an expiration (the difference being that expiration is relative to the creation of a
nonceTPM and a timeout is relative to TPM Clock). TPM2_PolicyTicket() is used to include the
authorization in a different policy. As long as the ticket has not expired, its effect on a
policySession—policDigest will be the same as the command that generated the ticket
(TPM2_PolicySigned() or TPM2_PolicySecret()).
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The TPM will only produce a ticket if the expiration parameter in TPM2_PolicySigned() or
TPM2_PolicySecret() is a negative number. The timeout in the ticket will be
policySession—startTime plus the absolute value of expiration.

In order to prevent clock discontinuities from preventing tickets from ever expiring, the timeout
value used in the calculation of the ticket structure (an implementation-specific value indicating
when the authorization expires) must include enough information that the TPM can distinguish
(and discard) tickets when the clock used in the ticket has undergone a discontinuity in its
measurement of time. This can be accomplished in several ways.

EXAMPLE 1 Each time the clock is powered on, the TPM might create a random number nonce and that
"clock nonce" can be included in the timeout value

EXAMPLE 2 A monotonic counter can be included with the timeout value which is incremented every
time the clock is powered on.

EXAMPLE 3 A system implementation can be created that prevents a ticket from eyer being usgd if the
clock in the TPM has not been synchronized with an external trustedyclock.

NOTE 2 A "clock nonce" needs to be large enough that a replay is infeasibte. That is, a tickgt issued
with a given nonce cannot be useable after a future powereycle because the noncp values
happen to match. In the context of a specific ticket, asnonce collision is not a ‘|birthday
problem” as the nonce has to match exactly rather than\beinhg one of a group of values that
are equivalent.

e | The ticket may be used in a policy in place of a TPM2_RolicySecret() or TPM2_PolicySigned()
that has the same parameters.

EXAMPLE 4 When authorizing the use of a socket_encryption key for an hour, the authorizatiqn would
contain an expiration of -3600 (an-hour of seconds) and the first use of the authprization
would be in TPM2_PolicySigned().\Fhat command will return a ticket. For the ngxt hour,
TPM2_PolicyTicket() could be_used in place of an equivalent TPM2_Policypigned()
assertion.

In summary:
If noncg¢ TPM is empty, expiration must be'zero. Use is not limited to a policy session or time limitef.
If noncg¢TPM is included:

If ekpiration is zero, use is not time limited in this policy session

If epiration is negative; use is time limited, but a ticket is created, so it can be used in anothgr policy
segsion.

If ekpiration(is)positive, use is time limited in this session.

19.8 PRalicy Session Creation

TPM2_StartAuthSession(sessionType = TPM_SE_POLICY) is used to start an authorization session. The
authorization session may use any of the four options for tpmKey and bind.

NOTE 1 A policy session does not maintain a binding with a specific object. The bind parameter is used only
for session key creation. This allows the context space of the session that is used for the binding
value to be dedicated to other policy parameters.

The most typical use of a policy session will be with tpmKey and bind both set to TPM_RH_NULL. When
this option is selected, an HMAC computation might not be performed when the policy session is used
and the session nonce and auth values may be Empty Buffers. See ISO/IEC 11889-3, clause
“TPM2_PolicyAuthValue”.
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NOTE 2 When the session is created, nonceCaller still needs to be provided and its size is required to meet
the minimum requirements of the command.

When the authorization session is to be used to authorize a command that has an encrypted command or
response parameter, then either tpmKey or bind should be used in the TPM2_CreateAuthSession() that
starts the session so that a secure sessionKey is created.

19.9 Use of TPM for authPolicy Computation

To use a policy for authorization for an object or NV Index, the creator of an object or NV Index is
required to know, at the time of creation of the Object or NV Index, the digest of the policy. The

compuwmwmmm#m&mmmmmwhen it
evaluates the policy and updates the accumulated policyDigest of the session.

This cgmputation can be done by software but would require that the policy update procéss for each
commgnd be replicated by software. As an alternative, the TPM can be used to perform thé computation.

To use[the TPM, a policy session is created and various policy commands are sent to the TPM as if the
policy were being evaluated in order to authorize an action. TPM2_PolicyGetDigest() may then be used to
read thie final policyDigest from the TPM. That policyDigest value may then-be used as the authPolicy
paramater in a new Object/NV Index.

NOTE There is no requirement that the authPolicy for each Object0F NV Index be unique.

If the pplicy is complex and uses TPM2_PolicyOR(), it will be necessary to compute multiple policyDigest
values.| The same policy session can be used for all of the Computations by using TPM2_PolicyRestart()
after the policyDigest for a branch is computed. When thedlast branch is computed, it may be uged in a
TPM2_[PolicyOR that is constructed from the previously ‘computed values.

TPM2_[PolicyGetDigest() could also be used to help validate the software that is implementing the¢ digest
computfation. The value computed by the TPM.tan be compared to the value computed by the spftware
library o insure that they are the same. If desired, TPM2_PolicyGetDigest() can be called after each
policy gommand.

19.10 Trial Policy Session

If a policy requires a signed (symmetric or asymmetric) authorization for an action, that authorizatipn may
not be pvailable at the time'that the Object/NV Index is created and, in fact, the authorizing entity might
not be willing or able to(provide the necessary authorization at the time of creation.

EXAMPLE 1 If AhevObject is to have a duplication authorization, the duplication authority might not prgvide the
authorization for the duplication when the Object is created. If they did, then the migratign policy
could be computed; the policyDigest of the session read and placed in a new Objg¢ct, and
immediately used for duplication of the Object. The duplication authority might not want to 4llow the
duplication at that time.

The TPM provides a special type of policy session to be used for the purpose of computing the policy
without enabling the use of the policy. When a session is created by TPM2_StartAuthSession(policyType
= TPM_SE_TRIAL), a policy session is created that cannot be used for authorization. Since it cannot be
used for authorization, authorizations are not needed in the computation of the policy.

EXAMPLE 2 If TPM2_PolicySigned() is called to update the digest of a trial policy session, the signature is not
validated but the policyDigest is updated as if a correct signature was provided.
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19.11 Dictionary Attack Protection

19.11.1 Introduction

The TPM incorporates mechanisms that provide protection against guessing or exhaustive searches of
authorization values stored within the TPM.

The dictionary attack (DA) protection logic is triggered when the rate of authorization failures is too high. If
this occurs, the TPM enters Lockout mode in which the TPM will return TPM_RC_LOCKOUT for an
operation that requires use of a DA protected authValue. Depending on the settings of the configurable
parameters described below, the TPM can “self-heal” after a specified amount of time or be
prograrpmatically reset using proof of knowledge of an authorization value or satisfaction of a poicy

The adthValue for an object receives DA protection unless the object's noDA attribute)is SHT. The
authvilue for an NV Index receives DA protection unless the TPMA_NV_NO_DA attribute of the Index is
SET. Tlhe authValue associated with a permanent entity, other than TPM_RH_LOCKOUT, d¢es not
receive DA  protection. Sequence  objects  created by  TPM2OHMAC_Start() and
TPM2_HashSequenceStart() do not receive DA protection.

NOTE Authorization values associated with permanent entities, oth€r, than TPM_RH_LOCKOMT, are
expected to be high-entropy values that are managed by a computer or will be well-known vglues, In
either case, they will not need DA protection. While it is safer)when lockoutAuth is a highrentropy
value, it is possible that lockoutAuth will be a value chosenttoybe remembered by a human which will
likely have less entropy than other permanent entities.“As a consequence, lockoutAuth is DA
protected even though it is a permanent entity.

The regson for being able to exclude entities from DA protection is that lockout of all TPM use could make
the system unstable. The OS may have uses for the TPM that should not be blocked due to authgrization
problems with keys associated with user-mode applications. The OS is expected to use a well-kqown or
high-entropy authValue for any entities that it magages and an authValue of neither type negds DA-
protectjon.

An autValue may be used for authorizationin’three ways:

1) appssword;
2) thelauthValue parameter in thetHMAC computation of equation (18); or

3) the| authValue parameter in the computation of sessionKey for a bound session as shown in
equation (19).

All use$ of a DA protected authValue receive DA protection.

19.11.31 Lockout Mode Configuration Parameters

The TF1M uses four, 32-bit, non-volatile state variables to control the initiation and recovery from the DA-
lockout'mode:

NOTE 1 The "NV" notation indicates that these values need to be held in persistent memory and be updated
in NV when they change

a) failedTries (NV) — This counter is incremented when the TPM returns TPM_RC_AUTH_FAIL.
TPM2_Clear() will reset this counter to zero. This counter is also set to zero on a successful
invocation of TPM2_DictionaryAttackLockReset(). This counter is decremented by one after
recoveryTime seconds if:

1) the TPM does not record an authorization failure of a DA-protected entity,

2) there is no power interruption, and
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b)

c)

d)

The

TPM2_PDictionaryAttackParameters(). This command requires Lockout Autherization.

19.11.3 Lockout Mode

The
DA-

ISO/IEC 11889-1:2015(E)

3) failedTries is not zero.

NOTE 2 If the TPM has a trusted source of time that runs when TPM power is lost, then failedTries can
be reduced when power is restored. The amount that failedTries is decremented would be
dependent on the duration of the power loss and the value of recoveryTime.

maxTries (NV) — The TPM is in Lockout mode as long as failedTries equals this value. When a new
owner is installed, maxTries is set to its default value as specified in the relevant platform-specific
specification.

recoveryTime (NV) — This value indicates, in seconds, the rate at which failedTries is decremented.
This can be set to a large value (2% - 1) which essentially inhibits automatic exit from Lockout mode.

W n-a naw aouwnar 1o inctallad  thic valiin 1o cat tn o AdAafault valiin ac cnacifind 10 tha rnlevant
eH——HeW—oWHe IS St S e 155 +—to—tS—aeraurt—vartde—aS—Speete a—H—re—He

plafform-specific specification.

lockoutRecovery (NV) — This value indicates the delay in seconds between attempts [to use
lockoutAuth. The time delay only applies after an authorization failure using lockoutAuth. A value of
zerp indicates that a system reboot (TPM2_Startup(TPM_SU_CLEAR)) is required between |lockout
attempts.

parameters maxTries, recoveryTime, and lockoutRecevery are set with

THM is in Lockout mode while failedTries is equal to maxTries. While in Lockout mode, any uUse of a
profected authValue will return TPM_RC_LOCKOUT.

NOTE 1 An exception is that TPM2_DictionaryAttackkockReset() can execute even though lockoutAdth is DA

protected.

NOTE 2 If there is an authorization failure» that does not increment failedTries, the TPM| returns

TPM_RC_BAD_AUTH

An authorization failure may occur with a.password or an HMAC. For a policy authorization, the policy is
validated before the HMAC is computed:-if the policy fails, the TPM returns TPM_RC_POLICY to Indicate

that

NOTE 3 A policy authorization does not always have an associated HMAC.

19.11.4 Recoveringfrom Lockout Mode

The

1)

2)

3)

dicfionary attack protection wasmpt involved.

THM can recover from Lockout mode in three ways.

TPM2_DictionaryAttackLockReset() sets failedTries to zero. This command requires Lockout

Authorization. The TPM does not have to be in Lockout mode in order to use this command.
Th%mmmmm%mmmm i f f e,

NOTE 1 If the TPM is in Lockout mode, then the TPM will always leave Lockout mode when failedTries
decrements because failedTries will no longer be equal to maxTries.

NOTE 2 The failure count is not decremented below zero.

failedTries is set to zero if the owner changes.

Configuration and programmatic recovery of the dictionary attack logic requires proof of knowledge of
Lockout Authorization. When the TPM owner is changed by changing the SPS, lockoutAuth is set to the
EmptyAuth and lockoutPolicy is set to the Empty Buffer
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TPM2_DictionaryAttackLockReset() allows external software to reset the dictionary attack protection logic
by providing Lockout Authorization. This command can be used when the TPM is in Lockout mode.

19.11.5 Authorization Failures Involving lockoutAuth

When lockoutAuth is used in an authorization and that authorization fails, the TPM enters a lockout state
intended to provide special protection for the lockoutAuth value. An authorization failure associated with
lockoutAuth causes the TPM to enter this special lockout state regardless of the setting of failedTries and
maxTries.

When in this special lockout state, the TPM will not allow use of lockoutAuth. The TPM will exit this state
when T[PM2_DictionaryAttackLockReset() is used with a successful lockoutPolicy or when after.the TPM
is powered for a configurable time period (lockoutRecovery). If lockoutRecovery is set to zero, then the
TPM willl not exit this state until the next TPM Reset or until lockoutPolicy is used.

NOTE The design depends upon the trusted computing base to filter commands(te the TPM [such as
TPM2_DictionaryAttackLockReset(). This prevents a rogue application fromr{Completing a genial of
service attack on the TPM by intentionally sending the jpcommand with |a bad
lockoutAuth.

19.11.4 Non-orderly Shutdown

A TPM|may be implemented such that the command execution unit.does not always have accesf to NV
memory (see 37.7.2). For such an implementation, it may not beypossible to increment the NV popy of
failedTiies when the authorization failure occurs. When_¢he failure occurs, the TPM will| return
TPM_HC_AUTH_FAIL and, until the NV version of failedTries is updated, the TPM will be in lockout.

It is popsible that the TPM will be reset when a write:to'the NV version of failedTries is pending. If the
TPM d|d not handle this special case, then an attacker could try an authorization for a DA prptected
object when NV writes are not possible. When'the TPM restarted, the failed attempt would |not be
recorddqd and the attacker could try again.

To prejent this type of attack, at TPM2_Startup(), the TPM checks if it is starting after an |orderly
shutdoyvn. If not, and failedTries is not already equal to maxTries, then the TPM will increment failedTries
by one

NOTE This check and increment of failedTries might not be necessary if it is impractical for an atfacker to
prevent update‘of the NV version of failedTries.

19.11.71 Justificationfor Lockout Due to Session Binding

When & bound §éssion is created, the caller does not have to prove knowledge of the authValu¢ of the
bind ohject. The authValue is used in the creation of the sessionKey and if the caller does not kow the
authValue; they will not be able to compute the correct sessionKey and use the authorization session.

A bound authorization session may be used to authorize actions on another object. If that object does not
have DA protection, then an attacker could use binding to circumvent DA protection on the bind object.

The attack is as follows:

a) An attacker creates an object (D) that has no DA protection and authValue known to the attacker.
b) An attacker guesses a possible authValue for a DA protected object (object A).
c) The attacker uses object A as the bind object in TPM2_StartAuthSession() to create a session (S).

d) The attacker uses session S to authorize an action on object D.
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e) If the authorization fails, the attacker goes to step b) and tries a new value.

By retaining the DA state of object A in the session state, the attack is prevented. When the session is
used for authorization, the authorization failure counter (failedTries) is incremented if either the entity
being authorized is subject to DA protection or if the session is bound to an entity that has DA protection.

NOTE

If a session is bound to a permanent entity other than TPM_RH_LOCKOUT, then the session is not

bound to an entity that has DA protection.

19.11.8 Sample Configurations for Lockout Parameters

19.11.

Two co

NOTE

19.11.

In this
in a da
to reco

EXAMP

The en

EXAMP

Foras
laptops

EXAMP

19.11.

In this @pplication, the lockeutAuth may be set to a random, high-entropy value that is then erased

prograr

and cofivenience.

NOTE

B.1 Introduction

Immon configurations are anticipated: one for enterprise-managed TPMs, and one for home

It is anticipated that the operating system will layer additional anti-hammeririghprotection §
provided by the TPM so that it is unlikely that one OS user will be able to-interfere with thg
of another user or the trusted computing base (TCB).

B.2 Enterprise Use
Ise, it is expected that the TPM owner will set the lockoutAuth-te-a high-entropy value that
abase and set the lockoutRecovery to a small, non-zero valug. The enterprise will use th
er the TPM when suitable non-automated validation proceédures have been performed.

E1l An example of a small, non-zero lockoutRecovery value is one.

erprise would likely set maxTries to a relatively.low value.

E2 An example of a relative low value for'maxTries is 10.

brver or data center, the recoveryTimeavould be set to a large value implying manual recov
a setting of a few hours would provide adequate protection for PINSs.

. .32
E3 An example large valug for recoveryTime is 2°°.

8.3 Home or Unmanaged Use

hmatic lockoutirecovery is not possible. maxTries and recoveryTime can be set to balance

If this configuration is used, the only way to execute TPM2_Clear() to change the owner i
Platform Authorization.
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20 Audit Session

20.1 Introduction

An audit session allows for the auditing of a selected sequence of commands so that evidence may be
provided that the commands were executed.

Any HMAC authorization session may be designated for auditing but only one session may be used for
audit in each command. A session is designated for auditing by setting the audit attribute in the session.

When ; e audit
sessior. The initialization value is a Zero Digest with the number of octets determined by'the hash
algoritim of the session.

If the spssion was bound when created (see 19.6.10 and 19.6.12), the bind value is fest and any| further
use of the session for authorization will require that the authValue be used in the HMAC.

Since the first use of an audit session may cause the size of the session context to change, the command
may fa|l due to insufficient memory. TPM-management software may save-other session contekts and
retry the command.

NOTE 1 The TPM needs to have sufficient memory to allow three s€ssions to be simultaneously loadled, one
of which may be an audit session.

For all commands using a session tagged as audit (includingythe initial use), if the command cofnpletes
successfully, the cpHash and the rpHash are Extended t@ the audit session digest. When a command
fails, the audit session digest is not changed and, as {is*normal in the case of a command failyire, the
sessior)s are not included in the response and sessionnonces are not updated.

The egpation for updating the audit session digest'is:
auditDigestnew = Hagaiealy (auditDigest,ia || cpHash || rpHash) (40)
The hagh algorithm is the algorithm designated in TPM2_ StartAuthSession().

Unless|a command description.indicates that no sessions are allowed, an audit session may be uded with
any conmand. A command.may have only one audit session.

An audit session uses_the same session format as other HMAC-based sessions. The method of
compuiing the HMAEC \differs in that, if the audit session is not associated with any object harldle, no
authValue is available for use in the authorization HMAC. All HMAC computations for an audit session will
set authValue te-an Empty Buffer.

NOTE 2 If the sessionKey is also an Empty Buffer, then no HMAC computation is performed and the hmac
parameter of the session structure will be an Fmpty Buffer

If an unbound and unsalted session is used as the basis for the audit session, then there is no assurance
from the audit session that the commands being audited are actually associated with a TPM. On the other
hand, a bound session allows association with a known authValue in a TPM, which can provide
assurance that the commands being audited are actually associated with a specific TPM. However, if
others know the authValue, then the unsalted audit session may have the same association issue as the
unbound session. A salted session can be associated with a key that is known to be TPM-resident so the
audit based on a salted session can be reliably associated with a specific TPM.
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20.2 Exclusive Audit Sessions

In a response, the auditExclusive attribute of an audit session will indicate if the TPM has executed any
commands that were not audited by the session. If there was another user of the TPM, the auditExclusive
attribute will be CLEAR, and if not the attribute will be SET.

The TPM keeps track of the current exclusive session. A session becomes the current exclusive audit
session when it is first used as an audit session. It may also become the current exclusive audit session if
the auditReset attribute of the session is set. The session is no longer the current exclusive audit session
if it is flushed (TPM2_FlushContext()) or if an auditable command is executed that does not use the
current exclusive audit session.

A comrpand that is not allowed to have any sessions will not change the current exclusive auditgession.
Those | commands include the context management commands (TPM2_Contex{Save(),
TPM2_ContextLoad(), and TPM2_Flush()), TPM2_Startup(), and TPM2_ReadClock().

NOTE 1 It is the responsibility of the TCG Software Stack (TSS) or other controlling Sbftware to preserve the
integrity of the exclusive audit session. As the purpose of the exclusive auditySession is to show that
no other commands were executed during the session, the expectation is that the cdntrolling
software would limit access to the TPM to prevent any other uses of the TPM.

To inditate the start of an exclusive interval, the caller may SET auditReset in the first commandg of the
exclusiye sequence. In the response, the auditExclusive attribute of\the session will be SET and the
sessior is exclusive.

NOTE 2 AuditReset can only be SET if audit is also SET.

The firdt time that a session is used for audit, the session becomes exclusive, regardless of the setting of
auditReset.

In a regponse, if an audit session is exclusive, the auditExclusive attribute will be SET

20.3 Command Gating Based on Exclusivity

If the apditExclusive attribute of an audit’'session is SET, then the TPM will return TPM_RC_EXCLUSIVE
if the session is not exclusive.

NOTE As with other error returns, no change is made to the state of the session and it remains actipe.

20.4 Audit Session Reporting

The aydit statusiof an audit session can be determined with TPM2_GetSessionAuditDigest(). This
command returs/a signed data structure that includes the audit session digest.

Becaude the audit digest is signed before the audit digest is updated, the cpHash and rpHagh for a
TPM2_} ctScaa;uuAud;tDiycotO is—hot—inctuded—in—the—atdit diycot of—the D;Ullcd tata—structure.
Possession of the audit digest is proof that the command executed. However, the cpHash and rpHash of
TPM2_GetSessionAuditDigest() will be included in subsequent audits if the audit session remains active.

TPM2_GetSessionAuditDigest() requires that the indicated session be an audit session and will return
TPM_RC _TYPE if it is not. The TPM does not change internal state unless the command actions
complete successfully. This means that a session cannot become an audit session unless the command
in which it is designated as an audit session completes successfully. From this we can conclude that a
session cannot be designated as being an audit session in a TPM2_GetSessionAuditDigest() in which the
same session is the audited session.
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20.5 Audit Establishment Failures

If a command is the first use of a session as an audit session, and the command fails, then the state of a
session as an audit sessions will not change. This means that, if a session was not an audit session
before the command was executed, it will not be an audit session after the command fails. If a session
was an audit session before the command was executed, it will be an audit session after the command

fails.

If a command fails, then the exclusive status of sessions does not change. A session that was exclusive
before the command failure is exclusive after the command failure.
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21 Session-based encryption

21.1 Introduction

Several commands have parameters that may need to be encrypted going to or from the TPM. Session-
based encryption may be used to ensure confidentiality of these parameters.

EXAMPLE An example is the authorization data that is passed to the TPM when an object is created or when
the authorization value is changed.

Not all
parame
an explicit size field. Only the data portion of the parameter is encrypted. The two encryption nmethods
(XOR gnd CFB) do not require that the data be padded for encryption so the encrypted data size pnd the
plain-tgxt data size is the same.

If the symmetric algorithm is TPM_ALG_NULL and encryption or decryption is spegified, the TPM|returns
TPM_HC_SYMMETRIC.

Any firgt parameter may be encrypted as long as the parameter has a sizefield.

Sessiofn-based encryption uses the algorithm parameters established when the session is starfed and
valuesIhat are derived from the session-specific sessionKey. The‘encryption values are created in a way
that is lependent on both the session type and the session engryption parameters.
If sessipnAttributes.decrypt is SET in a session in a command, and the first parameter of the comiand is
a sized buffer, then that parameter is encrypted usingthe encryption parameters of the segsion. If
sessiorjAttributes.encrypt is SET in a session of a command, and the first parameter of the response is a
sized Puffer, then the TPM will encrypt that parameter using the encryption parameters of the dession.
The engrypt attribute may only be SET in one session that is used in a command and the decrypt attribute
may orlly be SET in one session per commagd. The attributes may be SET in different sessions qr in the
same session.

Parameters in commands are encrypted before any cpHash is computed. Parameters in responges are
encrypted before any rpHash is computed.

The pajameter data buffer.is protected with either XOR obfuscation or CFB mode encryption. The size
field of the parameter is not)protected.

When 4 command/response with an encrypted parameter is received, the cpHash/rpHash is computed as
requiref for the sessions before the parameter is decrypted.

NOTE The caller can obfuscate the true size of an authorization value by adding octets of zero to the end.
The extra octets of zero will have no impact on the authorization computations and can be d|scarded
by the TPM.

The two methods of session-based encryption used in ISO/IEC 11889 are, by themselves, malleable.
That is, an attacker can make a controlled change (bit reversal) in the encrypted data that will result in an
identical change in the decrypted data. This kind of attack is mitigated as the encryption uses a key that is
associated with an HMAC authorization session.
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21.2 XOR Parameter Obfuscation

For session-based obfuscation using XOR(), the operation is:

XOR(parameter, hashAlg, sessionValue, nonceNewer, nonceOlder) (41)
where
parameter a variable sized buffer containing the parameter to be obfuscated
hashAlg the hash algorithm associated with the session
sessionValue the session-specific HMAC key
nonceNewer for commands, this will be nonceCaller and for responses it |will be
nonceTPM
nonceOlder for commands, this will be nonceTPM and for résponses it |will be
nonceCaller
NOTE 1 Depending on the usage, sessionValue can be either the sessiomKey or the sessionKey with a
concatenated authValue.
NOTE 2 The XOR() function is defined in 11.4.6.4.
NOTE 3 The obfuscated size of parameter is the same as the size of the underlying parameter. That is, if a

TPMB_CREATE is obfuscated, the size of the obfuscated data is the same as the size of the|data.

21.3 CFB Mode Parameter Encryption

When Eession-based encryption uses a symmetric block cipher, an encryption key and IV |will be
generated from:

KDFa (hashAlg, sessionKey, “CFB”, nonceNewer, nonceOlder, bits) (42)

where

hashAlg the hash algorithm associated with the session

sessionKey the sessionKey value associated with the session

“CFB” label to differentiate use of KDFa() (see clause 5.4 for the definition of

this label.)

nonceNewer nonceCaller for a command and nonceTPM for a response

nonceOlder nonceTPM for a command and nonceCaller for a response

bits the number of bits required for the symmetric key plus an IV
NOTE 1 The IV size is equal to the block size of the cipher.

The most significant octets of the returned value are used as the encryption key and the remaining octets
are used as the IV. The number of octets used for the encryption key and for the IV is dependent on the
algorithm parameters of the session.

EXAMPLE For AES, the block size is 16 octets regardless of the key size. If the key size were 256 bits (32
octets), then, in the call to KDFa (), bits would be set to 48*8. The most significant 32 octets of the
returned value would be used as the key for the encryption and the next 16 octets would be used for
the IV.

140 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

NOTE 2 If the key size is not an even multiple of 8 bits, the first N octets of the returned value will contain
the key and the remaining octets the IV. N is the smallest integer such that (N * 8) = the key size.

The data portion of the parameter is then encrypted using the symmetric key and the symmetric block
cipher algorithm associated with the session.
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22 Protected Storage

22.1 Introduction

When a Protected Object is in the TPM, it is in a Shielded Location because the only access to the
context of the object is with a Protected Capability (a TPM command). The size of TPM memory may be
limited and if the only storage for Protected Objects were the TPM Shielded Locations, the TPM's
usefulness would be reduced. The effective memory of the TPM is expanded by using cryptographic
methods for Protected Objects when they are not in Shielded Locations.

22.2 Object Protections

The cryptographic protections for a Protected Object include encryption to prevent disclosure of the
confidential contents, and an integrity check to allow detection of modifications to the ‘externally stored
Protected Object. The integrity check detects modifications to either the confidential or the non-
confideptial portions of the Protected Object.

The infegrity value is computed over the encrypted data. If the integrity (Check fails, then symmetric
decryption will not occur. Since the integrity value contains the digest ofthe associated public drea (its
Name)/ the confidential contents of the Protected Object will not be deerypted if they are not properly
paired yith a public area.

22.3 Protection Values

The prptection of a sensitive area uses two keys. Theése values are created from a secret value
associdted with the parent. One of the keys is used.as*an HMAC key and the second is a syimetric
encryption key.

A seed|value is used in the generation of the symmetric encryption key and the HMAC key. The squrce of
the sedd is dependent on the situation. If the<protections are for an object in a hierarchy, the seef is the
seedVdlue in the parent’s sensitive area-lf the protections are for a duplication blob, the seed is [derived
from a|shared secret that is protected-using asymmetric methods of the new parent. The algorithm-
specifig annexes to this part of 11889 contain the formulations for deriving the seed when asyfmetric
protections are used.

To profluce the symmetricikey, the seed value and object Name are used in KDFa() as shown in
equatign (43). This method is used when a symmetric key is generated for the protection of sensitive
areas dttached to a hierarchy or sensitive data in a duplication blob (see 23.3).

NOTE 1 This method is also used to generate the symmetric key used for the protection of credential values
(see clause 24.4).

is used

ucéthe HMAC key, the seed is used in KDFa() as shown in equation (45). This method
i i i 1] i ensitive

data in a duplication blob.

NOTE 2 This method is also used to generate the HMAC key for credential values (see clause 24.4).

When performing symmetric encryption, an IV of zero is used unless the same symmetric key is used
multiple times. The same symmetric key is used each time that the sensitive area of a child changes due
to TPM2_ObjectChangeAuth(). For encryption of a child, a random IV is generated by the TPM each time
it performs the encryption.
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A symmetric key is used to encrypt the sensitive area of an object that was created by TPM2_Create() or
imported by TPM2_Import(). It is also used when re-encrypting a sensitive area when the authorization
value is changed (TPM2_ObjectChangeAuth()). The symmetric key is derived from a seed value
contained in the parent’s sensitive area and the Name of the protected object.

The block cipher used for encrypting the object's sensitive area is the symmetric cipher of the parent.

The symmetric key for the encryption is computed by:

7’ ) 7 ) 7 (43)
where
pNameAlg nameAlg of the object's parent
seedValue symmetric seed value in the sensitive area of the)object's pargnt (see
27.6.4)
“STORAGE”" a value used to differentiate the uses of the ' KDF (see clause 5.4 | for the
definition of this value)
name Name of the object being encrypted -decrypted
bits number of bits required for the symmetric key
When a symKey is being used to protect the sensitive area’ofa child object, the TPM will create a fandom
IV valug (symlv) that is the size of an encryption block of:ithe symmetric algorithm. This symlIV is ipcluded
in the Trivate area and in the HMAC computation of‘the sensitive area. A symlV of zero is usefd when
encrypling the sensitive area for duplication or a credéntial to be used in TPM2_ActivateCredentiall).
The symKey and symlv are used to encrypt.the sensitive data.
encSensitives=)CFB,symaiy (SymKey, symlv, sensitive) (44)
where
CFBpsymaig symmetric encryption in CFB mode using the symmetric algorithm of the
parent
symKey symmetric key from (43)
symlv IV from RNG or O
sensitive a TPM2B_SENSITIVE containing the sensitive area structurg being
protected
NOTE The size and buffer fields of sensitive are encrypted.

After the data is encrypted, the TPM2B_IV containing the random symlv is placed in front of the
encrypted data in preparation for the integrity computation. If the symIV was zero, then no value is added

to the encrypted data.
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22.5 Integrity

The HMAC key (HMACkey) for the integrity is computed by:

HMACkey := KDFa (pNameAlg, seedValue, “INTEGRITY”, NULL, NULL, bits) (45)
where

pNameAlg the nameAlg of the object's parent

seedValue the symmetric seed value in the sensitive area of the object's parent (see
27 6.4

“INTEGRITY” a value used to differentiate the uses of the KDF (see clausel5.4| for the
definition of this value)

bits the number of bits in the digest produced by pNameAlg

HMACRKey is then used in the integrity computation.

An HMAC is performed over the symIV and the encSensitive produced in (44).

NOTE 1 This is called an outerHMAC because it is the same HMAC process that is used when an pbject is
duplicated. The duplication can produce an inner and an outer, HMAC.

outerHMAC := HMAC,nameaig (HMACkey, symlv || eneSensitive || name.buffer) (46)
where
HMAC,nvameaig the HMAC function using nameAlg of the object's parent
HMACkey a value derived from the parent symmetric protection value accofding to
equation (45)
symlv a marshaled TPM2B_IV containing the symmetric IV value used |in (44).
Both the-size and buffer fields are included in the HMAC
encSensitive encrypted TPM2B_SENSITIVE produced in (44); after encryptipn, the
size and buffer fields are not separable
name.buffer the Name of the object being protected (does not include a size figld)
The intggrity value is placed before the symmetric IV.
NOTE 2 Rlacement of the integrity value at the beginning of the sensitive area in preparation simplifies the

process of finding the integrity value when the protected data contains variable-sized elements.

NOTE 3 Inclusion of the Name ensures that the sensitive area is associated with the correct public area.
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size
g sensitiveType
1)  Marshal the sensitive area into a TPM2B_SENSITIVE $ authvalue
E= symValue
oy
3| [sensitiveType]sensitive
2)  Create a symmetric key and IV for encryption:
symKey := KDFa (pNameAlg, seed, “STORAGE”, name, NULL, bits)
SyfTV = DItS Trom e RNG
% H“Q‘ “*ﬁ“@x ‘ f:‘
3) dreate encSensitive by encrypting the TPM2B_SENSITIVE I L‘x iii‘:‘t‘vﬂy,pe o
. » e | ;A
encSensitive := CFBpsymaig (SymKey, symlv, sensitive) ‘; L\ SVm\(ix“e NN
'!m\h\éw,bn.‘}ua;r, Pun
g‘ symmetric IV
-\. %, -\.‘Qﬁ--"—«' -\."-\-\- b-\.%
) é PN sensmveTypel" .
4)  Add the symmetric IV to (a TPM2B_IV) the encrypted block R R LR LT
Lt w Nk R, "'H. % .."'H. =
_Zl"a.-,ll"a. M N
o symVaIue O
A R
iy ‘&Eﬂ 4] E\'\r@ﬁ%‘h a"“}i‘;
5)  dompute the HMAC key
HMACkey = KDFa (pNameAlg,seéd, “INTEGRITY”, NULL, NULL, bits)
outerHMAC I
6) dompute the HMAC over the symmetriolV (the full TPM2B_l1V), the & symmetric IV
encSensitive from step 3, and the Name of the object being protected. e RN NN I
:-"ls'-{'\\:\l' se:xgtlveT;gem n
outerHMAC := HMACynamealg (HMACkey, symlv || encSensitive || name.buffer) 8% T S
ey RN R
%j L symVaIue e,
RN TR S
9 outerHMAC
8 symmetric [V
. &) '\'-\.“‘- -\-.".'-\._"93'-.'-\. "\-x':} '_-\._"h.\
7)  Marshal the outerHMAC into a TPM2B_DIGEST and append the \":\T oy sens"mve‘rype
. e a
symmetric IV and encrypted sensitive. “E f‘.h "~'.';.“‘x T o .
‘;L e symVa[ue o,
L ; g.\u 2 ;:,,t.;}e,r et
NOTE Regarding steps 6 and 7, an overall size field will be added to make the resulting

TPM2B_PRIVATE structure.

Figure 22 — Creating a Private Structure
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23 Pr

otected Storage Hierarchy

23.1 Introduction

The TPM supports the creation of hierarchies of Protected Locations. A hierarchy is constructed with
Storage Keys as the connectors to which other types of objects (keys, data, and other connectors) may
be attached.

The hierarchical relationship of objects allows segregation of objects based on the system-operating
environment (established by PCR or authorizations) as well as simplifying the management of groups of

related [objects:

23.2 Hlierarchical Relationship between Objects

A hierafchy is rooted in a secret seed key, kept in the TPM. To create a hierarchy of Keys, the see
used tg generate an asymmetric key that uses a specific set of algorithms. If this’key is a r¢

decryption key, then it is a Storage Key to which other objects may be attached.

A Storage Key provides protection for the sensitive area in another object when that object ig
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Figure 23 — SymmetricZProtection of Hierarchy

While it is possible to create a hierarchy.©f Storage Keys using symmetric key objects instead of
asymmetric key objects, it would defeat_one of the primary purposes of the Storage Key, whi¢h is to
provideg an attachment point for import 6f-other keys. A storage key is a symmetric protection key jwith an
asymmgetric identity (an asymmetric public key). The asymmetric identity is used to |identify
unambiguously the point in a hietarchy where a key can be imported. Therefore, an entity dojng key
duplicalion can know that the- duplicated key can only be imported to another hierarchy at a gpecific
location, identified by the puhlic key.

23.3 Duplication
23.3.1 | Definition

Duplicdtion is the process of allowing an object to be a child of additional parent keys. The new| parent
(NP) mlay'bﬁn‘a‘mmmml—' i ' :

The creator of an object controls the duplication process by selecting the duplication policy for the object.

Authorization for duplication requires a policy session. The policy sequence is required to have a
command that causes the commandCode value of the policy context to be set to TPM_CC_Duplicate.
This enables the DUP role of the policy, which is a requirement for duplication.

Duplication occurs on a loaded object and produces a new, sensitive structure that is encrypted using the

methods of the NP. This new sensitive structure may not be used until TPM2_Import() has been executed
to convert the object from "external” to "internal" protections.
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NOTE External protections use both asymmetric and symmetric cryptography, whereas the internal
protections only use symmetric cryptography.

23.3.2 Protections

23.3.2.1 Introduction

In TPM2_Duplicate(), the caller may specify that the object should be protected with an inner, symmetric
encryption. That is, the sensitive area is symmetrically encrypted before it is asymmetrically encrypted
using the methods of the NP. If a symmetric inner wrapper is desired, the caller may provide a key or
allow the TPM to generate the key.

If the gncryptedDuplication attribute is SET in the object being duplicated, then it is required Ilhat the
object have an inner wrapper and that the new parent not be TPM_RH_NULL. For such™an objgect, the
TPM wijll return an error (TPM_RC_SYMMETRIC) if the symmetricAlg parameter in TPM2: Dupligate() is
TPM_ALG_NULL and TPM_RC_HIERARARCHY if the newParentHandle parameterjs’TPM_RH_NULL.

Creation of a duplicate object uses two encryption phases. The first is used to apply an inner wrapper and
the secpnd is to encrypt using the algorithms of the NP.

The encryptedDuplication attribute of all objects in a duplication groupyare required to have thg same
setting| When an object is created with the fixedParent attribute CLEAR, then the encryptedDuglication
attribute may be SET or CLEAR if the fixedTPM attribute is SET incthe parent. If the fixedTPM attrjbute of
a parent is not SET, then the encryptedDuplication attribute is-regquired to be the same in all des¢endant
objects|of that parent.

23.3.2J2 Inner Duplication Wrapper

For the first phase, the TPM computes an integrity ‘hash over the sensitive data. This hash inclufles the
Name ¢f the public area associated with this object.

innerintegrity *= Huamealg (Sensitive || name) 47)
where
Hiameaig hash function using the nameAlg of the object
sensitive a TPM2B_SENSITIVE
name the Name of the object being protected
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A TPM2B_DIGEST containing the integrity digest value is prepended to the sensitive area and the buffer
(integrity plus sensitive) is encrypted using CFB.

encSensitive = CFBpsymaig (sSymKey, 0, innerintegrity || sensitive) (48)
where
CFByyn4i symmetric encryption in CFB mode using the algorithm specified in the
command
symKey encryptionKeyln parameter in TPM2_Duplicate() or a value from the
RNG if no key is provided
innerintegrity value from (47)
sensitive the sensitive value used in (47)
If no inher wrapper is specified, no integrity value is computed and no encryptionoccurs in this firsf phase
and
encSensitive := sensitive (49)
23.3.2J3 Outer Duplication Wrapper

In the $econd phase, the encSensitive produced by phase ™1l is encrypted and integrity checkefl using

processes similar to those defined in clause 22. However, the seed from which the protection keys are

derived is protected by the asymmetric algorithm of the.NP. The method of generating seed is determined
by the jasymmetric algorithm of the NP. The differént methods are specified in annexes to this|part of

ISO/IEC 11889. The seed is selected prior to ‘integrity generation for encSensitive or encryption of

encSerjsitive.

NOTE For an RSA new parent, se€d is not allowed to be larger than the size of the digest produceld by the
nameAlg of the object. When the TPM creates the seed, it will be exactly the size of the nameAlg of
the new parent.

Given a value for seed, a symmetfic encryption key (symKey) is created by:

symKey:= KDFa (npNameAlg, seed, “STORAGE”", Name, NULL, bits) (50)

where

npNawmeAlg the nameAlg of the new parent

séed the symmetric seed value

“STORAGE”" a value used to differentiate the uses of the KDF (see clause 5.4 for the

definition of this value)

Name the Name of the object being encrypted or decrypted

bits the number of bits required for the symmetric key
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The symKey is used to encrypt the encSensitive.

dupSensitive = CFBpsymaig (SymKey, 0, encSensitive) (51)
where
CFBypsymaig symmetric encryption in CFB mode using the algorithm of the parent
symKey symmetric key from (50)
encSensitive value from either (48) or (49)

Next, ah HMAC key is generated from seed:

HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits) (52)
where
npNameAlg the nameAlg of the object's new parent
seed the symmetric seed value used in (50)
“INTEGRITY” a value used to differentiate the uses of\the KDF (see clause 5.4 for the
definition of this value)
bits the number of bits in the digest produced by npNameAlg

An HMIAC is then generated over the dupSensitive data:;)The Name of the associated public [area is
included in the HMAC computation to ensure that the sensitive area will only be decrypted wihen the
proper public and private areas are used in TPM2_Import().

outerHMAC := HMAC,pnamealy (HMACkey, dupSensitive || Name) (53)
where
HMAC,pNameaig the HMAC function using nameAlg of the new parent
HMACkey a yalue derived from the parent symmetric protection value accofding to
equation (52)
dupSensitive symmetrically encrypted sensitive area produced in (51)
Name the Name of the object being duplicated

To complete the“ duplication process, the TPM2B PUBLIC and TPM2B _ENCRYPTED_ SECRET
producgd by T#PM2_Duplicate() are used in TPM2_Import() at the TPM containing the public and|private
portion$ of the NP. If the private area is doubly encrypted, then the symmetric key used for the inner
wrappeyr is\also given to the TPM.

TPM2_Import() will recover the symmetric key according to the algorithm of the NP. The
TPM2B_PRIVATE is decrypted. If an inner wrapper is present, the TPM2B_PRIVATE is decrypted using
the supplied symmetric key. After symmetric decryption, the integrity value is checked.
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size
i . S sensitiveType
1) Marshal the sensitive area into a TPM2B_SENSITIVE =
- g authValue
E= symValue
c
3| [sensitiveType]sensitive
3 ‘ innerlntegrity digest
size
2)  Compute an innerlntegrity value 3 sensitiveType
<
innerintegrity := Haameals (sensitive || name) g authValue
£ symValue
o
3| [sensitiveTypelsefisitive
3) Set the encryption key (symKey) to encryptionKeyln or a random value produced by the TEM.
T s N
e . . . s -.--.x:w . 1;\& R L,
4)  Qreate encSensitive by encrypting the innerintegrity value and the -._;;‘Q%:. \é o o
TPM2B_SENSITIVE g sexdsitive VP"-
B . e -"‘ ‘*-“Q"-“‘ o SN
encSensitive := CFBgymaig (symKey, 0, innerintegrity || sensitive) E ”‘}» symVaIue NN
o -'-._'\. -.x ._%:;.R o x“
5)  Using methods of the asymmetric new parent, create a seedvalue
6) (Jreate a symmetric key (symKey):
symKey := KDFa (npNameAlg, seed, “STORAGE”", Name, NULL, bits)
T o s e T e
7)  Qreate dupSensitive by encrypting engSensitive
dupSensitive = CFBpsynilg(symKey, 0, encSensitive)
8)  Jompute the HMAC key from the seed created in step 5)
HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits)
2 outerHMAC
A digas
&f‘ 2 .‘.‘.; f*”:ﬁ:ﬁ
9) Jompdte the HMAC over dupSensitive and include the object Name
outerHMAC := HMACnpnamealg (HMACkey, dupSensitive || Name)
NOTE 1 Regarding step 1, if no inner or outer wrapper is applied to the object, the structure in step 1 is
returned as the duplicate parameter in the response for TPM2_Duplciate().
NOTE 2 Regarding step 9, an overall size field will be added to make the resulting TPM2B_PRIVATE

structure.

Figure 24 — Duplication Process with Inner and Outer Wrapper
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Figure 25 illustrates the processing of a duplication blob when no inner wrapper is used in the sensitive
area.

size

sensitiveType

authValue

1)  Marshal the sensitive area into a TPM2B_SENSITIVE

symValue

scnsitiveArea

[sensitiveType]sensitive

2)  Since there is no inner wrapper set encSensitive = sensitive

3)  Using methods of the asymmetric new parent, create a seed value

4)  (reate a symmetric key for encryption:

symKey := KDFa (npNameAlg, seed, “STORAGE”", name, NULL , bits)

e
. ..-'.-__

T
NN sehsitiveType | =
5 Q..._"'. \:\ r 'R.H' ?‘H"'-..\'

b symValue .

@)

5) reate dupSensitive by encrypting encSensitive

] -';rcq. ___.
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dupSensitive := CFBnpsymaig (SymKey, 0, sensitive) ;
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6) (dompute the HMAC key from the seed created in step 3

HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits)

f;)‘ outerHMAC
7)  dompute the HMAC over the dupSensitive j-'-Z_::_H_-._“:Q"'-"Qi::{?‘:_ i
o ‘ sehsitiveTypé
outerHMAC := HMAC HMACkey; dupSensitive || name o ) T
npNameAIg( Vi p “ ) .ém "x\ \‘C‘ R B
t’l -symValue | -
RN RS A

NOTE Regarding step 7, an overall size field will be added to make the resulting TPM2B_PRIVATE
structure.

Figure 25 = Duplication Process with Outer Wrapper and No Inner Wrapper
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size
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authValue

1)  Marshal the sensitive area into a TPM2B_SENSITIVE

symValue

scnsitiveArea

[sensitiveType]sensitive

size

innerintegrity digest

size

2)  Compute an innerlntegrity value sensitiveType

innerintegrity i= Hagmeals (sensitive || Name) authvalue

symValue

sensitiyeArea

[sensitiveTypelsensitive

3) SYet the encryption key (symKey) to encryptionKeyln or a random value produced by the TEM.
"’;I'-\-\i'h'r;éHn\i’é'g.r'r‘tvﬁa'l'g"ékl'- N
4)  dreate encSensitive by encrypting the innerintegrity value and the SRS > upg
TPPM2B_SENSITIVE -g} U EénSIt]v“rype
e . . . ) .H' .\' .\..-...-_\.'
encSensitive := CFBsymaig (symKey, 0, innerintegrity || sensitive) T\\ o, x\ o R
K- » symVaIue ;
RS
NOTE Regarding step 4, an overall size field will be\added to make the resulting TPM2B_PRIVATE

structure.

Figure 26 — Duplication Process with Inner Wrapper and TPM_RH_NULL as NH

size
g sensitiveType
1) Marshal the sensitive area into a TRM2B_SENSITIVE § authValue
b symValue
§ [sensitiveType]sensitive
NOTE An overallsize field will be added to make the resulting TPM2B_PRIVATE structure. This will

result in.a TPM2B_SENSITIVE being the only contents of the TPM2B_PRIVATE buffer.

Figure 27— Duplication Process with no Inner Wrapper and TPM_RH_NULL as NP

23.4 Duplication Group

The duplication process allows an object or segment of a hierarchy to be duplicated for use in another
hierarchy. This ability facilitates key distribution and backup. A duplication group is a group of objects in a
hierarchy under a duplication root. The entire duplication group may be moved to another hierarchy by
duplicating the duplication root.

When an object is created, its duplication attribute (fixedParent) is selected. If fixedParent is CLEAR, then
the object may be operated on by TPM2_Duplicate(). This command allows the sensitive area of an
object to be encrypted under a new parent so that it may be used in a different TPM hierarchy. The act of
duplicating a Storage Key has the side effect of duplicating all of its descendants regardless of the setting
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of their fixedParent attribute. That is, if a parent key is usable in a different hierarchy, then all the
descendants of the parent key are also usable in the different hierarchy as well.

NOTE 1 No modification of the encryption of a child object is required to make it usable on another hierarchy.
This is because the Storage Key that is duplicated contains the information used to protect its
children. Duplication of the protection information has the effect of duplicating the objects protected
by that information.

NOTE 2 If a particular Storage Key is usable in multiple hierarchies, then descendants of that Storage Key
are usable in the same hierarchies regardless of when they are created. That is, if they are created
after the duplication of the parent, they are still usable in multiple hierarchies.

If an object has fixedParent CLEAR, it is the root of a duplication group. If the object is not a Storage Key,
then the group will have a single member. For a Storage Key, the duplication group consists of all [objects
that arg duplicated as a direct consequence of duplicating the group root.

Objectg that have fixedParent SET cannot be directly duplicated (that is, they may not be the ref¢renced
objectHandle in TPM2_Duplicate()). However, they can be implicitly duplicated, . ibyan ancesfor has
fixedPgrent CLEAR and that ancestor is duplicated.

Objectg that have fixedParent SET and have no ancestors with fixedParent/CLEAR are the only [objects
that arg¢ not part of a duplication group. These objects are identified by having their fixedTPM attribute
SET. All objects that are in a duplication group have their fixedTPM attribute CLEAR.

An objgct may be a member of more than one duplication group. This would occur if more than one of its
ancestgr Storage Keys has fixedParent CLEAR or if an object and one of its ancestors has fixe@iParent
CLEAR.

Members of the
duplication group of
duplication root DR1

Members of the
duplication group of
duplication root DR2

An object with fixedParent = SET

An object with fixedParent = CLEAR

LU

Legend
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Figure 28 — Duplication Groups

23.5 Protection Group

The algorithms (asymmetric, symmetric, and hash) and key sizes used to protect child keys are
consistent within a protection group. The protection group is all of the descendants of a duplication root

not including other duplication roots or their descendants.

By requiring all of the non-duplicable Storage Keys to use the same algorithm, it is easier to de

termine

the security properties of a hierarchy. If an object’s fixedTPM attribute is SET, then all of the ancestor
keys of that object use the same set of algorithms. If an object's fixedTPM is not SET, then the

protections are determined by the duplication authority for each of the duplication roots in the
hierarchy.

The reason that the protections are determined by the duplication authority and not by the algori
the key| is that a duplication authority can attach a duplication root to a software-generated new

bbject’s

thms of
parent.

Inspecting the hierarchy in which an object exists does not guarantee the protections-of the objec{ unless

the objgct’s fixedTPM is SET.

Change of the algorithm set at a duplication root is illustrated in Figure 29.

The crosshatchn'an object
indicates thealgorithms
used to grotect the object.

The algor‘ithm set

may change at a
duplication root.\

Figure 29 — Protection Groups
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23.6 Summary of Hierarchy Attributes

The hierarchy attributes of an object indicate how the object is connected to the hierarchy. They indicate if
the object could be extant in other hierarchies and if the object may be duplicated directly by
TPM2_Duplicate().

Table 23 lists the possible combinations of an object’s hierarchy attributes and the interpretation of each

combination.
Table 23 — Mapping of Hierarchy Attributes

=

o ¥

< | d

a | H

e} @

Q [« . i

X | X |Description

0 | O | This combination represents a duplication root.

0 | 1§ | This combination is not allowed.

110 This combination indicates an object that is permanently in the protection 'group of its parent. It cannot be
the objectHandle reference in TPM2_Duplicate().

1] 1 This combination indicates an object that was created on a specifie"TPM and no duplicate of the oljject is
possible.

23.7 RBrimary Seed Hierarchies

A Primairy Object is an object that is derived fram a Primary Seed value. A Primary Object is un
sensitive area of the object is protected using a symmetric key that is derived from a

that thgq

ique in
Primary

Seed and the Name of the Primary Object."In contrast, other objects are encrypted using the symmetric
key of their parent.

Once cfeated, a Primary Object(may be managed like any other loadable object, including being ¢

saved/festored.

NOTE

Since a_Primary Object is symmetrically encrypted in both the loadable form and in the

ontext-

context-

saved farm, the performance advantages of using context save and context load on a Primary Object

could‘actually be negative. It could take longer to save and restore the object than to simp

it,

y reload

A Primairy Object may have fixedParent SET or CLEAR. If a Primary Object has fixedParent SHT, then

fixedTH

M isurequired to be SET.

23.8 Hierarchy Attributes Settings Matrix

Table 24 shows the combinations of hierarchy settings allowed for an object. In the table, the check
marks ("v™") indicate that the combination is allowed.

Table 24 — Allowed Hierarchy Settings

fixedTPM setting in

Object's fixedParent

parent object CLEAR SET Comments
CLEAR CLEAR v v if the parent's fixedTPM attribute is CLEAR, the child's
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CLEAR SET fixedTPM is required to be CLEAR
SET SET v if the parent of an object has fixedTPM SET, then fixedParent
SET CLEAR v and fixedTPM must have the same setting in the child®®
NOTE 1 For purposes of this table, the parent of a Primary Object is considered to have a fixedTPM
attribute that is always SET.
NOTE 2 If the parent has fixedTPM SET, then a child could be duplicable (fixedParent == CLEAR) or not
(fixedParent == SET). If the child is not duplicable, then it needs to have the same setting of
fixedTPM as its parent.

The consistency of the hierarchy settings is checked in object templates (TPMZ2:Creatg() and
TPM2_[CreatePrimary()) and in public areas for loaded objects (TPM2_Load()) orf_duplicated |objects
(TPM2] Import()).

Consisfency of an object's hierarchy settings are not checked onm an object loaded with
TPM2_[LoadExternal(). This is because the external object is not part of @/hierarchy and its settipgs are
not sigpificant. Also, TPM2_LoadExternal() is used to load the public-area of a key that may exist on
anothef TPM. This would occur when using the TPM to check a signature or when loading the public area
of a ne parent during duplication. Those keys have hierarchy properiies that are not relevant to the TPM
that is yising those keys so the hierarchy properties are not checked.
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24 Credential Protection

24.1 |

ntroduction

The TPM supports a privacy preserving protocol for distributing credentials for keys on a TPM. The
process allows a credential provider to assign a credential to a TPM object, such that the credential
provider cannot prove that the object is resident on a particular TPM but the credential is not available
unless the object is resident on a device that the credential provider believes is an authentic TPM.

24.2 Protocol

The ini!liator of the credential process will provide, to a credential provider, the public area of a TPN

for whi
provide
determ
the pub

The creg
on the
"wraps'

NOTE

The en
can de
the cre
and va
validate
TPM w

This pr
that arg
and thdg

A seco
the obj
with no|

h a credential is desired along with the credentials for a TPM key (usually an EK).(The cr¢
r will inspect the credentials of the “EK” and the properties indicated in the\ public
ne if the object should receive a credential. If so, the credential provider will issuie a crede
lic area.

same TPM as the “EK.” To ensure this, the credential provider enerypts the credential a
the credential encryption key with the public key of the “EK.”

“EK” is used to indicate that an EK is typically used far this process but any storage key
used. It is up to the credential provider to decide what is*acceptable for an “EK.”

Crypted credential and the wrapped encryption key-are’ then delivered to the initiator. The
Lrypt the credential by loading the “EK” and the abject onto the TPM and asking the TPM t

idate that the credentialed object (public and,private) is loaded on the TPM. If so, the T
d that the properties of the object match the properties required by the credential provider
Il return the credential encryption key.

hcess preserves privacy by allowing TPM objects to have credentials from the credential g
not tied to a specific TPM. If the*object is a signing key, that key may be used to sign atteg
credential can assert that the signing key is on a valid TPM without disclosing the exact TH

hd property of this protocol is that it prevents the credential provider from proving anythin
ect for which it provided the credential. The credential provider could have produced the cr¢

creden
creden

key in Trder for the credential provider to create the credential. The credential provider can know

information from-the TPM as the TPM did not need to provide a proof-of-possession of anyj

ial for the @bject could not be in use unless the object was on the same TPM as the “EK”
ial providers cannot prove it.

I object
bdential
area to
ntial for

dential provider may require that the credential only be useable if the"public area is a vali¢l object

hd then

may be

initiator
D return

Hential encryption key. The TPM will decrypt the)credential encryption key using the privgte “EK”

PM has
and the

rovider
tations,
M.

j about
edential
private
hat the
but the
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24.3 Protection of Credential

The credential blob (which typically contains the information used to decrypt the actual credential) from
the credential provider contains a value that is returned by the TPM if the TPM2_ActivateCredential() is
successful. The value may be anything that the credential provider wants to place in the credential blob
but is expected to be values that are used to decrypt a blob containing the actual credentials of an object.

The credential provider protects the credential value (CV) with an integrity HMAC and encryption in much
the same way as a credential blob. The difference is, when seed is generated, the label is “IDENTITY”
instead of “DUPLICATE". (See clause 5.4 for the definition of these labels.)

24.4 $ymmetric Encrypt

A seed|is derived from values that are protected by the asymmetric algorithm of the “EK”. The“methods of
generajing the seed are determined by the asymmetric algorithm of the “EK” and are\specifiefd in an
annex [to this part of ISO/IEC 11889. In the process of creating seed, the labelis required to be
“INTEQRITY.”

NOTE If a duplication blob is given to the TPM, its HMAC key will be wrong'and the HMAC check wi|ll fail.

Given g value for seed, a key is created by:

symKey := KDFa (ekNameAlg, seed, “STORAGE", name, NULL, bits) (54)
where

ekNameAlg the nameAlg of the key-serving as the “EK”

seed the symmetric seedvalue produced using methods specific to the|type of
asymmetric algorithms of the “EK”

“STORAGE” a value usedto differentiate the uses of the KDF (see clause 5.4 for the
definition ofithis label)

name the Name of the object associated with the credential

bits thesnumber of bits required for the symmetric key

The symKey is used to encrypt the CV. The IV is set to 0.

encldentity = CFBeksymaig (SymKey, 0, CV) (55)
where
CEBeisymaig symmetric encryption in CFB mode using the symmetric algorithm of the
key serving as “EK”
symKey symmetric key from (54)
cv the credential value (a TPM2B_DIGEST)
24.5 HMAC

A final HMAC operation is applied to the encldentity value. This is to ensure that the TPM can properly
associate the credential with a loaded object and to prevent misuse of or tampering with the CV.

© ISO/IEC 2015 — All rights reserved 159


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

The HMAC key (HMACkey) for the integrity is computed by:

HMACkey := KDFa (ekNameAlg, seed, “INTEGRITY", NULL, NULL, bits) (56)
where
ekNameAlg the nameAlg of the target “EK”
seed the symmetric seed value used in (54); produced using methods specific
to the type of asymmetric algorithms of the “EK”
“INTEGRITY” a value used to differentiate the uses of the KDF (see clause 5.4 for the
definition of this Tabel)
bits the number of bits in the digest produced by ekNameAlg
NOTE Even though the same value for label is used for each integrity HMAC, seed is created in al manner
that is unique to the application. Since seed is unique to the application, the<HMAC is uniqye to the
application.

HMACHRey is then used in the integrity computation.

identityHMAC = HMACeiknameaig (HMACkey, encldentity || Name) (57)
where
HMAC Ceinvamealg the HMAC function using nameAlg of the “EK”
HMACkey a value derived from the “EK” symmetric protection value accoiding to
equation (56).
encldentity symmetrically enerypted sensitive area produced in (55)
Name the Name of the'object being protected

The integrity structure is constructed by pjacing the identityHMAC (size and hash) in the buffer ahead of
the endldentity.
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24.6 Summary of Protection Process

2¢!

Credential Value I

1)  Marshal the CV into a TPM2B_DIGEST (2

2)  Using methods of the asymmetric “EK”, create a seed value

3) Create a symmetric key for encryption:

symKey := KDFa (ekNameAlg, seed, “STORAGE", Name, NULL , bits)

4)  Create encldentity by encrypting the CV

RN

encldentity = CFBeksymalg (symKey, 0, CV)

5)

(@)

ompute the HMAC key
HMACkey := KDFa (ekNameAlg, seed, “INTEGRITY", NULL, NULL, bits)

outerHMAC
o A TRNVANS N

6) Jompute the HMAC over the encldentity from step 4
outerHMAC = HMACexnamealg (HMACkey, encldentity || Name)

=1
|#12e] sizg

[

Figure 30 — Creating a Identity Structure
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25 Object Attributes

25.1 Base Attributes

25.11

Introduction

Three attributes are used to determine how the TPM may use an object. These attributes are designated
as restricted, sign, and decrypt. The Boolean combinations of these attributes are used to express the full
range of behaviors for objects.

25.1.2

When the restricted attribute of a key is SET, the key may only operate on other objects that-follo

but sim
restricti

The req
and req

25.1.3

Restricted Attribute

ple, format rules. A restricted key is not usable in all commands that use a key 'of that ty
pns on each type of key are explained in the clauses describing the sign and decrypt attribd

tricted attribute has no meaning when applied to an object that has both.sign and decrypt
tricted is required to be CLEAR for those objects.

Sign Attribute

v strict,
pe. The
tes.

CLEAR

This atfribute may apply either to symmetric or asymmetric keys. A signing key uses its sensitive area key

to sign

An asy
selecte
informa

EXAMP

A syminetric key that can sign is used for performing an HMAC computation. This signature

checke

informdtion.

NOTE

A restri

data. The signature is returned by the TPM.
mmetric signing key may perform signing accaording to the key family and the signing

0. An external entity may use the public portion of an asymmetric key to validate t
tion was signed by someone with knowledge-of the private portion of the key.

E RSA or ECC are examples of key families.

0 by another entity that knows.:the HMAC secret key in order to validate the source

No signing algorithm’ for a symmetric block cipher is currently defined by the TCG. If one is
then the limitationof this paragraph would change.

cted signing key may only sign a digest that has been produced by the TPM. The digest

over e

method
hat the

can be

of the

defined,

may be

ternally supplied-data or an internally generated structure. An internally generated structur

that is

to be s|gned will have the characteristic TPM_GENERATED_VALUE as the first octets in the strufture to
be hashed and _signed. When the TPM generates a digest over externally provided data, the TPM
validatgs that'the first octets of the data are not equal to the TPM_GENERATED_VALUE. When
is signhed¢by-a restricted signing key, there is no ambiguity about whether or not the signed data was
generated-hy the TPM

digest

A restricted signing key is occasionally referred to in ISO/IEC 11889 as an Attesting or Attestation Key.
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Decrypt Attribute

An asymmetric decryption key uses the private asymmetric key in its sensitive area to decrypt data blobs
that have been encrypted using the public portion of the key. A symmetric decryption key uses the key in
its sensitive area to decrypt data that has been encrypted by that key.

A key that has both decrypt and restricted attributes SET only accepts data that has a specific structure.
The encrypted data block must have as its first element an integrity value for the remainder of the
structure. This integrity value is an HMAC of the encrypted data. This format allows the TPM to prevent
misuse of the restricted decryption keys that are the basis of the protected storage hierarchy.

If the sensitivedatatsachitdobjectthesymmetricandHWAC keysarederived-fromrthesymmetric seed

value in the sensitive area of the parent. If the sensitive data is a duplication or certification'blob, the
symmefric and HMAC keys are derived from a single use seed. That seed is then protected using the

asymmgtric public key of the intended recipient of the protected blob.

When Ipading a protected blob, the TPM validates the integrity value before decrypting-the data. The only
way thpt the integrity value can be correct is if it were created by some entity with access| to the

unencr

NOTE

EXAMP

A restricted decryption key is often referred to in ISO/IE€\11889 as a Storage Key.

25.15

pted sensitive data.

Uses

The specific threat scenario that is addressed by this scheme is\thiat’an attacker will use a protected
blob in a command that is not appropriate for that blob.

An attacker could load the sensitive portion of an asymmetric key and attempt to acgess the
sensitive area using TPM2_Unseal(). The TPM will unSeal data, but not a key. The attackler could
attempt to modify the public area of the key in ordef_to trick the TPM into thinking that the protected
blob contains a sealed data rather than a private Key."The integrity value prevents these decgptions.

Table P5 shows the combinations of ans@bject's functional attributes and describes the resulting

propertjes.
Table 25— Mapping of Functional Attributes
©
) (O]
9| o
> =
5 9|
o | 9| o Description
0 0 0 A _data bloh Can be accessed ||Qing TDM?_I anF\2|()
0 |0 |1 | Notallowed. The TPM will not load or create an object with this setting.
1 | 0 | Akeythatcan be used in any operation that requires a decryption key, except that the key may not
be a storage key.
0 |1 |1 | Indicates that only the default schemes and modes of the key may be used
In ISO/IEC 11889, an asymmetric key with these properties is referred to as a Storage Key. The
TPM only allows this key to be used on objects that have a specific structure. Use includes create,
load, unseal, and activate identity.
1 | 0 | O | Indicates a key that may be used with any signing operation including quote, certify, and sign. The
recipient of signatures generated by this key should be aware that quotes and certifications can be
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forged so the trust would not be in the key but in the entity that knows the key authorization value.
If use with object type TPM_ALG_KEYEDHASH, then the key may be used for HMAC operations.

1 | 0 |1 | Thiscombination indicates a key that can sign any digest that the TPM has created. The TPM only
signs a digest over externally provided data that did not have as its first octets
TPM_GENERATED_VALUE. This key can be used reliably for quoting, certifying, and signing. No
sighing command is prohibited for this type of key.

Only the default schemes and modes of the object may be used.

1 |1 | O | Ageneral-purpose key that can be used with any command that requires a key as long as the
command is compatible with the key algorithm. However, this key may not be a Storage Key (the
parent of other keys).

1 1 ] This type of I(p\/ is mlrrpntl\/ naot lennrtnd hecause use of a clrmlnn I(n\/ as.astorage naode could
prevent an appllcatlon from being able to use the TPM in a way that is compllant W|th FIPS(

Table 36 shows the correspondence between the ISO/IEC 11889 (first edition) methed of identifying key
propertles and the method in ISO/IEC 11889.
Table 26 — ISO/IEC 11889 (first edition) Correspondence
e)
— (O]
R
ISO/IEC 11889 (first c| 2=
edition) Name 2| @| g |Comments
(%2] © —
In ISO/IEC 11889 (first edition), keys had restricted schemes. I|n

TPM_KEY_SIGNING 11010 ISO/IEC 11889,the scheme is defined in the command.

The functional properties are nearly the same as in ISO/IEC 11889

TPM_KEY_STORAGE 0 | 1 | 1 [(first edition). This key could only be used to protect and unprofect

items.in a Protection hierarchy.
INISO/IEC 11889 (first edition), an Identity key was highly
constrained. In ISO/IEC 11889, the restricted signing key can gign

TPM_KEY_IDENTITY 1101 (within the limits defined in clause 25.1.3) a digest produced by the

TPM.
This is not used in ISO/IEC 11889 and its use was deprecated|in

TPM_KEY_AUTHCHANGE -.| - | - |ISO/IEC 11889 (first edition). The functionality is provided by spssion

encryption.

Functionality is roughly equivalent between the ISO/IEC 11884 (first

edition) type and the unrestricted decryption key. In ISO/IEC 11889
TPM_KEY_BIND 0110 TPM2_RSA_Decrypt() is similar to TPM_Unbind() from ISO/IEC

11889 (first edition).

TPM_KEY_LEGACY 1| 1 [ 0 |Use of these keys is only constrained by the key family properties.

A Storage Key may be the obJect of a re-wrap if the new parent is

TPM_KEY_WGRATE O Tt Tattowed withimthepoticy for theobject—Thepoticy for duptication of

the object is always visible in the public area.

Sealed Data 0 | 0 [ O |ablob containing user defined data

EXAMPLE 1 An ldentity key in ISO/IEC 11889 (first edition) was highly constrained because it could not sign a

structure that was not produced by the TPM.

EXAMPLE 2 Because in ISO/IEC 11889 the restricted signing key can sign (within the limits defined in

clause 25.1.3) a digest produced by the TPM, this means it can use an Attestation Key to sign a
PKCS#10 certificate request.
EXAMPLE 3 An example of how TPM _KEY LEGACY is only constrained by the key family properties is that an
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ECC key will not perform TPM2_RSA_Decrypt().

25.2 Other Attributes

2521

fixedTPM and fixedParent

These attributes are specified in detail in clause 23.

25.2.2

stClear

This at]ribute indicates an object that will need to be reloaded after any Startup(CLEAR). Objects

loaded
context
the sav
Reset.

An objqg

25.2.3

When
provide
caller v
used.

This affribute may not be SET in an asymmetriccobject. The public part of an asymmetric o

determ

TPM cannot ensure that the key is statisticallyiunique. This is not an issue unless the object al

fixedTH
not be
fixedTH
TPMo

2524

This atfribute indicates(that the object's authValue may be used to provide the USER role author

for the
the obj

when this attriblte is SET or CLEAR.

25.2.5

into the TPM and their context saved by the TPM resource manager. Normally) thesq
S may be reloaded at any time before the next TPM Reset. However, if this attribute is SH
ed context associated with the object will be invalidated on each TPM Restart.as well as (

ct that has this attribute SET may not be made persistent.

sensitiveDataOrigin
n symmetric object (TPM_ALG_KEYEDHASH or TPM_ALG_SYM) is created, the call

the secret data or have the TPM generate it. If the TRM is to be the source of the data, t
ill SET this attribute otherwise, this attribute will be\CLEAR and the caller-provided data

ned by its private key. If the caller has centrol over both the public and sensitive areas, t

M SET. One of the assumptions of.acfixedTPM object is that it is statistically unique. Thi
he case for an asymmetric key if the*caller provided the data. To avoid the possibility of crg

the object may be imported.df;it is imported, fixedTPM will not be SET.

userWithAuth

bbject. If this.attribute is CLEAR then USER role authorizations may only be provided by sg
pct's authPolicy in a policy session. A policy session may be used for USER mode author

may be
saved
T, then
n TPM

er may
hen the
will be

bject is
hen the
so has
5 would
bating a

M object on multiple TPMs, an asymmetric key is required to have its private key generated by the

zations
tisfying
zations

adminWithPolicy

This attribute indicates that authorization for an action requiring the ADMIN role requires that the
authPolicy of the object be satisfied. If this attribute is CLEAR, then the authValue may be used in an
HMAC session to perform operations that require ADMIN role.

As with USER role authorizations, any ADMIN role action may be authorized with a policy session that
satisfies the authPolicy.

The primary reason for having a set of operations that require ADMIN role is to allow each of the actions
to be individually controlled. When a policy is used for an ADMIN role action, the policy must contain a
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command that sets the commandCode for the policy to the specific command. This allows each ADMIN
role action to be individually enabled and controlled without having to group them.

25.2.6 noDA

If this attribute is SET in an object, then authorization failures of the object will not invoke dictionary attack
protections. In addition, actions on an object with this attribute SET are not subject to lockout. This
attribute is used to ensure that access to objects used by the OS is not blocked due to actions by users.
An OS would be expected either to use objects with well-known values or to use high-entropy
authorization values. In neither case is dictionary attack protection required.

25.2.7 | encryptedDuplication

If this| attribute is CLEAR, then an object may be duplicated with newParentHandle [set to
TPM_HH_NULL, which means that there is no outer wrapper for the object. If the caller does not|specify
an inngr wrapper, then the object may be exported with this sensitive area in the clear:

While the entity that controls duplication is expected to be trusted to maintain‘the confidentiality of the
sensitije area of a key during duplication, conformance to some standards_requires that the sensitive
area bg encrypted when it leaves the TPM and reliance on the caller is not;adequate for those stahdards.
This atfribute provides a method of producing objects that conform to those standards.

NOTE It is understood that the duplication authority can still arrange to have access to the sensitive area of
the key by creating a software key and having the TPM ‘duplicate to that key.
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26 Object Structure Elements

26.1 Introduction

The TPM is intended to provide a means of creating a Storage hierarchy to protect data and keys (keys
generated by the TPM or some other entity). Each of these objects (keys and data) has two components.
The first is a public area that contains the attributes of the object and a public identity. The second is the
sensitive area that contains the elements of the object that require TPM protections. These elements
include an authorization value, one or more secret key values, and, in some cases, sealed data values.

The str

ation is

to be drranged when it crosses the TPM interface. The organization of these structures as they exist
within the TPM is at the discretion of the TPM vendor. However, the actions of commands)in ISO/IEC
11889 are defined in terms of these presumptive structures and any implementation will,need to groduce

equivalent results.

26.2 Public Area

The puplic area contains the information for identification of an object and<its properties. The fields of the

public grea are listed and specified in Table 27.

Table 27 — Public Area Parameters

Paramkter Description
type This identifies the type of the object. An algorithm ID is used as the type identifier
because the structures contain parameters that are specific to the types of operat|ons
that can be performed on or with:the object.
nameAlg This is a second algorithm ID-that identifies the hash algorithm used for computing the
Name of the object. It is also-the default hash algorithm for operations on or with this
object that use a hash
objectAftributes This contains the setof attributes of the object. These attributes are in five classes:
1) usage (sign, encrypt, restricted);
2) authgrization (userWithAuth, adminWithPolicy, noDA);
3) (duplication (fixedParent, fixedTPM);
4) . creation (sensitiveDataOrigin); and
5) persistence (stClear).
authPolicy This will contain the authorization policy for the object if one is defined.

[type]pdrameters

The parameters of an object are dependent on the object type. For symmetric key| object,
the parameters would indicate the size of the key and the default encryption modg. For

an asymmetric object (RSA or ECC), the parameters would indicate the key size, signing
scheme, and symmetric encryption methods associated with the key.

[type]unigue The unique value of an object is also dependent on the object type. For an asymnetric
object, this will be the public key. For a symmetric object, this will be a value computed
by hashing values in the sensitive area.

EXAMPLE 1 Regarding the type parameter, an RSA type would contain an RSA key pair that could be used for

operations defined for RSA

EXAMPLE 2 Regarding the type parameter, an AES type would be used for symmetric encryption or decryption.

NOTE An object that is intended to be duplicated needs have an authPolicy enabling the duplication.
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26.3 Sensitive Area

The sensitive area is related to the public area and contains the data that are required to be encrypted
when not in a Shielded Location on the TPM. It contains the authorization value and the item-specific
information. If an object is a Storage Key, it contains the symmetric key that is used to encrypt its child
object.

EXAMPLE An example of item-specific information is the private or secret portion of a key.

The structure of the sensitive area is shown in Table 28.

I Tabhle 28 - Sensitive Area Parameters
Paramleter Description
sensitieType This identifies the type of the object for this sensitive area. This value and the type

parameter of the public area are the same.

authValue This is the authorization value for the object. It is a octet array of zero or mofe
octets. The authorization value for an object may not have more octets than|the
digest produced by the object’'s nameAlg.

seedVdlue For an asymmetric key, this value is required for Storage Keys and is the sepd
used to generate the protection values for the child*0Objects of the Key. This
optional for other asymmetric keys, and is not.used if present.

For all other object types, this is an obfuscation value. It is hashed with the
sensitive field to produce the unique value. in the public area. Including this yalue in
the computation obfuscates unique so that the sensitive value cannot be
determined from the unique field.

[)

[sensitiyeType]sensitive The contents of this parameter are dependent on sensitiveType.
For an asymmetric key, this\will contain the private key.

For an HMAC or symmetric key, this will be the key.

For a data object, this'will be the sensitive data.

Each sensitive area created by the TPM“contains some TPM-created data that makes each sgnsitive
area statistically unique. This will be either an asymmetric key or a large random number. The|unique
values |n the sensitive area are cryptagraphically linked to values in the public area in a way that makes
each public area statistically wnique. The fact that a sensitive area is statistically unigle and
cryptographically linked to a public area ensures that a TPM can detect any attempt to substirute the
sensitije area associated withha public area. Such a substitution would allow subversion of secrets$-based
policy authorization. If an, attacker could use an arbitrary sensitive area with a public area with a known
Name, the attacker could perform TPM2_PolicySecret() and cause the policyDigest to be updated with
the chgsen Name even though the attacker does not know the authorization value of the correct sensitive
area. dryptographic linking of the sensitive area to the public area ensures that this type of attack is not
practical.

26.4 Rrivate Area

When a sensitive area is not in a Shielded Location on a TPM, it is integrity-protected and symmetrically
encrypted. There is more than one format for a protected sensitive area but the loadable (TPM2_Load())
form of the protected sensitive area is called a “private” area.

NOTE 1 Another format is a saved context.
The process of converting a sensitive area to a private area requires that the sensitive area be marshaled

to its canonical form. This marshaled structure is then encrypted using a key derived from the parent's
symmetric seed. An HMAC is performed over the data with the Name of the associated sensitive area
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include in the HMAC. The combination of the HMAC and the encrypted sensitive area is a key’s private
area.

NOTE 2 Similar protections are used when an object is context saved or duplicated.

26.5 Qualified Name

The Qualified Name (QN) of an object is the digest of all of the Names of all of the ancestor keys back to
the Primary Seed at the root of the hierarchy. The QN of an object includes the Name of the object. The
QN uses the Name hash of the current object to compute the QN for the object.

EXAMPLE 1 Assuming that key 4 Is the parent of object 5, then the Qualified Name of 5 ((Ng) Is:
QNp == Hp (QNa || NAMES)

The QN is not a digest of all of the entities loaded into the TPM. It is a digest of all of‘the entitles in a
chain.

EXAMPLE 2 Assume two entities with public areas of A and B and different Name hash algorithms (Ha find Hp).
Also assume that they share the same parent P with a QN of QNp. The QN for A is QNa = Hh(QNvr ||
Ha(A)) and the QN for B is QNs := Hg(@QNr || Hp(B)).

The primary purpose of the Qualified Name is to supplement the environmental information relating to
object ¢reation and object use. The environment of an object includes’its hierarchy. The hierarchy starts
at a Pfimary Seed and includes all ancestor keys for the object." The Qualified Name of an opject is
includefl in its creation data. The Qualified Name permitsvalidation that a list of ancestor Names is
correct| The Qualified Name of an object is included in jts certification to indicate that the key is being
used ina different environment (ancestry) than the one innwhich it was created.

EXAMPLE 3 Because the Qualified Name permits validation that a list of ancestor Names is correct, if is then
possible to determine if all ancestor k&ys use sufficient cryptographic strength.

Both the Name and Qualified Name for a Prijary Seed are the handle of the Primary Seed. If thg parent
handle|is TPM_RH_NULL, Name and QN-are also TPM_RH_NULL. This makes the QN of a Primary
Object pr Temporary Object equal to:

QN = Hyafreitg (A hierarchy handle || Primary Object Name) (58)

NOTE The Name and\QN of the parent of an object are included in the creation data of that object.

26.6 $ensitive Area Encryption

When & sensitiveyarea is in a loadable format (a private area), the symmetric encryption key is derived
from thg secret-seed of the parent.

When & sensitive area has been encrypted for duplication, the sensitive area is symmetrically encrypted
with a key that is protected using asymmetric methods associated with the new parent. Before a
duplicated object may be loaded, it must be “imported” (TPM2_Import()) and encrypted using the
symmetric key derived from the secret seed of the new parent.

NOTE Clause 30.3 describes the protections that are applied to a sensitive area when it is part of a saved
context.

All symmetric encryption of the sensitive area uses Cipher Feedback (CFB) mode.

The method of generating the encryption key and IV for the encryption is specified in clause 22.
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26.7 Sensitive Area Integrity

When an object is not in a Shielded Location, it is susceptible to modification through means other than
through a Protected Capability. An HMAC-based integrity scheme allows these modifications to be
detected. The integrity HMAC includes the sensitive data and some representation of the public area.
Inclusion of the public area preserves the binding between the two elements of the object.

The HMAC key is generated from the same seed that is used for generating the symmetric encryption key
and IV. The HMAC of the protected structure is required to be checked before the sensitive area is
decrypted.
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27 Object Creation

27.1 Introduction

TPM2_Create() and TPM2_CreatePrimary() are used to create the objects (keys and data) that are part
of a TPM'’s Storage hierarchy. TPM2_CreatePrimary() is used to create Primary Objects that are derived
from a Primary Seed. TPM2_Create() is used to create other Objects that are generated with values from
the TPM RNG. The "parent" of a Primary Object is a Primary Seed value, and the parent of an Ordinary
Object is a Storage key.

Authorigatiomtoose the parentisTequirtedimorder to create a it |

All of the objects created by these commands are similar in most respects and the parametersyreqpired to
create @n object are the same for each command. They are:

e aplblic area template,

o thel[sensitive values, and

e the|creation PCR selection.
Any tyde of object that can be created with TPM2_Create() can be created with TPM2_CreatePrimiary().
The sgnsitive area of a Primary Object does not leave the TRPM except in a saved context or by
duplication. If the Primary Object is not made persistent in thé<TPM (TPM2_EvictControl()) it will heed to

be recreated after each TPM Reset. If it is not context saved, it will need to be recreated after the next
TPM2_[Startup().

27.2 PRublic Area Template

27.2.1| Introduction

A public area template describes the, desired attributes of the object to be created. The TPM uses this
templafe to guide the creation of the(hew object.

The format of the template has to match the desired format of the object to be created, in all detajls. The
item-specific information (unigue) will be replaced by the TPM in the creation process.

In gengral, the fieldsn the public area are checked as if the object were being loaded under theg parent
indicated in the creation command.

2722 type

Th Araraatar Al + tha hacio thona of thin Alviant onA Aotarainac tho farmaat Af tha aoromaath d
IS pCIuIIIClUI MTIUTLatlt o 1T JUOoTIL 1y poe UT TG Ubje Ll alnmu UtlieTimmitc o i 1uttnat Ut e Pululllclvrs an

unique fields. The type may indicate a symmetric key, an asymmetric key, or a data value.

The allowed values for type are: TPM_ALG_SYMCIPHER, TPM_ALG_KEYEDHASH TPM_ALG_RSA, or
TPM_ALG_ECC.

NOTE The list of types could change. If an algorithm ID is allowed for use as a public area type, it is
denoted by an "O" in the "Type" column of the TPM_ALG_ID constants table published in the TCG
Algorithm Registry.
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27.2.3 nameAlg

The nameAlg parameter in the template is set according to the object type. If the object is a restricted-
decryption key, then the object is required to have the same nameAlg as the parent. For all other cases,
the nameAlg may be any supported hash algorithm.

In the case of TPM2_LoadExternal(), nameAlg is allowed to be TPM_ALG_NULL. When this value is
selected, the TPM does not validate the cryptographic linkage between the public and sensitive portions
of the object. Since the nameAlg is TPM_ALG_NULL, the object has no Name.

NOTE Certification of the key with no Name has no meaning as the certification will have no Name for the
certified object.

27.2.4| objectAttributes

These flags must be set according to the rules appropriate for loading the object. The.required settings
are foupd in ISO/IEC 11889-2, in the definition of TPMA_OBJECT.

27.2.5| authPolicy

If use ¢f an object is to be gated by a policy (including PCR), the template will contain the policy hash.
Otherwjse, this entry will be set to TPM_ALG_NULL.

27.2.6 | parameters
This field contains parameters that describe the details of the object indicated in type.
For a Storage Key that has fixedParent SET in its gbjectAttributes, these parameters will be identical to

the parfameters of the parent. For other objectsythese parameters may vary according to the type and
application.

27.2.7| unique

The un|que field of the template jis.the only field in the public area that is replaced by the TPM dufing the
object ¢reation process. The callemay place any value in this field as long as the structure of the yalue is
consistent with the type fieldt\That is, this field should be structured in the same way as the data that will
be plaged in this field by thes TPM. The caller may also set the size of this field to zero and the T[PM wiill
replaced] it with a correctly sized structure.

27.3 $ensitiveValues

27.3.1 | ©Overview

The sensitive values that are provided when the object is created allow initial setting of the authValue for
the object and may provide some other object-sensitive value. The sensitive value may be an encryption
key or sealed data.

The sensitive values provided to the TPM in TPM2_Create() and TPM2_CreatePrimary() (the inSensitive
parameter) may optionally be encrypted using standard session-based encryption techniques. Since
session-based encryption allows use of a different session for authorization and encryption, the session
used for encrypting the authorization and other sensitive data does not have to be the same as the
authorization session for the parent of the newly created object. This ensures that the entity that controls
the parent does not automatically gain access to the secret values of a child.

172 © ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

27.3.2 userAuth

The userAuth value is the initial authValue for the created object. This value may be no larger than the
digest produced by the nameAlg of the object.

NOTE This limitation ensures that any valid authValue will be usable on any TPM that can load the key. If
this limitation were not imposed, then some TPM might not be able to load a duplicated object
because the authValue was too large for the implementation.

27.3.3 data

This contains—information-that-the callerwants-to be |nr~nrpnrnfnr1 in-the sensitive. p:rf of-the created

object.| This may be either a symmetric key or user data. If data is an Empty Buffer,“then the
sensitijeDataOrigin attribute of the template is required to be SET. If data is not cempty, then
sensitijeDataOrigin is required to be CLEAR.

If the gbject type is TPM_ALG_KEYEDHASH and both sign and encrypt are CLEAR; then the freated
object |s a Sealed Data Object and the TPM will return an error (TPM_RC_SIZE) if data is anl Empty
Buffer.

If the [created object is an asymmetric key, then data is required\to”r be an Empty Buffer and
sensitijeDataOrigin in the template is required to be SET.

NOTE If the caller were allowed to specify the private key, then for some types of asymmetric algorithms
(such as, ECC) the actions of the TPM would not determine the Name of the object. Since the TPM
has no effect on the creation of such an object, the¢preferred means of having such a key|become
part of a hierarchy is to import it with TPM2_Impari().

27.4 (Creation PCR

The PCR selection that is present in TPM2_Create() or TPM2_CreatePrimary() parameters is yised to
select the PCR values that will best represent'the environment in which the object was created. The
selectign and the PCR are hashed accordingto the creation data algorithm and included in the ¢reation
data (a|TPM2B_CREATION_DATA) thatds returned in the command response.

NOTE When an Object is .created, the TPM produces a ticket that it (the TPM) can use to verify that it
created the Object. This allows the TPM to certify that it created the| Object
(TPM2_CertifyCreation()).

27.5 PRublic Area Creation

27.5.1| Introduetion

This clause(describes how the TPM uses the parameters of TPM2_Create() and TPM2_CreatePrimary()
to set t;Fe values in the public area of the created object.

This clause does not describe the error conditions if the parameters are bad. That information is provided
in the description of TPM2_Create() and TPM2_CreatePrimary() in ISO/IEC 11889-3.

27.5.2 type, nameAlg, objectAttributes, authPolicy, and parameters

The TPM will validate that these parameters are consistent in the template and then copy them from
template into the created structure without modification.
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27.5.3

27.5.3.

unique

1 Introduction

This parameter will contain a type-specific structure. It is used to ensure that each object has a
statistically unique identity. The methods used to create unique ensure that it is cryptographically bound
to the contents of the sensitive area. Creation of unique from the sensitive data uses non-invertible
processes so that the unique value does not compromise the confidentiality of the sensitive area.

EXAMPLE A hash is an example of a non-invertible processes.

The cofmputafion of unique uses one or more values in the sensitive area of the object. At Teast on
sensitije area values will be provided by the TPM to ensure that unique is, in fact, unig
asymmgetric keys, uniqueness is provided by the public key and the public key is mathematically li
the priviate key in the sensitive area.

b of the
le. For
hked to

For symmetric objects (symmetric keys, HMAC keys, and data blobs), the key (orcdata) is hashed with a
TPM-génerated obfuscation value and the resulting digest is used as the unique, value.

There

that it
unigue
data m
which 1

The se
identity|

re two reasons for generating the unique parameter for symmetriccobjects in this way. Thg
rotects the contents of the user-provided data. If the secret data-has’low entropy, then mal
parameter a simple digest of that data would allow an offline-attack to determine what thq
ght be. The large, random, obfuscation value generated by the TPM is not known to an a
hitigates this threat.

cond reason for this method is that it prevents an attacker from stealing an object’s identit
were not based on the contents of the sensitivesarea, then an attacker could create a s

structufe and associate it with the public area of any symmetric object. Having the sensitive area

informa
substit

The md

27.5.3

tion that can cryptographically link the sensitive area to the public area prevents this
tion.

thods for producing unique for each '0f'the object types are specified in the remainder of 27

2 TPM_ALG_KEYEDHASH

This type is used for an HMAC key or data block. The computation for unique for a KeyedHash obj

where

unique = Hnameaig (obfuscate || key)

Hnamenig hash using nameAlg from the object template

obfuscate the contents of seedValue.buffer in the object's sensitive area

e first is
ing the
secret

ttacker,

y. If the
BEnsitive
contain
kind of

5.3.

eCt is:

(59)

27.5.3.

key the contents of sensitive.bits.buffer in the object's sensitive area;
be either an HMAC key, a data blob, or a symmetric key.

3 TPM_ALG_SYMCIPHER

this will

This type is used for a symmetric block cipher key. The unique value is computed as shown in (59).

27.5.3.

4 TPM_ALG_RSA

For an RSA key, unique is the public modulus of the key. It is computed as specified in D.2.
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5 TPM_ALG_ECC

For an ECC key, unique is the public point computed as specified in D.3.

27.6 Sensitive Area Creation

27.6.1

Introduction

This clause indicates how the TPM creates the sensitive portion of an object (a TPMT_SENSITIVE).

Th for - Ha-e—ta “iant £ PN T . H detarnainad—tan—t rpa, £+l
e prJuUco TOT_ COTTPOtT Y tiC— COTIETItS— O & SCTiStave—arcar 15 UCteTTniCcu— oy tiC—typt—oT i1t

indicate

Some ¢f the sensitive area fields may contain data that is provided by the caller. Some ofithe fig

always
always

be reproduced as long as the associated Primary Seed remains unchanged. For-Ordinary Objd

implem|
as if it

The pe
the ma|
the diff
added

For Org
That is

taking
used fg

27.6.2

The tyq
area te

27.6.3

The althValue of the-object is copied from the userAuth field of the inSensitive param

TPM2_|

27.6.4

d in the type field of template.
provided by the TPM. When a TPM-provided field is in a Primary Object, the TRM-provided
entation may either get the TPM-provided data from the RNG, or compute the fields of thg
vere a Primary Object; but with a random number used in place of aPrimary Seed.

rformance difference between the two methods of producing.asymmetric objects is negli

brence might be worth having different methods for Primary.and Ordinary Objects but the
cost in development and testing that could offset the befefit of any slight performance adva

inary Objects, the method used for generating sensitive should be used for generating see
if sensitive is generated by taking values from.the RNG, then seedValue should be gener|

object,

Ids are
data is

derived, in some way, from the associated Primary Seed such that the sameé-Primary Object can

cts, an
b object

jible as

ority of the work is in validating the choices rather than in gengrating them. For symmetric pbjects,

e is an
ntage.

HValue.
ated by

alues from the RNG. If sensitive is generated by creating a random seed and using the npethods

r Primary Keys, then that same seed should be used for generating seedValue.

type

e parameter of the object's sensitive area is a copy of the type parameter from the object's
mplate.

authValue

Create() or TRM2_CreatePrimary().

seedValue

public-

eter of

The se

bdVValue field is used for the obfuscation value of Q\J/mmpfri(‘ l“:‘)/Q, HMAC l(D\JIQ1 and data o

jects. It

is also used to hold the symmetric seed value for asymmetric Storage Keys. For all object types, when
present, seedValue is the size of the digest produced by the nameAlg of the object.

seedValue is only needed if the asymmetric key is a Storage Key. This value is used as a seed for
generating the integrity and confidentiality values for protecting the child objects of the key. The size of
seedValue is the digest size of the nameAlg of the object. Presuming that the protection algorithms of a
Storage Key are reasonably balanced (a requirement), then this size of seed will provided adequate
entropy for generation of the various keys required for protection of the child object.

For an Ordinary Object, seedValue can be created by taking bits from the RNG or generated using the
same method used for Primary Objects. That method uses KDFa() as shown below.
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seedValue := KDFa (hashAlg, seed, seedValue, tName, proof, bits) (60)
where
hashAlg in TPM2_Create(), the nameAlg of the parent; in TPM2_CreatePrimary(),
the context integrity hash algorithm
seed for a Primary Obiject, the Primary Seed; for all other objects, a random
number with the same size as a Primary Seed
seedValue a null-terminated, vendor-specific string different from any other label
used for KDFa()
tName Name of the creation template computed using the nameAlg| in the
template
proof if the object being created is a non-duplicable Primary -Object in the
Endorsement Hierarchy, then this is ehProof and forall other pbjects,
this is an Empty Buffer
bits the number of bits in the digest produced by“nameAlg in the ¢reation
template
NOTE The use of ehProof in Primary Storage Keys in the Endaofsement Hierarchy ensures that user
created child keys in that hierarchy are no longer useable” after the owner is changgd using
TPM2_Clear().
27.6.5| sensitive
27.6.5{1 Symmetric Objects
Symmeatric objects have a type of TPM_ALG_SYMCIPHER or TPM_ALG_KEYEDHASH. For a symmetric
object, the sensitive object data may be provided by the caller or generated by the TPM.
If sensifiveDataOrigin attribute in the object template is CLEAR, then the sensitive data is provided by the
caller. If provided by the caller, the sensitive data will be in the data field of the inSensitive parameter of
TPM2_[Create() or TPM2_CreatePrimary().
If sensitiveDataOrigin is SET, it indicates that the TPM is the source of the sensitive data and the data
field of the inSensitive parameter is required to be an Empty Buffer.
A user jprovided symmetric key is required to be the size indicated by parameters.symDetail.keyBits.sym
in the tgmplate. It is the number of octets required to hold the number of bits indicated.
NOTE 1 If'the key has fewer significant digits that necessary, pad octets of zero are needed. The pdd octets

algorithm or 128 octets. L|m|t|ng the size to 128 octets is for compatlblllty of structures between TPM.

NOTE 2

are added to the high-order end of the key.

He hash

The HMAC algorithm needs keys larger than the hash block size be hashed before use. This could
result in fewer bits of entropy in the HMAC key than expected by the caller. The TPM will not allow
the caller to specify an overly large value for the HMAC key. If the caller desires to use a larger
value, they can perform the digest externally and pass the resulting digest to the TPM for use as the
HMAC key.

If not provided by the caller, sensitive is generated by the TPM. For a TPM_ALG_KEYEDHASH object,
the size is the digest size of the nameAlg of the object. For a TPM_ALG_SYMCIPHER obiject, the size is
equal to (parameters.symDetail.keyBits.sym + 7) / 8.
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For an Ordinary Object, sensitive can be created by taking bits from the RNG. Sensitive may also be
generated using the same method used for Primary Objects. The method used for Primary Objects uses
KDFa() as shown below.

sensitive == KDFa (hashAlg, seed, sensitive, tName, NULL, bits) (61)
where

hashAlg in TPM2_Create(), the nameAlg of the parent; in TPM2_CreatePrimary(),
the context integrity hash algorithm

seed. for a Drimnr\]/ ﬂh]inr\f, the Drim:\r\]/ anrl; faor all other nhjnnfc’ a-random
number with the same size as a Primary Seed

sensitive a null-terminated, vendor-specific string different from anyJothgr label
used for KDFa()

tName Name of the object template computed using the’ nameAlg|in the
template

bits for a TPM_ALG_SYMCIPHER object, the valup in

parameters.symDetail.keyBits.sym; for all_other objects, the number of
bits in the digest produced by the object's.nameAlg.

27.6.5J2 Asymmetric Objects

The sepsitive field in an asymmetric key object is the private key. The key is generated in a way that is
specifid to the algorithm and is specified in an algorithm-spécific annex of this part of ISO/IEC 11889.

EXAMPIE RSA key generation is specified in D.2 and ECC key generation is specified in D.3.

27.7 Creation Data and Ticket

When if creates an object, the TPM alsoccreates a data structure that describes the environment in which
the objéct was created. This data includes:

e a djgest of selected PCR at.the time of object creation and a bit-map indicating the PCR thpat were
included in the list. The, PCR selection is those PCR indicated in the call to TPM2_Creatgp() and
TPM2_CreatePrimary():

o thellocality at which.the object was created

o the[ nameAlgof-the parent. If the parent is a Primary Seed, then the algorithm will be TPM
ALG_NULL.

e the|Name,of the parent. If the parent is a Primary Seed, then the Name will be the handle of th¢ seed.

e the|Qualified Name of the parent. If the parent is a Primary Seed, then the Qualified Name wil| be the
handle of the seed.

e some additional data provided by the caller that is to be associated with the new object

In addition to these values, the TPM will create a ticket that will allow the TPM to validate that the creation
data was generated by the TPM.

The creation data will act as a form of certification of the object that is most useful when fixedTPM is
CLEAR in the created object. Without this information, it would not be possible to determine how the
object came to be in the hierarchy where it is found. When the object is moved, it would be up to the
duplication authority to provide some certification of the duplication process. If there is no creation data
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indicating that the object was created in the place where it was found, and there is no certificate from the
duplication authority for the object, then it may be difficult to establish the trustworthiness of the object.

NOTE In this case, the trustworthiness of the object refers to determining that the sensitive area of the
object has only ever been accessible by trusted entities such as other TPMs.

27.8 Creation Resources

When a Primary Object is created, it is also loaded in a TPM object slot and the handle is returned. If no
free object slot is available, the TPM will return TPM_RC_OBJECT_MEMORY.

When greatinmgarrordimary object; theTPMmay use—armr object stotas scratchrmemory - mwiich it builds

the object. If the implementation does use this scheme and no object slot is available, then the’ TJPM will
return TPM_RC_OBJECT_MEMORY.
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28 Object Loading

28.1 Introduction
An object is either a key or data that can be loaded into the TPM for use. An object must be loaded before

the TPM can use or modify the object. Loading may require that the USER role authorization for the
parent be provided

28.2 Load of an Ordinary Object

It is popsible to load just the public portion of an object into the TPM (TPM2_LoadExternal()) ot [to load
both the public and private portions (TPM2_Load()). If the sensitive area is to be manipulated dr used,
then bdth portions are required to be loaded.

When Ipading an object, multiple consistency checks are performed. Among these chéeks:

a) Is fhe HMAC of the encrypted private area correct — this ensures that the sensitive area Was not
mofified, that the sensitive area and the provided public area are matched, and that the object is a
degcendant of the parent.

b) Is the unique parameter of the public area cryptographically bound to the sensitive data - this is
required to prevent improper association of a public area with a\sensitive area. If this check were not
done, an attacker could use a public area that had a Name that is the same as a different object and
asqociate a different sensitive area with the public area. If the object were upsed in
TPM2_PolicySecret(), the attacker could get the TPM_to\create a policyDigest with any desired hash
valpe.

EXAMPLE A legitimate policy uses signature validation' of a key with Namel. An attacker could create gn object
with Namel (copy the data from the\legitimate key) and then create a sensitive area tha{ had an
authValue known to the attacker, instead of using TPM2_PolicySigned() to create the policy.

c) Arg the attributes consistent — these values need to be checked even if the integrity check indicates
that the values were not modified., This is because the object may have been created by spftware
usipg inconsistent values. The integrity may be good but the values may be wrong.

1) [ If fixedTPM is SET, fixedTPM must also be SET in the parent.

NOTE If fixed.PM. is properly SET, then the other checks need not be made because the pbject is
verified™to have been created on the TPM that loaded the object, so the other attribjites are
known'to be correct.

2) | If fixedParentis CLEAR, then fixedTPM must also be CLEAR.
3) | If restricted is SET, only one of sign or decrypt may be SET.

28.3 Rublic-only Load

There are several cases when only the public portion of an asymmetric key can be loaded. The public-
only load of an object requires that the caller associate the object with one of the hierarchies. This
association is needed when the key is used for signature verification so that the TPM can determine
which proof value to use in the ticket.

EXAMPLE Duplication or signature verification are example cases when only the public portion of an
asymmetric key can be loaded.

A public-only load occurs when the inPrivate parameter to TPM2_LoadExternal() has a size of zero.
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28.4 External Object Load

External Objects allow the cryptographic processes of the TPM to be used on keys that are not part of a
TPM hierarchy. The public portion of an asymmetric key may be loaded so that the TPM can be used to
validate a signature. A symmetric key may be loaded so that the symmetric engines of the TPM may be
used to encrypt or decrypt data.

TPM2_LoadExternal() is used to load an External Object. When only the public portion is loaded, the
attributes of the object are arbitrary but the structures are required to be consistent with the type. That is,
if an RSA signing key is loaded, the signing scheme must be a valid scheme for an RSA key.

attribut
in any (

NOTE
An extq
that arg

EXAMP

If the h
associg

ed by a parent but may be encrypted using parameter encryption. The fixedParent and 'iX
bs are required to be CLEAR when both parts are loaded. This check allows the objectto |
ommand that is valid for the type including certification.

If an entity has access to both the public and sensitive portions of a key, thef)the entity cou
the key and then certify it.

ernal object can be associated with a hierarchy when it is loaded. This allows creation of
specific to a hierarchy in commands.

E An example command that creates tickets specific to a hieratechy is TPM2_VerifySignature().

A IS not
edTPM
e used

d import

tickets

erarchy with which an External object is associated is,disabled, the object will be flushed. If the

ted hierarchy is disabled when TPM2_LoadExternal()-is¢called, the object will not load.

180

© ISO/IEC 2015 - All rights re

served


https://iecnorm.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

29 Object Creation in Reference Implementation

A Primary seed is used in the creation of a Primary Object. When a TPM-generated value is needed in an
Object, an additional iteration of the KDF using the Primary seed produces additional pseudo-random

values.

EXAMPLE

NOTE 1

When the object has a seedValue (a keyedHash, symCipher, or parent object), the seedValue will be
populated with a value based on the Primary Seed. This ensures that all of the TPM-generated
values of a specific Primary Object can be recreated as long as the Primary Seed remains the same.

For a given seed, the uniqueness of a Primary Object is determined by the template used in its

creation.
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30 Context Management

30.1 Introduction

To allow the TPM to be shared among many applications, the TPM supports context management. The
objects and sessions used by an application may be loaded into the TPM when needed and saved when
a different application is using the TPM. The TPM Resource Manager (TRM) is responsible for swapping
the contexts so that the necessary resources are present in the TPM when needed.

There are two types of contexts: those associated with Transient Objects, and those associated with
authoripatiomSESSIOoTTS:

The foyr commands used to manage the contexts are

1) TPM2_ContextSave() — the TPM integrity protects, encrypts, and returns the context associajed with
a handle,

2) TPM2_ContextLoad() — allows a previously saved context to be loaded to TPM RAM and |have a
handle assigned,

3) TPM2_FlushContext() — the context information associated with the\spéecified handle is erasg¢d from
TPM RAM, and

4) TPM2_EvictControl() — allows the owner or the platform firmware to designate objects thaf are to
renpain TPM-resident over TPM2_Startup() events. This command will return a new handle.

A savefl context is cryptographically bound to a specific TPM so that it may not be loaded on a different
TPM. This binding is provided by using a statistically.;unique proof value in the generation| of the
protection values for a context (see 30.3 and 30.3.2)." When the proof value of a hierarchy changes,
saved ¢bject contexts belonging to that context can\ho longer be loaded into the TPM. The proof vplue for
a contgxt will change when its Primary Seed changes. Additionally, ehProof will change when either the
SPS or|EPS changes.

NOTE 1 In the reference implementation, ehProof is a non-volatile value from the RNG. It is allowed|that the
ehProof be generated hy a KDF using both the EPS and SPS as inputs. If generated with a KDF, the
ehProof can be generdted on an as-needed basis or made a non-volatile value.

Saved [contexts for all objects and sessions are invalidated on a TPM Reset. In the reference
implementation, the encryption keys for contexts are changed by TPM Reset so previously| saved
contexts may no longer-he’loaded. Saved session contexts remain valid until the session is clgsed, or
TPM REgset. If the stGlear attribute of an object is SET, then saved contexts for the object are invalidated
on either TPM Resetor TPM Restart (that is, any time the TPM does a Startup(CLEAR). If the [stClear
attribute of an aobject is CLEAR, then the saved contexts for that object are valid and may be loaded into
the TPM untikthe hext TPM Reset.

NOTE 2 In the reference design, when an object context is saved, the current value of clearCount i placed

H +h + £ A\ALL +ha + 1 l dadl M oY b 1 +Ool b +th l H +ha b t H
i-the-context—When-the-eontextistoaded i the-ebjectisastClearobfectthe-valteinthe-bbject is

compared to the current value of clearCount. If they are not the same, then the context load fails.

Objects and sessions are not retained in TPM memory after a TPM2_Startup() and it is necessary for the
TRM to save the contexts for any session or object that is to be useable after TPM Restart or TPM
Resume.

NOTE 3 The TPM might lose power between a TPM2_Shutdown(TPM_SU_STATE) and the subsequent
TPM2_Startup(). With respect to context preservation, the TPM behavior is defined to be the same
whether the TPM loses power or not.
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The structure of a saved context may be defined by the vendor but a saved context is required to have its
integrity and confidentiality protected by cryptographic means. ISO/IEC 11889-3 and ISO/IEC 11889-4
implement the normative methods for providing confidentiality and integrity protection for saved contexts.
These protections are specified in more detail in subsequent parts of clause 30.

NOTE 4 The algorithms chosen for integrity and confidentiality protection of a saved context are vendor
specific. However, the cryptographic strengths of the algorithms used need to be the highest of any
algorithm of the same type implemented on the TPM.

30.2 Context Data

30.2.1 Introduction
When a context is saved, the saved context data structure contains:

e asequence number,

¢ ahfpndle, savedHandle

NOTE For transient objects, this savedHandle in a saved context data structure is not the samg¢ as the
handle used by the TPM to reference loaded objects and by TPM_commands to describe thHe object
being operated on.

e ahlerarchy selector,
¢ an [ntegrity HMAC, and

e an encrypted data blob.

The engrypted data blob contains the data necessary:to reconstruct the full object or session coptext in
the TPM. The other fields are defined in the remainder of clause 30.2.

The stiucture of the context is vendor-specific*and may contain both confidential and non-confidential
data. IFO/IEC 11889 requires encryption of the entire context.

30.2.2 | Sequence Number

New prptection values are generated each time a context is saved. The protection values are anfHMAC
key, a pymmetric key, and.an.initial value. The values are made unique by including a counter yalue in
the generation process (See 30.3 and 30.3.2). The counter value used for the context is stored in the
sequence number field of the context structure. Two counters are used for generating the seguence
numbels. One countertis used for transient and sequence object contexts. A second counter is Used for
sessior] contexts.

re, two' counters used to provide sequence numbers. The counter (objectContextID) provides
sequenceiumbers for transient and sequence objects. This counter is incremented each time an object
context- ; i i fons and
increments when a session context is created or loaded (its behavior is specified in more detail in 30.5).
When creating the context structure, the TPM sets the sequence parameter to the value of the counter
used in the generation of the protection values for the context.

When a context is loaded, (TPM2_ContextLoad()), the TPM checks that the sequence parameter is in a
viable range before starting the operation. For an object, the viable range is any humber that is less than
the current value of the object sequence counter. For a session, the sequence number must also be less
than the session sequence number but it must also be greater that the sequence number minus the
allowable range for session number.
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In the reference implementation, objectContextID is a 64-bit counter that is initialized to zero at startup
and is expected to never overflow. The size is platform-specific.

EXAMPLE For purposes of this example, assume that the sequence counter value is only 16 bits and that the
session counter indicates the last assigned session context had a value of 10 1046. It would then be
an error if the sequence parameter in a loaded session context is greater than 10 10,6. Assume
further that the TPM only allows a range of 256 between session values (explanation in 30.5). Then
it would be an error if the sequence parameter of the session in TPM2_ContextLoad() is less than
10 1016 — 01 00316 = OF 1046; and the TPM will not load the context.

30.2.3 Handle

Aanate amber 1o onextindicate 5 1ype of e CONext (Object or authorizato

2 pssion).
The tyge of the context is used to determine how to reconstruct the protection values for validatioh of the
context If the savedHandle value in the context is changed by software, the context will not-lead.

For a session, the same handle is assigned to the context whether the context is loaded in the THM or in
a saved context. That is, savedHandle is the same as the handle the TPM uses to sefer to the sesgion. A
sessior] handle will have an MSO of TPM_HT_HMAC_SESSION (0245) or TPM '"HT_POLICY_SHSSION
(034). [The range of values in the handle index (the low-order three octets“of the handle) [s TPM
dependent. In the reference implementation, the low order bits of the session-econtext handles fall ithin a
range from 0 to MAX_ACTIVE_SESSIONS - 1 and the TPM will generate an error and do no| further
processing of the context if the handle is outside of this range.

A savedHandle MSO of TPM_HT_TRANSIENT (804), indicates that the context is an Object.|For an
object, the savedHandle parameter of the context structure dees not indicate the handle value dsed by
the TPM to reference the object (when a transient object eontext is not on the TPM, the TPM re{ins no

informdtion about that context). Therefore, the savedHandle value is not used for transient object gontexts
in the same way that it is used for session contexts. Instead, the savedHandle is used to indicate the type
of the transient object context.

Three gavedHandle values are defined for transient object contexts:

1) 00 PO 0046 — indicates a transient Object that does not have the stateClear property;

NOTE An Object has_the,'stateClear property when stClear is SET in the Object or in any of its
ancestor keys:

2) 00pPO0 01;5— indicates a.sequence Object (see 32.4.5); and
3) 00 Po 02,6 — indicates-d transient Object that has the stateClear property.

EXAMPIUE A _seglence Object will have a 32-bit handle value of 80 00 00 01 6.

If the spvedHandle type is TPM_HT_TRANSIENT, the TPM will not generate or load a context with any
other va@lue ‘béesides the three values described above for the handle’s index.

Objects that have the stateClear property are invalidated by Startup(CLEAR). To enforce this, the TPM
will include clearCount in the integrity value of the Object.

TPM processing of contexts with savedHandle values of 80 00 00 00,5 or 80 00 00 014¢ is the same. The
reason for differentiating sequence Objects is to identify the context for the convenience of the TPM
resource manager (TRM). The TRM needs to manage sequence objects differently from other transient
Objects. Because the context of a sequence object changes each time the sequence is updated, the
context needs to be saved each time the context is used. The context of a transient Object does not
change on use.
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30.2.4 Hierarchy
The hierarchy parameter of the context indicates which of the hierarchy proof values are used in the
creation of the protection values for the context. For objects, this value is determined by the hierarchy of

the object and may be TPM_RH_NULL for a Temporary Object. Sequence objects and sessions are in
the Null hierarchy.

30.3 Context Protections

30.3.1 Context Confidentiality Protection

A symllnetric block cipher is used to protect the confidentiality of a saved context. The algotithm is
selectefd by the TPM vendor but is required to have the highest security strength of any symametr|c block
cipher implemented on the TPM.

When the context is created by TPM2_ContextSave(), the value of sequence is Stored in the context
before |t is encrypted. When the context is loaded, the value of sequence is compared to the valug in the
loaded |context after it is decrypted. If the values are not the same, then the TPM will enter failure mode
as this |s symptomatic of a specific type of power analysis attack.

The symmetric key and IV are regenerated when a context is loaded. It.is required that the symmatric key
and IV pot be generated until the context integrity has been validated.,

NOTE 1 This restriction prevents simultaneous power-analysis attacks on the integrity and encryptioh values
of a context. Since the integrity is checked first,¢N0,'attempt is made to create the symmetyic key if
the integrity check fails.

KDFa(] is used to generate the symmetric encryptiori<ke€y and IV for context encryption. The parameters
of the dall are:

(symKey, symlv) .= KDFa (hashAlg, hProof, vendorString, sequence, handle, bits) (62)

where

hashAlg a‘hash algorithm chosen by the vendor

hProof the proof value associated with the hierarchy associated with the ¢ontext

vendorString a value used to differentiate the uses of the KDF

sequence the sequence parameter of the TPMS_CONTEXT

handle the handle parameter of the TPMS_CONTEXT

bits the number of bits needed for a symmetric key and IV for the |context

encryption
NOTE 2 The value of vendorString needs to be different from any other label string used in a KDFa() call.
The reference implementation uses “CONTEXT"

NOTE 3 The nullProof is used as the hProof value for a context in the Null hierarchy so that the encryption

keys do not repeat and so that they change on each TPM Reset.
The key and IV produced in (62) are used to encrypt the object or session context
encContext == CFBgymaiy (sSymKey, symlv, context) (63)

where
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CFByynai4 symmetric encryption in CFB mode using a symmetric algorithm chosen
by the TPM vendor
symKey symmetric key from (62)
symlv IV from (62)
context the context being protected (a TPM2B_CONTEXT_DATA)
NOTE 4 The size field and the buffer field of context are encrypted.
30.3.2 Context Integrity Protection
The intpgrity of a saved context is protected by an HMAC using a hash algorithm selected hy'the TPM
vendor| The hash algorithm chosen is required to have the highest security strength.'of any hash
algorithm implemented on the TPM.
The HMIAC is constructed using the proof value associated with the hierarchy to whi¢hythe object Helongs.
Since the proof value changes when the associated Primary Seed changes,NHMAC validation for a
previously saved context will fail when the associated Primary Seed changes; and that context jnay no
longer |be loaded. Other values in the HMAC computation serve to inyalidate other context subsets
without|necessarily invalidating them all.
EXAMPIE The clearCount value is included in the HMAC of a context for an object with the stClear attfibute so
that the context will be invalidated on each TPM Restart as well as each TPM Reset.
The only TPM state change that invalidates all saved contexts\s TPM Reset.
Sessiofs, Sequences, and Temporary Objects are in thex‘null” hierarchy.
The HMIAC integrity computation for a saved context‘is:
contextHMAC == HMAC endoraig (hPraof; resetValue { || clearCount}
||'sequence || handle || encContext) (64)
where
HMACendoralg HMAC using a vendor-defined hash algorithm
hProof the hierarchy proof as selected by the hierarchy parameter|of the
TPMS_CONTEXT
resetValue either a counter value that increments on each TPM Reset and is not
reset over the lifetime of the TPM; or a random value that charjges on
each TPM Reset and has the size of the digest produced by vendprAlg
clearCount a counter value that is incremented on each TPM Resume and may be
incremented or set to zero on TPM Reset. This value is only included if

the handle value 1s 80 00 00 025.

NOTE The handle value is 80 00 00 02,5 when the stClear attribute of the
object is SET or when the stClear attribute is set in one of the
object's ancestor keys.

sequence the sequence parameter of the TPMS_CONTEXT
handle the handle parameter of the TPMS_CONTEXT
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encContext the encrypted context blob

30.4 Object Context Management

When an object’s context is saved, a copy of the object context is integrity checked, encrypted, and
returned to the caller. The original context remains in the TPM and the TPM retains its handle. A saved
object context may be reloaded into the TPM with TPM2_ContextLoad(). If the TPM has sufficient
memory available, it will load the object and assign a handle. If other copies of the same object are in
TPM memory, they are unaffected. An object context is only removed from TPM memory with
TPM2_FlushContext(), deletion of the associated hierarchy seed, or TPM2_Startup().

The handle assigned to an object when it is loaded may not be assigned to any other TPMdresource,
r session. When the object is flushed from TPM memory, its handle may be assignedto another
ource when it is loaded or created.

Softwafe may create as many copies of an object context as desired. When an @bject is not jn TPM
, it has no associated handle. If an object context is saved and subsequentlyreloaded, it |is likely
ifferent handle will be assigned to the object.

When the Primary Seed is changed for the hierarchy associated with an<object, all objects asgociated
with thiat hierarchy are flushed from TPM memory. The TPM will'no longer load saved dontexts
associdted with the previous Primary Seed.

When an attempt is made to load an object or an object context'\(TPM2_Load(), TPM2_CreatePr(mary(),
TPM2_| oadExternal() or TPM2_ContextLoad()) and the TRM,does not have sufficient RAM to hold the
object, the TPM will return TPM _RC_OBJECT_MEMORY.0r TPM _RC_MEMORY. This warning|code is
handled by the TRM. It indicates that an object or a session needs to be unloaded from TPM
before the command can complete. If the”"TPM returns TPM_RC_OBJECT_MEMORY, it
indicates that an object must be flushed from TPMmemory. If the TPM returns TPM_RC_MEMORY, then
it is possible that removal from TPM RAM of either an object or a session would allow the comrmand to

command references a persistent object, the TPM may move the object from NV into an object
slot. If mo slot is available, the TPM willreturn TPM_RC_OBJECT_MEMORY.

An implementation is allowed to ‘uSe an object slot for temporary memory in execution of TPM2_Import()
and rethrn TPM_RC_OBJECT. MEMORY if a slot is not available.

If the TPM uses an object slot for temporary memory, the slot will be freed at the end of the command in
which the slot was allocated.

If a TPM receives Shutdown(STATE) before the _TPM_Init, then the saved object contexts will continue
to be ugable after a TPM Restart or TPM Resume. An exception is that an object may be created yvith the
stClear] aftribute. If this attribute is SET in an object or an ancestor of an object, then the saved [context
will be invatidatedomr TPt Restart-Attsavedobject contexts are-mvatidated-by TPt Reset:

30.5 Session Context Management

A session context is created by TPM2_StartAuthSession(). The context associated with a session is
unique. That is, the data describing the session’s state may be either on the TPM or saved off the TPM,
but not both. Further, a session context may only be loaded once. These limitations on the session
context are intended to prevent possible attacks based on replay of authorizations.
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The handle associated with a session does not change as long as the session is active. The session is
active until closed by the continueSession flag being FALSE or until the session context is flushed from
the TPM by TPM2_FlushContext().

The nominal implementation uses a volatile counter (contextCounter) that increments each time a session
is created or context loaded. This count value is assigned to the created or loaded session context and
serves as a version number for the session context. If the session context is saved and reloaded, it is
assigned a new version number. contextCounter is saved by Shutdown(STATE) and reset on TPM Reset.

The TPM maintains a database of concurrent sessions so that it can validate that a reloaded session
context is the most recent version. It is required that the TPM be able to ensure that the restored context
is the cprrecttomextTegardtess of the Tomber of tomtexts treated:

The siZe of contextCounter affects the size of the memory required for tracking each of the ‘contexts. It is
therefofe desirable that the counter only be large enough for the majority of applications, ‘méaning that it
will not|be large enough for all applications. In those applications, a method is required to handle pounter
rollover].

One scheme for handling rollover is to maintain an even/odd interval.

EXAMPIE If a nonce were being used for each interval, then the TPM could/maintain two nonces, ope to be
used when the MShb of the volatile counter is 0 and the other when the MSb is 1. When the dqounts of
all the sessions have the same MSb, then a new noncelcan be created for use when the MSb
changes. This scheme works unless a session has a longHifetime. That is, if the session is| created
when the MSb is 0, and the session is still active when~the counter reaches its maximum vglue with
all bits equal 1, then the context with an MSb of 0 will,need to be discarded.

Rather|than have the old session be automatically flushed, the TPM provides an indication that it is
reaching its limit and that one or more saved session:contexts need to have their sequence humber
updatedl to the current interval in preparation for the context counter rollover.

The indication that the context counter is approaching its limit is provided when an authorization gession
is created or loaded. If the creation or loading’of a session would make it impossible for the TPM to bring
all confexts into the current interval, then=it would return an error (TPM_RC_CONTEXT_GAP) and not
create pr load the new session. On receiving this error, the management software either would gxplicitly
flush o|d session contexts or would\load the old session contexts to update their associated founter
values.

When the TPM returns TPM_\RC_CONTEXT_GAP, it will not allow an authorization session to be freated
and it vill only allow the_@ldest authorization session to be loaded. When the oldest session is loaded, its
sequence number is updated. It may be used or saved with its new sequence number.

NOTE The=TPM needs to provide the indication of the session-tracking limit being reached before the
maximum count is reached. If there are three sessions in the ‘odd’ interval and the end of the ‘even’
interval is being reached, then the TPM needs to indicate the limit while there are slill three
available session numbers in the ‘even’ interval. This allows the sessions in the ‘odd’ interyal to be

loaded and saved with an ‘even’ interval session number and with no session in the ‘odd’ inferval so
that a new ‘odd’ interval identifier can be created

Session contexts in TPM RAM are flushed on any TPM2_Startup(). Saved session contexts are not
invalidated and may be reloaded after a STARTUP_SAVE. Saved session contexts are invalidated on
ST_CLEAR.

30.6 Eviction
Eviction is the process of removing the context associated with an object or session from TPM RAM to

allow for other sessions or objects to be loaded or created. Saving a session context removes the
majority of the session context from TPM RAM. Saving an object context does not remove it from TPM
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memory. When applied to an object, TPM2_FlushContext() will remove it from the TPM RAM but not
invalidate the saved contexts of that object. When applied to a session, TPM2_FlushContext() will
invalidate the session whether its context is in TPM RAM or saved.

An object may be made persistent in TPM NV memory with TPM2_EvictControl(). When made persistent,

TPM2_

FlushContext() and ST_CLEAR have no effect on the object.

A session may not be made persistent.

Use of TPM2_EvictControl() requires either Owner Authorization or Platform Authorization. An object
made persistent using ownerAuth may be made volatile using either Owner Authorization or Platform

Authorigatiorm—Am object Tmade persistent usimgPlatformmAuthorizatiorm mmay oy beTmadevotati]

Platforr
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ncidental Use of Object Slots

cases, the TRM will explicitly load and unload (flush) objects from the TRM's object men

e using

nory. In

ases, the TPM will make use of object slots as a side effect and thenTRM needs to deal with

potential resource issues that may arise. The three cases are: TPM2_Import(), use of persistent
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a handle references a persistent object, a>»TPM implementation is allowed to
C_OBJECT_MEMORY if an object slot is not available. This allows the TPM to ke

persist

nt image of the object in a compressed foerm and decompress it into an object slot for

processing. The version of the persistent objectheld in an object slot will be removed when the co
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31 At

testation

31.1 Introduction

Attestation is the action of having the TPM sign some internal TPM data. Confidence in the attestation is
related to the confidence in the key that is used to sign. The highest confidence is provided by a
fixedTPM, restricted signing key that is created on a TPM with a certificate from the TPM manufacturer.

The TP

¢ PCRdata=TPW2Quote()

e (I
e Au
e Oth
For all
comma

The se
the call

M may be used to attest to several different types of data:

k and Time data — TPM2_GetTime()
it digests — TPM2_GetCommmandAuditDigest() and TPM2_GetSessionAuditDigest()
er TPM Objects — TPM2_Certify()

of these commands, the TPM produces a standard attestation structure and apper

ected key may be any key that has the sign attribute SET. If the Signing key is unrestricte
er may indicate the signing scheme to be used. If the signing keyyis restricted, the TPM wi

ds the

nd-specific data. The resulting data block is then hashed and signed(by the selected signing key.

d, then
| return

an erfor (TPM_RC_SCHEME) unless the scheme selector.“in™ the attestation commpnd is

TPM_A

31.2 S

The co

LG_NULL.

btandard Attestation Structure
tents of the standard attestation structure are specified in Table 29.

Table 29 — Standard Attestation Structure

Paramgter Type Description

magic TPM_GENERATED | This unique value (TPM_GENERATED_VALUE) occurs as the firgt
octets in any TPM-generated attestation structure. This field is us¢d to
prevent use of a restricted signing key to sign a forgery of an attegtation.
A TPM will not allow a restricted signing key to sign any external data if
that data starts with this unique value. The way that the TPM enfofces
this restriction is that a TPM will not use a restricted key to sign a figest
that the TPM did not produce. Since the TPM produced the digest, it can
ensure that any external data did not start with this value.

type TRMINST_ATTEST This identifies the type of the attestation structure and indicates thie
contents of the attested parameter.

qualifieflSigner TPM2B_NAME This is the Qualified Name of the key used to sign the attestation ¢lata. A
key that can be duplicated may be signing in different locations and this
Qualified Name allows the Verifier to determine the environment in which
the signature was produced-

extraData TPM2B_DATA external info supplied by caller (often in qualifyingData parameter)

clockinfo TPMS_CLOCK_INFO | The values of Clock, resetCount, restartCount, and Safe

firmwareVersion |UINT64 This TPM-vendor-defined value changes when the firmware on the TPM
changes, if that change is meaningful to the security of the TPM.

[type]attested TPMU_ATTEST the type-specific attestation information

NOTE A TPM2B_DATA structure provides room for a digest and a method indicator to indicate the

components of the digest. The definition of this method indicator is outside the scope of ISO/IEC
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11889.

31.3 Privacy

The attestation block contains information that could allow cross correlation of attestation values. The
combination of a firmwareVersion and clockinfo could be used to identify that two attestations were
signed by keys on the same TPM. This correlation is possible because the combination of resetCount,
restartCount, and firmwareVersion could be unique. Even if the combination is not unique for all TPM, an
imperfect correlation may be adequate for certain types of activity tracking.

restart
the val
While t
by the
and to

It is sq
include
hierarc
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is poss
Admini

31.4 (
Each ¢

interpreg
parame

31.5 4

If an g
qualifie

NOTE 1

For TP

the cerlified keyrare set to an Empty Buffer.

NOTE 2

The T%M prevents such tracking by adding obfuscation values to the reported values of rese

ount, and firmwareVersion. This obfuscation value is different for each key and TRWV:.A
es are obfuscated, they do not lose any of their usefulness for indicating changeso-the
ne absolute values are not visible in the attestation, it is still possible to look at attestations
tame key and determine how many times the TPM was reset or restarted between the atte
bee the delta in the firmware version number (if any).

metimes necessary to have the non-obfuscated values of the clockinfo and firmware
d in an attestation. Support for this is provided by allowing signing keys in the Endor
ny. When a key in the Endorsement hierarchy signs an attestation, no obfuscation is appli
ing presumption is that the TPM’s Privacy Administrator controlsthe Endorsement hierarch
ble, through policy, to limit the use of keys in that hierarchy so that authorization from the
Strator is always required.

Dualifying Data
f the attestation commands has a parameter called qualifyingData. This parameter

ted by the TPM and may contain any data‘chosen by the caller. The most common use
ter is expected to be as a nonce to ensure "freshness"” of an attestation.

A\nonymous Signing

nonymous scheme (TPMAAEG_ECDAA) is used for signing in any attestation comma
Signer parameter will besan Empty Buffer.

If the qualifiedSigner field was properly populated (not the Empty Buffer), then the unique id
the signingkey would be disclosed.

M2_Certify(), tising an anonymous signing scheme, both the qualifiedSigner and qualifiedN

If the qualifiedName field was not cleared, then it would be possible to establish a hie
relationship between to certified objects. This is not desirable for an anonymous scheme.

tCount,
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32 Cryptographic Support Functions

32.1 Introduction

In ISO/IEC 11889 (first edition), the cryptographic primitives were not exposed for general purpose use.
ISO/IEC 11889 provides commands that allow access to the primitive cryptographic processes of the

TPM.

EXAMPLE 1

for general purpose use is the RSA engine could not be used for exponentiation.

An example of how in ISO/IEC 11889 (first edition), the cryptographic primitives were not exposed

One ag
perforn
that the
limited
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ISO/IE(

32.2 H

TPM2 |
data to

If the d
the reg
restricte

NOTE

not be true in all cases. In fact, on some systems, the main processor will’be able t

raphic coprocessor that has significantly greater processing capability for.cryptographic op
e host. These higher performance implementations will not be pérformance-limited by
d to the system with a low-bandwidth interface. These perfotmance differences me
re of the cryptographic primitives of ISO/IEC 11889 makes niore sense that it did in |
first edition).

I reason to make the cryptographic primitives available js that not all software will implemen
ms that may be in the TPM.

E 2 A BIOS might not implement the RSA algorithm but would want to check the RSA signature
code.

huse describes the commands and methods that may be provided by a TPM complig
C 11889.

Hash

Hash() will create a digest'of a block of data using the indicated hash algorithm. If the am
be hashed exceeds that input buffer size of the TPM, then a hash sequence is used (see 3

ata used to creaté the digest does not have TPM_GENERATED_VALUE as its first octe
ponse to TPM2_Hash() will contain a ticket indicating that the digest may be signed
bd signing key.

The creation of the ticket could be suppressed by using TPM_RH_NONE as the hierarchy p4
in TPM2_Hash().

sumption in ISO/IEC 11889 (first edition) was that the host processer usually had much |greater
ance than the processor used for the TPM so there was no point in having the TPM @o ‘something

host could do much faster. In addition, ISO/IEC 11889 (first edition) was a passive device with
pbandwidth. While it is true that the host processor will usually have more capability than the TPM,

switch

bn environments and perform the TPM operations. In others, the TPM, may be built afound a

rations

being
an that
SO/IEC

t all the

of some
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ount of
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with a

rameter

32.3

A
VIAC

TPM2_HMAC() will compute an HMAC over a block of data using a TPM-resident value for the HMAC
key. In this command, the handle parameter is required to reference an object with a type of
TPM_ALG_KEYEDHASH with the sign attribute SET.
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32.4 Hash, HMAC, and Event Sequences

32.4.1 Introduction

When the amount of data to be included in a digest cannot or will not be sent to the TPM in one of the
atomic hash/HMAC commands (TPM2_Hash(), or TPM2_HMAC()) then a sequence of commands may
be used to provide incremental updates to the digest.

A sequence is started with either TPM2_HashSequenceStart() or TPM2_HMAC_Start(); increments of
data are added to the sequence digest(s) using TPM2_ SequenceUpdate(); and
TPM2_SeqguenceComplete() or TPM2 EventSequenceComplete() is used to complete a seguence.
TPM2_[SequenceComplete() and TPM2_EventSequenceComplete() may also provide the last dafa to be
includef in the sequence digest(s).

Three types of sequences are defined:
1) hagh
2) Event

3) HMAC

32.4.2| Hash Sequence

In a hash sequence, the TPM will perform a hash over all the-data in the sequence using the selected
algorithm.

TPM2_[SequenceComplete() completes the hash sequence and returns a digest of the data. Additionally,
if the data used to create the digest did not start,with TPM_GENERATED_VALUE, then a ficket is
producgd indicating that the digest may be signed with a restricted key.

A hash|sequence is:

a) TPM2_HashSequenceStart() (hashAlg is a supported hash algorithm), followed by
b) TPM2_SequenceUpdate() (zero.or more), followed by
c) TPM2_SequenceComplete()

32.4.3| Event Sequeéence
For an |Event Sequerice, the TPM will potentially create multiple digests over the data (a digest for each

PCR bpank). TPM2_EventSequenceComplete() is used to complete the sequence and return & list of
digests} and; If.a PCR handle is provided, each digest is extended into the corresponding PCR bark.

EXAMPI

An Event Sequence is:

a) TPM2_HashSequenceStart() (hashAlg is TPM_ALG_NULL), followed by
b) TPM2_SequenceUpdate() (zero or more) followed by
c) TPM2_EventSequenceComplete() (will do an Extend if pcrHandle is a PCR and not TPM_RH_NULL)
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32.44 HMAC Sequence

For an HMAC sequence, the TPM will use the indicated key as the HMAC key and perform an HMAC
computation over the data of the sequence using the specified hash algorithm.

TPM2_SequenceComplete() completes the HMAC sequence and returns the HMAC value.

NOTE The response for TPM2_SequenceComplete() also has a validation parameter. This parameter is
used for a hash sequence to indicate if the digest is safe to sign with a restricted key. This
parameter is not used for an HMAC sequence so the TPM will set the validation parameter to a
NULL Ticket

An HMAC SEqUETNTE 15T

a) TPM2_HMAC_Start() (hashAlg is a supported hash algorithm), followed by
b) TPM2_SequenceUpdate() (zero or more) followed by
c) TPM2_SequenceComplete()

3245 | Sequence Contexts

Sequerjces involve hashing of data and the intermediate hash state must be retained by the TRPM in a
protected location. This intermediate state is kept in a vendor-specificsfructure that may occupy am object
slot on the TPM.

A sequence context is assigned a handle so that it may beaved and restored like any transient object.
Its properties are not identical to a transient object because”the sequence context is updated gn each
use. I} addition, unlike transient objects, the public\portion of a sequence is not readable with
TPM2_ReadPublic(). A sequence context can be replayed if one has the authorization for the sequience.

If an aithorization or audit for a sequence object'requires computation of a cpHash and an rpH3gsh, the
Name associated with sequenceHandle will.be,the Empty Buffer.

When [TPM2_EventSequenceComplete()) or TPM2_SequenceComplete() completes successfully, the
sequence context is flushed from the>T-PM.

A sequgnce is exempt from dictionary attack protection and authorization failures will not cause the TPM
to enterl lockout.

32.5 $ymmetric Encryption

TPM2_EncryptDecrypt() is defined for symmetric encryption and decryption of blocks of data. Support for
this command-in a TPM may cause the TPM to be subject to different jurisdictions' legal imporf/export
control$ than.would apply to a TPM without these commands.

The command supports chaining of encryption so that the encryption/decryption may be done
incrementally as the data arrives or to handle the cases where the block of data is larger than will fit into a
single TPM buffer.

32.6 Asymmetric Encryption and Signature Operations
The annexes to this part of ISO/IEC 11889 contain descriptions of the cryptographic

encryption/decryption and signature primitives that are defined for each of the asymmetric algorithms
supported by ISO/IEC 11889.
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33 Locality

In some systems, accesses to the TPM are segregated by privilege level. The interface to the TPM may
be able to discriminate the different privilege levels and provide an indication to the TPM when the access
is at a privilege level other than the default level.

The indication of privilege level can be used in access control policy to ensure that the operation on an
object is occurring at the right level. The privilege level of a command is called its Locality.

The method by WhICh the TPM mterface determmes the Locallty of an access is system dependent. The
tents of

the co mand or response buffer are not changed by the LocaI|ty indication.

The dgfinition of the modifier is platform-specific. Depending on the platform, the modifier~could be a
special[bus cycle or additional input pins on the TPM.

EXAMPLE One example would be special cycles on the Low Pin Count (LPC) bus@hat inform the T|PM it is
under the control of a process on the PC platform. The assumption is that Spoofing the mqdifier to
the TPM requires more than just a simple hardware attack, and would reguire expertise and [possibly
special hardware.

The logality value is represented as a byte and locality values have\two separate representations.
Localities 0 through 4 are represented as bits in the byte with 0000)0001, representing locality 0 and
0001 0P00, representing locality 4. This representation allows multiple localities to be represented in a
single Iyte as long as the localities are in the range of 0-4. This-fepresentation of locality is compatible
with ISQ/IEC 11889 (first edition)

A second representation is for localities above 4. These are called extended localities. For extended
localitigs, the locality byte is an integer value representing the locality. Because of the format for Igcalities
0-4, the first extended locality is 32. The range of extended localities is 32-255. The locality valpe may
indicatg only one extended locality at a time.

NOTE Locality 5 through 31 cannot be, Selected.
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34 Hardware Core Root of Trust Measurement (H-CRTM) Event Sequence

34.1 Introduction

A process that puts the system in a known state running known code creates the starting point for a chain
of trust. A computer system reset puts the processor and chipset into a known state, and the processor
(the root of trust for measurement) begins executing code provided by the platform manufacturer. This
initial code is the core root of trust for measurement (CRTM). It is code that must be trusted as there is no
way to tell what that code is other than to rely on the manufacturer. Usually, one of the actions of the
CRTM is to extend a PCR with a value that represents the identity of the CRTM. This boot process starts
the chgmoftrostwittrtwo differermtTootsthatare usuatty frormrdiffererntsoorcesthe RTivifrorma CPU

vendorjand a CRTM from a platform manufacture.

Some $ystem implementations support an alternative method of starting a chain of trust that makes the
CPU the CRTM. For this method, the CPU is placed in a known state and measures-the code that it will
run. Before being measured, this code is protected so that it cannot be tampered-with and there is
assuramce that the code that is measured is the code that is executed. Since thé.CPU is both exXecuting
the megsured code and measuring it, it is both the RTM and the CRTM. This.is called a hardware-based
core ropt of trust for measurement or H-CRTM.

The THM supports an H-CRTM by providing special interface indications/that allow the TPM to defermine
when it|is receiving data from the RTM acting as CRTM. These indications are:

e TIPM_Hash_Start — sent by the RTM to indicate the staftvof a H-CRTM Event Sequence. The TPM
will| initialize an H-CRTM Event Sequence context. ThesH-CRTM Event Sequence context gontains
hagh state for each bank of PCR. This indication is.enly allowed from the RTM when it has bgen put
intg a known "good" state as defined by the RTM¢manufacturer. There is only one _TPM_Hash_Start
perf H-CRTM Event Sequence.

e TIPM Hash_Data - sent by the RTM to update the digests in the H-CRTM Event Sequence dontexts
H-CRTM data. An H-CRTM Event~Sequence may have zero or more _TPM_Hash Data

e _TIPM_Hash_End - sent by the RTMto indicate the end of the H-CRTM Event Sequence. On|receipt

of this indication, the TPM will take actions that are dependent on whether the H-CRTM ofcurred
re or after TPM2_Startup().* The actions taken as the result of this indication will always |include
initlalization of at least one-PCR followed by a PCR being extended with the H-CRTM data.

During|an H-CRTM sequence, if any indication other the _TPM_Hash_Data occurs betwgen the
_TPM_Hash_Start and".TPM_Hash_End indications (including receipt of a command), then the H-CRTM
Event $equence isabandoned, the H-CRTM Event Sequence context is flushed, and no changq to any
PCR ogcurs.

34.2 Dynamic Root of Trust Measurement

When an H-CRTM occurs after TPM2_Startup() it is called the dynamic root of trust for measurement (D-
RTM).

NOTE 1 There is no special designation for when the H-CRTM occurs before TPM2_Startup()

NOTE 2 The D-RTM sequence could be repeated one or more times after TPM2_Startup. On each invocation
of the D-RTM sequence, the RTM will be in the same known state.

For D-RTM, the TPM will initialize one or more PCR to zero and then extend PCR[17] in each bank with
the H-CRTM data accumulated in the H-CRTM Event Sequence.
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PCR[17][hashAlg] := Hhashaig (0...0 [ Hhasnaig (hash_data))

hash_data all the octets of data received in _TPM_Hash_Data indications

(65)

The PCR that are initialized and extended as a result of a D-RTM event are specified in a platform-
specific TPM specification.

34.3 H-CRTM before TPM2_Startup()

If the

_TPM_Hash_End is received, the TPM will complete the Event Sequence digests. It will then i
PCR[0] to 4 and Extend the H-CRTM Event Sequence data. The value 0...4 represents evidence
initial measurement was from an H-CRTM.

where

If PCR

change the value of PCR[0]. Otherwise, TPM2_Startup(CLEAR) will ensure that PCR[0] is zero.

If the previous TPM Reset or TPM Restart used HECRTM, then each TPM Resume will need to

CRTM.

© 1SO/

H-CRTM sequence occurs before TPM2_Startup(), then only PCR[0] will be affected

PCR[O] [hashAIg] = HhashAIg( (0...04 || HhashAIg (hash_data))

the size of a digest computed with hashAlg

hash_data all the octets of data received in (TPM_Hash_Data indications

0] is initialized by an H-CRTM event before TPM2/Startup(), then TPM2_Startup(CLEAR)

When
nitialize
that the

(66)

0...04 denotes a numeric value of 4 with high-arder bits of O to make the value

will not

use H-

If the previous TPM Reset or TPM Restart did not use H-CRTM, then each TPM Resume| should
not usg H-CRTM.
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35 Command Audit

The command audit mechanism allows the TPM owner to create a verifiable log of each execution of
selected commands.

TPM2_SetCommandCodeAuditStatus() is used either to change the list of commands being audited or to
change the audit hash algorithm (it cannot change both in the same command). This command requires
either Platform Authorization or Owner Authorization. The selection may change at any time.

NOTE 1 It is anticipated that a small number of commands will be selected for audit, most likely those
commands that provide identities and control of the TPM. However, there are few restrictions on
Vvili\.il LUIIIIIIQIIL;D call IlJC audilcd.

The aufit log, the list of executed TPM commands and responses, is maintained outside the\xTPM by an
untrusted party. Enabling the audit function of a TPM does not guarantee that the log will be groperly
maintained. The TPM audit function simply provides a means to determine if the, log was pgroperly
maintainped.

It is not necessary to continuously maintain the audit log in order to use the audit capability. When an
audit Iqg is started, the current contents of the audit digest register can be read to establish the jtarting
value fpr the log. At the end of the audit interval, the audit digest register’can be read again and the
contents of the audit log over the audit interval can be verified.

An audjt can be used to track use of keys and, therefore, is potentially privacy sensitive. For this feason,
the prifacy administrator of the TPM must authorize access todhe audit digest register. Authorizatipn from
the prijacy administrator is expressed using Endorsement Authorization.

The upgdate of the audit digest register occurs whenythe command completes successfully and the
response has been created. The command audit update is:

auditpew = Haugrwglauditoa || cpHash || rpHash) (67)
where
Hauditalg hash,function using the currently selected audit hash algorithm
audit,g the previously computed audit digest
cpHash the command parameter hash using the audit hash
rpHash the response parameter hash using the audit hash
NOTE 2 cldause 18.7 describes the process for computing cpHash and clause 18.8 describes the prdcess for

computing the rpHash.

The adudit_mechanism uses two components: an audit digest register and an audit counter. ThHe audit
countelis:a non-volatile register that counts the number of audit logs that are created.If the audit digest
register contains all octets of zero when an audit event is recorded, then a new audit log is being created
and the audit counter is incremented.

An audit log ends and the audit digest is cleared when the command TPM2_GetCommandAuditDigest()
returns a signature.

NOTE 3 The audit counter is incremented when the new log starts so that a missing log cannot be dismissed
as being irrelevant. Because a new audit log is started only when an auditable event occurs, any
missing log is suspect.
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The audit counter is non-volatile and is reset to zero by TPM2_Clear(). The audit digest register is reset
when an unanticipated power event occurs (that is, loss of TPM power without an orderly shutdown). The
audit digest is preserved over any orderly shutdown.

The audit digest register is reset by any TPM2_SetCommandCodeAuditStatus() that has an auditAlg
value other than TPM_ALG_NULL.

An audit report structure contains the current value of the audit digest register and the value of the audit

counter.

NOTE 4 The signed audit structure is a TPMB_ATTEST structure that contains other qualifying information
about the signing environment.

Becaude the audit mechanism utilizes NV memory, endurance may be a factor. The endurance

requirements of the audit mechanism are platform-specific.

NOTE 5 The command audit session counter is incremented on the first auditable cemmand in a [session.
This would be infrequent so the endurance of the counter is not likely to be-amajor issue.

When |the TPM is in Failure mode, command audit is not functional and command gudit of

TPM2_GetTestResult() and TPM2_GetCapability() will not occur.

TPM2_|SetCommandAuditStatus() is audited when it changes the Jist_of audited commands. If is not

possible to disable audit of this command. If TPM2_SetCommandAuditStatus() is used to chafge the

audit h@sh algorithm, then the command is not audited and evidence of this operation is provided by the

change in the hash algorithm reported when the command audit value is read.
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36 Timing Components

36.1 Introduction

The TPM has timing components for use in time-stamping of attestations and for gating policy. Clock
advances while the TPM is powered. Additionally, Clock may be advanced in order to bring it into
alignment with real time. However, Clock may not be set back except by installing a new owner.

The resetCount and restartCount values allow detection of power loss that could cause discontinuities in
the time recorded by Clock. A timer (Time) runs when the TPM is powered and is reset by any

TPM2_Startop()—T e-Safeftagimdicates that the vatues Tead fronT the timimgcomponents are kmpwn not

to be rgplay values.
The timling components are exposed through commands that:

e reafl the value of Clock, Time, resetCount, and restartCount (TPM2_GetTime());

e time-stamp externally provided data using a signature key and Clock, resetCount, and restartCount
(TAM2_GetTime(), TPM2_Quote(), TPM2_Certify(), and other restricted signing operations);

NOTE TPM2_ReadClock() returns uncertified (not signed) values. TPM2*GetTime() returns a structure and
an optional signature over the data. TPM2_ReadClock() is-used by the OS to manage thee timing
resources of the TPM and TPM2_GetTime() is for attestation of time and is under contrgl of the
privacy administrator.

e allgw Clock to be adjusted forward (TPM2_SetClock());

o allgw the rate of advance of Clock to be adjusted (TPM2_ClockRateAdjust()); and

o allgw objects to be lifetime-limited using authorization policy expressions that reference Safe| Clock,
Time, resetCount, and restartCount (TPM2_PalicyCounterTimer()).

Potentipl use cases for the TPM timing components include:

o lifefime limits for keys when certificate-revocation is impossible or undesirable;
o time-limited delegation of rights;
e time-stamping of security event logs to ensure that events cannot be forged in the past;

e boaqt-counter stamping-of-event logs to ensure that a log associated with a particular reboot cahnot be
delpted without leaying-a trace;

e boqgt-counter/PCR:counter stamping of keys to indicate they were created during OS installatiop;
o time-stamping)of attestation values as an alternative to the use of a nonce in online protocols; and

¢ indication of whether a TPM/platform has rebooted since last checked.

EXAMPILLE A } ran T T PR R Py | " foiolote o Ll oot <l L & 1 £ Pa)
= A exampre o me=mnietaeTregato O HgntS 1S the gt (o~ uSe ot auptatc—a RSy 10T L tout.

Clock is not designed to be a replacement for other online or local time sources and is not appropriate for
all uses. Later clauses describe the behavior of timing resources and their specific security properties.
Implementers and relying parties should understand the limitations before using these features.
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36.2 Clock

36.2.1 Introduction

Clock is a time value that can be advanced but never rolled back. It may increment in volatile memory. If
S0, it is periodically written to NV memory.

A non-orderly shutdown may cause a write to NV memory to be missed. Other values that are written to
NV on an orderly shutdown will be advanced to a known safe value on the next startup. However, Clock
is not advanced because power outages would cause the clock to be advanced to a time in the future and
it could not be adjusted back to an accurate value. To indicate that a value reported in Clock may be a
repeat pf a previously reported value, a flag (safe) is CLEAR after a non-orderly shutdown. After.the next
NV update of Clock, safe is SET to indicate that Clock is not a repeat.

Clock i a volatile value that increments each millisecond that the TPM is powered. A nen-volatile value
(NV Clock) is updated periodically from Clock. NV Clock will always move forward.as Clock adyances.
However, because of unexpected power loss, it is possible that the same value of)€lock will be rgported
more than once. The mitigations for this are specified in subsequent parts of clause 36.2.

The acguracy of Clock is approximate. The causes of inaccuracy are

o batfery backup for Clock is not required,
e the|TPM's time reference may not be accurate, and
o the|TPM must rely on external software to provide initial orperiodic adjustments to Clock settings.

The interpretation of the time-origin (t=0) is out of the scope of ISO/IEC 11889, although Coordinated
Univergal Time (UTC) is expected to be a common cohvention.

The value of Clock may be set forward by external software (TPM2_ClockSet()) to compensate fof power
interrugtions or clock slew, but, except for changes in ownership (TPM2_Clear()), the TPM will npt allow
externdl software to set Clock backward.

The value of Clock may be advanced\by TPM2_ClockSet() using either platform or owner authorization.

NOTE The value of Clock.cannot be advanced beyond FF FF 00 00 00 00 00 00;6. This restriction prevents
any possibility,of Clock rolling over during its lifetime and simplifies use of Clock in policies.

The THM may be driven-by’an imprecise internal or external frequency source. To compensate, the TPM

allows external software with a more reliable time source to make limited (+/-15%) adjustments to the rate
of advgncement of Clock.

36.2.2 | Clock Implementation

The te hnulugy gsed—forron-volatie oturagc may make—the Updatc rate—forNV—Cleek—anr—enrdurance
issue. To mitigate this, the interval between updates of NV Clock from Clock are allowed to be as long as
once per 2% milliseconds.

NOTE If NV Clock is implemented in a technology that allows millisecond updates and has no endurance
issues, then Clock and NV Clock could be the same.

Since NV Clock may be updated at a low rate, a power event may cause the value in Clock to appear to
go backward.
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EXAMPLE

Assume that the update interval for NV Clock is the maximum allowed value (222 milliseconds or

approximately 70 minutes). Power might be removed from the TPM just before an update of NV
Clock. Then, when power is restored, Clock will be restored from NV Clock and Clock may have a

value that is more than an hour older than the last reported value of Clock. This illustrates

that the

values of Clock reported by the TPM for the first hour of operation can have a lower value than

values returned before the power outage.

The Safe flag in the TPMS_TIME_INFO structure is used to indicate if the reported value of Clock is
guaranteed not to be a repeat of a previously reported value. The Safe flag is specified in more detail in
the following clause.

36.2.3

In ordef to reduce the amount of time that must pass before Safe is SET, the TPM supports.an
shutdoyvn. TPM2_Shutdown() is used to indicate to the TPM that software anticipates the\loss
nd that the appropriate state should be preserved. When the TPM receives TPM2_Shutdgwn(), it
will cofy all of the bits of Clock to NV Clock. After an orderly shutdown, the TPM wilFSET a non
flag to i

power

NOTE 1

Orderly Shutdown of Clock

hdicate that an orderly shutdown has occurred.

to keep Clock in memory that has a copy saved on an orderly shutdown and to restore Cl
that memory on the next power up.

orderly
of TPM

volatile

To allow the NV Clock to only have to record the upper bits of Clock, anvalternate implementation is

ck from

After an orderly shutdown, Clock continues to count and NV Clock willLbe’updated at the normal rate.

Any tim
CLEAR
Clock i

NOTE 2

If Safe
Safem

It is pe

those

implem
operati

36.2.4

On any
increms
interval
the volatile Clock become zero, indicating the passage of the update interval.

EXAMP

NOTE 1

NOTE 2

202

even if this command occurs subsequent to TPM2_Shutdown(). This flag may be SET w
5 updated from Clock.

It is possible for the TPM to perform multiple.shutdowns before TPM power is actually lost.

List not be SET on the subsequent startup.

entation uses this option, then Safe will be CLEAR at least for the first 2'° milliseconds
hN.

Clock InitialiZation at TPM2_Startup()

TPM2_Startup() or _TPM_Init (vendor's choice), Clock is loaded from NV Clock and Clock
bnting at-axone millisecond rate. NV Clock is then updated, no less frequently than the
It is anticipated that the first update of NV Clock will occur when some number of low-orde

e a command is executed that uses the value of Clock, theflag indicating orderly shutdown will be

hen NV

is not SET when TPM2_Shutdown() is reéceived, then NV Clock must not be set from Clgck and

'mitted for the low-order 10 bits of, Clock to come from Time and for NV Clock not to implement
pits. That is, NV Clock does not maintain resolution to better than 2% milliseconds.

If an
of TPM

begins
update
I bits of

= AMNAL O A

A H thot +b I PP L iq 212 ¢ H ol 4 PANTN
= ASStHtgtattreNv—CcrotrkHpaateHtervarts—Z—(approxtmatery—every—<4—Ssecoras—ine

perform an update of NV Clock whenever the low-order 12 bits of volatile Clock are zero.

PM can

If the TPM had an orderly shutdown, the low-order bits of the NV Clock will likely not be zero, so the
first update of NV Clock after the _TPM_Init will occur in less than the normal update interval.

If the TPM received TPM2_Shutdown() and a subsequent command that used Clock, then the NV

value of Clock will likely be non-zero, but Safe will be CLEAR.
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