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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

In a security domain, two entities can authenticate each other and establish a shared session key to
protect their communication. This authentication is typically based on pre-established information,
such as a shared password or symmetric key or possession of each other’s public key certificates. In
a cross-domain communication, two entities assigned to two distinct security domains may not have
suitable pre-established authentication information. However, they can still establish a shared session
key by using the authentication information that each entity shares with its own domain server and

relying on the domain servers themselves to authenticate each other.

] ass-domain aommunication enario in de_emai ammunication m
comrmphunication, and instant messaging. In these cases, communications need to be protg

| AKE mechanism is based on two entities pre-sharing a secret key or possessing
ir key certificate (and a trusted means to verify a certificdte). In this document, theseg

obile phone
cted against
th a domain-
tion register
ent domains
certificate.

ared session
mechanism
mmetric key
each other’s
three types

of mg¢chanisms are referred to as two-party password-based authenticated key exchapge (2PAKE)

protdcols, two-party symmetric key based authenticated key exchange (2SAKE) protoc
party asymmetric key based authenticated key exchange (2AAKE) protocols, respect
protdcols are specified in ISO/IEC 11770-4, 2SAKE\protocols are specified in ISO/IEC

2AAKE protocols are specified in ISO/IEC 11770-3:All the mechanisms specified in ISO/IH
ISO/IEC 11770-2 and ISO/IEC 11770-3 are appropriate for use in a single security domain.
the mechanisms specified in ISO/IEC 11770<4~are used in authenticated key exchange

wher

This
excha
sharg
only
domdg

document (i.e. ISO/IEC 11770-7)specifies cross-domain password-based authel
nge mechanisms. Such mechahisms enable a user from one domain to establish a
d with another user from aldifferent domain through their respective domain sery
pre-established authentication information that each user has is a password sharg
in server.

More
dom4
to as
contd
4PAK

a)

specifically, each~mechanism specified in this document involves four parties in {
ins, in which eachiuser and server pair are in the same domain. This type of mechanis
a four-partypassword-based authenticated key exchange (4PAKE) protocol. Th
ins a framiéwork for designing such 4PAKE protocols using a compositional approa
E prototol can be implemented based on two building blocks:

a 2PAKE protocol;

bls and two-
vely. 2PAKE
11770-2 and
C 11770-11€l,
For example,
applications,

e two players, usually referred to as aserver and a client, are in the same security domain.

hticated key
session key
rers, and the
d with their

WO security
m is referred
s document
Ch. That is, a

b) aZSAKE protocol or a ZAAKE protocol.

This document also specifies several mechanisms for such 4PAKE protocols. The 2PAKE, 2SAKE
and 2AAKE protocols used to implement such 4PAKE protocols are chosen from ISO/IEC 11770-4,
[SO/IEC 11770-2 and ISO/IEC 11770-3 respectively.

The hash functions and key derivation functions used in the mechanisms specified in this document
are specified in ISO/IEC 10118-3 and ISO/IEC 11770-6, respectively.

The conversion functions in Annex B used in the mechanisms specified in this document are specified
in ISO/IEC JTC 1/SC 27 WG 2 SD 7 [16],

© ISO/IEC 2021 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 11770
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Information security — Key management —

Part 7:

Cross-domain password-based authenticated key exchange

1

This
of wh
let tw
share
part
certif

locument specifies mechanisms for cross-domain password-based authenticated-key
ich are four-party password-based authenticated key exchange (4PAKE) protdcols. Sy
o communicating entities establish a shared session key using just the login‘\passwo
with their respective domain authentication servers. The authenticatien-servers, ag
pf a standard public key infrastructure (PKI), act as ephemeral certification authoriti
y key materials that the users can subsequently use to exchange and\agree on as a se{

This flocument does not specify the means to be used to establish a shared password betw
and its corresponding domain server. This document also does~not define the implemg
PKI gnd the means for two distinct domain servers to exchange or verify their respectiy
certificates.

2

The following documents are referred to in thetext in such a way that some or all of t
constlitutes requirements of this document. For dated references, only the edition cited
undated references, the latest edition of the referenced document (including any amendme

ormative references

ISO/IEC 11770-2, IT Security techniques<— Key management — Part 2: Mechanisms usin
technliques

ISO/IEC 11770-3, Information technology — Security techniques — Key management]
Mechpnisms using asymmetrie-techniques

ISO/IEC 11770-4, Information technology — Security techniques — Key management]
Mechpnisms based on wegk secrets

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 11770-4 and {
apply

exchange, all
ch protocols
ds that they
sumed to be
es (CAs) that
sion key.

ben an entity
ntation of a
e public key

heir content
applies. For
nts) applies.
lg symmetric

— Part 3:

— Part 4:

he following

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

31
asymmetric key pair

pair of related keys where the private key defines the private transformation and the public key defines

the public transformation

[SOURCE: ISO/IEC 11770-3:2015, 3.3]
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asymmetric-key authenticated key exchange
process of establishing one or more shared secret keys between two entities using asymmetric-key
techniques and neither of them can predetermine the values of the shared secret keys

3.3

certification authority
entity trusted to create and assign public key certificates (3.9)

[SOURCE: ISO/IEC 11770-1:2010, 2.3]

3.4

cross-domajin password-based authenticated key exchange

process of &
distinct secu
such that ne

3.5
distinguish
information

[SOURCE: IS

3.6

key derivat
function wh
as output ke

[SOURCE: IS

3.7
key establis
process of 1

stablishing one or more shared secret keys between two entities associated-wit}
rity domains (3.10) using the entity’s prior domain-specific password-based inform
ther of the entities can predetermine the values of the shared secret keys

ing identifier
which unambiguously distinguishes an entity

D/IEC 11770-1:2010, 2.9]

on function
ch takes as input a number of parameters, at least Qne of which is secret, and which
s appropriate for the intended algorithm(s) and-applications

D/IEC 11770-2:2018, 3.6, modified — Note 1 teéntry has been removed.]

hment
haking available a shared key to. enie or more entities, where the process include

agreement ofr key transport

[SOURCE: IS

3.8

non-interad
process of €
manner with

3.9
public key @
public key in

D/IEC 11770-3:2015, 3.23]

tive key exchange
stablishing one pitmore shared secret keys between two entities in a non-inters:
mutual implicit key authentication

ertificate
formation of an entity signed by the certification authority (3.3)

1 two
ation

gives

s key

Ictive

[SOURCE: IS

D/EC 11770-1:2010, 2.37]

3.10

security domain
set of elements, security policy, security authority and set of security-relevant activities in which the
set of elements are subject to the security policy for the specified activities, and the security policy is
administered by the security authority for the security domain

[SOURCE: ISO/IEC 11770-1:2010, 2.43]
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signature
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data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the
data unit to verify the origin and integrity of the data unit and protect the sender and the recipient of
the data unit against forgery by third parties, and the sender against forgery by the recipient

[SOURCE: ISO/IEC 11770-3:2015, 3.7, modified — the word "digital" has been removed from the term.]

3.12

symmetric-key
key used with symmetric cryptographic techniques and usable only by a set of specified entities

3.13

syminetric-key authenticated key exchange

procdss of establishing one or more shared secret keys between two entities using symmet
techrjiques such that neither of the entities can predetermine the values of the shaxed secr

4 Symbols and abbreviated terms

4.1 (Abbreviated terms

2AAKE
2NIKE
2PAKE
2SAKE
4PAKE
BS2I
BS20S
CA

FE2I
FE20S
GE20S

12BS

120S

two-party asymmetric-key authenticated key excliahge
two-party non-interactive key exchange pretocol
two-party password-based authenticatéd key exchange
two-party symmetric-key authenticated key exchange
four-party password-based authénticated key exchange
function that converts a bit\string into an integer
function that converts a bit string to an octet string
certification autherity

function that'eonverts a field element to an integer
function.that converts a field element to an octet string
filmction that converts a group element with x-coordinate to an octet string

function that converts an integer to a bit string

ric-key (3.12)
et keys

KD
MAC
MAX
MIN
PKI
Param,

Paramy

function that converts an integer to an actet string
key derivation function

message authentication code

maximum value function

minimum value function

public key infrastructure

2AAKE prior shared system parameters

2NIKE prior shared system parameters

© ISO/IEC 2021 - All rights reserved
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Paramg
Paramp

SIF

4.2 Symbols

A B

AKy y
aKG
aKV
apky
asky

Cx

DEC(K, ¢)

DL
EC

ENC(K, m)

EKy y
eKG
eKV
epky
esky
GE

H

hX
MAC(K, m)

MAX(x, y)

2SAKE prior shared system parameters
2PAKE prior shared system parameters

session identity generation function

distinguishing clients’ identities including their respective domain names repr
sented as octet strings

e_

symmetric authentication key shared between X and Y

authentication public/private key pair generation function
authentication public key validation function

entity X's authentication public key

entity X's authentication private key corresponding to apky.

ciphertext generated from a symmetric encryption finction by entity X

symmetric decryption function taking a secret kéy K and a ciphertext c as inpy
giving as output a message m or a decryption’failure symbol "L1"

discrete logarithm setting
elliptic curve setting

symmetric encryption function taking a secret key K and a variable-length me
m as input and giving a ciphegtext c as output, e.g. by using one of the symmet
encryption systems specifiedin ISO/IEC 18033-3[2] and ISO/IEC 18033-4[10]

symmetric encryption key shared between Xand Y
ephemeral publi¢/private key pair generation function
ephemeral public key validation function

entity X's-ephemeral public key

entity X's ephemeral private key corresponding to epky

group element under either discrete logarithm or elliptic curve setting

tand

bsage
ic

l‘\')c]’\ F'I'IY\I"""II‘\Y\ fa].nng ah nr‘tet cfr!hg as 'IY\Y\]]"‘ ')nr] n'nnhn' 3 h!f cfr!nrr as C"t nt

n
oot e ot Tepere .

one of the dedicated hash-functions specified in ISO/IEC 10118- 3[4]
entity X's private key agreement key corresponding to py

symmetric key shared between two entities Xand Y

MAC function taking a symmetric key K and a variable-length message m as input
and giving a fixed-length cryptographic checksum iy as output, e.g., by using one of

the MAC algorithms specified in ISO/IEC 9797-2I3]

maximum value function taking two integers x and y as input and giving the maxi-

mum value between x and y as output

© ISO/IEC 2021 - All rights re
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MIN(x, y) minimum value function taking two integers x and y as input and giving the mini-
mum value between x and y as output

MiX step i performed by entity X in a mechanism

Px entity X's public key agreement key

pwds ¢ password shared between a domain server S and a domain client C

Sy Sp distinguishing identities of domain servers of clients A and B, respectively, repre-
sented as octet strings

SI group setting index

sid session identity which is uniquely indicating to the session

SKy entity X's private signature key corresponding to VKy

sn, session id contribution from entity A

TK 2SAKE symmetric authentication key

ts timestamp specifying a start time and an end'time

VKy entity X's public verification key

Uy cryptographic checksum generatedfrom a MAC function by entity X

) digital signature system

Oy digital signature generated-from X.SIG by entity X

%.SIG(SKy, m)

SVER(VKy, m, oy)

private signature transformation function taking entity X's private sigrjature key
SKy and a variable-léngth message m as input and giving a digital signafure oy as
output, e.g. by usinig one of the digital signature systems specified in ISD/IEC 9796
(all parts)[2] and [SO/IEC 14888 (all parts)[€]

public signature verification function taking entity X's public verificatign key VKy,
a variable-length message m and a digital signature oy as input, and givjng a single
bit,output: 0 (invalid) or 1 (valid)

X||Y denotes the result of the concatenation of octet strings X and Y in the order
specified. In cases where the result of concatenating two or more octet strings is
input to a cryptographic function as part of one of the mechanisms speg¢ified in this
document, this result shall be composed so that it can be uniquely resolved into its
constituent octet strings, i.e. so that there is no possibility of ambiguity|in interpre-
tation. This latter property can be achieved in a variety of different ways, depend-

Iy

ing on the application. For example, it can be guaranteed by a) fixing the length
of each of the octet strings throughout the domain of use of the mechanism, or b)
encoding the sequence of concatenated octet strings using a method that guaran-
tees unique decoding, e.g. using the distinguished encoding rules defined in ISO/
IEC 8825-1M11.

bit length of a binary string y

© ISO/IEC 2021 - All rights reserved 5
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ceiling function taking a real number x as input and giving the least integer greater

than or equal to x as output

floor function taking a real number x as input and giving the greatest integer less

than or equal to x as output

point at infinity on an elliptic curve E

5 Requirements

Each securit
a group of e
shall posses
it, in order f
credential tg
entities with
as specified

Further, a dpmain server shall make its public key available to other domain servers in the forn

public key cq
other domai

The 4PAKE j
key exchang

— 2PAKE
2AAKE

2SAKE j

demain-shall-have-atrusted-domain-serveractingas-an-authentication-server-gove
htities. Each entity within the domain shall share a password with the server. The.g
5 a copy of its server’s credential, such as a public key certificate and the means,to
o verify messages generated by the server. However, it is not necessarily forithe s
be distributed in advance. In practice, the servers can distribute their credentials {
in their respective domains during the execution of a cross-domain key“éxehange pr
n this document.

rtificate. That is, each domain server shall have access to the-authenticated credenti
h servers. However, there is no interaction between domain(servers during a protocol

rotocols specified in this document shall make use of currently available secure two-
e protocols, including:

rotocols as specified in ISO/IEC 11770-4;
brotocols as specified in ISO/IEC 11770-3;
rotocols as specified in ISO/IEC 11770-2;

2NIKE

NOTE F
(for 2AAKE a

In addition,
in this docu

6 Mecha

6.1 Genel

This clause

1

:tnnex A lists the object identifiers which shall be used to identify the mechanisms spe
ent

otocols as specified in ISO/IEC 11770-3.

ther information about these profocols can be found in References [12], [15] (for 2PAKE) an|
nd 2SAKE).

nisms

ral

specifies three cross-domain password-based authenticated key exchange mechan

ning
entity
rerify
erver
o the
tocol

n of a
als of
run.

party

d [13]

rified

isms.

The key exch

ange mechanisms specified in 6.3 to 6.5 require that:

a)
b)

each domain client involved shares a password-based weak secret with its domain server;

each domain server involved shall possess an asymmetric key pair.

For the key exchange mechanisms specified in 6.3 and 6.4, each domain server involved possesses a
private signature key and the corresponding public verification key of a digital signature system.

For the key exchange mechanism specified in 6.5, each domain server involved possesses a pair of
private and public key agreement keys for a two-party non-interactive key exchange protocol.

All three cross-domain password-based authenticated key exchange mechanisms have the following
initialization and key establishment processes.

© ISO/IEC 2021 - All rights re
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Initialization process

a)

b)

mechfanisms specified in ISO/IEC 11770-3. To prevent potential attacks, it is recomimended
key transport mechanism 3 specified in ISO/IEC 11770-3:2015, which uses digital certif

publif key of a domain server.

b)

d)

authepticated key exchange (4PAKE) protocols given in Reference [14].

The two involved domain servers acquire each other's public key and agree to provide authentication

tokens to assist their respective domain clients in establishing a shared secret key.

Each involved domain client and its respective domain server agree to use a share

d password,

which is known only to them, and a two-party password-based authenticated key exchange
(2PAKE) protocol to perform intra-domain client-server authentication and key exchange. Each

domain server also makes its public key available to all its domain clients.

The two involved clients and their respective domain servers agree to use a two-party
authenticated key exchange protocol, which is either symmetric or asymmetric key based, to

gerform authenticated key exchange between the two clients.

main server can deliver its pubic key to other entities using one of the public k

1sted certification authorities (i.e. a public key infrastructure) to bind together the

stablishment process

[hitial information exchange: both the involved domain clients generate an ephemer
ccording to the agreed two-party symmetric-key or asymimetric-key authenticated K

r 2AAKE protocol. If any validation fails, output “invalid” and stop.

Ihtra-domain client-server authentication and.key exchange: both the involved clien
two-party password-based authenticated key exchange (2PAKE) protocol with thei
omain server to establish a local secretséssion key between the client and its domain
PAKE protocol fails, output “fail” and.stop.

uthentication token acquirement:* each involved client sends the information e
step a) to its domain server inah authenticated form using the local secret session
from the 2PAKE protocol instep b), and acquires from its domain server an authenti

erived using the private-key of the domain server, the client identities and ephemerall
changed by the two clients in step a).

ross-domain twe=party authenticated key exchange: the two domain clients invo
the 2AAKE or 2SAKE protocol, using the ephemeral public keys and the correspondin
rivate keys.generated in step a) and the authentication tokens obtained in step c), t
shared sectetkey. If the 2AAKE or 2SAKE protocol fails, output “fail” and stop.

The mechanisms presented in this document are based on the three four-party pa

6.2 Sub-protocols and functions

6.2.1 General

by transport
to use public
cates issued
identity and

hl public key
ey exchange

(RSAKE or 2AAKE) protocol. The two clients then exchange their user identities and ephemeral
ublic keys, and validate the received public key from(the peer client according to the agreed 2SAKE

's perform a
r respective
server. If the

kchanged in
key derived
cation token
| public keys

ved execute
g ephemeral
b establish a

ssword-based

The cross-domain password-based key exchange mechanisms specified in 6.3 to 6.5 incorporate
several sub-protocols, including two-party password-based authenticated key exchange (2PAKE), two-
party asymmetric-key authenticated key exchange (2AAKE), two-party symmetric-key authenticated
key exchange (2SAKE), and two-party non-interactive key exchange (2NIKE).

6.2.2 Two-party password-based authenticated key exchange

All three mechanisms given in this document use a two-party password-based authenticated key
exchange (2PAKE) protocol as a sub-protocol. The 2PAKE protocol is used by a client to perform mutual

© ISO/IEC 2021 - All rights reserved
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authentication and key exchange with its domain server using a shared password. The 2PAKE protocol
shall be secure against dictionary attacks and can be based on one of the password-authenticated key
agreement mechanisms specified in ISO/IEC 11770-4.

All three mechanisms treat the agreed 2PAKE protocol as a generic function with the following input

and output.

Input:

— Paramyp: prior shared parameters for the 2PAKE protocol, which include the identities of the

entities involved;

two

— ase
— Output:
NOTE In

Cret password shared between the two entities 1nvolved.
A secret session key.

all the mechanisms presented in this document, since the 2PAKE protocol is-used only Y

a local domain by a domain client and its respective domain server. The two domains invélved can cho

employ differ

6.2.3 Two

The mechan
protocol as

key exchang
respective d

A 2AAKE pr

Input:

Par{
two

autl
— eph
— Output:
The 2AAKE

a) Authent

ent 2PAKE protocols.

-party asymmetric-key authenticated key exchange

sms in 6.3 and 6.4 use a two-party asymmetric-key authenticated key exchange (2A
h sub-protocol. The 2AAKE protocol is used by the two.elients to perform authenti
e with the help from their respective domain servers, who are responsible for helping
pmain clients generate the authentication tokens uséd in the 2AAKE protocol.

tocol has the following input and output.

im ,: prior shared parameters for the 2AAKE protocol, which include the identities
entities involved;

entication public/private key pairs of the two entities involved;
bmeral public/private key pairs of the two entities involved.

A secret session key.

brotocol shall contain the following functions.

cation key generation function, aKG:

— Inpyt: Paramy$2ZAAKE prior shared parameters.

Out

but:

vithin
bse to

AKE)

cated

their

bf the

ask: an authentication privnfp l(ny rnndnm]y chosen from the authentication pri\mf

domain;

apk: an authentication public key corresponding to ask.

b) Authentication key validation function, aKV:

Input:

Param,: 2AAKE prior shared parameters;

apk: an authentication public key.

Output:

0 (indicating apk is invalid);

© ISO/IEC 2021 - All rights re
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— 1 (indicating apk is valid).
Ephemeral key generation function, eKG:
— Input: Param,: 2AAKE prior shared parameters.
— Output:
— esk: an ephemeral private key randomly chosen from the ephemeral private key domain;

— epk: an ephemeral public key corresponding to esk.

phemeral public key validation function ol
-+ Input:
— Param,: 2AAKE prior shared parameters;

— epk: an ephemeral public key.

- Output:
— 0 (indicating epk is invalid);

— 1 (indicating epk is valid).

The implementation of the above functions shall follow the specification of the selected 2AAKE protocol.

NOTH For the 2AAKE protocol presented in 6.3, the anthentication public key of a client is §he public key
of its domain server. Hence, the clients only need to generate their ephemeral key pairs. In the 2ZAAKE protocol
presepted in 6.4, the clients need to generate both an.authentication public/private key pair and pn ephemeral

key pair.

6.2.4] Two-party symmetric-key authenticated key exchange

The 1hechanism in 6.5 uses a two-party symmetric-key authenticated key exchange (2SAKE) protocol
as a sjub-protocol. The 2SAKE prototol is used by the two clients to perform authenticated lfey exchange
with [the help from the two domain servers who are responsible for assisting their respe¢tive domain
clients to generate a common symmetric authentication key used by the clients in the 2SAKE protocol.

A 2SAKE protocol has the'following input and output.

Ihput:

- Paramgpprior shared parameters for the 2SAKE protocol, which include the identities of the
two_ éntities involved;

- ~a.ccommon secret key shared between the two entities involved;

— ephemeral public/private Key pairs oI the two entities involved.

Output: a secret session key:.

A 2SAKE protocol contains the following functions.

a)

Ephemeral key generation function, eKG:
— Input: Paramg: 2SAKE prior shared parameters, including the ephemeral key domain.

— Output: an ephemeral key, containing an ephemeral private key esk and/or an ephemeral public
key epk (see NOTE below).

© ISO/IEC 2021 - All rights reserved 9
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b) Ephemeral key validation function, eKV:

Input:

Paramg: 2SAKE prior shared parameters;

an ephemeral key containing esk and/or epk.

Output:

0 (indicating ephemeral key is invalid);

The implemg

NOTE Di
2SAKE proto
NULL).

6.2.5 Two

The mechan
protocol. Th|
key based o
generate a sy

A two-party
the followin

Input:

Parg
two

enti

enti

Output:

NOTE An
in ISO/IEC 11

6.2.6 Sesdion identity function

The schemsd

1 Gndicating enhomeoral kovicvalid)
—cHeteaH g-epremnerdr—®keyisYaitay-

ntation of the above functions shall follow the specification of the selected 2SAKE pro

fferent 2SAKE protocols can have different formats for the ephemeral key. It is possible that
ols do not have the ephemeral private key (i.e. esk = NULL) or the ephemeral public key (i.e.

-party non-interactive key exchange

ism in 6.5 uses a two-party non-interactive key exchange\(2NIKE) protocol as a

their public and private key pairs, which subsequently use the derived symmetric K
Fmmetric authentication key to be used by two clients @and B in a 2SAKE protocol.

non-interactive key exchange (2NIKE) protocol between an entity X and a peer entity
b input and output.

imy;: prior shared parameters for the\2NIKE protocol, which include the identities
entities involved;

Ly X's private key agreement keyphy;
Ly Y's public key agreementkey py.
p secret session key Ky .

example of a 2NIKE protocol suitable for the purpose is the key agreement mechanism 1 spq
/70-3.

s specified in 6.3 to 6.5 make use of the following function SIF, also defin

tocol.

some
epk =

sub-

2NIKE protocol is used by two domain servers S, and §zt0 derive a shared symmetric

ey to

Yhas

f the

cified

bd in

ISO/IEC 117

/04, to compute the session identity sid.

The session identity generation function, SIF, takes as input two distinguishing identifiers, represented
as octet strings A and B, two group elements X and Y, and optionally two texts represented as octet
strings text1 and text2, and produces an integer written sid = SIF(4, B, X, Y, text1, text2) as output. The
function SIF is defined as follows:

— sny = BS2I(H(A||GE20S, (X)||text1));
— sng = BS2I(H(B||GE20S,(Y)||text2));
— SIF(4, B, X, Y, text1, text2) = MAX(snA’ snB)||MIN(snA' sng).

The conversion functions BS2I and GE20S, specified in Annex B shall be used in the session identity
function.

10 © ISO/IEC 2021 - All rights reserved
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This cross-domain password-based key exchange mechanism allows two clients A and B associated
with two different domain servers S, and Sp, respectively, to perform mutual authentication and key
exchange. This mechanism is built on two sub-protocols:

— a

two-party password-based authenticated key exchange (2PAKE) protocol.

— asignature-based two-party asymmetric-key authenticated key exchange (2AAKE) protocol.

It reduires both domain servers to possess a public and private key pair for a digital signat

In thi
of its

6.3.2

The Hey exchange between clients A and B with domain servers S, and Sg, respectively, take

envin
— a

— d

6.3.3

6.3.3
This

s mechanism, a domain server's public and private key pair serves as the authentica
client in the signature-based 2AAKE protocol.

Prior shared parameters

onment where the involved entities share the following paraméters:
password-based octet string pwdg, 4 shared between A and'S,.

password-based octet string pwdgp p shared between B)and S.

he specification of a two-party password-based afithenticated key exchange protocol

he specification of a signature-based twg-party asymmetric-key authenticated k
rotocol, 2AAKE.

he specification of an asymmetric digitalt'signature system, 2.

he specification of a message authentication code function, MAC.
he specification of a session.identifier generation function, SIF.
he domain server S,'s publc verification key VK, for 2.

he domain server Sg's.public verification key VK for Z.
Key exchange operation

1 General

mechanism involves clients A and B in two different domains with respective doma

ure system.

fion key pair

s placein an

2PAKE.

by exchange

n servers S,

and S

~Ihe mechanism has five steps, numbered M1A - M5A and M1B - M5B (for steps pel

formed by A

and B, respectively), and is illustrated in Figure 1.

© ISO/IEC 2021 - All rights reserved
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A S, S, B
M1A A, epkA .
M1B < B, epk,
M2A K, < 2PAKE(Param,,, deSA,Ag M2B K, ., < 2PAKE(Param,, pwd,, )
& > ¢— —N
M3A sid A, B, epk,, epk., u, V3R sid, B, A, epk, epk,, u,
M4A B sid, VK, 0, M4B sid, VK, 0 ¢,
M5 K, , < 2AAKE(Param,, ((esk,, epk)), o,,), ((esk,, epk,), o,))
(A s)
where
sid =SI1K (A, B, epky, epky) =SIF (B, A, epkp, epk,)
Ha = M[LC(KA’SA, Sld) Ogsyg = ZSIG(SKSA, sid ” VKS 3)
Up = M[AC(KB“;B, Sld) Ogsp = ZSIG[SKSB, sid. ” VKSA)
Figure 1 — Mechanisi 1
NOTE1 In|Mechanism 1, a client uses the authentication token produced by its domain server to replage the
authenticatiop public and private key pair in the input to-¥tHe 2AAKE protoco], i.e. the client implicitly uges its
domain servel's public and private key pair as its authentication key pair.
NOTE 2  It{s assumed that the server S, (or Sp) trusts that its client A (or B) is honest and knows the pfivate
counterpart df the ephemeral public key epk, (orepkp).
Below are the detailed operations of eaeh'step.
6.3.3.2 Ephemeral public key construction (M14)
— Ainvokds eKG of the signature-based 2AAKE protocol to generate an ephemeral public key epkl, and

its assoq

A makes

iated ephemeralprivate key esk .

epk, available to B.

6.3.3.3 E

hemeral public key construction (M1B)

— BinvokeSeKGof the signature-based ZAAKE protocol to generate an ephemeral public key epkg and
its associated ephemeral private key eskp.

— B makes epkj available to A.

6.3.3.4 Lo

cal password key exchange (M2A4)

Areceives epkp.

stop. Otherwise, carry on.

12

A runs the 2PAKE protocol with S, to establish a local secret key K ¢,; if 2PAKE fails, stop.

© ISO/IEC 2021 - All rights re
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6.3.3.5 Local password key exchange (M2B)

— Breceives epky.

— B invokes eKV of the 2AAKE protocol to validate the epky; if eKV outputs 0, output “invalid” and

stop. Otherwise, carry on.

— Bruns the 2PAKE protocol with Sp to establish a local secret key Ky ¢p; if 2PAKE fails, stop.

6.3.3.6 Local client authentication (M34)

— A computes i, = MAC(K, gy, sid).
— A makes (sid, A, B, epk,, epkg, 114) available to S .

6.3.317 Local client authentication (M3B)

6.3.3{8 Authentication token acquirement (M4A4)

6.3.319 Authentication token acquirement (M4B)

computes the session id sid = SIF(A, B, epk . epky)

B computes the session id sid = SIF(B, A, epkg, epk,).
g computes ug = MAC(Kp, gp, sid).
B makes (sid, B, A, epkp, epky, ug) available to Sp.

4 receives (sid, A, B, epk,, epkp, 1 ,).

S

Y, computes the session id sid" = SIF(A, B, epk}, epkp); if sid" # sid, S, returns “invalid” g
drotocol. Otherwise, carry on.
S
S
a

L computes gy = MAC(K gy, sid).

4 compares ug, against u ,; if ugg# py, Sy returns “invalid” and stops the protocol. Othe
n.

, computes the authentication token og, = 2.SIG(SKy, sid||VKp).

S
Y4 makes (sid, VKgp,%9)) available to A.

Y receives\(sid, B, A, epkg, epk, 1p).

Y computes the session id sid' = SIF(B, A, epkp, epk ); if sid’ # sid, Sz returns “invalid” g

gdrotocol. Otherwise, carry on.

Sp computes pgp = MAC(Kp gp, sid).

nd stops the

rwise, carry

nd stops the

Spcompares pigp against pg; if pgp # up, Spreturns “invalid” and stops the protocol. Otherwise, carry

on.
Sp computes the authentication token osp = X.SIG(SKp, sid||VKs,).

Sp makes (sid, VKs,, o) available to B.

6.3.3.10 Cross-domain key exchange (M5A4)

— Areceives (sid, VKgp, 054).

© ISO/IEC 2021 - All rights reserved
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— Aruns Z.VER(VKgy, sid||VKgg, 054) to validate ogy; if the outputis 0, A returns “invalid” and stops the
protocol. Otherwise, carry on.

— A executes the signature-based 2AAKE with B based on the ephemeral key pair (epk,, esk,) and
authentication token og,; if the 2ZAAKE protocol fails, output “fail” and stop. Otherwise, return the
output from 2AAKE as the shared secret key K p.

6.3.3.11 Cross-domain key exchange (M5B)

— Breceives (sid, VKgy4, 05p).

BrunsX
protoco

B execu

. Otherwise, carry on.

es the signature-based 2AAKE with A based on the ephemeral key pair (epkg, eskj

authentjcation token op; if the 2AAKE protocol fails, output “fail” and stop. Otherwise, retuy

output f

NOTE Ex]
in Reference
in ISO/IEC 11
specified in I

6.4 Mech

6.4.1 Gen

Fom 2AAKE as the shared secretkey K p.
amples of signature-based 2AAKE protocols suitable for the purpose are-the SIG-DH pr

770-3 has practical advantages, since the mechanism description ahd-the terms and defin
0/IEC 11770-3 are compatible with those used in this document.

hnism 2

pral

This mechanism allows two clients to use a single pair_efrauthentication tokens received from

respective ¢
mechanism

a two-p:

a two-pq

In this med
authenticati
2AAKE auth

omain servers to establish multiple session keys within a certain time period.
s built upon two sub-protocols:

irty password-based authenticated Key exchange (2PAKE) protocol;
irty asymmetric-key authenticated key exchange (2AAKE) protocol.

hanism, a domain servern_ serves as the CA for its clients, and the signature-I
bn token provided by a domain server to its client serves as a digital certificate fc
entication public key generated by the client.

6.4.2 Pridr shared parameters

The key exch
environmen

a passw

ange betweer clients A and B with domain servers S, and Sg, respectively, takes place
f where the'involved entities share the following parameters:

brd-based octet string pwd,, 4 shared between A and Sy;

) and
n the

btocol

[13] and key agreement mechanism 7 in ISO/IEC 11770-3. Use of key agreement mechanjism 7

itions

their
This

hased
r the

inan

a passw

the spec
the spec
the spec
the dom

the dom

14

k] .
ord-based uctet string pwi s 5 sirared betweenr Bamd 55;

ification of an asymmetric digital signature system, J;
ification of a message authentication code function, MAC;
ification of a session identifier generation function, SIF;
ain server S,'s public verification key VK, for 2;

ain server Sp's public verification key VK for X.

© ISO/IEC 2021 - All rights re
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6.4.3 Key exchange operation

6.4.3.1 General

This mechanism involves clients A and B in two different domains with respective domain servers S,
and Sp. The mechanism has six steps, numbered M1A4 - M6A and M1B - M6B (for steps performed by A
and B, respectively), and is illustrated in Figure 2.

A S, Sy B
A A.apk, >
1B < B, apk
24 K, s, < 2PAKE(Param,, pwdy, ;) M2B Ky g5 < 2PAKE(Param,, ,[pwdg, ;)
< > < >
34 sid, A, B, apk,, apk,, i, M3B sid)\BMA, apk,, apk, ) u,
Waa sid, VKgp, ts,, Oy M4B sid, VK,,, tsss, o4
54 ) sid, tsg,, 0, "
ISB sid, tsgp Ogp
M6 K, 5 < 2AAKE(Param,, ((esk,, epk,), (askyapk,)), ((esky, epky), (askg, apky)))
< )
where
§id =SIF (A, B, apk,, apkg) =SIF (B, A, apkg,.apk,)
Ly = MAC(KA,SA,Sid) Ogyg = ZSIG(SKSA, sid || VKSB || thA)
Lp = MAC(KB’SB, Sld) Ogp = ZSIG(SKSB, sid || VKSA || tsSB)

Figure 2 — Mechanism 2

NOTH It is assumed that the server S, (or Sp) trusts that its client A (or B) is honest and knows the private

counterpart of the authentication key apk, (or apkpy). Otherwise, the client needs to provide a proof|of possession
of thefr key.

6.4.3{2 Clientauthentication key generation (M14)

— A invokesdKG of the 2AAKE protocol to generate an authentication key pair (apky,, askl,).

— A médkes apk, available to B.

6.4.3.3 (Client authentication key generation (M1B)

— Binvokes aKG of the 2AAKE protocol to generate an authentication key pair (apkpg, askg).

— B makes apky available to A.

6.4.3.4 Local password-based key exchange (M24)
— Areceives apkp.

— A invokes aKV of the 2ZAAKE protocol to validate the apky; if aKV outputs 0, output “invalid” and
stop. Otherwise, carry on.

— Aruns the 2PAKE protocol with S, to establish a local secret key K ¢,; if 2PAKE fails, stop.

© ISO/IEC 2021 - All rights reserved 15
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6.4.3.5 Local password-based key exchange (M2B)

— Breceives apk,.

— B invokes aKV of the 2AAKE protocol to validate the apky; if aKV outputs 0, output “invalid” and
stop. Otherwise, carry on.

— Bruns the 2PAKE protocol with Sg to establish a local secret key Ky ¢p; if 2PAKE fails, stop.

6.4.3.6 Local client authentication (M3A4)

— A compt

tes the session id sid = SIF(A, B, apk ,, apkg)

— A compy

— A makes

tes uy = MAC(K, g4 sid).

(sid, A, B, apk, apkg, 11,) available to S,.

6.4.3.7 Lojcal client authentication (M3B)

B compu
B compu

B makes

tes the session id sid = SIF(B, A, apkpg, apk,).
tes up = MAC(Kp gp sid).

(sid, B, A, apkpg, apky, ug) available to Sp.

6.4.3.8 Client certificate acquirement (M44)

S, receiy

res (sid, A, B, apk,, apkpg, 114).

S, compptes the session id sid" = SIF(4, B, apk, apkg);if sid' # sid, S, returns “invalid” and stops the

protoco
S, comp

S, comp
on.

S, gener
S, comp

S, make

. Otherwise, carry on.
ites ugy = MAC(Ky gy, Sid).

Ares gy against uy; if pgy # 1y, Spreturns “invalid” and stops the protocol. Otherwise,

ates a timestamp tsgy.
ltes the authentication token ogy = X.SIG(SKy, sid||VKp||tsga)-

5 (sid, VK, tsgh, 04) available to A.

6.4.39

16

Sprecei

ent certificate acquirement (M4B)

res,(§id, B, A, apkg, apky, ug).

Sp comphtes-the-se a
protocol. Otherwise, carry on.

Sp computes ugp = MAC(Kp gp, sid).

carry

Spcompares pigp against ug; if pgp # up, Spreturns “invalid” and stops the protocol. Otherwise, carry

on.

Sp generates a timestamp tsgp.

Sp computes the authentication token ogp = X.SIG(SKp, sid||VKg||tsgp).

Sp make

s (sid, VK, tssp, 04p) available to B.

© ISO/IEC 2021 - All rights reserved
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— Areceives (sid, VKgp, tsgy, 054)-
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— Aruns LVER(VKs,, sid||VKg||tsss 054) to89 validate ogy; if the output is 0, A returns “invalid” and

stops the protocol. Otherwise, carry on.

— A makes (sid, tsgy, 0g,) available to B.

6.4.3.11 Client certificate validation (M5B)

6.4.3{12 Cross-domain key exchange (M6A4)

6.4.3113 Cross-domain key exchange (M6B)

NOTE The 2AAKE protocol used in this mechanism can be based on various asymmetric g

N

A verifies the current time is within the time period spegified by tsgp; if the verific

720N

X

B receives (sid, VK4 LScp (7531

(wl

runs X.VER(VKgp, sid||VKs,||tsgp 0sp) to validate ogp; if the output is 0, A returns *
tops the protocol. Otherwise, carry on.

%)

(wal

makes (sid, tsgp, 0gp) available to A.

receives (sid, tsgp, 0gp).

returns “invalid” and stops the protocol. Otherwise, carry on.

runs L.VER(VKsp, sid||VK||tssp 0gp) to validate Ggp; if the output is 0, A returns °
tops the protocol. Otherwise, carry on.

executes 2AAKE with B based on a freshlygenerated ephemeral key pair (epky,,
authentication key pair (apk,, ask); if the 2AAKE protocol fails, output “fail” and stof
return the output from 2AAKE as the shared secret key K, p.

B receives (sid, tsgy, 0g4).

el

verifies the current tipi€\is within the time period specified by tsgy; if the verific
eturns “invalid” and stops the protocol. Otherwise, carry on.

—

B runs X.VER(VK g Sid||VKg||tsgy 0g4) to validate ogy; if the output is 0, A returns
stops the protocol, Otherwise, carry on.

B executes/2ZAAKE with A based on a freshly generated ephemeral key pair (epkpg,
authentication key pair (apkp, askp); if the 2AAKE protocol fails, output “fail” and stop
returnthe output from 2AAKE as the shared secret key K p.

invalid” and

htion fails, A

invalid” and

sk ) and its
. Otherwise,

htion fails, A

invalid” and

bskp) and its
. Otherwise,

uthentication

mechanisms. A variety of ZAAKE protocols are specified in [SO/IEC I11770-3.

6.5 Mechanism 3

6.5.1 General

This mechanism is built on three sub-protocols:

a two-party non-interactive key exchange protocol (2NIKE);
a two-party password-based authenticated key exchange (2PAKE) protocol;

a two-party symmetric-key authenticated key exchange (2SAKE) protocol.

© ISO/IEC 2021 - All rights reserved
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It requires each domain server involved to possess a public and private key pair for a two-party non-
interactive key exchange protocol.

In this mechanism, the two domain servers involved first establish a shared symmetric key using the
2NIKE protocol, and then use the established symmetric key to generate a symmetric authentication
key to be used by the two clients in the 2SAKE protocol.

6.5.2 Prior shared parameters

The key exchange between clients A and B with domain servers S, and Sp, respectively, takes place in an
environment where the involved entities share the following parameters:

— apasswprd-based octet string pwd,, 4 shared between A and S;
— apasswprd-based octet string pwd,y p shared between B and Sg;
— the spedification of a two-party password-based authenticated key exchange protocol, 2PAKE;
— the spedification of a two-party symmetric-key authenticated key exchange ptotocol, 2SAKE;
— the spedification of a two-party non-interactive key exchange protocol, 2NIKE;

— the spedification of a message authentication code function, MAC;

— the spedification of a key derivation function, KD;

— the spedification of a session identifier generation function,SIF;

— the dompin server S;'s public key pg, for the 2NIKE;

— the dompin server Sy's public key p¢p for the 2ZNIKE;

— asecret[key shared by S, and Sp:

Ky sp=[NIKE(Paramy, hgp, ps4) = ZNIKE(Paramy, hgy, psp)-
6.5.3 Keylexchange operation

6.5.3.1 General

This mechanjism involves cliénts A and B in two different domains with respective domain servers S,
and Sg. This mechanism has-five steps, numbered M14 - M54 and M1B - M5B (for steps performed by A
and B, respertively), andisillustrated in Figure 3.

18 © ISO/IEC 2021 - All rights reserved
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A ¥ Sy B
M1A4 A,epkA -
M1B . B epky
M2A K, 54 < 2PAKE(Param,, pwd,, ,) M2B Ky 55 < 2PAKE(Paramy,, pwdy ;)
< > < >
M3A sid, A, B, epk,, epk,, 1, M3B sid, B, A, epk,, epk,, i,
Mp#A — sidrcor 4B stde; R
MB ) K, 5 < 2SAKE(Paramg, ((esk,, epk,), TK, ¢5), ((esky, epky), TK;, ¢5)} ‘
< >
whdre
KSA,SB = ZNIKE(ParamN, hSA' pSB) = ZNIKE(ParamN, hSB' pSA)
sid F SIF (A, B, epkya, epkp) =SIF (B, A, epkp, epky)
TK~A,SB :KD(KSAlSB,Sid)
AK ,SA =KD(KA,SA, 0) Ha =MAC(AKA,SA,SI.d)
EK} sa =KD(Ka, 54, 1) C4=ENC(EKa 54, TKsa,s5)
AK ,SB =KD(KB,SBI 0) ‘UB =MAC(AKB,SB,SI.d)
EKE sp =KD(Kp sp, 1) cspg =ENC(EKp,s8, TKsa, s3]
Figure 3.—Mechanism 3
NOTE It is assumed that the server S, (or:Sp) trusts that its client A (or B) is honest and knowy their private

countprpart of the ephemeral key epk, (or‘épkg). Otherwise, the client needs to provide a proof of|possession of

their key.

Below are the detailed operations,of each step.

6.5.3{2 Ephemeral public key construction (M1A4)

— 4 invokes eKG of-the 2SAKE protocol to generate an ephemeral public key epk, and ifs associated

gphemeral private key esk,.

— A makes egpk, available to B.

6.5.3|3/,‘Ephemeral public key construction (M1B)

— B invokes eKG of the 25AKE protocol to generate an ephemeral public key epkj and its associated

ephemeral private key eskp.

— B makes epky available to A.

6.5.3.4 Local password key exchange (M24)

— Areceives epkp.

— Ainvokes eKV of the 2SAKE protocol to validate the epky; if eKV outputs 0, output “invalid” and stop.

Otherwise, carry on.

— Aruns the 2PAKE protocol with S, to establish a local secret key K, ¢,; if 2PAKE fails, stop.
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— A invokes the key derivation function KD with secret value K, g4 and key derivation parameter "0"

to derive a local symmetric authentication key AK, 54 = KD(Ky g4, 0).

— A invokes the key derivation function KD with secret value K, ;4 and key derivation parameter "1"

to derive a local symmetric encryption key EK, 54 = KD(Ky 54, 1).

6.5.3.5 Local password key exchange (M2B)

6.5.3.6 Lojcal client authentication (M3A4)
— A compytes the session id sid = SIF(A4, B, epk,, epkpg).
— A compytes u, = MAC(AK, g4, sid).

— A makeq (sid, A, B, epk,, epkp, 11,) available to S .

6.5.3.7 Lojcal client authentication (M3B)

6.5.3.8 Clijent key acquirement (M4A4)

20

Breceives epky.

Binvokes eKV of the 2SAKE protocol to validate the epk,; if eKV outputs 0, output “invalid” and stop.
Otherwise,carry-on-

B runs the 2PAKE protocol with Sp to establish a local secret key K gp; if 2PAKE fails, stop.

B invokgs the key derivation function KD with secret value Ky ¢z and key derivation’parameter "0"
to derive a local symmetric authentication key AKp ¢p = KD(Kjp gp 0).

B invokgs the key derivation function KD with secret value Kj ¢ and key derivation parameter "1"
to derive a local symmetric encryption key EKp ¢p = KD(Kjp gp, 1).

B compytes the session id sid = SIF(B, A, epkp, epk ).
B compytes up = MAC(AK} gp, sid).

B makeq (sid, B, A, epkp, epky, 1) available to Sp.

S, receiyes (sid, A, B, epk 4, epkp, 114) from A.

S, compltes the session id sid’ = SIF(4, B, epk,, epky); if sid’ # sid, S, returns “invalid” and stops the
protocol. Otherwisg,carry on.

S, invokes thetkey derivation function KD with secret value K, ¢, and key derivation parametgr "0"
to derive adocal symmetric authentication key AK 4 = KD(KA sa 0)-

S, invokes the key derivation function KD with secret value K, ¢, and key derivation parameter "1"
to derive a local symmetric encryption key EK, 54 = KD(Ky 54, 1)

S, computes ugy = MAC(AK, gy, sid).

S, compares Ug, against py; if pgy # py, Sy returns “invalid” and stops the protocol. Otherwise, carry
on.

S, invokes the key derivation function KD with secret value K, g and key derivation parameter sid
to derive a 2SAKE authentication key TKg, ¢5 = KD(Ky p Sid).

S, computes cg, = ENC(EK, g4, TKs, gg) and makes (sid, cg4) available to A.
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6.5.3.9 (Client key acquirement (M4B)
— Spreceives (sid, B, A, epkg, epky, up) from B.

— Spcomputes the session id sid" = SIF(B, A, epkp, epk,); if sid' # sid, S, returns “invalid” and stops the
protocol. Otherwise, carry on.

— Spinvokes the key derivation function KD with secret value Ky ¢p and key derivation parameter "0"
to derive a local symmetric authentication key AKp g5 = KD(Kjp gp, 0).

— Spinvokes the key derivation function KD with secret value K ¢5 and key derivation parameter "1"
to derive a local symmetric encryption key EKp ¢p = KD(Kp op, 1).

— Ygcomputes pgp = MAC(AKjp gp, sid).

— Yz compares ugpagainst pg; if pgp # pp, Spreturns “invalid” and stops the protgcolcOth¢rwise, carry

dn.
— Yginvokes the key derivation function KD with secret value K, ¢pand Key derivation parameter sid
tp derive a 2SAKE authentication key TKg, sp = KD(Kgy gp sid).

|
A

p computes cgp = ENC(EKp gp TKsy sp) and makes (sid, cgg) available to B.

6.5.3{10 Cross-domain key exchange (M5A4)
— Areceives (sid, cs,) from Sy.

— Aruns DEC(EK, g4 Cgy); if the outputis "L", A retupns “invalid” and stops the protocol. Ptherwise, A
gbtains TK, ¢p=DEC(EK, g4 Cs4) and executes2SAKE with Bbased on the ephemeral key pair (epk,,
dsk ,) and authentication key TKs, sp; if the ZSAKE protocol fails, output “fail” and stop. Otherwise,
return the output from 2SAKE as the sessiéh key K, p-

6.5.3]111 Cross-domain key exchange (M5B)
receives (sid, cgp) from Sp.
btains TK, ¢p= DEC(EKp kp, csp) and executes 2SAKE with A based on the ephemeral key pair (epkpg,

k) and authentication key TKs, ¢p; if the 2SAKE protocol fails, output “fail” and stop. Otherwise,

E

— Bruns DEC(EKp g, csp); ifthe'outputis "L", Breturns “invalid” and stops the protocol. Ptherwise, B
o

e

return the output from 2SAKE as the session key Ky p-

NOTH A variety,of 2SAKE protocols are specified in ISO/IEC 11770-2.
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