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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i
organizations, governmental and non-governmental, in liaison with ISO and IEC, also tak
work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC JTC 1.

of technical
nternational
e part in the
] committee,

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteri
the djfferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this doCument may be
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
. Details of any patent rights identified during the development of the document y
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

itenance are
h needed for
nce with the

e the subject
such patent
vill be in the
ts).

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For an explanation on the meaning of SO specific terms andéexpressions related to conformity
as wgll as information about ISO’s adherence to the World Trade Organization (WTO) prix
Technical Barriers to Trade (TBT) see the following.URL: www.iso.org/iso/foreword.html.

The dommittee responsible for this document is [SO/IEC JTC 1, Information technology, S\
SC 27 IT Security techniques.

A list|of all parts in the ISO/IEC 11770 sefies can be found on the ISO website.

hind does not

rassessment,
ciples in the

ibcommittee
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Introduction

The establishment of shared secret cryptographic keys is a fundamental key management service. It
is a prerequisite for the use of a range of symmetric cryptographic techniques, including symmetric
encryption for confidentiality protection, and message authentication codes (MACs) for integrity
protection and data origin authentication. Key derivation techniques enable such keys to be generated
from pre-existing secrets and have a range of possible applications. Two particularly important

applications

are as follows.

First, while two (or more) parties might share secret information, this secret information might not

be suitable

scheme. For
space of pos
derivation fu
information
as output.

Second, a nu
or for input
function) ca
other non-sqg
might, for e]
used to prot
information
protect data

This documsé

mber of secret keys might be required for different purposes, e.g. for different applicg

or immediate use as input to an encrvption algorithm or a message authentication
Ir ALY (=] [=]

example, the initial secret information might not be distributed randomly across the-
sible values, or an unauthorized third party might have partial information about it.
inction (or a key extraction function) can be used to resolve this issue by taking the s
as input, perhaps together with other non-secret material, and giving a suitable secrg

fo different cryptographic functions. Again, a key derivation function (or a key expa
h be used to meet this requirement by taking secret information, perhaps together
cret material, as input, and giving a secret key, or keys, as output. The secret inform
kample, be shared by two or more parties, and the genérated secret keys could th
bct data exchanged between these parties via untrusted channels; alternatively, the s
might only be known by a single party, and the generated keys could then be us
stored by that party in untrusted locations.

nt is concerned with such key derivation techniques. Two general classes of key deriyj

techniques

e specified, namely one-step and two-step functions, both of which can be used to gen

code
ntire
A key
ecret
't key

tions
nsion
with
ation
en be
ecret
ed to

ation
erate

either a single key or multiple keys. One-step functiofis transform the input information into one or

more keys i
MAC key, w
or more sec

The choice

a single operation. Two-step functions first transform the input information into a s
ich is then used in the second step (which can be executed multiple times) to generat
et keys for use in applications.

etween one-step and two-step functions depends on two main things: the nature

available sedret input to the key derivation function, and the way in which the secret input is to be
For example| if the available secret input is already in the form of a secret key, then a one-step fur
will normally be appropriate. Also; regardless of the nature of the secret input, if the function

ecret
€ one

f the
used.
ction
is to

be used only once with a pargticular set of secret inputs, then again a one-step function will typjically

be appropriate. However, if the secret input is not in the form of a secret key, and the same 5
input is to be used multiple times to generate one or more keys, then a two-step function is lik
be appropriate, wherethe first step is performed once to generate a MAC key and the second s
performed whenevet @ new key is, or keys are, to be generated from the MAC key.

This documdntdefines a range of one-step key derivation functions. It also defines examples of bot

ecret
ely to
tep is

h key

extraction fynctions and key expansion functions, where a key extraction function can be com

bined

with a key expansion function to define a two-step key derivation function.
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Information technology — Security techniques — Key
management —

Part 6:
Key derivation

1 Scope

This flocument specifies key derivation functions, i.e. functions which take secret information and other
(publlic) parameters as input and output one or more “derived” secret keys. Key derivatipn functions
based on MAC algorithms and on hash-functions are specified.

2 ormative references

The following documents are referred to in the text in such a way that some or all of their content
constlitutes requirements of this document. For dated references, only the edition cited| applies. For
undated references, the latest edition of the referenced docuinent (including any amendments) applies.

ISO/IEC 9797 (all parts), Information technology —<Security techniques —Message Auythentication
Code§ (MACs)

ISO/IEC 10118 (all parts), Information technology*<= Security techniques — Hash-functions

3 Terms and definitions

For the purposes of this documeng; the terms and definitions given in ISO/IEC 11770-1 and the
folloying apply.

ISO apd [EC maintain terminglggical databases for use in standardization at the following addresses:

]

EC Electropedia: available at http://www.electropedia.org/

— PO Online brow(sing platform: available at http://www.iso.org/obp

31
entr¢py
measpure ofthe disorder, randomness or variability in a closed system

Note ] to'éntry: The particular measure of entropy that is used in the document is discussed in 5.1,

3.2

hash-function

function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits

Note 1 to entry: Cryptographic requirements on hash-functions employed for the purposes of this document are
considered in 6.1.

© ISO/IEC 2016 - All rights reserved 1
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3.3

key derivation function

KDF

function which takes as input a number of parameters, at least one of which shall be secret, and which
gives as output keys appropriate for the intended algorithm(s) and applications

Note 1 to entry: Cryptographic requirements on key derivation functions are specified in 5.1.
Note 2 to entry: Key derivation functions are also sometimes known as “key generating functions.”

34

key expansion function
KPF
function whjch takes as input a number of parameters, at least one of which shall be a secretkey, and
which gives ps output keys appropriate for the intended algorithm(s) and applications

Note 1 to entiy: Cryptographic requirements on key expansion functions are specified in 7.1,
Note 2 to entrly: All the KPFs specified in this document are based on a MAC algorithm.

3.5
key extractjon function
KTF
function which takes as input a number of parameters, at least one of Which shall be secret, and yhich
gives as output a key suitable for use as input to a key expansion fungtion

Note 1 to entiy: Cryptographic requirements on key extraction funetions are specified in Z.1.

3.6
message authentication code
MAC
string of bit4 which is the output of a MAC algorithm

[SOURCE: ISD/IEC 9797-1:2011, 3.9 - modified, Note 1 to entry removed]

3.7
message authentication code algorithm
MAC algorithm

algorithm for computing a function,which maps strings of bits and a secret key to fixed-length sfrings
of bits, satisfying the followingtwo properties:

— for any key and any input’string, the function can be computed efficiently;

— for any [fixed keyjand given no prior knowledge of the key, it is computationally infeasible to
computg¢ the funetion value on any new input string, even given knowledge of a set of input sfrings
and corgesponding function values, where the value of the ith input string might have been chosen
after obsefying the value of the firsti — 1 function values (for integers i > 1)

Note 1 to entry: A MAC algorithm is sometimes called a “cryptographic check function.”
Note 2 to entry: Computational feasibility depends on the user’s specific security requirements and environment.

Note 3 to entry: Additional cryptographic requirements for MAC algorithms employed for the purposes of this
document are specified in 6.1 and 7.1.

3.8

message authentication code key

MAC key

bit string suitable for use as a key input to a MAC algorithm

2 © ISO/IEC 2016 - All rights reserved
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one-step key derivation function
OKDF

key derivation function which operates in a single stage, in contrast to key derivation functions
involving separate key-extraction and key-expansion stages (cf. 3.12)

3.10
salt

-6:2016(E)

value used as input to a key derivation function, a key expansion function or a key extraction function,
which might not be a secret

3.11

secr¢t information
bit string used as input to a KDF or a KTF, which shall be known only to entities which ar
to agree upon the key or keys, and possibly to one or more other entities trusted for'the pui

esta

3.12
two-
TKDI
key d|
by a}

4 S

4.1

lishment

step key derivation function

L
3

erivation function which involves two stages, namely the use ofd key extraction funct
fey expansion function

ymbols and abbreviations

Symbols

algorithm identifier
bit string output by a KDF
counter

MAC algorithm, where fx(d) denotes the MAC obtained when fis given as input the
the data d (a bit string)

hash-function
secret key
secretMAC key

bittength of the output b of a KDF

e authorized
poses of key

ion followed

key k and

bit-length of the binary encoding of the counter ¢

bit-length of the output of the MAC algorithm fused as part of a KDF
bit-length of the output of a hash-function h used as part of a KDF
bit-length of a secret key k

label employed to 1) indicate how a bit string is to be partitioned into one or more
identify the algorithm(s) with which the resulting key(s) should be used

secret information

salt value

© ISO/IEC 2016 - All rights reserved
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u auxiliary secret information
y bit string

z bit string

4.2 Abbreviations

KDF key derivation function
KPF key exPansion function
KTF keylexTraction function

MAC megsage authentication code
OKDF  onefstep KDF

TKDF  twd-step KDF

4.3

[..]

5

Notatjon

confatenation, where x||y denotes the bit string obtained by, concatenating the bit stringg x
andy in the order specified

if x |s a real number, [x—‘ denotes the smallest integér greater than or equal to x

if x |s a bit string, [x] indicates that the inclusign of x is optional

Key derivation techniques

5.1 Model

A KDF is a function which can be uged'to generate one or more secret keys, given a range of po
inputs. In geperal, a KDF has the following inputs and outputs.

5sible

Inputs:

Mandatgry inputs:

— s secret jinformation possessed by the party or parties using the KDF. It shdll be

computationally infeasible for parties not authorized to obtain the keys output from thg¢ KDF
to differentiate between values produced using the mechanism employed to generate s and
values.Selected with sufficient entropy to support the security requirements of the usei(s) of

the intended application(s) of the generated key(s) (see B.1.2 for guidance).

NOTE1 The entropy of a (discrete) random variable X is a mathematical measure of the uncertainty
associated with the possible outcomes of an observation, which serves as an estimate of the information
that may be gained from an observation of X. Entropy is at its highest if all possible outcomes are equally
likely. Entropy is lessened if the distribution on X is such that some outcomes are more likely than others;
entropy is at its lowest (zero) if each observation is certain to be a particular (predetermined) value.

NOTE 2  There are various notions of entropy that are relevant to cryptographic applications, but in this
document entropy is measured using min-entropy, as defined in ISO/IEC 18031:2011, 3.22[5]. When the unit
of measurement is bits, the min-entropy of a (discrete) random variable X is the largest value m for which the
probability of observing any particular value of X is at most (1/2)m. The min-entropy of X is a lower bound
for other commonly used measures of entropy.

NOTE 3 Computational feasibility depends on the user’s specific security requirements and environment.

© ISO/IEC 2016 - All rights reserved
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Optional/mechanism-dependent inputs:

a algorithm identifier employed by the OKDF2 mechanism, which specifies the algorithm
with which the single key it gives as output should be used;

p label, used with certain KDFs to indicate how the output bit string should be partitioned
into secret keys and the intended use for each such secret key;

t salt value, i.e. a (not necessarily secret) value that can be used, for example, to make the

generated key(s) specific to a particular application and/or to ensure that the output key(s)
will vary with each execution of a key derivation function; used as a MAC key by the KTF1

mechanism;

Outp

b
S

The i
choic
input
folloy

Giver
unse
eithe
numbk
know

NOTE
on thg

5.2
In thi

(
S

t’ salt value, i.e. a (not necessarily secret) value that is used as a MAC keéy'b
mechanism and used as an initialization value by the KPF3 mechanism;

u auxiliary secret information possessed by the party or parties using t
entropy provided by the choice of u may be used to supplement that provided by
s, in support of the security requirements of the user(s) of the iritended applicat
generated key(s).

ts:

bit string that is either equal to a single secret key or can be partitioned to obtain
ecret keys.

hstantiation of a key derivation function specified-in this document requires a numb
es, including the selection of a hash-function orMAC algorithm(s), the type and sour
parameters, etc. Appropriate choices will provide assurance that the resulting KDF
ving requirement.

no prior knowledge of s, it shall be computationally infeasible to predict the value
- the value of b or the value of s. This'shall be the case even when given knowledge of

n and adaptively chosen) input parameters that are not identical to those used to gen

4 Computational feasibility and the significance of the probability of successfully predic
KDF user’s specific security requirements and environment.

Types of key derivation function
s document, two types of KDF are specified.

Jne-step KDFs (OKDFs) are KDFs which transform input information into one or m
ingle operation.

T

y the OKDF6

he KDF; the
the choice of

ion(s) of the

a number of

er of critical
re of various
satisfies the

bf an (as-yet-

k1) output b with a probability of suecess that is a significant improvement over simply guessing

a (bounded)

er of KDF outputs which were gomputed using the same (unknown) s, but with other (possibly

erate b.

ting b depend

bre keys in a

WO-= KDFs(TKDF wi

AT TTTar 3 re keys in two
operations. A TKDF consists of a combination of two functions: a key extraction functio

n (KTF), and

a key expansion function (KPF). In some cases, the KTF can be the identity function (i.e. a function
whose output is always the same as the input), i.e. the TKDF is simply a KPF, in which case the
secret information input to the TKDF shall take the form of a MAC key suitable for use with the MAC

a

lgorithm on which the KPF is based.

Six OKDFs (OKDF1 to OKDF6) are specified in Clause 6. In Clause 7, one key extraction function (KTF1),
four key expansion functions (KPF1 to KPF4), and four TKDFs (TKDF1 to TKDF4) are specified, where
the TKDFs are defined as specific combinations of a KTF and a KPF.

The KDFs specified in this document are built upon existing cryptographic functions, namely either
hash-functions, as specified in ISO/IEC 10118 (all parts), or message authentication code algorithms, as
specified in ISO/IEC 9797 (all parts).

© ISO/IEC 2016 - All rights reserved
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5.3 Relationship to key management life cycle

ISO/IEC 11770-1:2010, Clause 4l specifies a model for key management, including, in 4.3, a model for
the life cycle of a key. Key derivation forms part of the first step in this life cycle, namely the “Generation”
step. Key derivation could also be used in the “Active” state for a key, when an existing active key is used

to generate additional keys.

5.4 Useo

f a key derivation function

The inputs to and outputs from a KDF are permitted to take a variety of forms.

The secret igformmatiorsmput toa KDFcould-beamexistimgsecretkey, secret imformatiomrestablished

between tw
2[2] or ISO/I1

A KDF could

or to generaf

and differen
could take a

Guidance on

6 One-st

6.1 Genel

A one-step K|
secret keys i
that are emp
with other p

In Clause 6,

parties, e.g. using one of the key establishment mechanisms specified in [SO/IECQ
C 11770-3[3], or any other secret data known by the party or parties using the-KDF.

be invoked once with particular secret information s to generate either a single secre
e a number of secret keys. Alternatively, it could be invoked multiple tipnes-with the s
L salt values t to generate a series of secret keys for specific applications. These salt v
range of forms and have varying lengths, even when used with the same secret value

use is provided in Annex B.

ep key derivation functions

ral

DF (an OKDF) is a KDF which is capable of transforming input information into one or
h a single phase of operations (in contrast to‘the separate extraction and expansion p
loyed by two-step KDFs). Like all KDFs, antOKDF takes as input secret information tog
hrameters, some or all of which might be public, and gives as output one or more secret

six OKDFs (OKDF1 to OKDF6) arespecified. Five of them (OKDF1 to OKDF5) are |

1770-

't key
hme s
alues
s.

more
hases
ether
keys.

based

on the use of a cryptographic hash-functiefi’chosen from ISO/IEC 10118 (all parts). The other scheme

(OKDF6) is Hased on the use of a MAC algorithm selected from ISO/IEC 9797 (all parts). OKDF2 01,];cputs

a single secrjet key, whereas the otherfive functions output a bit string which can be partitioned into

multiple secret keys, as required.

A hash-function used by OKDF1to OKDF5 shall satisfy the following three properties:

— itis computationally inféedsible to construct two distinctinputs that map to the same output (collision
resistanjce);

— foragiven outpuit;itis computationally infeasible to find an input that maps to this output (preimage
resistanie);

same output (second preimage resistance).

The hash-function employed in an implementation of OKDF1 to OKDF5 and/or the method(s) used to
encode the data input to that hash-function shall be chosen in a manner that guards against length-
extension attacks. A hash-function h is called “length-extension resistant” if, given the hash value, h(x),
of some unknown input x (and possibly given the length of x as well), it is computationally infeasible
to deduce (with non-negligible probability of success) the value h(x||y) for any non-empty bit string y,
unless x itself can be guessed. Examples of hash-functions that are length-extension resistant include
SHA-384 and SHA-512/256, which output truncated versions of a 512-bit hash value. Length-extension
resistance is not required of h in applications where each bit string used as input to the hash-function
has the same fixed length, or in situations where the input strings correspond to information that has
been encoded in a prefix-free fashion, ensuring that no (non-empty) input string will appear as the
initial segment of another (longer) input string.

© ISO/IEC 2016 - All rights reserved
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In OKDF6, a MAC function f is used with a MAC key that may be publicly known, but with secret
information included as part of the input message data. The MAC algorithm employed in an
implementation of OKDF6 shall satisfy the following property, in addition to those that are ordinarily

requi

red (cf. 3.7).

Given that the key k input to the MAC function fis a publicly known value, and the input data d includes
secret information s, then, without prior knowledge of s, it shall be computationally infeasible to predict
the (as-yet-unseen) MAC value fx(d) with a probability of success that is a significant improvement over
simply guessing either fx(d) or s. This shall be the case even when given knowledge of a (bounded)
number of MAC values fkj(d;), where each d;j includes the same (unknown) s and where both k; and the
non-secret portions of dj are known and (adaptively) chosen, subject to the restriction that (kj, dj) is not

equa
6.2

6.2.1

This
not n
keys.

tothth-
One-step key derivation function 1 (OKDF1)

General

key derivation function takes as input secret information s and (optionally) a salt ¢
bed to be a secret. It gives as output a bit string b which can be partitioned into one oy
If the key derivation function is invoked multiple times with‘the same s to generat

distinct secret keys, then a different value of t shall be used with each invocation.

NOTE
case (

The “IEEE P1363 key derivation function” mechanism. described in ISO/IEC 11770-3]
f the OKDF1 mechanism, where s and t are encoded as octetstrings (with ¢ representing the }

parameters) and the output bit string is used as a single secret&key.

6.2.2

Prior

Requirements for use

to use, the one or more entities which;wish to use the function shall meet t

requirements.

—

o =

v

—_ =

hey shall agree on the use of OKDEX

hey shall agree on a specific*hash-function h, which shall be one of the algorithms
50/1EC 10118 (all parts). Thishash-function shall give as output a string of bit-length
r equal to the sum of the bit-lengths of the keys to be generated.

hey shall agree on.the encoding methods for the strings s and (if used) ¢ prior to con
tep a) of 6.2.3.

hey shall agree-on precisely how the output of the KDF shall be partitioned into secreg

F the option to employ a salt is exercised, they shall agree on a specific salt value t, wi
eed tobe a secret.

—

which does
more secret
e a series of

Bl is a special
tey derivation

he following

specified in

greater than

ratenation in

t keys.

1ich does not

hey/shall all possess a bit string s, constituting the secret information.

6.2.3

Operation of function

The function involves the following two steps.

a) Compute b= h(s || [t]).

b) Partition b into one or more secret keys.

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=d7d02a504bbd7edaf87ad17592e4548e

ISO/IEC 11770-6:2016(E)

6.3 One-step key derivation function 2 (OKDF2)

6.3.1 General

This key derivation function takes as input secret information s, an algorithm identifier a, (optionally)
a salt ¢, which does not need to be a secret, and (optionally) auxiliary secret information u. It gives as
output a single secret key k for use with a specific algorithm. If the key derivation function is invoked
multiple times with the same s to generate a series of distinct secret keys, then a different value of g, t,
or u shall be used with each invocation.

NOTE
function” megt
where the co
(optional) key
ISO/IEC 1177
ASN.1 DER enl

6.3.2 Req

Prior to usg,
requirement

6.3.3 Ope

The function

a)
b)
‘)
d)

They sh

They sh
algorith

They sh
the enco
to their

They sh
algorith

inter c is encoded as a 32-bit octet string, t and u (if used) comprlse an appropriate subséb

Prov1ded that its output 1s used asa smgle secret key, an instance of the “ANSI X9 42 key derlvatlon

nism,
of the

r-specification information denoted by EntityAlnfo, EntityBInfo, SuppPrivinfo and SuppPRublnfo in

D-3[3], and the quantity denoted a || ¢ || [t] || [u] in the specification of OKDF2 is encoded us
coding.

hirements for use

S.
1l agree on the use of OKDF2.

h1l agree on a specific hash-function h, with output bitlength Lj, which shall be one
ns specified in ISO/IEC 10118 (all parts).

ng an

the one or more entities which wish to use the function S§hall meet the follgwing

bf the

1l agree on the method for binary encoding the.counter ¢, including the number L. of bits in

ding. They shall also agree on the methods forencoding s, a, t (if used) and u (if used)
Concatenation in step d) 1) of 6.3.3.

prior

hll agree on the algorithm and bit-length Ly for the output secret key k, together with an

m identifier a for this algorithm.

If the option to employ a salt is exercised, they shall agree on a specific salt value ¢, which dog¢s not

need to

They sh
auxiliar

Setd=[

pe a secret.

h1] possess a bit string s,-eonstituting the secret information, together (optionally) with an

y secret u.

ration of function

involves-the following steps.

Ifd= 2Lk

Set z = empty bit string.

Forc=1tod:

1) Setz=z||h(s|lallc|| el [u]).
Set k = the leftmost L bits of z.
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6.4 One-step key derivation function 3 (OKDF3)

6.4.1 General

-6:2016(E)

This key derivation function takes as input secret information s, (optionally) a salt ¢, which does not
need to be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which
can be partitioned into one or more secret keys. If the key derivation function is invoked multiple times
with the same s to generate a series of distinct secret keys, then a different value of t or u shall be used
with each invocation.

NOTE
ASN.JrRey dertvation function  ecTansm described T 1SO7/EC11770-353%, a5 wettasoption T
step HDF mechanism specified in NIST/SP 800-56A (Revision 2):2013, 5.8.1.1[2] and NIST/SP 800>
1):2014, 5.5.1.1[10] are special cases of the OKDF3 mechanism, where the counter c is encoded as
endiah bit string, and t is the appropriate encoding of OtherInfo.

6.4.2| Requirements for use

Prior| to use, the one or more entities which wish to use the function shall meet t
requirements.

6.4.3| Operation of function

The flunction inyolves the following steps.

a)
b)
‘)
d)

e)

The “NIST/SP 800-56A concatenation key derivation function” mechanism and “NIST/SP 800-56A

—

hey shall agree on the use of OKDF3.

They shall agree on a specific hash-function h, with output bit-length Ly, which shall |
dlgorithms specified in ISO/IEC 10118 (all parts).

—

hey shall agree on the method for binary encodingthe counter c, including the numbe
he encoding. They shall also agree on the methods for encoding s, t (if used) and u (if u
heir concatenation in step d) 1) of 6.4.3.

—

—

KDF shall be partitioned into secret keys.

]

F the option to employ a salt is exércised, they shall agree on a specific salt value t, wl
rleed to be a secret.

o

hey shall possess a bit string s, constituting the secret information, together (option
duxiliary secret u.

Setd =L’/ Ly |
If &2 2L, then halt and output “invalid.”

of the single-
b6B (Revision
a 32-bit, big-

he following

be one of the

r L of bits in
sed) prior to

hey shall agree on the length Lj, of the reguired output string and precisely how the oytput b of the

1ich does not

hlly) with an

Set z = empty bit string.
Forc=1tod:
1) Setz=z|[h(c||s|lt]]| [u]).

Set b = the leftmost L, bits of z.

6.5 One-step key derivation function 4 (OKDF4)

6.5.1 General

This key derivation function takes as input secret information s, a label p, which describes the intended
use of the output, (optionally) a salt ¢, which does not need to be a secret, and (optionally) auxiliary

© ISO/IEC 2016 - All rights reserved
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secret information u. It gives as output a bit string b which can be partitioned into one or more secret
keys. If the key derivation function is invoked multiple times with the same s to generate a series of
distinct secret keys, then a different value of p, t, or u shall be used with each invocation.

NOTE Provided that p || [t] || [u] is an appropriate encoding of SharedInfo, the “ANSI X9.63 key derivation

function” mechanism described in ISO/IEC 11770-3[3] is a special case of the OKDF4 mechanism, where the
counter c is encoded as a 32-bit, big-endian bit string.

6.5.2 Requirements for use

Prior to use, the one or more entities which wish to use the function shall meet the following
requirements-

— They shall agree on the use of OKDF4.

— They shpll agree on a specific hash-function h, with output bit-length Lp, which shall-be one ¢f the
algorithns specified in ISO/IEC 10118 (all parts).

— They shall agree on the method for binary encoding the counter c, including the.number L. of Bits in
the encdding. They shall also agree on the methods for encoding s, p, t (if used) and u (if used)|prior
to concatenation in step d) 1) of 6.5.3.

— They shall agree on the length Lj of the required output string and precisely how the output b of
the KDF|shall be partitioned into secret keys. They shall also agree’on a label p that specifief this
partitioning and with which algorithm each of the keys shall be-iised.

— If the option to employ a salt is exercised, they shall agre€.on a specific salt value ¢, which do¢s not
need to pe a secret.

— They shall possess a bit string s, constituting the secret information, together (optionally) with an
auxiliary secret u.

6.5.3 Operfation of function
The functior] involves the following two steps.
a) Setd=||L,/L,]
b) Ifd = 2L{, then halt and outpiit “invalid.”
c) Setz=empty bit string(
d) Forc=1tod:
1) Setg=z|asTcllpllt]l [uD).
e) Setb =theleftmost L bits of z.

6.6 One-step key derivation function 5 (OKDF5)

6.6.1 General
This key derivation function takes as input secret information s, (optionally) a salt ¢, which does not

need to be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which
can be partitioned into one or more secret keys. If the key derivation function is invoked multiple times

10 © ISO/IEC 2016 - All rights reserved
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with the same s to generate a series of distinct secret keys, then a different value of ¢t or u shall be used
with each invocation.

NOTE The “KDF1” mechanism specified in ISO/IEC 18033-2[6] is a special case of the OKDF5 mechanism,
where the counter c is encoded as a 32-bit octet string, the methods employed for encoding s, ¢ (if used) and u (if
used) produce an octet string as v, and e = 0. Similarly, the “KDF2” mechanism specified in ISO/IEC 18033-2[6]
is a special case of the OKDF5 mechanism, where the counter c is encoded as a 32-bit octet string, the methods
employed for encoding s, t (if used) and u (if used) produce an octet stringas v, and e = 1.

6.6.2 Requirements for use

Priorﬁmﬁumwﬂmmmmmmmm_mﬂMw following
requirements.

hey shall agree on the use of OKDF5.

—

— They shall agree on a specific hash-function h, with output bit-length Lp, which shall be one of the
dlgorithms specified in ISO/IEC 10118 (all parts).

— They shall agree on the method for binary encoding the counter ¢, including the numbeir L. of bits in
the encoding. They shall also agree on the methods for encoding s; £(if used) and u (if used) to create
in step d) 1) of 6.6.3 prior to concatenation in step d) 2) of 6.6.8:

=

|
=

hey shall agree on the length Lp of the required output string and precisely how the oytput b of the
DF shall be partitioned into secret keys.

=

— If the option to employ a salt is exercised, they shall'agree on a specific salt value ¢, which does not
rleed to be a secret.

|
=

hey shall possess a bit string s, constituting the shared secret information, together| (optionally)
with an auxiliary secret u.

|
—

hey shall agree on a start value e for-the counter ¢, where e shall be 0 or 1.

6.6.3| Operation of function
The flunction involves the following steps.

etd=[L, /L]
b) Ife+d-1 = 2L, thenhalt and output “invalid.”

&
(@)

c) Setz=emptybit string.
d) Hor c=eto'e+d-1:

1) <Let v be an agreed encoding of s, t and (optionally) u.

2) Setz=z]||hv]|| o).

e) Setb =the leftmost L}, bits of z.
6.7 One-step key derivation function 6 (OKDF6)

6.7.1 General

This key derivation function takes as input secret information s, a salt t’, which does not need to be a
secret, but shall take the form of an appropriate MAC key, (optionally) a salt ¢, which does not need to
be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which can be
partitioned into one or more secret keys. If the key derivation function is invoked multiple times with
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the same s to generate a series of distinct secret keys, then a different value of t’, t or u shall be used
with each invocation.

NOTE Option 2 of the single-step KDF mechanism specified in NIST/SP 800-56A (Revision 2):2013, 5.8.1.1[9],

and NIST/SP 800-56B (Revision 1):2014, 5.5.1.1[10] is a special case of the OKDF6 mechanism, where the counter
c is encoded as a 32-bit, big-endian bit string, and t is the appropriate encoding of OtherInfo.

6.7.2 Requirements for use

Prior to use, the one or more entities which wish to use the function shall meet the following
requirements.

— They shall agree on the use of OKDF6.

— They shall agree on a specific MAC algorithm f; with output bit-length Ls which shall be ene pf the
algorithns specified in ISO/IEC 9797 (all parts).

— They shall agree on the method for binary encoding the counter c, including themumber L. of Jits in
the encdding. They shall also agree on the methods for encoding s, t (if used),and'u (if used) prjior to
concatefation in step d) 1) of 6.7.3.

— They shall agree on the length Lj of the required output string b, and precisely how the outpyt b of
the KDF|shall be partitioned into secret keys.

— Ifthe option to employ the salt t is exercised, they shall agree onaspecific value for t, which do¢s not
need to pe a secret.

— They shpll agree on a specific value for the salt t’, whicly shall take the form of a MAC key fgr the
chosen MAC algorithm f. The value of t" does not need to-be a secret.

— They shhpll share a bit string s, constituting the secret information, together (optionally) with an
auxiliary secret u.

6.7.3 Operation of function
The function] involves the following stepst
a) Setd= [Lb /Lf—‘.
b) Ifd = 2L{, then halt and output “invalid.”
c) Setz=empty bit string.
d) Forc=1tod:
1) Setz=z(fv (clls It [ul).

e) Setb =theleftmostlybitsofz

7 Two-step key derivation functions

7.1 General

A two-step KDF (a TKDF) is a KDF which transforms input information into one or more keys in two
operations. Like all KDFs, a TKDF takes as input secret information, together with other parameters,
some or all of which might be public and gives as output one or more secret keys.

A TKDF consists of a combination of two functions: a key extraction function and a key expansion
function. The key extraction function and key expansion functions specified in this document are all
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based on MAC algorithms. The KTF is executed to produce a MAC key; this MAC key is then used as one
of the inputs to the KPF.

If a MAC key is already available for use by the KPF, then the key extraction step is unnecessary, i.e. the
TKDF simply involves applying a KPF to the input, in which case the secret information input to the
TKDF shall take the form of a MAC key suitable for use with the MAC algorithm on which the KPF is
based. Under such circumstances, the TKDF is essentially one of the key expansion functions specified
in 7.3. This key expansion function shall satisfy the KDF requirements specified in 5.1, with the MAC
key input to the KPF serving as the secrets.

In this document, one (non-identity) key extraction function (KTF1), four key expansion functions
(KPF1 to I(DPA.)’ and four th-cfnp KDEs ('T'I(np‘l to TI(m:‘A) are cpnrifinr‘] In gnnnr:\]' KTE1 can be used

with

In K]
infor
satisf

Given
data

infea
impr
a (bo
arek

NOTE
KPF
thes

hny of KPF1 to KPF4 to create a corresponding TKDF.

'F1, a MAC function f is used with a MAC key that may be publicly known, but
mation as the input message data. The MAC algorithm employed by the KTF1 mec
y the following property, in addition to those that are ordinarily required\(¢f. 3.7).

that the key k input to the MAC function fis a publicly known yalue and the in
consists of secret information s, then, without prior knowledgeof s, it shall be com
Sible to predict the (as-yet-unseen) MAC value fk(s) with a probability of success that is
bvement over simply guessing either f(s) or s. This shall be the\case even when given |
inded) number of MAC values fkj(s), computed using the saine (unknown) s with MA
hown and (adaptively) chosen, subject to the restriction.that k; is not equal to k.

If a KTF and a KPF are used together to form a TKDF, then the MAC algorithms on whic
e based need not be the same. However, there might'be implementation advantages deriviy
me MAC algorithm.

with secret
hanism shall

put message
putationally
asignificant
rnowledge of
| keys kj that

h the KTF and
g from use of

7.2 |Key extraction function

7.2.1] Key extraction function 1 (KTF2)

7.2.1}1 General

This [key extraction function takes as input a salt ¢, which does not need to be secref, and secret
information s. It gives as outptt a MAC key kp,.

NOTH If used with (the HMAC MAC algorithm, as specified in ISO/IEC 9797-2, then KTF1 i equal to the
KTF dpecified by Kratvezykl[Z] [8], which forms part of the key derivation function known as H{DF. When an
HMA(Q MAC algorithnr is employed, an instantiation of the “randomness extraction” mechanism specified in
NIST/SP 800-56€;2011, Section 5[11] is a special case of the KTF1 mechanism, in which no truncation is employed
(i.e. L}=Ly).

7.2.1]2</ Requirements for use

Prior to use, the one or more entities which wish to use the function shall meet the following

requi

rements.

They shall agree on the use of KTF1.

output k,; of the KTF is to be used.

They shall agree on a target key length L, i.e. the key length of the MAC function with which the

They shall agree on a specific MAC function f, which shall be one of the algorithms specified in

[SO/IEC 9797 (all parts). This MAC function shall give as output a MAC of bit-length greater than or

e

S

qual to the target key length L, i.e. Lg> L.

tep a) of 7.2.1.3.

© ISO/IEC 2016 - All rights reserved
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— They shall agree on a specific salt value ¢, which shall take the form of a MAC key for the chosen MAC
algorithm. The salt does not need to be a secret.

— They shall possess a bit string s, constituting the secret information.

7.2.1.3 Operation of function

The function involves the following two steps.

a) Compute f¢(s).

be the leftmost Ly bits of f;(s).

b) Setknt
7.3 Keye

7.3.1 Key

7.3.1.1 General

This key exf
km. It gives

expansion fyinction is invoked multiple times with the same k;; to generate a series of distinct

keys, then a

NOTE
of an octet stf
f), with a cou
no greater th
specified by K

7.3.1.2 Re

Prior to use
requirement

They sh

They sh
algorith

They sh
in the er
step e) 1

They sh

If ised with an HMAC MAC algorithm fas specified in ISOMEC 9797-2, with a MAC key k;, cong

kpansion functions

expansion function 1 (KPF1)

ansion function takes as input a salt ¢, which does not need to-be secret, and a MA

C key

s output a bit string b which can be partitioned into one pr'thore secret keys. If the key

Hifferent value of ¢ shall be used with each invocation.
ing of bit-length at least Ly (the bit-length of the octetstrings output by the hash-function h u
ter ¢ encoded as a single 8-bit octet, and with an output b consisting of an octet string of bit-]

rawczykl[8l, which forms part of the key derivation function known as “HKDFE.”

quirements for use

, the one or more entities which wish to use the function shall meet the folld
S.

1l agree on the use of KPFI.

hll agree on a specifie MAC algorithm f; with output bit-length Ls which shall be one
s specified in ISO/IEC 9797 (all parts).

hll agree on, the method for binary encoding the counter ¢, including the number L d
coding. They shall also agree on the methods for encoding y and ¢ prior to concatenat
) of 7.3.1.3.

hlLagree on the length Lj, of the required output string b, and precisely how the outpu

the KDF

ecret

isting
ed by
ength

hn 255 Lp, then such an instantiation of KPF1 is consistent with the definition of HKDF-Expand, as

wing

bf the

f bits
onin

tbof

shall be partitioned into secret keys.

They shall agree on a specific salt value t. The salt does not need to be a secret.

They shall possess a secret MAC key kp,.

7.3.1.3 Operation of function

The function involves the following steps.

a) Setd=|L,/L;|.

b)
c) Sety=e

14

If d = 2L, then halt and output “invalid.”

mpty bit string.

© ISO/IEC 2016 - All rights re

served


https://iecnorm.com/api/?name=d7d02a504bbd7edaf87ad17592e4548e

d)

)

ISO/IEC 11770

Setz=y.

Forc=1tod:

1) Sety=fimW Il tllc).
2) Setz=z||y.

Set b = the leftmost Ly bits of z.

7.3.2 Key expansion function 2 (KPF2)

7.3.2

This
descijibes the intended use of the output, and a MAC key ky,. It gives as output a bitString b |

-6:2016(E)

1 General

key expansion function takes as input a salt ¢, which does not need to be secrét; a Iz

bel p, which
which can be

partitioned into one or more secret keys. If the key expansion function is invoked multiple times with

the sqame k;, to generate a series of distinct secret keys, then a different value'of t or p shall
each

NOTE
with the suggested ordering of the data fields constituting the “messages™ that are input to the M
(including the counter in the leftmost position and the intended bit-length’of the output in the rightn
then tlhat instance of the “KDF in Counter Mode” mechanism is a special case of the KPF2 mechanis

7.3.2

Prior
requirements.

nvocation.

If the “KDF in Counter Mode” mechanism specified in NIST/SP<800-108:2009, 5.1[12] is

2 Requirements for use

to use, the one or more entities which wish' to use the function shall meet t

They shall agree on the use of KPF2.

They shall agree on a specific MAC dlgorithm f; with output bit-length L5 which shall |
dlgorithms specified in ISO/IEC 9797 (all parts).

—

hey shall agree on the method for binary encoding the counter c, including the numbe
he encoding. They shall also agree on the method of encoding of p, t and Lp, prior to c
nstep d) 1) of 7.3.2.3.

— =+

hey shall agree qnrthe length Ly of the required output string b, and precisely how th
he KDF shall bé partitioned into secret keys. They shall also agree on a label p that s
artitioning and'with which algorithm each of the keys shall be used.

e o |

hey shall agree on a specific salt value t. The salt does not need to be a secret.

—

hey'shall possess a secret MAC key kp,.

be used with

implemented
AC algorithm
host position),
m.

he following

be one of the

r L of bits in
bncatenation

e output b of
pecifies this

7.3.2.3 Operation of function

The function involves the following steps.

a)
b)
‘)
d)

e)

Setd=|L, /L |-

If d = 2L, then halt and output “invalid.”
Set z = empty bit string.

Forc=1tod:

1) Setz=z||frm(cIlp Il ¢l Lp).

Set b = the leftmost L, bits of z.

© ISO/IEC 2016 - All rights reserved
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733 Key

7.3.3.1 Ge
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expansion function 3 (KPF3)

neral

This key expansion function takes as input a pair of salts ¢ and t’, which do not need to be a secret,
a label p, which describes the intended use of the output, and a MAC key k. It gives as output a bit
string b which can be partitioned into one or more secret keys. If the key expansion function is invoked
multiple times with the same kp, to generate a series of distinct secret keys, then a different value of ¢, t’

or p shall be

used with each invocation.

NOTE If an instantiation of the “KDF in Feedback Mode” mechanism specified in NIST/SP 800-108:2009,

5.2[12] is imp
to the MAC al
length of the
a special case

7.3.3.2 Re

Prior to use
requirement

— They sh

— They sh
algorith

— They sh
iteratior

can be ipvoked during a single execution of KPF3.

— They sh
input to
they sha
the enco

— They sh
their us¢

— They sh
the KDF
partitios

— They sh
— They sh

UIllCIlLCd Wil,h Lllt: auggcbwd Ul Licl illg Uf Lllc ddld fleldb LUIlbLiLuLillg Lllt: “lllcbbdgcb” L‘Ildl, dl
borithm — including the counter (when used) in the second leftmost position and the intend

input
ed bit-

utput in the rightmost position — then that instance of the “KDF in Feedback Mode” m€chanfism is

of the KPF3 mechanism.

quirements for use

, the one or more entities which wish to use the function shall meet the folld
S.

1l agree on the use of KPF3.

hll agree on a specific MAC algorithm f; with output bitdength L which shall be one
s specified in ISO/IEC 9797 (all parts).

h1l agree on an integer value for M., which specifies the maximum value permitted fi
counter ¢, and thus determines the maximuin nnumber of times that the MAC algori

hll agree on whether or not the counter‘value c is to be used as part of the message
the MAC algorithm. If the counter vatlue is to be used as input to the MAC algorithm
Il agree on the method used for thebinary encoding of ¢, including the number L of h
ding; in this case, M. shall be less than 2Lc.

i1l agree on the methods of-€ficoding of y (including its initial value, t"), p, t and Ly, pr
 in the assignment in step\c) and the concatenations in step e) of 7.3.3.3.

1l agree on the length Ly of the required output string b, and precisely how the outpu
shall be partitiofied into secret keys. They shall also agree on a label p that specifie]
hing and with which algorithm each of the keys shall be used.

1l agree o’two specific salt values t and t’. The salt values do not need to be secret.

W1l possess a secret MAC key k.

wing

bf the

r the
hm f

data
then
itsin

ior to

tb of
s this

7.3.3.3 O

The function involves the following steps (if a counter value c is in use).

a) Setds= {Lb /Lf—‘.
b) Ifd> M, then halt and output “invalid.”

c) Sety=t".

d) Setz=empty string.

e) Forc=1tod:

1) Sety=fimW Il [c] [l p Il 1] Lp).
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2) Setz=2z||y.
f) Set b = the leftmost Lp bits of z.
NOTE When deciding whether or not to include c as part of the input to the MAC algorithm, one should

consider the possibility of encountering fixed points or short cycles in the values of y produced by iterating the
computationy = fim(y || p || 1| Lp).

7.3.4 Key expansion function 4 (KPF4)

7.3.4.1 General

This
descr
parti

key expansion function takes as input a salt ¢, which does not need to be secret, ads

fioned into one or more secret keys. If the key expansion function is invoked multipl

the same kj, to generate a series of distinct secret keys, then a different value ofp or t shall

each

NOTE

nvocation.

If an instantiation of the “KDF in Double-Pipeline Mode” mechanism specified in

108:2p09, 5.3[12] is implemented with the suggested ordering of the data fields constituting the “n|
are irffput to the MAC algorithm — including the counter (when used) in‘the second leftmost po
intendled bit-length of the output in the rightmost position — then thatinstance of the “KDF in D¢

Mode[

7.3.4

Prior

mechanism is a special case of the KPF4 mechanism.

2 Requirements for use

to use, the one or more entities which wisk/ to6 use the function shall meet t

requirements.

They shall agree on the use of KPF4.

dlgorithms specified in ISO/IEC 9797all parts).

They shall agree on an integet.value for M., which specifies the maximum value p
the iteration counter c¢, andcthius determines the maximum number of times (2M,) t
lgorithm fcan be invoked,during a single execution of KPF4.

lgorithm, then'thiey shall agree on the method used for the binary encoding of ¢, i
umber L. ofibits in the encoding; in this case, M, shall be less than 2Lc,

bel p, which

ibes the intended use of the output, and a MAC key ky,. It gives as output a bit string'b Which can be

ke times with
be used with

NIST/SP 800-
tessages” that
ition and the
uble-Pipeline

he following

They shall agree on a specific MAC algorithm f, with output bit-length Lg which shall be one of the

ermitted for
hat the MAC

[hey shall agree on.whether or not the value of the iteration counter c is to be used ds part of the
essage data inpQt)to the MAC algorithm. If the counter value is to be used as inpuf

to the MAC
ncluding the

hcatenations

e output b of

the KDFshall be partltloned 1nto secret keys They shall also : agreeon a label p that spec1f1es this

partitioning and with which algorithm each of the keys shall be used.
They shall agree on a specific salt value t. The salt value does not need to be secret.

They shall possess a secret MAC key kp,.

7.3.4.3 Operation of function

The function involves the following steps (if a counter value c is in use).

a)
b)

Setd =L, /L |-

If d > M, then halt and output “invalid.”
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) Sety=pl|t]|Lp.
d) Setz=empty string.
e) Forc=1tod:
1) Sety=fim(y).
2) Setz=z|| fimW |l [c] Il p [l t ] Lp)-
f) Set b = the leftmost Lp, bits of z.
NOTE When-deciding whether or not-to-include—c-as—part of the-inputto-the MAC algorithm,one-s
consider the possibility of encountering fixed points or short cycles in the values of y produced by iterati
computation ¥ = fxm(y), which would cause repetitions in the value of fxm(y || p || t || Lp)-
7.4 Two-step KDFs
7.4.1 Twa-step key derivation function 1 (TKDF1)

7.4.1.1 General

This key de
which do no
partitioned

the same s t(
atleast one

7.4.1.2 Re

The requiremments for use of this mechanism are those given in 7.2.1.2 and 7.3.1.2.

7.4.1.3 Op
The function
a) UseKTH
b) Use KPH

74.2 Two

df the salt values.

ivation function takes as input a pair of salt values, one for-the KTF and one for the
I need to be secret, and secret information s. It gives as.output a bit-string b which ¢
nto one or more secret keys. If the key derivation funetion is invoked multiple times
generate a series of secret keys, then in each invocdtion, a different value shall be us

quirements for use

eration of function
involves the following two-steps.
1 with s as input to extract a MAC key kp,.

1 with k;, as inputto‘generate the bit-string b.

-step key derivation function 2 (TKDF2)

7421 G

This key de
which do n

neral

hould
hg the

KPF,
an be
with
ed for

ivation function takes as input a pair of salt values, one for the KTF and one for the

KPF,
ecret

information s. It gives as output a bit string b which can be partitioned into one or more secret keys.
If the key derivation function is invoked multiple times with the same s to generate a series of distinct
secret keys, then in each invocation a different value shall be used either for the label or for at least one
of the salt values.

7.4.2.2 Requirements for use

The requirements for use of this mechanism are those given in 7.2.1.2 and 7.3.2.2.
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