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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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The mechanisms specified in this document are designed to achieve one of the following three goals.

a)

Balanced password-authenticated key agreement: Establish one or more shared secret keys

between two entities that share a common weak secret. In a balanced password-authenticated key
agreement mechanism, the shared secret keys are the result of a data exchange between the two
entities; the shared secret keys are established if, and only if, the two entities have used the same

weak secret; and neither of the two entities can predetermine the values of the shared

b)

secret keys.

Augmented password-authenticated key agreement: Establish one or more shared secret keys

one-way function of A’s weak secret. In an augmented password-authenticated ke
echanism, the shared secret keys are the result of a data exchange between thetwo
shared secret keys are established if, and only if, the two entities have used theweak s¢
rresponding verification data; and neither of the two entities can predetebmine the
shared secret keys.

OTE1 This type of key agreement mechanism is unable to protect A’s weak secret being
, but only increases the cost for an adversary to get A's weak secret{rom B. A typical applic3
ould involve use between a client (4) and a server (B).

assword-authenticated key retrieval: Establish one.or more secret keys for
ssociated with another entity, B, where A has a weak secret and B has a strong secrs
ith A's weak secret. In an authenticated key retrieval mechanism, the secret keys, r¢
(not necessarily derivable by B), are the result 6f @ data exchange between the two
the secret keys are established if, and only if, thé.two entities have used the weak s€
ssociated strong secret. However, although, Bjs strong secret is associated with A's
the strong secret does not (in itself) containsufficient information to permit either the
r the secret keys established in the mechanism to be determined.

OTE 2  This type of key retrieval mgchanism is used in those applications where A does n¢
storage for a strong secret, and requires B’s assistance to retrieve the strong secret. Such a
propriate for use between a clienit(A4) and a server (B).

The [International Organization for Standardization (ISO) and International Elec
ission (IEC) draw attention to the fact that it is claimed that compliance with this dg
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holddgrs of these patent rights have assured ISO and [EC that they are willing to negotiate li
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NatignaMnstitute of Advanced Industrial Science and Technology
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Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and [EC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents
relevant to their documents. Users are encouraged to consult the databases for the most up to date
information concerning patents.
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Information technology — Security techniques — Key
management —

Part 4:
Mechanisms based on weak secrets

1 Scope

This Hocument defines key establishment mechanisms based on weak secrets, i.e. sécret$ that can be
readily memorized by a human, and hence, secrets that will be chosen from @\felatively| small set of
possibilities. It specifies cryptographic techniques specifically designed to establish one o1 more secret
keys pased on a weak secret derived from a memorized password, while preventing offlin¢ brute-force
attacks associated with the weak secret. This document is not applicable to the following afpects of key
manggement:

— life-cycle management of weak secrets, strong secrets, and established secret keys;

— T1hechanisms to store, archive, delete, destroy, etc. weak secrets, strong secrets, and established
secret keys.

2 ormative reference

Ther¢ are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO apd [EC maintain terminglggical databases for use in standardization at the following addresses:

]

EC Electropedia: available at http://www.electropedia.org/

— PO Online brow(sing platform: available at http://www.iso.org/obp

31
augmented password-authenticated key agreement
password-authenticated key agreement where entity 4 uses a password-based weak secref{and entity B
uses yerifieation data derived from a one-way function of A's weak secret to negotiate and puthenticate
one or more shared secret keys

3.2

balanced password-authenticated key agreement

password-authenticated key agreement where two entities A and B use a shared common password-
based weak secret to negotiate and authenticate one or more shared secret keys

3.3
brute-force attack
attack on a cryptosystem that employs an exhaustive search of a set of keys, passwords or other data

© ISO/IEC 2017 - All rights reserved 1
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collision-resistant hash-function
hash-function satisfying the following property: it is computationally infeasible to find any two distinct
inputs which map to the same output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer
to ISO/IEC 10118-1:2016, Annex C.

[SOURCE: ISO/IEC 10118-1:2016, 3.1]

3.5

dictionary attack

(on a passw
passwords

Note 1 to entr
or a stored lis

3.6
domain par

ord-based system) attack on a cryptosystem that employs a search of a given |

y: A dictionary attack on a password-based system can use a stored list of specific password
t of words from a natural language dictionary.

ameter

data item which is common to and known by or accessible to all entities within the domain

Note 1 to enty
the hash-toke
or other para

[SOURCE: IS

3.7
elliptic cury
cubic curve |

Note 1 to enti
coefficients o
F are dealt w
curve is deno

Note 2 to entr
general form

[SOURCE: IS

3.8
explicit key

y: The set of domain parameters may contain data items such asfhash-function identifier, len
n, length of the recoverable part of the message, finite field pafameters, elliptic curve param
meters specifying the security policy in the domain.

D/IEC 9796-3:2006, 3.2]

e
 without a singular point

ist of

ralues

gth of
eters,

y: The set of points E together with an appropriately defined operation for a field that includes all

f the equation describing E is called thé definition field of E. In ISO/IEC 15946-1, only finite
th as the definition field. When it issnecessary to describe the definition field F of E explicit
ed as E/F.

y: The form of a cubic curve equation used to define an elliptic curve varies depending on the fiel
fan appropriate cubic equation for all possible finite fields is defined in ISO/IEC 15946-1:2016,

D/IEC 15946-1:2016;3.3, modified]

authentication

<from entity
possession

F A to entity B> assurance for entity B that entity A is the only other entity that

Note 1 to entyy:‘kinplicit key authentication from entity A to entity B and key confirmation from entity A to

T the correct key

fields
y, the

d. The
6.1.

is in

entity

D

i 1 1ioie ] 4+l 43 43 £ fid A4 it
B tOgether lml.u_y CAPITILTURC y au It atTtuTT IT OTIT CTICIC Yy 71T COCTITTITY

o n

[SOURCE: ISO/IEC 11770-3:2015, 3.12, modified]

39

hash-function
function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— foragiven input, itis computationally infeasible to find a second input which maps to the same output.

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer
to ISO/IEC 10118-1:2016, Annex C.

© ISO/IEC 2017 - All rights re
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[SOURCE: ISO/IEC 10118-1:2016, 3.4]

3.10
hashed password
result of applying a hash-function to a password

3.11

implicit key authentication

<from entity A to entity B> assurance for entity B that entity A is the only other entity that can possibly
be in possession of the correct key

[SOURCE: ISO/IEC 11770-3:2015, 3.16, modified]

3.12
key
sequgnce of symbols that controls the operation of a cryptographic transformadtion (e.g| encryption,
decryption, cryptographic check function computation, signature calculation, orsignature|verification)

[SOURCE: ISO/IEC 11770-3:2015, 3.17]

3.13
key dgreement
procgss of establishing a shared secret key between entities in(siich a way that neither|of them can
pred¢termine the value of that key

Note ] to entry: By predetermine, it is meant that neither entity Ahor entity B can, in a computatiopally efficient
way, dhoose a smaller key space and force the computed keydn the protocol to fall into that key spafe.

[SOURCE: ISO/IEC 11770-3:2015, 3.18]

3.14
key donfirmation
<fror entity A to entity B> assurance for entity B that entity 4 is in possession of the correct key

[SOURCE: ISO/IEC 11770-3:2015, 3.20, modified]

3.15
key dontrol
abilitly to choose the key or the' parameters used in the key computation

[SOURCE: ISO/IEC 117(70~3:2015, 3.21]

3.16
key derivation function
functiion which)takes as input a number of parameters, at least one of which shall be secrdt, and which
gives|as qutput keys appropriate for the intended algorithm(s) and applications

3.17
key establishment
process of making available a shared secret key to one or more entities

Note 1 to entry: Key establishment includes key agreement, key transport and key retrieval.

3.18

key management

administration and wuse of generation, registration, certification, deregistration, distribution,
installation, storage, archiving, revocation, derivation and destruction of keying material in accordance
with a security policy

[SOURCE: ISO/IEC 11770-1:2010, 2.28]
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3.19

key retrieval

process of establishing a key for one or more entities known as the retrieving entities with the
involvement of one or more other entities who are not necessarily able to access the key after the
process, and which normally requires authentication of the retrieving entity/entities by the other
entity/entities

3.20

key token

key establishment message sent from one entity to another entity during the execution of a key
establishment mechanism

3.21
key token check function
function thaf utilizes a key token and other publicly known parameters as input and outputs-a Boplean
value during the execution of a key establishment mechanism

3.22
key token factor
value that is kept secret and that is used, possibly in conjunction with a weak seCret, to create a key foken

3.23
key token generation function
function thaf utilizes a key token factor and other parameters as inputand outputs a key token during
the executioh of a key establishment mechanism

3.24
message authentication code algorithm
algorithm for computing a function which maps stringstotbits and a secret key to fixed-length strings
of bits, satisfying the following two properties:

— for any key and any input string, the function€an be computed efficiently;

— for any [fixed key, and given no prior knowledge of the key, it is computationally infeasible to
computg¢ the function value on any neWw:ihput string, even given knowledge of a set of input s{rings
and cortesponding function values; Where the value of the ith input string may have been chosen
after obgerving the value of the fitst i-1 function values (for integers i > 1)

[SOURCE: ISP/IEC 9797-1:2011,3:10, modified]

3.25
mutual keyjauthentication
assurance for two entities that only the other entity is in possession of the correct key

3.26

one-way function
function witE the property thatitis easy to compute the output for a given input but it is computatignally

infeasible to find an input which maps to a given output

[SOURCE: ISO/IEC 11770-3:2015, 3.30]

3.27

password

secretword, phrase, number, or character sequence used for entity authentication, which is a memorized
weak secret

4 © ISO/IEC 2017 - All rights reserved
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3.28

password-authenticated key agreement

process of establishing one or more shared secret keys between two entities using prior shared
password-based information (which means that either both of them have the same shared password
or one has the password and the other has password verification data) and neither of them can
predetermine the values of the shared secret keys

3.29

password-authenticated key retrieval

key retrieval process where one entity A has a weak secret derived from a password and the other
entity B has a strong secret associated with A’s weak secret; these two entities, using their own secrets,

e PR | h T P P 1.1 Al — sl 1 11 R
negO IdlC 4 SCLTICL RTY WIILITIS TTLHNICVADIT Uy A, DULTIUOUUTICLESSAT Ty J UCTIVadUIC Uy D

3.30
password-entangled key token
key tpken which is derived from both a weak secret and a key token factor

3.31
password verification data
data that is used to verify an entity’s knowledge of a specific password

3.32
randpm element derivation function
functiion that utilizes a password and other parameters as inputand outputs a random eleinent

3.33
salt
rand¢m variable incorporated as secondary inputto a one-way or encryption function that is used to
derive password verification data

3.34
secrg¢t
valugd known only to authorized entitie$

3.35
secr¢t key
key used with symmetric cryptographic techniques by a specified set of entities

[SOURCE: ISO/IEC 1177Q-8:2015, 3.36]

3.36
secret value derivation function
functiion that utilizes a key token factor, a key token, and other parameters as input and outputs a secret
valug which.is used to compute one or more secret keys

3.37
strong'sécret
secret with a sufficient degree of entropy that conducting an exhaustive search for the secret is
infeasible, even given knowledge that would enable a correct guess for the secret to be distinguished
from an incorrect guess

Note 1 to entry: This may, for example, be achieved by randomly choosing the secret from a sufficiently large set
of possible values under uniform distribution.

3.38
weak secret
secret that can be conveniently memorized by a human being

Note 1 to entry: Typically, this means that the entropy of the secret is limited, so that an exhaustive search for the

secret (or, a dictionary attack) may be feasible, given knowledge that would enable a correct guess for the secret
to be distinguished from an incorrect guess.

© ISO/IEC 2017 - All rights reserved 5
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4 Symbols and abbreviated terms

A B

ai, az

BS2I

b, b;

C, CpL, CEcC
C

D, DpL, DEc
E

FE2I
FE20S
F(q)
G;Ga;Gb

GE20Sy

g: gl; ga; gb
9q-1
H

h(x, Lg)

I2FE
1208

12P
J,JoL JEC
K

KC 1.U

K1, Ko, ...

distinguishing identities of entities represented as octet strings

elliptic curve coefficients

a function that converts a bit string into an integer (described in Annex A)
bits (i.e. either 0 or 1)

functions for generating a key token based on a password and a key token fa

ctor

an integer satisfying1 <c<q-1
functions for generating a key token based on only a key token factor

an elliptic curve defined by two elliptic curve coefficients, a; and g5.For the pu
of this document, an elliptic curve is not only the set of points on the curv
also a group operation defined on these points as specifiedin ISO/IEC 15946

a function that converts a field element into an integerfdescribed in Annex 4

a function that converts a field element into an oc¢tet-string (described in Anr
the finite field with q elements
points of order r on E over F(q)

a function that converts a group elemeént into an octet string; when the gro
ement is a point on E, this functien converts the x-coordinate of the point in
octet string and ignores the y<coordinate (described in Annex A)

elements of multiplicative@rder r in F(q)
an element of multiplicative order g - 1 in F(q)

a collision-resistant hash-function taking an octet string as input and giving
string as output, e.g. based on one of the dedicated hash-functions specif
ISO/IEC 10%18-3[11]

a collision-resistant hash-function taking an octet string x and an integer
inputand giving a bit string of length L (in bits) as output, e.g. based on one
dedicated hash-functions specified in ISO/IEC 10118-3[11]

a function that converts an integer into a field element (described in Annex /

rpose
e, but
L1[13],

ex A)

lip el-
to an

F a bit
ed in

Ly as
Of the

)

a function that converts an integer into an octet string (described in Annex 4

)

a function that converts an integer into a point on the curve E (described in Annex A)

functions for generating a password verification element from a password

a function for deriving a key from a secret value and a key derivation parameter

an octet string of the constant value “KC_1_U" that literally means unilateral key

confirmation
secret keys established using a key establishment mechanism

the cofactor that is either the value (g — 1)/r in DL domain parameters or the
of #E/r in EC domain parameters

© ISO/IEC 2017 - All rights re
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Ly the length (in bits) of an established secret key

MAX a function that takes two integers as input and outputs the integer with a larger
value; if the two integers are identical, it outputs an error message

MIN a function that takes two integers as input and outputs the integer with a smaller
value; if the two integers are identical, it outputs an error message

M; an octet that is represented by values from 00 hex to FF hex

m an integer

mac(k, m) amessage authentication code (MAC) function taking a key k and a¥ariable-length
message m as input and giving a fixed-length output, e.g., by using onle of the MAC
algorithms specified in ISO/IEC 9797-2[10]

mod binary operation, where y = a mod b is defined to be the unique integer y satisfying
0 <y <band (a -y) is an integer multiple of b

n an integer

null an empty octet string with the byte length zero

0S2I1 a function that converts an octet string into an integer (described in Annex A)

04, 04’, o, 0p’

Pq, Py, ...

b, Di

R, R1pL, R1EC,
RopL|R2EC

SA, SB

bit strings, which are used to specify a key confirmation process
key derivation parameter octet strings
odd prime integers

the number of elements in the finite field F(q). In the EC setting, q is either p or 2m
for some integer m@& 1. In the DL setting, q is p.

NOTE 1 This document treats only a prime field or a binary field in the EC setting
and only a prime field in the DL setting, because these cases are widely used and
their secutity properties have been well-explored.

functions for deriving a random element from a password

the order of the desired group, which is a prime dividing either g 1 1 in the DL
setting or #E in the EC setting

key token factors of entities A and B, respectively, corresponding t
wy and wp. The key token factors should be generated at random fro

b key tokens
m a selected

range since this maximizes the difficulty of recovering the key tok

en factor by

T

V, Va, VB, VabpL,

Vaec, VepL, VBEC

W4, WB

collision-search methods. Methods of random number generation are specified in
ISO/IEC 18031[14].

a function for checking validity of a key token

functions for generating secret values

key tokens or password-entangled key tokens of entities A and B respectively, cor-
responding to key token factors s4 and sp; they are integers in the DL setting and
points in the EC setting

a secret value used to derive the keys; it is an integer in the DL setting and a point
in the EC setting

© ISO/IEC 2017 - All rights reserved 7
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T a password-based octet string which is generally derived from the following data
items: a) a password or a hashed password, b) identities for one or more entities,
¢) an identity of a communication session if more than one session may execute
concurrently, and d) a salt value and/or other data. All items except the first are
optional.

NOTE 2 Asaddressed in Reference [26], including entity and session identities in the
computation of w can prevent an unknown key-share attack. As further addressed
in Reference [6], putting these identities into the session key computation function
rather than in the computation of 7 can also avoid a number of attacks, including
the unknown key-share attack.

#E the number of points on the elliptic curve, E

[x] xY multiplication operation in the EC setting that takes an integer x and a paint Y ¢n the
curve E asinput and produces a point Zon the curve E,where Z= [x| x Y=Y+ Y H...+ Y
adding x - 1 times if x is positive. The operation satisfies [0] x ¥ =0 (the pdint at
infinity), and [-x] x Y = [x] x (-Y).

s-1

LIAY

{Bm-1, Bm-2, -}, Bo} an element of F(s™) where s is either p or 2, and f;is an intéger satisfying 0 < 3;

[l X ||Y denotes the result of the concatenation of octet'strings X and Y in the prder
specified. In cases where the result of concatenafiig two or more octet strings is
input to a cryptographic function as part of one of the mechanisms specified in
this document, this result shall be composed-so that it can be uniquely resplved
into its constituent octet strings, i.e. so that-there is no possibility of ambiguity in
interpretation. This latter property could be achieved in a variety of different vays,
depending on the application. For example, it could be guaranteed by a) fixinjg the
length of each of the octet strings throughout the domain of use of the mechanism,
or b) encoding the sequence gf\¢oncatenated octet strings using a method that
guarantees unique decoding; e:g. using the distinguished encoding rules dgfined
in ISO/IEC 8825-12].

Of the point at infinity eni the elliptic curve, E

5 Requi]]ements

It is assumed that the entities,ake aware of each other’s claimed identities. This may be achieved ljy the
inclusion of jdentities in information exchanged between the two entities, or it may be apparent{from
the context ¢f use of the mechanism.

It is assumefl that if/tlie entities are engaged in several sessions in parallel, the entities are awqre of
a unique segsion ideritity for each session. This may be achieved by the inclusion of session identities
in informatipn,exchanged between the entities, or it may be apparent from the context of use ¢f the
mechanism.

It is assumed that the entities are aware of a common set of domain parameters, which are used to
compute a variety of functions in the key establishment mechanism. Each mechanism can be used with
one of two different sets of domain parameters, depending on whether the mechanism operates over
the multiplicative group of values in F(q) or over the additive group of elements in an elliptic curve
defined over F(q). In the first case, the mechanism is said to operate in the DL (for “discrete logarithm”)
setting, and in the second case, the mechanism is said to operate in the EC (for “elliptic curve”) setting.
The selection of parameters for both cases is discussed in Annex C.

NOTE1 It is fundamentally important to the correct operation of the mechanisms that any domain
parameters are held correctly by each participant. Use by any party of accidentally or deliberately corrupted
domain parameters can result in compromise of the mechanisms, which could allow an unauthorized third party
to discover an established secret key.

The two sets of domain parameters are as follows.

8 © ISO/IEC 2017 - All rights reserved
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A set of DL. domain parameters consists of:

— F(q) aspecific representation of the finite field with q elements;

— q the number of elements in F(g), which is an odd prime integer;

— r the order of the desired group of elements from the finite field, which is a prime divisor of g - 1;

— g an element of multiplicative order rin F(q) [g is called the generator of a subgroup of r elements
in F(q);

— Jg1 anelement of multiplicative order g - 1 in F(q);

— K the value (g - 1)/r, also called the cofactor, satisfying k = 2 or k = 2p1p2.7p4 for primes
di>rni=12,..,¢t

A method of generating g4-1 can be found in Chapter 4 of References [18] and [22],
A setfof EC domain parameters consists of:

— H(q) aspecific representation of the finite field with q elements;

— ¢ the number of elements in F(gq), which is

-+ p,an odd prime integer, or

- 2m for some positive integer m = 1;
— d, az two elliptic curve coefficients, elements of ¥(q), that define an elliptic curve E;

an elliptic curve defined by two elliptic«curve coefficients, a; and ay. For the purpose of this
ocument, an elliptic curve is not only thesset of points on the curve, but also a grolip operation
efined on these points as specified in ISQ/IEC 15946-1[13]. It is defined by one of the fpllowing two
brmulae:

oleoleNv.l

- Y2 =X3 + a1X + ay over the field'F(p),

- Y2 + XY = X3 + a1 X2 + ap,over the field F(2m), together with an extra point O referfred to as the
point of infinity;

— #E the number of points on E;
— 1| the order of the desired group, which is a prime integer dividing #E;
— { acurve point of order r (G is called the generator of a subgroup of r points on E);

— K thexalue #E/r, also called the cofactor, satisfying k = 21 or k = 27p1p3...ps, for n ={0, 1, 2} and
grimesp;>ri=1,2, ..t

i Ko} 1€4l font Lic D c a4 14 2 1 : 1 0 " d ]
NOTEZ T tie€oOTactotr 1S A"[J“JA...IJ[, TOT9=\U &, zy ana primespr—171—= 1, z; -, {, alic tie K token check

function Tgc in 6.2.3.3 is used, small subgroup attacks (e.g. see Reference [21]) are possible.

When entities make use of a specified mechanism in the EC setting, it is assumed that the entities
are aware of the form of the point representation, i.e. a point is represented in either compressed,
uncompressed or hybrid form. For further information on point representations, see ISO/IEC 15946-1[13].

In many of the mechanisms specified in this document, one of the participants is required to select
a value at random from a given set of values, e.g. an integer from a specified range. This shall be
implemented using a random number generation method based on a random bit generation (e.g. one
of the methods in ISO/IEC 18031[14]) in such a way that the selected value is chosen uniformly (or near
uniformly) at random from the complete set of possible values. Furthermore, when prime numbers are
generated, it is assumed that the generation follows a secure method, e.g., using one of the methods in
ISO/IEC 18032[15].

© ISO/IEC 2017 - All rights reserved 9
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It is also assumed that the entities are aware of a common hash-function H, e.g. one of the dedicated
hash-functions specified in ISO/IEC 10118-3[11].

6 Password-authenticated key agreement

6.1 General

Clause 6 specifies five password-authenticated key agreement mechanisms. The first and second
mechanisms, specified in 6.2 and 6.3 respectively, are balanced password-authenticated key agreement
mechanisms, which require the two entities to share a weak secret. The third, fourth, and fifth
mechanismg] specified In 6.4, 6.5, and 6.6, respectively, are augmented password-authenticatef key
agreement mechanisms, which require one of the two entities to possess verification data for a jweak
secret knowh to the other entity.

All five password-authenticated key agreement mechanisms have the following initialisation prjocess
and key estaplishment process.

Initialisatign process: The two entities involved agree to use a set of valid domain parameters, afset of
key derivatipn parameters and a set of functions, all of which may be publicly known. The two entities
also agree tg use either a shared password-based weak secret which is knewn only to them, or shared
password-based information that means one entity has a password-based weak secret and the jother
entity has thle corresponding password verification data.

Key establishment process:

a) Generaté and exchange key tokens. The two entities involged’each randomly choose one or mortje key
token faftors associated with the domain parameters;ereate the corresponding key tokens, which
may be pssociated with the password or password*verification data (a key token associated with
the pasgword or password verification data is called a “password-entangled key token”), and then
make the key tokens available to the other entity:

b) Check vqlidity of key tokens. Depending on'the operations for producing key tokens in step 4), the
two entities involved each choose an appropriate method to validate the received key tokens based
on the dpmain parameters. If any validation fails, output “invalid” and stop.

c) Derive shared secret keys. The fwo entities involved each apply certain secret value derivation
functions to their own key .token factor, the other entity's key tokens and/or shared pasgword
or passyord verification data to produce a shared secret value. Each entity further applies f key
derivatipn function to the-shared secret value and the key derivation parameters, to derive dne or
more shpred secret keys:

d) Check kdy confirmation. The two entities involved use the shared secret keys established usirg the
above stleps to-corfirm their awareness of the keys to each other. This step is optional in Balgnced
Mechan]sms. and 2 but mandatory in Augmented Mechanisms 1, 2, and 3.

6.2 Balanced Key Agreement Mechanism 1 (BKAM1)

6.2.1 General

This key agreement mechanism is designed to achieve balanced password-authenticated key
agreement, which establishes one or more shared secret keys between entities A and B with joint key
control and prior sharing of a password-based octet string, 7. This mechanism provides mutual implicit
key authentication and, optionally, mutual explicit key authentication.

This mechanism works in both the DL and EC settings.

NOTE This mechanism is based on References [6] and [17] and the mechanism called {DL,EC}BPKAS-SPEKE
in Reference [8].
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6.2.2 Prior shared parameters

The key agreement between two entities A and B takes place in an environment where the two entities
share the following parameters:

a shared password-based octet string, m;

a set of valid domain parameters (either DL domain parameters or EC domain parameters) as
specified in Clause 5;

arandom element derivation function, R;

Rey tokem generation function, D;

jo5)

key token check function, T:
a session identity generation function, S;
a secret value derivation function, V;

a key derivation function, K;

jo5)

Boolean value, b, which indicates whether cofactor multiplication is desired. If b £ 1, cofactor
hultiplication is desired; otherwise it is not;

=

dne or more key derivation parameter octet strings {P1,Pg, ...}, where A and B shall agrfee to use the
same P; values;

the length of a shared secret key, L.

NOTE Cofactor multiplication is used to map a received key token into a valid group element, i.e{an element in
a selefted subgroup of order, r. b = 0 is only used in those mechanisms in which it is guaranteed that a received key
tokenlis a valid group element. A more detailed discussion of cofactor multiplication can be found in Reference [12].

6.2.3| Functions

6.2.3]11 Random element derivation function, R

The fandom element derivatioen function, R, takes an octet string, x, as input and produces a selected
group element written R(¥) as output. Balanced Key Agreement Mechanism 1 can be used with any of

the fallowing four R fungtions, R1pL, R1Ec, R2pL, and Rpgc:

R1pL is suitablefor use when the mechanism is used with the DL domain parameters, i.p. it operates

gver the multiplicative group of elements defined over F(q). Given the DL domain| parameters
(Including k and q) and an octet string input x, R1py, is defined as Formula (1):
Ruipr(x)’= (BS2I(H(x)))k mod g (1)

R1gc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(g). Given the EC domain
parameters (including k) and an octet string input, x, R1gc is defined as Formula (2):

Rikc(x) = 12P(BS2I(H(x))) (2)

RypL, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including g), two random elements in a subgroup of order r in F(q), g¢ and gp, and an octet string
input, x, Rzpy, is defined as Formula (3):

R2pL(x) = ga * gpBS21(HM) mod q (3)
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— Rpgcis suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters, two random elements of a subgroup of order r on E, G4, and Gp, and an octet string input,

X, Rogc is defined as Formula (4):

R2ec(x) =

Gq + [BS2I(H(x))] x Gp.

(4)

It is recommended that, if the result of R1py,(x) or RapL(x) is 1, or if the result of R1gc(x) or Raec(x) is O,
output "invalid" and stop. Based on the randomness property of the hash-function H, this case happens
with a negligible probability. However, even if operation of the mechanism is not terminated, there is
no known security weakness, because if the function R outputs the value 1 in the DL setting or the

point Og in t
function, T.

Functions B}
AnnexA.

NOTE Th
security assu
is faster than

6.2.3.2 K¢

The key tokg
another grot
with either g

Dpy, is st
over thg

(includipg q), and two inputs x from {1, ..., r - 1} and an integer y, the output of function R, }

defined

DpL(x,y)

DEc is su
over the
paramet
as Form

he EC setting without stopping, the protocol will abort when running the key token

b21 (Bit String to Integer conversion) and I12P (Integer to Point conversion) arie.descrik

e four choices for the function R allow for different performance characteristics and dif]
mptions. Regarding performance, R permits use where k >> r, but when using a small cofacto|
Ro.

y token generation function, D

bn generation function, D, takes an integer x and a group element y as input and pro
ip element written D(x, y) as output. Balanced KeylAgreement Mechanism 1 can be
f the following D functions, Dpy, and Dgc:

itable for use when the mechanism is used with the DL. domain parameters, i.e. it opg
multiplicative group of elements defined over F(g). Given the DL domain param

hs Formula (5):

=yXmod q

itable for use when the mechanism is used with the EC domain parameters, i.e. it op¢

additive group of elemhents in an elliptic curve defined over F(q). Given the EC dd
ers, and two inputs x from {1, ..., r - 1} and a point Y the output of function R, Dgc is de
1la (6):

Dgc(x, Y)

6.2.3.3 Ke
The key toke

[x] xY

v token:check function, T

ncheck function, T, takes a group element x as input and produces a Boolean value w

rheck

ed in

ferent
r k, R1

Huces
used

rates
eters
DpL is

(5)

rates
main
fined

(6)

ritten

T(x) as output. Balanced Key Agreement Mechanism 1 can be used with either of the following T
functions, Tpy, and Tgc:

TpL is suitable for use when the mechanism is used with the DL. domain parameters, i.e. it operates

over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and a data string x, Tpy, is defined as follows:

— if x does not represent an integer, Tpy(x) = 0;

ifx<1, TppL(x) =0;

— ifx=2q-1, TpL(x) = 0;
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— else, TpL(x) = 1.

— Tgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(g). Given the EC domain
parameters (including Og), a value n € {0, 1, 2}, such that k = 27p1p>...pr and a data string X, Tgc is
defined as follows:

— if Xdoes not represent a point on E, Tgc(X) = 0;
— if[21] x X = Og, Tgc(X) = 0;
— else, Tec(X) = 1.

NOTE By checking [27] x X # Of, one can avoid a data string X whose order is smaller than r

6.2.3|14 Session identity generation function, S

The gession identity generation function, S, takes as input two distinguishing identitief of entities,
reprgsented as octet strings 4 and B, two group elements x and y, and optiénally two texts|represented
as octet strings textl and textZ2, and produces an integer written S(4, B, x, J, text1, text2) ag output. The

functiion S is defined as Formulae (7), (8), and (9):

s4 = BS2I(H(A||GE20Sx(x)||text1)) (7)
sg = BS2I(H(B||GE20Sx(y)||text2)) (8)
S[A, B, x,y, textl, text2) = MAX(sa, sB)||MIN(s4, SB) 9)

6.2.3|5 Secret value derivation function

The secret value derivation function, V, takes an integer x, a selected group element y and a Boolean value
b as Input and produces another group'element written V(x, y, b) as output. Balanced Ke}y Agreement
Mechlanism 1 can choose one of the'following V functions, Vp, and Vgc:

— WpL is suitable for use whenthe mechanism is used with the DL. domain parameters, i.g. it operates
gver the multiplicative group of elements defined over F(q). Given the DL domain| parameters
(ncluding k and q), and three inputs, x from {1, ..., r = 1}, y from {2, ..., ¢ - 2}, and b from {0, 1}, Vp is
defined as Formula [10):

Vh(xy, b) 53¢ mod g (10)

— Wgc is~suitable for use when the mechanism is used with the EC domain parameters, i.¢. it operates
dvetrthe additive group of elements in an elliptic curve defined over F(q). Given th¢ EC domain

arameters ﬁnrlnﬂlnn' Iﬂ and three lhnnfc x from I‘l = 1}' 2 pninf V(i nE) onthedurve Eand b
from {0, 1}, VEC is deflned as Formula 111)
Vel Y,b) = [kb*x] x ¥ (11)

6.2.3.6 Key derivation function, K

The key derivation function K takes an octet string x, a length (in bits) Lk of the output of function
K, and a key derivation parameter octet string P from {P1, Py, ...} as input, and produces a bit string
written K(x, P, Lx) as output. Balanced Key Agreement Mechanism 1 makes use of a one-way function as
Function K, i.e., given x, P and Lk as input, K is defined as Formula (12):

K(x, P, Lg) = h(x||P, Lk) (12)
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NOTE The value of Lk is dependent on applications using the derived key. If the output of the key derivation

function, K, is
mechanism.

6.2.4 Key

used as a key for a symmetric cipher, the value of Lk is the key length of a specific symmetric cipher

agreement operation

This mechanism involves both A and B performing a sequence of up to four steps, numbered A1-A4 and
B1-B4 (for the steps to be followed by A and B, respectively). Steps A3, A4, B3, and B4 are optional.

Key token construction (A1)

A performs

e following steps:

— compute
— choose 3
— computg
— make w;

Key token c

B performs the following steps:

— compute
— choose 3
— compute

— make wy

Shared secret key derivation method (A2)

A performs t
— receive )
— checkv{
— computg
— computg

— compute
secret k

g1 = R(m) as the base of its key token;

n integer s4 randomly from {1, ..., r - 1} as its key token factor;
wy = D(s4, g1) as the key token;

available to B.

pnstruction (B1)

g1 = R(m) as the base of its key token;
n integer sp randomly from {1, ..., r - 1} as its key €oKen factor;
wp = D(sp, g1) as the key token;

available to A.

he following steps:

wp from B;

lidity of wp using T(wpg)+if T(wp) = 0, output "invalid" and stop; otherwise, carry on;
z = V(s4, wp, b) as-ashared secret value;

sID = S(A, B, wxwp, null, null) as the session identity;

K; = KA20S(sID)||GE20Sx(z), P;, Lk) for each key derivation parameter, P; as a slhared
Y.

Shared sec1]et Key derivation method (B2)

B performs the following steps:

— receive wy from 4;

— checkvalidity of wy using T(wy): if T(wy) = 0, output "invalid" and stop; otherwise, carry on;

— compute z = V(sp, wy, b) as a shared secret value;

— compute sID = S(B, A, wp, wa, null, null) as the session identity;

— compute K; = K(120S(sID)||GE20Sx(z), P;, Lx) for each key derivation parameter, P; as a shared

secret key.

NOTE1 No special ordering of steps A1 and B1 or A2 and B2 is specified, other than that logically required by

the need to compute a value before using it, i.e., A2 and B2 happen after A1 and B1.

14
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NOTE 2  The session identity added into the key derivation function input is used to avoid the impersonation
and the key-malleability attacks addressed in Reference [6].

Key confirmation method (A3 and B3) (optional)

A performs the following steps (A3):

— compute o4 = H(A||B||GE20Sx(w4)||GE20Sx(wg)||GE20Sx(2)||GE20Sx(g1));
— make oy available to B.

B performs the following steps (B3):

— receive o4 from 4;

— qompute 04" = H(A||B||GE2Z0Sx(w4)||GE20Sx(wg)||GE20Sx(2)||GE20Sx(g1));
— dheckifog # 04’, output "invalid" and stop.

Key ¢onfirmation method (B4 and A4) (optional)

B perfforms the following steps (B4):

— gompute op = H(B||A||GE20Sx(wp)||GE20Sx(w4)||GE20Sx(2)||GE20Sx(g1));
— make op available to A.

A performs the following steps (A4):

— rpceive og from B;

— dompute op' = H(B||A||GE20Sx(wg)||GE20S x(w4)||GE20Sx(2)||GE20Sx(g1));
— dheckif op # op’, output "invalid" and stop-

Function GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE3  Entities A and B are free to choose A3 and B3, or B4 and A4.
6.3 |Balanced Key Agreement Mechanism 2 (BKAM2)

6.3.1] General

This |mechanism.is designed to achieve balanced password-authenticated key agreement, which
establishes oné/er more shared secret keys between entities A and B with joint key|control and
prior| sharing._of a password-based octet string, 7. This mechanism provides mutual |implicit key
authdntication and, optionally, mutual explicit key authentication. In this mechanism, it is §ssumed that
the oftet string, «, is derived from a password, e.g. a password in its plaintext form or 3 hash of the
password—Additional-data{e-g—anentityidentity-a—sesstontidentity-andfo 55 e optionally
included in the definition of the octet string, 7.

This mechanism works in both the DL and EC settings.
NOTE This mechanism is based on the ]J-PAKE scheme of Reference [5]. An independent analysis of

J-PAKE with security proofs in a formal model with algebraic adversaries and random oracles can be found in
Reference [1].

6.3.2 Prior shared parameters

Key agreement between two entities A and B takes place in an environment in which the two entities
share the following parameters:

— ashared password-based octet string, m;
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— asetofvalid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

— arandom key token factor generation function, R;

— arandom non-identity key token factor generation function, N;

— anon-identity key token check function, U;

— akey token generation function, D;

— azero-knowledge proof generation function, Z;

— azero-k
— akey tol
— asecret
— akeyde

— one or nj
same va|

— theleng
6.3.3 Fun

6.3.3.1 Al

The random
the DL settix
from {1, .., r

6.3.3.2 A}

The random
token factor
returns a ral

howledge proof check function, M;
ken combination function, C;

value derivation function, V;
rivation function, K;

ore key derivation parameter octet strings {P1, Py, ...}, where A and'B shall agree to us
lues;

th of a shared secret key, Lg.
ctions

random key token factor generation function, R

e the

key token factor generation function, R, produces a random key token factor as output. In

g, it returns a random value from {0, .5 - 1}. In the EC setting, it returns a random
-1}

random non-identity key toket factor generation function, N

non-identity key token factor generation function N produces a random non-identit]
as output. In the DL setting, it returns a random value from {1, ..., r — 1}. In the EC sett
ndom value from {1, +.., r - 1}.

6.3.33 A

on-identity keytoken check function, U

The non-idemtity key token check function, U, takes a group element y as input and produces a Bo

value writt

U(y)-as)output. In the DL setting, UpL(y) returns 1 if y # 1 and 0 otherwise. In t

setting, Ugc(ly) returhs 1 if y # O and 0 otherwise.

value

y key
ng, it

olean
he EC

6.3.3.4 Keytokengenerationfunction; B

The key token generation function, D, takes an integer x and a group element y as input and produces
another group element written D(x, y) as output. Balanced Key Agreement Mechanism 2 can be used
with either of the following D functions, Dpy, and Dgc:

— Dpy is suitable for use when the mechanism is used with the DL. domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and two inputs x from {0, ..., r — 1} and an integer y, the generator of the group, Dpy, is

defined as Formula (13):

DpL(x,y)

16

=yXmod q
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— Dgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters, and two inputs x from {1, ..., r = 1} and a point Y the generator of the group, Dgc is

defined as Formula (14):

D

6.3.3.

Ec(e V) =[x] x Y

5 A zero-knowledge proof generation function, Z

(14)

The zero-knowledge proof generation function, Z, takes an integer, two group elements and an entity

identity

Balar

< o OO N

wher

NOTEH
in oth

regisffration procedure where more contextual information such as the issuer name, timestamps ar

to be

6.3.3

The 7
Z fun|

ced Key Agreement Mechanism 2 can be used with either of the following Z functions

DL is suitable for use when the mechanism is used with the DL domain parameéters, i.
ver the multiplicative group of elements defined over F(q). Given the DL>domain
ncluding q), and five inputs, namely, an integer x from {0, ..., r - 1}, a group,element y as ]
f the group, a group element u from the output of the function D(x, ), the'identity of {
enerates the zero-knowledge proof and an optional octet string text)Zpy, chooses a raf
from {0, ..., r - 1}, computes W = yv mod q and returns Formula (15):

bL(X, , u, ID, text) = (W, t)

e t=v-x*cmodrand c = H(GE20Sx(y)||GE20Sx(W)||GE20Sx(u)||ID||text).

Ec is suitable for use when the mechanism is used with the EC domain parameters, i.
ver the additive group of elements in an elliptic curve defined over F(q). Given th
arameters, and five inputs, namely an integet~x from {1, ..., r — 1}, a point Y as the
he group, a group element U from the output of the function D(x, Y), the identity of t

from {1, ..., r - 1}, computes W = [v] x X and returns Formula (16):
c(x, Y, U, ID, text) = (W, t)

e t=v-x*cmodrand c =.H(GE20Sx(Y)||GE20Sx(W)||GE20Sx(U)||ID]|text).

The optional text is included in the definition above for flexibility, as the same function
er security applications, e.g. to prove the possession of a long-term private key during t

ncluded in the hash function.

6 A zero-knowledge proof check function, M

erofknowledge proof check function, M, takes a group element, a tuple from the d
ction, a generator of the group, and an entity identity as input and produces a Bool

r as output.
ZpL, and Zgc:

b, it operates
parameters
he generator
he user who
idom integer

(15)

. it operates
b EC domain
generator of
he user who

enerates the zero-knowledge proof and@n-optional octet string text, Dgc chooses a raipjdom integer

(16)

can be useful
he public key
d so on needs

utput of the
ean value as

outp

T. Balanced Key Agreement Mechanism 2 can be used with either of the followingt

Mpy, and Mgc:

vo functions,

— Mpy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(g). Given the DL domain parameters
(including g), and six inputs, namely, a group element x, a tuple (I, t) from the output of the Z
function, a generator g, the identity ID of the entity who generated the zero-knowledge proof and an
optional octet string text, Mpy, is defined as follows:

— if x does not represent an integer, Mpy(x, W, t, g, ID, text) = 0;

— ifx<0,MpL(x, W, t, g, ID, text) = 0;

— ifx=q-1,MpL(x, W, t, g, ID, text) = 0;
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— ifx"# 1 mod q, MpL(x, W, t, g, ID, text) = 0;

— if gt* x¢# Wmod q where c = H({GE20Sx(g)||GE20Sx(W)||GE20Sx(x)||ID||text), MpL(x, W, t, g, ID,
text) = 0;

— else, MpL(x, W, t, g, ID, text) = 1.

Mk is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including Og), the cofactor k, and six inputs, namely a group element X, a tuple (I, t)
from the output of the Z function, a generator G, the identity ID of the entity who generated the zero-
knowledge proof and an optional octet string text, Mgc is defined as follows:

— if X foes not represent a point on E, Mgc(X, W, ¢, G, ID, text) = 0;
— if [k] x X = 0g, Mgc(X, W, t, G, ID, text) = 0;

— if[t] x G + [c] x X # W where ¢ = H{GE20Sx(G)||GE20Sx(W)||GE20Sx(X)||ID||¢8xt), Mec(X, V
ID, text) = 0;

[

t, G,

— else| Mgc(X, W, t, G, ID, text) = 1.

NOTE THe zero-knowledge proof check function defined in the DL setting does not exclude x =| 1. In
applications yhere the input x is not allowed to be the group identity, there.should be an additional check to

ensure x # 1.

6.3.3.7 A key token combination function, C

The key tokgn combination function, C, takes three key tokéns as input and produces a new key token as
output. Balahced Key Agreement Mechanism 2 can be used with either of the following two funcfions,

CpL, and Cgc:

6.3.3.8 Serrét value derivation function, V

Cpy is syitable for use when the mechanism istused with the DL domain parameters, i.e. it opqrates
over thg¢ multiplicative group of elements‘defined over F(q). Given the DL domain parameters
(including q), three inputs, namely, group elements x, y and z, Cpy, is defined as Formula (17):

CpL(x,y ) =x*y*zmodq 17)
Crkc is syitable for use when the'mechanism is used with the EC domain parameters, i.e. it opgrates

over thg additive group ¢f\elements in an elliptic curve defined over F(q). Given as input the EC
domain parameters and three group elements X, Y and Z, Cg¢ is defined as Formula (18):

Cec(X, Y,[2) =X+ Y&Z (18)

The secret value derivation function, V, takes a group element x, a group element y, an integer ¢ and
an integer d as input and produces another group element written V(x, y, ¢, d) as output. Balanced Key
Agreement Mechanism 2 can choose one of the following V functions, Vpr, and Vgc:

18

VpL is suitable for use when the mechanism is used with the DL. domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including kand q), and four inputs, a group element x, a group elementy, an integer cfrom {1, ...,r- 1}
and an integer d from {1, ..., r — 1}, Vpy, is defined as Formula (19):

VoL(x.y, ¢, d) = (x / y9)9mod (19)

VE( is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
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parameters (including k), and four inputs, a point X on the curve, a point Y on the curve
from {1, ..., r - 1} and an integer d from {1, ..., r - 1}, Vgc is defined as Formula (20):

Vec(X, Y, ¢, d) = [d] x (X - [c] x ¥)

6.3.3.9 Key derivation function, K

-4:2017(E)

,an integer ¢

(20)

The key derivation function, K, takes an octet string x, a length (in bits) Lk of output of function K, and
a key derivation parameter octet string P from {P1, Py, ...} as input, and produces a bit string written

K(x, P, Lg) as output. Balanced Key Agreement Mechanism 2 makes use of a one-way

function as

Function i ie-givenx P and LasinputKisdefinedas lormula (211
K|(x, P, L) = h(x || P, Lg)
NOTH The value of L is dependent on applications using the derived key. If the output of the }

function, K, is used as key for a symmetric cipher, the value of Lk is the key length of a specific sym
mechanism.

6.3.4] Key agreement operation

This mechanism involves both A and B performing a sequence of'up to four steps, numbere
B1-B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Round-1 key token construction (A1)
A perfforms the following steps:
— dhoose a random integer x47 as its first key token factor by calling the R function;

— dhoose arandom integer x4 its second key token factor by calling the N function;

|
(@)

ompute X417 = D(x41, g) as the firstKey token with g being the generator;

|
Q

ompute Xa2 = D(x42, g) as the seeond key token with g being the generator;

(21)

tey derivation
metric cipher

d A1-A4 and

lge of x47 for

— gompute (Way, ta1) = Z(xaing; Xa1, 4, null) as the zero-knowledge proof for the knowleq
the key token X471;

— dompute (Waz, taz)=Z(xaz2, g, Xa2, A, null) as the zero-knowledge proof for the knowledlge of x4 for
the key token X42;

— make X1, Xa2, (Way ta1) and (Wyp, taz) available to B.

Rournd-1 Key token construction (B1)

B perfferms the following steps:

— choose arandom integer xp; as its first key token factor by calling the R function;
— choose a random integer xp; as its second key token factor by calling the N function;
— compute Xp; = D(xp1, g) as the first key token with g being the generator;

— compute Xpz = D(xp2, g) as the second key token with g being the generator;

— compute (Wpy, tp1) = Z(xB1, g, XB1, B, null) as the zero-knowledge proof for the knowledge of xp; for

the key token Xps;

— compute (Wgyp, tg2) = Z(xB2, g, Xp2, B, null) as the zero-knowledge proof for the knowledge of xp, for

the key token Xpp;

— make Xp1, Xp2, (W1, tp1) and (Wpp, tpz) available to B.
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Round-2 key token construction (A2)

A performs the following steps:

receive Xpi, X2, (Wpj, tp1), and (Wpp, tp2) from B;

check that Xp is not an identity element using U(Xpy): if U(Xp2) returns 0, output "invalid" and stop;
otherwise, carry on;

check validity of Xp; and (Wpy, tp1) using M(Xpz, W1, tp1, g, B, null): if M(Xpz, Wp1, t1, g, B, null)

returns

0, output "invalid" and stop; otherwise, carry on;

check va3
returns

computg

check th
otherwi

computg
computg

computg
the key {

make X4

Round-2 Ke|

B performs the following steps:

receive )

check th
otherwi

check v4
returns

check v4
returns

computg

check th
otherwi

tidity of Xgzamd W, tp)y using MtAEz, W t5z, g B, oty it MK s, Weotoo o B
0, output "invalid" and stop; otherwise, carry on;

ga = C(Xa1, Xp1, Xp2) as a new generator;

at g4 is not an identity element using U(ga): if U(ga) returns 0, output *invalid" and
se, carry on;

x43 = BS2I(m) * x42 mod r as a new key token factor;
X43=D(x43,g4) as a new key token with g4 being the generator;

(Wa3, taz) = Z(x43,94, Xa3, A, null) as the zero-knowledge\proof for the knowledge of x
oken X43 with g4 being the generator;

3 and (Wy3, t43) available to B.

v token construction (B2)

K41, Xa2, (Waz, ta1) and (Wap, ta2) fromr#;

at X427 is not an identity elementusing U(Xa2): if U(X42) returns 0, output "invalid" and
5e, carry on;

lidity of X47 and (Way, ta1) using M(Xa1, Way, tai, g, A, null): if M(X41, Way, ta, g, A
0, output "invalid" and stop; otherwise, carry on;

lidity of X42 and((Waz, taz) using M(Xaz, Waz, taz, g, A, null): if M(Xa2, Waz, taz, g, A
0, output "invalid™and stop; otherwise, carry on;

9B = C(XB1)-Xa1, X42) as a new generator;

at gpis'not an identity element using U(gp): if U(gp) returns 0, output "invalid" and
Ke,carry on;

null)

stop;

13 for

stop;

null)

null)

stop;

compute Xp3 = BSZI(7) ™ Xp2 mod 7 aS a new Key token factor;

compute Xp3 = D(xp3, gp) as a new key token with gp being the generator;

compute (Wpg3, tg3) = Z(xB3, gB, XB3, B, null) as the zero-knowledge proof for the knowledge of xp3 for
the key token Xp3 with gp being the generator;

make Xp3 and (Wpg3, tg3) available to B.

Shared secret key derivation (A3)

A performs the following steps:

— receive Xp3 and (Wp3, tp3) from B;

20
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— compute gp = C(Xp1, Xa1, X42) as a new generator;

— check that gp is not an identity element using U(gp): if U(gp) returns 0, output "invalid" and stop;
otherwise, carry on;

— checkvalidity of Xpz and (Wp3, tp3) using M(Xp3, Wp3, tp3, 9B, B, null): if M(Xp3, Wg3, tg3,9B, B, null) =0,
output "invalid" and stop; otherwise, carry on;

— compute z = V(Xp3, Xp2, X43, X42) as a shared secret value,

— compute K; = K(GE20Sx(z), P;, Lk) for each key derivation parameter, P;, as a shared secret key.

Shar

ey derivatiomr {B3)

B performs the following steps:
— receive Xg3 and (Wy3, ta3) from A4;
mpute g4 = C(X41, Xp1, Xp2) as a new generator;

eck that g4 is not an identity element using U(g4): if U(g4) returns*0, output "invalld" and stop;
therwise, carry on;

eck validity of X3 and (Wa3, ta3) using M(Xa3, Wa3, tas, g4, null): if M(Xa3, Wa3, ta, ga, A, null)
0, output "invalid" and stop; otherwise, carry on;

mpute z = V(Xa3, X42, X3, Xp2) as a shared secret value;
mpute K; = K(GE20Sx(2), Pj, L) for each key detivation parameter, P;; as a shared sedret key.

key confirmation method defined below, itis'assumed that a set of secret keys has been derived
ing the steps in A3 and B3) by varying the key derivation parameter, P;. Among the keys derived
by A,|one key is for explicit key confirmatiomand is denoted as K4¢; similarly, the key derjved by B for
expligit key confirmation is denoted as Kge» Both keys are used in the key confirmation method below.

Key ¢onfirmation (A4 and B4) (optional)
A performs the following steps.(A4):

— dompute o4 = mac(Kac, KE1_U||A||B||GE20Sx(X41)||GE20Sx(X42)||GE20Sx(XB1)||GE208x(XB2));
— nmmake oy availabletoB.

B perfforms the follewing steps (B4):
— rpceive og from 4;

— dompute o4’ = mac(Kpc, KC_1_U||A||B||GE20Sx(X41)||GE20Sx(Xa2)||GE20Sx(Xp1)||GE205x(XB2));

— cheekifogr+oroutput—invatid—and-stop-
Key confirmation (B5 and A5) (optional)

B performs the following steps (B5):

— compute op = mac(Kpc, KC_1_U||B||A||GE20Sx(Xp1)||GE20Sx(XB2)||GE20Sx(X41)||GE20Sx(X42)), and
— make op available to A.

A performs the following steps (A5):

— receive og from B;

— compute og'= mac(Kac, KC_1_U||B||A||GE20Sx(Xp1)||GE20Sx(Xp2)||GE20Sx(Xa1)||GE20Sx(X42));
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op # og', output "invalid" and stop.

20Sx (Group Element to Octet String conversion) is described in Annex A.

Entities A and B are free to choose A4 and B4, or B5 and A5.

6.4 Augmented Key Agreement Mechanism 1 (AKAM1)

6.4.1 Gen

eral

This mechanism is designed to achieve augmented password-authenticated key agreement, which

establishes

the mechan
correspondi
mutual key 3

This mecharn

NOTE1l In
clientand B ¢

NOTE2 Th

pTie ol more shared Secret Keys between entities A and B with joint Key CODir
sm, A has a password-based octet string, m, and B has password verification ‘d
hg to m. This mechanism provides unilateral explicit key authentication, and\optic
uthentication.

ism works in the DL setting.

applications using augmented password-authenticated key agreement, A could play the ro
puld play the role of a server.

is mechanism is based on Reference [27] and the mechanism called-DLAPKAS-SRP6 in Referen|

6.4.2 Prigr shared parameters

The key agr
following pa
— asetofl
a passw

a passw
derivati

a key tol
a passw
two sect
a key de

one or 1
same P;

an integ

the leng

eement between two entities A and B takes place“in an environment consisting
fameters:

L domain parameters, including g4-1 and g,'specified in Clause 5;
brd-based octet string m used by 4;

ord verification element, v = J(m)..4Sed by B, where J is a password verification ele
bn function;

xen generation function, D, used by 4;

brd-entangled key token-generation function, C, used by B;
et value derivatipnfunctions, V4 and Vp, one for each entity;
Fivation function, K;

ore key derivation parameter octet strings {P1, P2, ...}, where A and B shall agree to u
value;

pl. In
ata v
nally

e of a

ce [8].

f the

ment

e the

e, defined as ¢ = (BS2I(H(1205(g4-1)1[120S(g))) mod g;

th of a shared secret key, L.

Functions BS2I (Bit String to Integer conversion) and 120S (Integer to Octet String conversion) are
specified in Annex A.
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Functions

6.4.3.1 Password verification element derivation function, J

-4:2017(E)

The password verification element derivation function, J/, takes a password-based octet string, m, as
input and produces an integer written /() as output. Augmented Key Agreement Mechanism 1 can be
used with the following J function:

— Given DL domain parameters (including g4-1 and q) and a password-based octet string input 7, ] is

Func

6.4.3

defined as Formula (22):

]("T) = gq_lRQ')I(H(WD med

o
TOU(

ion BS2I (Bit String to Integer conversion) is described in Annex A.

2 Key token generation function D

The ley token generation function D takes an integer x from {1, ..., ¢ —-)2}*as input, and
integpr written D(x) as output. Augmented Key Agreement Mechanism(1 can be used with {
D function:

6.4.3

The
from

iven DL domain parameters (including g4-1 and q) and andnput x from {1, ..., q - 2}, D

¢
Hormula (23):

D|(x) = gq-1¥ mod q

3 Password-entangled key token generation function C

assword-entangled key token generatigh function C takes three inputs, the integer ¢
{1, .., g - 2} and an output of the password verification element derivation function

prodiices an integer written C(x, v, ¢) as.output. Augmented Key Agreement Mechanism 1

with

b)

the following C function:

Given the DL domain paramegters (including gq-1 and q), and three inputs, the integ
1, ..., g — 2} and the outputof / function v, C is defined as Formula (24):

—

Clx,v,c) =v*c+gg1¥mod q

4 Secretvalue derivation functions, V4 and Vg

The secret/value derivation function, Vy, takes six inputs, the integer c, a password|
string 7, an integer x4 from {1, ..., ¢ -2}, an integer v that is the output of the password
dlement derivation J, an integer y4 that is the output of the key token generation fur

produces an integer written V4(c, m, x4, v, y4, ¥B) as output.

(22)

produces an
he following

is defined as

(23)

an integer x

v = J(m), and
can be used

rer ¢, x from

(24)

tbased octet

verification
ction D, and

yaction C, and

The secret value derivation function, Vp, takes four inputs, an integer xp from {1, ..., ¢ — 2}, an integer

v that is the output of the password verification element derivation J, an integer y4 that

is the output

of the key token generation function D, and an integer yp that is the output of the password-entangled
key token generation function C, and produces an integer written Vg(xp, v, ¥4, ¥B) as output.

V4 and Vp satisfy the condition Vy(c, 7, x4, v, ¥4, ¥B) = VB(xB, V, V4, VB)-
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Augmented Key Agreement Mechanism 1 can be used with the following V4 and Vp functions:

a) Given the DL domain parameters (including gq4-1 and q), the integer ¢, a password-based octet string
7, an integer x4 from {1, ..., ¢ - 2}, an output of J function v, an output of D function y4, and an output
of C function yp, V4 is defined in the following steps:

— compute uq = BS2I(H(m));
— compute up = BS2I(H(120S(y4)||120S(y5)));
— compute Vy(c, , x4, v, ¥4, VB) = (¥yp - v * ¢)(x4 +ug *uz) mod q.

b) Givent T > =25 tput
of J fun¢tion v, an output of D function y4, and an output of C function yp, Vp is defined\in the
followinlg steps:

— compute u = BS2I(H(120S(y4)||120S(y5)));
— compute Vp(xp, v, y4,¥B) = (ya * v¥)Xp mod q.

Functions 140S (Integer to Octet String conversion) and BS2I (Bit String te-Integer conversion) are

described in|Annex A.

6.4.3.5 Kdy derivation function, K

The key derivation function K is the same as defined in 6.2.3.6.

6.4.4 Keyjagreement operation

This mecharlism involves both A and B performing a sequénce of up to four steps, numbered A1-A# and

B1-B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key token cpnstruction (A1)

A performs the following steps:

— choose dn integer s4 randomly fromr {1, ..., g - 2} as its key token factor;

— computg wy = D(s4) as its key token;

— make wj available to B.

Password-entangled key.token construction (B1)

B performs the following steps:

— receive Wy from 4;

— check if t<wz<g—tholds ot output-“invatid“and-stop; otherwisecarryom

— choose an integer sp randomly from {1, ..., g - 2} as its key token factor;

— compute wp = C(sp, v, ¢) as its password-entangled key token;

— make wpg available to A.

Shared secret key derivation (A2)

A performs the following steps:

— receive wg from B;

— checkif1 <wp < g -1 holds, if not, output “invalid” and stop; otherwise, carry on;
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— compute z = V4(c, , S4, v, wa, wp) as an agreed secret value;
— compute K; = K(120S(z), P;, Lx) as a shared secret key for each key derivation parameter, P;.
Shared secret key derivation (B2)

B performs the following steps:

— compute z = Vp(sp, v, wa, wp) as an agreed secret value;

— compute K; = K(120S(z), P;, Lk) as a shared secret key for each key derivation parameter, P;.
Key cenfirmation {43 and B3} (mandatory]
A perfforms the following steps:

— dompute o4 = H(120S(4)||120S(w4)||120S(wp)||120S(2)||120S(v));

— n1hake oy available to B.

B performs the following steps:

— r1pceive o4 from A4;

— dompute 04’ = H(120S(4)||120S(w)||120S(wp)||120S(2)||1208));
— dheckif o4 # 04’, output "invalid" and stop.

Key ¢onfirmation (B4 and A4) (optional)

B perfforms the following steps:

— dompute og = H(120S(3)||120S(w4)||120S (wg)|[120S(2)||120S (v));
— make op available to A.

A perfforms the following steps:

— rpceive op from B;

— dompute op” = H(120S(3)[[120S(w4)||120S(wp)||120S(2)|[120S(v));
— dheckif op # op’, output "invalid" and stop.

Entity B shall verifythe entity A's proof of knowledge of the agreed key before revealing anyinformation
derived from the.agreed key. Therefore, A3/B3 shall be done before B4/A4, if the latter is performed.

Function [20S (Integer to Octet String conversion) is described in Annex A.

6.5

6.5.1 General

This mechanism is designed to achieve augmented password-authenticated key agreement, which
establishes one or more shared secret keys between entities A and B with joint key control. In the
mechanism, A has a password-based octet string m and B has password verification data v corresponding
to m. This mechanism provides unilateral explicit key authentication, and optionally mutual key
authentication.

This mechanism works in both the DL setting and the EC setting.

NOTE1 In applications using augmented password-authenticated key agreement, A could play the role of a
client and B could play the role of a server.
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NOTE 2  This mechanism is based on References [19] and [20] and the mechanism called {DL, EC}APKAS-AMP
in Reference [8].

6.5.2 Prior shared parameters

The key agreement between two entities A and B takes place in an environment consisting of the

following pa

rameters:

— asetofvalid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

— apassw

— a passw
derivati

— akey tol
— apasswi
— akey tol
— two secl
— akeyde

— oneorn
same P;

— theleng

6.5.3 Fun

6.5.3.1 Password verification element derivation function, J

The passwo
input and pr

Agreement Mechanism 2 can be used.with either of the following two J functions, Jpr, and Jgc:

— JpLissu
over thg

(includipg g and q), and:a password-based octet string, m, Jp|, is defined as Formula (25):

JoL(m) = ¢

— JEcis su

ord-hased octet string, m, used hy 4;

ord verification element, v = J(r) used by B, where J is a password verification ele
bn function;

xen generation function, D, used by 4;

brd-entangled key token generation function, C, used by B;
ken check function, T¢

et value derivation functions, V4 and Vp, one for each entity;
rivation function, K;

ore key derivation parameter octet strings {P1, P2,5¢, where A and B shall agree to us
value;

th of a shared secret key, Lg.
ctions
Fd verification element derivation function J takes a password-based octet string,

oduces a selected group_€element defined over F(q) written /() as output. Augmente

table for use whenithe mechanism is used with the DL domain parameters, i.e. it op4
multiplicative~group of elements defined over F(g). Given the DL domain param

yBS21(H(mNmod q

tablefor use when the mechanism is used with the EC domain parameters, i.e. it opd

ment

e the

T, as
H Key

rates
eters

(25)

rates

over the

Additiva arann Af alamaontce 1n an allintic cnvvun dafinad Avuar E(n‘\ Civan tha EC Add
oororrerv e Ot O It T o CInpaTc car v oottt oy e ACEPR AT mm e sy = )

demain

parameters (including G), and a password-based octet string, m, JEc is deflned as Formula (26):
Jec(m) = [BS21(H(m))] x G

Function BS2I (Bit String to Integer conversion) is described in Annex A.

26
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The key token generation function, D, takes an integer x from {1, .., r — 1} as input, and produces a
selected group element written D(x) as output. Augmented Key Agreement Mechanism 2 can be used
with either of the following two D functions, Dpy, and Dgc:

— Dpy is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including g and q), and an input x from {1, ..., r - 1}, Dpy, is defined as Formula (27):

6.5.

The
{1,.

group element written C(x, v, y) as output. Augmented Key Agreement Mechanism 2 can |

eith

DpL(x) = g¥mod q

L
a
B
D

3

e

| o 2 Ve W o Ml an

| TS OO

Ec is suitable for use when the mechanism is used with the EC domain parameters, i.
ver the additive group of elements in an elliptic curve defined over F(q). Given th
arameters (including ), and an input x from {1, ..., r = 1}, Dgc is defined as Fermula (2

Ec(x) = [x] x G

3 Password-entangled key token generation function, C

bassword-entangled key token generation function, C, takes three inputs, an int
r — 1}, an output of J function v (or /), and an output of D fufiction y (or Y), and produd

- of the following C functions, Cpy, and Cgc:

pL is suitable for use when the mechanism is used with the DL domain parameters, i.
ver the multiplicative group of elements defined over F(q). Given the DL domain
ncluding q), and three inputs, x from {1, ..., r~"1}, and v, the output of function /, and y,
inction D, Cpy, is defined as follows:

- compute e = BS2I(H(120S(1)||GE20Sx(y)));
~ compute CpL(x, v, ) = (v * y&)¥mod g;
- checkif CpL(x, v, y) is 1.ar;g - 1, output "invalid" and stop; otherwise, output Cpy(x,

Ec is suitable for use when the mechanism is used with the EC domain parameters, i.
ver the additive group of elements in an elliptic curve defined over F(g). Given th
arameters, and three inputs, x from {1, ..., r — 1} and V the output of function J and Y {
inction D, Cg¢ is-defined as follows:

- computee = BS2I(H(120S(1)||GE20Sx(Y)));
L compute Cpc(x, V, Y) = [x] x (V+ [¢] x V);

(27)

b, it operates
e EC domain

18):
(28)

eger x from
es a selected
e used with

b. it operates
parameters
the output of

v, ).

. it operates
b EC domain
he output of

check if [4] x Cec(x, V, Y) = O, output "invalid" and stop; otherwise output Cgc(x, V)

Y).

Functions BS2I (Bit String to Integer conversion), [20S (Integer to Octet String conversion) and GE20Sy
(Group Element to Octet String conversion) are described in Annex A.

6.5.3.4 Key token check function, T

The key token check function, T, is the same as defined in 6.2.3.3.

6.5.3.5 Secret value derivation functions, V4 and Vg

a) The secret value derivation function V4 takes four inputs, a password-based octet string m, an
integer x4 from {1, ..., r - 1}, an output of D function y4 (or Y4), and an output of C function yp (or Yp),
and produces a selected group element written Vy(m, x4, y4, VB) as output.

© ISO/IEC 2017 - All rights reserved
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b) The secret value derivation function Vg takes three inputs, an integer xg from {1, ..., r - 1}, an output
of D function y4 (or Y4) and an output of € function yg (or Yp), and produces a selected group element
written Vg(xp, y4,yB) as output.

c) Vyand Vg satisfy the condition Vy(m, x4, ¥4, YB) = VB(XB, Y4, VB)-

Augmented Key Agreement Mechanism 2 can be used with either of the following two V4 functions,
V4pL and V4gc, and either of the following two Vp functions, Vppy, and Vpgc:

a) VapLis suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of F(q). Given the DL domain parameters (including r and q), a
password-based octet string m, an integer x4 from {1, ..., r — 1}, an integer y4 from {2 }, and
an integpr yp from {2, ..., q - 2}, V4pL is defined in the following steps:

— comjpute e = BS2I(H(120S(1)||GE20Sx(y4)));
— comjpute d = BS2I(H(120S(2)||GE20Sx(y4)||GE20Sx(v5))) ;
— compute u = (x4 + d)/(xa * e + BS2I(H(m))) mod r;

— compute VapL(m, x4, y4, yB) = yg¥ mod g;

— out

ut VapL(m, x4, Y4, VB)-

b) VppLis suitable for use when the mechanism is used with the DL demain parameters, i.e. it opdrates
over thg multiplicative group of F(q). Given the DL domain parameters (including g and ¢), an
integer ¥p from {1, ..., r — 1}, an integer y4 from {2, ..., g - 2},.add an integer yp from {2, ..., g - 2}| VppL
is defingd in the following steps:

— compute d = BS2I(H(120S(2)||GE20Sx(y4)||GE2Q@Sx(yB)));
— compute VgpL(x, y4,¥B) = (ya * g9)*p mod g;

— output VppL(xB, Y4, VB).

c) Vagcis spitable for use when the mechatiism is used with the EC domain parameters, i.e. it opgrates
over thqg additive group of elementstin an elliptic curve defined over F(q). Given the EC dgmain
parameters (including r), a passwerd-based octet string 7, an integer x4 from {1, ..., r - 1}, ajpoint
Y4 (# Og] on E, and a point Yp (# 0f) on E, V4 is defined in the following steps:

— compute e = BS2I(H(120S(1)||GE20Sx(Y4)));
— comfpute d = BS2I(HH20S(2)||GE20Sx(Y4)||GE20Sx(YR)));
— compute u =Axg + d)/(x4 * e + BS2I(H(m))) mod r;

— computeVagc(m, xa, Ya, YB) = [u] x Vp;

—  outnuk V/n:‘r‘(ﬂ x4, Ya YD)

d) Vpgcis suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including ), an integer xg from {1, ..., r — 1}, a point Y4 (# Og) on E, and a point Yp (# Og)
on E, Vpgc is defined in the following steps:

— compute d = BS2I(H(120S(2)||GE20Sx(Y4)||GE20Sx(YB)));
— compute Vgc(xp, Y4, YB) = [xB] x (Ya + [d] x G);
— output Vgc(xs, Ya, YB).

Functions BS2I (Bit String to Integer conversion), [20S (Integer to Octet String conversion) and GE20Syx
(Group Element to Octet String conversion) are described in Annex A.
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6.5.3.6 Key derivation function, K
The key derivation function K is the same as defined in 6.2.3.6.
6.5.4 Key agreement operation

This mechanism involves both A and B performing a sequence of up to four steps, numbered Al to A4
and B1 to B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key token construction (A1)

A performs the following steps:

— dhoose an integer s4 randomly from {1, ..., r - 1} as its key token factor;
— dompute wy = D(s4) as its key token;

— r1hake wy available to B.

Password-entangled key token construction (B1)

B perfforms the following steps:

— receive wy from 4;

— dheck validity of wy using T(wy): if T(w4) = 0, output “invalid” and stop; otherwise, carfy on;
— dhoose an integer sp randomly from {1, ..., r — 1} asdts key token factor;
— gompute wp = C(sp, v, wy) as its password-entangled key token (if the output of function {'is "invalid",
go back to the above item to choose a differént sp value at random and try again);
— make wpg available to A.

Shargd secret key derivation (A2)

A perfforms the following steps;

— receive wg from B;

— dheck validity of wgusing T(wp): if T(wp) = 0, output “invalid” and stop; otherwise, carfy on;
— dompute z = Vy(71,54, wa, wp) as an agreed secret value;
— dompute &< K(GE20Sx(2), P;, Lk) as a shared secret key for each key derivation paramieter, P;.

Shargd secret key derivation (B2)

B performsthe following steps:

— compute z = Vp(sp, w4, wp) as an agreed secret value;
— compute K; = K(GE20Sx(2), P;, L) as a shared secret key for each key derivation parameter, P;.
Key confirmation (A3 and B3) (mandatory)

A performs the following steps (A3):

— compute o4 = H(120S(4)||GE20Sx(w4)||GE20Sx(wp)||GE20Sx(2));

— make oy4 available to B.

B performs the following steps (B3):

— receive o4 from A4;
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— compute 04’ = H(I20S(4)||GE20S x(w4)||GE20Sx(wg)||GE20Sx(2));

— checkif o4 # 04’, output "invalid" and stop.

Key confirmation (B4 and A4) (optional)

B performs the following steps (B4):

compute o = H(120S(3)||GE20S x(w)||GE20Sx(wg)||GE20Sx(2));

make op available to A.

A performs t

receive

computg

check if

Entity B sha

he following steps (Ad):

hp from B;

op’ = H(120S(3)||GE20Sx(w4)||GE20Sx(wg)||GE20Sx(2));
pbp # og’, output "invalid" and stop.

1 verify entity A's proof of knowledge of the agreed key before revealing any inform

derived fronp the agreed key. Therefore, A3/B3 shall be done before B4/A4, if the latter is perform

Function GE

NOTE1 A
range{l, ..., q
NOTE2 Us

be discernabl

DOSy (Group Element to Octet String conversion) is describedin Annex A.

broup element in this mechanism is a point on the curve Efin'the EC setting, or an integer
- 1} in the DL setting.

ing the Pohlig-Hellman decomposition attack, the lowest one or two bits of B's secret value sp
b by an attacker, if k is divisible by 2 or 4.

6.6 Augmented Key Agreement Mechanism 3.f{AKAM3)

6.6.1 Gen

This mecha
establishes
password-b3
mechanism

This mecharn

NOTE 1 In
clientand B ¢

NOTE2 Th

bral

hism is designed to achieve ‘@ugmented password-authenticated key agreement,
bne or more shared secretikeys between entities A and B. In the mechanism, A
sed octet string, m, and\B has password verification data, v, corresponding to m

ation
ed.

in the

could

which
has a
This

brovides unilateral explieit key authentication and optionally mutual key authentication.

ism works in botirthe DL setting and the EC setting.

applications using augmented password-authenticated key agreement, A could play the ro
uld play the role of a server.

is mechairism is based on References [23] and [24].

eofa

6.6.2 Prigr'shared parameters

Key agreement between two entities A and B takes place in an environment consisting of the following

parameters:

specified in Clause 5;

a password-based octet string m used by 4;

derivation function;

30

a key token generation function, D, used by 4;

a password-entangled key token generation function, C, used by B;
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The password verification element derivation function, J, takes a password-based octet
input
Agre

— JpL is suitable for use when the mechanism is used with the DL domain parameters, i.

Func

6.6.3

The key token generation funétion, D, takes an integer x from {1, ..., r — 1} as input, anc
selec
with

b

J
dver the additive group of elements in an elliptic curve defined over F(g). Given th
B

JH

a
(
D
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a key token check function, T;
two secret value derivation functions, V4 and Vp, one for each entity;

a key derivation function, K;

-4:2017(E)

one or more key derivation parameter octet strings {P1, P, ...}, where A and B shall agree to use the

same P;jvalue;

the length of a shared secret key, L.

Functions

1 Password verification element derivation function, J

and produces a selected group element defined over F(q) written /() as‘output. Aug
ement Mechanism 3 can be used with either of the following two J functions, /pL, and Jj

dver the multiplicative group of elements defined over F(g).Given the DL domain
(including g and q), and a password-based octet string, m, /pi/is 'defined as Formula (29

L(m) = gBS21(H(m) mod q

:c is suitable for use when the mechanism is used.\with the EC domain parameters, i.

arameters (including ), and a password-based octet string 7, Jg¢ is defined as Formu

c(m) = [BS2I(H(m))] x G

ion BS2I (Bit String to Integer convérsion) is described in Annex A.

2 Key token generationfunction, D

fed group element written D(x) as output. Augmented Key Agreement Mechanism 3
pither of the following two D functions, Dpy, and Dgc:

Dpy, is suitablefor'use when the mechanism is used with the DL domain parameters, i.
ver the multiplicative group of elements defined over F(q). Given the DL domain
ncluding g and q), and an input x from {1, ..., r = 1}, Dp, is defined as Formula (31):

pL() = g¥ mod q

string, m, as
rmented Key
FC:

. it operates
parameters

):
(29)

b, it operates
e EC domain

la (30):
(30)

| produces a
can be used

b it operates
parameters

(31)

— Dgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including G), and an input x from {1, ..., r — 1}, Dgc is defined as Formula (32):

Dgc(x) = [x] x G

6.6.3.3 Password-entangled key token generation function, C

(32)

The password-entangled key token generation function, C, takes three inputs, an integer x from
{1, ..., r = 1}, an output of J function v (or V), and an output of D function y (or Y), and produces a selected
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group element written C(x, v, y) as output. Augmented Key Agreement Mechanism 3 can be used with
either of the following C functions, Cpy, and Cgc:

— (py is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including q), and three inputs, x from {1, ..., r —= 1}, and v the output of function J, and y the output of
function D, Cp, is defined as follows:

— compute e = BS2I(H(120S(1)||A]||B||GE20Sx(¥)));

— compute CpL(x,v,y¥) = (y *v€)*mod g;

— chedkif CpL(x, v,y)is T or g - 1, output "invalid™ and stop; otherwise, output CpL(x, v, y),

— Cgcis syitable for use when the mechanism is used with the EC domain parameters, i.e.ibopqrates
over thqg additive group of elements in an elliptic curve defined over F(q). Given the 'EC dgmain
parametfers, and three inputs, x from {1, ..., r — 1} and V the output of function J/ and 4 the output of
functiorn] D, Cgc is defined as follows:

— co:]pute e = BS2I(H(120S(1)||A]|B||GE20Sx(Y)));
— compute Cgc(x, V, Y) = [x] x (Y + [e] x V);
— cheg¢kif [27] x Cgc(x, V, Y) = Og, output "invalid" and stop; othefwise output Cgc(x, V, Y).

Functions B$2I (Bit String to Integer conversion), I20S (Integer to Qctet String conversion) and G§20Sy
(Group Elemient to Octet String conversion) are specified in Annex A.

6.6.3.4 Key token check function, T

The key tokdn check function, 7, is the same as defineddn 6.2.3.3.

6.6.3.5 Sefret value derivation functions, Vgand Vp

a) The secret value derivation function, 73, takes four inputs, a password-based octet string|m, an
integer x4 from {1, ..., r = 1}, an output.of D function y4 (or Y4), and an output of C function yp (dr Yp),
and progluces a selected group element written Vy(m, x4, 4, VB) as output.

b) The secyet value derivation function Vp takes one input, an integer xg from {1, ..., r — 1}, and proguces
a selectgd group element wiritten Vg(xp) as output.

c) Vyand Yp satisfy the condition Vy4(m, x4, 4, ¥5) = VB(xB).

Augmented Key Agreement Mechanism 3 can be used with either of the following two V4 funcfions,
V4pL and V4Hc, and.either of the following two Vp functions, Vppy, and Vpgc:

a) VypLis suitable for use when the mechanism is used with the DL domain parameters, i.e. it opgrates

h aals 3 £ N (8 +lo AmY S | 5 £ L3 L. ds pa |
Over t lllulLllJllbaLlVC 51 UbllJ Ul I Ll{}. UIVUITD U1IC DL UUllldIlll lJCll dllITiTI S Luu.,lu\.uus r dlirJua q ) a

password-based octet string m, an integer x4 from {1, ..., r — 1}, an integer y4 from {2, ..., ¢ - 2}, and
an integer yp from {2, ..., q — 2}, V4pL is defined in the following steps:

— compute e = BS2I(H(120S(1)||A||B||GE20Sx(v4)));
— compute u = 1/(x4 + (BS2I(H(m)) * €)) mod r;
— compute VapL(m, X4, Y4, yB) =yg" mod g;

— output VapL(m, X4, ya, VB).-
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VppL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of F(q). Given the DL domain parameters (including g and g), and an
integer xp from {1, ..., r — 1}, VppL is defined in the following steps:

— compute V,, (x,)=g"* modg;

— output Vy, (x;).

V4Ec is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain

parameters (including r), a password-based octet string 7, an integer x4 from {1, ..., r = 1}, a point

Y. (0 \ ok r\nr] apeint¥X (0= on I 1Z ic rlnF nnrl H +lnn Fnlln HRe-steps:
IAFIF 5 POt o O S vARC TS 66t TTEStepPST

+  compute e = BS2I(H(120S(1)||A||B||GE20Sx(Y4)));

- compute u=1/(xq + (BS2I(H(m)) * €)) mod r;

-+ compute Vagc(m, x4, Y4, YB) = [u] x Y;

- output Vagc(m, x4, Y4, YB).

WBEc is suitable for use when the mechanism is used with the EGdemain parameters, i.p. it operates
ver the additive group of elements in an elliptic curve defihed over F(q). Given th¢ EC domain
fgarameters (including G), and an integer xp from {1, ..., r =3}) Vpgc is defined in the following steps:

o

— compute Vpgc(x) = [xB] x G;

- output Vpgc(xp).

Functions BS2I (Bit String to Integer conversion)s120S (Integer to Octet String conversion){and GE20Syx

(Groyp Element to Octet String conversion) are@described in Annex A.

6.6.3{6 Key derivation function, K

The Key derivation function K is the same as defined in 6.2.3.6.

6.6.4] Key agreement operation

This mechanism involvesiboth A and B performing a sequence of up to four steps, numbered Al to A4
and H1 to B4 (for the steps to be followed by A and B, respectively). Steps A4 and B4 are optional.

Key

A performs thefollowing steps:

oken construction (A1)

oose;an integer s4 randomly from {1, ..., r - 1} as its key token factor;

mpute s — r)fc \ as lfc Lrnv fnlznh
HHpt YA oA "

make wy available to B.

Password-entangled key token construction (B1)

B performs the following steps:

receive wy from 4;
check validity of wy using T(wy): if T(wy) = 0, output “invalid” and stop; otherwise, carry on;
choose an integer sg randomly from {1, ..., r - 1} as its key token factor;

compute wp = C(sp, v, wa) as its password-entangled key token (if the output of function Cis "invalid”,
go back to the above item to choose a different sp value at random and try again);
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— make wpg available to A.

Shared secret key derivation (A2)

A performs the following steps:

— receive wg from B;

— checkvalidity of wp using T(wp): if T(wp) = 0, output “invalid” and stop; otherwise, carry on;

— compute z = Vy4(m, s4, wa, wp) as an agreed secret value;

key deri

Shared sec
B performs t
— computg

— compute
key deri

Key confirmpation (A3 and B3) (mandatory)

A performs {
— compute

— make o4

B performs the following steps (B3):

— Treceive
— compute

— checkif

ation parameter, P;.
et key derivation (B2)
he following steps:

z = Vp(sp) as an agreed secret value;

K; = K(A||B||GE20Sx(w4)||GE20Sx(wp)||GE20Sx(2), P;, L) as a,shared secret key for
vation parameter, P;.

he following steps (A3):
04 = H(120S(2)||A|B||GE20Sx(wa)||GE20Sx(wp){)GE20Sx(2));

available to B.

p4 from A;
04" = H(120S(2)||A||B||GE20Sx(wa)||GE20Sx(wg)||GE20Sx(2));

D4 # 04, output "invalid" add stop.

Key confirrIation (B4 and A4) (optional)

B performs
— computg
— make op

A performs t

he following steps (B4):
op = H(1208(3)||A| B||GE20Sx(wa)||GE20Sx(wp)||GE20Sx(2));
available to A.

hefollowing steps (A4):

— receive ogfrom B,

— compute op’ = H(120S(3)||A||B]|GE20S x(w4)||GE20Sx(wg)||GE20Sx(2));

— checkif op # op’, output "invalid" and stop.

each

each

Entity B shall verify the entity A's proof of knowledge of the agreed key before revealing any information
derived from the agreed key. Therefore, A3/B3 shall be done before B4/A4, if the latter is performed.

Function GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE1 A group element in this mechanism is a point on the curve E in the EC setting, or an integer in the

range {1, ..., q

34

- 1} in the DL setting.
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NOTE 2
be discernable by an attacker, if k is divisible by 2 or 4.

NOTE 3  In this mechanism, wy and Vp(sp) can be computed before the key agreement operation.

7 Password-authenticated key retrieval

7.1 General

-4:2017(E)

Using the Pohlig-Hellman decomposition attack, the lowest one or two bits of B's secret value sp could

Clause 7 specifies a password-authenticated key retrieval mechanism. In the mechanism, one entity

A ha

In applications using password-authenticated key retrieval, A mayplay the role of a clig
he role of a server.

A pa
retrig

bsword-authenticated key retrieval operation has the following initialization prog
val process.

Initialization process: Entities A and B agree to us€.\a set of valid domain parameters
func}ons, both of which may be publicly known. A &stablishes a password-based weak
establishes a strong secret associated with A's weak'secret.

Key ¢
a)

stablishment process:

(enerate and exchange key tokens. Entity A selects a key token factor, constructs it

ntangled key token, and makes the key token available to entity B. After receiving A

(ol ¢

b) dheck validity of key tokens.)(Optional) Depending on the operations for producing
ntities A and B each choose an appropriate method to validate the received key contr

he domain parameters.-If any validation fails, output “invalid” and stop.

o

erive a static secret key. A applies cryptographic operations to its own key token fact
's key token to produce a secret value and further applies a key derivation function
alue and oneor more key derivation parameters to produce one or more secret keys.

7.2 |Key-Retrieval Mechanism 1 (KRM1)

ntangled key token, B constructs its key token, and makes the key token available to 4.

t associated
key, which is

both its own
g secret key.
Fformation to
orce attack.

ent and B may

ess and key

and a set of
secret and B

s password-
s password-
i

key tokens,
ibutions and

br and entity
to the secret

7.2.1—Generat

This mechanism is designed to achieve password-authenticated key retrieval. It uses a password to
derive the generator for a modified form of Diffie-Hellman key agreement. Entity B determines the key

to be distributed to entity A.
This mechanism works in both the DL setting and the EC setting.

NOTE

© ISO/IEC 2017 - All rights reserved

This mechanism is based on Reference [4] and the mechanism called {DL,EC}PKRS-1 in Reference [8].
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7.2.2 Prior shared parameters

The key retrieval operation involving two entities A and B takes place in an environment consisting of
the following parameters:

— asetofvalid domain parameters (either DL domain parameters or EC domain parameters) specified
in Clause 5;

— apassword-based octet string, , known only to 4;

— asecret integer sg from {1, ..., r - 1} used for B's key token factor and known only to B;

— arandofrelement dertvation function, R, USed by 4;

— akey token generation function, D, used by both 4 and B;

— akey token check function, T;

— asecretfvalue derivation function, V, used by 4;

— akey defivation function, K, used by 4;

— one or njore key derivation parameter octet strings {P1, Py, ...};

— the length of a result secret key, Lg.
7.2.3 Fungtions

7.2.3.1 Random element derivation function, R

This functioh is R1pr, or R1gc as defined in 6.2.3.1.

7.2.3.2 K¢y token generation function, D

The key tokdn generation function, D, is thesame as specified in 6.2.3.2.

7.2.3.3 Key token check function, T

This functioh is the same as defined in 6.2.3.3.

7.2.3.4 Serret value derivation function, V

The secret vplue derivation function, V, takes an integer x and a selected group element y as inpyt and
produces anpther group element written V(x, y) as output. Key Retrieval Mechanism 1 can be used with
either of theffollowing two V functions, Vpy, and Vgc:

— Vpy is sditable for use when the mechanism is used with the DI, domain parameters, i.e. it opdrates
over the multiplicative group of elements defined over F(q). Given the DL domain parameters
(including r and q), and two inputs, x from {1, ..., r - 1} and y from {2, ..., ¢ — 2}, Vpy, is defined as
Formula (33):

VoL(oy) = ¥ ™ mod g (33)

— Vgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including r), and two inputs, x from {1, ..., r = 1} and a point Y (# Og) on E, Vg is defined
as Formula (34):

Vec(x, Y) =[x1modr] x Y (34)
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7.2.3.5 Key derivation function, K

This function is the same as defined in 6.2.3.6.

7.2.4 Key retrieval operation

This mechanism involves A performing a sequence of up to two steps, numbered Al and A2, and B
performing one step, numbered B1.

Key token construction (A1)

A performs the following steps:

— mpute g1 = R(m) as the base element of its key token;

— oose an integer s4 randomly from {1, ..., r - 1} as its key token factor;
— mpute wy = D(s4, g1) as its key token;

— ake wy available to B.

Key tioken construction (B1)

B perfforms the following steps:

— receive wy from 4;

— eck validity of wy using T(wy): if T(wy) = 0, outpuit finvalid” and stop; otherwise, carfy on;
— mpute wp = D(sp, wy) as its key token;
— ake wpg available to A.

Secr¢t key derivation (A2)

A perfforms the following steps:

— receive wg from B,

— eck validity of wp using-T(wp): if T(wp) = 0, output “invalid” and stop; otherwise, carfy on;
— mpute z = V(s4, wg) as its hardened secret;

— mpute K; = K(GE20Sx(z), P;, Lk) for each key derivation parameter octet string P;in {f1, P2, ..} as a
secret key.

Function GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTH 15 /A group element in this mechanism is a point on the curve E in the EC setting, or an [nteger in the

(1 4 0 sl o NT e
range L, — ¢ Ly T tre oL SCTTg:

NOTE 2 Based on the Pohlig-Hellman decomposition attack, the lowest one or two bits of B's secret value sp
could be discernable by an attacker, when k is divisible by 2 or 4.
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Annex A
(normative)

Functions for data type conversion

A.1 General

This annex
mechanisms

A.2 120S

This clause
Integer cony|

Function 12
M AMjo ... M
as follows.

a) Writex

X=Xx-12

where 0 < x;
b) Letthe g
c) Outputt
For example

Function OS

specifies data type conversion functions which are used as part of key establish
in this document.

and 0S21

specifies functions 120S (Integer to Octet String conversion) and~OS2I (Octet Stri
ersion).

DS takes as input a non-negative integer x, and produees the unique octet s
(o of length I as output, where I = [logzsg(x + 1)1 is the ledgth in octets of x. 120S is dd

n its unique I-digit base 256 representation, as showh in Formula (A.1):

561 + x1_2 2561-2 + ... + x1 256 + X

< 256.

ctet M; have the value x; for 0 <i<[=1.
he octet string M; -1 Mj 2 ... M.

120S(10 945) = 2A C1.

D] takes an octet string M; .1 M - ... Mp as input and produces a non-negative intege

output. It is flefined as follows.

a) Letinteg

b) Comput

c) Outputy.

ver y; have the value of the octet M;for 0 <i</l-1.

e the integéry = y;-1 256 -1 + y;_2 256 -2 + ... + y1 256 + yq.

For example

ment

ng to

tring
fined

(A1)

ryas

0S21(2A C1) = 10 945.

Note that the octet string of length zero (the empty octet string) is converted to the integer 0 and

vice versa.

A.3 BS2I

This clause specifies function BS2I (Bit String to Integer conversion).

Function BS2I takes a bit string b; -1 b; -2 ... bg as input and produces a non-negative integer as output. It

is defined as

follows.

a) Letinteger y;have the value of the bitbjfor0<i<I-1.

b) Compute the integery =yj1 2I-1 + y;2 2I-2 + ..+ y1 2 + y.
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