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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards throu
committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i

gh technical
of technical
nternational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC]TC 1.

] committee,

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteri
the djfferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this doCument may be
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
. Details of any patent rights identified during the development of the document v
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

itenance are
h needed for
nce with the

e the subject
such patent
vill be in the
ts).

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For gn explanation on the meaning of ISO specific térms and expressions related tg
assesgsment, as well as information about ISO’s adherence to the WTO principles in t
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The dommittee responsible for this document is [SO/IEC JTC 1, Information technology, S(
technliques.

This | third edition cancels and replaces the second edition (ISO/IEC 11770-3
ISO/IEC 11770-3/Cor1:2009), which has'been technically revised.

ISO/IEC 11770 consists of the following parts, under the general title Information technolog
techniques — Key management:

art 1: Framework

art 2: Mechanisms-using symmetric techniques
art 3: Mechdnisms using asymmetric techniques
art 4: Mechanisms based on weak secrets

art’5- Group key management

hind does not

conformity
ne Technical

27, Security

:2008 with

y — Security

Part 6: Key derivation

Further parts may follow.
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Introduction

This part of ISO/IEC 11770 describes schemes that can be used for key agreement and schemes that can
be used for key transport.

Public key cryptosystems were first proposed in the seminal paper by Diffie and Hellman in 1976. The
security of many such cryptosystems is based on the presumed intractability of solving the discrete
logarithm problem over certain finite fields. Other public key cryptosystems such as RSA are based on
the difficulty of the integer factorization problem.

A third class of public key cryptosystems is based on elliptic curves. The security of such a public

key system

elliptic curvg
much harde
field of comy
logarithms t
use much sh
that make u
signatures, 3

This part of

finite fie

elliptic d

bilinear

The Intern
Commission
Standard m4

[SO and IEC

The holders
under reaso
In this respg
Information

Attention is
patent rights
any or all su

ISO (www.i

lepends on the difficulty of determining discrete logarithms in the group of points
p. When based on a carefully chosen elliptic curve, this problem is, with current knowl
- than the factorization of integers or the computation of discrete logarithnis in a
arable size. All known general purpose algorithms for determining elliptic‘curve dis
ake exponential time. Thus, it is possible for elliptic curve based public_key syste
orter parameters than the RSA system or the classical discrete logarithm based syj3
ce of the multiplicative group of some finite field. This yields significantly shorter d
s well as system parameters, and allows for computations using smaller integers.

SO/IEC 11770 includes mechanisms based on the following;
Ids;

urves;

pairings.

htional Organization for Standardizatior©(ISO) and International Electroteck
(IEC) draw attention to the fact that it.s'€laimed that compliance with this Internaf
y involve the use of patents.

fake no position concerning the evidence, validity and scope of these patent rights.

of these patent rights have assured ISO and IEC that they are willing to negotiate lic
hable and non-discriminatdry terms and conditions with applicants throughout the v

may be obtained from those in Annex H.

drawn to the possibility that some of the elements of this document may be the subj
other than those identified above. ISO and IEC shall not be held responsible for identi
Ch patent rights.

bo.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of pa3

relevant to
information

heir standards. Users are encouraged to consult the databases for the most up tg

of an
edge,
finite
crete
ns to
tems
igital

inical
ional

bnces
vorld.

ct, the statements of thejholders of these patent rights are registered with ISO and IEC.

ect of
fying

tents
date

cdr{cerning patents.
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Information technology — Security techniques — Key

management —

Part 3:
Mechanisms using asymmetric techniques

1 Scope

This part of ISO/IEC 11770 defines key management mechanisms based on asymmietric cj

yptographic

techrliques. It specifically addresses the use of asymmetric techniques to achieve‘the following goals.

stablish a shared secret key for use in a symmetric cryptographic technique between

a)

b) Hstablish a shared secret key for use in a symmetric cryptographic technique between

H

A

t

dredetermine the value of the shared secret key.
R

A and B via key transport. In a secret key transport mechanism, the secret key is cHi
e

two entities

and B by key agreement. In a secret key agreement mechanism, the secret key is fomputed as
he result of a data exchange between the two entities A and B,/Neither of them shoufld be able to

two entities
osen by one

ntity A and is transferred to another entity B, suitably protected by asymmetric techniques.

c) Make an entity’s public key available to other eritities via key transport. In a public key transport

hut not requiring secrecy.

Somgq of the mechanisms of this part of ISO/TEC 11770 are based on the corresponding ay
mechfanisms in ISO/IEC 9798-3.[6]

This part of ISO/IEC 11770 does not cover certain aspects of key management, such as
— Key lifecycle management,

— mechanisms to generate or validate asymmetric key pairs, and

— mechanisms to store; archive, delete, destroy, etc. keys.

Whilg this part of ISO/IEC 11770 does not explicitly cover the distribution of an entity’y

mechanism, the public key of entity A shall be transferred to other entities in an authenticated way,

thentication

private key

(of an asymmetric key pair) from a trusted third party to a requesting entity, the ke¢y transport
mechianisms described can be used to achieve this. A private key can in all cases be distfibuted with

thesd meehanisms where an existing, non-compromised key already exists. However, in

distrjbution of private keys is usually a manual process that relies on technological mg
smarkcards, etc

practice the
bans such as

This part of ISO/IEC 11770 does not specify the transformations used in the key management

mechanisms.

NOTE To provide origin authentication for key management messages, it is possible to make provisions
for authenticity within the key establishment protocol or to use a public key signature system to sign the key

exchange messages.

2 Normative references

The following referenced documents, in whole or in part, are normatively referenced in this document

and are indispensable for its application. For dated references, only the edition cited

applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

© ISO/IEC 2015 - All rights reserved
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ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 11770-1, Information technology — Security techniques — Key management — Part 1: Framework

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 1: General

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

3 Terms

and definitions

For the pur

31

asymmetrig
cryptograph
public key) 3
the public tr

Note 1 to ent
a signature sy
cryptographi
systems, encr]
are kept priv
are published
achieved by

messages, and one public transformation suffices for both verifyingand encrypting messages. However, sin

does not conf|
transformati

3.2
asymmetrig
system basg
encryption 3

3.3
asymmetrig
pair of relatg
the public tr

3.4
certificatiol
CA

centre trust

3.5

03ES of this document, the following terms and definitions appiy-

cryptographic technique
ic technique that uses two related transformations, a public transformation (defined
nd a private transformation (defined by the private key), and has the ptoperty that
hnsformation, then it is computationally infeasible to derive the private transformati

'y: A system based on asymmetric cryptographic techniques can eithér be an encryption sy

C techniques there are four elementary transformations: signature.and verification for sigy
yption and decryption for encryption systems. The signature and-the decryption transform
hte by the owning entity, whereas the corresponding verification and encryption transform
. There exist asymmetric cryptosystems (e.g. RSA) wheré€ the four elementary functions d
nly two transformations: one private transformationisuffices for both signing and decry

prm to the principle of key separation, throughout.this part of ISO/IEC 11770 the four elems

ns and the corresponding keys are kept separate,

encryption system
d on asymmetric cryptographic.fechniques whose public transformation is use
nd whose private transformation-is used for decryption

key pair
d keys where the privatekey defines the private transformation and the public key d¢
hnsformation

1 authority,

bd to create and assign public key certificates

collision-re

y the
given
n

rstem,

stem, a combined encryption and signature system, or a key agreenlent scheme. With asyminetric

ature
ations
htions
an be
rpting
e this
ntary

d for

fines

sistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct
inputs which map to the same output

[SOURCE: ISO/IEC 10118-1:2000, 3.2]

3.6
decryption
reversal of a

corresponding encryption

[SOURCE: ISO/IEC 11770-1:2010, 2.6]

© ISO/IEC 2015 - All rights re
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3.7

digital signature

data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the
data unit to verify the origin and integrity of the data unit and protect the sender and the recipient of
the data unit against forgery by third parties, and the sender against forgery by the recipient

3.8
distinguishing identifier
information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-1:2010, 2.9]

3.9
encryption
(reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.¢. to hide the
information content of the data

[SOURCE: ISO/IEC 11770-1:2010, 2.10]

3.10
entity authentication
corrdboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010, 3.14]

3.11
entity authentication of entity A to entity B
assutfance of the identity of entity A for entity B

3.12
explicit key authentication from entity A to-eéntity B
assuifance for entity B that entity A is the only-other entity that is in possession of the corr¢ct key

Note ] to entry: Implicit key authentication\from entity A4 to entity B and key confirmation from entjity 4 to entity
B togé¢ther imply explicit key authentication from entity A to entity B.

3.13
forwhard secrecy with respéctto entity A
propé¢rty that knowledge, of entity A’s long-term private key subsequent to a key agreement operation
does pot enable an opponent to recompute previously derived keys

3.14
forwhard secrecy:with respect to both entity A and entity B individually
property thatknowledge of entity A’s long-term private key or knowledge of entity B’s long-term private
key subsequent to a key agreement operation does not enable an opponent to recomputle previously
derived Keys

Note ttoentry—Thisdiffersfrommmutuat-forward-secrecy-imwhichknmowltedgeof bothentity A’s-and entity B’s
long-term private keys do not enable recomputation of previously derived keys.

3.15

hash-function

function which maps strings of bits to fixed-length strings of bits, satisfying the following two
properties:

— itis computationally infeasible to find for a given output, an input which maps to this output;

— it is computationally infeasible to find for a given input, a second input which maps to the same
output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

© ISO/IEC 2015 - All rights reserved 3
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Note 2 to entry: For the purposes of this standard all hash-functions are assumed to be collision-resistant

(see 3.5).

[SOURCE: ISO/IEC 10118-1:2000, 3.5]

3.16

implicit key authentication from entity 4 to entity B
assurance for entity B that entity A is the only other entity that can possibly be in possession of the

correct key

3.17
key

sequence of
decryption,

[SOURCE: IS
3.18

key agreemlent

process of e
predetermin

Note 1 to enty
way, choose a

3.19

key commitment

process of cd
the specified

3.20
key confirn
assurance fo

3.21
key control
ability to ch

3.22

key derivat
function thg
mutually kn

3.23
key establis
process of m

symbols that controls the operation of a cryptographic transformation (e.g. encry
‘ryptographic check function computation, signature calculation, or signature verific:

D/IEC 11770-1:2010, 2.12]

stablishing a shared secret key between entities in such a way that neither of ther
e the value of that key

y: By predetermine it is meant that neither entity A nor entity B €an, in a computationally ef
smaller key space and force the computed key in the protocol te-fall into that key space.

mmitting to use specific keys in the operation af’a*key agreement scheme before revg
keys

ation from entity 4 to entity B
r entity B that entity A is in possessjon‘of the correct key

ose the key or the parameters used in the key computation

on function
t outputs one of.more shared secrets, for use as keys, given shared secrets and
bwn parameters-as input

hment
aking available a shared secret key to one or more entities, where the process includg

agreement apd Key transport

btion,
hition)

n can

icient

aling

other

s key

3.24
key token

key management message sent from one entity to another entity during the execution of a key
management mechanism

3.25

key transport

process of tr

3.26

ansferring a key from one entity to another entity, suitably protected

message authentication code

MAC

© ISO/IEC 2015 - All rights re
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string of bits which is the output of a MAC algorithm
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Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example I1SO 7498-2[1]).

[SOURCE: ISO/IEC 9797-1:2011, 3.9]

3.27
Mess
MAC

age Authentication Code algorithm
algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings
of bits, satisfying the following two properties:

— f

— f
C

Note
ISO 74

Note }
[SOU

3.28
muty
entit)

3.29
muty

prope
agreg

3.30

br any Key and any input string, the function can be computed etficiently;

br any fixed key, and given no prior knowledge of the key, it is computatiphally
ompute the function value on any new input string, even given knowledge of,a sét of

gnd corresponding function values, where the value of the ith input stringaight have

fter observing the value of the firsti - 1 function values (for integers i 3"1)

1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see
198-2(1]).

P to entry: Computational feasibility depends on the user’s specifigsecurity requirements and

RCE: ISO/IEC 9797-1:2011, 3.10]

al entity authentication
 authentication which provides both entities with assurance of each other’s identity

al forward secrecy

ment operation does not enable an@pponent to recompute previously derived keys

one-

ay function

functlion with the property thatitis easy to compute the output for a given input butitis conj
infeapible to find an input which maps to a given output

3.31

prefix free representation
reprgsentation of.a'data element for which concatenation with any other data does not pr
reprgsentation

3.32

private’key

key of an pnriry'q asymmetric kpy pair that is kppf private

infeasible to
nput strings
been chosen

for example

environment.

brty that knowledge of both entity A’'s\and entity B’s long-term private keys subsequyent to a key

putationally

duce a valid

Note 1 to entry: The security of an asymmetric system depends on the privacy of this key.

[SOURCE: ISO/IEC 11770-1:2010, 2.35]

3.33

public key
key of an entity’s asymmetric key pair which can usually be made public without compromising security

Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification
transformation. In the case of an asymmetric encryption system, the public key defines the encryption
transformation, conditional on the inclusion of randomisation elements. A key that is “publicly known” is not
necessarily globally available. The key can only be available to all members of a pre-specified group.

[SOURCE: ISO/IEC 11770-1:2010, 2.36]

© ISO/IEC 2015 - All rights reserved
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public key certificate
public key information of an entity signed by the certification authority and thereby rendered

unforgeable

3.35

public key information
information containing at least the entity’s distinguishing identifier and public key, but can include
other static information regarding the certification authority, the entity, restrictions on key usage, the
validity period, or the involved algorithms

3.36
secret key
key used wit

3.37

sequence number

time variant
a certain tin]

[SOURCE: IS

3.38
signature s}
system basg
signing and

3.39

third party
property tha
not enable a

Note 1 to ent]
[19].

3.40
time stamp

data item which denotes a point in time with respect to a common time reference

3.41
time-stam
trusted thir

[SOURCE: IS
3.42

[forward secrecy

h symmetric cryptographic techniques by a specified set of entities

parameter whose value is taken from a specified sequence which is non-repeating w
e period

D/IEC 11770-1:2010, 2.44]

ystem
d on asymmetric cryptographic techniques whose private transformation is use
vhose public transformation is used for verificatiod

t knowledge of a third party’s private key,subsequent to a key agreement operation|
 opponent to recompute previously derived keys

I'y: Instead of third party forward segrecy, master key forward secrecy is also used in Refg

ing authority
party trustéd to provide a time-stamping service

D/IEC 13888-1:2009, 3.58]

time variantparameter

rithin

d for

does

rence

data item used to verify that a message 1s not a replay, such as a random number, a time stamp or a
sequence number

Note 1 to entry: If a random number is used. then this is as a challenge in a challenge-response protocol. See also

ISO/IEC 9798

-1:2010, Annex B.

[SOURCE: ISO/IEC 9798-1:2010, 3.36]

3.43

trusted third party
security authority or its agent, trusted by other entities with respect to security related activities

[SOURCE: ISO/IEC 9798-1:2010, 3.38]
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4 Symbols and abbreviations

The following symbols and abbreviations are used in this part of ISO/IEC 11770.

-3:2015(E)

[+ b over

f the form
he form Y2 =
- referred to

r E/GF(3m),

lement g

ey agree-

Ve integer m

A B C distinguishing identifiers of entities

BE encrypted data block

BS signed data block

CA certification authority

Certy entity A’s public key certificate

Dy entity A’s private decryption transformation function

dy entity A’s private decryption key

E elliptic curve, either given by an equation of the ferm Y2 = X3 + a)
the field GF(p™m) for p>3 and a positive integer m,"by an equation
Y2 + XY = X3 + aX? + b over the field GF(2™M),0rby an equation of t
X3 + aX? + b over the field GF(3™m), togetherwith an extra point O;
as the point at infinity, which is denoted by E/GF(pm), E/GF(2m),
respectively

Ea entity A’s public encryption trafisformation function

es entity A’s public encryptionkey

F key agreement function

F(h,g key agreement function using as input a factor h and a common e

FP key agreementfunction based on pairing

G point on E'with order n

g corimon element shared publicly by all the entities that use the Kk
ment function F

gcd(a,b) greatest common divisor of two integers a and b

GF(pT), GF(2m),.GE(3m) finite field with pm, 2m, 3m elements for a prime p>3 and a positiy

hy entity A’s private key agreement key

hash hash-function

j cofactor used in performing cofactor multiplication

K secret key for a symmetric cryptosystem

Kap secret key shared between entities A and B

NOTE1 In practical implementations the shared secret key should be subject to further processing before it

can be used for a symmetric cryptosystem.

kdf key derivation function

KT key token

KTy entity A’s key token

© ISO/IEC 2015 - All rights reserved
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KTa;

MAC
MACK(Z)

MQV

Ok

p

pA
pairing
parameters
PKlIy

Px

q

r

rA

51, 52,53
Sa

SA

T

Texti
TVP
\

VA

X(P)

Va

#E

key token sent by entity A after processing phase i
supplementary value used in performing cofactor multiplication
data message

Message Authentication Code

output of a MAC algorithm when using as input the secret key K and an arbi-

trary data string Z

Menezes Qn Yanstaone

prime divisor of the order (or cardinality) of an elliptic curve E overafinite

field

elliptic curve point at infinity

point on an elliptic curve E

entity A’s public key-agreement key

pairing defined over an elliptic curve and used.in FP
parameters used in the key derivation fupction

entity A’s public key information

public key-agreement key in an elliptic curve of entity X
prime power p™ for some prifiie p # 3 and some integer m = 1
random number generated in the course of a mechanism
random number jssued by entity 4 in a key agreement mechanism
sets of elemerits

entity 4’s private signature transformation function

entity A’s private signature key

trusted third party

i th optional text, data or other information that may be included in a da
block, if desired

fa

fimaouariant maramatar cuiech ac 2 randaorm oy o Fina of o hal
nnnnnnnnnnnnnn Pttt Sattao o oot o O e S-St s

sequence number

entity A’s public verification transformation function
entity A’s public verification key

one-way function

x-coordinate of a point P

square root of a positive number g

order (or cardinality) of an elliptic curve E

© ISO/IEC 2015 - All rights reserved
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concatenation of two data elements

smallest integer greater than or equal to the real number x

digital signature

the point P

with message recovery, Sy(M) denotes the signatue Y itself. In
dix, S4(M) denotes the message M together with the signature ).

the case of a signattirg

apper]

NOTH3  The keys of an asymmetric cryptosystem are denoted by lower case letters (indicatin
indexpd with the identifier of its owner, e.g., the public verification key of entity{ A" is denote
corresponding transformations are denoted by upper case letters indexed with thetidentifier of thg

the pyblic verification transformation of entity A4 is denoted by Vy .

5 Requirements

issumed that the entities involved in a mechanism are aware of each other’s claimg
This may be achieved by the inclusion of identifiers in information exchanged between the
or it ;ay be apparent from the context of use of the mechanism. Verifying the identity me
that 4 received identifier field agrees with some knowd (trusted) or expected value.

It is ¢

If a pyiblic key is registered with an entity, then thatentity shall make sure that the entity \
the kpy is in possession of the corresponding private key (see ISO/IEC 11770-1 for further
key registration).

6 Key derivation functions

The yse of a shared secret as derivedin Clause 10 as a key for a symmetric cryptosystem wit
procgssing is not recommended:-It will often be the case that the form of a shared secre
as a fesult of using a mechanism specified in this part of ISO/IEC 11770 will not conforn
needed for a specific cryptographic algorithm, so some processing will be needed. Moreove
secreft (often) has arithmetic properties and relationships that might result in a shared sy
not being chosen from-the full key space. It is therefore advisable to pass the shared se
a key derivation_function, e.g. involving the use of a hash function. The use of an ina
derivption funetion could compromise the security of the key agreement scheme with whi
It is recomménded to use a one-way function as a key derivation function.

A key derivation function produces keys that are computationally indistinguishable fro

-3:2015(E)

(X(P) mod 2“’/21) + 20721 \where p=[log,n]| and X(P) is the x-coordinate of

f a signature
system with

r its function)
d by v4. The
ir owner, e.g.,

bd identities.
two entities,
hins checking

'ho registers
guidance on

hout further

established

to the form
r, the shared
mmetric key
cret through
dequate key
ch it is used.

m randomly

genelated keys. The key derivation function takes as input a shared secret and a set of ke

y derivation

parameters and produces an output of the desired length.

In order for the two parties in a key establishment mechanism to agree on a common secret key, the key
derivation function shall be agreed upon (see ISO/IEC 11770-6 for further guidance on key derivation

functions).

Annex C provides examples of key derivation functions.

7 Cofactor multiplication

This clause applies only to mechanisms using elliptic curve cryptography. The key agreement
mechanisms in Clause 11 and the key transport mechanisms in Clauses 12 and 13 require that the user’s
private key or key token be combined with another entity’s public key or key token. If the other entity’s
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public key or key token is not valid (i.e., it is not a point on the elliptic curve, or is not in the subgroup of
order n), then performing this operation may result in some bits of the private key being leaked to an
attacker. One example of such an attack is known as the ‘small subgroup attack’.

NOTE 1 The small subgroup attack is described in [37].

In order to prevent the ‘small subgroup attack’ and similar attacks, one option is to validate public keys
and key tokens received from the other party using public key validation, as specified in ISO/IEC 11770-
1.

As an alternative to public key validation, a technique called cofactor multiplication as specified in
Clause 11 can be used. The values j and /, defined below, are used in cofactor multiplication.

If cofactor rrjultiplication is used, there are two options:

— If compatibility with entities not using cofactor multiplication is not required, themlet’j = #E / n

and [ = 1. If this option is chosen, both parties involved shall agree to use this optieny otherwige the
mechanjsm will not work.

— If comp43tibility with entities not using cofactor multiplication is required, then letj = #E / napd I =
j 1 mod p.

NOTE 2 The value j -1 mod n will always exist since n is requiredyto be greater than 4\/1 and
therefore gefl(n, j) = 1.

If cofactor multiplication is not required, then letj=1=1.

Regardless ¢f whether or not cofactor multiplication is used)if‘the shared key (or a component ¢f the
shared key) |evaluates to the point at infinity (Og), then the user shall assume that the key agregment
procedure hjs failed.

Itis particularly appropriate to perform public key validation or cofactor multiplication in the follqwing
cases:

— if the entity’s public key is not authenticated;
— if the ke token is not authenticated;
— if the uspr’s public key is intended’for a long-term use.

If the other dntity’s public key,istauthenticated and the cofactor is small, then the amount of infornation
that can be lpaked is limited: Thus, it may not always be necessary to perform these tests.

8 Key commitment

Clause 11 describes key agreement mechanisms in which the established key is the result of applying a
one-way funiction to the private key-agreement keys. However, one entity may know the other erjtity’s
public key or Key token prior to choosing their private Key. As a result, such an entity can control the
value of s bits in the established key, at the cost of generating 2s candidate values for their private key-
agreement key in the time interval between discovering the other entity’s public key or key token and
choosing their own private key.[31]

One way to address this concern (if it is a concern) at the cost of one additional message/pass in the
protocol is through the use of key commitment. Key commitment can be performed by having the first
entity hash the public key or key token and send the hash-code to the second entity; the second entity
then replies with its public key or key token, and the first entity replies with its public key or key token.
The second entity can now hash it and verify that the result is equal to the hash-code sent earlier.
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9 Key confirmation

Explicit key confirmation is the process of adding additional messages to a key establishment protocol
providing implicit key authentication, so that explicit key authentication and entity authentication are
provided. Explicit key confirmation can be added to any method that does not possess it inherently.
Key confirmation is typically provided by exchanging a value that can (with very high probablity) only
be calculated correctly if the key establishment calculations were successful. Key confirmation from
entity A to entity B is provided by entity A calculating a value and sending it to entity B for confirmation
of entity A’s correct calculation. If mutual key confirmation is desired, then each entity sends a different

value to the other.

ediately detected. This is called implicit key confirmation. Explicit key confifn
ay be unnecessary. If one entity is not online (for example, in one-pass protocol§ used
forward (email) scenarios), then it is simply not possible for the other entity to obtainkey
Howgver, sometimes a key is established yet used only later (if at all), or the entity perfor
establishment process may simply not know if the resulting key will be uséd immediate
thesq cases, it is often desirable to use a method of explicit key confirmation, as it may othse
late tp correct an error once detected. Explicit key confirmation can also‘be seen as a wa
up” spcurity properties during the key establishment process and may.-be warranted if a
protdcol design is deemed appropriate.

An ejample method of providing key confirmation using a MAC1s as follows:

Entit
of thi
the fdq

es A and B first perform one of the key establishment-procedures specified in Claus
5 part of ISO/IEC 11770. As a result, they expect taShare a secret MAC key K4p. They t
llowing procedure.

Hntity B forms the message M, an octet string‘consisting of the message identifier octet
B’sidentifier, entity A’s identifier, the octet-string KTp corresponding to entity B’s key to
if not present), the octet string KT4 corresponding to entity A’s key token (omitted if
the octet string pp corresponding to entity B’s public key-establishment key (omitted if
the octet string p4 corresponding tQentity A’s public key-establishment key (omitted if
and, if present, optional additional Text1, i.e.:

M = 02||B||A||KTg||KT4||ps||pallTextl, where 0x02 is the message number.

— Hntity B calculates Kp'= kdf(K4p), and then calculates MACkp(M) for the message
(pupposedly) sharedisecret key Kp for an appropriate MAC scheme.
— Hntity B sends.the'message M and MACkp(M) to entity A.

Hntity A cdlculates K4 = kdf(K4p), computes MACga(M) using the received message M
MACkgp(M)= MACga(M).

A

ing is wrong

hation in this
in store and
onfirmation.
ning the key
ly or not. In
rwise be too
y of “firming
ronservative

ps 11 and 12
hen perform

0x02, entity
ken (omitted
hot present),
not present),
not present)

V[ under the

and verifies

ssuming the MAC verifies, entity A has received key confirmation from entity B (thg

tis, entity A

nows that K4 pr}n:\]c I(B) Ifmutual l(py confirmationis r‘]pcirnd, nnh'fy A continues the

rotocol and

forms the message M’ as the octet string consisting of the message identifier octet 0x03, entity A’s
identifier, entity B’s identifier, the octet string KT4 corresponding to entity A’s key token (omitted if

not present), the octet string KTp corresponding to entity B’s key token (omitted if not
octet string p4 corresponding to entity A’s public key-establishment key (omitted if not
octet string pp corresponding to entity B’s public key-establishment key (omitted if not
optional additional octet string Text2, i.e.:

M’ =03||A||B||KTa||KTg||pallps||Text2, where 0x03 is the message number.

scheme.

Entity A sends M’ and MACga4(M’) to entity B.
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— Entity B uses Kp to verify MACkg4(M’) on the message M’. Assuming the MAC verifies, entity B has
received key confirmation from entity A4 (that is, entity B knows that K4 equals Kp).

Other methods of key confirmation are possible. If the shared secretis to be used for data confidentiality
(encryption), one entity can send the encryption of some specific plaintext known to the other entity,
for example a block of all binary zeros or all binary ones. Care should be taken that any subsequent use
of the key is very unlikely to encrypt the same plaintext as was used for key confirmation.

10 Framework for key management

10.1 Generat

This clause fontains a high-level description of a framework for the key establishment nde¢hanisms
specified in|this part of ISO/IEC 11770. Four categories of mechanism are defined (keylagregment
between twp parties, key agreement between three parties, secret key transport~and publif key
transport), tpgether with requirements for their use.

10.2 Key agreement between two parties

This clause gpplies to the Key Agreement mechanisms 11.1 through 11.11'that describe key agregment
between tw¢ parties. Key Agreement between two parties is the process-of establishing a shared decret
key between two entities A and B in such a way that neither of themcan predetermine the value of
the shared gecret key. Key agreement mechanisms may provide for implicit key authenticati¢n; in
the context jof key establishment, implicit key authentication-means that after the execution ¢f the
mechanism ¢nly an identified entity can be in possession of the.Correct shared secret key.

Key agreem¢nt between two entities A and B takes place’in a context shared by the two entitieg. The
context congists of sets S1 and S, and a key agreement function F. The function F shall satisfly the
following requirements:

a) F:S1xY2— S2 maps elements (h, g) S1 x Sz%o Sz, and we write y = F(h, g).
b) F satisfigs the commutativity condition'B(h4, F(hp, g)) = F(hp, F(h4, g)).

c) Itis computationally intractable to-find F(hy, F(h2, g)) from F(hy, g), F(h2, g) and g. This impliep that
F(-g) is § one-way function.

d) The ent:[ies A and B share-accommon element g in S which may be publicly known.

e) The entities acting inthis setting can efficiently compute function values F(h, g) and can efficlently
generat¢ random elements in S1. Depending on the particular key agreement mechanism, further
conditiojns may be\imposed.

NOTE1 Expmples for the function F are given in Annex D and Annex E. See also ISO/IEC 15946-1.

NOTE 2 An dicciccnd 3 Closicn £ 33 o ntioal ton il npdb bl o A baolrayv agranmannmt sanch oo o o ared
S Ca S Sttt St prat o tar i pro et a o O SO Tt Ky a g C Ot e Ca ST St

secret key should be subject to further processing.

NOTE 3 It will in general be necessary to check the received function values F(h, g) for weak values. If such
values are encountered, the protocol shall be aborted.

10.3 Key agreement between three parties

This clause applies to the Key Agreement mechanism 11.12 that describes key agreement between
three parties. Key agreement between three parties is the process of establishing a shared secret key
among three entities 4, B, and C in such a way that none of them can predetermine the value of the
shared secret key. Key agreement among three entities 4, B, and C takes place in a context shared by the

12 © ISO/IEC 2015 - All rights reserved
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three entities. The context consists of sets S1, S2, and S3, a function F, and a function FP. The functions F
and FP shall satisfy the following requirements:

NOTH4 Anexample of a possible function FP is given.in Annex F.

NOTH5 Asdiscussed in Clause 6, in practical implementations of the key agreement mechanisn
secret key should be subject to further processing. A derived shared secret key should be cory
by extracting bits from the shared secret key~K4p¢ directly, or (2) by passing the shared secret
optiomally other nonsecret data through a gne-way function and extracting bits from the output.

10.4|Secret key transport

Secrdt key transport (often‘abbreviated to “key transport”) is the process of transfery
key, ¢hosen by one entity.(or a trusted centre), to another entity, suitably protected by
crypflographic encryption.

10.5(Public key-transport

Publig key transport makes an entity’s public key available to other entities in an authentic
Authenticated distribution of public keys is an essential security requirement. This distrih
achieyed in two main ways:

a)

e}

), F(ha, g)), and can efficiently generate random eléments in S1. Depending on the p4

F: 51 x 52 = S2 maps elements (h, g) S1 x Sz to Sz, and we write y = F(h, g).
F satisfies the commutativity condition F(hg, F(hp, g)) = F(hp, F(ha, 9))-

[t is computationally intractable to find F(h1, F(h, g)) from F(hy, g), F(h2, g) and g. This
F(-,g) is a one-way function.

implies that

FP: 51 x S2 x Sp = S3 maps an element (h¢, F(hy, g), F(hp, g)) S1 x S2 x S2 to an element of S3, and we
write z = FP(h¢, F(hy, g), F(hp, g)). ISO/IEC 15946-1 shall be referred for the relation between F and

P.

HP satisfies the commutativity condition

- FP(hc, F(ha, 9), F(hg,g)) =FP(hc, F(hp, g), F(ha,g)) =FP(hp, F(ha,g),E(hc, 9))
= FP(ha, F(hp, 9), F(hc, g)) = FP(ha, F(hc, g), F(hp, g)) =FP(hp, F(hg), F(ha, 9)).

[ is computationally intractable to find FP(h¢, F(hg, g), F(hg, g)) from F(hg, g), F(hg, g),
. This implies that F(,, p4, pp) is a one-way function.

et

The entities 4, B, and C share a common element g in S which-may be publicly known.

The entities acting on this setting can efficiently compute function values F(h, g) and

dgreement mechanism, further conditions may be imposed.

F(h¢ g), and

FP(hc, F(hsp,
articular key

hs, the shared
nhputed by:(1)
key Kapc and

ing a secret
asymmetric

hted fashion.
ution can be

Public key distribution without a trusted third party.

b) Public key distribution involving a trusted third party, such as a certification authority.

The public key of an entity A is part of the public key information of entity A. The public key information
includes at least entity A’s distinguishing identifier and entity A’s public key.

© ISO/IEC 2015 - All rights reserved
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11 Key agreement

11.1 Key agreement mechanism 1

This key agreement mechanism non-interactively establishes a shared secret key between entities 4
and B with mutual implicit key authentication. The following requirements shall be satisfied:

— Each entity X has a private key agreement key hx in S1 and a public key agreement key px = F(hy, g).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms described in Clause 13.

Key agreem¢nt mechanism 1 is summarised in Figure 1.

Entity A Entity B
Key Key
Construction Construction
(A1) (B1)

Figure 1 — Key AgreementMechanism 1

Entity A Entity B
Key Token

Construction

(A1) KT,,

_—

Key Key
Construction Construction

(A2) (B1)

Figure 2 — Key Agreement Mechanisms 2, 8

Key Construction (A1) Entity A computes, using its own private key agreement key h4 and entity B’s
public key agreement key pp, the shared secret key as K4p = F(hy, pp).

Key Construction (B1) Entity B computes, using its own private key agreement key hp and entity A’s
public key agreement key py4, the shared secret key as K4p = F(hp, p4)-

As a consequence of requirements on F specified in Clause 10, the two computed values for the key K4p
are identical.

NOTE1 The number of passes is 0.
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NOTE 2  This mechanism provides mutual implicit key authentication. However, a zero-pass protocol such as
this will always generate the same key. One way to eliminate this problem is to ensure that the key is only used
once. Furthermore, the use of a unique initialization vector with each utilization of the key can also solve this
problem.

NOTE 3  This mechanism does not provide key confirmation.

NOTE4  This mechanism is a key agreement mechanism, since the established key is a one-way function of
the private key agreement keys hg and hp of entities A and B, respectively. However, one entity might learn the
other entity’s public key prior to choosing their private key. As described in Clause 8, such an entity can select
approximately s bits of the established key, at the cost of generating 25 candidate values for their private key
agreement key in the interval between discovering the other entity’s public key and choosing their own private
key.

NOTHS5  Examples of this mechanism (known as Diffie-Hellman key agreement) are given in Anipexes D.2, D.3,
and E|3

11.2(Key agreement mechanism 2

This key agreement mechanism establishes a shared secret key in one pass between entities A and B
with mplicit key authentication from entity B to entity A4, but no entjty authentication from entity A to
entity B (i.e., entity B does not know with whom it has established th&shared secret key). The following
requirements shall be satisfied:

— Hntity B has a private key agreement key hp in S1 and a public key agreement key pp = F(hp, g).

— Hntity A has access to an authenticated copy of entity’B’s public key agreement key pp.| This may be
]chieved using the mechanisms described in Clayse+3.
Key

greement mechanism 2 is summarised in Figure 2.

Key Token Construction (A1) Entity A randomly and secretly generates r in S1, computé¢s F(r; g) and
sendg the key token KTy1 = F(r, g)|| Text to entity B

Key (onstruction (A2) Entity A computes the shared key as Kgp = F(r, pp).

Key Construction (B1) Entity Blextracts F(r,g) from the received key token KT41 and cpomputes the
shardd secret key K4p = F(hp, F(59)).

As a ¢onsequence of the requirements on F specified in Clause 10, the two computed valuds for the key
K4p dre identical.

NOTE1 The numberof passesis 1.

NOTH2  Thisechanism provides implicit key authentication from entity B to entity A (entity B is the only
entity] other.than entity A who can compute the shared secret key).

NOTH 3</,This mechanism does not provide key confirmation.

NOTE4  This mechanism is a key agreement mechanism, since the established key is a one-way function of
a random value r supplied by entity A and entity B’s private key agreement key. As discussed in Clause 8, since
entity A could learn entity B’s public key prior to choosing the value r, entity A may select approximately s bits of
the established key, at the cost of generating 2s candidate values for r in the interval between discovering entity
B’s public key and sending KTy1.

NOTES5 Examples of this mechanism (known as ElGamal key agreement) are described in Annexes D.4 and
E.4.

NOTE 6  As entity B receives the information necessary to compute the key K4p from entity A, which has not

been authenticated, use of K4p by entity B should be restricted to functions not requiring trust in entity A’s
authenticity, such as decryption and generation of message authentication codes.
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11.3 Key agreement mechanism 3

This key agreement mechanism establishes a shared secret key in one pass between entities A and B
with mutual implicit key authentication, and entity authentication of entity A4 to entity B. The following
requirements shall be satisfied:

Key agreemg

16

Entity A has an asymmetric signature system (S, V4).

Entity B has access to an authenticated copy of the public verification transformation V4. This may
be achieved using the mechanisms described in Clause 13.

Entity B has a key agreement scheme with keys (hp, pp).

Entity Alhas access to an authenticated copy of the public key agreement key pp of entity B.Thiy may
be achieved using the mechanisms described in Clause 13.

(Optional) If used, the TVP shall either be a time stamp or a sequence number. [ftime stamps are
used, sefure and synchronized time clocks are required; if sequence numbers ateused, the ability
to mainfain and verify bilateral counters is required.

The ent

ies A and B have agreed on a MAC function and a way to use K4p as the key for thig MAC
functior]. ISO/IEC 9797(5] is referred for a MAC function.

nt mechanism 3 is summarised in Figure 3.

Entity A Entity B
Key
Construction
(A1.1)
Key Token
Signature KT
(A1.2) >
Key
Construction
(B1.1)
Key Token
Signature
(B1.2)
v
(D

Figure 3 — Key Agreement Mechanism 3
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Entity A Entity B
Key Token Key Token
Construction Construction

(A1) KTy (B1)

KTy

Key Key
Construction Construction

(A2) (B2)

v v
Kyp Kyp

Figure 4 — Key Agreement Mechanisms 4, 5,9

Key Construction (A1.1) Entity A randomly and secretly generates#:in’S1 and computes
A conmpputes the shared secret key as K4p = F(r, pp).

Using the shared secret key Kgp, entity A computes a MA€-on the concatenation of
distinguishing identifier for entity A and an optional TVP, a tilme stamp or a sequence numl

Key Token Signature (A1.2) Entity A signs the MAG; using its private signature transfi
Then|entity A forms the key token, consisting of the sender’s distinguishing identifier for
key imput F(r; g), the (optional) TVP, the signed MAG,-and some optional data, i.e.

KTa1 = Al|F(r, 9| TV SaA(MACk4p(A||TVP))|| Text1

and sends it to entity B.

Key Construction (B1.1) Entity B extracts F(r, g) from the received key token and compute
secret key, using its private key agreement key hp, K4p = F(hp, F(r, 9))-

Using the shared secret key K4p; entity B computes the MAC on the sender’s distinguishing
entity A and the (optional) TVP.

Signature Verification) (B1.2) Entity B uses the sender’s public verification transfory
verify entity A’s signature and thus the integrity and origin of the received key token KT41

B valldates the timeliness of the token (by inspection of the (optional) TVP).
NOTE1 Thexnumber of passes is 1.

NOTH2<¢, This mechanism provides explicit key authentication from entity A to entity B and

(1, g). Entity
the sender’s

Der.

brmation Sg.
entity 4, the

s the shared

identifier for

hation V4 to
Then entity

implicit key

authentication from entity B to entity A.

NOTE 3  This mechanism provides key confirmation from entity A4 to entity B.

NOTE 4

This mechanism is a key agreement mechanism, since the established key is a one-way function of

a random value r supplied by entity A and entity B’s private key agreement key. As discussed in Clause 8, since
entity A could learn entity B’s public key prior to choosing the value r, entity A can select approximately s bits of
the established key, at the cost of generating 25 candidate values for r in the interval between discovering entity
B’s public key and sending KTy1.

NOTES5 The (optional) TVP prevents replay of the key token from entity A to entity B.
NOTE 6  Examples of this mechanism (known as Nyberg-Rueppel key agreement) are described in Annex D.5
and E.5
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If Text1 is used to transfer entity A’s public key certificate, then requirement 2 at the beginning of

11.3 can be relaxed to the requirement that entity B is in possession of an authenticated copy of the CA’s public
verification key.

11.4 Key agreement mechanism 4

This key agreement mechanism establishes a shared secret key in two passes between entities A and B
with joint key control without prior exchange of keying information. This mechanism provides neither
entity authentication nor key authentication.

Key agreement mechanism 4 is summarised in Figure 4.

Key Token
constructs t

Key Token
constructs t

Key Construction (A2) Entity A extracts F(rp, g) from the received key token KT and computg

shared secre

Key Construction (B2) Entity B extracts F(ry, g) from the received key token KT41 and computg

shared secrd

NOTE1 Th
NOTE2 Th
can be useful
hash-code of {
also Public Kq
in.[6]

NOTE3 Aj
NOTE4 Th
NOTES5 Th

random valug
learn F(ry, g)

cost of genergting 25 candidate values for rp in the interval between receiving KT41 and sending KTp1.

NOTE6 Ex
and E.7.
11.5 Key a

This key agr

Construction (A1) Entity A randomly and secretly generates rg in S, computes
he key token KT41 = F(r4, g)||Textl, and sends it to entity B.

Construction (B1) Entity B randomly and secretly generates rp in S1, computes F(
he key token KTp1 = F(rp, g)|| Text2, and sends it to entity A.

tkey Kap = F(ra, F(rs, 9)).

t key Kap = F(rg, F(ra, 9))-

e number of passes is 2.

is mechanism does not provide implicit or explicit kejnauthentication. However, this mech
in environments where authenticity of the key tokens'is'verified using other means. For inst4
he key tokens could be exchanged between the entities using a second communication chann
y Transport Mechanism 2. Another example of entity authentication is using mechanisms sp4
eparate channel or means shall exist wheteby the key tokens can be verified.
is mechanism provides no key confitrmation.

is mechanism is a key agreement mechanism, since the established key is a one-way funct

s ry and rp supplied by entities' A and B respectively. As discussed in Clause 8, since entity B
prior to choosing the value./p, entity B can select approximately s bits of the established key,

amples of this mechanism (known as Diffie-Hellman key agreement) are described in Annex

sbreemént mechanism 5

eement mechanism establishes a shared secret key in two passes between entities ;

A 9)

B 9),

s the

s the

Anism
nce, a
b]. See
cified

ion of
could
at the

es D.6

1 and

B with muty

alimplicit key authentication and joint key control. The following requirements sh

hll be

satisfied:

This may be achieved using the mechanisms described in Clause 13.

Both entities have agreed on a common one-way function w.

Key agreement mechanism 5 is summarised in Figure 4.

Each entity X has a private key agreement key hy in S1 and a public key agreement key px = F(hy, g).

Each entity has access to an authenticated copy of the public key agreement key of the other entity.

Key Token Construction (A1) Entity A randomly and secretly generates ry in S1, computes F(rg, g) and
sends the key token KTy1 = F(rg, g)|| Text1 to entity B.
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Key Token Construction (B1) Entity B randomly and secretly generates rg in Sq, computes F(rp, g) and
sends the key token KTp1 = F(rp, g)||Text2 to entity A.

Key Construction (B2) Entity B extracts F(rg, g) from the received key token KT41 and computes the
shared secret key as Kgp = w(F(hp, F(r4, 9))||F(rp, p4a)) where w is a one-way function.

Key Construction (A2) Entity A extracts F(rp, g) from the received key token KTp1 and computes the
shared secret key as Kgp = w(F(ra, pp)||F(ha, F(rs, 9)))-

NOTE1 The number of passes is 2.
NOTE 2  This mechanism provides mutual implicit key authentication. If the data field Text2 contains a MAC

(on kfiown data) computed using the Key K4p, then this mechanism provides expliclt key autherjtication from
entity] B to entity A.

NOTH3  If the data field Text2 contains a MAC (on known data) computed using thelkey Hap, then this
mechfnism provides key confirmation from entity B to entity A.

NOTH4  This mechanism is a key agreement mechanism, since the established key is a one-way function of
randdm values r4 and rp supplied by entities A and B respectively.

NOTHS5  Examples of this key agreement mechanism (known as the Matsumoto-Takashima-Imai A(0) key
agreement scheme) are described in Annexes D.7 and E.6. Another example.i§ known as the Goss pfotocol.

NOTH6  If Textl and Text2 contain the public key certificatessaf’entity A’s and B’s key agieement keys,
respeftively, then the requirement 2 at the beginning of 11.5 can pé.replaced by the requirement thjat each entity
is in possession of an authenticated copy of the CA’s public verification key.

NOTH7  Under certain circumstances this mechanism may'be subject to a source substitution attfack.[30] If this
is a cqncern, this type of attack can be avoided by ensuting that as part of the process of submitting a public key

to a CJA for certification, the submitter proves possession of the corresponding private key. This type of attack is
slight]ly more serious in the case of protocols based @n elliptic curves.[26]

11.6| Key agreement mechanism 6

This [key agreement mechanism establishes a shared secret key in two passes betweg¢n entities A
and B with mutual implicit key authentication and joint key control. It is based on the uge of both an
asymmetric encryption schemeand a signature system. The following requirements shall pe satisfied:

a) Hntity A has an asyminetric encryption system with transformations (Eg4, D4).

b) Hntity B has an asymmetric signature system with transformations (Sg, Vp).

c)

lwul

ntity A hastaccess to an authenticated copy of entity B’s public verification transformation Vp.
his may/be& achieved using the mechanisms described in Clause 13.

—

d) Hntity B-has access to an authenticated copy of entity A’s public encryption transformaltion E 4. This
nay’be achieved using the mechanisms described in Clause 13.

=

Key agreement mechanism 6 is summarised in Figure 5.
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Figure 5 — Key Agreement Mechanism 6
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and Key
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Key Token (B1)
Processing
and Key
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(A2) KTy,
Key Token
Processing
(B2)

Eigure 6 — Key Agreement Mechanism 7

Key Token (onstruction (A1) Entity A generates a random number ry, constructs the key token §Ty41 =
r4||Text1, and sends.it-to entity B.

Key Token ]’rocessmg (Bl) Entlty B generates a random number rp and signs a data block cons|sting
of the distinlgu some
optional data Text2 usmg its private 51gnature transformatlon Ss, to obtaln BS = SB(A |rA||rB||Text2)

Entity B then encrypts a data block consisting of its distinguishing identifier (optional), the signed block
BS, and some optional data Text3 using entity A’s public encryption transformation E4. Entity B then
sends the key token KTp1 = E4(BS||Text3)||Text4 back to entity 4, or entity B may include the identifier
for B as KTp1= E4(B||BS|| Text3) || Text4.

Key Construction (B2) The shared secret key consists of all or part of entity B’s signature ) contained
in the signed block BS (see Note 2 in Clause 4), after passing through a key derivation function.

Key Token Processing and Key Construction (A2) Entity A decrypts the key token KTp1 using its
private decryption transformation Dg, optionally checks the sender identifier, and uses entity B’s
public verification transformation Vp to verify the digital signature of the signed block BS. Then entity
A checks the recipient identifier and that the random number ry in the signed block BS equals the
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random number ry4 sent in token KTy1. If all checks are successful, entity A accepts all or part of entity
B’s signature of the signed block BS used with a key derivation function as the shared secret key.

NOTE1 The number of passes is 2.
NOTE 2  The partofthe signature X that is to be used as the basis of the secret key established between entities
A and B shall be agreed in advance.

NOTE

3

authentication from entity B to entity A.

NOTE

4

This mechanism provides implicit key authentication from entity A to entity B and explicit key

If the data field Text3 contains a MAC (on known data) computed using the key Kyp, then this

mech

NOTE
rando
learn
cost o

NOTE

NOTE
certif
can b
verifi

NOTE

eaves

11.7

This
3lé] 4
folloy

H

H
a

a HOA | 1l £ e £ dead. Dot ek A
ITISITT yl UVIUTOS I\Cy CUIITIT IIIatIUIl TT UIIT Clll_ll,_y D LU Clll,ll,y £1.

5 This mechanism is a key agreement mechanism, since the established key is a one*w
m values r4 and rp supplied by entities A and B respectively. As discussed in Clause 8,|since

f generating 25 candidate values for rp in the interval between receiving KT41 and Sending KT
6  This mechanism is derived from Beller and Yacobi’s two pass protocql described in Ann

7  If Textl and Text4 contain a public key certificate for entity A's_encryption key and
cate for entity B’s verification key, respectively, then the requiremeénts 3 and 4 at the beg
b relaxed to the requirement that each entity is in possession of an' authenticated copy of t
Cation key.

8
roppers, a property of potential significance in a wireleSs communication environment.

Key agreement mechanism 7

key agreement mechanism is based on the‘three-pass authentication mechanism of IS
nd establishes a shared secret key between entities A and B with mutual authen
ving requirements shall be satisfied;

ach entity X has an asymmetricsignature system (Sx, Vx).

oth entities have access tolan authenticated copy of the public verification transforr
ther entity. This may bé achieved using the mechanisms described in Clause 13.

he two entities have\agreed on a common MAC function.

greement mechahism 7 is summarised in Figure 6.

hy function of
bntity B could

F(r4, g) prior to choosing the value rp, entity B can select approximately s bits of thegstablished key, at the

B1-

ex D.8.

a public key
nning of 11.6
he CA’s public

A significant feature of this scheme is that the identity of entity B can remain anonymous to

0O/IEC 9798-
fication. The

nation of the

utes F(ra, g),

atesrgin Sy,

KTp1 =Sp(DB1)||[MACkap(DB1)||Text3,

where DB1 = F(rp, g)||F(ra, g)||A|| Text2, and sends it back to entity A.

e signed key

Key confirmation is provided by including MACk4p(DB1) in KTp1. Alternatively, if both parties have a
common symmetric encryption system, key confirmation can be obtained by replacing KTp1 with KTp1
= F(rg, 9)||Ekap(Se(DB1)), where E is a suitable symmetric encryption function.

Key Token Processing and Key Construction (A2) Entity A verifies entity B’s signature on the key
token KTp1 using entity B’s public verification key, and then verifies entity A’s distinguishing identifier
and the value F(ry, g) sent in step (Al). If the checks are successful, entity A proceeds to compute the
shared secret key as K4p = F(ra, F(rg, 9))-
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Using K4p, entity A verifies MACkap(DB1)- Then entity A constructs the signed key token
KTp2 = S4(DB2)||MACk4B(DB)|| Text5,
where DBy = F(r4, 9)||F(rs, g)||B|| Text4, and sends it to entity B.

Key confirmation is provided by including MACkap(DB?) in KT42. Alternatively, key confirmation can be
obtained by replacing KT4 with KT42 = Exap(Sa(DB2)).

Key Token Processing (B2) Entity B verifies entity A’s signature on the key token KTy, using entity
A’s public verification key, then verifies entity B’s distinguishing identifier and that the values F(ry, g)
and F(rp, g) agree with the values exchanged in the previous steps. If the checks are successful, entity B

verifies MA

NOTE1 Th

NOTE2 Th

NOTE3 Th

NOTE4 Th
random valug
learn F(ry4, g)

cost of generdting 25 candidate values for rp in the interval between receiving-KT41 and sending KTp1.

NOTES5 Ex
the examples
and ISO/IEC 1

NOTE6 Th
in the three p
TVP Ry is set

NOTE7  Iff
and B, respec
all entities ar

NOTE8  If4
token KTp1. S
the random n

NOTE9 Ko

third requirement at the beginning of 11.7 does not apply.

11.8 Key a

This key agr
one pass bet

kAB(DB?) using Kap = F(r, F(ra, g)).

e number of passes is 3.

is mechanism provides mutual explicit key authentication and mutual entity authentication.
is mechanism provides mutual key confirmation.

is mechanism is a key agreement mechanism, since the established key is a one-way funct]
s ry and rp supplied by entities A and B respectively. As discussed in/Clatise 8, since entity B
prior to choosing the value rp, entity B can select approximately s bits'of the established key,

amples of this mechanism (known as the Diffie-Hellman schéme) can be constructed by com]
in Annex E.9 with use of a digital signature scheme, sucli, asone of those specified in ISO/IE(
4888.

is mechanism conforms to ISO/IEC 9798-3.[6] KT44,KTg1, and KT are identical to the token
ass authentication mechanism. The TVPs are also’identical, with the following changes of us
fo the value F(ry, g); and the TVP Rp s set to thévalue F(rp, g).

he data fields Text1 and Text3 (or Text5:and Text3) contain the public key certificates of ent
[ively, then the second requirement at.the beginning of 11.7 can be relaxed to the requiremer
b in possession of an authenticated.copy of the CA’s public verification key.

| signature mechanism with texthashing is used, then F(ry, g) and/or F(rp, g) need not be sent
milarly, neither F(r4, g) norE(rp, g) need be sent in key token KT42. However, care shall be take
imbers are included in the-ecomputation of the respective signatures.

y confirmation cap-alternatively be achieved by encrypting part of the signature. In this cas

creement’mechanism 8

bement mechanism uses elliptic curve cryptography, and establishes a shared secret
ween-entities A and B with mutual implicit key authentication. The following requirer

ion of
could
at the

bining
9796

s sent
e: the

ties A
t that

in key
n that

e, the

xey in
nents

shall be satis

fied:

This may be achieved using the mechanisms described in Clause 13.

Key agreement mechanism 8 is summarised in Figure 2.

Each entity X has a private key agreement key hy in S1 and a public key agreement key Px = F(hy, G).

Each entity has access to an authenticated copy of the public key agreement key of the other entity.

The values /and j are used for cofactor multiplication as explained in Clause 7. A function is also required
to convert an elliptic point P to an integer. An example of such a function is (P) = (X(P) mod pr/ﬂ )+
er/ﬂ , where p = [logz n] and X(P) is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r4 in S1, computes F(rg, G),
constructs the key token KTy41 = F(r4, G), and sends it to entity B.
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Key construction (A2) Entity A computes the shared key as
Kap = ((ra + 1(KTa1)ha)-D(-(Pp + T(Pp) PB)).
Key construction (B1) Entity B computes the shared key as
Kap = ((hp + n(Pp)hp)-1)(j:(KTa1 + T(KT41)P4)).
NOTE1 The number of passes is 1.

NOTE 2  This mechanism provides mutual implicit key authentication.

NOTE3 An nvamp]n ofthismechanism (lznnmrn as MQ\/ l(ny agrnnmnnf} isdescribed in Annex E1

11.9(Key agreement mechanism 9

This |key agreement mechanism uses elliptic curve cryptography and establishes a shared secret
key ih two passes between entities A and B with mutual implicit key authentication. The following
requirements shall be satisfied:

a) Hach entity X has a private key agreement key hy in S1 and a publid key agreement key Px = F(hy, G).

b) Hach entity has access to an authenticated copy of the public/key'agreement key of the|other entity:.
This may be achieved using the mechanisms described in @laiiSe 13.

Key agreement mechanism 9 is summarised in Figure 4.

The vlalues / and j are used for cofactor multiplication as'explained in Clause 7. A function is 4lso required
to convert an elliptic point P to an integer. An example of such a function is m(P) = (X(P) mpd 2(‘0/21 )+
2“)/‘1 , where p= [logz n—| and X(P) is the x-coerdinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates ry in Sq, compuites F(rg, G),
consfructs the key token KT41 = F(r4, G),@nd sends it to entity B.

Key token construction (B1) Entify B randomly and secretly generates rp in Sq, compuites F(rp, G),
consfructs the key token KTp1 = Erp, (), and sends it to entity A.

Key ¢onstruction (A2) Entity 4 computes the shared secret key as

Kap = ((ra + m(KTa1)ha)-1)-(KTp1 + (KTB1) PB)).
Key ¢onstruction (B2) Entity B computes the shared secret key as

Kap = ((rp + m(KTp1)hB)- 1)+ (KTa1 + 1(KT41) Pa)).-
NOTH1 ,The number of passes is 2.

NOTH 2\.Y This mechanism provides mutual implicit key authentication.

NOTE 3  An example of this mechanism (known as MQV key agreement with two passes) is described in Annex
E.12.

NOTE4  Under certain circumstances this mechanism may be subject to a source substitution attack.[26] If

this is a concern, such an attack can be avoided by adding delay detection. Other countermeasures are described
in [26].
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11.10 Key agreement mechanism 10

This key agreement mechanism uses elliptic curve cryptography and establishes a shared secret

key in three

passes between entities A and B with mutual implicit key authentication. The following

requirements shall be satisfied:

— Each entity X has a private key agreement key hy in S1 and a public key agreement key Py = F(hy, G).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms described in Clause 13.

Key agreement mechanism 10 is summarised in Figure 7.

The values !

ind j are used for cofactor multiplication as explained in Clause 7. A function is also reqluired

to convert an elliptic point P to an integer. An example of such a function is t(P) = (X(P) mdd pr/ﬂ )+

Z(p/ﬂ , whd

re p= [logz n] and X(P) is the x-coordinate of the point P.
Entity A Entity B
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Figure 7.<~Key Agreement Mechanism 10
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Key Token and -
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LOTASR AL 5/ Key Construction
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Key MAC g5 (M)
Verification
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Figure 8 — Key Agreement Mechanism 11

Key token construction (A1) Entity A randomly and secretly generates rq in Sq, computes F(rg, G),
constructs the key token KT41 = F(r4, G), and sends it to entity B.

24

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=f81f4c64fb121f789a06058eac2a2393

ISO/IEC 11770-3:2015(E)

Key construction (B1) Entity B randomly and secretly generates rp in S1, computes F(rp, ), and
constructs the key token KTp1 = F(rp, G).

Entity B computes the shared secret key as
Kap = ((rp + m(KTp1)hB)-1) - (KTa1 + 1(KT41) Pa)).-

Entity B then computes the key K = kdf(K4p ). Entity B further constructs MACk(2||KT41||KTp1), and
sends KTp1 and MACk(2 || KT41 || KTp1) to entity A.

Key construction (A2) Entity A computes the shared secret key as

Kap=tra =K T DG pr =K T pDPp):

Entity A computes the key K = kdf(K4p ). Entity A computes MACk(2||KT41||KTp1) and(verifles what was
sentIy entity B. Entity A then computes MACk(3||KTa1||KTg1), and sends it to entity B:

Veriflication (B2) Entity B computes MACk(3||KT41||KTp1)-
NOTEH1 The number of passes is 3.

NOTH2  This mechanism provides mutual explicit key authentication.

NOTH3 An example of this mechanism (known as MQV key agreément with three passes) i described in
Annex E.13.

11.11 Key agreement mechanism 11

This key agreement mechanism establishes a sharedkey in four passes between entities A and B. The
following requirements shall be satisfied:

— Hntity B has an asymmetric encryption system with transformation (Ep, Dp).

— Hntity A has access to an authenticated copy of the public verification transformation pecessary to
erify Certp.

<

— HBoth entities have agreed on\a.common key derivation function kdf.

Key dgreement mechanism 1 j$ summarised in Figure 8.

Entitly Confirmation (Al): Entity A chooses a random integer r4, and sends a message M1 |= (r4||Text1)
to entity B.

Entitly Confirmation (B1): Entity B chooses a random integer rg, and sends My = (rg||Cerftp|| Text2) to
entity A.

Key Token and Key Construction (A2): Entity A verifies Certp to obtain a trusted copy|of entity B’s
publif Key. Entity A then generates a random integer r’4 and computes the shared key Kap = kdf(ry, rp,
r'4).

Entity A then sends the key token KT = Ep(r’4) and MACgap(M1||KT42) to entity B.
Key Construction (B2): Entity B decrypts KT42 and computes the shared key K4p = kdf(ry, r, r'4).

Entity B computes MACkap(M1 || KT42) and compares it with the received MAC value. Entity B sends
MACkap(M3) to entity A.

Key Verification (A3): Entity A computes MACg4p(M2) and compares it with the received MAC value.
NOTE1 The number of passes is 4.

NOTE 2  This mechanism provides B’s implicit key authentication to A.

© ISO/IEC 2015 - All rights reserved 25


https://iecnorm.com/api/?name=f81f4c64fb121f789a06058eac2a2393

ISO/IEC 11770-3:2015(E)

NOTE 3  This mechanism is derived from the Transport Layer Security (TLS) protocol,[15] which can be
regarded as an example of this mechanism. In TLS, the key agreement process is known as the TLS handshake
phase. In TLS, each entity has a ‘cipher suite’, i.e. a list of algorithms that the entity supports. Text1 and Text2 are
used to exchange these cipher suites as part of a process known as ‘cipher suite negotiation’.

11.12 Key agreement mechanism 12

This key agreement mechanism non-interactively establishes a shared secret key among entities 4, B,
and C with mutual implicit key authentication. The following requirements shall be satisfied:

— Each entity X has a private key-agreement key hy in Sq and a public key-agreement key px = F(hy, g).

— Each enfity has access to an authenticated copy of the public key-agreement key of the other €ntities.
This may be achieved using the mechanisms described in Clause 13.

Key agreemg¢nt mechanism 12 is summarised in Figure 9.

Entity A Entity B Entity C
Key Key Key:
Construction Construction Constrliction
(A1) (B1) (€1)

Figure 9 — Key Agreement Mechanism 12

Key Constrjction (A1) Entity A computes, using its own private key-agreement key hy, entity B’s
public key-agreement key pp, and entity C’s public key-agreement key pc, the shared secret key ag K4p¢
=FP(hy, pB, po)-

Key Constrjiction (B1) Entity B computes, using its own private key-agreement key hp, entity A’s
public key-agreement key py, and entity-C’s public key-agreement key pc, the shared secret key aq Kapc

=FP(hp, pc, IA)-

Key Construction (C1) Entity-€'computes, using its own private key-agreement key hc, entity A’s public
key-agreemént key p4, and’entity B’s public key-agreement key pp, the shared secret key as Kypc =
FP(hc, pa, pH).

As a consequence of the' requirements on functions F and FP specified in Clause 10, the three computed
values for thle key #4pc are identical.

NOTE1 THewiumber of passes is 0.

NOTE 2  This mechanism provides mutual implicit key authentication. However, a zero-pass protocol such as
this will always generate the same key. One way to eliminate this problem is to ensure that the key is only used
once. Furthermore, the use of a unique initialization vector with each utilization of the key can also solve this
problem.

NOTE 3  This mechanism does not provide key confirmation.

NOTE 4  Thisis a key agreement mechanism, since the established key is a one-way function of the private key
agreement keys hy, hp, and hc of entities 4, B, and C respectively.

NOTES5  Anexample of this mechanism (known as Joux key agreement) is given in Annex F.2.
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12 Secret key transport

12.1 Secret key transport mechanism 1

This secret key transport mechanism transfers a secret key in one pass from entity A to entity B with
implicit key authentication from entity B to entity A. The following requirements shall be satisfied:

— Entity B has an asymmetric encryption system (Ep,Dp).

— Entity A has access to an authenticated copy of entity B’s public encryption transformation Ep. This
may be achieved using the mechanisms described in Clause 13.

— The optional TVP shall either be a time stamp or sequence number. If time stamps aréeused, then the
tities A and B need to maintain synchronous clocks. If sequence numbers are used, ten entities A
nd B shall maintain bilateral counters.

Secrdt key transport mechanism 1 is summarised in Figure 10.

Entity A Entity B
Key Token
Construction
(A1) KT,y R
i Key Token
Deconstruction
(B1)

A 4

D

Figure 10 — Secret Key Transport Mechanism 1
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Figure 11 — Secret Key Transport Mechanism'2

Construction (A1) Suppose K is a secret key that entity~d’wishes to securely trans
ity A constructs a key data block consisting of its distinguishing identifier (optional
ional TVP and an optional data field Text1. Entity A'then encrypts the key data block
5 public encryption transformation Ep and sends’the key token

KTa1 = Eg(A||K||TVP||Text1)||Text2

Deconstruction (B1) Entity B decrypts the encrypted part of the received key
s private decryption transformation Dp, recovers the key K, checks the optional TVI
e recovered key K with the claimed originator entity A.

e number of passes is 1.

is mechanism provides implicit key authentication from entity B to entity 4, since only entityj
rer the key K.

fer to
), the
using

roken
P and

B can

NOTE 3  This mechanism does not provide key confirmation.
NOTE 4  Entity A can.¢hioose the key.
NOTES5  Aslentity Btreceives the key K from a non-authenticated entity 4, secure use of K by entity B shopld be

restricted to

furictions not requiring trust in entity A’s authenticity. For example, decryption and generat

message auth|

ion of

pritication codes can be performed, whereas encryption and verification of message authenti

Cation

codes should not.

NOTE 6

An example of this mechanism (known as ElGamal key transfer) is described in Annex G.1. A second

example of this mechanism using RSA is described in Annex G.3, and a third example based on Sakai-Kasahara

Key Establish

ment is described in Annex G.6.

12.2 Secret key transport mechanism 2

This secret key transport mechanism is an extension of the one-pass entity authentication mechanism
in ISO/IEC 9798-3.[6] It transfers a secret key, encrypted and signed, from entity A to entity B with
explicit key authentication from entity A to entity B and implicit key authentication from entity B to
entity A. The following requirements shall be satisfied:

Entity A has an asymmetric signature system (Sg, V4).
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Entity B has an asymmetric encryption system (Ep, Dp).

Entity A has access to an authenticated copy of entity B’s public encryption transformation Ep. This
may be achieved using the mechanisms described in Clause 13.

Entity B has access to an authenticated copy of entity A’s public verification transformation V4. This
may be achieved using the mechanisms described in Clause 13.

The optional TVP shall be either a time stamp or sequence number. If time stamps are used, then
the entities A and B need to maintain synchronous clocks or use a Trusted Third Party Time Stamp

Authority. If sequence numbers are used then entities A and B shall maintain bilateral

counters.

Secrdt key transport mechanism 2 is summarised in Figure 11.

Key Encryption (A1.1) Suppose K is a secret key that entity A wishes to securely transfe
Entity A forms the key data block, consisting of the sender’s distinguishing identifier; the

r to entity B.
key K and an

optional data field Textl1. Entity A then encrypts the key data block with entity~B’s publif encryption
trangformation Ep and forms the encrypted block BE = Ep(A||K]|Text1).
Key Token Construction (A1.2) Entity A forms the token data block; consisting of the recipient’s
distinguishing identifier, an optional TVP (time stamp or sequence fdumber), the encrypted block BE
and the optional data field Text2. Then entity A signs the token data-block using its privdte signature
trangformation S4, appends optional Text3, and sends the resulting key token

KTyp1 = Sa(B||TVP||BE|| Text2)[| Text3
to entity B.

Key Token Verification (B1.1) Entity B uses thé\seénder’s public verification transforr
verify the digital signature in the received key token KTy1. Entity B then checks its ident
and, pptionally, the TVP.

Key I
Entit
entity

Decryption (B1.2) Entity B decryptsithe block BE with its private decryption transf
7 B then compares the identifier far@ntity A contained in block BE with the identity o
. If all checks are successful, entity B accepts the key K.

NOTE1 The number of passes isd;

NOTH
from

2 This mechanism provides entity authentication of entity A to entity B, and implicit key 4
bntity B to entity A.

NOTE
share
it has

3 This mechdanism provides key confirmation from entity A to entity B. Entity B can b
5 the correct key with entity 4, but entity A can only be sure that entity B has indeed receiveg
obtained a/positive reply from entity B encrypted using key K.

NOTH
token|

4  Theoptional TVP provides entity authentication of entity A to entity B and prevents ref
In,order to prevent replay of the key data block BE, an additional TVP can also be included in

nation V4 to
ifier in KTy

brmation Dp.

f the signing

uthentication

e sure that it
the key after

lay of the key
Textl.

C

NOTE
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hoose the key

Kp. Joint key control can be achieved by requiring entities A and B to combine two keys K4 and Kp, transported
using two instances of the mechanism, to form a shared secret key K4p. An extra pass is required for joint key
control. The combination function shall be one-way, otherwise entity A can choose the shared secret key. This
mechanism can then be classified as a key agreement mechanism.

NOTE 6  Entity A’s distinguishing identifier is included in the encrypted block BE to prevent entity A from
misappropriating an encrypted key block intended for use by another entity. Prevention of the attack is achieved
by requiring entity B to compare entity A’s identifier with entity A’s signature on the token.

NOTE7 In conformance with ISO/IEC 9798-3,[6] entity authentication using a public key algorithm KTy1 is
compatible with the token sent in the one-pass authentication mechanism. The token accommodates the transfer
of the key K through use of the optional text field: Text1 in the ISO/IEC 9798-3[6] mechanism has been replaced
by BE || Text2.
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NOTE 8 The data field Text3 can be used to deliver the public key certificate of entity A. If this is the case, then
the fourth requirement at the beginning of 12.2 can be relaxed to the requirement that entity B is in possession of
an authenticated copy of the CA’s public verification key.

NOTE9 Examples of this mechanism are described in Annexes G.2 and G.5.

12.3 Secret key transport mechanism 3

This secret key transport mechanism transfers a secret key, signed, and encrypted in one pass from
entity A to entity B with unilateral key confirmation. The following requirements shall be satisfied:

a) Entity A has an asymmetric signature system (S4, V4)
b) Entity Blhas an asymmetric encryption system (Ep, Dp).

c) Entity Alhas access to an authenticated copy of entity B’s public encryption transformation Eg This
may be achieved using the mechanisms described in Clause 13.

d) Entity Blhas access to an authenticated copy of entity A’s public verification transformation Vg4{ This
may be qchieved using the mechanisms described in Clause 13.

e) The optjonal TVP shall be either a time stamp or a sequence number: Jftime stamps are used then
the entifies A and B need to maintain synchronous clocks. If sequénce numbers are used| then
entities 4 and B shall maintain bilateral counters.

Secret key tijansport mechanism 3 is summarised in Figure 12.

Entity A Entity B
Key Block
Signature
(A1.1)
Key Token
Construction
(A1.2) KT,
Key Token
Decryption
(B1.1)
Key Block
Verification
(B1.2)

Figure 12 — Secret Key Transport Mechanism 3
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Entity A Entity B
Key Token
Construction
(A1) KT, R
Key Block
Encryption
(B1.1)
Key Token
Construction
P KT (B1.2)
Kev Token D
Verification
(A2.1)
Key
Decryption
(A2.2)

Figure 13 — Secret Key Transport Mechanism 4

B. Entity A forms a key data block consisting of the recipient’s distinguishing identifier, {he key K, an
optiopal TVP (sequence number or time stamp), and<{optional data. Entity A then signs the key block
using its private signature transformation Sy4 to generate the signed block BS = S4(B||K||TYP|| Text1).

Key lElock Signature (A1.1) Suppose K is a secret key that entity A wishes to securely tranpfer to entity

Key Token Construction (A1.2) Entity A form$§’the token data block, consisting of the sighed block BS
and dptional Text2. Then entity A encryptsithe token data block using the receiver’s publif encryption
trangformation Ep, appends optional Text3; and sends the resulting key token

KTya1 = Ep(BS||Text2)|| Text3
to entity B.

Key Token Decryption (B1.1) Entity B decrypts the encrypted part of the received key token KTy
using its private decryption transformation Dp.

Key Block Verification (B1.2) Entity B uses the sender’s public verification transforthation V4 to
verify the integrity and origin of BS. Entity B validates that it is the intended recipient of the token (by
inspdction of thé-identifier in BS) and, optionally, that the TVP is within acceptable bounds (to verify
the tgken’s titmeliness). If all verifications are successful, entity B accepts the key K.

NOTH 1</ ,The number of protocol passes is 1.

NOTE 2  This mechanism provides entity authentication of entity A to entity B, and implicit key authentication
from entity B to entity A.

NOTE 3  This mechanism provides key confirmation from entity A to entity B. Entity B can be sure that it
shares the correct key K with entity 4, but entity A can only be sure that entity B has indeed received the key
after it has obtained a positive reply from entity B encrypted using key K.

NOTE 4  Entity A can choose the key.

NOTES5  Entity B’s distinguishing identifier is included in the signed key block BS to explicitly indicate the
recipient of the key, thereby preventing misuse of the signed block BS by entity B.

NOTE 6  The data field Text3 can be used to deliver the public key certificate of entity A. If this is the case, then
the fourth requirement at the beginning of 12.3 can be relaxed to the requirement that entity B is in possession of
an authenticated copy of the CA’s public verification key.
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NOTE 7  Iftwo executions of this secret key transport mechanism are combined (from entity A to entity B and
from entity B to entity A) then mutual entity authentication and joint key control can be provided (depending on
use of the optional TVP).

12.4 Secret key transport mechanism 4

This secret key transport mechanism is based on the two-pass authentication mechanism of
ISO/IEC 9798-3,[6] and transfers a key from entity B to entity A. The following requirements shall be
satisfied:

Entity A has an asymmetric encryption system (E4, Dg).

Entity Blhas an asymmetric signature system (Sg, Vp).

Entity A L This

may be 4

has access to an authenticated copy of entity B’s public verification transformation Vg
ichieved using the mechanisms described in Clause 13.

Entity B This

may be 4

has access to an authenticated copy of entity A’s public encryption transfermation E4
ichieved using the mechanisms described in Clause 13.

Secret key tijansport mechanism 4 is summarised in Figure 13.

Key Token ¢
consisting o

Key Block

Construction (A1) Entity A generates a random number rgfconstructs the key token
r4 and an optional data field Text1, KT41 = ra||Text1l and senids it to entity B.

ncryption (B1.1) Suppose K is a secret key that entity B wishes to securely trans

KTa1

fer to

entity A. Entity B forms a key data block, consisting of the séhder’s distinguishing identifier, the key
K and an optional data field Text2. Entity B then encryptsithe key data block with entity A’s public
encryption fransformation E4, and forms the encrypted block BE = E4(B||K|| Text2).

Key Token [Construction (B1.2) Entity B optionally<generates a random number rp and fornis the
token data bllock, consisting of the recipient’s distinguishing identifier, the random number ry regeived
in step (A1),|{the new random number rp (optional), the encrypted block BE, and the optional dat{ field
Text3. Then |entity B signs the token data block'with its private signature transformation Sp, appends

optional Tex}4, and sends the resulting key.token KTp1 = Sp(A||ral|rs||BE|| Text3)|| Text4 to entity 4.

Key Token Verification (A2.1) Entity4uses the sender’s public verification transformation Vp to y
the digital signature in the received key token KTp;. Then entity A checks its distinguishing identif
KTp1 and ché¢cks that the received value ry agrees with the random number sent in step (A1).

rerify
ier in

ation
entity

Key Block D
Dy4. Entity A
A accepts th

lecryption (A2,2)-Entity A decrypts the block BE with its private decryption transformn
hen validates.the sender’s distinguishing identifier in BE. If all checks are successful, ¢
e key K.

NOTE 1

The numbei~of protocol passes is 2.

NOTE 2  THisWiechanism provides implicit key authentication from entity A to entity B.

NOTE 3  This mechanism provides key confirmation from entity B to entity A. Entity A can be sure that it
shares the correct key K with entity B, but entity B can only be sure that entity A has indeed received the key
after it has obtained a secured message from entity A which has been processed using K.

NOTE 4  Entity B can choose the key.

NOTES5 The tokens KT41 and KTp; conform to the tokens sent in the two-pass authentication mechanism
described in 5.1.2 of ISO/IEC 9798-3[6] (note that the roles of entities A and B are exchanged). The token KTp1
accommodates the transfer of the key K through use of the optional data field: Text2 in the ISO/IEC 9798-3
mechanism has been replaced by BE || Text3.

NOTE 6  If this secret key transport mechanism is executed twice in parallel between two entities, then
the resulting mutual secret key transport mechanism is in conformance with the mechanism described in
ISO/IEC 9798-3.[6]
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rpis no longer required and is therefore optional in this mechanism.

12.5 Secret key transport mechanism 5

Data field rp is included for consistency with ISO/IEC 9798-3.[6] Because of the presence of BE in KTp1,

This secret key transport mechanism is based on the three-pass authentication mechanism of
ISO/IEC 9798-3l6] and transfers two shared secret keys with mutual entity authentication and key
confirmation. One key is transferred from entity A to entity B and one key from entity B to entity A. The
following requirements shall be satisfied:

— Each entity X has an asymmetric signature system (S, Vx).

— H

(0]

(0]

Secre

Entity A

Key Token Construction
(A1)

KT

Al

ach entity X has an asymmetric encryption system (Ey, Dx).

ach entity has access to an authenticated copy of the public verification transfofimatio1
ntity. This may be achieved using the mechanisms described in Clause 13.

t key transport mechanism 5 is summarised in Figure 14.

Entity B

Key Block Encryption
(B1.1)

Key Token Construction

(B1.2)

Key Token Verification
(A2.1)

Key Block Decryption
(A2.2)

Key Block Encryption
(A2:3)

Kéy ToKen Construction
(A2.4)

KT

A2

v

Key Token Verification
(B2.1)

Key Block Decryption
(B2.2)

Figure 14 — Secret Key Transport Mechanism 5

h of the other

ach entity has access to an authenticated copy of the public encryptiontransformation of the other
ntity. This may be achieved using the mechanisms described in Clause\13.
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Entity A

Key Token
Construction
(A1)

Entity B

Key Token
Construction
(B1)

KT,y

KT,

Key and Entity
Confirmation
(A2.1)

Key Token

r4||Text1 andl sends it to entity B.

Key Block |
to entity A.
optional Tex

Key Token (
rg, ra, the re
using its pri
Sp(rallrallAl

Key Token Verification (A2:1) Entity A verifies entity B’s signature on the key token KTp1 using ¢

B’s public vg
the received

Key Block [}

Key ToKen
Response
(A2.2)

KT,

Key and Entity
Confirmation
(B2)

A 4

), G

Figure 15 — Secret Key Transport Mechanism 6

Construction (A1) Entity A randomly generates ry, constructs the key token K|

Encryption (B1.1) Suppose K is a secrnet”key that entity B wishes to securely tra
fntity B constructs a block containing its own distinguishing identifier, the key K
t2, and encrypts the block using thexecipient’s public encryption transformation E 4:

BE1= E4(B||KB|| Text2).

onstruction (B1.2) Entity*Brandomly generates rp and constructs a data block contg
Cipient’s identity, the encrypted key block BE7, and optional Text3. Entity B signs the
Uate signature transformation Sp, appends optional Text4, and sends the key token K
BE1||Text3)|| Text4-to entity A.

rification transformation Vp, checks its distinguishing identifier in KTp1 and check
value rqagrees with the random number sent in step (A1).

ecryption (A2.2) Entity A decrypts the encrypted block BE7 using its private decry]

a1

nsfer
, and

ining
block
Tp1 =

entity
b that

ption

transformat

oDy and checks the distinguishing identifier for entity B. If all checks are succe

ssful,

entity A accepts the Key Kp.

Key Block Encryption (A2.3) Entity A constructs a data block containing its own distinguishing
identifier, its own key Ky, and optional Text5, and encrypts the block using the recipient’s public
encryption transformation Ep to obtain BE; = Ep(A||Kg4||Text5).

Key Token Construction (A2.4) Entity A constructs a data block containing the random number ry4, the
random number rp, the recipient’s distinguishing identifier, the encrypted key block BE>, and optional
Text6. Entity A signs the data block using its private signature transformation Sy, appends optional
Text7, and sends the key token KT = S4(ra||rs||B||BE2||Text6)|| Text7 to entity B.

Key Token Verification (B2.1) Entity B verifies entity A’s signature on the key token KTy using entity
A’s public verification transformation Vg, checks its distinguishing identifier in KT42 and checks that
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the received value rp agrees with the random number sent in step (B1.2). In addition, B checks that the
received value ry agrees with the value contained in KTys.

Key Block Decryption (B2.2) Entity B decrypts the encrypted block BE; using its private decryption
transformation Dp and verifies the distinguishing identifier for entity A. If all checks are successful,
entity B accepts the key K4. If only unilateral key transport is required then, as appropriate, either BE1

or BE7 can be omitted.

NOTE

NOTE

1  The number of passes is 3.

2

B to entity A and implicit key authentication of K from entity A to entity B.

This mechanism provides mutual entity authentication, implicit key authentication of K4 from entity

NOTH
More
key ¢

NOTE
Kg.Jo
key K|
mech

NOTE
descr
of the
of the|

acconpmodate the transfer of a MAC within Text6.

NOTH
A and
requi

12.6

This
entity
authd

H

B
(e

Secre

Key 1
B.En

3 This mechanism provides key confirmation from sender to recipient for both rkeyj
ver, if entity A includes a MAC on Kp in the data field Text6 of KT42, then this mechanism pr
nfirmation with respect to Kp.

4 Entity A can choose the key Ky, since it is the originating entity. Similarly/entity B can ¢
nt key control can be achieved by each entity by combining the two keys Kg.and Kp to form a
p. The combination function shall be one-way, otherwise entity A can cheose the shared se
hinism can then be classified as a key agreement mechanism.

5  KTa1, KTp1, and KT42 are compatible with the tokens sent in the'three pass authenticatid
bed in Clause 5.2.2 of ISO/IEC 9798-3.[6] The second token accomimodates the transfer of the

ISO/IEC 9798-3 mechanism has been replaced by BE1||Text3."['He third token accommodate
key Ky4: Text4 of the ISO/IEC 9798-3 mechanism has been replaced by BE;||Text6. The third t

6  If the data fields Textl and Text4 (or Text7 and Text4) contain the public key certific
B, respectively, then the third and fourth requiréments at the beginning of 12.5 can be
‘ement that both entities are in possession of an‘authenticated copy of the CA’s public verific

Secret key transport mechanism\6

secret key transport mechanism-securely transfers two secret keys in three pass
A to entity B and one from entity B to entity A. In addition, the mechanism provides n
ntication. This mechanism s:based on the following requirements:

ach entity X has an asymmetric encryption system (Eyx, Dy).

ntity. This maybe-achieved using the mechanisms described in Clause 13.
t key transport mechanism 6 is summarised in Figure 15.

'oken.Construction (A1) Entity A has obtained a key K4 and wants to transfer it secu
ity 4 selects a random number r4 and constructs a key data block consisting of its di

ident]

s K4 and K.
vides mutual

hoose the key
shared secret
cret key. This

n mechanism
key Kp: Text2
s the transfer
oken can also

es of entities

al
al[elaxed to the

ion key.

bs, one from
hutual entity

ach entity has aceess'to an authenticated copy of the public encryption transformation of the other

rely to entity
stinguishing

fier/the key K4, the number r4 and an optional data field Text1l. Then entity A encr

ypts the key

block using entity B’s public encryption transformation Ep, thereby producing the encrypted data block
BE1 = Ep(A||Kal|ral|Text1).

Entity A constructs the token KT41 = BE1||Text2, consisting of the encrypted data block and some
optional data field Text2.

Entity A sends the token to entity B.

Key Token Construction (B1) Entity B extracts the encrypted key block BE7 from the received key
token KTy41 and decrypts it using its private decryption transformation Dp. Then entity B checks that
the decrypted version of BE1 contains the identifier for entity A.

Entity B has obtained a key Kp and wants to transfer it securely to entity A. Entity B selects a random
number rp and constructs a key data block consisting of the distinguishing identifier for entity B, the
key Kp, the random number rp, the random number ry4 (as extracted from the decrypted block) and
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an optional data field Text3. Then entity B encrypts the key block using entity A’s public encryption
transformation E4, thereby producing the encrypted data block BE7 = E4(B||Kp||ral|rp|| Text3).

Then entity B constructs the key token KTp1 = BE7||Text4, consisting of the encrypted data block BE;
and an optional data field Text4.

Entity B sends the token to entity A.

Key and Entity Confirmation (A2.1) Entity A extracts the encrypted key block BE; from the received
key token KTp1 and decrypts it using its private decryption transformation D4. Then entity A checks
the validity of the key token through comparison of the random number r4 with the random number ry
contained in the encrypted block BE>. If the verification is successful, entity A has implicitly confirmed

that K4 has 1

Key Token
and constru
field Text5.

Entity A sen

Key and En
consistent W
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reached enti

NOTE 1
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afely reached entity B.

Response (A2.2) Entity A extracts the random number rp from the decrypted-key
'ts the key token KTy = rp||Text5, consisting of the random number rp and amoptiona

s the token to entity B.

tity Confirmation (B2) Entity B verifies that the response rg_éxtracted from K
ith the random number rp sent in encrypted form in KTp1. If theverification is succe
authenticated entity A and at the same time has obtained.¢onfirmation that Kp has
lty A.

e number of passes is 3.

is mechanism provides implicit key authentication f K4 from entity B to entity A and implig
h of Kp from entity A to entity B.

ontrol can be achieved by each entity by combining the two keys K4 and Kp on both sides ta
bt key K4p. However, the combination funetion shall be one-way, otherwise entity B can choo
key. This mechanism could then be classified as a key agreement mechanism.

is mechanism uses asymmetric techniques to mutually transfer two secret keys, K4 from ern
] Kp from entity B to entity A. The following cryptographic function separation can be derived
n: entity A uses its key Kg tolencrypt messages for entity B and to verify authentication codes
y Bin turn uses the received key K4 to decrypt messages from entity A and generate authenti
Ly A. The cryptographic functions of Kp can be separated in an analogous manner. In such aw
asis of the key transport mechanism can be extended to the usage of the secret keys.

is mechanismds derived from the three pass protocol known as COMSET.[18]

is mechani§m is based on zero-knowledge techniques. From the execution of the mechs
entities\learns anything that it could not have computed itself.

block
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ssful,
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tity A can choose the key K4, since it is the originating entity. Similarly, entity B can choose the key
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13.1 Public key transport mechanism 1

If entity A has access to a protected channel (i.e., a channel which provides data origin authentication
and data integrity), such as a courier, registered mail, etc., to entity B then entity A may transport its
public key information directly via that protected channel to entity B. This is the most elementary form
of transferring a public key. The following requirements shall be satisfied:

Entity A’s public key information PKI4 contains at least entity A’s distinguishing identifier and entity
A'’s public key. In addition it may contain a serial number, a validity period, a time stamp and other
data elements.
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— Since the public key information does not contain any secret data, the communication channel need
not provide confidentiality.

Public key transport mechanism 1 is summarised in Figure 16.

Entity A Entity B
Key Token
Construction
(A1) KTy
Key Token
Reception
(BT)

Figure 16 — Public Key Transport Mechanism 1

Entity A EntityB
Key Token
Construction
(A1) KTy g«
Key Token
Verification Reception
Token (B1)
Construction
(A2) O KTz,
Key Token
Verification
(B2)

Figure 17 — Public Key Transport Mechanism 2

Key [foken Construction (A1) Entity A constructs the key token KT41 containing thg public key
information of entity A-and some optional data field Text, and sends KT41 = PKl4||Text vigd a protected
channel to entity B.

Key Token Reception (B1) Entity B receives the key token via the protected channel frfjom entity 4,
retrigves entity A’s public key information PKI4 and stores entity A’s public key into the [list of active
publif keyst(this list shall be protected from tampering).

NOTH 1\"This mechanism can be used to transfer public verification keys (for an asymmetric signpture system)
or public encryption keys (for an asymmetric encryption system) or public key agreement keys.

NOTE 2  Authentication in this context includes both data integrity and data origin authentication (as defined
in ISO 7498-2[1]).

13.2 Public key transport mechanism 2

This mechanism transports the public key information of entity A via an unprotected channel to entity
B. To verify the integrity and the origin of the received public key information a second authenticated
channel is used. Such a mechanism is useful when the public key information PKI is transferred
electronically on a high bandwidth channel, whereas the authentication of the public key information
takes place over an authenticated low bandwidth channel such as a telephone, courier, or registered
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mail. As an additional requirement, the entities shall share a common hash, as defined in ISO/IEC 10118-
1. The following requirements shall be satisfied:

Entity A’s public key information PKI4 contains at least entity A’s distinguishing identifier and entity

A’s public key. In addition it may contain a serial number, a validity period, a time stamp and other
data elements.

not provide confidentiality.

Public key transport mechanism 2 is summarised in Figure 17.

Since the public key information does not contain any secret data, the communication channel need

Key Token
information

Key Token Reception (B1) Entity B receives the key token, retrieves entity A’s public key iniform

PKl, and stq

Verification
information
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mail), wherg
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Authentication in this context includes both data integrity and data origin authentication.

Construction (A1) Entity A constructs the key token KT41 containing the publi
of entity A and sends KTy41 = PKl4||Text1 to entity B.

res it protected from tampering for later verification and use.

Token Construction (A2) Entity A computes a check value hash(PKI}y) on its publi
and sends this check value together with the optional distinguishing.identifiers of en

KTy = A||B||hash(PKly)|| Text2.

Verification (B2) Upon reception of the verification token KTy, B optionally check
hg identifier of entities A and B, computes the cheekvalue on the public key informat
ived in the key token KT41 and compares it withdhe'check value received in the verific
f the check succeeds, entity B puts entity A’sipublic key onto the list of active publid
| be protected from tampering).

is mechanism can be used to transfer publicwverification keys (for an asymmetric signature sy
yption keys (for an asymmetric encryption system) or public key agreement keys.

he public key that is transported is a key for an asymmetric signature system not giving ms¢
h entity A can sign the token KT41 using the corresponding private signature key. In that

I the corresponding private signature key, and so presumably, was the only entity that kne

bn of entity A’s signature-in step (B1) using the received public verification key confirmp
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corresponding private signature~key at the time the token was created. If a time stamp is used in PKl4, then
verification cpnfirms that entity;4 currently knows the corresponding private signature key.

NOTE4 A manually signed letter from Entity A can be used for the verification token.

13.3 Publit key transport mechanism 3

This mechanti ing a

trusted third party The authentlcatlon of the entltles public keys can be ensured by exchangmg the
public keys in the form of public key certificates. Entity A’s public key certificate contains the public
key information, together with a digital signature provided by a trusted third party, the Certification
Authority (CA). The introduction of a CA reduces the problem of authenticated user public key
distribution to the problem of authenticated distribution of the CA’s public key, at the expense of a
trusted centre (the CA). 11770-1 shall be referred. See also ISO/IEC 9594-8[2] (Annex E).

This mechanism is based on the assumption that a valid public key certificate Certy4 of entity A’s public
key information PKI4 has been issued by some certification authority, and that entity B has access to
an authenticated copy of the public verification transformation Vca of that certification authority CA
which has issued the public key certificate.

Public key transport mechanism 3 is summarised in Figure 18.
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Entity A Entity B

Key Token
Construction
(A1) KT,
Certificate
Verification
(B1)

Figure 18 — Public Key Transport Mechanism 3

Key [Token Construction (A1) Entity A constructs the key token KTyq containing the public key
certificate of entity A and sends it to entity B, KT41 = Certy||Text.

Certificate Verification (B1) Upon reception of the public key certificate, entity B us¢s the public
verification transformation V¢a of the certification authority to-verify the authenticity of t

infor

If ent]

mation and to check the validity of entity A’s public key.

he public key

ity B wants to make sure that entity A’s public key-Certificate has not been revoked rgcently, then

entity B should consult a trusted third party (such as¢he’CA) via some authenticated chanpel.

NOTH1 Thenumber of passesis 1, but there could have been a request from entity B to entity A fgr the transfer

of the|

could

betwegen the directory and entity B.

NOTH2  Entity authentication is not provided by this mechanism.

public key certificate. This additional pass is©ptional and not shown here. Entity A’s public key certificate
also be distributed by a directory, in which\case this public key transport mechanism woulfl be executed

NOTH3  Receiving a public key cetitificate provides confirmation that the public key has been cqrtified by the

CA.

NOTH4  The public verification key vca of the CA shall be made available to entity B in an authgnticated way.
This dan be done using théimeéchanisms described in Clause 13.
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the key management mechanisms specified in this

part of ISO/IEC 11770.

Key-managemn

ent-AsymmetricTechniques {

object-identifiers (0) }

asymmetriclechniques (3)

keyAgreem@gntMechanisml (1) }
keyAgreementMechanism?2 (2) }
kefyAgreementMechanism3 (3) }
keyAgreementMechanismé (4) }
keyAgreementMechanismb5 (5) }
keyAgreementMechanismé6 (6) }
keyAgreementMechanism7 (7) }

keyAgreementMechanism8 (8) }

iso(l) standard(0) key-management (11770)
asymmetricTechniques (3) asnl-module (0)
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-— EXPORTS JAll; --

—-— IMPORTS [None; --

OID ::= OBJECT IDENTIFIER - Alias

—-— Synonyms| —

id-km-at OID ::= {

iso(l) standard(0) key-management (11770)
-- Assignments -

id-km-at-kAM-1 OID ::= { id-km-at
id-km-at-kAM-2 OID ::= { id-km-at
id-km-at-kAM-3 OID ::= { id-km-at
id-km-at-kAM-4 OID ::= { id-km-4t
id-km-at-kAM-5 OID ::= { idzkm-at
id-km-at-kAM-6 OID ::= {(id=km-at
id-km-at-kAM-7 OID =¥ id-km-at
id-km-at-kAM-8 OIRNY:= { id-km-at
id-km-at-kAM-95,"91D ::= { id-km-at

keyAgreementMechanism9 (9) }

}

id-km-at-kAM-10 OID ::=

id-km-at-kAM-11 OID ::=

id-km-at-kAM-12 OID ::=

{ id-km-at keyAgreementMechanismlO (10) }

{ id-km-at keyAgreementMechanismll (11) }

{ id-km-at keyAgreementMechanisml?2 (21) }

id-km-at-kTM-1 OID = { id-km-at
id-km-at-kTM-2 OID ::= { id-km-at
id-km-at-kTM-3 OID ::= { id-km-at
id-km-at-kTM-4 OID ::= { id-km-at
id-km-at-kTM-5 OID ::= { id-km-at
id-km-at-kTM-6 OID ::= { id-km-at

40

keyTransportMechanisml (12) }
keyTransportMechanism2 (13) }
keyTransportMechanism3(14) }
keyTransportMechanismé4 (15) }
keyTransportMechanismb5 (16) }

keyTransportMechanism6 (17) }
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id-km-at-pKT-1 OID

{ id-km-at publicKeyTransportMechanisml (18) }

id-km-at-pKT-2 OID ::= { id-km-at publicKeyTransportMechanism2 (19) }

id-km-at-pKT-3 OID { id-km-at publicKeyTransportMechanism3 (20) }
-- Key Agreement Mechanism 1 -
keyConstruction-la OID ::= {

id-km-at-kAM-1 keyConstructionFunction-la(1l) }

keyCqonstruction-1b OTD ::= {

id-km-at-kAM-1 keyConstructionFunction-1b(2) }
-- Kgqy Agreement Mechanism 2 -
keyTdkenConstruction-2 OID ::= ({

id-km-at-kAM-2 keyTokenConstructionFunction (1) }
keyCdqnstruction-2a OID ::= {

id-km-at-kAM-2 keyConstructionFunction-2a(2) }
keyCqnstruction-2b OID ::= {

id-km-at-kAM-2 keyConstructionFunction-2b(3) }
-- K4y Agreement Mechanism 3 -
keyCqnstruction-3a OID ::= {

id-km-at-kAM-3 keyConstructionFunction>~3a (1) }
keyTqkenSignature-3 OID ::= ({

id-km-at-kAM-3 keyTokenSignatwmreFunction (2) }
keyCqnstruction-3b OID ::= [

id-km-at-kAM-3 keyConstertuctionFunction-3b(3) }
signgtureVerification=3-0ID ::= ({

id-km-at-kAM-3 ‘signatureVerificationFunction (4) }
-- Kqy Agreemént’ Mechanism 4 -
keyTgdkenComstruction-4a OID ::= {

iq-km~at-kAM-4 keyTokenConstructionFunction-4a(l) }

keyTokenConstruction-4b OID ::= {

id-km-at-kAM-4 keyTokenConstructionFunction-4b(2) }
keyConstruction-4a OID ::= {

id-km-at-kAM-4 keyConstructionFunction-4a(3) }
keyConstruction-4b OID ::= {

id-km-at-kAM-4 keyConstructionFunction-4b (4) }
-- Key Agreement Mechanism 5 -

keyTokenConstruction-5a OID ::= {
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id-km-at-kAM-5 keyTokenConstructionFunction-5a(1l) }
keyTokenConstruction-5b OID ::= {

id-km-at-kAM-5 keyTokenConstructionFunction-5b(2) }
keyConstruction-5a OID ::= {

id-km-at-kAM-5 keyConstructionFunction-5a(3) }
keyConstruction-5b OID ::= {

id-km-at-kAM-5 keyConstructionFunction-5b(4) }
-- Key Agreement Mechanism 6 -
keyTokenConlstruction-6 OID ::= {

id-km-at]-kAM-6 keyTokenConstructionFunction(l) }
keyTokenProcessing-6b OID ::= {

id-km-at]-kAM-6 keyTokenProcessingFunction-6b(2) }
keyConstrudtion-6 OID ::= {

id-km-at]-kAM-6 keyConstructionFunction(3) }
keyTokenProcessing-6a OID ::= {

id-km-at]-kAM-6 keyTokenProcessingFunction-6a(4) }
-- Key Agreement Mechanism 7 -
keyTokenConlstruction-7 OID ::= ({

id-km-atj-kAM-7 keyTokenConstructionFunctign(l) }
keyTokenProcessingAndKeyConstruction-7 OIDv ::= {

id-km-at]-kAM-7 keyTokenProcessingAndKeyConstructionFunction (2) }
keyTokenProcessing-7a OID ::= {

id-km-atj-kAM-7 keyTokenPraecessingFunction-7a(4) }
keyTokenProcessing-7b OIpb-\i= {

id-km-at]-kAM-7 keyTokenProcessingFunction-7b(5) }
-- Key Agreement Mechanism 8 -
keyTokenConlstrliction-8 OID ::= ({

id-km-atkAM——FkeyFokentonrstruoctionturctortt—

keyConstruction-8a OID ::= {

id-km-at-kAM-8 keyConstructionFunction-8a(2) }
keyConstruction-8b OID ::= {

id-km-at-kAM-8 keyConstructionFunction-8b (3) }
-- Key Agreement Mechanism 9 -
keyTokenConstruction-9a OID ::= {

id-km-at-kAM-9 keyTokenConstructionFunction-9a(1l) }

keyTokenConstruction-9b OID ::= ({
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id-km-at-kAM-9 keyTokenConstructionFunction-9b (2)

keyConstruction-9a OID ::= {

id-km-at-kAM-9 keyConstructionFunction-9a(3) }

keyConstruction-9b OID ::= {

id-km-at-kAM-9 keyConstructionFunction-9b (4) }

-- Key Agreement Mechanism 10 -

keyT

kenConstruction=10a OTD -:= {

ISO/IEC 11770-3:2015(E)

id
keyCd
id
keyCd
id
verif
id
-— Kqg
entif
id
entif
id
keyTd
id
keyCd
id
keyVg
id
-— Kg

keyTd

-km-at-kAM-10 keyTokenConstructionFunction (1) }
nstruction-10b OID ::= {

-km-at-kAM-10 keyConstructionFunction-10b(2) }
nstruction-10a OID ::= {

-km-at-kAM-10 keyConstructionFunction-10a(3) }
cation-10b OID ::= {

-km-at-kAM-10 verificationFunction (4) }

y Agreement Mechanism 11 -

yConfirmation-1la OID ::= {

-km-at-kAM-11 entityConfirmationFunctiog<lila (1) }
yConfirmation-11b OID ::= {

-km-at-kAM-11 entityConfirmatiopkunction-11b(2) }

kenAndKeyConstruction-11 OIBy ::= {

—km-at-kAM-11 keyTokenProcessingAndKeyConstructionFunction(3) }

nstruction-11 OID ::=.9

-km-at-kAM-11 keyConstructionFunction(4) }
rification-11 ‘QID ::= {

—km-at-kfAM=11 keyVerificationFunction (5) }
y Tramsport Mechanism 1 -

kefi@onstruction-1 OID ::= {

id-km-at-kTM-1 keyTokenConstructionFunction (1) }

keyTokenDeconstruction-1 OID ::= {

id-km-at-kTM-1 keyTokenDeconstructionFunction (2) }

-- Key Transport Mechanism 2 -

keyEncryption-2 OID ::= {

id-km-at-kTM-2 keyEncryptionFunction(l) }

keyTokenConstruction-2a OID ::= {

id-km-at-kTM-2 keyTokenConstructionFunction (2) }
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keyTokenVer
id-km-at
keyDecrypti
id-km-at

-- Key Tran

770-3:2015(E)

ification-2 OID ::= {

-kTM-2 keyTokenVerificationFunction (3) }
on-2 OID ::= {

-kTM-2 keyDecryptionFunction (4) }

sport Mechanism 3 -

keyBlockSignature-3 OID ::= {

id-km-at

-kTM-3 keyBlockSignatureFunction(1l) }

keyTokenCon
id-km-at
keyTokenDed
id-km-at
keyBlockVer
id-km-at
-- Key Tran
keyTokenCon
id-km-af
keyBlockEnd
id-km-af
keyTokenCon
id-km-af
keyTokenVer
id-km-af
keyBlockDed
id-km-af
-- Key Tran
keyTokenCon

id-km-at]

struction-3 OID ::= {

-kTM-3 keyTokenConstructionFunction (2) }
ryption-3 OID ::= {

-kTM-3 keyTokenDecryptionFunction (3) }
ification-3 OID ::= {

—kTM-3 keyBlockVerificationFunction (4) }
sport Mechanism 4 -

struction-4c OID ::= {

-kTM-4 keyTokenConstructionFunction-4c (1)
ryption-4 OID ::= {

-kTM-4 keyBlockEncryptionFunction (2) ¢}
struction-4d OID ::= {

-kTM-4 keyTokenConstructionFundction-4d(3)
ification-4 OID ::= {

-kTM-4 keyTokenVerificatdonFunction (4) }
ryption-4 OID ::=¢{

-kTM-4 keyBlogkDecryptionFunction (5) }
sport Mechanbsm 5 -

structilon-5¢c OID ::= {

-kTM-5 keyTokenConstructionFunction-5c (1)

c

i

}

}

keyBlockEn

id-km-at

e, =) I
TYypPTIomr oo Ot o\

-kTM-5 keyBlockEncryptionFunction-5b(2) 1}

keyTokenConstruction-5d OID ::= ({

id-km-at

-kTM-5 keyTokenConstructionFunction-5d(3)

keyTokenVerification-5a OID ::= ({

id-km-at

-kTM-5 keyTokenVerificationFunction-5a(4)

keyBlockDecryption-5a OID ::= {

id-km-at

-kTM-5 keyBlockDecryptionFunction-5a(5) }

keyBlockEncryption-5a OID ::= {

44
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id-km-at-kTM-5 keyBlockEncryptionFunction-5a(6) }
keyTokenConstruction-5e OID ::= {

id-km-at-kTM-5 keyTokenConstructionFunction-5e(7) }
keyTokenVerification-5b OID ::= ({

id-km-at-kTM-5 keyTokenVerificationFunction-5b(8) }
keyBlockDecryption-5b OID ::= {

id=km-at-KkTM=-5 kevBlockDecrvptionFunction-5"b(9) 1}

ISO/IEC 11770-3:2015(E)

-- K4y Transport Mechanism 6 —
keyTqkenConstruction-6a OID ::= {

id-km-at-kTM-6 keyTokenConstructionFunction-6a(l) }
keyTqkenConstruction-6b OID ::= {

id-km-at-kTM-6 keyTokenConstructionFunction-6b(2) }
keyEfptityConfirmation-6a OID ::= {

id-km-at-kTM-6 keyEntityConfirmationFunction-6a(3) ¢
keyTqkenResponse-6 OID ::= {

id-km-at-kTM-6 keyResponseFunction (4) }
keyEfptityConfirmation-6b OID ::= {

id-km-at-kTM-6 keyEntityConfirmationEunetion-6b (5) }
-- Pyblic Key Transport Mechanism 1
keyTgdkenConstruction-la OID ::= (

id-km-at-pKT-1 keyTokenCopstructionFunction(l) }
keyTgdkenReception-1 OID : & {

id-km-at-pKT-1 kewTokenReceptionFunction (2) }
-- Pyblic Key Transport Mechanism 2 -
keyTqkenConst&detion-2b OID ::= {

id-km-at=pKT-2 keyTokenConstructionFunction(l) }

keyTqkefiReception-2 OID ::= {

id-km-at-pKT-2 keyTokenReceptionFunction (2) }
keyTokenVerification-2a OID ::= {

id-km-at-pKT-2 keyTokenVerificationFunction (3) }
-- Public Key Transport Mechanism 3 -
keyTokenConstruction-3a OID ::= {

id-km-at-pKT-3 keyTokenConstructionFunction(l) }
certificationVerification-3 OID ::= {

id-km-at-pKT-3 certificationVerificationFunction(2) }
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END -- Key-management-AsymmetricTechniques --
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Annex B
(informative)

Properties of key establishment mechanisms

The following tables summarize the major properties of the key establishment/transport mechanisms
specified in this part of ISO/IEC 11770.

The fpllowing notation is used in Table B.1 — Properties of key agreement mechanisms)(Table B.2 —
Propérties of secret key transport mechanisms, and Table B.3 — Properties of public kpy transport
mechianisms:

A mechanism provides the property with respect to entity A.

B mechanism provides the property with respect to entity B.

A B the mechanism provides the property with respect to both/entities, A and B.

No the mechanism does not provide the property.

Opt the mechanism can provide the property as an,option, using additional means.

(A) the mechanism can optionally provide the property with respect to entity 4, usipg addi-

tional means.

(B) the mechanism can optionally provide the property with respect to entity B, usipg addi-
tional means.

MFS the mechanism provides mutual forward secrecy.
#paspes the number of passes.

Public key operations in Tables B.1, B.2, and B.3: the number of computations of |asymmetric
trangformation. F and FP, the' number of computations of asymmetric transformation |executed by
entity X, Ex, Dy, Sx, and\Vyx . “(2F,1F)” means that entity A needs two computations of the function F
and ¢ntity B needs one computation of the function F in Key Agreement Mechanism 2 in Tqble B. 1; and
the npumber of computations of asymmetric transformation, “(1FP,1FP,1FP)” means that entity A needs
one domputation.of-the function FP, entity B needs one computation of the function FP, [and entity C
need$ one confputation of the function FP in Key Agreement Mechanism 12 in Table B. 1. “(1Ep ,1Dp
)” mdans that.entity A needs one computation of the function Ep and entity B needs one pomputation
of th¢ fumction Dp in Table B.2. “(0 ,1Vca )” means that entity B needs one computation pf the public
verification transformation V¢a of the certification authority CA in Table B.3.

Another important property that can be derived from key freshness is replay attack prevention. Replay
attacks are generally not possible where key freshness is guaranteed for both entities.

The property of implicit key authentication has direction by its definition. When the table for implicit
key authentication has an “A”, this means that entity B is assured that entity A is the only other entity
that can possibly be in possession of the correct key. When the table for implicit key authentication
has an “A, B”, this means that entities A and B are assured that only the other entity can possibly be in
possession of the correct key.

NOTE1 Only mechanism 12 in Table B.1 executes among three entities and others execute among two entities.

NOTE 2  All mechanisms except mechanism 1 in Table B.1 use secure random bit generation.
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Table B.1 — Properties of key agreement mechanisms

Mecha- |#passes |Implicitkey |Key Entity Public key operations Forward |Key fresh-
nism authentica- |confirma- |authentica- secrecy |ness
tion tion tion
1 0 A, B No No (1F, 1F) No No
2 1 B No No (2F, 1F) A A
3 1 A, B B A (2F/1S4, 1F/1Vy) A A
4 2 No No No (2F, 2F) MFS A, B
5 2 A B Opt No (3F, 3F) AB A B
6 2 AB Opt B (1Vp/1Dgy, 1Sp/1E4) B AB
7 3 A, B A, B A, B (2F/1Vp/1S4, 2F/1S- MFS A, B
B/1Va)

1 A, B No No (2F, 1F) A A
9 2 A, B No No (2F, 2F) MFS A, B
10 3 A B A B AB (2F, 2F) MFS A, B
11 4 B A B B (1Vca/1Ep, 1Dp) MFS A B
12 0 A,B,C No No (1FP, 1FP, 1FR) No No
E3 2 AB No No (3F+2FP, 3F+2FP) A, B AB
F4 2 AB No No (3F+2FP, 3F+2FP) A, B AB

Table B.2 — Properties of secret keytransport mechanisms

Mecha- |#ppsses |Implicitkey |Key Key cony», |Entity Public key Forward |Key
nism authentica- |confirma- |trol authentica- |operations |secrecy |freshness
tion tion tion

1 1 B No A No (1Ep, 1Dp) A A

2 1 B B A A (1Ep/1Sy, A A
1V4/1Dp)

3 1 B B A A (1S4/1Ep, A A
1Dp/1Vy)

4 2 A A B B (1VB/1Dg, B A
1E4/1Sp)

5 3 A B (A),B AB A B (1Vp/1Dy No A, B
/1EB/1S4,
1E4/1Sp
/1V4/1Dp)

6 3 A'B No A B No (1Ep/1Dg4, No AB

Table B.3 — Properties of public key transport mechanisms

Mecha- |#passes |Implicitkey |[Key Key control | Entity Public key Forward |Key
nism authentica- confirma- authentica- |operations secrecy |freshness
tion tion tion
1 1 - - A A (0,0) - No
2 - - A A (0,0) - No
3 1 - - A A (0, 1Vca) - No
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Annex C
(informative)

Examples of key derivation functions

C.1 ASN.1 syntax for key derivation functions

This glause describes ASN.1 syntax for a key derivation function.

The ipput to the key derivation function is the shared secret ZZ and other information OtherInfo.The
other] information includes the initiator’s information entityAlnfo, and the responder’s|information
entityBInfo, suppPublnfo, and suppPrivinfo.

OtherInfo ::= SEQUENCE {

ke¢yInfo KeySpecificlnfo,

emtityAlnfo [0] OCTET STRING OPTIONAL,
entityBInfoll] OCTET STRING OPTIONAL,
syppPublnfol2]l OCTET STRING OPTIONAL,
syppPrivinfol3] OCTET STRING OPTIONAL

}

KeySpecificlnfo ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,
counter Counter

}

Counger ::= INTEGER (1::32767)

The suppPublnfo and-suppPrivinfo fields are optional fields used in key derivation. These fields may be
used [to hold additional, supplementary public and private information that is mutually Known to the
communicating parties, but that is not specific to either party.

The ¢ontents of suppPublnfo and suppPrivinfo are defined by the key management protocol. The
definftiol;, syntax, and encoding rules of the suppPublnfo and suppPrivinfo fields are the responsibility
of the Key management protocol and are beyond the scope of this part of ISO/IEC 11770.

All inputs to the key derivation hash function shall be an integral number of octets in length.
suppPrivinfo may include ZZ.

NOTE1 Some mechanisms in Clauses 11 and 12 derive shared secrets either as points on the elliptic curve or
as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret
integer z for input into the key derivation function, the function m should be applied to the point.

NOTE 2  OtherInfo is used in Annexes C.3, C.5, and C.6.

C.2 The IEEE P1363 key derivation function

This clause describes the key derivation function that is given in the IEEE P1363 standard.[14]
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Preconditions As a precondition of the use of this key derivation function, users shall agree on a
common hash function. Users who use different hash functions will obtain different results. For the
purposes of this part of ISO/IEC 11770, the hash function is referred in ISO/IEC 10118. The shared key

that is produced will have length equal to the length of the output of the hash function.

Input The inputs to this key derivation function are

— The shared secret z which is an integer, expressed as an octet string.

— The key

NOTE 1

derivation parameters, parameters, also expressed as an octet string.

Users shall also agree on a common method of converting integers and parameters to octet strings for

input into the

Actions If t}
may exist fo

Otherwise ¢

Output Outy

C.3 The /

This elemen
the ANSI X9.

Prerequisit|
the output o
the hash fun

Key derivation runction.

" the agreed hash function, hash, then output “error” and stop.
bmpute the value K = hash(z || parameters).

ut K as the key.

ANSI X9.42 key derivation function

F describes a key derivation function based on the key derivation function that is giv
12 standard.[12]

es A hash function specified in ISO/IEC 10118 is‘chosen. Let hashlen denote the leng
f the hash function chosen, and let maxhashlen denote the maximum length of the inj
ction.

Input The input to the key derivation function is:

— ZZ: Abit
NOTE1 So
or as the cong
value ZZ for i
integer conve
two integers

using any pre
— keydatal
is less tH

OtherIn
informa

string denoting the shared secret.

Ime mechanisms in Clauses 11 and ™12 derive shared keys K4p either as points on the elliptic
atenation of two points on an elliptic curve. In the first situation, in order to obtain a shared
put into the key derivation.function, the function m should be applied to the point and the res
Ited to a bit string. In the §egond situation, the function m should be applied to both points to
r1 and z2. The two integers should then be converted to bit strings and concatenated (or com
fix-free encoding method), as were the points, to obtain the appropriate bit string.

len: An integer representing the length in bits of the keying data to be generated. This in
an (hashlenx\(232-1)).

fo: Abitstring, specified in ASN.1 DER encoding, consisting of the following key specific
Lion@s'specified in Annex C.2

e combined length of the shared secret z and the parameters exceeds any limjtation that

en in

rth of
hut to

curve
secret
ulting
btain
bined

teger

ation

AlgorithmiD: . bject identifier (OID) of tt ic algorithm(s) with which the |

data will be used.

Counter

: a 32-bit octet string, with initial value 00000001 (in hexadecimal).

information, e.g., a shared secret symmetric key communicated through a separate channel.

NOTE 2
input into the
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(Optional) EntityAlnfo: A bit string containing public information contributed by the initiator.
(Optional) EntityBInfo: A bit string containing public information contributed by the responder.

(Optional) SuppPrivinfo: A bit string containing some additional, mutually known private

(Optional) SuppPublInfo: Abitstring containing some additional, mutually known publicinformation.

Users shall also agree on a common method of converting integers and parameters to bit strings for
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Actions The key derivation function is computed as follows:

a) Letd= (keydatalen / hashlen—| .

b)

Initialize Counter = 00000001 (in hexadecimal).

c) Fori=1tod,

Output The keying data K as a bit string of length keydatalen bits.

Note
less t
for b
key d
outp
hash
derivi

output “invalid” and stop.

C4

This
ANSI

Prer
hash,
funct

Inpu
A

NOTH
as the
for in

Tl’l

appropriate hash function, and OtherInfo = AlgorithmlID || Counter [|| EntityAlnfo |
|| SuppPrivinfo || SuppPublnfo ].

-3:2015(E)

Compute h; = hash(ZZ || OtherInfo) where h; denotes the hash value computed using the

| EntityBInfo

Increment Lounter.

Increment i.

ompute K = leftmost keydatalen bits of hy || hz || ... || hg.

utput K.

that this key derivation function based on ASN.1 DER encoding produces keying d
han hashlenx(232-1) bits in length. It is assumed that all keéy derivation function call
t strings which are less than hashlenx(232-1) bits in lehgth. Any scheme attemptin
erivation function using a bit string that is greater than or equal to hashlenx(232-
t “invalid” and stop. Similarly, it is assumed that all key derivation function calls d
g a bit string that is more than maxhashlen bitssinlength. Any scheme attempting tq
ption function on a call involving hashing a bit string that is greater than maxhash

The ANSI X9.63 key derivation function

clause describes a key derivation function based on the key derivation function that is
X9.63 standard.[13]

pquisites The prerequisitéfor the operation of the key derivation function is thata h
specified in ISO/IEC 10118 is chosen. Let hashlen denote the length of the output
ion chosen, and let maxhashlen denote the maximum length of the input to the hash fu

[ The input to thekey derivation function is:

bit string’Z which is the shared secret.

ata which is
s are indeed
g to call the
1) bits shall

not involve
call the key
en bits shall

given in the

hsh function,
of the hash
nction.

1 Seme&mechanismsin Clauses 11 and 12 derive shared keys K4p either as points on the el
concatenation of two points on an elliptic curve. In the first situation, in order to obtain a s

conve

butdnto the key derivation function, the function  should be applied to the point and the re

iptic curve or

integers z1 and z3. The two integers should then be converted to bit strings and concatenated (or combined using
any prefix-free encoding method), as were the points, to obtain the appropriate bit string.

— Aninteger keydatalen which is the length in bits of the keying data to be generated. keydatalen shall
be less than hashlenx(232-1).

to share the secret Z.

NOTE
input

2
into the key derivation function.
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Users shall also agree on a common method of converting integers and parameters to bit strings for
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key derivation function is computed as follows:

Initiate a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

toj= rkeydatalen/hashlen_l , do the following:

Compute Hash; = H(Z || counter [ || SharedInfo ]).

alen -

— Increment counter.

— Increment .

— Let HHashrdenete HashiFkeypdatatenfhashicnisaninteger—andtetit-denotethe{hepdat
(hashlenx(j-1))) leftmost bits of Hash; otherwise.

— SetKeylpata = Hash; || Hashy || ... || Hashj1 || HHash;.

Output The pit string KeyData of length keydatalen bits.

Note that th
assume that
bits. Any sch
or equal to

derivation fu
Any scheme
greater than

p key derivation function produces keying data of length less than hgshlénx(232-1) bit
pll key derivation function calls are indeed for bit strings of lengthlessthan hashlenx (2
eme attempting to call the key derivation function for a bit stfinhg of length greater
hhashlenx(232-1) bits shall output ‘invalid’ and stop. Similarly it is assumed that a
nction calls do not involve hashing a bit string that is moge than maxhashlen bits in le
pttempting to call the key derivation function on a call invelving hashing a bit string t
maxhashlen bits shall output “invalid” and stop.

C.5 The

This clause describes a key derivation function based en the key derivation function that is given
NIST Special Publication 800-56A.[32]

Function calll: kdf (Z, Otherlnput),

where Other

Fixed Value|

a) hashlen:
derive b
b) max_has

to the ha

Auxiliary Finction:

a) H:anap

Input:

IST SP 800-56A concatenation key derivation function

[nput is keydatalen and Otherkifo.
s (implementation dependent):

an integer that indicates the length (in bits) of the output of the hash function ug
locks of secret keying material.

h_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s)
ish function’

pbroved hash function chosen from those specified in ISO/IEC 10118.

s. We
32-1)
than
1 key
ngth.
hat is

n the

ed to

input

a) Z:abyte string that is the shared secret.

b) keydatalen: An integer that indicates the length (in bits) of the secret keying material to be
generated; keydatalen shall be less than or equal to hashlen x (232 -1).

c) Otherlnfo: A bit string equal to the following concatenation:

AlgorithmlID || EntityAlnfo || EntityBInfo [ || SuppPublnfo ] [ || SuppPrivinfo ]

where the subfields are defined as follows:

a) AlgorithmID: A bit string that indicates how the derived keying material will be parsed and for
which algorithm(s) the derived secret keying material will be used. For example, AlgorithmID
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b)

The

concd

that

reprd
lengt
indic
conti
equa
Supp
subst
counf

Proc

a)
b)

‘)
d)

)

)

g)

ISO/IEC 11770

-3:2015(E)

might indicate that bits 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 are to be

used as a 128-bit AES key.

EntityAlnfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity A to the key derivation process. At a minimum, EntityAlnfo shall

include IDp, the identifier of entity A. See the notes below.

EntityBInfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBInfo shall

include IDg, the identifier of entity B. See the notes below.

(Optional) SuppPublnfo: A bit string containing additional, mutually-known public in

(Pptional) SuppPrivinfo: A bit string containing additional, mutually-known private
(for example, a shared secret symmetric key that has been communicated throug

of the two formats (fixed-length or variable-length) is used for each substring. Th
specify the lengths for all fixed-length quantities)including the Datalen counters.

S

ubfields SuppPrivinfo and SuppPublnfo (whenh'allowed by the application) shall be fd
tenation of an application-specific, fixed-length sequence of substrings of additional
may be used in key derivation uponxmutual agreement of entities A and B. Ea
senting a separate unit of information:shall be of the form Datalen || Data, where Data
h string of zero or more (eight-bitJ<bytes and Datalen is a fixed-length, big-endian
htes the length (in bytes) of Data. The information substrings that entities A and B ¢
ibute are set equal to Null, and-are represented in this variable-length format by set
to zero. If an application.allows the use of the OtherInfo subfield SuppPrivinfo and/o1
Publnfo, then the application shall specify the ordering and the number of additional
rings that may be used.in the allowed subfield(s) and shall specify the fixed-length o
ers.

PSS!
TEpS = (keydatalen/hashlen} .

If reps >(232 -1), then ABORT: output an error indicator and stop.

formation.

information
N a separate

nation of an
presenting a
bit string, or
and Datalen
riable-length
O has length
information
also specify
b application

rmed by the
information
th substring
is a variable-
counter that
hoose not to
ting Datalen
the subfield
information
f the Datalen

I

hitialize a 32-hit, big-endian bit string counter as 00000001 (in hexadecimal)

If counter || Z || OtherInfo is more than max_hash_inputlen bits long, then ABORT: output an error

indicator and stop.
Fori=1toreps by 1, do the following:
1) Compute Hash; = H(counter || Z || OtherInfo).

2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

Let Hhash be set to Hashyeps if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to

the (keydatalen mod hashlen) leftmost bits of Hashyeps.

Set DerivedKeyingMaterial = Hash || Hashy || ... || Hashyeps-1 || Hhash.
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Output: The bit string DerivedKeyingMaterial of length keydatalen bits (or an error indicator). Any
scheme attempting to call this key derivation function with keydatalen greater than or equal to hashlen
x (232 -1) shall output an error indicator and stop without outputting DerivedKeyingMaterial. Any
call to the key derivation function involving an attempt to hash a bit string that is greater than max_
hash_inputlen bits long shall cause the kdf to output an error indicator and stop without outputting
DerivedKeyingMaterial.

NOTE 1

IDa and IDp shall be represented in OtherInfo as separate units of information, using either the

fixed-

length format or the variable-length format described above - according to the requirements of the application
using this kdf.

NOTE 2

Entity A shall be the initiator, and entity B shall be the responder, as assigned by the

employing th¢ key agreement scheme used to determine the shared secret Z.

C.6 The NIST SP 800-56A ASN.1 key derivation function

This clause describes a key derivation function based on the key derivation function’that is given
NIST Special Publication 800-56A.[32]

Function ¢

1: kdf (Z, OtherInput)

where Otherflnput is keydatalen and OtherInfo.

Fixed Valueps (implementation dependent):

a)

b)

hashlen:|an integer that indicates the length (in bits) of the output of the hash function ug
derive bJocks of secret keying material.

max_hagh_inputlen: an integer that indicates the maxitum length (in bits) of the bit string(s)
to the hgsh function.

Auxiliary Function:

a) H:an approved hash function chosen from'those specified in ISO/IEC 10118.

Input:

a) Z:abytqstring thatis the shared secret.

b) keydatalen: An integer that\indicates the length (in bits) of the secret keying material
generate¢d; keydatalen shallbe less than or equal to hashlen x (232 -1).

c)

54

OtherInfo: A bit stringspecified in ASN.1 DER encoding, which consists of the following inform

1y

2)

3)

4)
5)

Alggd
whifh algorithm(s) the derived secret keying material will be used. For example, Algorit
mightdndicate that bits 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 :

be cad ac 129 hit ADRC 1oy

otocol

n the

ed to

input

to be

htion:

rithmID: A bit string that indicates how the derived keying material will be parsed anpd for

hmID
ire to

SChasS o rZz0 UICI Lo IsCys
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EntityAlnfo: A bit string containing public information that is required by the application using
this kdf to be contributed by entity A to the key derivation process. At a minimum, EntityAlnfo
shall include IDy, the identifier of entity A. See the notes below.

EntityBInfo: A bit string containing public information that is required by the application using
this kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBInfo
shall include IDg, the identifier of entity B. See the notes below.

(Optional) SuppPublnfo: A bit string containing additional, mutually-known public information.

(Optional) SuppPrivinfo: A bit string containing additional, mutually-known private
information (for example, a shared secret symmetric key that has been communicated through
a separate channel).

served
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Process:

a) reps= (keydatalen/hashleﬂ .

b) Ifreps > (232 -1), then ABORT: output an error indicator and stop.

c) Initialize a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

d) If counter || Z || OtherInfo is more than max_hash_inputlen bits long, then ABORT: output an error
indicator and stop.

e) Fori=1torepsby 1,do the following:

1) Compute Hash; = H(counter || Z || OtherInfo).
) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

f) Ifet Hhash be set to Hashyeps if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to
he (keydatalen mod hashlen) leftmost bits of Hashreps.

—

g) Set DerivedKeyingMaterial = Hashj || Hashy || ... || Hashreps-1 || Hhash.

Outpjut: The DerivedKeyingMaterial as a bit string of length keydatalen bits (or an errdr indicator).
The ASN.1 kdf produces secret keying material that is at most\hashlen x (232-1) bits in| length. Any
call tp this key derivation function using a keydatalen value thatis greater than hashlen x |(232-1) shall
causg the kdf to output an error indicator and stop without outputting DerivedKeyingMaterial. Any
call tp the key derivation function involving an attemptto hash a bit string that is great¢r than max_
hash |inputlen bits long shall cause the kdf to output-ar’ error indicator and stop withoyt outputting
DeriyedKeyingMaterial.

NOTE1 1D and IDg shall be represented in Otherlnfo as separate units of information.

NOTH2  Entity A shall be the initiator, and, entity B shall be the responder, as assigned by| the protocol
empldying the key agreement scheme used.tgrdetermine the shared secret Z.

© ISO/IEC 2015 - All rights reserved 55


https://iecnorm.com/api/?name=f81f4c64fb121f789a06058eac2a2393

ISO/IEC 11

770-3:2015(E)

Annex D
(informative)

Examples of key establishment mechanisms

D.1 Examples of a function F, and sets $1 and S

This annex f
is conjecture

rst specifies a widely used example of a function F, and accompanying sets S1 and S7,¥
d to satisfy the five properties listed in Clause 10, given that certain parameters(are cl

wvhich
nosen

appropriatelly.
Let p be a pifime number, and g be a primitive element of Fy. Let S2 = {0, 1, ... p-1}, and 51 = {2, ..., p - 2}.
Then set F(hf g) = gh mod p.

F is commut

The prime p
entity X hav
known by al

NOTE 1
computing d
other condit
It is also rec
choose g to |

NOTE 2
product of ty
such that fag
of the prime

D.2 Non-i

This [20] is a

Key Constryiction (A1).Entity A computes, using its own private key agreement key h4 and enti

public key ag

htive with respect to h, where (ghp)ha = (gha)hp = (ghahp) mod p.

shall be large enough so that F(,g) can be conjectured to be-a one-way function. Let
b a private key hy in S1 which is only known by entity X,cand a public key px = ghy n
other entities.

For discrete logarithm modulo a prime, the size-0f the prime should be chosen sucl
iscrete logarithms in the corresponding cyclicgreup is computationally infeasible.
ons on the prime number can be imposed in exder to make discrete logarithms infea
pbmmended to choose p to be a strong prime’such that p - 1 has a large prime factor
e a generator of a group of its large primetorder q.

For discrete logarithm modulo avcomposite, the modulus should be chosen a
vo distinct odd primes that shouldbe'kept secret. The size of the modulus should be cl
toring the modulus is computationally infeasible. Some additional conditions on the g
5 can be imposed in order to make factoring the modulus computationally infeasible.

nteractive Diffie-Hellman key agreement

h example of key @greement mechanism 1.

rreement kéy pp, the shared key as Kyp = pgha mod p.

Key Constr
public key a

¥reement key py, the shared key as Kap = pahp mod p.

ctioniy(B1) Entity B computes, using its own private key agreement key hp and enti

each
hod p

h that
Some
sible.
7 and

s the
hosen
hoice

ty B’s

[ty A’s

D.3 Identity-based mechanism

This [23] is an example of key agreement mechanism 1, which is identity-based in the following sense:

— the public key of an entity can be retrieved from some combination of its identity and its certificate;

— the authenticity of the certificate is not directly verified, but the correct public key can only be
recovered from an authentic certificate.

Let (ny) be the public verification key of a certification authority, in the digital signature scheme giving
message recovery which is specified in ISO/IEC 9796-2, Annex B (informative). Therefore n is the
product of two large prime numbers p and g, kept secret by the certification authority, and y is co-prime
with Iem(p-1, g-1).
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Let O be an integer of large order modulo n and g = 0¥ mod n.

Let Iy be the result of adding redundancy to a public information on entity X which contains at least the
distinguishing identifier of entity X and possibly a serial number, a validity period, a time stamp and
other data elements. Then entity X ‘s key management pair is (hy, px) where hy is an integer less than n
and py = ghy mod n. ISO/IEC 9796-3[4] is referred for a description of how to add redundancy.

Its certificate is computed by the certification authority as Certy = syOhy mod n, where sy is the integer
such that

sxYIy =1 mod n.

Key {onstruction (ATI) Entity A computes the public key of entity B as pp = Certg?V-I mod n and
complutes the shared secret key as Kap = pgh4 = ghahp mod n.

Key Construction (B1) Entity B computes the public key of entity A as pg =~Certa¥-I4 mod n and
complutes the shared secret key as Kap = pahp = ghahp mod n.

NOTH A one-pass and a two-pass identity-based mechanisms using the same\set-up are degcribed in the
refergnces [23], [34] and [36] in the Bibliography.

D.4 |ElGamal key agreement

This {211 is an example of key agreement mechanism 2.

One shall check that p to be a strong prime such thaty - 1 has a large prime factor and that the
expofentials are not of the form 0, +1, -1 mod p.

Key Token Construction (A1) Entity A randomly and secretly generates rin {2, ..., p-2 },/computes g~
mod p and constructs the key token KT41 = g" med p and sends it to entity B.

Key (Construction (A2) Entity A computes.thé shared key K45 = (pg)'modp = ghp" mod p.

Key Construction (B1) Entity B computes the shared key Kzp = (g")"gmodp = ghg" mod p.

D.5 [Nyberg-Rueppel key.agreement

This [33] is an example of Key agreement mechanism 3. The signature system and the kely agreement
scherpe are chosen in such'a way that the signature system is determined by the keys (hyx, px).

Let g[be a large prime-divisor of p-1, g an element of Fj, of order g, and set H = {2, ..., g-2}. Thien entity X'’s
asymmetric key-pair used for signatures and key agreements is (hy, px), where hyis an element of H and

px = 4"x madp:

[

To prevent replay of old key tokens this example makes use of a time-stamp or a serial qumber, TVP,
and of-a-eryptographic-hash-funetionhash,which-maps—strings-of bitseof-arbitrarylength to random

integers in a large subset of {2, ..., p-2}, for example, in H.

NOTE A hash-function as defined here is collision resistant.
Key Construction (A1.1) Entity A randomly and secretly generates r in H and computes e = g" mod p.
Further entity A computes the shared secret key as K4p = pg” mod p.

Using the shared secret key K4p, entity A computes a MAC on the sender’s distinguishing identifier for
entity A and a sequence number or time-stamp TVP, e’ = e-hash(Ky4p||A||TVP) mod p.

Key Token Signature (A1.2) Entity A computes the signature y = r-hge’ mod q.

Entity A forms the key token KT41 = Al|e||TVP||y and sends it to entity B.
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Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key
hg,

Kap = ehgmod p.

Using the shared secret key K4p, entity B computes the MAC on the sender’s distinguishing identifier for
entity A and the TVP, and computes e’ = e-hash(K4p||A||TVP) mod p.

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender’s public
key p4, the equality e = g¥p4¢ mod p.

D.6 Diffi§-Hellman Key agreement
This [20] is ah example of key agreement mechanism 4.

One shall cHeck that p to be a strong prime such that p - 1 has a large prime factor-and thgt the
exponentialg are not of the form 0, +1, -1 mod p.

Key Token Construction (A1) Entity A randomly and secretly generates rg in {2)\..;, p-2 }, computgs g'4
mod p, constiructs the key token as KT41 = g"4 mod p, and sends it to entity B,

Key Token Construction (B1) Entity B randomly and secretly generategsain {2, ..., p-2 }, computgs g'p
mod p, constiructs the key token, KTp1 = g"p mod p, and sends it to entity-A.

Key Constriiction (A2) Entity A computes the shared key as KTap €)(g"5)"4 = g"4a"s mod p.

Key Construction (B2) Entity B computes the shared key as#a = (g74)"B = g"a" mod p.

D.7 Matspimoto-Takashima-Imai A(0) key agreement
This [28] is ah example of key agreement mechanism 5.

One recomnjended method is to use a safe prime p and to check that the exponentials are not ¢f the
form 0, +1, -1 mod p.

Key Token Construction (A1) EntityA\vandomly and secretly generates r4 in {2, ..., p-2}, computes the
key token as|KT41 = g"4 mod p and sends it to entity B.

Key Token (Construction (B1)Entity B randomly and secretly generates rgin {2, ..., p-2}, comput¢s the
key token as|KTg1 = g"p mod-p-and sends it to entity A.

Key ConstrIction (B2)Entity B computes the shared key as Kap = W(KT41"p,pa"B) = KTa15 p4"5 mod p.
Key Construction (A2) Entity A computes the shared key as Kap = w(pg'a,KTp1"4) = KTa1'5 pa” mpod p.

NOTE Tolavoid attacks in,[25] each entity needs to reject a trivial value of KTA1 or KTB1 = 0 or 1 and the
same private keyShs=hp

D.8 Beller-Yacobi protocol

This clause gives a description of the original Beller-Yacobi protocol,[1Z] which has been used to derive
key agreement mechanism 6.

NOTE This mechanism is not completely compatible with the Mechanism 6 as it was optimized for specific
situations. Specifically it uses ElGamal signature scheme and makes use of an additional symmetric encryption
algorithm to transfer entity B’s signature verification key and its certificate to entity A in a confidential way, thus
assuring anonymity.

Letenc: K: M — Cbe a conventional encryption function, such as the algorithms found in ISO/IEC 18033-
3, where K = key space, M = message space, and C = cryptogram space.
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Let Sy denote the ElGamal signature operation of entity X. The process described below emphasizes the
distinction between off-line and on-line operations required in EIGamal family of signature schemes.

We use Px and Cy to denote entity X ‘s public key and certificate, respectively. The public encryption
operation of entity X (which uses Py) is denoted Ex (modular squaring in the case of Rabin).

Off-line computation: entity B picks a random number rp and computes u = g"'g mod p.

Key Token Construction (A1) Entity A picks a random number r4 and computes KT41 = (r4||A||C4) and
sends it to entity B.

Key Token Processing (B1) Entity B produces the signature BS = (u,v) = Sp(ra||A), where u and v is the
ElGathal signature. Then entity B picks a random xp and creates KTp1 = E4(BS)[[enc(w,(B]|Ps||Cs||xB))
and sends it to entity A.

Key Construction (B2) The shared secret key consists of part of entity B’s signature;u.

Key Token Processing and Key Construction (A2) Entity A decrypts the key teken E 4(B%) to find the
sessipn key u, then decrypts the conventional encryption enc(u,(B||Pp||Crl|xB)) using session key u to
find the identifier, public key, and certificate of the alleged entity B. Entity.A verifies certifiicate Cp, and
if poditive it then uses the verification function, Vp to verify entity B’s_signature BS. If pofitive it then
acceq]ts u as a shared secret key.
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Annex E
(informative)

Examples of elliptic curve based key establishment mechanisms

E.1 Example of a function F

This annex f
10, given tha

Let Ebeane
G is the base|

F has the prq

E(Fg) shall b
have a priva
other entitie

E.2 Common information

For all key a
common infq
1 is referred|

— theellip
for both
GF(3m)

Named curv

curve domailn parameters and can be used to specify groups of common information values.
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E.3 Non-interactive key agreement of Diffie-Hellman type

This [20] is an example of key agreement mechanism 1. This key agreement mechanism non-interactively
establishes a shared secret between two entities A and B.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the
following shall be established:

— for each entity X, a private key-agreement key hy and a public key-agreement key Py, which is an
elliptic curve point satisfying Py = hyG. ISO/IEC 15946-1 is referred for a description of how to
generate this key pair.
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— for each entity, access to an authentic copy of the public key-agreement key of the other party.

Each entity shall independently verify that the other entity's public key is indeed a point on the elliptic
curve. ISO/IEC 15946-1 is referred for a description of how to do this.

The values I and j are used for cofactor multiplication as explained in Clause 7.

Key construction (A1) Entity A computes, using its own private key-agreement key h4 and entity B’s
public key-agreement key Pp, the shared key as Kap = (ha1)(j-PB).

Key construction (B1) Entity B computes, using its own private key-agreement key hp and entity A’s
public key-agreement key Py, the shared key as Kgp = (hpl)(j:-Pa).

NOTH As a consequence of the first property, the established secret between the same two.Usgrs always has
the sgme value. For this reason it is suggested that the input to the key derivation function(ih thif case include
time-yarying information.

E.4 |Key agreement of ElGamal type

This [21] is an example of key agreement mechanism 2. This key agreement mechanism ¢stablishes a
shardd secret between two entities A and B in one pass.

Prior| to the process of agreeing upon a shared secret, in addition to the common infofmation, the
following shall be established:

— fbpr entity B, a private key-agreement key dp and a public key-agreement key Pp, which|is an elliptic
durve point satisfying Pg = dpG.1SO/IEC 15946-1 jsyreferred for a description of how to generate this
Key pair.

— fprentity 4, access to an authentic copy of the public key-agreement key of entity B.

Entity A should verify that entity B’s public\kéy is indeed a point on the elliptic curve. ISOJIEC 15946-1
is refprred for a description of how to dochis.

The Values / and j are used for cofactor multiplication as explained in Clause 7.

Key token construction (A1.1) Entity A randomly and secretly generates r in the rarge {2,..,n-2},
computes rG, constructs the key token, KT41 = rG, and sends it to entity B.

Key ¢onstruction (A1.2)-Entity A computes the shared key as K4p = (r+1)(j-Pp).

Key ronstruction (B1) Entity B should verify that KT41 is indeed a point on the elliptic curve. A
descijiption of ho#-to do this is referred in ISO/IEC 15946-1. Using its own private key, entity B computes
the shared key-from KTy41 as follows: K4p = (dp'I)(j-KT41)-

NOTH This key agreement mechanism provides forward secrecy with respect to entity A.

E.5 Key agreement following Nyberg-Rueppel

This [33] is an example of key agreement mechanism 3. The protocol is not a 1-1-transcript of protocol
C.4; but follows the essential ideas of C.4.

The signature system and the key agreement scheme are chosen in such a way that the signature system
is determined by the keys (hy, Py).

Let g be a large prime divisor of p-1, g an element of F of order g, and set H = {2, ..., g-2}. Then entity X'’s
asymmetric key pair used for signatures and key agreements is (hy, px), where hyis an element of H and

px = ghyxmod p.
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To prevent the replay of old key tokens this example makes use of a timestamp or a serial number TVP,
and of a cryptographic hash function hash, which maps strings of bits of arbitrary length to random
integers into H, for example.

The values I and j are used for cofactor multiplication as explained in Clause 7.
NOTE A hash-function as defined here is collision resistant.
Key Construction (A1.1) Entity A randomly and secretly generates rin H and computes R = rG.

Further entity A computes the shared secret key as K4p = (r+1)(j-Pp)-

H 1 | 1 Lz - V. W . Wal | - D 1 | L 1 - - .
Usmg the shpred-—secret K€Y NAR, CHUTYy A COIMPUtES a IVIAC OIT UIT POIIC R, UIE STCITUET S UTS g U] hmg

identifier foy entity A and a sequence number or timestamp TVP: e =hash(R||K4p]||A||TVP).
Key Token §ignature (A1.2) Entity A computes the signature y = (r-hge) mod g, forms the key token
KTa1 = (R||A]|TVP||y) and sends it to entity B.

Key Constryction (B1.1) Entity B computes the shared secret key, using its private key agreement key
hg,

Kap = (hp-D)(}j-R).

Using the shared secret key K4p entity B computes the MAC on the sender’s distinguishing identifier for
entity A and|the TVP and computes e =hash(R||Kap||A||TVP).

Signature Vprification (B1.2) Entity B checks the validity of TVIP and verifies, using the sender’s public
key Py, the equality R = yG + ePy.

E.6 Key dgreement of Matsumoto-Takashimma-Imai type A(0)
This [28] is ah example of key agreement mechanjsin 5.
Let g be a layge prime divisor of p-1, g an element of F, of order g, and set H = {2, ..., q-2}.

The values I pnd j are used for cofactor multiplication as explained in Clause 7.

Key Token [Construction (A1) Entity A randomly and secretly generates r4 in H, computes the key
token

KTy1 = (ra-){j-G), and sends.iv to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rp in H, computes the key
token

KTp1 = (rp:)[j-€),-dnd sends it to entity A.

Key Construction [BZ] Entity B computes the shared Rey as Kap = W{(hpKT41,7gP4), where w is a one-
way function.

Key Construction (A2) Entity A computes the shared key as K4p = w(hgKTp1,r4Pp).

E.7 Key agreement of Diffie-Hellman type

This[20] is an example of key agreement mechanism 4. This key agreement mechanism establishes a
shared secret between entities A and B in two passes.

This key agreement mechanism does not require any initial information other than the common
information to be set up. The values ] and j are used for cofactor multiplication as explained in Clause 7.
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Key Token Construction (A1) Entity A randomly and secretly generates r4 in the range {2,..,n-2},
computes r4G, constructs the key token, KT41 = r4G, and sends it to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rg in the range {2,..,n-2},
computes rgG, constructs the key token, KTp1 = rpG, and sends it to entity A.

Key Construction (A2) Entity A should verify that KTp; is indeed a point on the elliptic curve. A
description of how to do this is referred in ISO/IEC 15946-1. Entity A computes the shared key K4p =
(ra-)G-KTg1).

Key Construction (B2) Entity B should verify that KTy is indeed a point on the elliptic curve. A
description of how to do this is referred in ISO/IEC 15946-1. Entity B computes the shared key K4p =

(rp-D[J-KTa1).

NOTE This key agreement mechanism provides mutual forward secrecy.

E.8 |Key agreement of Diffie-Hellman type with 2 key pairs

This key agreement mechanism establishes a shared secret between entities A and B in twp passes.

Prior| to the process of agreeing upon a shared secret, in addition{to the common infofmation, the

following shall be established:

— fpr each entity X, a private key-agreement key dy and aipublic key-agreement key Px| which is an
dlliptic curve point satisfying Py = dxG. ISO/IEC 15946-1 is referred for a descriptign of how to
generate this key pair.

— fbpr each entity, access to an authentic copy of the public key-agreement key of the othef party.

Each entity should independently verify that thevother entity’s public key is indeed a point dn the elliptic

curvg. ISO/IEC 15946-1 is referred for a description of how to do this.

The vjalues I and j are used for cofactor ndultiplication as explained in Clause 7.

Key token construction (A1) Entity A randomly and secretly generates ry in the range {2,..,n-2},

complutes r4G, constructs the key'teken, KT41 = r4G, and sends it to entity B.

Key token construction (B1) Entity B randomly and secretly generates rp in the range {2,..,n-2},

complutes rpG, constructstthe key token, KTp1 = rpG, and sends it to entity A.

Key
descr

iption of hownto do this is referred in ISO/IEC 15946-1. Entity A computes the shar

(da-D)(-KTp)||@a) -PB).

Key
descr

construction (B2) Entity B should verify that KT41 is indeed a point on the elliy
iption’of how to do this is referred in ISO/IEC 15946-1. Entity B computes the shared

construction (A2): Entity A should verify that KTp1 is indeed a point on the elliptic curve. A

ed key Kap =

tic curve. A
secret Kap =

(rg-1)

[J*PA|(dB-1)(j-KTa1).

NOTE

1 Concatenation of a representation of the points is not the only alternative for the const

ruction of the

key. Any prefix free representation (such as ASN.1) will also work. As there are choices, the method to combine
the two values becomes part of what is needed to be agreed upon by all parties. See also Annex C for further

discussion.

NOTE 2  The number of passes is 2.

NOTE 3  This mechanism provides forward secrecy with respect to both entity A and B individually.
NOTE4  This mechanism provides mutual implicit key authentication.
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E.9 Key agreement of Diffie-Hellman type with 2 signatures and key
confirmation

This is an example of key agreement mechanism 7.
This key agreement mechanism establishes a shared secret between entities A and B in three passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the
following shall be established:

— for each entity, a private signature key and a public verification key corresponding to a mutually
agreed ypon signature algorithm

— for eachlentity, access to an authentic copy of the public verification key of the other party.
— any pardmeters to be used in the signature transformations.
— a MAC fynction.

Let X ‘s private and public signature transformations be denoted Sy and Vy respectively; (Sx, Vx) could
denote any pignature system. Both ISO/IEC 9796-2,[3] ISO/IEC 9796-3,4] . dnd ISO/IEC 14888I4] are
referred for pignature systems.

The values I pnd j are used for cofactor multiplication as explained in (lauise 7.

Key token tonstruction (A1) Entity A randomly and secretly generates ry in the range {2,.{,n-2},
computes r4fs, constructs the key token KT41 = raG, and sends itt6 entity B.

Key token processing and key construction (B1) Entity.B should verify that KT41 is indeed a po|nt on
the elliptic cpirve. ISO/IEC 15946-1 is referred for a desctiption of how to do this. Entity B randomlly and
secretly gengrates rp in the range {2,..,n-2}, computeszpG, computes the shared secret as K4p =|(rp*l)
(j*KTy1), conlstructs the signed key token, KTp1 = SB(PB1)||MACkap(DB1) for DB1 = rpG||KTa1||A|| Text1,
and sends itto entity A.

NOTE1 Asla way to reduce the amount of data transmitted, if a signature scheme with appendix is usdd, the
redundant vallue KT41 need not be returned with the block KTp1, although it still shall be included withjn the
scope of the s|jgnature calculation.

Key token processing (A2) Entity Averifies B’s signature on the key token KTp1 using entity B’s public
verification key. If a signature scheme with message recovery is used, this includes recovering the¢ data
block DBj frpm the signature and verifying that entity A’s distinguishing identifier and the valye rqG
are containgd in it. If a signature scheme with appendix is used, this includes reconstructing thg data
block DB uging the value'in KTy1, entity A’s distinguishing identifier and the received value rpf and
verifying the signatureon that data block.

Entity A shguld yerify that the value rgG obtained from KTp1 is indeed a point on the elliptic durve.
ISO/IEC 159065115 referred for a description of how to do this. If the checks are successful, entity A
computes thk

shared kev Kop = (s N i.-rn()
Y AD AT Do)

Using K4p, entity A verifies MACkap(DB1). Then entity A constructs the signed key token
KTy2 = Sa(DB2)||IMACkap(DBz2), where DBy = ryG||rpG||B|| Text2 and sends it to entity B.

NOTE 2  As a way to reduce the amount of data transmitted, if a signature scheme with appendix is used, the
redundant values r4G and rpG need not be returned with the block KTy, although they still shall be included
within the scope of the signature calculation.

Key token processing (B2) Entity B verifies entity A’s signature on the key token KT, using entity A’s
public verification key. If a signature scheme with message recovery is used, this includes recovering
the data block DB; from the signature and verifying that entity B’s distinguishing identifier and the
values r4G and rpG are contained in it. If a signature scheme with appendix is used, this includes
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