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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |
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This second gdition cancels and replaces the first edition (ISO/IEC 11770-3:1999), and ISO/IEC 15946-3
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brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.

5k of the joint technical committee is to prepare International Standards. 'Draft Interns

opted by the joint technical committee are circulated to national bodies forwoting. Publicat
al Standard requires approval by at least 75 % of the national bodies gasting a vote.

0-3 was prepared by Joint Technical Committee ISO/IEC JIE™, Information techn
e SC 27, IT Security techniques.

een merged and updated to present a uniform standard.on key management.

0 consists of the following parts, under the genéral title Information technology — Sq
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Introduction

This part of ISO/IEC 11770 defines schemes that can be used for key agreement and schemes that can be
used for key transport.

Public key cryptosystems were first proposed in the seminal paper by Diffie and Hellman in 1976. The security
of many cryptosystems is based on the presumed intractability of solving the discrete logarithm problem over
a finitg field. Other cryptosystems such as RSA are based on the difficulty of the integer factorization problem.

The gecond form of cryptography discussed in this part of ISO/IEC 11770 is based on)ellipti¢ curves. The
securjty of such a public key system depends on the difficulty of determining discrete fogarithms in the group
of points of an elliptic curve. This problem is, with current knowledge, much hardetthan the factorization of
integgrs or the computation of discrete logarithms in a finite field. Indeed, since VAMiller and N. Koblitz in 1985
independently suggested the use of elliptic curves for public key cryptographic systems, rlo substantial
progréss in tackling the elliptic curve discrete logarithm problem has, been reported. In general, only
algorifhms that take exponential time are known to determine elliptic curve discrete logarithms. Thus, it is
possible for elliptic curve based public key systems to use much shortérparameters than the RBA system or
the clpssical discrete logarithm based systems that make use of the.multiplicative group of some finite field.
This Yields significantly shorter digital signatures and system parameters and allows for computations using
smaller integers.

The International Organization for Standardization (ISO),and International Electrotechnical Commission (IEC)
draw pttention to the fact that it is claimed that compliance with this document may involve the use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.
The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms ahd conditions with applicants throughout the world. In} this respect,
the sfatements of the holders of these_patent rights are registered with ISO and IEC. Informption may be
obtained from:

ISO/IEC JTC 1/SC 27 Standing-Document 8 (SD 8).

SD 8 Js publicly available at\http://www.jtc1sc27.din.de/sce/sd8.

Attenfion is drawn to thé possibility that some of the elements of this document may be the suljject of patent
rights| other than_thase identified above. ISO and IEC shall not be held responsible for identifyjng any or all
such patent rights.

© ISO/IEC 2008 — All rights reserved \
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INTERNATIONAL STANDARD

ISO/IEC 11770-3:2008(E)

Information technology — Security techniques — Key
management —

Part 3:
Mechanisms using asymmetric techniques

1 Scope

This part of ISO/IEC 11770 defines key management mechanisms based. on asymmetric ryptographic

techn|ques. It specifically addresses the use of asymmetric techniques to achieve the following gepals.

1) Hstablish a shared secret key for a symmetric cryptographic technique between two entities A and B by
Key agreement. In a secret key agreement mechanism, the secret key is the result of a data exchange
between the two entities A and B. Neither of them can predetermine the value of the shared pecret key.

2) Hstablish a shared secret key for a symmetric cryptographic technique between two entities A and B by
Key transport. In a secret key transport mechanism) ‘the secret key is chosen by one entity A and is
transferred to another entity B, suitably protected by asymmetric techniques.

3) Make an entity's public key available to_other entities by key transport. In a public key transport
mechanism, the public key of entity A mustibe transferred to other entities in an authenticated way, but
not requiring secrecy.

Somqg of the mechanisms of this part, of ISO/IEC 11770 are based on the corresponding authentication

mechpnisms in ISO/IEC 9798-3.

This part of ISO/IEC 11770 do€s hot cover aspects of key management such as

key lifecycle management,
mechanisms toigenerate or validate asymmetric key pairs,

mechanisms'to store, archive, delete, destroy, etc. keys.

s described

Whilg] this\part of ISO/IEC 11770 does not explicitly cover the distribution of an entity's private key (of an
asympmetric key pair) from a trusted third party to a requesting entity, the key transport mechanisr'n

can be used to achieve this. A private key can in all cases be distributed with these mechanisms where an
existing, non-compromised key already exists. However, in practice the distribution of private keys is usually a
manual process that relies on technological means like smart cards, etc.

This part of ISO/IEC 11770 does not cover the implementations of the transformations used in the key
management mechanisms.

NOTE

the key establishment protocol or to use a public key signature system to sign the key exchange messages.

© ISO/IEC 2008 — All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 14888 (all parts), Information technology — Security techniques — Digital signatures with appendix

3 Terms

For the purpdg

3.1

asymmetric
cryptographid
key) and a p
transformatio

NOTE A

and definitions

ses of this document, the following terms and definitions apply.

cryptographic technique

technique that uses two related transformations, a public transformation™(defined by the
rivate transformation (defined by the private key), and has the property that given the
N, it is computationally infeasible to derive the private transformation

ystem based on asymmetric cryptographic techniques can either be.an encipherment system, a sig

system, a conjbined encipherment and signature system, or a key agreement system. With asymmetric cryptod

techniques th¢g
encipherment

the correspon
(e.g. RSA) wh
suffices for bot
messages. Ho
the four eleme

3.2
asymmetric
system base

and whose p:fi

3.3
asymmetric
pair of relate
public transfo

3.4
certification
CA
centre trusteq

re are four elementary transformations: sign and verify for signature systems, encipher and decip

bublic
public

nature
raphic
her for

bystems. The signature and the decipherment transformation are“kept private by the owning entity, whereas

ing verification and encipherment transformations are published. There exist asymmetric cryptosy
bre the four elementary functions can be achieved by only two transformations: one private transfor
h signing and decrypting messages, and one public transformation suffices for both verifying and enc
vever, since this does not conform to the principle of key separation, throughout this part of ISO/IEC
htary transformations and the corresponding keysare kept separate.

pncipherment system
on asymmetric cryptographic techhiques whose public transformation is used for enciphe
vate transformation is used for decipherment

key pair

stems
mation
ypting

1770,

rment

] keys where the private key defines the private transformation and the public key defings the

rmation

authority.

to create and assign public key certificates

3.5

decipherment
reversal of a corresponding encipherment

[ISO/IEC 11770-1:1996]

3.6

digital signature
data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit
to prove the origin and integrity of the data unit and protect the sender and the recipient of the data unit
against forgery by third parties, and the sender against forgery by the recipient

© ISO/IEC 2008 — All rights reserved
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3.7
distinguishing identifier
information which unambiguously distinguishes an entity

[ISO/IEC 11770-1:1996]

3.8

encipherment

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. to hide the
information content of the data

[|SO/II=(‘ 9797-1:1999 |SQ/UEC 11770-1:1996 ISQUEC 1Rﬂ’l’2-1-')ﬂﬂ‘§]

3.9
entity authentication
corroboration that an entity is the one claimed

[ISO/IEC 9798-1:1997]

3.10
entity authentication of entity A to entity B
assurpnce of the identity of entity A for entity B

3.1
expli¢it key authentication from entity A to entity B
assurpnce for entity B that entity A is the only other entity thatds in possession of the correct key

NOTE| Implicit key authentication from entity A to entity ‘B.and key confirmation from entity A to entity H together imply
explicif key authentication from entity A to entity B.

3.12
forw3drd secrecy with respect to entity A
propefrty that knowledge of entity A’s long-term private key subsequent to a key agreement opergtion does not
enable an opponent to recompute previously derived keys

3.13
forward secrecy with respectto-both entity A and entity B individually
property that knowledge of entity A’s long-term private key or knowledge of entity B’s long-tern private key
subsgquent to a key agreement operation does not enable an opponent to recompute previously [derived keys

NOTE] This differs from mutual forward secrecy in which knowledge of both entity A’s and entity B’'s long-term private
keys do not enable recomputation of previously derived keys.

3.14
hashifunction
functipniwhich maps strings of bits to fixed-length strings of bits, satisfying two properties:

1) itis computationally infeasible to find for a given output, an input which maps to this output;
2) itis computationally infeasible to find for a given input, a second input which maps to the same output

NOTE 1 The literature on this subject contains a variety of terms which have the same or similar meaning as hash-
function. Compressed encoding and condensing function are some examples.

NOTE 2 Computational feasibility depends on the user’s specific security requirements and environment.
3.15

implicit key authentication from entity A to entity B
assurance for entity B that entity A is the only other entity that can possibly be in possession of the correct key

© ISO/IEC 2008 — All rights reserved 3
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3.16

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment, MAC function computation, signature calculation, or signature verification)

[ISO/IEC 11770-1:1996]

3.17

key agreement

process of establishing a shared secret key between entities in such a way that neither of them can
predetermine the value of that key

NOTE By|“predetermine” it is meant that neither entity A nor entity B can, in a computationally efficient way,©hpose a
smaller key spaice and force the computed key in the protocol to fall into that key space.

3.18
key commitment
process of cgmmitting to use specific keys in the operation of a key agreement scheme'\before revealing the
specified key

o

3.19
key confirmation from entity A to entity B
assurance for entity B that entity A is in possession of the correct key

3.20
key control
ability to chogse the key or the parameters used in the key computation

3.21
key derivatign function
function that |outputs one or more shared secrets, used“as keys, given shared secrets and other mytually
known paraneters as input

3.22
key establishment
process of nmjaking available a shared secréet key to one or more entities, where the process includgs key
agreement and key transport

3.23

key token
key managerpent message sent from one entity to another entity during the execution of a key managément
mechanism

3.24
key transpont
process of trgnsferring a key from one entity to another entity, suitably protected

3.25

message authentication code

MAC

string of bits which is the output of a MAC algorithm

NOTE A MAC is sometimes called a cryptographic check value (see, for example, ISO 7498-2).

3.26

message authentication code (MAC) algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,
satisfying the following two properties:

1) for any key and any input string the function can be computed efficiently;

4 © ISO/IEC 2008 — All rights reserved
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2) for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the
function value on any new input string, even given knowledge of the set of input strings and corresponding
function values, where the value of the i th input string may have been chosen after observing the value of the
first i — 1 function values

3.27
mutual entity authentication
entity authentication which provides both entities with assurance of each other’s identity

3.28
mutual forward secrecy

one-way function
functipn with the property that it is easy to compute the output for a given input,\but it is cdmputationally
infeagible to find for a given output an input which maps to this output

3.30
prefix free representation
repregentation of a data element for which concatenation with any~other data does not prqduce a valid
repregentation

3.31
private key
key of an entity’s asymmetric key pair which can only bedsed by that entity

NOTE| In the case of an asymmetric signature systém, the private key defines the signature transfogrmation. In the
case df an asymmetric encipherment system, the private’key defines the decipherment transformation.

3.32
public key
key of an entity’s asymmetric key pair which can be made public

NOTE| In the case of an asymmetriic signature system, the public key defines the verification transfgrmation. In the
case pf an asymmetric encipherment system, the public key defines the encipherment transformation] A key that is
“publigly known” is not necessarily-globally available. The key can be available only to all members of g pre-specified
group

3.33
public key certificate
publid key informiation of an entity signed by the certification authority and thereby rendered unfofgeable

3.34
publi¢c key-information
infornmation containing at least the entity’s distinguishing identifier and public key, but which canlinclude other
static information regarding the certification authority, the entity, restrictions on key usage, the validity period,
or the involved algorithms

3.35
secret key
key used with symmetric cryptographic techniques by a specified set of entities

3.36

sequence number

time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain
time period

[ISO/IEC 11770-1:1996]

© ISO/IEC 2008 — All rights reserved 5
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3.37

signature system
system based on asymmetric cryptographic techniques whose private transformation is used for signing and

whose public

3.38
time stamp

transformation is used for verification

data item which denotes a point in time with respect to a common time reference

3.39

time stamping authority

trusted third

generated

Ir\arfy trusted to prn\/idp evidence which includes the time when the secure time sta

[ISO/IEC 138B8-1:2004]

3.40
time variant
TVP
data item use
time stamp

NOTE If 4
the ability to m

3.41
trusted third

parameter

d to verify that a message is not a replay, such as a random number; a sequence numbe

me stamps are used, secure and synchronized time clocks are required. If sequence numbers ar¢g
bintain and verify bilateral counters is required.

party

security authgrity, or its agent, trusted by other entities with respect to security related activities

[ISO/IEC 101

81-1:1996]

4 Symbagls and abbreviations

A B
BE
BS
CA
Cert,

Da

distinguishing identifiers of entities
enciphered data block

signed data block

certification authority

entity A’s public key certificate

entify A’s private decipherment transformation

mp is

[, Or a

used,

da

€a

entity A’s private decipherment key

An elliptic curve, either given by an equation of the form Y? = X® + aX + b over the field F(p™) for

p>3, by an equation of the form Y2+ XY =X
the form Y? = X°
point at infinity. The elliptic curve is denoted by E/F(p"), E/F(2"), or E/F(3™), respectively.
entity A’s public encipherment transformation

entity A’s public encipherment key

the key agreement function

+ aX? + b over the field F(2™), or by an equation of
+ aX? + b over the field F(3™), together with an extra point O referred to as the

© ISO/IEC 2008 — All rights reserved
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F(h,g) the key agreement function using as input a cofactor h and a common element g

G a point on E with order n

g the common element shared publicly by all the entities that use the key agreement function F

H set of elements

hash hash-function

ha entity A’s private key agreement key

J the cofactor used in performing cofactor multiplication

K a secret key for a symmetric cryptosystem

KT key token

KT entity A’s key token

KT ;i the key token sent by entity A after processing phase i

Kas a secret key shared between entities A and B
NOTE In practical implementations, the shared/seeret key should be subject to further processing
before it can be used for a symmetric cryptosystem:

kdf a key derivation function

/ a supplementary value used in perfofming cofactor multiplication

M a data message

MAC Message Authentication Code

MACK(2) ;he output of a MAC.algorithm when using as input the secret key K and an arbitrgry data string

MQv Menezes-QusVanstone

n a prime divisor of the order (or cardinality) of an elliptic curve E over a finite field

O the elliptic curve point at infinity

P a point on an elliptic curve E

Px the x-coordinate of a point P

PKi, entity A’s public key information

parameters parameters used in the key derivation function

Pa entity A’s public key agreement key

q a prime power p™ for some prime p # 3 and some integer m = 1

r a random number generated in the course of a mechanism

ra a random number issued by entity A in a key agreement mechanism

© ISO/IEC 2008 — All rights reserved 7
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Sa
Sa
TVP
Texti

Va

set of elements

entity A’s private signature transformation

entity A’s private signature key

time-variant parameter such as a random number, a time stamp, or a sequence number
i th optional text, data or other information that may be included in a data block, if desired

entity A’s public verification transformation

Va

#HE

[x]
P
(P)

NOTE 1 No
message reco
the message n

NOTE2 Th

key) indexed wWith the identifier of its owner, e.g. the public-verification key of entity A is denoted by va. The corresp

transformation
transformation

5 Requir

It is assumed that the entities are*aware of each other’s claimed identities. This may be achieved |

inclusion of i
context of th
agrees with s

If a public ke
is in posses

entity A’s public verification key

one-way function

The order (or cardinality) of an elliptic curve E

concatenation of two data elements

the smallest integer greater than or equal to the real number x

the digital signature

(Px mod 2[”/27) + 272\yhere p =/log, n /and Py is the X-coordinate of the point P

assumption is made on the nature of the signature transformation. In the case of a signature syste
ery, Sa(m) denotes the signature J'itself. In the case of a signature system with appendix, Sa(m) d
) together with the signature J.

b keys of an asymmetric cryptosystem are denoted by a lower case letter (indicating the function

5 are denoted by upper case letters indexed with the identifier of their owner, e.g. the public verif
of entity A is denoted by Va.

Pments

Hentifiers in information exchanged between the two entities, or it may be apparent fro
b use of the mechanism. Verifying the identity means to check that a received identifie
pme known(trusted) value or prior expectation.

is registered with an entity, then that entity shall make sure that the entity who registers th
sion\.of the corresponding private key (see ISO/IEC 11770-1 for further guidance o

M with
bnotes

pf that
bnding
cation

y the
m the
r field

e key
N key

registration).

6 Keyde

rivation functions

The use of a shared secret as derived in Clause 10 as a key for a symmetric cryptosystem without further
processing is not recommended. It most often will be the case that the form of a shared secret will not conform
to the form needed for a shared symmetric key, so some processing will be needed. The shared secret (often)
has arithmetic properties and relationships that might result in a shared symmetric key not being chosen from
the full key space. It is advisable to pass the shared secret through a key derivation function, which includes
the use of a hash function. The use of an inadequate key derivation function compromises the security of the
key agreement scheme in which it is used.

© ISO/IEC 2008 — All rights reserved
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A key derivation function produces keys that are computationally indistinguishable from randomly generated
keys. The key derivation function takes as input the shared secret and a set of key derivation parameters and
produce an output of the desired length.

In order for the two parties in a key establishment mechanism to agree on a common secret key, the key
derivation function must be agreed upon. The method of coming to such an agreement is outside the scope of
this part of ISO/IEC 11770.

See Annex B for examples of key derivation functions.

7 c\ £ 4 [PHY H FH
pOTAGLUT TTIUTUIPITCauivrn

This ¢lause applies only to elliptic curve cryptography. The key agreement mechanisms in.Claugse 10 and the
key treansport mechanisms in Clauses 11 and 12 require that the user’s private key or key\token|be combined
with gnother entity’s public key or key token. If the other entity’s public key or key teken is not jalid (i.e. it is
not a point on the elliptic curve, or is not in the subgroup of order n), then performing this operatipn may result
in some bits of the private key being leaked to an attacker. An example of this.attack is the ‘small subgroup

attacl’.
In order to prevent the ‘small subgroup attack’ and similar attacks, one. ¢ption is to validate puplic keys and
key tgkens received from the other party using public key validation. See ISO/IEC 11770-1 for a [description of
publiq key validation.

As an alternative to verifying the order of the public key or key,token, a technique called cofactor|multiplication
can be used. The values j and /, defined below, are used far cofactor multiplication in Clause 10.

If cofactor multiplication is desired, there are two options:
1) If cofactor multiplication is used, and_.incompatibility with those not using cofactor muiltiplication is
desired, then let j = #£ /n and | = 1__{f this option is chosen, both parties involved mus{ agree to use

this option, otherwise the mechanism will not work.

2) If cofactor multiplication is used, and compatibility with those not using cofactor muiltiplication is
desired, then let j = #E /n-and '/ =j'1 mod n.

NOTE The value j T mod’n will always exist since n is required to be greater than 4vq pnd therefore
ged(n,j) = 1.

If cofactor multiplicationis not desired, there is one option:
1) If cofactormultiplication is not used, then letj =7 and / = 1.
Regardless of whether or not cofactor multiplication is used and the type of compatibility that is thosen, if the

shared Key-(or a component of the shared key) evaluates to the point at infinity (Og), then Te user shall
assurhevthat the key agreement has failed.

It should be noted that it is most appropriate to perform these operations (public key validation or cofactor
multiplication) if the other entity’s public key or key token is not authenticated or the user’s public key is long
term. Performing public key validation for long-term keys and cofactor multiplication for ephemeral (short term)
keys may also have performance advantages.

It should also be noted that if the other entity’s public key is authenticated and the cofactor is small, then the

amount of information that can be leaked is limited. Thus, it may not always be desired that these tests be
performed.

© ISO/IEC 2008 — All rights reserved 9
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8 Key commitment

Clause 10 describes key agreement mechanisms where the established key is the result of applying a one-
way function of the private key-agreement keys. However, one entity may know the other entity’s public key or
key token prior to choosing their private key. The entity can control the value of s bits in the established key, at
the cost of generating 2° candidate values for their private key-agreement key in the time interval between
discovering the other entity’s public key or key token and choosing their own private key [19].

A way to address this concern (if it is a concern) at the cost of one additional message/pass in the protocol is
through the use of key commitment. Commitment can be done by having the first entity hash the public key or

key token and send the hash-code to the second entity, the second entity replies with his public key or key
nlia ] al amhich tha cacan P~ |

token and the-firstentibyreplies—with-his—publickey-orkeytoken—which-the-second-entity-can-hash-andyverify

that the resulf is equal to the hash-code sent earlier.

ISO 22895 defines cryptographic syntax and processing that can be used to implement the key commi{tment
protocol defirjed in this part of ISO/IEC 11770. A DigestedData message, with its optional content absént, is
used to send|the key commitment hash along with the digest algorithm and any associated-parameters. The
same message with its optional content present is used to exchange the keys. The message recipient retains
the first hash|and ensures that this value is identical to the hash on the keys in the second message. MWWhen
origin authentication of the key commitment is needed, the DigestedData messagé can be encapsulated in a
SignedData message. These ISO 22895 messages can be represented in a cofpact binary form or ag XML
markup.

9 Keyc

Explicit key fonfirmation is the process of adding additional~messages to a key establishment prptocol
providing impglicit key authentication so that explicit key authentication and entity authentication are proyided.
Explicit key cpnfirmation can be added to any method that dees not possess it inherently. Key confirma’l;on is

typically provided by exchanging a value that can (in\all~likelihood) only be calculated correctly if the key
establishment calculations were successful. Key confirmation from entity A to entity B is provided by entity A
calculating a|value and sending it to entity B for. eggnfirmation by entity B of entity A’s correct calculafjon. If
mutual key cgnfirmation is desired, then each entity sends a different value to the other.

Key confirmation is often provided by subsequent use of an established key, and if something is wrong then it
is immediatelly detected. This is called implicit key confirmation. Explicit key confirmation in this case may be
unnecessary/| If one entity is not online.(for example, in one-pass protocols used in store and forward (g¢mail)
scenarios), then it is simply not possible for the other entity to obtain key confirmation. However, sometimes a
key is establighed yet used onlyAater (if at all), or perhaps the key establishment process may simply not/know
if the resulting key will be uséd-immediately or not. In these cases, it is often desirable to use a method of
explicit key gonfirmation,_as .it may otherwise be too late to correct an error once detected. Expligt key
confirmation ¢an also be seen as a way of “firming up” some security properties during the key establishment
process and may be warranted if following a process of conservative protocol design.

An example methed of providing key confirmation using a MAC is as follows:

Entities A and B first perform one of the key establishment procedures specified in Clauses 10 and 11 of this
part of ISO/IEC 11770. As a result, they expect to share a secret MAC key Kug. They then perform the
following procedure.

1) Entity B forms the message M octet string consisting of the message identifier octet 0x02, entity B’s
identifier, entity A’s identifier, the octet string KTy corresponding to entity B’'s key token (or omit the
fields if such does not exist), the octet string KT, corresponding to entity A’s key token (or omit the
fields if such does not exist), the octet string Pg corresponding to entity B’'s public key-establishment
key (or omit the fields if such does not exist), the octet string P, corresponding to entity A’s public
key-establishment key (or omit the fields if such does not exist) and if present optional additional
Text1:

M=02||BJ| A||KT, | KT, [|P, || P, || Textl,
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where 0x02 is the message number.

2) Entity B calculates
Kg =kdf(K »5)
Entity B then calculates
MAC,_ (M)

£ 4l A4 pu | 4l L PUTNAY la <l o | L £ H Y AAAL h
TUT 1S 111 ooaytT Wi UTiutTl U1C (oUpPpPUSTUTY ) olf'ldlTU STUITUNTY T\B U dIT dPpPIruprialc wizmavw SC eme.

3) Entity B sends the message M and MACKB(M) to entity A.
4) Entity A calculates
K, =kdf(K \5)

and verifies MACKB(M) on the message M.

9) Assuming the MAC verifies, entity A has received key cenfirmation from entity B (that is, entity A
knows that K, equals Kg). If mutual key confirmation is<desired, entity A continues the protocol and
forms the message M'. Form the octet string consisting of the message identifier octgt 0x03, entity
A’s identifier, entity B's identifier, the octet string<KT» corresponding to entity A’s key foken (or omit
the fields if such does not exist), the octet string’ KTz corresponding to entity B's key token (or omit
the fields if such does not exist), the ocfet string P, corresponding to entity A'$ public key-
establishment key (or omit the fields if such’ does not exist), the octet string Pg corfesponding to
entity B’s public key-establishment key'<(or omit the fields if such does not exist)|and optional
additional octet string Text2:

M'=03§A[|B|| KT, KT, || P, || P || Text2,
where 0x03 is the message number.
d) Entity A calculates
MAC, (M')
under the-(supposedly) shared secret K, using an appropriate MAC scheme.

7) Entity A sends M'and MACKA(M') to entity B.

8 Rrtity-B-use vorify-MAG{M)-on-the-message-M—Assuming-the-MAGC-verifies, entity B has
received key confirmation from entity A (that is, entity B knows that K, equals Kg).

Other methods of key confirmation are possible. If the shared secret is to be used for data confidentiality
(encryption), one entity can send the encryption of some specific plaintext known to the other entity, for
example, a block of all binary zeros or all binary ones. Care should be taken that any subsequent use of the
key is very unlikely to encrypt the same plaintext as was used for key confirmation. Furthermore, the MAC key
should not be reused after key confirmation.
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10 Secret key agreement

Key agreement is the process of establishing a shared secret key between two entities A and B in such a way
that neither of them can predetermine the value of the shared secret key. Key agreement mechanisms may
provide for implicit key authentication; in the context of key establishment, implicit key authentication means
that after the execution of the mechanism only an identified entity can be in possession of the correct shared
secret key.

The key agreement between two entities A and B takes place in a context shared by the two entities. The
context consists of the following objects: a set S, a set H and a function F. The function F shall satisfy the
following requirements:

9) F ogerates on two inputs, one element h from H and one element g from S, and produces.-a{rgsult y
in S}y =F(h,g).

10) F satisfies the commutativity condition F(ha,F(hg,g)) = F(hg,F(ha,9)).

11) It is|computationally intractable to find F(hs,F(h,g)) from F(hs,g), F(h,g) and'g. This impliep that
F(-g) is a one-way function.

12) Thelentities A and B share a common element g in S which may be publicly known.

13) Thelentities acting on this setting can efficiently compute function’values F(h,g) and can effigiently
gengrate random elements in H.

Depending on the particular key agreement mechanism further conditions may be imposed.
NOTES

1) Examples of a possible function F are given in-Annexes C and D.

2) In practical implementations of the key. agreement mechanisms the shared secret key shoyld be
subject to further processing. A derived-shared secret key should be computed (1) by extractirjg bits

from the shared secret key K,g directly or (2) by passing the shared secret K,z and optionally| other
nongecret data through a one-way.function and extracting bits from the output.

3) It will in general be necessary._fo check the received function values F(h,g) for weak values. If such

values are encountered, the protocol shall be aborted. An example known as the Diffie-Hellmgn key
agrgement is given in Annex C.5.

10.1 Key aIreement mechanism 1

This key agr¢éement«mechanism non-interactively establishes a shared secret key between entities A gand B
with mutual implicit key authentication. The following requirements shall be satisfied:

’]) Each-entitv X has-a-private-kev-agreementkev-hAin-H-and-apublickevagreementkevp.= | =74 )
HeRH —AR3S3PHVAIe K83 gFe8MetKeY-AxHH3hRa3PUHBHEK8Y3GFre8MeRtKey-px x,9).

2) Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms of Clause 12.

See Figure 1 for a diagram of key agreement mechanism 1.

12 © ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

Entity A Entity B Entity A Entity B
Key Key Key Token
Construction Construction Construction
(A1) (B1) (A1) KT,
_
Key Key
Construction Construction
(A2) (B1)

Figure 1: Key Agreement Mechanism 1

Figure 2: Key Agreement’Meclh

Key Construction (A1) Entity A computes, using its own private key agreement key h, and en
key agreement key pg, the shared secret key as

KAB = F(hA’pB )

Key Construction (B1) Entity B computes, using its own private kéy agreement key hg and en
key agreement key p,, the shared secret key as

As a

1

KAB = F(hsva)-

onsequence of requirement 2 of F in Clause 10; the two computed values for the key K5 4

NOTES - This Key Agreement Mechanism, has the following properties:

Number of passes: 0. As a consequence, the secret shared key has always the same
Clause 10 note 2).

Key authentication: this\miechanism provides mutual implicit key authentication. Howey
repeated key is a problem in a zero pass protocol. One way to eliminate this problen
that the key is only.used once. Furthermore, the use of an initialization vector with sm4
data can also solye this problem.

Key confirmation: this mechanism provides no key confirmation.
This s Ja key agreement mechanism since the established key is a one-way function

key~agreement keys h, and hg of entities A and B respectively. However, one entity 1
other entity’s public key prior to choosing their private key. Such an entity may select ap

anisms 2, 8

tity B’s public

tity A’s public

re identical.

alue (but see

er, the single
is to ensure
Il amounts of

pf the private
hay know the
proximately s

bits of the established key, at the cost of generating 2° candidate values for thei

private key

5)

agreement key in the interval between discovering the other entity’s public key and choosing their

own private key.

Example: examples known as the Diffie-Hellman key agreement are given in Annexes C.1, C.2, and

D.2.

10.2 Key agreement mechanism 2

This key agreement mechanism establishes in one pass a shared secret key between entities A and B with
implicit key authentication from entity B to entity A, but no entity authentication from entity A to entity B (i.e.
entity B does not know with whom it has established the shared secret key). The following requirements shall
be satisfied:

© ISO/IEC 2008 — All rights reserved
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1) Entity B has a private key agreement key hg in H and a public key agreement key pg = F(hg,g).

2) Entity A has access to an authenticated copy of entity B's public key agreement key pg. This may be
achieved using the mechanisms of Clause 12.

See Figure 2 for a diagram of key agreement mechanism 2.

Key Token Construction (A1) Entity A randomly and secretly generates r in H, computes F(r,g) and sends
the key token

KT,, =F(r,9)|| Text

to entity B

Key Construction (A2) Entity A further computes the key as

Kas =F(r.pg).

Key Construction (B1) Entity B extracts F(r,g) from the received key token KT44 and computes the shared
secret key

Kas =F(hg,F(r,9)).
According to fequirement 2 of F in Clause 10, the two computed values for the key K,z are identical.
NOTES 1 This Key Agreement Mechanism has the following ‘properties:

1) Number of passes: 1.

2) Key|authentication: this mechanism provides implicit key authentication from entity B to erjtity A
(entity B is the only entity other than entity(A who can compute the shared secret key).

3) Key|confirmation: this mechanism prevides no key confirmation.

4) This|is a key agreement mechanism, since the established key is a one-way function of a rgndom
valug r supplied by entity A and entity B’s private key agreement key. As discussed in Clayse 8,
sincg entity A could know-entity B’'s public key prior to choosing the value r, entity A may pelect
appfoximately s bits of the established key, at the cost of generating 2° candidate values for rfin the
intenval between discoyering entity B’s public key and sending KT ;.

5) Example: examples of this key agreement mechanism (known as ElGamal key agreement) are
desgribed in/Annexes C.3 and D.3.

6) Key usage as entlty B receives the necessary mformatlon to compute the key KAB from the non-
equiring

trust in entlty A’s authent|0|ty such as dempherment and generatlon of message authentlcatlon codes.

10.3 Key agreement mechanism 3

This key agreement mechanism establishes in one pass a shared secret key between entities A and B with
mutual implicit key authentication, and entity authentication of entity A to entity B. The following requirements
shall be satisfied:

1) Entity A has an asymmetric signature system (S, V).

2) Entity B has access to an authenticated copy of the public verification transformation V,. This may be
achieved using the mechanisms of Clause 12.
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3) Entity B has a key agreement system with keys (hg, ps).

4) Entity A has access to an authenticated copy of the public key agreement key pg of entity B. This
may be achieved using the mechanisms of Clause 12.

5) (Optional) The TVP shall either be a time stamp or a sequence number. If time stamps are used,
secure and synchronized time clocks are required; if sequence numbers are used, the ability to
maintain and verify bilateral counters is required.

6) The entities A and B have agreed on a MAC function (such as those standardized in ISO/IEC 9797)
and a way to incorporate K,z as the key in this check function.

See Higure 3 for a diagram of key agreement mechanism 3.
Entity A Entity B Entity A Hntity B

Cd nsKt:l)JIction Key Tokgn Key Tokgn

(A1.1) Construction QGonstruction
: (A1) KTa (81)
Key Token
$ignature KT, < KTgy
(A1.2) > Key. Key
Key Construction Qonstruction
Construction (A2) (B2)
(B1.1)
Signature
Verification
(B1.2)
A 4

Figure 3: Key Agreement Mechanism 3 Figure 4: Key Agreement Mechapisms 4, 5, 9

Key Construction (A1.1) Entity Alrandomly and secretly generates r in H and computes F{r,g). Entity A
compltes the shared secret key-as

Kas =F(r,pg).

Using the shared secret'’key K,z, entity A computes a MAC on the concatenation of the sender's flistinguishing
identifier for entity%A“and an optional time stamp TVP or sequence number.

Key Token_Signature (A1.2) Entity A signs the MAC, using its private signature transformation S,. Then
entity|A forms the key token, consisting of the sender's distinguishing identifier for entity A, the k¢y input F(r,g),
the (optienal) TVP, the signed MAC, and some optional data

KT =AlIFg) I TVP|[SA(MAC, (A TVP))|| Text1

and sends it to entity B.

Key Construction (B1.1) Entity B extracts F(r,g) from the received key token and computes the shared secret
key, using its private key agreement key hg,

Kas =F(hg,F(r,9)).

Using the shared secret key Ky, entity B computes the MAC on the sender's distinguishing identifier for entity
A and the (optional) TVP.
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Signature Verification (B1.2) Entity B uses the sender's public verification transformation V, to verify entity
A's signature and thus the integrity and origin of the received key token KT,;. Then entity B validates the

timeliness of

the token (by inspection of the (optional) TVP).

NOTES - This Key Agreement Mechanism has the following properties:

1) Number of passes: 1.

2) Key authentication: this mechanism provides explicit key authentication from entity A to entity B and

impl

3) Keyge

4) This|is a key agreement mechanism, since the established key is a one-way function of\a’rg

valu
sinc

apptoximately s bits of the established key, at the cost of generating 2° candidate ‘values for r
intenval between discovering entity B’s public key and sending KT,;.

5) The

6) Example: examples of this key agreement mechanism (known as Nyberg-Rueppel key agree]

are

7) Pub

10.4 Key agreement mechanism 4

This key agrgement mechanism establishes in two passes a shared secret key between entities A and
joint key co:l:trol without prior exchange of keying' information. This mechanism provides neither

authenticatio

See Figure 4

Key Token Gonstruction (A1) Entity A-randomly and secretly generates r, in H, computes F(r,,g), cons
the key token

and sends it fo entity B:

Key Token Gonstruction (B1) Entity B randomly and secretly generates rg in H, computes F(rg,g), cong
the key token

icit key authentication from entity B to entity A.

e r supplied by entity A and entity B’'s private key agreement key. As discussed in Cla
b entity A could know entity B’s public key prior to choosing the value r, entityJA may

(optional) TVP prevents replay of the key token from entity A to entity(B.

lescribed in Annex C.4 and D.4

nor key authentication.

for a diagram of key agreement-mechanism 4.

KT, =F(r,,9)|| Text1

ndom
Ise 8,
select
in the

ment)

ic key certificates: if Text1 is used to transfer entity A’s public key certificate, then requirement 2
at the beginning of this clause can be relaxed to the requir€ment that entity B is in possession
authienticated copy of the CA's public verification key.

of an

B with
entity

tructs

tructs

KTg, =F(rz,9)|| Text2

and sends it to entity A.

Key Construction (A2) Entity A extracts F(rg,g) from the received key token KTz, and computes the shared

secret key

16

Kag =F(ra,F(r5,9)) .
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Key Construction (B2) Entity B extracts F(rs,g) from the received key token KT,; and computes the shared
secret key

Kas =F(15,F(rs,9)) -

NOTES - This Key Agreement Mechanism has the following properties:

1

2

)
)

Number of passes: 2.

Key authentication: this mechanism does not provide key authentication. However, this mechanism

may be useful in environments where the authenticity of the key tokens is verified using

other means.

10.5

This K

1

2

3

See H

)
)

)

Key agreement mechanism 5

ey agreement mechanism establishes in two passes a shared secret key between entities
mutual implicit key authentication and joint key‘control. The following requirements shall be satisf

igure 4 for a diagram of key agreement mechanism 5.

For instance, a hash-code of the Key tokens may be exchanged between the entities.us
communication channel. See also Public Key Transport Mechanism 2.

A separate channel or means exists whereby the key tokens can be verified.
Key confirmation: this mechanism provides no key confirmation.

This is a key agreement mechanism, since the established key.is a one-way functic
values r, and rg supplied by entities A and B respectively. As discussed in Clause 8,
could know F(ra, g) prior to choosing the value rg, entity B niay select approximately
established key, at the cost of generating 2° candidate valués for rz in the interval betw
KT,; and sending KTpg;.

Example: examples of this mechanism (known as{Diffie-Hellman key agreement) are
Annexes C.5 and D.6.

Each entity X has a private key.agreement key hy in H and a public key agreement key

Each entity has access'to an authenticated copy of the public key agreement ke
entity. This may be achieved using the mechanisms of Clause 12.

Both entities_have agreed on a common one-way function w.

ing a second

n of random
since entity B
s bits of the
een receiving

described in

A and B with
ed:

Dy = F(hx,g)

of the other

g) and sends

Key Token Construction (A1) Entity A randomly and secretly generates r, in H, computes F(r4
the key token

KT,, =F(ry,9)]|| Text1
to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rg in H, computes F(rg,g) and sends
the key token

KTg, =F(rg,9) || Text2

to entity A.
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Key Construction (B2) Entity B extracts F(rs,g) from the received key token KT,; and computes the shared

secret key as

KAB :W(F(hB’F(rA’g)) I F(rB’pA))

where w is a one-way function.

Key Construction (A2) Entity A extracts F(rg,g) from the received key token KTz, and computes the shared

secret key as

Kae = W(F(ry,pg) || F(hy,F(rs,9)))

NOTES
1) Nun
2) Key

contpins a MAC (on known data) computed using the key Kz, then this mechanism provides ¢

key
3) Key
then
4) Thig
valu

This Key Agreement Mechanism has the following properties:
ber of passes: 2.
authentication: this mechanism provides mutual implicit key authentication.”If the data field

huthentication from entity B to entity A.

this mechanism provides key confirmation from entity B to entityA.

is a key agreement mechanism since the established key is a one-way function of rg
bs r, and rg supplied by entities A and B respectively,

Text2
xplicit

confirmation: if the data field Text2 contains a MAC (on known data) computed using the key Ky,

ndom

5) Example: examples of this key agreement mechanism (known as the Matsumoto-Takashima-Imai

A(0)
the

6) Pub
agre
by t

verifjcation key.

7) ltis
atta
proc
corr
prog

10.6 Key agreement)mechanism 6

This key agrg

key agreement scheme) are described in Annéxes C.6 and D.5. Another example is kno
50ss protocol.

ic key certificates: if Text7 and Text2 contain the public key certificates of entity A's and B
ement key, respectively, then the reqlirement 2 at the beginning of this clause can be ref
ne requirement that each entity is in possession of an authenticated copy of the CA's

possible under certain circumstances that this mechanism is subject to a source subst
k [18]. If this is a concern, this type of attack can be avoided by ensuring that as part
ess of submitting aSpublic key to a CA for certification, the submitter proves possession
psponding private‘\key. See Clauses 7.2.2 and 8.3.3 of ISO/IEC 15945:2002 for a proce
f of possession. TFhis type of attack is slightly more serious against elliptic curve protocols [

emient mechanism establishes in two passes a shared secret key between entities A and

vn as

s key
laced
public

tution
Df the
bf the
SS on
4].

B with

mutual implig

it\key authentication and joint key control. It is based on the use of both an asym

metric

encipherment and signature system. The following requirements shall be satisfied:

1) Entity A has an asymmetric encipherment system with the transformations (E,Dp).

2) Entity B has an asymmetric signature system with the transformations (Sg, V5).

3) Entity A has access to an authenticated copy of entity B's public verification transformation V. This

may

be achieved using the mechanisms of Clause 12.

4) Entity B has access to an authenticated copy of entity A's public encipherment transformation E,.

This

See Figure 5

18

may be achieved using the mechanisms of Clause 12.

for a diagram of key agreement mechanism 6.
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Entity A Entity B Entity A Entity B
Key Token Key Token
Construction Construction
(A1) KT, (A1) KTy,
Key Token Key Token
Processing Processing
KTy, (B1) And Key
Key Token KTg, Cons(tBrEIJ)ctlon
Processing Key Key Token
(A2) Construction Processing
(B2) And Key
Construction
(A2) KTaz
Key Token
Processing
(B2)
Y A 4
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Figun

Key 1
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Key 1
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Key (

e 5: Key Agreement Mechanism 6 Figure 6: Key Agreement M

oken Construction (A1) Entity A generates a random numberr, and sends the key token

KT, =1, || Text1

ty B.

echanism 7

[oken Processing (B1) Entity B generatesca“random number rg and signs a data block comsisting of the

juishing identifier for entity A, the randem number r,, the random number rg and some
using its private signature transformation Sg

BS=S,(A|lr, ||rs || Text2).

entity B enciphers a data’block consisting of its distinguishing identifier for entity B (optiong
BS, and some optional-data Text3 using entity A's public encipherment transformation E,.
the key token

KT,, =E, (B||BS || Text3)|| Text4

o entity A.

Ponistruction (B2) The shared secret key consists of all or part of entity B’s signature . co

signe

optional data

), the signed
Entity B then

ntained in the

j block BS (see Note 1 in Clause 4). used with a key derivation function.

Key Token Processing (A2) Entity A deciphers the key token KTg; using its private decipherment
transformation D,, optionally checks the sender identifier for entity B, and uses entity B's public verification
transformation Vg to verify the digital signature of the signed block BS. Then entity A checks the recipient
identifier for entity A and consistency of the random number r, in the signed block BS with the random number
r, sent in token KTy,;. If all checks are successful, entity A accepts all or part of entity B’s signature of the
signed block BS used with a key derivation function as the shared secret key.
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NOTES - This Key Agreement Mechanism has the following properties:

1)

2)

8)

10.7 Key agreement mechanism 7

This key agrg
establishes i three passes a shared secret key between entities A and B with mutual authentication
following requ

2) Eac
3) Eac
See Figure 6

Number of passes: 2.

In the key construction processing, the part of the signature 2. to be used as the shared secret key
between entities A and B must be previously established or be dependant on the signature scheme
used.

Key authentication: this mechanism provides implicit key authentication from entity A to entity B and
explicit key authentication from entity B to entity A.

Key
KAB,

This|
valu
coul
esta
KTy

Example: this mechanism is derived from Beller and Yacobi's two pass¢protocol described in

C.7.
Pub
key
and
POSS

A s

Eac

entity. This maybe achieved using the mechanisms of Clause 12.

is a key agreement mechanism, since the established key is a one-way function of r:
bs r, and rg supplied by entities A and B respectively. As discussed in Clause 8, since e
H know F(rs, g) prior to choosing the value rg, entity B may select approximately s bits
blished key, at the cost of generating 2° candidate values for rp in the interval between rec

and sending KTg,.

ic key certificates: if Text7 and Text4 contain the public key:certificate of entity A's enciphe
and the public key certificate of entity B's verification key,.respectively, then the requirems
4 at the beginning of this clause can be relaxedt0\the requirement that each entity
ession of an authenticated copy of the CA's public#erification key.

gnificant feature of this scheme is that the%identity of entity B may remain anonymd

ement mechanism is based on-the three-pass authentication mechanism of ISO/IEC 9798
irements shall be satisfied:
N entity X has an asymmetric signature system (S, Vy).

0 entity has aceess to an authenticated copy of the public verification transformation of the|

h entityshas a common MAC function.

Eiving

Annex

rment
pnts 3
is in

us to

eavisdroppers, of particular advantage in the witéless environment which is a main environment for
the application of this scheme.

3 and
. The

other

for.a diagram of key agreement mechanism 7

Key Token Construction (A1) Entity A randomly and secretly generates r, in H, computes F(ra,g), constructs
the key token

KT, =F(rs,9)|| Text1

and sends it to entity B.

Key Token Processing and Key Construction (B1) Entity B randomly and secretly generates rg in H,
computes F(rs,g), computes the shared secret key as

20

Kas =F(r5,F(ra,9)),
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constructs the signed key token

KTg, =Sg(DB,)|[MAC, _(DB,)|| Text3

where

DB, =F(r5,9)[|F(ra,9) [| A [l Text2

and sends it back to entity A.

Key
symm
KTg;

Key 1
verifid
succs

Using

wherg

and s

Key ¢
by en

Key
publid
agree
MAC/

£ ' : el ol PUH AAAL VA=Y = N0 LT Als '+ | e atle M lo
mmrrratvurt 1o pluwucu Uy OUIIUIIIU IVIH\JKAB(IJL)1/ mrr\rpgv. I'\ILUIIIGLIVUI_Y, LLELYA%A 0! paluco na
etric encryption system, key confirmation can be obtained by encrypting part of the token
ith

KTg, =F(rs,9) 1| Ex,, (Se(DB;)).

KAB
oken Processing (A2) Entity A verifies entity B's signature on the key teken KTg; using er

ation key, verifies entity A’s distinguishing identifier and the value F(rgg) sent in step (A1).
ssful, entity A proceeds to compute the shared secret key as

Kae =F(ra,F(rs,9)).
Kas, entity A verifies MACk,5(DB;). Then entity A constfucts the signed key token

KTa, =SA(DB,)||MAC, _(DB,)[| Textd

DB, =F(rx.9)||F(rs,9) [ Bl Text4
ends it to entity B.

pnfirmation is provided by-sending MACx,5(DB.) in KT,,. Alternatively, key confirmation ca
Crypting part of the token by replacing KT, with

KTAZ = EKAB (SA(DBZ ).

[oken Processing (B2) Entity B verifies entity A's signature on the key token KT,,, us
verification key, then verifies entity B’s distinguishing identifier and that the values F(ra,{
with-"the values exchanged in the previous steps. If the check is successful, ent

1s(DB2) using

e a common
by replacing

tity B's public
f the check is

N be obtained

ng entity A's
) and F(rs,9)
ty B verifies

Kas =F(15,F(s,9)) .

NOTES - This Key Agreement Mechanism has the following properties:

1

2

) Number of passes: 3.

) Key and entity authentication: this mechanism provides mutual explicit key authentication and mutual

entity authentication.

3) Key confirmation: this mechanism provides mutual key confirmation.
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4) This is a key agreement mechanism, since the established key is a one-way function of random
values r, and rg supplied by entities A and B respectively. As discussed in Clause 8, since entity B
could know F(rs, g) prior to choosing the value rg, entity B may select approximately s bits of the
established key, at the cost of generating 2° candidate va lues for rz in the interval between receiving
KT41 and sending KTpg;.

5) Example: an example of this key agreement mechanism may be provided by the Diffie-Hellman
scheme described in Annexes C and D in conjunction with a digital signature scheme such as
ISO/IEC 9796.

6) Standards: this mechanism conforms to ISO/IEC 9798 3: Entlty authentlcatlon using a publlc key
algori ication
mechanism descnbed in subclause 5.2. 2 of ISO/IEC 9798 3: 1998 Also the data fields are ideptical,
with|the following change of use:

- the data field R, (which is present in all three tokens of ISO/IEC 9798-3:1998, subclause 5.2.2)
trangmits the random function value F(r,,g)

- the data field Rg (which is present in all three tokens of ISO/IEC 9798-3:1998, subclause 5.2.2)
trangmits the random function value F(rg,g)

7) Public key certificates: if the data fields Text1 and Text3 (or Text5 and \'ext3) each contain the public
key [certificates of entities A and B, respectively, then the requirement 2 at the beginning ¢f this
claupe can be relaxed to the requirement that all entities are incpoSsession of an authenticated copy
of the CA'’s public verification key.

8) Sigrfature transformation: if a signature mechanism with\ext hashing is used, then F(r,,g) and/or
F(rsjg) need not be sent in key token KTg;. Similarly, qeither F(ra,g) nor F(rs,g) need to be sent |n key
token KT,,. However, care must be taken that the‘rahdom numbers are included in the compytation
of thie respective signatures.

9) An glternative is offered for key confirmation by encrypting part of the signature. When the opfion of
encijypting is used instead of a MAC, then.féquirement 3 does not apply.

10.8 Key agreement mechanism 8
This key agrgement mechanism uses ‘elliptic curve cryptography and establishes in one pass a shared $ecret
key between|entities A and B with_ mutual implicit key authentication. The following requirements shall be
satisfied:

1) Each entity X has a private key agreement key hy in H and a public key agreement key pyx = F(Hx,g).

2) Each entity has ‘access to an authenticated copy of the public key agreement key of the other gntity.
This|may.be-achieved using the mechanisms of Clause 12.

See Figure 2[for.d diagram of key agreement mechanism 8.

The values | and j are used for cofactor multiplication as explained in Clause 7. A function |s also required to
represent the point P as an integer. An example function is #(P) = (Px mod 2/n2] )+ 272 where p=/log>n/
and Py is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r, in H, computes F(r4, g), constructs
the key token

KT =F(rs,9)

and sends it to entity B.
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Key construction (A2) Entity A computes the shared key

Kag =((ra + 7(KTp) 0 ) 1) (J-(Pg + 7(Pg ) Pg) )-

Key construction (B1) Entity B computes the shared key

Kag =((hg +7(pg) hg)-1) (|- (KTpy +72(KTp,) P4 ))-

NOTES - This key agreement mechanism has the following properties:

1

(@8]

10.9

This
secre

be satisfied:

1

2

See H

The values / and j are used for cofactor multiplication as explained in Clause 7. A function is als
represent the point P as an integer. An example function is #(P) = (Px mod 22 7) + 272 \whe
and Hy is the x-coordinate of the point P.
Key tioken construction (A1) Entity-A randomly and secretly generates r, in H, computes F(ry,
the kgy token

KTa =F(rs,9)
and sends it to entity B:

Key token construction (B1) Entity B randomly and secretly generates rg in H, computes F(rg,

the kqg

) Number of hassas- 1
7 g

) Key Authentication: this mechanism provides mutual implicit key authentication.

) This key agreement mechanism is an example of MQV as found in Annex D.10.

Key agreement mechanism 9

ey agreement mechanism uses elliptic curve cryptography and establishes in two pas
key between entities A and B with mutual implicit key authentication. The following requi

) Each entity X has a private key agreement key hy in H and a public key agreement key

) Each entity has access to an authenticated copyof)the public key agreement key of th
This may be achieved using the mechanisms of*‘Clause 12.

igure 4 for a diagram of key agreement mechanism 9.

y token

ses a shared
rements shall

Dx = F(hx,g).

b other entity.

o required to
e p=/log.n/

g), constructs

g), constructs

KTm = F(rnsg)

and sends it to entity A.

Key construction (A2) Entity A computes the shared secret key as

Kag = ((ra +7(KTp )y ) 1) (- (KT + 2(KTg4)Pg ))-

Key construction (B2) Entity B computes the shared secret key as

Kag = (5 +2(KTgy)hg ) - 1) (- (KTpy + 7(KT,y )P4 ))-
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NOTES - This key agreement mechanism has the following properties:

1)
2)

3)

Number of passes: 2.

10.10 Key agreement mechanism 10

Key Authentication: this mechanism provides mutual implicit key authentication.

This key agreement mechanism is an example of MQV with two passes as found in Annex D.11.

This key agreement mechanism uses elliptic curve cryptography and establishes in three passes a shared

secret key b
be satisfied:

1) Eac

2) Eac

This|
See Figure 7

The values /
represent the

tween entiies A and b with mutual ImpliCIit Key autnhentication. I'ne Tollowing requirementy

for a diagram of key agreement mechanism 10.

W entity X has a private key agreement key hy in H and a public key agreement key, px= F(H

N entity has access to an authenticated copy of the public key agreement key\of the other
may be achieved using the mechanisms of Clause 12.

and j are used for cofactor multiplication as explained in Clause 7. A function is also requi
point P as an integer. An example function is #(P) = (Px mod v 7) + 272 where p=/1

shall

Xlg)'

entity.

red to
bg> N /

and Py is the |x-coordinate of the point P.
Entity A i : ,
Entity B Entity A Entity B
Key Token Entity
Construction KT Confirmation
(A1) A N (A1) M, R
Key Entity
KTg, Construction Confirmat{on
B1 M B1
MAC,(2.KT . KTg,) (B1) < 2 1)
Key Token And
Key . KT
. Key Construction A2
Cons(;r;;:tlor MAC, (3,KT . KTo,) (A2) MAC 55 (M4lIKT )
> Key Construftion
Verification MAC,s(M,) (B2)
(B2) Key
Verification
(A3)
Figure 7t Key Agreement Mechanism 10 Eigure 8: 1

Key token construction (A1) Entity A randomly and secretly generates r, in H, computes F(r,, g), constructs

the key token

KT =F(rs,9)

and sends it to entity B.

Key construction (B1) Entity B randomly and secretly generates rg in H, computes F(rs, g), constructs the

key token

24
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KTg, =F(r5,9).
B computes the shared secret key as
Kas = ((rg +7(KTg)hg ) 1) (- (KTaq + 2(KT1 )P4 ) -
B then computes the key K = kdf(K4g ). Entity B further constructs

MAC, (2 || KT || KTgs)

wherd

Key ¢

Entity

and v

wherg

onstruction (A2) Entity A computes the shared secret key as
Kag = ((ry +2(KTp )y )-1) (- (KTgy + 7(KTg4)P5 )1
A computes the key K = kdf(Kg ). Entity A computes
MAC, (2|[KTy, | KTg)
brifies what was sent by entity B. Entity A then computes

MAC, (3| KT [{KTg,)

0x03 is the message number, and sends it to entity B.

Verification (B2) Entity B computes

and v

1\

(@8]

10.11

MAC, (3| KTy || KTg4)

erifies entity A.

OTES - This key agreement-mechanism has the following properties:
) Number of passesi:3.

) Key Authentication: this mechanism provides mutual explicit key authentication.

Key agreement mechanism 11

0x0Z2 Is the message number, and sends K/lg; and MACk(Z || KT a1 || KIg1) 10 entity A.

) This key'agreement mechanism is an example of MQV with three passes as found in An

nex D.12.

This Key agreement mechanism establishes in 4 passes a shared Key between entities A and B.

requirements shall be satisfied:

1

2

) Each entity X has an asymmetric encipherment system with the transformation (Ex, Dx).

Ihe following

) Each entity has access to an authenticated copy of the public verification transformation of the other

entity. This may be achieved by using the mechanisms of Clause 12.

3) Both entities have agreed on a common key derivation function kdf.

See Figure 8 for a diagram of key agreement mechanism 11.
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Entity Confirmation (A1): Entity A sends a message M, to Entity B, which consists of a random integer r4
and Text1.

M, =(r, || Text1).

Entity Confirmation (B1): Entity B chooses a random integer rg, and sends its certificate and Text2 to
entity A

M, =(r; || Cert; || Text2).

Key Token a erifies

the certificatel Entity A then generates a random integer r, and computes the shared key
K g =Kkdf(r,,rg,r).

Entity A then|sends the encrypted key token

KT, =Eg (r;'\ )

and
MAC,, (M, [[KT,,)
to Entity B.
Key Construction (B2): Entity B decrypts KT, and computesithe shared key
K,s = Kdf(rs,rg,r,).

Entity B computes

MAC,, (M, [|KT,,)

and compares it to the received MAC value. Entity B sends

MACy,, (M;)

to Entity A.

Key Verification (A3): Entity A computes MACy,;(M.) and compares it to the received MAC value.

NOTES —This key agreement mechanism has the following properties:

1) Number of passes: 4.

2) Key Authentication: this mechanism provides mutual explicit key authentication.

3) This key agreement is derived from the Transport Layer Security (TLS) protocol [12]. TLS can be
regarded as an example of this mechanism. The key agreement is known as the TLS handshake

phase.

4) TLS has a cipher suite which is a list of encryption algorithms that is supported by an entity. Text?
and Text2 are used for the cipher suite negotiation in SSL by entities A and B respectively.
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11 Secret key transport

In this part of ISO/IEC 11770, key transport is the process of transferring a secret key, chosen by one entity
(or a trusted centre), to another entity, suitably protected by asymmetric techniques.

NOTE In practical implementations of the key transport mechanisms, the key data block may be subject
to further processing prior to being used for encipherment. For instance, the key data block may be xored
by a (pseudo) random bit pattern to destroy any apparent structure in the key data block. Obtaining key
material for the key K is beyond the scope of this part of ISO/IEC 11770. Refer to ISO/IEC 18031 for the
generation of random bits.

11.1 [Key transport mechanism 1

This key transport mechanism transfers in one pass a secret key from entity A to entity’\B with implicit key
authentication from entity B to entity A. The following requirements shall be satisfied:

1) Entity B has an asymmetric encipherment system (Eg,Dg).

2) Entity A has access to an authenticated copy of entity B's public. encipherment transformation Eg.
This may be achieved using the mechanisms of Clause 12.

3) The optional TVP shall either be a time stamp or sequence_number. If time stamps afe used, then
the entities A and B need to maintain synchronous clocks or use a Trusted Third Party Time Stamp
Authority. If sequence numbers are used, then entities Arand B have to maintain bilatergl counters.

See Higure 9 for a diagram of key transport mechanism 1.

Entity A Entity B Entity A Entity B
Key Token Key
Colnstruction KT Encipherment
(A1) A (A1.1)
Key Tok
Deczlrllst(:u:trilon Key TOK‘?n
(B1) Construction
(A1.2) KT 54
i Key Token
Verification
(B1.1)
Key
Decipherment
(B1.2)
o é)
Figure 9: Key Transport Mechanism 1 Figure 10: Key Transport Mechanism 2

Key Token Construction (A1) Entity A has obtained a key K and wants to transfer it securely to entity B.
Entity A constructs a key data block consisting of its distinguishing identifier for entity A (optional), the key K,
an optional TVP and an optional data field Text7. Then entity A encrypts the key data block using the
receiver's public encipherment transformation Eg and sends the key token

KT,, =E5(A||K|| TVP || Text1)|| Text2

to entity B.

© ISO/IEC 2008 — All rights reserved 27


https://iecnorm.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

Key Token Deconstruction (B1) Entity B deciphers the received key token KT,; using its private
decipherment transformation Dg, recovers the key K, checks the optional TVP, and associates the recovered
key K with the claimed originator entity A.

NOTES - This Key Transport Mechanism has the following properties:

1) Number of passes: 1.

2) Key authentication: this mechanism provides implicit key authentication from entity B to entity A since

only

entity B can possibly recover the key K.

3) Key
4) Key
5) TVA

6) Key

entity B is restricted to functions not requiring trust in entity A’s authenticity;, such as deciphe

and

7) Example: an example of this mechanism (known as ElIGamal key transfer) is described in Annel

Ano

11.2 Key tr

This key trz
ISO/IEC 9794

authentication from entity A to entity B and implicit key authentication from entity B to entity A. The foll

requirements

1) Entif
2) Enti
3) Entif
This|
4) Entif
may
5) The
the

Auth

caonfirmatiaon: this machanism nrovides no kev confirmatiaon
g Y

control: A can choose the key.
- the optional TVP prevents the replay of the key token.
usage: as entity B receives the key K from the non-authenticated entity A, ‘secure usage o

generation of message authentication codes.

her example of this mechanism using RSA is described in AnfexE.3.

ansport mechanism 2

nsport mechanism is an extension of the oneZpass entity authentication mechanis
-3. It transfers a secret key enciphered and signed from entity A to entity B with explid

shall be satisfied:
vy A has an asymmetric signature system (Sa, V).
v B has an asymmetric encipherment system (Eg,Dg).

y A has access to an authenticated copy of entity B's public encipherment transformatig
may be achieved using the' mechanisms of Clause 12.

y B has access toan authenticated copy of entity A's public verification transformation V/4
be achieved using the mechanisms of Clause 12.

optional TV/P'shall either be a time stamp or sequence number. If time stamps are used
bntities /A and B need to maintain synchronous clocks or use a Trusted Third Party Time §
ority~Ifsequence numbers are used then entities A and B have to maintain bilateral counte

f K by
rment

X E.1.

m in

it key
pwing

n EB.

. This

then
btamp
['S.

See Figure 1

for a diagram of key transport mechanism 2

Key Encipherment (A1.1) Entity A has obtained a key K and wants to transfer it securely to entity B. Entity A
forms the key data block, consisting of the sender's distinguishing identifier for entity A, the key K and an
optional data field Text7. Then entity A enciphers the key data block with entity B's public encipherment
transformation Ez and forms the enciphered block

28

BE =E4(A||K|| Text1).
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Key Token Construction (A1.2) Entity A forms the token data block, consisting of the recipient's
distinguishing identifier for entity B, an optional time stamp or sequence number TVP, the enciphered block
BE and the optional data field Text2. Then entity A signs the token data block using its private signature
transformation S, and some optional Text3, and then sends the resulting key token

KT,, =S, (B|| TVP||BE|| Text2)|| Text3

to entity B.

Key Token Verification (B1.1) Entity B uses the sender's public verification transformation V, to verify the
digital signature of the received key token KT,;. Then entity B checks the receiver identification for entity B

and
Key I
Then
succH

N

1

)
)

' Ll +lo T\
uoriany uic rvr-.

OTES - This Key Transport Mechanism has the following properties:

Number of passes: 1.

Key and entity authentication: this mechanism provides entity, authentication of entity A
the optional TVP is used, and implicit key authentication from-entity B to entity A.

Key confirmation: from entity A to entity B. Entity B can be sure that it shares the co
entity A, but entity A can only be sure that entity B.hias indeed received the key after it h
positive reply from entity B enciphered using key-K.

TVP (optional): provides entity authenticationyof entity A to entity B and prevents repl
token. In order to prevent replay of the key,data block BE, an additional TVP may also
Text1.

Key control: Entity A can choose.the key Kj,, since it is the originating entity. Similarly
choose the key Kp. Joint key control can be achieved by each entity by combining thg
and Kz on both sides to formia’shared secret key Kg. An extra pass is required for join
However, the combinationtfunction must be one-way, otherwise entity A can choos
secret key. This mechanism could then be classified as a key agreement mechanism.

Data field for entity. A: Entity A's distinguishing identifier is included in the enciphereg
prevent entity Afrom misappropriating an enciphered key block intended for use by 3
This is achieved by comparing entity A's identity with entity A's signature on the token.

Decipherment (B1.2) Entity B deciphers the block BE with its private decipherment trahsformation Dg.
entity B compares the field for entity A in block BE with the identity of the signing entity. If all checks are
ssful, entity B accepts the key K.

to entity B if

rect key with
Bs obtained a

ay of the key
pe included in

entity B can
two keys K
t key control.
e the shared

block BE to
nother entity.

Standards: conformance with ISO/IEC 9798-3: Entity authentication using a public Key algorithm.

KTq(is ‘compatible to the token sent in the one-pass authentication mechanism
subclause 5.1.1 of ISO/IEC 9798-3:1998. The token accommodates the transfer of the
use of the optional text field: Text1 has been replaced by BE || Text2.

described in
ey K through

8)

9)

10)

Public key certificates: the data field Text3 may be used to deliver the public key certificate of entity A.
Then the requirement 4 at the beginning of this clause can be relaxed to the requirement that entity B

is in possession of an authenticated copy of the CA's public verification key.

Mutual entity authentication and joint key control: if two executions of this key transport mechanism
are combined (from entity A to entity B and from entity B to entity A), then mutual entity

authentication and joint key control can be provided (depending on the use of the option

al TVP).

Usage: Key transport mechanism 2 is intended to be used in environments where confidentiality of
parts of a message is needed, e.g. a message that carries many confidential elements as well as the

enciphered keys.

11) Examples of this mechanism are described in Annexes E.2 and E.5.
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11.3 Key transport mechanism 3

This key transport mechanism transfers in one pass a secret key signed and enciphered from entity A to entity

B with unilateral key confirmation. The following requirements shall be satisfied:

1) Entit

y A has an asymmetric signature system (Sz, V).

2) Entity B has an asymmetric encipherment system (Eg,Dg).

3) Entity A has access to an authenticated copy of entity B's public encipherment transformation Eg.
This may be achieved using the mechanisms of Clause 12.

4) Entif
may

5) The
the

be achieved using the mechanisms of Clause 12.

entitjes A and B have to maintain bilateral counters.

y B has access to an authenticated copy of entity A's public verification transformation‘V4. This

optional TVP shall either be a time stamp or a sequence number: If time stamps-are used then
entities A and B need to maintain synchronous clocks. If sequence numbers are used then

See Figure 1] for a diagram of key transport mechanism 3.
Entity A Entity B Entity A Entity B
@ Key Token
Canstruction
(A1) KT -
Kfey Block - Key Block
Signature Encipherment
(A1) (B1.1)
Key Token [
Constructior Clgzt-: 3:; :n
(A1.2) KT, (B1.2)
> P KTg, )
Key Token h
Deci{)herment Ke)_( :I'ok_en
(B1.1) Verification
(A2.1)
Key Block
Verification DecipK:grment
(B1.2) (A2.2)
Figure 1[1: Key Transport Mechanism 3 Figure 12: Key Transport Mechanism 4

Key Block Sjgnature (A1.1) Entity A has obtained a key K and wants to transfer it securely to entity B. [Entity
A forms a key data block consisting of the recipient's distinguishing identifier for entity B, the key K, an
optional sequence number or time stamp TVP, and some optional data. Then entity A signs the key block
using its private signature transformation S, to generate the signed block

30

BS=S,(B||K|| TVP| Text1).
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Key Token Construction (A1.2) Entity A forms the token data block, consisting of the signed block BS and
some optional Text2. Then entity A enciphers the token data block using the receiver's public encipherment
transformation Eg and some optional Text3, and then sends the resulting key token

KT,, =E,(BS|| Text2)|| Text3

to entity B.

Key Token Decipherment (B1.1) Entity B deciphers the received key token KT,; using its private
decipherment transformation Dp.

Key

identi

L)
2

11.4

lock Verification (B1.2) Enfity B uses the sender's public verification transformation .V}
integnity and origin of BS. Entity B validates that it is the intended recipient of the token (by ins
ier for entity B) and, optionally, that the token has been sent timely (by inspeetion o
verifidations are successful, entity B accepts the key K.

NOTES - This Key Transport Mechanism has the following properties:

Key transport mechanism 4

Number of protocol passes: 1.

Key and entity authentication: this mechanism provides entityrauthentication of entity A
the optional TVP is used, and implicit key authentication from_entity B to entity A.

Key confirmation: from entity A to entity B. Entity B can.be sure that it shares the corre
entity A, but entity A can only be sure that entity B has indeed received the key after it h
positive reply from entity B enciphered using key.K.

Key control: Entity A can choose the key.

TVP (optional): may provide entity authéntication of entity A to entity B and prevent rep
token.

Data field for entity B: Entity B's\distinguishing identifier is included in the signed ke
explicitly indicate the recipient.of the key, thereby preventing misuse of the signed bloc
B.

Public key certificates:-the data field Text3 may be used to deliver the public key certific
Then the requirement 4 at the beginning of this clause can be relaxed to the requiremer]
is in possession of an authenticated copy of the CA's public verification key.

Mutual entityauthentication and joint key control: if two executions of this key transpo

to verify the
pection of the
f TVP). If all

to entity B if

ct key K with

Bs obtained a

ay of the key

block BS to
BS by entity

pte of entity A.
t that entity B

t mechanism

are combined (from entity A to entity B and from entity B to entity A) then mutual entity gquthentication

and.joint key control can be provided (depending on the use of the optional TVP).

This key transport mechanism is based on the two-pass authentication mechanism of ISO/IEC 9798-3 and
transfers a key from entity B to entity A. The following requirements shall be satisfied:

1)
2)

3)

4)

Entity A has an asymmetric encipherment system (E,,D,).

Entity B has an asymmetric signature system (Sg, V5).

Entity A has access to an authenticated copy of entity B's public verification transformation V. This

may be achieved using the mechanisms of Clause 12.

Entity B has access to an authenticated copy of entity A's public encipherment trans
This may be achieved using the mechanisms of Clause 12.

© ISO/IEC 2008 — All rights reserved
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See Figure 12 for a diagram of key transport mechanism 4.

Key Token Construction (A1) Entity A constructs the key token KT,,, consisting of a random number r, and
an optional data field Text7,

KT, =14 || Text1

and sends it to entity B.

Key Block Encipherment (B1.1) Entity B has obtained a key K and wants to transfer it securely to entity A.
Entity B forms a key data block, consisting of the sender’s distinguishing identifier for entity B, the key K and

an optional
transformatio

Key Token

distinguishing
(optional), the
with its privat

to entity A.

Key Token
digital signat

Key Block D
D4. Then enti
A accepts thq

NOTES {1 This Key Transport Mechanijsm has the following properties:

1) Number of protocol passes: 2:

2) Keyl|and entity authentication: this mechanism provides entity authentication of entity B to er
and [implicit key authentication from entity A to entity B.

3) Key|confirmatién:-from entity B to entity A. Entity A can be sure that it shares the correct key

entity B, but entity B can only be sure that entity A has indeed received the key after it has obta

ata field TextZ. Then entity 5 enciphers the key data block with entity A's public enciphe€
N E, and forms the enciphered block

BE=E, (B||K|| Text2)

identifier for entity A, the random number r, received in step (A1), thexnew random num
enciphered block BE, and the optional data field Text3. Then entity B-signs the token data
b signature transformation Sg and some optional Text4, and then sends the resulting key to

KTg, =Sg(Al|r, |Irs [|BE || Text3) || Text4

erification (A2.1) Entity A uses the sender’s public verification transformation Vjp to ver

lecipherment (A2.2) Entity A deciphers theblock BE with its private decipherment transforn
ty A validates the sender’s distinguishing identifier for entity B. If all checks are successful,
key K.

red message from entity A which has been unambiguously processed.

rment

Construction (B1.2) Entity B forms the token data block, consisting 'of the recipient's

ber rg
block
en

fy the

Ire of the received key token KTg,. Then entity Axchecks the distinguishing identifier for entity A
and checks that the received value r, agrees with the random number sent in step (A1).

hation
entity

tity A

K with
ned a

confrol: Entity B can choase the key

Standards: conformance with ISO/IEC 9798-3 Entity authentication using a public key algorithm. The

tokens KT,; and KTg; are compatible with the tokens sent in the two-pass authentication mechanism
described in subclause 5.1.2 of ISO/IEC 9798-3:1998 (note that the roles of entities A and B are
exchanged). The token KTg; accommodates the transfer of the key K through use of the optional
data field: Text2 has been replaced by BE || Text3.

Standards: if this key transport mechanism is executed twice in parallel between two entities, then

the resulting mutual key transport mechanism is in conformance with the mechanism described in
subclause 5.2.3. Two pass parallel authentication of ISO/IEC 9798-3.

secy
4) Key
3)
6)
7)

the data field rg is no longer required and is therefore optional in this mechanism.

32

Data field rg is shown for consistency with ISO/IEC 9798-3. Because of the presence of BE in KTg;
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8) Mutual entity authentication and joint key control: if two executions of this key transport mechanism
are combined (from entity A to entity B and from entity B to entity A), then mutual entity
authentication and joint key control can be provided.

11.5 Key transport mechanism 5

This key transport mechanism is based on the three-pass authentication mechanism of ISO/IEC 9798-3 and
transfers in three passes two shared secret keys with mutual entity authentication and key confirmation. One
key is transferred from entity A to entity B and one key from entity B to entity A. The following requirements
shall be satisfied:

1 Eachentity X hasamasymmmetric Signature SyStenT 1Sy, V-
2) Each entity X has an asymmetric encipherment system (Eyx,Dy).

3) Each entity has access to an authenticated copy of the public verification transformation of the other
entity. This may be achieved using the mechanisms of Clause 12.

4) Each entity has access to an authenticated copy of the public encipherment transformation of the
other entity. This may be achieved using the mechanisms of Clause 12.

See Higure 13 for a diagram of key transport mechanism 5

Entity A Entity B Entity A Entity B

Key Tloken Construction KT @ °
( A1) A1

v

Key Block Enciphermen: Key Token @
(B1.1) Construction KT
(A1) A1 R
Key Token Construction g Key Token
. KTg, (B1:2) Construction
« _ KT, (81)
Key Fokz:z V1e)r|ficat|on Key and Entity
) Confirmation
Key Bjock Decipherment (A2.1)
(A2.2) Key Token
R Response
Key Bjock Encipherment
(A2.3) (A2.2) KT,, -
. Key and Entity
Key Tpken Construction KT, - onfirmation
(A2.4) R (B2)
Key Token Verification
(B2.1)
Key Block Decipherment
(B2.2)
1 "
Ko 9 e
N N
Figure 13: Key Transport Mechanism 5 Figure 14: Key Transport Mechanism 6

Key Token Construction (A1) Entity A randomly generates r, and constructs the key token
KT, =1 || Text1

and sends it to entity B.
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Key Block Encipherment (B1.1) Entity B has obtained a key Kz and wants to transfer it securely to entity A.
Entity B constructs a block containing its own distinguishing identifier for entity B, the key Kz, and some
optional Text2, and enciphers the block, using the recipient's public encipherment transformation E,4

BE, =E, (B||K, || Text2).

Key Token Construction (B1.2) Then entity B randomly generates rgz and constructs a data block, containing
Is, s, the recipient's identity for entity A, the enciphered key block BE;, and some optional Text3. Entity B
signs the block using its private signature transformation Sg and some optional Text4, and then sends the key
token

KTg, =Sg(rs [ [|Al|BE, [| Text3)|| Text4

to entity A.

Key Token VYerification (A2.1) Entity A verifies entity B's signature on the key token KTgyusing entity B's
public verification transformation Vg, checks the distinguishing identifier for entity A“and checks that the
received valug r, agrees with the random number sent in step (A1).

Key Block Decipherment (A2.2) Entity A deciphers the enciphered block BE;.Using its private deciphefment
transformation D, and checks the distinguishing identifier for entity B. If all-ehecks are successful, entity A
accepts the key Kg.

Key Block Encipherment (A2.3) Then entity A constructs a data, block, containing its own distingujshing

identifier for ¢ntity A, its own key K,, and some optional Text5, and.enciphers the block, using the recipient's
public enciphprment transformation Eg

BE, = E, (A ||K, 4| Text5).

Key Token Gonstruction (A2.4) Then entity A constructs a data block, containing the random number [,, the
random numper rg, the recipient's distinguishing identifier for entity B, the enciphered key block BE}, and
some optiondl Text6. Entity A signs the data block using its private signature transformation S, and|some
optional Textf, and then sends the key token

KT, =Sars |15 [|BIIBE, || Text6) || Text7

to entity B.

Key Token Verification (B2:4) Entity B verifies entity A's signature on the key token KT,,, using entjty A's
public verification transformation V,, checks the distinguishing identifier for entity B and checks that the
received value rg agreesiwith the random number sent in step (B1.2). In addition, B checks that the reqeived
value r, agreg¢s with.the’one contained in KT,;.

Key Block Decipherment (B2.2) Entity B deciphers the enciphered block BE, using its private deciphefment
transformatio ifi isti Tstimg ifi i ; Tentity B
accepts the key K,. If only unilateral key transport is required then as appropriate either BE; or BE, can be
omitted.

NOTES - This Key Transport Mechanism has the following properties:
1) Number of passes: 3.
2) Key and entity authentication: this mechanism provides mutual entity authentication, implicit key

authentication of K, from entity B to entity A and implicit key authentication of K from entity A to
entity B.
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Key confirmation: this mechanism provides key confirmation from sender to recipient for both keys K,
and K. Moreover, if entity A includes a MAC on Kg in the data field Text6 of KT,, then this
mechanism provides mutual key confirmation with respect to Ks.

Key control: Entity A can choose the key K,, since it is the originating entity. Similarly, entity B can
choose the key Kg. Joint key control can be achieved by each entity by combining the two keys K,
and Kg on both sides to form a shared secret key K,5. However, the combination function must be
one-way, otherwise entity A can choose the shared secret key. This mechanism could then be
classified as a key agreement mechanism.

11.6
This K
and o
key c
1

2

See H

Key 7
Entity
the ke
B's p

Key transport mechanism 6

second token accommodates the transfer of the key Kg: Text2 has been replaced by®B#&;|| Text3. The
third token accommodates the transfer of the key K,: Text4 has been replaced by.BHi,|| Text6. The
third token may also accommodate the transfer of a MAC within Text6.

Public key certificates: if the data fields Text? and Text4 (or Text7 and Text4) each confain the public
key certificates of entities A and B, respectively, then the requirement 3and 4 at the beginning of this
clause can be relaxed to the requirement that all entities are in possgssion of an authenticated copy
of the CA's public verification key.

Signature transformation: if a signature mechanism with text\hashing is used, then pptionally the
random number r, need not be sent in the key token KTz Analogously, neither r, nor|rg need to be
sent in key token KT,,. However, care must be taken thatthe random numbers are irjcluded in the
computation of the respective signatures.

ey transport mechanism securely transfers in three passes two secret keys, one from entity A to entity B
he from entity B to entity A. In addition, themeéchanism provides mutual entity authenticatign and mutual
bnfirmation about their respective keys. This'mechanism is based on the following requiremgnts:

)
)

igure 14 for a diagram, of key transport mechanism 6.

Each entity X has an asymmetric\éncipherment system (Ex,Dx).

Each entity has access to/an authenticated copy of the public encipherment transformation of the
other entity. This may bé&.achieved using the mechanisms of Clause 12.

foken Construction (A1) Entity A has obtained a key K, and wants to transfer it securely to entity B.
A selects a random number r, and constructs a key data block consisting of its distinguishing identifier,
y K,, the number r, and an optional data field Text1. Then entity A enciphers the key blogk using entity

blic encipherment transformation Eg, thereby producing the enciphered data block

BE, =E5(A|IK, |1 || Text1).

Entity A constructs the token KT,;, consisting of the enciphered data block and some optional data field Text2

KT, =BE, || Text2.

Entity A sends the token to entity B.

Key Token Construction (B1) Entity B extracts the enciphered key block BE, from the received key token
KT,; and deciphers it using its private decipherment transformation Dg. Then entity B checks that the
decrypted version of BE, contains the identifier for entity A.

Entity B has obtained a key Kz and wants to transfer it securely to entity A. Entity B selects a random number
rs and constructs a key data block consisting of the distinguishing identifier for entity B, the key Kg, the
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random number rg, the random number r, (as extracted from the deciphered block) and an optional data field
Text3. Then entity B enciphers the key block using entity A's public encipherment transformation E,, thereby
producing the enciphered data block

BE, =E,(BI[Kg [[ra |Irs || TEXt3).

Then entity B constructs the key token KTz, consisting of the enciphered data block BE, and an optional data

field Text4,

Entity B sendp the token to entity A.

Key and Entity Confirmation (A2.1) Entity A extracts the enciphered key block BE, from the'receive

token KTg; a
of the key to
enciphered b

obtained confirmation that K, has safely reached entity B.

Key Token

constructs th¢ key token KT,,, consisting of the random number rz and an optienal data field Text5

Entity A send

Key and Ent
the random
authenticated

NOTES
1)  Nun
2) Enti

auth

entity B.

3) Key

4) Key
choq
and
one-

KT,, =BE, || Text4.

d deciphers it using its private decipherment transformation D,. Then entity A checKs the v
en through comparison of the random number r, with the random number . _contained
ock BE,. If the verification is successful, entity A has authenticated entity B’and at the sam

Response (A2.2) Entity A extracts the random number rz from the deciphered key bloc

KT,, =13 || Texts.

5 the token to entity B.
number rg sent in enciphered form in KTg,1f the verification is successful, entity
entity A and at the same time has obtained confirmation that Kz has safely reached entity 4
This Key Transport Mechanism has the following properties:
ber of passes: 3.

y authentication: this ~mechanism provides mutual entity authentication, implicit
entication of K, from entity B to entity A and implicit key authentication of Kz from entity
confirmation: this mechanism provides mutual key confirmation.

control: Entity A can choose the key Kj, since it is the originating entity. Similarly, entity
se the key Kg. Joint key control can be achieved by each entity by combining the two kg

way, -otherwise entity B can choose the shared secret key. This mechanism could th

d key
alidity
n the
e time

k and

ty Confirmation (B2) Entity B verifies that the response rg extracted from KT, is consistent with

B has
.

key
A to

B can
ys Ka

Kg on hoth sides to form a shared secret key K,z. However, the combination function muist be

en be

clas

bified as a key agreement mechanism

5) Key usage: this mechanism uses asymmetric techniques to mutually transfer two secret keys, K,
from entity A to entity B and Kg from entity B to entity A. The following cryptographic function
separation may be derived from the mechanism: entity A uses its key K, to encipher messages for
entity B and to verify authentication codes from entity B. Entity B in turn uses the received key K, to
decipher messages from entity A and generate authentication codes for entity A. The cryptographic
functions of Kz may be separated in an analogous manner. In such a way, the asymmetric basis of
the key transport mechanism may be extended to the usage of the secret keys.

6) Example: this mechanism is derived from the three pass protocol known as COMSET [7].

7) Background: this mechanism is based on zero-knowledge techniques. From the execution of the

mec

36

hanism, neither of the entities learns anything that it could not have computed itself.
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12 Public key transport
This clause describes key management mechanisms that make an entity's public key available to other
entities in an authenticated fashion. Authenticated distribution of public keys is an essential security
requirement. This authenticated distribution can be achieved in different ways:

1) Public key distribution without a trusted third party.

2) Public key distribution involving a trusted third party, such as a certification authority.

The public key of an entity A is part of the public key information of entity A. The public key information

1 | o | 4 Fry Al ot P HN | FH 2l e Al INH 1
|nC U Co AU ITdol TITULy A o UloUlTyulormiTy TUTITIUncT difud Ty A o JUUITG NTY.

12.1 [Public key distribution without a trusted third party

This subclause describes mechanisms which provide authenticated distribution of\public keyp without the
involyement of a trusted third party.

12.1.1 Public key transport mechanism 1

If entify A has access to a protected channel (i.e. a channel which provides data origin authenticgtion and data
integnty), such as a courier, registered mail, etc., to entity B then-entity A may transport its public key
information directly via that protected channel to entity B. This is the most elementary form of fransferring a
publid key. The following requirements shall be satisfied:

1) Entity A’s public key information PKI, containssateast entity A's distinguishing identifier and entity
A's public key. In addition it may contain a serial number, a validity period, a time stamp and other
data elements.

2) Since the public key information PKI does not contain any secret data, the communicption channel
need not provide confidentiality.

See Higure 15 for a diagram of public key transport mechanism 1.

Entity A Entity B Entity A Bntity B
HKey Token Key Token
Cgnstruction Construction
(A1) KTy o (A1) KTar
- Key Token i Key Token
Reception Verification Reception
(B1) Token (B1)
Construction
(A2) KT
Key Token
erification
(B2)
Figure 15: Public Key Transport Mechanism 1 Figure 16: Public Key Transport Mechanism 2

Key Token Construction (A1) Entity A constructs the key token KT,, containing the public key information of
entity A and some optional data field Text, and sends it via a protected channel to entity B.

KT, =PKI, || Text.
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Key Token Reception (B1) Entity B receives the key token via the protected channel from entity A, retrieves
entity A's public key information PKI, and stores entity A's public key into the list of active public keys (this list
shall be protected from tampering).

NOTES - This Public Key Transport Mechanism has the following properties:
1) This mechanism can be used to transfer public verification keys (for an asymmetric signature
system) or public encipherment keys (for an asymmetric encipherment system) or public key

agreement keys.

2) Authentication in this context includes both data integrity and data origin authentication (as defined in
ISO 7498-2:19839)

This mechan|sm transports the public key information of entity A via an unprotected chanpel to entity [B. To
verify the int¢grity and the origin of the received public key information a second authénticated charnel is

bandwidth channel, whereas the authentication of the public key information™\takes place over an
low bandwidth channel such as a telephone, courier, or registeted mail. As an addjtional
requirement, [ the entities shall share a common hash, as defined in ISGHEC 10118-1. The following
requirements|shall be satisfied:

1) Entily A’s public key information PKI, contains at least entity A's"distinguishing identifier and [entity
A's public key. In addition it may contain a serial number, ;a validity period, a time stamp and|other
datal elements.

2) Sin
nee

the public key information PK/ does not contain.any secret data, the communication cHannel
not provide confidentiality.

See Figure 16 for a diagram of public key transport mechanism 2.

Key Token Gonstruction (A1) Entity A constructs‘the key token KT,; containing the public key information of
entity A and gends it to entity B.

KT, =PKI, || Text1.

Key Token Reception (B1) Entity\B receives the key token, retrieves entity A's public key information| PKl,,
and stores it protected from tampering for later verification and use.

Verification [Token Construction (A2) Entity A computes a check value hash(PKl,) on its public key

information aphd sends-this check value together with the optional distinguishing identifiers of entities A pnd B
to entity B us|ng a second independent and authenticated channel (e.g. a courier or registered mail).

KT, =A||B||hash(PKI, ) || Text2.

Key Token Verification (B2) Upon reception of the verification token KT,, B optionally checks the
distinguishing identifier of entities A and B, computes the check value on the public key information of entity A
received in the key token KT,; and compares it with the check value received in the verification token KT ,. If
the check succeeds, entity B puts entity A's public key into the list of active public keys (this list shall be
protected from tampering).

NOTES - This Public Key Transport Mechanism has the following properties:
1) This mechanism can be used to transfer public verification keys (for an asymmetric signature

system) or public encipherment keys (for an asymmetric encipherment system) or public key
agreement keys.
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2) Authentication in this context includes both data integrity and data origin authentication.

3)

If the public key that is transported is a key for an asymmetric signature system not giving message

recovery, then entity A may sign the token KT,; using the corresponding private signature key. In that
case, the verification of entity A's signature in step (B1) using the received public verification key
confirms that entity A knew the corresponding private signature key, and so presumably, was the
only entity that knew the corresponding private signature key at the time the token was created. If a
time stamp is used in PKI, then verification confirms that entity A currently knows the corresponding

private signature key.

4) A manually signed letter from Entity A may be used for the verification token.

12.2

The ¢
publid
digita

reduces the problem of authenticated user public key distribution to the problem ‘of authenticatg

of thq

Public key distribution using a trusted third party

uthentication of the entities' public keys can be ensured by exchanging the public Keys i
key certificates. Entity A's public key certificate contains the public key infermation, to
signature provided by a trusted third party, the Certification Authority (CA))\ Fhe introdu

CA's public key, at the expense of a trusted centre (the CA), see'reference ISO/IE

ISO/IEC 11770-1:1996, Annex D.

12.2.1

Public key transport mechanism 3

This nechanism transfers a public key from entity A to entity B)in an authenticated way. It is

assurpption that a valid public key certificate Cert, of entity Als public key information PKI, has bg

some

certification authority, and that entity B has access‘\io an authenticated copy of the pub

transformation V¢, of that certification authority CA which'has issued the public key certificate.

See H

igure 17 for a diagram of public key transport-mechanism 3.

Entity A Entity B

Key Token
Construction
(A1) KTy
Certificate
Verification
(B1)

n the form of
pether with a
ction of a CA
d distribution
[ 9594-8 and

pbased on the
ben issued by
ic verification

Figure 17: Public Key Transport Mechanism 3

Key Token Construction (A1) Entity A constructs the key token KT,; containing the public key certificate of

entity

A and sends it to entity B

KT,, =Cert, || Text.
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Certificate Verification (B1) Upon reception of the public key certificate, entity B uses the public verification
transformation Vg, of the certification authority to verify the authenticity of the public key information and to
check the validity of entity A's public key.

If entity B wants to make sure that entity A's public key certificate has not been revoked recently, then entity B
should consult a trusted third party (such as the CA) via some authenticated channel.

NOTES - This Public Key Transport Mechanism has the following properties:

1) Number of passes: 1. But there may have been a request from entity B to entity A for the transfer of
the public key certificate. This additional pass is optional and not shown here. Entity A's public key

certificate could also be distributed h‘/ a dirnr‘fnry, inwhich case this pllh“r“ l(ny fransport mechanism

would be executed between the directory and entity B.

2) Entify authentication: entity authentication is not provided by this mechanism.

3) Key|confirmation: receiving a public key certificate provides confirmation that the public key hag been
certified by the CA.

4) The|public verification key v¢, of the CA shall be made available to entity/B,in an authenticated way.
This|can be done using the mechanisms described in Clause 12.
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Annex A
(informative)

Properties of key establishment mechanisms

The following tables summarize the major properties of the key establishment/transport mechanisms specified
in this part of ISO/IEC 11770.

The f
A

B
AB
No
Opt
(A)
(B)
MFS
Publig
A neg
Agres

Anoth

are g¢nerally not possible where key-freshness is guaranteed for both entities.

The property of implicit key- atthentication has direction by its definition. When the table fo

authe
possi
mean
key.

bllowing notation is used:
mechanism provides the property with respect to entity A.
mechanism provides the property with respect to entity B.
the mechanism provides the property with respect to both entities, A and, B.
the mechanism does not provide the property.
the mechanism can provide the property as an option, using ‘additional means.
the mechanism can optionally provide the property withrespect to entity A, using additig
the mechanism can optionally provide the property.with respect to entity B, using additig
the mechanism provides mutual forward secrecy.
key operations: the number of computations of asymmetric transformation, e.g., "2,1" mes
ds two computations of the function F-and entity B needs one computation of the func

ment Mechanism 2.

er important property that can bederived from key freshness is replay attack prevention. R

htication has an "A%_ this means that entity A is assured that entity B is the only other &

5 that entities A'and B are assured that only the other entity can possibly be in possession

nal means.

nal means.

ns that entity
lion F in Key

eplay attacks

r implicit key
ntity that can

bly be in possession)of the correct key. When the table for implicit key authentication has @n "A, B", this

of the correct
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Properties of Key Agreement Mechanisms:

Mechanism 1 2 3 4 5 6 7 8 9 10 11
Number of passes 0 1 1 2 2 2 3 1 2 3 4
Implicit key A B B A B No | AB|AB| AB A B A,B | AB| AB
authentication
Key confirmation No No B No Opt | Opt | A,B No No A,B| AB
Entity No No A No No B A B No No B B
authenticatign
Public key 1,1 2,1 2,2 2,2 | 33|22 4,4 2,1 2,2 2,12 , 3
operations
Forward secfecy No A A MFS | AB B MFS A MES | MFS | MFS
Key freshnegs No A A AB|AB|AB| AB A AB | A B \, B

Properties of Key Transport Mechanisms:

Mgchanism 1 2 3 4 5 6

Number of passes 1 1 1 2 3 3

Implicit key authentication B B B A A, B A B
Kely confirmation No B B A (A), B A B
Kely control A A A B Aresp. B A B
Entity authentication No A A B A, B A, B
Puplic key operations 1,1 2,2 2,2 2,2 4,4 2,2
Fofward secrecy:. A A A B No No
Kely freshness A A A A A B A, B

42 © ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

Annex B
(informative)

Examples of key derivation functions

B.1 The IEEE P1363 key derivation function

Precpnditions As a precondition of the use of this key derivation function, users must' agree ¢n a common
hash function. Users who use different hash functions will obtain different results. For the purposgs of this part
of ISP/IEC 11770, the hash function shall be one described in ISO/IEC 10118..The shared key that is
produced will have length equal to the length of the output of the hash function.

Input The inputs to this key derivation function are

1) The shared secret z which is an integer, expressed as an octet string.
OTE The mechanisms in Clauses 10 and 11 derive shared keys K,z either as points pn the elliptic
curve or as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a
ared secret integer z for input into the key derivatiognyfunction, the function 7 should be @pplied to the
point. In the second situation, the function 7 should be applied to both points to obtain two integers z; and
b. The two integers should then be converted to-ogtet strings and concatenated (or combined using any
prefix-free encoding method), as were the points;. to obtain the appropriate octet string.

2) The key derivation parameters, parameters, also expressed as an octet string.

OTE Users must also agree on-a*common method of converting integers and parampgters to octet
rings for input into the key derivation function.

Actigns If the combined length.of’the shared secret z and the parameters exceeds any limitgtion that may
exist for the agreed hash functien, hash, then output "error” and stop.

Otherwise compute the yalue K = hash(z || parameters).

Output Output K.as\the shared secret.

B.2 [The ANSI X9.42 key derivation function

This
X9.42 standard [4].

Prerequisites A hash function specified in ISO/IEC 10118 shall be chosen. Let hashlen denote the length of
the output of the hash function chosen, and let maxhashlen denote the maximum length of the input to the
hash function.

Input The input to the key derivation function is:

1) ZZ: Abit string denoting the shared secret.

NOTE The mechanisms in Clauses 10 and 11 derive shared keys Kyz either as points on the elliptic
curve or as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a
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shared secret value ZZ for input into the key derivation function, the function = should be applied to the
point and the resulting integer converted to a bit string. In the second situation, the function 7 should be
applied to both points to obtain two integers z; and z,. The two integers should then be converted to bit
strings and concatenated (or combined using any prefix-free encoding method), as were the points, to
obtain the appropriate bit string.

2) keydatalen: An integer representing the length in bits of the keying data to be generated. This integer
is less than (hashlen x (232—1)).

3) Otherinfo: A bit string, specified in ASN.1 DER encoding, consisting of the following information as
specified in Annex B.2.1.

3.1

NOTE
for input

Actions Ths

1) Let ¢ =[keydatalen / hashlen]|.

2) Initid
3) For
3.1.

apptopriate hash-function, and Otherinfo = AlgorithmID || Counter [|| EntityAlnfo || EntityB

Key specification information consisting of:

3.1.1. AlgorithmID: a unique object identifier (OID) of the symmetric algorithm(s), with whi
keying data will be used.

3.1.2. Counter: a 32-bit octet string, with initial value 00000001 4.

ch the

3.2. (Optional) EntityAlnfo: A bit string containing public information conributed by the initigtor.

3.3. (Optional) EntityBlInfo: A bit string containing public information contributed by the resp

3.4. (Optional) SuppPrivinfo: A bit string containing some_additional, mutually known

information, e.g. a shared secret symmetric key communicated through a separate channel.

3.5. (Optional) SuppPublinfo: A bit string containing” some additional, mutually known
information.

Users must also agree on a common methed-of converting integers and parameters to bit 3
nto the key derivation function.

key derivation function is computed.as follows:

lise Counter = 000000015+
=1tod,

Compute hy.=\hash(ZZ || Otherinfo) where h; denotes the hash value computed usin

onder.

rivate

bublic

trings

g the
nfo ||

SuppPrivinfo.]|)SuppPublnfo ].
3.2. |Increment Counter.
3.3. Increment i.
4) Compute K = leftmost keydatalen bits of hy || h2 || ... || hg.
5) Output K.
Output The keying data K as a bit string of length keydatalen bits.

Note that this key derivation function based on ASN.1 DER encoding produces keying data which is less than
hashlenx(2%*-1) bits in length. It is assumed that all key derivation function calls are indeed for bit strings
which are less than hashlenx(232—1) bits in length. Any scheme attempting to call the key derivation function
using a bit string that is greater than or equal to hashlenx(232—1) bits shall output “invalid” and stop. Similarly,
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it is assumed that all key derivation function calls do not involve hashing a bit string that is more than
maxhashlen bits in length. Any scheme attempting to call the key derivation function on a call involving
hashing a bit string that is greater than maxhashlen bits shall output “invalid” and stop.

B.2.1 ASN.1 syntax
The input to the key derivation function is the shared secret ZZ and other information OtherInfo.

The other information includes the initiator's information entityAlnfo, and the responder’s information
entityBInfo, suppPublnfo, and suppPrivinfo.

gthermfo = SEQUENCE{
keylnfo KeySpecificlnfo,

entityAlnfo  [0] OCTET STRING OPTIONAL,
entityBInfo  [1] OCTET STRING OPTIONAL,
suppPublinfo [2] OCTET STRING OPTIONAL,

suppPrivinfo [3] OCTET STRING OPTIONAL

>N

eySpecificlnfo ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
counter Counter
}
CGounter ::= INTEGER (1...32767)
The suppPublinfo and suppPrivinfo fields are optional fields used in key derivation. These fields|may be used
to hold additional, supplementary public and private information that is mutually known to the communicating
parties, but that is not specific to either party.
The dontents of suppPublnfo and suppPrivinfo are defined by the key management protocol. The definition,
syntak, and encoding rules of the suppPubinfo and suppPrivinfo fields are the responsibilify of the key

management protocol and are beyond the scope of this part of ISO/IEC 11770.

All inputs to the key derivation hash function shall be an integral number of octets in length. suppPrivinfo may
include ZZ;

B.3 The ANSI X9.63 key derivation function

This clause describes a key derivation function based on the key derivation function that is given in the ANSI
X9.63 standard [5].

Prerequisites The prerequisite for the operation of the key derivation function is that a hash function, hash,
specified in ISO/IEC 10118 has been chosen. Let hashlen denote the length of the output of the hash function
chosen, and let maxhashlen denote the maximum length of the input to the hash function.

Input The input to the key derivation function is:
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Actions The |key derivation function is computed as follows:

Output The pit string KeyData of length’keydatalen bits.

1) A bit string Z which is the shared secret.

NOTE The mechanisms in Clauses 10 and 11 derive shared keys Kyz either as points on the elliptic
curve or as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a
shared secret Z for input into the key derivation function, the function 7 should be applied to the point and
the resulting integer converted to a bit string. In the second situation, the function 7 should be applied to
both points to obtain two integers z; and z,. The two integers should then be converted to bit strings and
concatenated (or combined using any prefix-free encoding method), as were the points, to obtain the
appropriate bit string.

2) An integer keydatalen which is the length in bits of the keying data to be generated. keydatalen shall

be lessthanhashien (232 4\
e 1IOo0 UTIATIT TTAOTITOTT \L |I-

3) (Opfional) A bit string SharedInfo which consists of some data shared by the two entities(intendled to
share the secret Z.

NOTE |Users must also agree on a common method of converting integers and parameters to bit dtrings
for input jnto the key derivation function.

1) Initigte a 32-bit, big-endian bit string counter as 00000001 4.
2) For{=1toj= [keydatalen /hashlen], do the following:

2.1 Compute Hash; = H(Z || counter [ || SharedInfo ]).

2.2 Increment counter.

2.3 Increment i.

3) Let HHash; denote Hash; if keydatalen/hashlen is an integer, and let it denote the (keydatglen -
(haghlenx(j-1))) leftmost bits of Hash; otherwise.

4) Set KeyData = Hash, || Hash; || . | Hash;¢ || HHash;.

Note that the key derivation fanction produces keying data of length less than hashlenx(232—1) bits. We
assume that fll key derivatiof_function calls are indeed for bit strings of length less than hashlenx(2°°—1) bits.
Any scheme |attempting te.call the key derivation function for a bit string of length greater than or equal to
hashlenx(232--1) bits shalloutput ‘invalid’ and stop. Similarly, it is assumed that all key derivation function calls
do not involv¢ hashing-a bit string that is more than maxhashlen bits in length. Any scheme attempting fo call
the key derivptionfunction on a call involving hashing a bit string that is greater than maxhashlen bitq shall

output “invali¢” and stop.

B.4 The NIST SP 800-56A concatenation key derivation function

This clause describes a key derivation function based on the key derivation function that is given in the NIST
Special Publication 800-56A [20].

Function call: kdf (Z, OtherInput),

where Otherlnput is keydatalen and Otherlinfo.

Fixed Values (implementation dependent):
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1) hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive
blocks of secret keying material.

2) max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input to
the hash function.

Auxiliary Function:
1) H: an approved hash function specified in ISO/IEC 10118.

Input:

1) Z: a byte string that is the shared secret.

2) keydatalen: An integer that indicates the length (in bitsg of the secret keying material to be generated;
keydatalen shall be less than or equal to hashlen x (2% —1).

3) Otherinfo: A bit string equal to the following concatenation:

AlgorithmID || EntityAlnfo || EntityBInfo [ || SuppPublinfo ] [ ||, SuppPrivinfo ]
where the subfields are defined as follows:
3.1) AlgorithmlID: A bit string that indicates how the derived:keying material will be parsed and for which
algorithm(s) the derived secret keying material will be used. For example, AlgorithmID fnight indicate

that bits 1-80 are to be used as an 80-bit HMAC Key“and that bits 81-208 are to be usegl as a 128-bit
AES key.

(@8]

.2) EntityAlnfo: A bit string containing public infermation that is required by the application |using this kdf
to be contributed by entity A to the key~derivation process. At a minimum, EntityAlnfo] shall include
ID,, the identifier of entity A. See the notes below.

(é8)

.3) EntityBlInfo: A bit string containing“public information that is required by the application |using this kdf
to be contributed by entity B.f0 the key derivation process. At a minimum, EntityBInfo| shall include
IDg, the identifier of entity B..See the notes below.

(é8)

.4) (Optional) SuppPublnfoi A bit string containing additional, mutually-known public information.

(é8)

.5) (Optional) SuppPR¥ivinfo: A bit string containing additional, mutually-known private information (for
example, a shared secret symmetric key that has been communicated through a separate channel).

Hach of thethree subfields AlgorithmID, EntityAlnfo, and EntityBInfo shall be the concatgnation of an
dpplication-specific, fixed-length sequence of substrings of information. Each substring r¢presenting a
separate-tnit of information shall have one of these two formats: Either it is a fixed-length bit string, or it
has/the’form Datalen || Data, where Data is a variable-length string of zero or more bytes| and Datalen
ig a fixed-length, big-endian counter that indicates the length (in bytes) of Data. (In this v@ariable-length
format, a null string of data shall be represented by using Datalen to indicate that Data has length zero.)
An application using this kdf shall specify the ordering and number of the separate information
substrings used in each of the subfields AlgorithmID, EntityAlnfo, and EntityBInfo, and shall also specify
which of the two formats (fixed-length or variable-length) is used for each substring. The application
shall specify the lengths for all fixed-length quantities, including the Datalen counters.

The subfields SuppPrivinfo and SuppPublinfo (when allowed by the application) shall be formed by the
concatenation of an application-specific, fixed-length sequence of substrings of additional information
that may be used in key derivation upon mutual agreement of entities A and B. Each substring
representing a separate unit of information shall be of the form Datalen || Data, where Data is a
variable-length string of zero or more (eight-bit) bytes and Datalen is a fixed-length, big-endian counter
that indicates the length (in bytes) of Data. The information substrings that entities A and B choose
not to contribute are set equal to Null, and are represented in this variable-length format by setting
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Datalen equal to zero. If an application allows the use of the Otherinfo subfield SuppPrivinfo and/or
the subfield SuppPubinfo, then the application shall specify the ordering and the number of
additional information substrings that may be used in the allowed subfield(s) and shall specify the fixed-
length of the Datalen counters.

=[ keydatalen / hashlen |.

If reps > (232 -1), then ABORT: output an error indicator and stop.

Process:
1) reps
2)

3)  Initi
4) If cd
indid
5) For
5.1)
5.2)
6) Let
(key]
7) Set

Output: The bit string DerivedKeyingMaterial of length keydatalen bits (or an error indicator). Any sg
attempting to
output an erfor indicator and stop without outputting DerivedKeyingMaterial. Any call to the key deri
function invol
the kdf to out

IH Lo Lo W 7G-S N PUH ot v 4+ on000004
NS a I VI, UTYTCTlidiait Uit oty CUUTIICT do VUUUUUVU T16.

unter || Z || Otherinfo is more than max_hash_inputlen bits long, then ABORT: output-an
ator and stop.

=1 to reps by 1, do the following:
Compute Hash; = H(counter || Z || OtherlInfo).
Increment counter (modulo 232), treating it as an unsigned 32-bit.integer.

Hhash be set to Hash, if (keydatalen / hashlen) is an integef;otherwise, let Hhash be set
datalen mod hashlen) leftmost bits of Hasheps.

DerivedKeyingMaterial = Hash, || Hash; || ... || Hashgey|| Hhash.

call this key derivation function with keydatalen-greater than or equal to hashlen x (23 -1

ving an attempt to hash a bit string that_is greater than max_hash_inputlen bits long shall
pbut an error indicator and stop withouteutputting DerivedKeyingMaterial.

error

to the

heme
shall
vation
Cause

NOTES
1) IDa |and IDB shall be represented in Otherinfo as separate units of information, using either the
fixed-length format or the variable-length format described above — according to the requirements
of the application using_this*kdf.
2) Entily A shall be the jinitiator, and entity B shall be the responder, as assigned by the prptocol
emplloying the key‘agreement scheme used to determine the shared secret Z.
B.5 The NJST/SP 800-56A ASN.1 key derivation function
This clause deseribes—=a Ir\cy derivation-function-based-on-the Ir\cy derivation-functionthatis g;vcu i-the' NIST

Special Publication 800-56A [20].

Function call: kdf (Z, Otherlnput)

where Otherlnput is keydatalen and Otherlinfo.

Fixed Values (implementation dependent):

1)

2)

48

hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive

bloc

ks of secret keying material.

max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input to
the hash function.
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Auxiliary Function:

1)
Input:
1)
2)

H: an approved hash function specified in ISO/IEC 10118.

Z: a byte string that is the shared secret.

keydatalen: An integer that indicates the length (in bitsg of the secret keying material to be generated;
keydatalen shall be less than or equal to hashlen x (2

2_1).

information:

3.1) AlgorithmID: A bit string that indicates how the derived keying material willbg” parsed and for

which algorithm(s) the derived secret keying material will be used. For.example
might indicate that bits 1-80 are to be used as an 80-bit HMAC key and. that bits
be used as a 128-bit AES key.

, AlgorithmID
B1-208 are to

3.2) EntityAlnfo: A bit string containing public information that is required by the applicafion using this

kdf to be contributed by entity A to the key derivation process.) At a minimum, En
include ID,, the identifier of entity A. See the notes below.

ityAlnfo shall

3.3) EntityBInfo: A bit string containing public information.that is required by the applicafion using this

kdf to be contributed by entity B to the key derivation process. At a minimum, En
include IDg, the identifier of entity B. See the notes below.

3.4) (Optional) SuppPublnfo: A bit string containing’additional, mutually-known public inf

ityBInfo shall

ormation.

3.5) (Optional) SuppPrivinfo: A bit string Containing additional, mutually-known private information

(for example, a shared secret symmetric key that has been communicated throug

h a separate

channel).
Procpss:

1) reps =[ keydatalen / hashlén |.

2) Ifreps> (232 -1), thensABORT: output an error indicator and stop.

3) Initialize a 32-hit)big-endian bit string counter as 00000001 4¢.

4) If counter. [NZ || OtherInfo is more than max_hash_inputlen bits long, then ABORT: o{itput an error
indicater‘and stop.

5) Fori=1toreps by 1, do the following:
51) Compute Hash. = H(counter || 7 || Otherlnfa)
5.2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

6) Let Hhash be set to Hash,s if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to the
(keydatalen mod hashlen) leftmost bits of Hashyeps.

7) Set DerivedKeyingMaterial = Hash; || Hash, || ... || Hashreps-1 || Hhash.

Output: The DerivedKeyingMaterial as a bit string of length keydatalen bits (or an error indicator). The ASN.1
kdf produces secret keying material that is at most hashlen x (232—1) bits in length. Any call to this key
derivation function using a keydatalen value that is greater than hashlen x (232—1) shall cause the kdf to output
an error indicator and stop without outputting DerivedKeyingMaterial. Any call to the key derivation function
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involving an attempt to hash a bit string that is greater than max_hash_inputlen bits long shall cause the kdf
to output an error indicator and stop without outputting DerivedKeyingMaterial.

NOTES
1) IDA and IDgshall be represented in Otherinfo as separate units of information.

2) Entity A shall be the initiator, and entity B shall be the responder, as assigned by the protocol
employing the key agreement scheme used to determine the shared secret Z.
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Annex C
(informative)

Examples of key establishment mechanisms

0-3:2008(E)

This informative annex gives examples of some of the key establishment mechanisms described in this part of
ISO/IEC 11770.

We fifst specify a widely used example of a function F, and accompanying sets S and H, which i
to sat|sfy the five properties listed in Clause 10, given that certain parameters are chosen approp

Let p[be a prime number, S be the set of elements of the Galois field with p elementsEp, "and |
p - 2}{ Let g be a primitive element of F,. Then set

F is cpmmutative with respect to h

The

X hae a private key h, in H, which is only known by entity/X, and a public key px = ghx mod p
other lentities.

CA

F(h,g)=g" mod p.

(g")™ =(g"™)"™ =g™"™ madp.

prime p must be large enough so that F(-,g) can be conjectured to be a one-way function. L

NOTE - On the selection of parameters.

or discrete logarithm modulo a prime:SFhe size of the prime should be chosen such th

O O T

n the prime number may be imposed in order to make discrete logarithms infeasible.

Il is recommended to either.chioose p to be a strong prime such that p - 1 has a large prin
hoose g to be a generatof of a group of large prime order q.

Q

-

or discrete logarithm:-modulo a composite: The modulus should be chosen as the product

dd primes that should be kept secret. The size of the modulus should be chosen such tha

rI1odqus is computationally infeasible. Some additional conditions on the choice of the pn
posed in order to make factoring the modulus computationally infeasible.

(@)

5 conjectured
riately.

st H = {2, ...,

et each entity
known by all

at computing

iscrete logarithms in the corresponding’cyclic group is computationally infeasible. Some otler conditions

e factor or to

bf two distinct
factoring the
mes may be

rlon-interactive Diffie-Hellman key agreement

This [8] is an example of Key Agreement Mechanism 1.

Key Construction (A1) Entity A computes, using its own private key agreement key h, and entity B’'s public
key agreement key pg, the shared key as

K, =P modp.

Key Construction (B1) Entity B computes, using its own private key agreement key hg and entity A’s public
key agreement key p,, the shared key as

K,s =PA"™ mod p.
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C.2 Identity-based mechanism
This [10] is an example of Key agreement Mechanism 1, which is identity-based in the following sense:
- the public key of an entity can be retrieved from some combination of its identity and its certificate;

- the authenticity of the certificate is not directly verified, but the correct public key can only be recovered from
an authentic certificate.

Let (n,y) be the public verification key of a certification authority, in the digital signature scheme giving
message recovery specified in ISO/IEC 9796. Therefore n is the product of two large prime numbers p and q,

kept secret by-the-certification quthU|;ty, ard Y iSO pI;IIIU with IlbIII(IJ 1, q 7/\

Let O be an ifteger of large order modulo n and g = 0’ mod n.

which contairs at least the distinguished identifier of entity X and possibly a serial number) a-validity pefiod, a
time stamp apd other data elements. Then entity X's key management pair is (hy, px)where hy is an ipteger
less than n and

Let Ix be the|result of adding redundancy (as specified in ISO/IEC 9796) to a public informatien on eE[tity X

Py =g™ modn.

Its certificate js computed by the certification authority as

Cert, =s,0™ mod n,
where sy is the integer such that

s, ', = tfod n.

Key Construiction (A1) Entity A computes the public key of entity B as
pi-=Cert," -1, modn
and computes the shared secret key as

K =Ps " =g™"™ modn.

Key Construction (B1)Entity B computes the public key of entity A as

p, =Cert," -1, modn

and computes the shared secret key as
Kas =PA™ =g™"™ mod n.

NOTE A one-pass and a two-pass identity-based mechanisms using the same set-up are described in the references
[10], [22] and [24] in the Bibliography.

C.3 ElGamal key agreement

This [9] is an example of Key Agreement Mechanism 2.
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One shall check that p to be a strong prime such that p - 7 has a large prime factor and that the exponentials
are not of the form 0, +7, -1 mod p.

Key Token Construction (A1) Entity A randomly and secretly generates rin {2, ..., p-2 }, computes g’ mod p
and constructs the key token

KT,,=g" modp
and sends it to entity B.

Key Construction (A2) Entity A computes the shared key

K,s =(pg) mod p =g mod p.
Key Construction (B1) Entity B computes the shared key

Kas =(g')™ mod p =g"™" modp.

C.4 Nyberg-Rueppel key agreement

This [21] is an example of Key Agreement Mechanism 3. The“signature system and the kgy agreement
systemn are chosen in such a way that the signature system is determined by the keys (hx, px).

Let g|be a large prime divisor of p-1, g an element of F, of order g, and set H = {2, ... , g-2}. Then entity X’s
asymmetric key pair used for signatures and key agreements is (hy, px), where hy is an element ¢f H and

px g™ modp.

To prévent replay of old key tokens this example makes use of a time-stamp or a serial number, VP, and of a
cryptagraphic hash function hash, which maps strings of bits of arbitrary length to random integers in a large
subsgt of {2, ..., p-2}, for example, in H.

Key Construction (A1.1) Entity Arandomly and secretly generates rin H and computes
e =g modp.

Further entity A computes’the shared secret key as

Kag =Pg modp.

Using theshared secret key Kjg, entity A computes a MAC on the sender's distinguished identifier for entity A
and alsequence number or time-stamp TVP

e'=ehash(K,; || A|| TVP)mod p.
Key Token Signature (A1.2) Entity A computes the signature
y=r-h, e modaq.
Entity A forms the key token
KTy =Alle|| TVP]ly

and sends it to entity B.
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Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key hg,
K, =€ ™ modp.

Using the shared secret key Kz, entity B computes the MAC on the sender's distinguished identifier for entity
A and the TVP, and computes

e'=ehash(K g || A|| TVP) mod p.

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender's public key
Pa, the equalipy

e=g’ pAe' mod p.

C.5 DiffieHellman key agreement
This [8] is an lexample of Key Agreement Mechanism 4.

One shall chg¢ck that p to be a strong prime such that p - 1 has a large prime¢ factor and that the expongntials
are not of the|form 0, +1, -7 mod p.

Key Token Qonstruction (A1) Entity A randomly and secretly generates r, in {2, ..., p-2 }, computes g} mod
p, constructs fthe key token

KT,, =g™ modp
and sends it fo entity B.

Key Token Gonstruction (B1) Entity B randomly and secretly generates rzin {2, ... , p-2 }, computes gf mod
p, constructs the key token

KT;, =g® mod p

and sends it fo entity A.

Key Construction (A2) Entity A computes the shared key

Kae =(9%)* =g ™™ modp.

Key Constthion (B2) Entity B computes the shared key

Kae =(9™)® =g ™™ modp.

C.6 Matsumoto-Takashima-lmai A(0) key agreement
This [1] is an example of Key Agreement Mechanism 5.

One recommended method is to use a safe prime p and to check that the exponentials are not of the form 0,
+1, -1 mod p.
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KT,, =g™ modp

and sends it to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rz in {2, ...

token

, p-2}, computes the key

, p-2}, computes the key

and s

Key (

Key (

C.7

KT . —qa® maod p

bnds it to entity A.

bonstruction (B2) Entity B computes the shared key as
Kne = W(KTA1hB ’ pArB )= KTA1hB pArB mod p,
Lonstruction (A2) Entity A computes the shared key as

Kas =W(pg* ’KTB1hA )= KTA1hB R mod p.

Beller-Yacobi protocol

This

derive Key Agreement Mechanism 6.

art of the Annex gives a description of the ofiginal Beller-Yacobi protocol [6], which has

OTE This mechanism is not completely compatible with the Mechanism 6 as it was
ecific situations. Specifically it uses’ EIGamal signature scheme and makes use of
mmetric encryption algorithm to transfer entity B's signature verification key and its certific
a confidential way, thus assuringanonymity.

been used to

optimized for
an additional
hte to entity A

Let emc: K: M — C be a convéntional encryption function, such as the algorithms found in ISOJIEC 18033-3,

wherg

Let S
distin

Weu
of enf]

Off-lin

K = key space, M = message space, and C = cryptogram space.

. denote the ElGamal signature operation of entity X. The process described below em
ction between off-line and on-line operations required in EIGamal family of signature schem

se Py and~Cy to denote entity X's public key and certificate, respectively. The public encryp
ty X (which uses Py) is denoted Ex (modular squaring in the case of Rabin).

e.computation: entity B picks a random number rg and computes

phasizes the
bS.

ion operation

u=g® mod p.

Key Token Construction (A1) Entity A picks a random number r, and computes

KTA1 :(rA ”A”CA)

and sends it to entity B.

Key Token Processing (B1) Entity B produces the signature

BS=(u,v)=S,(r, [| A),
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where u and v is the EIGamal signature. Then entity B picks a random xg and creates
KTg, =E (BS)|lenc(u,(B|[Pg || Cg || X5))
and sends it to entity A.

Key Construction (B2) The shared secret key consists of part of entity B’s signature, u.

Entity Authentication and Key Construction (A2) Entity A deciphers the key token E,(BS) to find the
session key u, then deciphers the conventional encryption

enc(u,(BI|Pg [|Cg [l Xg))

using session key u to find the identifier, public key, and certificate of the alleged entity B. Entity A vprifies
certificate Cd, and if positive it then uses the verification function, Vg to verify entity B's signature BS. If
positive it theh accepts u as a shared secret key.
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Annex D
(informative)

Examples of elliptic curve based key establishment mechan

isms

This informative annex gives examples of some of the elliptic curve key establishment mechanisms described
in this part of ISO/IEC 11770. See ISO/IEC 15946-1 for information about elliptic curves and their parameters
for cryptographic applications.

We fi
that ¢

Let E

st specify a widely used example of a function F to satisfy the five properties listed in(€la
brtain parameters are chosen appropriately.

the base point, then the function F is

F has

F(d,G)=dG.
the property that

d,(d, G)=d,(d, G)=dd; G.

E(F(q) must be large enough so that F(,G) can be conjectured to be a one-way function. Let

have
other

DA

For &
comn

a private key hy in E(F(q)), which is only known.by. entity X, and a public key px = hy G
entities.
Common information

| key agreement mechanisms, prior to the process of agreeing upon a shared secret,
on information must be established between the parties and optionally validated (See I1SO

for a description of parameter validation):

both
indic

Nams
doma

In eaq

elliptic curve parameters with which the key pairs shall be associated, which shall be

the
J;arties key pairs. This‘includes p, p™, 2", or 3", a description of F(p), F(p™), F(2"), or

tion of the basis used, E, n and G.

d curve identifiers such as those specified in X9.62, provide a simple means of identifying
n parametérs and can be used to specify groups of common information values.

h of(the mechanisms defined below, the resulting agreed key should not be used as a cryp|

direct

y.dnstead, it should be used as the input to a key derivation function, allowing both parties

be an elliptic curve defined over a finite field F(q). Given an integer d and a point’G e E(F(d

Lse 10, given

)) where G is

each entity X
known by all

the following
IEC 15946-1

the same for
~(3") and an

elliptic curve

tographic key
to derive the

same

cryptographic keys from it Hence, it s atso necessary for the two parties to agree on

information:

a

a

key derivation function, kdf,

ny parameters to the key derivation function, and

the type of cofactor multiplication that is to be performed (if any).
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D.2 Non-interactive key agreement of Diffie-Hellman type

This [8] is an example of key agreement 1. This key agreement mechanism non-interactively establishes a
shared secret between two entities A and B.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following
must be established:

— for each entity X, a private key-agreement key dx and a public key-agreement key Py, which is an elliptic
curve point satisfying Py = dxG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

f h Y 4 4l ' £ Ll | H 1 £l £ 4l tlo ey
— Tor eac Attty accesstoamattnentcCopy-ortnepuoncKey=agreementKey-ortne-other-party:

Each entity should independently verify that the other entity's public key is indeed a point on the elliptic gurve.
See ISO/IEC|15946-1 for a description of how to do this.

The values / and j are used for cofactor multiplication as explained in Clause 7.

Key construction (A1) Entity A computes, using its own private key-agreement key'd, and entity B’s public
key-agreemept key Pg, the shared key as

KAB = (dA I)(J ‘PB )

Key construction (B1) Entity B computes, using its own private key-agreement key dg and entity A’s public
key-agreemepnt key P,, the shared key as

KAB = (dB 'I)(j'PA)-

NOTES 1 This key agreement mechanism has the folloswing properties:
1) Number of passes: 0.

2) The[mechanism provides mutual impliCit key authentication.
NOTE |As a consequence of the first property, the established secret between the same two |users

always hias the same value. For this reason it is suggested that the input to the key derivation funcfion in
this case include time-varying information.

D.3 Key agreement of EIGamal type

This [9] is an|example.of key agreement mechanism 2. This key agreement mechanism establishes a shared
secret between two entities A and B in one pass.

Prior to the process-of-agresing-upon-a-shared-secret—in-addition-to-the-common-information—thefollowing

must be established:

— for entity B, a private key-agreement key dg and a public key-agreement key Pg, which is an elliptic curve
point satisfying Pg = dgG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

— for entity A, access to an authentic copy of the public key-agreement key of entity B.

Entity A should verify that entity B’s public key is indeed a point on the elliptic curve. See ISO/IEC 15946-1 for
a description of how to do this.

The values / and j are used for cofactor multiplication as explained in Clause 7.
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Key token construction (A1.1) Entity A randomly and secretly generates r in the range {2,...,n-2}, computes
rG, constructs the key token,

KT, =rG
and sends it to entity B.

Key construction (A1.2) Entity A computes the shared key

KAB :(r‘l)(j‘PB)-

Key pconstruction (B1) Entity B should verify that KT,; is indeed a point on the ellipti¢ curve. See
ISO/IEC 15946-1 for a description of how to do this. Using its own private key, entity B computés the shared
key from KT, as follows:

KAB = (dB 'I)(j‘KTA1)-
NOTES - This key agreement mechanism has the following properties:
1) Number of passes: 1.

2) The mechanism provides implicit key authentication from*entity B to entity A since entity B is the only
entity other than entity A that can compute the shared secret.

3) The mechanism provides forward secrecy with respect to entity A.

D.4 Key agreement following Nyberg-Rueppel

This [R1] is an example of Key Agreement Mechanism 3. The protocol is not a 1-1-transcript of|protocol C.4;
but follows the essential ideas of C.4.

The dignature system and the key agreement system are chosen in such a way that the signature system is
determined by the keys (hy, Px).

To prevent the replay of old key tokens this example makes use of a timestamp or a serial numper TVP, and
of a cfyptographic hash function hash, which maps strings of bits of arbitrary length to random integers into H,
for example.

The vplues | and j are used for cofactor multiplication as explained in Clause 7.

Key Construction (A1.1) Entity A randomly and secretly generates rin H and computes

R=rG.

Further entity A computes the shared secret key as

KAB :(r‘l)(j‘PB)-

Using the shared secret key Kjg, entity A computes a MAC on the point R, the sender's distinguished identifier
for entity A and a sequence number or timestamp TVP:

e=hash(R||K |[[A]| TVP).

Key Token Signature (A1.2) Entity A computes the signature
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y=(r-h, e)modq,

forms the key token

and sends it t

KT =(RI[A][TVP]y)

o entity B.

Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key hg,

Using the shared secret key K,p entity B computes the MAC on the sender's distinguished identifien for

A and the TV

P and computes

e=hash(R||K [|A|]| TVP).

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, usihg the sender's publ

P,, the equal

This key agrg

1)
2)

Nun

The
auth

D.5 Key ag

This [1] is an
as explained

Key Token C

and sends it {

Key Token Q

ty

R=yG+eP,.
ement has the following properties:
ber of passes: 1.

mechanism provides explicit key authentication from entity A to entity B and implic
entication from entity B to entity A.

preement of Matsumoto-Takashima-Imai type A(0)

example of Key Agreement Mechanism 5. The values / and j are used for cofactor multipli
n Clause 7.

KTA1 = (rA |)(J ) G)1

o entity. B.

onstruction (A1) Entity A randomly and secretly generates r, in H, computes the key token

entity

c key

t key

Cation

onstruction (B1) Entity B randomly and secretly generates rg in H, computes the key toke||1

KTB1 = (rB ) |)(J ) G)

and sends it to entity A.

Key Constru

ction (B2) Entity B computes the shared key as

KAB :W(hB KTAer PA)

where w is a one-way function.

Key Constru

60

ction (A2) Entity A computes the shared key as
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KAB :W(hA KTBer PB )

This key agreement has the following properties:

1

2

D.6

) Number of passes: 2

) The mechanism provides mutual implicit key authentication.

Key agreement of Diffie-Hellman type

This [b] is an example of key agreement mechanism 4. This key agreement mechanism establig

secre

This K
be se

Key 1
4G, d

and s

Key 1
fBG, [e

and s

Key
ISO/I

Key
ISO/I

between entities A and B in two passes.

ey agreement mechanism does not require any initial information other than the‘common
up. The values I and j are used for cofactor multiplication as explained in Clause 7.

[oken Construction (A1) Entity A randomly and secretly generates r, in the range {2,...,n
onstructs the key token,

KT,, =r,G
ends it to entity B.

[oken Construction (B1) Entity B randomly and secretly generates rg in the range {2,...,n
onstructs the key token,

Klg; =G
bnds it to entity A.

Construction (A2) Entity A sheuld verify that KTg; is indeed a point on the ellipti
EFC 15946-1 for a description of how to do this. Entity A computes the shared key

KAB = (rA ) I)(J ) KTB1 )

Construction (B2)\Entity B should verify that KT,; is indeed a point on the ellipti
FC 15946-1 for a description of how to do this. Entity B computes the shared key

KAB = (rB |)(J ) KTA1 )

OTES): This key agreement mechanism has the following properties:

hes a shared

nformation to

2}, computes

2}, computes

curve. See

curve. See

T NUmMber of passes: 2.

2) The mechanism provides mutual forward secrecy.

D.7

Key agreement of Diffie-Hellman type with 2 key pairs

This key agreement mechanism establishes a shared secret between entities A and B in two passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following

must

© IS0/

be established:
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— for each entity X, a private key-agreement key dx and a public key-agreement key Py, which is an elliptic
curve point satisfying Px = dxG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

— for each entity, access to an authentic copy of the public key-agreement key of the other party.

Each entity should independently verify that the other entity’s public key is indeed a point on the elliptic curve.
See ISO/IEC 15946-1 for a description of how to do this.

The values / and j are used for cofactor multiplication as explained in Clause 7.

Key token construction (A1) Entity A randomly and secretly generates r, in the range {2,...,n-2}, computes
raG, constructs-the-key token,

KT, =r,G
and sends it fo entity B.

Key token cpnstruction (B1) Entity B randomly and secretly generates rs in the range {2,...,n-2}, conjputes
rsG, construc}s the key token,

KTy, =1sG
and sends it fo entity A.

Key constryction (A2): Entity A should verify that KTz, is indeed a point on the elliptic curve] See
ISO/IEC 15946-1 for a description of how to do this. Entity A computes the shared key

KAB :(dA 'l)(j‘KTB1)||(rA 'I)(j'PB)-

Key construction (B2) Entity B should verify that KT,; is indeed a point on the elliptic curve| See
ISO/IEC 15946-1 for a description of how to do this¢Entity B computes the shared secret

Kas =0 -Pa) 1l (ds -G -KTy).

NOTE |Concatenation of a repreésentation of the points is not the only alternative for the construcfion of
the key. JAny prefix free representation (such as ASN.1) will also work. As there are choices, the method
to combine the two values_iecomes part of what is needed to be agreed upon by all parties. Se¢ also
Annex Bifor further discussion.

NOTES 1 This key agreement mechanism has the following properties:
1) Number of-passes: 2.

2) The|me&chanism provides forward secrecy with respect to both entity A and B individually.

3) The mechanism provides mutual implicit key authentication.

D.8 Key agreement of Diffie-Hellman type with 2 signatures and key confirmation
This key agreement mechanism establishes a shared secret between entities A and B in three passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following
must be established:

— for each entity, a private signature key and a public verification key corresponding to a mutually agreed
upon signature algorithm.
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— for each entity, access to an authentic copy of the public verification key of the other party.

— a

— a

ny parameters to be used in the signature transformations.

MAC function.

Let X's private and public signature transformations be denoted Sy and V respectively; (Sx, V) could denote
any signature system, for example one of the signature systems defined in ISO/IEC 9796 or ISO/IEC 14888.

The values / and j are used for cofactor multiplication as explained in Clause 7.

Key te

fAG, [e

and s

Key t
ISO/I

a a A

onstructs the key token

ends it to entity B.

oken construction (B1) Entity B should verify that KT, is indeed,a point on the ellipt
FC 15946-1 for a description of how to do this. Entity B randomly and-secretly generates r,

{2,...,m-2}, computes rzG, computes the shared secret as

const

wherg

and s
N
W

Key f{
verifig
DB, fi
it. If a
in KT]
block

KAB = (rB 'l)(j'KTM)

ructs the signed key token,

KTgy =Sg (DB, )] MACKAB (DB,)

DB;<r,G||KT,, ||A || Text1
ends it to entity A.

OTE As a way to reduce/the amount of data transmitted, if a signature scheme with app

the redundant value KT,; need not be returned with the block KTg,, although it still mus

ithin the scope of thesignature calculation.

oken processing (A2) Entity A verifies B’s signature on the key token KTg; using ent
ation key. dfha signature scheme with message recovery is used, this includes recovering t
om the_signature and verifying that entity A’s distinguishing identifier and the value r,G arg
signature scheme with appendix is used, this includes reconstructing the data block DB, u

2}, computes

C curve. See
b in the range

endix is used,
t be included

ity B’s public
he data block

contained in
bing the value

1,,entity A’s distinguishing identifier and the received value rzG and verifying the signaturT on that data

Entity A should verify that the value rgG obtained from KTjg; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. If the checks are successful, entity A computes the
shared key

Using

KAB = (rA ‘I)(j‘rBG)-
Kas, entity A verifies MACk,5(DB;). Then entity A constructs the signed key token

KTa, =SA(DB,)| MACKAB (DB,)
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where

DB, =r,G||r,G||B || Text2

and sends it to entity B.

NOTE As a way to reduce the amount of data transmitted, if a signature scheme with appendix is used,
the redundant values r,G and rgG need not be returned with the block KT,,, although they still must be

included

within the scope of the signature calculation.

Key token processing (B2) Entity B verifies entity A’s signature on the key token KT, using entity A’s public

verification k

y. If a signature scheme with message recovery is used, this includes recovering the data

DB, from the
contained in
using the val
data block.

If the checks

NOTES

1)
2) The

Nun

3) The

D.9 TheF
This key agrg

Prior to the ¢
must be esta

for each
key-agreeme

for each

Each entity s
See ISO/IEC

signature and verifying that entity B’s distinguishing identifier and the values r,G andcrg
t. If a signature scheme with appendix is used, this includes reconstructing the data.bloc
lles in KT,; and KTg; and entity B’s distinguishing identifier and verifying the signature o

are successful, entity B verifies the MACy,5(DB;) using the shared key

Kas = (rB '|)(j'KTA1)-
This key agreement mechanism has the following properties:
ber of passes: 3.
mechanism provides mutual forward secrecy.

mechanism provides mutual explicit key authentication and mutual entity authentication.

1l Unified Model

ement mechanism establishes a shared secret between entities A and B in two passes.

rocess of agreeing upon a shared secret, in addition to the common information, the foll
blished:

entity X, a private key-agreement key dy, which is an integer in the range {2,...,n-2}, and a
nt key Px, which is antelliptic curve point satisfying Px = dxG.

entity, access toran-authenticated copy of the public key-agreement key of the other party.

nould independently verify that the other entity’s public key is indeed a point on the elliptic
15946-1(¢for-a description of how to do this.

The values | @

Key Token
raG, construc

nd jare used for cofactor multiplication as explained in Clause 7.

block

G are
k DB,
n that

bwing

public

Curve.

ts the key token

and sends it to entity B.

Tiputes

Key Token Construction (B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, computes
rsG, constructs the key token

KTy, =rsG

and sends it to entity A.
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Key Construction (A2) Entity A should verify that KTg; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity A computes the shared key

KAB :(rA 'I)(j'KTB1)|| (dA 'l)(j'PB )

Key Construction (B2) Entity B should verify that KT, is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity B computes the shared key

D.10 Key agreement of MQV type with 1 pass

This [[15] is an example of key agreement mechanism 8."This key agreement mechanism establis
secref between two entities A and B in one pass.

Prior o the process of agreeing upon a shared“secret, in addition to the common information,
must pe established:

curve|point satisfying Py = dxG. SegllSO/IEC 15946-1 for a description of how to generate this ke

Each [entity should independently verify that the other entity’s public key is indeed a point on the
See IBO/IEC 15946-1(fora description of how to do this.

The vplues | andjtare used for cofactor multiplication as explained in Clause 7.

Key token-construction (A1.1) Entity A randomly and secretly generates r in the range {2,...,n
rG, construets the key token,

Kas = (15 -1)(-KTu)[[(dg -1)G-Pa).-

QTES - This kev aareement mechanism has the followina properties:
7 D g ot

1) Number of passes: 2.

2) The mechanism provides mutual forward secrecy.

3) The mechanism provides mutual implicit key authentication.

NOTE Concatenation of a representation of the points is not the only alternative for the ¢
the key. Any prefix free encoding (such as ASN.1) will also work./AS there are choices, t

combine the two values becomes part of what is needed to be~agreed upon by all part
Annex B for further discussion.

for each entity X, a private key-agfeement key dy and a public key-agreement key Py, whic

—h

br each entity, access to an‘authentic copy of the public key-agreement key of the other ent

bnstruction of
he method to
es. See also

hes a shared
the following
N is an elliptic
y pair.

ty.

elliptic curve.

2}, computes

KT,, =rG

and sends it to entity B.

Key construction (A1.2) Entity A computes the shared key

Kag = ((r + 7(KTp)d ) - D(- (Ps + 72(Ps )Pg))-
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Key construction (B1) Entity B should verify that KT,; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Using its own private key, entity B computes the shared

key from KT,

NOTES -

1)

2) The

; as follows:
Kas =((dg +72(Pg )dg ) - (- (KT + 2(KTy )Py ))-

This key agreement mechanism has the following properties:

Number of passes: 1.

mechanism provides mutual implicit key authentication.

3) The

D.11 Key

This [15] is a
secret betwe

Prior to the p
must be esta

for each

mechanism provides forward secrecy with respect to entity A.

agreement of MQV type with 2 passes

example of key agreement mechanism 9. This key agreement mechanism establishes a
n entities A and B in two passes.

rocess of agreeing upon a shared secret, in addition to the comnion information, the foll
plished:

entity X, a private key-agreement key dy and a public key=agreement key Py, which is an

curve point satisfying Px = dxG. See ISO/IEC 15946-1 for a descriptioh of how to generate this key pair.

for each

Each entity s
See ISO/IEC

entity, access to an authentic copy of the public key-agreement key of the other party.

hould independently verify that the other entityjs public key is indeed a point on the elliptic
15946-1 for a description of how to do this.

The values / and j are used for cofactor multiplicatien’ as explained in Clause 7.

Key token c
raG, construd|

and sends it {

Key token c
rgG, construd|

bnstruction (A1) Entity A randomly and secretly generates r, in the range {2,...,n-2}, con
[s the key token,

KTp =r\G
o entity B.

pnstruction-(B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, con
s the key foken,

hared

bwing

b|liptic

curve.

putes

putes

KTg, =rsG

and sends it to entity A.

Key construction (A2) Entity A should verify that KTg; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity A computes the shared key

Kas =((ra +72(KTxy)dp )-D(- (KT, + 72(KTg,)Pg))-

Key construction (B2) Entity B should verify that KT,; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity B computes the shared key
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Kag =((r5 + 7(KTg,)dg ) - (- (KTpy + 7(KTy,)Pa ))-
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