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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC
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Introduction

The purpose of key management is to provide procedures for handling cryptographic keying material to
be used in symmetric or asymmetric cryptographic algorithms according to the security policy in force.

Key establishment mechanisms using symmetric cryptographic techniques can be derived from
the entity authentication mechanisms of ISO/IEC 9798-2 and ISO/IEC 9798-4 by specifying the use
of text fields available in those mechanisms. Other key establishment mechanisms exist for specific
environments. Besides key establishment, the goals of such a mechanism can include unilateral

or mutual authentication of the communicating entities. Further goals can be the verification of the
integpity of the established l(py, ar l(oy confirmation

© ISO/IEC 2018 - All rights reserved v
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IT Security techniques — Key management —

Part 2:
Mechanisms using symmetric techniques

1

This locument defines key establishment mechanisms using symmetric cryptographic tec
This

Distr
mess
mate

document addresses three environments for the establishment of keys: Point-t
bution Centre (KDC), and Key Translation Centre (KTC). It describes,the require
hges which carry keying material or are necessary to set up the conditions under whig
Fial can be established.

This
other
docu

Hocument does not indicate other information which can be cortained in the messag
messages such as error messages. The explicit format of messages is not within the
nent.

This
mech

document does not specify the means to be used to establish initial secret keys; th
anisms specified in this document require an entity to share a secret key with at lez
entity (e.g. a TTP). For general guidance on the key lifecycle, see ISO/IEC 11770-1. This do
not ekplicitly address the issue of inter-domain key. management. This document also do
the ipplementation of key management mechanisms; products complying with this docu
necegsarily compatible.

2

The following documents are referred to in the text in such a way that some or all of t
consfitutes requirements of this'document. For dated references, only the edition cited
undafed references, the latest-edition of the referenced document (including any amendme

ormative references

ISO/IEC 11770-1, Information technology — Security techniques — Key management — Part 1

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 1177
following apply.

hniques.

b-Point, Key
d content of
h the keying

es or specify
scope of this

at is, all the
st one other
cument does
bs not define
ment are not

heir content
applies. For
nts) applies.

: Framework

0-1 and the

[SO apd1EC maintain terminological databases for use in standardization at the following

hddresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

31
distinguishing identifier
information which unambiguously distinguishes an entity

3.2
entity authentication
corroboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010]
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authentication from A4 to B

assurance for entity B that entity A (and possibly additional identified trusted parties) is the only other
entity that is in possession of the correct key

Note 1 to entry: Implicit key authentication from A to B is assurance for entity B that entity A (and possibly
additional identified trusted parties) is the only other entity that can possibly be in possession of the correct key.

Note 2 to entry: Implicit key authentication from A to B and key confirmation from A to B together imply explicit
key authentication from A to B.

Note 3 to entry: Where a mechanism is claimed to provide explicit key authentication, this assumes that the

mechanism h
processing th|
final messagé
is required th
e.g.if a messa

[SOURCE: IS

34

key confirn
key confirn
assurance fo

Note 1 to ent
has complete

As completed successtully, 1.e. both parties send and receive all messages correctly and succ
em correctly. In any protocol, it is not possible from within the protocol itself for the sendér
to know whether this message has been received correctly by the intended recipient..lf ‘assy
at this has occurred, then this can typically be obtained from the context of use of thelmechs
oe is received from the recipient making use of an established key.

D/IEC 11770-3:2015]

ation
ation fromAto B
I entity B that entity A is in possession of the correct key

'y: Where a mechanism is claimed to provide key confirmadtion, this assumes that the mech
 successfully, i.e. both parties send and receive all messages correctly and succeed in proc

them correctly. In any protocol, it is not possible from within the pretocol itself for the sender of the final md

to know whe
that this has
message is re

[SOURCE: IS

3.5
key control
ability to ch

3.6

key derivat
KDF
function wh
as output ke

Note 1 to entr

[SOURCE: IS
has been ren

her this message has been received correctly by:the intended recipient. If assurance is reg
occurred, then this can typically be obtained from the context of use of the mechanism, e
Ceived from the recipient making use of an established key.

D/IEC 11770-3:2015]

ose the key, or the parameters used in the key computation

on function

ch takes as input-a number of parameters, at least one of which is secret, and which
ys appropriate for the intended algorithm(s) and applications

y: In ISO/TEC 11770-2:2008, such a function was referred to as a key generating function.

D/IEC 11770-6:2016, 3.3 — modified, Note 1 to entry has been changed and Note 2 to

bed in
of the
rance
nism,

Anism
bssing
ssage
uired
g. if a

gives

entry

heved.]

3.7

point-to-point key establishment
direct establishment of keys between entities, without involving a third party

3.8

random number
time variant parameter (3.11) whose value is unpredictable

39

redundancy

information

that is known and can be checked

© ISO/IEC 2018 - All rights re
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sequence number
time variant parameter (3.11) whose value is taken from a specified sequence which is non-repeating
within a certain time period

3.11

time variant parameter
data item used to verify that a message is not a replay, such as a random number (3.8), sequence number
(3.10), or a time stamp

3.12
unkn

attack in which all the entities involved in the mechanism complete the mechanism Su
estallish a shared secret key K, but do not agree on the identity of the entity withcwhic

the kpy.

4 Symbols and abbreviated terms

A B
ex(Z)
f

F

Fx

Ix

KDC
KTC
Kxy

MAC
MAC(2)

N

entities between which a key is established

result of encrypting data Z with a symmetric encryption algorithm using the
key derivation function

keying material

keying material originated by entity X

the distinguishing identifier of entity X

ccessfully to
h they share

secret key K

secret key that is establishedbetween entities A and B as a result of the use of one of the

mechanisms specified in this document; K can be part of F or computed from
key derivation function

Fusing a

NOTE Kis not to.he/confused with K4p, the long-term secret key shared by A and B.

Key DistributionCentre

Key TranSlation Centre

secretkey associated with entities X and Y
Message Authentication Code

result of applying a MAC function to data Z using the secret key K

SIDip,

T/N

Key Distribution Centre or Key Translation Centre
random number

random number issued by entity X

constant uniquely identifying the mechanism (m) and the instance of encryption (i)

within the mechanism

time stamp or sequence number

© ISO/IEC 2018 - All rights reserved
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Textq, Texty,

aeny

TVP

TVPx
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fields that can contain optional data for use in applications outside the scope of this
document (they can be empty). Their relationship and contents depend upon the specific
application. One such possible application is message authentication (see Annex C for

an example). Likewise, optional plaintext text fields may be included as a prefix, or ap-
pended, to any of the messages. They have no security implications and are not explicitly
included in the mechanisms specified in this document.

Time Variant Parameter

Time Variant Parameter issued by entity X

Tx/Nx
X||Y

[.]

5 Requinements

The key est3

TITITE STamp OT SEqUENCE NMUIMDET 1SSUed Dy entity X

The result of the concatenation of data items X and Y in the order specified. In.¢ases
where the result of concatenating two or more data items is encrypted as partiof on¢ of
the mechanisms specified in this document, this result shall be composed.so‘that it dan
be uniquely resolved into its constituent data strings, i.e. so that there,is,nno possibility
of ambiguity in interpretation. This latter property can be achieved in a variety of dif-
ferent ways, depending on the application. For example, it can be achieved by (a) fixihg
the length of each of the strings throughout the domain of use ofthe mechanism, or (b)
encoding the sequence of concatenated strings using a method that guarantees unique
decoding, e.g. using the distinguished encoding rules definled in ISO/IEC 8825-1[1].

Data items that are optional in the mechanisms are shown in square brackets, [thus],

blishment mechanisms specified in this docirment make use of symmetric cryptographic

techniques, more specifically, symmetric encryptionalgorithms, MACs, and/or key derivation funcfions.

The cryptog
infeasible fo

raphic algorithms and their key life-tines shall be chosen such that it is computatignally
I a key to be deduced during its lifetime. If the following additional requirements aie not
establishment process can be compromised.

e mechanisms making use ‘of a2 symmetric encryption algorithm, either assumption|1) or
ion 2) is required.

encryption algorithm,.its mode of operation, and the redundancy in the plaintext|shall
ride the recipientwith the means to detect forged or manipulated data.

integrity of theencrypted data shall be ensured by a MAC.

to achieved]) or 2), it is recommended that choices for encryption and integrity algorfthms
ordancewith the following.

met, the key
a) For thog
assumpf
1) The
proy
2) The
In order
be in acq
i)
ii)
iii)
iv)
NOT

Assumption 1) above is guaranteed if an a

The choice for a symmetric encryption algorithm should be chosen from amongst those
standardized in ISO/IEC 18033-3, ISO/IEC 18033-4, ISO/IEC 29192-2 and ISO/IEC 29192-3.

If a block cipher encryption algorithm is used, then the mode of operation employed should
be one of those standardized in ISO/IEC 10116[4].

If a MAC is used, then the techniques should be chosen from amongst those standardized
in ISO/IEC 9797 (all parts)[2] and ISO/IEC 29192-6.

E1 WhenaKDC or KTC is involved, assumptions 1) and 2) are not always equivalent in terms of

the ability to unambiguously detect on which link an active attack is being performed. See Annex C for
examples.

© ISO/IEC 2018 - All rights reserved
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d)

g)

ISO/IEC 11770

-2:2018(E)

In each exchange specified in the mechanisms of 6, 7 and 8, the recipient of a message shall know
the claimed identity of the originator. If this is not the case, i.e. if the context of use of the mechanism
does not establish the claimed identity, then this can, for example, be achieved by the inclusion of

identifiers in additional plaintext text fields of one or more of the messages.

The specifications of many of the mechanisms in this document require the corre

ctness of an

identifier included in a message to be checked. This should be done by comparing the received
identifier with the expected identifier (as specified in the mechanism concerned). If the identifier
in question is that of the originator of the message, then the recipient should know the value of the

expected identifier because of requirement b).

sing only symmetric cryptographic techniques, at least the long-term key(s) K45z
here relevant) shall be exchanged between two entities using a secure channelin"oi
cure communications.

darameters, in particular that they are non-repeating, are important for the secu
echanisms. For additional information on time variant pardmeters, see ISO/IEC
Annex BI3]. For means of generating random numbers, see ISOAIEC 18031 (8.

[he secret key(s) used in implementations of any of the mechanisms specified in th
shall be distinct from keys used for any other purposes!

[he data strings encrypted at various points in“a key establishment mechanism
domposed so that they can be interchanged.

OTE2 This can be enforced by includingcthe following elements in each encrypted daj
ithin a text field.

The object identifier as speCified in Annex A, in particular identifying the 1SO
mber (11770), the part number (2);-and the authentication mechanism.

A constant that uniquely identifies the encrypted string within the mechanism.
ay be omitted in the mechanisms that involve only one encrypted string. A specific proposa
his information in the formyof a special identifier is provided in ISO/IEC 9798-2[3], and is i
ptional element in themechanism specifications in this document.

o T

ol

F any additional-élement is included in an encrypted string, then its presence shall b
he recipient after'decryption, and the mechanism shall fail if any such check fails.

—

Ih the mechanisms involving a KDC or a KTC, the holder of a key K4p (or Kpp) shall aly
he same'way, i.e. acting either as the KDC or KTC P or the entity A (or B). That is, nc
ct ag the KDC or KTC in one instance of a mechanism and act as A or B in another in
echanism, and use the same key in both cases. That is, if a single entity uses a mech

—

annels. When

nd Kap, Kpp,
rder to allow

parameters,
» of the term
ries of these
ity of these
D798-1:2010,

is document

shall not be

ta string, e.g.

IEC standard

This constant
for including
hcluded as an

e checked by

ays use it in
entity shall
ttance of the
hnism acting

a
distinct.

nces shall be

The mechanisms specified in this document are believed to offer protection against unknown key share
attacks. However, additional protection against such attacks can be provided if a key K established
using one of the mechanisms specified in this document is subject to further processing before use
by applying one of the key derivation functions (KDFs) specified in ISO/IEC 11770-6[Zl. The inputs to
the KDF, which should be agreed in advance by the relevant parties, should include the key K and the
identifiers of the parties who will share the secret key. The output of the KDF can then be used as an
operational key.

Annex A defines object identifiers that shall be used to identify the mechanisms specified in this
document.

© ISO/IEC 2018 - All rights reserved
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6 Point-to-point key establishment

6.1 General

Underlying every key management scheme is a point-to-point key establishment procedure, the use of
which requires that the entities already share a key so that further keys can be established directly
between the two entities. In Clause 6, six point-to-point key establishment mechanisms are specified.

For the implementation of the mechanisms specified in Clause 6, it is required that:

a) along-term secret key KAB is shared by entities A and B. This key is assumed to be bllateral ie. it
is capabfeofb ' D R ation
function in the case of Mechanlsm 1) by both A and B;

b) atleast ¢ne of A and B is able to generate, acquire or contribute to a secret key, K, as described |n the
individual mechanism;

c) the security requirements for the mechanism include the confidentiality of the established jecret
key, K, ahd the detection of modification or replay of keys and messages.

The mechanjsms specified in Clause 6 should not be used to update the longztefm secret key, K4p.

6.2 Key eptablishment mechanism 1

In key establishment mechanism 1, the key, K, is derived from ‘a’ time variant parameter TVP, i.e.
a random number, R, a time stamp, T, or a sequence number N, using a key derivation function. Key
establishmept mechanism 1 does not provide authentication‘ef the key, K, established by the mechapism.
The mechan|sm requires that 4 is able to generate a TVP.

q (1) TVPa B

Figure 1 — Mechanism 1

The mechanjsm involves the following steps (see Figure 1).

1) A generatés,a time variant parameter, TVP4, which can be a random number, Ry, a time stamp,
Ty, or a Sequence mumber, N andtransfers-itto B Both Aand bthenrderive the kc_y, 15 b_y using a
key derivation function, f, which takes as inputs the shared secret key, K4p, and the time variant
parameter, TVPy:

K= f(Kap TVPy)

The function, f, should be one of the one-step key derivation functions specified in ISO/IEC 11770-
6:2016, Clause 6; in the notation of ISO/IEC 11770-6:2016, s = K4p, should be used as the secret input
and t = TVPy4 as the salt.

NOTE1 A poor choice for the key derivation function, f, can result in an insecure key establishment process.
Implementors of this mechanism are very strongly advised to use a KDF specified in ISO/IEC 11770-6:2016,
Clause 6. Use of an ISO/IEC 11770-6 KDF for f has not been made mandatory in order to allow implementations
complying with a previous edition of this document to also be compliant with this document.

6 © ISO/IEC 2018 - All rights reserved
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NOTE

6.3

ISO/IEC 11770
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2 Inorder to also provide entity authentication, key establishment mechanism 1 can be combined with
an authentication mechanism as specified in ISO/IEC 9798-2 or ISO/IEC 9798-4. See Annex C for an example.

Key establishment mechanism 2

In key establishment mechanism 2 the key, K, is supplied by entity A. The mechanism does not provide
authentication of the key, K, established by the mechanism, nor does it provide entity authentication.

A s

The 1

1) A
t

6.4

Key ¢

Figure 2 — Mechanism 2

hechanism involves the following steps (see Figure 2).

sends B the keying material, F (made up of a key, K, together with optional data), enc
he key, K4p. On receipt of the message, B deciphers.the encrypted part, and thus obtai

Key establishment mechanism 3

stablishment mechanism 3 is derived. frfom the one-pass unilateral authentication

specified in ISO/IEC 9798-2. In this mechanism, the key, K, is supplied by entity A.

Key ¢
B to 4

stablishment mechanism 3 provides unilateral authentication, i.e. the mechanism e
uthenticate entity A. It also prowides key confirmation and explicit key authentication

Uniqiieness/timeliness is contrelled by time stamps or sequence numbers. The mechan

that
stam

both A and B are able t0,maintain mechanisms for generating or verifying the val
ps, T4, or sequence numbers, N4, respectively.

rypted using
hs the key, K.

mechanism
hables entity
from A to B.

sm requires
dity of time

|

A (1) ex,, ((SID]IT, /N | U] F| Text,)

Figure 3 — Mechanism 3

The mechanism involves the following steps (see Figure 3).

1) A sends B atime stamp, T4 or sequence number, N4, the distinguishing identifier, /5, and the keying
material, F (made up of a key, K, together with optional data). The inclusion of the distinguishing
identifier, I, is optional. The data fields are encrypted using the key, K4p. On receipt of the message,
B deciphers the encrypted part, checks the correctness of its distinguishing identifier, if present,

C

hecks the time stamp or sequence number, and obtains the key, K.

© ISO/IEC 2018 - All rights reserved
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NOTE Distinguishing identifier I is included in step 1) to prevent a substitution attack, i.e. the re-use of
this message by an adversary masquerading as B to A (see Annex B). In environments where such attacks cannot
occur, the identifier can be omitted.

6.5 Key establishment mechanism 4

Key establishment mechanism 4 is derived from the two-pass unilateral authentication mechanism
specified in ISO/IEC 9798-2. In this mechanism, the key, K, is supplied by entity A.

Key establishment mechanism 4 provides unilateral authentication, i.e. the mechanism enables entity
B to authenticate entity A. It also provides key confirmation and explicit key authentication from A to B.

Uniqueness/ftimeliness is controlled by a random number, Rp. The mechanism requires that B is)aple to
generate rarjJdom numbers.

(1) Rs

A B

(2) ey, ([SIDI| Ry 1[5 ]I1F || Text,)

v

Figure 4 — Mechanism4

The mechanjsm involves the following steps (see Figure 4).
1) BsendsH a random number, Rp.

2) A sends|B the received number, Rp, the.distinguishing identifier, I, and the keying material, F
(made up of a key, K, together with optional data). The inclusion of the distinguishing identifier, I,
is optionjal. The data fields are encryipted using the key, K4p. On receipt of message 2, B deciphers
the encrlypted part, checks the correctness of its distinguishing identifier, if present, checks that the
random number, Rp, sent to A in'step 1, was used in constructing message 2, and obtains the kpy, K.

NOTE Diftinguishing identifier1p is included in step 2 to prevent a substitution attack, i.e. the re-use ¢f this

message by an adversary masqiterading as B to A (see Annex B). In environments where such attacks dannot
occur, the identifier can be emitted.

6.6 Key establishment mechanism 5

Key establishméntmechanism 5 is derived from the two-pass mutual authentication mechanism sperified
in ISO/IEC 9798%2. This mechanism enables both A4 and B to contribute part of the established key,

Key establishment mechanism 5 provides mutual authentication between A and B. It also provides key
confirmation and explicit key authentication from B to A.

Uniqueness/timeliness is controlled by time stamps or sequence numbers. The mechanism requires
that both A and B are able to maintain mechanisms for generating and verifying the validity of time
stamps, T, or sequence numbers, N.

8 © ISO/IEC 2018 - All rights reserved
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(1) ek, (SIDSINT, /N, [LIIFyl Text,)

A B

(2) ey, (SIDSINT, /N, | Ts/ Ny L1, 11| Fy || Text,)

kFigure > — Mechanism >

The mechanism involves the following steps (see Figure 5).

1) A4 sends B a time stamp, Ty, or sequence number, Ny, the distinguishing identifier, I, anld the keying
material, F4. The inclusion of the distinguishing identifier, Ip, is optional. Phe data fields afe encrypted
using the key, K4p. On receipt of message 1, B deciphers the encrypted part, checks the cprrectness of
its distinguishing identifier, if present, and checks the time stamp of sequence number.

2) Hsends A the time stamp, Ty, or sequence number, Ny, it received from 4, its own time gtamp, T, or
sequence number, Np, the distinguishing identifier, 14, and the-keying material, Fp. Th¢ inclusion of
t

he distinguishing identifier, I4, is optional. The data fields'atre encrypted using the key, K4p.

i] On receipt of message 2, A deciphers the edetypted part, checks the corre¢tness of its
distinguishing identifier, if present, checks that.the sequence number, Ty, or sequgnce number,
Ny, equal the value it sent in message 1, and\checks the time stamp, Tp, or sequencg number, Np,
provided by B.

i) Both A and B derive the key, K, using*a key derivation function, f, taking as inptit the secret
keying material fields, F4 and Fp, and (at least) the time stamps or sequence numblers, T4 or Ny
and Tgor Np:

K = f(Fa, Fa, Ta/Na,, T5/Np, [1a], [I5], [Text1], [Text2], [ SID] ]).

In stgps 1 and 2, either of thetwo keying material fields, F4 and Fp, may be empty, but not hoth.

The function, f, should be.one of the two-step key derivation functions specified in ISQ/IEC 11770-
6:2016, Clause 7; in thé notation of ISO/IEC 11770-6:2016, s = F4 || Fp should be used as the secret input

to th¢ key extraction-function and ¢t = Ta/Ng || Ts/Np [|| 14] [|| I8] [|| Text1] [|| Text2] [|| SIDEL] as the salt
input{to the key-expansion function.

NOTH1  A.poor choice for the key derivation function, f, can result in an insecure key establishment process.
Implementoys of this mechanism are very strongly advised to use a KDF specified in ISO/IEC 11770-6:2016,
Clausg¢ 7:{Use of an ISO/IEC 11770-6 KDF for fhas not been made mandatory in order to allow implementations

complymgw ap ViotsTed oo cqoTH o arsopeccompita Y croct

NOTE 2  Ifeither of the keying material fields, F4 and Fp, is empty, the key is computed using the key derivation
function, f, as described above, but with the relevant one of the two inputs equal to either the empty string or a
fixed string (depending on the nature of the function f).

NOTE 3  Distinguishing identifier, Ip, is included in step 1 to prevent a substitution attack, i.e. the re-use of this
message by an adversary masquerading as B to A (see Annex B). For similar reasons, distinguishing identifier,
I4, is present in step 2. In environments where such attacks cannot occur, one or both of the identifiers can be
omitted.

© ISO/IEC 2018 - All rights reserved 9
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6.7 Key establishment mechanism 6

Key establishment mechanism 6 is derived from the three-pass mutual authentication mechanism
specified in ISO/IEC 9798-2. This mechanism enables both A and B to contribute part of the
established key K.

Key establishment mechanism 6 provides mutual authentication between A and B. It also provides key
confirmation and explicit key authentication from B to A.

Uniqueness/timeliness is controlled by random numbers. The mechanism requires that both A and B
are able to generate random numbers.

(1) R

A (2) ek, (SIDIIR, | Ry || 15 | F || Text,) B
o

(3) e, ISIDIII Ry IR, || Fy || Text,)

Figure 6 — Mechanism 6

The mechanjsm involves the following steps (see Figure 6).
1) BsendsH a random number, Rp, in message 1.

2) A sends|B a random number, Ry, the received number, Rp, the distinguishing identifier, Ip, arld the
keying rhaterial, F4, in message 2. The inclusion“of the distinguishing identifier, Ip, is optional. The
data fields are encrypted using the key, K45:2On receipt of message 2, B deciphers the encrypted
part, ch¢cks the correctness of its distinguishing identifier, if present, and checks that the rahdom
number)Rp, sent to 4 in step 1, was used’in constructing message 2.

3) B sends|A the random numbers, Rprand R4, and the keying material, Fp, in message 3. The data
fields are encrypted using the key) K4p.

i)  On geceipt of message 3;4 deciphers the encrypted part and checks that the random nunjbers,
Rp 1nd R4, sent in messages 1 and 2, respectively, were used in constructing message 3.

ii) Both 4 and B derive the key, K, using a key derivation function, f, taking as input the decret
keying materidl fields, F4 and Fp, and (at least) the random numbers, R4 and Rp:

K=J(Fa, F5, Ra, R, [IB], [Text1], [Textz], [ SIDg 1)).

In Steps 2 and 3, eitherofthe-two }\c:_yius rateriat fir:}do, FA atrdt FH, may be culpty, butnotboth:
The function f should be one of the two-step key derivation functions specified in ISO/IEC 11770-
6:2016, Clause 7; in the notation of ISO/IEC 11770-6:2016, s = F4 || Fp should be used as the secret input
to the key extraction function and t = Ry || Rp [|| IB] [|| Text1] [|| Textz] [|| SIDé] as the salt input to the
key expansion function.

NOTE1 A poor choice for the key derivation function, f, can result in an insecure key establishment process.
Implementors of this mechanism are very strongly advised to use a KDF specified in ISO/IEC 11770-6:2016,

Clause 7. Use of an ISO/IEC 11770-6 KDF for f has not been made mandatory in order to allow implementations
complying with a previous edition of this document to also be compliant with this document.

NOTE 2  Distinguishing identifier, Ip, is included in step 2 to prevent reflection attacks (see Annex B). In
environments where such attacks cannot occur, the identifier can be omitted.

10 © ISO/IEC 2018 - All rights reserved
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3 A variant of key establishment mechanism 6 can be constructed from two parallel instances of key
establishment mechanism 4, one started by entity A and the other by entity B. In this case, the key would be
computed as in step 3 above, i.e. as K = f(F4, Fp, Ra, Rp, [14], [I], [Text1], [Text2]).

7 Mechanisms using a Key Distribution Centre

7.1

General

The purpose of a Key Distribution Centre (KDC) is to first generate or acquire and then distribute a key
to a pair of entities that both share a key with the KDC.

In Cl4

use 7, four key establishment mechanisms using a KDC are specified.

—hog o, —

|
&+ O =

For e:lll of these mechanisms, only the KDC is required tochave the ability to generate
re keys. Following the distribution of a key by the KDC, the two entities can use this kg
the upe of a point-to-point key establishment mechanish

acqui

For the implementation of the mechanisms specifi¢din Clause 7 it is required that:

a) entities A and B share secret keys, K4p and\Kpp, respectively, with a trusted third part
as a KDC; the KDC shall be able to generate or otherwise acquire a key, K;

b) the KDC shall have a means of communication with the entity requesting a key;

c) the security requirements fon the mechanism include the confidentiality of K, and the
modification, substitutionser-replay of keys and messages.

7.2

Key ¢stablishment tnechanism 7 does not provide authentication of the key, K, establ

mech

h the first three mechanisms, one of the two entities requests a key, K, from) the K

h the fourth mechanism the KDC generates or acquires the key, K, and sends it dir¢
ommunicating entities. The two messages are protected using the key that the KDC
he corresponding entities.

istribution to the other entity. The KDC generates or acquires the key, K, and.sends

Key establishment mechanism 7

anism.
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h message to
he requesting entity protected by a key shared with this entity. This message contalins a second
hessage protected by a key shared between the KDC and the second’entity, which
brwarded by the requesting entity to the ultimate recipient.

can then be

ectly to both

shares with

r otherwise

by to support

7, P, that acts
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P () Is

(2) e, (SIDV||F || 1, || Text,) || ey, ((SID;1|| F || 1, || Text,)

(1) 1(2)

(3) ey, ([SIDIII F |1, || Text,)

A | B

Figure 7 — Mechanism 7

The mechanjsm involves the following steps (see Figure 7).

1) A requests keying material from the KDCby sending message 1 to the KDC containing the
distinguishing identifier, Ip, of the second euntity B.

2) The KD( sends message 2 to A containing the keying material, F (made up of a key, K, togetherf with
optional data). This message consists.of two main parts:

1
— ek}, (ISID}1IIF||15 || Text,);

— ey}, ([SIDF NI F |11 (| Text,).

On recelpt of message*2, A deciphers the first part, checks the correctness of the distinguishing
identifigr, Ip, and-gbtains the key, K.

3) Aforwalds thesecond part of message 2 to B in message 3. On receipt of message 3, B deciphers the
encrypted{part, checks the correctness of the distinguishing identifier, 14, and obtains the key;, K.

7.3 Key establishment mechanism 8

Key establishment mechanism 8 is derived from the four-pass mutual authentication mechanism
specified in ISO/IEC 9798-2.

Key establishment mechanism 8 optionally provides mutual authentication between A and B. It also
provides key confirmation and explicit key authentication from A to B, and, optionally, from B to A.

Uniqueness/timeliness is controlled by time stamps or sequence numbers. The mechanism requires
that 4, B and the KDC are able to maintain mechanisms for generating and verifying the validity of time
stamps, T, or sequence numbers, N.

12 © ISO/IEC 2018 - All rights reserved
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P (1) TVP, I/,

(2) e, (SIDIITVP, || F |1, || Text,) || ey, (IS T,/ N, || F || 1, || Text,)

4 1

(1) ‘ 1(2)
3) e, ([SIDS1|| T, /Ny (| F || 1, || Text,) ||
[eK([SID§]|| T,/N, |1, Texty)]

A B

[(4) e (SID{1NIT, /N, T, /N, || 1(T)Fext,)]

v

Figure 8 — Mechanism 8

The mechanism involves the following steps (sée Figure 8).

1) A requests keying material from thetKDC by sending message 1 to the KDC contajining a time
variant parameter, TVP4 (which can“be a random number, a time stamp, or a sequeince number),
and the distinguishing identifierIp, of the second entity B.

2) The KDC sends message 2 to4 containing the keying material, F, (made up of a key, K, tpgether with
ptional data). This message consists of two main parts:

o

1
- ek, ([SID3]|JTVR, || F|| 15 ||Text,);

2
— ex,, ([SIBgHTp /Np |[F|[1,||Texty).

(an)

n receiptof message 2, A deciphers the first part, checks that the time varianf parameter,
VP4, sent’'to the KDC in step 1, was used in constructing the first part of message 2, checks the
dorréctmness of the distinguishing identifier Ip, and obtains the key K.

—

3) forwardsthesecond part of nressage Z-toB-in nmressage 3- Message 3 uptiuuau_y also contains a
second part, a data field:

3
ex ([SIDg1||Ty /N4 |l1p || Texts)

which enables B to check the integrity of the key, K, retrieved from, F.

NOTE1 The timestamp, Ty, or sequence number, Ny, included in message 3 is unrelated to the time
variant parameter, TVPy, included in message 1.

i)  On receipt of message 3, B deciphers the first part, checks the correctness of the time stamp
or sequence number, checks the correctness of the distinguishing identifier, /4, and obtains
the key, K.

© ISO/IEC 2018 - All rights reserved 13
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ii) B deciphers the second part of message 3, if present, and checks the correctness of the time
stamp or sequence number and of the distinguishing identifier, Ip.

The fourth step given below is optional; it can be omitted if either no entity authentication or only
unilateral authentication is required.

4)

B returns ey ([SID§]||TB /Ngl|IT4/Ngl|lI,]||Text,) to A in message 4, thereby acknowledging

that it shares the key, K. On receipt of message 4, A deciphers it and checks the correctness of the

time sta

NOTE 2

mps or sequence numbers and of the distinguishing identifier, /4.

The encryption algorithm, e, used in the optional key confirmation process (i.e., part 2 of message 3

and message

NOTE 3
with the four-
message (par]

NOTE4 If

MAC, comput
can only wor}

7.4 Keye

Key establig
specified in

Key establis
provides key

Uniqueness
KDC are able

(2

(3

4. daEE, £ £ 43 1 aN Lol pa | tad lo Y £, 1 daataailo a2

J CAIl UITICT TTUIIT LIIT Cllbl‘y}JLl\Jll CllsUl ICITIIT LCllDU UutTIliuilcu U)’ C} UsStTu 11Ul I\Cy UISUI TUULIVUIL.
pass entity authentication mechanism specified in ISO/IEC 9798-2 are only achieved if|the op
Ls) in steps 3 and 4 are included.

‘equired, authentication of the requesting entity by the KDC can be provided by the inclusid

bd over TVP4 using a secret key shared by 4 and the KDC, in a plaintext text field of message 1
correctly if TVPy is of a form (e.g. a time stamp) whose correctness can-be verified by the KD

stablishment mechanism 9

hment mechanism 9 is derived from the five-pass muttual authentication mech3
SO/IEC 9798-2.

hment mechanism 9 optionally provides mutualyauthentication between A and B. |

to generate random numbers.

confirmation and explicit key authentication.from A to B, and, optionally, from B to A.

Muytual authentication, key confirmation and explicit key authentication from B to 4, and conferinance

tional

n of a
. This
C.

nism

r also

timeliness is controlled by random numbers. The mechanism requires that 4, B and the

RylIRs s

P

ex,, ([SIDS ]| R AEN 1, || Text) || ey, ([SIDS TN Ry || F |11, || Text,)

(2) ()

1

(1)
\"7 "B

(4)
ex,, [SIDS1|| Ry | F |11, || Text,) || Tex ([SIDS 11| R, || Ry || Text;)]

<

A

[(5) ex (ISIDS1II Ry || R, || Text,)]

v
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Figure 9 — Mechanism 9
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The mechanism involves the following steps (see Figure 9).

B initiates the mechanism by sending a random number, Rp, to A in message 1.

-2:2018(E)

A requests keying material from the KDC by sending message 2 to the KDC containing a random

number, R4, the random number, Rp, sent in message 1, and the distinguishing identifier, Ip, of B.

ptional data). This message consists of two main parts:

1
ek ,p [SIDgI[R4 || F[|Ip || Texty);

The KDC sends message 3 to A containing the keying material, F (made up of a key, K, together with

ek g ([SIDG 11 Rg |[F |14 || Texty).

n receipt of message 3, A deciphers the first part, checks that the random number, R
DC in step 2, was used in constructing the first part of message 3, checks the ‘corre
istinguishing identifier, I, and retrieves the key, K.

forwards the second part of message 3 to B in message 4. Message'4 optionally als
econd part, a data field:

3 ’
ik ([SIDg ][Ry || Rp || Text3)

Fhich incorporates random numbers, Rg and R4, and enables B to check the integrity
ptrieved from F.

On receipt of message 4, B deciphers the first part, checks that the random numbse
A in step 1 was used in constructing the first part of message 4, checks the corre
distinguishing identifier, 14, and obtains ‘the key, K.

B deciphers the second part of message 4, if present, and checks that the random
sent to 4 in step 1, was used in constructing the second part of message 4.

he fifth step given below is optional; it can be omitted if either no entity authentic
nilateral authentication is required. This fifth step can only be used if the second part
b also sent.

returns ey ([SIDg 1LRg || Ry || Text ) to A in message 5, thereby acknowledging that

ey, K. On receipt of\message 5, A deciphers it and checks that the random number, R4
tep 4, was used in constructing message 5.

1  The eficryption algorithm e used in the optional key confirmation process (i.e., part 2
essage 5) ¢an differ from the encryption algorithm (also denoted by e) used for key distribut

2 , \Mutual authentication, key confirmation and explicit key authentication from B to 4, and

4, sent to the
rtness of the

0 contains a

of the key, K,

I, Rp, sent to
rtness of the

number, Rp,

ition or only
of message 4

it shares the
, sentto Bin

of message 4
on.

conformance

hefive-pass entity authentication mechanism specified in ISO/IEC 9798-2 are only achieved

f the optional

1)
2)
3)
0
d
K
d
4) A
S
e
\'
iy
.
i
T
U
i
5) H
Kk
S
NOTH
and n
NOTE
with 1
messa
7.5

O€ (parts) ImSteps 4 and 5 are inciuded:

Key establishment mechanism 10

Key establishment mechanism 10 provides mutual authentication between A and the KDC and unilateral
authentication of the KDC to B.

Uniqueness/timeliness is controlled by time stamps or sequence numbers. The mechanism requires
that 4, B, and the KDC are able to maintain mechanisms for generating and/or verifying the validity of
time stamps, T, or sequence numbers, N.

© ISO/IEC 2018 - All rights reserved
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(1) ex, ((SIDINT, /N |1 Text,)

A P

(2) eKAP([S]DIZO]HTP/NP T, /N, | Fll1,] Text,)

The mechan

1) Areque;

T4 or se

(3)

) ——

(3) e (SIDLNITLING | F 1, | Text,) B

Figure 10 — Mechanism 10

sm involves the following steps (see Figuie 10).

using the key, K4p. On receipt of message 1, the KDC deciphers it and checks the correctness

time sta

2) The KD

distingu

data). T
checkst

Ep or sequence number.

or sequgnce numbersjhand obtains the key, K.

3) The KD

ts keying material from the KDC bysending message 1 to the KDC containing a time qtamp
quence number, Ny, and the distinguishing identifier, Ip, of B. The data fields are encrypted

bf the

sends message 2 to_A4 containing a time stamp, Tp, or sequence number, Np, the
ishing identifier, I, and the keying material, F (made up of a key, K, together with optional
he data fields are~encrypted using the key, K4p. On receipt of message 2, A deciphgrs it,
he correctness of the distinguishing identifier, Ip, checks the correctness of the time stamps

C sends niessage 3 to B containing a time stamp, T'p, or sequence number, N'p, the

distingdishing:identifier, 4, and the keying material, F. The data fields are encrypted using thg key,

Kpp. On
number,

Feceipt of message 3, B deciphers it, checks the correctness of the time stamp or seq

ience

and obtains the key, K. The distinguishing identifier, /4, indicates to B that the key was

requested by A.

NOTE1 The order in which steps 2 and 3 are executed is at the discretion of the implementer.

NOTE 2  Entity authentication between A and B is not achieved by this mechanism. If entity authentication
between A and B is required, it can be achieved using the key, K, established by the mechanism with one of the
mechanisms specified in ISO/IEC 9798-2 or ISO/IEC 9798-4.

NOTE 3  Entity authentication of the requesting entity by the KDC is provided.

16
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8 Mechanisms using a Key Translation Centre

8.1 General

-2:2018(E)

The purpose of a Key Translation Centre (KTC) is to enable a key to be transferred between a pair of
entities that both share a key with the KTC.

In Clause 8, three key establishment mechanisms using a KTC are specified. In each of these mechanisms,
one of the two entities (the originator) sends a key, K, to the KTC, encrypted using a key shared between
the originator and the KTC. The KTC deciphers the key, K, and re-enciphers it with a key shared with
the second entity (i.e. the ultimate recipient) - this process produces what is known as the translated

key. The KTC then either:

a)

b) fprwards the translated key to the ultimate recipient directly.

For the implementation of the mechanisms specified in Clause 8 it is requiséd that:

a) ¢

a
b) t

q
c t
d t

1
8.2
In ke
Key ¢

The mechanism requires that'\4,"B and the KTC are able to maintain mechanisms for ge
verify

sends the translated key back to the originator who then forwards it to the ultimate r¢

ntities A and B share secret keys K4p and Kpp, respectively, with atrusted third part)
s a KTC;

he KTC shall have a means of communication with thesentity requesting key trai
riginator);

he originator shall be able to generate or otherwised@cquire a key, K;

he security requirements for the mechanism include the confidentiality of K, and the
hodification, substitution or replay of keys and'messages.

Key establishment mechanism 1%

 establishment mechanism 11, thekey, K, is provided by entity A.

cipient; or

. P, that acts

hslation (the

detection of

stablishment mechanism 11 provides key confirmation and explicit key authenticatior from A to B.

ing the validity of time'stamps, T, or sequence numbers, N.

herating and
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P (1) e, ([SID\| 1, || F | Text,)

(2) ey, (ISIDATIF |1, || Text,)

(1 i(l)

A (3) ex,, (ISIDAIF |1, || Text,) B

Figure 11 — Mechanism 11

The mechan|sm involves the following steps (see Figure1).

1) A reqyests key translation by sending> message 1 to the KTC, -consisting of
EID%1]||IB||F||Text1), encrypted cusing the key, K4p, containing the distinguishing

—

ek p (
identifidr, /g, of the second entity B, and-the keying material, F (made up of a key, K, together) with
optional data). On receipt of message 1, the KTC deciphers it to obtain, F, adds the distinguishing

identifigr, I4, and re-enciphers bothiusing the key, Kpp, to obtain €K gp ([SID%l MFI14]||Texty).

2) The KT( returns the re-enciphered keying material to A in message 2.

3) A forwafds €K pp ([SID121]||F||IA || Text,) to B in message 3. On receipt of message 3, B deciphers

the enciypted partschecks the correctness of the distinguishing identifier, I4, and, thus, ofjtains
the key, [K.

8.3 Key eptablishment mechanism 12

Key establistrmentmectanismr—12 s derived from, but s ot futly compatibte—with, thefour-pass
authentication mechanism of ISO/IEC 9798-2:2018, 6.1. In this mechanism, the key, K, is supplied by
entity A. Uniqueness/timeliness is controlled by time stamps or sequence numbers.

Key establishment mechanism 12 optionally provides mutual authentication between A and B. It also
provides key confirmation and explicit key authentication from A to B, and, optionally, from B to A.

The mechanism requires that 4, B and the KTC are able to maintain mechanisms for generating and
verifying the validity of time stamps, T, or sequence numbers, N.

18 © ISO/IEC 2018 - All rights reserved
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(2) ey, (SIDX T, /N, |1, Text,) | e, (SIDY | T,/ N, || F || 1, || Text,)

(1) | 1(‘)
3) €k, (SID || T, /N, [ F I |l Texty) ||
[ex [SIDLINT; /N |1, || Text,)]

A B

[(4) ex ([SID}IN T, / Ny |1, || Texts)]

Figure 12 — Mechanism 12

The mechanism involves the following steps (see'kigure 12).

1) Arequests key translation by sending message 1 to the KTC, containing the identifier, 91D112 ,atime

sfamp, Ty, or sequence number, Ny; the distinguishing identifier, Ip, of B, and the keyinfg material, F
(made up of a key K, together with optional data). The data fields are encrypted using the key, K4p.

(n receipt of message 1, the-KTC deciphers it, checks the presence of the identifier, SID%Z, checks
the time stamp, Ty, or sequénce number, N4, and recovers the encrypted keying material, F.

2) The KTC sends message 2 to 4, that consists of two main parts:

2
ek p (SIDgRHT 4 /N o |1 || Texty);

3
ekl (SID12 [|Tp / Np || F[[1 4| Texts).

3) A forwards the second part of message 2 to B in message 3. Message 3 optionally also contains a
second part, a data field:

4 ’ ’
ex ([SID2 111Tx / Nglllg || Texty)

which incorporates an (optional) identifier, SIDfZ, a time stamp, T’4, or sequence number, N4, and
enables B to check the integrity of the key, K, retrieved from F.

i) Onreceipt of message 3, B deciphers the first part, checks the presence of the identifier, SIDfZ ,
and the distinguishing identifier, 4, and obtains the key, K.

© ISO/IEC 2018 - All rights reserved 19
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ii) Bdeciphers the second part of message 3, if present, and checks the time stamp, T’4, or sequence
number, N4, and the presence of the distinguishing identifier, I5.

The fourth step given below is optional; it can be omitted if either no entity authentication or
only unilateral authentication is required. This fourth step can only be used if the second part of
message 3 is also sent.

4) B returns ey ([SIsz]HTB /Ng||I4]||Texts) to A in message 4, thereby acknowledging that it

shares the key K. On receipt of message 4, A deciphers it and checks the time stamp Tp or sequence
number Np and the presence of the distinguishing identifier I4.

NOTE1 Theemcryptiomatgorithmreused-irthe optiomatkey confirmatiomr process (e, part 2 of mesyage 3
and message ft) may differ from the encryption algorithm (also denoted by e) used for key distribution;

NOTE 2 Inforder to achieve mutual authentication, key confirmation, and explicit key authentication from B to
A, the optiongl message (parts) in steps 3 and 4 need to be included.

NOTE 3  Unlike other mechanisms in this document, the inclusion of identifiers: SID112, SID122 and SIDfZ is
made mandatjory to maximise compatibility with the previous edition of this document:
8.4 Key eptablishment mechanism 13

Key establishment mechanism 13 is derived from, but is not fully conipatible with, the five-pass mutual
authenticatipn mechanism specified in ISO/IEC 9798-2:2018, 6.2.

Key establishment mechanism 13 optionally provides mutual authentication between A and B. It also
provides keyl confirmation and explicit key authentication from A to B, and, optionally, from B to A.

Uniqueness/ftimeliness is controlled by random numbers: The mechanism requires that 4, B anld the
KTC are ablg to generate random numbers.

(2) e, ISIDL1IIR, || Ry || 1y JNE|[ Text,) P

(3) ex,, (ISIDANII R by || Text,) |l ey, (ISIDRTI Ry || F 1 1, || Texty)

(2) ©)

(1) Rs

(4)
ex,, [SID) 1N Ry | F |11, || Texty) || [ex ([SIDS TN R, || Ry | Text,)]

B |- A

[(5) ex([SID}1I| Ry || R, || Texts)]

v

Figure 13 — Mechanism 13
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The mechanism involves the following steps (see Figure 13).

1) B

2)

initiates the mechanism by sending a random number Rp to 4 in message 1.

2:2018(E)

A requests key translation by sending message 2 to the KTC containing a random number, Ry, the

random number, Rp sent in message 1, the distinguishing identifier, Ip, of B, and the keying material,
F (made up of a key K, together with optional data). The data fields are encrypted using the key, K4p.

On receipt of message 2, the KTC deciphers the encrypted keying material, F, and re-enciphers it
together with additional (optional) data fields.

3) T

he KTC sends message 3 to 4, that consists of two main parts:

oo T il e

4)

2NN

O

= <

i |

5)

—

S|

NOTE
and n

2
- ek, ([SIDBIIR, 15 || Text,);

3
ek gp [SIDI31||Rp || F[|1 4] Texts).

hat the random number, Ry, sent to the KTC in step 2, was used in _cdenstructing the
hessage 3.

forwards the second part of message 3 to B in message 4. Message 4 optionally als
econd part, a data field:

4 ’
k ([SID13]|IR4 || Rp || Texty)

Uhich incorporates random numbers, Rp and R4, andenables B to check the integrity
etrieved from F.

On receipt of message 4, B deciphers the’first part, checks the distinguishing
and that the random number, Rp, sent£o A in step 1 was used in constructing thd
message 4, checks the correctness of'the distinguishing identifier, /4, and obtains {

B deciphers the second part ofintessage 4, if present, and checks that the random
sent to 4 in step 1, was useddn constructing the second part of message 4.

he fifth step given below.jS;optional; it can be omitted if either no entity authentic
nilateral authenticationis required. This fifth step can only be used if the second part
b also sent.

returns eK([SIDf3]||RB ||R || Texts) to A in message 5, thereby acknowledging t

he key, K. On receipt of message 5, A deciphers it and checks that the random number
ent to B inlstep 4, were used in constructing message 5.

1 The'encryption algorithm, e, used in the optional key confirmation process (i.e., part 2
essage 5) can differ from the encryption algorithm (also denoted by e) used for key distribut

n receipt of message 3, A deciphers the first part, and checks the distinguishing identifier, I, and

first part of

o contains a

of the key, K,

dentifier, 14,
first part of
he key, K.

number, Rp,

ition or only
of message 4

hat it shares
5, R’4 and Rp,

of message 4
on.

NOT

2 Mutual authentication, key confirmation, and explicit key authentication from B to 4 are

if the optional message (parts) in steps 4 and 5 are included.
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Annex A
(normative)

Object identifiers

A.1 Formal definition

KeyManagemgnhtSymmetricTechniques {
iso(l) sltandard(0) key-management (11770) part(2) asnl-module (0)
key-management-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN
—-— IMPORTS [None; --

OID ::= OBJECT IDENTIFIER

KeyEstablishmentMechanism ALGORITHM ::= ({
ke-mechanisml |
ke-mechanism2
ke-mechanism3
ke-mechajnismi
ke-mechalnism5
ke-mechanismb6
ke-mechanism?7
ke-mechanism8
ke-mechalnism9
ke-mechanisml0 |
ke-mechagnismll |
ke-mechanisml?2 |
ke-mechajnisml3

}
-— Synonyms| —-—

1s11770-2 QID
mechanism OQID

{ iso(l) standardyl) key-management (11770) part2(2) }
{ 1is11770-2 mechapisms (1) }

-- Point-tg-point key establishment --

ke-mechanisml OID ::= { mgchanism 1 }
ke-mechanigm2 OID ::= { fmechanism 2 }
ke-mechanism3 OID = f\.méchanism 3 }
ke-mechanism4 OID =~\* mechanism 4 }
ke-mechanism5 OID %< { mechanism 5 }
ke-mechanigm6 OID\+= { mechanism 6 }

-- Mechanisms/using a key distribution centre -

ke-mechanism7 OID ::= { mechanism 7 }
ke-mechanism8 OID = { mechanism 8 }
ke-mechanism9 OID ::= { mechanism 9 }
ke-mechanisml0 OID ::= { mechanism 10 }

-- Mechanisms using a key translation centre -

ke-mechanismll OID { mechanism 11 }

ke-mechanisml2 OID ::= { mechanism 12 }
ke-mechanisml3 OID ::= { mechanism 13 }
END -- KeyManagementSymmetricTechniques --
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