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Foreword

ISO (the International Organization for Standardization) and
International Electrotechnical Commission) form the specialized
worldwide standardization. National bodies that are members of I
participate in the development of International Standards throug
committees established by the respective organization to deal with part

ISO/IEC 11586-

2:1996(E)

IEC (the
system for
SO or IEC
h technical
icular fields

of technical activity. ISO and IEC technical committees collaborate
mutual interest. Other international organizations, governméntal
governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC shave establis
technical committee, ISO/IEC JTC 1. Draft International-Standards ad
joint technical committee are circulated to national bodies for voting.
as an International Standard requires approval by. at least 75 % of
bodies casting a vote.

International Standard ISO/IEC 11586-2\ was prepared by Joint
Committee ISO/IEC JTC 1, Information,téechnology, Subcommittee S
systems interconnection, data management and open distributed pr
collaboration with ITU-T. The) identical text is published
Recommendation X.831.

ISO/IEC 11586 consists of the following parts, under the general title
technology — Open Systems Interconnection — Generic upper layers §

Part 1: Overview, models and notation

—  Part 2: Security Exchange Service Element (SESE) service defini
—  Part\3r Security Exchange Service Element (SESE) protocol sped
Part 4: Protecting transfer syntax specification

Part 5: Security Exchange Service Element Protocol Imp
Conformance Statement (PICS) proforma

Part 6: Protecting transfer syntax Protocol Implementation C
Statement (PICS) proforma
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Introduction

This Recommendation | International Standard forms part of a series of Recommendations | multi-part International
Standards, which provide(s) a set of facilities to aid the construction of Upper Layers protocols which support the
provision of security services. The parts are as follows:

—  Part 1: Overview, Models and Notation;

- Part2: Security Exchange Service Element Service Definition;

- Part 3: Security Exchange Service Element Protocol Specification;
- Part4: Protecting Transfer Syntax Specification;

-  Part5: Security Exchange Service Element PICS Proforma;

-  Part 6: Protecting Transfer Syntax PICS Proforma.

This Reconmendation | International Standard constitutes Part 2 of this series.



https://iecnorm.com/api/?name=5b14559e1507cfb85e91d334a68540b7

ISO/IEC 11586-2 : 1996 (E)

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

1

1.1

GENERIC UPPER LAYERS SECURITY: SECURITY EXCHANGE
SERVICE ELEMENT (SESE) SERVICE DEFINITION

Scope

provision|of security services in application layer protocols. These include:

1.2
Element

transformations;

to support the provision of security services within the Applicafien Layer;

c) a specification and PICS proforma for a security transfer syntax, associated with Present
support for security services in the Application Layeg:

of securitl services within the Application Layer.

2

Normative references

The following Recommendations and International Standards contain provisions which, through reference
constitutg provisions of this Recommendation | International Standard. At the time of publication, the editiofs indicated

were val
Recomm
edition o

the Recommendations and Standards listed below. Members of IEC and ISO maintain registers

valid Intdrnational Standards! The Telecommunication Standardization Bureau of the ITU maintains a list
valid ITU-T Recommendations.

2.1

3

Identical Recommendations | International Standards

This series of Recommendations | International Standards defines a set of generic facilities to assist in the

a) a set of notational tools to support the specification of selective field,protection requirenjents in an
abstract syntax specification, and to support the specification of ssecurity exchanges apd security

b) a service definition, protocol specification and PICS proforma.for an application-service-element (ASE)

ition Layer

This Recommendation | International Standard defings\the service provided by the Security Exchapge Service
SESE). The SESE is an ASE which allows the comimhunication of security information to support the provision

n this text,

d. All Recommendations and Standards are subject to revision, and parties to agreements baged on this
endation | International\Standard are encouraged to investigate the possibility of applying the most recent

bf currently
bf currently

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Interconnection — Basic Reference Model: The Basic Model.

—  ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems

Interconnection — Upper layers security model.

Definitions

The following terms are used as defined in ITU-T Rec. X.803 | ISO/IEC 10745:

—  security exchange;

—  security exchange item.

ITU-T Rec. X.831 (1995 E) 1
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASE Application Service Element

OSI Open Systems Interconnection

PICS Protocol Implementation Conformance Statement

SEI Security Exchange Item

5 Conventions

Clause 7 employs a tabular presentation of the SESE service primitive parameters. Each parameter is summarized using

the following notation:

6 Service overview

The security exchange service element provides for the communication of information associated with an

exchange,

non-repudfation or security management information.

6.1 $pecific service facilities

The following service facilities are defined:
d4) SE-TRANSFER;

) SE-U-ABORT;

d

The SE-T
exchange-
completing

The SE-U-

used to abpormally terminate a security exchange in progress. Optionally, this service may also abnormally ter

ASO-assoq

The SE-P-
service is

M Presence of the parameter is mandatory

(0] Presence of the parameter is an SESE protocol machine option

1) Presence of the parameter is an SESE service user option

¢ Presence of the parameter is conditional

) The value of this parameter is identical to the value of the corresponding parameter of the

SESE service primitive.

as described in Part 1. This service is typically used)fer the transfer of authentication, acce

) SE-P-ABORT.

ANSFER service facility is used to initiate a security exchange of a certain type, transfer the firg

a security exchange:
IABORT sepvice facility is used by the SESE service user to indicate that an error has occurred. Thi
iation:

ABORT service facility is used by the SESE service provider to indicate that an error has occy

preceding

y security
s control,

t security-

tem (SEI), as well as-transfer the other SEIs of a security exchange. It is the only service facility fequired in

service is
minate the

rred. This

= I 1 11 4 M 4 14 baon 1 1 Ot 1 +los M 1
STUTO—aUNIOTITAIT Y — ICTHTTTTAtC—a—SLUUTIT y — CACTIATE U PO SIS SO pauart y 5 IS SUTVICTTTITa y — arsSoy

terminate the ASO-association.

6.2 Procedural model for SE-TRANSFER service facility

bnormally

Part 1 of this Recommendation | International Standard defines the following procedural model for security exchanges:

An initial Security Exchange Item (SEI) is transferred from A to B. This is optionally followed by one or more transfers
of SEIs between A and B, according to the specific security exchange identified in the SE-TRANSFER. The sequence
may be terminated upon receipt of any SEI, by generation of an error indication by either service user or service

provider.

The time-sequence diagram shown below is an example illustrating the special case of a sequence of SEI transfers in
alternate directions for an n-way security exchange. (This is an example of the “Alternating” class of exchange defined
in 6.1 of ITU-T Rec. X.830 | ISO/IEC 11586-1.)

2

ITU-T Rec. X.831 (1995 E)
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SE-TRANSFER request

>

SE-TRANSFER indication
SE-TRANSFER request
<
SE-TRANSFER indication

SE-TRANSFER request

>
SE-TRANSEFER indication

7 Service definition

The SESK]service primitives are of the following types:

SE-TRANSFER Non-confirmed

SE-U-ABORT Non-confirmed

SE-P-ABORT Provider-initiated
7.1 Parameters of service primitives

Followinglare descriptions of the service primitives parameters.

7.1.1 Security exchange identifier

This paraeter identifies the particular type of security exchange(being initiated. The identifier is established when the
security exchange is defined, using the SECURITY-EXCHANGE. information object class defined in Part 1.

7.1.2 [nvocation identifier

This parameter identifies a particular security exchange invocation. It is used for subsequently referring to that
invocation] for correlation purposes, in a SE-TRANSFER, SE-U-ABORT, or SE-P-ABORT primitives.

Invocation identifiers are especially useful in.handling multiple security exchange invocations within the congext of, for
example, an application association.

Invocation identifiers are provided by the users of services which initiate security exchanges, and it is the regponsibility
of such ysers to ensure that these, identifiers are unambiguous within the scope of all active security exchange
invocatior)s.

713 Recurity exchange.item

The item {o be conveyed, as implied by the security exchange identifier.

7.1.4 [tem identifier

In a SE-TRANSFER primitive, this parameter indicates which item of the security exchange this primitive is fonveying.
In a SE-UABORT or SE-P-ABORT primitive; this parameter indicate e itermmof @ security exchange on which an
error condition has been detected.

The specification of a security exchange may place specific constraints on the use of the “item identifier”. It is the
responsibility of the SESE user to ensure that these constraints are met.

7.1.5 Start flag

In a SE-TRANSFER primitive, this parameter is used to indicate the transfer of the first security-exchange-item of a
security exchange.

7.1.6 End flag

In a SE-TRANSFER primitive, this parameter is used to indicate that this security exchange item corresponds to the last
security exchange required to satisfy the security mechanism. It is needed to accommodate those mechanisms requiring
n exchanges, where n is not known a priori.

ITU-T Rec. X.831 (1995 E) 3
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7.1.7 Error list

This parameter is one or more lists of error codes with optional error parameters. The error code indicates the cause of a
SE-U-ABORT being generated. Error codes are established when a security exchange is defined, using the SE-ERROR
information object class defined in Part 1. The optional error parameters provide additional information describing the
cause of an abort.

7.1.8 Problem code

This parameter indicates the cause of an SE-P-ABORT being generated. The set of possible values is specified in
clause 6 of Part 3.

7.1.9 Fatality indicator

I SE ARORT 4 HNOS P ths atar 1c cad to 1o diaota to tha CDOD cooys 1d hathasr h
na ~UFADORNT TCHUCS TP vt parane it IS o st Ut oo att ot OO - SCIVICT prov IO wic UIT or nOt t e

ASO-association (e.g. application association) must be terminated.

In a SE-U-ABORT indication and SE-P-ABORT indication primitives, this parameter is used to indicate t¢ the SESE
service user whether or not the ASO-association (e.g. application association) must be terminated.
7.2 Service primitives

The parameters of the SESE service primitives are provided below. (Refer to 6.1 fer‘a-definition of the SESE services,
and to 7.1|for a description of the specific parameters.)

7.2.1 SE-TRANSFER service

The pararpeters of the SE-TRANSFER service are as follows:

[Parameter Name Req Ind
Security exchange identifier M M(=)
Invocation identifier U C(=)
Security exchange item M M(=)
Item identifier U C(=)
Start flag U C=)
End flag U C=)

7.2.2 SE-U-ABORT service

The parameters of the SE-U-ABORT service are as follows:
Parameter Name Req Ind
Invocation identifier U C(=)
Item identifier U C=)
Error list U C(=)
Fatality-Indicator U C=

7.2.3 SE-P-ABORT service

The parameters of the SE-P-ABORT service are as follows:
Parameter Name Ind

Invocation identifier
Item identifier
Problem code
Fatality Indicator

OZ 00

8 Sequencing information

The only sequencing constraint stipulated in this Service definition is that the invocation of SE-TRANSFER primitives
with the same invocation identifier must be consistent with 7.1.2.

4 ITU-T Rec. X.831 (1995E)
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