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INFORMATION TECHNOLOGY -
MULTIPATH MANAGEMENT (API)

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
vetep eftnterrational-Standards—Hhreirpreparationts—entrusted-totechniealcemmittees—any4SO and
member body interested in the subject dealt with may participate in this preparatory work. Infejnational
goVernmental and non-governmental organizations liaising with ISO and IEC also participate in this_preparation.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Drdft International Standards adopted by the joint technical committee are circulated to national.bodies fofr voting.
Publication as an International Standard requires approval by at least 75 % of the national(badies casting|a vote.

Thg formal decisions or agreements of IEC and ISO on technical matters express, as nearly as posgible, an
intgrnational consensus of opinion on the relevant subjects since each technical committee has represpntation
from all interested IEC and ISO member bodies.

IEQ, ISO and ISO/IEC publications have the form of recommendations for\international use and are accepted
by [EC and ISO member bodies in that sense. While all reasonable €fforts are made to ensure fhat the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held respongible for
thelway in which they are used or for any misinterpretation by any,endjuser.

In prder to promote international uniformity, IEC and ISO mémber bodies undertake to apply IEC, |SO and
ISQ/IEC publications transparently to the maximum extent pessible in their national and regional publications.
Any divergence between any ISO/IEC publication and ‘the corresponding national or regional publication
shquld be clearly indicated in the latter.

ISQ and IEC provide no marking procedure to indieate their approval and cannot be rendered respongible for
any equipment declared to be in conformity with an¥SO/IEC publication.

A

| users should ensure that they have the latest edition of this publication.

No [liability shall attach to IEC or ISO orxjts’directors, employees, servants or agents including individuall experts
and members of their technical comniittees and IEC or ISO member bodies for any personal injury, property
damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
1SQ or ISO/IEC publications.

Atténtion is drawn to the<normative references cited in this publication. Use of the referenced publications is
ind|spensable for the correct application of this publication.

Attgntion is drawn.to'the possibility that some of the elements of this International Standard may be the syibject of
patent rights. 1SO.and IEC shall not be held responsible for identifying any or all such patent rights.

International-Standard ISO/IEC 11002 was prepared by the Information Technology Irjdustry
Councjl and was adopted under the fast track procedure by subcommittee 25: Interconnection
of infgrm@ation technology equipment, of ISO/IEC joint technical committee 1: Information
technotogy:

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

The Multipath Management application programming interface (API) provides management
interfaces to standard capabilities defined in ISO/IEC 14776-453 (SPC-3) and common
vendor-specific extensions to the standard capabilities. The intended audience is vendors that
deliver drivers that provide these capabilities. This standard relates to SCSI multipathing
features and excludes multipathing between interconnect devices (such as Fibre Channel
switches) and transport specific multipathing (such as iSCSI multiple connections per
session).
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INFORMATION TECHNOLOGY -
MULTIPATH MANAGEMENT API

1 Scope

This International Standard provides management interfaces to standard capabilities defined
in ISO/IEC 14776-453 (SPC-3) and common vendor-specific extensions to the standard

capabilities. The intended audience is vendors that deliver drivers that provide

these

capab|I|t|es This standard relates to SCSI muIt|path|ng features and excludes multipathing

The fdllowing referenced documents are indispensable for the application~0f)this doc
For dated references, only the edition cited applies. For undated references;-the latest
of the referenced document (including any amendments) applies.

The provisions of the referenced specifications other than ISOHEC, IEC, ISO an
documents, as identified in this clause, are valid within the €ontext of this Intern
Standard. The reference to such a specification within this International Standard do
give iff any further status within 1ISO or IEC. In particular,%it*does not give the refe
specifijcation the status of an International Standard.

ISO/IHC 9899:1999, Programming languages — C
ISO/IHC 14165-133, Information technology — Fibre channel — Part 133: Switch f

ISO/IHC 14165-251, Information technoloegy — Fibre channel — Part 251: Framing
ISO/IHC 14776-115, Information teehnology — Small computer system interface (§
ISO/IHC 14776-150, Informationh technology — Small computer system interface (S
Part 1p0: Serial attached SCSH(SAS)

ISO/IHC 14776-413, Information technology — Small computer system interface (§
ISO/IHC 14776-453; Information technology — Small computer system interface (§

Part 453: Primary. commands-3 (SPC-3)
RFC 3[720( ,Internet Small Computer Systems Interface (iISCSI)

pecific

iment.
bdition

d ITU
ational
es not
enced
hbric-3
i and
CSl) —
CSl) -

CSl) -

CSl) -

NOTE |Copies of IETF standards such as RFC 3720 may be obtained through the Internet Engineering Tas

k Force

(IETF) at http://www.ietf.org.

3 Terms, definitions and abbreviations

3.1 Terms and definitions
For the purposes of this document the following terms and definitions apply.

3.11

auto-failback

capability of some multipath drivers to resume use of a path when the path transition
unavailable to available

s from
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3.1.2

auto-probing

capability of some multipath drivers to validate operational paths that are not currently being
used

3.1.3
available paths
set of paths for a logical unit that may be considered for routing I/O requests

NOTE For symmetric access devices, all paths are considered available. For asymmetric access devices, all paths
in active target port groups are considered available.

3.14

devicgfite
operatjng system files (for instance UNIX, Linux etc.,) that facilitate communication-wjith the
systenp’s hardware and peripherals

3.1.5
device identification VPD page
VPD page that provides the means to retrieve identification information about thel SCSI
device, logical unit, and SCSI port

3.1.6
hexadecimal-encoded binary data
ASCIl character string used to denote the hexadecimal encoding-of a binary string of ocfets

NOTE It may only contain the ASCII characters 0-9, A-F, and a-f. Tworhexadecimal characters represent eqach byte
of binary data.

3.1.7
host
compute node connected to the SAN

3.1.8
initiatpr
SCSI gevice that initiates requests; also\known as a client

NOTE [In this document, initiator refers to, an-initiator port.

3.1.9
logicall unit
addregsable entity within_ aaxSCSI target

NOTE |For example, RAID arrays expose each virtual disk volume as a logical unit. When the term “logical unit: is
used in [this standard and is/not qualified as a “multipath logical unit” or “path logical unit”, it refers to a logjical unit
in a tardet device.

3.1.10
multigath logical unit

an object ‘type of this API representing a “virtual “logical unit that coalesces multiple path
Iogicaﬂ units for the same underlying device logical unit

3.1.11
object ID
unique identifier assigned to any object within the MP API

NOTE Objects sometimes represent physical entities, e.g. initiator ports. At other times, objects represent logical
entities, e.g. target port groups.

3.1.12
path
association between an initiator port, target port and logical unit, see 3.1.13

3.1.13

path logical unit

an object type of this API providing access to a single logical unit through a single initiator
port and single device port
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NOTE Within this API, each path (see 3.1.12) is modelled as a path logical unit. The result of multipath drivers is
a single OS device file representing a multipath logical unit aggregating multiple path logical units.

3.1.14
persistent
quality of something being non-volatile

NOTE This usually means that the associated data is recorded on some non-volatile medium such as flash RAM
or magnetic disk and that the data survives beyond system reboots. Implicitly, the data is readable from the non-
volatile medium.

NOTE Examples of persistent storage:

e under Windows, the registry would be a common place to find persistently stored values (assuming
that the values are not stored as volatile);

e under any OS a file on magnetic hard disk would be persistent.

3.1.15
plugin
softwalre, written for an OS, HBA or device vendor that provides support~for one of more
multipath drivers

NOTE |[The plugin’s job is to provide a bridge between the library’s interface and the_vendor’s multipath qriver. A
plugin i typically a loadable module, for instance, a DLL in Windows and a shared object in UNIX. A glugin is
accessdd by an application through the Multipath Management API library.

3.1.16
produgt (or device product)
a particular model of target device, identified by the vendor, product and revision IDs returned
in the ptandard SCSI INQUIRY command response

3.1.17
target
SCSI fevice containing logical units and SCSlctarget ports that receives commands from a
SCSI ipitiator

3.1.18
target|port group
set of [arget ports that are in the same target port access state at all times

3.1.19

unicogle
systerr of uniquely identifying (numbering) characters such that nearly any character [in any
langudge is identified.

3.1.20
VPD

vendof specifi¢ information about a device returned in response to a SCSI INQUIRY command
with the EVRDP:bit set (see SPC-3)

3.2 Abbreviations

API application programming interface
DLL dynamic link library

HBA host bus adapter

LUN logical unit number

OID object identifier

(0N} operating system

UML Unified Modeling Language

UTF Unicode Transformation Format

VPD vital product data
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4 Document conventions

The API is specified as a set of types and structures (see Clause 6) followed by a set of
function definitions (see Clause 7). This clause discusses the formats used in these clauses
along with conventions used in defining the API.

Constants are defined as a list of #defines followed by a typedef for a C integer type. C
language enums do not have a specific size; using #defines rather than enums helps assure
client code is interoperable across platforms and compilers — especially if used in C++
applications.

API description format

Each
1

\PI's description Is divided Into seven subclauses.

Synopsis
This subclause gives a brief description of what action the API performs:

Prototype

prototypes show the following:
e the name of the API;
e the return type of the API;

that parameter is an input parameter, output’parameter, or both an inp
an output parameter.

Parameters

represents.

Typical return values
This subclause lists the Typical.Return Values of the API with an explanation of]

MP_STATUS_INSUFFICIENT_MEMORY, which might be returned by any API.

Remarks

particular, this-subclause contains extra information about the information retur
the API.

Support

This.subclause states that if an APl is mandatory to be supported, optional
supported, or mandatory to be supported under certain conditions.

e |f an API is mandatory to be supported a client can rely on the API func

This subclause gives a prototype of the function in a format that is a combinatigon of a
C function prototype and an Interface Definition Language_XIDL) prototypg. The

e each of the parameters of the API, the type-ef each parameter, and whether

ut and

This subclause lists each parameter along- with an explanation of what the parameter

why a

particular return value would e returned. It is important to note that this list i§ not a
comprehensive list of all of the possible return values. There are certain errorg, e.g.

This subclause contains comments about the API that may be useful to the reader. In

ned by

to be

ioning

urderattcircunTstances:

e |f the API is optional to be supported then a client cannot rely on the API

functioning.

e |f the APl is mandatory to be supported under certain conditions then a client
can rely on the API functioning if the specified conditions are met. Otherwise a

client should assume that the API is not supported.

See also

This subclause lists other related APIs or related code examples that the reader might

find useful.
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5 Background technical information

5.1 Overview

Open system platforms give applications access to physical devices by presenting a special
set of file names that represent the devices. Although end users typically don't use these
special device files, knowledgeable applications (file systems, databases, backup software)
operate on these device files and provide familiar user interfaces to storage. The device files
have a hierarchical organization, either by using files and directories or by naming
conventions.

This hierarchy of device files (sometimes called a device tree) provides an effective interface
for simpler, desktop deV|ce conflguratlons In3|de open systems kernels, the hlerarchy is
exploi ' len the
OS diqcovers connected devices and bunds the device tree multlple paths to the samedevice
may show up as separate device files in the device tree. Separate storage applicationg using
devicel files that represent paths to the same device will overwrite each other’s data.

As storage products (typically disk arrays) strove for better reliability and performance, they
added| multipath support. For OSes that lacked multipath support, the device and [ogical
volum¢ manager vendors provided multipath drivers. Device standards lacked standard
interfages for identifying multipath devices; so multipath drivers aré-often limited to st)ecific
devicel products. Recently standards have been defined and-OS vendors have $tarted
integrating multipath support in their bundled drivers.

These| drivers create special device files that represent multipath devices. Storage
applicgtions like file systems can use these multipath dévice files the same way they|would
use a| single-path device file, but benefit from imptoved reliability and performance. In
additign, the multipath drivers provide some management capabilities, for example, failover or
load bgalancing, that only apply to multipath devices.

This sfandard focuses on devices accesses through SCSI commands. SCSI commanfds are
sent t¢ a target device by an initiator. The *target may consist of multiple logical units. For
exampgle, a RAID array exposes virtual-ldisk as separate logical units. A target device
suppofting multiple paths and attached\hosts will nearly always have multiple ports| Each
permufation of initiator port, target port and logical unit is commonly referred to as a path.
With njo multipath support in place, the OS would see each path as separate logical unifs. The
functign of multipath drivers is. then to create a virtual multipath device that aggregates all
these path logical units.

5.2 [Target port groups

A logital unit may only be accessible through certain target ports. If the device sypports
asymnpetric access, (see 5.3.2), certain ports may be preferred for access (sometimes|this is
referrqgd to as affinity: ISO/IEC 14776-453 (SPC-3) has introduced target port groups as|a way
for target devices to represent access characteristics for logical units. A target port grotip is a
collection of ports. All the logical units associated with that target port group share thq same
access state (active/optimized, active/non-optimized, standby or unavailable).
Targef pori groups are abstract elements that may or may not equate to an element|of the
target ycfnm (cnr‘h as 2o r\nnfrnllor)
The concept of target port groups can be applied to all devices, even if they don’t actually
implement the SCSI standard interfaces. This APl does not require an SPC-3-compliant array;
it includes target port groups and uses the terminology of ISO/IEC 14776-453 (SPC-3) as a
starting point, but is extended to reflect common vendor implementations.

In order to simplify tasks for client software, all plugins/drivers make it appear that the
underlying hardware uses target port group interfaces. For example, consider an asymmetric
array with two ports where each port is primary (optimized) for half the logical units. The
plugin/driver would create four “virtual” target port groups; each logical unit would be part of
two target port groups, one with optimized access state for its primary controller and one with
non-optimized access state for the secondary controller. See Annex B for more details.
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5.3 Relationship between target port groups in SCSI and in this API
5.3.1 General

This subclause describes the relationship between the interfaces defined in ISO/IEC 14776-
453 (SPC-3) and this API related to target port groups.

The SCSI Device Identification VPD page (i.e., page 83h) and REPORT TARGET PORT
GROUPS command allow initiators to discover the target port group configuration.

e Device Identification VPD page returns a list of identifiers. These include:

o relative target port identifier — a two-byte value with a target-unique ID for
the target port the INQUIRY is sent to. In this API, this is the relativePortID
property in MP_TARGET_PORT_PROPERTIES;

o target port group identifier — a two-byte value with a target-unique ID for the
target port group. In this API, this is the tpglD propenty of
MP_TARGET_PORT_GROUP_PROPERTIES.

e The REPORT TARGET PORT GROUPS command returns a list of target port\groupjs, with
acgess state, and the list of relative port Ids of target ports that comprise each target port
group. The access state corresponds to this API's MP_ACCESS_STATE_TYPE and
MF_TARGET_PORT_GROUP accessState property.

The SICSI SET TARGET PORT GROUPS command allows an initiator to set target port
accesg state — which causes failover or failback. This APl provides P~ SetTPGAccesg as an
interfagce to SET TARGET PORT GROUPS.

For a|concrete example, Figure 1 depicts a RAID array with-‘asymmetric access and two
controllers. Each controller contains two ports that always share the same access state. The
RAID fonfiguration is set up with four logical units. Optimally each pair of logical units is
accessed through the ports on different controllers. In{case either controller fails, gll four
logicall units can be accessed through the ports in the alternate controller.

Target Port Group 1 Target Port Group 2
N Port 1 Port.2 N Port 3 Port 4 N
Controller A Controller B

R

Figure 1 — Asymmetric array example

The t1gle below summarizes the information returned for this array configuration in thg SCSI

INQUIRY identifiers and REPORT TARGET PORT GROUPS command response.
Logical Access from port 1 or 2 Access from port 3 or 4
unit TPG ID / State TPG ID / State
A 1/ Active optimized 2 | Standby
B 1/ Active optimized 2 | Standby
C 1/ Standby 2 | Active optimized
D 1/ Standby 2 |/ Active optimized

In case of a failure condition of controller A, all logical units as accessed from port 1 or 2 will
either see lack of response or a TPG access state of unavailable. Logical units A and B as
seen through ports 3 or 4 will see an access state of active non-optimized.
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Note that the target port group access states for a given target port group ID differs
depending on which port the REPORT TARGET PORT GROUP command is issued to. In this
API, each target port group ID and access state permutation is modelled as a different
instance of a target port group class. The figure below is an instance diagram representing
the API instances corresponding to this same asymmetric array described above. The
relevant API properties are also included.

Target Port 1 Target Port 2 Target Port 3 Target Port 4

relativePortID: 1 relativePortID: 2 relativePortID: 3 | | relativePortID: 4

]

\

\

~

Target Port Group Target Port Group
AccessState: StandBy AccessState: Optimized
tpgID: 2 tpgID: 2
) | Q J
Target Port Group Target Port Group

AccessState; Optimized AccessState? StandBy

tpgID: 1 tpglDi7

Logical Unit A Logical Unit B Logical Unit C Logical Unit D

Figure 2 — API Instances.corresponding to asymmetric array example

5.3.2 Symmetric and asymmetric multipath access

A muliipath device may have symmetric or asymmetric access. There may be a performance
cost when host drivers-switch between asymmetric paths. Symmetric access devices avoid
that penalty. One common asymmetric configuration is a RAID array where accesp to a
particylar logical unitis optimal through one device port and non-optimal through thg other
port. IBO/IEC 14776-453 (SPC-3) includes standard interfaces for discovery and management
of multipath devices.1 In addition to standardization of logical unit identifiers and a fhilover
command, ISOAEC 14776-453 (SPC-3) has interfaces that allow a target device to dgscribe
target |port_groups. All the ports in a target port group share an access state that is|either
optimgl-of ,non-optimal.

Setting the access state to active/optimized in all target ports groups associated with a logical
unit indicates symmetric access. A target system where all logical units have symmetric
access from all ports could be described with a single target port group with access state
active/optimized associated with all logical units and target ports.

A logical unit could have symmetric access through some, but not all ports. The optimal ports
can be used for load balancing, but the non-optimal ports should only be used for failover.
This would be modelled with target port groups with multiple associated ports and access
state set to active/optimized.

1 Although this API provides interfaces for discovery of multipath devices, it only provides information
available through installed plugins. If a client application requires comprehensive discovery of all
devices, it should also use platform-specific device discovery APls.
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5.3.3 Logical unit affinity groups

Some target devices (particularly RAID arrays) have groups of logical units that
failover/failback as a group. In other words, when one logical units’ target port group access
state changes, the access state of the other logical units in the group also changes. ISO/IEC
14776-453 (SPC-3) has a simple interface to discover these groups; the Device
Identification VPD page response may include a logical unit group identifier (identifier type
6h). All the logical units that expose the same logical unit group identifier are members of the
same logical unit group. A logical unit may only be a member of a single logical unit group.
This API follows the same approach; MP_MULTIPATH_LOGICAL_UNIT_PROPERTIES has a
property logicalUnitGrouplD. The details for this property (see 6.26) specify how a
plugin/driver sets this property if the target device does not support the SCSI interface.

This APl does not provide a mechanism to create a logical unit group or add members.
ISO/IHC 14776-453 (SPC-3) does not provide this capability. In some implementations, the
logical| unit groups are artefacts of other target capabilities. For example, the logicpl unit
groupg in some arrays follow the RAID topology of the configuration of snapshots:Due|to the
overlap with these other target features, no interfaces for modification are provided [in this
API.

5.34 Load balancing
5.3.4.1 General

This API includes four interfaces that influence load balancing.

e | When multiple paths are available with the same access state, each individgal 1/0
request can only be issued to one specific path. Multipath drivers may allgw the
administrator to select an algorithm used to determine which path is selected.
e | Some drivers allow the administrator to select-a\subset of available paths a$ most
preferred; assuming no errors are encounteredy I/Os are restricted to the prgferred
paths. But the non-preferred paths are notinecessarily taken off-line; if the pr¢ferred
paths become not-available, the non-preferred paths may be used as a fallback. This
capability is implemented entirely in the‘host drivers and is independent of target port
groups. Some drivers allow multiple levels of preferences, referred fto as
administrative weights in this AP,
e | Drivers may also allow an administrator to specify an override path, a path fhat is
temporarily used for all I/O.
e [ Drivers may also allow an ,administrator to disable a path, make a path temgorarily
unavailable for load balancing.

The sybclauses below describe’these interfaces in more detail.
5.3.4.7 Load balancing-algorithms

The API allows a plugin/driver to advertise multiple load balance algorithms that an AP| client
can [pffer to the~ administrator. Several common algorithms are defingd in
MP_LOAD_BALANCE_TYPE. The plugin/driver can extend this list with driver-si)ecific
algorithms. ThevAPI treats these proprietary algorithms opaquely, but provides a mechanism
for thg pluginfdriver vendor to expose a vendor and algorithm name to client applicatipns. A
client pould juse these names to populate a “pull-down” list of load balance algorithms that
includfs vendor-specific algorithms.

Some multipath drivers have load-balancing algorithms optimized for certain device types.
The device type is determined by the vendor and product IDs returned in the SCSI Inquiry
data. A plugin/driver can report its list of supported device types using
MP_DEVICE_PRODUCT_PROPERTIES.

5.3.4.3 Administrative preference — path weight

Path weight is a value assigned by an administrator specifying a preference to assign to a
path (or path logical unit). The drivers will actively use all available paths with the highest
weight (see below for clarification of available). This allows an administrator to assign a
subset of available paths for load balanced access and reserve the others as backup paths.
For symmetric access devices, all paths are considered available. For asymmetric access
devices, all paths in active target port groups are considered available.
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The range of weights (maximumWeight) supported by the driver is exposed to clients as a
plugin/driver property. A driver with no path weight capabilities should set this property to

zero. A driver with the ability to enable/disable paths should set this property
Plugins/drivers with more weight settings can set the property appropriately.

Path weight has precedence over driver policy regarding path selection. In other words
drivers understand that a path with a lower weight may be optimal, they should sti
routing to paths the administrator has assigned the highest weight.

Other APIs may impact 1/0O routing (MP_DisablePath, MP_EnablePath, MP_SetOverrid
MP_SetTPGAccess) but no other API changes the actual weight values. This approach

to 1.

, if the
Il limit

ePath,
allows

an administrator to define long-term policy using path weights and temporarily to override this

policy in order to address hardware failures, run diagnostic tests or quiesce hardware.

The default weight (prior to being set by the administrator) is the plugin/o
maximumWeight value.

Path weight shall be persisted by the plugin/driver.
Example:

A host|has four paths to a LUN on a device with asymmetric access;/in-the normal case
one and two are active and paths three and four are in standby state.,“The administrator
prefer|that:

e | during non-failover periods, I/O should be through path\J;

e | if an HBA failure impacts path 1, but the device is npot in a failover state, then
should be used; and
e | if the device is in failover state (making paths\? and 2 unusable) and all HB
functioning, then path three should be used,

To configure these preferences, the administrator’would assign weight 2 to paths o
three and weight 1 to paths two and four. Actually, the value of the weights is not impor
long ap the weights assigned to paths one and three are higher than those assigned to
two and four, respectively.

5.3.4.4 Disable load balancing —override path

The plugin/driver may optionally ‘provide an interface (MP_SetOverridePath) for an o
path. An override path is a single-path that the administrator can specify for all I/O to a
unit. Setting a preferred path'will disable load balancing. Path weights are not changeg
a path|is overridden.

5.3.4.5 Disable path

The plugin/driver may”optionally provide an interface (MP_DisablePath) to disable 3
Disabllng a path-makes it ineligible for load balancing in the future, but it may stay
while the driversimigrate activity to a different path. Path weights are not changed v
path id disabled-

5.3.5 Model overview

river’s

paths
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path 2

\s are

e and
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paths
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path.
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The mbdelforthis-APRlcontains-the-following-classes-

Library — the client library interface that front ends all the plugins;

Device product — information about a specific device supported by the driver;
Plugin — the driver-specific library implementing this API;

Proprietary load balance types — vendor name and description for driver-s

pecific

load balance algorithms; opaque to the API, provides algorithm names to applications;

Initiator port — a port on the system hosting the plugin;

o Target port — a port on the device;

o Path logical unit — represents a single initiator/target port combination acces
logical unit. May not have a corresponding OS device file name;

e Multipath logical unit — the virtual device the aggregates all paths (path logical
referencing the same logical unit; and

e Target port group —a set of target ports that share a common access state.

sing a

units)
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Figure 3 is a UML diagram that shows the relationship between the various classes of objects
in the Multipath model.

MP Library
Initiator Port Path . Target Port
7a 1 Logical Unit ;
T PortID * PortID
MP Plugin = >
/N /
OO
L
L ProprietaryLoad
BalanceTypes
D
V
Dgvice Product Multipath Target Port Group
VehdorID ! " Logical Unit .
PrgductiD —| AtcessState

Figure 3 — Relationship between various objects in the multipath model

The sjructures and APls defined below allow a client to navigate this model in onder to
discover and manipulate multipath drivers and hardware. Each class in the diagram|has a
structyre containing properties (for example, MP_INITIATOR_PORT_PROPERTIES has
propernties for an initiator  port) and an_~"API to get the properties
(MP_GetInitiatorPortProperties). Other APIs exist to allow the client to follow the assocjations
in the [diagram above. For example, the rightmost.vertical line represents an aggrega’Fon of

target |ports in a target port group; MP_GetTargetRortOidList returns a list of target port OIDs
(OIDs [act something like pointers, see 5.6.3). @ther APIs change behavior by setting sjpecific
properties or by operating on groups of objects.

Figurel 4 below is a UML instance diagram that depicts the OS/driver view of a configliration
with fdur paths connected to the same1ogical unit (for example, a RAID volume). Two initiator
ports are connected to separate pairs’ of target ports, one optimized and one non-optimized,
for the particular logical unit. TheNmodel depicts the typical MP driver behavior of treating the

multipath logical unit as an aggregation of non-MP device files rather than an aggregation of
paths.
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Multipath Logical Unit

A\
N/

Initiator Port Initiator Port
OS sees each | | | |
LU 4t Path Path Path Path
Imes Logical Unit Logical Unit Logical Unit Logical Unit
below MP
driver ‘ ‘
Target Port Target Port Target Port Target Port
] X
\/ \
Target Port Group Target-RortGroup
AccessState: Optimized AccessState: Standby

Figure 4 — Driver representation of a logical unit with multiple paths

Note fhat class/structure instances are not shared across plugin/drivers. But instanfces in
separgte plugin/drivers may map to the samg “real world” object. For example, multiple
plugin{drivers may represent the same initiator (HBA) port. A client would determineg| these
ports gre the same by comparing the port-hame (for example, FC Port WWN) properties of the
port instances from the different plugin/dnivers.
Installation and configuration of multipath drivers can be complex and hazardous. In| some
cases,| overlap between plugin/drivers could represent configurations that may be catas{rophic
for a dustomer. This APl does .nébt enforce “best practices”. It assumes that the customler has
installed drivers in a “safel ymanner. This API just reports on, and manipulateg, the
configliration.

5.4 [Client discovery.of optional behavior
5.4.1 General

Without multipath drivers, it's usually straightforward to get a list of all the disks attache¢d to a
systen; usually-this is just a list of all the device files with names indicating they are|disks.
But with MP drivers installed, it may be difficult to determine which device files are subpumed
by a Mirtual " multipath device. And the multipath driver may add additional special nafnes to
the listof-disk-devices—Theprima objective of this APl is to create a deterministic way for
management software to discover the storage resources attached to a server.

In addition to the discovery functions, this API also provides functions for active management
of multipath drivers, functions to control failover/failback and load balancing. These active
management APls are optional.

In general, support for optional behavior is exposed through properties of plugin/drivers (and
other objects). For example, MP_PLUGIN_PROPERTIES has a property canActivateTPGs
that informs a client whether this plugin supports failover/failback commands.

5.4.2 Discovery of load balancing behavior

This API has built-in support for common load balancing algorithms, but also allows plugins to
describe proprietary algorithms. These are simply exposed as opaque information that a client
can display or modify and are not actually interpreted by the API.
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The client can determine the available load balance algorithms by looking at the
supportedLoadBalanceTypes property of MP_PLUGIN_PROPERTIES returned by
MP_GetPluginProperties. If MP_LOAD_BALANCE_TYPE_PRODUCT is set in suppor-
tedLoadBalanceTypes, then the client should also use MP_GetDeviceProductOidList and
MP_GetDeviceProductProperties to get a list of target product types supported by the plugin.
If there is an MP_DEVICE_PRODUCT_PROPERTIES instance with the same vendor, product
and revision IDs as a specific logical unit, then the supportedLoadBalanceTypes property in
that MP_DEVICE_PRODUCT_PROPERTIES instance override the plugin-wide
supportedLoadBalanceTypes.

The client can determine the current load balance algorithm for a specific logical unit by

looking at the currentLoadBalanceType property of MP_MULTIPATH_LOGICAL_UNIT_-
PROPERTIES returned hy I\/IP_('-‘.AH\/IPI ngir‘nll InitPrnlnprfipq

The ¢lient can set the load balance algorithm for a specific logical  4njt’| using
MP_GgetMPLogicalUnitProperties and specifying a value other than MP_LPAD_-
BALANCE_TYPE_UNKNOWN for currentLoadBalanceType. MP_LOAD_BAIANCE_T|YPE_-
PRODWUCT is only valid if vendor, product and revision from MP_GetMPLogicalUnitProperties
match| those in an instance of MP_DEVICE_PRODUCT_PROPERTIES returng¢gd by
MP_GgtDeviceProductProperties.

The cllent can set a plugin-wide default using MP_SetPluginLoadBalanceType.

For edample, imagine an MP driver from Yoyodyne Corporation-supports the followinjg load
balanding algorithms:
e | round robin (the default);
o | least 10;
e | two algorithms created by the driver-writers forany device types (known as YY1 and
YY2);
e | an algorithm for one particular array modél:(the Acme 3500 array); and
e | the YY1 algorithm is not supported for Acme 3500 logical units.

The driver does not allow the administrator to set different load balance types for different
logical| units on a target.

There|should be 1 instance of MRLPLUGIN_PROPERTIES with the following flags |set in
suppoftedLoadBalanceTypes:

MP_LOAD_BALANCE(CROUNDROBIN 2 2h
MP_LOAD_BALANCE_TYPE_LEASTIO 8 8h
MP_LOAD_BALANCE_TYPE_PRODUCT 16 10h

MP_LOAD_BALANCE_TYPE_PROPRIETARY1 65536 10000h
MP_LOAD_BAKANCE_TYPE_PROPRIETARY2 131072 20000h

The value of supportedLoadBalanceTypes of MP_PLUGIN_PROPERTIES in hex wopld be
3001an (the.sum of these load balance type flags).

The valueof defaultLoadBalanceType in MP_PLUGIN_PROPERTIES would be MP_LPDAD_-
BALA!@\??R@'U‘NB‘RO‘BH\L

There will be an instance of MP_PROPRIETARY_LOAD_BALANCE_PROPERTIES for each
flag 65536 and up. This object has three fields, the index from above, a name for the
algorithm and a name for the vendor. So in this example, we’ll have of these objects:

e 65536, “YY1”, “Yoyodyne Corp.”

e 131072, “YY2”, “Yoyodyne Corp.”

Since MP_LOAD_BALANCE_TYPE_PRODUCT is set, there will also be an instance of
MP_DEVICE_PRODUCT_PROPERTIES for each device with special driver load support. In
this example, there will be one instance with vendor set to “ACME  “, product set to “3500 ¢,
and revision set to four nulls (this driver supports all revisions of the ACME 3500). The
supportedLoadBalanceTypes for Acme 3500 will be set to 2001ah — the same as the plugin-
wide supportedLoadBalanceTypes but without the bit for the YY1 algorithm.
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Any logical unit on an Acme 3500 array can have currentLoadBalanceType in
MP_MULTIPATH_LOGICAL_UNIT_PROPERTIES set to any of the four load balance types in
the table above.

Any logical unit of non-Acme-3500 targets can have currentLoadBalanceType set to any of
these load balance types other than MP_LOAD_BALANCE_TYPE_PRODUCT.

5.4.3 Client discovery of failover/failback capabilities

Failover only applies to asymmetric access devices. A client can discover whether a logical
unit is on an asymmetric access device by looking at the MP_MULTIPATH_-
LOGICAL_UNIT.asymmetric property.

MP_MULTIPATH_LOGICAL_UNIT. canActivateTPGs indicates support for the MP_Activate-

TPG ADL o ADL HP= | L fo.il | H HH
S LI o AT T ' PTUVIUTO TTTarnfudl TaifuvieT LAdpyaduliitco.

5.4.4 Client discovery of a driver’s OS device file name behavior

Some |multipath drivers leave the underlying OS device file names (those representing path
logicall units) on this system. This behavior can be tested with- MP_PLUGIN -
PROPERTIES.exposesPathDeviceFiles. If exposesPathDeviceFiles is set(to-false, then the
plugin|will only expose a single device file name for a multipath logical unit.
If MP| PLUGIN_PROPERTIES.exposesPathDeviceFiles is true, then_ multiple devige file
nameg are available for a multipath logical unit, one for each path.
Some [multipath drivers create OS Device Files in non-standard locations. This behavior can
be tesfed with MP_PLUGIN_PROPERTIES.deviceFileNamespace./If this property is nlll, the
device| file names associated with the plugin/driver match the “usual” platform nanes as
documented in A.3. If deviceFileNamespace is non-null jt\\is a simple regular expression
describing the format for device file names, documented in the deviceFileNamespace property
of MP|PLUGIN_PROPERTIES (see 6.24).

5.4.5 Client discovery of auto-failback capabilities

Auto-failback is a capability of some multipath drivers to resume use of a path when thle path
transitjons from unavailable to available. In sonye cases, this is accomplished with polling (the
driver pttempts 10s on unavailable paths).
MP_PLUGIN_PROPERTIES.autoFailbackSupport describes the driver's support for| auto-
failbagk. MP_AUTOFAILBACK_SUPPORT_PLUGIN indicates auto-failback is managed the
same |across all devices. MP_AUTOFAILBACK_SUPPORT_MPLU indicates auto-failback
settings are set separately. for each multipath logical unit. MP_AUTOQFAIL-
BACK| SUPPORT_PLUGINANDMPLU indicates that the both global and per-multipath Jogical
unit sgttings are supported.
If autoFailbackSupport is either MP_AUTOFAILBACK_SUPPORT_PLUGIN or MP_AUTQFAIL-
BACK|SUPPORT_PLUGINANDMPLU, then these plugin properties are defined:
pldginAutofailbackEnabled
True if the administrator has requested that auto-failback be enabled for alll paths
accessiblewvia this plugin
failbackPollingRateMax
The maximum polling rate (in seconds) supported by the driver. Zero (0) indicafes the
driven.either does not poll for auto-failback or has not provided an interface to get the
polling rate.
cuirentFailbackPollingRate
The current polling rate (in seconds) for auto-failback. This cannot exceed
failbackPollingRateMax.
If autoFailbackSupport is either MP_AUTOFAILBACK_SUPPORT_MPLU or MP_AUTOFAIL-
BACK_SUPPORT_PLUGINANDMPLU, then these multipath logical unit (MP_MULTIPATH_-
LOGICAL_UNIT_PROPERTIES) properties are defined:
autofailbackEnabled
MP_TRUE if the administrator has requested that auto-failback be enabled for this
multipath logical unit. If the plugin's autoFailbackSupport is MP_AUTOFAIL-
BACK_SUPPORT_PLUGINANDMPLU, MP_UNKNOWN is valid and indicates that
multipath logical unit has auto-failback enabled if pluginAutofailbackEnabled is true.
failbackPollingRateMax
The maximum polling rate (in seconds) supported by the driver. Zero (0) indicates the
driver either does not poll for auto-failback or has not provided an interface to set the
polling rate for multipath logical wunits. If this property and the plugin's
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failbackPollingRateMax are non-zero, this value has precedence for the associate
logical unit.

currentFailbackPollingRate
The current polling rate (in seconds) for auto-failback. This cannot exceed
failbackPollingRateMax. If this property and the plugin's currentFailbackPollingRate
are non-zero, this value has precedence for the associate logical unit.

5.4.6 Client discovery of auto-probing capabilities

Auto-probing is an optional capability to validate operational paths that are not currently being
used.
MP_PLUGIN_PROPERTIES.autoProbingSupport describes the driver's support for auto-
problng MP AUTOPROBING _SUPPORT_PLUGIN indicates auto- problng is managed the
same 3 sivals - . 53 s S—3 grobing
settinds  are set separately for each multlpath Ioglcal un|t MP AUTO-
PROB|ING_SUPPORT_PLUGINANDMPLU indicates that the both global and per-mLItipath
logicall unit settings are supported.
If autpProbingSupport is either MP_AUTOPROBING_SUPPORT_PLUGIN-or* MP_AUTO-
PROB|ING_SUPPORT_PLUGINANDMPLU, then these plugin properties arecefined:
pldginAutoProbingEnabled
True if the administrator has requested that auto-probing be- enabled for all| paths
accessible via this plugin
¢bingPollingRateMax
The maximum polling rate (in seconds) supported by the'driver. Zero (0) indicales the
driver either does not poll for auto-probing or has not‘previded an interface to et the
polling rate.
rentProbingPollingRate
The current polling rate (in seconds) for{ auto-probing. This cannot g¢xceed
probingPollingRateMax.
If aufoProbingSupport is either MP_AUTOPROBING_SUPPORT_MPLU or MP_AUTO-
PROB|ING_SUPPORT_PLUGINANDMPLU, then ‘these multipath logical unit propertigs are
definef:
aujoProbingEnabled
MP_TRUE if the administrator has‘requested that auto-probing be enabled fpr this
multipath  logical wunit. If _the plugin's autoProbingSupport is MP_AUTO-
PROBING_SUPPORT_PLUGINANDMPLU, MP_UNKNOWN is valid and indicat¢s that
multipath logical unit has auto-probing enabled if pluginAutoProbingEnabled is trjue.
¢bingPollingRateMax
The maximum polling (rate (in seconds) supported by the driver. Zero (0) indicales the
driver either does not, poll for auto-probing or has not provided an interface to et the
polling rate for.\multipath logical wunits. If this property and the pjlugin's
probingPollingRateMax are non-zero, this value has precedence for the asgociate
logical unit.
rentProbingRollingRate
The cufrent polling rate (in seconds) for auto-probing. This cannot g¢xceed
probingPollingRateMax. If this property and the plugin's currentFailbackPollingRate
arenon-zero, this value has precedence for the associate logical unit.

=

p

Cc

c

=

p

Cc

[

5.4.7 Client discovery of support for LU assignment to target port groups

If an asymmetric access device allows logical units to be assigned to target port groups,
MP_TARGET_PORT_GROUP.supportsLuAssignment will be true. This indicates that
MP_AssignLogicalUnitToTPG API is available.

5.5 Events

A long-running application may subscribe to events and be asynchronously notified of
changes. The API has two types of events:

e visibility changes — when objects appear or disappear; and
e property changes — when properties in an object change.

APIs allow clients to register or deregister for each type of event. Registration specifies the
address of a client-supplied callback method that is invoked when events occur. The client
can specify a specific object type (defaults to all object types). The client can specify a
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specific plugin (defaults to all plugins). Multiple calls allow registration for a subset of object
types and plugins.

The client can also specify “caller data” that may be used by the caller to correlate the event
to source of the registration. The plugin saves the caller data and returns it with each event.

See these subclauses for more detail about events: 6.10, 6.11, 7.5, 7.6, 7.35 and 7.36.

5.6 APl concepts
5.6.1 Library and plugins

A multipath management APl implementation that is compliant with this standard shall
facilitate common management methodologies for configurations of multipath implementations
provided by multiple vendors and installed or removed at various times. This dynamic
installation and removal shall be achieved by a software structure that is either"OS sjpecific
and fully documented by the OS vendor or as defined in this standard for an\OS indepgndent
structdre (see 5.6.2).

Functipns that are shown as mandatory but are not relevant in an OS specific implemeptation
shall return MP_STATUS_SUCCESS (e.g., MP_DeregisterPlugin).sothat applications Will not
have tp code to the specific underlying implementation.

0S-independent implementation
ultipath Management APl may be implemented u$Sing a combination of a librafy and

.other things, the library is responsible for l6ading plugins and dispatching refuests

S-independent implementation, OS, HBA or-device vendors provide plugins to manage
subsefs of target devices. Typically, a plugin will’take a request in the generic format prpvided
by thel library and then translate that request'into a vendor specific format and forwgrd the
requesgt onto the vendor’s device driver. Ip-practice, a plugin may use a DLL or shared|object
library|to communicate with the device driver. Also, it may communicate with multiple device
. Ultimately, the method a plugin uses to accomplish its work is entirely vendor specific.

Although rare, two plugins may-model the same real-world resource. This could apply to
initiatdr or target ports or even logical units. The client determines equivalence by testing the
properties that contains names/lds reported by the hardware itself (such as Port WW|Ns for
FC ports). If the client application is operating across multiple hosts, the same apprdach is
used fo look for occurrénces of the same target port of logical unit connected to multiple
hosts.|This allows a client to have a single instance that aggregates information from deveral
pluging. One consequence of this overlap is that multiple plugins may report the sameg event
to the [lient.

This grchitecture has no boot-time requirements. Plugins are registered with the cgmmon
library| when they are installed. This would typically be done when MP drivers (and/or
manadement clients) are installed on the system. The registration information is perpistent
and resides in either a regisiry or in a configuration file (see 7.37).

5.6.3 Object ID

The core element of the Multipath Management API is the object ID (OID). An object ID is a
structure that “uniquely” identifies an object. The reason uniquely is in quotes in the previous
sentence is that it is possible, though very unlikely, that an object ID would be reused and
refer to a different object.

An object ID consists of three fields:

a) An object type. This identifies the type of object, e.g. port, logical unit, etc., that the
object ID refers to;

b) An object owner identifier. This is a number that is used to uniquely identify the owner
of the object. Either the library or a plugin owns objects; and
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c) An object sequence number. This is a number used by the owner of an object, possibly
in combination with the object type, to identify an object.
The combination of these properties assures that object Ids are unique across plugins.

To a client that uses the library, object IDs shall be considered opaque. A client shall use only
documented APIs to access information found in the object ID.

There are several rules for object IDs that the library, plugins and clients shall follow. They
are:

an object ID can only refer to one object at a time;

an objeetearontyhaveone-objectib-thatreferstoitat-any-onetime—tisrotpermisqible to
have two or more object IDs that refer to the same object at the same time. In some|cases
this may be difficult, but the rule still shall be followed.

For example, suppose a HBA port is in a system. That HBA port will have an object ID} If the
HBA i$ removed and then reinserted (while the associated plugin is running):then one |of two
things|can happen;

a

~

the HBA port can retain the same object ID as it had before it was'removed; or
b) The HBA port can get a new object ID and the old object ID"will no longer be usable.

This can only happen if the same HBA is reinserted. If a HBA is'Tremoved and another HBA is
insertgd that has not been in the system while a particular instance of the library and glugins
are rumpning then that HBA port shall be given a new objegt ID.

The lirary and plugins can uniquely identify an object within their own object space by using
either |the object sequence number or by using the-object sequence number in combj|nation
with thie object type. Which method is used is up,to the implementer of the library or plugin.

Object sequence numbers shall be reused in a‘conservative fashion to minimize the possibility
that (due to wrapping of the sequence number) an object ID will ever refer to two (or|more)
differept objects in any one instance of_the library or plugin. This rule for reuse only applies to
a part|cular instance of the library aryplugin. Neither the library nor plugins are required or
expecied to persist object sequence numbers across instances.

Becaupe neither the library por'plugins are required to persist object sequence numpers a
client Using the library shall not'use persisted object IDs across instances of itself.

Similafly, different instances of the library and plugins may use different object |Ds to
represgnt the same physical entity.

5.6.4 Object D list

An object ID\list is a list of zero or more object IDs. There are several APls| e.g.,
MP_GptTargetPortOidList, that return object ID lists. Once a client is finished using an|object
ID list the client shall free the memory used by the list by calling the MP_FreeOQOidList ARI.

6 Constants and structures

6.1 MP_WCHAR

Typedef'd as a wchar_t (wchar_t is part of the ISO C programming standard ISO/IEC
9899:1999) and is available is all recent C compilers, though you may need special options to
enable it).

6.2 MP_CHAR

Typedef'd as a char. Only used in contexts where wide characters cannot be used, such as
flenames and ASCII text returned from SCSI commands.

6.3 MP_BYTE

An 8-bit unsigned value. Typedef'd as an unsigned char.
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6.4 MP_BOOL
Typedef'd to an MP_UINT32. A variable of this type can have either of the following values:

e MP_TRUE
This symbol has the value 1.

e MP_FALSE
This symbol has the value 0.

6.5 MP_XBOOL

Typedef'd to an MP_UINT32. This is an extended boolean. A variable of this type can have
any of the following values:

e | MP_TRUE
This symbol has the value 1.

e | MP_FALSE
This symbol has the value 0.

e | MP_UNKNOWN
This symbol has the value FFFFFFFFh.
6.6 |MP_UINT32

A 32-hit unsigned integer value.

6.7 |MP_UINT64

A 64-Hit unsigned integer value.

6.8 JMP_STATUS

Statu

MRB_STATUS_SUCCESS
This status value is returned when’the requested operation is successfully carri¢d out.
This symbol has a value of 0.
MR_STATUS_INVALID_PARAMETER
This status value is returned when parameter(s) passed to an API is detected to be
invalid or inappropriate-for a particular AP| parameter. If the parameter is an objgect ID,
this status indicates that the object type subfield is defined in this standard, buf is not
appropriate for thistAPI. This symbol has a value of 1.
MR _STATUS_UNKNOWN_FN
This status value is returned when a client function passed into the API is|not a
previously. registered/known function. This symbol has a value of 2.
MRB_STATUSLFAILED
This status value is returned when the requested operation could not be carrigd out.
This'symbol has a value of 3.
MRB_STATUS_INSUFFICIENT_MEMORY
This status value is returned when the APl could allocate the memory requfred to
complete the requested operation. This symbol has a value of 4.
MP_STATUS_INVALID_OBJECT_TYPE

This status value is returned when an object id includes a type subfield that is not

defined in this standard. This symbol has a value of 5.
MP_STATUS_OBJECT_NOT_FOUND

This status value is returned when the object associated with the id specified in the

APl could not be located or has been deleted. Note that an invalid object type is

covered by MP_STATUS_INVALID_OBJECT_TYPE so this status is limited to invalid

object owner identifier or sequence number. This symbol has a value of 6.
MP_STATUS_UNSUPPORTED

This status value is returned when the implementation does not support the requested

function. This symbol has a value of 7.
MP_STATUS_FN_REPLACED

This status value is returned when a client function passed into the API replaces a

previously registered function. This symbol has a value of 8.

values
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MP_STATUS_ACCESS_STATE_INVALID
This status value is returned when a device processing MP_SetTPGAccess returns a
status indicating the caller is attempting to establish an illegal combination of access
states. This symbol has a value of 9.
MP_STATUS_PATH_NONOPERATIONAL
This status is returned when communication cannot be established with the path
selected by the caller. This symbol has a value of 10.
MP_STATUS_TRY_AGAIN
This status is returned when the plugin/driver is unable to complete the request at this
time, but may be able to complete it later. This symbol has a value of 11.
MP_STATUS_NOT_PERMITTED
The operation is not permitted in the current configuration, but may be permitted in

6.9 |MP_PATH_STATE

MP_PATH_STATE is an enumeration used to indicate the status of a path. This status| is not
returngéd by APIs, but is included in MP_PATH_LOGICAL_UNIT_PROPERTES along with
other path properties.

Constpants

#define MP_PATH STATE_OKAY

#define MP_PATH STATE_ PATH ERR

#define MP_PATH STATE LU ERR

#define MP_PATH STATE RESERVED

#define MP_PATH STATE_ REMOVED

#define MP_PATH STATE TRANSITIONING
#define MP_PATH STATE_ OPERATIONAL ‘CLOSED
#define MP_PATH STATE_ INVALID ELOSED
#define MP_PATH STATE OFFLINE.CLOSED
#define MP_PATH STATE_ UNKNQWN

O 0 JO0 Ul b WN O

typedef MP UINT32 MP_PATH STATE;

Definitions

MRF_PATH_STATE_OKAY
The path is okay.
MRBP_PATH_STATE_PATH(_ ERR
The path is unusahle due to an error on this path and no SCSI status was received.
MRB_PATH_STATE_LUVERR
A SCSI status.'was received for an I/O through this path indicating an error pn the
logical unit.
MR _PATH_STATE RESERVED
The pathis unusable due to a SCSI reservation.
MR_PATH\STATE_REMOVED
The path is not used because the OS or other drivers marked the path unusable
MRB_ _PATH_TRANSIITIONING
The pafh s hraneifir\ning hetween two valid states
MP_PATH_STATE_OPERATIONAL_CLOSED

The path appears operational, but has not been opened. This state only applies to

platforms that allow paths to be opened or closed.
MP_PATH_STATE_INVALID_CLOSED

No open was attempted but background probing determined that the path was dead.
MP_PATH_STATE_OFFLINE_CLOSED

The path appears operational, but has not been opened.
MP_PATH_STATE_UNKNOWN

The path is not operational, but the exact cause is not known.

Remarks

The error states are generally discovered when an 1/O requests do not complete with
normal status. The I/O request involved in this state change may have been issued by the
multipath plugin/driver or by a user application. This standard does not require that the
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plugin/driver poll for error conditions. If these error states are known, they may be
returned; if details are not known, MP_PATH_STATE_UNKNOWN should be returned.

6.10 MP_OBJECT_VISIBILITY_FN
Format
typedef void (* MP_OBJECT_VISIBILITY_FN)(
/* in */ MP_BOOL becomingVisible,
/* in */ MP_ OID LIST *pOidList,
/* in */ void *pCallerData
) ;
Parameters
bepomingVisible

An MP_BOOL value indicating that the list of object specified by p©idLis{ have
become visible or have disappeared. A value of MP_TRUE indicates the gbjects have
become visible. A value of MP_FALSE indicates the objects have disappéared.
pdidList
A list of IDs of objects whose visibility is being changed. All objects referencegl shall
be of the same type (different types may have differentpCallerData values). All
objects referenced shall all have become visible or have disappeared.
pQallerData
The pCallerData passed into MP_RegisterForObjectVisibilityChanges. This may be
used by the caller to correlate the event to source ofcthe registration.
Remarks
Thjs type is wused to declare client functions that can be used with the
MR _RegisterForObjectVisibilityChanges and.\MP_DeregisterForObjectVisibilityChanges
AHls.
When the client function is finished using“the list referenced by pOidList, it shall free the
mgmory used by the list by calling MRz FreeOidList.
6.11 JMP_OBJECT_PROPERTY_FN
Form3t
typedef void (*)MP_OBJECT PROPERTY FN) (
/* in */MP,OID LIST *pOidList,
/* in *JAsroid *pCallerData
) ;
Parameters
pQidList
A list~of IDs of objects whose property values are being changed. All objects
referénced shall be of the same type (different types may have different pCallgrData
valles)
pCallerData
The pCallerData passed into MP_RegisterForObjectPropertyChanges. This may be
used by the caller to correlate the event to source of the registration.
Remarks
This type is wused to declare client functions that can be wused with the
MP_RegisterForObjectPropertyChanges and MP_DeregisterForObjectPropertyChanges
APls.

When the client function is finished using the list referenced by pOidList, it shall free the

me

mory used by the list by calling MP_FreeOidList.
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MP_OBJECT_TYPE

MP_OBJECT_TYPE is an enumeration used to differentiate APl objects that are referenced
by object Ids (odes). MP_OBJECT_TYPE is not directly used by clients, but is used to form

object

Ids.

Constants

#define MP_OBJECT_ TYPE_ UNKNOWN
#define MP_OBJECT TYPE PLUGIN

#define MP_OBJECT TYPE INITIATOR_ PORT
#define MP OBJECT TYPE TARGET PORT

Defini
MH

ME
MH
MH
MH
MH
MH
MH

MH

#define MP_OBJECT TYPE MULTIPATH LU
#define MP_OBJECT TYPE PATH LU

#define MP_OBJECT TYPE DEVICE_ PRODUCT
#define MP_OBJECT_ TYPE_ TARGET PORT_GROUP

typedef MP_UINT32 MP_OBJECT_TYPE;

fions
 OBJECT_TYPE_UNKNOWN

uninitialized object.

_OBJECT_TYPE_PLUGIN

Object type to identify a plugin module.
_OBJECT_TYPE_INITIATOR_PORT

Object type to identify an initiator port.
_OBJECT_TYPE_TARGET_PORT

Object type to identify an initiator port.
_OBJECT_TYPE_MULTIPATH_LU

Object type to identify the multipath-logical unit.
_OBJECT_TYPE_PATH_LU

Object type to identify the pathylogical unit.
_OBJECT_TYPE_DEVICE. PRODUCT

Object type to identify the{device product.
_OBJECT_TYPE_TARGET_PORT_GROUP

Object type to identify the target port group.
_OBJECT_TYPE_«PROPRIETARY_LOAD_BALANCE
Object type to.identify a proprietary load balance type.

o Ul W N P O

7

#define MP_OBJECT TYPE PROPRIETARY LOAD BALANCE 8

The object has an unknown type. If an object has™this type its most lik

Bly an

6.13 [MP_OID
Formgt
typedef struct _MP_OID
MP_OBJECT_TYPE objectType;
MP_UINT32 ownerId;
MP UINT64 objectSequenceNumber;
} MP_0ID;
Fields
objectType

Specifies the type of object. When an object ID is supplied as a parameter to an API
the library uses this value to ensure that the supplied object’s type is appropriate for

the API that was called.

ownerld
A number determined by the library that it uses to uniquely identify the owner of an
object. The owner of an object is either the library itself or a plugin. When an object ID
is supplied as a parameter to an API the library uses this value to determine if it

should handle the call itself or direct the call to one or more plugins.
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objectSequenceNumber
A number determined by the owner of an object, that is used by the owner possibly in
combination with the object type, to uniquely identify an object.

Remarks

Clients of the API shall treat this structure as opaque. Appropriate APIs, e.g.,
MP_GetObjectType and MP_GetAssociatedPluginOid, shall be used to extract information
from the structure.

6.14 MP_OID_LIST

Format
L,_yycdcf o LLUCTLUL _lVll_‘_UJ_J_J_J_nJ_DJ.
MP UINT32 oidCount;
MP_OID oids [1];
} MP_OID LIST;
Fields|
oidCount
The number of object IDs in the oids array.
oids
A variable length array of zero or more object IDs. There-are oidCount objects|IDs in
this array.
Remarks

Thjs structure is used by a number of APIs to return lists of objects. Any instance [of this
structure returned by an API shall be freed by a-client using the MP_FreeOQOidList AP].

Although oids is declared to be an array ofr,one MP_OID structure it can in fact qontain
anly number of MP_OID structures.

6.15 |[MP_PORT_TRANSPORT_TYPE

Constpnts

#define MP_PORT TRANSPORT TYPE UNKNOWN
#define MP_PORT\.TRANSPORT TYPE MPNODE
#define MP_PORT/ TRANSPORT TYPE FC
#define MP_PRORT TRANSPORT TYPE SPI
#define MP\DORT TRANSPORT TYPE ISCSI
#define (MP’ PORT TRANSPORT TYPE IFB

U WNPRE O

typedef MP_UINT32 MP_PORT TRANSPORT TYPE;

Definitions

MR_PORT_TRANSPORT_TYPE_UNKNOWN
Theé associated port is of an unknown transport type.
MP_PORT_TRANSPORT_TYPE_MPNODE
For initiator ports only, the associated port is known to be a virtual construct of an
underlying multipath driver.
MP_PORT_TRANSPORT_TYPE_FC
The associated port represents a Fibre Channel port. The Name for the port should be
a port WWN formatted as 16 unseparated hexadecimal digits, with no leading 0Ox.
MP_PORT_TRANSPORT_TYPE_SPI
The associated port represents a parallel SCSI port.
MP_PORT_TRANSPORT_TYPE_ISCSI
The associated port represents an iSCSI initiator or target port. The port name should
be an iSCSI name in “ign”, “eui”, or “naa” format and include “,i,0x” followed by an
ISID (for initiator ports) or “,t,0x” followed by a TGPID (for target ports).
MP_PORT_TRANSPORT_TYPE_IFB
The associated port represents a mapped Fibre Channel port on an InfiniBand
initiator. The name should be formatted as a FC PortWWN.
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Remarks

This type serves two purposes. It identifies the type of transport and the format of the
PORT_ID property.

6.16

Const

Defini

MP_ACCESS_STATE_TYPE

ants
#define MP_ACCESS_STATE ACTIVE OPTIMIZED Oh
#define MP ACCESS STATE ACTIVE NONOPTIMIZED 1h
#define MP ACCESS STATE STANDBY 2h
#define MP ACCESS STATE UNAVAILABLE 3h
#define MP ACCESS STATE TRANSITIONING Fh
#define MP_ACCESS_ STATE ACTIVE 10h
typedef MP UINT32 MP ACCESS STATE TYPE;

fions

MR_ACCESS_STATE_ACTIVE_OPTIMIZED

“All target ports within a target port group should be capable of<immediately acd]
the logical unit.”

MR_ACCESS_STATE_ACTIVE_NONOPTIMIZED

“The processing of some ... commands may operate with\lower performance thg
would if the target port were in the active/optimized target port ...access state.”

MR_ACCESS_STATE_STANDBY

The logical unit only supports a small set of management commands and n
transfer commands.

MR_ACCESS_STATE_UNAVAILABLE

“The unavailable target port ... access state\is intended for situations when the
port accessibility to a logical unit may be severely restricted due to SCSI target
limitations (e.g., hardware errors).”

MR_ACCESS_STATE_TRANSITIONING

Indicates the target device is in the process of transitioning between access
This value cannot be specified by -a client, but can be exposed to clients as a pi
of a target port group.

MR_ACCESS_STATE_ACTIVE

NOTE

(SPC-3).

Rema

Th
IS

6.17

Const

Used when the client is{requesting that target port groups be activated (usi
MP_SetTPGAccess API) but does not care whether these port groups are gi
active optimized or ‘active non-optimized state. This value will not be returng
property. This value'is not defined in ISO/IEC 14776-453 (SPC-3).

The descriptions @bove, indicated in quotation marks, are quoted or paraphrased from ISO/IEC 14
ks
s enumerated type provides the target port (group) states as descril

essing

n they

b data

target
device

states.
operty

ng the
en an
d in a

y76-453

ed in

D/IEC )14776-453 (SPC-3).

MP_LOAD BALANCE TFYPE

ants
#define MP_ LOAD BALANCE TYPE UNKNOWN 1<<0,
#define MP_LOAD BALANCE TYPE ROUNDROBIN 1<<1,
#define MP_LOAD BALANCE TYPE LEASTBLOCKS 1<<2,
#define MP_LOAD BALANCE TYPE LEASTIO 1<<3,
#define MP_LOAD BALANCE TYPE DEVICE PRODUCT 1<<4,
#define MP_LOAD BALANCE TYPE LBA REGION 1<<5,

#define MP_LOAD BALANCE TYPE FAILOVER ONLY 1<<6,
#define MP_LOAD BALANCE TYPE PROPRIETARY1 1<<16,
#define MP_LOAD BALANCE TYPE PROPRIETARY2 1<<17
// additional proprietary types

typedef MP_UINT32 MP_LOAD_ BALANCE TYPE;
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Definitions

MP_LOAD_BALANCE_TYPE_UNKNOWN
The load balance object has an unknown type. If the load balance field has this type
then, it is most likely an uninitialized object.

MP_LOAD_BALANCE_TYPE_ROUNDROBIN
Load balancing object type that is associated with the algorithm that performs load
balancing in a round robin manner.

MP_LOAD_ BALANCE_TYPE_LEASTBLOCKS
Load balancing object type that is associated with the algorithm that performs load
balancing using the least blocks as a criteria to select a path for forwarding the
request.

MP_LOAD_BALANCE_TYPE_LEASTIO

Load balancing object type that is associated with the algorithm that perform|s load

balancing using the least used IO path as a criteria for forwarding the request:

MF_LOAD_ BALANCE_TYPE_DEVICE_PRODUCT

The load balance algorithm is optimized for the device specified in the

MP_DEVICE_PRODUCT_PROPERTIES class associated with the logical unit.

MR_LOAD_BALANCE_TYPE_LBA_REGION

Load balancing object type that is associated with the algorithm. that perform|s load

balancing using the sequential stream detection algorithm.

MR _LOAD_BALANCE_TYPE_FAILOVER_ONLY

Set in MP_DEVICE_PRODUCT_PROPERTIES when the(plugin/driver has detefrmined

that the device supports SCSI 2 RESERVE/RELEASE. Used by API clients to indicate

that SCSI 2 reservations are in use and multipathing is only to be used for failovgr.

MR_LOAD_BALANCE_TYPE_PROPRIETARYXx

The load balance algorithm is proprietary. This. bit mask supports up to gixteen

proprietary types.

Remarks

Plugin support for device-type specific loadalance types is expressed through insfances
of IMP_DEVICE_PRODUCT_PROPERTIES. If this property is MP_LOAD_BALANCE_-
TYJPE_DEVICE_PRODUCT then the vendor, product and revision properties of the Jogical
un|t shall match those of instances of MP_DEVICE_PRODUCT_PROPERTIES. In cqntexts
whiere MP_LOAD_BALANCE_TYRE refers to the current or default value, a singje flag
should be set or the value should-be zero if no load balancing algorithm is in use.

See MP_PROPRIETARY_LOAD_BALANCE_PROPERTIES.
6.18 [MP_PROPRIETARY,_PROPERTY

Formagt
typede®€ .struct MP PROPRIETARY PROPERTY
{
MP WCHAR name [16] ;
MP_WCHAR value [48];
})) MP_ LIBRARY PROPERTIES;
Field
name
A null terminated Unicode string containing the name of the proprietary property.
value
A null terminated Unicode string containing the value associated with the proprietary
property.
Remarks

A name and value for a proprietary property. Arrays of proprietary properties are included
in some data structures.
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6.19 MP_PROPRIETARY_LOAD_BALANCE_PROPERTIES

Format
typedef struct MP PROPRIETARY LOAD BALANCE PROPERTIES
MP_ LOAD BALANCE TYPE typeIndex;
MP_WCHAR name [256] ;
MP_WCHAR vendorName [256] ;
MP_ UINT32 proprietaryPropertyCount;
MP_PROPRIETARY PROPERTY proprietaryProperties([8];
} MP_PROPRIETARY LOAD BALANCE PROPERTIES;
Field
tygelndex
The value (65536 or greater) representing a vendor-specific load balancesalgorithm.
name

A name for the vendor-specific load-balancing algorithm. This name i§ enly meapingful
to a vendor-specific client application.

vepdorName

A name for the vendor associated with the load-balancing algofithm.
proprietaryPropertyCount

The count of proprietary properties (less that or equal to gight) supported.
proprietaryProperties

A list of proprietary property name/value pairs.

Remarks
This structure is optional and allows a vendor{fo¥add up to 16 vendor-specifiq load-
balance algorithms to the load balance bit maps.used in logical unit and plugin propgrties.

See MP_LOAD_BALANCE_TYPE

6.20 [\IIIP_LOGICAL_UNIT_NAME_TYPE

nts

#define MP_LU NAME,TYPE UNKNOWN 0
#define MP_LU NAME_TYPE VPD83 TYPE1 1
#define MP_LU NAME TYPE VPD83 TYPE2 2
3
4

Const

#define MP_LU (NAME TYPE VPD83 TYPE3
#define MP_LU.NAME TYPE DEVICE SPECIFIC

typedef ;MR/UINT32 MP_LOGICAL UNIT NAME TYPE;

Definitions

MRB_LOGICAL_UNIT_NAME_TYPE_UNKOWN
The <interpretation of the name for the logical unit is unknown. Use of this value is
discouraged and should only be used if the name is derived from some other|driver
rather than directly from a SCSI Inquiry command.
MPTU_NAME _TYPE_VPD83_TYPET
The name is derived from SCSI Device ldentification VPD page (i.e., page 83h),
Association 0, Type 1.
MP_LU_NAME_TYPE_VPD83_TYPE2
The name is derived from SCSI Device ldentification VPD page (i.e., page 83h),
Association 0, Type 2.
MP_LU_NAME_TYPE_VPD83 TYPE3
The name is derived from SCSI Device ldentification VPD page (i.e., page 83h),
Association 0, Type 3.
MP_LU_NAME_TYPE_DEVICE_SPECIFIC
The name is derived from a device product specific command.

Remarks

ISO/IEC 14776-453 (SPC-3) allows for several different representations of logical unit
names. This property is an enumerated type for commonly used formats.
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6.21 MP_LIBRARY_PROPERTIES

Format
typedef struct MP LIBRARY PROPERTIES

{

MP_UINT32 supportedMpVersion;
MP_WCHAR vendor [256] ;

MP_WCHAR implementationVersion[256] ;
MP_CHAR fileName [256] ;

MP_WCHAR buildTime [256] ;

} MP_LIBRARY PROPERTIES;

Fieldsl
supportedMpVersion

The version of the Multipath Management APl implemented by the library. Thg value

returned by a library for the API as described in this document is one.

vepdor

A null terminated Unicode string containing the name of the yendor that created the

binary version of the library.

implementationVersion

A null terminated Unicode string containing the implementation version of the [library

from the vendor specified in vendor.

filgName

A null terminated ASCII string ideally containing‘the path and file name of the [library

that is filling in this structure.

If the path cannot be determined then this “field will contain only the nam¢

extension if applicable) of the file of the library. If this cannot be determined then this

field shall be an empty string.

bulldTime

The time and date that the library was built.

c

6.22 EIIP_AUTOFAILBACK_SUPPORT

Constpnts

#define MP_AUTOFAILBACK SUPPORT_ NONE 0
#define MP_AUTOFAILBACK SUPPORT PLUGIN 1
#define MP\AUTOFAILBACK SUPPORT MPLU 2
#define (MP AUTOFAILBACK SUPPORT PLUGINANDMPLU 3

typedef MP_UINT32 MP_AUTOFAILBACK_SUPPORT;

Definitions

MRB_AUTOFAILBACK_SUPPORT_NONE
The implementation does not support auto-failback
MP_AUTOFAILBACK_SUPPORT_PLUGIN
The implementation supports auto-failback properties and APIs across the entire
plugin.
MP_AUTOFAILBACK_SUPPORT_MPLU
The implementation supports auto-failback properties and APIs for individual multipath
logical units.
MP_AUTOFAILBACK_SUPPORT_PLUGINANDMPLU
The implementation supports auto-failback properties and APIs for plugins and
individual multipath logical units.

Remarks

Auto-failback is the capability of the implementation to discover that a path has reverted to
a usable state and to resume using the path. If the implementation supports auto-failback,
then it supports the MP_SetFailbackPollingRate APl or shall assure
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MP_PLUGIN_PROPERTIES failbackPollingRateMax is set to 0 (indicating polling is not
performed or the rate is not tunable).

6.23 MP_AUTOPROBING_SUPPORT

Constants

#define MP_AUTOPROBING SUPPORT NONE

#define MP_AUTOPROBING SUPPORT PLUGIN
#define MP_AUTOPROBING SUPPORT MPLU

#define MP_AUTOPROBING SUPPORT PLUGINANDMPLU

typedef MP_UINT32 MP_AUTOPROBING_SUPPORT;

Definitions

MR_AUTOPROBING_SUPPORT_NONE

The implementation does not support auto-probing.
MF_AUTOPROBING_SUPPORT_PLUGIN

The implementation supports auto-probing properties and APIs, ‘across the|entire
plugin.
MR_AUTOPROBING_SUPPORT_MPLU
The implementation supports auto-probing properties and ARIls Tor individual m{ltipath
logical units.
MF_AUTOPROBING_SUPPORT_PLUGINANDMPLU
The implementation supports auto-probing properties”™ and APIs for plugins and
individual multipath logical units.

Remarks

Aufo-probing is the capability of the implementation to discover state changes in| paths
thgt are not being used. Paths may not be used because of administrative weight ¢r path
override configurations. If the implementation supports auto-probing, then it suppofts the
MR_SetProbingPollingRate  API or x\ shall assure MP_PLUGIN_PROPERTIES
probingPollingRateMax is set to 0 (indicating polling is not performed or the rate|is not
tunable).

6.24 |MP_PLUGIN_PROPERTIES

Format
typedef struct\/MP_PLUGIN_PROPERTIES

MP_ UINZT32 supportedMpVersion;
MP_WCQHAR vendor [256] ;

MP_WCHAR implementationVersion[256] ;
MP)._CHAR fileName[256] ;

MP WCHAR buildTime [256] ;

MP_WCHAR driverVendor [256] ;

MP_CHAR driverName [256] ;

MP_WCHAR driverVersion[256] ;
MP_UINT32 supportedLoadBalanceTypes;
MP_BOOL canSetTPGAccess;

MP_BOOL canOverridePaths;

MP_BOOL exposesPathDeviceFiles;
MP_CHAR deviceFileNamespace [256] ;
MP_BOOL onlySupportsSpecifiedProducts;
MP_UINT32 maximumWeight;
MP_AUTOFAILBACK_SUPPORT autoFailbackSupport;
MP_BOOL pluginAutoFailbackEnabled;
MP_UINT32 failbackPollingRateMax;
MP_UINT32 currentFailbackPollingRate;
MP_AUTOPROBING_ SUPPORT autoProbingSupport;
MP_BOOL pluginAutoProbingEnabled;

MP_UINT32 probingPollingRateMax;


https://iecnorm.com/api/?name=4a8d73c60262e932cdfed71ea1575a1f

- 34 - 11002 © ISO/IEC:2008(E)

MP_ UINT32 currentProbingPollingRate;
MP_LOAD_ BALANCE TYPE defaultloadBalanceType
MP_UINT32 proprietaryPropertyCount;

MP_PROPRIETARY PROPERTY proprietaryProperties([8];
} MP_PLUGIN PROPERTIES;

Fields

supportedMpVersion
The version of the Multipath Management API implemented by a plugin. The value
returned by a library for the API as described in this document is one.
vendor
A null terminated Unicode string containing the name of the vendor that created the
bimary verston of the piugim.
implementationVersion
A null terminated Unicode string containing the implementation version of‘\the|plugin
from the vendor specified in vendor.
filgName
A null terminated ASCII string ideally containing the path and file,name of the|plugin
that is filling in this structure.
If the path cannot be determined then this field will contain,only the namg¢
extension if applicable) of the file of the plugin. If this cannot’be determined thén this
field will be an empty string.
bulldTime
The time and date that the plugin that is specified by this“structure was built.
driverVendor
A null terminated Unicode string containing thename of the multipath driver yendor
associated with this plugin.
driverName
A null terminated ASCII string containingcthe name of the multipath driver assqciated
with the plugin.
drijerVersion
A null terminated Unicode string containing the version number of the multipath driver.
bportedLoadBalanceTypes
A set of flags representing the\load balance types (MP_LOAD_BALANCE_T|YPES)
supported by the plugin/drivef.as a plugin-wide property.
canSetTPGAccess
A boolean indicating .whether the implementation supports activating targgt port
groups.
canOverridePaths
A boolean indicating whether the implementations supports overriding paths. $etting
this to true~ jindicates MP_SetOverridePath and MP_CancelOverridePath are
supported.
pbosesPathDeviceFiles
A boolgan indicating whether the implementation exposes (or leaves exposed) device
files<forthe individual paths encapsulated by the multipath device file. This is typically
true for MP drivers that sit near the top of the driver stack.
deyiceFileNamespace
A strimg Tepresenting the prinmary fitemames thedriver uses for muttipattrfogical units,
if those filenames do not match the names in A.1. The name is expressing in the
following format:
“*’ represents one or more alphanumeric characters
‘# represents a string of consecutive digits (e.g. ‘5’, “123’)
‘%’ represents a string of hexadecimal digits (e.g. ‘6101a45’)
‘\’ is an escape character for literal presentation of *, #, or % (e.g. ‘[u\#5’)
any other character is interpreted literally
For example, “/dev/vx/dmp/*”
If the multipath driver creates multipath logical unit device file names in the same
manner as OS device files, then this property should be left null.
onlySupportsSpecifiedProducts
A boolean indicating whether the driver limits multipath capabilities to certain device
types. If true, then the driver only provides multipath support to devices exposed

S
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through MP_DEVICE_PRODUCT_PROPERTIES instances. If false, then the driver
supports any device that provides standard SCSI logical unit identifiers.

maximumWeight
Describes the range of administer settable path weights supported by the driver. A
driver with no path preference capabilities should set this property to zero. A driver
with the ability to enable/disable paths should set this property to 1. Drivers with more
weight settings can set the property appropriately.

autoFailbackSupport
An enumerated type indicating whether the implementation supports auto-failback at
the plugin level, the multipath logical unit level, both levels or whether auto-failback is
unsupported.

plug|nAutoFa|IbackEnabIed

at—phogin-wide operty is
undefmed if autoFallbackSupport is MP AUTOFAILBACK SUPPORT NONE or
MP_AUTOFAILBACK_SUPPORT_MPLU.
failbackPollingRateMax
The maximum plugin-wide polling rate (in seconds) for auto-failback supported |by the
driver. Undefined if autofailbackSupport is MP_AUTOFAILBACK_SURPORT_NOQNE or
MP_AUTOFAILBACK_SUPPORT_MPLU. If the plugin/driver supports auto-failback
without polling or does not provide a way to set the polling rate, then this shall|be set
to zero (0).This value is set by the plugin and cannot be modified by users.

cufrentFailbackPollingRate
The current plugin-wide auto-failback polling rate,(in seconds). Undefiped if
autofailbackSupport is MP_AUTOFAILBACK_SUPPORT_NONE or
MP_AUTOFAILBACK_SUPPORT_MPLU. Canpot be more that
failbackPollingRateMax.

aufoProbingSupport

An enumerated type indicating whether the_implementation supports auto-prolying at
the plugin level, the multipath logical unit, level, both levels or whether auto-proping is
unsupported.
dginAutoProbingEnabled
A boolean indicating that plugin-wide auto-probing is enabled. This property is
undefined if autoProbingSuppoft* is MP_AUTOPROBING_SUPPORT_NONE or
MP_AUTOPROBING_SUPPORT_"MPLU.
¢bingPollingRateMax

The maximum plugin-wide polling rate (in seconds) for auto-probing supported |by the
driver. Undefined if autoRrobingSupport is MP_AUTOPROBING_SUPPORT_NONE or
MP_AUTOPROBING_SWYPPORT_MPLU. If the plugin/driver supports auto-grobing
without polling or doés not provide a way to set the probing polling rate, then this shall
be set to zero (0)&xThis value is set by the plugin and cannot be modified by usefs.

p

=
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cufrentProbingPollingRate
The current “-plugin-wide auto-probing polling rate (in seconds).Undefined if
autoProbingSupport is MP_AUTOPROBING_SUPPORT_NONE or
MP_AUTOPROBING_SUPPORT_MPLU. Cannot be more that probmgPoIInga Max.
de auItLoadBaIanceType

The jJload balance type that will be used by the driver for devices (without a

correspondmg MP DEVICE PRODUCT PROPERTIES instance) unless overridflen by
odus operties

matchmg a MP DEVICE PRODUCT PROPERTIES mstance WI|| default to a device-

specific load balance type

proprietaryPropertyCount

The count of proprietary properties (less that or equal to eight) supported.
proprietaryProperties
A list of proprietary property name/value pairs.

6.25 MP_DEVICE_PRODUCT_PROPERTIES

Format
typedef struct MP DEVICE PRODUCT_ PROPERTIES

{

MP_CHAR vendor [8] ;
MP_CHAR product [16] ;
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MP_CHAR revision[4]
MP_ UINT32 supportedLoadBalanceTypes;
} MP_DEVICE PRODUCT PROPERTIES;
Fields
vendor

Eight bytes of ASCII data identifying the vendor of the device product. Corresponds to
the VENDOR IDENTIFICATION field in the SCSI INQUIRY response.

product
Sixteen bytes of ASCII data. Corresponds to the PRODUCT IDENTIFICATION field in
the SCSI INQUIRY response. This field can be set with null in all bytes if all devices
with the same vendor and revision fields are treated identically by the plugin.

reyision
Four bytes of ASCII data. Corresponds to the PRODUCT REVISION LEVEL field in the
SCSI INQUIRY response. This field can be set with null in all bytes if all_ devices with
the same vendor and product fields are treated identically by the plugin,
supportedLoadBalanceTypes
A set of flags representing the load balance types (MP_LOAD_BALANCE_T|YPES)
supported by the device product instance.
Remarks
Sefe the remarks under MP_LOAD_BALANCE_TYPE (see 6.17),
6.26 |MP_MULTIPATH_LOGICAL_UNIT_PROPERTIES
Form3t
typedef struct MP MULTIPATH LOGLGAL UNIT PROPERTIES
MP_CHAR vendor [8]¢
MP_CHAR product [26] ;
MP_CHAR revisbdon[4] ;
MP_ CHAR name {2561 ;
MP_LOGICAL UNIT NAMEJTYPE nameType;
MP_CHAR deviceFileName [256] ;
MP_BOOL asymmetric;
MP_OID overridePath;
MP_LOAD_BALANCE TYPE currentLoadBalanceType;
MP_UINT32 logicalUnitGrouplID;
MP_XBOOL autoFailbackEnabled;
MP_UINT32 failbackPollingRateMax;
MP_UINT32 currentFailbackPollingRate;
MP,XBOOL autoProbingEnabled;
MPLUINT32 probingPollingRateMax;
MP UINT32 currentProbingPollingRate
MP_ UINT32 proprietaryPropertyCount;
MP_ PROPRIETARY PROPERTY proprietaryProperties|[8];
} MP MULTIPATH LOGICAL UNIT PROPERTIES;
Fields
vendor

Eight bytes of ASCII data identifying the vendor of the device product. Corresponds to
the VENDOR IDENTIFICATION field in the SCSI INQUIRY response.

product
Sixteen bytes of ASCII data. Corresponds to the PRODUCT IDENTIFICATION field in
the SCSI INQUIRY response. This field can be set with null in byte 0 if all devices with
the same vendor field are treated identically by the plugin.

revision
Four bytes of ASCII data. Corresponds to the PRODUCT REVISION LEVEL from the
SCSI standard inquiry response. This field can be set with null in byte 0 if all devices
with the same vendor and product fields are treated identically by the plugin.

name
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The name of the device derived from SCSI Inquiry data If the name is derived from
SCSI Device Identification VPD page (i.e., page 83h) and the CODE SET field is 1
(binary), it is translated to hexadecimal-encoded binary.
nameType
The source of the name property.
deviceFileName
The name of the device file representing the consolidated multi-path device. This
name shall comply with A.3.
asymmetric
A boolean indicating whether the underlying logical unit has asymmetric access.
overridePath
The ID of a path object only set when an administrator explicitly sets a path.
CU ICIIt:UGdBG:GIIbUTyPU
The current load balancing preference assigned to this logical unit.
logicalUnitGroupID
The identifier shared by all logical units in a target device that always shared a
common access state. If an APl request (MP_SetTPGAccess, MP- EnablePath,
MP_DisablePath) forces 10s through a Target Port Group with a different accesqd state,
then the target device will force all logical units with a common logicalUnitGroypID to
the same access state change.
This property shall correspond to the SCSI logical unit gfoup identifier in a SCSI
Device Identification VPD page (i.e., page 83h) responseIf the target device does
not support this SCSI identifier and the plugin understands’a proprietary technique for
determining groups of logical units that share accessstate, then the plugin/drivgr shall
generate a value that acts equivalently to the SCSI defined logical unit|group
behavior. If the target does not support the SCSl/logical unit group identifier and the
plugin knows the target has symmetric access,through all ports, then the plugip shall
set this property to zero. If the target does not.support the SCSI page 83h logiqgal unit
group identifier and the plugin does not .have proprietary knowledge of logicpl unit
groups, then this shall be set to FFFFFFEEFh.
aufoFailbackEnabled
MP_TRUE if the administrator has\requested that auto-failback be enabled fpr this
multipath logical unit. If the gplugin's autoFailbackSupport is MP_AUTOQFAIL-
BACK_SUPPORT_PLUGINANDMPLU, MP_UNKNOWN is valid and indicates that
multipath logical unit has auto-failback enabled if pluginAutoFailbackEnabled is true.
Undefined if the plugin's autoFailbackSupport property is MP_AUTOQFAIL-
BACK_SUPPORT_NONEer MP_AUTOFAILBACK_SUPPORT_PLUGIN.
failbackPollingRateMax
The maximum polling-rate (in seconds) supported by the driver. Zero (0) indicales the
driver either does not poll for auto-failback or has not provided an interface to get the
polling rate ~fef multipath logical units. If this property and the pjugin's
failbackPollingRateMax are non-zero, this value has precedence for the asgociate
logical uniti;Undefined if the plugin's autoFailbackSupport property is MP_AUTOQFAIL-
BACK_SUPPORT_NONE or MP_AUTOFAILBACK_SUPPORT_PLUGIN.
rentFailbackPollingRate
Thé jcurrent polling rate (in seconds) for auto-failback. This cannot ¢xceed
failbackPollingRateMax. If this property and the plugin's currentFailbackPollingRate
alc TIUTI=4ZCI1U, thlb va:uc :—IGD pIUbGdGIIbG fUI thc GOOUb;GtU :uyi\;a: Ullit. Ulldcfillcu |f the
plugin's autoFailbackSupport property is MP_AUTOFAILBACK_SUPPORT_NONE or
MP_AUTOFAILBACK_SUPPORT_PLUGIN.
autofProbingEnabled
MP_TRUE if the administrator has requested that auto-probing be enabled for this
multipath  logical wunit. If the plugin's autoProbingSupport is MP_AUTO-
PROBING_SUPPORT_PLUGINANDMPLU, MP_UNKNOWN is valid and indicates that
multipath logical unit has auto-Probing enabled if pluginAutoProbingEnabled is true.
Undefined if the plugin's autoProbingSupport property is MP_AUTO-
PROBING_SUPPORT_NONE or MP_AUTOPROBING_SUPPORT_PLUGIN.
probingPollingRateMax
The maximum polling rate (in seconds) supported by the driver. Zero (0) indicates the
driver either does not poll for auto-Probing or has not provided an interface to set the
polling rate for multipath logical wunits. If this property and the plugin's
probingPollingRateMax are non-zero, this value has precedence for the associate

Cc
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logical unit. Undefined if the plugin's autoProbingSupport property s
MP_AUTOPROBING_SUPPORT_NONE or MP_AUTOPROBING_SUPPORT_PLUGIN.
currentProbingPollingRate
The current polling rate (in seconds) for auto-probing. This cannot exceed
probingPollingRateMax. If this property and the plugin's currentProbingPollingRate are
non-zero, this value has precedence for the associate logical unit. Undefined if the
plugin's autoProbingSupport property is MP_AUTOPROBING_SUPPORT_NONE or
MP_AUTOPROBING_SUPPORT_PLUGIN.
proprietaryPropertyCount
The count of proprietary properties (less that or equal to eight) supported.
proprietaryProperties
A list of proprietary property name/value pairs.

Remarks

MRP_MULTIPATH_LOGICAL_UNIT_PROPERTIES represents an aggregationy-of [ paths
preésented as a virtual device to applications (or drivers higher in the.stack)| Each
MR_PATH_LOGICAL_UNIT_PROPERTIES has a set of asseciated paths
(MP_PATH_LOGICAL_UNIT_PROPERTIES).

6.27 |MP_PATH_LOGICAL_UNIT_PROPERTIES

Formdt
typedef struct MP PATH LOGICAL UNIT PROPERTIES
MP_UINT32 weight;
MP PATH STATE pathState;
MP_BOOL disabkled;
MP_OID initiatorPort0id;
MP_OID taxgetPort0Oid;
MP_OID logicalUnit0Oid;
MP UINT64 logicalUnitNumber;
MP_ CHAR deviceFileName [256] ;
MP_UINT32 busNumber;
MP_UINT32 portNumber;
} MP_PATH LOGICAL UNIT PROPERTIES;
Fieldj
welight

The administrator-assigned weight of the path. By default (unless specified py the
administrator), ali>paths are assigned the maximum weight supported by the|driver
(MP_PLUGIN(BROPERTIES.maximumWeight).
pathState
The path/state.
digabled
A boolean indicating that the path is disabled explicitly by the MP_DisablePath |API or
path-weight configuration or implicitly due to path failures.
inifiatefPortOid
The object ID of the initiator port associated with the path.
targetPortOid
The object ID of the target port associated with the path.
logicalUnitOid
The object ID of the multipath logical unit associated with the path logical unit.
logicalUnitNumber;
The SCSI logical unit number as a SCSI architecture model (SAM) eight-byte value.
Note that in typical cases, the logical unit number.
deviceFileName
The name of the OS device file representing this path, if one exists.
busNumber
On Windows, the bus number associated with the initiator port. Undefined for other
platforms.
portNumber
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On Windows, the port number associated with the initiator port. Undefined for other

platforms.

Remarks

As used throughout this standard, the term “path” applies to a combination of a target
port, initiator port and logical unit. Unlike other object/structures defined by this standard,
a path does not represent a particular object from the real world, but represents an
association between real-world objects. Treating the path as a data-structure allows us to
assign it an object ID and treat it like other API objects.

6.28 MP_INITIATOR_PORT_PROPERTIES

Format
typedef struct MP INITIATOR PORT_ PROPERTIES
MP_CHAR portID[256] ;
MP_ PORT TRANSPORT TYPEportType;
MP_CHAR osDeviceFile[256];
MP_WCHAR osFriendlyName [256] ;
} MP_INITIATOR PORT PROPERTIES
Fields]
po[tiD

pof[tType
The transport type of the port.
osPeviceFile

osfriendlyName

likely use to refer to the port, if known.

Remarks

In| order to assure interoperability, portID shall be formatted consistently

implementations.

The OS device file name representing theiport on the system. See A.2.

An administrator-friendly name for anxinitiator port. A name that an administrator

The name of the port. This should be a worldwide unique name defined per trapsport-
specific standards; such as a FC port WWN.

would

ACross

MP_PORT_TRANSPORT-TYPE_MPNODE

A string representing a platform-specific

special device file as described in A.3.

MP_PORT_TRANSRORT_TYPE_FC

A PortWWN formatted as 16 unsep

arated

unseparated upper case hex digits.

upper case hex digits (e.g.
'21000020372D3C73")

MP_PORT {JRANSPORT_TYPE_SPI A host/platform name for the port. This is
not an interoperable solution, but SP| ports
typically lack names.

MP_PORT_TRANSPORT_TYPE_ISCSI The port name is a string and SHALL be an
iSCSI name in “ign”, “eui”, or “naa” [format
as described in the iISCSI RFCs.

MP_PORT_TRANSPORT_TYPE_IFB InfiniBand Global Identifier formatted as 32

6.29 MP_TARGET_PORT_PROPERTIES

Format

typedef struct MP TARGET PORT PROPERTIES

MP_CHAR portID[256];
MP_UINT32 relativePortID

} MP_TARGET_ PORT_ PROPERTIES
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Fields

portiD
The name of the port. This should be a worldwide unique name defined in transport-
specific standards; such as a FC port WWN.

relativePortID
An integer identifier for the target port. This corresponds to the relative target port
identifier field in a SCSI Management Network Addresses VPD page (l.e., VPD page
85h, see ISO/IEC 14776-453 (SPC-3)) response, type 4h identifier. Note that this
value is constrained to 16 bits in ISO/IEC 14776-453 (SPC-3) and that 0 is reserved. If
the target device does not support this interface, this property shall be synthesized by
the plugin — set this to 1 for port A, 2 for port B, etc.

Remarks

Sefe the remarks above for MP_INITIATOR_PORT_PROPERTIES (see 6.28).
6.30 [MP_TARGET_PORT_GROUP_PROPERTIES

Formdt
typedef struct MP TARGET PORT GROUP_PROPERTIES
MP_ACCESS STATE TYPE accessState;
MP_BOOL explicitFailover;
MP_BOOL supportsLulfsgignment;
MP_BOOL preferredLuPath;
MP_UINT32 tpgID
} MP_TARGET_PORT_GROUP_PROPERTIESS
Fields]
acgessState

The access state as defined in ISO/IEG.44776-453 (SPC-3).
explicitFailover

Set to true if the target device supports an explicit command to set target port| group
access state (such as the SCSI.SET TARGET PORT GROUPS command)
pportsLuAssignment

A boolean indicating whether-the device supports assigning logical units to target port
groups. This capability .is_not based on a standard, but some devices provide [this to
allow an administrator te*optimize throughput by selecting which ports should b¢ used
to access specific logical units.
gferredLuPath

A boolean to ,identify the preferred path to the associated logical units (PREF|bit as
described in ISQ/IEC 14776-453 (SPC-3)) or a vendor-specific interface.
tpgld

An integef-identifier for the target port group. This corresponds to the TARGET|PORT
GROUR-field in the REPORT TARGET PORT GROUPS response and the TARGET
PORT GROUP field in a SCSI Device Identification VPD page (i.e., pagéeé 83h)
résponse, type 5h identifier.

S
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6.31 MP_TPG_STATE_PAIR

Format

typedef struct _MP_ TPG_STATE PAIR
MP_OID tpgOid;
MP_ACCESS_STATE TYPE desiredState;
} MP_TPG STATE PAIR;

Fields

tpgOid

The object ID of a target port group instance.
state

The desired state of the target port group.
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Remarks
This structure is mandatory if the plugin supports the MP_SetTPGAccess method.

7 APlIs

7.1 APl overview
APIs to return properties of an object

Many of the APIs return properties of objects. These APIs have names like
Puget<object-type>Properties, for example, MP_GetTargetPortProperties.

APIls that-associateobject-instances

Some| APIs return object IDs of objects related to another object. For-.example,
MP_GpgtTargetPortOIDList returns a list of IDs of target port objects that comprise a [Target
Port Group.

APls that perform multipath tasks

MP_DisableAutoProbing, MP_DisablePath, MP_EnableAutoFailback,{MP_EnableAutoPfobing,
MP_EnablePath, MP_SetLogicalUnitLoadBalanceType, MP_SetOverridePath,
MP_Se¢tPathWeight, MP_SetPluginLoadBalanceType, MP_SetPollingRate and
MP_S¢tTPGAccess.

Includes MP_AssignLogicalUnitToTPG, MP_CancelOverridePath, MP_DisabIeAutoFa’Eback,

Convehience methods

These|APIs are not related to multipathing, but providé common programming tasks for clients
— MP_[CompareQOids, MP_FreeOidList, MP_GetAssociatedPluginOid, MP_GetObjectTyp

W

APIls nelated to installation
MP_DeregisterPlugin and MP_RegisterPlugin
APIs related to events

MP_DeregisterForObjectPropertyChanges, MP_DeregisterForVisibilityChanges,
MP_RegisterForObjectPropertyChranges, MP_RegisterForVisibilityChanges,
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A typical client task starts by discovering a subset of the classes by making a sequence of
API calls. Once this subset is discovered, the client may display the results or issue another
API call to make a change requested by the user. The general discovery pattern in this APl is
to use an association API to get a list of associated object IDs, then use a properties APl on
each object ID to get the details.

The diagram below helps a developer understand which API calls are needed for discovery.
The dashed lines include the function name that a client will use to determine which other
objects (the arrow end of the line) are associated to a given object (the line-end without an

arrow).
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ery of a model subset typically starts at the library (upper left), finds associated f
the dashed lin€))by calling GetPluginOidList, then uses GetPluginProperties
details. After that, the client has choices which other classes to navigate, depend
rticular task. If.the task requires a list of initiator ports, follow the dashed line to i
call GetlnitiatorPortOidList) and get the details using GetlnitiatorPortProperties
r ports, \GetAssociatedPathOidList returns a list of paths. The same leapfrog ap
used\{o determine which API functions are useful in discovering various subsets|
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7.2
Synopsis

MP_AssignLogicalUnitToTPG

Assign a multipath logical unit to a target port group.

Prototype

MP_ STATUS MP AssignLogicalUnitToTPG (
/* in */MP_OID
/* in */MP_OID

) i
Parameters
tpgOid

tpg0id;
luoid;
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An MP_TARGET_PORT_GROUP object ID. The target port group currently in
access state that the administrator would like the LU assigned to.
luOid

An MP_MULTIPATH_LOGICAL_UNIT object ID.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when tpgOid or luOid does not specify any valid object type. This is
most likely to happen if an uninitialized object ID is passed to the API.
MP_STATUS_INVALID_PARAMETER
Returned when tpgOid has a type subfield other than
MP_OBJECT_TYPE_TARGET_PORT_GROUP or /uOid has a type subfield

other than MP_OBJECT_TYPE_MULTIPATH_LU.
MR_STATUS_OBJECT_NOT_FOUND

Returned when tpgOid or luOid owner ID or object sequence number is invalid.
MR_STATUS_UNSUPPORTED

Returned when the APl is not supported.

MR_STATUS_SUCCESS

Returned when the operation is successful.

Remarks

Only valid if the target port group supportsLuAssignment is true. This capability
defined in SCSI standards. In some cases, devices supporb this capability throug

active

is not
N non-

SdSI interfaces. This method is only used when devices support this capability through

venhdor-specific SCSI commands.

Atfany given time, each LU will typically be associated with two target port groups,
aclive state and one in standby state. Thedlresult of this APl will be that t
asfociations change to a different pair of targetport groups. The caller should sped
obfect ID of the desired target port group in @ctive access state.

Suppqrt
Ogtional.

See also
MP_GetAssociatedTPGOidList

MRB_GetMPLuOidListFromTPG
MR_TARGET_PORT\NGROUP_PROPERTIES.supportsLuAssignment
7.3 |[MP_CancelQverridePath

Synopsis

Protofype

one in
he LU
ify the

CTceI a.path override and re-enable load balancing.

MP_STATUS MP_ CancelOverridePath/(
/* in */ MP_OID logicalUnit0Oid;
)i

Parameters

logicalUnitOid
An MP_MULTIPATH_LOGICAL_UNIT object ID.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when logicalUnitOid does not specify any valid object type. This is
most likely to happen if an uninitialized object ID is passed to the API.
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MP_STATUS_INVALID_PARAMETER
Returned when JlogicalUnitOid has a type subfield other than
MP_MULTIPATH_LOGICAL_UNIT.
MP_STATUS_OBJECT_NOT_FOUND
Returned when logicalUnitOid owner ID or object sequence number is invalid.
MP_STATUS_SUCCESS
Returned when the operation is successful.
MP_STATUS_UNSUPPORTED
Returned when the APl is not supported.

Remarks

Suppart

See also

7.4

Synopsis

Protofype

Paranieters

Typical return values

Remarks

Only valid if canOverridePaths is true in plugin properties.

The previous load balance configuration and preferences in effect before the path was
overridden are restored.

Ogtional.

MR_SetOverridePath

MP_CompareOIDs

Cdmpare two object IDs for equality to see whetherthey refer to the same object.

MP_STATUS MP_CompareOIDs (
/* in */ MP_OID oidl;
/* in */ MP_OID o0id2;

)i

oid1, oid2
Object IDs for two objects to compare.

MR_STATUS_FAILED

Returned when the object IDs don't compare.

MRB_STATUS .SUCCESS

Returned when the two object IDs do refer to the same object.

Thre fields in the two object IDs are compared field-by-field for equality.

Support

7.5

Mandatory.

MP_DeregisterForObjectPropertyChanges

Synopsis

Deregisters a previously registered client function that is to be invoked whenever an
object’s property changes.

Prototype

MP_ STATUS MP DeregisterForObjectPropertyChanges (
/* in */ MP_OBJECT_ PROPERTY_ FN pClientFn,
/* in */ MP_OBJECT_ TYPE objectType,
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/* in */ MP_OID pluginoOid
) ;

Parameters

pClientFn

A pointer to an MP_OBJECT_PROPERTY_FN function defined by the client that was
previously registered using the MP_RegisterForObjectPropertyChanges API. On
successful return this function will no longer be called to inform the client of object
property changes.
objectType
The type of object the client wishes to deregister for property change callbacks. If null,
then all object types are deregistered
yginOid
If this is a valid plugin object ID, then registration will be removed from that-plligin. If
this is zero, then registration is removed for all plugins.

P

p

Typical return values

MR_STATUS_INVALID_OBJECT_TYPE

Returned when pluginOid does not specify any valid object type. This is most
likely to happen if an uninitialized object ID is passed to the APJ-
MR_STATUS_INVALID_PARAMETER

Returned when pluginOid is not zero and has a type-subfield other than
MP_OBJECT_TYPE_PLUGIN.

MR_STATUS_OBJECT_NOT_FOUND

Returned when pluginOid owner ID or object sequence number is invalid.
MR_STATUS_UNKNOWN_FN

Returned when pClientFn is not the same as.the previously registered function.
MR_STATUS_SUCCESS

Returned when pClientFn is deregistered, successfully.

MR_STATUS_FAILED

Returned when pClientFn deregistration is not possible at this time.

Suppqrt
Mgndatory.

Remarks

The function specified~ by pClientFn takes a single parameter of| type
MF_OBJECT_PROPERTY_FN.

The function specified by pClientFn will no longer be called whenever an object’s priloperty
changes.

See also
MR _RegisterForObjectPropertyChanges.

7.6 [MP/DeregisterForObjectVisibilityChanges

Synopsis
Deregisters a client function to be called whenever a high level object appears or
disappears.

Prototype

MP_STATUS MP_DeregisterForObjectCreationChanges (
/* in */ MP_OBJECT VISIBILITY FN pClientFn,
/* in */ MP_OBJECT_TYPE objectType,
/* in */ MP_OID pluginoOid

)

Parameters
pClientFn
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A pointer to an MP_OBJECT_VISIBILITY_FN function defined by the client that was
previously registered using the MP_RegisterForObjectVisibilityChanges API. On
successful return this function will no longer be called to inform the client of object

visibility changes.

objectType
The type of object the client wishes to deregister for visibility change callbacks. If null,

then all objects types are deregistered.

pluginOid
If this is a valid plugin object ID, then registration will be removed from that plugin. If

this is zero, then registration is removed for all plugins.

Typical return values
MR_STATUS_INVALID_OBJECT_TYPE

Returned when pluginOid does not specify any valid object type. This is most
likely to happen if an uninitialized object ID is passed to the API.

MR_STATUS_INVALID_PARAMETER

Returned when pluginOid is not zero or has a type subfield ether than
MP_OBJECT_TYPE_PLUGIN.

MR_STATUS_OBJECT NOT_FOUND

Returned when pluginOid owner ID or object sequence numben.is invalid.

MR_STATUS_UNKNOWN_FN

Returned when pClientFn is not the same as a previously(registered function.

MR_STATUS_SUCCESS

Returned when pClientFn is deregistered successfullys

MR_STATUS_FAILED

Returned when pClientFn deregistration is not possible at this time

Suppqrt

Mandatory.

Remarks

The function specified by pClientFn takes a single parameter of
MRF_OBJECT_VISIBILITY_FN.

The function specified by pClientFn will no longer be called whenever high level ¢
appear or disappear.

See also

MR_RegisterForObjettVisibilityChanges.

7.7

MP_DeregisterPlugin

Synopsis

D

Protofype

Tegisters a plugin from the common library.

MP_STATUS MP_DETegisterPlugim {
/* in */ MP_WCHAR *pPluginId
) i

Parameters

pPluginld

A pointer to a Plugin ID previously registered using the MP_RegisterPlugin API.

Typical return values
MP_STATUS_INVALID_PARAMETER

Returned when pPluginld is null or specifies a memory area that is not
executable.

MP_STATUS_UNKNOWN_FN

Returned when pPluginld is not the same as a previously registered function.

type

bjects
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MP_STATUS_SUCCESS

Returned when pPluginld is deregistered successfully.
MP_STATUS_FAILED

Returned when pPluginld deregistration is not possible at this time

Support
Mandatory.

Remarks

The plugin will no longer be invoked by the common library. This APl does not dynamically
remove the plugin from a running library instance. Instead, it prevents an application that
is currently not using a plugin from accessing the plugin. This is generally the behavior

expected from dynamically loaded modules.

This API will typically be used during plugin deinstallation or upgrade.

See also

MR _RegisterPlugin
7.8 [MP_DisableAutoFailback
Synogsis
Disables auto-failback for the specified plugin or multipath logical unit.

Protofype

MP_STATUS MP_ DisableAutoFailback
/* in */ MP_OID oid
)i

Paranieters
0id
The object ID of the plugin orthe multipath logical unit.

Typical Return Values
MR_STATUS_INVALID_OBJECT_TYPE

happen if an uninitialized object ID is passed to the API.
MR_STATUS_INVALID_PARAMETER

Returned when oid has a type subfield other
MP_OBJEET TYPE_PLUGIN or MP_OBJECT_TYPE_MULTIPATH_LU.
MR_STATUSCOBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MR_STAFUS_SUCCESS

Returned when the operation is successful

MR—STATUS UNSURROQRTED

Urtke some other APIs, this APl is implemented entirely in the common library.

Returned when oid does not specify any valid object type. This is most likely to

than

‘Returned when the API is not supported.
Support

Mandatory if MP_PLUGIN_PROPERTIES.autoFailbackSupported
MP_AUTOFAILBACK_SUPPORT_NONE.

See also
MP_EnableAutoFailback

7.9 MP_DisableAutoProbing
Synopsis

Disables auto-probing for the specified plugin or multipath logical unit.

is

not
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Prototype

MP_STATUS MP_ DisableAutoProbing(
/* in */MP_OID oid
)i

Parameters
oid
The object ID of the plugin or the multipath logical unit.

Typical return values
MP_STATUS_INVALID_OBJECT_TYPE

I\NTLUTITCu wiitTIT Ui UUTO TTUL Dpcblly ally vdalid UUJC\JL ly}JC
happen if an uninitialized object ID is passed to the API.
MRF_STATUS_INVALID_PARAMETER

Returned when oid has a type subfield other than
MP_OBJECT_TYPE_PLUGIN or MP_OBJECT_TYPE_MULTIPATH_LU,
MRB_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MRK_STATUS_SUCCESS

Returned when the operation is successful.

MRF_STATUS_UNSUPPORTED

Returned when the APl is not supported.

Tl
1

H P 4
o 10 1T1MMUo L Y

1 l
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Suppart

Mandatory if MP_PLUGIN_PROPERTIES:autoProbingSupported is not
MP_AUTOPROBING_SUPPORT_NONE.

See also
MRB_EnableAutoProbing.

7.10 |[MP_DisablePath

Synopsis
Di

g¢ables a path. This APl may cause failover in a logical unit with asymmetric accesfs.

Protofype

MP_STATUS MP .DisablePath (
/* in */ MP OID oid
) ;

Paranieters
0ig
The object ID of the path (MP_PATH_LOGICAL_UNIT_PROPERTIES).

TypicII feturn values
M CT_TYPE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MP_STATUS_OBJECT_NOT_FOUND
Returned when oid owner ID or object sequence number is invalid.
MP_STATUS_INVALID_PARAMETER
Returned  when oid  does not have a type subfield of
MP_OBJECT_TYPE_PATH_LU.
MP_STATUS_UNSUPPORTED
Returned when the APl is not supported.
MP_STATUS_TRY_AGAIN
Returned when the path cannot be disabled at this time.
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MP_STATUS_NOT_PERMITTED
Returned when disabling this path would cause the logical unit to become
unavailable. Whether the implementation returns this value or allows the last
path to be disabled is implementation specific.

MP_STATUS_SUCCESS
Returned when the operation is successful.

Support
Optional.

Remarks
This APl sets MP_PATH_LOGICAL_UNIT_PROPERTIES.disabled to true.

See allso
MR _EnablePath.

7.11 [MP_EnableAutoFailback
Synopsis
Enables auto-failback.

Protofype

MP_STATUS MP_EnableAutoFailback (
/* in */MP_OID oid
)i

Parameters
0ig
The object ID of the plugin or multipath legical unit.

Typical return values

MR_STATUS_INVALID_OBJECT_TYRE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized objeet ID is passed to the API.
MR_STATUS_INVALID_ PARAMETER

Returned when oid has a type subfield other than
MP_OBJECT_TYPE.PEUGIN or MP_OBJECT_TYPE_MULTIPATH_LU.
MR_STATUS_OBJECT.NOT_FOUND

Returned when@idtowner ID or object sequence number is invalid.
MR_STATUS_SUCCESS

Returned when the operation is successful.

MR_STATUSLUNSUPPORTED

Returned when the APl is not supported.

Suppart
Mandatory if MP PLUGIN PROPERTIES.autoFailbackSupported is

MP_AUTOFAILBACK_SUPPORT_NONE.
See also
MP_DisableAutoFailback
7.12 MP_EnableAutoProbing
Synopsis
Enables auto-probing.

Prototype

MP_STATUS MP_EnableAutoProbing(
/* in */MP_OID oid
)i

not
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Parameters
oid
The object ID of the plugin or multipath logical unit.
Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.

MP_STATUS_INVALID _PARAMETER
Returned when oid has a type subfield other than
MP_OBJECT_TYPE_PLUGIN or MP_OBJECT_TYPE_MULTIPATH_LU.

MP—_STATUS OBJECT NOT FOUND

Returned when oid owner ID or object sequence number is invalid.

MRB_STATUS_SUCCESS

Returned when the operation is successful.

MRB_STATUS_UNSUPPORTED

Returned when the APl is not supported.

Suppqrt

Mandatory if MP_PLUGIN_PROPERTIES.autoProbingSupported is not
MP_AUTOPROBING_SUPPORT_NONE.

See also
MR _DisableAutoProbing.

7.13 [MP_EnablePath
Synopsis
Enfables a path. This APl may cause failover,in'a logical unit with asymmetric acces$.

Protofype

MP_STATUS MP_EnablePath
/* in */MP_OID oid
) ;

Paranieters
0ig
The object ID of the“path.

Typical return values

MR_STATUSSINVALID_OBJECT_TYPE

Returned<when oid does not specify any valid object type. This is most likely to
happen-if an uninitialized object ID is passed to the API.
MR_STAFUS_INVALID PARAMETER

Returned when oid has a type subfield other than

MDD _OD ICAT TNDOC DATLL L1
LAAL N 4 = Jv ) =) =y | LN B ==Y B an W N B S =) =

MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MP_STATUS_UNSUPPORTED

Returned when the APl is not supported.
MP_STATUS_TRY_AGAIN

Returned when the path cannot be enabled at this time.
MP_STATUS_SUCCESS

Returned when the operation is successful

Support
Optional.

Remarks
This APl sets MP_PATH_LOGICAL_UNIT_PROPERTIES.disabled to false.
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See also
MP_DisablePath.

7.14 MP_FreeOidList

Synopsis

Frees memory returned by an MP API.

Prototype

MP_STATUS MP_FreeOidList (
/* in */ MP OID LIST *pOidList
) ;

Param
pd

Typical return values

MH

MH

Rema

Suppd
M4

_STATUS_SUCCESS
Returned when the operation is successful.
ks
Client shall free all MP_OID_LIST structures returned by any API by using this funct
rt
ndatory.
MP_GetAssociatedPathOidList

7.15

Synop

Geg
log

Protot

Param
0ig

eters
idList

A pointer to an object ID list returned by an MP APIl. On successful retufn, the

allocated memory is freed.

_STATUS_INVALID_PARAMETER
Returned when pOidList is null or specifies a memory—~area to which data
cannot be written.

sis
t a list of object IDs for allithe path logical units associated with the specified mu
ical unit, initiator port ortarget port.

ype
MP_STATUS\ MP_ GetAssociatedPathOidList (
/* inox/ MP_OID oid,
/*sout */ MP_OID LIST **ppList
)

eters

I'he object ID of the multipath logical unit, initiator port or target port.

ppList
A pointer to a pointer to an MP_OID_LIST structure. On a successful return, this will

contain a pointer to an MP_OID_LIST that contains the object IDs of all the

on.

Itipath

paths

associated with the specified (multipath) logical unit, initiator port or target port oid.

Typical return values
MP_STATUS_INVALID_PARAMETER

Returned when ppList is null or specifies a memory area to which data cannot
be written or when o0id has a type subfield other than
MP_OBJECT_TYPE_MULTIPATH_LU, MP_OBJECT_TYPE_INITIATOR_PORT
or MP_OBJECT_TYPE_TARGET_PORT.
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P_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to

happen if an uninitialized object ID is passed to the API.
P_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
P_STATUS_SUCCESS

Returned when the operation is successful.

Remarks

When the caller is finished using the list it shall free the memory used by the list by calling

MP_FreeOidList.
Suppag+t
Mgndatory.
See also
MR _GetPathLogicalUnitProperties.
7.16 |MP_GetAssociatedPluginOid
Synopsis
GHdts the object ID for the plugin associated with the specified object ID.
Protofype
MP_STATUS MP_GetAssociatedPluginOid/
/* in */ MP OID oid
/* out */ MP _OID *pPluginOid
) ;
Paranieters
0id
The object ID of an object that has’been received from a previous API call.
pAluginOid

A pointer to an MP_OID structure allocated by the caller. On successful return t
contain the object ID of the'plugin associated with the object specified by oid.

Typical return values
MR_STATUS_INVALIDMOBJECT_TYPE

Returned whenloid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.

MR_STATUS_4NVALID_PARAMETER

Returned¢when pluginOid is null or specifies a memory area to which data
cannot\be written.

MR_STATUS_OBJECT_NOT_FOUND

Rema

Returned when oid owner ID is invalid.

nis will

rks

The sequence number subfield of oid is not validated since this API is implemented in the

Cco

mmon library.

Support

Mandatory.

717

MP_GetAssociatedTPGOidList

Synopsis

Get a list of the object IDs containing the target port group associated with the specified
multipath logical unit.
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Prototype

MP_STATUS MP_GetAssociatedTPGOidList (
/* in */  MP_OID oid,
/* out */ MP_OID LIST **ppList

)i

Parameters
oid
The object ID of the multipath logical unit.
ppList
A pointer to a pointer to an MP_OID_LIST structure. On a successful return, this will

—OtD— Jroups
associated with the specified logical unit.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MR_STATUS_INVALID_PARAMETER

Returned when ppList is null or specifies a memory area towhich data cannot
be written or oid has a type subfield other than
MP_OBJECT_TYPE_MULTIPATH_LU.

MR_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MR_STATUS_SUCCESS

Returned when the operation is successful.

MR_STATUS_FAILED

Returned when the target port group list for the specified object ID is not
found.

MR_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Remarks

When the caller is finished using\the list it shall free the memory used by the list by [calling
MP_FreeOidList.

Suppart
Mgndatory.

See also
MR _GetTargetPortGroupProperties.

7.18 [MP_GetDeviceProductOidList
Synopsis
Ge

Prototype

MP_STATUS MP_GetDeviceProductOidList (
/* in */  MP_OID oid,
/* out */ MP OID LIST **ppList

)i

Parameters
oid
The object ID of the plugin.
ppList
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A pointer to a pointer to an MP_OID_LIST structure. On a successful return, this will
contain a pointer to an MP_OID_LIST that contains the object IDs of all the device
product descriptors associated with the specified plugin.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MP_STATUS_INVALID_PARAMETER
Returned when ppList is null or specifies a memory area to which data cannot
be written oid has a type subfield other than MP_OBJECT_TYPE_PLUGIN.
MP_STATUS_OBJECT_NOT_FOUND
Returmed-whemord-ownertDorobject sequence umber s imvatid:
MR_STATUS_SUCCESS
Returned when the operation is successful.
MR_STATUS_FAILED
Returned when the plugin for the specified object ID is not found.
MR_STATUS_INSUFFICIENT_MEMORY
Returned when memory allocation failure occurs.
MR_STATUS_UNSUPPORTED
Returned when the APl is not supported.

Remarks
When the caller is finished using the list it shall free the memory used by the list by [calling
MR _FreeQOidList.

Suppqrt
Required if the driver supports product-specific load balance types.

See also
MP_GetDeviceProductProperties.

7.19 |MP_GetDeviceProductProperties

Synopsis
Gdt the properties of the spegified device product.

Protofype

MP_STATUS,MP GetDeviceProductProperties(

/* in~%/ MP_OID oid,

/* eut’ */ MP_DEVICE PRODUCT PROPERTIES *pProps
)i

Paranieters
0ig

The object ID of the device product.
pProps

A pointer to an MP_DEVICE_PRODUCT_PROPERTIES structure allocated by the
caller. On successful return this structure will contain the properties of the device
product specified by oid.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MP_STATUS_OBJECT_NOT_FOUND
Returned when oid owner ID or object sequence number is invalid.
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MP_STATUS_INVALID_PARAMETER
Returned when pProps is null or specifies a memory area to which data cannot
be written or oid has a type subfield other than
MP_OBJECT_TYPE_DEVICE_PRODUCT.
MP_STATUS_SUCCESS
Returned when the operation is successful.
MP_STATUS_FAILED
Returned when the plugin for the specified oid is not found.
MP_STATUS_UNSUPPORTED
Returned when the implementation does not support the API.

Support

R = -
See alEo

MRF_GetDeviceProductOidList.
7.20 [MP_GetlnitiatorPortOidList

Synopsis
Gdts a list of the object IDs of all the initiator ports associated with/this plugin.

Protofype

MP_STATUS MP_GetInitiatorPortOidList(
/* in */  MP_OID oid,
/* out */ MP _OID LIST  **ppLdat
)i

Paranieters

0ig
The object ID of the plugin.
ppList

contain a pointer to an MP*OID_LIST that contains the object IDs of all the i
ports associated with the specified plugin.

Typical return values

MR_STATUS_INVALIDNOBJECT_TYPE

Returned when(oid does not specify any valid object type. This is most likely to
happen if an Uninitialized object ID is passed to the API.

MR_STATUS JNVALID_PARAMETER

Returned when pplist is null or specifies a memory area to which data cannot
be written or when oid has a type subfield other than
MP-©BJECT_TYPE_PLUGIN.

MP_S8TATUS_OBJECT_NOT_FOUND

A pointer to a pointer to an MPOID_LIST structure. On a successful return, this will

hitiator

Returned when oid owner ID or object sequence number is invalid.

MP_STATUS_SUCCESS

Returned when the operation is successful.
MP_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Remarks

When the caller is finished using the list it shall free the memory used by the list by calling

MP_FreeQidList.

Support
Mandatory.

See also
MP_GetlnitiatorPortProperties.
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7.21 MP_GetlnitiatorPortProperties

Synopsis
Gets the properties of the specified initiator port.

Prototype
MP_STATUS MP_GetInitiatorPortProperties(
/* in */ MP_OID oid,
/* out */ MP_ INITIATOR PORT PROPERTIES *pProps
)

Parameters

0id
The object ID of the port.
pPRrops

A pointer to an MP_INITIATOR_PORT_PROPERTIES structure allocated’ by the|caller.

On successful return, this structure will contain the properties of the port specified by
oid.

Typical return values

MR_STATUS_INVALID_PARAMETER

Returned when pProps is null or specifies a memory aréa,to0 which data cannot
be written or when oid has a type ¢ subfield other than
MP_OBJECT_TYPE_INITIATOR_PORT.
MR_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid-object type. This is most likely to
happen if an uninitialized object ID is passed.to the API.
MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MRBP_STATUS_SUCCESS

Returned when the operation is suceessful.

Suppqrt
Mgndatory.

See also
MR _GetlnitiatorPortOidList.

7.22 [MP_GetLibraryProperties
Synopsis
Gdts the properties of the MP library that is being used.

Protofype
MP_STATUS MP_GetLibraryProperties (

/% % / MR T IRRARY DRORPERTILEGS *x -Droro
7 7 i g I

) ;
Parameters
pProps
A pointer to an MP_LIBRARY_PROPERTIES structure allocated by the caller. On

successful return this structure will contain the properties of the MP library that is
being used.

Typical return values

MP_STATUS_INVALID_PARAMETER
Returned when pProps is null or specifies a memory area which cannot be
written.

MP_STATUS_SUCCESS
Returned when the operation is successful.
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Support
Mandatory.

See also
Example of Getting Library Properties.

7.23 MP_GetMPLuOidListFromTPG

Synopsis

Returns the list of object IDs for multipath logical units associated with the specific target
port group.

Protofype

MP STATUS MP GetMPLuOidListFromTPG (
/* in */ MP 0ID oid,
/* out */ MP_OID **ppList
) i
Paranjeters
0id
The object ID of the target port group.
ppList
A pointer to a pointer to an MP_OID_LIST structuré. On successful return, this will

contain a pointer to an MP_OID_LIST that contains the object IDs of all the (multipath)
logical units associated with the specified targetport group.

Typical return values

MRK_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any<valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MRK_STATUS_INVALID_PARAMETER

Returned when pplist is null or_specifies a memory area to which data cannot
be written or when _©oid has a type subfield other than
MP_OBJECT_TYPE_TARGET_PORT.

MRF_STATUS_OBJECT_NOTCFOUND

Returned when oid owner ID or object sequence number is invalid.
MRK_STATUS_SUCCESS

Returned when thel\operation is successful.

MRB_STATUS_FAILED

Returned when’the multipath logical unit list for the specified target port group
object ID is-not found

MRB_STATUSINSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Remarks

Wl antha callar 1o finichad icoina tha lict i+ chall fran tha mamaes tond by tha Lict by a”in
her-the-eaHerisfirished-using-theistitshalfree-the-memoryused-by-thetistby g
MP_FreeQidList.

Support
Mandatory.

See also
MP_GetMPLogicalUnitProperties.

7.24 MP_GetMPLogicalUnitProperties
Synopsis
Get the properties of the specified logical unit.
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Prototype
MP_STATUS MP_GetMPLogicalUnitProperties(
/* in */  MP_OID oid,
/* out */ MP_MULTIPATH LOGICAL UNIT PROPERTIES *pProps
)

Parameters
oid
The object ID of the multipath logical unit.
pProps

A pointer to an MP_MULTIPATH_LOGICAL_UNIT_PROPERTIES structure allocated
by theTatter—Om—successfutTeturm, this—strocture witttomntaim theproperties|of the
multipath logical unit specified by oid.

Typical Return Values

MR_STATUS_INVALID_PARAMETER

Returned when pProps is null or specifies a memory area to whichydata cannot
be written or when o0id has a type subfield "other than
MP_OBJECT_TYPE_MULTIPATH_LU.

MR_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object typesThis is most likely to
happen if an uninitialized object ID is passed to the API(
MR_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MR_STATUS_SUCCESS

Returned when the operation is successful

Suppqrt
Mandatory.

See also
MRB_GetMPLuOidListFromTPG.

MR _GetMultipathLus.
7.25 [MP_GetMultipathLus

Synopsis

Returns a list of multipath logical units associated to a plugin.

Protofype
MP_STATUS MP_GetMultipathLus (
Lxoin */ MP_OID oid,
/* out */ MP_OID LIST **ppList
Y
Parameters
oid
The object ID of the plugin or device product object.
ppList

A pointer to a pointer to an MP_OID_LIST structure. On a successful return, this will
contain a pointer to an MP_OID_LIST that contains the object IDs of all the (multipath)
logical units associated with the specified plugin object ID.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
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MP_STATUS_INVALID_PARAMETER

Returned when ppList is null or specifies a memory area that cannot be written

or when oid has a type subfield other than

MP_OBJECT_TYPE_DEVICE_PRODUCT or MP_OBJECT_TYPE_PLUGIN.
MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MP_STATUS_SUCCESS

Returned when the operation is successful.
MP_STATUS_FAILED

Returned when the plugin for the specified object ID is not found.
MP_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Remarks

When the caller is finished using the list it shall free the memory used by the listby [calling
MR _FreeQOidList.

Suppart
Mgndatory.

See also
MR _GetLogicalUnitProperties.

7.26 [MP_GetObjectType
Synopsis
Gdts the object type of an initialized object ID.

Protofype

MP_STATUS MP_GetObjectTypef

/* in */  MP_OID oid,

/* out */ MP_OBJECTSTYPE *pObjectType
)

Paranieters

0ig
The initialized object, ID-to get the type of.
pQbjectType

A pointer to anl MP_OBJECT_TYPE variable allocated by the caller. On sucg¢essful
return it will contain the object type of oid.

Typical return values

MR_STATUS_ INVALID_OBJECT_TYPE
Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.
MR_STATUS INVAIID PARAMETER
Returned when pObjectType is null or specifies a memory area to which data
cannot be written.
MP_STATUS_SUCCESS
Returned when the operation is successful.

Remarks

This API is provided so that clients can determine the type of object an object ID represents.
This can be very useful for a client function that receives notifications.

Support

Mandatory.
See also
MP_RegisterForObjectVisibilityChanges.
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7.27 MP_GetPathLogicalUnitProperties
Synopsis
Get the properties of the specified path.

Prototype
MP_STATUS MP_GetPathLogicalUnitProperties(
/* in */ MP OID oid,
/* out */ MP PATH LOGICAL UNIT PROPERTIES *pProps
)

Parameters

0id
The object ID of the path logical unit.
pPRrops

A pointer to an MP_PATH_LOGICAL_UNIT_PROPERTIES structurecallocated [py the
caller. On successful return, this structure will contain the properties of thé¢ path
specified by oid.

U

Typical return values

MR_STATUS_INVALID_PARAMETER

Returned when pProps is null or specifies a memory aréa,to0 which data cannot
be written or when o0id has a type ¢ subfield other than
MP_OBJECT_TYPE_PATH_LU.

MR_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid-object type. This is most likely to
happen if an uninitialized object ID is passed.to the API.
MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MRP_STATUS_SUCCESS

Returned when the operation is suceessful.

Suppqrt
M3andatory.

See also
MR _GetAssociatedPathOidList.

7.28 [MP_GetPluginQidList
Synopsis
Gqts a list ofithe object IDs of all currently loaded plugins.

Protofype
MP STATUS MP GetPluginOidList (

VA . i MO Fn T T Om Lo I = .
7 oTT 7 3 ¥ T OOt TrPTTST

) i
Parameters

ppList

A pointer to a pointer to an MP_OID_LIST. On successful return this will contain a
pointer to an MP_OID_LIST that contains the object IDs of all of the plugins currently
loaded by the library.

Typical return values

MP_STATUS_INVALID_PARAMETER
Returned when ppList is null or specifies a memory area to which data cannot
be written.
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MP_STATUS_SUCCESS

Returned when the operation is successful.

MP_STATUS_FAILED

Returned when the plugin for the specified object ID is not found.

MP_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Remarks

The returned list is guaranteed to not contain any duplicate entries.

When the caller is finished using the list it shall free the memory used by the list by calling
MP_FreeQidList.

Suppd
M3

rt
ndatory.

See also

MH

MH

Ex
7.29

Synop
Gs

Protot

Param
0ig

pP

_FreeOidList.

_GetPluginProperties.

ample of Getting Plugin Properties.
MP_GetPluginProperties

sis

ts the properties of the specified plugin.

ype
MP_STATUS MP_GetPluginProperpties (
/* in */  MP_OID oid,
/* out */ MP_PLUGIN_PROPERTIES *pProps
)

eters

The object ID of the plugin.

rops

A pointer to apnSMP_PLUGIN_PROPERTIES structure allocated by the call
successful return; this structure will contain the properties of the plugin speci
oid.

Typical return values

MH

STATUS_ INVALID PARAMETER
Returned when pProps is null or specifies a memory area to which data cannot
b€, written or when oid has a type subfield other than

“MP—OBIECTTYPEPLUGH:

MP_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed to the API.

MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.

MP_STATUS_SUCCESS

Returned when the operation is successful.

Support

Mandatory.

See al

SO

MP_GetProprietaryLoadBalanceProperties.

r. On
ied by
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MP_ GetPluginOidList.

7.30

MP_GetProprietaryLoadBalanceOidList

Synopsis

Gets a list of the object IDs of all the proprietary load balance algorithms associated with
this plugin.

Prototype

MP_STATUS MP_GetProprietaryLoadBalanceOidList (
/* in */  MP_OID oid,
/* out */ MP_OID LIST **ppList

Param
0ig

pp

)i

eters

The object ID of the plugin.
| jst

A pointer to a pointer to an MP_OID_LIST structure. On a sugcessful return, this will

contain a pointer to an MP_OID_LIST that contains the object/IDs of all the prop
load balance types associated with the specified plugin.

Typical return values

MH

MH

MH

MH

MH

MH

MH

Rema

_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object ID is passed te 'the API.
_STATUS_INVALID_PARAMETER

Returned when ppList is null or specifiesca“memory area to which data cannot
be written or if oid has a type subfield other  than
MP_OBJECT_TYPE_PLUGIN.

_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
_STATUS_SUCCESS

Returned when the operation is successful.

_STATUS_FAILED

Returned when the plugin-for the specified object ID is not found.
_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

_STATUS_UNSUPPORTED

Returned when the implementation does not support the API.

ks

When the caller is finished using the list it shall free the memory used by the list by

MF
Suppd

_FreeOidList.
rt

rietary

calling

Optional.

See al

SO

MP_GetProprietaryLoadBalanceProperties.

7.31

MP_GetProprietaryLoadBalanceProperties

Synopsis

Get the properties of the specified load balance properties structure.

Protot

ype

MP_STATUS MP_GetProprietaryLoadBalanceProperties (
/* in */ MP_OID oid,

/* out */ MP_PROPRIETARY LOAD BALANCE PROPERTIES*pProps
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) ;
Parameters
oid
The object ID of the proprietary load balance structure.
pProps
A pointer to an MP_PROPRIETARY_LOAD BALANCE_PROPERTIES structure

allocated by the caller. On successful return, this structure will contain the properties
of the proprietary load balance algorithm specified by oid.

Typical return values
MP—_STATUS INVALID PARAMETER

Returned when pObjectType is null or specifies a memory area to which data
cannot be written or when oid has a type subfield other than
MP_OBJECT_TYPE_PROPRIETARY_LOAD_BALANCE.
MR_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is mostlikely to
happen if an uninitialized object ID is passed to the API.
MR_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MR_STATUS_SUCCESS

Returned when the operation is successful.

Suppqrt
Ogdtional.

See also
MR _GetProprietaryLoadBalanceOidList.

7.32 |MP_GetTargetPortGroupProperties

Synopsis
Gdt the properties of the specified target port group.

Protofype
MP_STATUS MP_GetTargetPortGroupProperties(

/* in */ MP OID oid,

/* out */\ 'MP_TARGET_ PORT GROUP_ PROPERTIES *pProps
)

Parameters

0id
The object ID of the target port group.
pPRrops

A{pointer to an MP_TARGET_PORT_GROUP_PROPERTIES structure allocated by
the caller. OUn successiul return, tis structure will contaln the properties or ne target
port group specified by oid.

Typical return values

MP_STATUS_INVALID_PARAMETER

Returned when pProps is null or specifies a memory area to which data cannot

be written or when oid has a type subfield other than

MP_OBJECT_TYPE_TARGET_PORT_GROUP.
MP_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to

happen if an uninitialized object ID is passed to the API.
MP_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.
MP_STATUS_SUCCESS

Returned when the operation is successful.
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Remarks

None.

Support

Mandatory.

See al

SO

MP_GetAssociatedTPGOidList.

7.33

MP_GetTargetPortOidList

Synopsis

Ge
Protot

Param
0ig

pp

t a list of the object IDs of the target ports in the specified target port group.

ype
MP_ STATUS MP_GetTargetPortOidList (
/* in */ MP_ OID oid,
/* out */ MP_OID LIST **ppList
)i

eters

The object ID of the target port group.
| jst

contain a pointer to an MP_OID_LIST that céntains the object IDs of all the
ports associated with the specified target port'group oid.

Typical return values

ME

MH

MH

MH

ME

MHA

_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object type. This is most likely to
happen if an uninitialized object-ID is passed to the API.
_STATUS_INVALID_PARAMETER

Returned when ppList is null or specifies a memory area to which data cannot
be written or wheh’ oid has a type subfield other than
MP_OBJECT_TYPE_TARGET_PORT.

_STATUS_OBJECT._NOT_FOUND

Returned when oidowner ID or object sequence number is invalid.
_STATUS_SUCCESS

Returned wheh'the operation is successful.

_STATUSHFAILED

Returned'when the target port group for the specified object ID is not found.
_STATUS_INSUFFICIENT_MEMORY

Returned when memory allocation failure occurs.

Rema

ks

A pointer to a pointer to an MP_OID_LIST stricture. On a successful return, this will

target

When the caller is finished using the list it shall free the memory used by the list by calling
MP_FreeOidList.

Support

Mandatory.

See al

SO

MP_GetTargetPortProperties.

7.34

MP_GetTargetPortProperties

Synopsis

Gets the properties of the specified target port.
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Prototype
MP_STATUS MP_GetTargetPortProperties(
/* in */ MP_OID oid,
/* out */ MP_TARGET_ PORT_ PROPERTIES *pProps
) ;
Parameters
oid

The object ID of the port.

pProps

A pointer to an MP_TARGET_PORT_PROPERTIES structure allocated by the

On—successfiut Teturm, this structure wittcontaim the properties of the port Speci

oid.

Typical return values

MH

MH

MH

_STATUS_INVALID_PARAMETER

Returned when pProps is null or specifies a memory area to whichydata cannot
be written or when o0id has a type subfield "other than
MP_OBJECT_TYPE_TARGET_PORT.

_STATUS_INVALID_OBJECT_TYPE

Returned when oid does not specify any valid object typesThis is most likely to
happen if an uninitialized object ID is passed to the API(
_STATUS_OBJECT_NOT_FOUND

Returned when oid owner ID or object sequence number is invalid.

MR_STATUS_SUCCESS
Returned when the operation is successful.
Suppqrt
Mgndatory.
See also
MR_GetTargetPortOidList.
7.35 [MP_RegisterForObjectPropertyChanges
Synopsis
Registers a client function to be called whenever the property of an object changes.
Protofype
MP_STATUS MP_RegisterForObjectPropertyChanges (
/A8in */ MP_OBJECT PROPERTY FN pClientFn,
/%X in */ MP_OBJECT_ TYPE objectType,
#* in */ void *pCallerData,
/* in */ MP_OID pluginOid
)i
Parameters
pClientFn

caller.
ied by

A pointer to an MP_OBJECT_PROPERTY_FN function defined by the client. On
successful return this function will be called to inform the client of objects that have

had one or more properties change.

objectType
The type of object the client wishes to register for property change callbacks. If

MP_OBJECT_TYPE_UNKNOWN, then all object types are registered.

pCallerData
A pointer that is passed to the callback routine with each event. This may be used by

the caller to correlate the event to source of the registration.

pluginOid
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If this is a valid plugin object ID, then registration will be limited to that plugin. If this is
zero, then the registration is for all plugins.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE
Returned when pluginOid or objectType does not specify any valid object type.
This is most likely to happen if an uninitialized object ID is passed to the API.
MP_STATUS_OBJECT_NOT_FOUND
Returned when pluginOid owner ID or object sequence number is invalid.
MP_STATUS_INVALID_ PARAMETER
Returned when pCallerData is null or if pluginOid has a type subfield other
than MP_OBJECT_TYPE_PLUGIN or when objectType is invalid.
MR—STATUS—SUCCESS
Returned when the operation is successful.
MR_STATUS_FN_REPLACED
Returned when an existing client function is replaced with the one specified in
pClientFn.

Suppqrt
Mgndatory.

Remarks

The function specified by pClientFn takes a .‘single parameter of| type
MR_OBJECT_PROPERTY_FN.

The function specified by pClientFn will be called~-whenever the property of an |object
changes. For the purposes of this function a property’is defined to be a field in an opject’s
property structure and the object’s status. Therefore, the client function will not be cplled if
a gtatistic of the associated object changes. Bub, it will be called when the status changes
(e.g. from working to failed) or when a nameyor other field in a property structure changes.

It is not an error to re-register a client.function. However, a client function has orJly one
registration. The first call to deregister a client function will deregister it no matt¢r how
mgny calls to register the function have been made.

If multiple properties of an object change simultaneously, a client function may be|called
onl|y once to be notified thatthe changes have occurred.

See also
MR _DeregisterForObjectPropertyChanges.

7.36 [MP_RegisterForObjectVisibilityChanges

Synopsis
Registersa client function to be called whenever a high level object appeprs or
digappears.
Prototype
MP_STATUS MP_RegisterForObjectVisibilityChanges (
/* in */ MP_OBJECT VISIBILITY FN pClientFn,
/* in */ MP_OBJECT_ TYPE objectType,
/* in */ void *pCallerData,
/* in */ MP_OID pluginoOid
)
Parameters
pClientFn

A pointer to an MP_OBJECT_VISIBILITY_FN function defined by the client. On
successful return this function will be called to inform the client of objects whose
visibility has changed.

objectType
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The type of object the client wishes to register for visibility change callbacks. If
MP_OBJECT_TYPE_UNKNOWN, then all objects types are registered.
pCallerData

A pointer that is passed to the callback routine with each event. This may be used by
the caller to correlate the event to source of the registration.

pluginOid
If this is a valid plugin object ID, then registration will be limited to that plugin. If this is
zero, then the registration is for all plugins.

Typical return values

MP_STATUS_INVALID_OBJECT_TYPE

Returned when pluginOid or objectType does not specify any valid object type.
This i1s most likely to happen If an uninitialized object ID Is passed to the API.
MR_STATUS_OBJECT_NOT_FOUND

Returned when pluginOid owner ID or object sequence number is invalid.
MR_STATUS_INVALID_PARAMETER

Returned when pCallerData is null or pluginOid has a type subfield ather than
MP_OBJECT_TYPE_PLUGIN or when objectType is invalid.
MRB_STATUS_SUCCESS

Returned when the operation is successful.

MRB_STATUS_FN_REPLACED

Returned when an existing client function is replaced with“the one specified in
pClientFn.

Suppart
Mgndatory.

Remarks

The function specified by pClientFn “\takes a single parameter of| type
MR_OBJECT_VISIBILITY_FN.

Th function specified by pClientFn willibe called whenever objects appear or disappear.

It iIs not an error to re-register a _client function. However, a client function has orfly one
registration. The first call to deregister a client function will deregister it, no matteér how
m4gny calls to register the function have been made.

See also
MR_DeregisterForObjectVisibilityChanges.

7.37 |MP_RegisterPlugin
Synopsis

Registers.'a) plugin with the common library. In a POSIX environment, this may be
implemented by adding an entry to a conf file (configuration file). In Windows, it may be
accomplished with a registry entry.

Prototype
MP_ STATUS MP RegisterPlugin (
/* in */ MP_WCHAR *pPluginid,
/* in */ MP_CHAR *pFileName
) ;
Parameters
pPluginld

A pointer to the key name shall be the reversed domain name of the vendor followed

by “.” followed by the vendor specific name for the plugin that uniquely identifies the

plugin.
pFileName

The full path to the plugin library.
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Typical return values
MP_STATUS_INVALID_PARAMETER

Returned when pFileName does not exist.

MP_STATUS_SUCCESS

Returned when the operation is successful.

Support
Mandatory.
Remarks
Unlike some other APIls, this API is implemented entirely in the common library. It shall be
called-before the commaon Iihrnry willinvoke a plugin
Thjs API does not impact, dynamically add or change plugins bound to a running [library

ins
thq
ex

Th
thq

It i
firs
ply

A

See also

MH
7.38
Synop

Seft the multipath logical unit's load*balancing policy.

Protot

Param
log

log

tance. Instead, it causes an application that is currently not using a plugin‘to access
specified plugin on future calls to the common library. This is generally the bghavior
pected from dynamically loaded modules.

s APl is typically called by a plugin's installation software to informnthe common |library
path for the plugin library.

5 not an error to re-register a plugin. However, a plugin has\only one registration. The
t call to deregister a plugin will deregister it, no matterhow many calls to register the
gin have been made.

endor may register multiple plugins by using sepafate plugin IDs and filenames.

_DeregisterPlugin.
MP_SetLogicalUnitLoadBalanceType

sis

ype

MP_STATUS MP_SetlogicalUnitLoadBalanceType (
/* in */ MP OID logicalUnitoid,
/* in */MP LOAD BALANCE TYPE loadBalance
)i

eters

icalUnitOjd

The object ID of the multipath logical unit.
dBalance

The desired load balance policy for the specified logical unit.

Typical return values
MP_STATUS_INVALID_OBJECT_TYPE

Returned when logicalUnitOid does not specify any valid object type. This is
most likely to happen if an uninitialized object ID is passed to the API.

MP_STATUS_INVALID_PARAMETER

Returned when loadBalance is invalid or logicalUnitOid has a type subfield
other than MP_OBJECT_TYPE_MULTIPATH_LU.

MP_STATUS_OBJECT_NOT_FOUND

Returned when logicalUnitOid owner ID or object sequence number is invalid

MP_STATUS_SUCCESS

Returned when the operation is successful.

MP_STATUS_FAILED

Returned when the specified loadBalance type cannot be handled by the
plugin. One possible reason is a request to set
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MP_LOAD_BALANCE_TYPE_PRODUCT when the specified logical unit has
no corresponding MP_DEVICE_PRODUCT_PROPERTIES instance (i.e. the
plugin does not have a product-specific load balance algorithm for the LU
product).

MP_STATUS_UNSUPPORTED
Returned when the implementation does not support the API.

Remarks
The value shall correspond to one of the supported values
MP_PLUGIN_PROPERTIES.SupportedLogicalUnitLoadBalanceTypes.

Support
Ogdtional.

7.39 [MP_SetOverridePath

Synopsis

Mgnually override the path for a logical unit. The path exclusively used to accefss the

logical unit until cleared. Use MP_CancelOverride to clear the override,

Protofype

MP_ STATUS MP_ SetOverridePath(
/* in */ MP_OID logicalUnitOid,
/* in */ MP_OID pathOid
) ;
Parameters
logicalUnitOid
The object ID of the multipath logical unit.
pathOid
The object ID of the path logical unit.

Typical return values

MRB_STATUS_INVALID_OBJECT_TYPE
Returned when logicalUnitOid or pathOid does not specify any valid object
type. This is most likelyto happen if an uninitialized object ID is passed to the
API.
MRB_STATUS_INVALID.PARAMETER
Returned wheny: logicalUnitOid has a type subfield other than
MP_OBJECT(TYPE_MULTIPATH_LU or if pathOid has an object type other
than MP_QBJECT_TYPE_PATH_LU.
MRB_STATUS LOBJECT_NOT_FOUND
Returned when logicalUnitOid or pathOid owner ID or object sequence number
is invalid.
MRB_STATUS_SUCCESS
Returned when the operation is successful.
MP_STATUS_UNSUPPORTED

Returned when the implementation does not support the API.
MP_STATUS_PATH_NONOPERATIONAL

Returned when the driver cannot communicate through a selected path.

Remarks

This API allows the administrator to disable the driver’s load balance algorithm and force
all 1/0 to a specific path. The existing path weight configuration is maintained. If the
administrator undoes the override (by calling MP_CancelOverridePath), the driver will
start load balancing based on the weights of available paths (and target port group access

state for asymmetric devices).

If the multipath logical unit is part of a target with asymmetrical access, executing this

command could cause failover.
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Support

Optional.

7.40

MP_SetPathWeight

Synopsis

Set the weight to be assigned to a particular path.

Proto

type

MP_STATUS MP_SetPathWeight (
/* in */ MP_OID pathoOid,
/* in */MD_UTNT?? weight

) i

Paranieters
logicalUnitOid

The object ID of the path logical unit.

weight

Typic

A weight that will be assigned to the path logical unit.

al return values

MR_STATUS_INVALID_OBJECT_TYPE

Returned when pathOid does not specify any valid gbject type. This is most li
happen if an uninitialized object ID is passed to the API.

MR_STATUS_OBJECT_NOT_FOUND

Returned when pathOid ownerlD or object sequence number is invalid.

MR_STATUS_INVALID_PARAMETER

Returned when pathOid has a type subfield other  than
MP_OBJECT_TYPE_PATH_LU or when/the weight parameter is greater than
the plugin’s maximumWeight property:

MR_STATUS_SUCCESS

Returned when the operation is successful.

MR_STATUS_FAILED

Returned when the operation-failed.

MR_STATUS_UNSUPPORTED

Returned when the driver‘does not support setting path weight.

Suppqrt

Ogtional.

7.41

MP_SetPluginLoadBalanceType

Synopsis

Proto

Se]t the~default load balance policy for the plugin.

ype

MP_STATUS MP_SetPluginlLoadBalanceType (

/* in */ MP_OID oid,

/* in */ MP_LOAD BALANCE TYPE loadBalance
)i

Parameters
oid

The object ID of the plugin.

loadBalance

The desired default load balance policy for the specified plugin.

ely to
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