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introd

uction

This Protocol is one of a set of International Stand-
ards which facilitate the interconnection of open
systems. They cover the services and protocols
required to achieve such interconnection.

This Protocol is positioned with respect to other

related

standards by the layered structure defined in

ISO 7498, and by the Network layer organization
It is located at the top of the

defined
Netwo
This p
informa
the opg
the Ne

in 1ISO 8648.

otocol permits a routeing domain to exchange

tion with other routeing domains to facilitate
ration of the routeing and relaying functions of
work Layer. It applies to the following catego-

ries of routeing, which are described in

ISO/IEC
them:

ro
Int
rot

Within
protocd
tocol ig
tocols.

m4
be
de

TR 9575, making no distinction between

teing domains
r-Administrative Domain routeing between
teing domains.

IntLa-Administrative Domain routeing between

the hierarchical relations between routeing

Is, as described in ISO/IEC TR 9575, this pro-
situated above the intra-domain routeing pro-
That is, this Inter-domain 1S-IS protocol:

intains information about the interconnections
ween routeing domains, but does not require
ailed information about their internal strug-

turles

ca

culates path segments on a hop-by-hop basis

This prptocol calculates path segments) which consist
of Boupdary Intermediate system$é and the links that
intercopnect them. An NPDU destined for an End

system

in another routeing domain will be routed via

Intra-dpmain routeing to_a Boundary Intermediate

system

(BIS) in the sourcé routeing domain. Then,

ISO/IEC 10747: 1994 (E)

the BIS, using the methods of this inter-

domain

routeing protocol, will calculate a path to a Boundary

Intermediate system in an adjacent rout
lying on a path to the destination. After

eing domain
arriving at

the next routeing domain, the NPDU may also travel

within that domain on its way towards a

BIS located

in the next domain along its path. This process will

continue on a hop-by-hop basis until the

NPDU arrives

at a BIS in the routeing domain which contains the

destination End system. The Boundary |
routeing domain will hand the incoming

'

will construct a path to the destination\H

This inter-domain 1S-IS routeing lpretoco
requirements on the type of information
routeing domain must provide<and on th
which this information will\be distributed

S in this
NPDU over to

- ocol, which

nd system.

places

that a

e methods by
to other

routeing domains. These requirements Ere intended

to be minimal, addressing only the inter|
between Boundary<Ss; all other interna
each routeing(/domain are outside the sd

ctions
operations of
ope of this

protocol. That s, this Inter-domain routking protocol

does not{mandate that a routeing domai
ticular intra-domain routeing protocol: f
would{be a local choice as to whether a
implements a standard intra-domain pro
ISO/IEC 10589) or a private protocol.

The methods of this protocol differ from
ally adopted for an intra-domain routein
because they emphasize the interdepen
between efficient route calculation and

tion of legal, contractual, and administr
This protocol calculates routes which wi
loop-free, and in compliance with the do
routeing policies. IDRP may be used wi
domains do not fully trust each other; it
upper limit on the number of routeing d
can participate in this protocol; and it pr
lation between its operations and the in
ations of each routeing domain.

n run a par-
pbr example, it
domain

ocol (such as

those gener-
j protocol
Hencies

he preserva-
tive concerns.
| be efficient,
main’s local
en routeing
imposes no
mains that
ovides iso-
ernal oper-
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Information technology - Telecommunications and information
exchange between systems - Protocol for exchange of inter-
domain routeing information among intermediate systems to
support forwarding of ISO 8473 PDUs

1 Scdpe

used by Boundary Intermediate systems (defined in
3.6) to pcquire and maintain information for the
purposg of routeing NPDUs between different routeing
domaing. Figure 1 illustrates the field of application
of this ‘[nernational Standard.

This Infrnational Standard specifies a protocol to be

This Infernational Standard specifies:

— the| procedures for the exchange of inter-domain
reachability and path information between BISs

— the| procedures for maintaining inter-domain
routeing information bases within a BIS

— the| encoding of protocol data units used to dis-
tribjute inter-domain routeing information between
BIYs

— the| functional requirements for implementations
tha} claim conformance to this International
Standard

The prdcedures are defined in terms of:

— intgractions between Boundary Intermédiate
sysffems through the exchange of(protocol data
unifs

— intgractions between this protocol and the under-
lying Network Service through the exchange of
serjice primitives

— constraints on policy _feasibility and enforcement
which must be observed by each Boundary Inter-
mefliate system/in a routeing domain

The boyndaries of Administrative Domains are real-
ized as|artifacts of the placement of policy constraints
and the| aggregation of network layer reachability

2 Normative references

The following standards contain proVisiofis which,

through reference in this text,”constitute
this International Standards| Af the time

provisions of
bf publica-

tion, the editions indicated ‘were valid. Alll standards

are subject to revision, and parties to ag
based on this Integnational Standard are
to investigate the’\possibility of applying

reements
encouraged
he most

recent editions{ of ‘the standards listed bdlow.

Members of |EC and ISO maintain regist
rently valid International Standards.

ISO 7498: 1984, Information processing
Opén)Systems Interconnection - Basic R
Model.

ISO 7498/Add. 1:1984, Information processir

brs of cur-

Eystems -
bference

Open Systems Interconnection - Basic Refe
Addendum 1: Connectionless-mode transmi

1g systems -
nce Model -
ion.

ISO 7498-3:1989, Information processing systems - Open

Systems Interconnection - Basic Reference Model - Part 3:
Naming and addressing.
ISO/IEC 7498-4:1989, Information processing systems -

Open Systems Interconnection - Basic Refergnce Model -

Part 4: Management framework.

ISO/IEC 8208:1990, [Information technolo
communications - X.25 Packet Layer Prof
Terminal Equipment.

ISO/IEC 8348:1993,
Service Definition.

Information technold

ISO 8473:1988, Information processing s)
communications - Protocol for providing
connectionless-mode network service.

gy - Data
pbcol for Data

gy - Network

stems - Data
he

information; they are not manifested explicitly in the
protocol. The protocol described in this International
Standard operates at the level of individual routeing
domains. The establishment of administrative
domains is outside the scope of this International
Standard.

ISO 8648: 1988, Information processing systems -

Telecommunications and information exchange
between systems - Internal organization of the
Network Layer.

1ISO 9542:1988, Information processing systems -
Telecommunications and information exchange
between systems - End system to Intermediate system
routeing exchange protocol for use in conjunction with
the Protocol for providing the connectionless-mode
network service (ISO 8473).
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psc=apa.

End
Routeing
Domain

Routeing
Domain

inter1

Figure 1 - Fijlnd of Application: The Inter-domain Routeing Protocol operates between routeing domains; iptra-
dofnain routeing is not within its scope.

ISO/IEC TR 9578:1990, Information technology - Tele- 3 Definitions
communications gnd information exchange between

systems - OSI Reuteing Framework. . .
For the purposes of this International Standard, the

ISO/IEC TR 9577:1993, Information technology - Tele- following definitions apply.
communications jand information exchange betweéen
systems - Protocpl identification in the Network Layer.

3.1 Reference model definitions
ISO/IEC 10030:1990, Information technelogy - Tele-

communicationg and information exchange between This International Standard uses the following tefms
systems - End Bystem Routeing (Information Exchange defined in 1SO 7498:
Protocol for us¢ in conjunction\with 1SO 8878.

ISO/IEC 10589:1892, Information technology - Tele-
communications |nd information exchange between
systems - Intermpdiate system to intermediate system .
intra-domain rouleing ‘routine information exchange d) Netwark Pratocol Data Unit
protocol for use in-¢dnpjunction with the protocol for e) Network relay
providing the co f f

a) Network entity
b) Network Layer
c) Network Protocol

(ISO 8473). g) Network Service Access Point Address
. . h) Real system
ISO/IEC 10165-4:1992, Information technology - Open i) Routeing

Systems Interconnection - Structure of management

; A inition of a0ed . . ‘
information: Guidelines for the definition of manag This International Standard uses the following term

objects. defined in ISO 7498-3:
ISO/IEC 10165-2:1992, Information technology - Open o
Systems Interconnection - Structure of management a) (N)-entity title

information: Definition of management information.
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3.2 Network layer architecture definitions
This International Standard uses the following terms
defined in ISO 8648:

a) End system
b) Intermediate System
c) Subnetwork

3.3 Network layer addressing definitions

This |
definefd in ISO/IEC 8348:

a) Spbnetwork point of attachment

3.4 Routeing framework definitions
This Ipternational Standard uses the following terms
defined in ISO 9575:

a) Afministrative Domain
b) Cpmmon Domain

c) Fire wall

d) Rputeing Domain

3.5 Intra-domain routeing definitions

This Ipternational Standard uses the following terms
definef in 1SO 10589:

a) Afjacency
b) Link

3.6 Additional definitions

For pyrposes of this International~Standard, the fol-
lowing definitions apply:

3.6.1 Intra-domain IS-IS routeing protocol: A routeing
protodol that is run between Intermediate systems in
a sindle routeing domain/to determine routes that
pass tfhrough only_systems and links wholly contained
within| the domaihy

NOTE Unless\reference is made to a specific protocol,
this term is used as a general designator, encom-
passing both private and internationally standard-

ized protocols.

ISO/IEC 10747: 1994 (E)

3.6.3 Boundary Intermediate system: An intermediate
system that runs the protocol specified in this Interna-
tional Standard, has at least one inter-domain link
attached to it, and may optionally have intra-domain
links attached to it.

3.6.4 End Routeing Domain: A routeing domain whose
local policies permit its BISs to calculate inter-domain
path segments only for PDUs whose source is located
within that routeing domain. There are two varieties
of End routeing domains: stub and multi-homed. A

stub ERD has inter-domain links to only one adjacent

domain links to several adjacent routei

RD has inter-
ng domains.

For example, the domains labelled)as multi-homed
ERDs in Figure 2 have policies which grohibit them
from providing relaying functions; it is fhese policies,

not the topology of their~interconnectio
them ERDs.

hs, that make

3.6.5 Transit Routeing Domain: A routeing domain

whose policies ‘permit its BISs to calcul
domain path ‘segments for PDUs whose
located either in the local routeing dom|
ferent routeing domain. That is, it can

te inter-
[source is

in or in a dif-
provide a

relaying-service for such PDUs. See Figure 2 for an

illustration of TRDs.
3.6.6 Adjacent RDs: Two RDs ("A” and '

BISs, one located in "A” and the other

B") are adja-

"B", that are

cent to one another if there is a at IeasEone pair of
i

attached to each other by means of a r|
work.

3.6.7 RD Path: A list of the RDIs of the

al subnet-

routeing

domains and routeing domain confederptions through
which a given UPDATE PDU has travellpd.

3.6.8 Routeing Domain Confederation:
routeing domains which have agreed t

set of
join together

and to conform to the rules in 7.13 of this Interna-

tional Standard. To the outside world,

confeder-

ation is indistinguishable from a routeig domain.

3.6.9 Nested RDCs: A routeing domain
“A" (RDC-A) is nested within RDC-B wh
following conditions are satisfied simul

confederation
len all of the
aneously:

a) all members of RDC-A are also mgmbers of

RDC-B

b) there are some members of RDC-HB that are not

3.6.2 Inter-domain link: A real (physical) or virtual
(logical) link between two or more Boundary Interme-
diate systems (see Figure 2). A link between two
BISs in the same routeing domain carry both intra-
domain traffic and inter-domain traffic; a link between
two BISs located in adjacent routeing domains can
carry inter-domain traffic, but not intra-domain traffic.

members of RDC-A

3.6.10 Overlapping RDCs: A routeing domain confed-
eration (RDC-A) overlaps RDC-B when all the fol-
lowing conditions are satisfied simultaneously:

a) there are some members of RDC-A that are also
members of RDC-B, and

b) there are some members of RDC-A that are not
members of RDC-B, and

c) there are some members of RDC-B that are not
members of RDC-A.
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the same routeing domain
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Figure 2 - Intefmediate Routeing Domains and End Routeing_Domains: The classification of a routeing domain

as gn TRD or an ERD depends upon its relaying policies.

3.6.11 Disjoint RDCs: Two routeing domain confeder- 4.1 Data unit abbreviations
ations, RDC-A and RDC-B, are disjoint from one
another when th¢re are no routeing domains which
are simultaneoudly members of both RDC-A and DT PDU iSO 8473 Data Protoco! Data Unit
RDC-B.

BISPDU Boundary Intermediate System PDU

ER PDU [SO 8473 Error Protocol Data Unit
3.6.12 Policy Infdrmation Base: The collection of .
routeing policies[that a BIS will apply~1o*the routeing NPDU Network Protocol Data Unit
information that |t learns using this ‘International NSDU Network Service Data Unit

standard. It is npt required that altrouteing domains

use the same syptax and semantics to express policy; PDU Protocol Data Unit
that is, the formgt of the Policy Information Base is
left as a local opfion. 4.2 Addressing abbreviations
3.6.13 Route Origin; Each route or component of an AFI Authority and Format Identifier
aggregated routq has”a single unique origin. This is
the RD or RDC in which the route’s destinations are us¥ vomallt speciiic Fart
located. IDI Initial Domain Identifier
IDP Initial Domain Part
LSAP Link Service Access Point
4 Symbols and abbreviations NET Network Entity Title

The symbols, acronyms, and abbreviations listed in NPAI Network Protocol Address Information

the following clauses are used in this International
Standard.
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NSAP
SNPA

Network Service Access Point

Subnetwork Point of Attachment

4.3 Other abbreviations

ISO/IEC 10747: 1994 (E)

IDRP relies on the underlying Network service to
provide for fragmentation and reassembly of
BISPDUs. IDRP queues Outbound BISPDUs as input
to the underlying Network Layer service, retaining a
copy of each BISPDU until an acknowledgement is
received. Similarly, inbound BISPDUs are queued as
input to the BISPDU-Receive process.

IDRP exchanges BISPDUs in a reliable fashion.
vides mechanisms for the ordered delivery of
BISPDUs and for the detection and retransmission of

It pro-

lost or corrupted BISPDUs. The mechanisms for

BIS Boundary Intermediate System

CL Connectionless Mode

CLNS Connectionless Mode Network Service

CM Confederation Member

ERD End-Rouieing-Domain

ES End System

FIB Forwarding Information Base

FSM Finite State Machine

IDRP Inter-domain Routeing Protocol (an acronym
for the protocol described in this Interna-
tional Standard)

IPI Initial Protocol ldentifier

MIB Management Information Base

NLRI Network layer reachability information

NLSP Network layer security protocol

OSIE OSI Environment

PCI Protocol Control Information

PIB Policy Information Base

QOSs Quality of Service

RDC Routeing Domain Confederation

RDI Routeing Domain ldentifier

RIB Routeing Information Base

SPI Subsequent Protocol |dentifier

SNICP | Subnetwork independent convergence pro-
tocol

TRD Transit Routeing/Domain

5 General protocol information

achieving reliable delivery of BISPDUs are described
in 7.7, methods for establishing BIS-B{S/gonnections
are described in 7.86.

IDRP is consistent with the routeing mod¢l presented
in ISO TR 9575. To emphdsize its policy
nature, the IDRP routeing model includes
Information Base, as shown in Figure 4.
described in terms<f four major compongnts:

based
a Policy
IDRP can be

a) BISPDU-Receive Process: responsible for
accepting-afnd processing control and routeing
information from the local environmepnt and from

BISPDUs of other BISs. This informa
for(a variety of purposes, such as re

ion is used
Leiving error

reports and guaranteeing reliable redeption of
BISPDUs from neighboring BISs. (For example,

the Update—R-eceive process (see 7.1
of the BISPDU-Receive process that
the reception of routeing information

) is the part
Heals with
after a

BIS-BIS connection has been establighed.)

BI!SPDU-Send Process: responsible fdr con-

structing BISPDUs which contain con
routeing information.
local BIS for a variety of purposes, s
advertising routeing information to o
initiating BIS-BIS communication, an
BIS routeing information bases.

Decision Process: responsible for cal
routes which will be consistent with |
policies. It operates on information i

rol and

ch as
her BISs,
i validating

BISPDUs are Ted by the

culating
ocal routeing
n both the

PIB and the Adj-RIBs, using it to create the Local

RIBs (Loc-RIBs) and the local Forwa
mation Bases (see 7.10).

ding Infor-

Forwarding Process: responsible for'lsupplying
J

a omplichralavinag of

PDUs to

IDRP is a routeing information exchange protocol
which is located within the Network layer and inter-
faces to ISO 8473, which serves as a SNICP (see
Figure 3). In particular, BISPDUs are encapsulated as
the data portion of ISO 8473 NPDUs. IDRP is a
connection-oriented protocol which is implemented
only in Intermediate systems. Routeing and control
information is carried in BISPDUs (as in clause 6),
which flow on connections between pairs of BISs.
Each BISPDU is packaged within one or more NPDUs
for transmission by the underlying Network service.

o Y
FE-SOufeeo—o—=a THRPTET

J I

their destinations. It uses the FIB(s)
the Decision Process.

5.1 Inter-RD topology

created by

This protocol views the overall global OSIE as an arbi-
trary interconnection of Transit Routeing Domains and
End Routeing Domains which are connected by real
inter-domain links placed between BISs located in the
respective routeing domains. This International
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Network
Layer

Inter-domain
Routeing Protocol
(IDRP)

[SO 8473

Figure 3 — Pdsition of IDRP within Network Layer

Standard provigles for the direct exchange of routeing
information between BISs, which may be located
either in the sgdme routeing domain or in adjacent
routeing domaips.

The direct exchange of policy information is ouiside
the scope of IDRP. Instead, IDRP communicate’s
policy ‘informatipn indirectly in its UPDATE _PDUs
which reflect the effects of the local policies of RDs on
the path to the|destination. Since alliBISs within a
routeing domaip must enforce consistent active
routeing policids, IDRP provides“methods for
detecting the elxistence of aGtive inconsistent policies
within a routeing domain-However, the semantics of
routeing policigs and_the-methods for establishing
them are outsifle thé scope of this International
Standard.

5.2 Routeing ’Eolicy

will then select the paths that it will advertise
externally.

To enforce routeing policies and to insure that ppli-
cies are both feasible and consistent, this protocol:

— carries path information, expressed in terms| of
Routeing Domain ldentifiers (RDIs) and varipus
path attributes, in its UPDATE PDUs

— permits a routeing domain to selectively prdpa-
gate its reachability information to a limited|set of
other routeing domains

— provides a method to detect policy inconsisten-
cies within the set of BISs located in a singlg
routeing domain

— permits each routeing domain to set its poligies
individually: that is, global coordination of golicy
is not required.

NOTE 2: Annex T Ifustrates a policy description method and
its associated semantics as one example of how
policies might be expressed.

Each routeing domain chooses its routeing policies
independently, and insures that all its BISs calculate
inter-domain paths which satisfy those policies. Local
routeing policies are applied to information in the
Routeing Information Base (RIB) to determine a
degree of preference for potential paths (see 7.16).
From those paths which are not rejected by the
routeing policy, a BIS selects the paths which it will
use locally; from the locally selected paths, the BIS

The set of rules that comprises the routing policy
enforced by a BIS are held in a Policy Information
Base (PIB), which is separate from the RIB.
Depending on local Security and QOS requirements,
the PIB may also contain:

a) rules for the aggregation of routes that include
the SECURITY and LOCALLY DEFINED QOS path
attributes (see 7.18.2)

b) rules for enforcing local QOS Maintenance Poli-
cies and the effective Security Policy, during
NPDU forwarding
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c) rules for ing SECURITY and LOCALLY
DEFINED Q path attributes in routes that are
re-advertised to external routeing domains.

x-_ .

5.3 Types of systems

An Intermediate system that implements the protocol
described in this International Standard is called a
Boundary Intermediate system (BIS). Each BIS
resides in a single routeing domain, and may
optionally act snmuhaneously as a BIS and as an
intra-
example, a single system could simultaneously play
the rdles of a BIS for Inter-domain routeing and a
level-P IS for Intra-domain routeing as described in
ISO/IFC 10589.

5.4 Types of routeing domains

The protocol described in this International Standard
recoghizes two types of routeing domains, end
routeing domains and transit routeing domains; each
may contain both ISs and ESs.

ISO/IEC 10747: 1994 (E)

5.5 Routeing domain confederations

Domain Confeder-

it s of
ermits Giroups oi

IDRP provides support for Routeing

ations (RDCGCs); this cpticnal function p

routeing domains to be organized in a hierarchical
fashion.

An RDC is formed by means outside the scope of this
protocol, and composed of a set of confederation
members. Confederation members (CMs) are either

aina Aamain aan
rouieing domain con-

individual routeing domains or route

gcua:

sive: a confederatlon member may be
routeing domain or another confederat

5.6 Routes: advertisement'and storage

Foi purposes of this protacol, a route ip define
unit of information that pairs destinatigns with
attributes of a pdth to those destinatiofs:

fined as
t

he

a

o

— Routes aréyadvertised between a gair of BISs in
UPDATE\PDUS: the destinations arp the systems
whase NSAP prefixes are reported|in the NLRI
field, and the path is the informatign reported in
the path attributes fields of the same UPDATE
PDU.

Local
BISPDU BASE BISPD{
Receive Send
A

BISPDUs

r'?l_.

Adj-RIB-In

|

Loc-RIB

Ad}-RIB-In

—Irmformatiomr Boses

\

BISPDUs

Adj-RIB-Out

J

NPDUs >

FIB

» NPDUs

tro553

Forwarding Information Base

Figure 4 - Inter-domain Routeing Components
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— Routes are stored in the Routeing Information
Bases: namely, the Adj-RIBs-In, the Loc-RIBs,
and the Adj-RIBs-Out. Routes that will be adver-
tised to other BISs must be present in the
Adj-RIBs-Out; routes that will be used by the local
BIS must be present in the Loc-RIBs, and the next
hop for each of these routes must present in the
local BIS’'s Forwarding Information Bases; and
routes that are received from other BISs are
present in the Adj-RIBs-In.

— A Route-ID is assigned to each route that is

© ISO/IEC

The number of RIB-Atts is limited by the number of
distinct sets of permissible distinguishing attributes
(see 7.11.2); this in turn limits the number of RIBs and
FIBs that a BIS can support. The number of RIBs and
FIBs can be further constrained by local decisions—a
BIS may choose to support only a limited number of
distinct routeing information bases (that is, a limited
number of RIB-Atts, as described in 7.10.1).

5.8 Selecting the information bases

advertised by[@ BIST_THis Tdentifier 1s unambig-
uous in the cpntext of the BIS-BIS connection
between the advertising BIS and the receiving
BIS.

A BIS can support multiple routes to the same desti-
nation by maintaining multiple RIBs and the corre-
sponding multiple|FIBs. Each Loc-RIB will be
identified by a different RIB-Att (see 5.7 and 5.8); an
Adj-RIB-Out shall|contain at most one route to a par-
ticular destination|.

If the BIS choose$ to advertise the route, it may add
to or modify the gdath attributes of the route before
advertising it to aHjacent BISs. For example, it is pos-
sible under certaip circumstances to aggregate path
attributes, NLRI, ¢r entire routes, as described more
fully in 7.18.2; or,|as another example, the further dis-
tribution of a routp may be restricted through the use
of the DIST_LIST |[EXCL attribute, as described in
7.12.6.

IDRP also providels mechanisms by which a BIS can
inform its neighbdr that a previously advertised route
is no longer available for use. There are three
methods by which|a given BIS can indicate that'a
route has been withdrawn from service:

a) the Route-ID [for a previously advertised route
can be advertjsed in the WITHDRAWN ROUTES
field of an UP[DATE PDU, thus‘marking the associ-
ated route as|being no longertavailable for use

b) a replacementf route (with/the same distinguishing
attributes and NLRI) can/be advertised, or

c) the BIS-BIS cpnneetion can be closed, which
implicitly rempves ‘from service all routes which
the pair of Bifs\had advertised to each other.

Each RIB is identified by a RIB-Att (RIB attribute), fnd
the same RIB-Att also uniquely identifies the dss6di-
ated FIB.

For an UPDATE PDU, the BIS determinés the
ROUTE_ID, LOCAL_PREF, and the set‘of distinguis
path attributes associated with each foute that is
advertised. The set of distingdishing path attribute
contained between a pair of‘consecutively occurrinig
ROUTE_SEPARATORSs or-bétween the last
ROUTE_SEPARATOR and-the end of the BISPDU
unambiguously determine the RIB-Att for that routq.

ing

12

For an NPDU, the BIS unambiguously determines the
FIB that shauld be used for forwarding this NPDU. |it
maps certaiff fields in NPDU's header into a RIB-At
which thehunambiguously identifies a particular FI
(see 8.2vand 8.3).

(e I8

A summary of IDRP’s information bases is presentg¢d
in Table 1.

5.9 Routeing information exchange

This International Standard provides several rules
governing the distribution and exchange of routeing
information:

— rules for distributing routeing information inter
nally (to BISs within a routeing domain)

— rules for distributing routeing information
externally (to BISs in adjacent routeing domain

w
~

Routeing information is carried in the protocol's
BISPDUs, which are generated on an event-driven

boci b plo ; L .- Ly
VAT WITOU LG VET A Ui TOUTTVE S TITTVITIiTativiT witio t

5.7 Distinguishing path attributes and RIB-Atts

Certain path attributes are classified as Distinguishing
Attributes. Each distinct combination of such attri-
butes identifies a particular information base which
will be used to store information about the route.
Each combination of distinguishing attributes is called
a RIB-Att (RIB attribute); the RIB-Att is a common
identifier for the Adj-RIB-In, Loc-RIB, Adj-RIB-Out, and
FIB with which the route information is associated.

causes it advertise new paths.

5.9.1 Internal neighbor BIS

Each BIS establishes and maintains communications
with all other BISs located in its routeing domain.
The identity of all BISs within a routeing domain is
contained in managed object INTERNAL_BIS
described in 7.3.
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Table 1 - The IDRP Information Bases: The indexing variables and contents of the RIBs and FIBs are

shown.
Information Base Indexed by... Contains...

Adj-RIB-In — NET of adjacent BIS — Path attributes
— RIB-Atts — NLRI
— Route-ID

Loc-RIB — RIB-Atts — Path attributes

— NLRI

AdjFRTB-Out — NET of adjacent BIS — Path attributes
— RIB-Atts — NLRI
— Route-ID

FIH — RIB-Atts — NET of next hop BIS
— NLRI — Output SNPA of local BIS

— Input SNPA of next hop. BIS
— minimum priority associated with this [subnet-
work, when the RIB-Att contains the PRIORITY
attribute
— security related information associate¢l with this
subnetwark,)when the RIB-Att contain$ the
SECURITY attribute
— QOS metric value, when the RIB-Att cpntains a
RESIDUAL ERROR, TRANSIT DELAY, §XPENSE,
or/LOCALLY DEFINED QOS attribute

NOTES

it gdvertises to that neighbor.

eagh FIB corresponds to a Loc-RIB.

a) As|a local option, a BIS may elect to apply information reduction techniques to path attributes and NLRI infofmation.

b) Fof each adjacent BIS, a given BIS maintains an AdjsRIB-In for each RIB-Att (including the Empty RIB-Att) thpt it sup-

poIs
¢) A BIS maintains a separate Loc-RIB for each RIB-Att (including the Empty RIB-Att) that it supports.
d) Foq each adjacent BIS, a given BIS maintajns an Adj-RIB-Out for each set of RIB-Atts (including the Empty R[IB-Att) that

e) A diven BIS maintains a separate EIB.for each set of RIB-Atts (including the empty RIB-Att) that it supports— that is,

To|facilitate the forwarding process, a BIS can organize each of its FIBS into two conceptual parts: one confaining

infgrmation for NLRI locate®-within its own RD, and another for NLRI located in other RDs (as in clause 8). Hor external
NLRI, a BIS can further lorganize the FIB information based on whether the next-hop-BIS is located within its|own RD or
in #nother RD (see 8.4, ifems "a” and "b”). And finally, for those next-hop BISs located in its own RD, the lo¢al BIS can
organize the information according to a specific forwarding mechanism (see 8.4, items "b1” and "b2").

5.9.2 External neighbor BIS

Each BI$ miay-establish and maintain communications
with oth¢r ‘BISs in adjacent routeing domains. A BIS

in managed object EXTERNAL-BIS-NHIGHBORS is
located on a common subnetwork with itself, a local
BIS can include the ISO 8473 Complete Route
Record parameter so that the recipieft of the

has no direct communications link with any BIS in
another routeing domain unless that RD is adjacent to
it, as defined in 3.6: that is, a BIS does not communi-
cate directly with a BIS located in a different routeing
domain unless the pair of BISs are attached to at
least one common subnetwork. The identity of
neighbor BISs in adjacent routeing domains is con-
tained in managed object EXTERNAL-BIS-NEIGHBORS
described in 7.3.

NOTE 3: In the absence of an implementation specific
method for ascertaining that a neighbor BIS listed

BTSPDUTan determime ending BIS is
located on the same subnetwork as itself.

5.10 Routeing domain identifiers

Each routeing domain (RD) and routeing domain con-
federations (RDC) whose BIS(s) implement the pro-
tocol described in this International Standard shall
have an unambiguous routeing domain identifier
(RDI), which is a generic Network entity title, as
described in ISO 7498.
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An RDI is assigned statically in accordance with
ISO/IEC 8348, and does not change based on the
operational status of the routeing domain. An RDI
identifies a routeing domain or a confederation
uniquely, but does not necessarily convey any infor-
mation about its policies or the identities of its
members.

5.11 Formats of RDIs, NETs, and NSAP
addresses

© ISO/IEC

Adaptability: It adapts to topological changes between
routeing domains, but not to traffic changes.

Promptness: It provides a period of adaptation to
topological changes between domains that is a rea-
sonable function of the maximum logical distance
between any pair of routeing domains participating
in an instance of this protocol.

Efficiency: It is efficient in the use of both processing
resources and memory resources; it does not
create excessive routeing traffic overhead.

Within routeing|domains whose BISs implement the
protocol defined in this International Standard, RDIs,
NETs and NSAP addresses shall be structured as

described in 7.1.

All Boundary Intermediate systems shall be able to
generate and fqrward PDUs containing NSAP
addresses or NETs whose abstract syntax is as
described in ISQ/IEC 8348.

5.12 Design qgbjectives

The protocol dgscribed in this international standard
was developed|with a view towards satisfying certain
design goals, while others specifically were not
addressed by the mechanisms of this protocol.

5.12.1 Within the scope of the protocol

This Internatioal Standard supports the following
design requirements:

Control Transit|through an RD: It provides mech-
anisms to pgrmit a given routeing domain to
control the ability of NPDUs from other_routeing
domains to transit through itself.

Network Layer |Protocol Compatibility:it does not
require that pny changes be mddé to the following
existing Network layer protocols: ISO 8473,
1SO 9542, 1I90/IEC 10030, ISO/IEC 10589, and
ISO/IEC 820B.

Autonomous Ojperation: ' provides stable operation in
the global OBIE where significant sections of the
interworking| environment will be controlled by dis-
joint entities

Robustness: [T recovers from transient errors sugh as
lost or temporarily incorrect routeing PDUs,\and it
tolerates imprecise parameter settings.

Stability: It stabilizes in finite time to_“good routgs”,
as long as there are no continuous/topologica
changes or corruptions of the fouteing and policy
information bases.

Heterogeneity: It is designied to operate correctly over
a set of routeing domains that may employ diyerse
intra-domain routeing_protocols. It is capable of
running over a wide’ variety of subnetworks,
including but pat limited to: ISO/IEG 8208 and X.25
subnetworks; PSTN networks, and the OS| Data Link
Service,

Availability: It will not result in inability to calculpte
aceeptable inter-domain paths when a single point
of failure happens for a pairing of topology and
policy that have a cut set greater than one.

Fire walls: It will provide fire walls so that:

— Problems within one routeing domain will[not
affect intra-domain routeing in any other
routeing domain

— Problems within one routeing domain will|not
affect inter-domain routeing, unless they pccur
on internal inter-domain links

— Inter-domain routeing will not adversely affect
intra-domain routeing.

Scaling: It imposes no upper limit on the numbef of
routeing domains that can participate in a single
instance of this protocol.

Multiple Routeing Administrations: It will accommo-
date inter-domain route calculations without rlegard
to_ whether or not the participating routeing

Distributed Information Bases: It does not require a
centralized global repository for either routeing
information or policy information.

QOS-based Routeing: It provides the ability to select
routes based on the QOS characteristics of the
NPDUs.

Deliverability: It accepts and delivers NPDUs
addressed to reachable routeing domains and
rejects NPDUs addressed to routeing domains
known to be unreachable.

10

domains are under control of one or several admin-
istrative authorities.

5.12.2 Outside the scope of the protocol

The following requirements are not within the design
scope of this protocol:

User Data Security: The security of user data carried
within an NPDU is outside the scope of this pro-
tocol. This protocol is not designed to serve as a
substitute for conventional data security practices.
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However, it can provide a security-related facility to
the extent that route computation can be based
upon the contents of the ISO 8473 security param-
eter.

Traffic Adaptation: It does not automatically modify
routes based on the traffic load.

Guaranteed delivery: It does not guarantee delivery of
all offered NPDUs.

Repair of Partitioned Routeing Domains: It does not
use paths external to a partitioned routeing domain

ISO/IEC 10747: 1994 (E)

6.1 Header of BISPDU

Each BISPDU has a fixed size header. There may or
may not be a data portion following the header,
depending on the PDU type.

The layout of the header fields and their meanings
are shown below:

Inter-domain Routeing Protocol Identifier (1 octet)

BISPDU Inngih (2-octets)

to rgpaiTthepartition:

Repair|of Partitioned Routeing Domain Confeder-
ations: It does not use paths external to a parti-
tion{d routeing domain confederation to repair the
partition.

Shared Use of Inter-domain Links: It will not permit an
external inter-domain link to carry intradomain
traffic.

Suppregssion of Transient Loops: Although it provides
mecTanisms to detect and suppress looping of
routeing information, it provides no mechanisms to
deteft or suppress transient looping of ISO 8473
NPDUs.

6 Structure of BISPDUs

In this [document, the term BISPDU (Boundary IS
PDU) i3 used as a general term to refer to any.of the
PDUs defined in this clause.

Octets |in a PDU are numbered starting'from 1, in
increaging order. Bits in an octet-are numbered from
1 to 8,|where bit 1 is the low-order-bit and is pictured
on the Jright. When consecutite odctets are used to
repres¢nt a number, the lgwer octet number has the
most s|gnificant value. (The“more significant semi-
octet of each pair of semi-octets in a given octet is
encoded in the high)order bit positions (8 through 5).

Values|are given-in decimal, and all numeric fields
are ungigned,junless otherwise noted.

The 1ypes—ol—P-B'Ufused-by-thirpme.—msmu—ty'P-e

— OPEN PDU

— UPDATE PDU

— IDRP ERROR PDU
— KEEPALIVE PDU
— CEASE PDU

— RIB REFRESH PDU

BISPDU Type (1 octet)

Sequence (4 octets)

Acknowledgement (4 octets)

Credit Offered (1 octet)

Credit Available (3}~octet)

Validation Patteri (16 octets)

The meaning’and use of these fields are| as follows:

Inter-domain Routeing Protocol Identifiet: An architec-
tural constant for use in identifying thle protocol by
the methods of ISO DTR 9577.

BISPDU Length: The BISPDU Length fielf is a 2 octet

unsigned integer. It contains the tota
octets of this BISPDU, including both
data portions. The value of the BISP
field shall be at least MinBISPDULen
no greater than the value carried in t

length in
header and

U Length

th octets, and
he

Maximum_PDU_Size field of the OPEN PDU

received from the remote BIS.

Further, depending on the PDU type,
other constraints on the value of the
for example, a KEEPALIVE PDU must

here may be
Length field;
have a length

of exactly 30 octets. No padding after the end of

BISPDU is allowed, so the value of th

b Length field

must be the smallest value required diven the rest

of the BISPDU.

BISPDU Type: The BISPDU Type field cd

octet type code which identifies the sj

ntains a one
ecific type of

the PDU. The supported type codes dre:

Code

OPEN PDU
UPDATE PDU
IDRP ERROR PDU
KEEPALIVE PDU
CEASE PDU

RIB REFRESH PDU

All other BISPDU type codes are rese
future extensions.

O A WN =

rved for
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Sequence: The Sequence field contains a 4 octet
unsigned integer that is the sequence number of

this PDU. The procedures for generating sequence

[P T SR anr

numbers for the various iypes of BiSPDU are
described in 7.7.4.

Acknowledgement: The Acknowledgment field is a 4
octet unsigned inieger that contains the sequence
number of the PDU that the sender last received
correctly and in sequence number order.

Credit Offered: The conients of this fieid indicate the
number of additi }
willing to accdpt from the remote BIS; it is used by

the flow contrl process described in 7.7.5.

Credit Available] The contents of this field indicate the

number of additional BISPDUs that the sender is
able to send tp the remote BIS; it is used by the
flow coniroi prlocess described in 7.7.5.
Validation Patterp: This 16-octet field is used to
provide a validation function for the BISPDU.
Depending upén the contents of the field
"Authenticatioh Code” of the OPEN PDU, this field
can provide:

— data integrity for the contents of the BISPDU
(see 7.7.1]land 7.7.3), or

— data integrity for the contents of the BISPDU
plus authgntication of the peer BIS (see 7.7.2).

6.2 OPEN PDU

The OPEN PDU {s used by a BIS for starting a BIS-BIS
connection. The|first PDU sent by either side is an
OPEN PDU.

The OPEN PDU ftontains a fixed header and_the-addi-
tional fields shown below:

Source RDI: This variable length field contains thg

Fixed Header

Version (1 octét)

Hold Time (2 dctets)

Maximum PDU| Size (2\.0octets)

Source RDI LengthlIndicator (1 octet)

Source RDI (variable)

© ISO/IEC

Version: This one octet field contains the version
number of the protocol. Its value is currently 1.

Hold Time: This field contains a 2 octet unsigned
integer that is the maximum number of seconds
that this BIS will allow the FSM for a given BIS-BIS
connection to remain in the ESTABLISHED state
without receipt of a KEEPALIVE, UPDATE, or RIB
REFRESH PDU from the peer BIS. (See 7.6.1.4 and
7.20.5)

Maximum PDU Size: This field contains a 2 octet

octets that this BIS will accept in an incoming
UPDATE PDU, IDRP ERROR PDU, or RIB REFRHSH
PDU.
Independent of this value, every BISyshall accept
KEEPALIVE PDUs or CEASE PDUs of length 30
octets; every BIS shall also accept any OPEN PpPU
with length less than or equaljto 3000 octets.

As a minimum, every BIS i$ required to suppor
reception of all BISPDUs' whose size is greater |than
or equal to MinBISPDULength octets and less than
or equal to 1024%oclets: that is, the minimum
acceptable value/for this field is 1024.

Source RDLLength Indicator: This one octet field ¢on-

tains thedlength in octets of the Source RDI field.

RB| of the routeing domain in which the BIS th3t is
sending this BISPDU is located.

RIB-AttsSet: This variable length field contains a [ist
of all RIB-Atts that the local BIS is willing to
support when communicating with the neighbor| BIS
(that is, the BIS to which this OPEN PDU is bein
sent). It contains an encoding of all or part of {
information contained in managed object
RIBAttsSet (See 7.3 and 7.10.1).

T Q

A BIS is not required to list all of its supported
RIB-Atts in an OPEN PDU that is sent to a neighbor
BIS located in an adjacent routeing domain. It
must include only those RIB-Atts that correspond to
Adj-RIBs-Out that the local BIS will use to comiu-
nicate with the neighbor BIS, and those that cofre-
spond to the RIB-Atts of the Adj-RIBs-In that th
local BIS supports for storing UPDATE PDUs
received from that neighbor BIS.

L]

RIB-AttsSet (variable)

Confed-IDs (variable)

Authentication Code (1 octet)

Authentication Data (variable)

The meaning and use of these fields are as follows:

12

However, a BIS shall include all of the RIB-Atts
listed in managed object RIBAttsSet in an OPEN
PDU that is sent to another BIS located in its own
routeing domain. Failure to do so will result in an
OPEN PDU error, as described in 7.20.2.

The encoding of this field is as follows:
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Number of Non-empty RIB-Atts

Rl

Number of Distinguishing Attributes in First

B-Att

First attribute, first RIB-Att

Last Attribute, first RIB-Att

RI

Number of Distinguishing Attributes in Second

B-Att

Fi

ISO/IEC 10747: 1994 (E)

a type-value-specific distinguishing attribute
(see 7.11.2) is encoded as a triple <type,
length, value>, using the type code for the
attribute, the length in octets of the subsequent
value, and the value itself. The value is
encoded as follows for the following distin-
guishing attributes:

SECURITY: The value shall contain the Security
Registration |dentifier that identifies the
Security Authority for which security related
information is supported by this RIB-Att,

r$t attribute, second RIB-Att

Lagdt Attribute, second RIB-Att

RI

Number of Distinguishing Attributes in Nth

B-Att

F

r¢t attribute, Nth RIB-Att

Ladt Attribute, Nth RIB-Att

RI

Nufnber of Distinguishing Attributes in Last

B-Att

Firgt attribute, last RIB-Att

Lagt Attribute, last RIB-Att

The

fleld Number of RIB-Atts is one octetlong. It

contajns the total number of non-empty RIB-Atts
suppgrted by this BIS. Since every (BIS supports an

empty

RIB-Att (see 7.10.1), the @mpty RIB-Att shall

not b¢ listed in the OPEN PDU:

If a BIS supports no RIB-Alts other than the empty
RIB-Att, then the field Number of Non-empty

RIB-

Atts shall contain 0

If the|Number of{Naen-Empty RIB-Atts is non-zero,

then

he BIS supports all of the listed RIB-Atts plus

the empty RiB>Att.

the

of a

Each [figld Number of Distinguishing Attributes in

number of distinguishing attributes that are con-
tained in the Nth RIB-Att.

Since a RIB-Att consists
set of distinguishing attributes, there is no sig-

nificance to the order in which the distinguishing
attributes of a given RIB-Att are listed.

Each of the individual attributes in a set is encoded
as follows:

a type specific distinguishing attribute (see
7.11.2) is encoded as a single octet, using the
type code specified in 6.3 for the corresponding
UPDATE PDU path attribute.

encoded identically to the en¢odling of the
SECURITY attribute specifiéd\in[6.3.1.14
including length fields, but“with ja zero length
security information.

LOCALLY DEFINED QOS: The valule shall com-
prise the NSAR. Address Prefix df the QoS
Authority and the QoS value that identifies
the QoS measurement, encoded identically
to the encoding of the LOCALLY|DEFINED
QOS attribute specified in 6.3.1.f11 including
lengib’ fields, but with a zero length metric.

Confed-IDs: This is a variable length field which
repofts the RDIs of all RDCs that this BIS is a
member of. The encoding of this field [is as follows:

Number of RDCs (1 octet)

Length of First RDI (1 octet)

RDI of first RDC

Length of Last RDI (1 octet)

RDI of last confederation

The 1 octet field Number of RDCs givep the number

of RDCs of which this BIS is a member.
zero indicates that this BIS participates

A value of
in no RDCs.

For each such confederation, the following fields
give the length and RDI for each confgderation,

where each RDI is encoded according
ferred binary encoding of ISO/IEC 8348.

o the pre-

Authentication Code: This 1-octet unsign¢d integer

a)

being used:

Code 1 indicates that the Validation Pattern
field in the header of each BISPDU contains an
unencrypted checksum that provides data
integrity for the contents of that BISPDU. Its
use is described in 7.7.1 Its use is described in
7.71.

Code 2 indicates that the Validation Pattern
field in the header of each BISPDU provides
both peer-BIS authentication and data integrity
for the contents of the BISPDU. The specific
mechanism used to generate the validation

13
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pattern is mutually agreed to by the pair of
BISs, but is not specified by this International
Standard. Its use is described in 7.7.2.

c) Code 3 indicates that the Validation Pattern
field in the header of each BISPDU contains an
unencrypted checksum covering the concat-
enation of the contents of the BISPDU with
untransmitted password string(s). Its use is
defined in 7.7.3.

Authentication Data: The form and meaning of this

field is a va = —Network—tayerReachabiitytnformation—(vartaple)
Authenticati Code, as described in clause D.1.
The length of the authentication data field can be

determined ffom the Length field of the BISPDU
header.

6.3 UPDATE PDU

An UPDATE PDU is used to advertise feasible routes
to a neighbor BIS, or to withdraw multiple unfeasible
routes from sefvice (see 5.6). An UPDATE PDU may
simultaneously|advertise multiple feasible routes and
withdraw multiple unfeasible routes from service. The
UPDATE PDU aiways includes the fixed header,
Unfeasible Route Count field, and Total Path Length
Attributes field| it can optionally contain the other
fields shown in| Figure 5:

— if routes afe being explicitly withdrawn from
service, thén the UNFEASIBLE ROUTE COUNT
field will b¢ non-zero, and the WITHDRAWN
ROUTES flelds will be present

— if feasible [routes are being advertised, thensthe
TOTAL PAJTH ATTRIBUTES LENGTH field will be
non-zero, and the PATH ATTRIBUTES and-NLRI
fields will pe present.

An UPDATE PDU can advertise mulfiple routes; a
route is described by several path.attributes, each of
which is encodpd as a 4-tuple, Al path attributes
contained in a|given UPDATE-PDU apply to the desti-
nations carried in the Neiwork Layer Reachability
Information field of thesUPDATE PDU.

An UPDATE PDU ean list multiple routes to be with-
drawn from selkvi is identified by

© ISO/IEC

The components of the UPDATE PDU are described
below:

Fixed Header

Unfeasible Route Count (2 octets)

Withdrawn Routes (variable)

Total Path Attributes Length (2 octets)

Path Attributes (variable)

The use of these fields is as follows:

Unfeasible Route Count: This is a 2-octet’ long fi¢ld
that contains an integer whose valde is equal|to the
number of ROUTE-IDs that age\ihcluded in the| sub-
sequent WITHDRAWN ROUTES field. A value |of O
indicates that no routes/are/being withdrawn from
service, and that the WK'MDRAWN ROUTES fipld is
not present in this UPDATE PDU.

Withdrawn Routes: THhis is a variable length fielq that
contains a list'of Route-IDs for the routes tha{ are
being withdrawn from service. Each Route-ID|is 4
octets im\length.

Total Path Attribute Length: The length of this field is
2%octets. It is the total length of all Path Attriputes
in the UPDATE PDU in octets.

Path Attributes: A variable length sequence of path
attributes is present in every UPDATE PDU that is
used to advertise a feasible route.

Network Layer Reachability Information: A varijzle
length field that lists the destinations for the fea-
sible routes that are being advertised in this
UPDATE PDU.

6.3.1 Path attribute encoding

Each path attribute is a 4-tuple of variable
length—<flag, type, length, value>. The elements
are used as follows:

— Flag:

The first element of each attribute is a one joctet

its Route-ID, which unambiguously identifies the route
in the context of the BIS-BIS connection in which it
had been previously been advertised.

An UPDATE PDU that is used only to withdraw routes
from service (but not to advertise any feasible routes)
will not include Path Attributes or NLRI. Conversely,
if an UPDATE PDU does not withdraw any routes from
service, the UNFEASIBLE ROUTE COUNT field will
contain the value 0, and WITHDRAWN ROUTES field
will not be present.

14

fretd:

« The high-order bit (bit 8) of the attribute flags
octet is the Optional bit. If it is set to 1, the
attribute is optional; if set to 0, the attribute
is well-known.

+ The second high-order bit (bit 7) of the attri-
bute flags octet is the Transitive bit. It
defines whether an optional attribute is tran-
sitive (if set to 1) or non-transitive (if set to
0). For well-known attributes, the Transitive
bit shall be set to 1.
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Fixed Unfeas | Withdr | Path Att | Path Path NLRI
Header| Rt Count Routes | Length Aftr 1 Aftr n

——

/

—

Flags
'~

| enath alue
g alue

ROUTE_SEPARATOR
EXT_INFO

RD_PATH
NEXT_HOP
DIST_LIST_INCL
DIST_LIST_EXCL
MULTI_EXIT_DISC
TRANSIT_DELAY
RESIDUAL_ERROR
- 10 EXPENSE

— 11 LOCALLY DEFINED QOS

|
voNoUhA®N =

— 13 RD_HOP_COUNT
- 14 SECURITY
L 15 CAPACITY
— 16 PRIORITY

Pratocol

Identification

Address
Information

Pratocol
Identification

Address
nformation

— 12 HIERARCHICAL_RECORDING

Figure

5 - Structure of the UPDATE PDU

.

The third high-order bit (bit 8) of the attribute
flags octet is the Partial bit. It defines
whether the optional transitive atiribute is
partial (if set to 1) or complete (if set to 0).
For well-known attributes and\for optional
non-transitive attributes the Partial bit shall
be set to 0.

«| The lower order five-bits (1 through 5) of the
attribute flags octet are reserved. They shall
be transmitted ‘as/ 0 and shall be ignored
when received:

— Type:

Thle second”element of each attribute is a one
oclet/field which contains the type code for the
atfribute. Currently defined attribute type codes

The remaining octets of each path attribute field
contain the value of the attribute, which is inter-
preted according to the attribute flajgs and the
attribute type code. The supported|attribute

values and their encodings are defihed below.

6.3.1.1 ROUTE_SEPARATOR (Type Codp 1)

ROUTE_SEPARATOR is a well-known mandatory attri-

bute whose length is 5 octets. One
ROUTE_SEPARATOR attribute shall be

bresent for

each feasible route that is advertised in|lan UPDATE
PDU. Multiple ROUTE_SEPARATORSs m{y appear in a

single UPDATE PDU. Each one provide
<ROUTE_ID, LOCAL_PREF> for the ro
tinguishing attributes immediately follow.

a 2-tuple
te whose dis-
It is

are discussed in clause 7.11.

NOTE 4: It is not the intention of this International
Standard to define globally understood path
attributes for type codes greater than value

128. Such codes are reserved for local use.
Length:

The third field of each path attribute is 2 octets in
length; it contains the length in octets of the
immediately following Value field.

— Value:

-l | lo Lo 1
et odet—as SNOWIT DeToOwW:

ROUTE-ID 1 (4 octets)

LOCAL-PREF 1 (1 octet)

a)

ROUTE-ID:

A four octet field that contains the route identifier
for the route associated with the RIB-Att com-
posed of the set of distinguishing path attributes
that appear between itself and either the next

15
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ROUTE_SEPARATOR attribute or the end of the

UPDATE PD

u.

b) LOCAL_PREF: A one octet field that contains the
local preference value for route.

The usage of thi

6.3.1.2 EXT_INF

s attribute is defined in 7.12.1.

O (Type Code 2)

EXT_INFO is a well-known discretionary attribute that

has a length of
some (or all) of
Reachability Infd
PDU have been
IDRP. Converse
attributes and N
defined within 10

6.3.1.3 RD_PAT

The RD_PATH

zero octets’ its presence indicates that

© ISO/IEC

6.3.1.4 NEXT_HOP (Type Code 4)
This is a well-known discretionary attribute that can
be used for two principal purposes:

a) to permit a BIS to advertise a different BIS's NET
in the "NET of Next Hop” field

b) to allow a given BIS to report some or all of the
SNPAs that exist within the local system

It is encoded as shown below:

the path attributes or Network Layer
rmation contained in this UPDATE
obtained by methods not specified by
y, its absence indicates that all path
LRI have been learned by methods
RP. Its usage is defined in 7.12.2

H (Type Code 3)

tribute is a well-known mandatory

attribute composled of a series of RD path segments.

Each path seg
segment type, p
value>.

The path segme
following values

nt is represented by a triple <path
th segment length, path segment

ht type is a 1-octet long field, with the
defined:

Segment Type Value
RD_SET 1
RD_SEQ 2
ENTRY_SEQ 3
ENTRY_SET 4

An RD_SEQ and

a ENTRY_SEQ provide a list'of RDlIs,

for routeing domjains or for confederations respec-
tively, in the order that the routeing information has

travelled throug

h them. An RD_SETand an

ENTRY_SET proyvide an unordered list of RDIs, for

routeing domain

5 or for confederations respectively;

the routeing infdrmation has)not necessarily travelled
through all of thp listed domains or confederations.

The path segme
taining the lengt
field.

The path segme

ht length is a two octet field con-
hain octets of the path segment value

[ IDRP_Server_Allowed (1 octet)

followed by one or more of the following;

Proto_type (1 octet)

Proto_length (1 octet)

Protocol (variable)

Length of NET (1 octet)

NET of Next Hop (variable)
Number of SNPAs (1 octet)
Length 6f fifst SNPA(1 octet)
First SNPA (variable)

Length of second SNPA (1 octet)
Second SNPA (variable)

Length of Last SNPA (1 octet)
Last SNPA (variable)

The use and meaning of these fields are as follows:

172

IDRP_Server_Allowed: The value X'FF' indicates {he
recipient of this UPDATE PDU has the option of]
advertising (in its own outbound UPDATE PDUs)) the
NET and SNPA information learned from this
UPDATE PDU. If the value is not X'FF’, then the
recipient of this UPDATE PDU shall not advertige
the NET and SNPA information learned from this
UPDATE PDU.

nt value field contains one or more

2-tuples <length, RDI>. Length is a one octet long
field that contains the length of the RDI in octets; RD/
itself is encoded according to the preferred binary
encoding of ISO/IEC 8348.

Usage of this atiribute is defined in 7.12.3.

Profo_type: This field indicaies the type of proiocol
identifier that follows:

1 ISO/IEC TR 9577 IPI/SPI
2 IS0 8802 LSAP

For use with ISO 8473, this field shall contain the
value 1.

Proto_length: This field indicates the length in octets
of the protocol identifier that follows. For use with
ISO 8473, this field shall contain the value 1.
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Protocol: This field carries the identity of the protocol
associated with the address information that
follows. For use with 1SO 8473, this field shall
contain the value X'81'.

Length of NET: A 1 octet field whose value expresses
the length of the "NET of Next Hop” field as meas-
ured in octets

NET of Next Hop: A variable length field that contains
the NET of the next BIS on the path to the destina-
tion system

ISO/IEC 10747: 1994 (E)

Count (1 octet)

Length (1 octet)

Value (variable)

Length (1 octet)

Value (variable)

The use and meaning of these fields are as follows:

Numbes of SNPAs: A 1 octet field which contains the
number of distinct SNPAs to be listed in the fol-
lowing fields. The value 0 may be used to indicate
that no SNPAs are listed in this attribute.

Length jof Nth SNPA: A 1 octet field whose value
exprgsses the length of the "Nth SNPA of Next Hop”
field @s measured in semi-octets

Nth SNPA of Next Hop: A variable length field that
contdins an SNPA of the BIS whose NET is con-
tainefl in the "NET of Next Hop” field. The field
length is an integral number of octets in length,
namdly the rounded-up integer value of one half
the QNPA length expressed in semi-octets; if the

SNPA has an contains an odd number of semi-

octet, a value in this field will be padded with a

trailingg all-zero semi-octet.

Its usade is defined in 7.12.4. A conforming IDRP
impleméntation may ignore next hop information for
all protqcols other than ISO 8473. The Decision-and
Forwarding processes of IDRP for use with pratocols
other than 1ISO 8473 are outside the scope(of this
internatjonal standard.

NOTE 5:| The ISO 8802 LSAP format is.interided for use with
protocols that are identified directly by the use of a
particular LSAP value; in such cases, the value of
the Proto_length field should be 1.

The ISO/IEC TR 9577 IPI/SPI format may include
additional information beyond the IPI/SPI value in
the Protocolfield; for example, if the IPI/SPI value
is X'80', amIEEE 802.1a SNAP header might be
included

6.3.1.5 |[DIST_LIST_INCL (Type Code 5)

a) Count:

The count field is an integer jthat gives the
number of RDIs in the list{\where ea¢h RDI is
represented by a <lengths value> gair as
described below.

b) Length:

The length field indicates the length jn octets of
the following,RDI.

c) Value:

The (alue field contains the RDI, enqoded
dccording to the preferred binary eng¢oding of
ISO/IEC 8348.

The DIST_LIST_INCL attribute shall not be present
together with the DIST_LIST_EXCL attribyte in the
same UPDATE PDU.

6.3.1.6 DIST_LIST_EXCL (Type Code 6)

The DIST_LIST_EXCL is a well-known didcretionary
attribute that contains a list of the RDIs ¢f routeing
domains and confederations to which thg Network
Layer Reachability Information contained in that
UPDATE PDU shall not be distributed. It$ usage is
described in 7.12.6.

Each RDI! in the list is encoded as a <lgngth, value>
pair, using the following fields:

Count (1 octet)

Length (1 octet)

The DIST_LIST_INCL is a well-known discretionary
attribute that contains a list of the RDIs of routeing
domains and confederations to which the Network
Layer Reachability Information contained in that
UPDATE PDU may be distributed. lts usage is
described in 7.12.5.

Each RDI in the list is encoded as a <length, value>
pair, using the following fields:

\alue Iuariohla)
Y

Length (1 octet)

Value (variable)

The use and meaning of these fields are as follows:
a) Count:

The count field is an integer that gives the
number of RDIs in the list, where each RDI is

17
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represented by a <length, value> pair as
described below.

b) Length:

The length field indicates the length in octets of
the following RDI.
c) Value:

The value field contains the RDI, encoded
according to the preferred binary encoding of
ISO/IEC 8348.

© ISO/IEC

urement and its metric are outside the scope of this
International Standard, and are specified by the
responsible QOS Authority.

It is encoded as follows:

NSAP prefix length (1 octet)

NSAP prefix (variable)

QOS length (1 octet)

The DIST_LIST]| EXCL attribute shall not be present
together with the DIST_LIST_INCL attribute in the
same UPDATE PDU.

6.3.1.7 MULTI-EXIT_DISC (Type Code 7)

MULTI-EXIT_DIBC (Multi-exit Discriminator) is an
optional non-trgnsitive attribute that is a 1 octet non-
negative integefr. The value of this attribute may be
used by a BIS'q decision process to discriminate
between multiple exit points to an adjacent routeing
domain. Its usage is defined in 7.12.7.

6.3.1.8 TRANSIT DELAY (Type Code 8)

The TRANSIT DELAY is a well-known discretionary
attribute that hgs a length of 2 octets, and is used to
notify a BIS thdt the path to destination has transit
delay determing¢d by the value of the attribute. Its
usage is definedl in 7.12.8.

6.3.1.9 RESIDUAL ERROR (Type Code 9)

The RESIDUAL|ERROR is a well-known discretignary
attribute that has a length of 4 octets, and.is used to
notify a BIS thgt the path to destination has/residual
error probability determined by the value-of the attri-
bute. Its usage|is defined in 7.12.9-

6.3.1.10 EXPENSE (Type Code.10)

The EXPENSE |s a well-known discretionary attribute
that has a leng{h of 2 octets, and is used to notify a
BIS that the path to{ destination has expense deter-
mined by the value of the attribute. Its usage is

ooo l L o)
oo varge—(vartaoie;

Metric length (1 octet)

Metric value (variabie)

The use and meaning of the fields~is\as follows:
a) NSAP prefix length:

The length field indicate’s, the length in bits of the
NSAP address prefix,(see 7.1.2.1). A length pf
zero indicates acprefix that matches all NSARs.

b) NSAP prefix:

If the Length field specifies an integral number of
octets,\then the Prefix field shall contain only the
NSAP<{address prefix encoded according to 7{1.2.1.
If the Length field does not specify an integrpal
number of octets, then the Prefix field shall
contain the NSAP address prefix encoded
according to 7.1.2.1, followed by enough trailing
zeroes to make the end of the field fall on a
octet boundary.

This field identifies the QoS Authority and cqm-
prises an NSAP Address Prefix when the Qo$
Authority is also an NSAP Addressing Authofity
(see 1SO 8473 clauses 7.5.6.1 and 7.5.6.2); the
NSAP Address Prefix is that of the QoS Authlori-
ty’s Addressing Subdomain. When the QoS
Authority is not also an NSAP Addressing

Authority, then this field contains an NET that
uniquely identifies the QoS Authority.

c) QOS length:
Gives the length in octets of the QOS value field.
d) QOS value:

defined in 7.12 46-
6.3.1.11 LOCALLY DEFINED QOS (Type Code 11)

This is a well-known discretionary attribute whose
variable length field contains the parameters associ-
ated with a QOS related path attribute defined by a
QOS authority.

The parameters of this attribute identify the QOS
authority, the name of the QOS measurement, and,
optionally, a metric associated with that measure-
ment. The syntax and semantics of the QOS meas-

18

Contains the value of the QOS parameter.
e) Metric length:

Gives the length in octets of the metric value
field. A length of zero is a permitted value.

f) Metric value:

Contains a positive integer that is the value of
the metric associated with the path being adver-
tised (that is, its "cost”)

Its usage is defined in 7.12.11.
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6.3.1.12 HIERARCHICAL RECORDING (Type Code 12)

This is a well-known discretionary attribute. It con-
tains a 1-octet field used by members of a routeing
domain confederation to control the transitivity of
NPDUs through the confederation. It is encoded as
follows:

l Flag (1 octet)

Its usage is defined in 7.12.12.

ISO/IEC 10747: 1994 (E)

¢) Security Information Length:

This field contains the length in octets of the
Security Information, as a non-zero unsigned
integer. A value of zero is not permitted.

d) Security Information:

This variable length field contains an integral
number of octets comprising security related
information specified by the Security Authority
identified above. The syntax and semantics of this
information are outside of the scope of this Inter-

6.3.1.1L RD_HOP_COUNT (Type Code 13)

The RD_HOP_COUNT is a well-known mandatory attri-
bute that contains a 1 octet long field. It contains an

unsignfd integer that is the upper bound on the
numbef of routeing domains through which this

UPDATE PDU has travelled. Its usage is defined in
7.12.13.

6.3.1.1f SECURITY (Type Code 14)

This is| a well-known discretionary attribute whose
variable length field contains the parameters associ-

ated wjith a security related path attribute defined by

a Secyrity Authority.

The pgrameters of this attribute identify the Security
Author|ty, and can also contain additional security

related information, which may identify the protection
providgd by the route, a set of Security Labels associ-

ated wjth the route, or both. The syntax and\seman-

tics of [the security related information are-outside the
scope pf this International Standard, andare specified

by the|responsible Security Authority;

The encoding of the attribute is.asfollows:

6.3.1.15 CAPACITY (Type code 15)

6.3.1.16 PRIORITY (Type Code 16)

ISO 8473 priority parameter (see 1SO
clause 7.5.7). As in ISO 8473, the value
the normal (default) priority, and the values 1 through
14 indicate higher priorities. A particulgr value of this
parameter, m, means that the BIS willj

any ISO 8473 PDUs whose priority par

value less than m. Detailed usage ruleq are pre-
sented in 7.12.16.

. (=Y " "
aouirar oStanadra.

CAPACITY is a well-known mandatory dttribute that
has a length of 1 octet, and s used to denote the rel-
ative capacity of the RDAPATH for handling traffic.
High values indicate-a lower traffic handling capacity
than do low values, s usage is defined in 7.12.15.

PRIORITY. is a well-known discretionary|attribute that
is 1 octet’'in length. The content of the {ield is an
intéger in the range from 0 to 14. It enables paths to
be distinguished on the basis of which \Fllues of the

473, sub-
0 indicates

ot forward
meter has a

6.3.2 Network layer reachability information

Secdyrity Registration |D\Length (1 octet)

SecUrity Registration _ID (variable)

Secdrity Information Length (1 octet)

Secyrity Information (variable)

The usfe and meaning of the fields is as follows:

This variable length field contains a list|of reachable

destinations encoded as zero or more 5
form <Proto_type, Proto_length, Protoc
Addr_length, Addr_info>, whose fields
below:

tuples of the
D1,
hre described

Proto_type (1 octet)

Proto_length (1 octet)

a) Security Registration ID Length:

This field contains the length in octets of the
Security Authority’s Security Registration ldenti-
fier.

b) Security Registration ID:

This variable length field contains the Security
Registration Identifier of the Security Authority
responsible for defining the following security
information.

Protocol (variable)

Addr_length (2 octets)

Addr_info (variable)

The use and meaning of these fields are as follows:

Proto_type: This field indicates the type of protocol

identifier that follows:

1 ISO/IEC TR 9577 IPI/SPI
2 1SO 8802 LSAP
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For use with ISO 8473, this field shall contain the
value 1.

Proto_length: This field indicates the length in octets
of the protocol identifier that follows. For use with
ISO 8473, this field shall contain the value 1.

Protocol: This field carries the identity of the protocol
associated with the address information that
follows. For use with ISO 8473, this field shall
contain the value X'81'.

Addr_length: This field specifies the total length in

© ISO/IEC

Error Subcode (1 octet)

Data (variable)

The use of these fields is as follows:

Error code: The Error code field is 1 octet long, and
shall be present in every IDRP ERROR PDU. It
describes the type of error. The following error
codes are defined:

Error Code Value

octets of the Eddress MiGrmarion Mar 1ollows.

Addr_info: This [field contains a list of reachable
address prefixes. The encoding of this field is spe-
cific to each protocol supported.

For use with SO 8473, this field shall be encoded
as one or more 2-tuples of the form <length,
prefix>, whosle fields are described below:

a) The Lengdth field is one octet long, and it indi-
cates the| length in bits of the address prefix. A
length of|zero indicates a prefix that matches
all addregses.

b) The Prefix field has a variable length, and it
contains @n address prefix. If the Length field
does not|specify an integral number of ociets,
then the Prefix field shall be padded with
trailing z¢ro bits to the next octet boundary.
For purpgses of use with ISO 8473, this field

according to 7.1.2.1.

included.

OPEN_PDU_Error
UPDATE_PDU_Error
Hold_Timer_Expired
FSM_Error
RIB_REFRESH_PDU_Error

U B W N

All errors are fatal to the BIS connection.

Error subcode: The Error stibcode is one octet iofg,
and shall be present(inyevery IDRP ERROR PDU.
The error subcodelprovides more specific infofma-
tion about the rature of the reported error. A
given IDRP ERROR PDU may report only one ¢rror
subcode ferdhe indicated error code. The sup
ported errer subcodes are as follows:

a) OREN PDU Error subcodes:

6.4 IDRP ERROR PDU

fields:

Subcode Vgiue
shall confain an NSAP address prefix encoded Unsupporied_Version Number 3
Bad_Max_PDU_Size 2
A conforming|IDRP implementation may ignore Bad_Peer_RD 3
NLRI for all pfotocols other than ISO 8473. The Unsupported_Authentication_code 4
Decision and |Forwarding processes of IDRP {or uUse Authentication_Failure 5
with protocold other than ISC 8473 are outside the Bad_RIB-AttsSet 6
scope of this|international standard. RDC_Mismatch 7
NOTE 6: The IS 8802 LSAP format is intended for use with
protocolp that are identified direcily by the use of a b) UPDATE PDU Error subcodes:
particulgr LSAP value; in such_cases, the value of
the protp_length field should.be 1. Subcode Vaiue
The ISQVIEC TR 9577 IRY/SPI format may include Malformed_Atiribute_List , 1
additionhl informafion beyond the IPI/SPI value in Unrecognized_Well-known_Attribute 2
the Protpcol fietd;>for example, if the IPI/SPI value Missing_Well-known_Attribute 3
is X'80',| an IEEE'802.1a SNAP header might be Attribute_Flags_Error 4
Attribute_Length_Error 5
ns_nuuic;lly_Luup C
Invalid_NEXT_HOP_Attribute 7
Optional_Attribute_error 8
. ) Invalid_Reachability_Information 9
IDRP ERROR PDUs report error cond|t|-c1.rls WhIF:h have Misconfigured_RDCs 10
been detected by the local BIS. In gddmon to its flxed Malformed NLRI 11
header, the IDRP ERROR PDU contains the following Duplicated_Attributes 12
Illegal_RD_Path_Segment 13

Fixed Header

Error Code (1 octet)

20

¢) Hold_Timer_Expired Error Subcodes:
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Subcode Value

NULL 0

d) FSM_Error Error Subcodes:

When an FSM Error (see 7.6.1) has occurred,
the first semi-octet of the error subcode carries
the type number of the BISPDU that should not
have been received and the second semi-octet
encodes the state that the FSM was in when
the reception took place. The BISPDU type
numbers are defined in 6.1; the FSM states are

ISO/IEC 10747: 1994 (E)

KEEPALIVE PDU does not cause the sender's
sequence number to be incremented.

6.6 CEASE PDU

A CEASE PDU consists of only a PDU header and has
length of 30 octets.

A CEASE PDU is used by the originating BIS to
instruct the peer BIS to close the BIS-BIS connection.

bncoded as follows:

FSM State Encoded
Value
CLOSED 1
DPEN-RCVD 2
DPEN-SENT 3
DLOSE-WAIT 4
FSTABLISHED 5
e) RIB_REFRESH_PDU_Error Subcodes:
?ubcode Value
{nvalid_OpCode i
Unsupporied_RIB-Atts 2

Data: This variable length field contains zero or more
octefls of data to be used in diagnosing the reasan
for the IDRP ERROR PDU. The contents of the Data
field |depends upon the error code and error
subcpde.

Note|that the length of the Data field can‘be deter-
minefd from the Length field of the BISPDU header.
The finimum length of the IDRP-ERROR PDU is 32
octets, including BISPDU header.

6.5 KEEPALIVE PDU

A KEERALIVE PDU censists of only a PDU header and
has a length of 30%gctets.

A BIS dan use\the periodic exchange of KEEPALIVE
PDUs with an”“adjacent BIS to verify that the peer BIS
is reachablé and active. KEEPALIVE PDUs are

Receipt of a CEASE PDU will cause the BIS to close
down the connection with the BIS that\iSpued it, as
described in 7.6.2.

6.7 RIBE REFRESH PDU

The RIB REFRESH PDU is used to allow h BIS to send
a refresh of the routeing information in I:»
Adj-RIB-Out to a\ngighbor BIS, or to solifit a neighbor
BIS to send a (refresh of its Adj-RIB-Out {o the local
BIS. The RIB'REFRESH PDU contains a [fixed header
and also _the'additional fields shown belgw:

Fixed Header

OpCode (1 octet)
RIB-Atts (variable)

The use and meaning of these fields is aks follows:

There are three OpCode values defined:

Code Operation

1 RIB Refresh Request
2 RIB Refresh Start

3 RIB Refresh End

The RIB-Atts field contains the RIB-Atts pf the
Adj-RIB-In for which a refresh is being r¢quested.
This field is encoded in the same way thpt the
RIB-AttsSet field of the OPEN PDU is endoded.

Its usage is defined in 7.10.3.

exchanged often enough as not to cause the hold time
advertised in the OPEN PDU to expire. The maximum
time between KEEPALIVE PDUs shall be one third of
the Hold Time interval as advertised in the Hold Time
field of the OPEN PDU.

A KEEPALIVE PDU may be sent asynchronously to
acknowledge the receipt of other BISPDUs. Sending a

7 Elements of procedure

This clause explains the elements of procedure used
by the protocol specified in this International
Standard; it also describes the naming conventions
and system deployment practices assumed by this
protocol.
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7.1 Naming and addressing conventions

Correct operation of this protocol requires that all

NSAP-addresse

s, NETs, and RDIs shall be encoded

according to the preferred binary encoding method of

ISO/IEC 8348.

7.1.1 Interpretation of address information

IDRP does not

assume or require any particular

internal structure for the address. That is, as long as

© ISO/IEC

present. An NSAP address prefix which does not
extend into the DSP shall be compared against the
derived quantity NSAP', which is obtained from the
encoded NSAP address by removing all padding char-
acters that were inserted by the binary encoding
process of 1SO 8348.

The existence of a match shall be determined as
follows:

a) If the encoded NSAP address (or NSAP') contains
fewer bits than the NSAP address prefix, then

within this field| that are consistent with the deploy-

the routeing dwmn
ment constraintls of 7.2.2, the protocol specified in this

International Sf

andard will operate correctly.

7.1.2 NSAP address prefixes

NSAP address

routeing domai

prefixes provide a compact method for

or confederation. A prefix may have

identifying grox]:)s of systems that reside in a given

a length that is
as, the base NS

NOTE 7: At one
addresy
addresg
system
extremg
portion

identify|

either smaller than, or the same size
BAP address.

extreme, for example, the largest NSAP
prefix will be identical with the full NSAP
—in this case, it would identify a single
rather than a group of systems. At another
, the NSAP prefix may be based on only a
of NSAP address’s IDP—in this case, it will
a large group of systems.

7.1.2.1 Encoding of prefixes

The encoded fg
obtained by en

rm of an NSAP address prefix is
toding the prefix (expressed in its

abstract syntax]) according to the preferred binary

encoding of 1S(
falls within the
the prefix shall
semi-octet in th
characters sha

D 8348, unless the end of the\prefix
DP. In this case, each detimal digit in
be encoded as the cortesponding

e range 0000-1001 ,and no padding

| be inserted.

The length of gn encoded prefix is denominated in

bits. The prefi
in the abstract
which it is deri
prefix whose D

shall end.eh™a boundary that is legal
syntax ofithe address family from

ed. (For example, the encoding of a
SR jis expressed in decimal syntax must

end on a semi-

pctet boundary, while the encoding of a

there 1s no maich.

b) If the encoded NSAP address (or NSAPY) contains
at least as many bits as the NSAP address prefix,
and all bits of the NSAP address prefix are iflen-
tical to the corresponding leading’bits of the
encoded NSAP address (or NSAF'), there is p
match. Otherwise, there is'no match.

In cases where a given NSAP address matches
several address prefixgsy\the match with the longest
prefix shall take pre€edence. For purposes of prefix
matching, the length“of a prefix is defined to be the

number of bits that'it contains.

NOTE 8: Any implementation of a matching process thpt sat-
i{sfies the requirements listed above may be {sed.
The key point is that matching process must pe
aware of whether or not the NSAP address prefix
extends into the DSP, and must then either ifclude
or exclude padding characters from the encofed

NSAP address, as defined above.

7.2 Deployment guidelines

7.2.1 Minimum configuration of an RD

To participate in this inter-domain routeing protogol, a
routeing domain must, as a minimum:

— contain at least one Boundary Intermediate
system

— contain at least one BIS capable of delivering
NPDUs to the intra-domain routeing function| if
the RD contains End systems.

7.2.2 Deployment of ISs and ESs

prefix whose DSP is expressed in binary syntax can
end on an arbitrary bit boundary.

7.1.2.2 Prefix matching

As part of the forwarding process, a BIS must match

the destination

NSAP address from an ISO 8473 NPDU

against the NSAP address prefixes that are used to

identify the Forwarding Information Bases. An NSAP
address prefix that extends into the DSP shall be com-
pared directly against the encoded NSAP address,
including any padding characters that may be

End systems and intermediate systems may use any
NSAP address or NET that has been assigned under
ISO/IEC 8348 guidelines. However, correct and effi-
cient operation of this protocol can only be guaran-

teed if the following additional guidelines are met:

a) An NSAP prefix carried in the NLRI field of route
originated by a BIS in a given routeing domain
should be associated with only that routeing
domain: that is, no system identified by the prefix
should reside in a different routeing domain.
Ambiguous routeing may result if several
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routeing domains originate routes whose NLRI
fields contain identical NSAP address prefixes,
since this would imply that the same system(s)
are simultaneously located in several routeing
domains. (As noted in 7.1.2.2, prefixes may be
discriminated by both content and length.)

b) Several different NSAP prefixes may be associ-
ated with a single routeing domain identifier
(RDI). Thus, it is possible to construct a single
routeing domain which contains a mix of systems
which use NSAP addresses assigned by several
different naming authorities.

ISO/IEC 10747: 1994 (E)

tion is contained in managed object
externalBISNeighbor, which consists of a list of
NETs.

d) NETs and NSAP addresses of all systems in the
routeing domain:

This information is used by the BIS to construct
its network layer reachability information. This
information is contained within the managed
object internalSystems, which lists the address
prefixes of the systems contained within the
routeing domain.

The protocol defined in this International Standard
assumles that the guidelines listed above have been
satisfied, but it contains no means to verify that this
is so. |[Therefore, such verification will be the respon-
sibility| of the administrators of routeing domains.

7.3 Dpmain configuration information

Corregt operation of the protocol described in this
interngtional standard assumes that a minimum

amounft of information is available to both the inter-
domaifp and the intra-domain routeing protocols. The
information is static in nature, and is not expected to
change frequently. This protocol specifies the content
of the [information in terms of managed objects.

The information required by a BIS that implements
the protocol described in this International Standard
is:

a) Ldcation and identity of adjacent intra-domain ISs:

THe managed object intralS lists the"NETs of
syjstems to which the local BIS may-deliver an
inbound NPDU whose destination lies within the
BIB's routeing domain. The managed object con-
tajns the NETs of ISs thdt support the intra-
dagmain routeing protoceland are located on the
e common subpétwork as the local BIS. In
particular, if the BIS™participates in the intra-
daomain routejng\protocol (that is, the protocol
machines for\both intra- and inter-domain
ropteing .are-located in the same real system),
then the NET of the local BIS will be listed in the
managed object intralS.

e) Local RDI:

This information is containedlih ‘managed object
localRDI; it is the RDI of the routeifg domain in
which the BIS is located.

f) RIBAttsSet:

This managed abject lists all of the|RIB-Atts (RIB
attributes) which~are supported by BISs located in
this routeing‘domain. As noted in 7.10.1, a
RIB-Att.is a' set of Distinguishing Aftributes.

g) Routeing Domain Configuration:

Managed object rdcConfig identifie$ all the
routeing domain confederations (RPCs) to which
the RD of the local BIS belongs, anfd it describes
the nesting relationships that are irf] force
between them. It is contained in managed object
rdcConfig.

h) Local SNPAs:

Managed object localSNPA containg a list of the
SNPAs of the BIS.

7.4 Advertising NLRI

The NLRI field in an UPDATE PDU contains informa-
tion about the NSAP addresses of systems that reside
within a given routeing domain or whos¢ NSAP
addresses are under control of the admiinistrator of
that routeing domain; it should not be used to convey
information about the operational statuq of these
systems. The information in the NLRI fileld is intended
to convey static administrative information rather
than dynamic transient information: for pxample, it is
not necessary to report that a given sygstem has

b) Location and identity of BISs in the domain:

This information permits a BIS to identify all other
BISs located within its routeing domain. This
information is contained in the managed object
internalBIS, which contains a set of NETs which
identify the BISs in the domain.

c) Location and identity of BISs in adjacent domain:

Each BIS needs information to identify the NETs
of each BIS located in an adjacent RD and reach-
able via a single subnetwork hop. This informa-

changed its status from online to offline.

The following guidelines for inclusion of NSAP address
prefixes in the NLRI field of UPDATE PDUs originated
within a given routeing domain will provide efficient
operation of this protocol:

a) NSAP addresses that are within the control of the
administrator of a given routeing domain may be
reported in the NLRI field for that routeing
domain. The NSAP prefixes can provide informa-
tion about systems that are online, systems that
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are offline, or unallocated NSAP addresses. The
ability to include unallocated NSAP addresses and
NSAP addresses of offline systems in the NLRI
allows a routeing domain administrator to adver-

H + fivvaa thite meimimeioio o sl o
tise compact prefixes, thus minimizing the

amount of data carried in the BISPDUs.

b) NSAP addresses that are known to correspond to
systems that are not under control of the routeing
domain administrator should not be included in
the NLRI field for that routeing domain. By not
listing NSAP address prefixes that identify

systems that are not under his control, a routeing

© ISO/IEC

contains a BISPDU. This BISPDU shall be passed to
the IDRP finite state machine defined in 7.6.1.

However, if the source address of the NPDU is not an
NET listed in the internaiBiS or the
externalBISNeighbor attributes of the idrpConfig
Managed Object, then:

a) if the NPDU is an OPEN BISPDU without errors,
then the BIS shall send a notification
("connectRequesiBISUnknown”) to Systems Man-
agement,

b) If the NPDU is any other BISPDU with or withoui

domain admjinisirator will comply with the deploy-
ment guidelipes for 1ISs and ESs as described in

7.2.2, thus gssuring correct operation of this pro-
tocol.

c) For efficient|operation of this protocol, the WITH-
DRAWN ROUTES field should not be used to
report the N|LRI of systems in the local routeing
domain that|are offline. This field should be used
only to advertise NSAP prefixes that are no
longer undef control of the administrator of the
local routeinlg domain, regardless of whether such
systems are|online or offline.

NOTE §: Although|the protocol in this International Standard
will operpte correctly if each system is reported
individuglly as a maximum-length NSAP address
prefix, this will result in a large amount of routeing
informatipn, and hence can result in inefficient
operatior} of this protocol.

This profocol provides no means to verify that the
precedinfy guidelines are followed. However, it is
within thg prerogative of the administrator of any
routeing [domain to implement policies that ignore
UPDATE|PDUs that contain an excessive amougt.of
NLRI inf¢rmation or that can cause inefficientloper-
ation of tfhis protocol.

7.5 Receive prpcess

Within the Netwdrk layer, the IDRP protocol is located
above the ISO 8473 protocol. Therefore, IDRP relies
upon ISO 8473 {o perform the initial processing of
incoming PDUs. | After prgcessing the input NPDU, the
ISO 8473 protocel machine that resides within the
receiving BIS wi|l deliver:

a) BISPDUs to [theIDRP Receive Process, or

errors, then the BIS shall send a notification
("PacketBomb") to Systems Management,

The NPDU shall then be discarded.

If the SPi identifies 1ISO 8473, decapsulate the infer
PDU and pass it back to the {SON473 proiocoi

machine. (This step permits jferations on multip}
encapsulated NPDUs, whicmay occur, for examgle,

as described in 8.4, item-b{Y)

7.6 BIS-BIS conmection management

The protocofdescribed in this International Standprd
relies on the dnderlying Network layer service to
establisiiha full-duplex communications channe!
betwéenreach pair of BiSs.

7.5.1 BIS finite state machines

A BIS shall maintain one finite state machine (FSi)

for each BIS-BIS connection that it supports, and kach
FSM in a given BIS shall run independentiy of ong
another. A BIS-BIS connection will progress throyigh
a series of states during its lifetime, which are sum-
marized in the state table shown in Table 2.

BISPDUs passed to this finite state machine are
subject the flow control procedures of 7.7.5 if the [FSM
is in the ESTABLISHED state. When the FSM is ifj the
ESTABLISHED state, only BISPDUs that are not dis-
carded by the flow control process are processed|by
the FSM. In all other states, all BISPDUs are pro
essed directly by the finite state machine without
being subject to flow control procedures.

b) ISO 8473 NPDUs to the IDRP CLNS Forwarding
Process.

The ISO 8473 protocol machine shall process inbound
NPDUs according to the appropriate ISO 8473 func-
tions.

If the NPDU contains an SPI that identifies IDRP, and
the NPDU's source address identifies any system
listed in managed objects internalBIS or
externalBISNeighbor, then the data part of the NPDU
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In describing the FSM transitions in response to
receipt of BISPDUs, the following shorthand notation
is used:

a) Receive with no errors means that the none of
the error conditions defined in the appropriate
subclause of 7.20 have been detected.

b) Receive with errors means that an error condition
defined in the appropriate subclause of 7.20 has
been detected.
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It is possible to receive a BISPDU which is properly
formed, but which normally should not be received
while the FSM is in the given state. Such an event

constitutes an FSM Error.

If an FSM Error can occur

for a given state, it is shown in the description of that
state.

7.6.1.1 CLOSED State

Initially the BIS Finite State Machine is in the CLOSED
state. The CLOSED state exists when no BIS-BIS con-
nection exists and there is no connection record allo-

cated.

ISO/IEC 10747: 1994 (E)

If the FSM receives a deactivate, the BIS shall
send a CEASE PDU to its peer, and the FSM shall
enter the CLOSE-WAIT state.

If the BIS receives a BISPDU with header errors
(see 7.20.1), it shall log the error event, and the
FSM shall remain in the OPEN-SENT state.

If the BIS receives an OPEN PDU with errors (see
7.20.2), it shall send an IDRP ERROR PDU to the
adjacent BIS, acknowledging the remote BIS's
OPEN PDU. The FSM shall then enter the
CLOSE-WAIT state.

While inf the CLOSED state, the BIS shall take the fol-
lowing 3ctions:

a)

b)

c)

If the BIS receives a deactivate, no action shall
be taken and the FSM shall remain in the
CLQSED state.

e FSM receives an activate, the local BIS
| shall generate an initial sequence number

Thel FSM shall enter the OPEN-SENT state.

If the managed object ListenForOPEN is TRUE,
and| the BIS receives an OPEN PDU with no
errgrs, then the local BIS shall generate an initial
sequence number (see 7.7.4) and shall send-an
OPEN PDU to the remote BIS. The sequence field
of the OPEN PDU shall contain the Initial
Sequence Number (ISN), the Acknowlédgement
field shall acknowledge the received, OPEN PDU,
the |Credit Available field shall’bé.set according to
the |procedures of 7.7.5b, and the Credit Offered
field shall contain the initiakflow control credit.
Thel FSM shall then change its state to
OPEN_RCVD.

If the managed object ListenForOPEN is TRUE
and| the BIS recéives any BISPDU other than an
OPEN PDUwith no errors, or if the managed
objgct ListenForOPEN is FALSE and the BIS
recg¢ives any BISPDU, with or without errors, the
BIS i nd the ESM shall

e)

9)

h)

k)

If the BIS receives an OPEN PDU With no errors
that does not acknowledge its own
sent OPEN PDU, then the local BIS
its own OPEN PDU with thé same se
number and with an acknowledgeme
remote BIS's OPEN RDU' The value of the Credit
Available field shall'be set according| to the pro-
cedures of 7.7.5b. jThe FSM shall thgn change its
state to OPEN-RGVD.

If the BIS.receives an OPEN PDU with no errors
that acknowledges its own previously| sent OPEN
PDU,the local BIS shall send a KEEPALIVE, RIB
REFRESH, or UPDATE PDU that acknowledges the
OPEN PDU received from the remote|BIS. The
FSM shall then enter the ESTABLISHED state.

If the BIS receives an IDRP ERROR BDU, either
with or without error, it shall send a ¢EASE PDU,
and the FSM shall change its state tol CLOSED.

If the BIS receives a RIB REFRESH ADU or
UPDATE PDU, either with or without ferrors, it
shall issue an IDRP ERROR PDU, indjcating "FSM
Error”. The FSM shall then enter th
CLOSE-WAIT state.

If the BIS receives a KEEPALIVE PDU, it shall
issue an IDRP ERROR PDU, indicating "FSM

Error”. The FSM shall then enter thel
CLOSE-WAIT state.

If the BIS receives a CEASE PDU, it $hall issue a
CEASE PDU in return, and then the HSM shall
enter the CLOSED state.

If the BIS does not receive an OPEN |PDU within a
period t after sending an OPEN PDT’, the BIS

shall resend the OPEN PDU. If the OPEN PDU is

remain in the GLOSED state.

7.6.1.2 OPEN-SENT State

While in the OPEN-SENT state, the BIS shall take the
following actions:

a) If the FSM receives an activate, the BIS shall

ignore it, and the FSM shall remain in the
OPEN-SENT state.

retransmitted n times, the Tocal BIS shall issue a
deactivate to close the BIS-BIS connection.

NOTE 10: The value tg should be chosen to be large
enough so that attempting to establish a con-
nection to an unresponsive peer BIS does
not consume significant network resources.
The values of tg and n must be chosen so
that <t g > *nis greater than the architec-

tural constant CloseWaitDelay.
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Table 2 (Page 1 of 2) - BIS Finite State Machine
STATE —» CLOSED OPEN-RCVD OPEN-SENT CLOSE-WAIT ESTABLISHED
INPUT {
activate S=0OPEN-SENT S=0PEN-RCVD S=0OPEN-SENT S=CLOSE-WAIT S=ESTABLISHED
A=send OPEN A=none A=none A=none A=none
PDU
deactivate S=CLOSED S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT
A=none A=send CEASE PDU A=send CEASE PDU A=none A=send CEASE
PDU
Expiration of S=CLOSED S=0OPEN-RCVD S=0PEN-SENT S=CLOSED S=ESTABLISHED
CloseWaitDelay A=none A=none A=none A=7.6.2 A=rone
Timer
Expiration of S=CLOSED S=0PEN-RCVD S=0OPEN-SENT S=CLOSE-WAIT S=CLOSE-WAIT
Hold Timer A=none A=none A=none A=none A$Seénd IDRP
ERROR PDY to
report error
Receive S=CLOSED S$=0PEN-RCVD S=0PEN-SENT S=CLOSE-WAI|F S=ESTABLISHED
BISPDU with A=none A=log error event A=log error event A=none A=log erro
Header Error event
Receive S=CLOSED It ACK is correct, S=CLOSE-WAIT S=CL@SE-WAIT S=ESTABLISHED
KEEPA.LIVF_ A=none S=ESTABLISHED A=Send IDRP ERROR A=send“CEASE, AfRestart Hold
PDU with no PDU to report FSM restart Timer
A=Restart Hold ,
errors . Error CloseWaitDelay
Timer -
timer
If ACK is incorrect,
S=CLOSE-WAIT
A=Send IDRP
ERROR PDU to peer
BIS to report FSM
Error
Receive S=CLOSED S=CLOSED S=CLOSED S=CLOSED S=CLOSED
CEASE PDU A=none A=send CEASE, 7.6.2 A=send CEASE, 7.6.2 A=7.6.2 A=send CEASE,
with no errors 7.6.2
Receive OPEN S=CLOSE S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT
PDU with A=none A=Send IDRP ERROR A=Send IDRP ERROR A=none A=Send IDRP

errors

PDU to peer BIS to
report OPEN PDU\éerror

PDU to peer BIS to
report OPEN PDU error

ERROR PDU to
peer BIS to [report
OPEN PDU Error

Receive OPEN

If ListenForOPEN

If ACKris eorrect,

If ACK is correct,

S=CLOSE-WAIT

S=CLOSE-WAIT

with no errors

S=ESTABLISHED
A=7.14, restart Hold
Timer

If ACK is incorrect,

S=CLOSE-WAIT
A=Send IDRP
ERROR PDU to peer
BIS to report FSM
Error

PDU to peer BIS to
report FSM error

i i = s A=Send IDRP
PDU with no is TRUE, S=ESTABLISHED S=ESTABLISHED A=send CEASE en
errors S=OPEN-RCVD A=send A=send restart ERROR PDY to
- . = = CloseWaitDel BIS to [report
A=send OPEN KEEPALIVE, KEEPALIVE, - oselfalibelay peer 1 fofrepor
timer FSM error
PDU UPDATE, or RIB UPDATE, or RIB
F H PDU
If ListenForOPEN REFRESH PDU REFRES D
is FALSE, If ACK is incorrect, It ACK is incorrect,
S=CLOSED S=0OPEN-RCVD, S=0PEN-RCVD
A=none A=send OPEN PDU A=send OPEN PDU
Receive S=CLOSED S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT
UPDATE PDU A=none A=Send IDRP ERROR A=Send IDRP ERROR A=none A=Send IDRP
with errors PDU to peer BIS to PDU to peer BIS to ERROR PDY to
report UPDATE PDU report FSM error peer BIS to report
error UPDATE PDU
error
‘Receive S=CLOSED It ACK is correct, S=CLOSE-WAIT S=CLOSE-WAIT S=ESTABLISHED
UPDATE PDU A=none A=Send IDRP ERROR A=send CEASE, A=7.14, restart

restart
CloseWaitDelay
timer

Hold Timer
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Table 2 (Page 2 of 2) - BIS Finite State Machine

rors”.

STATE - CLOSED OPEN-RCVD OPEN-SENT CLOSE-WAIT ESTABLISHED
INPUT |
Receive IDRP S=CLOSED S=CLOSED S=CLOSED S=CLOSED S=CLOSED
ERROR PDU A=none A=Send CEASE PDU, A=Send CEASE PDU, A=Send CEASE A=Send CEASE
with errors 7.6.2 7.6.2 PDU, 7.6.2 PDU, 7.6.2
Receive IDRP S=CLOSED S=CLOSED S=CLOSED S=CLOSED S=CLOSED
ERROR PDU A=none A=Send CEASE PDU, A=Send CEASE PDU, A=Send CEASE A=Send CEASE
with no errors 7.6.2 7.6.2 PDU, 7.6.2 PDU, 7.6.2
Receive RIB S=CLOSED S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT S=CLOSE-WAIT
REFRESH A=none A=Send IDRP ERROR A=Send IDRP ERROR A=none A=Send IDRP
PDU with RBU—te—p 845 PBU-topeerB1Sto ROR PDU to
error report RIB REFRESH report FSM error peer BIS to report
PDU error IB REFRESH
U error
Receilve RIB S=CLOSED It ACK is correct, S=CLOSE-WAIT S=CLOSEWAIT SLESTABLISHED
REFRESH A=none A=Send IDRP ERROR A=send CEASE, AF7.10.3, restart
PDU with no S=ESTABLISHED PDU to report FSM restart Hold Timer
error A=7.10.3, restart E CloséWaitDel
Hold Timer rror >loseWaitDelay
timer
It ACK is incorrect,
S=CLOSE-WAIT
A=Send IDRP
ERROR PDU to peer
BIS to report FSM
Error
NOTHS:
a) "[S” indicates the state into which the FSM will make a transition ‘after performing the indicated action.
b) "A” indicates the action to be taken.
c) "K.Y.Z" is shorthand notation for “do as specified in clauseX.Y.Z".

d) Tlhe phrase "no errors” for a given BISPDU type means that no condition described in the appropriate subglause of 7.20
as been detected.

e) The phrase "with errors” for a given BISPDU_type means that a condition described in the appropriate subflause of 7.20
s been detected.

f) §ince the KEEPALIVE PDU and the CEASE PDU consist of only a fixed BISPDU header, errors in these BI$PDUs are
Tnd!ed as Header Errors. Hence, there are no explicit entries in the table for "KEEPALIVE with errors” of "CEASE with
A

7.6.1.3| OPEN-RCVD State

While ip the OPEN-RCVP- state, the BIS shall take the

followimg actions:

a) If the BIS rec¢jves an activate, it shall ignore it
anf the FSM shall remain in the OPEN-RCVD

stgte.

cating "FSM Error”, and the FSM shhll change its
state to CLOSE-WAIT.

f) If the BIS receives a CEASE PDU, it shall issue a
CEASE PDU in return, and then the |FSM shali
enter the CLOSED state.

g) If the BIS receives an OPEN PDU wjth no errors
from the remote BIS that acknowledges the local

he BIS shall
; or UPDATE
PDU that acknowledges the OPEN PDU received

c) If the BIS receives a BISPDU with a header error, from the remote BIS. The FSM shall then enter
it shall log the error event, and the FSM shall the ESTABLISHED state.
remain in the OPEN-RCVD state. h) If the BIS receives an OPEN PDU with no errors

d) If the BIS receives a KEEPALIVE PDU that "‘a‘| does "gl‘:é‘;k;‘l’)"aedge ”‘he 'fca'l’g'fs' s :’ﬁ"i‘
acknowledges its previously sent OPEN PDU, then ously S?m p R Sn 1_ : ;::ca sha
the FSM shall enter the ESTABLISHED state. resend its own OPEN PDU with the same

sequence number, and shall also include an
e) If the BIS receives a KEEPALIVE PDU that does acknowledgement of the remote BIS’'s OPEN PDU.
not acknowledge its previously sent OPEN PDU,

The FSM shall remain in the OPEN-RCVD state.
the BIS shall issue an IDRP ERROR PDU indi-

he.BIS receives a deactivate, it shall send a BIS's previously sent OPEN PDU, t

e V
04 > N
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i)

k)

If the BIS receives an UPDATE PDU or RIB
REFRESH PDU with errors, theBIS shall send an
IDRP ERROR PDU to the remote BIS, and the
FSM shall enter the CLOSE-WAIT state.

If the BIS receives an UPDATE PDU or RIB
REFRESH PDU with no errors that acknowledges
the OPEN PDU previously sent by the local BIS,
the FSM shall enter the ESTABLISHED state.

If the BIS receives an UPDATE PDU or RIB
REFRESH PDU with no errors that does not

© ISO/IEC

c) If the Hold Timer expires, the BIS shall issue an
IDRP ERROR PDU to the remote BIS, reporting a
Hold_Timer error. The FSM shall enter the
CLOSE-WAIT state.

d) If the BIS receives a BISPDU with a header error,

it shall log the error event, and the FSM shall
remain in the ESTABLISHED state.

e) If the BIS receives a KEEPALIVE PDU, it shall
restart its Hold Timer, and the FSM shall remain
in the ESTABLISHED state.

acknowledge the OPEN PDU previously sent by

the local Bl
PDU indica
change its §

1) If the BIS rg
with or with
to the remo
CLOSED st3

m) If the BIS d
within a pe
BIS shall re
is transmitt
deactivate.

NOTE 11: TH
er|
ng
ng
™
th
tu

7.6.1.4 ESTABL

The ESTABLISH
OPEN-SENT or
when a connect
cessful exchang
sides of the con|

, the shall iIssue an IDRP ERROR
ing "FSM Error”, and the FSM shall
tate to CLOSE-WAIT.

ceives an IDRP ERROR PDU, either
but errors, it shall send a CEASE PDU
e BIS, and the FSM shall enter the
hte.

bes not exit the OPEN-RCVD state

iod tg after sending an OPEN PDU, the
tend the OPEN PDU. If the OPEN PDU
bd n times, the local BIS shall issue a

e value ty should be chosen 1o be large
ough so that attempting to establish a con-
ction to an unresponsive peer BIS does

t consume significant network resources.
e values of tg and n must be chosen so

it <tgp> * n is greater than the architec-
al constant CloseWaitDelay.

SHED State

ED state is entered from either the
he OPEN-RCVD states. It is entered
on has been established by ‘the“suc-
e of state information between two
nection. Each side hastexechanged and

received such data as initial sequence-number,

maximum PDU
number, hold tin
tion, the remote
authenticated.

In ESTABLISHE
the connection 1

ize, credit offered, \protocol version
he, and RDI of¢he-other side. In addi-
BIS may alsorhave been

D state,"both BISs that are involved in
hay/exchange UPDATE PDUs,

KEEPALIVE PDU

s \DRP ERROR PDUs_RIB REERESH

g)

h)

i)

)

k)

7.6.1.5 CLOSE-WAIT State

- e a
CEASE PDU in return, and then the FSM_shall
enter the CLOSED state.

If an OPEN PDU with no errors is peceived frpm

the peer BIS, it shall issue an IDRR. ERROR ADU,
indicating FSM error. The FSM ‘shall enter the
CLOSE-WAIT state.

If the BIS receives an UPDATE PDU with no
errors, the BIS shall \perform the actions proyided
in 7.14, and shall rfestart its Hold Timer. The|FSM
shall remain in the)ESTABLISHED state.

If the BIS regeives a RIB REFRESH PDU with| no

errors, thé/BIS shail perform the actions proyided
in 7.1043,)and shall restart its Hold Timer. Tie
FSM ‘shall remain in the ESTABLISHED state

ifsthe BIS receives an UPDATE PDU with errgrs,
an OPEN PDU with errors, or a RIB REFRESH PDU
with errors, it shall send an IDRP ERROR PDU to
the remote BIS to report the error, and the HSM
shall enter the CLOSE-WAIT state.

If the BIS receives an IDRP ERROR PDU, either
with or without errors, it shall send a CEASE|PDU
to the remote BIS. The FSM shall enter the
CLOSED state.

When an FSM enters the CLOSE-WAIT state, the [local

BIS is preparing to close the connection with the

remote BIS. Upon entering this state, the local HIS
shall mark all entries in the Adj-RIB-In associated with

the adjacent BIS as unreachable, and shall then
re-run its Decision Process. The CloseWaitDelay
timer shall be started.

PDUs, and CEASE PDUs.

While in the ESTABLISHED state, the local BIS shall
take the following actions:

a) |f the FSM receives an activate, the FSM shall
ignore it, and the FSM shall remain in the ESTAB-
LISHED state.

b) If the FSM receives a deactivate, the BIS shall
send a CEASE PDU to the peer BIS. The FSM
shall enter the CLOSE-WAIT state.

28

While in the CLOSE-WAIT state, the BIS shall take the
following actions:

a)

If the CloseWaitDelay timer expires, the con-
nection ceases to exist. The FSM shall enter the
CLOSED state.

If the BIS receives a CEASE PDU, the FSM shall
enter the CLOSED state.

If the BIS receives an IDRP ERROR PDU, it shall
send a CEASE PDU to the peer BIS. The FSM
shall then enter the GLOSED state.
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d) If the BIS receives any other type of BISPDU, with
or without errors, it shall issue a CEASE PDU.
The FSM shall remain in the CLOSE-WAIT state,
and the CloseWaitDelay timer shall be restarted.

e) The BIS shall take no action for any of the fol-
lowing inputs, and the FSM shall remain in the
CLOSE-WAIT state:

— activate
— deactivate
— Expiration of Hold Timer

ISO/IEC 10747: 1994 (E)

input data stream that consists of the contents of
the entire BISPDU with all bits of the Validation
Pattern field initially set to 0. The output of this
step is an unencrypted 16-octet long checksum,
which shall be placed in the Validation Pattern
field of the BISPDU.

b) Checking the Validation Pattern of an Inbound
BISPDU:

The contents of the Validation Pattern field of an
inbound BISPDU shall be checked by applying the
algorithm of Annex B to the contents of the

7.6.2 (losing a connection

The clojsing of a connection can be initiated by a
deactivpte generated by the local system, by receipt
of an irlcorrect PDU, by receipt of a IDRP ERROR
PDU, by expiration of the Hold Timer, or by receipt of
a CEASE PDU. The actions taken in response to each
of thes¢ stimuli are shown in Table 2

When the connection enters the CLOSED state, the
sequenge number last used by the local BIS is
recordgd in managed object lastPriorSeqNo, and all
routes that had been exchanged between the pair of
BISs afe impiicitly withdrawn from service; hence, the
local BIS should rerun its Decision Process.

7.7 Vdiidation of BISPDUs

The prgtocol described in this International Standard
is a comnection oriented protocol in which the under-
lying Network Layer service is used to establishZfull-
duplex communication channels between pairs of
BISs, ap described in 7.6. This International Standard
supports the use of any of the following-three mech-
anisms |[for validating BISPDUs. Typés+1,2, and 3
provide| data integrity for the contents of BISPDUs; in
additior}, types 2 and 3 provide_peer BIS
authenfication. Each mechanism is described below.
Figure |6 illustrates the data’/integrity mechanisms
used fdr authentication types 1 and 3; informative
Annex |D describes-aniexample approach that might
be used to provide<both data integrity and peer BIS
authentication_for-authentication type 2.

7.7.1 Authentication type 1

inbound BISPDU with its Validation Pattern set to
all zeros. Call this quantity the ¢“refdrence
pattern”.

If the "reference pattern”/matches tHe contents of
the Validation Pattern field of the infhound
BISPDU, then the BISPDU's checksum is correct;
otherwise, it is incorrect.

7.7.2 Authentication”type 2

When the authentication type code of thelOPEN PDU
is 2, the pattern carried in the 16-octet Validation
Pattern field of the fixed header shall prgvide both
peer=BIS authentication and data integrity for the con-
tents’of the BISPDU. The specific mechgnisms used
to ‘provide these functions are not specifled by this
International Standard. However, they must be
agreed to by the pair of communicating BISs as part
of their security association.

An example of type 2 authentication that|uses an
encrypted version of MD4 checksum is described in
Annex D.

NOTE 12: This International Standard includefs as an
optional function a mechanism that|can be used
for authentication of the source of & BISPDU.
Other security-related facilities (fol example, pro-
tection against replay of BISPDUs pr the ability to
re-key during a BIS_BIS connectiop) are not
intended to be provided by this prqtocol, and
therefore are not specified in this |nternational
Standard.

All of the relevant security service$ identified in
ISO 7498-2, including authentication, could be
achieved by the use of ISO/IEC 11p77, a security
protocol specified for the provision|of secure ISO

For all BISPDUs that flow on a connection that was
established in response to an OPEN PDU whose
authentication code field was equal to 1, the vali-
dation field shall contain a 16-octet unencrypted
checksum:

a) Generating a Validation Pattern:

The contents of the Validation Pattern field that is
included in an outbound BISPDU shall be gener-
ated by applying the algorithm of Annex B to the

8473 communications (for example, see 9.1).

7.7.3 Authentication type 3

When the authentication type code of the OPEN PDU
is 3, the Validation Pattern field shall contain a
16-octet checksum covering both the contents of the
BISPDU and some additional Password Text, which is
not transmitted to the peer BIS. The checksum pro-
vides data integrity and the untransmitted Password
Text provides peer BIS authentication.
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BISPDU ¢

Password Validation Password
Prefix\(opt)l Pattemn Suffix
\ ( All 0's) /
N /
N /

" X

IDRP Checksum

Algorithm

(128 bits)

1) Password text is used only for
Authentication Type 3; it is not used for
Authentication Type 1.

2) Password text is never transmitted to
the peer BIS.

Figure 6 — lliystration of Authentication Types 1 and 3

The mechanism)s are as follows:

a) Generating| a Validation Pattern:

The conter|ts of the Validation Pattern fieldsthat is
carried in the outbound BISPDU shali(be*gener-

ated by th¢ following process, which is illustrated
in Figure §.

1)

1) Passwprd text shall be appended to the
BISPD|U immediately after the final octet of
the BISPDU (as defined by the BISPDU length
field of the BISPDU header). Additional pass-
word text may also be prepended to the
BISPD[U immediately prior to the first octet of
its hegder’

A chedkstm—tha R Fated
contents of the BISPDU and the password
text shall be generated using the methods of
Annex B with all bits of the Validation
Pattern initially set to zero. The resultant
checksum shall then be placed in the Vali-
dation Pattern field of the BISPDU.

The password text shall not be transmitted
along with the BISPDU.

2)

3)

3)

:-b) Checking the Validation Pattern of an Inbound
BISPDU:

30

The contents of the Validation Pattern field df an
inbound BISPDU shall be checked by the fol
procedure:

owing

Append the Password Text to the BISPDU
immediately after the final octet of the
BISPDU (as defined by the BISPDU Length
field of the BISPDU header. If additional
Password text was also prepended to thie
BISPDU by the sender, then prepend this text
immediately prior to the first octet of thg
BISPDU.
Apply the IDRP Checksum Algorithm to [the

data stream that consists of the concatgnated

ence pattern”.

If the "reference pattern” is identical to the
data carried in the Validation Pattern of the
incoming BISPDU, then the peer BIS has

been authenticated. If the "reference
pattern” does not match the Validation
Pattern, the receiving BIS shall inform
system management that an authentication
failure has occurred. The incoming BISPDU
shall be ignored. The receiving BIS shall not
send an IDRP ERROR PDU to the peer BIS
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because the identity of the peer has not been
authenticated.

7.7.4 Sequence numbers

A sequence number is a 4-octet unsigned value.
Sequence numbers shall increase linearly from 1 up
to a maximum value of <232>-7. The value 0 is not
a valid sequence number.

The rules for manipulating sequence numbers are:

ISO/IEC 10747: 1994 (E)

7.7.5 Flow control

After an IDRP connection is established, the BIS Finite
State Machine is in state ESTABLISHED (see section
7.6.1), and flow control and packet sequencing is in
effect. The IDRP flow control process shall obey the
following rules:

a) A separate series of sequence numbers shall be
maintained for each direction of a BIS-BIS con-
nection, with the initial sequence number value
chosen by the sender of a BISPDU and declared

anl adjacent BIS, the first sequence number shall
be set to 1 and shall increase linearly to a value
of| <232>- 1. Before attempting to establish an
initial BIS-BIS connection with an adjacent BIS,
the local BIS must ensure that it has not sent a
BIBEPDU to the adjacent BIS for at least
ClpseWaitDelay seconds.

a) ijen a BIS initially establishes a connection with

b) THe sequence number shall not be incremented
fof the KEEPALIVE PDU, CEASE PDU, and the
IDRP ERROR PDU.

c) If the connection is subsequently closed under
the conditions described in Table 2 and a subse-
quent connection is to be made to the same adja-
cent BIS, the local BIS shall, as a local matter,
chpose one of the following options:

1) Maintain status of the sequence number
space, and use any value greater than the
value last used in the prior BIS-BIS con-
nection (lastPriorSeqNo), or

2] Ensure that at least CloseWaitDelay-seconds
have passed since the last BISPDU was sent
to the adjacent BIS, and start\with any
sequence number. The chqice of the initial
value of the sequence number is a local
matter.

d) After a BIS sends a BISPDU with the maximum
pefmissible sequencejynumber (<232>-1) the BIS
shall not send any\further BISPDUs until the
BI$PDU with sfaximum sequence number and all
outstanding(BISPDUs have been acknowledged
using thewprocedure of 7.7.5. The BIS then shall
sel its lower window edge (see 7.7.5) to one.
When‘a’BIS receives a BISPDU with a sequence

in the Sequence field of its OPEN,. PPU. The local
BIS will maintain a window to mangge trans-
mission of BISPDUs to the remofe BIS. The send-
er's lower window edge shall*be sdt to the initial
sequence number plus one; the serjder's upper
window edge shall bé set to the lower window
edge plus the value of credit offeref/ contained in
the peer BIS's OPEN PDU. Record {s also kept of
the next expécted sequence numbey for an
inbound URPDATE, RIB REFRESH, KHEPALIVE, or
OPEN PDU-to be received from the peer BIS; this
is initially’set to the value of one plis Sequence
that-is. carried in the peer BIS's OPEN PDU.

b)~An UPDATE PDU or RIB REFRESH PDU shall not
be sent if the upper window edge is|less than or
equal to the lower window edge. en a BISPDU
is sent, the value of Sequence in thp fixed header
shall be set to the current value of the lower
window edge. When an UPDATE or|RIB REFRESH
PDU is to be sent, the local BIS shdll generate
the contents of the BISPDU based dn the current
value of the lower window edge. THe local BIS
shall increment the local window edge by one
before it transmits the BISPDU to thle peer BIS
and before it generates any other B|SPDUs or
processes any received BISPDUs; en a BISPDU
other than an UPDATE or RIB REFRESH PDU is to
be sent, the lower window edge shall not be
incremented. The value of Acknowledgement
shall be set to the value of the next|expected
sequence number less one. The value of credit
offered shall be set to the number df additional
BISPDUs that the local BIS is currenptly able to
accept from the peer BIS. Credit, opce offered,
can not be revoked (that is, the remjote BIS's
upper window edge ed). There-

number of one, affer having acknowledged a
BISPDU with the maximum permissible sequence
number, it shall set the value of its next expected
sequence number to one, prior to processing that
BISPDU.

NOTE 13: The maximum lifetime of an 1ISO 8473 NPDU
is 128 s. Since the architectural constant
CloseWaitDelay is 150 s, it can be guaran-
teed that all outstanding BISPDUs (which are
carried as user data within an encapsulating
8473 NPDU) will have expired before the new
BIS-BIS connection is established.

fore, the sum of Acknowledgement and credit
offered must never decrease in successive
BISPDUs. The value of credit available shall be
set to the upper window edge less the lower
window edge (after incrementing the lower
window edge, if appropriate).

The local BIS shall retain a copy of transmitted
UPDATE and RIB REFRESH BISPDUs for possible
retransmission.

31


https://iecnorm.com/api/?name=fffce36c5093a26b9c41bf8cc806730d

ISO/IEC 10747: 1994 (E)

c)

d)

e)

32

An incoming UPDATE PDU or RIB REFRESH PDU
whose Sequence value corresponds to the next
expected sequence number shall be accepted and
passed to the Finite State Machine described in
7.6.1; the next expected sequence number shall
be incremented by one.

An incoming UPDATE PDU or RIB REFRESH PDU
whose Sequence is less than the next expected
sequence number shall be discarded. An
incoming UPDATE PDU or RIB REFRESH PDU
whose Sequence is greater than the next

© ISO/IEC

NOTE 14: The value tg should be chosen to be greater
than the value <t,> + 2*L, where L is the
transmission delay over the subnetwork or
virtual link between the pair of communi-

cating BISs.

The local BIS shall provide its peer BIS with suffi-
cient credit to send further BISPDUs as long as
the local BIS has resources to receive them.
Therefore, if the local BIS receives a BISPDU
whose credit available is equal to zero (that is,
the peer BIS believes itself unable to send addi-

expected sgquence number shall be discarded,
unless re-orndering is supported as a local imple-
mentation option, and the sequence number is
not greater [than the peer's upper window edge.

An incoming| KEEPALIVE PDU or OPEN PDU
whose Sequence value corresponds to the next
expected sgquence number shall be accepted and
passed to the Finite State Machine described in
7.6.1. An infoming KEEPALIVE PDU or OPEN PDU
whose Seqyence does not correspond to the next
expected sgquence number shall be discarded.

An Incoming CEASE PDU or IDRP ERROR PDU
shall be acdepted and passed to the Finite Siate
Machine degcribed in 7.6.1 regardless of its

Sequence

Whenever a
REFRESH P
inspect its A
fields. Any
whose sequ
the value of]
discarded.

Acknowled(
in the recei
BIS's curref
shall set its

A BIS shall
UPDATE PO
period t, of
may be acc
PDU or a R
item b aboV
RIB REFRE

lue.

BIS receives an UPDATE PDU, RIB
DU, or KEEPALIVE PDU, it shall
cknowledgement and credit offered
BISPDUs retained for retransmission
ence number is less than or equal to
the Acknowledgement field shall be
f the sum of one plus the value of
ement plus the value of credit offered
ed BISPDU is greater than-the-local
t upper window edge, thenthe BIS
upper window edge totthis sum.

acknowledge receipt pf incoming

Us and RIB REFRESH PDUs within a
their receipta.The acknowledgement
bmplished by-means of an UPDATE

B REFRESH PDU sent as outlined in
e. Hewsver, if no UPDATE PDU or
S5H/PDU is available to be sent, then a

KEEPALIVE

PDY may be sent instead, with its

tromat BtSPDUs)themassoom as Tesources 3re
available locally, the local BIS shall send-an
UPDATE PDU or a RIB REFRESH PDU,(if\app

°Q

priate. If not, then a KEEPALIVE PDU ‘shall bg
sent.
NOTE 15: An UPDATE PDU of minimal size will contain

the Unfeasible Routel\Count field with a jalue
of zero, but will n6t contain any path attyi-

butes or NLRI./ Jhus, its size will be only 33
octets.

A KEEPALIVE PDU that advertises a non-zerd
value of credit,offéred in response to a receiyed
BISPDU with(@) credit available of zerc shall e
retransmitied within a period g until the locafl BIS
receives.any in-sequence BISPDU that repoils a
non<zéro value of credit available. If t5 expires
after'n retransmissions, then the local BIS siall
issue a deactivate to close the connection.

A BIS that has sent a BISPDU with zero cred|t
available 1o its neighbor shall respond within|a
period t, to a BISPDU from that neighbor i;ha[:j
causes its upper window edge tc be increasef.
The response shali consist of an UPDATE PDY or

a RIB REFRESH PDU, if available, or a KEEPALIVE
PDU, if not.

A BIS that has not sent any BISPDU for a pefiod
t, shall send a KEEPALIVE PDU, with Sequenge
equal to the lower window edge, and Acknow/-
edgement, credit offered, and credit availablg set
as in step b above.

NOTE 16: The condition (t)) >> (tg) should be salftis-
fied, where t; is one third of the Hold Timer
value.

A BIS that has sent a BISPDU containing a cfedit

Sequence s

et to the lower window edge and its

Acknowledgement, credit offered, and credit
available set as in step b above.

If a retained BISPDU remains unacknowledged

after a period tg, then it shall again be trans-
mitted and again retained for possible
retransmission. If, for a retained BISPDU, 15
expires after n retransmissions, the local BIS
shall issue a deactivate to close the BIS-BIS con-
nection.

)

offeredof—zero—strattassoomraststocat——
resources become available to process additional
BISPDUs from its peer, send an UPDATE PDU or
RIB REFRESH PDU, if appropriate, containing a
non-zero value of credit offered. If neither of
these BISPDU types is appropriate, then a
KEEPALIVE PDU shall be sent.

The BIS shall issue a deactivate to close the
BIS-BIS connection if no BISPDUs are received
for a period equal to the value of Hold Time that
is carried in the OPEN PDU.
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7.8 Version negotiation

BIS peers may negotiate the version number of IDRP
by making successive attempts to open a BIS-BIS
connection, starting with the highest supported
version number (contained in managed object
version) and decrementing the number each time a
connection attempt fails. The lack of support for a
particular IDRP version is indicated by an IDRP
ERROR PDU with error code "OPEN_PDU_Error" and
an error subcode of "Unsupported_Version_Number",
One BIS may determine the highest version number

ISO/IEC 107

neighbor BIS, no two shall have the

47: 1994 (E)

same RIB-Att

(see 7.10.1). The routeing information stored in
the Adj-RIBs-Out will be carried in the local BIS's

UPDATE PDUs and advertised to its
BISs.

In summary, the Adj-RIBs-In contain unp

neighbor

rocessed

routeing information that has been advertised to the

local BIS by its neighbors; the Loc-RIBs

contain the

routes that have been selected by the local BIS's
Decision Process; and the Adj-RIBs-Out organize the

selected routes for advertisement to spe

supported by the other BIS (as advertised in its OPEN
PDU) bly examining the "Data” field of the received
IDRP ERROR PDU. No further retries should be
attemptied if the version number reaches zero.

7.9 Checksum algorithm

The ch¢cksums used in this International Standard for
authentjcation types 1 and 3 shall be generated in
accordgnce with the procedures described in
normat{ve Annex B. For an input data stream of any
length, Jthis algorithm wili generate a checksum that is
16 octefs long. This algorithm shali be used to gen-
erate the checksums for both the BiSPDUs and the
RIBs.

7.10 Rlouteing information bases

The Roliteing Information Base (RIB) within a BlS.ton-
sists of|three distinct parts, as shown in Figure (7,

a) Adj-RiBs-In: The Adj-RIBs-In store roujeing infor-
mafion that has been learned from inbound
UPPATE PDUs. Their contents représent routes
that are available as input to the)Decision
Prdcess. A BIS must support at’least one
AdjtRIB-In for each of its heighbor BISs; it may
optjonally support severahAdj-RIBs-In for a given
neighbor BIS. Within"the set of Adj-RIBs-In asso-
ciajed with a given. néighbor BIS, no two shall
haVe the same /RIB*Att (see 7.10.1).

b) Log-RIBs: The /Loc-RIBs contain the local routeing
infgrmation that the BIS has selected by applying
its Jocal“policies to the routeing information con-
tairled,in its Adj-RIBs-In. A BIS may support mul-

cific neighbor

BISs by means of the local BIS's UPDATE PDUs.

NOTE 17: Although the conceptual model-dis

between Adj-RIBs-In, Adj-RiBs-Out
this does neither impli€s nor requi
implementation must maintain thre
copies of the routeing information.
implementation [for“example, 3 cop)
mation vs. 1/topy with pointers) is
by this standard.

7.10.1 Identifying an information base

Each infermation base (a single Adj-RIB-
Loc-RiB, or a single Adj-RIB-Out) has on
oné RIB-Att associated with it. A RIB-At
of{a set of Distinguishing Attributes that
supports: in particular, a RIB-Att may co
or more Distinguishing Attributes that fo
sible combination, as defined in 7.11.2.

The managed object RIBAttsSet explicitl
all the RIB-Atts that a BIS supports. Ma
RIB-AttsSet shall not contain any pairs o
that are identical, thus assuring that eac
unambiguous within the BIS.

All BISs located within a given routeing
support the same RIB-Atts: that is, the n
object RIB-AttsSet of every BIS within ar]
the same RIB-Atts. When a BIS receives
PDU from another BIS located in its own
domain, it shall compare the information
RIB-AttsSet with the information in its lo
object RIBAttsSet. If they do not match,
appropriate error handling procedure in
be followed.

inguishes

and Loc-RIBs,
es that an

P separate

The choice of

es of the infor-
not constrained

n, a single

e and only

is composed
he local BIS
sist of one
m a permis-

enumerates
aged object
f RIB-Atts

h RIB-Att is

Homain shall
anaged

RD shall list
an OPEN
routeing

in the field
tal managed
hen the
.20.2 shall

tiple Loc-RiBs. No two Loc-RIBs within a given
BIS shall have the same RIB-Att (see clause
7.10.1). Information in the Loc-RIB is used to
build the Adj-RiBs-Out.

c) Adj-RIBs-Out: The Adj-RIBs-Out store the infor-
mation that the local BIS has selected for adver-
tisement to its neighbors. A BIS must support at
least one Adj-RIB-Out for each of its neighbor
BISs; it may optionally support several
Adj-RiBs-Out for a given neighbor BIS. Within the
set of Adj-RIBs-Out associated with a given

Each BIS shall support default informatio
(Adj-RIBs-In, Adj-RIBs-Out, Loc-RIB, and
respond to the RIB-Att that is composed
set of Distinguishing Attributes.

NOTE 18:
specify the criterion used to select
to be placed in the default Loc-RIB.
since the following mandatory path

n bases
FIB) that cor-
of an empty

Because policy is a local matter, IDRP does not

the information
However,
attributes are

present in every route, it is suggested that
RD_PATH and RD_HOP_COUNT should be used

for this purpose.
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Figure 7 - R

uteing Information Base:

7.10.2 Validati¢n of RIBs

A BIS shall nof| continue to operate for an extended
period with corrupted routeing information. -Tthere-

fore, the BIS s

all operate in a "fail-stop”(manner:

when corruptiof of a RIB is detected, the BIS shall
immediately take action to cease using-the routes

contained in th

In the absence
for insuring thi
checks at least

le corrupted information base.

of an implementation-specific method
, the BIS shall perform the following

timer, the

|S/shall recheck the checksum of the

a) Upon expirFtion ofvits maxRIBIntegrityCheck

routeing i

ormation contained in each of its

every maxRIiBIntegrityCheck seconds:

An RIB is comprised of Adj-RIBs-In, Adj-RIBs-Out, and Loc-RIBs

incremental algorithm to compute the
checksum for a given Adj-RIB-In when [new
information is received.

After detection of a corrupted Adj-RIB-|n, a
BIS may choose to issue a RIB REFRESH
PDU, asking for a solicited refresh of the
routeing information from its peer BIS.

On completion of its check of the Adj-RIBs-In, the
BIS shall rerun its Decision Process, regardless of
whether or not corruption of the Adj-RIBs-In|has
been detected. As a byproduct of running the
Decision Process, the BIS will construct new infor-
mation for its Loc-RIBs, and will then regenerate
its Adj-RIBs-Out and its FIBs. Thus, any corp
rupted information that may have been pregent in

Adj-RIBs-In in order to detect corruption of

the Adj-RIBs-Out or the FIBs will be replaced as a
result.

routeing information while in memory.

If corruption is detected, the BIS shall purge the
Adj-RIB-In, and shall notify System Management
of a "Corrupted AdjRIBIn” event.

NOTE 19: This International Standard does not pre-
scribe a specific checksum algorithm but
notes that the procedures described in
Annex F satisfy the requirements given
above. Other approaches can also be used:
for example, it may be possible to use an

c) Upon completion of these checks, the BIS shall
reset the timer to the value
MaxRIBIntegrityCheck with jitter applied in
accordance with 7.17.3.3.

Since a given Adj-RIB-In that had been corrupted will
have been purged before the Decision Process is re-

executed, the defective information will not be used in
the recalculation.
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An explicit integrity check on the contents of the
Loc-RIBs, Adj-RIBs-Out, and the FIBs is not required,
since corrupted information will be replaced period-
ically when the Decision Process is re-run.

As a local option, a BIS may also choose to perform
an explicit integrity check on the routeing information
in its Loc-RIBs, Adj-RIBs-Out, and FIBs. If such an
integrity check detects that the information base has
become corrupted, then the BIS shall immediately
rerun its Decision Process, and should notify System

ManagementofCorruptLos-RIBL

ISO/IEC 10747: 1994 (E)

ciated Adj-RIB-In with the routeing information that

was learned during the refresh cycle.

Abortion of a refresh cycle is indicated

by receipt of

another RIB REFRESH PDU with OpCode 2 (RIB
Refresh Start) before receipt of a RIB REFRESH PDU
with OpCode 3 (RIB Refresh End). In this case, any
routeing information learned in the time between
receipt of the two successive RIB Refresh Starts shall

be discarded, and a new refresh cycle

(triggered by

receipt of the second RIB Refresh Start) shall begin.

"CorryptAdjRIBOuUt”, or “CorruptFIB”, as appropriate.

7.10.3| Use of the RIB REFRESH PDU

The RIB REFRESH PDU can be used by a BIS to solicit
a refrgsh of its Adj-RIBs-In by a neighbor BIS, or to
send an unsolicited refresh to a neighbor BIS:

a) Splicited Refresh

A|BIS may request a neighbor BIS to refresh one
of more of the local BIS’s Adj-RIBs-In by sending
a|RIB-REFRESH PDU that contains the OpCode
fdr RIB-Refresh-Request and the RIB-Atts of the
Agj-RIBs-In that it wants to be refreshed.

hen the neighbor BIS receives a RIB-REFRESH
PPU with OpCode RIB-Refresh-Request, it shall
s¢nd back a RIB-REFRESH PDU with OpCode
R}B-Refresh-Start, followed by a sequence of
UPDATE PDUs that contain the information jn its
Agj-RIBs-Out associated with the requesting BIS.
The neighbor BIS shall indicate the completion of
the refresh by sending a RIB-REFRESH PDU with
OpCode RIB-Refresh-End.

b) solicited Refresh

A|BIS may initiate an unsolicited refresh by
s¢nding a RIB-REFRESH.PDU with OpCode
R|B-Request-Start, fallowed by a sequence of
UPDATE PDUs that_contain the information in its
Aflj-RIBs-Out that‘been advertised to a given BIS.
The completion—-of the refresh shall be indicated
by sending\the RIB-REFRESH PDU with OpCode
R|B-Refresh-End.

When |2 'BIS receives a RIB REFRESH PDU with

If the refreshing BIS receives a new
RiIB-Refresh-Request while it is imjthe 1
refresh (after sending RIB-REFRESH Pl
OpCode RIB-Refresh-Start, but before s
RIB-REFRESH PDU with OpCode RIB-R
then the current refresh\shall be abortg
refresh is initiated.

7.11 Path attributes

An UPDATE PDU that carries an NLRI f
carries(a) set of path attributes. An UPDO
does{not carry any NLRI field shall not
aftributes. Path attributes are summar

hiddle of

U with

ending
pfresh-End),

d and the new

eld also

ATE PDU that
carry any path
zed in

Table 3; their encoding is described in p.3.

7.11.1 Categories of path attributes

Path attributes fall into four categories:

a) Well-known mandatory: these attrijutes must be
recognized upon receipt by all BISY, and must be
present in every UPDATE PDU

b) Well-known discretionary: these at{ributes must
be recognized upon receipt by all BiSs, but are
not necessarily present in an UPDATE PDU

c) Optional transitive: these attribute§ need not be
recognized upon receipt by all BISg, and are not
necessarily present in an UPDATE PDU. If a
given BIS does not recognize an optional transi-
tive attribute, it must pass it on to pther BISs

d) Optional non-transitive: these attrijutes need not
be recognized upon receipt by all BISs, and are
not necessarily present in an UPDATE PDU. If it
does not recognize an optional norj-transitive

OpCode 2 (RIB Refresh Start), it shall not change any
of the routeing information currently stored in the
Adj-RIB-In which is identified by the distinguishing
attributes of the RIB REFRESH PDU until the refresh
cycle has been completed or has been aborted.

The BIS shall accumulate the routeing information
contained in all the UPDATE PDUs that are received
in a completed refresh cycle. Completion of a refresh
cycle is indicated by receipt of a RIB REFRESH PDU
with OpCode 3 (RIB Refresh End). Then the BIS shall
replace the previous routeing information in the asso-

afiribule, a BIS shall ignore it and shall not
include it in any of its own UPDATE PDUs.

A BIS shall handle optional attributes in the following
manner:

a) If a route with an unrecognized optional transitive
attribute is received and the route is to be propa-
gated to other BISs, the optional transitive attri-
bute must be propagated with the route, and the
Partial bit in the Flag field of the attribute shall be
set to 1.

35
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Table 3 - Path Attribute Characteristics
Attribute Catsgory Type Length Distinguishing
Code (octets)
ROUTE_SEPARATOR well-known discre- i 5 No
tionary
EXT_INFO well-known discre- 2 0 No
tionary
RD_PATH _ well-known mandatory 3 variable No
NEXT_HOP well-known discre- 4 variable No
tionary
DIST_LIST_INCL well-known discre- 5 variable Neo
tionary
DIST_LIST_EXQL well-known discre- 6 variable No
tionary
MULTI-EXIT DI$C optional non-transitive 7 1 No
TRANSIT DELAY well-known discre- 8 2 Yes
tionary
RESIDUAL ERROR well-known discre- 9 4 Yes
tionary
EXPENSE well-known discre- 10 2 Yes
tionary
LOCALLY DEFINED QOS well-known discre- 11 variable Yes
tionary
HIERARCHICAL well-known discre- 12 1 No
RECORDING tionary
RD_HOP_COUNT well-known mandatory 13 1 No
SECURITY well-known discre- 14 variable Yes
tionary
CAPACITY well-known mandatory 15 1 No
PRIORITY well-known discre* 16 1 Yes
tionary
b) If a route With a recognized optional transitive tive attribute may or may not be propagated|with
attribute isvleceived and the(toute is to be propa- the route, according to the definition of the attri-
gated to other BISs, the optional transitive attri- bute. If the atiribute is propagated, then the|local
bute may of may not be)propagated with the BIS shall not modify the value of the PARTIAL bit
route, accofding to the,definition of the attribute. in the Flag field of the attribute.
If the attribyite is propagated, then the local BIS
shall not mqdify(the value of the PARTIAL bit in BISs shall observe the following rules for attaching
the Flag fie|d af the attribute. and updating the values of optional attributes:

c) If a route with an unrecognized optional non-
transitive attribute is received, the receiving BIS
shall ignore the attribute and shall not propagate
that attribute to any other BIS. However, it may
propagate the remainder of the route: that is, the
route without the unrecognized optional non-
transitive attribute.

d) If a route with a recognized optional non-
transitive attribute is received and the route is to
be propagated to other BISs, the optional transi-

36

— New optional transitive attributes may be

attached to the path information by any BIS in the
path, and that BIS shall then set the PARTIAL bit
in the attributes flag of its UPDATE PDU to 1.

The rules for attaching new non-transitive
optional attributes depend on the nature of each
specific attribute. The definition of each non-
transitive optional attribute specifies such rules.

Any optional attribute may be updated by any BIS
in its path.
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7.11.2 Handling of distinguishing attributes

Certain well-known discretionary path attributes are
classified as Distinguishing Attributes (see 5.7), which
can be used to discriminate among multiple routes to
a destination, based on differences in quality between
the routes.

Distinguishing path attributes shall only be created by
the BIS that originates the routeing information; they
can be updated by any BIS that receives an UPDATE
PDU that contains them. The rules for updating each

ISO/IEC 10747: 1994 (E)

7.11.3 Equivalent distinguishing attribu

IDRP recognizes two categories of disti
bute: type specific, and type-value spe

tes

nguishing attri-
cific. Certain

Distinguishing Attributes are unambiguous by their

type —namely, Capacity, Priority, Trans

it Delay,

Expense, and Residual Error. These are called type

specific.

Others can not be disambiguated based solely on
their type, but require knowledge of both type and a

subset of the fields that comprise their

value—namely,

of IDRP’'s distinguishing attributes are defined in the
appropriate subclause of 7.12.

A permissible set of distinguishing attributes is
definef to be a set that can be derived from informa-
tion that can be validly encoded in the header of an
ISO 8473 NPDU, using the mappings described in 9.2.
In turn, a valid RIB-Att (see 5.7) is also a permissible
set of |distinguishing attributes, which is used to iden-
tify th¢ RIB that holds a route characterized by those
distindquishing attributes. Therefore, a permissible set
of distinguishing attributes and a corresponding valid
RIB-Aft:

a) Can consist of an empty set (that is, the Empty
Distinguishing Attribute)

b) Can contain the SECURITY path attribute

NQTE 20: This distinguishing attributes is derived from
the 1SO 8473 Security parameter, as
described in 8.2.

c) Can contain at most one of the following-attri-
bytes: RESIDUAL ERROR, TRANSIT DELAY,
EXPENSE, and LOCALLY DEFINED QQS.

NOTE 21: These distinguishing attributes are derived
from the ISO 8473 Quality of Service Mainte-
nance parameter, whi¢h can request only one

of them (see 8.2):
d) Can include the Priority Distinguishing Attribute.

NQTE 22: This distinglUished attribute is derived from
the }§O 8473 Priority parameter, as
descfibed in 8.2.

e) Can nottinelude any instance of equivalent distin-
gyishing jattributes, as defined in 7.11.3.

SECURITY and LOCALLY DEFINED Q@Y.

called type-value specific.
Within IDRP, two instances of|Distingui
are equivalent each other.if either:

a) they are both type,specific and the
the same type, or

These are

hing Attributes

y both have

b) they are bathdype-value specific, and they both

have the/same type and the same

In all other, Tases two instances of Disti
Attributelare not equivalent.

7:12' Path attribute usage

The usage of each of IDRP's path attrib
described in the following clauses.

7.12.1 ROUTE_SEPARATOR

ROUTE-SEPARATOR is a well-known m|
bute. Multiple instances of this attribut

value.

nguishing

ites is

andatory attri-
P may appear

in a single UPDATE PDU. The ROUTE_$EPARATOR
serves as a delimiter between sets of distinguishing

attributes. Each set of distinguishing a
mines the routeing information base as
the route. The ROUTE_ID and LOCAL_|
for a given route are contained in the

ROUTE_SEPARATOR that immediately
set of distinguishing attributes for that

tributes deter-
sociated with
PREF values

brecedes the
oute. A BIS

shall include a ROUTE_SEPARATOR forl each feasible

route carried in the UPDATE PDU:
— The ROUTE-ID must be unambiguo

Us within the

context of the BIS-BIS connection qver which the

There

ore, the number ot distinguishing attributes that

UPDATE PDU is transmitted.

can comprise either a valid RIB-Att or a permissible
set of distinguishing attributes is not unbounded: it is
limited to at most three.

— The LOCAL-PREF field is used to detect incon-
sistent routeing decisions among a set of BISs
that are all located in the same routeing domain.
Its value shall be set as follows:

a) For UPDATE PDUs sent to adjacent routeing
domains, LOCAL-PREF shall contain the value
0; the receiving BIS (in the adjacent RD) shall
ignore this field upon receipt.

b) For UPDATE PDUS sent to BISs in the same
routeing domain as the local BIS, its value
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shall be set in accordance with 7.15.1; the
receiving BIS (in the same RD) shall use this
value to check for internal inconsistencies, in
accordance with 7.15.1.

All distinguishing attributes that appear after a given
ROUTE_SEPARATOR and before the next
ROUTE_SEPARATOR or the end of the BISPDU
(whichever occurs first) form a set that determines
the RIB-Att associated with the route.

All non-distinguishing path 2
field apply to every route advertised in the UPDATE
PDU, regardless|of where they appear with respect to
the ROUTE_SEPARATOR(s).

The ROUTE_ID @ssociated with a route received from
an adjacent BIS |[bear no functional relationship to the
ROUTE_ID that the local BIS will generate if it decides
to propagate that route. Similarly, the ROUTE-ID for
an aggregated rpute bears no functional relationship
the individual RQUTE-IDs of the routes from which it
was constructed

NOTE 23: The requirements on unambiguity within the
context [of a given BIS-BIS connection lead to the
following observations:

a) Sinfe the ROUTE-ID must be unambiguous
within each instance of BIS-BIS communi-
cation, a BIS can advertise the same route to
different neighbor BISs, using different
ROUTE-IDs in each instance of BIS-BIS com-
mutpications.

b) Thg ROUTE-IDs associated with routes to be
advjertised by a BIS (that is, the routes in its
AdjiRIBs-Out) bears no relationship to the
ROPTE-IDs associated with routes received
from other BISs (that is, the routes.in‘the
locgl BIS's Adj-RIBs-In).

7.12.2 EXT_INF

EXT_INFO is a well-known discretionary attribute. It
shall be recognied upon rece€ipt by all BISs. It shall
be included in each UPDATE{PDU that reports either
an RD_PATH attfribute or 'Network Layer Reachability
Information that jhas been learned by methods not
described in this| Intermational Standard.

© ISO/IEC

mation for an RD which does not run IDRP is an
example of information which is learned by means
outside IDRP’s scope.

If a BIS selects a route which has been advertised
with the EXT _INFO attribute, it is possible that
there may be undetected looping of routeing infor-
mation. Therefore, it is recommended that distrib-
ution of information not learned by the methods of
IDRP be tightly controlled. The path attributes
DIST_LIST_INCL and DIST_LIST_EXCL afford a
convenient method for providing this control. Fur-
thermore, a given RD may also enforce policies

routes which have the EXT_INFO attribute las|
ated with them.

soCi-

7.12.3 RD_PATH

RD_PATH is a well-known mandataery ‘attribute. It
shall be present in every UPDATE 'PDU, and shall|be
recognized on receipt by all/BiSs. This attribute gon-
sists of a concatenation of\path segments that idgnti-
fies the routeing domaifis)and routeing domain
confederations through”“which this route has passed.
The path segments’can be RD_SETs, RD_SEQs,
ENTRY_SEQs, or ENTRY_SETs.

7.12.3.1 Generating an RD_PATH attribute

Wheni;a_BIS originates a route to destinations conf
tained within its own routeing domain or to destinja-
tions learned by means outside the protocol (see
7.12.2), it shall examine the information contained
its managed object rdcConfig to determine the
ordering relationships among all the confederations of
which the local routeing domain is a member. Thp
local BIS shall then construct an RD_PATH attribute
as follows:

in

a) If the local routeing domain is a member of ope
or more confederations, the RD_PATH shall
consist of an ENTRY_SEQ segment followed
immediately by an RD_SEQ segment. The
ENTRY_SEQ shall list the confederations, ordg¢red
as follows:

1) If a confederation, RDC-B, is nested within
another confederation, RDC-A, then the RDI
of RDC-A shall precede that of RDC-B.

The EXT_INFO attribute shall be generated by the RD
that originates the associated routeing information. If
the EXT_INFO attribute was present in a received
UPDATE PDU, then it shall also be included in the
UPDATE PDUs of all BISs that choose to propagate
this information to other BISs.

NOTE 24: Information obtained from the managed object
internalSystems or obtained from UPDATE PDUs
which do not contain the EXT_INFO attribute has
been learned by methods within IDRP’s scope;
however, manually configured reachability infor-

Z) 1he RDTs of overlapping coniederations shall
be listed in increasing order of the RDls, as
long as the order implied by any nesting
relationships is maintained. For purposes of
ordering, two RDIs are compared octet-by-
octet from the left until differing octet values
are found. The RDI with the lesser octet
value (when treated as an unsigned integer)
is considered to have the lesser RDI value.
If there are two RDIs of different lengths, and
the leading octets of the longer RDI are
exactly the same as the octets of the (com-
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plete) shorter RDI, then the shorter RDI is
considered to have the lesser value.

The RD_SEQ shall list the RDI of the BIS's
routeing domain.

b) If the local routeing domain is not a member of
any confederation, then the RD_PATH contains a
single RD_SEQ segment that lists the RDI of the
BIS’'s routeing domain.

7.12.3.2 Updating a received RD_PATH attribute

ISO/IEC 10747: 1994 (E)

7.12.3.3 Advertising a route received from another
BIS

After receiving a route, a BIS will have modified its
RD_PATH attribute in accordance with 7.12.3.2; and
when a route is generated locally, the BIS will have
created an RD_PATH attribute in accordance with
7.12.3.1. If the local BIS selects a route for subse-
quent advertisement, the RD_PATH attribute of that
route shall be amended as follows, based on the con-
federations which have been exited and on the
nesting relationships among confederatjons of which

The local BIS shall update the RD_PATH attribute of a
route feceived from another BIS according to the fol-
lowing| rules:

a)

If the route was received from a BIS located in
the same routeing domain as the local BIS, then
the RD_PATH attribute shall not be updated.

If the route was received from a BIS located in an
adjacent routeing domain, the local BIS shall
ddtermine if the route has entered any confeder-
atlons (see 7.13.3), and it shall examine the infor-
mation contained in its managed object rdcConfig
to|determine the ordering relationships among all
such confederations. The local BIS shall then
amend the RD_PATH attribute as follows:

1) If the route has entered any confederations,
the BIS shall append a path segment of type
ENTRY_SEQ that lists all the newly entered

confederations, ordered as follows:

i) If a confederation, RDC-B, is nested
within another confederation, RDG-A,
then the RDI of RDC-A shall pprecede that
of RDC-B.

ii) The RDIs of overlapping-confederations
shall be listed in increasing order of the
RDIs, as long asythe order implied by any
nesting relatienships is maintained. For
purposes of ordering, two RDIs are com-
pared octet=by-octet from the left until
differingroctet values are found. The RDI
with~the lesser octet value (when treated
as.an unsigned integer) is considered to
have the lesser RDI value. If there are
two RDls of different lengths, and the

exactly the same as the octets of the
(complete) shorter RDI, then the shorter
RDI is considered to have the lesser
value.

The ENTRY_SEQ segment shall be followed
immediately by an RD_SEQ segment that
lists the RDI of the BIS's routeing domain.

2) If the route has not entered any confeder-
ations, the local BIS shall append a path
segment of type RD_SEQ that lists the RDI of
the BIS's routeing domain.

the local BIS is a member (see manage
rdcConfig):

a)

If the adjacent BIS to which the rol
advertised can be reached without
confederations, then fio“modificatio
RD_PATH attribute_shall be made.

If the adjacent BIS to which the rod
advertised can’only be reached by
more confederations, then the local

d object

te will be
exiting any

h to the

te will be
exiting one or
BIS shall

check the"RD_PATH attribute for the presence of

ENTRY\LSEQ or ENTRY_SET path s
contain the RDIs of the exited conf

bgments that
bderations.

(fFthere is any RDI of an exited conffederation

which is absent from all ENTRY_SE
ENTRY_SET segments, then the ro(
The local BIS shall send an IDRP E
the BIS that advertised the route, r
Misconfigured_RDCs error.

If two confederation, RDC-A and RO
in the same ENTRY_SEQ, and mana

D and

te is in error.
ROR PDU to
porting a

C-B, are listed
ged object

rdcConfig indicates that RDC-B is rlested within

RDC-A, then the RDI of RDC-A sha
of RDC-B in the ENTRY_SEQ. If it d
local BIS shall send an IDRP ERRO
that advertised the route, reporting
Misconfigured_RDCs error.

Otherwise, the local BIS shall scan
attribute from the back (right to left

the highest numbered octet) looking
ENTRY_SEQ or ENTRY_SET path sd

lists an exited confederation. Withi

| precede that
oes not, the

R to the BIS

a

he RD_PATH
starting at
for an
gment that

h a given

ENTRY_SET or ENTRY_SEQ segme
a given confederation can not be p

have been processed.

t, the RDI for
ocessed until

sted within it

For each exited confederation (for example, the
confederation whose RDI is "X"), the advertising
BIS shall then update the RD_PATH of the route
as follows:

1) The entry for "X” shall be removed from the
ENTRY_SEQ or ENTRY_SET segment

2) If "X" is the only RDI contained in an
ENTRY_SEQ or ENTRY_SET segment of the

39
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3)

RD_PATH, then create a path segment of
type RD_SEQ that lists "X” and insert it in
front of the previous entry for "X".

If the local BIS's routeing domain is a
member of other confederations besides "X"
that are listed in the ENTRY_SEQ or
ENTRY_SET segments of the RD_PATH, then:

i) If X" occurs in an ENTRY_SEQ or
ENTRY_SET segment, and "X" is nested
within none of the other confederations,

© ISO/IEC

sequent path segments between itself and the
next occurring ENTRY_SEQ or ENTRY_SET
segment, or between itself and the end of the
RD_PATH attribute if there is no subsequent
ENTRY_SEQ or ENTRY_SET segment.

7.12.4 NEXT_HOP

NEXT_HOP is a well-known discretionary attribute. It
shall be recognized upon receipt by all BISs.

then create an RD_SET that lists "X" and . is attri-
insprt it in front of the first ENTRY_SEQ

or ENTRY_SET segment that occurs in
the|l RD_PATH.

i) If "X" occurs in an ENTRY_SEQ and "X" is
negted within all the other confeder-
atipns, then create a path segment of
type RD_SEQ that lists "X" and insert it
imFediately in front of the previous
enfry for "X"

iii) If X" occurs in an ENTRY_SEQ and "X" is
nested within some but not all of the
other confederations, then create a path
segment of type RD_SET that lists "X",
ari insert it immediately after the

clojsest prior entry for any confederation

in which "X" is nested.

iv) If X" occurs in an ENTRY_SET and "X" is
nested within all the other confeder-
atipns, then create a path segment of

tpr RD_SET that lists “X" and insert it
r

immediately in front of the previous
en{ry for "X"

v) If X" occurs in an ENTRY_SET and ¥X" is
negted within some but not ali"qgf'‘the
other confederations, then create a path
segment of type RD_SET that lists "X",

insert it immediately after the the

RD_SE[T or an‘RD/SEQ between entries that
are corftained jn a single ENTRY_SET or

ENTRY[LSEQ, then break the ENTRY_SET or
ENTR

bute, a subnetwork is transitive with respect ta

system reachability if all of the following conditiops

are true:

a) Systems A, B, and C are all attached to the $ame

subnetwork,

b) When A can reach B directly,» and B can reath C

directly, it follows that Alcan reach C directly.

Verification of the abové“conditions should be actom-

plished by means outsidé of IDRP. For example,

systems located oh a common subnetwork could [use
an ES-IS protocol (such as 1SO 9542) to ascertain if
there is directdeachability between them. Examples

of such media’are IEEE 802.2 and SMDS.

Consider three BISs attached to a fully connected

trapsitive subnetwork, as shown in Figure 8: A apd B
shiare a BIS-BIS connection, B and C share a BIS}BIS
connection, but A and C have no BIS-BIS conneclion

between themselves.
PDU to B, then with respect to the UPDATE PDU
advertised by B:

— G is defined to be the source BIS
— B is defined to be the first recipient BIS

LLL

If C propagates an UPDAT

— A is defined to be the subsequent recipient BIS.

In terms of these definitions, the following rules
to the usage of the NEXT_HOP attribute:

a) Generating the Attribute
When a given BIS generates an UPDATE PDU:

1)

ppply

It may list its own NET and the SNPAs of sub-
networks that connect itself to the remoje
BIS in the NEXT_HOP attribute of that

Q into two segments aof identical

type and perform the insertion. For example,
if it is necessary to insert RD_SET(X)
between entries for "A” and "B”, where "A"
and "B” are contained in
ENTRY_SEQ(H,J,A,B,C), the result would be:
ENTRY_SEQ(H,J,A) RD_SET(X)
ENTRY_SEQ(B,C).

If, after applying these procedures, the
ENTRY_SEQ or ENTRY_SET segment in which "X"
originally occurred is empty, then that path
segment shall be deleted, together with any sub-

2)

3)

UPDATE PDU.

It may choose not to include a NEXT_HOP
attribute in its UPDATE PDU. When the
NEXT_HOP field is not present, it implies that
the NET of the BIS that advertises the
UPDATE PDU should be considered to be the
NET of the next-hop BIS.

It may set the value of the
"IDRP_Server_Allowed” field in accordance
with its local policies:
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Figure

b) Ad
Wh

1)

2)

8 - A Transitive Fully Connected Subnetwork

— |If the source BIS wants to allow the first
recipient BIS to advertise the source
BIS's NET and SNPA to a subsequent

X' FF’

— |f the source BIS does not want the first
recipient BIS to advertise the source

field to any value other than X'FF'.
bertising Routeing Information

en a BIS chooses to advertise routeing infor-
ion learned from an UPDATE PDU:

The BIS may choose to list its own NET and
the SNPAs of subnetworks that connect its&lf
to the remote BIS in the NEXT_HOP attribute
of an UPDATE PDU that propagates the
routeing information

The BIS may choose not to include a
NEXT_HOP attribute in its UPDATE PDU.
When the NEXT_HOP field is\hot present, it
implies that the BIS that advertises the
UPDATE PDU is alse_the next-hop BIS.

If any condition disted below is not satisfied,
then the recipient’BIS shall not list the NET
and SNPAs.of“the source BIS in its own
UPDATE-RDUs. If they are all satisfied, then
instead\of’listing its own NET and SNPAs, the
BIS"may optionally list the NET and SNPAs of
the source BIS (as contained in the UPDATE

PDlU received from-the source QIQ> whop—it

recipient BIS, then it shall set this field to

BIS’s NET and SNPA, then it shall set this

and is transitivepwith respegt to
reachability of all three BIS§$.

iii) The managed object routeSgrver is
"true”,

iv) The\first recipient and subsequent recip-
ient/are located in different|routeing
domains.

v) Advertisement of this route [to the subse-
quent recipient BIS does nof conflict with
any of the path attributes thlat were con-
tained in the UPDATE PDU from the
source BIS. (For example, it may not
propagate the UPDATE PDU| to a recip-
ient that is listed in the DIST_LIST_EXCL
attribute.)

NOTE 25: The following observations should pe noted with
regard to the rules stated above:

a) The rules do not remove the réquirement that
there must be a BIS-BIS conngctions between
each pair of BISs located in thg same
routeing domain.

b) The contents of the NEXT_HOR attribute have
no effect upon the contents of fhe RD_PATH
attribute: that is, the RD_PATH attribute will
always be used in accordance with 7.12.3.

c) If the NET and SNPAs are not [available in an
UPDATE PDU, then a BIS that|receives it
must learn them by means outside of this
International Standard. For expmple, the
value of the NET can be learngd from the
NUNITDATA.INDICATION, and |S 9542 can be

propagates the information to a subsequent
recipient BIS. The conditions are the fol-
lowing:

i) The "IDRP_Server_Allowed” field of the
UPDATE PDU of the source BIS was
equal to X'FF’,

ii) All three BISs (source, first recipient, and
subsequent recipient) are located on a
common subnetwork which is full-duplex

used to associate an SNPA with that NET.

7.12.5 DIST_LIST_INCL

DIST_LIST_INCL is a well-known discretionary attri-
bute. It shall be recognized upon receipt by all BISs.
When present, this attribute lists the RDIs of the
routeing domains and confederations to which the
routeing information may be distributed. Since
NPDUs usually flow in a direction opposite to the flow
of UPDATE PDUs, DIST_LIST_INCL provides a means
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for a given RD or confederation to control use of its
resources by other RDs.

When a BIS receives an UPDATE PDU that contains
the DIST_LIST_INCL attribute, then the receiving BIS
shall not redistribute the associated routeing informa-
tion to any BIS which is not a member of at least one

RD or RDC whose RDI is contained in this attribute.

A BIS shall redistribute only that information which

has been locaii
tribute it only t
cent to it and
BIS may distri

nIQ sk o |
DIO nat i1s a m

federation whode RDI is contained in DIST_LIST_INCL.

A BIS is not re

y selecied as a rouie, and shaii redis-

re included in the distribution list. A

ute the information to any adjacent

i it g

mber of any routeing domain or con-

uired to distribute the routeing infor-

mation to every] RD or RDC whose RDI is listed: for
example, it is fossible for local policy considerations

or the contents
path attribute t

of the HIERARCHICAL_RECORDING
b further restrict the set of RDIs to

whom the routging information will actually be redis-

tributed.

If a BIS receivgs an UPDATE PDU that contains

neither the DIS

attributes, then| it may distribute the routeing informa-

_LIST_INCL nor DIST_LIST_EXCL

tion to all adjadent BISs. Alternatively, the local BIS

may also add a|
attribute, but n

DIST_LIST_INCL or DIST_LIST_EXCL
bt both, to the route information.

If the DIST_LIST_INCL attribute is present and has a

length of zero

bctets, then the routeing information

may be used lqcally, but shall not be advertised to

any other BIS.

When it origina
route to destin
domain, a BIS
bute, in accord

If a BIS choose

les an UPDATE PDU which describes a
itions located in its own rduteing

may append the DIST_LIST_INCL attri-
pnce with its local poalicies.

s to advertise a rolte which was

learned from apj UPDATE PDU\which already con-

tained the DIS]
BIS may modif

[_LIST_INCl attribute, the advertising
this atiribute by pruning the set of

RDIs included in the-list. If a BIS chooses to prune

the set, it shall
shall it delete t

not,delete the RDI of its own RD, nor
he\RDI of any RDC to which it belongs.
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7.12.12, shall take precedence over those imposed by
DIST_LIST_INCL.

7.12.6 DIST_LIST_EXCL

DIST_LIST_EXCL is a well-known discretionary attri-

hute

hute It chall ha racnanizad unan racaint hy all DICA

toSiidan U 1oLUyincclU uplrni feCCipt Oy an oios.

When present, this attribute lists the RDIs of routeing
domains and confederations to which the routeing
information may not be distributed. Since NPDUs
usually flow in a direction opposite to the flow of

; — — g
a given RD or confederation to control use of,its
resources by other RDs and RDCs.

When a BIS receives an UPDATE PDU that contgins
the DIST_LIST_EXCL attribute, then\the receiving BIS

shall naot redistribute the agsociated routeing inf
Snai Not regisirisuie ine asscciarel rouieing ini

tion to any BIS located in an/RD or RDC whose RDI is
included in the list. A BIS/shall not distribute the
information to any adjacent'BIS that is a membef of
any routeing domain_ot_confederation whose RD] is
contained in DIST_RLIST_EXCL. Local policy congider-
ations shall not oVverride redistribution of the rodteing
information ag’ dictated by the DIST_LIST_EXCL Rttri-
bute.

If a BIS\teceives an UPDATE PDU that contains
neither/the DIST_LIST_INCL nor the DIST_LIST_BEXCL
attributes associated with it, then it may distribufte the
routeing information to all adjacent BISs. AlternL
tively, the local BIS may also add a DIST_LIST_INCL
or DIST_LIST_EXCL attribute, but not both, to th¢
route information.

If the DIST_LIST_EXCL attribute is absent and the
DIST_LIST_INCL attribute is present, then the diptrib-
ution of the routeing information is controlled by| the
DIST_LIST_INCL attribute. If the DIST_LIST_EXGL
attribute is present and has a length of zero octgts,

then the routeing information may, in accordancg with
local policy, be advertised to any other BIS.

When it originates an UPDATE PDU which descripes a
route to destinations located in its own routeing
domain, a BIS may append the DIST_LIST_EXCU attri-
bute, in accordance with its local policies.

However, if the reduced list is empty (that is, has a
length of zero), then the BIS shall not advertise the

routeing inform
routeing domai

ation to any BIS located in a different
n.

7.12.5.1 Interaction with
HIERARCHICAL_RECORDING

When a given UPDATE PDU contains both the
HIERARCHICAL_RECORDING attribute and the

DIST_LIST_INCL attribute, the constraints imposed by
the HIERARCHICAL_RECORDING, as specified in

42

If a BIS chooses to advertise a route which was
learned from an UPDATE PDU which already con-
tained the DIST_LIST_EXCL attribute, the advertising
BIS may modify this attribute by augmenting the set
of RDIs included in the list. If a BIS chooses to
augment the set, it shall not add the RDI of its own
RD, nor shall it add the RDI of any RDC to which it
belongs.
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7.12.6.1 Interaction with HIERARCHICAL RECORDING

When a given UPDATE PDU contains both the
HIERARCHICAL_RECORDING attribute and the
DIST_LIST_EXGL attribute, the constraints imposed by
DIST_LIST_EXCL, as specified in 7.12.6, shall take pre-
cedence over those imposed by the
HIERARCHICAL_RECORDING attribute.

7.12.7 MULTI-EXIT_DISC

ISO/IEC 10747: 1994 (E)

When a BIS re-distributes a route which has been
learned in an UPDATE PDU that contains the Transit
Delay attribute, it shall update the value of this attri-
bute before advertising the route to a BIS located in
another routeing domain. The updated value shall be
computed by adding the value in rdTransitDelay to the
value of the parameter that was received in the
UPDATE PDU’s Transit Delay attribute.

If the route is re-distributed to another BIS located in
the same RD as the advertising BIS, then the Transit

MULTIFEXTT_DTST 15 an oplional non-transiive atiri- Detayattributestrattmor be modited, byt shall be dis-

bute. [If the local BIS's managed object multiExit is
“true”|the BIS may use the attribute in its path
selection algorithm. For example, a routeing domain
may cfioose to implement a policy which mandates
that if [all other path attributes are equal, the exit
point with the lowest value of MULTI-EXIT_DISC
should be preferred.

Each BIS that is connected to an adjacent RD by one
or morle common subnetworks may generate a
MULTIFEXIT_DISC attribute for each link connecting
itself tp an adjacent RD. The value of this attribute is
a loca| matter, which will be determined by the poli-
cies of the RD in which the originating BIS is located.

A BIS [that generates a value for this attribute may
distribyite it to all neighboring BISs which are located
in adj10em RDs.

If a MULTI-EXIT_DISC attribute is received from.a*BIS
locateq in an adjacent RD, then the receiving-BIS may
distribyite this attribute to all other BISs located in its
own RD. However, the receiving BIS shall-not re-
distribyite the attribute to any BISs which are not
locateq within its own RD.

7.12.8 | TRANSIT DELAY

TRANYIT DELAY is a well-Known discretionary attri-
bute. A BIS shall include this attribute in its UPDATE
PDU tq indicate that it supports routeing based on the
Transif Delay atfribute, and that it maintains Adj-RIBs
and a | oc-RIB-distinguished by this attribute.

erage transit delay associated with the local

' j
rdTransitDelay and represents an average transit
delay that would be experienced by SNSDU size of
512 octets while traversing the RD. rdTransitDelay is
specified in units of 2 ms.

If A BIS advertises a route whose destinations are
located in its own RD, then the originating BIS may
append the Transit Delay attribute to the route, using
the value contained in managed object
rdTransitDelay.

tributed with the same value that was’fresent in the
received UPDATE PDU.

7.12.9 RESIDUAL ERROR

RESIDUAL ERROR is a,well-known disdretionary attri-
bute. A BIS shall inClude this attribute {n its UPDATE
PDU to indicate that'it supports routeing based on the
Residual Errog-attribute, and that it maiptains

Adj-RIBs and‘a/Loc-RIB distinguished bl this attribute.

The valyecontained in the RESIDUAL HRROR attri-
bute{in RRE, and in managed object rd|{RE is a posi-
tive integer in the range from 0 to <23%> -71; the
actual probability of error can be obtairfed by dividing
the value by <232> -7,

If A BIS advertises a route whose desti

hations are

located in its own RD, then the originating BIS may

append the RESIDUAL ERROR attribute|

to the route,

using the value contained in managed dbject rdLRE.

The value of the rdLRE is an integer va

ue derived

from the average ratio of lost, duplicated, or incor-

rectly delivered SNSDU's to total SNSD|Us transmitted
by the SNDCF during a measurement pg¢riod: this ratio
is multiplied by <232> -7, and then roujnded up to the

next higher integer.

When a BIS re-distributes a route which
learned in an UPDATE PDU that contain
DUAL ERROR attribute, it shall update

has been

5 the RESI-
he value of

this attribute before advertising the route to a BIS
located in another routeing domain. Thg updated
value is computed by the following formula:

where RRE is the value of the RESIDUAL ERROR
attribute of the received route, RDLRE is the value of
the average residual error probability associated with
the local RD, K is the constant <232> -1 and the
whole expression is rounded up to the nearest
integer.

If the route is re-distributed to another BIS located in

the same RD as the advertising BIS, then the RESI-
DUAL ERROR attribute shall not be modified, but shall
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be distributed with the same value that was present
in the received UPDATE PDU.

7.12.10 EXPENSE

EXPENSE is a well-known discretionary attribute. A
BIS shall include this attribute in its UPDATE PDU to
indicate that it supports routeing based on the
Expense attribute, and that it maintains Adj-RIBs and
a Loc-RIB distinguished by this attribute. The value

© ISO/IEC

When a BIS re-distributes a route which has been
learned in an UPDATE PDU that contains a LOCALLY
DEFINED QOS path attributes, then the new UPDATE
PDU shall contain the same QoS Value and NSAP
Address Prefix fields in the LOCALLY DEFINED QOS
path attribute, and the metric fields (if present) shall
be modified in the following way:

a) when the route is advertised to a BIS located in
the same RD as the advertising BIS, the metric
value shall not be modified

of Expense ass§cialed wiith a given routeing domain is
contained in managed object locExpense. It is related
to monetary codqt. Different routeing domains may
use different values for this attribute: thus, the attri-
bute must deal jn relative monetary costs.

If A BIS advertifes a route whose destinations are
located in its own RD, then the originating BIS may
append the Expgnse attribute to the route, using the
value contained|in managed object locExpense.

When a BIS re-glistributes a route which has been
learned in an UPDATE PDU that contains the Expense
attribute, it shal} update the value of this attribute
before advertising the route to a BIS located in
another routeing domain. The updated value is com-
puted by adding the value of the expense contained in
managed object locExpense to the value of the
EXPENSE attriblite of the received route.

If the route is r¢-distributed to another BIS located in
the same RD aq the advertising BIS, then the Expense
attribute shall npt be modified, but shall be distributed
with the same Vfalue that was present in the received
UPDATE PDU.

7.12.11 LOCALLY DEFINED QOS

LOCALLY DEFINED QOS is a well known discretionary
attribute that enlables a QoS Authority to specify a
QoS measurement that is not.ncluded in the set of
QoS measuremgnts specified-in this International
Standard. The QoS Measurement is identified within
the context of the QoS Authority, which is also
responsible for ppecifying its name (QoS Value) and
its semantics. A QoS Authority may specify as many

b) when the route is advertised to a BIS logateq in a
different RD from the advertising BIS, @the’metric
value shall be modified according to.the rulep for
that metric. Rules for modifying \a given mefric
value field are defined by the_authority respqn-
sible for assigning the addresses contained ip the
"address” field of this attribute; such rules shall
be specified in the PIB;

7.12.12 HIERARCHICAL-RECORDING

The HIERARCHIGAL_RECORDING attribute proviges
an optional méans for members of a routeing dofnain
confederation )to control transitivity. The transitiyity
constraints_ are based upon two factors:

a) the)value of the HIERARCHICAL ATTRIBUTE|that
was contained in a received UPDATE PDU

b) knowledge of whether it is necessary to entefr or
exit a confederation in order to reach an adjacent
RD.

If an RD wishes to support this attribute, then it ghall
obey the following usage rules:

a) Destination BIS in a Disjoint RDC:

The HIERARCHICAL_RECORDING attribute shall
not be included in an UPDATE PDU that is trans-
mitted to a BIS that can be reached only by
exiting all of the confederations in which the
advertising BIS resides.

b) Destination BIS in Same, Nested, or Overlapping
RDC:

1) If a given BIS chooses to advertise rout¢ing

QoS measurements as necessary, each distinguished
by the QoS Value field.

When a BIS supports a LOCALLY DEFINED QOS
measurement, this may be signalled to adjacent BISs
in a RIB-Att as specified in 6.2. When support of a
LOCALLY DEFINED QOS measurement is indicated in
a RIB-Att, then the BIS shall support the Adj-RIBs-In,
Adj-RIBs-Out, and a Loc-RIB and a FIB corresponding
to this RIB-Att. A BIS may only include a LOCALLY
DEFINED QOS measurement in a RIB-Att when its PIB
contains the rules necessary to support this measure-
ment.
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formarion har It fearned from an mbound
UPDATE PDU whose
HIERARCHICAL_RECORDING attribute was
equal to 1, or if it is the originator of the
routeing information, it may advertise this
information to BISs located in any adjacent
routeing domain, as follows:

i) If it is necessary to enter a confederation
in order to reach the destination BIS,
then the advertising BIS shall include the
HIERARCHICAL RECORDING attribute in
its outbound UPDATE PDU, and shall set
its value to 0.
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UPDATE PDU that advertised the route, or the value
of local managed object capacity.

7.12.16 PRIORITY

This well-known discretionary attribute is a distin-
guishing attribute, used to indicate the minimum pri-

ority value that

the BIS will support. It is an unsigned

integer in the range from 0 to 14, with higher priority
indicated by higher values.

© ISO/IEC

federation will be constrained to remain within that
confederation.

7.13.2 RDC configuration information

Each BIS that participates in one or more RDCs must
be aware of the RDIs of all confederations of which it
is a member, and it must know the partial order which
prevails between these confederations: that is, it must
know the nesting and overlap relationships between

all confederations to which it belongs This informa-

The value of th
a given routein
contained in m

its own routein

is parameter is the same for all BISs in
g domain, and is equal to the value
hnaged object priority.

domain, then the originating BIS may

If a BIS origin?es a route to destinations located in

include this att
present, its val
object priority.

If a BIS redistr

ibute in its outbound UPDATE PDUs; if
be shall be equal to that of managed

butes a route that was advertised with

the PRIORITY httribute present, it shall include the

PRIORITY attri
shall set its va
two quantities:
contained in th
route, or the v{

ute in its outbound UPDATE PDU, and
ue equal to the higher of the following
the value of the PRIORITY attribute

b UPDATE PDU that advertised the
blue of local managed object priority.

7.13 Routeing domain confederations

Formation of a
ment between
global coording
within the scop

h RDC is done via a private arrange-
ts members without any need for
tion; the methods for doing so are“not
e of this International Standard:

From the outsi
routeing domai
which is an RD|
respect to the
to the individu
eration. GConfe
overlapping (s

7.13.1 RDC p

e, an RDC looks similar 10a single

. for example, it has_an, identifier

|. Other RDs can develop policies with
onfederation as (a whole, as opposed

| RDs that are\members of the confed-
erations can._be disjoint, nested, or

e 3.6).

icies

tion shall be contained in managed object rdcCopfig,
which consists of a list of confederation RDIs’andl the
partial order that prevails among those donfedel-
ations.

Since RDCs are formed via privdle, arrangement
between their members, the partial order of a given
confederation is a local matter)for that confederation,
and bears no relationship,to/the partial orders that
may prevail in different confederations. The RD| of its
own routeing domain-is contained in managed object
localRDI, as defined in 7.3.

7.13.3 Detecting contederation boundaries

A given\BIS can tell which confederations are
commohn to itself and an adjacent BIS by compafing
information obtained from the Confed-IDs field of the
adjacent BIS's OPEN PDU with the local BIS's
rdcConfig managed object. This knowledge detdr-
mines when an outbound UPDATE PDU exits a given
confederation and when an inbound UPDATE PDU
enters a given confederation:

Exiting a Confederation: An UPDATE PDU sent by a
given BIS to an adjacent BIS is defined to haJe
exited all those confederations whose RDls are
present in the advertising BIS’'s rdcConfig mapaged
object but were not reported in the Confed-IDs field
of the adjacent BIS's OPEN PDU.

Entering a Confederation: An UPDATE PDU rece|ved
from an adjacent BIS is defined to have enterpd all
those confederations whose RDIs are present|in the
receiving BIS's rdcConfig managed object butwere

not reported in the Confed-IDs field of the ser|ding
BiS's OPEN PDLU

Each RD within a confederation may have its own set
of policies; that is, different RDs in the same confed-
eration can have different policies. For BISs located
within the same RD, the methods of 7.15.1 will detect
both internal and external routeing inconsistencies.

Since a confederation appears to the external world

as if it were an

individual RD, IDRP’s loop detection

methods will detect routeing information loops
through a given confederation. In particular, a route

which leaves the confederation and then later re-
enters it will be detected as a loop: thus, a route
between two RDs that are members of the same con-

46

7.14 Update-Receive process

The Update-Receive process is initiated when an
UPDATE PDU with no errors is received while the
FSM is in the ESTABLISHED state. When this occurs,
the BIS shall update the appropriate Adj-RIB-In.

For each feasible route, the Adj-RIB-In is identified by
the set of distinguishing path attributes contained
between consecutive instances of
ROUTE_SEPARATORSs or between the last
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ROUTE_SEPARATOR and the end of the UPDATE PDU.
For an unfeasible route, the Adj-RIB-In is identified by
the ROUTE-ID carried in the WITHDRAWN ROUTES
field of the UPDATE PDU. The actions to be taken for
each route are:

a) If the UPDATE PDU contains a non-empty WITH-
DRAWN ROUTES field, the previously advertised
feasible routes associated with the ROUTE-IDs
contained in this field shall be removed from the
Adj-RIB-In. The BIS shall run its Decision Process
since the previously advertised route is no longer
a

b) Iffthe UPDATE PDU contains feasible routes, they
shlall each be placed in the appropriate
AcE—RIB-In, and the following additional actions
shall be taken for each route:

1) If its NLRI and distinguishing attributes are
identical to those of a route currently stored
in the Adj-RIB-In, then the new route shall
replace the older route in the Adj-RIB-In, thus
implicitly withdrawing the older route from
service. The BIS shall run its Decision
Process since the older route is no longer
available for use.

2) If the new route is an overlapping route that
is more specific (see 7.16.3.1) than an earlier
route contained in the Adj-RIB-In, and the
non-distinguishing path attributes of the new
route differ from those of the earlier route;
the BIS shall run its Decision Process since
the more specific route has implicitly made a
portion of the less specific route unavailable
for use.

3) If the new route has identical\path attributes
(both distinguishing and nen:distinguishing)
to an earlier route containéd in the
Adj-RIB-In, and is mare specific (see 7.16.3.1)
than the earlier route} no further actions are
necessary.

4) If a new route\has different NLRI from any of
the routeg currently in the Adj-RIB-In, it shall
be placed in the Adj-RIB-In.

5) If a'new route is an overlapping route that is
less”specific (see 7.16.3.1) than an earlier
| _route in an Adj-RIB-In_the BIS shall place the

ISO/IEC 10747: 1994 (E)

destination. The hop-by-hop routeing methodology
then requires a BIS to select only one of these paths

for each distinguishable QOS category.

Internal

inconsistency arises if different BISs within the same

SES

routeing domain make different selectio
sented with exactly the same set of rou
tion.

7.15.1 Detecting inconsistencies

LIHTICHIL OISS witini ui€ Sdainie

ns when pre-
teing informa-

The Update-Receive and Update-Send processes of

ROUTE_SEPARATOR attribute, whichjs
discretionary attribute. Its value shall b

IR AT e

r field of the
a well-known
e set to zero

in UPDATE PDUs transmitied 10'BiSs thiat are located

in adjacent routeing domaing” \In UPDA
mitted to BISs that are locatéd in the s3
domain as the local BIS\its'value shall
degree of preference. for*the route as ¢
the advertising (local)/BIS.

A BIS shall détect inconsistent routeing
(and, therefore, internal inconsistencies
lating a degree of preference for each r
an UPDATE PDU that it receives as part
interfal update process (see 7.17.1). If
preference calculated by the local BIS i

TE PDUs trans-
ime routeing
be set to the
bmputed by

decisions

by calcu-
oute carried in
of the

the degree of
5 different

from the value carried in the LOCAL_PREF field of the

UPDATE PDU’s ROUTE_SEPARATOR at

ribute, the

routeing policies of the two BISs have ipternal incon-

sistencies. The BIS that detects the inc
shall report it to system management.

7.16 Decision process

The Decision Process selects routes for
advertisement by applying the policies i
Information Base to the routes stored in
Adj-RIBs-In. The output of the Decision

onsistency

subsequent

h its Policy

its

Process is the

set of routes that will be advertised to ddjacent BISs;

the selected routes will be stored in the
Loc-RIBs and Adj-RIBs-Out.

local BIS’s

The selection process is formalized by defining a func-

route as an

tion that takes the attributes of a given

The function

argument and returns a non-negative inl\eger denoting

the degree of preference for the route.

new route in the appropriate Adj-RIB-In. The
earlier, more specific route remains unaf-
fected.

7.15 Information consistency

Correct operation of this protocol requires that all
BISs within a routeing domain apply a consistent set
of policies for calculating the degree of preference for
an RD-path. An internal inconsistency can occur
when there is more than a single path to a particular

That calculales ihe degree of preference for a given
route shall not use as its inputs any of the following:
the existence of other routes, the non-existence of
other routes, or the path attributes of other routes.
Route selection then consists of individual application
of the degree of preference function to each feasible

route, followed by the choice of the one
highest degree of preference.

with the

Routes that could form routeing loops must be

ignored by the Decision Process. Theref
that was a) received from a BIS located

ore, any route
in an adja-
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cent routeing domain and b) contains in its RD_PATH
attribute a path segment of type RD_SEQ or RD_SET
that contains the RD! of the local routeing domain or
any RDC of which the local RD is a member is unfea-
sible, and shall be discarded by the Decision Process.

IDRP does not require a universally agreed-upon
metric to exist between multiple RDs. Instead, IDRP
allows each RD to apply its own set of criteria for
route selection, as determined by its local PIB. An
example of the syntax and semantics of a routeing

© ISO/IEC

The Phase 1 decision function shall lock an Adj-RIB-In
prior to operating on any route contained within it,
and shall unlock it after operating on all new or unfea-
sible routes contained within it.

For each newly received or replacement feasible
route, the local BIS shall compute a degree of prefer-
ence. Then, the local BIS shall run the internal
update process of 7.17.1 to select and advertise the
most preferable routes.

policy that could be used to calculate a degree of
preference is ddscribed in informative Annex L.

The Decision prpcess operates on routes contained in
each Adj-RIB-In) and is responsible for:

— selection of{routes to be advertised to BISs
located in Idcal BIS's routeing domain

— selection of|routes to be advertised to BISs
located in afdjacent routeing domains

— route aggrepation and route information
reduction

The Decision prgcess takes place in three distinct
phases, each triggered by a different event:

a) Phase 1 is fesponsible for calculating the degree
of preferenge for each route received from a BIS
located in ;11 adjacent routeing domain, and for
advertising o the other BISs in the local Routing
Domain the|routes that have the highest degree
of preferende for each distinct destination.

b) Phase 2 is ipvoked on completion of Phase 1. It is
responsible [for choosing the best route out of all
those available for each distinct destination, and
for installing each chosen route into the appro-
priate Loc-HIB.

c) Phase 3 is invoked after the Loc-RIB*has been
modified. It is responsible for disseminating
routes in the Loc-RIB to each.adjacent BIS
located in ap adjacent routeing’ domain, according
to the policies contained in\the PIB. Route aggre-
gation, infoqmation reduction and the modification
of QOS path attributes can optionally be per-
formed with|n this- phase.

7.16.1 Phase 1:

A _route rmdm_a.namagm.s_m_m_mwj
routeing domain always carries the degree of prdfer-

ence calculated by that BIS in the LOCAL_PREF fjeld
of the ROUTE_SEPARATOR attribute. If the valuq in
the LOCAL_PREF field differs from the/degree of pref-
erence computed above, then an internal inconsigt-
ency has occurred, and the local BIS‘shall report it to
system management.

7.16.2 Phase 2: route selection

The Phase 2 decisionfunction shall be invoked of
completion of Phase 1. The Phase 2 function is a|sep-
arate process which completes when it has no fufther
work to do.(The Phase 2 process shall consider }l

routes that/are present in the Adj-RIBs-In, includipg
those received from BISs located in its own routeling
domain.and those received from BISs located in adja-
centjrouteing domains.

The Phase 2 decision function shall be blocked frgm
running while the Phase 3 decision function is in
process. The Phase 2 function shall lock all

Adj-RIBs-In with the RIB- Att associated with this
instance of the process prior to commencing its flinc-
tion, and shall unlock them on completion.

For each set of destinations for which a feasible foute
exists in the Adj-RIBs-In identified by the RIB-Att [on

which this instance of the function operates, the Ipcal
BIS shall identify the route that has:

a) the highest degree of preference of any routq to
the same set of destinations, or

b) is the only route to that destination, or

c) is selected as a result of the Phase 2 tie bregking

The Phase 1 decision function shall be invoked when-
ever the local BIS receives an UPDATE PDU from a
neighbor BIS that advertises a new route, a replace-
ment route, or a withdrawn route.

The Phase 1 decision function is a separate process
which completes when it has no further work to do.

The Phase 1 decision function shall be blocked from
running while the Phase 2 decision function for the
same RIB-Att is in process.

rules specified in 7.16.2.1.

The local BIS shall then install that route in the
Loc-RIB, replacing any route to the same destination
that is currently held in the Loc-RIB.

When the RIB-Att includes the priority attribute then
all routes with the same NLRI shall be copied to the
Loc-RIB unless their computed preference is less than
another such route with the same or lower priority.
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When the RIB-Att includes the SECURITY attribute
then all routes with the same NLRI shall be copied to
the Loc-RIB unless their computed preference is less
than another such route which the applicable PIB
Security Policy rules identify as providing equivalent
or poorer protection and are usable by the same or
more NPDUs.

ISO/IEC 10747: 1994 (E)

If the managed object multiExit is false, select the
route advertised by the BIS in an adjacent RD
whose NET has the lowest value. If none of the
candidate routes were received from a BIS
located in an adjacent routeing domain, select the
route that was advertised by the BIS in the local
routeing domain whose NET has the lowest value.

If a route copied to a Loc-RIB does not have a c) If the candidate routes differ in any path attri-
NEXT_HOP path attribute, then the local BIS shall add butes other than NEXT_HOP and
that attribute to the entry in the Loc-RIB. The value of MULTI_-EXIT*DISC’ select the route that was
the attribute shall be the NET of the adjacent BIS from advertised by the BIS whose NET has ‘fhtehmwes;.
. T varae. Vvl B ng o e candai-
which t[e route was received. date routes was received from a-BIS|in an adja-
Unfeasiple routes shall be removed from the Loc-RIB, gent routeing doma!n, use the G5 of the local
and corfesponding unfeasible routes shall then be BIS for the comparison.
removefl from the Adj-RIBs-In. .
For purposes of determining|the lowest-vhlued NET,
NOTE 28; The decision process should not select a route to each binary-encoded NET\shall be paddeld with trailing
destinations located within the local routeing 0’s in order to bring jts length up to 20 oftets. The
domafn if that route would.exil the local routeing encoded (and possibly-padded) NETs shall then be
doma,n and later re-enter it. Such routgs would treated as unsignéd-binary integers
be rejected by other RDs due to the existence of !
an RD-loop. Furthermore, the IDRP CLNS For-
warding Process will not forward NPDUs (des- 7.16.3 Phase -3: route dissemination
tined to internal destinations) outside of the local
RD, but will instead hand them over to the intra- The Rhasé 3 decision function shall be inyoked on
domain routeing protocol. coripletion of Phase 2, or when any of the following
. . events occur:
7.16.2.1| Breaking ties (phase 2)
a) when routes in a Loc-RIB to local deftinations
In its Aglj-RIBs-In, a BIS may have several routes to have changed
the same destination that have the same degree of b) when locally generated routes with tHe EXT_INFO
prefererjce and also have an equivalent set of distin- attribute (that is, routes learned by n'neans -
guishinj attributes. The local BIS can select only, one outside of IDRP) have changed
of thesq routes for inclusion in the associated
Loc-RIBl The local BIS considers all equally)prefer- c) when a new BIS-BIS connection has peen estab-
able roytes, both those received from BISs located in lished
adjacent RDs and those received from.other BISs d) when directed to do so by system mhnagement.
located [in the local BIS's own RD.
. . . The Phase 3 function is a separate proceps which
Ties shall be broken according.to the following rules: completes when it has no further work to| do.
a) If the candidate routés have identical path attri-
butes or differ onlynin"the NEXT_HOP attribute, The Phase 3 Routing Decision function sHall be

sel¢ct the routenthat was advertised by the BIS in
an pdjacent routeing domain whose NET has the
lowpst value.~1f none of the candidate routes

were received from a BIS located in an adjacent

b) If all candidate routes contain the
MULTI-EXIT_DISC attribute, the candidate routes
differ only in their NEXT_HOP and
MULTI-EXIT_DISC attributes, and the local BIS's
managed object multiExit is TRUE, select the
route that has the lowest value of the
MULTI-EXIT_DISC attribute. If multiple candidate
routes remain, select the route that was adver-
tised by the BIS whose NET has the lowest value.

corres

replacing the current entries.,
updated in accordance with the appropriate subclause
of 7.12. Route aggregation and information reduction
techniques (see 7.18) may optionally be applied.
Routes with identical NLRI extracted from the same
Loc-RIB shall always be aggregated before being
copied to an Adj-RIB-Out, and may be aggregated
with other routes according to the local Routing
Policy. Every FIB shall have an entry for every desti-
nation for which a route exists in a Loc-RIB.

blocked from running while the Phase 2 decision func-
tion is in process.

All routes in the Loc-RIB shall be procesged into a
ponding entry in the associated Adj-RIBs-Out
hich—are—identified-by-the—same RIB-Att),

The path attributes are
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A locking scheme should be implemented to prevent
simultaneous access to an FIB by both the phase 3

function and fo

rwarding engine. The phase 3 function

should first lock an FIB before entering, replacing or
deleting an entry, and then unlock that FIB once the

operation is co

When the updating of the Adj-RIBs-Out and the FIBs is

mplete.

complete, the local BIS shall run the external update

process of 7.17

2.

7.16.3.1 Overlapping

A BIS may tra
another BIS.
tinations are id
routes, all of w

guishing attribytes.

smit routes with overlapping NLRI to
LRI overlap occurs when a set of des-
entified in non-matching multiple

hich have the same set of distin-
Since IDRP encodes NLRI! using

prefixes, overldps will always exhibit subset relation-

ships. A route
tions (a longer
a route describ
shorter prefix);
set of destinati
specific than a
nations (a long

When overlapp
Adj-RIB-In, the
ence, in order

describing a smaller set of destina-
prefix) is said to be more specific than
ng a larger set of destinations (a
similarly, a route describing a larger
bns (a shorter prefix) is said to be /ess
route describing a smaller set of desti-
er prefix).

ng routes are present in the same
more specific routes shall take preced-
rom most specific to least specific.

This precedende relationship effectively decomposes
less specific routes into two parts:

— a set of dgstinations described only by the less

specific ro

ite, and

— a set of dgstinations described by the ovérfap of
the less specific and the more specific routes

The set of des
resent a portio
sible, but is no
route is later W
described by t
the less specif

If a BIS receiv
neighbor, the [
ously reject thd
(A) and install

inations described by the overlap rep-
h of the less specific.route that is fea-
It currently in uses~ lf-a more specific
ithdrawn, the set“of destinations

e overlap willistill be reachable using
c route.

bs overlapping routes from a given
ecision Process shall not simultane-

A's less specific route unless the con-

tents of the local BIS’'s Adj-RIBs-Out and FIBs insure
that NPDUs with destinations listed in the NLRI of A's
more specific route can not be forwarded to the

neighbor BIS (A).

Therefore, when presented with overlapping routes
from a given neighbor BIS (A), the local BIS could
select any of the following options, all of which satisfy
the criterion stated above:

a) Install both the less specific and more specific
routes received from the given neighbor (A)
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b) Install the more specific route received from the
given neighbor (A) and reject A’'s less specific
route

c) Install the non-overlapping part of the less spe-
cific and more specific routes received from the
given neighbor (A)

d) Install a route formed by the aggregation of the
less specific and the more specific route received
from the given neighbor (A)

e) Install the less specific route received from the

given neighbor (A), and also install another route

simultaneously:
1) more specific than A’'s less specific.toute,
and [
2) less specific than A’s more specific rout
f) Install neither of the routes received from A

7.16.4 Interaction with update process

Since the Adj-RIBs-In are ‘used both to receive
inbound UPDATE PDUs_and to provide input to the
Decision Process, care must be taken that their ¢gon-
tents are not modified while the Decision Procesp is
running. That,is, the input to the Decision Procefss
shall remain stable while a computation is in
progress.

Twoexamples of approaches that could be taken to
accomplish this:

a) The Decision Process can signal when it is
running. During this time, any incoming UPDATE
PDUs will be queued and will not be written|into
the Adj-RiBs-In. |f more UPDATE PDUs arriye
than can be fit into the allotted queue, they will
be dropped and will not be acknowledged.

b) A BIS can maintain two copies of the
Adj-RIBs-In—one used by the Decision Procgss for
its computation (call this the Comp-Adj-RIB)(and
the other to receive inbound UPDATE PDUs |(call
this the Holding-Adj-RIB). Each time the Deision
begins a new computation, the contents of the
Holding-Adj-RIB will be copied to the
Comp-Adj-RIB: that is, the a snapshot of th
Comp-Adj-RIB is used as the input for the Ijeci—
sion Process. The contents of the Comp-Ad|-RIB

gun.

The advantage of the first approach is that it takes
less memory; the advantage of the second is that
inbound UPDATE PDUs will not be dropped. This
international standard does not mandate the use of
either of these methods. Any method that guarantees
that the input data to the Decision Process will remain
stable while a computation is in progress and that is
consistent with the conformance requirements of this
International Standard may be used.
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7.17 Update-Send process

The Update-Send process is responsible for adver-
tising BISPDUs to adjacent BISs. For example, it dis-
tributes the routes chosen by the Decision Process to
other BISs which may be located in either the same
RD or an adjacent RD. Rules for information
exchange between BIS located in different routeing
domains are given in 7.17.2; rules for information
exchange between BIS located in the same domain
are given in 7.17.1.

ISO/IEC 10747: 1994 (E)

1) the degree of preference assigned to the
newly received route by the local BIS is
higher than the degrees of preference that
the local BIS has assigned to other
routes—with the same destinations and the
same Distinguishing Attributes—that have
been received from BISs in adjacent routeing
domains.

2) there are no other routes—with the same
destinations and the same Distinguishing

Atributes—that-have—been—reegived from

Distribjution of reachability information between a set
of BISp, all of which are located in the same routeing
domain, is referred to as internal distribution. All
BISs &cated in a single RD must present consistent
reachgbility information to adjacent RDs, thus
requiring that they have consistent routeing and
policy linformation among them.

NOTE 29: This requirement on consistency does not pre-

clude an RD from distributing different reachability
information to each of its adjacent routeing
domains. It does mean that all of a domain’s BISs
which are attached to a given adjacent domain
must provide identical reachability to that domain.

When lhis protocol is run between BISs located in dif-
ferent [routeing domains, the communicating BISs
must He located in adjacent routeing domains—that is,
they must be attached to a common subnetwork.

7.17.1 | Internal updates

The infernal update process is concerned(with the dis-
tributign of routeing information to BISs located in the
local HIS’s own routeing domain. Each'BIS selects
the mdst preferable route, if any{that it has received
from a| BIS in an adjacent routeing domain, and dis-
tributep that route to every«other BIS in its own
routeirig domain. This process ensures that all BISs
in a rguteing domain will select the same set of
routes

The fojlowing procedures shall be applied separately
for eag¢h set.6f Distinguishing Attributes supported by
the BI

a) Whe 06 3
another BIS located in its own routeing domain,
the receiving BIS shall not re-distribute the
routeing information contained in that UPDATE
PDU to other BISs located in its own routeing
domain.

o7

PNOA R am

b) When a BIS receives a new feasible route from a
BIS in an adjacent routeing domain, it shall
advertise that route to all other BISs in its
routeing domain by means of an UPDATE PDU if
any of the following conditions occur:

BISs in adjacent routeing domdins.

3) the newly received routg'is) sel
result of breaking a tie betwee
routes that were recteived from
cent routeing demains and that
highest degree\of preference, t
nations, and the same distingu
butes (see/7.17.1.1).

c) When a BlS)receives an UPDATE P
empty WITHDRAWN ROUTES field,
remove ‘from its Adj-RIBs-In all rout
ROUTE-ID was carried in this field.
take the following additional steps:

1) if the corresponding feasible ro|
been previously advertised, thg
action is necessary

2) if the corresponding feasible ro
previously advertised, then:

i) if a new route is selected f
ment that has the same di
attributes and NLRI as the
route, then the local BIS s
the replacement route

ii) if a replacement route is n

bcted as a

h several

BISs in adja-
have the

he same desti-
shing attri-

DU with a non-
it shall

es whose

The BIS shall

ute had not
n no further

ute had been

or advertise-
tinguishing
unfeasible
all advertise

bt available

for advertisement, then thel BIS shall

include the ROUTE-ID of th
route in the WITHDRAWN H
of an UPDATE PDU, and sH
PDU to each neighbor BIS
had previously advertised
sponding feasible route.

e unfeasible
QOUTES field
all send this
to whom it
he corre-

sible routes which are advertised shall
from the Adj-RIBs-Out.

shall be

A d N _are ad
placed in the appropriate Adj-RIB-Out, and all unfea-

be removed

7.17.1.1 Breaking ties (internal updates)

If a local BIS has connections to several BISs in adja-
cent domains, there will be muitiple Adj-RIBs-In asso-
ciated with these neighbors. These Adj-RIBs-In might
contain several equally preferable routes to the same
destination, all of which have the same set of distin-
guishing attributes and all of which were advertised
by BISs located in adjacent routeing domains. The
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local BIS shall select one of these routes, according
to the following rules:

a) If ali candidate routes contain the
MULTI-EXIT_DISC attribute, the candidate routes

differ only in their NEXT_HOP and
MULTI-EXIT_DISC attributes, and the local BIS's
managed object Multiexit is TRUE, select the
route that has the lowest value of the
MULTI-EXIT_DISC attribute. If multiple candidate
rouies remain, seiect the route that was adver-
tised by the

T has tho lowes $ valy

© ISO/IEC

7.17.3 Controlling routeing traffic overhead

The inter-domain routeing protocol constrains the
amount of routeing traffic (that is, BISPDUs) in order
to limit both the link bandwidth needed to advertise
BISPDUs and the processing power needed by the
Decision Process to digest the information contained
in the BISPDUs.

7.17.3.1 Frequency of route advertisement

b) In all other [cases, select the route that was
advertised Ry the BIS whose NET has the lowest

The external upflate process is concerned with the
distribution of rquteing information to BISs located in
adjacent routeing domains. As part of the Phase 3
route selection process, the BIS has updated its
Adj-RIBs-Out an{ its FIBs. All newly installed routes
and all newly urjfeasible routes for which there is no
replacement route shall be advertised to BISs located
in adjacent rout¢ing domains by means of UPDATE
PDUs.

Any routes in lhf Loc-RIB marked as infeasible shall
be removed. Changes to the reachable destinatiens
within its own RPD shall also be advertised jr\an

UPDATE PDU.

However, advertisement of a given JPDATE PDU shall
not violate any fistribution constraint imposed by the
path attributes ¢f the route contained therein. (For
example, DIST_UIST_INCL, DIST_LIST_EXCL, and
HIERARCHICAL|_RECORDBING are attributes that
impose distributfon constraints on the UPDATE PDU
that contains them.)

determines the minimum amount of time thaf)miust
elapse between advertisements of routestoa partic-
ular destination from a single BIS. This| rate limifing
procedure applies on a per-destinationy.basis, altjough
the value of minRouteAdvertisementinterval is st on
a per-BIS basis.

The managed object minRouteAdvertisememlnteFal

Two UPDATE PDUs sent fram,a single BIS that agiver-
tise feasible routes to seme common set of destipa-
tions received from BtSs~in other routeing domaifns
must be separated ih time by at least
minRouteAdvertisementinterval. For example, any
technique that_ensures that the separation will be
between one and two times the value
minRouteAdvertisementinterval is acceptable.

Since\fast convergence is needed within an RD, this
procédure does not apply for routes received from
other BISs in the same routeing domain. To avoid
long-lived black holes, the procedure does not apply

to the explicit withdrawal of unfeasible routes (that is,
routes whose ROUTE_ID is listed in the Withdrawn
Routes field of an UPDATE PDU).

This procedure does not limit the rate of route
selection, but only the rate of route advertisemert. If
new routes are selected multiple times while awditing
the expiration of minRouteAdvertisementinterval| the
last route selected shall be advertised at the end| of

minRouteAdvertisementinterval.

7.17.3.2 Frequency of route origination

The architectural constant MinRDOriginationinteryal

A BIS shall not propagate-an UPDATE PDU that con
tains a set of distinguishing path attributes that were
not listed in the RIB-AttsSet field of the neighbor
BIS’'s OPEN PDU. If such distinguishing attributes are
advertised, it will cause the BIS-BIS connection to be
closed, as described in 7.20.3.
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determines the minimum amount of time that mujst
eidpr‘b’ETW’E‘Eﬂ‘SmV'e_mmTrs_m_l' i

UPDATE PDUs that report changes within the adver-
tising BIS's own routeing domain.

7.17.3.3 Jitter

To minimize the likelihood that the distribution of
BISPDUs by a given BIS will contain peaks, jitter
should be applied to the timers associated with
minRouteAdvertisementinterval and
MinRDOriginationinterval. A given BIS shall apply the
same jitter to each of these quantities regardless of
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the destinations to which the updates are being sent:
that is, jitter will not be applied on a “per peer” basis.

The amount of jitter to be introduced shall be deter-
mined by multiplying the base value in the appro-
priate managed object by a random factor which is
uniformly distributed in the range from 7-J1o 1, where
J is the value of the architectural constant Jitter. The
result shall be rounded up to the nearest 100 milli-
second increment.

ISO/IEC 10747: 1994 (E)

potentially useful paths, since such paths are no
longer listed individually as in the form of
RD_SEQUENGES. In practice this is not likely to
be a problem, since once an NPDU arrives at the
edge of a group of RDs, the BIS at that point is
likely to have more detailed path information and
can distinguish individual paths to destinations.

7.18.2 Aggregating routeing information

Aggregation is the process of combining the charac-

An exaI-‘»p&e—et—a-se-i-lebl-e—elgv.E:h... to—showm—in
informdtive Annex E, using the architectural constant

jitter.

7.18 HEfficient organization of routeing
information

Having|selected the routeing information which it will
advertige, a BIS may avail itself of several methods
to orgapize this information in an efficient manner.

7.18.1 |nformation reduction

Informajtion reduction may imply a reduction in
granulafity of policy control—after information is col-
lapsed,|the same policies will apply to all destinations
and paths in the equivalence class.

The Detision Process may optionally reduce the
amount|of information that it will place in the
Adj-RIBEV—Out by any of the following methods:

a) Network Layer Reachability Information:

Destination NSAP addresses can bé_represented
as NSAP address prefixes. In cases where there
is 3 correspondence between(the address struc-
tur¢ and the systems under ‘control of a routeing
dorhain administrator, it ‘will' be possible to reduce
the| size of the network_layer reachability informa-
tior] that is carried, innthe UPDATE PDUs.

b) RD|PATHS:

RD|path information can be represented as
ordpred RD-SEQUENCES or unordered RD_SETs.
RDESETS are used in the route aggregation algo-
rithm ‘déscribed in 7.18.2. They reduce the size of

teristics of several different routes (or.c¢mponents of
a route such as an individual path aftribyte) in such a
way that a single route can be adveifisefl. Aggre-
gation can occur as part of theidecision process to
reduce the amount of information that will be placed
in the Adj-RIBs-Out. For example, at the boundary of
a routeing domain conféderation an exit BIS can
aggregate several infra-confederation rojites into a
single route that will be advertised exterpally.

Routes can be aggregated by applying t
procedures separately to path attributes jof like type
and 1o 'the NLRI information.

7.18.2.1 Route aggregation

Several routes shall not be aggregated ifto a single
route unless the Distinguishing Attributeq of each of
these route are equivalent, as defined in [7.11.3.

Routes that contain the DIST_LIST_INCL|attribute may
not be aggregated with routes that contajin the
DIST_LIST_EXCL attribute.

Routes that have the following attributes
aggregated unless the corresponding att
each route are identical: MULTI-EXIT_DIS
NEXT_HOP.

An aggregated route is constructed from
component routes. If a component of an
route that has been advertised in an UPL

shall not be
ibutes of
C and

one or more
aggregated
ATE PDU

becomes unfeasible, then all component |routes that
comprise the aggregated route, except fqr the unfea-

the RD_PATH information by listing each RDI only
once, regardless of how many times it may have
appeared in the multiple RD_PATHS that were
aggregated.

An RD_SET implies that the destinations listed in
the NLRI can be reached through paths that trav-
erse at least some of its constituent RDs.
RD_SETs provide sufficient information to avoid
routeing loops; however, their use may prune

stbte component; aha-H—be—adveﬁrsed—a-gain, either as
separate routes or as a new aggregated route. If the
new aggregated route has the same NLRI as the pre-
vious aggregated route, then no further actions are
necessary, since advertisement of the new aggre-
gated route implicitly marks the old aggregated route
as having been withdrawn from use. In all other
cases, the original aggregated route must be with-
drawn explicitly by means of the Withdrawn Routes
field of an UPDATE PDU.
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7.18.2.2 NLRI aggregation

The aggregation of the NLRI fields from several
routes is straightforward:

If a shorter NSAP address prefix can be used to
represent the NSAPs (and only those NSAPs)
listed in several individual NSAP address pre-
fixes, this may be done. However, a shorter
NSAP prefix which would be associated with more
NSAPs than were associated with the individual

© ISO/IEC

to the last path segment, inclusive, with a path
segment of type ENTRY_SET followed by a path
segment of type RD_SET:

— The path segment of type ENTRY_SET shall
contain the union of the all the RDls listed in
the individual ENTRY_SET and ENTRY_SEQ
segments. The RDIs must be listed in the
same order in each component route. The
specific ordering algorithm is left as a local
matter, but it shall guarantee that the RDI of

prefixes being aggregated shall not be used a given confederation does not precede the

Individual NSAP address prefixes from the routes
whose NLRI is to be aggregated can be listed
individually in a single NLRI field.

7.18.2.3 Path gttribute aggregation

Path attributes|that have different type codes can not
be aggregated|together. Path attributes of the same
type code may|be aggregated, according to the fol-

lowing rules:

ROUTE_SEPARATOR attributes: When several routes

are aggregated, the ROUTE_SEPARATOR attribute
of the aggregated route shall contain an unambig-
uous ROUIE—ID for the aggregated route, in
accordance| with 7.12.1; the advertising BIS shall
also compdte a degree of preference for the
aggregated route, and shall carry this value in the
LOCAL_PREF field, in accordance with 7.12.1.

EXT_INFO attributes: If at least one route among

routes that|are aggregated has the EXT_INFO
attribute, then the aggregated route must have
the EXT_INFO attribute as well.

RD_PATH attriputes: The individual RD_PATH_ attri-
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butes from|which the aggregated RD_(PATH attri-
bute will b¢ constructed are called the component
attributes, and the ENTRY_SEQ apd*ENTRY_SET
path segmeénts contain the RDls)of confederations
that have Qeen entered but'not yet exited. If the
RDIs of all[ such confederations appear in the
same relat|ve order ofcentry in every component
route, then aggregation may be performed without
pre-procesping the component routes. If they
appear in différent orders of entry in the compo-
nent routeg, thén the pre-processing step outlined

RDI of any confederation within whichhit[it is
nested.

— The path segment of type RD_SET shall
contain the union of the RDIs _contained [in all
RD_SETs and RD_SEQs that“appear aftdr the
first ENTRY_SET or ENTRY._SEQ of the dompo-
nent route.

Aggregation Procedures For purposes of thjs pro-
cedure, a path segment that lists multiple RDIs
shall be treated(asif it were multiple consedutive
path segments, where each path segment ligts a
single RD) and the order of appearance of RpPls is
maintajpned. For example, a path segment that
listed™RDIs X, Y, and Z (in that order) is treated as
if inwere a path segment listing X, followed by a
path segment listing Y, followed by a path
segment listing Z. If all the RD_PATH attribyites of
all component routes are identical, the aggr¢gated
path attribute is equal to the original RD_PA[TH
attribute.

The main procedure of 7.18.2.3.1 calls the sybrou-
tine of 7.18.2.3.2 for aggregating RD_PATH 3ttri-
butes that contain no ENTRY_SEQs or
ENTRY_SETs (generically called an "Entry
Marker”). In effect, the main procedure applies
the subroutine to all segments that are localed
between Entry Markers, between an Entry Marker
and the end of a component attribute, or bejween
the start of a component attribute and its firp
Entry Marker.

—_

The main procedure is described in 7.18.2.3.f, and
the subroutine is described in 7.18.2.3.2.

DIST_LIST_INCL attributes: The DIST_LIST_INGL attri-

below must be performed in order to create the
same order of entry in every companent route
before applying the aggregation procedures.

If routes to be aggregated have identical
RD_PATH attributes, then the aggregated route
has the same RD_PATH attribute as each indi-
vidual route, and no further processing is neces-
sary.

Pre-processing to Attain Identical Order of Entry:
Apply the following procedure to each component
route individually. Replace all path segments,
from the first ENTRY_SET or ENTRY_SEQ segment

buteof-the ayglcynlcu' route—s—formed-by-thle set
intersection of the RDIs listed in the
DIST_LIST_INCL attributes of the individual routes.
If the set intersection consists of an empty set,
then the routes shall not be aggregated.

DIST_LIST_EXCL attributes: The DIST_LIST_EXCL

attribute of the aggregated route is formed by the
set union of the RDIs listed in the
DIST_LIST_EXCL attribute of the individual routes.
A route that contains no DIST_LIST_EXCL attribute
is treated as if it contained a DIST_LIST_EXCL
attribute that lists no RDls.
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TRANSIT DELAY attributes: The value of the Transit
Delay attribute of the aggregated route is set to
the maximum value of the Transit Delay attribute
of the individuai rouies that are aggregated.

RESIDUAL ERROR attributes: The value of the Resi-
dual Error attribute of the aggregated route is set

io the maximum vaiue of the Residual Error attri-
bute of the individual routes that are aggregated.

EXPENSE attributes: The value of the Expense attri-
bute of the aggregated route is set to the

inglividual routes that are aggregated.

LOCALLY DEFINED QOS attributes: Routes that
coptain the LOCALLY SPECIFIED QOS attribute
shpll only be aggregated if their LOCALLY SPECI-
FIED QOS attributes have an identical NSAP
Address Prefix fieid and an identicai QoS Value

e of the aggregated route are specific for each
QgS Value and are specified by the responsible
QgS Authority. They shall be held in the PIB. If no
sultable rule exists in the PIB then the routes shall
nof be aggregated.

HIERARCHICAL RECORDING attributes: If any of the
rolites to be aggregated contains the
HIERARCHICAL_RECORDING attribute, the aggre-
gajed route shall also contain a
HIERARCHICAL_RECORDING attribute:

— If the routes to be aggregated contain "dif-
ferent values for this attribute, then it shall be
set to a value of 0 in the aggrégated route

— If all routes to be aggregated contain the
same value for this attribute, then it shall be
set to that value in_the aggregated route.

RD_HOP COUNT attribute: The value of the
RO_HOP_COUNT, of.the aggregated route shall be
sel equal to thetlargest RD_HOP_COUNT that was
coptained in-the routes being aggregated.

SECURITY attribute: Routes that contain the SECU-
RITY ,attribute shall only be aggregated if their
SHCUBITY attributes identify the same Security

ISO/IEC 10747: 1994 (E)

this case, the value of the PRIORITY attribute of
the aggregated route shall be the minimum value
of the values of the PRIORITY attributes of the

routes being aggregated.

CAPACITY Attributes: The value of the CAPACITY

7.18.2.3.1 Main procedure for
This
attributes of component routes:

attribute of the aggregated route sh

all be equal to

the smallest integer value contained in the
CAPAGCITY fields of the routes being aggregated.

Lot 1 H H e

rocedure is used to a

a) Set the aggregated RD_PATH to/"empty".

b)

f)

Scanning from the back.éf each nd
ponent attribute, locate\the first En

n-empty com-
try Marker. If

the type of marker in,any component route is

ENTRY_SET, then'ehange the type
sponding Entry Marker in all comp
to ENTRY_SET.

If no Entty Marker is found, apply 1
for aggregating RD_PATHs with no
(see*7.18.2.3.2), and prepend the rg
aggregated RD_PATH attribute.

If a Entry Marker is found, prepend
to the aggregated RD_PATH attriby

of the corre-
bnent attributes

he subroutine
Entry Markers
sult to the

the following
te, in the

order indicated: the located Entry

arker, fol-

lowed immediately by the path segments

obtained by applying the subroutin
gation of RD_PATHs with no Entry

for aggre-
arkers (see

7.18.2.3.2) to the path segments that follow the
located Entry Marker in each comppnent attri-
bute. If a component attribute has|no path seg-

ments following the located Entry
to the subroutine as an empty set.

Delete from each component attrib

arker, pass it

ite all the path

segments that were appended to the aggregated

attribute in steps ¢ or d.

Repeat steps b through e until eve|
attribute is empty.

If there are consecutive path segments
type, they shall be combined into a single path
segment of the same type.

AuttroTity:

The rules for determining the value of the SECU-
RITY attribute of the aggregated route are speci-
fied by the responsible Security Authority. They

shall be held in the PIB. If no suitable rule exists

in the PIB then the routes shall not be aggregated.

PRIORITY attributes: The value of the PRIORITY attri-
bute of the aggregated route shall be equal to the
maximum value of the values of the PRIORITY
attributes of the routes being aggregated, unless
the NLRI of component routes are identical. In

ry component

of the same

718.2.3.2 Aggregating routes with no entry markers:
The subroutine for aggregating RD_PATH attributes

with no entry markers is as follows:

a) Set the aggregated RD_PATH to "empty”.

b) Scanning from the back of each component attri-
bute, locate the first identical longest sequence of
path segments that occurs in every component
attribute, including any that are empty.

NOTE 30: It will not be possible to find

an identical

sequence in every component attribute if one

or more of them are empty.
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c)

e)

f)

9)

If there is no identical sequence, form a path
segment of type RD_SET that contains every RDI
in every non-empty component attribute.
Prepend this list to the aggregated RD_PATH
attribute.

If the identical sequence is the final sequence of
every component attribute, prepend it to the
aggregated route.

If the identical sequence is not the final sequence
of every component attribute, form a path
segment of fype RD_. at Nisis every a
occurs between the end of the identical sequence
and the end of each non-empty component attri-
bute. Prepgnd this list to the aggregated
RD_PATH attribute.

Delete from| each component attribute all path

© ISO/IEC

for the associated FIB is the same as the NLRI of the
corresponding route that is stored in the Loc-RIB.
Therefore, the destination address of an incoming
NPDU and its NPDU-derived distinguishing attributes
(see 8.3) allow a BIS to determine the FIB which con-
tains the forwarding information to be used for this
NPDU.

The forwarding information consists of three parts.

a)

b)

Net of Next-hop BIS: For each route in the

and is carried as a tag, as described in 7.16.2.
The same tag is then carried over into/the) cqrre-
sponding entry in the FIB. This information ip
always present.

Output SNPA: The SNPA that will be used by|the
local BIS for forwarding traffic-to the destinafions

segments t
RD_PATH

If, after the
an RDIl is p

attributes, t

at were added to the aggregated
tribute in step ¢, d, or e.

deletions in step f have been made,
resent in both the aggregated

en the accumulated RD_PATH attri-

RD_PATH Iribute and in any of the component

bute shall

of type RD_]
present in t
input to thig
were made)
erwise, rep{
ponent attri

replaced by a single path segment
SET that lists every RDI that was

he component routes that were the
subroutine (before any deletions
and the subroutine terminates. Oth-
at steps b through f until every com-
bute is empty.

identified in the NLRI field of the FIB is estab
lished locally, and is ofg of the SNPAs identi
in managed object lacalSNPA.

ed

c) Input SNPA: The'SNPA that will be used by the
remote BIS toreceive traffic that is the
NEXT_HOP atiribute of the corresponding royte
stored in~the Loc-RIB. If the NEXT-HOP attribute
contaifishan empty SNPA list, or if the NEXT_HOP
attribute itself is not included in the route, then
the)lnput SNPA field in the FIB will be empty)

d)Cpriority: The minimum priority that an NPDU [hall

have for it to be forwarded over this subnetwork

7.19 Maintenaphce of the forwarding information

bases

As summarized

n Table 1, the Forwarding_Informa-

tion Bases contin the following information_for a
given RIB-Att (st of distinguishing attributes) and set
of destinations (NLRI):

a)

b)

c)

e)

f)

the NET of

the local SNPA used by.the: local BIS to forward
traffic to thg next-hop-B(S;

he next-hop BIS,

f)

hop. If omitted, then the NPDU may have any pri-
ority.

security related information: identifies the pij
tection available over the subnetwork hop and
the NPDUs that may use it with reference to p
known Security Policy.

[=]

QoS Metric: provides the value of the route’fs
QoS metric for the corresponding QoS distin-
guishing path attribute, for use in additional
matching rules during the NPDU forwarding
process.

the minimuj
work hop, if

h priofity>supported by this subnet-
the FIB's RIB-Att contains the PRI-

ORITY attri

bute

7.20 Error handling for BISPDUs

This-section - describes actions to be taken when

security related information associated with this
subnetwork hop, if the FIB's RIB-Att contains the
SECURITY attribute

if available, the SNPA in the next-hop BIS to
which NPDUs will be forwarded.

the QoS metric value if the FIB's RIB-Att contains
the RESIDUAL ERROR, TRANSIT DELAY,
EXPENSE, or LOCALLY DEFINED QOS attribute.

The RIB-Att of the Loc-RIB which contains a route is
also the RIB-Att of the corresponding FIB; the NLRI

errors are detected while processing BISPDUs. Error
handling procedures apply individually to each FSM in
the BIS.

7.20.1 BISPDU header error handling

If BIS-BIS connection was established using
authentication code 2 (checksum plus authentication)
and the validation pattern in the BISPDU header does
not match the locally computed pattern, then the
BISPDU shall be discarded without any further
actions.
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If any of the following error conditions are detected,
the BISPDU shall be discarded, and the appropriate
error event shall be logged by the receiving BIS:

a) Length field of a PDU header less than 30 octets
or greater than the Segment Size specified by the
remote system’s OPEN PDU,

b) Length field of an OPEN PDU less than minimum
length of an OPEN_ PDU

c) Length field of an UPDATE PDU less than
mini n UPDATE PDU

d)

ISO/IEC 10747: 1994 (E)

IDRP ERROR PDU, encoded as a <length, RDI>
pair. “Length” is a one octet field containing a
positive integer that gives the number of octets
used for the following "RDI” field.

If a BIS receives an OPEN PDU from a BIS
located in the same RD, and the RIB-AttsSet field
contained in that PDU is different from the
receiving BIS’s managed object RIBAttsSet, then
the error subcode of the IDRP ERROR PDU shall
be set to Bad-RIB-AttsSet.

d) Length field of KEEPALIVE PDU not equal to 30

e) Length of an IDRP ERROR PDU less than the
migimum length of 32

f) Lemgth of a CEASE PDU less than the minimum
length of 30

g) The BIS-BIS connection was established using
authentication code 1 (checksum without
authentication) and the validation pattern in the
BI§PDU header does not match the locally com-
puted pattern

h) Type field in the BISPDU is not recognized

7.20.2 PPEN PDU error handling

e)

It the value of the Authentication CoHe field of the
OPEN PDU is any value other than"1|or 2, the
error subcode of the IDRP ERROR PpDU is set to
Unsupported_Authentication._Code.

If a given BIS receives/an”OPEN PDU from
another BIS located in\the same roufeing domain,
then the RDIs reported in the Confed-IDs field of
the OPEN PDU (reteived from the remote BIS)
should match\{he’ Confed-IDs of the local BIS. If
they do nal match exactly, then an IDRP ERROR
PDU shal"be issued, indicating an OPEN PDU
error ‘with an error subcode of RDC_|Mismatch.
The 'data field of the IDRP ERROR PDU shall
réport the offending Confed-IDs field from the
rejected OPEN PDU.

The fol
OPEN §
ERROR
error sy
rate on

a) Ift

owing errors detected while processing the
DU shall be indicated by sending an IDRP
PDU with error code OPEN_PDU_Error. The
bcode of the IDRP ERROR PDU shall elabe-
the specific nature of the error.

he version number of the received*OPEN PDU

7.20.3 UPDATE PDU error handling

All errors detected while processing the
are indicated by sending an IDRP ERROR
error code UPDATE_PDU_Error. The err
the IDRP ERROR PDU elaborates on the
nature of the error.

UPDATE PDU
PDU with

br subcode of
specific

is mot supported, then the error subeode of the
IDRP ERROR PDU shall be set.to
Ungupported_Version_Number../The Data field of
thel IDRP ERROR PDU is a _2-octet unsigned
int@ger, which indicates-the highest supported
verision number less~than the version of the
rer’Eote BIS peer’s, bid (as indicated in the
received OPEN-PDU).

b) If the Maximum PDU Size field of the OPEN PDU
is less than“MinBISPDULength octets, the error
suljcode.of the IDRP ERROR PDU is set to
Bag“Maximum PDU_Size. The Data field of the
IDRP ERROR PDU is a 2 octet unsigned integer
which contains the erroneous Maximum PDU Size
field.

c) If the Routeing Domain Identifier field of the
OPEN PDU is not the expected one, the error
subcode of the IDRP ERROR PDU is set to
Bad_Peer_RD. The expected values of the
Routeing Domain |dentifier may be obtained by
means outside the scope of this protocol (usually
it is a configuration parameter). The value of the
erroneous RDI is returned in the Data field of the

a)

b)

c)

If the Total Attribute Length is inconpistent with
the Length field of the PDU header, then the error
subcode of the IDRP ERROR PDU shall be set to
Malformed_Attribute_List. No furth%r processing
shall be done and all information in the UPDATE
PDU shall be discarded.

If any recognized attribute has attribute flags that
conflict with the attribute type code, [then the
error subcode of the IDRP ERROR PpDU shall be
set to Attribute_Flags_Error. The Data field of the
IDRP ERROR PDU shall contain the fincorrect attri-
- rther proc-
essing shall be done, and all information in the
UPDATE PDU shall be discarded.

If any recognized attribute has a length that con-
flicts with the expected length (based on the attri-
bute type code), then the error subcode of the
IDRP ERROR PDU shall be set to
Attribute_Length_Error. The Data field of the
IDRP ERROR PDU contains the incorrect attribute
(type, length and value). No further processing
shall be done, and all information in the UPDATE
PDU shall be discarded.
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d)

e)

f)

9)

h)

58

If any of the mandatory well-known attributes are
not present, then the error subcode of the IDRP
ERROR PDU shall be set to
Missing_Well-known_Attribute. The Data field of
the IDRP ERROR PDU contains the attribute type
code of the missing well-known attribute.

If any well-known attribute (so designated by the
attribute flags) is not recognized, then the error
subcode of the IDRP ERROR PDU shall be set to
Unrecognized_Well-known_Atiribute. The Data
field of thg—B a 6 epor—the
unrecognitzed attribute (type, length and value).
In both cakes no further processing shall be done,
and all infprmation in the UPDATE PDU shall be
discarded

If the NEXT_HOP attribute field is invalid, then the
error subcpde of the IDRP ERROR PDU shall be
set to Invalid_NEXT_HOP_Attribute. The Data
field of thg IDRP ERROR PDU contains the incor-
rect attribyite (type, length and value). No further
processing shall be done and all information in
the UPDATE PDU shall be discarded.

The sequdnce of RD path segments shall be
checked for RD loops. RD loop detection shall be
done by sfpanning the complete list of RD path
segments [(as specified in the RD_PATH attribute)
and checking that each RDI in this list occurs only
once. If RD loop is detected, then the error
subcode of the IDRP ERROR PDU shall be set to
RD_Routefing_Loop.

The data fjeld of the IDRP ERROR PDU shall
report the|first RDI that indicated a loop. This
RDI shall pe followed immediately by the _com-
plete RD_PATH attribute. The encoding §hall be:
length, RDI, Offending RD_PATH attiribute>,
where:

— "length” is a one octet fieldthat gives the
length of the in octets of\the immediately fol-
lowing RDI field

— "RDI"]is the RDI that\was detected as cre-
ating [the loop

— RD_PATH is_the-octet string that encoded the
value|field/of‘\the offending RD_PATH attri-
bute ip the, received UPDATE PDU (see 6.3.

i)

k)

© ISO/IEC

If the UPDATE PDU contains both the
DIST_LIST_INCL and the DIST_LIST_EXCL attri-
butes, then the error subcode of the IDRP ERROR
PDU shall be set to Malformed_Attribute_List. No
further processing shall be done, and all informa-
tion in the UPDATE PDU shall be discarded.

If a BIS receives an UPDATE PDU that has a
DIST_LIST_EXCL attribute with the RDI of the
receiving BIS or the RDI of any RDC to which the
BIS belongs, the subcode of the IDRP ERROR
PE—shaH-be—se e—raHoerrea—A BtHe st.
The Data field of the IDRP ERROR PDU_shal
report the incorrect attribute (type, length gnd
value). No further processing shall bedondg,
all information in the UPDATE PDU shall be|dis-
carded.

If a BIS receives an UPDATE“PDU that has p
DIST_LIST_INCL attribute,without the RDI of the
receiving BIS or the RDI| of any RDC to whith the
BIS belongs, the subcode of the IDRP ERRQR
PDU shall be set.te’ Malformed_Attribute_Lipt.
The Data field ofthe IDRP ERROR PDU shaﬁ
report the incorrect attribute (type, length gnd
value). No further processing shall be dondg, and
all information in the UPDATE PDU shall be|dis-
carded.

NOTE 31: It is permissible for an UPDATE PDU {o
contain neither the DIST_LIST_INCL npr the
DIST_LIST_EXCL attributes. According to

7.12.5, the absence of both the
DIST_LIST_INCL and DIST_LIST_EXCI attri-
butes implies that all RDs and all RDds may

receive the routeing information.

If the length of the NLRI is inconsistent with the
Length field of the PDU header, then the erfor

subcode of the IDRP ERROR PDU shall be get to
Malformed_NLRI. No further processing shall be
done, and all information in the UPDATE PQU
shall be discarded.

If an optional attribute is recognized, then the
value of this attribute shall be checked. If an
error is detected, the attribute shall be disdarded,
and the error subcode of the IDRP ERROR PDU
shall be set to Optional_Atiribute_Error. The
Data field of the IDRP ERROR PDU shall report

No further processing shall be done, and all infor-
mation in the UPDATE PDU shall be discarded.

If any non-empty set of distinguishing attributes
for any route advertised in an UPDATE PDU
received from a BIS located in a different
routeing domain does not match any of the
RIB-Atts that the local (receiving) BIS had adver-
tised to that neighbor in the RIB-AttsSet field of
its OPEN PDU, then the receiving BIS shall send
an IDRP Error PDU that reports an error subcode
of Malformed_Attribute_List. All information in
the UPDATE PDU shall be discarded, and no
further processing shall be done.

n)

the—attribute—(type—tength—and—vatuve)—No—further
processing shall be done, and all information in
the UPDATE PDU shall be discarded.

If RDCs are supported and any of the error condi-
tions noted in 7.12.3.3 occur, no further proc-
essing of the UPDATE PDU shall be done, all
information in the UPDATE PDU shall be dis-
carded, and the error code of the NOTIFICATION
PDU shall be set to Misconfigured_RDGCs.

If a route carried in an UPDATE PDU contains
more than a single instance of a distinguishing
path attribute, then the error subcode shall be set
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to Maiformed_Attribute_List. No further proc-
essing shall be done, and all information in the
UPDATE PDU shall be discarded.

butes within a single route. It is not an error
if a distinguishing attribute of the same type

appears in several of the routes carried in an
UPDATE PDU that advertises multiple routes.

p) If an UPDATE PDU contains more than one

instance of a non-distinguishing path attribute of
the same type, except for ROUTE_SEPARATOR,
th f
efror subcode Duplicated_Attributes. The data
field of the IDRP ERROR PDU shall list the type
cpdes of ali such dupiicated attributes.

q) lfjthe RD_PATH attribute contains an illegal
s¢gment type, the BIS shall send an IDRP ERROR
PPU, with error subcode
lllegal_RD_Path_Segment. The data field of the
IDRP ERROR PDU shall reproduce the encoding
of the offending segment of the RD_PATH attri-
byite, as it appeared in the received UPDATE
PpuU.

7.20.4| IDRP ERROR PDU error handling

If a BIS receives an IDRP ERROR PDU with a correct

validalion pattern but which contains an unrecognized
error ¢ode or error subcode, the local BIS shall close

the connection as described in 7.6.2.

NOTE 33: Any error (such as unrecognized Error Codel\or
Error Subcode, or an incorrect Length figld/in the
PDU header) should be logged locally~and brought
to the attention of the administration of the peer.
The means to do this are, however,”outside the

scope of this protocol.

7.20.5| Hold timer expired errot handling

If the FSM for a given BJS-BIS connection is in the
ESTABLISHED state and_the local BIS does not

receivp successive RDUs of types KEEPALIVE,
UPDATJE, or RIB.REFRESH, within the period specified
in the|Hold Time_field of the OPEN PDU previously
sent 19 the,remote BIS, then an IDRP ERROR PDU
with efrof ,cede Hold_Timer_Expired shall be sent to
the remote BIS and the FSM for the associated

ISO/IEC 10747: 1994 (E)

7.20.7 CEASE PDU error handling

The CEASE PDU consist

Error conditions are han

aw
[0]
Q.

are nan

7.20.8 RIB REFRESH PDU error handling

If any of the following error conditions are detected,
the BIS shall issue an IDRP ERROR PDU with the fol-
lowing error indications:

a) Invalid OpCode not in Range 1 to 3: indicate RIB
REFRESH error with error subcode| "Invalid

S

8 Forwarding process for CLNS

OpCode”

Receipt of an OpCode 3 (RiB, Reir
without prior receipt of OpCode 2
Start): indicate FSM Error

Receipt of an unsupporied RiB-Ait

sh End)
Rib Refresh

in the Rib-Atts

variable length(field in the RIB REARESH PDU for
a RIB Refresh’Start OpCode: indicate RIB
REFRESH-error with error subcode|"Unsupported

RIB-Atts™

The forwarding process for CLNS opergtion is driven

by the header information carried in an|[ISO 8473
NPDU:
a) If the NPDU contains an ISO 8473 complete

Having determined the system to which
needed the BIS shall prnrnﬁd as follo

source route parameter, then furth

ler forwarding

of this NPDU shall be handled by the ISO 8473

protocol, not by the mechanisms d
International Standard.

If the NPDU contains an ISO 8473
route parameter, the NPDU shall b
a path to the next system listed in
source route parameter.

If the NPDU does not contain an IS
route parameter, the NPDU shall b

bfined in this

partial socurce
e forwarded on
the partial

O 8473 source
b forwarded on

a path to the system listed in the destination

address field of the NPDU.

a path is

e.

BIS-BIS connection shall enter the CLOSE-WAIT state.

7.20.6 KEEPALIVE PDU error handling

The KEEPALIVE PDU consists of only the BISPDU
Header. Error conditions are handled according to
7.20.1.

a) If the destination system is located in its own RD,
the local BIS shall proceed as defined in 8.1.

b) If the destination system is located in a different
RD, the local BIS shall perform the following

actions:

1) It shall determine the NPDU-Derived Distin-
guishing Attributes of the NPDU, according to

8.2.

2) It shall next apply the procedures of 8.3 to

determine if the NPDU-derived

Distinguishing
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8.1

If the destinatior
depicts a syste
of the receiving
to any of the IS
That is, any furt

Attributes match any of the FIB-Atis of the
Forwarding Information Bases of the local
BIS:

i) If the NPDU-derived Distinguishing Attri-
butes match the FIB-Att of a local FIB,
then the NPDU shall select that FIB and
shall forward the NPDU using the
methods of 8.4.

ii) Otherwise, perform the ISO 8473
"Discard PDU Function” and generate an

© ISO/IEC

a) If they equal ‘01’ then the responsible QoS
Authority is indicated by the source NSAP
Address, and the NPDU-Derived Distin-
guishing attribute is determined using the
remaining octets of the QoS Maintenance
parameter and by applying the rules speci-
fied by the QoS Authority and contained in
the PIB for selection of the NPDU-Derived
Distinguishing attribute. If no such rules exist
then no NPDU-Derived Distinguishing attri-
bute shall be associated with this QoS Main-

ER[PDUwith The parameler value sef 10

"Urjsupported Option not Specified”.

If the underjying data protocol permits the modifi-
cation or refnoval of the QOS or Priority parame-
ters of the data PDU, then the BIS may modify
such informption appropriately and forward the
data PDU.

Forwarding to internal destinations

address of an incoming NPDU
located within the routeing domain
IS, then it shall forward that NPDU
listed in managed object INTRA-IS.
er forwarding of the NPDU is the

responsibility of|the intra-domain routeing protocol.

8.2

attributes

Determining the NPDU-derived distinguishing

As the first step|in forwarding an NPDU to a destina-
tion located in gnother routeing domain, the receiving
BIS shall determjine the NPDU-derived Distinguishing
Attributes of the|incoming ISO 8473 NPDU. _This” deter-
mination shall b¢ based on an examination‘of the pri-
ority parameter,|security parameter, and QOS
maintenance pafjameter in the NPDUs header:

60

The 8473 piliority parameter 'corresponds to the
PRIORITY pjath attribute.

The first twq bits of the 4SO 8473 security param-
eter are dedoded:

« if they ¢qual\l'l’, then the parameter identi-
fies a gjobally unique and unambiguous secu-

If examination of the 8473 header shows that no
NPBU-Derived Distinguished Attributes are presef
tHen the NPDU shall be associated with the Empt
Distinguishing Attribute.

8.3

distinguishing attributes

tenance parameter.

b) If they equal '10’ then the responsible)Q¢S
Authority is indicated by the destination
NSAP Address, and the NPDU~Derived D{stin-
guishing attribute is determined using thg
remaining octets of the QoS ‘Maintenancy
parameter and by applying the rules speti-
fied by the QoS Autharity and contained jin
the PIB for selection/6f the NPDU-Derived
Distinguishing @attribute. If no such rules gxist
then no NPDUW=-Derived Distinguishing attfi-
bute shall‘beassociated with this QoS Mhpin-
tenance parameter.

c) If they equal '11’ then the NPDU-Derived|Dis-
tinguishing attribute is as shown in Table 4.

—

Matching RIB-Att to NPDU-derived

Within the BIS, each of its FIB(s) has an unambiglious

RIB-Att (see 7.10.1) which is constructed from th

set
of Distinguishing Attributes that the local BIS su:l

ports. The set of NPDU-derived Distinguishing At
butes matches a given RIB-Att (which is itself a s

Distinguishing Attributes) when all of the following

conditions are satisfied:

ri-
bt of

a) Both sets contain the same number of attributes.

b) Each instance of a type-specific attribute in tH

e

NPDU-derived Distinguishing Attributes must

rity level (see 1SO 8473, subclause 7.5.3.3)

« if they equal '01’ then the responsible Secu-
rity Authority is identified by the NPDU's
source NSAP Address

- if they equal '10’ then the responsible Secu-
rity Authority is identified by the NPDU'’s des-
tination NSAP Address.

The corresponding NPDU-Derived Distinguishing
attribute is then a SECURITY attribute identifying
the same Security Authority.

The first two bits of the ISO 8473 QoS Mainte-
nance parameter are decoded:

have an equivalent instance In the FIB-Att.

he

type-specific path attributes supported by IDRP

are:

— Transit delay
— Residual error
— Expense

— Priority

c) Each instance of a type-value specific attribute in

the NPDU-Derived Distinguishing Attributes h
corresponding instance in an FIB's RIB-Att, a

as a
nd,
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Table 4 - NPDU-Derived Attribute Set: Some NPDU-derived Distinguishing attributes are derived by exam-
ining the QOS Maintenance Parameter octet for 1 or 0 in the bit positions shown below. The
symbol "-" indicates that the corresponding bit does not enter into the determination.

QOS Maintenance Parameter NPDU-Derived Attributes
bg b, bg b b, bs b, b,
1 1 - - - 1 0 0 Transit Delay
1 1 - - - 1 0 1 Transit Delay
1 1 - - - (4] 0 0 l:vpnnca
1 1 - - - 0 1 0 Expense
1 1 - - - 0 1 1 Residual Efrar
1 1 - - - 1 1 1 Residual'Error

Provide
content

a)

b)

c)

d)

If such
perform

the
thah or equal to the NPDU's priority

wit

the

depending on the type of the NPDU-Derived Dis-
tinguishing Attribute:

LOCALLY DEFINED QOS: The NSAP Address pre-
fixes and QoS Values are identical.

SECURITY: The same Security Authority is identi-
fled in each case.

that such a RIB-Att can be found then the
is inspected to find an entry such that:

the|NLRI contains the NPDU’s destination NSAP

Ad
pre

ress, or an NSAP Address prefix which is a
ix of the NPDU’s destination NSAP Address;

subnetwork hop’s priority, if present, is less

reference to the applicable Security, Policy
rulgs contained in the PIB, the subnetwork hop
proyides sufficient protection for-the*NPDU, and
NPDU is permitted to use(the 'subnetwork hop.

when a type specific NPDU-Derived Distinguishing

Attfibute has been selected by a rule specified by
a oS Authority from-a-source or destination spe-
cifi¢ QoS Maintenance’ parameter, then an addi-

tiorlal matching-rute may also be specified that

detprmines wheéther the value of the QoS metric
is dcceptable:

RIB-Att or entry cannot be found, then

c) LOCALLY DEFINED QOS, EXPENSE,

FRANSIT
DELAY, or RESIDUAL ERROR (only dne of which
can be present in-a valid set of distipguishing
attributes) may‘be removed from thg
NPDU-Derived Distinguishing attribufes, and the
above procedures repeated to find al match.

NOTE 34: If no match was found in the ffrst two steps,
the third step will reduce the NPDU-Derived
distinguishing attributes to either an empty
set or a single security attribufe. In the first
case, the empty set will match|the Empty
RIB-Att; in the second case, thiere can be
either a match or a mismatch with the secu-
rity parameter.

8.4 Forwarding to external destinations

If the destination address of the incoming

NPDU

depicts a system located in a different rduteing

domain from the receiving BIS, then the
shall use the FIB identified by the FIB-At

receiving BIS
that

matches the NDPU-derived Distinguishing Attributes
of the incoming NPDU. The incoming NPPU shall be

forwarded based on the longest address
matches (as in 7.1.2.2) the destination N
of the incoming NPDU, as follows:

a)

prefix that
AP address

If the entry in the inter-domain FIB that corre-
sponds to the destination address of| the incoming
NPDU contains a NEXT_HOP entry that identifies
a BIS which is located on at least ode common

cated, terminating when either a match is found or all
three steps have been executed:

a)

if the NPDU’s security parameter does not
express a requirement for protection, the SECU-
RITY attribute may be removed from the NPDU-
Derived Distinguishing attributes, and the above
procedures repeated in order to find a match.

b) the PRIORITY attribute may be removed from the

NPDU-Derived Distinguishing attributes, and the
above procedures repeated in order to find a
match.

b)

subnetwork with the local BIS, then the NPDU
shall be forwarded directly to the BIS indicated in
the NEXT_HOP entry.

If the entry in the inter-domain FIB that corre-
sponds to the destination address of the incoming
NPDU contains a NEXT_HOP entry that identifies
a BIS which is not located on at least one
common subnetwork with the local BIS, then the
local BIS has the following options:

1) Encapsulate the NPDU: The local BIS may
encapsulate the NPDU, using its own NET as
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2)

the source address and the NET of the
next-hop BIS as the destination address.
Copy the following, when present in the
header of the encapsulated (inner) NPDU, to
the header of the encapsulating (outer)
NPDU: QOS Maintenance parameter, Seg-
mentation Permitted Flag, Error Report Flag,
and PDU Lifetime field. When the inner NPDU
is decapsulated, replace its PDU Lifetime
field with PDU Lifetime field of the outer
NPDU. The encapsulated NPDU shall then be

© ISO/IEC

9 Interface to ISO 8473

For the purposes of its interface to ISO 8473, a BIS
shall be regarded as being comprised of a co-resident
ES and IS. The protocol described in this Interna-
tional Standard, although still within the Network
layer, shall access the service provided by ISO 8473
through an NSAP in the ES part of the BIS. Hence, a
BIS's NET shall, for the purposes of communication
using ISO 8473, be regarded as NSAP address.

handefl over o 1he inira-domain routeing
protocpl.

NOTE 35: It is a local responsibility to insure that
the NPDU is encapsulated appropriately
for the RD’s intra-domain protocol.
Since this International Standard does
not mandate the use of a specific intra-
domain protocol, encapsulation details
for specific intra-domain protocols are
outside its scope.

Use Paths Provided by the Intra-domain
Routeing Protocol: The local BIS may query
the intfa-domain FIB to ascertain if the intra-
domain protocol is aware of a route to the
destingation system.

NOTE 36: For example, if ISO/IEC 10589 were
used as the intra-domain routeing pro-
tocol, it would be able to calculate path
segments through the RD for systems
contained in its "“reachable address pre-

fixes”.

If therg is an intra-domain route that sup-
ports the QOS Maintenance parameter of(the
NPDU|and will deliver the NPDU to thelappro-
priate [next-hop BIS, then the NPDU.may be
forwarded along this route.

NOTE 37: This case makes use ‘of the intra-domain
protocol’s knowledge.of suitable paths
through the local RD which support the
specified QOS parameter. It does not

require encapsulation of the NPDU.

Details~of\the mapping between the QOS
parameters of used by a given intra-
domain protocol and the QOS Mainte-
nance parameter of the NPDU must be
determined by the intra-domain routeing

The protocol described in this International Stapndard
interfaces at its lower boundary to 1ISO 8473-usifg the
ISO 8473 primitives shown in Table 5.

The parameters associated with the NAUNITDATA
request primitive are:

— Destination NSAP Address, is the NET of the [BIS
to which this BISPDU 4s being sent (that is, the
remote BIS)

— Source NSAP Address is the NET the BIS that is
sending this BISPDU (that is, the local BIS)

— QOS is the quality of service parameter for this
BIS-BIS ¢onnection

— Userdata is an ordered sequence of octets which
comprise the BISPDU to be sent to the remgte
BIS

The parameters associated with the N-UNITDATA indi-
cation primitive are:

— Destination NSAP Address is the NET of the|BIS
to which this BISPDU is being sent

— Source NSAP Address is the NET the BIS that is
sending this BISPDU (that is, the remote BIB)

— QOS is the quality of service parameter for fthis
BIS-BIS connection

— Userdata is an ordered sequence of octets which
comprise the BISPDU being delivered to the| local
BIS

9.1 Use of network layer security protocol gver
ISO 8473. T

protocol; this mapping is not within the
scope of IDRP.

The network layer security protocol described in
ISO/IEC 11577 may be used over the ISO 8473 pro-
tocol to provide security protection of IDRP
exchanges. In this case, the NLSP-UNITDATA request
and indication service primitives are used instead of
the N-UNITDATA service primitives as described in
clause 9. The use of BN-UNITDATA notional service
primitives by CD 11577 is then mapped onto the use
by 1SO 8473 of the equivalent N-UNITDATA primi-
tives.
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Table 5 - IDRP-CL Primitives

N-UNITDATA Indi-
cation Source NSAP Address

Primitive Parameters
N-UNITDATA Destination NSAP Address
Request Source NSAP Address
QOSs
Userdata

Destination NSAP Address

ISO/IEC 10747: 1994 (E)

NAMED BY SUPERIOR OBJECT CLASS idrpConfig
AND SUBCLASSES;

WITH ATTRIBUTE bisNet;

BEHAVIOUR adjacentBIS-idrpConfig-B BEHAVIOUR

DEFINED AS This name binding attribute identi-
fies a BIS to BIS connection information block.
One of these blocks of data should exist per
remote BIS that this local BIS exchanges
BISPDUs with.;;

REGISTERED AS { IDRP.nboi

QoS
Userdata

IDRP |may control the protection requirements through

the ug

e of the NLSP-UNITDATA request and indication

primitjves or the NLSP QOS Protection parameter; or
protegtion may be imposed by NLSP through the use

of sed

10

urity association management.

onstants

This donstants used by the protocol defined in this
Internptional Standard are enumerated in Table 6.

11 System management and GDMO
definitions

The operation of the inter-domain routeing functions

in a B

IS may be monitored and controlled using

Systefn Management. This clauge contains manage-
ment gpecification for IDRP, expressed in the GDMO

notatig

n defined in ISO/IEC_10165-4. The naming and

11.2 Managed objects for IDRP

idrpConfig MANAGED OBJECT CLASS

adjacentBISC(MANAGED OBJECT CLASS

11.3 Packages for IDRP

idrpConfigPkg-P PACKAGE

o H ARG FTRY SR
aUTaveTo TS TUT P OuUTTiTyg(a )T,

DERIVED FROM "Rec:.X.721 | ISO/IELC 10165-2 :
1992": top;
CHARACTERIZED-BY idrpConfigPkg-P PACKAGE;
REGISTERED"AS { IDRP.moi idrpConfig (1)};

DERIVED FROM “Rec. X.721 | ISO/IELC 10165-2:
1992": top;
CHARACTERIZED BY adjacentBISPkg-P PACKAGE;
REGISTERED AS { IDRP.moi adjacer|tBIS(2) };

BEHAVIOUR
iDRPBasicimportedAlarmNotificationg-B

BEHAVIOUR DEFINED AS %lImports the

communicationsAlarm notification|from ISO/IEC
10165-2. It is used to report the following pro-
tocol events:

contaipnment hierarchy is@hown in Figure 9.

11.1 Name binding

idrpCqnfig-networkEntity NAME BINDING

SUBORDINATE OBJECT CLASS idrpConfig AND
SUBGLASSES;

errorBISPDUsent. Generated V
is received with an error in its
significance sub-parameter of
additionalinformation shall be
value False’ (i.e., not significan
managing system receiving thg
will be less likely to reject it.

vhen a BISPDU
format. The
bach item of
et to the

t) so that a

2 event report
The

probableCause shall be set to

NAMED BY SUPERIOR OBJECT CLASS "ISO/IEC
10733 : 19xx”: networkEntity;

WITH ATTRIBUTE idrpConfigld;

CREATE WITH-AUTOMATIC-INSTANCE-NAMING;
DELETE ONLY-IF-NO-CONTAINED-OBJECTS;
REGISTERED AS { IDRP.nboi
idrpConfig-networkEntity(1) };

adjacentBIS-idrpConfig NAME BINDING

SUBORDINATE OBJEGCT CLASS adjacentBIS AND
SUBCLASSES;

NLM.communicationsProtocolE
perceivedSeverity shall be set

rror. The
to 'Minor’. A

subsequent communicationsAlarm with a
perceivedSeverity value of 'Cleared’ shall not

be generated. No other fields

or parameters

shall be used, with the exception of further
parameters in the Additionallnformation field,

as follows:

a) RemoteBISNET for BIS-BIS connection--
using the notificationRemoteBISNET

parameter
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ificationBISPDUerrorcode”.

c) BIY error subcode (see 6.4 and 7.20)--this

ificationBlSerrorsubcode”.

d) BISPDU error information (see 6.4 and
7.2D)--this reports the data from the
recpived BISPDU that will be used to
diagnose the problem for the Notification,
The parameter
"naotificationBISPDUerrorinfo” will be
usgd to report this information.

OpenBIlSpduRDCError: generated\when an
OPEN BISPDU is received from, another BIS
in the fame routeing domain,~and the remote
BIS is ot a member of jdentically the same
confeddrations as the {ocal BIS. The signif-
icance pub-parameterof each item of
additionjalinformation shall be set to the
value ‘fFalse’ (i.e:;”not significant) so that a
managihg systém receiving the event report
will be Jess’likely to reject it. The

Table 6 - Architectural Constants of IDRP

Name of Constant Value Description

Inter-domain Routeing Protocol Identifier X'85' The SPI for the protocol described in this
International Standard

MinBISPDULength 30 The size in octets of the smallest allowable
BISPDU.

MinRDOriginationinterval 15 min The minimum time between successive
UPDATE PDUs advertising routeing informa-
tion—about-the-local-RD

Jitter 0,25 The factor used to compute jitter according-fto
7.17.3.3.

MaxCPUOverlogdPeriod 1 hr Maximum time in which a BIS cap‘remain
CPU-overloaded before terminating its BIS-BIS
connections.

CloseWaitDelay 150 s The time that a FSM remains in CLOSE-WA|T
state before entering(the CLCSED state.

b) BIFPDU error code (see 6.4 and b) Remote BIS"Routeing Domain Confeder-

ation (RDE) information using the
"notificationRemoteRDCConfig” param-
eter!

c) JLecal BIS Routeing Domain Confede
ation (RDC) information using the
"notificationLocalRDCConfig” paramgter.

-
'

errorBISPDUconnectionclose: generated
when an ERROR PDU has been received| from
a remote BIS. The significance sub-
parameter of each item of
additionalinformation shall be set to the
value 'False’ (i.e., not significant) so that|a
managing system receiving the event report
will be less likely to reject it. The
probableCause shall be set to
NLM.communicationsProtocolError. The|
perceivedSeverity shall be set to 'Minor| A
subsequent communicationsAlarm with
perceivedSeverity value of 'Cleared’ shall not
be generated. No other fields or parameters
shall be used, with the exception of further
parameters in the Additionalinformation field,
as follows:

a) RemoteBISNET for BIS-BIS connectipn--
using the "notificationRemoteBISNET"

NLM.communicationsProtocolError. The
perceivedSeverity shall be set to '‘Minor’. A
subsequent communicationsAlarm with a
perceivedSeverity value of 'Cleared’ shall not
be generated. No other fields or parameters
shall be used, with the exception of further
parameters in the Additionalinformation field,
as follows:

a) Remote BIS NET for this BIS-BIS
connection--using the
"notificationRemoteBISNET"” parameter.

parameter

b) BISPDU error code (see 6.4 and
7.20)--this reports the error code that will
be sent in the ERROR PDU using the
parameter
"notificationBISPDUerrorcode”.

c) BIS error subcode (see 6.4 and 7.20)--this
reports the subcode that will be sent
using the parameter
"notificationBlSerrorsubcode”.

d) BISPDU error information (see 6.4 and
7.20)--this reports the data from the
received BISPDU that will be used to
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(idrpConfig)
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Adjacent BIS Information

(adjacentBIS)

Figure

[0 - IDRP Naming and Containment Hierarchy

diagnose the problem for the Notification.
The parameter
"notificationBISPDUerrorinfo” will be
used to report this information.

CorruptAdjRIBIn: generated when the local
method of checking the Adj-RIB-In has found
an error. All Adj-RIBs-In are being purged.
The significance sub-parameter of each item
of additionalinformation shall be set to the
value 'False’ (i.e., not significant) so that a
managing system receiving the event repart
will be less likely to reject it. The
probableCause shall be set to
NLM.communicationsProtocolError.) The
perceivedSeverity shall be set\fe. '‘Minor’. A
subsequent communicationsAlarm with a
perceivedSeverity value of Cleared’ shall not
be generated. No other fields or parameters
shall be used, with-the exception of further
parameters in the \Additionallnformation field,
as follows:

a) The ndmber of integrity check failures
detécted in the parameter
"notificationtRIBIntegrityFailure”

b) \IThe remote BIS associated with this
Adjacent RIB in the parameter

NLM.communicationsProtocolErd
perceivedSeverity shall be set t
subsequent communicationsAlarn
perceivedSeverity value of 'Cle3
be generated. No other fields o

or. The
'Minor’. A
m with a

red’ shall not
[ parameters

shall be used, with the exceptiop of further

parameters in the Additionallnfo
as follows. These parameters a
from the OPEN PDU values:

rmation field,
e created

a) notificationSourceBISNET--NET of remote

BIS sending packet bomb
b) notificationSourceBISrdi--R0
BIS sending packet bomb

| of remote

c) notificationSourceBISrdc--RIDC informa-

tion for remote BIS sending

connectRequestBISUnknown: g

packet bomb

bnerated

when the local BIS has received an OPEN

BISPDU from an unknown BIS.
icance sub-parameter of each itg

The signif-

m of

value 'False’ (i.e., not significan
managing system receiving the
will be less likely to reject it. T
probableCause shall be set to

NLM.communicationsProtocolErr

additionallnformation shall be s{ to the

so that a
vent report
he

pr. The

perceivedSeverity shall be set t¢ 'Minor’. A

"nofificalionRemoieBISNET",

PacketBomb: generated when the local BIS
received a BISPDU other than an OPEN PDU,
from an unknown BIS. The Source-BIS-NET is
reported in the Additionalinformation field
using the "notificationSourceBIS-NET param-
eter. The significance sub-parameter of each
item of additionallnformation shall be set to
the value 'False’ (i.e., not significant) so that
a managing system receiving the event
report will be less likely to reject it. The
probableCause shall be set to

subsequent communicationsAlarm with a
perceivedSeverity value of ‘Cleared’ shall not
be generated. No other fields or parameters
shall be used, with the exception of further
parameters in the Additionallnformation field,
as follows. These parameters are created
from the OPEN PDU values:

a) notificationSourceBISNET--NET of remote
BIS sending OPEN PDU

b) notificationSourceBISrdi--RDI of remote
BIS sending OPEN PDU
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c) notificationSourceBISrdc--RDC informa-
tion for remote BIS sending OPEN PDU

connectionRequested: generated when the
local BIS has received an OPEN BISPDU from

© ISO/IEC

Additionallnformation field using the
"notificationRemoteBISNET” parameter. The
significant subparameter of each item of
Additionallnformation shall be set to “false”
(that is, not significant) so that a managing

an adjacent BIS, the FSM for the for the
BIS-BIS connection is in the CLOSED state,
and the managed object ListenForOpen has
the value TRUE. The significance sub-
parameter of each item of
additionalinformation shall be set to the
value 'False’ (i.e., not significant) so that a

system receiving the event report will b
likely to reject it.

FSMStateChange: generated when the
FSM used to communicate with another

e less

IDRP
BIS

transitions from one state to another. The

RemoteBis-NET is reported in the

manadging system receiving the event report
will bel less likely to reject it. The
probaljleCause shall be set to
NLM.clommunicationsProtocolError. The
perceivedSeverity shall be set to 'Minor’. A
subsefuent communicationsAlarm with a
perceivedSeverity value of 'Cleared’ shall not
be genmerated. No other fields or parameters
shall % used, with the exception of further
parampters in the Additionalinformation field,
as follpws. These parameters are created
from the OPEN PDU values:

a) naqtificationSourceBISNET--NET of remote
BIIS sending OPEN PDU

b) nqtificationSourceBISNET--NET of remote
BIS sending OPEN PDU

¢) nqtificationSourceBISrdi--RDI of remote
BIS sending OPEN PDU

d) nqtificationSourceBISrdc--RDC informa-
tign for remote BIS sending OPEN PDU

EnterkSMStateMachine: generated when the
IDRP FSM state machine used to communis
cate With another BIS is started. The
RemoteBis-NET is reported in the
additignallinformation field usingthe
"notificationRemoteBISNET” parameter. The
significance sub-parameter.ofieach item of
additignalinformation shall be set to the
value |'False’ (i.e., not §ignificant) so that a
managing system receiving the event report
will bg less likely(to_reject it. The
probableCause(shall be set to
NLM.gommunieationsProtocolError. The
percelvedSeverity shall be set to 'Minor’. A

subselquént communicationsAlarm with a
percelvedSeverily value of Wrnﬁ—wmnML—eare shall no

be generated. No other fields or parameters
shall be used.%;,

iDRPBasiclmportedinfoNotifications-B
BEHAVIOUR DEFINED AS %Imports the
communicationsinformation notification from
ISO/IEC 10165-5. It is used to report the fol-
lowing protocol events:

EnterFSMState: generated when a BIS starts
the IDRP FSM state machine to establish a
connection with a remote BIS. The
RemoteBis-NET is reported in the

Additionalinformation field using the

"notificationRemoteBISNET"” paramefer.
significant sub-parameter of eagh“item
ofAdditionalinformation shall be set to "
(that is, not significant) so,that'a manag

The

false”
ing

system receiving the event\report will ble less

likely to reject it.%;;

ATTRIBUTES
authenticationTypeCode
INITIAL VALUE DERIVATION RULE
supplyOnCreate*B
GET,
capacity GET,
externalBISNeighbor GET-REPLACGE,
holdTime GET,
idrpConfigiD
INITIAL VALUE DERIVATION RULE
supplyOnCreate-B
GET,
internalBIS GET-REPLACE,
internalSystems GET-REPLACE,
intralS GET-REPLACE,
localRDI GET-REPLACE,
localSNPA GET-REPLACE,
locExpense GET,
maxCPUOverloadTimer GET,
maxPDULocal GET,
maxRIBintegrityCheck GET,
maxRIBintegrityTimer GET,
minRDOriginationTimer GET,
multiExit GET-REPLACE,
priority GET,
rdcConfig GET-REPLACE,
rdLRE GET,
rdTransitDelay GET,

ribAttsSet GET,
routeServer GET-REPLACE,
version GET;
ACTIONS
"GMI".activate,
"GMI".deactivate;
NOTIFICATIONS "REC X.721 | ISO/IEC
10165-2:1992": communicationsAlarm
notificationBlSerrorssubcode
notificationBISPDUerrorcode
notificationBISPDUerrorinfo
notificationLocalRDCconfig
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notificationRIBIntegrityFailure
notificationRemoteBISNET
notificationRemoteRDCconfig
notificationSourceBISNET
notificationSourceBISrdc
notificationSourceBISrdi,

"REC X.723 | ISO/IEC 10165-5: 1992":

communicationsinformation
notificationRemoteBISNET;

REGISTERED AS {IDRP.poi idrpConfigPkg-P (1)}

adjarc ntRIQch-D PACKAGE

ISO/IEC 10747: 1994 (E)
REGISTERED AS { IDRP.poi adjacentBISPkg-P (2) }

11.4 Attribute definitions

authenticationTypeCode ATTRIBUTE

WITH ATTRIBUTE SYNTAX

IDRP.AuthenticationCode;

MATCHES FOR EQUALITY, ORDERING;

BEHAVIOUR authenticationTypeCode-B
BEHAVIOUR DEFINED AS Indication of which

ATTRIBUTES

bisNegotiatedVersion GET,

bisNet GET,

bisPeerSNPAs GET,

bisRDC GET
REPLACE-WITH-DEFAULT
DEFAULT VALUE IDRP.nulIRDC
GET-REPLACE,

bisRDI GET
REPLACE-WITH-DEFAULT
DEFAULT VALUE IDRP.nullRDI
GET-REPLACE,
loseWaitDelayTimer GET,

holdTimer GET,
eepAlivesSincelLastUpdate GET,
eepAliveTimer GET,

stAckRecv GET

INITIAL VALUE IDRP.zero,

stAckSent GET

INITIAL VALUE IDRP.zero,

lastSeqNoRecv GET

INITIAL VALUE IDRP.zero,

lastPriorSeqNo GET-REPLACE,

lastSeqNoSent GET

INITIAL VALUE IDRP.zero,

lfstenForOPEN GET,

axPDUPeer GET,
inRouteAdvertisementinterval GET,
inRouteAdvertisementTimer GET,
utstandingPDUs, GET,

tate GET,

talBISPDUsIn GET,

talBISPDUsOut GET,

pdatesin GET,

pdatesOut GET,;

guihentication mechanism will be|used;;
REGISTERED AS { IDRP.atoi

authenticationTypeCode(1) };

bisNegotiatedVersion ATTRIBUTE

WITH ATTRIBUTE SYNTAX
IDRP.BisNegotiatedVersion;
MATCHES FOR. EQUALITY, ORDERING;
BEHAVIOUR bisNegotiatedVersion-B
BEHAV|OUR DEFINED AS The nefotiated
versian~of IDRP protocol this BiS|to BIS con-
nection is using.;;
REGISTERED AS { IDRP.atoi
bisNegotiatedVersion(2) };

bisNet ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.BisNet;

MATCHES FOR EQUALITY;

BEHAVIOUR bisNet-B
BEHAVIOUR DEFINED AS The NE[ of the remote
BIS of this BIS to BIS connection.;|;

REGISTERED AS { IDRP.atoi bisNet(3) };

bisPeerSNPAs ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.BisHeersSNPAs;
MATCHES FOR EQUALITY;
BEHAVIOUR bisPeerSNPAs-B
BEHAVIOUR DEFINED AS The SNPAs announced
by the remote BIS of this BIS to B|S con-
nection.;;
REGISTERED AS { IDRP.atoi bisPeerBNPAs(4) };

bisRDC ATTRIBUTE
WITH ATTRIBUTE SYNTAX IDRP.Rdcpgroup;

Al 1TNL

ATTRIBUTE GROUPS
"GMIl”:counters
updatesin
updatesOut
totalBISPDUsIn
totalBISPDUsOut
keepAlivesSincelLastUpdate
"DMI":state
state;
ACTIONS
"GMI":activate,
"GMI":deactivate;

)

MATEHES FOREQUALTY-

BEHAVIOUR bisRDC-B
BEHAVIOUR DEFINED AS The RDCs the remote
BIS belong to, as reporied in the OPEN PDU
received from the remote BIS;;

REGISTERED AS { IDRP.atoi bisRDC(5) };

bisRDI ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Rdi;

MATCHES FOR EQUALITY;

BEHAVIOUR bisRDI-B
BEHAVIOUR DEFINED AS The RDI of the remote
BIS participating in this BIS-BIS connection.;;
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REGISTERED AS { IDRP.atoi bisRDI(6) };

capacity ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Capacity;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR capacity-B
BEHAVIOUR DEFINED AS The traffic carrying
capacity of this Routeing Domain.;;
REGISTERED AS { IDRP.atoi capacity(7) };

closeWaitDelayTimer ATTRIBUTE

© ISO/IEC

MATCHES FOR EQUALITY;

BEHAVIOUR idrpConfigID-B
BEHAVIOUR DEFINED AS The NET of the local
BIS.;;

REGISTERED AS { IDRP.atoi idrpConfigiD(50) };

internalBIS ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.BISGroup;
MATCHES FOR EQUALITY;
BEHAVIOUR internalBIS-B

BEHAVIOUR DEFINFD AS The set of NETs which

DERIVED FRQM "GMI":timer;

BEHAVIOUR EloseWaitDelayTimer-B
BEHAVIOUR DEFINED AS The timer that meas-
ures in seqonds the time that has elapsed since
the BIS F entered the CLOSE-WAIT state.
Upon timeq expiration, the BIS FSM will enter
the CLOSED state;;

REGISTERED|AS { IDRP.atoi

closeWaitDelay Timer(8) };

externalBISNeighbor ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.BISGroup;
EQUALITY;
BEHAVIOUR gxternalBISNeighbor-B
BEHAVIOUR DEFINED AS The set of NETs which
identify thg BISs in adjacent routeing domain
that are repchable via a single subnetwork
hop.;;
REGISTERED|AS { IDRP.atoi
externalBISNgighbor(9) };

holdTime ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Holdtime;
EQUALITY, ORDERING;
BEHAVIOUR poldTime-B

BEHAVIOUR DEFINED AS The_maximum number
of seconds] that may elapse _between the receipt
of two sucg¢essive BISPDUs\from the adjacent
BIS of any|of the following types: KEEPALIVE,
UPDATE, RIB CHECKSUM PDUs or RIB
REFRESH PDUs;;

REGISTERED| AS { IDRP.atoi holdTime(10) };

identify the BISs in this routeing domain;;
REGISTERED AS { IDRP.atoi internalBIS(12))};

internalSystems ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.SystemidGroup;
MATCHES FOR EQUALITY;
BEHAVIOUR internalSystems-B
BEHAVIOUR DEFINED/AS“The set of NET angd
NSAP prefixes that.identify the systems in this
routeing domain-ferwhich the BIS constructfs
this routeing domain from which the BIS con-
structs netwerk layer reachability information;;
REGISTERED AS { IDRP.atoi internalSystems(1B) };

intralS ATTRIBUTE

WITHYATTRIBUTE SYNTAX IDRP.BISGroup;

MATCHES FOR EQUALITY;

BEHAVIOUR intralS-B
BEHAVIOUR DEFINED AS The set of NETs of the
ISs to which the local BIS may deliver an
inbound NPDU whose destination lies within|the
BIS’s routeing domain. These ISs must be
located on the same common subnetwork a
this local BIS, and must be capable of deliv¢ring
NPDUs to destinations that are located within
the local BIS's routeing domain.;;

REGISTERED AS { IDRP.atoi intralS(14) };

keepAlivesSincelLastUpdate ATTRIBUTE

DERIVED FROM "GMI":nonWrapping64BitCounter;

BEHAVIOUR keepAlivesSinceLastUpdate-B
BEHAVIOUR DEFINED AS The number of
KEEPALIVE BISPDUS received by this BIS ffom
the remote BIS since this last UPDATE BISPPU.;;

holdTimer ATTRBYTE

DERIVED FROM "GMI":timer;

BEHAVIOUR holdTimer-B
BEHAVIOUR DEFINED AS The timer that meas-
ures in seconds the time that has elapsed since
the local BIS’'s most recent reception from the
peer BIS of any of the following types of
BISPDUs: KEEPALIVE, UPDATE, RIB REFRESH;;

REGISTERED AS { IDRP.atoi holdTimer(11) };

idrpConfiglD ATTRIBUTE
WITH ATTRIBUTE SYNTAX IDRP.NetworkEntityTitle;
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REGISTEREDAS{1DRP=tui
keepAlivesSinceLastUpdate(15) };

keepAliveTimer ATTRIBUTE

DERIVED FROM "GMI":timer;

BEHAVIOUR keepAliveTimer-B
BEHAVIOUR DEFINED AS The timer that meas-
ures in seconds the time that has elapsed since
the previous KEEPALIVE PDU from the adjacent
BIS was received by the local BIS. Upon its
expiration, the BIS will send a BISPDU to its
peer BIS;;

REGISTERED AS { IDRP.atoi keepAliveTimer(16) },
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lastAckRecv ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Integer;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR lastAckRecv-B
BEHAVIOUR DEFINED AS The number of the
last ack received from the remote BIS by this
local BIS on this BIS to BIS connection.;;
REGISTERED AS { IDRP.atoi lastAckRecv(17) };

lastAckSent ATTRIBUTE

r

ISO/IEC 10747: 1994 (E)

MATCHES FOR EQUALITY;

BEHAVIOUR localRDI-B
BEHAVIOUR DEFINED AS The Routing Domain
Identifier for the routeing domain where this BIS
is located;;

REGISTERED AS { IDRP.atoi localRDI(22) };

localSNPA ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.LocalSNPAs;
MATCHES FOR EQUALITY;
BEHAVIOUR localSNPA-B

mils N AA eqge
MATICHES FOR EQUALITY, ORDERING;
VIOUR lastAckSent-B
HAVIOUR DEFINED AS The number of the
Igst ack sent to the remote BIS from this local
BIS on this BIS to BIS connection.;;

REGISTERED AS { IDRP.atoi lastAckSent(18) };

lastSeqNoRecv ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Integer;
MATICHES FOR EQUALITY, ORDERING;
BEHAVIOUR lastSegNoRecv-B

JEHAVIOUR DEFINED AS The last sequence

BEHAVIOUR DEFINED AS The last sequence
number sent to the remote BIS immediately
before the local BIS enters the GLOSED state;;

REQISTERED AS { IDRP.atoi lastRriorSeqNo(49) };

lastSeqNoSent ATTRIBUTE

WITH ATTRIBUTE SYNTAX.IDRP.Integer;
MATICHES FOR EQUALITY, ORDERING;
BEHAVIOUR lastSégNoSent-B
HEHAVIOUR/DEFINED AS The last sequence
number sentyto the remote BIS from this local
HIS on this BIS to BIS connection.;;
REQISTERED AS { IDRP.atoi lastSeqNoSent(20) };

BEHAVIOUR DEFINED AS The Tist ¢f SNPAs of
this BIS;;
REGISTERED AS { IDRP.atoi lpcalSNPA(23) };

locExpense ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.LocExpense;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR locExpéense-B
BEHAVIOUR'DEFINED AS The morjetary
expense(ofytransiting this Routeing Domain.
The attribute contains an indicatior] of cost and
the (nits in which it is calculated;;
REGISTERED AS { IDRP.atoi locExpense(24) };

maxCPUOverloadTimer ATTRIBUTE

DERIVED FROM "GMI":timer,;
BEHAVIOUR maxCPUOverioadTimer-B
BEHAVIOUR DEFINED AS The tim¢r that meas-
ures in seconds the time that has ¢lapsed since
the local BIS has detected that its CPU has
become overloaded. See Annex H;;
REGISTERED AS { IDRP.atoi
maxCPUOverloadTimer(25) };

maxPDULocal ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.MaxPDUSize;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR maxPDULocal-B

BEHAVIOUR DEFINED AS The makimum number
of octets that a peer BIS can inclugle in a
BISPDU that it sends to this BIS. The local BIS
informs its peer of this value via the OPEN PDU
sent to the peer;;

REGISTERED AS { IDRP.atoi maxPDULocal(26) };

listenFOTOP RIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Boolean;

MATCHES FOR EQUALITY;

BEHAVIOUR listenForOPEN-B
BEHAVIOUR DEFINED AS The boolean value
determines how the Finite State machnine will
react to reception of an OPEN PDU while it is in
the CLOSED state;;

REGISTERED AS { IDRP.atoi listenForOPEN(21) };

localRDI ATTRIBUTE
WITH ATTRIBUTE SYNTAX IDRP.Rdi;

maxPDUPeer ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.MaxPDUSize;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR maxPDUPeer-B

BEHAVIOUR DEFINED AS The maximum number
of octets that this BIS will include in a BISPDU
that it sends to its peer BIS. This value is
obtained from information in the header of the
peer BIS's OPEN PDU;;

REGISTERED AS { IDRP.atoi maxPDUPeer(27) };
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maxRIBiIntegrityCheck ATTRIBUTE

WITH ATTRIBUTE SYNTAX
IDRP.MaxRIBIntegrityCheck;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR maxRIBIntegrityCheck-B
BEHAVIOUR DEFINED AS The maximum time in
seconds between checking of the Adj-RIBs-In by

a local mechanism. If corrupt Adj-RIB-In is

detected

, the BIS shall purge the offending

Adj-RIB-In;;
REGISTERED AS { IDRP.atoi
maxRIBIntegrityCheck(28) };

© ISO/IEC

REGISTERED AS { IDRP.atoi
minRouteAdvertisementTimer(31) };

multiExit ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Boolean;

MATCHES FOR EQUALITY;

BEHAVIOUR multiExit-B
BEHAVIOUR DEFINED AS The indication
whether this BIS will use the MULTI_EXIT_DISC
attribute to decide between otherwise identical
routes. The multiExit parameter is used as the

maxRIBlIntegrityTimer ATTRIBUTE

DERIVED FIROM "GMI":timer;
BEHAVIOUR maxRIBIntegrityTimer-B

BEHAVI

UR DEFINED AS The timer that meas-

ures in sieconds the time remaining until the

Adj-RiBs
anism. |

In must be checked by a local mech-
a corrupt Adj-RIB-In is detected, the

BIS shall| purge the offending Adj-RIB-In;;
REGISTERHED AS { IDRP.atoi .

maxRIBinte

minRDOriginat

grity Timer(29) };

onTimer ATTRIBUTE

DERIVED FIROM "GM|":timer;

BEHAVIOUR minRDOriginationTimer-B
BEHAVIQUR DEFINED AS The timer that meas-
ures in seconds the time that has elapsed since

the adve
UPDATE

rtisement by the local BIS of an
PDU that reported changes within the

local BIY's routeing domain. See 7.17.3.2;,
REGISTERHED AS { IDRP.atoi

minRDOrigi

hationTimer(30) };

minRouteAdvelrtisementinterval ATTRIBUTE

WITH ATTR|

IDRP.MinR

MATCHES |

BEHAVIOU
BEHAVI(
seconds
advertisé
BIS of r¢g

REGISTERH

IBUTE SYNTAX
buteAdvertisementinterval;

FOR EQUALITY, ORBERING;

R minRouteAdvertisementinterval-B
DUR DEFINEDSAS The minimum time in
that must-elapse between successive
ments_by-a single BIS to the adjacent
utes(tona particular destination;;
DCAS{ IDRP.atoi

minRouteA

minRouteAdve

vertisementinterval(48) }-

default value for the "multi_exit_disc” fundtion in
policy decisions.;;
REGISTERED AS { IDRP.atoi multiExit(32) };

outstandingPDUs ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRPF.OutstandingiPdus;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR outstandingRDUs-B
BEHAVIOUR DEFINED”AS The maximum njumber
of BISPDUs that may be sent to this BIS without
receiving an.acknowledgement;;
REGISTERED "AS*{ IDRP.atoi outstandingPDUp(33)
|

priority AJTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Priority;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR priority-B
BEHAVIOUR DEFINED AS The lowest valug of
ISO 8473 priority parameter that this RD will
provide forwarding services for;;
REGISTERED AS { IDRP.atoi priority(34) };

rdcConfig ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.RdcNest;

MATCHES FOR EQUALITY;

BEHAVIOUR rdcConfig-B
BEHAVIOUR DEFINED AS A depiction of the
nesting relationships that exist between tHe con-
federations to which the local BIS belongs|
Each nesting relationship identifies a top level
confederation to which the local routeing
domain belongs; it also lists in order, from out-
ermost to innernmost, a set of nested RD¢s on

a path between the local BD| and the top llevel

rtisementTimer ATTRIBUTE

DERIVED FROM "GMI":timer,

BEHAVIOUR minRouteAdvertisementTimer-B
BEHAVIOUR DEFINED AS The timer that meas-
ures in seconds the time that has elapsed since
the advertisement by the local BIS to the adja-
cent BIS of a better route that was received
from a BIS located in another routeing domain.
See 7.17.3.2. The minimum value is 5 seconds,
and the maximum value is 1800 seconds;;
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confederation. Since confederations can
overlap one another, there may several paths
between a given bottom level confederation and
a given top level confederation. Hence, same
top level confederation and bottom level confed-
eration could be contained in several of the ele-
ments that comprise this attribute.;;
REGISTERED AS { IDRP.atoi rdcConfig(35) };

rdLRE ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Rdlre;
MATCHES FOR EQUALITY, ORDERING;
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AVIOUR rdLRE-B
BEHAVIOUR DEFINED AS A quantity that is pro-
portional to the average error rate of a
Routeing Domain and is expressed as an an
integer in the range from 0 to <232> - 1. The
actual error rate is equal to the integer value
divided by <232> -1 ;;

REGISTERED AS { IDRP.atoi rdLRE(36) };

nec
[=] =4

rdTransitDelay ATTRIBUTE

gverage delay across a Routeing Domain in
nits of 2 ms.;;
REGISTERED AS { IDRP.atoi rdTransitDelay(37) };

retransmissionTime(38) };

ribAttsBet ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.RibAttsSet;
MATCHES FOR EQUALITY;
BEHAVIOUR ribAttsSet-B
BEHAVIOUR DEFINED AS The set 'of-Rib Attri-
Hutes supported by this BIS.;;

MATCHES FOR EQUALITY;
BEHAVIOUR routeServer-B
HEHAVIOUR/DEFINED AS The indication
hether this)BIS may set the
DRP_Server_Allowed” field in the NEXT_HOP
dttribute’ to X”FF” for BIS to BIS UPDATE
HISPDUs. If this variable is true then in accord-

ISO/IEC 10747: 1994 (E)

BEHAVIOUR state-B
BEHAVIOUR DEFINED AS The current state of
BIS to BIS communication in the local BIS.;;
REGISTERED AS { IDRP . atoi state(41) };

totalBISPDUsIn ATTRIBUTE

DERIVED FROM “GMI”:nonWrapping64BitCounter;
BEHAVIOUR totalBISPDUsIn-B
BEHAVIOUR DEFINED AS The number of
BISPDUS received by this BIS from the remote

BIS on this BIS to BIS connection.;;
s i~totatBtSPDUsin(42) };

totalBISPDUsOut ATTRIBUTE

DERIVED FROM “GMI”:nonWrappingg4BitCounter;

BEHAVIOUR totalBISPDUsOut-B
BEHAVIOUR DEFINED AS The number of
BISPDUS received by this BIS from the remote
BIS on this BIS to BIS connection |;

REGISTERED.AS/{ IDRP.atoi totalBISPDUsOut(43)

|5
updatesin ATTRIBUTE

DERIVED FROM “GMI”:nonWrapping§4BitCounter;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR updatesin-B
BEHAVIOUR DEFINED AS The number of
UPDATE BISPDUs received by thig BIS on this
BIS to BIS connection.;;
REGISTERED AS { IDRP.atoi updates{in(44) };

updatesOut ATTRIBUTE

DERIVED FROM “GMI”:nonWrappingg4BitCounter;

BEHAVIOUR updatesOut-B
BEHAVIOUR DEFINED AS The number of
UPDATE BISPDUs sent by this BI§ on this BIS to
BIS connection.;;

REGISTERED AS { IDRP.atoi updatesiOut(45) };

version ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.Vergion;

MATCHES FOR EQUALITY, ORDERING;

BEHAVIOUR version-B
BEHAVIOUR DEFINED AS The verpgion of IDRP

protocol this machine defaults to ysing.;;
DE-&SIEBED-AS-{-LDB-E.M-AMLG) b

ance with Tocal policy, the TDRP_Server_Allowed
field may be set on some UPDATE BISPDUs that
this BIS sends. If this attribute is set to false,
then no UPDATE BISPDUs will be sent by this
BIS with NEXT_HOP attributes containing an
“IDRP_Server flag” equal to X”FF”.;;
REGISTERED AS { IDRP.atoi routeServer(40) };

state ATTRIBUTE

WITH ATTRIBUTE SYNTAX IDRP.State;
MATCHES FOR EQUALITY, ORDERING;

11.5 Parameter definitions

notificationRemoteBISNET PARAMETER

CONTEXT EVENT-INFO;

WITH SYNTAX IDRP.RemoteBISNetActionReply;

BEHAVIOUR notificationRemoteBISNET-B
BEHAVIOUR DEFINED AS The NET of the
Remote BIS that this local BIS is starting IDRP
protocol communication with.;;

7
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REGISTERED AS { IDRP.proi
notificationRemoteBISNET(1) };

notificationBiSPDUerrorcode PARAMETER

CONTEXT EVENT-INFO;

WITH SYNTAX IDRP.BispduErrorCode;

BEHAVIOUR notificationBISPDUerrorcode-B
BEHAVIOUR DEFINED AS The error code indi-
cating what type of error occurred in the BIS
PDU.;;

REGISTERED AS { IDRP.proi

© ISO/IEC

BEHAVIOUR DEFINED AS The maximum number
of integrity checks detected before reporting the
event to systems management;;
REGISTERED AS { IDRP.proi
notificationRIBIntegrityFailure(7) };

notificationSourceBIS

CONTEXT EVENT-INFO;
WITH SYNTAX IDRP.NetworkEntityTitle;

BEHAVIQOUR notificationSourceBISNET-B

BEHAVIOUR DEFINED AS NET of the remate BIS

notificationBISPDUerrorcode(2) };

notificationBlSefrorsubcode PARAMETER

CONTEXT EVENT-INFO;

IDRP.BispduErrorSubcode;

BEHAVIOUR |notificationBlSerrorsubcode-B
BEHAVIOUYR DEFINED AS The error code indi-
cating what type of error within the major error
type occurred in the BIS PDU.;;

REGISTEREDQ AS { IDRP.proi

notificationBISerrorsubcode(3) };

notificationBISPPUerrorinfo PARAMETER
CONTEXT EVENT-INFO;

BEHAVIOUR [notificationRemoteRDCConfig-B
BEHAVIOUR DEFINED AS The.Routing Domain
Confederation (RDC) information from the
remote BI$ on this BIS to BIS communication.;;

REGISTERED AS { IDRP.pfoi

notificationRgmoteRDCCanfig(5) };

notificationLocalRDCConfig PARAMETER
CONTEXT EVENT:INFO;

that sent a packet bomb to the local BIS;;
REGISTERED AS { IDRP.proi

nntlflrngannnrrnR!QNI-‘-‘TIQ\ 1

=0Ur N

notificationSourceBISrdi PARAMETER

CONTEXT EVENT-INFO;

WITH SYNTAX IDRP.Rdi;

BEHAVIOUR notificationSourceBISRdi-B
BEHAVIOUR DEFINEDVAS RDI of the remot¢ BIS
that sent a packet bomb to the local BIS;;

REGISTERED AS\{7IDRP.proi

notificationSour6eBISrdi(9) };

notificationSourceBISrdc PARAMETER

CONTEXT EVENT-INFO;

WITHSYNTAX IDRP.Rdi;

BEHAVIOUR notificationSourceBISrdc-B
BEHAVIOUR DEFINED AS RDC of the remote
BIS that sent a packet bomb to the local BI$;;

REGISTERED AS { IDRP.proi

notificationSourceBISrdc(10) };

11.6 Behaviour

supplyOnCreate-B BEHAVIOUR

DEFINED AS Value is supplied by the protocol
machine when the MO is created, or supplied Via

CREATE operation. The value can not be charjged
thereafter;

11.7 ASN.1 modules

IDRP{joint-iso-ccitt network-layer(13)

WITH SYNTAXTDRP LocatRDTCTonfig;
BEHAVIOUR notificationLocalRDCConfig-B
BEHAVIOUR DEFINED AS The Routing Domain
Confederation (RDC) information from this local
BIS on this BIS to BIS communcation.;;
REGISTERED AS { IDRP.proi
notificationLocalRDCConfig(6) };

notificationRIBIntegrityFailure PARAMETER

CONTEXT EVENT-INFO;
WITH SYNTAX IDRP.RIBIintegrityFailure;
BEHAVIOUR notificationRIBIntegrityFailure-B
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DEFINITIONS::=BEGIN
-- object identifier definitions

idrpoi OBJECT IDENTIFIER ::= {NLM.nl iDRP(3)}
sseoi OBJECT IDENTIFIER ::=

{idrpoi standSpecificExtensions(0)}

moi OBJECT IDENTIFIER ::=

{idrpoi objectClass (3)}

poi OBJECT IDENTIFIER ::=

{idrpoi package (4)}

proi OBJECT IDENTIFIER ::=
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{idrpoi parameter(5)}

nboi OBJECT IDENTIFIER ::
{idrpoi nameBinding (6)}
atoi OBJECT IDENTIFIER ::=
{idrpoi attribute (7)}

agoi OBJECT IDENTIFIER ::=
{idrpoi attributeGroup (8)}
acoi OBJECT IDENTIFIER ::=
{idrpoi action (9)}

noi OBJECT IDENTIFIER ::=
{idrpoi notification (10)}

ISO/IEC 10747: 1994 (

expense(1),

capacity(3),

error(4) }
Holdtime ::=INTEGER(1..65535)
Integer ::=INTEGER
KeepaliveSincelastupdupdate ::=
INTEGER(1..4294967295)
Lastseqnosent ::=INTEGER(1..4294967295)
Lastseqnorecv ::=INTEGER(1..4294967295)
Lastacksent ::=INTEGER(1..4294967295)
Lastackrecv ::=INTEGER(1..4294967295)

{sseoi specificProblems(3)}
errofBISPDUsent OBJECT IDENTIFIER ::=

{sel errorBISPDU1(1)}
errofBISPDUconnectionclose OBJECT IDENTIFIER
;:= [se errorBISPDU2(2)}

corruptAdjRIBIn OBJECT IDENTIFIER ::=

{sel errorBISPDU3(3)}

{sel errorBISPDUS(5)}
fSMtateChange OBJECT IDENTIFIER ::=
{sel errorBISPDUG6(6)}

--A§N1 Types and Values

AuthenticationCode ::=ENUMERATED{
integrityOnly(0),

BiSGroup ::= SET OF-NetworkEntityTitle
BisNet ::= NetworkEntityTitle
BisNegotiatedVersion ::=Version

dPENPDUerror (1),
PDATEPDUError (2),
oldtimerExpired (3)}

BispduErro beode——=—GHOIGC

operr [] IMPLICIT Openerrorsubcode,
uperr [1] IMPLICIT Updateerrorsubcode}

BispduErrorinfo ::=OCTET STRING(SIZE(1..50))
--50 bytes of original message are saved

BisPeersSNPAs ::= SNPAaddresses

Boolean ::= BOOLEAN

Capacity ::=INTEGER(1..255)

EndSystemNSAP ::= OCTET STRING(SIZE(1..20))

ESPrefix ::= NSAPprefix

Expensevalue ::=Locexpense

GLOBAL ::= ENUMERATED {
delay(0),

tocExp = -
LocalRDCConfig ::=Rdcgroup
LocalSNPAs ::= SNPAaddresses
MaxPDUSize ::=INTEGER(1,.65535)
MaxRIBintegrityCheck ::=INTEGER(1./65535)
Metriclength ::=INTEGER(1..255)
Metricvalue ::=OCTET\STRING(SIZE({..255))
MinRouteAdvertisementinterval
:=INTEGER(1..65535)
NSAPprefixLength ::=INTEGER(1..160)
NSAPprefix..:= BIT STRING(SIZE(1..160))
NetworkEntity Title ::=OCTET STRING(SIZE(1..20))
NETPrefix ::= NSAPprefix
Notificationinfo ::=SET OF Parameter
nultRDC Rdcgroup ::= {}--empty set
nullRDI Rdi ::= OCTET STRING(SIZE(pP))
Openerrorsubcode ::=ENUMERATED |[{
unsupportedVersionnumber (1),
badMaxPDUsize (2),
badOutstandingPDUs (3),
badPeerRD (4),
unsupportedAuthenticationcode (5),
authenticationFailure (6),
badRIB-AttrsSet (7),
rDCmismatch (8)}
OutstandingPdus ::=INTEGER(0..255)
Parameter ::= SEQUENCE {
param|D OBJECT IDENTIFIER,
paraminfo ANY DEFINED BY paramlD}
Priority ::= INTEGER(0..14)
QOS ::= CHOICE { global[0] EXPLICIT GLOBAL,
ssQOS[1] EXPLICIT QOSTV,
dsQOS[2] EXPLICIT QOSTV }
QOSlength ::= INTEGER(1..255)

E)

QOSTV ::= SEQUENCE { preflgth NSAPrefixLength,

qOSval QOSvalue }

QOSvalue ::= OCTET STRING(SIZE(1..255))
Rdi ::=OCTET STRING(SIZE(0..20))
--assigned from the NSAP address space
Rdcgroup::= SET OF Rdi

RdcNest ::=SET OF RdcHierarchy

--each nested path from top to bottom is
--identified by the confederation at the top.
--Because of overlapping confederations, a
--given top level confederation may appear
--in several 'RdcHierarchy’ elements
RdcHierarchy ::= SEQUENCE {
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confed Rdcsetid,

ConfedID Rdi, --RDI of top level RDC
SubordinateRDCs SEQUENCE OF Rdi}
--order of RDIs specifies a single
--nesting relationships between the top
--level RDC and a bottom level RDC
--RDC in which the local routeing
--domain is situated.

Rdcsetid ::=INTEGER(1..255)
RDTransitDelay ::=INTEGER(0..65535)
Rdire ::=INTEGER(0..4294967295)
Retransmissi T —= >
RemoteBISNET ::=NetworkEntityTitle

© ISO/IEC

--and maximum value of 900 seconds in clause
--12.2.4.3, part e)

SEC ::= SEQUENCE { seclDLgth SecurityLength,
seclD Securitylevel,

secinfolLgth SecurityLength,

seclinfo Securitylnfo }

Securitylnfo ::= OCTET STRING(SIZE(1..255))
Securitylength ::= INTEGER(0..255)
Securitylevel ::= OCTET STRING(SIZE(1..255))
SNPAaddress ::= OCTET STRING (FROM

C1HIP2°H 3 HI"4"H |’ H|"6"H|"TH| '8 H|"9"H|

--integral number of hexadecimal digits

RemoteRDC
RemoteBISN
responseCog

onfig ::=Rdcgroup
tActionReply ::=SEQUENCE({
e OBJECT IDENTIFIER,

responseArgs SET OF Parameter OPTIONAL}

RibAttsSet ::
count Ribse
attribs SET
RIBIntegrityFi
Ribsetid ::=|
Ribsetcount
Ribattributes
priority [O]
security [1]
qosmaint [2
Ribattribute

tRANSITD

rESIDUAL

eXPENSE

= SEQUENCE { confed Ribsetid,
count,
OF Ribattributes}

ilure ::=INTEGER(1..65535)
TEGER(1..255)
:=INTEGER(0..255)

;= SEQUENCE {
EXPLICIT Priority OPTIONAL,
EXPLICIT SEC OPTIONAL,
] EXPLICIT QOS OPTIONAL }
:= ENUMERATED {
ELAY (9),
FRROR (10),
(11),

locDefQO$ (12),

Security (
priority (2
Ribvalue ::=
attr Ribattri
Ribattlength
Ribattvalue
transitdel
residuale

7,

0)}

SEQUENCE {length Ribattlength,
butes}

;= INTEGER

:= CHOICE {

hyvalue [0] IMPLICIT INTEGER,
rorvalue [1] IMPLIGITNNTEGER,

security [
priorityva
Ribattqos ::
prefigth NS
prefix NSA
qOSigth Q

lue [2] IMPLICIT INTEGER,
[3]IMPLICIT INTEGER,

] IMPLICIT/INTEGER,

ue [8] IMPLICIT INTEGER}
SEQUENCE {
PprefixLength,

prefix,

SNPAaddresses ::= SET OF SNPAaddress
State ::= ENUMERATED {
closed (0),
open-recv(1),
established(2),
open-sent(3),
close-wait(4)}
StopEventreply ::= Parameter
StartEventreply:.=Parameter
SystemldGroup 5=_SEQUENCE { nETS SET Q
NETprefix, nSAPs SET OF ESprefix }
Updateerrotsubcode ::=ENUMERATED {
malfofmedAttributelist (1),
unrecognizedWell-knownAttribute (2),
missingWell-knownAttribute (3),
attributeFlagsError (4),
attributeLengthError (5),
rDRouteinglLoop (6),
invalidNEXTHOPAttribute (7),
optionalAttributeerror (8),
invalidReachabilityInformation (9),
misconfiguredRDCs (10)}
Version ::=INTEGER (1..255)
zero INTEGER ::= 0

END

12 Conformance

A Protocol Implementation Conformance Statem
(PICS) shall be completed with respect to any cl3

T

bnt
iim

erna-

gt

qOSval QOSvalue,
metriclgth Metriclength,
metricval Metricvalue}

Ribattsec ::=

SEQUENCE |

prefigth NSAPprefixLength,

for confarmanca of an implomonfnﬁnn to this Int
tional Standard. The PICS shall be produced in

accordance with the relevant PICS-proforma in
Annex A.

NOTE 38: Since it is only Boundary ISs that implement the

elements of procedure of this International

prefix NSAPprefix,

seclgth Securitylength,

secval Securitylevel}

RouteAdvertisementinterval ::=INTEGER(30..900)
--1S 10589 imposes minimum value of 30 seconds
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Standard, this clause does not address deploy-
ment guidelines or addressing guidelines for
systems in general. Since distribution of policies
is outside the scope of this International Standard,
this topic also is not addressed in the following
conformance clauses.
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12.1 Static conformance for all BISs

Each IS claiming conformance to this International
Standard shall be capable of each of the following:

a) generating and parsing BISPDUs with the fol-
lowing structure and formats described in: 6.1,

N 0N LA OC AL e dan
6.2, 6.3, 6.4, 6.5, 6.6, and 6.7

b) transmitting and receiving NSAP prefixes that
have been encoded as single values according to

7 4 0
r.1.c.1

ISO/IEC 10747: 1994 (E)

n) receiving and recognizing information which has
been reduced in size according to the methods of
7.18.1.

o) distributing network reachability information
within a routeing domain according to 7.17.1.

p) distributing network reachability information
outside a routeing domain according to 7.17.2.

q) selecting routes according to 7.16
forwarding 1ISO 8473 NPDUs according to clause
8

c) gdneraling, recognizing upon receipt, and
updating each of the following path attributes as
dgscribed in the indicated subclauses:

ROUTE_SEPARATOR in 6.3.1.1, 7.12.1
RD_PATH in 6.3.1.3, 7.12.3
RD_HOP_COUNT in 6.3.1.13, 7.12.4
CAPACITY in 6.3.1.15, 7.12.15

d) regognizing upon receipt each of the following
well-known discretionary path attributes that are
cdntained in any incoming UPDATE PDU, as
dgscribed in the indicated subclauses:

— EXT_INFO in 6.3.1.2, 7.12.2

— NEXT_HOP in 6.3.1.4, 7.12.4

—t DIST_LIST_INCL in 6.3.1.5, 7.12.5

— DIST_LIST_EXCL in 6.3.1.6, 7.12.6

—t TRANSIT DELAY in 6.3.1.8, 7.12.8

— RESIDUAL ERROR in 6.3.1.9, 7.12.9

—t EXPENSE in 6.3.1.10, 7.12.10

— LOCALLY DEFINED QOS in 6.3.1.11, 7.121
—t HIERARCHICAL RECORDING in 6.3.1.12,
7.12.12

— SECURITY in 6.3.1.14, 7.12.14

— CAPACITY in 6.3.1.15, 7.12.15

—t PRIORITY in 6.3.1.16, 7.12.16

e) utflizing domain configuration-information in the
fofmat described in 7.3

f) prpviding reliable delivery of BISPDUs using
selquence numbering and flow control as
dgscribed in 7.7.4\and 7.7.5.

g) esftablishing;~closing, and maintaining BIS-BIS
connectionsin accordance with the procedures of
7.

h) reppanding to error conditions in BISPDUs

s) supporting the interface to 1SQ8473 using the
service primitives according to)¢layse 9.

t) providing the managed dhjects deslcribed in 11.

i2.2 Conformance to.optionai functjons
12.2.1 Generation<of information in reduced form

A BIS that claims to support generation of information
in a reduced form shall be capable of pfoducing infor-
mation in) accordance with the reduction) techniques of
7.18M and 7.18.2.

12.2.2 Generation of well-known discretionary
attributes

A BIS that claims to support generation|of any of the
following well-known discretionary attrijutes shall do
so in accordance with the indicated subflauses:

— ROUTE_SEPARATOR in 6.3.1.1, 7.13.1
— EXT_INFO in 6.3.1.2, 7.12.2

— NEXT_HOP in 6.3.1.4, 7.12.4

— DIST_LIST_INCL in 6.3.1.5, 7.12.5
— DIST_LIST_EXCL in 6.3.1.6, 7.12.6
— TRANSIT DELAY in 6.3.1.8, 7.12.8
— RESIDUAL ERROR in 6.3.1.9, 7.12.9
— EXPENSE in 6.3.1.10, 7.12.10

— LOCALLY DEFINED QOS in 6.3.1.11) 7.12.11

— HIERARCHICAL RECORDING in 6.3/1.12, 7.12.12
— SECURITY in 6.3.1.14, 7.12.14
— CAPACITY in 6.3.1.15, 7.12.15
— PRIORITY in 6.3.1.16, 7.12.16

according to 7.20

i) negotiating the protocol version number
according to 7.8

j) operating in a "fail-stop” manner in regard to cor-
rupted routeing information, according to 7.10.2

k) maintaining RIBs as described in 7.10.
1) handling incoming BISPDUs as described in 7.14.

m) detecting inconsistent routeing information in
accordance with 7.15.1.

12.2.3 Propagation of well-known discretionary
attributes

A BIS that claims to support updating and propa-
gation of any of the following well-known discretionary
attributes after having received them in an UPDATE
PDU shall do so in accordance with the indicated sub-
clauses:

— ROUTE_SEPARATOR in 6.3.1.1, 7.12.1
— EXT_INFO in 6.3.1.2, 7.12.2

— NEXT_HOP in 6.3.1.4,7.12.4

— DIST_LIST_INCL in 6.3.1.5, 7.12.5
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— DIST_LIST_EXCL in 6.3.1.6, 7.12.6 — CAPACITY in 6.3.1.15, 7.12.15

— TRANSIT DELAY in 6.3.1.8, 7.12.8 — PRIORITY in 6.3.1.16, 7.12.16

— RESIDUAL ERROR in 6.3.1.9, 7.12.9

— EXPENSE in 6.3.1.10, 7.12.10 12.2.4 Peer entity authentication

— LOCALLY DEFINED QOS in 6.3.1.11, 7.12.11

— HIERARCHICAL RECORDING in 6.3.1.12, 7.12.12 A BIS that claims to support peer entity

— SECURITY in 6.3.1.14, 7.12.14 authentication shall do so in accordance with 7.7.2.
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Annex A
PICS proforma

(normative)

Introduction

The supplier of a protocol implementation which is
claimed to conform to International Standard XXX
shall complete the applicable Protocol Implementation

Conformance Statement (PICS) profo : —

A compgleted PICS proforma is the PICS for the imple-
mentatfon in question. The PICS is a statement of
which g¢apabilities and options of the protocol have
been implemented. The PICS can have a number of
uses, inpcluding use:

by|the protocol implementer, as a check list to
reduce the risk of failure to conform to the
standard through oversight;

by|the supplier and acquirer—or potential
acquirer— of the implementation, as a detailed
indication of the capabilities of the implementa-
tioh, stated relative to the common basis of
unglerstanding provided by the standard PICS
prdforma;

by |the user—or potential user— the implementa-
tiom, as a basis for initially checking the possi-
bility of interworking unit another implementation
(ndte that, while interworking can never be guar-
anfeed, failure to interwork can often be pre:
dicfed from incompatible PICSs);

by |a protocol tester, as the basis for selecting
appropriate tests against which 16 assess the
clajm for conformance of the(implementation.

A.2 Abbreviations and special symbols

A.2.1 $tatus symbols

The following status' symbols are used in the PICS:

Symbo Meaning
M mandatory
(o] optional
O.<n> optional, but support of at least one of the
group of options labelled by the same
numeral <n> is required NOTE 39:
X prohibited
c.<cid> conditional requirement, according to the
condition identified by <cid>
<item> simple-predicate condition, dependent on

A.3 Instructions for completing the PICS

proforma

A.3.1 General structure of the PICS proforma

Identification and Protocol Summary—i$
pleted as indicated with the information
identify fully both the supplier and.the in
tion.

The main part of the PICS ‘proforma is a
questionnaire divided-into subclauses, e3

lementation
o be com-
hecessary to
hplementa-

fixed-format
hich con-

questionnaire itemsvare to be provided i

the right-

taining a group of individual items. AnsEers to the

most column, either by simply marking

indicate a resfricted choice (usually Yes
entering aivalue or a set or range of val
that there’are some items where two or

from~a. set of possible answers can apply:

choices are to be marked.)

n answer to
or No), or by
bes. (Note
more choices
all relevant

Each item is identified by an item reference in the

first column; the second column contains
to be answered; the third column contain
ence or references to the material that

item in the main body of the standard; t
columns record the status of the item—w
support is mandatory, optional, or condit

the question
s the refer-
pecifies the
e remaining
hether
onal—and

provide space for the answers: see also A.3.4 below.

A supplier may also provide—or be requ
provide—further information, categorized
Additional Information or Exception Infor

red to
as either
imation.

When present, each kind of further inforfation is to

be provided in a further subclause of ite
A<i> or X<i>, respectively, for cross-i

ms labelled
eferencing

purposes, where <i> is any unambiguous identifica-

tion for the item (e.g., simply a numeral)
other restrictions on its format and pres

there are no
bntation.

A completed PICS proforma, including any Additional

the support marked for <item

not applicable (N/A)

Information and Exception Information, is the Protocol

Implementation Conformance Statement
implementation in question.

Where an implementation is capabl

for the

e of being con-

figured in more than one way, a single PICS may
be able to describe all such configurations.

However, the supplier has the choice of providing
more than one PICS, each covering some subset
of the implementation’s configuration capabilities,

in case that makes for easier and
tation of the information.

clearer presen-
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A.3.2 Additional information

ltems of Additional Information allow a supplier to
provide further information intended to assist the
interpretation of the PICS. It is not intended or
expected that a large quantity will be supplied, and a
PICS can be considered complete without any such
information. Examples might be an outline of the
ways in which a (single) implementation can be set up
to operate in a variety of environments and configura-
tions, or a brief rationale—based perhaps upon spe-

© ISO/IEC

a later point in the questionnaire if the "Not Appli-
cable” answer is selected.

A.3.4.2 Conditional symbols and conditions

A conditional symbol is either of the form C.<n> or
C.G<n>, where <n> is a numeral or is an abbrevi-
ated condition of the form described in A.3.4.3 below.
For the C.<n> form, the numeral identifies a condi-
tion appearing in a list as the end of the subclause
containing the item. For the C.G<n> form, the

cific application reeds—forthe—exctusion—ottfeatures
which, although| optional, are nonetheless commonly
present in implg¢mentations of the protocol.

References to ijems of Additional Information may be
entered next to|any answer in the questionnaire, and
may be included in items of Exception Information.

A.3.3 Exceptionp information

It may occasiorjally happen that a supplier will wish to
answer an item| with mandatory or prohibited status
(after any cond|tions have been applied) in a way that
conflicts with the indicated requirement. No pre-
printed answer [will be found in the Support column
for this: insteafl, the supplier is required to write into
the Support cojumn an X<i> reference to an item of
Exception Information, and to provide the appropriate
rationale in the| Exception item itself.

An implementation for which an Exception item is
required in this|way does not conform to ISO/IEC XXX

NOTE 40: A posgible reason for the situation described
above|is that a defect in the standard has _been
reportpd, a correction for which is expecfed to
changp the requirement not met by the\implemen-
tation

A.3.4 Conditio]»al status

A.3.4.1 Conditional items

The PICS profdrma contains a number of conditional
items. These 3re items for which the status that
applies—mandatory,optional, or prohibited—is
dependent upop ‘whether or not certain other items

1 niifl naitian aeina in o lict f
e rartae e a—oontrmor—appeattg— ot

global conditions.
A simple condition is of the form
if <p1> then <s1> else <s2>

where <p1> is a predicate (see A.3.4.4 below) and
<s1> and <s2> are eitherrbasic status symboljs (M,
O, O.<n>, or X) or the symbol "—.

An extended conditiornis of the form

if <p1> then-<s1>
else if gp2> then <s2>
[else if).]

elselssn>

where the quantities <px> are predicates, and fhe
quantities <sx> are either basic status symbolg or

"__u

The symbol (either a basic status symbol or "—*
applicable to an item governed by a simple condition
is <s1> if the predicate of the condition is true,|and
is <s2> otherwise. The symbol applicable to ap
item governed by an extended condition is <si}
where <pi> is the first true predicate, if any, in[the
sequence <p1>, <p2>,...; and it is <sn> if ng
predicate is true.

A.3.4.3 Abbreviated conditions

The abbreviated condition <item>:<s> in the
status column is equivalent to a conditional sympol
with corresponding condition if <item> then s>

else "

are supported, or upon the values supported for other
items.

In many cases, whether or not the item applies at all
is conditional in this way, as well as the status when
the item does apply.

Individual conditional items are indicated by a condi-
tional symbol in the Status column as described in
A.3.4.2 and A.3.4.3 below. Where a group of items is
subject to the same condition for applicability, a sepa-
rate preliminary question about the condition appears
at the head of the group, with an instruction to skip to

78

A.3.4.4 Predicates

A simple predicate in a condition is either:
a) a single item reference; or

b) a relation containing a comparison operator
(=,<,etc.) with one (or both) of its operands
being an item reference for an item taking numer-
ical values as its answer. In case (a), the predi-
cate is true if the item referred to is marked as
supported, and false otherwise. In case (b), the
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predicate is true if the relation holds when each
item reference is replaced by the value entered
in the Support column as the answer to the item
referred to.

Compound predicates are boolean expressions con-
structed by combining simple predicates using the
boolean operators AND, OR, and NOT, and paren-
theses, in the usual way. A compound predicate is
true if and only if the boolean expression evaluates to
“true” when the simple predicates are interpreted as
described above.

ISO/IEC 10747: 1994 (E)

the Support column is to be completed in the usual
way.

When two or more status symbols appear in the con-
dition for an item, the Support column for the item
contains one line for each such symbol, labelled by
the relevant method. The answer for the item is to be
marked in the line labelled by the symbol selected
according to the condition (unselected lines may be
crossed out for added clarity).

For example in the illustration bhelow_the N/A column

Items [whose references are used in predicates are
indicajed by an asterisk in the Item column.

A.3.4.5 Answering conditional items

To angwer a conditional item, the predicate(s) of the
condit|on is (are) evaluated as described in A.3.4.4
above| and the applicable symbol is determined as
described in A.3.4.2. If the result is "N/A", the Not
Applichble answer column is to be marked; otherwise,

would be marked if neither predicateloff C.2 was true;
the answer line labelled "M:" would-be marked if item
A4 was marked as supported; and-the answer line
labelled "O:” would be marked if item A4 was not
marked as supported but,item D1 was $upported.

Itgm Questions/Features References Status N/A Support
H3 Is ... supported? 42.3(d) C.2 ___ M: Yes__
O: Yes__ No__

Cl|2: If A4 then M else if D1 or (B52>2) then-O else N/A

A.4 ldentification

A.4.1 |PICS proforma: IDRP implementation identification

Supplier

Contact point for queries about this PICS

Implementation\Name(s) and Version(s)

Othér infermation necessary for full identification (e.g., Name's and
Vergion(s)-for machines and operating systems, System Name(s))

NOTE 41: Only the first three items are required for all implementations; other information may be completed as appropriate in
meeting the requirement for full identification. The terms Name and Version should be interpreted appropriately to
correspond with a supplier’s terminology (using, e.g., Type,Series, MODEL).
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A.4.2 PICS proforma: IDRP protocol summary
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Protocol Version

Addenda Implemented (if applicable)

Amendments Implemented

Have any Exception items been required? (See A.3.3.) Yes__ No___

NOTE: The answer Yes means that
the implementation does not
conform to this International
Stapdard)

A.4.3 PICS profprma: IDRP general
Item Questions/Features References Status Support
BASIC Are all basic BIS functions imple- 121 M Yes__
mented?
MGT Is this system capable of being 11 M Yes___
managed by the specified man-
agement information?
VER Does this BIS support version 7.8 M Yes__
negotiation?
RTSEP Does this BIS support the 6.3.1.1, 7.12.1 M Yes___
ROUTE_SEPARATOR attribute?
HOPS Does this BIS support the 6.3.1.13, 7:42.13 M Yes___
RD_HOP_COUNT attribute?
PATH Does this BIS support the 6.3.13, 7.12.3 M Yes___
RD_PATH attribute?
CAPY Does this BIS support the 6.3.1.15, 7.12.15 M Yes___
CAPACITY attribute?
FSM Does this BIS manage BIS-BIS 7.6.1 M Yes___
connections according to-the BIS
FSM description?
FCTL Does this BIS provide, flow 7.7.5 M Yes__
control?
SEQNO Does this BIS, provide sequence 7.7.4 M Yes_ _
number support?
INTG1 Does this'BIS provide data integ- 771 0.1 Yes___ No___
rity-using authentication type 1?
INTG2 Dées this BIS provide data integ- 7.7.2 0.1 Yes__ No__
—rity—using—authentieation—type—22
INTG3 Does this BIS provide data integ- 773 0.1 Yes___ No__
rity using authentication type 3?
ERROR Does this BIS handle error han- 7.20 M Yes__
dling for IDRP?
RIBCHK Does this BIS operate in a "fail- 7.10.2 M Yes___
stop” manner with respect to cor-
rupted routeing information?
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A.4.4 PICS proforma: IDRP update send process

ISO/IEC 10747: 1994 (E)

Item Questions/Features References Status Support
INT Does this BIS provide the internal 7171 M Yes__
update procedures?
RTSEL Does this BIS support the 7.17.3.1 M Yes__
MinRouteSelectioninterval timer?
RTORG Does this BIS support the 7.17.3.2 M Yes___
MinRDOriginationinterval timer?
JITTHR Does this BIS provide jitter on its 7.17.3.3 M Yesy_|
timers?
A.4.5 RICS proforma: IDRP update receive process
Item Questions/Features References Status Suppdrt
INPDY Does the BIS handle inbound 714 M Yes__|
BISPDUs correctly?
INCONS Does this BIS detect inconsistent 7.15.1 M Yes__|
routeing information?
A.4.6 BICS proforma: IDRP decision process
Item Questions/Features Reterences Status Suppdrt
TIES Does the BIS break ties between ~16.2.1 M Yes__|
candidate routes correctly?
RIBUPD Does this BIS update the correct 7.16.2 M Yes__|
Loc-RIBs?
AGGRT Does this BIS support route 7.18.2.1,7.18.2.2, O Yes__|No__
aggregation? 7.18.2.3
LOCK Does this BIS providé interlocks 7.16.4 M Yes___
between its decision process and
the updating of.the information in
its Adj-RIBs-In?
A.4.7 PICS proforma: IDRP receive process
Item Questions/Features References Status Suppoart
RCV Does the BIS process incoming 7.14, 7.20 M Yes___
BISPDUs and respond correctly to
OSIZE Does the BIS accept incoming 6.2,7.20 M Yes__
OPEN PDUs whose size in octets
is between minBISPDULength and
3000?
MXPDU Does the BIS accept incoming 6.2, 7.20 M Yes__
UPDATE, IDRP ERROR and RIB
REFRESH PDUs whose size in
octets is between
minBISPDULength and
maxBISPDULength?
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A.4.8 PICS proforma: IDRP CLNS forwarding
Item Questions/Features References Status Support
PSRCRT Does the BIS correctly handle 8 M Yes__
8473 NPDUs that contain a partial
source route?
DATTS Does the BIS correctly extract the 8.2 M Yes__
NPDU-derived Distinguishing
Attributes from an 8473 NPDU?
MATCH Duca lilﬁ Bis bUllel:y llldlb:l l:le 0.3 Ni TES_
NPDU-derived Distinguishing
Attributes with the corresponding
FIB-Atts?
EXTF Does the BIS correctly forward 8.4 M Yes:. ©
NPDUs with destinations outside
its own routeing domain?
INTF Does the BIS correctly forward 8.1 M Yes___
NPDUs with destinations inside its
own routeing domain?
A.4.9 PICS praforma: IDRP authentication
Item Questions/Features References Status Support
AUTH Does the BIS correctly 7.7.2 (e} Yes__ No__
authenticate the source of a
BISPDU?
A.4.10 PICS proforma: IDRP optional transitive attributes
Item Questions/Features References Status Support
MEXIT Does the BIS support use af jthe 6.3.1.7, 7.12.7 0] Yes___ No

MULTI-EXIT DISC attribUte?
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A.4.11 PICS proforma: Generating IDRP well-known discretionary attributes

Item

Questions/Features

References

Status

Support

EXTG

Does the BIS support generation
of the EXT_INFO attribute?

6.3.1.2,7.12.2

(0]

Yes___

No___

NHRS

Does the BIS support generation
of the NEXT_HOP attribute in
support of route servers?

6.3.14,7.12.4

(0]

Yes_

No___

NHSN

Does the BIS support generation
of the NEXT HOD aHrikntn te

6.3.14,7.124

Yes___

advertise SNPAs?

No___

DLI

Does the BIS support generation
of the DIST_LIST_INCL attribute?

6.3.1.5,7.125

Yes_|

No___

DLE

Does the BIS support generation
of the DIST_LIST_EXCL attribute?

6.3.1.6,7.12.6

Yes_|

No___

TDLY

Does the BIS support generation
of the TRANSIT DELAY attribute?

6.3.1.8, 7.12.8

Yes_|

No___

RERR

Does the BIS support generation
of the RESIDUAL ERROR attri-
bute?

6.3.1.9,7.12.9

Yes_|

No

EXP

Does the BIS support generation
of the EXPENSE attribute?

6.3.1.10£7.12.10

Yes_|

No___

LQOBG

Does the BIS support generation
of the LOCALLY DEFINED QOS
attribute?

6.3.1.11, 7.12.11

Yes_|

No___

HREC

Does the BIS support generation
of the HIERARCHICAL
RECORDING attribute?

6.3.1.12, 7.12.12

Yes_|

No

SECG

Does the BIS support.generation
of the SECURITY attribute?

6.3.1.14, 7.12.14

Yes

No___

PRTY

Does the BIS support generation
of the PRIORITYattribute?

6.3.1.16, 7.12.16

Yes_|

No___
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A.4.12 PICS proforma: Propagating IDRP well-known discretionary attributes

Item Questions/Features References Status Support

EXTGP Does the BIS support propagation 6.3.1.2,7.12.2 M Yes__ No
of the EXT_INFO attribute?

NHRSP Does the BiS support propagation 6.3.1.4,7.12.4 (0] Yes__ No
of the NEXT_HOP attribute in
support of route servers?

NHSNP Does the BIS support propagation 6.3.1.4,7.12.4 o) Yes__ No__
of the I\IEYT_unD attribhiita to
advertise SNPAs?

DLIP Does the BIS support propagation 6.3.1.5, 7.12.5 (e] Yes__ Nol) _
of the DIST_LIST_INCL attribute?

DLEP Does the BIS support propagation 6.3.1.6, 7.12.6 o Yes No__
of the DIST_LIST_EXCL attribute?

TDLYP Does the BIS support propagation 6.3.1.8, 7.12.8 (0] Yes__ No__
of the TRANSIT DELAY attribute?

RERRP Does the BIS support propagation 6.3.1.9, 7.129 O Yes__ No___
of the RESIDUAL ERROR attri-
bute?

EXPP Does the BIS support propagation 6.3.1.10, 7.12.10 (0] Yes__ No__
of the EXPENSE attribute?

LQOSP Does the BIS support propagation 6.3.1.11, 7.02. ™M (0] Yes__ No__
of the LOCALLY DEFINED QOS
attribute?

HRECP Does the BIS support propagation 6.312, 7.12.12 (0] Yes__ No__
of the HIERARCHICAL
RECORDING attribute?

SECP Does the BIS support propagation 6.3.1.14, 7.12.14 (@] Yes__ No__
of the SECURITY attribute?

PRTYP Does the BIS support propagation 6.3.1.16, 7.12.16 (0] Yes__ No__
of the PRIORITY attribute?
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A.4.13 PICS proforma: Receiving IDRP well-known discretionary attributes

ISO/IEC 10747: 1994 (E)

Item

Questions/Features

References

Status

Support

EXTR

Does the BIS recognize upon
receipt the EXT_INFO attribute?

6.3.1.2,7.12.2

M

Yes__ No__

X:

NHRSR

Does the BIS recognize upon
receipt the NEXT_HOP attribute?

6.3.14,7.124

M

Yes___ No___

X:

DLIR

Does the BIS recognize upon
receipt the DIST_LIST_INCL attri-

6.3.1.5,7.12.5

bute2

Yes__ No__

X:

DLER

Does the BIS recognize upon
receipt the DIST_LIST_EXCL attri-
bute?

6.3.1.6,7.12.6

Yes” | No__

TDLYR

Does the BIS recognize upon
receipt the TRANSIT DELAY attri-
bute?

6.3.1.8,7.12.8

Yes__| No,

RERRR

Does the BIS recognize upon
receipt the RESIDUAL ERROR
attribute?

6.3.19,7.129

Yes_ | No___

EXPH

Does the BIS recognize upon
receipt the EXPENSE attribute?

6.3.1.10, 7.12410

Yes__| No

LQO$R

Does the BIS recognize upon
receipt the LOCALLY DEFINED
QOS attribute?

6.3.1.14,7:12.11

Yes_ | No__

HRECR

Does the BIS recognize upon
receipt the HIERARCHICAL
RECORDING attribute?

6.3.1.12, 7.12.12

Yes__ | No___

SECH

Does the BIS recognize upon
receipt the SECURITY attribute?

6.3.1.14, 7.12.14

Yes__| No

PRTYR

Does the BIS recognize*upon
receipt the PRIORITY" attribute?

6.3.1.16, 7.12.16

Yes_ | No___
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Annex B
IDRP checksum generation algorithm

(normative)

This annex describes the IDRP checksum algorithm, be used. The 64-bit long binary encoded quantity

which accepts an a message of arbitrary length as its shall then be appended to the back of the result

input and produces a 128-bit digital signature as its obtained in the first step. Call this quantity Q.

ou . i di - . . .

riif:?nu::ie;:::isb:;si:dﬁt;?:‘ltg message digest algo After completing these two steps, the quantity Q will

o0 have a length which is an exact multiple of 512 bits.

That is, & consisis ol IV 32-biT mﬂa

B.1 Mathematical notation multiple of 16. Let Q[ 1] represent the first (leftmost)
32-bit word of Q,..., and Q [N] represent the)Jast

In this annex, the following notation is used: (rightmost) 32-bit word of Q.

Symbol Mean|ng c) Initialize the Checksum Buffer

X+Y Additilon of two quantities, moduio 2% The checksum is accumulatgdiin 4 32-bit buffers

(A, B, C, and D). Each shall be initialized to [the
following values, expre'ssed in hexadecimal pota-
tion:

X<<s Left rptation (circular shifting) of the binary
pattern X by ”s” bit positions.

- X Bitwide complement of the binary pattern X Word A initialvatue: 01 23 45 67

X® Y Bitwige EXCLUSIVE-OR function of X and Y Word B inifial value: 89 AB CD EF

XY Bitwi]: AND-function of X and Y

XvY Bitwige OR-function of X and Y

Word. @ initial value: FE DC BA 98
Word"D initial value: 76 54 32 10
d) (Rrecess Q@ in Blocks of 16 32-bit words

Three auxiliary functions are defined that egch
take three 32-bit words as input and produc¢ one
32-bit word as output;

B.2 AIgorithrT description

The input data [stream, M, operated upon by this algo-
rithm is assumed to be b binary digits in length. The

first (leftmost) bit of M is labelled m,, the second is (X,Y,2) = XYv(= X)Z

labelled m,, ...| and the last (rightmost) bit is labelled

my. g XY, 2) = XyvXxzvvyz
h(X,Y,2) = X&YDd Z
The following steps shall be performed to/compute

the message d|gest of the message: Do the following:

a) Append pgdding bits Fori = 0to N/16 do /* process each 16-word

From 1 to p12 padding bits (shall be appended to block '_/ N
the back of the original message M so that its For j = 1‘10 16 dp: " copy block i into X *
length in bjts is congryént to 448, modulo 512. If set X[j] to M[i"16+j].
the original message length, b is already end /* of loop on j */
congruent fo 448<modulo 512, then 512 bits of Save A as AA, B as BB, C as CC, and D as DD.
padding sHall,be_added. The first padding bit [Round 1]:
shall be 1,|andrall others shall be 0.

let [JK L MP1 Q} denote the operation

b) Append the length field K = (K+ f(LM,P) + X[t]) << s
When the value of b is less than or equal to 264 it
shall be expressed as a 64-bit binary integer. If Do the following 16 operations in the order indi-
the quantity b is greater than 264, then only the cated:

low-order 64 bits of its binary representation shall

86


https://iecnorm.com/api/?name=fffce36c5093a26b9c41bf8cc806730d

© ISO/IEC

[ABCDO 3]
[DABC17]
[CDAB2I11]
[BCDAS319]
[ABCD 4 3]
[DABC57]
[CDABG 1]
[BCDA719]
[ABCD 8 3]
[DABC97]
[CDAB10 11]

ISO/IEC 10747: 1994 (E)

[ABCDO 3]
[DABCS 9]
[CDAB4 11]
[BCD A 12 15]
[ABCD2 3]
[DABC 10 9]
[CDABB 11]
[BCDA 14 15]
[ABCD1 3]
[DABC?9 9]
[CDABS5 11]

[B-CD-A++19]
[ABCD123]
[DABGC 137]
[CDAB 14 11]
[BCDA 15 19]

[Hound 2]:

Ngqw let [K L M P t s] denote the operation
K= (K + g(L,M,P) + X[t] + 5A827999)

<4q4s

(The value 5A827999 is a hexadecimal 32-bit con-
stant.)

D4 the following 16 operations in the order indi-
cafed:

[ABCDO 3]
[DABC4 5]
[CDABB8 9]
[BCDA 12 13]
[ABCD1 3]
[DABCS5 5]
[CDABS9 9]
[BCDA1313]
[ABCD2 3]
[DABCGCG6 5]
[CDAB109]
[BC DA 14 13]
[ABC D 3.38j
[D AB G 7.5]
[CDAB-119]
[B.CB'A 15 13]

[Rpund _3i:

Nowdet, K L M P t s] denote the operation
K= (K+ h(l MP)+ X[t] +

e)

B€BA 13157
[ABCD3 3]
[DABC 11 9]
[CDAB7 11]
[BCDA 15 15]

Then perform the following additionf:

A=A+ AA
B"=,B + BB
C=C + CC
D=D+ DD

(That\is, each register is incrementdd by the
value it had when processing on thip block was
started.)

end /* of loop on i */

Output

After completing the last loop on |,

he checksum

is the concatenation of the final valyes of A, B, C,

and D.

6ED9EBA1)<<s.

(The value 6ED9EBA1 is a hexadecimal 32-bit
constant.)

Do the following 16 operations in the order indi-
cated:
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(informative)
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Annex D
Example of authentication type 2

(informative)

D.1 Authentication mechanism 2) There is no requirement that a given BIS

must use the same encryption aigorithm

The procedure outlined below provides data integrity on every BIS-BIS connection which it has

and peer BIS authentication in a way that satisfies the

require

ments of authentication type 2. This is an

illustrative example only. Any other method that is

established. The IDRP authentication

code carried in the OPEN
only to a particular BIS-B

PDU applies
IS connection;

Thus _different BIS.BIS cgnnections may

consistent with type 2 authentication could also be choose 1o use differentherjcryption algo-
used. rithms.
X . X . 3) The presence or absence |of the

For an DPEN PDU with an authentication code field of authenticationfunction is ppecified on a
2, and for all BISPDUs that flow on a BIS-BIS con- “per BIS-BIS|connection” pasis. Thus, a
nection|established by this OPEN PDU, the validation given BIS\may support sdme BIS-BIS
fieid wili contain a i6-octet encrypied checksum: connections that use authgntication, and

X . . others, that do not.
a) Geperating a Validation Pattern:

The¢ contents of the Validation Pattern field that is

inc

uded in an outbound BISPDU can be gener-

BISPDU:

b) Checking the\Validation Pattern of ap Inbound

ate{d by the following two step process, which is The confents of the Validation Patterp field of an
illudtrated in Figure D.1: inbound BISPDU will be checked by the following
pfocedures:
1)| An unencrypted checksum that covers the |
contents of the BISPDU can be generated by 1) Apply the IDRP checksum algorithm to the
applying the procedures of Annex B to the data stream that consists of the[contents of
input data stream that consists of the con- the inbound BISPDU with its Validation
tents of the entire BISPDU with all bits of the Pattern set to all zeros. Call thig quantity the
Validation Pattern field initially set to 0. Th# "reference pattern”.
output of this step is an unencrypted 16-qgtet 2) Decrypt the Validation Pattern fipld of the
long checksum, which is called chksu, inbound BISPDU, calling the resplt the
2)| The 16-octet quantity chksum is then “received pattern”.
encrypted, and the encrypted paftern is If the "reference pattern” and the "rdceived
placed in the Validation Pattern-field of the pattern” are identical, then the peer [BIS has been
BISPDU. authenticated, and the inbound BISPPU will be
NOTE 42: The following observations can be made: accepted. If the "reference pattern”jand the
¢ . “received pattern” are not identical, [the receiving
1) The encryption*algorithm must be agreed BIS will inf tlthat
upon in the_cryptographic association set wi ,m erm s}’s‘e"‘ managemen a ?n .
up by thetwo BISs involved in the authentication failure has occurred. [The incoming
authentication process. This Interna- BISPDU will be ignored. The receiving BIS will
tional Standard does not mandate use of not send an IDRP ERROR PDU to th¢ peer-BIS
a) specific encryption algorithm. Explicit because the identity of the peer has|not been
indication of the specific algorithm to be authenticated.
used is outside the scope of IDRP.

However, the "Authentication Data” field

of IDRP's QPEN PDII can be used to

specify an algorithm indirectly in accord-
ance with the local agreements of the
two communicating BISs.

such BISPDUs will not be checked.

NOTE 43: If a BISPDU has a malformed header, it will be
dis.nax_ds.d__As_a_r.&s.ul.L_Ltﬂal.Ld.alEn Pattern of
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Valldaflon
Pattern
v (Al O's) v
—_— —
IDRP Checksum
Algorithm
l chksum (128 bits)
Encrypt®
(128 bits)

* algorithm Is a local matter,
defined by cryptographic
association between pair of BISs mdd41

Figure D.1 — An Example of the Authentication Type 2
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Annex E
Jitter algorithm

(informative)

When BISPDUs are transmitted as a result of timer
expiration, there is danger that the timers of indi-
vidual systems could become synchronized. To mini-
mize the likelihood of this occurring, all periodic

timers whose expiration can cause the transmission
of a BISPDU shall have jitter introduced. An example
algorithm that satisfies the requirements of 7.17.3.3 is
shown below.

EDURE Random (max: Integer): Integer

ne)texpirtation: Time;
BEGI|N

makimumTimeModifier.=baseTimeValue*Jitter;
WHILE running DO

BEGIN
(*| First compute next expiration timer *)

whitTime:=baseTimeValue - randomTimeModifier;
whitTime:=waitTime*Resolution/1000;
n¢xtexpiration:=CurrentTime # waitTime;

(*] Then perform expiration-action *)
expirationAction: WaitUntil(nextexpiration)

END (* of loop *)

END (* of DefinedJitterTimer *)

his procedure delivers a uniformly distributed random integer R,

bageTimeValue, maximumTimeModifier, waitTime: Integer;

badeTimeValue:=baseTimeValuelnSeconds*1000/Resolution;

r?domTimeModifier:=Random(maximumTimeModifier);

3
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