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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Identification cards — Test methods —

Part 3:
Integrated circuit cards with contacts and related
interface devices

1 Scope

This Hdocument defines test methods for characteristics of integrated circuit cards.with
relat¢d interface devices according to the definition given in ISO/IEC 7816¢3; Each tef
crosstreferenced to one or more base standards, which can be ISO/IEC 7810 that defines the
storage technologies employed in identification card applications.

NOT
Stan

Criteria for acceptability do not form part of this document but.can be found in the
rds mentioned above.

This flocument defines test methods which are specific to integrated circuit technology w
ISO/IEC 10373-1 defines test methods which are common totone or more card technologi
partgof the ISO/IEC 10373 series define other technology-specific tests.

Test
given
docu

ethods defined in this document are intended{tobe performed separately and inde
card is not required to pass through all the tests sequentially. The test methods de
ment are based on ISO/IEC 7816-3.

Confq
precl

rmance of cards and [FDs determined using the test methods defined in this docum
de failures in the field. Reliability testing is outside the scope of this document.

This gocument does not define any test to establish the complete functioning of integrated
The test methods require only that the minimum functionality be verified. The minimum {
is deflined as follows.

ny integrated circuijt present in the card continues to show an Answer to Reset res
onforms to the base-standard.

ny contacts assotiated with any integrated circuit present in the card continue to sh
esistance which conforms to the base standard.

2

The
constitutes requirements of this document. For dated references, only the edition cited

ormative references

rontacts and
t method is
information

International

ith contacts.
les and other

pendently. A
fined in this

ent does not

tircuit cards.
unctionality

ponse which

bw electrical

heir content
applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-3:2006, Identification cards — Integrated circuit cards — Part 3: Cards with contacts —

Electrical interface and transmission protocols

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp
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IEC Electropedia: available at http://www.electropedia.org/

integrated circuit card with contacts

3.2
DUT

device under test

card (3.1) or
3.3

IFD (3.4) that is subject to testing

etu-factor
parameters
3:2006, 6.3.]

3.4
IFD
interface dey

3.5

normal use
use as an id
storage as a

[SOURCE: IS

3.6
test method
method for

e
of confirminL

3.7

test scenario

defined typi
defined in th

negotiable by protocol and parameters selection (PPS), described in ISOAE€C

rice related to integrated circuit cards with contacts as defined in ISO/IEC 7816-3

entification card, involving equipment processes appropriate to the card technolog
personal document between equipment processes

D/IEC 7810:2003, 4.4]

sting characteristics of identification cards'and related interface devices for the pu
their compliance with International Standards

Cal protocol and application spécific communication to be used with the test methods
is document

3.8
typical pro

communicatfion between a DUT, {3.2) and the corresponding test-apparatus based on the protocq
application implemented in(the’DUT (3.2) and representing its normal use (3.5)

4 Gener3l itemsSapplicable to the test methods

4.1 Test dnvironment

ocol and application specific communication

816-

y and

"pose

(3.6)

1 and

Unless otherwise specified, testing of physical, electrical and logical characteristics shall take place in
an environment of a temperature 23 °C = 3 °C, of a relative humidity 40 % to 60 %.

4.2 Pre-conditioning

Where pre-conditioning is required by the test method, the identification cards to be tested shall be
conditioned to the test environment for a period of 24 h before testing unless otherwise specified.

4.3 Selection of test methods

Tests shall be applied as required to test the attributes of the card defined by the relevant base standard

(see 4.8).
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served


http://www.electropedia.org/
https://iecnorm.com/api/?name=050eed10e316802854be4cb6afc77c38

4.4

Default tolerance
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Unless otherwise specified, a default tolerance of +5 % shall be applied to the quantity values given
to specify the characteristics of the test equipment (e.g. linear dimensions) and the test method
procedures (e.g. test equipment adjustments).

4.5 Total measurement uncertainty

The total measurement uncertainty for each quantity determined by these test methods shall be stated
in the test report.

4.6 |Conventions for electrical measurements
Potential differences are defined with respect to the GND contact of the card and €urrents flowing to
the cqrd are considered positive.
4.7 |Apparatus
4.7.1|f Apparatus for testing the integrated circuit cards with contacts (card-test-apparatus)
4.7.1]1 Generating the VCC voltage (Ucc) and timing
Table 1 — Voltage and timing for VCC
Parameter Operating condition Range Accuracy
Ucc Class A, B, C -1Vto6V +20 mV
tr, tF Class A, B, € 0 usto 500 ps +100 ps
4.7.1{2 Measuring ICC
Table 2 — Icc parameters
Characteristic Mode Range Accuracy Resjolution
Spike medsurement 0 mA to 200 mA +2 mA 20 ns
Icc Active mode 0 mA to 100 mA +1 mA Averaggd over 1 ms
Clock stop 0 uAto 200 uA +10 pA Averaggd over 1 ms
4.7.1{3 Generating SPU (C6) voltage
See 5|5 andISO/IEC 7816-3.
4.7.14—Generating the RSTvoltageand-timing

Table 3 — RST voltage and timing

Parameter Operating condition Range Accuracy
Umn, UnL Class A, B -1Vto6V +20 mV
Un Class C -1Vto2V +20 mV
Ui Class C -1Vto1lV +20 mV
tr, tr Ousto2pus +20 ns
NOTE tgrand tp are generated between 10 % and 90 % of the Vg min and V|, max values.

© ISO/IEC 2018 - All rights reserved
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4.7.1.5 Measuring the RST current

Table 4 — RST current

Characteristic Mode Range Accuracy Resolution
1 Active -30 pAto 200 pA +10 pA 100 ns
I Active -200 pAto 30 pA +10 pA 100 ns

4.7.1.6 Generating the I/0 voltage and timing in reception mode

Table 5 — I/0 voltage and timing

Parameter Mode Operating condition Range Acouracy

Ut Ui Card: Reception, Class A, B 1Vto6V +20 mV
’ Apparatus: Transmission

Uin Card: Receptlor_l, . Class C -1Vto2V +20 mV
Apparatus: Transmission

m Card: Reception, - Class C AYidv £20 myV
Apparatus: Transmission

Card: Reception,

Apparatus: Transmission Plisto2 s +100 s

tr, tr

NOTE tgr and fr are generated between 10 % and 90 % of the Vg min and V|, maxvalues.

4.7.1.7 Mg¢asuring the I/0 current in reception mode

Table 6 — I/0 current (reception mode)

Paramefer Mode Range Accuracy Resolution
Card: Reception, X
I Apparatus: Transmission 300 pAto 30 uA 10 pA 100 ns
Card: Reception, _, " 45 41602 mA £50 pA 100 ns
I Apparatus: Transmission
Card: Reception, _
Apparatus: Transmission 200 pAto 30 pA 10 A 100 ns

4.7.1.8 Generating the I/0current

Table 7 — 1/0 current

Paramefer Mode Range Accuracy a fi?:-bllel\l/zea]‘tilso;leg;?lz d

ral oh L o) - - 2010 1l . A fa¥al I
UdlIU. 1TdIISIITISSIUILT LU R3Z puu-up LU vuu

lon Apparatus: Reception or equivalent circuit 2000
Card: Transmission

IoL, Apparatus: Reception 0mAto 1,5 mA +50 uA <100 ns

4.7.1.9 Measuring the I/0 voltage and timing
Table 8 — I/0 voltage and timing
Characteristic Operating condition Range Accuracy Resolution
Uy, Ui Class A, B, C -1Vto6V +20 mV 20 ns
tr, tr O usto 2 pus +20 ns

NOTE trand tr are measured between 10 % and 90 % of the Vi min and Vi, max values.

4 © ISO/IEC 2018 - All rights reserved
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Table 9 — CLK voltage

Parameter Operating condition Range Accuracy Resolution
Umn, UrL Class A, B -1Vto6V +20 mV 20 ns
Ut Class C -1Vto2V +20 mV 20 ns
U, Class C -1Vto2V +20 mV 20 ns
4.7.1.11 Generating the CLK waveforms (single cycle measurement)
Table 10 — CLK waveforms
Harameter Range Accuracy
Duty cycle 35 % to 65 % of period +5ns
Frequency 0,5 MHz to 5,5 MHz +5 kHz
Frequency 5 MHz to 20,5 MHz +50 kHz
tr, tF 1 % to 10 % of period +5ns
NOTH trand tr are generated between 10 % and 90 % of the Vi (100 %) min@angd V1, (0 %) max.
4.7.1{12 Measuring the CLK current
Table 11 — CEK'current
Characteristic Mode Range Accuracy Resglution
It Active -301A to 150 pA +10 pA 2D ns
I, Active -150 pAto 30 pA +10 uA 2P ns

4.7.1{13 Measuring the contact capacitance of RST, CLKand I/0

The dontact capacitance of a contact shall be measured between the contact and the GND dontact.

Table 12 — Contact capacitance

Characteristic Range
C 0 pF to 50 pF

Accuracy
+5 pF

4.7.1114 Generating the sequence of the activation and deactivation of the contacts

Table 13 — Activation and deactivation

Range of switching the sig-
nals

Ostols

Accuracy

+200 ns (or 1 CLK period, whichever is smaller)

4.7.1.15 Emulating the I/0 protocol

The card-test-apparatus shall be able to emulate the protocol T=0 and T=1 and IFD applications
which are required to run the typical application specific communications corresponding to the card
applications.

NOTE If a specific functionality is not implemented in the card, the card-test-apparatus is not required to
have the corresponding test-capability (e.g. T=1 protocol not implemented in the card).

© ISO/IEC 2018 - All rights reserved 5
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4.7.1.16 Generating the I/0 character timing in reception mode
The card-test-apparatus shall be able to generate the I/0 bit stream according to ISO/IEC 7816-3.

All timing parameters, e.g. start bit length, guard time, error signaling, shall be configurable.

Table 14 — I/0 character timing (reception mode)

Symbol Parameter Accuracy
€t All timing parameters +4 CLK cycles

4.7.1.17 M¢asuring and monitoring the I/0 protocol

The card-tegt-apparatus shall be able to measure and monitor the timing of the logical lemwJand high
states of the|l/O-line relative to the CLK-frequency.

Table 15 — Timing characteristics

Characteristic Accuracy

All timing characteristics +2 CLK cycles

4.7.1.18 Prptocol analysis

The card-tegt-apparatus shall be able to analyse the [/0-bit stream in accordance to T=0 ang¢l T=1
protocol acdording to ISO/IEC 7816-3 and extract the logical* data flow for further protocol and
application verifications.

NOTE If 4 specific functionality is not implemented in the“card, the card-test-apparatus is not requifed to
have the corrpsponding test-capability (e.g. T=1 protocol névimplemented in the card). Conversely, it is pdssible
that an apparptus needs extended capabilities, e.g. being‘able to generate any case 2 command (see ISO/IEC(7816-
4) if a card does not support the standard READ BINARY.

4.7.2 Apppratus for testing the interface)device (IFD-test-apparatus)
4.7.2.1 Generating the VCC current.(Icc)

Table 16 — VCC current

Stabilization time
Parameter Mode Range Accuracy after the level is
reached
Spike generation 0 mA to 120 mA +2 mADb <100 ns
| Active mode 0 mA to 70 mA +1 mA <100 ns
e ldle mode {CLK-Stop) 0 mAto L 2 mA £10 1A 1005s
Inactivea -1,2 mA to 0 mA +10 pA <100 ns
tr, tF 100 ns +50 ns
pulse length 100 ns to 500 ns +50 ns
pause length 100 ns to 1 000 ns £50 ns
requently
pigiﬁ:ﬁgig;h 10 usto 2 000 pus +1 ps
a  The maximum output voltage shall be limited to 5 V.
b Dynamic conditions for spike generation.

6 © ISO/IEC 2018 - All rights reserved
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Table 17 — VCC voltage and timing

Characteristic Operating condition Range Accuracy Resolution
Ucc Class A, B, C -1Vto6V +20 mV 10 ns
4.7.2.3 Measuring the SPU (C6) voltage (Ucc) and timing
Table 18 — SPU voltage and timing
Characteristic Operating condition Range Accuracy Resolution
Ucc Class A, B, C -1Vto6V +20 mV 10 ns
4.7.214 Generating the RST current
Table 19 — RST current
Stabilization time
Farameter Mode Range Accuracy after the level is
reached
I Active -30 pAto 200 A +10 pA <100 ns
I Active -250 pA to30 pA +10 pA <]|00 ns
Ia Inactive -1,2 mAto’'0 mA +10 pA <100 ns
a  The output voltage shall be limited to a range from -0,5 Mto 5,5 V.
4.7.25 Measuring RST voltage and timing
Table 20— RST voltage and timing
Characteristic Operating condition Range Accuracy Resplution
Uy, UL Class-A(B, C -1Vto6V +20 mV 40 ns
tr, tF Ousto?2pus +20 ns
NOTH tgrand tg are measuredibetween 10 % and 90 % of the Vg min and Vi, max values.

4.7.216 Generatingthe 1/0 currents

Table 21 — I/0 currents

Stabilization time
Parameter Mode Range Accuracy after the level is
Teached
Apparatus: Reception and
Transmission

Iy, Iou IFD: Transmission and -400 pAto 50 uA +5 uA <100 ns

Reception

Apparatus: Reception

I IFD: Transmission and 0mAto 1,5mA +10 pA <100 ns

Reception
IoL IFD: Reception 0OpAto1200pA +10 pA <100 ns
Ia Inactive -1,2 mA to 0 mA +10 pA <100 ns

a  The output voltage shall be limited to a range from -0,5V to 5,5 V.

© ISO/IEC 2018 - All rights reserved
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4.7.2.7 Measuring the I/0 voltage and timing

Table 22 — I/0 voltage and timing

Characteristic Operating condition Range Accuracy Resolution
Umn, Uy, Class A, B, C -1Vto6V +20 mV 20 ns
tr, tr Opsto2ps +20 ns
NOTE ¢gr and tr are measured between 10 % and 90 % of the Vg min and V|, max values.
4.7.2.8 Generating the I/0 voltage and timing in transmission mode
Table 23 — I/0 voltage and timing (transmission mode)
Parameter Mode Operating condition Range Accuracy
[FD: Reception, _
U, Unt Apparatus: Transmission Class A, B 1Vto6V £20 mv
U IFD: Reception, Class C 1Vte2V £20 myV
Apparatus: Transmission
UL IFD: Reception, Class C W01V £20 myV
Apparatus: Transmission
IFD: Reception,
(R, tF Apparatus: Transmission Opsto2ps +100 gs
NOTE tgrand fr are generated between 10 % and 90 % of the Vg min and Vi=max values.
4.7.2.9 Me¢asuring the I/0 current in transmission mode
Table 24 — 1/0 current{(transmission mode)
Paramefer Mode Range Accuracy Resolution
IoL Transmission OpAto1200pA +10 pA 20 ns
[a Inactive 0OmAto 1,2 mA +10 pA 20 ns
a  The outpyt voltage shall be limited to arange from -0,5Vto 5,5V.
4.7.2.10 Generating the CLK current
Table 25 — CLK current
Stabilization time
Parameter Mode Range Accuracy after the level is
reached
i1 Active -30 pAto 150 uA +10 pA <20 ns
I Active -150 pA to 30 pA +10 pA <20 ns
[a Inactive -1,2 mA to 0 mA +10 pA <100 ns
a  The output voltage shall be limited to -0,5Vto 5,5 V.
4.7.2.11 Measuring the CLK voltage and timing
Table 26 — CLK voltage and timing
Characteristic Operating condition Range Accuracy Resolution
Uy, Ui Class A, B, C -1Vto6V +20 mV 20 ns
8 © ISO/IEC 2018 - All rights reserved
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4.7.2.12 Measuring the CLK waveforms (single cycle measurement)
The IFD-test-apparatus shall be able to check every cycle during the measurement.
Table 27 — CLK waveforms
Characteristic Range Accuracy
Duty cyclea 35 % to 65 % of period +2,5 % of period
Frequencyb 0,5 MHz to 20,5 MHz +2,5 % of period
tr, tg€ 1 % to 10 % of period +2,5 % of period

a Tty Cycle strattbemeasured fronr 5096 to 5096 of VAT (10096 amd VT ax (0-96) Tisimg edge to rising edge.

b F
and V]

s}
~

Fequency shall be measured from 50 % to 50 % of the leading edges of two adjacent clock-cycles'efV
. max (0 %) rising edge to rising edge.

and tr shall be measured between 10 % and 90 % of V4 (100 %) min and V7, (0 %) max.

H min (100 %)

4.7.2

4.7.2

The |
are r{

NOTE
the cd

4.7.2

The ]
relati

All ti

13 Measuring the contact capacitance between GND and I/0

Table 28 — Contact capacitance

Characteristic Range Accuracy
C 0 pF to 50 pF +5 pF

14 Emulating the I/0 protocol
FD-test-apparatus shall be able to emulate thé\protocol T=0 and T=1 and card applic

bquired to run the Test Scenario.

rresponding test-capability (e.g. T=1 protocol not implemented in the card).

15 Generating the I/0 charaeter timing in transmission mode

[est [FD-test-apparatus shall*be able to generate the 1/0 bit stream according to ISC
ve to the CLK-frequency.

ming parameters, e;g.'start bit length, guard time and error signaling, shall be configu

Table 29 — Timing parameters

htions which

If a specific functionality is not implemiented in the IFD, the IFD-test-apparatus is not required to have

/1EC 7816-3

rable.

Symbol Parameter Accuracy

€t All timing parameters +4 CLK cycles

4.7.2

16 Mnacnring and mnnifnring the l,/n prnfnrnl

The IFD-test-apparatus shall be able to measure and monitor the timing of the logical low and high
states of the I/0-line relative to the CLK-frequency.

Table 30 — Timing characteristics

Characteristic Accuracy

All timing characteristics +2 CLK cycles
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4.7.2.17 Protocol analysis

The Test IFD-test-apparatus shall be able to analyse the [/O-bit stream in accordance to T=0 and
T=1 protocol according to ISO/IEC 7816-3 and extract the logical data flow for further protocol and
application verifications.

NOTE If a specific functionality is not implemented in the card, the IFD-test-apparatus is not required to
have the corresponding test-capability (e.g. T=1 protocol not implemented in the card).

4.7.2.18 Overall impedance (current and voltage sources inactive)

lI'able 51 — Impedance

Contact Resistance Accuracy Capacity Accuracy
VCC 10 kQ *1kQ 30 pF +6 pF
1/0 50 kQ +5kQ 30 pF +6 pF
RST 50 kQ +5kQ 30 pF +6 pF
CLK 50 kQ +5kQ 30 pF +6 pF

4.7.3 Test|Scenario

Testing of tHe DUT as defined in Clauses 6, 7 and 8 requires a TestSeefario to be executed. Thi$ Test
Scenario is 4 "typical protocol and application specific communication”, dependent on the protocql and
application gpecific functionality foreseen for the normal use ofand implemented in the DUT.

The Test Scenario shall be defined by the entity carrying qutthese tests and shall be documented with
the test-resylts. The Test Scenario shall encompass a reppeésentative subset or preferably, if pragtical,
the full functionality of the DUT expected to be utilizedduring normal use. The Test Scenario shall have
a duration of atleast 1 s.

The testing entity may require information abgut the implemented protocol and functionality as well
as the intended use of the DUT to enable the testing entity to define a Test Scenario.

4.8 Relatjonship of test methods¥ersus base standard requirements

All relative yoltage definitions (e.g. 0,7 x Ucc, 0,15 x Ucc or Ucc + 0,3 V) shall be determined relatjve to
GND and chgcked against the simultaneously measured value of Ucc.

Table 32 — Test methods for electrical characteristics of cards with contacts

Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
5.1 VCC contact ISO/IEC 7816-3:2006 5.2.1
5.2 I/0 contact ISO/IEC 7616-3:2006 2.2.5
5.3 CLK contact ISO/IEC 7816-3:2006 5.2.3
5.4 RST contact ISO/IEC 7816-3:2006 5.2.2
5.5 SPU (C6) contact ISO/IEC 7816-3:2006 5.2.4

Table 33 — Test methods for logical operations of cards with contacts — Answer to reset

Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
6.1.1 Cold reset and answer-to-reset (ATR) ISO/IEC 7816-3:2006 6.2.1,6.2.2,7,8
6.1.2 Warm reset ISO/IEC 7816-3:2006 6.2.3

10 © ISO/IEC 2018 - All rights reserved
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Table 34 — Test methods for logical operations of cards with contacts — T=0 Protocol

Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
6.2.2 /0 transmission timing for T=0 protocol ISO/IEC 7816-3:2006 7.1,7.2,10.2
6.2.3 1/0 character repetition for T=0 protocol ISO/IEC 7816-3:2006 7.3,10.2
624 | 1/Oreception “mmgpar'gfoecgrlor signalling for =0 | 151y )1k 7816-3:2006 | 7.1,7.2,7.3,10.2

Table 35 — Test methods for logical operations of cards with contacts — T=1 Protocol

|
Test method from this document Corresponding requirelhent
Clapse Name Base standard Clause(s)
6.3.2 I/0 transmission timing for T=1 protocol ISO/IEC 7816-3:2006 17113;:121’523" 111142’3
633 1/0 reception timing for T=1 protocol 1S0/IEC 781632006 | 13 4% ) 110
6.3.4 Character Waiting Time (CWT) behaviour ISO/IEC 7816-3:2006 11.4.3
6.3.5 Card-reaction to IFD exceeding CWT ISO/IE€Y7816-3:2006 11.4.3
6.3.6 Block Guard time (BGT) ISOHEC 7816-3:2006 11.4.3
6.3.7 Block sequencing by the card ISO/IEC 7816-3:2006 11.6.3
6.3.8 Reaction of the card to protocol errors ISO/IEC 7816-3:2006 11.6.3
6.39 Recovery of a transmission error by the card ISO/IEC 7816-3:2006 11.6.3
6.3110 Resynchronization ISO/IEC 7816-3:2006 11.6.3
6.3111 IFSD negotiation ISO/IEC 7816-3:2006 11.4.2
6.3112 Abortion by the IFD ISO/IEC 7816-3:2006 11.6.3
Table 36 — Test methods for-physical and electrical characteristics of the IFD
Test method from this document Corresponding requirement
Clapse Name Base standard Clause(s)
711 Activation of contacts ISO/IEC 7816-3:2006 6.1,16.2.1,6.2.2
712 VCC contact ISO/IEC 7816-3:2006 521
713 I/0 contact ISO/IEC 7816-3:2006 5.2.5
714 CLK contact ISO/IEC 7816-3:2006 5.2.3
715 RST contact ISO/IEC 7816-3:2006 5.2.2
716 SPU (C6) contact ISO/IEC 7816-3:2006 5.2.4
77 Deactivation of the contacts ISO/IEC 7816-3:2006 6.4
Table 37 — Test methods for logical operations of the IFD — Answer to reset
Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
8.1.1 Card reset (cold reset) ISO/IEC 7816-3:2006 6.2.2
8.1.2 Card reset (warm reset) ISO/IEC 7816-3:2006 6.2.3

© ISO/IEC 2018 - All rights reserved
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Table 38 — Test methods for logical operations of the IFD — T=0 Protocol

Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
8.2.2 /0 transmission timing for T=0 protocol ISO/IEC 7816-3:2006 7.1,7.2,10.2
8.2.3 1/0 character repetition for T=0 protocol ISO/IEC 7816-3:2006 7.3,10.2
8.2.4 I/0 reception timing and error signalling for T=0 1SO/IEC 7816-3:2006 71,7.2,7.3,10.2
= protocol
Table 39 — Test methods for logical operations of the IFD — T=1 Protocol
Test method from this document Corresponding requirement
Clause Name Base standard Clause(s)
o _ ) 7.1'%.2,8.3,11.2,
8.3.2 /0 transmission timing for T=1 protocol ISO/IEC 7816-3:2006 131142 11.4.3
Ce _ ) 7.1,7.2,8.3,11.2,
8.3.3 /0 reception timing for T=1 protocol ISO/IEC 7816-3:2006 11.3,11.4.2, 111.4.3
8.3.4 IFD Character Waiting Time (CWT) behaviour ISO/IEC 7816-3:2006 11.4.3
8.3.5 [FD-reaction to card exceeding CWT ISO/IEC 7816+3:2006 11.4.3
8.3.6 Block Guard time (BGT) ISO/IEC 7816-3:2006 11.4.3
8.3.7 Block sequencing by the IFD ISO/IEC 7816-3:2006 11.6.3
8.3.8 Recovery of a transmission error by the IFD ISO/IEC 7816-3:2006 11.6.3
8.3.9 IFSC negotiation ISO/IEC 7816-3:2006 11.4.2
8.3.10 Abortion by the card ISO/IEC 7816-3:2006 11.6.3

5 Test miethods for electrical characteristics of cards with contacts
5.1 VCC cpntact

5.1.1 Gengral

The purposg of this test is to measure the current consumed by the card on the VCC contact and to
check if the ¢ard operates within'the specified range of Ucc (see ISO/IEC 7816-3:2006, 5.2.1).

5.1.2 Apppratus
See 4.7.1.

5.1.3 Pro¢edure

Connect the card to the card-test-apparatus.

a) Setthe following parameters in the card-test-apparatus (begin with lowest voltage class supported
by the card):

Table 40 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc min
feLk fcLk maxa
a  fcLk max in accordance with ISO/IEC 7816-3:2006, 8.3.

b) Resetthe card.
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c¢) Run the Test Scenario. During this communication the following signals shall be continuously
monitored and the following values determined:

Table 41 — Monitored signals

Characteristic Value

Icc Icc max

d) Perform a clock stop in accordance with ISO/IEC 7816-3:2006, 6.3.2 if supported by the card.
During the clock stop the signals and values shown in Table 41 shall be continuously monitored and
the values determined.

e) R
f) R

Q

owl

g)
h)

owl

5.1.4

Repo
with

5.2

5.2.1
The g

(UoH
trans

5.2.2
See 4

estart fcLk in accordance with ISO/IEC 7816-3:2006, 6.3.2.

un the Test Scenario. During this communication the signals and values shown in Tab
ontinuously monitored and the values determined.

epeat steps b) to f) with Ucc = Ucc max.

epeat steps a) to g) for all voltage classes supported by the card.

Test report

It the values determined in the procedure and whether:all communications were in
[SO/IEC 7816-3.

I/0 contact

General

urpose of this test is to measure the contact capacitance of the [/0O contact, the I/0 ouf
UoL) under normal operating conditions (Ip;, max/min and Ipy max/min), I/0 tr a
mission mode of the card and the I/O input current (/11) during reception mode of the

Apparatus
7.1.

5.2.3

Conn

Procedure

ect the card.to the card-test-apparatus.

a)
b)

easure-the capacitance Cjg of the I/0-contact.

e 41 shall be

ronformance

put voltages
nd tr during
card.

et the following parameters in the card-test-apparatus (begin with lowest voltage cla

5s supported

by the cardJ:

Table 42 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc max
U Uig min
UL Ui, min
lon a
a  Instead of a current source for Ipg a 20 kQ resistor to VCC or an
equivalent circuit shall be used to prevent over voltage damages to the card.

© ISO/IEC 2018 - All rights reserved
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Table 42 (continued)

Parameter Setting

IoL Iol, max

tr tr max

tr tF max
a  Instead of a current source for Ipg a 20 kQ resistor to VCC or an
equivalent circuit shall be used to prevent over voltage damages to the card.

c) Resetthe card.

d) Run th¢ Test Scenario. During this communication the following characteristics shdll be
continugusly monitored and the following values determined:

Table 43 — Values to be determined

Characteristic Value
I Ity max
I, 1, max
Uon Uoyg min, Upyg max
UoL UoL, min, Upmax
tr tr max
tr {r max

e) Power dpwn the card.
f) Setthe dard-test-apparatus to the parameters showh.in Table 42.
g) Resetthe card.

h) Run the[Test Scenario. During this communi€ation the characteristics and values shown in Talple 43
shall be continuously monitored and thevalues determined.

i) Power dpwn the card.

i) Repeat dteps b) to i) for all supported voltage classes.

5.2.4 Testfjreport

Report the ¢apacitancetof'the I/0-contact, the values determined in the procedure and whethger all
communicatfions were.jn conformance with ISO/IEC 7816-3.

5.3 CLK cpntact

5.3.1 General
The purpose of this test is to measure the current consumed by the card on the CLK contact and to

check if the card runs with the specified clock frequencies and waveforms (see ISO/IEC 7816-3:2006,
5.2.3,8.3).

5.3.2 Apparatus
See 4.7.1.
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5.3.3 Procedure
Connect the card to the card-test-apparatus.
a) Measure the capacitance Ccpk of the CLK contact.

b) Setthe following parameters in the card-test-apparatus (begin with lowest voltage class supported
by the card):

Table 44 — Card-test apparatus parameters

Signal Setting
Ucc Ucc max
U Uiy min
U, Ui, min

feik fcLk min
Duty cycle 40 % high

c) Resetthe card.
d) SetfcLk to fcLk max in accordance with ISO/IEC 7816-3:2006,5:2.3, 8.3.

e) Hun the Test Scenario. During this communication, the following characteristics shall be
ontinuously monitored and the following values determined:

Q

Table 45 — Values to'be determined

Characteristic Value
Ity [jg max
I, I, max

f)  Hower down the card.
g) Setthe card-test-apparatus te-the parameters shown in Table 44.
h) Heset the card.

i) Hun the Test Scenario: During this communication the characteristics and values showpn in Table 45
shall be continugusly monitored and the values determined.

j)  Hower down‘the card.

k) Hepeat steps b) to j) for all supported voltage classes.

5.3.4{ \\Test report

Report the capacitance of the CLK contact, the values determined in the procedure and whether all
communications were in conformance with ISO/IEC 7816-3.

5.4 RST contact

5.4.1 General
The purpose of this test is to measure the current consumed by the card on the RST contact and to

check if the card runs with the allowed min and max timing values and voltages of a RST signal (see
ISO/IEC 7816-3:2006, 5.2.2).
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5.4.2 Apparatus
See 4.7.1.

5.4.3 Procedure
Connect the card to the card-test-apparatus.

a) Measure the capacitance Crst of the RST-contact.

b) Setthe following parameters in the card-test-apparatus (begin with lowest voltage class supported

by the card):

Table 46 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc max

Ut Uiy min

UL Ui, min
feLx fcLk min

c) Resetthe card.

d) Run the Test Scenario. During this communication the following signals shall be continuously

monitored and the following values determined:

Table 47 — Values to be.determined

Characteristic Value
Iy Ijg max
L IjL, max

e) Power dpwn the card.

f) Setthe dard-test-apparatus to the-parameters shown in Table 46.

g) Resetthe card.

h) Run the[Test Scenario. During this communication the characteristics and values shown in Tal

shall be continuouslyunonitored and the values determined.

i) Power dpwn thecard.

i) Repeat qtepsb)-to i) for all supported voltage classes.

le 47

5.4.4 Testreport

The test report shall state the capacitance of the RST-contact, the values determined in the procedure

and whether all communications were in conformance with ISO/IEC 7816-3.

5.5 SPU (C6) contact

There is no standard test that applies to the SPU (C6) contact. If this contact field is used in a proprietary

application, then application specific tests should be applied.

16

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=050eed10e316802854be4cb6afc77c38

ISO/IEC 10373-3:2018(E)

6 Test methods for logical operations of cards with contacts
6.1 Answer to reset
6.1.1 Cold reset and answer-to-reset (ATR)

6.1.1.1 General

The purpose of this test is to determine the behaviour of the card during the cold reset procedure
according to ISO/IEC 7816-3:2006, 6.2.2.

6.1.1{2 Apparatus
See 4{7.1.

6.1.1{3 Procedure
Conngct the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and _I}/@vshall be continuously monitored
and dlll signal transitions (level and timing) as well as the logical ‘content of the communicdtion shall be
recorfded.

a) Activate the card in accordance with ISO/IEC 7816-3:2006, 6.2.1.
b) et RST to state H 400 clock-cycles after CLK is a&tivated.

‘)

o]

[ the card reacts with sending an ATR, signal a transmission error in accordande with 1SO/
EC 7816-3:2006, 7.3 for at least one charactér (randomly chosen) of the ATR.

]

d) Run the Test Scenario with the card.

e) [Deactivate the card.

6.1.114 Testreport

Report the signal recordings and the ATR.
6.1.2| Warm reset

6.1.2|1 General

accorfdingto ISO/IEC 7816-3:2006, 6.2.3.

The qurpose of this test is to determine the behaviour of the card during the warm res¢t procedure

6.1.2.2 Apparatus
See 4.7.1.

6.1.2.3 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and I/0 shall be continuously monitored
and all signal transitions (level and timing) as well as the logical content of the communication shall be
recorded:

a) Activate and reset the card in accordance with ISO/IEC 7816-3:2006, 6.2.1 and 6.2.2.
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b) Run the Test Scenario with the card.

c) Generate a warm reset with a duration of 400 clock-cycles in accordance with ISO/IEC 7816-
3:2006, 6.2.3.

d) If the card reacts with sending an ATR, signal a transmission error in accordance with
ISO/IEC 7816-3:2006, 7.3 for at least one character (randomly chosen) of the ATR.

e) Run the Test Scenario with the card.

f) Power down the card.

6.1.2.4 Teptreport

Report the sjgnal recordings and the ATR.

6.2 T=0 Hrotocol

6.2.1 Gengral

The subsequent tests are applicable only if the card supports the T=0 protocel.

NOTE &

622 1/0

s defined in Table 14.

fransmission timing for T=0 protocol

6.2.2.1 General

The purposg of this test is to determine the timing of the data transmitted by the card (see

ISO/IEC 7816-3:2006, 7.1, 7.2, 10.2).

6.2.2.2 Apparatus

See 4.7.1.

6.2.2.3 Prpcedure

Connect the [card to the card-test-apparatus.

During the following progedure the contacts VCC, RST, CLK and I/0 shall be continuously monifored

and all signdl transitions<(level and timing) as well as the logical content of the communication shall be

recorded:

a) Run theq Test Scenario with the card with nominal bit-timing parameters (see ISO/IEC }816-
3:2006, 10:2).

b) Repeat step a) with every provided etu-factor.

c) Repeatstepsa) and b) for all provided applications.

6.2.2.4 Testreport

Report the protocol recordings.
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I/0 character repetition for T=0 protocol

6.2.3.1 General

The purpose of this test is to determine the use and timing of the character repetition by the card (see
ISO/IEC 7816-3:2006, 7.3).

6.2.3.2 Apparatus

See 4.7.1.

6.2.3|13 Procedure

Conngct the card to the card-test-apparatus.

a) Hun the Test Scenario with the card with nominal character-timing parameteérs (see I
3:2006, 7.2).

b) During the following part of the procedure the contacts VCC, RST, CLK'and I/0 shall be
monitored and all signal transitions (level and timing) as wellVas the logical co

&
——

d)

bt e

e) R
6.2.3
Repo
6.2.4

6.2.4

The |
IEC 7

6.2.4

ommunication shall be recorded.

50/1EC 7816-3:2006, 7.3 with minimum duration (1 €tu + &) and minimum time
pading edge of the start bit and the leading edge of the error signal [(10,5 - 0,2) etu +

50/IEC 7816-3:2006, 7.3 with maximum duration (2 etu - &) and maximum time
pading edge of the start bit and the leading edge of the error signal [(10,5 + 0,2) etu -

epeat steps c) to d) for all provided ATRs (see class selection in ISO/IEC 7816-3:2006

4 Testreport

It the protocol recordings.
I/0 reception timingand error signalling for T=0 protocol

1 General

urpose of this test is to determine the reception timing and error signalling of the c3
816-3:2006, 7.1, 7.2, 7.3, 10.2).

2/, "Apparatus

O/IEC 7816-

continuously
ntent of the

n each byte sent by the card generate five suceessive error conditions dccording to

between the

:t] .

n each byte sent by the card generate five successive error conditions dccording to

between the

:t]-
6.2.4).

ird (see 1ISO/

See 4.7.1.

6.2.4

.3 Procedure

Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and I/0 shall be continuously monitored
and all signal transitions (level and timing) as well as the logical content of the communication shall be
recorded.

a) Setthe following bit-timing-parameters at the card-test-apparatus:

© ISO/IEC 2018 - All rights reserved
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Table 48 — Card test apparatus bit timing parameters

Parameter Value See
Character frame length maximum [tn = (n + 0,2) etu — & ISO/IEC 7816-3:2006, Clause 7
Delay between two consecutive 9600 etu Remark: No maximum value defined
characters for the card in ISO/IEC 7816-3

b) Run the Test Scenario with the card.
c) Generate five consecutive parity errors for a single byte after which a single valid byte is

transmitted, followed by five consecutive parity errors for the next single byte in the transmission.
d) Repeat qteps a) to c) with every provided etu-factor.
e) Setthe fpllowing bit-timing-parameters at the card-test-apparatus:

Table 49 — Card test apparatus bit timing apparatus
Barameter Value See
Character frame length Minimum [tn = (n - 0,2) etu + &] ISO/LEC 7816-3:2006, Clausq 7

Delay betwgen two consecutive

12 etu + R x N/f + g ISQYIEC 7816-3:2006, Clausq 7
dharacters

f)
g)

6.2.4.4 Testreport

Report the protocol recordings.
6.3 T=1 Protocol

6.3.1 General

The subsequent test methods are applicable only if the card supports the T=1 protocol.

Repeat qteps b) to d).

Repeat dteps a) to f) for all provided applications.

If an accidental transmissionSerror occurs during a test, any error recovery procedure shgll be

performed afcording to ISOAEC 7816-3:2006, 11.6.2.

NOTE Some of the subsequent descriptions of test methods contain scenarios to illustrate the des¢ribed
procedures. Some of these Scenarios are based on the assumption that the card contains a transparent fil¢ with
a length of 34 bytes and/the content '31 32 33 34 ...54 ', and understands I(0,0)(INF="00 BO 00 00 02’) as READ

BINARY 2 BYTES.

632 1/0

6.3.2.1 General

The purpose of this test is to determine the timing of the data transmitted by the card (see
ISO/IEC 7816-3:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

6.3.2.2 Apparatus

See 4.7.1.

20
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6.3.2.3 Procedure

During the following procedure the contacts VCC, RST, CLK and 1/0 shall be continuously monitored
and all signal transitions (level and timing) as well as the logical content of the communication shall be
recorded:

a) Run a typical T=1 and application specific communication with the card for at least 1 s with
nominal bit-timing parameters (see ISO/IEC 7816-3:2006, 11.2) and the minimum delay between
two consecutive characters defined by N (see ISO/IEC 7816-3:2006, 8.3) in the ATR.

b) Repeat step a) with every provided etu-factor.

c) Hepeatsteps a) to b) for each provided application.

6.3.2{4 Testreport

Report the protocol recordings.
6.3.3] I/0reception timing for T=1 protocol

6.3.3|1 General

The purpose of this test is to determine the reception timing of the card using the T=1 Protocol (see
ISO/IEC 7816-3:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

6.3.3]12 Apparatus
See 447.1.

6.3.3|13 Procedure

Conngct the card to the card-test-apparatus.

During the following procedure thé:contacts VCC, RST, CLK and I/0 shall be continuously monitored
and dlll signal transitions (level and timing) as well as the logical content of the communicdtion shall be
recorfded.

a) Set the following bit-timing-parameters at the card-test-apparatus:

Table 50 — Card-test apparatus bit timing parameters

Paraineter Value See
Charagter frame length Maximum [tn = (n + 0,2) etu - &] ISO/IEC 7816-3:2006, Clause 7
Guard time Maximum ISO/IEC 7816-3:2006, Clause 7, 11.4.3
Del Qs bntv'rann two t‘nncnt‘utivn
7 (11 + 2CWI) etu - g¢ ISO/IEC 7816-3:2006, 11.4.3
characters

b) Run atypical T=1 and application specific communication with the card for atleast 1 s.
c) Repeatsteps a) to b) with every provided etu-factor.

d) Setthe following bit-timing-parameters at the card-test-apparatus:
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Table 51 — Card-test apparatus bit timing parameters

Parameter Value See
Character frame length Minimum [tn = (n - 0,2) etu + &] ISO/IEC 7816-3:2006, Clause 7
Guard time Minimum ISO/IEC 7816-3:2006, Clause 7, 11.4.3
Delay between two consecutive 12 etu + R x N/f + & 1SO/IEC 7816-3:2006, 8.3
characters

e) Runa typical T=1 and application specific communication with the card for at least 1 s.

f) Repeat steps d) to e) with every provided etu-factor.

6.3.3.4 Teptreport

Report the pirotocol recordings.
6.3.4 Character Waiting Time (CWT) behaviour

6.3.4.1 General

The purposg of this test is to determine the reaction of the card regarding CWT (see ISO/IEC 7816-
3:2006, Claupe 7, 11.4.3).

NOTE THe notation used in the description of the procedure below is-defined in ISO/IEC 7816-4.

6.3.4.2 Apparatus
See 4.7.1.

6.3.4.3 Prpcedure

Connect the [card to the card-test-apparatus.

a) Be positjoned in a transparent file made of at least 2 bytes.

b) Senda tIock of n bytes to the catd with the CWT announced in the ATR.

c) Record presence, content ahd timing of the card response.

Table 52 %< Scenario 1 — Character Waiting Time (CWT) behaviour

Card-test-apparatus Card
1{0,0)(ANF*="00 BO 00 00 02") _—
& Card response
t  INF FIELD of COMMAND is READ BINARY 2 BYTES.

6.3.4.4 Testreport

Report the presence, the content and the timing of the card response.
6.3.5 Card-reaction to IFD exceeding CWT

6.3.5.1 General

The purpose of this test is to determine the reaction of the card on the IFD exceeding CWT (see
ISO/IEC 7816-3:2006, 5.2.5, Clause 7, 11.2).
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6.3.5.2 Apparatus
See 4.7.1.

6.3.5.3 Procedure
Connect the card to the card-test-apparatus.
a) Send less than n bytes of a block of n bytes to the card.

b) Record the presence, the content and the timing of the card response.

The rleaction of the card on possible collisions resulting from the interruption should beinyestigated.

6.3.5|4 Testreport

Repoft the presence, the content and the timing of the card response.
6.3.6 Block Guard time (BGT)

6.3.6/1 General

The gurpose of this test is to measure the time between the leading edges of two consecutive characters
(BGT]J) sent in opposite directions (see ISO/IEC 7816-3:2006,-11.4.3).

6.3.6|2 Apparatus
See 47.1.

6.3.6|3 Procedure

6.3.6{3.1 Procedure 1

Conngct the card to the card-test-apparatus.

a) He positioned in a transparent file made of at least 2 bytes.
b) Huild a correct I-bloek:

¢) SYend the I-block'to the card.

d) The card should respond with a correct I-Block according to Rule 1.

Table 53 — Scenario 2 — Block Guard Time (BGT), Procedure 1

€ard-test-apparatus €ard
1(0,0)(INF =‘00 B0 00 00 027) _—
& 1(0,0)(INF =31 3290 00")

e) Record the timing starting with the start bit of the last character from the card-test-apparatus up
to the start bit of the first character of the card response.

6.3.6.3.2 Procedure 2
Connect the card to the card-test-apparatus.
a) Be positioned in a transparent file made of at least 2 bytes.

b) Build an I-block with a wrong EDC (error detection character).
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c) Send the I-block to the card.
d) The card should send correctly a negative acknowledgement R-block indicating an EDC error in its
protocol control byte (PCB) according to Rule 7.1:
Table 54 — Scenario 3 — Block Guard Time (BGT), Procedure 2
Card-test-apparatus Card
1(0,0)(INF =00 BO 00 00 02°)(EDC = }
Wrong)
— R(0)(PCB="81")
e) Record the timing starting with the start bit of the last character from the card-test-apparatus up
to the start bit of the first character of the card response (see ISO/IEC 7816-3:2006, 114:3).
6.3.6.4 Tepstreport

Report ther

6.3.7 Bloc

6.3.7.1 General

The purpos
ISO/IEC 781

Erroneousb
or an errori

6.3.7.2 Ap
See 4.7.1.
6.3.7.3 Pr

6.3.7.3.1 Procedure 1

Connect the
a) Resetth
b) Sendan

c) Ifthecaj

pcorded timings.

k sequencing by the card

b of this test is to determine the reaction of the card to a transmission errox
h-3:2006, 11.6.3).

ock: block which suffered a transmission errag.e. one or more characters of wrong p
h the epilogue.

paratus

pcedure

card to the card=test-apparatus.
e card.
erroneous block to the card.

'd<oes not start sending a block within BWT or sends R(0) then send the correct block :

(see

arity,

hgain.

Table 55 — Scenario 4 — Block sequencing by the card, Procedure 1

Card-test-apparatus Card
1(0,0)(INF ="00")(EDC = Wrong) _
— R(0)(PCB='81")
[(0,0)(INF ="00 B0 00 00 02") _—
< 1(0,0)(INF = Response)

d) Record the response of the card.
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6.3.7.3.2 Procedure 2

Connect the card to the card-test-apparatus.

a) Resetthe card.

b) Send block I(0,0) to the card, with the INF field containing a command supported by th
c) Wait for the answer from the card and send an erroneous block to the card.

d) If the card does not start sending a block within BWT or sends R(1) with bit bl of the
then send the erroneous block again up to 3 times.

Table 56 — Scenario 5 — Block sequencing by the card, Procedure 2

e card.

PCBsetto 1

Card-test-apparatus Card
1(0,0)(INF = ‘00 BO 00 00 02") _
— 1(0,0)(INF2y31 32 90 00")
1(1,0)(INF = ‘00")(EDC = Wrong) _
— R(1)(PCB="91)
I(1,0)(INF = ‘00")(EDC = Wrong) _
— R(1)(PCB="91)
I(1,0)(INF = ‘00")(EDC = Wrong) _
& card response
e) Hecord the response of the card including whether the card stays mute after recei
Hlock or not.

6.3.7{3.3 Procedure 3 (with chaining)
Conngct the card to the card-test-apparatus.
a) Hesetthe card.

Send block I(0,1) to the card, with the INF field containing a command needing chainiy
By the card.
V

Vait for the answer’from the card and send an erroneous block to the card.

o
—

Fthe card does not start sending a blockin BWT or sends R(1) then send the erroneous

Table'57 — Scenario 6 — Block sequencing by the card, Procedure 3 (with chai

ying the last

1g supported

block again.

ning)

card-test-apparatus card

1(0,1)(INF = Beginning of the com-
mand)

— R(1)(PCB=90")
[(1,0)(INF = End of the command)

(EDC = Wrong) —
— R(1)(PCB='90' or ‘91’)
I(1,0)(INF(EDE(§1(:i %;EE;)Ommand) 3
—_— R(1)(PCB='90' or ‘91")
I(1,0)(INF = End of the command) _—
< card response
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e) Record the reaction of the card.

6.3.7.4 Testreport

Report the reaction of the card for each procedure.

6.3.8 Reaction of the card to protocol errors

6.3.8.1 General

The purpos

of this test is to analyse the reaction of the card to a protocol error (see ISO/IEC

816-

3:2006, 11.6

Faulty block
or M, or PCB

6.3.8.2 Ap
See 4.7.1.

6.3.8.3 Pr

Connect the

3).

Invalid block with unknown PCB encoding, or known PCB encoding with wrong N(S)
not matching with the expected block.

paratus

pcedure

card to the card-test-apparatus.

a) Resetthe card.

b) Sendaf:
c)

then sen

hulty block to the card.

If the cafd does not start sending a block within BWT or sends R(0) with bit b2 of the PCB se

d the correct block. If the card remainsdnute the test ends at this point.

Table 58 — Scenario 7 — Reaction of the card to protocol errors

—_—

—_—

Card-test-apparatus Card
0,0)(INF = ‘00 BO 00 00 02) s
(PCB=Wrong)
< R(0)(PCB="82") or mute card
0,0)(INF = ‘00 B0.00)00 02’) _
< Card response

This test mal

6.3.8.4 Te

¥ be repeated with different types of wrong PCB.

staeport

N(R)

tto 1

Report the reaction of the card.

6.3.9 Recovery of a transmission error by the card

6.3.9.1 General

The purpose of this test is to analyse the card reaction to a negative acknowledgement (see
ISO/IEC 7816-3:2006, 11.6.3).

Negative acknowledgement: R-Block with N(R) out of sequence.

26
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6.3.9.2 Apparatus
See 4.7.1.

6.3.9.3 Procedure
Connect the card to the card-test-apparatus.

a) Resetthe card.

ISO/IEC 10373-3:2018(E)

b) Send block I(0,0) to the card, with the INF field containing a command supported by the card (Read

Binary of two bvtes without offset) and wait for the answer contained in block 1{0,0) o

(@s)]

c)
d) The card should repeat the I-block.

end R(0) or R(1) to the card. Get the response from the card.

Table 59 — Scenario 8 — Recovery of a transmission errorby the card

1(1,0).

Card

Card-test-apparatus

I1(0,0)(INF =00 BO 00 00 02") _—
(—

R(0)(PCB="81") _—
(—.

I(1,0)(INF =‘00 BO 00 00 02") —_—
(_.__

R(1)(PCB=91") —_— >
(—

1(0,0)(INF =31 32 90 00")

1(0,0)(INF = ‘31 32 90 00")

1(1,0)(INF = ‘31 32 90 00")

1(1,0)(INF = ‘31 32 90 00")

6.3.914 Testreport

Report the reaction of the card.
6.3.10 Resynchronization

6.3.10.1 General

The purpose of«this test is to check the behaviour of the card after a resynchror

ISO/IEC 7816-3:2006, 11.6.3).

6.3.10.2 (Apparatus

Lo A |
/.1,

See

6.3.10.3 Procedure
Connect the card to the card-test-apparatus.

a) Resetthe card.

b) Exchange two I-blocks in each direction with a command supported by the card.

ization (see

c) Send 2 negative acknowledgement blocks and then an S(RESYNCH request) block to the card.

d) Record the response of the card.

e) Ifthe card sends S(RESYNCH response), send 1(0,0) block.

© ISO/IEC 2018 - All rights reserved
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f) Record the response of the card.

Table 60 — Scenario 9 — Resynchronization

Card-test-apparatus Card
1(0,0)(INF = ‘00 BO 00 00 02") —_—>
& [(0,0)(INF =31 3290 00°)
I(1,0)(INF =‘00 B0 00 00 03") _—
— I(1,0)(INF =31 3233 90 00")
REHRCB=191) >
—_— 1(1,0)(INF = ‘31 32 33 90 00")
R(1)(PCB=91) _—
—_— 1(1,0)(INF = ‘31 32 33 90 00")
S(RESYNCH request) _—
& S(RESYNCH response)
1(0,0) _
— Cardresponse

6.3.10.4 Tepstreport

Report the reaction of the card.
6.3.11 IFSI) negotiation

6.3.11.1 General

The purposq of this test is to check the IFSD negegtiation (see ISO/IEC 7816-3:2006, 11.4.2).

6.3.11.2 Apparatus
See 4.7.1.

6.3.11.3 Prpcedure
Connect the [card to the card-test-apparatus.
a) Resetth card.

b) Exchange on€ I-block in each direction with a command supported by the card.

c) Send bldck Q(IPQ rpqnpcr) to the card

Table 61 — Scenario 10 — IFSD negotiation

Card-test-apparatus Card
[(0,0)(INF = ‘00 BO 00 00 02") _—
— [(0,0)(INF =31 3290 00")
S(IFS request) _—
— Card response

d) Record the response of the card.
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1.4 Testreport

Report the response of the card.

6.3.1

6.3.1

2 Abortion by the IFD

2.1 General

-3:2018(E)

The purpose of this test is to check the chaining abortion behaviour of the card (see ISO/IEC 7816-
3:2006, 11.6.3).

6.3.12.2 Apparatus
See 47.1.
6.3.12.3 Procedure
a) Hesetthe card.
b) Hxchange one I-block in each direction with a command supported by the card.
c) Send block I(1,1) to the card, with the INF field containing a-command needing chainit
by the card.
d) Wait for the answer of the card and send S(ABORT request).
Table 62 — Scenario 11— Abortion by the IFD
Card-test-apparatus Card
1(0,0)(INF = ‘00 BO 00 00 02") —_—
R 1(0,0)(INF = ‘31 32 90 00")
I(1,1)(INF = ‘00-B0") _
< R(0)(PCB=80")
S(ABORT requestj _—
— Card response
e) Hecord the preserice and content of a response from the card.
6.3.12.4 Test report
Report thepresence and content of a response from the card.

1g supported

_ hodsforphvsicatand-etectricat-dl - ticsof-theTFE

7.1

7.1.1

Activation of contacts

General

The purpose of this test is to determine the sequence of the activation of contacts during the activation
of the card activation phase (see ISO/IEC 7816-3:2006, 6.1, 6.2.1, 6.2.2).

7.1.2

Apparatus

See 4.7.2.
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7.1.3 Procedure

Connect the

[FD to the IFD-test-apparatus.

a) Measure the level and timing of the signals on the IFD contacts for at least 1 s.

b) Activate

the IFD.

c) Measure the level and timing of the signals on the IFD contacts for at least 1 s.

The activities necessary to “activate the IFD” are very dependent on the construction of the IFD. They
shall include all activities necessary until the IFD provides the “cold reset of the card” procedure as

defined in I

714 Te
Report ther

The value o
during the a

T/'lnL 7616-3720U06,06.2°T.
stireport

ecorded levels and timing of the signals on all [FD contacts.

[ 20 ns shall be used as the minimum delay between two subsequent’signal trans
Ctivation of contacts until a different value is defined in ISO/IEC 7816+3.

tions

7.2 VCC cpntact
7.2.1 Gengral
The purpos¢ of this test is to measure the voltage provided‘by the IFD on the VCC contact (see
ISO/IEC 7816-3:2006, 5.2.1).
7.2.2 Apppratus
See 4.7.2.
7.2.3 Pro¢edure
Connect the [[FD to the [FD-test-apparatus:
a) Setthe fpollowing parameters in‘the I[FD-test-apparatus (begin with lowest voltage class suppprted
by the IFD):
Table 63 — IFD test apparatus parameters
Parameter Setting
Icc Icc min
b) Activategtheé IFD.
c) TheIFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
d) Generate an ATR with the following parameters:
Table 64 — ATR parameters
Parameter Setting See
Fi Lowest available value ISO/IEC 7816-3:2006, 8.3
X “171 ISO/IEC 7816-3:2006, 8.3
e) Ifthe IFD generates a PPS, then transmit a PPS response with the requested parameters.
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f)

g)

h)

j)
k)
1)

p)
q)
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Let the IFD run the Test Scenario with the [FD-test-apparatus. During the whole communication
generate current spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-
3:2006, 5.2.1. During this communication the following signals shall be continuously monitored
and the following values determined:

Table 65 — Values to be determined

Characteristic Value

Ucc Ucc min, Ugc max

If the IFD generates a clock stop (see ISO/IEC 7816-3:2006, 6.3.2), set parameter Icc at the IFD-
test-apparatus to Icc max for the time of the clock stop. During the clock stop the sighals shall be
dontinuously monitored and the values shown in Table 65 determined.

Deactivate the IFD.

et the following parameters in the IFD-test-apparatus (begin with lowest voltage clags supported
y the IFD):

loull o)

Table 66 — IFD test apparatus parameters

Parameter Setting

Icc Icghax

Activate the IFD.
The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

(Jenerate an ATR with the following parameters:

Table.67 — ATR parameters

Parameter Setting See
Fi Highest available | ISO/IEC 7816-3:2006, 8.3
value
X 171 ISO/IEC 7816-3:2006, 8.3

[f the IFD generates«aPPS, then transmit a PPS response with the requested parametefs.

Ifet the IFD run‘the Test Scenario with the [FD-test-apparatus. During the whole cothmunication
enerate current spikes randomly from 1 kHz to 100 kHz within the range defined in I§0/IEC 7816-
1:2006, 52~ During this communication the signals shall be continuously monitdred and the
alues shown in Table 65 determined.

the [FD-test-
signals shall

Icc at

be continuously monitored and the values shown in Table 65 determined.

Deactivate the IFD.

Repeat steps a) to p) for all voltage classes supported by the IFD.

7.2.4 Testreport

Report the determined values Ucc min, Ucc max for all scenarios above together with the measurement
conditions (Icc and Fi).
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7.3 1/0 contact

7.3.1 General

The purpose of this test is to measure the contact capacitance of the I/0 contact, the I/0 output voltages
(Uon, UoL) under normal operating conditions (lp;, max/min and Ipg max/min), I/O tr and tg during
transmission mode of the IFD and the I/0 input current (/1) during reception mode of the IFD.

7.3.2 Apparatus

See 4.7.2.

7.3.3 Prog¢edure

Connect the [[FD to the IFD-test-apparatus.

a) Measurg the capacitance Cjg of the I/0-contact.

b) Setthe f
by the IJ

c) Activatg
d) ThelFD
e) Generat

f) Let the

followinlg charactefistics shall be continuously monitored and the following values determingd:

D):

pllowing parameters in the IFD-test-apparatus (begin with lowest voltage class supp

Table 68 — IFD test apparatus parameters

Parameter Setting
Icc {Gc max

Iy Ity max

IiL I, max
Uon Uoyg min
UoL UpL, max

trR tr min

tF tr min

the IFD.

resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

p an ATR.

prted

[FD run the {Test Scenario with the IFD-test-apparatus. During this communication the

Table 69 — Values to be determined

Characteristic Value
Uin Uiy min, Uy max
UL Ui, min, Uj, max
Ion Ioy max
Ior, Ipr, max
trR tr max
tp trF max

g) Deactivate the IFD.

h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported
by the IFD) as shown in Table 70:
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Table 70 — IFD test apparatus parameters

Parameter Setting
Icc Icc max

Iy Ity min

I I;, min
Uon Uoyg min
Uol, UpL, min

R tr max

f'r f'r max

-3:2018(E)

cs shall be

e procedure

D/IEC 7816-

5s supported

i) Heset the card.
j) Hun the Test Scenario. During this communication the following chavacterist
dontinuously monitored and the values shown in Table 69 determined.
k) Deactivate the IFD.
1) Hepeat steps b) to k) for all supported voltage classes.
7.3.4] Testreport
The tlest report shall state the capacitance of the 1/0-contact; the values determined in tH
and whether all communications were in conformance with [SO/IEC 7816-3.
7.4 |CLK contact
7.4.1] General
The purpose of this test is to determipe*the characteristics of the CLK signal (see IS
3:2006, 5.2.3).
7.4.2| Apparatus
See 47.2.
7.4.3| Procedure
Conngct the IFD.to'the IFD-test-apparatus.
a) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage cla
by the IF¥D).
Table 7T — IFD testapparatus parameters
Parameter Setting

Icc Icc max

I Ity max

I ;. max
b) Activate the IFD.
c) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
d) Generate an ATR with the following parameters:
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Table 72 — ATR parameters

Parameter Setting See
Fi Fimax ISO/IEC 7816-3:2006, 8.3
Di Di min ISO/IEC 7816-3:2006, 8.3

e) Ifthe IFD generates a PPS, then transmit a PPS response with the requested parameters.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the
following characteristics shall be continuously monitored and the following values determined:

Table 73 — Values to be determined

Characteristic (CLK) Value
Uin Uig min, Uty max
UL UL, min, Uy, max
tr tr max
tr tF max
Duty Cycle min, max

g) Deactivate the IFD.

h) Set the parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the
IFD) as ghown in Table 74.

Table 74 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
I It min
I, ;1 min

i) Activatgthe IFD.

j)  TheIFD|resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Generatg an ATR with the-parameters shown in Table 72.

1) Ifthe IFD generates atPPS, then transmit a PPS response with the requested parameters.

m) Let the [FD run-the Test Scenario with the IFD-test-apparatus. During this communication the
charactgristics'shall be continuously monitored and the values shown in Table 73 determined.

n) Deactivatéthe IFD.

0) Repeatsteps a) to n) for all supported voltage classes.

7.4.4 Testreport

The test report shall state the values determined in the procedure, the corresponding parameters and
whether all communications were in conformance with ISO/IEC 7816-3.

7.5 RST contact

7.5.1 General

The purpose of this test is to determine the characteristics of the RST signal (see ISO/IEC 7816-
3:2006, 5.2.2).
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7.5.2 Apparatus
See 4.7.2.

7.5.3 Procedure

Connect the IFD to the IFD-test-apparatus.

ISO/IEC 10373-3:2018(E)

a) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported

by the IFD):

Tabte 75— IFDtestapparatus parameters |

Parameter Setting
Icc Icc max
I Iig max
I, ;1 max

b) Activate the IFD.

c) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006,6:2.2).

d) (enerate an ATR.

e) Ifthe IFD generates a PPS, then transmit a PPS respofise with the requested paramete

'S.

f) Uet the IFD run the Test Scenario with the IFD<test-apparatus. During this communication the

-

Table 76 —Values to be determined

Characteristic.(RST) Value
U Uig min, Uy max
Ui Ui, min, Uy, max
tr tr max
tr tr max

g) [Deactivate the IFD:

h) Set the paranieters in the IFD-test-apparatus (begin with lowest voltage class supp

]

D) as shownin Table 77:

Table 77 — IFD test apparatus parameters

bllowing characteristics shall be continuously.monitored and the following values deflermined:

brted by the

Parameter Qnﬂ'ing
Icc Icc max
Iy Ijg min
I I1, min

i) Activate the IFD.

j) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Generate an ATR.

1) Ifthe IFD generates a PPS, then transmit a PPS response with the requested parameters.

© ISO/IEC 2018 - All rights reserved
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m)

Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the

characteristics and values shown in Table 76 shall be continuously monitored and the values

determi

0)

ned.

Deactivate the IFD.

Repeat steps a) to n) for all supported voltage classes.

7.5.4 Testreport

Report the values determined in the procedure and the corresponding parameters.

7.6 SPU (

This testsha
is to measur

7.7 Deactivation of the contacts

7.7.1 Gen

The purposé

ISO/IEC 781

7.7.2 App
See 4.7.2.

7.7.3 Proc

Connect the

a) Activate

b) TheIFD
c) Generat
d) IfthelF
e) Let the
during

continu

signal t1f

The value o

£6) contact

l only be applied when SPU (C6) in the card is not electrically isolated. The purpose’of th
 the voltage provided by the IFD on the SPU (C6) contact (see ISO/IEC 7816;3:2006, 5.2

bral

e of this test is to determine the deactivation sequencecofthe contacts by the IFL
h-3:2006, 6.4).

pratus

edure

[FD to the [FD-test-apparatus.

the IFD.

resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

e an ATR.

D generates a PPS, then transmit a PPS response with the requested parameters.

FD run the<Test Scenario with the IFD-test-apparatus. For every deactivation proc
br at thelend of the communication, starting with the falling edge of the RST-s
pusly monitor the contacts VCC, RST, CLK and I/0 and record the voltage and timing
ansitions on these contacts.

s test
4).

(see

bdure
ignal,
of all

F 20 ns shall be used as the minimum Hn]ny between twao cnhcnqnnnf cignn] trans

tions

during the activation of contacts until a different value is defined in ISO/IEC 7816-3.

7.7.4 Testreport

Report ther

36

ecorded levels and timing of the signals on all IFD contacts.
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8 Test methods for logical operations of the IFD

8.1

8.1.1

Answer to reset

Card reset (cold reset)

8.1.1.1 General

-3:2018(E)

The purpose of this test is to determine the cold reset provided by the IFD (see ISO/IEC 7816-
3:2006, 6.2.2).

8.1.1

See 4

2 Apparatus
7.2.

8.1.1
Conn
a) A
b)

<

8.1.1

Repo
8.1.2

8.1.2

The |
3:20(

8.1.2
See 4

3 Procedure
ect the IFD to the IFD-test-apparatus.
ctivate the IFD.

ontinuously monitor the RST signal and determine the.timing (relative to the CLK
oltage of all transitions on the RST contact for at least Xs.

4 Testreport

It the voltage and timing of all signal transitions on the RST contact.
Card reset (warm reset)

1 General

purpose of this test is to détermine the warm reset provided by the IFD (see IS
6, 6.2.3).

2 Apparatus
7.2.

8.1.2

Conn

3 Proeedure

bct thelFD to the IFD-test-apparatus.

-signal) and

D/IEC 7816-

a) A

ctivate the IED

b) The IFD resets the [FD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

c) Generate an ATR.

d) Ifthe IFD generates a PPS, then transmit a PPS response with the requested parameters.

e) Letthe IFD run the Test Scenario with the IFD-test-apparatus. During this communication the RST
signal shall be continuously monitored and voltage and timing (relative to the CLK-signal) of any

S

8.1.2

ignal transition recorded.

4 Testreport

Report the voltage and timing of all warm resets provided by the IFD, if any.

© ISO/IEC 2018 - All rights reserved

37


https://iecnorm.com/api/?name=050eed10e316802854be4cb6afc77c38

ISO/IEC 10

373-3:2018(E)

8.2 T=0 Protocol

8.2.1 General

The subsequent tests are applicable only if the IFD supports the T=0 protocol.

NOTE £t

8.2.2

is defined in Table 14.

I/0 transmission timing for T=0 protocol

8.2.2.1 General

The purposse

8.2.2.2 Ap
See 4.7.2.

8.2.2.3 Pr
Connect the

During the f
all signal tr3

of this test is to determine the timing of the data transmitted by the IFD.

paratus

pcedure
[FD to the [FD-test-apparatus.

pllowing procedure contacts VCC, RST, CLK and 1/0 shall*be continuously monitore
insitions (level and timing) as well as the logical content of the communication sh

maximum guard time at the IFD by setting\the Parameter N in the ATR to 254
7816-3:2006, 8.3).

Let the IIFD run the Test Scenario.

teps a) to b) with every provided etu+factor.

tep c) for all supported applications. Select the application by changing the ATR and

selectiop as described in ISO/IEC 7816-3:2006, 6.3.1.

recorded:

a) Set the
ISO/IEC

b)

c) Repeat§

d) Repeat{

8.2.24 Te

St report

Report the pirotocol recordings.

823 1/0

character pepetition for T=0 protocol

8.2.3.1 General

The purpossg

H and
b1l be

(see

mode

of'this test is to determine the use and timing of the character repetition by the IF]]

(see

ISO/IEC 7816-3:2006, 7.3, 10.2).

8.2.3.2 Apparatus

See 4.7.2.

8.2.3.3 Procedure

Connect the

a) Letthel

38

IFD to the IFD-test-apparatus.

FD run the Test Scenario.
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b)

d)

e)
f)

8.2.3|14 Testreport

Report the protocol recordings.

ISO/IEC 10373-3:2018(E)

During the following part of the procedure the contacts VCC, RST, CLK and [/O shall be continuously
monitored and all signal transitions (level and timing) as well as the logical content of the
communication shall be recorded.

Generate 3 successive times at each byte received from the IFD an error signal in accordance to
ISO/IEC 7816-3:2006, 7.3 with minimum duration (1 etu + &) and minimum time between the
leading edge of the start bit and the leading edge of the error signal [(10,5 - 0,2) etu + &t].

Generate 3 successive times at each byte received from the IFD an error signal in accordance to
ISO/IEC 7816-3:2006, 7.3 with maximum duration (2 etu - &) and maximum time between the
leading edge of the start bit and the leading edge of the error signal [(10,5 + 0,2) etu - &].

Hepeat steps c) to d) for all supported etu-factors.

Hepeat step e) but generate the error signal 5 instead of 3 consecutive times.

As an addition to ISO/IEC 7816-3 the IFD shall reject the card (IFDstest-apparatus) in 8.2.3.3 f). It is
necegsary to define a minimal and maximal repetition value (min.=\3; max. = 5) for the IFD to prevent

a loclf-up.
8.2.4] 1/0reception timing and error signaling for T=0'protocol

8.2.4]1 General

The

ISO/IEC 7816-3:2006, 7.1, 7.2, 7.3, 10.2).

8.2.4{2 Apparatus
See 47.2.

8.2.413 Procedure

Conngct the IFD to the IED*test-apparatus.

purpose of this test is to determine the reeeption timing and Error signalling of the IFD (see

During the following procedure the contacts VCC, RST, CLK and I/0 shall be continuously monitored

and

recorlded:

a)

Il signal transitions (level and timing) as well as the logical content of the communicdtion shall be

Set the following bit-timing-parameters at the IFD-test-apparatus:

Tabte-78—1FDb-testapparatusbit timingparameters————

Parameter Value See

Character frame length maximum [tn = (n + 0,2) etu —g¢] ISO/IEC 7816-3:2006, Clause 7

Delay between two consecutive

haracters 960 x 255 x (Fi/f) ISO/IEC 7816-3:2006, Clause 7

b)
c)
d)
e)

Let the IFD run the Test Scenario.
Generate three consecutive parity errors for every byte.
Repeat steps a) to c) with every provided etu-factor.

Set the following bit-timing-parameters at the IFD-test-apparatus:
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Table 79 — IFD test apparatus bit timing parameters

characters

Parameter Value See
Character frame length Minimum [tn = (n - 0,2) etu + &] ISO/IEC 7816-3:2006, Clause 7, 8.3
Delay between two consecutive 12 etu + g 1SO/IEC 7816-3:2006, Clause 7, 8.3

f) Repeatsteps b) to d).

g) Repeatsteps a) to f) but generate five consecutive parity errors for every byte instead of three.

8.2.44 Te

Ftreport

Report the pirotocol recordings.

As an additi
necessary td
a lock-up.

83 T=1P

8.3.1 Gen

bn to ISO/IEC 7816-3, the IFD shall reject the card (IFD-test-apparatus) in,8.2.4.3 f]
define a minimal and maximal repetition value (min. = 3; max. = 5) forthe'[FD to pr]

rotocol

bral

The subsequent tests are applicable only if the IFD supports the T=0protocol.

NOTE So
procedures.

a transparen|
(INF="00 BO ¢

832 1/0

me of the subsequent descriptions of test methods-gontain scenarios to illustrate the des
bome of these scenarios are based on the assumption, that the card-test-apparatus co
L file with a length of 36 bytes and the content '31 32 33 34 ..54 ', and understands
000 02’) as READ BINARY 2 BYTES.

fransmission timing for T=1 protocol

8.3.2.1 General

The purposse
3:2006, 7.1, 7

8.3.2.2 Ap
See 4.7.2.

8.3.2.3 Pr

Connect the

of this testis to determinethe timing of the data transmitted by the IFD (see ISO/IEC
.2,8.3,11.4.3).

paratus

pcedure

Ctis
event

ribed
htains
1(0,0)

/816-

[FDto the [FD-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and I/0 shall be continuously monitored
and all signal transitions (level and timing) as well as the logical content of the communication shall be

recorded:

a)

setting N in the ATR to 254 (see ISO/IEC 7816-3:2006, 8.3).

b)

<)
d)

e)

40

Repeat step a) with N set to 0.
Repeat step a) with N set to 12.
Repeat steps a) to c¢) with every supported etu-factor.

Repeat steps a) and d) with N set to 255.
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