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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field.¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter|

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bedies for voting. |

an International Standard requires approval by at least 75 % of the national bodies casting a votd.

Attenfion is drawn to the possibility that some of the elements of this.dociment may be the sub
rights| ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

ISO/IEC 10373-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior
Subcpmmittee SC 17, Cards and personal identification.

This gecond edition cancels and replaces the first edition (ISO/IEC 10373-3:2001), which has be
revisqd.

ISO/IEC 10373 consists of the following parts, under the general title /dentification cards — Test

The

Rart 1: General characteristics

Rart 2: Cards with magnetic stripes

Rart 3: Integrated circuit cards with contacts and related interface devices
Rart 5: Optical memadry cards

Rart 6: Proximity cards

Rart 7: Vicinjty cards

Rart 8: USB-ICC

Part 2.

International
Publication as
ject of patent
technology,

en technically

methods:

following part is under preparation:

Part 9: Optical memory cards: Holographic recording method

© ISO/IEC 2010 — All rights reserved
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INTE

RNATIONAL STANDARD ISO/IEC 10373-3:2010(E)

Identification cards — Test methods —

Part 3:
Integrated circuit cards with contacts and related interface
devices

1

[da)

This

pcope

part of ISO/IEC 10373 defines test methods for characteristics of integrated circuit cards

and felated interface devices according to the definition given in ISQ/IEC 7816. Each te

Ccross

suppl
identi

NOTE]
Stand

This
conta
other

Test
indep
defing

Confd
does

referenced to one or more base standards, which can be ISQ/IEC 7810 or one or
ementary International Standards that define the informatien\ storage technologies
ication card applications.

Criteria for acceptability do not form part of this part of ISOQ/IEC 10373 but will be found in th
brds mentioned above.

pbart of ISO/IEC 10373 defines test methods which are specific to integrated circuit teg
cts. ISO/IEC 10373-1 defines test methods which are common to one or more card tech
parts define other technology-specific tests.

methods defined in this part of IS@I/IEC 10373 are intended to be performed se
endently. A given card is not required to pass through all the tests sequentially. The
d in this part of ISO/IEC 10373 are based on ISO/IEC 7816-3.

rmance of cards and IFDs determined using the test methods defined in this part of IS
not preclude failures in the field. Reliability testing is outside the scope of this part of ISO/IE]

This part of ISO/IEC 10373\does not define any test to establish the complete functioning of inte

cards
defing

d as follows.

— Any integrated circuit present in the card continues to show an Answer to Reset res
conforms to the base standard.

with contacts
5t method is
more of the
employed in

e International

hnology with
nologies and

parately and
test methods

O/IEC 10373
C 10373.

grated circuit

The test methods)require only that the minimum functionality be verified. Minimum fyinctionality is

ponse which

- Any contacts associated with any mtegrated circuit present in the card continue to sllmow electrical

lUbIbl.dl 1T VVI Ilbll CUI IIUI LLLESY lU lIIC Udbﬂ bl.dl |ua|u

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7810:2003, Identification cards — Physical characteristics

ISO/IEC 7816-3:2006, Identification cards — Integrated circuit cards — Part 3: Cards with contacts —
Electrical interface and transmission protocols

© ISO/IEC 2010 — All rights reserved
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ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security and

commands fo

3 Terms
For the purpo

3.1
card

r interchange

and definitions

ses of this document, the following terms and definitions apply.

integrated circuit card with contacts as defined in ISO/IEC 7816

3.2

DUT

device under
card or IFD tH

3.3
etu-factor
parameters n

34

IFD
interface dev
3.5

normal use
use as an

appropriate tq

3.6

test method
method for
confirming th

3.7
test scenarig

test
at is subject to testing

ce related to integrated circuit cards with contacts as defingd in ISO/IEC 7816-3

dentification card, as defined in ISO/IEC 7810:2003, 4.1, involving equipment proc
the card technology and storage as a personakdocument between equipment processes

psting characteristics of identification cards and related interface devices for the purpd
pir compliance with International,Standards

egotiable by protocol and parameters selection (PPS), described in ISO/IEC 7816-3:2006, 6.3.1

ESses

se of

defined typical protocol and application specific communication to be used with the test methods defimed in

this part of IS

3.8

typical protgcol and application specific communication

communicatiq
implemented

O/IEC 10373

n between*a DUT and the corresponding test-apparatus based on protocol and appli
in the' DYT and representing its normal use

cation

4 General items applicable to the test methods

41 Teste

nvironment

Unless otherwise specified, testing of physical, electrical and logical characteristics shall take place in an
environment of temperature 23 °C £ 3 °C, of relative humidity 40 % to 60 %.

4.2 Pre-conditioning

Where pre-conditioning is required by the test method, the identification cards to be tested shall be
conditioned to the test environment for a period of 24 h before testing unless otherwise specified.

© ISO/IEC 2010 — All rights reserved
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Tests shall be applied as required to test the attributes of the card defined by the relevant base standard
(see 4.8).

4.4 Default tolerance

Unless otherwise specified, a default tolerance of £ 5 % shall be applied to the quantity values given to specify
the characteristics of the test equipment (e.g. linear dimensions) and the test method procedures (e.g. test
equipment adjustments).

4.5

The t

test report.

Total measurement uncertainty

btal measurement uncertainty for each quantity determined by these test methods shall bg

stated in the

4.6 |Conventions for electrical measurements
Potential differences are defined with respect to the GND contact of the card) and currents flowing to the card
are considered positive.
4.7 |Apparatus
4.7.1| Apparatus for testing the integrated circuit cards.with contacts (card-test-apparatus)
4711  Generating the VCC voltage (Ucc) and timing
Table 1 — voltage and timing for VCC
Parameter Operating Condition Range Accuracy
Ucc Class A, B, C -1Vto6V +20 mV
IR, tF Class A, B, C 0 ps to 500 ps +100 ps
4712 MeasuringlCC
Table 2 — I.c parameters
CTaracteristic Mode Range Accuracy Resqglution
I Spike Measurement 0 mA to 200 mA +2mA 20 ns
Icc Active mode 0 mA to 100 mA +1mA Averaged over 1 ms
Clock stop 0 pA to 200 pA +10 pA Averaged over 1 ms

4.71.

3

Generating SPU

(C6) voltage

See 5.5 and ISO/IEC 7816-3.

© ISO/IEC 2010 — All rights reserved
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4.71.4 Generating the RST voltage and timing
Table 3 — RST voltage and timing
Parameter Operating Condition Range Accuracy
Un, UL Class A, B -1Vto6V +20 mV
Uy Class C -“1Vto2V +20 mV
Uy Class C -1Vicl1V +20 mV
IR, tF Ousto2us +20ns
NOTE tr and ¢r are generated between 10% and 90% of Vy min and V. max values.
4.71.5 Magasuring the RST current
Table 4 — RST current
Characteristic Mode Range Accuracy Resolution
Iy Active -30 pA to 200 A +10 pA 100 ns
Iy Active -200 pA to 30.uA +10 pA 100 ns
4.71.6  Ggnerating the I/O voltage and timing in:reception mode
Table 5<1/0 voltage and timing
Parameter Mode Operating Condition Range Accuragy
Card: Reception,
U, Uyl Apparatus: Class A, B -1Vto6V +20 mV
Transmission
Card: Reception,
Un Apparatus: Class C -1Vto2V +20 mV
Transmission
Card: Reception,
Uy Apparatus: Class C -TVio1V +20 mV
Transmission
Card: Reception,
IR, IF Apparatus: Opusto2ys + 100 ns
Transmission
NOTE — tr and # are generated between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2010 — All rights reserved
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4.7.1.7 Measuring the I/O current in reception mode

Table 6 — 1/O current (reception mode)

Parameter Mode Range Accuracy Resolution

Card: Reception,
Iy Apparatus: -300 pAto 30 pA +10 pA 100 ns

Transmission

Card: Reception,
Apparatus: -T.5 MAT0 -U,ZmA 50 pA T0Q ns

Transmission

I
Card: Reception,
Apparatus: -200 yA to 30 pA +10 pA 100 ns

Transmission

4718 Generating the I/O current

Table 7 — I/O current

Stabilization time
Parameter Mode Range Accuracy after level is
reaghed

Card: Transmission 20 kQ pull-up to

Ton Apparatus: Reception .Y C Oéiri%l.iltiVabnt +200 Q
Card: Transmission
lot Apparatus: Reception 0mAto 1,5 mA 150 pA <100 ns

4.719 Measuring the l/O voltage and timing

Table 8 — 1/0O voltage and timing

Qharacteristic | Operating Condition Range Accuracy Reso|ution
Ui U\ Class A, B, C -1Vto6V +20 mV 20|ns
R, IF UOpsto Zps T20ns
NOTE — tr and # are measured between 10% and 90% of V4 min and V. max values.

© ISO/IEC 2010 — All rights reserved
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4.7.1.10 Generating the CLK voltage

Table 9 — CLK voltage

Parameter Operating Condition Range Accuracy Resolution
Un, U Class A, B -1Vto6V +20 mV 20 ns
Uy Class C -1Vto2V +20 mV 20 ns
off Class C -1Vto2V +20mV 20 ns
4.71.11 Ggnerating the CLK waveforms (single cycle measurement)
Table 10 — CLK waveforms
Paramgpter Range Accuracy
Duty cycle 35 % to 65 % of period +5ns
Frequgncy 0,5 MHz to 5,5 MHz +5kHz
Frequgncy 5 MHz to 20,5 MHz + 50 kHz
R, 2k 1 % to 10 % of period +5ns
NOTE — # @nd # are generated between 10% and 90% of Vy (100%)min and V. (0%) max.
4.71.12 Magasuring the CLK current
Table 11 — CLK current
Characteristic Mode Range Accuracy Resolution
Iy active -30 uA to 150 pA +10 pA 20 ns
m active -150 pA to 30 pA + 10 pA 20 ns

4.7.1.13 Mg¢asuring the contact capacitance of RST, CLK and I/O

Table 12 — Contact capacitance

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF

The contact capacitance of a contact shall be measured between the
contact and the GND contact.

© ISO/IEC 2010 — All rights reserved
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4.7.1.14 Generating the sequence of the activation and deactivation of the contacts

4.71

The ¢

Table 13 — Activation and deactivation

Range of switching the

. Accurac
signals y

Osto1s + 200 ns (or 1 CLK period, whichever is smaller)

JI5— Emutating the IO protocol

ard-test-apparatus shall be able to emulate the protocol T=0 and T=1 and IFD applicatigns which are

required to run the typical application specific communications corresponding to the card-applicatjons.

NOTE

corresponding test-capability (e.g. T=1 protocol not implemented in the card).

4.71

The ¢

All tin

[16 Generating the 1/0 character timing in reception mode

ing parameters like start bit length, guard time, error signaling etc. shall be configurable.

Table 14 — 1/0O character timing (reception mode)

— If a specific functionality is not implemented in the card, the card-test-apparatds is not requir

ard-test-apparatus shall be able to generate the 1/0O bit stream_ according to ISO/IEC 7816-3.

bd to have the

Symbol Parameter Accuracy

& all timing parameters + 4 CLK cycles

4.71

The g
the |/

{17 Measuring and monitoring-the 1/O protocol

ard-test-apparatus shall bejable to measure and monitor the timing of the logical low and
D-line relative to the CLK-frequency.

Table 15 — Timing characteristics

high states of

Characteristic Accuracy

all timing characteristics + 2 CLK cycles

4.71.

18 Protocol Analysis

The card-test-apparatus shall be able to analyze the 1/O-bit stream in accordance to T=0 and T=1 protocol
according to ISO/IEC 7816-3 and extract the logical data flow for further protocol and application verifications.

NOTE

If a specific functionality is not implemented in the card, the card-test-apparatus is not required to have the
corresponding test-capability (e.g. T=1 protocol not implemented in the card). Conversely, an apparatus may need
extended capabilities, e.g. being able to generate any case 2 command (see ISO/IEC 7816-4:2005) if a card does not
support the standard READ BINARY.

© ISO/IEC 2010 — All rights reserved
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4.7.2 Apparatus for testing the interface device (IFD-test-apparatus)

4.7.21 Generating the VCC current (I¢c)
Table 16 — VCC current
Stabilization time
Parameter Mode Range Accuracy after level is
reached
Spike Generation 0 mA to 120 mA +2mAPb <100 ns
Active mode 0 mA to 70 mA +1mA <100-ns
Icc
Idle mode (CLK-Stop) 0mAto 1,2 mA +10 pA <100 ns
Inactive @ -1,2mAto 0 mA 10 pA <100 ns
IR, 100 ns +50ns
pulse Igngth 100 ns to 500 ns + 50yns
pause length
frequehtly 100 ns to 1000 ns +50ns
pause lgngth
randofnly 10 ps to 2000 ps +1ys
@  The maximum output voltage shall be limited to 5 V.
b Dynami¢ conditions for spike generation.
4.7.2.2 Magasuring the VCC voltage (Ucc)and timing
Table 17 — VCC voltage and timing
Charactéristic | Operating'‘Condition Range Accuracy Resolution
Ucq Class A, B, C -1Vto6V +20mV 10 ns
4.7.2.3 Me[asuring the SPU (C6) voltage (Ucc) and timing
Table 18 — SPU voltage and timing
Characteristic | Operating Condition Range Accuracy Resolution
Ucc Class A, B, C -1Vto6V +20 mV 10 ns

© ISO/IEC 2010 — All rights reserved
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4.7.2.4 Generating the RST current

Table 19 — RST current

Stabilization time
Parameter Mode Range Accuracy after level is
reached
m active - 30 pA to 200 pA +10 pA <100 ns
m active - 250 yA to 30 A +10 pA <100 ns
|a inactive -1,2 mAto 0 mA +10 pA <100 ns
@ | The output voltage shall be limited from -0,5 V to 5,5 V.

4.7.2)5 Measuring RST voltage and timing

Table 20 — RST voltage and timing

Qharacteristic | Operating Condition Range Accuracy Resolution
Un, UL Class A, B, C -1Vto 6V +20 mV 20|ns
IR, tF Opsto2ys +20ns
NOITE — tr and # are measured between 10% and 90% of V4 min and V. max values.

4.7.26 Generating the I/O currents

Table 21 — I/O currents

Stabilization time
Parameter Mode Range Accuracy after level is
reaghed
Apparatus: Reception
htor | et | ao0uAtosop | xspa | <idons
Reception
Apparatus: Reception
Iy IFD: Transmission and 0OmAto 1,5mA +10 pA <100 ns
Reception
IoL IFD: Reception 0 pA to 1200 pA +10 pA <100 ns
|2 Inactive -1,2mAto 0 mA 10 pA <100 ns
a The output voltage shall be limited to -0,5 V to 5,5 V.
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4.7.2.7

Measuring the 1/0 voltage and timing

Table 22 — 1/0 voltage and timing

Characteristic | Operating Condition Range Accuracy Resolution
Un, UL Class A, B, C -1Vto6V +20 mV 20 ns
IR, tF Ousto2us +20ns
NOTE — tz and ¢ are measured between 10% and 90% of Vi min and V_ max values.
4.7.2.8 Ggnerating the I/O voltage and timing in transmission mode
Table 23 — I/O voltage and timing (transmission mode)
Parameter Mode Operating Condition Range Accuragy
IFD: Reception,
U, Uyl Apparatus: Class A, B <1{Vto6V +20 mV
Transmission
IFD: Reception,
Un Apparatus: Class C -1Vto2V +20 mV
Transmission
IFD: Reception,
Uy Apparatus: Class C -1Vto1V +20 mpV
Transmission
IFD: Reception,
IR, IF Apparatus: Opusto2ys +100ns
Transmission
NOTE — tr anq # are generated between 10%(and 90% of Vi min and V. max values.
4.7.2.9 Magasuring the I/Q current in transmission mode
Table 24 — 1/O current (transmission mode)
Paramgpter Mode Range Accuracy Resolution
IoL T ransmission OpAtTo 1200 A FTTOPA 20ms
|2 Inactive 0mAto 1,2 mA 10 pA 20 ns

a The output voltage shall be limited to - 0,5V t0 5,5 V.

10
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4.7.2.10 Generating the CLK current

Table 25 — CLK current

Stabilization time
Parameter Mode Range Accuracy after level is
reached
m active -30 yA to 150 pA +10 pA <20 ns
m active -150 uA to 30 pA +10 pA <20 ns
|a inactive -1,2 mA to 0 mA +10 pA <100 ns
@ | The output voltage shall be limited to -0,5 V to 5,5 V.

4.7.2111 Measuring the CLK voltage and timing

Table 26 — CLK voltage and timing

Qharacteristic | Operating Condition Range Accuracy Reso|ution

Un, U Class A, B, C -1Vto 6V +20 mV 20|ns

4.7.212 Measuring the CLK waveforms (single cycle measurement)

Table 27 — CLK waveforms

Characteristic Range Accuracy
Duty cycle @ 35 % to 65 % of period 2,5 % of peripd
Frequency ° 0,5 MHz to 20,5 MHz + 2,5 % of peripd

IR, g€ 1 % to 10 % of period *+ 2,5 % of peripd

The¢ IFD-test-apparatus shall be able to check every cycle during the measurement.

Duty cycle shall be measured from 50% to 50% of V4 min (100%) and V_max (0%) rising edge to rising edge.

Freduenhcy shall be measured from 50% to 50% of the leading edges of two adjacent clock-cycles of Vi min (100%) and V.
mak (0%) Tising edge to rising edge.

<l [T N A oot 400 2000, FAVEZVaVa i VA H R WANZ.V VA
TR anGIF Shan o mMeaStureGOeCtWee N TU /0 anNG- JU /0 OT VH \ TOU /0 1T anG- VL (U /0) TTTaAT

4.7.2.13 Measuring the contact capacitance between GND and 1/O

Table 28 — Contact capacitance

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF

© ISO/IEC 2010 — Al rights reserved 1
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4.7.2.14 Emulating the I/O protocol

The IFD-test-apparatus shall be able to emulate the protocol T=0 and T=1 and card applications which are

required to ru

n the Test Scenario.

NOTE If a specific functionality is not implemented in the card, the card-test-apparatus is not required to have the
corresponding test-capability (e.g. T=1 protocol not implemented in the card).

4.7.2.15 Generating the I/O character timing in transmission mode

The Test IFD-test-apparatus shall be able to generate the 1/O bit stream according to ISO/IEC 7816-3 relative

to the CLK-fregqueney-

All timing par

bmeters like start bit length, guard time and error signaling etc. shall be configurable.

Table 29 — Timing parameters

Sy

ymbol Parameter Accuracy

& all timing parameters + 4 CEK cycles

4.7.2.16 Measuring and monitoring the 1/O protocol

The IFD-test-
the 1/O-line re

apparatus shall be able to measure and monitor the\timing of the logical low and high stg
lative to the CLK-frequency.

Table 30 — Timing-characteristics

Characteristic Accuracy

all timing characteristics + 2 CLK cycles

4.7.217 Pr

The Test IFD
according to

NOTE — If a
corresponding

4.7.2.18 OV

ptocol Analysis

Htest-apparatus shall’be able to analyze the I/O-bit stream in accordance to T=0 and T=1 pr
SO/IEC 7816+3 and extract the logical data flow for further protocol and application verificat

specific functionality is not implemented in the card, the IFD-test-apparatus is not required to ha
test-capability (e.g. T=1 protocol not implemented in the card).

tes of

btocol
jons.

ve the

erall Impedance (current and voltage sources inactive)

Table 31 — Impedeance

Contact Resistance Accuracy Capacity Accuracy
VCC 10 kQ +1kQ 30 pF + 6 pF
I/0 50 kQ +5kQ 30 pF + 6 pF
RST 50 kQ +5kQ 30 pF + 6 pF
CLK 50 kQ +5kQ 30 pF + 6 pF

12
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4.7.3 Test Scenario

Testing of the DUT as defined in Clauses 6, 7, 8 and 9 requires a Test Scenario to be executed. This Test
Scenario is a ’typical protocol and application specific communication’, dependent from the protocol and
application specific functionality foreseen for the normal use of and implemented in the DUT.

The Test Scenario shall be defined by the entity carrying out these tests and shall be documented with the
test-results. The Test Scenario shall encompass a representative subset or preferably, if practical, the full
functionality of the DUT expected to be utilized during normal use. The Test Scenario shall have a duration of
atleast 1s.

NOTE, —_The testing entity may require information about the implemented protocol and functionality as well as the
intended use of the DUT to enable the testing entity to define a Test Scenario.

4.8 |Relationship of test methods versus base standard requirements

All relative voltage definitions (e.g. 0,7 X Ugc, 0,15 X Ugc or Ugc + 0,3 V) shall be/determined rejative to GND
and checked against the simultaneously measured value of Ucc.

Table 32 — Test methods for electrical characteristics of cards with contacts

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clapse Name Base Standard Glause(s)
5[1 VCC contact ISO/IEC 7816-3:2006 5.2.1
52 I/O contact ISO/IEC 7816-3:2006 525
53 CLK contact ISO/IEC 7816-3:2006 5.2.3
54 RST contact ISO/IEC 7816-3:2006 522
55 SPU (C6) contact ISO/IEC 7816-3:2006 5.2.4

Table 33 — Test methods for logical operations of cards with contacts — Answer tq reset

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clapse Name Base Standard Glause(s)
6.1.1 Cold Reset and Answer-to-Reset (ATR) ISO/IEC 7816-3:2006 6.2.1,6.2.2,7,8
6.1.2 Warm Reset ISO/IEC 7816-3:2006 6.2.3
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Table 34 — Test methods for logical operations of cards with contacts — T=0 Protocol

Test method from ISO/IEC 10373-3

Corresponding Requirement

Clause Name Base Standard Clause(s)
6.2.1 I/0O transmission timing for T=0 protocol ISO/IEC 7816-3:2006 71,7.2,10.2
6.2.2 I/O character repetition for T=0 protocol ISO/IEC 7816-3:2006 7.3,10.2
6.23 I/O reception timingjldme‘zrr:or signaling for T=0 ISO/IEC 7816-3:2006 71, 17{.‘2,,) 7.3,

Table 35 — Test methods for logical operations of cards with contacts — T=1 Protocol
lfest method from ISO/IEC 10373-3 Corresponding-Requirement

Clause Name Base Standard Clause(s|

7.1,7.2, 8|3,
6.3.1 I/0O transmission timing for T=1 protocol ISO/IEC, #816-3:2006 11.2, 11.3,
11.4.2,11.4.3
7.1,7.2, 8|3,
6.3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:2006 11.2,11.3,
11.4.2,11.4.3
6.3.3 Character Waiting Time (CWT) behavior. ISO/IEC 7816-3:2006 11.4.3
6.3.4 ¢ard-reaction to IFItZi)n?;(czeCeV?/i%g characterwaiting ISO/IEC 7816-3:2006 1143
6.3.5 Block Guard time (BGT) ISO/IEC 7816-3:2006 11.4.3
6.3.6 Block sequencing by the card ISO/IEC 7816-3:2006 11.6.3
6.3.7 Reaction of thecard to protocol errors ISO/IEC 7816-3:2006 11.6.3
6.3.8 Recovery of @ transmission error by the card ISO/IEC 7816-3:2006 11.6.3
6.3.9 Resynchronization ISO/IEC 7816-3:2006 11.6.3

6.3.10 IFSD negotiation ISO/IEC 7816-3:2006 11.4.2

6.3.11 Abortion by the IFD ISO/IEC 7816-3:2006 11.6.3
14 © ISO/IEC 2010 — All rights reserved
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Table 36 — Test methods for physical and electrical characteristics of the IFD

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
71 Activation of contacts ISO/IEC 7816-3:2006 6.1,6.2.1,6.2.2
7.2 VCC contact ISO/IEC 7816-3:2006 5.2.1
7.3 I/O contact ISO/IEC 7816-3:2006 525
714 CLK contact ISO/IEC 7816-3:2006 5.2.3
715 RST contact ISO/IEC 7816-3:2006 522
716 SPU (C6) contact ISO/IEC 7816-3:2006 524
77 Deactivation of the contacts ISO/IEC 7816-3:2006 6.4

Table 37 — Test methods for logical operations of-the IFD — Answer to reset

Test method from ISO/IEC 10373-3 Corresponding Requirement

Clapse Name Base Standard Glause(s)
8.1.1 Card Reset (cold reset) ISO/IEC 7816-3:2006 6.2.2
8.1.2 card Reset (warm reset) ISO/IEC 7816-3:2006 6.2.3

Table 38 — Test methods for logical operations of the IFD — T=0 Protocol

Test method from-ISO/IEC 10373-3 Corresponding Requirement
Clapse Name Base Standard Glause(s)
8.2.1 I/Q transmission timing for T=0 protocol ISO/IEC 7816-3:2006 71,7.2,10.2
8.2.2 I/0O character repetition for T=0 protocol ISO/IEC 7816-3:2006 1.3, 10.2
813 I/O reception t|m|ngn?2+dme‘>rr£or signaling for T=0 ISO/IEC 7816-3:2006 7.1, 17022 7.3,
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Table 39 — Test methods for logical operations of the IFD — T=1 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
71,7.2,8.3,
8.3.1 I/0O transmission timing for T=1 protocol ISO/IEC 7816-3:2006 11.2, 11.3,
11.4.2,11.4.3
71,7.2,8.3,
8.3.2 1/Q reception timing for T=1 pratocol ISQ/UEC 7816-3:2006 112 113,
11.4.2, T\#.3
8.3.3 IFD Character Waiting Time (CWT) behavior ISO/IEC 7816-3:2006 114.3
8.3.4 IFD-reaction to card exceeding CWT ISO/IEC 7816-3:2006 11.4.3
8.3.5 Block Guard time (BGT) ISO/IEC 7816-3:2006 11.4.3
8.3.6 Block sequencing by the IFD ISO/IEC 7816:3:2006 11.6.3
8.3.7 Recovery of a transmission error by the IFD ISO/IEC 7816-3:2006 11.6.3
8.3.8 IFSC negotiation ISO/IEC 7816-3:2006 11.4.2
8.3.9 Abortion by the card ISO/IEC 7816-3:2006 11.6.3

5 Test methods for electrical characteristics of cards with contacts

5.1 VCC contact

The purpose |of this test is to measure_the-Current consumed by the card on the VCC contact and to check if
the card operptes within the specified rarge of Ugc (see ISO/IEC 7816-3:2006, 5.2.1).

5.1.1 Apparatus

See 4.7.1

5.1.2 Procgdure

Connect the ¢ard to the card-test-apparatus.

a) Set the following parameters in the card-test-apparatus (begin with lowest voltage class supported by the
card):

Table 40 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc Min
fok foLk max @
a8  feokx max in accordance with ISO/IEC 7816-3:2006, 8.3

16 © ISO/IEC 2010 — Al rights reserved


https://iecnorm.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

b) Reset the card.

¢) Run the Test Scenario. During this communication the following signals shall be continuously monitored
and the following values determined:

d) H

G

d
e) FR
f) R

G
9) R
h) R
51.3
Repo

ISO/I

5.2
The f

(Uon
mode

5.21

See 4

5.2.2

Conn

Table 41 — Monitored signals

Characteristic Value

Icc Icc max

erform a clock stop in accordance with ISO/IEC 7816-3:2006, 6.3.2 if supported by the ca
ock stop the signals and values shown in Table 41 shall be continuously monitored ar
etermined.

estart fc k in accordance with ISO/IEC 7816-3:2006, 5.3.4.

un the Test Scenario. During this communication the signals and, Values shown in Tabl
pontinuously monitored and the values determined.

epeat step b) to f) with Ugc = Ucc max.
epeat test a) to g) for all voltage classes supported by the‘eard.
Test report

't the values determined in the procedure and*whether all communications were in conf
FC 7816-3.

1/0 contact
urpose of this test is to measure the contact capacitance of the 1/0 contact, the 1/0 oJ

UoL) under normal operating ¢onditions (/. max/min and /oy max/min), /O tg and ¢ during
of the card and the I/O input current (,.) during reception mode of the card.

Apparatus

7.1

Procedure

pct'the’ card to the card-test-apparatus.

d. During the
d the values

e 41 shall be

brmance with

tput voltages
transmission

a) Measure the capacitance Co of the I/0O-contact.

b) Set the following parameters in the card-test-apparatus (begin with lowest voltage class supported by the

c

ard):

© ISO/IEC 2010 — All rights reserved
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c)

d)

e)
f)
9)
h)

18

Table 42 — Card-test apparatus parameters

Parameter Setting
Ucc Ucc max
Un Unmin
UL U min
Ion a
IoL IoL max
R tr Max
tF fF Mmax
@  Instead of a current source for Ioy a 20 kQ resistor to VCC or an equivalent
circuit shall be used to prevent over voltage damages to the card.

Reset thé card.

Run the|Test Scenario. During this communication the following-characteristics shall be continyously

monitored and the following values determined:

Table 43 — Values to he 'determined

Characteristic Value
Iy Iy max
I I max
Uofi Uon min, Upy max
oL UoL min, Up. max
IR tr Max
te fr max

Power down'the card

Set the card-test-apparatus to the parameters shown in Table 42.

Reset the card.

Run the Test Scenario. During this communication the characteristics and values shown in Table 43 shall

be continuously monitored and the values determined.
Power down the card.

Repeat step b) to i) for all supported voltage classes.
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5.2.3 Test report

Report the capacitance of the I/O-contact, the values determined in the procedure and whether all
communications were in conformance with ISO/IEC 7816-3.

5.3 CLK contact

The purpose of this test is to measure the current consumed by the card on the CLK contact and to check if
the card runs with the specified clock frequencies and waveforms (see ISO/IEC 7816-3:2006, 5.2.3, 8.3).

5.3.1 Apparatus

See 4.7.1

5.3.2| Procedure
Connegct the card to the card-test-apparatus.
a) Measure the capacitance Cc  of the CLK contact.

b) et the following parameters in the card-test-apparatus (begin withlowest voltage class sugported by the
ard):

Q

Table 44 — Card-test apparatus parameters

Signal Setting
Ucc Ucc max
Un Uy min
UL Uy min
feix folk min

Duty cycle 40 % high

c) Reset the card:
d) Set fcik td T3tk max in accordance with ISO/IEC 7816-3:2006, 5.2.3, 8.3.

e) Rup the Test Scenario. During this communication the following characteristics shall be| continuously
monitored and the following values determined:

Table 45 — Values to be determined

Characteristic Value
Iy Iy max
Iy 1. max

f)  Power down the card.
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ard-test-apparatus to the parameters shown in Table 44.

be continuously monitored and the values determined.

g) Setthec

h) Reset the card.

i)

j)  Power down the card.
k) Repeats

5.3.3 Test eport

Report the ¢
communicatiq

54 RSTc

tep b) to j) for all supported voltage classes.

Run the Test Scenario. During this communication the characteristics and values shown in Table 45 shall

apacitance of the CLK contact, the values determined in the procedure and-‘wheth
ns were in conformance with ISO/IEC 7816-3.

pntact

er all

The purpose |of this test is to measure the current consumed by the card on the RST contact and to check if
the card rdns with the allowed min and max timing values and voOltages of a RST gignal
(see ISO/IEC|7816-3:2006, 5.2.2).
5.41 Apparatus
See 4.7.1
5.4.2 Procedure
Connect the ¢ard to the card-test-apparatus.
a) Measure [the capacitance Cgst of the RST-contact.
b) Setdt)he fpllowing parameters in the card-tést-apparatus (begin with lowest voltage class supported by the
card):
Table 46/'— Card-test apparatus parameters
Parameter Setting

Ucc Ucc max

Un Uy min

UL Uy min

foik foLk min
c) Resetthe card.
d) Run the Test Scenario. During this communication the following signals shall be continuously monitored

and the following values determined:
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Table 47 — Values to be determined

Characteristic Value
Iy Iy max
I I max

e) Power down the card.

f)  Yet the card-test-apparatus to the parameters shown in Table 46.
g) Resetthe card.

h) Run the Test Scenario. During this communication the characteristics and valugs-shown in Table 47 shall
be continuously monitored and the values determined.

i) Hower down the card.

—
~
wal

epeat step b) to i) for all supported voltage classes.

5.4.3| Test report

The test report shall state the capacitance of the RST-contact, the values determined in the procedure and
whether all communications were in conformance with ISO/IEC 7816-3.

5.5 [SPU (C6) contact

Therq is no standard test that applies to the \SPU (C6) contact. If this contact field is used in|a proprietary
applidation, then application specific tests .should be applied.

6 Test methods for logicalioperations of cards with contacts
6.1 |Answer to reset

6.1.1| Cold Reset and,Answer-to-Reset (ATR)

The gurpose of this test is to determine the behavior of the card during the cold reset procedurg according to
ISO/IEC 7816£3:2006, 6.2.2.

6.1.1./ Apparatus

See 4.7.1

6.1.1.2 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored and all
signal transitions (level and timing) as well as the logical content of the communication shall be recorded.

a) Activate the card in accordance with ISO/IEC 7816-3:2006, 6.2.1.

b) Set RST to state H 400 clock-cycles after CLK was activated.
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c) If the card reacts with sending an ATR, signal a transmission error in accordance with
ISO/IEC 7816-3:2006, 7.3 for at least one character (randomly chosen) of the ATR.

d) Run the Test Scenario with the card.

e) Deactivate the card.

6.1.1.3 Test report

Report the signal recordings and the ATR.

6.1.2 Warn] Reset

The purpose [of this test is to determine the behavior of the card during the warm reset procedure-according to
ISO/IEC 7816-3:2006, 6.2.3.

6.1.2.1  Apparatus

See 4.7.1

6.1.2.2 Prpcedure
Connect the ¢ard to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK andd/O- shall be continuously monitored gnd all
signal transitipns (level and timing) as well as the logical content‘of the communication shall be recorded

a) Activate pnd reset the card in accordance with ISO/IEC*7816-3:2006, 6.2.1 and 6.2.2.
b) Run the Test Scenario with the card.

c) Generat¢ a warm reset with a duration of 400 clock-cycles in accordance with ISO/IEC 7816-312006,
6.2.3.

d) If the gard reacts with sending:“an ATR, signal a transmission error in accordance| with
ISO/IEC[7816-3:2006, 7.3 for at least one character (randomly chosen) of the ATR.

e) Run the [Test Scenario with-the'card.

f)  Power down the card.

6.1.2.3 Tepst report

Report the sigfnal recordings and the ATR.

6.2 T=0 Protocol

The subsequent tests are applicable only if the card supports the T=0 protocol.
Note — ¢; is defined in Table 14 — I/O character timing (reception mode).

6.2.1 /O transmission timing for T=0 protocol

The purpose of this test is to determine the timing of the data transmitted by the card
(see ISO/IEC 7816-3:2006, 7.1, 7.2, 10.2).
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6.2.1.1  Apparatus

See 4.7.1

6.2.1.2 Procedure
Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored and all
signal transitions (level and timing) as well as the logical content of the communication shall be recorded:

a) R o Wi i i ft=tirri =3:2006, 10.2).
b) Repeat a) with every provided etu-factor.

c) Repeat a) and b) for all provided applications.
6.2.13 Test report
Repoft the protocol recordings.

6.2.2| 1/0O character repetition for T=0 protocol

The purpose of this test is to determine use and timing of the character repetition |by the card
(see ISO/IEC 7816-3:2006, 7.3).

6.2.21  Apparatus

See 4.7.1

6.2.22 Procedure

Connegct the card to the card-test-apparatus.

a) Run the Test Scenario with-the card with nominal bit-timing parameters (see ISO/IEC 7816-3:2006, 10.2).

b) DQuring the following part ‘of the procedure the contacts VCC, RST, CLK and I/O shall bel continuously
onitored and all signal transitions (level and timing) as well as the logical content of the communication
all be recorded,

c) On each <byte sent by the card generate five successive error conditions &according to
ISO/IEC#816-3:2006, 7.3 with minimum duration (1 etu + &) and minimum time betweep the leading
gdge (of the start bit and the leading edge of the error signal ((10,5 - 0,2) etu + g).

d) On—each—byte—sent—by—the—card—generate—five—successive—error—sonditions—according  to

ISO/IEC 7816-3:2006, 7.3 with maximum duration (2 etu - &) and maximum time between the leading
edge of the start bit and the leading edge of the error signal ((10,5 + 0,2) etu - &).

e) Repeat c) to d) for all provided ATRs (see class selection in ISO/IEC 7816-3:2006, 6.2.4).

6.2.2.3 Test report

Report the protocol recordings.
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6.2.3 /O reception timing and error signaling for T=0 protocol

The purpose of this test is to determine the reception timing and error signaling of the card
(see ISO/IEC 7816-3:2006, 7.1, 7.2, 7.3, 10.2).

6.2.3.1 Apparatus

See 4.7.1

6.2.3.2 Procedure

Connect the ¢ard to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and /O shall be continuously monitored gnd all
signal transitipns (level and timing) as well as the logical content of the communication shall berecorded

a) Set the fpllowing bit-timing-parameters at the card-test-apparatus:

Table 48 — Card test apparatus bit timing parameters

Parameter Value See

~t

Charpcter frame length maximum (tn = (n + 0,2) etu -¢;) |ISO/IEC 7816-3:2006, Clause

Remark: No maximum value
9600 etu defined for the card in
ISO/IEC 7816-3

Delay between two
consgcutive characters

b) Run the Test Scenario with the card.

c) Generate five consecutive parity errors for a single byte after which a single valid byte is transmitted,
followed py five consecutive parity errorsfor the next single byte in the transmission.

d) Repeat g) to b) with every provided etu-factor.

e) Set the fpllowing bit-timing-parameters at the card-test-apparatus:

Table 49 — Card test apparatus bit timing apparatus

Parameter Value See

~t

Charpcterframe length Minimum (tn = (n-0,2) etu + &) | ISO/IEC 7816-3:2006, Clause

Delay between two

consecutive characters 12 etu + Rx N/f + & ISO/IEC 7816-3:2006, Clause 7

f) Repeatb) to d).
g) Repeat a) to f) for all provided applications.

6.2.3.3 Test report

Report the protocol recordings.
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The s

ISO/IEC 10373-3:2010(E)

T=1 Protocol

ubsequent test methods are applicable only if the card supports the T=1 protocol.

If an accidental transmission error occurs during a test, any error recovery procedure shall be performed
according to ISO/IEC 7816-3:2006, 11.6.2.

NOTE

6.3.1

The
(see |

6.3.1

See 4

6.3.1

Durin
signa

a) HR
ti
G
b) R
c) FR
6.3.1
Repo
6.3.2

The
(see |

6.3.2,

Some of the subsequent descriptions of test methods contain scenarios to illustrate the described procedures.
Some of these scenarios are based on the assumption that the card contains a transparent file with a length of 36 bytes
and the content '31 32 33 34 ...54 ', and understands 1(0,0)(INF="00 BO 00 00 02’) as READ BINARY 2 BYTES.

Lo ission timina forT=1 !

purpose of this test is to determine the timing of the data transmitted" K
SO/IEC 7816-3:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

[l  Apparatus

7.1

2 Procedure

y the following procedure the contacts VCC, RST, CLK and 1/© shall be continuously mon
transitions (level and timing) as well as the logical contentof the communication shall be rq

un a typical T=1 and application specific communication with the card for at least 1 s wit
ming parameters (see ISO/IEC 7816-3:2006, 14.2) and the minimum delay between twq
haracters defined by N (see ISO/IEC 7816-3:2006; 8.3) in the ATR.

epeat a) with every provided etu-factor.

epeat a) to b) for each provided appligation.

B Testreport

't the protocol recordings!

1/0 reception timing for T=1 protocol

burpose of _this. test is to determine the reception timing of the card using the
SO/IEC 781623:2006, 7.1, 7.2, 8.3, 11.2, 11.3, 11.4.2, 11.4.3).

1 Apparatus

See

y the card

itored and all
corded:

N nominal bit-
consecutive

=1 Protocol

7

6.3.2.

2 Procedure

Connect the card to the card-test-apparatus.

During the following procedure the contacts VCC, RST, CLK and I/O shall be continuously monitored and all
signal transitions (level and timing) as well as the logical content of the communication shall be recorded.

a) Set the following bit-timing-parameters at the card-test-apparatus:

© ISO/IEC 2010 — All rights reserved
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Table 50 — Card-test apparatus bit timing parameters

Parameter

Value

See

Character frame length

Maximum (tn = (n + 0,2) etu - &)

ISO/IEC 7816-3:2006, Clause 7

Guard time

Maximum

ISO/IEC 7816-3:2006, Clause 7,
11.4.3

Delay between two
consecutive characters

(11 +2°" etu - &

ISO/IEC 7816-3:2006, 11.4.3

b) Run a typical T=1 and application specific communication with the card for at least 1 s.

c) Repeat g) to b) with every provided etu-factor.

d) Set the fpllowing bit-timing-parameters at the card-test-apparatus:

Table 51 — Card-test apparatus bit timing parametets

Parameter

Value

See

Charpcter frame length

Minimum (tn = (n - 0,2) etu + &)

~t

ISO/IEC 7816-3:2006, Clause

Guard time

Minimum

ISO/IEC 7816-3:2006, Clause T,
11.4.3

Delay between two
consgcutive characters

12 etu + RN/ + g

ISO/IEC 7816-3:2006, 8.3

e) Run a typical T=1 and application specific.communication with the card for at least 1 s.

f) Repeat d) to e) with every provided etu-factor.

6.3.2.3 Tept report

Report the prptocol recordings:

6.3.3 Chargcter Waiting Time (CWT) behavior

The purpose |of/this’ test is to determine the reaction of the card regarding CWT (see ISO/IEC 7816-312006,

Clause 7, 11.4.3)

NOTE
6.3.3.1  Apparatus
See 4.7 1
6.3.3.2 Procedure

Connect the card to the card-test-apparatus.

a) Be positioned in a transparent file made of at least 2 bytes.

26

The notation used in the description of the procedure below is defined in ISO/IEC 7816-4:2005.
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b) Send a block of n bytes to the card with the CWT announced in the ATR.

c) Record presence, content and timing of the card response.

Scenario 1 — Character Waiting Time (CWT) behavior

card-test-apparatus card
1(0,0)(INFT="00 BO 00 00 02’) _—
—— TAard TESPOISE
T INF FIELD of COMMAND is READ BINARY 2 BYTES

6.3.33 Test report

Repoft the presence, the content and the timing of the card response.

6.3.4| card-reaction to IFD exceeding character waiting time (CWT)

The purpose of this test is to determine the reaction of*the card on the IFD excpeding CWT
(see ISO/IEC 7816-3:2006, 5.2.5, Clause 7, 11.2).

6.3.41  Apparatus

See 4.7.1

6.3.42 Procedure

Connegct the card to the card-test-appafatus.

a) Send less than n bytes of a bloek of n bytes to the card.

b) Record the presence, the content and the timing of the card response.
NOTE] The reactionof'the card on possible collisions resulting from the interruption should be investiggted.
6.3.43 Test feport

Repoft the-presence, the content and the timing of the card response.

6.3.5 —Btock-Guard-time(B61)

The purpose of this test is to measure the time between the leading edges of two consecutive characters
(BGT) sent in opposite directions (see ISO/IEC 7816-3:2006, 11.4.3).

6.3.5.1  Apparatus

See 4.7.1

6.3.5.2 Procedure

Connect the card to the card-test-apparatus.
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6.3.5.2.1 Procedure 1

a) Be positioned in a transparent file made of at least 2 bytes.
b) Build a correct I-block

c) Send the I-block to the card.

d) The card should respond with a correct I-Block according to Rule 1.

Scenario 2 — Block Guard time (BGT), Procedure 1

card-test-apparatus card

—~~

D,0)(INF = ‘00 BO 00 00 02’) N

«— 1(0,0)(INF = ‘31 32:90 00°)

e) Record the timing starting with the start bit of the last character from the\card-test-apparatus up fo the
start bit gf the first character of the card response.

6.3.5.2.2 Hrocedure 2

a) Be positipned in a transparent file made of at least 2 bytes,
b) Build an |-block with a wrong EDC (error detection character).
c) Send thq I-block to the card.

d) The card should send correctly a negativesacknowledgement R-block indicating an EDC error|in its
protocol control byte (PCB) according to Rule 7.1:

Scenario 3 + Block Guard time (BGT), Procedure 2

card-test-apparatus card
1(0,0)(INF =00 B0.00-00 02)(EDC
= Wrong) ?
«— R(0)(PCB="81")

e) Record the timing starting with the start bit of the last character from the card-test-apparatus up to the
start bit of the first character of the card response (see ISO/IEC 7816-3, 11.4.3).

6.3.5.3 Test report

Report the recorded timings.

6.3.6 Block sequencing by the card

The purpose of this test is to determine the reaction of the card to a transmission error
(see ISO/IEC 7816-3:2006, 11.6.3).
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Erroneous block: block which suffered a transmission error, i.e. one or more characters of wrong parity, or an
error in the epilogue.

6.3.6.1  Apparatus

See 4.7.1

6.3.6.2 Procedure

Connect the card to the card-test-apparatus.

6.3.62.1 Procedure1
a) Reeset the card.
b) Yend an erroneous block to the card.

c) [ the card does not start sending a block within BWT or sends R(0) then send the correct blgck again.

Scenario 4 — Block sequencing by the card,"Procedure 1

card-test-apparatus card

1(0,0)(INF = '00’)(EDC = Wrong) R

—— R(0)(PCB="81")
1(0,0)(INF =00 BO 00 00 02) (N
«— 1(0,0)(INF = Response)

d) Record the response of the card.
6.3.6.2.2 Procedure 2

a) Reset the card:

b) Yend bloek (0,0) to the card, with the INF field containing a command supported by the card.

c) Wait for'the answer of the card, and send an erroneous block to the card.

d) If the card does not start sending a block within BWT or sends R(1) with bit b1 of the PCB set to 1 then
send the erroneous block again up to 3 times.
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e)

6.3.6.2.3 Hrocedure 3 (with chaining)

a)

b)

c)

d)

30

Scenario 5 — Block sequencing by the card, Procedure 2

card-test-apparatus card

1(0,0)(INF = ‘00 BO 00 00 02 SN
— 1(0,0)(INF = ‘31 32 90 00")
1(1,0)(INF = ‘00’)(EDC = Wrong) SN

— R(1)(PCB=91")

(1)0)(INF =00')(EDC =Wrong) ——
— R(1)(PCB="91")

[(1JO)(INF = ‘00’)(EDC = Wrong) N

— card response

Record the response of the card including whether the card stays mute-after receiving the last blgck or
not.

Reset thé card.

Send blgck 1(0,1) to the card, with the INF field containing’a command needing chaining supported by the
card.

Wait for the answer of the card, and send an erroneous block to the card.

If the cand does not start sending a block: i BWT or sends R(1) with bit b1 of the PCB set to 1 ther] send
the errorjeous block again.

Scenario 6 — Block sequencing by the card, Procedure 3 (with chaining)

card-test-apparatus card
1(0,1)(INF = Beginning of the
cofmmand) >
— R(1)(PCB='90’)

{(4,0)(INF = End of the
command){EDC = Wrong)

«— R(1)(PCB=91")
1(1,0)(INF = End of the N
command)(EDC = Wrong)
«— R(1)(PCB=91")

I(1,0)(INF = End of the command) ~ —— 3

— card response
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e) Record the reaction of the card.

6.3.6.3 Test report

Report the reaction of the card for each procedure.
6.3.7 Reaction of the card to protocol errors

The purpose of this test is to analyze the reaction of the card to a protocol error (see ISO/IEC 7816-3:20086,
11.6.3).

Faulty block: Invalid block with unknown PCB encoding, or known PCB encoding with wrong N($), N(R) or M,
or PCB not matching with the expected block.

6.3.71  Apparatus

See 4.7.1

6.3.72 Procedure

Connegct the card to the card-test-apparatus.
a) Reset the card.

b) Yend a faulty block to the card.

c) I the card does not start sending a block within BWT or sends R(0) with bit b2 of the PCB|set to 1 then
send the correct block. If the card remains mute‘the test ends at this point.

Scenario 7 — Reaction of the card to protocol errors

card-test-apparatus card
1(0,0)(INF = ‘00 BO 0000
02’)(PCB=Wrong) >
«— R(0)(PCB="82’) or mute card
1(0,0)(INF =00 BO 00 00 02") _
— card response

This test.may be repeated with different types of wrong PCB.

6.3.7.3 Test report
Report the reaction of the card.
6.3.8 Recovery of a transmission error by the card

The purpose of this test is to analyze the card reaction to a negative acknowledgement
(see ISO/IEC 7816-3:2006, 11.6.3).

Negative acknowledgement: R-Block with N(R) out of sequence.
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6.3.8.1  Apparatus

See 4.7.1

6.3.8.2 Procedure
Connect the card to the card-test-apparatus.
a) Reset the card.

b) Send block 1(0,0) to the card, with the INF field containing a command supported by the card (Read
Binary offtwo byteswithout offset)andwait for the-answer contaimed i bfock 1070 or 1 1707-

c) Send R(0) or R(1) to the card. Get the response from the card.

d) The card should repeat the I-block.

Scenario 8 — Recovery of a transmission error by the card

card-test-apparatus card
1(D,0)(INF = ‘00 BO 00 00 02') —
— I{0,0)(INF = ‘31 32 90 00’)
R(0)(PCB="81") _—
— 1(0,0)(INF = ‘31 32 90 00’)
I(11,0)(INF = ‘00 BO 00 00 02’) —
PN 7 20— I(1,0)(INF = ‘31 32 90 00’)
R(1)(PCB=91") —
— I(1,0)(INF = ‘31 32 90 00’)

6.3.8.3 Tept report

Report the repction of thé.card.

6.3.9 Resynchronization

The purpose of this test is to  check the behavior of the card after a meynrhmni ation
(see ISO/IEC 7816-3:2006, 11.6.3).

6.3.9.1  Apparatus

See 4.7.1

6.3.9.2 Procedure
Connect the card to the card-test-apparatus.

a) Reset the card.
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b) Exchange two I-blocks in each direction with a command supported by the card.

c) Send 2 negative acknowledgement blocks and then an S(RESYNCH request) block to the card.
d) Record the response of the card.

e) If the card sends S(RESYNCH response), send 1(0,0) block.

f)  Record the response of the card.

Scenario 9 — Resynchronization

card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02) s
“— 1(0,0)(INF 531 32 90 00’
I(1,0)(INF = ‘00 BO 00 00 03’) S
“— I(1;0)(INF = ‘31 32 33 90 0Q’)
R(1)(PCB=91") _—
“— <« I(1,0)(INF = ‘31 32 33 90 00)
R(1)(PCB=91") — s
—x I(1,0)(INF = ‘31 32 33 90 00)
S(RESYNCH request) -
—— S(RESYNCH response)
1(0,0) s
—— card response
6.3.93 Test report
Repoft the reaction of the card.
6.3.10 IFSD negotiation
The Jﬂmmﬂmmmb 7816-372006, T1T4-2).

6.3.10.1 Apparatus

See 4.7.1

6.3.10.2 Procedure

Connect the card to the card-test-apparatus.
a) Reset the card.

b) Exchange one I-block in each direction with a command supported by the card.
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c) Send block S(IFS request) to the card.

Scenario 10 — IFSD negotiation

card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02’) —
— 1(0,0)(INF = ‘31 32 90 00’)
S(IFS request) —_
— card response

d) Record the response of the card.
6.3.10.3 Tept report
Report the regponse of the card.

6.3.11 Abortion by the IFD

The purpose|of this test is to check the chaining abortion behavior,of the card (see ISO/IEC 7816-3

11.6.3).

6.3.11.1 Apparatus

See 4.7.1

6.3.11.2 Propcedure

a) Reset th¢ card.

b) Exchangg one I-block in each direction with a command supported by the card.

c) Send blgck 1(1,1) to the cardywith the INF field containing a command needing chaining supported

card.

d) Wait for the answer.ofithe card, and send S(ABORT request).

2006,

Dy the

34
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Scenario 11 — Abortion by the IFD

card-test-apparatus card
1(0,0)(INF = ‘00 BO 00 00 02’) —
— 1(0,0)(INF = ‘31 32 90 00’)
1(1,1)(INF = ‘00-B0’) N
— R(0)(PCB="80’)
S(ABORT request) —_
— card response

e) Record the presence and content of a response of the card.

6.3.11.3 Test report

Repoft the presence and content of a response of the card.

7 Test methods for physical and electrical characteristics of the IFD

7.1 |Activation of contacts

The gurpose of this test is to determine the sequence of the activation of contacts during the activation of the
card gctivation phase (see ISO/IEC 7816-3:2006;6.1, 6.2.1, 6.2.2).

7.1.1| Apparatus

See 4.7.2

7.1.2| Procedure
Connegct the IFD to the. IFD-test-apparatus.
a) Measure levekand timing of the signals on the IFD contacts for at least 1 s.

b) Activate the'IFD.

c) Measure level and timing of the signals on the IFD contacts for at least 1 s.

The activities necessary to ‘Activate the IFD’ are very dependent on the construction of the IFD. They shall
include all activities necessary until the IFD provides the ‘Cold reset of the card’ procedure as defined in
ISO/IEC 7816-3:2006, 6.2.1.

7.1.3 Testreport
Report the recorded levels and timing of the signals on all IFD contacts.

The value of 20 ns shall be used as the minimum delay between two subsequent signal transitions during the
activation of contacts until a different value is defined in ISO/IEC 7816-3.

© ISO/IEC 2010 — All rights reserved 35


https://iecnorm.com/api/?name=4f5f21a34d22f395ea6c7d15a9972c0c

ISO/IEC 10373-3:2010(E)

72 VCCc

ontact

The purpose of this test is to measure the voltage provided by the IFD on the VCC contact

(see ISO/IEC

7816-3:2006, 5.2.1).

7.21 Apparatus

See 4.7.2

7.2.2 Procedure

Connect the |

a) Set the f
IFD):

b) Activate

c) ThelFD

FD to the IFD-test-apparatus.

bllowing parameters in the IFD-test-apparatus (begin with lowest voltage class supported

Table 52 — IFD test apparatus parameters

Parameter Setting

Icc Icc min

he IFD.

resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

d) Generatg¢ an ATR with the following parameters:

e) Ifthe IFQ
f) Letthe lf
current s

During th
determin

Table 53 —-ATR parameters

Parameter Setting See
Fi Lowestvavailable value ISO/IEC 7816-3:2006, 8.3
X 49 ISO/IEC 7816-3:2006, 8.3

generates a PPS] then transmit a PPS response with the requested parameters.

pikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:2006,
is communication the following signals shall be continuously monitored and the following
ed:

Table 54 — Values to be determined

Dy the

FD run the Test Scenario with the IFD-test-apparatus. During the whole communication gemerate

5.2.1.
alues

Characteristic Value

Ucc Ucc min, Ucc max

g) |If the IFD generates a clock stop (see ISO/IEC 7816-3:2006, 6.3.2), set parameter Icc at the IFD-test-
apparatus to Icc max for the time of the clock stop. During the clock stop the signals shall be continuously

monitore

d and the values shown in Table 54 determined.

h) Deactivate the IFD.

36
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i) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the
IFD):

Table 55 — IFD test apparatus parameters

Parameter Setting

j)  Activate the IFD.

m)

QOO0 [—

o) |

Q Q

p) O
q) R
7.2.3

Repo
condi

he IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

benerate an ATR with the following parameters:

Table 56 — ATR parameters

Parameter | Setting See
Fi Highest ISO/IEC 7816-3:2006, 8.3
available value
X “11 ISO/IEC.7816-3:2006, 8.3

the IFD generates a PPS, then transmit a PPS responsé with the requested parameters.
et the IFD run the Test Scenario with the IFD-testzapparatus. During the whole communicg
urrent spikes randomly from 1 kHz to 100 kHz-within the range defined in ISO/IEC 7816-
uring this communication the signals shall bercontinuously monitored and the values show
etermined.

the IFD generates a clock stop (se€lSO/IEC 7816-3:2006, 6.3.2), set parameter Icc at
pparatus to Icc max for the time of the clock stop. During the clock stop the following sid
ontinuously monitored and the values shown in Table 54 determined.
eactivate the IFD.

epeat step a) to p) fenall voltage classes supported by the IFD.

Test report

't the determined values Ucc min, Ucc max for all scenarios above together with the
ions (feg-and Fi).

7.3

tion generate
8:2006, 5.2.1.
n in Table 54

the IFD-test-
nals shall be

measurement

1/©’contact

The purpose of this test is to measure the contact capacitance of the 1/O contact, the 1/0 output voltages (Uop,
UoL) under normal operating conditions (/o max/min and Ioy max/min), 1/O tg and ¢ during transmission mode

of the

7.31

IFD and the 1/O input current (1,.) during reception mode of the IFD.

Apparatus

See 4.7.2

7.3.2

Procedure

Connect the IFD to the IFD-test-apparatus.
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a) Measure the capacitance Co of the I/0O-contact.

b) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the
IFD):

Table 57 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
Iy Iy max
I I max
Uow Uox min
UoL UoL max

IR trMiN

tr fr Min

c) Activate the IFD.

d) The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2):

e) Generatg¢ an ATR.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the follpwing
charactefistics shall be continuously monitored and the following values determined:

Table 58 — Values to be determined

Characteristic Value
Un Uiy min, Uy max
Ui Uy min, Uy max
JoH Ion max
IoL Io. max
R tr Max
te fr max

g) Deactivate'the IFD

h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the
IFD) as shown in Table 59:
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Parameter Setting
Icc Icc max

Iy Tiymin

I Iy, min
UowH Uox min
UoL UoL Min

Ie fe Max

te tF max

Reset the card.

Run the Test Scenario. During this communication the following characteristics shall be
monitored and the values shown in Table 58 determined.

Deactivate the IFD.

Repeat step b) to k) for all supported voltage classes.

7.3.3| Test report

The test report shall state the capacitance of the 1/Qzcontact, the values determined in the p
whether all communications were in conformance with-ISO/IEC 7816-3.

7.4

CLK contact

The purpose of this test is to determineithe characteristics of the CLK signal (see ISO/IEC

5.2.3).

7.4.1| Apparatus

See 4.7.2

7.4.2| Procedure

Conngct the IED to the IFD-test-apparatus.

a)

et the following parameters in the IFD-test-apparatus (begin with lowest voltage class sup
FDY

= (N

continuously

rocedure and

7816-3:2006,

ported by the

Table 60 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
Iy Iy max
> I, max

b) Activate the IFD.

c) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
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d) Generate an ATR with the following parameters:

Table 61 — ATR parameters

Parameter Setting See
Fi Fi max ISO/IEC 7816-3:2006, 8.3
Di Di min ISO/IEC 7816-3:2006, 8.3

e) If the IFQ generates a PPS, then transmit a PPS response with the requested parameters.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the follpwing
charactefistics shall be continuously monitored and the following values determined:

Table 62 — Values to be determined

Characteristic (CLK) Value
Un Uiy min, Ujymax
Ui UL min, ¥, max
R tr Max
I fr max
Duty Cycle min, max

g) Deactivate the IFD.

h) Set the parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IAD) as
shown in Table 63.

Table'63 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
Iy Ly min
I I min

i) Activate the IFD.

i) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Generate an ATR with the parameters shown in Table 61.

I) If the IFD generates a PPS, then transmit a PPS response with the requested parameters.

m) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the
characteristics shall be continuously monitored and the values shown in Table 62 determined.
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n) Deactivate the IFD.

0) Repeat step a) to n) for all supported voltage classes.

7.4.3 Testreport

The test report shall state the values determined in the procedure, the corresponding parameters and whether
all communications were in conformance with ISO/IEC 7816-3.

7.5 RST contact

The purpose of this test is to determine the characteristics of the RST signal (see ISO/IEE |7816-3:2006,
5.2.2).

7.5.1| Apparatus
See 4.7.2

7.5.2| Procedure
Conngct the IFD to the IFD-test-apparatus.

a) Yet the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the

[FD):
Table 64 — IFD test apparatus parameters
Parameter Setting
Icc Icc max
Iy Iy max
Iy, I, max

b) Activate the IFD.

c) Tlhe IFD resets the (FD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

d) Generate an ATR.

e) I{the IFD'generates a PPS, then transmit a PPS response with the requested parameters.

f)  Uetddhe’IFD run the Test Scenario with the IFD-test-apparatus. During this communication| the following
aracteristics shall be continuously monitored and the following values determined:

@)

Table 65 — Values to be determined

Characteristic (RST) Value
Un Unmin, Uy max
UL UL min, Uy max
R tr Max
te fF Mmax
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g) Deactivate the IFD.

h) Set the parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD) as
shown in Table 66:

Table 66 — IFD test apparatus parameters

Parameter Setting
Icc Icc max
Iy Tiymin
I 1. min

i) Activate the IFD.

i) The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).

k) Generatg¢ an ATR.

[) If the IFQ generates a PPS, then transmit a PPS response with the requested parameters.

m) Let the [IFD run the Test Scenario with the IFD-test-apparatus. During this communication the
charactefistics and values shown in Table 65 shall be continuously monitored and the values determnjined.

n) Deactivate the IFD.
0) Repeat gtep a) to n) for all supported voltage classes.
7.5.3 Test report

Report the vglues determined in the procedure and the corresponding parameters.

7.6 SPU (€6) contact

This test shall only be applied-when SPU (C6) in the card is not electrically isolated. The purpose of this fest is
to measure the voltage provided by the IFD on the SPU (C6) contact (see ISO/IEC 7816-3:2006, 5.2.4).

7.7 Deactjvation of)ithe contacts

The purposg ofthis test is to determine the deactivation sequence of the contacts by the IFD
(see ISO/IEC| 7816-3:2006, 6.4).

7.7.1 Apparatus

See 4.7.2

7.7.2 Procedure
Connect the IFD to the IFD-test-apparatus.
a) Activate the IFD.

b) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
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c) Generate an ATR.

d) If the IFD generates a PPS, then transmit a PPS response with the requested parameters.

e) Letthe IFD run the Test Scenario with the IFD-test-apparatus. For every deactivation procedure during or
at the end of the communication, starting with the falling edge of the RST-signal, continuously monitor the

contacts VCC, RST, CLK and I/O and record voltage and timing of all signal transitions on these contacts.

The value of 20 ns shall be used as the minimum delay between two subsequent signal transitions during the
activation of contacts until a different value is defined in ISO/IEC 7816-3.

7.7.3 TestTeport

Repoft the recorded levels and timing of the signals on all IFD contacts.

8 Test methods for logical operations of the IFD
8.1 [Answer to reset

8.1.1| Card Reset (cold reset)

The purpose of this test is to determine the cold reset provided by.the IFD (see ISO/IEC 7816-3:2006, 6.2.2).
8.1.11  Apparatus
See 4.7.2

8.1.12 Procedure
Connegct the IFD to the IFD-test-apparatus;
a) Activate the IFD.

b) {ontinuously monitor the RST signal and determine the timing (relative to the CLK-signal) gnd voltage of
gl transitions on the RST contact for at least 1 s.

8.1.13 Testreport

Repoft voltage and\timing of all signal transitions on the RST contact.

8.1.2( card Reset (warm reset)

The purpaose of this test is to determine the warm reset provided by the IFD (see ISO/IEC 7816-3t2006, 6.2.3).

8.1.2.1  Apparatus

See 4.7.2

8.1.2.2 Procedure

Connect the IFD to the IFD-test-apparatus.
a) Activate the IFD.

b) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:2006, 6.2.2).
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