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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
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Identification cards — Test methods —

Part 3:

Integrated circuit(s) cards with contacts and related interface
devices

1 Scoge

This part gf ISO/IEC 10373 defines test methods for characteristics of integrated circuit(s) cards-with

related intg
one or moj
define the

NOTE 1
Standards n

This part
contacts. |

rface devices according to the definition given in ISO/IEC 7816. Each test method.is Cross
e base standards, which may be ISO/IEC 7810 or one or more of the supplementary S
nformation storage technologies employed in identification card applications,

Criteria for acceptability do not form part of this International Standard but will be found in tH
hentioned above.

pf ISO/IEC 10373 deals with test methods, which are specific)to integrated circuit ted
50/IEC 10373-1 deals with test methods which are common-«ta_one or more card technolog

contacts and
referenced to
tandards that

e International

hnology with
ies and other

parts deal With other technology-specific tests.

Test meth@ds described in this part of ISO/IEC 10373 are intended to be performed separately and independently.
A given c%d is not required to pass through all the tests sequentially. The test methods described |n this part of
ISO/IEC 10373 are based on specifications defined or to be.defined in ISO/IEC 7816.

Conformar
preclude fa

2 Norn

The follow
this part d
publication
investigate
undated re
maintain re

ce of ICCs and IFDs determined using the-test methods defined in this part of ISO/IEC
ilures in the field. Reliability testing is outside the scope of this part of ISO/IEC 10373.

ative references

ng normative documentscontain provisions which, through reference in this text, constitutg
f ISO/IEC 10373. For-.dated references, subsequent amendments to, or revisions of,

s do not apply. However, parties to agreements based on this part of ISO/IEC 10373 are ¢
the possibility of (applying the most recent editions of the normative documents indicate
ferences, the_latest edition of the normative document referred to applies. Members of

gisters of currently valid International Standards.

ISO/IEC 7810:1995,./dentification cards — Physical characteristics.

ISO/IEC 1

10373 do not

provisions of
any of these
ncouraged to
d below. For
ISO and IEC

816-1:1998, Identification cards — Integrated circuit(s) cards with contacts — Par

tice

1: Physical

characterid

TTCor

ISO/IEC 7816-2:1999, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 2: Dimensions and location of the contacts.

ISO/IEC 7816-3:1997, Information technology — Identification cards — Integrated circuit(s) cards with contacts —

Part 3: Ele

ctronic signals and transmission protocols.

ISO/IEC 7816-4:1995, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 4: Interindustry commands for interchange.

ISO/IEC 10373-1:1998, Identification cards — Test methods — Part 1: General characteristics tests.
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United States of America, Department of Defense, Test Method Standard, Microcircuits, MIL-STD-883, Version E,
31 December 1996, Method 3015.7 ‘Electrostatic discharge sensitivity classification’.

3 Terms

and definitions

For the purposes of this part of ISO/IEC 10373, the following terms and definitions apply.

3.1

test method
method for tg
their complia

3.2

testably fun
has survived
a) any mag
exposure
b) any integ
to the ba
c) any cont
which co|
d) any opti
standard

3.3

normal use
use as an |ld{
the card tech

3.4
ICC
integrated cir|

3.5
IFD

sting characteristics of identification cards and related interface devices for the pufpose of
ce with International Standards

tional
the action of some potentially destructive influence to the extent that:

netic stripe present on the card shows a relationship between Jsignal amplitudes beforg
that is in accordance with the base standard;

rated circuit(s) present in the card continues to show &n Answer to Reset responsel whic
Se standard,;

Acts associated with any integrated circuit(s) present in the card continue to show electrica
hforms to the base standard,;

al memory present in the card continug to show optical characteristics which conform t

nology and storage as a pefsonal document between equipment processes

Cuit(s) card with.contacts as defined in the ISO/IEC 7816 series of standards

interface de
standards

icérelated to integrated circuit(s) cards with contacts as defined in the ISO/IEC 781¢

confirming

b and after

N conforms

resistance

p the base

pntification card (see clause 4 of ISO/IEC 7810:1995), involving equipment processes appropriate to

b series of

3.6
DUT
device under

test; within the scope of this document the ICC or the IFD subject to testing

1 This part of ISO/IEC 10373 does not define any test to establish the complete functioning of integrated circuit(s) cards. The
test methods require only that the minimum functionality (testably functional) be verified. This may, in appropriate
circumstances, be supplemented by further, application specific functionality criteria which are not available in the general case.
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3.7

typical protocol and application specific communication

any communication between a DUT and the corresponding test-apparatus based on protocol and application
implemented in the DUT and representing its normal use

Test Scenario
1 vnical nraotacol-and-anblication-spoacificcommunicationto-ha tucad with tha tact mathadc dafi 1 1
a defined typical-protocel-and-application-specific-communicationto-be—used-with-the-test-methods-defined in this

document

4 Gengral items applicable to the test methods

4.1 Test gnvironment

Unless otherwise specified, testing of physical, electrical and logical characteristics shall take| place in an
environmept of temperature 23 °C + 3 °C, of relative humidity 40 % to 60 %.

4.2 Pre-cpnditioning

Where prefconditioning is required by the test method, the identification cards to be tested shall be ¢onditioned to
the test enyironment for a period of 24 h before testing unlesséotherwise specified.

4.3 Default tolerance
Unless otherwise specified, a default tolerance of £\5 % shall be applied to the quantity values given fto specify the

characterigtics of the test equipment (e.g. linear@imensions) and the test method procedures (e.g. t@st equipment
adjustments).

4.4 Total measurement uncertainty

The total measurement uncertainty for each quantity determined by these test methods shall be stafed in the test
report.

4.5 Convéntions for_electrical measurements

Potential differences are defined with respect to the GND contact of the ICC and currents flowing tp the ICC are
considered positive:

4.6 Appatatys

4.6.1 Default ICC-holder, reference axes and default measurement position

When required by the test-method, the ICC shall be positioned in the default measurement position as
subsequently defined.

The default measurement position requires the ICC to be positioned in an ICC-holder and flattened by a flattening

plate. All Measurements using this default measurement position shall be relative to the reference axes defined in
Figure 1.

© ISO/IEC 2001 — All rights reserved 3
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46.1.1 Default ICC-holder and reference axes:

The default ICC holder shall comply with Figure 1:

Dimensions in millimetres
All Tolerances + 0,01 mm

(1,29

A
Y

o)

Reference

11,25

X-AXIS porerce

.y
|

27,00

-t
-

Y—AxisRe,emQ/

Figured,— ICC-holder

46.12 F

attening Plate

The flattening plate shall comply with Figure2:

50,0

L, T1 and T2 shall be metal cylinders, having a diameter’of 5 mm + 0,1 mm, a surface roughness
R, <5 pum, mounted on a level rigid plate with a surfaceireughness R, <5 um.

Dimensions in mm
All Tolerances £0,1 mm

27,0

The surface roughness of the flattening plate shall be R, <5 pm.

Figure 2 — Flattening plate

© ISO/IEC 2001 — All rights reserved
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4.6.1.3 Default Measurement Position

The ICC and the flattening plate shall be mounted on the ICC-holder as shown in Figure 3:

(30+1) mm | Top card edge E X-Axis

—

@ @)

/ —\

o
Left card ed@/ Front Side
j/

(1+]1) mm

)
Bl

.y
P

D —
F,=1Nto2N

V-Axis, TFZ: 2Nto4N

F,and F, are forces applied to the center of the right and the bottom edge of the card respectively to fix
the card in the card-holder.

The flattening plate shall apply a force of2,2 N £ 0,2 N to the surface of the card

Figure 3 — Position of ICC and flattening plate on ICC-holder

4.6.2 Apparatus for testing the,integrated circuit(s) cards with contacts (ICC-test-apparatus)

46.2.1 General

All relative|voltage definitions (e.g. 0,7 X Vcc, 0,15 x V¢ or Ve + 0,3 V) shall be determined relativg to GND and
checked ag@ainst the simultaneously measured value of Vcc.

4.6.2.2 [Génerating the VCC voltage (V ¢c) and timing

Parameter ICC class Range Accuracy
Class A -1Vto6V +50 mV
VCC
Class B -1Vto4V +30 mV
tr, tr Class A, Class B 500 ps + 100 ps

© ISO/IEC 2001 — Al rights reserved 5
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4.6.2.3 Measuring the VCC current (lcc)
Characteristic Mode Range Accuracy Resolution
Spike Measurement 0 mA to 200 mA +2mA 20 ns
ce Active mode 0mA-to- 100 mA + 1 mA Averaged over 1 ms
Clock stop OmAto1mA +10 pA Averaged-oevegr 1 ms
4.6.2.4 Ggnerating the VPP voltage (Vpp) and timing
Parameter ICC class Range Accuracy Resolutiof
PP Class A -1Vto26V +50 mV 20 ns
th, te Class A 1 pusto 220 us +1us

NOTE 1| trg and tr are measured between 10% and 90% of V4 minyand V_ max values.

NOTE 2| Certain functionality may not be implemented into thé.application in the ICC, hence in such circumstances
the ICC-lest-apparatus is not required to have the corresponding test-capability (e.g. Vep)

4.6.2.5 Megasuring the VPP current (Ipp)

Charateristic Mode Range Accuracy Resolutiof
active (Programming
State) 0 mA to 100 mA +1 mA 100 ns
PP
ihactive (Pause) 0 mA to 100 mA +1 mA 100 ns

NOTE

Certain furictionality may not be implemented into the application in the ICC, hence in such circumstances
the ICC-lest-appafatus is not required to have the corresponding test-capability (e.g. lpp).

© ISO/IEC 2001 — All rights reserved
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4.6.2.6 Generating the RST voltage and timing
Parameter ICC class Range Accuracy
Class A 2Vto6V + 50 mV
VIH
Class B 2\/to 4\, + 30 m\,
Class A -1Vto2Vv + 50 mV
VIL
Class B -1Vto2Vv +30 mV
tr, tr O pusto 2 ps +20ns
NOTH tr and tr are generated between 10% and 90% of Vi min and V. max values.
4.6.2.7 Measuring the RST current
Characteristic Mode Rangé Accuracy Resolutjon
I Active -30 HA'10 200 pHA +10 pA 100 np
I Active «250 YA to 30 pA +10 pA 100 np
4.6.2.8 [Generating the I/O voltage and\timing in reception mode
Parameter Mode ICC class Range Accuracy
ICC: Reception, Class A 2Vto6V - 50 mV
Vi Apparatus:
Transmission Class B 2Vto4V - 30 mV
ICC: Reception, Class A -1Vto2V - 50 mV
Vi Apparatus:
Transmission Class B -1Vto2V - 30 mV
ICC: Reception,
tr, tr Apparatus: Opusto 2 ps +100 ns
Transmission
NOTE tgr and tr are generated between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2001 — Al rights reserved
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4.6.2.9 Measuring the I/O current in reception mode

Parameter Mode Range Accuracy Resolution

ICC: Reception,

iy Apparatus: -350 pA to 30 pA 1A 100 ns
Transmission

ICC: Reception,

I Apparatus: -1,5mAto 30 pA + 10 pA 100-ns
Transmission

4.6.2.10 Ggnerating the I/O current

Stabilization fime
Parameter Mode Range Aecuracy after level |s
reached

20 kQ pull-up/te

ICC: Transmission VCC or equivalent +200 Q

OH Apparatus: Reception

circuit
ICC: Transmission
oL Apparatus: Reception OmAto 1,5 mA + 10 pA <100 ns
4.6.2.11 Megasuring the I/O voltage and. timing
Charateristic ICC class Range Accuracy Resolutiof

Vi, Vi Class A -1Vto6V +50 mV 20 ns
Vi, Vi Class B -1Vto4d4Vv +30 mV 20 ns

th, tr O pusto 2 ps +20ns

NOTE | tkéand tr are measured between 10% and 90% of Vi min and V. max values.

8 © ISO/IEC 2001 — All rights reserved
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4.6.2.12 Generating the CLK-voltage

Parameter ICC class Range Accuracy Resolution
Class A 2Vto6V +50 mV 20 ns
VIH
Class B 2\/to 4\, + 30 m\, 20n
Class A -l1Vto2V +50 mV 20/ng
VIL
Class B -l1Vto2V +30 mV 20 ng

4.6.2.13 [Generating the CLK-waveforms (single cycle measurement)

Parameter Range Accuracy
Duty cycle 35 % to 65 % of period t5ns
Frequency 0,5 MHz to 5,5 MHz + 5 kHz
Frequency 5 MHz to 20,5 MHz + 50 kHz
tr, te 1 % to 10 % ofperiod +5ns
NOTE tr and tr are generated between 10%and 90% of Vy (100%) min and V. (0%) max.

4.6.2.14 Measuring the CLK curréent

Chpracteristic Mode Range Accuracy Resolution
I active -30 YA to 150 pA +10 pA 20 ns
I active -150 pA to 30 pA +10 pA 20 ns

4.6.2.15 Measuring the contact capacitance of RST, CLK and I/O

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF

The contact capacitance of a contact shall be measured
between the contact and the GND contact.

© ISO/IEC 2001 — Al rights reserved 9
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4.6.2.16 Generating the sequence of the activation and deactivation of the contacts

Range of switching the

signals Accuracy

Ostols + 200 ns (or 1 clk period, whichever is smaller)

4.6.2.17 Enmulating the I/O protocol

The ICC-testjapparatus shall be able to emulate the protocol T=0 and T=1 and IFD applications which are required
to run the typjcal application specific communications corresponding to the ICC applications:

NOTE Cqrtain functionality may not be implemented into the application in the ICC, hence in such circumstanges the ICC-
test-apparatuslis not required to have the corresponding test-capability (e.g. T=1 protocol notimplemented in the ICC)

4.6.2.18 Ggnerating the I/O character timing in reception mode
The ICC-testjapparatus shall be able to generate the 1/O bit stream accGrding to ISO/IEC 7816-3:1997.

All timing parpmeters like start bit length, guardtime, error signaling etc. shall be configurable.

Parameter Accuracy

all fiming parameters + 4 CLK cycles

4.6.2.19 Mgasuring and monitoring the/O protocol

The ICC-testtapparatus shall be able to’measure and monitor the timing of the logical low and high stiates of the
I/O-line relatiye to the CLK-frequency.

Characteristi¢ Accuracy

all timing characteristics + 2 CLK cycles

4.6.2.20 Protocol Analysis

The ICC-test-apparatus shall be able to analyze the 1/O-bit stream in accordance to T=0 and T=1 protocol
according to ISO/IEC 7816-3:1997 and extract the logical data flow for further protocol and application verifications.

NOTE Certain functionality may not be implemented into the application in the ICC, hence in such circumstances the ICC-
test-apparatus is not required to have the corresponding test-capability (e.g. T=1 protocol not implemented in the ICC).
Conversely, an apparatus may need extended capabilities, e.g. being able to generate any case 2 command (see ISO/IEC
7816-4:1995) if an ICC does not support the standard READ BINARY.

10 © ISO/IEC 2001 — Al rights reserved
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4.6.3 Apparatus for testing the interface device (IFD-test-apparatus)

46.3.1

All relative voltage definitions (e.g. 0,7 X Vcc, 0,15 x V¢ or Ve + 0,3 V) shall be determined relative to GND and

General

checked against the simultaneously measured value of Vcc.

ISO/IEC 10373-3:2001(E)

4.6.3.2 [Generating the VCC current (Icc)
Stabilizatipn time
Parameter Mode Range Accuracy after leyel is
reachged
Spike Generation 0 mA to 120 mA +2mA® < 100|ns
Active mode 0 mAto 70 mA 1T mA < 100|ns
ICC
Idle mode (clk-Stop) 0OmAto 1,2 mA +10 pA < 100|ns
Inactive @ -1,2 mA to OgA + 10 pA < 100|ns
tr, tF 100, ns +50ns
pulse length 100’ns to 500 ns +50ns
pagyse length
flequently 100 ns to 1000 ns +50ns
pagyse length
rhndomly 10 ps to 2000 ps +1pus
&  The maximum output voltage shall be limited to 5 V.
b Dynamic conditions fof Spike generation.
4.6.3.3 Measuringthe VCC voltage (Vcc) and timing
Charaeteristic ICC class Range Accuracy Resolurion
Class A -1Vto6V + 50 mV 20 ns
VCC
Class B -1Vto4V +30 mV 20 ns

© ISO/IEC 2001 — Al rights reserved
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4.6.3.4  Generating the VPP current (lpp)
Stabilization time
Parameter Mode Range Accuracy after level is
reached
active 0 mA to 100 mA +1mA <100 ns
PP
inactive @ -1,2mAto 0 mA + 10 pA < 100.ns
@  Theloutput voltage shall be limited from - 0,5 V to Vep
4.6.3.5 Mgasuring the VPP voltage (Vpp) and timing
Chalacteristic ICC class Voltage range Accuracy Resolutipn
Vpp Class A -1Vto25V +50 mV 20 ns
tr, te Class A 1 ps to 220 us +1us

NOTE

tr and tr are measured between 10% and 90% of Vmin and V_ max values.

4.6.3.6

Gdnerating the RST current

Stabilizatior) time

Pafameter Mode Range Accuracy after leve] is
reachedq
I active - 30 pA to 200 pA +10 pA <100 ng
I active - 250 pAto 30 pA +10 pA <100 ng
|2 inactive -1,2mAto 0 mA + 10 pA <100 np

&  THe output'voltage shall be limited from -0,5 V to 5,5 V.

12
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4.6.3.7 Measuring RST voltage and timing
Characteristic ICC class Range Accuracy Resolution
Class A 2Vto6V +50 mV 20 ns
VIH
Class B 2\ to 4\, + 30 m\, 20ns
Class A -1Vto2V +50 mV 20 ns
VIL
Class B -1Vto2V +30 mV 20 ns
tr, tr O pusto 2 ps +20ns
NOTE tr and tr are measured between 10% and 90% of Vy min and Vi max yvalues.
4.6.3.8 [Generating the I/O currents
Stabilizat{on time
Parameter Mode Range Accuracy after level is
reached
Apparatus: Reception
and Transmission
i, low IFD: Transmission and -400 A to 50 pA 5 UA <100 ns
Reception
Apparatus: Reception
I IFD: Transmission and OmAto1,5mA +10 pA <100 ns
Reception
loL IED: Reception 0 pA to 1200 pA +10 pA <100 ns
|2 Inactive -1,2mAto 0 mA + 10 pA <100 ns
& | The output/voltage shall be limited to -0,5V t0 5,5 V.

© ISO/IEC 2001 — Al rights reserved
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4.6.3.9 Measuring the I/O voltage and timing

Characteristic ICC class Range Accuracy Resolution
Class A 2Vto6V + 50 mV 20 ns
VIH
Class B 2\/to 4\, + 30 m\, 20 ns
Class A -l1Vto2V + 50 mV 20-As
VIL
Class B -l1Vto2V +30 mV 20 ns
tr, tr O pusto 2 ps +20ns
NOTE| tr and tr are measured between 10% and 90% of Vy min and Vi max values;
4.6.3.10 Ggnerating the I/O voltage and timing in transmission mode
Parameter ICC class Range Accuracy
Class A 2 V.oV + 50 mV
VOH
Class B 2Vtod4V +30 mV
Class A -l1vVto2V + 50 mV
VOL
Class B -l1vVto2V +30 mV
tr, tr O pusto 2 ps +20ns
NOTE[l Vou only needs_te\be generated because of the rising edge generation
mechahism and shall be switched off at least 10 us after the rising edge.
NOTE|2 tr and tr aretgenerated between 10% and 90% of Vi min and V. max values.
4.6.3.11 Mgasuring the I/O current in transmission mode
Parameter Mode Range Accuracy Resolution
loL Transmission 0 pA to 1200 pA +10 pA 20 ns
|2 Inactive 0mAto 1,2 mA + 10 pA 20 ns

&  The output voltage shall be limited to - 0,5 Vto 5,5 V.

14
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4.6.3.12 Generating the CLK current

Stabilization time
Parameter Mode Range Accuracy after level is
reached
Ly active -30 YA to 150 YA + 10 UA <20ns
I active -150 pA to 30 pA +10 pA <20|ns
|2 inactive -1,2mAto 0 mA + 10 pA <100 ns
@ [The output voltage shall be limited to -0,5 V t0 5,5 V.
4.6.3.13 Measuring the CLK-voltage and timing
Characteristic ICC class Range Accuracy Resollition
Class A 2V itV + 50 mV 20 ns
VIH
Class B 2\ o4V +30 mV 20 ns
Class A -1Vto2Vv + 50 mV 20 ns
VIL
Class B -1Vto2Vv +30 mV 20 ns
4.6.3.14 Measuring the CLK-waveferms (single cycle measurement)
Characteristic Range Accuracy
Duty cycle @ 35 % to 65 % of period + 2,5 % of period
Hrequency.? 0,5 MHz to 20,5 MHz * 2,5 % of period
tg te © 1 % to 10 % of period + 2,5 % of period

The IFD-test-apparatus shall be able to check every cycle during the measurement.

(100%) and V. max (0%) rising edge to rising edge.

@  Duty cycle shall be measured from 50% to 50% of Vi min (100%) and V. max (0%) rising edge to rising edge.

b Frequency shall be measured from 50% to 50% of the leading edges of two adjacent clock-cycles of Vi min

¢ tg and tr shall be measured between 10% and 90% of Vi (100%) min and V. (0%) max.

© ISO/IEC 2001 — Al rights reserved
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4.6.3.15 Measuring the contact capacitance between GND and I/O

Characteristic

Range

Accuracy

c

0 pF to 50 pF

+5pF

4.6.3.16 Emulating the I/O protocol

The IFD-test
to run the Te

NOTE Ceg
test-apparatus

5t Scenario.

apparatus shall be able to emulate the protocol T=0 and T=1 and ICC applicationsywhich are required

rtain functionality may not be implemented into the application in the ICC, hence in)such circumstanges the IFD-
is not required to have the corresponding test-capability (e.g. T=1 protocol notimplemented in the ICC)

4.6.3.17 Ggnerating the I/O character timing in transmission mode
The Test IFD}test-apparatus shall be able to generate the 1/O bit stream<aceording to ISO/IEC 7816-3:1997 relative
to the CLK-fréquency.
All timing parameters like start bit length, guardtime and error sighaling etc. shall be configurable.
Parameter Accuracy

all fiming parameters + 4 CLK cycles
4.6.3.18 Mgasuring and monitoring the /O protocol
The IFD-test{apparatus shall be able to’measure and monitor the timing of the logical low and high stiates of the
I/O-line relatiye to the CLK-frequency.

Characteristit

Accuracy

all timing characteristics

+ 2 CLK cycles

4.6.3.19 Protocol Analysis

The Test IFD-test-apparatus shall be able to analyze the 1/0O-bit stream in accordance to T=0 and T=1 protocol
according to ISO/IEC 7816-3:1997 and extract the logical data flow for further protocol and application verifications.

NOTE Certain functionality may not be implemented into the application in the ICC, hence in such circumstances the IFD-
test-apparatus is not required to have the corresponding test-capability (e.g. T=1 protocol not implemented in the ICC)

16
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4.6.3.20 Overall Impedance (current and voltage sources inactive)

Contact Resistance Accuracy Capacity Accuracy
VCC 10 kQ +1kQ 30 pF +6 pF
(PP 50kQ +5 k0O 30 pE +£6 pF

I/0 50 kQ +5kQ 30 pF + 6 pF
RST 50 kQ +5kQ 30 pF + 6 pF
CLK 50 kQ +5kQ 30 pF + 6 pF

4.6.4 Test Scenario

Testing of the DUT as defined in clauses 6, 7, 8 and 9 requires a Test*Scenario to be executed. This Test Scenario
is a 'typical protocol and application specific communication’, dependent from the protocol and appligation specific
functionality foreseen for the normal use of and implemented in¢he*DUT.

The Test $cenario shall be defined by the entity carrying out these tests and shall be documented |with the test-
results. The Test Scenario shall encompass a representative subset or preferably, if practical, the full functionality
of the DUT| expected to be utilized during normal use. Fhé Test Scenario shall have a duration of at least 1 second.

NOTE [The testing entity may require information-about the implemented protocol and functionality as well as the intended
use of the QUT to enable the testing entity to define a-Test Scenario.

4.7 Relatijonship of test methods versus base standard requirements

Table 1 — Test methods for physical characteristics of ICCs with contacts

Test method-from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clquse(s)
5.1 Dimension and Location of Contacts ISO/IEC 7816-2:1999 3, 4
5.2 Static electricity ISO/IEC 7816-1:1998 4.2.8
5.3 Electrical surface resistance of contacts
5.4 Surface profile of contacts ISO/IEC 7816-1:1998 4.2.3

© ISO/IEC 2001 — Al rights reserved
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Table 2 — Test methods for electrical characteristics of ICCs with contacts

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.1 VCC contact ISO/IEC 7816-3:1997 4.3.2
6.2 I/O contact ISO/IEC 7816-3:1997 433
6.3 CLK contact ISO/IEC 7816-3:1997 4.34
6.4 RST contact ISO/IEC 7816-3:1997 4.315
6.5 VPP contact ISO/IEC 7816-3:1997 4.316
Table B — Test methods for logical operations of ICCs with contacts = Answer to Reset (ATR)
Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clauge(s)
7.1.1 Cold Reset and Answer-to-Reset (ATR) ISO/IEC 7816-3:1997 5.2,5.32,6.3
7.1.2 Warm Reset ISO/IEC 7816-3:1997 5.33
7.1.3 Selection of the operation class A ISO/IEC 7816-3:1997 4.2.2
Table 4 — Test methods for logical operations of ICCs with contacts — T=0 Protocol
Test method from4SO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clauge(s)
7.2.1 11O transmission timing for T=0 protocol ISO/IEC 7816-3:1997 6.3.1,6.8.2,8.2
7.2.2 1/0O character repetition for T=0 protocol ISO/IEC 7816-3:1997 6.3.3] 8.2
793 I/O reception timingp?ggggor signaling for T=0 ISO/IEC 7816-3:1997 66331368322
18 © ISO/IEC 2001 — All rights reserved
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Table 5 — Test methods for logical operations of ICCs with contacts — T=1 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.3.1, 6.3.2,
7.3.1 O transmissionm tming for T=1 protocot ISOAEC 7816-371997 6.5.31 9.3, 9.4,
9.5, 9.5.3
6.3.1, 6.3.2,
7.3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3] 9.3, 9.4,
9.5p,9.5.3
7.3.3 ICC Character Waiting Time (CWT) behavior ISO/IEC 7816+3:1997 9/5.3.1
734 ICC-reaction to IFlarﬁ)éc(%eV(\j/i'?? character waiting ISO/IEC 7816-3:1997 ol531
7.3.5 Block Guardtime (BGT) ISO/IEC 7816-3:1997 9/5.3.3
7.3.6 Block sequencing by the ICC ISO/IEC 7816-3:1997 . 7.3
7.3.7 Reactions of the ICC to protocol errors ISO/IEC 7816-3:1997 . 7.3
7.3.8 Recovery of a transmission error by.the’/ICC ISO/IEC 7816-3:1997 9.7.3
7.3.9 Resynchronization ISO/IEC 7816-3:1997 9.7.3
7.3.10 IFSD negotiation ISO/IEC 7816-3:1997 9.5.2
7.3.11 Abortion.by’the IFD ISO/IEC 7816-3:1997 9.7.3

© ISO/IEC 2001 — Al rights reserved
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Table 6 — Test methods for physical and electrical characteristics of the IFD

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
8.1 Activation of contacts ISO/IEC 7816-3:1997 5.2,5.3.1,5.3.2
8.2 VCC contact ISO/IEC 7816-3:1997 4.32
8.3 I/O contact ISO/IEC 7816-3:1997 4.33
8.4 CLK contact ISO/IEC 7816-3:1997 4.34
8.5 RST contact ISO/IEC 7816-3:1997 4.315
8.6 VPP contact ISO/IEC 7816-3:1997 4.316
8.7 Deactivation of the contacts ISO/IEC 7816-3:1997 54
Table 7 — Test methods for logical operations of the. IFD — Answer to Reset (ATR)
Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clauge(s)
9.1.1 ICC Reset (cold reset) ISO/IEC 7816-3:1997 5.32
9.1.2 ICC Reset (warm reset) ISO/IEC 7816-3:1997 5.33
Table 8 —Fest methods for logical operations of the IFD — T=0 Protocol
Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clauge(s)
9.2.1 1/O transmission timing for T=0 protocol ISO/IEC 7816-3:1997 6.3.1, 6.B.2, 8.2
9.2.2 I/0 character repetition for T=0 protocol ISO/IEC 7816-3:1997 6.3.3,8.2
923 I/O reception timingp?ggggor signaling for T=0 ISO/IEC 7816-3:1997 66331368322
20 © ISO/IEC 2001 — All rights reserved
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Table 9 — Test methods for logical operations of the IFD — T=1 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.3.1, 6.3.2,
9.3.1 O transmissionm tming for T=1 protocot ISOAEC 7816-371997 6.5.31 9.3, 9.4,
9.52,9.5.3
6.3.1, 6.3.2,
9.3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3] 9.3, 9.4,
9.52,95.3
9.3.3 IFD Character Waiting Time (CWT) behavior ISO/IEC 7816+3:1997 9/5.3.1
9.3.4 IFD-reaction to ICC exceeding CWT ISO/IEC.7816-3:1997 9/5.3.1
9.3.5 Block Guardtime (BGT) ISOAEC 7816-3:1997 9/5.3.3
9.3.6 Block sequencing by the IFD ISO/IEC 7816-3:1997 . 7.3
9.3.7 Recovery of a transmission error by the IFD ISO/IEC 7816-3:1997 . 7.3
9.3.8 IFSC negotiation ISO/IEC 7816-3:1997 9.5.2
9.3.9 Abortion by the ICC ISO/IEC 7816-3:1997 9.7.3

5 Test|methods for physical¢haracteristics of ICCs with contacts

5.1 Dimempsion and Locationtof Contacts

The purpose is to determine.the compliance of the dimensions and the location of the ICC’s contacts|with ISO/IEC
7816-2:1999.

5.1.1 Apparatus

An ICC-Hdldet,and a flattening plate compliant with clause 4.6.1

Any device capable of executing the procedure below with the defined accuracy.
5.1.2 Procedure
a) Mount the ICC in the default measurement position as defined in 4.6.1.

b) Construct two lines parallel to the X-AXiSgeference @nNd two lines parallel to the Y-AXiSgeterence ON the ICC surface,
forming the minimum contact area C1 as defined in ISO/IEC 7816-2:1999 with an accuracy of equal to or
better than 0,01 mm.

c) Check, if the rectangular area enclosed by the four lines is completely covered by contact metallization and
note the result.
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d) Check, if the metallization within the rectangular area enclosed by the four lines is connected to metallization in
any other minimum contact area and note the result.

e)

Repeat b) to d) for the minimum contact areas C2 to C8.

5.1.3 Testreport

The test repq
metallization

5.2 Static e

Tt shall state Tor each observed minimum contact area, whether It IS completely covered
and if it is connected to metallization in any other minimum contact area.

ectricity

To test the cgmpliance with the requirement from the base standard, the following test method shall be u

United States
31 Decembe

NOTE On

of America, Department of Defense, Test Method Standard, Microcircuits, MIL-STD-883,
1996, Method 3015.7 ‘Electrostatic discharge sensitivity classification™:

e way of obtaining this document is to download it from the WWW-sjte‘of the Defense Supply Center

United States ¢f America using the URL’s http://www.dscccols.com or http://www.dsec.dla.mil.

521 Test

The test repo
5.3 Electric
The purpose
This test met

5.3.1 App3q

Ohmmeter wi
The measure]
equal to 20 n

Report

rt shall state the class of ESD failure threshold.

bl surface resistance of contacts
pf this test is to determine the surfacefesistance of the ICC contact surface.

nod supersedes the test method.defined in ISO/IEC 7816-1:1998, 4.2.5.

ratus

th a range from 10.mQ to 2 Q having an accuracy of £ 2 mQ and test prods as defined i
ment current shall(be‘less than or equal to 100 mA and the measurement voltage shall be |
V.

by contact

sed:

Version E,

Columbus,

h Figure 4.
bss than or

22
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d.
Test prod
/ bulbous measuring
Pin tip
gold plated surface
l Card contact
|
f & Card 7"‘/
Q&
d= 0,80 2002
x= 150 3§
R= 0,40( 902

Force-applied = 0,50 N 0,10 N

Minimum rectangular
surface area

=~ Measuring pdint

Figure 4 — Test prods

5.3.2 Prqcedure
Place the IICC on adlat-hard surface.

Apply the twortest prods to each present minimum contact area as defined in ISO/IEC 7816-2:1999.

Measure the electrical resistance between the two test-prods for each present minimum contact area.

NOTE Start applying measurement current and voltage after making the mechanical contact.

5.3.3 Testreport

Report the resistance values for each measured minimum contact area.

5.3.4 Preliminary requirement

The base standard does not specify a value corresponding to this test. Until the base standard is revised, 500 mQ
shall be used as the maximum allowed surface resistance.
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5.4 Surface profile of contacts

The purpose is to determine the difference in thickness between the ICC’s contacts and the adjacent ICC surface.

5.4.1 Apparatus

An ICC-Holder and a flattening plate compliant with clause 4.6.1.

A measurement device measuring the distance between the level rigid plate of the ICC-holder and the
an ICC placgd on the ICC-holder rectangular to the level rigid plate with an accuracy of 0,01~mm. T
measurement shall be 2,5 mm wider in all directions than the area covered by contact metallization of th

tested. The nmeasurement tip shall be equivalent to Figure 5:

Measurement tip T
Direction of
Measurement
/ i
ICC
contact r=2mmto6 mm,Ra<2pum
|
ICC

7

ICC-holder level rigid plate

Figure 5 — Measurement tip

5.4.2 Procedufe

surface of
he area of
p |CC to be

The positioning tolerance of the measurement tip relative to the measurement line in the procedure below shall not

exceed 0,5 mm.

a) Mount the ICC in the default measurement position as defined in 4.6.1.

b) Construct a measurement line on the surface of the ICC along the centerline of the minimum contact areas C1

and C5, beginning and ending at a distance of 2 mm of the metallized contact surface (Figure 6).

c) Measure the distance between the level rigid plate and the start and endpoint of the measurement line and

calculate the arithmetic average of the two distances, subsequently called ‘base thickness".

d) Determine the minimum and maximum distance between the level rigid plate and all points on the surface of

the ICC along the measurement line.

24
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Calculate the difference between the base thickness and the maximum and minimum distance determined

under d) in such a way that a distance higher than the base thickness results in a positive value and a distance

below
f)

)

54.3 Tes

Report the
tip used.

6 Test

6.1 VCC ¢

in a negative.

Determine the minimum and maximum value of all values determined under e).

Repeat b) to e) for the centerlines of the contacts C2 and C6, C3 and C7 and, if present, C4 and C8.

Line of measurement
! 1 1
1 1
| o] \
cL— | , o5 _
| : : _ _Centerlme
| I | Minimum Contact
! 1 1
! | I
c3—| — : [ —~c7
! I I
/': [R— /_ _N
1 | H
ca——| ' 7 T <cs
\ Minimum
Physical ~ Contact
2 Contacts Areas 2
. . ( not to scale
all dimensions\in mm
Figure 6 — Measurement line across contacts C1 and C5
t report

minimum and maximum value determined in the procedure, step g) and the radius of the

methods for electrical characteristics of ICCs with contacts

ontact

measurement

The purpose of this test is to measure the current consumed by the ICC on the VCC contact and to check if the ICC
operates within the specified range of Vcc (see ISO/IEC 7816-3:1997, 4.3.2).

6.1.1 Apparatus

See clause 4.6.2

6.1.2 Procedure

Connect the ICC to the ICC-test-apparatus.

© ISO/IEC 2001 — Al rights reserved
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a) Set the following parameters in the ICC-test-apparatus (begin with lowest voltage class supported by the ICC):

Parameter Setting
Vee Ve min
f f may a
T TCoRT e

&  felk max in accordance with ISO/IEC 7816-3:1997, 6.5.2

b) Resetthe ICC.

¢) Run the [Test Scenario. During this communication the following signals shall be“continuously momitored and
the folloying values determined:

Characteristic Value

lcc lcc max

d) Perform g clock stop in accordance with ISO/IEC 7816<3:1997, 5.3.4 if supported by the ICC. During the clock
stop the following signals shall be continuously monitared and the following values determined:

Characteristic Value

lcc lcc max

e) Restart fi « in accordance with. JSO/IEC 7816-3:1997, 5.3.4.

f)  Run thg Test Scenarig: ;During this communication the following characteristics shall be continuously
monitored and the following values determined:

Characteristic Value

lcc lcc max

g) Repeat step b) to f) with Ve = Ve max.
h) Repeat test a) to g) for all voltage classes supported by the ICC.

6.1.3 Testreport

Report the values determined in the procedure and whether all communications were in conformance with ISO/IEC
7816-3:1997.
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The purpose of this test is to measure the contact capacitance of the 1/0O contact, the 1/0 output voltages (Von , Vo)
under normal operating conditions (Io. max/min and loy max/min), 1/0 tgr and tr during transmission mode of the ICC

and the /O input current (I,.) during reception mode of the ICC.

6.2.1 Apparatus

See clausg 4.6.2

6.2.2 Prqcedure
Connect the ICC to the ICC-test-apparatus.

a) Measure the capacitance Co of the 1/0O-contact.

b) Set the following parameters in the ICC-test-apparatus (begin with lowest voltage class supported by the ICC):

Parameter Setting

Vee Vce max

Vi Vipmin

Vi Vi min

lon a

lov lo max

tr tr Mmax

te tr max
& |lInstead of a currerit source for lon a 20 kQ resistor to VCC or an
?r?eL il\éaclfnt circuiteshall be used to prevent from overvoltage damages to

c) ResetfthelJCC.

d) Run the Test Scenario. During this communication the following characteristics shall be continuously

monitored and the following values determined:

© ISO/IEC 2001 — Al rights reserved
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Characteristic Value
I Iy max
I liL max
AV Vowmin Vg max
VoL VoL min, VoL max
tr tr max
te te max

e) Power down the ICC.

f)  Set the ICC-test-apparatus to the following parameters:

Signal Setting
Vece Ve min
Vi Viymaax
Vi VL max
lon a
lov loL max
tr tr Mmax
te tr max
& Ingtead of a_€urrent source for lon a 20 kQ resistor to VCC or an
;ek?;il\g:lfnt circuit shall be used to prevent from overvoltage damages to

g) Resetthe ICC.

h) Run the Test Scenario. During this communication the following characteristics shall be continuously
monitored and the following values determined:
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Characteristic Value

I Iy max

I, max

AV Vowmin Vg max

VoL VoL min, VoL max

tr tr max

tr max

te

Power

)
i) repeat
6.2.3 Tes

Report the
were in co

6.3 CLK ¢

The purpo
runs with t

6.3.1 Ap

See clausq
6.3.2 Prd
Connect th

a) Measu

down the ICC.

step b) to i) for all supported voltage classes

t report

capacitance of the 1/O-contact, the values determined in the procedure and whether all co
hformance with ISO/IEC 7816-3:1997.

ontact

be of this test is to measure the current consumed by the ICC on the CLK contact and to ch
ne specified clock frequencies and waveforms (see ISO/IEC 7816-3:1997, 4.3.4 and 6.5.2).

Daratus

4.6.2

cedure
e ICC tothe ICC-test-apparatus.

re the capacitance Cc k of the CLK-contact.

b) Setth

c-fottowng parameters i the tCCtest-apparatus (begimwithfowest vottage tlass supporte
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Signal Setting
Vee Vce max
Vi Vi min
V. \/, min
fok feuk Min

Duty cycle 40 % high

c) Resetthe ICC.
d) Set fc ik o fok max in accordance with ISO/IEC 7816-3:1997, 6.5.2.

e) Run thel Test Scenario. During this communication the following.-characteristics shall be continuously
monitored and the following values determined:

Characteristic Value
IIH IIH max
|||_ |1|_ max

f)  Power d¢wn the ICC.

g) Setthe ICC-test-apparatus to the following parameters:

Parameter Setting
Vee Ve min
Vi Vi max
Vi VL max
fok folk max

Duty cycle 40 % high

h) Resetthe ICC.

i) Run the Test Scenario. During this communication the following signals shall be continuously monitored and
the following values determined:
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Characteristic Value

I liy max

I liL max
i)  Powel down the ICC.
k) Repedt step b) to j) for all supported voltage classes.
6.3.3 Testreport
Report the capacitance of the CLK-contact, the values determined in the procedure and
communic@tions were in conformance with ISO/IEC 7816-3:1997.
6.4 RST dontact
The purpose of this test is to measure the current consumed by the, IEC on the RST contact and to ch

runs with t

6.41 Ap

See clausq

6.4.2 Prd
Connect th
a) Measu

b) Setth

ne allowed min and max timing values and voltages of a'RST signal (see ISO/IEC 7816-3:1

Daratus

4.6.2

cedure

e ICC to the ICC-test-apparatus.

3-3:2001(E)

whether all

ek if the ICC
D97, 5.3.2).

by the ICC):

c) Reset

re the capacitance Cgst 0f the RST-contact.
b following parameters'in the ICC-test-apparatus (begin with lowest voltage class supported
Parameter Setting
Vee Ve max
Vi Vg min
Vi VL min
fok feuk Min
the ICC.

d) Run the Test Scenario. During this communication the following signals shall be continuously monitored and

the fol

lowing values determined:
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31


https://iecnorm.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

Characteristic Value
IIH IIH max
|||_ |||_ max

e) Power dlwn the ICC.

f)  Set the ICC-test-apparatus to the following parameters:

Parameter Setting
Vee Ve min
Vi VL max
Vi Vi max
fok foLk max

g) Resetthe ICC.

h) Run the[Test Scenario. During this communication the following signals shall be continuously mofitored and
the folloying values determined:

Characteristic Value
I liy max
|||_ |||_ max

i) Power dpwn the ICC.

i) Repeat qtep)toi) for all supported voltage classes.

6.4.3 Testreport

The test report shall state the capacitance of the RST-contact, the values determined in the procedure and whether
all communications were in conformance with ISO/IEC 7816-3:1997.

6.5 VPP contact

This test applies if the requirement for Vpp is indicated by the ICC in the ATR under class A operating conditions. If
Vpp is indicated by the ICC, the test-apparatus shall request a write procedure (this is application and protocol
dependent) to be initiated by the ICC. When the ICC requests the programming state, the ICC-test-apparatus
applies Vpp and measures lpp.

32 © ISO/IEC 2001 — All rights reserved


https://iecnorm.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

7 Test methods for logical operations of ICCs with contacts

7.1 Answer to Reset (ATR)

7.1.1 Cold Reset and Answer-to-Reset (ATR)

The purp

ISO/IEC 7

7.1.1.1

0

W&MM&M&W& according to
16-3:1997 5.3.2.

Apparatus

See clausg 4.6.2

7112

Procedure

Connect the ICC to the ICC-test-apparatus.

During the

(level and

a)
b)

c)

d)

e)

iming) as well as the logical content of the communication,shall be recorded:

Contact

VvCC

RST

CLK

I/0

Activate the ICC in accordance with 7816-3:1997, 5.2.

Set R$T to state H 400-Clock-cycles after CLK was activated.

If the

CC reacts,with sending an ATR, signal a transmission error in accordance with ISO/IEC

6.3.3 flor at least'one character (randomly chosen) of the ATR.

Run the.Fest Scenario with the ICC.

following procedure the following contacts shall be continuoudsly monitored and all signal transitions

7816-3:1997,

Power down the ICC.

7.1.13

Test report

Report the signal recordings and the ATR.

7.1.2 Warm Reset

The purpose of this test is to determine the behavior of the ICC during the warm reset procedure according to
ISO/IEC 7816-3:1997, 5.3.3.
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7.1.2.1 Apparatus

See clause 4.6.2

7.1.2.2 Procedure

Connect the ICC to the ICC-test-apparatus.

During the fclllowing procedure the following contacts shall be continuously monitored and all signal| transitions
(level and timing) as well as the logical content of the communication shall be recorded:

Contact

VCC

RST

CLK

I/0

a) Activate @and reset the ICC in accordance with ISO/IEC 7816-3:1997, 5.2 and 5.3.2.
b) Run the [Fest Scenario with the ICC.
c) Generatg¢ a warm reset with a duration of 400 clock-cycles in accordance with ISO/IEC 7816-3:1997) 5.3.3.

d) If the ICC reacts with sending an ATR, signal a transmission error in accordance with ISO/IEC 7816-3:1997,
6.3.3 forfat least one character (randomly chosen) of the ATR.

e) Run the [Fest Scenario with the ICC.

f)  Power d¢wn the ICC.

7.1.2.3 Testreport

Report the signal recordings and the ATR.

7.1.3 Selectionofthe npnr:\finn class A

The purpose of this test is to determine the behavior of class B only ICC under Class A operating conditions
according to ISO/IEC 7816-3:1997, 4.2.1 and 4.2.2.

NOTE Only to be performed if ICC is class B only!

7.1.3.1 Apparatus

See clause 4.6.2
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7.1.3.2 Procedure
Connect the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) shall be recorded:

Contact

VCC

RST

CLK

I/0

a) Activate and reset the ICC under class A conditions.

b) Wait for at least 1 s.

NOTE A class B only ICC shall not react to a reset under class'A conditions.

c) Deactjvate the ICC, wait at least 10 ms and activate and reset the ICC under class B conditions.

d) Run the Test Scenario with the ICC.

7.1.3.3 [Testreport

Report the|signal recordings.
7.2 T=0 Protocol

NOTE The subsequent.tests are applicable only, if the ICC supports the T=0 protocol.

7.2.1 |/Oftransmission timing for T=0 protocol

The purpogeof this test is to determine the timing of the data transmitted by the ICC (see ISO/IEC|7816-3:1997,
6.3.1, 6.3.2, 82)

7.2.1.1 Apparatus

See clause 4.6.2

7.2.1.2 Procedure

Connect the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

ClLK

I/0

a) Runthe T

b) Repeat 3
7.

c) Repeat 3
7.21.3 Te

Report the pr|

7.2.2 1/0ch

The purpose

7221  Ap

See clause 4

7222 Pr

) and b) for all provided applications.

St report

ptocol recordings.

aracter repetition for T=0 protocol

paratus

6.2

bcedure

Connect the |CC to the ICC-test-apparatus.

a) Runthe T

b) During t
transitior

[est Scenario with the ICC with nominal bit-timing parameters (see ISO/IEC7816-3:1997, §.2).

) with every provided ETU-factor controlled by PPS as described in ISO/NEC 7816-3:1997], 6.5.2 and

of this test is to determine use and timing-of the character repetition by the ICC (see ISOJ/IEC 7816-
3:1997, 6.3.3).

[est Scepario with the ICC with nominal bit-timing parameters (see ISO/IEC 7816-3:1997, §.2).

e following part of the procedure the following contacts shall be continuously monitored and all signal
s{level and timing) as well as the logical content of the communication shall be recorded:

Contact

VCC

RST

CLK

I/0

36
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c) On each byte sent by the ICC generate five successive error conditions according to ISO/IEC 7816-3:1997,
6.3.3 with minimum duration (1 etu + &) and minimum time between the leading edge of the start bit and the
leading edge of the error signal ((10,5 - 0,2) etu + ).

d) On each byte sent by the ICC generate five successive error conditions according to ISO/IEC 7816-3:1997,
6.3.3 with maximum duration (2 ¢, - &) and maximum time between the leading edge of the start bit and the
leading edge of the error signal ((10,5 + 0,2) etu - &).

e) Repes
NOTE
7.2.2.3
Report the

7.23 1/0

The purpo
3:1997, 6.3

7231

See clausq

7.2.3.2
Connect th

During the
(level and

t ¢) to d) for all provided ATRs (see mode selection in ISO/IEC 7816-3:1997, 6.6.)

1 is the bit timing generation accuracy of the ICC-test-apparatus.

Test report

protocol recordings.

reception timing and error signaling for T=0 protocol

e of this test is to determine the reception timing and errorsignaling of the ICC (see IS
.1,6.3.2,6.3.3, 8.2).

Apparatus

4.6.2

Procedure
e ICC to the ICC-test-apparatus.

following procedure the following contacts shall be continuously monitored and all sign
iming) as well as the logical.content of the communication shall be recorded:

Contact

VCC

RST

CLK

bO/IEC 7816-

al transitions

I/0

a) Set the following bit-timing-parameters at the ICC-test-apparatus:
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Parameter Value See
Character frame length maximum (tn = (n + 0,2) etu -&) ISO/IEC 7816-3:1997, 6.3
Remark: No maximum value
Delay between two : .
- 9600 etu defined for the ICC in ISO/IEC
consecutive characters 2816.3-1997

b) Run the [Fest Scenario with the ICC.

c) Generatg five consecutive parity errors for a single byte after which a single valid byte\is transmittgd, followed
by five cpnsecutive parity errors for the next single byte in the transmission.

d) Repeat g) to b) with every provided ETU-factor controlled by PPS as described-.in ISO/IEC 7816-3:1P97, 6.5.2.

e) Set the fpllowing bit-timing-parameters at the ICC-test-apparatus:

Parameter Value See

Character frame length Minimum (tn = (n - 0,2)\etu + &) ISO/IEC 7816-3:1997, 6.3

Delay between two

cdnsecutive characters 12 etu + Q4 N/f + & ISO/IEC 7816-3:1997, 6.3

f) Repeat Q) to d).
g) Repeat g) to f) for all provided applications.

7.2.3.3 Testreport

Report the prptocol recordings.

7.3 T=1 Protocol

NOTE1  Th subseguent test methods are applicable only, if the ICC supports the T=1 protocol.

NOTE2 S
Some of these scenarios are based on the assumption, that the ICC contains a transparent file with a length of 36 bytes and the
content '31 32 33 34 ...54 ', and understands I(0,0)(INF="00 BO 00 00 02’) as READ BINARY 2 BYTES.

7.3.1 /O transmission timing for T=1 protocol

The purpose of this test is to determine the timing of the data transmitted by the ICC (see ISO/IEC 7816-3:1997,
6.3.1, 6.3.2, 6.5.3,9.3, 9.4, 9.5.2,9.5.3).

7.3.1.1 Apparatus

See clause 4.6.2
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Procedure

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:

Contact

VCC

RST

CLK

I/0

a) Runa
param
defing

b) Repes
7.

c) Repes
7.3.1.3
Report the

7.3.2 10

The purpo
3:1997, 6.3

7321

See clausq

7.3.2.2

typical T=1 and application specific communication with the ICCfor at least 1 s with nom
eters (see ISO/IEC 7816-3:1997, 9.3) and the minimum, delay between two consecuti
d by N (see ISO/IEC 7816-3:1997, 6.5.3) in the ATR.

t a) with every provided ETU-factor controlled by PPS)as described in ISO/IEC 7816-3:19

t a) to b) for each provided application.

Test report

protocol recordings.

reception timing for T=1protocol

be of this test is to determine the reception timing of the ICC using the T=1 Protocol (see |
,9.3,9.4,9.5.2,9.53).

Apparatus

4.6.2

Procedure

nal bit-timing
e characters

97, 6.5.2 and

bO/IEC 7816-

Connect the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

ClLK

I/0

a) Set the fgllowing bit-timing-parameters at the ICC-test-apparatus:

Parameter Value See
Character frame length Maximum (tn = (n + 0,2) etu - &) ISO/IEC 7816-3:1997, 6.8
Guard time Maximum ISO/IEC 7816-3:1997, 6.3, 9.5.3
Delay between to (11 +2°) etu - ISO/IEC 7816-3:1997, 9.5.8.1

b) Run atypical T=1 and application specific commupnication with the ICC for at least 1 s.

c) Repeat g) to b) with every provided ETU-factorcontrolled by PPS as described in ISO/IEC 7816-3:1997, 6.5.2
and 7.

d) Set the fpllowing bit-timing-parameters.at the ICC-test-apparatus:

Parameter Value See
Character frame length Minimum (tn = (n - 0,2) etu + &) ISO/IEC 7816-3:1997, 6.3
Guard\time Minimum ISO/IEC 7816-3:1997, 6.3, 9.5.3
Deldy petween two 12etu+Q*Nff+g ISO/IEC 7816-3:1997, 6.5.3
conseeutive characters

e) Run atypical T=1 and application specific communication with the ICC for at least 1 s.

f) Repeat d) to e) with every provided ETU-factor controlled by PPS as described in ISO/IEC 7816-3:1997, 6.5.2
and 7.

7.3.2.3 Testreport

Report the protocol recordings.
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7.3.3 ICC Character Waiting Time (CWT) behavior

NOTE the notation used in the description of the procedure below is defined in ISO/IEC 7816-4:1995.

The purpose of this test is to determine the reaction of the ICC regarding CWT (see ISO/IEC 7816-3:1997, 6.3,
9.5.3.1).

7.3.3.1 PRpparatus

See clause 4.6.2

7.3.3.2 Procedure

Connect the ICC to the ICC-test-apparatus.

a) Be pogitioned in a transparent file made of at least 2 bytes.

b) Send f block of n bytes to the ICC with the CWT announced in the ATR.

c) Recorfl presence, content and timing of the ICC-response.

Scenario 1 — ICC Character Waiting Time (CWT) behavior

ICC-test-apparatus ICC
1(0,0)(INFT="00 BO 00 00 02") NERRREN
<o ICC-Response
T INF-FIELD of COMMAND is READ BINARY 2 BYTES

7.3.3.3 [Testreport

Report the|presence, the content and the timing of the ICC-response.

7.3.4 IC({-reaction to IFD exceeding character waiting time (CWT)

The purpokendf this test is to determine the reaction of the ICC on the IED exceeding CWT (see I$O/IEC 7816-
3:1997, 4.3.3, 6.3, 9.3).

7.3.4.1 Apparatus

See clause 4.6.2

7.3.4.2 Procedure
Connect the ICC to the ICC-test-apparatus.

a) Send less than n bytes of a block of n bytes to the ICC.
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b) Record the presence, the content and the timing of the ICC response.

NOTE The reaction of the ICC on possible collisions resulting from the interruption should be investigated.

7.3.4.3 Testreport

Report the presence, the content and the timing of the ICC-response.

7.3.5 BlocK Guardtime (BGT)

The purpose|of this test is to measure the time between the leading edges of two consecutive -Charagters (BGT)
sent in oppodite directions (see ISO/IEC 7816-3:1997, 9.5.3.3).

7.3.5.1 Apparatus

See clause 4/6.2

7.3.5.2 Prpcedure

Connect the |CC to the ICC-test-apparatus.

7.3.5.2.1 Hrocedurel

a) Be positipned in a transparent file made of at least 2 hytes.
b) Build a cprrect I-block

c) Send thq I-block to the ICC.

d) The ICC|should respond with a correct\=Block according to Rule 1.

Scenario 2 — Block Guardtime (BGT), Procedure 1

ICC-test-apparatus ICC

1(0,0)(INFZ-00 BO 00 00 02°) o000 -

-00n 1(0,0)(INF = ‘31 32 90 00°)

e) Record the timing starting with the start bit of the last character from the ICC-test-apparatus up to the start bit
of the first character of the ICC response.

7.3.5.2.2 Procedure 2
a) Be positioned in a transparent file made of at least 2 bytes.
b) Build an I-block with a wrong EDC (error detection character).

¢) Send the I-block to the ICC.
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d) The ICC should send correctly a negative acknowledgement R-block indicating an EDC error in its protocol

contro

| byte (PCB) according to Rule 7.1:

Scenario 3 — Block Guardtime (BGT), Procedure 2

ICC-test-apparatus ICC
1(0,0)(INF =00 B0 00 00 02")(EDC
=Wrong) bbb -
oo R(0)(PCB="81")

e) Recor
of the

7.3.5.3

Report the

7.3.6 BId

The purpo
9.4, 9.7.3),

Erroneous
in the epilg

7.3.6.1
See clausq
7.3.6.2

Connect th

7.3.6.2.1

 the timing starting with the start bit of the last character from the ICE-test-apparatus up 1
first character of the ICC response (see 7816-3:1997, 9.5.3.3).

Test report

recorded timings.

ck sequencing by the ICC

be of this test is to determine the reaction of the"ICC to a transmission error (see ISO/IEC
block: block which suffered a transmission error, i.e. one or more characters of wrong pari
gue.

Apparatus

4.6.2

Procedure

e ICC to thel€C-test-apparatus.

Procedure 1

a) Reset

0 the start bit

7816-3:1997,

Yy, Or an error

he\lCC.

b) Send an erroneous block to the ICC.

c) If the ICC does not start sending a block within BWT or sends R(0) then send the correct block again.
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d)

7.3.6.2.2 Hrocedure 2

a)
b)

c)
d)

e)

44

Scenario 4 — Block sequencing by the ICC, Procedure 1

ICC-test-apparatus ICC
1(0,0)(INF = '00")(EDC = Wrong) 000 =
mEnEE R(Q)(PCB="81")
1(0,0)(INF = "00 B0 00 00 02’) Ooo0Qd -
<o 1(0,0)(INF = Regponse)

Record the response of the ICC.

Reset thg ICC.
Send bldck 1(0,0) to the ICC, with the INF field containing a eommand supported by the ICC.
Wait for the answer of the ICC, and send an erroneous block to the ICC.

If the ICLC does not start sending within BWT or*sends R(1) with bit bl of the PCB set to 1 theh send the
erroneous block again up to 3 times.

Scenario 5 — Block’sequencing by the ICC, Procedure 2

ICC-test-apparatus IcC
1(0,0)(INF = ‘00 B0-00:00 02') ooo o
-0o0g 1(0,0)(INF = ‘31 32 90 00")
I(1,0)(INE-= ‘00")(EDC = Wrong) ooo o
<O R(1)(PCB="91")
I(1,0)(INF = ‘00")(EDC = Wrong) ooo o
<o R(1)(PCB="91")
I(1,0)(INF = ‘00")(EDC = Wrong) ooo o
~gogd ICC response

Record the response of the ICC including whether the ICC stays mute after receiving the last block or not.
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a) Reset the ICC.
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b) Send block 1(0,1) to the ICC, with the INF field containing a command needing chaining supported by the ICC.

c) Wait for the answer of the ICC, and send an erroneous block to the ICC.

d) If the |CC does not start in BWT or sends R(1) with bit bl of the PCB set to 1 then send the ertloneous block

again.

Scenario 6 — Block sequencing by the ICC, Procedure 3 (with chaining)

ICC-test-apparatus

ICC

1(0,1)(INF = Beginning of the

command)

I(1,0)(INF = End of the

command)(EDC = Wrong)

1(1,0)(INF = End of the

command)(EDC = Wrong)

1(1,0)(INF = End of the command)

I

~ggno

o0 s

<o

od -

~ggno
I
~ggno

R(1)(PCB='90)

R(1)(PCB='91)

R(1)(PCB='91)

ICC Response

e) Recorf the redction of the ICC.

7.3.6.3 [lestreport

Report the reaction of the ICC for each procedure.

7.3.7 Reactions of the ICC to protocol errors

The purpose of this test is to analyze the reaction of the ICC to a protocol error (see ISO/IEC 7816-3:1997, 9.7.3).

Faulty block: Invalid block with unknown PCB encoding, or known PCB encoding with wrong N(S), N(R) or M, or
PCB not matching with the expected block.

7.3.7.1 Apparatus

See clause 4.6.2
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7.3.7.2 Procedure
Connect the ICC to the ICC-test-apparatus.
a) Reset the ICC.

b) Send a faulty block to the ICC.

c) If the ICC does not start sending a block within BWT or sends R(0) with bit b2 of the PCB setto\]] then send
the corrgct block. If the ICC remains mute the test ends at this point.

Scenario 7 — Reactions of the ICC to protocol errors

ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00 00
02")(PCB=Wrong) bbb -
<o R(0)(PCB='82") or mute ICC
1(0,0)(INF = ‘00 BO 00 00 02" 000 =
<0 Ol ICC Response

This test may be repeated with different types of wrang PCB.

7.3.7.3 Testreport

Report the rejpction of the ICC.

7.3.8 Recoyery of atransmission error by the ICC
The purpose pf this test is te.analyze the ICC reaction to a negative acknowledgement (see ISO/IEC 7816-3:1997).

Negative ackhowledgément: R-Block with N(R) out of sequence.

7.3.8.1 Appdratus

See clause 4.6.2

7.3.8.2  Procedure
Connect the ICC to the ICC-test-apparatus.
a) Resetthe ICC.

b) Send block 1(0,0) to the ICC, with the INF field containing a command supported by the ICC (Read Binary of
two bytes without offset) and wait for the answer contained in block 1(0,0) or 1(1,0).

¢) Send R(0) or R(1) to the ICC. Get the response from the ICC.
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d) The ICC should repeat the I-block.

Scenario 8 — Recovery of a transmission error by the ICC

ICC-test-apparatus IcC

(0, 0)(INE = ‘00 BO 00 00 02Y) ooo -
-oono 1(0,0)(INF = ‘31 32 90,00")

R(0)(PCB="81") oo -
-oono 1(0,0)(INF'= 31 32 90 00")

1(1,0)(INF = ‘00 BO 00 00 02') O00d -
-oono I(1,0)(INF = ‘31 32 90 00")

R(1)(PCB="91’) oo s
OO I(1,0)(INF = ‘31 32 90 00")

7.3.8.3

Report the

7.3.9 Re

The purpo
9.7.3).

7391

See clausq

Test report

reaction of the ICC.

Eynchronization

e of this test is toeheck the behavior of the ICC after a resynchronization (see ISO/IEC

Apparatus

4.602

7.3.9.2

rocedure

Connect the ICC to the ICC-test-apparatus.

a)
b)
c)
d)

e) Ifthel

Reset the ICC.
Exchange two I-blocks in each direction with a command supported by the ICC.
Send 2 negative acknowledgement blocks and then an S(RESYNCH request) block to the ICC.

Record the response of the ICC

CC sends S(RESYNCH response), send 1(0,0) block.
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f)  Record the response of the ICC

Scenario 9 — Resynchronization

ICC-test-apparatus ICC
Q. Q)(INE = ‘00 BO 00 00 02 o
~gJgono 1(0,0)(INF = ‘31 32 90 00"
1(1,0)(INF = ‘00 BO 00 00 03’) Ooo0Qd -
~gJgono 1(1,0)(INF = ‘31,32 33 90 00")
R(1)(PCB="91") oo -
~gJgono [(1,0)(INF = ‘31 32 33 90 00"
R(1)(PCB="91") oo -
< 0 I(1,0)(INF = ‘31 32 33 90 00")
S(RESYNCH request) N[O -
<o S(RESYNCH response)
1(0,0) oo -
g ICC response
7.3.9.3 Testreport
Report the repction of the ICC.

7.3.10 IFSD negotiation

The purpose of this test is to check the IFSD negotiation (see ISO/IEC 7816-3:1997, 9.5.2).

7.3.10.1 Apparatus

See clause 4.6.2

7.3.10.2 Procedure

Connect the ICC to the ICC-test-apparatus.
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a) Reset the ICC.

D7, 9.7.3).

b) Exchange one I-block in each direction with a command supported by the ICC.
¢) Send block S(IFS request) to the ICC.
Scenario 10 — IFSD negotiation
ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00 00 02’) o000 -
g 1(0,0)(INF =431 32 90 00")
S(IFS request) 000 =
g ICC Response
d) Recorf the response of the ICC.
7.3.10.3 [Testreport
Report the|response of the ICC.
7.3.11 Abprtion by the IFD
The purpose of this test is to check the ghaining abortion behavior of the ICC (see ISO/IEC 7816-3:19
7.3.11.1 RApparatus
See clause 4.6.2
7.3.11.2 Procedure
a) Reset the ICE:
b) Exchange‘one I-block in each direction with a command supported by the ICC.
¢) Send block 1(1,1) to the ICC, with the INF field containing a command needing chaining supported by the ICC.
d) Wait for the answer of the ICC, and send S(ABORT request).
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Scenario 11 — Abortion by the IFD

ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00 00 02’) Ooo0Qd -
000 1(0 0)(INF = ‘31 32 90 0Q")
I(1,1)(INF = "00-B0") 000 -
<o R(0)(PCB="80")
S(ABORT request) 000 =
g I€C response

e) Record the presence and content of a response of the ICC.

7.3.11.3 Testreport

Report the presence and content of a response of the ICC;

8 Test methods for physical and electrical characteristics of the IFD

8.1 Activatipn of contacts

The purpose |of this test is to determine-the sequence of the activation of contacts during the activation|of the ICC
activation phase (see ISO/IEC 7816-3:1997, 5.2, 5.3.1, 5.3.2).

8.1.1 Apparatus

See clause 4/6.3

8.1.2 Procedure

Connect the IFD 10 the TFD-test-apparaius.

a) Measure level and timing of the signals on the IFD contacts for at least 1 s.
b) Activate the IFD.

¢) Measure level and timing of the signals on the IFD contacts for at least 1 s.

NOTE The activities necessary to ‘Activate the IFD’ are very dependent on the construction of the IFD. They shall include
all activities necessary until the IFD provides the ‘Cold reset of the card’ procedure as defined in ISO/IEC 7816-3:1997, 5.2.

50 © ISO/IEC 2001 — All rights reserved


https://iecnorm.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

8.1.3 Testreport

Report the

recorded levels and timing of the signals on all IFD contacts.

Due to the missing definition of delay timings in ISO/IEC 7816-3:1997 the value of 20 ns shall be used as the
minimum delay between two subsequent signal transitions during the activation of contacts until a different value is
defined in ISO/IEC 7816-3:1997.

8.2 VCC ¢ontact
The purpope of this test is to measure the voltage provided by the IFD on the VCC contact .(See 1$O/IEC 7816-
3:1997, 4.3.2).
8.2.1 Apparatus
See clause 4.6.3
8.2.2 Prqcedure
Connect the IFD to the IFD-test-apparatus.
a) Set the following parameters in the IFD-test-apparatus (begin‘with lowest voltage class supported |by the IFD):
Signal Setting

lcc lcc min
b) Activate the IFD.
c) The IAD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).
d) Genenate an ATR with thefollowing parameters:

Parameter Setting See
FI lowest available value ISO/IEC 7816-3:1997, $.5.2
X 11 ISO/IEC 7816-3:1997, $.5.5

e) Ifthel

FD generates a PPS then response the requested parameters.

f) Let the IFD run the Test Scenario with the IFD-test-apparatus. During the whole communication generate
current spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:1997, 4.3.2. During
this communication the following signals shall be continuously monitored and the following values determined:

© ISO/IEC 2001 — Al rights reserved
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Characteristic

Value

VCC

Vce min, Vce max

g) |If the IFD generates a clock stop (see ISO/IEC 7816-3:1997, 5.3.4), set parameter Icc at the IFD-test-

apparatus to Tcc max for the time of the clock stop. During the clock stop the following signals shall be
continuopsly monitored and the following values determined:

Characteristic

Value

VCC

Vce min, Vce max

h) Deactivate the IFD.

i) Set the fpllowing parameters in the IFD-test-apparatus (begin with lawest voltage class supported by the IFD):

Parameter

Setting

ICC

lcc max

i) Activate the IFD.

k) The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

) Generat¢ an ATR with the following\parameters:

Parameter Setting See
FI highest available value ISO/IEC 7816-3:1997, 6.5.2
X 11 ISO/IEC 7816-3:1997, 6..5

o 4l ) |
m) If the IFDgeneratesaPPSthenresponse-thereguestedparameters:

n) Let the IFD run the Test Scenario with the IFD-test-apparatus. During the whole communication generate
current spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:1997, 4.3.2. During
this communication the following signals shall be continuously monitored and the following values determined:

Characteristic

Value

VCC

Vce min, Vce max

52
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0) If the IFD generates a clock stop (see ISO/IEC 7816-3:1997, 5.3.4), set parameter Icc at the IFD-test-
apparatus to Icc max for the time of the clock stop. During the clock stop the following signals shall be
continuously monitored and the following values determined:

Characteristic Value
Ve Veeomin Ve max

p) Deactjvate the IFD.
gq) Repedt step a) to p) for all voltage classes supported by the IFD.
8.2.3 Testreport
Report the|determined values Vcc min, Vcc max for all scenarios above together with the measurem
(Icc and Fl).
8.3 1/0 cgntact
The purposge of this test is to measure the contact capacitancé.of'the I/O contact, the I/O output voltag

under norn
and the 1/Q

831 Ap
See clause
8.3.2 Prg
Connect th
a) Measu

b) Setth

hal operating conditions (Io. max/min and loy max/min), I/O tg and tr during transmission md
input current (I,.) during reception mode of the\IFD.

Daratus

4.6.3

cedure
e IFD to the IFD-test-apparatus.
re the capacitance Co of the 1/0O-contact.

b following parameters in the IFD-test-apparatus (begin with lowest voltage class supported

pnt conditions

es (Von, Vo)
de of the IFD

by the IFD):
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<)
d)

f)

)

Parameter Setting
lcc lcc max

I Iy max

Iy lpmax
Von Von Min
VoL VoL max

tr tr Min

te te min

Activate fhe IFD.

The IFD

Generat¢ an ATR.

Let the

characte]

resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

Characteristic

Value

Vi Vigmin, Viymax
Vi VL min, V,. max
lon lop max
loL loL max
tr tgr max
te t- max

IFD run the Test Scenario with the IFD-test-apparatus. During this communication thg following
Fistics shall be continuously monitored and: the following values determined:

Deactivate the IFD.

h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

54
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Parameter Setting
lcc lcc max

I liymin

Ly Lmin
Von Von Min
VoL VoL min

tr tr max

te te max

i) Reset|the ICC.

i)  Run the Test Scenario. During this communication the €ollowing characteristics shall be| continuously
monitgred and the following values determined:

Characteristic Value
Vin Vi Min, Vg max
Vi V. min, V,. max
lon lop max
lov loL max
tr tr max
te te max

k) Deactjvate\the IFD.

) Repeat step b) to k) for all supported voltage classes.

8.3.3 Testreport

The test report shall state the capacitance of the 1/O-contact, the values determined in the procedure and whether

all communications were in conformance with ISO/IEC 7816-3:1997.

8.4 CLK contact

The purpose of this test is to determine the characteristics of the CLK signal (see ISO/IEC 7816-3:1997, 4.3.4)

© ISO/IEC 2001 — Al rights reserved
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8.4.1 Apparatus

See clause 4.6.3

8.4.2 Procedure

Connect the IFD to the IFD-test-apparatus.

a) Set the fgllowing parameters in the IFD-test-apparatus (begin with lowest voltage class supported\by| the IFD):

Parameter Setting
lcc lcc max
I Iy max
I I max

b) Activate the IFD.
c) The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

d) Generatg¢ an ATR with the following parameters:

Parameter Setting See
FI Fl max ISO/IEC 7816-3:1997, 6.5.2
DI DI min ISO/IEC 7816-3:1997, 6.5.2

e) If the IFD) generates a PPS,then response the requested parameters.

f) Let the |[FD run the-Test Scenario with the IFD-test-apparatus. During this communication the following

charactefistics shall be continuously monitored and the following values determined:

(Gharacteristic (CLK) Value
Vi Vigmin, Viymax
Vi VL min, V,. max
tr tr Mmax
te te max
Duty Cycle min, max
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h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

Parameter

Setting

QO mA

I min

I min

i) Activate the IFD.

i) The IHD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

k) Genenate an ATR with the following parameters:

Parameter Setting See
FI Fl max ISO/IEC 7816-3:1997, 6.5.2
DI DImin ISO/IEC 7816-3:1997, 6.5.2
[) If the IFD generates a PPS then response the requested parameters.
m) Let the IFD run the Test Scenafio’ with the IFD-test-apparatus. During this communication|the following

charagteristics shall be continu@usly monitored and the following values determined:

Characteristic (CLK) Value
Vi Vigmin, Viymax
Vi VL min, V,. max
tr tr Mmax
te te max
Duty Cycle min, max

n) Deactivate the IFD.

0) Repeat step a) to n) for all supported voltage classes.

© ISO/IEC 2001 — Al rights reserved
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8.4.3 Testreport

The test report shall state the values determined in the procedure, the corresponding parameters and whether all

communications were in conformance with ISO/IEC 7816-3:1997.

8.5 RST contact

The purpose

8.5.1 Apparatus

See clause 4(6.3

8.5.2 Procedure

Connect the |FD to the IFD-test-apparatus.

a) Set the fq

b)
c)
d)
e)

f)

)

58

Parameter

Setting

ICC

lcc max

IIH

Iy m@ax

IIL

. max

Activate fhe IFD.

The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

Generat¢ an ATR.

If the IFD) generates a-RPS then response the requested parameters.

pf this test is to determine the characteristics of the RST signal (see ISO/IEC 7816-3:1997,14.3.4).

llowing parameters in the IFD-test-apparatus (begin with lowgstyvoltage class supported by|the IFD):

Let the |FD runithe Test Scenario with the IFD-test-apparatus. During this communication thg following

charactefistics shall be continuously monitored and the following values determined:

Characteristic (RST) Value
Vi Vigmin, Viymax
Vi VL min, V,. max
tr tr Mmax
te te max

Deactivate the IFD.
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h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

Parameter

Setting

ICC

0mA

Lmin

I min

i) Activate the IFD.

i) The IHD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

k) Genenate an ATR.

[) If the IFD generates a PPS then response the requested parameters:

m) Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication|the following

charagteristics shall be continuously monitored and the fallowing values determined:

Characteristic (RST) Value
Vin Vi Min, Vg max
Vi V. min, V,. max
tr tr Mmax
te te max

n) Deactvate the IFD.

0) Repedt step a)ton) for all supported voltage classes.

8.5.3 Testreport

Report the values determined in the procedure and the corresponding parameters.

8.6 VPP contact

This test applies if the requirement for Vpp is required by the IFD application (see ISO/IEC 7816-3:1997, 4.3.6). If
the supply of Vpp is required by the application, the IFD-test-apparatus shall request programming state during an

application and protocol dependent communication, apply lsp max and measure Vpp.

8.7 Deactivation of the contacts

The purpose of this test is to determine the deactivation sequence of the contacts by the IFD (see ISO/IEC 7816-

3:1997, 5.4).
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8.7.1 Apparatus

See clause 4.6.3

8.7.2 Procedure

Connect the IFD to the IFD-test-apparatus.

a) Activate tIhe IFD.

b) The IFD fesets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).
c) Generatg¢ an ATR.

d) If the IFD) generates a PPS then response the requested parameters.
e) Let the IFD run the Test Scenario with the IFD-test-apparatus. For every\deactivation procedure during or at

the end |[of the communication, starting with the falling edge of the.RST-signal, continuously monitor the
following| contacts and record voltage and timing of all signal transitions.an these contacts:

Parameter

VvCC

VPP

RST

CLK

I/0

8.7.3 Test feport
Report the recorded levels and timing of the signals on all IFD contacts.

NOTE Dye to the-missing definition of delay timings in ISO/IEC 7816-3:1997 the value of 20 ns shall be lised as the
minimum delay between two subsequent signal transitions during the activation of contacts until a different value is defined in
ISO/IEC 7816-3:1997.

9 Test methods for logical operations of the IFD
9.1 Answer to Reset (ATR)

9.1.1 ICC Reset (cold reset)

The purpose of this test is to determine the cold reset provided by the IFD (see ISO/IEC 7816-3:1997, 5.3.2).
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9.1.1.1 Apparatus

See clause 4.6.3

9.1.1.2 Procedure

Connect the IFD to the IFD-test-apparatus.

a) Activalle the IFD.

b) Contiruously monitor the RST signal and determine the timing (relative to the CLK-signal) and|voltage of all
transitjons on the RST contact for at least 1 s.

9.1.1.3 [Testreport

Report vollage and timing of all signal transitions on the RST contact.

9.1.2 IC({ Reset (warm reset)

The purpose of this test is to determine the warm reset provided by the IFD (see ISO/IEC 7816-3:1997, 5.3.3).

9.1.2.1 HApparatus

See clausg 4.6.3

9.1.2.2 Procedure

Connect the IFD to the IFD-test-apparatus.

a) Activate the IFD.

b) The IHD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).
c) Generate an ATR.

d) If the |FD generates-a-PPS then response the requested parameters.

e) Letth¢ IFD runthe Test Scenario with the IFD-test-apparatus. During this communication the RYT signal shall
be continuously monitored and voltage and timing (relative to the CLK-signal) of any signal transitjon recorded.

9.1.2.3 Testreport

Report the voltage and timing of all warm resets provided by the IFD, if any.

9.2 T=0 Protocol

NOTE The subsequent tests are applicable only, if the IFD supports the T=0 protocol.

9.2.1 /O transmission timing for T=0 protocol

The purpose of this test is to determine the timing of the data transmitted by the IFD
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9.2.11

Apparatus

See clause 4.6.3

9.2.1.2

Procedure

Connect the IFD to the IFD-test-apparatus.

During the fclllowing procedure the following contacts shall be continuously monitored and all signal
(level and timing) as well as the logical content of the communication shall be recorded:

a) Set the maximum guardtime at the IFD by setting thekRarameter N in the ATR to 254 (see ISO
3:1997, 6.5.3).

b) Let the IFD run the Test Scenario.

c) Repeat g) to b) with every provided ETU-factor controlled by the IFD. Switch the value via mode sel
ISO/IEC|7816-3:1997, 6.6).

d) Repeat ) and c) for all supported applications. Select the application by changing the ATR
selection| as described in ISO/IEC, 7816-3:1997, 6.6 and 7.

9.2.1.3 Testreport

Report the pr|

9.2.2

Contact

VCC

RST

CLK

I/0

1/0 ch

ptocol recordings.

aracter repetition for T=0 protocol

transitions

IEC 7816-

ection (see

and mode

The purpose
3:1997, 6.3.3).

9.22.1

af\this test is to determine use and timing of the character repetition hy the IFD (see |SO

IEC 7816-

Apparatus

See clause 4.6.3

9.2.2.2

Procedure

Connect the IFD to the IFD-test-apparatus.

a) Letthe IFD run the Test Scenario.
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b) During the following part of the procedure the following contacts shall be continuously monitored and all signal
transitions (level and timing) as well as the logical content of the communication shall be recorded:

Contact

VCC

RST

CLK

I/0

c) Gener
7816-
bit anc

d) Gener
7816-
start b

e) Repes
3:199]

f) Reped
NOTE
9.2.2.3
Report the

As an addi
define am

9.23 1/0

The purpo

ate 3 successive times at each byte received from the IFD an error-signal in accordand
B:1997, 6.3.3 with minimum duration (1 etu + &) and minimum timé bétween the leading ed
the leading edge of the error signal ((10,5 - 0,2) etu + ).

ate 3 successive times at each byte received from the IFD an error signal in accordand

t and the leading edge of the error signal ((10,5 + 0;2).etu - &).

t ¢) to d) for all supported ETU-factors controlled by the IFD via mode selection (see IS
(, 6.6

t ¢) to e) but generate the error signal 5iihstead of 3 consecutive times.

. is the bit timing generation accuracy.of the IFD-test-apparatus.

Test report
protocol recordings.

tion to ISO/IEC 7816-3:1997 the IFD shall reject the ICC (IFD-test-apparatus) in step f). It ig
nimal and maximal repetition value (min. = 3; max. = 5) for the IFD to prevent a lock-up.

reception)timing and error signaling for T=0 protocol

5e/0f-this test is to determine the reception timing and Error signaling of the IFD (see IS

3:1997, 8.7

e to ISO/IEC
e of the start

e to ISO/IEC

B:1997, 6.3.3 with maximum duration (2 etu - &) and-maaximum time between the leading edge of the

bO/IEC 7816-

necessary to

bO/IEC 7816-

).

9.2.3.1 Apparatus

See clause 4.6.3

9.2.3.2

Procedure

Connect the IFD to the IFD-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

ClLK

I/0

a) Set the fgllowing bit-timing-parameters at the IFD-test-apparatus:

Parameter Value See
Character frame length maximum (tn = (n + 0,2) etu -&) ISO/IEC 7816-3:1997, 6.3
Delay between two 960 x 255 x (Fiff) ISO/IEC 7816-3:1997, 6.3
consecutive characters ' e

b) Let the IFD run the Test Scenario.
c) Generatg three consecutive parity errors for every byte.

d) Repeat @) to c) with every provided ETU-factor controlled by IFD. Switch via mode selgction (see
ISO/IEC|7816-3:1997, 6.6)

e) Set the fpllowing bit-timing-parameters.at the ICC-test-apparatus:

Parameter Value See

Character frame length Minimum (tn = (n-0,2) etu + &) | ISO/IEC 7816-3:1997, 6.3, $.5.3

Delay between two

cdnsecutive characters 12 etu + g ISO/IEC 7816-3:1997, 6.3, 6.5.3

f) Repeat b) to d).
g) Repeat a) to f) but generate five consecutive parity errors for every byte instead of three.
9.2.3.3 Testreport:

Report the protocol recordings.

As an addition to ISO/IEC 7816-3:1997(E) the IFD shall reject the ICC (IFD-test-apparatus) in step f). It is
necessary to define a minimal and maximal repetition value (min. = 3; max. = 5) for the IFD to prevent a lock-up.
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