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Foreword

© ISO/IEC

ISO (the ILternational Organization for Standardization) and IEC (the International Electrotechnical Commigsion) form

the specia

developm
with parti

Other inte
work.

In the fiel
Internatiofal Standards adopted by the joint technical committee are circulated to natienal bodies for voting.

as an Inte

national Standard requires approval by at least 75 % of the national bodigs casting a vote.

ized system for worldwide standardization. National bodies that are members of ISO or IECpatticipate in the
ent of International Standards through technical committees established by the respective organizatjon to deal
tular fields of technical activity. ISO and IEC technical committees collaborate in fields*of mutual interest.
'national organizations, governmental and non-governmental, in liaison with ISO and)IEC, also take] part in the

of information technology, ISO and IEC have established a joint technical(committee, ISO/IEC JTC 1. Draft

Publication

Internatiopal Standard ISO/IEC 10181-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Ipformation
technolog
collaboratjon with ITU-T. The identical text is published as ITU-T Recommendation X.813.

ISO/EC 1

Interconn

Par
Par
Par
Par,

Par

bction — Security frameworks for open systems:
1: Overwiew

2: Authentication framework

3: Access control framework

4: Non-repudiation framework

5: Confidentiality framework

Part 6: Integrity framework

Par|

t 7: Security audit and alarms framework

Annexes A to F of\this part of ISO/IEC 10181 are for information only.

v

, Subcommittee SC 21, Open systems interconnection, data’management and open distributed prdcessing, in

0181 consists of the following parts, under the.general title Information technology — Opdn Systems
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Introduction

The goal| of the Non-repudiation service is to collect, maintain, make available and validate irréfutablp evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non-occurrence of the event or
action. The Non-repudiation service can be applied in a number of different contexts and situations. The $ervice can
apply to the generation of data, the storage of data, or the transmission of data. Non-repudiatien involves the|generation
of evidenfce that can be used to prove that some kind of event or action has taken plac€;\so that this evert or action
cannot be| repudiated later.

In an OS]| environment (see CCITT Rec. X.800 and ISO 7498-2) the Non-repudiatiod service has two forms:

—  Non-repudiation with proof of origin which is used to counter false denial by a sender that thg data or its
contents has been sent.

—  Non-repudiation with proof of delivery which is used to,counter false denial by a recipient thaf the data or
its contents (i.e. the information that the data represents)has been received.

Applicatipns which make use of OSI protocols may require.other forms of the Non-repudiation service| which are
specific {o particular classes of applications. For example, MHS (ITU-T Rec. X.402 | ISO 10021-2) flefines the
Non-repydiation of submission service, while the EDI Messaging System (see Recommendation X.435) defines the
Non-repudiation of retrieval and Non-repudiation of transfer services.

The conckpts in this framework are not limited to OSI communications but may be interpreted more broadly to include
such useq as creation and storage of data for later Use.

This Redommendation | International Standard defines a general framework for the provision of a Non-fepudiation
service.

This framework:

—  expands upon the.concepts of Non-repudiation services described in CCITT Rec. X.800 and ]SO 7498-2
and describes how they may be applied to Open Systems;

—  describes alternatives for the provision of these services; and

- explainsthe relationship of these services to other security services.

Non-repydiatipiiservices may require:

</ /adjudicators who will arbitrate disputes that may arise as a result of repudiated events or actionfs; and

—  Trusted Third Parties who will assure the authenficity and infegrify of the data to be used for the
verification of evidence.
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ISO/IEC 101814 :

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

1997 (E)

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

SECURITY FRAMEWORKS FOR OPEN SYSTEMS:
NON-REPUDIATION FRAMEWORK

1 Scope

This Recgmmendation | International Standard addresses the application of security services ift.an Open Systems

environment, where the term “Open Systems” is taken to include areas such as Database, Distributed Applicati

bns, Open

Distributed Processing and OSI. The Security Frameworks are concerned with defining, the means of |providing

protection [for systems and objects within systems, and with the interactions between systems) The Security Fr
are not conjcerned with the methodology for constructing systems or mechanisms.

The Secur]ty Frameworks address both data elements and sequences of operations (but not protocol elements)
used to obfain specific security services. These security services may apply to.the communicating entities of
well as to flata exchanged between systems, and to data managed by systems.

This Reconmendation | International Standard:

As with other security services, Non-repudiation ean only be provided within the context of a defined security
a particular application. The definitions of security policies are outside the scope of this Recommendation | Int

Standard.

The scopsd
exchanges|

This Recommendation | International Standard does not describe in detail the particular mechanisms that can

support th
protocols.

Some of the procedures described in this framework achieve security by the application of cryptographic t

This fram

defines the basic concepts of Non-repudiation;
defines general Non-repudiation services;
identifies possible mechanisms to provide théZNon-repudiation services;

identifies general management requirements for Non-repudiation services and mechanisms.

hmeworks

which are

ystems as

policy for
ernational

of this Recommendation [\International Standard does not include specification of details of thf protocol

which need to be performed in order to achieve Non-repudiation.

e Non-repudiation~’services nor does it give details of the supporting security management set

ewotk )is not dependent on the use of a particular cryptographic or other algorithm or on

be used to
vices and

echniques.
particular

cryptographictechniques (i.e. symmetric or asymmetric) although certain classes of Non-repudiation mechagisms may
depend on particular algorithm properties. Indeed it 15 liKely, ift practice, that a number of different algorithms will be

used. Two entities wishing to use cryptographically-protected data must support the same cryptographic algorithm.

[ | NOTE - Although ISO does not standardize cryptographic algorithms, it does standardize the procedures used to register
them in ISO/IEC 9979.]

A number

of different types of standard can use this framework including:

1) standards that incorporate the concept of Non-repudiation;

2) standards that specify abstract services that include Non-repudiation;

3) standards that specify uses of a Non-repudiation service;

4) standards that specify the means of providing Non-repudiation within an open system architectu

5) standards that specify Non-repudiation mechanisms.

ITU-T Rec. X.813 (1996 E)
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Such standards can use this framework as follows:

2

—  standards of type 1), 2), 3), 4) or 5) can use the terminology of this framework;
—  standards of type 2), 3), 4) or 5) can use the facilities defined in clause 7; and

—  standards of type 5) can be based upon the classes of mechanism defined in clause 8.

Normative references

The following Recommendations and International Standards contain provisions, which through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | Intematxonal Standard are encouraged to mvestlgate the possibility of applymg the most recent

edition of R
valid Int¢rnational Standards The Telecommumcatlon Standardlzatlon Bureau of the ITU maintains a list
valid ITU-T Recommendations.

2.1

2.2

3.1

This Recommendation | International Standard builds on concepts developed in ITU-T Rec. X.200 | ISO/IEC
makes ude of the followingterm defined in it:

3.2

This Redomthendation | International Standard builds on the concepts developed in CCITT Rec. X.800 and
and makesuse of the fottowing terms defimed it

2

Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information'technology — Op
Interconnection — Basic Reference Model: The Basic Model.

—  ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Op
Interconnection — The Directory: Authentication framework.

—  ITU-T Recommendation X.810 (1995) | ISO/IEC 10181-1:1996,Information technology — Op
Interconnection — Security frameworks for open systems: Overview.
Paired Recommendations | International Standards)équivalent in technical content

—  CCITT Recommendation X.800 (1991), Security “architecture for Open Systems Intercon|
CCITT applications.

ISO 7498-2:1989, Information processing-systems — Open Systems Interconnection — Basi(
Model — Part 2: Security Architecture,

Definitions

Basic Reference Model'definitions

(N)-entity.

Security Architecture definitions

f currently
f currently

en Systems

en Systems

en Systems

hection for

Reference

7498-1 and

SO 7498-2

—  access control;

— audit (also security audit);

—  authentication;

—  channel;

—  cryptographic checkvalue;

—  cryptography;

— data integrity (also integrity);
—  data origin authentication;

—  decipherment;

ITU-T Rec. X.813 (1996 E)
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—  digital signature (also signature);

—  encipherment;

- key;

—  key management;

—  notarization;

—  repudiation;

—  security audit trail (also audit trail, log);

—  threat.

33 Security Frameworks Overview definitions

ISO/IEC 10181-4 : 1997 (E)

This Rec¢mmendation | International Standard builds on the
ISO/IEC 1p181-1 and makes use of the following terms defined in it:

4  certification authority;
+ digital fingerprint;

+  hash function;

+ one-way function;

+ private key;

+  public key;

+ revocation list certificate;
+ seal;

+  sealed;

1  secret key;

1+  security certificate;

T  security domain;

1+  security token;

+  trusted third party.

34 Additional definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

34.1
of the Trupted Third Party or adjudicator.

concepts developed in ITU-T _Rec.| X.810 |

fompromised-evidence: Evidence that was, at one time, satisfactory but which no longer has the ¢onfidence

h different

3.4.2 Founfersignature: A digital signature appended to a data unit which has already been signed by
entity (e.g a"TFP).
343 evidence: Information that, either by itself or when used in conjunction with other information, may be used to

resolve a dispute.

344

evidence generator: An entity that produces Non-repudiation evidence.

NOTE - This entity may be the Non-repudiation service requester, the originator, the recipient or multiple parties working

in conjunction (e.g. a signer and co-signer).

3.4.5  evidence subject: The entity whose involvement in an event or action is established by evidence.

3.4.6 evidence user: An entity that uses Non-repudiation evidence.

3.4.7 evidence verifier: An entity that verifies Non-repudiation evidence.

3.4.8 message authentication code: A cryptographic checkvalue that is used to provide data origin authentication

and data integrity.

ITU-T Rec. X.813 (1996 E) 3
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3.4.9 Non-repudiation service requester: An entity that requests that Non-repudiation evidence be generated for a
particular event or action.

3.4.10 notary: A Trusted Third Party with whom data is registered so that later assurance of the accuracy of the
characteristics of the data can be provided.

3.4.11 originator: In the context of data transfer, an entity that originates the data in an action that is subject to a
Non-repudiation service.

3.4.12 recipient: In the context of data transfer, an entity that receives the data in an action that is subject to a
Non-repudiation service.

NOTE - In the logical model of Non-repudiation, other entities may be considered. E.g. the owner is the entity that makes
an original message and a transfer agent is the entity that transfers the message; in this context, entities are modeled as originators or
recipients.

4 Abbreviations

OSI Open Systems Interconnection
CA Certification Authority

TTP Trusted Third Party

MAC  Message Authentication Code

5 General discussion of Non-repudiation

5.1 Basic concepts of Non-repudiation

The Non-repudiation service involves the generation, verification and recording of evidence, and the [subsequent
retrieval pnd re-verification of this evidence in order to resolve disputes. Disputes cannot be resolved unless the evidence
has been|previously recorded.

The purgfose of the Non-repudiation service desciibed in this framework is to provide evidence about a partjcular event
or actior]. Non-repudiation services may becrequested by entities other than those involved in the event or action.
Examplep of actions which may be protected with a Non-repudiation service are:

—  sending an X.400 message;
—  inserting a recordn a database; and

—  invoking a remote operation.

When mssages are invelved, to provide proof of origin, the identity of the originator and the integrity of tHe data must
be confifmed. To provide proof of delivery, the identity of the recipient, and the integrity of the data must bg confirmed.
In some| cases, evidence concerning the context (e.g. date, time, location of the originator/recipient) may also be
required

The servieep

—  generation of evidence;

— recording of evidence;
—  verification of generated evidence;

— retrieval and re-verification of the evidence.

- Disputes may be settled between parties directly through inspection of the evidence. However, a dispute may have to be
resolved by an adjudicator who evaluates the evidence and determines whether or not the disputed action or event
occurred. Adjudication can only be provided effectively if the parties to the dispute accept the authority of the
adjudicator. For the evidence provided to be accepted by the adjudicator, it must usually be assured by one or more
Trusted Third Parties. The adjudicator can optionally be the Trusted Third Party that assures the evidence.
Non-repudiation mechanisms use a number of types of Trusted Third Parties and forms of evidence.

4 ITU-T Rec. X.813 (1996 E)
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5.2 Roles of a Trusted Third Party
One or more Trusted Third Parties may be involved in the Non-repudiation service.

Trusted Third Parties which support Non-repudiation without being actively involved in each use of the service are
known as Off-line Trusted Third Parties. A TTP which is actively involved in the generation or verification of evidence
is known as an On-line TTP. An On-line TTP which acts as an intermediary in all interactions is known as an
In-line TTP.

A Trusted Third Party may be required to record and/or gather evidence as well as being required to vouch for the
validity of the evidence. There may be a number of Trusted Third Parties involved acting in various roles (e.g. Notary,
Time Stamping, Monitoring, Key Certification, Signature Generation, Signature Verification, and Delivery Authority
roles). A single Trusted Third Party may act in one or more of these roles.

[

In an Evidgnce Generation role, a TTP cooperates with a Non-repudiation service requester to generate evidend
In an Evidpnce Recording role, a TTP records evidence that can later be retrieved by an evidence user oran adjudicator.

In a Time [Stamping role, a TTP is trusted to provide evidence which includes the time when thé.time stamping request
was receivied.

In a Monjtoring role, a TTP monitors the action or the event and is trusted to previde evidence about [what was
monitored

In a Key [Certification role, a TTP provides Non-repudiation certificates related-to an evidence generator ip order to
assure the [validity of a public key to be used for Non-repudiation purposes.

In a Key Distribution role, a TTP provides keys to the evidence genefators and/or the evidence verifiers. I{ may also
place constraints on the use of the keys, in particular when symmeirical techniques are used.

In a Signdture Generation role, a TTP is trusted to provide évidence in the form of a digital signature on behalf of the
evidence gubject.

In an Evidence Verification role, a TTP verifies evidence at the request of an entity.

In a Signpture Verification role, a TTP is trusted by the evidence user to verify evidence in the form of a digital
signature.

NOTE - The Signature Generation role is a particular case of the Evidence Generation role. The Signature verification role
is a particular case of the evidence verification role.

In a Notdry role, a TTP provides assurance about the properties of the data (such as its integrity, origip, time or
destinatiof) that are communigated between two or more entities and that have been previously registered with the TTP.

In a Delifery Authority-role, a TTP interacts with the intended recipient of data and attempts to release the flata to the
recipient. |It then provides evidence that the data was delivered, that the data was not delivered, or that defivery was
attempted| but that.no confirmation of receipt was received. In the last case, the evidence user cannot determime whether
the data was(recéived by the intended recipient or not.

5.3 Phases of Non-repudiation

Non-repudiation is composed of four distinct phases:

|

evidence generation;

evidence transfer, storage and retrieval;

evidence verification; and

dispute resolution.

Figure 1 illustrates the first three phases; Figure 2 illustrates the fourth phase.

ITU-T Rec. X.813 (1996 E) 5
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Non-repudiation security policy

Information
about
Evidence | Evidence Evidence Evidence
subject Observation generation generation user
requester requester
. A
Request generation Requests verification
Observation Yes /No
v . . \ 4
Information Evidence Tre;:zfer Evidence
abdut Evidence storage/retrieval Evidenca
generator verifier

NOTE

Evidence and

other information

Evidenceyand

other information

]

Trusted third party

— This figure is illustrative, not definitive.

Figure 1 — Entities involved in the generation, transfer, storage/retrieval and verification phas¢s

TIS({7760-96/d01

policy,

Non-repudiation

Agreed
adjudicators

Defendant

Plaintiff

TISO7770-96/d02

NOTE - This figure is illustrative, not definitive.

6

Figure 2 — Dispute Resolution phase of a Non-repudiation process

ITU-T Rec. X.813 (1996 E)


https://iecnorm.com/api/?name=3817f7346f30de60ab4ade55c27cf062

ISO/IEC 10181-4 : 1997 (E)

5.3.1 Evidence Generation

In this phase, the Evidence Generation Requestor requests the Evidence Generator to generate evidence for an event or
action. An entity whose involvement in the event or action is established by the evidence is known as an Evidence
Subject. Different groupings of these entities are possible: an Evidence Subject and an Evidence Generator may be the
same entity as may the Evidence Subject, the Evidence Generation Requestor and the Evidence Generator; the Evidence
Generation Requestor and the Trusted Third Party; the Evidence Generator and Trusted Third party; and the Evidence
Generation Requestor, the Evidence Generator and Trusted Third party. Depending on the type of Non-repudiation
service, the evidence may be generated by the evidence subject, perhaps in conjunction with the services of a Trusted
Third Party, or by a Trusted Third Party alone.

NOTE - Depending on the context of the Non-repudiation service, relevant evidence will typically include the identities of
the entities involved, the data, and the time and date. Additional information such as mode of transfer (e.g. OSI communication;
database storage and retrieval); location of entities involved; distinguishing identifier; and the “owner”/creator of the data, could also
be included.

5.3.2 vidence Transfer, Storage and Retrieval

During thik phase, evidence is transferred between entities or to or from storage (see Figure 1).

5.3.3 fvidence Verification

In this phase, the evidence is verified by an evidence verifier at the request of an evidence user. The purpgse of this
phase is fpr an evidence user to gain confidence that the supplied evidence will indeed be adequate in the event of a
dispute arfising. Trusted Third Party services may additionally be involved for providing information to [verify the
evidence. [[he evidence user and the evidence verifier may be the same entity.

5.3.4 Dispute Resolution

In the dispute resolution phase, an adjudicator has the responsibility ofresolving disputes between parties. Th¢ disputing
parties arg sometimes known as the plaintiff and the defendant. The.dispute resolution phase is depicted in Figyire 2.

When the[adjudicator resolves disputes, it collects evidence from'the disputing parties and/or the Trusted Third Parties.
The procgss used by an adjudicator to resolve disputes is_outside the scope of this Recommendation | Infernational
Standard.

This phasg is not always needed. If all interested parties agree that an event or action occurred (or agree that it didn't
occur) then there is no dispute to resolve. Furthermore, even if a dispute arises, it can sometimes be resolved directly
between the parties without the need for an adjudicator. For example, if one of the parties to the dispute is honest but
mistaken, fthen they may realize that they are wrong when they are shown the other party’s evidence.

Although [this phase is not always meeded for every instance of the Non-repudiation service, all Non-fepudiation
mechanisms must support the dispute. resolution phase. That is, they must enable disputes to be resolved if they occur.
5.4 Some forms of Non-repudiation services

There are [many forms.of Non-repudiation services. Among the many forms, the Non-repudiation service assogiated with
the transfgr of data is one that is frequently considered.

The transfer/of-a message involves at least two entities, namely the originator and the recipient. Potentigl disputes
concerning the event include the following:

—  disputes in which the originator’s involvement in the event is disputed e.g. the alleged originator claims
that the message was either forged by the recipient or forged by a masquerading attacker.

—  disputes in which the recipient’s involvement in the event is disputed e.g. the alleged recipient claims the
message was either not sent, lost in transit, or only received by a masquerading attacker.

For messaging, Non-repudiation services may be classified according to the kind of dispute they can help resolve.

The transfer of messages from an originator to a recipient may be regarded as being a sequence of separate events:
—  the transmission of the message from the originator to a transfer agent;
— the transmission of the message between transfer agents (if more than one transfer agent is involved); and

— the transmission of the message from a transfer agent to the recipient.
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For each of these events there are forms of the Non-repudiation service which provide evidence concerning that event.
Accordingly, the following additional Non-repudiation services are identified:

5.5

—  the Non-repudiation with proof of submission service is used to protect against a transfer agent’s false
denial of having accepted a message for transmission (either from the originator or from another transfer

agent).

—  the Non-repudiation with proof of transport service is used to protect against a transfer agent’s false

denial of having transmitted a message (either to the recipient or to another transfer agent).

NOTE - The Non-repudiation with proof of submission and Non-repudiation with proof of transport services do not
provide evidence that an entity is responsible for the message or has understood the information that the message contains.

Examples of OSI Non-repudiation evidence

Depending on the OSI Non-repudiation services invoked, particular forms of evidence are needed for each type of event

or action &5 illustrated betow.

5.5.1

The evidence must include the following (which can be either signed or notarized):

The evidgnce may also include the following;:

5.5.2

The eviddnce must include the following (which can be either signed.or notarized):

The evid¢nce may also include the following:

When a

notarized)):

6

For Non-repudiation of origin

L the distinguishing identifier of the originator;

L the data sent, or a digital fingerprint of the data.

L the distinguishing identifier of the recipient;

L the date and time that the data was sent.

For Non-repudiation of delivery

— the distinguishing identifier of the recipient;

—  the data received, or a digital fingerprint of the data.

— the distinguishing identifier of the ofiginator;

—  the date and time when the data-was received.

Delivery Authority is used, the evidence may also include the following (which can be either

—  the distinguishingddentifier of the Delivery Authority;

—  the date and time when the delivery was first attempted by the Delivery Authority;
—  the date and time when a ready to receive was obtained from the recipient;

—  the dafe’and time when the delivery was performed by the Delivery Authority;

—  the\date and time when the Delivery Authority was unable to perform the delivery;

—/,‘the probable cause of the non-delivery conditions (e.g. communications channel broken);

Non-repudiation policies

A Non-repudiation policy may include the following:

signed or

— Rules for the generation of evidence e.g. specifications of the classes of activity for which
Non-repudiation evidence should be generated; specifications of the TTPs to be used to generate
evidence; the roles in which those TTPs may act; the procedures that entities must follow when

generating evidence.

—  Rules for the verification of evidence e.g. specifications of the TTPs whose evidence is acceptable; for

each TTP, the forms of evidence that will be accepted from that TTP.

—  Rules for the storage of evidence e.g. the means to be used to ensure the integrity of stored evidence.
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—  Rules for the use of evidence e.g. specification of the purposes for which evidence may be used.

NOTE — With some Non-repudiation mechanisms it may be difficult to prevent unauthorized use of evidence.

—  Rules for adjudication e.g. specification of the agreed adjudicator(s) that may settle a dispute.

Each of these sets of rules may be defined by a different authority. For example, the rules for generation of evidence
could be defined by the owner of a system, while the rules for adjudication could be defined by the law of the country in
which the system exists.

If different parts of the policy are inconsistent, then the Non-repudiation service may fail to operate correctly e.g. by
allowing an event which did in fact occur to be successfully denied during the dispute resolution phase.

The Non-repudiation policy itself may be used by the adjudicator when resolving a dispute. For example, the adjudicator
might refer to the Non-repudiation policy to determine whether the rules for generation of evidence have been complied
with.

Security policies can be explicitly stated, or implicitly defined by implementations. An explicit statefoent df the Non-
repudiatign policy (e.g. a natural language document) can help detect conflicts between different parts of the|policy and
can also qid the adjudicator.

Non-repuldiation policies also deal with cases in which evidence has been compromised «of in which the k¢ys used to
generate the evidence have been compromised or revoked.

Non-repudiation policies for interactions between security domains may result ftém agreements between ihdependent
security domains or may be imposed by a super-domain.

7 Information and facilities

7.1 Information

Informatilon that can be used to resolve a dispute is knowti-as evidence. Evidence may be stored locally by 4n evidence
user or mlay be stored by a Trusted Third Party. Particular forms of evidence are digital signatures, secure enyelopes and
security fokens. Digital signatures are used with, public key techniques while secure envelopes and security] tokens are
used with secret key techniques. Examples of information that can constitute evidence include:

—  Anidentifier of the Non-repudiation security policy.

—  The distinguishing identifier of the originator.

—  The distinguishing.identifier of the recipient.

— A digital signature or Secure Envelope.

—  The distinguishing identifier of the evidence generator.

—  Thé distinguishing identifier of the evidence generation requestor.

— , \The message, or a digital fingerprint of the message.

NQTE — When the digital fingerprint is used in place of the message, an indicator is required td identify the

method used in the derivation.

—  The message identifier.
—  Anindication of the secret key needed to validate the security token.

—  An identification of the particular public key needed to validate the digital signature (e.g. the
distinguishing identifier of the Certification Authority and certificate serial number).

—  The distinguishing identifier of the notary, time stamping TTP, In-line TTP, etc.
— A unique identifier for the evidence.
—  The date and time that the evidence was deposited or recorded.

—  The date and time the digital signature or security token was generated.
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7.2 Non-repudiation facilities

This subclause identifies a number of Non-repudiation facilities that may be used to generate, send and validate evidence
or to deposit evidence with a TTP.

7.2.1 Management-related facilities

Non-repudiation management-related activities may involve distribution of information, passwords or keys (using key
management) to entities required to perform Non-repudiation. This may involve use of a protocol between
communicating entities and other entities providing Non-repudiation services. Non-repudiation management may also
involve the revocation of the keys used to produce evidence.

The Non-repudiation management facilities allow a user to obtain, modify and delete information which is necessary for
the provision of Non-repudiation. In broad terms these facilities are:

F—instattmamagenrent tfornmmattomn:

+ modify management information;

1+  delete management information;

+  list management information.

The following management-related actions may be required in support of Non-repudiation services:
+ recording the event in the audit trail;

- recording of the results of dispute arbitration;

- local reporting of the event;

- remote reporting of the event.

The specific action to be taken for each event is dependent on the security policy in operation.
7.2.2 Dperation-related facilities

7.2.2.1 [Generate Evidence

This facility is used to generate evidence. Evidence may be generated directly by the evidence subject (withouf involving
a TTP), by one or more TTPs acting on behalf of the’evidence subject, or by the evidence subject and one or nore TTPs
acting toggther.

Candidatq inputs include:

- the Non-repudiation policy;

the distinguishingadentifier of the evidence subject;
- the distinguighing identifier of the Non-repudiation service requester;
—  the data,’ora digital fingerprint of the data;

L the distinguishing identifier of the TTP that will be used to generate the digital signature, the security
token, or other evidence.

Candidatq outputs include:

—  evidence (e.g. a digital signature or a security token);

—  the distinguishing identifier of the TTP that generated the digital signature, the security token, or other
evidence.

7.2.2.2 Generate Time Stamp
This facility is used to generate time stamps.

Candidate inputs include:
—  the distinguishing identifier of the entity requesting the time stamp;
— the distinguishing identifier of the TTP in the Time Stamping role;

—  the data (e.g. signed message; acknowledgment;) or a digital signature or a digital fingerprint of the data.
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Candidate outputs include:
—  counter-signature computed by the TTP;

— an identification of the method and/or cryptographic algorithm used to generate the counter-signature
(which secondarily indicates if the data or a digital fingerprint of the data is used);

— the distinguishing identifier of the Time Stamping Service;
— the date and time when the time stamping request was received;

— the date and time when the counter-signature was generated;

a signed message which includes a time stamp and a digital fingerprint of the input data.
7.2.2.3 Generate Notarized Evidence

This facilifyiswsed o depositevidernce witrthe T Y ——————————
Candidate fnputs include:

—+ the distinguishing identifier of the evidence generation requestor;
+ the evidence (e.g. a digital signature or security token);

—+ the distinguishing identifier of the evidence generator;

+  the disti
Candidate putputs include:

—+ the recording number of the evidence;

-+ the date and time of evidence recording.
7.2.2.4 YVYalidate Evidence
This facility is used to validate evidence.

Candidate finputs include:

+4  evidence;

1

the distinguishing identifier of the evidence subject;
4 the distinguishing identifier of the evidence user;
+ the identifier of the keyto\b& used for evidence verification;

+ an indication of the intended use of the evidence (so that an assessment can be made to deternine if the
evidence is approptiate for this use under the Non-repudiation policy).

Candidate poutputs include;

the result-of the verification (i.e. valid or invalid);
+ the.distinguishing identifier of the evidence subject;

14 {he distinguishing identifier of the evidence generator;

— the distinguishing 1denfilier of the evidence veriiication requesior;
—  the distinguishing identifier of the TTP that verified the digital signature or security token;,

— the data or the digital fingerprint of the data.

7.2.2.5 Generate evidence for data transfers via an in-line TTP

Instead of sending data and/or acknowledgements between an originator and a recipient directly, data may be transferred
through a TTP, so that Non-repudiation evidence may be assured by the TTP. This facility may also be used when it is
suspected that a recipient could claim communication channel failure to deny delivery of the data.

To use this facility the following must be presented to the In-line TTP:
—  the data;

— the distinguishing identifier of the recipient,
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In addition, the following may be presented:

—  adigital fingerprint of the data;

- the distinguishing identifier of the originator;

— adigital signature;

— the distinguishing identifier of the In-line TTP;

—  the non-repudiation policy.

Candidate outputs from the In-line Trusted Third Party include:

—  the distinguishing identifier of the In-line Trusted Third Party;

8

The Non
notarizati
asymmet

— _the distinguishing identifier of the recipient;
—  the recording number of the evidence;
— the date and time of the recording;

— the data, or a digital fingerprint of the data.

Non-repudiation mechanisms

repudiation service may be provided through the use of mechanisms Such as digital signatures, en

ic cryptographic algorithms can be used for Non-repudiation. The Non-repudiation service

combinatfion of these mechanisms and services as appropriate to satisfy the security requirements of the ap

question.

This clallie describes mechanisms that can be used to provide Non-repudiation service and describes some of

to those

8.1

In this sq
The TTH
for the ey

An evide
to generd
protecteq

echanisms.

Non-repudiation using a TTP security:token (secure envelope)

heme, Non-repudiation evidence consists of a security token, sealed with a secret key known onl
generates the security token at the'tequest of the evidence generation requestor and can subsequen)
idence user or the adjudicator, In'this case the TTP is the evidence generator and the evidence verifi

nce generation requestor transmits to the TTP, the data or a digital fingerprint of the data, along wi
te a security token. ThiS\request must be integrity-protected (e.g. using a seal), and may also be con
(e.g. using enciphefment). Integrity-protected security tokens are sometimes known as secure envel

Candidate inputs used in'the generation of the security token include:

— an identification of the method and/or cryptographic algorithm used to ensure the integrity of
token;,

£/ ,an identification of the method and/or cryptographic algorithm used to ensure the confident

ipherment,

on and data integrity mechanisms, with support from other services sugh as time stamping. Both symmetric and

can use a
blication in

the threats

to a TTP.
tly verify it
ET.

h a request
fidentiality-
pes.

the security

ality of the

seetrity-token:
—  the distinguishing identifier of the evidence subject;
—  the distinguishing identifier of the evidence generation requestor;
—  the non-repudiation policy applicable;
—  the date and time of the event or action;

—  data describing the event or action.

Candidate outputs include:

12

—  asecurity token;

— the date and time the security token was generated.
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8.2 Non-repudiation using security tokens and tamper-resistant modules

In this scheme, Non-repudiation evidence consists of a security token, sealed with a secret key which is stored within
tamper-resistant cryptographic modules which are possessed by the evidence generator, the evidence verifier and the
adjudicator. The tamper-resistant modules restrict the operations which may be performed with the secret key, and
prevent the value of the key from being revealed outside the module.

The evidence generator’s module permits the secret key to be used to create a sealed token, while the modules possessed
by the evidence verifier and the adjudicator only permit token verification. All parties involved must trust that the secret
keys have been installed correctly in the tamper-resistant cryptographic modules so that the same secret key can only be
used by one entity for evidence generation but by other entities only for evidence verification.

If a dispute arises, the evidence user presents the sealed token to the adjudicator, and argues that it must have been
created using the evidence generator’s module, as the other modules which contain the same key are not capable of
security token generation.

In this scheme, Non-repudiation evidence consists of a digitally signed data structure. Signature' generatfon uses a

Depending on the security policy, time information may be required. This may be included-in the digita] signature
provided By an entity and/or provided by a TTP acting as a time stamping authority. When.this is not provided|by a TTP,
this is not[necessarily trusted by other entities. If the adjudicator needs a time stamp and/or the contextual information to
resolve digputes, this information must be obtained from trusted sources (e.g. TTPs):

The evidepce verifier and the adjudicator must be able to obtain the verification\key in order to verify the eviglence. If it
cannot be| guaranteed that the adjudicator will know the evidence generator’s public key by other meand, then the
evidence must also include a security certificate for this key.

signature may be generated by the evidence subject or generated by a TTP in a Signature Generation role.

A digital gignature which is generated by the evidence subject is known as a direct digital signature. A digita] signature

atures alone are not sufficient to settle disputes’when the certificate used to verify the signatur¢ has been
order to settle such disputes it is necessary, in addition, to provide the adjudicator with evidence about the

e. In order to settle such dispufes it is necessary, in addition, to use a trusted time reference or a

An evidence verifier may use a Directory Service to obtain information (such as security certificates) needed for the
process. The evidence verifier must obtain the public key of the evidence generator. This kgy may be
contained|within a security certificate stored in the Directory. More than one certificate may be needed. Tp ensure a
certificatelis valid, it is also'necessary to request the revocation certificate list that may apply. This is necessary for every
Certification Authority.Wwhich appears in a certification path (see ITU-T X.509 | ISO/IEC 9594-8).

An eviderce user may seek the assistance of a TTP acting in a Signature Verification role to validate a digital signature.
In this role the-TTP verifies the relationship between the original message (or, if used, a digital fingerprint of the
message) pnd the digital signature.

In this case the role of the TTP is to relieve the evidence user of the complexity of the signature verification process and
to maintain the results of prior verification requests in the interest of optimizing responses to future verification requests.
In order to do this, the TTP may require some interaction with a Directory. It is expected that the TTP acting in a
Signature Verification role holds the public key of at least one Certification Authority. The TTP also takes into account
the trust relationships that exist between different Certification Authorities.

8.4 Non-repudiation using Time Stamping

When a trusted time reference is needed and when the clock provided by the entity that produces the digital signature or
security token cannot be trusted, it is necessary to rely on a Trusted Third Party to provide Time Stamping. Time
Stamping can be used to establish that a message was signed before the signature key was compromised, and hence that
the message is not a forgery. In a Time Stamping role the Trusted Third Party will provide a digital signature or security
token to establish when the request was received. Time Stamping may be requested by the evidence generator, the
Non-repudiation service requester, the evidence user or the evidence verifier.
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Time Stamping adds the time and date and a seal or digital signature to data. Time Stamping does not require
authentication of the entity that requested the time stamp. The evidence verifier must determine if the time stamps are
within an acceptable range as dictated by the security policy.

Time Stamping may be combined with Signature Generation or Token Generation. If the entity that generates the digital
signature includes a reliable and trusted clock, a counter-signature may not be required.

8.5 Non-repudiation using an in-line Trusted Third Party
In-line Trusted facilities can be explicitly requested for a particular event or action or may be provided
1mplicitly Thc Iﬁ }'1 TTP {h\.u acts as an }ntermed|ary 1n a” lnt"prqr‘hnnc Fnr \ul-nr‘h ﬂ\n Nnn-rpnnrhahnn QPI’\IH"P IQ

requested and may provide evidence to an evidence user (such as an adjudicator). The In-line TTP will, in all cases,
relay the data and monitor the event or action.

The TTP |s trusted to keep records for future resolution of disputes. The data, or a digital fingerprint of the, data, can be
evidence {f kept by the TTP.

8.6 Non-repudiation using a Notary

In the OS[ model, a notarization mechanism provides assurance about the properties of dataxcommunicated bgtween two
or more ehtities, such as its integrity, origin time and destination. A notary is trusted by the entities involved fo hold the
necessaryy information requ1rea to prOVl(le assurance in a testifiable manner and to kccp records for future repolution of
disputes. [Digital Signature, Encipherment and Integrity mechanisms may be used,/as appropriate, in support of the

service bging provided by the notary.

In an Ev]dence Generation role, the notary will record evidence to assfre ‘the properties of the data. In pddition, a
recording| number may be used to identify this evidence.

In an Eviflence Verification role, the notary will confirm the validify of the evidence.

8.7 Threats to Non-repudiation

No Non-fepudiation mechanism is completely invulngrable to all threats. A mechanism which involves a TTP may not
be secure]if the TTP does not behave in a way whichit is supposed to behave. This may happen either as the fesult of an
accidenta]l failure or as the result of an attack-carried out by an insider. The consequences of this thrdat may be
significart but are not discussed further in this-Recommendation | International Standard. Non-repudiation rjlechanisms
vary with respect to the consequences of FTP misbehaviour, and with respect to how easy it is for a TTP to cause
protocol failures. An assessment must-be-made of which threats are likely and which have significant consegpences in a
particulaf environment, in order to choose a selection of mechanisms which keep the total risk within acceptpble limits.
Some exdmples of these threats, together with possible countermeasures, are discussed below.

8.7.1 Compromise of keys

8.7.1.1 |Compriselef entity’s generation key

In the pefiod between the compromise of a key and the detection of this compromise by the legitimate owner|of the key,
there is a rlsk that an attacker mlght use the compromlsed key to generate evidence which an evidence user willl accept as
being vaki 2 2 : misuse of
an evidence generatlon key However, it is p0551ble to determine the extent of the damage by using an evidence
generation authority (e.g. a Signature Generation Authority) which may then keep an audit trail of generated evidence
and hence make it possible to discover which evidence has been generated and when it was generated. It is also desirable
to advertise as widely as possible the fact that the key has been misused but it will not always be possible to reach all the
recipients who received evidence built using the compromised generation key.

As soon as this key compromise is detected by the legitimate owner of the key, the generation key needs to be revoked.
If the generation key is a private key, then the corresponding public key certificate needs to be revoked. This can
be done using Certificate Revocation Lists as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8. However this is not
sufficient, since this does not prevent some misuse of the key. Possible ways of countering this threat include using a
Non-repudiation mechanism in which the generation of evidence requires the cooperation of a TTP as well as the
evidence subject. For example, the use of either mediated digital signatures or counter-signatures from a Time-Stamping
Authority can protect against this form of threat. In the later case, the Non-repudiation policy specifies that the evidence
is valid only if correctly counter-signed by a Time-Stamping Authority (see Annex E).

14 ITU-T Rec. X.813 (1996 E)


https://iecnorm.com/api/?name=3817f7346f30de60ab4ade55c27cf062

ISO/IEC 10181-4 : 1997 (E)

Key compromise can also be deliberate. If the Non-repudiation policy specifies that an evidence subject will not be held
responsible for misuse of their key between the time the key is compromised and the time this compromise is detected,
then the evidence subject can take advantage of this to claim that its key has been compromised, and hence repudiate an
action or event which actually took place. This threat may be countered by defining a maximum time delay that is
allowed before reporting the compromise of a key. Under this policy, if an evidence user fails to declare the compromise
of their key within this time limit, then the evidence subject is held responsible for any consequences of the misuse of
their key. Evidence verifiers can then make sure that the delay allowed for the declaration of a key compromise has
expired before accepting any evidence.

8.7.1.2 Compromise of TTP’s generation key

When the compromise of a TTP’s key has been detected, the key must be revoked. If the generation key is a private key,
then the corresponding public key certificate needs to be revoked. This can be done using Certificate Revocation Lists as
defined in ITU-T Rec. X.509 | ISO/IEC 9594-8. In order to deal with evidence previously generated with the (possibly)
compromifed—key, t {5 Trecessary that the T TP—keeps am audit wail of every use of its key. IT the TTH’s key is

compromiged, the audit trail can then be used to settle disputes.

8.7.1.3  Substitution of entity’s verification key

This is the|threat that an evidence user/verifier is fooled into believing that they have valid evidence. However, when a
dispute nepding adjudication arises, it is discovered that the evidence is invalid. That i§,\the evidence uspr looses,
because they acted in good faith on the basis of apparently valid evidence, but the adjudicator finds against them.
Possible ways of countering this threat include the use of strong procedures to make sure that the right| entity is
associated [with the right verification key. Should a substitution occur, the wrong Verification key must be refnoved as
soon as thq substitution is detected.

8.7.1.4 Substitution of TTP’s verification key

falsified eyidence by falsifying whatever conveys the verification key to the adjudicator (e.g. paper docyments, a
certificate (chain). A particular example of this is when the, adjudicator’s copy of a public key is substituted by an
attacker.

If the veriffication key is a public key used by a TTP to directly verify)evidence, the TTP can be tricked into Fcepting

When an aftack of this kind has been detected, the substitution should be advertised as widely as possible but]it should
be noted that it will not always be possible to reach; all the evidence users who used evidence that could Have been
verified using the substituted key. It is possible t0 ‘determine which evidence was verified before the warnihg of the
substitutiop by using an evidence verification atithority (e.g. a Signature Verification Authority) which may thep keep an
audit trail |of verified evidence. In this way-it is possible to know which evidence was verified before, ahd which
evidence Was verified after, the warning.

If the verifjcation key is a public Key used by evidence users to directly verify certificates, then it should be clanged as
soon as defected.

8.7.2 (ompromise of evidence

Informatiop which.was at one time acceptable as evidence may cease to be acceptable. Such information is known as
compromiged eyidence.

8.7.2.1 Unautherized-modification-or-destruction-of-evidenee

In this case, the action or event did happen, but the party with an interest in repudiating the event manages to modify or
destroy the stored evidence. That party may then successfully repudiate an event which, in fact, occurred. This threat can
be protected against by employing appropriate security mechanisms to prevent the modification or destruction of the
evidence (e.g. redundant storage). The use of a TTP to store evidence can provide improved protection against this
threat, as storage media kept by a TTP may be better protected than storage media kept by the evidence user.

8.7.2.3 Destruction or invalidation of evidence

This is the threat that the evidence stored by the TTP is destroyed. This threat can arise if the TTP is not sufficiently
careful, and the TTP has not made adequate arrangements for backup. This threat can be protected against by using
Non-repudiation mechanisms in which all the evidence needed to resolve disputes is stored by the evidence user. The
evidence user can then ensure that the evidence will not be destroyed even if a TTP is malicious or careless.
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8.7.3 Falsification of evidence

8.7.3.1 Falsification of evidence by outsider

In this case, a disputed event did not happen, but an outsider penetrates the system and creates false evidence that it did
happen. This case may happen when a notary is involved. Cryptographic mechanisms may be used to protect stored
evidence against forgery or modification by an intruder.

8.7.3.2 False verification of evidence

In mechanisms where a TTP is used to verify evidence, there is a threat that the TTP will tell the evidence user that it has
validated the evidence, when the evidence is actually invalid. If a dispute arises, the evidence user will be unable to
convince the adjudicator that the disputed event occurred. This threat can be protected against by using a
Non-repudiation mechanism in which the evidence verifier can verify the evidence directly, without using a TTP.

8.7.3.3 Fakification-ofevidence-byTrusted Third Party

This is the threat that a Trusted Third Party might forge evidence for an event which never occurredClf‘the TTP is
trusted byl the adjudicator, the adjudicator would accept the falsified evidence and hence be tricked-into making an
incorrect decision. This threat can be protected against by using a Non-repudiation mechanism in which it is fficult for
TTPs to fhlsify evidence, or by ensuring that the TTPs used are trustworthy as well as being in 4 position ¢f trust. In
general, it]is difficult to provide irrefutable evidence as to the trustworthiness of an entity.

9 Interactions with other security services and mechanisms
This claude describes how other security services can be used to support Non-repudiation. The use of Non-reppdiation to
support ofher security services is not discussed here.
9.1 Authentication
When interacting with a Trusted Third Party, entities may need“to prove their identity by using an Authentication
Service. Jubsequent exchanges may need to be assured by thewuse of a Data Origin Authentication service. Fgr example,
when a T[P is used for signature generation, it may be required to authenticate the evidence subject before generating a
signature
9.2 Access Control
An Acceds Control service may be used to_ensure that information stored by a TTP, or service offered by a TP, is made
available only to authorized entities.
9.3 Confidentiality
Confidenliality services may be required to protect the data from unauthorized disclosure (including, in spme cases,
unauthorized disclosure by ot to a TTP) and also to protect against unauthorized disclosure of evidence.
9.4 Integrity

Integrity [services will be required to ensure the integrity of the evidence.

With Non-tepudiation with prool of Origin of Non-Tepudiatiorm withr proot of Detivery themegrity ofthedata must also
be assured so that the data transferred between an originator and a recipient cannot be modified without detection.

9.5 Audit

An evidence user may use the audit recorder function to store evidence for use if a dispute arises later.

A notary or In-line TTP may use the audit recorder function to record the contents, origin, destination and time of the
messages.

9.6 Key Management

A key Management service may be used to provide keys for use in evidence generation and evidence verification. The
key Management service may be required to provide keys for evidence verification even though the corresponding key
used for evidence generation has ceased to be valid or available.
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Non-repudiation in OSI Basic Reference Model

(This annex does not form an integral part of this Recommendation | International Standard)

Al Non-Repudiation with Proof of Origin

1997 (E)

The Non-repudiation with Proof of Origin service provides the recipient of data with proof that protects against any
attempt by the sender to falsely deny sending the data or its contents. This may be achieved when the evidence generator
(usually the sender of the data, but possibly a TTP) delivers to the evidence verifier (usually the recipient of the data but

possibly a party representing the recipicnt), evidence that the data was sent by the sender.

When a signature mechanism is used, the evidence is a digital signature of the data or a digital fingerprint o
Non-repudjiation with Proof of Origin depends upon a previously agreed scheme for the provision of.validated
It has the fpllowing phases:

1

1 NS

1)

A2 Non-repudiation with Proof of Delivery

The Non-r
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evidence ¢
the sender
delivered.

This servi
acknowled
digital fing

When a sig

Two cases
Authority,

) the Non-repudiation service requester generates evidence, or obtains evidenee from a TTP an
the evidence to the data;

) the evidence is made available to the evidence user;

) in the event of a dispute, the data and the evidence are produced by the evidence user; the a
verifies the data against the evidence.

ppudiation with Proof of Delivery service provides the:sender of the data with proof that protects aj
attempt by the recipient to falsely deny receiving'the data or its contents. This may be achieved
enerator (usually the recipient of the data, but.alse possibly a TTP) delivers to the evidence verifie
of the data but also possibly a party representing the originator, or a TTP) evidence that the

e depends upon the return, by the fécipient of the data, of an acknowledgement containing evid
gement will contain confirmation.of receipt in the form of a digital signature on the original mes{
erprint of the original message).at the time of receipt.

nature mechanism is used, a signed acknowledgment is required as evidence.

of this service may-be considered according to whether or not a TTP, acting in the role of 4
is involved in supporting this service.

F the data.
evidence.

I appends

Hjudicator

rainst any
when the
r (usually
data was

ence. The
jage (or a

Delivery
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Annex B

Non-repudiation Facilities Outline

(This annex does not form an integral part of this Recommendation | International Standard)

Security Facilities Element Entity:  Evidence Subject, Evidence Generator, Evidence Verifier,
Outline Evidence User, Non-repudiation-TTP, Adjudicator
Info Object: Evidence
G ity: collect, maintain, make available and validate irrefutable evidence
Entity] TTP, Security Authority
A | Functjon (Not defined)
C | Management related — install;
T | activify — modify;
I — delete;
v — list.
1 | Entity Evidence generator Evidence verifier NR-TTP Adjudicator
Functjon (Not defined) (Not defined) {Not defined) (Not defined
Y | Operdtional related — Generate Evidence; | — Generate Evidencéy | — Generate Time (Not defined
activify Stamp;
— Generate notarized | — Generate notatized | — Transfer via TTP,
Evidence. Evidence.
I | Input/Output Data — Management information, e.g~password or keys;
N | elemg¢nt managed by — Information type;
F | SDA — Non-repudiation policy;
O | Inforfation typeused |- Evidence;
R | in opgration — digital signature;
M — security toKen;
A — security.cértificate;
T — time stamp.
I | Contfol Information Recording of the event in the audit trail and the results of dispute arbitration;
0 réporting of the relationship between entities.
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Annex C
Non-repudiation in store and forward systems

(This annex does not form an integral part of this Recommendation | International Standard)

In a store and forward system, a message is transferred between its originator and its recipient by one or more
intermediaries, known as transfer agents. In such systems, the transmission of a message involves not only
communication between the originator and the recipient, but also communication between the originator and a transfer

agent, communication between the recipient and a transfer agent, and communication amongsi transfer agents. The
Non-repudiation service may be applied separately to each of the steps that are carried out in transporting the message to
its ultimate destination.

The Non-rgpudiation with proof of origin service protects against a sender’s false denial of sending the mésgage or its
contents. Hither the recipient or the transfer agents may use the evidence collected by this service.

The Non-nepudiation with proof of delivery service protects against a recipient’s false denial of\having feceived a
message of its contents. Either the originator or the transfer agents may use the evidence collected by this servige.

The Non-rgpudiation with proof of submission service is used to protect against a transfer dgent’s false denial|of having
accepted a|message for transmission (either from the originator or from another transfer agent). The originatqr or other
transfer agents may use the evidence collected by this service.

The Non-repudiation with proof of transport service is used to protect against 4 tyansfer agent’s false denial [of having
transmitted a message (either to the recipient or to another transfer agent).<Thé originator is the user of the evidence
collected bly this service.

The Non-repudiation with proof of transfer service is used to protect\against a transfer agent’s false denial jof having
accepted r¢sponsibility for delivering a message. This service is used ‘when more than one transfer agent is ijvolved in
the deliverly of a message. When the transfer agent which first.accepted the message passes it on to a second transfer
agent, the pecond transfer agent may provide the first with evidence that it has accepted responsibility for the| message.
When morg than two transfer agents are involved, this serviée may also be used between the second and the third agent,
and so on.

The use of these different forms of the Non-repudiation service is summarized in the following table:

Name of service Protects against Used by
Proof of ofigin Originator Recipient, transfer agent
Proof of sybmission Transfer agent Originator
Proof of rrlanspon Transfer agent Originator
Proof of trlansfer Transfer agent Transfer agent
Proof of dplivery Recipient Originator, transfer agent

These additional forms of the Non-repudiation service (proof of submission and proof of transport) can be provided by
viewing the system at a different level of granularity, and then using mechanisms that provide more fundamental forms
of the Non-repudiation service (proof of origin and proof of delivery). For example, proof of transport can be
implemented by refining the transmission of a message from an originator to a recipient into a sequence of message
exchanges, one of which is an acknowledgement of delivery from a transfer agent to the originator, and then using the
proof of origin service to protect this acknowledgment.
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