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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
committees established by the respective organization to deal with particular
fields of technical activity. ISO and IEC technical committees collaborate in

fields of mutual interest. Other international organizations, governmental and
non-governmental, in liaison with ISO and IEC, also take part in the work

technical committee, ISO/IEC JTC 1. Draft International Standards adopted by
the joint technical committee are circulated to national bodies for voting.
Publicafion as an International Standard requires approval by at least 75 % of
the natipnal bodies casting a vote.

In the }ield of information technology, ISO and IEC have established a joint

Internatjonal Standard ISO/IEC 10166-1 was prepared by Joint Technical
Commiftee ISO/IEC JTC 1, Information technology.

ISO/IEC 10166 consists of the following parts, under the gemeral title
Informdtion technology — Text and office systems — Documet Filing and

Retrievql (DFR):

— Rart 1: Abstract service definition and procedures

— Fart 2: Protocol specification
Annexes B, C, D and E form an integral part of this part of ISO/IEC 10166.

Annexeg A and F are for information only:
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Introduction

The Document Filing and Retrieval (DFR) application provides the capability for large capacity non-
volatile document storage to multiple users in a distributed office system. This facility is particularly
useful in an environment where a large population of desktop workstations that have limited storage
capacity require access to large expensive storage devices.

Documents have associated attributes, to facilitate and control retrieval. Use of these attributes

manag
operati
created
version

and deleted in a variety of ways. Access control protects documents from unauthorized
ns. Documents can be stored in nested groups. References to documents and groupq can be
and also stored in nested groups. With specific attributes a document canrbe designated a
of another document. Single documents, references or groups can be moved frém one grpup into

accordi%g to given algorithms will enable documents in the document storage to be browsed, reftrieved,

another] group. Enumeration of groups, identification by other attributes besides names, identification
by condiitions over attributes, search for documents meeting search criteria, eoncurrent access to the

same d
the user

The Do
applica
model [
which

cument, reference or group of documents are further functions provided by this stanglard for
requirements in an office environment.

rument Filing and Retrieval application is one of a series of International Standards ¢lefining
ions needed in the area of office automation, as described in the Distributed-office-apglication
[SO/IEC 10031-1]. ISO/IEC 10166 provides the functionality of document filing and retrieval

irectly supports the user in an office environment. Thus Document Filing and Retrieval is not a

general| standardization of all types of filestores as they may exist in computing systems. Rather it

concentfrates on the filing and retrieval of documents; as related to the task of office work. Dgcument
Filing dnd Retrieval aims only at standardizing the'model of such document stores and the aspociated

services and protocols defining the principles of how clients can access such document store
where dlients and servers reside on different nades of a distributed office system.

Servers,

The Dogument Filing and Retrieval applic¢ation is a distributed application located in the Apglication

Layer of the Reference Model for OpenSystems Interconnection (see ISO 7498).

It should be noted that a Document Filing and Retrieval application will provide storage for

n open-

ended get of document types., The content of the documents stored is transparent to the Dgcument

Filing dnd Retrieval server.

NO[TES

1 |ISOMEC\10166 deals with individual Document Filing and Retrieval servers, it defines the Document

iling and

Retrieval((DFR-) protocol. This International Standard governs the interactions of a Document Filing and Retri¢val client

and |a\single Document Filing and Retrieval server. Future standardization will consider the facilities of a

istributed

Filing and Retrieval server system and the need 1or Inter-server protocols and a DF R administration protocol. Itis intended

that the results of the initial standardization work be extensible and support this future work.

2 ISO/EC 10166 does not presently include administration aspects of the Document Filing and Retrieval abstract-

service. For the time being these aspects are left to local implementation, although they are candidates
standardization.

for future
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INTERNATIONAL STANDARD

ISO/IEC 10166-1 : 1991 (E)

Infor
Docu

mation technology — Text and office systems —
ment Filing and Retrieval (DFR) —

Part 1: Abstract service definition and procedures

Section 1: General

1 N

This par
a user tog
access a

This par

- spec
[ISO!

- spec

bcope

L of ISO/IEC 10166 specifies the Document Filing and Retrieval Abstract Service that ¢

remote document store.
of ISO/IEC 10166

fies a client-server type model in accordance with the Distributed-Office-Application|
TEC 10031-1];

fies functions and services provided by Document Filing-and Retrieval servers;

- spec
docu

- spec
the

- spec

elec

- sup

fies a specific Document Filing and Retrieval model\for managing documents and gr
ents;

fies the Document Filing and Retrieval Abstract Service using the principles establis
bstract Service Definition Conventions (ISO/TEC 10021-3);

fies the usage of other services.

rts large capacity document storage for use by multiple users in a distributed system;,
rts ordered filing and multi-key retrieval of documents;

rts structured organization of groups of documents;

rts storage of an open-ended number of different document types;

rts refereneing documents and groups ;

ronie hard copy documents);

rts/the association of attributes to documents, groups, references and search resu

nables

communicate with a remote Document Filing and Retrieval server (DFR-Server) in order to

Model

bups of

hed by

rts filing)and referencing of documents outside of the document storage (for example, non-

1t lists

independent of the confent;

- supports storage, retrieval and deletion of documents of the document store whatever their
content;

- supports searching for, ordering, retrieval, and deletion of single documents or groups of

docu

ments using document attributes;

- supports management of different versions of a document, including such concepts as “previous

¥ e

version”, “next version” and “last version”;

- supports protection against unauthorized storage and retrieval of documents;

- supports the control of concurrent access to DFR objects.
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2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of this part of ISO/IEC 10166. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10166 are
encouraged to investigate the possibility of applying the most recent editions of the standards
indicated below. Members of IEC and ISO maintain registers of currently valid International

Standards.

ISO 7498:1984,

ISO/IEC 7498-2:1989,

ISO 8613-1:1989,

ISO 8613-4:1989,

ISO 8613-5:1989,

ISO 8649:1988,

ISO 8650:1988,

ISO/IEC 8824:1990,

ISO/IEC 8825:1990,

ISO/IEC 9066-1:1989,

Information processing systems - Open Systems Interconnéction
Reference Model.

Information processing systems - Open Systems Interconnection
Reference Model - Part 2: Security Architecture.

Information processing - Text and office/ systems - Office D

- Basic

- Basic

bcument

Architecture (ODA) and interchange formatl”- Part 1: Introductjon and

general principles.

Information processing - Text and" office systems - Office D

bcument

Architecture (ODA) and interchdnge format - Part 4: Document profjle.

Information processing ->Text and office systems - Office D
Architecture (ODA) and>interchange format - Part 5: Office D
Interchange Format (ODIF).

bcument
bcument

Information processing systems - Open Systems Interconnection -|Service

definition for theAssociation Control Service Element.

Information’ processing systems - Open Systems Interconnection -
specification for the Association Control Service Element.

Protocol

Information technology - Open Systems Interconnection - Specifiqation of

Abstract Syntax Notation One (ASN.1).

Information technology - Open Systems Interconnection - Specifiqation of

Basic Encoding Rules for Abstract Syntax Notation One (ASN.1).

Information processing systems - Text communication - Reliable T
Part 1: Model and service definition.

ransfer -

ISO/IEC 9066-2:1989,

ISO/IEC 9072-1:1989,

ISO/IEC 9072-2:1989,

ISO/IEC 9594-1:1990,

Information processing systems - Text communication - Reliable Transfer -

Part2: Protocol specification.

Information processing systems - Text communication - Remote Operations -

Part 1: Model, notation and service definition.

Information processing systems - Text communication - Remote Operations -

Part 2: Protocol specification.

Information technology - Open Systems Interconnection - The Directory -

Part 1: Overview of concepts, models and services.
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ISO/IEC 9594-2:1990, Information technology - Open Systems Interconnection - The Directory -
Part2: Models.

ISO/IEC 9594-3:1990, Information technology - Open Systems Interconnection - The Directory -
Part 3: Abstract service definition.

ISO/IEC 10021-3:1990, Information technology - Text communication - Message Oriented Text
Interchange Systems (MOTIS) - Part 3: Abstract service definition

conventions.

ISO/IEC|10031-1:1991, Information technology - Text and office systems - Distributed}office-
applications model - Part 1: General model.

ISO/IEC(10031-2:1991, Information technology - Text and office systems' Distributed|office-
applications model - Part 2: Distinguished-objectreférence and asspciated
procedures.

ISO/IEC|10166-2:1991, Information technology - Text and office (systems - Document Filing and
Retrieval (DFR) - Part 2: Protocol specifieation.
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3
3.1

3.1.1

Definitions
General Terminology

The following terms are used with the meanings defined in ISO 7498:

A h - 4 1
p 11vavivIll uay \=24

ap
Pre

pro

Sery

3.1.2

accf
aut
aut

ication-entity
sentation Layer
ocol

rice definition

The following terms are used with the meanings defined in ISO/IEC 7498-2:
bss control

hentication
horization

credlentials

sec

3.1.3

ma

3.1.4

apyg
Asg

3.1.5

irity policy

The following terms are used with the meanings defined in ISO 8824:
CTo

The following terms are used with the nmieanings defined in ISO 8649:

lication context
ociation Control Service Element

The following terms are uséd with the meanings defined in ISO/IEC 9066-1:

Reliable Transfer Service Element

3.1.6

Re

3.1.7

The following terms are used with the meanings defined in ISO/IEC 9072-1:

Relzote Operations: bind-operation, unbind-operation, operation

ote Operation Service Element

The following terms are used with the meanings defined in ISO/IEC 10031:

accessee

accessor

consume-operation
distributed-office-application
data-object-value
distinguished-object-reference
document

produce-operation
privilege-attributes
referenced-object-access
ROA-operation

ROA-protocol
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security-attributes
security-object
security-subject
user

3.2

Specific Terminology

For the purpose of ISO/IEC 10166 the following definitions apply:

3.2.1

3.2.2

3.2.3

3.2.4

3.2.5

3.2.6

3.2.7

3.2.8

3.2.9

3.2.10

3.2.11

3.2.12

3.2.13

3.2.14

3.2.15

the DFR-root-group.

o N

ly the aitribute-value.

type.

[l -}

he values of DFR -attributes in a DFR -entry.

donceptual-document: A set of DFR-documents, cofisidered to be “different versions
same document”.

(ontrol-Attribute-Package: A collection of attributes used to control access to a DFR-

descendant: For a given DFR-group, any of the DFR-group-members, and recursive
descendant thereof.

IDFR-attribute: A data item that identifies a DFR-object, describes its DFR-content,
cpntrol access to it, or in some other way is associated with the DFR-object.

IDFR-basic-attribute-set:,The set of DFR-atéributes, that will mandatorily be suppor
gvery DFR-server.

IDFR-content: The.prime information content of a DFR-object. The nature of the DFR-g
depends on the DFR-object-class of the DFR -object.

IDFR-document: A structured amount of information that can be filed, retrieve
ihterchanged consisting of a DFR-document-content and associated DFR -attributes.

ancestor: The parent of a DFR-object and, recursively, any ancestor of the former, indluding

ttribute-type: That component of an attribute which indicates the type of information} given

dttribute-value: A particular instance of that class of information indicated by an atfribute-

ttribute-value-assertion: A proposition, which may be trug, false, or undefined, conderning

of the

bject.

y, any

helps

ted by

ontent

d, and

IDFR-document-content: A body of information actually contained within the docume

nt, e.g

an office document, and not interpreted by DFR.

DFR-document-store: A named collection of DFR-objects which is logically arranged in a

hierarchical structure.

DFR-entry: A DFR-object together with additional DFR -attributes describing its hierarchical

place in the DFR-document-store.

DFR-extension-attribute-set: The set of DFR-Attributes (beyond the DFR-basic-attribute-

set) which are optionally supported by some DFR -server.
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3.2.16

3.2.20

3.2.21

3.2.22

3.2.23

3.2.24

3.2.25

3.2.26

3.2.27

3.2.28

3.2.29

3.2.30

3.2.31

3.2.32

DFR- group A collection of DFR objects in a DFR-document-store which are called DFR-

group-members of the DFR-group. A DFR-group consists of DFR-attributes which are
associated with the DFR-group as a whole and a DFR-group-content.

wazive nasmbasedes A o vicncman ~L TTDT A a0 . - 11 NpD .. il o L AL MDD
DFR-group-content: A sequence of UPIs identifyi 1g all Jrn-group-memoers oi tne Urin-
group
DFR-group-member: A DFR-object which is identified in the DFR -content of its parent DFR-
group.

DFR-membership-criteria: A DFR-attribute of a DFR-group establishing)cohstrpints on
DFR-group membership based on attribute values.

DFR-object: One of a set of information entities managed by a DFR-server. DFR-objects
defined are DFR-documents, DFR-groups, DFR -references and DFR -search-result-lists.

DFR-object-class: A DFR-attribute indicating the class of & DFR-object (DFR-dpcument,
DFR-group, DFR -reference or DFR -search-result-list).

DFR-object-tree: The DFR-object-tree of a DFR-group is'the tree formed by this DFR-group
and all its descendants.

DFR-pathname: A DFR-attribute used to help identify a DFR-object in a DFR-d¢cument-
store. The DFR-pathname is formed by a sequence of values of the DFR-title attribyte of all
ancestors of the DFR-object to be identified. with the DFR-title of the DFR-object itself being
the last in the sequence.

DFR-proper-group: Any DFR -group other than the DFR -root-group.

DFR-reference: A DFR-object which acts as a link to another DFR-object, which is called the
referent of the DFR -reference.

DFR-reference-content: The information stored in a DFR-reference for the purpose of
identifying the referent.

DFR-root-group: The distinguished DFR-group within a DFR-document-store having no
Ancestor and'whose DFR -object-tree encompasses all DFR -objects in the DFR-document-store.

DFR-search-criteria: A filter.

DFR-search-result-list: A DFR-object which has information about a set of DFJI% -objects
Lsatisfying speeified seareheriterio:

DFR-search-result-list-content: Information about the result of a DFR Search abstract
operation.

DFR-server: That part of the DFR application which supplies Document filing and retrieval
services.

DFR-Unique-Permanent-Identifier: A DFR-attribute assigned to every DFR-object by the
DFR -server to identify unambiguously a DFR -object within the DFR -document-store.
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3.2.33 DFR-user: The consumer of services supplied by a DFR-server. At any time it is acting for a
security subject and takes on the privileges of that security subject.

3.2.34 filter: A construct specifying assertions about the presence or value of DFR -attributes, it is the
same as in Directory (ISO/IEC 9594).

3.2.35 member: see DFR-group-member.

3.2.36 pwner: A security subject, with owner access right to a speciiic DF K-object.

3.2.37 parent: Each DFR-object, except the DFR-root-group, is a DFR-group-member)of § DFR-
broup, which is termed its parent.

3.2.38 Privilege-Attribute-Certificate: A certified set of access privileges that.can be presented by a
DFR -user to establish access rights.

3.2.39 referent: That DFR-Object to which a DFR-Reference refers.

3.2.40 yersion: DFR-document specified by the user as a derivation of one or more other DFR-
Hocuments by means of specific DFR -attributes.

4 Abbreviations

AE application-entity

ASN.1 Abstract Syntax Notation Oné

CAP Control-Attribute-Package

DFR Document filing and retrieval

DOAM Distributed-office-application model

DOR Distinguished-objeét-reference

DS DFR-Document:Store

PAC Privilege-Attribute-Certificate

QoS Quality of Service

ROA Referenced-object-access

ROSE Remote/Operations Service Element

UPI DFR-Unique-Permanent-Identifier
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5

Conventions

This part of ISO/IEC 10166 uses the description conventions listed in the following clauses.

5.1

This pa

purposes:

b)
of I

c)
AB;

d)
tos

NOT
synt|
usin|

",

The DF
coping
EXTER

5.2
For the

a)
eac

nesfed" tags, especially those "recovered" by conteftspecific ones.

Conventions for Abstract-services

The ASN.1 ABSTRACT-BIND, ABSTRACT-UNBIND, ABSTRACT-OPERATIO
BSTRACT-ERROR macros of ISO/IEC 10021-3, to specify the DFR abstract-service.

The ASN.1 ATTRIBUTE MACRO and ATTRIBUTE,SYNTAX MACRO from ISO/IEC
becify attributes and attribute syntaxes.

E - ASN.1 specifications in this International Standard )make full use of ISO 8824:1990 features, espec
hctical constructs as "WITH COMPONENTS" (subtyping of sequences, sets and choices). All specifications a
 "IMPLICIT TAGS" convention, which means systematic omission, at the time of ASN.1 encoding, of all un

R as a ROSE-based International.Standard does not exploit the Presentation Layer facil
with difference between the localencoding and local syntaxes of each open system (see tH
NALin6.3.2.1).

Conventions for Textin General
terms used in this part of ISO/IEC 10166 the following rules apply:

Single tefms beginning with a capital letter and compound terms (chained by hyph
n word\also beginning with a capital letter), are defined terms. For the definitions

indicated
S
ASN.1 itself, to specify the abstract-syntax of information-objects and their*components,
mon data-types, and state-variables

9594-2,

ally such
e written
hecessary

ities for
e use of

ens and
refer to

clagse 8 (if it is an attribute see also clause 9); exceptions are titles of other Interfational

Sta

hdatds which also begin with capital letters, see clause 2.

b) Single terms and compound terms (written together without hyphens) which are rendered in
bold are either ASN.1-specified data-type names or their component identifiers. For the
definitions refer to the annexes or to the corresponding sections in the main text.

The following characters are used in this part of ISO/IEC 10166 to indicate whether a parameter, an
attribute or other items described are mandatory, optional or conditional. That is:

- M (Mandatory) stands for the condition that an item shall be present in any case (shall be

sup

ported by DFR);
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- O (Optional) stands for the condition that an item shall be present at the discretion of a DFR
entity;

- C (Conditional) stands for the condition that an item shall be present under some circumstances

Aafiand Son dhla cnnsd
UCLLIITU 111 Ll pal t UfISOIIIEC 10166.
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Section 2 - DFR Abstract Service Definition

6 DFR Abstract Model

This clause provides an abstract functional model of Document Filing and Retrieval. For an
introduction and description of the abstract-service concept and its definition conventions, see ISO/IEC
10021-3.

The Dogument Filing and Retrieval environment comprises two atomic objects, the Docufien} Filing
and Retrieval-Server (DFR-Server) and the Document Filing and Retrieval-User (DFR-Useér). A DFR-
Server is modelled as an atomic object, which acts as a provider of services to the DFR:User. The DFR-
Server is described using an abstract model in order to define the service provided Ky;the DFR-$erver -
the Document Filing and Retrieval abstract service. Figure 1 shows the DFR model:

DFR-User

DFR
abstract-service
user

DFR-Protocol

DFR-Server

DFR
abstract-service
provider

Figure 1 - Document Filing and Retrieval Abstract-service

6.1 Objects in DFR Environment

The DFR-Server is modelled as an atomic object. It supplies the DFR port abstract-services to the DFR-
User.

10
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The formal definition of the DFR-Server object is as follows:

dfr-server OBJECT
PORTS { dfr-port [S]}
:: = id-dfr-server

The DFR-User is modelled as a separate object. The DFR-User consumes the DFR port abstract-

services supplied by the DFR-Server.

dfr-uJer OBJECT
PORTS { dfr-port [C] }
:: = id-dfr-user

The DFR port is the concern of this part of ISO/IEC 10166 for operations on DFR-Qbjécts.

6.2 IDFR Port

A DFR-User is joined to, and interacts with, a DFR-Server by means 6f the DFR port. The colleg
capabilifies provided by this port forms the DFR-Server abstract-service. These capabilities
obtaining information on, fetching, and deleting documents residing in the DFR-Server.

By means of the bind-operation, the DFR-Server authénticates a user by checking the
credentifls or certified identity and access privileges (PAC) before providing it with any of th
and retrieval capabilities.

This asymmetric abstract port is defined for any‘DFR-User (in the consumer role) and for an]
Server (In the supplier role). Such a pair of abstract ports makes it possible for any DFR-I
communjicate with a DFR-Server in order t6’use ordinary DFR-operations. All these operati
also asymmetrical. Each of them is invpked by the consumer (the DFR-User) and performed
supplier|(the DFR-Server).

The DFR port is defined as follows:

Dfr HORT

GONSUMER INVOKES {

Create,
Delete,
Copy.
Move,
Read,

rtion of
nclude

user’s
b filing

y DFR-
User to
NS are
by the

Modify,

List,
Search,
Reserve,
Abandon }
SUPPLIER INVOKES { }
:: = id-pt-dfr

11
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6.3 Information Model

A DFR-Server offers its users operations on DFR-Objects in its DFR-Document-Store. The object
classes of DFR-Objects are DFR-Documents, DFR-Groups, DFR-References, and DFR-Search-Result-
Lists. A DFR-Group is either a DFR-Root-Group or a DFR-Proper-Group. This gives the following
specification for all DFR-Object classes.

DfrObjectClass :: = ENUMERATED {

dfr-document (LB
dfr-root-group (1),
dfr-proper-group (),
dfr-reference (3),

dfr-search-result-list (4) }

A DFR{Document-Store is accessed through a DFR-Server. A DFR-Document-Store is assigngd to one
DFR-S¢rver only. A DFR-Server manages one DFR-Document-Store., A' DFR-Document-Store is a
named follection of DFR-Objects which is logically arranged in a hierarchical structure. An example of
how diffferent DFR-Objects in a DFR-Document-Store are related to @ach other is illustrated in Figure
2 accorfling to the definitions below. Group membership is depictedin the figure by solid lines|A DFR-

DFR-ROOT-GROUP

A

DFR-GROUP DFR-DOCUMENT DFR-REFERENCE DFR-GROUP

N\
\\
\\
\\
\\‘
DFR-GROUP DFR-DOCUMENT

DFR-SEARCH- DFR-DOCUMENT DFR-REFERENCE
RESULT-LIST =3

]

DFR-DOCUMENT DFR-DOCUMEN

Figure 2 - Example DFR Document Store structure

Object is a Member of one and only one DFR-Group (parent group), an exception is the DFR-Root-
Group that has no parent group. A DFR-Object can participate indirectly in more than one DFR-Group
by means of DFR-References. A DFR-Reference refers to one and only one DFR-Object. A reference to a
DFR-Reference is not permitted. A DFR-Object can be referenced from more than one DFR-Reference.
A DFR-Group can be viewed as the root of a DFR-Object-Tree consisting of all descendants of that
DFR-Group. A DFR-Search-Result-List contains information about a set of DFR-Objects satisfying
some selection criteria.
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A DFR-Object consists of DFR-Attributes and DFR-Content. A DFR-Object is introduced into a DS by
creating a DFR-Entry for it. A DFR-Entry is formed by a DFR-Object together with additional DFR-
Attributes describing its hierarchical place in the DFR-Document-Store. The immediately containing
DFR-Group is the Parent of the DFR-Object, and the DFR-Object is a Member of that DFR-Group.

DfrEntry :: = SEQUENCE {
attributes [0] DfrEntryAttributes,
content [1] DfrObjectContent }

The attributes of a DFR-Entry are those of the corresponding DFR-Object plus two suppleantary
attributep, DFR-Parent-Identification and DFR-Pathname.

The attributes forming the DfrEntryAttributes are defined either in this part of ISO/IEC 10166, or
may be defined externally. This is modelled by attribute sets, a basic attributeCset and extlension
attribute| sets. Two attribute sets are defined in this International Standard| the mandatory DFR-
Basic-Atfribute-Set and one optional DFR-Extension-Attribute-Set derivedfrom the ODA-Dociiment-
Profile. Qther optional extension attribute sets, for example one extension attribute set which irjcludes
security-pttributes, may be defined elsewhere. The DFR-Basic-Attribute-Set is contained [in the
abstract [syntax of the DFR access protocol. Each extension attribute set requires at legst one
suppleméntary abstract syntax. The abstract syntax of the DFR-Extension-Attribute-Set is deflned in
Annex E

NOTH1 Negotiation of extension attribute sets is performed by méans’of negotiation of the corresponding abstragt syntax
during the bind-operation.

DfrEnfryAttributes :: = SET OF Attribute

The DfrPObjectContent is the actual information stored with the DFR-Object. The nature jof this
informatjon depends on the DfrObjectClass® The DFR-Content of a DFR-Group is a sequence df UPIs
of all its) Members. The DFR-Content«6) a DFR-Document is a body of information, e.g. an office
documenlt. The DFR-Content of a DFR:{Reference is a pointer to some other DFR-Object (DFR-Ggoup or
DFR-Doqument or DFR-Search-Result-List), called the Referent.

DfrObjectContent :: = CHOICE {

document-content [0] DfrDocumentContent,
rpot-group-content [1] DfrGroupContent,
proper-group-content [2] DfrGroupContent,
reference-contént [3] DfrReferenceContent,
sparch-result-list-content [4] DfrSearchResultListContent }

Each DFR:Qbject has a umque 1dent1ficat10n w1thm the DFR Document Store This 1dent1fica tion is

e-Pe : by the
DFR- Server Once assigned by a DFR Server the value of each UPI will not be changed within the life
of a DFR-Object. In addition, this UPI value will differ from that of all DFR-Objects which once existed
in the same DFR-Server (including all existing DFR-Objects and all deleted DFR-Objects).

DfrUniquePermanentidentifier :: = OCTET STRING

NOTE 2 UPlisalso modelled as a DFR-Attribute, see 9.2.1.

13
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6.3.1 DFR-Document-Store

A DFR-Document-Store (DS) is a collection of DFR-Objects logically arranged in a hie
structure.

All DFR-Objects in a DFR-Document-Store are accessible via the DFR-Server.

Any DE oct—within—a

assignpd to a DFR-Object by the
order po identify unambiguously the DFR-Object. The DFR-Pathname is formed by (@ Seq
values of the DFR-Title attribute from all Ancestors of the DFR-Object to be identified 'with
Title of this DFR-Object being the last in this sequence. Since the DFR-Title attribute'is only
such afrestriction is defined for the DFR-Document-Store, access via the DFR-Pathname may f

6.3.2 DFR-Documents

A DFR-Document is a structured amount of information that ean“be interchanged, stg

rarchical

e UPI is

erver when the object is stored in a DFR-Document-Store in

uence of
the DFR-
unique if
ail.

red, and

retrieyed. A DFR-Document consists of a DFR-Document-Contentyalong with DFR-Attributes which

are associated with the DFR-Content. A DFR-Document is contained in one DFR-Docume
Maintenance of consistency between DFR-Documents and their copies in different DFR-D
Stores]is outside the scope of this part of ISO/IEC 10166, artd'left to the responsibility of the DH

DFR-Attributes are additional data items used to.identify and to describe properties of
Document. The DFR-Document-Content is the actual’information stored in the DFR-Docume
not inflerpreted by the DFR-Server.

6.3.2. DFR-Document-Content

The DFR-Document-Content is a hody of information that has been provided to a DFR-Serv
purpoge of storage.

DfgDocumentContent :: = EXTERNAL (WITH COMPONENTS { ..., direct-reference PRESENT,
indirect-reference ABSENT,
encoding (WITH COMPONENTS { ..., arbitrary ABSEN

The direct-reference component is an OBJECT IDENTIFIER whose value is the same as thg
the DFR-Document-Type attribute of the DFR-Document (see 9.2.3).

Upon request'a DFR-Server transfers the content of a DFR-Document to the DFR-User. A DR
never intérprets the content of the documents it stores.

nt-Store.
pbcument-
R-User.

a DFR-
nt, and is

er for the

THhh

value of

R-Server

NOTE - The co-operation of DFR with a document content access protocol may be the subject of future standardiz

6.3.2.2 DFR-Document Attributes

ation.

DFR-Document attributes are data items that identify a DFR-Document, describe its content, help

control access to it, or are in some other way associated with the document.

DFR-Attributes serve to qualify or enhance a DFR-Document’s content, or to define additional

characteristics of the document or its intended use. The values of certain DFR-Attribute
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particular meaning to the DFR-Server and elicit defined behavior while others are DFR-User
and controlled.

6.3.3 DFR-References

defined

A DFR-Reference allows a DFR-Object to participate in more than one DFR-Group without requiring
distinct copies of that DFR-Object to be created. A DFR-Reference consists of a DFR-Content

containing a “pointer” to the referenced DFR-Object (the Referent) and of DFR-Attributes (see 6

.3.3.2).

The Refprent can be a DFR-Document, a DFR-Group or a DFR-Search-Result-List; it shall

not be

another DFR-Reference. The DFR-Object-Class of the Referent is noted in the DFR-Reference-Cpntent.

A DFR-Reference refers either to a DFR-Object within the same DFR-Document-Store or to
Object in a different DFR-Document-Store.

A DFR-User with read access permission (see 6.3.8.3) to the DFR-Reference can also ace

nh DFR-

pss the

Referent by using the DOR stored in the DFR-Reference-Content. In thé case of a local acces$ to the
Referent (i.e. DFR-Reference und Referent are in the same DS) only thes¢ DFR-Users who are rjoted in

the DFRf-Access-List attribute of the Referent can access the Referefit,;-In the case of a remote a
the Referent (i.e. DFR-Reference and Referent are in different DS)-the access permission can
verified py the optional token in the DOR (see ISO/IEC 10031-1).

tcess to
pnly be

If the DFR-Server detects at any time that the Referent has’been deleted, it does not delete the DFR-

Referenge, but sets to true the DFR-Referent-Deleted attribute of the DFR-Reference.

The content of a DFR-Reference is structured like’ a Distinguished Object Reference (see I
10031-2] to simplify its use in an ROA-operation (see ISO/IEC 10031-1). The Distinguished
Referenge (DOR) is used by DFR in two different ways:

a) Use of a DOR as the contentwf)a DFR-Reference: A DOR to an entire DFR-Object

50/IEC
Object

can be

produced at the DFR-User’s requiest by the DFR-Server. This DOR can then be stored|in the
contpnt of a DFR-Reference at'the DFR-User’s request. This DFR-Reference can later be us¢d in an
ROA-operation. The DFR-User can also later read the content of this DFR-Reference and transfer
it tofanother application for subsequent access to the referenced DFR-Object by that application.

The |DOR can be stéred in a DFR-Reference of the same DFR-Document-Store that contains also

the referenced DER-Object or in another DFR-Document-Store. In the first case, the conte
DFR-Reference/is a DOR whose ae-identifier and application sub-components point to th|
Servier which-manages both Referent and reference.

b) Use'of a DOR for immediate transfer: A DOR to an entire DFR-Object, to the attribu

t of the
DFR-

tes of a

DF Ol 4 ot 4 . PRR-Ol. e A 1 h | bl DRR_IL z
NFOUUJCUL, U LU UIT TUIIWTIIL U1 a DT IV-UTJECL UdIT T PIUduitU a U UIT DT IV-USBTET S TTYUTS

by the

DFR-Server of the Referent, to be used for immediate transfer of the referenced data-object-value
to some other DFR-Server or to another application. If some DFR data-object-value is to be

transferred by an ROA-operation to another application, it is necessary that the latter be
interpret this DFR data-object-value (for example the print application might only accept
Document-Content).

able to
a DFR-

15


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

6.3.3.1 DFR-Reference Content

The DOR stored in the content of a DFR-Reference contains among others a pointer to the Referent
(local reference) and an identifier (data-object-type) of the Referent (to indicate whether the Referent is

a DFR-Document, a DFR-Group or a DFR-Search-Result-List).

The ASN.1 specification of a DFR-Reference-Content is as follows:

DerIeferenceContent ::= DOR
(WITH COMPONENTS {
ae-identifier,
local-reference,
data-object-type (DfrObjectClassID (
id-dfr-document |
id-dfr-root-group |
id-dfr-proper-group |
id-dfr-search-result-list ) ),
quality-of-service,
token ABSENT }

Df

-

QbjectClassiD :: = OBJECT IDENTIFIER (
id-dfr-document |
id-dfr-root-group |
id-dfr-proper-group |
id-dfr-search-result-list~)

The sempantics of the different components ofithe DFR-Reference-Content (the DOR) are as ddfined in

ISO/IEC 10031-2.

6.3.3.2 DFR-Reference Attribiites

DFR-Reference attributes are data items associated with a DFR-Reference.

The DHR-Reference attributes are explicitly associated with the DFR-Reference; they can differ from
attribufes of the Referént. The semantics of some DFR-Reference attributes however, will normally, at

the users discretion, be related to the Referent; in this way they provide additional informati
the lattler. Some other DFR-Reference attributes are solely related to the DFR-Reference itself.

n about

Certairn attributes have a particular meaning to a DFR-Server and elicit defined behavioyr while

others Tre user defined and controlled.

6.3.3.3 Support of the ROA-model by DFR

This clause describes the support of the referenced-object-access functional model (ROA-model) by
DFR. The ROA-model is described in ISO/IEC 10031-1. DFR uses the DOR as defined in ISO/IEC

10031-2.

16
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6.3.3.3.1 Role of DFR in the ROA-model
A DFR-Server shall perform both the accessee role and the accessor role in the ROA-model:

1) The DFR-Server as an accessee performs the following role as defined in the ROA-model.

991(E)

a) The DFR-Server accepts produce-operations.
b) The DFR-Server accepts certain ROA-operations.
2) The DFR-Server as an accessor performs the following role as defined in the ROA-model.

n

a) The DFR-server accepts consume-operations.
b) The DFR-Server can issue certain ROA-operations.

6.3.3.3.4 Produce-operationsin DFR

A DFR gbstract operation is termed a produce-operation.as defined in ISO/IEC 10031-1 if a DR-User
requestq the transfer of a reference to the data-object-value in that operation, that is the DFR{-Server
returns Ja DOR instead of the data-object-value . ADFR-User can request a DOR in the resullt of the

following DFR abstract operations:

- reate
- opy
- ove
- ead
- odify

At the time of a produce-operation, DFR-Users can request the required Quality-of-Service (

RoS) by

the Requested-QoS:level parameter. The DFR-Server determines its available QoS and dets the

appropriate valuesan the resulting DOR.

NOTE <1t is‘outside the scope of this International Standard to define whether the capability to change a QoS 4
with B DOR is supported or not.

ssociated

6.3.3.3.3 Consume-operations in DFR

A DFR abstract operation is termed a consume-operation as defined in ISO/IEC 10031-1 if a DFR-User
either provides a DOR instead of a data-object-value to the DFR-Server or provides an identifier

(DfrEntryName) for a DOR already stored (in a DFR-Reference) in the DFR-Server.
A DOR can be included in the following DFR abstract operations:

- Create

17
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- Copy
- Move
- Read
- Modify

After receiving the consume-operation, the DFR-Server performs the accessor role of an ROA-
operation by issuing an appropriate ROA-protocol abstract operation acceptable to the accessee. How
the DFR-Server knows the appropriate ROA-protocol and ROA-operation to use when accessing the
accessfe 15 outside the scope of this part of ISO/IEC 10166, After receiving the result of the ROA-
operatjon, the DFR-Server performs the requested original consume-operation as if the data-object-
value was included in the original abstract operation.

6.3.4 DFR-Groups

A DFR-Group is a collection of DFR-Objects in a DFR-Document-Store which’are called DFR-Group-
Membegrs of the DFR-Group. A DFR-Group consists of DFR-Attributes,which are associated|with the
DFR-Group as a whole and a DFR-Group-Content which is a sequence®f UPIs of all Membgrs of the
DFR-Giroup.

A DFR-Group can be either a DFR-Root-Group or a DFR-Proper-Group. A DFR-Proper-Group itself is
alway$ a Member of some other DFR-Group (Parent). A DER-Root-Group is not a Member of gny other
DFR-Giroup; each DFR-Document-Store contains only 6ng" DFR-Root-Group. Any DFR-Oljject of a
given PS can be reached from the DFR-Root-Group of that DS. The creation (deletion) of the DFR-Root-
Group|can not be performed by the user of the Document Filing and Retrieval port.

NQTE - The creation and deletion of the DFR-Root-Gtoup including the first registration of Owner(s) and other security

subjjects in the DFR-Access-List (see 6.3.8) is performed by some administration authority. This administration authority is
nofdefined in this part of ISO/IEC but left to lopdlimplementation.

6.3.4.1 DFR-Group-Content
The DFR-Group-Content is a sequence of UPIs of all Members of the DFR-Group.

Membgrs of a DFR-Grotp can be DFR-Documents, DFR-Groups, DFR-References and DFR-Search-
Result-Lists.

The o1ldering of the-DFR-Group-Members is as defined in the DFR-Ordering attribute (see 9.9.9) of the
DFR-Giroup.

DfiGroapContent :: = SEQUENCE OF DfrUniquePermanentidentifier

A DFR-Group can be assigned a DFR-Membership-Criteria attribute. The membership criteria govern
membership in the group; new Members are required to satisfy the membership criteria before being
added. The attributes of the new Member are verified against the membership criteria and the addition
is denied if the verification fails. A group having no specified membership criteria permits any new
direct Member to be added.

When a request to change the membership criteria of a DFR-Group will cause any conflict with the
membership for one or more current Members of the group, such a request shall be rejected.

The membership criteria for a group apply only to Members. That means, if a DFR-Reference is a
Member of a given DFR-Group, only the attributes of this reference are the criteria to be verified for

18
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the membership in this DFR-Group; it is not relevant for the reference s membership in the DFR-
Group if the attributes of the corresponding Referent are changed and thus no longer satisfy the
membership criteria.

The Members of a DFR-Group can be enumerated by a List abstract operation and their attributes
examined. When a group is enumerated, the attributes returned for a reference Member are never
those of the Referent.

The DER-Ohject-Tree of a DFR-Group is formed hy the DFR-Group itself and-all-its Descendants.
These IDescendants are either Members of this DFR-Group or Members of other Descendants of this
DFR-Group, recursively. Some DFR abstract operations apply to the entire DFR-Object-Tree of a DFR-
Group nather than to its DFR-Group-Members only.

6.3.4.2 DFR-Group Attributes

DFR-Group attributes are data items that identify a group, describe its content, help control 4ccess to
it, or arp in some other way associated with the group.

DFR-Group attributes serve to qualify or enhance a group’s_content, or to define additional
charactpristics of the group or its intended use. Certain DFR-Attributes have a particular meaning to a
DFR-Sqrver and elicit defined behavior while others are user.défined and controlled.

6.3.5 DFR-Search-Result-List

A DFR{Search-Result-List is a DFR-Object intended exclusively for holding results of a [Search
abstrac} operation.

A DFR{Search-Result-List can only be created with empty content, which is filled in as reqult of a
Searchl abstract operation. The user can read or list a DFR-Search-Result-List, as well as mpdify its
attribufes, but the content can only, be modified by another Search abstract operation. A |Search
abstrac} operation can also be done without specifying new search criteria (thus updating the|content
of an exfisting DFR-Search-Result;List).

6.3.5.1 DFR-Search-Result-List Content

The DFR-Content of a8"DFR-Search-Result-List holds a sequence of the DFR-Attributes UPI and DFR-
Object-Class fromial DFR-Objects satisfying the search expression specified in the Filter of a[Search
abstrac} operation. It also contains additional information regarding the domain and criterita1 of the
search f wélljas the time and conditions of the most recent Search abstract operation executiohn.

DfrSearchResultListContent :: = CHOICE { empty NULL,
produced SEQUENCE {
start-date-and-time [0] GeneralizedTime,

end-date-and-time [1] GeneralizedTime,
object-list [2] DfrEntryList,

ordering [3] OrderingRule OPTIONAL,
search-domain [4] SearchDomain,
search-criteria [5] SearchCriteria } }

A DfrSearchResultListContent can only be "produced” by a Search abstract operation; at the DFR-
Search-Result-List creation time it is empty. There is no possibility to change the DFR-Content of a
DFR-Search-Result-List except by a re-execution of the Search abstract operation in such a way as
either to replace or to append to its existing content. DfrSearchResultListContent will always be
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placed in an existing DFR-Search-Result-List (produced by a previous Create abstract operation)
which is either empty, i.e. never used, or not empty, i.e. used in a previous Search abstract operation.
In the latter case the search criteria and search domain stored in the DfrSearchResultListContent
can either be reused (e.g. for search continuation) or overwritten by the search criteria and search
domain used in the Search abstract operation.

The ASN.1 types of individual components of DfrSearchResultListContent are formally defined in
8.1.6.

6.3.5.2 DFR-Search-Result-List Attributes

DFR-Sdarch-Result-List attributes are data items that identify a DFR-Search-Result*List, destribe its
content] help control access to it, or are in some other way associated with the DFR-Search-Resuilt-List.

DFR-Sqarch-Result-List attributes serve to qualify or enhance a DFR-Search-Result-List-Content, or
to defirfe additional characteristics of the DFR-Search-Result-List or its intended use. Certajn DFR-
Attributes have a particular meaning to a DFR-Server and elicit defined behavior while others are
user defined and controlled.

6.3.6 DFR Version management

The DHR Version management is achieved by a combinabion of specific DFR-Attributes, marjaged by
the DFR-Server in a predefined way, in order to make it possible for the user to have a very|flexible
user-defined Version structure, and to provide the user with DFR-Server assistance while nayigating
through this structure or attempting to modify it, Briefly, the DFR Version management|may be
qualifigd as user-defined and server assisted.

A DFR}Document can have several version$, simultaneously present in a DFR-Document-$tore. In
fact, each “version of a document” is itself an individual DFR-Document (an individual entry in the
DFR-Dpcument-Store). The set of all DFR-Documents considered to be “different versions of the same
documgnt”, defines a Conceptual-Document. Different DFR-Documents which are versions of the same
Conceptual-Document are reldted by means of two DFR-Server maintained attributes, DFR-Next-
Versions and DFR-Previous-Versions. The set of all DFR-Documents which are versiong of one
Conceptual-Document isstructured as a directed graph with regard to these two DFR-Attrib;.I}es. The

group

the UPI of the first version, but is mstead 1dent1fy1ng the overall Conceptual-Document). Versions of
the same document can also have other attribute values in common, but this is not mandatory and is
not verified by the DFR-Server.

In contrast, different versions of the same (conceptual) document are distinguished, apart from their
UPIs, by another special attribute, called Version-Name. This is a DFR-User-specified attribute,
intended for the user’s perception; the DFR-Server can only optionally reinforce the uniqueness of its
values among all versions of the same document.

When a DFR-User creates a DFR-Reference to a multi-version document, this DFR-Reference always
points to a particular version (that is, to one specific DFR-Document in the DFR-Document-Store).
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In the simplest case, all versions of the same document are linearly ordered: each version except the
first has exactly one previous version, and each version except the last has exactly one next version. In
this case the latest version of a Conceptual-Document can be reached by navigating through it using
the DFR-Next-Versions attribute.

In a more general case, a given version of a Conceptual-Document can have several next versions (tree
model). In addition, a version can be declared following more than one previous versions (directed
graph model). Loops are not possible even in this case, as versions are created sequentially, and each
version ¢an be linked only to existing ones (a DFR-Previous-Versions attribute shall not be,mpdified
for any [Jocument which has a next version).

It is always the DFR-User’s action to define some existing or newly created DFR-Document ad a new
version df some other DFR-Document or DFR-Documents; the latter are explicitly specified by the user
as previqus version(s) for the newly defined one. The DFR-User shall have at least read access gight to
the DFR-Document(s) specified as previous version(s). Links from the mew version to |all its
predecessors (i.e. their UPIs) are the values of the attribute DFR-Previous-Versions.

At the same time, links in the opposite direction are created: each time.a new version is created as a
successof of an existing one, the DFR-Next-Versions attribute of the latter contains the link to the
successof as a supplementary value.

When “discarding” an existing version, all links to it from its\successors are redirected to point to each
of its prpdecessors, and all links to it from its predecéssors are redirected to point to each of its
successofs. An existing version can be "discarded” eitherby deletion of the whole DFR-Document or by
deletion |of the attribute DFR-Previous-Versions of the' DFR-Document in which case the DFR{Server
also deleftes the attributes DFR-Next-Versions and"DFR-Version-Root.

Version [nanagement applies only to DFR-Documents; versions of DFR-Groups, or of DFR-References,
or of DFR-Search-Result-Lists, are not defined.

6.3.7 Attributes and Filter
DFR uses Attribute, ATERIBUTE MACRO, ATTRIBUTE-SYNTAX MACRO, Filtér and
FilterItem as defined in ISO/TEC 9594.

Each DHR-Object consists of two parts, a set of attributes, and a “content” entity. DFR-Attributes are
independently of the content. Attributes can be read and changed. If an attribute is changed
the content of that object is not changed. Attributes characterize an object, that is each afftribute
provides a piece of information about, or derived from, the object to which it corresponds. Attributes
affect stgrage-and retrieval of an object and control access to it.

For the convenience of the reader a shortened description of Attributes and Filter is in annex F. The
complete definition is in ISO/IEC 9594.

For an overview of the DFR-Attributes see clause 9.

NOTE - Some selected attributes are intended for ordering the objects by the value of these attributes. In the case of textual
attributes ordering presupposes the existence of some collating sequences. The definition of collating sequences is outside
the scope of this part of ISO/IEC 10166.
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6.3.8 Security in DFR
Two specific security mechanisms are addressed here: authentication and access authorization

6.3.8.1 Authentication

At bind time the security subject represented by the DFR-User is authenticated either by using

multiple security subjects, the DFR-User representing a different security subject fo
tract operations concerned. The DFR-User is not allowed multiple bifids; at the same
the same DFR-Server.

6.3.8.2 Access authorization

Access| authorization is controlled by security attributes colleetively known as a Control-A
Package (CAP).

The CAP is a collection of security related attributes, assigned to DFR-Objects. In order to prg
designfreedom necessary for DFR-Servers to operate Under a wide variety of security policies,
implementer should be free to choose control attribute types appropriate to the security re

which |[the implementer is targeted. In the:denger term standards will be defined for

authorjzation rules and for control attribute types, from which implementers will make thei
Partic;Llar examples of such types might be’the DFR object s security classification, integrity
other decess group category.

In the short term these standards arenot available, and this part of ISO/IEC 10166 defines ong
control attribute, the DFR-Access-List.

If the 4ccessing DFR-User has presented a Privilege-Attribute-Certificate (PAC) containing |
attribytes for a DFR-Object, to determine what access the user has, the privilege attribute
used where appropriaté in conjunction with the attributes in the CAP. Privilege attrib
optionally presented\either at abstract bind time via a PAC type credentials argument (see
explicitly at the-tifne of the abstract operation request in the privileges argument (see 8.1.3.5)
The DFR-User.can also specify a proxy PAC in a specific abstract operation request. This prox
used by the DFR-Server to access another server on behalf of the requesting DFR-User (see 8.1

pcking a
juesting
11l DFR-
nt to the
b shared
I each of
time, to

ttribute-

vide the
the DFR
bimes to
access
r choice.
level or

specific

brivilege
5 will be
utes are
7.1.1) or
or both.
y PAC is
3.5).

Each specific DFR realisation shall use either the DF R-Access-List attribute, or other CAP at
according to some defined matching algorithms.

6.3.8.3 DFR-Security Policy

tributes,

All DFR-Objects in a DFR-Document-Store have one or more Owners. An Owner is a security subject

with specific privileges with regard to the owned DFR-Object.

Each Owner of a DFR-Object is noted in the DFR-Access-List attribute of the CAP of that DFR-Object.
An Owner of a DFR-Object can add further Owners or delete existing ones. Attempts to delete the last

Owner result in an error.
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The DFR-Access-List attribute defines the list of security subjects allowed to access a specific DFR-
Object, together with their access rights. A security subject registered in the DFR-Access-List (of the
CAP) of a DFR-Object is allowed, according to the registered access rights, to access that DFR-Object.
A DFR-Object will not be made visible to the DFR-User unless at least read access was granted by the
Owner of this DFR-Object. For example, if a DFR-Object satisfies a filter condition specified in a
Search abstract operation, it will not be made visible to a DFR-User that does not have read access
permission to this DFR-Object. The DFR-Access-List is an attribute of the DFR-Object. The contents of
the DFR-Access-List attribute can be modified only by an Owner. A DFR-User having only read access
right to [a DFR-Object can only read its own access rights to that DFR-Object. A DFR-Accdss-List
consists pf one or more elements. Each element consists of two parts:

DfrAdcessListElement :: = SEQUENCE {
access-id Accessld,
access-rights AccessRights }

Accessid :: = DistinguishedName

NOTH - In the case of a DFR-User having only read access to the DFR-Object, the DFR-Access-List returned differdfrom the
DFR-Access-List assigned to the DFR-Object, because it contains only the users'e®Wn AccessId and AccessRights

AcceIRights ::= ENUMERATED {

ad (0),
gdxtended-read (1),

ad-modify (2),
Iad—modify-delete (3).
qwner (a) }

Read agcess to a DFR-Object allows a DER-User to access that DFR-Object, using Read,| Copy,
Search,|and List abstract operations. These abstract operations are permitted to both the contént and
attributés of the DFR-Object, except those parts of the DFR-Access-List attribute not related|to this
DFR-Usgr and the attributes DFR-Created-By, DFR-Attributes-Modified-By, DFR-Content-M¢dified-
By, DFR-Reserved-By. Attempts to read the DFR-Access-List attribute returns only the injtiating
DFR-Usgr’s access rights. Even if'a DFR-Object satisfies the search criteria specified in the $earch
abstract|operation, that DER:Object is not listed in the resulting DFR-Search-Result-List unless the
initiating DFR-User ha$§_read access permission to the DFR-Object. The DFR-Object will be
enumergted in the result-of a List abstract operation only if the initiating security subject is specified
in its DE|R-Access-Listattribute.

Extended-readiaccess to a DFR-Object includes all privileges of read access and also permits the user
to read the entire DFR-Access-List attribute of that DFR-Object and all other attributes.

Read-modify access to a DFR-Object allows a DFR-User to apply an uncommitted reserve or
unreserve to that DFR-Object and modify its content and/or attributes with the exception of the
attribute DFR-Access-List. Modification of the content of a DFR-Group means new Members can be
inserted in the group; operations on existing Members in the DFR-Group depend on the rights noted in
their DFR-Access-List attributes. Read-modify access includes extended-read access.

Read-modify-delete access to a DFR-Object allows a DFR-User to delete or move that DFR-Object. In
the case of a DFR-Group a DFR-User with the read-modify-delete access right to this DFR-Group can
move the whole DFR-Object-Tree of this DFR-Group regardless of the access rights in the DFR-Access-
Lists of the Descendants, but the DFR-User can delete the whole DFR-Object-Tree of this DFR-Group
or any Descendant of the DFR-Group only if this DFR-User is noted with read-modify-delete access
permission in the DFR-Access-List of all Descendants if the whole DFR-Object-Tree of this DFR-Group
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shall be deleted or in the DFR-Access-List of a Descendant if this particular Descendant shall be
deleted. Read-modify-delete access includes read-modify access.

Owner access to a DFR-Object allows a DFR-User to modify the DFR-Access-List attribute of that
DFR-Object and a committed reservation can be applied on that DFR-Object. Owner access includes
read-modify-delete access. A DFR-User creating a DFR-Object (by Create or Copy abstract
operations) is automatically included in the DFR-Access-List attribute of the new DFR-Object as the
Owner.

If a DFR-User does not have at least read access permission to a DFR-Group, this user cannot'atcess its
Descenflants via this DFR-Group. Direct access to a Descendant object via the object’s UPL'ean still be
granted depending upon the DFR-Access-List attribute in place on the DFR-Object. Opgrations
involving access to more than one DFR-Object require the appropriate access right to each fof these
objects

NOTE - The constraints concerning access of a Referent by using a DOR are noted in 6.3.3.
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7.1

This cla

ISO/IEC10166-1:1991(E)

stract-bind and Abstract-unbind Parameters
Abstract-bind Parameters

use defines and describes the bind-operation parameters for the DFR port.

DfrBind :: = ABSTRACT-BIND

7.1.1

O {dfr-port[S] }

IND
ARGUMENT DfrBindArgument
RESULT DfrBindResult
BIND-ERROR DfrBindError

Bind-argument Parameters

The DflfindArgument parameter identifies or authenticates the DFR-User (see also 6.3.8).

accepts

set of restrictions for entries to be returned as result of a DFR-abstract operation.

The defipition is:

DfrBindArgument :: = SEQUENCE {

a)

initiator-name [0] DistinguishedName,

¢redentials [1] Credentials,

fetrieve-restrictions [2] Restrictions OPTIONAL) -- default is none--
dfr-configuration-request  [3] BOOLEAN DEFAULTFALSE,

bind-security [4] BindSecurity OPTIONAL,

priority [5] Priority DEFAULT medium,

lor-for-produce-operations [6] BOOLEAN DEFAULT TRUE,
Hor-for-consume-operations [7] BOOLEAN DEFAULT TRUE }

assoeiation and is supphied by the DFR-User.

b)

bredentials.(M): Credentials can be exchanged between the DFR-User and the DFR-

Whdther the DFR-User is representing a specific end user or not is of no concern to th
Seryer. The DFR-Server “s view of the accessing subject “s identity and access privileges is o
thecredentials passed. Credentials serve to identify a user, authenticate a user, or cer
1ty of a user prev10usly externally authentlcated In the 1atter case, access control pr

fro

It also

nitiator-name (M):\This argument contains the distinguished name of the initiatog of the

Server.
e DFR-
btained
tify the
vileges
ren used

for authentlcatmn purposes is out51de the scope of thls part of ISO/IEC 10166 (these matters are
common to all bind-operations). Use of certified security attributes is described in the outline
below. Semantic details are not defined however since this is dependent on the actual security
policy formulated and implemented by the organization operating the DFR application.

The authentication of the user may have taken place external to the DFR-Server; the resulting
access control attributes will then be passed in the bind-operation to allow the DFR-Server to make
subsequent access control decisions. This is the function of the PAC construct. Either the DFR-
User or the DFR-Server can abort the bind-operation if the authentication parameters do not
justify successful completion of the bind-operation.
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The credentials passed in a bind-operation can be modified by the Privileges parameter of a
specific DFR abstract operation (see 8.1.3.5).

Credentials :: = CHOICE {
simple  [0] Creds, -- used for initial authentication --
certified [1] PrivilegeAttributeCertificate }  -- used when initial authentication has --

-- already taken place external to --
--the DFR-Server --

A Creds contains a password associated with the DFR-User.

Crdds :: = OCTET STRING
A [PrivilegeAttributeCertificate contains attributes associated with,the DFR-User su¢h as the
uspr's name, job title or security clearance. These can be used in.making access control fecisions

(s¢e 6.3.8).

[

-

ivilegeAttributeCertificate :: = EXTERNAL

NQTE - The detailed syntax of the PrivilegeAttributeCertificate is'under study elsewhere. The access rights needed to
mdke a bind may under some security policies be different from those needed to be established over the bind; the possibility
of gsing two PACs, one to establish the rights to make the bindjthe other to apply to access to DFR-Objects in thp context of
thd bind is also under study elsewhere.

¢)| retrieve-restrictions (O): This contains the restrictions on objects to be returned as 4 result of
a DFR abstract operation. The restrictions remain until an unbind-operation is issued.

In[the absence of this argument, the'default is that no restrictions exist.
This argument consists of the-following components:

Reftrictions :: = SET {
allowed-document‘types  [0] SET OF OBJECT IDENTIFIER OPTIONAL, --default is no restriction--
maximum-length [1] INTEGER OPTIONAL } --default is no restriction--

1) allowed-document-types (C): The document types that the DFR-User is pré¢pared to
accept.as result of a retrieve abstract operation. Any document with a document type other
than) the ones specified will not be returned, but will result in an error, unless the abstract
opération has explicitly overridden the restriction.

In the absence of this component, the default is that no retrieve restrictions on document-types
exist.

2) maximum-length (C): The maximum-length that the DFR-User is prepared to provide as
the argument or to accept as the result of an abstract operation. Any result prepared by the
DFR-Server exceeding the maximum length specified will not be returned, but will result in an
error.

In the absence of this component, the default is that no restrictions on result-length exist.


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1

d) dfr-configuration-request (C): The dfr-configuration-request is specified to
information relating to which optional extension attribute sets and constraints the DFR-Server
supports.

991(E)

obtain

In the absence of this component, the default is FALSE which indicates that no such request is
being made.

e)
exa
inte

bind-security (O): This specifies OSI security services required in the bind-operat

ion, for

iple peer entity authentication of the soltware entities involved, or coniidentia
prity protection.

Bindecurity :: = EXTERNAL

f

prio

rity specified in the abstract operations (see 8.1.3.4), this priority shall'be applied. By

medjum priority is applied.

8)

Sery

Hor-for-produce-operations (0): This parameter, if left TRUE, indicates that th

Server commits to this request is reported in the DfrBindResult\parameters.

h)

Sery

Jor-for-consume-operations (O): This parameter,{if left TRUE, indicates that th

DFR-Server commits to this request is reported in the DfrBindResult parameters.

7.1.2

Bind-result Parameters

The Dfr[BindResult parameter returns any @uthentication-attributes needed.

The defipition is:

DfrBipdResult :: = SET {

a)

lity, or

priority (C): Priority requested for this DFR-User during the association{If there is rfo other

default

e DFR-

er shall, if requested, provide a DOR in the result of an abstract operation. Whether the DFR-

¢ DFR-

er shall, if requested, accept a DOR in the arguments of an abstract operation. Whether the

huthentication-attributes [0] SET OF AuthenticationAttribute,
onstraints-supported [1] SET OF ConstraintsType OPTIONAL,
ifr-document-types-supported [2] SET OF TypeAndAttribute OPTIONAL,
unction-set-supported [3] FunctionSetType OPTIONAL,
maximum-length-supported [4] INTEGER OPTIONAL,
Hor-for-produce-operations [S]BOOLEAN DEFAULT TRUE,
Hor-for-consume-operations [6] BOOLEAN DEFAULT TRUE,
OA-protocols-accessee [7] ROAProtocols OPTIONAL,
OA-protocols-accessor [8] ROAProtocols OPTIONAL }

authentication-attributes (M): Any information returned as confirmation

authentication check. This information is unconstrained by this part of ISO/IEC 10166.

Auth

enticationAttribute :: = EXTERNAL

of an

b) constraints-supported (C): Specifies the set of all constraints defined for a DFR-Document-
Store. Only present if a dfr-configuration-request is made.

Cons

traintsType :: = SEQUENCE {
name-constraint [0] NameConstraint,

27
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version-constraint [1] VersionConstraint }

NameConstraint :: = ENUMERATED {

no-name-constraint (0).
local-unambiguity (1),
global-unambiguity (2)}

VergionConstraint :: = ENUMERATED {

For

c)
Ser

corj

no-version-constraint (0),
version-unambiguity (1}
a DFR-Document-Store the following constraints can be specified:

1) Name-constraint specifies the uniqueness of the DFR-Title :

i) No constraints for DFR-Titles (no uniqueness of DFR-Titles enforced);

the DS);

parent group).

2) Version-constraint specifies the uniqueness-of the Version-Name attribute:
1) No constraints for Version-Names (no-uniqueness of Version-Names enforced)

by its Version-Name in the scope of its Conceptual-Document).

figuration-request was made.

TypeAndAttribute :: = SEQUENCE{

d)
Sef
cor

Fun

document-types [0].OBJECT IDENTIFIER,
attributes [1] SET OF AttributeType }

function-set-supported (C): Specifies which function-set of the three defined sets (F
, Pre-defined Store Structure Set, Full Set - see 8.4) is supported. Only present
figuration-request is made.

ctionSetType :: = ENUMERATED {

ii) Global unambiguity of DFR-Titles (each DFR-Entry has a DFR-Title uniqup within

iii) Local unambiguity of DFR-Titles (each DFR<Entry has a DFR-Title unique within its

i) Version unambiguity (each Version of a Conceptual-Document is uniquely idlentified

dfr-document-types-supported(C): This is a list of document types supported by this DFR-
ver, with a list of extension attributes supported for each document type. Only presen{ if a dfr-

at Store
if a dfr-

flat-store (1),
pre-defined-store (2),
full-set (3)}

e) maximum-length-supported (C): Specifies the maximum-length the server supports. This
value shall be less than or equal to the maximum length specified by the DFR-User in the retrieve-
restrictions of the bind-operation. This parameter is only present if a maximum length was
specified in the bind arguments.

f) dor-for-produce-operations (0): This parameter, if left TRUE, indicates that the DFR-
Server can provide a DOR in the result of an abstract operation.
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g) dor-for-consume-operations (O): This parameter, if left TRUE, indicates that the DFR-
Server accepts a DOR in the arguments of an abstract operation.

h) rOA-protocols-accessee (0): The DFR optionally returns information about which ROA-
protocol application context(s) it supports, as accessee, for the transfer of objects corresponding to
DORs.

ROAProtocols :: = SEQUENCE OF OBJECT IDENTIFIER

1)
prot
DOHR

7.1.3

The DI
Securit
DFR-Ser

some 0p¢

DfrBi
L

4

7.2
An unbi
any retr

Or errors;

DfrU

O A-protocols-accessor (0): The DFR optionally returns information about which
pcol application context(s) it supports, as accessor, for the transfer of objects correspon
S.

Bind-error Parameters

'R-port can report either of two errors, SecurityProblem' or ServicePr
yProblem indicates that the credentials parameter was not adequate to gain access
ver. ServiceProblem reports that the DFR-Server can not establish the association
brational exception. The same errors can occur in DFR abstract operations, see 8.3.

ndError :: = CHOICE {
ervice-error [0] ServiceProblem,
ecurity-error [1] SecurityProblem }

Abstract-unbind Parameters
nd-operation closes the DFR port. Theissuing of an unbind-operation results in the del
ieve-restrictions that were specified’in the bind-operation argument. There are no arg

associated with the unbind-operation.

bind :: = ABSTRACT-UNBIND
ROM (dfr-ports [S]}

ROA-
ding to

bblem.
to the
due to

btion of
uments
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8

Abstract operations

All abstract operations are invoked by the consumers (DFR-Users) and each abstract operation always

reports

8.1

either success or an error.

Common Data types used in Abstract operations

8.1.1

This sy
used in|

which
operati

Data types used for DFR-Object specification

bclause identifies, and in some cases defines, a number of data types which are subs¢quently
the definition of Document Filing and Retrieval abstract operations. The(data types cdncerned

re sufficiently complex or self-contained as to merit being defined separately from the pbstract
n which uses them.

are th0£e which are common to more than one abstract operation, or are likelyto'be so in the fliture, or

Some of these data types are already defined in clause 6 of this parf of ISO/IEC 10166. They faire used

for spe
the foll

bification of different DFR-Objects contained in a DFR-Doéument-Store. These data types are
bwing:

Dfr
Dfr
Dfr
Dfr
Dfr
Dfr
Dfr
Dfr
Dfr
Dfr

8.1.2

Some

Stand

From t|

Att
Att
Attr
Attr

bjectClass (see 6.3),

ntry (see 6.3),

ntryAttributes (see 6.3),
bjectContent (see 6.3),
niquePermanentidentifier (see 6.3),
ocumentContent (see 6.3.2.1),
eferenceContent (see 6.3.3.1),
bjectClassID (see 6.3.3.1)
roupContent (see 6.3.4.1),
earchResultListContent (see 6.3 /5;1)

Imported data'types

ata types usedlinclause 6 as well as in this clause are actually defined in other Interpational
ds. These imported data types are:

e OSI Directory (ISO/IEC 9594-2):

ibute;

ibuteVvalue,
ibuteValueAssertion,

DistinguishedName.

From the OSI Directory (ISO/IEC 9594-3):

Filter,
Filteritem.
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From the DOAM (ISO/IEC 10031-2):

DOR,

Requested-QoS-level

8.1.3 Data types common for most DFR abstract operations
An argu some of
them bding mandatory for the given abstract operation type, while others are optional. Each
individulal parameter has its own context-specific tag. Parameters eventually used in (almost) any
DFR abstract operation have their tags at the end of the [0, 30] integer range, while more ppecific
parameters have their tags at the beginning of this range. The common parameters, are specified as
follows:
CommonArguments  ::= SEQUENCE {

];sk-id [26] Taskid OPTIONAL,

eservation [27] Reservation OPTIONAL,

¢rror-handling [28] ErrorHandlingMode DEFAULT all-or-nothing,

riority [29] Priority DEFAULT medium,

Irivileges [30] Privileges OPTIONAL }
8.1.3.1 Task-id
Taskld :: 5 OCTET STRING
TasklId [is an optional identifier for an abstract.operation. A DFR-User can include this paranjeter in
an abstrpct operation for identification purposes, if it is to be abandoned or continued. The TasklId can
either be specified by the DFR-User or:ddn be that previously provided by the DFR-Sefver as
continugdtion-parameter in the result of @ List or Search abstract operation if such an gbstract
operation was stopped due to a limit-encountered situation (see 8.1.6).
A DFR-User shall not re-use the, TaskId value in another abstract operation until the respective
abstract/operation is (perhaps after a continuation) completed, or abandoned.

31.


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

8.1.3.2 Reservation

The semantics of this parameter when it is specified in an abstract operation are the same as defined in
the Reserve abstract operation (see 8.2.9). Omission of this parameter means no change in the
reservation level of the DFR-Object concerned. For each DFR abstract operation, the DFR-Object to
which a reservation applies is specified in the description of that abstract operation. The reservation is
defined by reservation-duration, reservation-level and reservation-status.

is5t. If no

d is the
r higher

level inlthe case of an uncommitted reservation is requested it is always performed-as the last]step, in

the exdcution of the abstract operation. If a change to a higher level froma*lower level

or from

uncomtpitted to committed is requested, it is always performed as the first step in the executiqn of the

abstract operation.

The regervation-status defines the quality of the reservation. The teservation-status "comm
only applicable for the Owner of a DFR-Object. Committed means, the reservation will be ma
until tHe reservation duration expires. After a committed reservation is specified by the Own

itted” is
ntained
br it can

not be
only be
not per

After a

ithdrawn, i.e. the reservation level can only be incfeased and/or the reservation duration can
set to a later date or be omitted, in which case the'reservation will exist indefinitely. It is also
mitted to set the reservation status from committed to uncommitted.

DFR-Object is reserved by some user resefyation requests of other users will be rejected. The

reserved DFR-Object is only re-available for a reservation by another user if it is set to unres¢rved by

the use

r who has reserved it in the case of andihcommitted reservation or the reservation duraltion has

expired. The DFR-Reserved-By attribute is\ised to indicate the identity of the DFR-User who feserved

the DFR-Object.

Reservatjon :: = SEQUENCE {
reservation-duration [0] GenéralizedTime OPTIONAL,
res}vation-level [1] ReservationLevel,
resgrvation-status [2] ReservationStatus DEFAULT uncommitted }
ReservatjonLevel :: = ENUMERATED {
unreserved (0),
exclusive-write (1),
exclusive-access (2),
read-only1 (3).
_r_ead-nnly) (4) }
ReservationStatus :: = ENUMERATED {
uncommitted (0),
committed (1)}

The reservation of DFR-Objects is handled according to the following rules:

a)

b)
32

unreserved
The DFR-Users have unrestricted access to the DFR-Object by using the abstract operations
defined in this part of [SO/IEC 10166.

exclusive-write
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1) Ifthe reserved DFR-Object is a DFR-Document, a DFR-Reference or a DFR-Search-Result-
List and the reservation level is exclusive-write:

i) other users shall not Delete or Modify the DFR-Object (neither any attribute
content of the object);

nor the

ii) other users shall not move the DFR-Object if the Move abstract operation is applied
directly to the reserved DFR-Object; but the DFR-Object can be implicitly moved, if the

Move abstract operation is applied to an Ancestor of this DFR-Object;

iii) other users shall not use a reserved DFR-Search-Result-List in a Search abstract

operation.

B
~

)

)

If the reserved DFR-Object is a DFR-Group and the reservation level is exclusive<wriite:

i) other users shall not Delete or Modify the DFR-Group (neither any attribute
content of the group);
ii) other users shall not move the DFR-Group if the Move abstract eperation is

nor the

hpplied

directly to the reserved DFR-Group; but the DFR-Group can be implicitly moved if the

Move abstract operation is applied to an Ancestor of this DFR-Group;
iii) other users shall not
- Delete or Move any Member from the DFR-Group,
- Copy or Move any DFR-Object to the DFR-Group;
- insert new Members into the DFR-Group by Créate abstract operations;
iv) if a Member of the DFR-Group is itself a DFR!Group then the Descendants
member DFR-Group are not reserved.

exclusive-access

If the reserved DFR-Object is a DFR-Document, a DFR-Reference or a DFR-Search-

List and the reservation level is exclusive-access:

i) other users shall not Delete or Modify the DFR-Object (neither any attribute
content of the object); _
ii) other users shall not move.the DFR-Object if the Move abstract operation is

of this

Result-
nor the

hpplied

directly to the reserved DFR-Object; but the DFR-Object can be implicitly moved, if the

Move abstract operation is'applied to an Ancestor of this DFR-Object;
iii other users shall not-Read or Copy the content of the DFR-Object;

iv) other users shall-not use a reserved DFR-Search-Result-List in a Search gbstract

operation;
v) other usersshall not List the elements of a DFR-Search-Result-List.

If the reserved DFR-Object is a DFR-Group and the reservation level is exclusive-ac
i) otherwusers shall not Delete or Modify the DFR-Group (neither any attribute
contentlof the group);

ii)ether users shall not move the DFR-Group if the Move abstract operation is

bess:
nor the

applied

directly to the reserved DFR-Group; but the DFR-Group can be implicitly moved, if the

Move abstract operation is applied to an Ancestor of this DFR-Group;

111) other users shall not
- Delete or Move any Member from the DFR-Group,
- insert new Members into the DFR-Group by Create abstract operations,

- Modify a Member of the DFR-Group (neither any attribute nor the content of a
Member) if it is a DFR-Document, a DFR-Reference or a DFR-Search-Result-List,

- Modify the attributes of a Member if it is a DFR-Group

- List the Members of the DFR-Group,

- Read or Copy the content of a Member if it is a DFR-Document, a DFR-Re
or a DFR-Search-Result-List,

ference

- List the DFR-Entries noted in the elements of a DFR-Search-Result-List which is a

Member of the reserved DFR-Group,
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d)

e)

8.1.3.3

- use a DFR-Search-Result-List which is a Member of the reserved DFR-Group in a

Search abstract operation;

iv) if a Member of the DFR-Group is itself a DFR-Group then the Descendants of this

member DFR-Group are not reserved.

read-onlyl
The restrictions on this reservation level are the same as described for the reservat

ion level

exclusive-write. But in this case the restrictions are valid for other users and for the user who

has reserved the DFR-Object.

read-only2

write.

Error handling mode

ErrotHandlingMode :: = CHOICE {

Warhing :: = SEQUENCE {

When spveral DFR-Entries need to'be accessed during the execution of the DFR abstract ope

List an

a)
b)

c)

want al

-- abstract operations, --
--these are List or Copy group. --

ntry [0] DfrEntryName,
ccess1 [1] AccessProblem OPTIONAL, --see8.3.3 --
ccess2  [2] ReferentAccessProblem OPTIONAL } --see8.3.5 --

Copy, different situations.¢an occur:
none of the DFR-Entriés involved can in fact be accessed;
all the involvedentries can be accessed;

some entries'¢an be accessed, while others can not.

The restrictions on this reservation level are for other users the same as deseribed| for the
reservation level exclusive-access. But the access is also restricted for tHe. user who has
reserved the DFR-Object, i.e. the access to the read-only2 reserved DFR-Qbject is restricted for
the user who has reserved it as described for other users for the reservation level exlusive-

lall-or-nothing [0] NULL,
until-first-warning [1]NULL,
report-all-warnings [2] NULL,
report-n-warnings [31INTEGER} -- This’parameter is only applicable to multiple --

-- warning will neverbe reported if the DFR-User has no read access|right --

rations

The firgt situation (a) is that of a DFR error (of access type), and the second (b) that of succegs (if no
other i‘or occurs). The third situation (c) is more complex. For example, when listing a DFR-Group
some members of which are accessible to the user while others are not, the DFR-User may However

l accessible members listed, with a warning(s) about inaccessible Members.

The error handling mode all-or-nothing means that the abstract operation will proceed to its

conclusion unless any error or warning is detected, in which case the abstract operation will have no
effect whatever on the DFR-Document-Store.

The error handling mode until-first-warning means that the abstract operation will be performed
until an inaccessible Member is detected, in which case the abstract operation is stopped. Only the so
far accessed entries are copied or listed and that entry causing the termination of the abstract
operation is reported as a warning. The result of the abstract operation is in this case DFR-Server

implem
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The error handling mode report-all-warnings means that the abstract operation will be performed to
its conclusion regardless of the detection of inaccessible Members. Inaccessible Members, if detected,
are reported as warnings in the result of the abstract operation. All accessible Members are copied or
listed.

The error handling mode report-n-warnings means that the abstract operation will be performed to
its conclusion regardless of the detection of inaccessible Members. Inaccessible Members, if detected,
are reported as warnings in the result of the abstract operation up to the specified number. All
accessible Members are copied or listed independent of the limitation specified for warnings) If the
limitation specified for warnings is zero, the abstract operation will be performed to its.con¢lusion
without 4ny warnings being reported.

The DFR service definition leaves it to the DFR-User to specify the error-handling‘mode desir¢d on a
per abstract operation basis.

Paired wjith this common argument is the "warnings" common result. It takes the form of a sequence of
access type errors (one per DFR-Entry concerned but not accessible), and c¢an appear in the abstract
operatiom result provided that the abstract operation argument had ErrorHandlingMode specified as
until-firdt-warning, report-all-warnings or report-n-warnings.

Any prollems related to the modifications parameter (see 8.1:5.5) are always handled as if the|all-or-
nothing fnode was specified.

8.1.34 Priority

Priorily :: = ENUMERATED {

low (0),
medium (1),
high (2)}

This conmon parameter shall be speeified for any DFR abstract operation. It is useful in the cofjtext of
a heavily loaded DFR-Server to~allow better service to some privileged requests, according to an
applied priority policy. A default Priority can already have been established at bind time (see|7.1.1);
any Prigrity requested here.will override the Priority given at bind time.

This conkept of operational priority is not necessarily related to any communication priority |policy.
This medns that spegification of this parameter may, but need not, influence the quality of segvice of
the undefrlying layets:

The server dées not mandatorily grant the abstract operation with the priority requested. Any nhimeric
charactefrization of the above three priority levels is server-specific.

8.1.3.5 Privileges

Privileges :: = SEQUENCE {
operation-pac [0] PrivilegeAttributeCertificate OPTIONAL,
proxy-pac [1] PrivilegeAttributeCertificate OPTIONAL }

The Privileges parameter enables a PrivilegeAttributeCertificate to be associated directly with an
abstract operation request, modifying that available from the bind-operation within which the request
is being made. The way the operation-pac modifies the bind PAC depends on the security policy
applied. The resulting privileges are only applied for this abstract operation.
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a) When the access privileges established by the user during the bind are not sufficient to permit
the requested abstract operation.

b) When the bind is being multiplexed between a number of users and each abstract operation is

poflentially under the control of a different user, who shall present his own access privilege

The pn]
on beh

the prg
the other application.
8.1.4 Access names for DFR-Entries

Dfr

Dfr|
Dfr|

Cha

A DFR
Uniqu
suffici
possib
someti

NG
apy

EntryName :: = CHOICE {
upi [0] DfrUniquePermanentidentifier,
path-name [1] DfrPathName,
relative-path-name [2] SEQUENCE {
base [0] DfrUniquePermanentidentifier,

path [1] DfrPathName } }
PathName :: = SEQUENCE OF DfrTitle
Title :: = CharacterData

racterData :: = CHOICE {
GraphicString, T61String, PrintableString, GeneralString }

mes do not lead to the same DFR-Entry.

lies as-defined in 9.4.1.1.

A path-name is a sequence of values of the DFR-Title attribute of all Ancestors of the DFR-]

oxy-pac can be required if the DFR-Server needs to make further access to another ap
h1f of the user, and itself would have insufficient access rights unless supplemented by
xy-pac. The DFR-Server that receives the proxy-pac itself then uses this as@n operatig

-Entry, and thus the DER;Object it represents in the DS can always be accessed using {
p-Permanent-Identifier . attribute of the object provided the DFR-User has been
bnt access permission. This is the primary DFR-Object identification mechanisn
lities are also offered, which are more "semantical”, but less universal, in the sense {

TE - For_the CharacterData strings of the DFR-Titles which form a DfrPathName the caselgnoreString§

3
D.

plication
those in
bn-pac to

the DFR-
granted
h. Other
hat they

yntax also

Entry, in

descending order. The DfrPathName guarantees an unambiguous identification of the DFR-Entry
only if the DFR-Title of each Ancestor of the DFR-Entry is at least locally unambiguous (see 7.1.2).

A relative-path-name is a DfrPathName beginning not from the root DFR-Group of the DS, but
from some specified intermediate DFR-Group. It can be useful to identify some Descendants of this
DFR-Group, the latter specifying some "working domain".
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Data types common for abstract operations on single entries

CommonUpdateArguments :: = SEQUENCE {

Com

Refer¢ntStatus :: = ENUMERATED {

DFR absract operations concerned are: Create, Copy, Move, Read, and Modify. Not all of the
parameters of CommonUpdateArguments.can be specified in each of these abstract oper

Details

asin 8.2 where the individual abstract operation types are defined.

8.1.5.1

This co

This parpmeter shall-be'present in a Create abstract operation, to specify the DfrObjectCla
DFR-Obj

8.1.5.2

nntmon parameter specifies the DfrObjectClass of the DFR-Object concerned in the a
operation.

object-class [0] DfrObjectClass OPTIONAL,
entry [1] CHOICE { local [1] DfrEntryName,
external [2] DOR } OPTIONAL,
destination [2] DfrEntryName OPTIONAL,
--of the parent group--

--in the parent group--
odifications [4] SEQUENCE OF EntryModification OPTIONAL,
selection [5] EntryInformationSelection OPTIONAL,
reference-qos [6] Requested-QoS-level OPTIONAL }

onUpdateResult :: = SEQUENCE {
i [0] DfrUniquePermanentidentifier,
eptry-information [1] Entryinformation OPTIONAL,

warnings [2] SEQUENCE OF Warning DEFAULT {},

cpntinuation [3] Taskid OPTIONAL,

réference-qos [4] Quality-of-Service OPTIONAL, -- imported by DOR --
referent-altered  [5] ReferentStatus OPTIONAL }

niot-changed-since-produce (0),
changed-since-produce (1)}

qre given below in the description ¢fithe parameters of CommonUpdateArguments,

Object-Class

Entry

above
ations.
hs well

bstract

5s of a

ect to be créated; it is optional in all other cases and, if specified, is used for validation only.

This parameter specifies the DfrEntryName of (or a DOR to) the DFR-Object to be copied, moved, read
or modified. It is mandatorily present in all these cases, and absent in the case of a Create abstract
operation.

8.1.5.3

Destination

This parameter specifies the DfrEntryName of the DFR-Group where the specified object (in a Create
or Move abstract operation) or its copy (in a Copy abstract operation) is to be placed. It is mandatorily
present in these three abstract operations, and absent in the case of a Read or Modify abstract
operation.
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8.1.5.4

Position

GroupMemberPosition :: = CHOICE {

last [0] NULL,

first [1] NULL,

after [2] DfrEntryName,
before [3] DfrEntryName }

This optional parameter can be specified only if the destination parameter is specified (i.e -ifrd Create,
Copy pr Move abstract operation). It specifies the place in the parent DFR-Group where the newly
createfl DFR-Entry is to be put. It cannot be specified if the parent DFR-Group has,its DFR-
attribyite specified (in which case the DFR-Server automatically puts the new entry.at the appropriate

logica
(first,

8.1.5.9

position, according to the ordering rule specified). This parameter can $pecify either
ast) or relative (before, after) position.

Modifications

EnfryModification :: = CHOICE{

put-attribute [0] Attribute,

remove-attribute [1] AttributeType,

copy-attributes-from  [2] SEQUENCE {
source [0] SourceEntry,

attribute-selection [1] SET OF AttributeType OPTIONAL}, -- as default all copyable attrib
add-values [3] Attribute,

remove-values [4] Attribute,
add-values-from [5] SEQUENCE {
source [0] SourceEntry;
attribute-selection [1] SET OF AttributeType OPTIONAL}, -- as default all multivalued att
put-content [6] DfrObjectCantent,
remove-content [7INULL;
copy-content-from [8] SoureeEntry }

Drdering

absolute

lLites--

ributes--

The EntryModifications\ parameter specifies updates to a DFR-Entry as a seqlience of
EntryModifications té be applied, in the order in which they are specified. It is the only
specify updates in a Modify abstract operation (where it is mandatory), or in a Copy or Moveg abstract
operaflion (where it\is optional). For the Create abstract operation, two methods are ava
specifying differént items of the newly created DFR-Entry: either by the EntryModi
paranjeter, orby directly specifying the items in the abstract operation.

An E

means to

lable for
fications

rltryModiﬁcation can apply to an attribute of a specified type, or to the entire DFR-C

ontent of

the DFR-Entry to be updated. An entire atiribute can be "put™ (possibly deleting the previous values of
the attribute), or "removed” (all values are removed, and the attribute becomes absent), or else,
"copied" from some other DFR-Entry (SourceEntry).

Furthermore, individual values of a multi-valued attribute can be added to its existing values, or
removed from the list of the existing values. In the remove case, the values to be removed shall be
explicitly specified in the abstract operation; in the add case they can be specified either explicitly in
the abstract operation or implicitly (add-values-from) by specifying another SourceEntry and
Attribute-Types to be taken from it.

Finally, the entire DFR-Content of the DFR-Entry to be updated can be "put" (specified directly in the
abstract operation), or "removed", or "copied” from some other specified DFR-Entry (SourceEntry). In
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the latter case, some attributes of the source DFR-Entry, which are closely related to the content, are
automatically copied by the DFR-Server (see table 3). The DFR-Content of a DFR-Search-Result-List
shall not be modified - this can only be changed by directly using the Search abstract operation.

When copying the content of another DFR-Entry, the DFR-Object-Class of the source and of the
receiving DFR-Object (the sink) shall be the same.

8.1.5.5.

1 SourceEntry

SourfeEntry :: = CHOICE {

A Sour

parent [0] NULL,

referent [1] NULL,

--only for a DFR-Reference--
previous-version [2] NULL,

--only if unique previous version--
kpecified-entry [3] DfrEntryName,

dor (4] DOR}

ceEntry, used in some cases of "modifications" as the souréeof an attribute and/or the

content

of the DFR-Object to be created/updated, can be the parent DEFR-Group of this DFR-Object, or its
Refere:]t (for DFR-References only; this can involve the transfer of attributes from a remotel
t

Refere
version
specifie

(only in the case where the DFR-Object has a“dnique previous version), or some e

or contgnt or both as specified by the DOR).

8.1.5.6

Selection

EntryinformationSelection :: = SEQUENCE {

read-selector [0] ENUMERATED {
attributes-only (0),
attributes-and-content (1),
content-only (2),
dor-to-attr-only (3).
attr-and-dor-te-content (a),
dor-to-content-only (5),
dor-to=entire-object (6).

attr-and-dor-to-entire-object 7}
DEFAULT attributes-only,

attribute-selection [1] AttributeSelection OPTIONAL }

y stored

to the DFR-Reference using the DOR stored in the*DFR-Reference-Content) or its previous

kplicitly

 source DFR-Entry, or can be specified by a DOR (this can be used for the transfer of attributes

For the EntryInformationSelection parameter the following rules apply: By default, all attributes
are requested, if read-selector is 0, 1, 4 or 7. For other values of read-selector, attribute-selection shall

notbes

pecified. Empty selection shall be specified as { }.

AttributeSelection :: = CHOICE {

all [0] NULL,
none [11NULL,
unordered  [2] SET OF AttributeType,
--when the delivery order is not significant--
ordered [3] SEQUENCE OF AttributeType,

-- to specify not only attributes to be delivered, but also the order in which they should appear --
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minimum [4]NULL}
--implicitly selects UPI and DFR-Object-Class attributes --

Entryinformation :: = CHOICE {

Any of
specify
Server
Howev
when s
"select
cases.

attributes-only [0] DfrEntryAttributes,
attributes-and-content [1] DfrObject,
content-only [2] DfrObjectContent,
dor-to-attr-only [3] DOR,
attr-and-dor-to-content [4] SEQUENCE {

attributes 0] DfrEntryAttributes,

dor-to-content [11DOR},
dor-to-content-only [S] DOR,
dor-to-entire-object [6] DOR,
attr-and-dor-to-entire-object [7] SEQUENCE {

attributes [0] DfrEntryAttributes,

dor-to-entire-object [1IDOR }}

those items from the involved DFR-Entry which are to be read,that is, returned by t
in the result of the abstract operation. The Read abstract operation is provided for this

on" parameter is mandatory in the case of the Read abstract operation and optional

The EptryInformation component of the abstract ‘operation's result is present if and on

selectig
items
read.

The E
attrib

whethg
gives a

n parameter was specified in the abstract gperation’s argument, and it consists of exac

tryInformationSelection data type is a sequence with two components: read-sele
e-selection. The read-selector specifies whether a DOR or some values are requi

the five abstract operations considered (namely Create, Move, Copy, Read and Modify) can

he DFR-
burpose.

pr, the facility can also be used by the other four abstractoperations as a control "rdadback"
bme modified items have been copied from other entries;and not specified explicitly. Tlhus, the

in other

y if the
ly those

Fhich were requested in the selection parameter, and which are present in the DFR-Enlry to be

ctor and
red, and

r the DOR or the values pé€rtain to the entire DFR-Object, its content or its attribufes. This
number of combination§ which are explicitly named by their ASN.1 identifiers. The attribute-

selection component optionally indicates, where appropriate, which attributes of the DFR-Entry are

to be rq

The D(
an enti
is poss

turned.

e DFR-Opbject or the DFR-Object’s attributes only, or the DFR-Object’s content only (t
ble onlyfora DFR-Document). Details are given in 6.3.3.

DR produced by the DFR-Server is intended for different purposes, according to whether it is for

he latter

8.1.5.7 Reference-qos

This parameter optionally specifies the requested Quality of Service (Qos) for a DOR if a DOR is to be
produced.

8.1.6 Data types common to abstract operations on multiple entries

These data types are used by List and Search. They are related to the data-type

DfrSearchResultListContent defined in 6.3.5.1.
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CommonlListSearchArguments :: = SEQUENCE {

continue [0] BOOLEAN DEFAULT FALSE,
limits [1] Limits OPTIONAL,

selection [2] AttributeSelection OPTIONAL,
ordering [3] OrderingRule OPTIONAL }

Comm

onListSearchResult :: = SEQUENCE {

number-of-entries [0] INTEGER,

lilﬁlf-encounferea [TTCimitEncountered  OPTIONAL,
entry-list [2] DfrEntryList,

W
[d

8.1.6.1

Limits
ti
«(

LimitE

When inijtiating a List or a Search abstract operation, the DFR-User can specify a maximum n

of entries

The resdlt returned in this case contains an’indication if the time-limit, count-limit or maj

length as
successfu
from the
commun
This con
resuming
parametsg
continue

8.1.6.2

arnings [3] SEQUENCE OF Warning DEFAULT {},
bntinuation [4] Taskid OPTIONAL }

Continue and limits

1 = SEQUENCE {
me-limit [0] INTEGER OPTIONAL,
bunt-limit  [1] INTEGER OPTIONAL }

hcountered :: = ENUMERATED {
time-limit (0),
count-limit (1),
length-exceeded (2)} -- maximum length as specified --
-- during binding execeeded --

to be returned, a maximum executiontime (for the Search abstract operation only), o

specified during binding has been reached. In the case where the abstract operati
lly finished without encountering any limit, the LimitEncountered parameter is
abstract operation result;If however, a limit has been encountered, the DFR-
cates to the DFR-User 4 continuation parameter (the TaskId - see 8.1.3.1, 8.1.5 and

r “the same” abstract operation (immediately or later), as indicated by the co

r, to instruct the DFR-Server not to start the abstract operation ”from the beginning”,
it from whereit has been previously stopped.

Selection

DfrEngryList ::= SEQUENCE OF SEQUENCE {
ul. t0+Bfrtmi p fentifrer

cl

umber
r both.
imum
n has
hbsent
Server
8.1.6).

inuation parameter can be provided to the DFR-Server in the CommonArgumentq when

ntinue
but to

ass [1] DfrObjectClass,

ordering-attribute [2] SEQUENCE OF Attribute OPTIONAL, -- ordered as specified in the OrderingRule --
other-attributes  [3] SEQUENCE OF Attribute OPTIONAL }

This is the information about the DFR-Entries listed or found. Only attributes of entries can be
returned, and the selection of attributes to be returned for each entry concerned is specified by the

selection

argument parameter. (The AttributeSelection data type is specified in 8.1.5.6).

For each DFR-Entry listed, the UPI of the corresponding DFR-Object is always returned, regardless of
the AttributeSelection specified in the abstract operation. The same applies to the DFR-Object-Class
of the DFR-Object. The ordering-attributes are optionally returned (see 8.1.6.3). All other attributes
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are returned only if their types have been specified in the AttributeSelection in the abstract

operation argument. In contrast, these other-attributes are never stored in a DFR-Search-Result-List-
Content.

8.1.6.3 Ordering

OrderingRule :: = SET {
list-attributes [0] BOOLEAN DEFAULT FALSE,
ordering-attributes [1] OrderingAttributes }

OrderingAttributes :: = SEQUENCE OF SEQUENCE {
attribute [0] AttributeType,
direction [1] Direction }

Dirgction :: = ENUMERATED {
ascending  (0),
descending (1)}

The uger can specify in the argument of a List or Search abstract operation (in the prdering
parameter) the order in which different entries are to be listed. An OrderingRule specjfies the
attribytes to be used as ordering keys, and the ordering direction (ascending or descending). If such an
ordering rule has been specified, each entry concerned is optionally listed together with the value of its
ordering-attributes; if, however, no explicit ordering hds been specified, then the ordering-aftributes
are absent from the abstract operation result;>The OrderingRule is retained with the
DfrSearchResultList if the abstract operation requests the results are to be placed in [one. An

OrderjngRule can only be applied for attributes-fype having a MATCHES FOR ORDERING clause
in their definition.

NO‘II‘E - In the case of an attribute whose valuels'of character type, ordering (greater-or-equal and less-or-equal) is defined
by the lexicographic order based upon somé.collating sequence. This International Standard does not specify how and when
a cdllating sequence is established.

8.1.6.4 Search-domain

SearchDomain :: = SEQUENCE OF CHOICE {

previous-result [0] DfrEntryName,

--specifies an entry of "DFR-Search-Result-List"class--

scope [1] SEQUENCE {
root [0] DfrEntryName,
descent-depth [1] INTEGER OPTIONAL,
--default means the whole subtree--
dereferencing-depth  [2] INTEGER DEFAULT {0 }}}
-- default means no dereferencing  --

The SearchDomain parameter is specified in a Search abstract operation and is then possibly stored
in the corresponding DFR-Search-Result-List-Content, from where it then can be read by the DFR-
Server to continue "the same" abstract operation. A search domain is specified as a sequence of
"subdomains", each being either a DFR-Search-Result-List (containing results of some previous
Search abstract operation), or a DFR-Group, designating the starting point of the Search abstract
operation. In the latter case, the depth of descendants to be searched can be limited (by the descent-
depth parameter), as well as the depth of dereferencing. Depth of dereferencing means the number of
times the server can indirectly proceed from a DFR-Reference to its Referent when executing this
search; for example, starting from a DFR-Reference the DFR-Server might have to proceed to its
42
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Referent which is a DFR-Group (first step), then from the latter to one of its Members which is another
DFR-Reference, then from the latter to its Referent (second step), and so on.

8.1.6.5 Search-criteria
SearchCriteria :: = Filter

The SearchCriteria parameter is specified in a Search abstract operation and is then possibly stored
in the cqrresponding DFR-Search-Result-List-Content (for the same purpose as the SearchDdmain).
This parameter is specified as a Filter; it applies to any DFR-Entry within the SearchI}Jomain
specified. In the case where the application of the Filter to such a DFR-Entry gives TRUE, the DFR-
Entry is|qualified for inclusion in the CommonListSearchResult or in the DfrSearchResul{List or
in both.
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8.2 Document Filing and Retrieval Port Operations Definitions

The following abstract operations are available at the Document Filing and Retrieval port.

abstract operations are performed within a DFR-Document-Store.

Table 1 provides an overview of which parts of a DFR-Entry an abstract operation is related to.

Table 1 - Overview of applicability of DFR abstract operations to DFR object classes

DFR- DFR- DFR- DFR-Séarch-
Group Document Reference ResultList
Operations related
to --->

Attri- | Con- | Attri- | Con- | Attri- | Con- [Attri- | Con-

bute tent bute tent bute tent bute tent
Crpate X X X X X X
Dellete X X X X X X X X
Copy X X X X X X X X|
Mgve X X X X X X X X
Repd X X X X X X
Mgqdify X X X X X X
Ligt X X
Search X X X X X
Reserve X X X X X X X X
AHandon

44

The


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

To perform a DFR abstract operation the DFR-User is required to have sufficient access rights to all
DFR-Entries involved in the abstract operation. This is summarized in table 2.

Table 2 - Overview of access rights to DFR-Entries required from a DFR-User to

perform a DFR abstract operation

Target Source
. Target Source Sources of
Operations related to Ny g Parent Parent A 2s
U B A Ay 11 IV Jaigvives
> DFR- DFR- .
Entry Entry cation
Entry Entry
Crepte (0] N RM N R
Delgte RMD" N N N N
Copy 0] R RM N R
Moye N RMDY RM RM R
Reqd R N N N N
Modify RM N N N R
Lis R R N N N
Seajrch RM R N N N
Reserve RM N N N N
Abgndon N N N N N
m |
O: owner access right; it is autematically granted to the DFR-User creating this DFR-Objectina
Create or Copy abstract.operation.

R: read access right.
RM read-modify aceessright.
RMD: read-modify-delete access right.
N: Not applicable.
Target DFR-Entry: The target DFR-Entry specified in the abstract operation. In a List abstract operation it is the
DFH-Group to be listed; in a Search abstract operation it is the DFR-Search-Result-List where the result is to [be
placked.
Soufce DFR-Entry: The source DFR-Entry specified in the abstract operation. In a List abstract operation pll
DFH-GrotipsMembers to be listed; in a Search abstract operation all DFR-Entries satisfying the search criteria.
Target.Parent DFR-Entry: The DFR-Entry specified in the abstract operation that is the Parent of the target

DFR-Entry or of the DFR-Entry to be created.
Source Parent DFR-Entry: The Parent of the source DFR-Entry.

Source of Modification: A DFR-Entry specified in the abstract operation from which attributes or the content are
to be copied.

(1) : It is also possible to move a DFR-Entry for which the requestor has read-modify-delete access right to an
Ancestor, regardless of the requestor “s access rights to the DFR-Entry to be moved.
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8.2.1 Create

The Create abstract operation places a new DFR-Object in a DFR-Group. It creates a new DFR-Entry
for this DFR-Object. The class of the new DFR-Object is defined by the object-class argument. When a
DFR-Group is created the DFR-Membership-Criteria attribute for future Members can be defined.
Consequential changes to the Parent DFR-Attributes are made. The DFR-Content of the DFR-Object
is provided in this abstract operation optionally in the case of a DFR-Document, mandatorily in the

case otfja DFR-Reiference, and 1s not permitted for a DFR-Group or a DFR-Search-Result-

ist. If a
newly lcreated DFR-Document is declared as a new Version (attribute DFR—Previous—‘iersions

supplied), consequential changes are made to the DFR-Next-Versions attribute of eaehof t

Documents specified as a previous version.

e DFR-

Wheneyer the security policy defined in 6.3.8 is applied, the DFR-Access-List attribute for tHe newly
created DFR-Object is specified by the creating DFR-User or taken by default. The defaullt value
contains only the creating DFR-User as the Owner. If the DFR-Access-List is specified expli¢itly but

contains no Owner then the DFR-Server adds to it the creating DFR-User/as the sole Owner.

Credte :: = ABSTRACT-OPERATION
ARGUMENT CreateArgument
RESULT CreateResult
ERRORS {
Abandoned,
AccessError,
AttributeError,
InterServerAccessError,
NameéError,
ReferentAccessError,
SecurityError,
ServiceError,
UpdateError,
VersionManagementError}

8.2.1.1 Create-argument

CregteArgument :: S\SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS { ...,
object-class PRESENT, entry ABSENT,
destination PRESENT, reference-qos ABSENT }),
| attributes [7]1 SET OF Attributes OPTIONAL

content [8] DfrObjectContent OPTIONAL,
COMPONENTS OF CommonArguments (WITH COMPONENTS { ..., error-handling ABSENT } ) }

The components of CreateArgument have the following meaning:

a) Common update arguments:

- object-class specifies the DfrObjectClass of a DFR-Entry to be created;

- destination gives the DfrEntryName of the parent DFR-Group where the DFR-Entry is to

be placed;
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- position optionally specifies at what place the DFR-Entry is to be put in the parent DFR-
Group;

- modifications optionally specifies some DFR-Attributes and/or DFR-Content of the new
DFR-Entry, especially when the values are not provided in the Create argument, but are
to be copied from other DFR-Entries;

- selection optionally specifies which information from the created DFR-Entry is to be read
back to the requestor (in the CreateResult) after creation is done;

-| reterence-qos is not applicable.

b) $pecific Create arguments:

4| attributesis the primary means to provide DFR-Attributes for the DFR-Entry to be ¢reated
(alternative means is modifications argument above; both can be usedin-the same Create
abstract operation, in which case attributes applies first);

1| content is the primary means to provide a DFR-Content for the DFR-Entry to be ¢reated
(alternative means is modifications argument; they can not e i1sed simultaneously in the
same Create abstract operation).

If several alternative parameters are specified, then entry is applied first, followed by
gttributes, content and modifications.

¢) Common arguments:
- task-id, see 8.1.3.1;

4| reservation, if requested, applies to the newly created DFR-Entry;
-1 priority, see 8.1.3.4,
4{ privileges, see 8.1.3.5.
8.2.1.2 Create-result
Should the request succeed, the,CreateResult will be returned.
CreatgResult :: = CommonUpdateResult (WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT })

The components of the CreateResult have the following meaning:

- upi is the DfrUniquePermanentldentifier assigned by the DFR-Server to the newly ¢reated
DFR:Entry;

-infoermation returns all those items from the new DFR-Entry (DFR-Attributes and/of DFR-

v equested by the selection component of the CreateArgument, and
which are present in the DFR-Entry;

- referent-altered is returned if the different items of the newly created DFR-Entry are specified by
the EntryModification parameter of CommonUpdateArguments, it indicates if (one of) the
Referents from which items are copied to the created DFR-Entry are changed or not (after the DOR
produce time).

8.2.1.3 Create abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.
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8.2.2 Delete

The Delete abstract operation deletes a DFR-Entry from the parent DFR-Group and thus from the
DFR-Document-Store. Consequential changes to the parent DFR-Group attributes are made. The UPI
of the specified DFR-Object ceases to be valid. If a DFR-Group is deleted the DFR-Group and all its
Descendants are deleted provided the DFR-User has sufficient access rights to all of its Descendants. If
a DFR- Reference is deleted the Referent is not affected If the DFR- Document to be deleted is a

Versio

ious and

next Vrsmns 'I‘he delete request falls 1f the DFR Object to be deleted or any of 1ts descendants in the

case of 8 DFR-Group, is reserved by another DFR-User.

Delete :: = ABSTRACT-OPERATION
ARGUMENT DeleteArgument
RESULT DeleteResult
ERRORS {

Abandoned,

AccessError,

NameéError,

SecurityError,

Servicekrror,

UpdateError}

8.2.2.1 Delete-argument

DelgteArgument :: = SEQUENCE {

entry [0] DfrEntryName,

COMPONENTS OF CommonArguments (WITH:COMPONENTS { ..., reservation ABSENT,
error-handling ABSENT } ) }

The copponents of DeleteArgument have the following meanings:
a) |Specific Delete arguments:
- entry identifies.the DFR-Entry to be deleted by DfrEntryName.

b) | Common arguments:

- task-id)see 8.1.3.1;

- priority, see 8.1.3.4;

-{ privileges, see 8.1.3.5.

8.2.2.2 Delete-result

Should the request succeed, the DeleteResult will be returned. There are no parameters.

DeleteResult :: = NULL

8.2.2.3 Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under

which the particular abstract-errors will be reported are defined in 8.3.

48


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

8.2.3

ISO/IEC10166-1:1991(E)

Copy

The Copy abstract operation copies a DFR-Object from one DFR-Group to another DFR-Group
(destination group). It creates a new DFR-Entry in the destination DFR-Group and copies the original
DFR-Object s attributes (subject to changes explicitly specified in the abstract operation). For a DFR-
Document, a DFR-Reference or a DFR-Search-Result-List, the DFR-Content is copied from the original
copy In the case of a DFR Group the Descendants are copled accordmg to the

to the

Modificafions are applied to the newly created DFR-Entry if requested by the DFR-User (see 8

Some DH

Consequential changes to the DFR-Attributes of the destination DFR-Group-are made. The

created

Object(s)
DFR-Obj|

DFR-Doqument-Store.

Whenevg

created

original(

contains
contains
copying

to all its

Copy

8.2.3.1

no Owner, then the DFR-Server adds to it the bequesting DFR-User as the sole Owner
h DFR-Group, the resulting DFR-Access-List is applied to the newly created DFR-Gro
Pescendants.

:= ABSTRACT-OPERATION

ARGUMENT CopyArgument
RESULT CopyResult
ERRORS {

Abandoned,

AccessError,
AttributeError,
InterServerAccgssError,
NameéError,
ReferentAccessError,
SecurityError,

ServiceError,

UpdateError,

| “VersionManagementError}

-Entry and the DFR-Entry specified in the entry parameter to the Copy“arguments.

2.3.1).

R-Attribute modifications are also automatically applied by the DFR-Server (see clause 9).

newly

DFR-Objects are assigned new UPIs. All existing DFR-References.to the originall DFR-
(and to its Descendants in the case of a DFR-Group) remain valid ‘and do not refer to the new
lect(s) (the copy). This abstract operation can not be used to copy‘d DFR-Group from apother

r the security policy defined in 6.3.8 is applied, the DER-~Access-List attribute for the|newly
DFR-Object (the copy) and for all the newly created Descendants is not taken frqm the
5), but is supplied explicitly by the requesting DFR!User or is defaulted. The defaulf value
only the requesting DFR-User as the Owner. If the DFR-Access-List is specified explicifly, but

When
ip and

Copy-argument

CopyArgument :: = SEQUENCE {
COMPONENTS OF

The com

CommonUpdateArguments (WITH COMPONENTS { ...,
entry PRESENT,
destination PRESENT, reference-qos ABSENT }),
COMPONENTS OF CommonArguments }

ponents of Copy Argument have the following meanings:
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a) Common update arguments:

b)

8.2.3.2
Should

Cogq

The co

object-class optionally specifies the DfrObjectClass of the original DFR-Entry;
entry gives the DfrEntryName of (or a DOR to) the original DFR-Entry;

destination gives the DfrEntryName of the parent DFR-Group where the copy
placed;

is to be

position optionally specifies at what place the copied DFR-Entry is to be put in its parent

DFR-Group;

modifications optionally specifies some modifications to the DFR-Attribute§ andjor DFR-

Content of the new DFR-Entry (the copy), as compared to the original;no modi
will be applied to any Descendants copied (with the exception of DFR-Access-List);

fications

selection optionally specifies which information from the created DER-Entry (the| copy) is

to be read back to the requestor (in the Copy-result) after copyingiis-done;

reference-qos is not applicable.

Common arguments:

task-id, see 8.1.3.1;

reservation, if requested, applies to the newly cfeated DFR-Entry (see 8.1.3.2);

error-handling, any of four modes (ErrorHandlingMode) can be specified (sed 8.1.3.3)
when copying a DFR-Group; when unti]-first-warning mode is specified the result is DFR-
Server implementation dependent; when copying a single DFR-Object, only the all-or-

nothing mode applies (taken by default), but the referent modified problem wi
reported as a ReferentAccessProblem and the Copy abstract operation will in

1 not be
this case

not be terminated (the modification of the Referent is reported in the CopyResullt in the

referent-altered parameter inrthis case);
priority, see 8.1.3.4;
privileges, see 8.1.375;

Copy-result

the request.succeed, the CopyResult will be returned.
yResult :;'=_CommonUpdateResult (WITH COMPONENTS { ..., reference-qos ABSENT })

mponents of the CopyResult have the following meaning:

- upi is the DfrUniquePermanentldentifier assigned by the DFR-Server to the newly created
DFR-Entry (the copy);

- entry-information returns all those items from the new DFR-Entry (DFR-Attributes and/or DFR-
Content) which have been requested by the selection component of the CopyArgument, and
which are present in the new DFR-Entry;

- warnings if returned identify those Descendants of the source DFR-Entry which are not copied;

- referent-altered indicates if (one of) the Referents from which items are to be taken (as updates for
the copied DFR-Entry) are changed or not (after the DOR produce time), it is not returned if a DFR-
Group was copied.
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8.2.3.3 Copy abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.24 Move

The Move abstract operation moves a DFR-Object Trom a source DFR-Group to a destinatiof DFR-
Group. A new DFR-Entry is created for this DFR-Object in the destination DFR-Group.(Thg DFR-
Entry in|the source DFR-Group is deleted. This DFR-Object ceases to be a Member of the source DFR-
Group and becomes a Member of the destination DFR-Group. Modifications are applied to the |moved
DFR-Object if requested by the DFR-User (see 8.1.5.5). Some DFR-Attribute modifications afre also
automatjcally applied by the DFR-Server (see clause 9). Consequential changes to the DFR-Attributes
of the sofirce DFR-Group and to the DFR-Attributes of the destination DFR-Group are made. The UPI
attribut¢ and all existing references to the moved DFR-Object remain valid. The DFR-Accelss-List
attributd remains unchanged unless explicitly modified. When a DFR-Group’is moved its Descendants
are movéd with it regardless of the requesting DFR-User “s access rights\te each of them, or resefvation
made by|other DFR-Users. This abstract operation can not be used to.move a DFR-Object from gnother
DFR-Do¢ument-Store. The DFR-Root-Group can not be moved.

NOTH - To move a DFR-Object the requesting DFR-User shall have read“modify-delete access right to this DFR-Objject or to
one offits Ancestors.

Move|:: = ABSTRACT-OPERATION

ARGUMENT MoveArgument
ESULT MoveResult
gRRORS {
Abandoned,
AccessError,

AttributeError,
InterServerAccessError,
NameéError,
ReferentAccessError,
ReservationError;
SecurityError,

ServiceError,

UpdateError,
VersionManagementError}

8.2.4.1 Move-argument

MoveArgument :: = SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS { ...,
entry PRESENT,
destination PRESENT , reference-qos ABSENT } ),
COMPONENTS OF CommonArguments (WITH COMPONENTS { ...
error-handling ABSENT }) }

The components of MoveArgument have the following meanings:

a) Common update arguments:
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- object-class optionally specifies the DfrObjectClass of the DFR-Object to be moved;

- entry gives the DfrEntryName of the DFR-Object to be moved (external alternative is not
applicable);

- destination gives the DfrEntryName of the new parent DFR-Group (to which the DFR-
Object is to be moved);

- position optionally specifies at what place the DFR-Object is to be put in its new parent
DFR-Group;

- modifications optionally specifies some modifications to the DFR-Attributes and/¢r DFR-
Content of the new DFR-Entry (of the DFR-Object moved), as compared to the old DFR-
Entry of this DFR-Object;

- selection optionally specifies which information from the new DFR-Entryis to be rgad back
to the requestor (in the move-result) after the move has been performed;

- reference-qos is not applicable.

b) |Common arguments:
- task-id, see 8.1.3.1;

- reservation, if requested, applies to the newly-ereated DFR-Entry (by defdult the
previously defined reservation remains in force)yreservations applied to any Descepdant of
the moved DFR-Object are not changed,

- priority, see 8.1.3.4;
- privileges, see 8.1.3.5.

8.2.4.2 Move-result
Should|the request succeed, the MoveR@sult will be returned.
MoyeResult :: = CommonUpdateResult{WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT } )

The comnponents of the MoveResult have the following meaning:

- upi| is the DfrUniquePermanentldentifier of the newly created DFR-Entry (the UP[ of the
moped DFR-Entry remains unchanged);

- entry-information returns all those items from the new DFR-Entry (DFR-Attributes and/pr DFR-
Content) which have been requested by the selection component of the move-argument, arjd which
arepresent in the DFR-Entry;

- referent-altered indicates if (one of) the Referents from which items are to be taken (as updates for
the moved DFR-Object) are changed or not (after the DOR produce time).

8.2.4.3 Move abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3 .

8.2.5 Read

The Read abstract operation returns DFR-Attributes and/or DFR-Content of a DFR-Entry. Some or
all DFR-Attributes can be read. The content if requested is returned entirely. The content of a DFR-
52


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

Group and DFR-Search-Result-List shall not be requested. If required, the attributes and content of
the Referent can be accessed via the DFR-Reference(with the same restriction as above).

Read :: = ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {

Abandoned,
AccessError
InterServerAccessError,
NameéError,
ReferentAccessError,

ReservationError,
SecurityError,
ServiceError}

8.2.5.1 Read-argument

ReadArgument :: = SEQUENCE {
CDMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS
{ entry PRESENT, selection PRESENT } ),
dereferencing [71BOOLEAN DEFAULT FALSE,
token [8] Token OPTIONAL, -- imparted from DOR --
COMPONENTS OF CommonArguments (WITH COMPONENTS { ...,
error-handling ABSENT } ) }

The components of Read Argument have the following meaning:

a) (Jommon update arguments:

entry gives the DfrEntryName or a DOR (if a DOR is provided no DOR shall be requested
in the selection parameter) of the DFR-Entry to be read,

selection specifiesswhich items from the DFR-Entry are to be read;

1

reference-qos.specifies, in the case a DOR is requested, the desired QoS for the DOR.
b) Specific Read arguments:

-| dereferéncing, when TRUE, requests the selected items to be read from the Re¢ferent
instead of the DFR-Entry specified (applies only when the specified DFR-Entry is 4 DFR-
Reference); when applied to a DFR-Reference dereferencing implies an ROA-operatign;

’

- token is optionally snecified if dereferencing is requested (only apnnlicable if 2 token was in
1 g PARS =3 ¥ VS PO had

the DOR at produce time).

b) Common arguments:

- task-id, see 8.1.3.1;

reservation, applies to the DFR-Entry specified in the request;
priority, see 8.1.3.4,

- privileges, see 8.1.3.5.
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8.2.5.2

Read-result

Should the request succeed, the Read Result will be returned.

ReadResult :: = CommonUpdateResult

The coms

(WITH COMPONENTS { ..., entry-information PRESENT, warnings ABSENT } )

- upi/is the DfrUniquePermanentldentifier of the DFR-Entry read;

- enfry-information returns all those items from the DFR-Entry (attributes and/or content) which

hay

thel DFR-Entry and accessible to the requesting DFR-User;

- ref

thereference-qos specified as a Read argument), it is only returned if a DOR was requested

- refl

ret

8.2.5.3

Should

irned if the DFR-Entry read is a DFR-Reference and dereferencing was requested.

Read abstract-errors

which the particular abstract-errors will be reported aré defined in 8.3 .

8.2.6

Modify

e been requested by the selection component of the ReadArgument, and which are present in
erence-qos returns the QoS assigned to the DOR by the DFR-Server (that can be differ¢nt from

prent-altered indicates if the Referent is changed or not (after the DOR produce time), it is only

the request fail, one of the listed abstract-errors will be reported. The circumstancgs under

The Modify abstract operation modifies the DFR-Attributes and/or DFR-Content of the specified DFR-

Entry.
DFR-S

Existing DFR-Attributes that_are not specified in the argument are left unchanged.

A ffected

erver maintained attributes(of the parent DFR-Group are changed. DFR-Content| can be

modifi¢d only for a DFR-Document.”Modification of a DFR-Content means the complete DFR{Content
is replaced. DFR-Content can be provided explicitly or taken from a specified existing sourfe DFR-
Entry.
Modify :: = ABSTRACT/OPERATION
ARGUMENT ModifyArgument
RESULT ModifyResult
ERRORS. {
Abandoned,
AccessError,

54
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8.2.6.1 Modify-argument

ModifyArgument :: = SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS { ...,
entry PRESENT, destination ABSENT, position ABSENT,
modifications PRESENT, reference-qos ABSENT }),
[OMPONENTS OF CommonArguments (WITH COMPONENTS { ..,
error-handling ABSENT } ) }

The comjponents of Modify Argument have the following meanings:

a) Common update arguments:
object-class optionally specifies the DfrObjectClass of the DFR-Entry to be modified;

entry gives the DfrEntryName of the DFR-Object to be modified (external alternptive is
not applicable);

modifications specifies requested modifications of the DFR-Attributes and/or DFR-Content
of the DFR-Entry ;

selection optionally specifies which information-from the DFR-Entry modified is tobe read
back to the requestor (in the modify-result) aftermodification is done;

reference-qos is not applicable.

b) [Common arguments:

task-1d, see 8.1.3.1;

reservation, if requested, applies to the DFR-Entry being modified;
priority, see 8.1.3.4;
privileges, see 8.1.3.5.

8.2.6.2 Modify-result
Should the request suceeed, the ModifyResult will be returned.

Mod|fyResult:*=/CommonUpdateResult (WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT } )

The conrponents of the ModifyResult have the following meaning:

- upiis the DfrUniquePermanentldentifier of the DFR-Entry modified;

- entry-information returns all those items from the DFR-Entry modified (DFR-Attributes and/or
DFR-Content) which have been requested by the selection component of the ModifyArgument,
and which are present in the DFR-Entry;

- reference-altered indicates if (one of) the Referents from which items are to be taken for the
modifications, are changed or not (after the DOR produce time).
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Modify abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.2.7

List

The List abstract operation returns the DFR-Attributes for the Members of a specified DFR-Group or

for the

Group ¢
identifi

rights)

the eleix1
The number of Members or elements (DFR-Entries) to be listed can be limited by the co

argume

DFR-Enftries 1dentified by the elements of a specified DFR-Search-Result-List. For |a DFR-
nly the Members are listed, not their Descendants. Members of the DFR-Group or DER{Entries
ed by the elements of the DFR-Search-Result-List which are not accessible (insufficient access
Lo the initiating DFR-User are not included in this list (other Members or entries identified by
ents are however returned provided that an appropriate ErrorHandlingMode is spgcified).

t-limit

nt. If this limit would be exceeded the listing of Members or elements)(DFR-Entries) can be

continued with the next List abstract operation. For each Member or element (DFR-Entrigs) only
specified DFR-Attributes are returned. The Members or elements (DFR<Entries) are liste
specifigd order.

List

8.2.7.1

ListA

:= ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResult
ERRORS {
Abandoned,
AccessError,
AttributeError,
NameéError,
ReservationError,
SecurityError,
ServiceError}

List-argument

Argument :: = SEQUENCE-{
entry [0] DfrEntryName,
COMPONENTS OF
CommonlistSearchArguments (WITH COMPONENTS { ...,
selection PRESENT } ),
COMPONENTS OF CommonArguments }

The corx

nporients of ListArgument have the following meaning:

d in the

a)

b)

56

Specific List arguments:
- entry identifies the DFR-Group or the DFR-Search-Result-List to be listed.
Common List/Search arguments:

- continue, if set to TRUE, specifies the list process, identified by task-id

in the

CommonArguments, shall be continued from where it has previously terminated;

- limits optionally specifies the maximum number of DFR-Entries to be returned
abstract operation;

for this
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- selection specifies which DFR-Attributes of each DFR-Entry shall be returned in the result

of the List abstract operation;

- ordering optionally specifies in which order the DFR-Entries shall be put in the list-result
(this ordering, if specified, overrides the predefined ordering for the DFR-Group or the

DFR-Search-Result-List listed).

¢) Common arguments:

8.2.7.2

Should tlhe request succeed, the ListResult will be returned:

ListR

The components of ListResult have the followingmeaning:

Commo

b 1 i | Q.1 .91
tasK=1a;,See o .o I,

reservation, if requested, applies to the DFR-Entry to be listed;

the until-first-warning mode is specified all the DFR-Group-Members {or DFR-
referenced from the DFR-Search-Result-List) are listed in the spécified order
warning is encountered;

priority, see 8.1.3.4;
privileges, see 8.1.3.5.

List-result

bsult :: = CommonListSearchResult

h list/search result:

error-handling, any of four modes (ErrorHandlingMode) can be specified (see 8.1.3.3); if

Entries
until a

- number-of-entries gives the numberyof DFR-Entries returned in the result of the List gbstract

opetation;

- limit-encountered optionallyindicates that the maximum number of entries has been encoyntered;

itis
- entr
DF

DF
List

- wari

- conf

absent if the maximum number of entries has not been specified in the ListArgument;

y-list gives the list.of DFR-Entries found in the DFR-Group specified (or referenced f
-Search-Result-List specified), in the order specified; for each DFR-Entry listed, onl
-Attributes_are returned which have been requested by the selection component
Argument;

ningsyifireturned, identify those DFR-Entries which have not been listed;

tern

only when limit-encountered component is also present.

8.2.7.3

rom the
y those
in the

bss has

inuation optionally provides an identifier for the continuation, if the list proc

List abstract-errors

sIpresent

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.2.8

Search

The Search abstract operation searches for all DFR-Entries in the specified search domain satisfying
the specified search criteria. The search domain is defined by one or several (starting) DFR-Groups
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and/or DFR-Search-Result-Lists. Members of the search domain which are not accessible (insufficient
access rights) to the initiating DFR-User are not included in the search result. The search result takes
the form of a DfrEntryList (see 8.1.6.2); it will be stored in a specified DFR-Search-Result-List and/or
returned to the requestor in the result of the Search abstract operation. The resulting DfrEntryList
contains the UPI and DFR-Object-Class for all DFR-Entries satisfying the Filter of the Search
abstract operation. The Filter of the Search abstract operation is either provided by the user or taken
from a specified DFR-Search-Result-List. The number of matching DFR-Entries noted in the resulting
DfrEntryList can be limited.

The dgscent-depth of the search process, that is how many levels of Descendants in the DE
Tree of each starting DFR-Group shall be examined, can be restricted. Members in the,DF
Tree of each starting DFR-Group are examined in the search process to check whether they sz
Filter] Referents of DFR-References are examined on request. If a Referent is examined t

argu

the Regferent exists in the search domain, i.e. if a Referent is a DFR-Group-and the DFR-R
pointing to this Referent exists on level two in the DFR-Object-Tree of a Starting DFR-Grg

searchled, the counting of the depth for the search process in the DFR-Objéct-Tree of the Referg
with tyo. If descent-depth is not specified the entire DFR-Object-Tree of.each starting DFR-G
of each Referent will be examined. The Search domain is always bound to the DFR-Docume|
DFR-References to external Referents are never dereferenced“Jeven if a dereferencing
specified.
Segrch :: = ABSTRACT-OPERATION
ARGUMENT SearchArgument
RESULT SearchResult
ERRORS {
Abandoned,
AccessError,
AttributeError,
Namet€rror,
ReservationError,
SecurityError,
ServiceError,
UpdateError} --concerns the searchResultList to be filled--
8.2.8.1 Search-argiiment
SearchArgument’s+= SEQUENCE {
search-mode [0] CHOICE {
continue [0] DfrEntryName,
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nt is also valid for the DFR-Object-Tree of the Referent and will be related-fo' the level

--Continue the search with all options (search domain, --

$-Object—

-Object-
tisfy the
he depth
bn which
eference
up to be
nt starts
roup and
nt-Store.
depth is

L___searchcriteriaand continnationcontext! - fromthe
--search result list specified by the DfrEntryName. --
--The result will be added to the present content of --
--this search result list. --

update [1] DfrEntryName,

--The present content of the search result list --

--is verified and possibly updated. --
new-search-stored [2] DfrEntryName,

--All options are supplied by the requestor in the -

--subsequent parameters; they are stored in the search --

--result list specified, where the result is then --

--also stored. -
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non-stored-search [3INULL},

--All options are supplied by the requestor in the --
--subsequent parameters; they are not stored, also the --
--result is not stored but only returned to the requestor. --

COMPONENTS OF

The com

a)

b)

c)

OMENTCf
EOMPONENTS OF CommonATgunrents (WHTFH COMPONENTS

ponents of SearchArgument have the following meanings:

Specific Search arguments:

Common list/search arguments:

Common arguments:

CommonlistSearchArguments,
search-domain [5] SearchDomain OPTIONAL,
search-criteria [6] SearchCriteria OPTIONAL,

error-handling ABSENT } ) }

search-mode specifies the execution mode for this Search abstract.operation,
search-domain optionally specifies the domain of this Searchrabstract operation;

search-criteria optionally specifies the criteria for a DERsEntry to be put in the
result (both the search-domain and the search-criteriaarguments shall be present
search-mode = 2 or 3, and shall be absent for search-mode = 0 or 1).

continue, if set to TRUE, specifies the.search process, identified by task-id
CommonArguments, shall be continuedfrom where it has previously terminated,

limits optionally specifies the maximam number of DFR-Entries to be returned an|
maximum amount of time to be spent for this abstract operation,;

selection optionally specifies_which DFR-Attributes of each DFR-Entry found

search-
for the

in the

d/or the

in this

Search abstract operation shall be returned in the entry-list parameter of the resullt of this

abstract operation,

ordering optionally specifies in which order the DFR-Entries shall be put in the 1
the Search abstraet 6peration.

task-id, seée 8.1.3.1;

reservation, if requested, applies to the DFR-Search-Result-List if specified in the
modé parameter;

priority, see 8.1.3.4;

esult of

search-

8.2.8.2

privileges, see 8.1.3.5.

Search-result

Should the request succeed, the SearchResult will be returned.

SearchResult :: = SEQUENCE { COMPONENTS OF

CommonlistSearchResult
(WITH COMPONENTS { ..., warnings ABSENT } ),
removed-entries [5] DfrEntryList OPTIONAL }
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The components of SearchResult have the following meaning:

a) Common list/search result:

- number-of-entries gives the number of DFR-Entries found in this search;

- limit-encountered optionally indicates which of two limits (number of entries or time) has been
encountered; it is absent if either limits have not been specified in the SearchArgument, or none

of t

hem has been encountered;

- entry-list optionally gives the list of DFR-Entries found, in the order specified; for each DFR-Entry

listed, only those DFR-Attributes are returned which have been requested by (the

co

- con

ter

ponent in the SearchArgument;

present only when limit-encountered component is also present.

b) Sp

- ren

pcific Search result:

the previously existing DfrSearchResultList, each element\¢omprising only the upi, ¢
possibly ordering-attribute components;

8.2.8.3

Should
which {

Search abstract-errors

he particular abstract-errors will be repotted are defined in 8.3 .

Reserve

are five levels of reservation defined. The reservation levels are described in 8.

tion never affects read access to the attributes of the DFR-Entries, that is, all users ca

delection

tinuation optionally provides an identifier for the continuation, if the Search pro¢ess has
minated, after one of the limits (specified in the SearchArgument) hasbéen encountered,; it is

hoved-entries gives, in the case of a search in update mode the'list of DFR-Entries remoyed from

ass and

the request fail, one of the listed abstract-errors will be reported. The circumstanc¢s under

bserve abstract operation is\used to modify the reservation level of the DFR-Entry specified.

1.3.2. A
h always

read the DFR-Attributes of DFR-Objects. The reservation level of a DFR-Entry can only be changed by

a Res

re abstract operation or by specifying a reservation parameter in other appropriate

abstract

operations. Unbind does not change the reservation level of a DFR-Entry. If a DFR-Refdrence is

reserv

Res|

8.2.9.1

d, the Referent is not affected, that is, not reserved.

rve :: =~ABSTRACT-OPERATION
ARGUMENT ReserveArgument
RESULT ReserveResult
RORS{

Abandoned,

Nametkrror,

ReservationError,

SecurityError,

ServiceError }

Reserve-argument

ReserveArgument :: = SEQUENCE {
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reservation PRESENT,
error-handling ABSENT } ) }

The components of ReserveArgument have the following meanings:

a) specific Reserve arguments:

entry gives the DfrEntryName of the DFR-Entry to be reserved.

b)

8.2.9.2

Should the request succeed, the ReserveResult will be returned. Thére are no parameters.

Reser

8.2.9.3

Should t
which th

8.2.10

The Aba

execution of a previously started©utstanding abstract operation or in the continuation of a prey

performg

ommon arguments:.
task-id, see 8.1.3.1;
reservation specifies the level of reservation;
priority, see 8.1.3.4;
privileges, see 8.1.3.5.

Reserve-result

eResult :: = NULL

Reserve abstract-errors

he request fail, one of the listed abstract-éfrors will be reported. The circumstances
e particular abstract-errors will be reported are defined in 8.3 .

Abandon
ndon abstract operation informs the DFR-Server that the user is no longer interested|

d abstract operation.” The DFR-Server shall cease processing the outstanding al

under

in the
iously
bstract

operatio, and shall discard-any result so far achieved, or shall discard any internal infornation

preserve

 for the continuation of an abstract operation.

Abandon :: = ABSTRACT-OPERATION
RGUMENT AbandonArgument
SULT AbandonResult
ERRORS { AbandonFailed }

8.2.10.1

Abandon-argument

AbandonArgument :: = CHOICE {
task-id [0] Taskid,
invoke-id [1] InvokeiDType }

The components of AbandonArgument have the following meanings:

- task-id can be used to identify an outstanding abstract operation to be abandoned or to indicate to
the DFR-Server that any internal information possibly preserved for the continuation of a List or
Search abstract operation shall be discarded (see also 8.1.3.1);
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- invoke-id can be used to identify an outstanding abstract operation to be abandoned.

8.2.10.2 Abandon-result

Should the request succeed, no AbandonResult will be returned. Instead, the abstract operation

abandoned reports the Abandoned abstract-error.

AbandonResult :: = NULL

8.2.10.3 Abandon abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The cireumstanc
which he particular abstract-errors will be reported are defined in 8.3.

bs under
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Abstract-Errors

The abstract errors that can be reported in response to the invocation of abstract operations at the

DFR-Se

rver port are defined and described in this clause.

If any error occurs during the course of an abstract operation invocation, the DFR-Server assures that
nothing has been changed by the abstract operation (this does not apply, however, to warnings,
reported by the DFR-Server as part of a normal result of a DFR abstract operation; see 8.1.3.3). The

entry pi

was bei

operatign’s argument, this parameter takes the same form (i.e. a UPI, or a DfrPathName, or a

pathnan

rameter in most DFR abstract errors identifies the DFR-Entry to which the abstractjogeration
g applied when the error occurred. If this DFR-Entry is that specified explicitly in-the gbstract

relative

he) as that used in the argument. If the DFR-Entry causing the problem 'is ‘not explicitly

specified in the abstract operation’s argument, then the entry parameter always takés the UPI form.

If sever
Entry a
reported

having the form of a sequence, each member of which specifiesé problem related to

h] DFR-Entries were specified in the abstract operation’s argument.(e.g. the original DFR-
nd the destination DFR-Group in a Copy abstract operation), thén an abstract erroi can be

a given

entry. ﬂiowever, only one abstract error type can be reported in Tresponse to a single opgeration

invocati

8.3.1

n.

Attribute-error

An AttgibuteError reports one or more problems encountered by the DFR-Server while attempting to

read or

Attri

__aI

o modify attributes of a DFR-Entry.

buteError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
entry [0] DfrEntryName OPTIONAL,
problems [1] SEQUENCE OF
SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value  [2] AttributeValue OPTIONAL }}
plies also to searchweriteria and group membership criteria--

AttriputeProblem ;=" ENUMERATED {
no-s@ich-attribute (1),
invalid-attribute-syntax (2),
unddfined-attribute-type (3),
inappropriate-matching {4);
constraint-violation (5),
attribute-or-value-already-exists (6),
illegal-modification (7).
inconsistent-with-other-attributes  (8),
undefined-for-this-object-class (9),
unsupported-document-type (10)}

The entry parameter is absent in an AttributeError in the following cases;

- when the abstract operation causing this error was a Create abstract operation, and an
AttributeProblem has been encountered when processing the attributes component of the
abstract operation’s argument,;
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- when the abstract operation causing this error was a Search abstract operation, and an
AttributeProblem has been encountered when processing the search-criteria component of the
abstract operation’s argument.

The problems parameter specifies one or several attribute problems encountered. Each problem
(identified below) is accompanied by an indication of the Attribute-Type, and, if necessary to avoid
ambiguity, the value, which caused the problem:

a) rmo=suchrattribute—The mamed—entry tacksomreof theattributesspecifredasamargument of

thelabstract operation;

b) |invalid-attribute-syntax: A purported attribute value, specified as an argumen} of the
abstract operation, does not conform to the attribute syntax of the attribute type;

¢) |undefined-attribute-type: An undefined attribute type was provided\as an argument to the
abstract operation;

d) [inappropriate-matching: An attempt was made, e.g. in a Filter, to use a matching [rule not
defjned for the attribute type concerned,

e) |constraint-violation: An attribute value supplied (or specified indirectly) in the argliment of
an pbstract operation does not conform to the static cordstraints imposed by a functional gtandard
or by the attribute definition (e.g. the value exceeds the.maximum size allowed);

f) |attribute-or-value-already-exists: An attempt was made to add an attribute which| already
exigted in the entry, or a value which already existed in the attribute;

g) |illegal-modification: An attempt was made to modify an attribute (i.e. to add or remove the
entiire attribute or some of its values), which has some specific behaviour in DFR, that is,|either a
DFR-Server assigned attribute (e.g:, UPI or Number-Of-Group-Members), or an attributp which,
onde assigned by the DFR-User, can not be modified in the way specified in the abstract operation
(thg rules are specified in clause9);

h) |inconsistent-with-other-attributes: An attempt was made to modify an attribute jn a way
incpnsistent with other attributes of the same DFR-Object (e.g. if a new Version fof some
Conceptual-Document’ is specified with the DFR-Version-Root attribute identifying this
Conceptual-Documeént, and the DFR-Previous-Versions attribute pointing to a Version |of some
other Conceptual-Document). An inconsistency with some existent attribute is not reported if it is

enter in-¢onflict, the DFR-Server shall report an AttributeProblem for either of them, or for both;

. . . hute-T i ich i efined for the
DFR- Object Class of the DFR Entry concerned (e g. the DFR Number Of- Group Members for a
DFR-Document). This does not apply to DFR-Entries examined during a List or a Search abstract
operation,

J) unsupported-document-type: An abstract operation has attempted to use a DFR-Document-
Type which was not among those agreed at bind time.

8.3.2 Name-error

A NameError reports a problem related to a name of a DFR-Entry specified in the argument of an
abstract operation. The DfrEntryName which caused a problem is reported as it was specified,

64


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

accompanied by an indication of the problem encountered. If a DFR-User has no read access right to a
DFR-Entry a NameError (i.e. NameProblem 1 or 2) will be reported in order to hide the existence of
that DFR-Entry.

NameError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE OF SEQUENCE {
entry  [0] DfrEntryName,
problem [1] NameProblem }

NameProblem :: = ENUMERATED {
invalid-upi (1),
ipvalid-path-name (2),

mbiguous-path-name (3).
inappropriate-object-class (4)}

roblem shall be one of the following:

invalid-upi: The UPI provided in the abstract operation’s argument does not refer to any DFR-
t existing in the DFR-Document-Store (either this UPI HKas'never been assigned,|or the
relaed DFR-Object has been deleted from the store);

b) valid-path-name: The DfrPathName (either absglute or relative) provided in the apstract
operption’s argument does not correspond to any existirig DFR-Entry in the DS;

¢) ambiguous-path-name: The DfrPathName'(either absolute or relative) provided|in the
abstfact operation’s argument is ambiguous, that is, corresponds to more than one DFR-Enfry;

d) inappropriate-object-class: The DfrEntryName provided in the abstract operation’s
argyment points to a DFR-Object of aninappropriate DFR-Object-Class (e.g. to a DFR-Dogument
in a List abstract operation).

8.3.3 Access-error

An AccessError reports a_problem encountered when attempting to access a DFR-Entry speciified in
the argyment of an abstractyoperation.

AccegsError :: = ABSTRACT-ERROR
PARAMETER'SEQUENCE OF SEQUENCE {
entry. [0] DfrEntryName,
problem [1] AccessProblem }

AccegsProblem :: = ENUMERATED {
inappropriate-object-class (1),
reserved-by-a-user (2),
externally-located-object  (3)}

An AccessProblem shall be one of the following:

a) inappropriate-object-class: The DfrEntryName provided in the abstract operation’s
argument refers to a DFR-Object of an inappropriate DFR-Object-Class;

b) reserved-by-a-user: The DFR-Entry to be accessed or its Parent is at present reserved by the
same or another user;
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c) externally-located-object: The DFR-Entry to be accessed is located in another DFR--

Document-Store and is not suitable for the abstract operation requested.

8.34 Update-error

An UpdateError reports a problem encountered when attempting to modify (update), explicitly or
implicitly, an existing DFR-Entry (implicit modification can be, for example, that caused to a DFR-
Group when introducing a new Member into it) Deletion of a DFR-Entry_or moving it inte another
DFR-Gtgoup, are also considered here as modifications.

Upd3teError :: = ABSTRACT-ERROR
IPARAMETER SEQUENCE {

entry [0] DfrEntryName,
problem [1] UpdateProblem }

Upd3teProblem :: = ENUMERATED {

inappropriate-object-class (1),
insufficient-access-rights (2),
resefved-by-a-user (3),
illeggl-content-modification (4),
group-membership-criteria-violation (5),
refefjence-loop-detected (6)}

An UpdateProblem shall be one of the following:

a) linappropriate-object-class: The DfrEntryName provided in the abstract operation’s
argliment refers to a DFR-Object of an inappropriate DFR-Object-Class;

b) [insufficient-access-rights: An attémpt to modify a DFR-Entry has been made by a DfR-User
with insufficient access rights to this éntry. If a DFR-User has no read access right to a DFR-Entry
a NameError (see 8.3.2) will be reported in order to hide the existence of that DFR-Entry;

¢) [reserved-by-a-user: Thie DFR-Entry to be modified or its Parent is at present reservegl by the
sanje or another DFR-User;

d) [illegal-content-modification: An attempt has been made to modify the content of [a DFR-
Entry which is not subject to user specified modifications (e.g. a DFR-Search-Result-List);

e) [group-membership-criteria-violation: An attempt has been made to introduce| a new
Memnber in*a DFR-Group, or to modify an existing one, in a way that the Member introduced or
modified would violate the DFR-Membership-Criteria defined for that DFR-Group. Or an pttempt
has|been made to modify the DFR-Membership-Criteria attribute in such a way that somje or all
existing Members would no Ionger satisfy the DFR-Membership-Criteria;

f) reference-loop-detected: An attempt has been made to create a new DFR-Reference or to
modify an existing one in such a way that the reference created or modified would form, together
with some other reference-to-referent and group-to-member relations already existing in the DFR-
Document-Store, at least one looping sequence of such relations.

This part of ISO/IEC 10166 does not prescribe that every DFR-Server detect all such reference
loops at the point of their creation. If a DFR-Server does not detect all loops, its abstract operation

shall not, however, be affected when such a loop is dynamically discovered when navigating
through the DS.
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8.3.5 ReferentAccess-error

A ReferentAccessError reports a problem occurring when attempting to access a Referent.

ReferentAccessError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
entry  [0] CHOICE { dfr-entry [0] DfrEntryName,

o IEREVINTH ]
GOF T T

NUTE

problem [1] ReferentAccessProblem }

RefergntAccessProblem :: = ENUMERATED {

ihappropriate-object-class (1),

insufficient-access-rights (2),

reserved-by-a-user (3),

referent-no-longer-exists (a),

referent-modified (5). --only usedin the case a DFR-Group.is copied or listed and --
--only if warnings shall be reported, i.e. referent modified will --
-- not terminate the operatiorn_—

reference-content-empty (6)}

A ReferpntAccessProblem shall be one of the following:

a) inappropriate-object-class: The Referent of.the DFR-Reference specified in the apstract
operption’s argument is of an inappropriate DFR-Object-Class (e.g. when attempting to r¢ad the
cont¢nt of the Referent , and the latter is a DFR Group);

b) insufficient-access-rights: An attempt to access the Referent of a DFR-Reference hgs been
mad¢ by a DFR-User with insufficient aecess rights to the Referent;

c) reserved-by-a-user: The Referent to be accessed or its Parent is at present reserved|by the
sam¢ or another DFR-User;

d) referent-no-longer-exists: The Referent of the DFR-Reference specified in the apstract
operption’s argument hasbeen deleted (“dangling reference”);

e) referent-modified: The Referent of the DFR-Reference specified in the abstract opetation’s
argument has been modified after the produce-time of the reference (the latter being stored in the
qos-level comipenent of the reference content);

f) reference-content-empty: The content of the DFR-Reference specified in the ar)stract
operption’s argument contains no UPI; the reference is at present only a “placeholder”.

8.3.6 InterServerAccess-error
An InterServerAccessError reports a problem which occurs when the DFR-Server of the DFR-
Document-Store containing a DFR-Reference to an external Referent (the accessor) has made an

attempt to access the accessee containing the Referent.

NOTE - This access may be initiated using the ROA-protocol between the two servers; but the access problems specified
hereafter are not specific to the ROA-protocol.
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8.3.7

A ReseqrvationError reports a problem occurring when an attempt has been made to reser
unresef]

Inter

c)
ad

d)
ins
by i

ResTvationError ::= ABSTRACT-ERROR

ReservationProblem :: = ENUMERATED {

s|not been found;

ServerAccessError :: = ABSTRACT-ERROR
entry  [0] DfrEntryName, --of the reference--
problem [1]interServerAccessProblem }

InterServerAccessProblem :: = ENUMERATED {
referent-store-not-found (1), --bad store identification--
referent-store-unreachable (2), --no portto reach it--

referent-store-security-problem (4)} --access rights--

rServerAccessProblem shall be one of the following
referent-store-not-found: The accessee, as it is specified in the content of-the DFR-Re

2 120104,

E - This problem can be caused by bad content of the reference, or by a bad entry in the/Directory describing ti
ion of the accessee, or by any other access problem between the accessor and the related Directory server;

referent-store-unreachable: The DFR-Server managing-the accessee has no pro
mon with the accessor, through which the Referent couldbe accessed;

referent-store-unavailable: The accessee is temipgrarily unavailable (e.g. because
inistrative abstract operations in progress);

referent-store-security-problem: The DFR-User requesting access to the acces
fficient access rights for doing this, at ledst through the given accessor (this can also be

hsufficient access rights of the accessoritself).

Reservation-error

ve some DFR-Entry.

PARAMETER SEQUENCE {
entry [0} DfrEntryName,
problem~[1] ReservationProblem }

ference,

ecurrent

tocol in

bf some

kee has

caused

ve or to

cannot-reserve (0),
already-reserved (1),
not-yet-reserved (2),
cannot-unreserve (3),

reservation-not-changed  (4)}

A ReservationProblem shall be one of the following:

68

a) cannot-reserve: The requestor of the Reserve abstract operation has insufficient access
rights to the specified DFR-Entry in order to reserve it with the specified Reservation level or
Reservation status. If a DFR-User has no read access right to a DFR-Entry a NameError (see

8.3.

2) will be reported in order to hide the existence of that DFR-Entry;
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b) already-reserved: An attempt has been made to reserve or to unreserve a DFR-Entry which
is already reserved by another DFR-User;

c) not-yet-reserved: An attempt has been made to unreserve a DFR-Entry which is not reserved
at present;

d) cannot-unreserve: An attempt has been made to unreserve a DFR-Entry which has the
Reservation status "committed ”;

e) rpservation-not-changed: An attempt has been made to change the Reservation-lev
lowey level of a DFR-Entry that has the Resevation status “committed” or the Reseryvation

shou

8.3.8

A Versig

d be changed from "committed” to "uncommitted”.

VersionManagement-error

bl to a
status

nManagementError reports a problem occurring when attempting to create a new Vlersion

of a Congeptual-Document, or to copy some items from the (unique).previous Version (implicitly

specified
DFR-Usd

Versio
]

Versio|

m

A Versid

a) inappropriate-object-class: An attempt has been made to declare as a Version some D}

Entr

b) b
Entr
whild
Entr
Conc

bplongs-to-another-conceptual-documenty (2) }

nManagementError :: = ABSTRACT-ERROR

ARAMETER SEQUENCE {
entry [0] DfrEntryName,

of the entry itself or of its potential previous version--
problem [1] VersionManagementProblem }

nManagementProblem :: = ENUMERATED {
appropriate-object-class (1),<-not a DFR-Document --

nManagementProblemshall be one of the following:

F which is not a DFR=Document;
elongs-to-another-conceptual-document: An attempt has been made to declare th¢
this DER<Entry is already a Version of another Conceptual-Document; or, the list of

es, specified as previous Versions for the given DFR-Entry, do not belong all to the
eptual;Document.

in the modifications parameter of a Create, Move, Copy o Modify abstract operatiqn).If a
r has no read access right to a DFR-Entry specified as previous version, when creating|a new
version, 3 NameError (see 8.3.2) will be reported in order to hide the existence of that DFR-Entiy.

‘R_

DFR-

F specified inthe abstract operation’s argument a new Version of some Conceptual-Docjiment,

DFR-
same

8.3.9

Security-error

A SecurityError reports a problem occurring when a DFR-User presents security parameters to a
DFR-Server. This can occur either when binding or when executing a DFR abstract operation bearing
a Privilege parameter.

SecurityError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {

problem [0] SecurityProblem }

SecurityProblem :: = ENUMERATED {
inappropriate-authentication (1),
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invalid-creds (2),
invalid-privilege (3).
invalid-pac (4),
already-active (5) }

A SecurityProblem shall be one of the following:

a) inappropriate-authentication: The level of security associated with the requestor’s
credentials is inconsistent with the level of protection requested;

b)
c)
d)

e)

invalid-creds: the supplied simple credentials were invalid;

invalid-pac: the supplied PAC is invalid;

with an abstract operation), is already bound to the DFR-Server.

8.3.10

A Ser

Service-error

incorr¢ct abstract operation request or the requestor’s access rights.

SerpjiceError :: = ABSTRACT-ERROR

PARAMETER SEQUENCE {
problem [0] ServiceProblem }

SerjiceProblem :: = ENUMERATED {

server-busy (1), --please wait and repeat--
server-unavailable (2), ~~=please unbind--
operation-too-complex 3).--e.g. search-criteria--

resource-limit-exceeded . '(4), --e.g. when creating a bulky object--
maximum-length-exceeded (5), -- in an abstract operation --

cannot-continue (6), --e.g.search-domain altered --
unclassified-server-érror  (7), --implementation specific--
function-set-violation (8)} --see8.4 --

A SeryiceProblem reported shall be one of the following:

70

a)
op

b)

sérver-busy: The DFR-Server is presently too busy to perform the requested
pration, but may be able to do so after a short while;

invalid-privileges: invalid privileges used in the PAC passed in the Privileges paranmeter;

already-active: the user, identified by credentials (during binding) or privileges (agsociated

viceError reports a problem related to the provision of the service, which is not due to an

abstract

server-unavailable: The DFR-Server is currently unavailable;

c) operation-too-complex: The requested abstract operation is too complex syntactically or
semantically (e.g. the search-criteria in a Search abstract operation has too many nesting levels to

be

correctly understood by the given DFR-Server);

d) resource-limit-exceeded: This can happen for example when a very large DFR-Object is to be
created or copied in the DFR-Document-Store or large List or Search abstract operations are
requested. The resource limit can be that for the overall DS, or for the requestor of the abstract
operation;
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maximum-length-exceeded: The argument provided by the DFR-User or the result prepared
by the DFR-Server exceeds the maximum length negotiated during binding;

f) cannot-continue: The DFR-Server cannot continue because of changes in the DS after the
previous result of the respective abstract operation;

g) unclassified-server-error: An error which can not be categorized in any other way. The
reason for this error is implementation specific, and out of the scope of this part of ISO/IEC 10166;

h) llunction-set-violation: The abstract operation cannot be performed due to the restrictions of
the function set (see 8.4). Which function set the DFR-Server supports is optionally reported{during
bindjng.
8.3.11 Abandon-error
An AbgndonError reports a problem occurring when attempting te‘abandon some preyiously
requestedd DFR abstract operation.
AbangonFailed :: = ABSTRACT-ERROR
HRARAMETER SET {
problem [0] AbandonProblem,
operation [1]Invokeld }
Invokleld :: = INTEGER
AbanfonProblem :: = ENUMERATED {
no-such-operation (1),
too-late (2),
dannot-abandon (3)}
An AbahdonProblem shall be onge of the following:
a) no-such-operation: The DFR abstract operation specified is not currently known to the DFR-
Server;
b) too-late: The ‘execution of the abstract operation specified has entered the phase in which it
canrjot be abandoned, or such an abandon would make no sense;
¢) ¢annet-abandon: The abstract operation specified can not be abandoned becausd of an
implenientation specific reason.

8.3.12

Abandoned

This is a report of a DFR abstract operation after it has been abandoned by an Abandon abstract
operation. It is not literally an error, but can instead be considered as a success report of the related
Abandon abstract operation. It can not occur if the related Abandon abstract operation has reported an
AbandonError.

Abandoned :: = ABSTRACT-ERROR
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8.3.13

Error Precedence

Should several error conditions occur simultaneously for the same DFR abstract operation only one of
them is reported to the requestor. The precedence of these error conditions is as follows beginning with
the most important:

SecurityError
ServiceError

NameError

AccessError
InteqServerAccessError
RefefentAccessError
ReservationError
Abandoned

Attri
Upd:
Vers|

AbandonFailed

8.4

DFR-Dq

viewpoint, it is necessary to define functional sets of this(structure. Thus, the following usag

and cor

Usage

Usage 'l

uteError
pteError
onManagementError
Function-Sets
)cument-Stores have flexible structures as indicateddn figure 2 (see 6.3). But, from the
'esponding function-sets are determined when a DS is installed:
ype 1: Flat Store Set
In this usage type, the structure of a DFR-Document Store is one group, sing
All DFR-Documents, DFR-Réferences or DFR-Search-Result-Lists in this type
Document Store are directly included in the DFR-Root-Group.
In this set, no DFR-Groups (except the DFR-Root-Group) are allowed in a DS.
'ype 2: Pre-defined Store Structure Set

In this usage type, DFR-Objects are stored according to a pre-defined structure

and "DFR-Search-Result-Lists in each DFR-Group. But, a DFR-User can not
modify or delete DFR-Groups.

In this set, no DFR-User can create or delete DFR-Groups. DFR-Groups are pred

user’s
e types

e level.
bf DFR-

bf DFR-

Groups.“A DFR-User can create, modify or delete DFR-Documents, DFR-References

create,

lefined.

Usage

ype 3: Full Set

In this usage type, DFR-Users are free to create, modify or delete any DFR-Documents

’

DFR-References, DFR-Groups or DFR-Search-Result-Lists in a DFR-Document-Store.

In this set, all DFR-Users can create, modify or delete DFR-Groups.

All DFR abstract operations applied to DFR-Documents, DFR-References and DFR-Search-Result-
Lists and the abstract operations Reserve and Abandon are available in function-sets 1, 2 and 3.

For DFR abstract operations applied to DFR-Groups :
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Read, List and Search are only available in function-sets 2 and 3;

Create, Delete, Copy, Move and Modify are only available in function-set 3.
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Section 3 : DFR Attributes

9

9.1

Attribute Definitions

Overview of Attributes

The DFR information-model and the attributes were introduced in clause 8

For the

Type together with its abstract-syntax using the ATTRIBUTE macro defined.

The corjcept of how attributes support security in DFR is described in 6.3.8.

It shou

others gre used for system purposes only.

The att

Attrib
Profile

names pppear without the "DFR” prefix. The DFR attribute mechanism is intended to accon]

differer
IPM, ar

NO1

scopg of this International Standard.

The attfibute types defined in this part.of ISO/IEC 10166 are grouped into two subsets, the DF}

Attrib

Attribute-Set and optionally the DFR-Extension-Attribute-Set.

NO

attripute sets to be used\in an application association are negotiable at association establishment time. T
Extepsion-Attribute-Set\(defined in this part of ISO/IEC 10166) is included in the definition of DFR Applicatio

(see

The atfributes defined in this part of ISO/IEC 10166 are listed in the tables below. The det

informz
providgd. However, a subset of attributes from the ODA-Document-Profile can be mapped

DfrEntryAttributes the following subclauses contain a short description of each’Af

d be noted that some attributes are used primarily for filtering and-listing purposg

ributes defined in this part of ISO/IEC 10166 are independent of the nature of thg

tribute-

s while

b stored

tion, that is no specific attributes for ODA, SGML or othler) document content standgrds are

tes (see annex A). DFR gives support to a subset of QDA attributes from the ODA Dq
[ISO 8613-4]. These attributes are considered not to be specific to DFR and therefo

t attribute sets defined in International Standards other than ODA also, for example
d EDI.

E1 The consistency between ODA-Document-Profile attributes and their corresponding DFR-Attributesis i

o DFR-
cument
re their
ymodate
SGML,

eyond the

R-Basic-

te-Set and the DFR-Extension-Attribute-Set. DFR supports mandatorily the DFR-Basic-

2 There will eventually*be different extension attribute sets, each having its own abstract syntax.

nex of ISO/IEC10166-2); its presence however is also negoltiable.

Extension
the DFR-
h Context

ails are

given in thé attribute type descriptions. Tables 3 and 5 show for the various attributes whether the
attribufe type is single-valued or multi-valued, by which entity the attribute type is managed in

different situations and whether an attribute is automatically copied in a Copy abstract operation.
Tables 4 and 6 show for the various attributes, to which DFR-Objects these attributes are assigned,
their occurrences, and their matching behavior in Search abstract operations including their

availab

74
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Table 3 - DFR-Basic-Attribute-Set (Part 1 of 2)

Single-/
. Multi. | Assigned | Modified | Detetea | o™
Attribute-type name valued by by by copied by
Copy

DFR-UPI S D . N N
DFR-Object-Class S 6] - - Y
DFR-Document-Type S 8] U - Y
DFR-Title S U U - Y
DFR-Pathname S D D . N
DFR-Parent-Identification S D D - N
DFR-Referent-Deleted S D - D Y
DFR-Membership-Criteria S U 8) U Y
DFR-Ordering S U U U Y
DFR-Resource-Limit S O (0] 0] Y
DHFR-Resource-Used S D D - Y
DFR-Number-Of-Group-Members S D D - Y
S = FINGLE VALUE, M = MULTI VALUE, D = DFR-Server, U £DFR-User, O = OWNERS, Y = YES,N =NO

75


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

76

Table 3 - DFR-Basic-Attribute-Set (Part2 of 2)

Attribute-type name

Single-/
Multi-
valued

Assigned
by

Modified
by

Deleted
by

Autom.
copied by
Copy

Version-Name

Z

DFR-Previous- Versions

-
=

F'R-Next-Versions

O|Q

FR-Version-Root

FR-External-Location

ser-Reference

ser-References-To-Other-Objects

ol Nl e

FFR-Attributes-Create-Date-And-Time

FR-Content-Create-Date-And-Time

FR-Attributes-Modify-Date-And-Time

[FR-Content-Modify-Date-And-Time

FFR-Attributes-Modified-By

FFR-Content-Modified-By

pcument-Date-And-Time

F'R-Reservation

D
D
D
U
U
D
D
DFR-Created-By
D
D
D
D
D
D
D

FR-Reserved-By

nlinlnln|lnwftrnln|lnlnlrn|Blrlrn|lnl|lR

jojc|olo|lo|g|g|oio|alala|o|g|g|la

w

DFR-Access-List

E SINGLE VALUE, M = MULTI VALUE, D = DFR-Server, U = DFR-User, O = OWNERS, Y = YES,N =NO

| Z|Z|Z2|<|2Z|Z2|Z|Z|2Z2|Z2|Z|<|<|=<|2Z|2Z}2
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Table 4: DFR-Basic-Attribute-Set (Partl of 2)

Used for IMatches in Filterl
Attribute types for
DO|GR |RE| SR | EQ | OR | SU
T ——— Y VN SV Y VN I
DFR-Object-Class M M M M M
DFR-Document-Type M (6] M
DFR-Title M M| M|M|IM M
DFR-Pathname C C C C M M
DFR-Parent-Identification M M M M
DFR-Referent-Deleted C M
DFR-Membership-Criteria 0
DFR-Ordering 0
DFR-Resource-Limit 6] O 0 0 6] 0
DFR-Resource-Used M M M| M O 0]
DFR-Number-Of-Group-Members M 0 0

DO = DFR-Document, GR = DFR-Group, RE = DFR-Reference, SR = DFR-Search-Result-List; EQ = Equality,
OR = Ordering, SU = Substring; C = Conditional;M = Mandatory, O = Optional
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Table 4 - DFR-Basic-Attribute-Set (Part2 of 2)

Ii\’[atches in Filten

Used for
Attribute types for
DO|JGR|RE| SR | EQ | OR | SU
NersionNeme 1 cl lol Tol 1ol
DFR-Previous-Versions C 0
DFR-Next-Versions C 0
DFR-Version-Root C 0 0
DFR-External-Location O 0 0 M M
User-Reference 0] 0 0 0 ¢ O
User-References-To-Other-Objects 0 (6] (6] 0 (0] (0]
DFR-Attributes-Create-Date-And-Time | M M M M M M
DFR-Content-Create-Date-And-Time C C C C M M
DFR-Created-By M M M M M
DFR-Attributes-Modify-Date-And-Time | C C C C M M
DFR-Content-Modify-Date-And-Time C C C C M M
DFR-Attributes-Modified-By C C C C M
DFR-Content-Modified-By C C C C M
Document-Date-And-Time 0 (0] M M
DFR-Reservation C C C C 0 0)
DFR-Reserved-By C C C C M
DFR-Access-List C C C C O

| |
DO =DFR-Document, GR = DFR-Group, RE = DFR-Reference, SR = DFR-Search-Result-List; EQ = Equality,
OR = Ordering, SU = Substring; C = Conditional, M = Mandatory, O = Optional
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S =SINGLE VALUE, M = MULTI VALUE, D = DFR-Server, U = DFR-User, O = OWNERS, Y = YES,N =NO

. Sl\:lt;gl:/ Assigned | Modified | Deletea | A%*°™
Attribute-Type name valued by by by copied by
Copy
Other-Titles M U U U Y
Subject S U U U Y
Document-Type S U U U Y
Document-Architecture-Class S U 8] U Y
Keywords M U U U Y
Creation-Date-And-Time S U U U Y
Purge-Date-And-Time S U U U Y
Revision-Date-And-Time S U U U Y
Organizations M U U U Y
Preparers M U U U Y
Owners M U U U Y
Authors M U U U Y
Status S U U 8f Y
User-Specific-Codes M U U U Y
Superseded-Documents M U U U Y
Number-Of-Pages S U U U Y
Languages M U U U Y
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Table 6 - DFR-Extension-Attribute-Set

Used for [Matches in Filter
Attribute-Type for
DO|GR|RE| SR | EQ | OR | SU
Other-Titles 0 0 (0] (0] M M
Subject (0] 0] 0] 0 M M
Document-Type (0] M M
Document-Architecture-Class 0 0 M M |
Keywords 0 0 0 0 M M
Creation-Date-And-Time O O 0 0 M M
Purge-Date-And-Time 0 0 0 0 M M
Revision-Date-And-Time 0 0 0 0] M M
Organizations (0] (0] M M
Preparers (0) (0] M M
Owners ) 0) M M
Authors o 0 M M
Status 0] 0 M M
User-Specific-Codes 0 (0] 0 0 M M
Superseded-Documents 0 0 M M
Number-Of-Pages 6] (0] M M
Languages (0] (0] M M
DO = DFR-Docment, GR = DFR Group, RE = DFR-Reference, SR - DFR-Search-Result-List; EQ = Equality, |
OR = Ordering; SU = Substring; C = Conditional, M = Mandatory, O = Optional
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9.2 DFR-Basic-Attribute-Set

9.2.1

DFR-UPI (DFR-Unique-Permanent-Identifier)

This attribute is used by a DFR-Server to uniquely identify a given DFR-Document, DFR-Group, DFR-
Reference, or DFR-Search-Result-List within the DFR-Document-Store. Its value cannot be

interprefed by the DFR-User. This attribute 1s associated with each DFR-Object. Unce assign
DFR-Segver, the value of each UPI will not be changed within the life of a DFR-Object. In additi
UPI value will differ from that of all DFR-Objects which once existed in the same ‘DFR

(includi

dfr-upi ATTRIBUTE

9.2.2

This att

DFR-Search-Result-List). This attribute is associated with.each DFR-Object.

dfr-o

9.2.3
This att
content,

will only

dfr-d

g all existing DFR-Objects and all deleted DFR-Objects).

WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-upi

DFR-Object-Class

ribute indicates the class of a DFR-Object (DFRDocument, DFR-Group, DFR-Refer

bject-class ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrObjectClass
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-object-class

DFR-Document-Type

ribute contains an gbjeét identifier whose value defines the representation for the do
for example ODA or SGML, in the DFR access protocol. For a DFR-Reference this af
exist if the Referent is a DFR-Document.

bcument-type/ATTRIBUTE
WITHATTRIBUTE-SYNTAX OBJECT IDENTIFIER
MATCHES FOR EQUALITY

SINGLE VALUE

bd by a
bn, this
Server

pnce or

cument
tribute

9.2.4

DFR-Title

This attribute gives the name of the DFR-Object as specified by the DFR-User.

dfr-title ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
1 = id-att-dfr-title
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9.2.5 DFR-Pathname

This attribute is a sequence of DFR-Title attribute values of the DFR-Object’s parents in descending
order beginning from the DFR-Root-Group. It is only defined in the context of a DS for which global or
local DFR-Title attribute uniqueness is enforced by the DFR-Server (see 7.1.2). For a DFR-Root-Group
this attribute by convention is an empty sequence of DFR-Titles.

dfr-pathname ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreListSyntax
SINGLE VALUE

:: = id-att-dfr-pathname

9.2.6 DFR-Parent-Identification

This aftribute identifies the DFR-Group of which this DFR-Object is a Member. Its value is pqual to
the UP[l of this DFR-Object’s parent DFR-Group. This attribute is assoéiated with each DFR-Object.
For a DFR-Root-Group it is by convention an octet string of length 0 (zéro).

dfr-parent-identification ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
SINGLE VALUE

:: = id-att-dfr-parent-identification

9.2.7 DFR-Referent-Deleted

This afftribute is assigned to a DFR-Reference and set to TRUE once the DFR-Server detects [that the
Referent is deleted. This attribute will be\deleted by the DFR-Server once the DFR-User malkes this
DFR-Rgference point to another Referent.

dfr-referent-deleted ATTRIBUTE
WITH ATTRIBUTE-SYNTAXbooleanSyntax
SINGLE VALUE
:: = id-att-dfr-referent-deleted
9.2.8 DFR-Membership-Criteria

This aftribute-is only associated with DFR-Groups. This attribute establishes constraints dn group
membdrship based on attribute values. The value of this attribute is a Filter.

dfr-membership-criteria ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Filter
SINGLE VALUE
:: = id-att-dfr-membership-criteria

9.2.9 DFR-Ordering

This attribute defines a default ordering of DFR-Group’s members in a List abstract operation. The
ordering rule is specified in 8.1.6.3. This attribute is associated only with DFR-Group objects.

dfr-ordering ATTRIBUTE

WITH ATTRIBUTE-SYNTAX OrderingRule
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SINGLE VALUE
:: = id-att-dfr-ordering

9.2.10 DFR-Resource-Limit

This attribute specifies the maximum resource to be used for a DFR-Object based upon accounting

information. The resource limit includes the space required to store content (if a Document), the DFR-
Object_']_‘rnn Gfa nr«‘R_ﬂmnp\ and any associated attributes

dfr-rgsource-limit ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

:: = id-att-dfr-resource-limit

9.2.11 DFR-Resource-Used

This atyribute contains information for accounting purposes based oen‘resources used during some
period of time, for example the actual amount used for the storage of-the DFR-Object in the I)S. The
semantifs of the integer value is implementation specific. The ‘resource used includes the space
required to store content (the DFR-Object-Tree in the case 6f a DFR-Group) and any associated
attributgs.

%4

dfr-r¢source-used ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

:: = id-att-dfr-resource-used

9.2.12 DFR-Number-Of-Group-Members
This attribute specifies the number 6 Members in a DFR-Group.

dfr-number-of-group-members ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

:: = id-att-dfr-number-of-group-members

9.2.13 Version-Name

This is f-free-form attribute intended for the DFR-User’s use and is managed by the DFR-User. It is
deﬁned%ﬁmmmmmmmﬁmversm

management as described in 6.3.6); but it can also be used for any other DFR-Document. It can also
appear in a DFR-Reference to a DFR-Document, normally as a copy of the corresponding attribute of
the Referent. In the case of an ODA-Document the value of this attribute can be taken by the DFR-
User from the "ODA Document Profile”.

version-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
:: = id-att-version-name
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9.2.14

DFR-Previous-Versions

This is a multi-valued attribute. It is defined only for DFR-Documents (see also 6.3.6). It is assigned by
the DFR-User when the document is declared a new Version (in a Create or Modify abstract
operation). It can then be modified by the DFR-Server provided that the DFR-Document has not yet
become a previous Version for some other new Version(s); after that it cannot be modified. It is updated
automatically 1f any spec1fied prevxous Verswn dlsappears (by means of a Delete or Modlfy abstract

operation ents to
which this DFR User has at least read access rlght are mcluded in the result of a DFR abstract
operati
dfr-|previous-versions ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier

MATCHES FOR EQUALITY

MULTI VALUE

= id-att-dfr-previous-versions
9.2.15 DFR-Next-Versions
This isfa multi-valued attribute. It is defined only for DFR-Documents (see also 6.3.6). It is upflated by
the DHR-Server each time a new Version is declared having this DFR-Document as its previous
Versmt (in a Create or Modify abstract operation), or when such an existing Version is discarded (by
a Delete or Modify abstract operation). The DFR-User is prohibited from modifying this gttribute
explicifly. When the value of this attribute is read‘by the DFR-User, only those DFR-Documnents to
which this DFR-User has at least read accessright are included in the result of a DFR @bstract
operation.
dfr-hext-versions ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier

MATCHES FOR EQUALITY

MULTI VALUE

= id-att-dfr-next-versions

9.2.16 DFR-Version’Root
This atfribute is defined and has the same value for all DFR-Documents which are declared Versions of

the san
is assig
some 0

he Conceptual-Document (see 6.3.6), and optionally, for DFR-References to these docur
med thefirst time by the DFR-Server when a DFR-Document is declared to be a next V¢
her DFR-Document, which has not been previously declared to be a Version. The UPI 4

of thel

ptter becomes the value of the DFR-Version-Root attribute for both the old and the new

hents. It
brsion of
ttribute

Version.

The value of the DFR-Version-Root attribute is then systematically copied by the DFR-Server into the
DFR-Version-Root attribute of each new Version of the same Conceptual-Document. The DFR-
Version-Root attribute remains valid even when the “original version”, bearing the UPI which is the
value, has been deleted.

dfr-version-root ATTRIBUTE
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WITH ATTRIBUTE-SYNTAX DfrUniquePermanentldentifier
MATCHES FOR EQUALITY
SINGLE VALUE

= id-att-dfr-version-root
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9.2.17 DFR-External-Location

This Attribute contains a user specified description of the location of an object stored outside any DFR-
Document-Store.

dfr-external-location ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-dfr-external-location

9.2.18 User-Reference

This attriibute contains an identifier for this DFR-Object. In the case of an ODA-Dd¢ument the value of
this attribute can be taken by the DFR-User from the "ODA Document Profile?:\The attributes User-
Referende and User-References-To-Other-Objects can be used to establish. user references between
DFR-Objects stored in a DFR-Document-Store. That is, the value of the attribute User-Reference is a
DFR-Usgr specific identifier for a DFR-Object; this identifier can be ‘stored in the attribute| User-
Referendes-To-Other-Objects. If later a value of the attribute UserReferences-To-Other-Objects is
used for ¢xample in a Search abstract operation, the Referent will beidentified.

user-rpference ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-user-reference

9.2.19 User-References-To-Other-Objects

This attribute contains references to other DFR-Objects. In the case of an ODA-Document the vhlue of
this attrjbute can be taken by the DFR-User from the "ODA Document Profile”. The attributeq User-
Referende and User-References-To-Other-Objects can be used to establish DFR-User references
between|DFR-Objects stored in(aDFR-Document-Store. That is, the value of the attribute| User-
Referende is a DFR-User specifi¢c identifier for a DFR-Object; this identifier can be stored [in the
attributd User-References-To;Other-Objects. If later a value of the attribute User-Referenges-To-
Other-Objects is used for-example in a Search abstract operation the Referent will be identifidd. The
attributd User-References-To-Other-Objects can contain one or many references to other objects.

user-reference-to-other-objects ATTRIBUTE
WITHATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE

= id-att-user-reference-to-other-objects

9.2.20 DFR-Attributes-Create-Date-And-Time

This attribute contains the date and time when the mandatory attributes of this DFR-Object were
stored in a DFR-Document-Store. A DFR-Server sets it to the current date and time during the Create
abstract operation.

dfr-attributes-create-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-dfr-attributes-create-date-and-time
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9.2.21 DFR-Content-Create-Date-And-Time

This attribute contains the date and time when the DFR-Content of this DFR-Object was stored in a
DFR-Document-Store. A DFR-Server will set it to the current date and time when the DFR-Content of
this DFR-Object is created.

dfr-content-create-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE

:: = id-att-dfr-content-create-date-and-time

9.2.22 DFR-Created-By

This atfribute identifies the DFR-User which created this DFR-Object; it isChot modified when the
DFR-Object is moved. It can only be read by a DFR-User having at least extended-read access right.

dfr-greated-by ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-created-by

9.2.23 DFR-Attributes-Modify-Date-And-Time

This atfribute contains the date and time when theAttributes of this DFR-Object were last modified in
a DFR{Document-Store. When a DFR-Object\ i$ created, this attribute is set to the current time.
Subseqtiently, the DFR-Server maintains_the attribute. This attribute is not updated when those
attribufes described in table 3 as being modified or deleted by the DFR-Server are modified or d¢leted.

dfr-gttributes-modify-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE

:: = id-att-dfr-attributes-modify-date-and-time

9.2.24 DFR-Content-Modify-Date-And-Time

This atfribute contains the date and time when the DFR-Content of this DFR-Object was last modified
in a DHR-Document-Store. When a DFR-Object is created, this attribute is set to the currept time.
Subseqrently, the DFR-Server maintains the attribute.

dfr-content-modify-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-dfr-content-modify-date-and-time

9.2.25 DFR-Attributes-Modified-By

This attribute identifies the DFR-User which has most recently modified the DFR-Attributes of that
DFR-Object. It can only be read by a DFR-User having at least extended-read access rights.
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dfr-attributes-modified-by ATTRIBUTE

9.2.26

WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-attributes-modified-by

DFR-Content-Modified-By

This attfibute identifies the DFR-User which has most recently modified the DFR-Content
DFR-Object. It can only be read by a DFR-User having at least extended-read access rights(

dfr-cantent-modified-by ATTRIBUTE

9.2.27

This att

WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-content-modified-by

Document-Date-And-Time

pf that

ribute specifies the date and time that the DFR-User associates with the DFR-Document or

with a DIFR-Reference. In the case of an ODA-Document thevalue of this attribute can be taker] by the
DFR-Usgr from the 7ODA Document Profile”.

document-date-and-time ATTRIBUTE

9.2.28

This att
each DF

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLF VALUE
:: = id-att-document-date-and-time

DFR-Reservation

Fibute indicates whether this DFR-Object is reserved or not. This attribute is associat
R-Object.

dfr-rgservation ATTRIBUTE

9.2.29

WITH ATTRIBUTE-SYNTAX Reservation
MATCHESFOR EQUALITY ORDERING
SINGLE VALUE
s=\id-att-dfr-reservation

bd with

DFR-Reserved-By

This attribute identifies the security subject on whose behalf the DFR-User has reserved this DFR-
Object. It is absent when the DFR-Object is not reserved. It can only be read by a DFR-User having at
least extended-read access rights.

dfr-reserved-by ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-reserved-by
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9.2.30 DFR-Access-List

This attribute identifies the security subjects allowed to access this DFR-Object specifying for each of
them their respective access rights. The complete values of the DFR-Access-List attribute are visible to
DFR-Users having at least extended-read access rights to this DFR-Object; it can be modified only by
DFR-Users having the owner access rights for this DFR-Object. A DFR-User having only read access
rights to the DFR-Object can only read its own access rights from this attribute. This attribute is part
of the DFR security mechanism that is described in 6.3.8.

dfr-hccess-list ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrAccessListElement
MATCHES FOR EQUALITY

MULTIVALUE

i1 = id-att-dfr-access-list
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9.3 DFR-Extension-Attribute-Set

9.3.1 Other-Titles

This attribute contains alternative titles for this DFR-Object. In the case of an ODA-Document the

value of this attribute can be taken by the DFR-User from the “"ODA Document Profile”.

otherttitles ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE

:: = id-att-other-titles

9.3.2 Subject

This attribute contains information to indicate the subject of a DFR-Qbject. In the case of ap ODA-
Documehpt the value of this attribute can be taken by the DFR-User frém the 7ODA Document Profile”.

subjelct ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-subject

9.3.3 Document -Type

This attribute specifies the type of documentge’g. memorandum, letter, report, resource. This attribute
specifies only an informal name; it does'not specify a relation to a particular document class
descriptfon. In the case of an ODA-Document the value of this attribute can be taken by the DFR-User

from thd ”ODA Document Profile”.

document-type ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-document-type

9.3.4 Document-Architecture-Class

This attribute’specifies the document architecture class used in the document. In the case of a
Documentthe value of this attribute can be taken by the DFR-User from the ”ODA Document P

h ODA-
ofile”.

document-architecture-class ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DocumentArchitectureClass
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
:: = id-att-document-architecture-class
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9.3.5 Keywords

This attribute specifies one or more character strings that permit logical associations to be made about
the content of a DFR-Object. In the case of an ODA-Document the value of this attribute can be taken
by the DFR-User from the ”ODA Document Profile”.

keywords ATTRIBUTE

——WHTHATTRIBUTE-S ¥YNTAX taselgnoreString Symtax
MULTI VALUE

:: = id-att-keywords

9.3.6 Creation-Date-And-Time

This atfribute specifies the date and, optionally, the time of day when the documeént was created. In the
case of an ODA-Document the value of this attribute can be taken by thé DFR-User from thp "ODA
Documgnt Profile”.

creation-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE

:: = id-att-creation-date-and-time

9.3.7 Purge-Date-And-Time

This atyribute specifies the date and, optionallysthe time of day after which the DFR-Documenit can be
purged from the DFR-Document-Store. In thecase of an ODA-Document the value of this attrihute can
be takeh by the DFR-User from the "ODA Ddcument Profile”.

purge-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX.géneralizedTimeSyntax
SINGLE VALUE

:: = id-att-purge-date-and-time

9.3.8 Revision-Date-And-Time

This atfribute specifies the date and, optionally, the time of day on which a revision of this DFR-Object
occurred. In the-ease of an ODA-Document the value of this attribute can be taken by the DFR-User
from the “ODA Document Profile”.

revision-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-revision-date-and-time

9.3.9 Organizations

This attribute identifies the originating organization(s) associated with the document. In the case of an
ODA-Document the value of this attribute can be taken by the DFR-User from the ODA Document
Profile”.
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organizations ATTRIBUTE

9.3.10

This attrj

preparat
by the DH

prepa

9.3.11
This attr|
of the dogq

User fron

owne

9.3.12

This att
preparat

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
:: = id-att-organizations

Preparers

'R-User from the ODA Document Profile”.

ers ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTIVALUE
1 = id-att-preparers

Owners

n the ”ODA Document Profile”.

s ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTI VALUE
:: = id-att-owners

Authors

on of the intellectual' content of the document. In the case of an ODA-Document the v

this attrippute can be taken by the DFR-User from the "7ODA Document Profile”.

autho|

s ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTI VALUE

-- = id-att-authors

on of the document. In the case of an ODA—Documen the value of this attribute can be| taken

ibute identifies the name(s) of the person(s) and/or organization(s) responsible for the content
ument. In the case of an ODA-Document the value/of this attribute can be taken by th¢ DFR-

ribute identifies the, name(s) of the person(s) and/or organization(s) responsible for the

hlue of

9.3.13

Status

This attribute specifies the document status, e.g. working paper, draft proposal. In the case of an ODA-
Document the value of this attribute can be taken by the DFR-User from the ODA Document Profile”.

status

ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
:: = id-att-status
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9.3.14

User-Specific-Codes

This attribute specifies additional user-specific code(s) for a DFR-Object, e.g. contract number, project
number, budget. In the case of an ODA-Document the value of this attribute can be taken by the DFR-
User from the "ODA Document Profile”.

user-specific-codes ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax

Supg

9.3.16

This at
the case
Docum

nuniber-of-pages ATTRIBUTE

9.3.17

This at
case of
Docum

MULTI VALUE
= id-att-user-specific-codes

Superseded-Documents

rseded-documents ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
= id-att-superseded-documents

Number-Of-Pages

> of an ODA-Document the value of this\attribute can be taken by the DFR-User from the
bnt Profile”.

WITH ATTRIBUTE-SYNTAX integerSyntax
MATCHES FOR EQUALITY-ORDERING
SINGLE VALUE

= id-att-number-of-pages

Languages
ribute spegifies the primary language(s) in which the content of the document is writte}

bnt’ Profile”.

fribute specifies reference(s) to document(s) superseded by the current decument. In tm-
\-Document the value of this attribute can be taken by the DFR-User from the "ODA

ribute specifies the number of pages in thespecific layout structure (if any) of the docunent. In

"ODA

h. In the

an ODA-Document the value of this attribute can be taken by the DFR-User from the ”ODA

languages ATTRIBUTE
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DFR Attribute Syntaxes

wing attribute syntaxes are used in the preceding attribute definitions.

String Attribute Syntaxes

In the syntaxes specified in this clause, the following spaces are regarded as not significant:

- leadihg spaces (1.e., those preceding the first printing character);

- trailihg spaces (i.e., those following the last printing character);

- mult

Attributd

spaces which are not significant according to these rules.

94.1.1

The Case

Case Ignore String

iple consecutive internal spaces (these are taken as equivalent to a single spacecharacte

~

).

s conforming to these syntaxes shall be stored and matched in a form‘which omits| those

Ignore String attribute syntax is intended for attributes whose~values are strings (either T.61

Strings dr Printable Strings), but where the case (upper or lower)\is not significant for comparison
purposes|(e.g. ’Dundee” and "DUNDEE” match).

caselghoreStringSyntax ATTRIBUTE-SYNTAX

For two

CharacterData -- definition see 8.1.4 --
MATCHES FOR EQUALITY SUBSTRINGS
:{= {id-dfr-att-syn 4}

btrings having this syntax to matchsfor equality, the strings shall be the same-leng

h and

corresponding characters shall be the same.gxcept for case. Two strings of the same or of different types

can be ¢

mpared. For example a Printdble String can be compared with a T.61 String: where the

corresponding characters are both innthe Printable String character set and in the T.61 String, then
comparigon proceeds as normal. Hewever if the character in T.61 String is not in the Printable

character

set then matching fails. Similar rules apply when comparing a Graphic String

Printabl¢ String, a T.61 String.or a General String.

9.4.1.2

Case Ignoré List

The Cas¢ Ignore List-attribute syntax is intended for attributes whose values are sequences of s
but where the case (upper or lower) is not significant for comparison purposes.

caselgt\oreListSyntax ATTRIBUTE-SYNTAX

Or

String
with a

Lrings,

<l L
STQUTNCTOT

CharacterData -- definition see 8.1.4 --

MATCHES FOR EQUALITY SUBSTRINGS
:: = {id-dfr-att-syn 5}

Two Case Ignore Lists match for equality if and only if the number of strings in each is the same, and
corresponding strings match. The latter matching is as for Case Ignore String attribute syntax.
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9.4.2 Miscellaneous Attribute Syntaxes

9.4.2.1 Boolean

The Boolean attribute syntax is intended for attributes whose values are boolean (i.e., represent true or

false).

booleanSyntax ATTRIBUTE-SYNTAX
BOOLEAN

MATCHES FOR EQUALITY

1 = {id-dfr-att-syn 2}

Two atfribute values of this syntax match for equality if they are both true or both false:
9.4.2.2 Integer
The Integer attribute syntax is intended for attributes the values of which are integers.

integerSyntax ATTRIBUTE-SYNTAX
INTEGER

MATCHES FOR EQUALITY ORDERING
:: = {id-dfr-att-syn 1}

Two atfribute values of this syntax match for equality.if the integers are the same. The orderi
for integers apply.

9.4.2.3 Generalized Time

The GeneralizedTime attribute syntax iglintended for attributes the values of which r
absolufle time.

genpralizedTimeSyntax ATTRIBUTE-SYNTAX
GeneralizedTime

MATCHES FOR EQUALITY ORDERING

:: = {id-dfr-att-syn 3}

Two atfribute values.of-this syntax match for equality if they represent the same time. An ear]
is considered ”less? than a later time.

9.4.2.4 Person

ng rules

epresent

ier time

The Pefsen’attribute syntax is intended for attributes whose value represent a person.

Person :: = SEQUENCE {

surname [0] IMPLICIT CharacterData OPTIONAL,
givenname [1] IMPLICIT CharacterData OPTIONAL,
initials [2] IMPLICIT CharacterData OPTIONAL,
title [3] IMPLICIT CharacterData OPTIONAL,
organization [4] IMPLICIT CharacterData OPTIONAL }
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Section 4 : DFR Realization

10 Supply of the DFR Abstract Service

This clause specifies how a DFR-Server supplies the DFR abstract service. It covers the supply of the
Create, [Delete, Copy, Move, Read, Modity, List, Search, Reserve, and Abandon ,abstract
operations (the description of the operations is in clause 8).

The supply of the DFR port abstract-services assumes that an abstract-association exists betwden the
DFR port supplier (the DFR-Server) and the DFR port consumer (the DFR-User).

The DFR-User can have more than one abstract operation outstanding, that is parallel performgnce of
the abstrjact operations can take place.

Not all error cases are described.

10.1 Rerformance of the Create abstract operation

When the DFR-Server receives a Create abstract operation from the DFR-User it perforths the
following steps:

a) checks that the DFR-User has the access rights'as required:;

b) cfeates a new DFR-Entry in the DFR-Document-Store placing the new DFR-Object fin the
appointed DFR-Group;

c¢) eptablishes the DFR-Attribute valtes for the new DFR-Object as appropriate;
d) eptablishes the value of tife DFR-Content of the new DFR-Object as appropriate;

e) returns the Create result to the DFR-User.

10.2  Herformance.of the Delete abstract operation

When the DFR:Server receives a Delete abstract operation from the DFR-User it performs the
following steps:

a) checksthatthe BFR-YsertastheaccessrightsasTequired;
b) deletes the DFR-Entry removing the DFR-Object from its parent DFR-Group;

¢) returns the Delete result to the DFR-User.

10.3  Performance of the Copy abstract operation

When the DFR-Server receives a Copy abstract operation from the DFR-User it performs the
following steps:
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a)

b)

checks that the DFR-User has the access rights as required,;

creates a new DFR-Entry in the destination DFR-Group;

c) copies the values of the DFR-Attributes and the DFR-Content of the appointed DFR-Object(s)
as appropriate;

d) updates the DFR-Attributes of the destination DFR-Object as appropriate;
e) [returns the Copy result to the DFR-User.
10.4 [Performance of the Move abstract operation
When the DFR-Server receives a Move abstract operation from the DFR-User it perfofms the
following steps:
a) |checks that the DFR-User has the access rights as required;
b) [creates a new DFR-Entry in the destination DFR-Group;
c) |changes the membership of the appointed DFR-Object from the source DFR-Group to the
destination DFR-Group;
d) |updates the DFR-Attributes of both the source-and destination as appropriate;
e) |returns the Move result to the DFR-Usex,
10.5 |Performance of the Read abstractoperation
When the DFR-Server receives a.Read abstract operation from the DFR-User it perfofms the
following steps:
a) |checks that the DFR:User has the access rights as required;
b) |returns the values of the DFR-Attribute(s) and/or the DFR-Content of the appointdd DFR-
Objlect as appropriate to the DFR-User.
10.6 [Performance of the Modify abstract operation
When the{DFR-Server receives a Modify abstract operation from the DFR-User it performs the
following steps:
a) checks that the DFR-User has the access rights as required;

b) modifies the DFR-Attribute(s) and/or the DFR-Content of the appointed DFR-Object as
appropriate;

c)

96

returns the Modify result to the DFR-User.


https://iecnorm.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

10.7 Performance of the List abstract operation

When the DFR-Server receives a List abstract operation from the DFR-User it performs the following
steps:

a) checks that the DFR-User has the access rights as required;

n o DER_A 1b AV - o 1 NDEE

St -8 a&+-H-88—-0 38— b P50 e emsers—o Re—apPpeoiittea1- v Orthe
ents of the appointed DFR-Search-Result-List as appropriate to the DFR-User.

10.8 Performance of the Search abstract operation

When tHe DFR-Server receives a Search abstract operation from the DFR-Uger it performs the
following steps:

a) dhecks that the DFR-User has the access rights as required;
b) gearches for the DFR-Objects as specified;
c) stores, if requested, the result of the search in the appointed DFR-Search-Result-List;

d) geturns the Search result to the DFR-User.

10.9 Performance of the Reserve abstract operation

When the DFR-Server receives a Reserve abstract operation from the DFR-User it performs the
following steps:

a) dhecks that the DFR-User has the access rights as required;
b) dhanges the reservation level of the appointed DFR-Object as appropriate;

¢) 1eturns the Reseryveresult to the DFR-User.

10.10 Performance'of the Abandon abstract operation

When the DFR:Server receives an Abandon abstract operation from the DFR-User it performns the

-User has the access rights as required;
b) abandons the appointed, previously invoked DFR abstract operation as appropriate;

¢) forces the abstract-error Abandoned to be returned for the abstract operation which has been
abandoned.
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11 Port Realization

This clause describes how the Document Filing and Retrieval port of the Document Filing and
Retrieval abstract service is provided.

The Document Filing and Retrieval port abstract service is realized on a one-to-one basis between abstract
operations defined in this part of ISO/AEC 10166 and the real operations in the Document Filing andRetrieval

Service Element (DFRSE) specified in ISO/IEC 10166-2.
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Annex A

(informative)

Overview of Attribute mapping

- ODA Document Profile to DFR

Document Profile

title

“

Names-ofattributesin BFR-attribut
VLI 1 ULT
sets

Other-Title

subject

Subject

document-reference

User-Reference

document-type

Document-Type

keywords

Keywords

document-date-and-time

Document-Date~And-Time

creation-date-and-time

CreationfDate-And-Time

purge-date-and-time

Purge<{Date-And-Time

revision-date-and-time

Revision-Date-And-Time

version-number

Version-Name

organizations Organizations
preparers Preparers
owners Owners
authors Authors
status Status

user-specifiescodes

User-Specific-Codes

supersedéd-documents

Superseded-Documents

references-to-other-documents

User-References-To-Other-Objects

number-of-pages

Number-Of-Pages

languages

Languages

document-architecture-class

Document-Architecture-Class
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Annex B
(normative)

Formal Assignment of Object Identifiers

All Object Identifiers that this part of ISO/IEC 10166 assigns are formally assigned in this annex using
ASN.1. The specified values are cited in the ASN.1 modules of subsequent annexes.

This apmex-tsdefimitiveforatvatuesexceptthosefor ASN-tmodutesof thispartof 1SOAES 10166.
The definitive assignments for those occur in the modules themselves.

DFRODbjeictidentifiers { iso standard 10166 part-1(1) modules (0) object-identifiers(0)}
DEFINITIDNS :: =

BEGIN
-- PROLOGUE --

-- EXPPRTS everything --

ID :: = OBJECT IDENTIFIER
id-dfr ID}: = { iso standard 10166 part-1(1)}

-- Categories --

id-mod -- modules -- ID :: £.{id-dfr 0}
id-ot --objects -- ID :&= {id-dfr 1}
id-pt -- ports -- ID:: = {id-dfr 2}
id-dfr-oc -- object classes -- ID :: = {id-dfr 3}
id-dfr-bI-att --dfr basic attributes -- D :: = {id-dfr 4}
id-dfr-ext-att -- dfr extension attributes, -- ID :: = {id-dfr 5}
id-dfr-atf-syn -- dfr attribute syntaxes--- ID:: = {id-dfr 6}
-- Modles --

id-mod-gbject-identifiers 1D :: = {id-mod 0}
id-mod-gbstract-service ID:: = {id-mod 1}
id-mod-Basic-attributes ID :: = {id-mod 2}
id-mod-¢xtension-attfibutes ID :: = {id-mod 3}

-- Objefts --

id-dfr-sefver ID:: = {id-ot 0}

id-dfr-user ID:: = {id-ot1}

-- Ports --

id-pt-dfr ID:: = {id-pt 0}

--DFR Object Classes --

id-dfr-document ID :: = {id-dfr-oc 0}

id-dfr-root-group ID :: = {id-dfr-oc 1}

id-dfr-proper-group ID :: = {id-dfr-oc 2}
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id-dfr-reference ID :: = {id-dfr-oc 3}
id-dfr-search-result-list ID :: = {id-dfr-oc4}

-- DFR-Basic-Attributes Identification --

id-dfr-basic-attributes ID:: = {id-dfr-bas-att}

-- Attribyte Types --

id-att-dfr-upi ID :: = {id-dfr-bas-att 0}
id-att-dfr-opject-class ID :: = {id-dfr-bas-att 1}
id-att-dfr-document-type ID :: = {id-dfr-bas-att 2}
id-att-dfr-title ID :: = {id-dfr-bas-att 3}

id-att-dfr-pathname ID :: = {id-dfr-bas-att 4}
id-att-dfr-parent-identification ID :: = {id-dfr-bas-att 5}
id-att-dfr-referent-deleted ID :: = {id-dfr-bas-att 6}

id-att-dfr-
id-att-dfr-
id-att-dfr-r
id-att-dfr-r

embership-criteria ID :: = {id-dfr-bas-att 7}
dering ID :: = {id-dfr-bas-att 8}
source-limit ID :: = {id-dfr-bas-att 9}
source-used ID :: = {id-dfr-bas-att 10}

id-att-dfr-qumber-of-group-members ID :: = {id-dfr-bas-att 11}
id-att-version-name ID :: = {id-dfr-bas-att 12}
id-att-dfr-grevious-versions ID :: = {id-dfr-bas-att 13}

id-att-dfr-
id-att-dfr-

xt-versions ID :: = {id-dfr-bas-att 14}
rsion-root 1D = {id-dfr-bas-att 15}

id-att-dfr-gxternal-location ID :: = {id-dfr-bas-att 16}
id-att-user{reference ID :: = {id-dfr-bas-att 17}
id-att-user{reference-to-other-objects ID :: = {id-dfr-bas-att 18}
id-att-dfr-attributes-create-date-and-time ID :: = {id-dfr-bas-att 19}

ntent-create-date-and-time ID :: = {id-dfr-bas-att 20}
eated-by ID :: = {id-dfr-bas-att 21}
tributes-modify-date-and-time ID :: = {id-dfr-bas-att 22}

id-att-dfr-dontent-modify-date-and-time ID :: = {id-dfr-bas-att 23}
id-att-dfr-attributes-modified-by. ID :: = {id-dfr-bas-att 24}
id-att-dfr-qontent-modified:-by ID :: = {id-dfr-bas-att 25}
id-att-docyment-date-and-time ID :: = {id-dfr-bas-att 26}
id-att-dfr-reservation ID :: = {id-dfr-bas-att 27}

served-by ID :: = (id-dfr-bas-att 28}
ccess:list ID :: = {id-dfr-bas-att 29}
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-- DFR-Extension-Attributes Identification --

id-dfr-extension-attributes

ID:: = {id-dfr-ext-att}

-- Attribute Types --

id-att-other-titles ID:: = {id-dfr-ext-att 0}
id-att-subjject ID :: = {id-dfr-ext-att 1}
id-att-doqument-type ID :: = {id-dfr-ext-att 2}
id-att-doqument-architecture-class ID :: = {id-dfr-ext-att 3}
id-att-keywords ID :: = {id-dfr-ext-att 4}
id-att-cregtion-date-and-time ID :: = {id-dfr-ext-att 5}
id-att-purige-date-and-time ID :: = {id-dfr-ext-att 6}
id-att-revjsion-date-and-time ID :: = {id-dfr-ext-att 7}
id-att-organizations ID :: = {id-dfr-ext-att 8}
id-att-prIarers ID :: = {id-dfr-ext-att 9}
id-att-owpers ID :: = {id-dfr-ext-att 16}
id-att-authors ID :: = {id-dfr-ext-att 11}
id-att-status ID :: = {id-dfr-ext-att-12}
id-att-usar-specific-codes ID :: = {id-dfr-ext-att 13}
id~att-suafrseded—documents ID :: = {id-dfr‘ext-att 14}
id-att-number-of-pages ID :: = {id-dfr-ext-att 15}
id-att-languages ID :: = {id;dfr-ext-att 16}
-- Attribute Syntaxes --

id-dfr-attisyn-int ID :: = {id-dfr-att-syn 1}
id-dfr-att{syn-bool ID :: = {id-dfr-att-syn 2}
id-dfr-attfsyn-gen-time ID :: = {id-dfr-att-syn 3}
id-dfr-attfsyn-case-ign ID :: = {id-dfr-att-syn 4}
id-dfr-attfsyn-case-ign-list ID :: = {id-dfr-att-syn 5}

END -- 0,

(DFR-Object-Identifiers --
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Annex C
(normative)

Formal Definition of the DFR Abstract-service

DFRAbstractService { iso standard 10166 part-1 (1) modules (0) abstract-service (1) }

DEFINITIONS IMPLICIT TAGS :: =

BEGIN

--PROLQGUE --

--EXPORTS everything --

IMPORTS

-- Abstragt Service macros --

ABSTRACT-BIND, ABSTRACT-ERROR, ABSTRACT-OPERATION, ABSTRACT-UNBIND, OBJECT, PORT

FROM

-- Object

|AbstractServiceNotation { joint-iso-ccitt mhs-motis(6) asdc(2) modules(0) notation(1)}

dentifiers --

id-dfr-document, id-dfr-root-group, id-dfr-proper-group, id-dfr-reference, id-dfr-search-result-list,
id-dfr-servgr, id-dfr-user, id-pt-dfr

FROM

DFRObjectidentifiers { iso standard 10166 part-1 (1) modules (0) object-identifiers (0)}

-- OSI Difectory --

Attribute, AttributeType, AttributeValue, AttributeValueAssertion, DistinguishedName, Filter, Filteritem
FROM|informationFramework { joint-isosccitt ds(5) modules(1) informationFramework(1) }

-- Distinguished Object Reference --

DOR, Requ

bsted-QoS-level

FROM|DOR-definition {joint-iso-ccitt dor(11) reference-definition (0)}

--Invoke

L 1d --

InvokelDType
FROM|Remote-Operations-APDUs { joint-iso-ccitt remote Operations (4) apdus (1) };
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--DFR ABSTRACT OBJECTS --

dfr-server OBJECT
PORTS { dfr-port [S]}

:: = id-dfr-server

dfr-user OBJECT
PORTS { dfr-port [C] }

CONSUMER INVOKES {

Create,
Delete,
Copy.
Move,
Read,
Modify,
List,
Search,
Reserve,
Abandon }
SUPPLIER INVOKES { }

id-pt-dfr

--SPECIFICATION OF DFR-OBJECT DATATYPES --

‘DfrObjeqtClass :: = ENUMERATED {

dfr-document (0),
dfr-root-group (1),
dfr-proper-group (2),
dfr-reference (3),

dfc-search-result-list  (4) }
DfrEntry|:: = SEQUENCE {

attributes [0] DfrEntryAttributes,
content [1] DfrObjectContent }

DfrEntryfttributes :: = SET OF Attribute

DfrObjectTontent :: = CHOICE {
document-content [0] DfrDocumentContent,
root-group-content [1] DfrGroupContent,
proper-group-content [2] DfrGroupContent,
reference-content [3] DfrReferenceContent,
search-result-list-content [4] DfrSearchResultListContent }

DfrUniquePermanentidentifier :: = OCTET STRING
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