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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide

PR PR LS PSP Ao nt nsma seansmalancs A~ ne
standardization. National bodies that are members of ISO or IEC participate in

the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual
interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

In the field of mformatlon technology, ISO and IEC have established a joint
JTC 1. Draft International Standards adopted by
the joint technical committee are cuculated to national bodies) for voting.
Publication as an International Standard requires approval by atleast J5% of the
national bodies casting a vote.
International Standard ISO/IEC 10165-4 was preparéd by Joint| Technical
Committee ISO/IEC JTC 1, Information technology,\in collaboration with the
CCITT. The identical text is published as CCITT\Récommendation X.722.
ISO/IEC 10165 consists of the following parfs; under the general title Information
technology — Open Systems Interconnection — Structure of management
information:
— Part 1: Management informatior’ model
— Part 2: Definition of management information
— Part 4: Guidelines for the definition of managed objects

— Part 5: Generic management information

— Part 6:"Requirements and guidelines for implementation conformance statement
proformas associated with management information

Annex A is for information only.
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Introduction

ISO/IEC 10165 is a multipart standard developed according to ISO 7498 and ISO/IEC 7498-4. ISO/IEC 10165 is related
to the following International Standards

— ISO/IEC 9595 : 1990, Information technology — Open Systems Interconnection — Common management

information service definition;

— ISO/IEC 9596 : 1990, Information technology — Open Systems Interconnection — Common management

information protocol,

— ISO/IEC 10040 : 1992, Information technology — Open Systems Interconnection — Systems management

overview;

OSI manjgement standardization inevitably involves coordinated work by a number of standards bodies. CQ

and ISO/

that descfibe the architecture for OSI management, the services, protocols and functions that are used

managem
ISO/IEC
that descr
manageny
view" of

This Rec|
informati
compatib|
the use of
| Interna

CCITT H
managem

CCITT R

CCITT R

— ISO/IEC 10164 : 1992, Information technology — Open Systems Interconnection — Systems n

ECJTC1 SC21/WG4 are jointly responsible for the development of Recommendations | Internations
ent, and the structure of management information. Other working groups, in CCITT, ISO/IEC J
fibe the management aspects of particular layers of the OSI Basic Reference Model; these may describ
aspects of the layer operation and are visible to systems management.

pbmmendation | International Standard provides the developers‘of managed object class definitio
e with the OSI management standards developed jointly 6y\ISO/IEC and CCITT. A beneficial si

these guidelines will be that a common approach will bé.taken to the documentation of these Recom
ional Standards, regardless of where the development.takes place.

ent, and describe the content of and relationships between OSI management standards.

hnagement.

ITT SGVII
11 Standards
for systems
T'C1 SC21,

JTC1 SC6 and elsewhere, are responsible for the development of Recommendations | Internationdl Standards

e (N)-layer

ent protocols, management aspects of (N)-layer operation, and managed Gbjects that provide a "management

hs with the

pn and documentation tools required in order to produce complete managed object class definitigns that are

e effect of
mendations

ec. X.700 | ISO/IEC 7498-4 and CCITT Rec: X.701 | ISO/IEC 10040 define the architecture for OSI

suitable
preferen

ec. X.721 | ISO/IEC 10165-2-(DMI) defines generic managed object classes and characteristics|
efinition of management information exists in DMI, it is recommended that this definition be re
to defining a new information element with the same structure.

ec. X.720 | ISO/IEC 10165-1 describes the model of management information in terms of manaTd objects.

Where a
ferenced in

CCITT Rec. X.208 | ISO/IEC" 8824 defines the notation used to express the abstract syntax of the dafa elements

associat

with managed objéct characteristics that shall be carried in systems management protocol.

iv
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INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION -

STRUCTURE OF MANAGEMENT INFORMATION :
GUIDELINES FOR THE DEFINITION OF MANAGED OBJECTS

1 Scope

This Recdmmendation | International Standard provides developers of Recommendations and International Stgndards that

contain mjanaged object definitions with guidance that will

R)

b)

C)

To this end, this Recommendation | International Standard specifies

)

b)

)

encourage consistency between managed object definitions;

ensure the development of such definitions in a manner“compatible with the OSI nhanagement

Recommendations and International Standards;

reduce duplication of effort in other working groups by identifying commonly useful dog
layouts, procedures and definitions.

the relationships between the relevant OSI'management Recommendations and International St

umentation

Indards and

the definition of managed object classes, and how those Recommendations and International Standards

should be used by managed object\class definitions;

the appropriate methods to be adopted for the definition of managed object classes and theiy
notifications, actions and behaviour, including

1) a summary of aspects that shall be addressed in the definition;
2) the notatidénal tools that are recommended to be used in the definition;

3) consistency guidelines that the definition may follow.

attributes,

the' relationship of managed object class definitions to management protocol, and what protgcol-related

definitions are required;

d) the recommended documentation structure for managed object class definitions.

This Recommendation | International Standard is applicable to the development of any Recommendation | International
Standard which defines

a)
b)

management information which is to be transferred or manipulated by means of OSI management protocol;

the managed objects to which that information relates.

CCITT Rec. X.722 (1992 E)
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This Recommendation | International Standard does not specify or imply

a) any constraints on the development of managed object class definitions in terms of their functionality, the
Recommendations | International Standards to which they relate, or the uses to which they are put in a
particular management environment;

b) guidelines for the definition of resources; it provides guidelines only for the definition of the managed
objects which provide the management view of resources.

2 Normative references

The following CCITT Recommendations and International Standards contain provisions which, through reference in this
text, constitute provisions of this Recommendation | International Standard. At the time of publication, the editions
indicated were valid. All Recommendations and International Standards are subject to revision, and parties to agreements

;ng the most

based (::ithjs Recommendation | International Standard are encouraged to investigate the possibility of applyi

recent edjtion of the Recommendations and International Standards indicated below. Members of IEC and I§O maintain
registers pf currently valid International Standards. The CCITT Secretariat maintains a list of the currently vhlid CCITT
Recommendations.

2.1 Identical CCITT Recommendations | International Standards

2.2 Paired CCITT Recommendations | International Standards equivalent in technical ¢

CCITT Recommendation X.660" | ISO/IEC 9834-1%, Information, technology — Opgn Systems
Interconnection — Procedures for the operation of OSI registration authorities — Part |I: General

procedures.

CCITT Recommendation X.701 (1992) | ISO/IEC 10040 : 1992, Information technology — Open Systems

Interconnection — Systems management overview.

CCITT Recommendation X.720 (1992) | ISO/IEC 10165-1 : 1992, Information technology — Open

Systems Interconnection — Structure of management information : Management information

model.

CCITT Recommendation X.721 (1992) {\ISO/IEC 10165-2 : 1992, Information technology — Open
Systems Interconnection — Structure of management information : Definition of management igformation.

CCITT Recommendation X.732~(1992) | ISO/IEC 10164-3 : 1992, Information technology — Open

Systems Interconnection — Systéms management : Attributes for representing relationships.

CCITT Recommendation*X.733 (1992) | ISO/IEC 10164-4 : 1992, Information technology — Open

Systems Interconnection’ — Systems management : Alarm reporting function.

ontent

CCITT. Recommendation X.200 (1988), Reference Model of Open Systems Interconnection|for CCITT

Applications.

ISO 7498 : 1984, Information processing systems — Open Systems Interconnection — Basi¢ Reference

Model.

CCITT Recommendation X.208 (1988), Specification of abstract syntax notation one (ASN.1).

ISO/IEC 8824 : 1990, Information technology — Open Systems Interconnection — Specification
Syntax Notation One (ASN.1).

CCITT Recommendation X.501 (1989), The Directory — Models.

D Presently at state of draft Recommendation.

2 To be published.

2 CCITT Rec. X.722 (1992 E)
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ISO/IEC 9594-2 : 1990, Information technology — Open Systems Interconnection — The Directory — Part
2: Models.

CCITT Recommendation X.650 (1992), Naming and Addressing for Open Systems Interconnection (OSI)
for CCITT Applications.

ISO 7498-3 : 1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 3: Naming and Addressing.

CCITT Recommendation X.700°, Management Framework Definition for Open Systems Interconnection
(OSI) for CCITT Applications.

ISO/IEC 7498-4 : 1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework.

3 Definitions
For the pyirposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic reference model definitions

CCITT Recommendation X.710 (1991), Common Management Information Service Definition|for CCITT

Applications.
r o o

ISO/IEC 9595 : 1990, Information technology — Open Systems Interconnection_<~Common mjanagement
information service definition.

CCITT Recommendation X.711 (1991), Common Management Information Protocol Specification for
CCITT Applications.

ISO/IEC 9596-1 : 1991, Information technology — Open Systems.Interconnection — Common mjanagement
information protocol — Part 1: Specification.

This Recqmmendation | International Standard makes use of the following terms defined in CCITT Rec. X|200 | ISO

7498:
h)  (N)-connection;
b)  (N)-entity;
t)  (N)-layer;
1) (N)-service-acéess-point;
3 open system;
f) systems.management.
3.2 Naming-and addressing definitions

This Recqmunendation | International Standard makes use of the following term defined in CCITT Rec. X {650 | ISO

7498-3:

(N)-selector

33 Management framework definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.700 |
ISO/IEC 7498-4:

a)
b)

managed object;
(N)-layer operation.

D Presently at state of draft Recommendation.

CCITT Rec. X.722 (1992 E) 3
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34 Systems management overview definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.701 |
ISO/IEC 10040:

a) agent;

b) generic definitions;

c¢) managed object class;

d) management information;

€) manager;

f) (N)-layer management protocol;

g) notification;

h) notification type;

1) (systems management) operation;

J)  systems management (application) protocol.

w
wn

This Re¢ommendation | International Standard makes use of the following terms defined-if)) CCITT Ree. X.720 |
ISO/IEC| 10165-1:

a) action;

b) actual class;

c) attribute group;

d) attribute identifier;

e) attribute type;

f) attribute value set;

g) behaviour;

h) characteristic;

1) conditional package;
j) containment;

k) inheritance;

1) inheritance hierarchy;
m) initial value managed object;
n) instantiation;

o) mandatory package;
p) multiple inheritance;
q) name binding;

r) package;

s) parameter;

t) permitted valde set;
u) relative distinguished name;
v) requiredivalue set;
w) specialization;

x) subclass;

y), (subordinate object;
z){ssuperclass;

aa) superior object.

3.6 CMIS definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.710 |
ISO/IEC 9595:

a) attribute;
b) Common Management Information Services.

3.7 ASN.1 definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.208 |
ISO/IEC 8824:

4 CCITT Rec. X.722 (1992 E)
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a) object identifier;

b) sequence type;
¢) sequence-of type;

d) set type;

e) set-of type;
f) subtype;

g) type;

h) type reference name;
i)  value reference name.

Additional definitions

managed object class definition: A set of attribute, operation, notification and behaviour definitions to which
a managed object class name has been allocated, documented by the use of a managed object class template
d one or more other templates, of the types defined in this Recommendation | International Standard, which
re directly or indirectly referenced by the managed object class template. The definition of a fnangged object
lass includes all elements of definition inherited from the superclass(es) of the managed object clpss and all
lements of definition that constitute specialization(s) of the superclass(es).

emplate: A standard format for the documentation of name bindings, and managed’object class fefinitions
d their components, such as packages, parameters, attributes, attribute groups; behaviour definitiops, actions
r notifications.

irectory object class: An object class, as defined in CCITT Rec. X=501 | ISO/IEC 9594-2.

bbreviations

SN.1 Abstract Syntax Notation One

MIP Common Management Information Protocol
MIS Common Management Information Services
MI Definition of Management Information
VMO Initial Value Managed Object

OCS Managed Object Conformance Statement
N)-SAP (N)-service-access-point

SI Open Systems Interconnection

DU Protocol Data Unit

AP Service Access Point

DU Service Data Unit

MI Structure of Management Information

N  Relative Distinguished Name

onventions

Distinctiveg typefaces are used throughout this Recommendation | International Standard where the text makes use of

ASN.1 notation/or the notational tools defined in clause 8.

No externally defined conventions are used in this Recommendation | International Standard.

6

6.1

Global issues

Relationship integrity

When defining managed object classes, it is important to consider situations where there are consistency requirements
that will apply to instances of those classes, for example, situations where the behaviour of a managed object is
constrained by rules that depend not only upon its own state but also upon the state of other managed objects in the
system. Any such constraints must be expressed as behaviour associated with the managed object classes concerned.

CCITT Rec. X.722 (1992 E) 5
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A particular case where the definitions associated with the instantiation of a managed object shall explicitly define
consistency rules is that of the Delete operation; for this operation, such consistency rules are specified in name
binding(s) associated with the managed object class. The effect of a Delete operation shall be defined in such a way that
it is clear under what circumstances deletion is permitted, and what the consequences of deletion are. In particular, the

name binding shall specify whether deletion of an instance of the class is permitted when contained managed objects still
exist, and what rules annlv in cases where other (non-containment) relationshins exist between the manaoed obiect hmng

hat rules apply in cases where other (non-containment) relationships exist between the managed object be
deleted and other managed objects, such as those that may exist as a consequence of the presence of relationship
attributes as defined in CCITT Rec. X.732 | ISO/IEC 10164-3. The consistency rules that are applied for deletion shall
be such that the deiete operation cannot resuit in inconsistent relationships. As these consistency ruies are specified as
part of a name binding, the rules that apply to the deletion of a given managed object are established at the time that the
managed object is instantiated.

6.2 Inherited characteristics

object class
inheritance

AnEzam st ~on
€ GCIiiitlioNn

part of the

The prodess of inheritance results in the inclusion of all characteristics of the superclass(es) of a managed
in the aged object class definition. This rule is applied recursively, terminating at the apex of-the

af olhiadag all Ao tha ~fF UL
hierarch » K1 known as tuy Ag 5nvu ..uumsed Owau class therefore includes all characteristics that are Pau Or1 U]

lus all characteristics that are added in the process of defining any subclasses of top |that form
object class’s inheritance hierarchy.

of top,
managed

6.3 Optionality

In genergl, the provision of options in managed object class definitions is discouragéd, on the grounds that 1
becomes|more difficult as the number of options increases.
managed|object class definition may include conditional packages which are present in an instance of the

class if the specified condition applies. It is the intention that the conditions applied to these packages sho

terworking

As stated in CCITT Rec. X.720 | ISO/IEC 10165-1, the

aged object
1d relate to

standardized features of the resource to which the managed object class-applies, or to optional management functions

supportedl by the management system.

6.4 Registration

ess of defining managed object classes requirés_the assignment of globally unique identifiers, known as object

, to various aspects of the managed object.class, such as the managed object class name, attributg types, etc.
°ts and their
f a managed
registration

The proc|
identifie
The valugs of these identifiers are used in managemeént protocols to uniquely identify aspects of managed objex
associatefl attributes, operations and notifications: It is therefore a necessary precursor to the development o
object class definition that the standards body-or organization concerned should identify or establish a suitable
mechanigm that is capable of issuing object identifier values for its use. CCITT Rec. X.208 | ISO/IEC 88P4 specifies
the structure of the object identifier and the values of the initial arcs; further information on the estabjishment of
registratibn mechanisms and registration authorities may be found in CCITT Rec. X.660 |ISO/IEC 9834-].

item of management information has been assigned an object identifier value, it is a requirem¢nt that any
of the definition ‘of that item shall not alter the semantics of the information. In practice, this|means that
changes to registered management information definitions are permissible, but the definitions ghall not be
in ways that'would be visible in protocol.

Once an
revision
editorial
changed

All objedt identifier values registered in systems management Recommendations | International Standards
under th¢ are

Te allocated

{joint-iso-ccitt ms(9)}

The allocation of arcs below {joint-iso-ccitt ms(9)} is defined by this Recommendation | International Standard. The arcs
below {joint-iso-ccitt ms(9)} are allocated on a per-Systems-Management-standard basis, as shown in Table 1.

6 CCITT Rec. X.722 (1992 E)
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Table 1 — Allocation of arcs below {joint-iso-ccitt ms(9)}

Arc Standard

smo(0) Systems management overview, CCITT Rec. X.701 | ISO/IEC 10040

cmip(1) Common management information protocol, CCITT Rec. X.711 | ISO/IEC
9596-1

function(2) Systems management functions, CCITT Rec. X.7NN | ISO/IEC 10164-X,
where X is the part number of the standard in the ISO/IEC numbering
scheme, and X.7NN is the corresponding CCITT Recommendation number.

smi(3) Structure of management information, CCITT Rec. X.72N | ISO/IEC
10165-X, where X is the part number of the standard in the ISO/IEC
numbering scheme, and X.72N is the corresponding CCITT
Recommendation number.

The allocation of arcs below this level is defined in 6.4.1 to 6.4.5. Further arcs required by existing-or futu
management standards will be allocated, as required, by means of amendments to this Recommeéndation | Infernational

Standard.

OTE — The scheme for the allocation of object identifier values described in this clause and its sub-clauses 3pplies only
to the allocdtion of object identifier values in the systems management standards developed jointly’by ISO/IEC JTC1 SC2[l/WG4 and
CCITT SGYII. It is necessary for other standards bodies or organizations that require to allocate object identifier values i the course
of the development of management standards to establish their own allocation schemes'under an appropriate registratiop authority.
The structure adopted by the systems management standards activity may serve as a usefulexample of how a suitable allocal
may be cstjblished, but the final choice of allocation scheme is the responsibility of.the organization concerned. In order

ability of object identifier values, it is recommended that the namme and number form for the representatid
identifier v4lues, as defined in CCITT Rec. X.208 | ISO/IEC 8824, be used wherever possible.

human rea

6.4.1  Object identifier allocation for systems management-overview

only.

Below {joint-iso-ccitt ms(9) smo(0)}, the following.arcs are allocated for the registration of application contex{s, abstract
syntaxes ahd ASN.1 module identifiers, as shown in Table 2.

NOTE — The systems management overview is respofisible for the allocation ofthese arcs; they are included for

Table 2 — ‘Adlocation of arcs below {joint-iso-ccitt ms(9) smo(0)}

Ard

Purpose

applicationContext(0)

Allocation of application context identifiers

negjvtiationAbstractSyntax(l)

Allocation of version identifiers to the negotiation abstract syntax

asnlModules(2)

Allocation of ASN.1 module identifiers

Below {joint-iso-ccitt ms(9) smo(0) applicationContext(0)} further arcs are allocated, as specified by CCITT Rec. X.701

| ISO/IEC 10040, for the registration of particular application context identifiers, as shown in Table 3.

Table 3 — Allocation of arcs below {joint-iso-ccitt ms(9) smo(0) applicationContext(0)}

Arc

Purpose

systems-management(2)

Identifier of the Systems management application context

CCITT Rec. X.722 (1992 E)
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ion scheme
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Below {joint-iso-ccitt ms(9) smo(0) negotiationAbstractSyntax(1)} further arcs are allocated, as specified by CCITT Rec.
X.701 | ISO/IEC 10040, for the registration of particular versions of the negotiation abstract syntax, as shown in Table
4,

Table 4 — Allocation of arcs below {joint-iso-ccitt ms(9) smo(0) negotiationAbstractSyntax(1)}

Arc Purpose

versionl(1) Identifies version 1 of the negotiation abstract syntax

Below {joint-iso-ccitt ms(9) smo(0) asn1Modules(2)} further arcs are allocated, as specified by CCITT Rec. X.701 |

ISO/IEC16646;fortheTegistratiomof particutar ASN-mmodutetdentifrers;asstowm i Tabte 5

Table 5 — Allocation of arcs below {joint-iso-ccitt ms(9) smo(0) asn1Modules(2)}

Alrc Purpose

negotiationDefinitions(0) Allocation of version identifiers to the ASN.1 module that contains thg
definitions associated with the negotiation abstract syntax

Below {joint-iso-ccitt ms(9) smo(0) asn1Modules(2) negotiationDefinitions(0)} ‘further arcs are allocated, as gpecified by
CCITT Rec. X.701 | ISO/IEC 10040, for the registration of particular vérsions of the ASN.1 module, as shgwn in Table
6.

Table 6 — Allocation of arcs below {joint-iso-ccitt-ms(9) smo(0) asn1Modules(2) negotiationDefinitions(0)}

Arc Purpose

vlrsionl(l) Identifies Version 1 of the ASN.1 module that contains the definitions
associated with the negotiation abstract syntax

6.4.2 | Object identifier allocation for CMIP
NOTE — CMIP is-responsible for the allocation of these arcs; they are included for information only. CMIP version 1
is obsoletg and has been superseded by version 2. Version 1 was documented in ISO/IEC 9596, for which there is no cprresponding
CCITT Recommendatiof;
Below {joint-iso-ccitt ms(9) cmip(1)}, arcs are allocated for each version of CMIP, as described in 6.4.2.1 4nd 6.4.2.2.

6.4.2.1 | CMIP version 1

Below {joint-iso-ccitt ms(9) cmip(1)}, arcs are allocated for version 1 of CMIP, as shown in Table 7.

Table 7 — Allocation of arcs below {joint-iso-ccitt ms(9) cmip(1)} for CMIP version 1

Arc Purpose

versionl(1) Allocation of object identifiers for CMIP version 1

Below {joint-iso-ccitt ms(9) cmip(1) versionl(1)}, arcs are allocated for the purposes described in ISO/IEC 9596, as shown
in Table 8.

8 CCITT Rec. X.722 (1992 E)
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Table 8 — Allocation of arcs below {joint-iso-ccitt ms(9) cmip(1) versionl(1)}

Arc

aAssociateUserInfo(1)

aAbortUserInfo(2)

protocol(3)

abstractSyntax(4)

6.4.2.2 CMIP version 2

Below {joilxt—iso—ccitt ms(9) cmip(1)}, arcs are allocated for version 2 of CMIP, as shown in Table 9.

Table 9 — Allocation of arcs below {joint-iso-ccitt ms(9) cmip(1)} for CMIP version 2

Ard Purpose
modules(0) Allocation of object identifiers for CMIP ASN,1.modules
cmiL-pci(l) Allocation of object identifiers for CMIP protocol control information

Below {joint-iso-ccitt ms(9) cmip(1) modules(0)}, arcs are allocated for the purposes described in CCITT Red. X.711 |
ISO/IEC 9596-1, as shown in Table 10.

Table 10 — Allocation of arcs below {joint-iso-ccitt ms(9) cmip(1) modules(0)}

Arc

aAssociateUserInfo(1)

aAbortUserInfo(2)

protocol(3)

Below {joint-iso-ccitt ms(9) émip(1) cmip-pci(1)}, arcs are allocated for the purposes described in CCITT Red. X.711 |
ISO/IEC 9596-1, as shown.in Table 11.

Table 11 — Allocation of arcs below {joint-iso-ccitt ms(9) cmip(l) cmip-pci(1)}

Arc

reserved1(1)

reserved2(2)

reserved3(3)

abstractSyntax(4)

CCITT Rec. X.722 (1992 E) 9
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6.4.3  Object identifier allocation for function standards

Below {joint-iso-ccitt ms(9) function(2)}, arcs are allocated to identify each function Recommendation | International
Standard as shown in Table 12.

Table 12 — Allocation of arcs below {joint-iso-ccitt ms(9) function(2)}

Arc Standard

partX(X) CCITT Rec. X.7NN | ISO/IEC 10164-X

where X is the part number of the Systems Management Function in the
ISO/IEC numbering scheme, and X.7NN is the corresponding CCITT
Recommendation number.

Below {joint-iso-ccitt ms(9) function(2) partX(X)}, arcs are allocated as shown in Table 13.

Table 13 — Allocation of arcs below {joint-iso-ccitt ms(9) function(2) partX(X)}

Arp Purpose

stapdardSpecificExtension(0) Standard-specific extensions to the-allocation scheme
fm*:tionalUnitPackage(l) Allocation of functional unit package identifiers
aanlModule(Z) Allocation of ASN.1 module identifiers
mal‘lagedObjectClassG) Allocation of managediobject class identifiers
patlkage(‘l) Allocation of package identifiers

pallameter(S) Allocation*of parameter identifiers
nalLeBinding(6) Allocation of name binding identifiers
attribute(7) Allocation of attribute identifiers
attributeGroup(8) Allocation of attribute group identifiers
actjon(9) Allocation of action types

notlﬁcation(l()) Allocation of notification types

Within each function’Recommendation | International Standard, further arcs may be allocated below this level (e.g., to
allocate particular attribute identifiers), as required by the function Recommendation | International Standard.

6.4.4 | Objeect identifier allocation for SMI standards

Below {joint-iso-ccitt ms(9) smi(3)}, arcs are allocated to identify each SMI Recommendation | International Standard as
shown in Table 14.

Table 14 — Allocation of arcs below {joint-iso-ccitt ms(9) smi(3)}

Arc Standard

partX(X) CCITT Rec. X.72N | ISO/IEC 10165-X
where X is the part number of the standard in the ISO/IEC numbering
scheme, and X.72N is the corresponding CCITT Recommendation number.
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Below {joint-iso-ccitt ms(9) smi(3) partX(X)}, arcs are allocated as shown in Table 15.

Table 15 — Allocation of arcs below {joint-iso-ccitt ms(9) smi(3) partX(X)}

1992 (E)

Arc Purpose

standardSpecificExtension(0) Standard-specific extensions to the allocation scheme
asnlModule(2) Allocation of ASN.1 module identifiers
managedObjectClass(3) Allocation of managed object class identifiers
package(4) Allocation of package identifiers
parameter(S) Allocation of parameter 1dentifiers
nam4Binding(6) Allocation of name binding identifiers
attrillute(7) Allocation of attribute identifiers
attril{uteGroup(S) Allocation of attribute group identifiers
actiol(9) Allocation of action types

notification(10) Allocation of notification types

Within eadh Recommendation | International Standard, further arcs may be allocated below this level (e.g., fo allocate

particular attribute identifiers), as required by that Recommendation |, Intérnational Standard.
6.4.5  Object identifier allocation for actual class

The object identifier value

{lioint-iso-ccitt ms(9) smi(3) part4(4) managedObjectClass(3) actualClass(42)}

is allocated by this Recommendation | International\Standard to convey the semantics of actual class as defined
Rec. X.72p | ISO/IEC 10165-1. When used-to specify the base managed object class in a CMIS operati

in CCITT
bn service

request, thiis object identifier value indicates that the recipient of the systems management operation shall refpond as a

member of its actual class.

6.5 Conformance

CCITT Rep. X.701 | ISO/IEC-10040 specifies general conformance related requirements for management information

standards.

6.6 Complexity of managed object definitions

Through the{modelling process, complexity in the managed object definitions should be minimized. In
manageme ne 10D hould be nom e nnle o o 1 H he OSI enti :

operations—s Lid e ore-comple nan-the orresponding-nropertie a

6.7 Managed object creation and deletion

Creation and deletion of managed object instances may occur in the following ways:

— managed objects may be created and deleted by management protocol interactions. Create and delete

operations are defined for this purpose, with associated semantics;

— managed objects may be created and deleted as a result of the operation of the resource to which they

relate, typically a protocol machine. Create and delete operations would not be defined in this
example is the representation for management purposes of connections;

CCITT Rec. X.722 (1992 E)
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managed objects may be created and deleted by other means. Create and Delete operations are not defined
for them. An example is a managed object which is always created automatically when a piece of
equipment is initialized, and which cannot be deleted through management.

The choice among these three methods for managed object creation may differ from the choice for managed object
deletion.

In some cases, there may be only one means by which a managed object of a particular class may be created or deleted;
in other cases, there may be the possibility to create or delete managed objects of a particular class by means of more
than one of these mechanisms.

6.7.1 Initial value managed objects

When a managed object is created, it may be desirable to provide the capability to allocate default values to be used on

creation |[which are themselves subject to modification by management operation.
ion of an Initial Value Managed Object (IVMO), whose attributes are modifiable by managéme

This may be achljtved by the

operation,
of another

hitial values

of corregponding attributes in the new managed object. The managed object class definition) may specify how the IVMO
is select¢d. The specification of the IVMO shall define the circumstances in which-it provides the initial yalues, how
it provides the initial values, and to which attributes the initial values it provides are“applicable.

When
created y
objects o

gement operations are used to modify the attributes of an IVMO,.attributes of managed object:
sing that IVMO are not affected. Similarly, management operations performed upon the attributes
reated using an IVMO do not affect the attributes of the IVMQ.

, previously
of managed

6.7.2 Sources of initial attribute values
defined in

Initial atfribute values for managed objects, used at creation:time, are obtained from a number of sources, af
stent with an

CCITT Rec. X.720 | ISO/IEC 10165-1. When an attribute represents a specific value that must be consi
underlying resource, this value forms the mandatory, initial value used at creation time.

7 General principles for managed object definition

to promote

The ge::rral principles described here are intended for the guidance of managed object definers, and
fo apply the

consistejcy between managed object-definitions; for this reason, managed object definers are encouraged
guidancd offered wherever it is applicable.

7.1 Commonality

Managed object definers should strive to identify and use as a basis

common managed object classes, defined in CCITT Recommendations | International Standards;

<{common managed object classes and other properties as defined in CCITT Rec. X.721 | ISO/lIEC 10165-

Z.

Managed object definers should also strive to consider and re-use definitions originating in other groups in order to
increase commonality of definitions. This objective may be met by development of models of things to be managed that
are common to a number of groups of managed object definers.

7.2 What to manage

The definition of managed object classes and their components should fulfil clearly justified requirements related to
particular management objectives. Such requirements are likely to include the management of peer protocol aspects of
the operation of a layer or sub-layer and perceived problems not specifically reported by the underlying service provider

across the service boundary (e.g., Quality Of Service provided by underlying service not meeting acceptable levels).
It is important to retain justification for each management objective during the development of the management
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information definitions. Comments should be used to explain how each component of a management information
definition, (e.g., managed object classes, attributes, operations, notifications, etc.) relates to this justification.

Things of interest to management should be recorded via the managed objects that represent the resources where the
things happen. That is, if a managed object has been defined representing a particular resource (for example, a
connection), then information concerning that resource should be reflected through the corresponding managed object(s)
and not elsewhere.

7.3 Structuring
A number of techniques are available for representing structure in managed objects, to reflect groupings of data or

functionality. Each of these techniques has advantages and disadvantages; the choice of the most appropriate technique(s)
for a particular specification requirement depends on a number of criteria, as described below.

The structfiring techniques described in CCITT Rec. X.720 | ISO/IEC 10165-1 include
- attribute groups;

- subclasses (specialization);

- multiple inheritance;

- contained managed objects;

- packages.

Groupingg of attributes, operations and notifications may be defined which are present or absent based on a standardized
condition, |such as the choice of particular options in a base standard.~Such groupings of functionality are either present
or absent|as a whole. Groupings of functionality may arise{as“a consequence of option selection in| the layer
Recommendation | International Standard for the resource (e. g, provision of Transport Class 4), leading to|additional
management requirements or capability, or as a consequence’of support for a defined management function (e.g.,

accounting). These groupings of functionality are defined using the conditional package techniques provigled by the
managed gbject class template.

One impoftant criterion in the choice of structuring-techniques is the static or dynamic presence of the grouping. If the
presence of the grouping is fixed at specification time, then the use of attribute groups, subclasses, multiple iftheritance,
or contain¢d managed objects may be appropriate. If the presence is fixed at implementation, installation or infstantiation
time, then| the use of contained managed:objects or conditional packages may be appropriate. If the presgnce of the
grouping dan change through the life of the containing/encapsulating managed objects, then the use of containefd managed
objects thqt are dynamically created and deleted may be appropriate.

Another cfiterion is whether there are multiple instances of the grouping within the managed object. Where] this is the
case, the uise of contained\managed objects is appropriate; otherwise, any of the five structuring techniques may be

Managed object classes that are never instantiated may be defined to provide a common base from which to specialize
subclasses; for example, a generic virtual circuit managed object class may be defined, of which permanent and switched
virtual circuits could be subclasses.

In some cases, particularly where subclasses are defined in order to revise a standard, there may be superclasses of which
instances may be created.

CCITT Rec. X.722 (1992 E) 13
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7.4.2  Unrestricted superclasses

The rules for inheritance limit the ways in which the required value sets and permitted value sets of attributes of a
managed object class can be modified when defining a subclass of that class. In the same way, the rules limit the ability
to add parameters to actions and notifications. These limitations ensure that the subclass is compatible with the
superclass.

For this reason, when defining a managed object class that is expected to be a superclass of subsequent managed object
classes, it is useful to make provision for these kinds of extension. Although not all extensions can be anticipated and
provided for, the following techniques allow for a wide variety of extensions while maintaining compatibility:

— define the syntax (type) of each attribute to include all values which might reasonably fit within the
semantics of the attribute, even if some of those values are not immediately required or desired;

— provide extension capabilities in each action and notification definition;

— define an "unrestricted superclass” that includes these elements, without further restrictions,| as the basis
for defining more restricted subclasses. For attributes, this means an empty required valpe set and a
permitted value set equal to the attribute syntax;

— define specific subclasses of this unrestricted superclass, which place the required restrictions dn attributes,
actions and notifications.

The managed object definer may choose to provide extension capabilities in-only some of the attributes,| actions and
notificatjons of an unrestricted superclass.

7.5 Attributes
7.5.1 Attribute value sets

In some [cases, options in the base Recommendation | International Standard permit the value set of an attribute to vary
in accorflance with implementation choices. A typical-example of this would be where the base Recomfnendation |
Internatipnal Standard permits a wide range of packet 'sizes, but a conformant implementation of the Recommendation
| Interndtional Standard may support a more limited range. Where this situation exists, the attribute behaviopir definition
shall identify what the possibilities are.

It may b necessary to define null values.as permitted values in the value set of an attribute, or, in the case of attributes
of an IVMO, it may be necessary to.define attribute values to which particular semantics are attached, sugh as "create
managed object with null as the value of the corresponding attribute” or "ignore this attribute as a source [of an initial
value". |Techniques for defining such values include defining the abstract syntax as a choice type, wher¢ one choice
defines the normal value set of ‘the attribute and other choices define values to which particular semantics are attached.

Definitign of the permitted value set of an attribute may be achieved in a number of ways, including
— defining the attribute value set statically, as part of the definition of the managed object class;

</ ,defining a second attribute, whose value indicates the value set that the attribute may contain.

The former technique minimizes the number of attribute definitions associated with a managed object class; however,
if a number of variants of the attribute are required, the latter technique avoids the necessity to define multiple subclasses
to handle each possible value set variant.

7.5.2  Attribute types

Structured attributes, where the sequence type, sequence-of type or set type is used as the base type in attribute syntax
definition, should only be used where it is not required to individually modify elements of the attribute, as these ASN. 1
types correspond to single-valued attribute types. Where it is necessary to address a number of attributes together while
maintaining the ability to manipulate each one individually, attribute groups may be defined, and if needed, action and
behaviour definitions may be used to clarify any dependence between group members.
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NOTE — This does not imply that there is a behaviour specification specific to the attribute group itself that does not also
apply to the attributes when treated individually.

7.6 Attribute value relationships

The value of an attribute may be constrained according to some function of other attribute values. All relationships of
this nature shall be identified.

Where an attribute value is constrained by other attributes in the same managed object, a synchronization requirement
may exist for a single management operation, where failure to change the value of one or more of the related attributes
would result in the related attributes having illegal values. If such a requirement exists, it shall be documented as part
of the behaviour definition of the managed object class.

Where an attribute value is constrained by other attributes in different managed objects, if a synchronization requirement
also exists/ it shall be documented in behaviour associated with the managed object class. In this case, and where the
managed opjects are all in the same managed system and a single management operation can modify thecattributes, the
requirement is enforced by the use of the atomic cross-object synchronization capability of CMIS.

The genergl problem of synchronization across multiple management operations, across different-attributes i different
managed objects or across multiple managed systems cannot be enforced by means of current systems agement
protocol alpne.

7.7 odelling of SAPs

There is a|general requirement to represent, as part of the managed object(structure associated with the lpyers, the
relationship between (N)-entities, (N)-selectors and (N +1)-entities. A number of possible solutions exist, for example

+ model the relationship as information contained in managed objects of the (N + 1)-layer;
+ model the relationship as information contained in.managed objects of the (N)-layer;

+ model the relationship as information contained in managed objects that do not belong to either layer, i.e.,
managed objects that are common to all, layers.

The practi¢e recommended by this Recommendation | International Standard is that the second approach should be
adopted. Specifically, (N)-SAPs should be represented by individual managed objects, which would have adfiress (and
other) infofmation as attributes, together with relationship attributes pointing to the (N)- and (N + 1)-entity managed
objects asspciated with the (N)-SAPs. In.order to enforce the consistency requirements on selectors necessary to make
OSI addressing unambiguous, it is proposed that (N)-SAP managed objects should be contained within th¢ managed
objects corresponding to the (N)-éntities to which they are bound.

NOTE — The consistency requirement referred to here is the requirement that the address of an (N)-entity conjbined with
an (N)-seleqtor is required {o. uniquely identify an (N+1) entity (or a set of (N+1)-entities of the same type). Gi\l/-ln that this
requirement|amounts to & iniqueness requirement placed on the allocation of (N)-selector values to be used in the contex{ of a given
(N)-entity, rhaintenande of this consistency requirement may be more simply achieved if such selector information is majntained by
the (N)-entify rather-than the (N + 1)-entities.

7.8 Statistics

7.8.1  Consistency

Managed object definers should strive to achieve consistency of statistics across layers, by adopting some principles based
on CCITT Rec. X.200 | ISO 7498, in particular, the concept of recording information that is of interest to management
via managed objects that represent the resources to which the information relates.

Candidate features of the (N)-layer for which statistics may be recorded are

— local errors;

—  successful peer-to-peer exchanges;
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—  peer-to-peer failures;

—  service rejections.

For example, applying the previously defined principles in this document to the definition of a Connection in CCITT Rec.

X.200 |

ISO 7498 leads to the identification of the following primary statistics:

— number of (N)-entity connections established with other (N)-layer peer entities;

number of (N)-entity connection establishment local failures;

number of (N)-entity connection establishment peer-to-peer negotiation failures;

— _number of underlying service provider (N-1)-connection establishment rejections.

This set of statistics provide a consistent view of what is happening at each layer (in the connection-orierited case) without

duplication of counters.

7.8.2

Managecq
octets).

7.8.3

Managec

For example, maintain a count of first PDU send requests‘and a count of retry PDU send requests, so th
be necespary to increment both counters at the same time.’The sum of these counters yields the total PD

7.8.4

Non-resgttable counters are recommended, s they permit multiple observers without the need for complex

mechanis

7.8.5

NOTE - Similar models are required for errors, disconnections, etc.

PDU counters

NOTE - It is thought likely that it is only necessary to count the number of PDU octets at a limited number
Overlaps

object definers should strive to achieve consistency and avoid unnecessary duplication or overlap

Non-resettable counters

ims associated with reset co-ordination.

Event counters

object definers should specify counters of (N)-layer PDUs (and PDU<octets) rather than SDU$ (and SDU

bf (N)-layers.

bf statistics.
t it will not
sent.

interlocking

A count should be maintained for managed resource events that result in the issuing of a notification, as th¢ generation

of a CM
7.9

To mana
"wraps"|

[S M-EVENT-REPORT may be suppressed by the event forwarding discriminators.
Counters

pe a Counter, its modulus must be known, otherwise a manager cannot determine the value at which
There are therefore at least four possibilities when defining counters:

the counter

— counters never wrap;

— the modulus is fixed as part of the managed object class definition;

— the modulus is defined in a related attribute;

— the modulus is defined on a per-implementation basis and is specified in the MOCS.

NOTE - In the managed object classes defined by ISO/IEC JTC1 for layers 1 to 4, the approach of using

never wrap has been adopted.
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7.10 Timers

There are advantages to be gained in adhering to a common specification of the precision with which systems must store
the values of timer attributes used in management communications. The relationship between these attribute values and
the actual operation of the timers in the protocol is documented in behaviour statements.

NOTE - In the managed object classes defined by ISO/IEC JTC1 for layers 1 to 4, in order to encompass a large enough
range without inordinate precision, a floating point representation is used to express timer values, with a mantissa length of 16 bits
and an exponent length of up to 16 bits. (This does not imply a requirement that floating point arithmetic will be performed.)
Systems are expected to be able to store values with this precision. Other constraints permitting, a request to set a timer attribute to
that precision must be accepted.

7.11  Updating of attributes

Managed opje g buteswhich can be-updated both-by management
operation apd by the normal operation of the resource, the effects of concurrent update are defined. In particular, the
effect of a feplace attribute value operation may be lost if the resource also updates the same attribute(

7.12 Precision of attributes

A managing system may attempt to set an attribute value to a higher precision than is supported by an agendt system.
Such highef precision values may be approximated to a neighbouring value of the defined\precision.

7.13  Managed object identification

Each managed object class definition for which instances may exist shall include at least one attribute suitabje for use
as a naming attribute for the managed object. A suitable attribute is a mandatory attribute that is testable for] equality,
whose semntics permit its value to remain fixed for the lifetime of each managed object that uses it for namping, and
whose idenfifier and value shall uniquely identify the managed object from all others named by the same superipr object.

When a managed object is deleted, the value assigned to its naming attribute becomes available for re-use, tp identify
subsequent [managed objects created within the same superior, object.

If it 1s necegsary to guarantee that one instance of a managed object class remains distinguishable from all other|instances
of that clasI after it has been deleted, it is necessary t6/define an additional attribute to be included in the managed object
class definifion - a unique identification attribute.- whose semantics ensure unique identification is maintained ¢ver time.
Managed opject classes that do not have this\requirement need not include a unique identification attributg in their
definition.

The unique[identification attribute shall be read-only and, when included in a managed object, be included in nofifications
emitted by fthat managed object.

7.14 Notifications

7.14.1 Denial of sernvice

Notifications should not be issued regarding the withdrawal of an underlying service, as the managed|object(s)
representing the underlying service shall be responsible for reporting any abnormal reason for such termination. This
is intended to inhibit an abnormal termination rippling up the layers and generating phantom notifications.

7.14.2 Information conservation

Notifications contain information associated with an event that may otherwise be lost by maintaining statistics only. For
example

— the header field of a received PDU for which a protocol error has been detected;
— statistics for a connection that is about to be terminated, for a specific reason;

— timing of a sequence of particular events.
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7.15

A managed object class definition should include appropriate operations.

Use of operations

For invocations by the managed system,

notifications are specified. For invocations by the managing system, operations are specified according to their direct
effect on managed objects in the managed system, as follows:

a) if the direct effect is to create an instance of a managed object class, the Create operation is used. The
Create operation is not used for complex activities which require the coordinated creation of many
managed objects, when a managed object is created as a side effect of a change in another managed object,
or when support managed objects are created due to a change in the state of another managed object;

b) if the direct effect is to delete a managed object, then the Delete operation is used;

c) if the direct effect is to set the values of attribute(s) of a managed object to a specified value(s), then the
Replace attribute value operation is used;

d) if the direct effect is to set the values of attribute(s) to default value(s) (provided such defaul{s have been
defined), then the Replace with default value operation is used;

e) if the direct effect is to add or remove members of set-valued attribute(s) of°a-managed objgct, then the
Add member or Remove member operations are used;

f) if the direct effect is to retrieve attribute value(s) from a managed<object, then the Get attribute value
operation is used;

g) in other cases, e.g., where there is no direct effect, or thé«direct effect is a combination of those listed,

or where there is some other effect on the object as a wholée, then an Action operation is used|

Examples

of where an action operation is used include

1) where it is not possible to define the required operation on a set of managed objects By means of
scoping and filtering techniques in conjunction with Get attribute value, Replace attribute value,
Replace with default value, Create;Delete, Add member or Remove member operations;

2) where creation of more than.one ‘managed object as an atomic operation is required;

3) where several objects without common attributes are to be affected;

4) where the request ‘or response for the operation contains information that is not modglled by the

attributes of managed objects.

The condepts of direct effect and indirect effect are discussed in CCITT Rec. X.720 | ISO/IEC 10165-1.

8 Notational tools for managed object definition

8.1 Overview of notational tools

The templates defined in this clause provide a common set of tools and a common notation for the representation of
various aspects of a managed object class definition and its associated naming structure. Formal definitions of each
template are contained in 8.3 to 8.11; the syntactic conventions used in these formal definitions are specified in 8.2.
These formal definitions define the constructs that each template shall or may contain and the order in which the
constructs shall appear within each template. Examples of the use of these tools are contained in Annex A.

The structure and behaviour of a managed object class is primarily defined by means of the Managed Object Class
template. This template identifies the inheritance relationships that exist between the managed object class and other
managed object classes, and the packages of behaviour, attributes, notifications and operations that are included in the
managed object class definition. In order to allow re-use of parts of this specification in the specification of other
managed object classes, additional templates are defined to provide for the specification of attributes (individual and
group), behaviour, actions, notifications, parameters and packages. These further templates are "called up" by other
templates by means of the referencing mechanism defined in 8.2; this mechanism allows references to be made in one
standard to specifications that are contained in other standards, hence allowing generic definitions to be made available
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for use in managed object class definitions in addition to local definitions. These further templates may also be included
"in-line" if so desired.

The naming of a managed object class is defined by means of the Name Binding template. This template identifies the
managed object class being named and defines a relative distinguished name that can be used to name instances of the
class in the context of a particular superior class. This template also provides for the specification of relationships that
exist between two object classes as a consequence of a particular name binding.

8.2 Conventions used in template definitions

The start of a template consists of a template-label and a TEMPLATE-NAME. A template contains one or more
constructs, each of which is named by a CONSTRUCT-NAME and each may have a construct-argument. The
construct-argument may in turn consist of a number of elements, as called for by the definition of the particular
construct. Each instance of use of a template declares a unique template—label by which that instance may be
referenced from other templates, and if the REGISTERED AS construct is present, assigns a value of an ASN.1 object
identifier under which the instance has been registered. The semicolon character is used to mark the of each
construct (¢xcept REGISTERED AS and DEFINED AS) and to mark the end of a template.

In order tq simplify the structure of the templates, for example where the same syntactic strucfure is repgated in a
template dgfinition, supporting syntactic definitions may be defined. If any such supporting ‘syntactic defirlitions are
required in|order to complete the template definition, these are introduced by the keywords
supporting productions

at the end of the template definition, and consist of a number of productions of the form

<definition-label> -> <syntactic-definition>

The definition-label allows the definition to be referenced by the template definition or by other supporting
productions and the syntactic-definition gives the“‘expansion of the definition, using the|syntactic
convention$ defined in the remainder of this sub-clause. In thercase of a syntactic-definition that|defines a
number of glternative strings, references to the supporting,production that contains it are assumed to belevaluated
to a single [string chosen from the list of alternatives.

The template definitions are based on the following‘syntactic conventions

a] all terminal symbols and keywords that form part of a template definition are case-sensitive;
b) where necessary in order to'render the syntax of a template unambiguous, each element of a template shall
be separated from adjacent elements by one or more delimiters. Valid delimiters are the space tharacter,
the end of a line,a blank line or a comment. One or more delimiters shall appear between
1) atemplate-label and a TEMPLATE-NAME;

2) a(TEMPLATE-NAME and a CONSTRUCT-NAME;

3)-/ a CONSTRUCT-NAME and a construct-argument.

One or more delimiters may be introduced between any other pair of elements within a template, and
where a construct-argument consists of a number of distinct elements, delimiters may be introduced
between them. Delimiters shall not otherwise be introduced within elements of the template unless the
definition of the template explicitly permits their introduction;

¢) spaces, blank lines, comments and the end of a line are significant only as delimiters;

d) a comment is introduced by the character pair

CCITT Rec. X.722 (1992 E) 19


https://iecnorm.com/api/?name=a5556dd73a66adee646797cf9e0e0c2c

ISO/IEC 10165-4 : 1992 (E)

20

and is terminated either by the character pair

or by the end of a line, whichever occurs first. A comment is equivalent to a space for the purposes of
interpreting the templates defined in this Recommendation | International Standard. Comments have no
normative significance;

o
*h
o~
=
&

€) the character
H
shall be used to mark the end of each construct within a template (except REGISTERED AS and
DEFINED AS) and to mark the end of a template;
f) the notation used for representing object identifiers shall be the value notation defined~in/CCITT Rec.
X.208 | ISO/IEC 8824 for representing object identifier values; i.e., the production
object-identifier -> <ObjectIdentifiervalue>
is assumed to be a supporting production for all template definitions “in this document, where
ObjectIdentifierValue refers to the corresponding notation defined in CCITT R¢c. X.208 |
ISO/IEC 8824;
g) strings surrounded by
[
delimit parts of a template definition that may either be prw.nt or absent in each instance ¢f u
template. If the closing brace is followed by an asterisk, i.e.,
[ 1*
the contents of the braces may appear, zeéro or more times. The circumstances under whicl these parts
of the definition may be omitted-or’repeated are dependent upon the definition of the template type;
h) strings surrounded by
<>
delimit strings that.shall be replaced in each instance of use of a template. The structure and meaning of
the replacemént)string is dependent upon the string type;
1)  upper case'strings denote Keywords which are required to be present in each instance of use of a template,

indicatothat-thei is-optionat

i)

k)

unless(they are enclosed in

(]

the character

is used as a delimiter for alternative strings in the syntactic-definition of a supporting
production. Where a supporting production is used to define alternative strings, the opening
delimiter of the first alternative is the symbol —>, the character | is the closing and opening delimiter for
subsequent alternatives, and the closing delimiter of the final alternative is the first end of line encountered
following its opening delimiter;

a template-label shall be unique within the Recommendation | International Standard or document
in which it is declared. In a multi-part Recommendation | International Standard or document where the
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individual parts are normally maintained and distributed separately, a template-label shall be unique
within the part in which it is declared.

The requirement for uniqueness of template-labels is independent of the type of the template being
labelled. For example, if the label labell is used in a document to label an instance of use of a
template, it is not permitted to use the label 1abell in the same document to label another instance of
use of a template of the same type or of a different type.

Where a template-1label is declared in document A and referenced in document B, the reference in
document B shall be prefixed by the globally unique name of document A. In the case of documents
named by an internationally recognised naming authority, such as CCITT or ISO/IEC, the registered
alphanumeric designator of the document shall be used as the identifier, such as "CCITT Rec. X.722
(1992) | ISO/IEC 10165-4 : 1992". The format of this string shall be as specified by the
naming authority concerned for references to its documents. Where the document referenced is jointly

developed and published by CCITT and ISO/IEC, the designator of the document shall incIud¢ both the
CCITT and the ISO/IEC document designators separated by a "|", as shown in this example/| Where a
globally unique name is not already available, it is permissible to assign the value of an object|identifier
to the referenced document, and use this value as a globally unique document name, . The syntax of a
template-label, defined using the above notation, is as follows

[document-identifier :] <label-string>

document-identifier -> "<standard-name>" | object-identifier

A label-string may include any number of the following characters
1) upper or lower case alphabetic characters;
2) the digits 0-9;

3) the character

4) the character

/

in any order, commencing \with a lower case alphabetic character, with the exception that the| character
pair

shall not appear in a label-string. For example, the following template-label
“CCITT Rec. X.722 (1992) | ISO/IEC 10165-4 : 1992":exampleObje¢tClass

constitutes a globally unique label for the definition of exampleObjectClass contained in Annex A.

)

Label references that are not prefixed by a document-identifier are assumed to be references to
labels declared in the document in which the reference appears.

wherever a template-label is present in a template as a pointer to another template, it may be
replaced by the entire text of the referenced template itself (including the template’s label). This allows
a template to include the templates it references (sub-templates) "in-line” while maintaining the ability for

other templates to refer to the sub-templates so defined. In effect, the supporting production

template-label -> template-definition

is assumed for all instances of template—-label and template-definition.
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8.3

8.3.1

m) wherever it is necessary to refer from a template to an ASN.1 type or value definition, the name of the

verview

___import the appropriate type or value definitions.

anaged object class template

ASN.1 type or value is prefixed by the module name of the ASN.1 module which contains the type or
value definition. The module name used is assumed to refer to an ASN.1 module that is contained in the
same document that contains the template from which the type or value reference is made. The supporting
productions

type-reference -> <module-name>.<type-name>
value-reference -> <module-name>.<value-name>

are therefore assumed for all template definitions that refer to ASN.1 types or values, where module-
name is the name assigned to an ASN.1 module contained in the document that makes the reference, and
type-name and value-name are names assigned to ASN. 1 type or value definitions contained in that
module. Where it is necessary to refer to type or value definitions contained in other documents, this may
be achieved by means of a local ASN.1 module which makes use of the ASN.1 IMPORTS mechanism to

wherever it is necessary to include text in a template, the text is included in the form-of|a string of
characters, optionally starting and ending with a text-delimiter character chosen from the following
characters

!n#s%a&*v\'?@\

If a text-delimiter character is used, the same character shall bejused at the start and end of the
string, and wherever that text-delimiter character appears in.the-body of the text string), it shall be
replaced by two occurrences of that character. If a text-delimiter character is not usdd, then the
text string shall not contain any punctuation character that i$-a valid successor to the text sfring in the
template definition in which the text string is used.

The supporting productions

delimited-string -> text-delimiter <text-string> text-deljimiter |
<textestring>

text-delimiter -> t A PSSt s~ )& = b
N @ 1
. 1 ]

are therefore assumed for all templates that permit the use of a delimited-string, where text-
string is an arbitrary sequencé of characters, and if the text-delimiter has beeh used, all
occurrences of that delimiter character in text-string have been replaced by a pair|of text-
delimiter characters.

With the exception of the rules pertaining to the use of delimiters, the internal structure of a text-
string, and_in-particular, the use of the comment structure defined in this Recommendation |
International-Standard, has no significance with respect to the provisions of this Recommendation |
International Standard. The meaning of the entire text-string must therefore be assumed to carry
normatiye significance, unless explicitly stated otherwise in the document in which the notatipon is used.

The Managed Object Class template forms the basis of the formal definition of a managed object. Elements in the
template allow the class to be placed at the appropriate node of the inheritance tree, the various characteristics of the class
to be specified, and the behaviour of the class to be defined. The major elements of the definition are defined below.

8.3.1.1 Inheritance

Each managed object class defines the superclass(es) from which it has been derived. Characteristics of the superclass(es)
are inherited by the subclass; the subclass definition may add to these characteristics (specialization) but may not remove
any characteristics of the superclass. Ultimately, all classes are subclasses of top.
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8.3.2  Template structure
<class-label> MANAGED OBJECT CLASS
[DERIVED FROM <class-label>
[ /<class-label>}* ;
1
J
[[CHARACTERIZED BY <package-label>
I Zrnarmrlrzamnma_l1ahalslkx o
l ,\yﬂbhﬁsc AQANT LA ” j r

{CONDITIONAL PACKAGES <package-label>
PRESENT IF conditién-definition
[ ,<package-label>
PRESENT IF copdition-definition]* ;
]
REGISTERED AS object-identifier ;
supportling productions
conditipn-definition -> delimited-sgring
8.3.3  Supporting definitions
8.3.3.1 DERIVED FROM <class-label> [,<class-label>]*
The DERIVED FROM construct shall be present in all managed object class definitions other than top. It i$ therefore
the case that topisa s perclass of all managed object classes other than itseif.
The clasjs-label identifies a managed object cmss from which the managed object class has been derivied; i.e., a
managed qbject class<Which is one of the managed object class’s immediate superclasses. As multiple inhpritance is

t
permitted,|a managedobject class may have more than one immediate superclass.
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The characteristics within a package (mandatory or conditional) shall only depend on the characteristics of other
conditional packages if the associated package conditions ensure that the required characteristics will be present in all
managed objects where the first package is present.

8.3.3.2 CHARACTERIZED BY <package-label> [,<package-label>]*

This construct, if present, allows one or more mandatory packages of behaviour, attributes, operations and notifications
to be included in the managed object class definition, in addition to those that are part of the definition as a result of the

DERIVED FROM construct. The package—-1label identifies the package definition that is to be included. Specifying
the label of a package that is also included in the managed object class definition as a conditional package makes that

package mandatory in this managed object class and its subclasses.

8.3.3.3 CONDITIONAL PACKAGES

[

<package-label> PRESENT IF
<package-label> PRESENT IF condition-definition]*

condition-definition

Present if o
package def]
requires tha
set used to
packages pr

Cdq

would const
optional fea

8.3.3.4 REGISTERED AS object-identifier

The objec

8.4

8.4.1 O

This template allows a package consisting of a combination of behaviour definitions, attributes, attribute

operations,

under the CHARACTERIZED BY orCONDITIONAL PACKAGES constructs. The major elements of the defin

described be
8.4.1.1 B¢

The package

P3ckage template

nition that is applicable. The condition~definition is a description of the condition(which

the package be included in an instance of the class. No restriction is placed on the structure or
represent the condition-definition. The condition shall meet the requirements for co
bsented in CCITT Rec. X.720 | ISO/IEC 10165-1. For example

NDITIONAL PACKAGES class-4-attributes PRESENT IF
'the corresponding protocol entity supports,(Class 4 operati
specified in ISO/IEC XXXX'

.
I

tute a valid package declaration, provided that standard ISO/IEC XXXX defined Class 4 operation i
fure of the resource.

rerview

hotifications and parameters-to be defined for subsequent insertion into a Managed Object Class
low.
haviour

definition-provides a complete specification of the behaviour that is included in the package. This

ne or more conditional packages are to be included in the class. The package-label idenliﬁes the

, if true,
tharacter
hditional

on as

s a valid

L-identifier value provides a globally uniqué.jdentifier for the object class definition. Thig value is
used in manpgement protocol when it is necessary to identify/the object class.

groups,
template
ition are

includes

the effect of the Operations upon a managed object, and the circumstances under which Notiﬁcafions are

forrd
selclidicd,

any constraints that are placed on operations in order to satisfy consistency rules, and in particular, the
rules under which Creation and Deletion of managed objects may be performed and the consequences of

these operations;

a specification of how instances of a managed object class interact with other, related, managed objects

of the same or of different class(es);

identification of any attributes that correspond with information in notifications, if any. This

includes

identifying any mappings to particular notification fields that takes place or to the emission of a

notification;

specification of IVMO selection criteria, if any;
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— a complete definition of any other aspects of the behaviour of the managed object class.

8.4.1.2 Contained attributes
The set of attributes that the package contains shall be specified.

8.4.1.3 Operations and Notifications

The package definition shall specify which notifications instances of the class that make use of this package shall be able
to generate, which operations instances of the class shall be capable of performing, and in the case of attribute-related
operations, which attributes shall be available to be operated upon. The package definition shall also specify any
additional parameters that notifications and operations of instances of the managed object class that make use of this
package shall be capable of carrying.

NOTES
1 The operations identified in the class definition are the operation types defined in CCITT Ree;, X720 | ISO/IEC
101651 (Get attribute value, Replace attribute value, Replace with default value, etc.). In the case of Actions anjd Notifications,
further] definitions are required in order to characterize their functionality, as described in 8.10 and 8.11: The Cgeate and Delete
operatipns are specified as part of the Name Binding template described in 8.6, as creation and deletion of @ managed pbject is closely
bound o the containment relationship between superior and subordinate objects, rather than to all instances of 2 managed object class.
2 Late binding, i.e. the allocation of additional parameters to actions or notifications of a managed obj¢ct class, can be

achieved by including in the managed object class a package that contains (only) the affectedractions or notificatiorfs and their new
paramgters. The set union rule given in 8.3.3 for parameters of actions and notifications, means that the additional p

PaRiaily OIS, 1S SO LU0 IR2IC BAY 2.2.2 Ior paramelers O 4ClIOns ar Ot1ealio C 4AdiLlo

be ass¢ciated with the notification or action if the package is instantiated.

8.4.2| Template structure

<package-label> PACKAGE

{ BEHAVICUR <behaviocur-definition-label>
[ ,<behaviour-definition-label>]* ;
]
[ATTRIBUTES <attribute-label> propertylist [<parameter-lapel>]*

[ ,<attributé-label> propertylist [<parameter-label>]*]*;

]
[ATTRIBUTE GROUPS <group=label> [<attribute-label>]*
[,<group-label> [<attribute-label>]*]* ;

]
[ACTIONS <action-label> [<parameter-label>]*
[+<action-label> [<parameter-label>]*]* ;

]
[NOTIFICATIONS <notification-label> [<parameter-label>]*
[,<notification-label> [<parameter-label>]*]*

-

]
[REGISTERED AS object-identifier] ;

suppprting pfoductions

propertylist -> [REPLACE-WITH-DEFAULT]
[DEFAULT VALUE value-specifier)
[INITIAL VALUE value-specifier]

{PERMITTED VALUES type-reference]
[REQUIRED VALUES type-reference]

[get-replace]

[add-remove]

value-specifier =-> value-reference | DERIVATION RULE <behaviour-definition-label>
get-replace -> GET | REPLACE | GET-REPLACE

add-remove -> ADD | REMOVE | ADD-REMOVE

8.4.3  Supporting definitions
8.4.3.1 BEHAVIOUR <behaviour-definition-label> [,<behaviour-definition-label>]*

The BEHAVIOUR construct allows the behaviour (semantics) associated with the package to be completely described.
This construct relates the external view of aspects of a managed object (its operations and notifications) to its internal
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operation. The behaviour-definition-label identifies an instance of use of the Behaviour template. In some
circumstances, packages may be defined where no behaviour definitions are required.

8.4.3.2 ATTRIBUTES <attribute-label> propertylist [<parameter-label>]* [,<attribute-
label> propertylist [<parameter-label>]*]*

This construct allows attributes to be included in the package definition. The propertylist that follows each
attribute-label defines the set of operations that may be performed on the managed object with reference to the
attribute, and defines any default, initial, permitted or required value(s) associated with the attribute.

The REPLACE-WITH-DEFAULT property is included if the attribute has a default value that may be set by means of
the Replace with default value operation.

The DEFAULT VALUE property is included if the attribute has a default value, to be used to provide the value of the
attribute in peci y ute when
the packagelis instantiated according to the rules deﬁned in CCITT Rec. X.720 | ISO/IEC 10165 1. If adefqult value
is unspecified and the REPLACE-WITH-DEFAULT property is present, the default value is determined 'by otHer means
local to the|managed system. The value may be specified either by means of a value-reference or by means of
a DERIVATION RULE which specifies how the default value shall be determined.

The INITIAL VALUE property is included if the attribute has a mandatory initial value, t0,be used at creafe time to
provide thelinitial value of the attribute. The value may be specified either by means of a value-reference or by
means of a DERIVATION RULE which specifies how the initial value shall be determined.

If the PERMIITTED VALUES property is present, the t ype-reference specifies.any restrictions on the possilTle values
that the attgibute may take. The form of the specification referenced shall be-a subtype of the attribute syntax type,
defined using the ASN.1 subtype notation.

NOTE 1 — The PERMITTED VALUES construct is required gnly.in attribute definitions where it is necessary|to specify
a restriction |on the value set permitted by the specification of the attribute syntax, e.g., when modifying an existing attribute
specification] Such restrictions on the value set of an attribute should.only be made in circumstances where the restrictiop is based
on a limitatiop inherent in the semantics of the attribute, rather thana restriction that is based on some arbitrary assumption jas to what
might constifute a reasonable value set.

If the REQUIRED VALUES property is present, the €ype-reference specifies any values that the attribute shall be
capable of thking. The form of the specification réferenced shall be a subtype of the attribute syntax type, defined using
the ASN.1 pubtype notation.

NOTE 2 — This property defines the value set required for conformance. For example, a modem managed olject might
have a data gate attribute with a permissible-value set of 0 to 19,2K; however, conformance to the modem standard might require
support for ¢ne particular data rate from the value set permitted. As with PERMITTED VALUES, such requiremefts on the
supported value set of an attribute Should only be made in circumstances where the requirement is based on a feature inhegent in the
semantics of the attribute, rather(than a requirement that is based on some arbitrary assumption as to what might constitute a feasonable
minimum vajue set.

If present, |the parameter-labels identify managed object class specific error parameters associqted with
management operations on the attribute. These are reported as processing failures. The syntax of the error parameters
are defined [in{the¢ referenced templates.

8.4.3.3 ATTRIBUTE GROUPS <group-label> [<attribute-label>]* [ ,<group-label>
[<attribute-label>]*]*

This construct allows a set of attribute groups to be identified as part of the package. In the case of extensible attribute
groups, the original definition of an attribute group may be extended by the addition of further attribute-labels.

8.4.3.4 ACTIONS <action-label> [<parameter-label>]* [,<action-label> [<parameter-
label>]*]*

If present, the action-1labels identify the set of action definitions that are included in the package. The behaviour
definitions shall specify the effect of these actions upon managed objects.
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If present, the parameter-1labels identify any managed object class specific action information or reply parameters,
or any managed object class specific error parameters associated with the action. The syntax of the parameters are
defined in the referenced templates.

8.4.3.5 NOTIFICATIONS <notification-label> [<parameter-label>]* [,<notification-
label> [<parameter-label>]*]*

Present if any notifications are included in the package. The notification-labels identify the notification
definitions that are applicable. The behaviour definitions shall specify the circumstances under which these notifications
are generated by a managed object.

If present, the parameter-labels identify any managed object class specific notification information or reply
parameters, or any managed object class specific error parameters associated with the notification. These may be
additional parameters used, for example, to populate the Additional information field of notifications defined in CCITT
Rec. X[733 ] ISO/IEC 10164-4. The syntax of the paramefers are defined in the referenced templates.

8.4.3.4¢ REGISTERED AS object-identifier
The obhject-identifier value, if present, provides a globally unique identifier for the/package definition, and
registefs the grouping of behaviour, attributes, attribute groups, actions and notifications that the package|defines. The
objedt-identifier value is the value that is included in the Packages attribute 6f\any instances of the managed
object flass that are created, in accordance with the rules stated in CCITT Rec.-X.720 | ISO/IEC 1Q165-1. This

construct is required in cases where the package is referenced by a CONDITIONAL PACKAGES construct fin a Managed
Object [Class template.

8.5 Parameter template
8.5.1 [ Overview

This tegmplate permits the specification and registration of\parameter syntaxes and associated behavioug that may be
associafed with particular attributes, operations and notifications within the Package, Attribute, Action and Notification
templa;ies defined in 8.4, 8.7, 8.10 and 8.11. The_ type specified in a Parameter template is used to fjll in an ANY
DEFINED BY x construct in a management PDUj where x is a field in the PDU that carries the object identifier
assigned to the parameter. This mechanism is, for'example, applicable to the definition of
— processing failures;

— parameters of action requests/responses;

— parameters of netification requests/responses.

Use of|the template in eachof these contexts is described in 8.5.3.

The major elements’of the definition are described below.

8.5.1.1 Context definition

The ten ! ; )
in a particular field in a management PDU.

8.5.1.1.1 Action information/reply, event information/reply, specific error

When the context is unambiguously identified by the management PDU in which the parameter is carried, the context
may be indicated by one of the five predefined keywords specified in 9.5.3. The context is unambiguously identified by
the management PDU if and only if the ANY DEFINED BY construct appears in that PDU exactly once.

8.5.1.1.2 Context keyword

When the context is not unambiguously identified by the management PDU in which the parameter is carried, a context

keyword shall be specified. The context keyword shall identify the field in the management PDU in which the parameter
may be carried.
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Table 16 — Use of the Parameter template

Use

Possible contexts

ATTRIBUTES construct of Package template

SPECIFIC-ERROR

ACTIONS construct of Package template

context-keyword,
SPECIFIC-ERROR,
ACTION-INFO,
ACTION-REPLY

NOTIFICATIONS construct of Package template

context-keyword,
SPECIFIC-ERROR,
EVENT-INFO,
EVENT-REPLY

CREATE construct of Name Binding template

SPECIFIC-ERROR

DELETE construct of Name Binding template

SPECIFIC-ERROR

Attribute template

SPECIFIC-ERROR

Action template

context-keyword(
SPECIFIC-ERROR;
ACTION-INFO,
ACTION-REPLY

Notification template

context=keyword,
SPECIFIC-ERROR,
EVENT-INFO,
EVENT-REPLY

8.5.1.1.3 |[Usage in other templates

Table 16 shows where the Parameter template is referenced, with-the allowed options.

When used|as a qualifier in a package definition, the paramefer may be "late bound" to the element that it qualilt)ies, e.g.,

further parameters may be added to a previously defined notification at the time of package definition if the n

syntax is ektensible.

8.5.1.2 Syntactic definition

The templ4te permits an abstract syntax to be associated with the parameter.

8.5.1.3 Attribute reference

tification

In place ofjan explicit syntactic definition and registration in the Parameter template, the template may specify| these two
items by re¢ferring to advAttribute template. The use of this construct has no effect on the meaning of the existing

registered jttribute.

8.5.1.4 Behaviour

The templafe defines any behaviour that applies to the USe of the parameter:

CCITT Rec. X.722 (1992 E)
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8.5.2  Template structure

<parameter-label> PARAMETER
CONTEXT context-type ;
syntax-or-attribute-choice ;

[BEHAVIOUR <behaviour-definition-label>
[,<behaviour-definition-label>]* ;

]
[REGISTERED AS object-identifier] ;

supporting productions

Conte}:t=t¥pe - ﬁnnfgv{-_bey-nr\rd :

ACTION-INFO |
ACTION-REPLY !
EVENT-INFO !
EVENT-REPLY |
SPECIFIC-ERROR

context-keyword => type-reference.<identifier>
syntax-or-attribute-choice => WITH SYNTAX type-reference-|
ATTRIBUTE <attribute-label>

8.5.3 | Supporting definitions

8.5.3.1| CONTEXT context-type

This construct defines the context in which the parameter is applicable.The options are

——that-may-be-carrred-imrthe-EMIS—Event Tepty parameter;

context-keyword: this option is a referenc€ to“a context defined externally to the template. The
structure of the reference consists of a type-reference followed by an identifier which is the
name of a field in the management PDU speified by the type-reference. It may therefore be used
as a reference to a context defined in another document. This may be used to indicate, for Eample, that

the parameter applies only to a specific field of the CMIS Event information parameter (e.g.,

CITT Rec.

X.733 | ISO/IEC 10164-4 Additional information field), or the CMIS Action reply parameter. If the

parameter does not map to a specific field-name (e.g., Event information is defined to

be a set of

Parameter Identifier/Parameter Value pairs), one of the following, more general contexts can be specified;

ACTION-INFO: this.option defines the parameter as being applicable to the representation of
that may be carried in-the CMIS Action information parameter;

a parameter

ACTION-REPLY: this option defines the parameter as being applicable to the represeptation of a

parameter that may be carried in a CMIS Action reply parameter;

EVENT=INFO: this option defines the parameter as being applicable to the representation of]
that.may be carried in the CMIS Event information parameter;

EVENT-REPLY: this option defines the parameter as being applicable to the representation of]

a parameter

a parameter

SPECIFIC-ERROR: this option defines the parameter as being applicable to the representation or
generation of a CMIS processing failure error. When this option is used with parameters that apply to
attributes, the managed object class definition shall specify whether, when this error occurs for a Replace
attribute value or Replace with default value operation on one attribute, other attributes referenced in a

single replace request are modified or not.

8.5.3.2 WITH SYNTAX type-reference

This construct, if present, identifies the ASN.1 type of the parameter, as carried in protocol.
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If present, this construct identifies an Attribute template whose syntax and object identifier are used as the syntax and

object identifier of the parameter, respectively.

8.5.3.4 BEHAVIOUR <behaviour-definition-label> [,<behaviour-definition-label>]*

If present, this construct permits the specification of any behaviour or semantics associated with the parameter. If the

ATTRIBUTE construct is used, this construct does not modify the behaviour of the attribute.

8.5.3.5 REGISTERED AS object-identifier

The object-identifier value, if present, provides a globally unique identifier for the parameter definition. This
value is used in management protocol when it is necessary to identify the parameter. This construct shall be present if

and only if the WITH SYNTAX construct 1s present.

8.6 ame binding template

8.6.1

verview

This template allows alternative naming structures to be defined for managed objects of,a.given managed opject class

by means ¢f name bindings. A name binding allows an attribute to be selected as the naming attribute that sh

when a subordinate obJect which is an msta.nce of a specified managed obJect class i is named by a superior ob

11 be used
Tect which

The naming attribute is used to construct the relative distinguished name (RDN) of subordinate objects of that|class. An
RDN is constructed from the object identifier assigned to that attribute-type and the value of the instance of thg attribute.

superior object.

Name bindings are not considered to be part of the defidition of either of the classes that they reference.

A given

subordinat¢ managed object class may have more than,oné name binding associated with it. The set of nam fr bindings
0

defines the| set of possible naming relationships with;superior objects and the set of managed object classes
subordinate objects may be instantiated.

m which

A name binding may also be defined to apply to all subclasses of the specified superior object class or all subclasses of

the specified subordinate object class, orboth.

class itself.

NOTE — Name bindings may be specified for a managed object class subsequent to the specification of the manpaged object

CCITT Rec. X.722 (1992 E)
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Template structure

<name-binding-label> NAME BINDING

REGIS

suppo
creat

delet

8.6.3

8.6.3.1

SUBORDINATE OBJECT CLASS <class-label> [AND SUBCLASSES];
NAMED BY SUPERIOR OBJECT CLASS <class-label> [AND SUBCLASSES];
WITH ATTRIBUTE <attribute-label> ;

[BEHAVIOUR <behaviour-definition-label>

[ ,<behaviour-definition-label>]* ;

]
[CREATE [create-modifier [,create-modifier

[<parameter-label>]* ;

]
[DELETE [delete-modifier]
[<parameter-label>]* ;

]

RED AS object-identifier ;

ing productions
modifier -> WITH-REFERENCE-OBJECT |
WITH-AUTOMATIC-INSTANCE-NAMING

modifier -> ONLY-IF-NO-CONTAINED-OBJECTS |
DELETES-CONTAINED-OBJECTS

Supporting definitions

SUBORDINATE OBJECT CLASS <class-label> [AND SUBCLASSES]

1]

This defnes a managed object class whose instances may be named by instances of the object class defined by the

NAMED

constructed by concatenating the distinguished name of its superior object with the relative distinguished 1
subordinate object. If AND SUBCLASSES is specified, the name binding also applies to all subclasses of t

managed

8.6.3.2

This deﬁres a managed object class or other object class, such as a Directory object class, whose instances
of the managed object class defined by the SUBORDINATE OBJECT CLASS construct.

instances
SUBCLA

8.6.3.3

This defi]
name for

this attrijute shall be represented by single-valued data types complying with the restrictions specified in G

X.720 |
are encou

8.6.3.4

BY SUPERIOR OBJECT CLASS construct. The name‘of an instance of this subordinate ob

object class.

NAMED BY SUPERIOR OBJECT CLASS*<cClass-label> [AND SUBCLASSES]

BSES is specified, the name binding also applies to all subclasses of the specified object class.

WITH ATTRIBUTE <attribute-label>

instances of the managed object class defined by the SUBORDINATE OBJECT CLASS construct

[SO/IEC 10165-1; if no suitable attribute is available for use as a naming attribute, managed objeq
raged to(provide a naming attribute of type GraphicString.

ect class is
name of the
he specified

may name
If AND

hes the attribute that-Shall be used, in the context of this name binding, to construct the relative distinguished

Values of
CITT Rec.
t designers

BEHAVIOUR <behaviour-definition-label> [,<behaviour-def inition-labe|l>] *

If present, this construct permits any behavioural impact imposed as a consequence of the name binding to be defined.
The behaviour-definition-label identifies the behaviour definition concerned.

NOTE 1 — This construct is intended for use as a means of describing behaviour specific to a name binding. Any
behaviour that is applicable to all possible instances of a managed object class should be defined as part of the behaviour referenced
by the Package template(s) that define the managed object class.

8.6.3.5 CREATE [<create-modifier> [,<create-modifier>]] [<parameter-label>]*

Present if it is permitted to create new instances of the managed object class referenced by the SUBORDINATE OBJECT
CLASS construct in the context of this name binding, by means of systems management operation. The create-
modifier values specify the options available on creation. The permitted create-modifier values are as follows
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— WITH-REFERENCE-OBJECT. If present, a reference managed object may be specified on creation as
a source of default values and to specify choice of conditional packages;

— WITH-AUTOMATIC-INSTANCE-NAMING. If present, the Create request may omit to specify the
instance name of the new managed object.

The behaviour definitions shall specify what course of action is taken when there is a choice of Name Bindings that may
be applied to the new managed object.

The sources of initial attribute values used at managed object creation time, and their associated precedence rules, are
defined in CCITT Rec. X.720 | ISO/IEC 10165-1.

If present, the parameter-labels identify name binding specific error parameters associated with the Create
operation. These are reported as processing failures. The syntax of the error parameters are defined in the referenced
templates.

8.6.3.6 DELETE [<delete-modifier>] [<parameter-label>]*

Present if it is permitted to delete instances of the managed object class referenced by the SUBORDINATE| OBJECT
CLASS copstruct in the context of this name binding. The delete-modifier, if presentjindicates the behaviour of
a managed object of that class if the managed object is deleted. The permitted delete-modifiers are gs follows

T ONLY-IF-NO-CONTAINED-OBJECTS. If specified, any contained managed objects shall bg explicitly
deleted by management operations prior to deletion of the containing managed object, i.e., a Delete
request will cause an error if there are contained managed objects;

T DELETES-CONTAINED-OBJECTS. If a Delete request is applied to a managed object for|which the
DELETES-CONTAINED-OBJECTS modifier is specified, the Delete request will fail if any flirectly or
indirectly contained managed object has the ONLY~IF>NO-CONTAINED-OBJECTS modif iey specified
and also has a contained managed object; otherwise, ‘a successful Delete request will also havq the effect
of deleting contained managed objects.

Other rules which describe the behaviour with respect to-deletion of contained managed objects may be specified in the
BEHAVIOPR construct.

OTE 2 — Given that the DELETES<CONTAINED-OBJECTS modifier permits the deletion of a manjged object
regardless of whether it contains other managed ebjects, it is advisable to use the ONLY - I F-NO-CONTAINED-OBJECTS modifier
if there is ahy doubt as to which modifier is.appropriate.

If there ar¢ constraints on deletion relative to other relationships or conditions that are generic to the managed object
class, thes¢ shall be specified as part of the behaviour of the managed object class.

If present| the parameter—-labels identify name binding specific error parameters associated with the Delete
operation. |These are réported as processing failures. The syntax of the error parameters are defined in the peferenced

templates.

8.6.3.7 REGISTERED AS object-identifier

The object-identifier value provides a globally unique identifier for the name binding definition. This value is
used to identify the name binding for the purposes of knowledge management.

8.7 Attribute template

8.7.1 Overview

This template is used to define individual attribute types. These definitions may be further combined by the attribute
group template where attribute groups are required. The major elements of the definition are described below.
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8.7.1.1 Derivation
The definition of an attribute type may modify or constrain the definition of another attribute type.
8.7.1.2 Attribute syntax

The definition of an attribute type shall include the definition of the syntax that shall be used to convey values of the
attribute in management protocol. This definition is achieved by means of a reference to an ASN.1 Type Definition.
The definition of an attribute syntax indicates whether the attribute value is a single- or set-valued attribute type. If the
base type is SET OF, the attribute is a set-valued type, otherwise it is a single-valued type.

8.7.1.3 Value matching

The definition of an attribute type may include the valid ways in which the value of an instance of the type may be tested,
i.e., whether the attribute may be tested for equality, magnitude, etc.. Value matching on some attribufe types may
require the specification of how a matching rule is defined to operate, as part of the attribute’s behaviodr’définition. The

3 dafirad
absence|of any matching rules in the attribute definition implies that matching of values is undefined!

8.7.1.4| Behaviour

The attrjbute definition may include definition of attribute-specific behaviour; i.e., behaviour that applies to an attribute
type regardless of which managed object class contains instances of the attribute type.

8.7.1.5| Attribute identifier

An objert identifier value shall be allocated to each attribute that is to bé:included in the definition of a mapaged object
class. This value is used in management protocol to identify the attribute.

8.7.1.6| Parameters

The attjbute definition may identify attribute-specific error parameters associated with management operjtions on the
attributg type. The referenced templates map these to\processing failures.

8.7.2 | Template Structure

<attribute-label> ATTRIBUTE
derived-or-with-syntax-choice ;
[MATCHES FOR qual{ifier

[, qualifier]* ;

]
[BEHAVIOUR <behaviour-definition-label>
[ ,<behaviour-definition-label>]* ;

]
[PARAMETERS <parameter-label>

[ ,<parameter-label>]* ;
]

[REGISTERED AS object-identifier] ;

supporting productions

qualifier -> EQUALITY | ORDERING | SUBSTkINGS !
SET-COMPARISON | SET-INTERSECTION
derived-or-with-syntax-choice -> DERIVED FROM <attribute-label> |

WITH ATTRIBUTE SYNTAX type-reference
8.7.3  Supporting definitions
8.7.3.1 DERIVED FROM <attribute-label>
If this construct is present, the attribute definition takes as a starting point all aspects of the definition referenced by
attribute-label, including any that it may in turn have derived from other attribute definitions. The rules for

interpreting the effect of presence of any of the other elements of the Attribute template under these circumstances are
as follows
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— MATCHES FOR: The resultant set of matching rules shall be the logical OR of the matching rules specified
by this construct with any derived matching rules;

— BEHAVIOUR is assumed to extend any derived behaviour definitions;

— REGISTERED AS is assumed to replace any registration derived from other definitions.
This derivation mechanism permits

— the definition of an attribute based on an existing attribute definition;

— the addition of further constraints to an existing attribute definition.

8.7.3.2 WITH ATTRIBUTE SYNTAX type-reference

This cor.lzsiruct, present only if the DERIVED FROM construct is absent, identifies the ASN.1 data type thi describes
how instances of the attribute value are carried in protocol.

The ASN.|l data type also defines the data type of the attribute itself. If the base type of the syntax is the set-of type,
the attribufe is a set-valued attribute. All other ASN.1 data types, including the set type, sequence type and spquence-of
type, defime single-valued attribute types.

8.7.3.3 MATCHES FOR qualifier [, qualifier]*
This consfruct defines the types of test that may be applied to a value of the -attribute as part of a Filter|operation.
Matching [for the presence of an attribute is implicitly permitted for all attributes. For other types of matching, if this
construct {s not present, matching is undefined and is therefore not permitted on the attribute. The optiong are

- EQUALITY. If present, the attribute value may be tested for equality against a given value;

- ORDERING. If present, the attribute value may be tested against a given value in order to| determine
which has the greater value;

— SUBSTRINGS. If present, the attribute value may be tested against a given substring value fn order to
determine its presence or absence.in-the attribute value;

- SET-COMPARISON. If present, the attribute value may be tested against a given value in order to
determine subset/superset-relationships between the values;

- SET-INTERSECTION. If present, the attribute value may be tested against a given value |n order to
determine the presence or absence of a non-null set intersection between the two values.

8.7.3.4 BEHAVIOUR.<behaviour-definition-label> [,<behaviour-definition-label> ]*

Any behaviour that'is/generic to this attribute type may be defined by means of this behaviour construct. The behaviour
definition [shall-include any additional specification that is required in order to define how the chosen set of matching
rules are 3pplied to the attribute definition. Behaviour that is specific to the managed object class is defined in the

behaviourlconstruct of the Package template

8.7.3.5 PARAMETERS <parameter-label> [,<parameter-label>]*

The parameter-labels allow parameters to be associated with the behaviour of an attribute type, for the definition
of processing failures. For example, an attribute type might exhibit a "constraint violation" error under certain
conditions. A parameter giving information about such an error could be specified using a Parameter template with
CONTEXT SPECIFIC-ERROR, and referenced from the Attribute template.

8.7.3.6 REGISTERED AS object-identifier
The object-identifier value provides a globally unique identifier for the attribute definition; this includes all

elements referenced either directly or indirectly by the DERIVED FROM, WITH ATTRIBUTE SYNTAX, MATCHES FOR
and BEHAVIOUR constructs, where present. This value is used in management protocol when it is necessary to identify
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the attribute type. If this construct is omitted, the attribute definition shall not be referenced in a managed object class
definition. Where an attribute definition is derived from an existing attribute definition that includes a REGISTERED
AS construct, the object-identifier value assigned to the existing definition is not a valid identifier for the derived
definition. The REGISTERED AS construct shall therefore be included in the derived definition if it is to be referenced
in a managed object class definition.

8.8 Attribute group template

8.8.1  Overview

This template allows attribute groupings to be defined; such groupings are applicable to situations where it is desirable
to operate upon the collection of attributes that are members of the group. The behaviour definitions for a given managed

object class define the meaning of Get attribute value and Replace with default value operations when applied to attribute
groups. Each member of the group shall itself be defined as a single- or set-valued attribute type.

The Atttfibute Group template defines the minimum set of attributes that constitute the group and the objg¢ct identifier
value that is used to name the group. Each managed object class definition that references an attribute-groug] may extend
the membership of the group by adding new attributes to the group, unless the group has beendefined tq be of fixed
membership; such extensions apply only to instances of the managed object class in which the €xtension is defined. The
attributes identified in the Attribute Group template define the minimum membership of the group in all mapaged object
class definitions that reference the group.

If an extensible attribute group is present in a managed object class definition, then all attributes defined fgr the group,
either wjthin the body of the Attribute Group template or added to the attribute group by the managed|object class
definitiop, shall be present in the package which references the group or-in-one of the mandatory packages of the
managed object class.

If a fixedl attribute group is present in a managed object class definition, then all attributes defined for thel group shall
be present in the package which references the group.

8.8.2 | Template structure

<groupg-label> ATTRIBUTE GROUP

[GROUP ELEMENTS <attribute<label>
[ ,<attribute-label>]* ;

]
[FIXED ;

]
[DESCRIPTION délimited-string ;
]

REGISTERED AS object=identifier ;
8.8.3 | Supporting definitions

8.8.3.1 | GROUP (ELEMENTS <attribute-label> [,<attribute-label>]*

When psent this construct defines the set of attrlbute labels that 1dent1fy the individual attributes that form
those elemen < : < ich shall be
defined by means of the Attnbute template The behav1our deﬁmtlons for a given managed ob_]ect class define the
meaning of Get attribute value and Replace with default value operations when applied to attribute groups.

NOTE 1 — This does not imply that there is a behaviour specification specific to the attribute group itself that does not also
apply to the attributes when treated individually.

All attributes in a Group shall be members of the managed object class definition(s) which reference the group; i.e., each
attribute that is a member of the group for a given managed object class shall be referenced by the Attributes construct
in one or more of the packages that are referenced by the managed object class definition.

8.8.3.2 FIXED

When present, this construct indicates that the attribute group is defined to be of fixed membership.
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8.8.3.3 DESCRIPTION delimited-string

This construct allows a description of the semantics of the grouping to be expressed; e.g., 'Group of all state
attributes in the managed object'. No restrictions are placed on the character set used to represent the
DESCRIPTION and no further structure within the DESCRIPTION is defined.

This construct shall not be used as a means of defining behavioural aspects of the group or its members.
8.8.3.4 REGISTERED AS object-identifier

The object-identifier value provides a globally unique identifier for the attribute group definition. This value
shall be used in management protocol when it is necessary to identify the attribute group. The attribute group identified
by this object-identifier value in the context of a managed object includes any attributes defined in the body of
the Attribute Group template, plus, for extensible attribute groups, any attributes added to the group as a consequence
of the defifition © ] ; ] managed
object.

INOTE 2 — The Attribute Group template defines the set of attributes (which may be the empty set) that are always members
of the group; in the case of an extensible attribute group, this set may be extended by the Attribute Groups construct in the Package
template, irf] order to extend the set for the purposes of particular managed object class definitions. This téehnique may bejappropriate
where it is [desirable to define an attribute group, members of which share some common semantic(such as "state attriputes”), but
where the fumber of attributes of that semantic type that may be present in a given managed object ¢class is determined at jnstantiation
time, or where different groupings of attributes with the same semantics are required in multiplé managed object classes. | In general,
it is only pgssible to determine the composition of an extensible attribute group at managed ‘object instantiation time, at which point
it is known| which packages, and therefore which attributes, have been instantiated.

8.9 Behaviour template
8.9.1 Overview

This template is used to define behavioural aspects of managed.object classes, name bindings, parameters and attribute,
action and notification types. The Behaviour template is“intended to permit extension provisions, but|behaviour
specificatipns shall not change the semantics of previously-defined information. If information is left undgfined, the
behaviour|definition shall be explicit about what is undefined.

INOTES
Behaviour templates should be used to convey semantics that are not completely described by othef templates.
Specifically), definers should not rely on labels to convey semantics.

y A behaviour statement should be worded in terms of the managed object whose managed object class definition includes
it.

8.9.2  Template structure

<behavilbur-definition-label> BEHAVIOUR

DEFINED—AS delimited-string ;

8.9.3  Supporting definitions

8.9.3.1 DEFINED AS delimited-string

The text contained in the delimited-string gives a definition of an aspect of the behaviour of a managed object
class or associated name bindings, parameters, attributes, actions or notifications. This definition may be documented
by use of natural language text or by the use of formal description techniques. The text may be a textual reference to
a clause or sub-clause of a document or Recommendation | International Standard. No restrictions are placed on the
character set used to represent the delimited-string and no further structure within the text is defined.
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8.10

8.10.1

Action template

Overview

This template is used to define the behaviour and syntax associated with a particular Action type. Action types defined
by means of this template may be carried by the M-ACTION service defined in CCITT Rec. X.710 | ISO/IEC 9595.
The major elements of the definition are described below.

8.10.1.1

Behaviour

The definition of an Action type shall specify the functionality of the Action in terms of the effect that it has on the
managed object class upon which it operates. Where the action may apply to more than one managed object class, the
behavioural description should be limited to those features of the behaviour that are common to all managed object
classes; further managed object class specific behaviour related to those Actions is described as part of the definition of

the mang§ged object class itself.

8.10.1.

The defipition of an Action type shall indicate whether the action is always confirmed or whether it may B

or unco
8.10.1.3

The defi
reply pai

by means of ASN.1 data types.

the inforn

ManaggmentExtension (as defined in CCITT Rec. X.721[\ISO/IEC 10165-2) as an optional field.
2 It is recommended that the base data type chosen for the information and reply syntax is the SEQUBNCE type.

8.10.1.4 Action identifiers

The valge of the object identifier associated with the Action type definition is used to identify the Ac

manager]

8.10.1.§ Parameters

The defi
associate

8.10.2

<actid

Mode of operation

firmed at the manager’s option.
Abstract syntax
hition of the Action type shall specify any syntax that shall be used to convey the action informatio

ameters of the M-ACTION service defined in CCITT Rec. X.710 [ ISO/IEC 9595. These syntaxes

NOTES

hation and reply syntaxes of the action should be defined inan ‘extensible manner, by inclusion of the ASN.1 t

hent protocol.

hition of the Action type.may identify action information or action reply parameters, or specific erro
d with the Action-type.

Template structure

n-label> ACTION

e confirmed

h and action
 are defined

1 Unless it is specifically intended to preclude future extension of the arguments of an action, it is recoimended that

ype SET OF

ion type in

I parameters

[BEHAVIOUR <behaviour-definition-label>
[.<behaviour-definition-label>]* ;

]
[MODE CONFIRMED ;

]
[ PARAMETERS <parameter-label>
[ ,<parameter-label>]* ;

]
[WITH INFORMATION SYNTAX type-reference ;

]
[WITH REPLY SYNTAX type-reference ;
]

REGISTERED AS object-identifier ;
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8.10.3 Supporting definitions

8.10.3.1 BEHAVIOUR <behaviour-definition-label> [,<behaviour-definition-label>]*
When present, this defines the behaviour of the Action, the parameters that shall be specified with the Action, the results
that the Action may generate and their meaning. The behaviour-definition-labels reference behaviour
descriptions defined by use of the Behaviour template.

8.10.3.2 MODE CONFIRMED

If present, the action shall operate in confirmed mode. If absent, the action may be confirmed or unconfirmed at the
discretion of the manager.

8.10.3.3 PARAMETERS <parameter-label> [,<parameter-label>]*

The paral'neter—labels identify action information or action reply parameters, or processing failures@ssofiated with
the Actior] type. See clause A.7 for an example.

8.10.3.4 WITH INFORMATION SYNTAX type-reference
If present,| the t ype—reference identifies the ASN.1 data type that describes the structure of the action ipformation
parameter |that is carried in management protocol. If absent, there is no action-specific information associat¢d with the
action invpcation.

8.10.3.5 WITH REPLY SYNTAX type-reference
If present] the type-reference identifies the ASN.1 data type that)describes the structure of the agtion reply
parameter |that is carried in management protocol. If absent, there is-n0 action-specific information associated with the
action reply.

8.10.3.6 REGISTERED AS object-identifier

The objelct-identifier value provides a globally unique identifier for the action type definition. This value is used
in managgment protocol when it is necessary to identify the action type.

8.11 Notification template
8.11.1 Overview

This templ]ate is used to define theibehaviour and syntax associated with a particular Notification type. Notifidation types
defined by means of this template-may be carried in event reports by the M-EVENT REPORT service defined in CCITT
Rec. X.710 | ISO/IEC 9595., The major elements of the definition are described below.

8.11.1.1 Behaviour

The definition of a Notification type shall specify the circumstances under which a notification of the type is|generated.

8.11.1.2 Abstract syntax

The definition of the Notification type shall specify any syntax that shall be used to convey the event information and
event reply parameters of the M-EVENT REPORT service defined in CCITT Rec. X.710 | ISO/IEC 9595. The template
also permits the allocation of attribute values to fields in the syntax.

NOTES

1 Unless it is specifically intended to preclude future extension of the arguments of a notification, it is recommended
that the information and reply syntaxes of the notification should be defined in an extensible manner, by inclusion of the ASN.1 type
SET OF ManagementExtension (as defined in CCITT Rec. X.721 | ISO/IEC 10165-2) as an optional field.

2 It is recommended that the base data type chosen for the information and reply syntax is the SEQUENCE type.
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The value of the object identifier associated with the Notification definition is used to identify the Event type in

management nrntncnl

8.11.1.4 Parameters

The definition of the Notification type may identify event information or event reply parameters, or specific error

LUC L

pardmclcrb assocmlea witn tne lVOIII]LdUOIl lype
8.11.2 Template structure

<notification-label> NOTIFICATION

behav b firmrits tabets
[ ,<behaviour-definition-label>]* ;

a r el
<parameter-label>]* ;

<rleld-name> <attribute-label>
[,<field-name> <attribute-label>]*

—
~e

]
[WITH REPLY SYNTAX
]

REGISTERED AS object-identifier ;
8.11.3 | Supporting definitions

8.11.3.1

If present, this construct defines the behaviour of the notification, the data that shall be specified with the
that the notification may generate and their meaning. The behaviour-definition-labell references
ur description defined by use of the Behaviour template.

the resuT)s
a behavi

8.11.3.2

type-reference

PARAMETERS <parameter-label> [,<parameter-label>]*

.
’

BEHAVIOUR <behaviour-definition-label> [,<behaviour-definition-label>]*

hotification,

The panameter-1labels identify-event information or event reply parameters, or processing failures asspciated with

the Notification type. See clause A.8for an example.

8.11.3.3

If prese
is carrieq

syntax. [If absent, there is no notiﬁcation-speciﬁc information associated with the notiﬁcation invocation.

WITH INFORMATION SYNTAX type-reference
<attribute-label> [,<field-name> <attribute-label>]*]

[AND ATTRIBUTE 1IDS <field-name>

t, this construct identifies the ASN.1 data type that describes the structure of the notification infofmation that
in management protocol, and permits the association of attribute identifiers with named fields in

the abstract
If the AND
t referenced

to carry values of the attribute referenced by attr:.bute-label The ASN 1 data type of the attribute shall be the

same as the data type referenced by field-name.

No label within a SET OF or SEQUENCE OF type nor any label within the definition of such an element can be used
as a field-name since labels within such repeating constructs cannot always refer unambiguously to a single instance of
a data type. Similarly, no label of a component of a CHOICE, SET or SEQUENCE type nor any label within the
definition of such a component can be used as a field-name if the labelled component appears multiple times within the

type definition.

8.11.3.4 WITH REPLY SYNTAX type-reference

If present, this construct identifies the ASN. 1 data type that describes the structure of the notification reply that is carried

in management protocol.
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If absent, there is no notification-specific information associated with the notification reply.
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