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IT Security techniques — Hash-functions —

Part 3:
Dedicated hash-functions

1 Scope

This document specifies dedicated hash-functions, i.e. specially designed hash-funetion
functiions in this document are based on the iterative use of a round-function. Distinct Tou
are specified, giving rise to distinct dedicated hash-functions.

The yse of Dedicated Hash-Functions 1, 2 and 3 in new digital signature implementations ig

[SO apd IEC maintain terminological databases for use in standardization at the following

[BQ/Online browsing platform: available at https://www.iso.org/obp

s. The hash-
nd-functions

deprecated.
1sh-Functions
lications and

resistance is
s specified in

| Annex B as
specified in

heir content
applies. For
nts) applies.

General

8-1 and the

hddresses:

[EC Electropedia: available at http://www.electropedia.org/

31
block
bit string of length L1, i.e., the length of the first input to the round-function

3.2
word
string of bits

3.3

circulant matrix

matrix with the property that each row, apart from the first, consists of the right cyclic
position of the row immediately above it

© ISO/IEC 2018 - All rights reserved
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abelian group
group (G, *) such that a*b = b*a for every a and b in G

3.5
field

set of elements S and a pair of operations (+,*) defined on S such that: (i) a*(b + ¢) = a*b + a*c for every q,
b and cin §, (ii) S together with + forms an abelian group (with identity element 0) and (iii) S excluding
0 together with * forms an abelian group

V) is

fined

served

4 Symbols

4.1 Symbpls specified in ISO/IEC 10118-1

B; byte
data

H hash-code

v initializing value

L1 length (in bits) of the first of the two input strings to thé.round-function @

Ly length (in bits) of the second of the two input stririgs‘to the round-function @, of the out-
put string from the round-function @ and of the'{/

Ly length (in bits) of a bit string X

XY bitwise exclusive-or of bit strings X and¥ (where Lx = Ly)

X||Y concatenation of strings of bits X.ahd Y in the indicated order

(0} q round-function, i.e. if X, Y are bit strings of lengths L1 and L; respectively, then @(X,
the string obtained by applying @ to Xand Y

4.2 Symbpls specific to thisidocument

Al cequence of constant matrices used in the specification of the round-function defined
in Clause 16

An concatenation of n instances of the word A

a; a'; sequences of indices used in specifications of a round-function

C; C'; constant words used in the round-functions

c” 8 x 8 circulant matrix with entries chosen from GF(28) used in the specification
of the round-function in Clause 16

o function taking a string of 64 elements of GF(28) as input and giving an 8 x 8 matrix with
entries from GF(28) as output, used in specifying the round-function defined in Clause 16

c1,c2,¢3  functions taking an 8 x 8 matrix of elements of GF(28) as input and giving an 8 x 8 matrix
with entries from GF(28) as output, used in the specification of the round-function de
in Clause 16

2 © ISO/IEC 2018 - All rights re
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di, ej, fi, 9i
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function taking two 8 x 8 matrices of elements of GF(28) as input and giving an 8 x 8
matrix with entries from GF(28) as output, used in the specification of the round-function
defined in Clause 16

a block derived from the data string after the padding process

functions taking either one or three words as input and producing a single word as output,
used in specifying round-functions

a string of Ly bits which is used in the hashing operation to store an intermediate result

Int,

GF(2%)

Rn()

S0

S0

ti, t'i

Vecp,

W, Xi\X'i,
Yi, Zj

w', X', Ki,

an inverse mapping to the mapping Vecy, i.e.Int,, =Vec, "

a field defined as GF(2)[x] / pg(x) where pg(x) = x8 + x4 + x3 + x2 + 1. The-elemefts of the
field are 8-bit strings

an 8 x 8 matrix whose entries are chosen from GF(28)
number of blocks in the data string after the padding and splitting processes

operation of right shift by n bits, i.e. if A is a word and ni$.d non-negative integer then
Rn(A) denotes the word obtained by right-shifting the ¢ontents of A by n positipns

operation of “circular left shift” by n bit positions,.i.e. if A is a word and n is a npn-negative
integer then S7(A4) denotes the word obtained by left-shifting the contents of A[by n places
in a cyclic fashion

operation of “circular right shift” by n bit positions, i.e. if A is a word and n is ajnon-nega-
tive integer then S’ 7(A) denotes the word obtained by right-shifting the contents of A by n
places in a cyclic fashion

a function, which replaces anwelement x € GF(28) with another element s[x] € GF(28)

shift-values used in specifying a round-function

a bijective mapping-ffom Zz” to the set of n-bit words, which maps an integer| from Zz”
to its binary representation (i.e. for any integer z = zg + 2z1 + ... + 2171z;,_1 of thle set Zz" ,

where zj €{0;1},j = 0,..., n - 1, by definition Vecy(z) = (zn-1]|..-1|z1]|z0)

wordstused to store the results of intermediate computations

matrices with entries chosen from GF(28) used to store the results of intermefliate com-
putations

© ISO/IEC 2018 - All rights reserved

set of non-negative integers less than 27, together with the operations of addition and
multiplication modulo 27

bitwise logical AND operation on bit strings, i.e. if A, B are words then AAB is the word
equal to bitwise logical AND of A and B

bitwise logical OR operation on bit strings, i.e. if A, B are words then AVB is the word equal
to bitwise logical OR of A and B

bitwise logical NOT operation on a bit string, i.e. if A is a word then -4 is the word equal to
the bitwise logical NOT of A
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5 Requinements

Users who w

one of th

— theleng

NOTE1 Al
output; this is

NOTE2 Th

document arg
code computd

Annex A def
document.

6 Model

6.1 Useo

The 17 dedi
Dedicated H

addition modulo 2¥ operation, where w is the number of bits in a word; i.e. if A and B are
w-bit words, then A ¥ B is the word obtained by treating A and B as the binary representa-

tions of integers and computing their sum modulo 2w, where the result is constrained

to lie

between 0 and 2% - 1 inclusive. The value of wis 32 for Dedicated Hash-Functions 1 to 4,
defined in Clauses 7 to 10, 64 for Dedicated Hash-Functions 5 and 6, defined in Clauses 11

and 12 and 512 for Dedicated Hash-Functions 11 and 12, defined in Clauses 17 and 18

multiplication operation of 8 x 8 matrices with entries chosen from GF(28); i.e. if A and

B are such matrices, then A-B is the matrix obtained by multiplying A and B in the fol-
lowing way. Treat each entry of either A or B as the binary polynomial representation
of an integer (for example, the binary polynomial representation of integer 89 (hexa-

decimal) is x7 + x3 + 1); treat the multiplication of two of the entries as the remainder
when multiplication of the two polynomials is divided by a polynomial pg(x), where
pg(x) = x8 + x4 + x3 + x2 + 1; and treat the sum operation as the operation @

h symbol denoting the “set equal to” operation used in procedural specifications of ra
functions, where it indicates that the value of the variable (e.g. word onumatrix) on th
cide of the symbol should be set equal to the value of the expression.on the right side
the symbol

ish to employ a hash-function from this document shallselect

e dedicated hash-functions specified below, and

th, Ly, of the hash-code H.

the hash-functions defined in this documenttake a bit string as input and give a bit str

independent of the internal byte ordering’eonvention used within each hash-function.

believed to be collision-resistantdash-functions in environments where performing 2ln /2

tion is deemed to be computatipnally infeasible.

5 for dedicated hash-functions

f models

rated hash-functions specified in this document are defined using two different m

und-
b Jeft
of

ng as

e choice of Ly affects the security of.thé hash-function. All of the hash-functions specified in this

hash-

ines object identifiers that shall be used to identify the hash-functions specified in this

bdels.
nodel

sh<Functions 1 to 12 and 17 are defined using the general round-function-based 1

defined in ISO/IEC 10118-1, which is further described in 6.2. Dedicated Hash-Functions 13 to 16 use

the sponge c

onstruction model as defined in 6.3.

6.2 Round-function model

Dedicated Hash-Functions 1 to 12 and 17 specified in this document are based on the general model for
hash-functions given in ISO/IEC 10118-1.

In the specifications of the hash-functions in this document, it is assumed that the padded data string
input to the hash-function is in the form of a sequence of bytes. If the padded data string is in the form of
a sequence of 8n bits, xg, x1, ..., Xgn-1, then it shall be interpreted as a sequence of n bytes, Bg, B, ..., Bn-1,
in the following way. Each group of eight consecutive bits is considered as a byte, the first bit of a group
being the most significant bit of that byte. Hence,

© ISO/IEC 2018 - All rights reserved
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Bj = 27xgi + 26xgjs1 + ... + Xgi+7
foreveryi (0 <i<n).

The output transformation for the hash-functions specified in this document is defined so that the
hash-code, H, is derived by taking the left-most Ly bits of the final L,-bit output string H.

Identifiers are defined for each of the 17 dedicated hash-functions specified in this document. The

40 and 11 (hexadecimal), respectively. Some hash-function identifiers are also used in the OSI object
identifiers assigned in Annex A.

6.3 |Sponge model
In 6.3, a permutation-based hash-function with sponge construction is specified.

A permutation-based hash-function with sponge construction is defined\by a padding method, a
permjutation and a set of parameters.

The gponge constructionl4] is a framework for specifying function$,on a binary data with arbitrary
outhlt length. The construction employs the following three componeénts:

n underlying function on fixed-length strings, denoted by.f;

— dparameter called the rate, denoted by r;

job)

padding rule, denoted by pad.

The function that the construction produces from these components is called a sporlge function,
denoted by SPONGE] f, pad, r]. A sponge functiefitakes two inputs, a bit string, N, and the bif length, d, of
the optput string, SPONGE[ f, pad, r](N, d).

NOTH For further details on the rationale of the sponge construction framework, see Referencg [5].

The ﬂ:mction,ﬁ maps strings of a,single, fixed length, b, to strings of the same length. blis called the
width of . When the underlying function, f, is invertible, i.e. a permutation, it is a permufation-based
hash{function with sponge cgngtruction.

The tate, r, is a positive.ihteger that is strictly less than the width b. The capacity, c, is|the positive
integer b — r. Thus, r +c = b.

In the padding rule; pad is a function that produces padding, i.e. a string with an appropriate length
to append to another string. In general, given a positive integer x and a non-negative infteger m, the
outpuit pad(x,:m) is a string with the property that m + len[pad(x, m)] is a positive multipl¢ of x. Within
the spongeé construction, x = r and m = len(N), so that the padded input string can be partitioned into a
sequé¢nté of r-bit strings.

Given these three components, f, pad and r, as described above, the SPONGE[ £, pad, r] function on (N, d)
is specified by SPONGE[ f, pad, r](N, d). The width b is determined by the choice of f.

SPONGE[f, pad, r](N, d)

Input: string N, non-negative integer d
Output: string Z, such thatlen(Z) =d
Steps:

a) LetP=N||pad[r,len(N)].

b) Letgq=1len(P)/r.

© ISO/IEC 2018 - All rights reserved 5
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c) Letc=b-r

d) LetPy, ..., Pg-1 be the unique sequence of strings of length r, such that P = Pq || ... || Pg-1.

e) LetS=0b.

f) ForifromOtoq-1,letS=f[S (P;|| 09].

g) LetZbe the empty string.

h) LetZ=Z]|| Trunc,(S).

i) Ifd < |Z|thepreturn TruncyZ)-elsecontinue.

j) LetS=f[S) and continue with step h).

Note that th¢ input d determines the number of bits that SPONGE] £, pad, r](N, d) returns/but it dog

affect their y
practice, is h

The parame

b, thew

r, the raf
¢, the ca

d, the ou

Here, if nota
is the length
length of th
defined in IS
P;j = Djis the

alues. In principle, the output can be regarded as an infinite string, whose*¢omputati
alted after the desired number of output bits is produced.

ers of a sponge construction include:
dth;

€,

bacity, such that b =r + ¢; and

tput length.

fions specified in ISO/IEC 10118-1:2016, Clause'3 are used, r can be considered as L1,
of a block of input data (message), while>b can be considered as Ly, which is the o
e function f. Furthermore, the relationibetween function f and the round-function
0/IEC 10118-1:2016, Clause 3 can berepresented as @ (P}, Si-1) = f[Si-1D (P; || 09)], {
ith data block, while S;-1 = H;-1 is thé‘output of the previous execution. The squeezing

is considered the output transformation.

7 Dedica

7.1 Genel

In Clause 7,
for hash-fun
and round-f
Hash-Functi
264-1 bits.

The ISO/IEC
NOTE 1

NOTE 2

ted Hash-Function1,{RIPEMD-160)

ral

h padding method, an initializing value and a round-function for use in the general 1
ctions described in ISO/IEC 10118-1 are specified. The padding method, initializing
inction Specified here, when used in the above general model, together define Dedi
bn 1,-This dedicated hash-function can be applied to all data strings, D, containing at

bS not
on, in

vhich
utput
® as
vhere
stage

nodel
value
cated
most

hash-function identifier for Dedicated Hash-Function 1 is equal to 31 (hexadecimal).

Dedicated Hash-Function 1 defined in Clause 7 is commonly called RIPEMD-160l6l.

As aresult of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Function 1 does

not provide a sufficient level of collision resistance for future digital signature applications and it is, therefore,
only used for legacy applications. However, for applications where collision resistance is not required, such as in
hash-functions as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 11770-
6, its use is not deprecated.
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7.2

7.2.1

ISO/IEC 10118-3:2018(E)

Parameters, functions and constants

Parameters

For this hash-function, L1 = 512, L = 160 and Ly is up to 160.

7.2.2

Byte ordering convention

In the specification of the round-function of Clause 7, it is assumed that the block input to the round-
function is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words.

A se

the fq
being

To cgnvert the hash-code from a sequence of words to a byte-sequence, the‘inverse pro

folloy

NOTE

7.2.3
To fa
bit wi
i, 03
The f]

7.2.4

Two

the least significant byte of that word. Hence,

Z;i = 224B4j3 + 216Byjip + 28Bajs1 + B4y, (0 <i<15).

ved.

The byte-ordering specified here is different from that of 9.2.2.

Functions

uence of 64 bytes, By, By, ..., Bg3, shall be interpreted as a sequence of 16 words, Zg, Z1,
llowing way. Each group of four consecutive bytes is considered as a word, the firsthyte of a word

., Z15, In

ress shall be

Filitate software implementation, the round-function @s described in terms of opergtions on 32-

prds. A sequence of functions go, g1, ..., g79 is used in this round-function, where epch function
i <79, takes three words, Xp, X1 and X3, as input-dnd produces a single word as outpult.

linctions g; are defined as follows:
gi(Xo0,X1,X2) = Xo © X1 D Xz (0<i<15);
9i(X0,X1,X2) = (Xo A X1) V\(7X0o A X2), (16 <i<31);
9i(X0,X1,X2) = (Xo V 2 X2)D X2, (32<i<47);
9i(X0,X1,X2) = (Xo AX2) V (X1 A ~X2), (48 <i<63);
9i(X0,X1,X2) = Xo® (X1 V ~X2), (64 <i<79).

Constants

equences of constant words, Co, Cy, ..., C79 and C'g, C'1, ..., C'79, are used in this round-function. In a

hexaglecimal representation (where the most significant bit corresponds to the left-most bjfit), these are

defin

ed as follows!
C;i=00000000, (0<i<15);
Ci=5A827999, (16 <i<31);
Ci= 6ED9EBAI, (32 <i<47);
Ci=8F1BBCDC, (48<i<63);
C;= AO53FDAE, (64<1<79)
C'i=50A28BEG, (0<i<15);
C'i=5C4DD124, (16 <i<31);
C'i=6D703EF3, (32<i<47);
C'i="7A6D76E9, (48 <i<63);
C'i=00000000, (64<i<79).

Two sequences of 80 shift-values are used in this round-function, where each shift-value is between
5 and 15. These sequences are denoted by (to, t1, ..., t79) and (t'o, t'1, .., t'79). Two additional sequences of
80 indices are used in this round-function, where each value in the sequence is between 0 and 15. These
sequences are denoted as (ag, a1, ..., ayg9) and (a’o, a'y, ..., a’'79). All four sequences are defined in Table 1.
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Table 1 — Sequences for Hash-Function 1

i 0 1 2 3 7
ti 11 14 15 12 5 8 7 9
¢i | 8 9 9 11 13 15 15 5
ai 1 4 6 7
ai | s 14 9 11 4
i 8 9 +6 +4 +2 +3 +4 +5
ti|| 11 13 4 15 6 7 9 RS
efl| 7 7 8 11 14 14 12 6
al| 8 9 10 11 12 13 14 | 15
ail| 13 6 15 8 1 10 3 JNT12
N
B
i|| 16 17 18 19 20 21 |\22 23
t 7 6 8 13 11 a7 15
til| 9 13 15 7 12 | %8 9 11
al| 7 4 13 1 10 _§ 6 15 3
af{| 6 11 3 7 00 13 5 10
N
%)
i|| 24 25 26 27 28 29 30 31
t; 7 12 15 | @ 11 7 13 12
t) 7 7 12 7 6 15 13 11
a|| 12 0 9.1 5 2 14 11 8
all| 14 15 | /8’ 12 4 9 1 2
-
)
il| 32 |[,88 | 34 35 36 37 38 39
gl 11 N3 6 7 14 9 13 15
il 9O 7 15 11 8 6 6 14
all | 3 10 14 4 9 15 8 1
a| {15 5 1 3 7 14 6
i | 40 41 42 43 44 45 46 47
t | 14 8 13 6 5 12 7 5
ti | 12 13 5 14 13 13 7 5
ai | 2 7 0 6 13 11 5 12
ai | 11 8 12 2 10 0 4 13

8 © ISO/IEC 2018 - All rights reserved
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i 48 49 50 51 52 53 54 55
ti 11 12 14 15 14 15 9 8
t'; 15 5 8 11 14 14 6 14
a; 1 9 11 10 0 8 12 4
a’i 8 6 4 1 3 11 15 0
i 56 57 58 59 60 61 62 6.3
ti 9 14 5 6 8 6 5 12
t'; 6 9 12 9 12 5 15 8
a; 13 3 7 15 14 5 6 2
a’i 5 12 2 13 9 7 10 14
i 64 65 66 67 68 69 70 71
ti 9 15 5 11 6 8 13 12
t'; 8 5 12 9 12 5 14 6
a; 4 0 5 9 7 12 2 10
a’i 12 15 10 4 1 5 8 7
i 7 2 73 74 75 76 77 78 79
ti 5 12 13 14 11 8 5 6
t'; 8 13 6 5 15 13 11 11
a; 14 1 3 8 11 6 15 B
a’i 6 2 13 14 0 3 9 |
7.2.5| Initializing value
For this round-function, the initializing value, IV, shall always be the following 160-bit string,
reprgsented hete-as a sequence of five words, Yy, Y1, Y2, Y3 and Y3, in a hexadecimal representation,
wherp Yy represents the left-most 32 of the 160 bits:
Yo=67452301;
Y1 =FFCDABR8O;

7.3 Padding method

Y, = 98BADCFE;
Y3=10325476;
Y4 = C3D2E1FO.

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 512. The padding procedure operates as follows.

a) Dis concatenated with a single “1” bit.

b) The result of the previous step is concatenated with between zero and 511 “0” bits such that
the length (in bits) of the resultant string is congruent to 448 modulo 512. More explicitly, if the
original length of D is Lp and letting r be the remainder when Lp is divided by 512, then the number

© ISO/IEC 2018 - All rights reserved
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of concatenated zeros is equal to either 447 - r (if r < 447) or 959 - r (if r > 447). The result will be
a bit string whose length will be 64 bits short of an integer multiple of 512 bits.

Divide the 64-bit binary representation of Lp into two 32-bit strings, one representing the “most
significant half” of Lp and the other the “least significant half”. Now concatenate the string resulting
from the previous step with these two 32-bit strings, with the “least significant half” preceding the
“most significant half”.

In the description of the round-function which follows, each 512-bit data block D;, 1 <i < g, is treated as
a sequence of 16 words, Zg, Z1, ..., Z15, where Zy corresponds to the left-most 32 bits of D;.

NOTE The concatenation of the two 32-bit strings of Lp in step c) is such that these two 32-bit strings are
used directly|as the words Z14 and Z5 of the last data block; based on the byte ordering convention in %2]2, the

least significgnt byte of Lp is the left-most byte and the most significant byte of Lp is the right-most byte,

7.4 Descrjiption of the round-function

The round-flinction, @, operates as follows.

NOTE In|this description, the symbols W, Xo, X1, X2, X3, Xa, X'0, X'1, X2, X'3 and-X'4"are used to dengte 11

distinct words which contain values required in the computations.

a)

b)

d)

f)

Supposd the 512-bit (first) input to @ is contained in Zy, Z1, ..., Z15,-where Zy contains the leftfmost
32 of the¢ 512 bits. Suppose also that the 160-bit (second) input,te @ is contained in five words, Yo,
Y1, Yo, Y and ;.

Let Xo: 4 Yo, X1: = Y1, X2: = Yo, X3: = Y3 and X3: = V4.
LetX'0:f Y0, X'1: =Y, X' 2: =Yy, X'3: =Y3and X'4: = Y.

For i: = () to 79, do the following four steps in the order specified:

1) W:3 S [XoWgi(X1, X2, X3) W Z, WCY X

2) Xo: F Xa; Xa: = X3; X3: = S10(X2); Xo: =X1; X1: = W;

3) Wi SY[X'0Ugro-(X', X2, X&) Zy W WXy
4) XoEX4X3:=X'3;X'3: 250X 2); X' i =X';; X'1: = W.

Let W: 3 Yy, Yor=Y1 WXo W X'3, Y= Yo WX3 WX, Yor=Y3WXp WX Y3: = Y46 XoW X' and
Yar=WWU X1 W X5,

The fivel words, ¥giY1, Y2, Y3 and Y4, represent the output of the round-function @. After thq final
iteration of the xound-function, the five words, Yy, Y1, Y2, Y3 and Y4, shall be converted to a seqfience
of 20 byltes Gsing the inverse of the procedure specified in 7.2.2 and where Y shall yield the first
four bytes;¥ the next four bytes and so on. Thus, the first (left-most) byte will correspond to the
least sigmiticamtbyte of Yy amnd the 20th {right-most) by te witt correspornd to the most Signiticant
byte of Y4. The 20 bytes shall be converted to a string of 160 bits using the inverse of the procedure
specified in Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the
first (left-most) byte and the 160th (right-most) bit will correspond to the least significant bit of the
20th (right-most) byte.

Figure 1 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 1
(RIPEMD-160) [the other half, i.e. steps 3) and 4) is similar]. In the round-function &, steps 1) to 4) of
item d) are used 80 times (i =0, ..., 79).

10
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Figure 1 — Part of the round-function in Dedicated Hash-Function 1

pedicated Hash-Function 2 (RIPEMD-128)

General

juse 8, a padding method, an initializing value and a round-function for use in the g¢

for h
and 1

Hash
264-1

The I

NOTEH
is onl

NOTE
not pi

bneral model

ish-functions described in ISO/IEC 10118-1 are specified. The padding method, initi

Function 2. This dedicated hash-function can be applied to all data strings, D, conta
bits.

SO/IEC hash-funoction identifier for Dedicated Hash-Function 2 is equal to 32 (hexade

1  Dedicated Hash-Function 2 defined in Clause 8 is commonly called RIPEMD-128l6l. This
y used in(applications where a hash-code containing 128 bits or less is considered adequately

2 , \As'aresult of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Fy
ovide a sufficient level of collision resistance for future digital signature applications and i

hlizing value

ound-function specified-here, when used in the above general model, together defi;lle Dedicated

ning at most

cimal).

hash-function
secure.

nction 2 does
is, therefore,

only u

sed 1or legacy applications. However, 10r applications where collision resistance 1s not requir

ed, such as in

hash-functions as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 11770-
6, its use is not deprecated.

8.2

8.2.1

Parameters, functions and constants

Parameters

For this hash-function, L1 = 512, Ly = 128 and Ly is up to 128.

8.2.2

Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of Clause 7.

© ISO/IEC 2018 - All rights reserved
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8.2.3 Functions

To facilitate software implementation, the round-function, @, is described in terms of operations on
32-bit words. A sequence of functions, go, g1, --» 963, is used in this round-function, where each function
gi, 0 <i< 63, takes three words, Xop, X1 and X7, as input and produces a single word as output.

The functions g; are defined to be the same as the first 64 of the functions defined in 7.2.3.

8.2.4 Constants

Two sequences of constant words, Co, C1, ..., C¢3 and C'g, C'1, ..., C'63, are used in this round-function. In a

hexadecimalkrepresentationwhere-the-moest-significant-bit bcrrcspcnds to-theleft-mestbitthege are
defined as fqllows:

Ci=00000000, (0<i<15);

C;=5A827999, (16 <i<31);

Ci= 6ED9EBAI1, (32 <i<47);

Ci= 8F1BBCDC, (48 <i<63).

C'i=50A28BE®, (0<i<15);

C'i=5C4DD124, (16 <i<31);

C'i=6D703EF3, (32<i<47);

C'i=00000000, (48 <i<63).
Two sequendes of 64 shift-values are also used in this round-funetion, where each shift-value is betiween

5 and 15. These sequences are denoted by (to, t1, ..., te3) and_(£'p,t'1, ..., t's3) and they are defined|to be
equal to the first 64 values of the corresponding sequences defined in 7.2.4.

Finally, two [further sequences of 64 indices are used in\this round-function, where each value in the
sequence is between 0 and 15. These sequences are-defioted by (ag, a1, ..., as3) and (a’o, a1, .., a’'6q) and
they are defined to be equal to the first 64 values of the corresponding sequences defined in 7.2.4,

8.2.5 Initializing value

For this hasH-function, the initializing value, IV, shall always be the following 128-bit string, represgnted
here as a sequence of four words, Yp,¥1,'¥2 and Y3, in a hexadecimal representation, where Yy represents
the left-most 32 of the 128 bits:

Yo=67452301;
Y1 = EFCDABS89;
Y2 = 98BADCFE;
Y3=10325476.

8.3 Padding method

The paddingTrethod—tobeused-—withrthis hastfurnctiomr statt-be—thesame—=asthepaddimg e thod
defined in 7.3.

8.4 Description of the round-function

The round-function, @, operates as follows.

NOTE In this description, the symbols W, Xo, X1, X2, X3, X'0, X'1, X'2 and X'3 are used to denote nine distinct
words which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in Zy, 7, ..., Z15, where Zp contains the left-most
32 of the 512 bits. Suppose also that the 128-bit (second) input to @ is contained in four words, Yo,
Y1, Y2 and V3.

b) LetXp: =Yy, X1: =Yy, Xo:=Yzand X3: =Y3.

12 © ISO/IEC 2018 - All rights reserved
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d)

f)

Figui
(RIPEMD-128) [the other half, i.e. steps 3) and 4) is similar]. In the round-function @, ste]
item fl) are used 64 times (i =0, ..., 63).

ISO/IEC 10118-3:2018(E)

LetX'0: =Yy, X'1:=Y1,X2:=Yoand X'3: = V3.

For i: = 0 to 63, do the following four steps in the order specified:
1) W:=5"[Xougi(X1, X2, X3) ¥ Z, ¥ Cil;

2) Xo:=XzX3:=Xp; Xp:=X1; X1:= W,

3) W:=5S"i[X'0Uges-i(X'1, X2, X'3) ¥ Zy WL

4) Xo:=X3X'3:=X'3;X0:=X;X'1:=W.

et W: =Y, Yo: = V1 W Xo WX'3, Y1:= Y2 W X3 W X', Yo:=Y3WXgWX'1and Y3: = WW X; Uj('z.
t

The four words, Yp, Y1, Y2 and Y3, represent the output of the round-function,'®. A
iferation of the round-function, the four words, Yy, Y1, Y2 and Y3, shall be converted t
df 16 bytes using the inverse of the procedure specified in 7.2.2 and where Yy shall y]
fpur bytes, Y1 the next four bytes and so on. Thus, the first (left-most) byte will corre
least significant byte of Yy and the 16th (right-most) byte will correspond to the mog

er the final
h a sequence
ield the first
spond to the
t significant

hyte of Y3. The 16 bytes shall be converted to a string of 128 bits using the inverse of the procedure

specified in Clause 6, i.e. the first (left-most) bit will correspond-to’ the most significy
flrst (left-most) byte and the 128th (right-most) bit will correspond to the least signifid
6th (right-most) byte.

[ =

Xo X1 X2 X3 (before round i)

Zg,

?+\—>gi

T

int bit of the
ant bit of the

e 2 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 2

bs 1) to 4) of

W

Xo X1 X2 X3 (after round i)

Figure 2 — Part of the round-function in Dedicated Hash-Function 2
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9 Dedicated Hash-Function 3 (SHA-1)

9.1 General

In Clause 9, a padding method, an initializing value and a round-function for use in the general model for
hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value and
round-function specified here, when used in the above general model, together define the Dedicated
Hash-Function 3. This dedicated hash-function can be applied to all data strings, D, containing at most

264-1 bits.

The ISO/IEC

hash-function identifier for Dedicated Hash-Function 3 is equal to 33 (hexadecimal).

NOTE1 Dd

NOTE2 As
not provide a
only used for
hash-functior
6, its use is nd

9.2 Paran

9.2.1 Pars

For this hash

9.2.2 Byte

In the specif
function is i
sequence of
following w3
word being t

To convert t}

followed.
NOTE Th
9.2.3 Fun

To facilitate
bit words. Al

dicated Hash-Function 3 defined in Clause 9 is commonly called SHA-1[1].

a result of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Funetion
sufficient level of collision resistance for future digital signature applications and it is, ther

s as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 1
t deprecated.

heters, functions and constants
meters
-function, L1 = 512, L = 160 and Ly is up to 160.

ordering convention

ication of the round-function of Clause 9t is assumed that the block input to the r
h the form of a sequence of 32-bit words, ‘each 512-bit block made up of 16 such wot
b4 bytes, Bo, B, ..., Be3, shall be interpreted as a sequence of 16 words, Z, Z3, ..., Z15,

1y, where each group of four consectutive bytes is considered as a word, the first byt
he most significant byte of thatword. Hence,

Zi= 224B4; + 218Byji1 + 28B4ir2 + Bajv3, (0 <i<15).

ne hash-code from a sequence of words to a sequence of bytes, the inverse process sh

e byte-ordering(specified here is different from that of 7.2.2.
Ctions

software implementation, the round-function @ is described in terms of operations @

does
efore,

legacy applications. However, for applications where collision resistance is notjéquired, such as in

1770-

bund-
ds. A
n the
e of a

all be

n 32-
ction,

fi0<i<79,

séduence of functions, fo, f1, ..., f79, is used in this round-function, where each fun
pa |

Lo 1 +1 Av4 Av4 PR A V4 H 4 | pa| 3 | < s s
CARTSTHTTT " WUTUS, A7, AT dIA7Z, d5 TITp Ut diTa progut TS a sSTIrgrcwoT U a5 output.

The functions f; are defined as follows:

fi(Xo, X1, X2) = (Xo A X1) V (=X0 A X2), (0 <i<19);
fi(Xo, X1, X2) = Xo © X1 © X2, (20 <i<39);
fiXo, X1, X2) = (Xo AX1) V (Xo A X2) V (X1 A X2), (40 <i<59);
fi(Xo, X1, X2) = Xo © X1 © X2, (60 <i<79).

9.2.4 Constants

A sequence

of constant words, Cop, C1, ..., C79, is used in this round-function. In a hexade

cimal

representation (where the most significant bit corresponds to the left-most bit), these are defined as

follows:

14

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

9.2.5

ISO/IEC 10118

Ci=5A827999, (0<i<19);
Ci= 6EDSEBAIL, (20 <i<39);
Ci=8F1BBCDC, (40 <i<59);
Ci=CA62C1D6, (60<i<79).

Initializing value

-3:2018(E)

For this round-function the initializing value, IV, shall always be the following 160-bit string,
represented here as a sequence of five words, Yy, Y1, Y2, Y3 and Y3, in a hexadecimal representation,

wher

e Yo represents the left-most 32 of the 160 bits:

9.3

The d
of 51

[

b)

O O O o

~

c)

~

In thd
aseq

NOTH

Yo=67452301;
Y1 = EFCDABS9;
Y, = 98BADCFE;
Y3=10325476;
Y4 = C3D2E1FO.

Padding method

ata string, D, needs to be padded to make it contain a numberofbits which is an intg
. The padding procedure operates as follows.

is concatenated with a single “1” bit.

he result of the previous step is concatenated with between zero and 511 “0” bi
he length (in bits) of the resultant string is congruent to 448 modulo 512. More exj
riginal length of D is Lp and letting r be the remainder when Lp is divided by 512, ther
f concatenated zeros is equal to either 447 <r/(if r < 447) or 959 - r (if r > 447). The {
bit string whose length will be 64 bits short of an integer multiple of 512 bits.

oncatenate the string resulting fromithe previous step with the 64-bit binary reprg
p, most significant bit first.

 description of the round-function which follows, each 512-bit data block D;, 1 <i<gq,
ience of 16 words, Zy, Z1, .4 Z15, where Zg corresponds to the left-most 32 bits of D;.

The concatenation-ofthe 64-bit string of Lp in step c) is such that the most significan

and the least significant 32-bit string of Lp are used respectively as the words Z14 and Z5 of the 19

Based
signif]

9.4
The 1

on the byte orderingconvention in 9.2.2, the most significant byte of Lp is the left-most bytg
cant byte of Lp is the right-most byte.

Description of the round-function

ound-function, @, operates as follows.

NOT

Inthic daccerintiaon tho cumhale 147 V. V. Y. Y, 7, 7.
H-EHS-GeSEH POt SR OS5 A AT A AT A L0 e

ger multiple

ts, such that
licitly, if the
the number
esult will be

bsentation of

is treated as

32-bit string
st data block.
and the least

istinct words

7

which contain values required in the computations.

a)

Suppose the 512-bit (first) input to @ is contained in Zp, Z1, ..., Z15, where Zy contains the left-most

32 of the 512 bits. Suppose also that the 160-bit (second) input to @ is contained in five words,
Yo, Y1, Y2, Y3 and V3.

b)

d)
1

Fori=16t079,let Z: = S1(Zi3 D Zi-g ® Zi-14 D Zi-16).
Let Xo: = Yo, X1: = Y1, X2: = Y2, X3: = Y3 and X3: = Ya.

Fori=0to 79, do the following two steps:

) W:=55(X0) W fi(X1, X2, X3) W X4 W Z; W Cj;

© ISO/IEC 2018 - All rights reserved
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2) Xa:=X3; X3: = Xo; Xo: = S30(Xq); X1: = Xo; Xo: = W.
e) LetYp=YoWwXp, Y1:=Y1 WXy, Y2r=Y2 W Xp, Y3:=Y3 W X3 and Ya:= Y3 U X4.

f) The five words, Yy, Y1, Y2, Y3 and Y4, represent the output of the round-function @. After the final
iteration of the round-function, the five words, Yy, Y1, Y2, Y3 and Y4, shall be converted to a sequence
of 20 bytes using the inverse of the procedure specified in 9.2.2 and where Yy shall yield the first
four bytes, Y1 the next four bytes and so on. Thus, the first (left-most) byte will correspond to the
most significant byte of Yp and the 20th (right-most) byte will correspond to the least significant
byte of Y4. The 20 bytes shall be converted to a string of 160 bits using the inverse of the procedure
specified in Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the
first (lef‘l'.mncf) hyfn andthe 160th (righf-mncf) bitazill rnrrncpnnﬂ tothe least cignifirnnf bitof the

20th (right-most) byte.

Figure 3 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 3 (SHA-1).
In the round{function @, steps 1) and 2) of item d) are used 80 times (i =0, ..., 79).

Xo X1 X2 X3 X1 (before round 1)
> S5 fi |e—p— ’-> +
M > +
l J Z
$30 N

e
L .

Xo X1 X2 X3 X4 (after round i)

Figure.3 — Part of the round-function in Dedicated Hash-Function 3

10 Dedicated Hash-Function 4. (QHA-') "1'6)

10.1 General

In Clause 10, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 4. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 4 is equal to 34 (hexadecimal).

NOTE Dedicated Hash-Function 4 defined in Clause 10 is commonly called SHA-256[11.

16 © ISO/IEC 2018 - All rights reserved
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10.2 Parameters, functions and constants

10.2.1 Parameters

For this hash-function, L1 = 512, Ly = 256 and Ly is up to 256.

10.2.2 Byte ordering convention

The byte ordering convention to be used with this hash-function shall be the same as the byte ordering
convention defined in 9.2.2.

10.2.3 Functions

To fagilitate software implementation, the round-function @ is described in terms 6f opergtions on 32-
bit wprds. A sequence of functions, e, e1, €2, e3, e4 and es, is used in this round-function, where eg and
e1 earh takes three words, Xp, X1 and Xp, as input; ey, e3, e4 and es each takes,one word Xplas input and
each pf these six functions produces a single 32-bit word as output.

The flunctions eg, e1, e2, e3, e4 and es are defined as follows:

eo(Xo, X1, X2) = (Xo A X1) D (~Xo AXD);
e1(Xo, X1, X2) = (Xo A X1) © (Xo A X2)4B-(X1 A X2);

e2(Xo) = S" 2(Xo0) @ S’ 13(Xo) S’ 22(Xo);

e3(Xo) = S" 6(Xo) @ S’ 11(Xp) B S’ 25(X0);
e4(Xo) = S" 7(Xo0) @ S'A8(Xo) @ R 3(Xo);

es(Xo) = S' 17(Xo) B.5"19 (Xo) D R10(Xo).

10.2.4 Constants

A sequence of constant words, Cp, C1, & Ce3, is used in this round-function. In a hexadecimal
reprgsentation (where the most signifieant bit corresponds to the left-most bit), these aije defined as
follows, where the words are listed in.the order Cy, C1, ..., Co3.

428H2F98
D80MAASS8
E49H69C1
9835152
27B0A85

A2BHESAT

19adCh1a

71374491
12835B01
EFBE478%6
AB831€66D
2E1B2138
AB81A664B

1E376C08

B5COEBCF
243185BE
0FC19DC6
B00327C8
4D2C6DFC
C24B8B70

2748774C

E9B5DBAS
550C7DC3
240CAlCC
BE597FC7
53380D13
C76C51A3

34RORBRCRS

3956C25B
72BE5S5D74
2DE92C6F
C6EQOBF'3
650A7354
D192E819

391CQACRAY

59F111F1
80DEBILFE
4AT7484AA
D5A79147
766A0ABB
D6990624

AEDIARNAAN

923F82A4
9BDCO6AT
5CBOASDC
06CA6351
81C2C92E
F40E3585

SROCCA4AE

AB1C5EDS
C19BF174
7 6EF988DA
14292967
D2722C85
LO6AAO0T0

b82E6FF3

T48F82EE

NOTE

7T8A5636F

84C87814

10.2.5 Initializing value

8CC70208

90BEFFFA

A4506CEB

BEF9A3F7

C67178F2

These values are the first 32 bits of the fractional parts of the cube roots of the first 64 primes.

For thisround-function, the initializing value, IV, shall always be the following 256-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where
Yo represents the left-most 32 of the 256 bits:

© ISO/IEC 2018 - All rights reserved

Yo = 6A09E667;
Y1 = BB67AESS;
Y2 = 3C6EF372;
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NOTE

Y3 = A54FF53A;
Y4=510E527F;
Y5 = 9B05688C;
Y¢ = 1F83DIAB;
Y7 = 5BEOCD19.

10.3 Padding method

These values are obtained by taking the fractional parts of the square roots of the first eight primes.

The padding method to be used with this hash-function shall be the same as the padding method

defined in 9.5-

10.4 Desc1iption of the round-function

The round-fiinction, @, operates as follows.

NOTE Inthis description, the symbols Wy, Wy, Xo, X1, X2, X3, X4, X5, X6, X7, Zo, Z1, ..\ Z63 are used to denote

74 distinct w@rds which contain values required in the computations.

a) Supposdthe 512-bit (first) input to @ is contained in Zy, Z, ..., Z15, where’Zp contains the leftimost
32 of the¢ 512 bits. Suppose also that the 256-bit (second) input to @(s)contained in eight words, Yo,
Y1, Y2, Y3, Y4, Y5, Yg and Y7.

b) Fori=1pto 63,let Z;: = e5(Zi2) W Zi7 W ea(Zi-15) W Zi-16.

c) LetXo:q Yo, X1: =Y, Xo: =Y, X3: = Y3, Xa: = Ya, X5: = Y5, X)=¥g and X7: = V7.

d) Fori=0|to 63, do the following three steps:

1) WiF X7 U e3(Xa) W eo(Xa, X5, Xo) W Ci W Z;;
2) Wai= e2(Xo) W e1(Xo, X1, X2);
3) X7: 3 Xg; Xe: = X5; X0 = Xa; Xa: = X3 WW1; X3: = Xo; Xo0 = X1; X1: = Xo; Xo: = Wi W Wo.

e) LetYp:qYoWXo, Yi:=Y1WXy, Yo:&aYoWlXp, V3:=Y3 W X3, Yar=YaW Xy, Ys: = Y5 W X5, Yg: = Yo U X and
Y7.=Y7 b X7.

f) The eight words, Yy, Y1, Y2,93, Ya, Y5, Y6 and Y7, represent the output of the round-function @.|After
the final iteration of the reund-function, the eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y and Y7, shiall be
converted to a sequenceof 32 bytes using the inverse of the procedure specified in 10.2.2 and where
Yo shall [yield the first' four bytes, Y1 the next four bytes and so on. Thus, the first (left-most] byte
will correspond(tothe most significant byte of Yp and the 32nd (right-most) byte will corregpond
to the lefast significant byte of Y7. The 32 bytes shall be converted to a string of 256 bits usirjg the
inverse pf the/procedure specified in Clause 6, i.e. the first (left-most) bit will correspond fo the
most signifiCant bit of the first (left-most) byte and the 256th (right-most) bit will correspgnd to

the least significant bit of the 32nd (right-most) byte.

Figure 4 shows steps 1), 2) and 3) of item d) of the round-function @ in Dedicated Hash-Function 4
(SHA-256). In the round-function @, steps 1), 2) and 3) of item d) are used 64 times (i =0, ..., 63).

18
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Figure 4 — Part of the round-function in Dedicated Hash-Function 4

pedicated Hash-Function 5 (SHA-512)

General

use 11, a padding method, an.ifiitializing value and a round-function for use in the g¢

for h
and 1

Hash
2128

The I

NOTE

11.2

sh-functions described in ISO/IEC 10118-1 are specified. The padding method, initi
ound-function specified-here, when used in the above general model, together defi

Function 5. This dedicated hash-function can be applied to all data strings, D, conta
1 bits.

50/1EC hash-function identifier for Dedicated Hash-Function 5 is equal to 35 (hexade

Dedicated Hash-Function 5 defined in Clause 11 is commonly called SHA-512[11.

Parameters, functions and constants

11.2.

-3:2018(E)

Xo X1 X X3 Xa Xs X6 X7
eZ 93 M M r\_> +
e |
Ci
—> il
+  |[€P— —P 4+ |-y A en I, - +
WZ N M M
+ "\ T\ T\ T\ T\ T\ T\ Wl
l L > Ly \ 1 L
Xo X1 Xz X3 Xa Xs X6 X7

bneral model
hlizing value
e Dedicated

;Ilning at most

cimal).

1T—Parameters

For this hash-function, L1 =1 024, L, =512 and Ly is up to 512.

11.2.

2 Byte ordering convention

In the specification of the round-function of Clause 11, it is assumed that the block input to the round-
function is in the form of a sequence of 64-bit words, each 1 024-bit block is made up of 16 such words.
A sequence of 128 bytes, By, B, ..., B127, shall be interpreted as a sequence of 16 words, Zy, Z1, ..., Z15, in
the following way. Each group of eight consecutive bytes is considered a word, where the first byte of a
word is the most significant byte of that word. Hence,

Zj= 256Bg; + 248Bgj,1 + 240Bg1p + 232Bgj13 + 224Bgjs4 + 216Bgjs5 + 28Bg .6 + Bgi+7, (0<i=<15).
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To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be
followed.

11.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 64-
bit words. A sequence of functions, dy, d1, d2, d3, d4 and ds, is used in this round-function, where dg and
dy each takes three 64-bit words, Xo, X1 and X3, as input; dp, d3, d4 and ds each takes one 64-bit word Xp

as input and each of these six functions produces a single 64-bit word as output.

The functions dg, d1, d2, d3, d4 and ds are defined as follows:

do(Xo, X1, X2) = (Xo A X1) @ (~Xo A X2);
d1(Xo, X1, X2) = (Xo A X1) D (Xo A X2) D (X1 A X2);
d2(Xo) = 5" 28(Xo) @ S’ 34(Xo) D S’ 39(Xo);
d3(Xo) =S’ 14(Xo) @ S' 18(Xp) B S’ 41(Xp);
da(Xo) = S" 1(Xo) © S' 8(Xo) D R 7(Xo);

ds(Xo) = 5" 19(Xo) © S’ 61 (Xo) @ R 6(Xp).
11.2.4 Constants
A sequence|of constant words, Cp, C1, ... C79, is used in this reund-function. In a hexadefimal
representatipn (where the most significant bit corresponds to theleft-most bit), these are defined as
follows, whejre the words are listed in the order Cy, Cy, ..., C79.
428A2F98D728AE22 7137449123EF65CD BS5COFBCEEC4D3BR2F E9BSDBAS58189DBB(E
3956C25BE|348B538 59F111F1B605D019 923F82A4AF194F9B ABI1CS5EDSDA6GD811
D807AA98A3030242 12835B0145706FBE  243185BE4EE4B28C 550C7DC3DSFFB4EZ
72BESD74EF27B896F 80DEBLFE3B1696B1l«YW 9BDCO6AT725C71235 Cl9BF174CF692694
E49B69C19EF14AD2 EFBE4786384F25E3 (0FC19DC68B8CD5B5S 240CA1CC77AC9C6
2DE92C6F592B0275 4AT484AA6EAOE483 5SCBOASDCBD41FBD4 76F988DA831153B
983E5152EE66DFAB A831CH6D2DB43210 BO0327C898FB213F BEFS597FCT7BEEFOEE4
C6EOOBF33DA8BFC2 D5A79147930AA725 (06CA6351E003826F 142929670A0E6GE7
27B70A854|6D22FFC 2E1B21385C26C926 4D2C6DFC5AC42AED 53380D139D95B3DF
650A73548BAF630E)" 766A0ABB3C77B2A8 81C2C92E47EDAEE6 92722C851482353B
A2BFE8A14[CEI0364 A81A664BBC423001 C24B8B70DOF89791 C76C51A30654BE3
D192E81 9D6EF52183—b69506245565A0 00— F46FE358 557+ 2 62— 06AA0F032BBEB8
19A4C116B8D2D0OCS 1E376C085141AB53 2748774CDF8EEB99 34BOBCBS5E19B48A8
391C0OCB3C5C95A63 4EDSAA4AE3418ACB 5BI9CCA4FT7763E373 682E6FF3D6B2B8A3
7T48F82EELSDEFB2FC  78A5636F43172F60 84C87814A1F0AB72 8CCT702081A6439EC
90BEFFFA23631E28 A4506CEBDE82BDES BEFSA3F7B2C67915 C67178F2E372532B
CA273ECEEA26619C D186B8C721C0C207 EADATDD6CDEOEBIE F57D4F7FEEGED178
20 © ISO/IEC 2018 - All rights reserved
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06F067AA72176FBA 0OA637DC5A2C898A6 113F9804BEF90DAE 1B710B35131C471B
28DB77F523047D84  32CAABT7B40C72493 3CO9EBEOALISCO9BEBC 431D67C49C100D4C
4CC5D4BECB3E42B6 597F299CFC657E2A S5FCB6FAB3ADGFAEC 6C44198C4A475817

NOTE These values are the first 64 bits of the fractional parts of the cube roots of the first 80 primes.

11.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yo, Y1, Y2, Y3, Ya, Vs, Ye and Y7 in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo = 6A09E667F3BCCO08;
Y1 =BB67AE8584CAAT3EB;
Y2 = 3C6EF372FE94F82B;
Y3 =A54FF53A5F1D36F1;
Y4=510E527FADE682D1;
Y5 = 9B05688C2B3E6CLE;
Y = 1F83D9ABFB41BD6E;
Y7 = 5BEOCD19137E2179,

NOTE These values are obtained by taking the fractional parts ofthe square roots of the first ¢ight primes.

11.3|Padding method

The data string, D, needs to be padded to make it centain a number of bits which is an intéger multiple
of 1 (J24. The padding procedure is as follows.

a) I} is concatenated with a single “1” bit.

b) The result of the previous step is eoncatenated with between zero and 1 023 “0” bifs, such that
he length (in bits) of the resultant'string is congruent to 896 modulo 1 024. More explicitly, if the
riginal length of D is Lp, and letting r be the remainder when Lp is divided by 1 (124, then the
umber of concatenated zeros is equal to either 895 - r (if r < 895) or 1 919 - r (if 1 > 895). The

esult will be a bit string'whose length will be 128 bits short of an integer multiple of 1 024 bits.

S 0 0O o

fan)

oncatenate the string resulting from the previous step with the 128-bit binary repr¢sentation of
p, most significant bit first.

c)

I~

In th¢ description.of the round-function which follows, each 1 024-bit data block D;, 1 <i 4 g, is treated
as a sequence,0f/16 words, Zy, Z1, ..., Z15, where Zy corresponds to the left-most 64 bits of Dj

NOTE The concatenation of the 128-bit string of Lp in step c) is such that the most significan§ 64-bit string
edeast significant 64-bit string of Lp are used respectively as the words Z14 and Z15 of the 1dst data block.
Based on'the byte ordering convention in 11.2.2, the most significant byte of Lp is the left-most byt¢ and the least
significant byte of Lp is the right-most byte.

11.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols Wy, Wy, Xo, X1, X2, X3, X4, X5, X6, X7, Zo, Z1, ..., Z79 are used to denote
90 distinct words which contain values required in the computations.

a) Suppose the 1 024-bit (first) input to @ is contained in Zy, Z1, ..., Z15, where Zp contains the left-most
64 of the 1 024 bits. Suppose also that the 512-bit (second) input to @ is contained in eight words,
Yo, Y1, Y2, Y3, Y4, Y5, Yo and Y7.

b) Fori=16to 79,letZ;: = ds(Zi-2) W Zi7 W da(Zi-15) W Zi-16.
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c) LetXo:=Yo, X1:=Y1,X0:=Y2, X3: =VY3,Xa: = Y4, X5: = Y5, Xg: = Vg and X7: = V7.

d) Fori=0to 79, do the following three steps:
1) Wii=X7 U d3(Xa) W do(Xs, X5, X6) W Ci U Zj;
2)  Waz: = d2(Xo) ¥ d1(Xo, X1, X2);

3) X7:=Xg; Xe: = X5; X5t = Xa; Xa: = X3 W W1; X3: = Xp; Xo0 = X1; Xq: = Xo; Xo: = Wi W W),

e) LetYy=YoWXo, Y1:=Y1WX,Yor=YouWXp, V3:=Y3U X3, Yar=YaW Xy, Y5: = Y5 W X5, Yg: = Yo U Xp and

Y7:=Y7 4 X7

f) The eight words, Yy, Y1, Y2, Y3, Ya, Y5, Y6 and Y7, represent the output of the round-function @;
the final iteration of the round-function, the eight words, Yy, Y1, Y2, V3, Y4, V5, Yg and_¥% sh
converte¢d to a sequence of 64 bytes using the inverse of the procedure specified.in{11.2.
where Y shall yield the first eight bytes, Y71 the next eight bytes and so on. Thus, the first
most) byte will correspond to the most significant byte of Yy and the 64th (right-most) byt
corresppnd to the least significant byte of Y. The 64 bytes shall be convertedto a string of 51
using the inverse of the procedure specified in Clause 6, i.e. the first (left-most) bit will corre§pond
to the mpst significant bit of the first (left-most) byte and the 512th (right'most) bit will correqpond
to the lepst significant bit of the 64th (right-most) byte.

After
hll be
P and
(left-
b will
D bits

Figure 5 shqws steps 1), 2) and 3) of item d) of the round-function @)in Dedicated Hash-Function 5
(SHA-512). In the round-function @, steps 1), 2) and 3) of item d) are<used 80 times (i =0, ..., 79).

Xo X1 X2 X3 X4 Xs Xe X7
d> ds T T~ +
di |
L
—> il
+| [ -+ I . do L~ gl Tt
4—‘Zi
WZ N N N
+ "\ I\ I\ I\ I\ I\ I\ Wl
l > v L v v L, L,
Xo X1 X2 X3 X Xs Xe X7

Figure 5 — Part of the round-function in Dedicated Hash-Function 5

12 Dedicated Hash-Function 6 (SHA-384)

12.1 General

In Clause 12, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value

22
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and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 6. This dedicated hash-function can be applied to all data strings, D, containing at most
21281 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 6 is equal to 36 (hexadecimal).

NOTE Dedicated Hash-Function 6 defined in Clause 12 is commonly called SHA-384I[11.
12.2 Parameters, functions and constants

12.2.1 Parameters

For t]Ilis hash-function, L1 =1 024, L, =512 and Ly = 384.

12.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that fer the hash-function of
Clauge 11.

12.2.8 Functions

The functions for this hash-function are the same as that for thelrash-function of Clause 11.

12.2.4 Constants

The donstants for this hash-function are the same as<€hat for the hash-function of Clause 1].

12.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string{represented
here as a sequence of eight words, Yy, Y1, ¥z, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representiation, where
Yo represents the left-most 64 of the 512 bits:

Yo = CBBB9D5DC1059EDS;
Y1 = 629A292A367CD507;
Y, =9159015A3070DD17;
Y3=152FECD8F70E5939;
Ya=67332667FFC0O0B31;
Ys = SEB44A8768581511;
Ys = DBOC2EODG4F98FAT;
Y7;=47B5481DBEFA4FAA4,

NOTE| These values are obtained by taking the fractional parts of the square roots of the 9th to the 16th primes.

12.3 Paddingmethed

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 11.

12.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 11.

The final 384-bit hash is obtained by truncating the SHA-512-based hash output to its left-most 384 bits.
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13 Dedicated Hash-Function 7 (WHIRLPOOL)

13.1 General

In Clause 13, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated

Hash-Function 7. This dedicated hash-function can be applied to all data strings, D, containing at
2256-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 7 is equal to 37 (hexadecimal).

most

NOTE Dddicated Hash-Function 7 defined in Clause 13 is commonly called WHIRLPOOLI3I.
13.2 Parameters, functions and constants

13.2.1 Parameters

For this hash-function, L1 = 512, Ly = 512 and Ly is up to 512.

13.2.2 Byt¢ ordering convention

In the speciffication of the round-function of Clause 13, it is assumed. that the block input to the r
function is ir) the form of a matrix M [where all matrices here are 8,x'8 matrices with entries chosen|
GF(28)], each 512-bit block being made up of such a matrix. A séquence of 64 bytes, B = (By, B, ...
shall be intefpreted as a matrix M in the following way. The‘entry in the first row and the first cq
of the matrix shall be the left-most byte (where the left:most byte corresponds to the most signi
byte) of the $equence B (i.e. Bp), the entry in the first rowand the second column of the matrix sh
the second l¢ft-most byte of B (i.e. B1), ..., and the entry in the eighth row and the eighth column

matrix shallpe the right-most byte of B (i.e. Bg3). This'is performed using function cg specified in 1

To convert the hash-code from such a matrix ta'a sequence of bytes, the inverse process of the fun
co shall be fgllowed.

13.2.3 Fungtions

To facilitate|software implementation, the round-function @ is described in terms of operations
matrix M. A pequence of funcfions, cg, c1, ¢2, c3 and cy, is used in this round-function. They are de
as follows.

a) Functiof co takes@’64-byte sequence, B = (By, By, ..., Bs3) as input and produces a matrix Z’ 3
as outpyt where:

Z'ij = Bgiaj (0<i,j<7).

bund-
from
Be3),
lumn
Ficant
all be
bf the

ction

on a
fined

F (z ’ij)

This means that Z' = co(B), if and only if, z'jj = Bg;+j (0 < i,/ < 7).

b)

24

Function c1 takes a matrix X” = (x”;) as input and produces another matrix W’ = (w';) as output
where:

w'i = s[x"y], (0<i,j<7),

and where sis a function defined below. This means W' = ¢1(X"), if and only if, w'; = s[x";j] (0 < 1,j < 7).

The function s replaces an element x € GF(28) with another element s[x] € GF(28). As specified in
Table 2, the elements in the first column are the “most significant half” of x and the elements in
the first row are the “least significant half” of x. For instance, if x = 01010110 = 56 (hexadecimal),
s[x] = 49 (hexadecimal) = 01001001.
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Table 2 — Values of the s-box

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 18 23 Cé6 E8 87 B8 01 4F 36 A6 D2 FS 79 oF 91 52
1 60 BC 9B 8E A3 oc 7B 35 1D EO D7 C2 2E 4B FE 57
2 15 77 37 E5 9F FO 4A DA 58 C9 29 0A Bl \0) 6B 85
3 BD 5D 10 F4 CB 3E 05 67 E4 27 41 8B A7 7D 95 D8
4 |FB EE 7C 66 DD 17 47 9 CA 2D BF 07 AD 5A 83 33
5 63 02 AA 71 C8 19 49 D9 F2 E3 5B 88 9A 26 32 BO
6 E9 OF D5 80 BE CD 34 48 FF TA 90 S5F 20 68 1A AE
7 B4 54 93 22 64 Fl 73 12 40 08 C3 EC DB Al 8D 3D
8 97 00 CF 2B 76 82 D6 1B B5 AF 6A 50 45 E3 30 EF
9 3F 55 A2 EA 65 BA 2F (o10) DE 1C FD 4D 92 75 06 8A
A B2 E6 0E 1F 62 D4 A8 96 F9 C5 25 59 84 72 39 4C
B 5E 78 38 8C D1 A5 E2 61 B3 21 9C 1E 43 Cc7 FC 04
c [[s1 99 64 oOD FA DF TJE 24 3B AB CE 19) 8F 4E |[B7 EB
D 3C 81 94 E7 B9 13 2C D3 E7 0E C4 03 56 44 TF A9
E 2R BB Cl 53 DC 0B 9D 6C 31 74 E6 46 AC 89 14 El
F 16 3A 69 09 70 B6 DO ED CcC 42 08 A4 28 5C F8 86
c) Runction c; takes a matrix X” = (x”jj) as input and produces another matrix W’ = (w[;) as output

where:

W,ij = X"(l'j) mod 8;].' (0 < I,] < 7)

This means that W’ = c2(X"), if and only if, w)j= X" - jy mod 8,; (0 <1,j < 7).
d) Hunction c3 takes a matrix X” as input and produces another matrix W' as output wheile:
w'=Xx"c",
and where C” is an 8 x 8 circulant matrix with entries chosen from GF(28), as specified below:

[01 01 04 01 08 05 02 09]
09 01 01 04 01 08 05 02
02 09 01 01 04 01 08 05
05 02 09 01 01 04 01 08
08 05 02 09 01 01 04 01
01 08 05 02 09 01 01 04

C"=

040109 AL N
UT Ul UO UJ U

101 04 01 08 05 02 09 01
This means that W' = ¢3(X”) if and only if W' = X"-C”.

N
P
P
P
P
H

1
L

e) Function c4 takes two matrices X” = (x”;) and Y’ = (y';) as input and produces a single matrix
W' = (w'jj) as output where:

W'jj = X"jj @y'jj, (0<i,j=<7).

This means that W’ = c4(X”, Y'), ifand only if, w';j = x";j @ y'jj (0 < i, j < 7).
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13.2.4 Constants

A sequence of constant matrices, A" = (A7) (0 < r < 10), is used in this round-function. The round

constant for

the rth round is a matrix, defined as:

Argj=s[8(r-1) +j], (0<j<7),
Arij=0, (1<i<7,0<j<7).

13.2.5 Initializing value

The initializj
NOTE 51

13.3 Paddi

The data str
of 512. The f

a) Discon

b) The resilt of the previous step is concatenated with between zerfesand 511 “0” bits, such th

length (

c) If the oy
256-bit |

Mg vatue, 17, s astring of 5120 bits:

P “0” bits for the initial value is represented by a matrix Y’ with entries in GF(28).

ng method

ng, D, needs to be padded to make it contain a number of bits whichds,an integer mu
adding procedure is as follows.

fatenated with a single “1” bit.

n bits) of the resultant string is an odd multiple of 256.

iginal length of D is Lp, concatenate the string resulting from the previous step wit
binary representation of Lp, most significant bit{irst.

In the descri
a matrix Z'

and z'77 corfesponds to the right-most 8 bits of D;.

NOTE The concatenation of the 256-bit string.efLp in step c) is such that the 256-bit string is used d
as the second| half of the last data matrix. Based.on the byte ordering convention in 13.2.2, the most sign
byte of Lp is the entry in the fifth row and the*first column and the least significant byte of Lp is the entry
eighth row and the eighth column.

13.4 Descrjiption of the round-function

The round-f

NOTE In
entries chose

a) Suppose
which is

tion of the round-function which follows, éach 512-bit data block D;, 1 <i < g, is treaf
(') (0=1,j<7),as specified in 13.2.3, where z'og corresponds to the left-most 8 bits

nction @ operates.as follows.

h from GE(28); which contain values required in the computations.

the/512-bit (first) input to @ is contained in a matrix Z' with entries chosen from G
formed by using the byte ordering convention specified in 13.2.2. Suppose also th

Itiple

it the

h the

ed as
of Di

ii|rectly

ficant
in the

this description; the symbols W', X", Ky, K, ..., K10 are used to denote 13 distinct matrices, each with

F(28)
it the

512-bit

Qpr‘nnr‘l) inpnf to @ is contained in a matrix Y with entries chosen from CF(')B)

b) LetKp:=Y"and fori=1to 10, let K;: = ca(c3(c2(c1(Ki-1))), A).

NOTE

c) LetX"=

This step expands the matrix Y’ onto a sequence of round keys Kp, ..., K1.

c4(Z', Ko) and for j = 1 to 10, do the following two steps:

1) W' =calcs(ca(c1(X"))), K));
2) Xh=W.

d) LetY:=W @K & Z.

The matrix Y’ represents the output of the round-function @. After the final iteration of the round-
function, the matrix Y’ shall be converted to a sequence of 64 bytes using the inverse of the procedure

26
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specified in 16.2.2 and where the entry in the first row and the first column of the matrix shall yield the
first byte, the entry in the first row and the second column of the matrix the next byte, ..., the entry in
the eighth row and the eighth column of the matrix the last byte. The 64 bytes shall be converted to a
string of 512 bits using the inverse of the procedure specified in Clause 6, i.e. the first (left-most) bit will
correspond to the most significant bit of the first (left-most) byte and the 512th (right-most) bit will
correspond to the least significant bit of the 64th (right-most) byte.

Figure 6 shows steps 1) and 2) of item c) of the round-function @ in Dedicated Hash-Function 7
(WHIRLPOOL). In the round-function @, the steps shown in Figure 6 are used 10 times (j =1, ..., 10).

N

Xu l Xn

—» (3 P (3 ———» (3 ——— (3 =P
W:

Figure 6 — Part of the round-function in Dedicated Hash-Function 7

14 Dedicated Hash-Function 8 (SHA-224)

14.1| General

In Clquse 14, a padding method, an initializing value.and a round-function for use in the ge¢neral model
for hash-functions described in ISO/IEC 10118-1%are specified. The padding method, initiplizing value
and 1found-function specified here, when used@dn the above general model, together defi:lle Dedicated
Hash{Function 8. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The IFO/IEC hash-function identifierfor Dedicated Hash-Function 8 is equal to 38 (hexadecimal).

NOTE Dedicated Hash-Function 8 defined in Clause 14 is commonly called SHA-224I[1].
14.2| Parameters, functions and constants

14.2.1 Parameters

For this hash-furetion, L1 = 512, Ly = 256 and Ly = 224.

14.2.2 Byte ordering convention

as—thatfor-the-hash-function of

hute ordering convention for thic hach fiinection ic the cam
e
A T e T S C oY S e O T O e D IO T T T e T e e O Y =2

Clause 10.

14.2.3 Functions

The functions for this hash-function are the same as those for the hash-function of Clause 10.

14.2.4 Constants

The constants for this hash-function are the same as those for the hash-function of Clause 10.
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14.2.5 Initializing value

For thisround-function, the initializing value, IV, shall always be the following 256-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where

Yo represent

NOTE Thes

14.3 Paddi

The padding
defined in 1

s the left-most 32 of the 256 bits:

Yo=C1059EDS;
Y1=367CD507;
Y, =3070DD17;
Y3=F70E5939;
Y4 =FFCO0B31;

Ve — Q8076177
5 7

Y = 64F98FA7;
Y7 = BEFA4FA4 .

e values are the low order 32 bits of the values specified in 12.2.5.

ng method

method to be used with this hash-function shall be the samé_as the padding m
3.

14.4 Desc

The round-f
in 10.4.

The final 224

15 Dedica

15.1 Genel
In Clause 15

n]liption of the round-function

nction to be used with this hash-function shall be the same as the round-function dg
|-bit hash is obtained by truncating the SHA:256-based hash output to its left-most 224

ted Hash-Function 9 (SHA-512,/224)

ral

a padding method, an initializing value and a round-function for use in the general 1

for hash-fun
and round-f
Hash-Functi
2128-1 bits.

The ISO/IEC

NOTE De

15.2 Paran

ctions described in ISO/IEC 10118-1 are specified. The padding method, initializing
inction specified here, when used in the above general model, together define Dedi
bn 9. This dedicated-hash-function can be applied to all data strings, D, containing at

hash-functienidentifier for Dedicated Hash-Function 9 is equal to 39 (hexadecimal).

dicated.Hash-Function 9 defined in Clause 15 is commonly called SHA-512/224[1].

héters, functions and constants

bthod

fined

L bits.

nodel
value
cated
most

15.2.1 Parameters

For this hash-function, L1 =1 024, L =512 and Ly is up to 224.

15.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of

Clause 11.

15.2.3 Functions

The functions for this hash-function are the same as that for the hash-function of Clause 11.

28
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15.2.4 Constants

The constants for this hash-function are the same as that for the hash-function of Clause 11.

15.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y5 and Y7, in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo =8C3D37C819544DA2;
Yi=F351+906630DCB4D6
Y, =1DFAB7AE32FF9C82;
Y3=679DD514582F9FCF;
Y4 =0F6D2B697BD44DAS;
Ys=77E36F7304C48942;
Yo = 3F9D85A86A1D36CS;

Y7=1112E6AD91D692A1.

15.3|Padding method

The padding method to be used with this hash-function shall‘\be the same as the pad¢ling method
defined in Clause 11.

15.4|Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-fung¢tion defined
in Clquse 11. The final 224-bit hash is obtained by truncating the SHA-512-based hash output to its left-
most|224 bits.

16 Dedicated Hash-Function 10:(SHA-512/256)

16.1|General

In Clduse 16, a padding methed, an initializing value and a round-function for use in the g¢neral model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initiplizing value
and rfound-function specified here, when used in the above general model, together defiie Dedicated
HashtFunction 10. This dedicated hash-function can be applied to all data strings, D, containing at most
212841 bits.

The IFO/IEC hash-function identifier for Dedicated Hash-Function 10 is equal to 32 (hexadgecimal).

NOTH Dedicated Hash-Function 10 defined in Clause 16 is commonly called SHA-512/256[11.

16.2 Parameters, functions and constants

16.2.1 Parameters

For this hash-function, L1 =1 024, L =512 and Ly is up to 256.

16.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 11.
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16.2.3 Functions

The functions for this hash-function are the same as that for the hash-function of Clause 11.

16.2.4 Constants

The constants for this hash-function are the same as that for the hash-function of Clause 11.

16.2.5 Initializing value

For this round-function the initializing value, IV, shall always be the following 512-bit string, represented

here as a seq
Yo represent

16.3 Padding method

The padding

defined in Clause 11.

Yo=22312194FC2BF72C;
Y1 =9F555FA3C84C64C2;
Y, =2393B86B6F53B151;
Y3=963877195940EABD;
Y4 =96283EE2A88EFFE3;
Y5 =BESE1E2553863992;
Yg = 2B0199FC2C85B8AA;
Y7=0EB72DDC81C52CA2.

method to be used with this hash-function shall be the same as the padding m

16.4 Descnliption of the round-function

TEnce of eignt words, Yq, Y1, Y2, Y3, Y4, 15, Yg and Y7, il a hexadecimal representation, where
s the left-most 64 of the 512 bits:

bthod

The round-fiinction to be used with this hash-funetion shall be the same as the round-function ddfined

in Clause 11

17 Dedica

17.1 General

In Clause 17

for hash-fun
and round-f
Hash-Functi
25121 bits.

The final 256-bit hash is obtained\by truncating the SHA-512-based hash output to it
most 256 bifs.

ted Hash-Function(111 (STREEBOG-512)

S left-

a padding method, an initializing value and a round-function for use in the general model
rtions deseribed in ISO/IEC 10118-1 are specified. The padding method, initializing
inction specified here, when used in the above general model, together define Dedi
bn 11 This dedicated hash-function can be applied to all data strings, D, containing ajmost

value
cated

The ISO/IEC hash-function identifier for Dedicated Hash-Function 11 is equal to 3B (hexadecimal).

NOTE Dedicated Hash-Function 11 defined in Clause 17 is one of the functions specified in GOST R 34.11-

2012, the national standard of the Russian Federation, commonly called STREEBOGIZI.

17.2 Parameters, functions and constants

17.2.1 Parameters

For this hash-function, L1 =512, Ly =512 and Ly = 512.

30

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

17.2.

ISO/IEC 10118-3:2018(E)

2 Byte ordering convention

In the specification of the round-function of Clause 17, it is assumed that the block input to the round-
function is in the form of a sequence of 512 bits. A sequence of 64 bytes, By, ..., B3, shall be interpreted
as a sequence of consecutive bits in the following way. Each byte is considered as an 8-bit sequence, the
most significant bit of the byte shall be the first bit of the sequence. Each 512-bit block is treated as a
number in the following format:

Z=Bg+ B128 + ... + Bg32504,

To convert the hash-code from a sequence of bits to a sequence of bytes, the inverse process shall be
followed.

17.2,

17.2,

To ca
in17,

3 Functions

3.1 General

culate the hash-code H of the data string D, functions X, S, P, L and MSBy, are used. The
2.3.2t017.2.3.6.

17.2,

Func

17.2,

Func

wher
strin

wher

The f]

A |

\O

3.2 Function X

3.3 Function S

ion S takes a 512-bit word as input, producés.a 512-bit word as output and is defined
S(a) = S(ae3 || «:ll a0) = m(ae3) || ... || m(ao),
e a=ae3|| ... || ao, a;, i =0, ..., 63,are 8-bit words and 1 denotes a function from th{

s to itself.  is defined as:

1 = Vecgm'Intg,

$ T[,:ZZB —)Zzg .

unction 1’ is definédby the array ' = [n'(0), w'(1), ..., w'(255)]:

"= (252, 238,221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77, 233, 119, 240,
53, 186, 23,°54, 241, 187, 20, 205, 95, 193, 249, 24, 101, 90, 226, 92, 239, 33, 129, 28, 6
42, 79, 5,182, 2, 174, 227, 106, 143, 160, 6, 11, 237,152, 127, 212, 211, 31, 235, 52, 44,
2,171,242, 42,104, 162, 253, 58, 206, 204, 181, 112, 14, 86, 8,12, 118, 18, 191, 114, 19,
3,185, 21,161, 150, 41, 16, 123, 154, 199, 243, 145, 120, 111, 157,158, 178, 177, 50, 11]

5

7 are defined

ion X[k] takes a 512-bit word as input and for the given 512-bit word, produces a 512-bit word as
outpyt, where X[k](a) =k @ a.

b set of octet

219, 147, 46,
0, 66,139, 1,
81, 234, 200,
71,156, 183,
, 25, 61, 255,

3,138, 126, 109, 84, 198, 128, 195, 189, 13, 87, 223, 245, 36, 169, 62, 168, 67, 201, 215, 1

21, 214, 246,

124,34, 185, 3,224, 15, 236, 222, 122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115,
30, 0,98, 68, 26, 184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47, 140, 163, 165, 125, 105,
213, 149,59, 7,88, 179, 64, 134, 172, 29, 247, 48, 55, 107, 228, 136, 217, 231, 137, 225, 27,131, 73, 76,
63, 248, 254, 141, 83, 170, 144, 202, 216, 133, 97, 32, 113, 103, 164, 45, 43, 9, 91, 203, 155, 37, 208,
190, 229, 108, 82, 89, 166, 116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182).

17.2.

3.4 Function P

Function P takes a 512-bit word as input, produces a 512-bit word as output and is defined as:

P(a) = P(ae3 || --- Il a0) = ax(63) | --- Il ax(o),

where a = ag3 || ... || ao, a;, 1 =0,..., 63, are 8-bit words and t is a permutation of the set {0, 1, ..., 63} given
by the array t = (t(0), t(1), ..., T(63)):
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t=(0,8, 16, 24, 32, 40, 48,56, 1,9, 17, 25, 33, 41, 49, 57, 2, 10, 18, 26, 3
43,51,59,4,12, 20, 28, 36,44, 52,60, 5,13, 21, 29, 37,45, 53, 61, 6, 14, 2

31,39,4

17.2.3.5 Fu

7,55, 63).

nction L

4,42,50, 58, 3,11, 19, 27, 35,
2,30,38,46,54,62,7,15,23,

Function L takes a 512-bit word as input, produces a 512-bit word as output and is defined as:

where a = ay
matrix 4, gi
notation. Th
15), is Veca(d

8E20FAAT

6C022C38Y

A011D380
0AD97808I
90DAB52A
092E9421
9D4DFO05D]
18150F 1441
86275DF0
E230140F
456C3488]
9BCF4486]
E4FA20541
492C02428
7T0A6A56E2
07E095624

Each row of
specifies thg
4i+0,4i+ 1,

The product

where

Il || ao, aj, i =

row with numberj, j = 0

L(a) =L(a7 | -.-

I ao) = i(az) | ...

Il {(ao),

0,. 7 are 64-bit words and lis a function equal to rlght multlpllcatlon by the

fj,15) || - || Veca(ajo).

BAOB470 47107DDD9B505A38
90A4C07 3601161CF205268D
18E8F40 5086E740CE47C920
06CB404 05E23C0468365A02
87AE7T6F 486DD4151C3DFDBY
D243CBA  8A174A9EC8121ES5D
F661451 COA878A0A1330AA6
9EC46DD 0C84890AD27623E0
CESAAA8 439DA0784E745554
0802984 71180A8960409A42
A3805B9 AC361A443D1C8CD2
48D9F5D C3E9224312C8C1A0
\80B329C 727D102A548B194E
4FBAECO AA16012142F35768
440598E  3853DC371220A247
504536C 8D70C431ACQ2K736

of the 64-bitword b = bgg3, ...,

¢ = be3(Vecz(ao,15) || .-

[

63, (spec1f1ed in the form a;j15, -

ADOSBOEOC3282D1C
1B8EOBOE798C13C8
2843FD2067ADEALQ
8C711E02341B2D01
24B86A840E90FO0D2
4585254F64090EAQ
60543C50DE970553
0642CA05693BI9F70
AFCO503C273AA42A
B60COSEA30204D21
561B0OD22900E4669
ERFA11AF0964EESO
39B008152ACB8227
550B8ESE21FT7A530
1CAT76E95091051AD
C83862965601DD1B

f\64 £ 1 ral
U

aj;,, where aj; € ¢16, 15

D8045870KEF1498

83478B07B24687p

14AFRF010BDD875
46B60F011A8398

125C3542074878p

ACCCO9CA9328A89
302A1E286FC58CJ
0321658CBA93C1
DS60281E9D1D52
5B068C651810A8
2B838811480723

FO97D86D98BA3277p

9258048415EB41
A48B474F9EF5DC
OEDD37C48A08A6
641C314B2B8EEO

the given table contains four rows of the matrix A. So, the line with number i, i = 0, |..
rows of the matrix. A with numbers 4i + j, j = 0
4i+ 2,41 + 3.

. 3, in the following left-to-right d

bo and the matrix A is a 64-bit word c:

|| Veca(ao,0)) @ ... ®bo(Veca(ass is) || ...

|| Vecs(ae3,0)),

cimal
o0, ..

b; (Vec4 (ag3-i 15 )11-11Vecy (ags; 0 )) Z{

foralli=

0,..63.

17.2.3.6 Truncation function

Function MSB,, maps the word zk-1 || ...

17.2.4 Constants

[l z1 || zo, k = n to the word zk-1 || ...

y 1T 07— U5

(Vec4(06&445)Huilvec4(06&40))Jfbi=1'

| Zk-n+1 || Zk-n.

Round constants are expressed in hexadecimal notation. The constant value specified in the form

a7 -

32

ap (where a; € ¢16,i=0, ...,

127) is VeC4((,1127) ||

Il Vecs(ao):
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C1=B1085BDA1ECADAE9EBCB2F81C0657C1lF2F6AT76432E45D016714EB88D7585C4FC
4B7CE09192676901A2422A08A460D31505767436CC744D23DD806559F2A64507;

Cy =6FA3B58AA99D2F1A4FE39D460F70B5D7F3FEEA720A232B9861D55E0F16B50131
9AB5176B12D699585CB561C2DBOAATCAS5DDA21BD7CBCD56E679047021B19BR7;

C3=F574DCAC2BCE2FC70A39FC286A3D843506F15E5F529C1F8BF2EA7514B1297B7RB
D3E20FE490359EB1C1C93A376062DB09C2B6F443867ADB31991E96F50ABAOABRZ;

C4 =EF1FDFB3E81566D2F948E1A05D71E4DD488E857E335C3C7D9D721CAD685E353F
A9D72C82EDO3D675D8B71333935203BE3453EAA193E837F1220CBEBC84E3D12E;

Cy

Cq

C11

C1]

17.2.
The i

17.3
The d

=AE4FAEAE1ID3AD3D96FA4C33B7A3039C02D66C4F95142A46C187E9AB4S9AF

=378F5A541631229B944COADSEC165FDE3ATD3A1B258942243CD955B7E00]
800A440BDBB2CEB17B2B8A9AA6079C540E3EDCI92CB1F2A6072614451832

=ABBEDEA680056F52382AE548B2E4F3FS8941E71CFF8AT8DBIFFFELISALIBS3
=7BCD9EDOEFC889FB3002C6CD635AFE94D8FA6BBBEBAB0761200180211484
8A1D71EFEA48BO9CAEFBACDID D4 76E98DEA2594AC06FD85D6BCAA4CDS1F

=378EE767F11631BAD21380B00449B17ACDA43C32BCDF1D77F82012D4302]
5D80EF9D1891CC86ET7]IDALAAAS8EL12852FAF417D5D9B21B9948BCY924AF1 1]

5 Initializing valte

hitializing value/1V, is equal to 0512,

Padding method

atastring, D, needs to be padded to make it contain a number of bits which is an intg

=4BEAG6BACAD4747999A3F410C6CAS23637F151C1F1686104A359E35D7800FFFBD
BFCD1747253AF5A3DFFFO00B723271A167A56A27TEAOEA63F5601758ERFCOCFEST;

8EC6

CFFAAG6BT71C9ABTB40AF21F66C2BEC6B6BET71C57236904F35FAB8407A46647D6E;

=F4CT70EL16EEAACS5EC51AC86FEBEF240954399EC6CTE6BEF87CO9D3473E33197A93C9
0992ABC52D822C3706476983284A05043517454CA23CAAF38886564D3A14D493;

=9B1F5B424D93COAT703E7AA020C6E41414ERT7F8719€36DE1E89B4443B4DDBC49A
F4892BCB929B069069D18D2BD1ASCA42F36ACC2355951A8D9A47FODD4ABFORET1E;

0984
5ADB;

6103

9FE76702AF69334B7A1E6C303B7652043698FAD1153BB6C374B4CT7TFB984%9CED;

16679
2D1B;

L OF 9B
BD720 .

ger multiple

of 51

p.‘The padding procedure is as follows:

a) Dis concatenated with a single “1” bit (bit placed to the left).

b) The result of the previous step is concatenated with between zero and 511 “0” bits (placed to the
left) such that the length (in bits) of the resultant string is a multiple of 512.

c) If the original length of D is Lp, concatenate the string resulting from the previous step with the
512-bit binary representation of Lp.

d) Ifthe data after step b) of padding could be expressed in the form Dg, D1, ..., D, where D; are 512-bit
words and k is a positive integer, calculate the value £ = Do¥D1W...dDk and concatenate the string

r

esulting from the previous step with value X.
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17.4 Description of the round-function

The round-function @ operates as follows. Note that in Clause 17, the symbols h, m and N are used to
denote three distinct 512-bit words which contain values required in the computations. The hash-code
value of the data string D is calculated using an iterative procedure. Each iteration is performed using a
round-function that transforms two 512-bit words to a 512-bit word and is calculated as:

®(m, h) = gn(h, m) = ELPS(h ® N),m) © h & m,

where E(K, m) = X[K13]LPSX[K12]...LPSX[K2]LPSX[K1](m) and where N denotes a 512-bit word calculated

during the it

erative procedure.

The values K
Ki1=K;
Ki=LPS

For brevity,

The hash-ful
be hashed), i

The padding
padding doe

The algorith
a) Stagel
Assign i

1) h:=

2) N:=

3) X:=

4) Goft

b) Stage 2
1) Che

If it

Else

i € Vs12,i1=1, ..., 13 are calculated as follows:

Ki-1 @ Ci-1),i=2, ..., 13.
nstead of gos12 the notation gg is used.

1ction operates as follows. The input for calculating the hash-code js the data string,
ind the initializing value, IV.

method described in 17.3 is accomplished within the algorithm that follows, i.e. th
5 not actually have to be done prior to running the algorithm.

In for calculating the hash-code consists of the following stages.

hitial values to the following variables:
[V,

0512;

0512;

o Stage 2.

ck the condition: Lp < 512.
s true, then go to Stage 3.

perferntthe following calculations:

i)

Létm be the right-most 512 bits of the message D (so that D = D' || m). Then perfor

D (to

it the

m the

ii)
c) Stage3

fottowing calcutatiorrs:

— hi=gu(h, m)

— N:=Vecs12(Ints12(N) W 512);

— 3:=Vecs12(Ints12(2) ¥ Intsq2(m));
— D:=D"

Go to b)1).

1) m:=0""t 1D

34
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2) h:=gy(h, m).
3) N:=Vecs1z2(Ints12(N) W Lp).

4) X:=Vecsi2(Ints12(Z) U Ints12(m)).

5
6
7

Thevalue gfthe variable b [oblainedinstep s the hash-code A

) h:=go(h, N).
) h:=go(h %)
) End of the algorithm.

18 I

18.1
In CI4

Dedicated Hash-Function 12 (STREEBOG-256)

General

use 18, a padding method, an initializing value and a round-functioh.for use in the g¢

for h
andr]

Hash
2512

The I

NOTE
2012,

18.2

18.2,

For this hash-function, L1 = 512, L =512 and Ly = 256.

18.2.

The
Clausd

hsh-functions described in ISO/IEC 10118-1 are specified. The padding method, initi
pund-function specified here, when used in the above general model, together define t
Function 12. This dedicated hash-function can be applied t¢ all data strings, D, conta
1 bits.

Dedicated Hash-Function 12 defined in Clause{18+is one of the functions specified in (
the national standard of the Russian Federation, commonly called STREEBOGIZ].

Parameters, functions and constants

1 Parameters

2 Byte ordering convéntion

byte ordering convention for this hash-function is the same as that for the hash
e 17.

18.2.
The f]

3 Functions

unctions for this hash-function are the same as those for the hash-function of Clause 17

bneral model
hlizing value
ne Dedicated
ning at most

50/1EC hash-function identifier for Dedicated Hash-Function 12 is equal to 3C (hexadecimal).

OST R 34.11-

-function of

18.2

A “Constants

The constants for this hash-function are the same as those for the hash-function of Clause 17.

18.2.

5 Initializing value

The initializing value, IV, equals (000 000 01)64.

18.3

Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 17.

© ISO/IEC 2018 - All rights reserved
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18.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 17. The final 256-bit hash is obtained by truncating the STREEBOG-512-based hash output to
its most significant 256 bits.

19 Dedicated Hash-Function 13 (SHA3-224)

19.1 General

19.2 Paran

19.2.1 Pard

For this hash

19.2.2 Byte

Each data in
state. The p
permutation
64-bit wordj
sequence of

-function identifier for Dedicated Hash-Function 13 is equal to 3D (hexadecimal);

neters, functions and constants
meters
-function, L1 =r=1152,L,=b=1600,c=b-r=448,d =224, Lfis up to 224.

ordering convention

put D to the round-function @ is a block of 1 152 bits*that is XORed into the part
ermutation f is then applied to the state. Becausesthe’step mappings that compris

that are XORed directly into the state array. For this purpose, when D is represente
144 bytes, Bo, By, ..., B143, then D shall be interpreted as a sequence of 18 lane words,

..., 217, as follows:

for0<i< 17

Hence, each
increasing o
the word.

For dedicate
arrays are d

Z.

= 256Bgj.7 + 248Bgis6 + 240Bgjs5 + 232Bg1i4 + 224Bgis3 + 216Bgjs2 + 28Bgiu1 + Bsi,

Fder of significance, so that(the first byte in the group becomes the least significant b

d hash-function 13sthe function is defined on a5 x 5 x w state array. For each array si>
pfined for step-mappings. Lane is one of the subarrays and defined in 19.2.3.3. Unde

interpretati¢n, D is XORed with the state array as follows:

If jand k are
0<i<17 La

the elements of {0, 1, 2, 3, 4} such that (j, k) is the unique pair for which i = 5k + j, th
ne'(j, k)\=~Z; @ Lane(j, k), where Lane'(j, k) is the updated value of the lane.

. The

f the
e the

are defined on the array form of the state, it is€onvenient to regard D as a sequernce of

 as a
0, 21,

group of eight consecutive bytes is a word and the bytes of the word are arranged in

yte of

¥ sub-
r this

bn for

19.2.3 Fun

ctions

19.2.3.1 General

In 19.2.3.8, the KECCAK-p permutations are specified. A KECCAK-p permutation is determined by two
parameters. First, the fixed length of the strings that are permuted, called the width of the permutation,
is denoted as b. Second, the number of iterations of an internal transformation, called a round, is denoted
as ny. For the Dedicated Hash-Functions 13, 14, 15 and 16, b = 1 600 and n, = 24. However, in some of the
examples, in particular when a figure is used to illustrate the operations, smaller values of b are used.

36

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

A round of a KEccAk-p permutation, denoted by Rnd, consists of a sequence of five transformations
called step mappings. The permutation is specified in terms of an array of values for b (= 1 600) bits that
is repeatedly updated, called the state. The state is initially set to the input values of the permutation.

NOTE The term round is used differently from the term specified in ISO/IEC 10118-1, where a round is a
function used to process one single input data block to the hash-function. For the Dedicated Hash-Functions
13, 14, 15 and 16, to process one single data block, the round-function is iterated n, (= 24) times. That is, each
execution of round-function @, as it is named in ISO/IEC 10118-1, iterates Rnd 24 times.

The notation and terminology for the state are described in 19.2.3.2 to 19.2.3.6. The step mappings are
specified in 19.2.3.7. The KEcCAK-p permutations, including the round-function Rnd, are specified in
19.2.3.8.

19.2.3.2 State

The ipput and output states of the permutation are comprised of b bit strings. ‘To Tepregent the step
mappings, a state is represented as a 5 x 5 x w array of bits, where w = b/25.,Far b =1 600, w = 64. If S
denotes a string that represents the state, then its bits are indexed from 0 to'b-1, so that

§=S[0]{I ST ] -.. I S[b=2] || S[b-1].

If A denotes a 5 x 5 x w array of bits that represents the state, then'its indices are the irfteger triples
(x, y, ) for which 0 £ x < 5,0 <y <5 and 0 < z < w. The bit that\.corresponds to (x, y, z) i$ denoted by
Alx, )} z]. A state array is a representation of the state by a thre€-dimensional array that |s indexed in
this mhanner.

19.2.8.3 Parts of the state array

The wo-dimensional sub-arrays are called sheéts,/planes and slices; and the single-dimgnsional sub-
arrays are called rows, columns and lanes.

The glgebraic definitions of these sub-arrays are as follows.

Colutpn For a state array, a sub-arnay of 5 bits with constant x and z coordinates.

Lane For a state array of a KEGCAK-p permutation with width b, a sub-array of b/25 bits with constant
x and y coordinates.

Plang For a state array.of a KECCAK-p permutation with width b, a sub-array of b/5 bits with constant
y coordinate.

Row For a sfate array, a sub-array of 5 bits with constant y and z coordinates.

Sheet Fora/state array of a KECCAK-p permutation with width b, a sub-array of b/5 bitp with a con-
stant x coordinate.

Sl Eora ctata apeayy o ol ooy £O0 Lt vazitly o netant
1ce TOT aStatCarrdy, asuap—drtay Oz DrtS vv ittt a COTrsStarntz—Co0

19.2.3.4 Converting strings to state arrays

Let S denote a string of b bits that represents the state for the KEcCAK-p permutation. The corresponding
state array, denoted by A, is defined as follows.

For all triples (x,y, z), suchthat 0 < x<5,0<y<5and 0<sz<w,
Alx,y,z] =S [w(5y + x) + z].
For b =1 600 and w = 64,
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A[0, 0, 61] = S [61]
A[0, 0, 62] = S[62]
A0, 0, 63] = S [63]

A[1,0,61] = S [125]
A[1,0,62] = S[126]
A[1,0,63] =S[127]

A[4,0,0] = S [256]
A[4,0,1] = S[257]
A[4,0,2] = S[258]

A[4,0,61] = S[317]
A[4,0,62] = S[318]
A[4,0, 63] = S[319]

and

and

etc.

A[0, 1, 0] = S [320]
A[0, 1, 1] = S [321]
A[0, 1,2] = S [322]

A[0, 1, 61] = S [381]
A[0, 1, 62] = S [382]
A[0, 1, 63] = S [383]

A[0, 2, 0] = S [640]
A[0,2,1] = S [641]
A[0, 2, 2] = S [642]

A[0, 2, 61] = S [701]
A[0, 2, 62] = S [702]
A0, 2, 63] = S [703]

A[1,1,0] = S[384]
A[1,1,1] = S[385]
Al1,1,2] = S[386]

A[1, 1, 61] = S [445]
A[l, 1, 62] = S [446]
A[1, 1, 63] = S [447]

A[1,2,0] =S [704]
A[1,2,1] =8705]
A[1,2,2]= S [706]

A[1, 2, 61] = S[765]
A[1, 2, 62] = S[766]
A[1,2,63] =S[767]

19.2.3.5 Converting state arrays to strings

Let A denotd

asstate array. The corresponding string representation, denoted by S, can be constr

from the lan

ps\and planes of A, as follows:

A[4,1,0] =S [576]
A[4,1,1] = S [577]
A[4,1,2] = S [578]

A[4/T)61] = S [637]
A}4;1, 62] = S [638]
A[4, 1, 63] = S [639]

A[4,2,0] = S[896]
A[4,2,1] = S[897]
A[4,2,2] = S[898]

A[4, 2, 61]
A[4,2,62]
A[4, 2, 63]

S[957]
S[958]
S[959]

lcted

For each pair of integers (i, j), such that 0 <i< 5 and 0 <j < 5, define the string Lane (i, j) by using

Lane (i, j) = A[i,j, O] || A[i, 7, 1] || A[#, 7, 2] II ... || ALL, j, w-2] || A3, j, w-1].

For b =1 600 and w = 64,

etc.

38

Lane (0, 0) = A[0, 0, 0] || A[0, 0, 1] || A[0, 0, 2] || .. || A[0, 0, 62] || A[0, 0, 63]
Lane (1,0) = A[1,0, 0] || A[L,0, 1] [| A[1, 0, 2] || ... || A[1, 0, 62] || A[L, 0, 63]
Lane (2,0) = A[2,0,0] || A[2,0,1] || A[2,0,2] || ...|| A2, 0, 62] || A[2, 0, 63]
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For each integer, j, such that 0 <j < 5, define the string Plane (j) by using
Plane (j) = Lane (0, j) || Lane (1, ) || Lane (2, j) || Lane (3,]) || Lane (4, )).
Then,
S = Plane (0) || Plane (1) || Plane (2) || Plane (3) || Plane (4).
For b=1600 and w = 64,

S=A[0,0,0] || A[0,0,1] || A[0, 0, 2] || ... [| A[0, 0, 62] || A[0, 0, 63]
HAM O Ol AM O 1111 A1 0 2111 HAI1 0 621 1H A1 0 631
T o7 O T 7 o7 S T e o7 = T [T ax 7 27 o= [T x0T o7 1
Il A[2,0,0] || A[2,0,1] | A[2,0, 2] || ... || A[2, 0, 62] || A[2, 0, 63]

Al
3,0,1] || Il A[3,0, 62] || A[3, 0, 68]

|
]

[ 3,0, 21|
[4,0,1] ||
[

1A
[IA[3,0,0] || A
A

>

4,0,0] ||

Al
Al 11 ... ]
A[4,0,2] || .. || A[4, 0, 62] || A[4, 0563]
|| A[0, 1, 0] || A[0, 1, 1] || A[0, 1, 2] || ... || A[0, 1, 62] || A{0; 1, 63]
[1 A[1,1,0] [| A[1,1,1] [| A
Al
Al
Al

1LL2] [ .. I A[L, 1, 62K}t A[L, 1, 63]

] 11 -
I1A[2,1,0] || A[2,1,1] || A[2,1,2] || ... || A[20562] || A[2, 1, 63]
IIA[3,1,0] || A[3,1,1] || A[3,1,2] || ... ]| AI3, 1, 62] || A[3, 1, 63]
] THS

[
I|A[4,1,0] || A[4,1,1] || A[4,1,2] )=/l A[4, 1, 62] || A[4, 1, 63]

I A[0, 4, 0] || A[O, 4, 1] ||.Af074, 2] || ... || A[O, 4, 62] || A[O, 4, 63]
Il A[L, 4, 0] || A[L,4, 15 A[1,4,2] || ... || A[1, 4, 62] || A[1, 4, 63]
I|A[2, 4, 0] || AR2,4,1] || A[2,4,2] || ... || A[2, 4, 62] || A[2, 4, 63]
| A[3, 4, 0]d}A[3,4,1] || A[3,4,2] || ... || A[3, 4, 62] || A[3, 4, 63]
|| A[4,4,0] || A[4,4,1] || A[4,4,2] || ... || A[4, 4, 62] || A[4, 4, 63].

19.2.3.6 Labelling eonvention for the state array

In the diagramstof the state that accompany the specifications of the step mappings, the lane that
corrgsponds to.the coordinates (x, y) = (0, 0) is depicted at the centre of the slices.

19.2.3.7,'Step mappings

19.2.3.7.1 General

The five step mappings that comprise a round of KECCAK-p are denoted by 6, p, T, x and t. Specifications
for these functions are given in 19.2.3.7.2 to 19.2.3.7.6.

The algorithm for each step mapping takes a state array, denoted by A, as an input and returns an
updated state array, denoted by A’, as the output.

The tmapping has a second input: an integer called the round index, denoted by i,, which is defined within
Algorithm 5 for KECCAK-p, in 19.2.3.7.6. The other step mappings do not depend on the round index.

19.2.3.7.2 Specification of 6
Algorithm 1: 6(A)
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Input: state array A

Output: state array A’

Steps:

a) Forall pairs (x,z),suchthat0 <x<5and 0 < z<w, let
Clx,z]=A[x,0,z] DA[x, 1,z DA[x, 2,z DA[x, 3,2z] DA x4 2]

b) Forall pairs (x, z), suchthat0 s x<5and 0 <z<wlet

D[X ] =ClHe=11maod 5 z1 D ClHvaNN maod 5 [z 1) maod usl
4 |AGLEEEY BLEE Sl I |AGLREY EEEEA A A S =) EEEEEEEAE

c) Foralltriples (x,), z), suchthat0<x<5,0<y<5and0<z<w,let
A'[x,y,4 =A[xy, z] @ Dl[x, z].

The effect of | is to XOR each bit in the state with the parities of two columns in the array. In particular, for
the bit A [xo,|y0, zo], the x-coordinate of one of the columns is (xg — 1) mod 5, with the same z-coordfnate,
70, while the|x-coordinate of the other column is (xo + 1) mod 5, with z-coordinate (zg — 1) mod w.

19.2.3.7.3 §pecification of p
Algorithm 27 p(A)
Input: state array A
Output: stat¢ array A’
Steps:
a) Forallzfsuchthat0<z<w,letA'[0,0,z] =A[0,0;z].
b) Let(x,y]=(1,0).
c¢) Fortfrom 0 to 23:
1) for3llzsuchthatO<z<w,letA" [x,y,z]=A{xy [z- (t+ 1)(t+2)/2] mod w};
2) let(k,y) = [y (2x + 3y) mod 5].
d) Return A’

19.2.3.7.4 Specification of 1t
Algorithm 31m(A)

Input: state array A

Output: state array A’

Steps:

a) Foralltriples (x,5,z) suchthat0<x<5,0<y<5and0<z<w,let
A’ [x,y,z] =A [(x + 3y) mod 5, x, z].

b) ReturnA'

19.2.3.7.5 Specification of
Algorithm 4: x(A)
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Input: state array A

Output: state array A’

Steps:

a) Foralltriples (x,,z) suchthat0 <x<5,0<y<5and0<z<w,let
A[xyzl=A[xy z] ® <{A[(x+1) mod 5,y, z] @ 1} A A [(x+2) mod 5, y, z]>.

b) ReturnA’

The netatien

19.2.8.7.6 Specification of .

The { mapping is parameterized by the round index, i, whose values are specified ih step b) of
Algotithm 7 for computing KEcCAK-p, in 19.2.3.8. Within the specification’ef-t in Algofithm 6, this
paragneter determines [ + 1 bits of a lane value called the round constant, denoted by RC, where [ =log(w).
WheIlw =64, 1= 6. Each of these 7 bits is generated by a function that is based on a linear fgedback shift
register. This function, denoted by rc, is specified in Algorithm 5.

Algotjithm 5: rc(t)
Inputf: integer ¢
Outppt: bit rc(t)
Steps:
a) Iftmod 255=0, return 1.
b) IetR=10000 000.

¢) Horifrom 1 totmod 255, let:

) R=0]||R;

4) R[0] = R[0] D R[8];
J) R[6] = R[6] D R{8;
4)  R[3] = R[3] @R[8];
Y RI[2] =&F2] © R[8];
) R=TFruncg[R].

d) HRetarn R[0].

In Algorithm 6, RC is a w-bit binary string and denoted as RC[0], RC[1],..., RC[w-1].
Algorithm 6: (A, iy)

Input: state array A; round index i

Output: state array A’

Steps:

a) Foralltriples (x,),2),suchthat0<x<5,0<y<5and0<z<wletA'[x,y z]=A[x), z].
b) LetRC=0w.

c) Forjfrom O to 6,let RC[2j- 1] =rc(j + 7iy).
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d) Forallz suchthat0<z<w,letA'[0,0,z]=A"[0,0,z] @ RC|[z].
e) ReturnA’

The effect of tis to modify some of the bits of Lane (0, 0) in a manner that depends on the round index i,
The other 24 lanes are not affected by .

19.2.3.8 KEccAK-p

Given a state array A and a round index i, the round-function Rnd is the transformation that results
from applying the step mappings 6, p, T, x and , in that order, i.e.:

Rnd(A, ir) = ((x<m{p[6(A)]}>, Ir).

The KEccAK{p permutation consists of 24 iterations of Rnd, as specified in Algorithm 7.

Algorithm 71KEccAk-p (S)

Input: string S of length 1 600 bits
Output: stripg S of length 1 600 bits
Steps:
a) Convert|Sinto a state array, A, as described in 19.2.3.4.
b) Fori,frogm 0 to 23,let A = Rnd(A, i}).

c) Convert|A into a string, S’ of length b, as described in 19.2.3.5.

<

d) Return§’

19.3 Padding method

The data, a binary string M, will be padded with “01” before applying the padding method pad10*1(x,
m), specified below with x =1 152.

pad10*1(x, np)
Input: positiye integer x; non-negative integer m

Output: stripg P, such that nr+Jen(P) is a positive multiple of x
Steps:
a) Letj=({m - 2)'med x.
b) Return P=11{0; ]| 1.

Thus, the asterisk in “pad10*1” indicates that the “0” bit is either omitted or repeated as necessary, in
order to produce an output string of the desired length.

That is, the padded datais P=M || 01 || 10*1, such that the length of P is a multiple of 1 152.

19.4 Description of a round-function

The round-function for Dedicated Hash-Function 13 is the permutation KEccak-p specified in 19.2.3.8.
Notice that KEcCAK-p is considered as @ as defined in ISO/IEC 10118-1. However, for each execution of
KECCAK-p, it iterates the Rnd function 24 times. That is, it executes

Rnd(A, iy) = (x<m{p[0(A)]}>, ir),
forir=0,1,.., 23.
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In step h) of SPONGE[f, pad, r](N, d), f = KEcCAK-p, because r =1 152, d = 224 and r > d, the Trunc,(S) will
be further truncated to d bits.

20 Dedicated Hash-Function 14 (SHA3-256)

20.1

General

In Clause 20, a permutation-based hash-function with sponge construction SHA3-256 is specified. The

desc

The I

20.2

20.2,

For this hash-function, L1 =r=1088,L; =b=1600,c=b -r=>512,d= 256, Ly is up to 256

20.2,

Each
state
per

64-bi
sequg
wo 21

for 0

Henc
incre
the w

For d
array
inter

If j an
0<ij

[ption of permutation-based MasT-function WitiT SPONEE CONSIUTHON 15 Ve 1T Ciauy

50/1EC hash-function identifier for Dedicated Hash-Function 14 is equal to 3E (hexad
Parameters, functions and constants

1 Parameters

2 Byte ordering convention

data input D to the round-function @ is a block of /1 088 bits that is XORed into th
The permutation f is then applied to the state,Bécause the step mappings that
tation are defined on the array form of the state] it is convenient to regard D as a
words that are XORed directly into the staté.array. For this purpose, when D is repy
nce of 136 bytes, By, B, ..., B135, then D shall.be interpreted as a sequence of 17 lane y
, as follows:

Zj = 256Bgis7 + 248Bgj.¢ + 240Bgiyk + 232Bgj14 + 224Bg;.3 + 216Bg;.p + 28Bgjs1 + Bg
< [<16.

e, each group of eight consécutive bytes is a word and the bytes of the word are
hsing order of significance;'so that the first byte in the group becomes the least signif
ord.

s are defined for/step-mappings. Lane is one of the subarrays and defined in 19.2.3.
bretation, Dis\XORed with the state array as follows.

e 19.

ecimal).

e part of the
omprise the
sequence of
esented as a
words, Zo, Z1,

arranged in
icant byte of

bdicated hash-function 14, the function is defined on a 5 x 5 x w state array. For each array six sub-

8. Under this

¢ + j, then for

20.2.

d k are the elements of {0, 1, 2, 3, 4} such that (j, k) is the unique pair for which i = 5}
£ 16/Lane'(j, k) = Z; @ Lane(j, k), where Lane'(j, k) is the updated value of the lane.
3—Fumctions

The functions, including the function Rnd and step mappings, for the Dedicated Hash-Function 14 are
the same as Dedicated Hash-Function 13 and is specified in Clause 19.

20.2.

4 Constants

The constants used for the mapping p are the offsets defined in Clause 19.

20.2.

5 Initializing value

The initializing value is a 1 600-bit all-zero string.
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20.3 Padding method

The data M will be padded with “01” before applying the padding method pad10*1(x, m) specified in
Clause 19, withx=1 088.

That is, the padded datais P=M || 01 || 10*1, such that the length of P is a multiple of 1 088.

20.4 Description of round-function

The round-function for Dedicated Hash-Function 14 is the permutation KEccAk-p specified in Clause 19.
Notice that KEcCAK-p is considered as @ as defined in ISO/IEC 10118-1. However, for each execution of
KECCAK-p, itfterates the Rrd functiom 24— timres—That is,itexecutes

Rnd(A, ir) = (x<{p[B(A)]}>, ir),

foriy=0,1,.}, 23.

20.5 Output transformation

In step h) of SPONGE[f, pad, r](N, d), specified in Clause 19, f= KEccAK-p because r=1 088, d = 25p and
r > d, the Trunc,(S) will be further truncated to d bits.

21 Dedicdted Hash-Function 15 (SHA3-384)

21.1 General

In Clause 21| a permutation-based hash-function with sponge construction SHA3-384 is specified. The
description ¢f permutation-based hash-function with sponge construction is given in Clause 19.

The ISO/IEC|hash-function identifier for Dedicated\Hash-Function 15 is equal to 3F (hexadecimal).
21.2 Parameters, functions and constants

21.2.1 Pargmeters

For this hash-function, L1 =r=832,L,=b=1600,c=b -r=768,d =384, Lyis up to 384.

21.2.2 Byt¢ ordering convention

Each data input D to the.round-function @ is a block of 832 bits that is XORed into the part of the ptate;
the permutation fis then applied to the state. Because the step mappings that comprise the permuftation
are defined ¢n thearray form of the state, it is convenient to regard D as a sequence of 64-bit wordp that
are XORed directly into the state array. For this purpose, when D is represented as a sequence df 104
bytes, Bo, B1 03 all be interpreted as a sequence ane word 0 as follows:

Zj = 256Bgjy7 + 248Bgj.6 + 240Bgj.5 + 232Bgjr4 + 224Bgji3 + 216Bgjs2 + 28Bgj1 + Bsi,
for0<i<12.

Hence, each group of eight consecutive bytes is a word and the bytes of the word are arranged in
increasing order of significance, so that the first byte in the group becomes the least significant byte of
the word.

For dedicated hash-function 14, the function is defined ona 5 x 5 x w state array. For each array six sub-
arrays are defined for step-mappings. Lane is one of the subarrays and defined in 19.2.3.3. Under this
interpretation, D is XORed with the state array as follows.

If j and k are the elements of {0, 1, 2, 3, 4} such that (j, k) is the unique pair for which i = 5k + j, then for
0 <i<12, Laneé'(j, k) = Z; ® Lane(j, k), where Lane’(j, k) is the updated value of the lane.
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21.2.3 Functions

The functions, including the function Rnd and step mappings, for the Dedicated Hash-Function 15 are
the same as Dedicated Hash-Function 13 and is specified in Clause 19.

21.2.4 Constants

The constants used for the mapping p are the offsets defined in Clause 19.

21.2.5 Initializing value

The ipitializing value 1S a 1 60U-DIt all-Zero string.

21.3|Padding method

The data M will be padded with “01” before applying the padding method pad10*1(x, m)| specified in
Claugde 19, with x = 832.

That|s, the padded datais P=M || 01 || 10*1, such that the length of P is a multiple of 832.

21.4|Description of round-function

The round-function for Dedicated Hash-Function 15 is the permutation KEccAk-p specified|in Clause 19.
Notide that KECCAK-p is considered as @ as defined in ISO/IEC 10118-1. However, for each|execution of
KEcchK-p, it iterates the Rnd function 24 times. That is,itéxecutes

Rnd(A, ir) = ((xs{p[0(A)]}>, ir),
forirF0,1,..,23.

21.5| Output transformation
In st¢p h) of SPONGE[f, pad, r](N, d)specified in Clause 19, because r = 832, d = 384 and r > d, the
Trung,(S) will be further truncated to d bits.

22 Dedicated Hash-Function 16 (SHA3-512)

22.1| General

In Clquse 22, a perimutation-based hash-function with sponge construction SHA3-512 is specified. The
descijiption of permutation-based hash-function with sponge construction is given in Clauge 19.

The IFO/IEC hash-function identifier for Dedicated Hash-Function 16 is equal to 40 (hexadgecimal).

22.2 Parameters, functions and constants

22.2.1 Parameters

For this hash-function, L1 =r=576,L2=b=1600,c=b-r=1024,d =512, Lyis up to 512.

22.2.2 Byte ordering convention

Each data input D to the round-function @ is a block of 576 bits that is XORed into the part of the state.
The permutation fis then applied to the state. Because the step mappings that comprise the permutation
are defined on the array form of the state, it is convenient to regard D as a sequence of 64-bit words that
are XORed directly into the state array. For this purpose, when D is represented as a sequence of 72
bytes, By, B1, ..., B71, then D shall be interpreted as a sequence of 9 lane words, Zy, 71, ..., Zg, as follows:
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Zj= 256Bgj,7 + 248Bgj.¢ + 240Bgi,5 + 232Bgj 4 + 224Bgjy3 + 216Bg;.p + 28Bg 41 + Bg,
for0<i<8.

Hence, each group of eight consecutive bytes is a word and the bytes of the word are arranged in
increasing order of significance, so that the first byte in the group becomes the least significant byte of
the word.

For dedicated hash-function 14, the function is defined ona 5 x 5 x w state array. For each array six sub-
arrays are defined for step-mappings. Lane is one of the subarrays and defined in 19.2.3.3. Under this
interpretation, D is XORed with the state array as follows.

If j and k argthe elements of {0, 1, Z, 3, 4} such that (j, k) is the unique pair for which 7 =5k + j, thén for
0 <i<8,Lang'(j, k) = Z; ® Lane(j, k), where Lane'(j, k) is the updated value of the lane.

22.2.3 Fungtions

The functions, including the function Rnd and step mappings, for the Dedicated Hash-Function 16 are
the same as Pedicated Hash-Function 13 and is specified in Clause 19.

22.2.4 Cons$tants

The constants used for the mapping p are the offsets defined in Clause19:

22.2.5 Init{alizing value

The initializ{ng value is a 1 600-bit all-zero string.

22.3 Padding method

The data M will be padded with “01” before applying the padding method pad10*1(x, m) specified in
Clause 19, wjth x = 576.

That is, the padded datais P= M || 01 || 10%1,such that the length of P is a multiple of 576.

22.4 Desa]]iption of round-function

O

The round-fiinction for Dedicated Hash-Function 16 is the permutation KEccak-p specified in Clauge 1
Notice that KEccAK-p is considéred as ¢ as defined in ISO/IEC 10118-1. However, for each executjon o
KECCAK-p, itfiterates the Rnd-function 24 times. That is, it executes

Rnd(A, ir) = (x<{p[B(A)]}>, ir),

=

foriy=0,1,.}, 23;

22.5 Output-tr ansformation

In step h) of SPONGE[f, pad, r](N, d) specified in Clause 19, f = KECCAK-p, because r = 576, d = 512 and
r > d, the Trunc,(S) will be further truncated to d bits.

23 Dedicated Hash-Function 17 (SM3)

23.1 General
In Clause 23, a padding method, an initializing value and a round-function for use in the general model

for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
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Hash-Function 17. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 17 is equal to 11 (hexadecimal).

NOTE Dedicated Hash-Function 17 defined in Clause 23 is commonly called SM3[ZI[8].
23.2 Parameters, functions and constants

23.2.1 Parameters

For tifis hash-function, L1 = 512, L; = 256 and L 1S Up to 256.

23.2.2 Byte ordering convention

The Hyte ordering convention to be used with this hash-function shall be the same as the byte ordering
convéntion defined in 9.2.2.

23.2.8 Functions

To fagilitate software implementation, the round-function @ is des¢ribed in terms of operations on 32-
bit wprds.

Two gequences of functions by, by, ..., bgz and b’g, b'1, ..., b'g3 are used in this round-functior|, where each
taked three words, Xp, X1 and X», as input and produces-a&ingle word as output. Two functions, Py and
P1, atfe also used in this round-function, where each takes one word, Xy, as input and produces a single
word|as output.

The functions by, b1, ..., b3, b'o, b'1, ..., b'3, Po, P1,are defined as follows:

Xy ®X, ®X,, 0<i<15,
by (Xo.X1.X2)=
(Xo AX V(KgAK )V (Xq AX,), 16<i<63,
Xy ®X, ©%,, 0<i<15,
B (Xo.X1.X2)=
(KyAX1IV(—Xg AXz), 16<i<63,

awl

b (X0)=Xo DS (X)®S (Xo),
H (Xo) =Xy @S (X)) @53 (X,).

23.2.4 Constants

A se(uerice of constant words, €o, €1, ..., Cg3, 1S used 1 this round-function. 1w a hexadecimal
representation (the most significant bit corresponds to the left-most bit), these are defined as follows:

79CC4519 0<i<15,
7A879D8A 16<i<63.

23.2.5 Initializing value

For this round-function the initializing value, IV, shall always be the following 256-bit string,
represented here as a sequence of eight words, Yy, Y1, ..., Y7, in a hexadecimal representation, where Yy
represents the left-most 32 of the 256 bits.

Yo=7380166F;
Y1 = 4914B2BY;
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Y, =172442D7;
Y3 = DASA0600;
Y4 = A96F30BC;
Ys = 163138AA;
Y6 = E38DEE4D;
Y7 = BOFBOEA4E.

23.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in 9.3.

23.4 Descrjiption of the round-function

The round-f

NOTE

a) Suppose the 512-bit (first) input to @ is contained in Zy, Z1, ..., Z15, where-Zy contains the left

In

32 of th
Yo, Y1, ...
b) Fori=1
c¢) Fori=0

d) LetXo:q Yo, X1:=Y1, X2:= Y2, X3: = Y3, Xg: = Yy, X5: = V5,%6:= Y, X7: = V7.

e) Fori=0

1y
2)
3)
4)
5)

f) LetYo:qYo @ Xo, Y1: s ¥4+ X1, Yo:=Y2 D X2, V3: = V3D X3, Y4: = Ya D Xy, Y5: = Y5 D X5, Yo: = Yy
and Y7: § Y7 @ X7.

g) The eight words,;¥y, Y1, ..., Y7, represent the output of the round-function @. After the final itey

Wi
Wo:
Ws:
Wa.:

X7: F X6, Xo: = S19(X5), Xs:= X4, Xa: = Po(Wa), X3: = X2, X2: = §9(X1), X1: = X0, Xo: = W3;

of ther

using the.nverse of the procedure specified in Clause 9, where Yy shall yield the first four byt
the next i = i i

nction, @, operates as follows.

e 512 bits. Suppose also that the 256-bit (second) input to @\is*Contained in eight w
Y.

b to 67, let Z; := P1[Zi-16 @ Zi-9 @ S15(Zi-3)] D S7(Zi-13) LB Zi-6.
to 63,letZ';:= Zi @ Zjs4.

to 63, do the following five steps:
= S7[S12(X0) W X4 W SI(C));

= W1 @ S12(Xo);

= bi(Xo, X1, X2) W X3 UW> W Z4

= b'i(X4, X5, Xe) W X7 W Wy W Z;;

pund-function, the eight words, Yy, Y, ..., Y7, shall be converted to a sequence of 32

this description, the symbols Wy, Wy, W3, Wa, Xo, X1, X2, X3, Xa, X5, X6, X7, Z0, Z1 5o Z67, Z'0, Z'1, 4
are used to d¢note 144 distinct words which contain values required in the computations.

most
ords,

D Xe

ation
bytes
es, Y1

ificant

byte of Yy and the 32nd (right-most) byte will correspond to the least significant byte of Y7. The
32 bytes shall be converted to a string of 256 bits using the inverse of the procedure specified in
Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the first (left-
most) byte and the 256th (right-most) bit will correspond to the least significant bit of the 32nd
(right-most) byte.

Figure 7 shows steps 1), 2), 3), 4) and 5) of item e) of the round-function @ in SM3. In the round-function
@, steps 1), 2), 3), 4) and 5) of item €) are used 64 times (i =0, 1, ..., 63).
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);0\ X3 X4 Xs Xe X7 (beforeroundi)
Si(Ci)—»| +
+ Z;
[s7]
Y

R A

Xo X1 X2 X3 X4 Xs X X7 (after

Figure 7 — Part of the round-function in Dedicated Hash-Function 17

round i )
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Annex A lists the object identifiers assigned to the dedicated hash-functions specified in this document.

118-3:2018(E)

Annex A
(normative)

Object identifiers

-- Draft oD
-—- Based on

DedicatedHd
iso(1l) stan
asnl-module
DEFINITIONS
-— EXPORTS

-— IMPORTS

OID OBJ|
—-— Synonyms

id-dhf OID
iso (1) stan

-- Assignme
id-dhf-ripsg
id-dhf-ripsg
id-dhf-whin
id-dhf-strse
id-dhf-streg

id-dhf-sSM3

-—- note: as
-—- FIPS 180

id-shal OID

ject identifiers of ISO/IEC 10118-3
ISO/IEC JTC 1/SC 27 N XXXX XXXX-XX-XX

shFunctions {
[dard (0) hash-functions (10118) part3(3)
(1) dedicated-hash-functions (0) }
EXPLICIT TAGS = BEGIN
All; —-
None; --
FECT IDENTIFIER -- alias

= {
ldard (0) hash-functions (10118) part3(3) algorithm(0) }
nts —-
md160 OID = { id-dhf ripemdl160 ¢49) }
md128 OID = { id-dhf ripemdl¥?8 (50) }
1lpool OID = { id-dhf whirtpool (55) }
lebog512 0OID = { idydhf streebogb5l2 (59) 1}
lebog256 OID = { dd=dhf streebog256 (60) }
OID = { id-ghf/sm3 (65) }
sign anyNéw OIDs above 68

-4 and FIPS 202 Secure Hash Algorithm --

{

iso(l) idenTiiled-organization(3) Oiw(lZ) Secsig(3)

algorithm(2) 26

}

sha2Algorithm OID = {

joint-iso-itu-t(2) country(l16) us(840) organization(l) gov(101)
csor (3) nistAlgorithm(4) hashAlgs (2)

}

id-sha256 0OID = { sha?2Algorithm sha256 (1) }

id-sha384 OID = { sha2Algorithm sha384(2) }

id-sha512 OID = { sha?2Algorithm shab512(3) }

id-sha224 OID = { sha2Algorithm sha224 (4) }
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id-shab512-224 OID ::=

id-shab512-256 OID ::=

{ sha?Algorithm shab512-224(5)

{ sha2Algorithm shab512-256(6)

}
}

ISO/IEC 10118-3:2018(E)

id-sha3-224 OID ::= { sha2Algorithm sha3-224(7) }
id-sha3-256 OID ::= { sha2Algorithm sha3-256(8) }
id-sha3-384 OID ::= { sha2Algorithm sha3-384(9) }
id-sha3-512 OID ::= { sha2Algorithm sha3-512(10) }
id-shakel28 OID ::= { sha2Algorithm shakel28(11) }
id-sfjake256 OID ::= { sha2Algorithm shake256(12) }
HashHunctions ::= SEQUENCE {

algofithm ALGORITHM. &id ({HashFunctionAlgs}),

paranjeters ALGORITHM. &Type ({HashFunctionAlgs}{@algorithm})

}

HashHunctionAlgs ALGORITHM ::= {
dhf-g4ipemdl60 |
dhf-gipemdl128 |
dhf-wyhirlpool |
dhf-4treebog256 |
dhf-4treebogb12 |
sha34224 |

sha34256

sha34384 |

sha34512 |

dhf-4m3 |

shakgq128 |

shakg256
SHA-Algorithms,

-- Expect additional algorithms %

dhf-4ipemdl60 ALGORITHM ::= {
OID Jd-dhf-ripemdl60 PARMS NulMNarms

dhf-g4ipemdl128 ALGORITHM : = {
OID Jd-dhf-ripemdl28 RARMS NullParms

dhf-wyhirlpool ALGORITHM ::= {
OID jd-dhf-whirdpool PARMS NullParms

dhf-4treebogl56 ALGORITHM ::= {
OID jJd-dhfrstreebog256 PARMS NullParms
}

OPTIONAL

dhf-streebog512 ALGORITHM ::= {
OID id-dhf-streebog5l12 PARMS NullParms
}

sha3-224 ALGORITHM ::= {
OID id-sha3-224 PARMS NullParms
}

sha3-256 ALGORITHM ::= {
OID id-sha3-256 PARMS NullParms
}

sha3-384 ALGORITHM ::= {

OID id-sha3-384 PARMS NullParms
}
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sha3-512 ALGORITHM ::= {
OID id-sha3-512 PARMS NullParms
}

dhf-SM3 ALGORITHM ::= {
OID id-dhf-sm3 PARMS NullParms
}

shakel28 ALGORITHM ::= {
OID id-shakel28 PARMS NullParms
}

shake256 ALGORITHM ::= {
OID id-shake256 PARMS NullParm

}
SHA-Algoritlhhms ALGORITHM ::= ({
-- The parameters associated with id-shal, id-sha256, id-sha384,

-- id-shabll2, id-sha224, id-sha512-224 and id-shab12-256 should
-- be omittled, but if present, should have

-- a value |of ASN.1 type NULL. This is to align with the original --

-— NIST definitions (which did not have parameters) and certain
-- existingl implementations (which have them). For these SHA

-- algorithms, implementations should accept AlgorithmIdentifier
-- values with NULL parameters and with the optional parameters
—-— component not present.

sha-1

sha-256
sha-384
sha-512
sha-224 |
sha-512-224 |
sha-512-25¢,

.. -- Expect additional algorithms --
}

sha-1 ALGORITHM ::= {
OID id-shall PARMS NullParms
}

sha-256 ALFORITHM ::= {
OID id-sha256 PARMS NullParms
}

sha-384 ALFORITHM ::= {
OID id-sha384 PARMS Nwl\MParms
}

sha-512 ALGORITHM=: := ({
OID id-shaj|l2,RARMS NullParms
}

sha-224 ALGORITHM ::= {
OID id-sha224 PARMS NullParms
}

sha-512-224 ALGORITHM ::= {

OID id-shab512-224 PARMS NullParms
}

sha-512-256 ALGORITHM ::= {

OID id-shab512-256 PARMS NullParms
}

NullParms ::= NULL

-- Cryptographic algorithm identification --

52
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ALGORITHM ::= CLASS ({

&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

}

WITH SYNTAX { OID &id [PARMS &Type] }

END -- DedicatedHashFunctions --
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Annex B
(informative)

Numerical examples

B.1 General

This annex Jives numerical examples for the computation of Dedicated Hash-Functions 1 to 17;Forx
of the hash-functions, intermediate values derived during the hash-function’s operation are give
some examples.

Throughout|this anney, it is referred to as ASCII coding of data strings, which is equivalent to c
using ISO/IHC 646.

B.2 Dedi¢ated Hash-Function 1 (RIPEMD-160)

NOTE Refference [4] contains a pseudocode description of Dedicated Hash-Function 1.

B.2.1 Example 1

In this example, the data string is the empty string, i.e., the sfririg of length zero.

The hash-cofle is the following 160-bit string.

9C 11 85 A5 C5 E9 FC 54 61 28%08 97 7E E8 F5 48 B2 25 8D 31

B.2.2 Example 2

In this example, the data string consists of a-single byte, namely the ASCII-coded version of the lett

The hash-cofle is the following 160-bit'string.

0B DC 9D 2D«5V6B 3E E9 DA AE 34 7B E6 F4 DC 83 5A 46 7F FE

B.2.3 Example 3

In this exa

le, the datastring is the 3-byte string consisting of the ASCII-coded version of “abc”

is equivalent to the bit'string “01100001 01100010 01100011

After the paglding process, the single 16-word block derived from the data string is as follows.

each
en for

bding

«_n

Err a .

This

80636261 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4,X'0,X'1,X'2,X'3and X's.

67452301,
C3D2E1FO0,
10325476,
EB73FA62,
36AE27BF,
57F19CC4,

54

EFCDAB89, 98BADCFE, 10325476, C3D2E1FO0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2ELFO
3115FC67, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, DDD63FB8, EFCDAB89, EB73FA62, 10325476

B41192D5, 3115FC67, 36AE27BF, EB73FA62, 10325476, 322ET7AE3, DDD63FB8, 36AE27BF, EB73FA62

3A35DC50, B41192D5, 57F19CC4, 36AE27BF, EB73FA62, 883EES03, 322E7AE3, 58FEE377, 36AE27BF
D3786413, 3A35DC50, 464B56D0, 57F19CC4, 36AE27BF, 92B2B79B, 883EES03, B9EB8CC8, 58FEE377
0E946720, D3786413, D77140E8, 464B56D0, 58FEE377, F9091FF2, 92B2B79B, FBA40E20, BO9EB8CCS8

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

464B56D0, D52BF632, 0E946720, E1904F4D, D77140E8, BOEBS8CCS, E5B09992, FI091FF2, CADEGE4A,
D77140E8, 150BDSA8, D52BF632, 519C803A, E1904F4D, FBA40E20, 8B2D9FB3, E5B09992, 247FCBE4,
E1904F4D, 3D6F601F, 150BDSA8, AFDSCB54, 519C803A, CADEGE4A, E755F422, 8B2D9IFB3, C2664B96,
519C803A, B7B60384, 3D6F601F, 2F62A054, AFDS8CB54, 247FCBE4, 5922D09E, E755F422, B67ECE2C,
AFDSCB54, B85A0A3F, B7B60384, BDS07CF5, 2F62RA054, C2664B96, CF24E72C, 5922D09E, 57D08BOD,
2F62A054, 7F8B38E5, B85A0A3F, D80E12DE, BD807CF5, B67ECE2C, CA6A1C75, CF24E72C, 8B427964,
BD807CF5, ODACA495, 7F8B38ES, G6828FEEl, DSOE12DE, 57D08BOD, 227F6D84, CAGALCT7S5, 939CB33C,
DSOE12DE, BCOS5F46F, 9DACA495, 2CE395FE, 6828FEEL, 8B427964, 5D801685, 227F6D84, A871D729,
6828FEE1l, 1494F053, BCOSF46F, B2925676, 2CE395FE, 939CB33C, B3C3F4D5, 5D801685, FDB61089,
2CE395FE, 85861D02, 1494F053, 17D1BEF0, B2925676, A871D729, 3D16242D, B3C3F4D5, 005A1576,
B292967%6, 59 /BFoZY9, 85860l1D0Z, 53C14C52, 1/DIBEFO, FDB6l08Y, FE459078, 5Dloz4ZD, (UFD3560CF,
17D1§EF0, 6347EF78, 597BF629, 18740A16, 53C14C52, 005A1576, 927E40A8, FF459078, 589QB4T4,
53c14c52, 45C8FA44, 6347EF78, EFD8A565, 18740A16, OFD356CF, ACBB994E, 927E40A8, (1641E3FD,
1874(Al6, AD2956AF, 45C8FA44, 1FBDE18D, EFD8A565, 5890B4F4, AD30AD24, ACBB994E, ¥902A249,
EFD8A565, SEAF16B7, AD2956AF, 23E91117, 1FBDE1SD, 1641E3FD, 6261732E, AD30AR24, EE653AB2,
1FBDH18D, 41730D4B, 5EAF16B7, AS55ABEB4, 23E91117, F902A249, 45ED27AF, 6261732E, C2B492B4,
23891117, FCOCCBD3, 41730D4B, BCS5ADD7A, A55ABEB4, EE653AB2, 243C5668, NMSED27AF, 85CCBI$9,
A55AHEB4, 042ECC93, FCOCCBD3, CC352D05, BCSADD7A, C2B492B4, 82F89BM1,) 243C5668, B49EBD]7,
BCSAND7A, 4D4D4377, 042ECC93, 332F4FF0, CC352D05, 85CCB989, SFC{468%6, 82F89BD1, F159A090,
cc354D05, 5207002B, 4D4D4377, BB324C10, 332F4FF0, B49EBD17, BR720031, 5FC74686, E26F46(B,
332F4FF0, 388278F5, 5207002B, 350DDD35, BB324C10, F159A090\ 58A100F8, B2720031, 1D1A19]F,
BB324C10, 62879D70, 388278F5, 1CO0AD48, 350DDD35, E26F460B} 5992068B, 58A100F8, C800C6(9,
350D0D35, A30ALlFD9, 62879D70, O09E3D4E2, 1C00AD48, 1DIAL97F, CC290DCA, 5992068B, 8403EL§2,
1C004D48, BDA2B31B, A30A1FD9, 1E75C18A, O09E3D4E2, {£8B0C6CY, 863D625E, CC290DCA, 481A2D§6,
09E3[4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18AN\8403E162, 6061B5A5, 863D625E, A4372B}0,
1E75(18A, BG6A665C6, F7211DEE, 8ACC6EF6, 287F668L, 481A2D66, AA9SADBS, 6061BS5A5, FS5897A1S,
287rq68C, 2D30FA02, B6A665C6, 8477BBDC, SAQEHEF6, A4372B30, 2999255A, AA9SADBS, 86D695%1,
8ACCqEF6, C76D12F9, 2D30FAO2, 99971ADA, _8477BBDC, F5897A18, 98237631, 2999255A, 62B6DGAA,
8477HBDC, 516F84DF, C76D12F9, C3E808B4Z) 99971ADA, 86D69581, 6C472A90, 98237631, 64956846,
99971ADA, F3FA5B05, 516F84DF, B44BETTD, C3E808B4, 62B6D6AA, 2EADS5672, 6C472A90, 8DD8C6§0,
C3E8(8B4, D539625E, F3FA5B05, BEIS7D45, B44BE71D, 649568A6, CS5CB48BA, 2EAD5672, 1CAA4LBIL,
B44BH71D, D8500C99, D539625E,. (B96C17CF, BE137D45, 8DD8C660, 05286DFB, C5CB48BA, B559C8EA,
BE137D45, 7ECDES5B2, D8500Cc99,)" E5897B54, E96CL7CF, 1CAA41B1, 88396DD2, 05286DFB, 2D22EB]7,
E96C]7CF, 681D30B9, 7ECRE5B2, 40326761, E5897B54, B559C8BA, 333F2212, 88396DD2, ALB7EC]4,
E589B54, 960F7BFD, ¢8iD30B9, 3796C9FB, 40326761, 2D22EBl7, C699295B, 333F2212, E5B74A%0,
40324761, 6770E498f 960F7BFD, 74C2E5A0, 3796CI9FB, AIBTECL4, BFD68874, C699295B, FC8848(¢C,
3796q9FB, 75EB06CH,* 6770E498, 3DEFF658, 74C2E5A0, E5B74A20, BDDF3474, BFD68874, 6G4A56F]A,
74c2H580, 14EA827A, 75EB06C5, C392619D, 3DEFF658, FC8848CC, S8CBCS87E9, BDDF3474, S5A21D2KF,
3DEFH658, _8Q4B0068, 14FA827A, AC1B15D7, C392619D, 64A56F1A, CDDAGEBF, S8CBC87E9, 7CD1D2§7,
3924190, #475BAS1B, 804B0068, EAO09E853, ACLB15D7, 5A21D2FF, 656C7DA3, CDDAGEBF, F21FA6H2,
AC1B15R%, D26BC25D, 475BA81B, 2C01A201, EAQO9E853, 7CD1D2F7, 76D66CA3, 656C7DA3, 69BAFFR7,
EA09ES853, DBC5A2CB, D26BC25D, 6EA06DID, 2C01A201, F21FA632, C9BL7F72, 16D66CA3, BLF68D95,
2C01A201, 77367F5E, DBCS5A2CE, AF097749, 6EAO6D1D, 69BAFF37, 65A60151, C9B17F72, 59B28DDB,
6EA06D1D, 8155A6B4, 77367FSE, 168B2F6F, AF097749, B1F68D95, 33F3AC81, 65A60151, CSFDCB26,
AF097749, C€90C4D38, 8155A6B4, DOFD79DC, 168B2F6F, 59B28DDB, 9BFB827D, 33F3AC81, 98054596,
168B2F6F, 9762713B, C90C4D38, 569AD205, D9FD79DC, C5FDCB26, DDC8130E, 9BFB827D, CEB204CF,
DOFD79DC, 7EBF9C32, 9762713B, 3134E324, 569AD205, 98054596, C24C2C79, DDC8130E, EE09F66F,
569AD205, 20EFFA01, 7EBF9C32, 89C4EESD, 3134E324, CEB204CF, F255847E, C24C2C79, 204C3B77,
3134E324, 75B7117F, 20EFFAO0Ll, FE70C9FA, 89CAEE5D, EE09F66F, DCD63949, F255847E, 30B1E709,
89C4EESD, A96BE4CT, 75B7117F, BFE80483, FET0COFA, 204C3B77, 5B99238D, DCD63949, 5611FBCO,
FE70C9FA, 5E3201FC, A96BE4C7, DCA5FDD6, BFES0483, 30B1E709, B43484F4, 5B99238D, 58E52773,
BFES80483, 2CF95A98, 5E3201FC, AF931EA5, DC45FDD6, 5611FBCY, 52325A09, B43484F4, G48E356E,
DC45FDD6, 1393F0C3, 2CF95A98, C807FL178, AF931EAS5, 58E52773, D015577D, 52325A09, D213D2DO,
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FBA40E20
CADE6E4A
247FCBE4
C2664B96
B67ECE2C
57D08BI9D
8B427964
939CB33C
A871D729
FDB61089
005A1576
OFD356CF
5890B4F4
1641E3FD
F902A249
EE653AB2
C2B492B4
85CCB989
B49EBD17
F159A090
E26F460B
1D1A197F
C800C6CY
8403E162
481A2D66
A4372B30
F5897A18
86D69581
62B6D6OAA
649568A6
8DD8C660
1CAA41B1
B559C8BA
2D22EB17
A1B7EC14
E5B74A20
FC8848CC
64A56F1A
5A21D2FF
7CD1D2F7
F21FA632
69BAFF37
B1F68D95
59B28DDB
C5FDCB26
98054596
CEB204CF
EEO9F66F
204C3B77
30B1E709
5611FBC9
58E52773
648E356E
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AF931EA5, BB49CCF7, 1393F0C3, E56A60B3, C807F178, 648E356E, BBIC87C4, D015577D, C9682548, D213D2DO0
C807F178, 6A330EB4, BB49CCF7, 4FC30C4E, E56A60B3, D213D2D0, BIBBLA2E, BBIC87C4, 555DF740, C9682548
E56A60B3, 14E58204, 6A330EB4, 2733DEED, 4FC30C4E, C9682548, AC77F96D, B1BBLA2E, 721F12EE, 555DF740
4FC30C4E, 79AAFS3E, 14E58204, CC3AD1A8, 2733DEED, 555DF740, 1774D326, ACTTF96D, EC68BAC6, 721F12EE
2733DEED, 210769B3, 79AAF53E, 96081053, CC3AD1A8, 721F12EE, A625F112, 1774D326, DFE5B6B1, EC6S8BACG
CC3AD1AS, F44B53A7, 210769B3, ABD4F9E6, 96081053, EC68BAC6, 5DCA4D12, A625F112, D34C985D, DFES5S5B6BI1
96081053, 7ClE3640, F44B53A7, 1DA6CC84, ABDAF9E6, DFE5B6B1, EBC4DIC6, 5DCA4D12, 97C44A98, D34C985D
ABDAFOE6, 06B59EES, 7C1E3640, 2D4E9FDL, 1DA6CC84, D34C985D, 095F37FD, EBCADICE, 29344977, 97C44A98
1DA6CC84, (C422C3CD, 06BS9EES, 78D901F0, 2D4E9FDL, 97C44A98, 5BBEE487, 095F37FD, 13671BAF, 29344977
2D4E9FD1, AD864025, C422C3CD, D67BAO1A, 78D901F0, 29344977, BF5B2529, 5BBEE487, 7CDFF425, 13671BAF

78D901F0, A9A83BBS, ADco4d4025, sBOFS3/10, Do /BAULA, 1350 /71BAF, FB5/7/47C5, BEFOBZ5ZY, FBY9Z1DoL, CDYF425
D67BAO1A, {26E3910, 29A83BB5, 190096B6, 8BOF3710, 7CDFF425, DD935A5F, FB5747C5, 6CO4AGFD, NEBIL1D6E
8BOF3710, A719D8BC, 626E3910, AOEED4AG6, 190096B6, FB921D6E, 27754F3A, DDI35A5F, SDIFL17EDN6CI4AGED
190096B6, HA84C782, AT719D8RBC, B8E44189, AOEED4A6, 6C94A6FD, 4F5CA4A5, 27754F3A, 4D69VEJ6, S5DIF17ED
AOEED4A6, dF6887A9, BA84C782, 6762F29C, B8E44189, SDIF17ED, 325AFE7E, 4F5CA4A5, DSSCES9ID, 4D6$7F76
B8E44189, 3a88288C, 9F6887A9, 131EO0AEA, 6762F29C, 4D697F76, S86AFE021, 325AFETE, N292953D, D53¢E89D
6762F29C, HB23F78F, 3A88288C, A21EA67D, 131EOAEA, D53CES89D, C97F9EAL, S6AFE02L)~ 6BFOF8CY, 7294953D
131E0AEA, 299044A, AB23F78F, 20A230EA, A21EA67D, 7292953D, 9F60751C, C97HK9HAL, BFS0861A, 6BF$FSCI
A21EA67D, €A3FLOCF, 7299044A, S8FDE3EAC, 20A230EA, 6BFOFS8CY, 1E9CE713, 9E60751C, FE7A8725, BF8(861A
20A230EA, 1A1B904D, 6A3F10CF, 641129CA, S8FDE3EAC, BF80861A, C13F038af JE9CE713, 81D4727D, FE748725
8FDE3EAC, gB2CcbpC01, 1A1B904D, FC433DA8, 641129CA, FETA8725, BF62781l44 C13F038A, 739C4C7A, 81D4727D
641129CcaA, 1563BFDC, 0B2CDCOl, 6E413468, FC433DA8, 81D4727D, SFCCBADE, BF627814, FCOE2B04, 739¢4C7A

The hash-cofle is the following 160-bit string.

8E B2 08 F7 EO 5D 98 7A 9B 04 4A 8EN98 C6 BO 87 F1 5A OB FC

B.2.4 Example 4

In this example, the data string is the 14-byte stfing consisting of the ASCII-coded version of
“message digest”

The hash-cofle is the following 160-bitstring.

5D 06 89 EF 49 D2 FA E5 72 B8 81 Bl 23 A8 5F FA 21 59 5F 36

B.2.5 Example 5

In this example, the data-string is the 26-byte string consisting of the ASCII-coded version of

“abcdefghijklmnopqrstuvwxyz”

The hash-cofléus the following 160-bit string.

F7 1C 27 10 9C 69 2C 1B 56 BB DC EB 5B 9D 28 65 B3 70 8D BC
B.2.6 Example 6
In this example, the data string is the 62-byte string consisting of the ASCII-coded version of

“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789”
The hash-code is the following 160-bit string.

BO E2 0B 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89
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B.2.7 Example 7

In this example, the data string is the 80-byte string consisting of the ASCII-coded version of eight
repetitions of

“1234567890”
The hash-code is the following 160-bit string.
9B 75 2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB

B.2.8—Example 8

In this example, the data string is the 56-byte string consisting of the ASCII-coded version pf

“abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”

After|the padding process, the two 16-word blocks derived from the data string are as follgws.

64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6R6968
6C6B6A6Y9 6D6C6BOA 6E6D6C6B 6F6E6D6C  7T06F6E6D 7170€F6E 00000080 00000000
00000000 00000000 00000000 00000000 00000000 ,00000000 00000000 000POOOO
00000000 00000000 00000000 00000000 00000000 \0O0000000 000001CO 000POOOO

The fpllowing are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4, X'p, X'1, X'2, X'3 and X'4, obtained during the processing of the first block.

67454301, EFCDAB89, 98BADCFE, 10325476, C3D2E1&Q)"67452301, EFCDAB89, 98BADCFE, 1032547
C3D2H1F0, 3115FB87, EFCDABS8Y, EB73FA62, 10325476, C3D2ELF0, 463DA521, EFCDAB89, EB73FA
10324476, CC21EC2E, 3115FB87, 36AE27BF, EBY3FA62, 10325476, DB247A12, 463DA521, 36AE27H
EB73§A62, DFEBOBTA, CC21EC2E, 57EELCC4,~S6AE27BF, EB73FA62, 1D166A23, DB247Al2, F69485]
36AE47BF, 2363912E, DFERY9B7A, 87B0BR30Y 57EE1CC4, 36AE27BF, CE7A12F6, 1D166A23, 91E84B
57EE]CC4, A1B6ODC7, 2363912E, AEGDEB7F, 87BOBB30, F6948518, S57FF19DD, CE7AL2F6, 59A88C7T4, 91E84B6C
87BORB30, 96AC7C1E, Al1lB60DC7, 8E44B88D, AE6DEB7F, 91E84B6C, O01A9FEFA, 57FF19DD, E84BDB , 59A88C74

6, C3D2ELFO
2
F
8
c
4
9
AE6DHB7F, 6AE46154, 96ACTCLENN8371E86, 8E44B88D, 59A88C74, 5D9A609C, OlA9FEFA, FC6775%F, E84BDB39
6
6
c
1
9
A
5

, 10325476
, EB73FA62
, 36AE27BF
, F6948518

8E44888D, 3CF61F09, 6AE46154; BI1FO7A5A, D8371E86, E84BDB39, 030F7FE7, 5D9A609C, ATFBES
D8371E86, 696FODIA, 3GEHMF09, 918551AB, BLFO7ASA, FC67755F, 7456C8E3, 030F7FE7, 698271
B1F0|a5A, AB957B91,-696FOD9A, D87C24F3, 918551AB, ATFBESO6, F64C4453, 7456C8E3, 3DFFIC
918541AB, OFF4A064,~AB957B91, BC3669A5, D87C24F3, 69827176, 22ASFEGE, F64C4453, 5B238DI
D87C44F3, 912PMOJ8, OFF4A064, SSEE4GAE, BC3669A5, 3DFFICOC, 8DTE53E4, 22ASFEGE, 31114FI]
BC3649A5, CA5KI64E, 912FE998, D281927F, 55EE46AE, 5B238DD1, 695B23B7, S8DTES53E4, 97F9BS$A, 31114FD9
55EE46AE, ~“2211A508, CA45F164E, BFA66244, D281927F, 31114FD9, 6FAATT6F, 695B23B7, F94F9235, 97F9BSSA
D281927f, ~ 80B1F3DE, 2211A508, 7C593Bl1, BFA66244, 97F9B8SA, 4D94F720, G6FAATT6F, G6CSEDDAS, FO4F9235

BFA6 /\/l, I QLT‘R, QOD117"2T\I:" /\KO/\’)(\QQ, 7PRQ’2D11’ E‘O/\E‘O’)’ll:, intol Nak~u| ’2'7’ /IT\Q/IE"7')(\, ODDRN E’ 6C8EDDAS

, FC67755F
, ATFBES06
, 69827176
, 3DFF9COC
, 5B238DD1

7C593R11, 9E4C4BF6, 3AA6A8F5, C7CF7A02, 46942088, 6C8EDDAS, B2ECCABD, D81C6137, 53DC8136, A9DDBDRBE
46942088, F929216E, 9E4ACABF6, O9AA3DAEA, CTCF7A02, AODDBDBE, A96B1820, B2ECCABD, 7184DF60, 53DC8136
C7CF7A02, DY9AEEFAF, F929216E, 312FDA79, 9AA3D4EA, 53DC8136, 5A5E09R3, A96B1820, B32AF6CR, 7184DF60
9AA3D4EA, 8BB34505, DYAEEFAF, A485BBE4, 312FDA79, 7184DF60, 616711FA, S5A5E09B3, AC6082A5, B32AF6CB
312FDA79, 07067302, 8BB34505, BBBEBF66, A485BBE4, B32AF6CB, F4F47116, 616711FA, 7826CD69, AC6082A5
A485BBE4, 51997747, 07067302, CDl4162E, BBBEBF66, AC6082A5, FAE97297, FAF47116, 9C47E985, 7826CD69
BBBEBF66, (213132C, 51997747, 19CC081C, CD14162E, 7826CD69, 887ESA3F, FAE97297, DIC45BD3, 9C47E985
CD14162E, 29D001F0, C213132C, 65DD1D46, 19CCO81C, 9C47E985, 187068EF, 887ESA3F, AS5CASFEB, D1C45BD3
19CC081C, 2B59B58A, 29D00LF0, 4C4CB308, 65DD1D46, D1C45BD3, 56C66FD3, 187068EF, F968FE21, ASCASFEB
65DD1D46, C45681A6, 2B59B58A, 4007COA7, 4CACB308, ASCASFEB, D718432A, 56C66FD3, CLA3BC61l, F968FE21
4C4CB308, 2E32CAl6, C45681A6, 66D628AD, 4007COA7, F968FE21, 775BA27D, D718432A, 19BF4D5B, C1A3BC61
4007C0A7, 5C712D51, 2E32CAl6, 5A069B11, 66D628AD, CI1A3BC6l, 6243D22F, 775BA27D, 610CAB5C, 19BF4D5B
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66D628AD, 989BC126, 5C712D51, CB2858R8, 5A069B11, 19BF4D5B, 44DCD35A, 6243D22F, 6E89F5DD, 610CAB5SC
5A069B11, OEE4CALF, 989BC126, C4B54571, CB2858B8, 610CABSC, S8FBE3F7E, 44DCD35A, OF48BD89, 6E89F5DD
CB2858B8, F417F849, 9EE4CALF, 6F049A62, C4B54571, 6ES89F5DD, DA718428, SFBE3FJE, 734D6913, OF48BD8Y
C4B54571, 75239882, F417F849, 93287E7B, 6F049A62, OF48BD89, 91573E0A, DA718428, FSFDFA3E, 734D6913
6F049A62, 3AC6BG6OF, 75239882, SFEL27D0, 93287E7B, 734D6913, 2A5224A6, 91573E0A, C610A369, FSFDFA3E
93287E7B, O0B7C24AC, 3AC6B69F, 8E6209D4, S5FE127D0, FSFDFA3E, 8128FFB7, 2A5224A6, S5CFS82A45, C610A369
5FE127D0, 2854DCE0, OB7C24AC, 1ADATCEB, 8E6209D4, C610A369, FF374DFD, 8128FFB7, 489298A9, S5CF82A45
8E6209D4, 267080E2, 2854DCEO, F092B02D, 1ADA7CEB, 5CF82A45, C5H5E0CCD7, FF374DFD, A3FEDE04, 489298A9
1ADA7CEB, 7806D96F, 267080E2, 537380Al, F092B02D, 489298A9, 31860C44, C5E0CCD7, DD37F7FC, A3FEDE04
F092B02D, 52638496, 7806D96F, C2038899, 537380A1l, A3FEDEO4, CEE7092B, 31860C44, 83335F17, DD37F7FC
537380A1, §OFCoCDB, 52638496, IBoOBDEO, C2038899, DD3/F/FC, 26827AAE, CEE/09ZB, 183110C6, B8333}5F17
€2038899, {AE30FBE, 59FC5CDB, 8E125949, 1B65BDE0, 83335F17, A757A907, 46827AAE, 9C24AF3B, N&3110Ce
1B65BDEO, 4F4AEBED, SAE30FBE, F1736D67, 8E125949, 183110C6, E90F38FC, A757A907, O09EABOYANJIC24AF3B
8E125949, 5BBCCCC, 4F4AEBED, 8C3EFA2B, F1736D67, 9C24AF3B, EC65CB85, ES90F38FC, 5EA41E9D, O09EABI91A
F1736D67, (B3B8SCl, 65BBCCCC, 2BAFB53D, SC3EFA2B, 09EABOIA, 54B0GFBD, EC65CB85, 3CH3F3A4, S5SEA41EOD
8C3EFA2B, DF30989, 0B3B88C1l, EF333196, 2BAFB53D, 5EA41E9D, D8D6FOE3, 54B06FBD, 972E17BR1, 3CE}F3A4
2BAFB53D, 156421AC, 6DF30989, EE23042C, EF333196, 3CE3F3A4, B30DA892, D8D6FOES,~C1lBEF552, 972F17B1
EF333196, ¢F54F9CA, 156421AC, CC2625B7, EE23042C, 972E17B1, F526A85A, B3QUA8P2, 5BC38F63, ClBEF552
EE23042C, }5D28921, 6F54F9CA, 9086B055, CC2625B7, CLBEF552, 5F5587DB, ESJSGAS5A, 36A24ACC, 5BC}8F63
CC2625B7, 49590915, A5D28921, 53E729BD, 9086B055, S5BC38F63, 9FABAC24[ 9F5587DB, 9AAL6BD4, 36A}4ACC
9086B055, 4EFF0384, 2959D915, 4A248697, 53E729BD, 36A24ACC, 52EAFB9B; O9FABAC24, 561F6D7D, 9AA]6BD4
53E729BD, 17292945, 4EFF0384, 676454A5, 4A248697, 9AAL16BD4, E13@3BDA, 52E4FB9B, AEB0927E, 561F6D7D
47248697, {FE71F22, 17292945, FCOE113B, 676454A5, 561F6D7D, J244E49, E13C3BDA, 93EE6D4B, AEB)927E
676454A5, [CO6AB0F, SFE71F22, A4A5145C, FCOEL13B, AEB0927&) “MA49234C, 71244E49, FOEF6BS4, 93Ef6D4B
FCOE113B, 9BD21FC5, DCO6ASOF, 9C7C897F, A4AS5145C, O3EEGDAB, 42532D95, AA49234C, 913925C4, FOE[6BS4
A4A5145C, 4587BC4F, 5BD21FC5, 1AAO3F70, 9C7C897F, FOER$BS4, CDAS6FDO, 42532D95, 248D32A9, 913$25C4
9c7c897F, J1755F6B, 5587BC4F, 487F156F, 1AA03F70,93925C4, 69C12F76, CDAB6FDO, 4CB65509, 248p32A9
1AA03F70, J00A6B19, Al755F6B, 1EF13D56, 487F156F, 248D32A9, 44272219, 69CL2F76, ALBF4336, 4CB§5509
487F156F, AA2CFDO7, 100A6B19, D57DAE85, 1EF}3D56, 4CB65509, CBD360C3, 44272219, 04BDDS9A7, A1BRF4336
1EF13D56, 48246D22, AA2CFD07, 29AC6440, D57DAESS, AlBF4336, 27A64C2D, CBD360C3, 9C886510, 04BPDIAT
D57DAES5, 4909C2BD, 28246D22, B3F41EAS, 29AC6440, 04BDDIAT, CCBTOB8S, 27A64C2D, 4D830F2F, 9C88$6510
29AC6440, 4020271B, 4909C2BD, 91B488A0;" B3F41EA8, 9C886510, 2020C0FC, CCB70B88, 9930B49E, 4D8}OF2F
B3F41EA8, 4557D838, 9020271B, 270AF524, 91B488A0, 4D830F2F, 7541E108, 2020COFC, DC2E2332, 993(B49E
91B488A0, H879D1F8, A557D838, 809C6E40, 270AF524, 9930B49E, OAGGEBFY, 7541E108, 8303F080, DC2H2332
270AF524, }9BACOSA, F879DLF@;\"OF60E295, 809C6E40, DC2E2332, AOAB24DS, OAGGEBF9, 078421D5, 8303F080

809C6E40, IF212B9C, 39BAC08A, E747E3E1l, 5F60E295, 8303F080, 44C068DD, AOAB24D8, 9BAFE429, 078421D5
5F60E295, 46F2CD86, DRRIPEOC, EB0228E6, E747E3EL, 078421D5, 3F8B3B48, 44C068DD, AC936282, 9BAIFE429
E747E3EL, A17766F4,-46F2CD86, 84AE737C, EB0228E6, 9BAFE429, 873A41C4, 3F8B3B48, 01A37513, AC9}6282
EB0228E6, NC20AAQNA17766F4, CB36191B, 84AE737C, AC936282, A2969EB4, 873A41C4, 2CED20FE, 01A}7513
84aE737C, ¢3a3dDDY, FC20AA01, DD9BD285, CB36191B, 01A37513, 7B345F4F, A2969EB4, E907121C, 2CEP20FE
CB36191B, 98s54k1C, 93A30DD9, 82A807F0, DD9BD285, 2CED20FE, O07B2EATS, 7B345FAF, S5ATAD28A, E907121C
DD9BD285, 79D46BD1, 98554E1C, 8C37664E, 82A807F0, E907121C, 93451653, 07B2EA78, D17D3DEC, SA7AD2SA
82A807F0, 5FBC55DB, 79D46BD1, 55387261, 8C37664E, 5A7AD28A, AAODF949, 93451653, CBA9EO1E, D17D3DEC
8C37664E, DEF23A3B, SFBC55DB, 51AF45E7, 55387261, D17D3DEC, 030FFBO9A, AAODF949, 14594E4D, CBAOEOLE
55387261, 287DB1EB, DEF23A3B, F1576D7E, 51AF45E7, CBA9EO1lE, 0D9CD217, O030FFB9A, 37E526A8, 14594E4D
51AF45E7, CF955B8E, 287DBlEB, C8ESEF7B, F1576D7E, 14594E4D, BECELBBD, 0D9CD217, 3FEE680C, 37ES526A8
F1576D7E, 83B6B7E8, CF955B8E, F6C7ACAl, C8EBEF7B, 37E526A8, D97CFEEC, BECE1BBD, 73485C36, 3FEE680C
C8ESEF7B, 7943C443, 83B6B7ES, 556E3B3E, F6CTACAL, 3FEE680C, DBEA79FS5, D97CFEEC, 386EF6FB, 73485C36
F6CT7ACAL, F336AA45, 7943C443, DADFA20E, 556E3B3E, 73485C36, 91704BDB, DBEAT79F5, F3FBB365, 386EF6FB
556E3B3E, 2FF847D6, F336AA45, OFL10DE5, DADFA20E, 386EF6FB, 40CBA97D, 91704BDB, A9E7TD76F, F3FBB365
DADFA20E, 33FE64C9, 2FF847D6, DAA917CC, OF110DE5, F3FBB365, BOBD2456, 40CBA97D, CL2F6E45, A9E7D76F
OF110DES5, 78378FE9, 33FE64C9, E11F58BF, DAA917CC, A9E7D76F, CA09D415, BOBD2456, 2EA5F503, Cl2F6E45
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The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4, X'0,X'1, X', X'3 and X4, obtained during the processing of the second block.

52720555, 3B09A402, 94C343Bl, 9CEDC3EA, 9039D740, 52720555, 3B09A402, 94C343B1, 9CEDC3EA, 9039D740
9039D740, 59874B6C, 3BO9A402, ODOEC653, 9CEDC3EA, 9039D740, 7FAGCOAF, 3B09A402, ODOEC653, 9CEDC3EA
9CEDC3EA, 1D0D43D8, 59874B6C, 269008EC, ODOEC653, 9CEDC3EA, 149F92B4, TFAGCIAF, 269008EC, ODOEC653
0DOEC653, EF3045D6, 1DOD43D8, 1D2DB166, 269008EC, ODOEC653, OE887E05, 149F92B4, 9B26BDFE, 269008EC
269008EC, 1E6BCSAD, EF3045D6, 350F6074, 1D2DB166, 269008EC, 6E8757AC, OE887E05, 7E4AD052, 9B26BDFE
1D2DB166, 79CC70E3, LE6BCSAD, CL175BBC, 350F6074, 9B26BDFE, 32C1290B, 6E8757AC, 21F8143A, 7E4AD052
35086074, 13A4B937, 79CCTOE3, AF22B479, C1175BBC, 7E4AD052, SEB02CS5A, 32C1290B, 1DSEB1BA, 21F8143A
C1175BRBRC EEQO6CRO 13A4B937 31C38DET AF22B479 1F8143A Z19FERB9DO 8FERBRQ2CHA 047042CCR, 1D5EBI1BA
AF228479, AOSAFF93, EE066CB9, 92E4DCAE, 31C38DE7, 1DSEBLBA, 3DSBSA9OA, 719EBODY, COB1@m}A, 04A42CCB
31C34DE7, 89E27A43, AO8AFF93, 19B2E7B8, 92E4DC4E, 04A42CCR, 47DEAOA3, 3D5B8ASA, T7AE765¢6, COBL6A3A
92E4JC4E, SOEEC8AL, 89E27A43, 2BFE4ES2, 19B2E7BS, COBl6A3A, AGAACEEL, 47DEAOA3,* GE2A68F5, 7AET65C6
19B2H7R8, OFDE892D, 50EEC8Al, 89E90E27, 2BFE4E82, 7TAE765C6, 4456D048, AGAACEEY,” 7TA828D1F, 6E2A68F5

A

1

C

D

5

2BFE4E82, 47B046C8, OFDES892D, BB228543, 89E90E27, G6E2AG8FS5, 072D166E, 4456D048, AB3B86YA, 7A828D1F
89E9QE27, 5C8F582E, 47B046C8, 7A24BA3F, BB228543, 7A828D1F, B37A11D1, ,073D166E, 5B412111, AB3BS69A
BB224543, 3D7F05B8, 5C8F582E, C11B211E, 7A24B43F, AB3B869A, 654CBE94, B37A11D1, B459B8]C, 5B412111
TA24B43F, 962BCAF7, 3D7F05B8, 3D60B972, C11B211E, 5B412111, 6AFFO9ARA, 654CBE94, E84746 , B459B81C
C11B411E, 1A459D2E, 962BCAF7, FCL6EOF5, 3D60B972, B459B81C, EEOESO0E, GAFFOABA, 32FAS51 E84746CD
3D608972, 1622907A, 1A459D2E, AF2BDE58, FCL6EOF5, E84746CD, (569023C2, EEOE390E, FEGAE9AB, 32FA5195
FC16§0F5, B75B2E49, 1622907A, 1674B869, AF2BDES8, 32FA519%, 5C2944ES8, 569023C2, 38E43BRS, FEGAEIAB
AF2BIE5SS8, 6F16D4C4, B75B2E49, S8A41ES58, 1674B869, FEGALOAE, 103CE067, 5C2944E8, 408F09A, 38E43BBS
16748869, 46FDEESY, 6F16D4C4, 6CBY926DD, 8A41ES58, 38E4BBBS, AB641473, 103CE067, A513A170, 408F095A
8A41H858, EIF89F50, 46FDEES9, 5B5311BC, 6CB926DDa 408F095A, 25643DBF, AB641473, F3819C40, A513A170
6CB946DD, EC9A614C, E9F89F50, F7BA251B, 5B5311BC) A513A170, E60A5336, 25643DBF, 9051CEAD, F3819C40
5853]1BC, D525F69D, ECOAG614C, E27D43A7, F7BAZELB, F3819C40, FF4D318D, E60A5336, 90F6FC$5, 9051CEAD
F7BA351B, EDFBF331, D525F69D, 698533B2, E29D43A7, 9051CEAD, 6D5A28DD, FF4D318D, 294CDB%8, 90F6FC95
E27D43A7, 93CS5E732, EDFBF331, 97DA7754,5698533B2, 90F6FC95, 855C140A, 6D5A28DD, 34C637YD, 294CDB98
698533B2, 24907FDF, 93C5E732, EFCCC7BUY 97DA7754, 294CDB98, 79C1BC35, 855C140A, 68A375B5, 34C637FD
97DA1754, E2193F3E, 24907FDF, 179¢CA4F, EFCCC7B7, 34C637FD, B2DSEF34, 79C1BC35, 70502215, 68A375B5
EFCC7B7, D3AD6006, E2193F3E, ANEF7C92, 179CCA4F, 68A375B5, DB87209A, B2D5EF34, 06FODS5K7, 70502A15
179CqA4F, 6B8BFAB4, D3AD6006,\\G4FCFB88, 41FF7C92, 70502A15, 4DEC84F2, DB87209A, 57BCD2¢B, 06FODSE7
41FF7]C92, 5052D6EF, 6B8BFAB4, B5801B4E, 64FCFB88, 06FOD5E7, D4F6A30D, 4DEC84F2, 1C826B¢E, 57BCD2CB

7

3

6

3

9

;

1

1

64FCHB88, FF36EBCS, 5052D6EF, 2FEADIAE, B5801B4E, 57BCD2CB, 0191C9F0, D4F6A30D, B213C937, 1C826B6E
B5801B4E, 5A010C53,~EEB6EBC8, 4B5BBD41, 2FEADIAE, 1C826B6E, 20FBAB36, 0191C9F0, DABC37 , B213C937
2FEADIAE, 952BFBSD,~5A010C53, DBAF23FC, 4B5BBD41, B213C937, 7E796493, 20FBAB36, 4727C0Q6, DASC3753
4B5BBD41, FEOSBE®R3, O952BRFB5D, 04314D68, DBAF23FC, DABC3753, CO9EABB3E, 7E796493, EEACDS , 4727C006
DBAF]3FC, 2£5§AF69, FEO5SBEE3, AFED7654, 04314D68, 4727C006, B44977A5, C9EABB3E, E5924Df9, EEACDSS3
04314D68, 5285B0D3, 2256AF69, 16FB8FF8, AFED7654, EEACD883, 287580C6, B44977A5, AAECFB47, E5924DF9
AFED] 654, 1DFB856C, 5285B0D3, 5ABDA489, 16FBSFF8, E5924DF9, 1E1DBD16, 287580C6, 25DE96I)1, AAECFB27
1 6FB&H8 220744 Gd—-P PR e e 4 DA A , 25DE96D1
SABDA489, 90AC71CE, 32974404, EE15B077, 16C34D4A, 25DE96D1, B74BF3E2, FBEB21BA, 76F45878, D60318Al
16C34D4A, 849CccC12, 90AC71CE, 5D1010CA, EE15B077, D60318Al1, 755BEDDF, B74BF3E2, AC86EBEF, 76F45878
EE15B077, 340EBE92, 849CCC12, B1C73A42, 5D1010CA, 76F45878, 3CD099C6, 755BEDDF, 2FCFSADD, ACSGEBEF
5D1010CA, F531E5F5, 340EBE92, 73304A12, B1C73A42, AC86EBEF, A19BBAA2, 3CD099C6, 6FB77DD5, 2FCF8ADD
B1C73R42, 27528557, F531ESF5, 3AFA48D0, 73304A12, 2FCFSADD, EFC554F1, Al9BBAA2, 426718F3, 6FB77DD5
73304A12, E4AFAG9F, 27528557, C797D7D4, 3AFA48D0, 6FB77DD5, F56F1485, EFC554F1, OEEA8A86, 426718F3
3AFA48D0, E3462C93, E4AAFAG9F, 4A155C9D, C797D7D4, 426718F3, EOAL1480A, F56F1485, 1553C7BF, GEEASAS6
C797D7D4, 3CF5CD85, E3462C93, BEIATF92, 4A155C9D, 6EEA8AS6, 9F80007D, EOAL480A, BC5217D5, 1553C7BF
4A155C9D, B6CT56F9, 3CF5CD85, 18B24F8D, BEOATF92, 1553C7BF, 090898BE, 9F80007D, 85202B82, BC5217D5
BEOATF92, CC2AB627, B6C756F9, D73614F3, 18B24F8D, BC5217D5, AOCD75A2, 090898BE, 0001F67E, 85202B82
18B24F8D, [E5471921, CC2AB627, 1D5BE6DB, D73614F3, 85202B82, 95FE46E6, AOCD75A2, 2262F824, 000LF67E
D73614F3, ESFEFBC6, E5471921, AAD89F30, 1DSBE6DB, 0001F67E, 4B55D832, 95FE46EG, 35D6SA83, 2262F824

Q0 Domnos 3 nen23 07
e o7 0

7

© ISO/IEC 2018 - All rights reserved 59


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

1DSBEGDB, 788FFBE7, ESFEFBC6, 1C648795, AADS8OF30, 2262F824, 681302D4, 4B55D832, FOLBOA57, 35D68AS3
AAD8OF30, FA97F1BB, 788FFBE7, FBEFLBA3, 1C648795, 35D68A83, 860F8E32, 681302D4, 5760C92D, F91BIAS5T
1C648795, 2FE154B4, FA97F1BB, 3FEF9DE2, FBEF1BA3, F91B9A57, CA3DDACO, 860F8E32, 4COB51A0, 5760C92D
FBEF1BA3, D884695B, 2FE154B4, 5FC6EFEA, 3FEF9DE2, 5760C92D, 7E790793, CA3DDACO, 3E38CAl8, 4COB51A0
3FEF9DE2, A09357E9, D884695B, 8552D0BF, 5FCGEFEA, 4COB51A0, 4EODF927, 7E790793, F76B0328, 3E38CALS
SFC6EFEA, 01989791, A09357E9, 11AS56F62, 8552D0BF, 3E38CA18, 311DFB90, 4EODF927, E41E4DF9, F76B0328
8552D0BF, 70DBG6FDF, 01989791, 4D5FA682, 11A56F62, F76B0328, 24FA9DC7, 311DFBY0, 37E49D38, E41E4DF9
11A56F62, 82F104B4, 70DB6FDF, 6ES5E4406, 4D5FA682, E41E4DF9, CE45E142, 24FA9DC7, 77EE40C4, 37E49D38
4D5FA682, BFAB29FS, 82F104B4, 6DBF7DC3, 6E5E4406, 37E49D38, 9C4F267F, CE45E142, EA771C93, 77EE40C4
6ES5E4406, 880198A9, BFAB29FS, C412D20B, 6DBF7DC3, 77EE40C4, 06880805, 9C4F267F, 17850B39, EA7T71C93
6DBF7DC3, JL/CLY7C, 880L98AY, ACATEZFE, C412DZ0B, EA/T/ICY9S, ©25BD09, 06880805, 3CO9OFE/I, I1/830B39
€412D20B, (3E7992A, 917C197C, 0662A620, ACATE2FE, 17850B39, 8720C8E7, 7625BD09, 2020141A, IRC9YFE71L
ACATE2FE, §24CEF7A, 03E7992A, F065F245, 0662A620, 3C99FE71l, CBB7DATA, 8720C8E7, 96F425D8NJ2020141A
06622620, AF16F218, 824CEF7A, OEG4A80F, F065F245, 2020141A, 88851068, CBBTDATA, 83239Bi€, 96F425D8
FO65F245, HBFC8943D, AF16F218, 33BDEA09, 9EG4A80F, 96F425D8, C85C4EBS, 88851068, DFGYEB2E, 832}9E1C
9E64A80F, (80FF53B, EFC8943D, 5BC862BC, 33BDEA0Y, 83239E1C, 57BF18E2, C85C4EBS, N.441A222, DF6YEB2E
33BDEA09, 48DF9E36, C80FF53B, 2250F7BF, 5BC862BC, DF69EB2E, 48932C1A, 57BF18HR,~713AE321, 144]1A222
5BC862BC, 4E1D8950, 28DF9E36, 3FDAEF20, 2250F7BF, 1441A222, 15C7BOBD, 48932C1A, FC63895E, 7134E321

==L

N

2250F7BF, J1EEE621, 6E1D8950, 7E78D8A3, 3FD4EF20, 713AE321, FCBCOE78, 1SEJBOBD, 4CB06922, FC6}895E
3FDAEF20, 461379BA, 21EEE621, 762541B8, 7E78D8A3, FC63895E, DD28EA6Q BCBCOE78, 1EC2F457, 4CB(6922
7E78D8A3, 4D0255C5, 561379BA, BB988487, 762541B8, 4CB06922, CF1BBEL04 DD28EA60, F279E3F2, 1EC}F457

762541B8, 66845EC, 4D0255C5, 4DE6E958, BB988487, 1EC2FA57, 5D899D62, CF1BB810, A3A98374, F27§E3F2

BB988487, [922DEBS, 966845EC, 09571534, 4DEGEOS8, F279E3F2, .f¥144141, 5D899D62, 6EE0433C, A3A$8374
4DE6E958, HB919B2A3, D922DEBS, Al17B259, 09571534, A3A98374) \g40BBA12, F1144141, 26758976, 6EE(433C
09571534, 13CF80F9, B919B2A3, 8BJ7AE364, Al17B259, 6EE04SSC, 33DDA9B5, 940BBALl2, 510507C4, 267%8976
A117B259, KS548EA98, D3CF80F9, G6GCASEE4, 8B7TAE364, 26758976, DCEOB562, 33DDAIBS5, 2EE84A50, 510307C4
8B7AE364, A1D3372D, F548EA98, 3E03E74F, 66CA8EE4,«519507C4, Cl03FBE9, DCEOB562, 76A6DACF, 2EE$4A50

66CABEE4, 578D66C, Al1D3372D, 23AA63D5, 3E03E74F, 2EE84A50, 832961D9, Cl03FBEY9, 82D58B73, 76A¢DACF
3E03E74F, 7C29604, 6578D66C, 4CDCB687, 23AAHBDS, 76A6D4CF, B183744E, 832961D9, OFEFA704, 82D$%8B73
23AA63D5, TF5E937, 57C29604, E359B195, 4CDCB687, 82D58B73, ET710Al112, B183744E, A587660C, OFEFA704

N

The hash-cofle is the following 160-bit string.
12 A0 53 38 4A 98/0C 88 E4 05 A0 6C 27 DC F4 9A DA 62 EB 2B

B.2.9 Example 9

In this example, the datastring is the 1 000 000-byte string consisting of the ASCII-coded version|of “a”
repeated 10% times.

The hash-cofle isthe*following 160-bit string.

52 78 32 43 C1 69 7B DB E1 6D 37 F9 7F 68 FO 83 25 DC 15 28

B.2.10 Example 10
In this example, the data string is the 112-byte string consisting of the ASCII-coded version of

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”

(with no line break after the first n).
The hash-code is the following 160-bit string.

6F 3F A3 9B 6B 50 3C 38 4F 91 SA 49 A7 AA 5C 2C 08 BD FB 45

60 © ISO/IEC 2018 - All rights reserved
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B.2.11 Example 11

In this example, the data string is the 32-byte string consisting of the ASCII-coded version of

“abcdbcedecdefdefgefghfghighijhijk”

The hash-code is the following 160-bit string.

B.3

94 C2 64 11 54 04 E6 33 79 0D FC C8 7B 58 7D 36 77 06 7D 9F

Dedicated Hash-Function 2 (RIPEMD-128)

B.3.1
In thi

The h

B.3.2
In thi

The h

B.3.3

In thi

Example 1
s example, the data string is the empty string, i.e., the string of length zero.
ash-code is the following 128-bit string.

CD F2 62 13 Al 50 DC 3E CB 61 OF 18 F6 B3 8B 46

Example 2
s example, the data string consists of a single byte, namely.the ASCII-coded version of
ash-code is the following 128-bit string.

86 BE 7A FA 33 9D OF C7.CE C7 85 E7 2F 57 8D 33

Example 3

s example, the data string is the 3-byte string consisting of the ASCII-coded version

is eqqivalent to the bit string “01100001®1100010 01100011".

After]

The f]
X0, X

the padding process, the singlé.16-word block derived from the data string is as follo

80636261 00000000 ,0Q000000 00000000 00000000 00000000 00000000 000
00000000 00000000~ 00000000 00000000 00000000 00000000 00000018 000

pbllowing are (hexadecimal representations of) the successive values of the variables
1, X2 and X'3.

67452303, ~EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 103
103254%6, 6D431A77, EFCDAB89, 98BADCFE, 10325476, 70376F40, EFCDAB89, 98B
98BADCFE, BO5D8A99, 6D431A77, EFCDAB89, 98BADCFE, 989F6BBO, 70376F40, EFC

EFPCDAB89, 0C32E5C7, BOSD8AS9, 6D431A77, EFCDAB89, 39B14904, 989F6BBO, 703

WS.

00000
00000

5476
ADCFE
PAB89
[76F40

6D431A77, A20B2COF, 0C32E5C7, BO5D8A99, 70376F40, 671C03CC, 39B14904, 989
BO5D8A99, 74EBB911, A20B2COF, O0C32E5C7, 989F6BB0, BFD55C42, 671C03CC, 39B

F6BBO
14904

0C32E5C7, 2FFB728B, 74EBB911, A20B2COF, 39B14904, Al2F346F, BFD55C42, 671C03CC

A20B2COF, AT766AE(02, 2FFB728B, 74EBB911, 671C03CC, 989C2210, Al2F346F, BFD
74EBB911, 03234F3D, AT66AE(02, 2FFB728B, BFD55C42, OF95FBEA, 989C2210, Al2

55C42
F346F

2FFB728B, 52662805, 03234F3D, AT766AE02, Al2F346F, 068D5115, OF95FBEA, 989C2210

AT66AEQ2, E778A4C3, 52662805, 03234F3D, 989C2210, AFCD27FC, 068D5115, OF9
03234F¥3D, 1C7F5769, ET778A4C3, 52662805, OF95FBEA, CBD1F3F8, AFCD27FC, 068
52662805, 95765642, 1CT7F5769, E778A4C3, 068D5115, CFFE405F, CBD1F3F8, AFC
E778A4C3, 35F37B70, 95765642, 1CT7F5769, AFCD27FC, 2B55C9C3, CFFE405F, CBD

5FBEA
D5115
D27FC
1F3F8

1C7F5769, 398F8F52, 35FKF37B70, 95765642, CBD1lF3F8, DD6A43FB, 2B55C9C3, CFFE405F

95765642, 13F3C36B, 398F8F52, 35F37B70, CFFE405F, 049BS09E, DD6A43FB, 2B5
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35F37B70,
398F8F52,
13F3C36B,
058D8BBS5,
FCBE3664,
F7F306A6,
34CC3963,
416ESBAO,
EDE91870,
€352C547,

058D8BBS,
FCBE3664,
F7F306A6,
34CC3963,
416E8BAO,
EDE91870,
C352C547,
SD5SEEE28,
6CC4BEF2,
E140970B,

13F3C36B,
058D8BB5,
FCBE3664,
F7E306A6,
34CC3963,
416E8BAD,
EDE91870,
€352C547,
5D5EEE28,
6CC4BEF2,

398F8F52,
13F3C36B,
058D8BB5,
FCBE3664,
F7F306A6,
34CC3963,
416E8BAD,
EDE91870,
€352C547,
5D5EEE28,

2B55C9C3,
DD6A43FB,
049B909E,
3713BFFD,
82ADDB53,
CC1D8105,
BE09159A,
541AE568,
27D40F94,
675C363A,

3713BFFD, 049B909E, DD6A43FB
82ADDB53, 3713BFFD, 049B909SE
CC1D8105, 82ADDB53, 3713BFFD
BE09159A, CC1D8105, 82ADDB53
541AE568, BE09159A, CC1D8105
27D40F94, 541AE568, BE09159A
675C363A, 27D40F94, 541AE568
77F3A38B, 675C363A, 27D40F9%4
84D73C44, 77TF3A38B, 675C363A
D2958F37, 84D73C44, T77F3A38B

5D5EH
6CC4H
E1409
T9F63
038E(
1B9474
496AH
FE6CTH
2E94H
584E9
41A17
8981d
400A9
841F4
65937
AB3DY
D3D2]]
38C8[
738BY
8528H
7345H
FFCC(
ATTEY
CB9CH
38A2[
487F9
C7184
56D6]]
3A354

£28,
EF2,
70B,
1A9,
E91,
D52,
CFD,
56F,
501,
E58,
EFA,
6CD,
3E1,
17F,
9BE,
n70,
DC8,
29D,
BOF,
83E,
F18,
52B,
02B,
c83,
n83,
401,
576,
9B1,
3¢5,

79F631A9,
038EOEQL,
1B942D52,
496AECFD,
FE6CD56F,
2E94F501,
584E8E58,
41A17EFA,
8981C6CD,
400A93E1,
841F817F,
659379BE,
AB3DY9A70,
D3D21DCS8,
38C8D29D,
738B9BOF,
8528B83E,
7345AF18,
FFCCC52B,
A77E902B,
CBIC6C83,
38A2DAS3,
487F9401,
C7184576,
56D619B1;
3A3583C5,
B3517538,
¥509C4C2,
D5C2B699,

E140970B,
79F631A9,
038EOEQL,
1B942D52,
496AECFD,
FE6CD56F,
2E94F501,
584E8E58,
41A17EFA,
8981C6CD,
400A93E1,
841F817F,
659379BE,
AB3D9A70,
D3D21DCS8,
38C8D29D,
738B9BOF,
8528B83E,
7345AF18,
FFCCC52B,
A77E902B,
CBIC6CEA,
38A2DAS3,
487F9401,
c7184576,
56D619B1,
3A35A3C5,
B5517538,
4609c4C2,

6CCABEF2,
E140970B,
79F631A9,
038EOE91,
1B942D52,
496AECFD,
FE6CD56F,
2E94F501,
584E8ES5S,
41A17EFA,
8981C6CD,
400A93E1,
841F817F,
659379BE,
AB3D9AT0,
D3D21DCS8,
38C8D29RY
738BIHOF,
8528B83E,
7345AF18,
FFCCC52B,
A77E902B,
CB9C6C83,
38A2DAS3,
487F9401,
C7184576,
56D619B1,
3A35A3C5,
B5517538,

77F3A38B,
84D73C44,
D2958F37,
FC39C927,
E3A5A4DE,
4BA3A889,
A964BA74,
7AF9DBBO,
7DAGSEA9,
9C7247E5,
0130312B,
90552232,
99C1FBAD),
9D481C¢D2,
F5AABEO7,
CSRFB7ESG,
473E2B79,
C4CAFF99,
A2879ARM,
56565EDB,
E7A4BD86,
974B9E10,
96CC5AEL,
57E6A772,
F10B6CF5,
90426E6B,
0066E6BE,
22D17257,
01677724,

FC39C927, D2958F37, 84D73C44
E3A5A4DE, FC39C927, D2958E37
4BA3A889, E3ASA4DE, FC39(927
A964BA74, 4BA3A889, E3A5A4DE
7JAF9DBBO, A964BAT4,\4BA3A889
7DAG8EA9, 7AFIDBBO, A964BA74
9C7247E5, TDAGSEAY, TAF9DBBO
0130312B,.9C7247E5, 7DAGSEA9
9055223C,))0130312B, 9C7247E5
99C1EBAA, 90552232, 0130312B
9D481CD2, 99C1FBA4, 90552232
ESAABEQ7, 9D481CD2, 99C1FBA4
C3AFB7E6, F5AABE07, 9D481CD2
473E2B79, C3AFB7E6, F5AABEQ7
C4CAFF99, 473E2B79, C3AFBTEG
A2879AA4, C4CAFF99, 473E2B79
56565EDB, A2879AA4, CACAFF99
E7A4BD86, 56565EDB, A2879AA4
974B9E10, E7A4BD86, 56565EDB
96CC5AE1, 974B9E10, E7A4BDS6
57E6A772, 96CC5AEL, 974B9E10
F10B6CF5, 57E6A772, 96CC5AEL
90426E6B, F10B6CF5, 57E6A772
0066E6BE, 90426E6B, F10B6CE5
22D17257, 0066EGBE, 90426E6B
016777A4, 22D17257, 0066E6BE
9A8DC5A0, 01677724, 22D17257
A9C46E68, 9ABDCS5A0, 016777A4
13B0D540, A9C46E68, 9A8DCS5A0

B5517

5385

4609cC4C2,
D5C2B699,
342AF741,
38286DDA,
9BCEECOA,
5803DF3A,
E1B026EB,
31587C22,
9B25E1DC,

SAZArF 741,
38286DDA,
9BCEECOA,
5803DF3A,
E1B026EB,
31587C22,
9B25E1DC,
2205379E,
5E3334A3,
56F80FA9,

DoLZBoIY,
342AF741,
38286DDA,
9BCEECOA,
5803DF3A,
E1BO26EB,
31587C22,
9B25E1DC,
2205379E,
5E3334A3,

4ouglals,
D5C2B699,
342AF741,
38286DDA,
9BCEECOA,
5803DF3A,
E1BO26EB,
31587C22,
9B25E1DC,
2205379E,

JAC0DCUOAU,
A9C46EGS,
13B0D540,
983D8B0S,
96084F4E,
D25FDBB1,
35EAGFEOQ,
B862709F,
C02839EB,
00245200,

98308808, I3B0UD540, ASCZOEGS
96084F4E, 983D8B08, 13B0OD540
D25FDBB1, 96084F4E, 983D8B08
35EAG6FEQO, D25FDBB1, 96084F4E
B862709F, 35EA6FEO, D25FDBBL1
CO02839EB, B862709F, 35EAGFEO
00245200, CO02839EB, B862709F
CB116A95, 00245200, CO2839EB
BO90OEE1BF, CB116A95, 00245200
64132D32, BY90EE1BF, CB116A95
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The hash-code is the following 128-bit string.

Cl 4A 12 19 9C 66 E4 BA 84 63 6B OF 69 14 4C 77

B.3.4 Example 4

In this example, the data string is the 14-byte string consisting of the ASCII-coded version of

“message digest”

The hash-code is the following 128-bit string.

B.3.5

In thi

The h

B.3.64

In thi

The h

B.3.7

In th
repet

The h

B.3.§

9E 32 7B 3D 6E 52 30 62 AF Cl1 13 2D 7D F9 D1 B8
Example 5
s example, the data string is the 26-byte string consisting of the ASCII-coded version
“abcdefghijklmnopqrstuvwxyz”
ash-code is the following 128-bit string.

FD 2A A6 07 F7 1D C8 F5 10 71 49 2283 71 83 4E

Example 6
s example, the data string is the 62-byte string eonsisting of the ASCII-coded version
“ABCDEFGHIJKLMNOPQRSTUVWXYZab¢defghijklmnopqrstuvwxyz0123456789”
ash-code is the following 128-bit string,

D1 E9 59 EB LJ09C 91 1F AE A4 62 4C 60 C5 C7 02

Example 7

s example, the data string is the 80-byte string consisting of the ASCII-coded ver
itions of

“1234567890”
ash-code is<thefollowing 128-bit string.

3F 45 EF 19 47 32 C2 DB B2 C4 A2 C7 69 79 5F A3

Example 8

sion of eight

In this example, the data string is the 56-byte string consisting of the ASCII-coded version of

“abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”

After the padding process, the two 16-word blocks derived from the data string are as follows.

64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6A6968
6C6B6A6Y9 6©6D6CE6B6A 6E6D6CEB 6F6E6D6C  706F6E6D 71706F6E 00000080 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 000001CO 00000000
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The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X'0,X'1, X' and X'3 obtained during the processing of the first block.

67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476
10325476, 6D431997, EFCDAB89, 98BADCFE, 10325476, D89ED5SA9, EFCDAB89, 98BADCFE
98BADCFE, CO9AE23F2, 6D431997, EFCDAB89, 98BADCFE, 69B10AC1l, D89ED5SA9, EFCDABS89
EFCDAB89, 69A6A520, COAE23F2, 6D431997, EFCDAB89, B661DB9C, 69B10ACl, D89EDS5A9
6D431997, FB032247, 69A6A520, CY9AE23F2, D89EDSA9, ABACC2AF, B661DBI9C, 69B10AC1
C9AE23F2, 16C49226, FB032247, 69A6A520, 69B10ACl, D412CAD1, ABACC2AF, B661DBIC
69A6A520, 77A099B7, 16C49226, FB032247, B661DBY9C, E2DEDF22, D412CAD1l, ABACC2AF
FBO3Z7 T, 3SBIBAEBT, 1TRA099BT, 10C29220, ABACCZAL, CIBU3088, ELZDEDEZZ, DAIZCADT
16C49226, DA61AB82, 3B9BAEB7, 77A099B7, D412CAD1, 72599389, CFB03688, E2DEDFRZ
77A099B7, 54C888CC, DA61AB82, 3B9BAEB7, E2DEDF22, CF3CD682, 72599389, CFBOS688
3B9BAEB7, F2635347, 54C888CC, DA61AB82, CFB03688, B235784E, CF3CD682, 72599389
DA61AB82, E2CAC9B4, F2635347, 54C888CC, 72599389, 881678DF, B235784E), 1OF3CD682
54C848CC, 9596C718, E2CAC9B4, F2635347, CF3CD682, E815373B, 881678DF, B235784E
F2639347, 9DD54912, 9596C718, E2CAC9B4, B235784E, BD994B56, E815343B, 881678DF
E2CAJ9B4, 2E8539A7, 9DD54912, 9596C718, 881678DF, B0055655, BD994B56, E815373B
9596718, 2303C213, 2E8539A7, 9DD54912, E815373B, CC87EF5A,\'B0055655, BD994B56
9DD54912, EAT79BE25, 2303C213, 2E8539A7, BD994B56, 6B24384Dy CC87EF5A, B0055655
2E8539A7, 23D7CB45, EAT9BE25, 2303C213, B0055655, 93E%329F, 6©6B24384D, CC8T7EF5A
23034213, FO028EF04, 23D7CB45, EAT9BE25, CC87EF5A, 35B95AE7, 93E7329F, 6B24384D
EA79HE25, 48863F19, FO028EF04, 23D7CB45, 6B24384Dg Y6C6536D, 35B95AE7, 93E7329F
23D7(B45, 514C81B6, 48863F19, FO028EF04, 93E7329E, FF1C5DC7, 06C6536D, 35B95AE7
FO028HF04, 6102CE67, 514C81B6, 48863F19, 35BOSAE7, DOD541F1l, FF1C5DC7, 06C6536D
48863F19, 330485FD, 6102CE67, 514C81B6, 0€6&6536D, A94CODDY9, DOD541F1, FF1C5DC7
514Cg1B6, 289E8C82, 330485FD, 6102CE67, \FF1C5DC7, DEDC1E39, A94CODD9, DOD541F1
6102JE67, 13CC3Al1D, 289E8C82, 330485ED, DOD541F1, 12D926C0O, DEDC1E39, A94CODD9
330495FD, 40A226A6, 13CC3AlD, 289BE8C82, A94C0DDY, EDTEDA63, 12D926C0O, DEDC1E39
289E4C82, T70BFB1A8, 40A226A6, 18EC3A1D, DEDClE39, 9E52219C, EDT7EDA63, 12D926CO
13CC3AlD, CE1D1A37, 70BFB1A8; 40A226A6, 12D926CO, F5D22339, 9E52219C, ED7EDA63
40A276A6, ECOF7830, CE1DI1A3Yy, 70BFB1A8, ED7EDA63, OBCS5B4FC, F5D22339, 9E52219C
70BFH1A8, 3CF2D6EE, ECQF7830, CE1D1A37, 9E52219C, FCFBD391, 0BCS5B4FC, F5D22339
CE1D1A37, FOC1lF95C, BCE2D6EE, ECOF7830, F5D22339, 2B6A389B, FCFBD391, OBCS5B4FC
EC9F1830, 9A351A9D[ yf0C1lF95C, 3CF2D6EE, OBC5B4FC, FBF85B05, 2B6A389B, FCFBD391
3CF26EE, 138B0685, 9A351A9D, FOC1lF95C, FCFBD391, F7BBBE8B, FBEF85B05, 2B6A389B
FOC1lH95C, EA3574D1, 138B0685, 9A351A9D, 2B6A389B, C8592ACC, F7BBBE8B, FBEF85B05
9A351A9D, 47A19C849, EA3574D1, 138B0685, FBF85B05, FE2D3EFA, C8592ACC, FT7BBBESB
138B(J685, _b7F52A13, 4719C849, EA3574D1, F7BBBE8B, 5411CC34, FE2D3EFA, C8592ACC
EA35714BY, 4751F880, 57F52A13, 4719C849, C8592ACC, DC8ED546, 5411CC34, FE2D3EFA
4719C849, 80605BAF, 4751F880, 57F52A13, FE2D3EFA, 55C1lE317, DC8ED546, 5411CC34
57F52A13, 1ES53AD4A, 80605BAF, 4751F880, 5411CC34, 0B92E4F0, 55C1E317, DCB8ED546
4751F880, 1ABEED79, 1E53AD4A, 80605BAF, DC8ED546, 5E192900, OB92E4F0, 55C1E317
80605BAF, 75EACBB7, 1ABEED79, 1E53AD4A, 55C1E317, 186EBOCFEF, 5E192900, OB92E4F0
1E53AD4A, 08AC1056, 75EACBB7, 1ABEED79, 0B92E4F0, 8F3A64E3, 186EBOCFKF, 5E192900
1ABEED79, 9BDB7A88, 08ACl1056, 75EACBB7, 5E192900, 3701E7B3, 8F3A64E3, 186EBOCF
75EACBB7, ADF32F05, 9BDB7A88, 08AC1056, 186EBOCF, 6CE969E9, 3701E7B3, 8F3A64E3
08AC1056, 2277B80D, ADF32F05, 9BDB7A88, 8F3A64E3, EE7224D5, 6CE969E9, 3701E7B3
9BDB7A88, 535DBBY9A, 2277B80D, ADF32F05, 3701E7B3, 3E849D0OF, EE7224D5, 6CE969E9
ADF32F05, 2A494ECS5, 535DBBY9A, 2277B80D, 6CE969E9, DDBD8EE7, 3E849DOF, EE7224D5
2277B80D, 693C7A09, 2A494EC5, 535DBBY9A, EE7224D5, C3DDAC40, DDBD8EE7, 3E849DOF
535DBBY9A, 148A5796, 693C7A09, 2A494EC5, 3E849D0F, 5EOE10B9, C3DDAC40, DDBDS8EE7Y
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2A494EC5, D2932448, 148A5796, 693C7A09, DDBDS8EE7, 1CCB75AF,
693C7A09, 39CA97B6, D2932448, 148A5796, C3DDAC40, 27F81499,
148A5796, 770BCE98, 39CA97B6, D2932448, 5S5EOE10BY9, 82843491,
D2932448, 8C4DCo6AF, 770BCE98, 39CA97B6, 1CCB75AF, 4E4E13E9,
39CA97B6, 048CC517, 8C4DC6AF, 770BCE98, 27F81499, 03BD1BDY,
770BCE98, 419960CF, 048CC517, 8C4DC6AF, 82843491, 6FA999B7,
8C4DC6AF, 407700EE, 419960CF, 048CC517, 4E4E13E9, 37B18629,
048CC517, E6OABEC4, 407700EE, 419960CF, 03BD1BDY9, 9EA44395,
419960CF, OE248A8B, E60ABEC4, 407700EE, 6FA999B7, F877D28C,
407700EE, 10667792, O0E248A8B, E6OABEC4, 37B18629, F63EA862,

5EOE10B9,
1CCB75AF,
27F81499,
82843491,
4E4AE13E9,
03BD1BDY,
6FA999B7,
37818629,
9EA44395,
F877D28C,

C3DDAC40
5EOE10BS
1CCB75AF

27F
828

81499
43491

4E4E13E9
03BD1BDY9

6FA
37B
9EA

999B7
18629
44395

E6OABEC4, 646BB7A8, 10667792, OE248A8B, 9EA44395, 424072F0,
OE248A8B, 625CCE22, 646BB7A8, 10667792, F877D28C, 3B7642BS,
10667792, 8EOE1101, 625CCE22, 646BB7A8, F63EA862, CD620F4E,
646BB7A8, C23D3583, 8EOE1101, 625CCE22, 424072F0, BFAA1AQ0Z,
625CCE22, 81DE3DC5, C23D3583, 8EOE1101, 3B7642B8, 1BATFD36,
8EOE1101, D24E4181, 81DE3DC5, C23D3583, CD620F4E, E62BB2A4,

F63EA862,
424072F0¢
3B7642B8\/
CD6Za0F1E,
RFAALIAQ2,
JBATFD36,

B8
F'63
424
3B7
CDh6
BFA]

The fpllowing are (hexadecimal representations of) the successive\valties of the variables

X'0, X1, X'2 and X'3 obtained during the processing of the second block.

31560350, 285A21CF, 846C181B, 553B61B8, 31560350, 285A21CF,
553B61B8, 1ADDE153, 285A21CF, 846C181B, 553EG1B8, 56C8CL02,
846C181B, CESFC309, 1ADDEL53, 285A21CF, $46¢181B, 70224924,
285A21CF, 0DD8403A, CESFC309, 1ADDE1533;N\285A21CF, 22CB0A97,
1ADDE153, 4842F01E, 0DD8403A, CE8FC309y 56C8C102, 35B2DCDF,
CESFC309, BE6A9014, 4842F01E, ODD84U3A, 70224924, D2EFFB4A,
0DD8403A, 7FE339CA, BE6A9014, 4842F01E, 22CBOA97, 59EA6C6O0,
4842F01F, D1CCFD4B, 7FE339CA; @BE6A9014, 35B2DCDF, 82DEA3AE,
BE6A9014, 108966B1, DICCFDAB, 7FE339CA, D2EFFB4A, 4481FDE2,
7FE339CA, 899223E8, 10896681, DLCCFD4B, 59EA6C60, 13BB8F73,
DICCFD4B, 5E3B9917, 899223E8, 108966Bl, B82DEA3AE, 946BD478,
108966B1, 7666663B,\58389917, 899223E8, 4481FDE2, BDO605EA,
899223E8, ALBADIRC,” 76666638, S5E3B9917, 13BB8F73, 36F99153,
5E3B9917, DE5£7A04, A1BAD92C, 7666663B, 946BD478, EB4AES7T2,
76666638, E52F1533, DE527A04, A1BAD92C, BDO605SEA, 7C346442,
A1BAD92G,\5C3C2C22, E52F1533, DE527A04, 36F99153, AFA320AD,
DE527K04} FC1C4108, 5C3C2C22, ES52F1533, EB4AEST2, B4905651,
E52F1533, OA03E84B, FCLC4108, 5C3C2C22, 7C346442, 02E94FAl,
§03¢2Cc22, FB74BD26, 0AO3ES84B, FC1C4108, AFA320AD, E08D1799,

104100
T

846C181B,
285A21CF,
56C8C102,
70224944,
22CBOA9Y7,
35B2DCDF,
D2EFFB4A,
59EA6C60,
82DEA3AE,
4481FDE2,
13BB8F73,
946BD478,
BDO605EA,
36F99153,
EB4AES72,
7C346442,
AFA320AD,
B4905651,
02E94FAL,

T OON1 700
=y T

553
846
285
56C
702
22C
35B
D2E
59E
82D
448
13B
946
BDO
36F
EB4
7C3
AFA
B49

7D28C
FA862
D72F0
K42B8
POF4E
R1A02

X0, X1, X2, X3,

B61B8
C181B
n21CF
BC102
P49A4
BOA97
PDCDF
FEB4A
R6C60
FA3SAE
lFDE2
B8F73
BD478
bOSEA
09153
RE872
6442
B20AD
P5651

[akoknl

4FAl

lalwekaYalVall D JADND o laW.Walsinkel,hn)
= 3 = e 2 = = p=avar:

D400 C 01 L ON TN [oXal
2 3 = e 7 YTyt

0OAO3E84B, ACF60434, C78DC5C4, FB74BD26, 02E94FAl, FA665E46,
FB74BD26, 58F751E0, ACF60434, C78DC5C4, E08D1799, 269ABTE3,
C78DC5C4, EB75CT7CB, 58F751E0, ACF60434, 69AFAA80, 0F06388B,
ACF60434, 83COA8B7, EB75CT7CB, 58F751E0, FA665E46, FD44FBDS,
58F751E0, 27C87178, 83COA8B7, EB75C7CB, 269AB7E3, DBBC0190,
EB75C7CB, B7B9163F, 27C87178, 83COA8B7, 0F06388B, DOE3FC2B,
83C0A8B7, OFAlCe6DC, B7B9163F, 27C87178, FD44FBD5, 7D87B4BA,
27C87178, 2CC60316, OFAlC6DC, B7B9163F, DBBC0190, 68367FDB,
B7B9163F, 08029C44, 2CC60316, OFAlCe6DC, DOE3FC2B, 53AB5439,
0OFAl1C6DC, F693A10E, 08029C44, 2CC60316, 7D87B4BA, E78B75B5,
2CC60316, 356224BY9, F693A10E, 08029C44, 68367FDB, 830530DF,

T
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69AFAA8O,
FA665E46,
269AB7E3,
0F06388B,
FD44FBD5,
DBBC0190,
DOE3FC2B,
7D87BA4BA,
68367FDB,
53AB5439,
E78B75B5,

=y

E08D1799
69AFAA80Q

FA6

65E46

269ABTE3

0F0
FD4

6388B
4FBD5

DBBC0190
DOE3FC2B

7D8
683

7B4BA
67FDB

53AB5439
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08029C44, 669F7869, 356224B9, F693A10E, 53AB5439, 67FCB1AC, 830530DF, E78B75B5
F693A10E, 7B70Cl68, 669F7869, 356224B9, E78B75B5, 757BB243, 67FCB1lAC, 830530DF
356224B9, 037FB19C, 7B70C168, 669F7869, 830530DF, FOCA8878, 757BB243, 67FCB1AC
669F7869, 9BOA10B3, 037FB19C, 7B70Cl68, 67FCB1AC, FAlOCB33, FOCA8878, 757BB243
7B70C168, 9D015956, 9BOA10B3, 037FB19C, 757BB243, 5487E56C, FA10CB33, FOCA8878
037FB19C, 6A7DESF4, 9D015956, 9BOA10B3, FOCA8878, A5D33699, 5487E56C, FAL10CB33
9BOA10B3, E522D913, 6A7TDESF4, 9D015956, FA10CB33, BEB495BC, A5D33699, 5487E56C
9D015956, OEFD42E5, E522D913, 6A7DESF4, 5487E56C, 05202F93, BEB495BC, A5D33699
6A7DESF4, 7902100B, OEFD42ES5, E522D913, A5D33699, BACE7DDY9, 05202F93, BEB495BC
E522D913, 1ACEFABC, 7902100B, OEFD42E5, BEB495BC, 08D045DD, BACE7DD9, 05202F93
OEFD42E5, EO07378FF, 1ACEFABC, 7902100B, 05202F93, 5448A3A0, 08D045DD, BACE7DD@
7902)00B, 489C7AlA, E07378FF, 1ACEFABC, BACE7DDY9, D98BE3AA, 5448A3A0, 08D045DD
1ACEHABC, CO02A45A5, 489C7AlA, EO07378FF, 08D045DD, 12EC982F, D98BE3AA, 5448A3A0
EQO7348FF, 3068DDE8S8, CO2A45A5, 489C7A1A, 5448A3A0, 4A1EB2B2, 12EC982F, DO98BE3AA
489CHA1A, D5DD5018, 3068DDE8, CO02A45A5, D98BE3AA, D677AAA8, 4A1EB2B2,\12ECS982F
CO02A45A5, BO9D75D76, D5DD5018, 3068DDE8, 12EC982F, 5AA89133, D677AAA8, 4A1EB2B2
30680DE8, 51A9B2DD, B9D75D76, D5DD5018, 4A1EB2B2, 49BCE169, 5AA89133, D677AAAS8
D5DDH018, 36F589C4, 51A9B2DD, B9D75D76, D677AAA8, CF4FA8D2, 49BCE169, 5AA89133
BO9D79D76, B5C60EAF, 36F589C4, 51A9B2DD, 5AA89133, C1985960,)'CF4FA8D2, 49BCE169
51A9H2DD, 725DF80C, B5C60EAF, 36F589C4, 49BCE169, 427440B4, C1985969, CF4FA8D2
36F549C4, 3F7A2507, 725DF80C, BLC60EAF, CF4FA8D2, 60929896, 427440B4, C1985969
B5C6(EAF, S9D539EB6, 3F7A2507, 725DF80C, C1985969,.050ED9%6, 60927896, 427440B4
725DH80C, 5A249895, 9D539EB6, 3FT7A2507, 427440B%,vCBC74513, 7050ED96, 60927896
3F7A4507, ATCECDCD, 5A249895, 9D539EB6, 60927896, 8431C75E, CBC74513, 7050ED96
9D539EB6, F8DCD12B, A7CECDCD, 5A249895, 7050ED96, OE3A1C68, 8431C75E, CBC74513
5A249895, 3E30DB2A, F8DCD12B, AT7CECDCD,NBC74513, 62EEEC87, 0E3A1C68, 8431C75E
A7CE(QDCD, A25D36CE, 3E30DB2A, F8DCD12B, 8431C75E, 2B1lF312D, 62EEEC87, OE3AlC68
F8DCO12B, A92CF759, A25D36CE, 3E30DB2A, OE3AlC68, FB124197, 2B1F312D, 62EEEC87
3E300B2A, OCDOBA66, A92CF759, A25D36CE, 62EEEC87, DB8A5C11, FB124197, 2B1F312D
A25D36CE, AF62D775, O0CDOBA66,,A92CF759, 2B1F312D, EC3264DC, DB8A5C11l, FB124197
A92CH759, 69D4EL1DF, AF62D773%w~”0CDOBA66, FB124197, SAA8T7FTC, EC3264DC, DB8ASC11
0CDOHA66, OEE66339, 69D4EIDYF, AF62D775, DB8A5C11, 04512915, 9AA87F7C, EC3264DC
AF620775, 5C5BS5FBD, OEE66339, 69D4EIDF, EC3264DC, C763272A, 04512915, 9AA8TFIC
69D4K1DF, OD8S8OE8CF,.\5@5B5FBD, 0EE66339, 9AA87F7C, CCD7DF45, C763272A, 04512915

The hash-cofle is the follewing 128-bit string.

Al AA 06 89 DO FA FA 2D DC 22 E8 8B 49 13 3A 06

B.3.9 Exa1nple 9

In this example, the data string is the 1 000 000-byte string consisting of the ASCII-coded version of “a”
repeated 106 times.

The hash-code is the following 128-bit string.
4A 7F 57 23 F9 54 EB Al 21 6C 9D 8F 63 20 43 1F
B.3.10 Example 10
In this example, the data string is the 112-byte string consisting of the ASCII-coded version of

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”
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(with no line break after the first n).

The hash-code is the following 128-bit string.

D4 EC C9 13 E1 DF 77 6B F4 8D E9 D5 5B 1F 25 46

B.3.11 Example 11

-3:2018(E)

In this example, the data string is the 32-byte string consisting of the ASCII-coded version of

“abcdbcedecdefdefgefghfghighijhijk”

The h

B.4

B.4.1
In thi

The h

B.4.2
In thi

The h

B.4.3

In thi

ash-code is the following 128-bit string.

13 FC 13 E8 EF FF 34 7D E1 93 FF 46 DB AC CF D4

Dedicated Hash-Function 3 (SHA-1)

Example 1
s example, the data string is the empty string, i.e., the string.of }€ngth zero.
ash-code is the following 160-bit string.

DA 39 A3 EE 5E 6B 4B 0D 32 55 BF E&r 95 60 18 90 AF D8 07 09

Example 2
s example, the data string consists of a single'byte, namely the ASCII-coded version of
ash-code is the following 160-bit string.

86 F7 E4 37 FA A5 AV  FC E1 5D 1D DC B9 EA EA EA 37 76 67 B8

Example 3

s example, the data string is the 3-byte string consisting of the ASCII-coded version

is eqqivalent to the bit string “01100001 01100010 01100011".

After]

6162
0000

the padding process, the single 16-word block derived from the data string is as follo

380 00@QEDOO 00000000 00000000 00000000 00000000 00000000 00000000
D000 68000000 00000000 00000000 00000000 00000000 00000000 00000018

The
X3 an

llowing are (hexadecimal representations of) the successive values of the variabl
X4

the letter “a”.

bf “abc”. This

WS.

|es Xo, X1, X2,

0116FC33, 67452301, 7BF36AE2, 98BADCFE, 10325476
8990536D, 0116FC33, 59D148C0O, 7BF36AE2, 98BADCFE
A1390F08, 8990536D, CO45BFOC, 59D148C0, 7BEF36AE2
CDD8E11B, A1390F08, 626414DB, C045BFOC, 59D148CO
CFD499DE, CDD8E11B, 284E43C2, 626414DB, CO045BF0C
3FC7CA40, CFD499DE, F3763846, 284E43C2, 626414DB
993E30C1, 3FC7CA40, B3F52677, F3763846, 284E43C2
9E8C07D4, 993E30C1l, OFF1F290, B3F52677, F3763846
4B6AE328, 9E8C07D4, 664F8C30, OFF1F290, B3F52677
8351F929, 4B6AE328, 27A301F5, 664F8C30, OFF1F290
FBDASES89, 8351F929, 12DAB8CA, 27A301F5, 664F8C30
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63188FE4, FBDASE89, 60D47E4A, 12DAB8CA, 27A301F5
4607B664, 63188FE4, TEF6ATA2, 60D47E4A, 12DAB8CA
9128F695, 4607B664, 18C623F9, TEF6ATA2, 60D47E4A
196BEE77, 9128F695, 1181ED99, 18C623F9, TEF6ATA2
20BDD62F, 196BEE77, 644A3DA5, 1181EDS99, 18C623F9
4E925823, 20BDD62F, C65AFBO9D, 644A3DA5, 1181ED99
82AA6728, 4E925823, C82F758B, C65AFB9D, 644A3DA5S
DC64901D, 82AA6728, D3A49608, C82F758B, C65AFBI9D
FDO9E1D7D, DC64901D, 20AAS9CA, D3A49608, C82F758B
1A37B0CA, FDO9E1D7D, 77192407, 20AA99CA, D3A49608
33A23BFC, 1A37BOCA, T7F67875F, 77192407, 20AA99CA
21283486, 33A23BFC, 868DEC32, 7F67875F, 77192407
D541F12D, 21283486, OCE88EFF, 868DEC32, 7F67875F
C7567DC6, D541F12D, 884A0D21, OCE88EFF, 868DEC32
48413BA4, C7567DC6, 75507C4B, 884A0D21, OCES88EFF
BE35FBD5, 48413BA4, B1D59F71, 75507C4B, 884A0D21
4AA84D97, BE35FBD5, 12104EE9, B1D59F71, 75507C4B
8370B52E, 4AA84D97, 6F8D7EF5, 12104EE9, B1DSI®/1
CS5FBAF5D, 8370B52E, D2AA1365, 6F8DTEFS5, 12(104EE9
1267B407, CSFBAF5D, AODC2D4B, D2AA1365, \6ESDTEF5
3B845D33, 1267B407, 717EEBD7, AODC2D4B3“D2AA1365
046FAAOA, 3B845D33, C499EDO1, 717EEBD7, AODC2D4B
2COEBC11, 046FAAOA, CEE1174C, C4998DO1, 717EEBD7
21796AD4, 2COEBC11, 811BEA82, KEE1174C, C499EDO1
DCBBBOCB, 21796AD4, 4BO3AF04,\811BEA82, CEE1174C
0OF511FD8, DCBBBOCB, 085ES5ABS, 4B03AF04, 811BEAS82
DC63973F, OF511FD8, F72EEC32, 085E5AB5, 4B03AF04
4C986405, DC63973F, Q8D447F6, F72EEC32, O085E5ABS
32DE1CBA, 4C986405y FT718E5CFEF, 03D447F6, FT2EEC32
FC87DEDF, 32DEJCBA, 53261901, F718E5CF, 03D447F6
970A0D5C, ECSIBEDFE, 8CB7872E, 53261901, F718E5CF
7F193DC5,, 990A0D5C, FF21F7B7, 8CB7872E, 53261901
EE1B1AAF, 7F193DC5, 25C28357, FF21F7B7, 8CB7872E
40F28E09, EE1BlAAF, 5FC64F71, 25C28357, FF21F7B7
1€5TF1F2, 40F28E09, FB86C6AB, 5FC64F71, 25C28357
A01B846C, 1C51E1F2, 503CA382, FB86C6AB, S5FC64F71
BEADO2CA, A01B846C, 8714787C, 503CA382, FB86C6AB
BAF39337, BEADO2CA, 2806E11B, 8714787C, 503CA382
120731C5, BAF39337, AFAB40B2, 2806E11B, 8714787C

04 TDBZCE, 120731C5, EEBCEACD, AFAB40BZ, Z8UGEIIB
3847AD66, 641DB2CE, 4481CC71, EEBCE4CD, AFAB40B2
E490436D, 3847AD66, 99076CB3, 4481CC71, EEBCE4CD
27E9F1D8, E490436D, 8E11EB59, 99076CB3, 4481CC71
7B71F76D, 27E9F1D8, 792410DB, 8E11EB59, 99076CB3
5E6456AF, 7B71F76D, 09FA7C76, 792410DB, 8E11EB59
C846093F, 5E6456AF, 5EDCT7DDB, O09FA7C76, 792410DB
D262FF50, C846093F, D79915AB, 5EDC7DDB, O09FA7C76
09D785FD, D262FF50, F211824F, D79915AB, 5EDC7DDB
3F52DESA, 09D785FD, 3498BFD4, F211824F, D79915AB
D756C147, 3F52DESA, 4275E17F, 3498BFD4, F211824F
548C9CB2, D756C147, 8FD4B796, 4275E17F, 3498BFD4
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B66C020B, 548C9CB2, F5D5B051, 8FD4B796, 4275E17F
6B61CY9EL1l, B66C020B, 9523272C, F5D5B051, 8FD4B796
19DFA7AC, 6B61CS9E1l, ED9B0082, 9523272C, F5D5B051
101655F9, 19DFAT7AC, 5AD87278, ED9B0082, 9523272C
0C3DF2B4, 101655F9, 0677E9EB, 5AD87278, ED9B0082
78DD4D2B, OC3DF2B4, 4405957E, 0677E9EB, 5AD87278
497093C0, 78DD4D2B, 030F7CAD, 4405957E, 0677E9EB
3F2588C2, 497093C0, DE37534A, 030F7CAD, 4405957E
C199F8C7, 3F2588C2, 125C24F0, DE37534A, 030F7CAD
39859DE7, C199F8C7, 8FC96230, 125C24F0, DE37534A

The h

B.4.4

In thi

The h

B.4.5

In thi

The h

EDB42DE4, 39859DE7, F0667E31, 8FC96230, 125C24F0
11793F6F, EDB42DE4, CE616779, F0667E31, 8FC96230
5EE76897, 11793F6F, 3B6DOB79, CE616779, FO0667E31
63F7DAB7, S5EE76897, C45E4FDB, 3B6D0B79, CE616779
AQ079B7D9, 63F7DAB7, D7B9DA25, C45E4FDB, 3B6D0B79
860D21CC, A079B7D9, D8FDF6AD, D7B9DA25, C45E4YEDB
5738D5E1, 860D21CC, 681lE6DF6, D8FDF6AD, P7B9DA25
42541B35, 5738D5E1l, 21834873, 681lE6DF6,{D8FDF6AD

ash-code is the following 160-bit string.

A9 99 3E 36 47 06 81 6A BA 3E 25 71 1950 C2 6C 9C DO D8 9D

Example 4
s example, the data string is the 14-byte string consisting of the ASCII-coded version
“mhessage digest”
ash-code is the following 160-bit string.
Cl 22 52 CE DA 8B E8 99 4D S5F A0 29 OA 47 23 1C 1D 16 AA E3
Example 5
s example, the datastring is the 26-byte string consisting of the ASCII-coded version

“abcdefghijklmnopqrstuvwxyz”
ash-codedsthe following 160-bit string.

32 D1 0C 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84 24 0D 3A 89

B.4.6

Dxzaiaazal £
hAallllJlC U

In this example, the data string is the 62-byte string consisting of the ASCII-coded version of

“ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”

The hash-code is the following 160-bit string.

76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA 11 F9 40

© ISO/IEC 2018 - All rights reserved
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B.4.7 Example 7

In this example, the data string is the 80-byte string consisting of the ASCII-coded version of eight
repetitions of

“1234567890”
The hash-code is the following 160-bit string.

50 AB F5 70 6A 15 09 90 A0 8B 2C 5E A4 OF A0 E5 85 55 47 32

B.4.8 Example8

In this example, the data string is the 56-byte string consisting of the ASCII-coded version of

“abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”

After the paglding process, the two 16-word blocks derived from the data string areras‘follows.

61624364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A4B6C 6A6B6C6D 6B6C6D6E 6C6DOEGF 6DOE6OF70 6E6F7071 \80000000 00000000
0000000 00000000 00000000 00000000 00000000 00000000Q_ 00000000 00000000
00009000 00000000 00000000 00000000 00000000 00000600 00000000 000001CO

The following are (hexadecimal representations of) the successive values of the variables Xp, X1, {2, X3
and X4 obtaihed during the processing of the first block.

0116FC17, 67452301, 7BF36AEZ, 98BADCFE, 10325476
EBF3B452, 0116FC17, 59D148CH, 7BF36AE2, 98BADCFE
5109913A, EBF3B452, CO045BF05, 59D148C0, 7BF36AE2
2C4F6EAC, 5109913A, BAFCED14, CO045BF05, 59D148CO
33F4AE5B, 2C4F6EAC,~\J442644E, BAFCED14, CO045BF05
96B85189, 33F4AESB, OB13DBAB, 9442644E, BAFCED14
DB04CB58, 96B85189, CCFD2B96, OB13DBAB, 9442644FE
45833F0F, DB(MCB58, 65AE1462, CCFD2B96, OB13DBAB
C565C35E, 45833F0F, 36Cl32D6, 65AE1462, CCFD2B96
6350AFDA, C565C35E, D160CFC3, 36Cl32D6, 65AE1462
8993KA77, 6350AFDA, B15970D7, D160CFC3, 36Cl132D6
EN9ECAA2, 8993EA77, 98D42BF6, B15970D7, D160CFC3
8603481E, E19ECAA2, E264FA9D, 98D42BF6, B15970D7
32F94A85, 8603481E, B867B2A8, E264FA9D, 98D42BF6
B2E7A8BE, 32F94A85, A180D207, B867B2A8, E264FA9D
42637E39, B2ETAB8BE, 4CBE52A1, A180D207, B867B2AS
6B068048, 42637E39, ACBOEA2F, 4CBE52A1, A180D207
426B9C35, 6B068048, 5098DF8E, ACBO9EA2F, 4CBE52A1
944B1BD1, 426B9C35, 1AC1A012, 5098DF8E, ACBOEA2F
6C445652, 944B1BD1, 509AE70D, 1AC1A012, 5098DFSE
95836DA5, 6C445652, 6512C6F4, 509AE70D, 1AC1A012
09511177, 95836DA5, 9B111594, 6512C6F4, 509AE70D
E2B92DC4, 09511177, 6560DB69, 9B111594, 6512C6F4
FD224575, E2B92DC4, C254445D, 6560DB69, 9B111594
EEB82D9A, FD224575, 38AE4B71, C254445D, 6560DB69
5A142C1A, EEB82D9A, 7F48915D, 38AE4B71, C254445D
2972F7C7, 5A142C1A, BBAEOB66, 7F48915D, 38AE4B71
D526A644, 2972F7C7, 96850B06, BBAEOB66, 7F48915D
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E1122421,
05B457B2,
A9C84BEC,
52E31F60,
5AF3242C,
31C756A9,
E9AC987C,
AB7C32EE,
5933FC99,
43F87AE9,

D526A644,
E1122421,
05B457B2,
A9CB84BEC,
52E31F60,
5AF3242C,
31C756A9,
E9AC987C,
AB7C32EE,
5933FC99,

CA5CBDF1,
35492991,
78448908,
816D15EC,
2A7212FB,
14B8C7DS,
16BCCY0B,
4C71D5AR,
3A6B261F,
AADFOCBB,

96850806,
CA5CBDF1,
35492991,
78448908,
816D15EC,
2A7212FB,
14B8C7DS,
16BCCY90B,
4C71D5AR,
3A6B26LF,

ISO/IEC 10118-3:2018(E)

BBAEOB66
96850B06
CAS5CBDF1
3549A991
78448908
816D15EC
2AT7212FB
14B8C7D8
16BCC90B
4C71D5AA

24957F22,
ADEB7478,
D70E5010,
79BCFBOS,
F9BCBSDE,
633E9561,
98C1EA64,
C6EA241E,
A2ADAF02,
C8A69090,
88341600,
TE846F58,
86E358BA,
8D2E76CS8,
CE892ELO,
EDEA95B1,
36D12302,
776C3910,
A681B723,
ACOA794E,
FO3D37827
9EE7%5C3,
36254813,
1080D4DC,
2BFAFTAS,
513F9CAO,
E5895C81,
1037D2D5,
14A82DA9,

43F87AE9,
24957F22,
ADEB7478,
D70E5010,
79BCFBOS,
F9BCBSDE,
633E9561,
98C1EA64,
C6EA241E,
A2ADAF02,
C8A69090,
88341600,
TE846F58,
86E358BA,
8D2E76C8,
CE892E1Qy
EDEA95EY,
36D130A,
TR6C3910,
A681B723,
ACOA794F,
FO3D3782,
9EF775C3,
36254B13,
4080D4DC,
2BFAFTAS,
513F9CAO,
E5895C81,
1037D2D5,

564CFF26,
50FELEBA,
89255FC8,
2B7ADDIE,
35C39404,
1E6F3EC2,
BE6OF2E37,
58CFA558,
26307A99,
B1BA8907,
ABAB53CO,
3229R424¢
220D08B Y
1FANNBDG,
AIBSD62E,
234B9DB2,
33A24B84,
7BTAAS6C,
8DB448C2,
1DDBOE44,
E9A06DCS,
EB029E53,
BCOF4DEO,
E7BDDD70,
cD8952C4,
10203537,
OAFEBDEA,
144FE728,
79625720,

AADFOCBB,
564CFF26,
50FELEBA,
89255FC8,
2B7ADDIE,
35C39404,
1E6F3EC2,
BEGF2E3 7
58CFAT58)
26307299,
BABA8907,
ABAB53C0,
3229n424,
220D0580,
1FA11BD6,
A1B8D62E,
234B9DB2,
33A24B84,
7BTAA56C,
8DB448C2,
1DDBOE44,
E9A06DCS,
EB029E53,
BCOF4DEO,
E7BDDD70,
CD8952C4,
10203537,
OAFEBDEA,
144FE728,

3A6B261F
AADFOCBB
564CFF26
50FE1EBZ
89255ECS8
2B7ADD1E
35C39404
LYEG6F3EC2
BE6F2E37
58CFA558
26307A99
B1BA8S07
A8AB53CO
3229A424
220D0580
1FA11BD6
A1B8D62E
234B9DB2
33A24B84
TBT7AA56C
8DB448C2
1DDB0OE44
ESA06DCS
EB0O29E53
BCOF4DEO
E7BDDD70
CD8952C4
10203537
OAFEBDEA

oDL/CIFD,
2C7B07BD,
FDF6EFFF,
112B96E3,
84065712,
AB89FB71,
C5210E35,
352D9F4B,
1A0EOEOA,
DOD47349,

© ISO/IEC 2018 - All rights reserved

14A0cZUAT,
6D17C9FD,
2C7B07BD,
FDF6EFFF,
112B96E3,
84065712,
ABSOFB71,
C5210E35,
352D9F4B,
1AQEOEQAR,

44UDr4505,
452A0B6A,
5B45F27F,
4B1EC1EF,
FF7DBBFF,
C44AESBS,
A10195C4,
6AE27TEDC,
7148438D,
CD4B67D2,

79625720,
440DF4B5,
452A0B6A,
5B45F27F,
4B1ECILEF,
FF7DBBFEF,
C44AE5BS,
A10195C4,
6AE27EDC,
7148438D,

TZA4FETZ2S
79625720
440DF4B5
452A0B6A
5B45F27F
4B1ECLEF
FF7DBBFF
C44AESBS
A10195C4
6AE27EDC
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AD38620D, DO0D47349, 86838382, CD4B67D2, 7148438D
D3AD7C25, AD38620D, 74351CD2, 86838382, CD4B67D2
8CE34517, D3AD7C25, 6B4E1883, 74351CD2, 86838382

The following are (hexadecimal representations of) the successive values of the variables Xp, X1, X2, X3
and Xy, obtained during the processing of the second block.

2DF257E9, F4286818, BODECO9EB, 0408F581, 84677148
4D3DC58F, 2DF257E9, 3D0A1A06, BODEC9EB, 0408F581
C352BB05, 4D3DC58F, 4B7C95FA, 3D0A1A06, BODECOEB
EEF743C6, C352BB05, D34F7163, 4BJTCOSFA, 3DOAIAQG
41E34277, EEF743C6, 70D4AEC1, D34F7163, 4B7CO5FA
5443915C, 41E34277, BBBDDOF1, 70D4AEC1, D34F7163
E7FA0377, 5443915C, D078D09D, BBBDDOF1, 70D4AEC1
C6946813, E7FA0377, 1510E457, D078D09D, BBBDDOF1
FDDE1DE1l, C6946813, F9FE80DD, 1510E457, D078D09D
B8538ACA, FDDELDEl, F1A51A04, F9FE80DD, 1510E457
6BA94F63, B8538ACA, 7F778778, F1A51A04, FI9FESQND
43A2792F, 6BAS4F63, AE14E2B2, 7F778778, F1A5iX04
FECD7BBF, 43A2792F, DAEAS53D8, AE14E2B2, 7F/78778
A2604CA8, FECD7BBF, DOE89E4B, DAEA53D8, “AE14E2B2
258BOBAA, A2604CA8, FFB3SEEF, DOE89E4E)“DAEA53DS
D9772360, 258BOBAA, 2898132A, FFB3SEEF, DOESOE4B
5507DB6E, D9772360, 8962C2EA, 2898Y32A, FFB35EEF
A51B58BC, 5507DB6E, 365DC8D8, «8962C2EA, 2898132A
C2EB709F, A51B58BC, 9541F6DB,> 365DC8D8, 8962C2EA
D8992153, C2EB709F, 2946D62F, 9541F6DB, 365DC8DS8
37482F5F, D8992153, FQRADC27, 2946D62F, 9541F6DB
EE8700BD, 37482F5F, E6264854, FOBADC27, 2946D62F
9AD594B9, EE8700BDj; CDD20BD7, F6264854, FOBADC27
8FBAA5SB9, 9AD594BY, 7BA1CO2F, CDD20BD7, F6264854
88FB5867, 8FBAAS5BY9, 66B5652E, 7BA1CO2F, CDD20BD7
EEC50521,. 88FB5867, 63EEA96E, 66B5652E, 7BAI1CO2F
50BCE484\,» EEC50521, E23ED619, 63EEA96E, 66B5652E
5C42-6DAF, S0BCE434, 7BB14148, E23ED619, 63EEA96E
2429BESF, 5C416DAF, 142F390D, 7BB14148, E23ED619
QA2FB108, 2429BESF, D7105B6B, 142F390D, 7BB14148
17986223, 0A2FB108, C90A6F97, D7105B6B, 142F390D
8A4AF384, 17986223, 028BEC42, C90A6F97, D7105B6B
6B629993, 8A4AF384, C5E61888, 028BEC42, C90A6F97
FISF04F3, 68620993, ZZ07BCEIL, CLEGIB888, UZBBECAZ
295CC25B, F15F04F3, DAD8BAG64, 2292BCE1l, C5E61888
696DA404, 295CC25B, FC57C13C, DAD8A664, 2292BCE1
CEF5AE12, 696DA404, CA573096, FC57C13C, DAD8A664
87D5B80C, CEF5AE12, 1A5B6901, CA573096, FC57Cl3C
84E2A5F2, 87D5B80C, B3BD6B84, 1A5B6901, CA573096
03BB6310, 84E2A5F2, 21F56E03, B3BD6B84, 1A5B6901
C2D8F75F, 03BB6310, A138A97C, 21F56E03, B3BD6B84
BFB25768, C2D8F75F, O0OEED8C4, A138A97C, 21F56E03
28589152, BFB25768, FOB63DD7, O00EED8C4, A138A97C
EC1D3D61, 28589152, 2FEC95DA, FOB63DD7, O00EED8C4
3CAED7AF, EC1D3D61, 8A162454, 2FEC95DA, FOB63DD7
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C3DO033EA, 3CAED7AF, 7B074F58, 8Al62454, 2FEC95DA
7316056A, C3D033EA, CF2BB5EB, 7B074F58, 8A162454
46F93B68, 7316056A, BOF40CFA, CFEF2BB5EB, 7B074F58
DCS8E7F26, 46F93B68, 9CC5815A, BOF40CFA, CF2BBSEB
850D411C, DC8ETF26, 11BE4EDA, 9CC5815A, BOF40CFA
7E4672C0, 850D411C, B7239FC9, 11BE4EDA, 9CC5815A
89FBD41D, 7E4672C0, 21435047, B7239FC9, 11BE4EDA
1797E228, 89FBD41D, 1F919CBO, 21435047, B7239FCO
431D65BC, 1797E228, 627EF507, 1F919CB0, 21435047
2BDBB8CB, 431D65BC, 05ES5F88A, 627EF507, 1F919CBO

The h

6DA72E7F, 2BDBB8CB, 10C7596F, O05E5F88A, 627EF507
AB495A9B, 6DAT2ETF, CAF6EE32, 10C7596F, O05ESF88A
E785655A, A8495A9B, DB69CBY9F, CAF6EE32, 10C7596F
5B086C42, E785655A, EA1256A6, DB69CBI9F, CAF6EE32
A65818F7, 5B086C42, BI9E15956, EA1256A6, DB69CRIF
7AAB101B, A65818F7, 96C21B10, BS9E15956, EAL2H6A6
93614C9C, 7AAB101B, E996063D, 96C21B10, B9E15956
F66D9BF4, 93614C9C, DEAAC406, E996063D,26C21B10
D504902B, F66D9BF4, 24D85327, DEAAC4086; E996063D
60A9DA62, D504902B, 3D9B66FD, 24D85327, DEAAC406
8B687819, 60A9DA62, F541240A, 3pYB66FD, 24D85327
083E90C3, 8B687819, 982A7698,(F541240A, 3D9B66ED
F6226BBF, 083ES0C3, 62DAlE06Y 982A7698, F541240A
76C0563B, F6226BBF, C20RA430, 62DA1E06, 982A7698
989DD165, 76C0563B, FEFD889AEF, C20FA430, 62DA1E06
8B2C7573, 989DD1653("DDB0158E, FD889AEF, C20FA430
AE1B8ET7B, 8B2C75y8, 66277459, DDB0158E, FD889AEF
CA1840DE, AE1B8HE7B, E2CB1D5C, 66277459, DDBO158E
16F3BABB, CAl840DE, EB86E39E, E2CB1D5C, 66277459
D28D83AD, _16F3BABB, B2861037, EB86E39E, E2CB1DS5SC
6BCO2DFE; D28D83AD, C5BCEEAE, B2861037, EB8GE39E
D3A6E2"75, 6BCO2DFE, 74A360EB, C5BCEEAE, B2861037
DA955482, D3A6E275, 9AF00B7F, 74A360EB, COLBCEEAE
58COAACO, DAS55482, 74E9B89D, 9AF00B7F, 74A360EB
906FD62C, 58COAACO, B6A55520, 74ESB89D, 9AFO00B7F

ash-code-is the following 160-bit string.

84 98 3E 44 1C 3B D2 6E BA AE 4A Al F9 51 29 E5 E5 46 70 F1

B.4.6

Example®

In this example, the data string is the 1 000 000-byte string consisting of the ASCII-coded version of “a”
repeated 106 times.

The hash-code is the following 160-bit string.

34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F

© ISO/IEC 2018 - All rights reserved
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B.4.10 Example 10

In this exam

ple, the data string is the 112-byte string consisting of the ASCII-coded version of

“abcdefghbcedefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”

(with no line break after the first n).

The hash-code is the following 160-bit string.

A4 9B 24 46 A0 2C 64 5B F4 19 F9 95 B6 70 91 25 3A 04 A2 59

B.4.11 Eannple 11

In this exam

The hash-co

B.5 Dedig

ple, the data string is the 32-byte string consisting of the ASCII-coded version-of

“abcdbcedecdefdefgefghfghighijhijk”
e is the following 160-bit string.

37 BC 52 21 AD E3 BC 09 CA D1 5E 47 84 F3 C7 05 14\54 Bl B3

rated Hash-Function 4 (SHA-256)

B.5.1 Example 1

In this exam
The hash-co

E

ple, the data string is the empty string, i.e., the'string of length zero.
e is the following 256-bit string.

BB0C442 98FC1C14 9AFBF4C8 996FB924 27AE41E4 649B934C A495991B 7852B855

B.5.2 Example 2

In this exam

The hash-co

Q

ple, the data string consistsief a single byte, namely the ASCII-coded version of the lett
e is the following 256-bit string.

078112 CA1BBDEAFAC231B3 9A23DC4D AT86EFF8 147C4E72 B9807785 AFEE48BB

ple 3

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018

«_n

PI' a .

This

The following are (hexadecimal representations of) the successive values of the variables X, X1, X2, X3,
X4, X5, Xg and X7.

INIT:

6A09E667 BB67AE85 3C6EF372 AS4FF53A 510E527F 9B05688C 1F83D9AB 5BEOCD19

0 5D6AEBCD 6A09E667 BB67AE85 3C6EF372 FA2A4622 510E527F 9B05688C 1F83D9AB
1 S5A6ADI9AD 5D6AEBCD 6A09E667 BB67AE85 78CE7989 FA2A4622 510E527F 9B05688C
2 C8C347A7 5A6ADIAD 5D6AEBCD 6A09E667 F92939EB 78CE7989 FA2RA4622 510E527F
3 D550F666 C8C347A7 S5A6ADIAD 5D6AEBCD 24E00850 F92939EB 78CE7989 FA2A4622

74
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04409A6A D550F666 C8C347A7 5A6AD9AD 43ADA245 24E00850 F92939EB 78CE7989
2B4209F5 04409A6A D550F666 C8C347A7 714260AD 43ADA245 24E00850 F92939EB
E5030380 2B4209F5 04409A6A D550F666 9B27A401 714260AD 43ADA245 24E00850
85A07B5F E5030380 2B4209F5 04409A6A 0C657A79 9B27A401 714260AD 43ADA245
8EO4ECBY9 85A07B5F E5030380 2B4209F5 32CA2D8C 0C657A79 9B27A401 714260AD
8C87346B 8EO4ECBY9 85A07BSF E5030380 1CC92596 32CA2D8C 0C657A79 9B27A401
10 4798A3F4 8C87346B B8E04ECB9 85A07B5F 436B23E8 1CC92596 32CA2D8C 0C657A79
11 F71FC5A9 4798A3F4 8C87346B 8EO4ECBY9 816FD6EY9 436B23E8 1CC92596 32CA2D8C
12 87912990 F71FC5A9 4798A3F4 8C87346B 1E578218 816FD6E9 436B23E8 1CC92596
15 D932EB16 87912990 F/1FC5A9 4798A3F4 745A48DE 1E578218 816FD6EY9 430B2BES
14 CO645FDE D932EB16 87912990 F71FC5A9 0B92F20C 745A48DE 1E578218 816FDPE9
15 BOFA238E CO0645FDE D932EBl6 87912990 07590DCD 0B92F20C 745A48DE LE578p18
16 21DA9A9B BOFA238E CO645FDE D932EB16 8034229C 07590DCD 0B92E20€ 745A4BDE
17 C2FBD9D1 21DA9A9B BOFA238E CO0645FDE 846EE454 8034229C 07590DCD 0B92FpPOC
18 FE777BBF C2FBD9D1 21DA9A9B BOFA238E CC899961 846EE454, 8034229C 07590pCD
19 E1F20C33 FE777BBF C2FBD9D1 21DAY9A9B B0638179 CC899961 846EE454 80342p9C
20 9DC68B63 E1F20C33 FE777BBF C2FBDI9D1 8ADAB8930 BOG3EL79 CCB899961 846EEMS4
21 C2606D6D 9DC68B63 EL1F20C33 FE777BBF E1257970 8ADA8930 B0638179 CC899p6l
22 ATA3623F C2606D6D 9DC68B63 E1F20C33 49F5114AAFE1257970 8ADA8930 B0638[L79
23 C5D53D8D ATA3623F C2606D6D 9DC68B63 AA47CB47 49F5114A E1257970 8ADASP30
24 1C2C2838 C5D53D8D AT7A3623F C2606D6D 2823EF91 AAR47C347 49F5114A E1257Pp70
25 CDEB037D 1C2C2838 C5D53D8D A7A3623F \4383D8E 2823EF91 AA47C347 49F51[L4A
26 B62EC4BC CDE8037D 1C2C2838 C5D53R8D C74C6516 14383D8E 2823EF91 AR4TCR47
27 777D37528 B62EC4BC CDE8037D 1C2C2838 EDFFBFF8 C74C6516 14383D8E 2823EF91
28 363482C9 77D37528 B62EC4BC CDES8037D 6112A3B7 EDFFBFF8 C74C6516 14383p8E
29 A0060B30 363482C9 77D37528,"B62EC4ABC ADE79437 6112A3B7 EDFFBFF8 C74C6pl6
30 EA992A22 A0060B30 363482C9 77D37528 0109AB3A ADE79437 6112A3B7 EDFFBFF8
31 73B33BF5 EA992A22 A0060B30 363482C9 BA591112 0109AB3A ADE79437 6112ABB7
32 98E12507 73B33BES\EA992A22 A0060B30 9CDIF5F6 BA591112 0109AB3A ADE79M37
33 FE604DF5 98E12507 73B33BF5 EA992A22 59249DD3 9CDI9F5F6 BA591112 0109AB3A
34 A9A7738C EEGQ4DF5 98E12507 73B33BF5 085F3833 59249DD3 9CDIF5F6 BA5S91[L12
35 65A0CFEA\AOAT7738C FE604DF5 98E12507 F4B002D6 085F3833 59249DD3 9CDIFPF6
36 41A65€BY” 65A0CFE4 A9A7738C FE604DF5 0772A26B F4B002D6 085F3833 59249pD3
37 34DEI604 41A65CB1 65A0CFE4 A9A7738C A507A53D 0772A26B F4B002D6 085F3B33
38 «6DC57A8A 34DF1604 41A65CB1 65A0CFE4 F0781BC8 A507A53D 0772A26B F4BOORD6
39,"79EA687A 6DC57A8A 34DF1604 41A65CB1 1EFBCOAO F0781BC8 A507A53D 0772APR6B
40 D6670766 79EA687A 6DCS57A8A 34DF1604 26352D63 1EFBCOAO F0781BC8 A507Ap3D
41 DF46652F D6670766 79EA687A 6DCS57A8A 838B2711 26352D63 1EFBCOAO F0781BC8
42 17AAODFE DF46652F D6670766 79EA687A DECD4715 838B2711 26352D63 1EFBCOAO
43 9D4BAF93 17AA0DFE DF46652F D6670766 FDA24C2E DECD4715 838B2711 26352D63
44 26628815 9D4BAF93 17AAODFE DF46652F A80F11F0 FDA24C2E DECD4715 838B2711
45 72AB4B91 26628815 9D4BAF93 17AAODFE B7755DA1 A80F11F0 FDA24C2E DECD4715
46 A14C14B0O 72AB4B91 26628815 9D4BAF93 D57B94A9 B7755DA1 A80F11F0 FDA24C2E
47 4172328D A14C14B0O 72AB4B91 26628815 FECFOBC6 D57B94A9 B7755DA1 A80F11FO
48 05757CEB 4172328D A14C14B0 72AB4B91 BD714038 FECFOBC6 D57B94A9 B7755DAl
49 F11BFAA8 05757CEB 4172328D Al14C14B0 6E5C390C BD714038 FECFOBC6 D57B94A9
50 7A0508A1 F11BFAA8 05757CEB 4172328D 52F1CCF7 6E5C390C BD714038 FECFOBC6
51 886E7A22 7A0508A1 F11BFAA8 05757CEB 49231C1E 52F1CCF7 6E5C390C BD714038
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52 101FD28F 886E7A22 7A0508A1 F11BFAA8 529E7D00 49231C1E 52F1CCF7 6E5C390C
53 F5702FDB 101FD28F 886E7A22 7A0508A1 9F4787C3 529E7D00 49231ClE 52F1CCF7
54 3EC45CDB F5702FDB 101FD28F 886E7A22 ES0E1B4F 9F4787C3 529E7D00 49231C1E
55 38CC9913 3EC45CDB F5702FDB 101FD28F 54CB266B E50E1B4F 9F4787C3 529E7D00
56 FCD1887B 38CC9913 3EC45CDB F5702FDB 9B5E906C 54CB266B ES0E1B4F 9F4787C3
57 C062D46F FCD1887B 38CC9913 3EC45CDB 7E44008E 9B5E906C 54CB266B ES50E1B4F
58 FFB70472 C062D46F FCD1887B 38CC9913 6D83BFC6 7E44008E 9B5E906C 54CB266B
59 B6AESFFF FFB70472 C062D46F FCD1887B B21BAD3D 6D83BFC6 7E44008E 9B5E906C
60 B85E2CE9 B6AESFFF FFB70472 C062D46F 961F4894 B21BAD3D 6D83BFC6 7E44008E

61 [04D24D6C BBSE2CED BOAESFEEF FEB/0472 948D25B6 961F4894 B2IBAD3D 6D83BEFCH
62 [D39A2165 04D24D6C B85E2CE9 B6AESFFF FB121210 948D25B6 961F4894 B21BAD3D
63 [506E3058 D39A2165 04D24D6C B85E2CE9 S5EFS50F24 FB121210 948D25B6 961F4894

The following eight words, Yo, Y1, Y2, Y3, ¥4, Y5, Y5 and Y7, represent the output of thecfinal iterat

the round-function.

Yo=6A09E667 ¥ 506E3058 =BA7816BF
Y1 =BB67AE85 W D39A2165 =8F01CFEA
Y2=3C6EF372 W 04D24D6C =414140DE
Y3 =A54FF53A W B85E2CE9 = 5DAE2223
Y4=510E527F W 5EF50F24 =B00361A3
Y5=9B05688CWFB121210=96177A9C
Y6=1F83D9AB W 948D25B6 =B410FFG1
Y7=5BEOCD19 W 961F4894 = F20045AD

The hash value is the following 256-bit string.

BA7816BF 8FO1CFEA 414140DE 5DAE2223 BO@361A3 96177A9C B410FF61 F20015AD
B.5.4 Example 4
In this example, the data string is the 14-bytestring consisting of the ASCII-coded version of

“message digest”
The hash value is the following 256-bit string.

Ff846F55 CF23E14FE "EBEAB5B4 E1550CAD 5B509E33 48FBC4EF A3A1413D 393CB650

B.5.5 Example 5
In this example, the data string is the 26-byte string consisting of the ASCII-coded version of

“abcdefghijklmnopqrstuvwxyz”

The hash value is the following 256-bit string.

71C480DF 93D6AE2F 1EFAD144 7C66C952 5E316218 CF51FC8D 9ED832F2 DAF18B73

B.5.6 Example 6

In this example, the data string is the 62-byte string consisting of the ASCII-coded version of
“ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”

The hash value is the following 256-bit string.

DB4BFCBD 4DA0CD85 A60C3C37 D3FBD880 5C77F15F C6B1FDFE 614EEQA7 C8FDB4CO

on of
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B.5.7 Example 7

In this example, the data string is the 80-byte string consisting of the ASCII-coded version of eight
repetitions of

“1234567890”

The hash-code is the following 256-bit string.

F371BC4A 311F2B00 9EEF952D D83CA80E 2B60026C 8E935592 DOF9C308 453C813E

B.5.8—Example 8

In this example, the data string is the 56-byte string consisting of the ASCII-coded version pf

“abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”

After|the padding process, the following two 16-word blocks are derived from the data string.

61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A4B
696A6B6C 6A6B6C6D 6B6C6D6E 6C6D6E6GF 6D6E6ET0 6E6EZO/L 80000000 00000040

00000000 00000000 00000000 00000000 0000000@ BLOOOOOO 00000000 00000040
00000000 00000000 00000000 00000000 0000000€ 00000000 00000000 00000140

The fpllowing are (hexadecimal representations of) the'successive values of the variables Xp, X1, X2, X3,
Xa, Xd, X6 and X7 in the first block process.

INIT: 6A09E667 BB67AE85 3C6EF372 AS4FF53A 510E527F 9B05688C 1F83D9AB 5BEOfD19
0 5D6AEBBl 6A09E667 BB67AE85 3CBEF372 FA2A4606 510E527F 9B05688C 1F83DYAB
2F2D5SFCFEF 5D6AEBB1 6A09EG6()BB67AESS5 4EBICFCE FA2A4606 510E527F 9B05648C
97651825 2F2DS5FCFEF 5D6AEBB1 6A09E667 62D5C49E 4EBICFCE FA2A4606 510E547F
4A8D64D5 97651825 RF2DS5FCE 5D6AEBB1 6494841B 62D5C49E 4EB1CFCE FA2A4406
F921C212 4A8D64DEN97651825 2F2DSFCE 05C4F88A 6494841B 62D5C49E 4EB1CHCE
55C8EF48 F921C2T2 4A8D64D5 97651825 TFF91C94 05C4F88A 6494841B 62D5C49E
485835B7 55C8EF48 F921C212 4A8D64D5 39A5B2CA 7FF91C94 05C4F88A 6494841B
D237E6DB 485835B7 55C8EF48 F921C212 A401D211 39A5B2CA T7FF91C94 05C4F{8A
359F2BECE D237E6DB 485835B7 55C8EF48 CO9FFEC4 A401D211 39A5B2CA 7FF91(d94
3A474B2B 359F2BCE D237E6DB 485835B7 9037B3B8 CO9FFEC4 A401D211 39A5BJ]CA
B8E2B4CB 3A474B2B 359F2BCE D237E6DB 443ED29E 9037B3B8 CO9FFEC4 A401DP11
1762215C B8E2B4CB 3A474B2B 359F2BCE EE1C97A8 443ED29E 9037B3B8 CO9FFEC4
10124861 1762215C B8E2B4CB 3A474B2B 839A0FCYS EEIC97A8 443ED29E 9037BPBS
D68E6457 101A4861 1762215C B8E2B4CB 9243F8AF 839A0FCY9 EE1C97A8 443ED29E
DD16CBB3 D68E6457 101A4861 1762215C 9162ADED 9243F8AF 839A0FCY9 EEIC97AS8
C3486194 DD16CBB3 D68E6457 101A4861 1496A54F 9162ADED 9243F8AF 839A0FCY
BODCACB1 C3486194 DD16CBB3 D68E6457 D4F64250 1496A54F 9162ADED 9243F8AF
046A193E BODCACB1 C3486194 DD16CBB3 885370B6 D4F64250 1496A54F 9162ADED
F402F058 046A193E BODCACB1 C3486194 6F433549 885370B6 D4F64250 1496A54F
2139187B F402F058 046A193E BY9DCACB1l 7C304206 6F433549 885370B6 D4F64250
D70AC17D 2139187B F402F058 046A193E 7CC6B262 7C304206 6F433549 885370B6
1B2B66B8 D70AC17D 2139187B F402F058 D560B028 7CC6B262 7C304206 6F433549
AE2E2D4F 1B2B66B8 D70AC17D 2139187B F074FC95 D560B028 7CC6B262 7C304206
59FCE6BY9 AE2E2D4F 1B2B66B8 D70AC1l7D A2C7D51D FO074FC95 D560B028 7CC6B262
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24 4A885065 L59FCE6BY9 AE2E2D4F 1B2B66B8 763597FB A2C7D51D F074FC95 D560B028
25 573221DA 4A885065 59FCE6GBY9 AE2E2DAF 36E74EB4 763597FB A2C7D51D F074FC95
26 128661DA 573221DA 4A885065 59FCE6B9 1162D575 36E74EB4 763597FB A2C7D51D
27 T73F858AF 128661DA 573221DA 4A885065 E77C797F 1162D575 36E74EB4 763597FB
28 74BCF468 73F858AF 128661DA 573221DA 72ABAECD E77C797F 1162D575 36ET74EB4
29 DF7151A0 74BCF468 73F858AF 128661DA 7629C961 72ABAECD E77C797F 1162D575
30 EB43F3ED DF7151A0 74BCF468 73F858AF 0635D880 7629C961 72ABAECD E77C797F
31 5581AB07 EB43F3ED DF7151A0 74BCF468 DF980085 0635D880 7629C961 72ABAECD
32 9FC905C8 5581AB07 EB43F3ED DF7151A0 A94D2AF1 DF980085 0635D880 7629C961
33 [OBCES5AG2F 9FC905C8 558IAB07 EB43F3ED 6EE3B6BD A94D2AF1 DF980085 0635D880
34 |IDF8E885 9CES5A62F 9FC905C8 5581AB07 2A9E(048E 6EF3B6BD A94D2AF1 DF980085
35 |0786DCE8 1DF8E885 9CE5A62F 9FC905C8 DE2A21D1 2A9E048E 6EF3B6BD A94D2AFI
36 |2C55D3A6 0786DCE8 1DF8E885 9CE5A62F BO67C1AF DE2A21D1 2A9E048E 6EF3B6BD
37 |A985B4BE 2C55D3A6 0786DCE8 1DF8E885 F72BF353 B067C1lAF DE2A21D1 2A9E048E
38 [91AC9D5D A985B4BE 2C55D3A6 0786DCE8 68D8D590 F72BF353 BO067CLlAFE) DE2A21D1
39 [TE4D30B8 91AC9D5D A985B4BE 2C55D3A6 9F5BIB6D 68D8D590 F72BE353 BO67CLlAF
40 |7E056794 TE4D30B8 91AC9D5D A985B4BE 423B26C0 9F5BI9B6D ©8D8BD590 F72BF353
41 [508A16AB 7E056794 7E4D30B8 91ACOD5D 45459D97 423B26C0 PF5B9B6D 68D8D590
42 [B62C7013 508A16AB 7E056794 7E4D30B8 80A92A00 45459R97 423B26C0O 9F5BI9B6D
43 |167361DE B62C7013 508A16AB 7E056794 41DD3844 80A92A00 45459D97 423B26CO
44 IDE71E2F2 167361DE B62C7013 508A16AB FF61C636™41DD3844 80A92A00 45459D97
45 |18F0D19D DE71E2F2 167361DE B62C7013 6B88472C FF61C636 41DD3844 80A92A00
46 [L65BEOCD 18FO0D19D DE71E2F2 167361DE A483¥080 6B88472C FF61C636 41DD3844
47 |113D82741 165BESCD 18F0D19D DE71E2F2 A7,802A4D A483F080 6B88472C FF61C636
48 |1017B9D99 13D82741 165BEI9CD 18FOD19D-AEB10B60 A7802A4D A483F080 6B88472C
49 [543C99A1 017B9D99 13D82741 165BEOCD 16F134B6 AEB10B60 A7802A4D A483F080
50 [758CA97A 543C99A1 017B9D99 13D82741 100CF2EA 16F134B6 AEB10B60 A7802A4D
51 [B1C1CDEO 758CA97A 543C99A1 \W17B9D99 5C47EB7B 100CF2EA 16F134B6 AEBI1OB6O
52 [B8D55619 81C1CDEO 758CASPA 543C99A1 1C806A61 5C47EB7B 100CF2EA 16F134B6
53 |ID6DE87A B8D55619 81CGLCDEO 758CA97A 3443BED4 1C806A61 5C47EB7B 100CF2EA
54 |F907B313 1D6DE87A \B8D55619 81C1CDEO 61A41711 3443BED4 1C806A61 5C47EBTB
55 [9E57C4A0 F907B313 1D6DE8T7A B8D55619 EEC13548 61A41711 3443BED4 1C806A61
56 |71629856 9EBJCAA0 F907B313 1D6DE87A 2F6C8C4E EEC13548 61A41711 3443BED4
57 [7C015A2C 21629856 9E57C4A0 FO907B313 CBI9D3DD0O 2F6C8CA4E EEC13548 61A41711
58 |921FCCB6./7C015A2C 71629856 9E57C4A0 43D8A034 CBID3DD0O 2F6C8C4E EEC13548
59 [E18F259A 921FCCB6 7C015A2C 71629856 51E15869 43D8A034 CBI9D3DD0O 2F6C8CAE
60 [BEECE922 E18F259A 921FCCB6 7C015A2C 962D8621 51E15869 43D8A034 CBI9D3DDO
61 F6F443F8 BCFCE922 E18F259A 921FCCB6 ACC75916 962D8621 51E15869 43D8A034
62 86126910 F6F443F8 BCFCE922 E18F259A 2FCO8F85 ACC75916 962D8621 51E15869
63 1BDC6F6F 86126910 F6F443F8 BCFCE922 25D2430A 2FCO8F85 ACC75916 962D8621
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The following eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y5 and Y7, represent the output of the round-function in
the first block process.

Yp=6R09E667 U 1BDC6F6F = 85E655D6
Y1 =BB67AE85W 86126910=417A1795
Y2 =3C6EF372 Y F6F443F8=3363376A
Y3 =A54FF53A U BCFCE922 = 624CDE5C
Y4=510E527F W 25D2430A=76E09589
Y5=9B05688C W 2FCO8F85 =CAC5F811
Y6 =1F83D9AB W ACC75916 = CC4B32C1
Y7=5BEOCD19 W 962D8621 =F20E533A

The following are (hexadecimal representations of) the successive values of the variabhles Yy, Y1, Y7, Y3,
Y4, Y5, Yo and Y7 in the second block process.

INIT: 85E655D6 417A1795 3363376A 624CDE5SC 76E09589 CACS5F811 CC4B32C1| F20EP33A
0 7C20C838 85E655D6 417A1795 3363376A 4670AEGE 76E09589 CACS5E8LY CC4B34C1l
7C3COF86 7C20C838 85E655D6 417A1795 8C51BE64 4670AE6E 76E09589 CACSF{4ll
FDIEEBDC 7C3COF86 7C20C838 85E655D6 AF71BI9EA 8C51BE64),46J/0AE6E 76E09389
F268FAAY9 FDIEEBDC 7C3COF86 7C20C838 E20362EF AF71BYEA 8C51BE64 4670AH6E
185A5D79 F268FAAY9 FD1EEBDC 7C3COF86 8DFF3001 E20362EF AF71BO9EA 8C51BH64
3EEB6C06 185A5D79 F268FAA9 FDIEEBDC FE20CDA6 8DREF3001 E20362EF AF71BYEA
89BBA3F1 3EEB6C06 185A5D79 F268FAAS 0A34DFQ3N\FE20CDA6 8DFEF3001 E20364EF
BFOA93A0 89BBA3F1 3EEB6C06 185A5D79 059ABDD1 OA34DF03 FE20CDA6 8DFF3(Q01
2C096744 BFO9A93A0 89BBA3F1 3EEB6C06 ABFA465B 059ABDD1 0A34DF03 FE20CDAG6
2D964E86 2C096744 BFOA93A0 89BBA3F1 EKA27ED82 ABFA465B 059ABDD1 OA34DHO03
10 5B35025B 2D964E86 2C096744 BFOAQ3AC 10E77723 AA27ED82 ABFA465B 059ABpPD1
11 5EB4EC40 5B35025B 2D964E86 2C096744 E11B4548 10E77723 AA27ED82 ABFA4p5B
12 35EE996D 5EB4EC40 5B35025B 2D964E86 5C24E2A2 E11B4548 10E77723 AA27EP82
13 D74080FA 35EE996D 5EB4EC4D, 5B35025B 68AA893F 5C24E2A2 E11B4548 10E77[23
14 OCEASCBC D74080FA 35EE996D 5EB4EC40 60356548 68AA893F 5C24E2A2 E11B4p48
15 16A8CC79 OCEAS5SCBC D72080FA 35EE996D OFCBLF6F 60356548 68AA893F 5C24EPA2
16 F16F634E 16A8CC7Z9MOCEASCBC D74080FA 8B21CDC1l OFCBLF6F 60356548 68AASP3F
17 23DCB6C2 F16F634E 16A8CC79 OCEASCBC CA9182D3 8B21CDC1 OFCBLF6F 60356p48
18 DCFF40FD 23DEB6C2 F16F634E 16A8CC79 69BF7B95 CA9182D3 8B21CDCl OFCBlF6F
19 76F1A2BC\DCFF40FD 23DCB6C2 F16F634E ODC84BBl1 69BF7B95 CA9182D3 8B21CpCl
20 20AAD89S” 76F1A2BC DCFF40FD 23DCB6C2 CC4769F2 0ODC84BB1 69BF7B95 CA918pD3
21 D44BPC81A 20AAD899 76F1A2BC DCFF40FD 5BACE62D CC4769F2 ODC84BBl 69BF7R95
22 \F'L.3AE55B D44DC81A 20AAD899 76F1A2BC 966AA287 5BACE62D CC4769F2 0DC84BB1
23)"'A4195B91 F13AE55B D44DC81A 20AAD899 EDDBD6ED 966AA287 5BACE62D CC476PF2
24 4984FA79 A4195B91 F13AES5B D44DC81A A530D939 EDDBD6ED 966AA287 5BACER2D
25 AA6CB982 4984FA79 A4195B91 F13AES55B OBS5EEEA4 A530D939 EDDBD6ED 966AA287
26 9450FBBC AA6CB982 4984FA79 A4195B91 09166DDA OB5EEEA4 A530D939 EDDBD6ED
27 0D936BAB 9450FBBC AA6CBI982 4984FA79 6E495D4B 09166DDA OBSEEEA4 A530D939
28 D958B529 0D936BAB 9450FBBC AA6CB982 C2FA99B1 6E495D4B 09166DDA OBSEEEA4
29 1CFASEBO D958B529 0D936BAB 9450FBBC 6C49DBY9F C2FA99B1 6E495D4B 09166DDA
30 02EF3A5F 1CFAS5EBO D958B529 0D936BAB 5DA10665 6C49DBIOF C2FA99B1 6E495D4B
31 BOEABICS5 O02EF3A5F 1CFAS5EBO D958B529 F6D93952 5DA10665 6C49DBIOF C2FA99B1
32 OBFBA73C BOEABICS5 02EF3A5F 1CFAS5EBO 8B99E3A9 F6D93952 5DA10665 6C49DBIF
33 4BD1DF96 OBFBA73C BOEABIC5 02EF3A5F 905E44AC 8B99E3A9 F6D93952 5DA10665
34 9907F1B6 4BD1DF96 OBFBA73C BOEABICS5 66C3043D 905E44AC 8B99E3A9 F6D93952
35 ECDE4EOD 9907F1B6 4BD1DF96 OBFBA73C 5DC119E6 66C3043D 905E44AC 8BI99E3A9
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36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

The followin
the round-fu

2F11C939
D949682B
ADCATA96
221B8A5A
12D97845
2C794876
8300FCA2
F2AD6322
0F154E11

ECDE4EOD
2F11C939
D949682B
ADCATA96
221B8A5SA
12D97845
2C794876
8300FCA2
F2AD6322

9907F1B6 4BD1DF96 FED4CE1D
ECDE4EOD 9907F1B6 32D99008
2F11C939 ECDE4EOD C6CCE4FF
D949682B 2F11C939 0OB82CS5EB
ADCATA96 D949682B E4213CA2

221B8A5A ADCATA96 FF6759BA
12D97845 221B8A5A EOE3457C
2C794876 12D97845 CC48CTF3
8300FCA2 2C794876 6F9517CB

5DC119E6
FED4CE1D
32D99008
C6CCE4FF
OB82C5EB
E4213CA2
FF6759BA
EOE3457C
CC48C7F3

66C3043D
5DC119E6
FED4CE1D
32D99008
C6CCE4FF
0B82C5EB
E4213CA2
FF6759BA
EOE3457C

905E44AC
66C3043D
5DC119E6
FED4CE1D
32D99008
C6CCE4FF
0OB82C5EB
E4213CA2
FF6759BA

104A'/DB4
0B3303A7
D7354D5B
B736D7A6
2748E5EC
D8AABCE9
1A6BCEF6A
4ECAGFAO
EC02560A
DOFO0C115
92952710
20D4D0OE4
4348EBLF
286FESF0
1C4CDDD9
[AOF181DD
B25CEF29
908C2123
9EAT7148B

nction.

OF154E11
104A7DB4
0B3303A7
D7354D5B
B736D7A6
2748E5EC
D8AABCF9
1A6BCFEF6A
4ECAGFAQ
EC02560A
DI9FO0C115
92952710
20D4D0OE4
4348EB1F
286FESF0
1C4CDDDY
A9F181DD
B25CEF29
908C2123

F2AD6322 8300FCA2 5348E8F6
0F154E11 F2AD6322 BBE1C39A
104A7DB4 0F154E11 AAD55B6B
0B3303A7 104A7DB4 68F25260
D7354D5B 0OB3303A7 D4B58576
B736D7A6 D7354D5B 27844711
2748E5EC B736D7A6 FEF5E99D0
D8AABCF9 2748E5EC 989EDO071

1A6BCEF6A D8AABCF9 7151DFS8E
4ECA6FAO 1A6BCEF6A 624150C4
EC02560A 4ECA6FAQ0 226806D6
DOF0C115 EC02560A 4E515A4p
92952710 DOF0C115 C21EDDEO
20D4D0E4 92952710 5407¢664
4348EB1F 20D4D0OE4 E487A853
286FESF0 4348EBlEv27CCB387
1C4CDDD9 286KESFO0 2AA1BB13
A9F181DD 1C4€DDD9 9A392956
B25CEF29 "AOF181DD 2C5C4EDO

Yo = 85E655D6 U
Y1=417A1795
Yo =3363376A 4
Y3=624CDE5C U
Ya=76E09589 U
Y5=CAC5F811
Yo =CC4B32C1 W
Y7=F20E533A Y

6E9517CB
5348E8F6
BBE1C39A
AADS55B6B
68F25260
D4B58576
27844711
FF5E99D0
989EDO /1
7151 DESE
624D50C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387
2AA1BB13
9A392956

9EA7148B=248D6A61
908C2123=D20638B8
B25CEF29=E5C02693
A9F181DD=0C3E6039
2C5C4EDO =A33CE459
9A392956 = 64FF2167
2AA1BB13 =F6ECEDD4
27CCB387=19DB06C1

CC48CTF3
6F9517CB
5348E8F6
BBE1C39A
AAD55B6B
68F25260
D4B58576
29844711
FF5E99D0
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387
2AA1BB13

EOE3457C
CC48C7E3
6F9517CB
5348EBF6
BBE1C39A
AAD5S5B6B
68F25260
D4B58576
27844711
FF5E99D0
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387

g eight words, Yy, Y1, Y7, ¥3, Ya, V5, Y6 and Y7, represent the output of the final iterat

The hash value for this message is

248D6A61 D20638B8 E5C02693 0C3E6039 A33CE459 64FF2167 F6ECEDD4 19DB06C1

B.5.9 Example 9

on of

In this example, the data string is the 1 000 000-byte string consisting of the ASCII-coded version of “a”
repeated 106 times.

The hash-code is the following 256-bit string.

CDC76E5C 9914FB92 81A1CT7E2 84D73E67 F1809A48 A497200E 046D39CC C7112CDO
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B.5.10 Example 10

-3:2018(E)

In this example, the data string is the 112-byte string consisting of the ASCII-coded version of

(with

The h

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”

no line break after the first n).

ash-code is the following 256-bit string.

CF5B16A7 78AF8380 036CES59E 7B049237 0B249B11 E8F07A51 AFAC4503 7AFEESD1

B.5.11 Example 11
In this example, the data string is the 32-byte string consisting of the ASCII-codedwefsion pf
“abcdbcdecdefdefgefghfghighijhijk”
The Hash-code is the following 256-bit string.
BO9CBD26 3B043F00 OCSBEFCA A40BC2F5 5A4785E0 24ESBEE7 49B56061 EAFB65SEY
B.6 |Dedicated Hash-Function 5 (SHA-512)
B.6.1 Example 1
In this example, the data string is the empty string;i.e. the string of length zero.
The Hash-code is the following 512-bit string.
CF83E1357EEFB8BD F154285§P66D8007 D620E4050B5715DC 83F4A921D36CEICE
47D0D13C5D85F2B0 FF8318D2877EEC2F 63B931BD47417A81 A538327AF927DA3E
B.6.2 Example 2
In thils example, the data string consists of a single byte, namely the ASCII-coded version of the letter “a”.
The Hash-code is the fgllowing 512-bit string.
1F4QEB92DA241694 750979EE6CF582F2 D5D7D28E18335DE0 5ABC54D0560E0OF53
02860C652BF08D56 0252AA5E74210546 F369FBBBCE8C12CF C7957B2652FE9ATS
B.6.3 Example 3
In thisexampte, the datastring 15 the 3-byte String consisting of the ASCii-toded versiomof “abc”. This

is equivalent to the bit string “01100001 01100010 01100011".

After the padding process, the single 16-word block derived from the data string is as follows.

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018
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The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4, X5, Xg and X7

INIT: 6A09E667F3BCC908 BB67AE8584CAAT3B 3C6EF372FE94F82B AS4FF53ASF1D36F1L
510E527FADE682D1 9B05688C2B3E6C1F 1F83DY9ABEFB41BD6B 5BEOCD19137E2179
0 F6AFCEBS8BCFCDDE5 6A09E667F3BCC908 BB67AE8584CAAT3B 3C6EF372FE94F82B
58CB02347AB51F91 510E527FADE682D1 9B05688C2B3E6C1F 1F83D9ABEFB41BD6B
1 1320F8CO9FB872CC0O0 F6AFCEB8BCFCDDES5 6A09E667F3BCC908 BB67AE8584CAAT3B
C3D4EBFD48650FFA 58CB02347AB51F91 510E527FADE682D1 9B05688C2B3E6CLFE
2 EBCFFC07203D91F3 1320F8C9FB872CCO F6AFCEB8BCFCDDFE5 6A09E667F3BCC908
DFA9B239F2697812 C3D4EBEFD48650FFA 58CB02347AB51F91 510E527FADE682D1
B 5A83CB3E80050E82 EBCFFC07203D91F3 1320F8CI9FB872CC0O0 F6AFCEBS8BCFCDDES
0B47B4BB1928990E DFA9B239F2697812 C3D4EBFD48650FFA 58CB02347AB51F91
i B680953951604860 5A83CB3E80050E82 EBCFFC07203D91F3 1320F8C9FB872CGO
7T45ACA4A342ED2E2 0B47B4BB1928990E DFA9B239F2697812 C3D4EBFD48650FFA
b AF573B02403E89CD B680953951604860 5A83CB3E80050E82 EBCFFCQA203D91F3
96F60209B6DC35BA 745ACA4A342ED2E2 0B47B4BB1928990E DFA9B239F2697812
b C4875BOC7ABC076B AF573B02403E89CD B680953951604860 5A83CGB3E80050E82
5A6C781F54DCCO0C 96F60209B6DC35BA 745ACA4A342ED2E2 (B%47B4BB1928990E
/ 8093D195E0054FA3 C4875BOC7ABCO076B AF573B02403E89€D./B680953951604860
86F67263A0F0ECOA 5A6CT781F54DCCO0C 96F60209B6DC35BA 745ACA4A342ED2E2
B F1ECA5544CB89225 8093D195E0054FA3 C4875BOCAABCO76B AF573B02403E89CD
D0403C398FC40002 86F67263A0FOECOA 5A6C781€534DCCO0C 96F60209B6DC35BA
D 81782D4A5DB48F03 F1ECAS5544CB89225 8093DI9Y5E0054FA3 C4875B0C7ABCO76B
00091F460BE46C52 D0403C398FC40002 86E67263A0FOECOA 5A6C781F54DCCO0C
10 69854C4AA0F25B59 81782D4A5DB48F08\F1IECA5544CB89225 8093D195E0054FA3
D375471BDE1BA3F4 00091F460BE46CS52Y D0403C398FC40002 86F67263A0F0ECOA
11 DBOA9963F80C2EAA 69854C4AA0F25B59 81782D4A5DB48F03 F1ECA5544CB89225
475975B91ATA462C D375471BREIBA3F4 00091F460BE46C52 D0403C398FC40002
12 5E41214388186C14 DBOAQOE3F80C2EAA 69854C4AA0F25B59 81782D4A5DB48F03
CDF3BFF2883FCO9D9 475975B91ATA462C D375471BDE1BA3F4 00091F460BE46C52
13 44249631255D2CAQ 5E41214388186C14 DBOA9963FB80C2EAA 69854C4RAAQ0F25B59
860ACFIOEFFBAGEpANEDF3BFF2883FC9D9 475975B91ATA462C D375471BDE1BA3F4
14 FA967EED85A08028 44249631255D2CA0 5E41214388186C14 DBOA9963F80C2EAA
874BFESF6AAEIF2F 860ACFOEFFBAGF61 CDE3BEFF2883FC9D9 475975B91ATA462C
15 0AE07e86B1181C75 FA967EED85A08028 44249631255D2CA0 5E41214388186C14
A77B3CU35DD4C161 874BFESF6AAEIF2F 860ACFOEFFBAG6F61 CDF3BFF2883FCOD9
16 €AE812425D800537 OAEQ07C86B1181C75 FA967EED85A08028 44249631255D2CA0
2BDEECC6B39D64D78 AT77B7C035DD4C161 874BFESFOAAROF2F 8S860ACFOEFFBAGE6]
17 4725BE249AD19E6B CAF81A425D800537 OAE07C86B1181C75 FA967EED85A08028
F47E8353F8047455 2DEECC6B39D64D78 A77B7C035DD4C161 874BFESF6AAESF2F
18 3C4B4104168E3EDB 4725BE249AD19E6B CAF81A425D800537 O0AE07C86B1181C75
29695FD88D81DBD0 F47E8353F8047455 2DEECC6B39D64D78 A77B7C035DD4C1l61
19 9A3FB4D38AB6CF06 3C4B4104168E3EDB 4725BE249AD19E6B CAF81A425D800537
F14998DD5F70767E 29695FD88D81DBD0 F47E8353F8047455 2DEECC6B39D64D78
20 8DC5AE65569D3855 9A3FB4D38AB6CF06 3C4B4104168E3EDB 4725BE249AD19EGB
4BBO9E66D1145BFDC F14998DD5F70767E 29695FD88D81DBD0 F47E8353F8047455
21 DA34D6673D452DCF 8DC5AE65569D3855 9A3FB4D38AB6CF06 3C4B4104168E3EDB
8E30FF09AD488753 4BBI9E66D1145BFDC F14998DD5FT70767E 29695FD88D81DBDO
22 3E2644567B709A78 DA34D6673D452DCF 8DCSAE65569D3855 9A3FB4D38AB6CF06
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OAC2B11DA8F571C6 8E30FF09AD488753 4BBI9E66D1145BFDC F14998DD5FT70767E
23 4F6877B58FE55484 3E2644567B709A78 DA34D6673D452DCF 8DC5AE65569D3855
C66005F87DB55233 OAC2B11DA8F571C6 8E30FFO09AD488753 4BBO9E66D1145BEDC
24 OAFF71163FA3A940 4F6877B58FE55484 3E2644567B709A78 DA34D6673D452DCF
D3ECF13769180E6F C66005F87DB55233 0OAC2B11DA8F571C6 8E30FF09AD488753
25 OBCS5F791F8E6816B 9AFF71163FA3A940 4F6877B58FE55484 3E2644567B709A78
6DDF1FD7EDCCE336 D3ECF13769180E6F C66005F87DB55233 0AC2B11DA8SFE571C6
26 884C3BC27BC4F941 OBC5F791F8E6816B 9AFF71163FA3A940 4F6877B58FE55484
E6E48CO9A8E948365 6DDF1FD7EDCCE336 D3ECF13769180E6F C66005F87DB55233

2 LT ADRANQDCOTI1DONNG Q0 A DA DOATOA] ADAC T IQOl Do ol oD QA1 ] 220

32940

09068A4E255A0DAC E6E48C9A8E948365 6DDF1FD7EDCCE336 D3ECF13769180E6E
28 E62349090F47D30A EAB4A9ES5771B8D09 884C3BC27BC4F941 OBCS5F791E8EOBL6R
OFCDF99710F21584 09068A4E255A0DAC E6E48COA8E948365 6DDF1FD7EDCCE336
29 74BF40F869094C63 E62349090F47D30A EAB4AOES771B8D09 884G3BC27BC4AF94L
FOAEC2FE1437F085 OFCDF99710F21584 09068A4E255A0DAC E6E48CO9A8E948365
30 4C4FBBB75F1873A6 74BF40F869094C63 E62349090F47D30A EAB4AOES771B8DOP
73E025D91BO9EFEA3 FOAEC2FE1437F085 OFCDF99710F21584\09068A4E255A0DAC
31 FF4D3F1F0D46A736 4C4FBBB75F1873A6 74BF40F869094€63 E62349090F47D30A
3CD388E119E8162E 73E025D91BO9EFEA3 FOAEC2FE143JF085 OFCDF99710F21584
32 A0509015CA08C8D4 FF4AD3F1F0D46A736 4C4FBBB75F1873A6 74BF40F869094C6R
E1034573654A106F 3CD388E119E8162E 73E0Z5D91BOEFEA3 FOAEC2FE1437F085
33 60D4E6995ED91FE6 A0509015CA08C8D4 ,EE4AD3F1IFO0D46A736 4C4FBBB75F1873Ap
EFABBD8BF47C041A E1034573654A106EN3CD388E119E8162E 73E025D91BOEFEA3
34 2C59EC7743632621 60D4E6995EDIIEEL A0509015CA08C8D4 FFAD3F1F0D46A73
OFBAE670FA780FD3 EFABBD8BF4T7GO41A E1034573654A106F 3CD388E119E8162E
35 1A081AFC59FDBC2C 2C59EC7743632621 60D4E6995ED91FE6 A0509015CA08C8D}
F098082F502B44CD OFBAE6JQFA780FD3 EFABBD8BF47C041A E1034573654A106F
36 88DF85BOBBE77514 1AO8IAFC59FDBC2C 2C59EC7743632621 60D4E6995EDIIFEpP
8FBFD0162BBF4675 F098082F502B44CD OFBAE670FA780FD3 EFABBD8BF47CO041A
37 002BB8E4CD98956% 88DF85BOBBE77514 1A081AFC59FDBC2C 2C59EC774363262[
66ADCFA249ACTBBD 8FBFDO162BBF4675 F098082F502B44CD OFBAE670FA780FD3
38 B3BB8542B3876DE5 002BB8E4CD989567 88DF85BOBBE77514 1A081AFC59FDBC2L
B49596C20FPEBA7DE 66ADCFA249ACTBBD 8FBEFD0162BBF4675 F098082F502B44CD
39 8EOAE125B855D225 B3BB8542B3376DE5 002BB8E4CD989567 88DF85BOBBE7751f
0Q@7LOA47BA6AS567B B49596C20FEBA7DE 66ADCFA249ACT7BBD 8FBFD0162BBF4675
40_B01521DD6A6BE12C 8E01E125B855D225 B3BB8542B3376DE5 002BB8E4CD98956(7
169008B3A4BB170B 0C710A47BA6A567B B49596C20FEBAT7DE 66ADCFA249ACT7BBD
41 E96F89DD48CBD851 B01521DD6A6BE12C 8E01E125B855D225 B3BB8542B3376DEpP
F0996439E7B50CB1 169008B3A4BB170B 0C710A47BA6A567B B49596C20FEBA7DE
42 BCO5BA8DES5D3C480 E96F89DD48CBD851 B01521DD6A6BEL12C 8E01E125B855D225
639CB938E14DC190 F0996439E7B50CB1 169008B3A4BB170B 0C710A47BA6A567B
43 35D7E7F41DEFCBD5 BCOS5BASDES5D3C480 E96F89DD48CBD851 B01521DD6A6BE12C
CC5100997F5710F2 639CB938E14DC190 F0996439E7B50CB1 169008B3A4BB170B
44 C47C9D5CTEA8A234 35D7ET7F41DEFCBD5 BCOS5BA8DE5SD3C480 E96F89DD48CBD851
858D832AE0E8911C CC5100997F5710F2 639CB938E14DC190 F0996439E7B50CB1
45 021FBADBABAB5AC6 C47C9D5CTEA8A234 35D7E7F41DEFCBD5 BCOSBA8DES5SD3C480
E95C2A57572D64D9 858D832AEOE8911C CC5100997F5710F2 639CB938E14DC190
46 F61E672694DE2D67 021FBADBABABSAC6 C47COD5CTEA8A234 35D7ETF41DEFCBDS
C6BC35740D8DAASA E95C2A57572D64D9 858D832AEOE8911C CC5100997F5710F2
47 6B69FC1BB482FEAC F61E672694DE2D67 021FBADBABABSAC6 C47CI9D5CTEA8A234

[©))
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35264334C03AC8AD C6BC35740D8DAASA ES95C2A57572D64D9 858D832AEOE8911C
48 571F323D96B3A047 6B69FCIBB482FEAC F61E672694DE2D67 021FBADBABABSACG
271580ED6C3ES5650 35264334C03ACBAD C6BC35740D8DAASA E95C2A57572D64D9
49 CA9BD862C5050918 571F323D96B3A047 6B69FCIBB482FEAC F61E672694DE2D67
DFEO91DAB182E645 271580ED6C3E5650 35264334C03AC8AD C6BC35740D8DAASA
50 813A43DD2C502043 CA9BD862C5050918 571F323D96B3A047 6B69FC1IBB482FEAC
07AO0DBEF821C5E1A DFEO91DAB182E645 271580ED6C3E5650 35264334C03AC8AD
51 D43F83727325DD77 813A43DD2C502043 CA9BD862C5050918 571F323D96B3A047
483F80A82EAEE23E 07A0DSEF821C5E1A DFE0O91DAB182E645 271580ED6C3E5650

9 N aNeEntnkilkisEe ok nV Esknko Nate Bl nV, Bek nic ko Ly Ko Xy e Xo X~ nt n i Ay Mo X Mo K. W ErEnt nto Yal Nalo Na W, Be Bl ak . Woe ko1 nYo Nalo Yal ~al =~ a¥e i)

504F94E40591CFFA 483F80A82EAEE23E O07A0D8EF821C5E1A DFEO91DAB182E645
33 D63F68037DDFO06AA 03DF11B32D42E203 D43F83727325DD77 813A43DD2C502043
A6781EFE1IAAICEO2 504F94E40591CFFA 483F80A82EAEE23E O07A0DSEF821CLSEVA
34 F650857B5BABDA4D D63F68037DDF06AA 03DF11B32D42E203 D43F83727325DD77
9CCFB31A86DF0F86 A6781EFE1AAICEO2 504F94E40591CFFA 483F80A8ZEAEE23E
95 63B460E42748817E F650857B5BABDA4D D63F68037DDF06AA 03DF11B82D42E203
C6B4DD2A9931C509 9CCEFB31A86DFO0F86 A6781EFELIAAICEO2 504B94E40591CFFA
36 7A52912943D52B05 63B460E42748817E F650857B5BABDA4D, . D6SF68037DDF06AA
D2E89BBDIY91EOOBEO C6B4DD2A9931C509 9CCFB31A86DFO0F86 A6781EFE1IAALICEO2
87 4B81C3AEC976EA4B 7A52912943D52B05 63B460E42748817E F650857B5BABDA4D
70505988124351AC D2E89BBDI91EOOBEO C6B4DD2A9931LC509 SCCEFB31A86DFOF86
38 581ECB3355DCDI9B8 4B81C3AEC976EA4B 7A5291294BD52B05 63B460E42748817E
6A3CI9BOF71C8BEF36 70505988124351AC D2E89BBDY91EOOBEO C6B4DD2A9931C509
59 2C074484EF1EAC8C 581ECB3355DCDI9B8 4B8ILC3AEC976EA4B 7A52912943D52B05
4797CDE4ED370692 6A3CI9BOF71C8BEF36 JA505988124351AC D2ES89BBDI1EOOBEQ
40 3857DFD2FC37D3BA 2C074484EF1EAC8C"581ECB3355DCDI9B8 4B81C3AEC976EA4B
A6AF4E9CI9F807E51 4797CDE4ED37Q692 6A3CO9BOF71C8BEF36 70505988124351AC
4l CFCD928C5424E2B6 3857DFD2EC37D3BA 2C074484EF1EAC8C 581ECB3355DCDI9B8
09AEESBDA1644DES5 A6AF4EQCIOFE807ES1 4797CDE4ED370692 6A3C9BOF71C8BF36
42 A81DEDBBI9F19E643 CFCDO28C5424E2B6 3857DFD2FC37D3BA 2C074484EF1EAC8C
84058865D60A05FA O09AEESBDAL1644DES5 A6AF4E9COF807E51 4797CDE4ED370692
43 AB44E86276478D85N\AB1DEDBBIF19E643 CFCD928C5424E2B6 3857DFD2FC37D3BA
CD881EE59CA6BCE3) 84058865D60A05FA 09AEESBDA1644DES A6AF4E9COF807ESL
g4 5A806D7E982IA501 AB44E86276478D85 A81DEDBBIF19E643 CEFCD928C5424E2B6
AAB4B086LB88A5C45 CD8B81EES59CA6BC53 84058865D60A05FA O0SAEESBDA1644DES
€45 EEB9C21UBB0102598 5A806D7E9821A501 AB44E86276478D85 A81DEDBBIF19E643
3BSFEDODOALIF96E]1 AA84B086688A5C45 CD881EES59CA6BC53 84058865D60A05FA
46, 4oC4210AB2CC155D EEBO9C21BB0102598 5A806D7E9821A501 AB44E86276478D85
29FABSATBFF53366 3BS5FEDODOAIF96E]1 AA84B086688A5C45 CD8B81EE59CA6BCS3
67 54BA35CF56A0340E 46C4210AB2CC155D EEB9C21BB0102598 5A806D7E9821A501
1C66F46D95690BCEF 29FABSATBEFF53366 3BS5FEDOD6ALFO96E1 AA84B086688A5C45
68 181839D609C79748 54BA35CF56A0340E 46C4210AB2CC155D EEB9C21BB0102598
OADA78BA2D446140 1C66F46D95690BCE 29FABSATBFES53366 3BS5FEDOD6ALFI6EL
69 FB6AAAESDOB6A447 181839D609C79748 54BA35CF56A0340E 46C4210AB2CC155D
E3711CB6564D112D OADA78BA2D446140 1C66F46D95690BCE 29FABSATBEF53366
70 7652C579CB60F19C FBG6AAAESDOB6A447 181839D609C79748 54BA35CEF56A0340E
AFF62CO9665FF80FA E3711CB6564D112D OADA78BA2D446140 1C66F46D95690BCE
71 F15E9664B2803575 7652C579CB60F19C FB6AAAES5D0B6A447 181839D609C79748
947C3DFAFEES570EF AFF62C9665FF80FA E3711CB6564D112D OADA78BA2D446140
72 358406D165AEE9AB F15E9664B2803575 7652C579CB60F19C FB6AAAESDOB6A447
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8C7B5FD91A794CAO0 947C3DFAFEES570EF AFF62C9665FF80FA E3711CB6564D112D
73 20878DCD29CDFAF5 358406D165AEE9AB F15E9664B2803575 7652C579CB60F19C
054D3536539948D0 8C7B5FD91A794CA0 947C3DFAFEES70EF AFF62C9665FF80FA
74 33D48DABB5521DE2 20878DCD29CDFAF5 358406D165AEE9AB F15E9664B2803575
2BA18245B50DE4CF 054D3536539948D0 8C7BS5FD91A794CA0 947C3DFAFEEST70EF
75 C8960E6BE864B916 33D48DABB5521DE2 20878DCD29CDFAF5 358406D165AEE9AB
995019A6FF3BA3DE 2BA18245B50DE4CE 054D3536539948D0 8C7B5FD91A794CAQ
76 654EF9ABEC389CA9 C8960E6BE864B916 33D48DABB5521DE2 20878DCD29CDFAFS
CEB9FC3691CE8326 995019A6FF3BA3DE 2BA18245B50DE4CE 054D3536539948D0

77 [eNaWAln\sXoks T i, No] l I/EnknleW.ininfaleNoNeVak WeNNaloNoVAIAEnE s knko AW, koNo 22040 D ADDCC O] DD

25C96A7768FB2AA3 CEBI9FC3691CE8326 995019A6FF3BA3DE 2BA18245B50DEACE
78 10D9C4C4295599F6 D67806DB8B148677 654EF9ABEC389CAS C8960E6BESG4ABI1PE
9BB4D39778CO7FI9E 25C96ATT768FB2AA3 CEBOFC3691CE8326 995019A6FF3BA3DE
79 73A54F399FA4B1B2 10D9C4C4295599F6 D67806DB8B148677 654EF9ABEC389CAP
D08446AAT79693ED7 9BB4D39778CO7FI9E 25C96A7768FB2AA3 CEBIFC3691CE8326

The fpllowing eight words, Yo, Y1, Y2, Y3, Y4, Y5, Y5 and Y7, representthe’output of the finall iteration of
the r¢und-function.

Yo=6A09E667F3BCC908 W 73A54F399FA4B1R2'< DDAF35A193617ABA
Y1 =BB67AE8584CAAT73B W 10D9C4C4295599K6 = CC417349AE204131
Y2 =3C6EF372FE94F82B W D67806DB8BX48677 = 12E6FA4E89A97TEA2
Y3 =A54FF53A5F1D36F1 W 654EF9ABEC389CA9 = 0A9EEEE64B55D39A
Y4=510E527FADE682D1 W D08446AA79693ED7 =2192992A274FC1A8
Y5 =9B05688C2B3E6CLF W 9BB4D39Y778CO7F9E = 36BA3C23A3FEEBBD
Y6 =1F83D9ABFB41BD6B W 25CI96AT 768FB2AA3 = 454D4423643CE8OE
Y7=5BEOCD19137E2179 ¥ CEBOFC3691CE8326 = 2A9AC94FA54CR49F

The Hash value is the following 512-bit string.

DDAF35A193617ABA CC417349AE204131 12E6FA4E89A97EA2 OASEEEE64B55D39A
2192992A274FC1A8 36BR3C23A3FEEBBD 454D4423643CES80E 2ASAC94FAS54CA49F

B.6.4 Example 4
In this example, the datdstring is the 14-byte string consisting of the ASCII-coded version pf

“message digest”

The Hash-code-i$ the following 512-bit string.

107DBF389D9E9F71 A3A95F6C055B9251 BC5268C2BE16D6C1 3492EA45B0199F33

09E16455AB1E9611 8E8A905D5597B720 38DDB372A8982604 6DE66687BB420E7C

B.6.5 Example 5

In this example, the data string is the 26-byte string consisting of the ASCII-coded version of

“abcdefghijklmnopqrstuvwxyz”

The hash-code is the following 512-bit string.

4DBFF86CC2CALIBAE 1E16468A05CB9881 CO7F1753BCE36190 34898FAA1AABE429
955A1BF8EC483D74 21FE3C1646613A59 ED5441FBOF321389 F77F48A879C7B1F1
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B.6.6 Example 6

In this example, the data string is the 62-byte string consisting of the ASCII-coded version of

“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789”

The hash-code is the following 512-bit string.

B.6.7 Exampie 7

In this exanjple, the data string is the 80-byte string consisting of the ASCII-coded version of

repetitions ¢

The hash-cofle is the following 512-bit string.

B.6.8 Example 8

In this example, the data string is the 56-byte string consisting.of the ASCII-coded version of

The hash-co

B.6.9 Example 9

In this exam
repeated 10

The hash-co

1EO7BE23C26A86EA 37EA810C8EC78093 52515A970E9253C2 6F536CFCT7A9996C4
5C8370583E0A78FA 4AS0041D71A4CEAB 7423F19C71B9D5A3 E01249F0BEBD5894

f

“1234567890”

72EC1EF1124A45B0 47E8B7C75A932195 135BB61DE24ECOD1 914042246E0AEC3A
2354E093D76F3048 B456764346900CB1 30D2A4FD5DD16ABB~5E30BCB850DEE843

“abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
e is the following 512-bit string.

204A8FC6DDAS2F0A OCED7BEBSE08A4L6 57C1l6EF468B228A8 279BE331A703C335
96FD15C13B1B07F9 AA1D3BEAS74A89CAO 31AD85CT7A71DD703 54EC631238CA3445

ple, the data string is the 1 000 000-byte string consisting of the ASCII-coded version
times.

e is the following 512-bit string.

E718483RDACE76964 4E2E42C7BC15B463 8E1F98B13B204428 5632A803AFA973EB
DEOER244877EA60A 4CB0432CE577C31B EBO0O9C5C2C49AA2E 4EADB217AD8CCO9B

B.6.10 Example 10

In this example, the data string is the 112-byte string consisting of the ASCII-coded version of

“abcdefghbcedefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”

(with no line break after the first n).

86

eight

Of uan
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61626364 65666768 62636465 66676869 63646566 6768696A 64656667 68696A6B
65666768 696A6B6C 66676869 6A6B6C6D 6768696A 6BO6COD6E 68696A6B 6C6DO6EGE
696A6B6C 6DOEGOF70 6A6B6C6D 6E6F7071 6B6C6DOE 6F707172 6C6D6EGE 70717273
6D6EGET70 71727374 6E6FT7071 72737475 80000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

The f]
X4, X4

pllowing are (hexadecimal representations of) the successive values of the variables
, X6 and X7 in the first block process.

INIT: 6A09E667F3BCC908 BB67AE8584CAAT3B 3C6EF372FE94F82B, A54FF53A5F1D36

00000000 00000000 00000000 00000000 00000000 00000000 00000000 000000Q0
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000340

510E527FADE682D1 9B05688C2B3E6C1F 1F83D9ABFB41BD6B5BEOCD19137E2179
0 F6AFCE9D2263455D 6A09E667F3BCCO08 BB67AE8584CAAY3B 3C6EF372FE94F82H
58CB0218E01B86F9 510E527FADE682D1 9B05688C2B3E6CLIF 1F83D9ABEFB41BD6B
1 0B7056A534AESF62 F6AFCE9D2263455D 6A09E667E3BCCI08 BB67AE8584CAAT3H
F8CT7198FE39E4C8C 58CB0218E01B86FS 510ES527RADE682D1 9B05688C2B3E6CILFE
2 2CA82233760C9942 0B7056A534AES5F62 FOAFCE9D2263455D 6A09E667F3BCCI04
303ECCCCD65953DE F8C7198FE39E4C8C 58CB0218EO01B86F9 510E527FADE682D1
3 A023F17CE52CDATB 2CA82233760C9942°0B7056A534AE5F62 F6AFCE9D22634551
FFDEESEEDCCO9CA42 303ECCCCD65953DE F8C7198FE39E4C8C 58CB0218E01B86F9
4 8FO0A67DI9D591A1A7 AQ23F17CES2CDATB 2CA82233760C9942 0B7056A534AES5F6]
CB4CFBB166505F2F FFDEESEEDCCICA42 303ECCCCD65953DE F8C7198FE39E4C8C
5 B466267371ACC493 8FOAGVDID591A1AT A023F17CE52CDATB 2CA82233760C99472
73D6C84C54D399EE CB4€FBB166505F2F FEFDEESEEDCCY9CA42 303ECCCCD65953DE
6 658269F1A312FCCD-B466267371ACC493 8F0A67DID591A1A7 A023F17CES52CDATH
CDC40314975FB275v73D6C84C54D399EE CB4CFBB166505F2F FEFDEESEEDCCOCA42
7 65E3519C5B88181B 658269F1A312FCCD B466267371ACC493 8F0A67DID591A1AT
A657850AB3970C5A CDC40314975FB275 73D6C84C54D399EE CB4CEFBB166505F2F
8 56604FBB4B6393EC 65E3519C5B88181B 658269F1A312FCCD B466267371ACC49]
E8BEBE22FBE64DEF7 A657850AB3970C5A CDC40314975FB275 73D6C84C54D399EE
9,-€4562769A37D02C0O 56604FBB4B6393EC 65E3519C5B88181B 658269F1A312FCCH
0062E70A1EF705C1 E8B3BE22FBE64DF7 A657850AB3970C5A CDC40314975FB275
10 27COB4C9186E1736 C4562769A37D02C0 56604FBB4B6393EC 65E3519C5B88181B
BCO740477A18AF2D Q062ET70AIFREFT7Q5C] ESB3BFZ22FBR64DET A657850AB3970CHA

11 F17F52FBO02F4EB74 27C0B4C9186E1736 C4562769A37D02C0O 56604FBB4B6393EC
BE58522CB9590EE1 BC9740477A18AE2D 0062E70A1EF705C1 ES8B3BE22FBE64DE7
12 F2C245AC903D4A35 F17F52FB02F4EB74 27C0B4C9186E1736 C4562769A37D02CO
49D5FA3A16DCD502 BES58522CB9590EE1 BC9740477A18AE2D 0062E70A1EF705C1
13 9B04175EA8090DAA F2C245AC903D4A35 F17F52FB02F4EB74 27CO0B4C9186E1736
ECO9C5E98FF98760D 49D5FA3A16DCD502 BE58522CB9590EE1 BC9740477A18AE2D
14 481B8AGEESE07031 9B04175EA8090DAA F2C245AC903D4A35 F17F52FBO2F4EB74
E4D35B613A5AC420 EC9CLE98FF98760D 49D5FA3A16DCD502 BES8522CB9590EEL
15 9356AC3EC3E51459 481B8AGEES5E07031 9B04175EA8090DAA F2C245AC903D4A35
701F17D27582443B E4D35B613A5AC420 EC9CS5E98FF98760D 49D5SFA3A16DCD502
16 B889ED34ABD7AA37 9356AC3EC3E51459 481B8AGEESE07031 9B04175EA8090DAA
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1DO5D9BAT779A1AT78 T701F17D27582443B E4D35B613A5AC420 ECO9CS5E98FF98760D
17 BF537B1F3EDC7381 B889ED34ABD7AA37 9356AC3EC3E51459 481BS8AGEESE(07031
C362FFI9CF932951D 1DO5SD9BA779A1AT78 701F17D27582443B E4D35B613A5AC420
18 D4E44D54E8242AD8 BF537B1F3EDC7381 B889ED34ABD7AA37 9356AC3EC3E51459
459E4FE6888919F36 C362FF9CF932951D 1DO5D9BA779A1A78 701F17D27582443B
19 05F3FBA454E5DE3D D4E44D54E8242AD8 BF537B1lF3EDC7381 B889ED34ABD7AA37
CAED4B5FA322B984 459E4E6888919F36 C362FF9CF932951D 1DO5DS9BAT779A1A78
20 CDB73772DC0248BF 05F3FBA454E5DE3D D4E44D54E8242AD8 BF537B1F3EDC7381
DCB8049AFA6ACD502 CAED4B5FA322B984 459E4E6888919F36 C362FF9CF932951D

1 1047070200 o JTJn N ORI 20 JONCN2 40D AL ODDA AL AT ENT O NADAANDC AT O A2 N0

8407818E9B28CC12 DC8049AFA6ACD502 CAED4B5FA322B984 459E4E6888919F36
42 AF4E23EB622D0DF4 1D47A3268FF677ED CDB73772DC0248BF O5F3FBA454E5DE3P
64B5AE5424598428 8407818E9B28CC12 DC8049AFA6ACDS502 CAED4B5FA322B98%
43 BES0606778DE14A6 AF4E23EB622D0DF4 1D47A3268FF677ED CDB73772DCQ248BF
OA5D727CC92ETADB 64B5AE5424598428 8407818E9B28CC12 DC8049AFALAECD502
24 821E44F6678AC478 BE50606778DEL4A6 AF4E23EB622D0DF4 1D47A32%€8FF677ED
F367E596D0OA038A5 OAS5D727CC92ETADB 64B5AES5424598428 8407838E9B28CC12
45 0C852B1359A77C18 821E44F6678AC478 BE50606778DE14A6 AF4E23EB622D0DF4
6DEC8A3396A80C3F F367E596D0OA038A5 OA5D727CCY92ET7ADR _4B5AES5424598428
46 EBBS574FAD4B7ATE4 0C852B1359A77C18 821E44F6678AG8478 BES50606778DEL14A6
A241ETEFC1EB6FF9 6DEC8A3396A80C3F F367E596DOX038A5 OA5D727CC92ET7ADB
47 A092821C3CDFO08DA EBB574FAD4B7ATE4 0C852BL35PA77C18 821E44F6678AC478
C84E849917A7CO8E A241E7EFC1EB6FF9 6DECBA3396A80C3F F367E596D0OA038A5
28 82BA2E1A2DF2A4F1 A092821C3CDF08DA EBBSJT4FAD4B7ATE4 0C852B1359A77C18
61845F6924789851 C84E849917A7CO8E AR4IETEFCLEBOFF9 6DECBA3396A80C3F
49 1959AD991C63D06A 82BA2E1A2DF2A4F1"A092821C3CDF08DA EBB574FAD4BR7ATE4
231FAF24910A891A 61845F6924789851 C84E849917A7TCO8E A241ET7EFCLEB6FF9
30 9B32D4CACDY9A625B 1959AD991C63D06A 82BA2E1A2DF2A4F1 A092821C3CDF08DA
533066919D608799 231FAF2491F0A891A 61845F6924789851 C84E849917A7CO8E
31 DC55339F4D841965 9B32D4CACDIA625B 1959AD991C63D06A 82BA2E1A2DF2A4F1
E2517F359998A58D 533066919D608799 231FAF24910A891A 61845F6924789851
32 FDEBB1283B12514FN\DC55339F4D841965 9B32D4CACDOA625B 1959AD991C63D06GA
B1989170A183C6%L) E2517F359998A58D 533066919D608799 231FAF24910A891A
33 B44C7975A83E3334 FDEBB1283B12514F DC55339F4D841965 9B32D4CACDIA625B
009AD175B8D588A4 B1989170A183C661 E2517F359998A58D 533066919D608799
34 OBAGHLBFC53D18B7 B44C7975A83E3334 FDEBB1283B12514F DC55339F4D841965
A7D5416D690557B8 009AD175B8D588A4 B1989170A183C661 E2517F359998A58D
35.892893C22E75856A 0BAC61BFC53D18B7 B44C7975A83E3334 FDEBB1283B12514F
TATCO9EB7BC813248 A7D5416D690557B8 009AD175B8D588A4 B1989170A183C661
36 824408631432E09B 392893C22E75856A 0BAC61BFC53D18B7 B44C7975A83E3334
5E696A9FDAS6D6BE 7TATCI9EB7BC813248 A7D5416D690557B8 009AD175B8D588A4
37 A64162F151A8C1CB 824408631432E09B 392893C22E75856A 0BAC61BFC53D18B7
0F57062401DC680B 5E696A9FDAS6D6BE 7ATCIO9EB7BC813248 A7D5416D690557B8
38 922537ABAD1E95A1 A64162F151A8CICB 824408631432E09B 392893C22E75856A
4F4C193D435FF721 0F57062401DC680B 5E696A9FDA56D6BE 7ATCI9EB7BC813248
39 B80591F6FBFADCDE 922537ABAD1E95A1 A64162F151A8C1CB 824408631432E09B
00F4407C0O0F37237E 4F4C193D435FF721 0F57062401DC680B 5E696A9FDAS6D6BE
40 08F151F4B8DOFA2E B80591F6FBFADCDE 922537ABADIE95A1 A64162F151A8CI1CB
EC8B96FE402094CD 00F4407COF37237E 4F4C193D435FF721 0F57062401DC680B
41 12B5FCC2B68F65C0 08F151F4B8DOFA2E B80591F6FBFADCDE 922537ABAD1E95A1
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D688101DFD24A148 EC8B96FE402094CD 00F4407CO0F37237E 4F4C193D435FF721
42 AT1BF5BD64289948 12B5FCC2B68F65C0 08F151F4B8DOFA2E B80591F6FBFADCDE
EO52BFB7A6945939 D688101DFD24A148 EC8B96FE402094CD 00F4407C0F37237E
43 890C2CD670C4AEA3 A71BF5BD64289948 12B5FCC2B68F65C0 08F151F4B8DOFAZE
DD13E4EDEEFFO0E7 E052BFB7A6945939 D688101DFD24A148 EC8B96FE402094CD
44 CA61990B43297FFC 890C2CD670C4AEA3 A71BF5BD64289948 12BSFCC2B68F65C0
139AA55C51DOEESE DD13E4EDEEFFO0OE7 EO052BFB7A6945939 D688101DFD24A148
45 7196E8FA538BA4BF CA61990B43297FFC 890C2CD670C4AEA3 A71BF5BD64289948
046735513CDD14D3 139AA55C51D9EESF DD13E4EDEEFFO0E7 E052BFB7A6945939

A6 107200 AADDTDANA T QFCn O AL 20D A ADT A1 Q00ND A0~ Q0N '7(‘\/“'/\7\1:*7\3

A41EBT7ES5A27588E3 046735513CDD14D3 139AA55C51D9EESE DD13E4EDEEFFOQE]
47 D6D4F8608B8AB199 1F0720944DBEB6A4 7196E8FA538BA4BE CA61990B43R2I7FFL
24B9C216F915DA60 A41EB7ESA27588E3 046735513CDD14D3 139AA55CHLDOEESE
48 88761EB67845978E D6D4F8608B8AB199 1F0720944DBEB6A4 7196E€FAS538BA4BEF
9FE22E39448D50ED 24B9C216F915DA60 A41EB7ES5A27588E3 046735513CDD14D3
49 TD40E6BE47D85702 88761EB67845978E D6D4F8608B8AB199 'Iw0720944DBEBGAN
DI9CY900E01968C33E 9FE22E39448D50ED 24B9C216F915DAFONA41EBTESA27588E3
50 7D0D988DF5768598 7D40E6BE47D85702 88761EB678459Y8E D6D4F8608B8ABLIP
2EC2E522A7C7D12C D9CS00E01968C33E 9FE22E39448DS0ED 24B9C216F915DA6G0
51 48A8B60575B37F31 7D0D988DF5768598 7D40E6BEZ7D85702 88761EB67845978
7059F9BC8C88A373 2EC2E522A7CT7D12C DOCO9QOE01968C33E SFE22E39448D50ED
52 6BC425AF294BBF79 48A8B60575B37F31 7R0D988DF5768598 7D40E6BE47D8570p
6A8143B1716EE33D 7059F9BC8C88A373N2EC2E522A7C7D12C DI9CO900E01968C33E
53 307A456158EE8849 6BC425AF294BBEYY 48A8B60575B37F31 7D0OD988DE576859B
4372E85C16EE4440 6A8143B1716ERS3D 7059F9BC8C88A373 2EC2E522A7C7D12C
54 AF36382C8FD716BE 307A45615C8EE8849 6BC425AF294BBF79 48A8B60575B37F3[L
A8F8B0033187A916 4372E85C16EE4440 6A8143B1716EE33D 7059F9BC8C88A373
55 810EBEE951C64CAl AF36382C8FD716BE 307A456158EE8849 6BC425AF294BBF7P
16A64F5997BOCCAG6 ABF8B0033187A916 4372E85C16EE4440 6A8143B1716EE33D
56 2DD7659F1B4D13GD/810EBEE951C64CALl AF36382C8FD716BE 307A456158EE884pP
5DA6793BB7286A4B 16A64F5997BI9CCA6 A8F8B0033187A916 4372E85C16EE4440
57 SACT712ACER4BO8BE 2DD7659F1B4D13CD 810EBEE951C64CAL1 AF36382C8FD716BE
91F6395B301ADBFD 5DA6793BB7286A4B 16A64F5997BOCCA6 AS8F8B0033187A916
58 CI1AER358833CB0O3CO 5AC712ACFF4B98BE 2DD7659F1B4D13CD 810EBEE951C64CA[L
D488SCOC21DDA190 91F6395B301ADBEFD 5DA6793BB7286A4B 16A64F5997BI9CCAG6
59._88A306074D388C7D ClAF358833CB03CO 5AC712ACFF4B98BE 2DD7659F1B4D13Cp
9FC52468B897F9C8 D4883C0OC21DDA190 91F6395B301ADBED 5DA6793BB7286A4B
60 F11BFDOCF67D3040 88A306074D388C7D ClAF358833CB03C0O0 5AC712ACFF4B98BE

5]

o

47EFB6407F74D318 9FC52468B897F9C8 D4883C0OC21DDA190 91F6395B301ADBED
61 1F065E7828ED4ELIB F11BFDOCF67D3040 88A306074D388C7D ClAF358833CB03CO
7481899904A4CE23 47EFB6407F74D318 9FC52468B897F9C8 D4883COC21DDA190
62 AEBDE39F2BC42EC1 1F065E7828ED4E1B F11BFDOCF67D3040 88A306074D388C7D
62AB526FF177A988 7481899904A4CE23 47EFB6407F74D318 9FC52468B897F9C8
63 D35A94706E3E5DF2 AEBDE39F2BC42EC1 1F065E7828ED4E1B F11BFDOCF67D3040
53F92B648D5D815C 62AB526FF177A988 7481899904A4CE23 47EFB6407F74D318
64 D72D727C53E09ABY9 D35A94706E3ESDF2 AEBDE39F2BC42ECL 1F065E7828ED4ELB
10746426BA9824F4 53F92B648D5D815C 62AB526FF177A988 7481899904A4CE23
65 3A7235E5A4051D94 D72D727C53E09ABY9 D35A94706E3ES5DF2 AEBDE39F2BC42EC1
AFE455DAECS5C2B00 10746426BA9824F4 53F92B648D5D815C 62AB526FF177A988
66 F7TF510FE73EF7E76 3A7235E5A4051D94 D72D727C53E09AB9 D35A94706E3ESDE2
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F1202C0OBB7C4583F AFE455DAEC5C2B00 10746426BA9824F4 53F92B648D5D815C
67 23C2ACFB393523E9 F7F510FE73EF7E76 3A7235E5A4051D94 D72D727C53E09AB9
AOBC2A61044AC12E F1202COBB7C4583F AFE455DAEC5C2B00 10746426BA9824F4
68 0307D241A1ED7121 23C2ACFB393523E9 F7F510FE73EF7E76 3A7235E5A4051D9%4
FADSF38F1EOAEAl12 AOBC2A61044AC12E F1202COBB7C4583F AFE455DAEC5C2B00
69 191814D82F0A16FB 0307D241A1ED7121 23C2ACFB393523E9 F7F510FE73EF7E76
39D325086E66E200 FADSF38F1EOAEAL12 AOBC2A61044AC12E F1202COBB7C4583F
70 OA1ED41B6DA18CO1 191814D82F0A16FB 0307D241A1ED7121 23C2ACFB393523E9
B3D3521E166E5DF1 39D325086E66E200 FADSF38F1EOAEA12 AOBC2A61044AC12E

7l QAR AN O 00T AAIDDAIDENA1O~N] 10101 A0S NA]l coD A207Ho A1 Al NI 1 27

6B370074BEO40ED7 B3D3521E166E5DF1 39D325086E66E200 FADSF38F1EOAEAL2
72 002744D87EF80D28 8A3F07DB93F6C827 OALED41B6DA18CO01 191814D82F0AL6FB
8C5A245DE2D72FE6 6B370074BE040ED7 B3D3521E166E5DF1 39D325086E66E200
73 778DC7880A4A2AA0 002744D87EF80D28 8A3F07DBI93F6C827 OAIED41B6DAHBCOL
45A375B466E5E342 8C5A245DE2D72FE6 6B370074BE040ED7 B3D3521ELE6ESDF1
744 A3F11DESEDE(OS5B11 778DC7880A4A2AA0 002744D87EF80D28 8A3F07DBI3F6C827
FS5BBES2F1ABT7CCO05 45A375B466E5E342 8C5A245DE2D72FE6 6B370024BE040ED7
15 629C8AE6ECDS8AF4B A3F11DESEDE05B11 778DC7880A4A2AA0,.002744D87EF80D28
S5A8FE5919D3CF136 F5BBEF52F1AB7CCO05 45A375B466ESE342 8€5A245DE2D72FE6
716 COA8CLE2D063CE94 629C8AEGECD8AF4B A3F11DESEDEOSBI1 778DC7880A4A2AA0
AACDO89BFAESFAFY9 5A8FES5919D3CF136 F5BBEFS2F1ABICCO5 45A375B466E5E342
77 C517CBAGAO9IBB26A CI9A8CLE2D063CE94 629C8AEBECDSAF4B A3F11DESEDEOSBIL
E1682BD33C8F8E23 AACDO89BFAESFAF9 S5A8FES919D3CF136 F5BBF52F1AB7CCO5
718 11E3570E06E3B74E C517CBAG6AOIBB26A CO9ABCIE2D063CE94 629C8AEGECDSAF4B
075AABBADE34FD01 E1682BD33C8F8E23 AACDO89BFAESFAF9 S5A8FE5919D3CFEF136
719 D90F1B1237B3A561 11E3570E06E3B74E"C517CBA6A0IBB26A CIO9AB8CLE2D063CE94
867983F69D3A3AD1 075AABBADE34EDO]l E1682BD33C8F8E23 AACDO89IBFAESFAFY9

The following eight words, Yy, Y1, Y2, Y3,Y4, Vs, Y6 and Y7, represent the output of the round-functjon in
the first blodk process.

Yo =6A09E66TF3BCC908 W DOOF1B1237B3A561 =4319017A2B706E69
Y1 =BB67AE8584CAAT3BW 11E3570E06E3B74E = CD4B05938BAESES9
Y2 = 3CEOEF372FEQ4F82B W C517CBAGAOIBB26A = 0186BF199F30AA95
Y3 =A54FF53A5F1D36F1 W C9A8CLE2D063CES4 = 6EF8B71D2F810585
Y4 =610ES527FADE682D1 W 867983F69D3A3AD1 =D787D6764B20BDA2
Y5'#"9B05688C2B3E6CLIF W 075AABBADE34FD01 =A260144709736920
Y6~ 1F83D9ABFB41BD6B W E1682BD33C8F8E23 = 00EC057F37D14B8E
¥7=5BEOCD19137E2179 ¥ AACDO89BFAE8FAF9 = 06ADD5B50E671C72

The following\dré (hexadecimal representations of) the successive values of the variables Yy, Y1, ¥2, Y3,
Y4, Y5, Ye and Y7 in the second block process.

INIT: 4319017A2B706E69 CD4B05938BAESE89 0186BF199F30AA95 6EF8B71D2F810585

D787D6764B20BDA2 A260144709736920 O0OECO057F37D14B8E 06ADD5B50E671C72

0 B8FDB92BDFB187E8 4319017A2B706E69 CD4B05938BAESE89 0186BF199F30AA95
1D5F4D5AD031B8E6 D787D6764B20BDA2 A260144709736920 00EC057F37D14B8E

1 6EB90718369C5CD7 B8FDB92BDFB187E8 4319017A2B706E69 CD4B05938BAESES9
4B9B4877D987BOFE 1DS5F4D5AD031B8E6 D787D6764B20BDA2 A260144709736920

2 C83451F2335D5144 6EB90718369C5CD7 BSFDB92BDFB187E8 4319017A2B706E69
D6B67350E0781E99 4B9B4877D987BOFE 1DS5F4DS5AD031B8E6 D787D6764B20BDA2

3 28EC1DEB2AY9EE6E3 C83451F2335D5144 6EB90718369C5CD7 B8FDB92BDFB187ES8
25E3136BE5999B8C D6B67350E0781E99 4B9B4877D987BOFE 1D5F4D5AD031B8E6
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4 806ABD86C0479E5B 28ECLIDEB2ASEE6E3 C83451F2335D5144 6EB90718369C5CD7
1B8F7670EABICF89 25E3136BE5999B8C D6B67350E0781E99 4B9B4877D987BOFE
5 234788F8A54AED38 806ABD86C0479E5B 28EC1DEB2ASEEGE3 C83451F2335D5144
4FABE51C67D5D156 1B8F7670EABICEF89 25E3136BE5999B8C D6B67350E0781E99
6 01264F18257B5E2C 234788F8A54AED38 806ABD86C0479E5B 28ECIDEB2AIEEGE3
1C3506096B99DES0 4FABES1C67D5D156 1B8F7670EABICEF89 25E3136BE5999B8C
7 5B14F38104DDE991 01264F18257B5E2C 234788F8A54AED38 806ABD86C0479E5B
13F8BFDC4001C362 1C3506096B99DES0 4FABES1C67D5D156 1B8F7670EABICEFS89
8 F522574A41B2AAC6 5B14F38104DDE991 01264F18257B5E2C 234788F8A54AED38

ok N ~aniaNe Wk i NAls ko X ninto Ml ek niok o ninVal Na¥alk Wale Nals il Wale B N aWATANO WAk o NO N6 ¥ n ¥ rll A WY/ ki W ok rull i I/l B n ¥ =~ n 't Bl =

9 6EC258B855AFAESA F522574A41B2AAC6 5B14F38104DDE991 01264F18257BRER(
211E271D92770B36 63A5F09617622ED2 13F8BEFDC4001C362 1C3506096B9YRES0
10 9364214BA48B416C 6EC258B855AFAESA F522574A41B2AAC6 5B14F38194DDEIIL
D64DCB6ECOFESBAC 211E271D92770B36 63A5F09617622ED2 13F8BEDCA001C362
11 082BA62147ECBBD5 9364214BA48B416C 6EC258B855AFAESA F522574A41B2AACH
34FE78473B61266E D64DCB6ECOFESBAC 211E271D92770B36 63A5F09617622ED2
12 5790F6BA82BBA809 082BA62147ECBBD5 9364214BA48B41,6C/ 6EC258B855AFAESA
D491E309141DCAA3 34FET78473B61266E D64DCB6ECOFESBAC 211E271D92770B36
13 A6BS8AEFD086D33CE 5790F6BA82BBA809 082BA62144FCBBDS 9364214BA48B416[
044943C2992CCOF0 D491E309141DCAA3 34FE7847%3B61266E D64DCB6ECOFESBAC
14 BF2324A9A363ABE7 A6B8AEFD086D33CE 5790F6BA82BBA809 082BA62147ECBBDp
OCF5F4BDE5977C54 044943C2992CCOF0 D4AS1E309141DCAA3 34FE78473B61266E
15 00EB8E32076A61AFF BF2324A9A363ABEY, A6BSAEFD086D33CE 5790F6BA82BBASOP
43BF4EB269A2650C OCFEF5F4BDES5977C54/044943C2992CCOF0 D491E309141DCAA3
16 FO376DFF66FFF4A7 O0ESE32076A61IAFF BF2324A9A363ABE7 A6B8AEFD086D33C
69FA5896969E85B8 43BF4EB269A2650C OCEFS5F4BDES5977C54 044943C2992CCOFO
17 2FAD194272CDA857 FO0376DBEF66FFF4AT7 O00EBE32076A61AFF BF2324A9A363ABE|
DDB519D663B7B6EC 69FAS896969E85B8 43BF4EB269A2650C OCEF5F4BDES5977C54
18 9AES56936E95325AC, (2FAD194272CDA857 FO0376DFF66FFF4A7 00E8E32076A61AFF
04CEB0467661905U\\PDB519D663B7B6EC 69FA5896969E85B8 43BF4EB269A2650C
19 D94CCB853F53433B 9AE56936E95325AC 2FAD194272CDA857 FO0376DFF66FFF4A
DCDCOF45813FB5A2 04CEB04676619057 DDB519D663B7B6EC 69FA5896969E85B8
20 837F80%5D2945995 D94CCB853F53433B 9AE56936E95325AC 2FAD194272CDAS8S|/
272B8FT9A91419D8 DCDCOF45813FBS5A2 04CEB04676619057 DDB519D663B7B6EC
21 ZB86BDE689FT7AAG62D 837F8075D2945995 D94CCB853F53433B 9AES56936E95325AF
006586E69AD3F487 272B5F79A91419D8 DCDCOF45813FB5A2 04CEB04676619057
22 276457F01812AA6F 786BDE689F7AA62D 837F8075D2945995 D94CCB853F53433B
E78FB8BODEFBBC62F 566586E69AD3F487 272B5F79A91419D8 DCDCOF45813FB5A2

|52}

~

23 ODE519F5D6C2C298 276457F01812AA6F 786BDE689F7AA62D 837F8075D2945995
5CA3E5CD1A30B954 E78FBS8BODEFBBC62F 566586E69AD3F487 272B5F79A91419D8
24 54314DFF825E2B22 ODE519F5D6C2C298 276457F01812AA6F 786BDE689F7AAG62D
B81A51EQ0CY96CCFEF77 5CA3E5CD1IA30B954 E78FB8BODFBBC62F 566586E69AD3F487
25 5D3F98DD7B29C363 54314DFF825E2B22 0DE5S519F5D6C2C298 276457F01812AA6F
95D49494F5A0D14A B81AS1EQC96CCFEF77 5CA3E5CDIA30B954 E78FB8BODEFBBC62F
26 SE9DA426AATDAAS8 5D3F98DD7B29C363 54314DFF825E2B22 0ODE519F5D6C2C298
D22CCCAD2E391CD4 95D49494F5A0D14A B81A51E0C96CCFE77 5CA3ESCD1A30B954
27 3B62DD973298EA43 5E9DA426AATD4A58 5D3F98DD7B29C363 54314DFF825E2B22
ACEB5D06101E514E D22CCCAD2E391CD4 95D49494F5A0D14A B81A51E0C96CCE77
28 FD258FF809B2253D 3B62DD973298EA43 SE9DA426AATD4AA58 5D3F98DD7B29C363
26C991E85352DA6F ACEB5D06101E514E D22CCCAD2E391CD4 95D49494F5A0D14A
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29 B462A20846AF417D FD258FF809B2253D 3B62DD973298EA43 SE9DA426AATD4ASLS
291EEE54C034C326 26C991E85352DA6F ACEB5D06101E514E D22CCCAD2E391CD4
30 D5471E3DC7171224 B462A20846AF417D FD258FF809B2253D 3B62DD973298EA43
OAAF99C59E7FADBD 291EEE54C034C326 26C991E85352DA6F ACEB5D06101E514E
31 9ACE856BA1290EGE D5471E3DC7171224 B462A20846AF417D FD258FF809B2253D
658F0BEA63804D05 OAAF99C59E7FADBD 291EEE54C034C326 26C991E85352DA6GF
32 80A0D154506B37C4 9ACE856BA1290E6E D5471E3DC7171224 B462A20846AF417D
BBE6E3B3BB7FEFAB 658F0BEA63804D05 OAAF99CS59ET7FADBD 291EEE54C034C326
33 FBO9OABA76DEALIBFE 80A0D154506B37C4 9ACE856BA1290E6E D5471E3DC7171224

GO ANEDRENAQn ot DD AT ODODDI DD AD  CCOTNDTA 22004000 AN QQCC QI ND T

34 F517B690D940A294 FBY90ABAT6DEALIBFE 80A0D154506B37C4 9ACE856BA1290E6GE
E4DD663F44D313BC 65234D5B5049E665 BBE6E3B3BB7FEFAB 658F0BEA63804D05
35 B70883992932880D F517B690D940A294 FBI90ABAT76DEAIBFE 80A0D154506B37EA
DC5DD7C12B1CB6E3 E4DD663F44D313BC 65234D5B5049E665 BBE6OE3B3BB7EETAB
36 B2A2BE77BOFCF3BF B70883992932880D F517B690D940A294 FBI90ASA/HGDEALBFE
50FCA57291E19874 DC5DD7C12B1CB6E3 E4DD663F44D313BC 65234D5B5049E665
37 8575839B0F08472B B2A2BE77BOFCF3BF B70883992932880D F5X7/B690D940A294
BD7176BD099BB2F2 50FCA57291E19874 DC5DD7C12B1CB6E3 E4ADDC63F44D313BC
38 4405D2765DEOADFC 8575839B0F08472B B2A2BE77BOFCF3BEF,B70883992932880D
7CA4916F2CD8DB10 BD7176BD099BB2F2 50FCA57291E198%74" DC5DD7C12B1CB6E3
39 EEC6FCAS5AA657661 4405D2765DEOADFC 8575839B0F08472B B2A2BE77BOFCE3BF
7BEOB7E70BDABES3 7CA4916F2CD8DB10 BD7176BDOGIBB2F2 50FCA57291E19874
40 BB3FCD7585B59E32 EEC6FCA5AA657661 4405D2765DEOADFC 8575839BOF08472B
2201C7CBD34E31FE 7BEOB7E70BDABES3 7CA&OI6F2CD8DB10 BD7176BD099BB2F2
41 OE109EFC47927341 BB3FCD7585B59E32BEC6FCASAAG657661 4405D2765DEOADEC
D43E5686506FA05D 2201C7CBD34E31FE, 7BEOB7E70BDABES3 7CA4916F2CD8DB10
42 55CODBA83BCDC6EO OEL109EFC47927841 BB3FCD7585B59E32 EEC6FCASAAG657661
5B634502F1671535 D43E5686506FA05D 2201C7CBD34E31FE 7BEOB7E70BDABES3
43 F5756F847BFAEF67 55CODBA83BCDCOEO OE109EFC47927341 BB3FCD7585B59E32
E2D307FD94F4818A 5B634502F1671535 D43E5686506FA05D 2201C7CBD34E31FE
44 F1438CI9CF271CO06E F5%56F847BFAEF67 55CODBA83BCDC6EO OELO09EFC47927341
AD8S8AC1ED966B2DC6. E2D307FD94F4818A 5B634502F1671535 D43E5686506FA05D
45 A7DCAFFDBEFBID4A F1438C9CF271C06E F5756F847BFAEF67 55CODBA83BCDC6EQ
9E46E9F915099€34 ADSACLEDY966B2DC6 E2D307FD94F4818A 5B634502F1671535
46 985BA373680B8E94 ATDCAFFDBEFBID4A F1438CO9CF271C06E F5756F847BFAEF67
7D4COABCE76B1A8B 9E46E9F915099C34 ADSACIED966B2DC6 E2D307FD94F4818A
47 8Q77E45784852303F 985BA373680B8ES94 ATDCAFFDBEFBI9D4A F1438C9CF271C06E
082EE70D3F352AAC 7D4COABC676B1A8B 9E46E9F915099C34 ADSACIEDS66B2DC6
48 DO9C523173B1A1EO05 807F45784852303F 985BA373680B8E94 A7DCAFFDBEFBI9D4A
E301DCA32C44CAO05 082EE70D3F352AAC 7D4COABC676B1A8B 9E46E9F915099C34
49 B6DFO019CA515CAFB D9C523173B1A1E05 807F45784852303F 985BA373680B8EY4
754B3A461A665640 E301DCA32C44CAO05 082EET70D3F352AAC 7D4COABC676B1A8B
50 427A642921B2E645 B6DF019CA515CAFB D9C523173B1A1E05 807F45784852303F
08A30FEFE981F2EC 754B3A461A665640 E301DCA32C44CAQ05 082EET70D3F352AAC
51 7AABS58DBE1BIDF7B 427A642921B2E645 B6DF019CAS515CAFB D9C523173B1A1EQNS
2749C52D0B3D1225 08A30FEFE981F2EC 754B3A461A665640 E301DCA32C44CAQ05
52 974DDD552AEC16CE 7AAB58DBEIBIDF7B 427A642921B2E645 B6DF019CAS515CAFB
A9EG6CBFB416A591F 2749C52D0B3D1225 08A30FEFE981F2EC 754B3A461A665640
53 55E0B99D4404F6CA 974DDD552AEC16CE 7AABS58DBELIBODFT7B 427A642921B2E645
6C24AD697B41B1BY9 ASE6CBFB416A591F 2749C52D0B3D1225 08A30FEFE981F2EC
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54 901F632579EELIEEE 55E0B99D4404F6CA 974DDD552AEC16CE 7AABS8DBE1BODET7B
4EE99476DB1BB7A9 6C24AD697B41B1B9 A9E6CBFB416A591F 2749C52D0B3D1225
55 F90DB9F292A60463 901F632579EEIEEE 55E0B99D4404F6CA 974DDD552AEC16CE
5401644992A1F8B8 4EE99476DB1BB7A9 6C24AD697B41B1B9 A9E6CBFB416A591F
56 9BO06ATDF1007357 F90DBI9F292A60463 901F632579EE1EEE 55E0B99D4404F6CA
F5E402EE21DB8915 5401644992A1F8B8 4EE99476DB1BB7A9 6C24AD697B41B1BY
57 71A0A998FB48COFC 9B906A7DF1007357 FO90DB9F292A60463 901F632579EELEEE
96BECE755CD203CB F5E402EE21DB8915 5401644992A1F8B8 4EE99476DB1BB7A9
58 C25E798E50752535 71A0A998FB48COFC 9B906A7DF1007357 F90DBI9F292A60463
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59 1CE4F2591812E6AE C25E798E50752535 71A0A998FB48COFC 9B906ATDF100735)
B27252537A83CF27 9D548440D8E110F2 96BECE755CD203CB F5E402EE21DB8915
60 C1700E250DC6FFED 1CE4F2591812E6AE C25E798E50752535 71A0A998EB48COFL
970088839126BDA5 B27252537A83CF27 9D548440D8E110F2 96BECE7ZSH5CD203CB
61 F8E6924412FD0C64 C1700E250DC6FFED 1CE4F2591812E6AE C25E798E5075253p
D50CF4F73910E3EE 970088839126BDA5 B27252537A83CF27 9DS48440D8E110F2
62 D53EOA39EEE47528 F8E6924412FD0C64 C1l700E250DC6EFED/ 1CE4F2591812E6A
1B6D7234ACE15D7D D50CF4F73910E3EE 970088839126BRDA5 B27252537A83CF27
63 3960545AB926C0D5 D53EOA39EEE47528 F8E6924402FD0C64 C1700E250DC6FFED
9EABB5618B4FCD13 1B6D7234ACE15D7D D50CF4F%3910E3EE 970088839126BDA5S
64 B2C164D71ABB92FE 3960545AB926C0D5 D53E0A39EEE47528 F8E6924412FDOC6H
F1736FBBFB6EBE72 9EABB5618B4FCD13 1B6DJ/234ACE15D7D D50CF4F73910E3EE
65 4D979E985B067E75 B2C164D71ABBIO2EE_ 3960545AB926C0D5 D53EOA39EEE4752B
D1FB300F35992350 F1736FBBFB6EBEZ2 9EABB5618B4FCD13 1B6D7234ACE15D7D
66 59D0238CE137ABD7 4D979E985BO67TE7S5 B2C164D71ABBO2FE 3960545AB926C0Dp
5F3C64B7546E2CEC D1FB300F35992350 F1736FBBFB6EBE72 9EABB5618B4FCD13
67 BF8D9453B9876B0A 59D0238CE137ABD7 4D979E985B067E75 B2C164D71ABBI2FE
6C27893A31BOEOTE 5F3C64B7546E2CEC D1FB300F35992350 F1736FBBFBOEBE72
68 C45DD4A2D2FEA059 (BE'8D9453B9876B0A 59D0238CE137ABD7 4D979E985B067ET7H
48253E21B26D8CENGC27893A31BOEOT7E 5F3C64B7546E2CEC D1FB300F35992350
69 E08471946C17BOB6 C45DD4A2D2FEA059 BF8D9453B9876B0OA 59D0238CE137ABD
714E2ADF4EZ23FF24 48253E21B26D8CF9 6C27893A31BOEO7E 5F3C64B7546E2CEC
70 B4838CLC28FEE7BC E08471946C17B0B6 C45DD4A2D2FEA059 BF8D9453B9876BOA
371F2E333F7E5BY 714E2ADF4E23FF24 48253E21B26D8CF9 6C27893A31BOEOTE
71 831CF60ATTF6E6D] B4838CLlC28FEE7BC E08471946C17B0B6 C45DD4A2D2FEAQ5SP
AZ2A475DEACOES8B42 371F12F333F7E5BY9 714E2ADF4E23FF24 48253E21B26D8CF9
72 F53D23C50249AF2D 851CF60A77F6E6D]1 B4838C1lC28FEE7BC E08471946C17B0BpK
1E99CAES9D4CF0409 A2A475DEACOES8B42 371F12F333F7ES5B9 714E2ADF4E23FF24
73 B81E85D427045550 F53D23C50249AF2D 851CF60A77F6E6D1 B4838C1C28FEE7BC
F5794711FAA60F63 1E99CAE9D4CF0409 A2A475DEACOESB42 371F12F333F7ES5B9
74 AE70C7D11EA84A83 B81E85D427045550 F53D23C50249AF2D 851CF60A7T7F6E6DL
DCOD633411C289B2 F5794711FAA6OF63 1E99CAE9D4ACF0409 A2A475DEACOESB42
75 5C54592E13C76135 AE70C7D11EA84A83 B81EB85D427045550 F53D23C50249AF2D
1620DD5479E94B9B DCOD633411C289B2 F5794711FAA60F63 1E99CAESD4CF0409
76 03A0F79087078A93 5C54592E13C76135 AE70C7D11EA84A83 B81E85D427045550
57E90FA678E4CC97 1620DD5479E94B9B DC0D633411C289B2 F5794711FAA60F63
77 8DFOBAAD4C6ED50C 03A0F79087078A93 5C54592E13C76135 AE70C7D11EA84A83
COET7246FT7TFOBDAC6 57E90FA678E4CC97 1620DD5479E94B9B DCOD633411C289B2
78 BFA9F194894DB5B6 8DFOBAAD4C6ED50C 03A0F79087078A93 5C54592E13C76135
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90BB8597BB41DA1A C6ET7246F7F0BDAC6 57E90FA678E4CC97 1620DD5479E94B9B
79 4BT7CO9FBAF72A571 BFA9F194894DB5B6 8DFOBAAD4C6ED50C 03A0F79087078A93
78955227FDEO3A42 90BB8597BB41DA1A C6ET7246F7F0BDAC6 57E90FA678E4CC97

The following eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the final iteration of

the round-function.

Yo = 4319017A2B706E69 W 4B7CO9FBAF72A571 = 8E959B75DAE313DA
Y1 = CD4B05938BAESE89 W BFA9F194894DB5B6 8CF4F72814FC143F
Y2 = 0186BF199F30AA95 W 8DFOBAADAC6EDS0C 8F7779C6EBOFTFAL
Yz = 6FF8B7ID2F810585 W 03A0F79087078A93 J299AFADRG889018
Y4 = D787D6764B20BDA2 W 78955227FDEO3AR42 501D289E4900F7E4
Ys = A260144709736920 W 90BB8597BB41DA1A 331B99DEC4B5433A
Y6 = OOECO057F37D14B8E W C6E7246F7F0BDAC6 C7D329EEB6DD2654
Y7 = 06ADD5B50E671C72 W 57E90FA678E4CC97 = 5E96E55B874BE909

The following is the hash value for this message.

8E959B75DAE313DA 8CF4F72814FC143F 8F7779C6EBOF7FAL 7299AEADBG889018
501D289E4900F7E4 331B99DEC4B5433A C7D329EEB6DD2654 5E96ESSB874BE909

B.6.11 Example 11
In this example, the data string is the 32-byte string consisting of the.ASCII-coded version of

“abcdbcedecdefdefgefghfghighijhijk”

The hash-cofle is the following 512-bit string.

C50E7A500D4058BF 530EC603B66B032ANIE9A3E033A340090 DC51086CFD8CB222
09027932EA830F9B 6BCO9DAFE882F90%8s 38C2C91018245904 828C1232FC0942EB

B.7 Dedi¢ated Hash-Function 6 (SHA-384)

B.7.1 Example 1
In this example, the data string«ds'the empty string, i.e. the string of length zero.

The hash-cofle is the following 384-bit string.

38BO60ATSTACO9638 4CD9327EB1B1E36A 21FDB71114BE0743 4COCCT7BF63F6E1DA
274EDEBFE76F65FB D51AD2F14898B95B

B.7.2 Example 2

In this example, the data string consists of a single byte, namely the ASCII-coded version of the letter “a”.

The hash-code is the following 384-bit string.

54A59B9F22B0B808 80D8427E548B7C23 ABD873486E1F035D CE9CD697E8517503
3CAA88E6D57BC35E FAEOBSAFD3145F31

B.7.3 Example 3

In this example, the data string is the 3-byte string consisting of the ASCII-coded version of “abc”. This
is equivalent to the bit string “01100001 01100010 01100011”.
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After the padding process, the single 16-word block derived from the data string is as follows.

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
Xy, X5, Xg and X7.

INIT T CRBRODSDCI1QS0ENg 207020273 7CDEQT7 0150015230 70001 7 1520 CN3E7ARE039

67332667FFCO00B31 8EB44A8768581511 DBOC2EOD64F98FA7 47B5481DBEFA4EA4
0 470994AD30873F88 CBBBI9DS5DC1059ED8 629A292A367CD507 9159015A300DD1}
BDO3F724BE6075F9 67332667FFCO00B31 8EB44A8768581511 DBOC2EOD64FI8FAT
1 2E91230306A12AEQ0 470994AD30873F88 CBBBODS5DC1059ED8 629A292A367CD50
5E1B4E1695372BO9E BDO3F724BE6075F9 67332667FFC00B31 8EB44A8768581511
2 EEBESD379BE707AD 2E91230306A12AE0 470994AD30873F88 CBBBIDS5DC1059EDY
54074A65AEF34336 5E1B4E1695372B9E BDO3F724BE6075PING7332667FFCO0B31
3 E308483153E15AD6 EEBESD379BE707AD 2E91230306A12AE0 470994AD30873F84
086C5B2D36A89178 54074A65AEF34336 5E1B4E1695372B9E BDO3F724BE6075F9
4 3A7A023C593D8479 E308483153E15AD6 EEBESD3J9BE707AD 2E91230306A12AE(
8AA1144850633794 086C5B2D36A89178 54074A6S5AEF34336 5E1B4E1695372BIOE
5 333199A85F92B052 3A7A023C593D8479 E308483153E15AD6 EEBESD379BE707AL
TA6316F0EF047CE7 8AA11448506337945086C5B2D36A89178 54074A65AEF34336
6 76F0741213DD2EF6 333199A85F92B052 3A7A023C593D8479 E308483153E15AD
74063CBA385F0675 7TA6316FO0EFQ4JCE7 8AA1144850633794 086C5B2D36A89178
7 02F2A04D3AAB1629 76F0741213DD2EF6 333199A85F92B052 3A7A023C593D8474
1688BI9BF14980FC0O0 74063CBA385F0675 7A6316F0EF047CE7 8AA1144850633794
8 73ES5B2A1704A0349 02E2A04D3AAB1629 76F0741213DD2EF6 333199A85F92B05
FDO0139F705907D0 1688BI9BF14980FCO 74063CBA385F0675 7A6316FO0EF047CE7
9 BF3F67BA12882649J/3E5B2A1704A0349 02F2A04D3AAB1629 76F0741213DD2EF
652E311D4F0A4267 FDO0139F705907D0 1688B9BF14980FCO 74063CBA385F0675
10 33254508BB2EA48D BF3F67BA12882648 73E5B2A1704A0349 02F2A04D3AAB162P
9E18991C4H39F0BA 652E311D4F0A4257 FDOO0139F705907D0 1688B9BF14980FCO
11 C1FRB2A0205EAOES 33254508BB2EA48D BF3F67BA12882648 73ES5B2A1704A034p
04732E8BC4044582 9E18991C4F39F0BA 652E311D4F0A4257 FDO0139F705907D0
12 _185F9FF038A50F39 C1lFDB2A0205EAOES 33254508BB2EA48D BF3F67BA1288264B
8B4ACFC4D2B8AFE6 04732E8BC4044582 9E18991C4F39F0BA 652E311D4F0A4257
13 E5F06744C0D7563A 185F9FF038A50F39 ClFDB2A0205EAOES 33254508BB2EA48D
2FA93DICE9523015 8B4ACFC4D2B8AFE6 04732E8BC4044582 9EI8991C4F39F0BA
14 7E32DCOE9F414783 E5F06744C0D7563A 185F9FF038A50F39 C1FDB2A0205EAQES
3A9950AAA5E75884 2FA93DICES523015 8B4ACFC4D2B8AFE6 04732E8BC4044582
15 1EAB6159AE87EF6D 7E32DCOE9F414783 ES5F06744C0D7563A 185F9FF038A50F39
153B895CFBC436C5 3A9950AAA5E75884 2FA93DICES523015 8B4ACFC4D2BS8AFE6
16 33EF2CEBBF1739AA 1EAB6159AE87EF6D 7E32DCOE9F414783 ES5F06744C0D7563A
9D1A64BAF1D366AA 153B895CEFBC436C5 3A9950AAA5E75884 2FA93D1ICE9523015
17 7DF1B65F1B87D6CA 33EF2CEBBF1739AA 1EAB6159AE87EF6D 7E32DCOESF414783
5B6OE369D36E8E181 9D1A64BAF1D366AA 153B895CEFBC436C5 3A9950AAA5ET75884
18 63A24014A34BBOF6 7DF1B65F1B87D6CA 33EF2CEBBF1739AA 1EAB6159AE87EF6D
E13E610EAE680D85 5B6E369D36ES8E181 9D1A64BAF1D366AA 153B895CFBC436C5
19 F1AABD313309509B 63A24014A34BBOF6 7DF1B65F1B87D6CA 33EF2CEBBF1739AA
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674385F0D87DB94F E13E610EAE680D85 5B6E369D36ES8E181 9D1A64BAF1D366AA
20 9BA737AE88AT72C64 F1AABD313309509B 63A24014A34BBOF6 7DF1B65F1B87D6CA
3FC2614C43906COF 674385F0D87DB94F E13E610EAE680D85 5B6E369D36ESE181L
21 042C2DCOALBF558A 9BA737AE88A72C64 F1AABD313309509B 63A24014A34BBOF6
19316BEBC88EQ1F2 3FC2614C43906C0F 674385F0D87DB94F E13E610EAE680D85
22 7799C75ACCT748COF 042C2DCI9A5BF558A 9BA737AE88A72C64 F1AABD313309509B
ATBBD65BF64F58C8 19316BEBC88E01F2 3FC2614C43906C0F 674385F0D87DBY94F
23 CCF99A80F92BF002 7799C75ACC748COF 042C2DCY9A5BF558A 9BA737AE88A72C64
ES52A24FAE4ESFCO9B ATBBD65BF64F58C8 19316BEBC88EOLF2 3FC2614C43906COF

Y,k nie Yool sl BoWleknkninl e BillalaknioNoWw.NeNaknlo ok s hniaVato lilis Ay NoNeVals i~ .Walals VW Ko Yalaknlia W, EsYalo X nVako W, W =& ok rl =i ~Eol.}

587F308D58681928 E52A24FAE4E8FCO9B A7BBD65BEF64F58C8 19316BEBC8SEOLF2
45 335063D1A2AEC92F AE993474363EFE68 CCF99A80F92BF002 7799C75ACCT748COF
C2D6D65E38C6EAT79 587F308D58681928 ES52A24FAE4ES8FCO9B A7TBBD65BF64F58C8
46 53A78BOCCA01BA37 335063D1A2AECI92F AE993474363EFE68 CCF99A80F9RBE002
3B65A26C3C92C8F3 C2D6D65E38COEATY9 587F308D58681928 ES52A24FAE4EEFCIB
47 ABTFFA529F622930 53A78BOCCA01BA37 335063D1A2AECO92F AE993474363EFE6S
BODBA2F2762901EA 3B65A26C3C92C8F3 C2D6D65E38C6EATY9 587E30.8D58681928
18 E428BB43AFE3D63E AB7FFA529F622930 53A78BOCCAO01BA37,385063D1A2AECI2F
6A8527525F898726 BODB8A2F2762901EA 3B65A26C3C92C8F3_C2D6D65E38C6EATY
29 BBED541A5128088C E428BB43AFE3D63E AB7FFA529F622930 53A78BOCCAO01BA37
7973AADBDE294BES 6A8527525F898726 BO9D8A2F276290TEA 3B65A26C3C92C8F3
30 4C5C38DF7EC8BAF4 BBED541A5128088C E428BBASAFE3D63E ABTFFA529F622930
422CEEAO200E9EE4 7973AADBDE294BEY 6A8527525F898726 BO9D8A2F2762901EA
31 4BA456EC244033ED 4C5C38DF7EC8BAF4 BBEDS541A5128088C E428BB43AFE3D63E
7CF40857056D86B0 422CEEA0200E9EE4 J978AADBDE294BE9 6A8527525F898726
32 AA4A6AB2ACS5F5DD8 4BA456EC244033KED"4C5C38DF7EC8BAF4 BBEDS541A5128088C
AD2B1lECFBS5BFC556 7CF40857056D86B0 422CEEA0200E9EE4 7973AADBDE294BE9
33 9CB941F2CED774B3 AR4AGAB2ACSF5DD8 4BA456EC244033ED 4C5C38DF7EC8BAF4
029F66C7B4569BF0 AD2BlECEB3SBFC556 7CF40857056D86B0 422CEEA0200ESEE4
34 39265F358594DE27 9CBO4YF2CED774B3 AA4A6AB2ACSFS5DD8 4BA456EC244033ED
3F7B1C260C82E54F 029¥66CT7B4569BF0 AD2B1ECFB5SBFC556 7CF40857056D86B0
35 09CCA487D39B02ALN39265F358594DE27 9CB941F2CED774B3 AA4AG6AB2ACSF5DDS
4A22B37B58A5B1RB0) 3F7B1C260C82E54F 029F66CT7B4569BF0 AD2B1ECEFBS5BEFC556
36 D48D97CE488CF4F0 09CCA487D39B02A1 39265F358594DE27 9CB941F2CED774B3
A239E00BSBAAO0410 4A22B37B58A5B1B0O 3F7B1C260C82ES54F 029F66C7B4569BF0
37 D6F4LE25A8B634D6 D48D97CE438CF4F0 09CCA487D39B02A1 39265F358594DE27
257(556B8179DD0B0 A239E00B8BAAO410 4A22B37B58A5B1B0O 3F7B1C260C82E54F
38.54078334358573B4 D6F41E25A8B634D6 D48D97CE438CF4F0 09CCA487D39B02A1
OE419FBO802BOEFC 25755CB8179DD0OB0 A239E00B8BAAO410 4A22B37B58A5B1BO
39 DB24F9A03F4FFF6B 54078334358573B4 D6F41E25A8B634D6 D48DI97CE438CF4AF0
D30E99B4B394B090 OE419FBO0802BOEFC 25755CB8179DD0OB0 A239E00B8BAAO0410
40 3604C53A845EFC37 DB24F9A03F4FFF6B 54078334358573B4 D6F41E25A8B634D6
791B2B4AF7338B99 D30E99B4B394B090 0E419FB0802BOEFC 25755CB8179DD0OBO
41 F41BI1COEEE89BDC6 3604C53A845EFC37 DB24F9A03F4FFF6B 54078334358573B4
E319B77D9E4E87F9 791B2B4AF7338B99 D30ES9B4B394B090 0E419FBO802BOEFC
42 36644AE374632E3A FA41B1COEEE89BDC6 3604C53A845EFC37 DB24F9A03F4FFF6B
458250878A3972B2 E319B77D9E4E8T7F9 791B2B4AF7338B99 D30E99B4B394B090
43 88806F6AEIFCD65B 36644AE374632E3A F41B1COEEE89BDC6 3604C53A845EFC37
CFDE2E6EAS4FAS576 458250878A3972B2 E319B77D9E4E8T7F9 791B2B4AF7338B99
44 51DCAA36995C301D 88806F6AEOFCD65B 36644AE374632E3A F41B1COEEE89BDC6
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E37F778353998050 CFDE2E6EAS4FA576 458250878A3972B2 E319B77DI9E4E8T7F9
45 EFS5E3885A2F238DF 51DCAA36995C301D 88806F6AEIFCD65B 36644AE374632E3A
740E347F24E18FDA E37F778353998050 CFDE2E6GEAS4FA576 458250878A3972B2
46 EB3753F4283F4818 EF5E3885A2F238DF 51DCAA36995C301D 88806F6AEIFCD65B
0OAE48CF840BB8BES 740E347F24E18FDA E37F778353998050 CFDE2EG6EAS54FA576
47 A6998D63A5D09EO4 EB3753F4283F4818 EFS5E3885A2F238DF 51DCAA36995C301D
E21095012EEOB72A OAE48CF840BB8BEY9 740E347F24E18FDA E37F778353998050
48 D3698FB64DF175B0 A6998D63A5D09EO4 EB3753F4283F4818 EFS5E3885A2F238DF
C2FOBY0FFCE80739 E21095012EEOB72A OAE48CEF840BB8BEY9 740E347F24E18FDA

4Q 2177220200 D 001 01 4 N2 000D /A1 J0DN A CQQO0ONCAC DN N D270 22042020407

1CADFF2E6CB5AA4D C2F0BOOFFCE80739 E21095012EEOB72A OAE48CEF840BB8RBEQ
50 0941DA08148BA463 317A3B295B991914 D3698FB64DF175B0 A6998D63A5DOOEOH
833EBY9A4BB5A073E 1CADFF2E6CB5AA4D C2FOBOOFFCE80739 E2109501ZEEOB72A
51 494AC238D68C3D0OB 0941DA08148BA463 317A3B295B991914 D3698EB64DF175Bp
80C8FC138E645028 833EBO9A4BB5A073E 1CADFF2E6CB5AA4D C2EQOBOOFFCE8S80739
52 C87E9168DB9E97DE 494AC238D68C3D0OB 0941DA08148BA463 31 7A3B295B991914
65CFTF6A829ACA04 80CB8FCLl38E645028 833EBY9A4BB5SA073ENICADFF2E6CBSAA4D
53 EDB4448879391DBB C87E9168DBO9E97DE 494AC238D68C3D0OB 0941DA08148BA46PR
7729C85475DD318F 65CFT7F6A829ACAO04 80C8FC1l38EB45028 833EBY9A4BBS5A073E
54 073775C2456DC7DB EDB4448879391DBB C87E91%8DBOE97DE 494AC238D68C3DOB
A9CCAOB6266B1D77 7729C85475DD318F 65CEZF6A829ACAO4 80C8FC138E645028
55 54DE8857B24AFAF7 073775C2456DC7DB ERB4448879391DBB C87E9168DBIESTD
8DES1CFF2AE4B068 A9CCAOB6266B1D77N/M29C85475DD318F 65CFT7F6A829ACAQ04
56 8A9CDD8OF7F09C05 54DE8857B24AFART 073775C2456DC7DB EDB4448879391DBB
A60BASESEBAEB96A 8DES1CFF2AE4BOU68 A9CCAO0B6266B1D77 7729C85475DD318F
57 3EEB22A7524D8D7F 8A9CDD8QF7F09C05 54DE8857B24AFAF7 073775C2456DCT7DR
E2E6830B139DF58F A60OBASEOEBAEBO96A 8DESICEFF2AE4B068 A9CCAOB6266B1D77
58 OED77C9CDE8883D3 3ERB22A7524D8D7F 8A9CDD8OF7F09C05 54DE8857B24AFAF|
38413A2052387A9E EZE6830B139DF58F A60BASE9EBAEBI96A 8DES1CFF2AE4B068
59 E64E4135F9D30BRE/ 0ED77CI9CDEB883D3 3EEB22A7524D8D7F 8A9CDD8OFT7F09COp
45B640454C75C349 38413A2052387A9E E2E6830B139DF58F A60BASE9EBAEBOGA
60 1CA93A293D0544328 E64E4135F9D30DBC OED77C9CDEB8883D3 3EEB22A7524D8DT7F
EFBEF83A35C0319E 45B640454C75C349 38413A2052387A9E E2E6830B139DF58F
61 3DCH64F89E54043A 1CA93A293D544328 E64E4135F9D30DBC OED77C9CDE8883DPB
AYT84945550CF94 EFBEF83A35C0319E 45B640454C75C349 38413A2052387A9E
62 _56FB5883F1C87A05 3DC764F89E54043A 1CA93A293D544328 E64E4135F9D30DBE
F5198A41EB8OE022 A57784945550CF94 EFBEF83A35C0319E 45B640454C75C349
63 24A1124262A331C7 56FB5883F1C87A05 3DC764F89E54043A 1CA93A293D54432B
06EDACAE6ET7B54AD F5198A41EB80E022 A57784945550CF94 EFBEF83A35C0319E
64 EB85D19201C89694 24A1124262A331C7 56FB5883F1C87A05 3DC764F89E54043A
9CED24983EEC8723 O06EDACAE6E7B54AD F5198A41EBS8OE022 A57784945550CF94
65 CC981AB3A59C1DB4 EB85D19201C89694 24A1124262A331C7 56FB5883F1C87A05
EAC5516336BC8882 9CED24983EEC8723 06EDACAE6ET7B54AD F5198A41EB8OE(022
66 CEEF5D997E148B44 CC981AB3A59C1DB4 EB85D19201C89694 24A1124262A331C7
617BBEF70BB165212 EAC5516336BC8882 9CED24983EEC8723 06EDACAE6E7B54AD
67 689EDF608AB8E3F14 CEEF5D997E148B44 CC981AB3A59C1DB4 EB85D19201C89694
3280D88472C100FD 617BBF70BB165212 EAC5516336BC8882 9CED24983EEC8723
68 1EGE0255AB88079F 689EDF608A8E3F14 CEEF5D997E148B44 CC981AB3A59C1DB4
F2001138439902B1 3280D88472C100FD 617BBEF70BB165212 EAC5516336BC8882
69 8CS5D3B7FDAD66E70 1E6E0255AB88079F 689EDF608A8E3F14 CEEF5D997E148B44

|52
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The followin

90D18EC8B69F0345 F2001138439902B1 3280D88472C100FD 617BBF70BB165212
70 32E5ED8655871E9B 8C5D3B7FDAD66E70 1E6E0255AB88079F 689EDF608ABE3F14
51105F6241313777 90D18EC8B69F0345 F2001138439902B1 3280D88472C100FD
71 BCD5061679BE7336 32E5ED8655871E9B 8C5D3B7FDAD66E70 1E6E0255AB88079F
454B99F654443AD0 51105F6241313777 90D18EC8B69F0345 F2001138439902B1
72 ETD913B6678E78EF BCD5061679BE7336 32ES5ED8655871E9B 8C5D3B7FDAD66ET0
1FF613B5AA63776E 454B99F654443AD0 51105F6241313777 90D18EC8B69F0345
73 E6B8CB8DFA3475AB E7D913B6678E78EF BCD5061679BE7336 32E5ED8655871E9B
2E75F34303D39BB0 1FF613B5AA63776E 454B99F654443AD0 51105F6241313777

T4 DDA 2001 cOOANTE T oDONDONTADATJEAD T INQ] 2D cJOn 7O DONENC]l 200D 7220

83A35DBE2AG4FC26 2E75F34303D39BB0 1FF613B5AA63776E 454B99F654443AD0
15 12AEB6268DFA3E14 FDD4A30E168C4AE5 E6B8CB8DFA3475AB E7D913B6678E78EER
F660943B276786F7 83A35DBE2A6C4FC26 2E75F34303D39BB0 1FF613B5AA63776E
716 055B73814CF102B4 12AEB6268DFA3E14 FDD4A30E168C4AES5 E6BS8CBS8DFA34A(I5AB
C4B149710F5D6A71 F660943B276786F7 83A35DBE2A64FC26 2E75F34303D389BBO
A7 95D33150DE6DF44C 055B73814CF102B4 12AEB6268DFA3E14 FDD4A30EI68C4AES
CTFTBFFO8EBFOD30 C4B149710F5D6A71 F660943B276786F7 83A35BBE2AG4FC26
718 5306143F64497B00 95D33150DE6DF44C 055B73814CF102B4,.12AREB6268DFA3EL4
CA06A219CC701096 C7F7BFFO8EBFOD30 C4B149710F5D6AT71 E660943B276786F7
719 FF44D7E1849DBFB3 5306143F64497B00 95D33150DE6DR4A4C 055B73814CF102B4
1952E0C3A227C0F2 CA06A219CC701096 CTF7BFFOS8EBEOD30 C4B149710F5D6AT1

the round-function.

Yo =CBBB9D5DC1059ED8 W FF44D7EL849DBFB3 = CBO0753F45A35E8B
Y1=629A292A367CD507 W 5306143F64497B00 = B5A03D699AC65007
Y2=9159015A3070DD17 ¥ 95R83150DE6DF44C = 272C32ABOEDED163
Y3=152FECD8F70E5939 W 055B73814CF102B4 = 1A8B605A43FF5BED
Y4=67332667FFCO0B31%\/952E0C3A227C0F2 =8086072BA1E7CC23
Y5 =8EB44A87685815%1. CAO6A219CC701096 = 58BAECA134C825A7
Y6 = DBOC2EOD64F98EFA7 W C7TF7/BFFO08EBF0D30 = A303EDFDF3B89CD7
Y7=47B5481DBEEA4FA4 W C4B149710F5D6A71 = 0C66918ECES57BALS

The hash value is the following<384-bit string.

CBO0753F45A35E8B B5A03D699AC65007 272C32ABOEDED163 1A8B605A43FF5BED
8086072BA1E7CC23 58BAECA134C825A7

B.7.4 Example%

In this exam

g eight words, Yy, Y1, Y2, Y3, Ya, V5, Y6 and Y7, tepresent the output of the final iterat

plethe data string is the 14-byte string consisting of the ASCII-coded version of

“message digest”

The hash-code is the following 384-bit string.

473ED35167EC1F5D 8E550368A3DB39BE 54639F828868E945 4C239FC8B52E3C61
DBDOD8B4DE1390C2 56DCBB5D5FD99CD5S

B.7.5 Example 5

In this example, the data string is the 26-byte string consisting of the ASCII-coded version of

98

“abcdefghijklmnopqrstuvwxyz”

on of
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The hash-code is the following 384-bit string.

FEB67349DF3DB6F5 924815D6C3DC133F 091809213731FESC 7B5F4999E463479F
F2877TF5F2936FA63 BB43784B12F3EBB4

B.7.6 Example 6

-3:2018(E)

In this example, the data string is the 62-byte string consisting of the ASCII-coded version of

The K

B.7.7

In th
repet

The h

B.7.§

In thi

The h

B.7.9

In thi
repes

The h

“ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”

ash-code 15 the following 382-bitstring:

1761336E3F7CBFES 1DEB137F026F89EO0 1A448E3B1FAFA640 39C1464EE8792F11
A5341A6F41E0C202 294736ED64DB1A84

Example 7

s example, the data string is the 80-byte string consisting of the ASCII-coded ver
itions of

“1234567890”
ash-code is the following 384-bit string.

B12932B0627D1C06 0942F54477641556 55BD4DA0COAFA6DD 9BOEF53129AF1BSFE
B0195996D2DE9CAONRFIOD821FFEE67026

Example 8
s example, the data string is the 56-byte string consisting of the ASCII-coded version
“abcdbcdecdefdefifefghfghighijhijkijkljklmklmnlmnomnopnopqg”
ash-code is the following-384-bit string.

3391FDDDFC8DC739 3707A65B1B470939 7CF8B1D162AFO05AB FE8F450DES5F36BC6
B0455A8520BC4E6F S5FE9S5BIFE3C8452B

Example 9

s example) the data string is the 1 000 000-byte string consisting of the ASCII-coded ¥
ted 106 times.

sion of eight

Fersion of “a”

ash‘code is the following 384-bit string.

9D0E1809716474CB 086E834E310A4A1C ED149E9CO00F24852 7972CEC5704C2A5B
07B8B3DC38ECC4EB AES7DDD87F3D8985

B.7.10 Example 10

In this example, the data string is the 112-byte string consisting of the ASCII-coded version of

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopqrstu”

(with no line break after the first n).
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After the padding process, the following two 16-word blocks are derived from the data string.

The following are (hexadecimal representations of) the successive values of the variables-Xp, X1,

61626364
65666768
696A6B6C
6D6E6E70

00000000
00000000

65666768
696A6B6C
6D6EGET0
71727374

00000000
00000000

62636465
66676869
6A6B6C6D
6E6FT7071

00000000
00000000

66676869
6A6B6C6D
6E6FT7071
72737475

00000000
00000000

63646566
6768696A
6B6C6DOE
80000000

00000000
00000000

67686960A
6B6C6D6OE
6E707172
00000000

00000000
00000000

64656667
68696A6B
6C6DOEGE
00000000

00000000
00000000

68696A6B
6C6D6EGE
70717273
00000000

00000000
00000000

0p000000
0p0o00000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000380

X4, X5, X6 and X7 in the first block process.

100

INIT: CBBBIDS5DC1059ED8 629A292A367CD507 9159015A3070DD17 152FECDSF70E5939

67332667FFCO00B31 8EB44A8768581511 DBOC2EOD64F98FA7 47B5481DBEFA4FA4
4709949195EDAGF0 CBBBI9DS5DC1059ED8 629A292A367CD507 91h58015A3070DD17
BDO3F70923C6DD61 67332667FFCO00B31 8EB44A8768581511 DBOC2EOD64F98FA7
[ 78D3F8BCO3A38303 4709949195EDAGF0 CBBBI9D5DC1059EB8/629A292A367CD507
AE067F071CD18A36 BDO3F70923C6DD61 67332667FFCO00BS1 S8EB44A8768581511
P ED59D30BEFF95306 78D3F8BCO3A38303 4709949195EDA6F0 CBBBID5DC1059EDS
C180C7A74EDSCF1F AEO67F071CD18A36 BDO3F70923C6DD61 67332667FFCO0B31
B BE7FE2ABA3168F2B ED59D30BEFF95306 78D3&8BC03A38303 4709949195EDAGFEO
D92D19667920B327 C180C7AT74EDSCF1FEF AEQ67F071CD18A36 BDO3F70923C6DD61
l 1174F9B374A9263A 8ETFE2ABA3168F2B ‘ED59D30BEFF95306 78D3F8BCO3A38303
DD371F2D13661C52 D92D19667920B32%* C180C7A74EDSCF1F AE067F071CD18A36
b 27AAAFB7FBEF806B 1174F9B374A9263A 8E7FE2ABA3168F2B ED59D30BEFF95306
21AF3C6430A9AF9C DD371F2DX3061C52 D92D19667920B327 C180CT7AT74EDSCF1F
b B352D03A0BD34D65 27AAAFR7FBEF806B 1174F9B374A9263A S8ETFE2ABA3168F2B
69397DEY9A30E1473 21AF3€6430A9AF9C DD371F2D13661C52 D92D19667920B327
/ 412DB7F990563D7C, B352D03A0BD34D65 27AAAFB7FBEF806B 1174F9B374A9263A
5062FD5924E2B62EN69397DE9A30E1473 21AF3C6430A9AF9C DD371F2D13661C52
B 0F79040546E6EDPEF7 412DB7F990563D7C B352D03A0BD34D65 27AAAFB7FBEF806B
6B6C511B25A0BDBC 5062FD5924E2B62E 69397DE9A30E1473 21AF3C6430A9AFIC
D EBF02430F67B8EE7 0F79040546E6EDF7 412DB7F990563D7C B352D03A0BD34D65
DAC696BY1543AE80 6B6C511B25A6BDBC 5062FD5924E2B62E 69397DESA30E1473
0 A 7AA05D89B8DBEGD EBF02410F67B8EE7 OF79040546E6EDE7 412DB7F990563D7C
183B8B72646COB598 DAC695BO1543AF80 6B6CHIIR25A6BDBC S5062FDO924F2B62R

(2, X3,

11 23DOA36B692118EB 97AA05D89B8DBE6D EBF02410F67B8EE7 O0F79040546E6EDE7
AS5F6C5155E221E8C 83B8B72646C0B598 DAC695B91543AE80 6B6C511B25A6BDBC
12 E1041368D2FCA1A2 23D0A36B692118EB 97AA05D89B8DBE6D EBF02410F67B8EE7
AE01675BFB003180 AS5F6C5155E221E8C 83B8B72646C0B598 DAC695B91543AE80
13 45BD6F69EFEC540D E1041368D2FCA1A2 23D0A36B692118EB 97AA05D89B8DBE6D
C35CC50CICFT7EF98 AE01675BFB003180 AS5F6C5155E221E8C 83B8B72646C0B598
14 C237FA23ABBY9BC16 45BD6F6I9EFEC540D E1041368D2FCAL1A2 23D0A36B692118EB
Al6C4F134B28923E C35CC50CICF7EF98 AE01675BFB003180 AS5F6C5155E221E8C
15 B4092DF1COF81853 C237FA23ABBI9BC16 45BD6F69EFEC540D E1041368D2FCALA2
008178E17FA649F2 A16C4F134B28923E C35CC50CICF7EF98 AE01675BFB003180
16 21E5C91D11809C13 B4092DF1CO0F81853 C237FA23ABBO9BC16 45BD6F69EFEC540D
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A26DFAQ4ED8CO9B63 008178E17FA649F2 Al6C4F134B28923E C35CC50C1CFT7EF98
17 2C957137CD4304A5 21E5C91D11809C13 B4092DF1CO0F81853 C237FA23ABBI9BC16
6BE210614B10949B A26DFAQO4EDB8CO9B63 008178E17FA649F2 Al16C4F134B28923E
18 2180E61AFE322BC7 2C957137CD4304A5 21E5C91D11809C13 B4092DF1COF81853
76396996200065F7 6BE210614B10949B A26DFAO4ED8CI9B63 008178E17FA649F2
19 F2911C11C96ES5FF5 2180E61AFE322BC7 2C957137CD4304A5 21E5C91D11809C13
1BC2160F4F3711DC 76396996200065F7 6BE210614B10949B A26DFA04ED8CO9B63
20 S5EABI10B19A5143A8 F2911C11C96ESFF5 2180E61AFE322BC7 2C957137CD4304A5
98D2B19D201F2BB6 1BC2160F4F3711DC 76396996200065F7 6BE210614B10949B

21 2002400070 on CTAD]IADIOAC T A2700 ool 1ol 1 oo 2D (eNaknFalh Sninkelskok=Taly)

4324C8CACCFEF7753C 98D2B19D201F2BB6 1BC2160F4F3711DC 76396996200065F(
22 33C6B4A0166B7C9C 29C5348D87CD5590 S5EABLOBI19A5143A8 F2911C11COBEBFED
D49CEF5BD2DEC121 4324C8CACCF7753C 98D2B19D201F2BB6 1BC2160F4FE3711DC
23 1DB4EE606D2A7A96 33C6B4A0166B7CIC 29C5348D87CD5590 S5EABLIAB19A5143AB
B17D15B397521AB3 D49CEF5BD2DEC121 4324C8CACCE7753C 98D2B19D201F2BB6
24 S5CEF5B2F00142660 1DB4EE606D2A7A96 33C6B4A0166B7C9C 29C5348D87CD559p
789E540F22E13932 B17D15B397521AB3 D49CEF5BD2DEC121\4324C8CACCFEF7753C
25 FF74F4A162435903 5CEF5B2F00142660 1DB4EE606D2ATAY6 33C6B4A0166B7CY
6COBE33DCC6ET7572 789E540F22E13932 B17D15B39752¥AB3 D49CEF5BD2DEC121
26 41740B736E9676A9 FF74F4A162435903 5CEF5B2F00142660 1DB4EE606D2AT7A9
D8E401251592DA6C 6COBE33DCC6E7572 789ES40F22E13932 B17D15B397521AB3
27 931059FE9279FF1D 41740B736E9676A9 EEJ4F4A162435903 5CEF5B2F0014266p
7F31116887EEA596 D8E401251592DA6CN6COBE33DCC6ET7572 789E540F22E13932
28 356D08D982E2EAD4 931059FES279FEYD 41740B736E9676A9 FF74F4A162435908
40C28C34B1BBEY06 7F31116887EEAS96 D8E401251592DA6C 6COBE33DCC6ET7572
29 89DC825E7235C74B 356D08DI82E2EAD4 931059FE9279FF1D 41740B736E9676AP
TA499AEO5DAS0BEF2 40C28C34B1IBBESO6 7F31116887EEA596 D8E401251592DA6C
30 97901F333E662FDC 89BRC825E7235C74B 356D08D982E2EAD4 931059FE9279FF1p
4472B2E331DDFAB4 JA499AEO5DA50BF2 40C28C34B1BBES06 7F31116887EEA596
31 69C8F40EB38B6022797901F333E662FDC 89DC825E7235C74B 356D08DI82E2EADH
177589502DD39AA2 4472B2E331DDFAB4 7A499AE05DA50BF2 40C28C34B1BBEY06
32 4920943FEES2B207 69C8F40EB38B6022 97901F333E662FDC 89DC825E7235C74B
6B813A0DOCDF4991 177589502DD39AA2 4472B2E331DDFAB4 7A499AEO05DAS50BE2
33 B4CBODF332D108AB 4920943FFE52B207 69C8F40EB38B6022 97901F333E662FD[
8REBD28097F18618 6B813A0DOCDF4991 177589502DD39AA2 4472B2E331DDFAB4
34 _E7748FBF744A5240 B4CBODF332D108AB 4920943FFE52B207 69C8F40EB38B602P
0D7AB03208F1D7A5 8FE3D28097F18618 6B813A0DOCDF4991 177589502DD39AA2
35 7416CA18DO9E265E0 E7748FBF744A5240 BACBODF332D108AB 4920943FFE52B20[
11200C2D47C082F8 OD7AB03208F1D7A5 8FE3D28097F18618 6B813A0DOCDF4991
36 75476F5456E82F9C 7416CA18DI9E265E0 E7748FBF744A5240 B4ACBODF332D108AB
3024702447F76224 11200C2D47C082F8 0OD7AB03208F1D7A5 8FE3D28097F18618
37 F638A568B53A2F8F 75476F5456E82F9C 7416CA18DI9E265E0 E7748FBF744A5240
6217C1C02153302C 3024702447F76224 11200C2D47C082F8 OD7AB03208F1D7A5
38 C418F6F90602C79A F638A568B53A2F8F 75476F5456E82F9C 7416CA18DIE265E0
87F0901C227ADBB3 6217C1C02153302C 3024702447F76224 11200C2D47C082F8
39 4F1F4F21DF3DCF43 C418F6F90602C79A F638A568B53A2F8F 75476F5456E82F9C
FB7C63FCDDF4A1C2 87F0901C227ADBB3 6217C1C02153302C 3024702447F76224
40 13EB82E4B98DOE67 4F1F4F21DF3DCF43 C418F6F90602C79A F638A568B53A2F8F
FB6COE54D48D4F2D FB7C63FCDDF4A1C2 87F0901C227ADBB3 6217C1C02153302C
41 820E75046567BACE 13EB82E4B98D0E67 4F1F4F21DF3DCF43 C418F6F90602C79A

2
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B16A9397472F0123 FB6COE54D48D4F2D FB7C63FCDDF4A1C2 87F0901C227ADBB3
42 741FA5DC290DD02C 820E75046567BACE 13EB82E4B98D0OE67 4F1F4F21DF3DCF43
ED40C88214823792 B16A9397472F0123 FB6COE54D48D4F2D FB7C63FCDDEF4A1C2
43 A4809BF6DA6AASBD 741FA5DC290DD02C 820E75046567BACE 13EB82E4B98DOE67Y
BEC3D7E88C855194 ED40C88214823792 B16A9397472F0123 FB6COE54D48D4F2D
44 D70B1AA4C800979C A4809BF6DA6GAASBD 741FA5DC290DD02C 820E75046567BACE
4962F310BDBD54B0 BEC3D7E88C855194 ED40C88214823792 B16A9397472F0123
45 9A195492CFDB4745 D70B1AA4C800979C A4809BF6DAGAASBD 741FA5DC290DD02C
2C82D09CF05CF687 4962F310BDBD54B0 BEC3D7E88C855194 ED40C88214823792

6RO o2 AN JoNl I Q71 QEAQ20 TR AT AL NIADRIANACONNQTON A A0NQDT AN LA NODD

2A1FFB84031B1B6C 2C82D09CFO05CF687 4962F310BDBD54B0 BEC3D7E88C855194
47 OE574B8EOB35E452 B7E68364F07F017E 9A195492CFDB4745 D70B1AR4C800979¢
29BDAB29EE472A23 2A1FFB84031B1B6C 2C82D09CFO5CF687 4962F310BDBD54B0
48 C176009CF82FA842 OE574B8EOB35E452 BT7E68364F07F017E 9A195492CFDB4745
CCA47FBE31B335F4 29BDAB29EE472A23 2A1FFB84031B1B6C 2C82D09CEQSEF687
49 5D4F78C7A9BDBED2 C176009CF82FA842 OE574B8EOB35E452 BT7TE68364F07F017E
EAF198615E99FFDC CCA47FBE31B335F4 29BDAB29EE472A23 2A1PERB84031B1B6C
30 51AB3BE828D8D13C 5D4F78C7A9BDBED2 Cl176009CF82FA842 0ES74B8EOB35E452
BD527CD188FB59AE EAF198615E99FFDC CCA47FBE31B335F4_29BDAB29EE472A23
31 4D639EF80DOF6D3E 51AB3BE828D8D13C 5D4F78CT7A9BDBED2 C176009CF82FA842
B2611B90F90D732F BD527CD188FB5S9AE EAF198615E99FFDC CCA47FBE31B335F4
52 BBA9COEFEOFBC6C8 4D639EF80D0F6D3E 51AB3BE828D8D13C 5D4F78C7A9BDBED2
FC0579337591A2C9 B2611B90F90D732F BD527CDIB8FB59AE EAF198615E99FFDC
3 3405D7CAD2E8A689 BBAICIEFEOFBC6C8 4D€39EF80DOF6D3E 51AB3BE828D8D13C
0F6649F64EC8E109 FC0579337591A2C9 BRE1L1BI90FS0D732F BD527CD188FB59AE
34 EA54D908505798B3 3405D7CAD2E8AG689 " BBAOCIOEFEOFBC6C8 4D639EF80DOF6D3E
EF48A48999108077 OF6649F64ECSELD9 FC0579337591A2C9 B2611BO90F90D732F
35 BE31D1COCCC143BC EA54D908505798B3 3405D7CAD2EBA689 BBAICIEFEOFBC6CS
4FC2D4CADOCYO1AFC EF48A48999108077 0F6649F64EC8E109 FC0579337591A2C9
86 285A76D23F6A0073 BE3UDYCOCCC143BC EA54D908505798B3 3405D7CAD2E8A689
A730855599B738A3 4FCZP4CADOCI91AFC EF48A48999108077 OF6649F64EC8E109
87 A714CEFF14BEBC24\\285A76D23F6A0073 BE31D1COCCC143BC EA54D908505798B3
53C581DAE1831D80) A730855599B738A3 4FC2D4CADOCI91AFC EF48A48999108077
38 697CA14918A50A26 AT714CEFF14BEBC24 285A76D23F6A0073 BE31D1COCCC143BC
34D39344854AACD2 53C581DAE1831D80 A730855599B738A3 4FC2D4CADOCO1AFC
89 3A38FA3775D7007C 697CA14913A50A26 AT714CEFF14BEBC24 285A76D23F6A0073
E2QF3A21E9A27691 34D39344354AACD2 53C581DAE1831D80 A730855599B738A3
40\ 44EA14DBE450C844 3A38FA3775D7007C 697CA14913A50A26 AT714CEFF14BEBC24
5319374FB88DD485 E26F3A21E9A27691 34D39344354AACD2 53C581DAE1831D80
61 0928B75C925F91E2 44EA14D8E450C844 3A38FA3775D7007C 697CA14913A50A26
T9F4BE3C5A372911 5319374FB88DD485 E26F3A21ESA27691 34D39344354AACD2
62 6DB5469FA19COE27 0928B75C925F91E2 44EA14D8E450C844 3A38FA3775D7007C
16BEECOFEC168E79 79F4BE3C5A372911 5319374FB88DD485 E26F3A21E9A27691
63 384E3159898A7362 6DB5469FAL19COE27 0928B75C925F91E2 44EA14D8E450C844
55FA3AD1102298A8 16BEECOFEC168E79 79F4BE3C5A372911 5319374FB88DD485
64 483C64D3FDEBF828 384E3159898A7362 6DB5469FA19CO0E27 0928B75C925F91E2
1A238431921EAT5E 55FA3AD1102298A8 16BEECOFEC168E79 79F4BE3C5A372911
65 C9464988A1939BCF 483C64D3FDEBF828 384E3159898A7362 6DB5469FA19COE27
E3F3FO08ACO0F86CD 1A238431921EA75E 55FA3AD1102298A8 16BEECOFEC168E79
66 98BCI93BCA795059C C9464988A1939BCF 483C64D3FDEBF828 384E3159898A7362
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9EO04FB49A5FDI91DE E3F3F08ACO0F86CD 1A238431921EAT5E 55FA3AD1102298A8
67 B6FC101AD1ID74E20 98BC93BCA795059C C9464988A1939BCF 483C64D3FDEBF828
FD13CD3620F6C1F4 9E04FB49A5FDI91DE E3F3F08ACO0F86CD 1A238431921EA75E
68 FAC26E6E4DA4705D B6FC101ADID74E20 98BC93BCA795059C C9464988A1939BCF
0D60228AA6ES5B6OE FD13CD3620F6C1F4 9E04FB49A5FDI1DE E3F3F08AC90F86CD
69 2A630C58CC27FCAA FAC26E6E4DA4705D B6FCL01ADID74E20 98BC93BCA795059C
A2FTF2T7A3EC25ABA 0D60228AA6ES55B6E FD13CD3620F6C1F4 9E04FB49A5FDI91DE
70 159A02D4FAEE11B4 2A630C58CC27FCAA FAC26E6E4DA4705D B6FC101AD1ID74E20
B2860FC55BDEDAAG6 A2FT7F27A3EC25ABA 0D60228AA6ELS5B6E FD13CD3620F6C1FE4

71 _ONn20DDDONTooDE T T CONANONATATD] 1D A 27 laValNeFalaloloknlak W Nk nk Valo WAk ni/ A nW/Eav. W/ ke Nal b p)

DFC37C68AF65F8BC B2860FC55BDEDAAG A2FT7F27A3EC25ABA 0D60228AA6ES5R6E
72 D42C3A57CFA78513 9D38BDBIDF22B557 159A02D4FAEE11B4 2A630C58CER2IECAR
BB56DEAGA325BA32 DFC37C68AF65F8BC B2860FC55BDEDAAG A2FT7F27ABECZ25ABA
73 ABAB4BOCA75A17C7 D42C3A57CFA78513 9D38BDBI9DF22B557 159A02D4FAEE11BA
9AC71D1CO37A8BBD BB56DEAG6A325BA32 DFC37C68AF65F8BC B2860FCS55BDEDAAG
74 500F7B61186F6C2E ABAB4BOCAT75A17C7 D42C3A57CFAT78513 '9D38BDBODEF22B55(
8347F5736531B3EC 9AC71D1CO037A8BBD BB56DEAGA325BAF2NDFC37C68AF65F8BC
75 4ABEOAF6A67DB2FE 500F7B61186F6C2E ABAB4BOCATSAIVCT7 D42C3A57CFAT851PB
14E986342DDCEDOF 8347F5736531B3EC 9AC71D1COZZAS8BBD BB56DEAGA325BA32
76 E1053FC85F9ES56BE 4ABEOAFG6A67DB2FE 500F7B61186F6C2E ABAB4BOCAT5A1TCI
4779767CC2EC5321 14E986342DDCEDOF 8347F5736531B3EC SAC71D1CO037A8BBD
77 7001201948FB3D71 E1053FC85F9E56BE 4ABEOAF6A67DB2FE 500F7B61186F6C2
5CDF6C58FC052572 4779767CC2EC5321LN14E986342DDCEDOF 8347F5736531B3EC
78 88146DAT76FF6F23A 7001201948FB3D%1 E1053FC85F9ES56BE 4ABEOAF6AG6T7DB2FE
8901CFFE7AT74DB98 5CDF6C58FCO5872 4779767CC2EC5321 14E986342DDCEDOF
79 SEC3802BY9ECFEF33 88146DAJCEF6F23A 7001201948FB3D71 E1053FC85F9ES6BE
S5F2EEAD69EFB4233 8901CFEEJA74DB98 S5CDEF6C58FC052572 4779767CC2EC5321

|52

|52}

The fpllowing eight words, Yy, Y132, Y3, Y4, Y5, Yg and Y7, represent the output of the roungl-function in
the fist block process.

Yo = CBBB9D5DC1059ED8 W 5EC3802BOECFEF33 =2A7F1D895FD58E0B
Y1,/629A292A367CD507 W 88146DA76FF6F23A =EAAE96D1A673C741
¥2'=95159015A3070DD17 ¥ 7001201948FB3D71 = 015A2173796C1A88
¥3'=152FECD8F70E5939 W E1053FC85F9ES56BE = F6352CA156ACAFET
Y4=67332667FFCO0B31 Y 5SF2EEADG6IEFB4233 =C662113E9EBB4D64
Y5 =8EB44A8768581511 ¥ 8901CFFE7A74DB98 = 17B61A85E2CCF0A9
Y6 =DBOC2EOD64F98FA7 W 5CDF6C58FC052572 = 37EBY9A6660FEB519
Y7=47B5481DBEFA4FA4 W 4779767CC2EC5321 = 8F2EBESA81EGA2CS

The fplowing are (hexadecimal representations of) the successive values of the variables [y, Y1, Y2, Y3,
Y4, Y5, Yg and Y7 in the second block process.

INIT: 2A7F1D895FD58E0OB EAAE96D1A673C741 015A2173796C1A88 F6352CAL56ACAFFET

C662113E9EBB4D64 17B61A85E2CCFO0AY9 37EBO9A6660FEB519 8F2EBESA81E6A2CS

0 657A3C2CA9639D40 2AT7F1D895FD58EOB EAAE96D1A673C741 015A2173796C1A88
791F2AD0055FDD62 C662113E9EBB4D64 17B61A85E2CCFOA9 37EBO9A6660FEB519

1 2A4AD5D9BIFD6D86 657A3C2CA9639D40 2AT7F1D895FD58EOB EAAE96D1A673C741
DBF2E656B5BE3F14 791F2ADO055FDD62 C662113E9EBB4D64 17B61A85E2CCEFOA9

2 FOAR6758653D1664 2A4AD5DIBIFD6D86 657A3C2CA9639D40 2A7F1D895FD58EOB
6E0466C82F4FD35D DBF2E656B5BE3F14 791F2AD0O055FDD62 C662113E9EBB4D64

3 43A76F011A73D317 FOAR6758653D1664 2A4ADS5DIBIFD6ED86 657A3C2CA9639D40
1367BD36D15E8B40 6E0466C82F4FD35D DBF2E656B5BE3F14 791F2AD0055FDD62
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4 D802C2DFD7CC48F6 43A76F011A73D317 FOAA6758653D1664 2A4AD5DIBIFD6D86
F73D759B839A2A21 1367BD36D15E8B40 6E0466C82F4FD35D DBF2E656B5BE3F14
5 481208E5E8314602 D802C2DFD7CC48F6 43A76F011A73D317 FOAA6758653D1664
6B2271A46F14C843 F73D759B839A2A21 1367BD36D15E8B40 6E0466C82F4FD35D
6 AF9F8112DF35CF33 481208E5E8314602 D802C2DFD7CC48F6 43A76F011A73D317
257F4AT7D524D7B0B 6B2271A46F14C843 F73D759B839A2A21 1367BD36D15E8B40
7 6730781342D1131B AF9F8112DF35CF33 481208E5E8314602 D802C2DFD7CC48F6
81957AD408CEC995 257F4A7D524D7B0B 6B2271A46F14C843 FT73D759B839A2A21
8 82E64C677356A82E 6730781342D1131B AF9F8112DF35CF33 481208E5E8314602

10RO DO AT DANL] O] QLI NAN0CD~QQE SC I /ANTNEDANTDADR D221 N A1 A0 A2

D 203578820A8F27D0 82E64C677356A82E 6730781342D1131B AF9F8112DF35CF33
9937B3A0CB9248A1 10B62FDCE4EBAAS51 81957AD408CEC995 257F4A7D524D7B0OB
10 OBAC2A84C29A1E2B 203578820A8F27D0 82E64C677356A82E 6730781342D118%B
6AD288DAB3DEODS53 9937B3A0CB9248A1 10B62FDCE4EBAA51 81957AD408CECE95
11 DD3FF8A140485C25 OBAC2A84C29A1E2B 203578820A8F27D0 82E64C6A{356A82E
3149B728123C465E 6AD288DAB3DEODS53 9937B3A0CB9248A1 10B62FDCE4EBAASL
12 E826239F830C5346 DD3FF8A140485C25 OBAC2A84C29A1E2B 2035%8820A8F27D0
4BB7B199C4CED186 3149B728123C465E 6AD288DAB3DEOD53 993 MB3A0CB9248A1
13 32215CE49AAE40F8 E826239F830C5346 DD3FF8A140485CZ5,0BAC2A84C29A1E2B
9A2872C72D790D49 4BB7B199C4CED186 3149B728123C465E" 6AD288DAB3DEODS3
14 859533BACA57F94E 32215CE49AAE40F8 E826239F830C5346 DD3FFB8A140485C25
539F225D25EBEB4C 9A2872C72D790D49 4BB7B199C4CED186 3149B728123C465E
15 A88704D9962849F3 859533BAC457F94E 3221L5CE49AAE40F8 E826239F830C5346
63BF0472EF24F7A5 539F225D25EBEB4C 9A282C72D790D49 4BB7B199C4CED186
16 3AAS5C566A6CFADIC A88704D9962849F3~859533BAC4A57F94E 32215CE49ARE40F8
CE23F6380EAD33C2 63BF0472EF24F7A5, 539F225D25EBEB4C 9A2872C72D790D49
17 2E9C483A7C08CI9C1 3AA5C566A6CEADIC AB88704D9962849F3 859533BAC4A57F94E
BO33F945F3E6B4A2 CE23F6380EAD33C2 63BF0472EF24F7A5 539F225D25EBEB4C
18 5A68585AE0835231 2E9C48BA7C08CI9C1 3AA5C566A6CFADIC A88704D9962849F3
8A0187A9CES3D875 BO33R945F3E6B4A2 CE23F6380EAD33C2 63BF0472EF24FT7AS
19 CF9CD481E6407CED 5A68585AE(0835231 2E9C483A7C08C9C1 3AA5C566A6CFADIC
37A29FA30531BACA . BA0187A9CES3D875 BO33F945F3E6B4A2 CE23F6380EAD33C2
40 3F463F864F64MD9 CFICD481E6407CED 5A68585AE0835231 2E9C483A7C08C9C1
OCF45BB3COAE847D 37A29FA30531BACT7 8A0187A9CE93D875 BO33F945F3E6B4A2
41 CEA26288DFF931A5 3F463F864F6474D9 CFI9CD481E6407CED 5A68585AE0835231
34F1BSK46BF48AT73 0CF45BB3C07E847D 37A29FA30531BACT7 8A0187A9CE93D875
42 89634CDOF4F6CO8A CEA26288DFF931A5 3F463F864F6474D9 CFI9CD481E6407CED
SX/28A543405A8E4 34F1B5F46BF48A73 OCF45BB3C07E847D 37A29FA30531BACT
23 625FA38464E5C880 89634CDOF4F6CO8A CEA26288DFFI931A5 3F463F864F6474D9
CEE1B47A49B2FC42 3A728A543405A8E4 34F1B5F46BF48A73 0CF45BB3CO07E847D
24 7DD21453A15A3B92 625FA38464E5C880 89634CDOF4F6C08A CEA26288DFF931A5
9308BFALIBEIF800B CEE1B47A49B2FC42 3AT728A543405A8E4 34F1B5F46BF48A73
25 3D76277BC8CB0601 7DD21453A15A3B92 625FA38464E5C880 89634CDOF4F6CO8A
480E017F5D1FOB1E 9308BFAIBE1F800B CEE1B47A49B2FC42 3AT728A543405A8E4
26 C8D904196F5A1F54 3D76277BC8CB0601 7DD21453A15A3B92 625FA38464E5C880
4BD2F1F6E940C332 480E017F5D1FOB1E 9308BFA1IBE1F800B CEE1B47A49B2FC42
27 B033139B58B6E423 C8D904196F5A1F54 3D76277BC8CB0601 7DD21453A15A3B92
F816EC1ICBEOADAFB 4BD2F1F6E940C332 480E017F5D1FOB1E 9308BFA1BE1F800B
28 097768182CB65F57 B033139B58B6E423 C8D904196F5A1F54 3D76277BC8CBO601
62E3DES4DCD8F974 F816ECICBEOADAFB 4BD2F1F6E940C332 480E017F5D1FO0B1E
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29 3196649AB5F5CC39 097768182CB65F57 B033139B58B6E423 C8D904196F5A1F54
F6887DE116DOBD8F 62E3DE54DCD8F974 F816ECICBEOADAFB 4BD2F1F6E940C332
30 F78D3D221D16965F 3196649AB5F5CC39 097768182CB65F57 B033139B58B6E423
C7E4859C2858ED3C F6887DE116DOBD8F 62E3DE54DCD8F974 F816ECICBEOADAEB
31 F58E9876B4984B51 F78D3D221D16965F 3196649AB5F5CC39 097768182CB65F57
621352B394B8CA02 C7E4859C2858ED3C F6887DE116DOBD8F 62E3DE54DCD8F974
32 38FBFOE726E04F78 F58E9876B4984B51 F78D3D221D16965F 3196649AB5F5CC39
4319856F17A0A430 621352B394B8CAO2 C7E4859C2858ED3C F6887DE116DOBDSF
33 F4BEOB32A57597A2 38FBFOE726E04F78 F58E9876B4984B51 F78D3D221D16965F

o200 70\ 2D AT DA DO A21 000 cn 1 JANNARN 201 200D 20 AD0OCNNAD T A0 00D 0 020

34 F8A6B3FE2E4F0634 F4BEOB32A57597A2 38FBFOE726E04F78 F58E9876B4984B5[L
602663CO0F34EFF33 C6D392A3B4EBOED8 4319856F17A0A430 621352B394BECA02
35 9BC3871BE8046113 F8A6B3FE2E4F0634 F4BEOB32A57597A2 38FBFOE736E04F7B
05542ECD9883C6BA 602663CO0F34EFF33 C6D392A3B4EBOED8 4319856E17A0A430
36 F1BD2D46BE619585 9BC3871BE8046113 F8A6B3FE2E4F0634 FABEOB32A57597ApP
E47B9933BAFDC655 05542ECD9883C6BA 602663COF34EFF33 C6R392A3B4EBOEDS
37 24C84B58D119AFFE F1BD2D46BE619585 9BC3871BE80461 13/ FBAGB3FE2E4F063f
5AEOB1175BEB5D2B E47B9933BAFDC655 05542ECD9883C6BA 602663COF34EFF33
38 EC6D3ABC2B291FD3 24C84B58D119AFFE F1BD2D46BE619585 9BC3871BE804611PB
9ECC381D277748A3 5AEOB1175BEB5D2B E47B9933BAFDC655 05542ECD9883C6BA
39 E266C1F77D5EE90E EC6D3ABC2B291FD3 24Q84B58D119AFFE F1BD2D46BE61958p
D92F34C110296B32 9ECC381D277748A3 5AEOB1175BEBS5D2B E47B9933BAFDC655
40 5ADBAR463642B570 E266C1F77D5EE9QE EC6D3ABC2B291FD3 24C84B58D119AFFE
83E8F410F859388E D92F34C110296B32/9ECC381D277748A3 S5AEOB1175BEBSD2B
41 50FDB7BB2E499A34 5ADBAA463642ZB570 E266C1F77DS5EE9OE EC6D3ABC2B291FDRB
257ED8EAG645E933A 83E8F410E859388E D92F34C110296B32 9ECC381D277748A3
42 06514212BB7FA152 50FDBIBB2E499A34 5ADBAA463642B570 E266C1F77D5EE90
466781DB35181ABE 257EDSEA645E933A 83E8F410F859388E D92F34C110296B32
43 673ED5A55FF2B07D, (06514212BB7FA152 S50FDB7BB2E499A34 5ADBAA463642B57D
BA78F3545E7914FR0N\466781DB35181ABE 257EDS8EA645E933A 83E8F410F859388E
44 125E2E5118393E2B 673ED5SAS5FF2B07D 06514212BB7FA152 50FDB7BB2E499A3
4453B23A3E13B090 BAT78F3545E7914F0 466781DB35181ABE 257ED8EA645E933A
45 07EE813DF5910CEC 125E2E5118393E2B 673ED5AS55FF2B07D 06514212BB7FALS
EAEOR3A0510D23CC 4453B23A3E13B090 BAT78F3545E7914F0 466781DB35181ABE
46 GAQS08F0A1D719C3 07EE813DF5910CEC 125E2E5118393E2B 673EDSAS5FF2B0O7P
A93815EB58891016 EAE013A0510D23CC 4453B23A3E13B090 BAT78F3545E7914F0
47 OFC8F3B3EFCB1B96 0AO508FO0A1D719C3 07EE813DF5910CEC 125E2E5118393E2B
AQ71CC73B966E801 A93815EB58891016 EAE013A0510D23CC 4453B23A3E13B090
48 02AA5B28199F304A OFC8F3B3EFCB1B96 0A0508F0A1D719C3 07EE813DF5910CEC
A49F1E14F8A2BE7A AO071CC73B966E801 A93815EB58891016 EAE013A0510D23CC
49 9223E1B34382F104 02AA5B28199F304A OFC8F3B3EFCB1B96 0A0508F0A1D719C3
BFE2106E512A7331 A49F1E14F8A2BE7A AQ071CC73B966E801 A93815EB58891016
50 EO1AIE47EE8D5656 9223E1B34382F104 02AA5B28199F304A OFC8F3B3EFCB1B96
592B899B35469A78 BFE2106E512A7331 A49F1E14F8A2BE7A A071CC73B966E801
51 FATB17AAD857C2F4 EO1ALlE47EE8D5656 9223E1B34382F104 02AA5B28199F304A
EB6E8LSE4682C1671 592B899B35469A78 BFE2106E512A7331 A49F1E14F8A2BETA
52 0C523B7A3C84AB77 FATB17AAD857C2F4 EO1A1E47EE8D5656 9223E1B34382F104
B5E8SOE871ACOC005 EB6E8S5E4682C1671 592B899B35469A78 BFE2106E512A7331
53 C773D8B69DALIFDE2 0C523B7A3C84AB77 FATB17AAD8S57C2F4 E01AIE47EE8D5656
BE2B0602FC6F8F65 BS5ES80E871ACOC005 EB6E85E4682C1671 592B899B35469A78
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54 C6B1BC79A4F23679 C773D8B69DALIFDE2 0C523B7A3C84AB77 FATB17AAD857C2F4
C80BDC57F38A05E4 BE2B0602FC6F8F65 B5SE8SOE871ACOC005 EB6ES8SE4682C1671
55 BEF9BBOFE467FD60 C6B1BC79A4F23679 C773D8B69DA1FDE2 0C523B7A3C84AB77
1DABOBD116E434E5 C80BDC57F38A05E4 BE2BO602FC6F8F65 B5E8S0OE871ACOC005
56 8E3DB3E380EC7F22 BEFI9BBOFE467FD60 C6B1BC79A4F23679 C773D8B69DA1FDE2
32EF50751734FFEE 1DABOBD116E434E5 C80BDC57F38A05E4 BE2BO0602FC6F8F65
57 1003EC42412C7B7D 8E3DB3E380ECT7F22 BEFI9BBOFE467FD60 C6B1BC79A4F23679
1ECOD46F349FD058 32EF50751734FFEE 1DABOBD116E434E5 C80BDCS57F38A05E4
58 375FACC76291F85E 1003EC42412C7B7D 8E3DB3E380EC7F22 BEFIBBOFE467FD60

COCODRONAQ00T QT 0D 1NN ACT 240N AE0 200D ENTJC 12400 1 NADRADRNT 1 oo 42 A0

39 BD113D92E0354FB9 375FACCT76291F85E 1003EC42412C7B7D 8E3DB3E380ECTF22
E66C73DB3FAD397D 59C8BC0488F9768B 1ECOD46F349FD058 32EF50751734FFEE
40 2F61D4FD8E36D9D4 BD113D92E0354FB9 375FACC76291F85E 1003EC42412CT7B#D
E9F21933E1C02948 E66C73DB3FAD397D 59C8BC0488F9768B 1ECOD46F349ED(58
41 1B1AD88B92701AE2 2F61D4FD8E36D9D4 BD113D92E0354FB9 375FACCH6291F85E
6FDOC1719BCAC335 E9F21933E1C02948 E66C73DB3FAD397D 59C8BC0488F9768B
g2 93D09FCO6A19C5DA 1B1AD88B92701AE2 2F61D4FD8E36D9D4 BDZX18PI2E0354FB9
B765273F571A571E 6FDOC1719BCAC335 E9F21933E1C02948 E66C73DB3FAD397D
g3 04BEA2CE99CC3BF6 93D09FCO06A19C5DA 1B1AD88B92701AE2y2F61D4FD8E36D9D4
6AB0E443C2F63714 B765273F571A571E 6FDOC1719BCAC385 " E9F21933E1C02948
44 02EBFCOA13492F52 04BEA2CE99CC3BF6 93D09FCO6A19C5DA 1B1AD88BI92701AE2
77300C52E05AF415 6ABOE443C2F63714 B765273E5(IAS71E 6FDOC1719BCAC335
€45 1BF525ABCE8D6F04 02EBFCOA13492F52 04BEA2CE99CC3BEF6 93D09FCO6A19C5DA
8FAF12C33BB371B9 77300C52E05AF415 6ABOE443C2F63714 B765273F571A571E
g6 B6A36A3431547328 1BF525ABCESD6OF04~02EBFCOAL3492F52 04BEA2CE99CC3BFE6
FA8BB40B4E08100F 8FAF12C33BB371B9, 77300C52E05AF415 6ABOE443C2F63714
€7 FFDAF83202AF0D72 B6A36A3431547828 1BF525ABCE8D6F04 02EBFCOA13492F52
8045A82F723A9B4E FA8BB40B4EQS8IOOF 8FAF12C33BB371B9 77300C52E05AF415
€48 12737373D2985232 FFDAF83202AF0D72 B6A36A3431547328 1BF525ABCE8D6F04
870DBCE23BAD8988 8045A82F723A9B4E FA8BB40B4E08100F 8FAF12C33BB371B9
g9 6189F68162B256B5 12%37373D2985232 FFDAF83202AF0D72 B6A36A3431547328
8CO59AF157146580. 87V0DBCE23BAD8988 8045A82F723A9B4E FASBB40B4E08100F
710 20BOA9SA1D21C482D 6189F68162B256B5 12737373D2985232 FFDAF83202AF0D72
F22B874C96A85EC8 8CO59AF157146580 870DBCE23BAD8988 8045A82F723A9B4E
11 EF6D863C2127B394 20B0A9A1D21C482D 6189F68162B256B5 12737373D2985232
B7AEE283B7D69DAB F22B874C96785EC8 8CO059AF157146580 870DBCE23BAD8988
712 DBEEFEBB442689074 EF6D863C2127B394 20BOA9A1D21C482D 6189F68162B256B5
22491ABI9CDECB6B0 B7AEE28337D69DAB F22B874C96785EC8 8CO059AF157146580
73 4694354944A9F487 D3EFE8B442689074 EF6D863C2127B394 20BOA9A1D21C482D
659890A5818D0C50 22491ABI9CDECB6B0 B7AEE28337D69DAB F22B874C96785EC8
74 B93C2403773DD08C 4694354944A9F487 D3EFE8B442689074 EF6D863C2127B394
88C2C2AC52C4F679 659890A5818D0C50 22491ABI9CDECB6B0 B7AEE28337D69DAB
75 025848E3AB6B69D3 B93C2403773DD08C 4694354944A9F487 D3EFE8B442689074
750DA3D4E16A1B64 88C2C2AC52C4F679 659890A5818D0C50 22491ABIOCDECB6BO
76 396B53E58D04471B 025848E3AB6B69D3 B93C2403773DD08C 4694354944A9F487
700486BF252CBA75 750DA3D4E16A1B64 88C2C2AC52C4F679 659890A5818D0OC50
77 51B6F9A3CICEEB4A 396B53E58D04471B 025848E3AB6B69D3 B93C2403773DD08C
E6B3850DESBAE6230 700486BF252CBA75 750DA3D4E16A1B64 88C2C2AC52C4F679
78 526A98F5DC595406 51B6FI9A3CICEEB4A 396B53E58D04471B 025848E3AB6B69D3
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The following eight words, Yo, Y1, Y2, V3, Va4,
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4FODCF74AEAT76F90 E6B3850DESAE6230 700486BF252CBA75 750DA3D4E16A1B64
79 DEB3EEAA973BBI9DD 526A98F5DC595406 51B6F9A3CICEEB4A 396B53E58D04471
3665B5DBB6C2E055 4FODCEF74AEAT6F90 E6B3850DE8SAE6230 700486BF252CBATS

the round-function.

Yo=2A7F1D895FD58EOB W DEB3EEAA973BBIDD = 09330C33F71147E8
Y1 =EAAE96D1A673C741 W 526A98F5DC595406 = 3D192FC782CD1B47
Y2=015A2173796C1A88 ¥ 51B6FOA3CICEEB4A =53111B173B3B05D2
Y3 =F6352CA156ACAFF7 W 396B53E58D04471B = 2FA08086E3B0OF712
Ya=C662113F9FEBBADGA W 3665RSDBROC2EOSS =FCCICTIASSTE2DRY

B

Y5, Y5 and Y7, represent the output of the final iteration of

The f

B.7.1

In thi

The h

B.8

B.8.1
In thi

The h

B.8.2

Y5 =17B61A85E2CCF0A9 W 4FODCF74AEAT6F90 = 66C3E9FA91746039
Y6 =37EBOA6660FEB519 W E6B3850DESAE6230 = 1E9F1F7449AD1749
Y7=8F2EBE9A81E6A2C5 W 700486BF252CBA75 = FF334559A7135D3A

bllowing is the hash value for this message.

09330C33F71147E8 3D192FC782CD1B47 53111B173B3B05D2 2FAOG8086E3BOFT712
FCC7C71A557E2DB9 66C3E9FA91746039

1 Example 11
s example, the data string is the 32-byte string consisting.of the ASCII-coded version

“abcdbcedecdefdefgefghfghighijhijk”

ash-code is the following 384-bit string.

D4CC646A83A55044 DF94814DB93BE062 E656623DBOBIE2DA B8819174589BF0C9
D7192B9799E30169 8B97ADAA3D82E20C

Dedicated Hash-Function 7 (WHIRLPOOL)

Example 1
s example, the data string is the empty string, i.e. the string of length zero.

ash-code is the following 512-bit string.

19ER6ID75522A466 9B44E39C1D2E1726 C530232130D407F8 SAFEE0964997F7A7
SH33BE698B288FEB CF88E3E03C4F0757 EA8964E59B63D937 08B138CC42A66EB3

Example 2

In this example, the data string consists of a single byte, namely the ASCII-coded version of the letter “a”.

The hash-code is the following 512-bit string.

8ACA2602792AEC6F 11A67206531FB7D7 FODFF59413145E69 73C45001D0087B42
D11BC645413AEFF6 3A42391A39145A59 1A92200D560195E5 3B478584FDAE231A

B.8.3 Example 3

In this example, the data string is the 3-byte string consisting of the ASCII-coded version of “abc”.
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After the padding process, the 8 x 8 matrix Z' derived from the data string is as follows.

The Ko matr

The following are (hexadecimal representations of) the succéssive values of the variables K; for i

10 and W'

108

61
00
00
00
00
00
00

62
00
00
00
00
00
00

63
00
00
00
00
00
00

80
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00

00

00

00

00

00

00

18

X (from the initialization value, IV) and X"’ matrix are as follows.

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

61
00
00
00
00
00
00
00

62
00
00
00
00
00
00
00

63
00
00
00
00
00
00
0Q

80
00
00
00
00
00
00
00

00
00
00
00
00
0o
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
60
00
00
00
00
18

=1 to

e
30 0B EE CO AF 90 29 67 OF 34 9A FF 3F F3 2F EO
28 28 28 28 28 28 28 28 EB CD CD 13 CD 26 DE 87
28 28 28 28 28 28 2828 2D 2C 98 98 5A 98 B4 C2
28 28 28 28 28 28,28 28 89 03 83 8F 8F 06 8F 0OC
28 28 28 28 28.28 28 28 00 00 00 00 00 00 00 00
28 28 28 28\28 28 28 28 00 00 00 00 00 00 00 0O
28 28 28.28 28 28 28 28 05 14 05 28 11 OA 2D 05
28 28,28 28 28 28 28 28 00 00 00 00 00 00 00O 0O
i=2:
R AR 390 FQ EA DI AE 24 1D 0D 4C DA 43 Fa RO 98
44 45 45 66 45 E9 CB AF E4 5E 3F B8 7B C7 AA 10
70 FE A4 A4 C5 A4 B2 89 C3 31 D1 56 FD E7 7B 8F
C5 FA A9 E1 E1 CC E1 AO 68 2F 47 Al BE 4A 53 39
48 AC CO 5C FC FC B8 FC B2 A2 B8 2F 20 72 FO 6C
8F F7 0OE 26 90 8F 8F 69 03 D9 F4 6C 67 B1 79 72
96 79 14 07 D7 85 79 79 2C 67 87 6E FD 5C 25 F8
F8 A8 F8 68 B8 C8 78 F8 44 E6 4C 70 50 7C D8 26
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i=3:
D3 19 BF DB 30 46 70 58 EF ED 35 67 80 8E 8D 63
29 5B 23 D1 AF CF 37 DB 2F 03 49 91 5B 18 5C 24
01 2C 8A C2 8B 95 AC 98 77 96 F6 03 BF AA F8 E3
81 63 9E B1 CO B2 06 A7 OA DC 04 7B 58 5A A5 Al
44 5E 60 7A BO B2 09 DB 47 96 DA T7F 56 E4 CC 29
73 5B 2C CF BC 8C BC 71 20 70 D5 D8 50 01 C8 98
DC 67 09 24 EF ED DD D3 A7 4C 23 FA Fo6 81 49 Al
7B 8D 3B FO D7 3B 7D 19 4A CE 46 7D 7D BO 73 A9

i=4:
38 BE AA Cl1 DE 11 65 86 95 BD DE 1ERCA OF CA 19
68 7C F3 DO 4A 87 33 7TF D3 Cl CEzo6€ A0 2E 41 ES8
F3 37 FA DB 98 AD FO 57 74 C3(5C 63 15 C5 B9 8A
C5 E2 42 58 EE 35 8D BC 36 .FO“4E 42 FE 2D DO 5E
11 09 FO E8 99 6E 24 7E OA~3C 50 76 Al 91 F8 EC
01 C5 D6 ED 10 BO 34 01 48 6B C7 3E 61 D2 A4 DC
FB C9 52 F1 7B 28 EC D3 ED B8 FO C5 2C FO 5C 72
32 56 DC 0C C7 F1 27 40 FA 3D 00 D4 FB 9A 66 FF

i=5:
AF 25 A5 20 94\9B CF 14 06 A6 BA 18 05 54 8D 33
Cl 36 26 A9 _E3 C4 53 4D 84 55 FE C4 1F B2 0B 1C
E6 OF 7D\86 77 40 F9 E1 6E A2 93 49 3F 17 89 B7
91 5D~E6 BB E2 6A 06 29 7D 02 C9 A0 52 85 BB EF
9645A" 54 CC 4C FE 5E 8D AC 55 D7 A9 44 48 89 A9
BEr EO 31 CB 62 32 3A A6 CB DE BE 43 AA 4D BS AO
Bl 7B 59 18 96 84 6A 47 60 A6 BA CO 25 D9 4F 8C
D4 FO C9 36 27 59 AF 31 D7 E4 62 E5 D4 A8 CC CO
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i=6:
E2 F9 B5 CO 25 37 OB BO DB 1D A8 4A 33 38 4D B3
39 2B CB A2 16 84 94 A5 97 4C 8E 1A 3E 51 F3 48
60 8A F8 CE FA 34 8C 14 47 66 64 C2 33 F5 F2 A9
7A A5 37 64 41 8C 92 19 85 FD AA Bl D5 CB C3 6E
B3 F3 46 Al FA 83 3F 89 5D 89 59 F2 E1 F8 71 D4
97 49 3F 48 78 02 CF 7C 8C 1F B9 78 8C 16 DD 05
DC AD E8 BA 1FE 00 8F 23 62 AF 63 S5F 6D EE D5 F4
92 77 4F 49 ED BO 32 3D D8 5B 74 35 5F 8A 98 47

i=7:
75 41 63 82 77 4D FF 2F 59 3D 86 BD A8 CE\25 E5
FF FA 38 DO 55 03 46 00 BB 33 95 78 26,3 7D 82
BF 7D 02 49 3E 98 F3 61 EF 46 1D AEDC AD 0C 3C
F4 A8 60 C2 9A E5 CE OB AF A0 E2 86 S5E 8B A3 F9
C8 DF 5A 44 EE 5D 9D 27 C8 8C,0B 43 27 84 31 F4
23 F4 5A 55 04 75 00 A4 41 9F 51 64 4E 55 78 C2
BO 16 10 12 02 F9 E2 8C E4. C7 C3 B5 EE A4 C5 86
AC 30 CD 29 68 33 33 1D 49 F8 AB 68 4A 4C 96 B7

i=8:
03 6B F1 82 68 84 ABR-89 9C 0D 38 97 73 B2 E4 35
99 40 C6 62 D8 46)71 63 4D 44 89 58 D4 59 27 ES8
4C 43 3E 17 4B\19 C2 10 AD 59 2E BO 4C A3 63 32
E2 9C CF D3%4C FF 86 C5 EO D4 70 F3 83 5A 15 59
21 FF 1% A0 42 DF 26 53 9A 92 69 8C 76 40 Al 51
1B 8H 00 CB 6C E4 4B 13 57 2E 81 EA CB A4 3C 36
Ao 12 3B F7 A3 47 B7 CE 5D 63 2F A7 36 BE 4B 61
D9 18 90 OE 3B 28 33 CA 40 OF DA CB 8B 9D E3 8A
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i=9:
DO 1C 67 7A OA 9A 2C F9 4B FO 5E 9B 46 14 16 DO
2A 94 2F 53 4A 63 B6 B2 72 A8 Cl 34 47 13 17 2D
88 42 22 46 FE AC A8 B4 17 33 2A 69 FB 34 98 98
47 4A 5C C7 3D 58 35 59 83 B1 EE 37 93 47 EC A0
74 A6 92 5D A5 5C 6F Al 3B 39 67 11 23 35 B5 78
77 17 E6 8C C4 73 5C 39 FC 78 3D 1F 9D 2F B6 AE
08 2A 3B 0B 53 EC 1A C6 3C F9 38 64 96 9B DE 6C
2A F6 58 EB 81 4D E7 62 42 5A D1 47 6C 0C 49 AEK

i=10:
48 95 48 B6 01 EE BC 3A 2F 46 2B 24NC6 F4 86 BB
A5 0D 6B C6 6B ED 8E 81 16 B6 5672¢ 73 B4 02 0B
EO CE 3D CF 88 26 5A 75 F3 04(3B ' 3A 73 1B CE 72
C2 8C 4A DB CO F6 9C E9 1A ,Bl“B3 03 D9 7E 6D 4cC
54 B7 9C D5 7F 71 85 13 71~81 EE BD B6 C5 7E 27
43 41 4B 8A 97 7D 0B 7B 7D OE 34 95 71 14 CB D6
63 19 35 BB DB F6 15 7A C7 97 FC 9D 95 D8 B5 82
6A 7A 4E F6 37 01 82 27 D2 25 29 20 76 D4 EE ED

The value of Y’ output from the round-funetion is as follows.

4E 24 48 A4 C6 F4 86 BB
16 B6 56 2C 73 B4 02 OB
F3 04 3E 3A 73 1B CE 72
1A E1 B3 03 D9 7E 6D 4C
71 81 EE BD B6 C5 7E 27
7D OE 34 95 71 14 CB D6
C7 97 FC 9D 95 D8 BS5 82
D2 25 29 20 76 D4 EE F5

The Hash-~code is the following 512-bit string.

4E2448A4C6F486BB 16B6562C73B4020B F3043E3A731BCE72 1AE1B303D97E6D4C
7181EEBDB6C57E27 7D0E34957114CBD6 C797FC9D95D8B582 D225292076D4EEFS

B.8.4 Example 4
In this example, the data string is the 14-byte string consisting of the ASCII-coded version of

“message digest”

The hash-code is the following 512-bit string.

378C84A4126E2DC6 E56DCC7458377AAC 838D00032230F53C E1F5700COFFB4D3B
8421557659EF55C1 06B4B52AC5A4AAA6 92ED920052838F33 62E86DBD37A8903E
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B.8.5 Example 5

In this example, the data string is the 26-byte string consisting of the ASCII-coded version of

“abcdefghijklmnopqrstuvwxyz”

The hash-code is the following 512-bit string.

F1D754662636FFES 2C82EBB9212A484A 8D38631EAD4238F5 442EE13B8054E41B
08BF2A9251C30B6A OB8AAE86177AB4A6 F68F673E7207865D 5D9819A3DBA4EB3B

B.8.6 Example 6

In this exam

The hash-co

ple, the data string is the 62-byte string consisting of the ASCII-coded version of
“ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”
e is the following 512-bit string.

DC37EO08CF9EE69B F11FOOEDY9ABA2690 1DD7C28CDEC066CC 6AF42E40F82F3A1E
08EBA26629129D8F B7CB57211B9281A6 5517CC879D7B9621 42C65F5ATAF01467

B.8.7 Example 7

In this exan
repetitions ¢

The hash-co

ple, the data string is the 80-byte string consistifig of the ASCII-coded version of
f

“1234567890*
e is the following 512-bit string.

466EF18BABB0154D 25B9D38A6414E6G0 8784372BCCB204D6 549C4AFADB601429
4D5BD8DF2A6C44E5 38CD047B2681A51A 2C60481E88C5A20B 2C2A80CEF3A9A083B

B.8.8 Example 8

In this exam

ple, the data string is the 32-byte string consisting of the ASCII-coded version of

“abcdbcdecdefdefgefghfghighijhijk”

After the padlding process,the two 8 x 8 matrices derived from the data string are as follows.

112

61 62 63 64 62 63 64 65 00 00 00 00 00 00 00 00
63 64 65 66 64 65 66 67 00 00 00 00 00 00 00 00
6h 66 67 68 66 67 68 60 00 00 00 00 00 00 00 00
67 68 69 6A 68 69 6A 6B 00 00 00 00 00 00 00 00
80 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 01 00

eight
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The first Z’' matrix is as follows.

61 62 63 64 62 63 64 65
63 64 65 66 64 65 66 67
65 66 67 68 66 67 68 69
67 68 69 6A 68 69 6A 6B
80 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

-3:2018(E)

00 00 00 00 00 00 00 00

For the first Z’' matrix, the Ko matrix (from the initialization value, IV) and the X"’ mafrix ai

00 00 00 00 00 00 00 00 61 62 63 64 62 63 64~65
00 00 00 00 00 00 00 0O 63 64 65 66 64 65)06" 67
00 00 00 00 00 00 00 0O 65 66 67 68 66 68 69
00 00 00 00 00 00 00 0O 67 68 69 6A,68) 69 6A 6B
00 00 00 00 00 00 00 00 80 00 000000 00 00 00
00 00 00 00 00 00 00 00 00 00 Q6,00 00 00 00 00
00 00 00 00 00 00 00 00 00 06, 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 00 00 00 00 0O 00 0O

e as follows.

The fpllowing are (hexadecimal representations of) the successive values of the variables K; fori=1 to
10 and W'
i=1:
30 0B EE CO AF 90 29467 86 B9 56 DD B4 BD 40 C2
28 28 28 28 28 2828 28 0B 48 C1 2E 83 9C 2E 41
28 28 28 28 2€-28 28 28 40 5E OA ED 5C E9 42 E7
28 28 28 26,28 28 28 28 B2 1E 5B 93 43 07 7C 4D
28 28 2828 28 28 28 28 19 04 67 A3 57 CF DA ED
28 28\.28 28 28 28 28 28 59 36 7D 57 F8 E7 EA 60
28.28 28 28 28 28 28 28 98 D1 1B 6A C6 1C 4B CD
28 28 28 28 28 28 28 28 5E B9 76 56 F3 51 F4 43
i=2:
3B AR 80 FQ FA DI AR 24 10 54 22 C2 9F QQ 80 4F
44 45 45 66 45 E9 CB AF 6B C6 9F OA 98 41 BA 45
70 FE A4 A4 C5 A4 B2 89 6B OB DE 38 1B F6 5A 3F
C5 FA A9 E1 E1 CC E1 AO 34 F5 52 E4 38 30 DA 32
48 AC CO 5C FC FC B8 FC A7 4F 3B C9 F2 58 65 5B
8F F7 OE 26 90 8F 8F 69 2C 84 5C F8 DE BA 57 52
96 79 14 07 D7 85 79 79 OB 0B CB 4F 5F 5F 13 10
F8 A8 F8 68 B8 C8 78 F8 B4 43 90 D6 92 4F 65 12
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i=3:
D3 19 BF DB 30 46 70 58 8F 55 E3 10 51 E9 E7 43
29 5B 23 D1 AF CF 37 DB F3 AE 56 Al 2E 86 11 01
01 2C 8A C2 8B 95 AC 98 01 78 57 78 4C 25 EE 95
81 63 9E Bl CO B2 06 A7 8B 13 D5 66 9A EA A5 53
44 5E 60 7A BO B2 09 DB 55 EO 9A 46 78 79 57 56
73 5B 2C CF BC 8C BC 71 E2 3E F3 AF D4 5F 66 62
DC 67 09 24 EF ED DD D3 05 E9 CA 43 59 FC 08 53
7B 8D 3B FO D7 3B 7D 19 6A 11 68 9A 3D 24 86 2C

i=4:
38 BE AA Cl1 DE 11 65 86 BD A3 5F AC C8 4B\ 9B 24
68 7C F3 DO 4A 87 33 TF D4 D5 53 36 8APA 90 C8
F3 37 FA DB 98 AD FO 57 7D 9A 3C 527B5 B9 28 OB
C5 E2 42 58 EE 35 8D BC FE CD D7 €8 5D 98 AC 21
11 09 FO E8 99 6E 24 7TE F6 D3,ES F5 Al CO 68 FO
01 C5 D6 ED 10 BO 34 01 D9 ~N/ 56 2D F1 C4 3C B6
FB C9 52 F1 7B 28 EC D3 G2y 85 71 D3 B2 94 91 69
32 56 DC 0C C7 F1 27 40 E2 B9 81 C5 7C 60 42 23

i=5:
AF 25 A5 20 94 9B CE-14 15 03 B3 53 CF 70 04 4D
Cl 36 26 AS E3 G4)53 4D DO 74 26 9B 60 EC 9B 92
E6 OF 7D 86 717\40 F9 E1 BE 22 90 B3 34 54 C2 84
91 5D E6 BBMEZ2 6A 06 29 20 F3 7D 53 7D D1 C1 BA
96 5A 54.€C 4C FE 5E 8D 87 OE 9B F5 41 7C 2D 29
BE E9 91 CB 62 32 3A A6 A8 52 51 52 21 71 D5 9D
BB 59 18 96 84 6A 47 96 9C 26 6D 4A B9 C6 AB
R4 FO C9 36 27 59 AF 31 5A 2B DD 3C D9 8A D1 04
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i=6:
E2 F9 B5 CO 25 37 OB BO Bl 44 C5 6B 09 97 59 91
39 2B CB A2 16 84 94 A5 CF 0D 2C 26 CO C7 93 54
60 8A F8 CE FA 34 8C 14 18 DO BE 9C 7A 35 09 8A
7A A5 37 64 41 8C 92 19 32 8B E8 B4 2C BO 10 2A
B3 F3 46 Al FA 83 3F 89 02 01 B5 CC 2C 68 E9 9C
97 49 3F 48 78 02 CF 7C 12 BF EO 28 EB 7D 3F F1
DC AD E8 BA 1F 00 8F 23 49 BD 0B 4F 55 81 21 AA
92 77 4F 49 ED BO 32 3D 35 F4 59 17 F1 5C 49 pE

i=7:
75 41 63 82 77 4D FF 2F DD D3 6C 6CHNM 7A C1 16
FF FA 38 DO 55 03 46 00 03 42 87/2Pb A6 3A 4C F4
BF 7D 02 49 3E 98 F3 61 5D CO(CS5 7D 6B BC 49 81
F4 A8 60 C2 9A E5 CE 0B 7C 158 40 FO CD DA 1E
C8 DF 5A 44 EE 5D 9D 27 46~AD D5 C4 F9 77 40 C7
23 F4 5A 55 04 75 00 A4 FF 2E 7D 33 E9 7D 27 BA
BO 16 10 12 02 F9 E2 8C 2C CC DF EF 3A 86 58 08
AC 30 CD 29 68 33 33 1D FB AC B4 52 D2 63 9C 25

i=8:
03 6B F1 82 68484 AD 89 7B 3B 3C 7B 2D 73 FF 3C
99 40 Co6 62 D8 46 71 63 32 7A 01 65 DD 7C 8C 7A
4C 43 3ENL7 4B 19 C2 10 OF 70 81 E9 7B A3 B6 80
E2 9G-€F D3 4C FF 86 C5 25 DF D5 33 66 08 A2 55
21«EF 11 A0 42 DF 26 53 AB 95 54 FC ED D2 51 92
B 8E 00 CB 6C E4 4B 13 10 3A 15 9C FE CA CF 6E
A6 12 3B F7 A3 47 B7 CE 38 DA 67 14 8A 69 EB B3
D9 18 90 OE 3B 28 33 CA 92 2A 69 OB 03 4B 46 69
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i=9:
DO 1C 67 7A 0A 9A 2C F9 56 21 86 2A 9C OB D3 95
2A 94 2F 53 4A 63 B6 B2 D4 5A B8 28 42 F2 59 DC
88 42 22 46 FE AC A8 B4 B2 55 11 33 27 2D E8 43
47 4A 5C C7 3D 58 35 59 B7 2C 18 04 84 19 B2 C7
74 A6 92 5D A5 5C 6F Al 0OA DD FF 03 52 91 16 83
77 17 E6 8C C4 73 5C 39 38 A7 8D 11 02 CF E8 C8
08 2A 3B OB 53 EC 1A Co6 Al 22 69 ED AD B3 2A B4
2A F6 58 EB 81 4D E7 62 BE 53 E9 FO 7C BO 79 E7

i=10:
48 95 48 B6 01 EE BC 3A 16 5A 82 D1 23 C3.92 8F
A5 0D 6B C6 6B ED 8E 81 26 E9 35 9E 6B,'¢5 TA 23
EO CE 3D CF 88 26 5A 75 17 EE A9 FEB7 C7 B4 99
C2 8C 4A DB CO F6 9C E9 71 FD 96 'B€ 8F 74 63 4E
54 B7 9C D5 7F 71 85 13 B3 BE/ 3¢ 9F 01 2A 59 09
43 41 4B 8A 97 7D OB 7B 72,90 14 59 5F 08 6E 76
63 19 35 BB DB F6 15 7A Q% 18 AF E3 65 BC 09 DE
6A 7A 4E F6 37 01 82 27 B6 AF Al 80 BC EC 2A 98

The value of|Y’ output from the round-function forithe first Z’ matrix is as follows.

77 381l B5 41 A0 36 EA
45\8D 50 F8 OF A0 1C 44
%2 88 CE 97 D1 A0 DC FO
16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01 2A 59 09
72 91 14 59 5F 08 6E 76
07 18 AF E3 65 BC 09 DE
B6 AF Al 80 BC EC 2A 98

The second X' matrix is as follows.

00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 01 0O
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For the second Z' matrix, the Ky matrix and the X" matrix are as follows.

77 38 E1 B5 41 A0 36 EA 77 38 E1 B5 41 A0 36 EA
45 8D 50 F8 OF AQ 1C 44 45 8D 50 F8 OF A0 1C 44
72 88 CE 97 D1 A0 DC FO 72 88 CE 97 D1 A0 DC FO
16 95 FF D6 E7 1D 09 25 16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01 2A 59 09 33 BE 30 9F 01 2A 59 09
72 91 14 59 5F 08 6E 76 72 91 14 59 5F 08 6E 76
07 18 AF E3 65 BC 09 DE 07 18 AF E3 65 BC 09 DE
B6 AF AL 80 BC EC 2A 98 B6 AF Al 80 BC EC 2B 08
The fpllowing are (hexadecimal representations of) the successive values of the variables K; fori=1 to
10 anld W'
i=1:
1A 78 4D 7D BD 4C 17 E6 18 23 C6 EB8 87 B8)Y01 4F
27 31 10 AA 63 C5 9E 25 00 00 00 00 ¢0,00 00 00
7A 2E B7 48 C4 5D EO 23 00 00 00 @E<€0 00 00 00
6D 0D 61 9F 6C 1D 80 AE 00 00 @O0~@0 00 00 00 00
01 A2 D5 6E DB 41 D9 A0 00 0Q ®0 00 00 00 00 00
E9 06 4C D1 27 95 FA 86 8C 23 05 AF 46 26 23 23
77 62 31 BC B4 4E Co6 01 Q00 00 00 00 00 00 00 0O
6F CD BC 98 10 78 6F EC 00 00 00 00 00 00 00 00
=2
EB OF 86 07 40 38-34 4F DF 8A 74 7E 14 4C 22 DO
87 EF DC C8 FE,45 3D 83 2B 04 B7 AE 74 89 5A 13
99 OE F5 4ENNS 1F CO EA 2F FD BC A4 26 03 AD 74
EF EO 05,7F D2 C2 41 39 99 67 EA 50 34 08 BD B9
65 8F AMDv92 3E 9A AF 47 A8 7B 8E 1A 3B 56 CD 91
A9 1D+I1C 13 BD 15 73 41 77 59 60 2D DD A2 4A 70
8l~AD 80 BD 88 B3 B3 C3 03 43 90 91 2B DE 8E 37
T6 26 63 99 AC 18 5D DO 48 6B CO 54 B9 Co6 72 C9
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i=3:
7A A3 A3 3A 99 FD F6 5E 6B 92 48 05 C3 F4 1A 6D
EO0O 78 67 CD 3E 60 BF A7 45 20 59 41 0D 59 73 6D
BC 06 8D 5D 98 70 34 84 AF 72 CF 6A 4B B6 11 F4
80 E8 69 7D 44 CF 6B EG6 A2 6D AD Cl1 12 CC 43 e6C
7E 35 09 07 AF 76 70 C3 95 8F C4 AE 60 94 74 74
3B 7E 15 0D CA 5E A9 0A 4B AB 72 C2 3E 2C BC 6D
8D 10 98 19 22 3B FC 57 ED BEF 23 BO D6 82 B0 ES8
AB DE A9 DD D3 B6 68 14 CO 4B 32 6B B5 14 B7 BB

i=4:
3D 21 15 88 E4 48 75 78 78 5A 13 A3 25 8179 C9
47 BF 56 CC 8E D4 63 CA DC 69 90 EO 14,'F2 39 AC
AE FO DO 31 74 25 3C 4E 89 5A 8F 6G S\F F9 FC E3
08 F7 59 13 4F 6D DD 37 3B 5C C5 %02 8C 4D 96 0A
C9 70 32 87 D8 F2 Cl ES8 00 28,09 E7 DA 63 5E F5
90 E9 2D 7C AB A0 8E A7 DA 35 A5 BF B6 AB C7 EA
BF 22 A6 93 Cl oE 34 74 OB 5B 90 B8 88 56 C7 9F
58 40 F3 10 BF 03 3C 14 65 09 D2 D8 ED DA C6 Bl

i=5:
AE 58 59 43 80 F4 p6-14 6B 77 9A 58 6E 21 06 C1
14 5C 2E EO 5F BO)8E FD A7 2D B3 6D 1D AD 9E 3C
CF B7 1F C1 9ANAC 6B 6A 32 CF E9 10 D3 AD CD EB
92 5C 25 E7~6C 28 7B 6B EE 4B 44 77 56 BC BC 63
57 B5 8E.S0 FB E4 61 9B 41 05 39 5E OB A3 8A 46
38 5D'B4 49 F9 44 F8 C9 07 B9 8B 76 67 41 AC BD
AS5CEE 29 38 0C 2D A8 70 E9 86 74 54 82 35 6F D9
4% 8B FE 5E 05 C3 A6 89 27 FB C9 68 EE 1E C7 57
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i=6:
Bl F3 E2 33 93 63 14 AC 53 41 C7 63 02 40 D8 3F
DD 80 87 12 BF E5 70 O0OE 7F D8 0D FB 5D 97 CF 7A
A5 F5 16 A8 2A 82 CC 76 52 47 5A 93 4A BC D9 84
8A F5 DD F3 5F B1 11 57 95 47 26 76 78 E9 10 42
62 34 D3 BC 57 72 C7 DC E5 BA FB 23 2C 32 7B 6D
8D E2 8A 61 DC 88 CB 1A 62 CA FA 6D 35 F6 AA 13
53 35 F7 4C 99 ED 19 26 43 BF 3B F2 1B 0D B4 46
95 01 75 82 F7 A6 F7 2D BC 1C 9F 38 97 77 17 BB

i=7:
7E 42 E3 38 39 72 B7 82 61 E7 C2 37hBO E6 F6 2B
79 B2 EA 12 B3 68 75 BO 46 FE O0L/CA OE 34 5A 26
D8 8D 5F 05 2F AA 73 D2 80 2E(F8 49 0D 5F 17 60
90 FC 91 61 30 BB 7B 5C 89 ,D5748 FO 59 6D 73 ES8
5A 1B F6 C2 20 10 61 23 72~D8 71 BE 44 80 9B E3
E5 31 C5 68 BC 4F 85 F8 8C 90 07 54 63 6B 77 0D
60 72 0A BA A7 90 27 03 63 1B 4E CF D7 C6 5D B5
A7 FD 03 BB E3 E9 CA 19 91 92 11 87 OF FE EA AB

i=8:
12 EF 8A A7 F3B5 7E Fo 42 C9 DC 71 10 DA FA 'IC
E9 59 60 9K 1I'8 84 D3 ED 02 5B 59 54 A2 45 83 20
93 3E 12%E9 EA 51 D7 C1 53 B6 C4 85 4D C3 52 A5
EF DA~8A 82 CB 14 13 93 3B 65 CO 24 87 E8 20 BD
4C«E® 7B 81 0D 03 9C F3 C5 3C E3 C4 9C DE 93 9F
2F 40 9C A8 76 D4 7D A3 CD 47 4A B3 CB C3 69 1B
32 72 85 CE 7A BD 39 58 24 5E FB OE 45 E6 7A 96
06 1A CE 00 E7 5F EC B5 2B 36 CC A8 8A 64 C1 40
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i=9:
7C D9 89 12 FC AB 39 B2 AC C3 BD D6 26 A6 41 FO
20 E1 E9 E6 79 8D 5E 4F E7 D8 5F 60 03 D2 7B F8
99 70 2C 2A CA E1 07 48 3F 48 9A 48 16 88 OE 1D
A4 85 C1 1F 74 6C 23 DC D9 C7 62 1D 42 6F 86 A4
CF C8 1D F4 64 41 Co6 1B AD A6 9F 9A 29 CC 8C 6D
7B 0D 6B 84 2A 58 16 40 14 63 22 F6 04 BO 94 F4
4F OA 55 C3 38 6A 0C 2D E9 1D 7D 05 0C A8 44 Fv4
E6 31 16 BA AE C9 AC EC A7 B1 5B F5 48 C5 2E F7

i=10:
B4 74 E1 56 96 31 B9 6C 5D A0 9F 11 4E 31\ 46 8B
21 A1 B6 33 CC 89 68 1A BO 5B AO0 58 EB,'¢4 53 0C
Bl 97 25 86 7B 2B 3F 09 F8 F2 94 CyOF 4E B9 92
4C 73 C7 62 93 A8 15 CF 11 50 9D ¥ 6F F4 55 4C
55 15 CO CO 9A 05 05 16 25 03,F8 9C 1A EF E7 12
23 44 8D 8D D3 5F B3 6E 09,08 62 60 A1 0D 65 20
7E 6C 2D 37 12 DO F3 3E 94» 83 05 43 C8 43 93 38
CE B8 04 F2 8D 9F C9 99 C2 F4 DA 98 A0 D7 C8 65

The value of|Y’ output from the round-function for'the second Z’ matrix is as follows.

2A 98Yy/E A4 OF 91 70 61
FSNbB6 FO A0 E4 64 4F 48
8A 7A 5A 52 DE EE 65 62
07 C5 62 F9 88 E9 5C 69
16 BD C8 03 1B C5 BE 1B
7B 94 76 39 FE 05 OB 56
93 9B AA A0 AD FF 9A E6
74 5B 7B 18 1C 3B E3 FD

The hash-cofle/is'the following 512-bit string.

2A987EA40F917061 F5D6FO0AOE4644F48 BATAS5AL52DEEE6562 07C562F988E95C69
16BDC8031BC5BE1B 7B947639FE050B56 939BAAAOADFFOAE6 745B7B181C3BE3FD

B.8.9 Example 9

In this example, the data string is the 1 000 000-byte string consisting of the ASCII-coded version of “a”
repeated 106 times.

The hash-code is the following 512-bit string.

0C99005BEBS7EFF5 OATCF005560DDEF5D 29057FD86B20BFD6 2DECAOF1CCEA4AF5S
1FC15490EDDC47AF 32BB2B66C34FF9AD 8C6008AD677F7712 6953B226E4EDSBOL
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B.9 Dedicated Hash-Function 8 (SHA-224)

B.9.1 Example 1

In this example, the data string is the empty string, i.e. the string of length zero.

The hash-code is the following 224-bit string.
D14A028C 2A3A2BCY 476102BB 288234C4 15A2B01F 828EA62A C5B3EA42F

B.9.2 Example 2

In thils example, the data string consists of a single byte, namely the ASCII-coded version afithe letter “a”.

The Hash-code is the following 224-bit string.
ABD37534 C7D9A2EF B9465DE9 31CD7055 FFDB8879 563AE980)78D6D6D5
B.9.3 Example 3

In this example, the data string is the 3-byte string consisting of thé ASCII-coded version ¢f “abc”. This
is equivalent to the bit string “01100001 01100010 01100011”.

After{the padding process, the single 16-word block derived from the data string is as follows.

61626380 00000000 00000000 00000000 000BLBO00 00000000 00000000 000000Q0
00000000 00000000 00000000 00000000 _0QOOO0O00 00000000 00000000 00000018

The fpllowing are (hexadecimal representations‘@f) the successive values of the variables Xp, X1, X2, X3,
X4, X4, Xg and X7.

INIT: C1059ED8 367CD507 3070DDL» F70E5939 FFCO0B31 68581511 64F98FA7 BEFAfFA4
0 OE96B2DA C1l059ED8 367CD507 3070DD17 0434225E FFCO0B31 68581511 64F98HA7
C20DAB6B 0E96B2DA C1039ED8 367CD507 9CAB416F 0434225E FFCO00B31 68581311
AB113B7A C20DAB6B (OE96B2DA C1059ED8 82177FE8 9CAB416F 0434225E FFCOO0H31
8253CC1A AB113BJA C20DAB6B 0E96B2DA 8346B27D 82177FE8 9CAB416F 0434245E
08A0DCOC 8258CC1A AB113B7A C20DAB6B 05B557DB 8346B27D 82177FE8 9CAB4]6F
B2CA3A91 (08AODCOC 8253CC1A AB113B7A 898DC7BB 05B557DB 8346B27D 82177HES
0B6B9Q23-B2CA3A91 0B8AODCOC 8253CClA A2E49147 898DC7BB 05B557DB 8346B47D
FO9DIL6D 0B6B9023 B2CA3A91 08AODCOC 7A84120D A2E49147 898DCT7BB 05B557DB
EDOFA633 FO09D116D 0B6B9023 B2CA3A91 CO37FAAD 7A84120D A2E49147 898DC’IBB
55E6A367 ED6FA633 FO09D116D 0B6B9023 AAES50091 CO37FAAD 7A84120D A2E49147
10 0817E82B 55E6A367 ED6FA633 F09D116D C8C53A2C AAE50091 CO37FAAD 7A841p0D

W, 0 N O Ul » W N -

11 17142334 0817E82B 55E6A367 ED6FA633 DD4C7BE9 C8C53A2C AAE50091 CO37FAAD
12 FC4F023E 17142334 0817E82B 55E6A367 87BEAS51A DDACT7BE9 C8C53A2C AAES50091
13 BE316902 FC4F023E 17142334 0817E82B 65141125 87BEA51A DD4C7BE9 C8C53A2C
14 1D80D178 BE316902 FC4F023E 17142334 4545F53A 65141125 87BEAS51A DD4C7BE9
15 9F341A45 1D80D178 BE316902 FCAF023E 6A61C411 4545F53A 65141125 87BEASLA
16 0F324DB9 9F341A45 1D80D178 BE316902 06C80D6A 6A61C411 4545F53A 65141125
17 FFE7012B 0F324DB9 9F341A45 1D80D178 B7B601F4 06C80D6A 6A61C411 4545F53A
18 62932AB8 FFE7012B 0F324DB9 9F341A45 763B627A B7B601F4 06C80D6A 6A61C411
19 5207D867 62932AB8 FFE7012B OF324DB9 7FBBA936 763B627A B7B601F4 06C80D6GA
20 07D55CCB 5207D867 62932AB8 FFE7012B 9BALAGEA T7FBBA936 763B627A B7B601F4
21 DECE98A4 07D55CCB 5207D867 62932AB8 293FFB5D 9BASAG6EA 7FBBA936 763B627A

© ISO/IEC 2018 - All rights reserved 121


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

22 E62A812E DECE98A4 07D55CCB 5207D867 28FEOFD9 293FFB5D 9BASAGEA 7FBBA936
23 57206FB8 E62A812E DECE98A4 07D55CCB C76084EA 28FEOFD9 293FFB5D 9BASAGEA
24 6A6ABCFO0 57206FB8 E62A812E DECE98A4 B2614C5E C76084EA 28FEOFD9 293FFB5D
25 937514F0 6A6ABCFO 57206FB8 E62A812E B42EC21C B2614C5E C76084EA 28FEOFD9
26 82AF3FFB 937514F0 6A6ABCFO 57206FB8 BE6F6760 B42EC21C B2614C5E C76084EA
27 ECA3BCD5 82AF3FFB 937514F0 6A6ABCF0 1DCCBB10 BE6F6760 B42EC21C B2614C5E
28 2D1576C4 ECA3BCDS5 82AF3FFB 937514F0 01641929 1DCCBB10 BE6F6760 B42EC21C
29 FE3C8658 2D1576C4 ECA3BCD5 82AF3FFB FC4B36C5 01641929 1DCCBB10 BE6F6760
30 OD7CCEO07 FE3C8658 2D1576C4 ECA3BCDS5 A4A4A3A4 FC4B36C5 01641929 1DCCBB1O
31 [CCEI951ID OD7CCEQO7 FE3C8658 2D1576C4 4BE9475C A4A4A3A4 FC4B36C5 01641929
32 |09B76257 CCE1951D 0D7CCEQ07 FE3C8658 0CCDDD86 4BE9475C A4A4A3RA4 FC4B36CSH
33 [F827767E 09B76257 CCE1951D 0D7CCEO7 DB116DB7 0CCDDD86 4BE9475C A4A4ABAZ
34 [E4AAOBB48 F827767E 09B76257 CCE1951D 994E2BAC DB116DB7 0CCDDD86 4BE94/75C
35 |p8BB1041 E4AOBB48 F827767E 09B76257 5B730ABB 994E2BAC DB116DB7, 0CCDDD86
36 [2A2E32F4 D8BB1041 E4AO0BB48 F827767E 22E15C59 5B730ABB 994E2BAC) DB116DB7
37 |0D275CA8 2A2E32F4 D8BB1041 E4AO0BB48 F6C39382 22E15C59 5B730ABB 994E2BAC
38 [7902369C 0D275CA8 2A2E32F4 D8BB1041 DI9F8C2E0 F6C39382 22EA15C59 5B730ABB
39 [F3C80288 7902369C 0D275CA8 2A2E32F4 00E3A7BB DIF8C2EQ F6C39382 22E15C59
40 [483BBA4D F3C80288 7902369C 0D275CA8 FOA8198C 00E3AYBB DIO9F8C2E0 F6C39382
41 [D75D4D26 483BBA4D F3C80288 7902369C FCECDCD4 E0A8198C O0E3A7BB DIF8C2EQ
42 [0744B618 D75D4D26 483BBA4D F3C80288 03186FAXNCECDCD4 FOA8198C 00E3A7BB
43 [9CCE9F01 0744B618 D75D4D26 483BBA4D AS56F6BBF 03186FAA FCECDCD4 FOA8198C
44 |A3701BD9 9CCE9F01 0744B618 D75D4D26 AFIBEFSF AS56F6BBF 03186FAA FCECDCD4
45 |131D4C09 A3701BD9 9CCEOF01 0744B618 EGR77ELB AF1BEFSF AS56F6BBF 03186FAA
46 |FB3777D9 131D4C09 A3701BD9 9CCEOF0IN1D601F44 ECB77E1B AF1BEFS5F AS56F6BBF
47 |847EAQOOE FB3777D9 131D4C09 A3702BD9 503A7B95 1D601F44 ECB77E1B AF1BEFSF
48 |AAR69347 847EAOOE FB3777D9 131TD4C09 5EEB9930 503A7B95 1D601F44 ECB77ELB
49 [S05CAF28 ARA69347 847EAQOE ¥B3777D9 CE695893 5EEB9930 503A7B95 1D601F44
50 |675E0B02 505CAF28 AAA69347 847EAQ00E C22DD75F CE695893 5EEB9930 503A7B95
51 [ABD26099 675E0B02 505CAF28 AAA69347 1409C3F8 C22DD75F CE695893 5EEB9930
52 [0DF9857A ABD26092 \675E0B02 505CAF28 2D864D9F 1409C3F8 C22DD75F CE695893
53 [308B8799 0ODF9857A ABD26099 675E0B02 02524F02 2D864D9F 1409C3F8 C22DD75F
54 1909CC059 308B8799 ODF9857A ABD26099 6F2A444A 02524F02 2D864D9F 1409C3F8
55 |8D25BD94¢909CC059 308B8799 0ODFO9857A 1273C622 6F2A444A 02524F02 2D864DIF
56 |F32141DA/8D25BD94 909CC059 308B8799 1771ED3F 1273C622 6F2A444A 02524F02
57 [BCEZ4395 F32141DA 8D25BD94 909CC059 F52F66A6 1771ED3F 1273C622 6F2A444RA
58 |0WB€D846 8CE24395 F32141DA 8D25BD94 149DB547 F52F66A6 1771ED3F 1273C622
59 622D5ESB 07BCD846 8CE24395 F32141DA B6F4C630 149DB547 F52F66A6 1771ED3F
60 C693FC7A 622D5E5B 07BCD846 8CE24395 13DFB889 B6F4C630 149DB547 F52F66A6
61 55D1C760 C693FC7A 622D5E5B 07BCD846 7E730E00 13DFB889 B6F4C630 149DB547
62 FD89031B 55D1C760 C693FCT7A 622D5E5B 55489EE6 7E730E00 13DFB889 B6F4C630
63 6203DE4A FD89031B 55D1C760 C693FC7A 2AEDBIB3 55489EE6 7E730E00 13DFB889
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The following eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the final iteration of
the round-function.

Yp=C1059ED8 W 6203DE4A =23097D22
Y1=367CD507 ¥ FD89031B =3405D822
Y2=3070DD17 W 55D1C760 =8642A477
Y3=F70E5939 W C693FC7A =BDA255B3
Y4 =FFC00B31 W 2AEDB1B3 = 2AADBCE4
Y5=68581511 W 55489EE6 = BDAOB3F7
Y6 = 64F98FA7 W 7TE730E00 =E36C9ODA7
Y7 =BEFA4FA4 Y 13DFB889 = AD25F72D

The hash value is the Fn]lnwing 224.-hit string

23097D22 3405D822 8642A477 BDA255B3 2AADBCE4 BDAOB3F7 E36CIDAY
B.9.4 Example 4

In this example, the data string is the 14-byte string consisting of the ASCII-toded version pf
“message digest”
The Hash-code is the following 224-bit string.

2CB21C83 AE2F004D E7E81C3C 7019CBCB 65B/I®B6 56B22D6D 0C39B8EB

B.9.3 Example 5
In this example, the data string is the 62-byte string.consisting of the ASCII-coded version pf
“ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”
The Hash-code is the following 224-bit string.

BEFF72B4F CB7D75E5 _632900AC 5F90D219 EOSE97A7 BDE72E74 0DB393D9

B.9.6 Example 6

In th|s example, the data string is the 80-byte string consisting of the ASCII-coded verpion of eight
repetitions of

“1234567890”
The Hash-codeisthe following 224-bit string.

B50AECBE 4E9BBOBS5 7BCS5FE3AE 760A8EO01 DB24F203 FB3CDCD1 3148046E

B 9 ly Lyananla 77
T TAATIITpIC—7

In this example, the data string is the 56-byte string consisting of the ASCII-coded version of
“abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
After the padding process, the following two 16-word blocks are derived from the data string.

61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6C6D 6B6C6D6E 6C6D6EGE 6D6EGET70 6E6F7071 80000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000001CO
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The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4, X5, X6 and X7 in the first block process.

INIT: C1059ED8 367CD507 3070DD17 F70E5939 FFCO0B31 68581511 64F98FA7 BEFA4FA4
0 OE96B2BE C1059ED8 367CD507 3070DD17 04342242 FFCO0OB31 68581511 64F98FA7
1 51D17D7B OE96B2BE C1059ED8 367CD507 2F8EA3D4 04342242 FFCO00B31 68581511
2 FF1CBD7F 51D17D7B OE96B2BE C1059ED8 79A896FA 2F8EA3D4 04342242 FFCO0B31

3 24BCC047 FFICBD7F 51D17D7B 0E96B2BE 1F60795A 79A896FA 2F8EA3D4 04342242

4 TD56A6AC 24BCC047 FF1CBD7F 51D17D7B DE395286 1F60795A 79A896FA 2F8EA3D4

5 745BEB11 7D56A6AC 24BCC047 FF1CBD7F D863D132 DE395286 1F60795A 79A896FA

6 PDD41573 745BEB11 7D56A6AC 24BCC047 2E60D323 D863D132 DE395286 1F60795A

7

8

9

A2541FD 0DD41573 745BEB11 7D56A6AC 08D2B348 2E60D323 D863D132 DE395286
140E909 9A2541FD 0DD41573 745BEB11 95DFD707 08D2B348 2E60D323 D863R132
B2954925 3140E909 9A2541FD 0DD41573 O5EF5E3D 95DFD707 08D2B348 2EBOD323
10 B2A874FB B2954925 3140E909 9A2541FD 9DCAF118 O5EF5E3D 95DFD707N\08D2B348
11 |116CE44D B2A874FB B2954925 3140E909 OE6D566A 9DCAF118 OS5EFS5E3D 95DFD707
12 |5FF9349A 116CE44D B2A874FB B2954925 08EB3305 0E6D566A 9DCAF118 O5EF5E3D
13 |7FAOD65D 5FF9349A 116CE44D B2A874FB 4657CF17 08EB3305 ‘0E6D566A 9DCAF118
14 [006B1B16 7FA9D65D S5FF9349A 116CE44D 08D0O9ESD 4657CFLJ7~08EB3305 OEG6DS566A
15 [B301C98A 006B1B16 7FA9D65D 5FF9349A 6FBEFA1D 08DOIOESD 4657CF17 08EB3305
16 [|E623ECCO B301C98A 006B1B16 7FA9D65D 2B3F859C LFBEFALID 08DO9E8D 4657CF17
17 [D9244A78 E623ECCO B301C98A 006B1B16 E66D8DAE, 2B3F859C 6FBEFALD 08D09E8D
18 |199C72726 D9244A78 E623ECCO B301C98A B26A409C E66D8DIC 2B3F859C 6FBEFALD
19 [RBOCBED2 99C72726 D9244A78 E623ECCO 0160BD7C65 B26A409C E66D8DIC 2B3F859C
20 [78062878 ABOCBED2 99C72726 D9244A78,5678A949 010D7C65 B26A409C E66D8DIC
21 [D7C5C5D5 78062878 ABOCBED2 99C72726 B280360C 5678A949 010D7C65 B26A409C
22 |BAD2EE72 D7C5C5D5 78062878 ABOCBED2 0D4CD0C4 B280360C 5678A949 010D7C65
23 |BCF47346 BAD2EE72 D7C5C5D5 78062878 D6A19DC8 0D4CD0C4 B280360C 5678A949
24 |5ECC417B BCF47346 BAD2EEYR. D7C5C5D5 3337A11C D6A19DC8 0D4CDOC4 B280360C
25 [E15BFA57 5ECC417B BCE49346 BAD2EE72 0CE15173 3337A11C D6A19DC8 0D4ACD0OC4
26 [FAE6167B E15BFA57 5ECC417B BCF47346 73DBE5C7 0CE15173 3337A11C D6A19DCS8
27 [991C3F99 FAE616IB-E15BFA57 5ECC417B 8602A31F 73DBE5C7 OCE15173 3337AllC
28 [7055843B 991CBE99 FAE6167B E15BFA57 EB4DESF8 8602A31F 73DBE5SC7 0CE15173
29 |08DCFB6D 7055843B 991C3F99 FAE6167B 4606D126 EB4DESF8 8602A31F 73DBES5SCT
30 [2964B340-08DCFB6D 7055843B 991C3F99 213B3E63 4606D126 EB4DESF8 8602A31F
31 [5B367D0"2964B340 08DCFB6D 7055843B C9689CB0 213B3E63 4606D126 EB4DESFS
32 [LEEQEETD 5B3677D0 2964B340 08DCEFB6D 14318A4D C9689CB0O 213B3E63 4606D126
33 leB918D6F 1ERQFE7D 5B3677D0 2964B340 216054A8 14318A4D C9689CRQO 213B3R63
34 A6710D0D 6B918D6E 1EEOFE7D 5B3677D0 BC823A58 216054A8 14318A4D C9689CBO
35 5E198FED A6710D0D 6B918D6E 1EEOFE7D C49933FE BC823A58 216054A8 14318A4D
36 136C320A 5E198FED A6710D0D 6B918D6E 75687CCB C49933FE BC823A58 216054A8
37 40EEOC43 136C320A 5E198FED A6710D0OD F1C2CAF6 75687CCB C49933FE BC823A58
38 AR96D78C 40EE0C43 136C320A 5E198FED F48B4CEB F1C2CAF6 75687CCB C49933FE
39 27C97B86 AA96D78C 40EE0C43 136C320A B556216A F48BACEB F1C2CAF6 75687CCB
40 BO7BD327 27C97B86 AA96D78C 40EE0C43 30EC2D76 B556216A F48B4CEB F1C2CAF6
41 D88D56BD BO7BD327 27C97B86 AA96D78C DC2FA5A4 30EC2D76 B556216A F48B4CEB
42 5C775077 D88D56BD BO7BD327 27C97B86 S5FAD6DB5 DC2FA5A4 30EC2D76 B556216A
43 1526CCA3 5C775077 D88D56BD B07BD327 DABAOB1C 5FAD6DB5 DC2FAS5A4 30EC2D76
44 CO9DDA14 1526CCA3 5C775077 D88D56BD D98EC23A DASAOBLIC 5FAD6DB5 DC2FA5A4
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45 F885E124 CO9DDA14 1526CCA3 5C775077 E4F23E41 D98EC23A DASBAOBIC 5FADGDB5S
46 5447F0AD F885E124 CO9DDA14 1526CCA3 BFB7497C E4F23E41 D98EC23A DABAOBILC
47 E6227061 5447F0AD F885E124 CO9DDA14 5B09619B BFB7497C E4F23E41 D98EC23A
48 009CEBEA E6227061 5447F0AD F885E124 59ECAB46 5B09619B BFB7497C E4F23E41
49 92B0D169 009CEBEA E6227061 5447F0AD 9A572B85 59ECAB46 5B09619B BEB7497C
50 8D224E54 92B0D169 009CEBEA E6227061 32144602 9A572B85 59ECAB46 5B09619B
51 C1FCAC71 8D224E54 92B0D169 009CEBEA 4E98A8B7 32144602 9A572B85 59ECAB46
52 8E6CE843 C1FCAC71 8D224E54 92B0D169 2C1823BE 4E98A8B7 32144602 9A572B85
53 000F54DE 8E6CE843 CIlFCAC71 8D224E54 F32CF2A8 2C1823BE 4E98A8B7 32144602
54 2FE2AF3A 000F54DE 8E6CE843 CLFCAC/1 20F763EE F32CF2A8 2C1823BE 4E98ABB7
55 1FD539AF 2FE2AF3A 000F54DE 8E6CE843 5ACDBD62 20F763EE F32CF2A8 2CN8ZBBE
56 7F86644E 1FD539AF 2FE2AF3A 000F54DE 9FC10216 5ACDBD62 20F763EE E32CFPAS
57 0E08DC77 7F86644E 1FD539AF 2FE2AF3A 2RA4EAT749 9FC10216 5ACDBD6Z 20F76BEE
58 0B9F4851 0OE08DC77 7F86644E 1FD539AF 18B1DFB9 2A4EA749 9ECN)216 S5ACDBP62
59 DBCE97C3 0B9F4851 OE08DC77 7F86644E 6EC6BASB 18B1DFBY, QA4EAT749 9FC1l0R16
60 3CD78FE1l DBCE97C3 0B9F4851 OEO8DC77 3EICA2F1 6EC6BASB 18B1DFB9 2A4EA[49
61 35F4BF1C 3CD78FEl DBCE97C3 0B9F4851 BA1A8AIB 3ELCA2F1 6EC6BA5SB 18B1DFBY
62 86795A7D 35F4BF1C 3CD78FEl1 DBCE97C3 2CE11258 BADASALB 3E1CA2F1 6EC6BASB
63 C14B4785 86795A7D 35F4BF1C 3CD78FEl 1108AC/R 2CE11258 BA1lASALlB 3E1CAPF1

The fpllowing eight words, Yy, Y1, Y2, Y3, ¥4, Y5, Yg and ¥7)represent the output of the roung-function in
the first block process.

Yp=C1l059ED8 4y C14B4785 =8250E65D
Y1 =367CD50AW86795A7D = BCF62F84
Y2=3070DDW W 35F4BF1C=66659C33
Y3=F70E5939 W 3CD78FE1 = 33E5E91A
Y4 =FFCOOB31 W 1108AC7F =10C8B7B0
Y5=68581511 W 2CE11258=95392769
Y6=64F98FA7 Y BAIA8AIB=1F1419C2
¥7 =BEFA4FA4 Y 3E1CA2F1 =FD16F295

The fpllowing are (hexadecimal representations of) the successive values of the variables [Yy, Y1, Y2, Y3,
Y4, Yq, Y6 and Y7 in the second block process.

INIT: 8250E65D-BCF62F84 66659C33 33E5E91A 10C8B7B0 95392769 1F1419C2 FD16F295
692E40D 8250E65D BCF62F84 66659C33 E4BELE69 10C8B7B0 95392769 1F1419C2
608DB3EL 692E407D 8250E65D BCF62F84 3DDBS8CEE E4BE1E69 10C8B7B0O 95392769
Q9BFA89F 608D83E1l 692E407D 8250E65D F5813490 3DDBS8CEE E4BE1E69 10C8B7BO
2375FBC5 09BFA89F 608D83E1l 692E407D C3E18529 F5813490 3DDBS8CEE E4BE1H69
J17F79RT7 2375FBCH QORFA89F 608D83R] 77DIOCCC CIFI8529 FHB13490 3IDDRBRIJEE
A9319748 T717E79E7 2375FBC5 09BFA89F FDBB9913 77D39CCC C3E18529 F5813490
27A42F04 A9319748 T17ET9E7 2375FBC5 B999CCE4 FDBB9913 77D39CCC C3E18529
3419081E 27A42F04 A9319748 7T717ET79E7 54E69E21 B999CCE4 FDBB9913 77D39CCC
0OAB393C2 3419081E 27A42F04 A9319748 AD29647E 54E69E21 B999CCE4 FDBB9913
006784EB 0AB393C2 3419081E 27A42F04 AFF457E7 AD29647E 54E69E21 B999CCE4
10 ECD5C9DB 006784EB OAB393C2 3419081E 9AF42A0E AFF457E7 AD29647E 54E69E21
11 4762E8F0 ECDS5C9DB 006784EB OAB393C2 8FB6F3D8 9AF42A0E AFFA457E7 AD29647E
12 AF93B2A8 4762E8F0 ECD5CI9DB 006784EB 97E63D39 8FB6F3D8 9AF42A0E AFF457E7
13 533C517C AF93B2A8 4762E8F0 ECD5CI9DB 7364BAE6 97E63D39 8FB6F3D8 9AF42A0E
14 03COAS51B 533C517C AF93B2A8 4762E8F0 3AFB010D 7364BAE6 97E63D39 8FB6F3D8
15 5FD065BD 03COA51B 533C517C AF93B2A8 B8E64229 3AFB010D 7364BAE6 97E63D39
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16 18B268B5 5FD065BD 03COA51B 533C517C 38EDA38D B8E64229 3AFB010D 7364BAE6
17 B87D63B4 18B268B5 5FD065BD 03COA51B 25C2C397 38EDA38D B8E64229 3AFB010D
18 B1D846E0 B87D63B4 18B268B5 5FD065BD D674405F 25C2C397 38EDA38D B8E64229
19 8BAOARED6 B1D846EO B87D63B4 18B268B5 B8109422 D674405F 25C2C397 38EDA38D
20 1485F843 8BAOAED6 B1D846EO B87D63B4 1C58CD66 B8109422 D674405F 25C2C397
21 238F4CDA 1485F843 8BAOAED6 B1D846E0 39B2EBSF 1C58CD66 B8109422 D674405F
22 7031B061 238F4CDA 1485F843 8BAOAED6 4B8262AD 39B2EBSF 1C58CD66 B8109422
23 D4ETEC62 7031B061 238F4CDA 1485F843 163C3AA0 4B8262AD 39B2EBSF 1C58CD66
24 66582DF3 D4ET7EC62 7031B061 238F4CDA C0976260 163C3AA0 4B8262AD 39B2EBSF
25 [DEDB8199 66582DF3 DAE/EC62 7031B061 B/3EZ2DEC C0976260 163C3AA0 4B8262AD
26 [F8536917 DEDB8199 66582DF3 D4ET7EC62 7C2AF9C4 B73E2DEC C0976260 163C3AAQ
27 |D7333B8A F8536917 DEDB8199 66582DF3 B2BOB71A 7C2AF9C4 B73E2DEC C0976260
28 [760847C1 D7333B8A F8536917 DEDB8199 5898EFF2 B2BOB71A 7C2AF9C4 B73E2DEC
29 [TEABC6D7 760847C1 D7333B8A F8536917 24DD3883 5898EFF2 B2BOB71A 7TCZAFIC4
30 [90C49624 T7EABC6D7 760847C1 D7333B8A CCE25E67 24DD3883 5898EFE2) B2BOB71A
31 |0B876264 90C49624 TEABC6D7 760847C1l E4E4A53B CCE25E67 24DD3883 5898EFF2
32 [04CB36C0O 0B876264 90C49624 7TEABC6D7 5403A391 E4E4A53B CCE25E67 24DD3883
33 [D58CC34A 04CB36CO 0B876264 90C49624 B78767C3 5403A391 E4E4A53B CCE25E67
34 |0OED14DD7 D58CC34A 04CB36CO 0B876264 FDCDCI9D9 B7876%€3 54032391 E4E4AS53B
35 [5A89A942 0OED14DD7 D58CC34A 04CB36CO 790C4A20 EDEDCY9D9 B78767C3 5403A391
36 [4D30424C 5A89A942 OED14DD7 D58CC34A F95BF853™\90C4A20 FDCDCID9 B78767C3
37 [47F58C5C 4D30424C 5A89A942 OED14DD7 OEC9BESB F95BF853 790C4A20 FDCDCOD9
38 |B5SAD85D7 47F58C5C 4D30424C 5A89A942 CEOFIDBE OECY9BE3B F95BF853 790C4A20
39 [762FECBC B5AD85D7 47F58C5C 4D30424C 15427ED3 CFO9F1DBE OEC9BE3B F95BF853
40 |32ABE746 762FECBC B5AD85D7 47F58C5Cv4053E12E 15427ED3 CF9F1DBE OECO9BE3B
41 [84ADB2A0 32ABE746 762FECBC B5AD®SD7 7CECE4E2 4053E12E 15427ED3 CFOF1DBE
42 [COEL1C5AF 84ADB2A0 32ABE746 762FECBC 42F9990B 7CECE4E2 4053E12E 15427ED3
43 [35E14BFA C6ELICS5AF 84ADB2A0 32ABE746 C9965792 42F9990B 7CECE4E2 4053E12E
44 |7410BFD8 35E14BFA C6ELGSAF 84ADB2A0 CAS54CES1 C9965792 42F9990B 7CECE4E2
45 |3FE9E763 7410BFD8 35BLABFA C6E1C5AF AE7CDB66 CAS54CES51 C9965792 42F9990B
46 |853C3A00 3FE9E763 \%410BFD8 35E14BFA C2BE054D AE7CDB66 CAS54CE51 C9965792
47 |F7DO35E7 853C3A00 3FEOE763 7410BFD8 F6D59D2C C2BE(054D AE7CDB66 CA54CES1
48 |20BAE2B8 F7BO3SE7 853C3A00 3FE9E763 CAB73F06 F6D59D2C C2BE054D AETCDB66
49 [AE6BF667(20BAE2B8 F7D035E7 853C3A00 52384D2F CAB73F06 F6D59D2C C2BE054D
50 [12E504E5 /AE6BF667 20BAE2B8 F7DO35E7 FO9A8377F 52384D2F CAB73F06 F6D59D2C
51 [F3497¢54 12E504E5 AE6BF667 20BAE2B8 DOAB7CFC F9A8377F 52384D2F CAB73F06
52 [9E166CDB F3497054 12E504E5 AE6BF667 71B3459B DOAB7CFC F9A8377F 52384D2F
53 CCD8FA44 9F166CDB F3497054 12E504E5 O0F557DDD 71B3459B DOAB7CFC F9A8377F
54 FS5E664BD CCD8FA44 9F166CDB F3497054 A679A5E9 0F557DDD 71B3459B DOABTCFC
55 D4EA8CTE F5E664BD CCD8FA44 9F166CDB 2958CE2A A679A5E9 0F557DDD 71B3459B
56 EBCBFEC7 D4EABCTE FS5E664BD CCD8FA44 35F6800E 2958CE2A A679A5E9 0F557DDD
57 882ED69E EBC8FEC7 D4EA8CTE F5E664BD 30267D8E 35F6800E 2958CE2A A679A5E9
58 4EC725F6 882ED69E E8C8FEC7 D4EA8CTE CE1DICE4 30267D8E 35F6800E 2958CE2A
59 5CO9CFC69 4ECT725F6 882ED69E E8C8FEC7 C8242B92 CE1DICE4 30267D8E 35F6800E
60 C9A31836 5COCFC69 4ECT725F6 882ED69E 9E40A370 C8242B92 CE1DICE4 30267D8E
61 F754Cl6E C9A31836 5CI9CFC69 4ECT725F6 333E0B63 9E40A370 C8242B92 CE1DICE4
62 94314748 FT754Cl6E CO9A31836 5CI9CFC69 1FBC63B0 333E0B63 9E40A370 C8242B92
63 F2E7A4B9 94314748 F754Cl6E C9A31836 9FFD8DAC 1FBC63B0 333E0B63 9E40A370
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The following eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the final iteration of
the round-function.

Yp=8250E65D WU F2E7A4B9 = 75388B16
Y1 =BCF62F84 W 94314748 =512776CC
Y2=66659C33 W F754C16E = 5DBA5DAL
Y3=33E5E91A W C9A31836=FD890150
Y4=10C8B7B0 W 9FFD8DAC =B0C6455C
Y5=95392769 W 1IFBC63B0 =B4F58B19
Y6=1F1419C2 W 333E0B63 =52522525
Y7=FD16F295 W 9E40A370 = 635651E5

The hash value is the fn]lnwing 224.-hit string
75388B16 512776CC S5DBA5DA1 FD890150 BOC6455C B4F58B19 52522528

B.9.§ Example 8

In this example, the data string is the 1 000 000-byte string consisting of thé\ASCII-coded yersion of “a”
repedted 106 times.

The Hash-code is the following 224-bit string.

20794655 980C91D8 BBB4ClEA 97618A4B F03F4258/1948B2EE 4EETAD67

B.9.9 Example 9

In this example, the data string consists of a single bit)namely 0.

The Hash-code is the following 224-bit string.

D3FE57CB 76CDD24E 9EB23EJKM5684E03 9C75459B EAAE100F 89712E9D
B.9.10 Example 10

In this example, the data string consists of a single bit, namely 1.

The Hash-code is the following'224-bit string.

0D05096B\CA2A4AT77 A2B47A05 A59618D0 1174B378 92376135 C1B6E9S7
B.9.11 Example 11

In this examplé, the data string consists of 101 bits, namely 1010101...01.
The Hash-code is the following 224-bit string.

2B1D4A34 155C04D7 A51065D6 A4476203 9A38DFFD 73E76B17 B043555C

B.9.12 Example 12
In this example, the data string consists of 256 octets, namely 00 01 02 03 ... FE FF.
The hash-code is the following 224-bit string.

88702E63 237824C4 EBODOFCF E41469A4 62493E8B EB2A75BB E5981734
B.9.13 Example 13

In this example, the data string is the Hp consists of 224 0 bits. For i = 1 to 100 let H; be the hash-code
of Hj1.

© ISO/IEC 2018 - All rights reserved 127


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

The hash-code Higg is the following 224-bit string.

A0884CC1 A335042B FE452BF4 6777ED20 217A3472 81DC389E T7BlFBFEE

B.10Dedicated Hash-Function 9 (SHA-512/224)

B.10.1 Example 1

In this example, the input message is “abc”. The padded one block input (1 024 bits) is

The following are (hexadecimal representations of) the successive values of the variables Xp, X1,

X4, X5, Xg and X7 in each round.

128

Z{0}—=—616263800-05005006
Z[1] = 0000000000000000
Z[2] = 0000000000000000
Z[3] = 0000000000000000
Z[4] = 0000000000000000
Z[5] = 0000000000000000
Z[6] = 0000000000000000
Z[7] = 0000000000000000
Z[8] = 0000000000000000
Z[9] = 0000000000000000
Z[10] = 0000000000000004Q
Z[11] = 0000000000000906.0
Z[12] = 0000000000800000
Z[13] = 0000000000000000
Z[14] = 0000000000000000
Z[15] = 0000000000000018

t$0: 9F8617BO9DCESAAD2 8C3D37C819544DA2 73E1996689DCD4D6 1DFAB7AE32FFIC82

(2, X3,

H606D304F5742303 QF6D2B697BD44DA8 77E36F7304C48942 3F9D85A86A1D36C8
t# 1: 39EEF9EAODS7D0EY 9F8617BODCESAAD2 8C3D37C819544DA2 73E1996689DCD4D6
HD6ABCE6ACO2AESB E606D304F5742303 O0F6D2B697BD44DA8 77E36F7304C48942
t3 2: 9F956BCCSRAF99C4B 39EEF9EAOD97DOE7 9F8617BI9DCESAAD2 8C3D37C819544DA2
H7C4F75E0028AB16 ED6ASCE6ACO2AE3B E606D304F5742303 O0F6D2B697BD44DAS8
t$3: 624C8289051D5B40 9F956BCC32F99C4B 39EEF9EAOD97DOE7 9F8617BIDCESAAD2
93Q0OEDDS577EF4338 ET7CA4F75F0018AB16 ED6ASCEG6ACO2AE3B E606D304F5742303
td /1:044EDBE 4 alNsEnlsEll oW FaleEsRoNeVal i~ -V, Fall o knlei~WainYalale ok nleVoVal. ko Mo Netninknietnk . Waka Vel AnVatink)
ES5662EE45E149450 93COEDDS577EF4338 E7C4F75F0018ABl16 ED6ASCE6ACO2AE3B
t=5:9873F29F683128C8 8445DB53436C52F8 624C8289051D5B40 9F956BCC32F99C4B
0B843D2CDE075711 E5662EE45E149450 93COEDDS577EF4338 ET7C4F75F0018AB16
t=6: 134D4DD913EC29E7 9873F29F683128C8 8445DB53436C52F8 624C8289051D5B40
CACE421FD59538B6 0B843D2CDE075711 E5S5662EE45E149450 93COEDDS577EF4338
t=7: 6A01F4E5758D5A14 134D4DD913EC29E7 9873F29F683128C8 8445DB53436C52F8
73EA4F37F91D77F0 CACE421FD59538B6 0B843D2CDE075711 E5662EE45E149450
t=8: 0BO9D8BDA33530FA3 6A01F4E5758D5A14 134D4DD913EC29E7 9873F29F683128C8
A64384D872C70950 T73EA4F37F91D77F0 CACE421FD59538B6 0B843D2CDE075711
t=9:2C961F00E387DF1D 0B9D8BDA33530FA3 6A01F4E5758D5A14 134D4DD913EC29E7
ACT9A3FFDAC317FC A64384D872C70950 73EA4F37F91D77F0 CACE421FD59538B6
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t=10: 78953995DD54A904 2C961F00E387DF1D OB9D8BDA33530FA3 6AQ01F4E5758D5A14
SFF1DE02C59C17E6 AC79A3FFDAC317FC A64384D872C70950 73EA4F37F91D77F0
t=11: 82A6A4ED5164390E 78953995DD54A904 2C961F00E387DF1D OB9D8BDA33530FA3
3A6E6AED341206D2 5FF1IDE02C59C17E6 ACT79A3FFDAC317FC A64384D872C70950
t=12: 6528AFEOF531B8D9 82A6A4ED5164390E 78953995DD54A904 2C961F00E387DF1D
AFT7T7TAT5BBF7964C9 3A6E6AED341206D2 S5FFIDE02C59C17E6 ACT79A3FFDAC317FC
t=13:206C69B0295CAE2F 6528AFEOF531B8D9 82A6A4ED5164390E 78953995DD54A904
3CAO59F97E654F98 AF7T7AT75BBEF7964C9 3A6E6AED341206D2 5FF1DE02C59C17E6
t=14: DB71F51BE96E76D1 206C69B0295CAE2F 6528AFEQOF531B8D9 82A6A4ED5164390E

A0 1 AONDOAD] AT N0 20200 C 00 Q7D A D AT Q0 AL I IAJE DD IO AC0 PN \WAnEAN S nintel, EsNa¥intp)

t=15: A69AF3FA50F71091 DB71F51BE96E76D1 206C69B0295CAE2F 6528AFEQOFS53LB8IN)9
6COATEF25668BBB4 340B10ABC4B10E09 3CAO059F97E654F98 AF77AT7T5BBELI64ACP
t=16: F57D3A111596E3F7 A69AF3FA50F71091 DB71F51BE96E76D1 206C69BOR95CAELF
483FD5187E0L5AF83 6COATEF25668BBB4 340B10ABC4B10E09 3CAQ59F97E654F9B
t=17: 37F983BB8545A2F2 F57D3A111596E3F7 A69AF3FA50F71091 DB/ F51BEY6E76I
22CB500B1745C86F 483FD5187EO0S5AF83 6C6ATEF25668BBB4  '340B10ABC4B10EOP
t=18: 6AB7291DC27CE806 37F983BB8545A2F2 F57D3A111596E3E7 A69AF3FAS0F71091
CC2D9DA4800A1393 22CB500B1745C86F 483FD5187E0SARME3 6CO6ATEF25668BBBA
t=19: 8E50B25D469759C2 6AB7291DC27CE806 37F983BE8L4A5A2F2 F57D3A111596E3K7
50193786D52F5194 CC2D9DA4800A1393 22CB500B1745C86F 483FD5187E05AF8P
t=20: 3041190F76AD53DF 8E50B25D469759C2 6AB7291DC27CE806 37F983BB8545A2Y2
746F4B17026AA6ED 50193786D52F5194 CCXDI9DA4800A1393 22CB500B1745C86F
t=21: D37D93454B59A769 3041190F76AD53DF 8E50B25D469759C2 6AB7291DC27CE8(6
3792AA4013809CO0F 746F4B17026AA6EDV 50193786D52F5194 CC2D9DA4800A139PB
t=22: 28E37AB968D3F5E5 D37D93454B59A769 3041190F76AD53DF 8E50B25D469759¢2
936E64805412DE7D 3792AA4013809CO0F 746F4B17026AA6ED 50193786D52F5190
t=23:05799053E5D280FD 28E37AB968D3F5ES5 D37D93454B59A769 3041190F76ADS3DF
BD8F22E3B3312F05 936E64805412DE7D 3792AA4013809C0F 746F4B17026AA6E
t=24: A24BC13A743FCBCE( 05799053E5D280FD 28E37AB968D3F5E5 D37D93454B59A749
CD7C3D09944BETB6ANBD8F22E3B3312F05 936E64805412DE7D 3792AA4013809C0
t=25: 1IEABC1C5C3A2€DEA A24BC13A743FCBCE 05799053E5D280FD 28E37AB968D3F5H
27A2534198BESEFB CD7C3D09944BE7B6 BD8F22E3B3312F05 936E64805412DE7
t=26: 471543A4179B22FE 1EABCI1C5C3A2CDEA A24BC13A743FCBCE 05799053E5D280Y
A849D4€B8E1909347 27A2534198BE3EFB CD7C3D09944BE7B6 BD8F22E3B3312F0
t=27{887298E1C82038F7 471543A4179B22FE 1EABC1C5C3A2CDEA A24BC13A743FCB
536496733A17ADD7 A849D4C8E1909347 27A2534198BE3EFB CD7C3D09944BE7B
t=28: 42FE965258B7EOEC 887298E1C82038F7 471543A4179B22FE 1EABCL1C5C3A2CDYA
A37AD4727F2FB6AT7 536496733A17ADD7 A849D4C8E1909347 27A2534198BE3EFB
t=29: B251E1018FD0C473 42FE965258B7EOEC 887298E1C82038F7 471543R4179B22FE
D4A476A812ED33C2 A37AD4727F2FB6AT 536496733A17ADD7 A849D4C8E1909347
t=30: DDDD91CB1FDBFD41 B251E1018FD0C473 42FE965258B7EOEC 887298E1C82038F7
04986D7E3FD773AE D4A476A812ED33C2 A37AD4727F2FB6AT7 536496733A17ADD7
t=31: 4AA9D15BECE3FBOF DDDDO91CBI1FDBFD41 B251E1018FD0C473 42FE965258B7EQEC
53C83C436C1A8C55 04986D7E3FD773AE D4A476A812ED33C2 A37AD472T7F2FB6AT
t=32: 063BE3A3BA1F925C 4AAS9D15BECE3FB9F DDDD91CB1FDBFD41 B251E1018FD0OC473
EB8227C63C6143AB 53C83C436C1A8C55 04986D7E3FD773AE D4A476A812ED33C2

=

DUU‘IU] O

O’\D.JU'I

t=33: 0BAOD71206B4CE72 063BE3A3BA1F925C 4AA9D15BECE3FBYF DDDD91CBI1FDBFD41
672DE7TD3FD6CE274 EB8227C63C6143AB 53C83C436C1A8C55 04986D7E3FD773AE
t=34:344234B9E239CFBD OBAOD71206B4CE72 063BE3A3BAlF925C 4AA9D15BECE3FBIF
38893650766BEDS56  672DE7D3FD6CE274 EB8227C63C6143AB 53C83C436C1A8C55
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t=35: 8C098BB9AT7906A73 344234B9E239CFBD 0OBAOD71206B4CE72 063BE3A3BAlF925C
A7B9698ETEDB54BD 38893650766BED56 672DE7D3FD6CE274 EB8227C63C6143AB
t=36: C5A836CC05300A0C 8C098B89AT906A73 344234B9E239CFBD 0BAOD71206B4CE72
BC35E565541C0486 A7TB9698ET7EDB54BD 38893650766BED56 672DE7D3FD6CE274
t=37: CDFE2808D45E7924 C5A836CC05300A0C 8C098B89AT906A73 344234BO9E239CFBD
8B500635C180CC3B BC35E565541C0486 AT7B9698ETEDB54BD 38893650766BED56
t=38: EDC87E1B480C8A77 CDFE2808D45E7924 C5A836CC05300A0C 8C098B89ATI06AT73
F309D755002EF931 8B500635C180CC3B BC35E565541C0486 A7B9698E7EDB54BD
t=39: 13D3A842A45159E7 EDC87E1B480C8A77 CDFE2808D45E7924 C5A836CC05300A0C

intoNolioYalaloknloWw W, ksWale] inleNaNeNntwA I~ NaVaKo R nknioNelk| [oknlaNaWalol VakeNaValaloks) inYalke Nl =& nl Nl =i~k NalaW Ko~

t440: 17AAS85EACBB1D8C 13D3A842A45159E7 EDC87E1B480C8A77 CDFE2808D45E7924
H62EFC64B5A504C7 6D9958CC3F974B68 F309D755002EF931 8B500635C180CC3B
t441: 7BCD6230B77F244A 17AA585EACBB1D8C 13D3A842A45159E7 EDC87E1B480C8AYY
J43AA84578643C3A A62EFC64B5A504C7 6D9958CC3F974B68 F309D755002EE931
t442: BE63D26279808C58 7BCD6230B77F244A 17AA585EACBB1D8C 13D3A842A45159E7
qD1D742D663F17BE 543AA84578643C3A A62EFC64B5A504C7 6D9958CC3F974B68
t443: C6F1FBBEDEA32F8E BE63D26279808C58 7BCD6230B77F244A 1JAAS85EACBB1D8C
O83E6A094C606812 5D1D742D663F17BE 543AA84578643C3A LA02EFC64B5A504C7
t444: 6346F580DD1CEC37 C6F1FBBEDEA32F8E BE63D26279808C587BCD6230B77F244A
JBE7E65BC706B684 D83E6A094C606812 5D1D742D663F1%BE 543AA84578643C3A
t445: 0C618B0042ADC22E 6346F580DD1ICEC37 C6F1FBBEPEA32F8E BE63D26279808C58
HAS737EA9A33D1D4 5BET7E65BC706B684 D83E6A0S4CK06812 5D1D742D663F17BE
t446: BFOE3A882B0B4301 0C618B0042ADC22E 6346E580DD1ICEC37 C6F1FBBEDEA32FSE
FCAEO77AACCS5CF59 BAS737EA9A33D1D4 5BEIEE65BC706B684 D83E6A094C606812
t447: 586A3D84D04FD482 BFI9E3A882B0B430I~0C618B0042ADC22E 6346F580DD1CEC37
45F48765CE6A2794 FCAEQ77AACCS5CF59\ BA9737EA9A33D1D4 5SBETE65BC706B684
t448: 5B2A6269DAF95602 586A3D84D04¥D482 BFIE3A882B0B4301 0C618B0042ADC22E
g8B8FOBE6LIFCFCEO 45F48765CEGAZ2794 FCAEQ77AACCS5CEF59 BA9737EA9A33D1D4
t449: 5SCF5F4502BB65B08 5B2AG269DAF95602 586A3D84D04FD482 BFI9E3A882B0B4301
(J38E7DBE733DDC71 68BS8RIOBE6IFCFCEO 45F48765CE6A2794 FCAEO077AACCS5CFES59
t450: DBB34340CCBA2D51 ,56F5F4502BB65B08 5B2A6269DAF95602 586A3D84D04FD482
J107BE9653EA4652 0O38E7DBE733DDC71 68B8FI9BE6IFCFCEO 45F48765CE6A2794
t451: 903B6E3D2CEDEAT75 DBB34340CCBA2D51 5CF5F4502BB65B08 5B2A6269DAF95602
J3DD1F6DC423EDID 3107BE9653EA4652 (038E7DBE733DDC71 68B8FIO9BE6LIFCEFCEQ
t452: 22F68588F55C8E62 903B6E3D2CFDFA75 DBB34340CCBA2D51 5CE5F4502BB65B08
H6B4SFAALOFF1A92 13DD1F6DC423ED9D 3107BE9653EA4652 038E7DBE733DDC71
t453: AT'6B1C8BDFE414C86 22F68588F55C8E62 903B6E3D2CFDFA75 DBB34340CCBA2D51
JO3€4D2ED96AE437 A6B45F7216FF1A92 13DD1F6DC423ED9D 3107BE9653EA4652
t=54: BDCB5AC728279AB9 AF6B1C8DFE414C86 22F68588F55C8E62 903B6E3D2CEFDFATS
768B77ATA84E1FDF 00384D2ED96AE437 A6B45F7216FF1A92 13DD1F6DC423ED9D
t=55: AAB7B27B1CE5D524 BDCB5AC728279AB9 AF6B1C8DFE414C86 22F68588F55C8E62
C4E802298CE15481 768B77A7A84E1FDF (00384D2EDS6AE437 A6B45F7216FF1A92
t=56: 983A35EE537826F0 AAB7B27B1CES5D524 BDCB5AC728279AB9 AF6BIC8DFE414C86
OBE7B3FE43EB3463 C4E802298CE15481 768B77A7A84E1FDEF (00384D2ED96AE437
t=57:C2C9007B1BEI9CF4D 983A35EE537826F0 AAB7B27B1CE5D524 BDCBS5AC728279AB9
397E5321BD27DD2E OBE7B3FE43EB3463 C4E802298CE15481 768B77A7A84E1FDF
t=58: 1AOFCFF62C67E0AS5 C2C9007B1BEI9CF4D 983A35EES537826F0 AAB7B27B1CESDS524
BECEASBO70FDDE4B 397E5321BD27DD2E OBE7B3FE43EB3463 C4E802298CE15481
t=59:E7D763B06CC2AC34 1AOFCFF62C67EOA5 C2C9007B1BEOCF4D 983A35EE537826F0
5744D273C1¥F38773 BECEASBO70FDDE4B 397E5321BD27DD2E OBE7B3FE43EB3463
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t=60: 486F4BADASCB4D96 E7D763B06CC2AC34 1AQOFCFF62C67EOAS C2C9007B1BEI9CF4D
6616508EA2133B34 5744D273C1F38773 BECEASBO70FDDE4B 397E5321BD27DD2E
t=61: DC6770B956F0F055 486F4BADA8CB4D96 E7D763B06CC2AC34 1A0FCFF62C67EOAS
970988E60D971C48 6616508EA2133B34 5744D273C1F38773 BECEA5S5BO070FDDE4B
t=62: 5F7CE563832894E8 DC6770B956F0F055 486F4BADA8CB4D96 E7D763B06CC2AC34
650678F827F7701F 970988E60D971C48 6616508EA2133B34 5744D273C1F38773
t=63: C32DC022E5937D1B 5F7CE563832894E8 DC6770B956F0F055 486F4BADA8SCB4ADY6
395087939EBDBDD1  650678F827F7701F 970988E60D971C48 6616508EA2133B34
t=64: FEE659EDOOO8BOEE C32DC022E5937D1B 5F7CE563832894E8 DC6770B956F0F055

faloW/EnletnWwA~inksYolkRniaNoN~ 2000070200 DD NN Al ~NaWiu Kok niokoku iy iy Nak iinl 070000 cNTQT71 o4

t=65: A732EB36834C074A FEE659EDO008BOEE C32DC022E5937D1B 5F7CE563832894K8
09A466D6CD127E9D C24F9D75EBY91E085 395087939EBDBDD1 650678F82ARN701
t=66: 5B1682F0AFOFF6A6 A732EB36834C074A FEE659EDO0OO08BOEE C32DC022E5937D1B
DA56B1B76183E9D1 09A466D6CD127ESD C24F9D75EBI91E085 395087939EBDBDD|L
t=67:A71757CE29CD6B61 5B1682FO0AFOFF6A6 A732EB36834C074A FEEG59EDO00SBOYE
30ABC3DB21388EDB DA56B1B76183E9D1 09A466D6CD127E9D '‘C24F9D75EBI91E08p
t=68: 8202AB6393E0A6D7 AT71757CE29CD6B61 5B1l682F0AFOEFORS A732EB36834C074A
4EDBCB450C9D68A5 30ABC3DB21388EDB DA56B1B76183E9D1 09A466D6CD127E9P
t=69: 6508770A9E741395 8202AB6393E0A6D7 A71757CE29CD6B61 5B1682F0AFOFF646
6B4F58DE06441A41 4EDBCB450C9D68A5 30ABC3DB21388EDB DA56B1B76183E9D[L
t=70: F7C52916A6830F3F 6508770A%E741395 8202RAB6393E0A6D7 A71757CE29CD6B41
55F85F28969F648B 6B4F58DE06441A41 4ERBCB450C9D68A5 30ABC3DB21388EDB
t=71: 061595A1758E4E5C F7C52916A6830F3F *6508770A9E741395 8202AB6393E0AGD7
D94F8C3EOA2F60A9 55F85F28969F648Bv 6B4F58DE06441A41 4EDBCB450C9D68AP
t=72:D5368734187EECCB 061595A1758E4E5C F7C52916A6830F3F 6508770A9E741395
A8C792C91D097031 D94F8C3EOA2FG0A9 55F85F28969F648B 6B4F58DE06441A4[
t=73: F338848E621D9D09 D5368784187EECCB 061595A1758E4E5C F7C52916A6830F3F
9769ECOE9AT73A2BD A8C792C91D097031 D94F8C3EOA2F60A9 55F85F28969F648B
t=74: 86A48D31E4F7A2EG( F338848E621D9D09 D5368734187EECCB 061595A1758E4E4C
019AA3BCBEBBCD10ANNST69ECOEOAT3A2BD A8C792C91D097031 D94F8C3EOA2F60AP
t=75: 8DFF4C4DDF36D9E2 86A48D31E4F7A2E6 F338848E621D9D09 D5368734187EEC(B
67523326ED58C22B 019AA3BCBEBBCD10 9769ECOE9A73A2BD A8C792C91D09703[L
t=76: D6EB4AF969D4CF40A 8DFF4C4DDF36D9E2 86A48D31E4F7A2E6 F338848E621D9D(9
0547040916035D9D 67523326ED58C22B 019AA3BCBEBBCD10 9769ECOESA73A2BpP
t=77¢E03D357829EF4D22 D6EB4F969D4CF40A 8DFFA4CADDF36D9E2 86A48D31E4FT7A2HG
EDDF88ABDFF1FD36 054704D916035D9D 67523326ED58C22B 019AA3BCBEBBCDIp
t=78: 66CCDBCIBC2B6EOC FO03D357829EF4D22 D6EB4F969DACF40A 8DFF4C4DDEF36D9H2
B3953BA10977D31A FDDF88ASDFF1FD36 054704D916035D9D 67523326ED58C22B
t=79: BOF6EF4757271CB2 66CCDBCIBC2B6EOC F03D357829EF4D22 D6EB4F969D4CF40A
12446E230B3B76AC B3953BA10977D31A FDDF88A8DFF1FD36 054704D916035D9D

T

The output s

Yo=8C3D37C819544DA2 W BOF6EF4757271CB2 = 4634270F707B6A54
Y1=73E1996689DCD4D6 W 66CCDBCIBC2B6EOC = DAAE7530460842E2
Y2 =1DFAB7AE32FF9C82 W FO3D357829EF4D22 = 0E37ED265CEEE9A4
Y3=679DD514582F9FCF U D6EB4F969D4CF40A = 3E8924AAF57C93D9
Y4 =0F6D2B697BD44DA8 W 12446E230B3B76AC = 21B1998C870FC454
Y5s=77E36F7304C48942 Y B3953BA10977D31A = 2B78AB140E3C5C5C
Y6 = 3FOD85A86A1D36C8 W FDDF88A8DFF1FD36 = 3D7DOE514A0F33FE
Y7=1112E6AD91D692A1 ¥ 054704D916035D9D = 1659EB86ATDIFO03E
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The message digest is

4634270F 707B6A54 DAAET7530 460842E2 OE37ED26 5CEEESA4 3E8924AA

B.10.2 Example 2
In this example, the input message is

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmnhijkl
mnoijklmnopjklmnopgklmnopqgrimnopqrsmnopqrstnopqrstu”

The padded message consists of two blocks.

The first blogk input (1 024 bits) is

Z[0]=6162636465666768
Z[1]=6263646566676869
Z[2]=636465666768696A
Z[3]=6465666768696A6B
Z[4] = 65666768696A6B6C
Z[5]=666768696A6B6C6D
Z[6] = 6768696A6B6CHD6E
Z[7] = 68696A6B6C6D6EGE
Z[ 8] = 696A6B6C6DEEGETD
Z[ 9] = 6A6B6C6D6EGRT 071
Z[10] = 6B6C6D6EGRM 7172
Z[11] = 6C6D6BEET0717273
Z[12] = 6D6R&F7071727374
Z[13] = 6B6F707172737475
Z[14]@8000000000000000
Z[$5]=0000000000000000

The following are (hexadecimal representations of) the successive values of the variables X, X1, X2, X3,
Xa, X5, X6 and X7 in each round when the first block is processed.

t40: 9F86179E424C123A 8C3D37C819544DA2 73E1996689DCD4D6 1DFABT7AE32FF9C82
H606D2E95ADAB8AGB O0F6D2B697BD44DA8 T77E36F7304C48942 3F9D85A86A1D36CS8
t41: 533142CB525091B9 9F86179E424C123A 8C3D37C819544DA2 73E1996689DCD4D6
48B022"&85133E95D E606D2E9S5ADASAGB  (0F6D2B697BD44DA8 77E36F7304C48942
t42: E9CF7C4D67D20354 533141CB525091B9 9F86179E424C123A 8C3D37C819544DA2

Q7A925051 190000920 AQRNA2DNQET] RI3LQET D02 QENNDNAQ N £ R QEEeD2RE0TRNAANAQ

t=3: ASADFE61082B9ABD E9CF7C4D67D20354 533141CB525091B9 9F86179E424C123A
9848CEBCCFD84FEA 57425F1189DC982C 48B022A85133E95D E606D2ES5ADABAGB
t=4: 2C3C2C5ED8EBD26D ASADFE61082B9ABD EOCF7C4D67D20354 533141CB525091B9
E771AD738FE58E76 9848CEBCCFD84FEA 57425F1189DC982C 48B022A85133E95D
t=5: AFBOD44C82DFF225 2C3C2C5ED8EBD26D A5ADFE61082B9ABD E9CEF7C4D67D20354
CFFEO93DD39AF3ABF E771AD738FES8E76 9848CEBCCFEFD84FEA 57425F1189DC982C
t=6: 353191AF8D65DEE9 AFBOD44C82DFF225 2C3C2C5ED8EBD26D ASADFE61082B9ABD
DCF6B078908DFFO9D CFFE93DD39AF3ABF E771AD738FES8E76 9848CEBCCEFD84FEA
t=7: FOED5E552EE187D9 353191AF8D65DEEY9 AFBOD44C82DFF225 2C3C2C5EDS8EBD26D
FF4C75D2E1DE3279 DCF6B078908DFFOD CFFE93DD39AF3ABE E771AD738FE58E76
t=8: 779397867FBA1360 FOEDSE552EE187D9 353191AF8D65DEEY9 AFBOD44C82DFF225
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DE20103108B0A669 FF4C75D2E1DE3279 DCF6B078908DFF9D CFFE93DD39AF3ABF
t=9: B2DFC180C2685A63 779397867FBA1360 FOEDSES552EE187D9 353191AF8D65DEEY
842E374C7133F9F6 DE20103108B0A669 FF4C75D2E1DE3279 DCEF6B078908DFFID
t=10: 360F5422F09700EC B2DFC180C2685A63 779397867FBA1360 FOEDSES552EE187D9
60C5AE3708E67485 842E374C7133F9F6 DE20103108BO0A669 FF4CT75D2E1DE3279
t=11: DAEFF6A462386C20 360F5422F09700EC B2DFC180C2685A63 779397867FBA1360
A4889ET7CE945580A 60C5AE3708E67485 842E374C7133F9F6 DE20103108B0A669
t=12: ODECA4759C7EOOAD DAEFF6A462386C20 360F5422F09700EC B2DFC180C2685A63
S5EE3BD7D600E83AB A4889E7CES945580A 60CS5AE3708E67485 842E374C7133F9F6

=12 1 2DO0D 2N ONNNACO AN ONATJE QT AN NDAD D ANACLD20 00900 ’)Fﬂ'l:‘l:/l’)’)t‘f‘\ﬁ'7f\f‘\:c

5BD8653319107D74 5EE3BD7D600ES83AB A4889E7CE945580A 60C5AE3708E6748p
t=14: D904C89042A3AD4D 13BOOED20ESODACY ODECA4759C7E00AD DAEFF6A462386CRO
2472BA283736D707 5BD8653319107D74 SEE3BD7D600E83AB A4889ETCE945580QA
t=15: F2787EC95BF1F813 D904C89042A3AD4D 13BOOED20E90DACY ODECAA759CT7EQORD
99AC6FC931B828B5 2472BA283736D707 5BD8653319107D74 S5EESBD7D600ES3AR
t=16: C73C91546E687207 F2787EC95BF1F813 D904C89042A3AD4D \13B00ED20E90DAL9
86A4CA2DC3377691 99AC6FCO931B828B5 2472BA283736D0 k. 5BD8653319107D74
t=17: 4F773C1lE20EF1984 C73C91546E687207 F2787EC95BEI¥F813 D904C89042A3ADED
3A2886065715B415 86A4CA2DC3377691 99AC6FCO3IB8Z8BS 2472BA283736D70[/
t=18: 90DE39FF4862F8DE 4F773C1lE20EF1984 C73C91546E687207 F2787EC95BF1F8[3
E7DB461C33EC4D87 3A2886065715B415 86A4CA2DC3377691 99AC6FC931B828Bp
t=19: 9889961BC5B9B080 90DE39FF4862F8DE~4E//73C1LE20EF1984 C73C91546E6872p7
18DBE557A44B8215 ETDB461C33EC4D87.\3A2886065715B415 86A4CA2DC337769[L
t=20: OOBESFE77AEEF04D 9889961BC5B9B0B0 90DE39FF4862F8DE 4F773ClE20EF19B4
919D9DD3F8E192BA 18DBE557A44B8215 ET7DB461C33EC4D87 3A2886065715B41p
t=21: 4916899865BA519B O0BESFEY 7AEEF04D 9889961BC5B9B080 90DE39FF4862F8pPE
494E40936BF36522 919D9DDEHSE192BA 18DBES557A44B8215 E7DB461C33EC4D8[/
t=22: 2FD4751621FAR436 4916899865BA519B 00BESFE77AEEF04D 9889961BC5B9BOBO
461316088EE39598 494E40936BF36522 919D9DD3F8E192BA 18DBE5S57A44B821p
t=23: A895267A751BBBS1 2FD4751621FAA436 4916899865BA519B 00BESFE77AEEFORD
TBF13FD8BDECY96ES- 461316088EE39598 494E40936BF36522 919D9DD3F8E192BA
t=24: 413510E472DEBCAB A895267A751BBB51 2FD4751621FAR436 4916899865BA51PB
EO47DEF94YECF770 7BF13FDS8BDEC96ES5 461316088EE39598 494E40936BF3652p
t=25: 0DQBD6OE7ECFOCAO 413510E472DEBCAB A895267A751BBB51 2FD4751621FAA4R6
33685248DD1081A9 EO047DEF947ECE770 7BF13FD8BDEC96ES5 461316088EE3959
t=26:)2B6939189B6398BD 0D9BD60E7ECFOCAO 413510E472DEBCAB A895267A751BBBp1l
E1EAOOS8EABBDDD8A 33635248DD1081A9 EO047DEF947ECEF770 7BF13FD8BDECY96EP
t=27: 88C8D5C8FDF31407 2B6939189B6398BD 0D9BD60OE7ECFOCAO 413510E472DEBCAB
864D416A722024F2 EIEAOO8BEABBDDD8A 33635248DD1081A9 EO047DEF947ECE770
t=28: C48C3778FBDC16E5 88C8D5C8FDF31407 2B6939189B6398BD 0DIBD6OE7ECFOCAO
8A4110030D28BESS5 864D416A722024F2 E1EAOO8EABBDDD8A 33635248DD1081A9
t=29: D9F2AED6553533CF C48C3778FBDCL16ES5 88C8D5C8FDEF31407 2B6939189B6398BD
EC047BC2E5A7C98B 8A4110030D28BES5 864D416A722024F2 E1EAO008EABBDDDSA
t=30: 9C7DF3E0118B2A03 D9F2AED6553533CF C48C3778FBDC16E5 88C8D5C8FDF31407
946A5AB5B814086C EC047BC2E5A7C98B 8A4110030D28BESS5 864D416A722024F2
t=31: 2642E04B9FC242CC 9C7DF3E0118B2A03 DI9F2AED6553533CF C48C3778FBDC16ES
F51B8137241F6AEE 946A5AB5B814086C EC047BC2E5A7C98B 8A4110030D28BE9S5
t=32: 9EE2EDALDEGA4BBF 2642E04B9FC242CC 9C7DF3E0118B2A03 DI9F2AED6553533CF
3A110967CED1066A F51B8137241F6AEE 946A5AB5B814086C EC047BC2E5AT7CI98B
t=33: 96DD4E3F9F4ECB4B 9EE2EDASDE6A4BBF 2642E04BO9FC242CC 9C7DF3E0118B2A03
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F7EA1DB2DEOEOF9C 3A110967CED1066A F51B8137241F6AEE 946A5AB5B814086C
t=34: OAGF2F765D8F08D4 96DD4E3FIF4ECB4B 9EE2EDASDE6A4BBF 2642E04B9FC242CC
A4289B29B081DC1E F7EA1DB2DEOEOF9C 3A110967CED1066A F51B8137241F6AEE
t=35: 7696BAE1D69A401A OAG6F2F765D8F08D4 96DD4E3F9F4ECB4B 9EE2EDASDEGA4BBF
5AC1DA918A905421 A4289B29B081DC1lE F7EA1DB2DEOEOFSC 3A110967CED1066A
t=36: 90B4206FAB7D0530 7696BAE1D69A401A 0AGF2F765D8F08D4 96DD4E3FI9F4ECB4B
39083A7BEA35DACS 5AC1DA918A905421 A4289B29B081DC1E F7EA1DB2DEOEOFOC
t=37: 071FA5F764C98E5F 90B4206FAB7D0530 7696BAE1D69A401A 0A6F2F765D8F08D4
08ECE17FD62AF2F9 39083A7BEA35DACS5 5AC1DAS18AS05421 A4289B29B081DC1E
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4685454816101EE6 O08ECE17FD62AF2F9 39083A7BEA35DACS 5AC1DA918A905421
t=p9: FB78ADD4117E0D4C CEOFCC34AD8DA36C 071FASF764C98ESF 90B4206FAB7D053(0
J10D7EED2F67960B 4685454816101EE6 O8ECE17FD62AF2F9 39083A7BEA35DAES
t=f0: 595A8250371D868B FB78ADD4117E0D4C CEOFCC34AD8DA36C 071FAS5F764G98ESF
JF514945AC2AF500 510D7EED2F67960B 4685454816101EE6 O08ECE17FD62AF2F9
t=p1: F1DC306C639EFB88 595A8250371D868B FB78ADD4117E0D4C CEOFCC84AD8DA36C
413017F53DFED208 5F514945AC2AF500 510D7EED2F67960B 4685454816101EE6
t=f2: 275D96E89981CFE3 F1DC306C639EFB88 595A8250371D868B. FB78ADD4117E0D4C
(J245872EE399310A 413017F53DFED208 5F514945AC2AF500.~~510D7EED2F67960B
t=f3: 5BFB82DA35571E11 275D96E89981CFE3 F1DC306C639RFB88 595A8250371D868B
N6C80FF098F6ABB4 0245872EE399310A 413017F53REEDZ08 5F514945AC2AF500
t=f4: E58F44F1BD431603 5BFB82DA35571E11l 275D96E8P981CFE3 F1DC306C639EFB88
JEBDABABF6D782FD 76C80FF098F6ABB4 02458%2EE399310A 413017F53DFED208
t=@5: 53B71BC37D03FACE E58F44F1BD431603 S5BEB82DA35571E11 275D96E89981CFE3
4598A1A47D0357A5 LSEBDABABF6D782FD ABC80FF098F6ABB4 0245872EE399310A
t=f6: 345AE4AAR187437E1 53B71BC37D03EACE E58F44F1BD431603 5BFB82DA35571E1l1l
NE74231C4177D4D1  8598A1A47D035JA5 SEBDABABF6D782FD 76C80FF098F6ABB4
t=§7: 626CEEE8A84D84E(0 345AE4AAl87437E1 53B71BC37D03FACE E58F44F1BD431603
F35A915AD59125EC T7E74231CA197D4D1 8598A1A47D0357A5 5S5EBDABABEF6D782FD
t=f8: C46DD1206FE63A9F 626CEEESA84D84EQ 345AE4AA187437E1 53B71BC37D03FACE
H7E272EFF6528CD5 F35A915AD59125EC 7E74231C4177D4D1  8598A1A47D0357A5
t=f9: A6190DF4A1B0F666 C46DD1206FE63A9F 626CEEESBA84D84EQO 345AE4AA187437E1L
FO1D59E16E01FCAA_JBTE272EFF6528CD5 F35A915AD59125EC 7E74231C4177D4D1
t=p0: DIEAIDDDE4EF669B A6190DF4AIBOF666 C46DD1206FE63A9F 626CEEE8AB84D84ED
45B6FA884E24896A FO1D59E16EO0LFC67 BT7E272EFF6528CD5 F35A915AD59125EC
t=p1: 9F33EE7183AED669 DIEAIDDDE4EF669B A6190DF4A1B0F666 C46DD1206FE63A9F
H133508E689D5618 45B6FA884E24396A FO1DS59E16EQ01FC67 BTE272EFF6528CD5
t=p2:{B13ECBE9C5AB549B 9F33EE7183AED669 DIEAIDDDE4EF669B A6190DF4A1B0F666
257000654C161D77 B133508E689D5618 45B6FA884E24396A FO1DS59E16E01FC67
t=53: 372E19656F4C71F6 B13ECBE9C5AB549B 9F33EE7183AED669 D1IEAIDDDE4EF669B
53B78D2B828CI9FD0O  257000654C161D77 B133508E689D5618 45B6FA884E24396A
t=54: AE694575918CFOFA 372E19656F4C71F6 B13ECBE9C5AB549B 9F33EE7183AED669
6349FBF49B89B65D 53B78D2B828CI9FD0 257000654C161D77 B133508E689D5618
t=55: 617B509949F118FD AE694575918CFOFA 372E19656F4C71F6 B13ECBE9C5AB549B
B1F1CB2F4FCOA9DE 6349FBF49B89B65D 53B78D2B828CI9FD0 257000654C161D77
t=56: 22C244C694B15B1C 617B509949F118FD AE694575918CFOFA 372E19656F4CT71F6
AC9793625B6713A6 BlF1CB2F4FCOASDE 6349FBF49B89B65D 53B78D2B828CIOFDO
t=57: 3311FB1C405F0DOF 22C244C694B15B1C 617B509949F118FD AE694575918CFOFA
E4C449F90128CC38 AC9793625B6713A6 BlF1CB2F4FCOASDE 6349FBEF49B89B65D
t=58: 594961E04CE3A122 3311FB1C405F0DOF 22C244C694B15B1C 617B509949F118FD
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B6F7A90EBOC1I8COA E4C449F90128CC38 AC9793625B6713A6 BlFICB2F4FCOA9DE
t=59: OA392F484AF8A380 594961E04CE3A122 3311FB1C405F0DOF 22C244C694B15B1C
1AD7EOEEO97FDEBO B6F7A90EBOC18CO0A E4C449F90128CC38 AC9793625B6713A6
t=60: E146E2AT7C1A65C6B OA392F484AF8A380 594961E04CE3A122 3311FB1C405F0DOF
BB4DDAT7E6C53497D 1AD7EOEEO097FDEBO B6F7AS0EBOC18COA E4C449F90128CC38
t=61: 529AB3BCA586375B E146E2ATC1A65C6B 0A392F484AF8A380 594961E04CE3A122
96D42DDC61058438 BB4DDATE6C53497D 1AD7EOEEO97FDEBO B6F7A90EBI9C18COA
t=62: 70ATE4A859B8B382 529AB3BCA586375B E146E2AT7CI1A65C6B 0A392F484AF8A380
TF8CAECE994D7B17 96D42DDC61058438 BB4DDATE6C53497D 1AD7EOEE097FDEBO
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DBBB47B6F5183CB6 7F8CAECE994D7B17 96D42DDC61058438 BB4DDATE6C53497pD
t=64: 9D537AF704E642F0 1F5F60BBFE7CCCE7 70A7E4A859B8B382 529AB3BCA5S8637PpB
BC4B7813CCB07A48 DBBB47B6F5183CB6 7F8CAECE994D7B17 96D42DDCg105843B
t=65: 0F178025C27E422C 9D537AFT704E642F0 1F5F60BBFE7CCCE7 70AJE4AA859B8B3B2
E3065FF6F7ADDF6D BC4B7813CCB07A48 DBBB47B6F5183CB6 7ES8CAECE994D7B1[/
t=66: A93AAS5F85D1IBCDEA 0F178025C27E422C 9D537AFT704E642F0 N\ F5F60BBFE7CCCET
DD8BDB1945B27133 E3065FF6F7ADDF6D BC4B7813CCB0O7A48. DBBB47B6EF5183CBp
t=67: BO3B21F8AEBSF329 A93AASF85D1IBCDEA 0F178025C2E422C 9D537AF704E642F0
1546C7737C00F978 DD8BDB1945B27133 E3065FF6FJAPDF6D BC4B7813CCB0O7A4B
t=68: CF675521103494C7 B93B21F8AEB8F329 A93AASF85DIBCDEA (0F178025C27E42pC
9202AE67985172D8 1546C7737C00F978 DD8BDBIY945B27133 E3065FF6F7ADDE6D
t=69: 6BD1BCBOF69DEABY CF675521103494C7~BI3B21F8AEB8F329 A93AA5F85D1IBCDEA
CC4A167A12B10D07 9202AE67985172D8.\1546C7737C00F978 DD8BDB1945B2713B
t=70: 36FB6D38ECT7A9F8F 6BD1IBCBOF69DEAB9 CF675521103494C7 BO93B21F8AEBSF3PY
BEF2DF292FDA17376 Al67CC4A12BlABO7 9202AE67985172D8 1546C7737CO0F97B
t=71: B45C8408593C88F6 36FB6D3BECTAOF8F 6BDIBCBOF69DEABY CF675521103494(7
70347EA05752DF76 BF2DF292BDA17376 Al67CC4A12B10D07 9202AE67985172DB
t=72: OCA25CCF6FF6180E B45C8408593C88F6 36FB6D38ECT7A9F8F 6BD1IBCBOF69DEABY
OFFA31707E364987 7034 7EA05752DF76 BF2DF292FDA17376 Al67CC4A12B10DOJ/
t=73: D49316BE5S5F130#48 OCA25CCF6FF6180E B45C8408593C88F6 36FB6D38ECTAIFBE
51269C93931E39F%/ OFFA31707E364987 70347EA05752DF76 BF2DF292FDA1737p
t=74: 896EE1FECOF16E4B D49316BESF130748 O0CA25CCF6FF6180E B45C8408593C88F6
118DA75760797D25 51269C93931E39F7 O0OFFA31707E364987 70347EA05752DF7p
t=75: 22Q07C194C5B05AD 896EE1FECOF16E4B D49316BE5F130748 OCA25CCF6FF618PE
070F4DZ2CT71FD0609 118DA75760797D25 51269C93931E39F7 OFFA31707E36498(
t=76:)ED4C5451ED5670B7 22007C194C5B0O5AD 896EE1FECOF16E4B D49316BESF130748
DSAEOEBODE35A312 070F4D2C71FD0609 118DA75760797D25 51269CS93931E39F(/
t=77: F61D35F056C47639 ED4C5451ED5670B7 22007C194C5BO5SAD 896EE1FECOF16EHRB
137B9CA2A9375030 DSAEOEBODE35A312 070F4D2C71FD0609 118DA75760797D25
t=78: ECO1C4BFEACC2519 F61D35F056C47639 ED4C5451ED5670B7 22007C194C5B05AD
F6083B6FEFAEF695 137B9CA2A9375030 DS5AEOEBODE35A312 070F4D2C71FD0609
t=79: 09C993659E2DEF45 ECO1C4BFEACC2519 F61D35F056C47639 ED4C5451ED5670B7
1617F9FAT73004761 F6083B6FEFAEF695 137B9CA2A9375030 D5SAEOEBODE35A312
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The output after processing the first block is

Yo = 8C3D37C819544DA2 W 09C993659E2DEF45 = 9606CB2DB7823CE7
Y1 73E1996689DCD4D6 W ECO1C4BFEACC2519 5FE35E2674A8F9EF
Y2 1DFABT7AE32FFI9C82 W F61D35F056C47639 1417ED9E89C412BB
Y3 679DD514582F9FCF W ED4C5451ED5670B7 54EA296645861086
Y4 = 0F6D2B697BD44DA8 W 1617F9FA73004761 25852563EED49509
Ys 7TTE36F7304C48942 ¥ F6083B6FEFAEF695 6DEBAAE2F4737FD7
Y6 3F9D85A86A1D36C8 W 137BYCA2A9375030 5319224B135486F8
Y7 = 1112E6AD91D692A1 W DSAEOEBODE35A312 = E6COF55E700C35B3

The second block input (1 024 bits) is

Z[0]=0000000000000000
Z[1]=0000000000000000
Z[2]=0000000000000000
Z[3]=0000000000000000
Z[4]=0000000000000000
Z[5]=0000000000000000
Z[6]=0000000000000000
Z[7]=0000000000000000
Z[8]=0000000000000000
Z[9]=0000000000000000
Z[10] =00000000000000€0
Z[11]=0000000000080000
Z[12]=0000000009800000
Z[13]=0000000090000000
Z[14]=0000000000000000
Z[15] = 0000000000000380

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
X4, X5, X6 and X7 in each round when the'second block is processed.

t40: C62A1109950BC4B0 *9606CB2DB7823CE7 S5FE35E2674A8F9EF 1417ED9E89C412BB
H6602607DA508ECL-26852563EED49509 6DEBAAE2F4737FD7 5319224B135486F8
t41: 4A2EB8F6FFB04F81 C62A1109950BC4B0 9606CB2DB7823CE7 5FE35E2674A8F9EF
g14F9DBEAOCLA4L5C B6602607DA508EC]1 25852563EED49509 6DEBAAE2F4737FD7
t42: D708EDE418B1A603 4A2EBB8F6FF304F81 C62A1109950BC4B0 9606CB2DB7823CE7
Jqr8726EOE363D72E  614F9DBEAOCIA45C B6602607DA508EC1 25852563EED49509
t43:,44D5660E0E213AA5 D708ED5418B1A603 4A2EBS8F6FF304F81 C62A1109950BC4BO
HEFAAOCEFS5A58EB13D  CF8726E0E363D72E  614F9DBEAOC1A45C B6602607DA508ECL
t=4: 957D13471214C5F4 44D5660E0E213AA5 D708ED5418B1A603 4A2EB8F6FF304F81

981291723204C874 EFAAOCFS5A58EBL3D CF8726E0E363D72E 614F9DBEAOC1A45C
t=5: 76E8C9D1C9DD8AB8 957D13471214C5F4 44D5660E0E213AA5 D708ED5418B1A603
TFCCD3C31337A90E 981291723204C874 EFAAQOCF5A58EB13D CF8726E0E363D72E
t=6: 4B16F79453BE3727 76E8C9D1CI9DD8ABS 957D13471214C5F4 44D5660EOE213AAS
80E62F655E7ED37B  7FCCD3C31337A90E 981291723204C874 EFAAOCF5A58EB13D
t=7: 5E63338FBE9889D9 4B16F79453BE3727 76E8COD1ICIODD8ABS 957D13471214C5F4
441041F54BEO537B 80E62F655E7ED37B  7FCCD3C31337A90E 981291723204C874
t=8: C7338364B83DFI9C6 5E63338FBE9889D9 4B16F79453BE3727 76E8CID1ICIDD8ABS
E4FA1425EBOF0182 441041F54BEO537B 80E62F655E7ED37B  7FCCD3C31337A90E

t=9: S5ED78CF2D7AD0133 C7338364B83DF9C6 5E63338FBE9889D9 4B16F79453BE3727
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21EC095197532090 E4FA1425EBOF0182 441041F54BE0537B B80E62F655E7ED37B
t=10: 75C6A9870347B569 5ED78CF2D7AD0133 C7338364B83DFI9C6 5E63338FBE9889D9
37D613B93BD7DFBS 21EC095197532090 E4FA1425EBOF0182 441041F54BE0537B
t=11: 2330FCOF6CEAC437 75C6A9870347B569 S5ED78CF2D7AD0133 C7338364B83DF9C6
2F1071A0C464DD6B 37D613B93BD7DFBS 21EC095197532090 E4FA1425EBOF0182
t=12: B56EA6063E644DAF 2330FCI9F6CEAC437 75C6A9870347B569 5ED78CF2D7AD0133
D97C54DC192D2B1A 2F1071A0C464DD6B 37D613B93BD7DFBS 21EC095197532090
t=13: F60601BFD3CE4BA2 B56EAGO63E644DAF 2330FCI9F6CEAC437 75C6A9870347B569
BOD5E11F983972F8 D97C54DC192D2B1A 2F1071A0C464DD6B 37D613B93BD7DFBS

PR /P b WA n Ko Yo b Mo Rl ntnio Y e M n YAV Ak Kok ninteValnl ko ¥ Wo Nl o Y W nkr WA AWl En WY, W/En¥ S n Mo ReReNak nlale i nialnk Walile by

015DEA3F41B9C289 BO9DSE11F983972F8 D97C54DC192D2B1A 2F1071A0C464DD6B
t=15: 38E5F661C3F1191B FAGE99A8556DF258 F60601BFD3CE4BA2 B56EA6063E044DAF
5279EES55AFESAFCC (015DEA3F41B9C289 BI9DSEL11F983972F8 D97C54DC492D2B1A
t=16: ACDC1A5C38C85CD5 38ES5F661C3F1191B FAGE99A8556DF258 F60,6QDBFD3CE4BA2
DB79F8F12D277F02 5279EES5AFESAFCC 015DEA3F41B9C289 BODSE11F983972FB
t=17: 4B9240C9BA6GF1B53 ACDCI1A5C38C85CD5 38ES5F661C3F1191B "\WAGE99A8556DF2hH8
4DESS5D4B2EA4F33C DB79F8F12D277F02 5279EES55AFESAECS. 015DEA3F41B9C28pP
t=18: 4635F911BF4C6D0D 4B9240C9BAGF1B53 ACDCI1A5C38C86CD5 38ESF661C3F119[B
BCB192998C798DEA 4DES5D4B2EA4F33C DB79F8F120277F02 5279EES55AFESAFCL
t=19: E586156D13060B8C 4635F911BF4C6D0D 4B924QCO9BAGF1B53 ACDCIA5C38C85CDP5
176C6027F44C42A5 BCB192998C798DEA 4DEYS5D4B2EA4F33C DB79F8F12D277F0pR
t=20: 65E9087A1372B7EE E586156D13060B8C~4035F911BFAC6D0D 4B9240C9BAGF1BpH3
1CA79B5218212A16 176C6027F44C42A5 \BCB192998C798DEA 4DE55D4B2EA4F33[C
t=21: 61D617FF18A51FA7 65E9087A1372B%9EE E586156D13060B8C 4635F911BFAC6DPD
FFF208DDA4ACEF3BE 1CA79B5218212A16 176C6027F44C42A5 BCB192998C798DER
t=22: EAE30855B7D727BF 61D617FF18A51FA7 65E9087A1372B7EE E586156D13060BBC
1908F447D8261EFD FFF208DRA4ACE3BE 1CAT79B5218212A16 176C6027F44C42ApH
t=23: E17F4AA3CA31951F EAE30855B7D727BF 61D617FF18A51FA7 65E9087A1372B7EE
A93A3B339DE2E79E 1908F447D8261EFD FFF208DDA4ACF3BF 1CA79B5218212A1
t=24: CBDATFD5D72B0448 E17F4AA3CA31951F EAE30855B7D727BF 61D617FF18A51FA7
39CB25C47FT7F1E76~ AS93A3B339DE2E79E 1908F447D8261EFD FFF208DDA4ACE3BF
t=25: 875B7C8BOLFC6FFF CBDA7FD5D72B0448 E17FAAA3CA31951F EAE30855B7D727BF
5061761EE4AB430 39CB25C47FT7F1ET76 A93A3B339DE2E79E 1908F447D8261EFpD
t=26: 74Q3EBO3CB083DCB 875B7C8BD1FC6FFF CBDA7FD5D72B0448 E17F4AA3CA3195[F
AQOL B3 N'D4436BECS 5061761EF4A7B430 39CB25C47FTF1ET6 A93A3B339DE2ET9E
t=27:)A2194EB42A179534 7493EB0O3CB083DCB 875B7C8BD1FC6FFF CBDA7EFDS5D72B0448
FS5ES556161E2D8F5E  AO00157FD4436BECS 5061761EF4A7B430 39CB25C47FTF1ETR
t=28: 50120D72503F50A3 A2194EB42A179534 7493EBO3CB083DCB 875B7C8BDIFCGFFF
B2288596FBF78CT7A 75E556161E2D8F5E AO00157FD4436BEC5 5061761EF4A7B430
t=29: 9388C45EF9BEDABA 50120D72503F50A3 A2194EB42A179534 7493EBO3CB083DCB
377650FBEE17C4B3 B2288596FBF78C7A 75E556161E2D8F5E  AO00157FD4436BECS
t=30: FAOD8AF6122631D1 9388C45EFI9BEDABA 50120D72503F50A3 A2194EB42A179534
4417C8D07BA5397A 377650FBEE17C4B3 B2288596FBF78CT7A T75E556161E2D8F5E
t=31: 9E234A4F427D2B06 FAOD8AF6122631D1 9388C45EFIBEDABA 50120D72503F50A3
23652F849EA698BE  4417C8D07BA5397A 377650FBEE17C4B3 B2288596FBF78CTA
t=32: 8D9DC47628B2D452 9E234A4F427D2B06 FAOD8AF6122631D1 9388C45EFIBEDABA
D9DD068BDE33B870 23652F849EA698BE 4417C8D07BA5397A 377650FBEE17C4B3
t=33: DBC5AB3931DBA353 8D9DC47628B2D452 9E234A4F427D2B06 FAOD8AF6122631D1
E3F00F8D49C43EC4 DI9DD068BDE33B870 23652F849EA698BE 4417C8D07BA5397A
t=34: 90BBFAFE9E70D4DE DBCS5AB3931DBA353 8D9DC47628B2D452 9E234A4F427D2B06
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C79450C5A27F1152 E3F00F8D49C43EC4 D9DDO68BDE33B870 23652F849EA698BE
t=35: 0176074A50D737DC 90BBFAFESE70D4DE DBCS5AB3931DBA353 8D9DC47628B2D452
484DCDA447B167ED C79450C5A27F1152 E3F00F8D49C43EC4 D9DD068BDE33B870
t=36: 8A31589736A222D9 0176074A50D737DC 90BBFAFE9E70D4DE DBC5AB3931DBA353
7TF0533A9F4225D4 484DCDA447B167ED C79450C5A27F1152 E3F00F8D49C43EC4
t=37: DB9603572C370B39 8A31589736A222D9 0176074A50D737DC 90BBFAFESE70D4DE
AD407246D492B9CY T77F0533A9F4225D4 484DCDA447B167ED C79450C5A27F1152
t=38: A0BC2200492231A3 DB9603572C370B39 8A31589736A222D9 0176074A50D737DC
001CFA61F6A94907 AD407246D492B9CY9 T77F0533A9F4225D4 484DCDA447B167ED

t— Q. 1710007 AT D laksYaloXoNaVaW.NeSoXoRol| DROCA2C IO TNAD 20 ON221 L0072 ND2000

d7398391FEE339DE  001CFA61F6A94907 AD407246D492B9CY9 77F0533A9F4225D4
t=f0: A3312953448FA7E]1l D17150907EDA767B A0BC2200492231A3 DB9603572C370B39
§8C2310AFA13D7FD C7398391FEE339DE (001CFA61F6A94907 AD407246D492BOES
t=p1: A1974BE1ES531F375 A3312953448FA7E]1 D17150907EDA767B AOBC2200492231A3
9QCABA67B2C460999 88C2310AFA13D7FD C7398391FEE339DE 001CFA6LF6A94907
t=@2: 34BFABB3D67367DF A1974BE1E531F375 A3312953448FA7E1 D17150907EDA767B
4AB15B8120A75FAO0 9CABA67B2C460999 88C2310AFA13D7FD C7398391FEE339DE
t=f3: 47FB83EAOBOSCFEDF 34BFABB3D67367DF A1974BEI1ES531F375.A8312953448FATEL
g2AF65BB8CF42FDF  4AB15B8120A75FA0  9CABA67B2C460998.~-88C2310AFAL13D7FD
t=ft4: BE123C3EE4765CED 47FB83EAOBOICFDF 34BFABB3D67367DF A1974BE1E531F375
q53B3C12510AF392 82AF65BB8CF42FDF 4AB15B8120A75FAO0 9CABA67B2C460999
t=f5: 1BBD79A592A8BD47 BE123C3EE4765CED 47FB83EADBO9CFDF 34BFABB3D67367DF
(J2E864735B8BF844 553B3C12510AF392 82AF6SBB8CEF42FDF 4AB15B8120A75FAQ
t=f6: 0A8B7BECB393BFA4 1BBD79A592A8BD47 BE23C3EE4765CED 47FB83EAOBOICEDF
JYA8B439714CEBAF1 02E864735B8BF844 (533B3C12510AF392 82AF65BB8CF42FDFE
t=f7: 9510DFC044C38B79 0A8B7BECB393BKA4 1BBD79A592A8BD47 BE123C3EE4765CED
F5B8B726BB1A26AC 1A8B439714CE8AFL 02E864735B8BF844 553B3C12510AF392
t=f8: 20C6FF36AAF2AFE6 9510DFCQ44C38B79 O0A8B7BECB393BFA4 1BBD79A592A8BD47
HS5BDED3F35816323 F5B8B726BB1A26AC 1A8B439714CESAF1 02E864735B8BF844
t=f9: 7FA16F7BASEBE14C 20CGFF36AAF2AFE6 9510DFC044C38B79 0OA8B7BECB393BFA4
J21838784DA12D56 ESBDED3F35816323 F5B8B726BB1A26AC 1A8B439714CESAF1
t=p0: D2B84B6F18380435 7FAl6F7BASEBE14C 20C6FF36AAF2AFE6 9510DFC044C38B79
g7338C92A%E62CB3,_J321838784DA12D56 ESBDED3F35816323 F5B8B726BB1A26AC
t=p1: 9201269A2C534F51E D2B84B6F18380735 7FAl6F7BASEBE14C 20C6FF36AAF2AFEG
Y8B3943C938EV477 67338C92A9E62CB3 321838784DA12D56 ESBDED3F35816323
t=p2: ESAA7485C1241AA4 9201269A2C54F51E D2B84B6F18380735 7FAl6F7BASEBELAC
HOCDBERC85E7C325 18B3943C938E0477 67338C92A9E62CB3 321838784DA12D56
t=p3:{5E3B46494F487A51 E5AAT7485C1241AA4 9201269A2C54F51E D2B84B6F18380735
A1AS6A63C2F9C2D5 BIYCD3EFC85E7C325 18B3943C938E0477 67338C92A%E62CB3
t=54: 30F07AE985818A3F 5E3B46494F487A51 E5AAT485C1241AA4 9201269A2C54F51E
F7B2345A39EES53D6 AlA96A63C2F9C2D5 BO9CD3EFC85E7C325 18B3943C938E0477
t=55: D5441CF2BBBF4247 30F07AE985818A3F 5E3B46494F487A51 ESAAT485C1241AA4
08170A5A65B9CC59 F7B2345A39EES3D6 AlA96A63C2F9C2D5 BI9CD3EFC85E7C325
t=56: A028FDCCD5B3CD6C D5441CF2BBBF4247 30F07AE985818A3F 5E3B46494F487A51
40F68900D8945D8B 08170A5A65B9CC59 FT7B2345A39EE53D6 AlA96A63C2FI9C2D5
t=57: A7TEC8B6433605C8D A028FDCCD5B3CD6C D5441CF2BBBF4247 30F07AE985818A3F
S5DCC12B8F92F5A2A 40F68900D8945D8B 08170A5A65B9CC59 F7B2345A39EE53D6
t=58: E7440592C375CD18 ATEC8B6433605C8D A028FDCCD5B3CD6C D5441CF2BBBF4247
800CC35788C7BD7E 5DCC12B8F92F5A2A 40F68900D8945D8B 08170A5A65B9CC59
t=59: 8CFEBAOAA271D1E8 E7440592C375CD18 ATEC8B6433605C8D A028FDCCD5B3CD6C
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18CEFFE6OESF76E0 800CC35788C7BD7E 5DCC12B8F92F5A2A 40F68900D8945D8B
t=60: 47B9D567B722FB37 8CFEBAOAA271D1E8 E7440592C375CD18 A7EC8B6433605C8D
A530BEEOABO6F7BEF 18CEFFE60ES5F76E0 800CC35788C7BD7E 5DCC12B8F92F5A2A
t=61: A3C575002D2A90C4 47B9D567B722FB37 8CFEBAOAA271D1E8 E7440592C375CD18

332C2311F81CC391 AS530BEEOABYO6F7BEF 18CEFFE6OES5F76E0 800CC35788C7BD7E
t=62: F96FCBI96DEB9E494 A3C575002D2A90C4 47BO9D567B722FB37 8CFEBAOAA271D1ES8
7TEFBDECC5D2B5820 332C2311F81CC391 A530BEEOABI96F7BEF 18CEFFE6OESFT76EOQ
t=63: F363C8EC7B1A0888 FI96FCBI96DEB9E494 A3C575002D2A90C4 47BI9D567B722FB37
2AET76A4CDDOB55BD 7EFBDECC5D2B5820 332C2311F81CC391 A530BEEOABS6FTBF
t—&/l: EOHFZ\A/lOﬁF’)/AIﬁZ\ADEﬁ F’.) ’JF‘QEP‘ﬁElZ\A(‘\QOQ FOFFP‘BO DEEOE{O{ ’JﬂETEﬂn’)D’)Z\AOf\:[l
94D171AE802D6CSOD 2AET76A4CDDOB55BD 7EFBDECC5D2B5820 332C2311F81GC39L
t=65: 96345101E32B060F B8OFA4876347AD57 F363C8ECTB1A0888 FI96FCBI6DEBIOE4P4
5E1C4C06D3B02C21 94D171AE802D6C9D 2AE76A4CDDOB55BD 7EFBDECCSD2B582p
t=66: 35C874D072FDC82C 96345101E32B060F B80FA4876347AD57 F363C3ECT7BLA08BS
3353886B54C833B5 5E1C4C06D3B02C21 94D171AE802D6CO9D 2AE%6A4CDDOB55Bp

t=67: 401E4175643FC458 35C874D072FDC82C 96345101E32B060F "BBOFA4876347ADp7
EBEF8A88724B7FF7 3353886B54C833B5 5E1C4C06D3B02C2M. 94D171AE802D6COP
t=68: D58E109317C90113 401E4175643FC458 35C874D072FDC82C 96345101E32BO6PF

894598AE776D2EDS EBEF8A88724B7FF7 3353886B5@CE833B5 5E1C4C06D3B0O2C2[L
t=69: 68A4AA1333AEA536 D58E109317C90113 401E4175643FC458 35C874D072FDC8RC
09FCE6C815B259F9 894598AE776D2EDS5 EBER8A88724B7FF7 3353886B54C833Bp

t=70: 8AOD8CO1F5588CCl 68A4AA1333AEA536~R58E109317C90113 401E4175643FC4pH8
AEE1595DB3F40CF8 O09FCE6C815B259F9.\894598AE776D2EDS5 EBEF8A88724B7FE]/
t=71: 6F485B267B52813E 8AOD8CO1F5588€C1l 68A4AA1333AEA536 D58E109317C901[3
BBA5B657667A087C AEE1595DB3F40E€F8 O09FCE6C815B259F9 894598AE776D2EDP
t=72: CBFOFF8A3EB56D59 6F485B267B52813E 8AODSCO1F5588CCl 68A4AA1333AEA5B6
DO686F6ECFI9ABS1E BBASB65T667A087C AEE1595DB3F40CF8 09FCE6C815B259FP
t=73: AD1D1893EE86E3B6 CBFOFF8A3EB56D59 6F485B267B52813E 8A0D8CO1F5588C[1
DI9F1FF942480D4D5 DO686F6ECFIABS1IE BBASB657667A087C AEE1595DB3F40CFER
t=74: 1443D9D1606EFF323 AD1ID1893EE86E3B6 CBFOFF8A3EB56D59 6F485B267B5281BE
TAE6T7C10BF64A97B-~ DOF1FF942480D4D5 DO686F6ECFOABS1E BBASB657667A087C
t=75: 9F07271DAY9F94DC 1443D9D1606FF323 ADID1893EE86E3B6 CBFOFF8A3EB56Dp9Y

84D997908R444616 TAE67C10BF64A97B DOF1FF942480D4D5 DO0686F6ECFIABS1E
t=76: 13§D219301D78C4D 9F07271D479F94DC 1443D9D1606FF323 AD1D1893EE86E3B6
2FD8BFB46B6F4F93 84D997908D444616 TAE67C10BF64A97B DOF1FF942480D4Dp

t=77:)21BE76D4C61FFBB7 137D219301D78C4D 9F07271D479F94DC 1443D9D1606FF3P3
BC85E4FC899BA009 2FD56FB46B6F4F93 84D997908D444616 TAE67C10BF64A97B
t=78: DO9E343D96634B44 21BE76D4C61FFBB7 137D219301D78C4D 9F07271D479F94pC

D/AEGCLOF1681576 BCBS5EAFCB99BA000 2FD56FBA6B6FAF03 84D907008D444616
t=79: 8DF7FA8DDD53CE3C D09E343D96634B44 21BE76DAC61FFBB7 137D219301D78C4D
A2C04DOAEA35A515 D7AE6C10F1681576 BC85E4FC899BA009 2FD56FB46B6F4F93

The output after processing the second block is
Yo = 9606CB2DB7823CE7 ¥ 8DF7FA8DDD53CE3C = 23FEC5BB94D60B23
Yy = S5FE35E2674A8F9EF W DO9E343D96634B44 = 308192640B0C4533
Y2 = 1417ED9ES9C412BB W 21BE76DAC61FFBB7 = 35D664734FE40ET72
Y3 = 54EA296645861086 W 137D219301D78C4D = 68674AF9475D9CD3
Y4 = 25852563EED49509 W A2C04DOAEA35A515 = C845726ED90A3ALE
Ys = 6DEBAAE2F4737FD7 W D7AE6C10F1681576 = 459A16F3E5DB954D
Y6 = 5319224B135486F8 U BC85E4FC899BA009 = 0F9F07479CF02701
Y7 = E6COF55E700C35B3 W 2FD56FB46B6F4F93 = 16966512DB7B8546
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The message digest is

23FEC5BB 94D60B23 30819264 0B0C4533 35D66473 4FE40E72 68674AF9

B.11Dedicated Hash-Function 10 (SHA-512/256)

B.11.1 Example 1

In this example, the input message is “abc”. The padded one block input (1 024 bits) is

Z0}——6162638006-060000
Z[1] = 0000000000000000
Z[2] = 0000000000000000
Z[3] = 0000000000000000
Z[ 4] = 0000000000000000
Z[5] = 0000000000000000
Z[6] = 0000000000000000
Z[7] = 0000000000000000
Z[8] = 0000000000000000
Z[9] = 0000000000000000

Z[10] = 000000000000000@
Z[11] = 00000000000009060
Z[12] = 0000000000880000
Z[13] = 0000000000000000
Z[14] = 0000000000000000
Z[15] = 0000000000000018

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,

X4, X5, Xg and X7 in each round.

t40: 9A2F6D11C39458FE 22312194FC2BF72C 9F555FA3C84C64C2 2393B86B6F53B151
J908D19FBCAF1B12 96283EE2A88EFFE3 BESE1E2553863992 2B0199FC2C85B8AA
t=|1: 9C465A16F85EBR68 9A2F6D11C39458FE 22312194FC2BF72C 9F555FA3C84C64C2
HB7CF388A65CA549 3908D19FBCAF1B12 96283EE2A88EFFE3 BESE1E2553863992
t42: D983D3LECHLCEAIT7CY9 9C465A16F85EBDG6S 9A2F6D11C39458FE 22312194FC2BF72C
J8A505020ACB43C1 BBT7CF388A65CA549 3908D19FBCAF1Bl2 96283EE2A88EFFE3
t43: 1DEEB897FCFF509E D983D31C6CEA97CY 9C465A16F85EBD68 9A2F6D11C39458FE

HA2E42D7925DE73B  C8A505020ACB43C1 BB7CF388A65CA549 3908D19FBCAF1B12

t—/l- 4120 D AC AOT0
T oot

u I~ nill eV EnkeNeNoWwAn/akninlWaloinllaVYo Yo Eohnte ki WalWalnk.Weo ks Falo W o Yal, WAl .t W nic N~k nks i nVale]
T R o A g - P g DT =} “r o g g

—

24ECDADSAOO0C274A BA2E42D7925DE73B C8A505020ACB43C1 BB7CEF388A65CA549
t=5: AATB88556927CE7D 47376B4548F81A5F 1D4E8897FCFF509E D983D31C6CEA97CY
928BC3FFD85778B3 24ECDADS8AO0C274A BA2E42D7925DE73B C8A505020ACB43C1
t=6: BO06B3DF822CF7C1 AATB88556927CE7TD 47376B4548F81A5F 1D4E8897FCFF509E
2023A2CD4FASA4D8 928BC3FFD85778B3 24ECDADS8AO0C274A BA2E42D7925DE73B
t=7: 2F839A3929F48358 B906B3DF822CF7C1l AATB88556927CE7D 47376B4548F81ALF
245A5F77616E5931 2023A2CD4FA5A4D8 928BC3FFD85778B3 24ECDADSAQ0C274A
t=8: 4B1BOE41FB81C46C 2F839A3929F48358 B906B3DF822CF7C1l AATB88556927CE7D
3FE7E2D7D7CED54A 245A5F77616E5931 2023A2CD4FALA4D8 928BC3FFD85778B3
t=9: C4F1C71E65B18C15 4B1BOE41FB81C46C 2F839A3929F48358 B906B3DF822CF7C1
FF5E80C2A75481B7 3FE7E2D7D7CEDS54A 245A5F77616E5931 2023A2CD4FA5A4DS8
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t=10: 19D100CB5E1A3438 C4F1C71E65B18C15 4B1BOE41FB81C46C 2F839A3929F48358
8484655060EBC3EE FF5E80C2A75481B7 3FETE2D7D7CED54A 245A5F77616E5931
t=11: 7AAB2807D4F3F022 19D100CB5E1A3438 C4F1C71E65B18C15 4B1BOE41FB81C46C
BFC3C10D93FF00B8 8484655060EBC3EE FF5E80C2A75481B7 3FET7E2D7D7CED54A
t=12: CO9E2CB6D5D017BA7 7AAB2807D4F3F022 19D100CB5E1A3438 C4F1C71E65B18C1l5
0662BFD092E26FB7 BFC3C10D93FFO00B8 8484655060EBC3EE FF5E80C2A75481B7
t=13: 8C4D8BY98E0672988 CI9E2CB6D5D017BA7 7AAB2807D4F3F022 19D100CBSE1A3438
996E6405C63D83E3 0662BFDO092E26FB7 BFC3C10D93FF00B8 8484655060EBC3EE
t=14: 8D70D5EBDEA6724A 8C4D8B98E(0672988 CI9E2CB6D5D017BA7 7AAB2807D4F3F022

AN AT T 1 00D o o [oNo WA nEAW, Nal ValAisEnlo kel nie] AV Al okoRniaValo ko nko N kinio iy ishnaloYakialaYelekninlaVaks]

t=15: 1EC6365704280063 8D70DSEBDEA6724A 8C4D8BI98E0672988 CI9E2CB6DSDOLTBAT
419C9D961BASEASEF CEAAAEEFT7189EC61 996E6405C63D83E3 0662BFD092EB2J6EB|/
t=16: 3AA569FFD0244EC4 1EC6365704280063 8D70D5EBDEA6724A 8C4AD8BO9BE06729B8
4AC147677B104598 419CO9D961BASEASF CEAAAEEFT7189EC61 996E6405C63D83ER
t=17: 2B6738209B26B728 3AA569FFD0244EC4 1EC6365704280063 8DMODSEBDEAGT2fA
8EE2964A7ADFOF1D 4AC147677B104598 419C9D961BASEASF 'CEAAAEEF7189EC6[
t=18: 1FE6F882B4543504 2B6738209B26B728 3AA569FFD0244EC4 1EC63657042800p3
9CDCO3DO015DA1E7D 8EE2964A7ADFOF1D 4AC147677B104598 419C9D961BASEASE
t=19: 73F4F92021784BB1l 1FE6F882B4543504 2B6738209B26B728 3AA569FFD0244E(4
6994C169A3D21916 9CDCO3D015DA1E7D B8EE2964A7ADFOF1D 4AC147677B10459B
t=20: 4E8CAB806D9319A74 73F4F92021784BB1 1RE6E882B4543504 2B6738209B26B7pR8
EDB2CO079F68C6C60 6994C169A3D21916 9CRCO3D015DA1E7D 8EE2964A7ADFOF1pP
t=21: 73214592D44C971F 4E8CA806D9319AY4 " 73F4F92021784BB1 1FE6F882B45435D4
15BBE2C3AAOE7FD7 EDB2CO079F68C6C60N" 6994C169A3D21916 9CDCO3DO15DA1ETP
t=22: C56EBA713AEEA98F 73214592D44C971F 4EB8CA806D9319A74 73F4F92021784BB1
9D3DFCD24D8FF89C 15BBE2C3AAQE7EFD7 EDB2CO79F68C6C60 6994C169A3D2191p
t=23: 77F4BC54FFD4166B C56EBA13AEEA98F 73214592D44C971F 4E8CA806D9319A[4
A2981D9590A4F202 9D3DECD24D8FF89C 15BBE2C3AAQE7FD7 EDB2C079F68C6C6P
t=24: B380E5F84D5DD65C 77F4BC54FFD4166B C56EBA713AEEA98F 73214592D44CO7[LF
1FS5D06ACB369D69ENNA2981D9590A4F202 9D3DFCD24D8FF89C 15BBE2C3AAQETFED|/
t=25: D8F36822128196A B380ES5F84D5DD65C 77F4BC54FFD4166B C56EBA713AEEAIBFE
1E1F4553B9689809 1F5D06ACB369D69F A2981D9590A4F202 9D3DFCD24D8FE89L
t=26: 73CE3%ED59FC4595 D8F368221281F96A B380E5SF84D5DD65C 77F4BC54FFD416p
5CB11AE8#485959C1 1E1F4553B9689309 1F5DO06ACB369D69F A2981D9590A4F20p
t=27:{2B79283E450B25D2 73CE37ED59FC4595 D8F368221281F96A B380E5F84D5DD6HC
9CA2CDF1A009F7A0 5CB11AE8485959C1 1E1F4553B9689309 1F5D06ACB369D69F
t=28: 7C8479834A5D5E1C 2B79283E450B25D2 73CE37ED59FC4595 D8F368221281F9pA
F68FB52FAD1792EB  9CA2CDF1AO009F7A0 5CB11AE8485959C1 1E1F4553B968930pP
t=29: 5623A1ED63ACFEOC 7C8479834A5D5E1C 2B79283E450B25D2 73CE37ED59FC4595
4174C3633D3223CB  F68FB52FAD1792EB  9CA2CDF1A009F7A0 5CB11AE8485959C1
t=30: E0639E0746A1C4B9 5623A1ED63ACFEIC 7C8479834A5D5ELIC 2B79283E450B25D2
1D2D1CA60E71D9C4 4174C3633D3223CB  F68FB52FAD1792EB  9CA2CDF1A009F7A0
t=31: OECE8CB912DE792B E0639E0746A1C4B9 5623A1ED63ACFEIC 7C8479834A5D5ELC
10EA82370759FF98 1D2D1CA60E71D9C4 4174C3633D3223CB F68FB52FAD1792EB
t=32: 1011563D5CA6F21D OECE8CB912DE792B E0639E0746A1C4BYS 5623A1ED63ACFEIC
2ABCY930AEB105DDA 10EA82370759FF98 1D2DICA60E71D9C4 4174C3633D3223CB
t=33: 001128D308744A0E 1011563D5CAGF21D OECE8CB912DE792B E0639E0746A1C4B9
6DF15BD09649437B 2ABCO30AEBL1O05DDA 10EA82370759FF98 1D2D1CA60E71D9C4
t=34: 785B23CDC94E4D47 001128D308744A0E 1011563D5CA6F21D OECE8CB912DE792B
75645A2459E2B29C 6DF15BD09649437B 2ABCY930AEB105DDA 10EA82370759FF98
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t=35: 431A6F9571320866 785B23CDC94E4D47 001128D308744A0E 1011563D5CA6F21D
C4B1FDB46655F51A 75645A2459E2B29C 6DF15BD09649437B 2ABCY930AEB105DDA
t=36: DIEB9BCB3B3616FE 431A6F9571320866 785B23CDC94E4D47 001128D308744A0E

4

45065C5E0806A68 C4B1FDB46655F51A 75645A2459E2B29C 6DF15BD09649437B

t=37: 4C5C5085AFB86C02 DI9EBIBCB3B3616FE 431A6F9571320866 785B23CDC94E4D47

0

738C70B69B65E34 445065C5E0806A68 C4B1FDB46655F51A 75645A2459E2B29C

t=38: 49F49406AA9CT7915 4C5C5085AFB86C02 DI9EBIBCB3B3616FE 431A6F9571320866
DDBFB052E66E151C 0738C70B69B65E34 445065C5E0806A68 C4BlEFDB46655F51A
t=39: D53B182812347708 49F49406AA9C7915 4C5C5085AFB86C02 DIE8IBCB3B3616FE

G

Ao e Roknl =~ ik nlaVako R Ay~ DoORLRDAC O o1 01 o Q72007 0DcOD T2/ VWAVl Val <k niaNeNaWAl,Wake)

t=

g

10: 6204009DBFD8DODB D53B182812347708 49F49406AA9C7915 4C5C5085AFB86C02
68286C2D8FD381E CO0233F51F0027715 DDBFBO52E66E151C 0738C70B69B65E34
H1: AF3049C09D76ABCE 6204009DBFD8DODB D53B182812347708 49F49406AA9CTH15
1540218448DA4BA 768286C2DS8FD381E CO0233F51F0027715 DDBFBOLS2E6EDS1C
12: 6F48A93A6216BDFA AF3049C09D76ABCE 6204009DBFD8DODB D53B182812347708
OFF3969A7AT7545B 11540218448DA4BA 768286C2D8FD381E CO0233F51F0027715
13: 163B797CD24C6D2E 6F48A93A6216BDFA AF3049C09D76ABCE 6204009DBFD8DODB
F4C2A6889A401A2 60FF3969A7AT7545B 11540218448DA4BA ,J]©8286C2D8FD381E
14: 75B6F991523D6EBD 163B797CD24C6D2E 6F48A93A6216BDFAAF3049C09D76ABCE
E913F4585AA524A AF4C2A6889A401A2 60FF3969A7AT7545B 11540218448DA4BA
15: 807232323213D257 75B6F991523D6EBD 163B797CD24C6D2E 6F48A93A6216BDFA
269B8150084C5E5 BE913F4585AA524A AF4C2A6889A401A2 60FF3969A7TAT7545B
16: SA93EC3C573AB27A 807232323213D257 75BHF9I91523D6EBD 163B797CD24C6D2E
BCC25FD1EF4B66A 6269B8150084C5E5 BE94SF4585AA524A AF4C2A6889A401A2
17: 96F715647C35010B 5A93EC3C573AB27A807232323213D257 75B6F991523D6EBD
DB3985131165CA8 EBCC25FD1EF4B66A\ 6269B8150084C5E5 BES13F4585AA524A
18: A493F38FA8BDIB7A 96F715647C35010B 5A93EC3C573AB27A 807232323213D257
2B27DF2E6ES57AA8 3DB3985131L65CA8 EBCC25FD1IEF4B66A 6269B8150084C5E5
19: D379E2742808F23F A493F38FA8BDIBT7A 96F715647C35010B 5A93EC3C573AB27A
EA89437C88CCD1E 72B2ADEZ2E6ES57AA8 3DB3985131165CA8 EBCC25FDIEF4B66A
b0: 8COC28392DFEEFDO, D379E2742808F23F A493F38FA8BD1IB7A 96F715647C35010B
CCF127AA015E2F4 3EA89437C88CCD1E 72B27DF2E6E57AA8 3DB3985131165CAS8
61: 1D5955ABCFDCADFO 8COC28392DFEEFDO D379E2742808F23F A493F38FA8BDIB7A
96BCDAFEO7B21B5 ECCF127AA015E2F4 3EA89437C88CCD1E 72B27DF2E6EST7AAS8

=p2: 5799FQ2E81AT7C51F 1D5955ABCFDCADFO 8COC28392DFEEFD0O D379E2742808F23F

532365FCI8E332C 496BCDAFE(07B21B5 ECCF127AA015E2F4 3EA89437C88CCD1E

=p3: DOYEIBBA5ET7412B7 5799F02F81A7C51F 1D5955ABCFDCADFO 8COC28392DFEEFDO

MEEVBC465AT7CAL3  0532365FC98E332C 496BCDAFEO07B21B5 ECCF127AA015E2F4

t=54: B404CE9F5B35EB6E DO9E98B45E7412B7 5799F02F81A7C51F 1D5955ABCFDCADFO
52165E3326D1452E E1E81BC465A7CA13 0532365FC98E332C 496BCDAFE07B21B5
t=55: 8FE543A7EICTDE6B B404CE9F5B35EBGE DO9E98B45E7412B7 5799F02F81A7C51F
TD7C18AE2648F54D 52165E3326D1452E E1E81BC465A7CAL13 0532365FC98E332C
t=56: BF53B7992F425D82 8FE543A7E1ICTDE6R B404CE9F5B35EBGE DOOE98B45ET412B7
D6993ET728AC1A822 TDTC18AE2648F54D 52165E3326D1452E E1E81BC465A7CAL3
t=57: A7FC20CC2822A712 BF53B7992F425D82 8FE543A7E1CT7DE6B B404CE9FS5B35EBGE
2BA925FOBBBDA744 D6993E728AC1A822 7TDT7C18AE2648F54D 52165E3326D1452E
t=58: 1F5B9E4E9E470F85 ATFC20CC2822A712 BF53B7992F425D82 8FES543A7E1CT7DE6B
12F8ABBFDCC71F41 2BA925FO0BBBDA744 D6993E728AC1A822 T7D7CLl8AE2648F54D
t=59: 1F4ACTEB8968E01F9 1F5BO9E4EOE470F85 AT7FC20CC2822A712 BF53B7992F425D82
10F69F1491C21COC 12F8ABBFDCC71F41 2BAS25F0BBBDA744 D6993E728AC1A822
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t=60: 0B00107983688DDD 1F4ACT7E8968E0LF9 1F5BOE4EO9E470F85 A7FC20CC2822A712
OE8ABD59D36488D2 10F69F1491C21C9C 12F8ABBFDCC71F41 2BA925F0BBBDA744
t=61: 05774F6D8337D0ODF 0B00107983688DDD 1F4ACTE8968E01F9 1F5B9E4E9E470F85
E8D4AA14CC35666E OE8ABD59D36488D2 10F69F1491C21CO9C 12F8ABBFDCC71F41
t=62: 0E8748C473D5D319 05774F6D8337DODF 0B00107983688DDD 1F4ACTE8968E01F9

95EA094366CA9524 EB8D4AA14CC35666E OE8SABD59D36488D2 10F69F1491C21COC
t=63: 37313BCC31405DD8 0E8748C473D5D319 05774F6D8337D0ODF 0B00107983688DDD
9E24CC56AA903D0OD 95EA094366CA9524 EB8D4AA14CC35666E OEBABD59D36488D2

t=64: 75CAD73882574762 37313BCC31405DD8 0E8748C473D5D319 05774F6D8337DODF

Lo o1 07N 2D07 21 0 [oUnko . Nalal WAl W.NoValsEnVYaRAY ol nk.WaNoW, EeN A ak.Wel oW, LONDANNl A0 O 00

t=65: 7D4BF508527DF4FA 75CAD73882574762 37313BCC31405DD8 0E8748C473DSR3[L9

D65ADF389D2C1A99 F95C519703B8731F 9E24CC56AA903D0D 95EA094366CA9524
t=66: CEEFB640F1F288C3 7D4BF508527DF4FA 75CAD73882574762 37313BCE31405DP8
44463E8C945BCBB5  D65ADF389D2C1A99 F95C519703B8731F 9E24CC56AA903DOP
t=67: FC11CC97AE386106 CEEFB640F1F288C3 7D4BF508527DF4FA A5CGAD738825747p2
12BF463D7223A309 44463E8C945BCBBS5 D65ADEF389D2C1A99 'F95C519703B8731fF
t=68: DAF7189BF71319ED FC11CC97AE386106 CEEFB640F1F288C3 7D4BF508527DF4FA
2D2182E71310E6C7 12BF463D7223A309 44463E8C945BCBBS D65ADEF389D2C1A9P

t=69: 51A81CBBFD3F7751 DAF7189BF71319ED FCl11CCIZAE386106 CEEFB640F1F288[3
34E0F69B5611C0ODC 2D2182E71310E6C7 12BF4630R7223A309 44463E8C945BCBBp
t=70: A26F13B306B9736B 51A81CBBFD3F7751 DAE7IB9BF71319ED FC1I1CC97AE3861p6
3D6AD7280D27EE41 34E0F69B5611CODC 2DRV82E71310E6C7 12BF463D7223A30pP
t=71: 93D2426FE4F65643 A26F13B306B9736B " *51A81CBBFD3F7751 DAF7189BF71319ED
FOCODDC582C521E5 3D6AD7280D27EE4IN" 34E0F69B5611C0ODC 2D2182E71310E6C|/
t=72: AB4641C14C9D350B 93D2426FE4AF65643 A26F13B306B9736B 51A81CBBFD3F77pl
88C22A9BFFF9C4D4 FO0CODDC582C521E5 3D6AD7280D27EE41 34E0F69B5611CODL
t=73: C7643EF265E0846D AB4640C14C9D350B 93D2426FE4F65643 A26F13B306B973FB
5D58F038D47F838C 88C22A9BFFFI9C4D4 FOCODDC582C521E5 3D6AD7280D27EE4[L
t=74: 0666E64633871262 C7643EF265E0846D AB4641C14C9D350B 93D2426FE4F656[13
01D41045F938489BANSD58F038D47F838C 88C22A9BFFF9C4D4 FOCODDC582C521Ep
t=75: 126BCBCF100F86E6 0666E64633871262 C7643EF265E0846D AB4641C14C9D35pPB
ESDFBAEO6B8SR880 01D41045F938489B 5D58F038D47F838C 88C22A9BFFFIOC4D}
t=76: 4AAAJALTAEAG6C466 126BCBCF100F86E6 0666E64633871262 C7643EF265E084pD
94AE3C8D5BB9D976 ESDFBAE06B85B880 01D41045F938489B 5D58F038D47F838[
t=77:(CI2F185AC5A8BBF5 4ARATALlT7AEA6C466 126BCBCF100F86E6 0666E646338712p2
5%8FB21004694EF1 94AE3C3D5BB9D976 ESDFBAE06B85B880 01D41045F938489B
t=78: FBD8CA13A30018E9 Cl2F185AC5A8BBES5 4AAATA1TAEAG6CA66 126BCBCF100F86E6
61A99523C8A086DB 578FB21004694EF1 94AE3C3D5BB9D976 ESDFBAE06B85B8SP

t=79: 30D36C91856827CD FBD8CA13A30018E9 Cl2F185ACS5A8BBF5 4AAATA17AEA6C466
780D55B8DD49F3A4 61A99523C8A086DB 578FB21004694EF1 94AE3C3D5BBI9D976

The output s

Yo =

)61

Y, =

Y3

Yo =

Y5

Yo =
Y; =

22312194FC2BF72C
9F555FA3C84C64C2
2393B86B6F53B151
963877195940EABD
96283EE2A88EFFE3
BESE1E2553863992
2B0199FC2C85B8AA
OEB72DDC81C52CA2
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30D36C91856827CD =

FBD8CA13A30018E9
Cl12F185AC5A8BBFS
4AAATALTAEAG6C466
780D55B8DD49F3A4
61A99523C8A086DB
578FB21004694EF1
94AE3C3D5BBI9D976

53048E2681941EF9
9B2E29B76B4C7DAB
E4C2D0C634FC6D46
EOE2F13107E7AF23
0E35949B85D8F387
2007B3491C26C06D
82914COC30EF079B

= A3656A19DD7F0618
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The message digest is

53048E26 81941EF9 9B2E29B7 6BACTDAB E4C2D0C6 34FC6D46 EOE2F131 07E7AF23
B.11.2 Example 2
In this example, the input message is

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmnhijkl
mnoijklmnopjklmnopgklmnopqrlmnopqrsmnopqrstnopqrstu”.

The padded message consists of two blocks.

The first blogk input (1 024 bits) is

Z[0] = 6162636465666768
Z[1] = 6263646566676869
Z[2] = 636465666768696A
Z[3] = 6465666768696A6B
Z[4] = 65666768696A6B6C
Z[5] = 666768696A6B6CED
Z[6] = 6768696A6B6CED6E
Z[7] = 68696A6B6CEDOEGE
Z[8] = 696A6B6C6D6EGR]]
Z[9] = 6A6B6CEDGEGETHT1

Z[10] = 6B6C6D6EERIDT172
Z[11] = 6C6D6EBEFT0717273
Z[12] = 6D6E6F7071727374
Z[13] =_6E6F707172737475

Z[14%'=2 8000000000000000
Zf15] = 0000000000000000

The following are (hexadecimal representations of) the successive values of the variables X, X1, X2, X3,

Xa, X5, X6 and X7 in each round when the first block is processed.

~
1l

0: 9A2F6CF628EAC066 22312194FC2BF72C 9F555FA3C84C64C2 2393B86B6F53B151
J908D1842216827A 96283EE2A88EFFE3 BESE1E2553863992 2B0199FC2C85B8AA
t41: C45A73DC29847669 SA2F6CF628FAC066 22312194FC2BF72C 9F555FA3C84C64C2
q3F57A9FET723F8CE  3908D1842215827A 96283EE2A88EFFE3 BESE1E2553863992
t=|2: 8C3630D3B59711CE C45A73DC29847669 9A2F6CF628FAC066 22312194FC2BF72C

NEDARARIEDERENED Nehni~Ny N NokninkyisleknieYalnl 30090194221 592 77N Q28T NQATLLL' D

t=3: 17BDFF848E242E2F 8C3630D3B59711CE C45A73DC29847669 9A2F6CF628FAC066
9A30B98A6342E77F TEDABAB86DFF6AS52 63F57A9FET723F8CE 3908D1842215827A
t=4: 81C23A1F69565E3C 17BDFF848E242E2F 8C3630D3B59711CE C45A73DC29847669
CEDB921A04ACEBDD 9A30B98A6342E77F TEDABAB86DFEF6A52 63F57A9FET723F8CE
t=5: 6E79DFESA559E037 81C23A1F69565E3C 17BDFF848E242E2F 8C3630D3B59711CE
3B3B402EDC778D6D CEDB921A04ACEBDD 9A30B98A6342E77F TEDABAB86DFF6AS52
t=6: C39CC278160B5678 6E79DFESAS559E037 81C23A1F69565E3C 17BDFF848E242E2F
50562BO0ACB6ET7FEB 3B3B402EDC778D6D CEDB921A04ACEBDD 9A30B98A6342E77F
t=7: 8A78B495684D9DD1 C39CC278160B5678 6E79DFESAS559E037 81C23A1F69565E3C
494234DDD86A4729 50562BOACB6E7FEB 3B3B402EDC778D6D CEDB921A04ACEBDD
t=8: 24DF431236CE4D30 8A78B495684D9DD1 C39CC278160B5678 6E79DFESA559E037
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E80E84E515D941E1 494234DDD86A4729 50562BOACB6E7FEB 3B3B402EDC778D6D
t=9: 7E090CEBO7F8BEEY9 24DF431236CE4D30 8A78B495684D9DD1 C39CC278160B5678
A46B4DEC5278E24F E80E84E515D941E1 494234DDD86A4729 50562BOACB6ET7FEB
t=10: A755CCD779F18FA9 7E090CEBO7F8BEE9 24DF431236CE4D30 8A78B495684D9DD1
D41F5A6BFB41A89D A46B4DEC5278E24F E80E84E515D941E1 494234DDD86A4729
t=11: CA6A3AEEEF5311EA A755CCD779F18FA9 7E090CEBO7F8BEE9 24DF431236CE4D30
3EEE2841CFE10A37 D41F5A6BFB41A89D A46B4DEC5278E24F ES80E84E515D941E1L
t=12: 2885EE23B748F692 CA6A3AEEEF5311EA A755CCD779F18FA9 7E090CEBO7F8BEEY
CBEOA750BC77AFBY9 3EEE2841CFE10A37 D41F5A6BEFB41A89D A46B4DEC5278E24F

t=12. 200N A2 0o LTI A2 2000 ORI A0 0D ONCARAT DD TD 20 10 i~ ValaknlsisEoknkleknl 9

2E195C603FCFE523 CBEOA750BC77AFB9 3EEE2841CFE10A37 D41F5A6BEFB4LAEOD
t=14: E3E1C3D9B4C75FAB 388A03C85D575053 2885EE23B748F692 CAGA3AEEBFRSBL1EA
1012E63E4E71F612 2E195C603FCFE523 CBEOA750BC77AFBY9 3EEE284DEFE10AZ[
t=15: 4215C380CC7BA71B E3E1C3D9B4CT75FAB 388A03C85D575053 2885EB23B748F6P2
51D096BA7563D388 1012E63E4E71F612 2E195C603FCFES523 CRBEGAT750BC77AFBP
t=16: D4B2ECE1F9EA4139 4215C380CC7BA71B E3E1C3D9B4CT75FABN\388A03C85D5750[53
A57AA8000D7E7D45 51D096BA7563D388 1012E63E4E71F612. 2E195C603FCFES2P
t=17: A83038B321E1282C D4B2ECE1F9EA4139 4215C380CCJ/BA71B E3E1C3D9B4CT75FRAB
FADB216834A22046 AS57AA8000D7E7D45 51D096BA7E563D388 1012E63E4E71F61pP
t=18: 871C3F72FFF75168 A83038B321E1282C D4B2ECEIFO9EA4139 4215C380CC7BA7[B
FAA41018DA73AA6B FADB216834A22046 AS57AA8000D7E7D45 51D096BA7563D38B
t=19: 09CDADF5B09E542C 871C3F72FFF75168~A83038B321E1282C D4B2ECE1F9EA41B9
223C0812022BF992 FAA41018DA73AA6BNFADB216834A22046 A57AA8000D7ET7D4p
t=20: A70D03F8958F9BA4 09CDADF5BO9ESY2C 871C3F72FFF75168 A83038B321E128pC
63FFC78316C85D34 223C0812022BK992 FAA41018DAT73AA6B FADB216834A2204p
t=21: ECO7BC6D3DE528B1 A70D03F8958F9BA4 09CDADF5BO9E542C 871C3F72FFF751p8
8079819B99C99A41 63FFC788DL6C85D34 223C0812022BF992 FAA41018DAT73AA6B
t=22: 8F21796FE4B51BD0 EC07BC6D3DE528B1 A70D03F8958F9BA4 09CDADES5BO9ES4PC
1DDFFF81567B2DE4 8079819B99C99A41 63FFC78316C85D34 223C0812022BFI99pP
t=23: 9F6F64FCB4C926E7 8F21796FE4B51BD0 ECO07BC6D3DE528B1 A70D03F8958F9BR4
8C8247B93F00D506~ 1DDFFF81567B2DE4 8079819B99C99A41 63FFC78316C85D3}
t=24: D03596038€D63118 9F6F64FCB4C926E7 8F21796FE4B51BD0 ECO7BC6D3DE528B1
4F5168008K6D598E 8C8247B93F00D50C 1DDFFEF81567B2DE4 8079819B99C99A4[L
t=25: 338B31422B132F48 D03596038CD63118 9F6F64FCB4C926E7 8F21796FE4B51BP0
571FEA M 6BD2EB595 4F5168008F6D598E 8C8247B93F00D50C 1DDFFEF81567B2DEN
t=26:)F13D1863C7906343 338B31422B132F48 D03596038CD63118 9F6F64FCB4C926E7
2D8F44815B3B89BB  571E4796BD2EB595 4F5168008F6D598E  8C8247B93F00D50L
t=27: 92FCCCA21D8FBF2B F13D1863C7906343 338B31422B132F48 D03596038CD631[18
F1C21531DA4A08B6 2D8F44815B3B89BB 571E4796BD2EB595 4F5168008F6D598E
t=28: 05F58CDABBF55813 92FCCCA21D8FBF2B F13D1863C7906343 338B31422B132F438
06CBO86EI9CE25950 FI1C21531DA4A08B6 2D8F44815B3B89BB 571E4796BD2EB595
t=29: 6EC03563D439AE54 05F58CDABBF55813 92FCCCA21D8FBF2B F13D1863C7906343
6B6E9C3EA7891D15 06CBO86E9CE25950 FI1C21531DA4A08B6 2D8F44815B3B89BB
t=30: 2C5C8402B82F7480 6EC03563D439AE54 05F58CDABBF55813 92FCCCA21D8FBF2B
A56811F482933EA1 6B6E9C3EA7891D15 06CB086ESCE25950 F1C21531DA4A08B6
t=31: 1AO0CC3AD581C10FE 2C5C8402B82F7480 6EC03563D439AE54 05F58CDABBF55813
56A84040EEE67BF6 A56811F482933EAL 6B6E9C3EA7891D15 06CBO86E9CE25950
t=32: ASF2FAAOOD8A8747 1AOCC3AD581C1l0FE 2C5C8402B82F7480 6EC03563D439AE54
F025CE5716C796CD 56A84040EEE67BF6 A56811F482933EA1 6B6E9C3EA7891D15
t=33: AFB7E1D8C7F831C4 ALSF2FAAQO0D8A8747 1A0CC3AD581C10FE 2C5C8402B82F7480
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564993F74BOADI9F5 FO025CE5716C796CD 56A84040EEE67BF6 A56811F482933EAL
t=34: ABF4003C5B5F7017 AFB7E1D8C7F831C4 AS5F2FAAO0D8A8747 1A0CC3AD581CI10FE
28A6CO03E6C2A4898 564993F74BOADOF5 F025CE5716C796CD 56A84040EEE67BF6
t=35: 4F2CB708B47DCE20 ABF4003C5B5F7017 AFB7E1D8CT7F831C4 ASF2FAA00DBAB747
DDAC365E41D4C20D 28A6CO3E6C2A4898 564993F74BOADIFS5 FO025CE5716C796CD
t=36: EBA175A8080AA725 4F2CB708B47DCE20 ABF4003C5B5F7017 AFB7E1D8C7F831C4
6634651E9C79BA41 DDAC365E41D4C20D 28A6CO03E6C2A4898 564993F74B0OADIFS
t=37: 27DD63A534C4822E EBA175A8080AA725 4F2CB708B47DCE20 ABF4003C5B5F7017
1938417C593488CC 6634651E9C79BA41 DDAC365E41D4C20D 28A6CO3E6C2A4898

e L T nVale ke lini nk Mol ~k i Mo knko ki o Mils e AnVaVAlo N W oW, FalV, Ko Ko Kok nllilink o %W i H 5 WoNaRoNa lr.Wr. N Ko W~/ E o Yal = Sw NaX ek W/ Rw EnVainks Nal

JDB1FB3EDO046F991 1938417C593488CC 6634651E9C79BA41 DDAC365E41D4C20D
t=B9: 6D07C2C7A947167B DCTBFE1851A2E81B 27DD63A534C4822E EBA175A8080AA725
gD5583BD4628586D CDB1lFB3EDO046F991 1938417C593488CC 6634651E9C7 9BAK
t=f0: 8CC57E961CE1F956 6D07C2C7A947167B DC7BFE1851A2E81B 27DD63A534G4822E
JY994E5B3F53E4AF2 8D5583BD4628586D CDB1FB3EDO046F991 1938417C593488CC
t=p1: 8C6947F81E1IFD94A 8CC57E961CEL1F956 6D07C2C7A947167B DC7BFEL851A2E81B
q2E08437768126E4 1994E5B3F53E4AF2  8D5583BD4628586D CDBIEB3EDO046F991
t=f2: DDB8B34228A61CD0 8C6947F81EIFD94A 8CC57E961CELF956.6B07C2C7A947167B
Y7A90D3B6D6A2EAL 82E08437768126E4 1994E5B3F53E4AFZ ~8D5583BD4628586D
t=f3: 03BDE346FD50DCCD DDB8B34228A61CD0 8C6947F81E1RDI4A 8CC57E961CELIF956
JFC3283C3C91B062 17A90D3B6D6A2EAL 82E08437768126E4 1994E5B3F53E4AF2
t=f4: 80545AD9644D1756 03BDE346FD50DCCD DDB8B34228A61CD0O 8C6947F81E1FD94A
97BC9BD263E1FC6C 5FC3283C3C91B062 17A90R3B6D6AZ2EAL 82E08437768126E4
t=@5: EFD4BD2F26343181 80545AD9644D1756 08BDE346FD50DCCD DDB8B34228A61CDO
4B766751CFBFDA62 97BCO9BD263E1FC6C HRE3283C3C91B062 17A90D3B6D6AZEAL
t=f6: 64624F7253A389BE EFD4BD2F26343181 80545AD9644D1756 03BDE346FD50DCCD
Joc38B4792943C06 4B766751CFBFDAGLY 97BCI9BD263ELFC6C 5FC3283C3C91B062
t=§7: 3E8CFOC51BO35FEQ 64624F7253A389BE EFD4BD2F26343181 80545AD9644D1756
Y37F35F60E3A8ABO CO9C38B4792943C06 4B766751CFBFDA62 97BCO9BD263E1FC6C
t=f8: C91687936637EB79 3B8CFOC51B035FE0 64624F7253A389BE EFD4BD2F26343181
JDE2B5C19050BFAE  137F35F60E3A8ABO C9C38B4792943C06 4B766751CFBFDAG2
t=f9: 4A994A1444767A2G C91687936637EB79 3E8CFOC51B035FE0 64624F7253A389BE
J2281CDCO6CO6EIDS, JS5DE2B5C19050BFAE  137F35F60E3A8ABO C9C38B4792943C06
t=p0: 7953E11357EBEACF 4A994A1444767A2C C91687936637EB79 3EB8CFOC51B035FEO
U§4269D348¥BOS1D0  32281CDCO6C6EID8 5S5DE2B5CL9050BFAE 137F35F60E3A8ABO
t=p1: 4F1O6Q72F816AATALl 7953E11357EBEACF 4A994A1444767A2C C91687936637EB79
H6A3D2D3805DCE61 14269D3481B031D0 32281CDCO6C6ESD8 5DE2B5C19050BFAE
t=p2{A801F1AAC9415393 4F16072F816AATAl 7953E11357EBEACF 4A994A1444767A2C
7C132F7309D27922 B6A3D2D3805DCE61 14269D3481B031D0 32281CDCO6C6ESDS
t=53: A223D983EBA809A8 A801F1AAC9415393 4F16072F816AATALl 7953E11357EBEACFE
0FD152F32163372C 7Cl32F7309D27922 B6A3D2D3805DCE61 14269D3481B031D0
t=54: 080BBDDE727385E5 A223D983EBASO9A8 A801F1AAC9415393 4F16072F816AATAL
8F9E0452A5063D26 OFD152F32163372C 7C132F7309D27922 B6A3D2D3805DCE6L
t=55: 03A460537E8B4F1E 080BBDDE727385E5 A223D983EBA809A8 A801F1AAC9415393
A37615D60BEBCF33 8F9E0452A5063D26 OFD152F32163372C 7C132F7309D27922
t=56: 1BB7A154850F075F 03A460537E8B4F1E 080BBDDE727385E5 A223D983EBA8O9AS
2FAA64724CFCF763 A37615D60BEBCEF33 8F9E0452A5063D26 O0FD152F32163372C
t=57: ABS8OBABC87BB7Al6 1BB7A154850F075F 03A460537E8B4F1E 080BBDDE727385E5
694348C139B7EAO00 2FAA64724CFCF763 A37615D60BEBCEF33 8FI9E0452A5063D26
t=58: 8COEODB97B2D9C9F AB8OBABC87BB7A1l6 1BB7A154850F075F 03A460537E8B4F1E
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651F222826594F54 694348C139B7EAQ00 2FAA64724CFCF763 A37615D60BEBCFEF33

t=59: 3A4EAETFE4699540 8COEODB97B2D9CI9F ABBOBABC87BB7Al6 1BB7A154850F075F
13876F30BECA815D 651F222826594F54 694348C139B7EAQ00 2FAA64724CFCE763
t=60: BB7COF789EA3699C 3A4EAETFE4699540 8COEODB97B2DI9COF ABS8OBABC87BB7ALl6
ECD91F96127B03A8 13876F30BECA815D 651F222826594F54 694348C139B7EAQ0

t=61: FE629FDEEO4ED549 BB7COF789EA3699C 3A4EAETFE4699540 8COEODB97B2DI9CIF
B2F245A1C977A57A ECD91F96127B03A8 13876F30BECA815D 651F222826594F54

t=62: A419197F10A2F082 FE629FDEE04ED549 BB7COF789EA3699C 3A4EAETFE4699540
747A1B529D1718B3 B2F245A1CS977A57A ECD91F96127B03A8 13876F30BECA815D

=62 1 20040D20D Ao A A1 Q01 Q0701 A7 TmN0D T o QDD NADNEAQ DRI ONTTJOQT A D L0 C

5E88DDC8012ABCC8 747A1B529D1718B3 B2F245A1C977A57A ECDI91F96127B03AB
t=64: 60F835EA7AETA3Bl 12D940B29B43FCAC A419197F10A2F082 FE629FDEEO4EDSH9
EE41795118402F41 5E88DDC8012ABCC8 747A1B529D1718B3 B2F245ADEO7TASTA
t=65: 5448E39ABC8584E0 60F835EA7AE7A3B1 12D940B29B43FCAC A4L9197F10A2F0B2
4D9C54C24C73C5D3 EE41795118402F41 5E88DDC8012ABCC8 T747A1B529D1718Bp
t=66: 3FF824D6D11EDF6C 5448E39ABC8584E0 60F835EATAET7A3BI N12D940B29B43FCAC
4138B86695C59AC4 4D9C54C24C73C5D3 EE41795118402E4M. 5E88DDC8012ABCCB
t=67: 6E96137693191EDF 3FF824D6D11EDF6C 5448E39ABC8S5C4EO0 60F835EA7AETA3BL
046EB1A80ODDIDEF9A 4138B86695C59AC4 4D9C54C24CH3C5D3 EE41795118402F4[L
t=68: EC2D31E61214BDF6 6E96137693191EDF 3FF824D6D11EDF6C 5448E39ABC8584E0
55DBAB7D6FC52329 046EBI1A80DDIDFO9A 4138B86©95C59AC4 4D9C54C24C73C5DPB
t=69: 7TEQOF0C8461660735 EC2D31E61214BDF6~6E96137693191EDF 3FF824D6D11EDFRC
FOBOE4BFF6CEE39C 55DBAB7D6FC52329. N\ 046EB1IAS0DD1IDFI9A 4138B86695C59ACH
t=70: D29A895ED31B66BB 7E0F0C846166Q%35 EC2D31E61214BDF6 6E96137693191EpPF
9D885DBABB9710B2 FI9BOE4BFF6CEESSC 55DBAB7D6FC52329 046EB1A8S80DDIDEFOA
t=71: AE123510491AC45C D29A895ED31B66BB 7EOF0C8461660735 EC2D31E61214BDF6
ESC2BOE1DE72B8DC 9D885DBABB9710B2 FOBOE4BFF6CEE39C 55DBABT7D6FC5232P
t=72: AABC342629053FFB AE123510491AC45C D29A895ED31B66BB 7E0F0C84616607B5
F55697A28603BF8A ESC2BO9EIDE72B8DC 9D885DBABB9710B2 FI9BOE4BFF6CEE3SL
t=73: 0573072E1BF3F98¢ AABC342629053FFB AE123510491AC45C D29A895ED31B66BB
82A724607E0562C3~ F55697A28603BF8A E5C2BO9E1IDE72B8DC 9D885DBABB9710Bp
t=74: 54404FEQCA42230FE 0573072E1BF3F98C AABC342629053FFB AE123510491AC4pC
12B422CB3KCB44B9 82A724607E0562C3 F55697A28603BF8A ES5C2BI9E1DET72B8DL
t=75: 71ADAS68EFBA8B62 54404FE2C42230FE 0573072E1BF3F98C AABC342629053FFB
E4ACOBI9801F5A875 12B422CB3FC344B9 82A724607E0562C3 F55697A28603BF8A
t=76:)FF078089585319D0 71ADAS68EFBA8B62 54404FE2C42230FE 0573072E1BF3F9BC
42C94B5B6F533B3F E4ACOB9801F5A875 12B422CB3FC344B9 82A724607E0562CP
t=77: C555881BCOEDEBCD FF078089585319D0 71ADA568EFBA8B62 54404FE2C42230FE
942D0C18A267E3B1 42C94B5B6F533B3F E4ACOB9801F5A875 12B422CB3FC344B9
t=78: 2C666488FF634DC6 C555881BCOEDEBCD FF078089585319D0 71ADA568EFBA8B62
C23D16693B02AAS5A 942D0C18A267E3B1 42C94B5B6F533B3F E4ACOB9801F5A875
t=79: 6BA87D1B8505285F 2C666488FF634DC6 C555881BCOEDEBCD FF078089585319D0
17FBD871DB354C99 C23D16693B02AA5A 942D0C18A267E3B1 42C94B5B6F533B3F
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The output after processing the first block is

Yo = 22312194FC2BF72C ¥ 6BA87D1B8505285F = 8DD99EB081311F8B
Y1 9F555FA3C84C64C2 U 2C666488FF634DC6 CBBBC42CC7AFB288
Y2 2393B86B6F53B151 W C555881BCOEDEBCD E8E9408730419D1E
Y3 963877195940EABD W FF078089585319D0 953FFT7A2B194048D
Y4 = 96283EE2A88EFFE3 W 17FBD871DB354C99 AE24175483C44C77C
Ys BESE1E2553863992 W C23D16693B02AA5A 809B348EBE88E3EC
Y6 2B0199FC2C85B8AA W 942D0C18A267E3B1 BF2EA614CEED9C5B
Y7 = OEB72DDC81C52CA2 W 42C94B5B6F533B3F = 51807937F11867E1L

The second block input (1 024 bits) is

Z[0] = 0000000000000000
Z[1] = 0000000000000000
Z[2] = 0000000000000000
Z[3] = 0000000000000000
Z[4] = 0000000000000000
Z[5] = 0000000000000000
Z[6] = 0000000000000000
Z[7] = 0000000000000000
Z[8] = 0000000000000000
Z[9] = 0000000000000000

Z[10] = 0000000000000600
Z[11] = 0000000000000900
Z[12] = 0000000000000000
Z[13] = 00000Q6H600000000
Z[14] = 000€000000000000
Z[15] =_0000000000000380

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,

X4, X5, X6 and X7 in each round when the'second block is processed.

t40: CAIB701EA8D10380 *8DD99EB081311F8B CBBBC42CC7AFB288 E8E9408730419D1E
4301C5B7AF4F28EA-SAE24175483C44C7C 809B348ESES8E3EC BF2EA614CEEDI9CS5B
t41: 4B560A3D9DEBAZ36 CAIB701EA8D10380 8DD99EB081311F8B CBBBC42CC7AFB288
4E2D9BOCBO7£40BF  4301C5B7AF4F28EA AE24175483C44C7C 809B348ES8E88E3EC
t42: 052AED3AS2839A12 4B560A3D9D8BA236 CA1B701EA8D10380 8DDI99EB081311F8B
40A7CAIDAS57TEBBD6  4E2D9BI9CB97640BEF 4301C5B7AF4F28EA AE24175483C44C7C
t43:,6D6469537181FB59 052AFD3A52839A12 4B560A3D9D8BA236 CALIB701EA8D10380
H7BJMF3462405FC1  40A7CATD457EBBD6  4E2D9BO9CBO7640BF  4301C5B7AF4F28EA

t=4: 67D25BOD1D465E19 6D6469537181FB59 052AFD3A52839A12 4B560A3D9D8BA236
81EA993A34CESFD6 ETET74F3462405FC1  40A7CAT7D457EBBD6 4E2DS9BI9CB97640BF
t=5: CE2D2DCA6276189B 67D25B0D1D465E19 6D6469537181FB59 052AFD3A52839A12
2B11C440985F5E14 81EA993A34CES5FD6 ETET74F3462405FC1  40A7CATD457EBBD6
t=6: C304AE7968FA6276 CE2D2DCA6276189B 67D25B0OD1D465E19 6D6469537181FB59
2D925EBD2371D4E0 2B11C440985F5E14 81EA993A34CESFD6 ETET74F3462405FC1
t=7: A2F2F352C45E6B92 C304AE7968FA6276 CE2D2DCA6276189B 67D25B0OD1D465E19
2209E227605C477C 2D925EBD2371D4E0 2B11C440985F5E14 81EA993A34CESFD6
t=8: B6408732E17EF2BF A2F2F352C45E6B92 C304AE7968FA6276 CE2D2DCA6276189B
OA7493CBFB707A28 2209E227605C477C 2D925EBD2371D4EO0 2B11C440985F5E14
t=9: ES5A29310956CF4B0 B6408732E17EF2BF A2F2F352C45E6B92 C304AE7968FA6276
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471CAEB6206FD6AS O0AT7493CBEFB707A28 2209E227605C477C 2D925EBD2371D4EOD
t=10: 619A643B60A72678 ESA29310956CF4B0 B6408732EL1T7EF2BF A2F2F352C45E6B92
2AFDCFD70197C551 471CAEB6206FD6A9 O0A7493CBEFB707A28 2209E227605C477C
t=11: 12E090BCE773988C 619A643B60A72678 E5A29310956CF4B0 B6408732E17EF2BF
2BB61C87D95F1EF6 2AFDCEFD70197C551 471CAEB6206FD6AS (0A7493CBFB707A28
t=12: 844745BEB54BB38D 12E090BCE773988C 619A643B60A72678 E5A29310956CF4B0
A1B9B2ES7ECE02D4 2BB61C87D95F1EF6 2AFDCEFD70197C551 471CAEB6206FD6AY
t=13: 728E0FF0A633641C 844745BEB54BB38D 12E090BCE773988C 619A643B60A72678
D2EB1AE617CFA231 Al1B9B2ES57ECE02D4 2BB61C87D95F1EF6 2AFDCED70197C551

t=14. A20Ac oo n 1 DIl 1 JoO0D AT TANC222 o410 OAATJACDTDE /ADD20N0 120 N0NDOT 77200 C

ES5722A671CACCC14 D2EBI1AE617CFA231 AlB9B2ES57ECE(02D4 2BB61C87DI95EIEFP
t=15: 1EB995845896146C 4294C9F0701FB711 728EOFFO0A633641C 844745BEB54BB3BD
F1F73492308170F3 E5722A671CACCC14 D2EBI1AE617CFA231 Al1B9B2ESYECE02DK
t=16: 2B4D4009404447A0 1EB995845896146C 4294C9F0701FB711 728EQBF0A63364[C
C50207E5516E7902 F1F73492308170F3 E5722A671CACCC14 D2EBlAE617CFA23[L
t=17: 7EE24648DA164A4F 2B4D4009404447A0 1EB995845896146C M294C9F0701FB7[L1
9FFCB15331E1CD35 C50207E5516E7902 F1F73492308170F3. E5722A671CACCCLE
t=18: 0D7915D334E98931 7EE24648DA164A4F 2B4D4009404447A0 1EB99584589614pC
OACFB80CA9D91C843 O9FFCB15331E1CD35 C50207E55L6E7902 F1F73492308170FPB
t=19: 7156E5D603D6D2C9 0D7915D334E98931 7EE24%648DA164A4F 2B4D4009404447R0
3ADC14C21552B1A8 OACF80CAS9D91C843 O9FFEBL5331E1CD35 C50207E5516E790p
t=20: 1DA99E1A512119C7 7156E5D603D6D2C3~0D7915D334E98931 7EE24648DA164ARF
BO9E562D0A2B54D40 3ADC14C21552B1A8.\0ACF80CA9D91C843 SFFCB15331E1CD3p
t=21: 1FB878880EF4B5E4 1DA99E1A5121{9C7 7156E5D603D6D2C9 0D7915D334E989B1
CE2590CB43609153 BI9E562D0OA2BS54B40 3ADC14C21552B1A8 0OACFB80CA9D91C84B
t=22: 3FDC41AC384A3129 1FB878880EF4B5E4 1DA99E1A512119C7 7156E5D603D6D2[9
32B0C09234E84242 CE2590€B43609153 B9ES562D0A2B54D40 3ADC14C21552B1AB
t=23: B836D5F127D2FDB8 3EDC41AC384A3129 1FB878880EF4B5E4 1DAY9E1A512119(7
3714588332FCEC71 32B0C09234E84242 CE2590CB43609153 BY9E562D0A2B54D4p
t=24: 2EC877975A9F8136 B836D5F127D2FDB8 3FDC41AC384A3129 1FB878880EF4B5E4
362102EAAODDSD70-/ 3714588332FCEC71 32B0C09234E84242 CE2590CB4360915
t=25: 565DBE48262353B9 2EC877975A9F8116 B836D5F127D2FDB8 3FDC41AC384A31pP9
ES4F12F5AKEDA63E6 362102EAAQODD5D70 3714588332FCEC71 32B0C09234E8424p
t=26: 40€9IB7364704A83 565DBE48262353B9 2EC877975A9F8116 B836D5F127D2FDB8
4656BP7233467988 ES54F12F5AED463E6  362102EAAO0DDSD70 3714588332FCECT[L
t=27:)53CA178C6B368158 40C91B7364704A83 565DBE48262353B9 2EC877975A9F81[L6
4C67542852B3D7A1 4656BB7233467988 ES54F12F5AED463E6  362102EAAODDSD7P
t=28: 15D0571DD1178764 53CA178C6B368158 40C91B7364704A83 565DBE48262353B9
405BD69B2C905BD7 4C67542852B3D7A1 4656BB7233467988 ES4F12F5AED463E6
t=29: 264B6149F78D1035 15D0571DD1178764 53CA178C6B368158 40C91B7364704A83
CC414FDE2C1F1BFA 405BD69B2C905BD7 4C67542852B3D7A1 4656BB7233467988
t=30: 9A33B7A4623C0534 264B6149F78D1035 15D0571DD1178764 53CA178C6B368158
2C551E8A8C2C7434 CC414FDE2C1F1BFA 405BD69B2C905BD7 4C67542852B3D7A1
t=31: 3CCB61788641971E 9A33B7A4623C0534 264B6149F78D1035 15D0571DD1178764
06B6D7E811D72282 2C551E8A8C2C7434 CC414FDE2C1F1BFA 405BD69B2C905BD7
t=32: 73152319D664AB4D 3CCB61788641971E 9A33B7A4623C0534 264B6149F78D1035
961481C44171C469 06B6D7E811D72282 2C551E8A8C2C7434 CC414FDE2C1F1BFA
t=33: A13ED1EBC962EA7E 73152319D664AB4D 3CCB61788641971E 9A33B7A4623C0534
6CF7B8AAO31A207A 961481C44171C469 06B6D7E811D72282 2C551E8A8C2C7434
t=34: 09F847AAB3E15178 A13EDIEBC962EATE 73152319D664AB4D 3CCB61788641971E
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BF27C53408DBD3E9 6CF7B8AAO31A207A 961481C44171C469 06B6D7E811D72282
t=35: 042BD9B3B1A3216D 09F847AAB3E15178 A13EDIEBC962EATE 73152319D664AB4D
58307603F69A3141 BF27C53408DBD3E9 6CEF7B8AAO31A207A 961481C44171C469
t=36: C672CECBOE5C083C 042BD9B3B1A3216D 09F847AAB3E15178 A13ED1IEBCY962EATE
A713876F591E1729 58307603F69A3141 BF27C53408DBD3E9 6CF7BS8AAO031A207A
t=37: 528D95291F5F694D C672CECBOE5C083C 042BD9B3B1A3216D 09F847AAB3E15178
3F065D9605A497B0 A713876F591E1729 58307603F69A3141 BF27C53408DBD3E9
t=38: D51413BD28942A19 528D95291F5F694D C672CECBOE5C083C 042BD9B3B1A3216D
B8C08D67D6372533 3F065D9605A497B0 A713876F591E1729 58307603F69A3141
SDRR2ECEA1 700 Lo 4130000040210 £O0NQEoQI DEDC QD oD oon oD anECaO o0

t= Q. inteknl

48C71BDE787CFICF B8C08D67D6372533 3F065D9605A497B0 A713876F591E1729
t=f0: 9DCO23C14ECI9FD06 D3E65D22ECE41799 D51413BD28942A19 528D95291F5F694D
q00D290EB716504D 48C71BDE787CFICF B8C08D67D6372533 3F065D9605A497B0
t=p1: E201AB4097D56AD9 9DC023C14ECIO9FD06 D3E65D22ECE41799 D51413BD28942A19
J11AEFF5D426E06A 600D290EB716504D 48C71BDE787CFICEF B8C08D6/D6372533
t=f2: D6E25625A771084A E201AB4097D56AD9 9DC023C14ECI9FD06 D3E65DR2ECE41799
FEASEOA415E0D53B 211AEFF5D426E06A 600D290EB716504D 482 AMBDE787CFIOCF
t=f3: BFEA46AB9859BFAl D6E25625A771084A E201AB4097D56AD2. 9DC023C14ECIOFDO6
q78ES5BDDAF3C3B71 FEASEOA415E0DS53B 211AEFF5D426E06A ~~600D290EB716504D
t=f4: A16A621A085D68D6 BFEA46AB9859BFAl D6E25625A77%084A E201AB4097D56AD9
JY38B192CEDB50B75 678ESBDDAF3C3B71 FEAOEOA415E0DS53B 211AEFF5D426E06A
t=f5: 3476332E792C1C4B Al6A621A085D68D6 BFEA46ABO859BFAl D6E25625A771084A
JABC2AB574E9F080 138B192CEDB50B75 678E5BDDAF3C3B71 FEA9EOA415E0D53B
t=f6: 24F0545BB7DB3F19 3476332E792C1C4B A16A621A085D68D6 BFEA46AB9859BFAL
F5EFACBE2AD8B856 2ABC2AB574E9F080 (A38B192CEDB50B75 678E5BDDAF3C3B71
t=§7: 06959C13A1020AF8 24F0545BB7DB3K19 3476332E792C1C4B A16A621A085D68D6
JAE2E87ACB8DDE39 FSEFACBE2AD8B8S6 2ABC2AB574ESF080 138B192CEDB50B75
t=f8: FA114006862CF5D3 06959C13AT020AF8 24F0545BB7DB3F19 3476332E792C1C4B
976564D9448EB34A TAE2E8T7ACB8DDE39 FSEFACBE2AD8B856 2ABC2AB574E9F080
t=f9: 67B5638DBE2A3651 FAINM006862CF5D3 06959C13A1020AF8 24F0545BB7DB3F19
A752090797E79FDA 976564D9448EB34A TAE2E8T7ACBS8DDE39 FLEFACBE2AD8B856
t=p0: 884BDAEOCE14758. 67B5638DBE2A3651 FA114006862CF5D3 06959C13A1020AF8
HO05132465F5172CH_JAT752090797E79FDA 976564D9448EB34A TAE2E87ACB8DDE39
t=p1: 4EF7B5C89BCBC776 884BDAEOCE147578 67B5638DBE2A3651 FA114006862CF5D3
J81DAD1IBSERISEIC B05132465F5172C1 A752090797E79FDA  976564D9448EB34A
t=p2: 820AD2EC649E6DCC 4EF7B5C89BCBC776 884BDAEOCE147578 67B5638DBE2A3651
J1ABODF2BC658D9F 581DADIB56E18EIC B05132465F5172C1 A752090797E79FDA
t=p3:{0563C5F2919ED596 820AD2EC649E6DCC 4EF7B5C89BCBC776 884BDAEOCE147578
S5AC4DB36E7FF1693 21ABODF2BC658D9F 581DAD1IB56E18E1IC BO05132465F5172C1
t=54: CEBA54F000A09D5D 0563C5F2919ED596 820AD2EC649E6DCC 4EF7B5C89BCBC776
F7F8883941A7E321 5AC4DB36ET7FF1693 21ABODF2BC658D9F 581DADIB56EL8ELC
t=55: 40DEC62C74F632D5 CEBA54F000A09D5D 0563C5F2919ED596 820AD2EC649E6DCC
1F8AF353EC8C6DDA F7F8883941A7E321 5AC4DB36ETFF1693 21ABODF2BC658DIF
t=56: 5F961EDFCB27CA82 40DEC62C74F632D5 CEBAS4F000A09D5D 0563C5F2919ED596
91EEDF5727B533B9 1F8AF353EC8C6DDA FT7F8883941A7E321 5AC4DB36ETFF1693
t=57: 0F6AA0004EB91943 5F961EDFCB27CA82 40DEC62C74F632D5 CEBA54F000A09D5D
C70CF9E635760D8E  91EEDF5727B533B9 1F8AF353EC8C6DDA FT7F8883941A7E321
t=58: 547E34C8E16C8208 OF6AAO0004EB91943 S5F961EDFCB27CA82 40DEC62C74F632D5
DAB76359DFE7875E C70CFO9E635760D8E 91EEDF5727B533B9 1F8AF353EC8C6DDA
t=59: 9AFF38B3BC64077D 547E34C8E16C8208 OF6AA0004EB91943 5F961EDFCB27CA82
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BDODF11423D8727B DAB76359DFE7875E C70CFO9E635760D8E 91EEDF5727B533B9
t=60: C1BB5920B7C5B67E 9AFF38B3BC64077D 547E34C8E16C8208 O0F6AA0004EB91943
B4B189776407C251 BDODF11423D8727B DAB76359DFE7875E C70CFI9E635760D8E
t=61: 035C20D721BA914D CI1BB5920B7C5B67E 9AFF38B3BC64077D 547E34C8E16C8208
3102071764B6F123 B4B189776407C251 BDODF11423D8727B DAB76359DFE7875E
t=62: C32B2ED80EAB3663 035C20D721BA914D C1BB5920B7C5B67E SAFF38B3BC64077D
1625654B4B1F63E8 3102071764B6F123 B4B189776407C251 BDODF11423D8727B
t=63: 7E2893CE82EE6DDC C32B2ED80EAB3663 035C20D721BA914D C1BB5920B7C5B67E
FCE7ASEA11A84E7F 1625654B4B1F63E8 3102071764B6F123 B4B189776407C251

=64 oo A0 VWi ValatoMlsknisRoNeleTalnlokokninl/ A ntatalilfaleLskeiok ninloNaink Sl Nl nie Millalel ValoYatnlwiok R -T.Wo kil § 5}

31010FF1B53793FD FCET7ASEA11A84E7F 1625654B4B1F63E8 3102071764B6E12PB

t=65: 250F7D7FC30C144F C5C6741A461B5C08 7E2893CE82EE6DDC C32B2ED8OEAB36K3
9C824646617DDY0A 31010FF1B53793FD FCET7ASEA11A84E7F 1625654B4B1F63EPR

t=66: 2985CBF9ADAY4FEF 250F7D7FC30C144F C5C6741A461B5C08 7E2893CE82EE6DPC
481E2BASF24813AD 9C824646617DDS0A 31010FF1B53793FD ECEWASEALI1A84ETF

t=67: 7C3F7808EDDC4373 2985CBFI9ADAS4FEF 250F7D7FC30C144F "C5C6741A461B5CpP8
923A8EC51D528E0D 481E2BA9F24813AD 9C824646617DDY90OA. 31010FF1B53793Fp

t=68: FC443DF03A273D02 7C3F7808EDDC4373 2985CBFIADAOMFEF 250F7D7FC30CL4AF
9D92992298B6311F 923A8EC51D528E0D 481E2BASFZ4813AD 9C824646617DD90

t=69: C1265539D2F29608 FC443DF03A273D02 7C3F7808EDDC4373 2985CBFIADAY4FEF
1DA207AB69AT02F0 9D92992298B6311F 923ABEC51D528EOD 481E2BA9SF24813ApD

t=70: EFC50BC63BDB23A5 C1265539D2F29608~EC443DF03A273D02 7C3F7808EDDC43|/
F4F43A64BADFD219 1DA207AB69AT02F0.N9D92992298B6311F 923A8EC51D528E0D

t=71: D2BEF501241BE22C EFC50BC63BDBLSAS5 C1265539D2F29608 FC443DF03A273DP2
'

D

0

=

A2870A290A867A1A F4F43A64BADER219 1DA207AB69AT02F0 9D92992298B6311
t=72: CA73C49DE77C7AC8 D2BEF501241BE22C EFC50BC63BDB23A5 C1265539D2F296
F820CO00AATE284E6 A2870A290A867A1A F4F43A64BADFD219 1DA207AB69AT02F
t=73: 558A01B12EC35028 CA73C49DE77C7AC8 D2BEF501241BE22C EFC50BC63BDB23RA5
15E2469AD6262414 E820CO0AATE284E6 A2870A290A867A1A F4F43A64BADFD21P
t=74: 370DAFCBF2D25DA8 558A01B12EC35028 CA73C49DE77CT7AC8 D2BEF501241BE2PC
8E3FASDIEAE8T7FA8. 15E2469AD6262414 F820CO0AATE284E6 A2870A290A867A1A
t=75: B6FDACLEQ4495875 370DAFCBF2D25DA8 558A01B12EC35028 CA73C49DET77C7ALS
EC3C3233141B55E7 8E3FAS5DIEAE87FA8 15E2469AD6262414 F820CO00AATE284Ep
t=76: DAAADOBF300751AD B6FDAC1E04495875 370DAFCBF2D25DA8 558A01B12EC350p8
T404A3CB07B8228E EC3C3233141B55E7 8E3FASDIEAES8T7FA8 15E2469AD6262414
t=77:) 1CE25CB7C7FD48F6 DAAADOBF300751AD B6FDAC1E04495875 370DAFCBF2D25DAS8
69A9F1B43ECAS4F4  7401A3CB07B8228E EC3C3233141B55E7 8E3FAS5DIEAES8TFAR
t=78: 751E755B4A6D7F36 7CE25CB7C7FD48F6 DAAADOBF300751AD B6FDAC1E(044958[/5

CB9D209C7BODEBO1 69A9F1B43ECA54F4 7401A3CBO7B8228E EC3C3233141B55E7
t=79: AB4F42D47A55716D 751E755B4A6D7F36 7CE25CB7C7FD48F6 DAAADOBF300751AD

22CA23DE9BE67C24 CB9D209C7BODEBO1 69A9F1B43ECA54F4 7401A3CB07B8228E
The output after processing the second block is
Yo = 8DD99EB081311F8B W AB4F42D47A55716D = 3928E184FB8690F8
Y1 = CBBBC42CC7AFB288 W 751E755B4A6D7F36 = 40DA3988121D31BE
Y, = E8E9408730419D1E W 7CE25CB7CTFD48F6 = 65CBID3EF83EE614
Y3 = 953FF7A2B194048D W DAAADOBF300751AD = 6FEAC861E19B563A
Y4 = AE24175483C44C7C W 22CA23DE9BE67C24 = DOEE3B331FAACSAQ
Ys 809B348ESES8E3EC W CB9D209C7BODEBO1 4C38552B0996CEED
Yo = BF2EA614CEEDICSB U 69A9F1B43ECA54F4 = 28D897C90DBTF14F
Y7 = 51807937F11867E1 W 7401A3CBO7B8228E = C5821D02F8DOSAGF
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The message digest is

3928E184 FB8690F8 40DA3988 121D31BE 65CB9D3E F83EE614 6FEAC861 E19B563A.

B.12 Dedicated Hash-Function 11 (STREEBOG-512)

B.12.1 General

The binary words are expressed in hexadecimal notation. The 4n-bit word is given in the form a,-q, ...

ap, where a; € ¢16,1=0, ..., n-1is Vecs(an-1) || --- ||Veca(ao).

It should be
ordering corn

noted that in this set of examples, all data strings treated in right-to-left order,
vention holds.

B.12.2 Example 1

In this exam

M1=30 31
38 39 30 3

Assign the fg

h:= IV = 051%;

N := 0512;

Y := 0512,

ple, the data string is given as a sequence of bytes (in hexadecimal notdtion):

32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30(31 32 33 34 35 36
| 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39430731 32 33 34 35 3
38 39 30 31 32

llowing values to the variables:

The length of the message is Ly, = 504 <512, so theiincomplete block is padded:

Calculate K :

0132313039383736353433328%30393837363534333231303938373635343332
3130393837363534333231.303938373635343332313039383736353433323130.

m:

= LPS(h @ N) = LPS(0512),

After the transformation S:

S(h

after the tra

PS(h 4

D N) = FCFCFCFCFCRCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCEC
FCFCFCFCFCFCEFCEFCFCFCFCFCEFCEFCEFCFCEFCFCEFCEFCFCFCEFCFCFCEFCEFCECFCECECEC,

hsformation P:

b N) = ®EFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCEC
FCFCFCFCFCEFCFCFCFCFCFCEFCEFCEFCFCFCEFCEFCEFCFCFCFCECEFCECECEFCFCECECECEC,

after the tra

K=

Then the tra

152

£ . L
ISTOTIIIAUOIT L.

LPS(h @ N)=B383FC2ECED4A574B383FC2ECED4A574B383FC2ECED4A574B383FC2ECEDA4
A574B383FC2ECED4A574B383FC2ECED4AS574B383FC2ECED4AS574B383FC2ECED4AS74.

nsformation E(K, m) is performed:

)

Byte

37
6 37
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Iteration 1

K1 =B383FC2ECED4A574B383FC2ECED4A574B383FC2ECED4AS74B383FC2ECED4AS74
B383FC2ECED4A574B383FC2ECED4AS574B383FC2ECED4AS574B383FC2ECED4AS 74,

X[K1](m) =B2B1CD1EF7EC924286B7CF1CFFE49C4C84B5C91AFDE694448ABBCR18FBE09646
82B3C516F9E2904080B1CD1EFT7EC924286B7CF1CFFE49C4C84B5C91AFDE69444,

SX[K1](m) = 4645D95FCOBEEC2C432F8914B62D4EFD3E5E37F14B097AEAD67DE417C220B0438
2492AC996667EOEBDF45D95FCOBEEC2C432F8914B62D4EFD3ESE37F14B097AEA,

PSX[K1](m) = 46433ED624DF433E452F5E7D92452F5ED98937E4ACD989375F14F117995F14F1
CO0B64BC266C0B64BBE2D092067BE2D09EC4AE7ABOEOEC4E7A2CFDEA48EB2CFDEA,

LPSX[K1](m) =E60059D4D8E0758024C73F6F3183653F56579189602AE4C21E7953EBCOE212A0
CE /8ABDFZ J5CZFDAFCE3FCAB T ICUIE3OBEA605FBZUDADZCF690CDE650281 21889,

K1 C1=028BA7F4D01E7F9D5848D3AF0EBIDY6BICEI8AGDEN917562C2CD44A3BBSNGT 88
F8FF1CBF5CB3CC7511C1D6266AB47661B6F5881802A0E8576E0399773CT72E03,

S(K1 @ C1) =DDF644E6E15F5733BFF249410445536F4E9BD69E200F3596B3DOEAAR37D70ALD7
D1B6143B9C9288357758F8EF78278AA155F4D717DDA7CB12B211E87ETEY9203D,

PS(K1 @ C1) =DDBF4EB3D17755B2F6F29BD9B658F4114449D6EAL4F8D7TE8EL419E733REF]77E
E104207DSC78DD7F5F450F709227A719575335A1888ACB20336E96D735A1123D,

LPS(K1 @ C1) =D0OB00807642FD78F13F2C3EBC774E80DEOE902D23AEF2EE9A73D010807DAEOCL
88BE14F0B2DA27973569CD2BA051301036F728BD1D7EEC38F4D18AFT0C46CF1E.

Iteration 2

K> =D0B00807642FD78F13F2C3EBC774E80DEOES02D23AEF2EE9A73D010807DAEICL
88BE14F0B2DA27973569CD2BA051301036F728BDID7EEC33F4D18AF70C46CF1E,

LPSX[K>]LPSX[K1](m) = 18E77571E703D19548075C544FESE50E0480C9C5B9F21D4561 1AB86CF32
E352AD91854EA7DF8F863D46333673F62FE2N3EFAELCDY66F8E2AT4CE49902799AADA.

Iteragion 3

K3=9D4475C7899F2D0OBBOE8B7DACGEF6E6B44ECF66716D3A0F16681105E2D13712A
1A9387ECC257930E2D61014ATB5CIFCOE24E7D636EBL1607E816DBAF927B8FCAY,

LPSX[K3]...LPSX[K1](m) = 03DCOA9C®4D42543CCDB62960D58C17E0B5B805D08A07406ECE6T PD5F
82B70FEA22ATEA56E21814619E8749B308214575489D4D465539852CD4B0OCD3829BEF3p.

Iteragion 4

K4 =5C283DABASEC1IF233B8C833C48E1C670DAE2E40CC4C3219C73E58856BDI6AT72F
DFOF8055FFE3C004C8CDE3B8BF78F95F3370D0A3D6194AC5782487DEFD83CAQF,

LPSX[Kq]...LPSX[KY](m) = DBEE312EA7301B0D6D13E43855E85DB81608C780C43675BC93CFD§2C1L
B4933B389BA35B13E1878ABEL1 9E4DFFBIDE4889738CA74D064CDIEB732078C1FB25E0H .

Iteration 5

K5=109F33262731F9BD569CBC9317BAA551D4D2964FA18D42C41FAB4E37225292EC
2FD97D7493784779046388469AE195C436FATCBA93F8239CEBSFFC818826470C,

LPSX[Ks]...LPSX[K1](m) = TFB3F15718D90EBB9FOFB/C38F52 /BECB61C298AFB9186934A93CIDI6GAD
E20DF109379BB9C1A1FFDOAD81FCE7B45CCD54501E7D127E32874B5D7927B032DE7AL .

Iteration 6

K6 =B32C9B02667911CF8F8A0877BEOAL70757E25026CCF41E67C6B5DA70B1B87474
3E1135CFBEFE244237555C676C153D99459BC382573AEE2D85D30D99F286C5E7,

LPSX[Kg]...LPSX[K1](m) = 95EFA4E104F235824BAE5030FE2D0F170A38DE3CIBSFC6D8FAIAOADC2945C413389A12
1501FA71A65067916B0C06F6B87CEL8DE1IA2AI8EOAG4670985F47D73F1 .
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Iteration 7

K7=8A13C1B195FD0886AC49989E7D84B08BC7BO0E4F3F62765ECE6050FCBABDC234
6C8207594714E8E9COCT7AAD694EDC922D6B01E17285EB7TE61502E634559E32F1,

LPSX[K7]...LPSX[K1](m) = TEA4385F7E5SE40103BFB25C67E404C7524EEC43E33B1D06557469C6049854304

Iteration 8

32B43D941B77FFD476103338E9BD5145D9C1E18B1F262B58A81DCEFFF6FC6535.

Kg=52CEC3B11448BB8617D0DDFBC926F2E88730CB9179D6DECEASACBFFD323EC376
4C47FTASE13BB1DB56C342034773023D617FF01CC546728E71DFF8DESD128CAC,

LPSX[Kg]

Iteration 9

LPSX[Ko].

Iteration 10

LPSX[K10]

Iteration 11

LPSX[K11]

Iteration 12

LPSX[K12]

Iteration 13

LPSX[K13]

ID(‘Y[Vﬂ(m) —RB2A2cDANFESDECEEQ08C 3670700300253 1 E70N3ECCE0RANNAAEN302241 048
1F290CF992EB398894424BF681636968C167E870967B1DD9047293331956DABA.

K9 =F38C5B7947E7736D502007A05EA64RA4EBOC243CB82154AA138B963BBB7F28E/4
D4D710445389671291D70103F48FD4D4CO01FC415E3FB7DC61C6088AFALIALIET 35,

.LPSX[K1](m) = 5E0C9978670B25912DD1EDE5SBDD1ICF18ED094D14C6D973B731D50570D0A9BCA
15415A15031FD20DDEFB5BC61B96671D6902F49DF4D2FD346CEEBDAS431CB0O75.

K10=0740B3FAAO03ED39B257DD6E3DB7C1BF56B6E18E40CDAABD30617CECBADDD618E
AS5E61BB4654599581DD30C24C1AB877AD0687948286CFEFAATEEF99F6068B315,

.LPSX[K1](m) = C1DDD840FE491393A5D460440E03BF451994E792C0C629E49AB0C1001782DD3
691CB6896F3E00B87F71D37A584C35B9CD8789FADSSAL6887ESB60E124B51A61 .

K11=185811CF3C2633AEC8CFDFCAE9DBB29347011BF92B95910A3AD71ESFCA678E45
E374F088F2E5C29496E9695CE8957837107BB3AA56441AF11A82164893313116,

.LPSX[K1](m) = 3F75BEAF2911C35D575088E30542B689C85B6B1607F8B800405941F5AB70428
7BO9B08B58B4FBDD6154ED7B366FR3EE778CE647726DDB3C7D48C8CE8866A8435.

K12 = 9D46BF66234A7ED0GQCBB2120D2A3F15E0FEDD87189B75B3CD2F206906B5EE00D
CO9A1EABSOOFB8CCS5760B251F4DB5CDEF427052FA345613FD076451901279EE4C,

..LPSX[K1](m) = F35BOD889EADFCFF73B6B17F33413A97417D96F0C4CC9D30CDASEBB7DCD5D1H
61E620BACT75B36%#370605F474DDCO06003BEC4C4D7CES9AT3FBE6766934C55A2.

K13=0E%9104026B900D8D768B6E223484C9761E3C585B3RA405A6D2D8565ADA926C3F
TT82FEF127CD6B98290BF612558B4B60AA3CBC28FD94F95460D76B621CB45BE70,

JLPSX[K1](m) = FC221DC8B814FC27A4DE079D10097600209E5375776898961F70BDED0647BD§

L1004dCFASEBSDSFE IEUDFSE0Z1508B00AAU /0U4BUES LICCRELISZCED 14 7580UI9EEBD

The result of the transformation gy(h, m) is

h=FD102CF8812CCB1191EA34AF21394F3817A86641445AA9A626488ADB33738EBD
2754F6908CBBBACSD3EDOF522C50815C954135793FB1F5D905FEE4736B3BDAEZ .

The variables N and X change their values to:

154

N=0000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000001F8,

X =0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.
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The result of the transformation gg(h, N) is

h=5C881FD924695CF196C2E4FEC20D14B642026F2A0B1716EBAABB7067D4D59752
3D2DB69D6D3794622147A14F19A66E7F9037E1D662D34501A8901A5DE7771D7C.

The result of the transformation gg(h, Z) is

h=486F64C1917879417FEF082B3381A4E211C324F074654C38823A7B76F830AD00
FA1FBAE42B1285C0352F227524BC9AB16254288DD6863DCCD5BO9F54A1AD0541B.

The hash-code of the message My is the value:

B.12
In thi

M
FE F
Assig
h:=1

Y:=0
Thel

Calcu

After

after

H=486F64C1917879417FEF082B3381A4E211C324F074654C38823A7B76F830ADO0
FA1FBAE42B1285C0352F227524BCO9AB16254288DD6863DCCDSBI9F54A1AD0541R,.

3 Example 2
s example, the data string is given as a sequence of bytes (in hexadecimalotation):

FD1 E5 20 E2 ES5 F2 FO E8 2C 20 D1 F2 FO E8 E1 EE E6 E8 20 _E2“ED F3 F6 E8 2

20 EF EB FA EA FB 20 C8 E3 EE FO EXE2 FB.

n the following values to the variables:

/= 0512

512;

512,

ength of the message is LM1 =576 >512s0’a part of this message is initially processe

m := FBEAFAEBEF20FFFBFOELEQFOF520E0ED20ESECEOEBESFOF2F120FFFOEEEC20F1
20FAF2FEESE2202CESF6F3EDE220E8E6EEEIESFOF2D1202CESFOF2ESE220E5D1 .

late K := LPS(h @ N) = LPS(Qp12).
the transformation S:

S(h® N) =FCEGECFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCEQ
FCEFCFCFCECFCEFCFCFCFCEFCEFCFCFCEFCEFCFCFCFCEFCECFCFCFCEFCECFCFCECECECEC,

the transformation P:

PS(h@ N) = FCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCECE
FCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCFCEC,

after

20 E2 ES

? FA 20 F1 20 EC EE FO FF 20 F1 F2 FO E5 EB EO EC E8 20_EDJEO 20 F5 FO EO 1 FO FB FF

FC

CEC

thetransformation L:

Then

K=LPS(h@® N)=B383FC2ECED4A574B383FC2ECED4A574B383FC2ECED4AS74B383FC2ECED4AS574

B383FC2ECED4A574B383FC2ECED4AS574B383FC2ECED4AS74B383FC2ECED4AS74 .

the transformation E(K, m) is performed:

Iteration 1

K1 =B383FC2ECED4A574B383FC2ECED4A574B383FC2ECED4AS574B383FC2ECED4AS74
B383FC2ECED4A574B383FC2ECED4AS74B383FC2ECED4AS74B383FC2ECED4AS 74,

X[K1](m) = 486906C521F45A8F43621CDE3BF44599936B10CE2531558642A303DE20388585

93790ED02B3685585B750FC32CF44D925D6214DE3C0585585B730ECB2CF440A5,

SX[K1](m) =F29131AC18E613035196148598E6C8E8DEGFEIE75C840C432C731185F906A8A8

DE5404E1428FA8BF47354D408BE63AECB79693857F6EA8BF473D04E48BEGEBOO,
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PSX[K1](m) = F251DE2CDE47B74791966F735435963D3114E911044D9304AC85E785E14085E4
18985CF9428B7FS8BEGE684068FE66EE613C80CABA83AASEBO3ES43A8BFECBFO0,

LPSX[K1](m) = 909AA7T33E1F52321A2FE35BFB8F67E92FBC70EF544709D5739D8FAACALACEFL26
E83E273745C25B7B8F4A83A7436F6353753CBBBE492262CD3A868EACEOL04AF1,

K1 @ C1=028BA7F4D01E7F9D5848D3AF0EBIDI6RBICEIBAGDEN917562C2CD44A3BB516188
F8FF1CBEFS5CB3CC7511C1D6266AB47661B6F5881802A0E8576E0399773C72E073,

S(K1 6 C1) =DDF644E6E15F5733BFF249410445536F4E9BD69E200F3596B3D9EAT737D70A1D7
D1B6143B9C9288357758F8EFT78278AA155F4D717DDA7CB12B211E87ET7F19203D,

PS(K1 @ C1) =DDBF4EB3D17755B2F6F29BD9B658F4114449D6EA14F8D7E8E6419E733BEF177E
E104207D9C78DD7F5F450F709227A719575335A1888ACB20336F96D735A1123D,

LPS(K1 €@ C1) =DOB00807642FD78F13F2C3EBC774E80DEOE902D23AEF2EESA73D010807DAEICT
88BE14F0B2DA27973569CD2BA051301036F728BD1D7EEC33F4D18AF70C46CF1E.

Iteration 2

K> =D0B00807642FD78F13F2C3EBC774E80DEOE902D23AEF2EE9A73D010807DAEQCT
88BE14F0B2DA27973569CD2BA051301036F728BD1D7EEC33F4D18AF70C46CELE,

LPSX[K>|LPSX[K1](m) = 301AADD761D13DF0B473055B14A2F74A45F408022AECADDA4DSF 9CABB228883 4
021ACOB62600A495950C628354FFCE1161C68B7BETEOCS58AF090CE6BASMAOF16.

Iteration 3

K3=9D4475C7899F2D0BBOE8B7DAC6EF6E6B44ECF66716D3A0FTH681105E2D13712A
1A9387ECC257930E2D61014A1B5CIOFCOE24E7D636EB1607E816DBAF927B8FCAY,

LPSX[K3]}.LPSX[K1](m) = 9B83492B9860A93CBCA1COD8EOCE59DB04E10500A6AC85D4103304974E78D32p
59CEFFO3FBB353147A9C948786582DF78A34CI9BDEZFY2B3CA41B9179C2CCEEF 3.

v

Iteration 4

K4 = 5C283DABASECIF233B8C833C48E1C670DAE2E40CC4C3219C73E58856BDI6AT2F
DFIF8055FFE3C004C8CDE3B8BF78F95F33Y0D0A3D6194AC5782487DEFD83CAOQF,

LPSX[K4]}.LPSX[K1](m) = E638E0A1677CDEALO7EC3402F70698A4038450DAB44ACTA447EL0155AA33EF1p
DAF8F49DATB66F3E05815045FBD39EY91CBODC536E09505FD62D3C2CDO0BOFS57.

Iteration 5

K5=109F33262731F9BD569CBC9317BAA551D4D2964FA18D42C41FAB4E37225292EC
2FD97D7493784779046388469AE195C436FATCBA93F8239CEBSFFC818826470C,

LPSX[Ks]}.LPSX[K1](m) = 1C7C8RIOB2BF443EB3ADCOCT87A52A173821A97BC5A8EFEAS8FB8B27861829Fp
DD5FF9C97865EQ8C1AC66F47392B578E21266E323A0AACEDEEC3EF0314F517C6.

Iteration 6

Ko =B32€9B02667911CF8F8A0877BESAL170757E25026CCF41E67C6B5DA70B1B87474
3EATS5CFBEFE244237555C676C153D99459BC382573AEE2D85D30D99F286C5E7,

LPSX[Ke)}.LRSX[K1](m) = 48 FECFC5B3EB77998FB39BFCCCD128CD42FCCB714221BE1E675A1C6FDDETE3L]

038R 1 822 A 1 2 NI O000N R AL cNe ]l cQONTJ AL ECO2T Rl ARTJEEIRITVRETIATIRAD

Iteration 7

K7=8A13C1B195FD0886AC49989E7D84B08BC7BO0E4F3F62765ECE6050FCBABDC234
6C8207594714E8E9COCT7TAAD694EDCO22D6B01EL7285EB7E61502E634559E32F1,

LPSX[K7]...LPSX[K1](m) = A48F8D781C2C5BE417AE644CC2E15A9F01 FCEAD3232E5BD53F18A5AB875CCELB
8A1A400CF48521CT7CE27FB1E94452FB54DE23118F53B364EE633170A62F5A8A0.

Iteration 8

Kg=52CEC3B11448BB8617D0DDFBC926F2E88730CB9179D6DECEASACBFFD323EC376
4C47FTA9E13BB1DB56C342034773023D617FF01CC546728E71DFF8DESD128CAC,

LPSX[Kg]...LPSX[K1](m) = E8A31B2E34BD2AE21B0ECF29CC4C37C75C4D11D9B82852517515C23E81E906A4
51B72779C3087141F1A15AB57F96D7DA6CTEE38ED25BEFBDEF631216356FF59C.
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Iteration 9

K9 =F38C5B7947E7736D502007A05EA64A4EBOC243CB82154AA138B963BBB7F28E74
D4D710445389671291D70103F48FD4D4CO1FC415E3FB7DC61C6088AFAIALET 35,

LPSX[Ko]...LPSX[K1](m) = 34392ED32EA3756E32979CB0A2247C3918E0B38D6455CA88183356BF8E5877ES
5D542278A696523A8036AF0F1C2902E9CBC585DES803EE4D26649CIE1FOOBDA3L .

Iteration 10

K10=0740B3FAAQ03ED39B257DD6E3DB7C1BF56B6E18E40CDAABD30617CECBADDD618E
AS5E61BB4654599581DD30C24C1AB877AD0687948286CFEFAATEEF99F6068B315,

L CYUEJ TDCYUaHm)—&AQ?AQ&QEQ177FFA7AFFFGHRH7BRBQAFRAFQBQ1Q1ARQPQDH?DHDP£1Q C9787DE
7CCB676DD809E7CBIEB2CI9EBD016561570801A4E9CE17A438B85212F4409BBSE(

Iteragion 11

K11=185811CF3C2633AEC8CFDFCAEODBB29347011BF92B95910A3AD71ESFCA678E4Y
E374F088F2E5C29496E9695CE8957837107BB3AA56441AF11A82164893313116,

PSX[K11]...LPSX[K1](m) = 7B97603135E2842189B0C9667596E96BD70472CCBE AR3AE89DATD1599(¢72860C2
85F5771088F1FBOF943D949F22F1413C991EAFB51AB8ESAD8644770037765AEC.

~

Iteration 12

K12 = 9D46BF66234A7EDO06C3B2120D2A3F15E0FEDD87489B75B3CD2F206906B5EE00D
CO9A1EABSOOFB8CC5760B251F4DB5CDEF427052FA345613FD076451901279EE4C,

PSX[K12]...LPSX[K1](m) = 39EC8A88DB635B46C4321ADF41FDO527A39A67F6D7510DB5044F05EFAF721DB5
CF976A726EF33DC4DFCDA94033E741A463790861A5B25FEFCB07281EED629COE.

~

Iteragion 13

K13=0F79104026B900D8D768B6E223484C9761E3C585B3A405A6D2D8565ADA92 6C 3
7782EF127CD6B98290BF612558B4B60AA3CBC28FD94F95460D76B621CB45BET0,

PSX[K13]...LPSX[K1](m) = 36959AC8FDDASBIE135AAC3D62B5D9IB0C279A27364F50813D69753B5]5E0718A
B8158560122584464F72C8656B53F7AECOBCCAEE7CFDCAAICG6T719E3F2627227E.

I~

The result of the transformation gy (h, m) is

h=CD7F602312FAA465E3BB4CCD9795395DE2914E938F10F8E127B7AC459B0C5178B
98EFT779EFIC7TA46AAT7843B8889731F482E5D221E8E2CEA852E816CDAC407CT7AF .

The Variables N and X change their values to:

N =6600000000000000000000000000000000000000000000000000000000000000
Q¢00000000000000000000000000000000000000000000000000000000000200,

% = FBEAFAEBEF20FFFBFOE1EOFOF520EOED20ES8ECEOEBESFOF2F120FFFOEEEC20F1
20FAF2FEESE2202CE8F6F3EDE220ESE6EEE1IESFOF2D1202CESFOF2ES5E220E5D1 .

a1

12 caotheincamnlato hlack ic
S o} <t

nadded
ToO—ICTIT Preceoro eI o patttar

.....

The l nath aftho roct aftho maoaccq
S St Ot e eSSt Ot e eSO

m:=0000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000001FBE2ESFOEEE3C820.

The result of the transformation gy(h, m) is

h=C544AE6EFDF14404F089C72D5FAF8DC6ACAIDB5E28577FC07818095F1DF70661
E8B84D0706811CFO2DFFB8F96E61493DC382795C6ED7AL17B64685902CBDC878E.
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The variables N and Z change their values to:

N=0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000240,

Y = FBEAFAEBEF20FFFBFOELEOFOF520E0ED20E8ECEOEBESFOF2F120FFFOEEEC20F1
20FAF2FEESE2202CE8F6F3EDE220E8E6EEE1IESFOF2D1202EE4D3D8D6D104ADEL .

The result of the transformation ggo(h, N) is

The result of the transformation go(h, X) is

The hash-co

B.13 Dedi¢ated Hash-Function 12 (STREEBOG-256)

B.13.1 Gen

The binary

ap-1, .-, g, Where a; € ¢16,1=0, ..., n-1 is Veca(ap-1) || ... |[VeCa(ao).

h=4DEB6649FFASCAF4163D9D3F9967FBBD6EB3DAG8F916B6A09F41F2518B81292B
703DC5D74E1ACESBCD3458AF43BB456E837326088F2B5DF14BF83997A0B1ADSED.

h=28FBCY9BADA033B1460642BDCDDBI0C3FB3E56C497CCDOF62B8A2AD4935E85F03
7613966DE4EEO0531AE60F3B5A47F8DAEO6915D5F2F194996FCABF2622E6881E 4

e of the message M3 is the value:

H=28FBCI9BADA033B1460642BDCDDBI0C3FB3E56C497CCDOF62B8A2AD4935E85F03
7613966DE4EEO0531AE60F3B5A47F8DAEO6915D5F2F194996FCABF2622E6881E.

eral

words are expressed in hexadecimal notatiofi The 4n-bit word is given in the

form

[t should be noted that in this set of examples all data sfrfings treated in right-to-left order. Byte ordering

convention h

B.13.2 Example 1

In this exam

My=30 31
38 39 30 3

Assign the fg

h:=1IV= (000 000 01)6%

olds.

ple, the data string is given as a’sequence of bytes (in hexadecimal notation):

32 33 34 35 36 37 3839 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 34
| 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 3
38 39 30 31 32

llowing values‘to the variables:

N := 0512;
Y = (0512,
The length o

f the message is LM1 =504 <512, so the incomplete block is padded:

m:=0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

Calculate K := LPS(h @ N) = LPS[(000 000 01)64).

After the tra

nsformation S:

S(h® N) =EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
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after the transformation P:

PS(h@® N) = EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE,

after the transformation L:

K=LPS(h@® N)=23C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F15
23C5EE40B07B5F1523C5EE40BO7B5F1523C5EE40BO7B5F1523C5EE40BO7B5F15.

Then the transformation E(K, m) is performed:

Iteratiomt

K1=23C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B0/ABSE LS
23C5EE40BO7B5F1523C5EE40BO7B5F1523C5EE40BO7B5F1523C5EE40BO7ZBSELS,

X[K1](m) = 22F7DF708943682316F1DD72814B662D14F3DB7483496E251AFDDY76854F6CR7
12F5D778874D6A2110F7DF708943682316F1DD72814B662D14F3DB7483496E25,

SX[K1](m) = 65C061327951F35A99A6D819F5A29A0193D290FFA92AB25CE14B538AA8CCIO21
FOF4FE6DCO3A7818E9C061327951F35A99A6D819F5A29A0193D290FFAS2AB25C,

PSX[K1](m) = 659993F1F0E99993C0A6D24BF4C0A6D261D89053FEG1LD8903219FF8A6D321PFF
7T9F5A9A8CO79F5A951A22ACC3A51A22AF39AB29D78F39AB25A015C21185A015C,

LPSX[K1](m) = E549368917A0A2611D5E08CIC2FD5B3C563F18GUF68C410D84AEID5FBDFEY340
55650121B7AA6D7B3E7D09D46ACA358ADAAGAEA4EABE0402C4166D2C3EB2EF02,

K1 @ C1=92CDB59AAEB185FCC80ECIC1701E230AQ0CAF98039E3E8F03528B56CDC5FEIBEY
68B90ED1221C36148187C448141B8C0026B39AY67COF1236FE458B1942DD1A12,

S(K1 @ C1) =ECD95E282645A83930045858325F5AFA2341DC110AD303110EF676D9AC635(P9B
F3A3041B65148F93F5C986F293BBT7CFCEF92288AC34DF08F63C8F6362CD8F1FO,

PS(K1 © C1) =EC30230EF3F5EF63D90441F6A3C992C85E58DC76048628F6285811D91BF28A36
26320AAC6593C32C455FD36314BB4DD8A85A03508F7CFOF139FAI19B93FC8FFEO,

LPS(K1 @ C1) = 18EE8F3176B2EBEA3BISCB8233694CEA349769DF88BE26BF451CFABGAG04A549
DA22DE93A66A66B19CTE6BEEEA633511E611D68C8401BFCDOC7DOCC39D4A5EBO.
Iteration 2

K> =18EE8F3176B2EBEA3BD6CB8233694CEA349769DF88BE26BF451CFAB6AI04A549
DA22DE93A66A06B19CTE6BSEEA633511E611D68C8401BFCDOC7DOCC39D4A5ERY,

I PSX[K2]LPSX[K1](m) =C502DAB7E79ERB94013FCD1BAG4DEF3B916F18B63855D43D22B77FCAL1442F9866
C2B45089062E9D82EDF1EF45230DB9A23C9E1C521113376628A5F6A5DBC041B2.
Iteration 3

K3)= ARA4CF31A265959157AEC8CE91E7FD46BF27DEE21164C5E3940BBA1A519E9DIF
CE0913F1253E7757915000CD674BE12CCT7TF68E73BA26FBO0FD74AF4101805F2D,

I\PSX[K3]...LPSX[K1](m) = SBE5A4FE41FC790AF29944F027AA2F10105D65CF60A66E442832BBI9AB5020DC54
772FE3ARO3N4ROAAATINIT212CNEQ337522AF52302kEFANR3ININANNTRII1I7ANTRY

Iteration 4
K4 = 61FEOA65CCL77AF50235E2AFADDED326A5329A2236747BF8A54228AECA9CA585
CD801EA9DD743A0D98D01EF0602B0E332067FB5DDD6AC1568200311920839286,
LPSX[K4]...LPSX[K1](m) = DEEOB40DF69997AFEF726F03BDC13CB6BA9287698201296F2FD8284F06D33EA4
A850A0FF48026DD47C1E88EC813ED2EB1186059D842D8D17FOBFA259E56655B1.
Iteration 5
K5=9983685F4FD3636F1FD5ABB75FBF26A8E2934314AA2ECB3EE4693C86C06CTDAE
169BD540AF75E1610A546ACD63D960BAD595394CC199BF6999A5D5309FE73D5A,

LPSX[Ks]...LPSX[K1](m) = 675EA894D326432E1AF7B201BC369F8AB021F6FAS8DA09678FFCOSEF30DB43A3
7F1F7347CB77DAOF6BA30C85848896C3BAC240AB14144283518B89A33DOCAF07.
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Iteration 6

LPSX[Kg]..

Iteration 7

K =F05772AE2CETF025156C9A7FBCC6B8FDF1E735D613946E32922994E52820FFEA
62615D907EBO551AD170990A86602088AF98C83C22CDBOE2BE297C13C0F7AL156,

.LPSX[K1](m) = 1BC204BF9506EE9B86BBCF82D254A112AEA6910B6DB3805E399CB718D1B33199

64459516967CEE4E648E8CFBF81F56DC8DA6811C469091BES123E6A1DSE28CT73.

K7 =5AD144C362546E4E46B3E7688829FBB77453E9C3211974330B2B8DOE6BE2B5AC
C89EB6B35167F159B7B005A43E5959A651A9B18CFC8E4098FCFO03D9B81CFBBSD,

LPSX[K7],

Iteration 8

LPSX[Kg]|

Iteration 9

LPSX[Ko] .

Iteration 10

LPSX[K10]

Iteration 11

LPSX[K11]

Iteration 12

LRCYZLIZ 1L 2o = P 2 P! 4 el = 4
LEOATNTIU) = DoVDU 7T IJLILUTODULELO L IJU A0 TOLO L L2300 CDDOFLAUOT QL DZDUCU T I7900000T0

55A5AFCIS5FFEF03165263C4FDB36933AA982016471FBACO419F892551E9E568B.

Kg = 6A6CEC9A1BA20A8DB64FA840B934352B518C638ED530122A83332FEOBSEEDACY
018287E5A9F509C78D6C746ADCD5426FBOAOADS790DFB73FC1F191A539016DAA,

.LPSX[K1](m) = 1FC20F1E91A1801A4293D3F3AAIE91560FCC3810BB15F3EEOM1CIB87452519F

67CB9145519884A24DE6DB736A5CB1430DA7458E5E51B80BES204BAEB2600177.

K9=99217036737AR9B38A8D6643F705BD51F351531F948FQFC5E35FA35FEE9DDSBD
BB4C9D580A224E9CD82EOE2069FC49ED367D5F94374435382B8FB6ASF5DD0409,

LPSX[K1](m) = 1A52F09D1E81515A36171E0B1A2809C50359BEDI0F2E78CBD8 9B7DAAFA6D046
55C96BDAEGEE97055CCTES57267C2CCF28C8F5DDESED58A9A68C12663BB28967 .

K10=906763CO0FC89FALAE69288D8ECIEIDDASA7630ESBFD6C3FED703C35D2E62AEAF
FOB35D80A7317ATF76F83022F25267 9L CA8FDF678FCB337BD74FE5393CCB05D2,

..LPSX[K1](m) = 764043744A0A9368 7E6SABASCFC25EC8714FBSE1IBDCIAE2271E7205EAAAS7 7]
B3B83E7325E50A19BD2D56B061B5DE39235C9COFDISEO71ALA291ASF24E8CT 74 .

K11 =88CE996C63618E6404A5C8E03EE433854E2AE3EEE68991BBBFF3C29D38DADBGE
D6A1DAESA6DCODDFS2CE34AF272F96D3159C8C624C3FE6E13D695COBFC89ADDS,

.LPSX[K1](m) = 9B1CEBFF26B445CB288COAECCF84658EEA91DBDF14828BF70110A5C9BD146CH
646350CFF4EQQOE7B63C5CC325E9B441081935F282D4648D9584F71860538F03B.

K12 73E0A281EA9BD46063EEC550100576F3A506AA168CF82915776B978FCCAA32F38
B55F30C79982CA45628E8365D8798477E75A49C68199112A1D7B5A0F7655F2DB,

I PRPCVILZ 1 a0 e Rolr M nknlaknkntnkell i iknks¥o] [oX ol W/ HokaValsValatolo k. Waknlalaok NeletoValal,NeVaW, ke Valkeknte ko, Wk nlioknia¥o)]
T T T = \SE=p 2 T SToTODoTUT

LPSX[K12]

Iteration 13

A
T DUToT

7C110CB76FF2E43100CDD4BA8BAL47AST2FS.

[LZ=2 =74y £ 3N N | UL Y i "R F % Mp Ay arp = ey o np e ToCTTT

A9CB71ECFF25ED2A91BDCF8F64990

K13=F0B273409EB31AEBE432FBAE1867212262C848422B6A92F93F6CBAB54ED18B83
14B21CFFC51E3FA319FF433E76EF6ADBOEFOF5E03CO07FALIFCFOECAO6500BEF03,

LPSX[K13]...LPSX[K1{](m) = E3889D8E40960453FD26431450BB9D29E8AT8E78024656697CAF698125EE83AA

BD796D133A3BD28988428CB112766D1A1E32831F12D36FAD21B2440122A5CDF6.

The result of the transformation gy(h, m) is

160

h =E3BBADBF78AF3264C9137127608AA510DE90BA4D3075665844965FB611DBB199
8D48552A0COCE6BCBA71BC802A4F5B2D2A07B12C22E25794178570341096FDCT .

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

The variables N and X change their values to:

N=0000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000001F8,

X=0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

The result of the transformation gg(h, N) is

h=70F22BADA4ACFE18A6A56EC4B3F328CD40DB8E1IBF8A9DSF711D5EFAB11191279D
715AAB7648D07EDDBF87DC79C80516E6FFCBCEF5678B0OAC29EAOOFA85C8173CC6.

The rjesult of the transformation gg(h, Z) is

h=00557BESE584FD52A449B16B0251D05D27F94AB76CBAAGDASB90B59DSEFIRIS9D
2088E482E2ACF564E0E9795A51E4DD261F3F667985A2FCC40AC8631FACALZ09A

The Hash-code of the message My is the value:

H=00557BE5E584FD52A449B16B0251D05D27F94AB76CBARA6DA890B59D8EF1ELI59D.

B.13|3 Example 2
In this example, the data string is given as a sequence of bytes\(in' hexadecimal notation):

M #D1 E5 20 E2 E5 F2 FO E8 2C 20 D1 F2 FO E8 EI{EE E6 E8 20 E2 ED F3 F6 E8 2¢ 20 E2 E5
FE FR FA 20 F1 20 EC EE FO FF 20 F1 F2 FO E5 EBLEO EC E8 20 ED EO 20 F5 FO EO H1 FO FB FF
20 EF EB FA EA FB 20 C8/E3 EE FO E5 E2 FB.

Assign the following values to the variables:
h:=1y= (000000 01)6%;

N := (512;

¥ = (P12,

The length of the message is LM2 =576>512, so a part of this message is initially processgd

m := FBEAFAEBEF20FFFBFOE1IEOFOF520E0ED20ESECEOEBESFOF2F120FFFOEEEC20F1
20FAF2EERSE2202CE8F6F3EDE220E8E6EEEIESFOF2D1202CE8FOF2ESE220E5D1 .

Calcylate K := LPS@h @ N) = LPS((000 000 01)64).

Afterjthe transféormation S:

S(h@® N) =EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEHEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE,

after the transformation P:

PS(h @ N) =EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE,

after the transformation L:

K=LPS(h@® N)=23C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F15
23C5EE40BO7B5F1523C5EE40BO7B5F1523C5EE40BO7B5F1523C5EE40BO7B5F15.

Then the transformation E(K, m) is performed:
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Iteration 1

K1 =23C5EE40B07B5F1523C5EE40BO7B5F1523C5EE40B07B5F1523C5EE40B07B5F15
23C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F1523C5EE40B07B5F15,

X[K1](m) =D82F14AB5F5BA0OEED3240EB0455BRFF8032D02A05B9EAFE7D2ES511B05SE977FE4

033F1CBE55997F39CB331DAD525BB7F3CD2406B042AATF39CB351CAS5525BBAC4,

SX[K1](m) = 8D4F93828747A76C49E204ADC8473BD11101DDA7470A415B832B77AD5DBC572D

111F14950CE8570BE4AECDOF0E472FD2D9E231AD2C38570BE46A14000E47A586,

PSX[K1](m) = 8D49118311E4D9E44FE2012B1FAEE26A9304DD7714CD311482ADATADIS9FADOO

LPSX

87C8475DOCOE2CO0E47470ABCE8473847A73B4157572F57A56CD15B2D0BD20B86,
[K1](m) = A3A72A2EOFB5E6F812681222FEC037B0DB972086A395A387A6084508CAE13093

K1

S(Kh

PS(H

LPS(

Iteration 2

LPSX[Ko]

Iteration 3

LPSX[K3]|

Iteration 4

LPSX[Kq].

Iteration 5

(1 D C1) =EC30230EF3F5EF63D90441F6A3C992C85E58DC76048628F6285811D91BF28A36

i1 @D C1) = 18EE8F3176B2EBEA3BD6CB8233694CEA349769DF88BE26BF451CFAB6AIO4A549

K> =18EE8F3176B2EBEA3BD6CB8233694CEA349769DF88BE26BF451CFABOAI04A549

LPSX[K1](m) = 9F50697B1D9CE23680DB1F4D3562977886€4C55780727AA79EB7BB7D648829CBA

.LPSX[K1](m) =4183027975B257E9BC239B75C977ECC52DDAD82C091E694243C9143A945B4D8

.LPSX[K1](m) = 0368C884FCEE489207B5B97A133CE39A1EBFESA3AE3CCCB3241DE1IE7AD72857

AATID3IOZDUCBCEZSSEIAST TISATZTEoFDACODASDUBCIUFACS /U /CCDLIZ /TEE45475,

@ C1=92CDB59AAEB185FCC80ECIC1701E230A0CAF98039E3E8F03528B56CDCS5FEIBE?
68B90ED1221C36148187C448141B8C0026B39A767CO0F1236FE458B1942DD1A12,

@ C1) =ECD95E282645A83930045858325F5AFA2341DC110AD303110EF676D9AC63505B
F3A3041B65148F93F5C986F293BB7CFCEF92288AC34DF08F63C8F6362CD8F1ED
26320AAC6593C32C455FD36314BB4DD8AB5A03508F7CFOF139FA119BI93FCSEFFO,

DA22DE93A66A66B19CTE6BS5EEA633511E611D68C8401BFCDOC7D0CC39D4ASEBI.

DA22DE93A66A66B19CTE6BSEEA633511E611D68C8404¢BFCDOC7DOCC39D4A5ERY,

8674AFDAC5C62CA352D77556145CATBC758679FKBELFBD32313CA8268A4A603F1.

K3 =AAA4CF31A265959157AEC8CE91ET7ER46BF27DEE21164C5E3940BBA1A519E9D1F
CE0913F1253E7757915000CD674BEE2€CTF68E73BA26FBO0FD74AF4101805F2D,

3116EAE14FD81B14BB47F2C06RD283CB6C5E61924EDFAF971B78D771858D5310.

K4=61FEOA65CCL177AF50235E2AFADDED326A5329A2236747BF8A54228RAECA9C4585
CD801EA9DD74320R98D01EF0602BO0E332067FB5DDD6AC1568200311920839286,

=

76811D324RQ1LFD7ATS5EOB669ESA22A4D056CEGAF3E876453A9C3C47CT767E5712.

K5=29983685F4FD3636F1FD5ABB75FBF26A8E2934314AA2ECB3EE4693C86C06CT7D4E
¥69BD540AF75E1610A546ACD63D960BAD595394CC199BF6999A5D5309FE73D5A,

LPSX[Ks]...

Iteration 6

LPSX[Kg]...

162

LPSX|K1](m) =C31433CEB8061E46440144E65553976512E5A9806AC9A2C771D5932D5F6508C5
B78E406C4EFAB98ACS5529BEO021B4D58FA26F01621EB10B43DE4C4C47B63F615.

Ke=F05772RE2CETF025156C9ATFBCC6B8FDF1E735D613946E32922994E52820FFEA
62615D907EBO551AD170990A86602088AF98C83C22CDBOE2BE297C13C0OF7ALS6,

LPSX[K1](m) = S5DOAE97F252AD04534503FESF52E9BD07F483EE3B3D206BEADCGE736C6E754BB
T713F97EAT339927893EACF2B474A482CADDOAC2ES8F09BCB440CF36C2D14A9B6.
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Iteration 7

K7 =5AD144C362546E4E46B3E7688829FBB77453E9C3211974330B2B8DOE6BE2B5AC
C89EB6B35167F159B7B005A43E5959A651A9B18CFC8E4098FCF03D9B81CFBBSD,

LPSX[K7]...LPSX[K1](m) = A59AA21E6AD3E330DEEDBIAB9912205C355B1C479FDFD89AT696D7DEG6FBETD3
CEC25879F7F1A8CCA4C793D5F2888407AECB188BDA375EAES586A8CFD0245C317.

Iteration 8

Kg = 6A6CEC9A1BA20A8DB64FA840B934352B518C638ED530122A83332FEOBSEFDACY
018287E5A9F509C78D6C746ADCD5426FBOAOADS790DFB73FC1F191A539016DAA,

DCYP%] IDCYUZKm)—QQﬁQ1ARAQQHEBQPQQWQQP7OFBWPDHQQFQ1DQ7NF7FFF17DRADRHP77QP 2C4AC68
2B4434163F214CFT7CE6164A75731BCEAS819E6AGACFEA99DA9222951D2A28E01(

Iteragkion 9

K9=99217036737AR9B38A8D6643F705BD51F351531F948F0FC5E35FA3GFEEIDDSBD
BB4C9D580A224E9CD82EOE2069FC49ED367D5F94374435382B8FBGASESDD0409,

IPSX[K9]...LPSX[K1](m) = 330E6CB1D04961826AA263F2328F15B4F3370175A6A9FD6505B286EFED2D8505
F71823337EF71513E57A700EB1672A685578E45DAD298EE2223D4CB3FDAS262F.

Iteratkion 10

K10=906763C0FC89FA1AE69288D8ECIEIDDAIAT630ECBFD6C3FED703C35D2E62AEAH
FOB35D80A7317ATFT7T6F83022F2526791CA8FDF6778ECB337BD74FE5393CCB05D2,

PSX[K10]...LPSX[K1](m) = AD347608443ABICIRBB64F633A574 9AB85CA45D4174BFDT8F6BCT9FCA4CEIAD]
DD71CB2195B1CFAB8DCAAF6F3A65C8BR00 2984 7A0800E4427D3A0A815F40A644 .

~

Iteragion 11

K11 =88CE996C63618E6404A5C8EQ3EE433854E2AE3EEE68991BBBFF3C29D38DADB6H
D6A1DAESA6DC6DDEF52CE34AF272F96D3159C8C624C3FE6E13D695COBFC89ADDS,

PSX[K11]...LPSX[K1](m) = A065C55E2168031576A756CTECCIA9129CD3D207F8F43073076C30E1]1FD5F11
9095CA396E9FB78A2BF4 % PC44E845E447B8FC75B788284AAE27582212EC23EE.

t~

Iteragion 12

K12 =3E0A281EAIBD46063EEC550100576F3A506AA168CF82915776B978FCCAA32F38
B55F30C79982CA45628E8365D8798477E75A49C68199112A1D7B5A0F7655F2DB,

PSX[K12]...LPSX[K1](m}\=2A654 9F7A5CD2EB4A271ATCT1762C8683E7A3A906985D60F8FC86F6435908B2
9F83BAFE3C704F3C116BDFE660704F3B9C8A1D0531BAAFFAA3940AE9090A33AB.

~

Iteragkion 13

Ki3=F0B273409EB31AEBE432FBAE1867212262C848422B6A%2F93F6CBAB54ED18B8J
14B21CFFC51E3FA319FF433E76EF6ADBOEFOFS5E03CS07FALIFCFOECAO6500BF03,

PSX{K13]...LPSX[K1](m) = DAD73AB73B7E345F46435C690F05E94A5CB272D242EF44F6B0A4D5D1AD888331
SBESLIADUIEFY0E /09EFUSYA9CDS L0 Z0EUIZ /T SESEOUDZADUOBOFODEOAY0CUASCAT .

I~

The result of the transformation gy(h, m) is

h=203CC15DD55FCAASB7A3BDO8FB2408A67D5BOF33A80BRB50540852B204265A2C1
AACASEFE1D8D51B2E1636E34F5BECC077D930114FEFAF176B69C15AD8F2B6878.

The variables N and X changed their values to:

N=0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000200,

Y = FBEAFAEBEF20FFFBFOELIEOFOF520EOED20E8ECEOEBESFOF2F120FFFOEEEC20F1
20FAF2FEESE2202CE8F6F3EDE220E8EGEEE1IESFOF2D1202CES8FOF2ES5E220E5D1.
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The length of the rest of the message is less than 512, so the incomplete block is padded:

m:=0000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000001FBE2ESFOEEE3C820.

The result of the transformation gy(h, m) is

h=A69049E7BD076AB775BC2873AF26F098C538B17E39A5C027D532F0A2B3B56426
C96B285FA297B9D39AE6AFD8BO001D97BB718A65FCC53C41B4EBEF4991A617227.

The variables N and Z change their values to:

N=0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000240,

Y = FBEAFAEBEF20FFFBFOELEOFOF520EO0ED20E8ECEOEBESFOF2F120FFFOEEEC20F1
20FAF2FEESE2202CE8F6F3EDE220E8ECEEE1IESFOF2D1202EE4D3D8D6D104ADF 1 ¢

The result of the transformation ggo(h, N) is

h =AEE3BD55EA6F387BCF28C6DCBDBBFB3DDACC67DCC13DBD8D548C6BF808111D4B
75B8ET74D2AFAE960835AE6A5F03575559COFD839783FFCD5CFO9BDAL566B4818.

The result of the transformation go(h, X) is

h=508F7E553C06501D749A66FC28C6CACOB005746D97537EA85DIE40904EFED29D
C345E53D7F84875D5068E4EB743F0793D673F09741F9578471FB2598CB35C230.

The hash-cofle of the message M is the value:

H=508F7E553C06501D749A66FC28C6CACOB00®46D97537FA85DI9E40904EFED29D.

B.14 Dedi¢ated Hash-Function 13 (SHA3:224)
NOTE1 Datais presented in three different ways: bit strings, byte strings and w-length words (for the lanes).
NOTE 2  Bitstrings are the sequence of bits-from left to right.

NOTE 3  Byte strings are the bytes from left to right and the bits within the byte are right to left.
NOTE4  Words are the integer rfepresentation of the values in the lanes.

The messagg as bit string

(empty message)
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XORed state (in bytes)

06
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =0000000000000006
[1,0]=00000000000000Q0
[2,0]=0000000000Q00000
[3,0]=000000@00€000000
[4,0]=000,00600000000000
[0,1] =0060000000000000
[1,1] =0000000000000000
[271}1=0000000000000000
[3,11=0000000000000000
[4,1]=0000000000000000
[0,2]=0000000000000000
[1,2]=0000000000000000
[2,2] =0000000000000000
[3,2] =0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=8000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
80
00
00
0,0
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[3,3]=0000000000000000
[4,3]1=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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ISO/IEC 10118-3:2018(E)

Round #0
After 0

06 00 00 00 00O OO OO 00 07 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
0c 00 00 00 00 0O OO 00 0O OO OO 00 00 0O 00 0O
07 00 00 00 00O 0O OO 00 0O 0O OO 00 0O 0O OO 0O
00 00 00 00 00 00 OO 80 OC OO0 00O 00 00 00 00 00
00 00 00 00 00 00 OO0 0O 07 00 00 00 00 00 00 00
00 00 00 00 00 OO OO 00 00 0O OO 00 00 0O 00 80
0c 00 00 00 00 00O OO 00 00 0O OO 00 00 0O 00 0O

07 00 00 00 00O OO OO 00 0O OO OO 00 00 0O 0O 80

00 00 00 00 00 0O OO 80 OC 00O OO0 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 07 0O OO 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO0 80
0C 00 00 00 00 00 00 00

After p

06 00 00 00 00 OO OO 00 OE 0O 00 00, 0O)0OO 00 00
00 00 00 00 00 OO OO0 00 00 0O 00«08N00 00 00 00
00 00 00 60 00 00O OO0 00 00 0000500 00 0O OO0 0O
00 00 00 00 00 70 00 00 00 GOUO0 00 00 00 00 00
00 00 00 00 00 00 40 00 LQQ<OO CO 00 00 00 00 00
00 00 00 00 00 00 OO0 0Oy, 00 1C 00 00 00 00 00 00
00 00 00 00 00 OO0 OO@0 00 00 00 01 00 00O 00 00
00 00 00 00 00 Q€&)H00 00 00 00 00 00 00 00 00 00
00 00 00 00 OO¥EO 00 00 00 40 00 00 00 00 00 00
00 00 10 00 460 00 00 00 00 OC 00 00 00 00 00 00
00 00 O0Q 60 00 00O 00 00 1C 0O 00 00 00 00O 00 00
00 00 YO 00 00 00 OO 0O 00 OO 0O 00 00 00 80 00
00 00 03 00 00 00 00 0O
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After m

06
00
00
00
00
OE
00

00
00
00
00
00
00
00

00
00
03
co
00
00
00

00
00
00
00
00
00
01

00
00
00
00
00
00
00

00
00
00
00
EO
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
0cC

00
10
00
00
00
00
00

00
00
08
00
00
00
00

00
00
00
00
00
00
00

70
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

After|x

06
00
00
00
00
OE
00
00
00
00
00
1cC

After]

-

07
00
00

00
00
40
00
00

00
00
00
00
00
00
00
00
40
40
0Q
00

00
00
00

00
00
00
00
00

00
03
03
co
00
00
00
00
00
00
OS]
00

00
03
03

00
00
00
00
00

00
00
00
00
08
01
01
00
0Q
60
00
00

00
00
00

00
00
00
00
00
1C

00
00
00
00
00
00
00
Q0
00
00
00
00
1C

00
00
00

00
00
00
00
06
00

00
00
70
EO
EO
00
00
00
00
00
06
06
00

00
00
70

00
00
00
00
00
00

00
00
00
00
00
0Q
Q00
00
00
00
00
00
00

00
00
00

00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

00
00
00
00
00
00

00
06
00
00
00
00
OE
00
00
00
00
00
00

00
06
00

00
1C
00
00
00
00

00
00
0Q
00
00
oc
oc
1C
1C
00
00
00
00

00
00
00

00
00
00
00
00
00

10
10
00
00
co
00
00
00
00
00
00
00
40

10
10
00

60
00
00
00
00
00

oo
00
08
00
00
00
00
60
00
00
00
00
00

00
00
08

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

00
00
00
00
00

70
00
00
00
00
00
00
00
00
00
00
00

70
00
00

00
00
80
40
00

00
00
00
00
00
00
00
00
80
80
40
00

00
00
00

00
00
00
00
0,0

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

U0
00
OE
00
00
00
00
00
1cC

U0
00
00
00
00
40
40
00
00
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CO
00
00
00
00
00
00
00
00

U0
08
01
01
00
00
60
00
00

U0
00
00
00
00
00
00
00
00
1C

jHY)
EO
00
00
00
00
00
06
06
00

U0
00
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00
00

U0
00
00
OE
00
00
00
00
00
00

U0
00
oc
oc
1C
1C
00
00
00
00

U0
co
00
00
00
00
00
00
00
40

U0
00
00
00
60
00
00
00
00
00

U0
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00

U0
00
00
00
00
80
80
40
00

U0
00
00
00
00
00
00
00
00
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(Skip rounds 1 to 22)
Round #23
After 6

23 DE E9 70 36 66 D5 23 91 03 C3 F1 B6 6B 93 28
69 4D 53 70 6B BA E5 B1 E5 9D C2 7E OA 05 AD B2
50 64 AE 08 3D BO 14 9C FB 89 A8 CE 9E BA 4F

00

= O
o w

OF BB 2E E3 5E 01 FO E2 4A AC FA E8 BO 11

S
H

H
S

8B F5 47 AE E7 26 8B 54 6E E4 99 A0 C5 07 C8 83
Cl F7 03 8E 6F 5D 36 Al B7 B6 AD B9 10 2D E1 37
A8 AD D4 4D DA BD 72 32 08 CF 7B 7F 6E A0 15 01
51 8F EB C7 1E CO B6 08 CF 77 B8 E7 0C BA 43 70
BB 4E AB 4F 60 CA 82 5E 26 37 OA 73 AA C9 00 DS
57 78 B9 E1 BC E9 EB 13 B9 98 DD 5A FB Bl 60 18
E9 OE 7E AC F3 3F F8 6C 5A 92 4F 9E FF FD T4\FF
FD BB ES9 E8 C4 A0 D4 D6

After p

23 DE E9 70 36 66 D5 23 22 QJ\86t E3 6D D7 26 51
5A D3 14 DC 9A 6E 79 6C 500b0 2A 5B DE 29 EC A7
81 A5 EO 84 22 73 45 E§ EC A9 3B FO B4 9F 88 EA
32 EE 15 00 2F FE BQ(EB 80 12 AB 3E 3A 6C 44 06
OA 51 34 CA 69 EB-39 EC 4F C1 35 7A E5 C6 46 OB
5A AC 3F 72 3B(37 59 A4 OF BA 91 67 82 16 1F 20
70 7C EB B2N09 0D BE 1F 5A C2 6F 6E 6D 5B 73 21
26 ED 5E*39 19 D4 56 EA FE DC 40 2B 02 10 9E F7
FD D8~83 D8 16 21 EA 71 21 B8 E7 3B DC 73 06 DD
59(D0 6B D7 69 F5 09 4C D9 26 37 OA 73 AA C9 00
AF" 4F 5C E1 E5 86 F3 A6 E4 62 76 6B ED C7 82 61
DD Cl1 8F 75 FE 07 9F 2D 92 4F 9E FF FD 74 FF 5A
B5 75 FF 6E 3A 3A 31 28
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After m

23
70
B5
4F
FD
22

5A

DE
7C
75
C1l
D8
07
c2

E9
EB
FF
35
03
86
6F

70
B2
6E
TA
D8
E3
6E

36
09
3A
ES
16
6D
6D

66
0D
3A
Ccé
21
D7

5B

D5
BE
31
46
EA
26
73

23
1F
28
0B
71
51
21

32
59
50
5A
DD
80
D9

EE
DO
DO
AC
Cl
12
26

15
6B
2A
3F
8F
AB
37

00
D7
5B
72
75
3E
0A

2F
69
DE
3D
FE
3A
73

FE
F5
29
37
07
6C
AA

ISO/IEC 10118-3:2018(E)

BO
09
EC
59
9F
44
Cc9

EB
4c
A7
A4
2D
06
00

AF
EC
21
5A
26

After|x

63
D4
A5
EA
FD
78
e
2F
cc
20
TE
26

After]

-

6B
D4
A5

4F
A9
B8
D3
ED

CE
59
55
91
Cc8
c7
8B
5F
A9
18
TE
CF

4E
59
55

5C
3B
E7
14
5E

03
TF
EB
35
23
C2
27
75
5D
8
SE
68

03
TF
EB

El
FO
3B
DC
39

C2
9A
6E
F2
D2
A3
8F
FD
E8
3B
ED
79

42
9A
6E

Eb5
B4
DC
9A
19
E4

36
1B
33
E7
16
28
ES
E7,
E8
DE
8A
F4
E4

36
1B
33

86
9F
73
6E
D4
62

67
07
A2
cé
09
Cc4
5F
RE
FE
70
TA
13
62

67
07
A2

F3
88
06
79
56
76

DB
8E
11
E4
8A
15
41
B3
88
06
3F
56
56

DB
8E
11

Ab
EA
DD
6C
EA

6B

37
3F
EO
5A
F3
70
87
AQ
37
7D
6E
EA
69

B7
3F
EO

81
0F
92
0A
FE
ED

3B
5B
40
54
D2
01
D9
82
9D
FE
D2
E4
8C

3B
5B
40

A5
BA
4F
51
DC
c7

6E
5A
I'¢
AD
co
36
26
B7
FD
47
41
4D
46

6E
5A
FC

EO
91
9E
34
40
82

15
6B
20
B3
9A
BB
B5
60
89
85
34
40
82

15
6B
20

84
67
FF
CA
2B
61

45
c7
5B
57
55
3E
08
83
A3
8F
Cc8
BF
El

45
Cc7
5B

22
82
FD
69
02

4F
6D
Cé
D5
DF
28
7B
20
A3
69
6B
10

4F
6D
Cé

73
16
74
EB
10

OE
Bl
18
31
Cl
ccC
FB
73
12
F8
EB
38

OE
Bl
18

45
1F
FF
39
9E

Bl
CD
F5
4C
9D
cC
CD
52
E6
77
Bl
E7

Bl
CD
F5

E8
20
5A
EC
N

AB
4F
03
A8
25
06
51
E8
22
58
F9
FB

AB
4F
03

BA
FD
78
e
2F
ccC
20
TE
26

o1
Cc8
c7
8B
5F
A9
18
TF
CF
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39
23
C2
27
75
5D
87
5E
68

D2
A3
8F
FD
E8
3B
ED
79

B
16
28
ES
E7
E8
DE
8A
F4
E4

Co
09
c4
5F
AE
FE
70
TA
13
62

g
8A
15
41
B3
88
06
3F
56
56

OA
F3
70
87
AQ
37
7D
6E
EA
69

OA
D2
01
D9
82
9D
FE
D2
E4
8C

AD
co
36
26
B7
FD
47
41
4D
46

B3
9A
BB
B5
60
89
85
34
40
82

o7
55
3E
08
83
A3
8F
Cc8
BF
El

D5
DF
28
7B
20
A3
69
6B
10

31
C1l
ccC
FB
73
12
F8
EB
38

4C
9D
cC
CD
52
E6
77
Bl
E7

AT
25
06
51
E8
22
58
F9
FB
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After permutation

6B 4E 03 42 36 67 DB B7 3B 6E 15 45 4F OE Bl AB
D4 59 7F 9A 1B 07 8E 3F 5B 5A 6B C7 6D Bl CD 4F
A5 55 EB 6E 33 A2 11 EO 40 FC 20 5B C6 18 F5 03
EA 91 35 F2 E7 C6 E4 5A 5A AD B3 57 D5 31 4C A8
FD C8 23 D2 16 09 8A F3 D2 CO 9A 55 DF C1 9D 25
78 C7 C2 A3 28 C4 15 70 01 36 BB 3E 28 CC CC 06
7C 8B 27 8F E9 5F 41 87 D9 26 B5 08 7B FB CD 51

2F OF 75 FD F7 AE B3 A0 82 B7 60 83 20 73 52 ES8

CC A9 5D E8 E8 FE 88 37 9D FD 89 A3 A3 12 E6 22

20 18 87 3B DE 70 06 7D FE 47 85 8F 69 F8 77 58

7E 7F 5E ED 8A 7A 3F 6E D2 41 34 C8 6B EB Bl F9

26 CF 68 79 F4 13 56 EA E4 4D 40 BF 10 38 E7 FB
E4 62 56 69 8C 46 82 E1

State (as langs of integers)

[0,0] = B7DB673642034E6B
[1,0] = ABB1OE4F45156E3B
[2,0] = 3F8E071B9A7F59D4
[3,0] = 4FCDB16DC76BEADS
[4,0] = E011A2336EER55A5

[0,1] = 03F518C65B20FC40
[1,1] = 5AE4C6E7F23591EA
[2,1] = ABAC31D557B3ADSA
[3,1] = FP38A0916D223C8FD
[4,1] = 259DC1DF559AC0D2
[072] = 7015C428A3C2C778

[1,2] = 06CCCC283EBB3601
[2,2] = 87415FE98F278B7C
[3,2] = 51CDFB7B08B526D9
[4,2] = AOB3AEF7FD755F2F
[0,3] = E85273208360B782
[1,3] = 3788FEESE85DAICC
[2,3] = 22E612A3A389FDID
[3,3] = 7D0670DE3BB 71820

[4,3] = 5877F8698F8547FE
[0,4] = 6E3F7A8AEDSETFTE
[1,4] = FOB1EB6BC83441D2
[2,4] = EA5613F47968CF26
[3,4] = FBE73810BF404DE4
[4,4] = E182468C695662E4

The hash value is

6B 4E 03 42 36 67 DB B7 3B 6E 15 45 4F OE Bl AB
D4 59 7F S9A 1B 07 8E 3F 5B 5A 6B C7
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The message as bit string

XORed state (in bytes)

11001

ISO/IEC 10118-3:2018(E)

D3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 0O 00 00 00 0O 00 00 0O 00 00
vu U0 0OU 0OU UU UOU UU U0 U0 UU U0 UU UU UU UU UU
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 8O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 BO~DO
00 00 00 00 00 00 00 00 00 00 00 00 00,0000 00
00 00 00 00 00 00 OO 00 00 00 00 00,.00N00 00 00

00 00 00 00 00 00 00 @D

XORed state (as lanes of integers)

[0,0] = 00000000900000D3

[1,0] = 0000BD0000000000

[2,0] = Q@0B000000000000

[3,0] %50000000000000000

[4,0] 0000000000000000

[6,1 = 0000000000000000

[1,1] = 0000000000000000

[2,1] = 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

1U, 3] 0000000000000000

[1,3] = 0000000000000000

[2,3] = 8000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0, 4] 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3,4] = 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

D3 00 00 00 00 00 00 00 D2 00 0O 00 00 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
A6 01 00 00 00 0O 00 00O 00 0O 0O 00 00 00 0O 00
D2 00 00 00 00O 00 00 0O OO OO0 00 0O 0O 00 00 0O
00 00 00 00 00 00O OO0 80 A6 01 00 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 D2 0O OO 00 0O 0O OO0 0O
00 00 00 00 00 00 OO 0O 00 OO OO 0O 00 00 00 80
A6 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00

D2 00 00 00 00 00 0O 00 00 0O 0O 00O 00 00 00 80

00 00 00 00 00 00 OO0 80 A6 01 00 00 00 00 00 0O

00 00 00 00 00 0O OO0 00 D2 00O OO 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO 80
A6 01 00 00 00 00 00 0O

After p

D3 00 00 00 00 00 00 00 A4 01 00 00 00 00~00 0O
00 00 00 00 00 0O OO 00 00 0O 00 08 0QNOO 00 00
00 00 00 30 OD 00 00 00 00 0O OO0 Q0B6f00 00 00 00
00 00 00 00 00 20 OD 00 00 00O 0Q)00 00 0O OO0 00
00 00 00 00 00 00 40 00 00 00~%0 1A 00 00 00 00
00 00 00 00 00 00 OO0 00 0048 03 00 00 00 00 00
00 00 00 00 00 0O OO0 0Q™@® 00 00 01 00 0O 00 00
00 00 00 00 00 D3 00CdO 00 OO0 OO 00 00 00 00 00
00 00 00 00 00 40. IR 00 00 40 00 00 00 00 00 00
00 00 10 00 0Q00 OO 00 00 A6 01 00 00 00 00 0O
00 00 00 0QNOD” 00 00 00 48 03 00 00 00 00 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 80 00
00 80 69 00 00 00 00 0O

After

D3 00 00 00 00O 00 00 0O OO OO0 00 0O 00 20 OD 0O
00 00 00 00 00 0O OO 00 00 00O 10 00 00 00O 00 0O
00 80 69 00 00 00 00O 00 0O OO OO 08 00 00 00 0O

v0 U0 o0 IA 00 00 00 U0 UU 0O 0OU 00 00 00 U0 U0
00 00 00 00 00 40 1A 00 00 00O OO0 00 00 00O 00 0O
A4 01 00 00 00 0O 0O OO OO0 OO 0O 00 00 00 0O 00
00 00 00 01 00 0O OO 00 00 A6 01 00 00 0O OO0 0O
00 00 00 00 00 00 OO 0O 00 OO 0O 30 OD 00 00 00
00 00 00 00 00 00O OO 00 0O 48 03 00 00 00 00 00
00 40 00 00 00 00O OO 00 00 0O OO 00 00 00O 80 00
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 40 00
00 00 00 00 00 D3 00 00 00 0O OO 00 00 0O 00 0O
48 03 00 00 00 00 00 00
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After x

D3
00
00
00
00
A4
00

00
80
80
00
00
01
00

00
69
69
60
00
00
00

00
00
00
1A
08
01
01

00
00
00
00
00
00
00

00
00
20
40
40
00
00

00
00
0D
1A
1A
00
00

00
00
00
00
00
00
00

00
D3
00
00
00
00
A4

00
00
00
00
00
A6
A7

10
10
00
00
60
01
01

00
00
08
00
12
00
00

00
00
00
00
00
00
00

20
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

0D
00
00
00
00
00
00

00
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
00
48

D2
00
00
00
00
A4
00
00
00
00
00
48

00
00
40
00
03

00
80
80
00
00
01
00
00
00
40
0Q
03

00
00
00
00
00

00
69
69
60
00
00
00
00
00
00
OS]
00

00
00
30
00
00

00
00
00
1A
08
01
01
00
0Q
30
00
00

00
00
0D
00
00
48

00
00
00
00
00
00
00
Q0
00
0D
00
00
48

00
00
00
D3
D3
03

00
00
20
40
40
00
00
00
00
00
D3
D3
03

00
00
00
00
00
00

00
00
0D
1A
1A
0Q
Q00
00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00

00
D3
00
00
00
00
A4
00
00
00
00
00
00

48
48
00
00
00
00

00
00
0Q
00
00
A6
A7
48
48
00
00
00
00

03
03
00
00
00
40

10
10
00
00
60
01
01
03
03
00
00
00
40

30
00
00
00
00
00

oo
00
08
00
12
00
00
30
00
00
00
00
00

0D
00
00
00
00

00
00
00
00
00
00
00
0D
00
00
00
00

00
00
00
00
00

20
00
00
00
00
00
00
00
00
00
00
00

00
80
80
40
00

0D
00
00
00
00
00
00
00
80
80
40
00

00
00
00
00
0,0

00
00
00
00
00
00
00
00
00
00
00
00
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ISO/IEC 10118-3:2018(E)

After 0

F1 B2 6C 63 94 B2 D4 96 0E 77 89 20 45 67 B5 7C
54 76 53 B2 CE 42 7B 45 AE 9C D3 5B 7D 3F CF AE
5B 7D 43 7B 5E D3 9D 8C F4 DB 13 5D 1B 41 E2 B6
46 CE 85 7D 63 60 CC 3C C5 13 00 F1 9C 26 46 A3
68 C9 F4 D7 8F 18 5A 2D 03 51 B3 76 FE 9A OE 6D
BF 8F A8 FD 7F D7 11 34 54 ED D4 9D 1F 53 45 90
69 AC CO 01 37 37 47 30 30 86 B5 81 65 DB E4 45
EO E7 D6 4F 28 A3 EO 80 07 AA 7C B5 8D 7A 33 8F

71 1B 55 70 8B 4C 36 EA 61 D3 13 EE B4 F3 C5 41

40 86 6C 78 8D CD 22 A5 C3 9C 81 D4 B3 OA 5F AE

1E 60 28 D1 E3 5A FD A4 F7 A3 3B 46 53 BE 04 26

26 27 89 FB B3 CA 06 B9 A2 E1 6E 85 C6 1E BB 54
7A 50 60 9F 7C 51 80 37

After p

Fl B2 6C 63 94 B2 D4 96 1C EE 12 41 8A QE~6A F9
95 DD 94 AC B3 DO 5E 11 F7 F3 EC EA CAN39 BD D5
9A EE 64 DC EA 1B DA F3 B5 11 24 6eE/4B BF 3D D1
D8 37 06 C6 CC 63 E4 5C 68 F1 04)40 3C A7 89 D1
64 FA EB 47 0C AD 16 B4 E9 DO\S6 10 35 6B E7 AF
F9 7D 44 ED FF BB 8E A0 417,52 BS5 53 77 7E 4C 15
OE B8 B9 39 82 49 63 0586 C9 8B 60 0C 6B 03 CB
27 94 51 70 40 FO 73¢cEB 6A 1B F5 66 1E OF 54 F9
0OA 6E 91 C9 46 3D.6E A3 E2 A0 BO ES9 09 77 DA F9
59 A4 14 C8 9Q¢0D AF B1 AE C3 9C 81 D4 B3 0A 5F
F5 93 7A 80NAY 44 8F 6B DC 8F EE 18 4D F9 12 98
E4 24 71 .7F 56 D9 20 D7 E1 6E 85 C6 1E BB 54 A2
EO 8D 1E 14 D8 27 5F 14

After

F1 B2 6C 63 94 B2 D4 96 D8 37 06 C6 CC 63 E4 5C
OE B8 B9 39 82 49 63 05 59 A4 14 C8 90 0D AF Bl
EO 8D 1E 14 D8 27 5F 14 F7 F3 EC EA CA 39 BD D5

EY DU 3o 10U 35 oB KB/ AR FY /D 44 ED FEF BB SE AU
OA 6E 91 C9 46 3D 6E A3 E4 24 71 7F 56 D9 20 D7
1C EE 12 41 8A CE 6A F9 68 F1 04 40 3C A7 89 D1
B6 C9 8B 60 0C 6B 03 CB AE C3 9C 81 D4 B3 OA 5F
F5 93 7A 80 Al 44 8F 6B 9A EE 64 DC EA 1B DA F3
B5 11 24 6E 4B BF 3D D1 41 52 B5 53 77 7E 4C 15
E2 A0 BO E9 09 77 DA F9 E1 6E 85 C6 1E BB 54 A2
95 DD 94 AC B3 DO 5E 11 64 FA EB 47 0C AD 16 B4
27 94 51 70 40 FO 73 EB 6A 1B F5 66 1E OF 54 F9
DC 8F EE 18 4D F9 12 98
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After x

E7
AE
E8
EB
19
8A
E7

3A
Bl
88
D2
BD
E6
D9

D5
B3
1C
A7
1D
99
E9

5A
2D
90
10
49
61
60

96
CA
90
35
CE
8A
2D

BA
6B
66
6F
1D
86
2F

D7
33
TF
87
F3
68
86

97
01
5C
AC
A3
F3
EB

89
48
E7
1D
EC
60
A6

33
96
DE
7D
24
F3
AF

02
74
AC
24
63
10
9C

06
AB
07
DB
6F
Cl
co

DC
94
00
EF
63
EC
DE

67
9D
A9
7B
9B
37
39

ISO/IEC 10118-3:2018(E)

68
2F
B5
8E
62
81
6A

EC
33
D5
F4
FD
C5
CF

95
17
F8
96
B3

After]

pe=

FF
AE
E8
EB
19
8A
E7
95
17
F8
96
B3

After|permutation

FE
AE
E8

82
Bl
20
D9
10

BA
Bl
88
D2
BD
E6
D9
82
Bl
20
D9
10

BA
Bl
88

TE
24
DO
84
5B

D5
B3
1C
A7
1D
99
ES
TE
24
DQ
84
5B

D5
B3
1cC

80
Cé6
Fl
9C
68

DA
2D
90
10
49
61
60
80
Cé
FY
9C
68

DA
2D
90

95
43
ES
F3
01
BC

96
CA
90
35
CE
8A
2D
95
43
E9
F3
01
BC

96
CA
90

65
BE
77
80
00
AD

BA
6B
66
6F
1D
86
2F
65
BE
77
80
00
AD

BA
6B
66

OE
AF
50
3F
71
85

D7
33
TF
87
F3
68
86
OE
AF
50
3F
71
85

D7
33
TF

6B
39
A8
5A
EB

5B

17
01
5C
AC
A3
F3
EB
6B
39
A8
5A
EB
5B

17
01
5C

DA
40
c4
2C
6B
41

89
48
E7
D
BC
60
A6
DA
40
c4
2C
6B
41

89
48
E7

AC
1C
TF
Fl
4B
D4

33
96
D
7D
24
F3
AF
AC
1C
TF
Fl
4B
D4

33
96
DE

F5
BO
85
4F
ES
12

02
74
AC
24
63
10
9C
F5
BO
85
4F
ES
12

02
74
AC

CD
55
E4
41
C2
3C

015
AB
07
DB
6F
Cl
co
CD
55
E4
41
C2
3C

06
AB
07

DE
61
1F
12
AC

DC
94
00
EF
63
EC
DE
DE
61
1F
12
AC

DC
94
00

5B
F6
1F
A2
0F

67
9D
A9
B
9B
37
39
5B
F6
1F
A2
0F

67
9D
A9

9A
48
71
12
18

68
2F
B5
8E
62
81
6A
9A
48
71
12
18

68
2F
B5

E7
17
A2
A4
8

EC
33
D5
F4
FD
C5
CF
E7
17
A2
A4
F8

EC
33
D5

BB
19
8A
E7
95
17
F8
96
B3

BD
E6
D9
82
Bl
20
D9
10
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Al
1D
99
ES
TE
24
DO
84
5B

10
49
61
60
80
C6
Fl
9C
68

39
CE
8A
2D
95
43
ES
F3
01
BC

ok
1D
86
2F
65
BE
77
80
00
AD

8/
F3
68
86
OE
AF
50
3F
71
85

AC
A3
F3
EB
6B
39
A8
5A
EB
5B

1D
EC
60
A6
DA
40
c4
2C
6B
41

D
24
F3
AF
AC
1C
TF
Fl
4B
D4

63
10
9C
F5
BO
85
4F
ES
12

DB
6F
Cl
co
CD
55
E4
41
C2
3C

[
63
EC
DE
DE
61
1F
12
AC

B
9B
37
39
5B
F6
1F
A2
0F

S
62
81
6A
9A
48
71
12
18

ra
FD
C5
CF
E7
17
A2
A4
F8
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[1, 0]

17D7BAS6DADSBAFF
EC6867DC06023389
01336BCA2DB3B1AE
332F9D94AB749648
5C7F6690901C88ES8
D5B5A90007ACDEET7
AC876F3510A7D2EB

The hash value is

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.4

FF BA.RS5 DA 96 BA D7 17 89 33 02 06 DC 67 68 EC
AE B1 B3 2D CA 6B 33 01 48 96 74 AB

The messagg as bit string

110010100001101011011110100110

F48E7BEFDB247D1D
A3F31DCE491DBD19
FD629B636F6324EC
F368868A6199E68A
C58137ECC110F360
EB862F2D60E9DIET
CF6A39DECO9CAFA6L
6BOE6595807E8295
F79A5BDECDF5ACDA
39AFBE43C624B117
1748F66155B01C40
A85077ESF1DOROES
A2711F1FE4857FC4
5A3F80F39C84D996
A412A212414FF12C
EB710001685B10B3
F'8180FACC2E54B6B
3C12D4415B85ADBC
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

53 58 7B 99 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 0O 00 00 0O 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 00000001997B5853

[1,0] = 000000000000d000

[2,0] = 0000000006000000

[3,0] = 0000060DD0000000

[4,0] = 0000Q00000000000

[0,1] = q®00000000000000

[1,1] 2\20000000000000000

[2c1) 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 0000000000000000

[2,3] = 8000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

53 58 7B 99 01 00 00 00 52 58 7B 99 01 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
A6 BO F6 32 03 00 00 00 00 00 00 00 00 00 00 00
52 58 7B 99 01 00 00 00 00 00 0O 0O 00 00 0O 00
00 00 00 00 00 00 00 80 A6 BO F6 32 03 00 00 00
00 00 00 00 00 0O OO0 00 52 58 7B 99 01 00 00 00
00 00 00 00 00 00 OO 0O 00 OO OO 0O 00 00 00 80
A6 BO F6 32 03 00 00 00 00 00 00 00 00 00 00 00

52 58 7B 99 01 00 00 00 00 00 0O 00O 00 00 0O 80

00 00 00 00 00 00 00 80 A6 BO F6 32 03 00 00 00

00 00 00 00 00 0O OO0 00 52 58 7B 99 01 00 00 00

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO 80
A6 BO F6 32 03 00 00 00

After p

53 58 7B 99 01 00 00 00 A4 BO F6 32 03 00~00 00
00 00 00 00 00 0O OO 00 00 0O 00 08 0QNOO 00 00
00 00 00 30 85 B5 97 19 00 00 00 0600 0O 00 00
97 19 00 00 00 20 85 B5 00 00 0000 00 0O OO0 00
00 00 00 00 00 00 40 00 00 00~%0 OA 6B 2F 33 00
00 00 00 00 00 00 OO0 00 00748 61 ED 65 06 00 00
00 00 00 00 00 0O OO0 0Q™@® 00 00 01 00 0O 00 00
99 01 00 00 00 53 58¢%B 00 00 00 00 00 00 00 00
2F 33 00 00 00 40.0R 6B 00 40 00 00 00 00 00 00
00 00 10 00 0Q(00 OO 00 00 A6 BO F6 32 03 00 00
00 00 00 0QNDD” 00 00 00 48 61 ED 65 06 00 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 80 00
00 80 29 AC BD CC 00 00

After

53 58 7B 99 01 00 00 00 97 19 00 00 00 20 85 B5
00 00 00 00 00 0O OO 00 00 00O 10 00 00 00O 00 0O
00 80 29 AC BD CC 00 00 00 00 00O 08 00 00 00 00

v0 U0 o0 UA oB ZF 33 U0 U0 00U 00U 00 00 00 U0 U0
2F 33 00 00 00 40 OA 6B 00 00 00 00 00 00 0O 0O
A4 BO F6 32 03 00 00 00 00 00 OO 00 00 00 0O 0O
00 00 00 01 00 00 OO 0O 00 A6 BO F6 32 03 00 00
00 00 00 00 00 00 OO 0O 00 OO0 00O 30 85 B5 97 19
00 00 00 00 00 00O OO0 00 00 48 61 ED 65 06 00 00
00 40 00 00 00 00O OO 00 00 0O OO 00 00 00O 80 00
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 40 00
99 01 00 00 00 53 58 7B 00 00 00 00 00 0O 00 00
48 61 ED 65 06 00 00 00
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After x

53
00
84
2F
2F
A4
00

58
80
81
33
33
BO
00

7B
29
29
60
00
F6
00

99
AC
AC
0A
08
33
01

01
BD
BD
6B
00
03
00

00
cC
EC
6F
40
00
00

00
00
85
39
0A
00
00

00
00
B5
6B
6B
00
00

97
53
00
00
00
00
A4

19
58
00
00
00
A6
16

10
42
00
00
60
BO
46

00
11
08
00
02
F6
c4

00
00
00
00
6B
32
31

20
00
00
00
2F
03
03

ISO/IEC 10118-3:2018(E)

85
00
00
00
33
00
00

B5
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
99
D1

52
00
84
2F
2F
A4
00
00
00
00
99
D1

00
00
40
01
60

58
80
81
33
33
BO
00
00
00
40
0l
60

00
00
00
00
ED

7B
29
29
60
00
F6
00
00
00
00
OS]
ED

00
00
30
00
65

99
AC
AC
0A
08
33
01
00
0Q
30
00
65

00
00
85
00
06
48

01
BD
BD
6B
00
03
00
Q0
00
85
00
06
48

00
00
B5
53
53
61

00
cc
EC
6F
40
00
00
00
00
B5
53
53
61

00
00
17
18
58
ED

00
00
85
39
0A
0Q
Q00
00
00
17
18
58
ED

00
00
19
B
7B
65

00
00
B5
6B
6B
00
00
00
00
19
7B
B
65

00
00
00
00
00
06

97
53
00
00
00
00
A4
00
00
00
00
00
06

48
48
00
00
00
00

19
58
0Q
00
00
A6
16
48
48
00
00
00
00

61
61
00
00
00
40

10
42
00
00
60
BO
46
61
61
00
00
00
40

DD
ED
00
00
00
00

oo
11
08
00
02
F6
c4
DD
ED
00
00
00
00

EO
65
00
00
00

00
00
00
00
6B
32
31
EO
65
00
00
00

B3
06
00
00
00

20
00
00
00
2F
03
03
B3
06
00
00
00

97
80
80
40
00

85
00
00
00
33
00
00
97
80
80
40
00

19
00
00
00
0,0

B5
00
00
00
00
00
00
19
00
00
00
00
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ISO/IEC 10118-3:2018(E)

After 0

CE E6 EC 95 C4 F1 D8 BE 89 31 6B F4 37 BB C3 10
46 14 61 DF BC 87 EF OF 7C 55 5A 24 86 54 37 D8
EO AC 13 D8 C4 E5 DC OC BC DD EA C7 B1 17 C3 F5
41 48 C6 E8 05 49 7A 33 D1 C3 AD 43 DF 01 5E E4
AF EA B8 23 BA 81 44 F2 56 FF D3 33 B8 A2 FF 0D
66 1F Cl1 21 27 77 EO Cl1 ED D6 CD 84 64 57 02 47
4F 6C OF 52 20 B9 70 E3 95 51 E1 60 70 06 90 DD
B2 8C 8D 91 20 D9 F9 1D 8A 76 62 3E 60 Cl 97 44
37 A2 56 38 9C 16 44 AE FD 9C 49 06 FA 9C 97 F4

F7 3D FF 14 64 81 29 FA 0C 03 CB 10 7C 02 86 C2

E6 06 57 D7 E2 04 71 OE 66 BA 6D 70 70 41 C2 7E

40 7A 6A 65 1B F2 98 0C 22 EB 06 C8 20 08 1E BS
76 CB 0C 95 A6 57 FB Bl

After p

CE E6 EC 95 C4 F1 D8 BE 12 63 D6 E8 6F 16487 21
11 45 D8 37 EF E1 FB 83 48 75 83 CD 5IZNA5 45 62
2E E7 66 00 67 9D CO 26 1C 7B 31 5C/CF DB AD 7E
8C S5E 90 A4 37 13 84 64 79 F4 7Q)EB DO 77 80 17
75 DC 11 DD 40 22 F9 57 FA DF\60O F5 3F 3D 83 2B
36 FB 08 OE 39 B9 03 OF 1C»B5 5B 37 13 92 5D 09
90 02 C9 85 1B 7F 62 7B Q€ 20 BB 2B A3 C2 Cl EO
48 90 EC FC OE 59 Co€6 7C CO 82 2F 89 14 ED C4
OA 87 D3 82 C8 F5.46 D4 4B FA 7E CE 24 03 7D CE
30 45 FF BE E{(9F 82 2C C2 0C 03 CB 10 7C 02 86
C4 39 98 1BNSCL 5D 8B 13 99 E9 B6 Cl C1 05 09 FB
48 4F AD+6C 43 1E 93 01 EB 06 C8 20 08 1E B5 22
7E AC DD 32 43 A5 E9 D5

After

CE E6 EC 95 C4 F1 D8 BE 8C 5E 90 A4 37 13 84 64
90 02 C9 85 1B 7F 62 7B 30 45 FF BE E7 9F 82 2C
7E AC DD 32 43 A5 E9 D5 48 75 83 CD 57 A5 45 62

FA DEF o0 PO 3F 3D 83 ZB J6 FB U8 Uk 39 BY 03 0Uf
OA 87 D3 82 C8 F5 46 D4 48 4F AD 6C 43 1E 93 01
12 63 D6 E8 6F 76 87 21 79 F4 70 EB DO 77 80 17
0C 20 BB 2B A3 C2 Cl EO C2 0C 03 CB 10 7C 02 86
C4 39 98 1B 5C 5D 8B 13 2E E7 66 00 67 9D CO 26
1C 7B 31 5C CF DB AD 7E 1C B5 5B 37 13 92 5D 09
4B FA 7E CE 24 03 7D CE EB 06 C8 20 08 1E B5 22
11 45 D8 37 EF E1 FB 83 75 DC 11 DD 40 22 F9 57
48 90 EC FC OE 59 C6 C6 7C CO 82 2F 89 14 ED C4
99 E9 B6 C1 C1 05 09 FB
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After x

DE
DE
TE
F2
0A
16
08

E6
AA
B4
DB
B7
63
11

A5
C9
CD
B3
D1
5D
23

94
85
12
75
03
E8
3B

cC
1B
70
FE
DC
4C
EF

9D
S5F
A7
79
54
F6
C3

BA
0B
ED
c7
02
Coé
48

A5
AA
95
FB
B6
Cl
Fl

AC
BO
4C
76
FA
BB

DO

1B
07
55
B3
C5
F8
4E

A6
DF
8B
24
CD
70
45

9E
3B
c7
62
5C
2B
2B

D3
63
57
3A
6B
(030)
33

93
CF
25
B3
06
4B
5E

ISO/IEC 10118-3:2018(E)

04
92
45
92
11
82
06

60
06
66
()
08
11

A6

AD
5F
4F
19
C9

After]

pe=

D6
DE
TE
F2
0A
16
08
AD
5F
4F
19
C9

After|permutation

D6
DE
TE

AD
31
1B
45
B9

66
AA
B4
DB
B7
63
11
AD
31
1B
45
BY

66
AA
B4

B8
15
58
34
D8

A5
C9
CD
B3
D1
5D
23
B8
15
58
S4
D8

A5
C9
CD

18
94
CE
17
3C

14
85
12
75
03
E8
3B
18
94
CE
17
3C

14
85
12

ccC
EB
43
El
4E
FD

cC
1B
70
FE
DC
4C
EF
CC
EB
43
El
4E
FD

ccC
1B
70

5C
DA
82
B8
58
71

9D
S5F
A7
79
54
F6
c3
5C
DA
82
B8
58
71

9D
S5F
A7

8B
8D
3D
FD
Coé
B7

BA
0B
ED
c7
02
Co
48
8B
8D
3D
FD
Cé
B7

BA
0B
ED

05
B8
CA
03
FD
09

25
AA
95
FB
B6
Ccl
Fl
05
B8
CA
03
FD
09

25
AA
95

2E
BC
FB
41
e
Cl

AC
BO
4C
%
A
BB
DO
2E
BC
FB
41
e
Cl

AC
BO
4Cc

63
Bl
1E
9C
c4
07

1B
07
5%
B3
C5
F8
4E
63
Bl
1E
9C
Cc4
07

1B
07
55

2C
DB
D9
13
CA
09

A6
DE'
8B
24
CD
70
45
2C
DB
D9
13
CA
09

A6
DF
8B

23
17
7C
DE
19
AF

9k
3B
Cc7
62
5C
2B
2B
23
17
7C
DE
19
AF

9E
3B
Cc7

77
1B
80
Cl
A7

D3
63
57
3A
6B
co
33
77
1B
80
Cl
A7

D3
63
57

9D
8E
5C
26
F4

93
CF
25
B3
06
4B
5E
9D
8E
5C
26
F4

93
CF
25

90
DD
98
DO
1F

04
92
45
92
11
82
06
90
DD
98
DO
1F

04
92
45

27
29
TA
57
€4

60
06
66
OE
08
11
A6
27
29
TA
57
c4

60
06
66

Pz
0A
16
08
AD
S5F
4F
19
C9

DB
B7
63
11
AD
31
1B
45
B9
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B3
D1
5D
23
B8
15
58
34
D8

S
03
E8
3B
18
94
CE
17
3C

FE

DC
4C
EF
cc
EB
43
El
4E
FD

9
54
F6
C3
5C
DA
82
B8
58
71

C7
02
Co6
48
8B
8D
3D
FD
Cé
B7

B
B6
Cl
Fl
05
B8
CA
03
FD
09

FA
BB
DO
2E
BC
FB
41
e
Cl

B3
C5
F8
4E
63
Bl
1E
9C
Cc4
07

CD
70
45
2C
DB
D9
13
CA
09

5C
2B
2B
23
17
7C
DE
19
AF

SA
6B
co
33
77
1B
80
Cl
A7

B3
06
4B
5E
9D
8E
5C
26
F4

92
11
82
06
90
DD
98
DO
1F

Uk
08
11
A6
27
29
TA
57
Cc4
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

25BA9DCC14A566D6
600493D39EA61BAC
AAOBS5F1B85CSOAADE
0692CF633BDF07B0
95EDAT77012CDB47E
66452557C78B554C
FBC779FF75B3DBEF2

The hash value is

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.4

D6 66-A5 14 CC 9D BA 25 AC 1B A6 9E D3 93 04 60
DE AA C9 85 1B 5F 0B AA BO 07 DF 3B

OE92B33A6224B376
B60254DCO3D1B70A
0811066B5CCDCS5FA
ClC6F64CE85D6316
11824BCO2B70F8BB
F148C3EF3B231108
A6065E332B454EDO
058B5CCC18B8ADAD
27909D77232C632E
B88DDAEB9415315F
29DD8E1B17DBB1BC
CA3D8243CE5841B4TF
7TA985C807CBY1EFB
O3FDB8EM17344519
57D026C1DE139C41
EDG6584E3CD8BICY
C41FF4A719CAC4TC
AF0907C109B771FD

B.15Dedi¢ated Hash-Function 14 (SHA3-256)

NOTE1 D4dtais‘presented in three different ways: bit strings, byte strings and w-length words (for the lanes).

NOTE 2

NOTE 3

NOTE4  Words are the integer representation of the values in the lanes.

The message as bit string

182

BitSTrings are the Sequence of bits from [e1t to Tight.

(empty message)

Byte strings are the bytes from left to right and the bits within the byte are right to left.
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 0O 00 00 0O 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 000000000000000%

[1,0] = 000000000000d000

[2,0] = 0000000006000000

[3,0] = 0000060DD0000000

[4,0] = 0000Q00000000000

[0,1] = q®00000000000000

[1,1] 2\20000000000000000

[2c1) 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 8000000000000000

[2,3] = 0000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

07 00 00 00 00 00O OO 00 06 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
0c 00 00 00 00 0O OO 00 01 0O OO 00 00 0O 00 0O
06 00 00 00 00O OO OO 00 0O OO OO 00 00 0O OO 80
00 00 00 00 00 0O OO0 00 OC 0O OO 00 00 00O 00 0O
01 00 00 00 00 0O OO 00 06 0O OO 00 0O 0O OO 0O
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 00
0C 00 00 00 00 00 00 00 01 00 OO0 00 00 00 OO0 00
06 00 00 00 00O OO OO 80 00 0O OO 00 00 0O 00 80
00 00 00 00 00 0O OO 00 OC 00O 00O 00 00 00O 00 0O
01 00 00 00 00 0O OO 00 06 0O OO 00 00 0O 00 00
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
0Cc 00 00 00 00 00 00 OO

After p

07 00 00 00 00 00O OO 00 OC 00 00 00 00 00~00 00
00 00 00 00 00 00O 00 20 00 00 OO0 00 0QNOO 00 00
00 00 00 60 00 0O OO 00 00 0O OO0 0Bf10 00O 00 0O
00 00 00 00 00 60 00 00 20 00 0000 00 0O OO0 0O
00 00 00 00 00 0O OO0 00 00 QO0~€0 00 00 00 00 00
08 00 00 00 00 00 OO0 00O 0018 00 00 00 00 00 00
00 00 00 00 00 04 00 0Q™@® 00 OO0 00 00 00O 00 0O
00 00 00 00 00 06 00CHO 00 OO0 OO 00 00 02 00 00
00 00 00 00 00 DO. OO 00 00 40 00 00 00 00 00 00
00 00 00 00 0Q00 OO 00 00 OC 00 00 00 00 00 0O
00 00 04 00NOD” 00 00 00 18 00 00O 00 00 0O 00 0O
00 00 00-00°00 00 00O 10 00 0O OO 00 00 0O 00 0O
00 00 03 00 00 00 00 0O

After

07 00 00 00 00 0O OO 00 00 0O OO 00 00 60 00 0O
00 00 00 00 00 04 00 00 00 0O OO 00 00 00 00 0O
00 00 03 00 00 00O OO 00 00O 0O OO 00 00 00O 00 0O

oo U0 CU 00U 00 00 00 U0 U8 00U 0OU 00U 00 00 U0 U0
00 00 00 00 00 DO OO0 00 00 0O OO 00 00 00O 00 10
0c 00 00 00 00 0O OO0 00 20 00 OO 00 00 0O 00 0O
00 00 00 00 00O 0O OO 00 0O OC OO0 00 00 0O OO0 0O
00 00 04 00 00 00 OO 0O 00 OO0 00 60 00 00 00 00
00 00 00 00 10 00O OO 00 00 18 00 00 00 00O 00 0O
00 40 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO0 20 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 06 00 00 00 0O OO 00 00 02 00 00
18 00 00 00 00 00 00 0O
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After x

07
00
00
00
00
0c
00

00
00
00
00
00
00
00

00
03
03
co
00
00
04

00
00
00
00
00
00
00

00
00
00
00
00
00
00

04
04
60
DO
DO
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
07
08
08
00
20
oc

00
00
00
00
00
oc
0cC

00
00
00
00
co
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

60
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
10
10
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

20
00
00
00
18

06
00
00
00
00
oc
00
20
00
00
00
18

00
40
40
00
00

00
00
00
00
00
00
00
00
40
40
0Q
00

04
00
00
00
00

00
03
03
co
00
00
04
04
00
00
OS]
00

00
00
60
00
00

00
00
00
00
00
00
00
00
0Q
60
00
00

00
10
00
00
00
18

00
00
00
00
00
00
00
Q0
Io
00
00
00
18

00
00
00
06
06
00

04
04
60
DO
DO
00
00
00
00
00
06
06
00

00
00
00
00
00
00

00
00
00
00
00
0Q
Q00
00
00
00
00
00
00

00
00
00
20
00
00

00
00
00
00
00
00
00
00
00
00
20
00
00

00
00
00
00
00
00

00
07
08
08
00
20
oc
00
00
00
00
00
00

18
18
00
00
00
00

00
00
0Q
00
00
oc
oc
18
18
00
00
00
00

00
00
00
00
00
00

00
00
00
00
co
00
00
00
00
00
00
00
00

60
00
00
00
00
00

oo
00
00
00
00
00
00
60
00
00
00
00
00

00
00
10
00
00

00
00
00
00
00
00
00
00
00
10
00
00

00
00
00
00
02

60
00
00
00
00
00
00
00
00
00
00
02

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
20

00
00
00
10
10
00
00
00
00
00
00
20
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ISO/IEC 10118-3:2018(E)

After 0

OB 59 CE D1 EF 06 FE FE 38 5F F6 8E 93 9E 40 E5
5C 66 DE 34 99 D3 D8 DF 14 D8 1D F8 4A 47 49 28
15 4F 96 4D OE 22 B1 D5 B4 62 AC E5 Bl 0B AD 03
OA 6D B6 05 78 44 B5 5A 5E 88 06 49 2D E1 CA CF
17 B9 7C 0D 52 BF BE CA 53 F7 B5 93 4F 90 44 7B
23 24 OF FF BE F7 13 6A 20 81 F5 70 53 F7 98 2E
27 S5F AB DE 54 A9 1F 3A 59 23 6F 17 94 8D 53 92
Bl 16 1C BO 07 E9 00 04 A9 4B 50 26 Bl 5C D7 A3

67 21 C4 76 20 9F C7 CO 55 30 C6 37 91 76 45 95

5A 58 E2 7F B2 5A 0C 56 0OA C2 D2 F7 03 FC DB 89

6B BB A0 28 1A 30 B3 50 AB D5 DE D6 45 89 84 46

03 A7 B8 A6 97 C5 08 C3 99 28 E1 5B 2E 90 19 BD
FF CE D2 28 CF 8B 0B 98

After p

OB 59 CE D1 EF 06 FE FE 71 BE EC 1D 27 3D~81 CA
97 99 37 4D E6 34 F6 37 74 94 84 42 81N\DD 81 AF
10 89 AD AE 78 B2 6C 72 1E BB DO 3A/40 2B C6 5A
5B 80 47 54 AB A5 DO 66 B3 17 A2)41 52 4B B8 F2
5C BE 06 A9 5F 5F E5 8B 49 B4.897 75 5F 3B F9 04
1B 21 79 F8 F7 BD 9F 50 BA»80 04 D6 C3 4D DD 63
F5 A6 4A FD DO 39 F9 5A™LB A7 24 B3 46 DE 2E 28
D8 83 74 00 82 58 OB(UE 4C 62 B9 AE 47 53 97 AO
D8 OE E4 F3 18 F8. 2C 84 A2 CA 2A 18 E3 9B 48 BB
8B Cl 4A OB 4B (FC 4F 56 89 OA C2 D2 F7 03 FC DB
CC 42 AD EDN82" A2 68 CO AD 56 7B 5B 17 25 12 1A
EO 14 D7 -.F4 B2 18 61 78 28 E1 5B 2E 90 19 BD 99
02 E6 BF B3 34 CA F3 E2

After

OB 59 CE D1 EF 06 FE FE 5B 80 47 54 AB A5 DO 66
F5 A6 4A FD DO 39 F9 5A 8B Cl 4A 0B 4B FC 4F 56
02 E6 BF B3 34 CA F3 E2 74 94 84 42 81 DD 81 AF

49 B4 37 /5 oF 3B FY 04 1B Z1 79 F8 F/7 BD 98 50U
D8 OE E4 F3 18 F8 2C 84 EO 14 D7 F4 B2 18 61 78
71 BE EC 1D 27 3D 81 CA B3 17 A2 41 52 4B B8 F2
1B A7 24 B3 46 DE 2E 28 89 OA C2 D2 F7 03 FC DB
CC 42 AD ED 82 A2 68 CO 10 89 AD AE 78 B2 6C 72
1E BB DO 3A 40 2B C6 5A BA 80 04 D6 C3 4D DD 63
A2 CA 2A 18 E3 9B 48 BB 28 E1 5B 2E 90 19 BD 99
97 99 37 4D E6 34 F6 37 5C BE 06 A9 5F 5F E5 8B
D8 83 74 00 82 58 OB OE 4C 62 B9 AE 47 53 97 A0
AD 56 7B 5B 17 25 12 1A
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After x

AF
F5
52
89
ccC
79
5F

TF
80
66
BA
8E
1E
E7

Cé
FE
BE
B3
E4
E8
09

78
4D
B7
76
Fl
AF

9E

BF
E4
34
57
19
23
46

1E
3B
6B
7B
3D
A9
TE

D7
49
F3
D9
AC
87
2E

E6
FA
E2
80
03
C2
28

51
82
66
3B
ES
33
B8

Cl
D8
95
31
34
1F

B6

47
0A
cc
6A
E4
60
82

56
4B
CA
FC
C1l
01
c2

AO
80
21
55
EC
E3
D2

61
F8
59
BD
3A
4A
1E

ISO/IEC 10118-3:2018(E)

D6
43
87
DE
19
68
7D

62
4A
FF
28
78
21
D1

4E
1E
B2
17
79

After]

pe=

A7
F5
52
89
cc
79
5F
4E
1E
B2
17
79

After|permutation

A7
F5
52

43
Fl
C2
98
97

FF
80
66
BA
8E
1E
E7
43
Fl
C2
98
97

FF
80
66

AF
FA
8E
47
36

Cé
FE
BE
B3
E4
E8
09
AF
FA
8E
47
36

Cco
FE
BE

AD
32
98
4D
51

F8
4D
B7
76
Fl
AF
9E
AD
32
98
4D
51

F8
4D
B7

D2
60
8B
66
92
ES

BF
E4
34
57
19
23
46
D2
60
8B
66
92
ES

BF
E4
34

EO
B9
39
34
7C
70

1E
3B
6B
B
3D
A9
TE
EO
B9
39
34
e
70

1E
3B
6B

50
Cé
08
FC
0B
7B

D7
49
F3
D9
AC
87
2E
50
Cé
08
FC
0B
7B

D7
49
F3

FO
C2
D9
33
14
FB

66
FA
E2
80
03
Cc2
28
FO
c2
D9
33
14
FB

66
FA
E2

BO
B2
26
58
5E
OE

51
82
66
3B
B9
33
B8
BO
B2
26
58
5E
OE

51
82
66

89
Al
D3
DE
EB

6E

Cl
D8
95
31
34
1F
B6
89
Al
D3
DE
EB
6E

Cl
D8
95

A9
55
0B
8F
BD
13

47
0
cc
6A
E4
60
82
A9
55
0B
8F
BD
13

47
0A
cc

6A
FO
3E
07
AA
92

56
4B
CA
FC
Cl
01
C2
6A
FO
3E
07
AA
92

56
4B
CA

FB
D3
90
1A
A7

X0
80
21
55
EC
E3
D2
FB
D3
90
1A
A7

AO
80
21

Fo
4D
10
5C
43

61
F8
59
BD
3A
4A
1E
F6
4D
10
5C
43

61
F8
59

75
68
3F
71
73

D6
43
87
DE
19
68
7D
75
68
3F
71
73

D6
43
87

53
63
91
2B
85

62
4A
FF
28
78
21
D1
53
63
91
2B
85

62
4A
FF

SIS)
cc
79
5F
4E
1E
B2
17
79

BA
8E
1E
E7
43
Fl
C2
98
97
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B3
E4
E8
09
AF
FA
8E
47
36

JAS)
Fl
AF
9E
AD
32
98
4D
51

o/
19
23
46
D2
60
8B
66
92
ES

B
3D
A9
TE
EO
B9
39
34
7C
70

D9
AC
87
2E
50
Cco
08
FC
0B
7B

30
03
C2
28
FO
c2
D9
33
14
FB

3B
ES
33
B8
BO
B2
26
58
5E
OE

31
34
1F
B6
89
Al
D3
DE
EB
6E

oA
E4
60
82
A9
55
0B
8F
BD
13

FC
C1l
01
C2
6A
FO
3E
07
AA
92

S)S)
EC
E3
D2
FB
D3
90
1A
A7

BD
3A
4A
1E
F6
4D
10
5C
43

DE
19
68
7D
75
68
3F
71
73

23
78
21
D1
53
63
91
2B
85

187


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0, 0]
[1, 0]

66D71EBFF8COFFAT
62D661A05647C151
FA493BE44DFF80F5
4A43F8804BOAD882
E2F36B34B7BE6652
FF875921CACCY9566
80D97B5776B3BA8Y

The hash value is

The messagg

as bit string

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.8

A7 FF C6 F8 ..

28DEBDS55FC6A313B
03AC3D19F1E48ECC
78193AECC1E434E9
C287A923AFE81E79
21684AE301601F33
282ETE469E09E75F
D17D1ED2C282B6B8
FO50EOD2ADAF434E
5375F6FB6AAS8IBO
C2C6B96032FAF11E
63684DD3F055A1BL2
D908398B98BECZB2
913F10903E6GBD326
33FC346©4D479817
2B71L5CG1IA078FDESS
140B7C9251369779
857343A7AABDEBSE
92136E0EFB7B70E5

11001

80 F8 43 4A

188
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

D3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 0O 00 00 0O 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 00000000000000Q03

[1,0] = 000000000000d900

[2,0] = 000000000€000000

[3,0] = 0000060DD0O000000

[4,0] = 0000Q00000000000

[0,1] = q©00000000000000

[1,1] 2\0000000000000000

[21] 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 8000000000000000

[2,3] = 0000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

D2 00 00 00 00 00 00 00 D3 00 0O 00 00 00 00 00
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
A6 01 00 00 00 0O 00 00 01 00O 0O 00O 00 00 00O 00
D3 00 00 00 00O 00 00 0O OO OO0 00 0O 0O 00 00 80
00 00 00 00 00 00O 00 00 A6 01 00 00 00 0O 00 0O
01 00 00 00 00O 0O OO 00 D3 00O OO 00 0O 0O OO0 0O
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 00
A6 01 00 00 00 00 00 00 01 00 00 00 00 00 00 00

D3 00 00 00 00 00 0O 80 00 00 0O 00O 00 00 00 80

00 00 00 00 00 0O 00 00 A6 01 00 00 00 00O 00 0O

01 00 00 00 00 0O OO 00 D3 00 OO 00 00 0O 00 00

00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
A6 01 00 00 00 00 00 0O

After p

D2 00 00 00 00 00 00 00 A6 01 00 00 00 00~00 0O
00 00 00 00 00 00O 00 20 00 00 OO0 00 0QNOO 00 00
00 00 00 30 OD 00 00 00 00 00 00 0Bf10 00 00 00
00 00 00 00 00 30 OD 00 20 00 0Q)00 00 0O 00 00
00 00 00 00 00 00 OO0 00 00 00~%0 1A 00 00 00 00
08 00 00 00 00 0O OO0 00 00»4C 03 00 00 00 00 0O
00 00 00 00 00 04 00 0Q™@® 00 OO0 00 00 00O 00 0O
00 00 00 00 00 D3 00cH€O 00 OO0 OO 00 00 02 00 00
00 00 00 00 00 70. 1R 00 00 40 00 00 00 00 00 00
00 00 00 00 0Q00 OO 00 00 A6 01 00 00 00 00 00
00 00 04 00NOD” 00 00 00 4C 03 00 00 00 00 00 0O
00 00 00-00°00 00 00O 10 00 0O OO 00 00 0O 00 0O
00 80 69 00 00 00 00 0O

After

D2 00 00 00 00 00 00 0O OO OO0 00 0O 00 30 OD 00
00 00 00 00 00 04 00 00 00 0O OO 00 00 00 00 0O
00 80 69 00 00 00 0O 00 00 0O OO 00 00 0O 00 0O

v0 U0 o0 IA 00U 00 00 U0 U8 0UU OU 00U 00 00 U0 U0
00 00 00 00 00 70 1A 00 00 0O OO 00 00 00 00 10
A6 01 00 00 00 0O 00 00 20 00 00 00 00 00 00O 00
00 00 00 00 00 0O OO0 00 00 A6 01 00 00 0O OO0 0O
00 00 04 00 00 00 OO 0O 00 OO0 0O 30 OD 00 00 00
00 00 00 00 10 00 OO 00 0O 4C 03 00 00 00 00 0O
00 40 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO0 20 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 D3 00 00 00 0O OO 00 00 02 00 00
4C 03 00 00 00 00 00 00
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After x

D2
00
00
00
00
A6
00

00
80
80
00
00
01
00

00
69
69
60
00
00
04

00
00
00
1A
00
00
00

00
00
00
00
00
00
00

04
04
30
70
70
00
00

00
00
0D
1A
1A
00
00

00
00
00
00
00
00
00

00
D2
08
08
00
20
A6

00
00
00
00
00
A6
A7

00
00
00
00
60
01
01

00
00
00
00
1A
00
00

00
00
00
00
00
00
00

30
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

0D
00
00
00
00
00
00

00
00
00
10
10
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
00
4C

D3
00
00
00
00
A6
00
00
00
00
00
4cC

00
00
40
00
03

00
80
80
00
00
01
00
00
00
40
0Q
03

04
00
00
00
00

00
69
69
60
00
00
04
04
00
00
OS]
00

00
00
30
00
00

00
00
00
1A
00
00
00
00
0Q
30
00
00

00
10
0D
00
00
4C

00
00
00
00
00
00
00
Q0
Io
0D
00
00
4C

00
00
00
D3
D3
03

04
04
30
70
70
00
00
00
00
00
D3
D3
03

00
00
00
00
00
00

00
00
0D
1A
1A
0Q
Q00
00
00
00
00
00
00

00
00
00
20
00
00

00
00
00
00
00
00
00
00
00
00
20
00
00

00
00
00
00
00
00

00
D2
08
08
00
20
A6
00
00
00
00
00
00

4c
4c
00
00
00
00

00
00
0Q
00
00
A6
A7
4c
4c
00
00
00
00

03
03
00
00
00
00

00
00
00
00
60
01
01
03
03
00
00
00
00

30
00
00
00
00
00

oo
00
00
00
1A
00
00
30
00
00
00
00
00

0D
00
10
00
00

00
00
00
00
00
00
00
0D
00
10
00
00

00
00
00
00
02

30
00
00
00
00
00
00
00
00
00
00
02

00
00
00
00
00

0D
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
20

00
00
00
10
10
00
00
00
00
00
00
20
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ISO/IEC 10118-3:2018(E)

After 0

7A CO 47 4F S5A 45 7C 12 42 CB B4 2E FF 7C AF 1E
F9 70 2C D1 F8 A9 DE FA D1 44 4E EO 1F 81 9D 0OC
81 AA 52 B4 7E BF Cl 1B 0D E4 68 B7 A9 C6 EB B5
BC E6 66 DB F3 DF 5A AD 8F B8 18 FD 1A 68 07 B4
D9 Al B5 E4 D2 ED 8D A5 AF 1A 1A 58 DA C4 F4 03
C7 78 BO 28 86 98 71 6A C8 4B AC EF E9 A2 D9 8C
C8 C6 23 87 6A A6 01 12 06 EF 64 77 5F AO0 70 79
3F 1F C3 B3 68 88 AE 9A A3 82 63 1C 8B 11 6F BD

A9 AD OF A7 D9 91 1D CD B4 C3 93 CA 5F 50 57 A5

3B AD CF FC FB 0D 0D 9A 9A 24 AE D5 6C 72 0C E7

A3 2A 29 68 41 8B 00 C9 71 66 43 5D D7 29 Fo6 23

60 99 F4 D9 38 70 BB E1 CE E8 1D 04 91 97 41 0D
5A AE 78 3E 56 2D 77 83

After p

7A CO 47 4F 5A 45 7C 12 84 96 69 5D FE H9~5E 3D
3E 1C 4B 34 7E AA B7 7E 11 D8 C9 10 4D\E4 04 FE
FB OD DE 08 54 95 A2 F5 9B 6A BC S5E/DB 40 8E 76
B6 3D FF AD D5 CA 6B 6E ED 23 2&E)46 BF 06 DA 01
DO 5A 72 E9 F6 C6 D2 EC 4C 3F\E0 AA Al 81 A5 4D
3B C6 83 45 31 C4 8C 53 3322 2F Bl BE A7 8B 66
39 54 33 0D 90 40 36 1E 40 E1 F2 0C DE C9 EE BE
59 34 44 57 CD 9F 8FcE® 38 16 23 DE 7A 47 05 C7
E1l 34 3B B2 A3 39.BS F5 AB 52 DA E1l 49 E5 2F A8
Al 41 73 A7 F5(9Y 7F BF E7 9A 24 AE D5 6C 72 0C
02 24 8F AANAZ AQO 05 2D C4 99 0D 75 5D A7 D8 8F
2C 93 3E-+1B 07 6E 37 1C E8 1D 04 91 97 41 0D CE
DD A0 96 2B 9E 8F 55 CB

After

7A CO 47 4F 5A 45 7C 12 B6 3D FF AD D5 CA 6B 6E
39 54 33 0D 90 40 36 1E Al 41 73 A7 F5 99 7F BF
DD A0 96 2B 9E 8F 55 CB 11 D8 C9 10 4D E4 04 FE

4C 3¢ FO AA AL 1 AS 4D 3B Cob 83 45 31 C4 8C 53
E1l 34 3B B2 A3 39 B5 F5 2C 93 3E 1B 07 6E 37 1C
84 96 69 5D FE F9 L5E 3D ED 23 2E 46 BF 06 DA 01
40 E1 F2 0C DE C9 EE BE E7 9A 24 AE D5 6C 72 0C
02 24 8F AA A4 A0 05 2D FB OD DE 08 54 95 A2 F5
9B 6A BC 5E DB 40 8E 76 33 22 2F Bl BE A7 8B 66
AB 52 DA E1 49 E5 2F A8 E8 1D 04 91 97 41 0D CE
3E 1C 4B 34 7E AA B7 7E DO 5A 72 E9 F6 C6 D2 EC
59 34 44 57 CD 9F 8F E1 38 16 23 DE 7A 47 05 C7
C4 99 0D 75 5D A7 D8 8F
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After x

73
65
59
8C
FO
84
40

80
F4
9D
0F
7C
56
C5

47
B7
2E
c8
FA
B9
79

4F
05
8B
18
B2
55
ocC

5A
9A

23
EB
BE
FE

45
46
05
B8
B9
30
49

68
36
56
94
B5
TA
EB

02
S5E
A7
E9
17
83
9F

36
83
22
37
60
4A
63

3C
01
18
45
B4
39
08

BF
32
CA
87
OE
2A
44

0F
E3
55
4c
Bl
E4
FB

BO
B5
5D
35
A7
BE

8F

53
D9
A0
82
6F
22
35

ISO/IEC 10118-3:2018(E)

22
57
0c
8E
96
CA
28

CF
AF
EC
5B
1D
01
1C

6B
13
B8
37
9D

After]

pe=

7B
65
59
8C
FO
84
40
6B
13
B8
37
9D

After|permutation

7B
65
59

05
3A
52
38
BD

00
F4
9D
OF
7C
56
C5
05
3A
52
38
BD

00
F4
9D

89
6C
00
4F
48

47
B7
2E
c8
FA
B9
79
89
6C
00
4F
48

47
B7
2E

A8
1E
E9
22
76

CF
05
8B
18
B2
55
0cC
A8
1E
E9
22
76

CF
05
8B

A5
9A
09
77
c8
04

5A
9A

23
EB
BE
FE
A5
9A
09
77
c8
04

5A
9A

Ab
00
71
B3
3F
DB

45
46
05
B8
B9
30
49
N
00
71
B3
3F
DB

45
46
05

85
AA
8D
BA
57
3D

68
36
56
94
B5
1K
EB
85
AA
8D
BA
57
3D

68
36
56

2D
FE
99
TF
E9
BC

82
5E
A7
E9
17
83
9F
2D
FE
99
TF
E9
BC

82
5E
A7

DB
73
E8
FO
02
DD

36
83
22
3
60
4A
63
DB
73
ES8
FO
02
DD

36
83
22

0D
2F
TF
58
12

E3

3C
01
1%
%5
B4
39
08
0D
2F
a3
58
12
E3

3C
01
18

DD
2B
24
51
61
98

BF
32
CA
87
OE
2A
44
DD
2B
24
51
61
98

BF
32
CA

A9
Al
Cc7
61
DE

OF

o
E3
55
4c
Bl
E4
FB
A9
Al
Cc7
61
DE
0F

0F
E3
55

70
28
1C
c4
58

BO
B5
5D
35
A7
BE
8F
70
28
1cC
c4
58

BO
B5
5D

32
A7
01
86
4F

53
D9
AQ
82
6F
22
35
32
A7
01
86
4F

53
D9
AQ

A3
8B
01
D2
22

22
57
0c
8E
96
CA
28
A3
8B
01
D2
22

22
57
0c

F5
20
cC
EA
B7

CF
AF
EC
5B
1D
01
1C
F5
20
cC
EA
B7

CF
AF
EC

8C
FO
84
40
6B
13
B8
37
9D

Uk
7C
56
C5
05
3A
52
38
BD
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C8
FA
B9
79
89
6C
00
4F
48

13
B2
55
0cC
A8
1E
E9
22
76

EB
BE
FE
A5
9A
09
77
c8
04

B3
B9
30
49
A6
00
71
B3
3F
DB

94
B5
TA
EB
85
AA
8D
BA
57
3D

BY
17
83
9F
2D
FE
99
TF
E9
BC

37
60
4A
63
DB
73
E8
FO
02
DD

45
B4
39
08
0D
2F
TF
58
12
E3

Sl
OE
2A
44
DD
2B
24
51
61
98

4C
Bl
E4
FB
A9
Al
Cc7
61
DE
OF

39
A7
BE
8F
70
28
1C
c4
58

6F
22
35
32
A7
01
86
4F

S
96
CA
28
A3
8B
01
D2
22

oB
1D
01
1C
F5
20
ccC
EA
B7
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[1, 0]

8268455acf47007b
cf2253b00£fb£f3c36
5e36469a05b7£465
af57d9p5e3320183
a756051b8b2e9d59
ecOca05d55cal822
€994p82318c80£f8c

The hash value is

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.4

7B 00-4% CF 5A 45 68 82 36 3C BF OF BO 53 22 CF
65(F4"B7 05 9A 46 36 5E 83 01 32 E3 B5 D9 57 AF

The messagg as bit string

110010100001101011011110100110

5p8e82354c874537
17b5b9%ebb2fa7cf0
1d966£fa7bl0eb460
837a30be55b95684
Olca22beed42a39%4a
9feb49fe0c79c540
1c28358£fb440863
2d85a6a5a889056b
£5a33270a9dd0ddb
feaal09%alebc3all
208ba728al2b2£f3
998d7109e90062b8
cc01011lceg7247fe8
Tfbab37(224£3837
€ad286¢4615158£0
€9573fc87648bdod
P7224£58de611202
0£98e3ddbc3ddb04
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

53 58 7B 99 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 0O 00 00 0O 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 00000001997B5853

[1,0] = 000000000000d000

[2,0] = 0000000006000000

[3,0] = 0000060DD0000000

[4,0] = 0000Q00000000000

[0,1] = q®00000000000000

[1,1] 2\20000000000000000

[2c1) 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 8000000000000000

[2,3] = 0000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

52 58 7B 99 01 00 00 00 53 58 7B 99 01 00 00 00
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
A6 BO F6 32 03 00 00 00 01 00 00 00 00 00 00 00
53 58 7B 99 01 00 00 00 00 00 0O 0O 00 00 0O 80
00 00 00 00 00 00 00 00 A6 BO F6 32 03 00 00 00
01 00 00 00 00 0O OO0 00 53 58 7B 99 01 00 00 00
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 00
A6 BO F6 32 03 00 00 00 01 00 00 00 00 00 00 00

53 58 7B 99 01 00 00 80 00 00 0O 00O 00 00 00O 80

00 00 00 00 00 00 OO0 00 A6 BO F6 32 03 00 00 00

01 00 00 00 00 0O OO0 00 53 58 7B 99 01 00 00 00

00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
A6 BO F6 32 03 00 00 00

After p

52 58 7B 99 01 00 00 00 A6 BO F6 32 03 00~00 00
00 00 00 00 00 00O 00 20 00 00 OO0 00 0QNOO 00 00
00 00 00 30 85 B5 97 19 00 00 00 0610 00 00 00
97 19 00 00 00 30 85 B5 20 00 0000 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00~%0 OA 6B 2F 33 00
08 00 00 00 00 0O OO0 00 00-4C 61 ED 65 06 00 00
00 00 00 00 00 04 00 0Q™@® 00 OO0 00 00 00O 00 0O
99 01 00 00 00 53 58¢%B 00 00 00 00 00 02 00 00
2F 33 00 00 00 70.0R 6B 00 40 00 00 00 00 00 00
00 00 00 00 0Q00 OO 00 00 A6 BO F6 32 03 00 00
00 00 04 00NOD” 00 00 00 4C 61 ED 65 06 00 00 00
00 00 00-00°00 00 00O 10 00 0O OO 00 00 0O 00 0O
00 80 29 AC BD CC 00 00

After

52 58 7B 99 01 00 00 00 97 19 00 00 00 30 85 B5
00 00 00 00 00 04 00 00 00 0O OO 00 00 00 00 0O
00 80 29 AC BD CC 00 00 00 00 00 00 00 00 00 0O

v0 U0 o0 UA oB ZF 33 U0 U8 00U 0OU 00U 00 00 U0 U0
2F 33 00 00 00 70 OA 6B 00 00 00 00 00 00 00 10
A6 BO F6 32 03 00 00 00 20 00 00 00 00 00 0O 0O
00 00 00 00 00 0O OO0 00 00 A6 BO Fo6 32 03 00 00
00 00 04 00 00 00 OO 0O 00 OO0 00O 30 85 B5 97 19
00 00 00 00 10 00 OO0 00 00 4C 61 ED 65 06 00 00
00 40 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO0 20 00 0O OO 00 00 00O 00 0O
99 01 00 00 00 53 58 7B 00 00 00 00 00 02 00 00
4C 61 ED 65 06 00 00 00
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After x

52
00
85
27
2F
A6
00

58
80
81
33
33
BO
00

7B
29
29
60
00
F6
04

99
AC
AC
0A
00
32
00

01
BD
BD
6B
00
03
00

04
c8
FC
5F
70
00
00

00
00
85
39
0A
00
00

00
00
B5
6B
6B
00
00

97
52
08
08
00
20
A6

19
58
00
00
00
A6
16

00
52
00
00
60
BO
42

00
11
00
00
0A
F6
c4

00
00
00
00
6B
32
31

30
00
00
00
2F
03
03

ISO/IEC 10118-3:2018(E)

85
00
00
00
33
00
00

B5
00
00
10
10
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
99
D5

53
00
85
27
2F
A6
00
00
00
00
99
D5

00
00
40
01
60

58
80
81
33
33
BO
00
00
00
40
0l
60

04
00
00
00
ED

7B
29
29
60
00
Fé6
04
04
00
00
OS]
ED

00
00
30
00
65

99
AC
AC
0A
00
32
00
00
0Q
30
00
65

00
10
85
00
06
4C

01
BD
BD
6B
00
03
00
Q0
Io
85
00
06
4C

00
00
B5
53
53
61

04
c8
FC
5F
70
00
00
00
00
B5
53
53
61

00
00
97
58
58
ED

00
00
85
39
0A
0Q
Q00
00
00
97
58
58
ED

00
00
19
5B
7B
65

00
00
B5
6B
6B
00
00
00
00
19
5B
B
65

00
00
00
00
00
06

97
52
08
08
00
20
A6
00
00
00
00
00
06

4c
4c
00
00
00
00

19
58
0Q
00
00
A6
16
4c
4c
00
00
00
00

61
61
00
00
00
00

00
52
00
00
60
BO
42
61
61
00
00
00
00

DD
ED
00
00
00
00

oo
11
00
00
0A
F6
c4
DD
ED
00
00
00
00

EO
65
10
00
00

00
00
00
00
6B
32
31
EO
65
10
00
00

B3
06
00
00
02

30
00
00
00
2F
03
03
B3
06
00
00
02

97
00
00
00
00

85
00
00
00
33
00
00
97
00
00
00
00

19
00
00
00
20

B5
00
00
10
10
00
00
19
00
00
00
20
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ISO/IEC 10118-3:2018(E)

After 0

EO A8 3E 4F 51 BC 7A EA 31 43 F5 C3 14 A1 71 39
1B 4F 50 1E 76 8B 79 7A F1 34 AF 61 D5 4D 3D 28
6A 52 D5 36 62 0OA 0C 4E 07 C1 3D 60 17 F4 CB 82
7D 49 71 1D A3 AE E4 DC 6D E1 43 3A CO 1C D1 8B
55 70 34 6E 5C F3 90 56 39 51 41 B7 2E F6 24 88
EF 8A B3 ED 03 39 1B 7B 11 CD A4 A6 A4 A5 C5 F2
8C 74 30 BE 27 43 64 F3 EB 76 40 BB 3E 2D 84 0D
52 F5 75 CB 70 12 AO 7D DB 7F A6 74 94 69 27 4E

Cl 7A 29 C4 5D 0B AD 65 C3 DA 16 FE D6 B7 C2 8E

E9 88 87 8F 87 3D 4D 17 1F 6E 56 FD F7 52 1B CE

D7 77 A3 6C D4 A8 63 74 F3 43 7D FD 59 97 88 63

B2 03 94 5E 27 59 2C 9B 91 64 2E 34 F7 7A 29 5F
01 98 12 D4 FD 7E 2E 59

After p

EO A8 3E 4F 51 BC 7A EA 62 86 EA 87 29 42~E3 72
C6 13 94 87 DD 62 9E DE DD D4 83 12 4ENF3 1A 56
53 60 70 52 93 AA B6 11 76 41 BF 26778 10 DC 03
D7 31 EA 4A CE DD 97 14 62 5B F8)9%0 OE 30 47 F4
38 1A 37 AE 79 48 AB 2A 4F 82498 13 15 74 EB 62
7B 57 9C 6D 1F C8 D9 D8 CBp»47 34 93 9A 92 96 16
F1 3D 19 22 9B 67 A4 83"9A 08 1B D6 ED 80 76 7D
65 38 09 DO 3E A9 FACBA ES9 28 D3 4E 9C B6 FF 4C
85 B8 6B Al B5 2C. 58 2F 61 C7 61 6D OB 7F EB 5B
A7 E9 22 1D F1(F0O" F1 BO CE 1F 6E 56 FD F7 52 1B
8E D1 5D DEN8D' B2 51 A3 CD OF F5 F5 67 5D 22 8E
76 80 D2+EB 24 8B 65 53 64 2E 34 F7 7A 29 5F 91
4B 56 00 A6 04 75 BF 9F

After

EO A8 3E 4F 51 BC 7A EA D7 31 EA 4A CE DD 97 14
Fl 3D 19 22 9B 67 A4 83 A7 E9 22 1D F1 FO F1 BO
4B 56 00 A6 04 75 BF 9F DD D4 83 12 4F F3 1A 56

4 82 98 13 15 74 EB b2 /B 57 YC oD IF C8 DY DI
85 B8 6B Al B5 2C 58 2F 76 80 D2 EB 24 8B 65 53
62 86 EA 87 29 42 E3 72 62 5B F8 90 OE 30 47 F4
5A 08 1B D6 ED 80 76 7D CE 1F 6E 56 FD F7 52 1B
8E D1 5D DF 8D B2 51 A3 53 60 70 52 93 AA B6 11
76 41 BF 2C 78 10 DC 03 CB 47 34 93 9A 92 96 16
61 C7 61 6D OB 7F EB 5B 64 2E 34 F7 7A 29 5F 91
C6 13 94 87 DD 62 9E DE 38 1A 37 AE 79 48 AB 2A
65 38 09 DO 3E A9 FA BA E9 28 D3 4E 9C B6 FF 4C
CD OF F5 F5 67 5D 22 8E
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After x

CcO
B9
5C
CB
0c
TA

5A

A4
2B
47
2A
EC
86
c8

2F
19
co
FB
6A
ES
0A

6F
80
A6
93
B1
Cl
5F

40
9F
8A
B5
FE
Cc8
ED

9E
62
34
50
5C
C2
80

5A
AA
3A
EB
42
D3
77

69
8C
8B
45
2B
7B
DD

D1
07
ED
09
74
E6
AE

Fl
41
81
57
82
4c
19

c8
1C
87
0c
CA
9C
cc

57
54
TE
27
EA
90
56

AE
AQ
45
1F
34
1E
DD

4D
78
B
4B
8F
47
B7

ISO/IEC 10118-3:2018(E)

Cé
Bl
0A
FC
84
47

FO

24
DO
CE
88
73
F6
4B

8E
56
72
83
61

After]

pe=

Cc8
B9
5C
CB
0c
TA
5A
8E
56
72
83
61

After|permutation

c8
B9
5C

88
C1l
87
33
3F

24
2B
47
2A
EC
86
Cc8
88
Cl
87
33
3F

24
2B
47

4D
FE
21
9C
2D

2F
19
co
FB
6A
ES
0A
4D
FE
21
9e
2D

2F
19
co

CF
40
6D
D7
61

EF
80
A6
93
Bl
Cl
5F
CF
4Q
6D
D7
61

EF
80
A6

8B
79
8A
DB
5D
F5

40
9F
8A
B5
FE
Cc8
ED
8B
79
8A
DB
5D
F5

40
9F
8A

82
7D
FD
C3
EO
07

9E
62
34
50
5C
C2
80
82
7D
FD
C3
EO
07

9E
62
34

55
B5
4B
CE
FA

D6

5A
AA
3A
EB
42
D3
27
55
B5
4B
CE
FA
D6

5A
AA
3A

27
4A
5B
4E
38
DD

E9
8C
8B
45
2B
7B
DD
27
4A
5B
4E
38
DD

E9
8C
8B

DA
CF
40
BO
EB
47

D1
07
ED
09
J4
E6
AE
DA
CF
40
BO
EB
47

D1
07
ED

66
6F
2F
1A
38
55

Fl
41
8%
5
82
4c
19
66
6F
2F
1A
38
55

Fl
41
81

70
20
BB
E5
D3
03

c8
1C
87
0c
CA
9C
ccC
70
20
BB
E5
D3
03

C8
1C
87

Cl
01
DB
A0
4c
AE

Y
54
TE
27
EA
90
56
Cl
01
DB
A0
4c
AE

57
54
TE

11
EA
12
F9
04

RE
AQ
45
1F
34
1E
DD
11
EA
12
F9
04

AE
AQ
45

28
92
39
5E
94

4D
78
7B
4B
8F
47
B7
28
92
39
S5E
94

4D
78
7B

B4
82
17
AE
63

Cé
Bl
0A
FC
84
47
FO
B4
82
17
AE
63

Cco
Bl
0A

05
96
93
6E
1C

24
DO
CE
88
73
F6
4B
05
96
93
6E
1C

24
DO
CE

CB
0c
7A
5A
8E
56
72
83
61

ZA
EC
86
Cc8
88
Cl
87
33
3F

© ISO/IEC 2018 - All rights reserved

B
6A
ES
0A
4D
FE
21
9C
2D

93
Bl
Cl
5F
CF
40
6D
D7
61

BS
FE
c8
ED
8B
79
8A
DB
5D
F5

oU
5C
C2
80
82
7D
FD
C3
EO
07

BB
42
D3
77
55
B5
4B
CE
FA
D6

45
2B
7B
DD
27
4A
5B
4E
38
DD

U%
74
E6
AE
DA
CF
40
BO
EB
47

o7
82
4c
19
66
6F
2F
1A
38
55

uC
CA
9C
cC
70
20
BB
E5
D3
03

Z 7
EA
90
56
Cl
01
DB
A0
4c
AE

LE

34
1E
DD
11
EA
12
F9
04

4B
8F
47
B7
28
92
39
5E
94

FC
84
47
FO
B4
82
17
AE
63

33
73
F6
4B
05
96
93
6E
1cC

199
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

E9S5A9E40EF2F24C8
24C64DAESTC8F1D1
8CAA629F80192BB9
DOB178A0541C4107
8B3A348AA6C0475C
CEOATB457E8781ED
45EB50B593FB2ACB

The hash value is

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.4

C8 24.2F EF 40 9E 5A E9 D1 F1 C8 57 AE 4D C6 24
BO9(2B 19 80 9F 62 AA 8C 07 41 1C 54 A0 78 B1 DO

88FC4B1F270C5709
2B425CFEB16AECOC
73848F34EACAB8274
7BD3C2C8C1lE9867A
F647471E909C4CE6
DD7780EDSFOAC85A
4BFOB7DD56CC19AE
2755828BCF4D888E
05B42811C17066DA
4AB57D7940FEC156
968292EA01206FCH
5B4BFD8A6D2187 72
93173912DBBB2F40
4ECEC3DBD79C3383
6EAESEFOAOES1ABO
38BAEO0S5D612D3F61
1C6394044CD338EB
AE035547DDD607F5

B.16 Dedi¢ated Hash-Function 15 (SHA3-384)

NOTE1 D4dtais‘presented in three different ways: bit strings, byte strings and w-length words (for the lanes).

NOTE 2

NOTE 3

NOTE4  Words are the integer representation of the values in the lanes.

The message as bit string

200

BitSTrings are the Sequence of bits from [e1t to Tight.

(empty message)

Byte strings are the bytes from left to right and the bits within the byte are right to left.

© ISO/IEC 2018 - All rights reserved
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 0O 80 00 00 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 00000000000000@%

[1,0] = 000000000000d900

[2,0] = 000000000€000000

[3,0] = 0000060DD0O000000

[4,0] = 0000Q00000000000

[0,1] = q©00000000000000

[1,1] 2\0000000000000000

[21] 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 8000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 0000000000000000

[2,3] = 0000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 0000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0

© ISO/IEC 2018 - All rights reserved
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ISO/IEC 10118-3:2018(E)

After 0

06 00 00 00 00O 0O OO 00 07 00O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
0c 00 00 00 00O OO OO 00 00O OO OO 00 00 0O 00 0O
07 00 00 00 00O 0O OO 00 0O 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO0 80 OC 00O OO0 00 00 0O 00 0O
00 00 00 00 00O 0O OO 00 07 0O OO 00 0O 0O OO0 0O
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 80
0C 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00

07 00 00 00 00 0O OO 00 0O OO OO 00 00 00O 00 0O

00 00 00 00 00 0O OO 80 OC 00 00O 00 00 00O 00 0O

00 00 00 00 00 0O OO 00 07 00O OO 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO 80
0Cc 00 00 00 00 00 00 OO

After p

06 00 00 00 00 OO OO 00 OE 00 00 00 00 00~00 00
00 00 00 00 00 0O OO 00 00 0O 00 08 0QNOO 00 00
00 00 00 60 00 00O OO 00 00 0O OO0 Q0B£00 0O 00 0O
00 00 00 00 00O 70 00 00 00 0O 0Q)00 00 0O 00 00
00 00 00 00 00 0O 40 00 00 QO0~€0 00 00 00 00 0O
00 00 00 00 00 0O OO0 00 00x1C OO0 00 00 0O OO0 0O
00 00 00 00 00 04 00 0Q™@® 00 00 01 00 00O OO0 0O
00 00 00 00 00 06 0OQCHO 00 OO0 OO 00 00 00 00 00
00 00 00 00 00 EO. OO0 00 00 00O OO 00 00 00 00 0O
00 00 10 00 0Q00 OO 00 00 OC 00 00 00 00 00 0O
00 00 00 0QNOD” 00 00 00 1C 00 00 00 00 00O 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 80 00
00 00 03 00 00 00 00 0O

After

06 00 00 00 00 OO OO 00 0O OO OO 00 0O 70 00 0O
00 00 00 00 00 04 00 00 00 00O 10 00 00 00O 00 0O
00 00 03 00 00 00O OO 00 00 0O OO 08 00 00 00 0O

o0 U0 CU 00U 00 00 00 U0 U0 0O 00U 00 00 00 U0 U0
00 00 00 00 00 EO OO0 00 00 0O OO 00 00 0O 00 0O
OE 00 00 00 00 0O OO 00 0O OO OO 00 0O 0O 00 0O
00 00 00 01 00O 0O OO 00 0O OC OO0 00 0O 0O OO0 0O
00 00 00 00 00 00 OO 0O 00 OO0 00 60 00 00 00 00
00 00 00 00 00 00O 00 00 00 1C 00 00 00 00 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 00O 80 00
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 40 00
00 00 00 00 00 O6 00 00 00O 0O OO 00 00 0O 00 0O
1Cc 00 00 00 00 00O 00 0O
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After x

06
00
00
00
00
OE
00

00
00
00
00
00
00
00

00
03
03
co
00
00
00

00
00
00
00
08
01
01

00
00
00
00
00
00
00

04
04
70
EO
EO
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
06
00
00
00
00
OE

00
00
00
00
00
oc
0cC

10
10
00
00
co
00
00

00
00
08
00
00
00
00

00
00
00
00
00
00
00

70
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
00
1C

07
00
00
00
00
OE
00
00
00
00
00
1cC

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
0Q
00

00
00
00
00
00

00
03
03
co
00
00
00
00
00
00
OS]
00

00
00
60
00
00

00
00
00
00
08
01
01
00
0Q
60
00
00

00
00
00
00
00
1C

00
00
00
00
00
00
00
Q0
00
00
00
00
1C

00
00
00
06
06
00

04
04
70
EO
EO
00
00
00
00
00
06
06
00

00
00
00
00
00
00

00
00
00
00
00
0Q
Q00
00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00

00
06
00
00
00
00
OE
00
00
00
00
00
00

1C
1C
00
00
00
00

00
00
0Q
00
00
oc
oc
1C
1C
00
00
00
00

00
00
00
00
00
40

10
10
00
00
co
00
00
00
00
00
00
00
40

60
00
00
00
00
00

oo
00
08
00
00
00
00
60
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00

70
00
00
00
00
00
00
00
00
00
00
00

00
80
80
40
00

00
00
00
00
00
00
00
00
80
80
40
00

00
00
00
00
0,0

00
00
00
00
00
00
00
00
00
00
00
00

© ISO/IEC 2018 - All rights reserved

203


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

After 0

82 C8 A7 F1 04 CC 56 DD 92 34 F3 C3 2B AC A0 86
FD CO AA 7F 37 23 13 EB 5A FF 0D 29 F9 3E 30 DF
51 CO BB 57 FO 50 5B 48 55 32 25 4A 13 39 94 30
64 72 91 41 BD 4D AD 46 04 F5 B9 DE 62 D4 EC 57
52 CD 17 96 D3 CC BA 6E 29 23 55 9F 09 26 7E 58
26 CD F6 AD DD 05 DE DA D1 38 07 60 86 FF EA 16
BA 87 E4 70 07 CA 55 D5 35 29 2F D3 CD A8 27 4C

DF 50 FE 4B F8 EF B7 98 C5 2A OF 3F C8 BB 69 92

78 76 9E 56 EA AC B2 41 8A BO 9E E9 78 C2 9B C9

DF 73 E7 FO 91 CD B4 B6 65 E2 04 F2 F3 CD CE 33

5A B2 23 92 C4 CA 6C AB 5F 32 47 49 35 61 6F E7

4E Al F3 54 E7 7C F1 81 A0 45 75 8A E7 D5 D6 5A
81 D5 30 29 ED 17 69 97

After p

82 C8 A7 F1 04 CC 56 DD 25 69 E6 87 57 58+41 0D
3F BO EA DF CD C8 C4 7A EF 03 F3 AD ESNDF 90 92
87 DA 42 8A 02 DE BD 82 34 91 43 09¢/53 25 53 A2
19 D4 DB D4 6A 44 26 17 15 41 7D)AE B7 18 35 FB
E6 0B CB 69 66 5D 37 A9 E2 8795 32 52 F5 99 60
36 69 B6 6F ED 2E FO D6 5B»44 E3 1C 80 19 FE AB
87 3B 50 AE AA D6 3D 24 "1 4F 98 6A 52 5E A6 9B
25 FC F7 5B CC 6F 28CEF 7E 90 77 D3 24 8B 55 1lE
D3 4A 9D 55 36 08.CF CE CD 64 45 58 CF 74 3C El
99 D6 F6 7B EE(1C 3E B2 33 65 E2 04 F2 F3 CD CE
B3 AD 6A CON\8E 48 12 2B 7F C9 1C 25 D5 84 BD 9D
29 74 9EEAT9C 2F 3E DO 45 75 8A E7 D5 D6 5A AQ
DA 65 60 35 4C 4A FB 45

After

82 C8 A7 F1 04 CC 56 DD 19 D4 DB D4 6A 44 26 17
87 3B 50 AE AA D6 3D 24 99 D6 F6 7B EE 1C 3E B2
DA 65 60 35 4C 4A FB 45 EF 03 F3 AD F5 DF 90 92

BEZ2 87 95 32 52 F5 99 o0 Jo 639 Bo oF ED ZE FO Do
D3 4A 9D 55 36 08 CF CE 29 74 9E EA 9C 2F 3E DO
25 69 E6 87 57 58 41 0D 15 41 7D AE B7 18 35 FB
51 4F 98 6A 52 5E A6 9B 33 65 E2 04 F2 F3 CD CE
B3 AD 6A C9 8E 48 12 2B 87 DA 42 8A 02 DE BD 82
34 91 43 09 53 25 53 A2 5B 44 E3 1C 80 19 FE AB
CD 64 45 58 CF 74 3C E1 45 75 8A E7 D5 D6 5A A0
3F BO EA DF CD C8 C4 7A E6 0B CB 69 66 5D 37 A9
25 FC F7 5B CC 6F 28 FF 7E 90 77 D3 24 8B 55 1E
7F C9 1C 25 D5 84 BD 9D
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After x

04
C5
C3
23
15
65
D1

E3
1A
71
85
49
67
c7

A7
50
38
9C
FC
66
90

DB
AA
31
22
50
c7
A3

84
AA
26
40
57
17

5E

5E
94
4A
F5
D8
1E
56

4F
FC
DB
96
4F
C3
B4

FD
61
47
68
cC
0D
BA

01
99
FB
1E
29
37
37

10
S5E

5D
FO
61
25

7D
71
D1
B4
9A
1F
66

85
BB
EO
C5
F8
AA
02

2E
EE
58
65
9E
17

A3

4c
98
D5
09
0F
B9
E3

ISO/IEC 10118-3:2018(E)

24
3A
FO
co
37
e
8C

85
2A
04
Ccé
BO
BF

CA

A3
BO
4F
3E
24

After]

pe=

0cC
C5
C3
23
15
65
D1
A3
BO
4F
3E
24

After|permutation

0c
C5
C3

AD
Bl
EE
44
BS5

63
1A
71
85
49
67
c7
AD
Bl
EE
44
BS

63
1A
71

73
47
05
DE
FF

A7
50
38
9C
FC
66
90
73
47
05
NE
FF

A7
50
38

El
49
50
CD
TF

5B
AA
31
22
50
c7
A3
El
49
50
CD
TF

5B
AA
31

2E
1c
CD
45
1D
BF

84
AA
26
40
57
17
5E
2E
Ic
CD
45
1D
BF

84
AA
26

48
41
7C
EA
6B
C2

5E
94
4A
F5
D8
1E
56
48
41
7C
EA
6B
C2

5E
94
4A

26
53
99
cc
80
1D

4F
FC
DB
96
4F
C3
B4
26
53
99
cc
80
1D

4F
FC
DB

D9
E2
E3
2C
TE
05

7D
61
47
68
CC
0D
BA
D9
E2
E3
2C
TE
05

7D
61
47

cC
5B
75
BC
TE
E7

01
99
FB
&
29
37
37
ccC
5B
75
BC
TE
E7

01
99
FB

55
74
0B
A0
91

10
S5E

5D
FO
61
25

55
74
0B
A0
91

10
5E

E2
69
8B
CB
95
8E

7D
71
D1
B4
9A
1F
66
E2
69
8B
CB
95
8E

7D
71
D1

9E
BB
E6
E9
09
1C

85
BB
EO
C5
F8
AA
02
9E
BB
E6
E9
09
1C

85
BB
EO

82
90
84
46
2C

2E
EE
58
65
9E
17
A3
82
90
84
46
2C

2E
EE
58

Co6
9B
E7
DD
C3

4cC
98
D5
09
0F
B9
E3
Cé6
9B
E7
DD
C3

4c
98
D5

11
BC
18
62
15

24
3A
FO
co
37
e
8C
11
BC
18
62
15

24
3A
FO

8B
AB
80
A9
%.C

85
2A
04
Ccé
BO
BF
CA
8B
AB
80
A9
e

85
2A
04

15
65
D1
A3
BO
4F
3E
24

39
49
67
c7
AD
Bl
EE
44
BS

© ISO/IEC 2018 - All rights reserved

9C
FC
66
90
73
47
05
DE
FF

50
c7
A3
El
49
50
CD
TF

40
57
17
5E
2E
1c
CD
45
1D
BF

1)
D8
1E
56
48
41
7C
EA
6B
C2

90
4F
C3
B4
26
53
99
cc
80
1D

038
ccC
0D
BA
D9
E2
E3
2C
TE
05

IR
29
37
37
ccC
5B
75
BC
TE
E7

oD
FO
61
25

55
74
0B
A0
91

B4
9A
1F
66
E2
69
8B
CB
95
8E

Co

F8

02
9E
BB
E6
E9
09
1C

05
9E
17
A3
82
90
84
46
2C

U9
0F
B9
E3
C6
9B
E7
DD
C3

CO
37
e
8C
11
BC
18
62
15

Co
BO
BF
CA
8B
AB
80
A9
e
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0] = 7d4£5e845ba7630c
[1,0]=85244c2e857d1001
[2,0] =61fc94aaaa50lach
[3,0] =2a3a98eebb715e99
[4,0] = 47db4a26313871c3

The hash value is

The messags

0C 63-A% 5B 84 5E 4F 7D 01 10 7D 85 2E 4C 24 85
C5(1A"50 AA AA 94 FC 61 99 5E 71 BB EE 98 3A 2A
€3+ 71 38 31 26 4A DB 47 FB 6B D1 EO 58 D5 FO 04

as bit string

[0,1] =04£0d558e0d16bfb
[1,1] =6896£540229c8523
[2,1] =c6c00965cbb45bdle
[3,1] = cc4£d85750£c4915
[4,1] =00370£9e£8%af029

[0,2] =0dc31el17c7666765
[1,2] =bf7cb917aalf6137
[2,2] =bab4565ea390c7d1l
[3,2] =ca8ce3a302662537
[4,2] =d926482eel73adal
[0,3] =8bl1c6829%ee29ecc
[1,3] =e253411c4947b1b0
[2,3] = abbc9b90bb69555k
[3,3] =e3997ccd5005&e4
[4,3]=8018f784e68K7475
[0,4] = 2cccead Feddedd3e
[1,4] = 2962dd46e9cb0bbc
[2,4] = 7€806b1d7HEb524
[3,4]=7c15c32c0995a07e
[4/4]= 1c8e91£7051dc2bf

11001

206
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XORed state (in bytes)

D3
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
80

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =00000000000000D8
[1,0]=00000000000000Q0
[2,0]=0000000000Q00000
[3,0]=000000@00€000000
[4,0]=00000600000000000
[0,1]=006,0000000000000
[1,1] =0000000000000000
[271}1=0000000000000000
[3,11=0000000000000000
[4,1]=0000000000000000
[0,2]=0000000000000000
[1,2]=0000000000000000
[2,2] =8000000000000000
[3,2] =0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=0000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
0,0

Round #0
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[3,3]=0000000000000000
[4,3]=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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ISO/IEC 10118-3:2018(E)

After 0

D3 00 00 00 00 00 00 00 D2 00 0O 00 00 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
A6 01 00 00 00 0O 00 00O 00 0O 0O 00 00 00 0O 00
D2 00 00 00 00O 00 00 0O OO OO0 00 0O 0O 00 00 0O
00 00 00 00 00 00O OO0 80 A6 01 00 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 D2 0O OO 00 0O 0O OO0 0O
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 80
A6 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00

D2 00 00 00 00 00 0O 00 00 0O 0O 00O 00 00 00 00

00 00 00 00 00 00 OO0 80 A6 01 00 00 00 00 00 0O

00 00 00 00 00 0O OO0 00 D2 00O OO 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO 80
A6 01 00 00 00 00 00 0O

After p

D3 00 00 00 00 00 00 00 A4 01 00 00 00 00~00 0O
00 00 00 00 00 0O OO 00 00 0O 00 08 0QNOO 00 00
00 00 00 30 OD 00 00 00 00 0O OO0 Q0B6f00 00 00 00
00 00 00 00 00 20 OD 00 00 00O 0Q)00 00 0O OO0 00
00 00 00 00 00 00 40 00 00 00~%0 1A 00 00 00 00
00 00 00 00 00 00 OO0 00 0048 03 00 00 00 00 00
00 00 00 00 00 04 00 0Q™@® 00 00 01 00 00O OO0 0O
00 00 00 00 00 D3 00CdO 00 OO0 OO 00 00 00 00 00
00 00 00 00 00 40. IR 00 00 00 00O 00 00 00 00 0O
00 00 10 00 0Q00 OO 00 00 A6 01 00 00 00 00 0O
00 00 00 0QNOD” 00 00 00 48 03 00 00 00 00 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 80 00
00 80 69 00 00 00 00 0O

After

D3 00 00 00 00O 00 00 0O OO OO0 00 0O 00 20 OD 0O
00 00 00 00 00 04 00 00 00 00O 10 00 00 00O 00 0O
00 80 69 00 00 00 00O 00 0O OO OO 08 00 00 00 0O

v0 U0 o0 IA 00 00 00 U0 UU 0O 0OU 00 00 00 U0 U0
00 00 00 00 00 40 1A 00 00 00O OO0 00 00 00O 00 0O
A4 01 00 00 00 0O 0O OO OO0 OO 0O 00 00 00 0O 00
00 00 00 01 00 0O OO 00 00 A6 01 00 00 0O OO0 0O
00 00 00 00 00 00 OO 0O 00 OO 0O 30 OD 00 00 00
00 00 00 00 00 00O OO 00 0O 48 03 00 00 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 00O 80 00
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 40 00
00 00 00 00 00 D3 00 00 00 0O OO 00 00 0O 00 0O
48 03 00 00 00 00 00 00
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After x

D3
00
00
00
00
A4
00

00
80
80
00
00
01
00

00
69
69
60
00
00
00

00
00
00
1A
08
01
01

00
00
00
00
00
00
00

04
04
20
40
40
00
00

00
00
0D
1A
1A
00
00

00
00
00
00
00
00
00

00
D3
00
00
00
00
A4

00
00
00
00
00
A6
A7

10
10
00
00
60
01
01

00
00
08
00
12
00
00

00
00
00
00
00
00
00

20
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

0D
00
00
00
00
00
00

00
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
00
48

D2
00
00
00
00
A4
00
00
00
00
00
48

00
00
00
00
03

00
80
80
00
00
01
00
00
00
00
0Q
03

00
00
00
00
00

00
69
69
60
00
00
00
00
00
00
OS]
00

00
00
30
00
00

00
00
00
1A
08
01
01
00
0Q
30
00
00

00
00
0D
00
00
48

00
00
00
00
00
00
00
Q0
00
0D
00
00
48

00
00
00
D3
D3
03

04
04
20
40
40
00
00
00
00
00
D3
D3
03

00
00
00
00
00
00

00
00
0D
1A
1A
0Q
Q00
00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00

00
D3
00
00
00
00
A4
00
00
00
00
00
00

48
48
00
00
00
00

00
00
0Q
00
00
A6
A7
48
48
00
00
00
00

03
03
00
00
00
40

10
10
00
00
60
01
01
03
03
00
00
00
40

30
00
00
00
00
00

oo
00
08
00
12
00
00
30
00
00
00
00
00

0D
00
00
00
00

00
00
00
00
00
00
00
0D
00
00
00
00

00
00
00
00
00

20
00
00
00
00
00
00
00
00
00
00
00

00
80
80
40
00

0D
00
00
00
00
00
00
00
80
80
40
00

00
00
00
00
0,0

00
00
00
00
00
00
00
00
00
00
00
00
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ISO/IEC 10118-3:2018(E)

After 0

F3 BD 8B Al 99 41 E9 3C 51 EO 3A E1 05 12 12 B9
CD FF FD 9E 4D 58 D5 C5 3E D1 C3 D1 E7 7E A2 C7
3D 80 9B EE FA E3 24 6B 49 51 2C 0C BF E2 5B 5E
13 87 5E A5 D2 06 E9 27 ED 7A F5 BA 16 96 92 10
73 95 55 13 68 DA D4 C6 OF 3E 1D 98 6D AA 95 8D
B3 BB 77 B4 DA 14 AA A3 AB 8F A5 0D 74 0C E5 FC
18 6C 98 39 8D 06 3D DC 75 83 32 99 36 Cl 40 1F
Co A3 06 14 DO 38 AE Co6 20 FO 90 21 1B 22 F1 AF
FF 44 6D 00 E7 E6 88 FD 1B 5B 81 70 OF 98 F2 4F

15 58 53 53 83 2A 5F 71 5F DB 3B 44 C6 DD 4D 00

27 65 58 DO 56 40 OA 05 7A 42 58 BO 80 31 F5 75

E5 AC 7A ED A8 33 5E 6C 41 D9 A9 82 7F A6 A8 6D
E7 79 E7 17 2D 2E 46 A5

After p

F3 BD 8B Al 99 41 E9 3C A3 CO 75 C2 0B 24~24 72
F3 7F BF 67 13 56 75 71 EE 27 7A EC 13\3D 1C 7D
1F 27 59 EB 01 DC 74 D7 FO 2B BE ES/95 14 C5 C2
55 2A 6D 90 7E 32 71 E8 44 BB 5&/BD AE 85 A5 24
CA AA 09 34 6D 6A E3 B9 5A DO\E8 EO D3 81 D9 A6
9D DD BD A3 D5 A6 50 1D F3pAF 3E 96 36 DO 31 94
CC 69 34 E8 E1 C6 60 C3782 81 3E EA 06 65 32 6D
O0A 68 1C 57 63 E3 51¢U3 43 36 44 E2 5F 41 EO 21
0D EO DC 1C Bl FE.9F A8 F9 A7 8D AD 40 B8 07 4C
E5 2B AE 02 6B(6A 6A 50 00 5F DB 3B 44 C6 DD 4D
29 14 9C 94N6Y 41 5B 01 E9 09 61 Cl1 02 C6 D4 D7
9C 55 AF.1D 75 C6 8B AD D9 A9 82 7F A6 A8 6D 41
51 E9 79 DE F9 45 8B 8B

After

F3 BD 8B Al 99 41 E9 3C 55 2A 6D 90 7E 32 71 E8
CC 69 34 E8 E1 C6 60 C3 E5 2B AE 02 6B 6A 6A 50
51 E9 79 DE F9 45 8B 8B EE 27 7A EC 13 3D 1C 7D

SA DY 8 EU D3 1 DY Ao 9D DD BD A3 D5 Ao 55U 1D
0D EO DC 1C Bl FF 9F A8 9C 55 AF 1D 75 C6 8B AD
A3 CO 75 C2 0B 24 24 72 44 BB 5E BD AE 85 A5 24
82 81 3E EA 06 65 32 6D 00 5F DB 3B 44 C6 DD 4D
29 14 9C 94 61 41 5B 01 1F 27 59 EB 01 DC 74 D7
FO 2B BE E5 95 14 C5 C2 F3 AF 3E 96 36 DO 31 94
F9 A7 8D AD 40 B8 07 4C D9 A9 82 7F A6 A8 6D 41
F3 7F BF 67 13 56 75 71 CA AA 09 34 6D 6A E3 B9
0OA 68 1C 57 63 E3 51 03 43 36 44 E2 5F 41 EO 21
E9 09 61 Cl1 02 C6 D4 D7
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After x

7B
DC
55
5A
6F
21
AB

FC
A9
EB
F9
C2
co
81

9B
65
1D
B8
8C
55
3A

C9
34
CE
FC
FC
80
6E

18
71
9F
F3
B3
0B
27

85
C3
77
D8
Ccé
44
64

E9
El
9B
56
8B
36
30

3F
48
4B
06
F8
3B
6D

74
47
6B
0D
8C
44
82

28
3F
23
c8
8D
ES
9F

E7
2C
TF
9E
2F
9F
BA

92
23
EF
A2
1D
AC
79

74
6B
17
91
B5
EE
4E

1A
6A
1B
A6
46
07
E2

ISO/IEC 10118-3:2018(E)

0A
1cC
50
4A
68
F9

F8
64
64
18
2F
24
3F

6D
F8
FE
F3
A2

After]

pe=

73
DC
55
5A
6F
21
AB
6D
F8
FF
F3
A2

After|permutation

73
DC
55

2F
2B
Al
3F
61

7C
A9
EB
F9
C2
co
81
2F
2B
Al
3E
61

C
A9
EB

96
3F
D4
AB
3D

9B
65
1D
B8
8C
55
3A
96
3F
D4
AB
3D

9B
65
1D

A9
cC
2D
24
56

49
34
CE
FC
FC
80
6E
A9
cC
2D
24
56

49
34
CE

C5
D5
41
11
63
El

18
71
9F
F3
B3
0B
27
C5
D5
41
11
63
El

18
71
9F

Co
3C
EC
D7
65
89

85
C3
77
D8
Ccé
44
64
830)
3C
EC
D7
65
89

85
C3
77

DA
C3
17
65
45
61

E9
El
9B
56
8B
36
30
DA
C3
17
65
45
61

ES
El
9B

05
8A
DA
73
D5
D1

BF
48
4B
06
F8
3B
6D
05
8A
DA
73
D5
D1

BF
48
4B

1C
F3
39
8B
51
6E

74
47
6B
0D
3C
44
82
1C
F3
39
8B
51
6E

74
47
6B

A3
A7
Al
BC
40
EE

28
3F
AS,
8
8D
ES
9F
A3
A7
Al
BC
40
EE

28
3F
23

59
3C
24
49
DA
56

E7
2C
TF
9E
2F
9F
BA
59
3C
24
49
DA
56

E7
2C
TF

F9
c4
7B
94
c4
5F

92
23
EF
A2
1D
AC
79
F9
c4
7B
94
Cc4
5F

92
23
EF

23
90
32
71
4E

74
6B
17
91
B5
EE
4E
23
90
32
71
4E

74
6B
17

1C
DO
A8
6A
51

1A
6A
1B
A6
46
07
E2
1C
DO
A8
6A
51

1A
6A
1B

44
59
EC
43
Cl

0A
1C
50
4A
68
F9
44
59
EC
43
Cl

0A
1cC

C3
95
41
99
01

F8
64
64
18
2F
24
3F
C3
95
41
99
01

F8
64
64

OA
6F
21
AB
6D
F8
FE
F3
A2

Y
C2
co
81
2F
2B
Al
3F
61
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B8
8C
55
3A
96
3F
D4
AB
3D

FC
FC
80
6E
A9
CcC
2D
24
56

B3
B3
0B
27
C5
D5
41
11
63
El

[BJS]
Ccé
44
64
co
3C
EC
D7
65
89

S0
8B
36
30
DA
C3
17
65
45
61

Uo
F8
3B
6D
05
8A
DA
73
D5
D1

UD
8C
44
82
1C
F3
39
8B
51
6E

C38
8D
E5
oF
A3
A7
Al
BC
40
EE

Ik
2F
9F
BA
59
3C
24
49
DA
56

1D
AC
79
F9
Cc4
7B
94
Cc4
5F

91
B5
EE
4E
23
90
32
71
4E

AD
46
07
E2
1C
DO
A8
6A
51

oU
4A
68
F9
44
59
EC
43
Cl

13
2F
24
3F
C3
95
41
99
01
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0] = BFE98518499B7C73
[1,0] = F87B1A7492E72874
[2,0]=48E1C3713465A9DC
[3,0] = 640A6A6B232C3F47
[4,0] = 4B9B779FCE1DEB55
[0,1] = 641C1B17EF7F236B

=0656D8F3FCB8FI95A

The hash value is

The messags

73 7C.9B 49 18 85 E9 BF 74 28 E7 92 74 1A 7B F8
DC(A9765 34 71 C3 E1 48 47 3F 2C 23 6B 6A 0A 64
SSYEB 1D CE 9F 77 9B 4B 6B 23 7F EF 17 1B 1C 64

as bit string

0,1]
1,1]
[Z, 1= 1850A6091A20ECR0D
[3,1] = F88BC6B3FCBCC26F
[4,1]

[0,2] = 3B36440B8055C021

[1,2] = 246807EEACOFES544

=2F4A46B51D2F8D8C

[2,2] =6D3064276E3A81AB
[3,2] =3FF9E24E79BAYF82
[4,2] = 05DACOC5A9962F6D
[0,3]=C3441C23F959A31C
[1,3] =8AC33CD5CC3F2BF8
[2,3]=9559D090C43CATES
[3,3] =DA17EC412DDAKLFF
[4,3] = 41ECA8327B24R139
[0,4] =7365D7112AAB3FF3
[1,4] =99436A919449BC8B
[2,4] = D5@56563563D61A2
[3,4]=01C1514EC4DA4051
[4/4]=5F56EE6ED16189E1

110010100001101011011110100110

212
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XORed state (in bytes)

53
00
00
00
00
00
00

58
00
00
00
00
00
00

7B
00
00
00
00
00
00

99
00
00
00
00
00
00

01
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
80

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =00000001997B5858
[1,0]=00000000000008Q0
[2,0]=0000000000Q00000
[3,0]=000000Q00¥000000
[4,0] = 00000BD000000000
[0,1] = 09$,0000000000000
[1,1]1 20000000000000000
[271}=0000000000000000
{3,1]=0000000000000000
[4,1]=0000000000000000
[0,2] =0000000000000000
[1,2]=0000000000000000
[2,2]=8000000000000000
[3,2]=0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=0000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
0,0

Round #0
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[3,3]=0000000000000000
[4,3]1=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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ISO/IEC 10118-3:2018(E)

After 0

53 58 7B 99 01 00 00 00 52 58 7B 99 01 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 0O 80
A6 BO F6 32 03 00 00 00 00 00 00 00 00 00 00 00
52 58 7B 99 01 00 00 00 00 00 0O 0O 00 00 0O 00
00 00 00 00 00 00 00 80 A6 BO F6 32 03 00 00 00
00 00 00 00 00 0O OO0 00 52 58 7B 99 01 00 00 00
00 00 00 00 00 00 OO 80 00 OO0 OO 00 00 00 00 80
A6 BO F6 32 03 00 00 00 00 00 00 00 00 00 00 00

52 58 7B 99 01 00 00 00 00 00 0O 00O 00 00 00 00

00 00 00 00 00 00 00 80 A6 BO F6 32 03 00 00 00

00 00 00 00 00 0O OO0 00 52 58 7B 99 01 00 00 00

00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O OO 80
A6 BO F6 32 03 00 00 00

After p

53 58 7B 99 01 00 00 00 A4 BO F6 32 03 00~00 00
00 00 00 00 00 0O OO 00 00 0O 00 08 0QNOO 00 00
00 00 00 30 85 B5 97 19 00 00 00 0600 0O 00 00
97 19 00 00 00 20 85 B5 00 00 0000 00 0O OO0 00
00 00 00 00 00 00 40 00 00 00~%0 OA 6B 2F 33 00
00 00 00 00 00 00 OO0 00 00748 61 ED 65 06 00 00
00 00 00 00 00 04 00 0Q™@® 00 00 01 00 00O OO0 0O
99 01 00 00 00 53 58¢%B 00 00 00 00 00 00 00 00
2F 33 00 00 00 40.0R 6B 00 00 00 00 00 00 00 00
00 00 10 00 0Q(00 OO 00 00 A6 BO F6 32 03 00 00
00 00 00 0QNDD” 00 00 00 48 61 ED 65 06 00 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 80 00
00 80 29 AC BD CC 00 00

After

53 58 7B 99 01 00 00 00 97 19 00 00 00 20 85 B5
00 00 00 00 00 04 00 00 00 00O 10 00 00 00O 00 0O
00 80 29 AC BD CC 00 00 00 00 00O 08 00 00 00 00

v0 U0 o0 UA oB ZF 33 U0 U0 00U 00U 00 00 00 U0 U0
2F 33 00 00 00 40 OA 6B 00 00 00 00 00 00 0O 0O
A4 BO F6 32 03 00 00 00 00 00 OO 00 00 00 0O 0O
00 00 00 01 00 00 OO 0O 00 A6 BO F6 32 03 00 00
00 00 00 00 00 00 OO 0O 00 OO0 00O 30 85 B5 97 19
00 00 00 00 00 00O OO0 00 00 48 61 ED 65 06 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 00O 80 00
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 40 00
99 01 00 00 00 53 58 7B 00 00 00 00 00 0O 00 00
48 61 ED 65 06 00 00 00
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After x

53
00
84
2F
2F
A4
00

58
80
81
33
33
BO
00

7B
29
29
60
00
F6
00

99
AC
AC
0A
08
33
01

01
BD
BD
6B
00
03
00

04
c8
EC
6F
40
00
00

00
00
85
39
0A
00
00

00
00
B5
6B
6B
00
00

97
53
00
00
00
00
A4

19
58
00
00
00
A6
16

10
42
00
00
60
BO
46

00
11
08
00
02
F6
c4

00
00
00
00
6B
32
31

20
00
00
00
2F
03
03

ISO/IEC 10118-3:2018(E)

85
00
00
00
33
00
00

B5
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
99
D1

52
00
84
2F
2F
A4
00
00
00
00
99
D1

00
00
00
01
60

58
80
81
33
33
BO
00
00
00
00
0l
60

00
00
00
00
ED

7B
29
29
60
00
F6
00
00
00
00
OS]
ED

00
00
30
00
65

99
AC
AC
0A
08
33
01
00
0Q
30
00
65

00
00
85
00
06
48

01
BD
BD
6B
00
03
00
Q0
00
85
00
06
48

00
00
B5
53
53
61

04
c8
EC
6F
40
00
00
00
00
B5
53
53
61

00
00
17
18
58
ED

00
00
85
39
0A
0Q
Q00
00
00
17
18
58
ED

00
00
19
B
7B
65

00
00
B5
6B
6B
00
00
00
00
19
7B
B
65

00
00
00
00
00
06

97
53
00
00
00
00
A4
00
00
00
00
00
06

48
48
00
00
00
00

19
58
0Q
00
00
A6
16
48
48
00
00
00
00

61
61
00
00
00
40

10
42
00
00
60
BO
46
61
61
00
00
00
40

DD
ED
00
00
00
00

oo
11
08
00
02
F6
c4
DD
ED
00
00
00
00

EO
65
00
00
00

00
00
00
00
6B
32
31
EO
65
00
00
00

B3
06
00
00
00

20
00
00
00
2F
03
03
B3
06
00
00
00

97
80
80
40
00

85
00
00
00
33
00
00
97
80
80
40
00

19
00
00
00
0,0

B5
00
00
00
00
00
00
19
00
00
00
00
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After 0

BD 5B 7B D5 BE 03 9E 1B D9 A6 6A 12 CB 04 FC 5D
DO 76 3F A3 A9 F2 C4 09 73 F7 06 51 68 18 7E FD
7D 8C 28 76 AE 14 D1 94 95 CB 8C F2 5D 99 24 A7
1B EO 72 4D 86 3C F3 72 EO 77 86 Cl EB DE 56 02
53 F2 40 67 99 64 8E 5A 28 C2 52 4C 16 EA 6B E6
44 FC F9 BA AB 82 C3 68 60 00 F5 9D BB 09 26 Al
06 97 90 96 D8 D6 D6 25 8F 47 11 DB 72 4C A5 EA
57 AB F9 4C 32 96 3C C5 31 37 33 94 o0 18 D5 F3
28 B3 7D E1 85 AE 9A 77 97 19 4B 51 B3 40 CB 7E

FA CB DB 12 56 A0 79 E2 58 E9 9B B9 02 03 F7 B2

64 6B 36 AE 0D 05 F9 33 A4 B7 F7 90 B3 01 A9 29

24 A7 43 A9 2D C2 F3 DE 9B 7B E1 63 BA 3D F4 70
B5 F3 BB A0 09 AC 14 1A

After p

BD 5B 7B D5 BE 03 9E 1B B2 4D D5 24 96 (09~F8 BB
B4 DD CF 68 AA 3C 71 02 86 E1 D7 3F T7IN6F 10 85
A5 88 A6 EC 63 44 B1 73 DF 95 49 72/5A B9 CC 28
D7 64 C8 33 2F B7 01 2E 00 F8 9D)61 FO BA B7 95
79 AO B3 4C 32 47 AD 29 BE 668\8E 22 2C C5 64 Al
23 E2 CF D7 5D 15 1C 46 8482 01 D4 77 EE 26 98
B4 C4 B6 B6 2E 31 B8 8498 4A D5 1F 8F 22 B6 E5
26 19 4B 9E E2 AB D5¢/IC 28 Cl1 30 AA E7 63 6E 66
2F BC DO 55 F3 0OE.65 B6 65 BF CB 8C A5 A8 59 AQ
34 4F 5C 7F 79(5B C2 0OA B2 58 ES9 9B B9 02 03 F7
E4 CF 90 AD\DY B8 36 14 90 DE DE 43 CE 06 A4 A6
E4 74 28 -B5 45 78 DE 9B 7B E1 63 BA 3D F4 70 9B
85 46 ED FC 2E 68 02 2B

After

BD 5B 7B D5 BE 03 9E 1B D7 64 C8 33 2F B7 01 2E
B4 C4 B6 B6 2E 31 B8 84 34 4F 5C 7F 79 5B C2 0A
85 46 ED FC 2E 68 02 2B 86 E1 D7 3F 77 6F 10 85

Bl oo Sk 22 ZC Co5 o4 Al Z3 EZ Cv D/ 5D 15 IC 40
2F BC DO 55 F3 OE 65 B6 E4 74 28 B5 45 78 DE 9B
B2 4D D5 24 96 09 F8 BB 00 F8 9D 61 FO BA B7 95
98 4A D5 1F 8F 22 B6 E5 B2 58 E9 9B B9 02 03 F7
E4 CF 90 AD D9 B8 36 14 A5 88 A6 EC 63 44 Bl 73
DF 95 49 72 5A B9 CC 28 84 82 01 D4 77 EE 26 98
65 BF CB 8C A5 A8 59 A0 7B E1 63 BA 3D F4 70 9B
B4 DD CF 68 AA 3C 71 02 79 A0 B3 4C 32 47 AD 29
26 19 4B 9E E2 AB D5 7C 28 Cl 30 AA E7 63 6E 66
90 DE DE 43 CE 06 A4 A6
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After x

9D
35
c7
B2
2D
2A
DC

DB
c4
62
TA
3D
4F
CD

4D
17
6D
9E
07
95
C5

51
36
DE
22
5F
3A
3B

BE
28
2F
8E
Cl
99
CF

03
11
DC
CF
09
09
9A

26
B8
03
05
65
F8
82

9B
A5
0F
11
B2
DB

E5

D7
0c
87
E3
DC
22

AO

6F
56
61
A2
72
E8
58

80
4E
96
E7
20
B5
AC

TA
TE
EA
77
BS5
El

9B

ES
26
59
4D
co
BF

FD
58
TF
65
F8
BA
03

ISO/IEC 10118-3:2018(E)

43
5E
08
86
BA
B6
CB

24
1A
C3
4F
BB
87
5C

E4
BE
El
B2
B6

After]

pe=

95
35
Cc7
B2
2D
2A
DC
E4
BE
El
B2
B6

After|permutation

95
35
c7

TF
A8
B7
c4
07

5B
c4
62
TA
3D
4F
CD
TF
A8
B7
C4
07

5B
C4
62

98
83
4F
87
85

4D
17
6D
9E
07
95
C5
98
83
48
87
85

4D
17
6D

EC
TA
Cc8
FA
DF

D1
36
DE
22
5F
3A
3B
EC
TA
C8
FA
DF

D1
36
DE

B9
DA
E7
6A
EA

D9

BE
28
2F
8E
Cl
99
CF
BY
DA
E7
6A
EA
D9

BE
28
2F

0A
B9
A8
94
AF
FE

03
11
DC
CF
09
09
9A
OA
B9
A8
94
AF
FE

03
11
DC

31
95
D8
21
55
EE

26
B8
03
05
65
Fg
382
31
95
D8
21
55
EE

26
B8
03

10
08
co
56
FC
47

1B
A5
0F
11
B2
DB
ES
10
08
co
56
FC
47

1B
A5
0F

A5
9E
21
71
0c
DE

D7
0cC
87
ES
DC
22
AQ
A5
9E
21
71
0c
DE

D7
0C
87

8A
C2
F4
60
co
45

6F
56
6%
X2
72
E8
58
8A
c2
F4
60
co
45

6F
56
61

Ab
21
2A
83
31
28

80
4K
96
E7
20
B5
AC
A6
21
2A
83
31
28

80
4E
96

68
E6
A8
6C
82
8F

Th
TE
EA
77
BS
El
9B
68
E6
A8
6C
82
8F

TA
TE
EA

46
6F
25
37
c7

7E
ES
26
59
4D
co
BF
46
6F
25
37
c7

E9
26

02
BA
4D
07
5B

FD
58
TF
65
F8
BA
03
02
BA
4D
07
5B

FD
58
TF

93
06
3C
87
3F

43
5E
08
86
BA
B6
CB
93
06
3C
87
3F

43
5E
08

E3
83
93
2B
X9

24
1A
C3
4F
BB
87
5C
E3
83
93
2B
66

24
1A
C3

BZ
2D
2A
DC
E4
BE
El
B2
B6

TA
3D
4F
CD
TF
A8
B7
c4
07
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Ok
07
95
C5
98
83
4F
87
85

5F
3A
3B
EC
TA
Cc8
FA
DF

S
Cl
99
CF
B9
DA
E7
6A
EA
D9

Ck

09
09
9A
0A
B9
A8
94
AF
FE

Ud
65
F8
82
31
95
D8
21
55
EE

Il
B2
DB
ES
10
08
co
56
FC
47

B3
DC
22
AQ
A5
9E
21
71
0c
DE

72
E8
58
8A
c2
F4
60
co
45

B
20
B5
AC
A6
21
2A
83
31
28

I
BS5
E1l
9B
68
E6
A8
6C
82
8F

S)°)
4D
co
BF
46
6F
25
37
c7

05
F8
BA
03
02
BA
4D
07
5B

80
BA
B6
CB
93
06
3C
87
3F

4k
BB
87
5C
E3
83
93
2B
66
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State (as lanes of integers)

[0,0] = 1B2603BED14D5B95
[1,0]=2443FD7E7A806FD7
[2,0] =A5B811283617C435
[3,0] = 1ASE58E97E4E560C
[4,0] = 0OFO3DC2FDE6D62C7

The hash value is

[0,1] = C3087F26EA966187
[1,1] = 1105CF8E229E7AB2
[Z, 1= 4F8665507/ETAZES
[3,1] =B26509C15F073D2D
[4,1] = BBBAF84DB52072DC

[0,2] =DBF809993A954F2A
[1,2] = 87B6BACOE1BSES22
[2,2] =E5829ACF3BC5CDDC
[3,2] = 5CCBO3BFIBAC58A0
[4,2] =10310AB9EC987FEA4
[0,3] =E393024668A68AA5
[1,3] = 0895B9DATAB3A8RE
[2,3]=8306BA6FE621C29E
[3,3] =CODBASE7C84FBIET
[4,3] =933C4D25A82AF421
[0,4] = 562194 6KPA87CA4B2
[1,4] = 2B87Q7876C836071
[2,4] = FC&5AFEADF8507B6
[3,4]=663F5BC78231C00C
[4/4]=8F2845DE47EEFEDY

95 5B.4P D1 BE 03 26 1B D7 6F 80 7A 7E FD 43 24
35(C4717 36 28 11 B8 A5 0C 56 4E 7E E9 58 5E 1A
€Y* 62 6D DE 2F DC 03 0F 87 61 96 EA 26 7F 08 C3

B.17 Dedi¢ated ' Hash-Function 16 (SHA3-512)
NOTE1  Datais presented in three different ways: bit strings, byte strings and w-length words (for the lanes).

NOTE 2  Bitstrings are the sequence of bits from left to right.

NOTE 3  Byte strings are the bytes from left to right and the bits within the byte are right to left.

NOTE4  Words are the integer representation of the values in the lanes.

The message as bit string

218
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XORed state (in bytes)

06
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
80
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =0000000000000006
[1,0]=00000000000000Q0
[2,0]=0000000000Q00000
[3,0]=000000@00€000000
[4,0]=000,00600000000000
[0,1] =0060000000000000
[1,1] =0000000000000000
[271}1=0000000000000000
[3,11=8000000000000000
[4,1]=0000000000000000
[0,2]=0000000000000000
[1,2]=0000000000000000
[2,2] =0000000000000000
[3,2] =0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=0000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
0,0

Round #0
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[3,3]=0000000000000000
[4,3]1=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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ISO/IEC 10118-3:2018(E)

After 0

06 00 00 00 00O OO OO 00 06 0O OO 00 00 0O 00 0O
01 00 00 00 00 0O OO 00 0O OO OO 00 00 0O 00 0O
0c 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
06 00 00 00 00O 0O OO 00 01 OO OO 00 00 0O 00 0O
00 00 00 00 00 0O OO0 80 OC 00O OO0 00 00 00O OO0 80
00 00 00 00 00 0O OO 00 06 0O OO 00 0O 0O OO OO
01 00 00 00O 00 00 OO 0O 00 OO OO 0O 00 00 00 00
0C 00 00 00 00 00 OO0 80 00 00 OO0 00 00 00 OO0 00

06 00 00 00 00O OO OO 00 01 0O OO 00 00 0O 00 0O

00 00 00 00 00 0O OO 00 OC 00O OO0 00 00 00 0O 80

00 00 00 00 00 0O OO 00 06 0O OO 00 00 0O 00 00

01 00 00 00 00O 0O OO 00 0O 0O OO 00 00 0O 00 0O
0Cc 00 00 00 00 00 00 80

After p

06 00 00 00 00 OO OO 00 OC 00 00 00 00 00~00 00
00 00 00 00 00 0O OO 40 00 00 00 00 0Q0NOO 00 0O
00 00 00 64 00 00 00O 00 00 0O OO0 0B£00 0O 00 0O
00 00 00 00 00 60 00 00 40 00 0000 00 0O 00 00
00 00 00 00 00 0O 40 00 00 Q0~€8 00 00 00 00 00
00 00 00 00 00 00 OO0 00O 0018 00 00 00 00 00 00
00 00 00 00 00 08 00 0Q™@® 00 OO0 00 00 0O 00 0O
00 00 00 00 40 06 00cHO 00 OO0 OO 00 00 00 00 00
00 00 00 00 00 c0.00 00 00 80 00 00 00 00 00 0O
00 00 00 00 0Q00 OO 00 80 OC 00 00 00 00 00 0O
00 00 00 0QNOD” 00 00 00 18 00 OO0 00 00 0O 00 0O
00 00 00-00°00 00 00 20 00 00O OO 00 00 0O 00 0O
00 20 03 00 00 00 00 0O

After

06 00 00 00 00 OO OO 00 0O OO OO 00 00 60 00 0O
00 00 00 00 00O 08 00 00 00 0O OO 00 00 00O 00 0O
00 20 03 00 00 00O OO 00 0O OO OO 00 00 0O 00 0O

o0 U0 C8 00U 00 00 00 U0 U0 00U 0OU 00 00 00 U0 U0
00 00 00 00 00 CcO 00 00 00 0O OO 00 00 00O 00 20
0c 00 00 00 00 0O OO 00 40 00 OO0 00 00 00O 00 0O
00 00 00 00 00 0O OO0 00 80 OC 00 00 00 0O OO0 0O
00 00 00 00 00 00 OO 0O 00 OO 00O 64 00 00 00 00
00 00 00 00 00 00O OO 00 00 18 00 00 00 00 00 0O
00 80 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 40 00 00O OO0 00 00 00O 40 00
00 00 00 00 40 06 00 00 00 0O OO 00 00 0O 00 0O
18 00 00 00 00 00 00 0O
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After x

06
00
00
00
00
0c
00

00
20
20
00
00
00
00

00
03
03
C8
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

08
08
60
co
co
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
06
00
00
00
(030)
8C

00
00
00
00
00
oc
0cC

00
00
00
00
C8
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

60
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
20
20
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

40
00
00
00
18

07
00
00
00
00
oc
00
40
00
00
00
18

00
80
80
00
00

00
20
20
00
00
00
00
00
80
80
0Q
00

00
00
00
00
00

00
03
03
C8
00
00
00
00
00
00
OS]
00

00
00
64
00
00

00
00
00
00
00
00
00
00
0Q
64
00
00

00
00
00
40
40
18

00
00
00
00
00
00
00
Q0
00
00
40
40
18

00
00
00
06
06
00

08
08
60
co
co
00
00
00
00
00
06
06
00

00
00
00
00
00
00

00
00
00
00
00
0Q
Q00
00
00
00
00
00
00

00
00
00
40
00
00

00
00
00
00
00
00
00
00
00
00
40
00
00

00
00
00
00
00
00

00
06
00
00
00
co
8C
00
00
00
00
00
00

18
18
00
00
00
00

00
00
0Q
00
00
oc
oc
18
18
00
00
00
00

00
00
00
00
00
40

00
00
00
00
C8
00
00
00
00
00
00
00
40

64
00
00
00
00
00

oo
00
00
00
00
00
00
64
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00

60
00
00
00
00
00
00
00
00
00
00
00

00
00
00
40
00

00
00
00
00
00
00
00
00
00
00
40
00

00
00
00
00
4.0

00
00
00
20
20
00
00
00
00
00
00
40
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After 0

AC 55 F3 6C 45 3B 9A 54 F3 B6 DB 13 OF OF 54 16

AC 5F 9D 80 59 A4 0D 7B 08 65 07 88 55 78 03 79
74 8F 0OC 18 AA D5 85 E1 37 BF CF DB F9 A4 3E E5
44 DE 1C EO 10 DO A7 6D 51 2A 45 11 3C 32 8D 10
38 FC F6 18 A4 21 AC 04 CD 6E 92 AC 91 33 D1 48
88 28 43 70 19 90 E7 7C FC E9 C2 B5 BO CO 6C 97
DA A0 65 1D CO BB 4C EF 48 C4 8C FB EF D1 B2 CD

9D 20 37 49 6A D4 3D 7F A3 38 B2 81 F5 1A 4F FC

29 1C B2 12 B4 45 A2 EC CC 35 72 2D 4D 4F CB 1B

88 D9 BO 40 35 51 83 1E 34 52 E6 CO 03 FD 31 33

09 AF BE 8D 62 DC 6C 1D 9E BC 42 EE 0B AC 4E AD
68 AC A4 C7 72 12 57 48

After p

AC 55 F3 6C 45 3B 9A 54 E6 6D B7 27 1E 1E~A8 2C
EA CA DD 5D 42 8E E6 88 11 02 4F 02 0CN\33 E5 5C
22 6D D8 63 FD EA 04 CC 58 85 37 9087 50 76 80
80 Al 5A 5D 18 4E F7 C8 F9 CD E&/F3 76 3E A9 4F
6F OE 70 08 E8 D3 36 22 D3 0841 A5 52 14 Cl1 23
CO E1 B7 C7 20 0D 61 25 2335 BB 49 B2 46 CE 44
82 CB 80 3C E7 43 44 1961 D9 2E F9 D3 85 6B 61
OE EO 5D A6 77 6D DO(¢B2 F7 DF A3 65 9B 91 88 19
26 49 8D BA E7 AE. 13 E4 27 FE 51 1C D9 CO 7A 8D
48 94 3D 85 43¢56¢ 82 B6 1B CC 35 72 2D 4D 4F CB
0D 7A 20 66N\83" 02 D5 44 DO 48 99 03 OF F4 C7 CC
E1 D5 B7.5178C 9B AD 23 BC 42 EE 0B AC 4E AD 9E
15 12 1A 2B E9 B1 9C C4

After

AC 55 F3 6C 45 3B 9A 54 80 Al 5A 5D 18 4E F7 C8
82 CB 80 3C E7 43 44 19 48 94 3D 85 43 56 82 B6
15 12 1A 2B E9 B1 9C C4 11 02 4F 02 0C 33 E5 5C

D3 U8 11 A> 52 14 CL 23 CUO EL B/ C/7 ZU UD ol 25
26 49 8D BA E7 AF 13 E4 E1 D5 B7 51 8C 9B AD 23
E6 6D B7 27 1E 1E A8 2C F9 CD EF F3 76 3E A9 4F
81 D9 2E F9 D3 85 6B 61 1B CC 35 72 2D 4D 4F CB
0D 7A 20 66 C3 02 D5 44 22 6D D8 63 FD EA 04 CC
58 85 37 90 87 50 76 80 23 35 BB 49 B2 46 CE 44
27 FE 51 1C D9 CO 7A 8D BC 42 EE OB AC 4E AD 9E
EA CA DD 5D 42 8E E6 88 6F OE 70 08 E8 D3 36 22
OE EO 5D A6 77 6D DO B2 F7 DF A3 65 9B 91 88 19
DO 48 99 03 OF F4 C7 CC
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After x

AE
97
15
F5
36
E6
85

1F
Cc9
B2
00
4B
7D
EB

73
82
12
19
C5
B7
2E

4c
16
3A

B8
2F

A2
4F
Fl
95
E7
9F
11

3A
E2
F5
B6
8F

87

9A
58
F9
D3
53
EA
FB

45
59
4c
E3
B8
0cC
65

c8
EO
11
01
23
E3
F9

B5
D1
E3
75
DD
Cc9
C9

67
DC
ES
85
A7
FE
A2

DC
Cl
40
86
F4
Fl
73

18
47
2C
28
DE
5A
31

5A
5C
3A
1D
9F
76
51

ISO/IEC 10118-3:2018(E)

75
80
C5
CD
AD
AD
67

6E
A6
58
26
00
C5
E3

14
5C
25
EA
OE

After]

pe=

A6
97
15
F5
36
E6
85
14
5C
25
EA
OE

After|permutation

A6
97
15

FA
4F
D3
2A
EO

9F
C9
B2
00
4B
7D
EB
FA
4F
D3
2R
EOQ

9F
C9
B2

68
77
41
DO
45

73
82
12
19
C5
B7
2E
68
77
41
Do
45

73
82
12

B6
84
7C
FB
A4

cc
16
3A

B8
2F

B6
84
7C
FB
A4

CC
16
3A

A3
CE
88
55
73
D5

A2
4F
Fl
95
E7
9F
11
A3
CE
88
55
73
D5

A2
4F
Fl

22
DO
60
A2
09
4c

3A
E2
F5
B6
8F

87
22
DO
60
A2
09
4c

3A
E2
F5

D4
46
TA
26
97
B9

9A
58
F9
D3
53
EX
EB
D4
46
TA
26
97
B9

9A
58
F9

07
09
CD
18
76
03

C5
59
4c
E3
B8
0C
65
07
09
CD
18
76
03

C5
59
4c

01
BB
E4
9E
DD
A7

c8
EO
11
oL
23
E3
F9
01
BB
E4
9E
DD
A7

C8
EO
11

5D
35
C2
11
5D
A5

B5
D1
ES
)
DD
Cc9
Cc9
5D
35
C2
11
5D
A5

BS5
D1
E3

50
15
C9
D2
E7
D7

67
DC
ES
85
A7
FE
A2
50
15
C9
D2
E7
D7

67
DC
ES

2A
4A
9B
49
39
EE

jule;
Cl
40
86
F4
Fl
73
2A
4A
9B
49
39
EE

DC
Cl
40

CD
96
AE
60
DB

I8
47
2C
28
DE
5A
31
CD
96
AE
60
DB

18
47
2C

EC
48
S5E
43
9B

5A
5C
3A
1D
9F
76
51
EC
48
5E
43
9B

5A
5C
3A

8C
4B
DF
3E
A8

75
80
C5
CD
AD
AD
67
8C
4B
DF
3E
A8

75
80
C5

88
56
9E
2B
1.9

6E
A6
58
26
00
C5
E3
88
56
9E
2B
19

6E
A6
58

[3S)
36
E6
85
14
5C
25
EA
OE

U0
4B
7D
EB
FA
4F
D3
2A
EO
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19
C5
B7
2E
68
77
41
DO
45

9D
B8
2F

B6
84
7C
FB
A4

95
E7
9F
11
A3
CE
88
55
73
D5

Bo

8F

87
22
DO
60
A2
09
4c

D3
53
EA
FB
D4
46
TA
26
97
B9

B3
B8
oc
65
07
09
CD
18
76
03

Ul
23
E3
F9
01
BB
E4
9E
DD
A7

S
DD
Cc9
Cc9
5D
35
C2
11
5D
A5

S19)
A7
FE
A2
50
15
C9
D2
E7
D7

30
F4
Fl
73
2A
4A
9B
49
39
EE

DE
5A
31
CD
96
AE
60
DB

1D
9F
76
51
EC
48
5E
43
9B

CD
AD
AD
67
8C
4B
DF
3E
A8

20
00
C5
E3
88
56
9E
2B
19

223
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0] = C59A3AA2CC739FA6
[1,0] = 6E755A18DC67B5CS
[2,0] =5958E24F1682C997
[3,0] =26805C47C1DCD1EQ
[4,0] = 4CF9F5F13A12B215
[0,1] = 58C53A2C40E9E311
[1,1] =E3D3B6959D1900F5

The hash value is

The messags

A6 9E
97(C9
315 B2
F5 00

as bit'string

1,1] =

[2,1]=

[3,1] =B8538FE7B8C54B36
[4,1]

[0,2] = 0CEA9F9F2FB77DE6

26CD1D2886857501
= 00AD9FDEF4A7DD23

[1,2] = C5AD765AF1FECOE3
[2,2] = 65FB8711FD2EEBRS5
[3,2] =E367513173R2C9F9
[4,2] = 07D422A3B668FAL4
[0,3] =888CECCD2A505D01
[1,3]=0946D0OCE84774F5C
[2,3]1=564B48964A1535BR
[3,3]=CD7260887C41D325
[4,3] = O9EDF5EAEOBCYIC2E4
[0,4] =1826A255FPBD02AEA
[1,4] = 2B3E436049D2119E
[2,4] = 76970973A445E00E
[3,4],=19A89BDB39E75DDD
[4/4]=EED7A5A703B94CD5

CC A2 3A SA C5 C8 B5 67 DC
16 4F E2 58 59 EO D1 DC C1
3A F1 F5 F9 4C 11 E3 E9 40
9D 95 B6 D3 E3 01 75 85 86

18
47
2C
28

5A 75 6E
5C 80 A6
3A C5 58
1D CD 26

224
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XORed state (in bytes)

D3
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
80
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =00000000000000D8
[1,0]=00000000000000Q0
[2,0]=0000000000Q00000
[3,0]=000000@00€000000
[4,0]=00000600000000000
[0,1]=006,0000000000000
[1,1] =0000000000000000
[271}1=0000000000000000
[3,11=8000000000000000
[4,1]=0000000000000000
[0,2]=0000000000000000
[1,2]=0000000000000000
[2,2] =0000000000000000
[3,2] =0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=0000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
0,0

Round #0
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[3,3]=0000000000000000
[4,3]=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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ISO/IEC 10118-3:2018(E)

After 0

D3 00 00 00 00 00 00 00 D3 00 0O 00 00 00 00 00
01 00 00 00 00 0O OO 00 0O OO OO 00 00 0O 00 0O
A6 01 00 00 00 0O 00 80 00 00 0O 00 00 00 0O 00
D3 00 00 00 00O 00 00 0O 01 00 00 0O 0O 00 00 0O
00 00 00 00 00 0O OO0 80 A6 01 00 00 00 00O OO 80
00 00 00 00 00 0O OO 00 D3 00O OO 00 00 0O OO0 0O
01 00 00 00O 00 00 OO 0O 00 OO OO 0O 00 00 00 00
A6 01 00 00 00 00 00 80 00 00 00 00 00 00 00 00

D3 00 00 00 00 00 0O 00 01 00 0O 00O 00 00 00 00

00 00 00 00 00 0O OO0 00 A6 01 00 00 00 00O 00 80

00 00 00 00 00 0O OO 00 D3 00O OO 00 00 0O 00 0O

01 00 00 00 00O 0O OO 00 0O 0O OO 00 00 0O 00 0O
A6 01 00 00 00 00 00 80

After p

D3 00 00 00 00 00 00 00 A6 01 00 00 00 00~00 0O
00 00 00 00 00 0O OO 40 00 00 00 00 0Q0NOO 00 0O
00 00 00 34 OD 00 00 00 00 00O 00 0B£00 00 00 00
00 00 00 00 00 30 OD 00 40 00 0000 00 00 00 00
00 00 00 00 00 00 40 00 00 00~%8 1A 00 00 00 00
00 00 00 00 00 0O OO0 00 00»4C 03 00 00 00 00 0O
00 00 00 00 00 08 00 0Q™@® 00 OO0 00 00 0O 00 0O
00 00 00 00 40 D3 00cdO 00 OO0 OO 00 00 00 00 00
00 00 00 00 00 60. IR 00 00 80 00 00 00 00 00 0O
00 00 00 00 0Q00 OO 00 80 A6 01 00 00 00 00 00
00 00 00 0QNOD” 00 00 00 4C 03 00 00 00 00 00 00
00 00 00-00°00 00 00 20 00 00O OO 00 00 0O 00 0O
00 A0 69 00 00 00 00 0O

After

D3 00 00 00 00O 00 00 0O OO OO0 00 0O 00 30 OD 00
00 00 00 00 00O 08 00 00 00 0O OO 00 00 00O 00 0O
00 A0 69 00 00 00 00O 00 00 0O OO 00 00 00O 00 0O

v0 U0 o8 IA 00 00 00 U0 U0U 0O 0OU 00 00 00 U0 U0
00 00 00 00 00 60 1A 00 00 OO OO 00 00 00 00 20
A6 01 00 00 00 0O 0O OO0 40 00 00 00 00 00 00 00
00 00 00 00 00 0O OO0 00 80 A6 01 00 00 00O 00 0O
00 00 00 00 00 00 OO 0O 00 OO OO 34 OD 00 00 00
00 00 00 00 00 0O OO 00 0O 4C 03 00 00 00 00 00
00 80 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 40 00 00O OO0 00 00 00O 40 00
00 00 00 00 40 D3 00 00 00 0O OO 00 00 0O 00 0O
4C 03 00 00 00 00 00 00
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After x

D3
00
00
00
00
A6
00

00
AQ
AQ
00
00
01
00

00
69
69
68
00
00
00

00
00
00
1A
00
00
00

00
00
00
00
00
00
00

08
08
30
60
60
00
00

00
00
0D
1A
1A
00
00

00
00
00
00
00
00
00

00
D3
00
00
00
(030)
26

00
00
00
00
00
A6
A7

00
00
00
00
68
01
01

00
00
00
00
1A
00
00

00
00
00
00
00
00
00

30
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

0D
00
00
00
00
00
00

00
00
00
20
20
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

40
00
00
00
4C

D2
00
00
00
00
A6
00
40
00
00
00
4cC

00
80
80
00
03

00
AQ
AQ
00
00
01
00
00
80
80
0Q
03

00
00
00
00
00

00
69
69
68
00
00
00
00
00
00
OS]
00

00
00
34
00
00

00
00
00
1A
00
00
00
00
0Q
34
00
00

00
00
0D
40
40
4C

00
00
00
00
00
00
00
Q0
00
0D
40
40
4C

00
00
00
D3
D3
03

08
08
30
60
60
00
00
00
00
00
D3
D3
03

00
00
00
00
00
00

00
00
0D
1A
1A
0Q
Q00
00
00
00
00
00
00

00
00
00
40
00
00

00
00
00
00
00
00
00
00
00
00
40
00
00

00
00
00
00
00
00

00
D3
00
00
00
co
26
00
00
00
00
00
00

4c
4c
00
00
00
00

00
00
0Q
00
00
A6
A7
4c
4c
00
00
00
00

03
03
00
00
00
40

00
00
00
00
68
01
01
03
03
00
00
00
40

34
00
00
00
00
00

oo
00
00
00
1A
00
00
34
00
00
00
00
00

0D
00
00
00
00

00
00
00
00
00
00
00
0D
00
00
00
00

00
00
00
00
00

30
00
00
00
00
00
00
00
00
00
00
00

00
00
00
40
00

0D
00
00
00
00
00
00
00
00
00
40
00

00
00
00
00
4.0

00
00
00
20
20
00
00
00
00
00
00
40
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ISO/IEC 10118-3:2018(E)

After 0

8C 3E 41 CB DO 65 FC 4C 7D 72 90 CA 3E 31 E5 16
BEF 34 08 00 48 62 98 BF F7 11 2F 6C BD 36 ED 59
C3 26 A5 74 61 OB DF 40 80 43 3E 4A 07 80 B7 FD
08 30 A2 25 D7 C2 8D C6 E9 93 68 6B 6B 56 35 C5
7E DE A8 17 F1 8B 42 73 18 0C B8 DD 01 9B 77 E4
D2 90 45 92 85 F5 E6 OF D5 F4 OF 1B A4 3B DA AF
8F A7 AE 44 18 49 22 B3 09 A8 FD C7 C3 40 CO D1

E3 B2 55 35 3F E5 88 2E 20 8F 13 OA DE Fo 23 51

BE B7 81 D8 C4 87 AA C8 33 CA 45 F6 30 F5 40 38

72 4D 2E F8 3B D1 92 3E 95 1E D9 29 82 D7 3B Al

B9 3E BO E5 2B 29 51 55 90 CA 7E 75 0C 69 34 81

C2 3E 37 EE C2 EO DB D6 91 C8 5D 11 B2 D4 9F 3B
EO 54 36 27 2C FD 1B 30

After p

8C 3E 41 CB DO 65 FC 4C FA E4 20 95 7D G2~CA 2D
2F 0D 02 00 92 18 E6 EF 6B D3 9E 75 1ENF1 C2 D6
5B F8 06 1A 36 29 A5 OB 74 00 78 DB/OF 38 E4 A3
5A 72 2D DC 68 8C 00 23 71 FA 24)DA DA S9A 55 4D
6F D4 8B F8 45 Al 39 3F 79 47<€E Cl1 80 DB 1D BO
90 86 2C 92 2C AC 37 7F BE»o6 D3 3F 6C 90 EE 68
25 C2 48 12 99 7D 3C 7561 80 A3 13 50 FB 8F 87
9A 9F 72 44 97 71 D9CAA 14 BC ED 47 A2 40 1E 27
10 9B F8 50 15 D9.F7 36 20 9C 19 E5 22 7B 98 7A
5A D2 47 AE C9Q(05 7F 27 Al 95 1E D9 29 82 D7 3B
44 55 E5 FANGD” 96 AF A4 42 2A FB D5 31 A4 D1 04
D8 E7 C6.5D 18 7C DB 5A C8 5D 11 B2 D4 9F 3B 91
06 0C 38 95 CD 09 4B FF

After

8C 3E 41 CB DO 65 FC 4C 5A 72 2D DC 68 8C 00 23
25 C2 48 12 99 7D 3C 75 5A D2 47 AE C9 05 7F 27
06 0C 38 95 CD 09 4B FF 6B D3 9E 75 1F F1 C2 D6

/947 gk CL 80U DB 1D BUO 90 8o ZC 92 ZC AC 37 Tk
10 9B F8 50 15 D9 F7 36 D8 E7 C6 5D 18 7C DB 5A
FA E4 20 95 7D 62 CA 2D 71 FA 24 DA DA 9A 55 4D
81 80 A3 13 50 FB 8F 87 Al 95 1E D9 29 82 D7 3B
44 55 E5 FA CO 96 AF A4 5B F8 06 1A 36 29 A5 OB
74 00 78 DB OF 38 E4 A3 BF 56 D3 3F 6C 90 EE 68
20 9C 19 E5 22 7B 98 7A C8 5D 11 B2 D4 9F 3B 91
2F 0D 02 00 92 18 E6 EF 6F D4 8B F8 45 Al 39 3F
9A 9F 72 44 97 71 D9 AA 14 BC ED 47 A2 40 1E 27
42 2A FB D5 31 A4 D1 04
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After x

A9
21
54
79
33
TA
C5

BE
CE
4c
5E
8B
E4
co

01
70
14
5E
EO
A3
42

C9
03
81
81
70
94
31

41
9D
ES
91
12
7D
90

14
75
81
8A
58
03
EF

e10}
3C
4B
DD
E7
40
A7

18
AD
DC
BO
B2
AF
03

00
D2
EB
58
c8
51
1B

62
EO
53
E2
E3
EF
35

2A
06
BE
2A
Co6
38
1E

70
E4
67
9F
DD
12
DC

28
D9
33
24
98
F3
14

8C
61
D5
88
76
9A
E2

ISO/IEC 10118-3:2018(E)

43
CB
EO
3F
Cé
05
97

21
27
99
37
TA
75
32

45
74
33
BF
D8

After]

pe=

Al
21
54
79
33
TA
C5
45
74
33
BF
D8

After|permutation

Al
21
54

4F
88
3C
06
9D

3E
CE
4c
5E
8B
E4
co
4F
88
3C
06
9D

3E
CE
4c

E1
70
1F
72
60

01
70
14
5E
EO
A3
42
El
70
1F
72
60

01
70
14

BO
1B
ED
04
D4

49
03
81
81
70
94
31
BO
1B
ED
04
D4

49
03
81

42
0D
00
00
86
02

41
9D
E5
91
12
7D
90
42
0D
00
00
86
02

41
9D
E5

OE
53
5B
48
D5
FA

14
75
81
8A
58
03
EF
(0
53
5B
48
D5
FA

14
75
81

BA
F4
1C
26
18
72

[e10)
3C
4B
DD
E7
4Q
A7
BA
F4
1cC
26
18
72

co
3C
4B

E4
Bl
70
6F
AA
2D

98
AD
DC
BO
B2
AF
03
E4
Bl
70
6F
AA
2D

98
AD
DC

DO
77
EC
6B
39
74

00
D2
EB
58
C8
51
1B
DO
77
EC
6B
39
74

00
D2
EB

AE
17
5D
F4
B9
05

62
EO
5%
B2
E3
EF
35
AE
17
5D
F4
B9
05

62
EO
53

85
D3
69
06
ED
C8

2A
08
BE
2A
Co
38
1E
85
D3
69
06
ED
C8

2A
06
BE

3E
2D
73
FB
47
14

0
E4
67
9F
DD
12
DC
3E
2D
73
FB
47
14

70
E4
67

56
B8
DD
65
20

28
D9
33
24
98
F3
14
56
B8
DD
65
20

28
D9
33

A9
14
8F
Al
58

8C
61
D5
88
76
9A
E2
A9
14
8F
Al
58

8C
61
D5

AF
CD
7B
3F
38

43
CB
EO
3F
Cé
05
97
AF
CD
B
3F
38

43
CB
EO

43
E9
31
3A
eC

21
27
99
37
TA
75
32
43
E9
31
3A
ccC

21
27
99

9
33
TA
C5
45
74
33
BF
D8

ok
8B
E4
co
4F
88
3C
06
9D

© ISO/IEC 2018 - All rights reserved

ok
EO
A3
42
El
70
1F
72
60

gl
70
94
31
BO
1B
ED
04
D4

91
12
7D
90
42
0D
00
00
86
02

SA
58
03
EF
OE
53
5B
48
D5
FA

DD
E7
40
A7
BA
F4
1cC
26
18
72

BO
B2
AF
03
E4
Bl
70
6F
AA
2D

S)s]
c8
51
1B
DO
77
EC
6B
39
74

E3
EF
35
AE
17
5D
F4
B9
05

Cco
38
1E
85
D3
69
06
ED
C8

ok
DD
12
DC
3E
2D
73
FB
47
14

98
F3
14
56
B8
DD
65
20

33
76
9A
E2
A9
14
8F
Al
58

3k
Cé
05
97
AF
CD
7B
3F
38

37
TA
75
32
43
E9
31
3A
ccC
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0]=98C0144149013EA1
[1,0]=21438C28702A6200
[2,0] =AD3C759D0370CE21
[3,0] =27CB61D9E406EOD2
[4,0] =DC4B81E581144C54
[0,1] = 99E0D53367BE53EB

BODD8AS1815E5E79

The hash value is

Al 3E
21(CE
54~ 4C
79 5E

The messagg as bipstring

Qb
70
14
5E

0,1]
[1,1]=
[2,1]=373F88240F2AE258
[3,1] =B2F7581270E08B33
[4,1]

[0,2] =AF40037D94A3E47A

=7AC67698DDCOE3CS

[1,2] = 75059AF31238EF51
[2,2] = 03A7EF903142C0C5
[3,2] = 3297E214DC1E351B
[4,2] =E4BAOE42BOE14F45
[0,3] = 43AFA9563E85AEDO
[1,3] =B1F4530D1B708874
[2,3] =E9CD14B82DD31774
[3,3]=701C5B00EDIF3CA3
[4,3] = 317B8FDD73695DEC
[0,4] = 6F264800PA7206BF
[1,4] = 3A3FAL65FBOGF46B
[2, 4] = AAPED586D4609DD8
[3,4]=CC38582047EDBI39
[444]=14C805742D72FA02

49 41 14 CO 98 00 62 2A 70
03 9D 75 3C AD D2 EO 06 E4
81 E5 81 4B DC EB 53 BE 67
81 91 8A DD BO 58 E2 2A O9F

8C 43 21
61 CB 27
D5 EO 99
88 3F 37

ITUUI0I00U0UII0IUITI0ITITII0OI00ITI0

230
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XORed state (in bytes)

53
00
00
00
00
00
00

58
00
00
00
00
00
00

7B
00
00
00
00
00
00

99
00
00
00
00
00
00

01
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
80
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

XORe(d state (as lanes of integers)

00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

[0,0] =00000001997B5858
[1,0] =00000000000008Q0
[2,0]=0000000000Q00000
[3,0]=000000Q00¥000000
[4,0] = 00000BD000000000
[0,1] = 09$,0000000000000
[1,1]1 20000000000000000
[271}=0000000000000000
{3,1]=8000000000000000
[4,1]=0000000000000000
[0,2] =0000000000000000
[1,2]=0000000000000000
[2,2]=0000000000000000
[3,2]=0000000000000000
[4,2]=0000000000000000
[0,3]=0000000000000000
[1,3]=0000000000000000
[2,3]=0000000000000000

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
0,0

Round #0
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[3,3]=0000000000000000
[4,3]=0000000000000000
[0,4]=0000000000000000
[1,4]=0000000000000000
[2,4]=0000000000000000
[3,4]=0000000000000000
[4,4]=0000000000000000
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After 0

53 58 7B 99 01 00 00 00 53 58 7B 99 01 00 00 00
01 00 00 00 00 0O OO 00 0O OO OO 00 00 0O 00 0O
A6 BO F6 32 03 00 00 80 00 00 00 00 00 00 00 00
53 58 7B 99 01 00 00 00 01 00 0O 00O 00 00 0O 00
00 00 00 00 00 00 00 80 A6 BO F6 32 03 00 00 80
00 00 00 00 00 0O OO0 00 53 58 7B 99 01 00 00 00
01 00 00 00O 00 00 OO 0O 00 OO OO 0O 00 00 00 00
A6 BO F6 32 03 00 00 80 00 00 00 00 00 00 00 00

53 58 7B 99 01 00 00 00 01 00 0O 00O 00 00 00O 00

00 00 00 00 00 00 OO0 00 A6 BO F6 32 03 00 00 80

00 00 00 00 00 0O OO0 00 53 58 7B 99 01 00 00 00

01 00 00 00 00O 0O OO 00 0O 0O OO 00 00 0O 00 0O
A6 BO F6 32 03 00 00 80

After p

53 58 7B 99 01 00 00 00 A6 BO F6 32 03 00~00 00
00 00 00 00 00 0O OO 40 00 00 00 00 0Q0NOO 00 0O
00 00 00 34 85 B5 97 19 00 00 00 0600 00 00 00
97 19 00 00 00 30 85 B5 40 00 0000 00 00 00 00
00 00 00 00 00 00 40 00 00 00v%8 OA 6B 2F 33 00
00 00 00 00 00 00 OO0 00 00-4C 61 ED 65 06 00 00
00 00 00 00 00 08 00 0Q™@® 00 OO0 00 00 0O 00 0O
99 01 00 00 40 53 58¢%B 00 00 00 00 00 00 00 00
2F 33 00 00 00 60.0R 6B 00 80 00 00 00 00 00 00
00 00 00 00 0Q00 OO 00 80 A6 BO F6 32 03 00 00
00 00 00 0QNDD” 00 00 00 4C 61 ED 65 06 00 00 00
00 00 00-00°00 00 00 20 00 00O OO 00 00 0O 00 0O
00 A0 29 AC BD CC 00 00

After

53 58 7B 99 01 00 00 00 97 19 00 00 00 30 85 B5
00 00 00 00 00O 08 00 00 00 0O OO 00 00 00O 00 0O
00 A0 29 AC BD CC 00 00 00 00 00 00 00 00 00 0O

U0 U0 o8 UA oB ZF 33 U0 U0 00U 00U 00U 00 00 U0 U0
2F 33 00 00 00 60 OA 6B 00 00 00 00 00 00 00 20
A6 BO F6 32 03 00 00 00 40 00 00 00 00 00 0O 0O
00 00 00 00 00 0O OO0 00 80 A6 BO Fo6 32 03 00 00
00 00 00 00 00 00 OO 0O 00 OO 00O 34 85 B5 97 19
00 00 00 00 00 00 OO0 00 00 4C 61 ED 65 06 00 00
00 80 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 40 00 00O OO0 00 00 00O 40 00
99 01 00 00 40 53 58 7B 00 00 00 00 00 0O 00 00
4C 61 ED 65 06 00 00 00
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After x

53
00
84
2F
2F
A6
00

58
AQ
Al
33
33
BO
00

7B
29
29
68
00
F6
00

99
AC
AC
0A
00
32
00

01
BD
BD
6B
00
03
00

08
c4
FC
4F
60
00
00

00
00
85
39
0A
00
00

00
00
B5
6B
6B
00
00

97
53
00
00
00
(030)
26

19
58
00
00
00
A6
16

00
52
00
00
68
BO
46

00
11
00
00
0A
F6
c4

00
00
00
00
6B
32
31

30
00
00
00
2F
03
03

ISO/IEC 10118-3:2018(E)

85
00
00
00
33
00
00

B5
00
00
00
20
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

40
00
00
99
D5

52
00
84
2F
2F
A6
00
40
00
00
99
D5

00
80
80
01
60

58
AQ
Al
33
33
BO
00
00
80
80
0l
60

00
00
00
00
ED

7B
29
29
68
00
F6
00
00
00
00
OS]
ED

00
00
34
00
65

99
AC
AC
0A
00
32
00
00
0Q
34
00
65

00
00
85
40
46
4C

01
BD
BD
6B
00
03
00
Q0
00
85
40
46
4C

00
00
B5
53
53
61

08
c4
FC
4F
60
00
00
00
00
B5
53
53
61

00
00
97
18
58
ED

00
00
85
39
0A
0Q
Q00
00
00
97
18
58
ED

00
00
19
3B
7B
65

00
00
B5
6B
6B
00
00
00
00
19
3B
B
65

00
00
00
00
00
06

97
53
00
00
00
co
26
00
00
00
00
00
06

4c
4c
00
00
00
00

19
58
0Q
00
00
A6
16
4c
4c
00
00
00
00

61
61
00
00
00
40

00
52
00
00
68
BO
46
61
61
00
00
00
40

D9
ED
00
00
00
00

oo
11
00
00
0A
F6
c4
D9
ED
00
00
00
00

EO
65
00
00
00

00
00
00
00
6B
32
31
EO
65
00
00
00

B3
06
00
00
00

30
00
00
00
2F
03
03
B3
06
00
00
00

97
00
00
40
00

85
00
00
00
33
00
00
97
00
00
40
00

19
00
00
00
4.0

B5
00
00
00
20
00
00
19
00
00
00
40
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After 0

90 F6 4A 2B 92 8C C7 53 FB 93 74 1B F2 C9 3F DA
5C CE AB BF CC 44 7B 46 A9 10 30 E8 9B 33 44 8A
BO 63 1E 7F 5F 54 47 76 4D B7 91 25 DA 72 72 10
D8 F6 AD 87 48 26 80 01 AB FE EA A9 2F 72 74 EO
20 1E DE FE 0D 29 89 54 44 C7 D9 E3 9F C2 B7 55
40 BB FA 09 2A E5 48 75 FA 43 A9 56 2A 7A E9 99
4D CD 11 4B D9 31 7E B3 00 Al 4A 74 91 04 9D BB

9D B6 4F FF FO 43 55 FE B2 69 27 Al FB D7 83 EO

12 54 52 B5 86 BO BE 82 10 A5 27 6C CD 62 3A 4D

EO 2A CO 16 4B C6 B7 DO D6 Bl 82 4F 04 ED 4D D1

D9 CA D2 EC 3B 67 4F 5D 2B Bl 7F 96 90 64 78 A3

F2 FO A1 C1 7B FB E3 09 89 72 89 B1 0D D4 0C 7B
OB AA 42 6A 00 B4 C7 41

After p

90 F6 4A 2B 92 8C C7 53 F7 27 E9 36 E4 93~47F B4
97 F3 EA 2F 33 D1 S9E 11 39 43 A4 98 0ANO1 83 BE
A2 3A B2 83 1D F3 F8 FB A2 2D 27 Q%D1 74 1B 59
7A 88 64 02 18 80 6D DF F8 AA BE) M EA 8B 1C 1D
OF 6F FF 86 94 44 2A 10 7C 5B\45 74 9C 3D FE 29
03 DA D5 4F 50 29 47 AA 67pEA OF A5 5A A9 E8 A5
58 CA 8E F1 9B 6D 6A 8E Q9 3A 77 01 42 95 E8 22
7F F8 Al 2A FF 4E DB(A7 42 F7 AF 07 Cl 65 D3 4E
AA D6 10 D6 57 50.82 4A 9D 26 88 D2 13 B6 66 31
F8 16 1A 5C 05¢D®& 62 C9 D1 D6 Bl 82 4F 04 ED 4D
3D 75 65 2BN4B B3 EF 9C AE C4 FE 59 42 92 E1 8D
1E 3E 34 .78 6F 7F 3C 41 72 89 B1 0D D4 0C 7B 89
71 DO 82 AA 90 1A 00 ED

After

90 F6 4A 2B 92 8C C7 53 7A 88 64 02 18 80 6D DF
58 CA 8E F1 9B 6D 6A 8E F8 16 1A 5C 05 D8 62 C9
71 DO 82 AA 90 1A 00 ED 39 43 A4 98 0OA 01 83 BE

CoB 45 74 9C 3SD FE 29 U3 DA DS 4F 50U 29 47 AA

F7 27 E9 36 E4 93 7F B4 F8 AA BF 7A EA 8B 1C 1D
09 3A 77 01 42 95 E8 22 D1 D6 Bl 82 4F 04 ED 4D
3D 75 65 2B 4B B3 EF 9C A2 3A B2 83 1D F3 F8 FB
A2 2D 27 07 D1 74 1B 59 67 EA OF A5 5A A9 E8 A5
9D 26 88 D2 13 B6 66 31 72 89 B1 OD D4 0C 7B 89
97 F3 EA 2F 33 D1 9E 11 OF 6F FF 86 94 44 2A 10
7F F8 Al 2A FF 4E DB A7 42 F7 AF 07 Cl 65 D3 4E
AE C4 FE 59 42 92 E1 8D

234 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

After x

90
59
1B
D4
8B
F6
25

B4
0A
D8
5F
97
37
1B

co
OE
A6
45
90
A9
33

DA
53
AA
E4
56
37
28

11
0B
98
9B
57
E4
42

El
6F
1A
6D
50
87
26

C5
6A
28
TE
01
9F
EA

53
AA
61
69
F4
96
B2

DA
78
3A
17
5A
28
13

9C
30
C3
F2
26
6E
D4

74
52
34
F1l
75
3F
39

OE
5D
93
67
1C
F8
96

1cC
07
4A
78
FB
E7
EB

10
5C
01
06
43
8B
04

ISO/IEC 10118-3:2018(E)

6D
A5
82
7B
40
19
FD

9E
DB
3C
AB
40
50
6D

35
3A
1D
E7
D3

After]

pe=

98
59
1B
D4
8B
Fé6
25
35
3A
1D
E7
D3

After|permutation

98
59
1B

FD
29
14
63
F8

34
0A
D8
5F
97
37
1B
FD
29
14
63
F8

34
0A
D8

73
A7
8A
EA
Fl

co
OE
A6
45
90
A9
33
73
A7
84
EA
Fl

co
0E
A6

63
55
50
07
72

5A
53
AA
E4
56
37
28
63
55
50
07
72

5A
53
AA

41
DO
1A
58
FD

A6

11
0B
98
9B
57
E4
42
41,
DO
1A
58
FD
A6

11
0B
98

BB
62
45
DB
DC
Cc8

El
6F
1A
6D
50
87
26
BB
62
45
DB
DC
Cc8

El
6F
1A

EF
1D
E6
4F
FB
EB

C5
6A
28
TE
01
oF
EA
EF
1D
E6
4F
FB
EB

C5
6A
28

95
49
43
B6
26
D9

D3
AA
61
69
F4
96
B2
95
49
43
B6
26
D9

D3
AA
61

E7
05
72
0F
53
Cé6

DA
78
3A
iy
SA
28
13
E7
05
72
0F
53
Cé6

DA
78
3A

F8
63
8C
68
c4
96

9C
30
CS$
P2
26
6E
D4
F8
63
8C
68
c4
96

9C
30
C3

BA
3E
B4
Fl
AF
Cl

74
52
34
Fl
75
3F
39
BA
3E
B4
Fl
AF
Cl

74
52
34

23
A8
09
83
21

8D

QE:
5D
93
67
1C
F8
96
23
A8
09
83
21
8D

OE
5D
93

17
9E
14
94
FO

IcC
07
4A
78
FB
E7
EB
17
9E
14
94
FO

1cC
07
4A

TA
Al
08
65
24

10
5C
01
06
43
8B
04
TA
Al
08
65
24

10
5C
01

18
Fl
78
2A
CD

6D
A5
82
7B
40
19
FD
18
Fl
78
2A
CD

6D
A5
82

S5F
2D
89
58
SE

9E
DB
3C
AB
40
50
6D
5F
2D
89
58
5E

9E
DB
3C

D4
8B
F6
25
35
3A
1D
E7
D3

oF
97
37
1B
FD
29
14
63
F8
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45
90
A9
33
73
A7
8A
EA
Fl

o
56
37
28
63
55
50
07
72

oB
57
E4
42
41
DO
1A
58
FD
A6

oD
50
87
26
BB
62
45
DB
DC
Cc8

01
9F
EA
EF
1D
E6
4F
FB
EB

[}
F4
96
B2
95
49
43
B6
26
D9

L7
5A
28
13
E7
05
72
0F
53
Cé

26
6E
D4
F8
63
8C
68
c4
96

Pl
75
3F
39
BA
3E
B4
Fl
AF
Cl

o7
1C
F8
96
23
A8
09
83
21
8D

FB
E7
EB
17
9E
14
94
FO

Uo
43
8B
04
TA
Al
08
65
24

40
19
FD
18
Fl
78
2A
CD

AB
40
50
6D
5F
2D
89
58
5E
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State (as lanes of integers)

[0,0] =D3C5E1115AC03498
[1,0] = 9E6D101COE749CDA
[2,0] = AAGAG6FOB530E0A59
[3,0] = DBA55C075D523078
[4,0] = 61281A98AAA6D81B
[0,

[1,1] = 697E6DIBE4455FD4
2

1] = 3C82014A9334C33A
]_
[2,I[=AB/B06 186 TF1E2L7
]
1]

F40150575690978B

(3,1
(4,
[0,2] = 969F87E437A937F6

=404043FB1C75265A

[1,2] =50198BE7TF83F6E28
[2,2] =B2EA264228331B25
[3,2] = 6DFDO4EB9639D413
[4,2] = 95EFBB416373FD35
[0,3]=5F187A1723BAF8E7
[1,3] = 491D62D055A7293A
[2,3] = 2DF1A19EA83E6305
[3,3]= 43E6451A508A14A D
[4,3]=8978081409B48C72
[0,4] =B64FDB58PJEAG3E7
[1,4] = 582A659483F1680F
[2,4] = 26@BDCFD72F1F8D3
[3,4]=5ECD24F021AFC453
[4/4]=8DC196C6DIEBCEAG

The hash value is

98 34.€0 5A 11 E1 C5 D3 DA 9C 74 OE 1C 10 6D 9E
59(0A"0E 53 0B 6F 6A AA 78 30 52 5D 07 5C A5 DB
+B* D8 A6 AA 98 1A 28 61 3A C3 34 93 4A 01 82 3C
D4 5F 45 E4 9B 6D 7E 69 17 F2 F1 67 78 06 7B AB

B.18 Dedi¢ated Hash-Function 17 (SM3)

B.18.1 Example 1
In this example, the data string is the empty string, i.e. the string of length zero.
The hash-code is the following 256-bit string.

1AB21D83 55CFALTF 8E611948 31E81A8F 22BEC8C7 28FEFB74 7EDO35EB 5082AA2ZB

B.18.2 Example 2

In this example, the data string consists of a single byte, namely the ASCII-coded version of the letter “a”.
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The hash-code is the following 256-bit string.

623476AC 18F65A29 09E43CT7F EC61B49C 7E764A91 A18CCB82 F1917A29 C86C5ESS8

B.18.3 Example 3

In this example, the data string is the 3-byte string consisting of the ASCII-coded version of “abc”. This
is equivalent to the bitstring “01100001 01100010 01100011".

After the padding process, the single 16-word block derived from the data string is as follows.

ele26330 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000001

[ee}

The fpllowing are (hexadecimal representations of) the successive values of the variables [Xo, X1, X2, X3,
X4, Xq, Xg and X7.

INIT: 7380166F 4914B2B9 172442D7 DASBA0600 A96F30BC 163138AArE38DEE4D BOFBPE4E
0 BO9EDC12B 7380166F 29657292 172442D7 B2AD29F4 A96F30BC G550B189 E38DEH4D
EA52428C BOEDC12B 002CDEE7 29657292 AC353A23 B2ADZ9F4 85E54B79 C550B189
609F2850 EA52428C DB825773 O002CDEE7 D33ADSFB AE3353A23 4FA59569 85E54H79
35037E59 609F2850 A48519D4 DB825773 B8204BS5E“P33ADSFB D11D61A9 4FA59369
1F995766 35037E59 3E50A0C1 A48519D4 8AD212EA B8204B5F AFDES9D6 D11D6JAS
374A0CA7 1F995766 06FCB26A 3E50A0C1 ACEQF639 8AD212EA SAFDC102 AFDE99D6
33130100 374A0CA7 32AECC3F 06FCB26A SBYLEC8A ACFOF639 97545690 5AFDCR02
1022AC97 33130100 94194E6E 32AECC3EN367250A1 3391EC8A B1CD6787 97545490
D47CAF4C 1022AC97 26020066 94194E6E 6AD473A4 367250A1 64519C8F B1CD6787
59C2744B D47CAF4C 45592E20 2020066 C6A3CEAE 6AD473A4 8509B392 64519(8F
481BA2A0 59C2744B FO95E99A8.45592E20 02AFB727 C6A3CEAE 9D2356A3 8509BP92
694A3D09 481BA2A0 84E896B3 FI95E99A8 9DD1B58C 02AFB727 7576351E 9D235pA3
89CBCD58 694A3D09 37494090 84E896B3 6370DB62 9DD1IB58C B938157D 75763p1lE
24C95ABC 89CBCD58~9477A12D2 37454090 1A4A2554 6370DB62 AC64EE8D B9381p7D
7C529778 24C95ABEC 979AB113 947A12D2 3EES5933 1A4A2554 DB131B86 AC64EESD
34D1691E 7C§29778 92B57849 979AB113 61F99646 3EE95933 2AA0D251 DB131B86
T96AFABL (3¥YD1691E AS2EFOF8 92B57849 067550F5 61F99646 C999F74A 2AA0DRS5S1
7D27CCOEJ796AFABL A2D23C69 AS2EFO0F8 B3C8669B 067550F5 B2330FCC C999F|4A
D782QAD1 7D27CCOE DS5SF562F2 A2D23C69 575C37D8 B3C8669B 87A833AA B2330FCC
F84FD372 D7820AD1 4F981CFA DS5F562F2 AS5DCEAF1 575C37D8 34DDOE43 87A83BAA
02C57896 F84FD372 0415A3AF 4F981CFA 74576681 ASDCEAF1 BEC2BAE1l 34DD9E43
4DOC2FCD 02C57896 9FAGESF0 0415A3AF 576F1D09 74576681 578D2EE7 BEC2BAEL

O 00 N O U1 B~ W N -

T N T S e e S S e Y S
H O O 0 N O U W N RO

22 EEEECAIAR 24DOCZFCD SAF1ZCUS JFAOEOFU BooZ39Il O70F1ID0UY 34UBAZBB O5/78DZEET
23 F368DA78 EEEEC41A 185F9A9A 8AF12C05 6A879032 B5523911 E84ABB78 340BA2BB
24 15CE1286 F368DA78 DD8835DD 185F9A9A 62063354 6A879032 C88DAA91 EB84ABB78
25 C3FD31C2 15CE1286 D1B4F1E6 DD8835DD 4DB58F43 62063354 8193543C C88DAAIJL
26 6243BESE C3FD31C2 9C250C2B D1B4F1E6 131152FE 4DB58F43 9AA31031 8193543C
27 A549BEAA 6243BESE FA638587 9C250C2B CF65E309 131152FE 7A1A6DAC 9AA31031
28 E11EB847 A549BEARA 877CBCC4 FA638587 E5B64E96 CF65E309 97F0988A 7A1A6DAC
29 FF9BACOD E11EB847 937D554A 877CBCC4 9811B46D E5B64E96 184E7B2F 97F0988A
30 A5A4A2B3 FFO9BACOD 3D708FC2 937D554A E92DF4EA 9811B46D 74B72DB2 184E7B2F
31 89A13E59 A5A4A2B3 37593BFF 3D708FC2 0AlFF572 E92DF4EA A36CC08D 74B72DB2
32 3720BD4E 89A13E59 4945674B 37593BFF CF7D1683 OAlFF572 A757496F A36CCO08D
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The followin
the round-fu

33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

9CCD089C
C7A0744D
D955C3ED
E142D72B
E7250598
2F13C4AD
19F363F9
55E1DDE2
D4F4EFE3

3720BD4E
9CCD089C
C7A0744D
D955C3ED
E142D72B
E7250598
2F13C4AD
19F363F9
55E1DDE2

427CB313 4945674B DASC835F
417A9C6E 427CB313 0958FF1B
9A113939 417A9C6E C533F0FF
40E89B8F 9A113939 D4509586
AB87DBB2 40E89B8F CT7FI93FD3

85AE57C2 AB87DBB2 1A6CABCY
4A0B31CE 85AE57C2 C302BADB
27895A5E 4A0B31CE 459DACCFE
E6CTF233 27895A5E 5CFBA8SA

CF7D1683
DABC835F
0958FF1B
C533FO0FF
D4509586
C7F93FD3
1A6CABCSY
C302BADB
459DACCF

AB9050FF
B41E7BES8
1AFED464
F8D84ACT
87FE299F
AC36A284
FE9E3FC9
5E48D365
D6DE1815

AT757496F
ABSO50FF
B41E7BES
1AFED464
F8D84ACT
8TFE299F
AC36A284
FESE3FC9
5E48D365

48DCBC62
8237B8AD
D8685939
D2090A86
E51076B3
47C5BES0
IABDDBDCS8
BD708003
15E2F5D3
13826486
4A00ED2F
F4412E82
549DB4B7
22A79585
30245B78
6598314F
C3D629A9
DDBOA26A
71034D71
SE636B4B
2BFASF60
1547E69B

g eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the final iterat

nction.

D4F4EFE3
48DCBC62
8237B8A0
D8685939
D2090A86
E51076B3
47C5BES50
ABDDBDCS8
BD708003
15E2F5D3
13826486
4A00ED2F
F4412E82
549DB4B7
22A79585
30245B78
6598314F
C3D629A9
DDBOA26A
71034D71
S5E636B4B
2BFAS5F6Q

C3BBC4AB E6CT/F233 6E49CT/BB

EODFC7A9 C3BBC4AB D89D2711
B978C491 E9DFC7A9 8EE87DFES
6F714104 B978C491 2E533625
DOB273B0 6F714104 DOF89E61L
12150DA4 DOB273B0 3567734E
20ED67CA 12150DA4 3DFCDDI1
8B7CAQ8F 20ED67CA 93494BCO
BB7B9157 8B7CAQ8F C3956C3F
E100077A BB7B9157 CDO9A51C
CS5EBA62B E100077A 0741F675
04C90C27 COLEBA62B 7429807¢
01DA5E94 04C90C27 F6BCl5ED
825D05E8 01DASE94 SD4DBI19A
3B696EA9 825D05E8 E/804C82
4F2BOA45 3B696EAOVES22ADB2
48B6F060 4F2BOA45 14FB0764
30629ECB 48B6€F060 589F7D5C
AC53538/7 30629ECB 14D5C7F6
6144DSBB AC535387 09CCDI95E
069AE2E2 6144D5BB 4AC3CF08
C6D696BC 069AE2E2 E808F43B

5CEFBABSA
6F49C7BB
D89D2711
8EE87DFS
2E533625
DI9F89E61
3567734E
3DFCDD11
93494BC0O
C3956C3F
CDOIAS1C
05741F675
7429807C
F6BC15ED
9D4DB19A
F6804C82
F522ADB2
14FB0764
589F7D5C
14D5CT7F6
09CCDI95E
4AC3CFO08

66 /A2CED
42D2E7DD
3DDB7A4E
388EC4E9
EFAC7743
B1297299
F30QECFC4
9KJAAB3B
E889EFEG6
5E049A4A
61FE1CAB
28E6684D
B3A83A0F
03E3Al4C
AF6FB5EQ
8CD4EA6D
6417B402
6D97A915
3B20A7DS8
EAE2C4FB
3FBOAGAE
CAF04E66

DoDE1815
667A2CED
42D2EYDD
3DDBYA4E
388EC4E9
EFACT7743
B1297299
F30ECFC4
9A71AB3B
E889EFE6
S5E049A4A
61FE1CAB
28E6684D
B3A83A0F
03E3Al4cC
AF6FB5EO
8CD4EA6D
6417B402
6D97A915
3B20A7D8
EAE2C4FB
3FBOAGAE

Yo = 1547E69B @ 7380166F = 66C7F0F4
Y1 = 2BFAS5F60 @ 4914B2B9 = 62EEEDD9
Y, = C6D696BC @ 172442D7 = D1F2D46B
Y3 = 069AE2E2 @ DABA0600 = DCl0E4E2
Yz = EQUBF43B W AJOF3UBC = 416/C487
Ys = 4AC3CF08 @ 163138RAA = 5CF2F7A2
Yo = CAF04E66 @ E38DEE4D = 297DA02B

Y7 = 3FBOAGAE

The hash-code is the following 256-bit string.

66C7FOF4 62EEEDD9 D1F2D46B DC10E4E2 4167C487

B.18.4 Example 4

@ BOFBOE4E = 8F4BASED

5CF2FT7A2 297DA02B 8F4BASEOD

In this example, the data string is the 14-byte string consisting of the ASCII-coded version of

238
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The hash-code is the following 256-bit string.

C522A942 EB89BD8OD 97DD666E 7A5531B3 6188C981 7149E9B2 58DFE51E CE98ED77
B.18.5 Example 5
In this example, the data string is the 26-byte string consisting of the ASCII-coded version of

“abcdefghijklmnopqrstuvwxyz”

The hash-code is the following 256-bit string.

B8OFE97A 4DA24AFC 277564F6 6A359EF4 40462AD2 8DCC6D63 ADB24D5C 20A61535

B.18/6 Example 6
In this example, the data string is the 62-byte string consisting of the ASCII-coded version pf
“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0¥23456789”
The Hash-code is the following 256-bit string.

2971D10C 8842B70C 979E5506 3480C50B ACFEFDO90E 98E2E60D 2512AB8A BFEFDFCE(S5

B.18{7 Example 7

In this example, the data string is the 80-byte string‘econsisting of the ASCII-coded vergion of eight
repetfitions of

“1234567890”
The Hash-code is the following 256-bit string.

AD818053 21F3E69D 251235BF 886A5648 44873B56 DD7DDE40 OF055B7D DE39307A

B.18{8 Example 8

In this example, the data string is the 56-byte string consisting of the ASCII-coded version pf

“abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”

After{the paddingprocess, the following two 16-word blocks are derived from the data string.

61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A¢B
696A6B6C 6A6B6C6D 6B6C6D6E 6C6D6E6GEF 6D6E6ET70 6E6E7071 80000000 00000040
0
0

00000000 00000000 00000000 00000000 00000000 00000000 00000000 000000

[a¥a¥aVaVa¥aVatalNa¥alata¥ata¥atalaYaVa¥a¥alatalalatata¥alaVatalalnatatatataValaValava¥a¥ava¥alatalava¥ava¥atavaValnaYavava¥al

The following are (hexadecimal representations of) the successive values of the variables Xy, X1, X2, X3,
Xa, X5, X6 and X7 in the first block process.

INIT: 7380166F 4914B2B9 172442D7 DASBA0600 A96F30BC 163138AA E38DEE4D BOFBOE4E
0 5C8F61B7 7380166F 29657292 172442D7 B2E561D0 A96F30BC C550B189 E38DEE4D
DC3DE4B3 5C8F61B7 002CDEE7 29657292 BA8630FD B2E561D0 85E54B79 C550B189
8D1A8984 DC3DE4B3 1EC36EB9 002CDEE7 C6F3AD94 BA8630FD OE85972B 85E54B79
BBB4BEF50 8D1A8984 7BC967B8 1EC36EBY9 68627C7C C6F3AD94 87EDD431 0E85972B
3E50B8BC BBB4BF50 3513091A 7BC967B8 55AB956B 68627C7C 6CA6379D 87EDD431
8D4276DA 3ES50B8BC 697EA177 3513091A AC958648 55AB956B E3E34313 6CA6379D
C8DA9226 8D4276DA Al171787C 697EAL177 68CEESES5 AC958648 ABSAADSC E3E34313

A U1 A W N
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7 F33FBDEC C8DA9226 84EDB51A A171787C ABFI9DS51E 68CEE8E5 324564AC ABSAADSC
8 597E4171 F33FBDEC B5244D91 84EDBS51A 970ACFS5F ABFI9DS51E 472B4677 324564AC
9 DA746360 597E4171 T7F7BD9E6 B5244D91 87674D2F 970ACFS5F A8F55FCE 472B4677
10 BBDO90A4E DA746360 FC82E2B2 7F7BDI9E6 04B43DOB 87674D2F 7AFCB856 A8F55FCE
11 D97774B7 BBD90A4E E8C6C1B4 FC82E2B2 121D28AC 04B43DOB 697C3B3A 7AFCB856
12 78078302 D97774B7 B2149D77 E8C6C1B4 77C1DE3D 121D28AC E85825A1 697C3B3A
13 C80F6D38 78078302 EEE96FB2 B2149D77 51D1B562 77C1lDE3D 456090E9 E85825A1
14 EACE16F6 C80F6D38 OF0604F0 EEE96FB2 6B06C8B2 51D1B562 F1EBBEOE 456090E9
15 2128F407 EACE16F6 1EDA7190 OF0604F0 5107AFF4 6B06C8B2 AB128E8D F1EBBEOE
16 [93390D8D 2128F407 9C2DEDDS 1EDAT7190 5EES0335 5107AFF4 45935836 AB128E8D
17 B9DCAB4B 93390D8D 51E80E42 9C2DEDD5 E7081AB8 5EES0335 7FA2883D 45935836
18 |95473AFD BODCAB4B 721B1B26 51E80E42 C1l2A2AF1 E7081AB8 19AAF748 7TFA2883D
19 |E1IO0DFDA 95473AFD B9569773 721B1B26 A2BB4ADD C12A2AF1 D5C73840 19AAF748
20 [2F9800CC E100DFDA 8E75FB2A B9569773 0838381E A2BB4ADD 578E0951 D&C73840
21 [1A113298 2F9800CC 01BFB5C2 8E75FB2A 41D4677B 0838381E 56ED15DA) 578E0951
22 [JFEE2BD4 1A113298 3001985F 01BFB5C2 B77BS5FEE 41D4677B COE041C1 56ED15DA
23 [D615FE59 7FEE2BD4 22653034 3001985F C62C3A46 B77BSFEE 8BDAOEA3 COF041C1
24 |[n855127B D615FE59 DC57A8FF 22653034 C47ABE3F C62C3A46 FF75BBDA 3BDAOEA3
25 |A8E3132D A855127B 2BFCB3AC DC57A8FF 386D8373 C47ABE3F D2363161 FF75BBDA
26 |1A319D21 AB8E3132D AA24F750 2BFCB3AC B4E3CC85 386D8373 F1FE23D5 D2363161
27 |B8C7870B 1A319D21 C6265B51 AA24F750 349AB542™B4E3CC85 1B99C36C F1FE23D5
28 [ED5910CB B8C7870B 633A4234 C6265B51 826818E2 349AB542 642DA71E 1B99C36C
29 |B7B7C514 ED5910CB 8FOE1771 633A4234 014D92BE 826818F2 AA11A4D5 642DAT1E
30 [332D48CF B7B7C514 B22197DA 8F0E1771 67CC5228 014D92BE C7941340 AAI11A4D5S
31 [00B8692D 332D48CF 6F8A296F B22197DAVBD8784C7 67CC5228 95F00A6C C7941340
32 [ED95SF4E5 00B8692D 5A919E66 6F8A296F A9041B7A BD8784C7 91433E62 95F00A6C
33 [ID7EC1070 ED95F4ES5 70D25A01 5A919E66 FF634BF8 A9041B7A 263DEC3C 91433E62
34 |6D6DF2A0 D7EC1070 2BE9CBDB “/0D25A01 208C87AC FF634BF8 DBD54820 263DEC3C
35 |342F3AD6 6D6DF2A0 D820EIAF 2BE9CBDB DAT74F6BE 208C87AC 5FC7FB1A DBD54820
36 [822697C1 342F3AD6 DBES40DA D820EIAF A3C91873 DA74F6BE 3D610464 5FCT7FBIA
37 IB75F5102 822697CL \SE75AC68 DBE540DA 058DD4EB A3C91873 BS5F6D3A7 3D610464
38 |AB4D8A3D B75F5102 4D2F8304 5E75AC68 935C9926 058DD4EB C39D1E48 B5F6D3A7
39 |586F130A AB4DSA3D BEA2056E 4D2F8304 9D26A8A7 935C9926 AT582C6E C39D1E48
40 |2DBEEC34¢(986F130A 9B147B56 BEA2056E A104C193 9D26A8A7 C9349AE4 AT7582C6E
41 [2CB7CDS3./2DBEEC34 DE2614B0O 9B147B56 BC21D865 A104C193 453CE935 C9349AE4
42 |[A9DEDSFE 2CB7CD53 7DD8685B DE2614B0 EFCD8176 BC21D865 0C9D0826 453CE935
43 |8E6EA284 AI9DEDS8FE 6F9AA659 7DD8685B BOEF6305 EFCD8176 C32DELOE 0C9D0826
44 4198155F 8F6EA284 BDBI1FD53 6F9AA659 DIBFO96EF BOEF6305 OBB77E6C C32DE1OE
45 FEQOF20D1 4198155F DD45091E BDB1FD53 6D2B4951 DIBF96EF 182D877B 0BB77E6C
46 939EAFE3 FEOF20D1 302ABE83 DD45091E F8DD3803 6D2B4951 B77E8DFC 182D877B
47 12A2E11E 939EAFE3 1E41A3FC 302ABE83 B65B77A8 F8DD3803 4A8B695A B77E8DEC
48 45F88856 12A2E11E 3D5FC727 1E41A3FC 1EAD7D75 B65B77A8 CO1FC6E9 4A8B695A
49 91D7D82C 45F88856 45C23C25 3D5FC727 C0016D52 1EAD7D75 BD45B2DB CO1lFC6E9
50 287EFO00E 91D7D82C F110AC8B 45C23C25 B8DF8FF0 C0016D52 EBA8F56B BD45B2DB
51 3D6C1633 287EF00E AFB05923 F110AC8B 286928FC B8DF8FF0 6A96000B EBABF56B
52 D06316EC 3D6C1633 FDE01C50 AFB05923 77E4ASF5 286928FC 7TF85C6FC 6A96000B
53 5AF5093D D06316EC D82C667A FDEO1C50 E56749BB 77E4AS5F5 47E14349 7F85C6EC
54 1658FDF5 5AF5093D C62DD9A0 D82C667A 9557584C E56749BB 2FABBF25 47E14349
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55 52C7F5AC 1658FDF5 EA127AB5 C62DDY9A0 109B96D2 9557584C 4DDF2B3A 2FABBF25
56 BE546CF1 52C7F5AC B1FBEA2C EAI127AB5 ESAF8405 109B96D2 C264AABA 4DDF2B3A
57 731577CD BE546CF1 8FEB58A5 BI1FBEA2C 2AFEBA8C ES5AF8405 B69084DC C264AABA
58 813558CC 731577CD A8DY9E37C 8FEB58A5 8CO1B50C 2AFEBA8C 202F2D7C B69084DC
59 1986A1C9 813558CC 2AEF9AE6 A8DIOE37C F217DF1C 8C01B50C D46157F5 202F2D7C
60 2D3B8ABC 1986A1C9 6AB19902 2AEF9AE6 EDDF3D93 F217DF1C A864600D D46157F5
61 C65C49EB 2D3B8ABC 0D439233 6AB19902 E50C2A6D EDDF3D93 F8E790BE A864600D
62 C3Cl1EE8 C65C49EB 7715785A 0D439233 AE18F3A1 E50C2A6D ECOF6EF9 FSE790BE
63 6ABB79FD C3Cl1EE8 B893D78C 7715785A BO9DD7BBB AE18F3Al 536F2861 ECIF6EF9

The fpllowing eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y5 and Y7, represent the output of the rotingl-function in
the fifrst block process.

Yo=6ABB79FD @ 7380166F =193B6F92
Y1 =C3C11EES @ 4914B2B9 = 8AD5AC51
Y, =B893D78C P 172442D7 =AFB7955B
Y3=7715785A € DASA0600 =ADIFTESA
Y4 =BI9DD7BBB P A96F30BC = 10B24B07
Y5s=AE18F3A1 @ 163138AA =B829CBOB
Y6=536F2861 @ E38DEE4D = BOE2C6RE
Y7 =EC9F6EF9 @ BOFBOE4E = 5C6460R7

The fpllowing are (hexadecimal representations of) the successive values of the variables Xp, X1, X2, X3,
Xa, X, X6 and X7 in the second block process.

INIT: 193B6F92 8ADSACS51 AFB7955B ADIFT7ESK)I@B24B07 B829CBOB BOE2C62C 5C64p0B7
0 F71ACD25 193B6F92 ABS58A315 AFB7955BN5D580F7B 10B24B07 585DC14E BOE2C42C
42DF670C F71ACD25 76DF2432 AB58A315 301A33A1 5D580F7B 58388592 585DCI4E
96EAOEDB 42DF670C 359A4BEE 7€BF2432 FECET7B76 301A33A1 7BDAEACO 58388392
0851B544 96EAOEDB BECE1885.359A4BEE 094B07B3 FECE7B76 9D0980D1 7BDAEACO
00A8966D 0851B544 D41DBJ7YD BECE1885 6CCO097ED 094B07B3 DBB7F673 9D098(D1
ED15EFA6 00A8966D A36A8810 D41DB72D 519536E5 6CCO97ED 3D984A58 DBB7F473
B1820DC8 EDISEFA6 (512CDAO1 A36A8810 8C851B7A 519536E5 BF6B6604 3D984A458
93EAECDO B1820BCS8*2BDF4DDA 512CDAO1 422F81A2 8C851B7A BT72A8CA9 BF6B6404
6903ACA3 93EAEECDO 041BS9163 2BDF4DDA F048BD9B 422F81A2 DBD46428 B72A8(AS
1F2BD8DB (6903ACA3 D5D9A127 041B9163 ESAE9D27 F048BD9B 0D12117C DBD46428
10 3DE4985A)J1F2BD8DB 075946D2 D5D9A127 77AB882E ESAE9D27 ECDF8245 0D121[7C
11 EOEDES09 3DE4985A 57B1B63E 075946D2 C2715679 77AB882E E93F2D74 ECDF8P45
12 9098ACFC EOEDF809 C930B47B 57B1B63E 72B366DB C2715679 4173BD5C E93F2p74
13\AB17DC92 9058ACFC DBF013C1l C930B47B 3EDBFFA9 72B366DB B3CE138A 4173BpP5C
14 32DDD4F1 AB17DC92 B159F920 DBF013Cl D5F4B6EA 3EDBFFA9 36DB959B B3CE1BS8A

O 0 N O Ul » W N -

15 399U 74acE 3ZDDD4FE L TB92550 BIO9r920 94FCI9DF4 DOoF4BOEA FDAI9FGDE 30DBIO9B
16 CDA22778 3990748B BBAYE265 2FB92556 SEDEEBF4 94FCO9DF4 B756AFA5 FD49F6DF
17 0136EF6F CDA22778 20E91673 BBAY9E265 B55FC7D9 SEDEEBF4 EFA4ATE4 B756AFAS
18 ECD46FAE 0136EF6F 444EF19B 20E91673 4B390AF7 B55FC7D9 S5FA2F6F7 EFA4ATE4
19 6A5DF514 ECD46FAE 6DDEDEO2 444EF19B 3BF2E429 4B390AF7 3ECDAAFE S5FA2F6F7
20 C3B5F0D2 6A5DF514 A8DF5DDY9 6DDEDEO2 BC4CA2BD 3BF2E429 57BA59C8 3ECDAAFE
21 645BAFS5B C3B5F0D2 BBEA28D4 A8DF5DD9 E1A9773E BC4CA2BD 2149DF97 57BA59CS8
22 BOEDO9E5 645BAF5B 6BE1A587 BBEA28D4 37979EFC EI1A9773E 15EDE265 2149DF97
23 85F08FB3 BOEDO9ES5 B75EB6C8 6BEL1A587 DC23CE67 37979EFC BO9F70D4B 15EDE265
24 CDEC3A25 85F08FB3 DAl3CB61 B75EB6C8 C79B04E6 DC23CE67 F7/E1BCBC B9F70D4B
25 5FE964F7 CDEC3A25 E11F670B DA13CB61 7233F530 C79B04E6 733EE11E F7E1BCBC
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26 7F515284 S5FE964F7 D8744B9B E11F670B DCE5766B 7233F530 27363CD8 733EELLE
27 07628BEY9 7F515284 D2COEEBF D8744B9B C4C6EB17 DCE5766B A983919F 27363CD8
28 EDFB1904 07628BE9 A2A508FE D2CY9EEBF C1284E94 C4C6EB17 B35EE72B A983919F
29 F07795D3 EDFB1904 C517D20E A2A508FE F8C23138 C1284E94 58BE2637 B35EE72B
30 DAD7D8A8 F07795D3 F63209DB C517D20E 70D89EDF F8C23138 74A60942 58BE2637
31 476692E1 DAD7D8A8 EF2BAT7EO F63209DB 428BACA3 70D89EDF 89C7C611 74A60942
32 B1745EDY 476692E1 AFB151B5 EF2BATEO 49A04792 428BACA3 F6FB86C4 89C7C611
33 985FOEAE B1745ED9 CD25C28E AFB151B5 1C70F25B 49A04792 651A145D F6FB86C4
34 A4EAC3C1 985FOEAE E8BDB362 CD25C28E BAEAFB1D 1C70F25B 3C924D02 651A145D
35 [94D3CC2E A4EAC3CI BEIDSD30 ESBDB362 F//2A4ES5 BAEAFBID 92D8E38/ 3C924D02
36 |AB64985E 94D3CC2E D5878349 BELIDS5D30 CFDY9ABF7 F772A4E5 D8EDD757 92D8E387
37 [EA650863 AB64985E A7985D29 D5878349 37D676A0 CFDY9ABF7 272FBB95 DSEDD757
38 [TESD76D0 EA650863 C930BD56 A7985D29 0E5B32C2 37D676A0 S5FBE7ECD 272FBB95
39 [9C804F2F 7E9D76D0 CA10C7D4 C930BD56 B9883A18 0E5B32C2 B501BEB3 SEBE7ECD
40 |CC8BC84D 9C804F2F 3AEDAOFD CA10C7D4 89AF8633 B9883A18 961072R9 B501BEBR3
41 [1E44D2CD CC8BC84D 009ES5F39 3AEDAOFD D3FF5A20 89AF8633 DOGS5CC41 961072D9
42 [9747774E 1E44D2CD 17909B99 009ES5F39 94779237 D3FF5A20 83¥9C4D7C DOC5CC41
43 [21E48R42 9747774E 89A59A3C 17909B99 319302A0 94779237 D1069FFA 319C4D7C
44 |4AA0D479 21E48A42 B8EEE9D2E 89A59A3C 08A73B8F 319302A&0 91BCA3BC D1069FFA
45 [C9A40BS98 4RAA0D479 C9148443 8EEE9D2E 4D7508FF (Q8A)3B8F 15018C98 91BCA3BC
46 [050B4233 C9240B98 41A8F295 C9148443 40C7B509¥D7508FF DC784539 15018C98
47 [270A62CB 050B4233 48173193 41A8F295 DO6C4AS1 40C7B509 47FA6BA8 DC784539
48 |7C3FCF98 270A62CB 1684660A 48173193 T7ECBFA98 D06C4A51 AB84A063D 47FA6BAS
49 [0BA56393 7C3FCF98 14C5964E 1684660A 02154736 7ECBFA98 528E8362 A84A063D
50 |27548370 0BA56393 7FI9F30F8 14C5964Ev6D3343B1 02154736 D4C3F65F 528E8362
51 [79AAEBOE 27548370 4AC72617 TF9F30F8 F2556152 6D3343B1 39B010AA DAC3F65F
52 IBD17409F 79AAEBOE A906E04E 4ACTY2617 1BDBA544 F2556152 1D8B699A 39B0O10AA
53 |5CEA4FAA BD17409F 55D61CF3 A906E04E 0958FC62 1BDBAS544 0A9792AB 1D8B699A
54 |7FCE4D84 5CEA4FAA 2E8L3EJA 55D61CF3 B535CB5A 0958FC62 2A20DEDD 0A9792AB
55144232436 7FCE4D84 D49EB4ABY 2E813F7A EA59CC69 B535CB5SA E3104AC7 2A20DEDD
56 |7FEDD3F5 44232436 \9C9BO8FF D49F54B9 CEE4B418 EA59CC69 5ADS5A9AE E3104AC7
57 |13648449E TFEDD3FS 46486C88 9C9BOSFEF B1AA5387 CEE4B418 634F52CE 5ADSA9AE
58 |4A8C2056 3648449E DBATEAFF 46486C88 B1892488 B1AA5387 A0C67725 634F52CE
59 [C7FF81C02A8C2056 90893C6C DBATEAFF AEOADA7D B1892488 9C3D8D52 A0C67725
60 [D83968CE/CTFF81C0O 1840AC95 90893C6C FD965E23 AEOADAT7D 24458C49 9C3D8D52
61 164861392 D839686F FF03818F 1840AC95 D109486D FD965E23 D3ED7056 24458C49
62 |6€983266 64861392 72DODFBO FF03818F C7DF59B2 D109486D F11FECB2 D3ED7056
63 7AA00357 6C983266 0C2724C9 72DODFBO 1792E073 C7DF59B2 436E884A F11FECB2

The following eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the final iteration of
the round-function.

Yo=7ARA00357 @ 193B6F92 = 639B6CC5
Y1=6C983266@ 4914B2B9 =E64D9E37
Y2=0C2724C9 € 172442D7 =A390B192
Y3 =72DODFBO P DASA0600 = DF4FALEA
Y4=1792E073 @ A96F30BC =0720AB74
Y5=C7DF59B2 P 163138AA=TFF692B9
Y6 =436E884A @ E38DEE4D = F38C4E66
Y7=F11FECB2 @ BOFBOE4E = AD7B8C05
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The hash-code for this message is

639B6CCS5 E64D9E37 A390B192 DF4FALlEA 0720AB74 T7FF692B9 F38C4E66 AD7B8COS5.

B.18.9 Example 9

In this example, the data string is the 1 000 000-byte string consisting of the ASCII- coded version of “a”
repeated 106 times.

The hash-code is the following 256-bit string.

CRAAFR94 2985740290 F231941A 2ACCOADA TFF2ASAC DIFADND2H (47A3A73 2RIRO2CSI

B.18,10 Example 10
In this example, the data string is the 112-byte string consisting of the ASCII-codedversion of

“abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn
hijklmnoijklmnopjklmnopgklmnopqrimnopqrsmnopqrstnopgrstu”

(with no line break after the first n).
The Hash-code is the following 256-bit string.

78BCFB58 6©6ACD983D 7FAE8E69 30157F15 62019E2€NAF68F1CS 8A855F1A 95BB8I9HB

B.18111 Example 11
In this example, the data string is the 32-byte stringconsisting of the ASCII-coded version pf
“abedbedecdefdefgefghfghighijhijk”
The Hash-code is the following 256-bit string.

F6556D8D B8BED431 81A%Y3DA TF6AFFE4 51DEBA5S0 115F3150 F19DEBB8 10B9954A
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Annex C
(informative)

SHA-3 Extendable-Output Functions

C.1 SHAKE-128

C.1.1 Pars

C1.1.1 Pa
For SHAKE-

ymeters, functions and constants
rameters
128, L1 =r=1344,L =b=1600and c=b - r=256. For SHAKE-128, d is a varia

determine the output length.

C1.1.2 By

Each data in
state. The p
permutation
64-bit wordj
sequence of
21, ..., Z0, as

Z
for 0 <i< 20

Hence, each
increasing o
the word.

For dedicate
arrays are d

te ordering convention

put D to the round-function ¢ is a block of 1 344 bits thatis XORed into the part
ermutation f is then applied to the state. Because thé«step mappings that compris

that are XORed directly into the state array. For{his purpose, when D is represente
168 bytes, By, B1, ..., B1s7, then D should be interpreted as a sequence of 21 lane worg
follows:

= 256Bgj.7 + 248Bgi.6 + 2 40Bgj.5 + 232Bgnd/+ 224Bgi.3 + 216Bg;.2 + 28Bgji1 + Bs;,

group of eight consecutive bytes'is a word and the bytes of the word are arrang
Fder of significance, so that the'first byte in the group becomes the least significant b

d hash-function 14, the fuinction is defined on a 5 x 5 x w state array. For each array si>
pfined for step-mappings. Lane is one of the subarrays and defined in 19.2.3.3. Unde

interpretatign, D is XORed with'the state array as follows.

If jand k are
0<i<20,La

C1.1.3 Fu

the elements\of {0, 1, 2, 3, 4}, such that (j, k) is the unique pair for which i =5k + j, th¢
ne'(j, k) =% Lane(j, k), where Lane'(j, k) is the updated value of the lane.

hctions

ble to

bf the
e the

are defined on the array form of the state, it is convenient to regard D as a sequernce of

 as a
s, Zo,

ed in
yte of

k sub-
r this

bn for

The functio
same as Ded

5, inctuding the furnction Rird—and step mmappings, for the dedicated SHARE-128=
icated Hash-Function 13 and is specified in Clause 19.

C.1.1.4 Constants

The constants used for the mapping are the offsets defined in Clause 19.

C.1.1.5 Ini

tializing value

The initializing value is a 1 600-bit all-zero string.
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C.1.2 Padding method

The data M will be padded with “1111” before applying the padding method pad10*1(x, m) specified in
19.2 with x =1 344.

That is, the padded datais P=M || 1111 || 10*1, such that the length of P is a multiple of 1 344.

C.1.3 Description of round-function

The round-function for SHAKE-128 is the permutation KEccAk-p specified in Clause 19 Notice that

KEcCcAK-p is considered as defined in ISO/IEC 10118-1. However, for each execution of KECCAK-p, it
iteratesthe-Rundfunction24-times-That ic’ it evecutes

Rnd(A, ir) = (x <m {p [0 (A)]}>, i)
forirF 0,1, .., 23.
C.1.4 Output transformation

In st¢p h) of SPONGE[f, pad, r](N, d) specified in Clause 19, f = KECGAK-p, each executign of fin the
squeg¢zing stage for SHAKE-128 generates r = 1 344 bits. The output’is-Concatenated unti] enough bits
are generated to obtain d bits. That is, for a given d, after the last data'block is inputted, it generates the
first f bits of output.

Then| it executes the function f [d/r] - 1 times to generate“a total of [d/r] - r output bjits and then
trundates to d bits.

C.1.3 Examples
NOTH1 Datais presented in three different waysrpit strings, byte strings and w-length words (for the lanes).
NOTH2  Bitstrings are the sequence of bits from left to right.

NOTH3  Byte strings are the bytes from-left to right and the bits within the byte are right to left,
NOTH4 Words are the integer representation of the values in the lanes.

SHAKE-128 sample to produe# 096 bits of output

The essage as bit string

(empty message)

abouf to call lastof the absorb phase
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XORed state (in bytes)

1r 00 00 00 00 00O OO 00 00 0O OO 00 00 00 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 0O 0O OO0 OO
00 00 00 00O 00 00 OO 0O 00 OO OO 00 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00
00 00 00 00 00 0O OO 00 00O 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 00O 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 00 00 0O

XORed state|(as lanes of integers)

[0,0] = 000000000000001F
[1,0] = 0000000000000000
[2,0] = 0000000000000006.
[3,0] = 000000000000¢000
[4,0] = 0000000000€80000

[0,1] = 0000000£00000000
[1,1] = 0000008000000000
[2,1] = 0@80000000000000
[3,1] = ©000000000000000
[4,4] = 0000000000000000
[0;2] = 0000000000000000

[1,2] = 0000000000000000
[2,2] = 0000000000000000
[3,2] = 0000000000000000
[4,2] = 0000000000000000
[0,3] = 0000000000000000
[1,3] = 0000000000000000
[2,3] = 0000000000000000
[3,3] = 0000000000000000
[4,3] = 0000000000000000
[0,4] = 8000000000000000
[1,4] = 0000000000000000
[2,4] = 0000000000000000
[3,4] = 0000000000000000
[4,4] = 0000000000000000

Round #0
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After 6

1F
00
3F
1F
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
80
00
00
00

1F
00
00
00
3F
1F
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

80
00
00
00
00
80
00

3F
1F
00
00
00

After|p

1F
00
00
00
00
00
00
00
00
00
00
00

After|m

1F
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
0Q
00

00
00
co

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
02
00

00
00
0F

00
00
00
00
00

00
00
F8
00
00
00
00
00
0Q
00
00
00

00
00
00

00
00
00
00
00
3F

00
00
01
00
00
00
00
80
00
00
00
00
00

00
00
00

00
00
00
00
00
00

00
00
00
F8
00
00
00
TF
FO
00
00
00
co

00
00
00

00
00
00
00
00
00

00
00
00
01
00
0Q
Q00
00
03
00
00
00
0F

00
00
00

00
80
00
80
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

00
00
3F
1F
00
00

3F
00
00
00
00
00
00
00
00
00
TE
00
00

00
00
00

00
00
00
00
00
00

00
00
0Q
00
00
7E
00
00
00
3F
00
00
00

00
00
00

00
00
00
00
00
00

00
00
00
00
FO
00
00
00
00
00
00
00
00

00
00
00

00
00
00
00
00
00

oo
00
00
00
03
00
00
00
00
00
00
00
00

00
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

F8
00
00

00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

01
00
00

00
00
00
80
0,0

00
00
00
00
00
00
00
00
00
00
00
00

00
00
00

U0
00
3F
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00
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[NV
00
00
00
02
00
00
00
00

U3
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
80
7E

U0
FO
00
00
00
00
00
00
1F
00

U0
03
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00
00

U0
00
00
3F
00
TE
00
00
00
00

U0
00
00
00
00
00
00
00
00
00

U0
00
00
00
F8
00
00
00
00
00

U0
00
00
00
01
00
00
00
00

U0
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00

U0
00
00
00
00
00
00
00
00
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After x

1Fr 00 00 00 00 00O 00O 00 00 0O OO0 00 00 F8 01 00
00 CO OF 00 00 00 00 00 1F 0O OO0 00 00 00O 00 0O
00 CO OF 00 00 F8 01 00 00 00O OO 00 00 00O 00 00
00 00 FO 03 00 FO 03 00 00 0O OO 00 00 0O OO0 0O
00 00 00 00 00 FO O3 00 00 00O FO 03 00 0O OO0 0O
3F 00 00 00 00 00O 0O 00O 00 3F 0O 00 00 00 00 00
00 00 02 00 00 00 OO0 00O 3F 3F 00 00 00 00 00 00
00 00 02 00 00 00 00 00 00 7E 00 F8 01 00 00 00

00 00 00 00 00 0O 00 00 00O 7E 00 00 00 00 00 00

00 00 00 F8 01 00 OO 00 00 0O OO 00 00 0O 00 0O

00 00 00 00 80 1F 00 00 00 0O OO 00 00 0O 00 0O

7E 00 00 00 80 1F 00 00O 00 00 0O 00O 00 00 0O 00
7E 00 00 00 00 00 00 00

After L

1E 00 00 00 00 00O OO 00 00 0O OO0 00 00 HB8~O1 00
00 CO OF 00 00 00 00 00 1F 00 00 00 0QNOO 00 00
00 CO OF 00 00 F8 01 00 00 00 00 0B6£00 00 00 00
00 00 FO 03 00 FO 03 00 00 00 0000 00 0O 00 00
00 00 00 00 00 FO 03 00 00 QO~¥0O 03 00 00 00 00
3F 00 00 00 00 00 00 00 00x3F 00 00 00 00 00 00
00 00 02 00 00 0O OO0 0Q"SF 3F 00 00 00 00O 00 0O
00 00 02 00 00 00 O0QCHO 00 7E 00 F8 01 00 00 00
00 00 00 00 00 00.00 00 00 7E 00 00 00 00 00 00
00 00 00 F8 0100 OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 0QN8D” 1F 00 00 00 00O OO 00 00 00O 00 00
7E 00 0000780 1F 00 00 00 00 0O 00O 00 00 00 00
7E 00 00 00 00 00 00 00

(Skip roundg 1 to 22)
Round #23
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After 6

F5
33
47
60
09
6B
9D

86
8C
27
cc
99
3D
37

2B
FB
0B
97
B6
70
63

A6
Cé6
74
44
5D
76
58

68
D3
8C
A6
41
CF
1F

65
83
A7
82
E7
AE
40

BA
AQ
51
E7
9C
CE
58

FC
23
68
57
86
DE
FE

10
DB
7D
C9
6A
5F
66

4E
BC
B6
TF
84
9F
c7

F5
EE
65
A9
85
5D
El

EE
C7
F4
4D
BE
03
A8

AA
0F
D1
Bl
B2
93
11

FB
60
54
05
F6
F2
DD

ISO/IEC 10118-3:2018(E)

EO
AD
62
A8
54
B3
4F

c4
BF
D4
C2
C1l
CD
EB

Bl
61
53
84
BB

After|p

F5
0c
3C
49
4C
5E
C3
AA
35
2A
8F
EF7

After|m

F5
C3
34

A9
54
D5
04
9F

86
E3
8D
64
DB
EB
FA
46
BC
1C
ES8
D3

86
FA
D1

CB
AF
1C
0B
26

2B
BE
42
2A
AE
81
00
D4
56
6
LY
64

2B
00
EE

54
El
F8
06
93

A6
Fl
3B
78
A0
B3
C2
A5
2E
AKX
12
52

A6
C2
Fl

8D
B5
52
B2
52
BB

68
F4
3A
TE
73
7B
F2
a9
79
9A
2C
8A
34

68
F2
9E

A8
72
52
E7
D4
c7

65
20
59
05
4E
76
EF
D8
22
03
18
FA
D1

65
EF
00

4B
C9
El
23
77
7B

BA
E8
AQ
Cé
C3
75
BC
D4
8C
5F
c8
2E
EE

BA
BC
0F

33
13
78
TE
Bl
02

FC
Cc8
63
7C
84
Fo
19
65
EA
4A
9E
76
Fl

FC
19
93

AC
9F
BF
FD
EB
3C

21
00
1F
%0
4F
36
BA
A2
28
CF
F5
15
9E

49
2A
00

A8
S5F
91
0F
15
4c

9C
D6
4D
P2
15
TF
9F
53
82
BF
3F
3A
00

64
1C
D6

76
ES
01
BO
3A
D2

EA
EA
25
5F
AC
7D
D6
94
CF
91
co
7D
oF

2A
6F
FA

D1
3A
1A
4B
7D
44

DD
BB
46
6A
46
76
CD
9E
AF
01
2E
4F
93

78
AA
BB

29
08
BE
CE
4F

55
CD
DD
53
58
0D
8E
0D
74
1A
39
D1

TE
9A
CD

4A
3F
D4
2A
D1

E7
EB
67
6C
E8
4c
C3
58
1D
BE
AB
8C

05
03
EB

CFr
51
39
1E
8C

Cl
TE
5B
01
2B
CA
51
51
84
D4
78
E6

Cco
5F
TE

06
04
CF
72
E6

89
FC
46
AA
6B
CF
23
ED
9F
39
Cc8
EB

C
4A
FC

4k

35
21
BA
8F
1F
28
0cC
AA

1o
BC
9C
9F
F8
4D
82
E3
46
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AC
56
EA
D6
11
25
CF
BE
D4

40
2E
DD
CD
12
46
AF
Fl
A5

S)s]
79
55
8E
2C
DD
74
F4
99
F5

[
22
F7
C3
18
67
1D
20
D8
3F

8C
Cl
51
C8
5B
84
E8
D4
Cco

oB
EA
89
23
9E
46
9F
Cc8
65
2E

ok
E7
70
CF
3C
36
15
4Cc
A2
39

BB
D3
F2
BF
8D
TF
3A
DB
53
AB

gl
64
5F
91
42
7D
7D
AE
94
78

B3
52
6A
01
3B
76
4F
A0
9E
Cc8

8A
53
1A
3A
0D
D1
73
0D

JAS)
FA
6C
BE
59
4c
8C
4E
58

A4S
2E
01
D4
AO
CA
E6
C3
51

o
76

39
63
CF
EB
84
ED
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After x

77 1C 2B 24 E8 8F 82 FD 61 60 45 50 76 05 85 3E
D7 3B 80 93 F6 EF BC 88 EB 1A 6E AC FA 66 EF 26
3C B1 EE A9 88 00 4B 93 10 3C FB OA EE FD 2A 68
6E 01 FA 4A 58 E8 A3 63 9C A8 Al E3 F9 AE 57 E2
35 B8 CC 87 3C 23 DC 62 B8 D2 60 16 9A FA 2F 75
AB 91 6A 58 D9 74 91 88 35 D2 5E 6A 43 50 85 B2
BA DF D6 DF AA C3 59 A5 EF BB 7B CC 4B 59 D5 38

DF 9A 04 30 2E 10 C8 BC 1C BF 1A 0B 3A 51 20 EA

17 CD A7 CF AD 76 5F 56 23 47 4D 36 8C CC A8 AF

00 07 CD 9F 5E 4C 84 9F 16 7A 58 0B 14 AA BD EF

AE E7 EE F4 7C BO FC A9 4C CA AE BA 77 4E C2 0C

FF 6A 94 85 A9 7B FC 65 AA 93 AA 4F C9 58 D1 ED
B5 27 CO 2E 3A E5 7B CC

After L

7F 9C 2B A4 E8 8F 82 7D 61 60 45 50 76 05+85 3E
D7 3B 80 93 F6 EF BC 88 EB 1A 6E AC FAN66 EF 26
3C B1 EE A9 88 00 4B 93 10 3C FB QA/EE FD 2A 68
6E 01 FA 4A 58 E8 A3 63 9C A8 AL/BE3 F9 AE 57 E2
35 B8 CC 87 3C 23 DC 62 B8 D24%0 16 9A FA 2F 75
AB 91 6A 58 D9 74 91 88 357D2 5E 6A 43 50 85 B2
BA DF D6 DF AA C3 59 AZ'EF BB 7B CC 4B 59 D5 38
DF 9A 04 30 2E 10 C8¢BC 1C BF 1A 0B 3A 51 20 EA
17 CD A7 CF AD 76.5F 56 23 47 4D 36 8C CC A8 AF
00 07 CD 9F 5E(4C 84 9F 16 7A 58 0B 14 AA BD EF
AE E7 EE FANJC BO FC A9 4C CA AE BA 77 4E C2 0C
FF 6A 94 .85 A9 7B FC 65 AA 93 AA 4F C9 58 D1 ED
B5 27 CO 2E 3A E5 7B CC

After permufation

7F 9C 2B A4 E8 8F 82 7D 61 60 45 50 76 05 85 3E
D7 3B 80 93 F6 EF BC 88 EB 1A 6E AC FA 66 EF 26
3C B1 EE A9 88 00 4B 93 10 3C FB OA EE FD 2A 68

ol Ul FA 4A 58 E8 A3 o3 9C A AL E3 FY Ak 57 kEZ
35 B8 CC 87 3C 23 DC 62 B8 D2 60 16 9A FA 2F 75
AB 91 6A 58 D9 74 91 88 35 D2 5E 6A 43 50 85 B2
BA DF D6 DF AA C3 59 A5 EF BB 7B CC 4B 59 D5 38
DF 9A 04 30 2E 10 C8 BC 1C BF 1A 0B 3A 51 20 EA
17 CD A7 CF AD 76 5F 56 23 47 4D 36 8C CC A8 AF
00 07 CD 9F 5E 4C 84 9F 16 7A 58 0B 14 AA BD EF
AE E7 EE F4 7C BO FC A9 4C CA AE BA 77 4E C2 0C
FF 6A 94 85 A9 7B FC 65 AA 93 AA 4F C9 58 D1 ED
B5 27 CO 2E 3A E5 7B CC
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State (as lanes of integers)

Abou

State

ISO/IEC 10118-3:2018(E)

[0,0] = 7D828FE8A42BICTF

[1,0] = 3E85057650456061

[2,0] = 88BCEFF693803BD7

[3,0] = 26EF66FAAC6E1AEBR

[4,0] = 934B0088A9EEB13C

[0,1] = 682AFDEEOAFB3C10

[1,1] = 63A3E8584AFA016E

[2, 1] = E257AEFOE3ALABOC

[3,1] = 62DC233C87CCB835

[4,1] = 752FFA9A1660D2B8

[0,2] = 889174D9586A91AB

[1,2] = B28550436A5ED235

[2,2] = A559C3AADFD6DFBA

[3,2] = 38D5594BCC7BBBEF

[4,2] = BCC8102E30049ADF

[0,3] = EA20513A0B1ABELE

[1,3] = 565F76ADCFATEDL7

[2,3] = AFA8CC8C364D4723

[3,3] = 9F844CSEIFCDO700

[4,3] = EFBDAA140B587A16

[0,4] = AOFCBO7CFAEEETAE

[1,4] =“0CC24E77BARECAALC

[2/4] = 65FCTBA985946AFF

[3,4] = EDD158C94FAA93AA

[4,4] = CC7BE53A2EC027B5

[ to call squeeze (again)
before permutation

7F 9C 2B A4 E8 8F 82 7D 61 60 45 50 76 05 85 3E
D7 3B 80 93 F6 EF BC 88 EB 1A 6E AC FA 66 EF 26
3C Bl EE A9 88 00 4B 93 10 3C FB OA EE FD 2A 68
6E 01 FA 4A 58 E8 A3 63 9C A8 Al E3 F9 AE 57 E2
35 B8 CC 87 3C 23 DC 62 B8 D2 60 16 9A FA 2F 75
AB 91 6A 58 D9 74 91 88 35 D2 5E 6A 43 50 85 B2
BA DF D6 DF AA C3 59 A5 EF BB 7B CC 4B 59 D5 38
DF 9A 04 30 2E 10 C8 BC 1C BF 1A 0B 3A 51 20 EA
17 CD A7 CF AD 76 5F 56 23 47 4D 36 8C CC A8 AF
00 07 CD 9F 5E 4C 84 9F 16 7A 58 0B 14 AA BD EF
AE E7 EE F4 7C BO FC A9 4C CA AE BA 77 4E C2 0C
FF 6A 94 85 A9 7B FC 65 AA 93 AA 4F C9 58 D1 ED

B5 27 CO 2E 3A E5 7B CC
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = 7D828FE8A42BIOCTF
[1,0] = 3E85057650456061
[2,0] = 88BCEFF693803BD7
[3,0] = 26EF66FAACGEIAEB
[4,0] = 934B0088AYEEBI3C

[0,1] = 682AFDEEOAFB3C10
[1,1] = 63A3E8584AFAQL6E
[Z,1] = E257AEFOE3AIABIC
[3,1] = 62DC233C87CCB835
[4,1] = 752FFA9A1660D2B8
[0,2] = 889174D9586A91AB

[1,2] = B28550436A5ED235
[2,2] = A559C3AADFD6DFBA
[3,2] = 38D5594BCC7BBBEF
[4,2] = BCC8102E30049ADF
[0,3] = EA20513A0B1ABF1C
[1,3] = 565F76ADCFA7CD17
[2,3] = AFA8CCS8C364D4723
[3,3] = 9F844C5E9FCDOA00
[4,3] = EFBDAA14QBR587A16
[0,4] = A9FCBO7CFAEEETAE
[1,4] = 0CC24B77BAAECA4C
[2,4] = 65HCTBA985946AFF
[3,4] = EDD158C94FAA93AA
[4,4] = CC7BE53A2EC027B5

Round #0
After 0

4450 E8 05 94 21 95 6E 4D CB 57 61 EF 89 AC EB
80 94 15 F9 75 7A E4 20 36 32 65 E4 5F 19 DC D1
4A EE CC 8C A0 C7 33 20 2B FO 38 AB 92 53 3D 7B
42 AA E8 7B Cl 64 8A B6 CB 07 34 89 7A 3B OF 4A

E8 90 C7 CF 99 5C EF 95 CE 8D 42 33 B2 3D 57 C6

90 5D A9 F9 A5 DA 86 9B 19 79 4C 5B DA DC AC 67
ED 70 43 B5 29 56 01 OD 32 93 70 84 EE 26 E6 CF
A9 C5 26 15 06 D7 BO OF 27 73 D9 AA 46 FF 37 F9
3B 66 B5 FE 34 FA 76 83 74 E8 D8 5C OF 59 FO 07
DD 2F C6 D7 FB 33 B7 68 60 25 7A 2E 3C 6D C5 5C
95 2B 2D 55 00 1E EB BA 60 61 BC 8B EE C2 EB D9
A8 C5 01 EF 2A EE A4 CD 77 BB Al 07 6C 27 E2 1A
C3 78 E2 0B 12 22 03 7F
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Afterp

44
20
3D
BE
c8
84
AA

50
65
9E
17
E3
EC
4D

E8
45
01
4C
E7
4A
Bl

05
TE
51
A6
4c
CD
0A

94
9D
72
68
AE
2F
68

21
1E
67
2B
F7
D5
68

95
39
66
A4
4A
36
87

6E
08
04
8A
74
DC
1B

9B
95
2A
D2
73
9E
4D

96
C1
39
F2
65
65
cc

AF
1D
D5
01
EC
E4

9F

C2
6D
B3
4D
DC
31
65

DE
23
B7
A2
28
6D
26

13
53
02
DE
34
69
El

ISO/IEC 10118-3:2018(E)

59
46
8F
CE
23
73
08

D7
FE
B3
83
DB
B3
DD

0A
D6
E6
AC
B5

After]m

44
AA
Cco
73
D6
9B
4D
AC
2A
F8
20
0A

After|x

44
AA
TA

83
9F
16
EB
38

50
4D
DF
65
9F
96
cc
EB
39
03
65
83

18
84
D8

6B
46
AD
56
EO

E8
Bl
30
EC
46
AF
9F
56
D5
3A
45
6B

59
Al
34

D8
DF
FB
AE
5D

05
0A
9E
DC
DF
C2
65
AE
B3
74
TE
D8

0D
OE
3C

877
6E
C5
B4
C5
co

94
68
F8
28
6E
DE
26
B4
B7
6C
9D
87
83

94
50
90

D4
70
F8
54
9D
DF

21
68
82
34
70
13
El
o4
02
AE
1E
D4
85

61
6A
88

62
c7
TA
01
B4
30

95
87
84
23
c7
59
08
01
8F
87
39
62
Fl

96
03
A4

93
AC
TF
78
19
9E

6E
1B
Cc8
DB
AC
D7
DD
78
B3
2C
08
93
2E

TF
9B
48

55
F8
5C
83
BB

F8

BE
E6
95
84
B5
D2
5C
3D
9E
BB
Cc8
55
BA

FA
E2
11

8D
03
60
85
Al
82

17
16
CY
EC
38
F2
60
9E
65
Al
E3
8D
0B

05
16
49

FE
3A
25
Fl
07
84

4C
AD
1D
4A
EO
01
25
01
E4
07
E7
FE
AF

40
65
1F

oF
74
TA
2E
6C
c8

A6
FB
6D
CD
5D
4D
TA
51
31
6C
4c
6F
67

57
FA
6C

F2
6C
2E
BA
27

68
C5
23
2F
C5
A2
2E
72
6D
27
AE
F2

ED
Cl
24

4F
AE
3C
0B
E2

2B
F8
53
D5
9D
DE
3C
67
69
E2
EF7
4F

BB
D9
92

E6
87
6D
AF
1A

A4
TA
46
36
B4
CE
6D
66
73
1A
4A
E6

DC
6B
52

B2
2C
C5
67
7

8A
TF
FE
DC
19
83
C5
04
B3
77
74
B2

EE
59
FA

D6
96
ED
EC
4A
FC
22
88

JAS)
5E
9A
47
8B
3B
1D
65
83
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B8
5B
31
CD
56
CF
3A
4D
6A

CE
FF
E2
El
A3
E7
65
EE
D8

S35
4C
DA
B6
94
B7
3C
9C
8F
4B

14
32
32
Al
98
84
AB
1E
D4
07

BZ
85
59
08
87
0B
E3
19
6B
53

B
4A
8B
ES
78
BF
2C
8B
D6
2E

AD
D7
C2
4F
A9
9D
B9
9D
75
98

CC
1C
D2
74
DA
C5
80
EF
ED
EA

BA
00
21
8C
21
El
D3
73
FA
ED

CD
CD
57
3A
51
39
CE
6B
3F
13

AR
CD
AA
64
3A
6E
A2
DE
EF7

23
B9
C2
3F
OE
29
E2
FC
5B

Uo
95
AB
35
16
6B
93
CE
Fo6

CD
18
83
42
04
EO
c4
54
BA
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ISO/IEC 10118-3:2018(E)

After L

45 18 59 0D 94 61 96 7F FA 05 40 57 ED BB DC EE

7A D8 34 3C 90 88 A4 48 11 49 1F 6C 24 92 52 FA
21 76 E8 CE 68 14 E2 FB A5 CC EA CD AE 58 06 CD
D6 5E 5B FF 4C 32 85 4A D7 1C 00 CD CD B9 95 18
96 9A 31 E2 DA 32 59 8B C2 D2 21 57 AA C2 AB 83
ED 47 CD E1 B6 Al 08 E5 4F 74 8C 3A 64 3F 35 42

EC 8B 56 A3 94 98 87 78 A9 DA 21 51 3A OE 16 04

4A 3B CF F7 B7 84 0B BEF 9D C5 E1 39 6E 29 6B EO

FC 1D 3A 65 3C AB E3 2C B9 80 D3 CE A2 E2 93 C4

22 65 4D EE 9C 1E 19 8B 9D EF 73 6B DE FC CE 54

88 83 6A D8 8F D4 6B D6 75 ED FA 3F F7 5B F6 BA
4B 07 53 2E 98 EA ED 13

(Skip roundp 1 to 22)
Round #23
After 6

38 EB E3 7D 36 5C 29 FB B3 4A 0byeA BC 96 62 80
A8 AE AB 8A 81 C2 F5 C6 6E A9NB2 90 4D 39 13 24
1C 38 32 7D 93 63 CC EF 72_3E OE EF 7F C5 39 7C
BO 9C 84 F3 96 FB F9 70%A™ 38 FD A8 E4 63 9A 41
74 F7 FA 60 97 OE D4 _68°D5 49 8A 48 94 CC F6 C9
8E 33 8C 50 72 E6 8C*7A 75 51 1C 2D 3D 77 42 4C
39 B6 D5 EE 66 DQ7F3 92 8C 0D BC ED 0D E3 40 52
A5 7D 92 41.:3%0A 21 9D 5C 60 21 27 18 20 67 2C
B2 A7 72 56/8E 9A 47 D5 64 AD 4B 1D 66 DF FE 31
36 CE«Q€\89 E7 3B CF 9A 15 E2 EO AB F2 8C 59 69
3A 098 FA 59 S9F 6B AA 77 OF B2 DF 43 39 07 F6
DG,-AA 81 F2 54 DB 92 E7 8F F1 7C 6C 29 40 9A 86
EF C9 88 30 89 D1 CB BS
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Afterp

38
AA
1C
38
7B
73
76

EB
EB
63
6F
7D
9C
37

E3
AA
TE
B9
BO
61
83

7D

E7
9F
4B
84
9E

36
AO
co
0F
07
92
97

5C
70
91
07
6A
33
cc

29
BD
ES
CB
33
67
Bl

FB
31
9B
49
BA
D4
AD

67
94
FE
DO
6C
31
Cco

95
33
57
1F
9F
D5
81

1A
41
9C
4E
5C
45
A4

D4
E2
C3
3F
9D
71
18

78
96
27
2A
A4
B4
1B

2D
2A
E7
F9
88
F4
78

ISO/IEC 10118-3:2018(E)

C5
0B
E3
98
44
DC
DB

00
D9
FO
66
C9
09
1B

AQ
OE
E7
AE
5B

After]m

38
76
32
6C
OE
67
Cco
AE
FE
FF
AA
AQ

After|x

7E
66
32

1A
CA
59
A9
35

EB
37
EE
9F
CA
95
81
A9
57
18
EB
1A

FB
91
EA

85
51
D3
EA
50

E3
83
B
5C
51
1A
A4
EA
9C
B2

85

El
AB
63

90
F3
Cé6
co
9E

7D
9E
32
9D
F3
D4
18
co
C3
D6

90

7D
AE
BO

CE
A8
99
63
6A
32

36
97
22
A4
A8
78
1B
63
27
A5
AQ
CE
DF

A6
B5
2B

D2
5A
33
EA
5B
EE

5C
ccC
4C
88
5A
2D
78
EA
E7
OE
70
D2
3D

94
80
4F

3E
Fo6
Fl
67
F2
7B

29
Bl
62
44
F6
Chy
DB
67
E3
B3
BD
3E
c8

19
B3
AQ

C9
54
7C
7D
9C
32

FB
AD
F4
Cc9
54
00
1B
7D
FO
6F
31
Cc9
TE

5F
2D
F4

4E
FF
69
DF
Fl
22

38
E7
94
3
5B
DO
69
1C
31
Fl
7B
4E
oF

B9
EF
87

30
18
15
3D
e
4c

6F
59
3%
9C
35
1F
15
63
D5
7C
7D
30
ES

27
58
33

40
B2
E2
c8
6C
62

B9
D3
41
61
50
4E
E2
TE
45
6C
BO
40
1C

E9
53
60

CE
D6
EO
TE
29
F4

gF
Ccé
E2
84
9E
3F
EO
E7
71
29
4B
CE
D8

DF
8B
E2

58
A5
AB
oF
40

0F
99
96
92
6A
2A
AB
co
B4
40
07
58

07
8D
84

B8
OE
F2
ES
9A

07
33
2A
33
5B
F9
F2
91
F4
9A
6A
B8

34
23
19

[¢]0
B3
8C
1cC
86

CB
Fl
0B
67
F2
98
8C
E9
DC
86
33
co

8B
F8
28

42
6F
59
D8
8F

49
cC
D9
D4
9C
66
59
9B
09
8F
BA
42

19
77
CD

00
8A
61
40
3E
30
F3
2A
31

DD
Cc8
15
29
A3
5F
1B
E9
17
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4C
50
BA
AC
AE
2E
AQ
AF
0D

BE
93
D4
18
EB
45
10
F2
A0

8C
3C
69
5B
61
26
25
68
Cc9
8E

CO
TA
2D
70
3A
ED
0F
EO
97
29

D4
FF
86
B8
TF
co
DA
Bl
22
D8

C9
15
19
3F
1B
96
TF
70
51
77

33
F9
28
1D
31
13
35
6E
08

AY
B9
0B
01
E3
Bl
68
5D
F2
EF

ol
4C
0c
F2
3F
09
EC
FO
62
1E

33
83
DF
F4
D7
58
29
05
CE
52

DU
4A
8A
B3
50
F4
67
17
F8

DB
7B
F7
81
64
FC
42
A8

o/
B6
9C
0c
F5
D8
84
F3
61

oC
9C
26
59
92
89
EF
B8
63
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ISO/IEC 10118-3:2018(E)

After L

76 7B E1 FD A6 94 19 DF B9 27 ES9 DF 07 34 8B 19
66 91 AB AE B5 80 B3 2D EF 58 53 8B 8D 23 F8 77
32 EA 63 BO 2B 4F A0 F4 87 33 60 E2 84 19 28 CD
60 DD 4C EE 8C CO D4 C9 22 A9 61 88 DO 32 67 5C
8A C8 50 93 3C 7A FF 15 33 B9 4C 83 4A DB B6 9C
61 15 BA D4 69 2D 86 19 F9 0B 0OC DF 8A 7B 9C 26
40 29 AC 18 5B 70 B8 3F 28 01 F2 F4 B3 F7 0C 59
3E A3 AE EB 61 3A 7F 1B 1D E3 3F D7 50 81 F5 92

30 5F 2E 45 26 ED CO 96 31 B1 09 58 F4 64 D8 89

F3 1B A0 10 25 OF DA 7F 13 68 EC 29 67 FC 84 EF

2A E9 AF F2 68 EO B1 70 35 5D FO 05 17 42 F3 BS

31 17 0D A0 C9 97 22 51 6E F2 62 CE F8 A8 61 63
8E 29 D8 77 08 EF 1E 52

After permufation

76 7B E1 FD A6 94 19 DF B9 27 ES9 DF 07 34~8B 19
66 91 AB AE B5 80 B3 2D EF 58 53 8B 8DN\23 F8 77
32 EA 63 BO 2B 4F A0 F4 87 33 60 E2/84 19 28 CD
60 DD 4C EE 8C CO D4 C9 22 A9 o4)88 DO 32 67 5C
8A C8 50 93 3C 7A FF 15 33 B9%4C 83 4A DB B6 9C
61 15 BA D4 69 2D 86 19 F9»0B 0C DF 8A 7B 9C 26
40 29 AC 18 5B 70 B8 3K 28 01 F2 F4 B3 F7 0C 59
3E A3 AE EB 61 3A 7FCLB 1D E3 3F D7 50 81 F5 92
30 5F 2E 45 26 ED.CO 96 31 B1 09 58 F4 64 D8 89
F3 1B A0 10 25¢0F DA 7F 13 68 EC 29 67 FC 84 EF
2A E9 AF F2N68 EO B1 70 35 5D FO 05 17 42 F3 BS
31 17 OD-A0"C9 97 22 51 6E F2 62 CE F8 A8 61 63
8E 29 D8 77 08 EF 1E 52
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State (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = DF1994A6FDE1TB76

[1,0] = 198B3407DFE927B9

[2,0] = 2DB380B5AEABI166

[3,0] = 77F8238D8B5358EF

[4,0] = FAADAF2BB063EA32

[0,1] = CD281984E2603387

[1,1] = C9D4CO8CEE4CDD60

[2,1] = 5C6732D08861A022

[3,1] = 15FF7A3C9350C88A

[4,1] = 9CB6DB4A834CB933

[0,2] = 19862D69D4BA1561

[1,2] = 269C7BBADFOCOBF9

[2,2] = 3FB8705B18AC2940

[3,2] = 590CF7B3F4F20128

[4,2] = 1B7TF3A61EBAEA33E

[0,3] = 92F58150D73FE31D

[1,3] = 96COED26452E5R30

[2,3] = 89D864F45809B131

[3,3] = 7FDAOFR51T0A01BE3

[4,3] = EFg4EC6729EC6813

[0,4] = TOBIEQ0G68F2AFES2A

[1,4] =“B8F3421705F05D35

[2@] = 512297C9200D1731

[3,4] = 6361A8F8CE62F26F

[4,4] = 521EEF0877D8298E

Abouf to call squeeze (again)
State|before permutation-(in bytes)

76 7B E1 FD A6 94 19 DF BY 27 E9 DF 07 34 8B 19
66 91 AB AE B5 80 B3 2D EF 58 53 8B 8D 23 F8 77
32 EA 63 BO 2B 4F A0 F4 87 33 60 E2 84 19 28 CD
60 DD 4C EE 8C CO D4 C9 22 A9 61 88 DO 32 67 5C
8A C8 50 93 3C 7A FF 15 33 B9 4C 83 4A DB B6 9C
61 15 BA D4 69 2D 86 19 F9 OB 0C DF 8A 7B 9C 26
40 29 AC 18 5B 70 B8 3F 28 01 F2 F4 B3 F7 0C 59
3E A3 AE EB 61 3A 7F 1B 1D E3 3F D7 50 81 F5 92
30 5F 2E 45 26 ED CO 96 31 B1 09 58 F4 64 D8 89
F3 1B A0 10 25 OF DA 7F 13 68 EC 29 67 FC 84 EF
2A E9 AF F2 68 E0 Bl 70 35 5D FO 05 17 42 F3 B8
31 17 0D A0 C9 97 22 51 6E F2 62 CE F8 A8 61 63

8E 29 D8 77 08 EF 1E 52
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = DF1994A6FDE17B76
[1,0] = 198B3407DFE927B9
[2,0] = 2DB380B5AEABI166
[3,0] = 77F8238D8B5358EF
[4,0] = F4A04F2BBO63EA32

[0,1] = CD281984E2603387
[1,1] = C9D4COSBCEE4CDD60
[Z,1] = 5C6732D08861A022
[3,1] = 15FF7A3C9350C88A
[4,1] = 9CB6DB4A834CB933
[0,2] = 19862D69D4BA1561

[1,2] = 269C7BSADFOCOBF9
[2,2] = 3FB8705B18AC2940
[3,2] = 590CF7B3F4F20128
[4,2] = 1B7F3A61EBAEA33E
[0,3] = 92F58150D73FE31D
[1,3] = 96COED26452E5F30
[2,3] = 89D864F45809B13%
[3,3] = 7FDAOF2510A04BF3
[4,3] = EF84FC6729E56813
[0,4] = 70BIE06GBF2AFE92A
[1,4] = B8F3421705F05D35
[2,4] = 512297C9A00D1731
[3,4] = 6361A8F8CE62F26E
[4,4] = 521EEF0877D8298E

Round #0
After 0

9F 2C BB 27 A8 69 OA A0 17 1E 87 BD 73 97 54 DD
E3 93 BA 64 3B B3 23 BA AE 8C 5A 40 51 68 89 7C
AD 3D 06 5F 13 C4 F7 00 6E 64 3A 38 8A E4 3B B2
CE E4 22 8C F8 63 0B 0D A7 AB 70 42 5E 01 F7 CB

CB 1C 59 58 EO 31 8E 1E AC 6E 29 6C 72 50 E1 68

88 42 EO OE 67 DO 95 66 57 32 62 BD FE D8 43 E2
C5 2B BD D2 D5 43 28 A8 69 D5 FB 3F 6F BC 7D 52
Al 74 CB 04 59 B1 28 EF F4 B4 65 0D 5E 7C E6 ED
9E 66 40 27 52 4E 1F 52 B4 B3 18 92 7A 57 48 1E
B2 CF A9 DB F9 44 AB 74 8C BF 89 C6 5F 77 D3 1B
C3 BE F5 28 66 1D A2 OF 9B 64 9E 67 63 E1 2C 7C
B4 15 1C 6A 47 A4 B2 C6 2F 26 6B 05 24 E3 10 68
11 FE BD 98 30 64 49 A6
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Afterp

9F
F8
20
C2
8E
43
95

2C
A4
BE
88
2C
14
AE

BB
2E
07
3F
2C
02
1E

27
D9
68
B6
FO
77
42

A8
CE
ED
DO
18
38
41

69
EC
31
EO
47
83
2D

0A
88
F8
4C
8F
AE

5E

A0
EE
9A
2E
65
34
E9

2F
85
A3
F2
15
89
78

3C
96
48
E9
8E
5F
FB

OE
Cc8
BE
2A
Co6
C9
A4

7B
E7
23
9C
EA
88
D2

E7
CA
EB
90
96
F5
AA

2E
A8
46
57
C2
FA
E7

ISO/IEC 10118-3:2018(E)

A9
05
A6
co
26
63
TF

BA
14
83
FD
07
0F
DE

82
E8
68
88
B6

After]m

9F
95
92
15
E8
2F
78
88
A3
24
F8
82

After|x

8A
07
D2

AC
44
95
3E
82

2C
AE
69
8E
44
3C
FB
3E
48
0F
A4
AC

0A
Cé
E9

58
CA
4E
0c
43

BB
1E
84
Cé
CA
OE
A4
0c
BE
DA
2F
58

BB
9E
80

94
E9
F6
FB
ED

27
42
TF
EA
E9
7B
D2
FB
23
59
D9
94

67
4B
EF

o
43
39
D6
88
92

A8
41
2F
96
43
E7
AA
D6
EB
0cC
CE
EF7
6D

A9
47
TF

50
CA
75
A3
54
69

69
2D
26
C2
CA
2E
F7
]
46
49
EC
50
92

64
2F
A6

BA
D3
3B
98
D6
84

0A
5E
0cC
26
D3
A9
JE
98
A6
BD
88
BA
79

18
5A
48

65
oc
9F
75
98
TF

A0
E9
59
07
0C
BA
DE
75
83
2B
EE
65
9E

61
A9
57

1A
24
1B
6D
26
2F

Cc2
68
85
43
B6
F2
1B
20
89
26
8E
1A
8D

AA
65
Cc7

BC
0F
8C
92
6B
26

88
95
9%
Y4
82
E9
8C
BE
5F
6B
2C
BC
85

99
91
86

F8
DA
BF
79
05
0c

3F
4K
Cc8
02
43
2A
BF
07
C9
05
2C
F8
B3

TF
75
c8

cC
59
89
9E
24
59

B6
F6
E7
77
ED
9C
89
68
88
24
FO
ccC
FO

02
Fo6
F2

DB
0cC
Cé
8D
E3

DO
39
CA
38
88
90
C6
ED
F5
E3
18
DB

E8
B9
E2

E9
49
5F
85
10

EO
75
A8
83
54
57
5F
31
FA
10
47
E9

BO
3C
A9

69
BD
77
B3
68

4C
3B
05
AE
D6
co
77
F8
63
68
8F
69

6D
39
8D

CB
2B
D3
FO
2F

2E
9F
14
34
98
FD
D3
9A
0F
2F
65
CB

38
3F
24

BD
ES
27
F8
58
87
24
F8
E7

CE
50
2E
Cc9
FF
48
9B
24
AE
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Uk
42
8A
A4
2C
AC
D8
TE
59

EB
39
A0
TF
72
11
DD
86

D5
01
CD
BA
Cco
E3
00
29
F3
6B

SA
62
8E
57
F2
47
68
FC
54
9A

D2
96
F7
D8
3A
2D
B8
28
79

Uk

08
B8
FA
30
A3
BB
EE
55
BE

S)S)
A6
Fl
3C
28
8B
A5
96
8A
9D

906
8A
ED
8C
A9
3F
2B
3C
98
86

U3
45
31
BD
46
cc
BD
8C
FE
B4

3
ES
95
89
EO
AC
27
B8
8D
Fl

BO
9C
D4
E7
F9
16
El
10
99

97
16
5F
53
89
EA
56
EE
81

AA
F4
co
56
B9
23
6E
CE
61

Ad
9B
FC
59
96
0B
2E
EF
C5
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ISO/IEC 10118-3:2018(E)

After L

8B OA BB 67 A9 64 18 61 AA 99 7F 02 E8 BO 6D 38
07 C6 S9E 4B 47 2F 5A A9 65 91 75 F6 B9 3C 39 3F
D2 E9 80 EF 7F A6 48 57 C7 86 C8 F2 E2 A9 8D 24
BD CE OE 62 D5 8A 77 OF 55 96 03 73 BO 97 AA A4
E9 50 42 EB 01 62 D2 08 A6 8A 45 E5 9C 16 F4 9B
27 2E 8A 39 CD 8E 96 B8 F1 ED 31 95 D4 5F CO FC
F8 C9 A4 A0 BA 57 F7 FA 3C 8C BD 89 E7 53 56 59
58 FF 2C 7F Co6 F2 D8 30 28 A9 46 EO F9 89 B9 96
87 48 AC 72 E3 47 3A A3 8B 3F CC AC 16 EA 23 OB

24 9B D8 11 00 68 2D BB A5 2B BD 27 E1 56 6E 2E

F8 24 7E DD 29 FC B8 EE 96 3C 8C B8 10 EE CE EF

E7 AE 59 86 F3 54 28 55 8A 98 FE 8D 99 81 61 C5
6B 9A 79 BE 9D 86 B4 F1

(Skip roundg 1 to 22)
Round #23
After 6

24 F3 4C 0B 2B 53 2B E5 01 58 E8y86 76 54 27 BB
E5 CB C8 81 CC B9 AC E4 E7 35\BC 86 4F 5D Bl 57
63 96 A9 1E E8 8B 43 5A AC_2% 84 1F FE 01 8C A9
CF 3E 10 19 17 03 6B E5%88" FO Bl AA B6 3C AD 4F
E7 B5 59 BA 83 7E 0B 5Y*C4 85 48 7C A2 1lE E5 C7
02 D1 1B 7B 79 OA %B*03 47 86 2E 94 35 80 AF E5

DO 05 D4 79,7159 70 81 8A 03 71 AB D6 C1 89 72

A3 S5F 4A 54.8E 95 3A EE 93 8B 08 B7 84 CA Bl EO

90 6A E4NOA 38 12 09 72 DD 04 C3 7E OB 12 60 ED

44 AAALCD AE A8 6A D3 2E E3 F4 95 B6 6B 53 43 4C

DE, 97 C5 E5 AE E6 E3 05 AA 64 4A 2C 9A 95 46 47
B5 EA 07 D7 61 S5F AD EA
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Afterp

24
F9
5F
91
DA
10
36

F3
32
1C
71
2C
88
DD

4Cc
72
D2
31
DD
DE

8A

0B
20
1A
BO
41
D8
99

2B
73
B3
56
BF
CB
64

53
2E
4c
FE
85
53
53

2B
2B
F5
EC
AB
D8
D5

ES5
79
40
03
F3
1B

5A

03
D4
El
13
51
96
E6

BO
15
1F
22
TE
1F
co

DO
7B
co
e
4C
19
04

0D
75
98
AC
5C
BA
17

ED
5E
CA
AA
88
50
1A

A8
C3
1A
2D
c4
D6
41

ISO/IEC 10118-3:2018(E)

4E
6D
42
4F
27
00
2D

76
F8
F8
EB
EA
BE
2D

BC
89
22
4D
FB

After]m

24
36
AB
51
89
03
E6
4D
El
58
F9
BC

After|x

02
BF
3A

B8
CA
41
BB
B2

F3
DD
TA
TE
CA
BO
co
BB
1F
FO
32
BE

TF
E7
TA

2C
Bl
OE
10
B8

4C
8A
AD
4C
Bl
DO
04
10
e10}
c9
72
2C

Cco
2B
9C

B8
52
52
69
DC

0B
99
FA
5C
52
0D
17
69
98
45
20
B8

02
31
4A

40
c7
8D
34
D5
AB

2B
64
Cl
88
c7
ED
1A
34
CA
84
73
40
8D

0B
24
95

E8
7D
5C
BB
7C
TA

53
53
75
c4
7D
A8
41
BB
1A
5B
2E
E8
D3

52
72
D9

02
F4
13
A2
BC
AD

2B
D5
D8
27
F4
4B
2D
A2
42
42
2B
02
57

3A
1D
1cC

EA
4B
47
AA
co
FA

E5
5A
57
EA
4B
76
2D
AA
F8
E5
79
EA
DA

BD
4A
55

56
58
ED
8D
64
Cl

91
22
D4
10
B
13
ED
5F
96
64
DA
56
AE

91
26
D4

AD
FO
DD
D3
4A
75

71
41
19
88
B2
22
DD
1C
1F
4A
2C
AD
4D

71
Cco
95

83
c9
04
57
2C
D8

31
0E
B
DE
B8
e
04
D2
19
2C
DD
83
0D

35
4E
ES

13
45
C3
DA
9A
57

BO
52
75
D8
DC
AC
C3
1A
BA
9A
41
13
31

F2
53
F5

Eb5
84
TE
AE
95

56
8D
5E
CB
D5
AA
TE
B3
50
95
BF
ES

DF
A7
1D

14
5B
0B
4D
46

FE
5C
C3
53
7C
2D
0B
4c
D6
46
85
14

F2
5E
DO

07
42
12
0D
47

EC
13
6D
D8
BC
4F
12
F5
00
47
AB
07

EE
30
B5

E2
E5
60
31

03
47
F8
1B
co
EB
60
40
BE
AA
F3
E2

06
E7
E9

D3
8D
E7
E6
5D
A9
43
DD
35

3C
CF
70
E2
B9
FF
E4
A2
EA
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oD
F2
DO
14
3C
00
1B
52
78

ok
73
1E
3F
C9
DD
45
98
70

8C
CD
FD
1A
36
4E
A6
33
4A
8F

£
FE
E8
Fl
BE
13
53
46
Al
DF

U3
B5
6E
8D
A3
00
F2
2B
0A
DA

AA
73
72
A7
23
B9
A5
71
FB
9B

oZ
FA
1A
EF
49
B2
c4
98
26
22

B3
D8
3F
DD
1C
15
49
29
8D
ccC

Do
BC
e
c4
CB
3D
2C
5E
A3
8D

o4
D4
6C
c7
38
20
1A
42
33
B3

DB
55
CE
B7
A3
41
DD
1A
B4

o3
78
27
0B
88
D2
54
91
36

DU
BE
5D
5E
F5
05
45
AE
25

9B
C2
AB
34
46
B4
12
F3
AA
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ISO/IEC 10118-3:2018(E)

After L

OA FF C6 82 OB 52 3A 3D 91 71 35 F2 DF F2 EE 06
BEF E7 2B 31 24 72 1D 4A 26 CO 4E 53 A7 5E 30 E7
3A 7A 9C 4A 95 D9 1C 55 D4 95 ES9 F5 1D DO B5 E9
D8 3C 6D 5E 8C E8 03 AA 62 B8 D6 54 DB 53 DO 9B
8D CF F2 73 CD FE B5 73 FA D8 BC D4 55 78 BE C2
E7 70 DO 1E FD E8 6E 72 1A 3F 7C 6C CE 27 5D AB
E6 E2 14 3F 1A F1 8D A7 EF DD C4 C7 B7 0B 5E 34
5D B9 3C C9 36 BE A3 23 49 1C CB 38 A3 88 FL 46
A9 FF 00 DD 4E 13 00 B9 B2 15 3D 20 41 D2 05 B4

43 E4 1B 45 A6 53 F2 A5 C4 49 2C 1A DD 54 45 12

DD A2 52 98 33 46 2B 71 98 29 5E 42 1A 91 AE F3

35 EA 78 70 4A Al OA FB 26 8D A3 33 B4 36 25 AA
8F DF DA 9B 22 CC 8D B3

After permufation

OA FF C6 82 OB 52 3A 3D 91 71 35 F2 DF Hz~EE 06
BEF E7 2B 31 24 72 1D 4A 26 CO 4E 53 AJZNSE 30 E7
3A 7A 9C 4A 95 D9 1C 55 D4 95 E9 ES/1D DO B5 E9
D8 3C 6D 5E 8C E8 03 AA 62 B8 D54 DB 53 DO 9B
8D CF F2 73 CD FE B5 73 FA D8\BC D4 55 78 BE C2
E7 70 DO 1E FD E8 6E 72 1A»3F 7C 6C CE 27 5D AB
E6 E2 14 3F 1A F1 8D A7 EF DD C4 C7 B7 OB 5E 34
5D B9 3C C9 36 BE A3(23 49 1C CB 38 A3 88 F5 46
A9 FF 00 DD 4E 13.00 B9 B2 15 3D 20 41 D2 05 B4
43 E4 1B 45 AgQ(53 F2 A5 C4 49 2C 1A DD 54 45 12
DD A2 52 98733 46 2B 71 98 29 5E 42 1A 91 AE F3
35 EA 78 +707 4A Al OA FB 26 8D A3 33 B4 36 25 AA
8F DF DA 9B 22 CC 8D B3
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State (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = 3D3A520B82C6FFOA

[1,0] = 06EEF2DFF2357191

[2,0] = 4A1D7224312BE7BF

[3,0] = E7305EA7534EC026

[4,0] = 551CD9954A9CTA3A

[0,1] = E9B5D01DF5E995D4

[1,1] = AAO3E88C5E6D3CDS

[2,1] = oBD053DB54D6B362

[3,1] = 73B5FECD73F2CF8D

[4,1] = C2BE7855D4BCDSFA

[0,2] = 726EES8FDIEDOT0ET

[1,2] = AB5D27CE6C7C3F1A

[2,2] = A78DF11A3F14E2E6

[3,2] = 345E0BB7C7C4DDEF

[4,2] = 23A3BE36C93CB95D

[0,3] = 46F588A338CB1CA9

[1,3] = B900134EDDOQEFAY

[2,3] = B405D241283D15B2

[3,3] = A5F25386451BE443

[4,3] = 124594DD1A2C49C4

[0,4] = 7Z2B46339852A2DD

[1,4] =“F3AE911A425E2998

[2/4] = FBOAA14AT7078EA35

[3,4] = AR2536B433A38D26

[4,4] = B38DCC229BDADFSF

Abouf to call squeeze (again)
State|before permutation-(in bytes)

0OA FF C6 82 OB 52 3A 3D 91 71 35 F2 DF F2 EE 06
BF E7 2B 31 24 72 1D 4A 26 CO 4E 53 A7 5E 30 E7
3A 7A 9C 4A 95 D9 1C 55 D4 95 E9 F5 1D DO B5 E9
D8 3C 6D 5E 8C E8 03 AR 62 B8 D6 54 DB 53 DO 9B
8D CF F2 73 CD FE B5 73 FA D8 BC D4 55 78 BE C2
E7 70 DO 1E FD E8 6E 72 1A 3F 7C 6C CE 27 5D AB
E6 E2 14 3F 1A F1 8D A7 EF DD C4 C7 B7 OB 5E 34
5D B9 3C C9 36 BE A3 23 49 1C CB 38 A3 88 F5 46
A9 FF 00 DD 4E 13 00 B9 B2 15 3D 20 41 D2 05 B4
43 E4 1B 45 A6 53 F2 A5 C4 49 2C 1A DD 54 45 12
DD A2 52 98 33 46 2B 71 98 29 5E 42 1A 91 AE F3
35 EA 78 70 4A Al OA FB 26 8D A3 33 B4 36 25 AA

8F DF DA 9B 22 CC 8D B3
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = 3D3A520B82C6FFOA
[1,0] = 0GEEF2DFF2357191
[2,0] = 4A1D7224312BE7BF
[3,0] = E7305EA7534EC026
[4,0] = 551CD9954A9CTA3A
= E9B5D01DF5E995D4
= AAO3E88C5E6D3CD8

= 9BD053DB54D6B862

]

]

]

] = 73B5FECD73F2CF8D
] = C2BE7855D4BCD8FA
] = 726EE8FD1EDO70E7
[1,2] = AB5D27CE6C7C3F1A
[2,2] = A78DF11A3F14E2E6
[3,2] = 345E0BB7C7C4DDEF
[4,2] = 23A3BE36C93CBI5D
[0,3] = 46F588A338CB1C49
[1,3] = B900134EDDOOFFA9
[2,3] = B405D241203D15B2
[3,3] = A5F253A6451BK443
[4,3] = 124554DDLA35EY9C4
[0,4] = 712B463@9852A2DD
[1,4] = F3AEOMA425E2998
[2,4] = EBDAA14A7078EA35
[3,4] = AA2536B433A38D26
[4,4] = B38DCC229BDADFSF

Round #0
After 0

L8"3A D9 EA 90 AA CE B2 44 50 0B 2E 78 11 4E E5
9E 35 DO 4D 72 50 1A 59 36 99 37 F4 5A F3 EC F5
40 88 91 49 AD S5F 6F D8 C6 50 F6 9D 86 28 41 66
0D 1D 53 82 2B 0B A3 49 43 6A 2D 28 8D 71 D7 88

9D 96 8B D4 30 53 69 61 80 2A B1 D7 6D FE CD 4F

F5 B5 CF 76 66 10 9A FD CF 1E 42 BO 69 C4 FD 48
C7 30 EF 43 4C D3 8A B4 FF 84 BD 60 4A A6 82 26
27 4B 31 CA OE 38 DO AE 5B D9 D4 50 38 70 01 C9
7C DE 3E 01 E9 FO A0 5A 93 C7 C6 5C 17 FO 02 A7
53 BD 62 E2 5B FE 2E B7 BE BB 21 19 E5 D2 36 9F
CF 67 4D FO A8 BE DF FE 4D 08 60 9E BD 72 OE 10
14 38 83 0C 1C 83 0D E8 36 D4 DA 94 49 9B F9 B8
F5 2D D7 98 1A 4A FE 3E
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Afterp

18
67
FD
25
CB
AF
1F

3A
0D
TA
B8
45
AF
62

D9
74
C3
B2
6A
7D

9A

EA
93
06
30
98
B6
56

90
1C
42
9A
A9
33
A4

AA
94
8C
D4
B4
83
3D

CE
46
4C
DO
BO
DO
86

B2
96
6A
31
4E
EC
79

89
35
69
E2
DF
23
4C

AQ
CF
88
90
FC
3D
05

16
5E
12
5A
04
7B
4D

5C
6F
64
0B
A8
08
FE

FO
93
66
4A
12
Cl
09

22
79
0cC
63
7B
A6
7B

ISO/IEC 10118-3:2018(E)

9C
43
65
DC
DD
11
Cl

CA
AF
DF
35
E6
E7
94

65
27
DF
TE
02

After]m

18
1F
BF
DF
27
89
4C
TE
69
81
67
65

After|x

02
3F
9A

07
20
E5
FB
67

3A
62
4F
FC
20
A0
05
FB
88
D3
0D
07

78
68
CF

1C
1D
76
3F
90

D9
9A
7D
04
1D
16
4D
3F
12
c9
4
1C

D1
93
5F

68
1E
AA
9F
81

EA
56
CB
A8
1E
5C
FE
9F
64
63
93
68

AC
17
DB

D7
54
57
35
63
BF

90
A4
35
12
54
FO
09
35
66
63
1C
D7
34

B4
84
3F

93
8B
4c
Cl
BO
4F

AA
3D
A6
B
8B
22
B
c1
0cC
AE
94
93
21

83
9F
F2

A5
CF
e
A3
01
7D

CE
86
86
DD
CF
9¢
Cl
A3
65
0B
46
A5
80

C8
04
96

18
DB
CB
FA
9D
CB

B2
79
92
E6
DB
CA
94
FA
DF
78
96
18
79

FA
69
93

Al
81
9F
34
D4
35

25
DF
35
243
02
E2
9F
FD
23
D4
CB
Al
F6

E5
DF
15

70
D3
BE
21
DA

A6

B8
E5
C¥
AF
67
90
BE
TA
3D
DA
45
70
CA

3D
D5
cC

EO
c9
BB
80
94
86

B2
7.8
5E
7D
90
5A
BB
C3
7B
94
6A
EO
39

D6
Fo6
27

02
63
21
79
49
92

30
AA
6F
B6
81
0B
21
06
08
49
98
02
40

98
8A
79

92
63
19
F6
9B

9A
57
93
33
63
4A
19
42
Cl
9B
A9
92

Cc9
D7
B2

B7
AE
E5
CA
F9

D4
4c
79
83
BO
63
ES
8C
A6
F9
B4
B7

94
44
F9

B2
0B
D2
39
B8

DO
e
43
DO
01
DC
D2
4C
11
B8
BO
B2

A8
34
43

A9
78
36
40
86

31
CB
AF
EC
9D
35
36
6A
E7
36
4E
A9

B3
EB
A7

DE
12
85
2C
1C
ES
A8
43
71

FC
A8
A5
44
EB
4A
F3
0F
06
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U4
53
13
49
77
92
8A
60
1cC

AU
70
A8
60
9C
07
65
F3
11

S0
c4
Fl
2D
3F
44
23
4A
B3
BC

3
C2
3A
7B
80
04
AA
97
DB
61

DZ
8D
9D
EO
E3
6F
4F
43
AC
8A

1)
F9
4A
5C
CF
D7
30
86
58
71

Al
c8
71
1E
FF
77
D4
4B
E2
57

[
57
2A
BE
4F
35
5A
35
7C
EA

D
90
E8
BB
AA
6F
84
8A
94
89

37
01
0A
61
OE
00
29
9A
80
08

10
63
5A
D9
C3
59
BF
A9
9A

B3
B2
E7
c7
2E
E7
F9
90
A3

DU
9D
CE
CE
5C
Al
99
A2
F4

[
DD
17
36
4A
Fl
A3
EF
3F
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ISO/IEC 10118-3:2018(E)

After L

03 78 D1 AC B4 83 C8 FA E5 3D D6 98 C9 94 A8 B3
3F 68 93 17 84 9F 04 69 DF D5 F6 8A D7 44 34 EB
9A CF 5F DB 3F F2 96 93 15 CC 27 79 B2 F9 43 A7
DF FC 04 A0 56 73 D2 F5 AF E8 FD 37 10 B3 DO ES8
12 A8 53 70 C4 C2 8D F9 C8 57 90 01 63 B2 9D DD
85 A5 13 A8 F1 3A 9D 4A 71 2A E8 OA 5A E7 CE 17
2C 44 49 60 2D 7B EO 5C 1E BE BB 61 D9 C7 CE 36

1C EB 77 9C 3F 80 E3 CF FF 4F AA OE C3 2E 5C 4A

E9 4A 92 07 44 04 6F D7 77 35 6F 00 59 F7 Al F1

A8 F3 8A 65 23 AA 4F 30 D4 5A 84 29 BF F9 99 A3

43 OF 60 F3 4A 97 43 86 4B 35 8A 9A A9 90 A2 EF

71 06 1C 11 B3 DB AC 58 E2 7C 94 80 9A A3 F4 3F
BC 61 8A 71 57 EA 89 08

(Skip roundg 1 to 22)
Round #23
After 6

9F 9A 64 FF 91 6E D1 4E EO 09 1944¢€ 08 53 23 C9
05 F4 79 31 88 3D 47 ED B5 81:\93 66 7C C3 CF F6
45 26 41 E5 63 41 BD 53 1A_1A 50 2B 22 D9 A9 34
5B E2 45 6C EF E9 02 8FuIE* 94 CO 52 DF 97 85 ED
EC 5B BD DA 1F 0D 85_A9'07 E5 AF C8 B4 A0 65 9E
6D 68 DA 16 B7 76 83'2F FC CA Al CF 21 76 A4 0A
CA 7B 74 0E 76 37°DD FE 30 67 35 85 78 58 DE 68
EF D6 98 47.0&)55 CB 85 1F 7A 33 E4 23 D9 21 29
8C 6D 66 BE7D 07 0OC 53 7B 76 B5 AC OB F3 38 C8
1F 59«C5v71 43 C7 4C 2C E9 38 BC CO 33 C9 D2 68
9B 2DB-28 8A TF A4 S9E 29 48 33 F4 1B 54 72 A7 68
0G.<74 FD 1D EO 08 07 7A E2 F1 31 E9 B6 66 D2 O9E
2E 9B 2C D8 E5 5E 5F 53
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Afterp

9F
01
0B
c4
AD
69
73

9A
7D
EA
F6
5E
43
BO

64
5E
9D
9E
ED
D3
BB

FF
0cC
2A
2E
8F
B6
E9

91
62
32
FO
86
B8
F6

6E
CF
09
B8
C2
BS5
57

D1
51
2A
25
54
2B
DE

4E
7B
1F
5E
F6
e
A3

Cl
37
22
BB
5A
2A

BO

13
FC
92
07
E6
FO
BC

32
6C
9D
25
79
2B
D1

38
S5F
4A
BO
50
87
60

10
1B
A3
D4
FE
3E
CE

A6
38
Al
F7
8A
87
6A

ISO/IEC 10118-3:2018(E)

46
69
01
65
4C
D8
0A

92
Ccé
BS5
61
0B
91
Fl

A3
cc
98
TA
81

After]m

9F
73
D7
5A
cc
Cl
BO
TA
22
1cC
01
A3

After|x

AC
34
97

87
B7
89
A6
AE

9A
BO
94
E6
B7
13
BC
A6
92
E4
70
87

9A
A4
FO

AA
EF
E5
6C
BF

64
BB
CB
79
EF
32
D1
6C
9D
3D
SE
AA

45
Bl
51

ES
80
23
B6
03

FF
E9
26
50
80
38
60
B6
41
BB
oc
E5

3E
ED
26

C2
61
AB
AQ
1C
D7

91
F6
0B
FE
61
10
CE
AQ,
A3
5A
62
C2
21

97
Fo6
6B

77
8A
38
28
El
94

6E
57
76
8A
8A
A6
6A
28
Al
D6
CF
77
CD

29
11
E6

6B
Bl
6E
FE
40
CB

D1
DE
B9
4C
Bl
44
0A
FE
01
85
51
6B
DO

0B
4F
9D

CcC
CD
E8
91
8F
26

4E
A3
D7
0B
CD
92
Fl
91
B5
79
7B
ccC
6F

EF
B4
Cc7

C8
1C
68
21
F1l

0B

C4
98
37
&9
31
BB
68
0B
2A
Fl
AD
c8
50

4C
90
16

477
E4
E9
CD
31
76

F6
89
IS
&3
AE
07
E9
EA
FO
31
S5E
47
Cc9

FF
83
FD

B2
3D
38
DO
ES
B9

9E
E3
6C
D3
BF
25
38
9D
2B
ES
ED
B2
9D

DA
Cl
EE

43
BB
BC
6F
B6
D7

25
23
5F
B6
03
BO
BC
2A
87
B6
8F
43
A2

2C
FA
F9

52
5A
co
50
66

FO
AB
1B
B8
1C
D4
(030)
32
3E
66
86
52

F9
3B
1B

3E
D6
33
Cc9
D2

B8
38
38
B5
El
F7
33
09
87
D2
c2
3E

90
30
0D

F4
85
C9
9D
9E

25
6E
69
2B
40
65
C9
2A
D8
9E
54
F4

05
2E
4A

66
79
D2
A2
E2

5E
E8
Ccé
7C
8F
61
D2
1F
91
E2
F6
66

16
EO
B2

DE
FA
Cl
A2
40
36
16
03
82

E7
AB
BA
A2
96
2E
FC
0F
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S)S)
AF
E2
95
69
89
29
5C
EA

oU
DC
78
62
36
72
B3
6C
Cc9

Bl

62
1A
EE
64
E3
4A
22
C2
8D

30
92
AE
62
79
Fl
DF
FA
B6
CF

DC
98
4C
3C
DF
04
A5

62
71

SA
8D
02
FO
FO
DD
64
73
4c
EC

S35
C9
F3
ES
03
CB
D1
E5
c8
D4

4B
AC
46
F8
8A
El
21
1E
77
Cc9

C3
AE
0D
2A
BF
EB
ES
FD
BC
99

BS
03
2C
B4
AF
83
F6
8D
43
26

Ad
F8
D4
DO
2E
1A
E7
96
70

D4
63
E6
BS5
OF
87
72
CA
38

oB
44
A4
C9
F2
C2
9F
co
B4

[
86
63
DO
1F
13
42
D4
3F

267
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After L

A4 1A 45 BE 97 29 0B 6F 4C FF DA 2C F9 90 05 16
34 A4 Bl ED F6 11 4F B4 90 83 Cl1 FA 3B 30 2E EO
97 FO 51 26 6B E6 9D C7 16 FD EE F9 1B 0D 4A B2
DE 52 55 50 BF 80 DC 8A 68 4B C3 B5 A4 D4 6B 7E
FA E7 AF DC 62 92 98 8D C9 AC AE 03 F8 63 44 86
Cl AB E2 78 1A AE 4C 02 F3 46 0D 2C D4 E6 A4 63
A2 BA 95 62 EE 62 3C FO E9 F8 2A B4 DO B5 C9 DO

40 A2 69 36 04 79 DF FO 03 8A BF AF 2E OF F2 1F

36 96 89 72 E3 F1 04 DD CB E1 EB 83 1A 87 C2 13

16 2E 29 B3 4A DF A5 64 D1 21 E9 F6 E7 72 9F 42

03 FC 5C 6C 22 FA 7A 73 E5 1E FD 8D 96 CA CO D4

82 OF EA C9 C2 B6 62 4C C8 77 BC 43 70 38 B4 3F
8D CF 71 EC D4 C9 99 26

After permufation

A4 1A 45 BE 97 29 0B 6F 4C FF DA 2C F9 90~05 16
34 A4 Bl ED F6 11 4F B4 90 83 Cl1 FA 3B N30 2E EO
97 FO 51 26 6B E6 9D C7 16 FD EE ES/1B 0D 4A B2
DE 52 55 50 BF 80 DC 8A 68 4B C3)B5 A4 D4 6B TE
FA E7 AF DC 62 92 98 8D C9 ACNARE 03 F8 63 44 86
Cl AB E2 78 1A AE 4C 02 F3p46 0D 2C D4 E6 A4 63
A2 BA 95 62 EE 62 3C FQ E9 F8 2A B4 DO B5 C9 DO
40 A2 69 36 64 79 DFCEO 03 8A BF AF 2E 0F F2 1F
36 96 89 72 E3 F1.04 DD CB E1 EB 83 1A 87 C2 13
16 2E 29 B3 4A(DFF A5 64 D1 21 E9 F6 E7 72 9F 42
03 FC 5C 6CN22° FA 7A 73 E5 1E FD 8D 96 CA CO D4
82 OF EA.CY9 C2 B6 62 4C C8 77 BC 43 70 38 B4 3F
8D CF 71 EC D4 C9 99 26
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State (as lanes of integers)

6F0B2997BE451AA4
160590F92CDAFF4C
B44F11F6EDB1A434
EO2E303BFAC18390
C79DE66B2651F097
B24A0D1BF9EEFD16
8ADC80BF505552DE

ISO/IEC 10118-3:2018(E)

TE6BD4A4B5C34B68
8D989262DCAFETFA
864463F803AEACCY
024CAE1AT8E2ABC1
63A4E6D42C0D46F3
FO3C62EE6295BAA2
DOC9B5D0B42AF8E9
FODF79643669A240
1FF20F2EAFBF8AQ3
DD04F1E372899636
13C2871A83EBELCB
64A5DF4AB3292E16
429F92ETF6ES21D1
135/ AFA226C5CFC03
D4COCA968DFD1EES
4C62B6C2C9EAQF82
3FB4387043BC77C8
2699C9D4ECT71CF8D
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The hash value is

7F 9C 2B A4 E8 8F 82 7D 61 60 45 50 76 05 85 3E
D7 3B 80 93 F6 EF BC 88 EB 1A 6E AC FA 66 EF 26
3C B1 EE A9 88 00 4B 93 10 3C FB OA EE FD 2A 68
6E 01 FA 4A 58 E8 A3 63 9C A8 Al E3 F9 AE 57 E2
35 B8 CC 87 3C 23 DC 62 B8 D2 60 16 9A FA 2F 75
AB 91 6A 58 D9 74 91 88 35 D2 5E 6A 43 50 85 B2
BA DF D6 DF AA C3 59 A5 EF BB 7B CC 4B 59 D5 38

DF 9A 04 30 2E 10 C8 BC 1C BF 1A 0B 3A 51 20 EA
17 CD A7 CF AD 76 5F 56 23 47 4D 36 8C CC A8 AF
00 07 CD 9F 5E 4C 84 9F 16 7A 58 0B 14 AA BD EF
AE E7 EE F4 7C BO FC A9 76 7B E1 FD A6 94 19 DF
B9 27 E9 DF 07 34 8B 19 66 91 AB AE B5 80 B3 2D
EF 58 53 8B 8D 23 F8 77 32 EA 63 BO 2B 4F A0 F4
87 33 60 E2 84 19 28 CD 60 DD 4C EE 8C CO D4 _CS
22 A9 61 88 DO 32 67 5C 8A C8 50 93 3C 7A ER M5
33 B9 4C 83 4A DB B6 9C 61 15 BA D4 69 2p")86 19
F9 0B OC DF 8A 7B 9C 26 40 29 AC 18 5B\N70 B8 3F
28 01 F2 F4 B3 F7 0C 59 3E A3 AE EB(61 3A 7F 1B
1D E3 3F D7 50 81 F5 92 30 5F 2E/45 26 ED CO 96
31 B1 09 58 F4 64 D8 89 F3 1BNAOD 10 25 OF DA 7F
13 68 EC 29 67 FC 84 EF 2ACE9 AF F2 68 EO B1 70
OA FF C6 82 OB 52 3A 3R 91 71 35 F2 DF F2 EE 06
BF E7 2B 31 24 72 1D(AA 26 CO 4E 53 A7 5E 30 E7
3A 7A 9C 4A 95 D9-1C 55 D4 95 ES9 F5 1D DO B5 E9
D8 3C 6D 5E 8G(E8 03 AA 62 B8 D6 54 DB 53 DO 9B
8D CF F2 73°CD FE B5 73 FA D8 BC D4 55 78 BE C2
E7 70 DO *1E FD E8 6E 72 1A 3F 7C 6C CE 27 5D AB
E6 Ez~324 3F 1A F1 8D A7 EF DD C4 C7 B7 OB 5E 34
5DIBY 3C C9 36 BE A3 23 49 1C CB 38 A3 88 F5 46
a9 FF 00 DD 4E 13 00 B9 B2 15 3D 20 41 D2 05 B4
43 E4 1B 45 A6 53 F2 A5 C4 49 2C 1A DD 54 45 12
DD A2 52 98 33 46 2B 71 A4 1A 45 BE 97 29 OB 6F

SHAKE-128 ganiple to produce 4 096 bits of output

The message as a bit string

11001

About to call last of the absorb phase
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XORed state (in bytes)

ISO/IEC 10118-3:2018(E)

F3 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00O 0O 00 00 0O 0O 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KO

00 00 00 00 00 00 00 00

XORe(d state (as lanes of integers)

[0,0] = 00000000000003E3

[1,0] = 000000000000d000

[2,0] = 0000000006000000

[3,0] = 0000060DD0000000

[4,0] = 0000Q00000000000

[0,1] = q®00000000000000

[1,1] 2\20000000000000000

[2c1) 0000000000000000

[3,1] = 0000000000000000

[4,1] = 0000000000000000

[0,2] = 0000000000000000

[1,2] = 0000000000000000

[2,2] = 0000000000000000

[3,2] = 0000000000000000

[4,2] = 0000000000000000

[0, 3] 0000000000000000

[1,3] = 0000000000000000

[2,3] = 0000000000000000

[3,3] = 0000000000000000

[4,3] = 0000000000000000

[0,4] = 8000000000000000

[1,4] = 0000000000000000

[2,4] = 0000000000000000

[3, 4] 0000000000000000

[4,4] = 0000000000000000

Round #0
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ISO/IEC 10118-3:2018(E)

After 0

F3 03 00 00 00 00 00 00 F3 03 00 00 00 00 00 80
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
E7 07 00 00 00 00O 00 00 0O 0O OO0 00 00 0O 00 0O
F3 03 00 00 00 00 00 80 0O OO0 00 0O 0O OO0 00 0O
00 00 00 00 00O 0O OO0 00 E7 07 00 00 00 00 00 00
00 00 00 00 00O 0O OO0 00 F3 03 00 00 00 00O OO0 80
00 00 00 00O 00 00 OO 0O 00 OO OO 00 00 00 00 00
E7 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00

F3 03 00 00 00 00 0O 80 00 00 0O 00O 00 00 00 00

00 00 00 00 00 0O OO 00 E7 07 00 00 00 00 00 00

00 00 00 00 00 0O OO0 80 F3 03 00 00 00 00 00 80

00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
E7 07 00 00 00 00 00 00

After p

F3 03 00 00 00 00 00 00 E7 07 00 00 00 00~00 00
00 00 00 00 00 0O OO 00 00 0O OO0 00 0QNOO 00 00
00 00 00 38 3F 00 00 00 00 00O 00 0B£00 00O 00 00
00 00 00 00 00 38 3F 00 00 00 0000 00 0O 00 00
00 00 00 00 00 0O OO0 00 00 QOs\¥0O 7E 00 00 00 00
00 00 00 00 00 00 OO0 00 00mCE OF 00 00 00 00 00
00 00 00 00 00 0O OO 0Q™@® 00 OO0 00 00 00O 00 00
00 00 00 00 80 F3 03¢HO 00 00 OO 00 00 00 00 00
00 00 00 00 0O 70.7E 00 00 00 OO 00 00 00 00 0O
00 00 00 00 0Q00 OO 00 00 E7 07 00 00 00 00 00
00 00 02 0QNOD” 00 00 00 CE OF 00 00 00 00 00 00
00 00 00-+00°00 00 OO 00 00 0O OO 00 00 0O 00 0O
00 CcO F9 01 00 00 00 0O

After

F3 03 00 00 00 00 00 0O OO OO0 00 00 00 38 3F 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 CcO F9 01 00 00 0O 00 00 OO OO 00 00 0O 00 0O

oo U0 /70 /7 00 00 00 U0 UO 0O 0OU 00U 00 00 U0 U0
00 00 00 00 00 70 7E 00 00 0O OO0 00 00 0O 00 0O
E7 07 00 00 00 00O 00 00 0O OO OO 00 0O 0O 00 0O
00 00 00 00 00O 0O OO0 00 0O E7 07 00 00 00 00 00
00 00 02 00 00 00 OO 0O 00 OO0 00O 38 3F 00 00 00
00 00 00 00 00 00O OO0 00 00 CE OF 00 00 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 00 OO OO 00 00 0O 00 0O
00 00 00 00 80 F3 03 00 00 00O OO 00 00 0O 00 0O
CE OF 00 00 00 00 00 0O
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After x

F3
00
00
00
00
E7
00

03
co
co
00
00
07
00

00
F9
F9
70
00
00
00

00
01
01
7E
00
00
00

00
00
00
00
00
00
00

00
00
38
70
70
00
00

00
00
3F
7E
7E
00
00

00
00
00
00
00
00
00

00
F3
00
00
00
00
E7

00
03
00
00
00
E7

EO

00
00
00
00
70
07
07

00
00
00
00
TE
00
00

00
00
00
00
00
00
00

38
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

3F
00
00
00
00
00
00

00
00
00
00
00
00
00

After]

pe=

(Skip[rounds 1 to 22)
Round #23

00
00
00
00
CE

F2
00
00
00
00
E7
00
00
00
00
00
CE

00
00
00
00
0F

03
co
co
00
00
07
00
00
00
00
0Q
OF

02
00
00
00
00

00
F9
F9
70
00
00
00
02
00
00
OS]
00

00
00
38
00
00

00
01
01
TE
00
00
00
00
0Q
38
00
00

00
00
3F
80
80
CE

00
00
00
00
00
00
00
Q0
00
3F
80
80
CE

00
00
00
F3
F3
0F

00
00
38
70
70
00
00
00
00
00
F3
F3
0F

00
00
00
03
03
00

00
00
3F
TE
7E
0Q
Q00
00
00
00
03
03
00

00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00

00
F3
00
00
00
00
E7
00
00
00
00
00
00

CE
CE
00
00
00
00

00
03
0Q
00
00
E7
EO
CE
CE
00
00
00
00

0F
0F
00
00
00
00

00
00
00
00
70
07
07
0F
0F
00
00
00
00

38
00
00
00
00
00

oo
00
00
00
7E
00
00
38
00
00
00
00
00

3F
00
00
00
00

00
00
00
00
00
00
00
3F
00
00
00
00

00
00
00
00
00

38
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00

3F
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
0,0

00
00
00
00
00
00
00
00
00
00
00
00
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After 0

22 B2 35 3A 97 67 32 8B 25 D8 47 EF FF E1l E6 1F
61 F2 2A F1 55 B6 A2 61 5B EF 58 FA 3C E5 7D 06
04 B6 51 87 0C 89 F8 9A 51 47 E1 4F 69 AA F7 A9
F6 DB BB 5C 44 76 AF 6E F8 DO 7A 6E 83 5C B3 AD
7F 82 9C 4E D6 60 8F FD 3E B1 1B B7 C6 E1 78 5D
FD 45 12 71 CO DF EF 29 ¥F8 7E F7 D2 F7 BA 4C BB
1C BD F7 09 4F F5 CA 6F 9E 65 00 E6 EB FD 11 00

23 C4 D2 83 D4 7C BO C8 CA 4C 6C BO Al 4A 79 B2

AA ED 13 4D 1B 0D CA 7B 81 78 5E 33 F7 BO 9C 7B

56 58 FF 75 56 B6 FB 5E 27 F1 CC F8 DD DC C2 EE

32 76 AE 9C D8 F8 7C BB D9 69 77 20 8C AF 2A 66

DB 44 C6 BF 3D 51 A1l 79 9F 88 9C 53 5B 0C D7 A6
64 74 A5 78 CO BF DF AF

After p

22 B2 35 3A 97 67 32 8B 4A BO 8F DE FF O3~CD 3F
98 BC 4A 7C 95 AD 68 58 53 DE 67 BO EFSN\8E A5 CF
48 C4 D7 24 BO 8D 3A 64 94 A6 7A 9R/1A 75 14 FE
CB 45 64 F7 EA 66 BF BD 2B 3E B4)9E DB 20 D7 6C
41 4E 27 6B BO C7 FE 3F 8E D/«\E5 13 BB 71 6B 1C
E9 2F 92 88 03 FE 7E 4F ED»EZ FB DD 4B DF EB 32
4F 78 AA 57 7E E3 E8 BREB 23 00 3C CB 00 CC D7
41 6A 3E 58 E4 11 62¢EY9 60 43 95 F2 64 95 99 D8
A2 69 A3 41 79 4E.BS 7D CE BD 40 3C AF 99 7B 58
76 DF CB OA EB(BFF CE CA EE 27 F1 CC F8 DD DC C2
F3 ED CA DB8N\BY 72 62 E3 65 A7 DD 81 30 BE AA 98
9B C8 F8B7 27 2A 34 6F 88 9C 53 5B 0C D7 A6 9F
F7 2B 19 5D 29 1E FO EF

After

22 B2 35 3A 97 67 32 8B CB 45 64 F7 EA 66 BF BD
4F 78 AA 57 7E E3 E8 BD 76 DF CB OA EB BF CE CA
F7 2B 19 5D 29 1E FO EF 53 DE 67 BO F5 8E A5 CF

st D/ ES 13 BB /1 oB IC EY ZF 92 88 U3 FE /E 4F
A2 69 A3 41 79 4F B5 7D 9B C8 F8 B7 27 2A 34 6F
4A BO 8F DE FF C3 CD 3F 2B 3E B4 9E DB 20 D7 6C
FB 23 00 3C CB 00 CC D7 EE 27 F1 CC F8 DD DC C2
F3 ED CA D8 B9 72 62 E3 48 C4 D7 24 BO 8D 3A 64
94 A6 7A 9F 1A 75 14 FE ED E2 FB DD 4B DF EB 32
CE BD 40 3C AF 99 7B 58 88 9C 53 5B 0C D7 A6 9F
98 BC 4A 7C 95 AD 68 58 41 4E 27 6B BO C7 FE 3F
41 6A 3E 58 E4 11 62 E9 60 43 95 F2 64 95 99 D8
65 A7 DD 81 30 BE AA 98
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After x

26
CE
3E
8C
E2
9A
EA

8A
58
6E
97
TF
Bl
EB

BF
BA
59
c4
A4
8F
0A

3A
02
98
52
41
FE
2C

83
TE
41
C3
A9
FE

CA

E6
E3
1E
70
CB
C3
22

72
D8
7D
EA
34
C5
EE

8B
98
DB
2C
FD
AC
Fo6

FB
76
32
FO
17
2F

E6

C2
4F
F6
AF
Cc9
3A
37

25
EF
75
CA
78
45
F4

FF
28
38
3E
B4
5E
CA

6B
7D
F5
05
2D
EB
BE

TA
DE
00
DE
5B
FD
5C

ISO/IEC 10118-3:2018(E)

B9
cc
Bl
TE
TE
c7
51

FF
CA
8C
4D
TF
6C
DE

D2
96
8E
98
44

After]

pe=

2E
CE
3E
8C
E2
9A
EA
D2
96
8E
98
44

After|permutation

2E
CE
3E

E3
BB
FD
9C
CE

0A
58
6E
97
TF
Bl
EB
E3
BB
FD
9C
CE

0A
58
6E

FA
TA
c4
52
76

BF
BA
59
Cc4
A4
8F
0A
FA
TA
c4
52
76

BF
BA
59

D8
BF
18
6C
59

BA
02
98
52
41
FE
2C
D8
BE
18
6C
59

BA
02
98

B9
BE
1F
D1
F4
24

83
TE
41
C3
A9
FF
CA
BY
BE
1F
D1
F4
24

83
TE
41

52
75
91
BD
3B
ES

E6
E3
1E
70
CB
C3
22
52
75
91
BD
3B
ES

E6
E3
1E

70
04
63
68
40
F8

72
D8
7D
EA
34
Chy
EE
70
04
63
68
40
F8

72
D8
7D

A3
B6
38
98
E9
82

0B
98
DB
2C
FD
AC
F6
A3
B6
38
98
E9
82

0B
98
DB

21
ED
1C
61
F8
10

FB
76
32
240
&7
2F
E6
21
ED
1cC
61
F8
10

FB
76
32

84
E2
BE
4F
5B
FC

C2
4F
e
AF
Cc9
3A
37
84
E2
BE
4F
5B
FC

c2
4F
F6

56
E8
7B
A6
97
3C

25
EE
75
CA
78
45
F4
56
E8
7B
A6
97
3C

25
EF
75

64
9E
co
Cc9
8E
BF

o
28
38
3E
B4
5E
CA
64
9E
co
Cc9
8E
BF

FF
28
38

Fl
4B
06
BO
El

6B
7D
F5
05
2D
EB
BE
Fl
4B
06
BO
E1l

6B
7D
F5

07
99
A7
43
94

TA
DE
00
DE
5B
FD
5C
07
99
A7
43
94

TA
DE
00

D1
6F
A2
67
D9

B9
cc
Bl
TE
TE
c7
51
D1
6F
A2
67
D9

B9
cC
Bl

64
BS5
05
2F
98

FF
CA
8C
4D
TF
6C
DE
64
B5
05
2F
98

FF
CA
8C

8C
E2
9A
EA
D2
96
8E
98
44

97
TF
Bl
EB
E3
BB
FD
9C
CE
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[oF:!
A4
8F
0A
FA
TA
c4
52
76

41
FE
2C
D8
BF
18
6C
59

C3
A9
FE
CA
B9
BE
1F
D1
F4
24

70
CB
C3
22
52
75
91
BD
3B
ES

BA
34
C5
EE
70
04
63
68
40
F8

2C
FD
AC
F6
A3
B6
38
98
E9
82

[NV
17
2F
E6
21
ED
1cC
61
F8
10

Al
Cc9
3A
37
84
E2
BE
4F
5B
FC

CA
78
45
F4
56
E8
7B
A6
97
3C

Sk
B4
5E
CA
64
9E
co
C9
8E
BF

Ud
2D
EB
BE
Fl
4B
06
BO
El

Dk
5B
FD
5C
07
99
A7
43
94

TE
c7
51
D1
6F
A2
67
D9

4D
TF
6C
DE
64
BS5
05
2F
98
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0] = 0B72E683BABFOA2E
[1,0] = FFB97A6BFF25C2FB
[2,0] = 98D8E37E02BA58CE
[3,0] = CACCDE7D28EF4F76
[4,0] = DB7D1E4198596E3E
= 8CB100F53875F632
= 2CEA70C352C4978C

= 4D7EDEOS3ECAAFFO

]

]

|

] = FD34CBA941RA47FE2
] = 7F7E5B2DB478C917
] = ACC5C3FFFE8FB19A
[1,2] = 6CCTFDEBSE453A2F
[2,2] = F6EE22CA2COAEBEA
[3,2] = DE515CBECAF437E6
[4,2] = A37052B9DSFAE3D2
[0,3] = 64D107F164568421
[1,3] = B60475BEBF7ABB96
[2,3] = B56F994B9EESE2ED
[3,3] = 3863911F18C4EPOE
[4,3] = 05A2A706CQWBBELC
[0,4] = 9868BDDP6C529CI8
[1,4] = 2F6743B0COAG4AF61
[2,4] = E9403BF45976CE44
[3,4] = 98D994E18E975BF8
[4.4] = BF3CFC1082F8E524

About to call squeeze (again)

State before|permutation (in bytes)

2E A BF BA 83 E6 72 OB FB C2 25 FF 6B 7A BY FF
GE 58 BA 02 7E E3 D8 98 76 4F EF 28 7D DE CC CA
3E 6E 59 98 41 1E 7D DB 32 F6 75 38 F5 00 Bl 8C
8C 97 C4 52 C3 70 EA 2C FO AF CA 3E 05 DE 7E 4D

E2 7F A4 41 A9 CB 34 FD 17 C9 78 B4 2D 5B 7E 7F

9A Bl 8F FE FF C3 C5 AC 2F 3A 45 5E EB FD C7 6C
EA EB OA 2C CA 22 EE F6 E6 37 F4 CA BE 5C 51 DE
D2 E3 FA D8 B9 52 70 A3 21 84 56 64 F1 07 D1 64
96 BB 7A BF BE 75 04 B6 ED E2 E8 9E 4B 99 6F B5
8E FD C4 18 1F 91 63 38 1C BE 7B CO 06 A7 A2 05
98 9C 52 6C D1 BD 68 98 61 4F A6 C9 BO 43 67 2F
44 CE 76 59 F4 3B 40 E9 F8 5B 97 8E E1 94 D9 98
24 E5 F8 82 10 FC 3C BF
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State before permutation (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = 0B72E683BABFOA2E

[1,0] = FFB97TAGBFF25C2FB

[2,0] = 98DBE37E02BA58CE

[3,0] = CACCDE7D28EF4F76

[4,0] = DB7D1E4198596E3E

[0,1] = 8CB100F53875F632

[1,1] = 2CEA70C352C4978C

[2, 1] = 4D7EDEOS53ECAAFEQ

[3,1] = FD34CBA941A47FE2

[4,1] = 7F7E5B2DB478C917

[0,2] = ACC5C3FFFESFB19A

[1,2] = 6CCTFDEBS5E453A2F

[2,2] = F6EE22CA2COAEBREA

[3,2] = DE515CBECAF437E6

[4,2] = A37052BI9DSFAE3D2

[0,3] = 64D107F16456842%

[1,3] = B60475BEBF7ABBI6

[2,3] = B56F994BIRESE2ED

[3,3] = 386391UF18C4FDSE

[4,3] = 05A2AY06CO7BBELC

[0,4] = 9BF8BDD16C529C98

[1,4] \=V2F6743B0COAG4F61

[2/4] = E9403BF45976CE44

[3,4] = 98D994E18ES75BF8

[4,4] = BF3CFC1082F8E524

Round #0
After|0

B3 22 16 06 DB 28 70 FB 3E F7 AC 24 DF 9F C9 D6
69 81 1B EC 1B BB 09 2C 8C 40 BB 93 F4 FA 71 CE
45 65 37 45 87 6D 11 3D AF DE DC 84 AD CE B3 7C
49 A2 4D 89 77 95 9A 05 57 76 6B DO 60 86 AF F9
18 70 FO FA 20 EF 89 F9 6C C2 16 69 EB 28 12 99
07 99 26 42 A7 0D C7 5C EA OF CC 85 5F 18 B7 45
4D 32 AB C2 AF 7A 3F 42 1C 38 A0 71 37 78 EC DA
A9 E8 94 05 7F 21 1C 45 BC AC FF D8 A9 C9 D3 94
53 8E F3 64 0A 90 74 9F 4A 3B 49 70 2E Cl1l BE 01
74 F2 90 A3 96 B5 DE 3C 67 B5 15 1D CO D4 CE E3
05 B4 FB DO 89 73 6A 68 A4 7A 2F 12 04 A6 17 06
E3 17 D7 B7 91 63 91 5D 02 54 C3 35 68 BO 64 9C

5F EE 96 5F D6 8F 50 59
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ISO/IEC 10118-3:2018(E)

After p

B3 22 16 06 DB 28 70 FB 7D EE 59 49 BE 3F 93 AD
5A EO 06 FB C6 6E 02 4B AF 1F E7 CC 08 B4 3B 49
6C 8B E8 29 2A BB 29 3A D8 EA 3C CB F7 EA CD 4D
94 78 57 A9 59 90 24 DA FE 95 DD 1A 34 98 El 6B
38 78 7D 90 F7 C4 7C 0C 22 91 C9 26 6C 91 B6 8E
3A C8 34 11 3A 6D 38 E6 16 A9 3F 30 17 7E 61 DC
15 7E D5 FB 11 6A 92 59 FO D8 B5 39 70 40 E3 6E
82 BF 10 8E A2 54 74 CA Bl 53 93 A7 29 79 59 FF

9E 4C 01 92 EE 73 CA 71 DF 00 A5 9D 24 38 97 60

D6 9B 87 4E 1E 72 D4 B2 E3 67 B5 15 1D CO D4 CE

A9 Al 15 DO EE 43 27 CE 90 EA BD 48 10 98 5E 18

FC E2 FA 36 72 2C B2 6B 54 C3 35 68 BO 64 9C 02
54 D6 97 BB E5 97 F5 23

After

B3 22 16 06 DB 28 70 FB 94 78 57 A9 59 90~24 DA
15 7E D5 FB 11 6A 92 59 D6 9B 87 4E 1EN72 D4 B2
54 D6 97 BB E5 97 F5 23 AF 1F E7 CE/08 B4 3B 49
22 91 CY9 26 6C 91 B6 8E 3A C8 34)M 3A 6D 38 E6
9E 4C 01 92 EE 73 CA 71 FC E2«¥A 36 72 2C B2 6B
7D EE 59 49 BE 3F 93 AD FE>»95 DD 1A 34 98 E1 6B
FO D8 B5 39 70 40 E3 6E E3 67 B5 15 1D CO D4 CE
A9 Al 15 DO EE 43 2JCEE 6C 8B E8 29 2A BB 29 3A
D8 EA 3C CB F7 EA.CD 4D 16 A9 3F 30 17 7E 61 DC
DF 00 A5 9D 2438 97 60 54 C3 35 68 BO 64 9C 02
5A EO 06 FBNG6 6E 02 4B 38 78 7D 90 F7 C4 7C 0C
82 BF 10 -8E A2 54 74 CA Bl 53 93 A7 29 79 59 FF
90 EA BD 48 10 98 5E 18

After x

B2 24 96 54 DB 42 E2 FA 56 F9 55 AD 57 80 60 78
15 3A C5 4A FO EF B3 58 75 BB 87 4A 04 5A D4 6A
50 8E D6 12 E5 07 F1 23 B7 57 D3 DD 1A D8 33 29

Ab 95 C8 Ad Ad 83 74 IF OA oA CkE 35 ZA ol U EC
9D 51 04 5A E6 E3 C3 71 FC 62 F2 14 16 2D 36 ED
7D A6 79 68 FE 7F 91 A9 FD B2 DD 1E 39 18 F5 EB
F8 58 B5 F9 92 43 CO 6E B7 29 FD 1C 0D FC 44 EF
2B BO 91 C2 EE C3 47 8C 6A 8A EB 19 2A AF 09 AA
11 EA BC 46 D7 EA 5B 6D 16 6A 2F 50 87 3A 69 DE
F7 08 6D 9C 2E A3 B6 58 C4 A3 21 AA 65 24 58 47
D8 67 06 F5 C6 7E 02 89 09 38 FE Bl FE ED 75 39
82 17 3C C6 B2 D4 72 CA FB 53 91 14 EF 1F 59 BC
BO F2 C4 48 21 18 22 1C
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After

B3
15
50
A6
9D
7D

F8

24
3A
8E
95
51
A6
58

96
C5
D6
c8
04
79
B5

54
4A
12
A4
5A
68
F9

DB
FO
ES
A8
E6
FE
92

42
EF
07
83
E3
TF
43

E2
B3
Fl
74
C3
91
co

FA
58
23
9F
71
A9
6E

56
75
B7
5A
FC
FD
B7

F9
BB
57
6A
62
B2
29

55
87
D3
CE
F2
DD
FD

AD
4A
DD
35
14
1E
1C

57
04
1A
2A
16
39
0D

80
5A
D8
61
2D
18
FC

ISO/IEC 10118-3:2018(E)

60
D4
33
08
36
F5
44

78
6A
29
EC
ED
EB
EF

2B
11
E7
D8
82

(Skip[rounds 1 to 22)

32
95
38
5F
FB
23
76
ES8
95
02
FC
BA

BO
EA
08
67
17

27
BS5
35
20
8C
26
3C
57
DD
31
A9
3E

91
BC
6D
06
3C

94
6A
14
1D
9C
E6
AE
49
91
FE
E2
81

Cc2
46
9C
F5
Ccé

3E
DE
BD
30
0A
37
Al
8B
E4
A2
65
B4

EE
D7
2E
Cé
B2

BO

45
6F
CB
D8
10
SA
36
co
86
18
1A
91
47

C3
EA
A3
TE
D4
F2

37
F2
14
49
AC
22
64
A4
6C
27
29
1F
FC

477
5B
B6
02
72
c4

CA
64
70
KD
91
35
58
28
11
9A
81
07
16

8C
6D
58
89
CA
48

13
5K
24
B6
3E
Fl
55
8A
33
93
DD
D1
65

6A
16
c4
09
FB
21

65
Q2
AC
04
DD
0cC
9A
A5
35
97
02
9F
EC

8A
6A
A3
38
53
18

63
74
55
31
D8
4D
TF
79
FE
CA
98
EB
11

EB
2F
21
FE
91
22

DD
Fl
AB
0D
C3
27
45
4F
10
E2
AB
E7
97

19
50
AA
Bl
14
1C

ED
03
E9
87
B6
AD
47
ED
3B
AE
Al
1D
45

2A
87
65
FE
EF

B3
67
DC
63
1E
49
56
AB
10
00
CB
F5

AF
3A
24
ED
1F

8D
37
CE
9F
F3
12
35
43
AA
92
DB

9A

09
69
58
75
59

FD
B9
46
DO
EO
B4
EA
0c
AA
46
32
44

AA
DE
47
39
BC

BD
09
82
CF
02
3A
EB
E6
AD
78
AC
B3
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ISO/IEC 10118-3:2018(E)

After p

32 27 94 3E 45 37 CA 13 CB C6 BA DB 67 1B FB 7B
65 AD S9A F7 9B 3C 99 56 76 93 9B 20 46 17 3F 70
A6 80 23 C1 A9 Al E8 5D CE ED 6C 24 C8 5A B5 9A
01 83 9D D4 6F FB 05 D2 33 41 4C C3 E1 D8 27 F4
46 4E 05 08 D6 48 9F 7D OF 2E DO 8D 3D 6C EB 31
1F 31 31 BF D1 11 A9 89 EA 30 34 9D B4 26 49 DO
0D B5 21 C3 AA B2 E3 71 6A D4 D7 35 FF 8A 8E AC

45 60 52 14 45 F4 AB A4 DA 57 87 18 CC 4B F3 9E

92 DC 90 2D 62 A6 B2 3B D5 D6 1A 7F 88 1D 08 55

44 73 52 20 C6 S5F 14 E3 78 97 CA E2 AE 00 92 46

04 76 F3 A7 8A 97 69 A4 0A 60 AE 86 2E 6F CB BO

D7 27 90 36 F2 E3 20 5A EB E7 1D F5 9A 44 B3 9F
65 D1 11 BF 45 19 7B C4

After

32 27 94 3E 45 37 CA 13 01 83 9D D4 6F HB~0L D2
0D B5 21 C3 AA B2 E3 71 44 73 52 20 CENSF 14 E3
65 D1 11 BF 45 19 7B C4 76 93 9B 20¢46 17 3F 70
OF 2E DO 8D 3D 6C EB 31 1F 31 34/BF D1 11 A9 89
92 DC 90 2D 62 A6 B2 3B D7 2790 36 F2 E3 20 5A
CB C6 BA DB 67 1B FB 7B 33741 4C C3 E1 D8 27 F4
6A D4 D7 35 FF 8A 8E AC 8 97 CA E2 AE 00 92 46
04 76 F3 A7 8A 97 69CA2 A6 80 23 Cl1 A9 Al E8 5D
CE ED 6C 24 C8 5A.B5 9A EA 30 34 9D B4 26 49 DO
D5 D6 1A 7F 881D 08 55 EB E7 1D F5 9A 44 B3 9F
65 AD 9A FIZNOB 3C 99 56 46 4E 05 08 D6 48 9F 7D
45 60 52 .14 45 F4 AB A4 DA 57 87 18 CC 4B F3 9E
0A 60 AE 86 2E 6F CB BO

After x

3E 13 B4 3D C5 37 28 32 41 C1 CF F4 2B B6 11 50
2C 35 20 5C AB B2 88 75 56 55 D6 20 C6 79 94 FO
64 51 18 7F 6F D1 7E 04 66 82 BA 12 86 06 3F F8

gk bz 50 8D IEF CA 9 U3 5A 12 31 AD 41 50 AY CO
B2 4C 9B 2D 66 B2 AD 1B DE 0B DO BB CB 8B EO 5B
83 52 29 EF 79 19 73 73 23 42 44 01 E1 D8 37 B6
6E B4 E6 30 FF 1D E7 0C B3 17 C2 BA CB 08 00 1D
34 77 B7 A7 OA 57 6D 20 86 90 33 58 9D 85 A0 1D
DB 2B 66 46 CO 43 B5 9F CO 11 31 1D A6 66 FA 5A
D1 D6 38 7F A9 BC 40 15 A3 8A 51 D1 DA 1E A6 1D
64 8D C8 E3 9A 88 B9 D6 DC 59 80 00 5E 43 CF 67
45 40 7A 92 67 DO A3 84 BF DA 97 69 5D 5B E3 D8
08 22 AB 8E 6A 2F CD 99
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After

36 93 B4 BD C5 37 28 B2 41 C1

2C
64
8F
B2
83
6E

35
51
E2
4c
52
B4

20
18
50
9B
29
E6

5C
TF
8D
2D
EF
30

AB
6F
1F
66
79
FF

B2
D1
CA
B2
19
1D

88
TE
F9
AD
73
E7

75
04
03
1B
73
ocC

56
66
5A
DE
23
B3

55
82
12
0B
42
17

ISO/IEC 10118-3:2018(E)

CF F4 2B B6 11 50

D6
BA
31
DO
44
Cc2

20
12
AD
BB
01
BA

Cé
86
41
CB
El
CB

79
06
50
8B
D8
08

94
3F
A9
EO
37
00

FO
F8
Cc9
5B
B6
1D

34
DB
D1
64
45

After|permutation

36
2C
64
8F
B2
83
6E
34
DB
D1
64
45

77
2B
D6
8D
40

93
35
51
E2
4c
52
B4
77
2B
D6
8D
40

B7
66
38
c8
TA

B4
20
18
50
9B
29
E6
B7
66
38
€8
TA

AT
46
TF
E3
92

BD
5C
TF
8D
2D
EF
30
A7
46
7F
E3
92

0A
co
A9
9A
67
08

C5
AB
6F
1F
66
79
FE
02
CcO
A9
9A
67
08

57
43
BC
88
DO
22

37
B2
D1
CA
B2
19
1D
N
43
BC
88
DO
22

6D
B5
40
B9
A3
AB

28
88
TE
F9
AD
73
7
6D
B5
40
B9
A3
AB

20
9F
15
D6
84
8E

B2
75
04
03
1B
73
oc
20
9F
15
D6
84
8E

86
co
A3
DC
BF

6A

41
56
66
54
DE
23
B3
86
co
A3
DC
BF
6A

90
11
8A
59
DA
2F

Cl
55
8%
Y2
0B
42
17
90
11
8A
59
DA
2F

33
31
51
80
97
CD

CF
D6
BA
31
DO
44
C2
33
31
51
80
97
CD

58
1D
D1
00
69
99

£4
20
12
AD
BB
01
BA
58
1D
D1
00
69
99

9D
A6
DA
5E
5D

2B
Cé
86
41
CB
El
CB
9D
A6
DA
5E
5D

85
66
1E
43
5B

B6
79
06
50
8B
D8
08
85
66
1E
43
5B

AQ
FA
A6
CF
E3

11
94
3F
A9
EO
37
00
AO
FA
A6
CF
E3

1D
5A
1D
67
B8

50
FO
F8
Cc9
5B
B6
1D
1D
5A
1D
67
D8
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0,0] = B22837C5BDB49336
[1,0] = 5011B62BF4CFC141
[2,0] = 7588B2AB5C20352C
[3,0] = F09479C620D65556
[4,0] = 047ED16F7F185164
= F83F068612BA8266
= 03F9CALF8D50E28F

= C9A95041AD31125A

]

]

]

] = 1BADB2662D9B4CB2
] = 5BE0S8BCBBBDOOBDE
] = 73731979EF295283
[1,2] = B637D8E101444223
[2,2] = OCE71DFF30E6B46E
[3,2] = 1DO00SCBBAC217B3
[4,2] = 206D570AA7B77734
[0,3] = 1DA0859D58339086
[1,3] = 9FB543C046662BDB
[2,3] = 5AFA66A61D3111cD
[3,3] = 1540BCA97F3884D1
[4,3] = 1DA61EDADR1SI}BAA3
[0,4] = D6B988IEE3C88D64
[1,4] = 67CE435E008059DC
[2,4] = 84A3D067927A4045
[3,4] ~ D8E35B5D6997DABF
[4,4] = 99CD2FGASEAB2208

About to call squeeze (again)

State before|permutation (in bytes)

3693 B4 BD C5 37 28 B2 41 C1 CF F4 2B B6 11 50
2C 35 20 5C AB B2 88 75 56 55 D6 20 C6 79 94 FO
64 51 18 7F 6F D1 7E 04 66 82 BA 12 86 06 3F F8
8F E2 50 8D 1F CA F9 03 5A 12 31 AD 41 50 A9 C9

B2 4C 9B 2D 66 B2 AD 1B DE 0B DO BB CB 8B EO 5B

83 52 29 EF 79 19 73 73 23 42 44 01 E1 D8 37 B6
6E B4 E6 30 FF 1D E7 0C B3 17 C2 BA CB 08 00 1D
34 77 B7 A7 OA 57 6D 20 86 90 33 58 9D 85 A0 1D
DB 2B 66 46 CO 43 B5 9F CO 11 31 1D A6 66 FA 5A
D1 D6 38 7F A9 BC 40 15 A3 8A 51 D1 DA 1E A6 1D
64 8D C8 E3 9A 88 B9 D6 DC 59 80 00 5E 43 CF 67
45 40 7A 92 67 DO A3 84 BF DA 97 69 5D 5B E3 D8
08 22 AB 8E 6A 2F CD 99
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XState before permutation (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = B22837C5BDB49336

[1,0] = 5011B62BF4CFC141

[2,0] = 7588B2AB5C20352C

[3,0] = F09479C620D65556

[4,0] = 047ED16F7F185164

[0,1] = F83F068612BA8266

[1,1] = 03F9CAIF8D50E28F

[2,1] = COAO5041AD31125A

[3,1] = 1BADB2662D9B4CR2

[4,1] = 5BE0OSBCBBBDOOBDE

[0,2] = 73731979EF295283

[1,2] = B637D8E101444223

[2,2] = OCE71DFF30E6B46E

[3,2] = 1D0O00BCBBAC217B3

[4,2] = 206D570AATB77734

[0,3] = 1DA0859D58339086

[1,3] = 9FB543C046662BDB

[2,3] = 5AFA66A61D3111C0

[3,3] = 1540BC207¥38D6D1

[4,3] = 1DAGLEDAD1518AA3

[0,4] = DBBYBSIAE3C88D64

[1,4] \=“67CF435E008059DC

[2/4] = 84A3D067927A4045

[3,4] = D8E35B5D6997DABF

[4,4] = 99CD2F6A8EAR2208

Rounid #0
After|0

C7 31 4B FD 4D 43 FB 72 4A 1A 6A 92 BE 00 52 7F
B4 22 5D 20 DF 5F 19 1F 80 9D 61 17 2E 48 3B 69
3E EF 80 29 8B BF 1E DB 97 20 45 52 OE 72 EC 38
84 39 F5 EB 8A 7C BA 2C C2 05 4C D1 35 BD 38 A3
64 84 2C 1A 8E 83 02 82 84 B5 48 ED 2F E5 80 84
72 FO D6 AF F1 6D A0 B3 28 99 E1 67 74 6E 74 99
F6 A3 9B 4C 8B FO 76 66 65 DF 75 8D 23 39 AF 84
6E C9 2F F1 EE 39 0D FF 77 32 CC 18 15 F1 73 DD
DO FO C3 20 55 F5 F6 BO 58 06 4C 61 D2 8B 6B 30
07 1E 8F 48 41 8D EF 8C F9 34 C9 87 3E 70 C6 C2
95 2F 37 A3 12 FC 6A 16 D7 82 25 66 CB F5 8C 48
DD 57 07 EE 13 3D 32 EE 69 12 20 5E B5 6A 4C 41

52 9C 33 D8 8E 41 AD 46
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ISO/IEC 10118-3:2018(E)

After p

C7 31 4B FD 4D 43 FB 72 94 34 D4 24 7D 01 A4 FE
AD 48 17 C8 F7 57 C6 07 82 B4 93 06 D8 19 76 El1
FC F5 D8 F6 79 07 4C 59 E5 20 C7 8E 73 09 52 24
BF AE C8 A7 CB 42 98 53 A8 70 01 53 74 4D 2F CE
42 16 0D C7 41 01 41 32 OE 48 48 58 8B D4 FE 52
95 83 B7 7E 8D 6F 03 9D 65 A2 64 86 9F D1 B9 DI
64 5A 84 B7 33 B3 1F DD 72 5E 09 CB BE EB 1A 47

78 F7 9C 86 7F B7 E4 97 31 2A E2 E7 BA EF 64 98

18 A4 AA DE 1E 16 1A 7E 35 18 2C 03 A6 30 E9 C5

Fl 9D F1 CO E3 11 29 A8 C2 F9 34 C9 87 3E 70 Cé6

AB 59 54 BE DC 8C 4A FO 5D 0B 96 98 2D D7 33 22

FB EA CO 7D A2 47 C6 BD 12 20 5E B5 6A 4C 41 69
AB 91 14 E7 0C B6 63 50

After

C7 31 4B FD 4D 43 FB 72 BF AE C8 A7 CB 4298 53
64 5A 84 B7 33 B3 1F DD F1 9D F1 CO E3\11 29 A8
AB 91 14 E7 0C B6 63 50 82 B4 93 0&/D8 19 76 El1
OE 48 48 58 8B D4 FE 52 95 83 BY) M 8D 6F 03 9D
18 A4 AA DE 1E 16 1A 7E FB EA\€0 7D A2 47 C6 BD
94 34 D4 24 7D 01 A4 FE A8»70 01 53 74 4D 2F CE
72 S5E 09 CB BE EB 1A 47 €2 F9 34 C9 87 3E 70 C6
AB 59 54 BE DC 8C 4ACEO FC F5 D8 F6 79 07 4C 59
E5 20 C7 8E 73 09.52 24 65 A2 64 86 9F D1 B9 D1
35 18 2C 03 Ag(30 ES C5 12 20 5E B5 6A 4C 41 69
AD 48 17 C8NE¥ 57 C6 07 42 16 0D C7 41 01 41 32
78 F7 9C-+86 7F B7 E4 97 31 2A E2 E7 BA EF 64 98
5D 0B 96 98 2D D7 33 22

After x

87 61 4F ED 7D F2 FC FE 2E 2B B9 E7 0B 42 B8 73
6E 5A 80 90 3F 15 5D 8D B5 BD BA D8 A2 50 Bl 8A
93 1F 94 E5 8E B6 63 51 13 37 24 20 DC 32 77 6C

Uo oC 40 D8 99 C4 ko 30 /o CIY /7 OF ZD ZkE C/7 1IC
18 BO B9 DC 46 OE 2A 3E F7 A2 88 25 Al 83 4E AF
C6 3A DC AC F7 A3 B4 FF 28 D1 35 53 75 59 4F 4E
5B 5E 49 FD E6 6B 10 77 D6 DD B4 C9 A6 3F D4 C8
83 19 55 ED DC CO 41 FO FC 77 F8 F6 F5 D7 E5 88
F5 38 CF 8F 53 29 12 20 67 82 36 32 D7 9D B9 F9
D9 CD AC 41 B7 33 E5 D5 13 20 59 BD 68 44 53 4D
95 A9 87 C8 C9 E1 62 82 43 1E 6F A6 Cl 49 41 3A
34 F6 88 9E 7A A7 F7 B5 91 6A E3 A7 68 EF A0 9D
1F 1D 9E 9F 2D D7 32 12
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After

86
6E
93
06
18
Co
5B

61
5A
1F
6C
BO
3A
5E

4F
80
94
40
B9
DC
49

ED
90
ES
D8
DC
AC
FD

7D
3F
8E
99
46
E7

E6

F2
15
B6
c4
OE
A3
6B

FC
5D
63
E6
2A
B4
10

FE
8D
51
30
3E
FE
77

2E
B5
13
76
E7
28
D6

2B
BD
37
Cc9
A2
D1
DD

B9
BA
24
F7
88
35
B4

E7
D8
20
5F
25
53
c9

0B
A2
DC
2D
Al
75
A6

42
50
32
2E
83
59
3F

ISO/IEC 10118-3:2018(E)

B8
Bl
77
c7
4E
4F
D4

73
8A
6C
1C
AF
4E
c8

83
F5
D9
95
34

(Skip[rounds 1 to 22)

TF
AE
A4
e
D3
BD
E6
23
TA
0
78
BC

19
38
CD
A9
F6

B8
9C
CA
13
93
E7
6E
BE!
4A
DD
3C
F4

55
CF
AC
87
88

94
8E
B3
22
C4
12
E4
88
18
19
6B
74

ED
8F
41
Cc8
9E

Cc4
91
FE
A8
9B
4D
AR
3F
37
67
24
c7

DC
53
B7
C9
TA
1F

39
39
ED
03
Cé6
48
D6
02
BE
64
22
D5
37

Co
29
33
El
A7
1D

9B
ccC
BC
co
8D
A2
EE
EO
9B
9B
3C
EO
17

41
12
E5
62
E7

9E

86
86
BA
A
29
6A
A9
71
10
82
24
63
4A

FO
20
D5
82
BS5
9F

70
AFE
61
A2
FE
36
5C
4c
A0
63
90
F5
B6

FC
67
13
43
91
2D

3B
BE
TA
9B
80
FF
07
66
EB
8C
F6
40
82

77
82
20
1E
6A
D7

89
55
8E
4F
5A
2E
01
DO
E8
D9
49
25
FC

F8
36
59
6F
E3
32

48
83
39
2C
EB
6B
Cco
0cC
30
19
11
4E
Cc4

Fo
32
BD
A6
A7
12

FA
9E
31
70
OE
CE
18
B6
1D
58
92
87
DB

F5
D7
68
Cl
68

32
CB
F8
28
25
41
4E
55
07
5A
3F
22

D7
9D
44
49
EF

75
BF
6F
TF
B2
28
C2
FB
93
F3
53
04

ES
B9
53
41
AQ

C3
14
DF
E9
Cl
D8
EF
B2
4F
79
AQ
58

88
F9
4D
3A
9D

E2
9F
C1l
Bl
D5
4E
5A
75
B9
07
72
D7
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ISO/IEC 10118-3:2018(E)

After p

7F B8 94 C4 39 9B 86 70 77 12 91 F4 65 EA 86 C5
2B A7 63 64 0OE B3 E1 AB FC 4B F1 F9 5B 35 E8 B9
E7 D5 0D 23 55 9E FD 6F 83 FF F6 1D AC E7 98 13
82 3A 00 AC 29 CA 37 21 EC E6 13 0B 1C CA 5F 7A
49 E2 4D E3 C6 14 FF E9 1B 5C 0D A8 BS5 EE 50 22
E9 BD 97 68 42 12 55 B3 3B FD BB AC 39 07 Al 60
57 B5 76 4F E5 32 77 23 84 DF B5 OE 02 80 31 9C
1F 01 FO 38 A6 91 5F C4 6C AB F6 65 EB CC A0 19

E3 C6 77 13 02 54 4F 09 A7 DC 75 74 98 8E 83 C9

53 70 CC Al 3B E3 8C 6C 07 8C D9 19 58 5A F3 79

90 40 E2 F1 AC 91 88 FO D9 27 45 48 FE 4C 81 CA

97 9E EE B8 1A 7C AC 9E 25 4E 87 22 04 58 D7 40
Fl F6 CD 85 92 AD 20 3F

After

7F B8 94 C4 39 9B 86 70 82 3A 00 AC 29 G2~37 21
57 B5 76 4F E5 32 77 23 53 70 CC Al 3BN\E3 8C 6C
Fl F6 CD 85 92 AD 20 3F FC 4B F1 E9/5B 35 E8 B9
1B 5C 0D A8 B5 EE 50 22 E9 BD 97)68 42 12 55 B3
E3 C6 77 13 02 54 4F 09 97 9ESRKE B8 1A 7C AC 9E
77 12 91 F4 65 EA 86 C5 ECpE6 13 0B 1C CA 5F 7A
84 DF B5 OE 02 80 31 9C QY 8C D9 19 58 5A F3 79
90 40 E2 F1 AC 91 88¢EO E7 D5 0D 23 55 9E FD 6F
83 FF F6 1D AC E7.98 13 3B FD BB AC 39 07 Al 60
A7 DC 75 74 98(8E 83 C9 25 4E 87 22 04 58 D7 40
2B A7 63 6ANDE B3 E1 AB 49 E2 4D E3 C6 14 FF E9
1F 01 FO .38 A6 91 5F C4 6C AB F6 65 EB CC A0 19
D9 27 45 48 FE 4C 81 CA

After x

2A 3D E2 87 FD AB C6 72 82 7A 88 0C 33 0B BF 6D
F7 33 77 4B 65 3E 57 30 5D 78 DC E1 12 F1 0OA 2C
71 F4 CD AD 92 ED 11 3E 1C EA 63 B9 19 25 ED 28

19 Ik oD BB BS AA SA ZA FD AS 1F CU O5A SA FS Z5
8B 87 66 52 43 55 OF 28 94 8A E2 B8 BE B6 BC 9C
77 0B 35 FO 67 EA A6 41 EF E6 5B 1A 44 S0 9D 1B
14 9F 97 EE A6 01 39 1C 60 9E C8 1D 19 30 F5 7C
18 A4 EO FA B4 91 D1 CA DF D5 04 83 44 9E DC OF
07 FF B2 4D 2C 6F 9A 9A 3B FF 39 AE 3D 57 F5 60
65 4D 7D 75 C9 08 AB E6 25 64 75 3E AC 39 D7 50
3D A6 D3 7C 2E 32 E1 AF 29 48 4B A6 8F 58 5F FO
8E 05 F1 30 B2 91 5E 06 4E 2B D4 41 EB 7F CO 38
99 67 49 CB 3E 48 9F 8A
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After

22
E7
71
19
8B
77
14

BD
33
F4
1E
87
0B
9F

E2
77
CD
6D
66
35
97

07
4B
AD
BB
52
FO
EE

EFD
65
92
B5
43
67
A6

AB
3E
ED
AA
55
EA
01

co
57
11
5A
oF
A6
39

F2
30
3E
2A
28
41
1C

82
5D
1C
FD
94
EF
60

TA
78
EA
A5
8A
E6
9E

88
DC
63
1F
E2
5B
C8

0cC
E1l
B9
co
B8
1A
1D

33
12
19
5A
BE
44
19

0B
Fl
25
3A
B6
90
30

ISO/IEC 10118-3:2018(E)

BF
0A
ED
F5
BC
9D
F5

6D
2C
28
25
9C
1B
C

18
07
65
3D
8E

After|permutation

22
E7
71
19
8B
77
14
18
07
65
3D
8E

A4
FF
4D
A6
05

BD
33
F4
1E
87
0B
9F
A4
FF
4D
A6
05

EO
B2
7D
D3
Fl

E2
77
CD
6D
66
35
97
EO
B2
7D
B3
Fl

FA
4D
75
7C
30

07
4B
AD
BB
52
FO
EE
FA
4D
75
7C
30

B4
2C
C9
2E
B2
99

FD
65
92
B5
43
67
A6
B4
2C
C9
2E
B2
99

91
6F
08
32
91
67

AB
3E
ED
AA
55
EA
01
91
6F
08
32
91
67

D1
9A
AB
El
5E
49

Cé
57
11
5A
0F
AG
39
D1
9A
AB
El
5E
49

CA
9A
E6
AF
06
CB

F2
30
3E
2A
28
41
1C
CA
9A
E6
AF
06
CB

DF
3B
25
29
4E

3E

82
5D
1C
RD
94
EF
60
DF
3B
25
29
4E
3E

D5
FF
64
48
2B
48

TA
78
E%
)26
8A
E6
9E
D5
FF
64
48
2B
48

04
39
75
4B
D4

9F

88
DC
63
1F
E2
5B
c8
04
39
75
4B
D4
9F

83
AE
3E
A6
41

8A

Ure;
E1l
B9
co
B8
1A
1D
83
AE
3E
A6
41
8A

44
3D
AC
8F
EB

33
12
19
5A
BE
44
19
44
3D
AC
8F
EB

9E
57
39
58
TF

0B
Fl
25
3A
B6
90
30
9E
57
39
58
TF

DC
F5
D7
5F
CcO

BF
0A
ED
F5
BC
9D
F5
DC
F5
D7
S5F
co

OF
60
50
FO
38

6D
2C
28
25
9C
1B
7C
OF
60
50
FO
38
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[0, 0] = F2C6ABFDO7E2BD22
[1,0] = 6DBFOB330C887A82
[2,0] =30573E654B7733F7
[3,0] =2COAF112E1DC785D
[4,0] =3E11ED92ADCDF471
[0,1] =28ED2519B963EALC

[1,1] = 2A5AAABSBB6D1EL9
[2,1] = 25FG3AGACOLFAGED
[3,1]1=280F55435266878B
[4,1] = 9CBCB6BEBSE28A94

[0,2] = 41A6EA67F0350B77
[1,2] = 1B9D90441A5BEGEF
[2,2] = 1C3901A6EE979F14
[3,2] = 7CF530191DC89E60
[4,2] =CAD191BAFAEOA418
[0,3] = 0FDCY9E448304D5DF
[1,3] = 9A9A6F2C4DB2FF07
[2,3] = 60F5573DAE39FF3R
[3,3] = E6AB08C9757D40D65
[4,3] = 50D739AC3ETS6425
[0,4] = AFE1322R?CD3A63D
[1,4] = FO5F588FA64B4829
[2,4] = 066E91B230F1058E
[3,4]=38CO7FEB41D42B4E
[414]= 8A9F483ECB496799

About to call squeeze (again)

State before|permutation (in bytes)

228D E2 07 FD AB C6 F2 82 7A 88 0C 33 0B BF 6D
R7 33 77 4B 65 3E 57 30 5D 78 DC E1 12 F1 0A 2C
71 F4 CD AD 92 ED 11 3E 1C EA 63 B9 19 25 ED 28
19 1E 6D BB B5 AA 5A 2A FD A5 1F CO 5A 3A F5 25

8B 87 66 52 43 55 OF 28 94 8A E2 B8 BE B6 BC 9C

77 0B 35 FO 67 EA A6 41 EF E6 5B 1A 44 S0 9D 1B
14 9F 97 EE A6 01 39 1C 60 9E C8 1D 19 30 F5 7C
18 A4 EO FA B4 91 D1 CA DF D5 04 83 44 9E DC OF
07 FF B2 4D 2C 6F SA 9A 3B FF 39 AE 3D 57 F5 60
65 4D 7D 75 C9 08 AB E6 25 64 75 3E AC 39 D7 50
3D A6 D3 7C 2E 32 E1 AF 29 48 4B A6 8F 58 5F FO
8E 05 F1 30 B2 91 5E 06 4E 2B D4 41 EB 7F CO 38
99 67 49 CB 3E 48 9F 8A
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State before permutation (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = F2C6ABFDO7E2BD22

[1,0] = 6DBFOB330C887A82

[2,0] = 30573E654B7733F7

[3,0] = 2COAF112E1DC785D

[4,0] = 3E11ED92ADCDF471

[0,1] = 28ED2519B963EALC

[1,1] = 2A5AAAB5BB6D1E19

[2, 1] = 25F53A5ACO1FASED

[3,1] = 280F55435266878B

[4,1] = 9CBCB6BEBSE28A94

[0,2] = 41A6EAGTF0350B77

[1,2] = 1B9D90441A5BEGEF

[2,2] = 1C3901A6EE979F14

[3,2] = 7CF530191DC89E60

[4,2] = CAD191B4FAEQOA418

[0,3] = OFDCOE448304D55F

[1,3] = 9AOAGF2C4DB2ER0T

[2,3] = 60F5573DAR39FF3B

[3,3] = E6AB08CH757D4D65

[4,3] = 50D739AC3ET756425

[0,4] = APE1322E7CD3A63D

[1,4] =“FOS5F588FAG4B4829

[2/4] = 065E91B230F1058E

[3,4] = 38CO7FEB41D42B4E

[4,4] = 8A9F483ECB496799

Rounid #0
After|0

D7 OE 9F 91 35 1C 88 2D 7F B2 84 4B F7 45 6E 88
96 09 86 38 D1 FE DD 4B 75 39 0C 2F 10 44 53 27
BA AC DO 55 2B 9F EB EF E9 59 1E 2F D1 92 A3 F7
E4 D6 61 FC 71 E4 8B CF 9C 9F EE B3 EE FA 7F 5E
A3 C6 B6 9C 41 EO 56 23 5F D2 FF 40 07 C4 46 4D
82 B8 48 66 AF 5D E8 9E 12 2E 57 5D 80 DE 4C FE
75 A5 66 9D 12 Cl1 B3 67 48 DF 18 D3 1B 85 AC 77
D3 FC FD 02 0D E3 2B 1B 2A 66 79 15 8C 29 92 DO
FA 37 BE OA E8 21 4B 7F 5A C5 C8 DD 89 97 7F 1B
4D 0C AD BB CB BD F2 ED EE 3C 68 C6 15 4B 2D 81
C8 15 AE EA E6 85 AF 70 D4 80 47 E1 4B 16 8E 15
EF 3F 00 43 06 51 D4 7D 66 6A 04 8F E9 CA 99 33

52 3F 54 33 87 3A 65 5B
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ISO/IEC 10118-3:2018(E)

After p

D7 OE 9F 91 35 1C 88 2D FF 64 09 97 EE 8B DC 10
65 82 21 4E B4 7F F7 92 41 34 75 52 97 C3 F0O 02
F9 5C 7F D7 65 85 AE 5A 12 2D 39 7A 9F 9E E5 F1
Cé 1F 47 BE F8 4C ©6E 1D 17 E7 A7 FB AC BB FE 9F
63 5B CE 20 70 AB 91 51 6C D4 F4 25 FD OF 74 40
14 C4 45 32 7B ED 42 F7 F9 4B B8 5C 75 01 7A 33
EB 94 08 9E 3D AB 2B 35 OA 59 EF 90 BE 31 A6 37
81 86 F1 95 8D 69 FE 7E 2A 18 53 24 Al 55 CC F2
57 01 3D 64 E9 4F FF C6 BF 0D AD 62 E4 EE C4 CB

57 BE BD 89 A1 75 77 B9 81 EE 3C 68 C6 15 4B 2D

BE C2 21 57 B8 AA 9B 17 50 03 1E 85 2F 59 38 56

FD 07 60 C8 20 8A BA EF 6A 04 8F E9 CA 99 33 66
D9 96 D4 OF D5 CC Al 4E

After

D7 OE 9F 91 35 1C 88 2D C6 1F 47 BE F8 4C~6E 1D
EB 94 08 9E 3D AB 2B 35 57 BE BD 89 ALN75 77 B9
D9 96 D4 OF D5 CC Al 4E 41 34 75 52797 C3 FO 02
6C D4 F4 25 FD OF 74 40 14 C4 45)32 7B ED 42 F7
57 01 3D 64 E9 4F FF C6 FD 07460 C8 20 8A BA EF
FF 64 09 97 EE 8B DC 10 17pE7 A7 FB AC BB FE 9F
0OA 59 EF 90 BE 31 A6 37 81 EE 3C 68 C6 15 4B 2D
BE C2 21 57 B8 AA 9B(CLT7 F9 5C 7F D7 65 85 AE 5A
12 2D 39 7A 9F 9E.ES F1 F9 4B B8 5C 75 01 7A 33
BEF 0D AD 62 E4(EE" C4 CB 6A 04 8F E9 CA 99 33 66
65 82 21 4ENBZ” 7F F7 92 63 5B CE 20 70 AB 91 51
81 86 F1.95 8D 69 FE 7E 2A 18 53 24 Al 55 CC F2
50 03 1E 85 2F 59 38 56

After x

FE 8E 97 91 30 BF 89 0D D2 35 F2 BF 78 18 3A 95
63 94 48 98 69 23 AB 73 51 B6 B6 19 81 65 7F 98
D9 87 94 21 1D 8C C7 5E 51 34 74 40 95 23 F2 B5

<2 D5 CC ol /D UD CY 40 BC CZ 05 BA /B oD 42 Dk
57 31 28 76 7E OE BF C6 D1 C7 EO ED 48 86 BE AF
F7 7C 41 97 FC 8B DC 30 96 41 B7 93 EC BF B7 97
34 59 EE 87 86 9B 36 25 CO CA 34 E8 80 14 OF 2D
BE 41 87 3F B8 S9A B9 98 10 1E FF D3 05 84 B4 58
14 29 3C 58 1F 70 61 39 B9 4B BA D5 7F 10 49 17
2E 55 DD 74 C1 EA 48 D3 68 25 8F Cl1 50 83 72 C7
E5 06 10 DB 39 3F 99 BC 49 43 CC 00 50 BF 91 D1
D1 85 FD 14 83 61 CE 7A OF 98 72 6E 31 73 0B 72
52 5A DO A5 6F D9 38 17
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After

FF
63
D9
2F
57
E7
34

8E
94
87
D5
31
7C
59

97
48
94
cc
28
41
EE

91
98
21
61
76
97
87

30
69
1D
7D
TE
FC
86

BF
23
8C
0D
OE
8B
9B

89
AB
c7
C9
BF
DC
36

0D
73
5E
40
Cé6
30
25

D2
51
51
BC
D1
96
(030)

35
B6
34
C2
c7
41

CA

F2
B6
74
05
EO
B7
34

BF
19
40
BA
ED
93
E8

78
81
95
7B
48
EC
80

18
65
23
6D
86
BF
14

ISO/IEC 10118-3:2018(E)

3A
TF
F2
42
BE
B7

0F

95
98
BS5
DE
AF
97
2D

BE
14
2E
ES
D1

(Skip[rounds 1 to 22)

37
OE
E8
99
36
8C
FO
2A
B4
EE
A2
BE

41
29
55
06
85

E8
9D
B3
EB
0F
86
7B
09
B
F9
TA

B9

87
3C
DD
10
FD

EC
66
06
AB
73
9F
93
9B
c8
AQ
2C
41

3F
58
74
DB
14

6A
56
EE
DF
FE
Cl
6D
04
B7
31
3B
20

B8
1F
Cl
39
83
52

32
F5
El
AF
BY'
1C
16
2B
TA
ES
3B
53

9A
70
EA
3F
61
5A

06
64
CA
6E
49
2A
8D
2E
E9
TE
El
91
43

B9
61
48
99
CE
DO

DA
53
0D
21
5A
C3
4E
65
E4
BC
c7
2D
0B

98
39
D3
BC
TA

A5

58
73
88
66
68
86
5B
6A
EF
8B
A3
EO
BF

10
B9
68
49
oF
6F

Ch
QF
42
41
BE
98
80
D7
03
46
31
40
4A

1E
4B
25
43
98
D9

S
A4
AD
57
60
A9
21
EE
35
68
3B
15
54

FE
BA
8F
cC
72
38

4D
CA
23
4A
DO
EF
76
90
0A
9C
Bl
75
00

D3
D5
C1l
00
6E
17

54
2B
B3
94
B4
FC
E4
D2
e
OE
00
78
EB

05
TF
50
50
31

60
43
3A
20
B7
60
EF
3C
6E
43
C2
DE

84
10
83
BF
73

33
63
B8
47
2C
69
CA
62
TF
96
8C
BA

B4
49
72
91
0B

DE
1C
5F
29
98
05
54
6F
OE
BA
Cc8
92

58
17
Cc7
D1
2

0F
A7
E7
06
0B
c4
37
C1l
40
1E
4A
38

© ISO/IEC 2018 - All rights reserved

291


https://iecnorm.com/api/?name=6c17aa18db16866be65babe238c4c440

ISO/IEC 10118-3:2018(E)

After p

37 E8 EC 6A 7B 06 DA 58 9A F3 9B A8 CO 66 BC 1F
43 A7 99 95 0C D9 D4 9C 34 Ce6 71 FA 40 AA BC 32
57 6E 18 44 9F 35 70 AF AB 83 FB 75 2E D4 3A 32
FA 1D EE 16 62 96 B9 BE 41 DO 95 12 25 C8 51 8A
87 39 FF D7 24 2D 34 9B 82 B9 EO OB 06 4D 7B CB
64 34 FC OC FE 55 19 36 10 63 A6 BE F3 83 A5 15
6C E3 68 74 DA 82 DF 9B 95 A9 6E 00 43 EC C8 DF
02 0B 97 32 35 95 84 4D A5 79 C4 DE 82 AF DD 21
F9 76 25 9D FC 9D 36 1C 07 A0 81 1A 05 3E B7 3F

8F 77 D1 3F 1F 34 46 CF 1E 46 68 9C OE 43 96 BA

1F 8F 8A EA Bl EC A4 87 C5 EC C4 02 08 33 22 2B

37 37 08 64 27 B2 05 DC 15 75 78 DE BA 92 38 40
CO FA D4 DO C2 AF 12 15

After

37 E8 EC 6A 7B 06 DA 58 FA 1D EE 16 62 96-BY BE
6C E3 68 74 DA 82 DF 9B 8F 77 D1 3F 1EN34 46 CF
CO FA D4 DO C2 AF 12 15 34 Cé6 71 EA/40 AA BC 32
82 B9 EO OB 06 4D 7B CB 64 34 FC)OC FE 55 19 36
F9 76 25 9D FC 9D 36 1C 37 3708 64 27 B2 05 DC
9A F3 9B A8 CO 66 BC 1F 41»D0 95 12 25 C8 51 8A
95 A9 6E 00 43 EC C8 DE LE 46 68 9C OE 43 96 BA
1F 8F 8A EA Bl EC A4(¢87 57 6E 18 44 9F 35 70 AF
AB 83 FB 75 2E D4 3R 32 10 63 A6 BE F3 83 A5 15
07 A0 81 1A 0%(3E B7 3F 15 75 78 DE BA 92 38 40
43 A7 99 95N0C° D9 D4 9C 87 39 FF D7 24 2D 34 9B
02 0B 9732735 95 84 4D A5 79 C4 DE 82 AF DD 21
C5 EC C4 02 08 33 22 2B

After x

33 0A EC OA E3 06 9C 59 79 09 7F 1D 67 A2 B9 FA
2C 6B 6C B4 1A 09 CF 8B B8 77 F9 15 26 34 8E 87
08 EF D6 C4 C2 3F 33 B3 50 C2 6D FE B8 BA BC 06

IB FB EI DA Uo C5 5D C3 o2 35 k4 oC FD /7 I8 FO
F9 B6 54 07 BC 95 8E 3E B5 OE 88 65 21 F7 46 15
OE DA F1 A8 82 42 34 4A 4B 96 95 8E 29 CB 47 AA
94 20 EC 62 F2 40 E8 DA 9E 36 79 9C 4E 41 8E A2
5E 8F 8E F8 94 64 E5 07 47 OE 1C CE 4E 36 F5 AA
AC 03 FA 75 2A E8 28 18 00 36 DE 7A 49 03 AD 55
45 AA 81 1A 00 1B F7 90 BD F4 9B EF 9A 52 32 50
43 A5 99 B5 1D 49 54 D8 22 49 BF 1B A6 07 6D BB
42 8F 97 32 3D 85 A6 47 A7 7A DD 4B 86 67 09 BS
41 F4 A2 40 28 17 02 28
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After

3B
2C
08
1B
F9
OE
94

8A

EF
FB
B6
DA
20

EC
6C
D6
El
54
Fl
EC

8A
B4
c4
9A
07
A8
62

E3
1A
C2
06
BC
82
F2

06
09
3F
C5
95
42
40

9C
CF
33
5D
8E
34
E8

D9
8B
B3
C3
3E
4A
DA

79
B8
50
62
B5

9E

09
77
c2
35
OE
96
36

TF
F9
6D
F4
88
95
79

1D
15
FE
6C
65
8E
9C

67
26
B8
FD
21
29
4E

A2
34
BA
77
F7
CB
41

ISO/IEC 10118-3:2018(E)

B9
8E
BC
18
46
47

8E

FA
87
06
F6
15
AA
A2

5E
AC
45
43
42

After|permutation

3B
2C
08
1B
F9
OE
94
5E
AC
45
43
42

8F
03
AA
A5
8F

8A

EF
FB
B6
DA
20
8F
03
AA
AS
8F

8E
FA
81
99
97

EC
6C
D6
E1l
54
Fl
EC
8E
FA
81
Q9
97

F8
75
1A
BS
32

8A
B4
c4
9A
07
A8
62
F8
75
1X
B5
32

94
2A
00
1D
3D
41

E3
1A
C2
06
BC
82
F2
94
2A
00
1D
3D
41

64
E8
1B
49
85
F4

06
09
3F
C5
95
42
40
64
E8
1B
49
85
F4

Eb5
28
E7
54
A6
A2

9C
CF
33
5D
8E
34
E8
E5
28
E7
54
A6
A2

07
18
90
D8
47
40

D9
8B
B3
C3
35
4A
DA
07
18
90
D8
47
40

477
00
BD
22
A7
28

79
B8
50
&2
B5

9E
47
00
BD
22
A7
28

OE
36
F4
49
TA
17

09
77
C%
35
()
96
36
OE
36
F4
49
TA
17

1C
DE
9B
BF
DD
02

TF
EY
6D
F4
88
95
79
1C
DE
9B
BF
DD
02

CE
TA
EF
1B
4B
28

b
15
FE
6C
65
8E
9C
CE
TA
EF
1B
4B
28

4E
49
9A
A6
86

67
26
B8
FD
21
29
4E
4E
49
9A
A6
86

36
03
52
07
67

A2
34
BA
77
F7
CB
41
36
03
52
07
67

F5
AD
32
6D
09

B9
8E
BC
18
46
47
8E
F5
AD
32
6D
09

AA
55
50
BB
BS

FA
87
06
F6
15
AA
A2
AA
55
50
BB
BS
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ISO/IEC 10118-3:2018(E)

State (as lanes of integers)

[1, 0]

D99CO6E38AEC8A3B
FAB9A2671D7F0979
8BCF091AB46C6B2C
878E342615F977B8
B3333FC2C4D6EF08
06BCBABSFE6DC250
C35DC5069AEL1FB1B

[3,3]
[4,3]
[0, 4]
[1, 4]
[2,4]
(3, 4]
(4.4

F61877FD6CF43562
3EBE95BC0754B6F9
1546F72165880EBS
4A344282A8F1DAOE
AA477CB298E95964B
DAE840F262EC2094
A28E414E9C79369E
07E56494F88E8F5E
AAF5364ECE1CO0E47
1828E82A75FA03AC
55AD03497ADE3600
90F71BO01A81AA4LS
5032529AEE9BF4BD
D854491DB599A543
BB6D0*M61BBF4922
4TA6853D32978F42
B50967864BDD7AA7
2802172840A2F441
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ISO/IEC 10118-3:2018(E)

The hash value is

2E OA BF BA 83 E6 72 0B FB C2 25 FF 6B 7A B9 FF
CE 58 BA 02 7E E3 D8 98 76 4F EF 28 7D DE CC CA
3E 6E 59 98 41 1E 7D DB 32 F6 75 38 F5 00 Bl 8C
8C 97 C4 52 C3 70 EA 2C FO AF CA 3E 05 DE 7E 4D
E2 7F A4 41 A9 CB 34 FD 17 C9 78 B4 2D 5B 7E TF
9A Bl 8F FE FF C3 C5 AC 2F 3A 45 5E EB FD C7 6C
EA EB OA 2C CA 22 EE F6 E6 37 F4 CA BE 5C 51 DE

D2 E3 FA D8 B9 52 70 A3 21 84 56 64 F1 07 D1 o4
96 BB 7A BF BE 75 04 B6 ED E2 E8 9E 4B 99 6F B5
8E FD C4 18 1F 91 63 38 1C BE 7B CO 06 A7 A2 05
98 9C 52 6C D1 BD 68 98 36 93 B4 BD C5 37 28 B2
41 C1 CF F4 2B B6 11 50 2C 35 20 5C AB B2 88 M5
56 55 D6 20 C6 79 94 FO 64 51 18 7F 6F D1 7&~04
66 82 BA 12 86 06 3F F8 8F E2 50 8D 1F/CAJF9 03
5A 12 31 AD 41 50 A9 C9 B2 4C 9B 2D,6§“B2 AD 1B
DE OB DO BB CB 8B EO 5B 83 52 29 EF)79 19 73 73
23 42 44 01 E1 D8 37 B6 6E B4 E6N30 FF 1D E7 0C
B3 17 C2 BA CB 08 00 1D 34 A% B7 A7 0A 57 6D 20
86 90 33 58 9D 85 A0 1D DB 2B 66 46 CO 43 B5 9F
CO 11 31 1D A6 66 FA SA\D1 D6 38 7F A9 BC 40 15
A3 8A 51 D1 DA 1E A€71D 64 8D C8 E3 9A 88 B9 D6
22 BD E2 07 FD AB €6 F2 82 7A 88 0C 33 0B BF 6D
F7 33 77 4B 65(/3E 57 30 5D 78 DC E1 12 F1 0A 2C
71 F4 CD AD\92 ED 11 3E 1C EA 63 B9 19 25 ED 28
19 1E 6R(BB B5 AA 5A 2A FD A5 1F CO 5A 3A F5 25
8B 8766 52 43 55 OF 28 94 8A E2 B8 BE B6 BC 9C
77+0B 35 FO 67 EA A6 41 EF E6 5B 1A 44 S0 9D 1B
{4 9F 97 EE A6 01 39 1C 60 9E C8 1D 19 30 F5 7C
18 A4 EO FA B4 91 D1 CA DF D5 04 83 44 SE DC OF
07 FF B2 4D 2C 6F 9A 9A 3B FF 39 AE 3D 57 F5 60
65 4D 7D 75 C9 08 AB E6 25 64 75 3E AC 39 D7 50
3D A6 D3 7C 2E 32 E1 AF 3B 8A EC 8A E3 06 9C D9

SHAKE=128 sample to produce 4 096 bits of output

The message as a bit string

110010100001101011011110100110

About to call last of the absorb phase
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ISO/IEC 10118-3:2018(E)

XORed state (in bytes)

53 58 7B D9 07 00 00 00 00 00 0O 00O 00 00 00 00
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 0O 0O OO 00 0O 0O OO0 OO
00 00 00 00O 00 00 OO 0O 00 OO OO 00 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00
00 00 00 00 00 0O OO 00 00O 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 00 00O 0O OO 00 00 00O 00 0O
00 00 00 00 00 0O OO 80 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 0O OO 00 00 0O OO 00 00 0O 00 0O
00 00 00 00 00 00 00 0O

XORed state|(as lanes of integers)

[0,0] = 00000007D97B5853
[1,0] = 0000000000000000
[2,0] = 0000000000000006
[3,0] = 0000000000004D0G
[4,0] = 00000000Q0€€0000

[0,1] = 0000000£00000000
[1,1] = 0000008000000000
[2,1] = 0@80000000000000
[3,1] = ©000000000000000
[4,4] = 0000000000000000
[0;2] = 0000000000000000

[1,2] = 0000000000000000
[2,2] = 0000000000000000
[3,2] = 0000000000000000
[4,2] = 0000000000000000
[0,3] = 0000000000000000
[1,3] = 0000000000000000
[2,3] = 0000000000000000
[3,3] = 0000000000000000
[4,3] = 0000000000000000
[0,4] = 8000000000000000
[1,4] = 0000000000000000
[2,4] = 0000000000000000
[3,4] = 0000000000000000
[4,4] = 0000000000000000

Round #0
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After 6

53
00
A7
53
00
00
00

58
00
BO
58
00
00
00

7B
00
Fo6
7B
00
00
00

D9
00
B2
D9
00
00
00

07
00
0F
07
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
80
00
00
00

53
00
00
00
A7
53
00

58
00
00
00
BO
58
00

7B
00
00
00
F6
7B
00

D9
00
00
00
B2
D9
00

07
00
00
00
oF
07
00

00
00
00
00
00
00
00

ISO/IEC 10118-3:2018(E)

00
00
00
00
00
00
00

80
00
00
00
00
80
00

AT
53
00
00
00

After|p

53
00
00
97
00
00
00
D9
2F
00
00
00

After|m

53
00
00

BO
58
00
00
00

58
00
00
7D
00
00
00
07
FB
00
0Q
00

58
00
co

Fo
7B
00
00
00

7B
00
00
00
00
00
00
00
00
00
02
00

7B
00
29

B2
D9
00
00
00

D9
00
38
00
00
00
00
00
0Q
00
00
00

D9
00
AC

0F
07
00
00
00
A7

07
00
85
00
00
00
00
80
00
00
00
00
00

07
00
BD

00
00
00
00
00
BO

00
00
B5
38
00
00
00
53
70
00
00
00
co

00
00
EC

00
00
00
00
00
F6

00
00
97
85
00
0Q
Q00
58
0A
00
00
00
29

00
00
03

00
80
00
80
00
B2

00
00
7D
B5
00
00
00
7B
6B
00
00
00
AC

00
00
00

00
00
A7
53
00
oF

A7
00
00
00
00
00
00
00
00
00
4E
00
BD

97
00
00

00
00
BO
58
00
00

BO
00
0Q
00
00
4E
00
00
00
A7
61
00
EC

7D
00
00

00
00
F6
7B
00
00

F6
00
00
00
70
61
00
00
00
BO
ED
00
03

00
00
00

00
00
B2
D9
00
00

B2
00
00
00
0A
ED
00
00
00
Fo6
65
00
00

00
00
00

00
00
0F
07
00

0F
00
00
00
6B
65
00
00
00
B2
1F
00

00
00
00

00
00
00
00
00

00
00
00
00
2F
1F
00
00
00
OF
00
00

38
00
00

00
00
00
00
00

00
00
00
00
FB
00
00
00
00
00
00
00

85
00
00

00
00
00
80
0,0

00
00
00
00
00
00
00
00
00
00
00
00

BS5
00
00

U0
2F
A7
00
00
00
00
00
D9

U0
FB
BO
00
00
00
00
00
07

© ISO/IEC 2018 - All rights reserved

JAY
00
F6
00
02
00
00
00
00

UA
00
B2
00
00
00
00
00
00

oB
00
oF
00
00
00
00
00
80
4E

ZE
70
00
00
00
00
00
00
53
61

B
0A
00
00
00
00
00
00
58
ED

U0
6B
00
00
00
00
00
00
7B
65

U0
00
00
00
00
00
00
00
00
1F

U0
00
00
A7
00
4E
00
00
00
00

U0
00
00
BO
00
61
00
00
00
00

U0
00
00
F6
38
ED
00
00
00
00

U0
00
00
B2
85
65
00
00
00

U0
00
00
0F
BS5
1F
00
00
00

U0
00
00
00
97
00
00
00
00

U0
00
00
00
7D
00
00
00
00
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After x

53 58 7B D9 07 00 00 00 97 7D 00 00 00 38 85 B5
00 CO 29 AC BD EC 03 00 53 18 52 51 02 00 00 00
84 E5 29 AC BD D4 86 B5 00 00 00 00 00 00 00 00
2F FB 70 OA 6B 5F F1 6B 00 00 00 00 00 00 00 00
2F FB 00 00 00 70 OA 6B 00 00 70 OA 6B 2F FB 00
A7 BO F6 B2 OF 00 00 00 00 A7 BO F6 B2 OF 00 00
00 00 02 00 00 00 00 00 A7 17 44 44 BD OF 00 00
00 00 02 00 00 00 OO0 00 00 4E 61 D5 EO AA 97 7D

00 00 00 00 00 00O OO0 00 00 4E 61 ED 65 1F 00 00

00 00 00 38 85 B5 97 7D 00 00 00 00 00 0O OO0 00

D9 07 00 00 80 53 58 7B 00 00 00 00 00 00 00 0O

97 66 ED 65 9F 53 58 7B 00 00 00 00 00 00 00 0O
4FE 61 ED 65 1F 00 00 00

After L

52 58 7B D9 07 00 00 00 97 7D 00 00 00 38+85 B5
00 CO 29 AC BD EC 03 00 53 18 52 51 02500 00 00
84 E5 29 AC BD D4 86 B5 00 00 00 06400 00 00 00
2F FB 70 OA 6B S5F F1 6B 00 00 0000 00 00 00 00
2F FB 00 00 00 70 OA 6B 00 00+¥0 OA 6B 2F FB 00
A7 BO F6 B2 OF 00 00 00 00pA7 BO F6 B2 OF 00 00
00 00 02 00 00 00 OO OQ AY 17 44 44 BD OF 00 00
00 00 02 00 00 00 O0Q0CUO 00 4E 61 D5 EO AA 97 7D
00 00 00 00 00 00.00 00 00 4E 61 ED 65 1F 00 00
00 00 00 38 85(B5Y 97 7D 00 00 00 00 00 00 00 00
D9 07 00 00N8H” 53 58 7B 00 00 00 00 00 00 00 0O
97 66 ED+65 9F 53 58 7B 00 00 00 00 00 00 00 00
4FE 61 ED 65 1F 00 00 00

(Skip roundg 1 to 22)
Round #23
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After 6

E5
Cé
8E
4E
3C
FB
2A

C9
50
5B
6B
04
44
C6

38
6D
12
71
56
D7
4E

91
1E
B3
A4
Fl
40
DO

TE
06
03
46
82
4E
A7

2D
82
98
0A
E8
41
90

CB
8D
A7
C2
B3
AF
BE

B6
S5E
EF
25
83
AD
27

4A
8B
A3
DA
TE
87
E7

58
F9
87
DB
DO
22
B4

42
05
68
48
Al
12
40

73
58
10
Fl
5C
4D
C6

14
45
6A
BA
3A
83
63

82
03
CF
33
51
EA
09

ISO/IEC 10118-3:2018(E)

El
D5
6C
88
4D
79
3B

30
87
Bl
15
4B
D4
93

36
4F
B2
27
60

After|p

E5
31
Cco
47
02
DD
82
03
1D
38
CA
cc

After|m

ES
82
E2

ED
83
6B
71
56

C9
54
3C
6A
AB
27
3E
AC
CF
9C
EQ
CA

c9
3E
23

8D
EA
35
c4
56

38
9B
7D
A4
78
BA
85
16
23
59
9P
CA

38
85
82

06
78
Fo6
F3
76

91
87
77
20
41
06
F4
19
3E
76
c4
2E

91
F4
A5

58
1E
19
B6
79
08

TE
81
DC
5C
F4
72
3D
7.0
6A
AD
11
6F
E2

TE
3D
FC

2D
Fl
C3
99
A3
96

2D
60
92
E2
D9
0A
51
9B
FD
Cé6
CF
94
23

2D
51
AB

32
51
El
32
F4
F2

CB
A3
98
B4
41
1K
31
F6
69
3E
DB
DE
82

CB
31
93

EO
EB
AC
7C
B6
AF

B6
97
1D
16
15
6D
76
46
50
63
66
16
A5

B6
76
EC

26
2F
DF
4C
97
4E

94
34
Al
805
D5
51
12
93
67
82
30
2F
FC

47
38
34

54
B3
6F
8E
2F
B2

BO
50
e
Fo
B4
1F
76
0A
DB
DF
39
9A
AB

6A
9C
50

B6
24
1B
F3
9A
8B

84
D
cc
36
E4
8A
26
9A
97
6F
CE
cCc
93

A4
55
7D

49
89
S5E
6D
cC
8F

E6
B8
16
52
07
48
CF
F9
59
1B
B7
07
EC

20
76
B8

05
85
E3
8D
07

28
98
3B
BC
1D
34
69
8F
92
5E
35
CF

5C
AD
98

CD
66
06
18
CF

04
S5F
TA
EE
CA
0D
81
4c
c4
E3
62
FB

E2
Ccé
S5F

FC
CF
89
5A
FB

C3
80
88
0c
A5
AA
8C
A8
42
06
68
Al

B4
3E
80

47
B6
82
13
Al

61
55
06
62
13
E7
c7
6C
B3
89
4D
97

16
63
55

D5
1D
94
12
CA
Al
67
31
03

B4
CF
BO
76
FO
F6
DB
54
AC
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g
23
84
26
9D
ccC
97
9B
16

U’/
3E
E6
CF
Cc4
16
59
87
19

1D
6A
28
69
11
3B
92
81
70
30

CA
FD
04
81
CF
TA
c4
60
9B
39

AD
69
C3
8C
DB
88
42
A3
Fo6
CE

13
50
61
c7
66
06
B3
97
46
B7

DD
cc
85
82
co
51
2F
02
93
35

Z 7
CA
F6
DF
3C
1F
9A
AB
0A
62

BA
CA
36
6F
7D
8A
cc
78
9A
68

Uo
2E
52
1B
77
48
07
41
F9
4D

<z
6F
BC
5E
DC
34
CF
F4
8F

UA
94
EE
E3
92
0D
FB
D9
4c

DE
0c
06
98
AA
Al
41
A8

oD
16
62
89
1D
E7
97
1E
6C
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ISO/IEC 10118-3:2018(E)

After x

65 DD 39 45 5F 3C CA D6 7F EA F4 22 DC 64 BA 17
40 1D 07 75 6D 78 BO FA 3D 54 6D 66 AF C2 76 71
EO 01 06 85 FC 69 A7 EC 3C 53 67 B8 FA 5F DA 39
D5 7C E5 3F 15 3F A4 03 1D 27 72 06 77 OA EC 6B
2D DF 16 AE FA B6 69 11 0D 6E 4A 29 6A 14 FB 14
86 BO 84 6B 69 05 43 E4 05 7F 7F 42 AA 8C OE 6A
5A 56 B6 0B 68 8D 55 Al 96 DF 6F 39 76 E3 06 88
CB B6 AF D4 85 25 D7 64 90 35 7F 3F D8 97 BA FC

87 36 D9 07 B9 BA C8 16 59 1F C2 4E 79 36 0B E3

A7 FF A6 29 82 C4 5A BB 0OE 58 4C 07 EC 93 Al 95

30 50 9D 9F 81 62 15 D7 92 A9 FO Al 7B 9D 49 36

23 9D 52 1F 40 B9 B6 47 92 4E 8B F9 OF 4C 2B FE
32 92 AE F7 41 FB 28 45

After L

6D 5D 39 C5 5F 3C CA 56 7F EA F4 22 DC G4~BA 17
40 1D 07 75 6D 78 BO FA 3D 54 6D 66 AENC2 76 71
EO 01 06 85 FC 69 A7 EC 3C 53 67 B8/FA 5F DA 39
D5 7C E5 3F 15 3F A4 03 1D 27 72)06 77 OA EC 6B
2D DF 16 AE FA B6 69 11 0D 6E~N4A 29 6A 14 FB 14
86 BO 84 6B 69 05 43 E4 05p/F 7F 42 AA 8C OE 6A
5A 56 B6 0B 68 8D 55 Al "96 DF 6F 39 76 E3 06 88
CB B6 AF D4 85 25 D764 90 35 7F 3F D8 97 BA FC
87 36 D9 07 B9 BA.C8 16 59 1F C2 4E 79 36 0B E3
A7 FF A6 29 82(C%4 5A BB OE 58 4C 07 EC 93 Al 95
30 50 9D 9EN8Y 62 15 D7 92 A9 FO Al 7B 9D 49 36
23 9D 52 +1F 40 B9 B6 47 92 4E 8B F9 OF 4C 2B FE
32 92 AE F7 41 FB 28 45

After permufation

6D 5D 39 C5 5F 3C CA 56 7F EA F4 22 DC 64 BA 17
40 1D 07 75 6D 78 BO FA 3D 54 6D 66 AF C2 76 71
EO 01 06 85 FC 69 A7 EC 3C 53 67 B8 FA 5F DA 39

Do 7/C ES S 15 3 A4 03 1D 27 72 Uo /77 UA EC ©B
2D DF 16 AE FA B6 69 11 0D 6E 4A 29 6A 14 FB 14
86 BO 84 6B 69 05 43 E4 05 7F 7F 42 AA 8C OE 6A
5A 56 B6 OB 68 8D 55 Al 96 DF 6F 39 76 E3 06 88
CB B6 AF D4 85 25 D7 64 90 35 7F 3F D8 97 BA FC
87 36 D9 07 B9 BA C8 16 59 1F C2 4E 79 36 0B E3
A7 FF A6 29 82 C4 5A BB 0OE 58 4C 07 EC 93 Al 95
30 50 9D 9F 81 62 15 D7 92 A9 FO Al 7B 9D 49 36
23 9D 52 1F 40 B9 B6 47 92 4E 8B F9 OF 4C 2B FE
32 92 AE F7 41 FB 28 45
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State (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = 56CA3C5FC5395D6D

[1,0] = 17BA64DC22F4EATF

[2,0] = FAB0786D75071D40

[3,0] = 7176C2AF666D543D

[4,0] = ECA769FC850601E0

[0,1] = 39DASFFAB867533C

[1,1] = 03A43F153FE57CD5

[2,1] = 6BECOAT/0672271D

[3,1] = 1169B6FAAE16DF2D

[4,1] = 14FB146A294A6E0D

[0,2] = E44305696B84B086

[1,2] = 6AOE8CAA427FTF05

[2,2] = A1558D680BB6565A

[3,2] = 8806E376396FDF96

[4,2] = 64D72585D4AFB6CB

[0,3] = FCBA97D83F7F3590

[1,3] = 16C8BAB907DY3687

[2,3] = E30B36794BC21F59

[3,3] = BB5AC4R220R6FFAT

[4,3] = 95A19SEC074C580E

[0,4] = D71562819F9D5030

[1,4] (=“36499D7BA1FOA992

[2/4] = 47B6B9401F529D23

[3,4] = FE2B4COFF98B4E92

[4,4] = 4528FB41FTAE9232

Abouf to call squeeze (again)
State|before permutation-(in bytes)

6D 5D 39 C5 5F 3C CA 56 7F EA F4 22 DC 64 BA 17
40 1D 07 75 6D 78 BO FA 3D 54 6D 66 AF C2 76 71
EO 01 06 85 FC 69 A7 EC 3C 53 67 B8 FA 5F DA 39
D5 7C E5 3F 15 3F A4 03 1D 27 72 06 77 OA EC 6B
2D DF 16 AE FA B6 69 11 0D 6E 4A 29 6A 14 FB 14
86 BO 84 6B 69 05 43 E4 05 7F JTF 42 AA 8C OE 6A
5A 56 B6 OB 68 8D 55 Al 96 DF 6F 39 76 E3 06 88
CB B6 AF D4 85 25 D7 64 90 35 7F 3F D8 97 BA FC
87 36 D9 07 B9 BA C8 16 59 1F C2 4FE 79 36 OB E3
A7 FF A6 29 82 C4 5A BB OE 58 4C 07 EC 93 Al 95
30 50 9D 9F 81 62 15 D7 92 A9 FO Al 7B 9D 49 36
23 9D 52 1F 40 B9 B6 47 92 4E 8B F9 OF 4C 2B FE

32 92 AE F7 41 FB 28 45
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = 56CA3C5FC5395D6D
[1,0] = 17BAG4DC22F4EATF
[2,0] = FABO786D75071D40
[3,0] = 7176C2AF666D543D
[4,0] = ECAT69FC850601E0
= 39DALSFFAB867533C
= 03A43F153FE57CD5

= 6BECOA770672271D

]

]

]

] = 1169B6FAAEL6DF2D
] = 14FB146A294A6E0D
] = E44305696B84B086
[1,2] = 6AOESCAA427FTFO5
[2,2] = A1558D680BB6565A
[3,2] = 8806E376396FDF96
[4,2] = 64D72585D4AFB6CB
[0,3] = FCBA97D83F7F3590
[1,3] = 16C8BAB907D93687
[2,3] = E30B36794EC21F59
[3,3] = BB5AC48229A6EFAT
[4,3] = 95A193ECQI45580E
[0,4] = D715628@9F9ID5030
[1,4] = 36499D7BAIF0A992
[2,4] = 4TB6B9401F529D23
[3,4] = FE2BACOFF9I8B4E92
[4,4] = 4528FB41F7AE9232

Round #0
After 0

03 "3 B6 BF A2 ED EB A7 F3 ED 6B C6 DF 17 2E O9E
9D A0 33 CE 90 B7 F1 FE 74 9C 3C 5F 99 D3 C6 7D
BC 52 4E C8 79 51 36 00 52 AD E8 C2 07 8E FB C8
59 7B 7A DB 16 4C 30 8A CO SA 46 BD 8A C5 AD 6F

64 17 47 97 CC A7 D9 1D 51 3D 02 64 EF 2C 6A F8
E8 4E 0B 11 94 D4 62 15 89 78 EO A6 A9 FF 9A E3
87 EB 82 BO 95 42 14 A5 DF 17 3E 00 40 F2 B6 84

97 E5 E7 99 00 1D 46 88 FE CB FO 45 25 46 9B 0D

OB 31 46 E3 BA C9 5C 9F 84 A2 F6 F5 84 F9 4A E7

EE 37 F7 10 B4 D5 EA B7 52 0B 04 4A 69 AB 30 79

5E AE 12 E5 7C B3 34 26 1E AE 6F 45 78 EE DD BF

FE 20 66 A4 BD 76 F7 43 DB 86 DA CO 39 5D 9B F2
6E Cl E6 BA C4 C3 B9 A9
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Afterp

03
27
8B
B7
8B
40
84

A3
E8
B2
6D
A3
77
AD

B6
8C
01
Cl
4B
5A
14

BF
33
EO
04
E6
88
A2

A2
E4
95
A3
D3
AQ
28

ED
6D
72
98
EC
A4
3D

EB
BC
42
B5
OE
16
5C

A7
TF
CE
A7
B2
AB
17

E7
39
e
1B
A2
8E
E4

DB
6D
EO
BO
86
27

6D

D7
DC
B8
A6
1F
E2
09

8C
47
8F
51
D5
81
BF

BF
Cc7
2C
AF
23
9B
2F

2F
C9
D5
62
40
A6
C

ISO/IEC 10118-3:2018(E)

5C
F3
8A
71
F6
FE
00

3C
95
2E
EB
CE
6B
80

4C
68
5A
D2
1F

After]m

03
84
6E
A2
68
E7
E4
D2
7C
A5
27
4C

After|x

03
AQ
DA

80
5C
FD
98
c4

A3
AD
AA
86
5C
DB
6D
98
EO
73
ES
80

23
AF
E6

OE
37
D6
78
8C

B6
14
5B
1F
37
D7
09
78
B8
42
8€
OE

A2
1D
1A

23
99
FD
B9
B4

BF
A2
BO
D5
99
8C
BF
B9
8E
5T
33
23

1D
A2
BO

C4
EB
E6
4A
D7

6E

A2
28
B9
23
EB
BF
2F
45
2C
FB
E4
Cc4
TA

AA
31
B8

CB
73
1E
94
EE
AA

ED
3D
2E
40
73
2F
e
94
D5
TA
6D
CB
B8

c8
1D
3E

F2
21
82
F3
TE

5B

EB
5C
Fl
Fo6
21
5@
00
F3
8A
C2
BC
F2
BE

A3
2D
E5

F3
Cé
B6
CD
Cc8
BO

A7
17
70
CE
Co
3C
80
CD
2E
7C
TF
F3
15

B7
57
70

8B
A5
79
TA
86
B9

B7
5A
39
40
IF
1B
79
8B
8E
86
8B
8B
El

ED
5B
79

4A
73
52
B8
DA
2E

6D
FD
6R
V7
c4
BO
52
B2
27
DA
A3
4A
B9

3D
FC
1C

8C
42
0B
BE
co
Fl

Cl
D6
DC
5A
8C
A6
0B
01
E2
co
4B
8C
77

03
72
9C

36
51
04
15
39
70

4
FD
47
88
B4
51
04
EO
81
39
E6
36
FF

59
F2
4F

1B
FB
4A
E1l
5D

A3
E6
C7
AQ
D7
AF
4A
95
9B
5D
D3
1B

65
E4
47

FC
TA
69
B9
9B

98
1E
Cc9
A4
EE
62
69
72
A6
9B
EC
FC

9A
DF
6D

97
C2
AB
77
F2

B5
82
F3
16
TE
71
AB
42
FE
F2
OE
97

37
88
F3

El
7C
30
FF
BB

A7
B6
95
AB
Cc8
EB
30
CE
6B
DB
B2
El

07
31
B4

SA
48
03
66
CA
5D
AC
63
3C

Sk
75
96
ES
B8
BO
53
E8
30
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SA
67
DE
79
58
B8
43
88
3C

C4
DA
22
06
E8
DF
91
32
22

S35
EB
BF
2F
4A
4C
7B
EO
24
F2

13
72
33
E8
D4
8D
1A
6E
CA
BB

D7
AQ
5C
50
D2
8A
C2
4Cc
92
FD

SA
D3
3C
4D
OE
3A
78
3E
ED
D1

S/
9D
02
5C
09
8C
F2
08
8E
F2

BT
46
A2
11
BS5
AF
9A
E9
0A
39

DZ
8F
A4
8C
43
62
78
CB
8C
75

AC
24
51
00
EO
A9
36
F2
14
T

B4
E7
EF
FE
06
9F
75
c8
1F

23
EE
63
42
50
27
1E
D8
B8

43
TA
DA
A7
36
CE
TA
0B
1F

A3
82
DB
00
8F
E8
FB
B2
El
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ISO/IEC 10118-3:2018(E)

After L

02 23 A2 1D AA C8 A3 B7 ED 3D 03 59 65 9A 37 07
A0 AF 1D A2 31 1D 2D 57 5B FC 72 F2 E4 DF 88 31
DA E6 1A BO B8 3E E5 70 79 1C 9C 4F 47 6D F3 B4
8A 8E 3A C4 68 13 D7 8A 57 F7 D2 AC B4 28 48 A3
48 75 67 DA EB 72 AO D3 9D 46 8F 24 F7 EE 7A 82
03 96 DE 22 BF 33 5C 3C 02 A2 A4 51 EF 63 DA DB
66 E5 79 06 2F E8 50 4D 5C 11 8C 00 FF 42 A7 00
CA B8 58 E8 4A D4 D2 OE 09 B5 43 EO O6 50 36 8F
5D BO B8 DF 4C 8D 8A 3A 8C AF 62 A9 9F 27 CE ES8

AC 53 43 91 7B 1A C2 78 F2 9A 78 36 75 1E 7A FB

63 E8 88 32 EO 6E 4C 3E 08 E9 CB F2 C8 D8 0B B2

3C 30 3C 22 24 CA 92 ED 8E OA 8C 14 1F B8 1F El
F2 BB FD D1 F2 39 75 7F

(Skip roundg 1 to 22)
Round #23
After 6

09 F3 BB 3C 65 7E 82 3C EF 00 38y%3 F6 8E C9 98
72 91 67 37 64 1A 04 F9 FB DBN6B 5A 79 80 81 4A
4B 51 05 7A 71 CC B6 8F 7D_28 B4 85 38 12 31 98
CC 6D 01 50 57 2F 91 49xR9 84 11 A9 73 A4 54 OF
DF Al 88 22 46 AF 38 AA*E2 1D 4D 19 09 96 AO D9
C6 4D 09 A8 4D 58 #A"20 FO C3 EB 57 78 1A 3B D3
88 50 D7 04 63 EX”E6 54 BD 1B 7D FA 78 8A 4B CD
43 39 45 52.3B)7E D7 A2 55 17 A5 4D 10 CC 2E 39
50 AC CF F&JOE 03 OF OE 58 7D 18 B1 BA Al 89 EO
24 ED«4EN92 92 90 6B 04 23 5F D5 EC E2 47 AD 9F
98 /9482 64 17 1C 1D FE 85 51 42 86 54 FC BD F3
2N 2F EE F3 75 C6 67 DD 9F DB AB 48 97 89 3A 18
B7 2E B6 63 34 C7 DE 63
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Afterp

09
5C
63
00
50
31
26

F3
E4
B6
75
44
6E
18

BB
D9
7D
F5
11
4A
13

3C
0D
5C
12
A3
40
37

65
99
8A
99
57
6D
A7

TE
06
2A
c4
1C
C2
42

82
41
DO
DC
D5
D2
84

3C
BE
8B
16
EF
03
BA

DF
07
88
43
09
4C
14

01
18
23
3E
9A
C3
97

70
A8
11
61
2D
oF
9A

46
B4
83
44
DE
AF
7B

EC
BF
D9
EA
D1
5F
37

1D
BD
87
1C
94
El
FA

ISO/IEC 10118-3:2018(E)

93
A6
42
29
91
69
F4

31
95
5B
D5
60
EC
Fl

A9
39
72
74
E4

After]m

09
26
E7
09
39
DF
14
74
88
44
5C
A9

After|x

2F
A3
E7

1D
DE
8D
F8
C5

F3
18
D8
9A
DE
01
97
F8
23
70
E4
1D

FB
48
DC

BF
61
80
63
7D

BB
13
AD
2D
61
70
9A
63
11
AC
B9
BF

B9
3E
ES

6B
EO
A4
52
BE

3C
37
8B
DE
EO
46
7B
52
83
3E
0D
6B

19
3C
89

D1
Cl
9D
0A
CE
E7

65
A7
ED
D1
Cl
EC
37
02
D9
8C
99
D1
17

43
Cc7
75

Al
01
49

F8
D8

TE
42
18
94
01
1D
FA

87
58
06
Al
46

C
52
98

9C
8A
52
5D
AC
AD

82
84
CD
91
8A
93
B
5D
42
DD
41
9C
09

82
09
91

22
F5
12
70
3B
8B

3C
BA
Bl
60
F5
31
Fl
70
5B
DO
BE
22
19

94
1B
B3

9B
44
9F
17
DB
ED

00
72
07
X
B4
43
9F
63
4C
DB
50
9B
52

50
TA
37

20
70
23
46
AB
18

75
8D
1%
6k
C5
3E
23
B6
C3
AB
44
20
Fl

FO
AE
7C

98
AC
S5F
09
48
CD

F5
80
A8
4A
7D
61
5F
7D
OF
48
11
98
E7

75
92
EA

5D
3E
D5
19
97
Bl

12
A4
B4
40
BE
44
D5
5C
AF
97
A3
5D
CE

92
90
B4

72
8C
EC
52
89

99
9D
BF
6D
CE
EA
EC
8A
5F
89
57
72

81
9D
93

AA
58
E2
Fl
3A

c4
49
BD
C2
F8
1C
E2
2A
El
3A
1C
AA

CD
2F
FF

2E
DD
47
EF7
18

DC
52
A6
D2
AC
29
47
DO
69
18
D5
2E

8E
50
E4

4A
DO
AD
CE
9OF

16
12
95
03
3B
D5
AD
8B
EC
9F
EF
4A

16
1E
96

Ul
3A
CB
74
74
88
64
F5
AD

UA
Ccé
80
4F
C6
13
64
FD
5B
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uC
El
EA
BA
62
Bl
99
77
BE

[
EO
7D
79
52
93
76
45
6B

ol
FO
F9
35
08
59
8E
19
D1
17

95
04
FF
EA
92
9F
58
A7
FO
46

99
88
47
EC
75
D6
1D
49
4D
09

94
71
11
Al
B4
4B
DO
BE
A6
BB

[3S)
EC
c8
14
27
D7
53
42
D3
14

ok
47
1E
22
76
48
AA
64
80
E9

50
78
24
4F
73
4F
48
11
48
63

ok
F4
co
D1
70
2E
14
B7
59
8F

03
8E
22
08
8C
5E
D8
75
FB

SA
F8
1C
EF
4A
C3
BF
16
AC

o
BD
2A
C5
F9
69
1A
E7
2E

U9
5B
D9
AC
2F
E3
CF
A7
TA
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ISO/IEC 10118-3:2018(E)

After L

27 7B B9 99 43 7C 82 14 50 FO 75 92 81 CD 8E 16
A3 48 3E 3C C7 52 09 1B 7A AE 92 90 9D 2F 50 1E
F7 DC E9 89 75 98 91 B3 37 7C EA B4 93 FF E4 96
01 OA OC 7E 51 95 99 94 F5 6F 56 5E 63 3A F6 09
3A C6 E1 EO FO 04 88 71 EC 47 78 F4 8E F8 BD 5B
CB 80 EA 7D F9 FF 47 11 C8 1E 24 CO 22 1C 2A D9
74 4F BA 79 35 EA EC Al 14 22 4F D1 08 EF C5 AC

74 Co 62 52 08 92 75 B4 27 76 73 70 8C 4A F9 2F

88 13 Bl 93 59 9F D6 4B D7 48 4F 2E 5E C3 69 E3

64 64 99 76 8E 58 1D DO 53 AA 48 14 D8 BF 1A CF

FS5 FD 77 45 19 A7 49 BE 42 64 11 B7 75 16 F7 A7

AD 5B BE 6B D1 FO 4D A6 D3 80 48 59 FB AC 2E 7A
17 46 09 BB 14 E9 63 8F

After permufation

27 7B B9 99 43 7C 82 14 50 FO 75 92 81 CGD~8E 16
A3 48 3E 3C C7 52 09 1B 7A AE 92 90 9DN2F 50 1E
F7 DC E9 89 75 98 91 B3 37 7C EA B#/93 FF E4 96
01 OA OC 7E 51 95 99 94 F5 6F 5¢)5E 63 3A F6 09
3A C6 E1 EO FO 04 88 71 EC 478 F4 8E F8 BD 5B
CB 80 EA 7D F9 FF 47 11 C8p»lE 24 CO 22 1C 2A D9
74 4F BA 79 35 EA EC Al 44 22 4F D1 08 EF C5 AC
74 Cé6 62 52 08 92 75¢B4 27 76 73 70 8C 4A F9 2F
88 13 Bl 93 59 9E.D6 4B D7 48 4F 2E 5E C3 69 E3
64 64 99 76 8E (58 1D DO 53 AA 48 14 D8 BF 1A CF
FS5 FD 77 45519 A7 49 BE 42 64 11 B7 75 16 F7 A7
AD 5B BE+6B D1 FO 4D A6 D3 80 48 59 FB AC 2E 7A
17 46 09 BB 14 E9 63 8F
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State (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = 14827C4399B97B27

[1,0] = 168ECD819275F050

[2,0] = 1B0952C73C3E48A3

[3,0] = 1E502F9D9092AE7A

[4,0] = B391987589E9DCF7

[0,1] = 96E4FF93B4EATC37

[1,1] = 949995517E0COAO0L

[2,1] = OOF63A635E566FES

[3,1] = 718804F0EOEIC63A

[4,1] = 5BBDF88EF47847EC

[0,2] = 1147FFF97DEASOCB

[1,2] = D92A1C22C0241EC8

[2,2] = A1ECEA3579BA4F74

[3,2] = ACC5EF08D14F2214

[4,2] = B47592085262C674

[0,3] = 2FF94A8C70737677

[1,3] = 4BD69F5993B11388

[2,3] = E369C35E284F48D7

[3,3] = D01D588E76996464

[4,3] = CF1ABFD81448AA53

[0,4] = BRA9AT194577FDF5

[1,4] =VA7F71675B7116442

[2/4] = A64DFOD16BBESBAD

[3,4] = 722EACFB594880D3

[4,4] = 8F63E914BB094617

Abouf to call squeeze (again)
State|before permutation-(in bytes)

27 7B B9 99 43 7C 82 14 50 FO 75 92 81 CD 8E 16
A3 48 3E 3C C7 52 09 1B 7A AE 92 90 9D 2F 50 1E
F7 DC E9 89 75 98 91 B3 37 7C EA B4 93 FF E4 96
01 0A OC 7E 51 95 99 94 F5 6F 56 5E 63 3A F6 09
3A C6 E1 EO FO 04 88 71 EC 47 78 F4 8E F8 BD 5B
CB 80 EA 7D F9 FF 47 11 C8 1E 24 CO 22 1C 2A D9
74 4F BA 79 35 EA EC Al 14 22 4F D1 08 EF C5 AC
74 C6 62 52 08 92 75 B4 27 76 73 70 8C 4A F9 2F
88 13 Bl 93 59 9F D6 4B D7 48 4F 2FE 5E C3 69 E3
64 64 99 76 8E 58 1D DO 53 AA 48 14 D8 BF 1A CF
F5 FD 77 45 19 A7 49 BE 42 64 11 B7 75 16 F7 A7
AD 5B BE 6B D1 FO 4D A6 D3 80 48 59 FB AC 2E 7TA

17 46 09 BB 14 E9 63 8F
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = 14827C4399B97B27
[1,0] = 168ECD819275F050
[2,0] = 1B0952C73C3E48A3
[3,0] = 1E502F9D9092AE7A
[4,0] = B391987589E9DCFE7
= 96E4FF93B4EATC37
= 949995517E0COAQ01L

= 09F63A635E566FFD

]

]

]

] = 718804F0EOE1C63A
] = 5BBDF88EF47847EC
] = 1147FFF97DEASOCB
[1,2] = D92A1C22C0241ECS
[2,2] = ALECEA3579BA4F74
[3,2] = ACCSEF08D14F2214
[4,2] = B47592085262C674
[0,3] = 2FF94A8C70737627
[1,3] = 4BD69F5993B11388
[2,3] = E369C35E2E4F48RF
[3,3] = DO1D588E7699%4 6%
[4,3] = CF1ABFD8L44BAAS3
[0,4] = BE49A71@4577FDF5
[1,4] = A7F71675B7116442
[2,4] = AGADFOD16BBESBAD
[3,4] = 7A2EACFB594880D3
[4,4] = 8F63E914BB094617

Round #0
After 0

AB"C FO 08 CO 43 9B 66 E8 OA 8E 4B 01 3E 70 F8
36 86 18 29 38 FF 49 7E 74 B7 D4 CF FC D6 26 DO
06 6A 7E CC 1D 8B 9C DF BB EB A3 25 10 CO FD E4
B9 FO F7 A7 D1 66 67 7A 60 A1l 70 4B 9C 97 B6 6C

34 DF A7 BF 91 FD FE BF 1D F1 EF Bl E6 EB BO 37

47 17 A3 EC 7A CO 5E 63 70 E4 DF 19 A2 EF D4 37
E1 81 9C 6C CA 47 AC C4 1A 3B 09 8E 69 16 B3 62
85 70 F5 17 60 81 78 D8 AB E1 3A E1 OF 75 EO 5D
30 E9 4A 4A D9 6C 28 A5 42 86 69 3B Al 6E 29 86
6A 7D DF 29 EF Al 6B 1E A2 1C DF 51 BO AC 17 A3
79 6A 3E D4 9A 98 50 CC FA S9E EA 6E F5 E5 09 49
38 95 98 7E 2E 5D 0D C3 DD 99 OE 06 9A 55 58 B4
E6 FO 9E FE 7C FA 6E E3
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Afterp

AB
8D
58
TF
EF
3B
64

EC
21
E4
1A
D3
BA
53

FO
46
FC
6D
DF
18
3E

08
0A
36
76
c8
65
62

co
CE
50
A6
TE
D7
25

43
TF
F3
97
FF
03
OE

9B
92
63
0B
5F
F6
0F

66
9F
EE
TF
9A
1A
E4

D1
6F
02
1B
OE
DF
2C

15
6D
01
58
7B
co
66

1cC
02
DC
28
D3
91
C5

97
4D
4F
DC
11
TF
34

02
77
BE
12
FF
67
76

7C
4B
BB
E7
1E
88
12

ISO/IEC 10118-3:2018(E)

EO
FD
3E
A5
6B
BE
1C

FO
cC
5A
2D
BE
53
D3

0B
49
74
42
A7

After]m

AB
64
DB
OE
49
D1
2C
42
02
14
8D
0B

After|x

AB
EF
8F

BO
29
CD
31
12

EC
53
B8
B
29
15
66
31
01
43
21
BO

AD
63
AA

40
9B
43
E7
D3

FO
3E
39
D3
9B
1C
C5
E7
DC
21
46
40

E2
06
34

3C
0D
AD
A9
CF

08
62
BC
11
0D
97
34
A9
4F
C3
0A
3C

08
72
CA

EC
A5
EF
F9
A5
DB

co
25
AT
FF
A5
02
76
E9
BE
B4
CE
EC
ES

Cl
25
81

42
14
3B
50
AB

B8

43
0E
3F
1E
14
e
12
50
BB
9D
TF
42
7B

4B
0A
AB

B8
26
E5
6B
61
39

9B
0F
9F
6B
26
EQ
ne
6B
3E
50
92
B8
AA

9F
15
9F

FA
5D
3D
62
18
BC

66
E4
BE
BE
5D
FO
D3
62
5A
B7
9F
FA
BB

E6
66
A7

C2
14
A3
ES
99
A7

TF
74
6F
3B
A7
1B
A3
58
DF
99
EF
C2
D5

6F
54
5E

1F
43
A2
B
OE
3F

1A
CD
6R
BA
12
58
A2
E4
co
OE
D3
1F
97

96
89
ED

EA
21
1C
AA
06
9F

6D
43
02
18
D3
28
1C
FC
91
06
DF
EA
27

2C
83
0A

Cco
C3
DF
BB
9A
BE

6
AD
4D
65
CF
DC
DF
36
TF
9A
Cc8
co
24

FB
AD
29

BB
B4
51
D5
55

X6
EF
77
D7
A5
12
51
50
67
55
TE
BB

6C
AF
77

56
9D
BO
97
58

97
3B
4B
03
AB
E7
BO
F3
88
58
FF
56

A6
7B
4A

C3
50
AC
27
B4

0B
E5
FD
Fo6
61
A5
AC
63
BE
B4
S5F
C3

EB
E5
69

75
B7
17
24
BD

TF
3D
ccC
1A
18
2D
17
EE
53
DD
9A
75

66
7D
ccC

4k
01
F5
6C
48
02
54
8D
22

TA
44
33
77
79
02
A3
01
DO
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oU
9B
D9
26
c7
FC
D9
46
40

19
0D
B7
14
El
CF
E7
3E
07

DE
E7
66
DE
E9
2E
B4
4E
A8
8B

UA
54
6C
52
D3
AE
3E
TF
C3
A9

oB
BA
F8
5F
6E
TE
13
32
9C
33

B
99
22
B3
6F
FE
95
FF
FA
7B

9D
A7
98
32
85
56
9B
2F
Cco
ES

AT
00
D8
A6
24
CcC
0F
DC
1F
17

S)s]
02
30
04
FD
97
06
75
AE
6A

AT
DF
17
Cc9
06
67
D3
08
co
24

D7
2D
13
53
11
26
FB
6D
Bl

AT
BF
47
9C
F3
c8
50
EB
3E

B
63
05
2C
E3
1A
A8
1C
53

1A
2A
29
87
EF
1B
CD
9F
EE
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ISO/IEC 10118-3:2018(E)

After L

AA AD E2 08 Cl 4B 9F E6 6F 96 2C FB 6C A6 EB 66
EF 63 06 72 25 0A 15 66 54 89 83 AD AF 7B E5 7D
8F AA 34 CA 81 AB 9F A7 5E ED OA 29 77 4A 69 CC
4E 7A 50 19 DF OA 6B FB 9D A8 58 A7 D7 A8 B7 1A
01 44 9B 0D F7 54 BA 99 A7 00 02 DF 2D BF 63 2A
F5 33 D9 B7 66 6C F8 22 98 D8 30 17 13 47 05 29
6C 77 26 14 DE 52 5F B3 32 A6 04 C9 53 9C 2C 87
48 79 C7 E1 E9 D3 6E 6F 85 24 FD 06 11 F3 E3 EF

02 02 FC CF 2E AE 7E FE 56 CC 97 67 26 C8 1A 1B

54 A3 D9 E7 B4 3E 13 95 9B OF 06 D3 FB 50 A8 CD

8D 01 46 3E 4E 7F 32 FF 2F DC 75 08 6D EB 1C 9F

22 DO 40 07 A8 C3 9C FA C6 1F AE CO Bl 3E 53 EE
8B A9 33 7B E5 17 6A 24

(Skip roundg 1 to 22)
Round #23
After 6

6E E1 47 Cl1 F8 67 26 A8 EA D9 BAyEA 82 E2 64 DC
15 5A 0C 64 OB 10 3F CA 05 64549 91 73 CE 88 43
09 1F 7C A5 Al B6 3E 1E FD_70 27 85 1B 63 8B 44
F5 OE F7 9F 6A 76 8F CEXSD' CC F6 66 6A 4F 28 C2
04 99 7D 3D 06 C9 AD 4B*E7 EF 86 0A 91 1A 76 9F
37 58 7F E7 98 74 3B*4B 27 53 05 7E AF EC 1C 78
16 56 09 A2 C6 0€”74 D3 66 72 25 BE 53 A9 82 5A
94 FB 83 EFDLDC 63 8A E6 96 2A D7 E1 79 4A 75
E4 A9 E7 E%/25 27 7A 79 6E EB 1F 39 FO 67 39 8B
FD 13 «D6vB3 DO 6E A7 F1 DF 06 4A EA 4D 3C OE 3F
16 /80659 7C 83 4B 43 BB FD 13 03 CO F8 BA 92 F4
TN52 21 92 2F 61 23 F8 0B 4D C9 14 A4 OF CE El
F6 AF A3 8E A4 15 A5 B4
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Afterp

6E
85
B5
FF
ccC
BA
10

El
16
F5
A9
BE
Cl
35

47
03
Fl
66
1E
FA
66

Cl
D9
48
F7
83
3B
AQ

F8
02
F8
E8
E4
c7
9B

67
c4
EO
5C
D6
A4

B6

26
8F
2B
EF
25
DB

BO

A8
72
0D
70
82
59
4A

D5
E7
B8
70
61
EO
52

B3
8C
31
27
F7
9D
05

75
38
B6
B3
79
4C
B5

D5
54
48
BD
FE
15
cC

05
40
D4
99
6E
F8
E4

C5
96
0F
DA
A8
BD
4A

ISO/IEC 10118-3:2018(E)

C9
14
77
13
10
B2
e

B8
39
52
8A
A9
73
A7

E7
3C
ED
0D
4E

After]m

6E
10
29
61
3C
D5
52
0D
B8
9C
85
EF7

After|x

6E
10
B8

68
BC
34
ED
2A

El
35
AD
F7
BC
B3
05
ED
31
45
16
68

F5
BC
A5

EE
E4
BE
5A
44

47
66
FD
79
E4
75
B5
5A
B6
BY
o3
EE

47
27
DD

31
44
TF
00
F2

Cl
A0
EB
FE
44
D5
cC
00
48
F5
D9
31

Cl
20
DD

45
2F
C2
66
25
29

F8
9B
A8
6E
2F
05
E4
6.6
D4
8F
02
45
F7

EB
B3
A8

CA
8F
TA
Fl
6C
AD

67
B6
23
A8
8F
C5
4A
1
0F
1C
c4
CA
4F

C5
B7
3B

FD
3C
16
0D
04
FD

26
BO
69
10
3C
C9
e
0D
77
F8
8F
FD
0c

36
D9
AO

Cl
F5
DA
2E
3F
EB

A8
4A
45
A9
F5
B8
A7
2E
52
B3
72
Cl
00

A2
4F
15

AE
9C
3F
EF7
4D

A8

FE
ED
E7
B2
4E
70
3F
B5
EO
4D
cC
AE
E3

12
AB
7D

C3
45
DF
4F
Cc9
23

A9
34
8¢
el
2A
27
DF
F5
9D
C9
BE
C3
EB

A9
74
8C

F3
B7
06
0c
14
69

66
BE
38
FA
44
B3
06
Fl
4C
14
1E
F3
4A

FE
BC
BA

94
F5
4A
00
A4
45

|
TF
54
3B
F2
BD
4A
48
15
A4
83
94
D2

A8
TF
55

EA
8F
EA
E3
0F

E8
C2
40
c7
25
99
EA
F8
F8
0F
E4
EA

A8
92
Cl

CcC
1C
4D
EB
CE

5C
TA
96
A4
6C
DA
4D
EO
BD
CE
D6
ccC

14
3E
92

2D
F8
3C
4A
El

EF
16
14
DB
04
13
3C
2B
B2
El
25
2D

ES
10
DF

55
B3
OE
D2
0B

70
DA
39
59
3F
8A
OE
0D
73
0B
82
55

EO
72
69

05
9D
D7
52
2D
A4
2C
B6
A6

CB
38
B3
25
E9
71
71
56
64
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D
DC
71
ED
D8
05
56
E3
E2

BA
40
95
cc
28
A8
BD
E9
31

40
6F
61
EO
FE
D3
TF
03
44
BF

A3
1D
C5
FA
EB
0F
3C
cC
E9
E7

34
2C
A5
7D
1F
3F
F2
57
BF
10

UD
F5
9D
87
2C
D2
B7
33
43
02

[S]
4E
5D
EF
F5
Al
45
c4
AE
07

C3
59
FD
CD
79
15
C9
3D
D3
F9

FA
05
Bl
23
B9
4C
12
0F
FO
6A

39
58
BF
9F
5D
15
A4
07
4D
52

C/
0B
93
EB
DO
F8
0B
4E
EA

C4
44
DF
49
50
TF
Cl
D2
Cc8

DB
04
13
FC
AB
B3
B5
25
A8

o3
BF
82
9E
2C
7B
59
96
75
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ISO/IEC 10118-3:2018(E)

After L

66 75 47 41 EB C5 36 22 12 A9 FE A8 A8 14 E9 EO
10 BC 27 20 B3 B7 D9 4F AB 74 BC 7F 92 3E 10 72
B8 A5 DD DD A8 3B A0 15 7D 8C BA 55 Cl1 92 DF 69
65 CB 7D BA 46 A3 34 0D F8 C3 FA 89 C7 C4 DB 53
9D 38 DC 40 6F 1D 2C F5 4E 59 05 58 OB 44 04 BF
D7 B3 71 95 61 C5 A5 9D 5D FD Bl BF 93 DF 13 82
52 25 ED CC EO FA 7D 87 EF CD 23 9F EB 49 FC 9E

2D E9 D8 28 FE EB 1F 2C F5 79 B9 5D DO 50 AB 2C

A4 71 05 A8 D3 OF 3F D2 Al 15 4C 15 F8 7F B3 7B

2C 71 56 BD 7F 3C F2 B7 45 C9 12 A4 0B Cl B5 59

B6 56 E3 E9 03 CC 57 33 C4 3D OF 07 4E D2 25 96

A6 64 E2 31 44 E9 BF 43 AE D3 FO 4D EA C8 A8 75
BF E7 10 02 07 F9 6A 52

After permufation

66 75 47 41 EB C5 36 22 12 A9 FE A8 A8 14~E9 EO
10 BC 27 20 B3 B7 D9 4F AB 74 BC 7F 9283E 10 72
B8 A5 DD DD A8 3B A0 15 7D 8C BA 55¢/Cl 92 DF 69
65 CB 7D BA 46 A3 34 0D F8 C3 FAJB89 C7 C4 DB 53
9D 38 DC 40 6F 1D 2C F5 4E 5905 58 0B 44 04 BF
D7 B3 71 95 61 C5 A5 9D 5D»FD Bl BF 93 DF 13 82
52 25 ED CC EO FA 7D 87 ®RF CD 23 9F EB 49 FC 9E
2D ES9 D8 28 FE EB 1F¢2C F5 79 B9 5D DO 50 AB 2C
A4 71 05 A8 D3 OE.3F D2 Al 15 4C 15 F8 7F B3 7B
2C 71 56 BD 7E(3C F2 B7 45 C9 12 A4 0B Cl B5 59
B6 56 E3 E9NO3 CC 57 33 C4 3D OF 07 4E D2 25 96
A6 64 E2 .31 44 E9 BF 43 AE D3 FO 4D EA C8 A8 75
BF E7 10 02 07 F9 6A 52
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State (as lanes of integers)

ISO/IEC 10118-3:2018(E)

[0,0] = 2236C5EB41477566

[1,0] = EOE914A8A8FEA912

[2,0] = 4FD9B7B32027BC10

[3,0] = 72103E927FBC74AB

[4,0] = 15A03BA8DDDDA5BS

[0,1] = 69DF92C155BA8CTD

[1,1] = 0D34A346BATDCB65

[2,1] = 53DBCAC/BOFAC3ES

[3,1] = F52C1D6F40DC389D

[4,1] = BF04440B5805594E

[0,2] = 9DA5C5619571B3D7

[1,2] = 8213DF93BFB1FDS5D

[2,2] = 877DFAEOCCED2552

[3,2] = 9EFC49EBOF23CDEF

[4,2] = 2C1FEBFE28DSE92D

[0,3] = 2CAB50D05DB979KES

[1,3] = D23FOFD3A80571AA4

[2,3] = 7BB37FF81S4C15A1

[3,3] = B7F23cyFBD56712C

[4,3] = 59B5€T0BA412C945

[0,4] = 33H7CCO3E9E356B6

[1,4] (=~9625D24E070F3DC4

[2/4] = 43BFE94431E264RA6

[3,4] = 75A8C8ER4DFOD3AE

[4,4] = 526AF9070210E7BF

Abouf to call squeeze (again)
State|before permutation-(in bytes)

66 75 47 41 EB C5 36 22 12 A9 FE A8 A8 14 ES EO
10 BC 27 20 B3 B7 D9 4F AB 74 BC 7F 92 3E 10 72
B8 A5 DD DD A8 3B A0 15 7D 8C BA 55 Cl1 92 DF 69
65 CB 7D BA 46 A3 34 0D F8 C3 FA 89 C7 C4 DB 53
9D 38 DC 40 6F 1D 2C F5 4E 59 05 58 OB 44 04 BF
D7 B3 71 95 61 C5 A5 9D 5D FD Bl BF 93 DF 13 82
52 25 ED CC E0 FA 7D 87 EF CD 23 9F EB 49 FC 9E
2D E9 D8 28 FE EB 1F 2C F5 79 B9 5D DO 50 AB 2C
A4 71 05 A8 D3 OF 3F D2 Al 15 4C 15 F8 7F B3 7B
2C 71 56 BD J7F 3C F2 B7 45 C9 12 A4 0B Cl B5 59
B6 56 E3 E9 03 CC 57 33 C4 3D OF 07 4E D2 25 96
A6 64 E2 31 44 E9 BF 43 AE D3 FO 4D EA C8 A8 75

BF E7 10 02 07 F9 6A 52
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ISO/IEC 10118-3:2018(E)

State before permutation (as lanes of integers)

[0,0] = 2236C5EB41477566
[1,0] = EOE914A8A8FEA912
[2,0] = 4FDSB7B32027BC10
[3,0] = 72103E927FBC74AB
[4,0] = 15A03BA8DDDDASBS
= 69DF92C155BA8C7D
= 0D34A346BATDCB65

= 53DBC4C789FAC3F8

]

]

]

] = F52C1D6F40DC389D
] = BF04440B5805594F
] = 9DA5C5619571B3D7
[1,2] = 8213DF93BFBLED5D
[2,2] = 877DFAEOCCED2552
[3,2] = 9EFC49EB9F23CDEF
[4,2] = 2C1FEBFE28D8E92D
[0,3] = 2CAB50D05DB979F5
[1,3] = D23FOFD3A80571A4
[2,3] = 7BB37FF8154C15A%
[3,3] = B7F23CTFBD56912¢C
[4,3] = 59B5C10BA412C945
[0,4] = 3357CCOBEIE356B6
[1,4] = 9625D24E070F3DC4
[2,4] = 48BFE94431E264A6
[3,4] = 75A8C8EA4DFOD3AE
[4,4] = 526AF9070210E7BF

Round #0
After 0

D38 34 4E 7A 02 FB F8 E6 9B 14 1E 60 24 BF 6F
ED 29 D5 83 55 3F 38 D3 55 29 26 28 18 79 AA CB
FC 4D 94 E6 1B B8 5A 5D C8 11 C9 5A 50 55 12 B3
91 F9 97 0C 8E 93 62 82 05 56 08 2A 21 4C 3A CF

63 65 46 17 E5 5A 96 4C 0A Bl 4C 63 B8 C7 FE F7

62 2E 02 9A FO 02 68 47 A9 CF 5B 09 5B EF 45 0D
AF BO 1F 6F 06 72 9C 1B 11 90 B9 C8 61 OE 46 27
69 01 91 13 4D 68 E5 64 40 E4 CA 52 41 97 66 F6
50 43 EF 1E 1B 3F 69 5D 5C 80 BE B6 1E F7 52 E7
D2 2C CC EA F5 7B 48 OE 01 21 5B 9F B8 42 4F 11
03 CB 90 E6 92 0B S9A E9 30 OF E5 Bl 86 E2 73 19
5B F1 10 92 A2 61 5E DF 50 8E 6A 1A 60 8F 12 CC
FB OF 59 39 B4 7A 90 1A
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Afterp

D3
B
co
C9
32
12
78

E8
4A
D5
EO
A3
73
33

34
F5
EA
38
8B
11
90

4E
60
E2
29
72
DO
E3

TA
D5
6F
26
2D
84
DC

02
0F
A2
18
4B
17
78

FB
CE
34
99
A6
40
85

F8
74
DF
TF
Bl
3B
FD

cc
91
05
73
EC
35
1C

37
A7
55
81
TF
A4
8C

29
BA
25
15
AF
3E
4E

3C
5C
31
82
10
6F
22

Cco
95
8B
4A
CB
25
20

48
62
1cC
08
34
6C
73

ISO/IEC 10118-3:2018(E)

7E
82
91
93
86
BD
91

DF
82
AC
CE
7B
17
C3

89
DD
0F
68
2B

After]m

D3
78
A4
EC
DD
cC
1C
68
05
A9
B
89

After|x

E3
D8
AC

26
63
C9
A6
1E

E8
33
Ccé
TF
63
37
8C
A6
55
73
4K
26

FB
35
Ccé

B4
E3
41
oF
42

34
90
FE
AF
E3
29
4E
0F
25
2E
&S
B4

B4
2E
Fo6

72
27
9A
2C
52

4E
E3
43
10
27
3C
22
2C
31
40
60
72

8C
A2
62

B2
AD
85
43
34
A4

TA
DC
56
CB
AD
co
20
43
8B
5F
D5
B2
Cco

A2
8E
52

B4
0B
59
9A
cC
Ccé

02
78
OE
34
0B
48
73
9A
1C
5B
0F
B4
3C

62
TE
16

80
6A
BD
4B
EB
FE

FB
85
AD
86
6A
T8
91
4B
91
8F
CE
80
94

FE
85
AD

C8
E8
TE
2E
7B
43

F8
FD
1E
B
E8
DF
C3
2E
AC
7B
74
Cc8
c7

78
FD
19

A5
A9
11
co
8E
56

C9
0F
91
2
2B
73
11
co
35
8E
32
A5
1A

CE
5C
83

82
73
01
3C
6A
OE

EO
C9
AN
73
1E
81
01
D5
A4
6A
A3
82
8A

28
El
A7

2E
2E
21
94
1A
AD

38
471
BA
11
42
15
21
EA
3E
1A
8B
2E
CF

79
41
AA

CD
40
5B
c7
60
1E

29
9A
5C
DO
52
82
5B
E2
6F
60
72
CD
65

31
96
9C

EC
5F
9F
1A
8F

26
85
95
84
34
4A
9F
6F
25
8F
2D
EC

27
AD
91

81
5B
B8
8A
12

18
59
62
17
cC
08
B8
A2
6C
12
4B
81

19
59
61

C8
8F
42
CF
cC

99
BD
82
40
EB
93
42
34
BD
cc
A6
c8

Al
EF
C2

95
B
4F
65
50

TF
TE
82
3B
7B
CE
4F
DF
17
50
Bl
95

7D
9E
82

4D
co
74
5B
8D
ES
F2
C9

a3
C2
3B
2A
26
06
E6
4E
1A
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