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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

ISO/IEC 10118-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques. 

This third edition cancels and replaces the second edition (ISO/IEC 10118-3:2003), which has been 
technically revised. 

ISO/IEC 10118 consists of the following parts, under the general title Information technology — Security 
techniques — Hash-functions: 

 Part 1: General 

 Part 2: Hash-functions using an n-bit block cipher 

 Part 3: Dedicated hash-functions 

 Part 4: Hash-functions using modular arithmetic 
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Introduction 

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) 
draw attention to the fact that it is claimed that compliance with this International Standard may involve the 
use of patents. 

ISO and IEC take no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured ISO and IEC that he is willing to negotiate licences under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, 
the statement of the holder of this patent right is registered with the ISO and IEC. Information may be obtained 
from: 

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD8) “Patent Information”  

Standing Document 8 (SD8) is publicly available at:  http://www.ni.din.de/sc27 

Attention is drawn to the possibility that some of the elements of this International Standard may be the 
subject of patent rights other than those identified above. ISO and IEC shall not be held responsible for 
identifying any or all such patent rights. 
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Information technology — Security techniques — Hash-
functions — 

Part 3: 
Dedicated hash-functions 

1 Scope 

This part of ISO/IEC 10118 specifies dedicated hash-functions, i.e. specially designed hash-functions.  The 
hash-functions in this part of ISO/IEC 10118 are based on the iterative use of a round-function. Seven distinct 
round-functions are specified, giving rise to distinct dedicated hash-functions. 

The first and third dedicated hash-functions in Clauses 7 and 9 respectively provide hash-codes of lengths up 
to 160 bits; the second in Clause 8 provides hash-codes of lengths up to 128 bits; the fourth in Clause 10 
provides hash-codes of lengths up to 256 bits; the sixth in Clause 12 provides hash-codes of a fixed length, 
384 bits; and the fifth and seventh in Clauses 11 and 13 respectively provide hash-codes of lengths up to 
512 bits. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 10118-1:2000, Information technology — Security techniques — Hash-functions — Part 1: General 

3 Terms and definitions 

For the purposes of this part of ISO/IEC 10118, the definitions given in ISO/IEC 10118-1 and the following 
apply. 

3.1 
block 
a bit-string of length L1, i.e., the length of the first input to the round-function 

3.2 
word 
a string of 32 bits used in dedicated hash-functions 1, 2, 3 and 4 of Clauses 7, 8, 9 and 10 respectively, or a 
string of 64 bits used in dedicated hash-functions 5 and 6 of Clauses 11 and 12 respectively 

3.3 
matrix 
an 8 by 8 matrix in which each entry is a string of 8 bits used in dedicated hash-function 7 of Clause 13 

4 Symbols (and abbreviated terms) 

4.1 Symbols specified in ISO/IEC 10118-1 

This part of ISO/IEC 10118 makes use of the following symbols and notations defined in ISO/IEC 10118-1. 

Bi A byte. 
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D Data. 

H Hash-code. 

IV Initializing value. 

L1 The length (in bits) of the first of the two input strings to the round-function Φ. 

L2 The length (in bits) of the second of the two input strings to the round-function Φ, of the output string 
from the round-function Φ, and of the IV. 

LX Length (in bits) of a bit-string X. 

Φ A round-function, i.e., if X, Y are bit-strings of lengths L1 and L2 respectively, then Φ(X, Y) is the string 
obtained by applying Φ to X and Y. 

X ⊕Y Exclusive-or of strings of bits X and Y (where LX = LY). 

4.2 Symbols specific to this part 

For the purpose of this part of ISO/IEC 10118, the following symbols and notations apply: 

ai, a'i Sequences of indices used in specifying a round-function. 

Ai   A sequence of constant matrices used in specifying the round-function defined in Clause 13. 

c0  Function taking a string of 64 elements of GF(28) as input, and giving an 8 by 8 matrix with entries 
from GF(28) as output, used in specifying the round-function defined in Clause 13. 

c1, c2, c3 Functions taking an 8 by 8 matrix of elements of GF(28) as input, and giving an 8 by 8 matrix with 
entries from GF(28) as output, used in specifying the round-function defined in Clause 13. 

c4  Function taking two 8 by 8 matrices of elements of GF(28) as input, and giving an 8 by 8 matrix with 
entries from GF(28) as output, used in specifying the round-function defined in Clause 13. 

Ci, C'i Constant words used in the round-functions. 

C''   An 8 by 8 circulant matrix with entries chosen from GF(28) used in specifying the round-function in 
Clause 13. 

Di   A block derived from the data-string after the padding process. 

di, ei, fi, gi Functions taking either one or three words as input and producing a single word as output, used in 
specifying round-functions. 

Hi   A string of L2 bits which is used in the hashing operation to store an intermediate result. 

GF(28) A field defined as GF(2)[x] / p8(x) where p8(x) = x8 + x4 + x3 + x2 + 1. The elements of the field are 
8-bit strings. 

M An 8 by 8 matrix whose entries are chosen from GF(28). 

q The number of blocks in the data string after the padding and splitting processes. 

Rn() The operation of right shift by n bits, i.e. if A is a word and n is a non-negative integer then Rn(A) 
denotes the word obtained by right-shifting the contents of A by n places.   

s A nonlinear substitution box, which replaces an element x ∈ GF(28) with another element s[x] ∈ 
GF(28); 
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Sn() The operation of ‘circular left shift’ by n bit positions, i.e. if A is a word and n is a non-negative 
integer then Sn(A) denotes the word obtained by left-shifting the contents of A by n places in a cyclic 
fashion. 

S' n() The operation of ‘circular right shift’ by n bit positions, i.e. if A is a word and n is a non-negative 
integer then S' n(A) denotes the word obtained by right-shifting the contents of A by n places in a 
cyclic fashion. 

ti, t'i Shift-values used in specifying a round-function. 

W, Xi, X'i, Yi, Zi Words used to store the results of intermediate computations. 

W', X'', Ki, Y', Z' Matrices with entries chosen from GF(28) used to store the results of intermediate 
computations. 

Λ The bit-wise logical AND operation on bit-strings, i.e. if A, B are words then AΛB is the word equal to 
the bit-wise logical AND of A and B. 

V The bit-wise logical OR operation on bit-strings, i.e. if A, B are words then AVB is the word equal to 
the bit-wise logical OR of A and B. 

¬ The bit-wise logical NOT operation on a bit-string, i.e., if A is a word then ¬A is the word equal to the 
bit-wise logical NOT of A. 

⊎ The modulo 2w addition operation, where w is the number of bits in a word. I.e. if A and B are words, 
then A⊎B is the word obtained by treating A and B as the binary representations of integers and 
computing their sum modulo 2w, where the result is constrained to lie between 0 and 2w

 -1 inclusive. 
The value of w is 32 for dedicated hash-functions 1-4, defined in Clauses 7-10, and 64 for dedicated 
hash-functions 5 and 6, defined in Clauses 11 and 12. 

• The multiplication operation of 8 by 8 matrices with entries chosen from GF(28). I.e. if A and B are 
such matrices, then A•B is the matrix obtained by multiplying A and B in the following way: treat 
each entry of either A or B as the binary polynomial representation of an integer (for example, the 
binary polynomial representation of integer 89 (hexadecimal) is x7+x3+1); treat a multiplication of two 
of the entries as the remainder when a multiplication of the two polynomials is divided by a 
polynomial p8(x), where  p8(x) = x8 + x4 + x3 + x2 + 1; and treat a sum operation as the operation ⊕.  

:= A symbol denoting the ‘set equal to’ operation used in procedural specifications of round-functions, 
where it indicates that the word (or the matrix in Clause 13) on the left side of the symbol shall be 
made equal to the value of the expression on the right side of the symbol. 

5 Requirements 

Users who wish to employ a hash-function from this part of ISO/IEC 10118 shall select: 
 one of the dedicated hash-functions specified below; and 
 the length LH of the hash-code H. 

 
NOTE The first and second dedicated hash-functions are defined so as to facilitate software implementations for 
‘little-endian’ computers, i.e., where the lowest-addressed byte in a word is interpreted as the least significant; conversely, 
the third, fourth, fifth and sixth dedicated hash-functions are defined so as to facilitate software implementations for ‘big-
endian’ computers, i.e., where the lowest-addressed byte in a word is interpreted as the most significant. However, by 
adjusting the definition appropriately, any of these six round-functions can be implemented on a ‘big-endian’ or a ‘little-
endian’ computer. The seventh dedicated hash-function is defined to be ‘endian-neutral’, in the sense that it uses no 
endian-sensitive arithmetical operation (such as integer addition). If sequences of elements from GF(28) (i.e., bytes) are 
mapped to computer words to parallelize such operations as exclusive-or, the byte disposition within a word is irrelevant, 
as long as the inverse mapping is consistent. All the hash-functions defined in this part of ISO/IEC 10118 take a bit-string 
as input and give a bit-string as output; this is independent of the internal byte-ordering convention used within each hash-
function. 
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NOTE The choice of LH affects the security of the hash-function.  All of the hash-functions specified in this part of 
ISO/IEC 10118 are believed to be collision-resistant hash-functions in environments where performing 2LH/2 hash-code 
computations is deemed to be computationally infeasible. 

6 Model for dedicated hash-functions 

The hash-functions specified in this part of ISO/IEC 10118 are based on the general model for hash-functions 
given in part 1 of this standard, i.e., ISO/IEC 10118-1:2000. 
 
In the specifications of the hash-functions in this part of ISO/IEC 10118, it is assumed that the padded data-
string input to the hash-function is in the form of a sequence of bytes.  If the padded data-string is in the form 
of a sequence of 8n bits, x0, x1, …, x8n-1, then it shall be interpreted as a sequence of n bytes, B0, B1, …, Bn-1, 
in the following way.  Each group of eight consecutive bits is considered as a byte, the first bit of a group being 
the most significant bit of that byte.  Hence 
 

Bi = 27x8i + 26x8i+1 + ···+ x8i+7 
 
for every i (0 ≤ i < n). 
 
The output transformation for the hash-functions specified in this part of ISO/IEC 10118 is that the hash-code 
H is derived by taking the leftmost LH bits of the final L2-bit output string Hq. 
 
Identifiers are defined for each of the seven dedicated hash-functions specified in this standard. The hash-
function identifiers for the dedicated hash-functions specified in Clauses 7, 8, 9, 10, 11, 12 and 13 are equal to 
31, 32, 33, 34, 35, 36 and 37 (hexadecimal) respectively.  The range of values from 38 to 3F (hexadecimal) 
are reserved for future use as hash-function identifiers by this part of ISO/IEC 10118. The hash-function 
identifiers are also used in the OSI object identifiers assigned in Annex C. 
 

7 Dedicated Hash-Function 1 (RIPEMD-160) 

In this Clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 1.  This dedicated hash-function can be applied to all data strings D containing at most 264-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 1 is equal to 31 (hexadecimal). 
 
NOTE Dedicated Hash-Function 1 defined in this clause is commonly called RIPEMD-160, [3]. 

7.1 Parameters, functions and constants 

7.1.1 Parameters 

For this hash-function L1 = 512, L2 = 160 and LH is up to 160. 

7.1.2 Byte ordering convention 

In the specification of the round-function of this clause it is assumed that the block input to the round-function 
is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words.  A sequence 
of 64 bytes, B0, B1, …, B63, shall be interpreted as a sequence of 16 words,  Z0, Z1, …, Z15, in the following 
way.  Each group of four consecutive bytes is considered as a word, the first byte of a word being the least 
significant byte of that word.  Hence 
 

Zi = 224B4i+3 + 216B4i+2 +28B4i+1 + B4i,                 (0 ≤ i ≤ 15).  
 
To convert the hash-code from a sequence of words to a byte-sequence, the inverse process shall be 
followed. 
 
NOTE The byte-ordering specified here is different from that of subclause 9.1.2. 
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7.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on 32-bit words.  
A sequence of functions g0, g1, …, g79 is used in this round-function, where each function gi, 0 ≤ i ≤ 79, takes 
three words X0, X1 and X2 as input and produces a single word as output. 
 
The functions gi are defined as follows: 
 

gi(X0,X1,X2) =  X0 ⊕ X1 ⊕ X2,            (  0 ≤ i ≤ 15),  
gi(X0,X1,X2) = (X0 Λ X1) V (¬X0 Λ X2),  (16 ≤ i ≤ 31),  
gi(X0,X1,X2) = (X0 V ¬X1) ⊕ X2,           (32 ≤ i ≤ 47),  
gi(X0,X1,X2) = (X0 Λ X2) V (X1 Λ ¬X2),  (48 ≤ i ≤ 63),  
gi(X0,X1,X2) = X0 ⊕ (X1 V ¬X2),            (64 ≤ i ≤ 79). 

 

7.1.4 Constants 

Two sequences of constant words C0, C1, …, C79 and C'0, C'1, …, C'79 are used in this round-function. In a 
hexadecimal representation (where the most significant bit corresponds to the left-most bit) these are defined 
as follows:  
 

Ci = 00000000,     (  0 ≤ i ≤ 15),  
Ci = 5A827999,     (16 ≤ i ≤ 31),  
Ci = 6ED9EBA1,     (32 ≤ i ≤ 47),  
Ci = 8F1BBCDC,     (48 ≤ i ≤ 63),  
Ci = A953FD4E,     (64 ≤ i ≤ 79),  

 
C'i = 50A28BE6,     (  0 ≤ i ≤ 15),  
C'i = 5C4DD124,     (16 ≤ i ≤ 31),  
C'i = 6D703EF3,     (32 ≤ i ≤ 47),  
C'i = 7A6D76E9,     (48 ≤ i ≤ 63),  
C'i = 00000000,     (64 ≤ i ≤ 79). 

 
Two sequences of 80 shift-values are used in this round-function, where each shift-value is between 5 and 15.  
We denote these sequences by (t0, t1, …, t79) and (t'0, t'1, …, t'79). A further two sequences of 80 indices are 
used in this round-function, where each value in the sequence is between 0 and 15.  We denote these 
sequences as (a0, a1, …, a79), and (a'0, a'1, …, a'79).  All four sequences are defined in Table 1 below. 

Table 1 

i 0 1 2 3 4 5 6 7
t  i 1  1 1  4 1 5 1  2 5 8 7 9
t  ' i 8 9 9 1  1 1  3 1 5 1  5 5
a  i 0 1 2 3 4 5 6 7

a  ' i 5 1  4 7 0 9 2 1  1 4  

i 8 9 1 0 1 1 1 2 1 3 1 4 1 5
t  i 1 1 1 3 1 4 1 5 6 7 9 8
t  ' i 7 7 8 1 1 1 4 1 4 1 2 6
a  i 8 9 1 0 1 1 1 2 1 3 1 4 1 5

a  ' i 1 3 6 1 5 8 1 1 0 3 1 2  

i 1  6 1  7 1  8 1  9 2  0 2  1 2  2 2  3
t  i 7 6 8 1  3 1  1 9 7 1  5

t  ' i 9 1  3 1  5 7 1  2 8 9 1  1
a  i 7 4 1  3 1 1  0 6 1  5 3

a  ' i 6 1  1 3 7 0 1  3 5 1  0  

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 10
11

8-3
:20

04

https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545


ISO/IEC 10118-3:2004(E) 

6  © ISO/IEC 2004 – All rights reserved
 

i 2 4 2  5 2  6 2  7 2  8 2  9 3  0 3  1
t  i 7 1  2 1  5 9 1 1 7 1 3 1  2
t  ' i 7 7 1 2 7 6 1  5 1  3 1  1
a  i 1 2 0 9 5 2 1  4 1  1 8

a  ' i 1 4 1  5 8 1 2 4 9 1 2  

i 3 2 3  3 3  4 3  5 3  6 3  7 3  8 3  9
t  i 1 1 1  3 6 7 1  4 9 1  3 1  5

t  ' i 9 7 1 5 1  1 8 6 6 1 4
a  i 3 1  0 1  4 4 9 1  5 8 1

a  ' i 1 5 5 1 3 7 1  4 6 9  

i 4 0 4 1 4 2 4 3 4 4 4 5 4 6 4 7
t  i 1 4 8 1 3 6 5 1 2 7 5
t  ' i 1 2 1 3 5 1 4 1 3 1 3 7 5
a  i 2 7 0 6 1 3 1 1 5 1 2

a  ' i 1 1 8 1 2 2 1 0 0 4 1 3  

i 4  8 4  9 5  0 5  1 5  2 5  3 5  4 5  5
t  i 1  1 1  2 1  4 1  5 1  4 1  5 9 8
t  ' i 1  5 5 8 1  1 1  4 1  4 6 1 4
a  i 1 9 1 1 1  0 0 8 1  2 4

a  ' i 8 6 4 1 3 1 1 1  5 0  

i 5  6 5  7 5  8 5  9 6  0 6  1 6  2 6  3
t  i 9 1  4 5 6 8 6 5 1  2

t  ' i 6 9 1  2 9 1  2 5 1  5 8
a  i 1  3 3 7 1  5 1  4 5 6 2

a  ' i 5 1  2 2 1  3 9 7 1  0 1  4  

i 6  4 6  5 6  6 6  7 6  8 6  9 7  0 7  1
t  i 9 1  5 5 1  1 6 8 1  3 1  2

t  ' i 8 5 1  2 9 1  2 5 1  4 6
a  i 4 0 5 9 7 1  2 2 1  0

a  ' i 1  2 1  5 1  0 4 1 5 8 7  

i 7  2 7 3 7 4 7  5 7 6 7 7 7  8 7 9
t  i 5 1 2 1 3 1  4 1 1 8 5 6
t  ' i 8 1 3 6 5 1 5 1 3 1  1 1 1
a  i 1  4 1 3 8 1 1 6 1  5 1 3

a  ' i 6 2 1 3 1  4 0 3 9 1 1  

7.1.5 Initializing value 

For this round-function the initializing value, IV, shall always be the following 160-bit string, represented here 
as a sequence of five words Y0,Y1,Y2,Y3,Y4 in a hexadecimal representation, where Y0 represents the left-most 
32 of the 160 bits: 
 

Y0 = 67452301,  
Y1 = EFCDAB89,  
Y2 = 98BADCFE,  
Y3 = 10325476,  
Y4 = C3D2E1F0. 
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7.2 Padding method 

The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 512.  
The padding procedure operates as follows: 
 
1. D is concatenated with a single ‘1’ bit. 

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in 
bits) of the resultant string is congruent to 448 modulo 512.  More explicitly, if the original length of D is LD, 
and letting r be the remainder when LD is divided by 512, then the number of concatenated zeros is equal 
to either 447-r (if r ≤ 447) or 959-r (if r > 447).  The result will be a bit string whose length will be 64 bits 
short of an integer multiple of 512 bits. 

3. Divide the 64-bit binary representation of LD into two 32-bit strings, one representing the ‘most significant 
half’ of LD and the other the ‘least significant half’.  Now concatenate the string resulting from the previous 
step with these two 32-bit strings, with the ‘least significant half’ preceding the ‘most significant half’. 

In the description of the round-function which follows, each 512-bit data block Di, 1 ≤ i ≤ q, is treated as a 
sequence of 16 words, Z0, Z1, …, Z15, where Z0 corresponds to the left-most 32 bits of Di. 
 
NOTE The concatenation of the two 32-bit strings of LD in step 3 is such that these two 32-bit strings are used directly 
as the words Z14 and Z15 of the last data block; based on the byte ordering convention in Clause 7.1.2, the least significant 
octet of LD is the leftmost octet, and the most significant octet of LD is the rightmost octet. 

7.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W, X0, X1, X2, X3, 
X4, X'0, X'1, X'2, X'3, X'4 to denote eleven distinct words which contain values required in the computations. 
  
1. Suppose the 512-bit (first) input to Φ is contained in Z0, Z1, …, Z15, where Z0 contains the left-most 32 of 

the 512 bits. Suppose also that the 160-bit (second) input to Φ is contained in five words, Y0, Y1, Y2, Y3, Y4. 

2. Let X0:=Y0, X1:=Y1, X2:=Y2, X3:=Y3 and X4:=Y4. 

3. Let X'0:=Y0, X'1:=Y1, X'2:=Y2, X'3:=Y3 and X'4:=Y4. 

4. For i := 0 to 79 do the following four steps in the order specified: 

(a) W := Sti(X0 ⊎ gi(X1, X2, X3) ⊎ Zai ⊎ Ci) ⊎ X4; 

(b) X0 := X4; X4 := X3; X3 := S10(X2); X2 := X1; X1 := W; 

(c) W := St'i(X'0 ⊎ g79-i(X'1, X'2, X'3) ⊎ Za'i ⊎ C'i) ⊎ X'4; 

(d) X'0 := X'4; X'4 := X'3; X'3 := S10(X'2); X'2 := X'1; X'1 := W. 

5. Let 

W := Y0,  
Y0 := Y1 ⊎ X2 ⊎ X'3,  
Y1 := Y2 ⊎ X3 ⊎ X'4,  
Y2 := Y3 ⊎ X4 ⊎ X'0,  
Y3 := Y4 ⊎ X0 ⊎ X'1,  
Y4 := W ⊎ X1 ⊎ X'2. 
 

6. The five words Y0, Y1, Y2, Y3, Y4 represent the output of the round-function Φ.  After the final iteration of 
the round-function, the five words Y0, Y1, Y2, Y3, Y4 shall be converted to a sequence of 20 bytes using the 
inverse of the procedure specified in 7.1.2, and where Y0 shall yield the first four bytes, Y1 the next four 
bytes, and so on.  Thus the first (left-most) byte will correspond to the least significant byte of Y0, and the 
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20th (right-most) byte will correspond to the most significant byte of Y4.  The 20 bytes shall be converted 
to a string of 160 bits using the inverse of the procedure specified in clause 6, i.e., the first (left-most) bit 
will correspond to the most significant bit of the first (left-most) byte, and the 160th (right-most) bit will 
correspond to the least significant bit of the 20th (right-most) byte. 

 
Figure 1 below shows steps a and b of item 4 of the round function Φ in Dedicated Hash-Function 1 
(RIPEMD-160) (the other half, i.e., steps c and d is similar). In the round function Φ, steps a to c of item 4 are 
used for 80 times (i = 0, …, 79). 
 
 

 
 

Figure 1 — Part of the round function in Dedicated Hash-Function 1 

 

8 Dedicated Hash-Function 2 (RIPEMD-128) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 2. This dedicated hash-function can be applied to all data strings D containing at most 264-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 2 is equal to 32 (hexadecimal). 
 
NOTE Dedicated Hash-Function 2 defined in this clause is commonly called RIPEMD-128, [3]. This hash-function 
should only be used in applications where a hash-code containing 128 bits or less is considered adequately secure. 

8.1 Parameters, functions and constants 

8.1.1 Parameters 

For this hash-function L1=512, L2=128 and LH is up to 128. 
 
8.1.2 Byte ordering convention 

The byte ordering convention for this hash-function is the same as that for the hash-function of clause 7. 
 
8.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on 32-bit words.  
A sequence of functions g0, g1, …, g63 is used in this round-function, where each function gi, 0 ≤ i ≤ 63, takes 
three words X0, X1 and X2 as input and produces a single word as output. 
 
The functions gi are defined to be the same as the first 64 of the functions defined in subclause 7.1.3. 
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8.1.4 Constants 

Two sequences of constant words C0, C1, …, C63 and C'0, C'1, …, C'63 are used in this round-function.  In a 
hexadecimal representation (where the most significant bit corresponds to the left-most bit) these are defined 
as follows: 
 

Ci = 00000000,   (  0 ≤ i ≤ 15),  
Ci = 5A827999,   (16 ≤ i ≤ 31),  
Ci = 6ED9EBA1,   (32 ≤ i ≤ 47),  
Ci = 8F1BBCDC,   (48 ≤ i ≤ 63),  
 
C'i = 50A28BE6,   (  0 ≤ i ≤ 15),  
C'i = 5C4DD124,   (16 ≤ i ≤ 31),  
C'i = 6D703EF3,   (32 ≤ i ≤ 47),  
C'i = 00000000,   (48 ≤ i ≤ 63).  

 
Two sequences of 64 shift-values are also used in this round-function, where each shift-value is between 5 
and 15.  We denote these sequences by (t0, t1, …, t63) and (t'0,t'1, …, t'63), and they are defined to be equal to 
the first 64 values of the corresponding sequences defined in subclause 7.1.4. 
 
Finally, two further sequences of 64 indices are used in this round-function, where each value in the sequence 
is between 0 and 15.  We denote these sequences by (a0, a1, …, a63), and (a'0, a'1, …, a'63), and they are 
defined to be equal to the first 64 values of the corresponding sequences defined in subclause 7.1.4. 
 
8.1.5 Initializing value 

For this hash-function the initializing value, IV, shall always be the following 128-bit string, represented here 
as a sequence of four words Y0, Y1, Y2, Y3 in a hexadecimal representation, where Y0 represents the left-most 
32 of the 128 bits: 
 

Y0 = 67452301,  
Y1 = EFCDAB89,  
Y2 = 98BADCFE,  
Y3 = 10325476. 

 
8.2 Padding method 

The padding method to be used with this hash-function shall be the same as the padding method defined in 
subclause 7.2. 
 
8.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W, X0, X1, X2, X3, 
X'0, X'1, X'2, X'3 to denote nine distinct words which contain values required in the computations. 
  
1. Suppose the 512-bit (first) input to Φ is contained in Z0, Z1, …, Z15, where Z0 contains the left-most 32 of 

the 512 bits. Suppose also that the 128-bit (second) input to Φ is contained in four words, Y0, Y1, Y2, Y3. 

2. Let X0 := Y0, X1 := Y1, X2 := Y2 and X3 := Y3. 

3. Let X'0 := Y0, X'1 := Y1, X'2 := Y2 and X'3 := Y3. 

4. For i := 0 to 63 do the following four steps in the order specified:    

(a) W := Sti(X0 ⊎ gi(X1, X2, X3) ⊎ Zai ⊎ Ci); 

(b) X0 := X3; X3 := X2; X2 := X1; X1 := W; 
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(c) W := St'i(X'0 ⊎ g63-i(X'1, X'2, X'3) ⊎ Za'i ⊎ C'i); 

(d) X'0 := X'3; X'3 := X'2; X'2 := X'1; X'1 := W.    

5. Let 

W   := Y0,  
Y0 := Y1 ⊎ X2 ⊎ X'3,  
Y1  := Y2 ⊎ X3 ⊎ X'0,  
Y2  := Y3 ⊎ X0 ⊎ X'1,  
Y3  := W ⊎ X1 ⊎ X'2. 

  
6. The four words Y0, Y1, Y2, Y3 represent the output of the round-function Φ.  After the final iteration of the 

round-function, the four words Y0, Y1, Y2, Y3 shall be converted to a sequence of 16 bytes using the 
inverse of the procedure specified in 7.1.2, and where Y0 shall yield the first four bytes, Y1 the next four 
bytes, and so on.  Thus the first (left-most) byte will correspond to the least significant byte of Y0, and the 
16th (right-most) byte will correspond to the most significant byte of Y3.  The 16 bytes shall be converted 
to a string of 128 bits using the inverse of the procedure specified in clause 6, i.e., the first (left-most) bit 
will correspond to the most significant bit of the first (left-most) byte, and the 128th (right-most) bit will 
correspond to the least significant bit of the 16th (right-most) byte. 

Figure 2 below shows steps a and b of item 4 of the round function Φ in Dedicated Hash-Function 2 
(RIPEMD-128) (the other half, i.e., steps c and d is similar). In the round function Φ, steps a to c of item 4 are 
used for 64 times (i = 0, …, 63). 

                                    

Figure 2 — Part of the round function in Dedicated Hash-Function 2 

9 Dedicated Hash-Function 3 (SHA-1) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 3.  This dedicated hash-function can be applied to all data strings D containing at most 264-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 3 is equal to 33 (hexadecimal). 
 
NOTE Dedicated Hash-Function 3 defined in this clause is commonly called SHA-1, [2]. 

9.1 Parameters, functions and constants 

9.1.1 Parameters 

For this hash-function L1 = 512, L2 = 160 and LH is up to 160. 
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9.1.2 Byte ordering convention 

In the specification of the round-function of this clause it is assumed that the block input to the round-function 
is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words.  A sequence 
of 64 bytes, B0, B1, …, B63, shall be interpreted as a sequence of 16 words,  Z0, Z1, …, Z15, in the following 
way.  Each group of four consecutive bytes is considered as a word, the first byte of a word being the most 
significant byte of that word.  Hence 
 

Zi = 224B4i + 216B4i+1 + 28B4i+2 + B4i+3,   (0 ≤ i ≤ 15).  
 
To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be 
followed. 
 
NOTE The byte-ordering specified here is different from that of subclause 7.1.2. 

9.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on 32-bit words.  
A sequence of functions f0, f1, …, f79 is used in this round-function, where each function fi, 0 ≤ i ≤ 79, takes 
three words X0, X1 and X2 as input and produces a single word as output. 
 
The functions fi are defined as follows: 
 

fi(X0, X1, X2) = (X0 Λ X1) V (¬X0 Λ X2),     (  0 ≤ i ≤ 19), 
fi(X0, X1, X2) = X0 ⊕ X1 ⊕ X2,       (20 ≤ i ≤ 39),  
fi(X0, X1, X2) = (X0 Λ X1) V (X0 Λ X2) V (X1 Λ X2),   (40 ≤ i ≤ 59), 
fi(X0, X1, X2) = X0 ⊕ X1 ⊕ X2,       (60 ≤ i ≤ 79). 

 
9.1.4 Constants 

A sequence of constant words C0, C1, …, C79 is used in this round-function.  In a hexadecimal representation 
(where the most significant bit corresponds to the left-most bit) these are defined as follows: 
 

Ci = 5A827999,    (  0 ≤ i ≤ 19),  
Ci = 6ED9EBA1,    (20 ≤ i ≤ 39),  
Ci = 8F1BBCDC,    (40 ≤ i ≤ 59),  
Ci = CA62C1D6,    (60 ≤ i ≤ 79). 

 
9.1.5 Initializing value 

For this round-function the initializing value, IV, shall always be the following 160-bit string, represented here 
as a sequence of five words Y0, Y1, Y2, Y3, Y4 in a hexadecimal representation, where Y0 represents the left-
most 32 of the 160 bits: 
  

Y0 = 67452301, 
Y1 = EFCDAB89, 
Y2 = 98BADCFE, 
Y3 = 10325476, 
Y4 = C3D2E1F0. 

 
9.2 Padding method 

The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 512.  
The padding procedure operates as follows: 
 
1. D is concatenated with a single ‘1’ bit. 

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in 
bits) of the resultant string is congruent to 448 modulo 512.  More explicitly, if the original length of D is LD, 
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and letting r be the remainder when LD is divided by 512, then the number of concatenated zeros is equal 
to either 447-r (if r ≤ 447) or 959-r (if r > 447).  The result will be a bit string whose length will be 64 bits 
short of an integer multiple of 512 bits. 

3. Concatenate the string resulting from the previous step with the 64-bit binary representation of LD, most 
significant bit first. 

In the description of the round-function which follows, each 512-bit data block Di, 1≤ i ≤ q, is treated as a 
sequence of 16 words, Z0, Z1, …, Z15, where Z0 corresponds to the left-most 32 bits of Di. 
 
NOTE The concatenation of the 64-bit string of LD in step 3 is such that the most significant 32-bit string and the least 
significant 32-bit string of LD are used respectively as the words Z14 and Z15 of the last data block; based on the byte 
ordering convention in Clause 9.1.2, the most significant byte of LD is the leftmost byte and the least significant byte of LD 
is the rightmost byte. 

 
9.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W, X0, X1, X2, X3, 
X4, Z0, Z1, …, Z79 to denote 86 distinct words which contain values required in the computations. 
  
1. Suppose the 512-bit (first) input to Φ is contained in Z0, Z1, …, Z15, where Z0 contains the left-most 32 of 

the 512 bits. Suppose also that the 160-bit (second) input to Φ is contained in five words, Y0, Y1, Y2, Y3, Y4. 

2. For i = 16 to 79 let 

Zi := S1(Zi-3 ⊕ Zi-8 ⊕ Zi-14 ⊕ Zi-16).  

3. Let X0 := Y0, X1 := Y1, X2 := Y2, X3 := Y3 and X4 := Y4. 

4. For i = 0 to 79 do the following two steps 

(a) W := S5(X0) ⊎ fi(X1, X2, X3) ⊎ X4 ⊎ Zi ⊎ Ci; 

(b) X4 := X3; X3 := X2; X2 := S30(X1); X1 := X0; X0 := W.    

5. Let Y0 := Y0 ⊎ X0, Y1 := Y1 ⊎ X1, Y2 := Y2 ⊎ X2, Y3 := Y3 ⊎ X3 and Y4 := Y4 ⊎ X4. 

6. The five words Y0, Y1, Y2, Y3, Y4 represent the output of the round-function Φ.  After the final iteration of 
the round-function, the five words Y0, Y1, Y2, Y3, Y4 shall be converted to a sequence of 20 bytes using 
the inverse of the procedure specified in 9.1.2, and where Y0 shall yield the first four bytes, Y1 the next 
four bytes, and so on.  Thus the first (left-most) byte will correspond to the most significant byte of Y0, and 
the 20th (right-most) byte will correspond to the least significant byte of Y4.  The 20 bytes shall be 
converted to a string of 160 bits using the inverse of the procedure specified in clause 6, i.e., the first (left-
most) bit will correspond to the most significant bit of the first (left-most) byte, and the 160th (right-most) 
bit will correspond to the least significant bit of the 20th (right-most) byte. 

Figure 3 below shows steps a and b of item 4 of the round function Φ in Dedicated Hash-Function 3 (SHA-1).  
In the round function Φ, steps a and b of item 4 are used for 80 times (i = 0, …, 79). 
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Figure 3 — Part of the round function in Dedicated Hash-Function 3 

10 Dedicated Hash-Function 4 (SHA-256) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 4. This dedicated hash-function can be applied to all data strings D containing at most 264-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 4 is equal to 34 (hexadecimal). 
 
NOTE Dedicated Hash-Function 4 defined in this clause is commonly called SHA-256, [2]. 

10.1 Parameters, functions and constants 

10.1.1 Parameters 

For this hash-function L1 = 512, L2 = 256 and LH is up to 256. 
 
10.1.2 Byte ordering convention 

The byte ordering convention to be used with this hash-function shall be the same as the byte ordering 
convention defined in subclause 9.1.2. 
 
10.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on 32-bit words.  
A sequence of functions e0, e1, e2, e3, e4, e5 is used in this round-function, where e0 and e1 each takes three 
words X0, X1 and X2 as input, e2, e3, e4 and e5 each takes one word X0 as input, and each of these six 
functions produces a single 32-bit word as output. 
 
The functions e0, e1, e2, e3, e4 and e5 are defined as follows: 
 

e0(X0, X1, X2) =(X0 Λ X1) ⊕ (¬X0 Λ X2), 
e1(X0, X1, X2) =(X0 Λ X1) ⊕ (X0 Λ X2) ⊕ (X1 Λ X2), 
e2(X0) =S' 2(X0) ⊕ S' 13(X0) ⊕ S' 22(X0), 
e3(X0) =S' 6(X0) ⊕ S' 11(X0) ⊕ S' 25(X0), 
e4(X0) =S' 7(X0) ⊕ S' 18(X0) ⊕ R 3(X0), 
e5(X0) =S' 17(X0) ⊕ S' 19 (X0) ⊕ R10(X0). 
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10.1.4 Constants 

A sequence of constant words C0, C1, …, C63 is used in this round-function.  In a hexadecimal representation 
(where the most significant bit corresponds to the left-most bit) these are defined as follows, where the words 
are listed in the order C0, C1, …, C63.  

428a2f98 71374491 b5c0fbcf e9b5dba5 3956c25b 59f111f1 923f82a4 ab1c5ed5 
d807aa98 12835b01 243185be 550c7dc3 72be5d74 80deb1fe 9bdc06a7 c19bf174 
e49b69c1 efbe4786 0fc19dc6 240ca1cc 2de92c6f 4a7484aa 5cb0a9dc 76f988da 
983e5152 a831c66d b00327c8 bf597fc7 c6e00bf3 d5a79147 06ca6351 14292967 
27b70a85 2e1b2138 4d2c6dfc 53380d13 650a7354 766a0abb 81c2c92e 92722c85 
a2bfe8a1 a81a664b c24b8b70 c76c51a3 d192e819 d6990624 f40e3585 106aa070 
19a4c116 1e376c08 2748774c 34b0bcb5 391c0cb3 4ed8aa4a 5b9cca4f 682e6ff3 
748f82ee 78a5636f 84c87814 8cc70208 90befffa a4506ceb bef9a3f7 c67178f2 

NOTE These values are the first thirty-two bits of the fractional parts of the cube roots of the first sixty-four primes.  

10.1.5   Initializing value 

For this round-function the initializing value, IV, shall always be the following 256-bit string, represented here 
as a sequence of eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 in a hexadecimal representation, where Y0 
represents the left-most 32 of the 256 bits: 
 

Y0  = 6a09e667, 
Y1 = bb67ae85, 
Y2 = 3c6ef372, 
Y3 = a54ff53a, 
Y4 = 510e527f, 
Y5 = 9b05688c, 
Y6 = 1f83d9ab, 
Y7 = 5be0cd19. 

NOTE These values are obtained by taking the fractional parts of the square roots of the first eight primes. 

10.2 Padding method 

The padding method to be used with this hash-function shall be the same as the padding method defined in 
subclause 9.2. 
 
10.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W1, W2, X0, X1, 
X2, X3, X4, X5, X6, X7, Z0, Z1, …, Z63 to denote 74 distinct words which contain values required in the 
computations. 
  
1. Suppose the 512-bit (first) input to Φ is contained in Z0, Z1, …, Z15, where Z0 contains the left-most 32 of 

the 512 bits. Suppose also that the 256-bit (second) input to Φ is contained in eight words, Y0, Y1, Y2, Y3, 
Y4, Y5, Y6, Y7. 

2. For i =16 to 63 let 

  Zi := e5(Zi-2) ⊎ Zi-7 ⊎ e4(Zi-15) ⊎ Zi-16.  

3. Let X0 := Y0, X1 := Y1, X2 := Y2, X3 := Y3, X4 := Y4, X5 := Y5, X6 := Y6 and X7 := Y7. 

4. For i = 0 to 63 do the following three steps 

(a) W1 := X7 ⊎ e3(X4) ⊎ e0(X4, X5, X6) ⊎ Ci ⊎ Zi; 
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(b) W2 := e2(X0) ⊎ e1(X0, X1, X2); 

(c) X7 := X6; X6 := X5; X5 := X4; X4 := X3 ⊎ W1; X3 := X2; X2 := X1; X1 := X0; X0 := W1 ⊎ W2.    

 

5. Let Y0 := Y0 ⊎ X0, Y1:=Y1 ⊎ X1, Y2:=Y2 ⊎ X2, Y3:=Y3 ⊎ X3, Y4:=Y4 ⊎ X4, Y5:=Y5 ⊎ X5, Y6:=Y6 ⊎ X6 and 
Y7 := Y7 ⊎ X7. 

6. The eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the round-function Φ.  After the final 
iteration of the round-function, the eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 shall be converted to a 
sequence of 32 bytes using the inverse of the procedure specified in 10.1.2, and where Y0 shall yield the 
first four bytes, Y1 the next four bytes, and so on.  Thus the first (left-most) byte will correspond to the 
most significant byte of Y0, and the 32nd (right-most) byte will correspond to the least significant byte of 
Y7.  The 32 bytes shall be converted to a string of 256 bits using the inverse of the procedure specified in 
clause 6, i.e., the first (left-most) bit will correspond to the most significant bit of the first (left-most) byte, 
and the 256th (right-most) bit will correspond to the least significant bit of the 32nd (right-most) byte. 

Figure 4 below shows steps a, b and c of item 4 of the round function Φ in Dedicated Hash-Function 4 (SHA-
256).  In the round function Φ, steps a and b and c of item 4 are used for 64 times (i = 0, …, 63). 

 

Figure 4 — Part of the round function in Dedicated Hash-Function 4 

11 Dedicated Hash-Function 5 (SHA-512) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 5. This dedicated hash-function can be applied to all data strings D containing at most 2128-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 5 is equal to 35 (hexadecimal). 
 
NOTE Dedicated Hash-Function 5 defined in this clause is commonly called SHA-512, [2]. 

11.1 Parameters, functions and constants 

11.1.1 Parameters 

For this hash-function L1 = 1024, L2 = 512 and LH is up to 512. 
 

X0 X1 X2 X3 X4 X5 X6 X7 

e3 + 

e0 + 

W1 

Ci 
Zi 

e2

e1 

+

X0 X1 X2 X3 X4 X5 X6 X7 

W2 
+

+
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11.1.2 Byte ordering convention 

In the specification of the round-function of this clause it is assumed that the block input to the round-function 
is in the form of a sequence of 64-bit words, each 1024-bit block being made up of 16 such words.  A 
sequence of 128 bytes, B0, B1, …, B127, shall be interpreted as a sequence of 16 words,  Z0, Z1, …, Z15, in the 
following way.  Each group of eight consecutive bytes is considered as a word, the first byte of a word being 
the most significant byte of that word.  Hence 
 

Zi = 256B8i + 248B8i+1 + 240B8i+2 + 232B8i+3 + 224B8i+4 + 216B8i+5 + 28B8i+6 + B8i+7,   (0 ≤ i ≤ 15).  
 
To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be 
followed. 

11.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on 64-bit words.  
A sequence of functions d0, d1, d2, d3, d4, d5 is used in this round-function, where d0 and d1 each takes three 
64-bit words X0, X1 and X2 as input, d2, d3, d4 and d5 each takes one 64-bit word X0 as input, and each of 
these six functions produces a single 64-bit word as output. 
 
The functions d0, d1, d2, d3, d4 and d5 are defined as follows: 
 

d0(X0, X1, X2) =(X0 Λ X1) ⊕ (¬X0 Λ X2), 
d1(X0, X1, X2) =(X0 Λ X1) ⊕ (X0 Λ X2) ⊕ (X1 Λ X2), 
d2(X0) =S' 28(X0) ⊕ S' 34(X0) ⊕ S' 39(X0), 
d3(X0) =S' 14(X0) ⊕ S' 18(X0) ⊕ S' 41(X0), 
d4(X0) =S' 1(X0) ⊕ S' 8(X0) ⊕ R 7(X0), 
d5(X0) =S' 19(X0) ⊕ S' 61 (X0) ⊕ R 6(X0). 

11.1.4 Constants 

A sequence of constant words C0, C1, …, C79 is used in this round-function.  In a hexadecimal representation 
(where the most significant bit corresponds to the left-most bit) these are defined as follows, where the words 
are listed in the order C0, C1, …, C79. 
 

428a2f98d728ae22 7137449123ef65cd b5c0fbcfec4d3b2f e9b5dba58189dbbc 
3956c25bf348b538 59f111f1b605d019 923f82a4af194f9b ab1c5ed5da6d8118 
d807aa98a3030242 12835b0145706fbe 243185be4ee4b28c 550c7dc3d5ffb4e2 
72be5d74f27b896f 80deb1fe3b1696b1 9bdc06a725c71235 c19bf174cf692694 
e49b69c19ef14ad2 efbe4786384f25e3 0fc19dc68b8cd5b5 240ca1cc77ac9c65 
2de92c6f592b0275 4a7484aa6ea6e483 5cb0a9dcbd41fbd4 76f988da831153b5 
983e5152ee66dfab a831c66d2db43210 b00327c898fb213f bf597fc7beef0ee4 
c6e00bf33da88fc2 d5a79147930aa725 06ca6351e003826f 142929670a0e6e70 
27b70a8546d22ffc 2e1b21385c26c926 4d2c6dfc5ac42aed 53380d139d95b3df 
650a73548baf63de 766a0abb3c77b2a8 81c2c92e47edaee6 92722c851482353b 
a2bfe8a14cf10364 a81a664bbc423001 c24b8b70d0f89791 c76c51a30654be30 
d192e819d6ef5218 d69906245565a910 f40e35855771202a 106aa07032bbd1b8 
19a4c116b8d2d0c8 1e376c085141ab53 2748774cdf8eeb99 34b0bcb5e19b48a8 
391c0cb3c5c95a63 4ed8aa4ae3418acb 5b9cca4f7763e373 682e6ff3d6b2b8a3 
748f82ee5defb2fc 78a5636f43172f60 84c87814a1f0ab72 8cc702081a6439ec 
90befffa23631e28 a4506cebde82bde9 bef9a3f7b2c67915 c67178f2e372532b 
ca273eceea26619c d186b8c721c0c207 eada7dd6cde0eb1e f57d4f7fee6ed178 
06f067aa72176fba 0a637dc5a2c898a6 113f9804bef90dae 1b710b35131c471b 
28db77f523047d84 32caab7b40c72493 3c9ebe0a15c9bebc 431d67c49c100d4c 
4cc5d4becb3e42b6 597f299cfc657e2a 5fcb6fab3ad6faec 6c44198c4a475817 

 
NOTE These values are the first sixty-four bits of the fractional parts of the cube roots of the first eighty primes. 
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11.1.5 Initializing value 

For this round-function the initializing value, IV, shall always be the following 512-bit string, represented here 
as a sequence of eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 in a hexadecimal representation, where Y0 
represents the left-most 64 of the 512 bits: 

 
Y0 = 6a09e667f3bcc908, 
Y1 = bb67ae8584caa73b, 
Y2 = 3c6ef372fe94f82b, 
Y3 = a54ff53a5f1d36f1, 
Y4 = 510e527fade682d1, 
Y5 = 9b05688c2b3e6c1f, 
Y6 = 1f83d9abfb41bd6b, 
Y7 = 5be0cd19137e2179. 

NOTE These values are obtained by taking the fractional parts of the square roots of the first eight primes. 

11.2  Padding method 

The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 1024.  
The padding procedure operates as follows: 
  
1. D is concatenated with a single ‘1’ bit. 

2. The result of the previous step is concatenated with between zero and 1023 ‘0’ bits such that the length 
(in bits) of the resultant string is congruent to 896 modulo 1024.  More explicitly, if the original length of D 
is LD, and letting r be the remainder when LD is divided by 1024, then the number of concatenated zeros is 
equal to either 895-r (if r ≤ 895) or 1919-r (if r > 895).  The result will be a bit string whose length will be 
128 bits short of an integer multiple of 1024 bits. 

3. Concatenate the string resulting from the previous step with the 128-bit binary representation of LD, most 
significant bit first. 

In the description of the round-function which follows, each 1024-bit data block Di, 1 ≤ i ≤ q, is treated as a 
sequence of 16 words, Z0, Z1, …, Z15, where Z0 corresponds to the left-most 64 bits of Di. 
 
NOTE The concatenation of the 128-bit string of LD in step 3 is such that the most significant 64-bit string and the 
least significant 64-bit string of LD are used respectively as the words Z14 and Z15 of the last data block; based on the byte 
ordering convention in Clause 11.1.2, the most significant byte of LD is the leftmost byte and the least significant byte of LD 
is the rightmost byte. 

11.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W1, W2, X0, X1, 
X2, X3, X4, X5, X6, X7, Z0, Z1, …, Z79 to denote 90 distinct words which contain values required in the 
computations. 
  
1. Suppose the 1024-bit (first) input to Φ is contained in Z0, Z1, …, Z15, where Z0 contains the left-most 64 of 

the 1024 bits. Suppose also that the 512-bit (second) input to Φ is contained in eight words, Y0, Y1, Y2, Y3, 
Y4, Y5, Y6, Y7. 

2. For i  = 16 to 79 let 

  Zi := d5(Zi-2) ⊎ Zi-7 ⊎ d4(Zi-15) ⊎ Zi-16.  

3. Let X0 := Y0, X1 := Y1, X2 := Y2, X3 := Y3, X4 := Y4, X5 := Y5, X6 := Y6 and X7 := Y7. 

4. For i = 0 to 79 do the following three steps 

(a) W1 := X7 ⊎ d3(X4) ⊎ d0(X4, X5, X6) ⊎ Ci ⊎ Zi; 
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(b) W2 := d2(X0) ⊎ d1(X0, X1, X2); 

(c) X7 := X6; X6 := X5; X5 := X4; X4 := X3 ⊎ W1; X3 := X2; X2 := X1; X1 := X0; X0 := W1 ⊎ W2.  

   

5. Let Y0 := Y0 ⊎ X0, Y1:=Y1 ⊎ X1, Y2:=Y2 ⊎ X2, Y3:=Y3 ⊎ X3, Y4:=Y4 ⊎ X4, Y5:=Y5 ⊎ X5, Y6:=Y6 ⊎ X6 and 
Y7 := Y7 ⊎ X7. 

6. The eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the round-function Φ.  After the final 
iteration of the round-function, the eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 shall be converted to a 
sequence of 64 bytes using the inverse of the procedure specified in 11.1.2, and where Y0 shall yield the 
first eight bytes, Y1 the next eight bytes, and so on.  Thus the first (left-most) byte will correspond to the 
most significant byte of Y0, and the 64th (right-most) byte will correspond to the least significant byte of Y7.  
The 64 bytes shall be converted to a string of 512 bits using the inverse of the procedure specified in 
clause 6, i.e., the first (left-most) bit will correspond to the most significant bit of the first (left-most) byte, 
and the 512th (right-most) bit will correspond to the least significant bit of the 64th (right-most) byte. 

Figure 5 below shows steps a, b and c of item 4 of the round function Φ in Dedicated Hash-Function 5 (SHA-
512).  In the round function Φ, steps a and b and c of item 4 are used for 80 times (i = 0, …, 79). 

     

Figure 5 — Part of the round function in Dedicated Hash-Function 5 

12 Dedicated Hash-Function 6 (SHA-384) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 6. This dedicated hash-function can be applied to all data strings D containing at most 2128-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 6 is equal to 36 (hexadecimal). 
 
NOTE Dedicated Hash-Function 6 defined in this clause is commonly called SHA-384, [2]. 

12.1  Parameters, functions and constants 

12.1.1 Parameters 

For this hash-function L1 = 1024, L2 = 512 and LH = 384. 
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12.1.2 Byte ordering convention 

The byte ordering convention for this hash-function is the same as that for the hash-function of clause 11. 
 
12.1.3 Functions 

The functions for this hash-function are the same as that for the hash-function of clause 11. 

12.1.4 Constants 

The constants for this hash-function are the same as that for the hash-function of clause 11. 

12.1.5 Initializing value 

For this round-function the initializing value, IV, shall always be the following 512-bit string, represented here 
as a sequence of eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 in a hexadecimal representation, where Y0 
represents the left-most 64 of the 512 bits: 
 

Y0  = cbbb9d5dc1059ed8, 
Y1 = 629a292a367cd507, 
Y2 = 9159015a3070dd17, 
Y3 = 152fecd8f70e5939, 
Y4 = 67332667ffc00b31, 
Y5 = 8eb44a8768581511, 
Y6 = db0c2e0d64f98fa7, 
Y7 = 47b5481dbefa4fa4. 

NOTE These values are obtained by taking the fractional parts of the square roots of the ninth to the sixteenth primes. 

12.2  Padding method 

The padding method to be used with this hash-function shall be the same as the padding method defined in 
subclause 11.2. 

12.3  Description of the round-function 

The round-function to be used with this hash-function shall be the same as the round-function defined in 
subclause 11.3. 

The final 384-bit hash is obtained by truncating the SHA-512-based hash output to its left-most 384 bits. 

13 Dedicated Hash-Function 7 (WHIRLPOOL) 

In this clause we specify a padding method, an initializing value, and a round-function for use in the general 
model for hash-functions described in ISO/IEC 10118-1:2000.  The padding method, initializing value and 
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 7.  This dedicated hash-function can be applied to all data strings D containing at most 2256-1 bits. 
 
The ISO/IEC hash-function identifier for Dedicated Hash-Function 7 is equal to 37 (hexadecimal). 
 
NOTE Dedicated Hash-Function 7 defined in this clause is commonly called WHIRLPOOL, [4]. 

13.1  Parameters, functions and constants 

13.1.1 Parameters 

For this hash-function L1 = 512, L2 = 512 and LH is up to 512. 
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13.1.2 Byte ordering convention 

In the specification of the round-function of this clause it is assumed that the block input to the round-function 
is in the form of a matrix M (where all matrices here are 8 by 8 matrices with entries chosen from GF(28)), 
each 512-bit block being made up of such a matrix.  A sequence of 64 bytes, B = (B0, B1, …, B63), shall be 
interpreted as a matrix M in the following way.  The entry in the first row and the first column of the matrix shall 
be the left-most byte (where the left-most byte corresponds to the most significant byte) of the sequence B 
(i.e., B0), the entry in the first row and the second column of the matrix shall be the second left-most byte of B 
(i.e., B1), …, and the entry in the eighth row and the eighth column of the matrix shall be the right-most byte of 
B (i.e., B63).  This is performed using function c0 specified in subclause 13.1.3.  
 
To convert the hash-code from such a matrix to a sequence of bytes, the inverse process of the function c0 
shall be followed. 

13.1.3 Functions 

To facilitate software implementation, the round-function Φ is described in terms of operations on a matrix M.  
A sequence of functions c0, c1, c2, c3, c4 is used in this round-function. They are defined as follows. 
 
Function c0 takes a 64-byte sequence, B = (B0, B1, …, B63) as input, and produces a matrix Z' = (z'ij) as output 
where 
 

z'ij = B8i+j                  (0 ≤ i, j ≤ 7). 
 

This means that Z’ = c0(B) if and only if z'ij = B8i+j (0 ≤ i, j ≤ 7). 
 

Function c1 takes a matrix X'' = (x''ij) as input and produces another matrix W' = (w'ij) as output where  

w'ij = s[x''ij],                          (0 ≤ i, j ≤ 7), 

and where s is a non-linear substitution box. This means W’ = c1(X’’) if and only if w'ij = s[x''ij] (0 ≤ i, j ≤ 7). 

The s box replaces an element x ∈ GF(28) with another element s[x] ∈ GF(28); as specified in Table 2 (the 
elements in the first column are the ‘most significant half’ of x, and the elements in the first row are the ‘least 
significant half’ of x; for instance, if x = 01010110 = 56 (hexadecimal), s[x] = 49 (hexadecimal) = 01001001.  

Table 2 — The s-box 

 0 1 2 3 4 5 6 7 8 9 A B C D E F 
0 18 23 C6 E8 87 B8 01 4F 36 A6 D2 F5 79 6F 91 52 
1 60 BC 9B 8E A3 0C 7B 35 1D E0 D7 C2 2E 4B FE 57 
2 15 77 37 E5 9F F0 4A DA 58 C9 29 0A B1 A0 6B 85 
3 BD 5D 10 F4 CB 3E 05 67 E4 27 41 8B A7 7D 95 D8 
4 FB EE 7C 66 DD 17 47 9E CA 2D BF 07 AD 5A 83 33 
5 63 02 AA 71 C8 19 49 D9 F2 E3 5B 88 9A 26 32 B0 
6 E9 0F D5 80 BE CD 34 48 FF 7A 90 5F 20 68 1A AE 
7 B4 54 93 22 64 F1 73 12 40 08 C3 EC DB A1 8D 3D 
8 97 00 CF 2B 76 82 D6 1B B5 AF 6A 50 45 F3 30 EF 
9 3F 55 A2 EA 65 BA 2F C0 DE 1C FD 4D 92 75 06 8A 
A B2 E6 0E 1F 62 D4 A8 96 F9 C5 25 59 84 72 39 4C 
B 5E 78 38 8C D1 A5 E2 61 B3 21 9C 1E 43 C7 FC 04 
C 51 99 6d 0D FA DF 7E 24 3B AB CE 11 8F 4E B7 EB 
D 3C 81 94 F7 B9 13 2C D3 E7 6E C4 03 56 44 7F A9 
E 2A BB C1 53 DC 0B 9D 6C 31 74 F6 46 AC 89 14 E1 
F 16 3A 69 09 70 B6 D0 ED CC 42 98 A4 28 5C F8 86 

 

Function c2 takes a matrix X'' = (x''ij) as input and produces another matrix W' = (w'ij) as output where 

w'ij = x''(i - j) mod 8,j,                      (0 ≤ i, j ≤ 7). 
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This means that W’ = c2(X’’) if and only if w'ij = x''(i - j) mod 8,j (0 ≤ i, j ≤ 7). 

Function c3 takes a matrix X'' as input and produces another matrix W' as output where  

W' = X'' • C'',  

and where C'' is an 8 by 8 circulant matrix with entries chosen from GF(28), as specified below: 

































=

01  09  02  05  08  01  04  01
01  01  09  02  05  08  01  04
04  01  01  09  02  05  08  01
01  04  01  01  09  02  05  08
08  01  04  01  01  09  02  05
05  08  01  04  01  01  09  02
02  05  08  01  04  01  01  09
09  02  05  08  01  04  01  01

C"

. 

 
This means that W’ = c3(X'') if and only if W' = X'' • C''. 

 
Function c4 takes two matrices X'' = (x''ij) and Y' = (y'ij) as input and produces a single matrix W' = (w'ij) as 
output where 

w'ij = x''ij ⊕ y'ij,                 (0 ≤ i, j ≤ 7). 

This means that W’ = c4(X’’) if and only if w'ij = x''ij ⊕ y'ij (0 ≤ i, j ≤ 7). 

13.1.4 Constants 

A sequence of constant matrices Ar = (Ar
ij) (0 < r ≤ 10) is used in this round-function. The round constant for 

the r-th round is a matrix, defined as: 

Ar
0j = s[8(r - 1) + j],                         (0 ≤ j ≤ 7), 

Ar
ij = 0,        (1 ≤ i ≤ 7, 0 ≤ j ≤ 7). 

13.1.5 Initializing value 

The initializing value IV is a string of 512 ‘0’ bits. 

13.2  Padding method 

The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 512.  
The padding procedure operates as follows: 
  
1. D is concatenated with a single ‘1’ bit. 

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in 
bits) of the resultant string is an odd multiple of 256.   

3. If the original length of D is LD, concatenate the string resulting from the previous step with the 256-bit 
binary representation of LD, most significant bit first. 

In the description of the round-function which follows, each 512-bit data block Di, 1 ≤ i ≤ q, is treated as a 
matrix Z' = (z'ij) (0 ≤ i, j ≤ 7), as specified in subclause 13.1.2, where z'00 corresponds to the left-most 8 bits of 
Di, and z'77 corresponds to the right-most 8 bits of Di. 
 
NOTE The concatenation of the 256-bit string of LD in step 3 is such that the 256-bit string is used directly as the 
second half of the last data matrix; based on the byte ordering convention in Clause 13.1.2, the most significant byte of LD 
is the fifth row and the first column and the least significant byte of LD is the eighth row and the eighth column. 
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13.3 Description of the round-function 

The round-function Φ operates as follows.  Note that, in this description, we use the symbols W', X'', K0, K1, …, 
K10 to denote 13 distinct matrices, each with entries chosen from GF(28), which contain values required in the 
computations. 
 
1. Suppose the 512-bit (first) input to Φ is contained in a matrix Z' with entries chosen from GF(28) which is 

formed by using the byte ordering convention specified in subclause 13.1.2. Suppose also that the 512-bit 
(second) input to Φ is contained in a matrix Y' with entries chosen from GF(28). 

2. Let K0 := Y'; and for i = 1 to 10 let 

Ki := c4(c3(c2(c1(Ki - 1))), Ai).       

NOTE This step expands the matrix Y' onto a sequence of round keys K0 , …, K10. 

3. Let X'':= c4(Z', K0); and for j = 1 to 10 do the following two steps  

(a) W' := c4(c3(c2(c1(X''))), Kj); 

(b) X'' :=W'. 

4. Let Y' := W' ⊕ K0
 ⊕ Z'. 

 
5. The matrix Y' represents the output of the round-function Φ.  After the final iteration of the round-function, 

the matrix Y' shall be converted to a sequence of 64 bytes using the inverse of the procedure specified in 
13.1.2, and where the entry in the first row and the first column of the matrix shall yield the first byte, the 
entry in the first row and the second column of the matrix the next byte, …,  the entry in the eighth row and 
the eighth column of the matrix the last byte. The 64 bytes shall be converted to a string of 512 bits using 
the inverse of the procedure specified in clause 6, i.e., the first (left-most) bit will correspond to the most 
significant bit of the first (left-most) byte, and the 512th (right-most) bit will correspond to the least 
significant bit of the 64th (right-most) byte. 

 
Figure 6 below shows steps a) and b) of item 3 of the round function Φ in Dedicated Hash-Function 7 
(WHIRLPOOL).  In the round function Φ, the steps shown in Figure 6 are used 10 times (j = 1, …, 10). 

  

Figure 6 — Part of the round function in Dedicated Hash-Function 7 

X’’ 
C1 C4C2 

W’

C3 X’’ 

Kj
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Annex A 
(informative) 

 
Examples 

This annex gives examples for the computation of Dedicated Hash-Functions 1-7.  For each of the hash-
functions, intermediate values derived during the hash-function's operation are given for some examples.  
 
Throughout this annex we refer to ASCII coding of data strings; this is equivalent to coding using ISO 646. 
 

A.1 Dedicated Hash-Function 1 

NOTE — Reference [3] contains a pseudocode description of Dedicated Hash-Function 1. 

A.1.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 160-bit string. 
 

9C 11 85 A5 C5 E9 FC 54 61 28 08 97 7E E8 F5 48 B2 25 8D 31 
 

A.1.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
 
The hash-code is the following 160-bit string. 
 

0B DC 9D 2D 25 6B 3E E9 DA AE 34 7B E6 F4 DC 83 5A 46 7F FE 
 

A.1.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’.  This is 
equivalent to the bit-string: ‘01100001 01100010 01100011’. 
 
After the padding process, the single 16-word block derived from the data-string is as follows. 
 
80636261  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  00000018  00000000 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4, 
X'0, X'1, X'2, X'3, X'4. 
 
67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0 
C3D2E1F0, 3115FC67, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, DDD63FB8, EFCDAB89, EB73FA62, 10325476 
10325476, B41192D5, 3115FC67, 36AE27BF, EB73FA62, 10325476, 322E7AE3, DDD63FB8, 36AE27BF, EB73FA62 
EB73FA62, 3A35DC50, B41192D5, 57F19CC4, 36AE27BF, EB73FA62, 883EE903, 322E7AE3, 58FEE377, 36AE27BF 
36AE27BF, D3786413, 3A35DC50, 464B56D0, 57F19CC4, 36AE27BF, 92B2B79B, 883EE903, B9EB8CC8, 58FEE377 
57F19CC4, 0E946720, D3786413, D77140E8, 464B56D0, 58FEE377, F9091FF2, 92B2B79B, FBA40E20, B9EB8CC8 
464B56D0, D52BF632, 0E946720, E1904F4D, D77140E8, B9EB8CC8, E5B09992, F9091FF2, CADE6E4A, FBA40E20 
D77140E8, 150BD8A8, D52BF632, 519C803A, E1904F4D, FBA40E20, 8B2D9FB3, E5B09992, 247FCBE4, CADE6E4A 
E1904F4D, 3D6F601F, 150BD8A8, AFD8CB54, 519C803A, CADE6E4A, E755F422, 8B2D9FB3, C2664B96, 247FCBE4 
519C803A, B7B60384, 3D6F601F, 2F62A054, AFD8CB54, 247FCBE4, 5922D09E, E755F422, B67ECE2C, C2664B96 
AFD8CB54, B85A0A3F, B7B60384, BD807CF5, 2F62A054, C2664B96, CF24E72C, 5922D09E, 57D08B9D, B67ECE2C 
2F62A054, 7F8B38E5, B85A0A3F, D80E12DE, BD807CF5, B67ECE2C, CA6A1C75, CF24E72C, 8B427964, 57D08B9D 
BD807CF5, 9DACA495, 7F8B38E5, 6828FEE1, D80E12DE, 57D08B9D, 227F6D84, CA6A1C75, 939CB33C, 8B427964 
D80E12DE, BC05F46F, 9DACA495, 2CE395FE, 6828FEE1, 8B427964, 5D801685, 227F6D84, A871D729, 939CB33C 
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6828FEE1, 1494F053, BC05F46F, B2925676, 2CE395FE, 939CB33C, B3C3F4D5, 5D801685, FDB61089, A871D729 
2CE395FE, 85861D02, 1494F053, 17D1BEF0, B2925676, A871D729, 3D16242D, B3C3F4D5, 005A1576, FDB61089 
B2925676, 597BF629, 85861D02, 53C14C52, 17D1BEF0, FDB61089, FF459078, 3D16242D, 0FD356CF, 005A1576 
17D1BEF0, 6347EF78, 597BF629, 18740A16, 53C14C52, 005A1576, 927E40A8, FF459078, 5890B4F4, 0FD356CF 
53C14C52, 45C8FA44, 6347EF78, EFD8A565, 18740A16, 0FD356CF, ACBB994E, 927E40A8, 1641E3FD, 5890B4F4 
18740A16, AD2956AF, 45C8FA44, 1FBDE18D, EFD8A565, 5890B4F4, AD30AD24, ACBB994E, F902A249, 1641E3FD 
EFD8A565, 5EAF16B7, AD2956AF, 23E91117, 1FBDE18D, 1641E3FD, 6261732E, AD30AD24, EE653AB2, F902A249 
1FBDE18D, 41730D4B, 5EAF16B7, A55ABEB4, 23E91117, F902A249, 45ED27AF, 6261732E, C2B492B4, EE653AB2 
23E91117, FC0CCBD3, 41730D4B, BC5ADD7A, A55ABEB4, EE653AB2, 243C5668, 45ED27AF, 85CCB989, C2B492B4 
A55ABEB4, 042ECC93, FC0CCBD3, CC352D05, BC5ADD7A, C2B492B4, 82F89BD1, 243C5668, B49EBD17, 85CCB989 
BC5ADD7A, 4D4D4377, 042ECC93, 332F4FF0, CC352D05, 85CCB989, 5FC74686, 82F89BD1, F159A090, B49EBD17 
CC352D05, 5207002B, 4D4D4377, BB324C10, 332F4FF0, B49EBD17, B2720031, 5FC74686, E26F460B, F159A090 
332F4FF0, 388278F5, 5207002B, 350DDD35, BB324C10, F159A090, 58A100F8, B2720031, 1D1A197F, E26F460B 
BB324C10, 62879D70, 388278F5, 1C00AD48, 350DDD35, E26F460B, 5992068B, 58A100F8, C800C6C9, 1D1A197F 
350DDD35, A30A1FD9, 62879D70, 09E3D4E2, 1C00AD48, 1D1A197F, CC290DCA, 5992068B, 8403E162, C800C6C9 
1C00AD48, BDA2B31B, A30A1FD9, 1E75C18A, 09E3D4E2, C800C6C9, 863D625E, CC290DCA, 481A2D66, 8403E162 
09E3D4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18A, 8403E162, 6061B5A5, 863D625E, A4372B30, 481A2D66 
1E75C18A, B6A665C6, F7211DEE, 8ACC6EF6, 287F668C, 481A2D66, AA98ADB5, 6061B5A5, F5897A18, A4372B30 
287F668C, 2D30FA02, B6A665C6, 8477BBDC, 8ACC6EF6, A4372B30, 2999255A, AA98ADB5, 86D69581, F5897A18 
8ACC6EF6, C76D12F9, 2D30FA02, 99971ADA, 8477BBDC, F5897A18, 98237631, 2999255A, 62B6D6AA, 86D69581 
8477BBDC, 516F84DF, C76D12F9, C3E808B4, 99971ADA, 86D69581, 6C472A90, 98237631, 649568A6, 62B6D6AA 
99971ADA, F3FA5B05, 516F84DF, B44BE71D, C3E808B4, 62B6D6AA, 2EAD5672, 6C472A90, 8DD8C660, 649568A6 
C3E808B4, D539625E, F3FA5B05, BE137D45, B44BE71D, 649568A6, C5CB48BA, 2EAD5672, 1CAA41B1, 8DD8C660 
B44BE71D, D8500C99, D539625E, E96C17CF, BE137D45, 8DD8C660, 05286DFB, C5CB48BA, B559C8BA, 1CAA41B1 
BE137D45, 7ECDE5B2, D8500C99, E5897B54, E96C17CF, 1CAA41B1, 88396DD2, 05286DFB, 2D22EB17, B559C8BA 
E96C17CF, 681D30B9, 7ECDE5B2, 40326761, E5897B54, B559C8BA, 333F2212, 88396DD2, A1B7EC14, 2D22EB17 
E5897B54, 960F7BFD, 681D30B9, 3796C9FB, 40326761, 2D22EB17, C699295B, 333F2212, E5B74A20, A1B7EC14 
40326761, 6770E498, 960F7BFD, 74C2E5A0, 3796C9FB, A1B7EC14, BFD68874, C699295B, FC8848CC, E5B74A20 
3796C9FB, 75EB06C5, 6770E498, 3DEFF658, 74C2E5A0, E5B74A20, BDDF3474, BFD68874, 64A56F1A, FC8848CC 
74C2E5A0, 14FA827A, 75EB06C5, C392619D, 3DEFF658, FC8848CC, 8CBC87E9, BDDF3474, 5A21D2FF, 64A56F1A 
3DEFF658, 804B0068, 14FA827A, AC1B15D7, C392619D, 64A56F1A, CDDA6EBF, 8CBC87E9, 7CD1D2F7, 5A21D2FF 
C392619D, 475BA81B, 804B0068, EA09E853, AC1B15D7, 5A21D2FF, 656C7DA3, CDDA6EBF, F21FA632, 7CD1D2F7 
AC1B15D7, D26BC25D, 475BA81B, 2C01A201, EA09E853, 7CD1D2F7, 76D66CA3, 656C7DA3, 69BAFF37, F21FA632 
EA09E853, DBC5A2CB, D26BC25D, 6EA06D1D, 2C01A201, F21FA632, C9B17F72, 76D66CA3, B1F68D95, 69BAFF37 
2C01A201, 77367F5E, DBC5A2CB, AF097749, 6EA06D1D, 69BAFF37, 65A60151, C9B17F72, 59B28DDB, B1F68D95 
6EA06D1D, 8155A6B4, 77367F5E, 168B2F6F, AF097749, B1F68D95, 33F3AC81, 65A60151, C5FDCB26, 59B28DDB 
AF097749, C90C4D38, 8155A6B4, D9FD79DC, 168B2F6F, 59B28DDB, 9BFB827D, 33F3AC81, 98054596, C5FDCB26 
168B2F6F, 9762713B, C90C4D38, 569AD205, D9FD79DC, C5FDCB26, DDC8130E, 9BFB827D, CEB204CF, 98054596 
D9FD79DC, 7EBF9C32, 9762713B, 3134E324, 569AD205, 98054596, C24C2C79, DDC8130E, EE09F66F, CEB204CF 
569AD205, 20EFFA01, 7EBF9C32, 89C4EE5D, 3134E324, CEB204CF, F255847E, C24C2C79, 204C3B77, EE09F66F 
3134E324, 75B7117F, 20EFFA01, FE70C9FA, 89C4EE5D, EE09F66F, DCD63949, F255847E, 30B1E709, 204C3B77 
89C4EE5D, A96BE4C7, 75B7117F, BFE80483, FE70C9FA, 204C3B77, 5B99238D, DCD63949, 5611FBC9, 30B1E709 
FE70C9FA, 5E3201FC, A96BE4C7, DC45FDD6, BFE80483, 30B1E709, B43484F4, 5B99238D, 58E52773, 5611FBC9 
BFE80483, 2CF95A98, 5E3201FC, AF931EA5, DC45FDD6, 5611FBC9, 52325A09, B43484F4, 648E356E, 58E52773 
DC45FDD6, 1393F0C3, 2CF95A98, C807F178, AF931EA5, 58E52773, D015577D, 52325A09, D213D2D0, 648E356E 
AF931EA5, BB49CCF7, 1393F0C3, E56A60B3, C807F178, 648E356E, BB9C87C4, D015577D, C9682548, D213D2D0 
C807F178, 6A330EB4, BB49CCF7, 4FC30C4E, E56A60B3, D213D2D0, B1BB1A2E, BB9C87C4, 555DF740, C9682548 
E56A60B3, 14E58204, 6A330EB4, 2733DEED, 4FC30C4E, C9682548, AC77F96D, B1BB1A2E, 721F12EE, 555DF740 
4FC30C4E, 79AAF53E, 14E58204, CC3AD1A8, 2733DEED, 555DF740, 1774D326, AC77F96D, EC68BAC6, 721F12EE 
2733DEED, 210769B3, 79AAF53E, 96081053, CC3AD1A8, 721F12EE, A625F112, 1774D326, DFE5B6B1, EC68BAC6 
CC3AD1A8, F44B53A7, 210769B3, ABD4F9E6, 96081053, EC68BAC6, 5DCA4D12, A625F112, D34C985D, DFE5B6B1 
96081053, 7C1E3640, F44B53A7, 1DA6CC84, ABD4F9E6, DFE5B6B1, EBC4D9C6, 5DCA4D12, 97C44A98, D34C985D 
ABD4F9E6, 06B59EE8, 7C1E3640, 2D4E9FD1, 1DA6CC84, D34C985D, 095F37FD, EBC4D9C6, 29344977, 97C44A98 
1DA6CC84, C422C3CD, 06B59EE8, 78D901F0, 2D4E9FD1, 97C44A98, 5BBEE487, 095F37FD, 13671BAF, 29344977 
2D4E9FD1, AD864025, C422C3CD, D67BA01A, 78D901F0, 29344977, BF5B2529, 5BBEE487, 7CDFF425, 13671BAF 
78D901F0, 29A83BB5, AD864025, 8B0F3710, D67BA01A, 13671BAF, FB5747C5, BF5B2529, FB921D6E, 7CDFF425 
D67BA01A, 626E3910, 29A83BB5, 190096B6, 8B0F3710, 7CDFF425, DD935A5F, FB5747C5, 6C94A6FD, FB921D6E 
8B0F3710, A719D8BC, 626E3910, A0EED4A6, 190096B6, FB921D6E, 27754F3A, DD935A5F, 5D1F17ED, 6C94A6FD 
190096B6, BA84C782, A719D8BC, B8E44189, A0EED4A6, 6C94A6FD, 4F5CA4A5, 27754F3A, 4D697F76, 5D1F17ED 
A0EED4A6, 9F6887A9, BA84C782, 6762F29C, B8E44189, 5D1F17ED, 325AFE7E, 4F5CA4A5, D53CE89D, 4D697F76 
B8E44189, 3A88288C, 9F6887A9, 131E0AEA, 6762F29C, 4D697F76, 86AFE021, 325AFE7E, 7292953D, D53CE89D 
6762F29C, AB23F78F, 3A88288C, A21EA67D, 131E0AEA, D53CE89D, C97F9EA1, 86AFE021, 6BF9F8C9, 7292953D 
131E0AEA, 7299044A, AB23F78F, 20A230EA, A21EA67D, 7292953D, 9F60751C, C97F9EA1, BF80861A, 6BF9F8C9 
A21EA67D, 6A3F10CF, 7299044A, 8FDE3EAC, 20A230EA, 6BF9F8C9, 1E9CE713, 9F60751C, FE7A8725, BF80861A 
20A230EA, 1A1B904D, 6A3F10CF, 641129CA, 8FDE3EAC, BF80861A, C13F038A, 1E9CE713, 81D4727D, FE7A8725 
8FDE3EAC, 0B2CDC01, 1A1B904D, FC433DA8, 641129CA, FE7A8725, BF627814, C13F038A, 739C4C7A, 81D4727D 
641129CA, D563BFDC, 0B2CDC01, 6E413468, FC433DA8, 81D4727D, 5FCCBADE, BF627814, FC0E2B04, 739C4C7A 

 
The hash-code is the following 160-bit string. 
 

8E B2 08 F7 E0 5D 98 7A 9B 04 4A 8E 98 C6 B0 87 F1 5A 0B FC 
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A.1.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of 
  

‘message digest’ 
  
The hash-code is the following 160-bit string. 
 

5D 06 89 EF 49 D2 FA E5 72 B8 81 B1 23 A8 5F FA 21 59 5F 36 
 
A.1.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of 
  

‘abcdefghijklmnopqrstuvwxyz’ 
 
The hash-code is the following 160-bit string. 
 

F7 1C 27 10 9C 69 2C 1B 56 BB DC EB 5B 9D 28 65 B3 70 8D BC 
 
A.1.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of 
  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 
 
The hash-code is the following 160-bit string. 
 

B0 E2 0B 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89 
 
A.1.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
  

‘1234567890’ 
 
The hash-code is the following 160-bit string. 
 

9B 75 2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB 
 
A.1.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of 
  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 
 
After the padding process, the two 16-word blocks derived from the data-string are as follows. 
 
64636261  65646362  66656463  67666564  68676665  69686766  6A696867  6B6A6968 
6C6B6A69  6D6C6B6A  6E6D6C6B  6F6E6D6C  706F6E6D  71706F6E  00000080  00000000 

 
00000000  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  000001C0  00000000 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4, 
X'0, X'1, X'2, X'3, X'4, obtained during the processing of the first block. 
 
67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0 
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C3D2E1F0, 3115FB87, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, 463DA521, EFCDAB89, EB73FA62, 10325476 
10325476, CC21EC2E, 3115FB87, 36AE27BF, EB73FA62, 10325476, DB247A12, 463DA521, 36AE27BF, EB73FA62 
EB73FA62, DFEB9B7A, CC21EC2E, 57EE1CC4, 36AE27BF, EB73FA62, 1D166A23, DB247A12, F6948518, 36AE27BF 
36AE27BF, 2363912E, DFEB9B7A, 87B0BB30, 57EE1CC4, 36AE27BF, CE7A12F6, 1D166A23, 91E84B6C, F6948518 
57EE1CC4, A1B60DC7, 2363912E, AE6DEB7F, 87B0BB30, F6948518, 57FF19DD, CE7A12F6, 59A88C74, 91E84B6C 
87B0BB30, 96AC7C1E, A1B60DC7, 8E44B88D, AE6DEB7F, 91E84B6C, 01A9FEFA, 57FF19DD, E84BDB39, 59A88C74 
AE6DEB7F, 6AE46154, 96AC7C1E, D8371E86, 8E44B88D, 59A88C74, 5D9A609C, 01A9FEFA, FC67755F, E84BDB39 
8E44B88D, 3CF61F09, 6AE46154, B1F07A5A, D8371E86, E84BDB39, 030F7FE7, 5D9A609C, A7FBE806, FC67755F 
D8371E86, 696F0D9A, 3CF61F09, 918551AB, B1F07A5A, FC67755F, 7456C8E3, 030F7FE7, 69827176, A7FBE806 
B1F07A5A, AB957B91, 696F0D9A, D87C24F3, 918551AB, A7FBE806, F64C4453, 7456C8E3, 3DFF9C0C, 69827176 
918551AB, 9FF4A064, AB957B91, BC3669A5, D87C24F3, 69827176, 22A5FE6E, F64C4453, 5B238DD1, 3DFF9C0C 
D87C24F3, 912FE998, 9FF4A064, 55EE46AE, BC3669A5, 3DFF9C0C, 8D7E53E4, 22A5FE6E, 31114FD9, 5B238DD1 
BC3669A5, C45F164E, 912FE998, D281927F, 55EE46AE, 5B238DD1, 695B23B7, 8D7E53E4, 97F9B88A, 31114FD9 
55EE46AE, 2211A508, C45F164E, BFA66244, D281927F, 31114FD9, 6FAA776F, 695B23B7, F94F9235, 97F9B88A 
D281927F, 80B1F3DE, 2211A508, 7C593B11, BFA66244, 97F9B88A, 4D94F720, 6FAA776F, 6C8EDDA5, F94F9235 
BFA66244, 3AA6A8F5, 80B1F3DE, 46942088, 7C593B11, F94F9235, D81C6137, 4D94F720, A9DDBDBE, 6C8EDDA5 
7C593B11, 9E4C4BF6, 3AA6A8F5, C7CF7A02, 46942088, 6C8EDDA5, B2ECCABD, D81C6137, 53DC8136, A9DDBDBE 
46942088, F929216E, 9E4C4BF6, 9AA3D4EA, C7CF7A02, A9DDBDBE, A96B1820, B2ECCABD, 7184DF60, 53DC8136 
C7CF7A02, D9AEEFAF, F929216E, 312FDA79, 9AA3D4EA, 53DC8136, 5A5E09B3, A96B1820, B32AF6CB, 7184DF60 
9AA3D4EA, 8BB34505, D9AEEFAF, A485BBE4, 312FDA79, 7184DF60, 616711FA, 5A5E09B3, AC6082A5, B32AF6CB 
312FDA79, 07067302, 8BB34505, BBBEBF66, A485BBE4, B32AF6CB, F4F47116, 616711FA, 7826CD69, AC6082A5 
A485BBE4, 51997747, 07067302, CD14162E, BBBEBF66, AC6082A5, FAE97297, F4F47116, 9C47E985, 7826CD69 
BBBEBF66, C213132C, 51997747, 19CC081C, CD14162E, 7826CD69, 887E5A3F, FAE97297, D1C45BD3, 9C47E985 
CD14162E, 29D001F0, C213132C, 65DD1D46, 19CC081C, 9C47E985, 187068EF, 887E5A3F, A5CA5FEB, D1C45BD3 
19CC081C, 2B59B58A, 29D001F0, 4C4CB308, 65DD1D46, D1C45BD3, 56C66FD3, 187068EF, F968FE21, A5CA5FEB 
65DD1D46, C45681A6, 2B59B58A, 4007C0A7, 4C4CB308, A5CA5FEB, D718432A, 56C66FD3, C1A3BC61, F968FE21 
4C4CB308, 2E32CA16, C45681A6, 66D628AD, 4007C0A7, F968FE21, 775BA27D, D718432A, 19BF4D5B, C1A3BC61 
4007C0A7, 5C712D51, 2E32CA16, 5A069B11, 66D628AD, C1A3BC61, 6243D22F, 775BA27D, 610CAB5C, 19BF4D5B 
66D628AD, 989BC126, 5C712D51, CB2858B8, 5A069B11, 19BF4D5B, 44DCD35A, 6243D22F, 6E89F5DD, 610CAB5C 
5A069B11, 9EE4CA1F, 989BC126, C4B54571, CB2858B8, 610CAB5C, 8FBE3F7E, 44DCD35A, 0F48BD89, 6E89F5DD 
CB2858B8, F417F849, 9EE4CA1F, 6F049A62, C4B54571, 6E89F5DD, DA718428, 8FBE3F7E, 734D6913, 0F48BD89 
C4B54571, 75239882, F417F849, 93287E7B, 6F049A62, 0F48BD89, 91573E0A, DA718428, F8FDFA3E, 734D6913 
6F049A62, 3AC6B69F, 75239882, 5FE127D0, 93287E7B, 734D6913, 2A5224A6, 91573E0A, C610A369, F8FDFA3E 
93287E7B, 0B7C24AC, 3AC6B69F, 8E6209D4, 5FE127D0, F8FDFA3E, 8128FFB7, 2A5224A6, 5CF82A45, C610A369 
5FE127D0, 2854DCE0, 0B7C24AC, 1ADA7CEB, 8E6209D4, C610A369, FF374DFD, 8128FFB7, 489298A9, 5CF82A45 
8E6209D4, 267080E2, 2854DCE0, F092B02D, 1ADA7CEB, 5CF82A45, C5E0CCD7, FF374DFD, A3FEDE04, 489298A9 
1ADA7CEB, 7806D96F, 267080E2, 537380A1, F092B02D, 489298A9, 31860C44, C5E0CCD7, DD37F7FC, A3FEDE04 
F092B02D, 52638496, 7806D96F, C2038899, 537380A1, A3FEDE04, CEE7092B, 31860C44, 83335F17, DD37F7FC 
537380A1, 59FC5CDB, 52638496, 1B65BDE0, C2038899, DD37F7FC, 46827AAE, CEE7092B, 183110C6, 83335F17 
C2038899, 8AE30FBE, 59FC5CDB, 8E125949, 1B65BDE0, 83335F17, A757A907, 46827AAE, 9C24AF3B, 183110C6 
1B65BDE0, 4F4AEBED, 8AE30FBE, F1736D67, 8E125949, 183110C6, E90F38FC, A757A907, 09EAB91A, 9C24AF3B 
8E125949, 65BBCCCC, 4F4AEBED, 8C3EFA2B, F1736D67, 9C24AF3B, EC65CB85, E90F38FC, 5EA41E9D, 09EAB91A 
F1736D67, 0B3B88C1, 65BBCCCC, 2BAFB53D, 8C3EFA2B, 09EAB91A, 54B06FBD, EC65CB85, 3CE3F3A4, 5EA41E9D 
8C3EFA2B, 6DF30989, 0B3B88C1, EF333196, 2BAFB53D, 5EA41E9D, D8D6F0E3, 54B06FBD, 972E17B1, 3CE3F3A4 
2BAFB53D, 156421AC, 6DF30989, EE23042C, EF333196, 3CE3F3A4, B30DA892, D8D6F0E3, C1BEF552, 972E17B1 
EF333196, 6F54F9CA, 156421AC, CC2625B7, EE23042C, 972E17B1, F526A85A, B30DA892, 5BC38F63, C1BEF552 
EE23042C, A5D28921, 6F54F9CA, 9086B055, CC2625B7, C1BEF552, 5F5587DB, F526A85A, 36A24ACC, 5BC38F63 
CC2625B7, 2959D915, A5D28921, 53E729BD, 9086B055, 5BC38F63, 9FABAC24, 5F5587DB, 9AA16BD4, 36A24ACC 
9086B055, 4EFF0384, 2959D915, 4A248697, 53E729BD, 36A24ACC, 52E4FB9B, 9FABAC24, 561F6D7D, 9AA16BD4 
53E729BD, 17292945, 4EFF0384, 676454A5, 4A248697, 9AA16BD4, E13C3BDA, 52E4FB9B, AEB0927E, 561F6D7D 
4A248697, 5FE71F22, 17292945, FC0E113B, 676454A5, 561F6D7D, 71244E49, E13C3BDA, 93EE6D4B, AEB0927E 
676454A5, DC06A80F, 5FE71F22, A4A5145C, FC0E113B, AEB0927E, AA49234C, 71244E49, F0EF6B84, 93EE6D4B 
FC0E113B, 5BD21FC5, DC06A80F, 9C7C897F, A4A5145C, 93EE6D4B, 42532D95, AA49234C, 913925C4, F0EF6B84 
A4A5145C, 5587BC4F, 5BD21FC5, 1AA03F70, 9C7C897F, F0EF6B84, CDA86FD0, 42532D95, 248D32A9, 913925C4 
9C7C897F, A1755F6B, 5587BC4F, 487F156F, 1AA03F70, 913925C4, 69C12F76, CDA86FD0, 4CB65509, 248D32A9 
1AA03F70, 100A6B19, A1755F6B, 1EF13D56, 487F156F, 248D32A9, 44272219, 69C12F76, A1BF4336, 4CB65509 
487F156F, AA2CFD07, 100A6B19, D57DAE85, 1EF13D56, 4CB65509, CBD360C3, 44272219, 04BDD9A7, A1BF4336 
1EF13D56, 28246D22, AA2CFD07, 29AC6440, D57DAE85, A1BF4336, 27A64C2D, CBD360C3, 9C886510, 04BDD9A7 
D57DAE85, 4909C2BD, 28246D22, B3F41EA8, 29AC6440, 04BDD9A7, CCB70B88, 27A64C2D, 4D830F2F, 9C886510 
29AC6440, 9020271B, 4909C2BD, 91B488A0, B3F41EA8, 9C886510, 2020C0FC, CCB70B88, 9930B49E, 4D830F2F 
B3F41EA8, A557D838, 9020271B, 270AF524, 91B488A0, 4D830F2F, 7541E108, 2020C0FC, DC2E2332, 9930B49E 
91B488A0, F879D1F8, A557D838, 809C6E40, 270AF524, 9930B49E, 0A66EBF9, 7541E108, 8303F080, DC2E2332 
270AF524, 39BAC08A, F879D1F8, 5F60E295, 809C6E40, DC2E2332, A0AB24D8, 0A66EBF9, 078421D5, 8303F080 
809C6E40, DF212B9C, 39BAC08A, E747E3E1, 5F60E295, 8303F080, 44C068DD, A0AB24D8, 9BAFE429, 078421D5 
5F60E295, 46F2CD86, DF212B9C, EB0228E6, E747E3E1, 078421D5, 3F8B3B48, 44C068DD, AC936282, 9BAFE429 
E747E3E1, A17766F4, 46F2CD86, 84AE737C, EB0228E6, 9BAFE429, 873A41C4, 3F8B3B48, 01A37513, AC936282 
EB0228E6, FC20AA01, A17766F4, CB36191B, 84AE737C, AC936282, A2969EB4, 873A41C4, 2CED20FE, 01A37513 
84AE737C, 93A30DD9, FC20AA01, DD9BD285, CB36191B, 01A37513, 7B345F4F, A2969EB4, E907121C, 2CED20FE 
CB36191B, 98554E1C, 93A30DD9, 82A807F0, DD9BD285, 2CED20FE, 07B2EA78, 7B345F4F, 5A7AD28A, E907121C 
DD9BD285, 79D46BD1, 98554E1C, 8C37664E, 82A807F0, E907121C, 93451653, 07B2EA78, D17D3DEC, 5A7AD28A 
82A807F0, 5FBC55DB, 79D46BD1, 55387261, 8C37664E, 5A7AD28A, AA0DF949, 93451653, CBA9E01E, D17D3DEC 
8C37664E, DEF23A3B, 5FBC55DB, 51AF45E7, 55387261, D17D3DEC, 030FFB9A, AA0DF949, 14594E4D, CBA9E01E 
55387261, 287DB1EB, DEF23A3B, F1576D7E, 51AF45E7, CBA9E01E, 0D9CD217, 030FFB9A, 37E526A8, 14594E4D 
51AF45E7, CF955B8E, 287DB1EB, C8E8EF7B, F1576D7E, 14594E4D, BECE1BBD, 0D9CD217, 3FEE680C, 37E526A8 
F1576D7E, 83B6B7E8, CF955B8E, F6C7ACA1, C8E8EF7B, 37E526A8, D97CFEEC, BECE1BBD, 73485C36, 3FEE680C 
C8E8EF7B, 7943C443, 83B6B7E8, 556E3B3E, F6C7ACA1, 3FEE680C, DBEA79F5, D97CFEEC, 386EF6FB, 73485C36 
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F6C7ACA1, F336AA45, 7943C443, DADFA20E, 556E3B3E, 73485C36, 91704BDB, DBEA79F5, F3FBB365, 386EF6FB 
556E3B3E, 2FF847D6, F336AA45, 0F110DE5, DADFA20E, 386EF6FB, 40CBA97D, 91704BDB, A9E7D76F, F3FBB365 
DADFA20E, 33FE64C9, 2FF847D6, DAA917CC, 0F110DE5, F3FBB365, B0BD2456, 40CBA97D, C12F6E45, A9E7D76F 
0F110DE5, 78378FE9, 33FE64C9, E11F58BF, DAA917CC, A9E7D76F, CA09D415, B0BD2456, 2EA5F503, C12F6E45 

 
 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4, 
X'0, X'1, X'2, X'3, X'4, obtained during the processing of the second block. 
 
52720555, 3B09A402, 94C343B1, 9CEDC3EA, 9039D740, 52720555, 3B09A402, 94C343B1, 9CEDC3EA, 9039D740 
9039D740, 59874B6C, 3B09A402, 0D0EC653, 9CEDC3EA, 9039D740, 7FA6C9AF, 3B09A402, 0D0EC653, 9CEDC3EA 
9CEDC3EA, 1D0D43D8, 59874B6C, 269008EC, 0D0EC653, 9CEDC3EA, 149F92B4, 7FA6C9AF, 269008EC, 0D0EC653 
0D0EC653, EF3045D6, 1D0D43D8, 1D2DB166, 269008EC, 0D0EC653, 0E887E05, 149F92B4, 9B26BDFE, 269008EC 
269008EC, 1E6BC8AD, EF3045D6, 350F6074, 1D2DB166, 269008EC, 6E8757AC, 0E887E05, 7E4AD052, 9B26BDFE 
1D2DB166, 79CC70E3, 1E6BC8AD, C1175BBC, 350F6074, 9B26BDFE, 32C1290B, 6E8757AC, 21F8143A, 7E4AD052 
350F6074, 13A4B937, 79CC70E3, AF22B479, C1175BBC, 7E4AD052, 8EB02C5A, 32C1290B, 1D5EB1BA, 21F8143A 
C1175BBC, EE066CB9, 13A4B937, 31C38DE7, AF22B479, 21F8143A, 719EB9D9, 8EB02C5A, 04A42CCB, 1D5EB1BA 
AF22B479, A08AFF93, EE066CB9, 92E4DC4E, 31C38DE7, 1D5EB1BA, 3D5B8A9A, 719EB9D9, C0B16A3A, 04A42CCB 
31C38DE7, 89E27A43, A08AFF93, 19B2E7B8, 92E4DC4E, 04A42CCB, 47DEA0A3, 3D5B8A9A, 7AE765C6, C0B16A3A 
92E4DC4E, 50EEC8A1, 89E27A43, 2BFE4E82, 19B2E7B8, C0B16A3A, A6AACEE1, 47DEA0A3, 6E2A68F5, 7AE765C6 
19B2E7B8, 0FDE892D, 50EEC8A1, 89E90E27, 2BFE4E82, 7AE765C6, 4456D048, A6AACEE1, 7A828D1F, 6E2A68F5 
2BFE4E82, 47B046C8, 0FDE892D, BB228543, 89E90E27, 6E2A68F5, 072D166E, 4456D048, AB3B869A, 7A828D1F 
89E90E27, 5C8F582E, 47B046C8, 7A24B43F, BB228543, 7A828D1F, B37A11D1, 072D166E, 5B412111, AB3B869A 
BB228543, 3D7F05B8, 5C8F582E, C11B211E, 7A24B43F, AB3B869A, 654CBE94, B37A11D1, B459B81C, 5B412111 
7A24B43F, 962BCAF7, 3D7F05B8, 3D60B972, C11B211E, 5B412111, 6AFF9ABA, 654CBE94, E84746CD, B459B81C 
C11B211E, 1A459D2E, 962BCAF7, FC16E0F5, 3D60B972, B459B81C, EE0E390E, 6AFF9ABA, 32FA5195, E84746CD 
3D60B972, 1622907A, 1A459D2E, AF2BDE58, FC16E0F5, E84746CD, 569023C2, EE0E390E, FE6AE9AB, 32FA5195 
FC16E0F5, B75B2E49, 1622907A, 1674B869, AF2BDE58, 32FA5195, 5C2944E8, 569023C2, 38E43BB8, FE6AE9AB 
AF2BDE58, 6F16D4C4, B75B2E49, 8A41E858, 1674B869, FE6AE9AB, 103CE067, 5C2944E8, 408F095A, 38E43BB8 
1674B869, 46FDEE89, 6F16D4C4, 6CB926DD, 8A41E858, 38E43BB8, AB641473, 103CE067, A513A170, 408F095A 
8A41E858, E9F89F50, 46FDEE89, 5B5311BC, 6CB926DD, 408F095A, 25643DBF, AB641473, F3819C40, A513A170 
6CB926DD, EC9A614C, E9F89F50, F7BA251B, 5B5311BC, A513A170, E60A5336, 25643DBF, 9051CEAD, F3819C40 
5B5311BC, D525F69D, EC9A614C, E27D43A7, F7BA251B, F3819C40, FF4D318D, E60A5336, 90F6FC95, 9051CEAD 
F7BA251B, EDFBF331, D525F69D, 698533B2, E27D43A7, 9051CEAD, 6D5A28DD, FF4D318D, 294CDB98, 90F6FC95 
E27D43A7, 93C5E732, EDFBF331, 97DA7754, 698533B2, 90F6FC95, 855C140A, 6D5A28DD, 34C637FD, 294CDB98 
698533B2, 24907FDF, 93C5E732, EFCCC7B7, 97DA7754, 294CDB98, 79C1BC35, 855C140A, 68A375B5, 34C637FD 
97DA7754, E2193F3E, 24907FDF, 179CCA4F, EFCCC7B7, 34C637FD, B2D5EF34, 79C1BC35, 70502A15, 68A375B5 
EFCCC7B7, D3AD6006, E2193F3E, 41FF7C92, 179CCA4F, 68A375B5, DB87209A, B2D5EF34, 06F0D5E7, 70502A15 
179CCA4F, 6B8BFAB4, D3AD6006, 64FCFB88, 41FF7C92, 70502A15, 4DEC84F2, DB87209A, 57BCD2CB, 06F0D5E7 
41FF7C92, 5052D6EF, 6B8BFAB4, B5801B4E, 64FCFB88, 06F0D5E7, D4F6A30D, 4DEC84F2, 1C826B6E, 57BCD2CB 
64FCFB88, FF36EBC8, 5052D6EF, 2FEAD1AE, B5801B4E, 57BCD2CB, 0191C9F0, D4F6A30D, B213C937, 1C826B6E 
B5801B4E, 5A010C53, FF36EBC8, 4B5BBD41, 2FEAD1AE, 1C826B6E, 20FBAB36, 0191C9F0, DA8C3753, B213C937 
2FEAD1AE, 952BFB5D, 5A010C53, DBAF23FC, 4B5BBD41, B213C937, 7E796493, 20FBAB36, 4727C006, DA8C3753 
4B5BBD41, FE05BEE3, 952BFB5D, 04314D68, DBAF23FC, DA8C3753, C9EABB3E, 7E796493, EEACD883, 4727C006 
DBAF23FC, 2256AF69, FE05BEE3, AFED7654, 04314D68, 4727C006, B44977A5, C9EABB3E, E5924DF9, EEACD883 
04314D68, 5285B0D3, 2256AF69, 16FB8FF8, AFED7654, EEACD883, 287580C6, B44977A5, AAECFB27, E5924DF9 
AFED7654, 1DFB856C, 5285B0D3, 5ABDA489, 16FB8FF8, E5924DF9, 1E1DBD16, 287580C6, 25DE96D1, AAECFB27 
16FB8FF8, 32974404, 1DFB856C, 16C34D4A, 5ABDA489, AAECFB27, FBEB21BA, 1E1DBD16, D60318A1, 25DE96D1 
5ABDA489, 90AC71CE, 32974404, EE15B077, 16C34D4A, 25DE96D1, B74BF3E2, FBEB21BA, 76F45878, D60318A1 
16C34D4A, 849CCC12, 90AC71CE, 5D1010CA, EE15B077, D60318A1, 755BEDDF, B74BF3E2, AC86EBEF, 76F45878 
EE15B077, 340EBE92, 849CCC12, B1C73A42, 5D1010CA, 76F45878, 3CD099C6, 755BEDDF, 2FCF8ADD, AC86EBEF 
5D1010CA, F531E5F5, 340EBE92, 73304A12, B1C73A42, AC86EBEF, A19BBAA2, 3CD099C6, 6FB77DD5, 2FCF8ADD 
B1C73A42, 27528557, F531E5F5, 3AFA48D0, 73304A12, 2FCF8ADD, EFC554F1, A19BBAA2, 426718F3, 6FB77DD5 
73304A12, E4AFA69F, 27528557, C797D7D4, 3AFA48D0, 6FB77DD5, F56F1485, EFC554F1, 6EEA8A86, 426718F3 
3AFA48D0, E3462C93, E4AFA69F, 4A155C9D, C797D7D4, 426718F3, E0A1480A, F56F1485, 1553C7BF, 6EEA8A86 
C797D7D4, 3CF5CD85, E3462C93, BE9A7F92, 4A155C9D, 6EEA8A86, 9F80007D, E0A1480A, BC5217D5, 1553C7BF 
4A155C9D, B6C756F9, 3CF5CD85, 18B24F8D, BE9A7F92, 1553C7BF, 090898BE, 9F80007D, 85202B82, BC5217D5 
BE9A7F92, CC2AB627, B6C756F9, D73614F3, 18B24F8D, BC5217D5, A0CD75A2, 090898BE, 0001F67E, 85202B82 
18B24F8D, E5471921, CC2AB627, 1D5BE6DB, D73614F3, 85202B82, 95FE46E6, A0CD75A2, 2262F824, 0001F67E 
D73614F3, E8FEFBC6, E5471921, AAD89F30, 1D5BE6DB, 0001F67E, 4B55D832, 95FE46E6, 35D68A83, 2262F824 
1D5BE6DB, 788FFBE7, E8FEFBC6, 1C648795, AAD89F30, 2262F824, 681302D4, 4B55D832, F91B9A57, 35D68A83 
AAD89F30, FA97F1BB, 788FFBE7, FBEF1BA3, 1C648795, 35D68A83, 860F8E32, 681302D4, 5760C92D, F91B9A57 
1C648795, 2FE154B4, FA97F1BB, 3FEF9DE2, FBEF1BA3, F91B9A57, CA3DDAC0, 860F8E32, 4C0B51A0, 5760C92D 
FBEF1BA3, D884695B, 2FE154B4, 5FC6EFEA, 3FEF9DE2, 5760C92D, 7E790793, CA3DDAC0, 3E38CA18, 4C0B51A0 
3FEF9DE2, A09357E9, D884695B, 8552D0BF, 5FC6EFEA, 4C0B51A0, 4E0DF927, 7E790793, F76B0328, 3E38CA18 
5FC6EFEA, 019B9791, A09357E9, 11A56F62, 8552D0BF, 3E38CA18, 311DFB90, 4E0DF927, E41E4DF9, F76B0328 
8552D0BF, 70DB6FDF, 019B9791, 4D5FA682, 11A56F62, F76B0328, 24FA9DC7, 311DFB90, 37E49D38, E41E4DF9 
11A56F62, 82F104B4, 70DB6FDF, 6E5E4406, 4D5FA682, E41E4DF9, CE45E142, 24FA9DC7, 77EE40C4, 37E49D38 
4D5FA682, BFAB29F8, 82F104B4, 6DBF7DC3, 6E5E4406, 37E49D38, 9C4F267F, CE45E142, EA771C93, 77EE40C4 
6E5E4406, 880198A9, BFAB29F8, C412D20B, 6DBF7DC3, 77EE40C4, 06880805, 9C4F267F, 17850B39, EA771C93 
6DBF7DC3, 917C197C, 880198A9, ACA7E2FE, C412D20B, EA771C93, 7625BD09, 06880805, 3C99FE71, 17850B39 
C412D20B, 03E7992A, 917C197C, 0662A620, ACA7E2FE, 17850B39, 8720C8E7, 7625BD09, 2020141A, 3C99FE71 
ACA7E2FE, 824CEF7A, 03E7992A, F065F245, 0662A620, 3C99FE71, CBB7DA7A, 8720C8E7, 96F425D8, 2020141A 
0662A620, AF16F218, 824CEF7A, 9E64A80F, F065F245, 2020141A, 88851068, CBB7DA7A, 83239E1C, 96F425D8 
F065F245, EFC8943D, AF16F218, 33BDEA09, 9E64A80F, 96F425D8, C85C4EB8, 88851068, DF69EB2E, 83239E1C 
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9E64A80F, C80FF53B, EFC8943D, 5BC862BC, 33BDEA09, 83239E1C, 57BF18E2, C85C4EB8, 1441A222, DF69EB2E 
33BDEA09, 28DF9E36, C80FF53B, 2250F7BF, 5BC862BC, DF69EB2E, 48932C1A, 57BF18E2, 713AE321, 1441A222 
5BC862BC, 6E1D8950, 28DF9E36, 3FD4EF20, 2250F7BF, 1441A222, 15C7B0BD, 48932C1A, FC63895E, 713AE321 
2250F7BF, 21EEE621, 6E1D8950, 7E78D8A3, 3FD4EF20, 713AE321, FCBC9E78, 15C7B0BD, 4CB06922, FC63895E 
3FD4EF20, 561379BA, 21EEE621, 762541B8, 7E78D8A3, FC63895E, DD28EA60, FCBC9E78, 1EC2F457, 4CB06922 
7E78D8A3, 4D0255C5, 561379BA, BB988487, 762541B8, 4CB06922, CF1BB810, DD28EA60, F279E3F2, 1EC2F457 
762541B8, 966845EC, 4D0255C5, 4DE6E958, BB988487, 1EC2F457, 5D899D62, CF1BB810, A3A98374, F279E3F2 
BB988487, D922DEB8, 966845EC, 09571534, 4DE6E958, F279E3F2, F1144141, 5D899D62, 6EE0433C, A3A98374 
4DE6E958, B919B2A3, D922DEB8, A117B259, 09571534, A3A98374, 940BBA12, F1144141, 26758976, 6EE0433C 
09571534, D3CF80F9, B919B2A3, 8B7AE364, A117B259, 6EE0433C, 33DDA9B5, 940BBA12, 510507C4, 26758976 
A117B259, F548EA98, D3CF80F9, 66CA8EE4, 8B7AE364, 26758976, DCE0B562, 33DDA9B5, 2EE84A50, 510507C4 
8B7AE364, A1D3372D, F548EA98, 3E03E74F, 66CA8EE4, 510507C4, C103FBE9, DCE0B562, 76A6D4CF, 2EE84A50 
66CA8EE4, 6578D66C, A1D3372D, 23AA63D5, 3E03E74F, 2EE84A50, 832961D9, C103FBE9, 82D58B73, 76A6D4CF 
3E03E74F, 57C29604, 6578D66C, 4CDCB687, 23AA63D5, 76A6D4CF, B183744E, 832961D9, 0FEFA704, 82D58B73 
23AA63D5, 27F5E937, 57C29604, E359B195, 4CDCB687, 82D58B73, E710A112, B183744E, A587660C, 0FEFA704 

 
The hash-code is the following 160-bit string. 
 

12 A0 53 38 4A 9C 0C 88 E4 05 A0 6C 27 DC F4 9A DA 62 EB 2B 
 
A.1.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 160-bit string. 
 

52 78 32 43 C1 69 7B DB E1 6D 37 F9 7F 68 F0 83 25 DC 15 28 
 
A.1.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of  
 

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

The hash-code is the following 160-bit string. 
 

6f 3f a3 9b 6b 50 3c 38 4f 91 9a 49 a7 aa 5c 2c 08 bd fb 45 
 
A.1.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 

The hash-code is the following 160-bit string. 
 

94 c2 64 11 54 04 e6 33 79 0d fc c8 7b 58 7d 36 77 06 7d 9f 
 

A.2 Dedicated Hash-Function 2 

A.2.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 128-bit string. 
 

CD F2 62 13 A1 50 DC 3E CB 61 0F 18 F6 B3 8B 46 
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A.2.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
 
The hash-code is the following 128-bit string. 
 

86 BE 7A FA 33 9D 0F C7 CF C7 85 E7 2F 57 8D 33 
 
A.2.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’.  This is 
equivalent to the bit-string: ‘01100001 01100010 01100011’. 
 
After the padding process, the single 16-word block derived from the data-string is as follows. 
  
80636261  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  00000018  00000000 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X'0, 
X'1, X'2, X'3. 
 

67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476 
10325476, 6D431A77, EFCDAB89, 98BADCFE, 10325476, 70376F40, EFCDAB89, 98BADCFE 
98BADCFE, B05D8A99, 6D431A77, EFCDAB89, 98BADCFE, 989F6BB0, 70376F40, EFCDAB89 
EFCDAB89, 0C32E5C7, B05D8A99, 6D431A77, EFCDAB89, 39B14904, 989F6BB0, 70376F40 
6D431A77, A20B2C0F, 0C32E5C7, B05D8A99, 70376F40, 671C03CC, 39B14904, 989F6BB0 
B05D8A99, 74EBB911, A20B2C0F, 0C32E5C7, 989F6BB0, BFD55C42, 671C03CC, 39B14904 
0C32E5C7, 2FFB728B, 74EBB911, A20B2C0F, 39B14904, A12F346F, BFD55C42, 671C03CC 
A20B2C0F, A766AE02, 2FFB728B, 74EBB911, 671C03CC, 989C2210, A12F346F, BFD55C42 
74EBB911, 03234F3D, A766AE02, 2FFB728B, BFD55C42, 0F95FBEA, 989C2210, A12F346F 
2FFB728B, 52662805, 03234F3D, A766AE02, A12F346F, 068D5115, 0F95FBEA, 989C2210 
A766AE02, E778A4C3, 52662805, 03234F3D, 989C2210, AFCD27FC, 068D5115, 0F95FBEA 
03234F3D, 1C7F5769, E778A4C3, 52662805, 0F95FBEA, CBD1F3F8, AFCD27FC, 068D5115 
52662805, 95765642, 1C7F5769, E778A4C3, 068D5115, CFFE405F, CBD1F3F8, AFCD27FC 
E778A4C3, 35F37B70, 95765642, 1C7F5769, AFCD27FC, 2B55C9C3, CFFE405F, CBD1F3F8 
1C7F5769, 398F8F52, 35F37B70, 95765642, CBD1F3F8, DD6A43FB, 2B55C9C3, CFFE405F 
95765642, 13F3C36B, 398F8F52, 35F37B70, CFFE405F, 049B909E, DD6A43FB, 2B55C9C3 
35F37B70, 058D8BB5, 13F3C36B, 398F8F52, 2B55C9C3, 3713BFFD, 049B909E, DD6A43FB 
398F8F52, FCBE3664, 058D8BB5, 13F3C36B, DD6A43FB, 82ADDB53, 3713BFFD, 049B909E 
13F3C36B, F7F306A6, FCBE3664, 058D8BB5, 049B909E, CC1D8105, 82ADDB53, 3713BFFD 
058D8BB5, 34CC3963, F7F306A6, FCBE3664, 3713BFFD, BE09159A, CC1D8105, 82ADDB53 
FCBE3664, 416E8BA0, 34CC3963, F7F306A6, 82ADDB53, 541AE568, BE09159A, CC1D8105 
F7F306A6, EDE91870, 416E8BA0, 34CC3963, CC1D8105, 27D40F94, 541AE568, BE09159A 
34CC3963, C352C547, EDE91870, 416E8BA0, BE09159A, 675C363A, 27D40F94, 541AE568 
416E8BA0, 5D5EEE28, C352C547, EDE91870, 541AE568, 77F3A38B, 675C363A, 27D40F94 
EDE91870, 6CC4BEF2, 5D5EEE28, C352C547, 27D40F94, 84D73C44, 77F3A38B, 675C363A 
C352C547, E140970B, 6CC4BEF2, 5D5EEE28, 675C363A, D2958F37, 84D73C44, 77F3A38B 
5D5EEE28, 79F631A9, E140970B, 6CC4BEF2, 77F3A38B, FC39C927, D2958F37, 84D73C44 
6CC4BEF2, 038E0E91, 79F631A9, E140970B, 84D73C44, E3A5A4DE, FC39C927, D2958F37 
E140970B, 1B942D52, 038E0E91, 79F631A9, D2958F37, 4BA3A889, E3A5A4DE, FC39C927 
79F631A9, 496AECFD, 1B942D52, 038E0E91, FC39C927, A964BA74, 4BA3A889, E3A5A4DE 
038E0E91, FE6CD56F, 496AECFD, 1B942D52, E3A5A4DE, 7AF9DBB0, A964BA74, 4BA3A889 
1B942D52, 2E94F501, FE6CD56F, 496AECFD, 4BA3A889, 7DA68EA9, 7AF9DBB0, A964BA74 
496AECFD, 584E8E58, 2E94F501, FE6CD56F, A964BA74, 9C7247E5, 7DA68EA9, 7AF9DBB0 
FE6CD56F, 41A17EFA, 584E8E58, 2E94F501, 7AF9DBB0, 0130312B, 9C7247E5, 7DA68EA9 
2E94F501, 8981C6CD, 41A17EFA, 584E8E58, 7DA68EA9, 90552232, 0130312B, 9C7247E5 
584E8E58, 400A93E1, 8981C6CD, 41A17EFA, 9C7247E5, 99C1FBA4, 90552232, 0130312B 
41A17EFA, 841F817F, 400A93E1, 8981C6CD, 0130312B, 9D481CD2, 99C1FBA4, 90552232 
8981C6CD, 659379BE, 841F817F, 400A93E1, 90552232, F5AABE07, 9D481CD2, 99C1FBA4 
400A93E1, AB3D9A70, 659379BE, 841F817F, 99C1FBA4, C3AFB7E6, F5AABE07, 9D481CD2 
841F817F, D3D21DC8, AB3D9A70, 659379BE, 9D481CD2, 473E2B79, C3AFB7E6, F5AABE07 
659379BE, 38C8D29D, D3D21DC8, AB3D9A70, F5AABE07, C4CAFF99, 473E2B79, C3AFB7E6 
AB3D9A70, 738B9B0F, 38C8D29D, D3D21DC8, C3AFB7E6, A2879AA4, C4CAFF99, 473E2B79 
D3D21DC8, 8528B83E, 738B9B0F, 38C8D29D, 473E2B79, 56565EDB, A2879AA4, C4CAFF99 
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38C8D29D, 7345AF18, 8528B83E, 738B9B0F, C4CAFF99, E7A4BD86, 56565EDB, A2879AA4 
738B9B0F, FFCCC52B, 7345AF18, 8528B83E, A2879AA4, 974B9E10, E7A4BD86, 56565EDB 
8528B83E, A77E902B, FFCCC52B, 7345AF18, 56565EDB, 96CC5AE1, 974B9E10, E7A4BD86 
7345AF18, CB9C6C83, A77E902B, FFCCC52B, E7A4BD86, 57E6A772, 96CC5AE1, 974B9E10 
FFCCC52B, 38A2DA83, CB9C6C83, A77E902B, 974B9E10, F10B6CF5, 57E6A772, 96CC5AE1 
A77E902B, 487F9401, 38A2DA83, CB9C6C83, 96CC5AE1, 90426E6B, F10B6CF5, 57E6A772 
CB9C6C83, C7184576, 487F9401, 38A2DA83, 57E6A772, 0066E6BE, 90426E6B, F10B6CF5 
38A2DA83, 56D619B1, C7184576, 487F9401, F10B6CF5, 22D17257, 0066E6BE, 90426E6B 
487F9401, 3A35A3C5, 56D619B1, C7184576, 90426E6B, 016777A4, 22D17257, 0066E6BE 
C7184576, B5517538, 3A35A3C5, 56D619B1, 0066E6BE, 9A8DC5A0, 016777A4, 22D17257 
56D619B1, 4609C4C2, B5517538, 3A35A3C5, 22D17257, A9C46E68, 9A8DC5A0, 016777A4 
3A35A3C5, D5C2B699, 4609C4C2, B5517538, 016777A4, 13B0D540, A9C46E68, 9A8DC5A0 
B5517538, 342AF741, D5C2B699, 4609C4C2, 9A8DC5A0, 983D8B08, 13B0D540, A9C46E68 
4609C4C2, 38286DDA, 342AF741, D5C2B699, A9C46E68, 96084F4E, 983D8B08, 13B0D540 
D5C2B699, 9BCEEC0A, 38286DDA, 342AF741, 13B0D540, D25FDBB1, 96084F4E, 983D8B08 
342AF741, 5803DF3A, 9BCEEC0A, 38286DDA, 983D8B08, 35EA6FE0, D25FDBB1, 96084F4E 
38286DDA, E1B026EB, 5803DF3A, 9BCEEC0A, 96084F4E, B862709F, 35EA6FE0, D25FDBB1 
9BCEEC0A, 31587C22, E1B026EB, 5803DF3A, D25FDBB1, C02839EB, B862709F, 35EA6FE0 
5803DF3A, 9B25E1DC, 31587C22, E1B026EB, 35EA6FE0, 00245200, C02839EB, B862709F 
E1B026EB, 2205379E, 9B25E1DC, 31587C22, B862709F, CB116A95, 00245200, C02839EB 
31587C22, 5E3334A3, 2205379E, 9B25E1DC, C02839EB, B90EE1BF, CB116A95, 00245200 
9B25E1DC, 56F80FA9, 5E3334A3, 2205379E, 00245200, 64132D32, B90EE1BF, CB116A95 

 
The hash-code is the following 128-bit string. 
 

C1 4A 12 19 9C 66 E4 BA 84 63 6B 0F 69 14 4C 77 
 
A.2.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of 
 

‘message digest’ 
 
The hash-code is the following 128-bit string. 
 

9E 32 7B 3D 6E 52 30 62 AF C1 13 2D 7D F9 D1 B8 
 
A.2.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of 
  

‘abcdefghijklmnopqrstuvwxyz’ 
 
The hash-code is the following 128-bit string. 
 

FD 2A A6 07 F7 1D C8 F5 10 71 49 22 B3 71 83 4E 
 
A.2.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of 
  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 
 
The hash-code is the following 128-bit string. 
 

D1 E9 59 EB 17 9C 91 1F AE A4 62 4C 60 C5 C7 02 
 
A.2.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
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‘1234567890’ 
 
The hash-code is the following 128-bit string. 
 

3F 45 EF 19 47 32 C2 DB B2 C4 A2 C7 69 79 5F A3 
 
A.2.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of 
  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 
 
After the padding process, the two 16-word blocks derived from the data-string are as follows. 
  
64636261  65646362  66656463  67666564  68676665  69686766  6A696867  6B6A6968 
6C6B6A69  6D6C6B6A  6E6D6C6B  6F6E6D6C  706F6E6D  71706F6E  00000080  00000000 

 
00000000  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  000001C0  00000000 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X'0, 
X'1, X'2, X'3 obtained during the processing of the first block. 
 

67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476 
10325476, 6D431997, EFCDAB89, 98BADCFE, 10325476, D89ED5A9, EFCDAB89, 98BADCFE 
98BADCFE, C9AE23F2, 6D431997, EFCDAB89, 98BADCFE, 69B10AC1, D89ED5A9, EFCDAB89 
EFCDAB89, 69A6A520, C9AE23F2, 6D431997, EFCDAB89, B661DB9C, 69B10AC1, D89ED5A9 
6D431997, FB032247, 69A6A520, C9AE23F2, D89ED5A9, ABACC2AF, B661DB9C, 69B10AC1 
C9AE23F2, 16C49226, FB032247, 69A6A520, 69B10AC1, D412CAD1, ABACC2AF, B661DB9C 
69A6A520, 77A099B7, 16C49226, FB032247, B661DB9C, E2DEDF22, D412CAD1, ABACC2AF 
FB032247, 3B9BAEB7, 77A099B7, 16C49226, ABACC2AF, CFB03688, E2DEDF22, D412CAD1 
16C49226, DA61AB82, 3B9BAEB7, 77A099B7, D412CAD1, 72599389, CFB03688, E2DEDF22 
77A099B7, 54C888CC, DA61AB82, 3B9BAEB7, E2DEDF22, CF3CD682, 72599389, CFB03688 
3B9BAEB7, F2635347, 54C888CC, DA61AB82, CFB03688, B235784E, CF3CD682, 72599389 
DA61AB82, E2CAC9B4, F2635347, 54C888CC, 72599389, 881678DF, B235784E, CF3CD682 
54C888CC, 9596C718, E2CAC9B4, F2635347, CF3CD682, E815373B, 881678DF, B235784E 
F2635347, 9DD54912, 9596C718, E2CAC9B4, B235784E, BD994B56, E815373B, 881678DF 
E2CAC9B4, 2E8539A7, 9DD54912, 9596C718, 881678DF, B0055655, BD994B56, E815373B 
9596C718, 2303C213, 2E8539A7, 9DD54912, E815373B, CC87EF5A, B0055655, BD994B56 
9DD54912, EA79BE25, 2303C213, 2E8539A7, BD994B56, 6B24384D, CC87EF5A, B0055655 
2E8539A7, 23D7CB45, EA79BE25, 2303C213, B0055655, 93E7329F, 6B24384D, CC87EF5A 
2303C213, F028EF04, 23D7CB45, EA79BE25, CC87EF5A, 35B95AE7, 93E7329F, 6B24384D 
EA79BE25, 48863F19, F028EF04, 23D7CB45, 6B24384D, 06C6536D, 35B95AE7, 93E7329F 
23D7CB45, 514C81B6, 48863F19, F028EF04, 93E7329F, FF1C5DC7, 06C6536D, 35B95AE7 
F028EF04, 6102CE67, 514C81B6, 48863F19, 35B95AE7, D0D541F1, FF1C5DC7, 06C6536D 
48863F19, 330485FD, 6102CE67, 514C81B6, 06C6536D, A94C0DD9, D0D541F1, FF1C5DC7 
514C81B6, 289E8C82, 330485FD, 6102CE67, FF1C5DC7, DEDC1E39, A94C0DD9, D0D541F1 
6102CE67, 13CC3A1D, 289E8C82, 330485FD, D0D541F1, 12D926C0, DEDC1E39, A94C0DD9 
330485FD, 40A226A6, 13CC3A1D, 289E8C82, A94C0DD9, ED7EDA63, 12D926C0, DEDC1E39 
289E8C82, 70BFB1A8, 40A226A6, 13CC3A1D, DEDC1E39, 9E52219C, ED7EDA63, 12D926C0 
13CC3A1D, CE1D1A37, 70BFB1A8, 40A226A6, 12D926C0, F5D22339, 9E52219C, ED7EDA63 
40A226A6, EC9F7830, CE1D1A37, 70BFB1A8, ED7EDA63, 0BC5B4FC, F5D22339, 9E52219C 
70BFB1A8, 3CF2D6EE, EC9F7830, CE1D1A37, 9E52219C, FCFBD391, 0BC5B4FC, F5D22339 
CE1D1A37, F0C1F95C, 3CF2D6EE, EC9F7830, F5D22339, 2B6A389B, FCFBD391, 0BC5B4FC 
EC9F7830, 9A351A9D, F0C1F95C, 3CF2D6EE, 0BC5B4FC, FBF85B05, 2B6A389B, FCFBD391 
3CF2D6EE, 138B0685, 9A351A9D, F0C1F95C, FCFBD391, F7BBBE8B, FBF85B05, 2B6A389B 
F0C1F95C, EA3574D1, 138B0685, 9A351A9D, 2B6A389B, C8592ACC, F7BBBE8B, FBF85B05 
9A351A9D, 4719C849, EA3574D1, 138B0685, FBF85B05, FE2D3EFA, C8592ACC, F7BBBE8B 
138B0685, 57F52A13, 4719C849, EA3574D1, F7BBBE8B, 5411CC34, FE2D3EFA, C8592ACC 
EA3574D1, 4751F880, 57F52A13, 4719C849, C8592ACC, DC8ED546, 5411CC34, FE2D3EFA 
4719C849, 80605BAF, 4751F880, 57F52A13, FE2D3EFA, 55C1E317, DC8ED546, 5411CC34 
57F52A13, 1E53AD4A, 80605BAF, 4751F880, 5411CC34, 0B92E4F0, 55C1E317, DC8ED546 
4751F880, 1ABEED79, 1E53AD4A, 80605BAF, DC8ED546, 5E192900, 0B92E4F0, 55C1E317 
80605BAF, 75EACBB7, 1ABEED79, 1E53AD4A, 55C1E317, 186EB0CF, 5E192900, 0B92E4F0 
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1E53AD4A, 08AC1056, 75EACBB7, 1ABEED79, 0B92E4F0, 8F3A64E3, 186EB0CF, 5E192900 
1ABEED79, 9BDB7A88, 08AC1056, 75EACBB7, 5E192900, 3701E7B3, 8F3A64E3, 186EB0CF 
75EACBB7, ADF32F05, 9BDB7A88, 08AC1056, 186EB0CF, 6CE969E9, 3701E7B3, 8F3A64E3 
08AC1056, 2277B80D, ADF32F05, 9BDB7A88, 8F3A64E3, EE7224D5, 6CE969E9, 3701E7B3 
9BDB7A88, 535DBB9A, 2277B80D, ADF32F05, 3701E7B3, 3E849D0F, EE7224D5, 6CE969E9 
ADF32F05, 2A494EC5, 535DBB9A, 2277B80D, 6CE969E9, DDBD8EE7, 3E849D0F, EE7224D5 
2277B80D, 693C7A09, 2A494EC5, 535DBB9A, EE7224D5, C3DDAC40, DDBD8EE7, 3E849D0F 
535DBB9A, 148A5796, 693C7A09, 2A494EC5, 3E849D0F, 5E0E10B9, C3DDAC40, DDBD8EE7 
2A494EC5, D2932448, 148A5796, 693C7A09, DDBD8EE7, 1CCB75AF, 5E0E10B9, C3DDAC40 
693C7A09, 39CA97B6, D2932448, 148A5796, C3DDAC40, 27F81499, 1CCB75AF, 5E0E10B9 
148A5796, 770BCE98, 39CA97B6, D2932448, 5E0E10B9, 82843491, 27F81499, 1CCB75AF 
D2932448, 8C4DC6AF, 770BCE98, 39CA97B6, 1CCB75AF, 4E4E13E9, 82843491, 27F81499 
39CA97B6, 048CC517, 8C4DC6AF, 770BCE98, 27F81499, 03BD1BD9, 4E4E13E9, 82843491 
770BCE98, 419960CF, 048CC517, 8C4DC6AF, 82843491, 6FA999B7, 03BD1BD9, 4E4E13E9 
8C4DC6AF, 407700EE, 419960CF, 048CC517, 4E4E13E9, 37B18629, 6FA999B7, 03BD1BD9 
048CC517, E60ABEC4, 407700EE, 419960CF, 03BD1BD9, 9EA44395, 37B18629, 6FA999B7 
419960CF, 0E248A8B, E60ABEC4, 407700EE, 6FA999B7, F877D28C, 9EA44395, 37B18629 
407700EE, 10667792, 0E248A8B, E60ABEC4, 37B18629, F63EA862, F877D28C, 9EA44395 
E60ABEC4, 646BB7A8, 10667792, 0E248A8B, 9EA44395, 424072F0, F63EA862, F877D28C 
0E248A8B, 625CCE22, 646BB7A8, 10667792, F877D28C, 3B7642B8, 424072F0, F63EA862 
10667792, 8E0E1101, 625CCE22, 646BB7A8, F63EA862, CD620F4E, 3B7642B8, 424072F0 
646BB7A8, C23D3583, 8E0E1101, 625CCE22, 424072F0, BFAA1A02, CD620F4E, 3B7642B8 
625CCE22, 81DE3DC5, C23D3583, 8E0E1101, 3B7642B8, 1BA7FD36, BFAA1A02, CD620F4E 
8E0E1101, D24E4181, 81DE3DC5, C23D3583, CD620F4E, E62BB2A4, 1BA7FD36, BFAA1A02 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X'0, 
X'1, X'2, X'3 obtained during the processing of the second block. 
 

31560350, 285A21CF, 846C181B, 553B61B8, 31560350, 285A21CF, 846C181B, 553B61B8 
553B61B8, 1ADDE153, 285A21CF, 846C181B, 553B61B8, 56C8C102, 285A21CF, 846C181B 
846C181B, CE8FC309, 1ADDE153, 285A21CF, 846C181B, 702249A4, 56C8C102, 285A21CF 
285A21CF, 0DD8403A, CE8FC309, 1ADDE153, 285A21CF, 22CB0A97, 702249A4, 56C8C102 
1ADDE153, 4842F01E, 0DD8403A, CE8FC309, 56C8C102, 35B2DCDF, 22CB0A97, 702249A4 
CE8FC309, BE6A9014, 4842F01E, 0DD8403A, 702249A4, D2EFFB4A, 35B2DCDF, 22CB0A97 
0DD8403A, 7FE339CA, BE6A9014, 4842F01E, 22CB0A97, 59EA6C60, D2EFFB4A, 35B2DCDF 
4842F01E, D1CCFD4B, 7FE339CA, BE6A9014, 35B2DCDF, 82DEA3AE, 59EA6C60, D2EFFB4A 
BE6A9014, 108966B1, D1CCFD4B, 7FE339CA, D2EFFB4A, 4481FDE2, 82DEA3AE, 59EA6C60 
7FE339CA, 899223E8, 108966B1, D1CCFD4B, 59EA6C60, 13BB8F73, 4481FDE2, 82DEA3AE 
D1CCFD4B, 5E3B9917, 899223E8, 108966B1, 82DEA3AE, 946BD478, 13BB8F73, 4481FDE2 
108966B1, 7666663B, 5E3B9917, 899223E8, 4481FDE2, BD0605EA, 946BD478, 13BB8F73 
899223E8, A1BAD92C, 7666663B, 5E3B9917, 13BB8F73, 36F99153, BD0605EA, 946BD478 
5E3B9917, DE527A04, A1BAD92C, 7666663B, 946BD478, EB4AE872, 36F99153, BD0605EA 
7666663B, E52F1533, DE527A04, A1BAD92C, BD0605EA, 7C346442, EB4AE872, 36F99153 
A1BAD92C, 5C3C2C22, E52F1533, DE527A04, 36F99153, AFA320AD, 7C346442, EB4AE872 
DE527A04, FC1C4108, 5C3C2C22, E52F1533, EB4AE872, B4905651, AFA320AD, 7C346442 
E52F1533, 0A03E84B, FC1C4108, 5C3C2C22, 7C346442, 02E94FA1, B4905651, AFA320AD 
5C3C2C22, FB74BD26, 0A03E84B, FC1C4108, AFA320AD, E08D1799, 02E94FA1, B4905651 
FC1C4108, C78DC5C4, FB74BD26, 0A03E84B, B4905651, 69AFAA80, E08D1799, 02E94FA1 
0A03E84B, ACF60434, C78DC5C4, FB74BD26, 02E94FA1, FA665E46, 69AFAA80, E08D1799 
FB74BD26, 58F751E0, ACF60434, C78DC5C4, E08D1799, 269AB7E3, FA665E46, 69AFAA80 
C78DC5C4, EB75C7CB, 58F751E0, ACF60434, 69AFAA80, 0F06388B, 269AB7E3, FA665E46 
ACF60434, 83C0A8B7, EB75C7CB, 58F751E0, FA665E46, FD44FBD5, 0F06388B, 269AB7E3 
58F751E0, 27C87178, 83C0A8B7, EB75C7CB, 269AB7E3, DBBC0190, FD44FBD5, 0F06388B 
EB75C7CB, B7B9163F, 27C87178, 83C0A8B7, 0F06388B, D0E3FC2B, DBBC0190, FD44FBD5 
83C0A8B7, 0FA1C6DC, B7B9163F, 27C87178, FD44FBD5, 7D87B4BA, D0E3FC2B, DBBC0190 
27C87178, 2CC60316, 0FA1C6DC, B7B9163F, DBBC0190, 68367FDB, 7D87B4BA, D0E3FC2B 
B7B9163F, 08029C44, 2CC60316, 0FA1C6DC, D0E3FC2B, 53AB5439, 68367FDB, 7D87B4BA 
0FA1C6DC, F693A10E, 08029C44, 2CC60316, 7D87B4BA, E78B75B5, 53AB5439, 68367FDB 
2CC60316, 356224B9, F693A10E, 08029C44, 68367FDB, 830530DF, E78B75B5, 53AB5439 
08029C44, 669F7869, 356224B9, F693A10E, 53AB5439, 67FCB1AC, 830530DF, E78B75B5 
F693A10E, 7B70C168, 669F7869, 356224B9, E78B75B5, 757BB243, 67FCB1AC, 830530DF 
356224B9, 037FB19C, 7B70C168, 669F7869, 830530DF, F0CA8878, 757BB243, 67FCB1AC 
669F7869, 9B0A10B3, 037FB19C, 7B70C168, 67FCB1AC, FA10CB33, F0CA8878, 757BB243 
7B70C168, 9D015956, 9B0A10B3, 037FB19C, 757BB243, 5487E56C, FA10CB33, F0CA8878 
037FB19C, 6A7DE5F4, 9D015956, 9B0A10B3, F0CA8878, A5D33699, 5487E56C, FA10CB33 
9B0A10B3, E522D913, 6A7DE5F4, 9D015956, FA10CB33, BEB495BC, A5D33699, 5487E56C 
9D015956, 0EFD42E5, E522D913, 6A7DE5F4, 5487E56C, 05202F93, BEB495BC, A5D33699 
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6A7DE5F4, 7902100B, 0EFD42E5, E522D913, A5D33699, BACE7DD9, 05202F93, BEB495BC 
E522D913, 1ACEFABC, 7902100B, 0EFD42E5, BEB495BC, 08D045DD, BACE7DD9, 05202F93 
0EFD42E5, E07378FF, 1ACEFABC, 7902100B, 05202F93, 5448A3A0, 08D045DD, BACE7DD9 
7902100B, 489C7A1A, E07378FF, 1ACEFABC, BACE7DD9, D98BE3AA, 5448A3A0, 08D045DD 
1ACEFABC, C02A45A5, 489C7A1A, E07378FF, 08D045DD, 12EC982F, D98BE3AA, 5448A3A0 
E07378FF, 3068DDE8, C02A45A5, 489C7A1A, 5448A3A0, 4A1EB2B2, 12EC982F, D98BE3AA 
489C7A1A, D5DD5018, 3068DDE8, C02A45A5, D98BE3AA, D677AAA8, 4A1EB2B2, 12EC982F 
C02A45A5, B9D75D76, D5DD5018, 3068DDE8, 12EC982F, 5AA89133, D677AAA8, 4A1EB2B2 
3068DDE8, 51A9B2DD, B9D75D76, D5DD5018, 4A1EB2B2, 49BCE169, 5AA89133, D677AAA8 
D5DD5018, 36F589C4, 51A9B2DD, B9D75D76, D677AAA8, CF4FA8D2, 49BCE169, 5AA89133 
B9D75D76, B5C60EAF, 36F589C4, 51A9B2DD, 5AA89133, C1985969, CF4FA8D2, 49BCE169 
51A9B2DD, 725DF80C, B5C60EAF, 36F589C4, 49BCE169, 427440B4, C1985969, CF4FA8D2 
36F589C4, 3F7A2507, 725DF80C, B5C60EAF, CF4FA8D2, 60927896, 427440B4, C1985969 
B5C60EAF, 9D539EB6, 3F7A2507, 725DF80C, C1985969, 7050ED96, 60927896, 427440B4 
725DF80C, 5A249895, 9D539EB6, 3F7A2507, 427440B4, CBC74513, 7050ED96, 60927896 
3F7A2507, A7CECDCD, 5A249895, 9D539EB6, 60927896, 8431C75E, CBC74513, 7050ED96 
9D539EB6, F8DCD12B, A7CECDCD, 5A249895, 7050ED96, 0E3A1C68, 8431C75E, CBC74513 
5A249895, 3E30DB2A, F8DCD12B, A7CECDCD, CBC74513, 62EEEC87, 0E3A1C68, 8431C75E 
A7CECDCD, A25D36CE, 3E30DB2A, F8DCD12B, 8431C75E, 2B1F312D, 62EEEC87, 0E3A1C68 
F8DCD12B, A92CF759, A25D36CE, 3E30DB2A, 0E3A1C68, FB124197, 2B1F312D, 62EEEC87 
3E30DB2A, 0CD0BA66, A92CF759, A25D36CE, 62EEEC87, DB8A5C11, FB124197, 2B1F312D 
A25D36CE, AF62D775, 0CD0BA66, A92CF759, 2B1F312D, EC3264DC, DB8A5C11, FB124197 
A92CF759, 69D4E1DF, AF62D775, 0CD0BA66, FB124197, 9AA87F7C, EC3264DC, DB8A5C11 
0CD0BA66, 0EE66339, 69D4E1DF, AF62D775, DB8A5C11, 04512915, 9AA87F7C, EC3264DC 
AF62D775, 5C5B5FBD, 0EE66339, 69D4E1DF, EC3264DC, C763272A, 04512915, 9AA87F7C 
69D4E1DF, 0D80E8CF, 5C5B5FBD, 0EE66339, 9AA87F7C, CCD7DF45, C763272A, 04512915 

 
The hash-code is the following 128-bit string. 
 

A1 AA 06 89 D0 FA FA 2D DC 22 E8 8B 49 13 3A 06 
 
A.2.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 128-bit string. 
 

4A 7F 57 23 F9 54 EB A1 21 6C 9D 8F 63 20 43 1F 
 
A.2.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of  
 

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

The hash-code is the following 128-bit string. 
 

d4 ec c9 13 e1 df 77 6b f4 8d e9 d5 5b 1f 25 46 
 
A.2.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 
The hash-code is the following 128-bit string. 
 

13 fc 13 e8 ef ff 34 7d e1 93 ff 46 db ac cf d4 
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A.3 Dedicated Hash-Function 3 

A.3.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 160-bit string. 
 

DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 AF D8 07 09 
 
A.3.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
 
The hash-code is the following 160-bit string. 
 

86 F7 E4 37 FA A5 A7 FC E1 5D 1D DC B9 EA EA EA 37 76 67 B8 
 
A.3.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’.  This is 
equivalent to the bit-string: ‘ 01100001 01100010 01100011’. 
 
After the padding process, the single 16-word block derived from the data-string is as follows. 
  
61626380  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  00000000  00000018 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4. 
 

0116FC33, 67452301, 7BF36AE2, 98BADCFE, 10325476 
8990536D, 0116FC33, 59D148C0, 7BF36AE2, 98BADCFE 
A1390F08, 8990536D, C045BF0C, 59D148C0, 7BF36AE2 
CDD8E11B, A1390F08, 626414DB, C045BF0C, 59D148C0 
CFD499DE, CDD8E11B, 284E43C2, 626414DB, C045BF0C 
3FC7CA40, CFD499DE, F3763846, 284E43C2, 626414DB 
993E30C1, 3FC7CA40, B3F52677, F3763846, 284E43C2 
9E8C07D4, 993E30C1, 0FF1F290, B3F52677, F3763846 
4B6AE328, 9E8C07D4, 664F8C30, 0FF1F290, B3F52677 
8351F929, 4B6AE328, 27A301F5, 664F8C30, 0FF1F290 
FBDA9E89, 8351F929, 12DAB8CA, 27A301F5, 664F8C30 
63188FE4, FBDA9E89, 60D47E4A, 12DAB8CA, 27A301F5 
4607B664, 63188FE4, 7EF6A7A2, 60D47E4A, 12DAB8CA 
9128F695, 4607B664, 18C623F9, 7EF6A7A2, 60D47E4A 
196BEE77, 9128F695, 1181ED99, 18C623F9, 7EF6A7A2 
20BDD62F, 196BEE77, 644A3DA5, 1181ED99, 18C623F9 
4E925823, 20BDD62F, C65AFB9D, 644A3DA5, 1181ED99 
82AA6728, 4E925823, C82F758B, C65AFB9D, 644A3DA5 
DC64901D, 82AA6728, D3A49608, C82F758B, C65AFB9D 
FD9E1D7D, DC64901D, 20AA99CA, D3A49608, C82F758B 
1A37B0CA, FD9E1D7D, 77192407, 20AA99CA, D3A49608 
33A23BFC, 1A37B0CA, 7F67875F, 77192407, 20AA99CA 
21283486, 33A23BFC, 868DEC32, 7F67875F, 77192407 
D541F12D, 21283486, 0CE88EFF, 868DEC32, 7F67875F 
C7567DC6, D541F12D, 884A0D21, 0CE88EFF, 868DEC32 
48413BA4, C7567DC6, 75507C4B, 884A0D21, 0CE88EFF 
BE35FBD5, 48413BA4, B1D59F71, 75507C4B, 884A0D21 
4AA84D97, BE35FBD5, 12104EE9, B1D59F71, 75507C4B 
8370B52E, 4AA84D97, 6F8D7EF5, 12104EE9, B1D59F71 
C5FBAF5D, 8370B52E, D2AA1365, 6F8D7EF5, 12104EE9 
1267B407, C5FBAF5D, A0DC2D4B, D2AA1365, 6F8D7EF5 
3B845D33, 1267B407, 717EEBD7, A0DC2D4B, D2AA1365 
046FAA0A, 3B845D33, C499ED01, 717EEBD7, A0DC2D4B 
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2C0EBC11, 046FAA0A, CEE1174C, C499ED01, 717EEBD7 
21796AD4, 2C0EBC11, 811BEA82, CEE1174C, C499ED01 
DCBBB0CB, 21796AD4, 4B03AF04, 811BEA82, CEE1174C 
0F511FD8, DCBBB0CB, 085E5AB5, 4B03AF04, 811BEA82 
DC63973F, 0F511FD8, F72EEC32, 085E5AB5, 4B03AF04 
4C986405, DC63973F, 03D447F6, F72EEC32, 085E5AB5 
32DE1CBA, 4C986405, F718E5CF, 03D447F6, F72EEC32 
FC87DEDF, 32DE1CBA, 53261901, F718E5CF, 03D447F6 
970A0D5C, FC87DEDF, 8CB7872E, 53261901, F718E5CF 
7F193DC5, 970A0D5C, FF21F7B7, 8CB7872E, 53261901 
EE1B1AAF, 7F193DC5, 25C28357, FF21F7B7, 8CB7872E 
40F28E09, EE1B1AAF, 5FC64F71, 25C28357, FF21F7B7 
1C51E1F2, 40F28E09, FB86C6AB, 5FC64F71, 25C28357 
A01B846C, 1C51E1F2, 503CA382, FB86C6AB, 5FC64F71 
BEAD02CA, A01B846C, 8714787C, 503CA382, FB86C6AB 
BAF39337, BEAD02CA, 2806E11B, 8714787C, 503CA382 
120731C5, BAF39337, AFAB40B2, 2806E11B, 8714787C 
641DB2CE, 120731C5, EEBCE4CD, AFAB40B2, 2806E11B 
3847AD66, 641DB2CE, 4481CC71, EEBCE4CD, AFAB40B2 
E490436D, 3847AD66, 99076CB3, 4481CC71, EEBCE4CD 
27E9F1D8, E490436D, 8E11EB59, 99076CB3, 4481CC71 
7B71F76D, 27E9F1D8, 792410DB, 8E11EB59, 99076CB3 
5E6456AF, 7B71F76D, 09FA7C76, 792410DB, 8E11EB59 
C846093F, 5E6456AF, 5EDC7DDB, 09FA7C76, 792410DB 
D262FF50, C846093F, D79915AB, 5EDC7DDB, 09FA7C76 
09D785FD, D262FF50, F211824F, D79915AB, 5EDC7DDB 
3F52DE5A, 09D785FD, 3498BFD4, F211824F, D79915AB 
D756C147, 3F52DE5A, 4275E17F, 3498BFD4, F211824F 
548C9CB2, D756C147, 8FD4B796, 4275E17F, 3498BFD4 
B66C020B, 548C9CB2, F5D5B051, 8FD4B796, 4275E17F 
6B61C9E1, B66C020B, 9523272C, F5D5B051, 8FD4B796 
19DFA7AC, 6B61C9E1, ED9B0082, 9523272C, F5D5B051 
101655F9, 19DFA7AC, 5AD87278, ED9B0082, 9523272C 
0C3DF2B4, 101655F9, 0677E9EB, 5AD87278, ED9B0082 
78DD4D2B, 0C3DF2B4, 4405957E, 0677E9EB, 5AD87278 
497093C0, 78DD4D2B, 030F7CAD, 4405957E, 0677E9EB 
3F2588C2, 497093C0, DE37534A, 030F7CAD, 4405957E 
C199F8C7, 3F2588C2, 125C24F0, DE37534A, 030F7CAD 
39859DE7, C199F8C7, 8FC96230, 125C24F0, DE37534A 
EDB42DE4, 39859DE7, F0667E31, 8FC96230, 125C24F0 
11793F6F, EDB42DE4, CE616779, F0667E31, 8FC96230 
5EE76897, 11793F6F, 3B6D0B79, CE616779, F0667E31 
63F7DAB7, 5EE76897, C45E4FDB, 3B6D0B79, CE616779 
A079B7D9, 63F7DAB7, D7B9DA25, C45E4FDB, 3B6D0B79 
860D21CC, A079B7D9, D8FDF6AD, D7B9DA25, C45E4FDB 
5738D5E1, 860D21CC, 681E6DF6, D8FDF6AD, D7B9DA25 
42541B35, 5738D5E1, 21834873, 681E6DF6, D8FDF6AD 

 
The hash-code is the following 160-bit string. 
 

A9 99 3E 36 47 06 81 6A BA 3E 25 71 78 50 C2 6C 9C D0 D8 9D 
 
A.3.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of 
 

‘message digest’ 
 
The hash-code is the following 160-bit string. 
 

C1 22 52 CE DA 8B E8 99 4D 5F A0 29 0A 47 23 1C 1D 16 AA E3 
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A.3.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of 
  

‘abcdefghijklmnopqrstuvwxyz’ 
 
The hash-code is the following 160-bit string. 
 

32 D1 0C 7B 8C F9 65 70 CA 04 CE 37 F2 A1 9D 84 24 0D 3A 89 
 
A.3.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of 
  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 
 
The hash-code is the following 160-bit string. 
 

76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA 11 F9 40 
 
A.3.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
  

‘1234567890’ 
 
The hash-code is the following 160-bit string. 
 

50 AB F5 70 6A 15 09 90 A0 8B 2C 5E A4 0F A0 E5 85 55 47 32 
 
A.3.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of 
  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 
 
After the padding process, the two 16-word blocks derived from the data-string are as follows. 
  
61626364  62636465  63646566  64656667  65666768  66676869  6768696A  68696A6B 
696A6B6C  6A6B6C6D  6B6C6D6E  6C6D6E6F  6D6E6F70  6E6F7071  80000000  00000000 

 
00000000  00000000  00000000  00000000  00000000  00000000  00000000  00000000 
00000000  00000000  00000000  00000000  00000000  00000000  00000000  000001C0 

 
The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4 
obtained during the processing of the first block. 
 

0116FC17, 67452301, 7BF36AE2, 98BADCFE, 10325476 
EBF3B452, 0116FC17, 59D148C0, 7BF36AE2, 98BADCFE 
5109913A, EBF3B452, C045BF05, 59D148C0, 7BF36AE2 
2C4F6EAC, 5109913A, BAFCED14, C045BF05, 59D148C0 
33F4AE5B, 2C4F6EAC, 9442644E, BAFCED14, C045BF05 
96B85189, 33F4AE5B, 0B13DBAB, 9442644E, BAFCED14 
DB04CB58, 96B85189, CCFD2B96, 0B13DBAB, 9442644E 
45833F0F, DB04CB58, 65AE1462, CCFD2B96, 0B13DBAB 
C565C35E, 45833F0F, 36C132D6, 65AE1462, CCFD2B96 
6350AFDA, C565C35E, D160CFC3, 36C132D6, 65AE1462 
8993EA77, 6350AFDA, B15970D7, D160CFC3, 36C132D6 
E19ECAA2, 8993EA77, 98D42BF6, B15970D7, D160CFC3 
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8603481E, E19ECAA2, E264FA9D, 98D42BF6, B15970D7 
32F94A85, 8603481E, B867B2A8, E264FA9D, 98D42BF6 
B2E7A8BE, 32F94A85, A180D207, B867B2A8, E264FA9D 
42637E39, B2E7A8BE, 4CBE52A1, A180D207, B867B2A8 
6B068048, 42637E39, ACB9EA2F, 4CBE52A1, A180D207 
426B9C35, 6B068048, 5098DF8E, ACB9EA2F, 4CBE52A1 
944B1BD1, 426B9C35, 1AC1A012, 5098DF8E, ACB9EA2F 
6C445652, 944B1BD1, 509AE70D, 1AC1A012, 5098DF8E 
95836DA5, 6C445652, 6512C6F4, 509AE70D, 1AC1A012 
09511177, 95836DA5, 9B111594, 6512C6F4, 509AE70D 
E2B92DC4, 09511177, 6560DB69, 9B111594, 6512C6F4 
FD224575, E2B92DC4, C254445D, 6560DB69, 9B111594 
EEB82D9A, FD224575, 38AE4B71, C254445D, 6560DB69 
5A142C1A, EEB82D9A, 7F48915D, 38AE4B71, C254445D 
2972F7C7, 5A142C1A, BBAE0B66, 7F48915D, 38AE4B71 
D526A644, 2972F7C7, 96850B06, BBAE0B66, 7F48915D 
E1122421, D526A644, CA5CBDF1, 96850B06, BBAE0B66 
05B457B2, E1122421, 3549A991, CA5CBDF1, 96850B06 
A9C84BEC, 05B457B2, 78448908, 3549A991, CA5CBDF1 
52E31F60, A9C84BEC, 816D15EC, 78448908, 3549A991 
5AF3242C, 52E31F60, 2A7212FB, 816D15EC, 78448908 
31C756A9, 5AF3242C, 14B8C7D8, 2A7212FB, 816D15EC 
E9AC987C, 31C756A9, 16BCC90B, 14B8C7D8, 2A7212FB 
AB7C32EE, E9AC987C, 4C71D5AA, 16BCC90B, 14B8C7D8 
5933FC99, AB7C32EE, 3A6B261F, 4C71D5AA, 16BCC90B 
43F87AE9, 5933FC99, AADF0CBB, 3A6B261F, 4C71D5AA 
24957F22, 43F87AE9, 564CFF26, AADF0CBB, 3A6B261F 
ADEB7478, 24957F22, 50FE1EBA, 564CFF26, AADF0CBB 
D70E5010, ADEB7478, 89255FC8, 50FE1EBA, 564CFF26 
79BCFB08, D70E5010, 2B7ADD1E, 89255FC8, 50FE1EBA 
F9BCB8DE, 79BCFB08, 35C39404, 2B7ADD1E, 89255FC8 
633E9561, F9BCB8DE, 1E6F3EC2, 35C39404, 2B7ADD1E 
98C1EA64, 633E9561, BE6F2E37, 1E6F3EC2, 35C39404 
C6EA241E, 98C1EA64, 58CFA558, BE6F2E37, 1E6F3EC2 
A2AD4F02, C6EA241E, 26307A99, 58CFA558, BE6F2E37 
C8A69090, A2AD4F02, B1BA8907, 26307A99, 58CFA558 
88341600, C8A69090, A8AB53C0, B1BA8907, 26307A99 
7E846F58, 88341600, 3229A424, A8AB53C0, B1BA8907 
86E358BA, 7E846F58, 220D0580, 3229A424, A8AB53C0 
8D2E76C8, 86E358BA, 1FA11BD6, 220D0580, 3229A424 
CE892E10, 8D2E76C8, A1B8D62E, 1FA11BD6, 220D0580 
EDEA95B1, CE892E10, 234B9DB2, A1B8D62E, 1FA11BD6 
36D1230A, EDEA95B1, 33A24B84, 234B9DB2, A1B8D62E 
776C3910, 36D1230A, 7B7AA56C, 33A24B84, 234B9DB2 
A681B723, 776C3910, 8DB448C2, 7B7AA56C, 33A24B84 
AC0A794F, A681B723, 1DDB0E44, 8DB448C2, 7B7AA56C 
F03D3782, AC0A794F, E9A06DC8, 1DDB0E44, 8DB448C2 
9EF775C3, F03D3782, EB029E53, E9A06DC8, 1DDB0E44 
36254B13, 9EF775C3, BC0F4DE0, EB029E53, E9A06DC8 
4080D4DC, 36254B13, E7BDDD70, BC0F4DE0, EB029E53 
2BFAF7A8, 4080D4DC, CD8952C4, E7BDDD70, BC0F4DE0 
513F9CA0, 2BFAF7A8, 10203537, CD8952C4, E7BDDD70 
E5895C81, 513F9CA0, 0AFEBDEA, 10203537, CD8952C4 
1037D2D5, E5895C81, 144FE728, 0AFEBDEA, 10203537 
14A82DA9, 1037D2D5, 79625720, 144FE728, 0AFEBDEA 
6D17C9FD, 14A82DA9, 440DF4B5, 79625720, 144FE728 
2C7B07BD, 6D17C9FD, 452A0B6A, 440DF4B5, 79625720 
FDF6EFFF, 2C7B07BD, 5B45F27F, 452A0B6A, 440DF4B5 
112B96E3, FDF6EFFF, 4B1EC1EF, 5B45F27F, 452A0B6A 
84065712, 112B96E3, FF7DBBFF, 4B1EC1EF, 5B45F27F 
AB89FB71, 84065712, C44AE5B8, FF7DBBFF, 4B1EC1EF 
C5210E35, AB89FB71, A10195C4, C44AE5B8, FF7DBBFF 
352D9F4B, C5210E35, 6AE27EDC, A10195C4, C44AE5B8 
1A0E0E0A, 352D9F4B, 7148438D, 6AE27EDC, A10195C4 
D0D47349, 1A0E0E0A, CD4B67D2, 7148438D, 6AE27EDC 
AD38620D, D0D47349, 86838382, CD4B67D2, 7148438D 
D3AD7C25, AD38620D, 74351CD2, 86838382, CD4B67D2 
8CE34517, D3AD7C25, 6B4E1883, 74351CD2, 86838382 
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The following are (hexadecimal representations of) the successive values of the variables X0, X1, X2, X3, X4, 
obtained during the processing of the second block. 
 

2DF257E9, F4286818, B0DEC9EB, 0408F581, 84677148 
4D3DC58F, 2DF257E9, 3D0A1A06, B0DEC9EB, 0408F581 
C352BB05, 4D3DC58F, 4B7C95FA, 3D0A1A06, B0DEC9EB 
EEF743C6, C352BB05, D34F7163, 4B7C95FA, 3D0A1A06 
41E34277, EEF743C6, 70D4AEC1, D34F7163, 4B7C95FA 
5443915C, 41E34277, BBBDD0F1, 70D4AEC1, D34F7163 
E7FA0377, 5443915C, D078D09D, BBBDD0F1, 70D4AEC1 
C6946813, E7FA0377, 1510E457, D078D09D, BBBDD0F1 
FDDE1DE1, C6946813, F9FE80DD, 1510E457, D078D09D 
B8538ACA, FDDE1DE1, F1A51A04, F9FE80DD, 1510E457 
6BA94F63, B8538ACA, 7F778778, F1A51A04, F9FE80DD 
43A2792F, 6BA94F63, AE14E2B2, 7F778778, F1A51A04 
FECD7BBF, 43A2792F, DAEA53D8, AE14E2B2, 7F778778 
A2604CA8, FECD7BBF, D0E89E4B, DAEA53D8, AE14E2B2 
258B0BAA, A2604CA8, FFB35EEF, D0E89E4B, DAEA53D8 
D9772360, 258B0BAA, 2898132A, FFB35EEF, D0E89E4B 
5507DB6E, D9772360, 8962C2EA, 2898132A, FFB35EEF 
A51B58BC, 5507DB6E, 365DC8D8, 8962C2EA, 2898132A 
C2EB709F, A51B58BC, 9541F6DB, 365DC8D8, 8962C2EA 
D8992153, C2EB709F, 2946D62F, 9541F6DB, 365DC8D8 
37482F5F, D8992153, F0BADC27, 2946D62F, 9541F6DB 
EE8700BD, 37482F5F, F6264854, F0BADC27, 2946D62F 
9AD594B9, EE8700BD, CDD20BD7, F6264854, F0BADC27 
8FBAA5B9, 9AD594B9, 7BA1C02F, CDD20BD7, F6264854 
88FB5867, 8FBAA5B9, 66B5652E, 7BA1C02F, CDD20BD7 
EEC50521, 88FB5867, 63EEA96E, 66B5652E, 7BA1C02F 
50BCE434, EEC50521, E23ED619, 63EEA96E, 66B5652E 
5C416DAF, 50BCE434, 7BB14148, E23ED619, 63EEA96E 
2429BE5F, 5C416DAF, 142F390D, 7BB14148, E23ED619 
0A2FB108, 2429BE5F, D7105B6B, 142F390D, 7BB14148 
17986223, 0A2FB108, C90A6F97, D7105B6B, 142F390D 
8A4AF384, 17986223, 028BEC42, C90A6F97, D7105B6B 
6B629993, 8A4AF384, C5E61888, 028BEC42, C90A6F97 
F15F04F3, 6B629993, 2292BCE1, C5E61888, 028BEC42 
295CC25B, F15F04F3, DAD8A664, 2292BCE1, C5E61888 
696DA404, 295CC25B, FC57C13C, DAD8A664, 2292BCE1 
CEF5AE12, 696DA404, CA573096, FC57C13C, DAD8A664 
87D5B80C, CEF5AE12, 1A5B6901, CA573096, FC57C13C 
84E2A5F2, 87D5B80C, B3BD6B84, 1A5B6901, CA573096 
03BB6310, 84E2A5F2, 21F56E03, B3BD6B84, 1A5B6901 
C2D8F75F, 03BB6310, A138A97C, 21F56E03, B3BD6B84 
BFB25768, C2D8F75F, 00EED8C4, A138A97C, 21F56E03 
28589152, BFB25768, F0B63DD7, 00EED8C4, A138A97C 
EC1D3D61, 28589152, 2FEC95DA, F0B63DD7, 00EED8C4 
3CAED7AF, EC1D3D61, 8A162454, 2FEC95DA, F0B63DD7 
C3D033EA, 3CAED7AF, 7B074F58, 8A162454, 2FEC95DA 
7316056A, C3D033EA, CF2BB5EB, 7B074F58, 8A162454 
46F93B68, 7316056A, B0F40CFA, CF2BB5EB, 7B074F58 
DC8E7F26, 46F93B68, 9CC5815A, B0F40CFA, CF2BB5EB 
850D411C, DC8E7F26, 11BE4EDA, 9CC5815A, B0F40CFA 
7E4672C0, 850D411C, B7239FC9, 11BE4EDA, 9CC5815A 
89FBD41D, 7E4672C0, 21435047, B7239FC9, 11BE4EDA 
1797E228, 89FBD41D, 1F919CB0, 21435047, B7239FC9 
431D65BC, 1797E228, 627EF507, 1F919CB0, 21435047 
2BDBB8CB, 431D65BC, 05E5F88A, 627EF507, 1F919CB0 
6DA72E7F, 2BDBB8CB, 10C7596F, 05E5F88A, 627EF507 
A8495A9B, 6DA72E7F, CAF6EE32, 10C7596F, 05E5F88A 
E785655A, A8495A9B, DB69CB9F, CAF6EE32, 10C7596F 
5B086C42, E785655A, EA1256A6, DB69CB9F, CAF6EE32 
A65818F7, 5B086C42, B9E15956, EA1256A6, DB69CB9F 
7AAB101B, A65818F7, 96C21B10, B9E15956, EA1256A6 
93614C9C, 7AAB101B, E996063D, 96C21B10, B9E15956 
F66D9BF4, 93614C9C, DEAAC406, E996063D, 96C21B10 
D504902B, F66D9BF4, 24D85327, DEAAC406, E996063D 
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60A9DA62, D504902B, 3D9B66FD, 24D85327, DEAAC406 
8B687819, 60A9DA62, F541240A, 3D9B66FD, 24D85327 
083E90C3, 8B687819, 982A7698, F541240A, 3D9B66FD 
F6226BBF, 083E90C3, 62DA1E06, 982A7698, F541240A 
76C0563B, F6226BBF, C20FA430, 62DA1E06, 982A7698 
989DD165, 76C0563B, FD889AEF, C20FA430, 62DA1E06 
8B2C7573, 989DD165, DDB0158E, FD889AEF, C20FA430 
AE1B8E7B, 8B2C7573, 66277459, DDB0158E, FD889AEF 
CA1840DE, AE1B8E7B, E2CB1D5C, 66277459, DDB0158E 
16F3BABB, CA1840DE, EB86E39E, E2CB1D5C, 66277459 
D28D83AD, 16F3BABB, B2861037, EB86E39E, E2CB1D5C 
6BC02DFE, D28D83AD, C5BCEEAE, B2861037, EB86E39E 
D3A6E275, 6BC02DFE, 74A360EB, C5BCEEAE, B2861037 
DA955482, D3A6E275, 9AF00B7F, 74A360EB, C5BCEEAE 
58C0AAC0, DA955482, 74E9B89D, 9AF00B7F, 74A360EB 
906FD62C, 58C0AAC0, B6A55520, 74E9B89D, 9AF00B7F 

 
The hash-code is the following 160-bit string. 
 

84 98 3E 44 1C 3B D2 6E BA AE 4A A1 F9 51 29 E5 E5 46 70 F1 
 
A.3.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 160-bit string. 
 

34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F 
 
A.3.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of 
 

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

The hash-code is the following 160-bit string. 
 

a4 9b 24 46 a0 2c 64 5b f4 19 f9 95 b6 70 91 25 3a 04 a2 59 
 
A.3.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 
The hash-code is the following 160-bit string. 
 

37 bc 52 21 ad e3 bc 09 ca d1 5e 47 84 f3 c7 05 14 54 b1 b3 
 

A.4 Dedicated Hash-Function 4 

A.4.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
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The hash-code is the following 256-bit string. 
 

e3b0c442 98fc1c14 9afbf4c8 996fb924 27ae41e4 649b934c a495991b 7852b855 
 
A.4.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
 
The hash-code is the following 256-bit string. 
 

ca978112 ca1bbdca fac231b3 9a23dc4d a786eff8 147c4e72 b9807785 afee48bb 
 
A.4.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is 
equivalent to the bit-sting: ‘01100001 01100010 01100011’. 

After the padding process, the single 16-word block derived from the data-string is as follows. 

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018 

 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7. 

init:  6a09e667 bb67ae85 3c6ef372 a54ff53a 510e527f 9b05688c 1f83d9ab 5be0cd19 
0  5d6aebcd 6a09e667 bb67ae85 3c6ef372 fa2a4622 510e527f 9b05688c 1f83d9ab 
1  5a6ad9ad 5d6aebcd 6a09e667 bb67ae85 78ce7989 fa2a4622 510e527f 9b05688c 
2  c8c347a7 5a6ad9ad 5d6aebcd 6a09e667 f92939eb 78ce7989 fa2a4622 510e527f 
3  d550f666 c8c347a7 5a6ad9ad 5d6aebcd 24e00850 f92939eb 78ce7989 fa2a4622 
4  04409a6a d550f666 c8c347a7 5a6ad9ad 43ada245 24e00850 f92939eb 78ce7989 
5  2b4209f5 04409a6a d550f666 c8c347a7 714260ad 43ada245 24e00850 f92939eb 
6  e5030380 2b4209f5 04409a6a d550f666 9b27a401 714260ad 43ada245 24e00850 
7  85a07b5f e5030380 2b4209f5 04409a6a 0c657a79 9b27a401 714260ad 43ada245 
8  8e04ecb9 85a07b5f e5030380 2b4209f5 32ca2d8c 0c657a79 9b27a401 714260ad 
9  8c87346b 8e04ecb9 85a07b5f e5030380 1cc92596 32ca2d8c 0c657a79 9b27a401 
10 4798a3f4 8c87346b 8e04ecb9 85a07b5f 436b23e8 1cc92596 32ca2d8c 0c657a79 
11 f71fc5a9 4798a3f4 8c87346b 8e04ecb9 816fd6e9 436b23e8 1cc92596 32ca2d8c 
12 87912990 f71fc5a9 4798a3f4 8c87346b 1e578218 816fd6e9 436b23e8 1cc92596 
13 d932eb16 87912990 f71fc5a9 4798a3f4 745a48de 1e578218 816fd6e9 436b23e8 
14 c0645fde d932eb16 87912990 f71fc5a9 0b92f20c 745a48de 1e578218 816fd6e9 
15 b0fa238e c0645fde d932eb16 87912990 07590dcd 0b92f20c 745a48de 1e578218 
16 21da9a9b b0fa238e c0645fde d932eb16 8034229c 07590dcd 0b92f20c 745a48de 
17 c2fbd9d1 21da9a9b b0fa238e c0645fde 846ee454 8034229c 07590dcd 0b92f20c 
18 fe777bbf c2fbd9d1 21da9a9b b0fa238e cc899961 846ee454 8034229c 07590dcd 
19 e1f20c33 fe777bbf c2fbd9d1 21da9a9b b0638179 cc899961 846ee454 8034229c 
20 9dc68b63 e1f20c33 fe777bbf c2fbd9d1 8ada8930 b0638179 cc899961 846ee454 
21 c2606d6d 9dc68b63 e1f20c33 fe777bbf e1257970 8ada8930 b0638179 cc899961 
22 a7a3623f c2606d6d 9dc68b63 e1f20c33 49f5114a e1257970 8ada8930 b0638179 
23 c5d53d8d a7a3623f c2606d6d 9dc68b63 aa47c347 49f5114a e1257970 8ada8930 
24 1c2c2838 c5d53d8d a7a3623f c2606d6d 2823ef91 aa47c347 49f5114a e1257970 
25 cde8037d 1c2c2838 c5d53d8d a7a3623f 14383d8e 2823ef91 aa47c347 49f5114a 
26 b62ec4bc cde8037d 1c2c2838 c5d53d8d c74c6516 14383d8e 2823ef91 aa47c347 
27 77d37528 b62ec4bc cde8037d 1c2c2838 edffbff8 c74c6516 14383d8e 2823ef91 
28 363482c9 77d37528 b62ec4bc cde8037d 6112a3b7 edffbff8 c74c6516 14383d8e 
29 a0060b30 363482c9 77d37528 b62ec4bc ade79437 6112a3b7 edffbff8 c74c6516 
30 ea992a22 a0060b30 363482c9 77d37528 0109ab3a ade79437 6112a3b7 edffbff8 
31 73b33bf5 ea992a22 a0060b30 363482c9 ba591112 0109ab3a ade79437 6112a3b7 
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32 98e12507 73b33bf5 ea992a22 a0060b30 9cd9f5f6 ba591112 0109ab3a ade79437 
33 fe604df5 98e12507 73b33bf5 ea992a22 59249dd3 9cd9f5f6 ba591112 0109ab3a 
34 a9a7738c fe604df5 98e12507 73b33bf5 085f3833 59249dd3 9cd9f5f6 ba591112 
35 65a0cfe4 a9a7738c fe604df5 98e12507 f4b002d6 085f3833 59249dd3 9cd9f5f6 
36 41a65cb1 65a0cfe4 a9a7738c fe604df5 0772a26b f4b002d6 085f3833 59249dd3 
37 34df1604 41a65cb1 65a0cfe4 a9a7738c a507a53d 0772a26b f4b002d6 085f3833 
38 6dc57a8a 34df1604 41a65cb1 65a0cfe4 f0781bc8 a507a53d 0772a26b f4b002d6 
39 79ea687a 6dc57a8a 34df1604 41a65cb1 1efbc0a0 f0781bc8 a507a53d 0772a26b 
40 d6670766 79ea687a 6dc57a8a 34df1604 26352d63 1efbc0a0 f0781bc8 a507a53d 
41 df46652f d6670766 79ea687a 6dc57a8a 838b2711 26352d63 1efbc0a0 f0781bc8 
42 17aa0dfe df46652f d6670766 79ea687a decd4715 838b2711 26352d63 1efbc0a0 
43 9d4baf93 17aa0dfe df46652f d6670766 fda24c2e decd4715 838b2711 26352d63 
44 26628815 9d4baf93 17aa0dfe df46652f a80f11f0 fda24c2e decd4715 838b2711 
45 72ab4b91 26628815 9d4baf93 17aa0dfe b7755da1 a80f11f0 fda24c2e decd4715 
46 a14c14b0 72ab4b91 26628815 9d4baf93 d57b94a9 b7755da1 a80f11f0 fda24c2e 
47 4172328d a14c14b0 72ab4b91 26628815 fecf0bc6 d57b94a9 b7755da1 a80f11f0 
48 05757ceb 4172328d a14c14b0 72ab4b91 bd714038 fecf0bc6 d57b94a9 b7755da1 
49 f11bfaa8 05757ceb 4172328d a14c14b0 6e5c390c bd714038 fecf0bc6 d57b94a9 
50 7a0508a1 f11bfaa8 05757ceb 4172328d 52f1ccf7 6e5c390c bd714038 fecf0bc6 
51 886e7a22 7a0508a1 f11bfaa8 05757ceb 49231c1e 52f1ccf7 6e5c390c bd714038 
52 101fd28f 886e7a22 7a0508a1 f11bfaa8 529e7d00 49231c1e 52f1ccf7 6e5c390c 
53 f5702fdb 101fd28f 886e7a22 7a0508a1 9f4787c3 529e7d00 49231c1e 52f1ccf7 
54 3ec45cdb f5702fdb 101fd28f 886e7a22 e50e1b4f 9f4787c3 529e7d00 49231c1e 
55 38cc9913 3ec45cdb f5702fdb 101fd28f 54cb266b e50e1b4f 9f4787c3 529e7d00 
56 fcd1887b 38cc9913 3ec45cdb f5702fdb 9b5e906c 54cb266b e50e1b4f 9f4787c3 
57 c062d46f fcd1887b 38cc9913 3ec45cdb 7e44008e 9b5e906c 54cb266b e50e1b4f 
58 ffb70472 c062d46f fcd1887b 38cc9913 6d83bfc6 7e44008e 9b5e906c 54cb266b 
59 b6ae8fff ffb70472 c062d46f fcd1887b b21bad3d 6d83bfc6 7e44008e 9b5e906c 
60 b85e2ce9 b6ae8fff ffb70472 c062d46f 961f4894 b21bad3d 6d83bfc6 7e44008e 
61 04d24d6c b85e2ce9 b6ae8fff ffb70472 948d25b6 961f4894 b21bad3d 6d83bfc6 
62 d39a2165 04d24d6c b85e2ce9 b6ae8fff fb121210 948d25b6 961f4894 b21bad3d 
63 506e3058 d39a2165 04d24d6c b85e2ce9 5ef50f24 fb121210 948d25b6 961f4894 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = 6a09e667 ⊎ 506e3058 = ba7816bf 
Y1 = bb67ae85 ⊎ d39a2165 = 8f01cfea 
Y2 = 3c6ef372 ⊎ 04d24d6c = 414140de 
Y3 = a54ff53a ⊎ b85e2ce9 = 5dae2223 
Y4 = 510e527f ⊎ 5ef50f24 = b00361a3 
Y5 = 9b05688c ⊎ fb121210 = 96177a9c 
Y6 = 1f83d9ab ⊎ 948d25b6 = b410ff61 
Y7 = 5be0cd19 ⊎ 961f4894 = f20015ad 

 

The hash value is the following 256-bit string. 

ba7816bf 8f01cfea 414140de 5dae2223 b00361a3 96177a9c b410ff61 f20015ad 

A.4.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of  

‘message digest’ 

The hash value is the following 256-bit string. 
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f7846f55 cf23e14e ebeab5b4 e1550cad 5b509e33 48fbc4ef a3a1413d 393cb650 

A.4.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of  

‘abcdefghijklmnopqrstuvwxyz’ 

The hash value is the following 256-bit string. 

71c480df 93d6ae2f 1efad144 7c66c952 5e316218 cf51fc8d 9ed832f2 daf18b73 

A.4.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 

The hash value is the following 256-bit string. 

db4bfcbd 4da0cd85 a60c3c37 d3fbd880 5c77f15f c6b1fdfe 614ee0a7 c8fdb4c0 

A.4.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
  

‘1234567890’ 
 
The hash-code is the following 256-bit string. 
 

f371bc4a 311f2b00 9eef952d d83ca80e 2b60026c 8e935592 d0f9c308 453c813e 
 
A.4.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 

After the padding process, the following two 16-word blocks are derived from the data-string. 

61626364 62636465 63646566 64656667 65666768 66676869 6768696a 68696a6b 
696a6b6c 6a6b6c6d 6b6c6d6e 6c6d6e6f 6d6e6f70 6e6f7071 80000000 00000000 

 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000001c0 

 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the first block process. 

  init:  6a09e667 bb67ae85 3c6ef372 a54ff53a 510e527f 9b05688c 1f83d9ab 5be0cd19 
0  5d6aebb1 6a09e667 bb67ae85 3c6ef372 fa2a4606 510e527f 9b05688c 1f83d9ab 
1  2f2d5fcf 5d6aebb1 6a09e667 bb67ae85 4eb1cfce fa2a4606 510e527f 9b05688c 
2  97651825 2f2d5fcf 5d6aebb1 6a09e667 62d5c49e 4eb1cfce fa2a4606 510e527f 
3  4a8d64d5 97651825 2f2d5fcf 5d6aebb1 6494841b 62d5c49e 4eb1cfce fa2a4606 
4  f921c212 4a8d64d5 97651825 2f2d5fcf 05c4f88a 6494841b 62d5c49e 4eb1cfce 
5  55c8ef48 f921c212 4a8d64d5 97651825 7ff91c94 05c4f88a 6494841b 62d5c49e 
6  485835b7 55c8ef48 f921c212 4a8d64d5 39a5b2ca 7ff91c94 05c4f88a 6494841b 
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7  d237e6db 485835b7 55c8ef48 f921c212 a401d211 39a5b2ca 7ff91c94 05c4f88a 
8  359f2bce d237e6db 485835b7 55c8ef48 c09ffec4 a401d211 39a5b2ca 7ff91c94 
9  3a474b2b 359f2bce d237e6db 485835b7 9037b3b8 c09ffec4 a401d211 39a5b2ca 
10 b8e2b4cb 3a474b2b 359f2bce d237e6db 443ed29e 9037b3b8 c09ffec4 a401d211 
11 1762215c b8e2b4cb 3a474b2b 359f2bce ee1c97a8 443ed29e 9037b3b8 c09ffec4 
12 101a4861 1762215c b8e2b4cb 3a474b2b 839a0fc9 ee1c97a8 443ed29e 9037b3b8 
13 d68e6457 101a4861 1762215c b8e2b4cb 9243f8af 839a0fc9 ee1c97a8 443ed29e 
14 dd16cbb3 d68e6457 101a4861 1762215c 9162aded 9243f8af 839a0fc9 ee1c97a8 
15 c3486194 dd16cbb3 d68e6457 101a4861 1496a54f 9162aded 9243f8af 839a0fc9 
16 b9dcacb1 c3486194 dd16cbb3 d68e6457 d4f64250 1496a54f 9162aded 9243f8af 
17 046a193e b9dcacb1 c3486194 dd16cbb3 885370b6 d4f64250 1496a54f 9162aded 
18 f402f058 046a193e b9dcacb1 c3486194 6f433549 885370b6 d4f64250 1496a54f 
19 2139187b f402f058 046a193e b9dcacb1 7c304206 6f433549 885370b6 d4f64250 
20 d70ac17d 2139187b f402f058 046a193e 7cc6b262 7c304206 6f433549 885370b6 
21 1b2b66b8 d70ac17d 2139187b f402f058 d560b028 7cc6b262 7c304206 6f433549 
22 ae2e2d4f 1b2b66b8 d70ac17d 2139187b f074fc95 d560b028 7cc6b262 7c304206 
23 59fce6b9 ae2e2d4f 1b2b66b8 d70ac17d a2c7d51d f074fc95 d560b028 7cc6b262 
24 4a885065 59fce6b9 ae2e2d4f 1b2b66b8 763597fb a2c7d51d f074fc95 d560b028 
25 573221da 4a885065 59fce6b9 ae2e2d4f 36e74eb4 763597fb a2c7d51d f074fc95 
26 128661da 573221da 4a885065 59fce6b9 1162d575 36e74eb4 763597fb a2c7d51d 
27 73f858af 128661da 573221da 4a885065 e77c797f 1162d575 36e74eb4 763597fb 
28 74bcf468 73f858af 128661da 573221da 72abaecd e77c797f 1162d575 36e74eb4 
29 df7151a0 74bcf468 73f858af 128661da 7629c961 72abaecd e77c797f 1162d575 
30 eb43f3ed df7151a0 74bcf468 73f858af 0635d880 7629c961 72abaecd e77c797f 
31 5581ab07 eb43f3ed df7151a0 74bcf468 df980085 0635d880 7629c961 72abaecd 
32 9fc905c8 5581ab07 eb43f3ed df7151a0 a94d2af1 df980085 0635d880 7629c961 
33 9ce5a62f 9fc905c8 5581ab07 eb43f3ed 6ef3b6bd a94d2af1 df980085 0635d880 
34 1df8e885 9ce5a62f 9fc905c8 5581ab07 2a9e048e 6ef3b6bd a94d2af1 df980085 
35 0786dce8 1df8e885 9ce5a62f 9fc905c8 de2a21d1 2a9e048e 6ef3b6bd a94d2af1 
36 2c55d3a6 0786dce8 1df8e885 9ce5a62f b067c1af de2a21d1 2a9e048e 6ef3b6bd 
37 a985b4be 2c55d3a6 0786dce8 1df8e885 f72bf353 b067c1af de2a21d1 2a9e048e 
38 91ac9d5d a985b4be 2c55d3a6 0786dce8 68d8d590 f72bf353 b067c1af de2a21d1 
39 7e4d30b8 91ac9d5d a985b4be 2c55d3a6 9f5b9b6d 68d8d590 f72bf353 b067c1af 
40 7e056794 7e4d30b8 91ac9d5d a985b4be 423b26c0 9f5b9b6d 68d8d590 f72bf353 
41 508a16ab 7e056794 7e4d30b8 91ac9d5d 45459d97 423b26c0 9f5b9b6d 68d8d590 
42 b62c7013 508a16ab 7e056794 7e4d30b8 80a92a00 45459d97 423b26c0 9f5b9b6d 
43 167361de b62c7013 508a16ab 7e056794 41dd3844 80a92a00 45459d97 423b26c0 
44 de71e2f2 167361de b62c7013 508a16ab ff61c636 41dd3844 80a92a00 45459d97 
45 18f0d19d de71e2f2 167361de b62c7013 6b88472c ff61c636 41dd3844 80a92a00 
46 165be9cd 18f0d19d de71e2f2 167361de a483f080 6b88472c ff61c636 41dd3844 
47 13d82741 165be9cd 18f0d19d de71e2f2 a7802a4d a483f080 6b88472c ff61c636 
48 017b9d99 13d82741 165be9cd 18f0d19d aeb10b60 a7802a4d a483f080 6b88472c 
49 543c99a1 017b9d99 13d82741 165be9cd 16f134b6 aeb10b60 a7802a4d a483f080 
50 758ca97a 543c99a1 017b9d99 13d82741 100cf2ea 16f134b6 aeb10b60 a7802a4d 
51 81c1cde0 758ca97a 543c99a1 017b9d99 5c47eb7b 100cf2ea 16f134b6 aeb10b60 
52 b8d55619 81c1cde0 758ca97a 543c99a1 1c806a61 5c47eb7b 100cf2ea 16f134b6 
53 1d6de87a b8d55619 81c1cde0 758ca97a 3443bed4 1c806a61 5c47eb7b 100cf2ea 
54 f907b313 1d6de87a b8d55619 81c1cde0 61a41711 3443bed4 1c806a61 5c47eb7b 
55 9e57c4a0 f907b313 1d6de87a b8d55619 eec13548 61a41711 3443bed4 1c806a61 
56 71629856 9e57c4a0 f907b313 1d6de87a 2f6c8c4e eec13548 61a41711 3443bed4 
57 7c015a2c 71629856 9e57c4a0 f907b313 cb9d3dd0 2f6c8c4e eec13548 61a41711 
58 921fccb6 7c015a2c 71629856 9e57c4a0 43d8a034 cb9d3dd0 2f6c8c4e eec13548 
59 e18f259a 921fccb6 7c015a2c 71629856 51e15869 43d8a034 cb9d3dd0 2f6c8c4e 
60 bcfce922 e18f259a 921fccb6 7c015a2c 962d8621 51e15869 43d8a034 cb9d3dd0 
61 f6f443f8 bcfce922 e18f259a 921fccb6 acc75916 962d8621 51e15869 43d8a034 
62 86126910 f6f443f8 bcfce922 e18f259a 2fc08f85 acc75916 962d8621 51e15869 
63 1bdc6f6f 86126910 f6f443f8 bcfce922 25d2430a 2fc08f85 acc75916 962d8621 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the round-function in the first 
block process. 
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Y0 = 6a09e667 ⊎ 1bdc6f6f = 85e655d6 
Y1 = bb67ae85 ⊎ 86126910 = 417a1795 
Y2 = 3c6ef372 ⊎ f6f443f8 = 3363376a 
Y3 = a54ff53a ⊎ bcfce922 = 624cde5c 
Y4 = 510e527f ⊎ 25d2430a = 76e09589 
Y5 = 9b05688c ⊎ 2fc08f85 = cac5f811 
Y6 = 1f83d9ab ⊎ acc75916 = cc4b32c1 
Y7 = 5be0cd19 ⊎ 962d8621 = f20e533a 

 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the second block process. 

  init:  85e655d6 417a1795 3363376a 624cde5c 76e09589 cac5f811 cc4b32c1 f20e533a 
0  7c20c838 85e655d6 417a1795 3363376a 4670ae6e 76e09589 cac5f811 cc4b32c1 
1  7c3c0f86 7c20c838 85e655d6 417a1795 8c51be64 4670ae6e 76e09589 cac5f811 
2  fd1eebdc 7c3c0f86 7c20c838 85e655d6 af71b9ea 8c51be64 4670ae6e 76e09589 
3  f268faa9 fd1eebdc 7c3c0f86 7c20c838 e20362ef af71b9ea 8c51be64 4670ae6e 
4  185a5d79 f268faa9 fd1eebdc 7c3c0f86 8dff3001 e20362ef af71b9ea 8c51be64 
5  3eeb6c06 185a5d79 f268faa9 fd1eebdc fe20cda6 8dff3001 e20362ef af71b9ea 
6  89bba3f1 3eeb6c06 185a5d79 f268faa9 0a34df03 fe20cda6 8dff3001 e20362ef 
7  bf9a93a0 89bba3f1 3eeb6c06 185a5d79 059abdd1 0a34df03 fe20cda6 8dff3001 
8  2c096744 bf9a93a0 89bba3f1 3eeb6c06 abfa465b 059abdd1 0a34df03 fe20cda6 
9  2d964e86 2c096744 bf9a93a0 89bba3f1 aa27ed82 abfa465b 059abdd1 0a34df03 
10 5b35025b 2d964e86 2c096744 bf9a93a0 10e77723 aa27ed82 abfa465b 059abdd1 
11 5eb4ec40 5b35025b 2d964e86 2c096744 e11b4548 10e77723 aa27ed82 abfa465b 
12 35ee996d 5eb4ec40 5b35025b 2d964e86 5c24e2a2 e11b4548 10e77723 aa27ed82 
13 d74080fa 35ee996d 5eb4ec40 5b35025b 68aa893f 5c24e2a2 e11b4548 10e77723 
14 0cea5cbc d74080fa 35ee996d 5eb4ec40 60356548 68aa893f 5c24e2a2 e11b4548 
15 16a8cc79 0cea5cbc d74080fa 35ee996d 0fcb1f6f 60356548 68aa893f 5c24e2a2 
16 f16f634e 16a8cc79 0cea5cbc d74080fa 8b21cdc1 0fcb1f6f 60356548 68aa893f 
17 23dcb6c2 f16f634e 16a8cc79 0cea5cbc ca9182d3 8b21cdc1 0fcb1f6f 60356548 
18 dcff40fd 23dcb6c2 f16f634e 16a8cc79 69bf7b95 ca9182d3 8b21cdc1 0fcb1f6f 
19 76f1a2bc dcff40fd 23dcb6c2 f16f634e 0dc84bb1 69bf7b95 ca9182d3 8b21cdc1 
20 20aad899 76f1a2bc dcff40fd 23dcb6c2 cc4769f2 0dc84bb1 69bf7b95 ca9182d3 
21 d44dc81a 20aad899 76f1a2bc dcff40fd 5bace62d cc4769f2 0dc84bb1 69bf7b95 
22 f13ae55b d44dc81a 20aad899 76f1a2bc 966aa287 5bace62d cc4769f2 0dc84bb1 
23 a4195b91 f13ae55b d44dc81a 20aad899 eddbd6ed 966aa287 5bace62d cc4769f2 
24 4984fa79 a4195b91 f13ae55b d44dc81a a530d939 eddbd6ed 966aa287 5bace62d 
25 aa6cb982 4984fa79 a4195b91 f13ae55b 0b5eeea4 a530d939 eddbd6ed 966aa287 
26 9450fbbc aa6cb982 4984fa79 a4195b91 09166dda 0b5eeea4 a530d939 eddbd6ed 
27 0d936bab 9450fbbc aa6cb982 4984fa79 6e495d4b 09166dda 0b5eeea4 a530d939 
28 d958b529 0d936bab 9450fbbc aa6cb982 c2fa99b1 6e495d4b 09166dda 0b5eeea4 
29 1cfa5eb0 d958b529 0d936bab 9450fbbc 6c49db9f c2fa99b1 6e495d4b 09166dda 
30 02ef3a5f 1cfa5eb0 d958b529 0d936bab 5da10665 6c49db9f c2fa99b1 6e495d4b 
31 b0eab1c5 02ef3a5f 1cfa5eb0 d958b529 f6d93952 5da10665 6c49db9f c2fa99b1 
32 0bfba73c b0eab1c5 02ef3a5f 1cfa5eb0 8b99e3a9 f6d93952 5da10665 6c49db9f 
33 4bd1df96 0bfba73c b0eab1c5 02ef3a5f 905e44ac 8b99e3a9 f6d93952 5da10665 
34 9907f1b6 4bd1df96 0bfba73c b0eab1c5 66c3043d 905e44ac 8b99e3a9 f6d93952 
35 ecde4e0d 9907f1b6 4bd1df96 0bfba73c 5dc119e6 66c3043d 905e44ac 8b99e3a9 
36 2f11c939 ecde4e0d 9907f1b6 4bd1df96 fed4ce1d 5dc119e6 66c3043d 905e44ac 
37 d949682b 2f11c939 ecde4e0d 9907f1b6 32d99008 fed4ce1d 5dc119e6 66c3043d 
38 adca7a96 d949682b 2f11c939 ecde4e0d c6cce4ff 32d99008 fed4ce1d 5dc119e6 
39 221b8a5a adca7a96 d949682b 2f11c939 0b82c5eb c6cce4ff 32d99008 fed4ce1d 
40 12d97845 221b8a5a adca7a96 d949682b e4213ca2 0b82c5eb c6cce4ff 32d99008 
41 2c794876 12d97845 221b8a5a adca7a96 ff6759ba e4213ca2 0b82c5eb c6cce4ff 
42 8300fca2 2c794876 12d97845 221b8a5a e0e3457c ff6759ba e4213ca2 0b82c5eb 
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43 f2ad6322 8300fca2 2c794876 12d97845 cc48c7f3 e0e3457c ff6759ba e4213ca2 
44 0f154e11 f2ad6322 8300fca2 2c794876 6f9517cb cc48c7f3 e0e3457c ff6759ba 
45 104a7db4 0f154e11 f2ad6322 8300fca2 5348e8f6 6f9517cb cc48c7f3 e0e3457c 
46 0b3303a7 104a7db4 0f154e11 f2ad6322 bbe1c39a 5348e8f6 6f9517cb cc48c7f3 
47 d7354d5b 0b3303a7 104a7db4 0f154e11 aad55b6b bbe1c39a 5348e8f6 6f9517cb 
48 b736d7a6 d7354d5b 0b3303a7 104a7db4 68f25260 aad55b6b bbe1c39a 5348e8f6 
49 2748e5ec b736d7a6 d7354d5b 0b3303a7 d4b58576 68f25260 aad55b6b bbe1c39a 
50 d8aabcf9 2748e5ec b736d7a6 d7354d5b 27844711 d4b58576 68f25260 aad55b6b 
51 1a6bcf6a d8aabcf9 2748e5ec b736d7a6 ff5e99d0 27844711 d4b58576 68f25260 
52 4eca6fa0 1a6bcf6a d8aabcf9 2748e5ec 989ed071 ff5e99d0 27844711 d4b58576 
53 ec02560a 4eca6fa0 1a6bcf6a d8aabcf9 7151df8e 989ed071 ff5e99d0 27844711 
54 d9f0c115 ec02560a 4eca6fa0 1a6bcf6a 624150c4 7151df8e 989ed071 ff5e99d0 
55 92952710 d9f0c115 ec02560a 4eca6fa0 226806d6 624150c4 7151df8e 989ed071 
56 20d4d0e4 92952710 d9f0c115 ec02560a 4e515a4d 226806d6 624150c4 7151df8e 
57 4348eb1f 20d4d0e4 92952710 d9f0c115 c21eddf9 4e515a4d 226806d6 624150c4 
58 286fe5f0 4348eb1f 20d4d0e4 92952710 54076664 c21eddf9 4e515a4d 226806d6 
59 1c4cddd9 286fe5f0 4348eb1f 20d4d0e4 f487a853 54076664 c21eddf9 4e515a4d 
60 a9f181dd 1c4cddd9 286fe5f0 4348eb1f 27ccb387 f487a853 54076664 c21eddf9 
61 b25cef29 a9f181dd 1c4cddd9 286fe5f0 2aa1bb13 27ccb387 f487a853 54076664 
62 908c2123 b25cef29 a9f181dd 1c4cddd9 9a392956 2aa1bb13 27ccb387 f487a853 
63 9ea7148b 908c2123 b25cef29 a9f181dd 2c5c4ed0 9a392956 2aa1bb13 27ccb387 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = 85e655d6 ⊎ 9ea7148b = 248d6a61 
Y1 = 417a1795 ⊎ 908c2123 = d20638b8 
Y2 = 3363376a ⊎ b25cef29 = e5c02693 
Y3 = 624cde5c ⊎ a9f181dd = 0c3e6039 
Y4 = 76e09589 ⊎ 2c5c4ed0 = a33ce459 
Y5 = cac5f811 ⊎ 9a392956 = 64ff2167 
Y6 = cc4b32c1 ⊎ 2aa1bb13 = f6ecedd4 
Y7 = f20e533a ⊎ 27ccb387 = 19db06c1 

 
The hash value for this message is 

248d6a61 d20638b8 e5c02693 0c3e6039 a33ce459 64ff2167 f6ecedd4 19db06c1 

A.4.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 256-bit string. 
 

cdc76e5c 9914fb92 81a1c7e2 84d73e67 f1809a48 a497200e 046d39cc c7112cd0 
 
A.4.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of  
 

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

The hash-code is the following 256-bit string. 
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cf5b16a7 78af8380 036ce59e 7b049237 0b249b11 e8f07a51 afac4503 7afee9d1 
 
A.4.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 
The hash-code is the following 256-bit string. 
 

b09cbd26 3b043f00 0c5befca a40bc2f5 5a4785e0 24e5deb7 49b56061 eafb65e9 
 

A.5 Dedicated Hash-Function 5 

A.5.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 512-bit string. 
 

cf83e1357eefb8bd f1542850d66d8007 d620e4050b5715dc 83f4a921d36ce9ce 
47d0d13c5d85f2b0 ff8318d2877eec2f 63b931bd47417a81 a538327af927da3e 

 
A.5.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
 
The hash-code is the following 512-bit string. 
 

1f40fc92da241694 750979ee6cf582f2 d5d7d28e18335de0 5abc54d0560e0f53 
02860c652bf08d56 0252aa5e74210546 f369fbbbce8c12cf c7957b2652fe9a75 

 
A.5.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is 
equivalent to the bit-sting: ‘01100001 01100010 01100011’. 

After the padding process, the single 16-word block derived from the data-string is as follows. 

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7. 

Init  6a09e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94f82b a54ff53a5f1d36f1 
       510e527fade682d1 9b05688c2b3e6c1f 1f83d9abfb41bd6b 5be0cd19137e2179 

0  f6afceb8bcfcddf5 6a09e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94f82b 
      58cb02347ab51f91 510e527fade682d1 9b05688c2b3e6c1f 1f83d9abfb41bd6b 

1  1320f8c9fb872cc0 f6afceb8bcfcddf5 6a09e667f3bcc908 bb67ae8584caa73b 
     c3d4ebfd48650ffa 58cb02347ab51f91 510e527fade682d1 9b05688c2b3e6c1f 

2  ebcffc07203d91f3 1320f8c9fb872cc0 f6afceb8bcfcddf5 6a09e667f3bcc908 
     dfa9b239f2697812 c3d4ebfd48650ffa 58cb02347ab51f91 510e527fade682d1 

3  5a83cb3e80050e82 ebcffc07203d91f3 1320f8c9fb872cc0 f6afceb8bcfcddf5 
0b47b4bb1928990e dfa9b239f2697812 c3d4ebfd48650ffa 58cb02347ab51f91 
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4  b680953951604860 5a83cb3e80050e82 ebcffc07203d91f3 1320f8c9fb872cc0 
745aca4a342ed2e2 0b47b4bb1928990e dfa9b239f2697812 c3d4ebfd48650ffa 

5  af573b02403e89cd b680953951604860 5a83cb3e80050e82 ebcffc07203d91f3 
96f60209b6dc35ba 745aca4a342ed2e2 0b47b4bb1928990e dfa9b239f2697812 

6   c4875b0c7abc076b af573b02403e89cd b680953951604860 5a83cb3e80050e82 
5a6c781f54dcc00c 96f60209b6dc35ba 745aca4a342ed2e2 0b47b4bb1928990e 

7  8093d195e0054fa3 c4875b0c7abc076b af573b02403e89cd b680953951604860 
86f67263a0f0ec0a 5a6c781f54dcc00c 96f60209b6dc35ba 745aca4a342ed2e2 

8  f1eca5544cb89225 8093d195e0054fa3 c4875b0c7abc076b af573b02403e89cd 
d0403c398fc40002 86f67263a0f0ec0a 5a6c781f54dcc00c 96f60209b6dc35ba 

9  81782d4a5db48f03 f1eca5544cb89225 8093d195e0054fa3 c4875b0c7abc076b 
00091f460be46c52 d0403c398fc40002 86f67263a0f0ec0a 5a6c781f54dcc00c 

10  69854c4aa0f25b59 81782d4a5db48f03 f1eca5544cb89225 8093d195e0054fa3 
d375471bde1ba3f4 00091f460be46c52 d0403c398fc40002 86f67263a0f0ec0a 

11  db0a9963f80c2eaa 69854c4aa0f25b59 81782d4a5db48f03 f1eca5544cb89225 
475975b91a7a462c d375471bde1ba3f4 00091f460be46c52 d0403c398fc40002 

12  5e41214388186c14 db0a9963f80c2eaa 69854c4aa0f25b59 81782d4a5db48f03 
cdf3bff2883fc9d9 475975b91a7a462c d375471bde1ba3f4 00091f460be46c52 

13  44249631255d2ca0 5e41214388186c14 db0a9963f80c2eaa 69854c4aa0f25b59 
860acf9effba6f61 cdf3bff2883fc9d9 475975b91a7a462c d375471bde1ba3f4 

14  fa967eed85a08028 44249631255d2ca0 5e41214388186c14 db0a9963f80c2eaa 
874bfe5f6aae9f2f 860acf9effba6f61 cdf3bff2883fc9d9 475975b91a7a462c 

15  0ae07c86b1181c75 fa967eed85a08028 44249631255d2ca0 5e41214388186c14 
a77b7c035dd4c161 874bfe5f6aae9f2f 860acf9effba6f61 cdf3bff2883fc9d9 

16  caf81a425d800537 0ae07c86b1181c75 fa967eed85a08028 44249631255d2ca0 
2deecc6b39d64d78 a77b7c035dd4c161 874bfe5f6aae9f2f 860acf9effba6f61 

17  4725be249ad19e6b caf81a425d800537 0ae07c86b1181c75 fa967eed85a08028 
f47e8353f8047455 2deecc6b39d64d78 a77b7c035dd4c161 874bfe5f6aae9f2f 

18  3c4b4104168e3edb 4725be249ad19e6b caf81a425d800537 0ae07c86b1181c75 
29695fd88d81dbd0 f47e8353f8047455 2deecc6b39d64d78 a77b7c035dd4c161 

19  9a3fb4d38ab6cf06 3c4b4104168e3edb 4725be249ad19e6b caf81a425d800537 
f14998dd5f70767e 29695fd88d81dbd0 f47e8353f8047455 2deecc6b39d64d78 

20  8dc5ae65569d3855 9a3fb4d38ab6cf06 3c4b4104168e3edb 4725be249ad19e6b 
4bb9e66d1145bfdc f14998dd5f70767e 29695fd88d81dbd0 f47e8353f8047455 

21  da34d6673d452dcf 8dc5ae65569d3855 9a3fb4d38ab6cf06 3c4b4104168e3edb 
8e30ff09ad488753 4bb9e66d1145bfdc f14998dd5f70767e 29695fd88d81dbd0 

22  3e2644567b709a78 da34d6673d452dcf 8dc5ae65569d3855 9a3fb4d38ab6cf06 
0ac2b11da8f571c6 8e30ff09ad488753 4bb9e66d1145bfdc f14998dd5f70767e 

23  4f6877b58fe55484 3e2644567b709a78 da34d6673d452dcf 8dc5ae65569d3855 
c66005f87db55233 0ac2b11da8f571c6 8e30ff09ad488753 4bb9e66d1145bfdc 

24  9aff71163fa3a940 4f6877b58fe55484 3e2644567b709a78 da34d6673d452dcf 
d3ecf13769180e6f c66005f87db55233 0ac2b11da8f571c6 8e30ff09ad488753 

25  0bc5f791f8e6816b 9aff71163fa3a940 4f6877b58fe55484 3e2644567b709a78 
6ddf1fd7edcce336 d3ecf13769180e6f c66005f87db55233 0ac2b11da8f571c6 

26  884c3bc27bc4f941 0bc5f791f8e6816b 9aff71163fa3a940 4f6877b58fe55484 
e6e48c9a8e948365 6ddf1fd7edcce336 d3ecf13769180e6f c66005f87db55233 

27  eab4a9e5771b8d09 884c3bc27bc4f941 0bc5f791f8e6816b 9aff71163fa3a940 
09068a4e255a0dac e6e48c9a8e948365 6ddf1fd7edcce336 d3ecf13769180e6f 

28  e62349090f47d30a eab4a9e5771b8d09 884c3bc27bc4f941 0bc5f791f8e6816b 
0fcdf99710f21584 09068a4e255a0dac e6e48c9a8e948365 6ddf1fd7edcce336 

29  74bf40f869094c63 e62349090f47d30a eab4a9e5771b8d09 884c3bc27bc4f941 
f0aec2fe1437f085 0fcdf99710f21584 09068a4e255a0dac e6e48c9a8e948365 

30  4c4fbbb75f1873a6 74bf40f869094c63 e62349090f47d30a eab4a9e5771b8d09 
73e025d91b9efea3 f0aec2fe1437f085 0fcdf99710f21584 09068a4e255a0dac 

31  ff4d3f1f0d46a736 4c4fbbb75f1873a6 74bf40f869094c63 e62349090f47d30a 
3cd388e119e8162e 73e025d91b9efea3 f0aec2fe1437f085 0fcdf99710f21584 

32  a0509015ca08c8d4 ff4d3f1f0d46a736 4c4fbbb75f1873a6 74bf40f869094c63 
e1034573654a106f 3cd388e119e8162e 73e025d91b9efea3 f0aec2fe1437f085 

33  60d4e6995ed91fe6 a0509015ca08c8d4 ff4d3f1f0d46a736 4c4fbbb75f1873a6 
efabbd8bf47c041a e1034573654a106f 3cd388e119e8162e 73e025d91b9efea3 
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34  2c59ec7743632621 60d4e6995ed91fe6 a0509015ca08c8d4 ff4d3f1f0d46a736 
0fbae670fa780fd3 efabbd8bf47c041a e1034573654a106f 3cd388e119e8162e 

35  1a081afc59fdbc2c 2c59ec7743632621 60d4e6995ed91fe6 a0509015ca08c8d4 
f098082f502b44cd 0fbae670fa780fd3 efabbd8bf47c041a e1034573654a106f 

36  88df85b0bbe77514 1a081afc59fdbc2c 2c59ec7743632621 60d4e6995ed91fe6 
8fbfd0162bbf4675 f098082f502b44cd 0fbae670fa780fd3 efabbd8bf47c041a 

37  002bb8e4cd989567 88df85b0bbe77514 1a081afc59fdbc2c 2c59ec7743632621 
66adcfa249ac7bbd 8fbfd0162bbf4675 f098082f502b44cd 0fbae670fa780fd3 

38  b3bb8542b3376de5 002bb8e4cd989567 88df85b0bbe77514 1a081afc59fdbc2c 
b49596c20feba7de 66adcfa249ac7bbd 8fbfd0162bbf4675 f098082f502b44cd 

39  8e01e125b855d225 b3bb8542b3376de5 002bb8e4cd989567 88df85b0bbe77514 
0c710a47ba6a567b b49596c20feba7de 66adcfa249ac7bbd 8fbfd0162bbf4675 

40  b01521dd6a6be12c 8e01e125b855d225 b3bb8542b3376de5 002bb8e4cd989567 
169008b3a4bb170b 0c710a47ba6a567b b49596c20feba7de 66adcfa249ac7bbd 

41  e96f89dd48cbd851 b01521dd6a6be12c 8e01e125b855d225 b3bb8542b3376de5 
f0996439e7b50cb1 169008b3a4bb170b 0c710a47ba6a567b b49596c20feba7de 

42  bc05ba8de5d3c480 e96f89dd48cbd851 b01521dd6a6be12c 8e01e125b855d225 
639cb938e14dc190 f0996439e7b50cb1 169008b3a4bb170b 0c710a47ba6a567b 

43  35d7e7f41defcbd5 bc05ba8de5d3c480 e96f89dd48cbd851 b01521dd6a6be12c 
cc5100997f5710f2 639cb938e14dc190 f0996439e7b50cb1 169008b3a4bb170b 

44  c47c9d5c7ea8a234 35d7e7f41defcbd5 bc05ba8de5d3c480 e96f89dd48cbd851 
858d832ae0e8911c cc5100997f5710f2 639cb938e14dc190 f0996439e7b50cb1 

45  021fbadbabab5ac6 c47c9d5c7ea8a234 35d7e7f41defcbd5 bc05ba8de5d3c480 
e95c2a57572d64d9 858d832ae0e8911c cc5100997f5710f2 639cb938e14dc190 

46  f61e672694de2d67 021fbadbabab5ac6 c47c9d5c7ea8a234 35d7e7f41defcbd5 
c6bc35740d8daa9a e95c2a57572d64d9 858d832ae0e8911c cc5100997f5710f2 

47  6b69fc1bb482feac f61e672694de2d67 021fbadbabab5ac6 c47c9d5c7ea8a234 
35264334c03ac8ad c6bc35740d8daa9a e95c2a57572d64d9 858d832ae0e8911c 

48  571f323d96b3a047 6b69fc1bb482feac f61e672694de2d67 021fbadbabab5ac6 
271580ed6c3e5650 35264334c03ac8ad c6bc35740d8daa9a e95c2a57572d64d9 

49  ca9bd862c5050918 571f323d96b3a047 6b69fc1bb482feac f61e672694de2d67 
dfe091dab182e645 271580ed6c3e5650 35264334c03ac8ad c6bc35740d8daa9a 

50  813a43dd2c502043 ca9bd862c5050918 571f323d96b3a047 6b69fc1bb482feac 
07a0d8ef821c5e1a dfe091dab182e645 271580ed6c3e5650 35264334c03ac8ad 

51  d43f83727325dd77 813a43dd2c502043 ca9bd862c5050918 571f323d96b3a047 
483f80a82eaee23e 07a0d8ef821c5e1a dfe091dab182e645 271580ed6c3e5650 

52  03df11b32d42e203 d43f83727325dd77 813a43dd2c502043 ca9bd862c5050918 
504f94e40591cffa 483f80a82eaee23e 07a0d8ef821c5e1a dfe091dab182e645 

53  d63f68037ddf06aa 03df11b32d42e203 d43f83727325dd77 813a43dd2c502043 
a6781efe1aa1ce02 504f94e40591cffa 483f80a82eaee23e 07a0d8ef821c5e1a 

54  f650857b5babda4d d63f68037ddf06aa 03df11b32d42e203 d43f83727325dd77 
9ccfb31a86df0f86 a6781efe1aa1ce02 504f94e40591cffa 483f80a82eaee23e 

55  63b460e42748817e f650857b5babda4d d63f68037ddf06aa 03df11b32d42e203 
c6b4dd2a9931c509 9ccfb31a86df0f86 a6781efe1aa1ce02 504f94e40591cffa 

56  7a52912943d52b05 63b460e42748817e f650857b5babda4d d63f68037ddf06aa 
d2e89bbd91e00be0 c6b4dd2a9931c509 9ccfb31a86df0f86 a6781efe1aa1ce02 

57  4b81c3aec976ea4b 7a52912943d52b05 63b460e42748817e f650857b5babda4d 
70505988124351ac d2e89bbd91e00be0 c6b4dd2a9931c509 9ccfb31a86df0f86 

58  581ecb3355dcd9b8 4b81c3aec976ea4b 7a52912943d52b05 63b460e42748817e 
6a3c9b0f71c8bf36 70505988124351ac d2e89bbd91e00be0 c6b4dd2a9931c509 

59  2c074484ef1eac8c 581ecb3355dcd9b8 4b81c3aec976ea4b 7a52912943d52b05 
4797cde4ed370692 6a3c9b0f71c8bf36 70505988124351ac d2e89bbd91e00be0 

60  3857dfd2fc37d3ba 2c074484ef1eac8c 581ecb3355dcd9b8 4b81c3aec976ea4b 
a6af4e9c9f807e51 4797cde4ed370692 6a3c9b0f71c8bf36 70505988124351ac 

61  cfcd928c5424e2b6 3857dfd2fc37d3ba 2c074484ef1eac8c 581ecb3355dcd9b8 
09aee5bda1644de5 a6af4e9c9f807e51 4797cde4ed370692 6a3c9b0f71c8bf36 

62  a81dedbb9f19e643 cfcd928c5424e2b6 3857dfd2fc37d3ba 2c074484ef1eac8c 
84058865d60a05fa 09aee5bda1644de5 a6af4e9c9f807e51 4797cde4ed370692 

63  ab44e86276478d85 a81dedbb9f19e643 cfcd928c5424e2b6 3857dfd2fc37d3ba 
cd881ee59ca6bc53 84058865d60a05fa 09aee5bda1644de5 a6af4e9c9f807e51 
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64  5a806d7e9821a501 ab44e86276478d85 a81dedbb9f19e643 cfcd928c5424e2b6 
aa84b086688a5c45 cd881ee59ca6bc53 84058865d60a05fa 09aee5bda1644de5 

65  eeb9c21bb0102598 5a806d7e9821a501 ab44e86276478d85 a81dedbb9f19e643 
3b5fed0d6a1f96e1 aa84b086688a5c45 cd881ee59ca6bc53 84058865d60a05fa 

66  46c4210ab2cc155d eeb9c21bb0102598 5a806d7e9821a501 ab44e86276478d85 
29fab5a7bff53366 3b5fed0d6a1f96e1 aa84b086688a5c45 cd881ee59ca6bc53 

67  54ba35cf56a0340e 46c4210ab2cc155d eeb9c21bb0102598 5a806d7e9821a501 
1c66f46d95690bcf 29fab5a7bff53366 3b5fed0d6a1f96e1 aa84b086688a5c45 

68  181839d609c79748 54ba35cf56a0340e 46c4210ab2cc155d eeb9c21bb0102598 
0ada78ba2d446140 1c66f46d95690bcf 29fab5a7bff53366 3b5fed0d6a1f96e1 

69  fb6aaae5d0b6a447 181839d609c79748 54ba35cf56a0340e 46c4210ab2cc155d 
e3711cb6564d112d 0ada78ba2d446140 1c66f46d95690bcf 29fab5a7bff53366 

70  7652c579cb60f19c fb6aaae5d0b6a447 181839d609c79748 54ba35cf56a0340e 
aff62c9665ff80fa e3711cb6564d112d 0ada78ba2d446140 1c66f46d95690bcf 

71  f15e9664b2803575 7652c579cb60f19c fb6aaae5d0b6a447 181839d609c79748 
947c3dfafee570ef aff62c9665ff80fa e3711cb6564d112d 0ada78ba2d446140 

72  358406d165aee9ab f15e9664b2803575 7652c579cb60f19c fb6aaae5d0b6a447 
8c7b5fd91a794ca0 947c3dfafee570ef aff62c9665ff80fa e3711cb6564d112d 

73  20878dcd29cdfaf5 358406d165aee9ab f15e9664b2803575 7652c579cb60f19c 
054d3536539948d0 8c7b5fd91a794ca0 947c3dfafee570ef aff62c9665ff80fa 

74  33d48dabb5521de2 20878dcd29cdfaf5 358406d165aee9ab f15e9664b2803575 
2ba18245b50de4cf 054d3536539948d0 8c7b5fd91a794ca0 947c3dfafee570ef 

75  c8960e6be864b916 33d48dabb5521de2 20878dcd29cdfaf5 358406d165aee9ab 
995019a6ff3ba3de 2ba18245b50de4cf 054d3536539948d0 8c7b5fd91a794ca0 

76  654ef9abec389ca9 c8960e6be864b916 33d48dabb5521de2 20878dcd29cdfaf5 
ceb9fc3691ce8326 995019a6ff3ba3de 2ba18245b50de4cf 054d3536539948d0 

77  d67806db8b148677 654ef9abec389ca9 c8960e6be864b916 33d48dabb5521de2 
25c96a7768fb2aa3 ceb9fc3691ce8326 995019a6ff3ba3de 2ba18245b50de4cf 

78  10d9c4c4295599f6 d67806db8b148677 654ef9abec389ca9 c8960e6be864b916 
9bb4d39778c07f9e 25c96a7768fb2aa3 ceb9fc3691ce8326 995019a6ff3ba3de 

79  73a54f399fa4b1b2 10d9c4c4295599f6 d67806db8b148677 654ef9abec389ca9 
d08446aa79693ed7 9bb4d39778c07f9e 25c96a7768fb2aa3 ceb9fc3691ce8326 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = 6a09e667f3bcc908 ⊎ 73a54f399fa4b1b2 = ddaf35a193617aba 
Y1 = bb67ae8584caa73b ⊎ 10d9c4c4295599f6 = cc417349ae204131 
Y2 = 3c6ef372fe94f82b ⊎ d67806db8b148677 = 12e6fa4e89a97ea2 
Y3 = a54ff53a5f1d36f1 ⊎ 654ef9abec389ca9 = 0a9eeee64b55d39a 
Y4 = 510e527fade682d1 ⊎ d08446aa79693ed7 = 2192992a274fc1a8 
Y5 = 9b05688c2b3e6c1f ⊎ 9bb4d39778c07f9e = 36ba3c23a3feebbd 
Y6 = 1f83d9abfb41bd6b ⊎ 25c96a7768fb2aa3 = 454d4423643ce80e 
Y7 = 5be0cd19137e2179 ⊎ ceb9fc3691ce8326 = 2a9ac94fa54ca49f 

 
 

The hash value is the following 512-bit string. 

ddaf35a193617aba cc417349ae204131 12e6fa4e89a97ea2 0a9eeee64b55d39a 
2192992a274fc1a8 36ba3c23a3feebbd 454d4423643ce80e 2a9ac94fa54ca49f 

 
A.5.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of 
 

‘message digest’ 
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The hash-code is the following 512-bit string. 
 

107dbf389d9e9f71 a3a95f6c055b9251 bc5268c2be16d6c1 3492ea45b0199f33 
09e16455ab1e9611 8e8a905d5597b720 38ddb372a8982604 6de66687bb420e7c 

 
A.5.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of 
  

‘abcdefghijklmnopqrstuvwxyz’ 
 
The hash-code is the following 512-bit string. 
 

4dbff86cc2ca1bae 1e16468a05cb9881 c97f1753bce36190 34898faa1aabe429 
955a1bf8ec483d74 21fe3c1646613a59 ed5441fb0f321389 f77f48a879c7b1f1 

 
A.5.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of 
  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 
 
The hash-code is the following 512-bit string. 
 

1e07be23c26a86ea 37ea810c8ec78093 52515a970e9253c2 6f536cfc7a9996c4 
5c8370583e0a78fa 4a90041d71a4ceab 7423f19c71b9d5a3 e01249f0bebd5894 

 
A.5.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
  

‘1234567890’ 
 
The hash-code is the following 512-bit string. 
 

72ec1ef1124a45b0 47e8b7c75a932195 135bb61de24ec0d1 914042246e0aec3a 
2354e093d76f3048 b456764346900cb1 30d2a4fd5dd16abb 5e30bcb850dee843 

 
A.5.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of 
  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 
 
The hash-code is the following 512-bit string. 
 

204a8fc6dda82f0a 0ced7beb8e08a416 57c16ef468b228a8 279be331a703c335 
96fd15c13b1b07f9 aa1d3bea57789ca0 31ad85c7a71dd703 54ec631238ca3445 

 
A.5.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 512-bit string. 
 

e718483d0ce76964 4e2e42c7bc15b463 8e1f98b13b204428 5632a803afa973eb 
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de0ff244877ea60a 4cb0432ce577c31b eb009c5c2c49aa2e 4eadb217ad8cc09b 
 

 
A.5.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of  

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

After the padding process, the following two 16-word blocks are derived from the data-string. 

61626364 65666768 62636465 66676869 63646566 6768696a 64656667 68696a6b 
65666768 696a6b6c 66676869 6a6b6c6d 6768696a 6b6c6d6e 68696a6b 6c6d6e6f 
696a6b6c 6d6e6f70 6a6b6c6d 6e6f7071 6b6c6d6e 6f707172 6c6d6e6f 70717273 
6d6e6f70 71727374 6e6f7071 72737475 80000000 00000000 00000000 00000000 

 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000380 

 
The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the first block process. 

init  6a09e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94f82b a54ff53a5f1d36f1 
510e527fade682d1 9b05688c2b3e6c1f 1f83d9abfb41bd6b 5be0cd19137e2179 

0  f6afce9d2263455d 6a09e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94f82b 
58cb0218e01b86f9 510e527fade682d1 9b05688c2b3e6c1f 1f83d9abfb41bd6b 

1  0b7056a534ae5f62 f6afce9d2263455d 6a09e667f3bcc908 bb67ae8584caa73b 
f8c7198fe39e4c8c 58cb0218e01b86f9 510e527fade682d1 9b05688c2b3e6c1f 

2  2ca82233760c9942 0b7056a534ae5f62 f6afce9d2263455d 6a09e667f3bcc908 
303eccccd65953de f8c7198fe39e4c8c 58cb0218e01b86f9 510e527fade682d1 

3  a023f17ce52cda7b 2ca82233760c9942 0b7056a534ae5f62 f6afce9d2263455d 
ffdee5eedcc9ca42 303eccccd65953de f8c7198fe39e4c8c 58cb0218e01b86f9 

4  8f0a67d9d591a1a7 a023f17ce52cda7b 2ca82233760c9942 0b7056a534ae5f62 
cb4cfbb166505f2f ffdee5eedcc9ca42 303eccccd65953de f8c7198fe39e4c8c 

5  b466267371acc493 8f0a67d9d591a1a7 a023f17ce52cda7b 2ca82233760c9942 
73d6c84c54d399ee cb4cfbb166505f2f ffdee5eedcc9ca42 303eccccd65953de 

6  658269f1a312fccd b466267371acc493 8f0a67d9d591a1a7 a023f17ce52cda7b 
cdc40314975fb275 73d6c84c54d399ee cb4cfbb166505f2f ffdee5eedcc9ca42 

7  65e3519c5b88181b 658269f1a312fccd b466267371acc493 8f0a67d9d591a1a7 
a657850ab3970c5a cdc40314975fb275 73d6c84c54d399ee cb4cfbb166505f2f 

8  56604fbb4b6393ec 65e3519c5b88181b 658269f1a312fccd b466267371acc493 
e8b3be22fbe64df7 a657850ab3970c5a cdc40314975fb275 73d6c84c54d399ee 

9  c4562769a37d02c0 56604fbb4b6393ec 65e3519c5b88181b 658269f1a312fccd 
0062e70a1ef705c1 e8b3be22fbe64df7 a657850ab3970c5a cdc40314975fb275 

10  27c0b4c9186e1736 c4562769a37d02c0 56604fbb4b6393ec 65e3519c5b88181b 
bc9740477a18ae2d 0062e70a1ef705c1 e8b3be22fbe64df7 a657850ab3970c5a 

11  f17f52fb02f4eb74 27c0b4c9186e1736 c4562769a37d02c0 56604fbb4b6393ec 
be58522cb9590ee1 bc9740477a18ae2d 0062e70a1ef705c1 e8b3be22fbe64df7 

12  f2c245ac903d4a35 f17f52fb02f4eb74 27c0b4c9186e1736 c4562769a37d02c0 
49d5fa3a16dcd502 be58522cb9590ee1 bc9740477a18ae2d 0062e70a1ef705c1 

13  9b04175ea8090daa f2c245ac903d4a35 f17f52fb02f4eb74 27c0b4c9186e1736 
ec9c5e98ff98760d 49d5fa3a16dcd502 be58522cb9590ee1 bc9740477a18ae2d 

14  481b8a6ee5e07031 9b04175ea8090daa f2c245ac903d4a35 f17f52fb02f4eb74 
e4d35b613a5ac420 ec9c5e98ff98760d 49d5fa3a16dcd502 be58522cb9590ee1 
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15  9356ac3ec3e51459 481b8a6ee5e07031 9b04175ea8090daa f2c245ac903d4a35 
701f17d27582443b e4d35b613a5ac420 ec9c5e98ff98760d 49d5fa3a16dcd502 

16  b889ed34abd7aa37 9356ac3ec3e51459 481b8a6ee5e07031 9b04175ea8090daa 
1d05d9ba779a1a78 701f17d27582443b e4d35b613a5ac420 ec9c5e98ff98760d 

17  bf537b1f3edc7381 b889ed34abd7aa37 9356ac3ec3e51459 481b8a6ee5e07031 
c362ff9cf932951d 1d05d9ba779a1a78 701f17d27582443b e4d35b613a5ac420 

18  d4e44d54e8242ad8 bf537b1f3edc7381 b889ed34abd7aa37 9356ac3ec3e51459 
459e4e6888919f36 c362ff9cf932951d 1d05d9ba779a1a78 701f17d27582443b 

19  05f3fba454e5de3d d4e44d54e8242ad8 bf537b1f3edc7381 b889ed34abd7aa37 
caed4b5fa322b984 459e4e6888919f36 c362ff9cf932951d 1d05d9ba779a1a78 

20  cdb73772dc0248bf 05f3fba454e5de3d d4e44d54e8242ad8 bf537b1f3edc7381 
dc8049afa6acd502 caed4b5fa322b984 459e4e6888919f36 c362ff9cf932951d 

21  1d47a3268ff677ed cdb73772dc0248bf 05f3fba454e5de3d d4e44d54e8242ad8 
8407818e9b28cc12 dc8049afa6acd502 caed4b5fa322b984 459e4e6888919f36 

22  af4e23eb622d0df4 1d47a3268ff677ed cdb73772dc0248bf 05f3fba454e5de3d 
64b5ae5424598428 8407818e9b28cc12 dc8049afa6acd502 caed4b5fa322b984 

23  be50606778de14a6 af4e23eb622d0df4 1d47a3268ff677ed cdb73772dc0248bf 
0a5d727cc92e7adb 64b5ae5424598428 8407818e9b28cc12 dc8049afa6acd502 

24  821e44f6678ac478 be50606778de14a6 af4e23eb622d0df4 1d47a3268ff677ed 
f367e596d0a038a5 0a5d727cc92e7adb 64b5ae5424598428 8407818e9b28cc12 

25  0c852b1359a77c18 821e44f6678ac478 be50606778de14a6 af4e23eb622d0df4 
6dec8a3396a80c3f f367e596d0a038a5 0a5d727cc92e7adb 64b5ae5424598428 

26  ebb574fad4b7a7e4 0c852b1359a77c18 821e44f6678ac478 be50606778de14a6 
a241e7efc1eb6ff9 6dec8a3396a80c3f f367e596d0a038a5 0a5d727cc92e7adb 

27  a092821c3cdf08da ebb574fad4b7a7e4 0c852b1359a77c18 821e44f6678ac478 
c84e849917a7c08e a241e7efc1eb6ff9 6dec8a3396a80c3f f367e596d0a038a5 

28  82ba2e1a2df2a4f1 a092821c3cdf08da ebb574fad4b7a7e4 0c852b1359a77c18 
61845f6924789851 c84e849917a7c08e a241e7efc1eb6ff9 6dec8a3396a80c3f 

29  1959ad991c63d06a 82ba2e1a2df2a4f1 a092821c3cdf08da ebb574fad4b7a7e4 
231faf24910a891a 61845f6924789851 c84e849917a7c08e a241e7efc1eb6ff9 

30  9b32d4cacd9a625b 1959ad991c63d06a 82ba2e1a2df2a4f1 a092821c3cdf08da 
533066919d608799 231faf24910a891a 61845f6924789851 c84e849917a7c08e 

31  dc55339f4d841965 9b32d4cacd9a625b 1959ad991c63d06a 82ba2e1a2df2a4f1 
e2517f359998a58d 533066919d608799 231faf24910a891a 61845f6924789851 

32  fdebb1283b12514f dc55339f4d841965 9b32d4cacd9a625b 1959ad991c63d06a 
b1989170a183c661 e2517f359998a58d 533066919d608799 231faf24910a891a 

33  b44c7975a83e3334 fdebb1283b12514f dc55339f4d841965 9b32d4cacd9a625b 
009ad175b8d588a4 b1989170a183c661 e2517f359998a58d 533066919d608799 

34  0bac61bfc53d18b7 b44c7975a83e3334 fdebb1283b12514f dc55339f4d841965 
a7d5416d690557b8 009ad175b8d588a4 b1989170a183c661 e2517f359998a58d 

35  392893c22e75856a 0bac61bfc53d18b7 b44c7975a83e3334 fdebb1283b12514f 
7a7c9eb7bc813248 a7d5416d690557b8 009ad175b8d588a4 b1989170a183c661 

36  824408631432e09b 392893c22e75856a 0bac61bfc53d18b7 b44c7975a83e3334 
5e696a9fda56d6bf 7a7c9eb7bc813248 a7d5416d690557b8 009ad175b8d588a4 

37  a64162f151a8c1cb 824408631432e09b 392893c22e75856a 0bac61bfc53d18b7 
0f57062401dc680b 5e696a9fda56d6bf 7a7c9eb7bc813248 a7d5416d690557b8 

38  922537abad1e95a1 a64162f151a8c1cb 824408631432e09b 392893c22e75856a 
4f4c193d435ff721 0f57062401dc680b 5e696a9fda56d6bf 7a7c9eb7bc813248 

39  b80591f6fbfadcde 922537abad1e95a1 a64162f151a8c1cb 824408631432e09b 
00f4407c0f37237e 4f4c193d435ff721 0f57062401dc680b 5e696a9fda56d6bf 

40  08f151f4b8d0fa2e b80591f6fbfadcde 922537abad1e95a1 a64162f151a8c1cb 
ec8b96fe402094cd 00f4407c0f37237e 4f4c193d435ff721 0f57062401dc680b 

41  12b5fcc2b68f65c0 08f151f4b8d0fa2e b80591f6fbfadcde 922537abad1e95a1 
d688101dfd24a148 ec8b96fe402094cd 00f4407c0f37237e 4f4c193d435ff721 

42  a71bf5bd64289948 12b5fcc2b68f65c0 08f151f4b8d0fa2e b80591f6fbfadcde 
e052bfb7a6945939 d688101dfd24a148 ec8b96fe402094cd 00f4407c0f37237e 

43  890c2cd670c4aea3 a71bf5bd64289948 12b5fcc2b68f65c0 08f151f4b8d0fa2e 
dd13e4edeeff00e7 e052bfb7a6945939 d688101dfd24a148 ec8b96fe402094cd 

44  ca61990b43297ffc 890c2cd670c4aea3 a71bf5bd64289948 12b5fcc2b68f65c0 
139aa55c51d9ee5f dd13e4edeeff00e7 e052bfb7a6945939 d688101dfd24a148 
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45  7196e8fa538ba4bf ca61990b43297ffc 890c2cd670c4aea3 a71bf5bd64289948 
046735513cdd14d3 139aa55c51d9ee5f dd13e4edeeff00e7 e052bfb7a6945939 

46  1f0720944dbeb6a4 7196e8fa538ba4bf ca61990b43297ffc 890c2cd670c4aea3 
a41eb7e5a27588e3 046735513cdd14d3 139aa55c51d9ee5f dd13e4edeeff00e7 

47  d6d4f8608b8ab199 1f0720944dbeb6a4 7196e8fa538ba4bf ca61990b43297ffc 
24b9c216f915da60 a41eb7e5a27588e3 046735513cdd14d3 139aa55c51d9ee5f 

48  88761eb67845978e d6d4f8608b8ab199 1f0720944dbeb6a4 7196e8fa538ba4bf 
9fe22e39448d50ed 24b9c216f915da60 a41eb7e5a27588e3 046735513cdd14d3 

49  7d40e6be47d85702 88761eb67845978e d6d4f8608b8ab199 1f0720944dbeb6a4 
d9c900e01968c33e 9fe22e39448d50ed 24b9c216f915da60 a41eb7e5a27588e3 

50  7d0d988df5768598 7d40e6be47d85702 88761eb67845978e d6d4f8608b8ab199 
2ec2e522a7c7d12c d9c900e01968c33e 9fe22e39448d50ed 24b9c216f915da60 

51  48a8b60575b37f31 7d0d988df5768598 7d40e6be47d85702 88761eb67845978e 
7059f9bc8c88a373 2ec2e522a7c7d12c d9c900e01968c33e 9fe22e39448d50ed 

52  6bc425af294bbf79 48a8b60575b37f31 7d0d988df5768598 7d40e6be47d85702 
6a8143b1716ee33d 7059f9bc8c88a373 2ec2e522a7c7d12c d9c900e01968c33e 

53  307a456158ee8849 6bc425af294bbf79 48a8b60575b37f31 7d0d988df5768598 
4372e85c16ee4440 6a8143b1716ee33d 7059f9bc8c88a373 2ec2e522a7c7d12c 

54  af36382c8fd716be 307a456158ee8849 6bc425af294bbf79 48a8b60575b37f31 
a8f8b0033187a916 4372e85c16ee4440 6a8143b1716ee33d 7059f9bc8c88a373 

55  810ebee951c64ca1 af36382c8fd716be 307a456158ee8849 6bc425af294bbf79 
16a64f5997b9cca6 a8f8b0033187a916 4372e85c16ee4440 6a8143b1716ee33d 

56  2dd7659f1b4d13cd 810ebee951c64ca1 af36382c8fd716be 307a456158ee8849 
5da6793bb7286a4b 16a64f5997b9cca6 a8f8b0033187a916 4372e85c16ee4440 

57  5ac712acff4b98be 2dd7659f1b4d13cd 810ebee951c64ca1 af36382c8fd716be 
91f6395b301adbfd 5da6793bb7286a4b 16a64f5997b9cca6 a8f8b0033187a916 

58  c1af358833cb03c0 5ac712acff4b98be 2dd7659f1b4d13cd 810ebee951c64ca1 
d4883c0c21dda190 91f6395b301adbfd 5da6793bb7286a4b 16a64f5997b9cca6 

59  88a306074d388c7d c1af358833cb03c0 5ac712acff4b98be 2dd7659f1b4d13cd 
9fc52468b897f9c8 d4883c0c21dda190 91f6395b301adbfd 5da6793bb7286a4b 

60  f11bfd0cf67d3040 88a306074d388c7d c1af358833cb03c0 5ac712acff4b98be 
47efb6407f74d318 9fc52468b897f9c8 d4883c0c21dda190 91f6395b301adbfd 

61  1f065e7828ed4e1b f11bfd0cf67d3040 88a306074d388c7d c1af358833cb03c0 
7481899904a4ce23 47efb6407f74d318 9fc52468b897f9c8 d4883c0c21dda190 

62  aebde39f2bc42ec1 1f065e7828ed4e1b f11bfd0cf67d3040 88a306074d388c7d 
62ab526ff177a988 7481899904a4ce23 47efb6407f74d318 9fc52468b897f9c8 

63  d35a94706e3e5df2 aebde39f2bc42ec1 1f065e7828ed4e1b f11bfd0cf67d3040 
53f92b648d5d815c 62ab526ff177a988 7481899904a4ce23 47efb6407f74d318 

64  d72d727c53e09ab9 d35a94706e3e5df2 aebde39f2bc42ec1 1f065e7828ed4e1b 
10746426ba9824f4 53f92b648d5d815c 62ab526ff177a988 7481899904a4ce23 

65  3a7235e5a4051d94 d72d727c53e09ab9 d35a94706e3e5df2 aebde39f2bc42ec1 
afe455daec5c2b00 10746426ba9824f4 53f92b648d5d815c 62ab526ff177a988 

66  f7f510fe73ef7e76 3a7235e5a4051d94 d72d727c53e09ab9 d35a94706e3e5df2 
f1202c0bb7c4583f afe455daec5c2b00 10746426ba9824f4 53f92b648d5d815c 

67  23c2acfb393523e9 f7f510fe73ef7e76 3a7235e5a4051d94 d72d727c53e09ab9 
a0bc2a61044ac12e f1202c0bb7c4583f afe455daec5c2b00 10746426ba9824f4 

68  0307d241a1ed7121 23c2acfb393523e9 f7f510fe73ef7e76 3a7235e5a4051d94 
fad5f38f1e0aea12 a0bc2a61044ac12e f1202c0bb7c4583f afe455daec5c2b00 

69  191814d82f0a16fb 0307d241a1ed7121 23c2acfb393523e9 f7f510fe73ef7e76 
39d325086e66e200 fad5f38f1e0aea12 a0bc2a61044ac12e f1202c0bb7c4583f 

70  0a1ed41b6da18c01 191814d82f0a16fb 0307d241a1ed7121 23c2acfb393523e9 
b3d3521e166e5df1 39d325086e66e200 fad5f38f1e0aea12 a0bc2a61044ac12e 

71  8a3f07db93f6c827 0a1ed41b6da18c01 191814d82f0a16fb 0307d241a1ed7121 
6b370074be040ed7 b3d3521e166e5df1 39d325086e66e200 fad5f38f1e0aea12 

72  002744d87ef80d28 8a3f07db93f6c827 0a1ed41b6da18c01 191814d82f0a16fb 
8c5a245de2d72fe6 6b370074be040ed7 b3d3521e166e5df1 39d325086e66e200 

73  778dc7880a4a2aa0 002744d87ef80d28 8a3f07db93f6c827 0a1ed41b6da18c01 
45a375b466e5e342 8c5a245de2d72fe6 6b370074be040ed7 b3d3521e166e5df1 

74  a3f11de5ede05b11 778dc7880a4a2aa0 002744d87ef80d28 8a3f07db93f6c827 
f5bbf52f1ab7cc05 45a375b466e5e342 8c5a245de2d72fe6 6b370074be040ed7 
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75  629c8ae6ecd8af4b a3f11de5ede05b11 778dc7880a4a2aa0 002744d87ef80d28 
5a8fe5919d3cf136 f5bbf52f1ab7cc05 45a375b466e5e342 8c5a245de2d72fe6 

76  c9a8c1e2d063ce94 629c8ae6ecd8af4b a3f11de5ede05b11 778dc7880a4a2aa0 
aacd089bfae8faf9 5a8fe5919d3cf136 f5bbf52f1ab7cc05 45a375b466e5e342 

77  c517cba6a09bb26a c9a8c1e2d063ce94 629c8ae6ecd8af4b a3f11de5ede05b11 
e1682bd33c8f8e23 aacd089bfae8faf9 5a8fe5919d3cf136 f5bbf52f1ab7cc05 

78  11e3570e06e3b74e c517cba6a09bb26a c9a8c1e2d063ce94 629c8ae6ecd8af4b 
075aabbade34fd01 e1682bd33c8f8e23 aacd089bfae8faf9 5a8fe5919d3cf136 

79  d90f1b1237b3a561 11e3570e06e3b74e c517cba6a09bb26a c9a8c1e2d063ce94 
867983f69d3a3ad1 075aabbade34fd01 e1682bd33c8f8e23 aacd089bfae8faf9 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the round-function in the first 
block process. 

Y0 = 6a09e667f3bcc908 ⊎ d90f1b1237b3a561 = 4319017a2b706e69 
Y1 = bb67ae8584caa73b ⊎ 11e3570e06e3b74e = cd4b05938bae5e89 
Y2 = 3c6ef372fe94f82b ⊎ c517cba6a09bb26a = 0186bf199f30aa95 
Y3 = a54ff53a5f1d36f1 ⊎ c9a8c1e2d063ce94 = 6ef8b71d2f810585 
Y4 = 510e527fade682d1 ⊎ 867983f69d3a3ad1 = d787d6764b20bda2 
Y5 = 9b05688c2b3e6c1f ⊎ 075aabbade34fd01 = a260144709736920 
Y6 = 1f83d9abfb41bd6b ⊎ e1682bd33c8f8e23 = 00ec057f37d14b8e 
Y7 = 5be0cd19137e2179 ⊎ aacd089bfae8faf9 = 06add5b50e671c72 

 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the second block process. 

init  4319017a2b706e69 cd4b05938bae5e89 0186bf199f30aa95 6ef8b71d2f810585 
d787d6764b20bda2 a260144709736920 00ec057f37d14b8e 06add5b50e671c72 

0  b8fdb92bdfb187e8 4319017a2b706e69 cd4b05938bae5e89 0186bf199f30aa95 
1d5f4d5ad031b8e6 d787d6764b20bda2 a260144709736920 00ec057f37d14b8e 

1  6eb90718369c5cd7 b8fdb92bdfb187e8 4319017a2b706e69 cd4b05938bae5e89 
4b9b4877d987b0fe 1d5f4d5ad031b8e6 d787d6764b20bda2 a260144709736920 

2  c83451f2335d5144 6eb90718369c5cd7 b8fdb92bdfb187e8 4319017a2b706e69 
d6b67350e0781e99 4b9b4877d987b0fe 1d5f4d5ad031b8e6 d787d6764b20bda2 

3  28ec1deb2a9ee6e3 c83451f2335d5144 6eb90718369c5cd7 b8fdb92bdfb187e8 
25e3136be5999b8c d6b67350e0781e99 4b9b4877d987b0fe 1d5f4d5ad031b8e6 

4  806abd86c0479e5b 28ec1deb2a9ee6e3 c83451f2335d5144 6eb90718369c5cd7 
1b8f7670eab1cf89 25e3136be5999b8c d6b67350e0781e99 4b9b4877d987b0fe 

5  234788f8a54aed38 806abd86c0479e5b 28ec1deb2a9ee6e3 c83451f2335d5144 
4fabe51c67d5d156 1b8f7670eab1cf89 25e3136be5999b8c d6b67350e0781e99 

6  01264f18257b5e2c 234788f8a54aed38 806abd86c0479e5b 28ec1deb2a9ee6e3 
1c3506096b99de50 4fabe51c67d5d156 1b8f7670eab1cf89 25e3136be5999b8c 

7  5b14f38104dde991 01264f18257b5e2c 234788f8a54aed38 806abd86c0479e5b 
13f8bfdc4001c362 1c3506096b99de50 4fabe51c67d5d156 1b8f7670eab1cf89 

8  f522574a41b2aac6 5b14f38104dde991 01264f18257b5e2c 234788f8a54aed38 
63a5f09617622ed2 13f8bfdc4001c362 1c3506096b99de50 4fabe51c67d5d156 

9  6ec258b855afae5a f522574a41b2aac6 5b14f38104dde991 01264f18257b5e2c 
211e271d92770b36 63a5f09617622ed2 13f8bfdc4001c362 1c3506096b99de50 

10  9364214ba48b416c 6ec258b855afae5a f522574a41b2aac6 5b14f38104dde991 
d64dcb6ec0fe5bac 211e271d92770b36 63a5f09617622ed2 13f8bfdc4001c362 

11  082ba62147ecbbd5 9364214ba48b416c 6ec258b855afae5a f522574a41b2aac6 
34fe78473b61266e d64dcb6ec0fe5bac 211e271d92770b36 63a5f09617622ed2 

12  5790f6ba82bba809 082ba62147ecbbd5 9364214ba48b416c 6ec258b855afae5a 
d491e309141dcaa3 34fe78473b61266e d64dcb6ec0fe5bac 211e271d92770b36 

13  a6b8aefd086d33ce 5790f6ba82bba809 082ba62147ecbbd5 9364214ba48b416c 
044943c2992cc0f0 d491e309141dcaa3 34fe78473b61266e d64dcb6ec0fe5bac 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 10
11

8-3
:20

04

https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545


ISO/IEC 10118-3:2004(E) 

© ISO/IEC 2004 – All rights reserved  55
 

14  bf2324a9a363abe7 a6b8aefd086d33ce 5790f6ba82bba809 082ba62147ecbbd5 
0cf5f4bde5977c54 044943c2992cc0f0 d491e309141dcaa3 34fe78473b61266e 

15  00e8e32076a61aff bf2324a9a363abe7 a6b8aefd086d33ce 5790f6ba82bba809 
43bf4eb269a2650c 0cf5f4bde5977c54 044943c2992cc0f0 d491e309141dcaa3 

16  f0376dff66fff4a7 00e8e32076a61aff bf2324a9a363abe7 a6b8aefd086d33ce 
69fa5896969e85b8 43bf4eb269a2650c 0cf5f4bde5977c54 044943c2992cc0f0 

17  2fad194272cda857 f0376dff66fff4a7 00e8e32076a61aff bf2324a9a363abe7 
ddb519d663b7b6ec 69fa5896969e85b8 43bf4eb269a2650c 0cf5f4bde5977c54 

18  9ae56936e95325ac 2fad194272cda857 f0376dff66fff4a7 00e8e32076a61aff 
04ceb04676619057 ddb519d663b7b6ec 69fa5896969e85b8 43bf4eb269a2650c 

19  d94ccb853f53433b 9ae56936e95325ac 2fad194272cda857 f0376dff66fff4a7 
dcdc0f45813fb5a2 04ceb04676619057 ddb519d663b7b6ec 69fa5896969e85b8 

20  837f8075d2945995 d94ccb853f53433b 9ae56936e95325ac 2fad194272cda857 
272b5f79a91419d8 dcdc0f45813fb5a2 04ceb04676619057 ddb519d663b7b6ec 

21  786bde689f7aa62d 837f8075d2945995 d94ccb853f53433b 9ae56936e95325ac 
566586e69ad3f487 272b5f79a91419d8 dcdc0f45813fb5a2 04ceb04676619057 

22  276457f01812aa6f 786bde689f7aa62d 837f8075d2945995 d94ccb853f53433b 
e78fb8b0dfbbc62f 566586e69ad3f487 272b5f79a91419d8 dcdc0f45813fb5a2 

23  0de519f5d6c2c298 276457f01812aa6f 786bde689f7aa62d 837f8075d2945995 
5ca3e5cd1a30b954 e78fb8b0dfbbc62f 566586e69ad3f487 272b5f79a91419d8 

24  54314dff825e2b22 0de519f5d6c2c298 276457f01812aa6f 786bde689f7aa62d 
b81a51e0c96ccf77 5ca3e5cd1a30b954 e78fb8b0dfbbc62f 566586e69ad3f487 

25  5d3f98dd7b29c363 54314dff825e2b22 0de519f5d6c2c298 276457f01812aa6f 
95d49494f5a0d14a b81a51e0c96ccf77 5ca3e5cd1a30b954 e78fb8b0dfbbc62f 

26  5e9da426aa7d4a58 5d3f98dd7b29c363 54314dff825e2b22 0de519f5d6c2c298 
d22cccad2e391cd4 95d49494f5a0d14a b81a51e0c96ccf77 5ca3e5cd1a30b954 

27  3b62dd973298ea43 5e9da426aa7d4a58 5d3f98dd7b29c363 54314dff825e2b22 
aceb5d06101e514e d22cccad2e391cd4 95d49494f5a0d14a b81a51e0c96ccf77 

28  fd258ff809b2253d 3b62dd973298ea43 5e9da426aa7d4a58 5d3f98dd7b29c363 
26c991e85352da6f aceb5d06101e514e d22cccad2e391cd4 95d49494f5a0d14a 

29  b462a20846af417d fd258ff809b2253d 3b62dd973298ea43 5e9da426aa7d4a58 
291eee54c034c326 26c991e85352da6f aceb5d06101e514e d22cccad2e391cd4 

30  d5471e3dc7171224 b462a20846af417d fd258ff809b2253d 3b62dd973298ea43 
0aaf99c59e7fadbd 291eee54c034c326 26c991e85352da6f aceb5d06101e514e 

31  9ace856ba1290e6e d5471e3dc7171224 b462a20846af417d fd258ff809b2253d 
658f0bea63804d05 0aaf99c59e7fadbd 291eee54c034c326 26c991e85352da6f 

32  80a0d154506b37c4 9ace856ba1290e6e d5471e3dc7171224 b462a20846af417d 
bbe6e3b3bb7fefab 658f0bea63804d05 0aaf99c59e7fadbd 291eee54c034c326 

33  fb90a8a76dea1bfe 80a0d154506b37c4 9ace856ba1290e6e d5471e3dc7171224 
65234d5b5049e665 bbe6e3b3bb7fefab 658f0bea63804d05 0aaf99c59e7fadbd 

34  f517b690d940a294 fb90a8a76dea1bfe 80a0d154506b37c4 9ace856ba1290e6e 
e4dd663f44d313bc 65234d5b5049e665 bbe6e3b3bb7fefab 658f0bea63804d05 

35  b70883992932880d f517b690d940a294 fb90a8a76dea1bfe 80a0d154506b37c4 
dc5dd7c12b1cb6e3 e4dd663f44d313bc 65234d5b5049e665 bbe6e3b3bb7fefab 

36  b2a2be77b0fcf3bf b70883992932880d f517b690d940a294 fb90a8a76dea1bfe 
50fca57291e19874 dc5dd7c12b1cb6e3 e4dd663f44d313bc 65234d5b5049e665 

37  8575839b0f08472b b2a2be77b0fcf3bf b70883992932880d f517b690d940a294 
bd7176bd099bb2f2 50fca57291e19874 dc5dd7c12b1cb6e3 e4dd663f44d313bc 

38  4405d2765de0adfc 8575839b0f08472b b2a2be77b0fcf3bf b70883992932880d 
7ca4916f2cd8db10 bd7176bd099bb2f2 50fca57291e19874 dc5dd7c12b1cb6e3 

39  eec6fca5aa657661 4405d2765de0adfc 8575839b0f08472b b2a2be77b0fcf3bf 
7be0b7e70bdabe53 7ca4916f2cd8db10 bd7176bd099bb2f2 50fca57291e19874 

40  bb3fcd7585b59e32 eec6fca5aa657661 4405d2765de0adfc 8575839b0f08472b 
2201c7cbd34e31fe 7be0b7e70bdabe53 7ca4916f2cd8db10 bd7176bd099bb2f2 

41  0e109efc47927341 bb3fcd7585b59e32 eec6fca5aa657661 4405d2765de0adfc 
d43e5686506fa05d 2201c7cbd34e31fe 7be0b7e70bdabe53 7ca4916f2cd8db10 

42  55c0dba83bcdc6e0 0e109efc47927341 bb3fcd7585b59e32 eec6fca5aa657661 
5b634502f1671535 d43e5686506fa05d 2201c7cbd34e31fe 7be0b7e70bdabe53 

43  f5756f847bfaef67 55c0dba83bcdc6e0 0e109efc47927341 bb3fcd7585b59e32 
e2d307fd94f4818a 5b634502f1671535 d43e5686506fa05d 2201c7cbd34e31fe 
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44  f1438c9cf271c06e f5756f847bfaef67 55c0dba83bcdc6e0 0e109efc47927341 
ad8ac1ed966b2dc6 e2d307fd94f4818a 5b634502f1671535 d43e5686506fa05d 

45  a7dcaffdbefb9d4a f1438c9cf271c06e f5756f847bfaef67 55c0dba83bcdc6e0 
9e46e9f915099c34 ad8ac1ed966b2dc6 e2d307fd94f4818a 5b634502f1671535 

46  985ba373680b8e94 a7dcaffdbefb9d4a f1438c9cf271c06e f5756f847bfaef67 
7d4c0abc676b1a8b 9e46e9f915099c34 ad8ac1ed966b2dc6 e2d307fd94f4818a 

47  807f45784852303f 985ba373680b8e94 a7dcaffdbefb9d4a f1438c9cf271c06e 
082ee70d3f352aac 7d4c0abc676b1a8b 9e46e9f915099c34 ad8ac1ed966b2dc6 

48  d9c523173b1a1e05 807f45784852303f 985ba373680b8e94 a7dcaffdbefb9d4a 
e301dca32c44ca05 082ee70d3f352aac 7d4c0abc676b1a8b 9e46e9f915099c34 

49  b6df019ca515cafb d9c523173b1a1e05 807f45784852303f 985ba373680b8e94 
754b3a461a665640 e301dca32c44ca05 082ee70d3f352aac 7d4c0abc676b1a8b 

50  427a642921b2e645 b6df019ca515cafb d9c523173b1a1e05 807f45784852303f 
08a30fefe981f2ec 754b3a461a665640 e301dca32c44ca05 082ee70d3f352aac 

51  7aab58dbe1b9df7b 427a642921b2e645 b6df019ca515cafb d9c523173b1a1e05 
2749c52d0b3d1225 08a30fefe981f2ec 754b3a461a665640 e301dca32c44ca05 

52  974ddd552aec16ce 7aab58dbe1b9df7b 427a642921b2e645 b6df019ca515cafb 
a9e6cbfb416a591f 2749c52d0b3d1225 08a30fefe981f2ec 754b3a461a665640 

53  55e0b99d4404f6ca 974ddd552aec16ce 7aab58dbe1b9df7b 427a642921b2e645 
6c24ad697b41b1b9 a9e6cbfb416a591f 2749c52d0b3d1225 08a30fefe981f2ec 

54  901f632579ee1eee 55e0b99d4404f6ca 974ddd552aec16ce 7aab58dbe1b9df7b 
4ee99476db1bb7a9 6c24ad697b41b1b9 a9e6cbfb416a591f 2749c52d0b3d1225 

55  f90db9f292a60463 901f632579ee1eee 55e0b99d4404f6ca 974ddd552aec16ce 
5401644992a1f8b8 4ee99476db1bb7a9 6c24ad697b41b1b9 a9e6cbfb416a591f 

56  9b906a7df1007357 f90db9f292a60463 901f632579ee1eee 55e0b99d4404f6ca 
f5e402ee21db8915 5401644992a1f8b8 4ee99476db1bb7a9 6c24ad697b41b1b9 

57  71a0a998fb48c0fc 9b906a7df1007357 f90db9f292a60463 901f632579ee1eee 
96bece755cd203cb f5e402ee21db8915 5401644992a1f8b8 4ee99476db1bb7a9 

58  c25e798e50752535 71a0a998fb48c0fc 9b906a7df1007357 f90db9f292a60463 
9d548440d8e110f2 96bece755cd203cb f5e402ee21db8915 5401644992a1f8b8 

59  1ce4f2591812e6ae c25e798e50752535 71a0a998fb48c0fc 9b906a7df1007357 
b27252537a83cf27 9d548440d8e110f2 96bece755cd203cb f5e402ee21db8915 

60  c1700e250dc6ffed 1ce4f2591812e6ae c25e798e50752535 71a0a998fb48c0fc 
970088839126bda5 b27252537a83cf27 9d548440d8e110f2 96bece755cd203cb 

61  f8e6924412fd0c64 c1700e250dc6ffed 1ce4f2591812e6ae c25e798e50752535 
d50cf4f73910e3ee 970088839126bda5 b27252537a83cf27 9d548440d8e110f2 

62  d53e0a39eee47528 f8e6924412fd0c64 c1700e250dc6ffed 1ce4f2591812e6ae 
1b6d7234ace15d7d d50cf4f73910e3ee 970088839126bda5 b27252537a83cf27 

63  3960545ab926c0d5 d53e0a39eee47528 f8e6924412fd0c64 c1700e250dc6ffed 
9eabb5618b4fcd13 1b6d7234ace15d7d d50cf4f73910e3ee 970088839126bda5 

64  b2c164d71abb92fe 3960545ab926c0d5 d53e0a39eee47528 f8e6924412fd0c64 
f1736fbbfb6ebe72 9eabb5618b4fcd13 1b6d7234ace15d7d d50cf4f73910e3ee 

65  4d979e985b067e75 b2c164d71abb92fe 3960545ab926c0d5 d53e0a39eee47528 
d1fb300f35992350 f1736fbbfb6ebe72 9eabb5618b4fcd13 1b6d7234ace15d7d 

66  59d0238ce137abd7 4d979e985b067e75 b2c164d71abb92fe 3960545ab926c0d5 
5f3c64b7546e2cec d1fb300f35992350 f1736fbbfb6ebe72 9eabb5618b4fcd13 

67  bf8d9453b9876b0a 59d0238ce137abd7 4d979e985b067e75 b2c164d71abb92fe 
6c27893a31b0e07e 5f3c64b7546e2cec d1fb300f35992350 f1736fbbfb6ebe72 

68  c45dd4a2d2fea059 bf8d9453b9876b0a 59d0238ce137abd7 4d979e985b067e75 
48253e21b26d8cf9 6c27893a31b0e07e 5f3c64b7546e2cec d1fb300f35992350 

69  e08471946c17b0b6 c45dd4a2d2fea059 bf8d9453b9876b0a 59d0238ce137abd7 
714e2adf4e23ff24 48253e21b26d8cf9 6c27893a31b0e07e 5f3c64b7546e2cec 

70  b4838c1c28fee7bc e08471946c17b0b6 c45dd4a2d2fea059 bf8d9453b9876b0a 
371f12f333f7e5b9 714e2adf4e23ff24 48253e21b26d8cf9 6c27893a31b0e07e 

71  851cf60a77f6e6d1 b4838c1c28fee7bc e08471946c17b0b6 c45dd4a2d2fea059 
a2a475deac0e8b42 371f12f333f7e5b9 714e2adf4e23ff24 48253e21b26d8cf9 

72  f53d23c50249af2d 851cf60a77f6e6d1 b4838c1c28fee7bc e08471946c17b0b6 
1e99cae9d4cf0409 a2a475deac0e8b42 371f12f333f7e5b9 714e2adf4e23ff24 

73  b81e85d427045550 f53d23c50249af2d 851cf60a77f6e6d1 b4838c1c28fee7bc 
f5794711faa60f63 1e99cae9d4cf0409 a2a475deac0e8b42 371f12f333f7e5b9 
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74  ae70c7d11ea84a83 b81e85d427045550 f53d23c50249af2d 851cf60a77f6e6d1 
dc0d633411c289b2 f5794711faa60f63 1e99cae9d4cf0409 a2a475deac0e8b42 

75  5c54592e13c76135 ae70c7d11ea84a83 b81e85d427045550 f53d23c50249af2d 
1620dd5479e94b9b dc0d633411c289b2 f5794711faa60f63 1e99cae9d4cf0409 

76  03a0f79087078a93 5c54592e13c76135 ae70c7d11ea84a83 b81e85d427045550 
57e90fa678e4cc97 1620dd5479e94b9b dc0d633411c289b2 f5794711faa60f63 

77  8df0baad4c6ed50c 03a0f79087078a93 5c54592e13c76135 ae70c7d11ea84a83 
c6e7246f7f0bdac6 57e90fa678e4cc97 1620dd5479e94b9b dc0d633411c289b2 

78  bfa9f194894db5b6 8df0baad4c6ed50c 03a0f79087078a93 5c54592e13c76135 
90bb8597bb41da1a c6e7246f7f0bdac6 57e90fa678e4cc97 1620dd5479e94b9b 

79  4b7c99fbaf72a571 bfa9f194894db5b6 8df0baad4c6ed50c 03a0f79087078a93 
78955227fde03a42 90bb8597bb41da1a c6e7246f7f0bdac6 57e90fa678e4cc97 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = 4319017a2b706e69 ⊎ 4b7c99fbaf72a571 = 8e959b75dae313da 
Y1 = cd4b05938bae5e89 ⊎ bfa9f194894db5b6 = 8cf4f72814fc143f 
Y2 = 0186bf199f30aa95 ⊎ 8df0baad4c6ed50c = 8f7779c6eb9f7fa1 
Y3 = 6ef8b71d2f810585 ⊎ 03a0f79087078a93 = 7299aeadb6889018 
Y4 = d787d6764b20bda2 ⊎ 78955227fde03a42 = 501d289e4900f7e4 
Y5 = a260144709736920 ⊎ 90bb8597bb41da1a = 331b99dec4b5433a 
Y6 = 00ec057f37d14b8e ⊎ c6e7246f7f0bdac6 = c7d329eeb6dd2654 
Y7 = 06add5b50e671c72 ⊎ 57e90fa678e4cc97 = 5e96e55b874be909 

 
The following is the hash value for this message. 

8e959b75dae313da 8cf4f72814fc143f 8f7779c6eb9f7fa1 7299aeadb6889018 
501d289e4900f7e4 331b99dec4b5433a c7d329eeb6dd2654 5e96e55b874be909 

 
A.5.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 
The hash-code is the following 512-bit string. 
 

c50e7a500d4058bf 530ec603b66b032a 989a3e033a340090 dc51086cfd8cb222 
09027932ea830f9b 6bc09dafe882f908 38c2c91018245904 828c1232fc0942eb 

 

A.6 Dedicated Hash-Function 6 

A.6.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 384-bit string. 
 

38b060a751ac9638 4cd9327eb1b1e36a 21fdb71114be0743 4c0cc7bf63f6e1da  
274edebfe76f65fb d51ad2f14898b95b 

 
A.6.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’. 
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The hash-code is the following 384-bit string. 
 

54a59b9f22b0b808 80d8427e548b7c23 abd873486e1f035d ce9cd697e8517503 
3caa88e6d57bc35e fae0b5afd3145f31 
 

A.6.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is 
equivalent to the bit-sting: ‘01100001 01100010 01100011’. 

After the padding process, the single 16-word block derived from the data-string is as follows. 

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7. 

init  cbbb9d5dc1059ed8 629a292a367cd507 9159015a3070dd17 152fecd8f70e5939 
67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa7 47b5481dbefa4fa4 

0  470994ad30873f88 cbbb9d5dc1059ed8 629a292a367cd507 9159015a3070dd17 
bd03f724be6075f9 67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa7 

1  2e91230306a12ae0 470994ad30873f88 cbbb9d5dc1059ed8 629a292a367cd507 
5e1b4e1695372b9e bd03f724be6075f9 67332667ffc00b31 8eb44a8768581511 

2  eebe5d379be707ad 2e91230306a12ae0 470994ad30873f88 cbbb9d5dc1059ed8 
54074a65aef34336 5e1b4e1695372b9e bd03f724be6075f9 67332667ffc00b31 

3  e308483153e15ad6 eebe5d379be707ad 2e91230306a12ae0 470994ad30873f88 
086c5b2d36a89178 54074a65aef34336 5e1b4e1695372b9e bd03f724be6075f9 

4  3a7a023c593d8479 e308483153e15ad6 eebe5d379be707ad 2e91230306a12ae0 
8aa1144850633794 086c5b2d36a89178 54074a65aef34336 5e1b4e1695372b9e 

5  333199a85f92b052 3a7a023c593d8479 e308483153e15ad6 eebe5d379be707ad 
7a6316f0ef047ce7 8aa1144850633794 086c5b2d36a89178 54074a65aef34336 

6  76f0741213dd2ef6 333199a85f92b052 3a7a023c593d8479 e308483153e15ad6 
74063cba385f0675 7a6316f0ef047ce7 8aa1144850633794 086c5b2d36a89178 

7  02f2a04d3aab1629 76f0741213dd2ef6 333199a85f92b052 3a7a023c593d8479 
1688b9bf14980fc0 74063cba385f0675 7a6316f0ef047ce7 8aa1144850633794 

8  73e5b2a1704a0349 02f2a04d3aab1629 76f0741213dd2ef6 333199a85f92b052 
fd00139f705907d0 1688b9bf14980fc0 74063cba385f0675 7a6316f0ef047ce7 

9  bf3f67ba12882648 73e5b2a1704a0349 02f2a04d3aab1629 76f0741213dd2ef6 
652e311d4f0a4257 fd00139f705907d0 1688b9bf14980fc0 74063cba385f0675 

10  33254508bb2ea48d bf3f67ba12882648 73e5b2a1704a0349 02f2a04d3aab1629 
9e18991c4f39f0ba 652e311d4f0a4257 fd00139f705907d0 1688b9bf14980fc0 

11  c1fdb2a0205ea0e5 33254508bb2ea48d bf3f67ba12882648 73e5b2a1704a0349 
04732e8bc4044582 9e18991c4f39f0ba 652e311d4f0a4257 fd00139f705907d0 

12  185f9ff038a50f39 c1fdb2a0205ea0e5 33254508bb2ea48d bf3f67ba12882648 
8b4acfc4d2b8afe6 04732e8bc4044582 9e18991c4f39f0ba 652e311d4f0a4257 

13  e5f06744c0d7563a 185f9ff038a50f39 c1fdb2a0205ea0e5 33254508bb2ea48d 
2fa93d1ce9523015 8b4acfc4d2b8afe6 04732e8bc4044582 9e18991c4f39f0ba 

14  7e32dc0e9f414783 e5f06744c0d7563a 185f9ff038a50f39 c1fdb2a0205ea0e5 
3a9950aaa5e75884 2fa93d1ce9523015 8b4acfc4d2b8afe6 04732e8bc4044582 

15  1eab6159ae87ef6d 7e32dc0e9f414783 e5f06744c0d7563a 185f9ff038a50f39 
153b895cfbc436c5 3a9950aaa5e75884 2fa93d1ce9523015 8b4acfc4d2b8afe6 

16  33ef2cebbf1739aa 1eab6159ae87ef6d 7e32dc0e9f414783 e5f06744c0d7563a 
9d1a64baf1d366aa 153b895cfbc436c5 3a9950aaa5e75884 2fa93d1ce9523015 

17  7df1b65f1b87d6ca 33ef2cebbf1739aa 1eab6159ae87ef6d 7e32dc0e9f414783 
5b6e369d36e8e181 9d1a64baf1d366aa 153b895cfbc436c5 3a9950aaa5e75884 

18  63a24014a34bb0f6 7df1b65f1b87d6ca 33ef2cebbf1739aa 1eab6159ae87ef6d 
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e13e610eae680d85 5b6e369d36e8e181 9d1a64baf1d366aa 153b895cfbc436c5 
19  f1aabd313309509b 63a24014a34bb0f6 7df1b65f1b87d6ca 33ef2cebbf1739aa 

674385f0d87db94f e13e610eae680d85 5b6e369d36e8e181 9d1a64baf1d366aa 
20  9ba737ae88a72c64 f1aabd313309509b 63a24014a34bb0f6 7df1b65f1b87d6ca 

3fc2614c43906c0f 674385f0d87db94f e13e610eae680d85 5b6e369d36e8e181 
21  042c2dc9a5bf558a 9ba737ae88a72c64 f1aabd313309509b 63a24014a34bb0f6 

19316bebc88e01f2 3fc2614c43906c0f 674385f0d87db94f e13e610eae680d85 
22  7799c75acc748c0f 042c2dc9a5bf558a 9ba737ae88a72c64 f1aabd313309509b 

a7bbd65bf64f58c8 19316bebc88e01f2 3fc2614c43906c0f 674385f0d87db94f 
23  ccf99a80f92bf002 7799c75acc748c0f 042c2dc9a5bf558a 9ba737ae88a72c64 

e52a24fae4e8fc9b a7bbd65bf64f58c8 19316bebc88e01f2 3fc2614c43906c0f 
24  ae993474363efe68 ccf99a80f92bf002 7799c75acc748c0f 042c2dc9a5bf558a 

587f308d58681928 e52a24fae4e8fc9b a7bbd65bf64f58c8 19316bebc88e01f2 
25  335063d1a2aec92f ae993474363efe68 ccf99a80f92bf002 7799c75acc748c0f 

c2d6d65e38c6ea79 587f308d58681928 e52a24fae4e8fc9b a7bbd65bf64f58c8 
26  53a78b0cca01ba37 335063d1a2aec92f ae993474363efe68 ccf99a80f92bf002 

3b65a26c3c92c8f3 c2d6d65e38c6ea79 587f308d58681928 e52a24fae4e8fc9b 
27  ab7ffa529f622930 53a78b0cca01ba37 335063d1a2aec92f ae993474363efe68 

b9d8a2f2762901ea 3b65a26c3c92c8f3 c2d6d65e38c6ea79 587f308d58681928 
28  e428bb43afe3d63e ab7ffa529f622930 53a78b0cca01ba37 335063d1a2aec92f 

6a8527525f898726 b9d8a2f2762901ea 3b65a26c3c92c8f3 c2d6d65e38c6ea79 
29  bbed541a5128088c e428bb43afe3d63e ab7ffa529f622930 53a78b0cca01ba37 

7973aadbde294be9 6a8527525f898726 b9d8a2f2762901ea 3b65a26c3c92c8f3 
30  4c5c38df7ec8baf4 bbed541a5128088c e428bb43afe3d63e ab7ffa529f622930 

422ceea0200e9ee4 7973aadbde294be9 6a8527525f898726 b9d8a2f2762901ea 
31  4ba456ec244033ed 4c5c38df7ec8baf4 bbed541a5128088c e428bb43afe3d63e 

7cf40857056d86b0 422ceea0200e9ee4 7973aadbde294be9 6a8527525f898726 
32  aa4a6ab2ac5f5dd8 4ba456ec244033ed 4c5c38df7ec8baf4 bbed541a5128088c 

ad2b1ecfb5bfc556 7cf40857056d86b0 422ceea0200e9ee4 7973aadbde294be9 
33  9cb941f2ced774b3 aa4a6ab2ac5f5dd8 4ba456ec244033ed 4c5c38df7ec8baf4 

029f66c7b4569bf0 ad2b1ecfb5bfc556 7cf40857056d86b0 422ceea0200e9ee4 
34  39265f358594de27 9cb941f2ced774b3 aa4a6ab2ac5f5dd8 4ba456ec244033ed 

3f7b1c260c82e54f 029f66c7b4569bf0 ad2b1ecfb5bfc556 7cf40857056d86b0 
35  09cca487d39b02a1 39265f358594de27 9cb941f2ced774b3 aa4a6ab2ac5f5dd8 

4a22b37b58a5b1b0 3f7b1c260c82e54f 029f66c7b4569bf0 ad2b1ecfb5bfc556 
36  d48d97ce438cf4f0 09cca487d39b02a1 39265f358594de27 9cb941f2ced774b3 

a239e00b8baa0410 4a22b37b58a5b1b0 3f7b1c260c82e54f 029f66c7b4569bf0 
37  d6f41e25a8b634d6 d48d97ce438cf4f0 09cca487d39b02a1 39265f358594de27 

25755cb8179dd0b0 a239e00b8baa0410 4a22b37b58a5b1b0 3f7b1c260c82e54f 
38  54078334358573b4 d6f41e25a8b634d6 d48d97ce438cf4f0 09cca487d39b02a1 

0e419fb0802b0efc 25755cb8179dd0b0 a239e00b8baa0410 4a22b37b58a5b1b0 
39  db24f9a03f4fff6b 54078334358573b4 d6f41e25a8b634d6 d48d97ce438cf4f0 

d30e99b4b394b090 0e419fb0802b0efc 25755cb8179dd0b0 a239e00b8baa0410 
40  3604c53a845efc37 db24f9a03f4fff6b 54078334358573b4 d6f41e25a8b634d6 

791b2b4af7338b99 d30e99b4b394b090 0e419fb0802b0efc 25755cb8179dd0b0 
41  f41b1c0eee89bdc6 3604c53a845efc37 db24f9a03f4fff6b 54078334358573b4 

e319b77d9e4e87f9 791b2b4af7338b99 d30e99b4b394b090 0e419fb0802b0efc 
42  36644ae374632e3a f41b1c0eee89bdc6 3604c53a845efc37 db24f9a03f4fff6b 

458250878a3972b2 e319b77d9e4e87f9 791b2b4af7338b99 d30e99b4b394b090 
43  88806f6ae9fcd65b 36644ae374632e3a f41b1c0eee89bdc6 3604c53a845efc37 

cfde2e6ea54fa576 458250878a3972b2 e319b77d9e4e87f9 791b2b4af7338b99 
44  51dcaa36995c301d 88806f6ae9fcd65b 36644ae374632e3a f41b1c0eee89bdc6 

e37f778353998050 cfde2e6ea54fa576 458250878a3972b2 e319b77d9e4e87f9 
45  ef5e3885a2f238df 51dcaa36995c301d 88806f6ae9fcd65b 36644ae374632e3a 

740e347f24e18fda e37f778353998050 cfde2e6ea54fa576 458250878a3972b2 
46  eb3753f4283f4818 ef5e3885a2f238df 51dcaa36995c301d 88806f6ae9fcd65b 

0ae48cf840bb8be9 740e347f24e18fda e37f778353998050 cfde2e6ea54fa576 
47  a6998d63a5d09e04 eb3753f4283f4818 ef5e3885a2f238df 51dcaa36995c301d 

e21095012ee0b72a 0ae48cf840bb8be9 740e347f24e18fda e37f778353998050 
48  d3698fb64df175b0 a6998d63a5d09e04 eb3753f4283f4818 ef5e3885a2f238df 
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c2f0b90ffce80739 e21095012ee0b72a 0ae48cf840bb8be9 740e347f24e18fda 
49  317a3b295b991914 d3698fb64df175b0 a6998d63a5d09e04 eb3753f4283f4818 

1cadff2e6cb5aa4d c2f0b90ffce80739 e21095012ee0b72a 0ae48cf840bb8be9 
50  0941da08148ba463 317a3b295b991914 d3698fb64df175b0 a6998d63a5d09e04 

833eb9a4bb5a073e 1cadff2e6cb5aa4d c2f0b90ffce80739 e21095012ee0b72a 
51  494ac238d68c3d0b 0941da08148ba463 317a3b295b991914 d3698fb64df175b0 

80c8fc138e645028 833eb9a4bb5a073e 1cadff2e6cb5aa4d c2f0b90ffce80739 
52  c87e9168db9e97de 494ac238d68c3d0b 0941da08148ba463 317a3b295b991914 

65cf7f6a829aca04 80c8fc138e645028 833eb9a4bb5a073e 1cadff2e6cb5aa4d 
53  edb4448879391dbb c87e9168db9e97de 494ac238d68c3d0b 0941da08148ba463 

7729c85475dd318f 65cf7f6a829aca04 80c8fc138e645028 833eb9a4bb5a073e 
54  073775c2456dc7db edb4448879391dbb c87e9168db9e97de 494ac238d68c3d0b 

a9cca0b6266b1d77 7729c85475dd318f 65cf7f6a829aca04 80c8fc138e645028 
55  54de8857b24afaf7 073775c2456dc7db edb4448879391dbb c87e9168db9e97de 

8de51cff2ae4b068 a9cca0b6266b1d77 7729c85475dd318f 65cf7f6a829aca04 
56  8a9cdd80f7f09c05 54de8857b24afaf7 073775c2456dc7db edb4448879391dbb 

a60ba5e9ebaeb96a 8de51cff2ae4b068 a9cca0b6266b1d77 7729c85475dd318f 
57  3eeb22a7524d8d7f 8a9cdd80f7f09c05 54de8857b24afaf7 073775c2456dc7db 

e2e6830b139df58f a60ba5e9ebaeb96a 8de51cff2ae4b068 a9cca0b6266b1d77 
58  0ed77c9cde8883d3 3eeb22a7524d8d7f 8a9cdd80f7f09c05 54de8857b24afaf7 

38413a2052387a9e e2e6830b139df58f a60ba5e9ebaeb96a 8de51cff2ae4b068 
59  e64e4135f9d30dbc 0ed77c9cde8883d3 3eeb22a7524d8d7f 8a9cdd80f7f09c05 

45b640454c75c349 38413a2052387a9e e2e6830b139df58f a60ba5e9ebaeb96a 
60  1ca93a293d544328 e64e4135f9d30dbc 0ed77c9cde8883d3 3eeb22a7524d8d7f 

efbef83a35c0319e 45b640454c75c349 38413a2052387a9e e2e6830b139df58f 
61  3dc764f89e54043a 1ca93a293d544328 e64e4135f9d30dbc 0ed77c9cde8883d3 

a57784945550cf94 efbef83a35c0319e 45b640454c75c349 38413a2052387a9e 
62  56fb5883f1c87a05 3dc764f89e54043a 1ca93a293d544328 e64e4135f9d30dbc 

f5198a41eb80e022 a57784945550cf94 efbef83a35c0319e 45b640454c75c349 
63  24a1124262a331c7 56fb5883f1c87a05 3dc764f89e54043a 1ca93a293d544328 

06edacae6e7b54ad f5198a41eb80e022 a57784945550cf94 efbef83a35c0319e 
64  eb85d19201c89694 24a1124262a331c7 56fb5883f1c87a05 3dc764f89e54043a 

9ced24983eec8723 06edacae6e7b54ad f5198a41eb80e022 a57784945550cf94 
65  cc981ab3a59c1db4 eb85d19201c89694 24a1124262a331c7 56fb5883f1c87a05 

eac5516336bc8882 9ced24983eec8723 06edacae6e7b54ad f5198a41eb80e022 
66  ceef5d997e148b44 cc981ab3a59c1db4 eb85d19201c89694 24a1124262a331c7 

617bbf70bb165212 eac5516336bc8882 9ced24983eec8723 06edacae6e7b54ad 
67  689edf608a8e3f14 ceef5d997e148b44 cc981ab3a59c1db4 eb85d19201c89694 

3280d88472c100fd 617bbf70bb165212 eac5516336bc8882 9ced24983eec8723 
68  1e6e0255ab88079f 689edf608a8e3f14 ceef5d997e148b44 cc981ab3a59c1db4 

f2001138439902b1 3280d88472c100fd 617bbf70bb165212 eac5516336bc8882 
69  8c5d3b7fdad66e70 1e6e0255ab88079f 689edf608a8e3f14 ceef5d997e148b44 

90d18ec8b69f0345 f2001138439902b1 3280d88472c100fd 617bbf70bb165212 
70  32e5ed8655871e9b 8c5d3b7fdad66e70 1e6e0255ab88079f 689edf608a8e3f14 

51105f6241313777 90d18ec8b69f0345 f2001138439902b1 3280d88472c100fd 
71  bcd5061679be7336 32e5ed8655871e9b 8c5d3b7fdad66e70 1e6e0255ab88079f 

454b99f654443ad0 51105f6241313777 90d18ec8b69f0345 f2001138439902b1 
72  e7d913b6678e78ef bcd5061679be7336 32e5ed8655871e9b 8c5d3b7fdad66e70 

1ff613b5aa63776e 454b99f654443ad0 51105f6241313777 90d18ec8b69f0345 
73  e6b8cb8dfa3475ab e7d913b6678e78ef bcd5061679be7336 32e5ed8655871e9b 

2e75f34303d39bb0 1ff613b5aa63776e 454b99f654443ad0 51105f6241313777 
74  fdd4a30e168c4ae5 e6b8cb8dfa3475ab e7d913b6678e78ef bcd5061679be7336 

83a35dbe2a64fc26 2e75f34303d39bb0 1ff613b5aa63776e 454b99f654443ad0 
75  12aeb6268dfa3e14 fdd4a30e168c4ae5 e6b8cb8dfa3475ab e7d913b6678e78ef 

f660943b276786f7 83a35dbe2a64fc26 2e75f34303d39bb0 1ff613b5aa63776e 
76  055b73814cf102b4 12aeb6268dfa3e14 fdd4a30e168c4ae5 e6b8cb8dfa3475ab 

c4b149710f5d6a71 f660943b276786f7 83a35dbe2a64fc26 2e75f34303d39bb0 
77  95d33150de6df44c 055b73814cf102b4 12aeb6268dfa3e14 fdd4a30e168c4ae5 

c7f7bff08ebf0d30 c4b149710f5d6a71 f660943b276786f7 83a35dbe2a64fc26 
78  5306143f64497b00 95d33150de6df44c 055b73814cf102b4 12aeb6268dfa3e14 
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ca06a219cc701096 c7f7bff08ebf0d30 c4b149710f5d6a71 f660943b276786f7 
79  ff44d7e1849dbfb3 5306143f64497b00 95d33150de6df44c 055b73814cf102b4 

1952e0c3a227c0f2 ca06a219cc701096 c7f7bff08ebf0d30 c4b149710f5d6a71 
  

The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = cbbb9d5dc1059ed8 ⊎ ff44d7e1849dbfb3 = cb00753f45a35e8b 
Y1 = 629a292a367cd507 ⊎ 5306143f64497b00 = b5a03d699ac65007 
Y2 = 9159015a3070dd17 ⊎ 95d33150de6df44c = 272c32ab0eded163 
Y3 = 152fecd8f70e5939 ⊎ 055b73814cf102b4 = 1a8b605a43ff5bed 
Y4 = 67332667ffc00b31 ⊎ 1952e0c3a227c0f2 = 8086072ba1e7cc23 
Y5 = 8eb44a8768581511 ⊎ ca06a219cc701096 = 58baeca134c825a7 
Y6 = db0c2e0d64f98fa7 ⊎ c7f7bff08ebf0d30 = a303edfdf3b89cd7 
Y7 = 47b5481dbefa4fa4 ⊎ c4b149710f5d6a71 = 0c66918ece57ba15 

 
The hash value is the following 384-bit string. 

cb00753f45a35e8b b5a03d699ac65007 272c32ab0eded163 1a8b605a43ff5bed 
8086072ba1e7cc23 58baeca134c825a7 
 

A.6.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of  

‘message digest’ 

The hash-code is the following 384-bit string. 
 

473ed35167ec1f5d 8e550368a3db39be 54639f828868e945 4c239fc8b52e3c61 
dbd0d8b4de1390c2 56dcbb5d5fd99cd5 

 
A.6.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of  

‘abcdefghijklmnopqrstuvwxyz’ 
 
The hash-code is the following 384-bit string. 
 

feb67349df3db6f5 924815d6c3dc133f 091809213731fe5c 7b5f4999e463479f 
f2877f5f2936fa63 bb43784b12f3ebb4 
 

A.6.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of  

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’ 

The hash-code is the following 384-bit string. 
 

1761336e3f7cbfe5 1deb137f026f89e0 1a448e3b1fafa640 39c1464ee8732f11 
a5341a6f41e0c202 294736ed64db1a84 
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A.6.7 Example 7 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 

 
The hash-code is the following 384-bit string. 
 

b12932b0627d1c06 0942f54477641556 55bd4da0c9afa6dd 9b9ef53129af1b8f 
b0195996d2de9ca0 df9d821ffee67026 
 

A.6.8 Example 8 

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of 
  

‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’ 
 
The hash-code is the following 384-bit string. 
 

3391fdddfc8dc739 3707a65b1b470939 7cf8b1d162af05ab fe8f450de5f36bc6 
b0455a8520bc4e6f 5fe95b1fe3c8452b 

 
A.6.9 Example 9 

In this example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated 
106 times. 
 
The hash-code is the following 384-bit string. 
 

9d0e1809716474cb 086e834e310a4a1c ed149e9c00f24852 7972cec5704c2a5b 
07b8b3dc38ecc4eb ae97ddd87f3d8985 

 
A.6.10 Example 10 

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of  

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmn 
hijklmnoijklmnopjklmnopqklmnopqrlmnopqrsmnopqrstnopqrstu’ 

 
(with no line break after the first n). 

 
After the padding process, the following two 16-word blocks are derived from the data-string. 

61626364 65666768 62636465 66676869 63646566 6768696a 64656667 68696a6b 
65666768 696a6b6c 66676869 6a6b6c6d 6768696a 6b6c6d6e 68696a6b 6c6d6e6f 
696a6b6c 6d6e6f70 6a6b6c6d 6e6f7071 6b6c6d6e 6f707172 6c6d6e6f 70717273 
6d6e6f70 71727374 6e6f7071 72737475 80000000 00000000 00000000 00000000 

 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000380 

 
The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the first block process. 

init  cbbb9d5dc1059ed8 629a292a367cd507 9159015a3070dd17 152fecd8f70e5939 
67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa7 47b5481dbefa4fa4 
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0  4709949195eda6f0 cbbb9d5dc1059ed8 629a292a367cd507 9159015a3070dd17 
bd03f70923c6dd61 67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa7 

1  78d3f8bc03a38303 4709949195eda6f0 cbbb9d5dc1059ed8 629a292a367cd507 
ae067f071cd18a36 bd03f70923c6dd61 67332667ffc00b31 8eb44a8768581511 

2  ed59d30beff95306 78d3f8bc03a38303 4709949195eda6f0 cbbb9d5dc1059ed8 
c180c7a74ed5cf1f ae067f071cd18a36 bd03f70923c6dd61 67332667ffc00b31 

3  8e7fe2aba3168f2b ed59d30beff95306 78d3f8bc03a38303 4709949195eda6f0 
d92d19667920b327 c180c7a74ed5cf1f ae067f071cd18a36 bd03f70923c6dd61 

4  1174f9b374a9263a 8e7fe2aba3168f2b ed59d30beff95306 78d3f8bc03a38303 
dd371f2d13661c52 d92d19667920b327 c180c7a74ed5cf1f ae067f071cd18a36 

5  27aaafb7fbef806b 1174f9b374a9263a 8e7fe2aba3168f2b ed59d30beff95306 
21af3c6430a9af9c dd371f2d13661c52 d92d19667920b327 c180c7a74ed5cf1f 

6  b352d03a0bd34d65 27aaafb7fbef806b 1174f9b374a9263a 8e7fe2aba3168f2b 
69397de9a30e1473 21af3c6430a9af9c dd371f2d13661c52 d92d19667920b327 

7  412db7f990563d7c b352d03a0bd34d65 27aaafb7fbef806b 1174f9b374a9263a 
5062fd5924e2b62e 69397de9a30e1473 21af3c6430a9af9c dd371f2d13661c52 

8  0f79040546e6edf7 412db7f990563d7c b352d03a0bd34d65 27aaafb7fbef806b 
6b6c511b25a6bdbc 5062fd5924e2b62e 69397de9a30e1473 21af3c6430a9af9c 

9  ebf02410f67b8ee7 0f79040546e6edf7 412db7f990563d7c b352d03a0bd34d65 
dac695b91543ae80 6b6c511b25a6bdbc 5062fd5924e2b62e 69397de9a30e1473 

10  97aa05d89b8dbe6d ebf02410f67b8ee7 0f79040546e6edf7 412db7f990563d7c 
83b8b72646c0b598 dac695b91543ae80 6b6c511b25a6bdbc 5062fd5924e2b62e 

11  23d0a36b692118eb 97aa05d89b8dbe6d ebf02410f67b8ee7 0f79040546e6edf7 
a5f6c5155e221e8c 83b8b72646c0b598 dac695b91543ae80 6b6c511b25a6bdbc 

12  e1041368d2fca1a2 23d0a36b692118eb 97aa05d89b8dbe6d ebf02410f67b8ee7 
ae01675bfb003180 a5f6c5155e221e8c 83b8b72646c0b598 dac695b91543ae80 

13  45bd6f69efec540d e1041368d2fca1a2 23d0a36b692118eb 97aa05d89b8dbe6d 
c35cc50c1cf7ef98 ae01675bfb003180 a5f6c5155e221e8c 83b8b72646c0b598 

14  c237fa23abb9bc16 45bd6f69efec540d e1041368d2fca1a2 23d0a36b692118eb 
a16c4f134b28923e c35cc50c1cf7ef98 ae01675bfb003180 a5f6c5155e221e8c 

15  b4092df1c0f81853 c237fa23abb9bc16 45bd6f69efec540d e1041368d2fca1a2 
008178e17fa649f2 a16c4f134b28923e c35cc50c1cf7ef98 ae01675bfb003180 

16  21e5c91d11809c13 b4092df1c0f81853 c237fa23abb9bc16 45bd6f69efec540d 
a26dfa04ed8c9b63 008178e17fa649f2 a16c4f134b28923e c35cc50c1cf7ef98 

17  2c957137cd4304a5 21e5c91d11809c13 b4092df1c0f81853 c237fa23abb9bc16 
6be210614b10949b a26dfa04ed8c9b63 008178e17fa649f2 a16c4f134b28923e 

18  2180e61afe322bc7 2c957137cd4304a5 21e5c91d11809c13 b4092df1c0f81853 
76396996200065f7 6be210614b10949b a26dfa04ed8c9b63 008178e17fa649f2 

19  f2911c11c96e5ff5 2180e61afe322bc7 2c957137cd4304a5 21e5c91d11809c13 
1bc2160f4f3711dc 76396996200065f7 6be210614b10949b a26dfa04ed8c9b63 

20  5eab10b19a5143a8 f2911c11c96e5ff5 2180e61afe322bc7 2c957137cd4304a5 
98d2b19d201f2bb6 1bc2160f4f3711dc 76396996200065f7 6be210614b10949b 

21  29c5348d87cd5590 5eab10b19a5143a8 f2911c11c96e5ff5 2180e61afe322bc7 
4324c8caccf7753c 98d2b19d201f2bb6 1bc2160f4f3711dc 76396996200065f7 

22  33c6b4a0166b7c9c 29c5348d87cd5590 5eab10b19a5143a8 f2911c11c96e5ff5 
d49cef5bd2dec121 4324c8caccf7753c 98d2b19d201f2bb6 1bc2160f4f3711dc 

23  1db4ee606d2a7a96 33c6b4a0166b7c9c 29c5348d87cd5590 5eab10b19a5143a8 
b17d15b397521ab3 d49cef5bd2dec121 4324c8caccf7753c 98d2b19d201f2bb6 

24  5cef5b2f00142660 1db4ee606d2a7a96 33c6b4a0166b7c9c 29c5348d87cd5590 
789e540f22e13932 b17d15b397521ab3 d49cef5bd2dec121 4324c8caccf7753c 

25  ff74f4a162435903 5cef5b2f00142660 1db4ee606d2a7a96 33c6b4a0166b7c9c 
6c0be33dcc6e7572 789e540f22e13932 b17d15b397521ab3 d49cef5bd2dec121 

26  41740b736e9676a9 ff74f4a162435903 5cef5b2f00142660 1db4ee606d2a7a96 
d8e401251592da6c 6c0be33dcc6e7572 789e540f22e13932 b17d15b397521ab3 

27  931059fe9279ff1d 41740b736e9676a9 ff74f4a162435903 5cef5b2f00142660 
7f31116887eea596 d8e401251592da6c 6c0be33dcc6e7572 789e540f22e13932 

28  356d08d982e2ead4 931059fe9279ff1d 41740b736e9676a9 ff74f4a162435903 
40c28c34b1bbe906 7f31116887eea596 d8e401251592da6c 6c0be33dcc6e7572 

29  89dc825e7235c74b 356d08d982e2ead4 931059fe9279ff1d 41740b736e9676a9 
7a499ae05da50bf2 40c28c34b1bbe906 7f31116887eea596 d8e401251592da6c 
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30  97901f333e662fdc 89dc825e7235c74b 356d08d982e2ead4 931059fe9279ff1d 
4472b2e331ddfab4 7a499ae05da50bf2 40c28c34b1bbe906 7f31116887eea596 

31  69c8f40eb38b6022 97901f333e662fdc 89dc825e7235c74b 356d08d982e2ead4 
177589502dd39aa2 4472b2e331ddfab4 7a499ae05da50bf2 40c28c34b1bbe906 

32  4920943ffe52b207 69c8f40eb38b6022 97901f333e662fdc 89dc825e7235c74b 
6b813a0d0cdf4991 177589502dd39aa2 4472b2e331ddfab4 7a499ae05da50bf2 

33  b4cb0df332d108ab 4920943ffe52b207 69c8f40eb38b6022 97901f333e662fdc 
8fe3d28097f18618 6b813a0d0cdf4991 177589502dd39aa2 4472b2e331ddfab4 

34  e7748fbf744a5240 b4cb0df332d108ab 4920943ffe52b207 69c8f40eb38b6022 
0d7ab03208f1d7a5 8fe3d28097f18618 6b813a0d0cdf4991 177589502dd39aa2 

35  7416ca18d9e265e0 e7748fbf744a5240 b4cb0df332d108ab 4920943ffe52b207 
11200c2d47c082f8 0d7ab03208f1d7a5 8fe3d28097f18618 6b813a0d0cdf4991 

36  75476f5456e82f9c 7416ca18d9e265e0 e7748fbf744a5240 b4cb0df332d108ab 
3024702447f76224 11200c2d47c082f8 0d7ab03208f1d7a5 8fe3d28097f18618 

37  f638a568b53a2f8f 75476f5456e82f9c 7416ca18d9e265e0 e7748fbf744a5240 
6217c1c02153302c 3024702447f76224 11200c2d47c082f8 0d7ab03208f1d7a5 

38  c418f6f90602c79a f638a568b53a2f8f 75476f5456e82f9c 7416ca18d9e265e0 
87f0901c227adbb3 6217c1c02153302c 3024702447f76224 11200c2d47c082f8 

39  4f1f4f21df3dcf43 c418f6f90602c79a f638a568b53a2f8f 75476f5456e82f9c 
fb7c63fcddf4a1c2 87f0901c227adbb3 6217c1c02153302c 3024702447f76224 

40  13eb82e4b98d0e67 4f1f4f21df3dcf43 c418f6f90602c79a f638a568b53a2f8f 
fb6c0e54d48d4f2d fb7c63fcddf4a1c2 87f0901c227adbb3 6217c1c02153302c 

41  820e75046567bace 13eb82e4b98d0e67 4f1f4f21df3dcf43 c418f6f90602c79a 
b16a9397472f0123 fb6c0e54d48d4f2d fb7c63fcddf4a1c2 87f0901c227adbb3 

42  741fa5dc290dd02c 820e75046567bace 13eb82e4b98d0e67 4f1f4f21df3dcf43 
ed40c88214823792 b16a9397472f0123 fb6c0e54d48d4f2d fb7c63fcddf4a1c2 

43  a4809bf6da6aa8bd 741fa5dc290dd02c 820e75046567bace 13eb82e4b98d0e67 
bec3d7e88c855194 ed40c88214823792 b16a9397472f0123 fb6c0e54d48d4f2d 

44  d70b1aa4c800979c a4809bf6da6aa8bd 741fa5dc290dd02c 820e75046567bace 
4962f310bdbd54b0 bec3d7e88c855194 ed40c88214823792 b16a9397472f0123 

45  9a195492cfdb4745 d70b1aa4c800979c a4809bf6da6aa8bd 741fa5dc290dd02c 
2c82d09cf05cf687 4962f310bdbd54b0 bec3d7e88c855194 ed40c88214823792 

46  b7e68364f07f017e 9a195492cfdb4745 d70b1aa4c800979c a4809bf6da6aa8bd 
2a1ffb84031b1b6c 2c82d09cf05cf687 4962f310bdbd54b0 bec3d7e88c855194 

47  0e574b8e0b35e452 b7e68364f07f017e 9a195492cfdb4745 d70b1aa4c800979c 
29bdab29ee472a23 2a1ffb84031b1b6c 2c82d09cf05cf687 4962f310bdbd54b0 

48  c176009cf82fa842 0e574b8e0b35e452 b7e68364f07f017e 9a195492cfdb4745 
cca47fbe31b335f4 29bdab29ee472a23 2a1ffb84031b1b6c 2c82d09cf05cf687 

49  5d4f78c7a9bdbed2 c176009cf82fa842 0e574b8e0b35e452 b7e68364f07f017e 
eaf198615e99ffdc cca47fbe31b335f4 29bdab29ee472a23 2a1ffb84031b1b6c 

50  51ab3be828d8d13c 5d4f78c7a9bdbed2 c176009cf82fa842 0e574b8e0b35e452 
bd527cd188fb59ae eaf198615e99ffdc cca47fbe31b335f4 29bdab29ee472a23 

51  4d639ef80d0f6d3e 51ab3be828d8d13c 5d4f78c7a9bdbed2 c176009cf82fa842 
b2611b90f90d732f bd527cd188fb59ae eaf198615e99ffdc cca47fbe31b335f4 

52  bba9c9efe0fbc6c8 4d639ef80d0f6d3e 51ab3be828d8d13c 5d4f78c7a9bdbed2 
fc0579337591a2c9 b2611b90f90d732f bd527cd188fb59ae eaf198615e99ffdc 

53  3405d7cad2e8a689 bba9c9efe0fbc6c8 4d639ef80d0f6d3e 51ab3be828d8d13c 
0f6649f64ec8e109 fc0579337591a2c9 b2611b90f90d732f bd527cd188fb59ae 

54  ea54d908505798b3 3405d7cad2e8a689 bba9c9efe0fbc6c8 4d639ef80d0f6d3e 
ef48a48999108077 0f6649f64ec8e109 fc0579337591a2c9 b2611b90f90d732f 

55  be31d1c0ccc143bc ea54d908505798b3 3405d7cad2e8a689 bba9c9efe0fbc6c8 
4fc2d4cad0c91afc ef48a48999108077 0f6649f64ec8e109 fc0579337591a2c9 

56  285a76d23f6a0073 be31d1c0ccc143bc ea54d908505798b3 3405d7cad2e8a689 
a730855599b738a3 4fc2d4cad0c91afc ef48a48999108077 0f6649f64ec8e109 

57  a714ceff14bebc24 285a76d23f6a0073 be31d1c0ccc143bc ea54d908505798b3 
53c581dae1831d80 a730855599b738a3 4fc2d4cad0c91afc ef48a48999108077 

58  697ca14913a50a26 a714ceff14bebc24 285a76d23f6a0073 be31d1c0ccc143bc 
34d39344354aacd2 53c581dae1831d80 a730855599b738a3 4fc2d4cad0c91afc 

59  3a38fa3775d7007c 697ca14913a50a26 a714ceff14bebc24 285a76d23f6a0073 
e26f3a21e9a27691 34d39344354aacd2 53c581dae1831d80 a730855599b738a3 
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60  44ea14d8e450c844 3a38fa3775d7007c 697ca14913a50a26 a714ceff14bebc24 
5319374fb88dd485 e26f3a21e9a27691 34d39344354aacd2 53c581dae1831d80 

61  0928b75c925f91e2 44ea14d8e450c844 3a38fa3775d7007c 697ca14913a50a26 
79f4be3c5a372911 5319374fb88dd485 e26f3a21e9a27691 34d39344354aacd2 

62  6db5469fa19c0e27 0928b75c925f91e2 44ea14d8e450c844 3a38fa3775d7007c 
16beec0fec168e79 79f4be3c5a372911 5319374fb88dd485 e26f3a21e9a27691 

63  384e3159898a7362 6db5469fa19c0e27 0928b75c925f91e2 44ea14d8e450c844 
55fa3ad1102298a8 16beec0fec168e79 79f4be3c5a372911 5319374fb88dd485 

64  483c64d3fdebf828 384e3159898a7362 6db5469fa19c0e27 0928b75c925f91e2 
1a238431921ea75e 55fa3ad1102298a8 16beec0fec168e79 79f4be3c5a372911 

65  c9464988a1939bcf 483c64d3fdebf828 384e3159898a7362 6db5469fa19c0e27 
e3f3f08ac90f86cd 1a238431921ea75e 55fa3ad1102298a8 16beec0fec168e79 

66  98bc93bca795059c c9464988a1939bcf 483c64d3fdebf828 384e3159898a7362 
9e04fb49a5fd91de e3f3f08ac90f86cd 1a238431921ea75e 55fa3ad1102298a8 

67  b6fc101ad1d74e20 98bc93bca795059c c9464988a1939bcf 483c64d3fdebf828 
fd13cd3620f6c1f4 9e04fb49a5fd91de e3f3f08ac90f86cd 1a238431921ea75e 

68  fac26e6e4da4705d b6fc101ad1d74e20 98bc93bca795059c c9464988a1939bcf 
0d60228aa6e55b6e fd13cd3620f6c1f4 9e04fb49a5fd91de e3f3f08ac90f86cd 

69  2a630c58cc27fcaa fac26e6e4da4705d b6fc101ad1d74e20 98bc93bca795059c 
a2f7f27a3ec25aba 0d60228aa6e55b6e fd13cd3620f6c1f4 9e04fb49a5fd91de 

70  159a02d4faee11b4 2a630c58cc27fcaa fac26e6e4da4705d b6fc101ad1d74e20 
b2860fc55bdedaa6 a2f7f27a3ec25aba 0d60228aa6e55b6e fd13cd3620f6c1f4 

71  9d38bdb9df22b557 159a02d4faee11b4 2a630c58cc27fcaa fac26e6e4da4705d 
dfc37c68af65f8bc b2860fc55bdedaa6 a2f7f27a3ec25aba 0d60228aa6e55b6e 

72  d42c3a57cfa78513 9d38bdb9df22b557 159a02d4faee11b4 2a630c58cc27fcaa 
bb56dea6a325ba32 dfc37c68af65f8bc b2860fc55bdedaa6 a2f7f27a3ec25aba 

73  abab4b0ca75a17c7 d42c3a57cfa78513 9d38bdb9df22b557 159a02d4faee11b4 
9ac71d1c037a8bbd bb56dea6a325ba32 dfc37c68af65f8bc b2860fc55bdedaa6 

74  500f7b61186f6c2e abab4b0ca75a17c7 d42c3a57cfa78513 9d38bdb9df22b557 
8347f5736531b3ec 9ac71d1c037a8bbd bb56dea6a325ba32 dfc37c68af65f8bc 

75  4abe0af6a67db2fe 500f7b61186f6c2e abab4b0ca75a17c7 d42c3a57cfa78513 
14e986342ddced0f 8347f5736531b3ec 9ac71d1c037a8bbd bb56dea6a325ba32 

76  e1053fc85f9e56be 4abe0af6a67db2fe 500f7b61186f6c2e abab4b0ca75a17c7 
4779767cc2ec5321 14e986342ddced0f 8347f5736531b3ec 9ac71d1c037a8bbd 

77  7001201948fb3d71 e1053fc85f9e56be 4abe0af6a67db2fe 500f7b61186f6c2e 
5cdf6c58fc052572 4779767cc2ec5321 14e986342ddced0f 8347f5736531b3ec 

78  88146da76ff6f23a 7001201948fb3d71 e1053fc85f9e56be 4abe0af6a67db2fe 
8901cffe7a74db98 5cdf6c58fc052572 4779767cc2ec5321 14e986342ddced0f 

79  5ec3802b9ecfef33 88146da76ff6f23a 7001201948fb3d71 e1053fc85f9e56be 
5f2eead69efb4233 8901cffe7a74db98 5cdf6c58fc052572 4779767cc2ec5321 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the round-function in the first 
block process. 

Y0 = cbbb9d5dc1059ed8 ⊎ 5ec3802b9ecfef33 = 2a7f1d895fd58e0b 
Y1 = 629a292a367cd507 ⊎ 88146da76ff6f23a = eaae96d1a673c741 
Y2 = 9159015a3070dd17 ⊎ 7001201948fb3d71 = 015a2173796c1a88 
Y3 = 152fecd8f70e5939 ⊎ e1053fc85f9e56be = f6352ca156acaff7 
Y4 = 67332667ffc00b31 ⊎ 5f2eead69efb4233 = c662113e9ebb4d64 
Y5 = 8eb44a8768581511 ⊎ 8901cffe7a74db98 = 17b61a85e2ccf0a9 
Y6 = db0c2e0d64f98fa7 ⊎ 5cdf6c58fc052572 = 37eb9a6660feb519 
Y7 = 47b5481dbefa4fa4 ⊎ 4779767cc2ec5321 = 8f2ebe9a81e6a2c5 

 

The following are (hexadecimal representations of) the successive values of the variables Y0, Y1, Y2, Y3, Y4, Y5, 
Y6, Y7 in the second block process. 
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init  2a7f1d895fd58e0b eaae96d1a673c741 015a2173796c1a88 f6352ca156acaff7 
c662113e9ebb4d64 17b61a85e2ccf0a9 37eb9a6660feb519 8f2ebe9a81e6a2c5 

0  657a3c2ca9639d40 2a7f1d895fd58e0b eaae96d1a673c741 015a2173796c1a88 
791f2ad0055fdd62 c662113e9ebb4d64 17b61a85e2ccf0a9 37eb9a6660feb519 

1  2a4ad5d9b9fd6d86 657a3c2ca9639d40 2a7f1d895fd58e0b eaae96d1a673c741 
dbf2e656b5be3f14 791f2ad0055fdd62 c662113e9ebb4d64 17b61a85e2ccf0a9 

2  f0aa6758653d1664 2a4ad5d9b9fd6d86 657a3c2ca9639d40 2a7f1d895fd58e0b 
6e0466c82f4fd35d dbf2e656b5be3f14 791f2ad0055fdd62 c662113e9ebb4d64 

3  43a76f011a73d317 f0aa6758653d1664 2a4ad5d9b9fd6d86 657a3c2ca9639d40 
1367bd36d15e8b40 6e0466c82f4fd35d dbf2e656b5be3f14 791f2ad0055fdd62 

4  d802c2dfd7cc48f6 43a76f011a73d317 f0aa6758653d1664 2a4ad5d9b9fd6d86 
f73d759b839a2a21 1367bd36d15e8b40 6e0466c82f4fd35d dbf2e656b5be3f14 

5  481208e5e8314602 d802c2dfd7cc48f6 43a76f011a73d317 f0aa6758653d1664 
6b2271a46f14c843 f73d759b839a2a21 1367bd36d15e8b40 6e0466c82f4fd35d 

6  af9f8112df35cf33 481208e5e8314602 d802c2dfd7cc48f6 43a76f011a73d317 
257f4a7d524d7b0b 6b2271a46f14c843 f73d759b839a2a21 1367bd36d15e8b40 

7  6730781342d1131b af9f8112df35cf33 481208e5e8314602 d802c2dfd7cc48f6 
81957ad408cec995 257f4a7d524d7b0b 6b2271a46f14c843 f73d759b839a2a21 

8  82e64c677356a82e 6730781342d1131b af9f8112df35cf33 481208e5e8314602 
10b62fdce4ebaa51 81957ad408cec995 257f4a7d524d7b0b 6b2271a46f14c843 

9  203578820a8f27d0 82e64c677356a82e 6730781342d1131b af9f8112df35cf33 
9937b3a0cb9248a1 10b62fdce4ebaa51 81957ad408cec995 257f4a7d524d7b0b 

10  0bac2a84c29a1e2b 203578820a8f27d0 82e64c677356a82e 6730781342d1131b 
6ad288dab3de0d53 9937b3a0cb9248a1 10b62fdce4ebaa51 81957ad408cec995 

11  dd3ff8a140485c25 0bac2a84c29a1e2b 203578820a8f27d0 82e64c677356a82e 
3149b728123c465e 6ad288dab3de0d53 9937b3a0cb9248a1 10b62fdce4ebaa51 

12  e826239f830c5346 dd3ff8a140485c25 0bac2a84c29a1e2b 203578820a8f27d0 
4bb7b199c4ced186 3149b728123c465e 6ad288dab3de0d53 9937b3a0cb9248a1 

13  32215ce49aae40f8 e826239f830c5346 dd3ff8a140485c25 0bac2a84c29a1e2b 
9a2872c72d790d49 4bb7b199c4ced186 3149b728123c465e 6ad288dab3de0d53 

14  859533bac457f94e 32215ce49aae40f8 e826239f830c5346 dd3ff8a140485c25 
539f225d25ebeb4c 9a2872c72d790d49 4bb7b199c4ced186 3149b728123c465e 

15  a88704d9962849f3 859533bac457f94e 32215ce49aae40f8 e826239f830c5346 
63bf0472ef24f7a5 539f225d25ebeb4c 9a2872c72d790d49 4bb7b199c4ced186 

16  3aa5c566a6cfad1c a88704d9962849f3 859533bac457f94e 32215ce49aae40f8 
ce23f6380ead33c2 63bf0472ef24f7a5 539f225d25ebeb4c 9a2872c72d790d49 

17  2e9c483a7c08c9c1 3aa5c566a6cfad1c a88704d9962849f3 859533bac457f94e 
b033f945f3e6b4a2 ce23f6380ead33c2 63bf0472ef24f7a5 539f225d25ebeb4c 

18  5a68585ae0835231 2e9c483a7c08c9c1 3aa5c566a6cfad1c a88704d9962849f3 
8a0187a9ce93d875 b033f945f3e6b4a2 ce23f6380ead33c2 63bf0472ef24f7a5 

19  cf9cd481e6407ced 5a68585ae0835231 2e9c483a7c08c9c1 3aa5c566a6cfad1c 
37a29fa30531bac7 8a0187a9ce93d875 b033f945f3e6b4a2 ce23f6380ead33c2 

20  3f463f864f6474d9 cf9cd481e6407ced 5a68585ae0835231 2e9c483a7c08c9c1 
0cf45bb3c07e847d 37a29fa30531bac7 8a0187a9ce93d875 b033f945f3e6b4a2 

21  cea26288dff931a5 3f463f864f6474d9 cf9cd481e6407ced 5a68585ae0835231 
34f1b5f46bf48a73 0cf45bb3c07e847d 37a29fa30531bac7 8a0187a9ce93d875 

22  89634cd0f4f6c08a cea26288dff931a5 3f463f864f6474d9 cf9cd481e6407ced 
3a728a543405a8e4 34f1b5f46bf48a73 0cf45bb3c07e847d 37a29fa30531bac7 

23  625fa38464e5c880 89634cd0f4f6c08a cea26288dff931a5 3f463f864f6474d9 
cee1b47a49b2fc42 3a728a543405a8e4 34f1b5f46bf48a73 0cf45bb3c07e847d 

24  7dd21453a15a3b92 625fa38464e5c880 89634cd0f4f6c08a cea26288dff931a5 
9308bfa1be1f800b cee1b47a49b2fc42 3a728a543405a8e4 34f1b5f46bf48a73 

25  3d76277bc8cb0601 7dd21453a15a3b92 625fa38464e5c880 89634cd0f4f6c08a 
480e017f5d1f0b1e 9308bfa1be1f800b cee1b47a49b2fc42 3a728a543405a8e4 

26  c8d904196f5a1f54 3d76277bc8cb0601 7dd21453a15a3b92 625fa38464e5c880 
4bd2f1f6e940c332 480e017f5d1f0b1e 9308bfa1be1f800b cee1b47a49b2fc42 

27  b033139b58b6e423 c8d904196f5a1f54 3d76277bc8cb0601 7dd21453a15a3b92 
f816ec1cbe0adafb 4bd2f1f6e940c332 480e017f5d1f0b1e 9308bfa1be1f800b 

28  097768182cb65f57 b033139b58b6e423 c8d904196f5a1f54 3d76277bc8cb0601 
62e3de54dcd8f974 f816ec1cbe0adafb 4bd2f1f6e940c332 480e017f5d1f0b1e 
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29  3196649ab5f5cc39 097768182cb65f57 b033139b58b6e423 c8d904196f5a1f54 
f6887de116d0bd8f 62e3de54dcd8f974 f816ec1cbe0adafb 4bd2f1f6e940c332 

30  f78d3d221d16965f 3196649ab5f5cc39 097768182cb65f57 b033139b58b6e423 
c7e4859c2858ed3c f6887de116d0bd8f 62e3de54dcd8f974 f816ec1cbe0adafb 

31  f58e9876b4984b51 f78d3d221d16965f 3196649ab5f5cc39 097768182cb65f57 
621352b394b8ca02 c7e4859c2858ed3c f6887de116d0bd8f 62e3de54dcd8f974 

32  38fbf0e726e04f78 f58e9876b4984b51 f78d3d221d16965f 3196649ab5f5cc39 
4319856f17a0a430 621352b394b8ca02 c7e4859c2858ed3c f6887de116d0bd8f 

33  f4be0b32a57597a2 38fbf0e726e04f78 f58e9876b4984b51 f78d3d221d16965f 
c6d392a3b4eb0ed8 4319856f17a0a430 621352b394b8ca02 c7e4859c2858ed3c 

34  f8a6b3fe2e4f0634 f4be0b32a57597a2 38fbf0e726e04f78 f58e9876b4984b51 
602663c0f34eff33 c6d392a3b4eb0ed8 4319856f17a0a430 621352b394b8ca02 

35  9bc3871be8046113 f8a6b3fe2e4f0634 f4be0b32a57597a2 38fbf0e726e04f78 
05542ecd9883c6ba 602663c0f34eff33 c6d392a3b4eb0ed8 4319856f17a0a430 

36  f1bd2d46be619585 9bc3871be8046113 f8a6b3fe2e4f0634 f4be0b32a57597a2 
e47b9933bafdc655 05542ecd9883c6ba 602663c0f34eff33 c6d392a3b4eb0ed8 

37  24c84b58d119affe f1bd2d46be619585 9bc3871be8046113 f8a6b3fe2e4f0634 
5ae0b1175beb5d2b e47b9933bafdc655 05542ecd9883c6ba 602663c0f34eff33 

38  ec6d3abc2b291fd3 24c84b58d119affe f1bd2d46be619585 9bc3871be8046113 
9ecc381d277748a3 5ae0b1175beb5d2b e47b9933bafdc655 05542ecd9883c6ba 

39  e266c1f77d5ee90e ec6d3abc2b291fd3 24c84b58d119affe f1bd2d46be619585 
d92f34c110296b32 9ecc381d277748a3 5ae0b1175beb5d2b e47b9933bafdc655 

40  5adbaa463642b570 e266c1f77d5ee90e ec6d3abc2b291fd3 24c84b58d119affe 
83e8f410f859388e d92f34c110296b32 9ecc381d277748a3 5ae0b1175beb5d2b 

41  50fdb7bb2e499a34 5adbaa463642b570 e266c1f77d5ee90e ec6d3abc2b291fd3 
257ed8ea645e933a 83e8f410f859388e d92f34c110296b32 9ecc381d277748a3 

42  06514212bb7fa152 50fdb7bb2e499a34 5adbaa463642b570 e266c1f77d5ee90e 
466781db35181abe 257ed8ea645e933a 83e8f410f859388e d92f34c110296b32 

43  673ed5a55ff2b07d 06514212bb7fa152 50fdb7bb2e499a34 5adbaa463642b570 
ba78f3545e7914f0 466781db35181abe 257ed8ea645e933a 83e8f410f859388e 

44  125e2e5118393e2b 673ed5a55ff2b07d 06514212bb7fa152 50fdb7bb2e499a34 
4453b23a3e13b090 ba78f3545e7914f0 466781db35181abe 257ed8ea645e933a 

45  07ee813df5910cec 125e2e5118393e2b 673ed5a55ff2b07d 06514212bb7fa152 
eae013a0510d23cc 4453b23a3e13b090 ba78f3545e7914f0 466781db35181abe 

46  0a0508f0a1d719c3 07ee813df5910cec 125e2e5118393e2b 673ed5a55ff2b07d 
a93815eb58891016 eae013a0510d23cc 4453b23a3e13b090 ba78f3545e7914f0 

47  0fc8f3b3efcb1b96 0a0508f0a1d719c3 07ee813df5910cec 125e2e5118393e2b 
a071cc73b966e801 a93815eb58891016 eae013a0510d23cc 4453b23a3e13b090 

48  02aa5b28199f304a 0fc8f3b3efcb1b96 0a0508f0a1d719c3 07ee813df5910cec 
a49f1e14f8a2be7a a071cc73b966e801 a93815eb58891016 eae013a0510d23cc 

49  9223e1b34382f104 02aa5b28199f304a 0fc8f3b3efcb1b96 0a0508f0a1d719c3 
bfe2106e512a7331 a49f1e14f8a2be7a a071cc73b966e801 a93815eb58891016 

50  e01a1e47ee8d5656 9223e1b34382f104 02aa5b28199f304a 0fc8f3b3efcb1b96 
592b899b35469a78 bfe2106e512a7331 a49f1e14f8a2be7a a071cc73b966e801 

51  fa7b17aad857c2f4 e01a1e47ee8d5656 9223e1b34382f104 02aa5b28199f304a 
eb6e85e4682c1671 592b899b35469a78 bfe2106e512a7331 a49f1e14f8a2be7a 

52  0c523b7a3c84ab77 fa7b17aad857c2f4 e01a1e47ee8d5656 9223e1b34382f104 
b5e80e871ac0c005 eb6e85e4682c1671 592b899b35469a78 bfe2106e512a7331 

53  c773d8b69da1fde2 0c523b7a3c84ab77 fa7b17aad857c2f4 e01a1e47ee8d5656 
be2b0602fc6f8f65 b5e80e871ac0c005 eb6e85e4682c1671 592b899b35469a78 

54  c6b1bc79a4f23679 c773d8b69da1fde2 0c523b7a3c84ab77 fa7b17aad857c2f4 
c80bdc57f38a05e4 be2b0602fc6f8f65 b5e80e871ac0c005 eb6e85e4682c1671 

55  bef9bb0fe467fd60 c6b1bc79a4f23679 c773d8b69da1fde2 0c523b7a3c84ab77 
1dab0bd116e434e5 c80bdc57f38a05e4 be2b0602fc6f8f65 b5e80e871ac0c005 

56  8e3db3e380ec7f22 bef9bb0fe467fd60 c6b1bc79a4f23679 c773d8b69da1fde2 
32ef50751734ffee 1dab0bd116e434e5 c80bdc57f38a05e4 be2b0602fc6f8f65 

57  1003ec42412c7b7d 8e3db3e380ec7f22 bef9bb0fe467fd60 c6b1bc79a4f23679 
1ec0d46f349fd058 32ef50751734ffee 1dab0bd116e434e5 c80bdc57f38a05e4 

58  375facc76291f85e 1003ec42412c7b7d 8e3db3e380ec7f22 bef9bb0fe467fd60 
59c8bc0488f9768b 1ec0d46f349fd058 32ef50751734ffee 1dab0bd116e434e5 
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59  bd113d92e0354fb9 375facc76291f85e 1003ec42412c7b7d 8e3db3e380ec7f22 
e66c73db3fad397d 59c8bc0488f9768b 1ec0d46f349fd058 32ef50751734ffee 

60  2f61d4fd8e36d9d4 bd113d92e0354fb9 375facc76291f85e 1003ec42412c7b7d 
e9f21933e1c02948 e66c73db3fad397d 59c8bc0488f9768b 1ec0d46f349fd058 

61  1b1ad88b92701ae2 2f61d4fd8e36d9d4 bd113d92e0354fb9 375facc76291f85e 
6fd0c1719bcac335 e9f21933e1c02948 e66c73db3fad397d 59c8bc0488f9768b 

62  93d09fc06a19c5da 1b1ad88b92701ae2 2f61d4fd8e36d9d4 bd113d92e0354fb9 
b765273f571a571e 6fd0c1719bcac335 e9f21933e1c02948 e66c73db3fad397d 

63  04bea2ce99cc3bf6 93d09fc06a19c5da 1b1ad88b92701ae2 2f61d4fd8e36d9d4 
6ab0e443c2f63714 b765273f571a571e 6fd0c1719bcac335 e9f21933e1c02948 

64  02ebfc0a13492f52 04bea2ce99cc3bf6 93d09fc06a19c5da 1b1ad88b92701ae2 
77300c52e05af415 6ab0e443c2f63714 b765273f571a571e 6fd0c1719bcac335 

65  1bf525abce8d6f04 02ebfc0a13492f52 04bea2ce99cc3bf6 93d09fc06a19c5da 
8faf12c33bb371b9 77300c52e05af415 6ab0e443c2f63714 b765273f571a571e 

66  b6a36a3431547328 1bf525abce8d6f04 02ebfc0a13492f52 04bea2ce99cc3bf6 
fa8bb40b4e08100f 8faf12c33bb371b9 77300c52e05af415 6ab0e443c2f63714 

67  ffdaf83202af0d72 b6a36a3431547328 1bf525abce8d6f04 02ebfc0a13492f52 
8045a82f723a9b4e fa8bb40b4e08100f 8faf12c33bb371b9 77300c52e05af415 

68  12737373d2985232 ffdaf83202af0d72 b6a36a3431547328 1bf525abce8d6f04 
870dbce23bad8988 8045a82f723a9b4e fa8bb40b4e08100f 8faf12c33bb371b9 

69  6189f68162b256b5 12737373d2985232 ffdaf83202af0d72 b6a36a3431547328 
8c059af157146580 870dbce23bad8988 8045a82f723a9b4e fa8bb40b4e08100f 

70  20b0a9a1d21c482d 6189f68162b256b5 12737373d2985232 ffdaf83202af0d72 
f22b874c96785ec8 8c059af157146580 870dbce23bad8988 8045a82f723a9b4e 

71  ef6d863c2127b394 20b0a9a1d21c482d 6189f68162b256b5 12737373d2985232 
b7aee28337d69dab f22b874c96785ec8 8c059af157146580 870dbce23bad8988 

72  d3efe8b442689074 ef6d863c2127b394 20b0a9a1d21c482d 6189f68162b256b5 
22491ab9cdecb6b0 b7aee28337d69dab f22b874c96785ec8 8c059af157146580 

73  4694354944a9f487 d3efe8b442689074 ef6d863c2127b394 20b0a9a1d21c482d 
659890a5818d0c50 22491ab9cdecb6b0 b7aee28337d69dab f22b874c96785ec8 

74  b93c2403773dd08c 4694354944a9f487 d3efe8b442689074 ef6d863c2127b394 
88c2c2ac52c4f679 659890a5818d0c50 22491ab9cdecb6b0 b7aee28337d69dab 

75  025848e3ab6b69d3 b93c2403773dd08c 4694354944a9f487 d3efe8b442689074 
750da3d4e16a1b64 88c2c2ac52c4f679 659890a5818d0c50 22491ab9cdecb6b0 

76  396b53e58d04471b 025848e3ab6b69d3 b93c2403773dd08c 4694354944a9f487 
700486bf252cba75 750da3d4e16a1b64 88c2c2ac52c4f679 659890a5818d0c50 

77  51b6f9a3c1ceeb4a 396b53e58d04471b 025848e3ab6b69d3 b93c2403773dd08c 
e6b3850de8ae6230 700486bf252cba75 750da3d4e16a1b64 88c2c2ac52c4f679 

78  526a98f5dc595406 51b6f9a3c1ceeb4a 396b53e58d04471b 025848e3ab6b69d3 
4f0dcf74aea76f90 e6b3850de8ae6230 700486bf252cba75 750da3d4e16a1b64 

79  deb3eeaa973bb9dd 526a98f5dc595406 51b6f9a3c1ceeb4a 396b53e58d04471b 
3665b5dbb6c2e055 4f0dcf74aea76f90 e6b3850de8ae6230 700486bf252cba75 

 
The following eight words Y0, Y1, Y2, Y3, Y4, Y5, Y6, Y7 represent the output of the final iteration of the round-
function. 

Y0 = 2a7f1d895fd58e0b ⊎ deb3eeaa973bb9dd = 09330c33f71147e8 
Y1 = eaae96d1a673c741 ⊎ 526a98f5dc595406 = 3d192fc782cd1b47 
Y2 = 015a2173796c1a88 ⊎ 51b6f9a3c1ceeb4a = 53111b173b3b05d2 
Y3 = f6352ca156acaff7 ⊎ 396b53e58d04471b = 2fa08086e3b0f712 
Y4 = c662113e9ebb4d64 ⊎ 3665b5dbb6c2e055 = fcc7c71a557e2db9 
Y5 = 17b61a85e2ccf0a9 ⊎ 4f0dcf74aea76f90 = 66c3e9fa91746039 
Y6 = 37eb9a6660feb519 ⊎ e6b3850de8ae6230 = 1e9f1f7449ad1749 
Y7 = 8f2ebe9a81e6a2c5 ⊎ 700486bf252cba75 = ff334559a7135d3a 

 

The following is the hash value for this message. 
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09330c33f71147e8 3d192fc782cd1b47 53111b173b3b05d2 2fa08086e3b0f712 
fcc7c71a557e2db9 66c3e9fa91746039 

A.6.11 Example 11 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

‘abcdbcdecdefdefgefghfghighijhijk’ 
 
The hash-code is the following 384-bit string. 
 

d4cc646a83a55044 df94814db93b6062 e656623db0b9e2da b8819174589bf0c9 
d7192b9799e30169 8b97adaa3d82e20c 
 

A.7 Dedicated Hash-Function 7 

A.7.1 Example 1 

In this example the data-string is the empty string, i.e., the string of length zero. 
 
The hash-code is the following 512-bit string. 
 

19FA61D75522A466 9B44E39C1D2E1726 C530232130D407F8 9AFEE0964997F7A7 
3E83BE698B288FEB CF88E3E03C4F0757 EA8964E59B63D937 08B138CC42A66EB3 

 
A.7.2 Example 2 

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter 'a'. 
 
The hash-code is the following 512-bit string. 
 

8ACA2602792AEC6F 11A67206531FB7D7 F0DFF59413145E69 73C45001D0087B42 
D11BC645413AEFF6 3A42391A39145A59 1A92200D560195E5 3B478584FDAE231A 

 
A.7.3 Example 3 

In this example the data-string is the three-byte string consisting of the ASCII-coded version of 'abc'. 
 
After the padding process, the 8x8 matrix Z' derived from the data-string is as follows. 
 

61 62 63 80 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 18 

 
The K0 matrix (from the initialization value IV) and X'' matrix are as follows. 
 

00 00 00 00 00 00 00 00        61 62 63 80 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
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00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 18 
 
The following are (hexadecimal representations of) the successive values of the variables Ki for i = 1 to 10 and 
W'. 
 

i = 1: 
30 0B EE C0 AF 90 29 67        0F 34 9A FF 3F F3 2F E0 
28 28 28 28 28 28 28 28        EB CD CD 13 CD 26 DE 87 
28 28 28 28 28 28 28 28        2D 2C 98 98 5A 98 B4 C2 
28 28 28 28 28 28 28 28        89 03 83 8F 8F 06 8F 0C 
28 28 28 28 28 28 28 28        00 00 00 00 00 00 00 00 
28 28 28 28 28 28 28 28        00 00 00 00 00 00 00 00 
28 28 28 28 28 28 28 28        05 14 05 28 11 0A 2D 05 
28 28 28 28 28 28 28 28        00 00 00 00 00 00 00 00 

 
i = 2: 

3B AB 89 F8 EA D1 AE 24        1D 0D 4C DA 43 F6 B0 98 
44 45 45 66 45 E9 CB AF        E4 5E 3F B8 7B C7 AA 10 
70 FE A4 A4 C5 A4 B2 89        C3 31 D1 56 FD E7 7B 8F 
C5 FA A9 E1 E1 CC E1 A0        68 2F 47 A1 BE 4A 53 39 
48 AC C0 5C FC FC B8 FC        B2 A2 B8 2F 20 72 F0 6C 
8F F7 0E 26 90 8F 8F 69        03 D9 F4 6C 67 B1 79 72 
96 79 14 07 D7 85 79 79        2C 67 87 6E FD 5C 25 F8 
F8 A8 F8 68 B8 C8 78 F8        44 E6 4C 70 50 7C D8 26 

 
i = 3: 

D3 19 BF DB 30 46 70 58        EF ED 35 67 80 8E 8D 63 
29 5B 23 D1 AF CF 37 DB        2F 03 49 91 5B 18 5C 24 
01 2C 8A C2 8B 95 AC 98        77 96 F6 03 BF AA F8 E3 
81 63 9E B1 C0 B2 06 A7        0A DC 04 7B 58 5A A5 A1 
44 5E 60 7A B0 B2 09 DB        47 96 DA 7F 56 E4 CC 29 
73 5B 2C CF BC 8C BC 71        20 70 D5 D8 50 01 C8 98 
DC 67 09 24 EF ED DD D3        A7 4C 23 FA F6 81 49 A1 
7B 8D 3B F0 D7 3B 7D 19        4A CE 46 7D 7D B0 73 A9 

 
i = 4: 

38 BE AA C1 DE 11 65 86        95 BD DE 1E CA 0F CA 19 
68 7C F3 D0 4A 87 33 7F        D3 C1 CF 6C A0 2E 41 E8 
F3 37 FA DB 98 AD F0 57        74 C3 5C 63 15 C5 B9 8A 
C5 E2 42 58 EE 35 8D BC        36 F0 4E 42 FE 2D D0 5E 
11 09 F0 E8 99 6E 24 7E        0A 3C 50 76 A1 91 F8 EC 
01 C5 D6 ED 10 B0 34 01        48 6B C7 3E 61 D2 A4 DC 
FB C9 52 F1 7B 28 EC D3        ED B8 F0 C5 2C F0 5C 72 
32 56 DC 0C C7 F1 27 40        FA 3D 00 D4 FB 9A 66 FF 

 
i = 5: 

AF 25 A5 20 94 9B CF 14        06 A6 BA 18 05 54 8D 33 
C1 36 26 A9 E3 C4 53 4D        84 55 FE C4 1F B2 0B 1C 
E6 0F 7D 86 77 40 F9 E1        6E A2 93 49 3F 17 89 B7 
91 5D E6 BB E2 6A 06 29        7D 02 C9 A0 52 85 BB EF 
96 5A 54 CC 4C FE 5E 8D        AC 55 D7 A9 44 48 89 A9 
BE E9 31 CB 62 32 3A A6        CB DE BE 43 AA 4D B5 A0 
B1 7B 59 18 96 84 6A 47        60 A6 BA C0 25 D9 4F 8C 
D4 F0 C9 36 27 59 AF 31        D7 E4 62 E5 D4 A8 CC C0 

 
i = 6: 

E2 F9 B5 C0 25 37 0B B0        DB 1D A8 4A 33 38 4D B3 
39 2B CB A2 16 84 94 A5        97 4C 8E 1A 3E 51 F3 48 
60 8A F8 CE FA 34 8C 14        47 66 64 C2 33 F5 F2 A9 
7A A5 37 64 41 8C 92 19        85 FD AA B1 D5 CB C3 6E 
B3 F3 46 A1 FA 83 3F 89        5D 89 59 F2 E1 F8 71 D4 
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97 49 3F 48 78 02 CF 7C        8C 1F B9 78 8C 16 DD 05 
DC AD E8 BA 1E 00 8F 23        62 AF 63 5F 6D EE D5 F4 
92 77 4F 49 ED B0 32 3D        D8 5B 74 35 5F 8A 98 47 

 
i = 7: 

75 41 63 82 77 4D FF 2F        59 3D 86 BD A8 CE 25 E5 
FF FA 38 D0 55 03 46 00        BB 33 95 78 26 63 7D 82 
BF 7D 02 49 3E 98 F3 61        EF 46 1D AE DC AD 0C 3C 
F4 A8 60 C2 9A E5 CE 0B        AF A0 E2 86 5E 8B A3 F9 
C8 DF 5A 44 EE 5D 9D 27        C8 8C 0B 43 27 84 31 F4 
23 F4 5A 55 04 75 00 A4        41 5F 51 64 4E 55 78 C2 
B0 16 10 12 02 F9 E2 8C        F4 C7 C3 B5 EE A4 C5 86 
AC 30 CD 29 68 33 33 1D        49 F8 AB 68 4A 4C 96 B7 

 
i = 8: 

03 6B F1 82 68 84 AD 89        9C 0D 38 97 73 B2 E4 35 
99 40 C6 62 D8 46 71 63        4D 44 89 58 D4 59 27 E8 
4C 43 3E 17 4B 19 C2 10        AD 59 2E B0 4C A3 63 32 
E2 9C CF D3 4C FF 86 C5        E0 D4 70 F3 83 5A 15 59 
21 FF 11 A0 42 DF 26 53        9A 92 69 8C 76 40 A1 51 
1B 8E 00 CB 6C E4 4B 13        57 2E 81 EA CB A4 3C 36 
A6 12 3B F7 A3 47 B7 CE        5D 63 2F A7 36 BE 4B 61 
D9 18 90 0E 3B 28 33 CA        40 0F DA CB 8B 9D E3 8A 

 
i = 9: 

D0 1C 67 7A 0A 9A 2C F9        4B F0 5E 9B 46 14 16 D0 
2A 94 2F 53 4A 63 B6 B2        72 A8 C1 34 47 13 17 2D 
88 42 22 46 FE AC A8 B4        17 33 2A 69 FB 34 98 98 
47 4A 5C C7 3D 58 35 59        83 B1 EE 37 93 47 EC A0 
74 A6 92 5D A5 5C 6F A1        3B 39 67 11 23 35 B5 78 
77 17 E6 8C C4 73 5C 39        FC 78 3D 1F 9D 2F B6 AE 
08 2A 3B 0B 53 EC 1A C6        3C F9 38 64 96 9B DE 6C 
2A F6 58 EB 81 4D E7 62        42 5A D1 47 6C 0C 49 AE 

 
i = 10: 

48 95 48 B6 01 EE BC 3A        2F 46 2B 24 C6 F4 86 BB 
A5 0D 6B C6 6B ED 8E 81        16 B6 56 2C 73 B4 02 0B 
E0 CE 3D CF 88 26 5A 75        F3 04 3E 3A 73 1B CE 72 
C2 8C 4A DB C0 F6 9C E9        1A E1 B3 03 D9 7E 6D 4C 
54 B7 9C D5 7F 71 85 13        71 81 EE BD B6 C5 7E 27 
43 41 4B 8A 97 7D 0B 7B        7D 0E 34 95 71 14 CB D6 
63 19 35 BB DB F6 15 7A        C7 97 FC 9D 95 D8 B5 82 
6A 7A 4E F6 37 01 82 27        D2 25 29 20 76 D4 EE ED 

 
The value of Y' output from the round-function is as follows. 
 

4E 24 48 A4 C6 F4 86 BB 
16 B6 56 2C 73 B4 02 0B 
F3 04 3E 3A 73 1B CE 72 
1A E1 B3 03 D9 7E 6D 4C 
71 81 EE BD B6 C5 7E 27 
7D 0E 34 95 71 14 CB D6 
C7 97 FC 9D 95 D8 B5 82 
D2 25 29 20 76 D4 EE F5 

 
The hash-code is the following 512-bit string. 
 

4E2448A4C6F486BB 16B6562C73B4020B F3043E3A731BCE72 1AE1B303D97E6D4C 
7181EEBDB6C57E27 7D0E34957114CBD6 C797FC9D95D8B582 D225292076D4EEF5 
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A.7.4 Example 4 

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of 
  

'message digest' 
 
The hash-code is the following 512-bit string. 
 

378C84A4126E2DC6 E56DCC7458377AAC 838D00032230F53C E1F5700C0FFB4D3B 
8421557659EF55C1 06B4B52AC5A4AAA6 92ED920052838F33 62E86DBD37A8903E 

 
A.7.5 Example 5 

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of 
 

'abcdefghijklmnopqrstuvwxyz' 
 
The hash-code is the following 512-bit string. 
 

F1D754662636FFE9 2C82EBB9212A484A 8D38631EAD4238F5 442EE13B8054E41B 
08BF2A9251C30B6A 0B8AAE86177AB4A6 F68F673E7207865D 5D9819A3DBA4EB3B 

 
A.7.6 Example 6 

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of 
 

'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789' 
 
The hash-code is the following 512-bit string. 
 

DC37E008CF9EE69B F11F00ED9ABA2690 1DD7C28CDEC066CC 6AF42E40F82F3A1E 
08EBA26629129D8F B7CB57211B9281A6 5517CC879D7B9621 42C65F5A7AF01467 

 
A.7.7 Example 7 

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions 
of 
 

'1234567890' 
 
The hash-code is the following 512-bit string. 
 

466EF18BABB0154D 25B9D38A6414F5C0 8784372BCCB204D6 549C4AFADB601429 
4D5BD8DF2A6C44E5 38CD047B2681A51A 2C60481E88C5A20B 2C2A80CF3A9A083B 

 
A.7.8 Example 8 

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of  
 

'abcdbcdecdefdefgefghfghighijhijk' 
 
After the padding process, the two 8x8 matrices derived from the data-string are as follows. 
 

61 62 63 64 62 63 64 65        00 00 00 00 00 00 00 00 
63 64 65 66 64 65 66 67        00 00 00 00 00 00 00 00 
65 66 67 68 66 67 68 69        00 00 00 00 00 00 00 00 
67 68 69 6A 68 69 6A 6B        00 00 00 00 00 00 00 00 
80 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
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00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 01 00 

 
The first Z' matrix is as follows. 
 

61 62 63 64 62 63 64 65 
63 64 65 66 64 65 66 67 
65 66 67 68 66 67 68 69 
67 68 69 6A 68 69 6A 6B 
80 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

 
For the first Z' matrix, the K0 matrix (from the initialization value IV) and the X'' matrix are as follows. 
 

00 00 00 00 00 00 00 00        61 62 63 64 62 63 64 65 
00 00 00 00 00 00 00 00        63 64 65 66 64 65 66 67 
00 00 00 00 00 00 00 00        65 66 67 68 66 67 68 69 
00 00 00 00 00 00 00 00        67 68 69 6A 68 69 6A 6B 
00 00 00 00 00 00 00 00        80 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00        00 00 00 00 00 00 00 00 

 
The following are (hexadecimal representations of) the successive values of the variables Ki for i = 1 to 10 and 
W'. 
 

i = 1: 
30 0B EE C0 AF 90 29 67        86 B9 56 DD B4 BD 40 C2 
28 28 28 28 28 28 28 28        0B 48 C1 2E 83 9C 2E 41 
28 28 28 28 28 28 28 28        40 5E 0A ED 5C E9 42 E7 
28 28 28 28 28 28 28 28        B2 1E 5B 93 43 07 7C 4D 
28 28 28 28 28 28 28 28        19 04 67 A3 57 CF DA ED 
28 28 28 28 28 28 28 28        59 36 7D 57 F8 E7 EA 60 
28 28 28 28 28 28 28 28        98 D1 1B 6A C6 1C 4B CD 
28 28 28 28 28 28 28 28        5E B9 76 56 F3 51 F4 43 

 
i = 2: 

3B AB 89 F8 EA D1 AE 24        10 54 A2 C2 9E 00 80 4F 
44 45 45 66 45 E9 CB AF        6B C6 9F 0A 98 41 BA 45 
70 FE A4 A4 C5 A4 B2 89        6B 0B DE 38 1B F6 5A 3F 
C5 FA A9 E1 E1 CC E1 A0        34 F5 52 E4 38 30 DA 32 
48 AC C0 5C FC FC B8 FC        A7 4E 3B C9 F2 58 65 5B 
8F F7 0E 26 90 8F 8F 69        2C 84 5C F8 DE BA 57 52 
96 79 14 07 D7 85 79 79        0B 0B CB 4F 5F 5F 13 10 
F8 A8 F8 68 B8 C8 78 F8        B4 43 90 D6 92 4F 65 12 

 
i = 3: 

D3 19 BF DB 30 46 70 58        8F 55 E3 10 51 E9 E7 43 
29 5B 23 D1 AF CF 37 DB        F3 AE 56 A1 2E 86 11 01 
01 2C 8A C2 8B 95 AC 98        01 78 57 78 4C 25 EE 95 
81 63 9E B1 C0 B2 06 A7        8B 13 D5 66 9A EA A5 53 
44 5E 60 7A B0 B2 09 DB        55 E0 9A 46 78 79 57 56 
73 5B 2C CF BC 8C BC 71        E2 3E F3 AF D4 5F 66 62 
DC 67 09 24 EF ED DD D3        05 E9 CA 43 59 FC 08 53 
7B 8D 3B F0 D7 3B 7D 19        6A 11 68 9A 3D 24 86 2C 

 
i = 4: 

38 BE AA C1 DE 11 65 86        BD A3 5F AC C8 4B 7B 24 
68 7C F3 D0 4A 87 33 7F        D4 D5 53 36 8A FA 90 C8 
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F3 37 FA DB 98 AD F0 57        7D 9A 3C 52 B5 B9 28 0B 
C5 E2 42 58 EE 35 8D BC        FE CD D7 48 5D 98 AC 21 
11 09 F0 E8 99 6E 24 7E        F6 D3 E3 F5 A1 C0 68 F0 
01 C5 D6 ED 10 B0 34 01        D9 77 56 2D F1 C4 3C B6 
FB C9 52 F1 7B 28 EC D3        C2 85 71 D3 B2 94 91 69 
32 56 DC 0C C7 F1 27 40        E2 B9 81 C5 7C 60 42 23 

 
i = 5: 

AF 25 A5 20 94 9B CF 14        15 03 B3 53 CF 70 04 4D 
C1 36 26 A9 E3 C4 53 4D        D0 74 26 9B 60 EC 9B 92 
E6 0F 7D 86 77 40 F9 E1        BE 22 90 B3 34 54 C2 84 
91 5D E6 BB E2 6A 06 29        20 F3 7D 53 7D D1 C1 BA 
96 5A 54 CC 4C FE 5E 8D        87 0E 9B F5 41 7C 2D 29 
BE E9 31 CB 62 32 3A A6        A8 52 51 52 21 71 D5 9D 
B1 7B 59 18 96 84 6A 47        96 9C 26 6D 4A B9 C6 AB 
D4 F0 C9 36 27 59 AF 31        5A 2B DD 3C D9 8A D1 04 

 
i = 6: 

E2 F9 B5 C0 25 37 0B B0        B1 44 C5 6B 09 97 59 91 
39 2B CB A2 16 84 94 A5        CF 0D 2C 26 C0 C7 93 54 
60 8A F8 CE FA 34 8C 14        18 D0 BE 9C 7A 35 09 8A 
7A A5 37 64 41 8C 92 19        32 8B E8 B4 2C B0 10 2A 
B3 F3 46 A1 FA 83 3F 89        02 01 B5 CC 2C 68 E9 9C 
97 49 3F 48 78 02 CF 7C        12 BF E0 28 EB 7D 3F F1 
DC AD E8 BA 1E 00 8F 23        49 BD 0B 4E 55 81 21 AA 
92 77 4F 49 ED B0 32 3D        35 F4 59 17 F1 5C 49 DF 

 
i = 7: 

75 41 63 82 77 4D FF 2F        DD D3 6C 6C F0 7A C1 16 
FF FA 38 D0 55 03 46 00        03 42 87 2D A6 3A 4C F4 
BF 7D 02 49 3E 98 F3 61        5D C0 C5 7D 6B BC 49 81 
F4 A8 60 C2 9A E5 CE 0B        7C 12 58 40 F0 CD DA 1E 
C8 DF 5A 44 EE 5D 9D 27        46 AD D5 C4 F9 77 40 C7 
23 F4 5A 55 04 75 00 A4        FF 2E 7D 33 E9 7D 27 BA 
B0 16 10 12 02 F9 E2 8C        2C CC DF EF 3A 86 58 08 
AC 30 CD 29 68 33 33 1D        FB AC B4 52 D2 63 9C 25 

 
i = 8: 

03 6B F1 82 68 84 AD 89        7B 3B 3C 7B 2D 73 FF 3C 
99 40 C6 62 D8 46 71 63        32 7A 01 65 DD 7C 8C 7A 
4C 43 3E 17 4B 19 C2 10        0F 70 81 E9 7B A3 B6 80 
E2 9C CF D3 4C FF 86 C5        25 DF D5 33 66 08 A2 55 
21 FF 11 A0 42 DF 26 53        AB 95 54 FC ED D2 51 92 
1B 8E 00 CB 6C E4 4B 13        10 3A 15 9C FE CA CF 6E 
A6 12 3B F7 A3 47 B7 CE        38 DA 67 14 8A 69 EB B3 
D9 18 90 0E 3B 28 33 CA        92 2A 69 0B 03 4B 46 69 

 
i = 9: 

D0 1C 67 7A 0A 9A 2C F9        56 21 86 2A 9C 0B D3 95 
2A 94 2F 53 4A 63 B6 B2        D4 5A B8 28 42 F2 59 DC 
88 42 22 46 FE AC A8 B4        B2 55 11 33 27 2D E8 43 
47 4A 5C C7 3D 58 35 59        B7 2C 18 04 84 19 B2 C7 
74 A6 92 5D A5 5C 6F A1        0A DD FF 03 52 91 16 83 
77 17 E6 8C C4 73 5C 39        3E A7 8D 11 02 CF E8 C8 
08 2A 3B 0B 53 EC 1A C6        A1 22 69 ED AD B3 2A B4 
2A F6 58 EB 81 4D E7 62        BE 53 E9 F0 7C B0 79 E7 

 
i = 10: 

48 95 48 B6 01 EE BC 3A        16 5A 82 D1 23 C3 52 8F 
A5 0D 6B C6 6B ED 8E 81        26 E9 35 9E 6B C5 7A 23 
E0 CE 3D CF 88 26 5A 75        17 EE A9 FF B7 C7 B4 99 
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C2 8C 4A DB C0 F6 9C E9        71 FD 96 BC 8F 74 63 4E 
54 B7 9C D5 7F 71 85 13        B3 BE 30 9F 01 2A 59 09 
43 41 4B 8A 97 7D 0B 7B        72 91 14 59 5F 08 6E 76 
63 19 35 BB DB F6 15 7A        07 18 AF E3 65 BC 09 DE 
6A 7A 4E F6 37 01 82 27        B6 AF A1 80 BC EC 2A 98 

 
The value of Y' output from the round-function for the first Z' matrix is as follows. 
 

77 38 E1 B5 41 A0 36 EA 
45 8D 50 F8 0F A0 1C 44 
72 88 CE 97 D1 A0 DC F0 
16 95 FF D6 E7 1D 09 25 
33 BE 30 9F 01 2A 59 09 
72 91 14 59 5F 08 6E 76 
07 18 AF E3 65 BC 09 DE 
B6 AF A1 80 BC EC 2A 98 

 
The second Z' matrix is as follows. 
 

00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 01 00 

 
For the second Z' matrix, the K0 matrix and the X'' matrix are as follows. 
 

77 38 E1 B5 41 A0 36 EA        77 38 E1 B5 41 A0 36 EA 
45 8D 50 F8 0F A0 1C 44        45 8D 50 F8 0F A0 1C 44 
72 88 CE 97 D1 A0 DC F0        72 88 CE 97 D1 A0 DC F0 
16 95 FF D6 E7 1D 09 25        16 95 FF D6 E7 1D 09 25 
33 BE 30 9F 01 2A 59 09        33 BE 30 9F 01 2A 59 09 
72 91 14 59 5F 08 6E 76        72 91 14 59 5F 08 6E 76 
07 18 AF E3 65 BC 09 DE        07 18 AF E3 65 BC 09 DE 
B6 AF A1 80 BC EC 2A 98        B6 AF A1 80 BC EC 2B 98 

 
The following are (hexadecimal representations of) the successive values of the variables Ki for i = 1 to 10 and 
W'. 
 

i = 1: 
1A 78 4D 7D BD 4C 17 E6        18 23 C6 E8 87 B8 01 4F 
27 31 10 AA 63 C5 9E 25        00 00 00 00 00 00 00 00 
7A 2E B7 48 C4 5D E0 23        00 00 00 00 00 00 00 00 
6D 0D 61 9F 6C 1D 80 AE        00 00 00 00 00 00 00 00 
01 A2 D5 6E DB 41 D9 A0        00 00 00 00 00 00 00 00 
E9 06 4C D1 27 95 FA 86        8C 23 05 AF 46 26 23 23 
77 62 31 BC B4 4E C6 01        00 00 00 00 00 00 00 00 
6F CD BC 98 10 78 6F EC        00 00 00 00 00 00 00 00 

 
i = 2: 

EB 0F 86 07 40 38 54 4F        DF 8A 74 7E 14 4C 22 D0 
87 EF DC C8 FE 45 3D 83        2B 04 B7 AE 74 89 5A 13 
99 0E F5 4E 73 1F C0 EA        2F FD BC A4 26 03 AD 74 
EF E0 05 7F D2 C2 41 39        99 67 EA 50 34 08 BD B9 
65 8F 5D 92 3E 9A AF 47        A8 7B 8E 1A 3B 56 CD 91 
A9 1D 1C 13 BD 15 73 41        77 59 60 2D DD A2 4A 70 
81 AD 80 BD 88 B3 B3 C3        03 43 90 91 2B DE 8E 37 
16 26 63 99 AC 18 5D D0        48 6B C0 54 B9 C6 72 C9 
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