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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

technology;, |
International

The main ta
Standards ad
an Internation

ISO/IEC 1011
Subcommitte

This third e
technically re

50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
5k of the joint technical committee is to prepare International Standards. Draft Interns
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies casting a vote.

8-3 was prepared by Joint Technical Committee ISO/IEC JTC 15 Information techn
e SC 27, IT Security techniques.

jition cancels and replaces the second edition (ISO/IEC.40118-3:2003), which has
vised.

8 consists of the following parts, under the general title Information technology — Sq
Hash-functions:

eneral
ash-functions using an n-bit block cipher
edicated hash-functions

ash-functions using modulariarithmetic

tional
on as

blogy,

been

curity

ISO/IEC 1011
techniques —
— Part1: G
— Part 2: K
— Part3: 0
— Part4: H
iv
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this International Standard may involve the
use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The folder of this patent right has assured ISO and IEC that he is willing to negotiate pligences under
reasonable and non-discriminatory terms and conditions with applicants throughout the worldy'In this respect,
the statement of the holder of this patent right is registered with the ISO and IEC. Information’ maly be obtained
from:

IBO/IEC JTC 1/SC 27 Standing Document 8 (SD8) “Patent Information”

(ds)

tanding Document 8 (SD8) is publicly available at: http://www.ni.din.de/sc27

Attenfion is drawn to the possibility that some of the elements of this-International Standard may be the
subjegt of patent rights other than those identified above. ISO and-IEC shall not be held rgsponsible for
identifying any or all such patent rights.

© ISO/IEC 2004 — All rights reserved \
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Information technology — Security techniques — Hash-
functions —

Part 3:
Dedicated hash-functions

1 cope

This part of ISO/IEC 10118 specifies dedicated hash-functions, i.e. specially designed hash-fu
hash-functions in this part of ISO/IEC 10118 are based on the iterative use of a reund-function. §
round-functions are specified, giving rise to distinct dedicated hash-functions.

The first and third dedicated hash-functions in Clauses 7 and 9 respectivély-provide hash-codes
to 160 bits; the second in Clause 8 provides hash-codes of lengths up-to 128 bits; the fourth
provides hash-codes of lengths up to 256 bits; the sixth in ClauseA2-provides hash-codes of g
384 bjts; and the fifth and seventh in Clauses 11 and 13 respectivély provide hash-codes of
512 bjts.

2 ormative references

hctions. The
beven distinct

of lengths up
in Clause 10
fixed length,
engths up to

The following referenced documents are indispensable for the application of this documenpt. For dated

refergnces, only the edition cited applies. For.ndated references, the latest edition of th
docurpent (including any amendments) applies.

ISO/IEC 10118-1:2000, Information technolégy — Security techniques — Hash-functions — Part

3 Terms and definitions

For the purposes of this part 9f ISO/IEC 10118, the definitions given in ISO/IEC 10118-1 and
apply

31
block
a bit-gtring of length'L,, i.e., the length of the first input to the round-function

3.2
word

e referenced

1: General

the following

a string.of 32 bits used in dedicated hash-functions 1, 2, 3 and 4 of Clauses 7, 8, 9 and 10 resj

ectively, or a

string of 64 bits used in dedicated hash-functions 5 and 6 of Clauses 11 and 12 respectively

3.3
matrix

an 8 by 8 matrix in which each entry is a string of 8 bits used in dedicated hash-function 7 of Clause 13

4 Symbols (and abbreviated terms)

4.1 Symbols specified in ISO/IEC 10118-1

This part of ISO/IEC 10118 makes use of the following symbols and notations defined in ISO/IEC 10118-1.

B Abyte.

© ISO/IEC 2004 — All rights reserved
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D Data.

H Hash-code.

v Initializing value.
L, The length (in bits) of the first of the two input strings to the round-function ®.
L, The length (in bits) of the second of the two input strings to the round-function @, of the output string

from the round-function @, and of the /V.

Lx Lengt

0] A rou
obtair

X®Y Exclu
4.2 Symby¢
For the purpd

a, a’ Sed

Al As
Co Fun
fron

C1, Co, 3 Fun

entries from GF(28) as output, used in specifying the round-function defined in Clause 13.

Cy Fun

entries from GF(28) as output, usedsin_specifying the round-function defined in Clause 13.

(in hite) aof 2 hit.ctrina X
HH B HS)-Oa-Bh=-StHRgA=

nd-function, i.e., if X, Y are bit-strings of lengths L; and L, respectively, then @(X;, Y)is\the
ed by applying @ to Xand Y.

Sive-or of strings of bits X and Y (where Ly = Ly).

bls specific to this part

se of this part of ISO/IEC 10118, the following symbols and notations-apply:

uences of indices used in specifying a round-function.

pquence of constant matrices used in specifying the round-function defined in Clause 13.

ction taking a string of 64 elements of GF(28) as_input, and giving an 8 by 8 matrix with ¢
N GF(28) as output, used in specifying the round-function defined in Clause 13.

ctions taking an 8 by 8 matrix of elements-of GF(28) as input, and giving an 8 by 8 matri

ction taking two 8 by 8 matrices of -elements of GF(28) as input, and giving an 8 by 8 matri

string

ntries

X with

X with

sed in

C, C} Corjstant words used in the round-functions.

c" An B by 8 circulant matrix with entries chosen from GF(28) used in specifying the round-function in
Clapise 13.

D; A block derived from the data-string after the padding process.

d, e; f, g;Furctions taking either one or three words as input and producing a single word as output, u
spegifyingstound-functions.

H; A sfring’of L, bits which is used in the hashing operation to store an intermediate result.

GF(2°) A field defined as GF(2)[x] / ps(x) where pg(x) = x® + x* + x> + x¥* + 1. The elements of the field are
8-bit strings.

M An 8 by 8 matrix whose entries are chosen from GF(28).

q The number of blocks in the data string after the padding and splitting processes.

R'() The operation of right shift by n bits, i.e. if A is a word and n is a non-negative integer then R"(A)

denotes the word obtained by right-shifting the contents of A by n places.

S A nonlinear substitution box, which replaces an element x e GF(28) with another element s[x] e
GF(2°);

2 © ISO/IEC 2004 — All rights reserved
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S0 The operation of ‘circular left shift’ by n bit positions, i.e. if A is a word and n is a non-negative
integer then S"(A) denotes the word obtained by left-shifting the contents of A by n places in a cyclic
fashion.

S'"() The operation of ‘circular right shift' by n bit positions, i.e. if A is a word and n is a non-negative
integer then S'"(A) denotes the word obtained by right-shifting the contents of A by n places in a
cyclic fashion.

t, t Shift-values used in specifying a round-function.

W, X, X', Y, Z; Words used to store the results of intermediate computations.

W', X[, K, Y, Z'" Matrices with entries chosen from GF(28) used to store the results 'of| intermediate

computations.

A\ The bit-wise logical AND operation on bit-strings, i.e. if A, B are words then AAB'is the word equal to
the bit-wise logical AND of A and B.
\% The bit-wise logical OR operation on bit-strings, i.e. if A, B are words then AVB is the word equal to

the bit-wise logical OR of A and B.

The bit-wise logical NOT operation on a bit-string, i.e., if A isTa\word then —A is the wor
bit-wise logical NOT of A.

The modulo 2" addition operation, where w is the number of bits in a word. l.e. if A and

then AwB is the word obtained by treating A and/B as the binary representations of
computing their sum modulo 2", where the restilt is constrained to lie between 0 and 2
The value of w is 32 for dedicated hash-functions 1-4, defined in Clauses 7-10, and 64
hash-functions 5 and 6, defined in Clauses 11 and 12.

The multiplication operation of 8 by:8 matrices with entries chosen from GF(28). lLe. if
such matrices, then AeB is the matrix obtained by multiplying A and B in the followi
each entry of either A or B as_the binary polynomial representation of an integer (for
binary polynomial representation of integer 89 (hexadecimal) is x7+x3+1); treat a multip
of the entries as the .remainder when a multiplication of the two polynomials is
polynomial pg(x), whefe\ps(x) = x*+x*+x* + x* + 1; and treat a sum operation as the g

l equal to the

B are words,

integers and
¥-1 inclusive.
for dedicated

A and B are
ng way: treat
example, the
ication of two
divided by a
peration @.

A symbol denoting the ‘set equal to’ operation used in procedural specifications of rolind-functions,

where it indicates that the word (or the matrix in Clause 13) on the left side of the sy

mbol shall be

made equal‘to’the value of the expression on the right side of the symbol.

5 Requirements

who.wish to employ a hash-function from this part of ISO/IEC 10118 shall select:
one of the dedicated hash-functions specified below; and
the length Ly of the hash-code H.

NOTE The first and second dedicated hash-functions are defined so as to facilitate software implementations for
‘little-endian’ computers, i.e., where the lowest-addressed byte in a word is interpreted as the least significant; conversely,
the third, fourth, fifth and sixth dedicated hash-functions are defined so as to facilitate software implementations for ‘big-
endian’ computers, i.e., where the lowest-addressed byte in a word is interpreted as the most significant. However, by
adjusting the definition appropriately, any of these six round-functions can be implemented on a ‘big-endian’ or a ‘little-
endian’ computer. The seventh dedicated hash-function is defined to be ‘endian-neutral’, in the sense that it uses no
endian-sensitive arithmetical operation (such as integer addition). If sequences of elements from GF(2°) (i.e., bytes) are
mapped to computer words to parallelize such operations as exclusive-or, the byte disposition within a word is irrelevant,
as long as the inverse mapping is consistent. All the hash-functions defined in this part of ISO/IEC 10118 take a bit-string
as input and give a bit-string as output; this is independent of the internal byte-ordering convention used within each hash-
function.

© ISO/IEC 2004 — All rights reserved 3
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NOTE
ISO/IEC 10118 are believed to be collision-resistant hash-functions in environments where performing 2
computations is deemed to be computationally infeasible.

The choice of Ly affects the security of the hash-function. All of the hash-functions specified in this part of
Lyl2

hash-code
6 Model for dedicated hash-functions

The hash-functions specified in this part of ISO/IEC 10118 are based on the general model for hash-functions
given in part 1 of this standard, i.e., ISO/IEC 10118-1:2000.

In the specifications of the hash-functions in this part of ISO/IEC 10118, it is assumed that the padded data-
string input to the hash-function is in the form of a sequence of bytes. If the padded data-string is in the form

e of 8n bits. xa. X4, .... Xans. then it shall be interpreted as a sequence of n bytes. By, Bs. ..

) Bn—‘ly

of a sequenc
in the followir
the most sign

B,‘ =
for every i (0

The output tr
H is derived |

Identifiers ar
function iden
31, 32, 33, 3
are reserved
identifiers are

g way. Each group of eight consecutive bits is considered as a byte, the first bit of a group
ificant bit of that byte. Hence

7 6
2 Xgi+ 2" Xgiv1 + 1t Xginy
<i<n).

bnsformation for the hash-functions specified in this part of ISO/IEC 10118 is that the hash
y taking the leftmost L bits of the final L,-bit output string H,.

defined for each of the seven dedicated hash-functions specified in this standard. The
ifiers for the dedicated hash-functions specified in Clauses 7,:879, 10, 11, 12 and 13 are e(q
ft, 35, 36 and 37 (hexadecimal) respectively. The range of values from 38 to 3F (hexade
for future use as hash-function identifiers by this part of ISO/IEC 10118. The hash-fu
also used in the OSI object identifiers assigned in Ahnex C.

7 Dedicated Hash-Function 1 (RIPEMD-160)

being

-code

hash-
ual to
cimal)
hction

In this Clausg we specify a padding method, an initializing value, and a round-function for use in the géneral

model for ha
round-functio
Function 1. T

sh-functions described in ISO/IEC 102418-1:2000. The padding method, initializing valu
n specified here, when used in_the above general model, together define Dedicated

The ISO/IEC jhash-function identifier for-Dedicated Hash-Function 1 is equal to 31 (hexadecimal).
NOTE Dedicated Hash-Function.'defined in this clause is commonly called RIPEMD-160, [3].

7.1 Parameters, functions and constants

7.1.1 Parameters

For this hash

funetion L; =512, L, =160 and L4 is up to 160.

7.1.2 Byte

his dedicated hash-function car‘bé applied to all data strings D containing at most 2°*-1 bit.

B and
Hash-

T

brdering-convention

In the specification of the round-function of this clause it is assumed that the block input to the round-function
is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words. A sequence
of 64 bytes, By, By, ..., Bgs, shall be interpreted as a sequence of 16 words, Z, Z4, ..., Z;s, in the following
way. Each group of four consecutive bytes is considered as a word, the first byte of a word being the least
significant byte of that word. Hence
Z;= 2"Byjns + 2"°Byins +2°Byis + By (0<i<15).

To convert the hash-code from a sequence of words to a byte-sequence, the inverse process shall be
followed.

NOTE The byte-ordering specified here is different from that of subclause 9.1.2.

© ISO/IEC 2004 — All rights reserved
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To facilitate software implementation, the round-function @ is described in terms of operations on 32-bit words.
A sequence of functions g, g1, ..., g79 is Used in this round-function, where each function g;, 0 < i < 79, takes
three words Xy, X7 and X, as input and produces a single word as output.

The functions g; are defined as follows:

9 X0, X1,X2) = Xo @ X7 @ Xy, ( 0<i<15),
g,'(Xo,X1,X2) = (Xo JAN X1) V (_‘Xo 7AN Xg), (16 <i< 31),
g,'(Xo,X1 ,Xz) = (Xo \Y _‘X1) @ Xz, (32 <i< 47),
HHGH P = A A=X); {48—<+<63%;
g,'(Xo,X1 ,Xz) = XO @ (X1 \% _'Xz), (64 <i< 79)
7.1.4| Constants
Two $equences of constant words Cy, Cy, ..., C;9 and CY, CY, ..., C'g are used in this round-

hexad
as fol

ecimal representation (where the most significant bit corresponds to the\eft-most bit) thes
owsS:

C: = 00000000, ( 0<i<15),
C: = 5A827999, (16 <i<31),
C. = 6ED9EBAT, (32 <i<47),
C. = 8F1BBCDC, (48 <i<63),
C: = A953FD4E, (64 <i<79),
C', = 50A28BES, (0<i<15),
C' = 5C4DD124, (16 <i<31),
C', = 6D703EF3, (32 < i &47),
C' = 7ABD76EY, (48 <i<63),
C'; = 00000000, (647< i < 79).

function. In a
e are defined

Two gequences of 80 shift-values are*used in this round-function, where each shift-value is betwgen 5 and 15.
We dgnote these sequences by ({55, ..., tzg) and (t%, t, ..., t79). A further two sequences of §0 indices are
used [in this round-function, where each value in the sequence is between 0 and 15. We [denote these
sequgnces as (aq, a4, ..., arg), and (a'’, a%, ..., a'zg). All four sequences are defined in Table 1 below.
Table|1
i 0 1 2 3 5 6 7
t 11 14 15 12 8 7 9
t 8 9 9 11 13 15 15 5
a; 0 1 2 4 5 6 7
a '’ 5 14 7 9 2 11 4
i 8 9 10 11 12 13 14 15
t 11 13 14 15 6 7 9 8
t 8 11 14 14 12 6
a,; 10 11 12 13 14 15
a’; 13 15 8 1 10 3 12
i 16 17 18 19 20 21 22 23
t 7 6 8 13 11 9 15
t 9 13 15 7 12 8 11
a; 7 4 13 1 10 6 15 3
a ' 6 11 3 7 0 13 5 10

© ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545

ISO/IEC 10118-3:2004(E)

i 24 25 26 27 28 29 30 31
t 7 12 15 9 11 7 13 12
t 7 7 12 7 6 15 13 11
a 12 0 9 5 2 14 11
a ' 14 15 8 12 4 9 1

i 32 33 34 35 36 37 38 39
t 11 13 6 7 14 9 13 15
t 9 7 15 11 8 6 6 14

i 10 14 4 15 1
a ' 15 5 1 3 7 14 6 9

i 4D 41 42 43 44 45 46 47
t 148 8 13 6 5 12 7 5
t 1p 13 5 14 13 13 7 5
a 2 7 0 6 13 11 5 12

' 1 12 2 10 0 4 13

i 4 8 49 50 51 52 53 54 55
t 11 12 14 15 14 15 9 8
t 15 5 8 11 14 14 6 14
a 9 11 10 8 12 4
a ' 8 4 1 11 15 0

i 5 § 57 58 59 60 6 1 62 63
t 9 14 5 6 8 6 5 12
t 9 12 1¢2 5 15
a 13 3 15 1,4 5 6 2
a ' 5 12 2 13 9 7 10 14

i 6 4 65 66 67 68 69 70 71
t 9 15 5 N1 6 8 13 12
t 8 5 12 12 5 14 6
a 4 5 7 12 2 10
a ' 12 15 10 4 1 5 8 7

i 7 2 73 74 75 76 77 78 79
t 5 12 13 14 11 8 5 6
t 8 13 6 5 15 13 11 11
a 14 1 8 11 6 15 13

' 6 2 13 14 0 3 9 11
71.5 InitiaIinngvaIue

For this round-function the initializing value, 1V, shall always be the following 160-bit string, represented here
as a sequence of five words Yy, Y1,Y>, Y3, Y4 in @ hexadecimal representation, where Y, represents the left-most
32 of the 160 bits:

Yo = 67452301,
Y, = EFCDAB89,
Y, = 98BADCFE,
Y; = 10325476,
Y, = C3D2E1FO.

6 © ISO/IEC 2004 — All rights reserved
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The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 512.

The p

1. D

adding procedure operates as follows:

is concatenated with a single ‘1’ bit.

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in
bits) of the resultant string is congruent to 448 modulo 512. More explicitly, if the original length of D is Lp,
and letting r be the remainder when L is divided by 512, then the number of concatenated zeros is equal
to either 447-r (if r < 447) or 959-r (if r > 447). The result will be a bit string whose length will be 64 bits

S

w
=29

st

In the,
seque

NOTE|

as the
octet g

7.3

The r
Xy, X

th

ort of an infngnr mlllﬁpln of 512 hits

vide the 64-bit binary representation of L, into two 32-bit strings, one representing the-m
bIf' of Lp and the other the ‘least significant half’. Now concatenate the string resulting fron
ep with these two 32-bit strings, with the ‘least significant half’ preceding the ‘most.significa

description of the round-function which follows, each 512-bit data block D;, . N\<i < q, is trea
nce of 16 words, Z,, Z4, ..., Z15, where Z, corresponds to the left-most 32 bits of D,.

The concatenation of the two 32-bit strings of Lp in step 3 is such that.these two 32-bit strings a
words Z14 and Z;s of the last data block; based on the byte ordering convention in Clause 7.1.2, the
f Lp is the leftmost octet, and the most significant octet of Lp is the rightmost octet.

Description of the round-function

bund-function @ operates as follows. Note that, in this.description, we use the symbols W,
, X", X', X'3, X4 to denote eleven distinct words.which contain values required in the comp

e 512 bits. Suppose also that the 160-bit (second) input to @ is contained in five words, Yy,
bt Xo:=Y0, X1:=Y1, Xo:=Ys, X3:=Y; and X{:=Y,.

et X'0:=Y0, X'1:=Y1, X9:=Yo, X5z Ysand X'4:=Y,.

bst significant
the previous
nt half’.

ed as a
e used directly

east significant

>(01 X17 X27 X31
utations.

Lppose the 512-bit (first) input to @ is contained in Z,, Zy, ..., Z45, where Z, contains the l¢ft-most 32 of

y‘l! YZ! y3! y4'

4. Fpri:=0to 79 do the following four steps in the order specified:
(a) W =S © gi(X1, Xz, Xs) W Zas W C) W Xi;
(b) Xo =Xa; Xy = Xa; Xa:= SX0); Xo:= X Xy 1= W,
(c) W = S'(X's W gre.{ X", X5, X3) W Zay & C') W X'
(d) 0= Xl Xy 1= X5 Xi30= ST0(X); X=Xy, XYy = W.
5. LUet
W= YO,

Yo=Y w X w X,
Yi=Y w X3 w XYy,
Yo =YW Xy w X,
Y=Yy w Xow XY,
Yio=Wuw X w X

6. The five words Yy, Yy, Yo, Y3, Y, represent the output of the round-function @. After the final iteration of
the round-function, the five words Yy, Y4, Y, Y3, Y, shall be converted to a sequence of 20 bytes using the
inverse of the procedure specified in 7.1.2, and where Y, shall yield the first four bytes, Y; the next four
bytes, and so on. Thus the first (left-most) byte will correspond to the least significant byte of Y;, and the
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20th (right-most) byte will correspond to the most significant byte of Y;. The 20 bytes shall be converted
to a string of 160 bits using the inverse of the procedure specified in clause 6, i.e., the first (left-most) bit
will correspond to the most significant bit of the first (left-most) byte, and the 160th (right-most) bit will
correspond to the least significant bit of the 20th (right-most) byte.

Figure 1 below shows steps a and b of item 4 of the round function @ in Dedicated Hash-Function 1
(RIPEMD-160) (the other half, i.e., steps ¢ and d is similar). In the round function @, steps a to c of item 4 are
used for 80 times (/i =0, ..., 79).

X5 X, (before round i)

X5 X, (after roand i)

Figure 1 — Part of the round function in Dedicated Hash-Function 1

8 Dedicated Hash-Function 2 (RIPEMD-128)

In this clausg
model for ha
round-functio
Function 2. T

The ISO/IEC

NOTE D€
should only be

8.1 Param

8.1.1 Paran

For this hash

we specify a padding method, an initializing value, and a round-function for use in the gs
sh-functions described in ISO/IEC 10118-1:2000. The padding method, initializing valu
h specified here, when used in~the above general model, together define Dedicated

hash-function identifier for Dedicated Hash-Function 2 is equal to 32 (hexadecimal).

dicated Hash-Function-2 \defined in this clause is commonly called RIPEMD-128, [3]. This hash-fi
used in applications where a hash-code containing 128 bits or less is considered adequately secure.

eters, functions and constants
heters

function L1=512, L,=128 and L is up to 128.

his dedicated hash-function can be applied to all data strings D containing at most 2%-1 bitd.

pneral
B and
Hash-

nction

8.1.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of clause 7.

8.1.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 32-bit words.
A sequence of functions go, g1, ..., gs3is used in this round-function, where each function g;, 0 </ < 63, takes
three words Xj, X5 and X, as input and produces a single word as output.

The functions g; are defined to be the same as the first 64 of the functions defined in subclause 7.1.3.

© ISO/IEC 2004 — All rights reserved
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8.1.4

Two sequences of constant words Cy, Cy, ..

ISO/IEC 1011

Constants

. C63 and C’o, C’1, .

8-3:2004(E)

., C's3 are used in this round-function. In a

hexadecimal representation (where the most significant bit corresponds to the left-most bit) these are defined

as follows:
C; = 00000000, ( 0<i<15),
C; = 5A827999, (16 <i<31),
C; = 6ED9EBAT, (32 <i<47),
C;= 8F1BBCDC, (48 <i<63),
€="56A26BES; —O—<+<415);
C' = 5C4DD124, (16 <i<31),
C' =6D703EF3, (32 <i<47),
C';= 00000000, (48 <i<63).
Two g$equences of 64 shift-values are also used in this round-function, where each*shift-value

and 1
the fin

Finall

is bet
defing

8.1.5
For th

as a s
32 of

8.2

The ¢
subcl

8.3

The r
0, X

5. We denote these sequences by (f, 1, ..., ts3) and (t'o,t4, ..., ts3), and they are defined {
5t 64 values of the corresponding sequences defined in subclause 7.1.4.

y, two further sequences of 64 indices are used in this round-function,/where each value in

ween 0 and 15. We denote these sequences by (ag, a, ..., @e3), and (a%, a%, ..., a%s),
d to be equal to the first 64 values of the corresponding sequénces defined in subclause 7.

Initializing value
equence of four words Yy, Y1, Y, Y3 in a hexadecimal representation, where Y, represents
the 128 bits:
Yo = 67452301,
Y, = EFCDABS89,

Y, = 98BADCFE,
Y; = 10325476.

Padding method

adding method to be. used with this hash-function shall be the same as the padding meth
huse 7.2.

Description-of the round-function

bund-function @ operates as follows. Note that, in this description, we use the symbols W,
1, X%, X3 to denote nine distinct words which contain values required in the computations.

is between 5
0 be equal to

the sequence
and they are
1.4.

is hash-function the initializing value, 1V, shall always be the following 128-bit string, represented here

the left-most

od defined in

>(0! X‘], XZ: X3,

S

uppose the 512-bit (first) input to @ is contained in Zy, Z4, ..

., Z15, where Z; contains the left-most 32 of

the 512 bits. Suppose also that the 128-bit (second) input to @ is contained in four words, Yy, Yi, Yo, Ys.

Let Xo:= Yo, X1:= Yy, Xo:= Yo and X3:= Ys.
Let X9:= Yo, X'1:= Yy, X% = Y,and X% := Y.

For i:=0 to 63 do the following four steps in the order specified:

(a) W:=S'(Xo w g{X1, Xo, X3) W Zy W C));
(b) Xo:= Xz X3:= Xo; X5:= Xq; Xy := W,
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(c) W= S(X ¥ gea (X1, X, X5) & Zay W C);
(d) X'o:=X'5; X'3:= XY; 2:=X'1;X1:= w.
5. Let
W = YO,

Yo:= Yiw X W X5,
Y, =Y, w X3 w X,
Y, =Ysw Xy w XYy,
Y =Ww X, W X5,

6. The four words Yy, Yi, Y., Y3 represent the output of the round-function @. After the final iteration jof the
round-furjction, the four words Y, Y1, Y2, Y; shall be converted to a sequence of 16 bytes-using the
inverse of the procedure specified in 7.1.2, and where Y, shall yield the first four bytes, ¥4, the next four
bytes, and so on. Thus the first (left-most) byte will correspond to the least significant byte of Yy, and the
16th (right-most) byte will correspond to the most significant byte of Y;. The 16 bytes shall be conyerted
to a string of 128 bits using the inverse of the procedure specified in clause 6, i.e\. the first (left-mdst) bit
will correppond to the most significant bit of the first (left-most) byte, and the-128th (right-most) bit will
correspond to the least significant bit of the 16th (right-most) byte.

Figure 2 belpw shows steps a and b of item 4 of the round function ®_in Dedicated Hash-Functfion 2
(RIPEMD-128) (the other half, i.e., steps ¢ and d is similar). In the round function @, steps a to c of item|4 are
used for 64 times (/i =0, ..., 63).

X X4~ (before round 1)

£

Sti

N AN

Xg o X, X, X5 (after round i)

Z 4l
c.—

1

A

Figure 2 — Part of the round function in Dedicated Hash-Function 2

9 Dedicated Hash-Function 3 (SHA-1)

eneral
and
round functio speC|f|ed here, when used in the above general model together def|ne Dedlcated ash-

The ISO/IEC hash-function identifier for Dedicated Hash-Function 3 is equal to 33 (hexadecimal).

NOTE Dedicated Hash-Function 3 defined in this clause is commonly called SHA-1, [2].
9.1 Parameters, functions and constants
9.1.1 Parameters

For this hash-function L, =512, L, =160 and Ly is up to 160.

10 © ISO/IEC 2004 — All rights reserved
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9.1.2 Byte ordering convention

In the specification of the round-function of this clause it is assumed that the block input to the round-function
is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words. A sequence
of 64 bytes, By, By, ..., Bgs, shall be interpreted as a sequence of 16 words, Z,, Z4, ..., Zs, in the following
way. Each group of four consecutive bytes is considered as a word, the first byte of a word being the most
significant byte of that word. Hence

Z;=2%Byi+ 2"°Byjus + 2°Byisy + Buina, (0=i<15).

To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be
followed

NOTE] The byte-ordering specified here is different from that of subclause 7.1.2.
9.1.3| Functions

To fagilitate software implementation, the round-function @ is described in terms of operations on} 32-bit words.
A sedquence of functions fy, fi, ..., frg is used in this round-function, where each)function f;, 0 <[/ < 79, takes

three jwords X, X4 and X, as input and produces a single word as output.

The flinctions f; are defined as follows:

fi(Xo, X1, X2) = (Xo A X1) V (7Xo A\ X3), (0s7<19),
f}(Xo, X1, X2) = XO @ X1 @ X2, (20 <is< 39),
fi(Xo, X1, X2) = (Xo AXq) V (Xo A X2) V (X1 A Xy), (40 =<i<59),
F(Xo, X1, X5) = Xo ® Xy ® Xo, (60 < i< 79).

9.1.4| Constants

A seduence of constant words Cy, Cy, ..., Cyg.is\used in this round-function. In a hexadecimal representation
(where the most significant bit corresponds to-the left-most bit) these are defined as follows:

C: = 5A827999, (.0si<19),
C: = GED9EBAT, (20°< i < 39),
C: = 8F1BBCDC, (40 < i< 59),
C: = CA62C1DS, (60 < i< 79).

9.1.5| |Initializing value

For tHis round-functionthe initializing value, IV, shall always be the following 160-bit string, repfesented here
as a $equence ofhfive words Yy, Y;, Yo, Y3, Y4 in a hexadecimal representation, where Y, repregsents the left-
most B2 of the 160 bits:

Yo.= 67452301,
Y, = EFCDABB89,
Y, = 98BADCFE,
Y; = 10325476,
Y, = C3D2E1FO.

9.2 Padding method

The data string D needs to be padded to make it contain a number of bits which is an integer multiple of 512.
The padding procedure operates as follows:

1. D is concatenated with a single ‘1’ bit.

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in
bits) of the resultant string is congruent to 448 modulo 512. More explicitly, if the original length of D is Lp,

© ISO/IEC 2004 — All rights reserved 1
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and letting r be the remainder when L, is divided by 512, then the number of concatenated zeros is equal
to either 447-r (if r < 447) or 959-r (if r > 447). The result will be a bit string whose length will be 64 bits
short of an integer multiple of 512 bits.

3. Concatenate the string resulting from the previous step with the 64-bit binary representation of Lp, most

significan

t bit first.

In the description of the round-function which follows, each 512-bit data block D, 1</ < g, is treated as a
sequence of 16 words, Z,, Z4, ..., Z15, Where Z, corresponds to the left-most 32 bits of D..

NOTE The concatenation of the 64-bit string of Lp in step 3 is such that the most significant 32-bit string and the least
significant 32-bit string of Lp are used respectively as the words Zi4 and Z;5 of the last data block; based on the byte

ordering convg
is the rightmos

9.3 Descr

The round-fu

X4! ZO: Z‘], EEXE)
1. Suppose
the 512 b
2. Fori=14
Z,' =
3. Let XO =
4. Fori=0
(a)
(b)
5 LetYy:=
6. The five
the roun
the inver
four bytel
the 20th
converte
most) bit
bit will cd

ntion in Clause 9.1.2, the most significant byte of Lp is the leftmost byte and the least significant byt
byte.
ption of the round-function

nction @ operates as follows. Note that, in this description, we use the symbols W, X, X;, J
Z79 to denote 86 distinct words which contain values required in the computations.

the 512-bit (first) input to @ is contained in Zy, Z4, ..., Z15, where,Zy contains the left-most
its. Suppose also that the 160-bit (second) input to @ is contained’in five words, Yy, Y4, Yo,

to 79 let
5'(Zi3 ® Zig ® Zitg ® Zive).
Yo, X1 = Y1, X2 = Y2, X3 = Y3 and X4 = Y4.

0 79 do the following two steps

W= S°(Xo) W f(X1, Xo, Xs) W X4 & Z W C;
X4 = Xa; Xa = Xo; Xo:= SOXNX; = Xo) Xo 1= W.

Yo U} Xo, Y1 = Y1 U} X1, YZ::‘ YZ U} Xz, Y3:: Y3 U} X3 and Y4 = Y4 W X4.

j-function, the five words Yy, Y1, Y2, Y3, Yy shall be converted to a sequence of 20 bytes

e of Lp

(2! X3,

32 of
Ys, Ya.

words Yy, Yi, Yo, Y3, Yy represent the output of the round-function @. After the final iteration of

using

se of the procedure specified in 9.1.2, and where Y, shall yield the first four bytes, Y; th
5, and so on«-Thus the first (left-most) byte will correspond to the most significant byte of

d to a string of 160 bits using the inverse of the procedure specified in clause 6, i.e., the fir:

rréspond to the least significant bit of the 20th (right-most) byte.

next
, and

(right-most)~byte will correspond to the least significant byte of Y;. The 20 bytes shpll be

(left-

will €correspond to the most significant bit of the first (left-most) byte, and the 160th (right{most)

Figure 3 below shows steps a and b of item 4 of the round function @ in Dedicated Hash-Function 3 (SHA-1).

In the round f

12

unction @, steps a and b of item 4 are used for 80 times (i=0, ..., 79).
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Xo X, X X5 X4 (before round 1)

X, X, X, X, X, (after round 1)

8-3:2004(E)

10 L

In thig
mode
round

Funcfjon 4. This dedicated hash-function can be applied to all data strings' D containing at most 2

The |
NOTE
10.1
10.1.1

For th

10.1.4

The |
convg

10.1.3

To fa
A sed
words
functi

Figure 3 — Part of the round function in Dedicated Hash-Function3

Dedicated Hash-Function 4 (SHA-256)

clause we specify a padding method, an initializing value, and a round-function for use i

for hash-functions described in ISO/IEC 10118-1:2000. The padding method, initializi

Hfunction specified here, when used in the above general modél; together define Ded

BO/IEC hash-function identifier for Dedicated Hash-Function 4\is equal to 34 (hexadecimal)
Dedicated Hash-Function 4 defined in this clause is comonly called SHA-256, [2].

Parameters, functions and constants

Parameters

is hash-function L1 =512, L, = 256 and-L} is up to 256.

P Byte ordering convention

yte ordering convention to.be used with this hash-function shall be the same as the
ntion defined in subclause 9.1.2.

b Functions

ilitate software.implementation, the round-function @ is described in terms of operations o
uence of fanctions eg, e+, €5, €3, €4, €5 is used in this round-function, where ey and e; ead

Xy, Xiland X, as input, e,, e3, €4 and e5 each takes one word X, as input, and each
bns produces a single 32-bit word as output.

The flinetions eq, €1, €5, €3, €4 and es are defined as follows:

h the general
hg value and
icated Hash-
-1 bits.

byte ordering

32-bit words.
h takes three
of these six

© IS0/

e0(Xo, X1, X2) =(Xo A X1) @ (7 Xo A X2),

1(Xo, X1, X2) =(Xo A X7) @ (Xo A X2) @ (X5 A X3),

2(X0) =5'%(Xo) ® S'"*(Xo) @ §'%(XG),
(
(
(

D D

e3(Xo) =S"°(X0) ® S (Xo) ® S'*°(Xo),
e4(Xo) =S"7(Xo) ® S'"°(Xo) ® R>(Xo),
es(Xo) =S (Xo) @ S (Xo) ® R™(X0).
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10.1.4 Constants

A sequence of constant words Cy, Cy, ..

., Cg3 is used in this round-function. In a hexadecimal represen

tation

(where the most significant bit corresponds to the left-most bit) these are defined as follows, where the words

are listed in the order Cy, Cq, ..

428a2
d807a
ed9b6
983e5
27b70
a2bfe

. Ce3.

59f111f1
80deblfe
4a7484aa
d5a79147
766a0abb
deo90624

923f82a4
9bdc06a7
5cb0ad%dc
06cab351
81lc2c92e
f40e358H

ablc5ed5
cl9pfl74
76£988da
14292967
92722c85
106aa070

b5c0fbcf
243185be
0fcl9dch
b00327c8
4d2cedfc
c24b8b70

e9b5dbab
550c7dc3
240calcc
bf597fc7
53380d13
c76¢chlal3

3956¢25b
72beb5d74
2de92cof
c6e00bf3
650a7354
d192e819

£98
ag98
9cl
152
a85b
8al

71374491
12835b01
efbed 786
a831lco6bd
2e1b2138
a8la664db

19a4d
748f4

NOTE Th
10.1.5 Initial
For this roun

as a sequen
represents th

391c0cb3
90befffa

5b9ccadf
bef9a3f7

682e6ffB
c6T71718£L

4edB8aada
ad506ceb

116
2ee

1e376c08
78a5636f

2748774c
84c87814

34b0bcb5
8cc70208

bse values are the first thirty-two bits of the fractional parts of the cube roots of the first sixty=four prim
izing value
j-function the initializing value, 1V, shall always be the following 256-bit string, represented

ce of eight words Yy, Yi, Yo, Y3, Y4 Vs Ys Y7 in a hexadecimial fepresentation, whe
b |eft-most 32 of the 256 bits:

here
re Yy

Y, 4 6a09e667,

Y, 5 bb67ae85,

Y, 5 3c6ef372,

Y; o a54ff53a,

Y, 5510e527f,

Ys 5 9b05688c,

Ye 5 1f83d9ab,

Y7 9 5be0cd19.
NOTE These values are obtained by taking the fractional parts of the square roots of the first eight primes.
10.2 Paddihg method
The padding jmethod to be used with this*hash-function shall be the same as the padding method defined in

subclause 9.2.

,01 X1,
n the

32 of

10.3 Descr|ption of the round-function
The round-fufpction @ operates as follows. Note that, in this description, we use the symbols W, W>, ]
Xo, Xz, Xay Xs, Xsy XoNZo, Z4, ..., Zez t0 denote 74 distinct words which contain values required
computations|.
1. Suppose|the.512-bit (first) input to @ is contained in Zy, Zy, ..., Z15, where Z, contains the left-most

the 512 bifS. Suppose also that the Z56-bit (second) Input 1o @ IS contained in eignt words, Yo, Y1, Yo, Y3,

Y41 y51 y61 Y7_
2. Fori=161to 63 let

Zi:=es(Zi2) W Ziz W e4(Zis) W Zig.
3. Let XO = Yo, X1 = Y1, X2 = Y2, X3 = Y3, X4 = Y4, X5 = Y5, X6 = Y6 and X7 = Y7_
4. Fori=0to 63 do the following three steps
(@) Wi=Xrw es(Xy) W eg(Xy, Xs, Xe) W Cj W Z;;

14 © ISO/IEC 2004 — Al rights reserved
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(C) X7 = X6, XG = X5, X5 = X4, X4 = X3 W W1, X3 = Xz, X2 = X1, X1 = Xo, XO = W1 C) W2.

Y7 = Y7 W X7.

Let YO = YO W Xo, Y1:=Y1 W X1, YQ:=YZ W X2, Y3:=Y3 W X3, Y4:=Y4 W X4, Y5:=Y5 W X5, y6:=y6 W X6 and

The eight words Yy, Y3, Y, Ys, Ya, Ys, Y, Y7 represent the output of the round-function @. After the final

iteration of the round-function, the eight words Yy, Yy, Yo, Y3, Y4, Y5, Ys, Y7 shall be converted to a
sequence of 32 bytes using the inverse of the procedure specified in 10.1.2. and where Yj shall yield the

X, X,

TR

X2

€,

"l
N

Xy X

7

first four bytes, Y; the next four bytes, and so on. Thus the first (left-most) byte will cofr
ost significant byte of Yy, and the 32nd (right-most) byte will correspond to the least.sign
7. The 32 bytes shall be converted to a string of 256 bits using the inverse of the pfocedure specified in
ause 6, i.e., the first (left-most) bit will correspond to the most significant bit of the first (Igft-most) byte,
nd the 256th (right-most) bit will correspond to the least significant bit of the 32hd (right-mogt) byte.

spond to the
ficant byte of

4 below shows steps a, b and c of item 4 of the round function @ in Dedicated Hash-Fungtion 4 (SHA-
256). | In the round function @, steps a and b and c of item 4 are used for 64-times (i=0, ..., 63).

X3 X4 X5 XG X7
€; ‘ \\ JA >+
€ el
\ 7,
> 4+ |
] —_// Wl

¥

X3

X3 X4

Figure' 4 — Part of the round function in Dedicated Hash-Function 4

11 Dedicated Hash-Function 5 (SHA-512)

NEASNN

In thig cladse we specify a padding method, an initializing value, and a round-function for use ih the general
mode] .for hash-functions described in ISO/IEC 10118-1:2000. The padding method, initializihng value and

iop—acnacifind hara

oad 1n

tha ahava acanaAral A

al toanthar A~fin~ MNA :Cated HaSh'

roun fiineotin A whan o
O TCUOT TSP ComMT U eI Wi oot U e oo U ve—gorTar ottt htogt T Ot — o TU

Function 5. This dedicated hash-function can be applied to all data strings D containing at most 2'%-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 5 is equal to 35 (hexadecimal).

NOTE Dedicated Hash-Function 5 defined in this clause is commonly called SHA-512, [2].

11.1 Parameters, functions and constants

11.1.1 Parameters

For this hash-function L, = 1024, L,= 512 and Ly is up to 512.

© ISO/IEC 2004 — All rights reserved

15


https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545

ISO/IEC 10118-3:2004(E)

11.1.2 Byte ordering convention

In the specification of the round-function of this clause it is assumed that the block input to the round-function
is in the form of a sequence of 64-bit words, each 1024-bit block being made up of 16 such words. A

sequence of 128 bytes, By, B, ..

., B1o7, shall be interpreted as a sequence of 16 words, Z,, Z;, ..

. Z15, in the

following way. Each group of eight consecutive bytes is considered as a word, the first byte of a word being
the most significant byte of that word. Hence

_ »56 48 40 32 24 16 8
Z;=2"Bgi+ 2" Bgjr1+ 2" Bgjso+ 27 Bgjrz+ 27 Bgjsa + 2 "Bgjrs + 2°Bgjsg + Bagivr,

(0<i<15),

To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be

followed.

11.1.3 Functions

To facilitate

64-bit words

these six fungtions produces a single 64-bit word as output.

The functionq d,, d4, ds, d5, d; and dsare defined as follows:

] X‘]! X2) :(XO /\ X1) @ (_1X0 /\ XZ)’
s X1, X2) =(Xo A\ X1) © (Xo A X2) @ (X4 A Xa),

d(Xp) =5"(Xo) @ §"(Xo) ® S"(Xy),
d5(X) =8"(X;) @ S'°(X;) ® §'*'(X),
du(X%p) =S"" (Xo) © S"°(X0) ® R7(Xo),

ds(Xp) =S""°(X0) @ S"°*! (Xo) ® R°(XG).

11.1.4 Consltants

A sequence ¢f constant words Cy, Cy, ..

are listed in t

NOTE

16

424a2f98d728ae22
3996c25bf348b538
d8(7aa98a3030242
72e5d74£27b896f
ed9bo9clOefldad?
2dq92c6£592b0R75
983e5152ee0hdfab
c6q900bf33daB88fc2
27170a8546d22ffc
65(0a73548baf63de
a2ifeBalidcfl10364

C7g.

7137449123ef65cd
59f111f1b605d4019
1283500145706 fbe
B0deblfel3blo96bl
efbed786384f25e3
4a7484aa6ea6ed83
a831c66d2db43210
d5a79147930aa725
2e1b21385c26c926
766a0abb3c77b2a8
a8la664bbc423001

b5c0fbcfecdd3b2f
923f82a4afl194£f9%b
243185bedeedb28c
9bdc06a725c71235
0fcl19dc68b8cd5b5
5¢cb0a9%dcbd4lfbd4
b00327¢c898fb213f
06ca6351e003826f
4d2c6dfcbacd42aed
81c2c92ed7edaeect
c24b8b70d0£89791

ftware implementation, the round-function @ is described in terms of operations‘on‘64-bit
A sequence ¢f functions dy, d,, d,, ds, ds4, dsis used in this round-function, where dy and di(each takes
0, X1 and X, as input, d, d3, d; and ds each takes one 64-bit word X, as_input, and each of

., C79 is usedhin this round-function. In a hexadecimal represen
(where the mpst significant bit corresponds to the\left-most bit) these are defined as follows, where the
e order Cy, Cy, ...,

e9b5dba58189dbbc
ablc5ed5da6cd8118
550c7dc3d5ffb4de?2
cl90f174cf692694
240calcc77ac9c65
76£988da831153b5
bf597fc7beefleed
142929670a0e6e70
53380d139d95b3df
92722c851482353b
c76c51a30654be30

vords.
three

tation
ivords

d197e819d6efbZ1g8
19a4c116b8d2d0c8
391c0cb3c5c95a63
748f82eebdefb2fc
90befffa23631e28
ca273eceea?26619c
06f067aa72176fba
28db77£523047d84
4dccbd4dbecb3ed2bb6

These values are the first sixty-four bits of the fractional parts of the cube roots of the first eighty primes.

do9900245500a910
1e376c085141ab53
4edB8aadae3418acbh
78a5636£43172£60
ad506cebde82bde9
dl86b8c721c0c207
0a637dcb5a2c898a6
32caab7b40c72493
597f£299cfc657e2a

140e35850/7//7120Za
2748774cdf8eeb99
5b9%ccadf7763e373
84c87814alflab72
bef9%9a3f7b2c67915
eada’7dd6cdeleble
113£f9804bef90dae
3c9ebelal5c9bebc
S5fcb6fab3ad6faec

100aal/03Z2bbd1bd
34b0bcb5e19p48a8
682e6ff3d6b2b8a3
8cc702081a6439%ec
c67178£2e372532b
£57d4f7fee6edl78
1b710b35131c471b
431d67¢c49¢c100d4c
6c44198c4a475817
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11.1.5 Initializing value

8-3:2004(E)

For this round-function the initializing value, /V, shall always be the following 512-bit string, represented here
as a sequence of eight words Yy, Yi, Yo, Y3, Y4, Y5, Ys Y7 in a hexadecimal representation, where Y,
represents the left-most 64 of the 512 bits:

Yo = 6a09e667f3bcc908,
Y; = bb67ae8584caa73b,
Y, = 3c6ef372fe9482b,
Y3 = ab4ff53a5f1d36f1,
Y4 = 510e527fade682d1,
Y: = 9bh05688c2b3ebcif

NOTE
11.2

The d
The p

3. C

S
In the
seque

NOTE]
least

ordering convention in Clause \M.1.2, the most significant byte of Lp is the leftmost byte and the least signif

is the
1.3
The r

X5, X
comp

Ye = 1f83d9abfb41bd6b,
Y7 = 5be0cd19137e2179.

Padding method

ata string D needs to be padded to make it contain a number of bits which is an integer mul
adding procedure operates as follows:

is concatenated with a single ‘1’ bit.

h bits) of the resultant string is congruent to 896 module 1024. More explicitly, if the origin
Lp, and letting r be the remainder when L is divided by 1024, then the number of concate
qual to either 895-r (if r < 895) or 1919-r (if r > 895): The result will be a bit string whose
P8 bits short of an integer multiple of 1024 bits!

oncatenate the string resulting from the previous step with the 128-bit binary representatig
gnificant bit first.

description of the round-function-which follows, each 1024-bit data block D, 1 <i < q, i
nce of 16 words, Z,, Z4, ..., Z15, Where Z, corresponds to the left-most 64 bits of D,.

The concatenation of the\128-bit string of Lp in step 3 is such that the most significant 64-bit
ignificant 64-bit string of Lp are used respectively as the words Z14 and Zss of the last data block; bas

ightmost byte.

Description'of the round-function

pund-function @ operates as follows. Note that, in this description, we use the symbols W
b, Xay Xs, X, X7, Zoy, Z4, ..., Z79 t0 denote 90 distinct words which contain values re
Ltations.

These values are obtained by taking the fractional parts of the square roots of the firstgight primes.

tiple of 1024.

| length of D
ated zeros is
length will be

he result of the previous step is concatenated with between zero and 1023 ‘0’ bits such tFt the length

n of Lp, most

treated as a

string and the
ed on the byte
cant byte of Lp

1 WZ: XO! X1,
quired in the

1. Suppose the 1024-bit (first) input to @ is contained in Zy, Z4, ..

., Z45, where Z, contains the left-most 64 of

the 1024 bits. Suppose also that the 512-bit (second) input to @ is contained in eight words, Yy, Y4, Yo, Y3,
Y4y y5y yﬁy y7'

2. Fori =16to 79 let

Z;:=ds(Zi2) W Zig W dy(Zi15) W Ze.

3. Let XO = Yo, X1 = Y1, X2 = Y2, X3 = Y3, X4 = Y4, X5 = Y5, X6 = Y6 and X7 = Y7_

4. Fori=0to 79 do the following three steps

© IS0/

(a) Wi = X7 @ d3(Xa) W do(Xs, X5, Xe) W C; W Zj;
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(b) W2 = da(Xo) W di(Xo, X4, X2);
(C) X7 = X6, X6 = X5, X5 = X4, X4 = X3 W W1, X3 = X2,' X2 = X1, X1 = Xo, XO = W1 L) W2.

5. Let YO = YO W Xo, Y1:=Y1 W X1, Y2:=Y2 W Xz, Y3:=Y3 W X3, Y4:=Y4 W X4, Y5:=Y5 W X5, Y6I=Y6 W X6 and
Y7 = Y7 L) X7.

6. The eight words Yy, Y1, Yo, Y3, Ya4, Vs, Ys, Y7 represent the output of the round-function @. After the final
iteration of the round-function, the eight words Yy, Y4, Yo, Y3, Y4, Y5, Ys, Y7 shall be converted to a
sequence _of 64 bytes using the inverse of the procedure specified in 11.1.2, and where Y, shall yield the
first eight bytes, Y, the next eight bytes, and so on. Thus the first (left-most) byte will correspond to the
most significant byte of Y;, and the 64th (right-most) byte will correspond to the least significant'bytg of Y-.
The 64 hytes shall be converted to a string of 512 bits using the inverse of the procedure)specified in
clause 6] i.e., the first (left-most) bit will correspond to the most significant bit of the first (left-most) byte,
and the $12th (right-most) bit will correspond to the least significant bit of the 64th (right‘most) byte.

Figure 5 below shows steps a, b and c of item 4 of the round function @ in Dedicated. Hash-Function 5 {(SHA-
512). In the nound function @, steps a and b and ¢ of item 4 are used for 80 times (=0, ..., 79).

X, X, X, X, X, X X X,
d, \W d A -+
d, ‘\\ l
L. Y A
v + | C
d, > +
+ \Zi
—» P |-
A l L w
+ la— [ |
N AN NN
Xo X, X, X; X, Xs X6 X5

Figure 5 - Part of the round function in Dedicated Hash-Function 5

ed Hash-Function 6 (SHA-384)

In this clausg we (specify a padding method, an initializing value, and a round-function for use in the géneral
model for hashxfunctions described in ISO/IEC 10118-1:2000. The padding method, initializing valug and
round-functio iff ; i ; ' ] Hash-
Function 6. This dedicated hash-function can be applied to all data strings D containing at most 2'%8_1 pits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 6 is equal to 36 (hexadecimal).

NOTE Dedicated Hash-Function 6 defined in this clause is commonly called SHA-384, [2].
12.1 Parameters, functions and constants
12.1.1 Parameters

For this hash-function L;= 1024, L,=512 and Ly = 384.

18 © ISO/IEC 2004 — All rights reserved
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12.1.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of clause 11.
12.1.3 Functions

The functions for this hash-function are the same as that for the hash-function of clause 11.

12.1.4 Constants

The constants for this hash-function are the same as that for the hash-function of clause 11.

12.1.% Initializing value

For this round-function the initializing value, /V, shall always be the following 512-bit string, repijesented here
as a [sequence of eight words Yy, Yi, Yo, Y3, Y4, Vs, Ys Y7 in a hexadecimal fepresentatipn, where Y,
repregents the left-most 64 of the 512 bits:

Yo = cbbb9d5dc1059ed8,
Y, = 629a292a367cd507,
Y, =9159015a3070dd17,
Y; = 152fecd8f70e5939,
Y4 = 67332667ffc00b31,
Ys = 8eb44a8768581511,
Ys = db0c2e0d64f98fa7,
Y7 = 47b5481dbefadfas.

NOTE These values are obtained by taking the fractionakparts of the square roots of the ninth to the sixteenth primes.
12.2 | Padding method

The gadding method to be used with this hash-function shall be the same as the padding method defined in
subclause 11.2.

12.3 | Description of the round-<function

The rnound-function to be used-with this hash-function shall be the same as the round-functipn defined in
subclause 11.3.

The final 384-bit hash(is,obtained by truncating the SHA-512-based hash output to its left-most 384 bits.

13 Dedicated'Hash-Function 7 (WHIRLPOOL)

In thig clause we specify a padding method, an initializing value, and a round-function for use ih the general
mode] .for hash-functions described in ISO/IEC 10118-1:2000. The padding method, initializing value and

round-funetion—spesified—here—when—used—in—the—abeve—general-model—together—define—Dedicated Hash-

Function 7. This dedicated hash-function can be applied to all data strings D containing at most 2%°°_1 pits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 7 is equal to 37 (hexadecimal).

NOTE Dedicated Hash-Function 7 defined in this clause is commonly called WHIRLPOOL, [4].
13.1 Parameters, functions and constants
13.1.1 Parameters

For this hash-function Ly =512, L, =512 and Ly is up to 512.
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13.1.2 Byte ordering convention

In the specification of the round-function of this clause it is assumed that the block input to the round-function
is in the form of a matrix M (where all matrices here are 8 by 8 matrices with entries chosen from GF(28)),
each 512-bit block being made up of such a matrix. A sequence of 64 bytes, B = (By, By, ..., Bss), shall be
interpreted as a matrix M in the following way. The entry in the first row and the first column of the matrix shall
be the left-most byte (where the left-most byte corresponds to the most significant byte) of the sequence B
(i.e., By), the entry in the first row and the second column of the matrix shall be the second left-most byte of B
(i.e., By), ..., and the entry in the eighth row and the eighth column of the matrix shall be the right-most byte of
B (i.e., Bgs). This is performed using function ¢, specified in subclause 13.1.3.

To convert t
shall be folloy

e hash-code from such a matrix to a sequence of bytes_the inverse process of the function ¢
ved.

13.1.3 Functions

To facilitate g
A sequence ¢

oftware implementation, the round-function @ is described in terms of operations on a mafrix M.
f functions ¢y, ¢4, C,, C3, C4is used in this round-function. They are defined as.follows.
Function ¢y t3 =
where

kes a 64-byte sequence, B = (B, By, ..., Bgs) as input, and producesca matrix Z' = (z') as putput

z”.j =] BBi+j (0 < I,j£ 7)

This means that Z’ = ¢y(B) if and only if z'j = Bguj (0 < i, j< 7).

Function ¢ t4
W','j 3
and where s

The s box re|

kes a matrix X" = (x";) as input and produces anether matrix W' = (w’;) as output where
six"jl, (0<i,j<7),
s a non-linear substitution box. This means W’ = ¢4(X”) if and only if w’ = s[x"] (0 </, j<7),

blaces an element x e GF(28) with another element s[x] e GF(28); as specified in Table

P (the

elements in the first column are the ‘most significant half’ of x, and the elements in the first row are the|‘least
significant half’ of x; for instance, if x = 04040110 = 56 (hexadecimal), s[x] = 49 (hexadecimal) = 0100100Q1.
Table 2 — The s-box

d 1 2 3 4 5 6 7 8 9 A B c D E 3

0 1p 23 Ce\\-E8 87 B8 01 4F 36 A6 D2 F5 79 6F 91  d2

1 6 BC MBN' 8E A3 0C 7B 35 1D EO D7 C2 2E 4B FE {7

2 1p 77 /37 ES 9F FO 4A DA 58 C9 29 0A BlL A0 6B 45

3 Bp 5D 10 ¥4 CB 3E 05 67 E4 27 41 8B A7 7D 95 08

4 FB BE 7C 66 DD 17 47 9E CA 2D BF 07 AD 5A 83 33

5 6p L2 A 71 Cc8 19 49 D9 F2 E3 5B 88 oa 26 32 Ho

6 EpN\$0OF D5 80 BE CD 34 48 FF 7A 90 5F 20 68 1n A

7 B% 57 I3 o4 T 3 T 20 1S29] T3 jines DB BT SD SD

8 97 00 CF 2B 76 8 D6 1B B5 AF 6A 50 45 F3 30 EF

9 3F 55 A2 EA 65 BA 2F CO DE 1C FD 4D 92 75 06  8A

A B2 E6 OE 1F 62 D4 A8 96 F9 C5 25 59 84 72 39  4C

B S5E 78 38 8C D1 A5 E2 61 B3 21 9C 1E 43 c7 FC 04

C 51 99 6d 0D FA DF TE 24 3B AB CE 11 8F 4E B7 EB

D 3¢ 81 94 F7 B9 13 2C D3  E7 6E  C4 03 56 44 TF A9

E 2A BB Cl1 53 DC OB 9D 6C 31 74 F6 46 AC 89 14 El

F 16 32 69 09 70 B6 DO ED CC 42 98 A4 28 5C_ _F8 86

Function ¢, takes a matrix X" = (x";) as input and produces another matrix W'= (w') as output where

W' = X"~ j) mod 84 (0<i,j<7).
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This means that W’ = c(X”) if and only if w'j = X";.jymoa s, (0 <1, j< 7).

Function c; takes a matrix X" as input and produces another matrix W' as output where
W'=X"eC"

and where C"is an 8 by 8 circulant matrix with entries chosen from GF(28), as specified below:

[01 01 04 01 08 05 02 09 |
09 01 01 04 01 08 05 02
02 09 01 01 04 01 08 05
0502 09 0T oI 04 OI 08
08 05 02 09 01 01 04 01
01 08 05 02 09 01 01 04
04 01 08 05 02 09 01 01
01 04 01 08 05 02 09 01

c" =

This means that W’ = ¢;(X") if and only if W'= X"e C".

Functjon c, takes two matrices X" = (x";) and Y’ = (y;) as input and produces a single matrix|W' = (w’) as
output where

W’” = X"I'j (&) y,ij! (0 < I,j£ 7)
This means that W’ = ¢,(X”) if and only if w; = x"; ® y; (0 A< 7).
13.1.4 Constants

A seduence of constant matrices A" = (A"j) (0 <£710) is used in this round-function. The roungl constant for
the r-th round is a matrix, defined as:

Algi=s[8(r-1) + ], (0<j<7),
A=0, (1<i<7,0<j<7).

13.1.% Initializing value
The ipitializing value 1V is aistring of 512 ‘0’ bits.
13.2 | Padding method

The data string D/needs to be padded to make it contain a number of bits which is an integer multiple of 512.
The padding procedure operates as follows:

1. D is’concatenated with a single ‘1’ bit.

2. The result of the previous step is concatenated with between zero and 511 ‘0’ bits such that the length (in
bits) of the resultant string is an odd multiple of 256.

3. If the original length of D is Lp, concatenate the string resulting from the previous step with the 256-bit
binary representation of Ly, most significant bit first.

In the description of the round-function which follows, each 512-bit data block D;, 1 < i < q, is treated as a

matrix Z' = (z') (0 < i, j < 7), as specified in subclause 13.1.2, where z'y, corresponds to the left-most 8 bits of
D;, and z';7 corresponds to the right-most 8 bits of D..

NOTE The concatenation of the 256-bit string of Lp in step 3 is such that the 256-bit string is used directly as the
second half of the last data matrix; based on the byte ordering convention in Clause 13.1.2, the most significant byte of Lp
is the fifth row and the first column and the least significant byte of Lp is the eighth row and the eighth column.
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13.3 Description of the round-function

The round-function @ operates as follows. Note that, in this description, we use the symbols W', X", K, Ky, ...,
Kioto denote 13 distinct matrices, each with entries chosen from GF(28), which contain values required in the
computations.

1. Suppose the 512-bit (first) input to @ is contained in a matrix Z' with entries chosen from GF(28) which is
formed by using the byte ordering convention specified in subclause 13.1.2. Suppose also that the 512-bit
(second) input to @ is contained in a matrix Y' with entries chosen from GF(28).

2. LetKy:=Yandfori=1to 10 let

Ki :9 ca(Ca(ca(cr(Ki- 1)), A).
NOTE This step expands the matrix Y’ onto a sequence of round keys Ko, ..., K1o.
3. Let X":= ¢4(Z', Kop); and for j = 1 to 10 do the following two steps
(@) (W' = cy(cs(ca(cq(X™M)), Kp);
(b) X" :=W"
4. LetY' =W Ky®Z'

5. The matrjx Y’ represents the output of the round-function @. After the final iteration of the round-furjction,
the matrix Y’ shall be converted to a sequence of 64 bytes using‘the inverse of the procedure specified in
13.1.2, and where the entry in the first row and the first coldmn’ of the matrix shall yield the first byte, the
entry in t:l:e first row and the second column of the matrix the next byte, ..., the entry in the eighth row and
the eighth column of the matrix the last byte. The 64 bytes shall be converted to a string of 512 bits|using
the inverge of the procedure specified in clause 6, .i,€4 the first (left-most) bit will correspond to thg most
significant bit of the first (left-most) byte, and the*512th (right-most) bit will correspond to the| least
significantt bit of the 64th (right-most) byte.

Figure 6 belpw shows steps a) and b) of jtem 3 of the round function @ in Dedicated Hash-Function 7
(WHIRLPOOL){ In the round function @, the steps shown in Figure 6 are used 10 times (j =1, ..., 10).

— W —] G | —] G |—] C | —»

Figure 6 — Part of the round function in Dedicated Hash-Function 7
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Annex A
(informative)

Examples

This annex gives examples for the computation of Dedicated Hash-Functions 1-7. For each of the hash-
functions, intermediate values derived during the hash-function's operation are given for some examples.

Throdghout this annex we refer to ASCII coding of data strings; this is equivalent to coding using|ISO 646.

A.1 Pedicated Hash-Function 1

NOTE|— Reference [3] contains a pseudocode description of Dedicated Hash-Function 1.
A.1.1 Example 1

In thig example the data-string is the empty string, i.e., the string of length*zero.
The Hash-code is the following 160-bit string.

9C 11 85 A5 C5 E9 FC 54 o1 28 08,97 7E E8 F5 48 B2 25 8D 31

A.1.2 Example 2
In thig example the data-string consists of a single'byte, namely the ASCII-coded version of the lgtter ‘a’.
The hash-code is the following 160-bit string;

OB DC 9D 2D 25 6B(3E ES DA AE 34 7B E6 F4 DC 83 5A 46 7F FE

A.1.3 Example 3

In thig example the data-string‘is the three-byte string consisting of the ASCII-coded version of ‘apc’. This is
equivglent to the bit-string;¥01100001 01100010 01100011°.

After the padding process, the single 16-word block derived from the data-string is as follows.

80436261 ( 00000000 00000000 00000000 00000000 00000000 00000000 (00000000
0000000€~ 00000000 o0OOOOOOO 0OOOOOOO 00000000 00000000 0O0OOCOO18 |[0OOO0O0O0OO

The follewing are (hexadecimal representations of) the successive values of the variables Xg, X1, X5, X3, X,
X’Oy X’1, X’Zy X’3y X’4

67452301, EFCDAB89, 98BADCFE, 10325476, C3D2EL1F0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2ELFO0
C3D2E1F0, 3115FC67, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, DDD63FB8, EFCDAB89, EB73FA62, 10325476
10325476, B41192D5, 3115FC67, 36AE27BF, EB73FA62, 10325476, 322E7AE3, DDD63FB8, 36AE27BF, EB73FA62
EB73FA62, 3A35DC50, B41192D5, 57F19CC4, 36AE27BF, EB73FA62, 883EE903, 322E7AE3, 58FEE377, 36AE27BF
36AE27BF, D3786413, 3A35DC50, 464B56D0, 57F19CC4, 36AE27BF, 92B2B79B, 883EE903, BY9EB8CCS8, S58FEE377
57F19CC4, 0E946720, D3786413, D77140E8, 464B56D0, 58FEE377, F9091FF2, 92B2B79B, FBA40E20, B9EBSCCS
464B56D0, D52BF632, 0E946720, E1904F4D, D77140E8, BOEB8CC8, E5B09992, F9091FF2, CADEGE4A, FBA40E20
D77140E8, 150BD8A8, D52BF632, 519C803A, E1904F4D, FBA40E20, 8B2D9FB3, E5B09992, 247FCBE4, CADEGE4A
E1904F4D, 3D6F601F, 150BD8A8, AFD8CB54, 519C803A, CADEGE4A, E755F422, 8B2DIFB3, C2664B96, 247FCBE4
519C803A, B7B60384, 3D6F601F, 2F62A054, AFD8CB54, 247FCBE4, 5922D09E, E755F422, B67ECE2C, C2664B96
AFD8CB54, B85A0A3F, B7B60384, BD807CF5, 2F62A054, C2664B96, CF24E72C, 5922D09E, 57D08BOD, B67ECE2C
2F62A054, 7TF8B38E5, B8S5A0A3F, DS8OE12DE, BD807CF5, B67ECE2C, CA6ALC7S, CF24E72C, 8B427964, 57D08BID
BD807CF5, 9DACA495, 7F8B38E5, 6828FEE1l, D80OE12DE, 57D08BOD, 227F6D84, CAG6A1C75, 939CB33C, 8B427964
D80OE12DE, BCO5F46F, 9DACA495, 2CE395FE, 6828FEEl, 8B427964, 5D801685, 227F6D84, A871D729, 939CB33C
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6828FEELl, 1494F053, BCO5S5F46F, B2925676, 2CE395FE, 939CB33C, B3C3F4D5, 5D801685, FDB61089, A871D729
2CE395FE, 85861D02, 1494F053, 17D1BEFO0, B2925676, A871D729, 3D16242D, B3C3F4D5, 005A1576, FDB61089
B2925676, 597BF629, 85861D02, 53C14C52, 17D1BEFO, FDB61089, FF459078, 3D16242D, OFD356CF, 005A1576
17D1BEFO, 6347EF78, 597BF629, 18740Al6, 53C14C52, 005A1576, 927E40A8, FF459078, 5890B4F4, OFD356CF
53C14C52, 45C8FA44, 6347EF78, EFD8A565, 18740A16, OFD356CF, ACBB994E, 927E40A8, 1641E3FD, 5890B4F4
18740A16, AD2956AF, 45C8FA44, 1FBDE18D, EFD8A565, 5890B4F4, AD30AD24, ACBB994E, F902A249, 1641E3FD
EFD8A565, S5EAF16B7, AD2956AF, 23E91117, 1FBDE18D, 1641E3FD, 6261732E, AD30AD24, EE653AB2, F902A249
1FBDE18D, 41730D4B, 5EAF16B7, AS55ABEB4, 23E91117, F902A249, 45ED27AF, 6261732E, C2B492B4, EE653AB2
23E91117, FCOCCBD3, 41730D4B, BCS5ADD7A, AS55ABEB4, EE653AB2, 243C5668, 45ED27AF, 85CCB989, C2B492B4
A55ABEB4, 042ECC93, FCOCCBD3, CC352D05, BC5ADD7A, C2B492B4, 82F89BD1, 243C5668, B49EBD17, 85CCB989
BC5ADD7A, 4D4D4377, 042ECC93, 332F4FF0, CC352D05, 85CCB989, 5FC74686, 82F89BD1, F159A090, B49EBD17
CC352D05, 5207002B, 4D4D4377, BB324C10, 332F4FF0, B49EBD17, B2720031, 5FC74686, E26F460B, F159A090
332F4FF0, 388278F5, 5207002B, 350DDD35, BB324C10, F159A090, 58A100F8, B2720031, 1D1Al197F, E26F460B
BB324C10, 62879D70, 388278F5, 1CO0OAD48, 350DDD35, E26F460B, 5992068B, 58A100F8, C800C6C9, 1D1Al97F
350DDD35, A30A1lFDY, 62879D70, 0SE3D4E2, 1CO0AD48, 1D1A197F, CC290DCA, 5992068B, 8403E162, C800C6C9
1C00AD48, BDA2B31B, A30A1FDY9, 1E75C18A, O09E3D4E2, C800C6C9, 863D625E, CC290DCA, 481A2D66, 8403F162
09E3D4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18A, 8403E162, 6061B5A5, 863D625E, A4372B30, 48lAZD66
1E75C18A, B6A665C6, FT7211DEE, 8ACC6EF6, 287F668C, 481A2D66, AA98ADBS5, 6061B5A5, F5897A18,(A4372B30
287F668C, 2D30FA02, B6A665C6, 8477BBDC, 8ACC6EF6, A4372B30, 2999255A, AA98ADBS5, 86D69581, F5897ALS8
8ACC6EF6, (¢76D12F9, 2D30FA02, 99971ADA, 8477BBDC, F5897A18, 98237631, 2999255A, 62B6D6RA, 86D6$581
8477BBDC, $16F84DF, C76D12F9, C3E808B4, 99971ADA, 86D69581, 6C472A90, 98237631, 649568K6, 62B6P6AA
99971ADA, Y¥3FA5B05, 516F84DF, B44BE71D, C3E808B4, 62B6D6AA, 2EAD5672, 6C472A90, 8DRBC660, 6495¢8A6
C3E808B4, B539625E, F3FA5B05, BE137D45, B44BE71D, 649568A6, C5CB48BA, 2EAD5672, TCAA41B1, 8DD8¢660
B44BE71D, BP8500C99, D539625E, E96C1l7CF, BE137D45, 8DD8C660, 05286DFB, C5CB48BA,N _B559C8BA, 1CAA41B1
BE137D45, TECDE5B2, D8500C99, E5897B54, E96CLl7CF, 1CAA41B1, 88396DD2, 05286DFB,» 2D22EB17, B559¢8BA
E96C17CF, ¢81D30B9, 7ECDE5B2, 40326761, E5897B54, B559C8BA, 333F2212, 88396DD2, AlB7EC14, 2D22EB17
E5897B54, $60F7BFD, 681D30B9, 3796C9FB, 40326761, 2D22EB17, C699295B, 333¥F2212, E5B74A20, A1lB7ECl4
40326761, ¢770E498, 960F7BFD, 74C2E5A0, 3796C9FB, A1lB7EC14, BFD68874, ,£699295B, FC8848CC, E5B74A20
3796C9FB, T5EB06CS5, 6770E498, 3DEFF658, 74C2E5A0, E5B74A20, BDDF3474,\BFD68874, 64A56F1A, FC8848CC
74C2E5A0, }4FA827A, T5EBO6C5, C392619D, 3DEFF658, FC8848CC, 8CBC87EY,/BDDF3474, 5A21D2FF, 64A5¢F1A
3DEFF658, $04B0068, 14FA827A, AC1B15D7, C392619D, 64A56F1A, CDDAGEBEF, 8CBC87E9, 7CD1D2F7, 5A21P2FF
C392619D, 475BA81B, 804B0068, EAO9E853, AC1lB15D7, 5A21D2FF, 656CUDA3, CDDAGEBF, F21FA632, 7CD1pP2F7
AC1B15D7, BP26BC25D, 475BA81B, 2C01A201, EAO9E853, 7CD1D2F7, J16D66CA3, 656C7DA3, 69BAFF37, F21FA632
EAOSE853, PBCS5A2CB, D26BC25D, 6EA06D1D, 2C01A201, F21FA632,N\C9B17F72, 76D66CA3, BLlF68D95, 69BAFF37
2C01A201, 717367F5E, DBCS5A2CB, AF097749, 6EA06D1D, 69BAFF3A/ 65A60151, C9B17F72, 59B28DDB, BlF6$D95
6EA06D1D, $155A6B4, 77367F5E, 168B2F6F, AF097749, B1F68DJS, 33F3AC81, 65A60151, C5FDCB26, 59B2§$DDB
AF097749, ¢90C4D38, 8155A6B4, DOFD79DC, 168B2F6F, 59BZ8DDB, 9BFB827D, 33F3AC81, 98054596, CS5FD¢B26
168B2F6F, $762713B, C90C4D38, 569AD205, D9FD79DC, CSBDCB26, DDC8130E, 9BFB827D, CEB204CF, 98054596
DO9FD79DC, TEBF9C32, 9762713B, 3134E324, 569AD205, 98054596, C24C2C79, DDC8130E, EE09F66F, CEB2(¢4CF
569AD205, 20EFFA01, 7EBF9C32, 89C4EES5SD, 3134E324, €EB204CF, F255847E, C24C2C79, 204C3B77, EEQSF66F
3134E324, 15B7117F, 20EFFAQ01l, FE70CO9FA, 89C4EESD; EEO9F66F, DCD63949, F255847E, 30B1E709, 204C¥B77
89C4EESD, A496BE4C7, 75B7117F, BFE80483, FE70C9%A, 204C3B77, 5B99238D, DCD63949, 5611FBCY9, 30B1E709
FE70C9FA, $E3201FC, AS96BE4C7, DC45FDD6, BFE80483, 30B1lE709, B43484F4, 5B99238D, 58E52773, 5611FBCY
BFE80483, 2CF95A98, 5E3201FC, AF931EA5, pC45FDD6, 5611FBCY9, 52325A09, B43484F4, 648E356E, 58E52773
DC45FDD6, }393F0C3, 2CF95A98, C807F178, AF931EA5, 58E52773, D015577D, 52325A09, D213D2D0, 648EP56E
AF931EA5, BB49CCF7, 1393F0C3, E56A60BG,*C807F178, 648E356E, BB9C87C4, D015577D, C9682548, D213Pp2D0
C807F178, ¢A330EB4, BB49CCF7, 4FC30C4E, E56A60B3, D213D2D0, BI1BB1A2E, BB9C87C4, 555DF740, C968%548
E56A60B3, 14E58204, 6A330EB4, 2733BPEED, 4FC30C4E, C9682548, AC77F96D, B1IBB1A2E, 721F12EE, 555DF740
4FC30C4E, TT9AAF53E, 14E58204, @C3AD1A8, 2733DEED, 555DF740, 1774D326, ACT77F96D, EC68BAC6, 721F]2EE
2733DEED, 210769B3, 79AAF53E,\96081053, CC3AD1A8, 721F12EE, A625F112, 1774D326, DFE5B6B1l, EC68BAC6
CC3AD1A8, ¥44B53A7, 210769BG, JABD4F9E6, 96081053, EC68BAC6, 5DCA4D12, A625F112, D34C985D, DFESB6B1
96081053, TClE3640, F44B53A7, 1DA6CC84, ABD4F9E6, DFESB6B1l, EBC4D9C6, 5DCA4D12, 97C44A98, D34C$85D
ABD4F9E6, (6B59EE8, T7Cl1ES8640, 2D4ESFD1, 1DA6CC84, D34C985D, 095F37FD, EBC4D9C6, 29344977, 97C44A08
1DA6CC84, (¢422C3CD, 06BS9EE8, 78D901F0, 2D4ESFD1, 97C44A98, 5BBEE487, 095F37FD, 13671BAF, 29344977
2D4E9FD1, 34D864025,~C422C3CD, D67BAO1A, 78D901F0, 29344977, BF5B2529, 5BBEE487, 7CDFF425, 1367]}BAF
78DS901F0, 29A83BB5,.AD864025, 8BOF3710, D67BA01A, 13671BAF, FB5747C5, BF5B2529, FB921D6E, 7CDFF425
D67BA01A, ¢26E3910, 29A83BB5, 190096B6, 8BOF3710, 7CDFF425, DD935A5F, FB5747C5, 6C94A6FD, FB92]D6E
8BOF3710, A7189D8BC, 626E3910, AOEED4A6, 190096B6, FB921D6E, 27754F3A, DD935A5F, 5D1F17ED, 6C94A6FD
190096B6, BAS4E782, AT719D8BC, B8E44189, AOEED4A6, 6C94A6FD, 4F5CA4A5, 27754F3A, 4D697F76, S5D1F]}7ED
AOEED4AG6, %F686 T BASACTF BT 62 PR TB B4 T8 ST EFE D32 AT EFET 4P SERAAAS T PS3EESSB—4B 656
B8E44189, 3A88288C, 9F6887A9, 131EOAEA, 6762F29C, 4D697F76, 86AFE021, 325AFET7E, 7292953D, D53CE89D
6762F29C, AB23F78F, 3A88288C, A21EA67D, 131EOAEA, D53CE89D, CO97F9EAl, 86AFE021, 6BFI9F8C9, 7292953D
131EOAEA, 7299044A, AB23F78F, 20A230EA, A21EA67D, 7292953D, 9F60751C, CO97F9EALl, BF80861A, 6BFI9F8CY
A21EA67D, 6A3F10CF, 7299044A, 8FDE3EAC, 20A230EA, 6BFI9F8C9, 1ESCE713, 9F60751C, FETA8725, BF80861A
20A230EA, 1A1B904D, 6A3F10CF, 641129CA, 8FDE3EAC, BF80861A, C13F038A, 1E9CE713, 81D4727D, FETA8725
8FDE3EAC, 0B2CDCO1, 1A1B904D, FC433DA8, 641129CA, FETA8725, BF627814, C13F038A, 739C4C7A, 81D4727D
641129CA, D563BFDC, 0B2CDCO1l, 6E413468, FC433DA8, 81D4727D, S5FCCBADE, BF627814, FCOE2B04, 739C4CTA

The hash-code is the following 160-bit string.

8E B2 08 F7 EO 5D 98 7A 9B 04 4A 8E 98 C6 BO 87 F1 5A 0B FC
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A.1.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of
‘message digest’

The hash-code is the following 160-bit string.

5D 06 89 EF 49 D2 FA E5 72 B8 81 B1 23 A8 5F FA 21 59 5F 36

A.1.5 Example 5

In thig example the data-string is the 26-byte string consisting of the ASCII-coded version of
‘abcdefghijkimnopgrstuvwxyz’
The hash-code is the following 160-bit string.

F7 1C 27 10 9C 69 2C 1B 56 BB DC EB 5B 9D 28 65\B3 70 8D BC

A.1.4 Example 6

In thig example the data-string is the 62-byte string consisting of the ASCII-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopqrstuvwxyz0123456789’
The Hash-code is the following 160-bit string.

BO E2 OB 6E 31 16 64 02 86,.ED 3A 87 A5 71 30 79 B2 1F 51 89

A.1.71 Example 7

In thig example the data-string is the 80-byte string consisting of the ASCII-coded version of eigh{ repetitions

‘1234567890’
The Hash-code is the following 160-bit string.

9B 75.2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB

A.1.§ Example.8

In thig example the data-string is the 56-byte string consisting of the ASCII-coded version of

abcdbcdecdetdefgetghfghighihijKijKJKImKImnimnomnopnopq
After the padding process, the two 16-word blocks derived from the data-string are as follows.

64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6A6968
6C6B6A69 6D6C6B6A 6E6D6C6B 6F6E6D6C T706F6E6D 71706F6E 00000080 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00O00CO00CO 00000000 0OOOO1CO 00000000

The following are (hexadecimal representations of) the successive values of the variables X, Xj, Xz, X3, X4,
X', X', X', X'5, X4, obtained during the processing of the first block.

67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2ELF0
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C3D2E1F0, 3115FB87, EFCDAB89, EB73FA62, 10325476, C3D2ELF0, 463DA521, EFCDAB89, EB73FA62, 10325476
10325476, CC21EC2E, 3115FB87, 36AE27BF, EB73FA62, 10325476, DB247A12, 463DA521, 36AE27BF, EB73FA62
EB73FA62, DFEBYB7A, CC21EC2E, 57EELCCA4, 36AE27BF, EB73FA62, 1D166A23, DB247Al2, F6948518, 36AE27BF
36AE27BF, 2363912E, DFEBYB7A, 87BOBB30, 57EE1CC4, 36AE27BF, CEJAL2F6, 1D166A23, 91ES4B6C, F6948518
57EE1CC4, A1B60DC7, 2363912E, AE6DER7F, 87B0BB30, F6948518, 57FF19DD, CE7Al12F6, 59A88C74, 91E84B6C
87BOBBR30, 96AC7ClE, A1BR60DC7, 8E44B88D, AEGDEB7F, 91E84B6C, 0l1A9FEFA, 57FF19DD, E84BDB39, 59A88C74
AEG6DEB7F, 6AE46154, 96AC7ClE, D8371E86, 8E44B88D, 59A88C74, 5D9A609C, 0l1lA9FEFA, FC67755F, E84BDB39
8E44B88D, 3CF61F09, 6AE46154, B1FO7A5A, D8371E86, ES84BDB39, 030F7FE7, 5DIA609C, ATFBESO6, FCGE7755F
D8371E86, 696F0D9A, 3CF61F09, 918551AB, BLFOTA5A, FC67755F, 7456C8E3, 030F7FE7, 69827176, ATFBESOG
B1F07AS5A, ABO57B91, 696FODOA, D87C24F3, 918551AB, ATFBES06, F64C4453, 7456CS8E3, 3DFFICOC, 69827176
918551AB, 9FF4A064, AB957B91, BC3669A5, D8TC24F3, 69827176, 22A5FEGE, F64C4453, 5B238DD1, 3DFFICOC
D87C24F3, 912FE998, 9FF4A064, 55EE46AE, BC3669A5, 3DFFOCOC, 8DJE53E4, 22A5FEGE, 31114FD9, 5B238DD1
BC3669A5, C45F164E, 912FE998, D281927F, 5SEE46AE, 5B238DD1, 695B23B7, 8D7ES53E4, 97F9B88A, 31114FD9
SSEE46AE, 2211A508, CA5F164E, BFA66244, D281927F, 31114FD9, 6FAATT6F, 695B23B7, FO4F9235, O7FOB8SA
D281927F, 80BLF3DE, 2211A508, 7C593B11, BFA66244, 97F9B88A, 4D94F720, 6FAAT76F, GCS8EDDAS, F94F9235
BFAG66244, JARGASBES, BOBLE3DE, 46942088, 7C593B11, F94F9235, D81C6137, AD94F/20, A9DDBDBE, GCBEPDAS
7C593B11, $EAC4BF6, 3AAGASF5, CTCF7A02, 46942088, G6CSEDDAS, B2ECCABD, D81C6137, 53DC8136, A9DBBDBE
46942088, ¥929216E, 9E4C4BF6, 9AA3D4EA, CT7CF7A02, A9DDBDBE, A96B1820, B2ECCABRD, 7184DF60,(S3DC§136
C7CF7A02, WHOAEEFAF, F929216E, 312FDA79, 9AA3DAEA, 53DC8136, SASE0OB3, AO6B1820, B32AF6CE, 7184DPF60
9AA3D4EA, $BB34505, DOAEEFAF, A485BBE4, 312FDA79, 7184DF60, 616711FA, 5ASE09B3, AC608ZA5,” B32AF6CB
312FDA79, (7067302, 8BB34505, BBBEBF66, A485BBE4, B32AF6CB, FAF47116, 616711FA, 7826CDP69, AC60$2A5
A485BBE4, $1997747, 07067302, CD14162E, BBBEBF66, AC6082A5, FAE97297, FAF47116, 9047E985, 7826¢D69
BBBEBF66, (213132C, 51997747, 19CC081C, CD14162E, 7826CD69, 887ESA3F, FAE97297, D1C45BD3, 9C47§985
CD14162E, 39D001F0, C213132C, 65DD1D46, 19CC081C, 9C47E985, 187068EF, 887ESA3F . ASCASFEB, D1C4§BD3
19CC081C, 3B59B58A, 29D001F0, 4C4CB308, 65DD1D46, DI1C45BD3, 56C66FD3, 187068EF, FO68FE21, ASCA$FEB
65DD1D46, ¢45681A6, 2B59B58A, 4007COA7, 4CACB308, ASCASFEB, D718432A, 56C66FD3, CLA3BC61, F968FE21
4C4CB308, JE32CA16, C45681A6, 66D628AD, 4007COAT7, F968FE21, 775BA27D, DAI8432A, 19BF4DSB, ClA3BC61
4007C0A7, $C712D51, 2E32CAl6, S5A069B11, 66D628AD, CLA3BC61l, 6243D22F, A4 ASBA27D, 610CABS5C, 19BF4D5B
66D628AD, $89BC126, 5C712D51, CB2858B8, S5A069B11, 19BFAD5B, 44DCD35A, \6243D22F, 6E89F5DD, 610CAB5C
5A069B11, 9EE4CALF, 989BC126, C4B54571, CB2858B8, 610CABSC, SFBE3FZE,)44DCD35A, OF48BD89, 6ES89F5DD
CB2858B8, F417F849, OEEACALF, 6F049A62, C4B54571, 6E89F5DD, DA718428, S8FBE3F7E, 734D6913, OF4S8BDS9
C4B54571, 715239882, FA17F849, 93287E7B, 6F049A62, OF48BD89, 9157QB0A, DA718428, FSFDFA3E, 734D§913
6F049A62, }JAC6B6OF, 75239882, SFE127D0, 93287E7B, 734D6913, 285224A6, 91573E0A, C610A369, FSFDFA3E
93287E7B, (B7C24AC, 3AC6B6IF, 8E6209D4, SFE127D0, F8FDFA3E,S8128FFB7, 2A5224A6, 5CF82A45, C610A369
5FE127D0, 23854DCEQO, OB7C24AC, 1ADAT7CEB, 8E6209D4, C610A369¢ FF374DFD, 8128FFB7, 489298A9, 5CF82A45
8E6209D4, 267080E2, 2854DCEO, F092B02D, 1ADA7CEB, 5CF82A4%5, C5E0CCD7, FF374DFD, A3FEDE04, 489298A9
1ADATCEB, 1806D96F, 267080E2, 537380A1, F092B02D, 489%298R9, 31860C44, CSE0CCD7, DD37F7FC, A3FEPE04
F092B02D, $2638496, 7806D96F, C2038899, 537380A1, A3BEDEO4, CEE7092B, 31860C44, 83335F17, DD37F7FC
537380A1, $9FC5CDB, 52638496, 1B65SBDEO, C2038899, \DB37F7FC, 46827AAE, CEE7092B, 183110C6, 8333§F17
€2038899, $AE30FBE, 59FC5CDB, 8E125949, 1B65BDEO, ‘©3335F17, A757A907, 46827AAE, 9C24AF3B, 1831]0C6
1B65BDEO, 4FAAEBED, SAE30FBE, F1736D67, 8E125948) 183110C6, E90F38FC, A757A907, O9EABO1A, 9C24AF3B
8E125949, ¢5BBCCCC, 4FAAEBED, S8C3EFA2B, F1736067, 9C24AF3B, EC65CBS85, E90F38FC, SEA41ESD, O09EABIIA
F1736D67, B3B88C1, 65BBCCCC, 2BAFB53D, 8C3EFA2B, 09EAR91A, 54B06FBD, EC65CB85, 3CE3F3A4, 5EA4]1E9D
8C3EFA2B, ¢DF30989, OB3B88Cl, EF333196, 2B8AFB53D, SEA41E9D, DSDGFOE3, S54B06FBD, 972E17Bl, 3CE3F¥3A4
2BAFB53D, }56421AC, 6DF30989, EE23042G,( EF333196, 3CE3F3A4, B30DA892, D8DEFOE3, C1lBEF552, 972E]7B1
EF333196, §F54F9CA, 156421AC, CC2625B({,  EE23042C, 972E17B1, F526A85A, B30DA892, S5BC38F63, CLBEF552
EE23042C, A5D28921, 6F54F9CA, 9086B0®S, CC2625B7, CIBEF552, S5F5587DB, F526A85A, 36A24ACC, 5BC3§F63
CC2625B7, 3959D915, A5D28921, 53E729BD, 9086B055, S5BC38F63, OFABAC24, 5F5587DB, 9AA16BD4, 36A24ACC
9086B055, 4EFF0384, 2959D915, 4A248697, S53E729BD, 36A24ACC, 52EAFBOB, 9FABAC24, 561F6D7D, 9AAL$BDA
53E729BD, }7292945, AEFF0384,%676454A5, 4A248697, 9AA16BD4, E13C3BDA, 52E4FB9B, AEB0927E, 561F§D7D
47248697, 3FE71F22, 17292946,)FCOE113B, 676454A5, 561F6D7D, 71244E49, E13C3BDA, 93EEGD4B, AEBO$27E
67645425, BCO6A80F, 5S5FE71F22, A4A5145C, FCOE113B, AEB0927E, AA49234C, 71244E49, FOEF6B84, 93EE¢D4B
FCOE113B, $BD21FC5, DCOBASOF, 9C7C897F, A4A5145C, 93EE6DAB, 42532D95, AA49234C, 913925C4, FOEF§BS4
A4A5145C, $587BCAF, 5BDZLFC5, 1AAO03F70, 9C7C897F, FOEF6B84, CDAS6FDO, 42532D95, 248D32A9, 9139%5C4
9C7C897F, A1755F6B,~5687BC4F, 487F156F, 1AA03F70, 913925C4, 69C12F76, CDA86FDO, 4CB65509, 248D}2A9
1AR03F70, J00A6B19N_A1755F6B, 1EF13D56, 487F156F, 248D32A9, 44272219, 69C12F76, AL1BF4336, 4CB6$509
487F156F, AA2CEBOY,” 100A6B19, DS57DAESS, 1EF13D56, 4CB65509, CBD360C3, 44272219, 04BDD9A7, AlBF4336
1EF13D56, 38246DJ2, AA2CFDO7, 29AC6440, D57DAESS, A1BF4336, 27A64C2D, CBD360C3, 9C886510, O04BDPIAT
D57DAE85, 490902BD, 28246D22, B3F41EAS, 29AC6440, 04BDDY9A7, CCB70B88, 27A64C2D, 4D830F2F, 9C88§510
COACEAAN, BeSesoim  depccons  sopdoone pazgiena sepgooeap speipepse copsppao soappane  goasdooo
B3F41EA8, A557D838, 9020271B, 270AF524, 91B488A0, 4D830F2F, 7541E108, 2020COFC, DC2E2332, 9930B49E
91B488A0, F879D1F8, A557D838, 809C6EA0, 270AF524, 9930B49E, OAG6EBF9, 7541E108, 8303F080, DC2E2332
270AF524, 39BACO8A, F879D1F8, 5F60E295, 809C6E40, DC2E2332, AOAB24D8, OAGGEBF9, 078421D5, 8303F080
809C6E40, DF212B9C, 39BACO8A, E747E3El, SF60E295, 8303F080, 44C068DD, AOAB24D8, 9BAFE429, 078421D5
SF60E295, 46F2CD86, DF212B9C, EB0228E6, E747E3ELl, 078421D5, 3F8B3B48, 44C068DD, AC936282, 9BAFE429
E747E3El, Al7766F4, 46F2CD86, 84AE737C, EB0228E6, OBAFE429, 873A41C4, 3F8B3B48, 01A37513, AC936282
EB0228E6, FC20AA0Ll, Al7766F4, CB36191B, 84AE737C, AC936282, A2969EB4, 873A41C4, 2CED20FE, 01A37513
84AE737C, 93A30DD9, FC20AA01l, DD9BD285, CB36191B, 01A37513, 7B345F4F, A2969EB4, E907121C, 2CED20FE
CB36191B, 98554E1C, 93A30DDY, 82A807F0, DD9BD285, 2CED20FE, 07B2EA78, 7B345F4AF, 5ATAD28A, E907121C
DD9BD285, 79D46BD1, 98554E1C, 8C37664E, 82A807F0, E907121C, 93451653, 07B2EAT7S8, D17D3DEC, S5A7AD28A
82A807F0, 5FBC55DB, 79D46BD1, 55387261, 8C37664E, SATAD28A, AAODF949, 93451653, CBA9EOLE, D17D3DEC
8C37664E, DEF23A3B, S5FBC55DB, 51AF45E7, 55387261, D17D3DEC, O030FFB9A, AAODF949, 14594E4D, CBAYSEO1E
55387261, 287DBR1EB, DEF23A3B, F1576D7E, 51AF45E7, CBAY9EO1lE, 0D9CD217, 030FFB9A, 37E526A8, 14594E4D
51AF45E7, CF955BSE, 287DBlEB, CSESEF7B, F1576D7E, 14594E4D, BECELBBD, 0D9CD217, 3FEE680C, 37ES526AS
F1576D7E, 83B6B7ES, CF955B8E, FG6CTACAL, CSESEF7B, 37E526A8, D97CFEEC, BECELBBD, 73485C36, 3FEE680C
C8ESEF7B, 7943C443, 83B6B7ES, S556E3B3E, F6CTACAL, 3FEE680C, DBEA79F5, D97CFEEC, 386EF6FB, 73485C36

26 © ISO/IEC 2004 — Al rights reserved


https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545

F6CTACAL, F336AA45, 7943C443,
S556E3B3E, 2FF847D6, F336AA45,
DADFA20E, 33FE64C9, 2FF847D6,
OF110DE5, 78378FE9, 33FE64CO,

DADFA20E,
0F110DES,
DAA917CC,
E11F58BF,

556E3B3E,
DADFA20E,
0F110DES,
DAAY17CC,

73485C36,
386EF6FB,
F3FBB365,
A9ETD76F,

91704BDB,
40CBA97D,
BOBD2456,
CA09D415,

ISO/IEC 10118-3:2004(E)

DBEAT79F5,
91704BDB,
40CBA9TD,
BOBD2456,

F3FBB365,
A9ET7D76F,
C12F6E45,
2EA5F503,

386EF6FB
F3FBB365
ASETD76F
Cl2F6E45

The following are (hexadecimal representations of) the successive values of the variables X, Xj, Xz, X3, X4,
X0, X4, X2, X'5, X'y, obtained during the processing of the second block.

52720555, 3B09A402, 94C343B1,
9039D740, 59874B6C, 3B09A402,
9CEDC3EA, 1DOD43D8, 59874B6C,

0DOEC653, EF3045D6, 1D0D43DS,
269Q08EC 1EARCRAD  EFEINASDA

9CEDC3EAR,
0DOEC653,
269008EC,

1D2DB166,
R50Fc074

9039D740,
9CEDC3ER,
0DOEC653,

269008EC,
1D2DhRl1aa

52720555,
9039D740,
9CEDC3EAR,

0DOEC653,
260008FC

3B09A402,
7FA6COAF,
149F92B4,

0E887EOS5,
EER7JBTINC

94C343B1,
3B09A402,
7FAGCOAF,

149F92B4,
QFER27EN58

9CEDC3EA,
0DOEC653,
269008EC,
9B26BDFE,

JE4ADQSY

1D2PB166, 79CCTOE3, 1E6BCSAD,
350¥6074, 13A4B937, 79CC70E3,
C11]5BBC, EE066CB9, 13A4B937,
AF22B479, AO8AFF93, EE066CB9,
31CBSDE7, 89E27A43, AOSAFFO3,
92E4DC4E, 50EEC8Al, 89E27A43,
19B}E7B8, OFDE892D, SOEECSAL,
2BFF4E82, 47B046C8, OFDES892D,
89E$0E27, S5C8F582E, 47B046CS,
BB2}$8543, 3D7F05B8, 5C8F582E,
7A24B43F, 962BCAF7, 3D7FO05BS,
Cl1B211E, 1A459D2E, 962BCAF7,
3D6QB972, 16229077, 1A459D2E,
FC1$EOF5, B75B2E49, 1622907A,
AF2BDESS, 6F16D4C4, B75B2E49,
1674B869, 46FDEE8Y, 6F16DAC4,
8A4]E858, E9F89F50, 46FDEESO,
6CB$26DD, ECIA614C, EIF8IFS0,
5B5311BC, D525F69D, ECO9A614C,
F7BA251B, EDFBF331, D525F69D,
E27Pp43A7, 93C5E732, EDFBF331,
698$33B2, 24907FDF, 93C5E732,
97DA7754, E2193F3E, 24907FDF,
EFCEC7B7, D3AD6006, E2193F3E,
179¢CA4F, 6B8BFAB4, D3AD6006,
41Ff7C92, 5052D6EF, 6B8BFAB4,
64F(FB88, FF36EBCS, 5052D6EF,
B58()1B4E, 5A010C53, FF36EBCS,
2FEADIAE, 952BFB5D, 5A010C53,
4B5BBD41, FEOSBEE3, 952BFBS5D,
DBAF23FC, 2256AF69, FEOSBEE3,
043]4D68, 5285B0D3, 2256AFG0,
AFED7654, 1DFB856C, 5285B0D3,
16FBSFFS, 32974404, 1DFRE56C,
SABPA489, 90ACTLICE, 32974404,
16C$4D4A, 849CCC12,~90ACTICE,
EE1$B077, 340EBE923_849CCC12,
5D1010CA, F531ESES,” 340EBE92,
B1Cf3m42, 27528557, F531ESFS,
73304A12, EAREAG9F, 27528557,
3AFA48D0, B3462C93, E4AFAG9F,
C79]D7DZ, ;SCF5CD85, E3462C93,
4A1$5¢9D7”B6C756F9, 3CF5CD85,
BE9ATESZ, CC2AB627, B6CT56F9,

C1175BBC,
AF22B479,
31C38DE7,
92E4DCAE,
19B2E7BS,
2BFE4ES2,
89E90E27,
BB228543,
7A24B43F,
C11B211E,
3D60B972,
FC16EO0F5,
AF2BDESS,
1674B869,
8A41E858,
6CB926DD,
5B5311BC,
F7BA251B,
E27D43A7,
698533B2,
97DA7754,
EFCCC7B7,
179CCA4F,
41FF7C92,
64FCFBSS,
B5801B4E,
2FEAD1AB,
4B5BBDAT,
DBAE23FC,
04314D68,
aFkED7654,
16FBSFFS,
S5ABDA489,
16C34D4A,
EE15B077,
5D1010CA,
B1C73Rn42,
73304212,
3AFA48DO0,
C797D7D4,
4A155C9D,
BE9ATF92,
18B24F8D,
D73614F3,

350F6074,
C1175BBC,
AF22B479,
31C38DE7,
92E4DCA4E,
19B2E7BS,
2BFE4ES2,
89E90E27,
BB228543,
7A24B43F,
C11B211E,
3D60B972,
FC16EOFS5,
AF2BDES5S,
1674B869,
8A41E858,
6CB926DD,
5B5311BC,
F7BA251B,
E27D43A7,
69853382
97DA7754y
EFCCA7B7,
179€CR4F,
41FF7CO2,
64FCFBSS,
B5801B4E,
2FEADIAE,
4B5BBDA41,
DBAF23FC,
04314D68,
AFED7654,
16FBSFFS,
S5ABDA489,
16C34D4A,
EE15B077,
5D1010CA,
B1C73A42,
73304212,
3AFA48DO0,
C797D7D4,
4A155C9D,
BE9ATF92,
18B24F8D,

9B26BDFE,
7E4ADO52,
21F8143A,
1D5EB1BA,
04A42CCB,
COB16A3A,
7AE765C6,
6E2A68F5,
7A828D1F,
AB3B869A,
58412111,
B459B81C,
E84746CD,
32FA5195,
FEGAEOAB,
38E43BBS,
408FQ95A,
A51324170,
B38L9C40,
9651CEAD,
90F6FCI5,
294CDB9S,
34C637FD,
68A375B5,
7050215,
06FOD5E7,
57BCD2CB,
1C826B6E,
B213C937,
DA8C3753,
4727006,
EEACDS83,
E5924DF9,
AAECFB27,
25DE96D1,
D60318A1,
76F45878,
AC86EBEF,
2FCF8ADD,
6FB77DD5,
426718F3,
6EEA8AS6,
1553C7BF,
BC5217D5,

32C1290B,
SEB02C5A,
719EB9DY,
3D5BSAOA,
47DEAOA3,
AGAACEEL,
4456D048,
072D166E,
B37A11D1,
654CBE9%45
6AFFIABA,
EEOE39OE,
568023C2,
BC2944ES,
1O3CE067,
AB641473,
25643DBF,
E60A5336,
FF4D318D,
6D5A28DD,
855C140A,
79C1BC35,
B2DSEF34,
DB87209A,
4DEC84F2,
D4F6A30D,
0191C9FO,
20FBAB36,
7TE796493,
C9EABB3E,
B44977A5,
287580C6,
1E1DBD16,
FBEB21BA,
B74BF3E2,
755BEDDF,
3CcD099C6,
A19BBAA2,
EFC554F1,
F56F1485,
EOA1480A,
9F80007D,
090898BE,
AOCD75A2,

6E8757AC,
32C1290B,
SEB02C5A,
719EBODY,
3D5B8AOA
47DEAORS,
AGAACEET,
44565048,
0.72D166E,
B37A11D1,
654CBEY4,
6AFFIABA,
EEOE390E,
569023C2,
5C2944E8,
103CE067,
AB641473,
25643DBF,
E60A5336,
FF4D318D,
6DSA28DD,
855C140A,
79C1BC35,
B2DSEF34,
DB87209A,
4DEC84F2,
DAF6A30D,
0191C9FO,
20FBAB36,
7E796493,
CO9EABB3E,
B44977A5,
287580C6,
1E1DBD16,
FBEB21BA,
B74BF3E2,
755BEDDF,
3CD099C6,
A19BBAA2,
EFC554F1,
F56F1485,
EOA1480R,
9F80007D,
090898BE,

21F8143
1D5EBIB
04a42CC
COB16A3

JAET765CH

6E2A68F
7A828D1
AB3B869

5B41211}

B459B81
E84746C
32FA519
FEG6AE9A
38E43BB
408F095
AS513Al17
F3819C4
9051CEA
90F6FC9
294CDB9
34C637F
68A375B
70502A1
06FODSE
57BCD2C

1C826B6E

B213C93
DA8C375

4727C00p

EEACD88
E5924DF
AAECFEFB2

25DE96D]
D60318A}

76F4587
AC86EBE
2FCF8AD
6FB77DD
426718F

6EEA8A8 P

1553C7B
BC5217D
85202B8

0001F67E

’
.,
R/,
B,
h

’

’
L7

&

18B24F8D, E5471921, CCZAB627,
D73614F3, ESFEFBC6, E5471921,
1D5BE6DB, 788FFBE7, E8FEFBCo,
AAD89F30, FA97F1BB, 788FFBE7,
1C648795, 2FE154B4, FA9TF1BB,
FBEF1BA3, D884695B, 2FE154B4,
3FEF9DE2, A09357E9, D884695B,
SFCGEFEA, 01989791, A09357E9,
8552D0BF, 70DB6FDF, 019B9791,
11A56F62, 82F104B4, 70DB6FDF,
4D5FAG682, BFAB2OF8, 82F104B4,
6ESE4406, 880198A9, BFAB29FS,
6DBF7DC3, 917C197C, 880198A9,
C412D20B, 03E7992A, 917C197C,
ACATE2FE, 824CEF7A, 03E7992A,
0662A620, AF16F218, 824CEFTA,
F065F245, EFC8943D, AF16F218,
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TD5BEGDE,
AADSIF30,
1C648795,
FBEF1BA3,
3FEF9DE2,
SFCGEFEA,
8552DO0BF,
11A56F62,
4D5FA682,
6ESE4406,
6DBF7DC3,
C412D20B,
ACATE2FE,
06624620,
FO65F245,
9E64A80F,
33BDEAOY,

D73614F3,
1D5BE6DB,
AADSIF30,
1C648795,
FBEF1BA3,
3FEF9DE2,
SFC6EFEA,
8552DOBF,
11A56F62,
4D5FA682,
6ESE4406,
6DBF7DC3,
C412D20B,
ACATE2FE,
06624620,
FO65F245,
9E64A80F,

85202882,
0001F67E,
2262F824,
35D68A83,
F91B9A57,
5760C92D,
4COB51A0,
3E38CA1S8,
F76B0328,
E41E4DF9,
37E49D38,
77EE40CA4,
EA771C93,
17850839,
3C99FET1,
2020141A,
96F425D8,

95FEAGEG,
4B55D832,
681302D4,
860F8E32,
CA3DDACO,
7E790793,
4EODF927,
311DFBYO0,
24FA9DCT,
CE45E142,
9C4F267F,
06880805,
7625BD09,
8720C8E7,
CBB7DATA,
88851068,
C85C4EBS,

AOCDT5AZ,
95FE46EG,
4B55D832,
681302D4,
860F8E32,
CA3DDACO,
7E790793,
4EODF927,
311DFBYO0,
24FA9DCT,
CE45E142,
9C4F267F,
06880805,
7625BD09,
8720C8E7,
CBB7DATA,
88851068,

2262F82

’

35D68A83,
F91B9A57,
5760C92D,
4COB51A0,
3E38CA1lS,
F76B0328,
E41E4DF9,
37E49D38,
77EE40C4,
EA771C93,
17850B39,
3C99FE71,
20201413,
96F425D8,
83239E1C,
DF69EB2E,

9039D740
9CEDC3EA
ODOEC653
269008EC
9B26BDFE
7E4AD0O52
21F8143A
1D5EB1BA
04A42CCB
COB16A3A
TAET765C6
6E2A68F5
7A828D1F
AB3B869A
5B412111
B459B81C
E84746CD
32FA5195
FE6AE9AB
38E43BB8
408F095A
A513A170
F3819C40
9051CEAD
90F6FC95
294CDB98
34C637FD
68A375B5
70502A15
06FODSE7
57BCD2CB
1C826B6E
B213C937
DA8C3753
4727C006
EEACD883
E5924DF9
AAECFEB27
25DE96D1
D60318A1
76F45878
AC86EBEF
2FCF8ADD
6FB77DD5
426718F3
6EEA8A86
1553C7BF
BC5217D5
85202B82
0001F67E
2262F824
35D68A83
F91B9A57
5760C92D
4COB51A0
3E38CALS8
F76B0328
E41E4DF9
37E49D38
77EE40C4
EA771C93
17850B39
3C99FE71
2020141A
96F425D8
83239E1C
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9E64A80F, C8BOFF53B, EFC8943D, 5BC862BC, 33BDEA(0Y, 83239E1C, 57BF18E2, C85C4EB8, 1441A222, DF69EB2E
33BDEAQ0Y9, 28DF9E36, C80FF53B, 2250F7BF, 5BC862BC, DF69EB2E, 48932ClA, 57BF18E2, 713AE321, 1441A222
5BC862BC, 6E1D8950, 28DFO9E36, 3FD4EF20, 2250F7BF, 1441A222, 15C7BOBD, 48932Cl1A, FC63895E, 713AE321
2250F7BF, 21EEE621, 6E1D8950, 7E78D8A3, 3FD4EF20, 713AE321, FCBCO9E78, 15C7BOBD, 4CB06922, FC63895E
3FD4EF20, 561379BA, 21EEE621, 762541B8, 7E78D8A3, FC63895E, DD28EA60, FCBCO9E78, 1EC2F457, 4CB06922
TE78D8A3, 4D0255C5, 561379BA, BB988487, 762541B8, 4CB06922, CF1BB810, DD28EA60, F279E3F2, 1EC2F457
762541B8, 966845EC, 4D0255C5, 4DE6E958, BB988487, 1EC2F457, 5D899D62, CF1BB810, A3A98374, F279E3F2
BB988487, D922DEB8, 966845EC, 09571534, 4DE6ES58, F279E3F2, F1144141, 5D899D62, 6EE0433C, A3A98374
4DE6ES58, B919B2A3, D922DEB8, Al17B259, 09571534, A3A98374, 940BBAl2, F1144141, 26758976, 6EE0433C
09571534, D3CF80F9, B919B2A3, 8B7AE364, Al17B259, 6EE0433C, 33DDA9B5, 940BBAl12, 510507C4, 26758976
Al117B259, F548EA98, D3CF80F9, 66CA8EE4, 8BT7AE364, 26758976, DCEOB562, 33DDA9B5, 2EE84A50, 510507C4
8B7AE364, AlD3372D, F548EA98, 3EO03E74F, 66CA8EE4, 510507C4, Cl03FBES, DCEOB562, 76A6DA4ACF, 2EE84A50
66CABEE4, 6578D66C, A1D3372D, 23AA63D5, 3E03E74F, 2EE84A50, 832961D9, CL03FBE9, 82D58B73, 76A6DACFE
3EO03E74F, 57C29604, 6578D66C, 4CDCB687, 23AA63D5, 76A6DA4CF, B183744E, 832961D9, OFEFA704, 82D58B73
23AA63D5, 27F5E937, 57C29604, E359B195, 4CDCB687, 82D58B73, E710A112, B183744E, A587660C, OFEFA704

The hash-code is the following 160-bit string.

12 A0 53 38 4A 9C 0C 88 E4 05 A0 6C 27 DC F4 9A DA 62 EB 2B

A.1.9 Example 9

In :cshis examplle the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated
10° times.

The hash-code is the following 160-bit string.

52 78 32 43 Cl 69 7B DB El1 6D 37 F9 7F 68 (B0 83 25 DC 15 28
A.1.10 Example 10

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of

‘abcdefghbcdefghicdefghijdefghijkefghijkifghijkimghijkimn
hijkimnoijkimnopjkimnopgklmnopgrimnopgrsmnopqrstnopgrstu’

(with no line reak after the first n).

The hash-code is the following 160-bit string:

6f 3f a3 9b 6b 50, 3¢ 38 4f 91 9a 49 a7 aa 5c 2c 08 bd fb 45
A.1.11 Example 11

In this example the data<string is the 32-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijk’

The hash-code is‘the following 160-bit string.

94 c2 64 11 54 04 e6 33 79 0d fc c8 7b 58 7d 36 77 06 7d 9f

A.2 Dedicated Hash-Function 2
A.2.1 Example 1

In this example the data-string is the empty string, i.e., the string of length zero.
The hash-code is the following 128-bit string.

CD F2 62 13 Al 50 DC 3E CB 61 OF 18 F6 B3 8B 46
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A.2.2 Example 2

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’.

The h

ash-code is the following 128-bit string.

86 BE 7A FA 33 9D OF C7 CF C7 85 E7 2F 57 8D 33

A.2.3 Example 3

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is

equiv
After

80
00

The f
X'1, Xl

fentto the bit=string 0T 10000 O TT000TO O 100011+
he padding process, the single 16-word block derived from the data-string is as follows)

36261 00000000 00000000 00000000 00000000 00000000 0ODOO0000
00000 00000000 00000000 00000000 00000000 00000000, NMO0O00018

bllowing are (hexadecimal representations of) the successive values of the variables Xj, X,
Uy
27)(&

67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFEDAB89, 98BADCFE, 103
10325476, 6D431A77, EFCDAB89, 98BADCFE, 10325476, /0376F40, EFCDAB89, 98B
98BADCFE, BO5D8A99, 6D431A77, EFCDAB89, 98BADCEE,\989F6BB0O, 70376F40, EFC
EFCDAB89, 0C32E5C7, BO5D8AS9, 6D431A77, EFCDAB8Y, 39B14904, 989F6BBO, 703
6D431A77, A20B2COF, 0C32E5C7, BO5D8A99, 70376F40, 671C03CC, 39B14904, 989
BO5D8A99, 74EBB911, A20B2COF, 0C32E5C7, 989E6BB0, BFD55C42, 671C03CC, 39B
0C32E5C7, 2FFB728B, 74EBB911, A20B2COF, 38B14904, Al2F346F, BFD55C42, 671
A20B2COF, AT766AE02, 2FFB728B, 74EBB911,\671C03CC, 989C2210, Al2F346F, BFD
74EBB911, 03234F3D, AT66AE(02, 2FFB7288By BFD55C42, OF95FBEA, 989C2210, Al2
2FFB728B, 52662805, 03234F3D, AT766AE02, Al2F346F, 068D5115, OF95FBEA, 989
AT66AEO02, E778A4C3, 52662805, 03284F3D, 989C2210, AFCD27FC, 068D5115, OF9
03234F3D, 1C7F5769, ET778A4C3, 58662805, OF95FBEA, CBD1F3F8, AFCD27FC, 068
52662805, 95765642, 1CT7F5769: (®&778A4C3, 068D5115, CFFE405F, CBD1F3F8, AFC
E778A4C3, 35F37B70, 957656424 1CT7F5769, AFCD27FC, 2B55C9C3, CFFE405F, CBD|
1C7F5769, 398F8F52, 35F37BJ0, 95765642, CBD1F3F8, DD6A43FB, 2B55C9C3, CFF
95765642, 13F3C36B, 398E8F52, 35F37B70, CFFE405F, 049B909E, DD6A43FB, 2B5
35F37B70, 058D8BBS5, 13E3C36B, 398F8F52, 2B55C9C3, 3713BFFD, 049B909E, DD6
398F8F52, FCBE3664,( 058D8BB5, 13F3C36B, DD6A43FB, 82ADDB53, 3713BFEFD, 049
13F3C36B, FT7F306A6, FCBE3664, 058D8BB5, 049B909E, CC1D8105, 82ADDB53, 371
058D8BB5, 34CC3968, FT7F306A6, FCBE3664, 3713BFFD, BE09159A, CC1D8105, 82A
FCBE3664, 416E8BAO, 34CC3963, FT7F306A6, 82ADDB53, 541AE568, BE09159A, CCl
F7F306A6, ERE91870, 416E8BAO, 34CC3963, CC1lD8105, 27D40F94, 541AE568, BEO
34CC3963, _6352C547, EDES1870, 416E8BAO, BE0S159A, 675C363A, 27D40F94, 541
416E8BAQ) \5D5EEE28, C352C547, EDE91870, 541AE568, 77F3A38B, 675C363A, 27D
EDE91870y 6CC4BEF2, 5D5EEE28, C352C547, 27D40F94, 84D73C44, T77F3A38B, 675
C352C54"7, E140970B, 6CC4BEF2, 5DSEEE28, 675C363A, D2958F37, 84D73C44, 77F
5DOEEE28, 79F631A9, E140970B, 6CC4BEF2, 77F3A38B, FC39CS927, D2958F37, 84D
6CC4BEF2, 038EOE91, 79F631A9, E140970B, 84D73C44, E3A5A4DE, FC39C927, D29

00000000
00000000

)Qy)gy

5476
ADCFE
PAB89
76F40
F'6BBO
14904
C03CC
b5C42
F346F
2210
bEFBEA
P5115
PD27FC
1 F3F8
F1405F
bC9C3
A43FB
BO09E
3BEED
PDB53
P8105
P159A
AE568
1 0F94
C363A
3A38B
73C44
b8F37

T-T"IAOQ'7(\R' WRQA’)H':\’)' OQQFOFQ’I' 7QF‘G’Z’IAQ, I'Y)Q'-TQW?'7, ARA?AQQQ, F‘?ARAADF‘, EC3

Cc927

79F631A9, 496AECFD, 1B942D52, 038EOE91, FC39C927, A964BA74, 4BA3A889, E3A5A4DE
038E0E91, FEG6CD56F, 496AECFD, 1B942D52, E3A5A4DE, 7AFODBB0, A964BA74, 4BA3AS889
1B942D52, 2E94F501, FE6CD56F, 496AECFD, 4BA3A889, 7DAGSEA9, 7AFIDBBO, A964BA74

496AECFD, 584E8E58, 2E94F501, FE6CD56F, A964BA74, 9C7247ES5, TDA68EAS, TAF
FE6CD56F, 41A17EFA, 584E8E58, 2E94F501, 7AF9DBBO, 0130312B, 9C7247E5, T7DA

9DBBO
68EA9

2E94F501, 8981C6CD, 41A17EFA, 584E8E58, T7DA68EAS9, 90552232, 0130312B, 9C7247ES

584E8E58, 400A93E1l, 8981C6CD, 41A17EFA, 9C7247E5, 99C1FBA4, 90552232, 013

0312B

41A17EFA, 841F817F, 400A93E1, 8981C6CD, 0130312B, 9D481CD2, 99C1FBA4, 90552232

8981C6CD, 659379BE, 841F817F, 400A93E1l, 90552232, F5AABE(O7, 9D481CD2, 99C
400A93E1, AB3D9A70, 659379BE, 841F817F, 99C1FBA4, C3AFB7E6, F5AABEQ7, 9D4

1FBA4
81CD2

841F817F, D3D21DC8, AB3DY9A70, 659379BE, 9D481CD2, 473E2B79, C3AFBT7E6, FS5AABEQO7
659379BE, 38C8D29D, D3D21DC8, AB3D9A70, F5AABEO7, C4CAFF99, 473E2B79, C3AFBTE6
AB3DSA70, 738B9BOF, 38C8D29D, D3D21DC8, C3AFB7E6, A2879AA4, C4CAFF99, 473E2B79
D3D21DC8, 8528B83E, 738B9BOF, 38C8D29D, 473E2B79, 56565EDB, A2879AA4, CA4CAFF99
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38C8D29D, 7345AF18, 8528B83E, 738B9BOF, C4CAFF99, ET7A4BD86, 56565EDB, A2879AA4
738B9BOF, FFCCC52B, 7345AF18, 8528B83E, A2879AA4, 974B9E10, ET7A4BD86, 56565EDB
8528B83E, A77E902B, FFCCC52B, 7345AF18, 56565EDB, 96CC5AEl, 974BO9E10, E7A4BD86
7345AF18, CB9C6C83, A77E902B, FFCCC52B, E7A4BD86, 57E6A772, 96CC5AEl, 974BO9E10
FFCCC52B, 38A2DA83, CB9C6C83, A77E902B, 974BY9E10, F10B6CF5, 57E6A772, 96CC5HAEL
A77E902B, 487F9401, 38A2DA83, CB9C6C83, 96CC5AEl, 90426E6B, F10B6CF5, 57E6AT772
CB9Co6C83, C7184576, 487F9401, 38A2DA83, 57E6A772, 0066E6BE, 90426E6B, F10B6CFS5
38A2DA8B3, 56D619B1, C7184576, 487F9401, F10B6CF5, 22D17257, 0066E6BE, 90426E6B
487F9401, 3A35A3C5, 56D619B1, C7184576, 90426E6B, 016777A4, 22D17257, 0066E6BE
C7184576, B5517538, 3A35A3C5, 56D619B1, 0066E6BE, 9A8DCS5A0, 016777A4, 22D17257
56D619B1, 4609C4C2, B5517538, 3A35A3C5, 22D17257, A9C46E68, 9A8DCS5A0, 016777A4
3A35A3C5, D5C2B699, 4609C4C2, B5517538, 016777A4, 13B0D540, A9C46E68, 9A8DCS5A0
B5517538, 342AF741, D5C2B699, 4609C4C2, SA8DC5A0, 983D8B08, 13B0OD540, A9C46E6S8
460902C 2, 38286DDE, 342AT 141, DSCZ2B69Y, A9CAGrR08, 900USAran, 983D8B08, 13B0D540
D5C2H699, 9BCEECOA, 38286DDA, 342AF741, 13B0D540, D25FDBB1, 96084F4E, 983D8BOS8
342AH741, 5803DF3A, 9BCEECOA, 38286DDA, 983D8B08, 35EAGFEQO, D25FDBB1l, 96084F4F
3828dDDA, E1B026EB, 5803DF3A, 9BCEECOA, 96084F4E, B862709F, 35EA6FEQ, D25FDBB1
9BCEECOA, 31587C22, E1B026EB, 5803DF3A, D25FDBB1, C02839EB, B862709F, 35EAGFEO
58030F3A, 9B25E1DC, 31587C22, E1B026EB, 35EAG6FE0, 00245200, CO02839EB,(B862709F
E1BO46EB, 2205379E, 9B25E1DC, 31587C22, B862709F, CB116A95, 00245200,“C02839EB
31587C22, L5E3334A3, 2205379E, 9B25E1DC, C02839EB, B90EE1BF, CB116A95,; 00245200
9B25H1DC, 56F80FA9, 5E3334A3, 2205379E, 00245200, 64132D32, BY90OEE1BF, CB116A95

The hash-coge is the following 128-bit string.

Cl 4A 12 19 9C 66 E4 BA 84 63 6B OF 69-h4 4C 77

A.2.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of
‘message digest’

The hash-code is the following 128-bit string.

9E 32 7B 3D 6E 52 362 AF Cl 13 2D 7D F9 D1 B8
A.2.5 Example 5

In this example the data-string is the 26=byte string consisting of the ASCII-coded version of
‘abcdefghijkimnopgrstuvwxyz’

The hash-code is the following 128-bit string.

FD 2A A6 07 F7 1D C8 F5 10 71 49 22 B3 71 83 4E

A.2.6 Example 6

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789’
The hash-code is the following 128-bit string.
D1 E9 59 EB 17 9C 91 1F AE A4 62 4C 60 C5 C7 02
A.2.7 Example 7

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions
of
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1234567890’
The hash-code is the following 128-bit string.
3F 45 EF 19 47 32 C2 DB B2 C4 A2 C7 69 79 5F A3
A.2.8 Example 8
In this example the data-string is the 56-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnimnomnopnopq’

After the padding process, the two 16-word blocks derived from the data-string are as follows:

646436261 65646362 66656463 67666564 68676665 69686766 6AE96867 |6B6A6968
6C¢B6A6Y 6D6C6B6A 6E6D6C6B 6F6E6D6C T706F6E6D 71706F6E 00000080 (00000000

00000000 00000000 oOOOOOOOO 0OOOOOOO 00000000 00000000/~ 00000000 [OOOO0O0O0OO
00¢00000 00000000 00000000 00000000 00000000 00000000~ 000001CO (00000000

The fpllowing are (hexadecimal representations of) the successive values.of the variables X, X1,[X5, X3, X',
X', XJ», X' obtained during the processing of the first block.

67452301, EFCDAB89, 98BADCFE, 10325476, 67452304,\EFCDAB89, 98BADCFE, 103R5476
10325476, 6D431997, EFCDAB89, 98BADCFE, 103254(7%¢, D8SED5AY9, EFCDAB89, 98BRDCFE
98BADCFE, CO9AE23F2, 6D431997, EFCDAB89, 98BADRPCFE, 69B10AC1l, D8SED5AY9, EFCPABS8O9
EFCDAB89, 69A6A520, CSAE23F2, 6D431997, EFCDAB89, B661DBO9C, 69B10AC1, D89EDS5SAS
6D431997, FB032247, 69A6A520, COAE23F2, DS9EDSAY9, ABACC2AF, B661DB9C, 69B[LOAC1
COAE23F2, 16C49226, FB032247, 69A6A520,N\69B10AC1, D412CAD1, ABACC2AF, B66[LDBOC
69A6A520, 77A099B7, 16C49226, FB03224%; B661DBO9C, E2DEDF22, D412CAD1, ABA[LC2AF
FB032247, 3BS9BAEB7, 77A099B7, 16C49226, ABACC2AF, CFB03688, E2DEDF22, D41pPCAD1
16C49226, DA61AB82, 3BO9BAEB7, 77AQ099B7, D412CAD1, 72599389, CFB03688, E2DEDF22
77A099B7, 54C888CC, DA61AB82, 3BO9BAEB7, E2DEDF22, CF3CD682, 72599389, CFBP3688
3B9BAEB7, F2635347, 54C888CC, \DA61AB82, CFB03688, B235784E, CF3CD682, 725P9389
DA61AB82, E2CACO9B4, F26353474 54C888CC, 72599389, 881678DF, B235784E, CEF3[LD682
54C888CC, 9596C718, E2CACOB4, F2635347, CF3CD682, E815373B, 881678DF, B23p784E
F2635347, 9DD54912, 9596C718, E2CAC9B4, B235784E, BD994B56, E815373B, 881K78DF
E2CACS9B4, 2E8539A7, 9Bbb54912, 9596C718, 881678DF, B0055655, BD994B56, E81p373B
9596C718, 2303C213,( 2E8539A7, 9DD54912, E815373B, CC87EF5A, B0055655, BDI9P4B56
9DD54912, EAT9BEZYS, 2303C213, 2E8539A7, BD994B56, 6B24384D, CC87EF5A, BO0Op5655
2E8539A7, 23D7CB45, EAT9BE25, 2303C213, B0055655, 93E7329F, 6B24384D, CCS8[/EF5A
2303C213, FO028EF04, 23D7CB45, EAT9BE25, CC8T7EF5A, 35B95AE7, 93E7329F, 6B2KU384D
EA79BE25, 48863F19, F028EF04, 23D7CB45, 6B24384D, 06C6536D, 35B95AE7, 93E[/329F
23D7CB45,. 514C81B6, 48863F19, FO028EF04, 93E7329F, FF1C5DC7, 06C6536D, 35BPS5AE7
FO028EF04) 102CE67, 514C81B6, 48863F19, 35B95AE7, DOD541F1l, FF1C5DC7, 06Cp536D
48863F19; 330485FD, 6102CE67, 514C81B6, 06C6536D, A94CODD9, DOD541F1, FF1L5DC7
514c81B6, 289E8C82, 330485FD, 6102CE67, FF1C5DC7, DEDC1E39, A94C0ODD9, DODp41Fl
6102CE67, 13CC3AlD, 289E8C82, 330485FD, DOD541F1, 12D926C0, DEDC1E39, A94[0DD9
380485FD, 40A226A6, 13CC3AlD, 289E8C82, A94C0DD9, EDTEDA63, 12D926C0, DEDC1E39
’)QOE‘Q(“Q’)’ '7(\DU‘D’I7\Q’ AQNDD C C’ 1’2f‘f"’27\'|T‘\, ]‘\E‘F\F'IE"QQ, QS22 Of“, LT‘T\'7E‘]‘\7\£’2, 120 26CO
13CC3A1D, CE1D1A37, 70BFB1A8, 40A226A6, 12D926C0O, F5D22339, 9E52219C, ED7EDA63
40A226A6, EC9F7830, CE1D1A37, 70BFB1A8, ED7EDA63, OBC5B4FC, F5D22339, 9E52219C
70BFB1A8, 3CF2D6EE, EC9F7830, CE1D1A37, 9E52219C, FCFBD391, OBCS5B4FC, F5D22339
CE1D1A37, FOC1F95C, 3CF2D6EE, ECO9F7830, F5D22339, 2B6A389B, FCFBD391, 0OBC5B4rC
ECO9F7830, 9A351A9D, FOC1lF95C, 3CF2D6EE, OBC5B4FC, FBF85B05, 2B6A389B, FCEFBD391
3CF2D6EE, 138B0685, 9A351A9D, FOC1F95C, FCFBD391, F7BBBE8SB, FBF85B05, 2B6A389B
FOC1F95C, EA3574D1, 138B0685, 9A351A9D, 2B6A389B, C8592ACC, F7BBBES8B, FBF85B05
9A351A9D, 4719C849, EA3574D1, 138B0685, FBF85B05, FE2D3EFA, C8592ACC, FT7BBBESB
138B0685, 57F52A13, 4719C849, EA3574D1, F7BBBE8B, 5411CC34, FE2D3EFA, C8592ACC
EA3574D1, 4751F880, 57F52A13, 4719C849, C8592ACC, DC8ED546, 5411CC34, FE2D3EFA
4719C849, 80605BAF, 4751F880, 57F52A13, FE2D3EFA, 55C1lE317, DC8ED546, 5411CC34
57F52A13, 1E53AD4A, 80605BAF, 4751F880, 5411CC34, O0B92E4F0, 55C1E317, DC8ED546
4751F880, 1ABEED79, 1E53AD4A, 80605BAF, DC8ED546, 5E192900, O0B92E4F0, 55C1lE317
80605BAF, 75EACBB7, 1ABEED79, 1E53AD4A, 55C1E317, 186EBOCF, 5E192900, OB92E4F0
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1E53AD4A,

1ABEE

75EACBB7,

08AC1
9BDB7
ADF32

2277B80D,
535DBB9A,

2A494
693C7
148A5
D2932

39CA97B6,

08AC1056,
9BDB7AS88S,
ADF32F05,
2277B80D,
535DBBIA,
2A494ECS,
693C7A009,
148A5796,
D2932448,
39CA97B6,
770BCE98,
8C4DCGAF,
048CC517,

D79,

056,
A88,
F05,

EC5,
AQ9,
796,
448,

75EACBB7,
08AC1056,
9BDB7A8S,
ADF32F05,
2277B80D,
535DBBIA,
2A494ECS,
693C7A09,
148A5796,
D2932448,
39CA97B6,
770BCE98,
8C4DC6AF,

1ABEED79,
75EACBB7,
08AC1056,
9BDB7A88,
ADF32F05,
2277B80D,
535DBBYA,
2A494ECS,
693C7A09,
14815796,
D2932448,
39CA97BO6,
770BCE98,

0B92E4FOQ,
5E192900,
186EBOCF,
8F3A64E3,
3701E7B3,
6CE969E9,
EE7224D5,
3E849DOF,
DDBD8EE7,
C3DDAC40,
SEQOE10B9,
1CCB75AF,
27F81499,

8F3AG4E3,
3701E7B3,
6CE969E9,
EE7224D5,
3E849DOF,
DDBDS8EE7,
C3DDAC40,
5EOE10B9,
1CCB75AF,
27F81499,
82843491,
4E4E13E9,
03BD1BDY,

186EBOCF,
8F3A64E3,
3701E7B3,
6CE969E9,
EE7224D5,
3E849D0F,
DDBD8EE7,
C3DDAC40,
SEOE10B9,
1CCB75AF,
27F81499,
82843491,
4E4E13E9,

5E192900
186EBOCF
8F3A64E3
3701E7B3
6CE969E9
EE7224D5
3E849D0F
DDBD8EE7
C3DDAC40
5EOE10BS
1CCB75AF
27F81499
82843491

770B
8C4D(
048cCd
41994
40774
E60AH
0E248
10667
64 6BH
625Cd
8EOE]

The following
X"]! X’21 X’3 ol

31560
553B(
846C1H
285A7
1ADDH
CE8F(
0DD84
4842H
BE6AY
TFE33
D1CCH
10894
89927
5E3BY
76664
A1BAQ
DE527
E52F]
5C3C
FClC4
O0AO3H
FB74H
C78Dd
ACF6(

987
6AF,
517,
0CF,
OEE,
EC4,
ASB,
792,
7A8,
E22,
101,

41770ULL,
407700EE,
EGOABEC4,
0E248A8B,
10667792,
646BB7AS,
625CCE22,
8EOE1101,
€23D3583,
81DE3DC5,
D24E4181,

ua4oCLLOL 7/,
419960CF,
407700EE,
E60ABEC4,
0E248A8B,
10667792,
646BB7A8,
625CCE22,
8E0E1101,
C23D3583,
81DE3DCS5,

oLaDUOAL,
048CC517,
419960CF,
407700EE,
EGOABEC4,
0E248A8B,
10667792,
646BB7AS,
625CCE22,
8EOE1101,
€23D3583,

cZo045471,
4E4E13E9,
03BD1BDY,
6FA999B7,
37B18629,
9EA44395,
F877D28C,
F63EA862,
424072F0,
3B7642B8,
CD620F4E,

OrAIYIILB T,
37B18629,
9EA44395,
F877D28C,
F63EA862,
424072F0,
3B7642B8,
CD620F4E,
BFAALAO2,
1BA7FD36,
E62BB2A4,

|VS)SIDRNSIDA M
6FA999B7,
37B18629,
9EA44395,
F877D28C,
F63EA862,
424072E0,
3B7642BEY
CD620F7E,
BEAALAO2,
YBATFD36,

TEZETSES
03BD1BDY
6FA999BT
37B18629
9EA44395
E877D28C
F63EA862
424072F0
3B7642B8
CD620F4E
BFAA1AQ02

are (hexadecimal representations of) the successive values aof'the variables X, Xi, X5, X,
tained during the processing of the second block.

350,
1B8,
81B,
1CF,
153,
309,
03,
01E,
014,
9ca,
D4B,
6B1,
3E8,
917,
63B,
92¢,
no4,
533,
c22,
108,
84B,
D26,
5C4,
434

285A21CF,
1ADDE153,
CESFC3009,
0DD8403A,
4842F01E,
BE6A9014,
7FE339CA,
D1CCFD4B,
108966B1,
899223E8,
5E3B9917,
76666638,
A1BAD92C,
DE527A04,
E52F1533,
5C3C2C22,
FC1C4108,
0A03E84B,
FB74BR26,
c78Be5c4,
AdF60434,
S8F751E0,
EB75C7CB,
83COA8B7,

846C181B,
285A21CF,
1ADDE153,
CESFC309,
0DD8403A,
4842F01E,
BE6A9014,
7FE339CA,
D1CCFD4B,
108966B1,
899223E8,
5E3B9917,
76666633,
A1BADO2E,
DE5S27A04,
E5S2F1533,
533C2C22,
FC1C4108,
0A03ES4B,
FB74BD26,
c78DC5C4,
ACF60434,
58F751E0,
EB75C7CB,

553B61B8,
846C181B,
285A21CF,
1ADDE153,
CESFC3009,
0DD8403A,
4842F01E,
BE6AO0LA;
7FE339Ch,
D1CCFDAB,
10896681,
899223E8,
SE3B9917,
76666638,
A1BAD92C,
DE527A04,
E52F1533,
5C3C2C22,
FC1C4108,
0A03E84B,
FB74BD26,
C78DC5C4,
ACF60434,
58F751E0,

31560350,
553B61B8,
846C1818,
285A21CF,
56C8C102,
702249n4,
22CBOA97,
35B2DCDF,
D2EFFB4A,
59EA6C60,
82DEA3AE,
4481FDE2,
13BB8F73,
946BD478,
BDO605SEA,
36F99153,
EB4AES72,
7C346442,
AFA320AD,
B4905651,
02E94FAl,
E08D1799,
69AFAASO,
FAG65E46,

285A21CF,
56C8C102,
70224914,
22CBOA97,
35B2DCDF,
D2EFFB4A,
59EA6C60,
82DEA3AE,
4481FDE2,
13BB8F73,
946BD478,
BDO60SEA,
36F99153,
EB4AES72,
7C346442,
AFA320AD,
B4905651,
02E94FAl,
E08D1799,
69AFAASQ,
FAG65E46,
269AB7E3,
0F06388B,
FD44FBD5,

846C181B,
285A21CF,
56C8C102,
702249A4,
22CBOA97,
35B2DCDF,
D2EFFB4A,
59EA6C60,
82DEA3AE,
4481FDE2,
13BB8F73,
946BD478,
BDOG60SEA,
36F99153,
EB4AES72,
7Cc346442,
AFA320AD,
B4905651,
02E94FAl,
E08D1799,
69AFAASO,
FA665E46,
269ABTE3,
0F06388B,

553B61B8
846C181B
285A21CF
56C8C102
702249A4
22CBOA97
35B2DCDF
D2EFFB4A
59EA6C60
82DEA3AE
4481FDE2
13BB8F73
946BD478
BDO605EA
36F99153
EB4AE872
7C346442
AFA320AD
B4905651
02E94FAl
EO08D1799
69AFAA80
FA665E46
269ABTE3

58F75

EB75C7CB,
83COA8B7,

27C87
B7B91

0FA1C6DC,

2CC60

08029C44,
F693A10E,

35622
669F7

7B70C168,
037FB1S9C,

9B0OA1
9D015

32

15U, r'Co 7176,
B7B9163F,
0FALC6DC,
2CC60316,
08029c44,
F693A10E,
356224B9,
669F7869,
7B70C168,
037FB19C,
9B0A10B3,
9D015956,
6A7DESF4,
E522D913,
0EFD42E5,

178,
63F,

316,

4B9,
869,

0B3,
956,

83COA8B 7,
27C87178,
B7B9163F,
OFALC6DC,
2CC60316,
08029C44,
F693A10E,
356224B9,
669F7869,
7B70C168,
037FB19C,
9BOA10B3,
90015956,
6A7TDESF4,
E522D913,

EB75CT7CH;
83C0ASB7,
27C87178,
B7B9163F,
0FA1C6DC,
2CC60316,
08029C44,
F693A10E,
356224B9,
669F7869,
7B70C168,
037FB19C,
9BOA10B3,
9D015956,
6A7DESF4,

COABTES,
0F06388B,
FD44FBD5,
DBBCO0190,
DOE3FC2B,
7D87B4BA,
68367FDB,
53AB5439,
E78B75B5,
830530DF,
67FCB1AC,
757BB243,
FOCA8878,
FA10CB33,
5487E56C,

DBBCUTS0;
DOE3FC2B,
7D87B4BA,
68367FDB,
53AB5439,
E78B75B5,
830530DF,
67FCB1AC,
757BB243,
FOCA8878,
FA10CB33,
5487E56C,
A5D33699,
BEB495BC,
05202F93,

rba4rpbo,
DBBC0190,
DOE3FC2B,
7D87B4BA,
68367FDB,
53AB5439,
E78B75B5,
830530DF,
67FCB1AC,
757BB243,
FOCA8878,
FA10CB33,
5487E56C,
A5D33699,
BEB495BC,
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DBBC0190
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68367FDB
53AB5439
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830530DF
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FA10CB33
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A5D33699
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6A7DESF4, 7902100B, OEFD42E5, E522D913, A5D33699, BACE7DD9, 05202F93, BEB495BC
E522D913, 1ACEFABC, 7902100B, OEFD42E5, BEB495BC, 08D045DD, BACE7DD9, 05202F93
OEFD42E5, EQ07378FF, 1ACEFABC, 7902100B, 05202F93, 5448A3A0, 08D045DD, BACE7DD9
7902100B, 489C7AlA, EQ07378FF, 1ACEFABC, BACE7DD9, D98BE3AA, 5448A3A0, 08D045DD
1ACEFABC, CO02A45A5, 489C7A1A, EQ7378FF, 08D045DD, 12EC982F, D98BE3AA, 5448A3A0
E07378FF, 3068DDE8, CO02A45A5, 489C7A1A, 5448A3A0, 4A1EB2B2, 12EC982F, D98BE3AA
489C7A1A, D5DD5018, 3068DDE8, CO02A45A5, D98BE3AA, D677AAA8, 4A1EB2B2, 12EC982F
C02A45A5, B9D75D76, D5DD5018, 3068DDE8, 12EC982F, 5AA89133, D677AAA8, 4A1EB2B2
3068DDE8, 51A9B2DD, BY9D75D76, D5DD5018, 4A1EB2B2, 49BCE169, 5AA89133, D677AAAS8
D5DD5018, 36F589C4, 51A9B2DD, B9D75D76, D677AAA8, CF4FA8D2, 49BCE169, 5AA89133
B9D75D76, BS5C6OEAF, 36F589C4, 51A9B2DD, 5AA89133, C1985969, CF4FA8D2, 49BCE169
51A9B2DD, 725DF80C, B5C60EAF, 36F589C4, 49BCE169, 427440B4, C1985969, CF4FA8D2
36F589C4, 3F7A2507, 725DF80C, BLC60EAF, CF4FA8D2, 60927896, 427440B4, C1985969
BSCG6ORAT, JDO39EBG, SFTA200 71, 125Dr80C, CIo985969, 7050RD96, 60927896, 42 7E40B4
725DF80C, 5A249895, 9D539EB6, 3F7A2507, 427440B4, CBC74513, 7050ED96, .609pR7896
3F7A2507, AT7CECDCD, 5A249895, 9D539EB6, 60927896, 8431C75E, CBC74513¢\705PED96
9D539EB6, F8DCD12B, A7CECDCD, 5A249895, 7050ED96, OE3A1C68, 8431C75E, “CBC[/4513
5A249895, 3E30DB2A, F8DCD12B, A7CECDCD, CBC74513, 62EEEC87, OE3AlC68, 843[LC75E
AT7CECDCD, A25D36CE, 3E30DB2A, F8DCD12B, 8431C75E, 2B1F312D, 62EEEC87, OE3R1C68
F8DCD12B, A92CF759, A25D36CE, 3E30DB2A, OE3A1C68, FB124197, 2BN'312D, 62EEEC87
3E30DB2A, OCDOBAG66, A92CF759, A25D36CE, 62EEEC87, DB8AS5SC11,("EFB124197, 2B1F312D
A25D36CE, AF62D775, OCDOBAG66, A92CF759, 2B1F312D, EC3264DC, DB8ASC11, FB1R4197
A92CF759, 69D4E1DF, AF62D775, 0CDOBAG66, FB124197, 9AA87F7¢, EC3264DC, DB8S8R5C11
0CDOBAG66, OEE66339, 69D4E1DF, AF62D775, DB8A5SC11, 04512915, 9AA87F7C, EC3R64DC
AF62D775, 5C5B5FBD, OEE66339, 69D4E1DF, EC3264DC, CH63272A, 04512915, 9AABT7FIC
69D4E1DF, OD80OE8CF, 5C5BS5FBD, 0EE66339, 9AA87F7C,CEP7DF45, C763272A, 0452915

The Hash-code is the following 128-bit string.

Al AA 06 89 DO FA FA 2D DEN22 E8 8B 49 13 3A 06

A.2.9 Example 9

In (tshis example the data-string is the 1000000-byte string consisting of the ASCII-coded version qf ‘a’ repeated
10° tifes.

The hash-code is the following 128-bit string.

47 7F 57(23 F9 54 EB Al 21 6C 9D 8F 63 20 43 1F
A.2.10 Example 10

In thig example the datazstring is the 112-byte string consisting of the ASCII-coded version of

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijkimghijkimn
hijkimnoijkimnopjklmnopgkimnopgrimnopgrsmnopgrstnopqgrstu’

(with ho line/break after the first n).

The hash-code is the following 128-bit string.
d4 ec c9 13 el df 77 6b f4 8d e9 d5 5b 1f 25 46
A.2.11 Example 11
In this example the data-string is the 32-byte string consisting of the ASCII-coded version of
‘abcdbcdecdefdefgefghfghighijhijk’
The hash-code is the following 128-bit string.

13 fc 13 e8 ef ff 34 7d el 93 ff 46 db ac cf d4
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A.3 Dedicated Hash-Function 3
A.3.1 Example 1
In this example the data-string is the empty string, i.e., the string of length zero.

The hash-code is the following 160-bit string.

DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 AF D8 07 09

A.3.2 Example 2

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’.
The hash-coge is the following 160-bit string.

86 F7 E4 37 FA A5 A7 FC E1 5D 1D DC B9 EA EA EA 37 76 §7\BS8

A.3.3 Example 3

In this examplle the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is
equivalent to fthe bit-string: * 01100001 01100010 01100011°.

After the paddling process, the single 16-word block derived from the data*string is as follows.

616263801 00000000 00000000 00000000 000000@HG,) 0OOOOOOOO0 00000000 000009000
000000001 00000000 00000000 00000000 000000G0 00000000 00000000 O0O0OCOQOOD1S8

The following| are (hexadecimal representations of) the successive values of the variables Xg, Xi, X5, X3, KX;.

0116FC33, 67452301, 7BES6AE2, 98BADCFE, 10325476
8990536D, 0116FC33, .59D148C0, 7BF36AE2, 98BADCFE
A1390F08, 8990536D,.\C045BFOC, 59D148C0, 7BF36AE2
CDD8E11B, Al1390F08y 626414DB, CO045BF0C, 59D148CO
CFD499DE, CDD8ELIB, 284E43C2, 626414DB, CO045BFOC
3FC7CA40, CED499DE, F3763846, 284E43C2, 626414DB
993E30C1, 3FCGTJCA40, B3F52677, F3763846, 284E43C2
9E8C07D4,, 993E30C1, OFF1F290, B3F52677, F3763846
4B6AE328y, 9E8C07D4, 664F8C30, OFF1F290, B3F52677
8351W9%9, 4B6AE328, 27A301F5, 664F8C30, OFF1F290
FBDA9ESS, 8351F929, 12DAB8CA, 27A301F5, 664F8C30
68188FE4, FBDASE89, 60D47E4A, 12DAB8CA, 27A301F5
4607B664, 63188FE4, TEF6ATA2, 60D47E4A, 12DAB8CA
9128F695, 4607B664, 18C623F9, TEF6ATA2, 60D47E4A
196BEET77, 9128F695, 1181ED99, 18C623F9, TEF6ATA2
20BDD62F, 196BEE77, 644A3DA5, 1181EDS9, 18C623F9
4E925823, 20BDD62F, C65AFBO9D, 644A3DA5, 1181ED99
82AA6728, 4E925823, C82F758B, C65AFBI9D, 644A3DA5
DC64901D, 82AA6728, D3A49608, C82F758B, C65AFBID
FDO9E1D7D, DC64901D, 20AAS9CA, D3A49608, C82F758B
1A37B0CA, FDO9E1D7D, 77192407, 20AA99CA, D3A49608
33A23BFC, 1A37BOCA, 7F67875F, 77192407, 20AA99CA
21283486, 33A23BFC, 868DEC32, 7F67875F, 77192407
D541F12D, 21283486, OCE8S88EFF, 868DEC32, T7F67875F
C7567DC6, D541F12D, 884A0D21, OCE88EFF, 868DEC32
48413BA4, C7567DC6, 75507C4B, 884A0D21, OCESSEFF
BE35FBD5, 48413BA4, B1D59F71, 75507C4B, 884A0D21
4AA84D97, BE35FBD5, 12104EES, B1D59F71, 75507C4B
8370B52E, 4AA84D97, 6F8DTEF5, 12104EE9, B1D59F71
CS5FBAF5D, 8370B52E, D2AA1365, 6F8DTEF5, 12104EE9
1267B407, CS5FBAF5D, AODC2D4B, D2AA1365, 6F8DTEFS
3B845D33, 1267B407, 717EEBD7, AODC2D4B, D2AA1365
046FAAOA, 3B845D33, C499EDO1, 717EEBD7, AODC2D4B
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2C0EBC11, 046FAAQA, CEE1174C, C499EDO1, 717EEBD7
21796AD4, 2COEBC11, 811BEA82, CEE1174C, C499EDO1
DCBBBOCB, 21796AD4, 4BO3AF04, 811BEAS2, CEE1174C
0F511FD8, DCBBBOCB, 085E5AB5, 4B03AF04, 811BEAS2
DC63973F, OF511FD8, F72EEC32, 085ESAB5, 4B03AF04
4C986405, DC63973F, 03D447F6, F72EEC32, 085E5ABS
32DEL1CBA, 4C986405, F718E5CF, 03D447F6, F72EEC32
FC87DEDF, 32DEL1CBA, 53261901, F718E5CF, 03D447F6
970A0D5C, FC87DEDF, 8CB7872E, 53261901, F718ESCF
7F193DC5, 970A0D5C, FF21F7B7, 8CB7872E, 53261901
EE1B1AAF, 7F193DC5, 25C28357, FF21F7B7, 8CB7872E
40F28E09, EEI1BLAAF, 5FC64F71, 25C28357, FF21F7B7
1C51E1F2, 40F28E09, FBS6C6AB, S5FC64F71, 25C28357

AOIB846C, ICSIETIFZ, SU3CASEZ, FBS8OCOAB, OFCOAFTT
BEADO2CA, A01B846C, 8714787C, 503CA382, FB86CG6AB
BAF39337, BEADO2CA, 2806E11B, 8714787C, 503CA382
120731C5, BAF39337, AFAB40B2, 2806E11B, 8714787C
641DB2CE, 120731C5, EEBCE4CD, AFAB40B2, 2806E11B
3847AD66, 641DB2CE, 4481CC71, EEBCE4CD, AFAB40B2
E490436D, 3847AD66, 99076CB3, 4481CC71, EEBCE4CD
27E9F1D8, E490436D, 8E11EB59, 99076CB3, 4481CC71
7B71F76D, 27E9F1D8, 792410DB, 8E11EB59, 9907¢cCB3
5E6456AF, 7B71F76D, 09FATC76, 792410DB, ,8E11EB59
C846093F, 5E6456AF, S5EDCT7DDB, 09FATCT76,(792410DB
D262FF50, C846093F, D79915AB, 5EDCT7DBB,* 09FATC76
09D785FD, D262FF50, F211824F, D79945AB, 5EDC7DDB
3F52DE5A, 09D785FD, 3498BFD4, F211824F, D79915AB
D756C147, 3F52DESA, 4275E17F, 34A98BFD4, F211824F
548C9CB2, D756C147, 8FD4B796,,42715E17F, 3498BFD4
B66C020B, 548CS9CB2, F5D5B051,)*8FD4B796, 4275E17F
6B61CSE1l, B66C020B, 9523292C, F5D5B051, 8FD4B796
19DFA7AC, 6B61C9E1l, ED9BO082, 9523272C, F5D5B051
101655F9, 19DFA7AC, 5AD87278, EDI9B0082, 9523272C
0C3DF2B4, 101655F9, @677E9EB, 5AD87278, EDSB0082
78DD4D2B, 0C3DF2B4,\ 4405957E, 0677ESEB, 5AD87278
497093C0, 78DD4DZB, 030F7CAD, 4405957E, 0677E9EB
3F2588C2, 497093C0, DE37534A, 030F7CAD, 4405957E
Cl99F8C7, 3F2388C2, 125C24F0, DE37534A, 030F7CAD
39859DE7, GIP9F8C7, 8FC96230, 125C24F0, DE37534A
EDB42DE4, 39859DE7, F0667E31, 8FC96230, 125C24F0
11793F6F;* EDB42DE4, CE616779, F0667E31, 8FC96230
5EE76897, 11793F6F, 3B6D0B79, CE616779, F0667E31
63F7DAB7, 5EE76897, C45E4FDB, 3B6D0B79, CE616779
AQY9B7D9, 63F7DAB7, D7BO9DA25, C45E4FDB, 3B6D0OB79
860D21CC, A079B7D9, DS8FDF6AD, D7B9DA25, C45E4FDB
5738D5E1, 860D21CC, 681E6DF6, DS8FDF6AD, D7B9DA25
42541B35, 5738D5E1l, 21834873, 68lE6DF6, DS8FDF6AD

The hash-codgis the following 160-bit string.

A9 99 3E 36 47 06 81 6A BA 3E 25 71 78 50 C2 6C 9C DO D8 9D

A.3.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of
‘message digest’

The hash-code is the following 160-bit string.

Cl 22 52 CE DA 8B E8 99 4D 5F A0 29 0OA 47 23 1C 1D 16 AA E3
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A.3.5 Example 5

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of
‘abcdefghijkimnopgrstuvwxyz’

The hash-code is the following 160-bit string.

32 D1 0C 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84 24 0D 3A 89

A.3.6 Example 6

In this examplle the data-string is the 62-byte string consisting of the ASCII-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789
The hash-coge is the following 160-bit string.

76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA_11vF9 40

A.3.7 Example 7

In this example the data-string is the 80-byte string consisting of the ASCll>coded version of eight repetitions
of

1234567890’
The hash-coge is the following 160-bit string.

50 AB F5 70 6A 15 09 90 A0 8B«2C 5E A4 OF A0 E5 85 55 47 32

A.3.8 Example 8

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of
‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnimnomnopnopq’

After the padgling process, the twe-16-word blocks derived from the data-string are as follows.

61626364 62636465, ©3646566 64656667 65666768 66676869 6768696A 68696QA6B
696A6B6C| 6A6B6COD-\"6B6C6D6E 6C6D6EGE 6D6E6F70 6E6F7071 80000000 00000000

00000000 00000OGO0 00000000 00000000 00000000 00000000 00000000 0OOCOOQOO
00000000 0@ODOOOO 00000000 00000000 00000000 00000000 00000000 0O0OCOOLCO

The fo"owin ara (havadacimal ranracantatinne nf\ tha ciincacciva vyaliine Af tha vyariahlac Y. W
glare{thexadesimalrepresentations-of)} the-successive-values-of the-variables X%

obtained during the processing of the first block.

X

A4
ravaEa

»é
37 N4

0116FC17, 67452301, 7BF36AE2, 98BADCFE, 10325476
EBF3B452, 0116FC17, 59D148C0, 7BF36AE2, 98BADCFE
5109913A, EBF3B452, C045BF05, 59D148C0, 7BF36AE2
2C4F6EAC, 5109913A, BAFCED14, CO045BF05, 59D148CO
33F4AESB, 2C4F6EAC, 9442644E, BAFCED14, C045BFO05
96B85189, 33F4AE5B, 0OB13DBAB, 9442644E, BAFCED14
DB04CB58, 96B85189, CCFD2B96, OB13DBAB, 9442644E
45833F0F, DB04CB58, 65AE1462, CCFD2B96, OB13DBAB
C565C35E, 45833F0F, 36Cl32D6, 65AE1462, CCFD2B96
6350AFDA, C565C35E, D160CFC3, 36C132D6, 65AE1462
8993EAT77, 6350AFDA, B15970D7, D160CFC3, 36Cl32D6
E19ECAA2, 8993EA77, 98D42BF6, B15970D7, D160CFC3
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8603481E,
32F94A85,
B2E7A8BE,
42637E39,
6B068048,
426B9C35,
944B1BD1,
6C445652,
95836DA5,
09511177,
E2B92DC4,
FD224575,
EEB82D9A,

E19ECAA2,
8603481E,
32F94A85,
B2E7ASBE,
42637E39,
6B068048,
426B9C35,
944B1BD1,
6C445652,
95836DA5,
09511177,
E2B92DC4,
FD224575,

E264FA9D,
B867B2AS,
A180D207,
4CBE52A1,
ACBOEA2F,
5098DFSE,
1AC1A012,
509AE70D,
6512C6F4,
98111594,
6560DB69,
€254445D,
38AE4B71,

98D42BF6,
E264FA9D,
B867B2AS,
A180D207,
4CBES52A1,
ACBOEA2F,
5098DF8E,
1AC1A012,
509AE70D,
6512C6F4,
98111594,
6560DB69,
€254445D,

ISO/IEC 10118-3:2004(E)

B15970D7
98D42BF6
E264FASD
B867B2A8
A180D207
4CBES52A1
ACBY9EAZ2F
5098DF8E
1ACIAQ12
509AE70D
6512C6F4
9B111594
6560DB69

oAl4ZCU1LA,
2972F7C7,
D526A644,
E1122421,
05B457B2,
A9C84BEC,
52E31F60,
SAF3242C,
31C756A9,
E9AC987C,
AB7C32EE,
5933FC99,
43F87AEQ,
24957F22,
ADEB7478,
D70E5010,
79BCFBOS,
F9BCBSDE,
633E9561,
98C1EA64,
C6EA241E,
A2AD4AFO02,
C8A69090,
88341600,
7TE846F58,
86E358BA,
8D2E76C8,
CE892E10;
EDEASSBI,
36D1230A,
7%6C3910,
A681B723,
ACOA794F,
F03D3782,
9EF775C3,
36254B13,
4080D4DC,
2BFAFTAS,
513F9CAOQ,
E5895C81,

LEBOoZUIA,
SA142C1A,
2972F7C7,
D526A644,
E1122421,
05B457B2,
A9C84BEC,
52E31F60,
S5AF3242C,
31C756A9,
E9AC987C,
AB7C32EE,
5933FC99,
43F87AE9,
24957F22,
ADEB7478,
D70E5010,
79BCFBOS,
FO9BCBSDE,
633E9561,
98C1EA64,
C6EA241E,
A2ADAFO2,
C8A69090,
88341600,
TEB46F58,
86E358BA,
8D2E76C8,
CE892ELO,
EDEA95B1,
36D1230A,
776C3910,
A681B723,
ACOA794F,
F03D3782,
9EF775C3,
36254B13,
4080D4DC,
2BFAF7AS,
513F9CAQ,

reacy1Lo00,
BBAEOB66,
96850806,
CASCBDF1,
35492991,
78448908,
816D15EC,
2A7212FB,
14B8C7DS,
16BCC90B,
4C71D5AR,
3R6B261F,
AADFOCBB,
564CFF26,
SOFELEBA,
89255FC8
2B7ADDLE}
35c39404Y
1E6E3EC2,
BEGE2E37,
58CFA558,
26307A99,
B1BA8907,
A8AB53CO,
3229A424,
220D0580,
1FA11BD6,
A1B8D62E,
234B9DB2,
33A24B84,
7B7AA56C,
8DB448C2,
1DDBOE44,
E9A06DCS,
EB029E53,
BCOF4DEO,
E7BDDD70,
CcD8952C4,
10203537,
OAFEBDEA,

SoALa4b /1,
7F48915D,
BBAEOBG6,
96850B06,
CA5CBDF1,
3549A991,
78448908,
816D15EC,
2A7212FB,
14B8C7DS,
16BCCI0B
4C71D5aR,
3A6B2GLF,
AADFO€BB,
564CFF26,
50FELEBA,
89255FC8,
2B7ADDI1E,
35039404,
1E6F3EC2,
BE6F2E37,
58CFA558,
26307299,
B1BAS907,
ASAB53CO,
32290424,
220D0580,
1FA11BDS6,
A1B8D62E,
234B9DB2,
33A24B84,
7B7AA56C,
8DB448C2,
1DDBOE44,
E9A06DCS,
EB029E53,
BCOF4DEQO,
E7BDDD70,
cD8952C4,
10203537,

C254445D
38AE4B71
TF48915D
BBAEOB66
96850B06
CALSCBDFE I
3549A991
78448908
816DI5EC
2A7212FB
14B8C7D8
16BCC90B
4C71D5AA
3A6B261F
AADFOCBB
564CFF26
50FE1EBA
89255FC8
2B7ADD1E
35C39404
1E6F3EC2
BEGF2E37
58CFA558
26307A99
B1BA8907
A8AB53CO
3229A424
220D0580
1FA11BD6
A1B8D62E
234B9DB2
33A24B84
TBTAA56C
8DB448C2
1DDBOE44
E9A06DCS8
EBO29E53
BCOF4DEO
E7BDDD70
CD8952C4

1037D2D5,
14A82DA9,
6D17C9FD,
2C7B07BD,
FDFGEFFF,
112B96E3,
84065712,
ABS9FB7L,
C5210E35,
352D9F4B,
1AO0EOEOA,
DOD47349,
AD38620D,
D3AD7C25,
8CE34517,
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E5895C81,
1037D2D5,
14A82DA9,
6D17COFD,
2C7BO7BD,
FDF6EFFF,
112B96E3,
84065712,
ABSOFB71,
C5210E35,
352D9F4B,
1AO0EOEOA,
DOD473409,
AD38620D,
D3AD7C25,

144FE728,
79625720,
440DF4B5,
452A0B6A,
SB45F27F,
4B1ECIEF,
FF7DBBFF,
C44AE5BS,
A10195C4,
6AE27EDC,
7148438D,
CD4B67D2,
86838382,
74351CD2,
6B4E1883,

OAFEBDEA,
144FE728,
79625720,
440DF4B5,
452A0B6A,
SB45SF27F,
4B1ECIEF,
FF7DBBFF,
C44AESBS,
Al0195C4,
6AE27EDC,
7148438D,
CD4B67D2,
86838382,
74351CD2,

10203537
OAFEBDEA
144FE728
79625720
440DF4B5
452A0B6A
5B45F27F
4B1ECLEF
FF7DBBFF
C44AESBS
A10195C4
6AE27EDC
7148438D
CD4B67D2
86838382
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The following are (hexadecimal representations of) the successive values of the variables Xg, Xi, X5, X3, Xj,
obtained during the processing of the second block.

2DF257E9, F4286818, BODECO9EB, 0408F581, 84677148
4D3DC58F, 2DF257E9, 3DOA1AO06, BODECS9EB, 0408F581
C352BB05, 4D3DC58F, 4B7C95FA, 3DO0A1A06, BODECSEB
EEF743C6, C352BB05, D34F7163, 4B7C95FA, 3DOA1A06
41E34277, EEF743C6, 70D4AEC1, D34F7163, 4B7CO95FA
5443915C, 41E34277, BBBDDOF1l, 70D4AEC1, D34F7163
E7FA0377, 5443915C, D078D0SD, BBBDDOF1l, 70D4AEC1
C6946813, ET7FA0377, 1510E457, D078D09D, BBBDDOF1
FDDE1DE1l, C6946813, FOFES0DD, 1510E457, D078D09D
B8538ACA, FDDE1DE1l, F1A51A04, FO9FE80DD, 1510E457
6BA94F63, B8538ACA, 7r778778, FLA51A04, FOFE80DD
43A2792F, 6BA94F63, AE14E2B2, 7F778778, F1A51A04
FECD7BBF, 43A2792F, DAEA5S3D8, AE14E2B2, 7F778778
A2604CA8, FECD7BBF, DOE89E4B, DAEA53D8, AE14E2B2
258BOBAA, A2604CA8, FFB35EEF, DOE89E4B, DAEAS5S3DS8
D9772360, 258BOBAA, 2898132A, FFB35EEF, DOE8SE4B
5507DB6E, D9772360, 8962C2EA, 2898132A, FFB35EEF
A51B58BC, 5507DB6E, 365DC8D8, 8962C2EA, 2898132A
C2EB709F, A51B58BC, 9541F6DB, 365DC8D8, 8962C2EA
D8992153, C2EB709F, 2946D62F, 9541F6DB, 365DC8D8
37482F5F, D8992153, FOBADC27, 2946D62F, 9541F6DB
EE8700BD, 37482F5F, F6264854, FOBADC27, 2946D62F
9AD594B9, EE8700BD, CDD20BD7, F6264854, EOBADC27
8FBAA5SBY9, 9AD594B9, 7BA1CO2F, CDD20BD7¢ FE6264854
88FB5867, 8FBAALSBY9, 66B5652E, 7BA1C(Q2E,) CDD20BD7
EEC50521, 88FB5867, 63EEA96E, 66B56%2E, 7BA1CO2F
50BCE434, EEC50521, E23ED619, 63EEAS6E, 66B5652E
5C416DAF, 50BCE434, 7BB14148, EZ2SED619, 63EEA96E
2429BESF, 5C416DAF, 142F390D, ~\7BB14148, E23ED619
0OA2FB108, 2429BE5SF, D7105B6BN"142F390D, 7BB14148
17986223, OA2FB108, C90AcEYY?, D7105B6B, 142F390D
8A4AF384, 17986223, 028BEC42, CS0A6F97, D7105B6B
6B629993, 8A4AF384, C5E61888, 028BEC42, CO0A6F97
F15F04F3, 6B629993, (2292BCE1l, C5E61888, 028BEC42
295CC25B, F15F04F3,~DAD8A664, 2292BCE1l, C5E61888
696DA404, 295CC26B; FC57C13C, DAD8A664, 2292BCEl
CEF5AE12, 696DA404, CA573096, FC57C13C, DAD8BA664
87D5B80C, CERSAE12, 1A5B6901, CA573096, FC57C13C
84E2A5F2, 87D5B80C, B3BD6B84, 1A5B6901, CA573096
03BB631Q, " 84E2A5F2, 21F56E03, B3BD6B84, 1A5B6901
C2D8F7§E, 03BB6310, A1l38A97C, 21F56E03, B3BD6B84
BEFB25768, C2D8F75F, OOEED8C4, A138A97C, 21F56E03
28589152, BFB25768, F0B63DD7, OOEED8C4, A138A97C
ECLD3D61, 28589152, 2FEC95DA, FOB63DD7, OOEED8C4
SCAED7AF, EC1D3D6l, 8A162454, 2FEC95DA, FO0B63DD7
C3D033EA, 3CAEDT7AF, 7B074F58, 8Al62454, 2FECO95DA
7316056A, C3D033EA, CF2BBS5EB, 7B074F58, 8Al62454
46F93B68, 7316056A, BOF40CFA, CF2BB5SEB, 7B074F58
DCB8ET7F26, 46F93B68, 9CC5815A, BOF40CFA, CF2BB5EB

QL AN AT 2~ L nVaNok niuknle) 1l nmAmD faVaValailol kN ROMAONCTIN
TIUD T LT, DCULT 20, IIDTmDrty, CCoU T, DUrTUCT7IT

TE4672C0, 850D411C, B7239FCS9, 11BE4EDA, 9CC5815A
89FBD41D, 7E4672C0, 21435047, B7239FC9, 11BE4EDA
1797E228, 89FBD41D, 1F919CBO, 21435047, B7239FCS
431D65BC, 1797E228, 627EF507, 1F919CB0, 21435047
2BDBB8CB, 431D65BC, O05E5F88A, 627EF507, 1F919CBO
6DA72E7F, 2BDBB8CB, 10C7596F, O5ELSF88A, 627EF507
A8495A9B, 6DA72ETF, CAF6EE32, 10C7596F, O5ELSF88A
E785655A, A8495A9B, DB69CBY9F, CAF6EE32, 10C7596F
5B086C42, E785655A, EA1256A6, DB69CBI9F, CAF6EE32
A65818F7, 5B086C42, B9E15956, EA1256A6, DB69CBOF
7AAB101B, A65818F7, 96C21B10, BSE15956, EA1256A6
93614C9C, 7AAB101B, E996063D, 96C21B10, B9E15956
F66D9BF4, 93614CS9C, DEAAC406, E996063D, 96C21B10
D504902B, F66D9BF4, 24D85327, DEAAC406, E996063D
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60A9DA62, D504902B, 3D9B66FD, 24D85327, DEAAC406
8B687819, 60A9DA62, F541240A, 3DI9B66FD, 24D85327
083E90C3, 8B687819, 982A7698, F541240A, 3D9B66FD
F6226BBF, 083E90C3, 62DA1E06, 982A7698, F541240A
76C0563B, F6226BBF, C20FA430, 62DA1EO6, 982A7698
989DD165, 76C0563B, FD889AEF, C20FA430, 62DA1E06
8B2C7573, 989DD165, DDBO158E, FD88SAEF, C20FA430
AE1B8ET7B, 8B2C7573, 66277459, DDB0158E, FD889AEF
CA1840DE, AE1B8E7B, E2CB1D5C, 66277459, DDB0158E
16F3BABB, CA1840DE, EB86E39E, E2CB1D5C, 66277459
D28D83AD, 16F3BABB, B2861037, EB86E39E, E2CB1D5C
6BCO2DFE, D28D83AD, CS5BCEEAE, B2861037, EB86E39E
D3A6E275, 6BCO2DFE, 74A360EB, C5BCEEAE, B2861037

The h

A.3.9

In thig

10° times.

The h

A.3.1

In thig

(with

The h

A.3.1

In thig

DRS55282, D3RGE2 7S, SRFOUUBTL, T12A36GUEDB, COBCEEAR
58COAACO, DAS55482, T74E9B89SD, 9AF00B7F, 74A360EB
906FD62C, 58COAACO, B6A55520, 74ESB89D, O9AF00B7F

ash-code is the following 160-bit string.
84 98 3E 44 1C 3B D2 6E BA AE 4A Al F9 51 29 E5 H5 46 70 F1
Example 9

example the data-string is the 1000000-byte string consisting of the ASCII-coded version g

ash-code is the following 160-bit string.

34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F
0 Example 10
example the data-string is the 112-byte string consisting of the ASCII-coded version of

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijkimghijkimn
hijkimnoijkimnopjklmnopgklmnopgrimnopgrsmnopgrstnopqrstu’

no line break after the first.n).
ash-code is the following 160-bit string.

a4 9924 46 a0 2c 64 5b f4 19 £9 95 b6 70 91 25 3a 04 a2 59
1 Example-11

example the data-string is the 32-byte string consisting of the ASCII-coded version of

‘abcdbedecdefdefgefghfghighijhijk’

The h

ash-code is the following 160-bit string.

37 bc 52 21 ad e3 bc 09 ca dl 5e 47 84 £3 c7 05 14 54 bl b3

A.4 Dedicated Hash-Function 4

A.4.1

Example 1

In this example the data-string is the empty string, i.e., the string of length zero.

© ISO/IEC 2004 — All rights reserved
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The hash-code is the following 256-bit string.

e3b0c442 98fclcld S9afbfdc8 996fb924 27aedled 649b934c ad495991b 7852b855
A.4.2 Example 2
In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’.

The hash-code is the following 256-bit string.

ca978112 calbbdca fac231b3 9a23dcdd a786eff8 147cde72 9807785 afeed8bb

A.4.3 Example 3

le the data-string is the three-byte string consisting of the ASCII-coded version @f ‘abc’. This is

the bit-sting: ‘01100001 01100010 01100011°.

In this exam(
equivalent to
After the paddling process, the single 16-word block derived from the data-string is as fallows.

61624
0000¢

380 00000000 00000000 00000000 00000000 00000000 000QO0O000 00000000
000 00000000 00000000 00000000 00000000 00000000:QO0O00000 00000018

Y41 y57

The following

Ye, Y7.

init:

O J oy U b Wb B O

40

6p09%e6067
5d6aebcd
53a6ad9%ad
cc347a’
d%50£f6606
04409%a06a
2p4209f5
e$030380
8%a07b5f
8¢04ecb?9
8¢87346b
47198a3f4
f11fc5a9
87912990
d$32eblo
cPed5fde
bdfaz238¢
21da9%a9b
c3fbdadl
f@ N Nbbf

bb67ae85
6a09%e667
5d6aebcd
5a6ad9%ad
c8c347a’
d550f666
04409%a6a
2b4209f5
e5030380
85a07b5f
8el04ecb?9
8c87346b
4798a3£4
£f71£c5a9
8792990
d932eblo
¢0645fde
b0faz238e
21da9%a%b
c2fbd9odl

3coefl372
bb67ae85
6a09%e667
5d6aebcd
5a6ad9%ad
c8c347a7
d550f666
04409%a6a
2b4209€£5
5080380
85a07b5f
8eldecb9
8c87346b
4798a3f4
£f71fc5a9
87912990
d932eblo
c0645fde
b0fa238e
21da%a%b

ab4ff53a
3coefl372
bb67ae85
6a09e 66
5d6aebed
5aead9ad
c8c347a7
ad550f666
04409%9a6a
2b4209f5
e5030380
85a07b5f
8el4decb?9
8c87346b
4798a3f4
£f71fc5a9
87912990
d932eblb
c0645fde
b0fa238e

510€527f 9b05688c

fakado22
M8ceT7989
£92939%eb
24e00850
43ada245
714260ad
9b27a401
0c657a79
32caz2d8c
1cc92596
436b23e8
8l6fd6e9
1e578218
745a48de
0b92f20c
07590dcd
8034229c
846eed54
cc899961

510e527f
fal2ad622
78ce7989
£92939%eb
24e00850
43ada245
714260ad
9b27a401
0c657a79
32caz2d8c
1cc92596
436b23e8
8l6fd6ce9
1e578218
745a48de
0b92f20c
07590dcd
8034229c
846eed54

are (hexadecimal representations of) the successive values.of the variables Yy, Y;, Yo, Y3,

1£83d9%ab
9b05688¢c
510e527f
fa2ado622
78ce7989
£92939%eb
24e00850
43ada245
714260ad
9b27a401
0c657a79
32ca2d8c
1cc92596
436b23e8
8lofdoe9
1e578218
745a48de
0b92£20c¢c
07590dcd
8034229c

19
ab
8c
7f
22
89
eb
50
45
ad
01
79
8c
96
e8
e9
18
de

5belc
1£83d4
9b0564
510e54
fazadd
78ce79
£92934
24e004
43adaf
71426(
9b27a4
0c65743
32caZ2d
1lcc92]
436b273
81lofdd
1le5787%
745a44
0b92£40c
07590dcd

elf20c33
9dc68b63
c2606deod
a7a3623f
c5d53d8d
1c2c2838
cde8037d
b62ecdbc
77d37528
363482c9
a0060b30
ea992a22
73b33bf5

fe777bbf
elf20c33
9dc68b63
c26060de6d
a7a3623f
c5d53d8d
1c2c2838
cde8037d
b62ecdbc
77d37528
363482c9
a0060b30
ea992a22

c2fbdodl
fe777bbf
elf20c33
9dc68b63
c2606d6d
a7a3623f
c5d53d8d
1c2c2838
cde8037d
b62ecdbc
77437528
363482c9
a0060b30

21da%9a%b
c2fbdodl
fe777bbf
elf20c33
9dc68b63
c2606d6d
a7a3623f
c5d53d8d
1c2c2838
cde8037d
b62ecdbc
77437528
363482c9

b0638179
8ada8930
el257970
49f5114a
aad7lc347
2823ef91l
14383d8e
c74c6516
edffbff8
6112a3b7
ade79437
0109%ab3a
bab591112

cc899961
b0638179
8ada8930
el257970
49f5114a
aad7lc347
2823ef91l
14383d8e
c74c6516
edffbff8
6112a3b7
ade79437
0109%ab3a
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846eed54
cc899961
b0638179
8ada8930
el257970
49f5114a
aad7lc347
2823ef91
14383d8e
c74c6516
edffbff8
6112a3b7
ade79437

8034229c
846eed54
cc899961
b0638179
8ada8930
el257970
49f5114a
aad7lc347
2823ef91
14383d8e
c74c6516
edffbff8
6112a3b7
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32
33
34
35
36
37
38
39
40
41
42
43

98e12507
fe604d£f5
a%9a7738c
65a0cfel
41a65cbl
34df1604
odc57a8a
79ea687a
de670766
df46652f
17aa0dfe
9d4baf93

73b33bf5
98e12507
feoc04df5
a%9a7738c
65a0cfeld
41a65cbl
34df1604
odc57a8a
79ea687a
de670766
df46652f
17aa0dfe

ea992a22 al0060b30 9cd9f5f6
73b33bf5 ea%992a22 59249dd3
98e12507 73b33bf5 085£3833
feoc04df5 98e12507 £4b002d6
a%9a7738c fe604df5 0772a26b
65a0cfed a%9a7738c a507a53d
41a65cbl 65a0cfed £0781bc8
34df1604 41a65cbl lefbc0al
6dc57a8a 34dfl604 26352d63
79ea687a 6dc57a8a 838b2711
d6670766 79ea687a decd4715
df46652f 46670766 fda24cle

ISO/IEC 10118-3:2004(E)

ba591112
9cd9f5f6
59249dd3
085£3833
£4b002d6
0772a26b
a507a53d
£f0781bc8
lefbc0al
26352d63
838b2711
decd4715

0109ab3a
bab91112
9cd9f5f6
59249dd3
085£3833
£4b002d6
0772a26b
a507a53d
f0781bc8
lefbc0al
26352d63
838b2711

ade79437
0109%9ab3a
bab91112
9cd9f5f6
59249dd3
0853833
f4b002d6
0772a26b
a507a53d
f0781bc8
lefbc0al

6352d63

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

The fpllowing eight words Yy, Yy, Ys, Y3, Yy, Ys, Y,

functipn.

26628815
72ab4b9ol
aldcldbO
4172328d
05757ceb
fllbfaas8
7a0508al
886e7a22
101£d28f
£5702fdb
3ecd5cdb
38cc9913
fcdl1887b
c062d46f
ffb70472
b6ae8fff
b85e2ce9
04d24doec
d39%9a2165
506e3058

9d4baf93
26628815
72ab4b9l
aldcldbO
4172328d
05757ceb
fllbfaa8
7a0508al
886e7a22
101£d28f
£5702fdb
3ecd5cdb
38cc9913
fcdl1887b
c062d46f
ffb70472
b6ae8fff
b85e2ce9
04d24doec
d39%a2165

Yy
Y;
Y,
Y;
Y,
Ys
Ye
Y,

17aa0dfe df46652f a80£f11£f0
9d4baf93 17aaldfe b7755dal
26628815 9d4baf93 d57b9%4a9
72ab4b91 26628815 fecfObco6
aldcld4b0 72ab4db91 bd714038
4172328d aldcl4b0 6e5c390c
05757ceb 4172328d 52flccf?
fllbfaa8 05757ceb 49231cle
7a0508al fllbfaa8 529e7d00
886e7a22 7a0508al 9f4787c3
101£d28f 886e7a22 e50elb4L
£5702fdb 101£fd28f 54cbhb246b
3ecd45cdb £5702fdb 9b5e906c
38cc9913 3ecd5cdb _7e44008e
fcdl887b 38cc991L3\6d83bfc6
c062d46f fcdl887® b2lbad3d
ffb70472 cO0o62d4ocf 961£4894
b6ae8fff ff70472 948d25b6
b85e2ce9 BoHae8fff fb121210
04d24do6g\ b85e2ce9 5ef50f24

= 6a09%e667
= bbb67ae85
= 3cbef372
= ab4ffb3a
= 510eb27f
= 9b05688c
= 1£83d9ab
= b5belcdl9

& & & & & & & &

Y7 represent the output of the final iteration

fda24cle
aB80f11f0
b7755dal
d57b9%4a9
fecfObco
bd714038
6e5c390c
52fF1ccft’
49231cle
529e7d00
9f4787c3
e50elb4df
54cb266b
9b5e906c
7e44008e
6d83bfc6
b21lbad3d
961£4894
948d25b6
fb121210

506e3058 = ba781l6bf
d39a2165 = 8f0lcfea
04d24de6c = 414140de
b85e2ce9 = 5dae2223
5ef50f24 = b00361la3
fb121210 = 96177a9c
948d25b6 = b410ff6l
961£4894 = f20015ad

decd4715
fda24cle
a80f1¥f0
bT7Ho5dal
d570b94a9
fecfObco6
bd714038
6e5c390c
52flccft?
49231cle
529e7d00
9f4787c3
e50elb4df
54cb266b
9b5e906c
7e44008e
6d83bfc6
b21lbad3d
961£4894
948d25b6

838b2711
decd4715
fda24c2e
h80f11f£0
o7755dal
d57094a9
fecfObcb
od 714038
ce5c390c
52flccf?
49231cle
529e7d00
9f4787c3
50elb4df
54cb266b
Ob5e906c
7e44008e
6d83bfco
b2 1bad3d
961£4894

of the round-

The hash value is the following 256-bit string.

ba781l6bf 8f0lcfea 414140de 5dae2223 b00361a3

A.4.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of

‘message digest’

The hash value is the following 256-bit string.

© ISO/IEC 2004 — All rights reserved
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£7846£55 cf23elde ebeabbb4 el550cad 5b509e33 48fbcdef a3ald4l3d 393cb650

A.4.5 Example 5

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of

‘abcdefghijklmnopgrstuvwxyz’

The hash value is the following 256-bit string.

71c480df 93d6ae2f lefadl44d 7c66c952 5316218 cf51lfc8d 9ed832f2 dafl8b73

A.4.6 Exan

In this examp

The hash val
db4dbf
A.4.7 Exan

In this examp
of

The hash-cod
£3714
A.4.8 Exan|

In this examp

After the pad

61624
696a6

0000d

ple 6

le the data-string is the 62-byte string consisting of the ASCII-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789’

Le is the following 256-bit string.

cbd 4da0cd85 a60c3c37 d3fbd880 5c77f15f c6blfdfeclleela7 c8fdb4cO
ple7

le the data-string is the 80-byte string consisting of the ASCIlI-coded version of eight repetit

1234567890’
e is the following 256-bit string.

cd4a 311f2b00 9eef952d d83caffe 2b60026c 8e935592 d0f9c308 453c813e

ple 8

le the data-string is the 56-byte string consisting of the ASCII-coded version of
‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnimnomnopnopq’

Jing process, the_following two 16-word blocks are derived from the data-string.

364
béc

62636465
oaetlocod

63646566
obb6codoe

64656667
ocbdoeof

65666768 66676869
odoeocf70 6e6£f7071

6768696a
80000000

68696a6b
00000000

Q00
000

00000000
00000000

00000000
00000000

00000000
00000000

00000000 00000000
00000000 00000000

00000000
00000000

00000000
000001c0

0000

The following

are (hexadecimal representations of) the successive values of the variables Yy, Yi, Yo, Y3, Y4, Ys,

Ys, Y7 in the first block process.

init:

o U W DN B O

42

6a09%e667 bb67ae85 3c6ef372 ab54ff53a 510e527f 9b05688c 1£83d9%ab 5belcdl9
5d6aebbl
2f2d5fct
97651825
4a8d64d5
£921c212
55c8ef48
485835b7

6a09%e667
5d6aebbl
2f2d5fct
97651825
4a8d64d5
£921c212
55c8ef48

bb67ae85
6a09%e667
5d6aebbl
2f2d5fct
97651825
4a8d64d5
£921c212

3c6ef372
bb67ae85
6a09%e667
5d6aebbl
2f2d5fct
97651825
4a8d64d5

fa2a4606
4deblcfce
62d5c49e
6494841b
05c4f88a
7££91c94
39a5b2ca

510e527f
fa2a4606
4deblcfce
62d5c49e
6494841b
05c4f88a
7££91c94

9b05688c
510e527f
fa2ad4606
deblcfce
62d5c49e
6494841b
05c4f88a

1£83d9%ab
9b05688c
510e527f
fa2a4606
deblcfce
62d5c49e
6494841b
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~J

d237e6db 485835b7 55c8efd48 £921c212 a401d211 39%abb2ca 7f£f91c94 05c4f88a
359f2bce d237e6db 485835b7 55c8ef48 c09ffecd ad401d211 39%9abb2ca 7ff91c94
3a474b2b 359f2bce d237e6db 485835b7 9037b3b8 c09ffecd a401d211 39%9abb2ca
b8e2bdcb 3ad474b2b 359f2bce d237e6db 443ed29%e 9037b3b8 c09ffecd a401d211
1762215c b8e2bdcb 3a474b2b 359f2bce eelc97a8 443ed29e 9037b3b8 c09ffecd
101a4861 1762215c b8e2bidcb 3a474b2b 839%9a0fc9 eelc97a8 443ed29%e 9037b3b8
d68e6457 101a4861 1762215c b8e2bidcb 9243f8af 839%9a0fc9 eelc97a8 443ed29e
ddlocbb3 d68e6457 101a4861 1762215c 9162aded 9243f8af 839a0fc9 eelc97a8
c3486194 ddlocbb3 d68e6457 101ad4861 1496a54f 9162aded 9243f8af 839%9a0fc?9
b9dcacbl ¢3486194 ddlocbb3 do68e6457 d4fo64250 1496a54f 9162aded 9243f8af
046al193e b9dcacbl ¢3486194 ddlecbb3 885370b6 d4f64250 1496a54f 9162aded
£402f058 046al193e b9dcacbl ¢3486194 6f433549 885370b6 d4f64250 1496ab4f
2139187b £402f058 046al93e b9dcacbl 7c¢304206 6£f433549 885370b6 €d4£f64250
d70acl7d 2139187b £402f058 046al93e 7cc6b262 7¢304206 6£433548.845370b6
1b2b66b8 d70acl7d 2139187b £402f058 d560b028 7cc6b262 7c¢304006 61433549
ae2e2d4f 1b2b66b8 d70acl7d 2139187b f074fc95 d560b028 7ccbb262 7d304206
59fceobb9 ae2e2d4f 1b2b66b8 d70acl’7d a2c7d51d £074£fc95 d560b028 7qc6b262
42885065 59fce6b9 ae2e2d4f 1b2b66b8 763597fb a2c7d51dnf074£c95 d460b028
573221da 4a885065 59fce6ob9 ae2e2d4f 36e74ebd 763597fk)a2c7d51d £(474£c95
128661lda 573221da 4a885065 59fceobb9 1162d575 36e74ebd 763597fb a4c7d51d
73f858af 12866lda 573221da 4a885065 e77c797f 1162d575 36e74ebd 743597fb
74bcfd68 73f858af 128661lda 573221da 72abaecd eY%¢797f 1162d575 3d4e74ebd
df7151a0 74bcfd68 73f858af 12866lda 7629¢c964k \1l2abaecd e77c797f 1162d575
eb43f3ed df7151a0 74bcfd68 73f858af 0635d880-7629c961 72abaecd e]7c797f
5581ab07 eb43f3ed df7151a0 74bcfd68 dfo980U85 0635d880 7629c961 74abaecd
9fc905¢c8 5581ab07 ebd43f3ed df7151a0 a%94d2afl df980085 0635d880 7429c961
9ceba62f 9fc905c8 5581ab07 ebd3f3ed Hef3bobd ad94d2afl df980085 0435d880
1df8e885 9ceban2f 9fc905c8 5581ab0y/ 2a%e048e 6ef3bobd a%94d2afl dff980085
0786dce8 1df8e885 9cebab2f 9fc90588 de2a2ldl 2a9e048e 6ef3bobd ag4d2afl
2c55d3a6 0786dce8 1df8e885 9ceba02f bO67claf de2a2ldl 2a9e048e 64f3bobd
a985bdbe 2c55d3a6 0786dce8 1d£8e885 f72bf353 b067claf de2a21dl 249e048e
91ac9d5d a985b4dbe 2c55d3a6 Q786dce8 68d8d590 f£72bf353 b067claf dgqz2a2l1dl
7€4d30b8 91ac9d5d a985b4dkhé”2c55d3a6 9f5b9%b6d 68d8d590 £72bf353 b(67claf
7€056794 7e4d30b8 91ac9d5d a985bdbe 423b26c0 9f5b9%b6d 68d8d590 f42b£f353
508aloab 7e056794 7e4d30b8 91ac9d5d 45459d97 423b26c0 9f5b9%bo6d 64d8d590
b62c7013 508alcab 7056794 7e4d30b8 80a92a00 45459d97 423b26c0 9f5b9%bod
167361de b62c7013 \508albab 7e¢056794 41dd3844 80a92a00 45459d97 443b26c0
de7le2f2 167361de“b62c7013 508al6ab ff6lc636 41dd3844 80a92a00 44459d97
18f0d19d de71&2f2 167361lde b62c7013 6b88472c f£f6lc636 41dd3844 8(0a92a00
165be9%cd 18f0d19d de7le2f2 167361lde ad483f080 6b88472c ff6lc636 41dd3844
13d82741 1lobbe9cd 18f0d19d de7le2f2 a7802a4d ad483f080 6b88472c ffl61lc636
017b9d99\\:3d82741 165be9cd 18£f0d19d aeblO0b60 a7802ad4d a483f080 6188472c
543c99al 017b9d99 13d82741 165be9%cd 16£f134b6 aebl0b60 a7802a4d a483£f080
758ca97a 543c99%al 017b9d99 13d82741 100cf2ea 16f134b6 aeblO0bo60 a’|802a4d
8kclcdeO 758ca%97a 543c99al 017b9d99 5c4d47eb7b 100cf2ea 16f134b6 adbl0bo60
b8d55619 8lclcdeO 758ca%97a 543c99al 1c806a6l 5c4d47eb7b 100cf2ea 14f134b6
13721d6de87a b8d55619 81lclcdel 758ca97a 3443bed4 1c806a6l 5cd47eb7b 1(0cfl2ea
54 £907b313 1d6de87a b8d55619 8lclcdel 61a41711 3443bed4d 1c806a6l 5cd7eb7b
55 9e57c4a0 £907b313 1ldo6de87a b8d55619 eecl3548 61ad4l711l 3443bed4 1c806a6bl
56 71629856 9e57cd4al0 f£907b313 1do6de87a 2f6c8cde eecl3548 61adl7ll 3443bedd
57 7c015a2c 71629856 9e57c4a0 £907b313 cb9d3dd0 2f6c8cde eecl3548 6l1adl711
58 921fccb6 7c0l15a2c 71629856 9e57c4al0 43d8a034 cb9d3dd0 2f6c8cde eecl3548
59 e18f259%9a 921fccb6 7c0l5a2c 71629856 51e15869 43d8a034 cb9d3dd0 2f6c8cide
60 bcfce922 e18f259%9a 921fccb6 7c0l5a2c 962d8621 51e15869 43d8a034 cb9d3ddO
6l fofd443f8 bcfce922 e18f259a 921fccb6 acc75916 962d8621 51e15869 43d8a034
62 86126910 f6f443f8 bcfce922 e18f259%9a 2fc08f85 acc75916 962d8621 5115869
63 lbdcofoef 86126910 f6f443f8 bcfce922 25d2430a 2fc08f85 acc75916 962d8621

e el e el e o e
0 9o s WO

L
NP OWOoWw-Jo U d WNDEFE O WOMJOU P WNE O WOW-JoUu dwNhE O v

The following eight words Yy, Y1, Y2, Y3, Ya, Ys, Ys, Yzrepresent the output of the round-function in the first
block process.
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The following
Ys, Y7 in the 4

44

init:
0

QO J oy U WD

B DWW WWwwwwwww NN RPRPEPRPEPRARERPRERPRE R R RER PO
NP OWOWJoUdWNEPEOWOWJIU WP O WOoOWw-Joy U bdxwbdhEFE O

8
Tc2
7c3
fdl
f26
185
3ee
89b
bfo
2c0
2d9
5b3
5eb
35e
d74
Oce
16a
fl6
23d
dcf
T76f
20a
d44
£f13
adl
498
aab
945
0d9
do5s
lcft

Yy, = 6a09%e667
Y, = bb67ae85
Y, = 3c6ef372
Y; = ab54ff53a
Y, = 510e527f
Ys = 9b05688c
Y¢ = 1£83d9%ab
Y; = 5be0cdl9

& & &€ € & & @ &

lbdc6f6f = 85e655d6
86126910 = 417a1795
f6£f443£f8 = 3363376a
bcfce922 = 624cdebc
25d2430a = 76e09589
2fc08£f85 = cacbf811l
acc75916 = cc4db32cl
962d8621 = f20e533a

are (hexadecimal representations of) the successive values of the variables Yy, Y;, Yo,(Y5,
econd block process.

be655d6 417al1795 3363376a 624cdebc 76e09589 cacbf8ll cc4b32cl £20e5

Dc838 85e655d6
~0f86 7¢c20c838
bebdc 7c3c0£86
Bfaa9 fdleebdc
h5d79 f268faa9
boc06 185a5d79
ba3fl 3eeb6c06
h93a0 89bba3fl
D6744 bf9a93a0
b4e86 2c096744
b025b 2d964e86
lec40 5b35025b
£996d 5ebdecdl
D80fa 35ee996d
h5cbc d74080fa
Bcc79 Oceabcbc
F634e 16a8cc79
Fboc2 fl6f634e
F40fd 23dcb6c2
la2bc dcff40fd
hd899 76fla2bc
Hc8la 20aad899
he55b d44dc8la
D591 fl3aeb5bb
Nfa79 a4195b91
982 4984fa79
Dfbbc davcb982
Bobalb+9450fbbc
Bb529) 0d936bab
h 50 d958b529

417a1795
85e655d6
7c20c838
7c3c0£f86
fdleebdc
f268faad
185a5d79
3eebb6c06
89bba3fl
bf9%9a93a0
2c096744
2d964e86
5b35025b
5ebdec40
35ee996d
d74080fa
Oceab5cbc
16a8cc79
fl6f634¢
23dchec?
dcff40fd
Tefralbc
20aad899
d44dc8la
f13ae55b
ad4195b91
4984fa79
aabcb982
9450fbbc
0d936bab

33633706a
417a1795
85e655d6
7c20c838
7c3c0£f86
fdleebdc
f268faa?d
185a5d79
3eebb6c06
89bba3fl
b£f9%9a93a0
2c096744
2d964e86
5035025k
S5ebdec40
35ee®9%0d
d74080fa
Ocea5cbc
16a8cc79
fl16f634e
23dcb6c?2
dcff40fd
76fla2bc
20aad899
d44dc8la
f13ae55b
a4195b91
4984fa79
aa6cb982
9450fbbc

4670aebe
8c5lbeocd
af71b%ea
e20362ef
8dff3001
fe20cdab
0a34df03
059%abddl
abfad 65k
aa27edg8?2
10e77923
ell114548
5c24e2a?
68aa893f
60356548
Ofcblfof
8b2lcdcl
ca9182d3
69bf7b95
0dc84bbl
ccd769f2
S5bace62d
966aaz287
eddbd6ed
a530d939
ObSeeead
09166dda
6e495d4b
c2fa99bl
6c49db9of

7609589
4670aeb6e
8c5lbeocd
af71b%ea
e20362ek
8dff£3001
fe20tdab
0234df03
059%abddl
abfad465b
aa27ed82
10e77723
ellb4548
5c24e2a?2
68aa893f
60356548
Ofcblfof
8b2lcdcl
ca9182d3
690f70b95
0dc84bbl
ccd769f2
S5bace62d
966aa287
eddbdo6ed
a530d939
ObS5eeeald
09166dda
6e495d4b
c2fa99bl

cac5£8T1
7609589
4670ae6e
8chlbeocd
af71b%ea
e20362ef
8dff3001
fe20cdab
0a34df03
059%abddil
abfa465b
aa27ed82
10e77723
ellb4548
5c24e2a?2
68aa893f
60356548
Ofcblfef
8b21lcdcl
ca9182d3
69bf7b95
0dc84bbl
ccd769f2
S5bace62d
966aa287
eddbdo6ed
a530d939
Ob5eeead
09166dda
6e495d4b

ccdb32c
cacbfgl
760958
4670aeb6
8c51be6
af71b%e
e20362e
8dff300
fe20cda
0a34dfo0
059%abdd
abfad6b
aa27ed8
10e7772
ellb4d54
5c24e2a
68aa893
6035654
Ofcblfé6
8b21cdc
ca9182d

69bf7b9)

0dc84bb
ccd769f
S5bace62
966aa28
eddbdb6e
a530d93
Obbeeea
09166dd

Y41 y57

3a

oy =7

=t

=ty

!
h

02ef3a5f 1lcfa5ebl
bOeablch 02ef3a5f
Obfba73c blOeablch
4bd1df96 Obfba73c
9907f1b6 4bdldf9o
ecdedeld 9907flbo
2f11c939 ecdedeld
d949682b 2£11c939
adca7a96 d949682b
221b8aba adca7a96
12d97845 221b8aba
2c794876 12d97845
8300fca2 2c794876

d958b529
lcfa5ebl
02ef3a5f
bOeablc5
Obfba73c
4bd1df96
9907f1bo
ecdedeld
2£f11¢c939
d949682b
adca7a96
221b8aba
12497845

0d936bab
d958b529
lcfab5ebl
02ef3a5f
bOeablch
Obfba73c
4bd1df96
9907f1bo6
ecdedeld
2£f11¢c939
d949682b
adca7a96
221b8aba

5dal0665
£6d493952
8b99%e3a9
905e44ac
66c3043d
5dcl119e6
fed4dceld
32d99008
coccedff
0b82cbheb
ed213ca2
£f£6759%ba
ele3457c

6c49db9of
5dal0665
£6d93952
8b99%e3a9
905e4d4dac
66c3043d
5dcl119e6
fed4dceld
32d99008
coccedff
0b82c5eb
ed213caz2
f£6759%ba

c2fa99bl
6c49db9of
5dal0665
£6d493952
8b99%e3a9
905e4d4dac
66c3043d
5dcl119e6
fed4dceld
32d99008
coccedff
0b82c5eb
ed213caz2

6e495d4b
c2fa99%bl
6c49dbof
5dal0665
£6d493952
8b99%9e3a9
905e4d4dac
66c3043d
5dcl19e6
fed4celd
32d99008
coccedff
0b82c5eb
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f2ad6322
0fl154ell
104a7db4
0b3303a7
d7354d5b
b736d7a6
2748e5ec
d8aabcf9
laodbcfoa
4decabfal
ec02560a
dof0clils

8300fca?2
f2ad6322
0fl154ell
104a7db4
0b3303a7
d7354d5b
b736d7a6
2748e5ec
d8aabcf9
laobbcfoa
4decabfal
ec02560a

2c794876
8300fca?2
f2ad6322
0fl154ell
104a7db4
0b3303a7
d7354d5b
b736d7a6
2748e5ec
d8aabcf9
laodbcfoa
decab6fal

12d97845
2c794876
8300fca?
f2ad6322
0fl154ell
104a7db4
0b3303a7
d7354d5b
b736d7a6
2748e5ec
d8aabcf9
laobcfoa

ccd8c7£3
6£9517cb
5348e8f6
bbelc39a
aad55bob
68£25260
d4b58576
27844711
££5e99d0
989ed071
7151df8e
624150c4

e0e3457c
ccd8c7£3
6£9517cb
5348e8f6
bbelc39a
aad55bob
68£f25260
d4b58576
27844711
££5e99d0
989ed071
7151df8e
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f£f6759%ba
e0e3457c
ccd8c7£3
6£9517cb
5348e8f6
bbelc39a
aad55b6b
68£f25260
d4b58576
27844711
££5e99d0
989ed071

ed213ca?
f£f6759%ba
e0e3457c
ccd8c7f3
6£9517cb
5348e8f6
bbelc39%a
aad55b6b
68£f25260
d4b58576
27844711
££5e99d0

el

WN PO WOWWJo
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The h

A.4.9

In thig

o

92952710
20d4d0e4d
4348eblf
286fe5f0
lcdcddd9
a9f181dd
b25cef29
908c2123
9ea7148b

248d6a6l d20638b8 e5c02693 0c3e6039 a33cedb9

Example 9

es.

d9f0cl15
92952710
20d4d0e4
4348eblf
286fe5f0
lcdcddd9
a9f181dd
b25cef29
908c2123

Y,

ash value for this message’is

ec02560a
d9f0cll5
92952710
20d4d0e4
4348eblf
286fe5f0
lc4cddd9
a9f181dd

deca6fal
ec02560a
d9f0cll5
92952710
20d4d0e4
4348eblf
286fe5f0
lc4cddd9

226806d6
4e515a4d
c2leddf?9
54076664
£487a853
27ccb387
2aalbbl3
9a392956

624150c4
226806d6
4e515a4d
c2leddf?9
54076664
£487a853
27ccb38Y
2aalbbl3

b25cef29

85e655d6
417a1795
3363376a
624cdebc
7609589
cachfB8ll
cedb32cl
f20e533a

sh<code is the following 256-bit string.

a9f181dd

& & & €/ & & &

9ea7r48b
908¢2123
P25cef29
a9f181dd
2c5c4ed0
9a392956
2aalbbl3
27ccb387

2c5cd4ed0

92892956

248d6a6l
d20638Db8
e5c02693
0c3e6039
a33ce4d59
64f£2167
foecedd4d
19db06cl

7151df8e
624150c4
226806d6
4e515a4d
c2keddf9
524076664
£487a853
27ccb387
2aalbbl3

bllowing eight words Yy, Y1, Yo, Y3, Ya, Vs, Ye, Yzrepresent the'oudtput of the final iteration
bN.

949ed071
7151df8e
644150c4
246806d6
49515a4d
c4leddf9
54076664
£487a853
2 ccb387

64££2167 fb6ecedd4d 19dpO6cl

example the data-string is the 1000000-byte string consisting of the ASCII-coded version g

10° ti
The J:

cdc76e5c 9914fb92 8lalc7e2 84d73e67 £1809a48 a497200e 046d39cc c¢7112cdO

A.4.10 Example 10

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of

(with no line break after the first n).

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijkimghijkimn
hijkimnoijkimnopjklmnopgkimnopgrimnopgrsmnopgrstnopqgrstu’

The hash-code is the following 256-bit string.

© ISO/IEC 2004 — All rights reserved
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cf5blca7 78af8380 036ceb5%e 7b049237 0b249bll e8f07a51 afacd503 T7afee9dl

A.4.11 Example 11

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijk’

The hash-code is the following 256-bit string.

b09cbd26 3b043f00 OcSbefca a40bc2f5 5a4785e0 24e5deb7 49056061 eafb65e9

A.5 Dedicated Hash-Function 5

A.5.1 Exan{
In this examp
The hash-cod

cff
47d

A.5.2 Exan|
In this examp
The hash-coq

]
d

A.5.3 Exan

In this exam(
equivalent to

After the pad

61624
0000d
0000d
000040

ple 1

le the data-string is the empty string, i.e., the string of length zero.

e is the following 512-bit string.

3el357eefb8bd £1542850d66d8007 d620e4050b5715d¢, _83f4a921d36cedce
0d13c5d85£2b0 ££8318d2877eec2f 63b931bd47417a8) a538327af927da3le

ple 2

le the data-string consists of a single byte, namely.the ASCII-coded version of the letter ‘a’.

e is the following 512-bit string.

£40£c92da241694 750979%eeb6cfb82f2 d5d7d28e18335de0 5abc54d0560e0£53
2860c652bf08d56 0252aa5e74210546 £369fbbbce8cl2cf c7957b2652fe%a75

ple 3

le the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. T

the bit-sting: ‘01100091°01100010 01100011°.

jing process, the-single 16-word block derived from the data-string is as follows.

380 00006000 00000000
000 00066000 00000000
000 _@000000 00000000
000, 00000000 00000000

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000018

The following are (hexadecimal representations of) the successive values of the variables Y;, Y4, Y, Y3,

his is

4, y57

Init 6a09%9e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94£f82b ab4ff53a5f1d36fl

Ye, Y7.
0
1
2
3
46

510e527fade682dl 9b05688c2b3ebclf 1£83d9%abfb4lbdob 5be0cdl89137e2179

foafceb8bcfcddf5 6a09e667f3bcc908 bb67ae8584caa73b 3c6ef372fe94£82b

58cb02347ab51£91 510e527fade682dl 9b05688c2b3ebclft 1£83d9%abfb4lbdeb

1320£8c9fb872cc0 foafceb8bcfcddf5 6a09e667£3bcc908 bb67ae8584caa73b

c3d4ebfd48650ffa 58cb02347ab51£91 510e527fade682dl 9b05688c2b3ebclf

ebcffc07203d91£3 1320£8c9fb872cclO fbafceb8bcfcddfb 6a09e667£3bcc908

dfaSb239£2697812 c3d4ebfd48650ffa 58cb02347ab51£91 510e527fade682dl

5a83cb3e80050e82 ebcffc07203d91£3 1320£8c9fb872ccl0 fbafceb8bcfcddfb

0b47b4bb1928990e dfaSb239£2697812 c3d4ebfd48650ffa 58cb02347ab51£91
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4 b680953951604860 5a83cb3e80050e82 ebcffc07203d91£f3 1320£8c9fb872ccO
745acada3d42ed2e2 0b47b4bb1928990e dfa9b239f2697812 c3d4ebfd48650ffa
5 af573b02403e89cd b680953951604860 5a83cb3e80050e82 ebcffc07203d91£3
96f60209b6dc35ba 745acadal3d4l2ed2e?2 0b47b4bb1928990e dfaSb239f2697812
6 c4875b0c7abc076b af573b02403e89cd b680953951604860 5a83cb3e80050e82
5a6¢c781f54dcc00c 96f60209b6dc35ba 745acada3d42ed2e?2 0b47b4bb1928990e
7 8093d195e0054fa3 c4875b0c7abc076b af573b02403e89cd b680953951604860
86f67263a0f0ecla 5a6c781£f54dcc00c 96f60209b6dc35ba 745acadal3d2ed2e?2
8 flecab5544cb89225 8093d195e0054fa3 c4875b0c7abc076b af573002403e89cd
d0403c398fc40002 86f67263a0f0ecla 5a6c781f54dcc00c 96f60209b6dc35ba
9 81782d4a5db48f03 flecab5544cb89225 8093d195e0054fa3 c4875b0c7abc076b
00091f460bedocb2 d0403¢c398fc40002 86f67263a0f0ecla 5a6c781f54dcc00c
10 69854c4aal0f25b59 81782d4a5db48f03 flecab5544cb89225 8093d195e0054fa3
d375471bdelba3f4 00091f460bed6c52 d0403¢c398fc40002 86f67263a(f0ecla
11 db0a9963f80c2eaa 69854c4aal0f25b59 81782d4a5db48f03 flecab544db89225
475975b9%1a7a462c d375471bdelba3f4 00091f460bed6c52 d0463c398fc40002
12 5e41214388186¢cl4 db0a9963f80c2eaa 69854c4aal0f25b59 81782d4a5db48£03
cdf3bff2883fc9d9 475975b9%la77ad462c d375471bdelba3f4, 00091f460Hed6c52
13 44249631255d2cal 5e41214388186¢c1l4 db0a9963f80c2eaa 69854c4aalf25b59
860acf9effbaocfol cdf3bff2883fc9d9 475975b9%la7ad462c d375471bddlba3f4
14 fa967eed85a08028 44249631255d2cal 5e41214388186cld4 db0a9963fg0c2eaa
874bfe5f6caae9f2f 860acf9effbabcfol cdf3bff2883fc9d9 475975b9147a462c
15 0ae07c86b1181c75 fa967eed85a08028 44249631255d2cal 5e41214388186¢cl4
a77b7c035dd4clol 874bfe5fcaae9f2f 860acf9effbacfol cdf3bff2883£c9d9
16 caf81ad425d800537 0ae07c86bl181c75 fa967eed85a08028 44249631295d2cal
2deecc6b39d64d78 a77b7c035dd4clol 874bfe5f6aae9f2f 860acf9efflba6fol
17 4725be249%9adl9%9e6b caf81a425d80053N 0ae07c86b1181c75 fa967eed89a08028
£47e8353£8047455 2deecc6b39d64d’78 a77b7c035dd4clel 874bfeS5fogae9f2f
18 3c4b4104168e3edb 4725be249%9add9¢06b caf81a425d800537 0ael07c86bl181c75
29695fd88d81dbd0 £47e8353f8047455 2deecc6b39d64d78 a77b7c035dd4clol
19 9a3fb4d38ab6cf06 3cd4b4104168e3edb 4725be249adl9%9ebb caf81a425d800537
£14998dd5f70767e 29695fd88d81dbd0 £47e8353f8047455 2deecc6b39do4d78
20 8dcb5ae65569d3855 9a3flk4d38ab6cf06 3c4b4104168e3edb 4725be2494d19%e6b
4bb9%e66dl145bfdec £14998dd5f70767e 29695fd88d81dbd0 £47e8353£8047455
21 da34d6673d452dcf 8d¢c5ae65569d3855 9a3fb4d38ab6cf06 3cd4b410414d8e3edb
8e30ff09ad4887534bb%66d1145bfdc £14998dd5f70767e 29695£fd88d81dbd0
22 3e2644567b70%9a78 da34d6673d452dcft 8dc5ae65569d3855 9a3fb4d384db6cf06
0ac2bllda8f57¥c6 8e30ff09ad488753 4bb9e66dll45bfdc £14998dd5f70767e
23 4f6877b58fe55484 3e2644567b709a78 da34d6673d452dcft 8dc5ae655¢d9d3855
c66005£8%db55233 0ac2bllda8f571c6 8e30ff09ad488753 4bb9e66dl11l45bfdc
24 9aff71163fa3a940 4f6877b58fe55484 3e2644567b709a78 da34d6673d452dct
d3ecfil3769180e6f c66005£87db55233 Oac2bllda8f571c6 8e30ff09ad488753
25 0kBeS5f791f8e6816b %9aff71163fal3a940 4f6877b58fe55484 3e2644567H709a78
o6ddflfd7edcce336 d3ecfl3769180e6f c66005£87db55233 Oac2blldafgf571chb
26\ 884c3bc27bcdf941 Obc5£f791f8e681l6b %9aff71163fa3a940 4f6877b58fe55484
e6e48c9a8e948365 oddflfd7edcce336 d3ecfl3769180e6f c66005£87db55233
27 eab4a%9e5771b8d09 884c3bc27bcdf941 0bc5£f791f8e6816b 9aff71163fa3a940
09068ad4e255a0dac e6e48c9a8e948365 o6ddflfd7edcce336 d3ecfl3769180e6f
28 e€62349090f47d30a eabd4a%9e5771b8d09 884c3bc27bcd4f941 Obc5£f791f8e6816b
0fcdf99710£f21584 09068a4d4e255a0dac e6e48c%9aB8e948365 6ddflfd7edcce336
29 74bf40£869094c63 €62349090£f47d30a eabd4a9e5771b8d09 884c3bc27bcdf941
flaec2feld37£f085 0fcdf99710£21584 09068ad4e255a0dac e6e48c9a8e948365
30 4c4fbbb75f1873a6 74bf40£869094c63 €62349090f47d30a eabd4a%9e5771b8d09
73e025d91b9%efeald flaec2feld37£f085 0fcdf99710£21584 09068ad4e255a0dac
31 ff4d3f1£f0d46a736 4c4fbbb75f1873a6 74bf40£869094c63 €62349090£47d30a
3cd388el119e8162e 73e025d91b9%efeal3 flaec2feld37£085 0£fcdf99710£21584
32 a0509015ca08c8d4 ff4d3f1f0d46a736 4cd4fbbb75f1873a6 74bf40£869094c63
e1034573654a106f 3cd388ell19e8162e 73e025d91bY%efeal3 flaec2feld37£085
33 60d4e6995ed91fe6 a0509015cal08c8d4 £f4d3f1£f0d46a736 4cd4fbbb75f1873a6
efabbd8bf47c041la e1034573654a106f 3cd388el119e8162e 73e025d91b9%efeal
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2c59%9ec7743632621
Ofbae670fa780£d3
la08lafc59fdbc2c
£098082£502b44cd
88df85b0bbe77514
8fbfd0162bbf4675
002bb8e4cd989567
66adcfa249%acTbbd
b3bb8542b3376de5
b49596c20feba7de
8e01el25b855d225
0c710ad47babadb67b

60d4e6995ed91feb
efabbd8bf47c041la
2c59ec7743632621
Ofbaec70fa780£d3
la08lafc59fdbc2c
£098082£502b4d4cd
88df85b0bbe77514
8fbfd0162bbf4675
002bb8e4cd989567
o66adcfa249%acTbbd
b3bb8542b3376de5
b49596c20feba’de

a0509015ca08c8d4
e1034573654a106f
60d4e6995ed91feb
efabbd8bf47c041la
2c59%9ec7743632621
0fbae670fa780£d3
1la08lafc59fdbc2c
£098082£502b44cd
88df85b0bbe77514
8fbfd0162bbf4675
002bb8e4cd989567
c6adcfa?249acTbbd

ff4d3f1£f0d46a736
3cd388ell19e8162e
a0509015ca08c8d4
e1034573654a106f
60d4e6995ed91fe6
efabbd8bf47c041la
2c59%9ec7743632621
O0fbae670fa780£d3
la08lafc59fdbc2c
£098082£f502b44cd
88df85b0bbe77514
8fbfd0162bbf467

b01521ddoabbel2c
169008b3adbbl70b
e96£89dd48cbd851
£0996439%9e7b50cbl
bc05ba8de5d3c480
639cb938e14dcl190
35d7e7f41defcbdb
cc5100997£5710£2
c47c9d5c7eaBaz234
858d832ae0e8911c
021 fbadbababbac6
e95c2a57572d64d9
£f61e672694de2d67
c6bc35740d8daa%a
6b69fclbbi482feac
35264334c03ac8ad
571£323d96b3a047
271580ed6c3e5650
ca%bd862c5050918
dfe091dabl82e645
813a43dd2c502043
07a0d8ef821c5ela
d43£83727325dd77
483f80a82eaee23e
03df11b32d42e203
504f94e40591cffa
doe3f68037ddf06aa
ac78lefelaalqel?
£650857b5babdadd
9ccfb31a860df0£86
63b460ed2748817e
c6b4dd22a9931c509
7a52912943d52b05
d2£89bbd91e00bel
481c3aec976eadb

8e01el25b855d225
0c710a4d47ba6ab67b
b01521ddoabbel2c
169008b3adbbl70b
e96£89dd48cbd851
£0996439%9e7b50cbl
bc05ba8de5d3c480
639cb938e14dcl190
35d7e7f41defcbd5
cc5100997£5710£2
c47c9d5c7eaB8az234
858d832ae0e8911c
021fbadbababb5achb
e95¢c2a57572d64d9
f61e672694de2d67
c6bc35740d8daa%a
o6b69fclbbi482feac
35264334c03ac8ad
571£323d96b3a04Y
271580ed6c3e5650
ca%bd862c5050918
dfe091dabl82e645
813a43dd2c502043
07a0d8ef821c5ela
d43£83727325dd77
483f80a82eaee23e
03df11b32d42e203
504f94e40591cffa
d63£f68037ddf06aa
a678lefelaalcel2
£650857b5babdadd
9ccfb31a86df0£f86
63b460e42748817e
c6b4dd2a9931c509
7a52912943d52b05

b3bb8542b3376de5
b49596c20feba7de
8e01el25b855d225
0c710a4d47ba6ab67b
b01521ddoabbel2c
169008b3adbbl70b
e96£89dd48cbd851
£0996439e7b50cbl
bc05ba8de5d3c480
639cb938e14dcl90
35d7e7f41defcbdS
cc5100997£57+10£2
cd7c9d5c7ea8a?234
858d832%ae0e8911c
021 fbadbababb5ach
e85¢2a57572d64d9
£61e672694de2d6’
c6bc35740d8daa%a
6b69fclbb482feac
35264334c03ac8ad
571£323d96b3a047
271580ed6c3e5650
ca%bd862c5050918
dfe091dabl82e645
813a43dd2c¢502043
07a0d8ef821cbela
d43£83727325dd77
483f80a82eaee23e
03df11b32d42e203
504f94e40591cffa
de3f68037ddf06aa
a678lefelaalcel2
£650857b5babdadd
9ccfb31a86df0£86
63b460e4d2748817e

002bb8e4cd98956]
66adcfaz249acibbd
b3bb8542b3376de
b49596c20fieba7d¢
8e0lel5b855d22
Oc710a47baba567
b0lbo21dd6abbel?2
169008b3adbbl70
e96£89dd48chbd85]
£0996439e7b50ch]
bc05ba8de5d3c48
639cb938e14dcl9
35d7e7f41ldefcbd
cc5100997£5710f4
cd7c9d5c7ea8a23
858d832ae0e8911¢
021fbadbababbac
e95c2a57572d64d
£61e672694de2d6
cobc35740d8daa94
6b69fclbb482fea
35264334c03ac8ad
571£323d96b3a04]
271580ed6c3e565
ca%9bd862c505091
dfe091dabl82e64
813a43dd2c50204
07a0d8ef821c5eld
d43£83727325dd7]
483f80a82eaece23¢
03df11b32d42e20
504£94e40591cff4
d63f68037ddf06a3
a678lefelaalce0]
£650857b5babdad

70505988124351ac
58lecb3355dcd9b8
6a3c9b0£f71c8b£f36
2c074484efleac8c
4797cdeded370692
3857dfd2fc37d3ba
a6afde9c9f807e51
cfcd928c5424e2bo6
09%9aeebbdal6d4deb
a8ldedbb9f19e643
84058865d60a05fa
ab44e86276478d85
cd88lee59%cabbch3

d2e89bbd91e00bel
4b81lc3aec976eadb
70505988124351ac
58lecb3355dcd9b8
6a3c9b0£f71c8b£f36
2c074484efleac8c
4797cdeded370692
3857dfd2fc37d3ba
acafd4e9c9f807e51
cfcd928c5424e2b6
09%9aeebbdal6d44deb
a8ldedbb9f19e643
84058865d60a05fa

c6b4dd2a9931c509
7a52912943d52b05
d2e89bbd9%91e00bel
4b81lc3aec976eadb
70505988124351ac
58lecb3355dcd9b8
6a3c9b0£f71c8b£f36
2c074484efleac8c
4797cdeded370692
3857dfd2fc37d3ba
acafd4e9c9f807e51
cfcd928c5424e2b6
09%9aeebbdal6d4ddeb
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9ccfb31a86df0£f86
63b460e42748817e
cob4dd2a9931c509
7a52912943d52b05
d2e89bbd9%91e00bel
4b81lc3aec976eadb
70505988124351ac
581lecb3355dcd9b8
6a3c9b0£f71c8b£f36
2c074484efleac8c
4797cdeded370692
3857dfd2fc37d3ba
a6afd4e9c9f807e51
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64

65

66

67

68

69

5a806d7e9821a501
aa84b086688a5c45
eeb9c21bb0102598
3b5fed0d6alf9cel
46c4210ab2ccl55d
29fab5a7bff53366
54ba35cf56a0340e
1c66£f46d95690bcf
181839d609c79748
Oada78ba2d446140
fboaaae5d0b6add’
e3711cbo564d112d

ab44e86276478d85
cd88lee59cabbch3
5a806d7e9821a501
aa84b086688a5c45
eeb9c21bb0102598
3b5fed0dobalf9c6el
46c4210ab2ccl55d
29fab5a7bff53366
54ba35cf56a0340e
1c66f46d95690bct
181839d609c79748
Qada78ba2d446140
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a8ldedbb9f19e643
84058865d60a05fa
ab44e86276478d85
cd88lee59%cacbbch3
5a806d7e9821a501
aa84b086688a5c45
eeb9c21bb0102598
3b5fed0docalf9s6el
46c4210ab2ccl55d
29fab5a7bf£f53366
54ba35cf56a0340e
1c66f46d95690bcf

cfcd928c5424e2b6
09%9aeebbdalocdddeb
a8ldedbb9f19e643
84058865d60al05fa
ab44e86276478d85
cd88lee59%cacbbch3
5a806d7e9821a501
aa84b086688a5c45
eeb9c21bb0102598
3b5fed0docalf9cel
46c4210ab2ccl55d
29fabb5a7bff53366

70

71

72

73

74

75

76

77

78

79

7652c579¢cb60£19c
aff62c9665f£f80fa
£15e9664b2803575
947c3dfafee570ef
358406dl65aee%9ab
8c7b5£fd9%91a794cal
20878dcd29cdfaf5
054d3536539948d0
33d48dabb5521de2
2bal8245b50dedct
c8960e6be864b916
995019%9a6ff3ba3de
654ef9abec389ca9
ceb9fc3691ce8326
d67806db8b148677
25c90a7768fb2aa3l3
10d9c4c4295599f6
9bb4d39778c07£f£9%e
73a54£399fadblb2
d08446aa79693ed7

fb6aaae5d0b6add’
e3711lcb6564d112d
7652c579¢cb60£19c
aff62c9665f£f80fa
£15e9664b2803575
947c3dfafee570ef
358406d165aee%ab
8c7b5fd9%91a794cal
20878dcd29cdfaf5
054d3536539948d0
33d48dabb5521de?2
2bal8245b50dedct
c8960e6be864b916
995019%9a6ff3ba3de
654ef9abec389cad
ceb9fc3691ceBd32%
d67806db8b148677
25c96a7768£b2aa3l3
10d9c4c4295599f6
9bb4d39778c07f9%e

181839d609¢c79748
Oada78ba2d446140
fb6aaae5d0b6add’
e3711lcb6564d112d
7652c579¢cb60£19c
aff62c9665f£f80fa
£15e9664028035%5
947c3dfafeed70ef
358406d165aee%ab
8c7b5fd91a794cal
20878d@dcd29cdfafs
054d3536539948d0
33d48dabb5521de?2
20al8245b50dedct
¢8960e6be864b916
995019%9a6ff3ba3de
654ef9abec389ca9
ceb9fc3691ce8326
d67806db8b148677
25c96a7768fb2aal

54ba35cfbda0340e
lco6f46d99690bct
181889d609c79748
Oada8ba2d446140
fHhbaaaeS5dOb6add’
e3711cb65d4d112d
7652c579¢cH60£f19c¢
aff62c9669££80fa
£15e9664b2803575
947c3dfafde570ef
358406dl16Yaee9ab
8c7b5£d914794cal
20878dcd29cdfafs
054d3536539948d0
33d48dabbj521de?2
2bal8245bHq0dedct
c8960e6befd64b916
99501 9a6ffl3bal3de
654ef9abed389ca9
ceb9fc3691ce8326

The fpllowing eight words Yy, Yy, Ys, Y3, Yy, Ys, Y, Yzrepresent the output of the final iteration

functipn.

Yy
Y;
Y,
Y;
Y
Y5
Ye
Y,

6a09e667£38bcc908
bb67ae8584caa’73b
3qd6ef372£fe94£82b
a54ff53a5f1d36f1
510e527fade682d1
9b05688c2b3e6clf
1£83d9abfb41bdéb
5be0cd19137e2179

& & &€ € & & &€ &

73a54£399fa4dblb2
10d9c4c4295599f6
d67806db8b148677
654ef9abec389cad
d08446aa79693ed7
9bb4d39778c07f9%e
25c96a7768fb2aa3
ceb9fc3691ce8326

ddaf35al93617aba
ccd417349ae204131
12e6fad4e89a97ea2
0a9%eeee64b55d39a
2192992a274fcla8
36ba3c23a3feebbd
454d4423643ce80e
2a%ac94fab4cad9f

of the round-

The hash value is the following 512-bit string.

ddaf35al193617aba cc417349%9ae204131 12e6fade89%9a97ea? 0a9eeeeb64b55d39%a
2192992a274fcla8 36ba3c23a3feebbd 454d4423643ce80e 2a9%9ac94fab4cadof

A.5.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of

© ISO/IEC 2004 — All rights reserved
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The hash-code is the following 512-bit string.

107db£389d9e9£f71 a3a95f6c055b9251 bc5268c2belbdbecl 3492ea45b0199£33
09e16455able9611 8e8a905d5597b720 38ddb372a8982604 6de66687bb420e7c

A.5.5 Example 5
In this example the data-string is the 26-byte string consisting of the ASCII-coded version of
‘abcdefghijklmnopgrstuvwxyz’

il

The hash-coqetsthefottowing5+2=bit-string:

4dyff86cc2calbae 1e16468a05chb9881 c¢97£1753bce36190 34898faalaabed29
959albf8ecd483d74 21fe3cl646613a59 ed5441fb0£321389 £77£48a879cTblEl

A.5.6 Example 6

In this examplle the data-string is the 62-byte string consisting of the ASCII-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789’
The hash-code is the following 512-bit string.

le(7be23c26a86ea 37eaB810c8ec78093 52515a970€9253c2 6£536¢cfc7a9996¢c4
5c4370583e0a78fa 4a90041d71adceab 7423f19¢71b9d5a3 e01249f0bebd5894

A.5.7 Example 7

In this example the data-string is the 80-byte string consisting of the ASCII-coded version of eight repetitions
of

1234567890’
The hash-code is the following 512-bit string:

724clefl124a45b0 47e807c75a932195 135bbolde24ec0dl 914042246e0aec3a
2394e093d76£3048 ©456764346900cbl 30d2ad4fd5ddlocabb 5e30bcb850dee843

A.5.8 Example 8
In this example the data-string is the 56-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnimnomnopnopq’

The hash-code 15 the foltowing 5 T2-bit string:

204a8fcodda82f0a Oced7beb8e08ad4l6 57cl6efd68b228a8 2790e331a703c335
96fd15cl13blb07f9 aald3bea57789cal 31ad85c7a71dd703 54ec631238ca3445

A.5.9 Example 9

In Ehis example the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated
10" times.

The hash-code is the following 512-bit string.

e718483d0ce76964 4e2ed42cTbclb5b463 8elf98b13b204428 5632a803afa973eb
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de0ff244877ea60a 4cb0432ceb577c31b eb009cbhc2cd49%aa’2e 4deadb217ad8cc09%b

A.5.10 Example 10

In this example the data-string is the 112-byte string consisting of the ASCII-coded version of

‘abcdefghbcdefghicdefghijdefghijkefghijklfghijkimghijkimn
hijkimnoijkimnopjklmnopgklmnopgrimnopgrsmnopgrstnopqrstu’

(with no line break after the first n).

After the padding process, the following two 16-word blocks are derived from the data-string.
61626364 65666768 62636465 66676869 63646566 6768696a 64656667/ 686P6ach
65666768 696abbbc 66676869 6abbocod 6768696a 6bocbdbe 68636abb 6cofoect
696abbbc 6d6e6f70 6abb6cod 6e6f7071 6bocodoe 6£707172 6cd6dbeof 70717273
6doe6f70 71727374 6e6f7071 72737475 80000000 00000000 00000000 000pP0O0O0OO
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000pP0O0OOO
00000000 00000000 00000000 00000000 00000000 00QQQEO0 00000000 000pP0OOOO
00000000 00000000 00O0OOOO0O0O 00000000 00000000 0O0BOOOOO 00OOOOOO 000pP0OOOO
00000000 00000000 00O0OOO0O0O0 00000000 00000000“P0O00000 00000000 000pP0O38O
The fpllowing are (hexadecimal representations of) the successive values of the variables Yy, Y4,| Yo, Y, Y, Vs,
Ys, Y4 in the first block process.
nit 6a09e667f3bcc908 bb67ae8584caal3b 3c6ef372fe94f82b ab54ff53a5f1d36f1
510e527fade682dl 9b05688c2b3@bclf 1f83d9%abfb4lbdob 5be0cdl19137e2179
0 fo6afce9d2263455d 6a09e667.£30cc908 bb67ae8584caa773b 3c6ef372f494£82b
58cb0218e01b86f9 510e527fade682dl 9b05688c2b3e6clf 1£83d9%abfld4lbdeb
1 0b7056a534ae5f62 f6afce9d2263455d 6a09e667£f3bcc908 bb67ae8584caa773b
£f8c7198fe39%9e4c8c 58chB218e01b86f9 510e527fade682dl 9b05688c23ebclf
2 2caB82233760c9942 (0bY056a534ae5f62 f6afced9d2263455d 6a09%9e667f3bcc908
303eccccd65953de £8c7198fe39e4c8c 58cb0218e01b86f9 510e527fade682dl
3 a023fl7ceb2cdaib 2ca82233760c9942 0b7056a534ae5f62 f6afce9d2263455d
ffdeebeedcc9cad?2 303eccccd65953de £8c7198fe39e4c8c 58cb0218e(1b86£9
4 8f0a67d9d591lala7 al023fl7ceb52cda7b 2ca82233760c9942 0b7056a534ae5f62
cbl4cfbbl66505f2f ffdeebeedcc9cad2 303eccccd65953de £8c7198fe39%edc8c
5 Db466267871acc493 8f0a67d9d591ala77 a023fl7ce52cda’/b 2caB822337d0c9942
73d6¢84c54d399%ee cbdcfbbl66505f2f ffdeebeedcc9cad?2 303eccccdd5953de
6 6582069fla3l12fccd b466267371lacc493 8f0a67d9d591ala7 a023fl7ceY2cda’b
cde40314975fb275 73d6c84c54d399%ee cbidcfbbl66505f2f ffdeeS5eeddc9cad?2
7 «65e3519¢c5b88181b 658269f1lal312fccd b466267371accd493 8f0a67d9dj91ala’
a657850ab3970c5a ¢cdc40314975fb275 73d6c84c54d39%ee cbidcfbbled505f2f
8 56604fbb4b6393ec 65e3519c5b88181b 658269flal312fccd b466267371acc493
C8Db3DEZZIDbebddr 7 aobo/8o0ab3970Ccoa CcdcldU03129751b275 73d6Cc84c52d399%ee
9 ¢4562769a37d02c0 56604fbb4b6393ec 65e3519c5b88181b 658269f1a3l2fccd
0062e70alef705cl e8b3be22fbe6ddf7 a657850ab3970c5a cdc40314975fb275
10 27c0b4c9186el1736 c4562769a37d02c0 56604fbb4b6393ec 65e3519c5b88181b
bc9740477al8ae2d 0062e70alef705cl e8b3be22fbe64df7 a657850ab3970c5ha
11 f17£52fb02fd4eb74 27c0b4c9186e1736 c4562769%9a37d02c0 56604fbb4b6393ec
be58522cb9590eel bc9740477al8ae2d 0062e70alef705cl e8b3be22fbe6ddf’
12 f2c245ac903d4a35 f17£f52fb02fdeb74 27c0b4c9186e1736 c4562769a37d02c0
49d5fa3aloedcd502 be58522cb9590eel bc9740477al8ae2d 0062e70alef705cl
13 9b04175€a8090daa f2c245ac903d4a35 f17£52fb02f4eb74 27c0b4c9186el1736
ec9cb5e98£f£f98760d 49d5fa3aledcd502 beb58522cb9590eel bc9740477al8ae2d
14 481b8abeeb5e07031 9b04175ea8090daa f2c245ac903d4a35 £17£f52fb02fdeb74
e4d35b613a5ac420 ec9cbe98£ff98760d 49d5fa3al6edcd502 beb58522cb9590eel
© ISO/IEC 2004 — All rights reserved 51
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52

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

9356ac3ec3e51459
701£17d27582443b
b889%ed34abd7aa3’
1d05d9%ba77%ala78
bf537blf3edc7381
c362f£9¢cf932951d
d4ed4d54e8242ad8
459e4e6888919f36
05f3fba4d454e5de3d
caed4b5fa322b984
cdb73772dc0248bf
dc8049%9afabacdb02

481b8abee5e07031
e4d35b613a5ac420
9356ac3ec3e51459
701£17d27582443b
b889%ed34abd7aa3l’
1d05d9%ba77%ala78
bf537b1f3edc7381
c362ff9¢cf932951d
dd4ed4d54e8242ad8
459e4e6888919f36
05f3fbad454e5de3d
caed4b5fa322b9o84

9b04175ea8090daa
ec9c5e98f£98760d
481b8abee5e07031
e4d35b613a5ac420
9356ac3ec3e51459
701£17d27582443b
b889%ed34abd7aa3’
1d05d9%ba77%ala’78
bf537b1f3edc7381
c362ff9cf932951d
dd4ed4d54e8242ad8
459e4e6888919f36

f2c245ac903d4a35
49d5fa3aledcd502
9b04175ea8090daa
ec9c5e98£ff98760d
481b8abeebe07031
e4d35b613a5ac420
9356ac3ec3e51459
701£17d27582443b
b889%ed34abd7aa3’
1d05d9%ba77%ala78
bf537bl1f3edc7381
c362ff9cf932951

1d47a3268ff677ed
8407818e9b28ccl?2
afd4e23eb622d0df4
64b5ae5424598428
be50606778deldas
0a5d727cc92e7adb
821ed44f6678ac478
£367e596d0a038a5
0c852b135%9a77¢c18
6dec8a3396a80c3f
ebb574fad4db7a7e4
a2d4lelefcleb6ff9
a092821c3cdf08da
c84e849917a7c08e
82baZ2elaz2dfzadfl
61845£6924789851
1959ad991c63d06a
231faf24910a891a
9b32d4cacd%9a625b
533066919d608799
dc55339£f4d841965
e2517£359998a58d
fdebbl1283b12514f
b1989170a183c661
b44c7975a83e3334
009ad175b8d588a4
Obac6lbfc53d18p7
a7d5416d690557H8
392893c22e76856a
Ta7c9eb7c813248
8244086834432e09%b
5e696a9fda56d6bf
ao41e2fl5l1la8clcbh
0£57062401dc680b
92253 7abadle95al

cdb73772dc0248bf
dc8049%9afabacd502
1d47a3268ff677ed
8407818e9b28ccl?2
afd4e23eb622d0df4
64b5ae5424598428
be50606778del4d4a6
0abd727cc92e7adb
821ed44f6678ac478
£367e596d0a038a5
0c852b135%9a77¢c18
6dec8a3396a80c3f
ebbb574fad4b7a7e4
az4leT7efcleb6ff9
a092821c3cdf08da
c84e849917a7c08e
82baZ2elaz2dfzadfl
61845£692478985%
1959ad991c63d0ba
231faf24910a891a
9b32d4cacd9ab25b
533066919d608799
dc55339€4d841965
e251K£359998a58d
fdebb1283b12514f
b1+989170a183c661
b44c7975a83e3334
009adl175b8d588a4
Obac6lbfc53d18b7
a7d5416d690557b8
392893c22e75856a
T7a7lc9eb7bc813248
824408631432e09%b
5e696a9fda56d6bf
ab4162f151a8clcb

05f3fba4d454e5de3d
caed4b5fa322b984
cdb73772dc0248bf
dc8049%afabacd502
1d47a3268ff677ed
8407818e9%p28ccl?2
af4e23eb622d0df4
64b5ae5424598428
be50606778deldasb
0abd727cc92eladb
821leddf6678acd/i8
£367e596d0a038a5
0c852b135%9a77c18
6dec8a3396a80c3f
ebbbMfaddb7a7ed
azdleT7efcleb6ff9
a092821c3cdf08da
c84e849917a7c08e
82bal2ela2df2a4dfl
61845f6924789851
1959ad991c63d06a
231faf24910a891a
9b32d4cacd9a625b
533066919d608799
dc55339£4d841965
e2517£359998a58d
fdebbl1283b12514f
01989170a183c661
b44c7975a83e3334
009adl175b8d588a4
Obac6lbfc53d18b7
a7d5416d690557b8
392893c22e75856a
Ta7lc9eb7bc813248
824408631432e09b

dded4d4d54e8242ad
459e4e6888919H3
05f3fbad54@5de3
caed4b5f&@322b984
cdb737%2dc0248b%
dc8049%afabacd50]
1d47a3268ff677e
8407818e9b28ccl]
afde23eb622d0df
64b5aeb542459842
be50606778delda
0ab5d727cc92e7ad
82leddf6678ac4’
£367e596d0a038a
0c852b1359%9a77cl
6dec8a3396a80c3t
ebb574fad4db7a7e
az24leTefclebo6ff
a092821c3cdf08d4
c84e849917a7c08¢
82bal2ela2df2a4df]
61845£f692478985]
1959ad991c63d064
231faf24910a8914
9b32d4cacd9a625
533066919d60879
dc55339f4d84196
e2517£359998a584
fdebbl1283b12514F
01989170a183c66]
b44c7975a83e3334
009ad175b8d588a4
Obac6lbfc53d18b]
a7d5416d690557b
392893c22e758564

4f4c193d435££721
b80591f6fbfadcde
00£4407c0£37237e
08f151f4b8d0fa2e
ec8b96fe402094cd
12b5fcc2b68£65c0
d688101dfd24a148
a7lbf5bd64289948
e052bfb7a6945939
890c2cd670c4aeasl
ddl3ededeeff00e7
ca6l1990b43297ffc
139%aa55c51d9%ee5f

0£57062401dc680b
922537abadlef%bal
4f4c193d435££721
b80591f6fbfadcde
00£4407c0£37237e
08f151f4b8d0fa2e
ec8b96fe402094cd
12b5fcc2b68£65c0
d688101dfd24a148
a7lbf5bd64289948
e052bfb7a6945939
890c2cd670c4aeasl
ddl3ededeeff00e7

5e696a9fdabe6d6bf
ab4l62f151la8clcb
0£57062401dc680b
922537abadlef%bal
4f4c193d435££721
b80591f6fbfadcde
00£4407c0£37237e
08f151f4b8d0fa2e
ec8b96fe402094cd
12b5fcc2b68£65c0
de88101dfd24a148
a7lbf5bd64289948
e052bfb7a6945939
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T7a7lc9eb7bc813248
824408631432e09b
5e696a9fdabo6debf
a64l162fl151la8clcb
0£57062401dc680b
922537abadle95al
4f4c193d435££721
b80591f6fbfadcde
00£4407c0£37237e
08f151f4b8d0fa2e
ec8b96fe402094cd
12b5fcc2b68£65c0
do88101dfd24a148


https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545

45

46

47

48

49
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7196e8fa538ba4dbf
046735513cdd14d3
1£f0720944dbeb6a4d
adleb7e5a27588e3
ded4£8608b8abl199
24b9c216£915da60
88761eb67845978e
9fe22e39448d50ed
7d40e6bed7d85702
d9c900e01968c33e
7d0d988df5768598
2ec2eb22a7cidl2c

ca61990b43297ffc
139%9aab5c51d9%ee5f
7196e8fa538badbf
046735513cdd14d3
1£f0720944dbeb6ad
adleb7e5a27588e3
ded4£8608b8ab199
24b9c216£915da60
88761eb67845978e
9fe22e39448d50ed
7d40e6bed7d85702
d9c900e01968c33e
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890c2cd670cdaeal
ddl3ededeeff00e7
ca61990b43297ffc
139%9aab5c51d9%ee5f
7196e8fab538badbf
046735513cdd14d3
1£f0720944dbeb6ad
adleb7e5a27588e3
ded4£8608b8ab199
24b9c216£915da60
88761eb67845978e
9fe22e39448d50ed

a71bf50d64289948
e052bfb7a6945939
890c2cd670cdaeal
ddl3ededeeff00e7
ca61990b43297ffc
139%9aab5c51d9%ee5f
7196e8fa538badbf
046735513cdd14d3
1£f0720944dbeboca4
adleb7e5a27588e3
ded4£8608b8abl199
24pb9c216f915da60
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48a8b60575b37£31
7059f9%c8c88a373
obcd25af294bbf79
6a8143bl716ee33d
307a456158ee8849
4372e85cl6eedd40
af36382c8fd716be
a8f8b0033187a916
810ebeed51cb4cal
16a64£5997b9ccab
2dd7659f1b4d13cd
5da6793bb7286a4b
5ac712acff4b98be
91f6395b301ladbfd
claf358833cb03cO
d4883c0c21ddal90
88a306074d388c7d
9fc52468b897£9c8
f11bfd0cf67d3040
47efb6407£74d318
1f065e7828ed4elb
7481899904a4ce?23
aebde39f2bc42ecl
62ab526ff177a988
d35a94706e3e5>af2
53f92b648d5d8¥5¢c
d72d727c53e0%ab9
10746426ba%824f4
3a7235%e5a4051d94
afed55daec5c2b00
f7£510fe73ef7e76
£1202c0bb7¢c4583f
23c2acfb393523e9
alObc2a6l044acle
0307d241aled7121

7d0d988df5768598
2ec2eb522a7c7dl2c
48a8b60575b37£31
7059f9bc8c88a373
obcd25af294bbf79
6a8143bl716ee33d
307a456158ee8849
4372e85cl6eedd40
af36382c8fd716be
a8f8b0033187a916
810ebeed51cb4cal
16a64£f5997b9ccab
2dd7659f1b4d13cd
5da6793bb7286a4b
5ac712acff4b98be
91f6395b301ladbfd
claf358833cb03cO
d4883c0c21ledal90
88a3060744388c7d
9fc524680b897£9¢c8
f11£d0cf67d3040
47¢fb6407£74d318
1f065e7828ed4delb
7481899904a4ce?23
aebde39f2bcd42ecl
62ab526f£177a988
d35a94706e3e5df2
53f92b648d5d815¢c
d72d727c53e09%ab9
10746426ba9824f4
3a7235e5a4051d94
afed455daec5c2b00
£f7£510fe73ef7e76
£1202c0bb7¢c4583f
23c2acfb393523e9

7d40e6bbed7d85702
d9c900e01968c33e
7d0d988df5768598
2ec2eb522a7c7dl2c
48a8b60575b37£31
7059f9c8c88a373
6bc425af294bbfv9
6a8143bl1716ee33d
307a456158¢ee8849
4372e85c16€e4440
af36382c8fd716be
a8fg8p0e33187a916
8108bee951cbdcal
16a64£5997b9%ccab
2dd7659f1b4d13cd
5da6793bb7286a4b
5ac712acff4b98be
91f6395b301ladbfd
claf358833cb03cO
d4883c0c21ddal90
88a306074d388c7d
9fc52468b897£9c8
f11bfd0cf67d3040
47efb6407£74d318
1f065e7828ed4delb
7481899904a4ce23
aebde39f2bcd2ecl
62ab526f£177a988
d35a94706e3e5df2
53f92b648d5d815¢c
d72d727c53e09%ab9
10746426ba%9824f4
3a7235e5a4051d94
afed455daec5c2b00
f7f510fe73efle76

88761eb6fl845978e
9fe22e39448d50ed
7d40€pbbed1d85702
d9¢€900e01968c33e
Ta0d988dfy768598
2ec2eb522a7c7dl2c
48a8b60579037£31
7059f9bc8d88a373
obcd25af294bbf79
6a8143bl1716ee33d
307a456158ee8849
4372e85c1deed440
af36382c8fld716be
a8f8b0033187a916
810ebee951lcbdcal
16a64£5997b9ccab
2dd7659f1d4d13cd
5da6793bb71286a4b
5ac712acffl4db98be
91f6395b3(ladbfd
claf358833cb03cO
d4883c0c21ddal90
88a306074d388c7d
9fc52468b897£9¢8
f11bfd0cfd7d3040
47efb6407f74d318
1f065e7828ed4delb
7481899904adce23
aebde39f2cd2ecl
62ab526f£177a988
d35a947064g3e5df2
53f92b648d5d815¢c
d72d727c53e09%ab9
10746426b49824f4
3a7235e5a4051d94
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74

fad5£f38flelaeal?2
191814d82f0ale6fb
39d325086e66e200
Oaled41lb6dal8c0l
b3d3521lelb6e5dfl
8a3f07db93f6c827
6370074be040ed?
002744d87e£80d28
8c5a245de2d72feb
778dc7880a4a2aal
45a375b466e5e342
a3flldeb5edel05bll
f5bbf52flab7cc05
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albc2a6l044acle
0307d241aled7121
fad5f38flelaeal?2
191814d82f0al6fb
39d325086e66e200
Oaled41b6dal8cO1
b3d3521lel66e5dfl
8a3f07db93f6c827
6b370074be040ed?7
002744d87e£80d28
8c5a245de2d72feb
778dc7880a4a2aal
45a375b466e5e342

£1202c0bb7¢c4583f
23c2acfb393523e9
albc2a6l044acle
0307d241aled7121
fad5f38flelaeal?2
191814d82f0al6fb
39d325086e66e200
Oaled41b6dal8cO1
b3d3521el66e5dfl
8a3f07db93f6c827
6b370074be040ed?
002744d87e£80d28
8c5a245de2d72feb

afed4d55daec5c2b00
£f7£510fe73ef7e76
£1202c0bb7¢c4583f
23c2acfb393523e9
albc2a6l044acle
0307d241aled7121
fad5f38flelaeal?2
191814d82f0al6fb
39d325086e66e200
Oaled41b6dal8cO1
b3d3521el66e5dfl
8a3f07db93f6c827
6b370074be040ed?7

53


https://iecnorm.com/api/?name=f07ebb91732a47a053fd28d9c57ef545

ISO/IEC 10118-3:2004(E)

75 629c8aebecd8afdb a3fllde5ede05bll 778dc7880ad4a2aal 002744d87ef80d28
5a8fe5919d3cfl136 fhbbf52flab7cc05 45a375b466e5e342 8cbha245de2d72feb
76 c9a8cle2d063ce94 629c8aebecdB8afdb a3fllde5ede05bll 778dc7880ad4azaal
aacd089%bfae8faf9 5a8fe5919d3cfl36 fS5bbf52flab7cc05 45a375b466e5e342
77 c517cbabal9%b26a c9%9a8cle2d063ce94 629cB8aebecd8afidb a3flldebedel05bll
e1682bd33c8f8e23 aacd089%fae8faf9 5a8fe5919d3cfl136 f5bbf52flab7cc05
78 11e3570e06e3b74e c517cba6al9%b26a c9a8cle2d063ce94 629cB8aebecdB8afidb
075aabbade34fd01l e1682bd33c8f8e23 aacd089%bfae8faf9 5a8fe5919d3cfl36
79 d90f1bl237b3ab561 11e3570e06e3b74e c517cba6al9bb26a c%9a8cle2d063ce9%4
867983f69d3a3adl 075aabbade34fd01 e1682bd33c8f8e23 aacd089%bfae8faf9
The following_eight words Y, Y., Yo, Ys, Ya, Y:, Y, Y:represent the output of the round-function in the first
block process.
Y, 6a09e667f3bcc908 W d90f1bl237b3abol 4319017a2b706e69
Y, bb67ae8584caa73b W 11e3570e06e3b74e cd4b05938bae5e89
Y, 3c6ef372fe94f82b W c517cbabal9bb26a 0186b£f199f30aa95
Ys ab4ff53a5f1d36f1 W c%9a8cle2d063ce9%4 6ef8b71d2E810585
Y, 510e527fade682dl W 867983f69d3a3adl d787d6704b20bda2
Ys 9p05688c2b3ebclf W 075aabbade34fd0l a260144709736920
Ye 1£83d9%abfb4lbdob W el1682bd33c8f8e23 00ec057£37d14b8e
Y, 5be0cdl19137e2179 W aacd089%bfae8farf? 06add5b50e671c72
The following| are (hexadecimal representations of) the successive values of the variables Yy, Yy, Yo, Y3, Y4, Vs,
Ys, Y7 in the gecond block process.
init 4319017a2b706e69 cd4b05938baeb5e89” 0186bf199f30aa95 6ef8b71d2£81058
d787d6764b20bda2 a260144709736920 00ec057f37d14b8e 06addbb50e671c7]
0 |b8fdb92bdfbl87e8 4319017a2b706e69 cd4b05938bae5e89 0186bf199f30aad
1d5f4d5ad031b8e6 d787d6764b20bda2 a260144709736920 00ec057£37d14b8¢
1 |6eb90718369¢c5cd7 b8fdbo%2bdfbl87e8 4319017a2b706e69 cd4b05938baebe8
4b90p4877d987b0fe 1d5f4d5ad031b8e6b d787d6764b20bda2 a26014470973692
2 |c83451£2335d5144 6ek90718369c5cd7 b8fdb92bdfbl87e8 4319017a2b706e6
dob67350e0781e99 4%904877d987b0fe 1d5f4d5ad031b8e6b d787d6764b20bdal
3 28ecldeb2a9eebe8 ¢83451£2335d5144 6eb90718369c5cd7 b8fdb92bdfbl87e
25e3136be5999b8C dob67350e0781e99 4b9%04877d987b0fe 1d5f4d5ad031b8ed
4 | 806abd86c0479%e5b 28ecldebl2aleebe3 ¢83451f2335d5144 6eb90718369c5cd]
1b8f7670edklcf89 25e3136be5999%b8c d6b67350e0781e99 4b9b4877d987b0f¢
5 |234788f8a54aed38 806abd86c0479%9e5b 28ecldebl2a9%ee6el3 ¢83451£2335d5144
4fabe3le67d5d156 1b8f7670eablcf89 25e3136be5999b8c d6b67350e0781e9
6 |01264F18257b5e2c 234788f8a54aed38 806abd86c0479%9e5b 28ecldeblaf9eetbe]
1¢35060960b99de50 4fabe51c67d5d156 1b8f7670eablcf89 25e3136be5999%9b8¢
7 | 50¥4£38104dde991 01264f18257b5e2c 234788f8a54aed38 806abd86c0479e5
13f8bfdc4001c362 1c3506096b99de50 4fabe51c67d5d156 1b8f7670eablcf89
8 f522574a4lb2aac6 5b14£f38104dde991 01264f18257b5e2c 234788f8a54aed38
63a5f09617622ed2 13f8bfdc4001c362 1c3506096b99de50 4fabe5lc67d5d156
9 6ec258b855afaeba £522574a4lb2aac6 5b14£38104dde991 01264f18257b5e2c
211e271d92770b36 63a5f09617622ed2 13f8bfdcd4001c362 1c3506096b99de50
10 9364214bad8bdloc 6ec258b855afaeba f522574ad4lb2aac6 5b14£38104dde991
d64dcboecOfebbac 211e271d92770b36 63a5f09617622ed2 13f8bfdc4001c362
11 082bab62l47ecbbd5 9364214bad8bdlec 6ec258b855afaeba f£522574a4lblaac6
34fe78473b61266e do6d4dcbbecO0feSbac 211e271d92770b36 63a5f09617622ed?2
12 5790f6ba82bba809 082ba62l47ecbbd5 9364214bad8bdloc 6ec258b855afaeba
d491e309141dcaal3 34fe78473b61266e dod4dcbbecOfeSbac 211e271d92770b36
13 abb8aefd086d33ce 5790f6ba82bba809 082ba62l147ecbbd5 9364214ba4d48b4dloc
044943c2992cc0f0 d491e309141dcaal3 34fe78473b61266e doddcbbecOfeSbac
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14

15

16

17

18

19

bf2324a9%9a363abe’
Ocf5f4bde5977c54
00e8e32076ablaff
43bfdeb269a2650c
f0376dffecfffda’
69fa5896969e85b8
2fadl94272cda857
ddb519d663b7bbec
9ae56936e95325ac
04ceb04676619057
d94ccb853£53433b
dcdc0f45813fb5a2

abb8aefd086d33ce
044943¢c2992cc0f0
bf2324a%a363abe’7
Ocft5f4bde5977c54
00eB8e320706ablaff
43bfdeb269%9a2650c
f0376dffoofffda’
69fa5896969e85b8
2fadl94272cda857
ddb519d663b7bbec
9ae56936e95325ac
04ceb04676619057
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5790f6ba82bba809
d491e309141dcaa3l
abb8aefd086d33ce
044943¢c2992cc0f0
bf2324a9%a363abe’7
Ocf5f4bde5977c54
00e8e32076ablaff
43bfdeb269a2650c
f0376dffeofffda’
69fa5896969e85b8
2fadl194272cda857
ddb519d663bT7beec

082babc2147ecbbd5
34fe78473b61266e
5790f6ba82bba809
d491e309141dcaa3
abb8aefd086d33ce
044943¢c2992cc0f£0
bf2324a9%a363abe?
Ocf5f4bdeb5977c54
00e8e32076ablaff
43bfdeb269a2650c
f0376dffo6fffda’
69fab896969e85b8
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21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

837£8075d2945995
272b5£79a91419d8
786bde689f7aa62d
566586e69ad3f487
276457f£01812aa6f
e78fb8b0dfbbc62f
0de519f5d6c2c298
5ca3e5cdla30b954
54314dff825e2b22
b8lab51e0c96ccf77
5d3f98dd7b29c363
95d49494f5a0d1l4a
5e9dad426aa7d4ab8
d22cccad2e391cd4
3b62dd973298ea43
aceb5d06101e514e
£d258££809b2253d
26c991e85352da6t
b462a20846af417d
291eee54c034c326
d5471e3dc7171224
0aaf99c59%e7fadbd
9ace856bal290e6e
658f0bea63804d05
80a0d154506b3rc4
bbe6e3b3bb7fefab
fb90aB8a76dealbfe
65234d565049e665
£5170690d9%940a294
eddd6e3f44d313bc
b70883992932880d
dabdd7cl2blcbee3
b2a2be77b0fcf3bf
50fca57291e19874
8575839b0f08472b

d94ccb853£53433b
dcdc0£f45813fb5a2
837£8075d2945995
27215£79a91419d8
786bde689f7aa62d
566586e69ad3f487
276457£f01812aa6f
e78fb8b0dfbbc62f
0de519f5d6c2c298
5ca3e5cdla30b954
54314dff825e2b22
b8la51e0c96ccf77
5d3£98dd7b29c363
95d49494f5a0dl4a
5e9dad26aa’ld4a58
d22cccad2e391c¢cdd
3b62dd97329%8ea43
aceb5d06104de514e
£d258££809b2253d
26c991e85352dac6t
b462420846afdl7d
29Teeeb54c034c326
d5471e3dc7171224
0aaf99ch9%e7fadbd
9ace856bal290e6e
658f0bea63804d05
80a0d154506b37c4
bbe6e3b3bb7fefab
fb90a8a76dealbfe
65234d5b5049e665
£5170690d940a294
e4dd663f44d313bc
b70883992932880d
dc5dd7cl2blcbo6e3
b2a2be77b0fcf3bf

9ae56936e95325ac
04ceb04676619057
d94ccb853£53433b
dcdc0£f45813fb5a2
837£8075d2945995
272b5£79a91419d8
786bde689f7aabld
566586e69ad3f487
276457£f018124aa06f
e78fb8bldfbbc62f
0de519f5d6c2c298
5ca3ebe¢dla30b954
54334dff825e2b22
©81a51e0c96cct77
3d3f98dd7b29c363
95d49494f5a0dl4a
5e9dad426aa7d4ab8
d22cccad?2e391cd4
3b62dd973298ea43
aceb5d06101le514e
£d258££809b2253d
26c991e85352dact
b462a20846afdl7d
291eeeb4c034c326
d5471e3dc7171224
0aaf99cbh9e7fadbd
9ace856bal290e6e
658f0bea63804d05
80a0d154506b37c4
bbe6e3b3bb7fefab
fb90a8a76dealbfe
65234d5b5049e665
£5170690d940a294
e4dd663f44d313bc
b70883992932880d

2fadl1942f4cda857
ddb519dop3Ipb7boec
9aeb56936eq5325ac
04¢ep0467d619057
d94ccb853153433b
dcdc0£45813fb5a2
837£8075d2945995
272b5£79a91419d8
786bde689fl7aa62d
566586e6949d3f487
276457f01812aa6f
e78fb8b0dflbbc62f
0de519£f5ddc2c298
5ca3eb5cdl430b954
54314df£8245e2b22
b8la51e0cq6cct77
5d3£98dd7H29c363
95d49494fHal0dl4a
5e9dad26ag7d4a58
d22cccad2g391cd4
3b62dd973298ea43
aceb5d061(le514e
£d258££f809b2253d
26c991e85352dact
b462a2084dafdl7d
291leeeb4c(34c326
d5471e3dcN171224
0aaf99ch9gq7fadbd
9ace856balj290e6e
658f0bea63804d05
80a0d154506b37c4
bbet6ce3b3bd7fefab
fb90a8a76dealbfe
65234d5b5049e665
£5170690d940a294
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bd7176bd099%0b2£f2
4405d2765de0Oadfc
7cad4916£2cd8dbl0
eec6fcabaac57661
Tbelb7e70bdabe53
bb3fcd7585b59%9e32
2201c7cbd34e3lfe
0el09%efc4d47927341
d43e5686506fa05d
55c0dba83bcdc6el
50634502£1671535
£5756f847bfaef6’
e2d307£d94f4818a
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50fcab7291e19874
857583900£08472b
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8575839p0£f08472b
bd7176bd099%bb2f2
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7cad916f2cd8dbl0
eecbfcabaac57661
TobelOb7e70bdabe53
bb3fcd7585b59e32
2201c7cbd34e31fe
0el09%efcd7927341
d43e5686506fa05d

e4dd663f44d313bc
b70883992932880d
dc5dd7cl2blcb6e3
b2a2be77b0fct3bf
50fcab57291e19874
8575839p0£f08472b
bd7176bd099%bb2f2
4405d2765deOadfc
7cad916f2cd8dbl0
eecbfcabaac57661
TobelOb7e70bdabe53
bb3fcd7585059e32
2201c7cbd34e31fe
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£1438c9cf271cl06e
ad8acled966b2dc6
a7ldcaffdbefb9d4a
9e46e9£915099c34
985ba373680b8e94
7d4cOabco76bla8b
807£45784852303fF
082ee70d3f352aac
d9c523173blalel5
e301dca32c44calb
b6df019ca515cafb
754b3a461a665640

£5756£847bfaef6’7
e2d307£d94f4818a
£1438c9cf271cl06e
adB8acled966b2dc6
a7dcaffdbefb9d4a
9e46e9£915099c34
985ba373680b8e9%4
7d4cOabc676bla8b
807£45784852303f
082ee70d3f352aac
d9c523173blalel5
e301dca32c44calb

55c0dba83bcdc6el
5b634502£1671535
£57560f847bfaefo’
e2d307£d94f4818a
£1438c9cf271c06e
ad8acled966b2dc6
a7dcaffdbefb9d4a
9e46e9f915099c34
985ba373680b8e%4
7d4cOabc6b76bla8b
807£45784852303f
082ee70d3f352aac

0el09efc47927341
d43e5686506fa05d
55c0dba83bcdc6el
50634502£f1671535
£f5756f847bfaefo6’
e2d307£d94f4818a
£1438c9cf271c06e
ad8acled966b2dcb
a7dcaffdbefb9d4a
9e46e9£915099¢c34
985ba373680b8e9%4
7d4cQabcb76bl1a8

427a642921b2e645
08a30fefe981f2ec
7aab58dbelb9df7b
2749¢c52d0b3d1225
974ddd552aecloce
a%eb6cbfb416a591f
55e0b99d4404f6ca
6c24ad697b41b1b9
901f632579%eeleee
4ee99476dblbb7a9
£90db9f292a60463
5401644992a1f8b8
99906a7df1007357
f5e402ee21db8915
71a0a998fb48c0fc
96bece755cd203cb
c25e798e50752535
9d548440d8el110£f2
1lcedf2591812ebae
b27252537a83cf27
cl700e250dcoffed
970088839126bdab
£8e6924412£fd0c64
d50cf4£73910e3ee
d53e0a39%eeed 7528
1lbod7234acel5d7d
3960545ab926c0d%
9eabb5618b4fqdis
b2clo4d7labb92fe
£f1736fbbfbbebe72
4d979e9856067e75
dl1fb300£35992350
59d0238cel37abd7
5£3e64b7546e2cec
b£8d9453b9876b0a

b6df019ca515cafb
754b3a461a665640
427a642921b2e645
08a30fefe981f2ec
7Taab58dbelb9df7b
2749¢c52d0b3d1225
974ddd552aecloce
a9e6cbfb416a591f
55e0b99d4404f6ca
6c24ad697b41blb9
901f632579%eeleee
4ee99476dblbb7a9
£90db9£292a60463
5401644992a1£f8b8
99b906a7df1007357
£f5e402ee21db8915
71a0a998fb48c0fc
96bece’755cd203ch
c25e798e50752583%
9d548440d8e110f2
lcedf2591802e0bae
b27252537a83cf27
cl700e250dcoffed
970088839126bdab
£806924412£d0c64
d50cf4£73910e3ee
d53e0a39%eeed 7528
1lbod7234acel5d7d
3960545ab926c0d5
9eabb5618b4dfcdl3
b2clo4d71abb92fe
f1736fbbfboebe72
4d979e985b067e75
dl1fb300£35992350
59d0238cel37abd?

d9c523173blalel5
e301dca32c44calsb
b6df019ca515cafb
754b3a461a665640
427a642921b2e645
08a30fefe981f2ec
Taab58dbelb9df7b
2749¢c52d0b3d1225
974ddd552aecloce
a9e6cbfb416a591f
55e0b99d4404 f6ca
6c24ad697b41H1b9
901f632579%¢celeece
4ee9946dblbb7a9
£904db9£292a60463
5401644992a1£8b8
9b906a7df1007357
£5e402ee21db8915
71a0a998fb48c0fc
96bece755cd203cb
c25e798e50752535
9d548440d8e110f2
1cedf2591812eb6ae
b27252537a83cf27
cl700e250dceffed
970088839126bdab
£8e6924412£fd0co64
d50cf4£73910e3ee
d53e0a39%eeed 7528
1lbod7234acel5d7d
3960545ab926c0d5
9eabb5618b4fcdl3
b2clo4d71labb92fe
f1736fbbfboebe72
4d979e985b067e75

807£457848523031
082ee70d3f352aa¢
d9c¢523173bNate0
e301dcal3?e44cal
b6df019ca515caf
754bBa46la66564
427942921 b2e64
08a30fefe981f2e
Faab58dbelb9df7
2749¢c52d0b3d122
974ddd552aecloce
a%9eb6cbfb416a591f
55e0b99d4404f6cq
6c24ad697b4d1blb
901f632579%¢celeeq
4ee99476dblbb7a
£90db9£f292a6046
5401644992al1f8b
9b906a7df1007357
f5e402ee21db891
71a0a998fb48c0f
96bece755cd203c
c25e798e5075253
9d548440d8e110f]
lced4f2591812e6aq¢
b27252537a83cf2]
cl700e250dcoffe
970088839126bda
£8e6924412fd0c64
d50cf4£f73910e3eq¢
d53e0a39%eeed 752
1b6d7234acelbd7q
3960545ab926c0d
9eabbb5618b4fcdl
b2cl64d71abb92f¢

6c27893a31b0e07e
c45dd4a2d2feal59
48253e21b26d8cf9
e08471946¢c17b0b6
7T14e2adfde23ff24
b4838clc28fee’bc
371£12£333f7e5b9
851cfola77f6e6bdl
a2ad75deac0e8b42
£53d23c50249%af2d
1e99cae9d4cf0409
b81e85d427045550
£5794711faa60£f63

5f3c64b7546e2cec
bf8d9453b9876b0a
6c27893a31b0e07e
c45dd4a2d2fealb9
48253e21b26d8cf?9
e08471946¢c17b0b6
714e2adfde23ff24
b4838clc28feeTbc
371£12£333£f7e5b9
851cfola777f6e6bdl
a2ad475deac0e8b4d?2
£53d23c50249%af2d
1e99cae9d4cf0409

d1fb300£35992350
59d0238cel37abd?
5f3c64b7546e2cec
b£f8d9453b9876b0a
6c27893a31b0e07e
c45dd4a2d2feal59
48253e21b26d8cf9
e08471946¢c17b0b6
714e2adfde23ff24
b4838clc28fee7bc
371£12£333£f7e5b9
851cfo0a777f6e6dl
a2ad75deac0e8b4d?2
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f1736fbbfbbebe72
4d979e985b067e75
d1fb300£35992350
59d0238cel37abd?
5f3c64b7546e2cec
b£f8d9453b9876b0a
6c27893a31b0e07e
c45dd4a2d2feal59
48253e21b26d8cf9
e08471946¢c17b0b6
714e2adfde23ff24
b4838clc28fee7bc
371£12£333f7e5b9
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74

75

76

77

78

79

ae70c7dl1ea84a83
dc0d633411c289b2
5¢c54592e13c76135
1620dd5479e94b9%b
03a0£79087078a93
57e90fa678e4cc9’7
8df0baad4c6ed50c
coe7246f7f0bdaco
bfa9f194894db5bo
90bb8597bb4ldala
4b7c99fbaf72a571
78955227fde03a42

b81e85d427045550
£5794711faa60£f63
ae70c7d11ea84a83
dc0d633411c289b2
5¢c54592e13c76135
1620dd5479e94b9%b
03a0£79087078a93
57e90fa678e4cc97
8df0baad4c6ed50c
cbe7246f7f0bdact
bfa9f194894db5b6
90bb8597bb4ldala

ISO/IEC 10118-3:2004(E)

£53d23c50249%af2d
1e99cae9d4cf0409
b81e85d427045550
£5794711faa60f63
ae70c7d11ea84a83
dc0d633411c289b2
5¢c54592e13c76135
1620dd5479e94b9%b
03a0£79087078a93
57e90fa678e4cc97
8df0baad4c6ed50c
coe7246f7f0bdact

851cfo0a77fo6eodl
a2ad75deac0e8b42
£53d23c50249%af2d
1e99cae9d4cf0409
b81e85d427045550
£5794711faa6c0f63
ae70c7dl1ea84a83
dc0d633411¢c289b2
5c¢54592e13c76135
1620dd5479e94b9%b
03a0£79087078a93
57e90fa678e4cc97

The fpllowing eight words Yy, Yy, Ys, Ys, Y4, Ys, Y6, Yzrepresent the output of the final iteration

functipn.
Yo = 4319017a2b706e69 W 4b7c99fbaf72a571 = 8e959b7K8dae313da
Yy cd4b05938baeb5e89 W bfa9f194894db5b6 = 8cf4f72814fcl43f
Y, 0186bf199f30aa95 W 8dfObaad4cbed50c = 8£7779c6eb9f7fal
Y3 6ef8b71d2£810585 W 03a0£79087078a93 =87299%aeadb6889018
Y, d787d6764b20bda2 W 78955227fde03a42( ='501d289e4900£f7e4
Ys a260144709736920 W 90bb8597bb4ldatla = 331b99dec4b5433a
Ys 00ec057£37d14b8e W c6e7246f7f0bdac6t = c7d329%eebo6dd2654
Y, 06add5b50e671c72 W 57e90fa6d/8e4cc97 = 5e96e55b874be909

The fpllowing is the hash value for this message.

A.5.11 Example 11

In thig

example the data-string is the:32-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijk’

The Hash-code is the following 512-bit string.

A.6

Dedicated Hash-Function 6

8e959b75dae313da 8cfd4f72814fedd3f 8£7779c6eb9f7fal 729%9aeadb6889P18
501d289e4900f7e4 331b99dec4b5433a c7d329%eeb6dd2654 5e96e55b874bepP09

c50e7a500d4058bf 530ec603b66b032a 989a3e033a340090 dc51086c¢cfd8cbp22
0902%K932ea830£f9% 6bc09dafe882£908 38c2c91018245904 828cl232fc094pPeb

A.6.1 Example 1

In this example the data-string is the empty string, i.e., the string of length zero.

The hash-code is the following 384-bit string.

38b060a751ac9638 4cd9327eblble36a 21fdb71114be0743 4cOcc7bfoe3foelda
274edebfe76f65fb d51ad2f14898b95b

A.6.2 Example 2

In this example the data-string consists of a single byte, namely the ASCII-coded version of the letter ‘a’.
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The hash-code is the following 384-bit string.

54a59p9£22b0b808 80d8427e548b7c23 abd873486elf035d ce9cd697e8517503
3caa88e6d57bc35e faelbb5afd3145£31

A.6.3 Example 3

In this example the data-string is the three-byte string consisting of the ASCII-coded version of ‘abc’. This is
equivalent to the bit-sting: ‘01100001 01100010 01100011°.

After the padding process, the single 16-word block derived from the data-string is as follows.

61624380 00000000 00000000 00000000 00000000 00000000 00000000 00000QQ0
0000000 00000000 00000000 00000000 00000000 00000000 00000000 00006000
0000000 00000000 00000000 00000000 00000000 00000000 00000000 00QO0O0VOO
0000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018
The following| are (hexadecimal representations of) the successive values of the variables Yy, Yy, Yo, Y3,
Ys, Y7.
init cbbb9d5dc1059%9ed8 629a292a367c¢d507 9159015a3070ddi % /152fecd8£70e593
67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa7 47b5481dbefadfa
0 |470994ad30873£f88 cbbb9d5dcl1059%9ed8 629%9a292a367€d507 9159015a3070dd17
bd03£f724be6075f9 67332667ffc00b31 8eb44a8768581511 db0c2e0d64f98fa]
1 |2e91230306al2ae0 470994ad30873£88 cbbb9d5dc1059%9ed8 629a292a367cd507
5e1b4el695372b9% bd03f724be6075f9 67332667ffc00b31 8eb44a876858151]
2 |eebeb5d379%e707ad 2e91230306al2ae0 470994ad30873£88 cbbb9d5dcl1059%ed
54074a65aef34336 5elbd4el695372b% bdB3f724be6075f9 67332667ffc00b3]
3 |e308483153el5ad6 eebe5d379%e707ad Re91230306al2ae0 470994ad30873£8
086c5b2d36a89178 54074a65aef34336Y5e1b4el1695372b9% bd03£f724be6075f
4 |3a7a023c593d8479 e308483153elbad6 eebe5d379be707ad 2e91230306al2ae
8aal1144850633794 086c5b2d36a89178 54074a65aef34336 5elbdel695372b9%¢
5 333199a85f92b052 3a7a023c5938d8479 e308483153el5ad6 eebeb5d379be707a
7a6316f0ef047ce7 8aalldi®50633794 086c502d36a89178 54074a65aef3433¢
6 |76£f0741213dd2ef6 333199a85f92b052 3a7a023¢c593d8479 e308483153el5ad
74063cba385f0675 7a6316f0ef047ce7 8aalldd850633794 086c5b2d36a8917
7 102f2a04d3aabl629 76£0741213dd2ef6 333199a85f92b052 3a7a023c593d847
1688b9bf14980fc "74063cbal385f0675 7a6316f0ef047ce7 8aalldd850633791
8 | 73e5b2al1704a0349"02f2a04d3aabl629 76£f0741213dd2ef6 333199a85f92b05]
£d00139f705904d0 1688b9%bf14980fc0 74063cba385f0675 7a6316f0ef047ce]
9 |bf3f67bal2882648 73e5b2al704a0349 02f2a04d3aable29 76f0741213dd2ef
652e31134€0a4257 £d00139f705907d0 1688b90f14980fc0 74063cba385f067
10|33254508bb2ead8d bf3f67bal2882648 73e5b2al704a0349 02f2a04d3aabl62
9e18991c4f39f0ba 652e311d4f0a4257 £d400139£705907d0 1688b9pfl14980fc
11 | clfdb2a0205ea0e5 33254508bb2ecad8d bf3f67bal2882648 73e5b2al704a034
04732e8bc4044582 9e18991c4f39f0ba 652e311d4f0a4257 £d400139£705907d
12 I85IL9TIU38anUrl39 clrdbZavzZibealven 3325450800 Z¢ad8d DL3ro/balZg82643d
8bdacfcdd2b8afeo 04732e8bcd4044582 9e18991c4f39f0ba 652e311d4f0ad257
13 e5f06744c0d7563a 185f9ff038a50£f39 clfdb2a0205eale5 33254508bb2ead8d
2fa93d1ce9523015 8bdacfcd4d2b8afe6 04732e8bcd044582 9e18991c4£39f0ba
14 7e32dc0e9f414783 e5f06744c0d7563a 185f9ff038a50£f39 clfdb2a0205eale5
3a9950aaabe75884 2fa93d1ce9523015 8bdacfcd4d2b8afe6 04732e8bcd4044582
15 leab6l59%ae87ef6d 7e32dc0e9f414783 e5f06744c0d7563a 185f9ff038a50£39
153b895cfbcd436c5 3a9950aaabe75884 2fa93d1lce9523015 8bdacfcdd2b8afeb
16 33ef2cebbfl739%aa leab6l59%9ae87ef6d 7e32dc0e9f414783 e5f06744c0d7563a
9dla6dbafld366aa 153b895cfbc436c5 3a9950aaabe75884 2£fa93d1ce9523015
17 7dflb65f1b87d6ca 33ef2cebbfl73%aa leab6159%9ae87ef6d 7e32dc0e9f414783
5b6e369d36e8el181 9dlacdbafld366aa 153b895cfbcd436c5 3a9950aaa5e75884
18 63a24014a34bb0f6 7dflb65flb87d6ca 33ef2cebbfl73%aa leab6159%ae87efod
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19

20

21

22

23

24

el3e610eae680d85
£1aabd313309509b
674385f0d87db9%4f
9ba737ae88a72c64
3fc2614c43906c0f
042c2dc9abbf558a
19316bebc88e01f2
7799c75acc748c0f
a7bbd65bbf64£58c8
ccf99a80£f92bf002
e52a24faede8fc9b
ae993474363efe68

5b6e369d36e8el181
63a24014a34bb0£f6
el3e610eae680d85
£1aabd313309509b
674385f0d87db9%4f
9ba737ae88a72c64
3fc2614c43906c0f
042c2dc9a5bf558a
19316bebc88e01f2
7799c75acc748c0f
a7bbd65bbf64£58c8
ccf99a80f92bf002

ISO/IEC 10118-3:2004(E)

9dlacdbafld36baa
7dflbo5f1b87d6ca
5b6e369d36e8el181
63a24014a34bb0£f6
el3e610eae680d85
f1aabd313309509b
674385f0d87db9%4f
9ba737ae88a72c64
3fc2614c43906c0f
042c2dc9a5bf558a
19316bebc88e01f2
7799c75acc748c0f

153b895cfbc436ch
33ef2cebbfl73%aa
9dla6dbafld366aa
7dflbo5f1b87d6ca
5b6e369d36e8e181
63a24014a34bb0£f6
el3e610eae680d85
f1aabd313309509b
674385f0d87db94f
9ba737ae88a72c64
3fc2614c43906c0f
042c2dc9abbf558a

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

4F

587£308d58681928
335063dla2aec92f
c2d6d65e38c6ea79
53a78b0ccallba3’
3b65a26c3c92¢c8£3
ab7f£fa529f622930
b9d8a2f2762901ea
ed28bb43afe3do3e
6a8527525£898726
bbed541a5128088c¢c
7973aadbde294be9
4c5c38df7ec8baf4
422ceeal200e9ee4
4bad56ec244033ed
7c£40857056d86b0
aadabablac5f5dd8
ad2blecfbb5bfc556
9¢cb941f2ced774b3
029f66c704569bf0
39265£358594de27
3f7blc260c82e54f
09ccad87d39%p02al
4a22b37058a5b1b0
d48d97ced38cfdf0
a239e00b8baa Al
d6fdle25a8b634d6
25755¢cb81h9dd0b0
54078334358573b4
0ed419fb0802blefc
db24t9a03f4fffeb
d30e€99%904b394b090
3004c53a845efc37
791b2b4af7338b99
f41blcOeee89bdco
e319b77d9%e4e87£9

e52a24faede8fc9b
ae993474363efe68
587£308d58681928
335063dla2aec92f
c2d6d65e38c6ea’9
53a78b0ccallba3’
3b65a26c3c92c8£3
ab7ffa529f622930
b9d8a2f2762901ea
ed28bb43afe3do3e
6a8527525£898726
bbed541a5128088c
7973aadbde294be9
4c5¢c38df7ec8baf4
422ceeal200e9%eed
4bad56ec244033ed
7c£40857056d8600
aadacbab?2achf5dd8
ad2blecflbbfc556
9cb941£2ced774b3
029£66C7b4569bf0
39265£358594de27
3f7blc260c82e54f
©9ccad87d39p02al
4a22b370b58a5b1b0
d48d97ce4d438cf4f0
a239e00b8baal410
d6fd4le25a8b634d6
25755¢cb8179dd0b0
54078334358573b4
0e419fb0802b0lefc
db24f9a03f4fffeb
d30e99%904b394b090
3604c53a845efc37
791b2b4af7338b99

a7bbd6b5bf64£58c8
ccf99a80£92bf002
eb52a24faede8fcY9b
ae993474363efe68
587£308d58681928
3350063dla2aec92f
c2d6d65e38c6eady
53a78b0ccalixba3’
3b65a26c3£92¢8£3
ab7ffa529£622930
b9d8azf2762901ea
ed28bb43afe3do3e
06a8527525£898726
©bed541a5128088c
7973aadbde294be9
4c5¢c38df7ec8baf4
422ceeal200e9%ee4
4bad56ec244033ed
7c£40857056d86b0
aadacab2ac5f5dds
ad2blecfb5bfc556
9cb941f2ced774b3
029f66c7b4569bf0
39265£358594de27
3f7b1lc260c82e54f
09ccad87d39p02al
4a22b370b58a5b1b0
d48d97ce4d438cf4f0
a239e00b8baal4l10
d6fdle25a8b634d6
25755¢cb8179dd0b0
54078334358573b4
0e419fb0802b0lefc
db24f9a03f4fffob
d30e99b4b394b090

1931 6bebefq8e01£f2
7799c75acq748c0f
a7bbde5bfd4£58c8
ccf99a80£f92bf002
a52a24faefe8fc9b
ae9934743d3efe68
587£308d54681928
335063dladaec92f
c2d6d65e3gcoeea9
53a78b0ccg01lba3’
3b65a26c3d92c8£3
ab7ffa529f622930
b9d8a2f27d2901ea
e428bb43afle3do63e
6a8527525f1898726
bbed541a5128088¢c
7973aadbdg294be9
4c5¢c38df7g9c8baf4
422ceeal2(0e9%ee4
4bad56ec244033ed
7cf£408570H96d86b0
aadacab2ad5£5dds
ad2blecfbibfc556
9¢cb941f2cgd774b3
029f66c7b4569bf0
39265£358994de27
3f7b1c260d82e54f
09ccad87d39b02al
4a22b370b58a5b1b0
d48d97ced38cf4f0
a239e00b8daal410
dofdle25a8b634d6
25755¢cb81719dd0b0
540783343598573b4
0e419fb0802blefc

42

43

44

45

46

47

48

36644ae374632e3a
458250878a3972b2
88806f6ae9fcd65b
cfde’2e6eab4fab76
51dcaa36995¢c301d
e37£778353998050
ef5e3885a2f238df
740e347f24el18fda
eb3753£4283£4818
0aed48cf840bb8be9
a6998d63a5d09%e04
e21095012ee0b72a
d3698fb64df175b0
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f41blcOeee89bdco
e319077d9%9e4e87£9
36644ae374632e3a
458250878a3972b2
88806f6ae9fcd65b
cfde2ebeab54fab76
51dcaa36995¢c301d
e37£778353998050
ef5e3885a2f238df
740e347f24el18fda
eb3753£4283f4818
0aed48cf840bb8be9
a6998d63a5d09e04

3604c53a845efc37
791b2b4af7338b99
f41blcOeee89bdco
e319b77d9e4e87£9
36644ae374632e3a
458250878a3972b2
88806f6ae9fcd65b
cfde2e6eab54fab76
51dcaa36995c301d
e37£778353998050
ef5e3885a2f238df
740e347f24el18fda
eb3753£4283£4818

db24f9a03f4fffob
d30e9904b394b090
3604c53a845efc37
791b2b4af7338b99
f41blcOeee89bdco
e319b77d9%e4e87£9
36644ae374632e3a
458250878a3972b2
88806f6ae9fcd65b
cfde2e6eab54fab76
51dcaa36995c301d
e37£778353998050
ef5e3885a2f238df
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60

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

c2f0b90£ffce80739
317a3b295p991914
lcadff?2e6cbbaadd
0941da08148bad63
833eb9%adbb5a073e
494ac238d68c3d0b
80c8fcl138e645028
c87e9168db9%e97de
65cf7f6a829%acal4
edb4448879391dbb
7729¢c85475dd318f
073775¢c2456dc7db

e21095012ee0b72a
d3698fb64df175b0
c2f0b90£ffce80739
317a3b295p991914
lcadff?2e6cbb5aadd
0941da08148bad63
833eb9%a4dbb5a073e
494ac238d68c3d0b
80c8fcl38e645028
c87e9168db9%97de
65cf7f60a829%acal4
edb4448879391dbb

0aed8cf840bb8be?
a6998d63a5d09e04
e21095012ee0b72a
d3698fb64df175b0
c2f0b90ffce80739
317a3b295b991914
lcadff2e6cb5aadd
0941da08148bad63
833eb9%a4dbb5al73e
494ac238d68c3d0b
80c8fcl38e645028
c87e9168db9%97de

740e347f24el18fda
eb3753f4283f4818
0aed8cf840bb8be?
a6998d63a5d09e04
e21095012ee0b72a
d3698fb64df175b0
c2f0b90ffceB80739
317a3b295b991914
lcadff2e6cb5aadd
0941da08148bad63
833eb9%a4dbb5a073e
494a¢c238d68¢c3d0

a9ccalbo6266bld77
54de8857b24afaf’?
8de51lcff2aedb068
8a9cdd80£f7£09c05
a60babe9ebaeb96a
3eeb22a7524d8d7f
e2e6830b139df58f
0ed77c9cde8883d3
38413a2052387a9%e
e64e4135f9d30dbc
45b640454c75¢c349
1ca93a293d544328
efbef83a35c0319e
3dc764£89e54043a
ab57784945550cf94
506fb5883f1c87a05
£5198a41eb80e022
24a1124262a331c7
Obedacaebe7b54ad
eb85d19201c89694
9ced24983eec8723
cc98lab3a59cldb4
eacb5516336bc8882
ceef5d997e148b44
617bbf70bbl165212
689%9edfo08aB8e3fl4
3280d88472c100f&
1le6e0255ab88Q79f
£2001138439002b1
8chd3b7fdadsoe70
90d18ec8b69f0345
32e5ed8655871e9b
511L05f6241313777
bcd5061679be7336
454199f654443ad0

7729¢c85475dd318f
073775c2456dc7db
a9ccalb6266b1d77
54de8857b24afaf’
8de51lcff2aedb068
8a9cdd80£f7£09c05
a60babe9%ebaeb9%6a
3eeb22a7524d8d7f
e2e6830b139df58f
0ed77c9cde8883d3
38413a2052387a9%e
e64e4135f9d30dbc
450640454¢c75¢c349
1ca93a293d544328
efbef83a35c0319%e
3dc764£89e54043a
ab57784945550cf94
56fb5883f1c87a05
£5198a41eb80el2?2
24al1124262a331c7
Obedacaeocem®54ad
eb85d19204c89694
9ced24983eec8723
cc98rab3a59cldb4
eatd516336bc8882
ceef5d997e148b44
617bbf70bbl165212
689%9edfo08aB8e3fl4
3280d88472c100fd
le6e0255ab88079f
£2001138439902b1
8c5d3b7fdad66e70
90d18ec8b69f0345
32e5ed8655871e9b
51105f6241313777

65cf7f6a829%acald
edb4448879391dbb
7729¢c85475dd318f
073775c2456dc7db
a9ccalbo6266bl1d77
54de8857b24afaf’
8de51cff2aed4b068
8a9cdd80f7£09c05
a60babe9%ebaeb96a
3eeb22a7524d8dVE
e2e6830b139d£58f
0ed77c9cde88863d3
38413a2052387a9%e
e64e4135£9d30dbc
45b640454c75¢c349
1ca%93a293d544328
efbef83a35c0319%e
3dc764£89e54043a
ab57784945550cf94
56fb5883f1c87a05
£5198a41eb80e022
24a1124262a331c7
Obedacaebe7b54ad
eb85d19201c89694
9ced24983eec8723
cc98lab3a59cldb4
eacb5516336bc8882
ceef5d997e148b44
617bbf70bbl165212
689%9edfo608aB8e3fl4
3280d88472¢c100£fd
1le6e0255ab88079f
£2001138439902b1
8c5d3b7fdad66e70
90d18ec8b69f0345

80c8fcl38e64502
c87e9168db9%9)dg
65cf7f6a829acal
edb44488f9391db
7729c854775dd318¢F
0737M5¢2456dc7d
a9ccalb6266bld7]
54de8857b24afaf’]
8de51cff2aedbl6
8a9cdd80£f7£09c0
a60bab5e9%ebaeb964
3eeb22a7524d8d7f
e2e6830b139df58%
0ed77c9cde8883d
38413a2052387a9¢
e64e4135£9d30db
450640454¢c75¢c34
1ca93a293d54432
efbef83a35c0319¢
3dc764£89e540434
a57784945550cf 9
56fb5883f1c87a0
£5198a41eb80e02]
24al1124262a331c]
Obedacaetbe7b54ad
eb85d19201c89691
9ced24983eec872
cc98lab3a59cldbA
eac5516336bc888]
ceef5d997e148b41
617bbf70bbl16521]
689edf608a8e3f14
3280d88472c100fd
1e6e0255ab88079%
£2001138439902b]

e7d913b6678e78ef
1ff6l13b5aa63776e
eob8cb8dfa3475ab
2e75£34303d39%bb0
fdd4a30el68cdaeb
83a35dbe2a64fc26
12aeb6268dfa3eld
£660943b276786£f7
055p73814cf102b4
c4b149710£5d6a71l
95d33150deo6dfddc
c7f7bf£08ebf0d30
5306143£64497b00

bcd5061679be7336
454p99f654443ad0
e7d913b6678e78ef
1ff6l13b5aa63776e
eob8cb8dfal3475ab
2e75£34303d39%9bb0
fdd4a30el68cdaeb
83a35dbe2at6d4fc26
12aeb6268dfa3eld
£660943b276786£7
055b73814cf102b4
c4b149710f£5d6a71
95d33150de6dfd4c

32e5ed8655871e9b
51105£6241313777
bcd5061679%be7336
454199f654443ad0
e7d913b6678e78ef
1ff613b5aa63776e
ebb8cb8dfal3475ab
2e75£34303d39%bb0
fdd4a30el68cdaeb
83a35dbe2at6d4fc26
12aeb6268dfa3eld
£660943b276786£f7
055b73814cf102b4
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ca06a219cc701096 c7f7bff08ebf0d30 c4bl49710£5d6a71 £660943b276786£7
79 ££44d7e1849dbfb3 5306143£64497b00 95d33150de6dfd44c 055b73814cfl02b4
1952e0c3a227c0£f2 cal6a219cc701096 c7£f7bff08ebf0d30 c4bl149710£5d6a7l

The following eight words Yy, Y3, Ys, Y3, Y4, Ys, Y, Yzrepresent the output of the final iteration of the round-

function.

Yo
Y,
Y,

cbbb9d5dc1059ed8
629a292a367cd507
9159015a3070dd17

& & &

££44d7e1849dbfb3
5306143£64497b00
95d33150de6df44c

cb00753f45a35e8b
b5a03d699%9ac65007
272c32ab0ededl63

The h

A.6.4 Example 4

In thig

The h

A.6.5

In thig

The h

3
Y,
Ys
e
g

Example 5

52 fecd8 765959
67332667££fc00b31
8eb44a8768581511
db0c2e0d64£98fa’7
47b5481dbefadfad

‘abcdefghijkimnopgrstuvwxyz’

& & &€ & 4

ash value is the following 384-bit string.

ash-code is the following 384-bit string.

ash-code isythe following 384-bit string.

0555738 Hc 024
1952e0c3a227c0£f2
ca06a219cc701096
c7f7bf£08ebf0d30
c4b149710f5d6a71

‘message digest’

=8 66543t 5hed
8086072bale7cclg
58baecal34c825a7
a303edfd£f389cd7
0c669L8ece57balb

cb00753f45a35e8b b5a03d699ac65007 272c32ablededl63 1a8b605a43ff5H
8086072bale7cc23 58baecal34c825a7

example the data-string is the 14-byte string consisting of the ASCII-coded version of

473ed35167eclf5d 8e550368a3db39%e 54639£828868e945 4c239fc8b52e3¢
dbd0d8b4del1390c2 56dcbk5d5£d99cd5

example the data-string.is the 26-byte string consisting of the ASCII-coded version of

feb67349df3db6£f5 924815d6c3dcl33f 091809213731fe5c 7b5£4999e46347)
fi2877£5£2936£fa63 bb43784bl2f3ebb4

A.6.6 Example 6

In this example the data-string is the 62-byte string consisting of the ASCII-coded version of

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789’

The hash-code is the following 384-bit string.

© ISO/IEC 2004 — All rights reserved
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1761336e3f7cbfeb5 1debl37f026£89e0 1ad448e3blfafacd0 39cl464ee8732f11
ab5341a6f41e0c202 294736ed64dblad4
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A.6.7 Example 7
In this example the data-string is the 56-byte string consisting of the ASCII-coded version of

‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnimnomnopnopq’

The hash-code is the following 384-bit string.

b12932b0627d1c06 0942£54477641556 55bd4dalc9afaedd 9b9%9ef53129aflb8f
p0195996d2de9cal df9d821ffee67026

A.6.8 Example 8

In this example the data-string is the 56-byte string consisting of the ASCII-coded version of
‘abcdbcdecdefdefgefghfghighijhijkijkljkimklmnlmnomnopnopq’

The hash-code is the following 384-bit string.

3391 fdddfc8dc739 3707a65b1b470939 Tcf8bldle2afl0bab £fe8£450de5£36bcb
p04p5a8520bcdebf 5fe95blfe3c8452b

A.6.9 Example 9

In ghis examplle the data-string is the 1000000-byte string consisting of the ASCII-coded version of ‘a’ repeated
10° times.

The hash-code is the following 384-bit string.

9d0p1809716474chb 086e834e310ad4alc\edl49e9c00£24852 7972cec5704c2a5b
07bBb3dc38eccdeb ae97ddd87£3d898@5

A.6.10 Example 10
In this example the data-string is the 112;byte string consisting of the ASCII-coded version of

‘abcdefghbcdefghicdefghijdefghijkefghijkifghijkimghijkimn
hijkimnaijkimnopjkimnopgkimnopgrimnopgrsmnopqrstnopqrstu’

(with no line Break after the-first n).
After the padgling process, the following two 16-word blocks are derived from the data-string.
61624364, 65666768 62636465 66676869 63646566 6768696a 64656667 68696a6b

6566 v Wao) Q 1 v WaloWallal i) 1 W alloWalla) i) 1 foWallal k] 1 el
O7 00 UV 2J0aVIUUT VUV 70007 OaVUUTCUU U 70007J04d VU T UUUT VO U Va VD VL UUUTUL

696abbbc 6doe6f70 6abtbbcod 6e6f7071 6bb6codbe 6£707172 6codéebf 70717273
6d6e6f70 71727374 6e6£7071 72737475 80000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000380

The following are (hexadecimal representations of) the successive values of the variables Yy, Y4, Y2, Y3, Ya, Ys,
Ys, Y7 in the first block process.

init cbbb9d5dc1059%ed8 629a292a367cd507 9159015a3070dd17 152fecdB8£70e5939
67332667f£c00b31 8eb44a8768581511 db0c2e0d64£98fa7 47b5481ldbefadfad
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0 4709949195eda6f0 cbbb9d5dcl059ed8 629a292a367cd507 9159015a3070dd17
bd03£70923c6dd6l 67332667ffc00b31 8eb44a8768581511 db0c2e0d64£f98fa’
1 78d3f8bc03a38303 4709949195eda6f0 cbbb9d5dcl059%ed8 629%9a292a367cd507
ae067f071cdl8a36 bd03£f70923c6dd6l 67332667ffc00b31 8eb44a8768581511
2 ed59d30beff95306 78d3f8bc03a38303 4709949195eda6f0 cbbb9d5dcl1059ed8
cl80c7a74ed5cflf ae067f071cdl8a36 bd03£f70923c6dd6l 67332667ffc00b31
3 B8e7fe2aba3168f2b ed59d30beff95306 78d3f8bc03a38303 4709949195eda6fl
d92d19667920b327 cl180c7a74edbcflf ae067f071cdl8a36 bd03£70923c6ddol
4 1174f90374a9263a 8e7fe2abal3168f2b ed59d30beff95306 78d3f8bc03a38303
dd371£2d13661c52 d92d19667920b327 c180c7a74ed5cflf ae067£f071cdl8a36
5 27aaafb7fbef806b 1174f90374a9263a 8e7fe2aba3168f2b ed59d30beff95306
21af3c6430a9%9af9c dd371£f2d13661¢c52 d92d19667920b327 ¢180c7a74ed5cflf
6 b352d03a0bd34d65 27aaafb7fbef806b 1174f90374a9263a 8e7fe2aballo8f2b
69397de%9a30e1473 21af3c6430a9af9c dd371£2d13661c52 d92d1966)/ 94200327
7 412db7£990563d7c b352d03a0bd34d65 27aaafb7fbef806b 1174£9p374a9263a
5062fd5924e2b62e 69397de9%9a30e1473 21af3c6430a%9af9c dd3Alf2d13661ch2
8 0£f79040546e06edf7 412db7£990563d7c b352d03al0bd34d65 27aaafb7fdef806b
ob6c511b25a6bdbec 5062£d5924e2b62e 69397de%9a30e1473 21af3c6430a%9afoc
9 ebf02410f67b8ee7 0£79040546e6edf7 412db7£990563d%¢ ©352d03a0yd34de65
dac695b91543ae80 6b6c511b25ab6bdbec 5062£d5924e2b62e 69397de9a3j0el4d73
10 97aa05d89%b8dbebd ebf02410f67b8ee7 0£79040546e6edf7 412db7£99(563d7¢c
83b8b72646c0b598 dac695b91543ae80 6b6c511b25d6bdbec 5062fd5924e2b62e
11 23d0a36b692118eb 97aa05d89b8dbeobd ebf02410f67b8ee7 0£7904054debedf’
a5f6c5155e221e8c 83b8b72646c0b598 dacpIob91543ae80 6b6c51l1b2Hacbdbe
12 el041368d2fcala?2 23d0a36b692118eb 97aa05d89%p8dbebd ebf02410fd7b8ee’
ae01675bfb003180 a5f6c5155e221e8c _83b8b72646c0b598 dac695b91943ae80
13 45bd6f69efec540d e1041368d2fcalal\23d0a36b692118eb 97aa05d89y8dbebd
c35cc50clcf7ef98 ae01675bfb003180 ab5f6c5155e221e8c 83b8b7264¢c0b598
14 c237fa23abb9bclo 45bdof69efec540d e1041368d2fcala?2 23d0a36bo92118eb
al6cdf134b28923e c35cch0clgf7ef98 ae0l675bfb003180 a5f6c51554221e8c
15 b4092df1c0£81853 c237faz23abb9bcl6 45bd6f69efec540d e1041368d4fcala?
008178el7fa04d49f2 alocdfdl34b28923e ¢c35cc50clcf7ef98 ael0l675bfH003180
16 21e5¢91d11809c13 b4092df1c0£81853 c237fa23abb9bcl6o 45bd6fo9%eflec540d
a26dfal4ed8c9b63 008R78el7fab649f2 alecdfl134b28923e c35cc50cldf7e£98
17 2¢c957137cd4304a5 23%e5c91d11809¢cl13 b4092df1c0£81853 c237fa23aldb9bclo
6be210614b10949%0a26dfal4ed8c9b63 008178el17fa649f2 alecdfl34d28923e
18 2180e6lafe322b¢7 2¢957137¢cd4304a5 21e5¢91d11809c13 b4092df1c(£f81853
76396996200065f7 6be210614b10949%b a26dfal4ed8c9b63 008178el7fa649f2
19 £2911cllc96ee5ff5 2180e6lafel322bc7 2¢957137cd4304a5 21e5¢91d11809¢c13
1bc2160£4f3711dec 76396996200065f7 6be210614b10949b a26dfal4ed8c9b63
20 5eabl0bil%a5143a8 £2911cllc96e5ff5 2180e6lafe322bc7 2¢957137¢cd4304a5
98d211:9d201f2bb6 1bc2160£f4£3711dc 76396996200065f7 6be21061410949b
21 29@5348d87cd5590 5eabl0bl9a5143a8 £2911cllc96e5ff5 2180e6lafd322bc?
4324c8caccf7753¢c 98d2b19d201f2bb6 1bc2160f4£3711dc 763969962000065£7
22\ 33c6b4al0166b7c9c 29c5348d87cd5590 5eabl0bl9%9a5143a8 £2911cllcYce5ff5S
d49cefbbd2decl21 4324c8caccf7753¢c 98d2b19d201f2bb6 1bc2160£f4f3711dc
23 1dbdeeb606d2a7a96 33c6b4a0166b7c9c 29¢5348d87¢cd5590 5eabl0bl945143a8
b17d15b397521ab3 d49cefb5bd2decl21 4324c8caccf7753¢c 98d2b19d201f2bb6
24 5cefbb2f00142660 ldbdee606d2a77a%96 33c6bd4alle6b7c9c 29¢5348d87cd5590
789e540f22e13932 bl7d15b397521ab3 d49cefbbd2decl2l 4324c8caccf7753¢c
25 ff74f4a162435903 5cef5b2f00142660 1ldbdee606d2a7a96 33c6bd4allobb7c9c
6c0be33dcc6e7572 789e540f22e13932 bl17d15b397521ab3 d49cefbbd2decl2l
26 41740b736e9676a9 ff74f4a162435903 5cef5b2f00142660 ldbdeec06d2a7a96
d8ed401251592dabc 6c0bel33dccbe7572 789e540f22e13932 bl7d15b397521ab3
27 931059fe9279ff1ld 41740b736e9676a9 f£f74f4a162435903 5cefbb2f00142660
7£31116887eeab596 d8ed401251592da6c 6clObe33dcc6e7572 789e540£22e13932
28 356d08d982e2ead4 931059fe9279ffld 41740b736e9676a9 f£74f4a162435903
40c28c34blbbe906 7f£f31116887eeab596 d8e401251592dabc 6c0be33dccbe7572
29 89dc825e7235c74b 356d08d982e2ead4 931059fe9279ffld 41740b736e9676a9
7a499%9ae05dab50bf2 40c28c34blbbe906 7£31116887eea596 dB8ed401251592da6c
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64

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

97901f333e662fdc
4472b2e331ddfab4d
69c8f40eb38b6022
177589502dd3%aa?2
4920943ffe52b207
6b813a0d0cdf4991
b4cb0df332d108ab
8fe3d28097£f18618
e7748fbf744a5240
0d7ab03208f1d7a5
7416cal8d9%e265e0
11200¢c2d47c082f8

89dc825e7235c74b
7a499%ae05dab0bf2
97901£333e662fdc
4472b2e331ddfab4
69c8£40eb38b6022
177589502dd39%aaz2
4920943f£fe52b207
6b813a0d0cdf4991
b4cb0df332d108ab
8fe3d28097£18618
e7748fb£f744a5240
0d7ab03208f1d7a5

356d408d982e2ead4
40c28c34blbbe906
89dc825e7235c74b
7a499%9ae05dab0bf2
97901£333e662fdc
4472b2e331ddfab4
69c8£40eb38b6022
177589502dd39%aa?2
4920943f£fe52b207
6b813a0d0cd£f4991
b4cb0d£332d108ab
8fe3d428097f18618

931059£e9279££f1d
7£31116887eeab9%6
356d408d982e2ead4
40c28c34blbbe906
89dc825e7235c74b
7a499%ae05dab0bf2
97901£333e662fdc
4472b2e331ddfab4
69c8£40eb38b6022
177589502dd39%aa?2
4920943£f£fe52b207
608132a0d0cdf499

75476£5456e82f9c
3024702447£76224
£f638a568b53a2f8f
6217c1c02153302c¢
c418f6£f90602c79%a
87f0901c227adbb3
4f1£f4£21df3dcf43
fb7c63fcddfdalc?
13eb82e4b98d0e67
fbocl0e54d48d4f2d
820e75046567bace
b16a9397472£0123
741fa5dc290dd02c
ed40c88214823792
a4809bfodabaa8bd
bec3d7e88c855194
d70blaadc800979c
4962£310bdbd54b0
9a195492cfdb4745
2c82d09cf05¢cf687
b7e68364f07£f017e
2alffb84031blbo6c
0e574b8e0b35e452
29bdab29%eed72a23
cl176009cf82fa842
ccad7fbe31b335f4
5d4£78c7a%dbed?
eafl98615e99ffde
51lab3be828d8dI3c
bd527cd188fb5%ae
4d639%9ef80d0fod3e
b2611190F90d732fF
bba9ec9efelfbc6c8
£f£0579337591a2c9
3405d7cad2e8a689

7416cal8d9e265e0
11200c2d47c082£8
75476£5456e82f9c
3024702447£76224
£638a568b53a2f8f
6217¢c1c02153302c¢
c418f6£90602c79%a
87£0901c227adbb3
4f1£f4£21df3dcf43
fb7c63fcddfdalc?
13eb82e4b98d0e67
fb6cl0e54d48d4f2d
820e75046567bace
b16a9397472£0123
741fa5dc290dd02c
ed40c88214823792
a4809bfodabaa8bd
bec3d7e88c855194
d70blaad4c800979e
4962£310bdbd54b0
9a195492cf@p4745
2c82d09¢cf05¢cf687
b7e68364£f07f017e
2alf£fb84031blbo6c
0e5%4b8e0b35e452
29bdab29%eed72a23
¢176009cf82fag842
ccad7fbe31b335f4
5d4£78c7a9%dbed?2
eafl98615e99ffdc
51lab3be828d8dl13c
bd527cd188fb59%ae
4d639ef80d0fod3e
b2611b90£90d732fF
bba9c9efelfbc6c8

e7748fbf744a5240
0d7ab03208f1d7a5
7416cal8d9e265e0
11200c2d47c082£8
75476£5456e82f9c
3024702447f76224
f638a568b53a2f8f
6217¢1c02153302c¢
c418f6£90602c79%
87£0901c227adbb3
4f1f4£f21df3dcf43
fb7co63fcddfdalc?
13eb82e4pb98d0e67
fboc0e54d48d4£2d
820504656 7bace
b16a9397472£0123
141 fa5dc290dd02c
€d40c88214823792
a4809%bfodabaa8bd
bec3d7e88c855194
d70b1aa4c800979c
4962£310bdbd54b0
9a195492cfdb4745
2c82d09¢cf05¢cf687
b7e68364f07f017e
2alffb84031blbo6c
0e574b8e0b35e452
29bdab29%eed72a23
cl76009cf82fag842
ccad7fbe31b335f4
5d4£78c7a9%0dbed?2
eafl98615e99ffdc
51lab3be828d8dl13c
bd527cd188fb59%ae
4d639ef80d0f6d3e

b4cb0df£332d108a
8fe3d28097f1861
e7748fbf 7443524
0d7ab03208f1d7a
7416ca®B8d9e265e
11200c2d47c082f
75476£f5456e82£9
3024702447£76224
£638a568b53a2f8f
6217¢1c02153302
c418f6£90602c793
87£0901c227adbb
4f1f4£f21df3dcf4
fb7c63fcddfdalc]
13eb82e4b98d0e6]
fbecOeb54d48d4f2q
820e75046567bacg
b16a9397472£012
741fa5dc290dd02
ed40c88214823791
a4809%bfodabaal8b
bec3d7e88c8551 94
d70blaad4c800979
4962£310bdbd54b
9a195492cfdb474
2c82d09¢cf05cf68]
b7e68364f07£017¢
2alffb84031blb6¢
0e574b8e0b35e45]
29bdab29%eed72a2
cl76009cf82fa84]
ccad7fbe31b335f4
5d4£78c7a9%dbed]
eafl98615e99ffd
51ab3be828d8d13

0f6649f64ec8el109
ea54d908505798b3
ef48a48999108077
be31dlcOcccld3bc
4fc2d4cadOc9lafc
285a76d23f6a0073
a730855599p738a3
a7l4ceffldbebc24
53c581dael1831d80
697cald913a50a26
34d39344354aacd2
3a38£fa3775d7007¢c
e26f3a21e9%9a27691

£fc0579337591a2c9
3405d7cad2e8a689
0f6649f64ec8e109
ea54d908505798b3
ef48a48999108077
be31dlcOcccld3bc
4fc2d4cadOc9lafc
285a76d23f6a0073
a730855599p738a3
a7l4ceffldbebc24
53c581dael1831d80
697cald913a50a26
34d39344354aacd2

b2611b90£90d732fF
bba9c9%efelfbc6c8
£c0579337591a2c9
3405d7cad2e8a689
0f6649f64ec8el109
ea54d908505798b3
ef48a48999108077
be31dlcOcccld3bc
4fc2d4cad0c9lafc
285a76d23f6a0073
a730855599p738a3
a7l4ceffldbebc24
53c581dael1831d80

© ISO/IEC 2004 — All rights reserved

bd527cd188fb59%ae
4d639ef80d0fed3e
b2611b90£90d732f
bba9c9%efelfbc6c8
£c0579337591a2c9
3405d7cad2e8a689
0f6649f64ec8el109
eab4d908505798b3
ef48a48999108077
be31dlcOcccld3bc
4fc2d4cadOc9lafc
285a76d23f6a0073
a730855599p738a3
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60

61

62

63

64

65

44ea14d8e450c844
5319374fb88dd485
0928b75c925£f91e2
79f4be3c5a372911
6db5469fal9c0e27
16beecO0fecl68e79
384e3159898a7362
55fa3adl1102298a8
483c64d3fdebf828
1a238431921ea75e
c9464988a1939%bcf
e3f3f08ac90f86cd

3a38fa3775d7007c
e26f3a2l1e%9a27691
44eca14d8e450c844
5319374fb88dd485
0928b75c925f91e2
79f4be3c5a372911
6db5469fal9cle27
l6beecOfecl68e79
384e3159898a7362
55fa3adl1102298a8
483c64d3fdebfB828
12238431921ea7be

ISO/IEC 10118-3:2004(E)

697cald913a50a26
34d39344354aacd?2
3a38fa3775d7007c¢
e26f3a2l1e9%9a27691
44eca14d8e450c844
5319374fb88dd485
0928b75c925f91e2
79f4be3c5a372911
6db5469fal9cle27
l6beecOfecl68e79
384e3159898a7362
55fa3ad1102298a8

a7ld4ceffldbebc24
53c581dael831d80
697cald913a50a26
34d39344354aacd2
3a38£fa3775d7007¢c
e26f3a2le%9a27691
44eal4d8ed50c844
5319374fb88dd485
0928b75¢c925f91e2
79f4be3c5a372911
6db5469fal9cle27
16beecOfecl68e79

The f
block

66

67

68

69

70

71

72

73

74

75

76

77

78

79

98bc93bca795059c¢
9e04fb49a5fd91de
b6fcl0ladld74e20
£fd13cd3620f6¢clf4
fac26e6e4dad705d
0do0228aabeb5bbe
2a630c58cc27fcaa
a2f7f27a3ec25aba
159%9a02d4faeellbd
b2860fc55bdedaat
9d38bdb9df22b557
dfc37c68af65f8bc
d42c3ab7cfa78513
bb56deatal325ba32
abab4b0ca75al7c7
9ac71d1lc037a8bbd
500f7b6l186f6c2e
8347£5736531b3ec
4dabelaf6ac7db2fe
14e986342ddcedOf
el053fc85f9%e56be
4779767cc2ec5321
7001201948fb3d71
5cdf6c58£fc052572
88l46da7o0ffof23a
8901lcffe7a74db98
5ec3802b%egfef33
5f2eead69efbd233

c9464988a1939%cf
e3f3f08ac90f86cd
98bc93bca795059c¢
9e04fb49%9a5fd91lde
b6fcl0ladld74e20
£fd13cd3620f6¢clf4
fac26e6e4dad705d
0d60228aa6beb55bbe
2a630c58cc27fcaa
a2f7f27a3ec25aba
159a02d4faeellbd
b2860fc55bdedaat
9d38bdb9df22b557
dfc37c68af65f8bc
d42c3ab7cfa78513
bb56deata325ba3®
abab4b0ca75alyrc7
9ac71d1lc037a8bbd
500f7b6oLi86bf6c2e
8347f£5136531b3ec
4dabelaf6ac7db2fe
14e986342ddced0f
el053fc85f9%e56be
4779767cc2ec5321
7001201948fb3d71
5cdf6c58£fc052572
88l46da70ffof23a
8901cffe7a74db98

483c64d3fdebf828
1a238431921ea75e
c9464988a1939%bct
e3f3f08ac90f86cd
98bc93bca795059¢
9e04fb49%9a5fd91de
b6fcl01adld74e20
£d13cd3620fclf4
fac26e6ed4dasd705d
0d60228aa6&55b6e
2a630e58¢c27fcaa
a2fJf27a3ec25aba
15%9a02d4faeellbd
©2860fc55bdedaat
9d38bdb9df22b557
dfc37c68af65f8bc
d42c3a57cfa78513
bb56dea6a325ba32
abab4b0ca75al7c7
9ac71d1c037a8bbd
500f7b61186f6Cc2e
8347£5736531b3ec
4abelaf6ac7db2fe
14e986342ddced0f
el1053fc85f9%e56be
4779767cc2ec5321
7001201948fb3d71
5¢cdf6c58£fc052572

bllowing eight ‘Words Yy, Yi, Yo, Y3, Ys, Vs, Ys, Yzrepresent the output of the round-functi
process.

384e3159898a7362
55fa3adlil(2298a8
483c6d4d3fdebf828
1a23843192lea’5e
&9464988al1l93%bcf
e3f3f08acq0f86cd
98bc93bca95059c¢c
9e04fb49%9a4fd91de
b6fcl0ladlid74e20
fd1l3cd362(0fo6clf4
fac26e6e4dad705d
0d60228aade55boe
2a630c58cg27fcaa
a2f7f27a3gc25aba
159a02d4fgeellbd
b2860fc55Hdedaa6
9d38bdb9df|22b557
dfc37c68afl65£8bc
d42c3a57cfla78513
bb56dea6ali25ba32
abab4b0cal5al7c’
9ac71d1lc037a8bbd
500f7b6l1g6f6c2e
8347£5736931b3ec
dabelafoad7db2fe
14e986342ddcedOf
el053fc85f]9e56be
4779767ccqdec5321

bn in the first

2a7£1d895£fd58e0b
eaaef6dlac73c741
015a2173796cla88
£6352calb6acaff’
c662113e9ebb4ddb4
17b61a85e2ccf0ad
37eb9%a6660feb519
8f2ebef%a8lebal2ch

cbbb9d5dc1059ed8
629a292a367cd507
9159015a3070dd17
152fecd8£70e5939
67332667f£c00b31
8eb44a8768581511
db0c2e0d64£98fa’
47p5481dbefadfad

5ec3802b9%ecfef33 =
88l46da76ff6f23a =
7001201948£fb3d71 =
el053fc85f9%e56be =
5f2eead69efb4233 =
8901cffe7a74db98 =
5cdf6c58£c052572 =
4779767cc2ech321 =

Y, =
Y, =
Y, =
Y, =
Y, =
Y, =
Yy =
Y, =

& &

& & &€ &€ & &

The following are (hexadecimal representations of) the successive values of the variables Yy, Y4, Y2, Y3, Y4, Vs,
Ys, Y7 in the second block process.
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66

init

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

2a7f1d895fd58e0b
c662113e9ebbddod
657a3c2ca%9639d40
791£f2ad0055fdd62
2a4ad5d9%b9fded86
dbf2e656b5be3f14
f0aa6758653d1664
6e0466cB82f4£fd35d
43a76f011a73d317
1367bd36d15e8b40
d802c2dfd7cc48f6
£73d759b839%9a2a21

eaae96dla6c73c741
17b61a85e2ccf0a9d
2a7£1d895£d58e0b
c662113e9%ebb4ddo4
657a3c2ca9639d40
791f2ad0055£fdd62
2a4ad5d9%b9£fd6d86
dbf2e656b5be3f14
f0aa6758653d1664
6e0466c82f4£d35d
43a76£011a73d317
13670d36d15e8b40

015a2173796cla8s
37eb9%9a6660feb519
eaae96dla6c73c741
17b61a85e2ccf0a9d
2a7£1d895£d58e0b
c662113e9%ebb4ddo4
657a3c2ca9%9639d40
791£f2ad0055fdd62
2a4ad5d9pb9£fd6d86
dbf2e656b5be3f14
f0aa6758653d1664
ce0466¢c82f4£d35d

f6352cal56acaff’
8f2ebe%a8leba2ch
015a2173796¢c1a88
37eb%9a6660feb519
eaae96dla673c741
17b61a85e2ccf0a9
2a7£1d895fd58e0b
c662113e9%ebbddo4
657a3¢c2ca%9639d40
791f2ad0055fdd62
2a4ad5d9%p9£fd6d86
dbf2e656bbbe3f1

481208e5e8314602
6b2271a46£14c843
af9f8112df35¢c£f33
257f4a7d524d700b
6730781342d1131b
81957ad408cec995
82e64c677356a82e
10b62fdcedebaabl
203578820a8£27d0
9937b3alcb9248al
Obac2a84c29%ale2b
6ad288dab3de0d53
dd3£f£8a140485c25
3149b728123c465e
e826239f830c5346
4bb70199c4cedl86
32215ced49%9aaed0£f8
9a2872c72d790d49
859533bac457f9%4e
539f225d25ebebdc
aB88704d9962849£3
63bf0472ef24£7a5
3aabch66ac6cfadlc
ce23f6380ead33c2
2e9c483a7c08c9cl
b033f945f3e6bda?
5a68585ae0835231
8a0187a9ce93d8Y5
cf9cd481e640ced
37a29fa3Q531bac?
3f463f864£6474d9
0Ocfd45pb3c07e847d
ceaz26288dff931a5
34£f34b5f46bf48a73
89634cd0f4foc08a

d802c2dfd7cc48f6
£73d759b839%a2a21
481208e5e8314602
6b2271a46£14c843
af9f8112df35¢c£f33
257f4a7d524d700b
6730781342d1131b
81957ad408cec995
82e64c677356a82e
10b62fdcedebaabl
203578820a8£27d0
9937b3alcb9248al
Obac2a84c29%ale2b
6ad288dab3de0d53
dd3££8a140485c25
3149b728123c465e
e826239£830c5346
4bb70199c4cedl8p
32215ced49%9aaecd0£8
9a2872c72d790d49
859533bac4b7f9%4e
539f225d25ebebdc
a88704d9962849f3
63bf£0472ef24£7a5
3aadch66ao6cfadlc
ce23f6380ead33c2
2e9c483a7c08c9cl
b033f945f3e6bda?2
5a68585ae0835231
8a0187a9ce93d875
cf9cd481le6407ced
37a29fa30531bac?
3f463f864f6474d9
O0cf45bb3c07e847d
ceaz26288dff931a5

43a76£f011a73d317
1367bd36d15e8b40
d802c2dfd7cc48f6
£73d759b839%a2a21
481208e5e8314602
6b2271a46£14c843
af9f8112d£f35¢cf33
257f4a7d524d7b0b
6730781342d11315
81957ad408cec99%
82e64c677356a82e
10b62fdcedebdabl
203578820a8£27d0
9937b3a0cb9248al
Obaeg2aBic29ale2b
6ad288dab3de0d53
da3f£f8al140485c25
3149b728123c465e
e826239f830c5346
4bb70199c4cedl86
32215ce49%9aae40£f8
9a2872c72d790d49
859533bac457f9%4e
539f225d25ebebic
a88704d9962849f3
63bf0472ef24£7a5
3aabch6babcfadlc
ce23f6380ead33c?2
2e9c483a7c08c9cl
b033£945f3e6bda?
5a68585ae0835231
8a0187a9ce93d875
cf9cd481le6407ced
37a29fa30531bac?
3f463f864f6474d9

f0aa6758653d1664
6e0466c82f4£435d
43a76f011a73d317
1367bd360d%5e8b4
d802c28fid7ccd8f
£73dM59%90b83%a2a2]
481208e5e8314601
6b2271ad46£f14c84
af9f8112d£f35cf3
257f4a7d524d7b0
6730781342d1131
81957ad408cec99
82e64c677356a82¢
10b62fdcedebaab]
203578820a8f27d
9937b3alcb9248a]
Obac2a84c29ale?
6ad288dab3de0d5
dd3£f£8a140485c2
3149b728123c465¢
e826239f830c534
4bb70199c4cedl86¢
32215ce4%aaed0f
9a2872c72d790d4
859533bac457£94¢
539f225d25ebebi4¢
a88704d9962849f
63bf0472ef24f7a
3aabch6oaebcfadl
ce23f6380ead33c]
2e9c483a7c08c9c]
b033£f945f3e06bdal
5a68585ae083523]
8a0187a9ce93d87
cf9cd481e6407ce

3a728a543405a8e4
625fa38464e5c880
ceelbd7a49b2fcd2
7dd21453al15a3b92
9308bfalbelf800b
3d76277bc8cb0601
480e017£5d1£f0ble
c8d904196f5al1f54
4bd2f1£f6e940c332
b033139058b6ed23
f8l6eclcbeladafb
097768182cb65£57
62e3deb54dcd8£f974

34f1b5f46bf48a73
89634cd0f4fe6cO8a
3a728a543405a8e4
625fa38464e5c880
ceelbd7a49%b2fcd2
7dd21453al15a3b92
9308bfalbelf800b
3d76277bc8cb0601
480e017£5d1f0ble
c8d904196f5al1f54
4bd2f1£f6e940c332
b033139b58b6ed23
f8l6eclcbeladafb

0cf45bb3c07e847d
cea26288dff931ab
34f1b5f46b£f48a73
89634cd0f4fe6cO8a
3a728a543405a8e4
625fa38464e5c880
ceelbd7a49%b2fc4?2
7dd21453a15a3b92
9308bfalbelf800b
3d76277bc8cb0601
480e017£5d1f0ble
c8d904196f5al1f54
4bd2f1£f6e940c332
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37a29fa30531bac?
3f463f864£f6474d9
O0cf45bb3c07e847d
cea26288dff931ab
34f1b5f46bf48a73
89634cd0f4f6c08a
3a728a543405a8e4
625fa38464e5c880
ceelbd7a49b2fc4?2
7dd21453a15a3b92
9308bfalbelf800b
3d76277bc8cb0601
480e017£f5d1f0ble
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29

30

31

32

33

34

3196649ab5f5cc39
f6887dellod0bd8f
£78d3d221d16965f
c7e4859¢c2858ed3c
£58e9876b4984b51
621352b394b8cal?2
38fbf0e726e04£78
4319856f17a0a430
f4be0b32a57597a2
c6d392a3bdebled8
f8abb3fe2ed4f0634
002663c0f34eff33

097768182cb65£57
62e3deb54dcd8£f974
3196649ab5f5cc39
f6887dellod0bd8f
£78d3d221d16965f
c7e4859c2858ed3c
£58e98760b4984b51
621352b394b8cal2
38fbf0e726e04£78
4319856f17a0a430
f4be0b32a57597a2
c6d392a3bdeb0ed8

ISO/IEC 10118-3:2004(E)

b033139058b6ed23
f81l6eclcbeladafb
097768182cb65£57
62e3deb54dcd8£974
3196649%9ab5£f5cc39
f6887dell6d0bd8f
£78d3d221d16965f
c7e4859¢c2858ed3c
£58e9876b4984b51
621352b394b8cal2
38fbf0e726e04£78
4319856f17a0a430

c8d904196f5alf54
4pd2£f1£6e940c332
b033139%058b6ed23
f81l6eclcbeladafb
097768182cb65£57
62e3de54dcd8£974
3196649%9ab5f5cc39
£6887dellod0bd8f
£78d3d221d16965fF
c7e4859¢c2858ed3c
£58e9876b4984b51
621352b394b8cal2

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

>

52

9bc3871be8046113
05542ecd9883c6ba
flbd2d46be619585
ed709933bafdc655
24c84b58dl19%affe
5ae0bl175beb5d2b
ec6d3abc2b291£d3
9ecc381d277748a3
e266clf77d5ee90e
d92f34¢c110296b32
5adbaa463642b570
83e8f410£859388e
50fdb7bb2e499%a34
257ed8eab645e933a
06514212bb7falb2
466781db35181labe
673ed5a55ff2b07d
ba78£3545e7914f£0
125e2e5118393e2b
4453p23a3e13b090
07ee813df5910cec
eae013a0510d23cc
0a0508f0a1d719c3
a93815eb58891016
0fc8f3b3efcblHd6
a071cc73b9%66e801
02aabb28199f304a
ad9fleldfi8a’be7a
9223el1b34382£104
bfel2l0r6e512a7331
e@laled7ee8d5656
592b899b35469a78
fa7bl7aad857c2f4
eb6e85e4682clo71
0c523b7a3c84ab’77

f8acb3fe2e4£f0634
602663c0f34ef£f33
9bc3871be8046113
05542ecd9883coba
f1lbd2d46be619585
ed709933bafdc655
24c84b58dl119%affe
5aelbll175beb5d2b
ec6d3abc2b291£d3
9ecc381d277748a3
e266clf77d5ee90e
d92f34¢c110296b32
5adbaad63642b570
83e8f410£859388e
50fdb7bb2e499%a34
257ed8eat645e933a
0651421 2bb7£ad52
466781db351 81 abe
673ed5a885Ff2b07d
ba78£3545e7914f0
125e265118393e2b
4453b23a3e13b090
07%ee813df5910cec
eae013a0510d23cc
0a0508f0a1d719c3
a93815eb58891016
0fc8f3b3efcblb96
a071cc73b9%66e801
02aabb28199f304a
ad9fleldfB8albe’a
9223e1b34382f104
bfe2106e512a7331
ellaled/ee8d5656
592b899b35469a78
fa7lbl7aad857c2f4

f4be0b32a57597a2
c6d392a3bdeb0ed8
f8aocb3fe2e4£f0634
602663c0f34ef£33
9bc3871be8046113
05542ecd9883coba
flbd2d46be619585
e470b9933bafdc655
24c84b58d¥19%affe
5ae0bl1175b&b5d2b
ec6d3abc2b291£d3
9ece38¥d277748a3
e266clf77d5ee90e
@92£34c110296b32
Sadbaad63642b570
83e8f410£859388e
50fdb7bb2e499%a34
257ed8ea645e933a
06514212bb7falb52
466781db35181labe
673ed5a55ff2b07d
ba78£3545e7914f0
125e2e5118393e2b
4453b23a3e13b090
07ee813df5910cec
eae013a0510d23cc
0a0508f0a1d719c3
a93815eb58891016
0fc8f3b3efcblb96
a071cc73b9%66e801
02aab5b28199f304a
ad49fleldfB8a2be’a
9223e1b34382£f104
bfe2106e512a7331
e0laledee8d5656

38fbf0e7RHe04£78
4319856£171a0a430
f4be0b32ay97597a2
co6dB892a3b4eb0ed8
f8aocb3fe2g4£0634
002663c0fJ4ef £33
9bc3871bef046113
05542ecd9883c6ba
f1bd2d46bg619585
ed47b9933bgfdc6e55
24c84b58dlj1%affe
5ae0bl175Heb5d2b
ec6d3abc2d291£d3
9ecc381d277748a3
e266clf77d5ee90e
d92£f34c110296b32
5adbaad463d42b570
83e8f410£859388e
50fdb7bb2€499%9a34
257ed8eatc45e933a
06514212bYy7fals2
466781db39181labe
673ed5a55ff2b07d
ba78£354547914f0
125e2e5118393e2b
4453b23a3413b090
07ee813dfj3910cec
eae013a051j0d23cc
0a0508f0ald719c3
a93815eb54891016
0fc8f3b3eflcblb96
a071lcc73b966e801
02aab5b28199£304a
ad49fleldffa2be’a
9223e1b34382£f104

53

54

55

56

57

58

b5e80e871ac0c005
c773d8b69dalfde2
be2b0602fc6£8£f65
coblbc79a4£23679
c80bdc57£38a05e4
bef9bb0fed67£d60
1dab0bdlleed34e5
8e3db3e380ec7f22
32ef50751734ffee
1003ec42412c7b7d
lec0d46£349£d058
375facc76291£85e
59¢c8bc0488£9768b
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eb6e85e4682cl671
0c523b7a3c84ab77
b5e80e871ac0c005
c773d8b69%dalfde?2
be2b0602fc6£8£f65
coblbc79a4£23679
c80bdc57£38a05e4
befObb0fed67£d60
ldab0bdll6e434e5
8e3db3e380ec7f22
32ef50751734ffee
1003ec42412c7b7d
lec0d46£349£d058

592b899b35469a78
fa7bl7aad857c2f4
eb6e85e4682clo71l
0c523b7a3c84ab77
b5e80e871ac0c005
c773d8b69dalfde?
be2b0602fc6£8f65
coblbc79a4£23679
c80bdc57£38a05e4
befObob0fed67£d60
ldab0bdll6ed434e5
8e3db3e380ec7f22
32ef50751734ffee

bfe2106e512a7331
ellaled7eeB8d5656
592b899b35469a78
fa7bl7aad857c2f4
eb6e85e4682clo71
0c523b7a3c84ab77
b5e80e871ac0c005
c773d8b69dalfde?
be2b0602fc6£8f65
coblbc79%9a4£23679
c80bdc57£38a05e4
bef9bb0fed67£d60
1dab0bdll6e4d434e5
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The following

function.

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

bd113d92e0354£fb9
e66c73db3fad397d
2f61d4£fd8e36d9d4
e9f21933e1c02948
1blad88b92701ae?
6£fd0cl1719%cac335
93d09fc06al9chda
b765273f571a571e
04bea2ce99cc3bfo
6ab0ed443c2f63714
02ebfc0all3492£52
77300c52e05af415

375facc76291f85e
59¢c8bc0488£9768b
bd113d92e0354fb9
e66c73db3fad397d
2f61d4fd8e36d9d4
e9f21933e1c02948
1b1lad88b92701lae2
6£fd0c1719%bcac335
93d09fc06al9chda
b765273f571a571e
04bea2ce99cc3bfb
6ab0ed43c2f63714

1003ec42412c7b7d
lec0d46£349£fd058
375facc76291£f85e
59¢c8bc0488£9768b
bd113d92e0354fb9
e66c73db3fad397d
2f61d4fd8e36d9d4
e9f21933e1c02948
1b1ad88b92701lae?2
6£fd0c1719%bcac335
93d09fc06al9chda
b765273f571ab571e

8e3db3e380ec7f22
32ef50751734ffee
1003ec42412c7b7d
lec0d46£349£d058
375facc76291£f85e
59¢c8bc0488£9768b
bd113d92e0354fb9
e66c73db3fad397d
2f61d4fd8e36d9d4
e9f21933e1c02948
1b1ad88b92701lae2
6fd0c1719bcac33

1bf525abce8dof04
8fafl2c33bb371b9
b6a36a3431547328
fa8bb40b4e08100f
ffdaf83202af0d72
8045a82f723a9%bde
12737373d2985232
870dbce23bad8988
6189f68162b256b5
8c059%9af157146580
20b0a%ald21c482d
£22b874c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efe8b442689074
22491ab9cdecbo6b0
4694354944a9£487
659890a5818d0c50
b93¢c2403773dd08¢c
88c2c2ac52c4f679
025848e3ab6b69d3
750da3d4el6albb4
396b53e58d04471b
700486bf252cba75
51b6f%a3clceebda
e6b3850de8ae6230
526a98f5dc595406
4f0dcf74aea7qt90
deb3eeaad973bbddd
3665b5dbhoe2e055

02ebfc0all3492£52
77300c52e05af415
1bf525abce8dof04
8fafl2c33bb371b9
b6a36a3431547328
fa8bb40b4e08100f
f£fdaf83202af0d72
8045a82f723a%b4de
12737373d2985232
870dbce23bad8988
6189f68162b256b5
8c059%9af157146580
20b0a%ald21c482d
£22b874c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efe8b442689074
22491ab9cdecb6b
4694354944a9£489
659890a5818d0c50
b93c2403766d08c
88c2c2ac52c4f679
025848e3ab6b69d3
750da3d4elbalbb4
396b53e58d04471b
760486bf252cba75
51b6f9%a3clceebda
e6b3850de8ae6230
526a98f5dc595406
4f0dcf74aea76£90

O4dbea2ce99cc3bfb
6ab0ed43c2f63714
02ebfc0all3492£52
77300c52e05af415
1bf525abce8dof04
8fafl2c33bb371b9
b6a36a3431547328
fa8bb40b4e08100f
£f£fdaf83202af0d72
8045a82f723a9%4%e
12737373d2985232
870dbce23badB8988
6189f6816%¥b256b5
8c059a#157146580
20b0adald21c482d
£2216874c96785ec8
ef6d863c2127b394
b7aee28337d69dab
d3efe8b442689074
22491ab9cdecb6b0
4694354944a9£487
659890a5818d0c50
b93¢c2403773dd08c
88c2c2ac52c4f679
025848e3ab6b69d3
750da3d4el6albb4
396b53e58d04471b
700486bf252cba75
51b6f9%a3clceebda
e6b3850de8ae6230

93d09fc06al9c5dd
b765273£571a571¢
O4dbea2ce99cc3bf
6ab0ed4302£63711
02ebfcOal13492f5]
77300c52e05af41
1bfS25abce8do6f04
8fafl2c33bb371b
P6a36a343154732
fa8bb40b4e08100F
ffdaf83202af0d7]
8045a82f723a%b4d¢
12737373d2985231
870dbce23bad898
6189f68162b256b
8c059af15714658
20b0a%ald21c482
£22b874c96785ec
ef6d863c21270b391
b7aee28337d69da
d3efe8b442689071
22491ab9cdecbbb
4694354944a9f48]
659890a5818d0c5
b93¢c2403773dd08
88c2c2ac52cidfoe’
025848e3ab6b69d
750da3d4elbalbod
396b53e58d04471
700486bf252cba’7

eight words Yy, Yy, Ys, Y3, Y4, Ys, Y, Yzrepresent the output of the final iteration of the 1

z

ound-

5
Y;
Y,
Y3
Y,
Ys
Ye
Y,

eaaef6dlac73c741
015a2173796cla88
£6352calb6acaff’
c662113e9ebb4d64
17b61la85e2cctlad
37eb%a6660feb519

8f2ebe%9a8leba2ch

& & & & & & & (¢

526a98£5dc595406
51b6f%a3clceebda
396b53e58d04471b
3665b5dbb6c2e055
4£f0dcf74aea76£90
e6b3850de8ae6230
700486bf252cba’75

The following is the hash value for this message.

68

3d192fc782cdlb4’7
53111b173b3b05d2
2fa08086e3b0£f712
fcc7c71a557e2db9
66c3e9fa91746039
1e9f1£7449ad1749

££334559a7135d3a

v o)
<0
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09330c33£71147e8 3d192fc782cdlb47 53111b173b3b05d2 2£a08086e3b0£712

fcclc71ab557e2db9 66c3e9£a891746039

1 Example 11

In this example the data-string is the 32-byte string consisting of the ASCII-coded version of

The h

‘abcdbcdecdefdefgefghfghighijhijk’

ash-code is the following 384-bit string.

ddccedsa83a55044 4£0481440b03b6062 o656623db0b0%0cs2da 1088101745800

A7
A.7.1
In thig

The h

A.7.2
In thig

The h

A.7.3
In thig

After

d7192b9799e30169 8b97adaa3d82e20c

Dedicated Hash-Function 7

Example 1
example the data-string is the empty string, i.e., the string of length,zero.
ash-code is the following 512-bit string.

19FA61D75522A466 9B44E39C1D2E1726 C530232930D407F8 O9AFEE(0964997F
3E83BE698B288FEB CF88E3E03C4F0757 EA8%64E59B63D937 08B138CC42A66

Example 2
example the data-string consists of a single byte, namely the ASCII-coded version of the lg
ash-code is the following 512-bit string.

8ACA2602792AEC6F 11A67206531FB7D7 FODFF59413145E69 73C45001D0087
D11BC645413AEFF6 3A42391A39145A59 1A92200D560195E5 3B478584FDAE2

Example 3
example the data-string is the three-byte string consisting of the ASCII-coded version of 'a
he padding process, the 8x8 matrix Z' derived from the data-string is as follows.
61 62 63 80 00 00 00 0O
00 00 00 00 00 00 00 00

00 00 00 00 0O 0O 00 00
00 00 00 00 0O 0O 00 00

00 00 00 00 00 00 00 00

c9

/A7
B3

B4 2
B1A

DC .

00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 0O 00 0O 18

The K, matrix (from the initialization value /V) and X" matrix are as follows.

© IS0/

00 00 00 00 00 00 00 0O 61 62 63 80 00 00 00 0O
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O

IEC 2004 — All rights reserved
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00 00 00 00 0O 0O 00 00 00 00 00 00 0O 0O 0O 18

The following are (hexadecimal representations of) the successive values of the variables K; for i = 1 to 10 and
w'

i=1:
30 OB EE CO AF 90 29 67 OF 34 S9A FF 3F F3 2F EO
28 28 28 28 28 28 28 28 EB CD CD 13 CD 26 DE 87
28 28 28 28 28 28 28 28 2D 2C 98 98 5A 98 B4 C2
28 28 28 28 28 28 28 28 89 03 83 8F 8F 06 8F 0C
28 28 28 28 28 28 28 28 00 00 00 00 00 00 00 00
28 28 28 28 28 28 28 28 00 00 00 00 00 00 00 00
28 28 28 28 28 28 28 28 05 14 05 28 11 0OA 2D 05
28 28 28 28 28 28 28 28 00 00 00 00 00 00 00 00
i = 2:
3B AB 89 F8 EA D1 AE 24 1D 0D 4C DA 43 F6 BO 98
44 45 45 66 45 E9 CB AF E4 5E 3F B8 7B C7 AA 10
70 FE A4 A4 C5 A4 B2 89 C3 31 D1 56 FD E7 T7B8F
C5 FA A9 E1 E1 CC E1 AOQ 68 2F 47 Al BE 4A_ 53 39
48 AC CO 5C FC FC B8 FC B2 A2 B8 2F 20 72_F0 oC
8F F7 OE 26 90 8F 8F 69 03 D9 F4 6C 67N\BL 79 72
96 79 14 07 D7 85 79 79 2C 67 87 6E_FED'5C 25 F8
F8 A8 F8 68 B8 C8 78 F8 44 E6 4C W0C50 7C D8 26
i = 3:
D3 19 BF DB 30 46 70 58 EF ED\35 67 80 8E 8D 63
29 5B 23 D1 AF CF 37 DB 2F Q93749 91 5B 18 5C 24
01 2C 8A C2 8B 95 AC 098 TIN96 F6 03 BEF AA F8 E3
81 63 9E B1 CO B2 06 A7 QA DC 04 7B 58 5A A5 Al
44 5E 60 7A BO B2 09 DB 47 96 DA 7F 56 E4 CC 29
73 5B 2C CF BC 8C BC 71 20 70 D5 D8 50 01 C8 98
DC 67 09 24 EF ED DD D3 A7 4C 23 FA Fo 81 49 Al
7B 8D 3B FO D7 3B 7D 19 4A CE 46 7D 7D BO 73 A9
i = 4:
38 BE AA Cl DE 11(65 86 95 BD DE 1E CA OF CA 19
68 7C F3 DO 4A (87 33 7TF D3 Cl1 CF 6C A0 2E 41 ES8
F3 37 FA DB 98 AD FO 57 74 C3 5C 63 15 C5 B9 8A
C5 E2 42 58%EE 35 8D BC 36 FO 4E 42 FE 2D DO 5E
11 09 FOE8 99 6E 24 7TE 0A 3C 50 76 Al 91 F8 EC
01 C5 D6NED 10 BO 34 01 48 6B C7 3E 61 D2 A4 DC
FB CO852 F1 7B 28 EC D3 ED B8 FO C5 2C FO 5C 72
32 /56, DC 0C C7 F1 27 40 FA 3D 00 D4 FB 9A 66 FF
i = 5:
AF 25 A5 20 94 9B CF 14 06 A6 BA 18 05 54 8D 33
c—36—26—A—F3—c4—-534p S4—55—Fr—c4—3 PR OR—1C
E6 OF 7D 86 77 40 F9 E1 oE A2 93 49 3F 17 89 B7
91 5D E6 BB E2 6A 06 29 7D 02 C9 AO 52 85 BB EF
96 5A 54 CC 4C FE 5E 8D AC 55 D7 A9 44 48 89 A9
BE E9 31 CB 62 32 3A A6 CB DE BE 43 AA 4D B5 A0
Bl 7B 59 18 96 84 o6A 47 60 A6 BA CO 25 D9 4F 8C
D4 FO C9 36 27 59 AF 31 D7 E4 62 E5 D4 A8 CC CO
i = 6:
E2 F9 B5 CO 25 37 0B BO DB 1D A8 4A 33 38 4D B3
39 2B CB A2 16 84 94 A5 97 4C 8E 1A 3E 51 F3 48
60 8A F8 CE FA 34 8C 14 47 66 64 C2 33 F5 F2 A9
7A A5 37 64 41 8C 92 19 85 FD AA Bl D5 CB C3 6E
B3 F3 46 Al FA 83 3F 89 5D 89 59 F2 E1 F8 71 D4
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97 49 3F 48 78 02 CF 7C 8C 1F B9 78 8C 16 DD 05
DC AD E8 BA 1E 00 8F 23 62 AF 63 5F 6D EE D5 F4
92 77 4F 49 ED BO 32 3D D8 5B 74 35 5F 8A 98 47
i=7:
75 41 63 82 77 4D FF 2F 59 3D 86 BD A8 CE 25 E5
FF FA 38 DO 55 03 46 00 BB 33 95 78 26 63 7D 82
BF 7D 02 49 3E 98 F3 61 EF 46 1D AE DC AD 0C 3C
F4 A8 60 C2 9A E5 CE OB AF A0 E2 86 5E 8B A3 F9
C8 DF 5A 44 EE 5D 9D 27 C8 8C 0B 43 27 84 31 F4
23 F4 5A 55 04 75 00 A4 41 5F 51 64 4E 55 78 C2
BO 16 10 12 02 F9 E2 8C F4 C7 C3 B5 EE A4 C5 86
AC 30 CD 29 68 33 33 1D 49 F8 AB 68 4A 4C 96 B7
i = 8:
03 6B F1 82 68 84 AD 89 9C 0D 38 97 73 B2 E4.35
99 40 C6 62 D8 46 71 63 4D 44 89 58 D4 59¢27 E8
4C 43 3E 17 4B 19 C2 10 AD 59 2E BO 4C A3\63 32
E2 9C CF D3 4C FF 86 C5 EO D4 70 F3 83(HA 15 59
21 FF 11 A0 42 DF 26 53 9A 92 69 8C_76%40 Al 51
1B 8E 00 CB 6C E4 4B 13 57 2E 81 BA._CB A4 3C 36
A6 12 3B F7 A3 47 B7 CE 5D 63 2FMNAY 36 BE 4B 61
D9 18 90 OE 3B 28 33 CA 40 OF DA)CB 8B 9D E3 8A
i=9:
DO 1C 67 7A OA 9A 2C F9 4B*F0 5E 9B 46 14 16 DO
2A 94 2F 53 4A 63 B6 B2 Y2 A8 Cl1 34 47 13 17 2D
88 42 22 46 FE AC A8 B4 17 33 2A 69 FB 34 98 98
47 4A 5C C7 3D 58 35 59 83 B1 EE 37 93 47 EC A0
74 A6 92 5D A5 5C 6F Al 3B 39 67 11 23 35 B5 78
77 17 E6 8C C4 73 5C 39 FC 78 3D 1F 9D 2F B6 AE
08 2A 3B OB 53 EC 1A . Ce 3C F9 38 64 96 9B DE 6C
2A F6 58 EB 81 4D EH62 42 5A D1 47 e6C 0C 49 AE
i =10
48 95 48 B6 Q1 EE BC 3A 2F 46 2B 24 C6 F4 86 BB
A5 0D 6B Cb. (6B ED 8E 81 16 B6 56 2C 73 B4 02 0B
EO CE 3D CE*88 26 5A 75 F3 04 3E 3A 73 1B CE 72
C2 8C 4A° DB CO F6 9C E9 1A E1 B3 03 D9 7E 6D 4cC
54 B7«9C D5 7F 71 85 13 71 81 EE BD B6 C5 7E 27
43 41 )4B 8A 97 7D 0B 7B 7D OE 34 95 71 14 CB D6
639 35 BB DB F6 15 7A C7 97 FC 9D 95 D8 B5 82
6A* 7TA 4E Fe6 37 01 82 27 D2 25 29 20 76 D4 EE ED
The vilue of Y*eutput from the round-function is as follows.
4FE 24 48 A4 C6 F4 86 BB
1 I~ B A Ao YAl '7 2 DA [a%o] ﬁB

=T

F3 04 3E 3A 73 1B CE 72
1A E1 B3 03 D9 7E 6D 4C
71 81 EE BD B6 C5 7E 27
7D OE 34 95 71 14 CB D6
C7 97 FC 9D 95 D8 BS5 82
D2 25 29 20 76 D4 EE F5

The hash-code is the following 512-bit string.

4FE2448A4C6F486BB 16B6562C73B4020B F3043E3A731BCE72 1AE1B303D97E6D4C
7181EEBDB6CS57E27 7DOE34957114CBD6 C797FCOD95D8B582 D225292076D4EEFD
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A.7.4 Example 4

In this example the data-string is the 14-byte string consisting of the ASCII-coded version of
'message digest'

The hash-code is the following 512-bit string.

378C84A4126E2DC6 E56DCC7458377AAC 838D00032230F53C E1F5700CO0FFB4D3B
8421557659EF55C1 06B4B52ACS5A4AAA6 92ED920052838F33 62E86DBD37A8903E

A.7.5 Exampte5

In this example the data-string is the 26-byte string consisting of the ASCII-coded version of
‘abcdefghijklmnopgrstuvwxyz'

The hash-code is the following 512-bit string.

F1)754662636FFE9 2C82EBB9212A484A 8D38631EAD4238F5 442EE13B8054E41B
08HF2A9251C30B6A OBS8AAE86177AB4A6 F68F673E7207865D 5DY819A3DBA4EB3B

A.7.6 Example 6

In this example the data-string is the 62-byte string consisting of the ASCIlI-coded version of
'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789'
The hash-code is the following 512-bit string.

DCJ7EO08CFO9EE69B F11FOOED9ABA2690, ¥YDD7C28CDECO066CC 6AF42E40F82F3A1E
08HBA26629129D8F B7CB57211B9281A6 5517CC879D7B9621 42C65F5ATAF01467

A.7.7 Example 7

In this example the data-string is the 80=byte string consisting of the ASCII-coded version of eight repetitions
of

'1234567890'
The hash-code is the following 512-bit string.

46qEF18BABB0154D 25BOD38A6414F5C0O 8784372BCCB204D6 549C4AFADB601429
4DYBD8PFZ2A6C44E5 38CD047B2681A51A 2C60481E88C5A20B 2C2A80CFKF3A9A083B

A.7.8 Example8
In this example the data-string is the 32-byte string consisting of the ASCII-coded version of
‘abcdbcdecdefdefgefghfghighijhijk'’

After the padding process, the two 8x8 matrices derived from the data-string are as follows.

61 62 63 64 62 63 64 65 00 00 00 00 00 00 00 00
63 64 65 66 64 65 66 67 00 00 00 00 00 00 00 00
65 66 67 68 66 67 68 69 00 00 00 00 00 00 00 00
67 68 69 6A 68 69 6A 6B 00 00 00 00 00 00 00 00
80 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 0O 0O 00 00 00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00

The first Z' matrix is as follows.

61 62 63 64 62 63 64 65
63 64 65 66 64 65 66 67
65 66 67 68 66 67 68 69
67 68 69 6A 68 69 6A 6B
80 00 00 00 00 00 00 0O
00 00 00 00 0O 00 0O 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 0O

For thHe first Z' matrix, the K, matrix (from the initialization value /V) and the X" matrix are as-folloys.

00 00 00 00 00 00 00 0O 61 62 63 64 62 63(p4d 65
00 00 00 00 00 00 00 0O 63 64 65 66 64 £5\66 67
00 00 00 00 00 00 00 0O 65 66 67 68 66(67 68 69
00 00 00 00 00 00 00 0O 67 68 69 6A_68-69 6A 6B
00 00 00 00 00 00 00 0O 80 00 00 OO..OO 00 00 0O
00 00 00 00 00 00 00 0O 00 00 00\N0©” 00 00 00 00
00 00 00 00 00 00 00 0O 00 00_00)00 00 00 00 0O
00 00 00 00 00 00 00 0O 00 0Q-00 00 00 00 00 0O

The fopllowing are (hexadecimal representations of) the successive values of the variables K; for i[= 1 to 10 and
w:

i =\:
30 OB EE CO AF 90 29 67 86 B9 56 DD B4 BD 40 C2
28 28 28 28 28 28 28 28 OB 48 Cl1 2E 83 9C 2E 41
28 28 28 28 28 28 28 .28 40 5E OA ED 5C E9 42 E7
28 28 28 28 28 28 28328 B2 1E 5B 93 43 07 7C 4D
28 28 28 28 28 28\28 28 19 04 67 A3 57 CF DA ED
28 28 28 28 28_28 28 28 59 36 7D 57 F8 E7 EA 60
28 28 28 28 28 28 28 28 98 D1 1B 6A C6 1C 4B CD
28 28 28 28,28 28 28 28 5E B9 76 56 F3 51 F4 43
i = 2:
3B ABS89 F8 EA D1 AE 24 10 54 A2 C2 9E 00 80 4F
44 45)45 66 45 E9 CB AF 6B Co 9F OA 98 41 BA 45
70NPE A4 A4 C5 A4 B2 89 6B 0B DE 38 1B Fo6 5A 3F
CS5"FA A9 E1 E1 CC E1 A0 34 F5 52 E4 38 30 DA 32
48 AC CO 5C FC FC B8 FC A7 4E 3B C9 F2 58 65 5B
8F F7 OE 26 90 8F 8F 69 2C 84 5C F8 DE BA 57 52
96 79 14 07 D7 85 79 79 OB 0B CB 4F 5F 5F 13 10
F8 A8 F8 68 B8 C8 78 F8 B4 43 90 D6 92 4F 65 12
i = 3:
D3 19 BF DB 30 46 70 58 8F 55 E3 10 51 E9 E7 43
29 5B 23 D1 AF CF 37 DB F3 AE 56 Al 2E 86 11 01
01 2C 8A C2 8B 95 AC 98 01 78 57 78 4C 25 EE 95
81 63 9E B1 CO B2 06 A7 8B 13 D5 66 9A EA A5 53
44 5E 60 7A BO B2 09 DB 55 EO 9A 46 78 79 57 56
73 5B 2C CF BC 8C BC 71 E2 3E F3 AF D4 5F 66 62
DC 67 09 24 EF ED DD D3 05 E9 CA 43 59 FC 08 53
7B 8D 3B FO D7 3B 7D 19 6A 11 68 9A 3D 24 86 2C
i=4:
38 BE AA Cl1l DE 11 65 86 BD A3 5F AC C8 4B 7B 24
68 7C F3 DO 4A 87 33 TF D4 D5 53 36 8A FA 90 C8
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F3 37 FA DB 98 AD FO 57 7D 9A 3C 52 B5 B9 28 0B
C5 E2 42 58 EE 35 8D BC FE CD D7 48 5D 98 AC 21
11 09 FO E8 99 6E 24 7TE Fo D3 E3 F5 A1 CO 68 FO
01 C5 Do ED 10 BO 34 01 D9 77 56 2D F1 C4 3C B6
FB C9 52 F1 7B 28 EC D3 C2 85 71 D3 B2 94 91 69
32 56 DC 0C C7 F1 27 40 E2 B9 81 C5 7C 60 42 23
i = 5:
AF 25 A5 20 94 9B CFr 14 15 03 B3 53 CF 70 04 4D
Cl 36 26 A9 E3 C4 53 4D DO 74 26 9B 60 EC 9B 92
E6 OF 7D 86 77 40 F9 E1 BE 22 90 B3 34 54 C2 84
91 5D E6 BB E2 6A 06 29 20 F3 7D 53 7D D1 C1 BA
96 5A 54 CC 4C FE 5E 8D 87 OE 9B F5 41 7C 2D 29
BE E9 31 CB 62 32 3A A6 A8 52 51 52 21 71 D5 9D
Bl 7B 59 18 96 84 o6A 47 96 9C 26 6D 4A B9 Co6 AB
D4 FO C9 36 27 59 AF 31 5A 2B DD 3C D9 8A D1 04
i = 6:
E2 F9 B5 CO 25 37 0B BO Bl 44 C5 6B 09 97 59391
39 2B CB A2 16 84 94 A5 CF 0D 2C 26 CO C7_93 54
60 8A F8 CE FA 34 8C 14 18 DO BE 9C 7A 3509 8A
7A A5 37 64 41 8C 92 19 32 8B E8 B4 2CGN\BO 10 2A
B3 F3 46 Al FA 83 3F 89 02 01 B5 CC 20'68 E9 9C
97 49 3F 48 78 02 CF 7C 12 BF EO 287EB 7D 3F F1
DC AD E8 BA 1E 00 8F 23 49 BD OB 4E 55 81 21 AA
92 77 4F 49 ED BO 32 3D 35 F4 5917 F1 5C 49 DF
i = 7:
75 41 63 82 77 4D FF 2F DBND3 6C 6C FO 7A Cl1 16
FF FA 38 DO 55 03 46 00 Q03 42 87 2D Ao 3A 4C F4
BEF 7D 02 49 3E 98 F3 61 5D CO C5 7D 6B BC 49 81
F4 A8 60 C2 9A E5 CE OB 7C 12 58 40 FO CD DA 1E
C8 DF 5A 44 EE 5D 9D 27 46 AD D5 C4 F9 77 40 C7
23 F4 5A 55 04 75 00 A4 FF 2E 7D 33 E9 7D 27 BA
BO 16 10 12 02 F9 E2 (8C 2C CC DF EF 3A 86 58 08
AC 30 CD 29 68 33 33%D FB AC B4 52 D2 63 9C 25
i = 8:
03 6B F1 82 68 84 AD 89 7B 3B 3C 7B 2D 73 FF 3C
99 40 Co6 624DR8 46 71 63 32 7A 01 65 DD 7C 8C 7A
4C 43 3E_.L7)4B 19 C2 10 OF 70 81 E9 7B A3 B6 80
E2 9C CF\DP3 4C FF 86 C5 25 DF D5 33 66 08 A2 55
21 FESIIT AO 42 DF 26 53 AB 95 54 FC ED D2 51 92
1B 8K 00 CB 6C E4 4B 13 10 3A 15 9C FE CA CF 6E
A6\N2 3B F7 A3 47 B7 CE 38 DA 67 14 8A 69 EB B3
DS 18 90 OE 3B 28 33 CA 92 2A 69 0B 03 4B 46 69
i =0
DO 1C 67 7A 0OA SA 2C F9 56 21 86 2A 9C OB D3 95
2A 94 2F 53 4A 63 B6 B2 D4 5A B8 28 42 F2 59 DC
88 42 22 46 FE AC A8 B4 B2 55 11 33 27 2D E8 43
47 4A 5C C7 3D 58 35 59 B7 2C 18 04 84 19 B2 C7
74 A6 92 5D A5 5C oF Al OA DD FF 03 52 91 16 83
77 17 E6 8C C4 73 5C 39 3E A7 8D 11 02 CF E8 C8
08 2A 3B 0B 53 EC 1A Co6 Al 22 69 ED AD B3 2A B4
2A F6 58 EB 81 4D E7 62 BE 53 E9 FO 7C BO 79 E7
i =10
48 95 48 B6 01 EE BC 3A 16 5A 82 D1 23 C3 52 8F
A5 0D 6B C6 6B ED 8E 81 26 E9 35 9E 6B C5 7A 23
EO CE 3D CF 88 26 5A 75 17 EE A9 FF B7 C7 B4 99
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C2 8C 4A DB CO F6 9C E9 71 FD 96 BC 8F 74 63 4E
54 B7 9C D5 7F 71 85 13 B3 BE 30 9F 01 2A 59 09
43 41 4B 8A 97 7D OB 7B 72 91 14 59 5F 08 6E 76
63 19 35 BB DB F6 15 7A 07 18 AF E3 65 BC 09 DE
6A 7TA 4E F6 37 01 82 27 B6 AF Al 80 BC EC 2A 98

The value of Y’ output from the round-function for the first Z’' matrix is as follows.

77 38 E1 B5 41 A0 36 EA
45 8D 50 F8 OF A0 1C 44
72 88 CE 97 D1 A0 DC FO
16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01 2A 59 09
72 91 14 59 5F 08 6E 76
07 18 AF E3 65 BC 09 DE
B6 AF Al 80 BC EC 2A 98

The second Z' matrix is as follows.

00 00 00 0O 0O 0O 00 00
00 00 00 00 00 0O 00 0O
00 00 00 00 0O 0O 00 00
00 00 00 00 0O 0O 00 00
00 00 00 00 0O 00 000D
00 00 00 00 00 00 Q@ 00
00 00 00 00 00 Q0 ©0 00
00 00 00 00 0000 01 00

For tHe second Z' matrix, the Ky matrix and the X" matrix-are as follows.

77 38 E1 B5 41 A0 36 EA 77 38 E1 B5 41 A0 36 EA
45 8D 50 F8 OF AQ 1C 44 45 8D 50 F8 OF AQ 1C 44
72 88 CE 97 D1 A0 DCNFO 72 88 CE 97 D1 A0 DC FO
16 95 FF D6 E7 1D\09 25 16 95 FF D6 E7 1D 09 25
33 BE 30 9F 01_2& 59 09 33 BE 30 9F 01 2A 59 09
72 91 14 59 QF 08 6E 76 72 91 14 59 5F 08 6E 76
07 18 AF E3.'05 BC 09 DE 07 18 AF E3 65 BC 09 DE
B6 AF Al 80°BC EC 2A 98 B6 AF Al 80 BC EC 2B 98

The fpllowing are (hexadecimal representations of) the successive values of the variables K; for i|= 1 to 10 and

i=1:
1A 78 4D 7D BD 4C 17 EG6 18 23 Co E8 87 B8 01 4F
27 31 10 AA 63 C5 9E 25 00 00 00 00 00 00 00 0O
7A 2E B7 48 C4 5D EO 23 00 00 00 00 00 00 00 0O
6D 0D 61 9F 6C 1D 80 AE 00 00 00 00 00 00 00 0O
E9 06 4C D1 27 95 FA 86 8C 23 05 AF 46 26 23 23
77 62 31 BC B4 4E C6 01 00 00 00 00 00 00 00 0O
oF CD BC 98 10 78 6F EC 00 00 00 00 00 00 00 0O

i=2:
EB OF 86 07 40 38 54 4F DF 8A 74 7E 14 4C 22 DO
87 EF DC C8 FE 45 3D 83 2B 04 B7 AE 74 89 5A 13
99 0E F5 4E 73 1F CO EA 2F FD BC A4 26 03 AD 74
EF EO 05 7F D2 C2 41 39 99 67 EA 50 34 08 BD B9
65 8F 5D 92 3E 9A AF 47 A8 7B 8E 1A 3B 56 CD 91
A9 1D 1C 13 BD 15 73 41 77 59 60 2D DD A2 4A 70
81 AD 80 BD 88 B3 B3 C3 03 43 90 91 2B DE 8E 37
16 26 63 99 AC 18 5D DO 48 6B CO 54 B9 C6 72 C9
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