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Information technology — Security techniques — Modes of operation for an
n-bit block cipher

1 Scope

This

International

Standard describes four modes of

operation for an »-bit block cipher.

NOTE - Annex A (informative) contains comments on the
properties of eachpsmede

2.11 starting variable (SV): Variable defining the starting
point of the mode of operation.

NOTE - The method of deriving the starting variable from the
initializing value is not defined in this International Standard. It
needs to be described in any application of the modes of operation.

This Internationpl Standard establishes four defined modes of

operation so th

in applications of an n-bit block cipher (e.g.

protection of dgta transmission, data storage, authentication)

this Internation:
for example, th
the values of pa

| Standard will provide a useful reference for,
e specification of the mode of operation and
rameters (as appropriate).

2 Definitions

For the purposess of this International Standard, the following

definitions appl

2.1 block chal
that each block
upon the preced

2.2 ciphertext
information corj

.

ning: The encipherment of information such
of ciphertext is cryptographically dependent
ing ciphertext block.

Data which has been transformed to hide_its
tent.

2.3 cryptographic synchronization: The co-ordindtion of

the encipherme

ht and decipherment processes,

2.4  decipheyment: The reversal of “a’ corresponding

encipherment.

2.5 encipher

by a cryptogr
hide the data.

ent: The (reversible) transformation of data
hic algorithm ‘to' produce ciphertext, i.e. to

2.6 feedback buffer (FB): Variable used to store input data
for the enciphefmént-process. At the starting point B has the

value of SV.

3 Notation

3.1 encipherment: For the ptrposes of| this International
Standard the functional relation'defined by fthe block cipher is
written

C=eK(P)

where
R.is the plaintext block;
C is the ciphertext block;
K is the key.

The expression eK is the operation of encipherment using the
key K.

3.2 decipherment: The corresponding decpherment function
is written

P = dK(C)

The expression dK is the operation of decipherment using the
key K.

3.3 array of bits: A variable denoted by { capital letter, such
as P and C above, represents a one-dimengional array of bits.
For example,

A= (a,, ap ..., am) and B = (b[, 2 ey b,,,)

are arrays of m bits, numbered from / to m. All arrays of bits
are written with the bit with index / in the [eftmost position.

2.7 initializing
point of an enci

value: Value used in defining the starting
pherment process.

2.8 key: A sequence of symbols that controls the operation
of a cryptographic transformation (e.g. encipherment,

decipherment)

2.9 n-bit block cipher: A block cipher with the property that
plaintext blocks and ciphertext blocks are n bits in length.

2.10 plaintext: Unenciphered information.

3.4 addition modulo 2: The operation of addition, modulo
2, also known as the "exclusive or" function, is shown by the

symbol ®. The operation applied to arrays such as 4 and B is
defined as

A®B=(a;®b;,a;® by ..., a,y® by)

3.5 selection of bits: The operation of selecting the j
leftmost bits of 4 to generate a j-bit array is written

A N.] = (ab ap ... a})

This operation is defined only when 7 <j < m where m is the
number of bits in 4.

1
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3.6 shift operation: A "shift function" S, is defined as
follows:

Given an m-bit variable X and a k-bit variable F where

I < k < m, the effect of a shift function Sy(X|F) is to produce
the m-bit variable

SHXIE) = (Xket, Xk12, oo Xm J1, fo o i) (K <m)
SUXIF) = (fy, - f) (k=m

The effect is to shift the bits of array X left by £ places,
discarding x; ... x4 and to place the array F in the rightmost &
places of X. When k = m the effect is to totally replace X by

© ISO/IEC
6 Cipher Block Chaining (CBC) Mode

6.1 The variables employed for the CBC mode of
encipherment are

a) A sequence of g plaintext blocks P, P,, ..., P, each of n
bits.

b) AkeyK.

¢) A starting variable SV of n bits.

d) A sequence of g ciphertext blocks C;, C, ..., C,, each of
n bits.

6.2 The CBC mode of encipherment is described as follows:

F.

A special case o
1(m) of successiy
into it.

The result is

Sul(m)|F) = (
SeI(m)|F) = (

where the m - k 1

4 Require

For some of thg
variables may be
the scope of this

For the Cipher
clause 7), three
Output Feedbacl
one parameter j
eration is used
chosen and used

5 Electron

5.1 The varial
encipherment arg

a) A sequence (
bits.

Encipherment of the first plaintext block.

~bitvariabie
e "1" bits and shifts the variable F of k bits

(1 Lffo o fi)
0 f2 -0 i)

eftmost bits are "1".

(k<m)
(k=m)

ments

described modes padding of the plaintext
required. Padding techniques are not within
International Standard.

Feedback (CFB) Mode of operation (see
parameters r, j and k are defined. For the
x (OFB) Mode of operation (see clausg*8),
is defined. When one of these modes)of op-
the same parameter value(s) need(s) to be
by all communicating parties.

ic Codebook (ECB) Mode

bles employed\\for the ECB mode of

f ¢ plaintext blocks P, Py, ..., Py each of n

b) Akey K.

Ci=eKP, ®8V)
subsequently,

Ci=eK(P;®Cpfori=2 3 ..
This procedure is shown in the upper part
starting variable SPA{s used in the gener
ciphertext output.) Subsequently the ciph
modulo 2, to the‘next plaintext before encip
6.3 The-CBC mode of decipherment is desq
Decipherment of the first ciphertext block,

Pl = dK(C]) @SV
subsequently,

P, =dK(C) ® C;) fori=2,3, ...

This procedure is shown in the lower part of

7 Cipher Feedback (CFB) M

7.1 Three parameters define a CFB mode of
- the size of feedback buffer, r, where n
- the size of feedback variable, k, where
- the size of plaintext variable, j, where |

NOTES

¢) The resultant sequence of g ciphertext blocks Cj, C,, ...,

Cy each of n

bits.

5.2 The ECB mode of encipherment is described as follows:
Ci=eKPyfori=12, ..,¢q €))]

5.3 The ECB mode of decipherment is described as follows:
Pi=dKC)for i=12 ..,q @)

3)

q )
of figure 1. The
htion of the first
ertext is added,
nerment.

ribed as follows:

6]

q 6)

figure 1.

pde

operation:
Kr<2n
I<k<n
<j<k

1 Tk Tmay be-stmatter ttramr 7 Figure2 shows the special

case where r - k> n.

2 If » = n then this mode is compatible with the CFB Mode

described in the previous edition of this Internati

onal Standard.

The variables employed for the CFB mode of operation are

a) The input variables

1) A sequence of g plaintext variables P, P, ..., P, each

of j bits.
2) Akey K.
3) A starting variable SV of r bits.
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b) The intermediate results
1) A sequence of g block cipher input blocks
Xy, Xa, ..., X, each of n bits.
2) A sequence of g block cipher output blocks
Y, Y, ..., Yy, each of n bits.
3) A sequence of g variables Ej, E,, ..., E,, each of j bits.
4) A sequence of g-1 feedback variables
F, F, ..., Fyy, each of k bits.
5) A sequence of q - I feedback buffer contents
FB,, FB,,....FB,, each of r bits.

¢) The output variables, i.e. a sequence of g ciphertext
variables C), C,, ..., Cg, each of j bits.

ISO/IEC 10116:1997(E)

These steps are repeated for i = I, 2, ..., g, ending with
equation (18) on the last cycle. The procedure is shown in the
right side of figure 2. The leftmost ; bits of the output block Y
of the block cipher are used to decipher the j-bit ciphertext
variable by modulo 2 addition. The remaining bits of Y are
discarded. The plaintext and ciphertext variables have bits
numbered from / to ;.

The ciphertext variable is augmented by placing &-j "1" bits
in its leftmost bit positions to become the k-bit feedback
variable F. Then the bits of the feedback buffer FB are
shifted left by k places and F is inserted in the rightmost &
places to produce the new value of FB. In this shift operation,
the leftmost k bits of FB are discarded. The new n leftmost
bits of FB are used as the next input X of the encipherment
process

7.2 The feedback buffer FB is set to its initial value

3
Il

N4 ™)

The operation of enciphering each plaintext variable employs
the following six steps:

a) X;=FBi~n ¥
b) Use of block cipher, Y; = eK(X)) ©)
c) Selection off leftmost j bits, E; = ¥; ~ j (10)
d) Generation pf ciphertext variable, C; = P; ® E; (11)
e) Generation pf feedback variable, F; = S;(I(k)|C) (12)
f) Shift functi¢n on FB, FB;,; = Sy(FBi|F) (13)

These steps are| repeated for i = I, 2, .., g, ending with
equation (11) o] the last cycle. The procedure is shown in the
left side of figute 2. The leftmost j bits of the output block ¥
of the block cipher are used to encipher the j-bit plaintext
variable by modulo 2 addition. The remaining bits of Y ar¢
discarded. The |plaintext and ciphertext variables have, bits
numbered from |/ to /.

The ciphertext yariable is augmented by placing%-j "1" bits
in its leftmost it positions to become the“k-bit feedback
variable F. Then the bits of the feedback/buffer FB are
shifted left by £ places and F is inserfed in the rightmost &
places, to prodyce the new value of the feedback buffer FB.
In this shift opefation, the leftmost & bits of FB are discarded.
The new 7 leftmost bits of FB are used as the next input X of
the encipherment process.

7.3 The variablgs employed for decipherment are the same as
those employed| for eneipherment.

7.4 1t is recommended that CFB should) b¢ used with equal
values of j and k. In this recommended fform (j = k) the
equations (12) and (19) can be wfitten

F;=C; (casej =\k)

8 Output Feedback (OFB) Mode

8.1 The OEB miode of operation is defined by one parameter,
i.e. the size of plaintext variable j where / 4 j < n.

The) variables employed for the OFB mode pf operation are
a) The input variables

1) A sequence of g plaintext variables £, Py, ..., P,
each of j bits.

2) A key K.

3) A starting variable SV of n bits.

b) The intermediate results

1) A sequence of g block cipher input Blocks

X1, X, ..., Xy, each of n bits.

2) A sequence of g block cipher output blocks

Y, Ys, ..., Yy, each of n bits.

3) A sequence of g variables E), E,, ...,| E,, each of
bits.

c) The output variables, i.e. a sequence of ¢ ciphertext
variables C}, C;, ..., C,, each of / bits.

8.2 The input block X is set to its initial value

The feedback buffer FB is set to its initial value
FB;=8SV (14)

The operation of deciphering each ciphertext variable
employs the following six steps:

a) Xi=FBi~n (15)
b) Use of block cipher, Y; = eK(X)) (16)
¢) Selection of leftmost j bits, E; = Y;~ j (17
d) Generation of plaintext variable, P; = C; ® E; (18)
e) Generation of feedback variable, F; = S; (I(k)|C) (19)
f)  Shift function on FB, FB;.; = Si(FBiF) (20)

X, =SV @

The operation of enciphering each plaintext variable employs
the following four steps:

a) Use of block cipher, Y; = eK(X;) (22)
b) Selection of leftmost j bits, E; = ¥; ~ j (23)
¢) Generation of ciphertext variable, C; = P; ® E; (24)
d) Feedback operation, X\, = Y; (25)

These steps are repeated for i = I, 2, ..., g, ending with
equation (24) on the last cycle. The procedure is shown on
the left side of figure 3. The result of each use of the block

3
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cipher, which is Y;, is used to feed back and become the next
value of X, namely X;., . The leftmost ; bits of ¥; are used to

ancinhar tha innut variahla
CLviprivt uiv IIIHUL variacic.

8.3 The variables employed for decipherment are the same as
those empioyed for encipherment. The input biock X is set to
its initial value X; = SV.

The operation of deciphering each ciphertext variable
employs the following four steps:

© ISO/IEC
a) Use of block cipher, Y; = eK(X)) (26)
b) Selection of leftmost j bits, E; = ¥; ~ 27
¢) Generation of plaintext variabie, P; = C; ® E; (28)
d) Feedback operation, X;;; = V; (29)

These steps are repeated for i = 1,2, ..., g, ending with
equation (28) on the last cycle. The procedure is shown in the
right side of figure 3. The values X; and Y; are the same as
those used for encipherment; only equation (28) is different.

Pl P2 I.Dn
c
r -1
sV O A
Encipherment < Y Encipherment
i
ek eK ek algorithm
C, G, Cq
L v v \
f‘
v v©2 y %
_ Decipherment
Deciphgerment < dK dK dK algorithim
L SV .
Cq_1
P, P, P q
Figure 1 - The cipher block chaining (CBC) mode of operation
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Encipherment Decipherment
N N
~ ) ~ )
F F
A Y
B [ I..... ]k bitd FB| I.....]k it
N— _— r \— _-— r
1 n 1 n
X - ~ r ~ X
[T ioits | [T jois ]
Encipherment — — eK_] Encipherment
algorithm kj ones A ki ones A algorithm
Y Y
[ seldct left j bits I I select left j bits I
1 j 1 i
E E
A P - = = - == - P+
(o] C
P P
L | |
1 j 1 :
Figure 2 - The cipher feedback (CFB) mode,of operation
Encipherment Decipherment
N N
o AN ~
1 n 1 n
X X
Bncipherment | eK l eK Encipherment
algorithm algorithm
Y Y
A 4
I selectleftjbits | | selectleftjbits |
1 j 1 i
E E
————— +
C
P P
| ] — ]
1 i 1 j

Figure 3 - The output feedback (OFB) mode of operation


https://iecnorm.com/api/?name=0a1c53df6f6551385edcb566eb9801bf

ISO/IEC 10116:1997(E)

Annex A

(informative)
Properties of the modes of operation

A.1  Properties of the Electronic Codebook
(ECB) mode of operation

A.1.1 Environment

Binary data exchapged-between—ecomputers;—er—peeople;—ma
have repetitions or|commonly used sequences. In ECB mode,
identical plaintext plocks produce (for the same key) identical
ciphertext blocks.

A.1.2 Properties
Properties of the ECB mode are

a) encipherment jor decipherment of a block can be carried
out independentlly of the other blocks;

b) reordering of the ciphertext blocks will result in the
corresponding refordering of the plaintext blocks;

c) the same plgintext block always produces the same
ciphertext block |(for the same key) making it vulnerable to
a "dictionary atack", where a dictionary is built up with
corresponding plaintext and ciphertext blocks.

The ECB mode is [in general not recommended for messages
longer than one blpck. The use of ECB may be specified in
future Internationgl Standards for those special purposes
where the repetitipn characteristic is acceptable or blocks
have to be accesseql individually.

A.1.3 Padding requirements

Only multiples of|» bits can be encipheted ‘or deciphered.
Other lengths need|to be padded to a n:bit*boundary.

A.1.4 Error propagation

In the ECB modd, one or(mpre bit errors within a single
ciphertext block Will only~affect the decipherment of the
block in which the etror(s) occur(s). Decipherment of a
ciphertext block with ene or more error bits will result in a

A.2 Properties of the Cipher Block
Chaining (CBC) mode of operation

A.2.1 Environment

same plaintext is enciphered using the same
variable. Users who are concerned about’th
need to adopt some ploy to change. the-start
the key, or the starting variablé.) One p
incorporate a unique identifier (e.g. an incre
at the beginning of each CBC message. Anot
be used when enciphering records whose siz
increased, is to use some value such as the s
which can be computed from the record with|
contents (e.g. itsc@address in random access sto

A.2.2 Properties

Properties of the CBC mode are

© ISO/IEC

ext whenever the
ey and starting

s characteristic
bf the plaintext,
bssibility is to
ented counter)
er, which may
e should not be
tarting variable
put knowing its

fage).

a) the chaining operation makes the ciphertext blocks

dependent on the current and all preceding

and therefore rearranging ciphertext blocks
in a rearranging of the corresponding plaintg
b) the use of different SV values prey
plaintext enciphering to the same ciphertext

A.2.3 Padding requirements

Only multiples of » bits can be enciphered

blaintext blocks
does not result
xt blocks;

ents the same

or deciphered.

Other lengths need to be padded to a »-bit boyndary. If this is

not acceptable, the last variable can be trea
way. Two examples of a special treatment are

A first possibility to treat an incomplete last|
variable P, of j < n bits where g should be g
to encipher it in OFB mode as described beloy

ed in a special
given below.

variable (i.e. a
eater than 1) is
V:

a) encipherment

50 % error probability of each plaintext bit in the
corresponding plaintext block.

A.1.5 Block boundaries

If block boundaries are lost between encipherment and
decipherment (e.g. due to a bit slip), synchronization between
the encipherment and decipherment operations will be lost
until the correct block boundaries are re-established. The
result of all decipherment operations will be incorrect while
the block boundaries are lost.

Co =Py ® (eK(Cy.1) ~j)
b) decipherment
Py=Cy® (eK(Cyy) ~j)
However, this last variable is vulnerable

plaintext attack" if the SV is not secret or if
than once with the same key (see clause A.4).

(30)

(€2))

to a '"chosen
it is used more


https://iecnorm.com/api/?name=0a1c53df6f6551385edcb566eb9801bf

© ISO/IEC

A second possibility is known as "ciphertext-stealing".
Suppose that the last two plaintext variables are P, ; and P,
where P, is an n-bit block and P, is a variable of j < n bits
and g should be greater than 1.

a) encipherment

Let C, be the ciphertext block derived from P, using the
method described in 5.2. Then set

Cy = eK(Si(Cyqt| Py) (32)
The last two ciphertext variables are then C,; ~j and C,.

b) decipherment

ISO/IEC 10116:1997(E)

incorporate a unique identifier (e.g. an incremented counter)
at the beginning of each CFB message. Another, which may
be used when enciphering records whose size should not be
increased, is to use some value such as the starting variable
which can be computed from the record without knowing its
contents (e.g. its address in random access storage).

A.3.2 Properties

Properties of the CFB mode are
a) the chaining operation makes the ciphertext variables
dependent on the current and all but a certain number of
immediately preceding plaintext variables. This number
depends on the selection of r, k, and j (see figure 2).

Therefore rearranging j-hit ciphertext variables does not

C, needs to b deciphered first, resulting in the variable P,
and the right-most »-j bits of C,

Si(Ch1 | Py = dK(Cy) (33)

The completq block Cy.; is now available and P,; can be
derived using the method described in 5.3.

The two trailing ciphertext variables are deciphered in
reverse order [which makes this solution less suited for
hardware impl¢mentations.

A.2.4 Error prjopagation

In the CBC mpde, one or more bit errors within a single

ciphertext bloc
(the block in

k will affect the decipherment of two blocks
which the error occurs and the succeeding

block). An errof in the i-th ciphertext block has the following
effect on the rqsulting plaintext: the i-th plaintext blockwill

have a 50 %
plaintext block
i-th ciphertext

error probability for each bit. The-it+1-th
will have an error pattern equal to,that in the
lock. If errors occur in a variable of less than

n bits, error propagation depends on the chosen method of
special treatment. In the first example the_deciphered short
block will have those bits in error thatcorrespond directly to

the ciphertext Yits in error.

A.2.5 Block bdundaries

If block boun
decipherment (
the enciphermsg
until the corre

daries are~lost between encipherment and
e.g. due-tod bit slip), synchronization between
nt and)decipherment operations will be lost
ct_block boundaries are re-established. The

result of all de€
the block boundaries are lost.

A.3 Properties of the Cipher Feedback (CFB)
mode of operation

A.3.1 Environment

The CFB mode produces the same ciphertext whenever the
same plaintext is enciphered using the same key and starting
variable. Users who are concerned about this characteristic
need to adopt some ploy to change the start of the plaintext,
the key, or the starting variable. One possibility is to

result in a rearranging of the correspdnding j-bit plaintext
variables.
b) the use of different SV values prevents the same
plaintext enciphering to the sdame* ciphertext;

c¢) the encipherment andpdecipherment processes in the
CFB mode both use the) encipherment operation of the
block cipher;
d) the strength of'the’CFB mode depenfls on the size of &
(maximal if j ='k).and the relative sizes of j, k, n and r;

NOTE - j <%will result in an increased prqbability of repeating
occurrences of values of the input blocks. Such repeated
occurrenees will reveal linear relations betwden plaintext bits.

e) selection of a small value of j will require more cycles
through the block cipher operation per] unit of plaintext
and thus cause greater processing overheads.

f) selection of » > n + k enables the pipelining and the
continuous operation of the block cipher

A.3.3 Padding requirements

Only multiples of j bits can be enciphefed or deciphered.
Other lengths need to be padded to [a j-bit boundary.
However, frequently j will be chosen eqpial to such a size,
that no padding will be required, e.g. j can be modified for
the last portion of the plaintext.

A.3.4 Error propagation

In the CFB mode, errors in any j-bit unif of ciphertext will
affect the decipherment of succeeding cipHertext until the bits
in error have been shifted out of the CFB fieedback buffer. An
error in the i-th ciphertext variable has the|following effect on

i i ; i i iriable will have an
error pattern equal to that in the i-th ciphertext variable. The
succeeding plaintext variables will have a 50 % error
probability for each bit until all incorrectly received bits have
been shifted out of the feedback buffer.

A.3.5 Synchronization

If j-bit boundaries are lost between encipherment and
decipherment (e.g. due to a bit slip), cryptographic
synchronization will be re-established r bits after j-bit
boundaries are re-established. If a multiple of j bits are lost
synchronization will be re-established automatically after r
bits.
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A.4 Properties of the Output Feedback (OFB)
mode of operation

A.4.1 Environment

The OFB mode produces the same ciphertext whenever the
same plaintext is enciphered using the same key and starting
variable. Moreover, in the OFB mode the same key stream is
produced when the same key and SV are used. Consequently,
for security reasons a specific SV should be used only once
for a given key.

A.4.2 Properties

Properties of the @FB-mode-are

© ISO/IEC
A.4.3 Padding requirements

Only multiples of j bits can be enciphered or deciphered.
Other lengths need to be padded to a j-bit boundary.
However, frequently j will be chosen equal to such a size,
that no padding will be required, e.g. j can be modified for
the last portion of the plaintext.

A.4.4 Error propagation
The OFB mode does not extend ciphertext errors in the
resultant plaintext output. Every bit in error in the ciphertext

causes only one bit to be in error in the deciphered plaintext.

A.4.5 Synchronization

a) the absencg of chaining makes the OFB more
vulnerable tp active attacks;

b) the use of]| different SV values prevents the same
plaintext efciphering to the same ciphertext, by
producing d|fferent key streams;

¢) the enciphefment and decipherment processes in the
OFB mode poth use the encipherment operation of the
block ciphet;

d) the OFB miode does not depend on the plaintext to
generate thq key stream used to add modulo 2 to the
plaintext;

e) selection of & small value of j will require more cycles
through the jplock cipher per unit of plaintext and thus
cause greatef processing overheads.

The OFB mode is not self-synchrdnizing. If the two
operations of encipherment and decipherment get out of
synchronism, the system needs tg-be re-initialized. Such a
loss of synchronism might be ‘caused by pny number of
inserted or lost ciphertext bits.

Each re-initialization should use a value of S’ different from
the SV values used befofe with the same key| The reason for
this is that an idéntjcal bit stream would bg produced each
time for the samé parameters. This would bdq susceptible to a
"known plaintext attack".
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Annex B

(informative)

Information about patents

During the preparation of this International Standard, information was gathered concerning relevant patents upon which application
of this International Standard might depend. Relevant patents were identified as belonging to International Business Machines
Corporation (IBM) and UNISYS. However, ISO cannot give authoritative or comprehensive information about evidence, validity or
scope of patent or like rights

The patent-holdeys have stated that licences will be granted in appropriate terms to enable application of this-International Standard,

provided that thie who seek licences agree to reciprocate.

Further informati

Director of Commercial Relations

International Bug
2000 Purchase S
PURCHASE, N.
U.S.A.

Director, Industn
UNISYS

PO Box 500
Blue Bell, PA 19
U.S.A.

on is available from

iness Machines Corporation
reet
Y.10577
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424



https://iecnorm.com/api/?name=0a1c53df6f6551385edcb566eb9801bf

ISO/IEC 10116:1997(E) © ISO/IEC

Annex C

(informative)

Examples for the modes of operation

C.1 General

This annex gives examples for the encipherment and decipherment of a message using the modes of operation specified in this
International Standard. The examples use the following parameters:

a) The block gipher used is the Data Encryption Algorithm (DEA) (see Annex D). The value of n is 64.
b) The cryptographic key is 0123456789ABCDEF.

¢) The starting variable is 1234567890ABCDEF.

d) The plaintext is the 7-bit ASCII code for 'Now is the time for all ' (in hexadecimal notatiofi’4EQF772069732074
68652074696D6520 666F7220616C6C20). For CFB mode the plaintext is the 7-bit ASCII code(for Now'|(in hexadecimal
notation 4E6F77).

C.2 ECB Mode

Examples for thd ECB mode of encipherment and decipherment are given in tables C¢land C.2, respectively.

Table C.1 - ECB mode, encipherment

i plaintext P; block cipher input block {)block cipher output block ciphertext C;

1 4E6F772069732074 4E6F772069732074 3FA40E8A984D4815 3FA40E8A984D4815
2 68652074696D6520 68652074696D6520 6A271787AB8883F9 6A271787AB8883F9
3 666F7220616C6C20 666F7220616€6C20 893D51EC4B563B53 893D5]EC4B563B53

Table C.2 > ECB mode, decipherment

i ciphertext C; block cipher input block | block cipher output block plaintext P;

1 3FA40E8A984D4815 3FA40E8A984D4815 4E6F772069732074 4E6F 772069732074
2 6A271787AB8883F9 6A271787AB8883F9 68652074696D6520 68652P74696D6520
3 893DS1EC4B563B33 893DS1EC4B563B53 666F7220616C6C20 666F7220616C6C20

C.3 CBC Mode

Examples for the CBE mode of encipherment and decipherment are given in tables C.3 and C.4, respectively.

Table C.3 - CBC mode, encipherment

i plaintext P; block cipher input block | block cipher output block ciphertext C;

1 4E6F 772069732074 5C5B2158f9DSED9B ESC7CDDE872BF27C ESC7CDDES872BF27C
2 68652074696D6520 8DA2EDAAEE46975C 43E934008C389COF 43E934008C389COF
3 666F7220616C6C20 25864620ED54F02F 683788499A7CO5F6 683788499A7C05F6
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