INTERNATIONAL ISO/IEC
STANDARD 10040

First edition »
1992-11-01

Information technology. — Open Systems
Interconnection — Systems manaqement
overview

Technologies de I'infermation — Interconnexion de systemes ouverts
(OSI) — Apercu général de la gestion-systéme

&

ﬁ
f

Reference number
ISO/IEC 10040:1992(E)

B


https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

ISO/IEC 10040:1992 (E)

COMECIILS ...t Page
Scope..rvindrniiiinnc. 1
2 Normative r¢ferences 1
2.1 Identical CCITT Recommendations | International Standards................. 2
2.2 Paired Recommendations | International Standards equivalent in
technichl content.......occovvvuninininnnnn. 2
2.3 Additiopal references 3
3 DefinitiONS . Juriiiiiiieeeeiie e s 3
3.1 Basic rdference model definitions ...........coooiiivnn, 3
3.2 Managgment framework definitions 3
3.3 CMISE[definitions.......cocovvveeriirieeriiree et 3
3.4 Managgment information model definitions............c.ccoovvivin b 4
3.5 OSI conformance testing methodology and framework delinitions=.%... 4
3.6 Systemg management overview definitions.......coccoovvcvnnnn LN 4
4 ADDICVIALIOMS 1ovvvvevieeeerrreriiisieteeeeiriercrecr e etrreree ettt i e bane s 5
5 Systems MafaZEMENL.....cooveieireiiiiiiiii et ebere e Bee e s esre e eenns 6
6 Systems mapagement Model ... B 7
6.1 INtroduGlion ..coccvvereeniceniieiiiiieiin e e 7
6.2 Information aspects ......cccceeeveviviiiniiieineecin i e 8
6.3 Functiofal aspects .....c.ccoovueerviiiiiiciiiinirin e 10
6.4 OSI CoMUNICAtIONS ASPECES ..eevveerrerraetenManireeirieiire e 10
6.5 Organi1alional ASPECES .eeveneeeeieree el 14
7 Systems mapagement standards .......... 5l 15

7.1 Archite

7.2 Commtjnicalion of management information

7.3 Structu

Cture and structure

¢ of management(information

7.4 System$ management fUnCtions ........ccoveeveiiiniiiniiiini e
Conformange and comPlanCe..........c.oevemrveriiiiiiiiii i 18
8.1 Complifince to thisRecommendation | International Standard .............. 18
8.2 Conforfnanceto this Recommendation | International Standard ........... 20
Annex A Application context for systems management .........oocovveviiieinneenne. 21
Annex B Scopestatement 10T Sysiems management TUNCHOMNS . oveoeoerreoeerreneres 24

© ISO/IEC 1992

All rights reserved. No part of this publication may be reproduced or utilized in any form or by
any means, electronic or mechanical, including photocopying or microfilm, without permission

in writing from the publisher.
ISO/IEC Copyright Office » Case postale 56  CH-1211 Geneve » Switzerland

Printed in Switzerland



https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

ISO/IEC 10040:1992 (E)

Foreword

ISO (the International Organization for Standardization)

International Electrotechnical Commission) form_the’ speciali
worldwide standardization. National bodies that~are members
participate in the development of International “Standards th
committees established by the respective organization to deal
fields of technical activity. ISO and IEC{technical committee
fields of mutual interest. Other interfiational organizations, go
non-governmental, in liaison with ISQand IEC, also participate i

In the field of information technology, ISO and IEC have est
technical committee, ISOJEC JTC 1. Draft International Stand
the joint technical comirhittee are circulated to national bog
Publication as an International Standard requires approval by at
national bodies castinig'a vote.

International, Standard ISO/IEC 10040 was prepared by the
CommitteesISO/IEC JTC1, Information technology, in col

and IEC (the
zed system for
of ISO or IEC
rough technical
with particular
5 collaborate in
vernmental and
n the work.

hblished a joint
hrds adopted by
ies for voting.
east 75% of the

Joint Technical
aboration with

CCITT, The identical text is published as CCITT Recommendatign X.701.

Annex A forms an integral part of ISO/IEC 10040.

Annex B is for information only.

ili


https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44



https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

ISO/IEC 10040 : 1992 (E)

INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
SYSTEMS MANAGEMENT OVERVIEW

1 Scope
This R¢gcommendation | International Stahdard

- provides an overview to the family of systems management standards;

—  establishes the basis for partitioning the systems.management standards into separate grups, specifying
the scope of each group and identifying the principal components within each group;

~  gives guidance on the development of systems management standards and identifies the|way they relate
to each other; ; ‘ -

—  defines terms for use by other systems management standards.

— is applicable to the definition of all systems management standards and to all aspgcts of systems
" management of whatever scale; ‘ ’

—  is applicable to situations in which the responsibility for systems management is centralised and those
where it is decentralised; '

-  establishes a‘model for systems management, identifies several aspects of systems management
(i.e., information, functional, communications, and organizational), and further refings the model to
clarify these aspects;

~  idenftifiés the principles governing conformance requirements and conformance clajms to systems
management standards.

There gre.no-cobnformance requirements on the main body of this Recommendation | International Standlard, however it
does sgecify requirements on standards claiming compliance to systems management ,
Annex A of this Recommendation | International Standard defines an application context for systems management and

specifies the rules for negotiating systems management functional units. There are conformance requirements
associated with these rules,

2 Normative references

The following CCITT Recommendations and International Standards contain provisions which, through reference in
this text, constitute provisions of this Recommendation | International Standard. At the time of publication, the editions
indicated were valid. All Recommendations and Standards are subject to revision, and parties to agreement based on
this Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The CCITT Secretariat maintains a list of the currently valid CCITT Recommendations.

CCITT Rec. X.701 (1992 E) 1
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2.1 Identical CCITT Recommendations | International Standards

— CCITT Recommendation X.720 (1992) | ISO/IEC 10165-1:1992, Information technology — Open
Systems Interconnection — Structure of management information: Management information model.

—  CCITT Recommendation X.721 (1992) | ISOMEC 10165-2:1992, Information technology — Open
Systems Interconnection — Structure of management information: Definition of management
information.

~  CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open
Systems Interconnection — Structure of management information: Guidelines for the definition of
managed objects.

— CCITT Recommendation X.730 (1992) | ISO/IEC 10164-1:1992, Information technology — Open
Systems Interconnection — Systems Management: Object management function.
— CCITT Recommendation X.731 (1992) | ISOMIEC 10164-2:1992, Information technology — Open

Systems-Interconnection—=Systems-Management-State-management function:
— | CCITT Recommendation X.732 (1992) | ISOMEC 10164-3:1992, Information technology — Open
Systems Interconnection — Systems Management: Attributes for representing relationships.

— | CCITT Recommendation X.733 (1992) | ISO/MIEC 10164-4:1992, Informationy technolog)y — Open
Systems Interconnection — Systems Management: Alarm reporting function.

— | CCITT Recommendation X.7341 (1992) | ISOAEC 10164-5:1992, Information technolog)
Systems Interconnection — Systems Management: Event report managemeéntfunction.

— | CCITT Recommendation X.7351 (1992) | ISO/IEC 10164-6:1992;\Information technology — Open
Systems Interconnection — Systems Management: Log control funétion.

-~ | CCITT Recommendation X.736 (1992) | ISO/MEC 1016471992, Information technology - Open
Systems Interconnection — Systems Management: Security @larm reporting function.

Open

2.2 Paired Recommendations | International Standards equivalent in technical content

— | CCITT Recommendation X.200 (1988), Reference Model of Open Systems Interconnection fpr CCITT
Applications.

1SO 7498:1984, Information processing-systems — Open Systems Interconnection — Basic Reference
Model.

— | CCITT Recommendation X.7001 Management Framework Definition for Open| Systems
Interconnection (OSI) for CCITF-Applications.

ISOMEC 7498-4:1989, Ififormation processing systems — Open Systems Interconnection| — Basic
Reference Model — Part 4; Management framework.

~ | CCITT Recommendation X.209 (1988), Specification of basic encoding rules for abstrdct syntax
notation one (ASNyI).

ISOMEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic
Encoding-Rules for Abstract Syntax Notation One (ASN.1).

— | CCIIT. Recommendation X.217 (1988), Association control service definition for Open Systems
Interconnection for CCITT Applications.

1SO-8645-1988, Irformmtion processing systems—=Open-Systems imterconrection=-Service definition of
the Association Control Service Element.

—  CCITT Recommendation X.227 (1988), Association Control Protocol Specification for Open Systems
Interconnection for CCITT Applications.

ISO 8650:1988, Information processing systems — Open Systems Interconnection — Protocol
specification for the Association Control Service Element.

—  CCITT Recommendation X.219 (1988), Remote Operations: model, notation and service definition.

ISO/MEC 9072-1:1989, Information processing — Text communication —~ Remote Operations — Part 1:
Model, notation and service definition.

D Presently at state of draft Recommendation.

2 CCITT Rec. X.701 (1992 E)
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—  CCITT Recommendation X.229 (1988), Remote Operations: Protocol specification.

ISO/IEC 9072-2:1989 Information processing 'systems — Text communication — Remote Operations —

Part 2: Protocol specification.

— CCITT Recommendation X.290 (1992), OSI Conformance testing Methodology and. Framework for

Protocol Recommendations for CCITT Applications — General Concepts.

ISO/IEC 9646-1:1991, Information technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 1: General concepts.

-~ CCITT Recommendation X.710 (1991) Common management information servzce definition for CCITT

applications.

ISOMEC 9595:1991, Information technology — Open Systems Interconnection — Common management

information service definition.

—  CCITT Recommendation X.711 (1991), Common management information protocol s,

ecification for

CCITT applications.

ISONEC 9596-1:1991, Information technology — Open Systems Interconnection — Comm
information protocol — Part 1: Specification.

Additional references

— ISOAMEC 8571:1989, Information processing systems — Open Systems)Interconnection -
Access and Management.

- ISOMIEC 9545:1989, Information technology - Open Systems Interconnectzon - Ap;
" Structure.

~  ISO/IEC 10026: ...2, Information technology - Open Systems Interconnection — Distribu
Processing. ' : ‘ ‘ R

Definitions

Basic reference model definitions

rcommendation | International Standard is based on the concepts in the Basic Reference M

a) application service element;

b) systems management:

Management framework definitions

pcommendation\ | International Standard makes use of the following terms defined in CCIT]
 7498-4;

a) _-managed object;

b) ~management information base;

b Interconnection and makes use of the following terms defined in CCITT Rec. X.200 | ISO 7498:

n management

File Transfer,
lication Layer

ed Transaction

[ol_dell for Open

I' Rec. X.700 |

33

T) SYSIENTS MATageHeTt AppHcation eImity.

CMISE definitions

This Recommendation | Intérnational Standard makes use of the followmg terms defined in CCITT Rec. X.710 |
ISO/MIEC 9595:

a) attribute (of managed object);
b) common management information service element;

¢) common management information services.

2) To be published.

CCITT Rec. X.701 (1992 E) 3
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34 Management information model definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.720 |
ISO/IEC 10165-1:

a) attribute type;
b) naming tree;

¢) managed object boundary.

3.5 OSI conformance testing methodology and framework definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.290 |
ISOMEC 9646-1:

a) protocol implementation conformance statement (PICS);
b) |PICS proforma;

¢) [system conformance statement.

3.6 Systems management overview definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:.
3.6.1 age:]t: An MIS-User, which for a particular systems management interaction, \hds taken an agent rold.

3.6.2 agent role: A role taken by an MIS-User in which it is capable of performing management opergtions on
managed obje¢ts and of emitting notifications on bebalf of managed objects.

3.6.3 dependent conformance: Conformance to the elements of protocol associated with a set of serpices, as
specified by alsystem conformance statement,

3.6.4  gendral conformance: Conformance to the elements of protocol associated with the kernel set of gervices,
and any additipnal functional units, as required by the Recommendation | International Standard.

3.6.5 generic definitions: Definitions of managed objéct classes, attribute types, notification types or marjagement
operation types, made available for general use.

3.6.6 (management) interaction: A single management operation or a single notification or an identified set of
logically relat¢d management operations and notifications during which the manager and agent role do not change.

3.6.7 managed object class: A nanmied' set of managed objects sharing the same (named) sets of aftributes,
notifications, management operations (packages), and which share the same conditions for presence of those ppckages.

NOTE 1 - The following two definitions are aligned with the corresponding definitions in OSI Conformange Testing
Methodology and Framework CCITT)Rec. X.290 | ISO/EC 9646-1 for PICS and PICS proforma.

3.6.8 managed object conformance statement (MOCS): A statement made by a supplier of a managgd object
implementation, statingthe capabilities and options which have been implemented, and any features which hhve been
omitted.

3.69 MO{SPproforma: A document, in the form of a questionnaire, designed by the managed object definer or
conformance €St suite specifier, which when completed 1or a managed object implementadon becomes tie MOCS.

3.6.10 managed (open) system: A real open system containing an MIS-User which can take the agent role.
3.6.11 management domain: A set of managed objects, to which a common systems management policy applies.

3.6.12 management information: The information within an open system which may be transferred by OSI
management protocols.

3.6.13 management support object: A systems managed object defined specifically to support a systems
management function (e.g. log, discriminator).

3.6.14 manager: An MIS-User, which for a particular systems management interaction, has taken a manager role.

3.6.15 manager role: A role taken by an MIS-User in which it is capable of issuing management operations and of
receiving notifications.

4 CCITT Rec. X.701 (1992 E)
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3.6.16 managing (open) system: A real open system containing an MIS-User which can take the manager role.
3.6.17 MIS-User: An application making use of systems management services.

3.6.18 notification: Information emitted by a managed object relating to an event that has occurred within the
managed object.

3.6.19 notification type: A named data-type defining a specific kind of notification.
3.6.20 (N)-layer managed object: A managed object specific to the (N)-layer.

3.6.21 (N)-layer management protocol: A (N)-layer protocol for the exchange of (N)-layer management
information supported solely by protocols of the layers (N-1) and below.

NOTE 2 ~ This Recommendation | International Standard neither specifies nor requires the use of (N)-layer
management protocols. The definition is included here for the sake of completeness.

3.6.22 qgement.

3.6.23 | systems managed object: A managed object relevant to more than one layer, to the system as a whole, or to
specifig management functions.

3.6.24 | systems management application process: An application process participating-jisystems management.

3.6.25 | systems management application service element: An application service element prdviding systems
managdment services. ‘

3.6.26 | systems management function: A part of systems management (@cfivities which satisfy a [set of logically
related juser requirements. '

3.6.27 | systems management functional area: A category of systems management user requirementp.

3.6.28 | systems management functional unit: A named non-8mpty set of systems management services defined for
the purpose of identifying specific sets of functionality where there is a requirement to establish or negptiate the use of
such fupctionality between end systems or for reference purposes in other standards.

3.6.29 | systems management functional unit package: A named non-empty set of systems management functional
units, defined for the purposes of negotiation of functional units on an association. ‘ :

3.6.30 | systems management (application)~ protocol: An application layer protocol supporting Systems
managgment services. ‘

3.6.31 | systems management serviee: A named set of service primitives that provide a service foq use in systems
managgment.

4 Abbreviations
ASN.1 Abstract Syntax Notation One
ACSE association control service element
ASE application service element
B-ISDN broadband integrated services digital network
CMIP common management information protocol
CMIPDU common management information protocol data unit
CMIS common management information service
CMISE common management information service element
CSPDN - circuit switched public data network
FTAM file transfer, access and management
Id identifier
ISDN integrated services digital network
LAN local area network
MAPDU management application protocol data unit

CCITT Rec. X.701 (1992 E) 5
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MHS message handling system

MOTIS message oriented text interchange system

MIB management information base

MIS management information service

MOCS managed object conformance statement

OSI open systems interconnection

PICS protocol implementation conformance statement

PSPDN packet switched public data network

ROSE remote operations service element

SACF single association control function

SMAE systems management application entity

SMAPM systems management application protocol machine

SMASE systems management application service element

SMHA systems management functional area

SMHU systems management functional unit

SMI structure of management information

T™N telecommunication management network

TP transaction processing

vT virtual terminal

WAN wide area network
5 Systems management
Systems management provides mechanisms for the monitoring, control and coordination of resources within{ the OSI
environment Ind OSI protocol standards for communicating information pertinent to those resources. In |order to
describe management operations on resources in the OSI environment, the resources are viewed as managed objects
with defined properties. Information required for Systems management purposes in any open system may be provided
through local {nput, may result from input frém other open systems through systems management (applicatipn layer)
communicatiop or may be a result of lowér layer protocol exchanges.

In particular, Bystems managementwapplies to but is not limited to, (e.g. use of CCITT Rec. M.30 TMXY is also
considered a vplid application of systems management)

- SI Layer 1 (Dedicated lines/leased lines, satellite connections);

- SI Layer2{LLAN, WAN, etc.);

- SI Layer 3 (CSPDN,. PSPDN, ISDN, B-ISDN, CCITT Rec. X.300 subnetwork, etc.);
- SI Layer 4 (Transport Layer Entities);

OSI Layer 5 (Session Layer Entities);

OSI Layer 6 (Presentation layer Entities);
OSI Layer 7 (MHS | MOTIS, FTAM, VT, TP, Directory).

NOTE — While the principal impetus for the development of these standards has been the need to managed OSI
resources, they also have broader applicability. Furthermore, it is possible that in the future, standards development may be
undertaken to specifically address additional areas.

Systems management is applicable to a wide range of distributed processing and communications environments. These
environments range from local area networks interconnecting small systems, to interconnected corporate and national
networks on a global scale. Small scale environments may be managed by appropriate small scale management
systems, consisting of a single manager capable of controlling and coordinating the open communication environment
through a number of agents. The standards and concepts are also applicable to large scale environments supporting
multiple managers.

6 CCITT Rec. X.701 (1992 E)
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There are three main groupings within the set of systems management standards. They are
a) asetof standards specifying systems management functions;
b) aset of standards relating to the specification of managed objects;

¢) a set of application layer service and protocol standards for communicating information relating to
management functions.

The requirements to be satisfied by systems management activities can conveniently be grouped into five areas, each
of which gives rise to one or more standards covering one or more functions. These areas as defined by the OSI
Management Framework (CCITT Rec. X.700 | ISO/IEC 7498-4) are

—  fault management;
— configuration management;

-~ accounting management;

- performance management;

—  security management.

Howevpr, many items of information, their associated management operations and the communicatign protocols are
known [to be cominon to more than one area. And, in performing management activities, sets of managpment functions
may bel combined to effect a particular management policy.

For thepe reasons, systems management standards form a closely interrelated set/of standards.

4

6 Systems management model

6.1 ‘Introduction

This clause identifies a number of concepts of systems management and provides a model to clarify these concepts and
their rejationships. '

The following subclauses describe the various aspects of the systems management model:
— information aspects;

— , functional aspects;

—  OSI communications aspects;

—  organizational aspects.

Managgment of a commupications environment is an information processing application. Because he environment
being mmanaged is distributed, the individual components of the management activities are themselves distributed.

Managgment applications” perform the management activities in a distributed manner, by establishing associations
betweep systems maragement application entities.

As shdwn in Figare 1 the interactions' which take place between systems ‘management application entities are
abstracfed, in yterms of management operations and notifications issued by one entity to the dther; these are
commynicated using systems management services and protocols. '

Management activities are effected through the manipulation of managed objects. For the purposes of systems
management, management applications are categorised as MIS-Users. Each interaction takes place between two MIS-
Users, one taking the manager role, the other the agent role. '

An MIS-User taking the role of an agent is that part of a distributed application that manages the managed objects
within its local system environment. An agent performs management operations on managed objects as a consequence
of management operations communicated from a manager. An agent may also forward notifications emitted by
managed objects to a manager.

An MIS-User taking the role of a manager is that part of a distributed application which has responsibility for one or
more management activities, by issuing management operations and receiving notifications.

The concept of a manager is not limited to applications participating solely in systems management; other applications
needing access to management information may use management information services.

CCITT Rec. X.701 (1992 E) 7


https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

ISO/IEC 10040 : 1992 (E)

Managed open system
Performing
Communicating management
Management operations operations O
MIS-user 9 P » MiS-user
manager role Notifications agent role O
( 9 ) < (a9 ) Notifications
4
emitted O
Managed
objects
TIS00010-92

Figure 1 - Systems management interactions

Roles are not [permanently assigned to MIS-Users. Some MIS-Users can be restricted to only taking an aﬁent role,
some to only taking a manager role while other MIS-Users are allowed to take an agent role in one interactign and to
take a manager role in a separate interaction.

NOTE 1 — When 2 management interaction between open systems {ertains to more than one managed opject, the
specification of jhow the agent distributes the management operation amongst ifs managed objects is not subject to standazdization.

2 — A managed object can itself represent a resource outside of the managed system. The relationship between
the managed system and the outside resource may also be one of manager/agent. If the communication between thesg systems
follows OSI Mhnagement standards, then management operations on a managed object in the original managed system might
result in furtherl manager/agent exchanges, operating on a "remote” managed object. No limits are imposed upon the gumber of
such cascaded hanagement operations that are permitted.

It is important{to recognise that this Recommendation | International Standard only establishes a conceptual mpdel that
describes the gtructure and contents of the information actually communicated by the use of standardized marfagement
information services. Whenever management information is communicated, it is done in terms of this model.

Whether, whefe and how systems represent and store the real data from which the management information i§ derived
is a local matter, and therefore not subject to standardization.

NOTE 3 - Figure 2 tepresents a particular way of viewing certain aspects of the system management model and is given
for information|only. The figure has been of value during the development of this specification. In particular it differeptiates the
mapping to stahdardized ‘communication (following the rules introduced in 6.2) from local mapping, which illustrafes that a
method of viewing the real management information in terms of the model must exist within the systems management application
process. Furtheymore;“the method exists in the local environment and is therefore an implementation matter not fubject to
standardization

Figure 2 does not show the complete model, nor does it show all the details in full. In particular it does not imply that
there is necessarily only one subtree of the naming tree related to a specific layer, nor does it imply that the term “systems
management information model space” is a defined term.

6.2 Information aspects

This subclause introduces the information aspects of the systems management model. The definitive specification of
the information model is given in CCITT Rec. X.720 | ISO/IEC 10165-1. It refines the concept of Managed Objects
defined in CCITT Rec. X.700 | ISONEC 7498-4. It deals with their attributes, the management operations that may be
performed upon them, and the notifications that they may emit. The set of managed objects in a system, together with
their attributes, constitutes that system's Management Information Base (MIB).

8 CCITT Rec. X.701 (1992 E)
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Standardised managed objects are expected to be specified by the standardization organisations responsible for
standardizing the resources represented by the managed objects (e.g., the group responsible for standardising an
(N)-layer protocol entity is also responsible for standardising the managed object that represents the management view
of that protocol entity). Guidelines and tools to support the definition of managed objects are provided, as are a
collection of definitions of management information to support the definitions of managed objects and the definition of
systems management functions.

6.2.1 Managed objects

A managed object is the OSI Management view of a resource that is subject to management, such as a layer entity, a
connection or an item of physical communications equipment. Thus, a managed object is the abstraction of such a
resource that represents its properties as seen by (and for the purpose of) management. An essential part of the
definition of a managed object is the relationship between these properties and the operational behaviour of the
resource. This relationship is not modelled in a general way.

Managgd objects can be specific to an individual layer, in which case they are known as (N)-layer anagcd objects.
Those managed objects that are relevant to more than one layer, to a specific systemshmanagement function
(management support object) or to the system as a whole are known as systems managed objects.

Systems management application process
[ Mapping to standardised communication J
R — :
Application v LA ™A
Presentation | X1
Session  1i X*A PR ,
b ~——> <~— . Local
Transport A | < mapping
CNetwork  f AT MY ‘
Data-link [
Physical X Kl ___/
“ ........................ o .
t—— Systems managed objects
(N)-tayer managed objects
L 08| environment ‘L Local environment

3
~ L L)

TIS00020-92

* Managed object
Jﬁ Containment hierarchy of managed objects

Systems management information mode! space

F——Use-standardised-OSmanagement-communication

Figure 2 - Relationship between information and communication aspects
of the systems management model

6.2.2 Attributes

Attributes are properties of managed objects. An attribute has an associated value, which may have a simple or a
complex structure.

CCITT Rec. X.701 (1992 E) 9
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6.2.3  Management operations and notifications

Part of the definition of a managed object is the specification of the set of management operations that can be
performed upon it and the effect that these management operations have upon the managed object and its attributes.
The definition may also specify the effect, if any, on related managed objects. The execution of a management
operation may also be conditional upon the state of the managed object or its attributes. An essential part of the
definition of a management operation is the set of possible ways in which it can fail.

Managed objects may also emit notifications, which contain information concerning the occurrence of an event
associated with the managed object.

Whereas the mechanisms for communicating management operations and notifications are subject to OSI management
standardization, the mechanisms for performing management operations and notifications are not. No corresponding
internal systems interface is subject to standardlzatmn The relauonshxp bctween management operatlons at the
managed object-boundary 2 : . ; .

6.3 Funftional aspects
This subclausg describes functional aspects of the systems management model.

A systems management function may satisfy more than one requirement and to satisfy some requirements, njore than
one function may be applicable. Therefore, a many-to-many relationship between functions and requirements gxists.

The specificafion of a systems management function defines the management activities and information |that are
necessary to mjeet the requirements.

Management functions may be combined to accomplish a specific management activity.

subgrouped info one or more functional units, which are basic wnits of negotiation between MIS-Users. In hddition,

Since not all }:rvices are always required on a given association,.a systems management function's service§ may be
functional unif{s spanning services from more than one functioninay be defined.

Functional unigs that cross function boundaries are provided to support the following' sets of capabilities:
a) motifications only;
b) [management operations only;
¢) [notifications and management operations.

NOTE - Other functional units are defined that allow negotiation of subsets of these capabilities (e.g. monitor, jcontrol).

The agent carnot in general determine the purpose of the management operations it receives or the notifidations it
emits. For example, an open‘System cannot in general determine whether its responses to read error counters|requests
will be used f¢r the purpose of fault management or performance management. The agent responds to reques{s from a
manager individually;-without needing any wider context within which to carry out the request.

6.4 OSI communications aspects

The interactions between MIS-Users acting in the role of manager and agent respectively are realised through the
exchange of management information. This communication is accomplished using OSI protocols.

The general OSI communication service for systems management is CMIS. Subclause 6.4.1 describes how CMIS is
used to support communications concerning the management operations and notifications applicable to managed
objects in a managed system. Subclauses 6.4.2 through 6.4.5 explain how communications support fits into the
application layer structure. :

MIS-Users may make use of other OSI services (such as TP or FTAM) which may or may not support the
manager/agent role distinction, however the MIS-Users shall still support the manager/agent role distinction.

NOTE - MIS-Users may make use of other services.

10 CCITT Rec. X.701 (1992 E)
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6.4.1 Support for management operations and notifications

There are two aspects to communications support for management operations and notifications: ’
a) support for the transfer of requests for management operations and notifications between MIS-Users;

b) support for the control of access to managed objects and the external dissemination of notification
information.

The major components are shown in Figure 3.

The systems management services have primitives for the communication of requests for the various types of
management operations defined in CCITT Rec. X.720 | ISO/IEC 10165-1, and primitives for the transfer of
notification information. In this way, the systems management services mirror the exchange defined at the managed
object boundary. The systems management services provide additional support for the selection of appropriate
managed objects by scoping and filtering.

CCITT Rec. X.730 | ISO/TEC 10164-1 defines how the systems management services are mapped oritp JCMIS services.

Managed open system

; Performing .
Communicating Access management
) control _ \I\"operations C
MIS-user Management operations > O
{manager role) ~ Notifications _ 1 ’
< Notification Notifications
disseminatiqn emitted ’
MiS-user
agent role
(g ) Managed
objepts
T|S00030-92

Figure 3 - Communication support for notifications and managemernts operations

There [is a strict correspondence between the types of exchange defined (in the information model)|at the managed
object |boundary and commatnications support in systems management services; however, in individugl exchanges (or
potentjal exchanges) of information, these mechanisms may intervene to control information flow.

Accesq control mechanisms may deny management operation requests from specified managers on s¢lected managed
objects.

For the external communication of a management notification emitted by a managed object, a mechanism is defined to
identifly destinations for external communications and matching criteria that the notification informatjon shall satisfy.
Independentty—of—this;—anothe i is—defined—thatean—eause—the—information be—togged for subsequent
retrieval. '

6.4.2 Systems management application entity

The Systems Management Application Entity (SMAE) consists of the Systems Management Application Service
Element (SMASE) and the Association Control Service Element (ACSE, CCITT Rec. X.217 1 1SO 8649). Other OSI
application service elements required within the SMAE are described below.

Figure 4 shows how systems management components fit into the application layer structure.

The SMASE defines the semantics and abstract syntaxes of the information transferred as relevant to OSI management
in Management Application Protocol Data Units (MAPDUs). The MAPDU is the OSI protocol realisation of the
abstract notion of management operations and notifications exchanged between systems management application
entities (see 6.1). For each MAPDU defined, the mapping to supporting services is also specified.

CCITT Rec. X.701 (1992 E) 11
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The services provided by the SMASE may be grouped for the purpose of negotiation using functional units. The
SMASE specifies management information to be exchanged between the systems management application entities.
The communications service used by the SMASE may be provided by the Common Management Information Service
Element (CMISE) ASE or other ASEs such as File Transfer, Access and Management (FTAM, ISO 8571) or
Transaction Processing (TP, ISO/IEC 10026). The use of CMISE also implies the presence of the Remote Operation
Service Element (ROSE, CCITT Rec. X.219 | ISO/IEC 9072). CMISE specifies the service and procedures for transfer
of Common Management Information Protocol Data Units (CMIPDUs). CMISE provides a means for the exchange of
information in management operations and notifications for management purposes in a common manner. Other ASEs
can be used to communicate management information.

6.4.3 Application context

Two systems management application entities establish an association by agreeing on an application context, which
identifies the initial shared management knowledge for that association, including the various application service
elements used.

For the purposg of systems management, a name has been allocated to a systems management application antext in
Annex A of this Recommendation | International Standard. This application context is for use in cases) where only
systems management is used. Other names may be allocated in the future, implying the use of a different'set of| ASEs.

Real system Application process
environment
SMAE
SACF

oSl A R C S
environment C (o] M M

S S | A

E E S

E E
TISO0040-92

Figure 4 — Management and the application layer

6.4.4  Shared management knowledge

NOTE - This subclause describes aspects of the model which are of an informative nature.

In order to perform systems management, shared management knowledge must exist between the manager and the
agent.

Management knowledge for systems management communication includes (but is not limited to)
~  protocol knowledge (e.g. application context);
-~ function knowledge (e.g. functions and functional units);

- managed object knowledge (e.g. classes and instances and identification of managed objects and their
attributes);

—  constraints on functions supported and relationships between those functions and managed objects. In
particular the relevant managed objects in an open system shall be present in order for specific functions
to be supported.

12 CCITT Rec. X.701 (1992 E)
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Shared management knowledge manifests itself in terms of distributed management applications, and hence the
respective views of each end system may be different if managed objects contained within the associated open systems
are dissimilar (see Figure 5). The shared management knowledge refers to the common knowledge between the two
systems, i.e., the shared management schema.

As specified in 6.1 there is a need to be able to establish and modify the shared management knowledge that exists
between two systems engaging in management information exchange.

Management knowledge can be established at any time, specifically

— prior to any communication taking place (e.g. established at system design or build time, or
"remembered” from a previous association);

— during the association establishment phase;

-~ subsequently, during the lifetime of the association.

A priofi knowledge to enable management communication 1s an example of the establishment, ¢f management
knowlegige.

Open system A Open system B
T T T T e —— — — 1
l A-to-B
| i Agent

shared
| Manager '
1 management Objects
| knowledge O O

r
|
|
|
|
|
|
|
|

1
/

T T T T T T T TS ~
I ~ ~
~ ~
| Agent Y - NV S -
| ~
‘ Objects ~N ]
| B-to-A
1O O !
( shared . I
Manager
| O management 9 :
[ knowledge [
e SRR Sy s
TISQ0050-92

At association establishment time it should be possible to either establish or modify the management knowledge.

Having set up an association for the purposes of systems management, a mechanism may be used to modify the
management knowledge. For example a knowledge discovery mechanism may be supported by systems supporting the
agent role, to enable the capabilities of a system to be examined. (The use of such a mechanism by managers should be
left optional.)

Any modifications to the shared management knowledge after association time might be made by means of a
knowledge update mechanism.
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6.4.5

Use of supporting services

Different functions require different communication services, for example, certain functions may require file-oriented
management operations, while others may only require a simple request/reply protocol.

6.5

Organizational aspects

The organizational aspects of the model describe the distributed nature of OSI management. Many of the concepts
pertinent to systems management organizational aspects (e.g. manager, agent) have been introduced earlier (see 6.1).
This subclause identifies further.organizational aspects.

6.5.1

Management domains

NOTE — This subclause describes aspects of the model which are of an informative nature.

The organizational requirements for managing a collection of managed objects include the following:

When manag

domains. Thejse concepts are illustrated in Figure 6.

to partition the OSI management environment for a number of functional purposes (or "policigs”), such
as for security, accounting, fault management, etc., or to partition the OS] management enviropment for
other management purposes, such as according to geographical, technological, or -organizational
structure;

to temporarily assign and possibly modify the roles of manager and agent for each of the
within each collection of managed objects;

purposes

to exercise forms of control (e.g, a security policy) in a consistent mannet,

ed objects are organised into sets to meet the above requirements{ these sets are called mapagement
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Figure 6 — Concept of management domains
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Management domains, when used for system management purposes, may be represented by managed objects. A
management domain possesses at least the following properties:

—  aname which uniquely identifies that management domain;
—  identification of a collection of managed objects which are members of the domain;

—  identification of the interdomain relationships applicable to the domains relationships with other
domains.

Management domains may or may not overlap. When management domains created for the same purpose do overlap,
special conditions may apply.

6.5.2  Administration of management domains

In addition to the organisational requirements, administrative requirements exist. These include the following:

- to establish and maintain the respective authorities of each management domain, to apply modifications
to their boundaries, and to organise the way in which some of them may overlap;

—~  to manage the transfer of control from one management domain to another ong.,

To megt the above requirements, a special kind of management domain called management administgative domain is
defined. A management administrative domain is a management domain where the managed objects ir| the domain are
all undpr the responsibility of one and only one administrative authority.

An administrative authority of a management administrative domain—~may be an administrdtion (a public
telecommunications administration or other organization offering communication services) or a privie organization,
The organization concerned may or may not elect to make use of systems'management to control the thanaged objects
and thd management domains which are wholly within its managementadministrative domain.

Therefpre the concept of management domains is not subjectto standardization. However the interaclions relating to
management domains can be the subject to standardization.

NOTE ~ One example of a management domain-js'a security management domain which describgs the extent of a
particular security policy within one administrative managément domain. Two different administrative authoritie§ may support the
same sdcurity policy within the same or across multiple security management domains.

7 Systems management standards

The mpdel introducing the concepts of systems management is given in clause 6. This clause describes the various
standaids documeunts, and their -relationships to each other and to the model in clause 6. Figure 7 fillustrates these
relatioships. It also indicates-other standards that contain specific management information and how they relate to the
systems management standards.

The stgndards relevantito systems management can be categorised as

standards specifying the structure;

standards for communication of management information;

standards relating to management miormation;

|

standards for systems management functions.

7.1 Architecture and structure

CCITT Rec. X.700 | ISO 7498-4 provides a framework for the coordinated development of standards for OSI
Management, by defining terminology, providing a structure and describing OSI Management activities.

This Recommendation | International Standard provides an overview to OSI Systems Management, as described in
clause 1 of this Recommendation | International Standard.

The Systems Management Tutorial provides an informative introduction to systems management and captures the
rationale and requirements which underlie the development of the set of systems management standards.
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7.2 Communication of management information

CCITT Rec. X.710 | ISO/MEC 9595 defines an Application Service Element (The Common Management Information
Service Element), which may be used by an application process (in a centralised or decentralised management
environment) to exchange information in management operations. and notifications for the purpose of systems
management.

CCITT Rec. X.710 1 ISO/TEC 9595 defines a set of service primitives (that constitute the application service element),
the related parameters and any necessary information for the semantic description of each service primitive. The CMIS
service primitives convey requests for management operations, results of management operations and event reports,
corresponding to the operations and notifications defined in the Management Information Model, between open
systems.

CCITT Rec. X.711 | ISOMEC 9596-1 specifies the protocol that provides the Common Management Information
Service. It is used by application layer entities to exchange management information.

CCITT Rec. X.711 | ISO/IEC 9596-1 specifies procedures for the transmission of management information)between
application erjtities, the abstract syntax of the CMIP, procedures for the correct interpretation of protocol control
information, and the conformance requirements for implementations.

In case of sppcific needs, other ASEs (such as TP or FTAM) may be used in addition for the“communigation of
management information.

7.3  Structure of management information

The standardq relating to management information fall into two groups: definifions of managed object clases, and
standards which support the definition of managed object classes. Most managed object class definition§ will be
defined by layer groups and liaison organisations; but some managed objects-are required to support OSI Marjagement
itself. Specifi¢ examples are the managed objects representing event forwarding discriminators and managenfent logs.
Standards for [these form part of the set of systems management standards.

The standards] that present guidelines on how to define managed ‘object classes include

- |CCITT Rec. X.720 | ISO/TEC 10165-1, which-defines the model for managed objects covel'ng their

attributes, the management operations that'can be performed on them, the notifications they may emit
and the appropriate naming schemes so0 that managed objects and attributes can be idedtified in
protocol;

— | CCITT Rec. X.721 | ISO/IEC 10165-2, which defines system managed objects, and templates| that can
be imported into a variety of managed object class definitions, to support the consistent definition of
attributes, notifications, and management operations including their parameters;

¢ — |CCITT Rec. X.722 | ISOMTEC 10165-4, which provides guidance, methods and notational techmques for
specifying managed object classes and other management information;

NOTE ~ Other management information documents (e.g. standards, technical reports or registers containing rqgistration
of information pbjects, generic managed objects or classification of managed objects) may be required.

7.4 Systemsmanagement functions

The standards|related to systems management functions include one or more of the following components:

a) Definition of a set of systems management services that address particular requirements. In standards
which include this component, functionality that represents added value beyond that available from
CMISE (or other ASEs used to support management activity) is documented as a service. Added value
services are defined whenever restrictions are placed on the information content of a supporting ASE
service primitive (e.g. restricting the parameter types that may occur in the primitive, or restricting the
primitive to operate on a particular support object class). Added value services are also defined
whenever a particular ordering or procedural use of supporting services is required.

This component consists of one or more of
1) user requirements;
2) models that relate the systems management services to user requirements;

3) aservice definition that lists systems management services that are required and their semantics;

16 CCITT Rec. X.701 (1992 E)



https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

Management framework

ISO/IEC 10040 : 1992 (E)

Systems management

4)

5)

7498-4 X.700 tutorial
Systems management
overview
10040 X.701
Management
information
model
A 4
[ 10165-1 X.720
Systems P
management
functions A
10164-n X.7nn Guidelines for the
- definition of
managed objects
10165-4 X722
A Y /
Common -
management Definiton.of
information ma;ngement
service information
A\ 4
Common ‘ A
management .
information Managed object
protocol definitions
9596-1 X711 TISO0070-92

Figure 7 — Relationship between standards

a-protocol specification that specifies the mapping of systems management sef
parameters onto underlying services;

vices and their

definitions of the relationship between systems management services and SMI management
operations and notifications; '

b)

0)
7

relationships with other systems management functions;

conformance requirements.

Standards which include this component may contain or call for the use of particular generic definitions,
and may also define systems management functional units.

Requirements and models for generic definitions. Such components of systems management function
standards are concerned solely with the provision of generic definitions of managed objects, attributes,
management operations and notifications that address particular functional requirements.

The managed objects, attributes, management operations and notifications required by standards which
include this component are available for use on the Pass-through service defined in CCITT Rec. X.730 |
ISO/IEC 10164-1.
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This component consists of
1) user requirements;
2) models that relate the generic definitions to user requirements;

3) statements of the compliance requirements placed on other standards that make use of the generic
definitions. k

NOTE ~ The generic definitions required by these functions are documented in accordance with the
guidelines for the definition of managed objects, and they are documented in the SMI documents that contain
generic definitions (see 7.3).

¢) Definition of systems management functional units. Standards which include this component identify
specific sets of systems management services where there is a requirement to establish knowledge of the
use of such functionality on an association as part of the establishment of management knowledge. A
single functional unit may include services defined in more than one standard, and may define the use of

This component consists of
1) user requirements; ,
2) models that relate the systems management functional units to the user requirements;

3) Ilists of systems management services that are required by the functional unit, along|with any
managed object class restrictions associated with any of these seryices as they peftain to a
functional unit;

4) definitions of functional units;

5) the abstract syntax necessary to identify the functional unit in' protocol;
6) descriptions of any relationships ‘between functional units; ‘

7) descriptions of any relationships between functional Units and systems management functions;

8) conformance requirements.

Each of thesq components can appear alone in a systems management function standard. They can also be combined in
any manner gxcept that a generic definition component and’a functional unit component cannot be combingd without
reference to gr inclusion of a service definition compougent.

8 Co,[mforménce and compliance

This clause specifies
— | compliance requirenients placed by this Recommendation | International Standard on other standards;
- | compliance requirements for systems claiming conformance to systems management;

— | conformanee-requirements for systems claiming conformance to this Recommendation | International
Standard. .

8.1 Co1npliance to this Recommendation | International Standard

8.1.1 Introduction

Three categories of systems management standards are identified in clause 7:
- standards for communication of management information;
—  standards relating to management information;

- standards related to systems management functions,

Standards claiming compliance with CCITT Rec. X.701 | ISO/IEC 10040 shall identify the category of standard for
which compliance is claimed and shall comply with any requirements defined in clause 7 and clause § that apply to the
category identified.

Standards for communication and standards relating to systems management functions shall identify two classes of
conformance claim, general conformance and dependent conformance.

18 CCITT Rec. X.701 (1992 E)



https://iecnorm.com/api/?name=b322e650df9a757f214e95894a9c6a44

ISO/IEC 10040 : 1992 (E)

It is a requirement that any standard specifying conformance requirements for the dependent conformance class shall
require that claims to conform to that class shall be accompanied by a System Conformance Statement that specifies
all uses of the services that are supported, in the form of references to Implementation Conformance Statements (ICS).

8.1.2 . Requirements for communication standards

Standards that specify protocols to be used for the communication of management information shall state the
requirements for static and dynamic conformance to the protocol and shall provide a PICS proforma that identifies all
the information that shall be provided in claims of conformance. These standards shall state that as a minimum
requirement for conformance to systems management, the support of the ASN.1 Basic Encoding Rules (CCITT
Rec. X.209 | ISO/IEC 8825) is required for abstract syntaxes defined for systems management.

Two classes of conformance claim shall be defined for communications standards, general conformance and dependent
conformance.

A system claiming conformance to one of these classes shall both

a) support the set of elements of protocol that provide the services and/or functional Gnits|required by the
standardised use of the supporting services;

b) support the elements of procedure to which conformance is claimed.

8.1.3 | Requirements for management information standards

Standapds that define managed object classes shall state the requirements for static and dynamic confformance to the
managpd object definition and shall provide a MOCS proforma that identifies-all the information that shall be provided
in claims of conformance.

The refjuirements for conformance to a managed object class shall be)specified in terms of the behayiour definitions
associgted with the class, its attributes, management operations{and notifications. A claim of copformance to a
managpd object class requires that a managed object instance identified as being a member of that class conforms to
the mapaged object class definition; i.e. to have the structuré defined for the class, to be able to perforin the operations
and enjit the notifications defined for the class, and to have-the attributes defined for the class with thelir expected type
and opprations. ‘

There [can be a relationship between the behaviour of a resource visible at the managed object bgundary and the
behavipur of the resource visible at any other boundary defined by OSI standards. If and only if such [a relationship is
d, then the nature of that relationship shall be stated as part of the definition of the managed object class. Such
d relationships are subject to a claim from the supplier describing how the relationship appeats in a particular

NOTE ~ Such a rélationship may be part of the conformance requirement to the managed object ab specified in the
relevanf standard. It is not\always feasible to express such a relationship in a deterministic way which is subje¢t to conformance
testing without at the samie’time over-constraining implementations. For example, internal synchronisation delays within a system
could cpuse indefinite“delays between interactions. Should it be feasible in some particular case, these relationsHips would be part
of the ¢onformance requirements of the managed object definition. In doing so, it is especially important not|to over-constrain
implemlentations nor create undesirable over-specification of their operation.

The exfisténce of a conformance requirement in a standard does not necessarily imply testability of the fequirement.

Where a standard claims to provide support for a function or makes use of a generic definition within a managed
object definition, the standard shall satisfy the compliance requirement stated in the function or generic definition
standard.

8.1.4  Requirements for standards related to management functions

Standards that define systems management functions shall state the static and dynamic conformance requirements
associated with the protocol defined in the function standard and shall provide a PICS proforma that identifies all the
information that shall be provided in claims of conformance. Where support of a function requires the use of particular
generic definitions, the function standard shall identify the set of generic definitions that it requires.

Standards that contain generic definitions shall state the compliance requirements that are placed upon managed object
standards or other standards that make use of the definitions it contains.
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Standards that define systems management functional units shall state the conformance requirements associated with
the support of each functional unit and shall provide a PICS proforma that identifies all the information that shall be
provided in claims of conformance.

Where a function standard defines the use of a management support object, that standard shall specify the conformance
requirements for that managed object in a MOCS proforma.

A systems management function standard shall specify the mapping to the supporting services.

NOTE ~ A systems management application protocol machine (SMAPM) is an abstraction within a systems
management function that maps the parameters of request and fesponse primitives into MAPDUs and maps the information
received in MAPDUs s into parameters of indication and confirmation primitives.

Two classes of conformance claim shall be defined for systems management function standards, general conformance
and dependent conformance.

A general conformance claim shall express the fact that a system is capable of supporting the functionl for any
managed object whose definition imports management information that was defined to supportithe function. A
function standard can define general claims of conformance in terms of specific sets of functional units.

A dependent fonformance claim shall express the fact that a system conforms to the function standard for the transfer
of management information that is both

a) | defined in the managed objects that the SYStem claims to support; and

b) | specifically identified as using the systems management functiomin.question for its transfer.

8.1.5 Guidelines for claims to conform to OSi management

Systems claithing conformance to systems management standards shall document the following:

a) | the set of systems manégement application contexts supported. The set shall include at least the systems
management application context as defined in Annex A of this Recommendation | Intgrnational
Standard;

b) | the set of management information pretocols (e.g. CMIP) that the system claims to support, in the form
of a PICS for each management infermation protocol, in the format required by the protocol [standard.
Support for this set of protocols shall include the ability to support ASN.1 Basic Encodipg Rules
(CCITT Rec. X.208 | ISO/IEC-8825) for abstract syntaxes defined for systems management. This set of
protocols shall include

1) all protocols required for the support of any systems management functional unit for which support
is claimed; '

2) all protocols required for the support of the application context(s) for which support is claimed;

3) all-protocols required for the support of the management operations and notifications spdcified by
the set of managed object classes for which support is claimed.

c) & Ser Of SySEmS management Tunctions (which may be expressed in Terms Of SySWems T nagement
functional units) that the system claims to support in the form of a PICS for each function, in the format
required by the function standard;

d) the set of managed object classes that the system claims to support, in the form of a MOCS for each
managed object class, in the format required by the managed object class standard. This set of managed
objects classes shall include any managed object classes that are required for the support of the systems
management functional units for which.support is claimed.

8.2 Conformance to this Recommendation | International Standard

The only conformance requirements specified by this Recommendation | International Standard are those related to the
application context for systems management specified in Annex A.
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