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Foreword to International Standard ISO/IEC 10038 : 1993

This standard is part of a family of standards for Local and Metropolitan Area Networks. This family of
standards deals with the Physical and Data Link layers as defined by the ISO Open Systems Interconnec-
tion Basic Reference Model (ISO 7498 : 1984). The access standards define several types of medium access
technologies and associated physical media, each appropnate for particular applications or system objec-
tives. Other types are under investigation. 4

- The standards defining these technologies are as follows:

(1) ISO/IEC 8802 3 [ANSI/IEEE Std 802.3, 1992 Edition], a bus utlhzmg CSMA/CD as the access

method,
(2) ISO/IEC 8802- 4 [AN SI/IEEE Std 802 4- 1990], a bus utlhzmg token passmg as the access method,

(3) ISO/IE ; e access method,

The main body of this standard serves for both the ISO/IEC 10038 and the' IEEE Std 802.1D tandards
ISO and IHEE each have unique foreword sections. The Annexes containnormative and informative mate-
rial to both|standards.



https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

'D] » OVIO ].E ‘I. : ']'

Abst|
level

International Standard ISO/IEC 10038 : 1993
ANSVIEEE Std 802.1D, 1993 edition

(This edition contains ANSI/IEEE Std
ANSVIEEE Std 802.1i-1992, and IEEE Std

Information technology—

between systems—Local area networks-
Media access control (MAC) bridges

Sponsor

‘Technical Committee on Computer Communications
of the
IEEE Computer Society

802.1D-1990,
802.5m-1993)

Ange

racf: An architecture for the interconnection of IEEE 802‘Loca1 Area Networks (LANS) below the

of the MAC Service,which is transparent to logical link control (LLC) and higher laye

is defined. Transparent Bridging between(Fibre Distributed Data Interface (FDDI) LANs a
FDDJ LANs and IEEE 802 LANs is included. The operation and management of the conneg
es is ppecified. A Spanning Tree Algorithm and Protocol ensures a loop-free topology and

dundiancy.  The Bridging method is not particular to any MAC Type; criteria for additi
specific Bridging methods are-defined. Source-Routing Transparent (SRT) Bridges are d¢
anneg, and the protocols for. the operation of source routing in an SRT Bridge are specified.

Ke
work|
mode

ords: data processing, information interchange, local area networks, metropolitai
6, fibre distributed data interface (FDDI), mode of data transmission, network inter|
s, source routing] Source-Routing Transparent (SRT) Bridge

r protocols,
hd between
ting Bridg-
rovides re-

nal MAC-
fined in an

n area net-
connection,

ISO Adopted as an International Standard by the
B International Organization for Standardlzatlon

and by the

l EC International Electrotechnical Commission

Published by ——
The Institute of Electrical and Electronics Engineers, Inc. y

s American Nalional Standard



https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

International Standard ISO/IEC 10038 : 1993

ISO (the International Organization for Standardization) and IEC (the International Elec-
trotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of Interna-
tional Standards through technical committees established by the respective organization to
deal with particular fields of technical activity. ISO and IEC technical committees collaborate
in fields of mutual interest. Other international organizations, governmental and nongovern-
mental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical com-
mittee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical commit-
tee ‘are circulated to national bodies for voting. Publication as an Internatlonal Standard
rejzn:es approval by at least 75% of the national bodies casting a vote.

1992, ANSI/IEEE Std 802.1D-1990 was adopted by ISO/IEC JTC 1, as draft Interna-
tional Standard ISO/IEC/DIS 10038. A further revision was subsequently approved by ISO/

IEC JTC 1 in the form of this new edition, which is published as International Standard ISO/
IEC 10038 : 1993.

150 IEC

International Organization for Standardization/International Electrotechnical Comm1ss1on
Case postale 56 * CH-1211 Genéve 20 ¢ Switzerland
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ANSV/IEEE Std 802.1D, 1993 Edition

- IEEE Standards documents are developed within the Technical Committees of the IEEE Societies and
the Standards Coordinating Committees of the IEEE. Standards Board. Members of the committees serve
voluntarily and without compensation. They are not necessarily members of the Institute. The standards
developed within IEEE represent a consensus of the broad expertise on the subject within the Institute as
well as those activities outside of IEEE which have expressed an interest in partlclpatmg in the develop- ,
ment of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not 1mply that
there are no other ways to produce, test, measure, purchase, market, or provide other goods and services
related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is
approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least once
every five[years Tor revision or reaffirmation. When a document is more than five years old, and has not been
reaffirmedl, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect
the prese t state of the art. Users are cautioned to check to determine that they have the lategst edltlon of
any IEEH Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardles of member-
ship affiliation with IEEE. Suggestions for changes in documents should be in thelform of a:proposed change
of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meamng of-portions of standirds as they
relate to gpecific applications. When the need for interpretations is brought to the attention ¢f IEEE, the
Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent|a consensus
of all concprned interests, it is important to ensure that any interpretation has also received the concurrence
of a balanfe of interests. For this reason IEEE and the members af)its technical committees arg not able to
provide an instant response to interpretation requests except in'those cases where the matter hdls previously
received fprmal consideration. «

Commepts on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
345 East 47th Street

New York, NY 10017

USA

IEEE Btandards documents-are adopted by the Institute of Electrical and Electronics Engmeers with-
out regatd to whether their adoption may involve patents on articles, materials, or processes. Buch adop-
tions dogs not assume any liability to any patent owner, nor does it assume any obligation wHatever to
parties gdopting standards doeuments.
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Foreword to ANSI/IEEE 802.1D, 1993 Edition
(This edition contains ANSI/IEEE Std 802.1D-1990,
ANSI/IEEE Std 802.1i-1992, and IEEE Std 802.5m-1993)

(This Foreword is not a part of this International Standard or of ANSI/IEEE 802.1D, 1993 Edition.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to

IEEE standard numbers.)
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This family of standards deals with the Physical and Data Link layers as defined by the ]

nternational

Organizgtion for Standardization (ISO) Open Systems’ Interconnection Basic Reference Model

(ISO 7498 : 1984). The access standards define several types of medium access technologies ai
physical media, each appropriate for particular applications or system objectives. Other typ

investigdtion.

The standards defining these technologies are ‘as follows:

+ IEEE $td so2':

-+ IEEE $td 802.1B:

» ISO/IEC 10038 : 1993
[ANSIIEEE Std 802.1D}:

 IEEE $td 802.1E:

Overview and Architecture. This standard provide
to'the family of IEEE 802 standards. This docume
of the 802.1 scope of work.

connection (OSI) management-compatible arch:

nd associated
es are under

an overview
t forms part

ecture, and

LAN/MAN Management. Defines an Open Sﬁtems Inter-

services and protocol elements for use in a LAN,
ment for performing remote management.

environ-

MAC Bridging. Specifies an architecture and pr¢tocol for the

interconnection of IEEE 802 LANs below the
boundary.

MAC service

System Load Protocol. Specifies a set of services axild protocol for

those aspects of management concerned with t
systems on IEEE 802 L AN,

e loading of

« ISO 8802-2 [ANSI/IEEE Std 802.2]):

Logical Link Control

+ ISO/IEC 8802-3 [ANSI/IEEE Std 802.3]: CSMA/CD Access Method and Physical Layer Specifications
« ISO/IEC 8802-4 [ANSI/IEEE Std 802.4]: Token Bus Access Method and Physical Layer Specifications

TThe 802 Architecture and Overview Specification, originally known as IEEE Std 802.1A, has been renumbered as IEEE Std 802. This has been done to
accommodate recognition of the base standard in a family of standards. References to IEEE Std 802:1A should be considered as references to IEEE Std 802.
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- ISO/IEC 8802-5 [ANSI/IEEE Std 802.5): Token Ring Access Method and Physical Layer Specifications

» IEEE Std 802.6: Metropolitan Area Network Access Method and Physical Layer

 Specifications

* IEEE Std 802.10: Interoperable Local Area- Network (LAN) Security, Currently

Contains Secure Data Exchange (SDE)

In addition to the family of standards, the following is a recommended practice for a common technology:

IEEE Recommended Practice for Broadband Local Area
Networks

« IEEE Std 802.7:

The reader of this document is urged to become familiar with the complete family of standards.

Conform:

Another ptandards series, identified by the number 1802, has been established to identify tlJe conform-
ance test methodology documents for the 802 family of standards. This makes the correspondente between
the variouq 802 standards and their applicable conformance test requirements readily apparent. Thus the
conformande test documents for 802.3 are numbered 1802.3, the conformance test doctuments for 802.5 will
nd so on. Similarly, ISO will use 18802 to number conformance test §tandards for (8802 stan- ‘

Participants

The folloying is an alphabetical list of participants in the IEEE Projéct 802.1 Working Group at the time
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William B. Lidinsky, Chair*
Mick Seaman, Chair, Interworking Task Group*
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*Voting member of the 802.1 Working Group at the time of approval of this document.
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The following persons were on the balloting committee of ANSI/IEEE Std 802.1D-1990:
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*Voting member of the 802.1 Working Group at the time of approval of this document.
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Information technology—

Telecommunlcatlons and information exchange

IEEE
(MAC)B
ated alloy
LAN. A ,
above this boundary, in the Logical Link Control (LLC) Sublayer or Network Layer (ISO 7498{1984 [9] hA
Bridged Local Area Network may provide for the following:

(1) The interconnection of stations attached to 802 LANSs of different MAC types.

2

Media access control (MAC) Bridges

1. Overview

ridges, Each individual LAN has its own independent MAC, The Bridged Local Area

fo

'mance of a. LAN.

(3) Partitioning of the physical LAN support for administrative or maintenance reasons.

1.1 Scop

802 MA(
identical

Bridges. ,
Pgsitions the bridging function W1th1n an architectural descr1pt1on of the MAC Sublaysgr.
fines the principles of operation of the MAC Bridge in terms of the support and prpservation of

L
(2)

(3)
4)
®)

(6)
D

®
9

(10)

D

e. For the purpose of compatible intéerconnection of data processing equipment us

To this end it

t

e MAC Service, and:the maintenance of Quality of Service.

R02 Local Area Networks (LANS) of all types may be connected together with media gccess control

Network cre-

ws the interconnection of stations attached to separate LANS as if they were attachqd to a single
C Bridge operates below the MAC Service Boundary,-and is transparent to protocpls operatmg

effective increase in the physical extent, the number of perm1s31ble attachments, or the total per-

Service supported by interconnected IEEE 802 Standard Local Area Networks using different or
Media Access Control methods, this standard specifies a general method for the operation of MAC

iEg the IEEE

Specifies the MAC\Internal Sublayer Service provided by individual LANs to the Media Access

thod Independent Functions that provide frame relay in the Bridge.

Identifies the fuinctions to be performed by Bridges, and provides an architectural
internal opération of a Bridge in terms of Processes and Entities that provide those furctions.

Establishes the requirements for a protocol between the Bridges in a Bridged Local Area Network to
canfigure the network, and specifies the distributed computation of a Spanning Tree active topology.
Specifies the encoding of the Bridge Protocol Data Units (BPDUs).

model of the

Establishes the requirements for Bridge Management in the Bridged Local Area Network, 1dent1fy-
ing the managed objects and defining the management operations.
Specifies how the management operations are made available to a remote manager using the proto-
col and architectural description provided by IEEE Std 802.1B [3]. '
Specifies performance requirements and recommends default values and applicable ranges for the
operational parameters of a Bridge.
Specifies the requirements to be satisfied by equipment claiming conformance to this standard.

1The numbers in brackets correspond to those of the references listed in 1.2.
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(11) Specifies criteria for the use of MAC-specific bridging methods.

This standard specifies the operation of MAC Bridges that attach directly to LANs as specified in the
relevant MAC standards for the MAC technology or technologies implemented. Though not part of the
IEEE 802 or ISO 8802 series LAN standards, the Fibre Distributed Data Interface (FDDI) token ring,
described in the ISO 9314 series of standards, can be considered an equivalent MAC. Unless 1nd1cated
otherwise, mention in this standard of 802 LANs includes FDDI.
~ The specification of Remote Bridges, which interconnect LANs using Wide Area Network (WAN) media
for the transmission of frames between Bridges, is outside the scope of this standard.

1.2 References. This standard shall be used in conjunction with the following publications or their
approved revisions. References to IEEE and ANSI standards are not a part of this International Standard.

[1]2AN SI Language—

[4] ISO 8892-2:1989 [AN SI/IEEE Std 802.2-1989], Information processing systems—Local area hetworks—
Part 2: Logical link control. e

(6] ISO/IE 8802 3:1992 [AN SI/IEEE Std 802.3, 1992 Edition]; Information technology-—-Local area net-
works—Pdrt 3: Carrier sense multiple access with collision detection (CSMA/CD) access methogd and phys-
ical layer dpecifications. . ,

[6] ISO/IEC 8802-4:1990 [ANSI/IEEE Std 802.4-1990], Information processing systems—Local area net-
works—Pdrt 4: Token-passing bus access method and physical layer specifications.

8802-5:1992 [ANSI/IEEE Std 802: 5-1992], Information technology—Local ‘area petworks—
Part 5: Token ring access method and physical layer specifications.

[81ISO 69 37-2:1983, Information processing~Coded character sets for text communication—Phrt 2: Latin
alphabetic{and non-alphabetic graphic characters.’

[9] ISO 7498:1984, Information processing systems—Open Systems Interconnection—Basi¢ Reference
Model. ' o

[10] ISO 8824:1987; Information processing systems—Open Systems Interconnectlon—Speclﬁcation of
Abstract tax Notation One (ASN.1).

[11] ISO 825 1987, Information processing systems—Open Systems Interconnection—Spedification of -
Basic Enc tion One (ASN.1)

2ANSI publications are available from the Sales Department American National Standards Institute, 11 West 42nd Street, 13th
) Floor, New York, NY 10036, USA.
SIEEE publlcatlons are avallable from the Institute of Electrical and Electronics Engineers, Service Center, 445 Hoes Lane, P.O.
Box 1331, Piscataway, NJ 08855-1331, USA.

4180 [IEEE] and ISO/IEC [IEEE] documents are available from ISO Central Secretariat, 1 rue de Varembé, Case Postale 56, CH-
1211, Genéve 20, Switzerland/Suisse; and from the Service Center, Institute of Electrical and Electronics Engmeers, 445 Hoes Lane,
PO. Box 1331, Piscataway, NJ 08855-1331.

5130 and ISO/IEC documents are available from the ISO Central Secretariat, 1 rue de Varembé Case Postale 56, CH-1211, Genéve
20, Switzerland/Suisse; and from the Sales Department, Amencan National Standards Instxtute, 1430 Broadway, New York NY
10018 USA.
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ISO/IE

C 10038 : 1993

ANSVIEEE Std 802:1D, 1993 Edition

[12] ISO/IEC 9595:1990, Information processing systems—Open Systems Interconnection—Common man-
agement information service definition.

- [13] ISO/IEC 9596:1990, Information processing systems—Open Systems Interconnection—Common man-
agement information protocol specification.

[14] ISO 9314-2:1989, Information processing systéms—Fibre Distributed Data Interface—Part 2: FDDI
Token Ring Media Access Control (MAC).

[15] ISO/IEC 10039:1991, Information technology—Open Systems Interconnection—ILocal area networks—
Medium Access Control (MAC) service definition.

1.3 Defin

Bridged
MAC Brid

1.4 Abbreviation. The following abbreviation is specific to this standard:
BPDU.B

1.5 Confq
(1) Shall conform to
(a)

2
3
4)
®)
(6)

(7
®)
9

(10
11

(12)

(b)

Sh
Sh
(a)
(b)
M4
in

[Local Area Network. A concatenation of individual Local Area Networks,intérc

ftior-The following defimitiom s specific tothis stamdard:

ges. .

ridge Protocol Data Unit.
rmance. A MAC Bridge that claims conformance to this standard

The relevant MAC standards for the MAC technoloegy-or technologies implementg
IEC 8802-3 [5], ISO/IEC 8802-4 [6), ISO/IEC 8802-5.[7], or ISO 9314-2 [14] as desc
and

ISO 8802-2:1989 [4] for the implementation of-a Class I or Class II LLC, to support
ation as required by 3.2, 3.3, and 3.12.

1l relay and ﬁlter frames as described in 3.1 and specified in 3.5, 3.6, and 3.7.

11 either

Filter frames with equal source and destination addresses, or

Not filter frames with equal source and destination addresses, as specified in 8.7..

y provide the capability to cortrol the mapping of the priority of forwarded frames
B.7.

spgcified in 3.8 and 3.9.

Sh{ll maintain the 1nformat10n required to make frame ﬁltermg decisions as describe
Shall use stated values-of the following parameters of the Filtering Database (3.9):

(a)
()

M3

in 8.

Filtering Database Size, the maximum number of entries that can be held in t]
Database.
Permanent Database Size, the maximum number of entries that can be held in the
Database.

y provide the capability to read and update the Filtering and Permanent Databases|

bnnected by

d, i.e., ISO/
ribed in 2.5,

['ype 1 oper-

as specified

1 in 3.1 and

he Filtering
Permanent

as specified

Ma

capability shall 1mplement the full range of values speclﬁed in Table 3-3.

This number has been deleted.

Shall conform to the provisions for addressing specified in 8.12. ;
May implement the optional provisions for addressing Bridge Management as specified in 3.12.4,
for associating the Bridge Address with a Bridge Port as specified in 8.12.5, and for preconfiguring
group addresses in the Permanent Database as specified in 3.12.6.
Shall provide

(a) A means of assigning a group MAC Address to identify the Bridge Protocol Entlty if 48-bit Uni-

versally Administered Addresses are not used,

19
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(b) A means of assigning an address unique within a Bridged Local Area Network to uniquely iden-
tify the Bridge if 16-bit Locally Administered Addresses are used, as specified in 4.5, and

(c) A distinct Port identifier for each Port of the Bridge, as specified in 4.5, as required by 4.2 for
operation of the Spanning Tree Algorithm and Protocol.

(13) Shall implement the Spanning Tree Algorithm and Protocol described in Section 4, as specified
in 4.7.

(14) Shall not exceed the values given in 4.10.2 for the following parameters:

(a) Maximum bridge transit delay
(b) Maximum Message Age increment overestimate
(¢) Maximum BPDU transmission delay
(15) Shall use the value given in Table 4-3 for the following parameter:
(a) Hald Time

(16) Ma provlde the capability to assign values to the followmg parameters to allow conﬁgurdtlon of the

Spanning Tree active topology:

(a) [Bridge Priority

(b) [Port Priority ,

(¢) [Path Cost for each Port A Bridge that prov1des this capability shall implement the rgnge of val-
es specified in 4.10.2 and Tables 4-4 and 4-5.

(17) May| provide the capability to set the values of the followmg parameters of the Spanning|Tree Algo-

rithin and Protocol: :

(a) Bridge Max Age

(b) Bridge Hello Time

(¢) [Bridge Forward Delay

A Bridge that provides this capability shall implement the range of values specified in 4.10.2 and
Table 4-3

(18) Shall encode transmitted BPDUSs and validate received BPDUs as specified in Section 5.

(19) May| support management of the Bridge. Bridges.claiming to support management shall support all
the management obhjects and operations defined:in Section 6.

(20) May| support IEEE 802.1 remote management. Bridges claiming to support IEEE 802.1 remote
management shall
(a) [Conform to IEEE Std 802.1B [3].

(b) Support remote management by-the use of the network management operations and encodings
specified in Section 7. ‘ ‘

(21) Shall specify a Guaranteed Port Filtering Rate for each Bridge Port, a Guaranteed Bridge Relaying
Ratg for the Bridge, and the(related time intervals Ty and Ty as specified in Section 8. Operation of
the Bridge within the specified parameters shall not violate any of the other conformance|provisions
of tHis standard. ' '

The supplier of an implementation that is claimed to conform to this standard shall complete a copy of
the PICS proforma provided in Annex A and shall prov1de the information necessary to 1dent11y both the
supplier and the implementation.

1.6 Recommendations

1.6.1 Management. Support of the managed objects and management operations specified in Section 6
is highly recommended. :

1.7 MAC-specific Bridging Methods. MAC-specific bridging methods may exist. Use of a MAC-specific
- bridging method and the method specified in this standard on the same LAN shall

(1)
(2)
3
CY

Not prevent communication between stations in a Bridged Local Area Network.

Preserve the MAC Service.

Preserve the characteristics of each bridging method within its own domain.

Provide for the ability of both bridging techniques to coexist simultaneously on a LAN without
adverse interaction. :

20
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2. Support of the MAC Service

FIAZES 2 s e geparate LAIN s Iprise a Priage alrArea Ne by relaying
frames bgtween the separate MACs of the bridged LANSs. The position of the bridging functiop within the
MAC Suhlayer is shown in Fig 2-1. ‘

End Station - Bridge End Station
- MAC Service
LLC LLC User
' | \Relay MAC Service
MAC . MAC Provider
i MACIMAC QY :
- Fig 1

Internal Organization’of the MAC Sublayer

The MAC Service is provided to the MAC Service User in the end stations and is supported|by the relay
function in the Bridge. This may exclude features specific to individual medium access technologies.

This section discusses provision of the MAC Service to end stations, support of the MAC Service by
Bridges, preservation of the MAC.Service offered by the Bridged Local Area Network, majntenance of
Quality of Service in the Bridged Local Area Network, and the Internal Sublayer Service offered to Brldges
themselves to enable them to eonnect individual LANs.

2.1 Support of the MAC Service. The MAC Service provided to end stations attached to a iidged Local
Area Network is supported by the Bridges in that Bridged Local Area Network. Bridges pport MA _
UNITDATA request primitives and corresponding MA_UNITDATA. indication primitives conveying user
data with unconfirmed service. The use of confirmed service by end stations communicating across a
Bridge is not supported.
The st le of Brldge operatlon maximizes the avallablhty of the MAC Serv1ce to end statlon and assists
in the mdinte e < ea Ne k s able that Bridges be capable of
being conﬁgured in the Brldged Local Area Network '
(1) So as to provide redundant paths between end stations to enable the Bridged Local Area Network to
continue to provide the Service in the event of component failure (of Bridge or LAN).
(2) So that the paths supported between end stations are predictable and configurable given the avail-
ability of Bridged Local Area Network components.

2.2 Preservation of the MAC Service. The MAC Service offered by’ a Bridged Local Area Network con-
sisting of LANs interconnected by MAC Bridges is similar (2.3) to that offered by a single LAN. In
consequence,

21
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(1) ABridge is not directly addressed by communicating end stations, except as an end station for man-
_agement purposes: frames transmitted between end stations carry the MAC Address of the peer-end
station in their Destination Address field, not the MAC Address, if any, of the Bridge.

(2) All MAC Addresses must be unique and addressable within the Bridged Local Area Network.

(3) The MAC Addresses of end stations are not restricted by the topology and configuration of the
Bridged Local Area Network.

2.3 Quality of Service Maintenance. The quality of the MAC Service supported by a Bridge should not
be significantly inferior to that provided by a single LAN. The Quality of Service parameters to be consid-
ered are those which relate to

(1) Service availability

(2) Frame loss

(3) Frame misordering

(4) Frame duplication

(5) Theltransit delay experienced by frames

(6). Frame lifetime :

(7) Thelundetected frame error rate -

(8) Maximum service data unit size supported
priority

ice Availability. The MAC Sublayer provides the MAC Service to end stations atfached to a
during whiich the service is provided. The operation of a Bridge can increase or lower the service

ice availability can be increased by automatic reconfiguration of the Bridged Local Area Net-
work in orfler to avoid the use of a failed component (e.g., repeater, cable, or connector) in the|{data path.
availability can be lowered by failure of a Bridge itself, through denial of service by the Bridge,
or through|frame filtering by the Bridge.

ABridgd may deny service and discard frames (2:3:2) in order to preserve other aspects of the MAC Serv-
ice (2.8.8; 2.3.4) when automatic reconfiguration takes place. Service may be denied to end stations that-do
not benefit from the reconfiguration; hence, the service availability is lowered for those end stations.

tion move,|it may then be unable to receive frames from other end stations until the ﬁltermg information
held by the
To maximize the service avallablhty, no loss of service or delay in serv1ce provision should bé caused by

high prob ' i ;
A frame transmltted by a source statmn can fall to reach 1ts destlnatlon statlon asa result of
(1) Frame corruption during physical layer transmission or reception.
(2) Frame discard by a Bridge because
(a) Itisunable to transmit them within some maximum time and, hence, must discard the frame to
prevent the maximum frame lifetime (2.3.6) being exceeded.
(b) It is unable to continue to store the frame due to exhaustion of internal buffering capacity as
frames continue to arrive at a rate in excess of that at which they can be transmitted.
(c) The size of the service data unit carried by the frame exceeds the maximum supported by the
medium access control procedures employed on the LAN to which the frame is to be relayed.
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(d) Changes in the connected topology of the Bridged Local Area Network necessitate frame discard

for a limited period of time to maintain other aspects of Quality of Service.

2.3.8 Frame Misordering. The service provided by the MAC Sublayer does not permit the reordering of
frames transmitted with a given user priority. MA_UNITDATA.indication service primitives corresponding
to MA_UNITDATA request primitives with the same requested priority are received in the same order as
the request primitives were processed. The operation of the Bridges does not misorder frames transmitted

with the same user priority.

Where Bridges in a Bridged Local Area Network are capable of connectlng the individual MACs in such a

way that multiple paths between any source station—destination station pairs exist, the o
a protocol is required to ensure that multiple paths do not occur.

peration of

hme Duplication. The service provided by the MAC Sublayer does not permit the duplication of

2.3.4 Fr.
frames. The operation of Bridges does not introduce duplication of user data frames. :

The poténtial for frame duplication in a Bridged Local Area Network arises through’thel possibility
of duplicatiion of received frames on subsequent transmission within a Bridge, or through the ppssibility of
multiple paths between source and destination end stations.

A Bridgg shall not duplicate user data frames.

2.3.5 Transit Delay. The service provided by the MAC Sublayer introduces a frame transit delay that is

. dependent|on the particular media and media access control method employed. Frame transit felay is the

elapsed time between an MA_UNITDATA request primitive and the @erresponding MA_UNI

ATA.indi-

cation primitive. Elapsed time values are calculated only on ServiceData Units that are successfully trans-

ferred.

Since the MAC Service is provided at an abstract interface within an end station, it is not|
specify precisely the total frame transit delay. It is, however; possible to measure those compone|
associated|with media access and with transmission and reception; and the transit delay introq
intermedigte system, in this case a Bridge, can be measured.

The minimum additional transit delay introduced-by a Bridge is the time taken to receive a
that taker] to access the media onto which the frame is to be relayed Note that the frame is
received before it is relayed as the Frame Check Sequence (FCS) is to be calculated and the
carded if in error.

2.3.6 Frpme Lifetime. The service provided by the MAC Sublayer ensures that there is an
to the tran
is necessary to ensure the correct ‘operation of higher layer protocols. The additional transit
duced by o Bridge is discussed above.

To enforpe the maximum frame lifetime a Bridge may be required to discard frames. Since t
tion provided by the MAC Sublayer to a Bridge does not include the transit delay already exp|
any partichlar frame, Bridges must discard frames to enforce a maximum delay in each Bridge

The valye of the maximum bridge transit delay is based on both the maximum delays impose
Bridges in[the Bridged Local Area Network and the desired maximum frame lifetime. A recomn
an absolute maximum value are specified in Table 4-2.

possible to
nts of delay
luced by an

frame plus
completely
frame dis-

per bound
sit delay experienced for-a'particular instance of communication. This maximum fr%e lifetime

elay intro-

he informa-
erienced by

d by all the
nended and

2.3.7 Undeteeted

I, e : ided bv-th gees a very low
undetected frame error rate in transmltted frames Undetected errors are protected agamst byt

he use of a

FCS that is appended to the frame by the MAC Sublayer of the source station prior to transmission, and

checked by the destination station on reception.

The FCS calculated for a given Service Data Unit is dependent on the medium access control method
employed. It is therefore necessary to recalculate the FCS within a Bridge providing a relay function

between IEEE 802 MACs of dissimilar types. This introduces the possibility of additional

undetected

errors arising from the operation of a Bridge. For frames relayed between LANSs of the same MAC type, the
Bridge shall not introduce an undetected frame error rate greater than that which would be achieved by

preserving the FCS.
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2.3.8 Maximum Service Data Unit Size. The Maximum Service Data Unit Size that can be supported
by an IEEE 802 LAN varies with the media access control method and its associated parameters (speed,
etc.). It may be constrained by the owner of the LAN. '

The Maximum Service Data Unit Size supported by a Bridge between two LANs is the smaller of that
supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does not support
the size of Service Data Unit conveyed by that frame. ‘

2.3.9 Priority. The service provided by the MAC Sublayer includes user priority as a Quality of Service
parameter. MA_UNITDATA request primitives with a high priority may be given precedence over other
request primitives made at the same station, or at other stations attached to the same LAN, and can give
rise to earlier MA_UNITDATA.indication primitives.

The MAC Sublayer maps the requested user priorities onto the access pnontles supported by the indi-
vidual medium access control method. The requested user prlorlty may be conveyed to the destihation sta-
tion.

Since a B
user priorif

ridge shall not reorder frames orlglnatmg from MA_ UN ITDATA request primitives qf the same

y, the mapping of priority must be static.

23.10 T
cantly gres
Bridged Lo

The thro
ered by fra|
ing the pat

2.4 Intern
vided by t

hroughput. The total throughput provided by a Bridged Local Area Network can
ter than that provided by an equivalent single LAN. Brldges may localize traffic

cal Area Network by filtering frames.

ighput between end stations on individual LANs, communicating through a Bridge,

me discard in the Bridge due to the inability to transmit at’the required rate on the
h to the destination for an extended perlod

Sublayer Service Provided within the MAC Bridge. The Internal Sublayer §
e MAC entities to the MAC Relay Entity within/a Bridge is that provided by the

be signifi-
within the

tan be low-
LAN form-

ervice pro-
individual,

independent MACs. The Bridge observes the appropriate'MAC procedures and protocol for edch LAN to

which it is
vidual
The Inte

onnected. No control frames (also known as MAC frames) that govern the operation
are forwarded off the LAN of their origin:

of an indi-

nal Sublayer Service is derived from the MAC Service ISO/IEC 10039 [15] by augm

nting that

w1th elements necessary to the performance of the relay function. W1th1n the attached end

MAC Service Deﬁmtlon [15]. These are frame _type, MAC_action, and frame: check_sequence. he defini-
tion of the|Internal Sublayer .Service does not add any new service pr1m1t1ves to be defined by the LAN -
MAC Service Definition.

The Ir:t,e}nal Sublayer Service excludes MAC-specific features and procedures whose operation is con-
fined to that of the individual LANs. The unit-data primitives that describe this service are
M_UNITDATA.indication  (

frame_type,
mac_action,

destination_address,
source_address,
mac_service_data_unit,
user_ priority,
frame_check_sequence

)

Each data indication primitive invoked corresponds to the recelpt of a MAC frame from an individual

LAN.
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The frame_type parameter indicates the class of frame. The value of this parameter is one of user_data_
frame, mac_specific_frame, or reserved_frame.

The mac_action parameter indicates the action requested of a MAC entity receiving the indication. If the
value of the frame _type parameter is user_data_frame, then the mac_action parameter is one of request_
with_response, request_with_no_response, or response. For mac_speclﬁc_frames and reserved_frames, this
parameter does not apply. '

The destination_address parameter is either the address of an 1nd1v1dua1 MAC entity or a group of MAC
entities.

The source_address parameter is the individual address of the source MAC entlty

The mac_service_data_unit parameter is the service user data.

The user __prlorlty parameter is the prlorlty requested by the orlgmatlng service user. The value of this
parameter,rif-sp : Y 8-Ge oY : -

The franmje_check_sequence parameter is exp11c1tly prov1ded asa parameter of the pr1m1t1ve so/that it can
be used as ja parameter to a related request primitive without recalculation. o

The identification of the LAN from which particular frames are received is a local matter |and is not
expressed @s a parameter of the service primitive.

M_UNITDATA. request (

frame_type,

mac_ action,
destination_address,
source_address,
mac_service_data_unit,
user_priority,
access_priority,
frame_check_sequence

)

A data re¢quest primitive is invoked to transmita frame to an individual LAN.

The frame_type parameter indicates the class of frame.

The mac| action parameter indicates the(action requested of the destination MAC entity.

The destination_address parameter is/either the address of an individual MAC entlty, or a grqup of MAC
entities. '

The sounce_address parameter is-the individual address of the source MAC entity.

The mag service_data_unit parameter is the service user data.

The user_priority parameter is the priority requested by the originating service user. The value of this
parameter] if specified, is inthe range 0 (lowest) through 7 (highest). '

The access_priority parameter is the priority used by the local service provider to convey thel request. It
can be usdd to determine the priority attached to the transmission of frames queued by the|local MAC
Entity, both locally and amongst other stations attached to the same individual LAN—if the miedia access
method permits. The value of this parameter, if specified, is in the range 0 (lowest) through 7 zfnlsghest).

The frame.check_sequence parameter is explicitly provided as a parameter of the primitive sq that it can
be used without recalculation.

The identification of the LAN to which a frame is to be transmitted is a local matter and is not expressed
as a parameter of the service primitive.

2.5 Support of the Internal Sublayer Service by Specific MAC Procedures. This section specifies
the mapping of the Internal Sublayer Service to the MAC Protocol and Procedures of each individual IEEE
802 MAC type, and the encoding of the parameters of the service in MAC frames. The mapping is specified
by reference to the IEEE 802 Standards that specify the individual media access methods. The mapping
draws attention to any special responsibilities of Bridges attached to LANs of that MAC type.
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2.5.1 Support by ISO/IEC 8802-3 [5] (CSMA/CD). The CSMA/CD access method is specified in ISO/
IEC 8802-8 [5]. Section 3 of that standard specifies the media access control frame structure, and Section 4
specifies the media access control method.

On receipt of an M_UNITDATA.request primitive, the local MAC Entity performs Transmit Data Encap-
sulation, assembling a frame using the parameters supplied as specified below. It appends a preamble and
a Start Frame Delimiter before handing the frame to the Transmit Medla Access Management Component
in the MAC Sublayer for transmission ([5], 4.2.3).

On receipt of a MAC frame by Receive Media Access Management, the MAC frame is passed to Receive
Data Decapsulation which validates the FCS and disassembles the frame, as specified below, into the
parameters that are supplied with an M_UNITDATA indication primitive ([5], 4.2.4).

The frame_type parameter only takes the value user_data_frame and is not explicitly encoded in MAC
frames.

. The mac action parameter only takes the value request_with_no_response and is not explicitly encoded
in MAC frames. , ' .

The destination_address parameter is encoded in the destination address field of the MAC|frame ([5],
3.2.3).

The sounce_address parameter is encoded in the source address field of the MAC frame ([5], 3 2 3).

The number of octets in the mac_service_data_unit parameter is encoded in the length ﬁeld ¢of the MAC
frame ([5],]3.2.6), and the octets of data are encoded in the data field 5], 3.2.7)

The user_priority parameter is not encoded in MAC frames and takes thé value unspecified on corre-
sponding M UNITDATA .indication primitives. -

The franje_check_sequence parameter is encoded in the FCS field of the MAC frame ([5], 3. 2 ). The FCS
is comput d as a function of the destination address, source address, length, data and pad fields. This
parameter) therefore, also conveys the value of the PAD field necessary to meet the requirement for a min-
imum frame size ([5], 8.2.7). If an M_UNITDATA request primitive is not accompanied by this [parameter,
it is calculated in accordance with [5], 3.2.8. ,

No specipl action, above that specified for the support-of use of the MAC Service by LLC, is nequired for
the support of the MAC Internal Sublayer Service by the CSMA/CD access method.

2.5.2 Support by ISO/IEC 8802-4 [6] (Token-Passing Bus). The token-passing bus access method is
specified i) ISO/IEC 8802-4 [6]. Section 4 of that standard specifies frame formats. Section 5 digcusses the
basic concgpts of the access protocols, and Section 7 provides the definitive specification of the token-pass-
ing bus MAC operation.

On receipt of an M_UNITDATA.request primitive the local MAC Entity Interface Machine (IFM) queues
a frame fof transmission by the Access Control Machine (ACM) ([6], Section 7). On transm1ss1o¥ the frame
fields are sr: using the parameters supplied as specified below, and the Preamble, Start Delimitér, and End
Delimiter are added ([6], Section 4).

On receipt of a valid MAC frame by the Receive Machine (RxM) ([6], 7.1.5), an M_UNITDATA.indication
primitive i} generated, with parameters derived from the frame fields as specified below. .

The franre_type pafameter is encoded in the FF bits (bit positions 1 and 2) of the frame contrpl field ([6],
4.1.3.1, 4.13.2). A bit pattern of 0 1 denotes a user_data_frame, a bit pattern of 0 0 or 1 0 dengtes a mac_
specific_frgme, and'a bit pattern of 1 1 denotes a reserved frame,

The mad_action parameter is encoded in the MMM b1ts (b1t posmons 3, 4 and 5) of the frgme control
field ([6], 4 ; : sponse, 0 0 1 for
request_with_response, and 0 1 0 for response.

The destination_address parameter is encoded in the destination address field of the MAC frame ([6],
4.14.1).

The source_address parameter is encoded in the source address field of the MAC frame ([6], 4.1.4.2).

The mac_service_data_unit parameter is encoded in the MAC Data Unit field ([6], 4.1.5).

The user_priority parameter is encoded in the PPP bits (bit pos1t10ns 6, 7, and 8) of the frame control
field (f6], 4.1.8.2; [6], 5.1.7).

The frame_check_sequence parameter is encoded in the FCS field of the MAC frame ([6], 4.1.6). The FCS
is computed as a function of the frame control, destination address, source address, and data fields. If an
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M_UNITDATA request primitive is not accompamed by this parameter, it is calculated in accordance with
[6], 4.1.6.

No special action, above that specified for the support of use of the MAC Service by LLC, is required for
the support of the MAC Internal Sublayer Service by the token-passing bus access method.

2.5.3 Support by ISO/IEC 8802-5 [7] (Token-Passing Ring). The token-passing ring access method is
specified in ISO/IEC 8802-5 [7]. Section 3 of that standard specifies formats and facilities, and Section 4
gpecifies token-passing ring protocols.

On receipt of an M_UNITDATA.request primitive the local MAC Entity composes a frame using the
parameters supplied as specified below, appending the frame control, destination address, source address,
and FCS fields to the user data, and enqueuing the frame for transmission on reception of a suitable token
[7],4.1.1). On transmlssmn, the starting delimiter, access control field, ending delimiter, and frame status
fields are

On recejpt of a valid MAC frame ([7], 4.1.4) that was not transmitted by the Bridge Port’q local MAC
Entity, with the Routing Information Indicator bit (which occupies the same position in the source address
field as does the Group Address bit in the destination address field) set to zero, an M, UNITDATA.indica-
tion primitive is generated, with parameters derived from the frame fields as specified helow.

The frgme_type parameter is encoded in the frame_type bits (FF bits) of theframe contrpl field ([7],
3.2.3.1). Albit pattern of 0 1 denotes a user_data_frame, a bit pattern of 0-0 denotes a mac_specific_frame,
and a bit pattern of 1 0 or 1 1 denotes a reserved_frame.

The ma¢_action parameter only takes the value request_with_no_response and is not explicitly encoded
in MAC frhmes.

The destination_address parameter is encoded in the destmatlon address field of the MAQ frame ([7],
3.2.4.1).

The soufce_address parameter is encoded in the source address field of the MAC frame ([7], 3.2.4.2).

The ma _serwce_data_umt parameter is encoded in the information field ([7], 3.2.6).

The user_priority parameter associated with user_data_frames is encoded in the YYY bits df the frame
control field ([7] 3.2.3).

The frahe_check_sequence parameter is encoded invthe FCS field of the MAC frame ([7], 3.2.F). The FCS
is computed as a function of the frame control, destination address, source address, and informpation fields.
If an M_UNITDATA request primitive is not accompanied by this parameter, it is calculated in{ accordance
with [7], .

The Address Recognized (A) bits in the Frame Status field of a frame ([7], 3.2.9) may be set tp 1 if an M_
UNITDATA.indication primitive with frame_type and mac_action parameter values of user |data_frame
and request_with_no_response respectively is generated, or if such an indication would be generated if
buffering had been available; otherwise the A bits shall not be set except as required by [7]. .

If the A bits are set to 1, the Frame Copied (C) bits ([7], 3.2.9) may be set to 1 to reflect the availability of
- receive buffering; otherwise the C bits shall not be set.

In orden to support the MAC Internal Sublayer Service, a Token Ring Bridge must be capable of recog-
nizing and removing frames transmitted by itself, even though they can carry a source addrdss different
from that pf the Bridge Port that transmitted them.

2.5.4 Sypport by Fibre Distributed Data Interface (FDDI). The FDDI access method is|specified in
[14])! Clause 6 of that standard specifies Services, and clauses 7 and 8 specify Fgcilities and
Operation| respectively. '

- On receipt of a valid frame ([14], 8.3.1) that was not transmitted by the Bridge Port’s local MAC entity,
with the first bit of the source address equal to zero, an M_UNITDATA. indication primitive is generated.
The parameters associated with the primitive are derived from the frame fields as specified shortly below.

The Address Recognized (A) indicator in the Frame Status field of the frame ([14], 7.3.8) on the ring from
which it was received shall not be set except as required by [14]. The Frame Copied (C) indicator ({14},
7.3.8) may be set if an M_UNITDATA.indication primitive with frame_type and mac_action parameter val-
ues of user_data_frame and request_with_no_response, respectively, is generated, if the frame is to be for-
warded, and if receive buffering is available. Otherwise, the C indicator shall not be altered except as
required by [14].
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'NOTES: (1) This specification of the setting of the C indicator by MAC Bridges enhances that given in [14] and has been included in
the ongoing work of ANSI ASC X8T9.5 and is known as MAC-2. IEEE Std 802.ID does not, however, require all MAC-2 functions or
conformance to MAC-2.

(2) A Bridge can be required by [14] to alter the A and/or C indicators when receiving a frame addressed to the Bridge as an FDDI
end station, or when receiving a frame associated with the operation of the FDDI MAC.

The parameters associated with the M_UNITDATA.indication that is generated on rece1pt of a frame
now follow:

The frame_type parameter is encoded in the frame format bits (CL, FF, and ZZZZ bits) of the Frame Con-
trol field ([14], 7.8.3). The bit pattern 0L01rXXX denotes a user_data_frame (asynchronous LLC frame,
where L represents the address length and can be 0 or 1, ris reserved and can be received as 0 or 1, and
XXX can range from 000 to 111). All other bit patterns yield a frame_type parameter value of not_user_
data_frame.

The mac_action parameter takes only the value request_with_no_response and is not explicitly encoded -
ames.
tination_address parameter is enclosed in the destmatmn address field of the MAQ frame ([14],
.3.4.1).
rce_address parameter is encoded in the source address field of the MAC frame ([14], 7.3.4—

The user _prlonty parameter ‘associated with user_data_frames is encoded in the PPP bits|of the frame

([14], 7. .6). The ﬁ'ame_check_séquence is computed as a function of the frame control| destination

On redeipt of an M_UNITDATA request primitive, the local MAC entity composes a frame using the
rs supplied as specified above, appending the frame’control, destination address, source address,
and frame check sequence to the user data, and enqueueing the frame for transmission on neception of a
suitable foken ([14], 8.3.1). On transmlssmn, the predmble, starting delimiter, ending delimit¢r, and frame
status figlds are added.

If an MI_UNITDATA request primitive is not accompanied by a frame check sequence, onelis calculated
in accordance with [14], 7.3.6.

The bit pattern of the frame control field shall be 0LO1rPPP, indicating an asynchronous LL{ frame with
L repres¢nting the address length ([14], 7.3.3.2), r being reserved and set to zero, and PPP indicating the
frame’s priority ([14], 7.3.3.4). ‘

If the liser priority parameter value is specified, it is encoded in the PPP bits and the a¢cess priority
- ([14], 8.1]4) is derived from the token-holding timer THT or otherwise by implementor option{ If the user_
priority parameter value is unspecified, the PPP bits shall be set to zero and the access priprity derived
from the(THT.

In order to support the MAC Internal Layer Service, an FDDI bridge removes frames transmitted by
itself as tequired by [14], even though they can carry a source address different from that of tlIe bridge port
that transmitted them.
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This sectfion establishes the principles and a model of the operation of a Bridge as follows:

(1)
2
3)

fungtions.

@

Details the addressing requirements.in a Bridged Local Area Network and specifies the

of Entities in a Bridge.

3.1 Bridgg Operation. The principal elements of Bridge operation are

(1) Rel
(2) Mai
(3) Man

3.1.1 Re
Bridged Lo

y and filtering of frames.
ntenance of the information required to make frame filtering and relaymg decisions.
agement of the above.

lay. A MAC Bridge relays individual MAC user data frames between the separate M

cal Area Networks connected to its Ports. The order of frames of given user_priority 1
d transmitted on another shall be preserved.

e discard foTlowing the(application of filtering information.
e discard on transmittable service data unit size exceeded (2.3.8).

warding of receivedframes to other Bridge Ports.

e discard to ensure that a maximum bridge transit delay is not exceeded (2.3.6).

: tlon of outbound access priority (2.3. 9)

Explains the principal elements of Bridge operation and lists the functions that support these.
Estgblishes an architectural model for a Bridge that governs the provision of these functions.
Proyides a model of the operation of a Bridge in terms of Processes and Entities that

pport the

pddressing

ACs of the
teceived on

ions that support the relaying of frames@nd maintain the Quality of Service supported by the

bter is not

y a Bridge
$ transmit-

ted between a pair of end stations can be confined to LANs that form a path between those end stations

(2.3.10).

The functions that support the use and maintenance of filtering information are

1)
2)
3)

Permanent configuration of reserved addresses.
Explicit configuration of static filtering information.
Automatic learning of dynamic filtering information through observation of Bridged Local Area Net-

work traffic.

4)
(5)

Ageing out of filtering mformatlon that has been automatically learned.
Calculation and configuration of Bridged Local Area Network topology.
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3.1.3 Bridge Management. The functions that support Bridge Management control and monitor the
provision of the above functions. They are specified in Section 6.

LAN
IPortI ‘ IPortI
Blidgc Blidsc
IPortI IPortl
|Port|
Bridge
|Port| LAN
|Port |
.Bridge
IPortl
LAN
IPortl
P . P
Q Bridge 0
t t
LAN : LAN
Fig 3-1

A Bridged Local Area Network

3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and from the LAN to which
it is attached using the services provided by the individual MAC Entity associated with that Port. The
MAC Entity for each Port handles all the Media Access Method Dependent Functions (MAC protocol and
procedures) as specified in the relevant IEEE 802 standard for that MAC technology.
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The MAC Relay Entity handles the Media Access Method Independent Functions of relaying frames
between Bridge Ports, filtering frames, and learning filtering information.

The Bridge Protocol Entlty handles calculation and configuration of Bridged Local Area Network
topology.

The MAC Relay Entity uses the Internal Sublayer Service provided by the separate MAC Entities for
each Port. This service and its support is described in 2.4 and 2.5. It is not specific to any MAC technology.

The Bridge Protocol Entity and other higher layer protocol users, such as Bridge Management, make use
of Logical Link Control procedures. These procedures are provided separately for each Port, and use the
MAC Service provided by the individual MAC Entities.

‘Figures 8-2 and 3-8 illustrate a Bridge and its Ports and the architecture of the Bridge for a Bridge with
two Ports. A Bridge may have more than two Ports.

Bridge

— - e - . - -

Fig 3-2
Bridge Ports

3.3 Mode] of Operation. The use, by the MAC Relay Entity, of the Internal Sublayer Service provided by
the indivigual MACEntities associated with each Bridge Port is specified in 3.5 and 3.6.

Frames|are accepted for transmission and delivered on reception to and from Processes and Entities that
model thefoperation of the MAC Relay Entity in a Bridge. These are

(1) The Forwardmg Process (3. 7) whlch forwards recelved frames that are to be relayed to gther Bridge

the state of the Brldge Ports (3 4)

(2) The Learning Process (3.8), that, by observmg the source addresses of frames received on each Port,
updates the Filtering Database (3.9) conditionally on the state of the Port (3.4) on which frames are
observed.

(3) The Filtering Database (3.9), which holds filtering information either explicitly configured by man-
agement action or automatically entered by the Learnmg Process, and which supports queries by
the Forwarding Process as to whether frames with given values of the destination MAC address
field should be forwarded to a given Port.
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Higher Layer Entities

(Bridge Protocol Entity, Bridge Management, etc.)
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Fig 3-3
Bridge Architecture

Each Bridge Port also functions as an end station providing the MAC Service to LLC that supports

(1) The Bridge Protocol Entity (3.10), which operates a MAC Sublayer configuration protoca
between Bridges, which determines, in partythe state of each Bridge Port (3.4) and its
in the active topology of the Bridged Local\Area Network.

(2) Other users of LLC, such as protocols\providing Bridge Management (3.11).

1 (Section 4)
articipation

Each Bridge Port shall support the operation of LLC Type 1 procedures in order to support the operation

of the Brifige Protocol Entity. Bridge Ports may support other types of LLC procedures, which i
by other grotocols.

Figure 8-4 illustrates a single instance of frame relay between the Ports of a Bridge with twq

Figure 8-5 illustrates the iniclusion of information carried by a single frame, received on one
of a Bridge with two Ports; in the Filtering Database.

may be used

Ports.
of the Ports

Figure -6 illustrates\the reception and transmission of Bridge Protocol Data Units by the Bridge Proto-

col Entity]

3.4 Port $tate Information. State information associated with each Bridge Port governs its

articipation
v, and if it is

in the Bridged Local Area Network. If management permits a Port to participate in frame rela]

capable of doingso; themrit-isdescribed-as-active:

- This standard specifies the use of a Spanning Tree Algorithm and Protocol, which reduces the topology of
the Bridged Local Area Network to a simply connected active topology (Section 4). Subsection 4.4 specifies
the Port States associated with that mechanism. Ports that continue to participate in frame relay are

described as being in a forwarding state.

"'The incorporation of end station location information in the Filtering Database by the Learning Process
also depends on the active topology. If information associated with frames received on a Port is to be incor-
porated in the Filtering Database by the Learning Process, then the Port is described as being in a learning

state; otherwise, it is in a non-learning state.
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Operation of ‘Inter-Bridge Protocol

Figure 3-6 illustrates the operation of the Bridge Protocol Entity which operates the Spanninf Tree Algo-
rithm and Protocol, and its modification of Port state information as part of determining the active topol-
ogy of theBridged Local Area Network. (

Figure $-5 illustrates the use of the Port state information for a Port receiving a frame, by the Learning
Process, in order to determine whether the station location information should be incorporatefl in the Fil-
tering Database.

Figure 3-4 illustrates the use of the Port state information for a Port receiving a frame, by the Forward-
ing Procegs, in order to determine whether the received frame should be relayed through other Ports on the
Bridge; and the use of the Port state information for a second Bridge Port in order to determjne whether
the relayed frame should be forwarded through that Port.

3.5 Framg Reception. The individual MAC Entity associated with each Bridge Port examines all frames
transmitted on the LAN to which it is attached.

Frames|that are in error as defined by the relevant media access method shall be discarded; this includes
frames whose FCS is in'error.

All other frames-shall be submitted to the Learning Process.

Frames|with MMUNITDATA. indication primitive frame_type and mac_action parameter valhes of user_
data_ frame and request with_no_response, respectively (2.5), are submitted to the Forward Ing Process.
Frames with‘ether values of frame__type and mac_action parameters, such as request_with_r¢sponse and
response frames, are discarded and shall not be relayed by the Bridge. ,

Frames addressed to the Bridge Port as an end station, with a frame_type of user_data_frame, shall be
submitted to LLC. Such frames carry either the individual MAC Address of the Port or a group address
associated with the Port (8.12) in the destination address field.

Frames relayed to a Bridge Port from other Bridge Ports in the same Brldge, and addressed to that
Bridge Port as an end station, shall also be submitted to LLC.

3.6 Frame Transmission. The individual MAC Entity associated with each Bridge Port transmits frames
submitted to it by the MAC Relay Entity.

34


https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

‘ ISO/IEC 10038 : 1993
MEDIA ACCESS CONTROL (MAC) BRIDGES ANSI/IEEE Std 802.1D, 1993 Edition

Relayed frames are submitted for transmission by the Forwarding Process. The M_UNITDATA request
primitive associated with such frames conveys the values of the source and destination address fields
received in the corresponding M_UNITDATA indication primitive.

LLC Protocol Data Units are submitted by LLC as a user of the MAC Service provided by the Bridge
Port. Frames transmitted to convey such Protocol Data Units carry the individual MAC Address of the Port
in the source address field.

Each frame is transmitted subject to the MAC procedures to be observed for that specific IEEE 802 LAN
technology. The values of the frame_type and mac_action parameters of the corresponding M_UNIT-
DATA request primitive shall be user_data_frame and request_with_no_response respectively (2.5).

Frames transmitted following a request by the LLC user of the MAC Service provided by the Bridge Port
shall also be submitted to the MAC Relay Entity.

3.7 Frame Forwarding. The Forwarding Process forwards received frames that are to be relayed to other
Bridge Ports, filtering frames on the basis of information contained in the Filtering Database|and on the
state of the Bridge Ports. '

3.7.1 Fgrwarding Conditions. A frame received on a Bridge Port and submittéd to the Forwarding:
Process shall be queued for transmission on each of the other Bridge Ports if, and only if
(1) The Port on which the frame was received was in a forwarding state (4.4), and
(2) The Port on which the frame is to be transmitted is in a forwarding state, and
(3) Either
(a) | The Filtering Database indicates that frames with this value of the destination MAC address
field should be forwarded through the transmission Port (as would happen, for example, if the
destination address was not in the database), or
(b) | The values of the source and destination MACaddress fields are the same, and the Bridge is
configured to not filter such frames,
and ‘ :
(4) Thé¢ Maximum Service Data Unit Size supported by the LAN to which the transmission Port is
attached and would not be exceeded. \

3.7.2 LLC Duplicate Address Check. A-Bridge may either:

(1) Filter frames whose source and déstination MAC address fields have the same value,|in order to
localize traffic, or

(2) Fonward such frames, in order to support the optional LLC duplicate address check fundtion.

3.7.3 Queued Frames. The Forwarding Process provides storage for queued frames, awaiting an oppor-
tunity to submit these for-transmission to the individual MAC Entities associated with each Bridge Port.
The order|of queued frames shall be maintained.

A frame| queued bythe Forwarding Process for transmission on a Port shall be removed from that queue
on submission to the individual MAC Entity for that Port; no further attempt shall be made to transmit the
frame on that Port éven if the transmission is known to have failed.

A frame| queued by the Forwarding Process for transmission on a Port can be removed from [that queue,
and not sybsequently transmitted, if the time for which buffering is guaranteed has been exceeded for that
frame.

A frame queued for transmission on a Port shall be removed from that queue, and not subsequently
submitted to the individual MAC Entity for that Port, if that is necessary to ensure that the maximum
bridge transit delay (2.3.6) will not be exceeded at the time at which the frame would be subsequently
transmitted.

A frame queued for transmission on a Port shall be removed from that queue if the associated Port leaves
the Forwarding state.

Removal of a frame from a queue for transmission on any particular Port does not of 1tself imply that it
shall be removed from a queue for transmission on any other Port.
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8.7.4 Priority Mapping. The Forwarding Process performs the mapping of the priority of forwarded
frames (2.3.9). It determines the values of the user_priority and access_priority parameters used to relay
frames.

The user_priority parameter in an M_UNITDATA.request primitive (2.5) shall be

(1) Equal to the value of the user_priority of the corresponding M_UNITDATA.indication primitive, if
that was specified; i.e., if the frame was received from a LAN using the token-passing bus, token-
passing ring, or FDDI access method; or '

(2) Set to the value of the Outbound User Priority parameter (see below) for the transmission Port, if
the value in the corresponding M_UNITDATA.indication primitive was unspecified; i.e., if the frame
was received from a LAN using the CSMA/CD access method.

The access _prlorlty parameter inanM_ UNITDATA request pr1m1t1ve . 5) shall be either

specified ih Tables 3-1 and 3-2. If this capability is not provided, the Bridge shall use the default values
specified in Tables 3-1 and 3-2.

~ Table 3-1
Outbound User Priorities
Recommended ;
Parameter \ or , Ragnge
Default Value
Outbound User Priority (ISO/IEC 8802-3 CSMA/CD) 0 Q-7
Outboungl User Priority ISO/IEC 8802-4.Token Bus) 0 Q-7
Outboundl User Priority ISO/IEC-8802-5 Token Ring) ’ o - : Q-7
Outboungl User Priority (FDDI) 0 -7
Table 3-2
Outbound Access Priorities
‘ Recommended
Parameter ‘ ‘ or . Rxfnge
Default Value
Outbound Access Priority (ISO/IEC 8802-8 CSMA/CD) 0 0-7
Outbound Access Priority ISO/IEC 8802-4 Token Bus) 0 0-7 ¢
Outbound Access Priority (ISO/IEC 8802-5 Token Ring) 4 0-7

Note that the CSMA/CD access method treats all values of access_priority equally and does not signal
user_priority. The Outbound User Priority and Outbound Access Priority parameters are still specified for
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this access method to allow a consistent approach to the management of Bridge Ports of different MAC
types.

3.7.5 FCS Recalculation. Where a frame is being forwarded between two individual MAC Entities of
the same IEEE 802 or FDDI LAN type the FCS received in the M_UNITDATA.indication primitive may be
supplied in the corresponding M_UNITDATA.request primitive and not recalculated (2.3.7).

Where the LANSs are of different types this is not possible, and the FCS is recalculated according to the
specific MAC procedures of the transmitting MAC Entity. .

3.7.6 Model. Figure 3-4 illustrates the operation of the Forwarding Process in a single instance of frame
relay between the Ports of a Bridge with two Ports.

3.8 The Learning Process. The Learning Process observes the source addresses of frames| received on
each Port{and updates the Filtering Database conditionally on the state of the receiving Port. .
Frameq are submitted to the Learning Process by the individual MAC Entities associated with each
Bridge Part as specified in 3.5.
The Leprning Process may deduce the path through the Bridged Local Area Network to pdrticular end
stations By inspection of the source address field of received frames. It shall create or updatg a dynamic
entry (3.9, 3.9.2) in the Filtering Database, associating the Port on which the frame was receiyed with the
MAC address in the source address field of the frame, if and only if
(1) THe Port on which the frame was received is in a state that allows\learning (4.4), and
(2). The source address field of the frame denotes a specific end station, i.e., is not a group gddress, and
(3) Astatic entry (3.9, 3.9.1) for the associated MAC address dees'not already exist, and
(4) THhe resulting number of entries would not exceed the capacity of the Filtering Database.
If the Filtering Database is already filled up to its capacity, but a new entry would otherwjse be made,
then an eikisting entry may be removed to make room for the new entry.
Figure [3-5 illustrates the operation of the Learning Process in the inclusion of station locatjon informa-
tion carripd by a single frame, received on one of the Ports of a Bridge, in the Filtering Database.

3.9 The Filtering Database. The Filtering Database holds filtering information that is either explicitly
configurefl by management action or automatically entered by the Learning Process. It supports queries by
the Forwarding Process as to whether frames with given values of the destination MAC address field
should bq forwarded to a given Port.

The Filtering Database shall contain static entries (3.9.1). It shall be capable of containjng dynamic
entries (3.9.2). Both types of entry shall not exist for a given MAC address: a dynamic entry|shall not be
created iff a static entry for the same MAC address already exists; creation of a static entry shpll cause the
removal ¢f a dynamic entry forthe same address if one exists.

The Filtering Database gnay be interrogated and updated by management. Such management may be
carried opt by local or private means, or by use of the remote management capability provided by Bridge
Management (3.11) using the operations specified in Section 6.

3.9.1 Static Entries. Static entries may be added to and removed from the Filtering Database under

- explicit management control. They are not automatically removed by any timeout mechanism

Static ntrles speclfy :

(1) TheM ddre whi ingis-specified

(2) For each mbound Port on whlch frames are received, a Port map that specifies for each outbound
Port on which frames may be transmitted, whether frames shall be filtered or forwarded to that
Port.

The MAC addresses that can be specified shall include group addresses and the broadcast address.

3.9.2 Dynamic Entries. Dynamic entries are created and updated by the Learning Process as described
in 8.8. They shall be automatically removed after a specified time has elapsed since the entry was created
or last updated. This timing out of entries ensures that end stations that have been moved to a different
part of the Bridged Local Area Network will not be permanently prevented from receiving frames. It also
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takes account of changes in the active topology of the Bridged Local Area Network which can cause end sta-
tions to appear to move from the point of view of a Bridge; i.e., the path to those end stations subsequently
lies through a different Bridge Port. ; :
The timeout value, or Ageing Time, after which a dynamic entry is automatically removed, may be set by
management (Section 6). A recommended default value for use in IEEE 802 Bridged Local Area Networks
is specified in Table 3-3; this is suggested in order to remove the need for explicit setting of the value in
most cases. Table 3-3 also specifies a range of applicable values. If the value of Ageing Time can be set by
management, the Bridge shall have the capablhty to use values in the range specified, with a granularity
of1s.

Table 3-3
Amm Value
Parameter Recommended Default Value Range -
Ageing Time o 300.0 10.0-1.0 x{ 108

All times|are in seconds.

Bridges in[the Bridged Local Area Network of topology changes and specifies -a short value for the timeout
value whidh is enforced for a period after any topology change. This procedure allows the normal timeout,
operable dpring periods in which the topology does not change, to(be long enough to cope with|periods for
which addfessed end stations do not generate frames themselvés, perhaps through being powered down,
while not $acrificing the ability of the Bridged Local Area Network to continue to provide a :‘svfrvice after
automatic reconfiguration.

Dynami¢ entries specify

(1) ThegMAC address for which filtering is specified!

(2)  APort number.

Frames [with the specified destination MAC address shall be forwarded only to the specified Port. A
dynamic entry acts like a static entry with a-single Port selected in the Port map.

The MA(L addresses specified in dynamie entries shall not include group addresses and the broadcast
address. ' ‘ i

The Spanning Tree Algorithm and Protocol speciﬁed in Section 4 includes a procedure for l:]otifyingall

3.9.3 Permanent Database. The Filtering Database contains a Permanent Database whi¢h provides
fixed storape for static entries«The Fllterlng Database shall be initialized with the static entries contained
in this ﬁxed data store.

Static entries may beadded to and removed from the Permanent Database under explicit management
control.

which operjates.the Spanning Tree Algorithm and Protocol, and its notification of the Filtering IDatabase of
changes in|active topology signalled by that protocol.
Figure 3-5 illustrates the creatxon or update of a dynamic entry in the Filtering Database by the Learn-
ing Process.
Figure 3-4 illustrates the use of the Filtering Database by the Forwarding Process in a single instance of
frame relay between the Ports of a Bridge with two Ports.

3.9.4 deel’of Operation. Figure 3-6 illustrates the operation of the Bridge Protocol Entity (3.10), .

3.10 Bridge Protocol Entity. The Bridge Protocol Entity operates the Spanning Tree Algorithm and
Protocol.

The Bridge Protocol Entities of Brldges attached, through their Ports, to the same 1nd1v1dual LANs ina
Bridged Local Area Network, communicate by exchanging Bridge Protocol Data Units (BPDUs).
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Figure 3-6 illustrates the operation of the Bridge Protocol Entity including the reception and transmis-
sion of frames containing BPDUs, the modification of the state information associated with individual
Bridge Ports, and notification of the Filtering Database of changes in active topology.

3.11 Bridge Management. Remote management facilities may be provided by the Bridge.
The facilities provided and the operations that support these are specified in Section 6.

Section 7 specifies the protocol operations, identifiers, and values to be used in realizing these manage-
ment operations through the use of IEEE Std 802.1B [3].

Bridge Management protocols use the Service provided by the operation of LLC Procedures, which use
the MAC Service provided by the Brldged Local Area Network.

3.12 Addressing. All MAC Entities communicating across a Bridged Local Area Network shal|l use 48-bit
addresses,| which may be Universally Administered or Locally Admlnlstered Addresses, orboth

A Bridge may use

(1) 48-bit Universally Administered Addresses, or
(2) 48-bit Locally Administered Addresses, or

(3) 16-bit Locally Administered Addresses.

The spe¢ific MAC address used by every MAC Entity communicating across the Bridged Locgl Area Net-
work shall be unique in that network in order to specify the addressed station unambiguously.

3.12.1 End Stations. Frames transmitted between end stations using the MAC Service prpvided by a
Bridged Local Area Network carry the MAC address of the source and destination peer end stI‘i‘ons in the

source and destination address fields of the frames, respectively. The address, or other means of identifica-
tion, of a Bridge is not carried in frames transmitted between peer users for the purpose of frame relay in
the Bridgdd Local Area Network.

The broadcast address and other group addresses-apply to the use of the MAC Service provided by the
Bridged Lpcal Area Network as a whole. Frames with such values of the destination address field are, in
the absenfe of explicit management configuration of the Filtering Database (3.9, Section |6), relayed
the Bridged Local Area Network:

8.12.2 Bridge Ports. The individualMAC Entity associated with each Bridge Port shall hav¢ a separate
specific C Address. This address is used by the MAC procedures operated by the MAC Entity, if.
required hy the particular Media Access Method employed.

Frameg that are received from the LAN to which a Port is attached and which carry a MAC|address for
the Port in} the destination address field are submitted to the MAC Service User (LLC) exactly ap for an end
station.

3.12.8 Bridge Protocol Entities. Bridge Protocol Entities only receive and transmit BPDUS$. These are
only received and transmitted from other Bridge Protocol Entities (or in circumstances where{two Bridge
Ports are ¢onnected to the same LAN, to and from themselves).

A Bridge Protocol Entity uses the DL UNITDATA. request primitive provided by the individual LLC
Entities associated with each active Bridge Port to transmit BPDUs. Each BPDU is transmitted on one
selected Bridge Port. BPDUs are received through corresponding DL_UNITDATA. indication primitives.
The source_address and destination_address parameters of the DL UNITDATA. request primitive shall
both denote the Standard LSAP assngned to the Bridge Spannmg Tree Protocol. This identifies the Bridge
Protocol Entity among other users of LLC.

Each DL_UNITDATA request primitive gives rise to the transmission of an LLC Ul command PDU

which conveys the BPDU in its information field. The source and destmatlon LSAP address fields are set to
the values supplied in the request primitive.
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The value assigned to the Bridge Spanning Tree Protocol LSAP is given in Table 3-4.6

Table 3-4
Standard LSAP Assignment
Assignment Value
Bridge Spanning Tree Protocol 01000010 -

Code Representation: The least significant bit of the value shown is the left-
most. The bits increase in significance from left to right.

This stapdard defines a Protocol Identifier field, present in all BPDUs (Section 5), which serves to iden-
tify different protocols supported by Bridge Protocol Entltles, w1th1n the scope of the LSAP i
This standt
BPDUs exd
‘specified in

BPDU.
A Bridgd

manent Database (3.12.6) in order to confine BPDUs to the individual LAN on which they are transmitted.

A 48-bit [Universal Address, known as the Bridge Group Address, has been assigned for this purpose. Its
value is specified in Table 3-5. Bridges that use 48-bit Umversally Administered Addresses shall use this
address in the destination address field of all MAC frames conveying BPDUs.

The sourice address field of MAC frames conveying BPDUs contains the specific MAC Addr
Bridge Port through which the BPDU is transmitted (3.12.2).

oss for the

3.12.4 Bridge Management Entities.Bridge Management Entities transmit and receive pr
units using the Service provided by the'individual LLC Entities associated with each Bridge P

htocol data
. Each of
with that

these in turn uses the MAC Service,-which is provided by the individual MAC Entities associate
Port and sypported by the Bridged Local Area Network as a whole. '

As a uspr of the MAC Service provided by a Bridged Local Area Network, the Bridge Management
Entity may be attached to any point in the Bridged Local Area Network. Frames addressed to the Bridge
Management Entity will be relayed by Bridges if necessary to reach the LAN to which it is attaghed.

In order{ to ensure that received frames are not duplicated, the basic requirement in a singl¢ LAN or a
Bridged Ldcal Area-Network that a unique address be associated with each point of attachmept shall be
met.

ABridgd Management Entity for a specific Bridge is addressed by one or more specific MAC addresses in
conjunction) with the higher layer protocol identifier and addressing information. It may share one or more
points of attachment to the Bridged Local Area Network with the Ports of the Bridge with which it is asso-
ciated. It is recommended that it make use of the MAC Service provided by all the MAC Entities associated -
with each Bridge Port, i.e., that it be reachable through each Bridge Port using frames carrying the specific
MAC address of that Port in the destination address field.

This standard specifies a standard group address for public use which serves to convey management
requests to the Bridge Management Entities associated with all Bridge Ports attached to a Bridged Local
Area Network. A management request that is conveyed in a MAC frame carrying this address value in the

5The full list of standard LSAP assignments and criteria for assignment is contained in ISO/IEC Draft Technical Report 10178.
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destination address field will generally elicit multiple responses froxh a single Bridge. This address is
known as the All LANs Bridge Management Group Address and takes the value specified in Table 3-6.

Table 3-5
Reserved Addresses
Assignment Value ’
Bridge Group Address 01-80-C2-00-00-00
Reserved for future standardization 01-80-C2-00-00-01
Reserve1i for Tuture standardization 01-80-C2-00-00-02
Reserve{i for future standardization 01-80-C2-00-00-03
Reserve{l for future standardization 01-80-C2:00-00-04
Reserve{i for future standardization ‘ 01-80-C2-00-00-05
Reserve{l for future standardization 01-80-C2-00-00-06
Reserve{l for future standardization ’ 01-80-C2-00-00-07
Reserve{l for future standardization 01-80-C2-00-00-08
Reserve{l for future standardization 01-80-C2-00-00-09
Reserve{l for future standardization 01-80-C2-00-00-0A
Reserve{i for future standardization 01-80-C2-00-00-0B
Reserve{l for future standardization 01-80-C2-00-00-0C
Reserve{i for future standardization : 01-80-C2-00-00-0D
Reserve{l for future standardization 01-80-C2-00-00-0E
Reservedl for future standardization : 01-80-C2-00-00-0F
Table 3-6
Addressing Bridge Management
Assignment Value
All LAN§ Bridge(Management Group Address 01-80-C2-00-00-10
3.12.6 Unique Identification of a Bridge. It is necessary for the operation of the Bridge Protocol spec-

ified in Section 4, that a single unique identilier be associated with each Bridge. This identifier is derived
from a unique MAC address for the Bridge, known as the Bridge Address.

In a Bridged Local Area Network utilizing locally assigned 16-bit addresses, this address shall be unique
among all those assigned in the Bridged Local Area Network.

In a Bridged Local Area Network utilizing 48-bit addresses, this address shall be assigned to be globally
unique, i.e., it shall be a 48-bit Universally Administered Address.

It is recommended that this address be the specific MAC Address of the lowest numbered Bridge Port
(Port 1). ;
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The unique Bridge Identifier used by the Spanning Tree Algorithm and Protocol is derived from the
Bridge Address, as specified in 4.5.3 and 5.2.5.

8.12.6 Reserved Addresses. Frames containing any of the group addresses specified in Table 3-5 in
their destination address field shall not be relayed by the Bridge. They shall be configured in the Perma-
nent Database. Management shall not provide the capability to remove these addresses from the Perma-
nent or the Filtering Databases. These group addresses are reserved for assignment to standard protocols,
according to the criteria for such assignments (IEEE Std 802 [2], 5.5).

Other group addresses may be configured as static entries in the Permanent Database, without the need
for explicit initialization through management. Management may provide the capability to remove these
addresses from the Permanent or Filtering Database. :
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4. The Spanning Tree Algorithm and Protocol

The copfiguration algorithm and protocol described in this section reduce the Bridged Logal Area Net-
work topplogy to a single Spanning Tree.

4.1 Requirements to be Met by the Algorithm. The Spanning Tree Algorithm and’its asso¢iated Bridge
Protocol perate to Support, Preserve, and Maintain the Quality of the MAC Service in all ifs aspects as
discussed in Section 2. In order to perform this function, the algorithm meets)the followmg r qu1rements,
each of which is related to the discussion in that section:

(1 Itjwill conﬁgure the active topology of a Bridged Local Area Network of arbitrary topology into a sin-
gle spanning tree, such that there is at most one data route between any two end statidns, eliminat-
' data loops (2.3.3; 2.3.4).
(2) It|will provide for fault tolerance by automatic reconfiguration of the spanning tree fopology as a
result of Bridge failure or a breakdown in a data pathywithin the confines of the available Bridged
Lgcal Area Network components, and for the automatic accommodation of any Bridge or Bridge Port
added to the Bridged Local Area Network without the formation of transient data loops (2.1).
(3) The entire active topology will stabilize in any sized Bridged Local Area Network. I§ will, with a
high probability, stabilize within a short, known bounded interval in order to minimize the time for
which the service is unavailable for communication between any pair of end stations (2.1).
(4) The active topology will be predictable and reproducible, and may be selected by management of the
parameters of the algorithm, thus allowing the application of Configuration Management, following
trpffic analysis, to meet the goals of Performance Management (2.1; 2.3.10).
(5) It will operate transparently to the end stations, such that they are unaware of their attachment to
a pingle LAN or a Bridged Local Area Network when using the MAC Service (2.2).
(6) The communications bandwidth consumed by the Bridges in establishing and maintaining the
sganning tree on any ‘particular LAN will be a small percentage of the total availablne bandwidth
and independent of the total traffic supported by the Bridged Local Area Network regardless of the
total number of Bridges or LANs (2.3.10).
Additignally, the algorithm and protocol meet the following goals Whlch limit the complexity of Bridges
and their configuration:
(a) The memory requirements associated with each Bridge Port are independent of the number of
Bridges and LANSs in the Bridged Local Area Network.
(b) Bridges do not have to be individually configured before being added to the Bridged Lofal Area Net-
work, other than having their MAC addresses assigned through normal procedures.

42 Requirements of the MAC Bridges. In order for the Bridge Protocol to operate, the following are
required:

(1) - Aunique MAC group address, recognized by all the Bridges within the Bridged Local Area Network,
that identifies the Bridge Protocol Entities of all Bridges attached to an individual LAN.

(2) An identifier for each Bridge, unique within the Bridged Local Area Network.

(8) Adistinct Port identifier for each Bridge Port, that can be assigned independently of the values used
in other Bridges.

43


https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993

ANSVIEEE Std 802.1D, 1993 Edition LOCAL AREA NETWORKS:

Values for each of these parameters, or a mechanism for assigning values to them, shall be provided by
each Bridge. In the case of MAC Bridges that use 48-bit Universally Administered Addresses, the unique
MAC Address that identifies the Bridge Protocol Entities is the Bridge Group Address (3.12.3).

In addition, to allow the configuration of the Spanning Tree active topology to be managed, the following
are required;

(a) Am

eans of assigning the relative priority of each Bridge within the set of Bridges in the Bridged

Local Area Network.

(b) A means of assigning the relative priority of each Port within the set of Ports of an individual
Bridge.

(¢ Ameans of assigning a path cost component to each Port

These parameters may be set by management.

The unigq
from a man
ical compa
identifier.

Part of t]
ageable p
son of the

The path
values for ]

4.3 Overvi

ue identifier for each Bridge is derived, in part, from the Brldge Address (8.12.5) and, in part,

ageable priority component (5.2.5). The relative priority of Bridges is determined by the numer-
rison of the unique identifiers, with the lower numerical value indicating the higher priority

he identifier for each Port is fixed and is different for each Port on a Bridge,/and part is a man-

ifier.
ids default

1“10r1ty component (5.2.7). The relative priority of Ports is determined by the-numericgl compari-

nique identifiers, with the lower numerical value indicating the higher priority ident
cost associated with each Port may be manageable. Additionally;"4.10.2 recommer
Ports attached to LANSs of specific MAC types and speeds.

ew

4.3.1 Th|

ure a simply connected active topology from the arbitrarily ¢connected components of a Bridged
Network. Frames are forwarded through some of the Bridge Ports in the Bridged Local Area N

not throu

beol config-
Local Area
twork and
others, which are held in a blocking state’At any time, Bridges effectively connect just the

Active Topology and Its Computation. The Spanning Tree Aigorithm and Prot

LANS to which Ports in a forwarding state are attached. Frames are forwarded in both directiops through
Bridge Ports that are in a forwardmg state. Ports that are in a blocking state do not forward frames in
either diregtion but may be included in the active topology, ie., be put into a forwarding state if compo-

nents fail,
Figure 2
the logical
One of t]
individual
and forwand
Port for th

e removed, or are added.
2 shows an example of a Bridged Local Area Network. Flgure 4-1 shows the active topology, i.e.,
connectivity, of the same Bridged Local Area Network following configuration.
e Bridges is known as the Root or the Root Bridge in the Bridged Local Area Network. Each
LAN has a Bridge Port eonnected to it that forwards frames from that LAN towards the Root

s frames from the direction of the Root onto that LAN. This Port is known as the Designated
t LAN, and the Bridge of which it is part is the Des1gnated Bridge for the LAN. The [Root is the

Des1gnatec

The stab
(1) The
(2) The
(3) The

Bridge for all the LANs to which it is connected. The Ports on each Bridge that are in a for-
hte are the Root Port (that closest to the Root—see below) and the Designated Ports (if there are

le actlve topology of a Brldged Local Area Network is determmed by
unique Bridge Identifiers associated with each Bridge.

Path Cost associated with each Bridge Port.

Port Identifier associated with each Bridge Port

The Bridge with the highest priority Bridge Identifier is the Root (for convenience of calculation this is

the identifier with the lowest numerical value). Every Bridge Port in the Bridged Local Area Network has a
Root Path Cost associated with it. This is the sum of the Path Costs for each Bridge Port receiving frames
forwarded from the Root on the least cost path to the Bridge. The Designated Port for each LAN is the
Bridge Port for which the value of the Root Path Cost is the lowest: if two or more Ports have the same
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Fig 4-1
Active Topology

value of Root Path Cost, then first the Bridge Identifier of their Bridges and then their Port Identifiers are
used as tie- breakers. Thus, a single Bridge Port is selected as the Designated Port for each LAN, the same
computation selects the Root Port of a Bridge from amongst the Bridge’s own Ports, and the active topology
of the Bridged Local Area Network is completely determined. :
A component of the Bridge Identifier of each Bridge, and the Path Cost and Port Identifier of each Bridge

Port, can be managed, thus allowing a manager to select the active topology of the Bridged Local Area
Network. '
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Spanning Tree

4.3.2 Propagating the Topology Information. Bridges send a type of Bridge Protocol Data Unit
known as a Configuration BPDU to each other in order to-communicate and compute the above informa-
tion. A MAC frame conveying a BPDU carries the Bridge Group Address in the destination address field
and is received by all the Bridges connected to the LAN on which the frame is transmitted.

Bridge Protocol Data Units are not directly forwarded by Bridges, but the information in them may be
used by a Bridge in calculating its own BPDU to transmit, and may stimulate that transmission. The Con- .
figuration BPDU, which is conveyed between the Bridge Ports attached to a single LAN, is distinguished
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from the notion of a Configuration Message, which expresses the propagation of the information carried
throughout the Bridged Local Area Network.

Each Configuration BPDU contains, among other parameters, the unique identifier of the Bridge that
the transmitting Bridge believes to be the Root, the cost of the path to the Root from the transmitting Port,
the identifier of the transmitting Bridge, and the identifier of the transmitting Port. This information is
sufficient to allow a receiving Bridge to determine whether the transmitting Port has a better claim to be
the Designated Port on the LAN on which the Configuration BPDU was received than the Port currently
believed to be the Des1gnated Port, and to determine whether the receiving Port should become the Root
Port for the Bridge if it is not already.

Timely propagation throughout the Bridged Local Area Network of the necessary information to allow all-
Bridge Ports to determine their state (blocking or forwarding) is achieved through three basic mechanisms:

(1) ABridge that believes itself to be the Root (all Bridges start by believing themselves to be the Root

until they discover otherwise); ongmates Configuration Messages (by transmitting Configuration
BPDUs) on all the LANSs to which it is attached, at regular intervals.

(2) A|Bridge that receives a Configuration BPDU on what it decides is its Root Port conyeying better
information (i.e., highest priority Root Identifier, lowest Root Path Cost, highest priogity transmit-

tihg Bridge and Port), passes that information on to all the LANs for which’it believes itself to be

. the Designated Port.
(3) AlBridge that receives inferior information on a Port it considers to-be the Designatefl Port on the
to which it is attached, transmits its own information in reply for all other Bridges attached to

that LAN to hear.

Hence| Spanning Tree paths to the Bridge with hlghest priority - Root Identifier are quickly learned
through¢ut the Bridged Local Area Network, with inferior information about other potential roots and
paths being contradicted.

4.3.3 Reconfiguration. To allow for reconfiguration of)the Bridged Local Area Network when compo-
nents are removed or when management changes are made to parameters determining the|topology, the
topology|information propagated throughout the Bridged Local Area Network has a limited lifetime. This
is effect¢d by transmitting the age of the information conveyed (the time elapsed since the Configuration
Message originated from the Root) in each Configuration BPDU. Every Bridge stores the information from
the Designated Port on each of the LANs to-which its Ports are connected, and monitors the age of that
information.

In normal stable operation, the regular transmission of Configuration Messages by the Roof ensures that
topology|information is not timed out.

If the Bridge times out the information held for a Port, it will attempt to become the Desigmated Port for
the LAN to which that Port is attdched, and will transmit protocol information received from the Root on
its Root Port on to that LAN.

If the Root Port of the Bridge is timed out, then another Port may be selected as the Root Port. The infor-
mation transmitted on LANSs for which the Bridge is the Designated Bridge will then be caldqulated on the
basis of Information received on the new Root Port.

If no rpcord of information from the current Root remains, then the Bridge will reconfigure by claiming to
be the Rpot itself. If the Root has indeed failed, other Bridges will also be timing out protoco] information;
information as to the best successor and the new topology will rapidly propagate throughout the Bridged
Local Area Network It is also posmble that the path to the current Root has changed perhaps by increas-
lng in cos and onfig g Brid ge hg med o Q oD d-more-recen lnformatlon
from the Root 1nfer10r since 1t had a hlgher Root Path Cost In thls latter case, neighboring Bridges will
immediately reply to BPDUs transmitted by the aspiring Root.

To ensure that all Bridges in the Bridged Local Area Network share a common understanding of when
old information should be timed out, the timeout value is transmitted in all Configuration Messages from
the Root. This value takes account of the propagation delays in transmitting and receiving BPDUs on each
of the LANs in the Bridged Local Area Network, and thus of propagation of protocol information down the
Spanning Tree. To minimize the probability of triggering reconfiguration through the loss of Configuration
Messages, it includes an additional multiple of the time interval at whlch these are transmitted by the
Root.
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4.3.4 Changing Port State. Since there are propagation delays in passing protocol information
throughout a Bridged Local Area Network, there cannot be a sharp transition from one active topology to
another. Topology changes may take place at different times in different parts of the Bridged Local Area
Network and to move a Bridge Port directly from non-participation in the active topology to the forwarding
state would be to risk having temporary data loops and the duplication and misordering of frames. It is
also desirable to allow other Bridges time to reply to inferior protocol information before starting to for-
ward frames.

Bridge Ports must therefore wait for new topology information to propagate throughout the Bridged
Local Area Network, and for the frame lifetime of any frames forwarded using the old active topology to
expire, before forwarding frames.

During this tlme it is also des1rable to tlme out statlon locatlon mformatlon in the Fllterlng Database
that may g A : ation infor-
mation in qrder to minimize the effect of 1n1t1al ﬂoodmg of frames when the Port enters a forwanding state.
When the glgorithm decides that a Port should be put into the Forwarding State, it is, therefore, first put
into a Listdning State where it waits for protocol information that suggests it should return to the Blocking
State, and|for the expiry of a protocol timer that would move it into a Learning State. In the Learning
State, it stjll blocks the forwarding of frames, but learned station location information is inclxed by the
Learning Hrocess in the Filtering Database. Finally the expiry of a protocol timer moves it info the For-
warding State where both forwarding of relayed frames and learning of station location information are
enabled. ‘ '

Figure 4-3 shows the transitions between the Port States.

Disabled

W1 4@
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LiStening
- (3 (5)
Q) — Ve

Blocking

Learning

_——
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A
——
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S’ /
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Forwarding
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(1) Port enabled, by management.or initialization
(2) Port disabled, by management or failure

(8) Algorithm selects as Designated or Root Port

(4) Algorithm selects as not Designated or Root Port
(5) Protocol timer expiry (Forwarding Timer)

Fig 4-3
Port States
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4.3.5 Notifying Topology Changes. In normal stable operation, station location information in the Fil-
tering Database need only change as a consequence of the physical relocation of stations. It may, therefore,
be desirable to employ a long ageing time for entries in the Filtering Database, especially as many end sta-
tions transmit frames following power-up after relocation which would cause station location information
to be relearned.

‘However, when the active topology of a Bridged Local Area Network reconfigures, end stations may
appear to move from the point of view of a Bridge in the network. This is true even if the states of the Ports
on that Bridge have not changed. It is necessary for station location to be relearned following a change in
the active topology, even if only part of the Bridged Local Area Network has reconfigured.

The Spanning Tree Algorithm and Protocol provide procedures for a Bridge which detects a change in
active topology to notify the Root of the change reliably, and for the Root subsequently to communicate the
change to all the Bridges. The Bridges then use a short value to ageout dynamic entries in the Fitering
Database for a period.

When a|Bridge that is not the Root changes the active topology of the Bridged Local Area Network, it
transmits ja Topology Change Notification BPDU on the LAN to which its Root Port is attached.|This trans-
mission if repeated until the Bridge receives an acknowledgment from the Designdted Bridge for that
LAN. The|acknowledgment is carried in a Configuration BPDU, thus the notification will eventually be
acknowledged or further reconfiguration will take place. The Designated Bridge passes the notification to,
or towards, the Root using the same procedure.

If the Reot receives such a notification, or changes the topology itself, it will. set a Topology Chiange flag in
all Configyiration Messages transmitted for some time. This time is such-that all Bridges will receive one or
more of the Configuration Messages, or further reconfiguration will-take place. While this|flag is set,
Bridges uge the value of Forwarding Delay (the time interval spent in each of the Listening anjd Learning
States) to pge out dynamic entries. When the flag is reset again, Bridges revert to using the Filtering Data-
base Ageing Time.

4.4 Port $tates. The operation of an individual Bridge Port is described in terms of the State of the Port
- and the Processes (3.3) that provide and support the functions necessary for the operation of the Bridge
3.1).

The State of each Port governs the processing of frames received from the individual MAC Entity associ-
ated with the Port (3.5), the submission of frames to the MAC Entity for transmission (3.6), and the possi-
ble inclusion of the Port in the active topology of the Bridged Local Area Network.

The operation of the Spanning Tree Algorithm and Protocol serves to maintain and change the State of
each Port jn order to meet the requirements placed on the algorithm (4.1). The possible Port States and the
associated rules relating to the proeessing of frames are particular to this algorithm and Bridge Protocol.

The follpwing are specified below for each of the five States—Blocking, Listening, Learmng, orwarding,

The purpose of the State.

ether the Forwarding Process (3.7) discards received frames.

ether the Forwarding Process (3.7) submits forwarded frames for transmission.
Ho the Learning Process (3.8) processes received frames.

etherthe Bridge Protocol Entity (8.10) includes the Port in its computation of the actjve topology.
(6) Under which conditions a Port enters and leaves the State.

4.4.1 Blocking. A Port in this State does not participate in frame relay, thus preventing frame duplica-
tion arising through multiple paths existing in the active topology of the Bridged Local Area Network.

The Forwarding Process shall discard received frames. It shall not submit forwarded frames for trans-
mission. The Learning Process shall not add station location information to the Filtering Database.

The Bridge Protocol Entity shall include the Port in its computation of the active topology BPDUs
received shall be processed as required by the Spanning Tree Algorithm and Protocol.

This State is entered following initialization of the Bridge or from the Disabled State when the Port is
enabled through the operation of management. This State may be entered from the Listening, Learning, or
Forwarding States through the operation of the Spanning Tree Algorithm and Protocol. A Port enters the
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Blocking State because it has received information that another Bridge is the Designated Bridge for the
LAN to which the Port is attached.

This State may be left upon expiry of a protocol timer or receipt of a Configuration BPDU on this or
another Port, and the Listening State entered, through the operation of the Spanning Tree Algorithm and
Protocol. This State may be left, and the Disabled State entered, through management action.

4.4.2 Listening. A Port in this State is preparing to participate in frame relay. Frame relay is tempo-
rarily disabled in order to prevent temporary loops, which may occur in a Bridged Local Area Network dur-
ing the lifetime of this State as the active topology of the Bridged Local Area Network changes. Learning is
disabled since changes in active topology may lead to the information acquired being incorrect when the

active topology becomes stable.

The Forwarding Process shall discard received frames. It shall not submit forwarded frames for trans-

mission. The Learning Process shall not add station location information to the Filtering Dat
The Bridge Protocol Entity shall include the Port in its computation of the active top

¥

ase.

ology. BPDUs

received ghall be processed as required by the Spanning Tree Algorithm and Protocol. BPDU§ can be sub-

mitted for transmission.

This Stiate is entered from the Blocking State when the operation of the Spanning Tree Al

Protocol determines that the Port should participate in frame relay.
This Stjate may be left upon the expiry of a protocol timer, and the Learning State entered,

operation| of the Spanning Tree Algorithm and Protocol. This State may be left upon receiptl.

Protocol Pata Unit on this or another Port, and the Blocking State entered, through the ope
Spanning Tree Algorithm and Protocol. This State may be left, and-the Disabled or the Bl
entered, through management action.
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This State is entered from the Listening State through the operation of the Spanning Tree Algorithm and

Protocol, on the expiry of a protocol timer.

~ This State may be left upon the expiry of a protocol timer, and the Forwarding State ent
the operation of the Spanning Tree Algorithm and Protocol. This State may be left upon recei
Protocol Data Unit on.this or another Port, and the Blocking State entered, through the ope
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4.4.4 Forwarding. A Port in this State is participating in frame relay.

;ﬁed, through

of a Bridge
ration of the
beking State

arding Process can forward received frames. It can submit forwarded frames for t:

ransmission.

The Learning Process shall incorporate station location information into the Filtering Database.
The Bridge Protocol Entity shall include the Port in its computation of the active topology. BPDUs
received shall be processed as required by the Spanning Tree Algorithm and Protocol. BPDUSs can be sub-

mitted for transmission.

This State is entered from the Learning State through the operation of the Spanning Tree Algorithm and

Protocol, on the expiry of a protocol timer.

This State may be left upon receipt of a Bridge Protocol Data Unit on this or another Port, and the Block-
ing State entered, through the operation of the Spanning Tree Algorithm and Protocol. This State may be

left, and the Disabled or the Blocking State entered, through management action.
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4.4.5 Disabled. A Port in this State does not participate in frame relay or the operation of the Spanning
Tree Algorithm and Protocol.

The Forwarding Process shall discard received frames. It shall not submit forwarded frames for trans-
mission. The Learning Process shall not mcorporate station location information into the Filtering Data-
base.

The Bridge Protocol Entity shall not include the Port in its computation of the active topology. BPDUs
received shall not be processed by the Spanning Tree Algorithm and Protocol. BPDUs shall not be submit-
ted for transmission.

This State is entered from any other State by the operation of management.

This State is left when the Port is enabled by management action, and the Blocking State is entered.

4.5 Protocol Parameters and Timers. Information is transferred between the Protocol Entities of indi-
vidual Briglges by the exchange of Bridge Protocol Data Units. This section specifies the parateters con-
veyed in tHe two types of BPDU specified: Configuration BPDUs and Topology Change Notification BPDUs.
The encoding of these parameters and additional information elements are specified in Section §.

Each Bridge Protocol Entity maintains a number of parameters and timers independently of the individ-
ual Ports, and a number of timers and parameters for each Port. This section specifies those garameters,
their use, and under what conditions they are updated.

4.5.1 Configuration BPDU Parameters

4.5.1.1 Root Identifier. The unique Bridge Identifier of the Bridge assumed to be the Root by the
Bridge trapsmitting the Configuration BPDU.
This parameter is conveyed to enable all Bridges to agree on the Root.

4.5.1.2 Root Path Cost. The Cost of the path to the Root Bridge denoted by the Root Identifier from

the transmitting Bridge.

This parfameter is conveyed to enable a Bridge to decide which of the Bridges attached to T’ne LAN on
which the Configuration BPDU has been received offers the lowest Cost path to the Root for that LAN.

4.5.1.
BPDU.
This pajameter is conveyed to enable a‘Bridge to
(1) Dedide, in the case of a LAN. to,which two or more Bridges are attached, which offer|equal Cost
paths to the Root, which of the Bridges should be selected as the Designated Bridge for that LAN.
(2) Detlect the case where two or more Ports on the same Bridge are attached to the same ,i.e., are
in direct communication'\through a path of Bridged Local Area Network components nope of which
operate the Spanning Tree Algorithm and Protocol.

Bridge Identifier. The unique Bridge Identifier of the Bridge transmitting the Configuration

4.5.1.4 Port Identifier. The Port Identifier of the Port on the transmitting Bridge through which the
Configuration BPDU was transmitted. This identifier uniquely identifies a Port on that Bridge.
This panameter-is conveyed to enable a Bridge to decide, in the case of a LAN to which two or/more Ports
on the same Bridge are attached, which Ports are so attached.

4.5.1.5 Message Age. The age of the Configuration Message, being the time since the generation of
the Configuration BPDU by the Root that instigated the generation of this Configuration BPDU.
This parameter is conveyed to enable a Bridge to dlscard information whose age exceeds Max Age (see
below). :

4.5.1.6 Max Age. A timeout value to be used by all Bridges in the Brldged Local Area Network. The
value of Max Age is set by the Root.
This parameter is conveyed to ensure that each Bridge in a Bridged Local Area Network has a consistent
value against which to test the age of stored configuration information. :
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4.5.1.7 Hello Time. The time interval between the generation of Configuration BPDUSs by the Root.

This parameter is not directly used by the Spanning Tree Algorithm but is conveyed in Configuration
BPDUs to facilitate the monitoring of protocol performance by management functions.

4.5.1.8 Forward Delay. A timeout value to be used by all Bridges in the Bridged Local Area Network.
The value of Forward Delay is set by the Root.

This parameter is conveyed to ensure that each Bridge in a Brldged Local Area Network uses a consis-
tent value for the Forward Delay Timer when transferring the State of a Port to the Forwarding State.
This parameter is also used as the timeout value for ageing Filtering Database dynamic entries following
changes in active topology.

. ange A A fla; a Bridge which is the Designated Bridge
for a LAN and which is transmlttmg a Conﬁguratlon BPDU in response to a received Topol gy Change
Notificatiqgn BPDU.

This patameter is conveyed to allow a reliable acknowledged protocol to operate for thé" purpdse of notify-
ing the Ropt of changes in active topology.

4.5.1.10 Topology Change. A flag set by the Root in all Configuration' BPDUs transtpitted for a
period of time following the notification or detection of a topology change.
This parameter is conveyed to notify Bridges throughout the Bridged Local Area Network that there has
been a chqnge in active topology in part of the Bridged Local Area Network and that the Filtering Database
should age out entries more quickly in order to limit the effects of Temporary isolation of gnd systems
attached tp the Bridged Local Area Network brought about by the use of incorrect information i the Filter-
ing Database.

The valye of the ageing time applied to dynamic entries in the Filtering Database becomes equal to that
of the valiie of the Forward Delay time parameter held for the Bridge; i.e., after Forward Delpy time has
elapsed while the Topology Change flag is set in all Configuration Messages received from th¢ Root, then
the only dynamic entries remaining in the Filtering Database are those that have been created or updated
during that period.

4.5.2 ology Change Notification BPDU Parameters. No parameters are conveyed ir} a Topology
Change Nptification BPDU.

4.5.3 Bridge Parameters

4.5.3.1 Designated Root:The unique Bridge Identifier of the Bridge assumed to be the Rpot.

This parameter is used as the value of the Root Identifier parameter in all Configuration BRDUs trans-
mitted by the Bridge.

4.5.3.2 Root Path-Cost. The Cost of the path to the Root from this Bridge. It is equal to the sum of the
values of the Designated Cost and Path Cost parameters held for the Root Port. When the Bridge is the
Root this parameter has the value zero.

This parameter is used
(1) To test The value of the Root Path Cost parameter conveyed in received Configuration BPDUs.

(2) As the value of the Root Path Cost parameter offered in all Configuration BPDUs transmitted by
the Bridge. : ,

4.5.3.3 Root Port. The Port Identifier of the Port that offers the lowest cost path to the Root, i.e., that
Port for which the sum of the values of the Designated Cost and Path Cost parameters held for the Port is
the lowest.

If two or more Ports offer equal least cost paths to the Root, the Root Port is selected to be that w1th the
highest priority Bridge Identifier held as the Designated Bridge Parameter for that Port.
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If two or more Ports offer equal least cost paths to the Root and hold the same Designated Bridge param-
eter values, then the Root Port is selected to be that with the highest priority Designated Port held for that

Port.

Finally, if two or more ports offer equal least cost paths to the Root and hold the same Designated Brldge
and Designated Port parameter values, then the Root Port is selected to be that with the highest priority

Port Identifier. The Port Identifiers for different Ports on the same Bridge are guaranteed to
and thus enforce a tie-breaker.

be different

This parameter is used to identify the Port through which the path to the Root is estabhshed It is not

significant when the Bridge is the Root, and is set to zero.

4.5.3.4 Max Age. The maximum age of received protocol information before it is discarded.

4.5.3.5 Hello Time. The time interval between the transmission of Configuration BPDUs
that is attpmpting to become the Root or is the Root.

Change flag is set in protocol messages received from the Root.

4.5.3.
value of
(1) The Bridge Identifier parameter in all Configuration BPDUs transmitted by the Bridge
(2) The Bridge’s Designated Root when the Bridge is the Root, or when the Bridge attemp
thd Root, following expiry of all information concerning’the current Root, or following
actjon.
This parameter comprises two parts, one of which is derived from the unique Bridge Address

Bridge Identifier. The unique Bridge Identifier of the Bridge. This parameter is

assures the uniqueness of the Bridge Identifier in-the Bridged Local Area Network, the oth
allows the adjustment of the priority of the Bridge Identifier and is taken as the more signifi

priority cqmparisons. The priority part of this parameter may be updated by management acti

Bridge Max Age. The value of the Max Age parameter when the Bridge is th
to become the Root.

This parameter may be updated by management action.

Bridge Hello Time. The value of the Hello Time parameter when the Bridge is t
to become the Root.

ForWard Delay. The time spent in the Listening State while moving from, the Blg

by a Bridge

cking State

spent in the Learning State while moving from the Listening State t6.the Forwarding State.
The valjue used for the ageing time of dynamic entries in the Filtering Database while t

he Topology
used as the

s to become
anagement

(3.12.5) and
er of which
pant part in
bn.

b Root or is

e Root or is

4.5.3.
attempti
The time interval between transmissions of Topology Change Notification BPDUs towarfls the Root

when the
attached gf a topology-change.
This parameter'may be updated by management action.

4.5.3.
Root oris Roaot

Bridge is attempting to notify the Designated Bridge on the LAN to which its Root Port ls

10 Brldge Forward Delay. The value of the Forward Delay parameter when the Bridge is the

This parameter may be updated by management action.

4.5.3.11 Topology Change Detected. A Boolean parameter set True to record a topology
has been detected by or notified to the Bridge.
This parameter is used

change that

(1) To stimulate regular transmissions, at intervals determined by the Bridge Hello Time, of a Topology

Change Notification BPDU towards the Root where the Bridge itself is not the Root.

(2) If True, to set the value of the Topology Change parameter for the Bridge True if the Bridge is, or

becomes, the Root.
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4.5.3.12 Topology Change. A Boolean parameter set to record the value of the Topology Change flag
in Configuration BPDUs to be transmitted by the Bridge on LANSs for which the Bridge is the Designated
Bridge.

If the value of this parameter is True, the timeout value of the Filtering Database ageing timer is equal
to the value of the Forward Delay parameter. Dynamic entries whose age is greater than this value are
removed from the Filtering Database.

If the value of this parameter is False, the timeout value of the Filtering Database ageing timer is equal
to the value of the Ageing Time. Ageing Time may be set by management (Section 6).

4.5.3.13 Topology Change Time. The time period for which Bridge Protocol Data Units are transmit- ‘

ted with the Topology Change flag set by the Bridge when it is the Root following the detection of a topology
change.
This value of this parameter is equal to the sum of the Bridge’s Bridge Max Age and Bridge Forward
Delay parjameters. Either of these parameters may be updated by management action.

4.5.3J14 Hold Time. This parameter speclﬁes the minimum time period elapsing/between the trans-

mission of Configuration BPDUs through a given Bridge Port. No more than two,Configuration BPDUs
shall be tfansmitted in any Hold Time time period.

This pafameter is a fixed parameter of the Bridge. Its value is specified i in Table 4-3.

4.5.4 Bridge Timers

4.5.4{1 Hello Timer. This timer serves to ensure periodic transmlssmn of Configuration BPDUs by the
Bridge when it is, or is attempting to become, the Root.
The timeout value of the timer is determined by the Bridge’s Bridge Hello Time parameter.

4.5.4{2 Topology Change Notification Timer, This timer serves to ensure that the| Designated
Bridge onthe LAN to which the Bridge’s Root Port is-attached is notified of any detected topology change.
The timeout value of the timer is determined bythe Bridge’s Bridge Hello Time parameter.

4.5.4{3 Topology Change Timer. This timer serves to determine the time period for which Configura-
tion BPDUs are transmitted with the Topology Change flag set by the Bridge when it is the Root following
the detection of a topology change.
The timjeout value of the timer is determined by the Bridge’s Topology Change Time parameter.

4.5.5 Pprt Parameters

4.5.5/1 Port Identifier. The Port Identifier of the associated Port. ‘
This pgrameter is used as the value of the Port Identifier parameter of all Configuration BPDUs trans-
mitted on| the associated Port. ,
This parameter comprises two parts. One part bears a fixed relationship to the physical Porfs supported
by the repl world equlpment Ports are identified by small integers from one upwards. Thig part of the
parameter assures the umqueness of the Port Identlﬁer among the Ports of a single Bridge. T e other part
of the pa
in priority comparisons. The priority part of this parameter may be updated by management action.

4.5.5.2 State. The current State of the Port (i.e., Disabled, Listening, Learning, Forwarding, or
Blocking).

This parameter is used to control the acceptance of frames from the MAC Entity assoclated with the Port
by the Forwarding and Learning Processes, the forwarding of frames by the Forwardlng Process to that
MAC Entity, and the transmission and reception of BPDUs (4.4).

This parameter is updated by the action of the protocol.

This parameter may also be updated by management action.
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4.5.5.3 Path Cost. The contribution of the path through this Port, when the Port is the Root Port, to

the total cost of the path to the Root for this Bridge.

This parameter is used, added to the value of the Designated Cost parameter for the Root Port, as the
value of the Root Path Cost parameter offered in all Configuration BPDUs transmitted by the Bridge,

when it is not the Root.
This parameter may be updated by management action.

4.5.5.4 Designated Root. The unique Bridge Identifier of the Bridge recorded as the Root i

n the Root

Identifier parameter of Configuration BPDUs transmitted by the Des1gnated Bridge for the LAN to which

the Port is attached.

This parameter is used to test the value of the Root Identifier parameter conveyed in received
tion BPDUs.

Configura-

4.5.5.5 Designated Cost. The cost of the path to the Root offered by the Designated Port on the LAN

to which thiis Port is attached.

This pargmeter is used to test the value of the Root Path Cost parameter conveyed inTeceived
tion BPDUp.

4.5.5.6| Designated Bridge. The uniqoe Bridge Identifier of the Bridge believed to be the ]

Bridge for the LAN associated with the Port.
This pargmeter is used

(1) Toggther with the Designated Port and Port Identifier parameters for the Port to ascerta
this|Port should be the Designated Port for the LAN to which'it is attached.

(2) To test the value of the Bridge Identifier parameter convéyed in received Conﬁguration B

Configura-

Designated

n whether

PDUs.

4.5.5.7 Designated Port. The Port Identifier of the Bridge Port believed to be the Designated Port for

the LAN agsociated with the Port.
 This parameter is used
(1) Toggther with the Designated Bridge and“Port Identifier parameters for the Port tg
whether this Port should be the Designated Port for the LAN to which it is attached.
(2) By management to determine the topology of the Bridged Local Area Network.

4.5.5.8

the next Cq
This p
received

Topology Change Acknowledge. The value of the Topology Change Acknowledgir
nfiguration BPDU to be transmitted on the associated Port.

ology Change Notification BPDU.

4.5.5.9
should be t|
This par,
BPDUs are

ransmitted on expiry of the Hold Timer for the associated Port.
hmeter is-used, in conjunction with the Hold Timer for the Port, to ensure that Co
not transmitted too frequently, but that up-to-date information is transmitted.

4.5.6 Port Timers

ascertain

ent flag in

ﬁmeter is used to record the need to set the Topology Change Acknowledgmeht flag in reply to a

Configuration Pending. A Boolean parameter set to record that a Configuration BPDU

figuration

4.5.6.1 Message Age Timer. This timer serves to measure the age of the received protocol information
recorded for a Port, and to ensure that this information is discarded when its age exceeds the value of the

Max Age parameter recorded by the Bridge.
The timeout value of the timer is that of the Bridge’s Max Age parameter.

4.5.6.2 Forward Delay Timer. This timer serves to momtor the time spent by a Port in the Listening

and Learning States.
The timeout value of the timer is that of the Bridge’s Forward Delay parameter.
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4.5.6.3 Hold Tlmer. This timer serves to ensure that Configuration BPDUs are not transmitted too

frequently through any Bridge Port.
The timeout value of the timer is that of the Hold Time for the Bridge.

4.6 Elements of Procedure

4.6.1 Transmit Configuration BPDU

4.6.1.1 Purpose. To convey knowledge of the Designated Root, Root Path Coet, Designated Bridge,

Designated Port, and the values of protocol timers to other Bridge Ports attached to the same
Port on which the Configuration BPDU is transmitted.

LAN as the

4.6.1]2 Use

4.6.1.2.1 As part of the Conﬁguratioh BPDU Generation procedure (4.6.4).

hall be set.

1.3.2 Otherwise, if the Hold Timer is not-active, a Configuration BPDU shall be
through the selected Port within a time maximum ' BPDU transmission delay (as specified in
any invo
(1) - The Configuration BPDU Root Identifier parameter shall be set to the value of the Desj
parameter held by the Bridge.
(2) The Configuration BPDU Root-Path Cost parameter shall be set to the value of the Ro
parameter held by the Bridge.
(3) The Configuration BPDU Bridge Identifier parameter shall be set to the value of the B
fier parameter held by.the Bridge.
(4) The Configuration BPDU Port Identifier parameter shall be set to the value of the Pq

parameter held for the Bridge Port through which the Configuration BPDU is transmit

tion of this procedure. The Configuration BPDU shall have parameters set as follows:

Pending flag

1.3.1 If the Hold Timer for the Port is active then the Conﬁguratlon Pending flag parameter for

4.10.2) after

gnated Root

ridge Identi-

rt Identifier
ted.

(5) 1If the Bridge-has been selected as the Root, i.e., if the values of the Designated Root and Bridge

Idé¢ntifier parameters held by the Bridge are the same, the Message Age parameter of
ration BPDU shall be set to zero.
(6) Otherwise, the value of the Message Age parameter shall be set such that the transmit]

the Configu-

ted Configu-

ration/ BPDU does not convey an underestimate of the age of the Protocol Message rec

pived on the

Root Port; 1.e., the value transmitted shall be no less than that recorded by the Message Age Timer
for that Port, shall be greater than the value received, and will incorporate any transmission delay:
The value of the parameter shall not exceed its true value by more than the maximum Message Age

increment overestimate as specified in 4.10.2.

(7) The Max Age, Hello Time, and Forward Delay parameters of the Configuration BPDU shall be set to
the values of the Max Age, Hello Time, and Forward Delay parameters held for the Bridge.

(8) The Configuration BPDU Topology Change Acknowledgment flag parameter shall b

e set to the

value of the Topology Change Acknowledge flag parameter for the Port. The Topology Change

Acknowledge parameter is reset.
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(9) The Configuration BPDU Topology Change flag parameter shall be set to the value of the Topology
Change flag parameter for the Bridge.

(10) The
(11) The

Configuration Pending flag parameter for the Port is reset.
Hold Timer for the Port is started.

4.6.2 Record Configuration Information

4.6.2.1 Purpose. To record, for a Port, protocol parameters conveyed by a Conﬁguratlon BPDU
received on that Port.

4.6.2.2 Use. Following the receipt of a Configuration BPDU conveying protocol mformatmn that super-

sedes that

4.6.‘
nated Root]

4‘6.2-
than that necorded as the Designated Cost for the Port, or

4.6.2-
fier denoteg a Bridge of higher priority than that recorded as the Designated Bridge for the Port

4.6.2
fier is the fame as that recorded as the Designated Bridge for the Port, and either

. (1) The
(2) The

4.6.2.3 Procedure

4‘6'2 y

ters held fo
Identifier g

4.6.2
parameter

4.6.3 Re

4.6.3.
parameter

already held ie. if

2.1 The Root Identifier denotes a Bridge of higher priority than that recorded-as
L or

.2.2 The Root Identifier is the same as the Designated Root, and the Root Path Cq

the Desig-

st is lower

2.3 The Root Identifier and Root Path Cost are as recorded for thé Port, and the Bridge Identi-
, or

2.4 The Root Identifier and Root Path Cost are as recorded for the Port, and the Bridge Identi-

Bridge receiving the BPDU is not the Designated Bridge for the Port, or

r the Port are set to the values of the Root Identifier, Root Path Cost, Bridge Identifie
arameters conveyed in the received Conﬁguratmn BPDU.

.3.2 The Message Age Timer for the Port is started, to run from the value of the M|
conveyed in the received-Configuration BPDU.

cord Conﬁguration Timeout Values

Purpose. To update the Max Age, Hello Time, Forward Delay, and Topology C
to the latest values received from the Root.

4.6.3.

Configuratjon‘Information procedure (4.6.2.2).

Use. Following receipt of a Conﬁguration BPDU on the Root Port which invokes

Port Identifier denotes a Port of priority not less than that recorded as the Designated Port.

.3.1 The Designated Root, Designated Cost, Designated Bridge, and Designated Port parame-

r, and Port

pssage Age

hange flag

the Record

4.6.3.3 Procedure. The Max Age, Hello Time, Forward Delay, and Topology Change pafameters held
by the Bridge are set to the values conveyed in the received Configuration BPDU.

- 4.64 Configuration BPDU Generation

4.6.4.1 Purpose. To convey to Bridges attached to each LAN for which the Bridge is Designated
Bridge knowledge of the Designated Root, Root Path Cost, Designated Bridge, Des1gnated Port, and the
values of protocol timers.
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4.6.4.2.1 Following receipt of a Configuration BPDU on the Root Port which invokes the Record Con-

figuration Information procedure (4.6.2.2).

4.6.4.2.2 Following expiry of the Hello Timer.

4.6.4.2.3 Following selection of the Bridge as the Designated Root by the Conﬁguratlon Update pro-

cedure on expiry of a Message Age Timer for a Bridge Port.

4.6.4.2.4 Following selection of the Bridge as the Designated Root by management action.

4.6.4.3 Procedure. For each Port that is the Designated Port for the LAN to which it i§’attached (i.e.,
the value of the Designated Bridge and Designated Port parameters held for the Port are-the same as that
of the Bridge Identifier and the Port Identifier for that Port, respectively, which is @oet in the Disabled
State), the Transmit Configuration BPDU procedure (4.6.1) is used. ‘

4.6.5 Reply to Configuration BPDU
4.6.5.1 Purpose. To estabhsh the De31gnated Bridge and Desighated Port for a LAN intheg .aLse where

the current Root have not been received by the transmlttlng Bridge, either due tg
newly established or to BPDU loss and subsequentcexpiry of a Message Age Timer.

LAN to wh|
the conditi

ch it is attached, which does not update the information held for that Port, i.e., does
ns (4.6.2.2) for the use of the Record Configuration Information procedure.

Procedure. The Transmit Configuration BPDU procedure (4.6.1) is used for the Pox
ration BPDU was received.

4.6.5.
the Confi

4.6.6 Trgnsmit Topology Change Notification BPDU

has been d

tected by the transmitting Bridge. Eventually this will result in the Root being not]
topology ¢ ‘

ange.
4.6.6.2 Use

4.6.6.2.1 Following the detection or receipt of notification of a topology change by a Bridge
the Root.

that Root

not satisfy

4.6.5.1Use. Following receipt of a Configuration BPDU on a Port which is the Designated Port for the

t on which

ified of the

4.6.6.}Purpose. To notify the Bridge on the path towards the Root that an extension of the topology

that is not

4.6.6.2.2 Following expiry of the Topology Change Notification Timer.

4.6.6.3 Procedure. A Topology Change Notification BPDU shall be transmitted through the Root Port

within a time of maximum BPDU transmission delay (4.10.2).

4.6.7 Configuration Update

4.6.7.1 Purpose. To update the configuration information held by the Bridge and the Bridge Ports.
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4.6.7.2 Use

4.6.7.2.1 Following receipt of a Configuration BPDU which invokes the Record Configuration Infor-
mation procedure (4.6.2.2).

4.6.7.2.2 Following a Port becoming the Designated Port for the LAN to which it is attached on
expiry of the Message Age Timer for that Port. , '

4.6.7.2.3 Following a change in Port State through management action.

4.6.7.3 Procedure

4.6.t:3.1 The procedure for Root Selection (4.6.8) shall be used to select the Designated Rpot and the
- Root Port, and to calculate the Root Path Cost for this Bridge.

4.6.7.3.2 The procedure for Designated Port Selection (4.6.9) shall be used to determine far each Port
whether tHe Port should become the Designated Port for the LAN to which it is attached.

4.6.8 Root Selection

4.6.8.1 Purpose. To select the Designated Root and the Root Port;-and to calculate the Root Path Cost
for this Bridge. ‘

4.6.8.2 Use. This procedure is used by the Configuration Update procedure (4.6.7).

4.6.8.3 Procedure

4.6.8.3.1 The Root Port is set to identify the Port'that, among those that are not the Designated Port
for the to which they are attached, are not Disabled, and have a Designated Root parametér of higher
priority than the Bridge’s Bridge Identifier; , :
(1) Haq the highest priority Root associated with it, i.e., recorded as the Designated Root for{the Port.
(2) Of two or more Ports with the highest priority Designated Root parameter, has the lowest Root Path
Cost associated with it, i.e., the:lowest sum of the Designated Cost and Path Cost parameters for
any|Port, or
(3) Of two or more Ports with the'highest priority Designated Root parameter and lowest value of asso-
ciated Root Path Cost, has the highest priority Bridge Identifier recorded as the Designgted Bridge
for the LAN to which(the Port is attached, or

(4) Of two or more Ports' with the highest priority Designated Root parameter, lowest valu of associ-

(6) Of

Root Path Cest, and highest priority Designated Bridge, has the highest priority Port Identifier
ded as the Designated Port for the LAN to which the Port is attached, or

o or;nore Ports with the highest priority Designated Root parameter, lowest valup of associ-
Root Path Cost, and highest priority Designated Bridge and Designated Port, has the highest

- priority Port Identifier.

4.6.8.3.2 If there is no such Port, the value of the Root Port parameter is set to zero, and
(1) The Designated Root parameter held by the Bridge is set to the Bridge Identifier parameter held for

the

Bridge, and

(2) The value of the Root Path Cost parameter held by the Bridge is set to zero.

4.6.8.3.3 Otherwise, i.e,, if one of the Bridge Ports has been identified as the Root Port, then
(1) The Designated Root parameter held by the Bridge is set to the Designated Root parameter held for

the

Root Port, and
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(2) 'The value of the Root Path Cost parameter held by the Bridge is set to the value of the Root Path
Cost parameter associated with the Root Port, i.e., the sum of the values of the Path Cost and the
‘Designated Cost parameters recorded for the Root Port. ‘
4.6.9 Designated Port Selection |

4.6.9.1 Purpose. To determine, for each Port, whéther the Port should be they Designated Port for the
LAN to which it is attached.

4.6.9.2 Use. As part of the Configuration Update procedure (4.6.7).

4.6.9.3 Procedure. The procedure to Become Designated Port (4.6.10) shall be invoked for each Port

that

4.4.9.3.1 Has already been selected as the Designated Pdrt for the LAN to which.it'is attached, i.e.,‘
the value of the Designated Bridge and Designated Port parameters held for the Port)are the same as that
of the Bridge Identifier and the Port Identifier for that Port respectively, or for which

4.6.9.8.2 The Designated Root parameter recorded for the Bridge differs from that recgrded for the
Port (note that this procedure follows root selection), or

4.6.9.3.3 The Bridge offers a Path of lower Cost to the Root for the LAN to which the Port is
attached)i.e., the Root Path Cost recorded by the Bridge is less than the Designated Cost recgrded for the
Port, or

4.6.9.3.4 The Bridge offers a Path of equal Cost £0 the Root, and the Bridge’s Bridge Identifier
denotes 4 Bridge of higher priority than that recorded as'the Designated Bridge for that Port, or

4.6.9.3.5 The Bridge offers a Path of equal Cost to the Root, and the Bridge is the Desighated Bridge
for'the to which the Port is attached, and the Port Identifier of the Port is of higher priorjty than that
recorded [as the Designated Port.

4.6.10 Become Designated Port
4.6.10.1 Purpose. Given that a Port is to be the Designated Port on the LAN to which it i attached, to

assign agpropriate values to those Port parameters that determine the active topology of the Bridged Local
Area Network.

4.6.10.2 Use
4.6.10.2.1 Following expiry of thé Message Age Timer for the Port.

4.6.10.2.2 Following selection of the Port as the Designated Port for the LAN to which it is attached
by the Dé¢signated Port Selection procedure (4.6.9) as part of the Configuration Update proced[.xre (4.6.7).

4.6.10.2.3 Following a change of Port State through management action (4.8.1, 4.8.2, 4.8.3,4.8.5).
4.6.10.3 Procedure

4.6.10.3.1 The Designated Root parameter held for the Port is set to the value of the Designated
Root parameter held by the Bridge.

4.6.10.3.2 The Designated Cost parameter held for the Port is set to the value of the Root Path Cost
held by the Bridge.
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4.6.10.3.3 The Designated Bridge parameter held for the Port is set to the Bridge Identifier of the
Bridge. :

4.6.10.3.4 The Designated Port parameter held for the Port is set to the Port Identifier of ‘the Port.
'4.6.11 Port State Selection

4.6.11.1 Purpose. To select the State of the Bridge’s Ports based upon updated configuration informa-

tion which indicates, for each Port, its part in the active topology of the Bridged Local Area Network, i.e.,
whether it should

(1) Be the Root Port for the Bridge.
(2) - Be a Designated Port.
(3) Be lbackup Port in a redundantly connected Bridged Local Area Network.

4.6.11.2 Use. Following use of the Configuration Update procedure after

4.6.11.2.1 Receipt of a Configuration BPDU conveying information that supersedes that rpcorded for
a Port. ‘ ,

4.6.11.2.2 The expiry of the Message Age timer for a Port, which causes'that Port to become the Des-
ignated Port for the LAN to which it is attached.

Designated Bridge parameter for the Portis the same as the Bridge Identifier parameter Held by the
Bridge, and the Designated Port and Port Identifier parameters held for the Port are the same apd the Port

4.6.

Port, then
(1) Th
the

(2) The procedure to Make Blocking (4.6.13) is used.

1.3.8 Otherwiseg, if the Port is to be a backup Port, i.e., is neither the Root Port or a Designated

Configuration Pending flag parameter and Topology Change Acknowledge flag patameter for

4.6.12

4.6.12.1 Purpose. To permit a Port to participate in frame relay, following a suitable interval which
ensures that temporary loops in the Bridged Local Area Network do not cause duplication of frames.

4.6.12.2 Use. As part of the Port State Selection procedure (4.6.11).
4.6.12.3 Procedure. If the Port State is Blocking, then

4.6.12.8.1 The Port State is set to Listening, and
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4.6.12.3.2 The Forward Delay Timer for the Port is started.
4.6.13 Make Blocking
| 4.6.13.1 Purpose. To terminate the participation of a Port in frame relay.
4.6.13.2. Use. As part of the Port State Selecfion procedure (4.‘6.11)f
4.6.13.3. Procedure. If the Port is not in the ‘D‘isabled or the Blocking State, then

4.6.13.3.1 If the Port is in the Forwarding or Learning State, the Topology Change Detection proce-
dure (4.6.14) is invoked.

4.6.]13.3.2 The Port State for the Port is set to Blocking.

4.6.13.3.3 The Forward Delay Timer for the Port is stopped.

4.6.14 Tppology Change Detection

4.6.14.1 Purpose. To record a topology change that has been detected by or notified to the Bridge. To
initiate action to communicate the fact that a topology change has been(detected to the Root.

4.6.14.2 Use

4.6.14.2.1 On recelpt of a Topology Change Notification BPDU on a Port that is the Des1gnated Port
for the to which it is attached.

4.2.2 When a Bridge Port is put into thé Forwarding State following the expiry of the Forward
r for the Port, provided that the Bridge is'the Designated Bridge for at least one of the LANs to

ing State.

4.6.14.2.4 When the Bridge becomes the Root.

4.6.14.3 Procedure

4.6.14.3.1 If the Bridge has been selected as the Root, i.e., the Designated Root and Bridge Identifier
parameters held for the Bridge are the same, then
(1) Thg Topology Change flag parameter held for the Bridge is set.
(2) Thg Topology Change Timer for the Bridge is started.

4.3.2 If the Bridge has not been selected as the Root and the Topology Change Détected flag
parameter held for the Bridge is not already set, then

(1) The Transmit Topology Change Notification BPDU procedure (4.6.6) is mvoked
(2) The Topology Change Notification Timer is started. .

4.6.14.3.3 The Topology Change Detected flag parameter for the Bridge is set.
4.6.15 Topology Change Acknowledged

4.6.15.1 Pui'pose. To terminate the transmission of Topology Change Notification BPDUs.

62


https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

MEDIA ACCESS CONTROL (MAC) BRIDGES

ISO/IEC 10038 : 1993
ANSI/IEEE Std 802.1D, 1993 Edition

4.6.15.2 Use. Following receipt of a Configuration BPDU with the Topology Change Acknowledgment
flag parameter set from the Designated Bridge for the LAN to which the Root Port is attached.

4.6.15.3 Procedure

4.6.

15.3.1 The Topology Change Detected flag parameter held for the Bridge is reset.

4.6.15.3.2 The Topology Change Notification Timer is stopped.

4.6.16 Acknowledge Topology Change

4.6.16.1 Purpose. To acknowledge the notification of a detected topology change by another Bridge.

4.6.16.2 Use. Following receipt of a Topology Change Notification BPDU on a Port which iL the Desig-

nated Port for the LAN to which it is attached.

4.6.1
4'6

4.6

4.7 Operation of the Protocol. A Bridge Protocol Entity shall

1) Co;
U

(2) Update stored protocol variables and timers;
(3) Chhnge the State of the Bridge Ports; ‘
following
(a)| The reception of Bridge Protocol Data Units;
(b)| The expiry of Bridge and Port Timers;
as required by the specification below (4.7.1,4.7.2, 4.7.3, 4.7.4, 4.7.5, 4.7.6, 4.7.7, 4.7.8). In
ambiguity, reference shall be made to the Procedural Model (4.9), which constitutes the defini
tion of the operation of the protocol.
This specification uses the Elements of Procedure of the Protocol described in 4.6, which, tak
with this subsection and the Protocol Parameters and Timers described in 4.5, provide an abst;

tion of th
maintena
mentation

procedurd.

4.7.1 Ry

4.7.1,

.3 Procedure
16.3.1 The Topology Change Acknowledge flag parameter for the Port 1s set.

16.3.2 The Transmit Configuration BPDU procedure (4.6.1) is-used for the Port.

mmunicate with its Peer Entities in other Bridges by the transmission of Bridge Pi
its;

e Spanning Tree Algorithim and Protocol. Conformance to this specification is achie
hee of the Protocol Parameters and Timers and the transmission of BPDUs as descr|
s are not otherwise constrained, in particular there is no conformance to individual

bceived Configuration BPDU

1 If the Configuration BPDU received conveys protocol information that supersedes
Port as specified in 4.6.2.2, then the following sequence of Procedures is used:

otocol Data

any case of
live descrip-

ten together
fact descrip-
ved through
ibed. Imple-
elements of

that already

held for a

4.7.1.1.1 The Record Configuration Information procedure (4.6.2).

4.7.1.1.2 The Configuration Update prdcedure 4.6.7).

4.7.1.1.8 The Port State Selection procedure (4.6.11).

, 4,7.1.1.4 If the Brldge was selected as the Root prior to Configuration Update, but is no longer, then
the Hello Timer (4.5.4.1) is stopped.
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4.7.1.1,5 If the Bridge was selected as the Root prior to Configuration Update, but is no longer, and
the Topology Change Detected flag parameter is set, then the Topology Change Timer is stopped, the
Transmit Topology Change Notification BPDU procedure (4.6.6) is used, and the Topology Change Notifica-
tion Timer is started. ‘

4.7.1.1.6 If the Configuration BPDU was received on the Root Port (i.e., the Port selected as the Root
Port by the Configuration Update procedure), the Record Configuration Timeout Values (4.6.3) and the
Configuration BPDU Generation (4.6.4) procedures.

4.7.1.1.7 If the Configuration BPDU was received on the Root Port and the Topology Change
Acknowledgment flag parameter was set, the Topology Change Acknowledged procedure (4.6.15).

4.7 5 inf i i at already held
for the ort and that Port is the Des1gnated Port for the LAN to whlch 1t is attached i. e the value of the
Designdted Bridge and Designated Port parameters held for the Port are the same as that of the Bridge
Identifi¢r for the Bridge and the Port Identifier for that Port respectively, then
47.1.2.1 The Reply to Configuration BPDU procedure (4.6.5) is used.

4.7.2 |Received Topology Change Notification BPDU. If the Port ‘on which the Togology Change
Notification BPDU was received is the Designated Port for the LAN to which it is attached, then

4.712.1 The Topology Change Detection procedure (4.6.14) is used.
4.712.2 The Acknowledge Topology Change procedure (4:6:16) is used.

4.7.3 Hello Timer Expiry. The Configuration BPDU Generation procedure (4.6.4) is used|/and the Hello
Timer (4.5.4.1) is started.

4.7.4 Message Age Timer Expiry

4.7}4.1 The procedure to Become De51gnated Port (4.6.10) is used for the Port for which Message Age
Timer Kas expired. :

4.714.2 The Configuration »Update procedure (4.6.7) is used.
4.7/4.3 The Port State Selection procedure (4.6.11) is used.
4.7)4.4 If the Bridge is’selected as the Root following Configuration Update, then

‘1.7.4.4.1 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are set to the
values ¢f the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters.

11.7 4.4.2 The Topology Change Detection procedure (4.6.14) is used.

4.7.4.4.3 The Topology Change Notlﬁcatlon Timer (4.5.4.2) is stopped.

4.7.4.4.4 The Configuration BPDU Generatlon procedure (4.6.4) is used and the Hello Timer is
started.

4.7.5 Forward Delay Timer Expiry

4.7.5.1 If the State of the Port for which the Forward Delay Timer (4.5.6.2) has expired was L1sten1ng,
then

64



https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993
MEDIA ACCESS CONTROL (MAC) BRIDGES ANSV/IEEE Std 802.1D, 1993 Edition

4.7.5.1.1 The Port State is set to Learning, and
4.7.5.1.2 The Forward Delay Timer is restarted.

4.7.5.2 Otherwise, if the State of the Port for which the Forward Delay Timer (4.5.6.2) has expired was
Learning, then

4.7.5.2.1 The Port State is set to Forwarding, and

4.7.5.2.2 If the Bridge is the Designated Bridge for at least one of the LANs to which its Ports are
attached, the Topology Change Detection procedure (4.6.14) is invoked.

4.7.6 Tdpology Change Notification Timer Expiry

4.7.6.l The Transmit Topology Change Notification BPDU procedure (4.6.6) is used!
4.7.6.2 The Topology Change Notification Timer (4.5.4.2) is restarted.

4.7.7 Tapology Change Timer Expiry
4.7.7.1 The Topology Change Detected flag parameter held by the Bridge is reset.

4.7.7.2. The Topology Change flag parameter held by the Bridge is reset.

4.7.8 Hold Timer Expiry. If the Configuration Pending flag parameter for the Port for th‘:h the Hold
Timer (4.5.6.8) has expired is set, the Transmit Configuration BPDU procedure (4.6.1) is invoked for that
Port. :

4.8 Mandgement of the Bridge Protocol Entity."Management control of the Bridge Profocol Entity,
which operates the Spanning Tree Algorithm and Protocol, may be exerted in order to

(1)  Meet any requirements for local information and configuration services.

(2) Support management operations.

This segtion specifies the interaction of'the following management operations with the pargmeters and
procedures of the Spanning Tree Algorithm and Protocol:

(a)| Initialization

(b){ Enabling an individual Port

(c) | Disabling an individual Port

(d)| Changing the priority part of a Bridge Identifier

(e)| Changing the priority part of a Port Identifier

(f) | Change the Path Cost associated with an individual Port

These dperations shall modify the Protocol Parameters and Timers and transmit BPDUs s described
below (4.8.1, 4.8:2; 4.8.3, 4.8.4, 4.8.5, 4.8.6). Implementations are not otherwise constrained; in particular,
there is n conformance to individual elements of procedure. In any case of ambiguity, referepce shall be
made to the\Procedural Model (4.9), which constitutes the definitive description of these operations.

This section does not specify which operations are made available to a remote management station, nor
how these are combined and conveyed. Operations and facilities that can be provided by remote manage-
ment are detailed in Section 6. Similarly, this section does not specify the availability of local information
and configuration procedures. :

4.8.1 Initialization

4.8.1.1 The Designated Root parameter held for the Bridge is set equal to the value of the Bridge Iden-
tifier, and the value of the Root Path Cost parameter held for the Bridge is set to zero.
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4.8.1.2 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are set to the val-
ues of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters, :

4.8.1.3 The Topology Change Detected and Topology Change flag parameters for the Bridge are reset,
and the Topology Change Notification Timer (4.5.4.2) and Topology Change Timer (4.5.4.3) are stopped, if
running.

4.8.1.4 For each of the Bridge’s Ports

4.8.1.4.1 The Become Designated Port procedui‘e (4,6.10) is used to assign values to the Designated
Roet, Designated Cost, Designated Bridge, and Designated Port parameters for the Port.

4.8
tively, th

fate 1S set to
Port State is set to Disabled.

afion; alterna-

4.8.1.4.3 The Topology Change Acknowledge flag parameter is reset.
4.8.1.4.4 The Configuration Pending flag parameter is reset.
4.4.1.4.5 The Message Age Timer (4.5.6.1) is stopped, if running.
4.8.1.4.6 The Forward Delay Timer (4.5.6.2) is stopped, if running!
4.8.1.4.7 The Hold Timer (4.5.6.3) is stopped, if running.

4.8.1}5 The Port State Selection procedure (4.6.11) is u,séd to select the State of each of|the Bridge’s
Ports.

4.8.116 The Configuration BPDU Generation procedure (4.6.4) is invoked and the Hello Timer (4.5.4.1)
started.

4.8.2 Enable Port

4.8.211 The Become Designated Port procedure (4.6.10) is used to assign values to the Designated
Root, Degignated Cost, Designated Bridge, and Designated Port parameters for the Port.

4.8.2{2 The Port State is set to Blocking.
4.8.213 The Topology Change Acknowledge flag parameter is reset.
4.8.2/4 The Configuration Pending flag parameter is reset.

4.8.215 The-Message Age Timer (4.5.6.1) is stopped, if running.

4.8.2|6 The Forward Delay Timer (4.5.6.2) is stopped, if running.

4.8.2.7 The Hold Timer (4.5.6.3) is stopped, if running.
4.8.2.8 The Port State Selection procedure (4.6.11) is used.
4.8.3 Disable Port

4.8.3.1 The Become Designated Port procedure (4.6.10) is used to assign values to the Designated
Root, Designated Cost, Designated Bridge, and Designated Port parameters for the Port.
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4.8.3.2 The Port State is set to Disabled.

4.8.3.3 The Topology Change Acknowledge flag parameter is reset.
4.8.3.4 The Configuration Pending flag parameter is reset.

4.8.3.5 The Message Age 'I‘imer (4.5.6.1) is stopped, if running.
4.8.3.6 The Forward Delay Timer (4.5.6.2) is stopped, if running.

4.8.3.7 The Configuration Update procedure (4.6.7) is used.

4.8.3!8 The Port State Selection procedure (4.6.11) is used.
4.8.3/9 If the Bridge has been selected as the Root following Configuration Update, then

4.8.3.9.1 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge gre set to the
values of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters.

4.8,.3.9.2 The Topology Change Detection procedure (4.6.14) is used.
4.8.3.9.3 The Topology Change Notification Timer (4.5.4.2) is stopped.

4.8.3.9.4 The Configuration BPDU Generation procedure (4.6.4) is used and the Hello Timer is
started.

4.8.4 Set Bridge Priority
4.8.4]1 The new value of the Bridge Identifier is calculated.
4.8.4)2 The value of the Designated Bridge parameter held for each Port that has been selected as the
Designatzd Port for the LAN to which it'is‘attached; i.e., for which the value of the Designated Bridge and
Designated Port parameters were the-same as that of the Bridge Identifier and the Port Identifier for that
Port, respectively; is set to the new value of the Bridge Identifier.
4.8.4:3 The Bridge Identifier parameter held by the Bridge is set to the new value.
4.8.4/4 The Configuration Update procedure (4.6.7) is used.
4.8.45 The Port State Selection procedure (4.6.11) is used.

4.8.4:6 If the Bridge has been selected as the Root following Configuration Update, then

4.8.4.6.1 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are set to the
values of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters.

4.8.4.6.2 The Topology Change Detection procedure (4.6.14) is used.
4.8.4.6.3 The Topology Change Notification Timer (4.5.4.2) is stopped.

4.8.4.6.4 The Configuration BPDU Generation procedure (4.6.4) is used and the Hello Timer is
started. '
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4.8.5 Set Port Priority
4.8.5.1 The new value of the Port Identifier is calculated.
4.8.5.2 If the Port has been selected as the Designated Port for the LAN to which it is attached; i.e., the
-value of the Designated Bridge and Designated Port parameters were the same as that of the Bridge Iden-
tifier and the Port Identifier, respectively; the Designated Port parameter held for the Port is set to the new
value of the Port Identifier.

4.8.5.3 The Port Identifier parameter held for the Port is set to the new value.

4.8.5.4 If the value of the Designated Bridge parameter held for the Port is equal to that of the Bridge’s
Bridge Identifier, and the new value of the Port Identlﬁer is of higher priority than that recorfled as the
Designated|Port, then ‘

4.8.5(4.1 The Become Designated Port procedure (4.6.10) is used to assign valuésto the Designated
Root, Designated Cost, Designated Bridge, and Designated Port parameters for the Port.

4.8.514.2 The Port State Selection procedure (4.6.11) is used.
4.8.6 Set{Path Cost
4.8.6.1(The Path Cost parameter for the Port is set to the new value. -
4.8.6.2(The Configuration Update procedure (4.6.7) is used:

4.8.6.3(The Port State Selection procedure is used.

4.9 Procedural Model. This subsection constitutes the definitive description of the operation of the Span-
ning Tree Algorithm and Protocol. The natural language text in 4.6, 4.7, and 4.8 of this standard is
intended to| informally present the semantics of operation specified here. Should differences of interpreta-
tion exist between that text and this procedural model, the latter shall take precedence.

4.9.1 Overview. The parameters, timers, elements of procedure, and operation of the protocpl are pre-
sented below as a compilable programin the computer language C (ANSI X8.159 [1]).

language deseripti pform 8- oram state men okes-an-element of proce-
dure, a further reference is made to the partlcular condltmn, of those hsted for the procedure, that has
caused the procedure to be invoked. :
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/******************************************************************************
*

* SPANNING TREE ALGORITHM AND PROTOCOL

%

******************************************************************************/

/******************************************************************************

* DEFINED CONSTANTS ~
T T T T I T YY)

#define Eero

0
#define Pne 1
#define [False 0
#define [True 1

/** port states. *x/

#define [pisabled 0 /%) (4.4.5) */
#define [Listening 1 /* (4.4.2) *x/
#define [Learning 2 /* (4.4.3) */
#define [Forwarding 3 /* (4.4.4) */
#define Blocking 4 /* (4.4.1) */

/** BPDU type constants **/

#define |Config_bpdu_type 0
#define [Tcn_bpdu_type 128

/** pseudo-implementation constants. **/

#define No_of ports 2
/* arbitrary choice, to allow the code below to compile */

#define All ports-No'of ports+l
/* ports“start at 1, arrays in C start at 0 */

#define pPefault path_cost 10
/5 arbitrary */

#define Message_ age_increment 1
/* minimum increment possible to avoid underestimating age, allows
for BPDU transmission time */

#define No_port 0

/* reserved value for Bridge's root port parameter indicating no
root port, used when Bridge is the root */
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/******************************************************************************

* TYPEDEFS,  STRUCTURES, AND UNION DECLARATIONS
R R R R L R T T T A L Rt 2 R R R T T T T T T T T Y T e T T T T L Y

/** basic types, **/

typedef int Int; /* to align with case stropping convention used
here. Types and defined constants have their
initial letters capitalised. */

typedef Int Boolean; /* ¢ (True, False) */

typedef Int State; [* _: (Disabled, Listening, Learning,
Forwarding, Blocking) */

/** BPDU encoding types defined in Section 5. "Encoding of Bridge Protocol
Data Unitd" are:

Protocol_version (5.2.2)

Bpdu_type (5.2.3)

Flag (5.2.4)

Identifien (5.2.5)

Cost (5.2.6)

Port_id (5.2.7)

Time (5.2.8)

*%/

#include 'ltypes.c" /* defines-BPDU encoding types */
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/** Configuration BPDU Parameters (4.5.1) **/

typedef struct

{

Bpdu_type type;

Identifier root_id;

Cost

root_path cost;

Identifier bridge id;

Port_ig——pert—id;

Time
Time
Time
Time
Flag-
Flag

} Config |

/** Topol
typedef s
{

Bpdu_t;|

} Ten_bpd

/*
/*

/*

£

ISO/IEC 10038 : 1993
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(4.5.1.1)
(4.5.1.2)

(4.5.1.3)

*/
*/

*/

message_age;
max_age;

hello_time;

forward_delay;
topology change acknowledgment;
topology change;

bpdu ;

Eruct

ype type;

-

/*
/%
/%
/%
/%
Y

bgy Change Notification BPDU Parameters, (4.5.2) **/

514y
(4.5.1.5)
(4.5.1.6)
(4.5.1.7)
(4.5/1.8)
(4.5.1.9)

(4.5.1.10)

*/
*/
*/
*/
*/
*/
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/** Bridge Parameters (4.5.3) **/

typedef struct

¢ Identifier designated_root; - /* (4.5.3.1) wxf
Cost root_paih_post; /* (4.5.3.2) */
Int root_port; /* (4.5.3.3) */
Time max_age; /* (4.5.3.4) */
Time —hello—time; - £+ (4.5.3.5) x/
Time forward_delay; ; /* (4.5.3.6) */
Identifier bridge id; : /* (4.5.3.7) */
Time | bridge max_age; /* (4.5.3.8)) */
Time bridge_hello_time; : /* (4.503.9) */
Time bridge_forward_delay; /*((4+5.3.10) */
Booleay  jtopology_change detected; /* (4.5.3.11) */
Boolean/w/ topology_change; /* (4.5.3.12) */
Time ’ topology_change_time; /% (4.5.3.13) */
Time hold time; /* (4.5.3.14) */

} Bridge_data;
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{ Port_id port_id; /* (4.5.5.1) */
State state; /* (4.5.5.2) */
Int path_cost; /* (4.5.5.3) */
Identifier designated_root; /* (4.5.5.4) */
Int  ____ _designated cost; [ (4.5.5.5) x/
Identifier designated_bridge; /* (4.5.5.6) */
Port_if designated port; /* (4.5.5.7) */
Boolean topology change acknowledge; /* (4.5.5.8) */
Booleah config_pending; /*/(3.5.5.9) */

} Port data;
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/** types to support timers for this pseudo-implementation. *k/

typedef struct

{

Boolean active; /* timer in use. */

Time value; /* current value of timer, counting up. */
} Timer;

/******************************************************************************

* STATIC |STORAGE ALLOCATION
B Y X Ll L R L L L L e et

Bridge datla bridge_info; /* (4.5.3) */
Port_data- port_info[All ports]; ' /* (4.5.5) */

Config_bpdu config bpdu[All_ports];

Tcn_bpdu tcn_bpdu{All_ports]);

Timer hello_timer; /* (4.5.4.1) */
Timer ten_timer; /* (4.5.4.2) */
Timer topology_change_timer; /* (4.5.4.3) */
Timer message_age_timer[All_portsi]; /* (4.5.6.1) */
Timer forward_delay_timer[All ports]; | /* (4.5.6.2) */
Timer hold timer([All ports]; /* (4.5.6.3) */
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/******************************************************************************

* CODE
******************************************************************************,

/** Elements of Procedure (4.6) **/

transmit_config(port_no) ‘ /* (4.6.1) */

Int port_no; ,

{ if (hold_timer{port noj].active) /* (4.6,1.3.1) */
¢ port_info[port no].config_pending = True; /* (4.6.1.3.1) */
ilse ' /* (4.6.1.3.2) ~ */
{

config bpduf[port no}.type = Config bpdu_type;

config_bpdu[port_no].root_id = bridge_info.designated_root;
, /* (4.6.1.3.2(1)) */
config_bpdu[port_no).root_path_cost = bridge info.root_path_ cost;

[* (456.1.3.2(2)) */
config_bpdu[port_no].bridge id = bridge info.bridge id; \
/*(4.6.1.3.2(3)) */
copfig_bpdu[port_no).port_id = port info[port_no].port.id;

/* (4.6.1.3.2(4)) */
if| (root_bridge())

{

config_bpdu(port_no).message_age = Zero; /* (4.6.1.3.2(5)) */
}
elsge
{

config_bpdu{port no].message_age

= message_age timer[bridge info.root_port].value
+ Message_age_increment; , /* (4.6.1.3.2(6)) */

}
copfig bpdu[port_no].max_age = bridge_ info.max age; /* (4.6.1.3.2(7)) */

copfig_bpdu[port_no),hello_time = bridge_info.hello_time;
config bpdu[port no}.forward delay = bridge info.forward delay;

copfig bpdu[port.-no].topology_change acknowledgment
=  port_info[port_no].topology_change acknowledge;
/* (4.6.1.3.2(8)) */
t_info[port_no).topology change acknowledge = False;
‘ /* (4.6.1.3.2(8)) */

conpfig, bpdufport_no}.topology change
. L Lde A £ 1 92(9” *‘
e . — 1’ [ \NSeVesdoeds

send_config_bpdu(port_no, &config bpdu[port_no]l);
port_info[port no).config pending = False; /* (4.6.1.3.2(10))*/

start_hold_timer(port_no); /* (4.6.1.3.2(11))*/
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/* where

send_config bpdu(port no,bpdu)
Int port_no;
Config_bpdu *bpdu;

is a pseudo-implementation specific routine which transmits
the bpdu on the specified port within the specified time.

*/

/* and */

Hoolean root_bridge()
{
return(bridge_info.designated_root == bridge info.bridge id);
)
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Boolean supersedes port_info(port no, config) /*:(4.6.2.2) */:

Int port nog

Config_bpdu *config;

{
return (

( config->root_id
< port_info[port_no].designated root /* (4.6.2.2.1) */
)
[
{ ( config->root_id
== port_info[port_no].designated_root
)
&&
( config->root_path_cost
< port_info[port_no).designated cost /* (4.6.2.2.2) */
|
( config->root_path cost
== port_info{port no).designated_cost
)
&&
( ( config->bridge id
< port_info[port_no].designated bridge (/* (4.6.2.2.3) */
) .
H
( ( config->bridge_id
== port_info[port_no].designated_bridge
) /* (4.6.2.2.4) */
&&
{ ( config->bridge idJ!= bridge_info.bridge_id
) /* (4.6.2.2.4(1)) */
[
( config->port id
<= port” info[port_no].designated_port
) /* (4.6.2.2.4(2)) */
) ) ) ) )
)i

}

record_conhfig_information(port_no, config) /* (4.6.2) *x/

Int portho; -

Config_bpgun*config;

{ h
port_info[port noj.designated root = config->root_id; /* (4.6.2.3.1) */
port_info[port no].designated_cost = config->root_path_cost;
port_info[port nol.designated_bridge = config->bridge id;
port;info[port_po].designated_port = config->port_id;
start message_age_timer(port_no, config->message_age); /* (4.6.2.3.2)  */

}
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record config_timeout values(config) /* (4.6.3) Y
Config_bpdu *config;
{ ,
bridge_info.max_age = config->max_age; /* (4.6.3.3) */

bridge_info.hello_time = config->hello time;
bridge_info.forward_delay = config->forward delay;
bridge_info.topology_change = config->topology change;

}
config_bpdu_generation() o , /% (4.6.4) */
{ -
Int poxt_no;
for (port_no = One; port_no <= No_of ports; port_no++) /* (4.6.4.3) =~ */
{ ;
if designated port(port_no) /* (4.6.4.3) */
&&
(port_info[port_no].state {= Disabled)
{ , ,
transmit_config(port_no); /%C(4.6.4.3) */
} 4*"(4.6.1.2) */
}
}

/% where */

lean designated_port(port_no)
Int port_no;

return ( ( port_info[port nol.designated_bridge
== bridge_infoibridge_id

( port_info[port_no].designated port
== port_info[port_no].port_id
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reply(port_no) /* (4.6.5) */
Int port_no;
{ .
transmit_config(port_no); /* (4.6.5.3) */
}
transmit_ten() _ /* (4.6.6) */
{

Int port_no;

port_no = bridge info.root_port;

ten bpdUuTport_NoJ.type = Tcn_bpdu_type;
send_ten_bpdu(port_no, &tcn_bpdu[bridge_ info.root_port]);/* (4.6.6.3) */
}
‘l' [* where
gend ten_bpdu(port_no,bpdu)
Int port_no;
Ten_bpdu *bpdu;
18 a pseudo-implementation-specific routine which transmits
the bpdu on the specified port within the speCified time.
*/
configuration_update() /* (4.6.7) */
(
root_gelection(); /* (4.6.7.3.1) */
/* (4.6.8.2) */
designated port_selection(); ' /* (4.6.7.3.2) */
. . . /* (4.60902) */
} .
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root_selection() ' /* (4.6.8) */
( ,

Int root_port;
Int port_noy

root_port = No_port;

for (port_no = One; port no <= No_of ports; port_no++) /* (4.6.8.3,1) */
{ .
if ( ( (ldesignated_port(port_no))

&&

(port_info[port no].state != Disabled)

rxJ
e

(port_info[port_no).designated_root < bridge_info.bridge_id)

(root_port == No_port)
I
(

port_info[port_no}.designated root
< port_info[root_port].designated root /* (4.6.8:3.1(1)) */
) ’ ;
[
( ( port info[port no].designated root

== port_info[root_port].designated root

( ( ( port info[port no].designated cost
+ port_info[port_ no).path‘cost

( port_info[root_port].designated_cost
+ port_info[root\port].path_cost
) /* (4.6.8.3.1(2)) */

( ( portiinfo[port no).designated_cost
- +'port_info[port noj.path_cost

)
{ port_infofroot_port].designated_cost
+ port_info[root_port}.path_cost

)

( ( port_info[port _no).designated bridge
< port_info[root_port].designated_bridge
/* (4.6.8.3.1(3)) */

( port_info[port_no].designated_bridge
== port_info[root_port]).designated bridge

( ( port_infof{port_no).designated_port
< port_info[root_port].designated port
) ' /* (4.6.8.3.1(4)) */
I
( ( port_info{port no).designated_port
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== port_info[root_port].designated port
)
&&
(  port_info[port no).port_id
< port_info[root_port).port_id
) : /* (4.6.8.3.1(5)) */
) ) ) ) )y ) )y ) )

{
root_port = port_no;
}
}
bridgg—infesreetport—=—root—port;— /(468
if (rdot_port == No_port) : v /% (4.6.8,3.2) &/
( .
bridge_info.designated_root = bridge_info.bridge_ id;
/* (4.6.8.322(1)) */
bridge info.root_path_cost = Zero; /* (4.6.8.3.2(2)) */
}
else /* (4,6.8.3.3) */
{ . N
bridge info.designated_root = port info[root_port).designated_root;
/* (4.6.8.3.3(1)) */
bridge_info.root path_cost = ( port_info[root_port].designated_cost
, + port_info[root port).path_cost
)3 , /* (4.6.8.3.3(2)) */
}
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designated_port_selection() . /* (4.6.9) */
{ Int port_no;

for (p§rt_no = One; port_no <= No_of_ports; port_not++) /* (4.6.9.3) */

¢ if ( designated_port(port_no) ‘ /* (4.6.9.3.1) = */

I
(

port_info[port_no].designated_xoot
1= bridge_info.designated root /* (4.6.9.3.2) */

)
i
( bridge_info.root_path cost
< port_info[port_no).designated_cost
) /* (4.6.9.3.3) %/
I |
( ( bridge_info.root_path cost
== port_info[port_no).designated cost
)
&&
( ( bridge_info.bridge_id
< port_info[port_no].designated bridge
: /* (4.6.9.3.4) */

)
y
( ( bridge_info.bridge id

== port_info[port_no].designated bridge

( port_info[port no].port_id
<= port_info[port.noj.designated port

) /* (4.6.9.3.5) */
) Y )y )
{
become_designated port(pert_no); /* (4.6.10.3.2.2) */
}
}
}
become_ddsignated_port{(port_no) /* (4.6.10) */
Int port |no;
{
port [info[port_no].designated_root = bridge_info.designated root;
: /* (4.6.10.3.1) */
port_infotportnoi-designated—cest—=bridge_inforroot_path—ecost}
/* (4.6,10.3.2) */
port_info[port_no].designated_bridge = bridge_ info.bridge id;
/* (4.6.10.3.3) */
port_info[port _no}.designated_port = port_info[port_no].port_id;
© o /* (4.6.10.3.4)  */
}
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port_state_selection() /* (4.6.11) */

{
Int port_no;

for (port_no = One; pb;t_no <= No_of ports; port_no++)

{
if (port_no == bridge_info.root_port) /* (4.6.11.3.1) */
{ ;
port_info[port_no].config pending = False; /* (4.6.11,3.1(1))*/
port_info[port_no].topology_change_acknowledge = False;
make_forwarding(port_no); /* (4.6.11.3.1(2))*/
}
elsL if (designated port(port_no)) /* (4.6,11.3.2) */
{ .
ptop_message_age_timer(port_no); /* (4.6.11,3.2(1))*/
pake_forwarding(port. no); /* (4.6.11.3:2(2))*/
}
else /* (4.6,11:3.3) */
{
port_info[port_no).config_pending = False; /* (436.11.3.3(1))*/
port_info[port_no].topology_change_acknowledge = False;
pake_blocking(port_no); /* (4.6.11.3.3(2))*/
}
}
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make_forwarding(port_no) /* (4.6.12) */
Int port_no;
{
if (port_info[port_no].state == Blocking) /* (4.6.12.3) */
{
set_port_state(port_no, Listening); Co/* (4.6.12.3.1) */
start_forward_delay_timer(port no); /% (4.6.12.3.2)  */
}
}
make_blocking(port_no) /* (4.6.13) */
Int port_no;
{
if ( (port_info[port no).state != Disabled)
§&
port_info[port_no].state != Blocking)
) /* (4.6.13.3) . */
{ .
if (port_info[port_no).state == Forwarding)
I
(port_info[port_no).state == Learning)
{
topology_change detection(); /* (4.6.13.3.1) */
/* (4.6.14.2.3) */
} ,
set| port_state(port_no, Blocking); /* (4.6.13.3.2) */
stop_forward_delay’ timer(port_no); /* (4.6.13.3.3) */
}
}
/F where */

set_port_state(port_no, state)
Int port_no;
State state;

{
port_info{port no}.state = state;
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topology_change_detection() ‘ /* (4.6.14) */
{ ,
if (root_bridge()) ; /* (4.6.14.3.1) ¥/
{ ,
bridge_info.topology_change = True; /* (4.6.14.3.1(1))*/
start_topology_change_timer(); o /* (4.6.14.3.1(2))*/
}
else if (bridge_info.topology change detected == False) /* (4.6.14.3.2) */
{ ' : , ‘
transmit_ten(); /* (4.6.14.3.2(1))*/
sthrt_tcn_timer(); /% (4.6.14.3.2(2))*/
} .
bridge info.topology_change_detected = True; /* (4.6.14.3.3) *x/
o '’ |
topology| change_acknowledged() /* (4,6715) */
{ ,
bridge info.topology change_detected = False; 7*(4.6.15.3.1) */
stop tcn_timer(); /* (4.6.15.3,2) */
} /
acknowleflge_topology_ change(port_no) /*'(4.6.16) */
Int port|no;
{

port_info[port;po].topology_phangg_acknowledge = True; /* (4.6.16.3.1) */

transmit_config(port_no); ; /* (4.6.16.3.2) */
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/** Operation of the Protocol (4.7) **/

received config_bpdu(port no, config)
Int port_no;
Config_bpdu *config;

{
root =
if (po
{
if
{
}
els
{
}
}
}

Boolean root;

root_bridge();

rt_info[port_no].state != Disabled)

/*

(4.7.1)

LOCAL AREA NETWORKS:

*/

record_config_information(port_no, config); /* (4.7.1.1.1) */
/* (4.6.2.2) */
¢onfiguration_update(); /* (4.7.1.1.2) */
/* (4.6.7.2.1) */
port_state_selection(); /% (4.7.1.13) */
/* (4.6.11.2.1) */
Lf ((!root_bridge()) && root) /* (447.1.1.4) */
(
stop_hello_timer();
if (bridge_info.topology_change detected) /* (4.7.1.1.5) %/
{
stop_topology_change_timer();
transmit_tcn(); /* (4.6.6.1) */
start_ten_timer():;
}
}
if (port_no == bridge info.root port)
(
record_config timeout values{config); /* (4.7.1.1.6) */
/* (4.6.3.2) */
config bpdu-generation(); /* (4.6.4.2.1) */
if (config->topology_change_ acknowledgment) /* (4.7.1.1.7) */
{ .
topology_change acknowledged(); /* (4.6.15.2) */
} .
}
e if (designated_port(port_no)) /* (4.7.1.2) */
reply(port_no); /* (4.7.1.2.1) */
/* (4.6‘5.2) */
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received_tcn_bpdu(port no, tcn) /* (4.7.2) */
Int port no;
Ten_bpdu *ten;
{
if (port_info[port_no].state l= Disabled)
{
if (designated_port (port_no))
{
topology_change detection(); /* (4.7.2.1) */
/* (4.6.14.2.1) */
acknowledge_topology_change(port_no); /* (4.7.2.2) */
} /* (4.6.16.2) */
}
}
hello_timer expiry() /* (4.7.3) */
p ;
config)|bpdu_generation(); /* (4.6.472.2) */

start_hello_timer();

}
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message_age_timer_expiry(port_no) /* (4.7.4) */
Int port_no;
{

Boolean root;
root = root_bridge();

become_designated port(port_no); ‘ /* (4.7.4.1) */

/* (4.6.10.2.1) */

configuration_update(); ‘ /* (4.7.4.2) */

/* (4.6.7.2.2)  */

port_state selection(); /* (4.7.4.3) */

/* (4.6.11.2.2) */

if ((root_bridge()) && (!root)) ‘ v /* (4.7.4.4) *y
{

bgidge_info.max_age = bridge_info.bridge_max age; /* (4.7.4.4.1) */

bidge_info.hello_time = bridge info.bridge_hello_time;
byidge info.forward_delay = bridge_info.bridge forward delay;

tgpology_change _detection(); k /* (44744.4.2) */
‘ /* (8.6.14.2.4) */

stop_ten_timer(); /*\ (4.7.4.4.3) */
canfig bpdu_generation(); /* (4.7.4.4.4) */
/* (4.6.4.4.3) */

sfart_hello_timer();
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forward delay timer expiry(port_no)
Int port_no;

{

if (port_info[port_ no].state == Listening)
{

set_port state(port_no, Learning);

start_forward delay timer(port no);
}

else if (port_info[port no].state == Learning)

{

set, — —]

if (designated for some port())

topology_change_ detection();

/% where */

Bgolean designated for_some_port()

ISO/IEC 10038 : 1993

ANSVIEEE Std 802.1D, 1993 Edition

/x (4.7.5)

/* (4.7.5.1)
/* (4.7.5.1.1)

/* (4.7.5.1.2)

/* (4.7.5.2)
/* (4.7.5.2.2)

/* (4.6.14.2.2)

{]
Int port_no;
for (port_no = One; port_no <= No_of ports; port_not++)
{
if ( port_info[port_no}.designated) bridge
== bridge_info.bridge id
)
{
return(True);
}
}
return(False);

*/ -

«/

*/

*/

¥/
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ten_timer_expiry() /* (4.7.6) */
{
transmit_tcn(); /* (4.7.6.1) */
start_tcn timer(); /* (4.7.6.2) */
} :
topology_change_timer_expiry() /* (4.7. 7 ) */
{ .
bridge_info.topology_change_detected = False; /* (4:7.7.1) */
bridge—infortopotogy—change—=——False; /* (4.7.7.2) ¥
}
‘hold_timef_expiry(port_no) /* (4.7.8) */
Int port_ho;
{
if (port_info[port_no].config_pending)
{ ‘ ‘
trahsmit_config(port_no); /* (4.7.8.1) */
} ' /* (4.6.1.2.3) */
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/** Management of the Bridge Protocol Entity (4.8) **/
initialisation() /* (4.8.1) */
{

Int port_no;

bridge info.designated root = bridge info.bridge id; /* (4.8.1.1) */
bridge info.root path_cost = Zero;
bridge_info.root_port = No_port;

bridge_info.max_age = bridge info.bridge max age; /* (4.8.1.2) */
bridge info.hello_time = bridge info.bridge hello_time;
bridge_info.forward_delay = bridge_info.bridge forward delay;

bridge| info.topology_change detected = False; /* (4.8.1.3) */
bridge| info.topology_change = False;

stop_ten_timer();

stop_topology change timer();

for (pprt_no = One; port_no <= No_of_ports; port no++) /* (4.8.1.4) */
{

initialize port(port_no);

}
port_state selection(); & /> (4.8.1.5) */
config| bpdu_generation(); /* (4.8.1.6) */
start_hello_timer();
} ,
/*
*/
initialize port(port_no)
Int port_no;
{
become: designated_port(port_no); /* (4.8.1.4.1) */
set|port_state(port no, Blocking); /* (4.8.1.4.2) */

port_info[port no).topology change acknowledge = False;
/* (4.8.1.4.3)  */

port. dnfo{port_no}.config pending = False; /* (4.8.1.4.4) */
stop_message_age_timer(port_no); /* (4.8.1.4.5) */
stop_forward delay_ timer(port_no); /* (4.8.1.4.6) */
stop_hold_timer(port_no); /* (4.8.1.4.7) */
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enable_port(port_no) ~ - J* (4.8.2) */
Int port_no;
{

initialize port(port_no);

port_state selection(); /* (4.8.2.7) o*/
} | L :
/%
*/
disable| port (port_no) ~ /* (4.8.3) */
Int porf_no;
{
Boolean root;
root| = root_bridge();
become designated port(port no); /* (448.3.1) */
set_port_state(port _no, Disabled); 7*(4.8.3.2) */
port| info[port_no].topology change acknowledge = False; /* (4.8.3.3) */
port| info[port_no).config_pending = False; /* (4.8.3.4) */
stop| message_age_timer(port_no); /* (4.8.3.5) */.
stop| forward_delay_timer(port_no); /* (4.8.3.6) */
confliguration_update();
port| state_selection(); /* (4.8.3.7) */
if ((root_bridge()) && (!root)) /* (4.8.3.8) */
{
bridge_info.max_age = bridge_info.bridge max_age; /* (4.8.3.8.1) */
bEidge_info.hello_time = bridge_info.bridge hello_time;
bkidge info.forward delay = bridge info.bridge forward delay;
tppology change detection(); /* (4.8.3.8.2) */
stop_(ten_timer(); ' /* (4.8;3.8.3) */
configbpdu—generationt); F—4<8-3+8+4) Wt
start_hello_timer();
}
}
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set_bridge priority(new_bridge id) /* (4.8.4) */

Identifier new_bridge id; /* (4.8.4.1) */

{

Boolean root;
Int port no;

root = root_bridge();

for (port_no = One; port no <= No_of ports; port_no++) /* (4.8.4.2) */
{
if (designated _port(port_no))
{
port—infoiport—noisdesignated-bridge—=—newbridge—id;
}
}
bridge |info.bridge id = new bridge id; /* (4.8.4.3) */
configyration_update(); /% (4.8.4.4) */
port_state_selection(); /% (4.8:445) */
if ((rcot_bridge()) && (lroot)) /*(44.8.4.6) */
{
bridge_info.max_age = bridge_ info.bridge max age; /* (4.8.4.6.1) */
bridge info.hello_time = bridge info.bridge hello~time;
bridge info.forward delay = bridge info.bridge{forward delay;
topqlogy_change detection(); /* (4.8.4.6.2) */
stog _ten_ timer(); /* (4.8.4.6.3)  */
config _bpdu_generation(); /* (4.8.4.6.4) */
stant_hello_timer();
}
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set_port_priority(port_no, nhew port_id) /* (4.8.5) */
Int port_no;
Port_id new_port_id; /* (4.8.5.1) */
{
if (designated port(port_no)) /* (4.8.5.2) */
{
port_info[port_no}.designated port = new port_id;
}
port_info{port_no].port_id = new_port_ id; /* (4.8.5.3) */
if ( ( bridge_info.bridge id : /* (4.8.5.4) */
)
&&
( port_info[port noj.port_id
< port_info[port_no).designated_port
) .
)
{
become_designated_port(port_no); /* (458:5.4.1)  */
pgrt_state_selection(); [#(4.8.5.4.2) */
}
}

/%
set_path cost(port_no, path_cost) /* (4.8.6) */
Int port no; :

Cost path_cost;

{ .
port |info[port_no].path_cost = path_cost; /* (4.8.6.1) */
confilguration_update(); /* (4.8.6.2) */
port_|state_selection(); /* (4.8.6.3) */

}
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/** pseudo-implementation-specific timer running support *%/

tick()

{ ,
Int port_no;

if (hello_timer_ expired())
{ hello_timer_ expiry();
}

if (tcn_timer expired())
{ tcn_timer expiry();
}

ISO/IEC 10038 : 1993
ANSI/IEEE Std 802.1D, 1993 Edition

if (tgpology_change timer expired())
{ topgology_change_timer_expiry();
}

for (gort_no = One; port_no <= No_of ports; port_no++)
"
if |(forward_delay_timer_expired(port_no))

¢ forward_delay_timer_eriry(port_po);
if {message_age_timer expired(port_no))
¢ [message_age_timer expiry(port_no);
if (holq_timer_gxpired(port;np))

¢ hold_timer expiry(port no);

}

}
/* where [*/

start_hello_ timer()
{ hello |timer.value = (Time) .Zero;
hello [timer.active = True;

}

stop_hello_timer()
{ hello|timer.active = False;

}

Boolean Hello timer expired()

{ if (héllo_timer-active :

{ hello_timer.active = False;
return(True);

T —

}

return(False);

}

start_tcn_timer()
{ tcn_timer.value = (Time) Zero;
ten_timer.active = True;
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}

stop_ten_timer()
{ tcn_timer.active = False;

}

Boolean tcn_timer expired() ‘ :
{ if (tcn_timer.active && (++tcn_timer.value >= bridge_info.bridge_hello_time))
{ tecn_timer.active = False;
return(True);
}
return(False);

}

start_tgpology_change_timer()
{ topology_change_timer.value = (Time) Zero;
topology_change_timer.active = True;

}

stop_topology_change_timer()
{ topology change_timer.active = False;

}

Boolean |topology_change_timer expired()
{ if (|topology_change_timer.active
&& ( ++topology_change timer.value
>= bridge_info.topology_change_ time

)

{ topology_change timer.active = False;
return(True);

}
return(False);

}

start_message_age_timer(port_no, message_age)

Int poxt_no;

Time megsage_age;

{ mess3age_age_timer[port.noj}.value = message age;
message_age_timer([port no).active = True;

o}

Int port_no;
{ mess3jge_age timer[port no).active = False;

}

stop_meisage_age_timer (port_no)

Boolean message_age_timer_ expired(port_no)
Int port_no;
{ if (message_age_timer[port_no}.active &&
(++message_age_timer[port_no].value >= bridge_ info.max_age))
{ message_age_timer(port_no].active = False;
return(True);

}

return(False);
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start_forward_delay_timer(port_no)

Int port no;

{ forward delay_timer[port_no}.value = Zero;
forward_delay_timer[port_no}.active = True;

}

stop_forward_delay_ timer(port_ no)

Int port_no;

{ forward_delay timer[port no].active = False;
}

Boolean forward delay_ timer_expired(port_no)
Int port| no;
{ if (fprward delay timer[port_ no}.active &&
(j-+forward_delay_timer([port no].value >= bridge_info.forward delay))
{ rward_delay_timer[port no].active = False;
turn(True);

}

returp(False);

}

start_hdld_timer(port_no)

Int pory no;

{ hold jtimer[port_no].value = Zero;
hold_|timer(port_no].active = True;

}

stop_hold timer(port_no)

Int pory no;

{ hold [timer[port no}.active = False;
}

Boolean |hold_timer expired(port_no)

Int port no;

{ if (hold_timer[port_no}.active &&

(++hold timer[port_no).value >= bridge_info.hold_time))
{ Hold timer[port_no].active = False;

yeturn{True);

}

retunn(False);

/** pseydo<implementation specific transmit routines **/

#include "transmit.c"
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4.10 Performance. This section places requirements on the performance of the Bridges in a Bridged Local
Area Network and on the setting of the parameters of the Spanning Tree Algorithm and Protocol. These
are necessary to ensure that the algorithm and protocol operate correctly.

It recommends default operational values for performance parameters. These have been specified in
order to avoid the need to set values prior to operation, and have been chosen with a view to maximizing
the ease with which Bridged Local Area Network components interoperate.

It specifies absolute maximum values for performance parameters. The ranges of applicable values are
specified to assist in the choice of operational values and to provide guidance to implementors.

4.10.1 Requirements. For correct operation, the parameters and configuration of Bridges in the
Bridged Local Area Network ensure that

2)

These requirements are met through placing restrictions on

(a)
(b)

(©
d)

(e

Additignally a Bridge shall not

@

(ii) Uhderestimate Forward Delay.
(iii) Overestimate the Hello Time interval when acting as the Root.

4.10.2

is| ot t1med out before its successor arrives, unless a fallure has occurred
Fqllowing reconfiguration frames are not forwarded on the new active topology, while
were initially forwarded on the previous active topology are still in the Bridged Local As
This ensures that frames are not duplicated.

The maximum bridge diameter of the Bridge Local Area Network, the maximur
Bridges between any two points of attachment of end stations.

pcol Message

rea Network.

n number of

The maximum bridge transit delay, the maximum time elapsing between recepti:In and trans-

mijssion by a Bridge of a forwarded frame, frames that would'otherwise exceed this li

ie maximum Message Age increment overestimate that may be made to the
Mgpssage Age parameter in transmitted BPDUs\or to the age of stored Brldge Protc
information.
The values of the Bridge Hello Time, Bridge Max Age, Bridge Forward Delay, ang
pdrameters.

Underestimate the increment to the Message Age parameter in transmitted BPDUs.

Table 4-1 .
Maximum Bridge Diameter

Parameter Values;'Recommended default, absolute maximum, and ranges of par
specified in Tables 4-1, 4-2,-4-3, 4-4, and 4-5.

it being dis-

T e maximum BPDU transmlssmn delay, the max1mum delay prlor to the traninission of a

ified in 4.7.
value of the
col Message

| Hold Time

ameters are

frames thaf

Parameter

Recommended Value

maximum bridge diameter v ‘ 7
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Table 4-2
Transit and Transmission Delays
Parameter Reco‘x;:lxllleended Absolute Maximum
maximum bridge transit delay 1.0 4.0
maximum BPDU transmission delay 1.0 4.0
maximum Message Age increment overestimate 1.0 4.0
Al] times are in seconds.
Table 4-3
Spanning Tree Algorithm Timer Values
. Recommended or .
Parameter Default Value Fixed Value Range
Bridge Hello Time ' 2.0 . 1.0-10.0
Bridge Max Age ' 20.0 — 6.0—40.0
Bridge Forward Delay 15.0 — 4.0-80.0
Hold Time » - ; 1.0 —+
All timds are in seconds.
— Not gpplicable.
4.10.2 cpnstrains the relationship between Bridge Max Age and Bridge Forward Delay:.
| Table 4-4
Bridge and Port Priority Parameter Values
Recommended or
Parameter Default Value Range
Bridge Briority 4 32768 0-65535
Port Prigrity , 128 0-255
‘ Table 4-5
Path Cost Parameter Values
Patameter Recog:la:leended Absolute Minimum Range
Path Cost see 4.10.2 1 1-65535
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A Bridge shall not exceed the absolute maximum values specified in Table 4-2 for maximum bridge
transit delay, maximum BPDU transmission delay, and maximum Message Age increment over-
estimate.

If the values of Bridge Hello Time, Bridge Max Age, and Bridge Forward Delay can be set by man-
agement, the Bridge shall have the capability to use the full range of values in the parameter ranges spec-
ified in Table 4-3, with a granularity of 1 second.

A Bridge shall use the value of Hold Time shown in Table 4-3.

A Bridge shall enforce the following relationships:

2 x (Bridge_Forward_Delay — 1.0 seconds) = Bridge_Max_Age

Bridge_Max_Age = 2 x (Bridge_Hello_Time + 1.0 seconds)

It is redommended that default values of the Path Cost parameter for each Bridge Portthe lLased on the
following fformula:

Path_Cpst = 1000/Attached_LAN_speed_in_Mb/s
which gives a default value for Path Cost of 100 for a 10 Mb/s LAN.

If the values of the Bridge Priority and the Port Priority for each of.thie Ports can be set{by manage-
ment, thelBridge shall have the capability to use the full range of values in the parameter rantes specified

in Table 4-4, with a granularity of 1.
A Bridge shall not use a lower value for the Path Cost parameter. associated with any Port th
lute minimum value specified in Table 4-5.
If the vhlue of Path Cost can be set by management, the Bridge shall have the capability td use the full
range of vialues in the parameter ranges specified in Table 4:5,/with a granularity of 1.

n the abso-
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5. Encoding of Bridge Protocol Data Units

This sdction specifies the structure and encoding of the Brldge Frotocol Uata Units (BBUU ) exchanged
between Bridge Protocol Entities.

5.1 Struqgture

- 6.1.1 Transmission and Representation of Octets. All BPDUs shall contain an integrdl number of
octets. The octets in a BPDU are numbered starting from 1 and increasing in the order they are put into a
Data Link Service Data Unit (DLSDU). The bits in an octet are numbered/frem 1 to 8, where [l is the low-
order bit.

When cpnsecutive octets are used to represent a binary number, the-lower octet number has the most sig-
nificant vplue.

All Bridge Protocol Entities respect these bit and octet ordering conventions, thus allowing communica-
tions to take place

1 o ets are shown with the lowest numbered octet to the left, higher numbered octets being to the
hin an octet, bits are shown with bit 8 to'the left and bit 1 to the right.

5.1.2 Components. A Protocol Identifier\is'encoded in the initial octets of all BPDUs. This standard
reserves @ single Protocol Identifier value, This standard places no further restriction on the structure,
encoding,|or use of BPDUs with different values of the Protocol Identifier field, should these exist, by other
standard [protocols.

BPDUY used by Bridge Protocol Entities operatmg the Spanning Tree Algorithm and Protdcol specified
in Section 4 use the reserved Protocol Identifier value and have the following structure.

Each BPDU comprises a fixed number of parameters essential to the operation of the prptocol. Each
parameter is encoded in(oné or more octets and is of fixed length. The order of parameters i a BPDU is
fixed.

The parameters of each BPDU are determined by the BPDU type; all BPDUs of the same type shall com-
prise the pame parameters, in the same order, encoded in the same way.

5.2 Encqding of Parameter Types

5.2.1 Encoding of Protocol Identifiers. A Protocol Identifier shall be encoded in two octets.

| 5.2.2 Encoding of Protocol Version Identifiers. A Protocol Version Identifier shall be encoded in one
octet. If two Protocol Version Identifiers are interpreted as unsigned binary numbers, then the greater
number will be associated with the more recently defined Protocol Version.

5.2.3 Encoding of BPDU Types. The type of the BPDU shall be encoded as a single octet. The bit pat-

tern contained in the octet merely serves to distinguish the type; no ordermg relationship between BPDUs
of different types is implied.
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5.2.4 Encoding of Flags. A flag shall be encoded as a bit in a single octet. A number of flags may be thus
encoded in a single octet. A flag is set if the corresponding bit in the octet takes the value 1. Bit positions in
the octet that do not correspond to flags defined for a given type of BPDU are reset, i.e., shall take the value
0. No additional flags will be defined for a BPDU of given protocol version and type.

5.2.5 Encoding of Bridge Identifiers. A Bridge Identifier shall be encoded as eight octets, taken to
represent an unsigned binary number. Two Bridge Identifiers may be numerically compared the lesser
number shall denote the Bridge of the higher priority.

The two most significant octets of a Bridge Identifier comprise a settable pr10r1ty component that per-
mits the relative priority of Bridges to be managed (4.5.3.7, Section 6). The six least 81gmﬁcant octets
ensure the uniqueness of the Bridge Identifier; they shall be derived from the globally unique Brldge

Address (8.

12.5) according to the following procedure.

The thirfl most significant octet is derived from the initial octet of the MAC address, the least] significant
bit of the detet (Bit 1) is assigned the value of the first bit of the Bridge Address, the next most| significant
bit, the value of the second bit of the Bridge Address, and so on. In a Bridged Local Area;Network utilizing

48-bit MA!

addresses, the fourth through eighth octets are similarly assigned the values of t

the sixth ogtets of the Bridge Address.
In a Bridliged Local Area Network utilizing 16-bit MAC addresses, the fourth octet is ass1gne

of the sec
0000 0000

nd octet of the Bridge Address, and the fifth through eighth octets are assigned

5.2.6 Exlcoding of Root Path Cost. Root Path Cost shall be encoded-ds four octets; taken t

an unsign
tions as to
parameter
Network.

52.7E
an unsign
denote the
ponent th4
less signifil
as a Port N

5.2.8 En
unsigned Hi
to, but not

5.3 BPDU|

d binary number, a multiple of arbitrary cost units. Subsection 4.10.2 contains re

without requiring’ a management installation practice for Bridges in a Bridged

odmg of Port Identifiers. A Port Identifiér-shall be encoded as two octets, taken t
d binary number. If two Port Identifiers @re numerically compared, the lesser nu
Port of higher priority. The more significant octet of a Port Identifier is a settable p1
t permits the relative priority of Ports'on the same Bridge to be managed (4.5.5, Sec
cant octet is the Port Number expréssed as an unsigned binary number The value 0li
lumber.

lcoding of Timer Values. Timer Values shall be encoded in two octets, taken to r¢
inary number multiplied by a unit of time of 1/256 of a second. This permlts times in
including, 256 seconds to be represented.

Formats and Parameters

53.1C

mitted Configuration BPDU shall contain the following parameters (4.5.1) and no others:
(1) The Protocol Identifier is encoded in Octets 1 and 2 of the BPDU. It takes the value 000(
000D, avhich identifies the Spanning Tree Algorithm and Protocol as specified in Sectiq

sta
@
3

second to
q the value

the value

D represent
fommenda-

the increment to the Root Path Cost, in order that some common value can be plaEed on this

ocal Area

p represent
mber shall

ion 6). The
is not used

present an
the range 0

guration BPDUs. The format of the Configuration BPDUs is shown in Fig 5-1. Each trans-

0000 0000
n 4 of this

rd

denotes a Configuration BPDU,

4
5)
®
)
(8)
9)

The Topology Change Acknowledgment flag is encoded in Bit 8 of Octet 5 of the BPDU
The Topology Change flag is encoded in Bit 1 of Octet 5 of the BPDU.

The Root Identifier is encoded in Octets 6 through 13 of the BPDU.

The Root Path Cost is encoded in Octets 14 through 17 of the BPDU.

The Bridge Identifier is encoded in Octets 18 through 25 of the BPDU.

The Port Identifier is encoded in Octets 26 and 27 of the BPDU.
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(10) The Message Age timer value is encoded in Octets 28 and 29 of the BPDU.
(11) The Max Age timer value is encoded in Octets 30 and 31 of the BPDU.

(12) The Hello Time timer value is encoded in Octets 32 and 33 of the BPDU,
(13) The Forward Delay timer value is encoded in Octets 34 and 35 of the BPDU.

- Ocltet
Protocol Identifier 2
Protocol Version Identifier 3
BPDU Type 4
Flage 5
6
7
8
. 9
Root Identifier 10
11
12
13
14
15
R
oot Path Cost 16
17
18
. s . 19
Bridge Identifi
ridge Identifier 20
21
22
23
24
25
. 26
Port Identifier o7
28
M A
essage Age 20
Max Age 30
31
. 32
Hello Time 33
Forward Delay 54
35
Fig 5-1
Configuration BPDU

Parameters and Format
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5.3.2 Topology Change Notification BPDUs. The format of the Topology Change Notification BPDUs
is shown in Fig 5-2. Each transmitted Topology Change Notification BPDU shall contain the following
parameters (4.5.2) and no others:

(1) The Protocol Identifier is encoded in Octets 1 and 2 of the BPDU. It takes the value 0000 0000 0000
0000, which identifies the Spanning Tree Algorithm and Protocol as specified in Section 4 of this
standard.

(2) The Protocol Version Identifier is encoded in Octet 3 of the BPDU. It takes the value 0000 0000.

(3) The BPDU Type is encoded in Octet 4 of the BPDU. This field shall take the value 1000 0000. This
denotes a Topology Change Notification BPDU.

: Ocltet
" Protocol Identiﬁer 2
Protocol Vei‘sion Identifier 3
BPDU Type 4
Fig 5-2

Topology Change Notification
BPDU Parameters and Format

5.3.3 Validation of Received BPDUs. A received BPDU shall be'processed by the Bridge Protocol
Entity as specified in 4.7 of this standard if, and only if, it contains the Protocol Identlﬁer, Protacol Version
Identifier, and BPDU Type parameters, and either

(1) The/BPDU Type parameter denotes a Configuration BPDU, and all of the fixed paramefers of this

BPIDU type are present, i.e., the BPDU is composed of at/least 35 octets, or

(2) Thel BPDU Type parameter denotes a 'Ibpology Change Notification BPDU, and all df the fixed

parameters of this BPDU type are present i.e., the:'BPDU is composed of at least 4 octets.
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6. Bridge Management

eIment 1aclilties are provided by ridages 1in accor: Ce w1 T1INCl I

anagement Framework.
tion
roduces the Functional Areas of OSI Management to assist in the identification of

hts placed on Bridges for the support of management facilities.

ablishes the correspondence between the Processes used to model the operation of
3) and the managed objects of the Bridge.

ecifies the management operations supported by each managed obJect.

concepts of

the require-

the Bridge

6.1 Management Functions. The Functions of Management relate’tothe users’ needs for f:

support t
resources,
Areas of (

marized 1(11

municati

municati
establishy

agement in this functional area are

(1) Th

resources, and the particular facilities provided in that functional area hy Bridge

s resources, initialization, reset and closedown, the supply of operational paramet
hent and discovery of the relationship between resources. The facilities provided by

b-identification of all Bridges thiat together make up the Bridged Local Area Netwos

re

- to particular individual LANSs,
(2) The ability to remotely reset; i.e., reinitialize, specified Bridges.
(3) The ability to control the priority with which a Bridge Port transmits frames.
(4) The ability to force-a specific configuration of the spanning tree.
(5) The ability to contrel the propagation of frames with specific group MAC addresses to c
of the configured Bridged Local Area Network.

ective locations and, as a consequence of that identification, the location of specific

cilities that

he planning, organization, supervision, control, protection, and security of communications
and account for their use. These facilities may be. categorized as supporting thel Functional
onfiguration, Fault, Performance, Security, and Accounting Management. Each of these is sum-
6.1.1 through 6.1.5, together with the facilities commonly required for the managerhent of com-

hagement.

rs, and the
ridge Man-

6.1.1 C(Lnﬁguratlon Management. Configuration’Management provides for the 1dent1ﬁc1:Emn of com-

fk and their
bnd stations

ertain parts

6.1.2 Fault Management. Fault Management provides for fault prevention, détection, diagndsis, and

correction The facilities provided by Bridge Management in this functional area are

rting.

(1) The abhility to identify and correct Bridge malfunctions, including error logging and repc

6.1.3 Performance Management. Performance management provides for evaluation of the behavior of
communications resources and of the effectiveness of communication activities. The facilities provided by
Bridge Management in this functional area are

(1) The ability to gather statistics relating to performance and traffic analysis. Specific metncs include

network utilization, frame forward, and frame discard counts for 1nd1v1dual Ports w1th1n a Bridge.

6.1.4 Security Management. Security Management provides for the protectlon of resources. Brldge
Management does not provide any specific facilities in this functional area.
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6.1.5 Accounting Management. Accounting Management provides for the identification and distribu-
tion of costs and the setting of charges. Bridge Management does not provide any specific facilities in this
functional area.

6.2 Managed Objects. Managed objects model the semantics of management operations. Operations upon
an object supply information concerning, or facilitate control over, the Process or Entity associated with
that object.

The managed resources of a MAC Bridge are those of the Processes and Entities established in 3.3 Model
of Operation. Specifically,

(1) The Bridge Management Entity (6.4, 3.11).

(2) The individual Media Access Control Entities associated with each Bridge Port (6.5, 3.2, 3.5, 3.6).

(3) The Forwarding Process of the MAC Relay Entity (6.6, 3.2, 3.7). -

(4) The [Filtering Database of the MAC Relay Entity (6.7, 3.9).

(6) The Bridge Protocol Entity (6.8, 3.10, Section 4).

The management of each of these resources is described in terms of managed objects and pperations
below.

6.3 Data es. This section specifies the semantics of operations independent of their encoding in man-
agement prptocol. The data types of the parameters of operations are defined only asrequired for that spec-
ification.
The following data types are used:
(1) Boolean.
(2) Enumerated, for a collection of named values. ,
(3) Unsigned, for all parameters specified as “the number of” some quantity, and for priority yalues that
are numerically compared. In the latter case the lower number represents the higher prigrity value.
(4) MAC Address.
(5) Latinl String, as defined by ANSI X3.159 [1], for all text strings.
(6) Time Interval, an Unsigned value representing a‘positive integral number of seconds, for all proto-
col timeout parameters.
(7) Counter, for all parameters specified as a “count” of some quantity. A counter increments and wraps
with a modulus of 2 to the power of 64. ‘ '

6.4 Bridge| Management Entity. The Bridge Management Entity is described in 3.11.
The objedts which comprise this managed resource are
(1) The Bridge Configuration.
(2) The [Port Configuration for each Port.

6.4.1 Bridge Configuration. The Bridge Configuration object models the operations that [modify, or
enquire abdut, the configuration of the Bridge’s resources. There is a single Bridge Configuration object per
Bridge. '

The manhgement operations that can be performed on the Bridge Configuration are Dlscover Bridge,
Read Bridgp, Set Bridge Name, and Reset Bridge.

8.4.1.1(Discover Bridge

6.4.1.1.1 Purpose. To solicit configuration information regarding the Bridge(s) in the Bridged Local
Area Network.

6.4.1.1.2 Inputs
(1) Inclusion Range, a set of ordered pairs of specific MAC Addresses. Each pair spec1ﬁes a range of
MAC Addresses. A Brldge shall respond if and only if
(a) For one of the pairs, the numerical comparison of its Bridge Address with each MAC Address of
the pair shows it to be greater than or equal to the first, and
(b) Less than or equal to the second, and
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@

(1)
2

3)
4)

(5)

'6.4.12 Read Bridge

ey
2)

3
4)

(5)

6.4.113 Set Bridge Name

(1)

(¢) Its Bridge Address does not appear in the Exclusion List parameter below. .

The numerical comparison of one MAC Address with another, for the purpose of this operation, is
achieved by deriving a number from the MAC Address according to the following procedure. The
consecutive octets of the MAC Address are taken to represent a binary number; the first octet that
would be transmitted on a LAN medium when the MAC Address is used in the source or destination
fields of a MAC frame has the most 51gn1ﬁcant value, the next octet the next most significant value.
Within each octet the first bit of each octet is the least significant bit. .

Exclusion List, a list of specific MAC addresses.

6.4.1.1.3 Outputs

Bridge Address—the MAC Address for the Bridge from which the Bridge Identifier used by the
Spanning Tree Algorithm and Protocol is derived.

Bridge Name—a text string of up to 32 characters, of locally determined significance:
Number of Ports—the number of Bridge Ports (MAC Entities).

Port Addresses—a list specifying the following for each Port:

(a) Port Number—the number of the Bridge Port.

(b) Port Address—the specific MAC Address of the individual MAC Entity associated with the Port.
Uptime—count in seconds of the time elapsed since the Bridge was last reset or initialized.

6.4.1.2.1 Purpose. To obtain general information regarding the/Bridge.

.1.2.2 Inputs. None.

6.4.1.2.3 Outputs

B 1dge Address—the MAC Address for the Bridge from whlch the Brldge Identifier jused by the
Sganning Tree Algorithm and Protocol is derived.

Briidge Name—a text string of up to 32 characters, of locally determined significance.
Number of Ports—the number of Bridge Ports (MAC Entities).

Pdrt Addresses—a list specifying the following for each Port:

(a] Port Number.

(b]) Port Address—the specific MAC Address of the individual MAC Entity associated with the Port.
Uptime—count in seconds of the time elapsed since the Bridge was last reset or initialized.

6.4.1.3.1 Purpose.-To associate a text string, readable by the Read Bridge‘operation, with a Bridge.

6.4.1.3.2 Inputs
Bridge Name—a text string of up to 32 characters.

6.4.1.3:3 Outputs. None.

6.4.1.4 Reset Bridge

6.4.1.4.1 Purpose. To reset the specified Bridge. The Forwarding Database is cleared and initialized

with the entries specified in the Permanent Database, and the Bridge Protocol Entity is initialized (4.8.1).

6.4.1.4.2 Inputs. None.

6.4.1.4.3 Outputs. None.
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6.4.2 Port Configuration. The Port Configuration ohject models the operations which modify, or
inquire about, the configuration of the Ports of a Bridge. There area fixed set of Bridge Ports per Bridge
(one for each MAC interface), and each is identified by a permanently allocated Port Number. Ports are
numbered consecutively starting from 1.

The information provided by the Port Configuration consists of summary data indicating its state and
type. Specific counter information pertaining to the number of packets forwarded, filtered, and errors are
maintained by the Forwarding Process resource. The management operations supported by Bridge Proto-
col Entity allows for controlling the states of each Port.

The management operations that can be performed on the Port Entities are Read Port and Set Port
Name.

4.2.1.1 Purpose. To obtain general information regarding a specific Bridge Port:

6.4.2.1.2 Inputs
(1) Port Number—the number of the Bridge Port.

6.4.2.1.3 Outputs :
(1) Port Name—a text string of up to 32 characters, of locally determined significance.

(2) Pgrt Type—the MAC Entity type of the Port (ISO/IEC 8802/3 [5]; ISO/IEC 8802-4 [6]; ISO/IEC
8802.5 [7]; ISO 9314 [14]; other).

6.4.2.2 Set Port Name

6.4.2.2.1 Purpose. To associate a text string, readable by the Read Port operation, with a Bridge
Port.

6.4.2.2.2 Inputs
(1) Port Number.
(2) Port Name—a text string of up to 32.\characters.

6.4.2.2.3 Outputs. None.

6.5 Medja Access Control Entities. The Management Operations and Facilities provided|by the MAC
Entities pre those specified-in the Layer Management Standards of the individual MACs. A MAC Entity is
associatdd with each Bridge’Port.

frames. Countersg-dare maintained that provide information on the number of frames forwarded, filtered,
and dropped due to error. Configuration data, defining how frame priority is handled, is maintained by the
ForwardingProcess.

The objects that comprise this managed resource are
(1) The Port Counters.
(2) The Transmission Priority objects for each Port.

6.6 Foriarding Process. The Forwarding Process contains information relating to the fprwarding of

6.6.1 The Port Counters. The Port Counters object models the operations that can be performed on the
Port counters of the Forwarding Process resource. There are multiple instances (one for each MAC Entity)
of the Port Counters object per Bridge.

The management operation that can be performed on the Port Counters is Read Forwardmg Port
Counters. ‘
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6.6.1.1 Read Forwarding Port Counters

6.6.1.1.1 Purpose. To read the forwarding counters associated with a specific Bridge Port.

6.6.1.1.2 Inputs
(1) Port Number.

6.6.1.1.3 Outputs

(1) Frames Received—count of valid frames received. _

(2) Discard Inbound—count of valid frames received that were discarded by the Forwarding Process.

(3) Forward Outbound-—count of frames forwarded to the associated MAC Entity.

{4) Discard Lack of Buffers—count of frames that were to be transmitted through the associated Port
but] were discarded due to lack of buffers.

(5) Dispard Transit Delay Exceeded—count of frames that were to be transmitted butwere discarded
dud to the maximum bridge transit delay being exceeded (buffering may have been available).

- (8) Discard on Error—count of frames that were to be forwarded on the associated-MAC byt could not

be fransmitted (e.g., frame would be too large).

(7) Diseard on Error Details—a list of 16 elements, each containing the source)address of 4 frame and
the| reason why the frame was discarded (frame too large). The list-is maintained a$ a circular

buffer. The only reason for discard on error, at present, is transmissible service dafla unit size
excpeded.

6.6.2 Triansmission Priority. The Transmission Priority object:models the operations that|can be per-
formed to pontrol how frame priority is handled for each transmitting Port, in accordance with 8.7.4. There
are multiple instances (one for each MAC Entity) of the Transmission Priority objects per Bridge.

The management operations that can be performed on theTransmission Priority are Read Tyansmission
Priority amd Set Transmission Priority.

6.6.2.1 Read Transmission Priority

6.6.2.1.1 Purpose. To read the settings of the parameters governing the use of priority| for relayed
frames.

6.6.2.1.2 Inputs
(1) Pont Number.

6.6.2.1.3 Outputs
(1) Ougbound User Priority, in the range 0 through 7.
(2) Outbound Access Priority, in the range 0 through 7.

6.6.2.2 Set Transmission Priority

6.6.2.2.1-Purpose. To set the parameters governing the use of priority for relayed frames.

6.6.
(1)« Port Number.
(2) Outbound User Priority, in the range 0 through 7.
(3) Outbound Access Priority, in the range 0 through 7.

6.6.2.2.3 Outputs. None.

6.7 Filtering Database. The Filtering Database is described in 3.9. It contains filtering information used

by the Forwarding Process (3.7) in deciding through which Ports of the Bridge frames should be forwarded
The objects that comprise this managed resource are
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(1) The Filtering Database
(2) The Static Entries

(8) The Dynamic Entries

(4) The Permanent Database

6.7.1 The Filtering Database. The Filtering Database object models the operations that can be per-
formed on, or affect, the Filtering Database as a whole. There is a single Filtering Database object per
Bridge.

The management operations that can be performed on the Database are Read Filtering Database, Set
Filtering Database Ageing Time, and the Create Filtering Entry, Delete Filtering Entry, Read Filtering
Entry, and Read Filtering Entry Range operations defined in 6.7.5.

6.7.1.1 Read Filtering Database
6.7.1.1.1 Purpose. To obtain general information regarding the Bridge’s Filtering'Database.
6.7.1.1.2 Inputs. None. |

6.7.1.1.3 Outputs
(1) Filtpring Database Size—the maximum number of entries that caribe held in the Filt¢ring Data-
base. '
(2) Nuipber of Static Entries—the number of static entries currently in the Filtering Databgse.
(3) Number of Dynamic Entries—the number of dynamic entries.currently in the Filtering IDatabase.

(4) Ageing Time—for ageing out dynamic entries when the Port associated with the entry is|in the For-
warding State. ~

6.7.1.2 Set Filtering Database Ageing Time
6.7.1.2.1 Pilrpose. To set the ageing time fordynamic entries.

6.7.1.2.2 Inputs
(1) Ageing Time.

6.7.1.2.3 Outputs. None.

6.7.2 A Btatic Entry. A Static Entry object models the operations that can be performed pn a single
static entnly in the Filtering“Database. The set of Static Entry objects within the Filtering Database
changes under management.control. )

A Static| Entry objectisupports the Create Filtering Entry, Delete Filtering Entry, and Read Filtering
Entry openations defined in 6.7.5.

single dynamic-ehtry (i.e., one that is created by the Learning Process as a result of the observdtion of net-
work traffic)in the Filtering Database.

A Dynamic Entry object supports the Delete Filtering Entry and Read Filtering Entry operations defined
in 6.7.5.

6.7.3 A Dynamic Entry. A Dynamic Entry object models the operations that can berperf%’rmed ona

6.7.4 Permanent Database. The Permanent Database object models the operations that can be
performed on, or affect, the Permanent Database. There is a single Permanent ‘Database per Filtering
Database. ‘ :

The management operations that can be performed on the Permanent Database are Read Permanent
Database, and the Create Filtering Entry, Delete Filtering Entry, Read Filtering Entry, and Read Filtering
Entry Range operations defined in 6.7.5.
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6.7.4.1 Read Permaneht Database
6.7.4.1.1 Purpose. To obtain general information regarding the Permanent Database.
6.7.4.1.2 Inputs. None,
6.7.4.1.3 Outputs |
¢)) gzgzanent Database Size—maximum number of entries that can be held in the Permanent Data-

(2) Number of Permanent Entries—number of entries currently in the Permanent Database.

6.7.5 General Filtering Database Operations

6.7.8.1 Create Filtering Entry

6.7.5.1.1 Purpose. To create an entry in the Filtering Database or Permanent Database. Only
Static Exjtries may be created in the Filtering Database.

6.7.5.1.2 Inputs
(1) Identifier—Filtering Database or Permanent Database.
(2) Agddress—MAC address of the entry.
(8) Port Map—a list specifying the following for each Port:
(a) Inbound Port—the number of the Bridge Port.
() Outbound Ports—a set of Boolean indicators, one for each Bridge Port.
If a mdmber of Outbound Ports is True, the entry permitsforwarding to the associated Port.|The member
of Outbopind Ports that represents the Inbound Port takes.the value False.

6.7.5.1.3 Outputs. None.
6.7.5.2 Delete Filtering Entry
6.7.5.2.1 Purpose. To delete an entry from the Filtering Database or Permanent Database.
6.7.5.2.2 Inputs
(1) Identifier—Filtering Database or Permanent Database.
(2) Afdress—MAC address of the desired entry.
6.7.5.2.3 Outputs. None.
6.7.5.3 Read Filtering Entry
6.7.5.3.1. Purpose. To read an entry from the Filtering or Permanent Databases.
6.77.5:3.2 Inputs

(1) Identifier—Filtering Database or Permanent Database.
(2) Address—MAC address of the desired entry.

6.7.5.3.3 Outputs
(1) Address—MAC address of the desired entry.
(2) Entry Type—either Dynamic or Static.
(8) Either
(a) Port Number, if the Entry Type is Dynamic, or
(b) Port Map, as specified for the Create Static Entry operation, if the Entry Type is Static.
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6.7.5.4 Read Filtering Entry Range

6.7.5.4.1 Purpose. To read a range of entries from the Filtering or Permanent Databases..
Since the number of values to be returned in the requested range may have exceeded the capacity of the
service data unit conveying the management response, the returned entry range is identified. The indices
that define the range take on values from zero up to Filtering Database Size minus one.

6.7.5.4.2 Inputs
(1) Identifier—Filtering Database or Permanent Database.
(2) Start Index—inclusive starting index of the desired entry range.
(3) Stop Index—inclusive ending index of the desired range.

6.7.5.4.3 Outputs

(1) Start Index—inclusive starting index of the returned entry range.
(2) Stop Index—inclusive ending index of the returned range.
(8) For|each Filtering Entry returned,

(a)| Address—MAC address of the desired entry.

(b) | Entry Type—either Dynamic or Static.

(c) |Either , .
(i) Port Number, if the Entry Type is Dynamic, or
(i) Port Map, as specified for the Create Static Entry operation; if the Entry Type i Static.

6.8 Bridge Protocol Entlty The Bridge Protocol Entity is described\in 3.10 and Section 4.
The objerts that comprise this managed resource are
(1) The Frotocol Entity itself.
(2) The Ports under its control.

6.8.1 The Protocol Entity. The Protocol Entity object models the operations that can bel performed
upon, or inquire about, the operation of the Spanningree Algorithm and Protocol.
There is|a single Protocol Entity per Bridge; it can, therefore, be identified as a single fixed coanonent of

the Protocgl Entity resource.

The mahagement operations that can be_performed on the Protocol Entity are Read Bridge Protocol
Parameters and Set Bridge Protocol Parameters.

6.8.1.1 Read Bridge Protocol Parameters

6.8.1.1.1 Purpose. To obtain information regarding the Bridge’s Bridge Protocol Ehtity.

6.8.1.1.2 Inputs. None:

(1)

2 Phange flag

3) : ange flag paramete o|Bridge has
been set (.e., trans1t10ned from False to ’I‘rue) since the Brldge was powered on or initialized.
(4) Topology Change (4.5.3.12).
(56) Designated Root (4.5.3.1).
(6) Root Cost (4.5.3.2).
(7) Root Port (4.5.3.3).
(8) Max Age (4.5.3.4).
(9) Hello Time (4.5.3.5).
(10) Forward Delay (4.5.3.6).
(11) Bridge Max Age (4.5.3.8).
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(12) Bridge Hello Time (4.5.3.9).
(13) Bridge Forward Delay (4.5.3.10).
(14) Hold Time (4.5.3.14).

6.8.1.2 Set Bridge Protocol Parameters

6.8.1.2.1 Purpose. To modify parameters in the Bridge’s Bridge Protocol Entity in order to force a

configuration of the spanning tree and/or tune the reconfiguration time to suit a specific topology.

1)
2)
3)
4)

6.8.1.2.2 Inputs
Bridge Max Age—the new value (4.5.3.8).

Br 4.5.3.9)
BrEge Forward Delay—the new value (4.5.3.10).
Bridge Priority—the new value of the priority part of the Bridge Identifier (4.5.3.7):

6.8{1.2.3 Outputs. None.

6.8{1.2.4 Procedure. The input parameter values are checked for compliancekwith 4.10.R. If they do

not comply, or the value of Bridge Max Age or Bridge Forward Delay is le§s)than the lower |limit of the
range spefified in Table 4-3, then no action shall be taken for any of the supplied parameters. [If the value
of any of Bridge Max Age, Bridge Forward Delay, or Bridge Hello Time)is outside the range specified in

Table 4-3,[then the Bridge need not take action.

Otherwise, the Bridge’s Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parpmeters are
set to the|supplied values. The Set Bridge Priority procedure (4.8.4) is used to set the priority part of the

Bridge Identifier to the supplied value.

6.8.2 Hridge Port. A Bridge Port object models the.operations related to an individual Brjdge Port in

relation tg the operation of the Spanning Tree Algorithm and Protocol.

There afe a fixed set of Bridge Ports per Bridge;-€ach can, therefore, be identified by a permanently allo-

cated Port Identifier, as a fixed component of the Protocol Entity resource.

The management operations that can be pérformed on a Bridge Port are Read Port Parameters, Force

Port Statq, and Set Port Parameters.

6.8.2.1 Read Port Parameters

col Entity.

(1)
o
@)
@)
@)

6)

(6)
N
8
9)

6.8/2.1.1 Purpose. To obtain information regarding a specific Port within the Bridge’s Bridge Proto-

6.8{2.1.2 Inputs:
Port Number<-the number of the Bridge Port.

6.812.1.3 Qutputs
Up tinie--count in seconds of the tlme elapsed since the Port was last reset or 1n1t1a11zed .
: ate e : able ste e pr Blocking)

(4.4, 4.5. 5 2)
Port Identifier—the unique Port identifier comprising two parts, the Port Number and the Port
Priority field (4.5.5.1).

Path Cost (4.5.5.3).

Designated Root (4.5.5.4).

Designated Cost (4.5.5.5).

Designated Bridge (4.5.5.6).

Designated Port (4.5.5.7).

Topology Change Acknowledged (4.5.5.8).
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6.8.2.2 Force Port State
6.8.2.2.1 Purpose. To force the specified Port into Disabled or Blocking.
6.8.2.2.2 Inputs
(1) Port Number—the number of the Bridge Port.
(2) State—either Disabled or Blocking (4.4, 4.5.5.2).
6.8.2.2.3 Outputs. None.

6.8.2.2.4 Procedure. If the selected state is Disabled, the Dlsable Port procedure (4.8.3) is used for
the specified Port. If the selected state is Blocking, the Enable Port procedure (4.8.2) is used

6.8.2.3 Set Port Parameters

6.8{2.3.1 Purpose. To modlfy parameters for a Port in the Bridge’s Brldge Protocol Entity in order to
force a comfiguration of the spanning tree.

6.8/2.3.2 Inputs
(1) Port Number—the number of the Bridge Port,
(2) Path Cost—the new value (4.5.5.3). :
(83) Port Priority—the new value of the priority field for the Port Identifier (4.5.5,1).

6.8{2.3.3 Qutputs. None.
6.8{2.3.4 Procedure. The Set Path Cost procedure (4,8.6) is used to set the Path Cost kparameter 'for

the specified Port. The Set Port Priority procedure (4.8.5):is used to set the priority part of the [Port Identi-
fier (4.5.5]1) to the supplied value. :
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7. Management Protocol

This sec]
are realizefl through the use of the set of management tools specified in IEEE Std 802.1B [3]:
It specifies
(1) Use|of the Network Management Protocol procedures to carry out the management op
objects as defined in Section 6.
(2) The|parameter identifiers and values associated with each operation.
(3) Thelencoding of parameter identifiers and value types.

through the fise of CMIS [12] and CMIP [13). This proposed addendum will specify the ASN.1 (ISO 8824 [10]) enc:

NOTE: A further section is under development to specify how the managément facilities provided by MAC Bridgiil
CMIP to conviey the operations defined. It is being developed as the notational and encoding'requirements for CMIP be

in ISO/IEC JTC1 SC21/WG4.

fion specifies how the management facilities provided by MAC Bridges and specified in Section 6

erations on

are realized .
ings used by
ome clarified

7.1 Specifjcation of Operations. Each operation on an object is carried out by one of the following Net-

gement Operations:

(3) Action

7.1.1 Sp
fied:
(1) For
(a)

pcification of a Get Operation. For each operation carried out by Get, the followin

the invoke primitive and the associated Request PDU,

ATTRIBUTE Macro call-used in the ASN.1 (ISO 8824 [10]) encoding definition.
(b)

the relevant IDTYPE in the ATTRIBUTE Macro call (above). It is not always presen
he reply primitive and the associated Response PDU,

The Identifier Code, as specified for the corresponding invoke primitive.

The Identifier Type, as specified for the corresponding invoke primitive.

The Value Type, which conveys the result of the Get. This is referenced by the name
vant VALUETYPE in the ATTRIBUTE Macro call referred to above.

(2) For t]
(a)
)]
(©)

7.1.2 Sp
fied:
(1) For the invoke primitive and the associated Request PDU,
(a) The Identifier Code.
(b) The Identifier Type, if present.
(¢) The Value Type, specifying the desired settings of the object attributes.
(2) Forthe reply primitive and the associated Response PDU,
(a) The Identifier Code.
(b) The Identifier Type.
(¢) The Value Type, which conveys the result of the Set.
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The Identifier Code (idCode), an’integer identifying the object (parameter) to be acc
is referenced both by the'wvalue of the Identifier Code and by the name of th

g are speci-

pssed. This
e relevant

The Identifier Type (idtypeQualifier), which qualifies the Identifier Code in order to gelect those
attributes or subordinate objects pertinent to this operation. This is referenced by t

he name of
.

of the rele-

ing are speci-
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7.1.3 Specification of an Action Operation: For each operation carried out by Action, the following
are specified:
(1) For the invoke primitive and the associated Request PDU,

(a) The Action Identifier—an integer identifying the action to be performed. This is referenced by
the name and value of the Action Identifier Code specified in the ASN.1 (ISO 8824 [10]) encod-
ing definition.

(b) The Identifier Code, as for Get and Set.

(¢) The Identifier Type, as for Get and Set.

(d) The Action Value Type, specifying the desired settings of the object attributes. This is refer-
enced by the name of the relevant VALUETYPE in the ATTRIBUTE Macro call for the object on
which the action is to be performed.

(2) For the reply primitive and the associated Response PDU,

(a) [The Action Identifier.
(b) [The Identifier Code.
(¢) [The Identifier Type.

7.2 Operations. Tables 7-1, 7-2, 7-3, and 7-4 specify the mapping of the Bridge Management Dperations
for the Briflge Management Entity (6.4), the Forwarding Process (6.6), the Filtering Database (6.7), and

the Bridge [Protocol Entity (6.8) onto the Protocol Operations specified in IEEE- Std 802.1B [3].

' ' Table 7-1
Mapping of Bridge Management Entity Operations to-Management Protocol
Management Protocol Action " Identifier Identifier Value
Operation Operation Identifier Cade Type Type
Discovier Get J— bridgeEntity BridgeSelect BridgeConfig
Bridx »
Read Get — bridgeEntity —_ BridgeConfig
Bridge _
Set Briglge Set — bridgeEntity | BridgeNameld | BridgeName
Name , '
Reset Action Teset bridgeEntity — —
Bridge ‘
Read Get —_ -bridgeEntity Portld PortConfig
Port ‘ '
Set Port Set — bridgeEntity PortNameld PontName
Name
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Table 7-2
Mapping of Forwarding Process Operations to Management Protocol
Management | Protocol Action Identifier Identifier Value
Operation Operation | Identifier Code - Type Type
Read Get — forwardProc PortCountsld Port Counters
Forwarding ‘
Port Counters
Read Get — forwardProc | TransmitPriorityld | TransmitPriority
Transmission '
Prioiity
Set Set —_ forwardProc | TransmitPriorityld | TransmitPriority
Transmjssion
Prionxity
Table 7-3
Mapping of Filtering Database Operations to Management Protocol
Managément | Protocol Action Identifier Identifier Value
Operation Operation | Identifier Code Type Type .
Redd Get —_ filterDatabase FilterDatabaseld FilterGeneral
Filtenting
Database ,
Set Filtering Set — filterDatabase AgeingTimeld AgeingTime
Dataljase -
Ageing[Time
Rej;l Get — filterDatabase | PermanentDatabaseld | PermGeneral
Permalnent
DataBase
Cregte Action create filterDatabase Entry Filter
Filtering
Entry
Delgte Action delete filterDatabase Entry Filter
Filteting ‘
Entry
Redd Get — filterDatabase Entry Filter
Filteying :
Entry
Read Get — filterDatabase EntryRange FilterRange
Filtering
Entry Range
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Table 7-4

Mapping of Bridge Protocol Entity Operations to Management Protocol

Management | Protocol Action Identifier Identifier Value

Operation Operation | Identifier Code Type Type
Read Get — protoéolEntity ProtocolBridgeld ProtocolParms
Bridge

Parameters
Set Set — protocolEntity | BridgeParmsld | NewBridgeParms
Bridge

Paramfters , |
Re Get _ protocolEntity ProtocolPortId PorilParms
Po

Parameters
Se Action ForceState | protocolEntity ProtocolPortId NewPortState -
Po
State
Se{ Set —_ protocolEntity PortParmsld NewPortParms
Po

Parameters
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7.3 Encoding. This section specifies the encoding of parameter identifiers and values using Abstract Syn-
tax Notation One (ASN.1, specified in ISO 8824 [10] and ISO 8825 [11]). Common Definitions are defined in
P802.1F/D13, Common Definitions and Procedures for IEEE 802 Management Information (Nov. 1992).7
IEEE802-1BridgelmeDefinitions DEFINITIONS ::= BEGIN

- rev 1

~- *%%%* Import common definitions and assign local
- identifiers. ##***

-~ Define the ATTRIBUTE macro

ATTRIBUTE| : := IEEE802CommonDefinitions.ATTRIBUTE

-- Define| local names for common data types

MACAddress ::= IEEE802CommonDefinitions.MACAddress
ResourceTypelD ::= IEEE802CommonDefinitions.ResourceTypelD

-~ Define| Protocol Actions required (in addition to the built-in
-- Protocpl Operations : Get, Set ..

IEEE802-1Bridge-Lme-ActionID ::= CHOICE ({
privateAction [0] ANY,

create (1] IMPLICIT NULL,
delete [2)<IMPLICT NULL,
reset [3]1 IMPLICIT NULL,

forceState (4] IMPLICIT NULL }

—-- List lpgal instances of Parameter Identifiers (idCodes).

-- Parameter idCodes are defined using the ATTRIBUTE macro.

-- Negatiye idCodes are used for implementation specific parameters.

—- The rellationship between idCodes|,. idtypeQualifiers (IDTYPES) and

-- VALUETKPES is described along.with instances of use of the ATTRIBUTE macro.

-- The definitions in the list here mirror those contained in the IDType

-~ referehces in the ATTRIBUTE Macro calls.

-- Note: This correspondence is maintained manually, with no checking by an

—-— ASN.1 pompiler. The list of definitions needs to be specified here to

~- define| the PDU Syntax by establishing the relationship between the use

-- of the|codes_in)the ATTRIBUTE macro, which is a notational device for

~-- collecting. together references to a single object, and what goes in the PDU.

IEEE802-1Bridge-Lme-ParameterID ::= SEQUENCE {
idCode INTEGER, -- takes vales of ATTRIBUTE codes
idtypeQualifier CHOICE {
bridgeSelect {0] IMPLICIT BridgeSelect,
bridgeNameId [1] IMPLICIT BridgeNameld,

"This authorized standards project was not approved by the IEEE Standards Board at the time this went to press. It is available
from the IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA.
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- A Set Operation specifying the idCode, IDTYPE BridgeNameld and VALUETYPE
-— BridgeName sets the Bridge Name.

- An Action Operation with Action Identifier Reset. specifying the idCode
- resets the Bridge.

- A Get Operation spec;fylng the idCode and IDTYPE Portld returns VALUETYPE
- PortConfig.

- A Set Operation specifying the idCode, IDTYPE PortNameld and VALUETYPE
- PortName sets the Port Name.

BridgeSelect ::= SEQUENCE {

inclusion [0]) IMPLICIT InclusionRange,
exclusion [1] IMPLICIT ExclusionList }
InclusionRange ::= SET OF SEQUENCE {

lower [0) IMPLICIT MACAddress,
upper [1] IMPLICIT MACAddress }

ExclusionList ::= SET OF MACAddress

Portld ::= INTEGER -- takes values from 1 upwards
PortRameld ::= INTEGER -- takes same values as PortId

BridgeConfig ::= SEQUENCE {
bridgeaddr (0] IMPLICIT MACAddress,

bname (1) IMPLICIT BridgeName,
portAddresses [2] IMPLICIT PortAddresses,
uptime (3] \IMPLICIT Counter64 }

BridgeName ::= OCTETSTRING -- printable (Latinl String) up to 32 octets
bortAddresses, ::= SEQUENCE OF PortAddress
PportAddress ::= SEQUENCE {

pNumber {[0] IMPLICIT INTEGER, -- takes same values as PortId
portAddr [1] IMPLICIT MACAddress }

—- BridgeName is defined above
PortConfig ::= SEQUENCE {
pName [0] IMPLICIT PortName,
pType [1] IMPLICIT PortType }

PortName ::= OCTETSTRING -~ printable (Latinl String) up to 32 octets

PortType ::= INTEGER {
p802.3 (83),
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p802.4 (84),
p802.5 (85),
FDDI  (87) }

-~ PortName is defined above

-- Forwarding Process

forwardProc ATTRIBUTE
— IDTYRPES {4} PortCountsld
(5] TransmitPriorityld
VALUETYPES [5] PortCounters
(6] TransmitPriority

il
N

" -~ The Fofwarding Process can be accessed in the following ways:

- A Gpt Operation specifying the idCode (2) and IDTYPE PortCountsId
- retprns PortCounters

- A Gpt Operation specifying the idCode and IDTYPE \TransmitPriorityld
- retphrns TransmitPriority.

- A Spt Operation specifying the idCode, IDTYPE TransmitPriorityld and
- VALUETYPE TransmitPriority sets the transmission priorities.

PortCpuntsId ::= INTEGER -- takes values from 1 upwards, to identify Port
. TransmitPriorityId ::= INTEGER -- values from 1 upwards, to identify Port

PortCpunters ::= SEQUENCE {

framesReceived [0] IMPLICIT Counteré64,
discardInbound [1] IMPLICIT Counteré4,
forwardOutbound {2] IMPLICIT Counter64,
discardBuffers [3] IMPLICIT Counteré4,
discardTransitDelay [4] IMPLICIT Counteré64,
discardOnError {5] IMPLICIT Counteré64,

—detaitls————— {6 IMPLICIT Piscardbetails—}
DiscardDetails ::= SEQUENCE OF DiscardDetail
DiscardbDetail ::= SEQUENCE {

sourcehAddress (0] IMPLICIT MACAddress,

errorReason = [1] IMPLICIT INTEGER {
reasonTransmitSize (0) }}
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TransmitPriority::= SEQUENCE ({
outboundUserPriority [0] IMPLICIT INTEGER, -- 0 through 7
outboundAccessPriority [1] IMPLICIT INTEGER } -- 0 through 7

-- Filtering Database

filterDatabase ATTRIBUTE
IDTYPES (6] FilterDatabaseld
{7] AgeingTimeld
8+—Permanentbatabasetd
(9] Entry '
[10] EntryRange
VALUETYPES [7] FilterGeneral
[8] AgeingTime
[9] PermGeneral
[10] Filter
{11} FilterRange

]
w

-- The Filtering Database can be accessed in the following ways:

- A|Get Operation specifying the idCode (3) and IDTYPE
- FillterDatabaseld returns VALUETYPE FilterGeneral.

-— A|Set Operation specifying the idCode; IDTYPE AgeingTimeId'and
-- VALUETYPE Ageing Time sets the filtering database ageing time.

- A|Get Operation specifying the-idCode and IDTYPE
- PérmanentDatabaseld returng, VALUETYPE PermGeneral.

- Action Operation withj,Action Identifier Create specifying the idCode,
- IDTYPE Entry and VALUETYPE Filter creates an entry in either the
- agtive Filtering Database or the Permanent Database.

- Action Operation with Action Identifier Delete specifying the idCode
d IDTYPE Entry deletes an entry from either the active Filtering
Database (ox the Permanent Database.
- A|Get! Operation specifying the idCode and IDTYPE Entry returns
- VALUETYPE Filter.

- A Get Operation specifying the idCode and IDTYPE EntryRange returns
- VALUETYPE FilterRange.

FilterDatabaselD ::= NULL

PermanentDatabaselD ::= NULL
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Entry ::= SEQUENCE {
database [0] IMPLICIT INTEGER {
permanentDatabase (0),
filteringbatabase (1) }
addr [1) IMPLICIT MACAddress }

EntryRange ::= SEQUENCE {
database (0] IMPLICIT INTEGER {
: permanentDatabase (0),
filteringDatabase (1) }
startIndex {1] IMPLICIT INTEGER,

—stopindex—{2 - IMPLICITINTEGER ¥

Filterfseneral ::= SEQUENCE {
filterSize (0] IMPLICIT INTEGER,
" staticEntries [1] IMPLICIT INTEGER,
dynamicEntries [2] IMPLICIT INTEGER,
ageingTime (3] IMPLICIT INTEGER }

Ageinglime ::= INTEGER

PermGeneral ::= SEQUENCE {
permSize [0]) IMPLICIT INTEGER,
permEntries [1) IMPLICIT INTEGER }

Filter| ::= CHOICE {
staticEntry (0] IMPLICIT PortMaps,
dynamicEntry (1] IMPLICIT INTEGER } -< to identify Port

PortMaps ::= SEQUENCE OF PortMap

PortMap ::= SEQUENCE { -- a record for every Port, ascending order
inbound (0] IMPLICIT INTEGER -- values from 1 to identify Port
outbound {1] IMPLICIT BITSTRING } -- a bit for every Port,

-- ascending order, True

-~ denoted by value 1

FilterRange ::= SEQUENCE-{

startIndex ,{0) IMPLICIT INTEGER,

stopIndex f1]° IMPLICIT INTEGER,

filterRange (2] IMPLICIT SEQUENCE OF FilterRangeEntry }

FiflterRangeEntry ::= SEQUENCE {
address [0] IMPLICIT MACAddress,
filter [1]) IMPLICIT Filter }

-- Filter is defined above

© —- Bridge Protocol Entity

protocolEntity ATTRIBUTE
IDTYPES [11] ProtocolBridgeld
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[12] BridgeParmsId
[13] ProtocolPortld
[14] PortParmsId
VALUETYPES [12] ProtocolParms
[13] PortParms
[14] NewBridgeParms
[15] NewPortState
[16] NewPortParms

.

.
]

'S

-- The Brjidge Protocol Entity can be accessed in the following ways:

- A Get Operation specifying the idCode (4) and IDTYPE ProtocolBridgeld
- returns VALUETYPE ProtocolParms.

- A Set Operation specifying the idCode, IDTYPE BridgeParmsId and
- Vi TYPE NewBridgeParms sets Bridge Parameters.

- A Get Operation specifying the idCode and IDTYPE ProtocolPortId
- returns VALUETYPE PortParms.

- An Action Operation with Action Identifier ForceState! specifying
- thel idCode, IDTYPE ProtocolPortId and VALUETYPE NewPortState forces
- the Port to the specified State.

- A SEtvOperation specifying the idCode, IDTYPE PortParmsId and
- VALUETYPE NewPortParms sets Port Parameters.

ProtofolBridgeId ::= NULL

BridgpParmsId ::= NULL

ProtorolPortld ::= INTEGER ~- takes values from 1 upwards
PortPprmsId ::= INTEGER -- takes values from 1 upwards

ProtorolParms-3:= SEQUENCE {

bridgeid (0] IMPLICIT Bridgeldentifier
timeChange {1] IMPLICIT INTEGER,
topologyChangeCount [2] IMPLICIT INTEGER, -

—topologyChange (31— IMPLICIT BOOLEAN;

designatedRoot [4) IMPLICIT BridgeIdentifier,
rootPathCost {5] IMPLICIT INTEGER,
rootPort (6] IMPLICIT INTEGER,
maxAge [7) IMPLICIT INTEGER,
helloTime (8] IMPLICIT INTEGER,
fowardDelay [9] IMPLICIT INTEGER,
bridgeMaxAge [10] IMPLICIT INTEGER,
bridgeHelloTime {11) IMPLICIT INTEGER,

bridgeForwardDelay [12] IMPLICIT INTEGER,:
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filterTime (13} IMPLICIT INTEGER }
BridgeIdentifier ::= OCTETSTRING /* always length 8 */

PortParms ::= ' SEQUENCE {

state [0] IMPLICIT PortStates,
portid [1] IMPLICIT PortIdentifier
pathCost {2]) IMPLICIT INTEGER,

desigRoot. =~ [3] IMPLICIT BridgeIdentifier,
desigCost [4] IMPLICIT INTEGER,
desigBridge [5] IMPLICIT Bridgeldentifier,
desigPort (6] IMPLICIT Portldentifier,

—topChangeAck [7] IMPLICIT BOOLEAN J

PortStates ::= INTEGER {
disabled (0),
listening (1),
learning (2),
forwarding(3),
blocking (4) }

PgrtIdentifier ::= SEQUENCE {
portPriority [0] IMPLICIT INTEGER,
portNumber [1] IMPLICIT INTEGER\}

-+ Bridgeldentifier is defined above

NewBridgeParms ::= SEQUENCE {

maxAge [0) IMPLICIT INTEGER,
helloTime [1] IMPLICIT INTEGER,
delay [2]-IMPLICIT INTEGER,
priority (3] IMPLICIT INTEGER }

NewPoxtState, 's 3= SEQUENCE. {
number {0]) IMPLICIT INTEGER,
state (1) IMPLICIT PortStates }

-~ PortStates is defined above
NewPortParms. ::= SEQUENCE {
number [0] IMPLICIT INTEGER,
cost (1} IMPLICIT INTEGER,
priority [2] IMPLICIT INTEGER }

END
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8. Bridge Performance

gelected to allow a basic level of confidence to be established in a Bridge, for use
tion of its suitability for a given application. They cannot be considered to provide an

S

vided and|sought concerning the applicability of a Bridge implementation.
The follpbwing set of performance parameters is defined:
(1) Gupranteed Port Filtering Rate, and a related time interval T that together characteris
for|which filtering is guaranteed.
(2) Guaranteed Bridge Relaying Rate, and a related time interval Tp::

8.1 Guarinteed Port Filtering Rate. For a specific Bridge Port, a-valid Guaranteed Po

Rate, in
tered dur
are true:

ames per second, is a value that, given any set of frames from the specific Bridge

(1) The number of frames in the set does not exceed the specific Bridge Port’s Guarante
teying Rate multiplied by Tz .

(2) Th

(3) The Guaranteed Bridge Relaying Rate is not exceeded.
(4) Relayed frames are not discarded due to_output congestion (3.7.3).

8.2 Guart.nteed Bridge Relaying Rate. For a Bridge, a valid Guaranteed Bridge Relayi

frames pe

second, is a value that given any set of frames from the specific Bridge Port to be re

any T'g inferval, the Forwarding Process shall relay all of the set as long as all of the following

(1) Th

multiplied by T'p .
(2) The Guaranteed Port Filtering Rate of each Bridge Port is not exceeded.
(3) Relayed frames are not discarded due to output congestion (3.7.3).
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eiparameters

n an initial
exhaustive

of the performance of a Bridge. It is recommended that further performance information be pro-

e the traffic

Filtering
rt to be fil-

g any Ty interval, the Forwarding Process shall filtér all of the set as long as all of the following

Port Fil-

> Guaranteed Port Filtering Rate of each of the other Bridge Port(s) is not exceeded.

g Rate, in
yed during
are true:

e number of frames in the set does not exceed the Bridge’s Guaranteed Bridge Relpying Rate
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Annexes

Annex Al
PICS Proforma

(normative)
Al. Introduction. The supplier of an implementation that is claimed to.conform to ISO/IEC 15802-3 shall
complete the following Protocol Implementation Conformance Statement (PICS) proforma and accompany
it by the information necessary to identify fully both the supplier @nd the implementation.
A2. Abbreviations and Special Symbols: Option-status) Symbols

M Mandatory

0] Optional

On Optional, but support of at least one of ‘the group of options labelled by the same gumeral n is
required

P Prohibited

Item: | The status or answer followirlg applies only when the PICS states that the item identified by
Item is supported.

—M Not Mandatory if the option labelled by the same numeral is supported.

A3. Instructions for Completing the PICS Proforma. The PICS proforma takes the form df a fixed-for-
mat questionnaire. It allows a'supplier to provide additional information of two kinds. When present, such
informatipn is to be provided as items labeled X.i or S.i for cross-referencing purposes, where i is any
unambigyous identification for the item (e.g., simply a number); there are no other restrictions on its for-
mat and presentation:

A comp

Answer
answer toi

Items of Exceptlon mformatmn are requlred by certam answers in the questlonnalre, thls is 1nd1cated by
an “X._ _” cross-reference to be completed. This occurs when, for example, an answer indicates that a fea-
ture classified as Mandatory has not been implemented; the Exception item should contain the appropriate
rationale.

The PICS allows a supplier to provide Supplementary information intended to assist the interpretation
of the PICS. It is not intended or expected that a large quantity will be supplied, and a PICS can be consid-

YCopyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can
be used for its intended purpose and may further publish the completed PICS.
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ered complete without any such information. Examples might be an outline of the ways in which a (single)
implementation can be set up to operate in a variety of environments and configurations.

References to items of Supplementary information may be entered next to any answer in the question-
naire, and may be included in items of Exception information. Supplementary information is also required
by certain answers in the questionnaire where additional information is required to indicate how a feature
classified as Optional has been implemented.

NOTE: Where an implementation is capable of being conﬁgured in more than one way, a single PICS may be able to describe all such
configurations. However, the suppher has the choice of providing more than one PICS, each covering some subset of the 1mplementa
tion's configuration capabilities, in case this makes for easier and clearer presentatmn of the information.

A4, Identification of Requirements. The information in each of the columns labelled “Feature” in the -
PICS serves only to name and assist in the identification of conformance requirements in thig standard.
This information does not supersede or augment the provisions referenced in the main)bpdy of this
standard. ‘
PICS PROFORMA—ISO/IEC 10038 : 1993
Section 1. Conformance to IEEE 802 MAC and LLC Standards
Item Feature Stat\us References Support
(1a) Do the Media Access Control technolo- 2.5
ries implemented conform to the rele- ,
vant MAC Standards? CSMA/CD: M [5] Yes No:
| X
Token Bus: M [6] Yes No
‘ X__
Token Ring: M | [7] Yes No:
X__
FDDI: M [14] Yes No:
. X__
(1b) Does the implementation-of Logical Link | M 3.2,3.3,3.12, | Yes No:
Control Conform to the LEC Standard? (4] X.__
Section 2. Relay and Filtering of Frames
Item Feature Status References Support
(2a) Are received frames with media-access M 3.5 Yes—|  Nox
method errors discarded? X__
2b) Are correctly received frames submit- M 3.5 Yes No:
ted to the Learning Process? ‘ X__
(20) Are user data frames the only type of M 3.5 Yes No:
frame relayed? ' X__
(2d) Are request with no response frames the M 3.5 Yes No:
only frames relayed? X__
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Section 2. (Continued) Relay and Filtering of Frames

Item Feature - Status References Support
(2¢) Are all frames addressed to the Bridge M 3.5 Yes No:

Protocol Entity submitted to it? X __

(2f) Are user data frames the only type of M 3.6 Yes No:
frame transmitted? X.__

(28) Are request with no response frames the M 3.6 Yes No:
only frames transmitted? X __

(2h) Are relayed frames queued for trans- M 3.7.1, 3.9.1, Yes No:
mission only under the conditions in 3.92,44 X__
3.7.12 . ,

(21) Is the order of relayed frames of given M 3.7.3,3.1.1 Yes No:
user priority preserved? X.__

(2 Is arelayed frame submitted to a MAC M 3.7,3,2.3.4 Yes No:
Entity for transmission only once? X__

(2k) Is a maximum bridge transit delay M 3.7.3 Yes No:
enforced for relayed frames? X __

(4] Are queued frames discarded if a Port M 3.7.8 , Yes No:
leaves the Forwarding State? ) X

(2m) Is the user priority of relayed frames M 3.74,2.3.9 Yes No:
preserved where possible? - X__

(2n) Is the user priority set to Outbound M 3.74 Yes No:

User Priority otherwise? , ‘ ‘ X__

(20) Is the access priority set to Outbound 01 3.74 Yes No
Access Priority?*: ; '

2p) Is the access priority set to the user 01 3.74 Yes No
priority?*

2q) Can the Bridge use the default values of M 3.7.4, Table 3-2 | Yes No:
Outbound Access Priority specified?* X__

@r) Is the undetected frame error rate ' P 3.7.5,2.3.7 No Yes:
greater than that achievable by preser- , X
vation of)the FCS where possible?

29) Is the FCS of frames relayed between 0 3.75. Yes No
Ports of the same MAC type preserved? ‘

@2t Does the Bridge generate an M_UNIT- P 2.5.4, [14] No Yes:
DATA.indication primitive on receipt of ; X__
a valid frame transmitted by the Bridge
Port’s local MAC entity?** ;

2w Is only Asynchronous service used?** M [14]8.1.4 Yes No:

X.

*Applies to [5], [6], and [7] only.
**Applies to [14] only.
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Section 2. (Continued) Relay and Filtering of Frames

Item Feature Status References Support

(2v) | Onreceiving a frame from an FDDI ring 0 2.5.4,[14]7.38 | Yes  No
for forwarding, does the bridge set the C .
indicator?**

2w) On receiving a frame from an FDDI ring 0] 2.5.4,{14] 7.3.8 | Yes No
for forwarding, does the bridge leave the X__
C indicator unaltered?**

(3a) 02 3.7.1,8.7.2 Yes— No

ource and destination addresses?

(3b) oes the Bridge not filter frames with 02 3.7.1,3.7.2 Yes No

qual source and destination addresses?

4) oes the Bridge support management of 0 3.7.4, Yes: No

e priority of relayed frames? Table 3-1, S.__
Table 3-2
(4a) an the Outbound User Priority be set 4:M 3:7:4, Table 3-1 | Yes No:
o any of the range of values specified X__
r each Port?
(4b) an the Outbound Access Priority be set 4M 3.7.4, Table 3-2 | Yes No:
any of the range of values specified X__
r each Port? c
(4c) s the Outbound User Priority for each 4:—M 3.7.4, Table 3-1 | Yes No:
ansmission Port as specified for the ' X__
ecommended default value in
'able 3-1? i
(4d) s the Outbound User Priority for each 4:—M 3.7.4, Table 3-2 | Yes No:
ansmission Port as specified for the X__
ecommended or default valGe'in
Table 3-27
Section 3. Maintenance of Filtering Information
Item Feature Status References Support

(5a) ¢ Filtering Database entries created M 3.8,44 Yes No:
ﬁd.u.pdated.z.f.and.nn];ﬂhal’.oﬂ.sm' i te X__
permits? ,

(5b) Are Filtering Database entries made on P 3.8, 3.9.2 No Yes:
receipt of frames with a group source : X.__
address?

619) Can a dynamic entry be created that P 3.8,3.9 No Yes:
conflicts with an existing static entry? X__

**Applies to [14] only.
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Section 3. (Continued) Maintenance of Filtering Information
Item Feature Status References Support
(5d) Does the Filtering Database support M ‘3.9 Yes No:
static entries? X__
(5e) Does the Filtering Database support M 3.9 Yes  No:
dynamic entries? X__
(51) Does the creation of a static entry M 3.9 Yes No:
remove any dynamic entry for the same X__
(5g) oes each static entry specify a MAC M 3.9.1 Yes No:
ddress and an outbound Port Map for X__
ach inbound Port?
(5h) e dynamic entries removed from the M 3.9.2 Yes No:
iltering Database if not updated for : X _
he Ageing Time period? ‘
(51) oes each dynamic entry specify a MAC M 3.9.2 Yes | No:
ddress and a Port Number? X__
(53 s the Filtering Database initialised M 3.9.3 Yes No:
ith the entries contained in the Per- X__
manent Database?
(6a) State the Filtering Database Size. M 3.9 —_
(6b) State the Permanent Database Size. M 3.9 —
(7a) Can the Filtering Database be read by (0] 3.9 Yes: No
management? ' S.__
(7b) Can the Filtering Database bewipdated 0 3.9 Yes: No
by management? o 1S _
(7c) Can static entries be créated and 0 3.9.1 Yes: No
deleted? | S.__
(7d) Can static entries be made for individ- Te:M 3.9.1 Yes No:
ual MAC Addresses? X__
(Te) Can static’entries be made for group Te:M 3.9.1 Yes No:
C Addresses? X__
(70 an(astatic entry be made for the Te:M 3.9.1 Yes No:
roadcast MAC Address? X__
(7 Can static entries be created and 0] 3.9.3 Yes: No
deleted in the Permanent Database? S,
(8a) Can the Bridge be configured to use the 0 3.9.2 Yes: No
default value of Ageing Time recom- S.__
mended in Table 3-3?
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Section 3. (Continued) Maintenance of Filtering Information

Item Feature Status References Support

(8b) Can the Bridge be configured to use any 0] “] 8.9.2 Yes: No
of the range of values of Ageing Time S.__~
specified in Table 3-3?

Section 4. Addressing

Item Feature Status - References ‘Suk)port

(9a) Can the Bridge be configured to use 48- 03 3.12 ' Yes: No
hit Universal Addresses? S.__

9b) Can the Bridge be configured to use 48- 03 3.12 Yes: | No
hit Local Addresses? : ' S.__ ~

9c) (Can the Bridge be configured to use 16- 03 3.12 Yes: No
hit Local Addresses? ‘ S.__

(10a) | Does each Port have a separate MAC M 3.12.2 | Yes No:
Address? - X.__
(10b) | Are all BPDUs transmitted to the same M 3.12.3,4.2 Yes No:
roup address? , ‘ X__
(10¢) e all BPDUs transmitted to the 9a:M 3.12.3, 4.2 Yes | No:
ridge Protocol Group Address when X__
niversal Addresses are used?
(10d) the source address of BPDUs the 9a:M 3.12.3 Yes No:
ddress of the transmitting Port? ‘ X _
(10e) the Bridge Address a Universal « 9a:M 3.12.5, 4.2 Yes No
ddress? 9b:M :
(10f) e frames addressed to'any of the P 3.12.6 No Yes:
eserved Addressesrelayed by the : : X__
ridge? ‘
(11a) Bridge Management accessible . 13:0 3.12.4 - Yes No
rough each Port using the MAC : ‘
ddress-of the Port and the LSAP
ssigned?
(11b) i i 13:0 3124 Yes— No
through all Ports using the All LANs
Bridge Management Group Address?

(110 Is the Bridge Address the Address of 9a:0 3.125 - . Yes No
Port 1? 9c:0

(11d) | Are Group Addresses additional to the 0] 3.12.6 Yes No
Reserved Addresses preconfigured in
the Permanent Database?
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Section 4. (Continued) Addressing
Item Feature Status References Suppdrt
(11e) Can the additional preconfigured 11d:0 3.12.6 Yes No
entries in the Filtering Database be
deleted? ‘
(11p Are the 802.5 Functional Addresses 114:0 3.12.6 Yes No
specified in Table 3-6 preconfigured in ' ’
the Permanent Database?
(12a) san-a-group-MAC Address be assigned 9h:M. 4.2 Yes:— No:
to identify the Bridge Protocol Entity? 9c:M S. | X__
(12b) |[Cana uniqué identifier be assigned to 9c:M 4.2,4.5.3.7 Yes: No:
the Bridge? S__| X__
(12¢) | [Does each Port of the Bridge have a dis- M 4.2,4.5.54 Yes No:
tinct identifier? ' X__
Section 5. Spanning Tree Algorithm
Item Feature Status References - Support
(13a) re all the following Bridge Parameters M 4.5.3 Yes No:
aintained? X__
Designated Root 4.5.3.1
Root Cost 4.5.3.2
Root Port 4.5.3.3
Max Age 4534
Hello Time 4.5.3.5
Forward Delay 453.6
Bridge Identifier 4.5.3.7
Bridge Max Age 4.5.3.8
Bridge Hello Time 4.5.3.9
Bridge Forward Delay 4,5.3.10
Topology Change Detected 4.53.11
Topology Change 4.53.12
Topology Change Time 4.5.3.13
Hold Time 4.5.3.14
(13b) | Are all the following Bridge Timers M 4.54 Yes No:
maintained? ' ‘ X _
Hello Timer 4.5.4.1

137


https://iecnorm.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10088:1993 , A
ANSI/IEEE Std 802.1D, 1993 Edition ‘ ANNEXES

Section 5. (Cohtinued). Spanning Tree Algorithm

Item Feature , Status References Support
Topology Change Notification | 4.5.4.2
Timer ‘ -
Topology Change Timer ~ 4.54.3
(13c) | Are all the following Port Parameters M 4.5.6 Yes No:
maintained for each Port? : ‘ X__
Port Identifier 4.5.,5.1
State ; : 45.32,4.4
Path Cost 4553
Designated Root 4554
Hello Time 4.5.5.5
Forward Delay ‘ 4.5.56
Bridge Identifier 4.5)5.7
Bridge Max Age ~ 4.5.5.8
Bridge Hello Time 4.5.5.9
(13d) | Are all the following Timers maintained M 4.5.6 Yes No:
for each Port? o X.__
Message Age Timer 4.5.6.1
Forward Delay Timer 4.5.6.2
Hold Timer | 4.5.6.3
(13e) | Are Protocol Parameters and Timers M 4.7,4.9, 4.5.3, Yes No:
miaintained, and BPDUs transmitted, as 4.54,4.5.5, X_
required on each of the following events? 4.5.6 B
Received Configuration BPDU | | 471
Received Topology-Change 4.7.2
Notification BPDU
Hello Timer Expiry 4.7.3
Message Age Timer Expiry 4.7.4
Forward Delay Timer Expiry | 4.7.5
Topology Change Notification 4.7.6
Timer Expiry ‘
Topology Change Timer 4.17.7
Timer Expiry
Hold Timer Expiry 4.7.8
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Section 5. (Continued) Spanning Tree Algorithm
Item Feature Status References |  Support
(13f) | Do the following operations modify Pro- M 48,499,453, | Yes No:
tocol Parameters and Timers, and trans- 4.5.4,4.5.5, X__
mit BPDUs as required? 4.5.6
Initialization 4.8.1
Enable Port 4.8.2
Disable Port 4.8.3
Set Bridge Priority 4.84
Set Port Priority 4.8.5
Set Path Cost 4.8.6
(14a) | Does the Bridge underestimate the incre- P 4.10.1 No Yes:
ment to the Message Age parameter in X__
ransmitted BPDUs?
(14b) | Does the Bridge underestimate Forward P 4.10.1 -No Yes:
Delay? X__
(14c) | Does the Bridge overestimate the Hello P 4.10.1 No Yes:
[ime interval? X.__
(15a) | Poes the Bridge use the specified value M 4.10.2, Table Yes No:
or Hold Time? ’ 4-3 X __
(16) Does the Bridge support management of 0 4.2 - Yes No
he Spanning Tree Topology? s
(16a) | Can the relative priority of the Bridge be 16:M 4.2,4.5.3.7, Yes: No:
bet? 4.8.4 S_| X__
(16b) | {Can the relative priority of'the Ports be 16:M 42,4551, Yes No:
get? 4.8.5 S| X__
(16c) | Can the path cost for-each Port be set? 16:M 4.2,4.5.5.3, Yes: No:
4.8.6 S_| x__
amn Does the Bridge support management of (0] 4.10 Yes No
he protocol timers?
(17a) | Can Bridge Max Age be set to any of the 17:M 4,10.2,4.5.3.8, | Yes: No:
range.of values specified? Table 4-3 S_| X__
(17b) | CamrBridge Hetlo Timebesettoanyof M 4.10:2,4.5:8:9,—Yemr No:
the range of values specified? Table 4-3 S__  X__
| 17¢) | Can Bridge Forward Delay be set to any 17:M 4.10.2,4.5.3.10, | Yes: No:
of the range of values specified? Table 4-3 S__  X__
(18a) | Do all BPDUs contain an integral M 511 Yes No:
number of octets? X__
(18b) | Are all the following BPDU parameter M °5.1.1,5.2 Yes No:
types encoded as specified? X__
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Section 5. (Continued) Spanning Tree Algorithm

Item Feature : Status References . Support
Protocol Identifiers 5.2.1
Protocol Version Identifiers 5.2.2
BPDU Types 5.2.3
Flags 524
Bridge Identifiers 5.2.5
Root Path Cost 5.2.6
Port Identifiers 5.2.7
Timer Values ' 5.2.8
(18¢) | Do Configuration BPDUs have the M 53.1 Yes No:
format and parameters specified? X__
| 18d) | Do Topology Change Notification M 5.3:2 Yes No:
‘ PDUs have the format and parameters X__
pecified? ‘
(18e) e received BPDUs validated as M 5.3.3 Yes No:
pecified? X.__
Section 6. Bridge Management
Item ‘ : Feature | Status References Support
{ 19 Bridge Management Operations 0] 6 ~ | Yes No
(19a) | [Discover Bridge 19:M 6.4.1.1 Yes No:
. N X.- _
(19b) | [Read Bridge 1M | 6412 Yes No:
. X _
(19¢) Set Bridge Name o 19:M 6.4.1.1 Yes No:
. : X__
(19d) | [Reset Bridge 19:M 6.4.1.4 Yes | No:
X __
(19¢) | [Read Port . . o 19M 6.4.2.1 Yes | No:
‘ X__
(19f) . | Set Port Name ‘ 19:M 6.4.2.2 Yes No:
. X.— _
(19g) | Read Forwarding Port Counters 19:M 6.6.1.1 | Yes No:
' - ~ : X__
1 (19h) | Read Transmission Priority 19:M 6.6.2.1 Yes No:
‘ X__
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Section 6. (Continued) Bridge Management
Item Feature Status References » Support
(191) Set Transmission Pribrity 19:M 6.6.2.2 Yes }I\{Io:
(19) | Read Filtering Database 19:M 6.7.1.1 B Yes )l\gc: i
(19k) | Set Filtering Database Ageing Time 19:M 6.7.1.2 | Yes }I\(I(-)- i
(19D Read Permanent Database 19:M 674 1 Yes )I\(I(: .
(19m) | [Create Filtering Entry 19:M 6.7.5.1 Yes }I\{I;_
(19n) | Delete Filtering Entry 19:M 6.7.5.2 [ Yés ’ }1\(1(-)_ i
(190) Read Filtering Entry 19:M 6.7.5:3 Yes }I\(I; i
(19p) | Read Filtering Entry Range 19:1‘\/[‘ 6.’%.5.4 Yes }I\{I; i
(199) | Read Bridge Protocol Parameters 19:M 6.8.1.1" Yes | )I\(I; i
(19r) Set Bridge Protocol Parameters 19:M 6.8.1.2 Yes }I\{I; i
(19s) | [Read Port Parameters 19:M 6821 Yes | )1\(1; )
(19t) [Force Port State 19:M 6.8.2.2 | Yes )I\(I'o_:_
(19u) | [Set Port Parameters 19:M 6.8.2.3 Yes }I\(Ic: i
(20)’ [EEE 802.1 Remote Management 0 7,13] Yes N: i}
(20a) | |[Conformanceto IEEE Std 802.1B [3] 20:M {31 Yes }I\(Io:
(20b) | |[Network Management Operations and 20:M 17 Yes N:: i
Excodings : X.__
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Section 7. Performance

Item Feature Status References Support
(21a) | Specify a Guaranteed Port Filtering M 8.1 ” S.__
Rate, and the associated measurement
interval T, for each Bridge Port in the
format specified below.
(21b) | Specify a Guaranteed Bridge Relaying M 8.2 S.__
Rate, and the associated measurement
interval T, in the format specified
below.
Sppplementary information shall clearly
identify the Ports.
Guaranteed Bridge Relaying Rate Tr
__________ frames per second o —___second(s)
Port Number(s) or Guaranteed Port Filtering Rate Tr
other identification (specify for all Ports) (specify for all Ports
IR i frames persecond | 0 ___ ___ second(s)
__________ frames per second — = —___second(s)
__________ frames per second — — — __ _second(s)
__________ frames per second — — — —_ _second(s)
I frames persecond | @ ___ ___ second(s)
———————— framespersecond————————— second(s)
__________ frames per second - — — ___second(s)
I frames persecond | 0 ______ second(s)
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Annex B
Calculating Spanning Tree Parameters

(Informative)

(This Anhex is not a part of IEEE Std 802.1D-1990, but is included for information only.)
This Annex describes the method and rationale for calculating the recommended-values and

ranges for

the essential Spanning Tree Algorithm performance parameters.

operational

B1. Ovenview. The calculation is described in a number of steps. Each of thése steps establis

a number

of the parameters that are then used as the basis for the following steps.

s values for

The degcription and equations given are pertinent to a homogeneous Bridged Local Area Network, i.e.,
one in whjich all the individual LANs and Bridges are of the same type and speed. It is easy t

ogeneous Bridged Local Area Network.

extepd this

for a het
The ex}lanatlon is illustrated by recommended values for IEEE 802 Local Area Networks. All times are

given in

econds

B2. Abbreviations and Special Symbols.

pnfiguration

dia maximum bridge diameter

life maximum frame lifetime

td average frame transit delay

ma_d average medium accessdelay

mma_d maximum medium access delay

bt d maximum bridge transit delay

time_uni the resolution of Message Age

msg_aio maximum Message Age increment overestimate
msg_ao maximum Message Age overestimate

pdu_d maximum BPDU transmission delay

lost_msg$ ‘maximum number of lost Bridge Protocol Messages to be tolerated prior to rec
msg_prop maximum Bridge Protocol Message propagation time
hello_t Hello Time

hold_t Hold Time

max_age ]

fwd_delay Forward Delay

B3. Calculation

B3.1 Lifetime, Diameter, and Transit Delay

B3.1.1 Step. Choose the maximum bridge diameter for the Bridged Local Area Network and the
maximum bridge transit delay. Note that, where the individual LANSs support a range of transmission
priorities, the bridge transit delay may vary according to priority. '
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B3.1.2 Basis of Choice. The frame lifetime is equal to the maximum bridge diameter times the
maximum bridge transit delay plus the maximum medium access delay for the initial transmission,
ie.,

life = (dia xbt_d ) + mma_d ‘ (Eql)

The average frame transit delay between end systems in a Bridged Local Area Network is greater than
that experienced in a single LAN by the sum of the average forwarding delays and frame transmission
delays of Bridges in the path between the end systems. These will be of the order of the medium access
delays for lightly loaded LANSs. So for systems at the extremities of the Bridged Local Area Network we
have the following:

t d=(digxmad)+mad k , (Eq2)

This bounds our enthusiasm for insisting on low maximum bridge transit delays and high maxi-
mum bridge diameters.

'B3.1.3 Recommended Values for IEEE 802 Bridged Local Area Networks

mma_d|=0.5

life| < 7.5
dia| =17
bt d|=1.0

B3.2 Transmission of BPDUs

B3.2.1 Step. Select the transmission priority for BPDUs'and a value for the maximum BPDU trans-
mission delay.

B3.2.2 Basis of Choice. In general, a high transmission priority will be chosen, since the¢ continued
operation of the Bridged Local Area Network depends on the successful transmission and reception of
BPDUs. In some cases, other traffic native to_an’individual LAN may be more important.

The lowgst value that could be chosen for the maximum BPDU transmission delay then ig the maxi-
mum medium access delay for frames of that priority. In recognition of implementation diffi¢ulties that
may arise |n trying to achieve this figure, it seems more reasonable to choose the value to be dqual to the
maximun bridge transit delay for frames transmitted with that priority.

pdu_d =pbt_d ~ (Eq 3)

B3.2.3 Recommended Values for IEEE 802 Bridged Local Area Networks. Priority transmission
is not available for all IEEE 802 media access methods. Therefore, we select the following:

pdu_d =bt_d

10

B3.3 Accuracy of Message Age

B3.3.1 Step. Select an appropriate value for the maximum Message Age increment overestimate.
This is the maximum overestimate of the increment made to the value of the Message Age parameter in
transmitted Bridge Protocol Data Units. This parameter allows a Bridge receiving a Protocol Message to
discard the information in it when it becomes too old. The transmitting Bridge should not be allowed to
underestimate the value of this field.
Calculate the value of the maximum Message Age overestimate, which is the max1mum overestlmate
any Bridge can make of the age of received Bridge Protocol Message information. Lo
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B3.3.2 Basis of Choice. The choice of maximum Message Age increment overestimate is gov-

erned by the following: '

(1) time_unit—the resolution with which the Message Age parameter is carried in Configuration

Messages.

(2) The granularity and accuracy of timers in the Bridge.

(3) The maximum BPDU transmission delay.

Assuming the Bridge timers are not necessarily synchronized with received BPDUs, that they are accu-:
rate, and that they have a granularity of time_unit, we have, as a best effort, the following:

msg_aio = pdu_d + time_unit (Eq4)

This value should be rounded up to the nearest multiple of time_unit. It is worth noting here that any
Bridge will always increment the value by at least one unit.
Making| the same allowance for the timers in a Bridge receiving and storing Bridge Protogol Message
informati¢n, the maximum Message Age overestimate will be equal to the maximum Message Age
increment overestimate times the maximum bridge diameter minus one: .

msg_ao|= msg_aio x (dia — 1) (Eq 5)
B3.3.8 Recommended Values for IEEE 802 Bridged Local Area Networks

msg_ai¢ = 1.0
msg_ao| =6.0

B3.4 Hello Time !

B3.4.1 Step. Provisionally select a value for the Hello Time.

B3.4.2 Basis of Choice.The choice of Hello Time is made with regard to its contribution fo the maxi-
mum Bridge Protocol Message propagation time (see next step).
There ik no point in transmitting Bridge Protocol Messages at intervals more frequent thap the maxi-
mum BPPU transmission delay. In the worst case, where we are trying to guarantee corre¢t operation,
these megsages would just run into one another.
A provisional value of twice the maximum BPDU transmission delay is suggested.

hello_t £ 2 x pdu_d (Eq 6)
B3.483 Recommended Values for IEEE 802 Bridged Local Area Networks
hello_t F 2.0

B3.5 BridgeProtocol Message Propagation

B3.5{1 Step. Calculate the maximum Bridge Profocol Message propagation time.

B3.5.2 Basis of Choice. The maximum Bridge Protocol Message propagation time is the maxi-
mum time taken for a Bridge Protocol Message information to cross the Bridged Local Area Network, from
Bridge to Bridge. This is composed of the following components:

(1) The maximum propagatmn time for a single Bridge Protocol Message to cross the Bridged Local
Area Network, i.e., maximum BPDU transmission delay times the maximum bridge diame-
ter minus one.

(2) An allowance of Hello Time times the maximum number of consecutive lost Bridge Protocol Mes-
sages to be tolerated (note that losing even a single message should be a rare occurrence).
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(8) A further allowance of Hello Time, since we should not assume synchronization with the Root
Bridge, and we may have to wait that long for it to transmit the next BPDU.

msg_prop =((lost_msgs + 1) x hello_t ) + pdu_d x (dia-— 1) EqD

B3.5.3 Recommended Values for IEEE 802 Bridged chal Area Networks. Assuming lost_msgs
=8, ' ’

msg_prop = 14.0

B3.6 Hold Time

isision delay,
: . enario, by a
delay of Hold Time at each Bridge rather than by a delay of maximum BPDU transmission|delay. This
would invialidate the conclusion in B3.5, above. We therefore choose the following:

hold_t = pdu_d ‘ (Eq 8
B3.6.8 Recommended Values for IEEE 802 Bridged Local Area Networks
hold_t £ 1.0

B3.7 Mpax Age

B3.7.1 Step. Calculate the lower limit for Max Age. fqr the Bridged Local Area Network.

B3.7.2 Basis of Choice. Under stable conditions (i.e., no failure, removal or insertion of Bridges and
LAIN components), Bridges on the periphery of Bridged Local Area Network must not time out the
Root. To do so would result in temporary local denial of service.

If at any time a Bridge is depending on Protocol Message information whose age has been maximally
overestimiated, then the sum of
(1) The interval between the transmission of the next Protocol Message that it receives from the Root
ang the or1g1na1 transmission of the Protocol Message information it is currently using +—

=(lost_msgs + 1) x hello_t ) + msg_ao + (pdu_d x (dia— 1))
= msg_ao + msg_prop (Eq9)

B3.7.3 Recommended Values for IEEE 802 Bridged Local Area Networks
max_age = 20.0 |
B3.8 Forward Delay

B3.8.1 Step. Calculate the Forward Delay.
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B3.8.2 Basis of Choice. When the Forward Delay Timer for a Port expires and the Bridge starts for-
warding received frames on that Port, we must be sure that there are no longer any frames in the system
that were being forwarded on the previous active topology. If there are, then we run the risk of duplicat-
ing frames or, if remnants of the old active topology still exist while we move to the new topology, of cre-
ating data loops.

So the Listening and Learning periods during which the Forward Delay T1mer runs must cover the fol-

lowing consecutive periods:

(1) From the first Bridge Port entering the Listening State (and staying there through the subsequent
reconfiguration) to the last Bridge in the Bridged Local Area Network hearing of the change in
active topology.

(2) For the last Brldge to stop the forwardmg of frames received on the previous topology and for the

which Bridges timeout old Root information and are prepared to become or listen to a newRoof. Following

In (1), above, there may be a dlfference of up to maximum Message Age overestimate in j}we times at
new topol-

For (2), pbove, the time to stop forwarding will be the maximum transmission halt delay, which is

So we have the following:
2 x fwd_|d = msg_ao + msg_prop + bt_d + life (Eq 10)

B3.8.3 Recommended Values for IEEE 802 Bridged Lacal Area Networks
fwd_d =[L5.0

B4. Selection of Parameter Ranges

B4.1 AHlsolute Maximum Values. It might-be desirable to configure a LAN or Bridge with a greater
maximum medium access delay than assumed in the calculations for recommended values [above. This
could be alconsequence of the type of traffic-carried by the LAN or particular aspects of a Bridgg implemen-
tation, degigned to maximize the throughput, for example. However, it is highly desirable tl%at absolute

maximum|values of maximum bridge transit delay, maximum BPDU transmission delay, and max-
imum Message Age increment overestimate be mandated by this IEEE Standard in orde;
- for interogerability.

A Bridgp operating with absolute maximum values of these parameters should be configyirable with
Bridges employing recommended values in a Bridged Local Area Network of a bridge diametepr of at least
3. This criterion is met by the following:

to provide

bt d =2.0
pdu d =2.0
msg_ato <z 2.0

These limits are believed to encompass the requirement for perameter values greater than those recom-
mended in B3, «

B4.2 Hold Time. There is no benefit in reducing Hold Time below the recommended value of maxi-
mum BPDU transmission delay. Nor would any purpose be served, in terms of reduced use of band-
width or processing capability in a Bridge, by increasing Hold Time. It is, therefore, appropriate to fix the
value of this parameter as a constant;

hold_t =1.0
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B4.3 Range of Hello Time. There is no requirement for HelloTime to be less than Hold Time. Simi-
larly, no purpose would be served by setting Hello Time to more than twice the absolute maximum value
for maximum BPDU transmission delay. Therefore we choose the following:

1.0 < hello_t = 4.0

B4.4 Maximum Required Values of Max Age and Forward Delay. The maximum required values
for Max Age and Forward Delay are calculated using the equations of B3 with the following parameter
values: o

dia =7
mma d 2.0
bt d =2.0
pduld =2.0
msg_ajo =2.0
hell|t =4.0

lost_msgs =8
which giyes the following:

max_agde = 40.0
fwd_deldgy =30.0

Although these are believed to be the maximum values required there is no desire to preVent greater val-
ues being ysed.

B4.5 Minimum Values for Max Age and Forward Delay. The minimum realistic values for Max Age
and Forward Delay are calculated using the equatlons of B3 with the following parameter valpes:

. ; re—immoteme S ot e Forward
Delay to be used in order to guard agamst absurd settmgs

B4.6 Relationship Between Max Age and Forward Delay. In order to further guard against bad set-
tings of parameters that affect the correctness of operation of the Spanning Tree Algorithm and Protocol, it
is suggested that Bridges enforce the relationship between Max Age and Forward Delay given in B3.8 by
ensuring that ‘

2 x (fwd_delay —1.0) = max_age
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Annex C
Source-Routing Transparent Bridge Operation

(normative)

C1. Ovexr
when fra

es are received with routing information (RII=1), and that performs Transparent B

frames aite received without routing information (RII=0). This annex specifies'the protocols ft

tion of source routing in an SRT Bridge. Source-routing frame formats and Bridge operations

end-statign source routmg of frames. Source-routing operation by end.stations is speclﬁed

8802-2 PDAMS5 [C2]. Source routing provides the following:

(1) Grleater utilization of resources by providing multiple routes through the Brldged

Ngtwork.
(2) Gileater individual control of frames through the Bridged Local Area Network.

C1.1 Seope. For the purpose of compatible interconnection of data processing equipment
routing oh a Bridged Local Area Network, this IEEE standard specifies the operation of MAC
porting spurce routing. To this end it

69
port and preservation of the MAC Service, and the maintenance of Quality of Servi
(2)
3
4)

Aygments the architectural model of the internal operation of a Bridge.

, identifying the basic managed objects and management operations.
(5)
Items fpr future study are as follows:

(1) H¢w the management.operations are made available to a remote Manager using the

architectural description provided by IEEE Std 802.1B-1992, LAN/MAN Management.

view. A Source-Routing Transparent (SRT) Bridge is a MAC Bridge that performs sqg

Ddfines the principles of operation of the MAC Bridge in providing source routing, in
Specifies the enhanced MAC Internal Sublayer Service as it pertains to the SRT Bridge.
Edtablishes the requirements for Bridge Management of the source-routing function in

Specifies the requirements to be satisfied by equipment claiming conformance to this st

urce routing:
idging when
r the opera-
i1l facilitate
in ISO/IEC

1

Local Area

using source
Bridges sup-

terms of the

¢e.

the Bridged
andard.

protocol and

(2) Pqrformance requirements, and recommended default values and applicable ranges for the opera-

tignal parameters of a Bridge.

In addjtion, SRT) operation is defined for only those MACs that have defined the routing information

field. As ¢f thispublication they include the following:

(1) Token Ring ISO/IEC 8802-5 [C3)).
(2 F C (IS0 9314-2 [C5D

MAC-specific matters are discussed in C2.5, Internal Sublayer Service.

C1.2 Definitions

ARE Rd Limit. This limit represents the maximum allowable number of route descriptors in an-All

Routes Explorer frame. This limit is implemented in Bridges to limit the number of Bridges
All Routes Explorer frames between end stations during the route determination process.

IThe numbers in brackets correspond to those of the references in C1.3.
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Explorer frame. A frame to which the SRT Bridge adds routing information as it forwards the frame. The
explorer frame is used to discover routes. There is an All Routes Explorer, which is intended to be for-
warded by every Port; and a Spanning Tree Explorer frame, which is forwarded only by Ports designated to
forward them by the spanning tree protocol.

LAN-in ID (LIN). The identifier of the LAN from which an SRT Bridge receives a frame.
LAN-out ID (LOUT). The identifier of the LAN to which an SRT Bridge transmits a frame.
Local Area Network (LAN). A single instance of an IEEE 802 Local Area Network. For example, an

IEEE 802.5/ISO/IEC 8802-5 Token Ring is a LAN and an IEEE 802.3/ISO/IEC 8802-3 Bus is a LAN. Multi-
ple LANs can be bridged together to form a Bridged Local Area Network.

parallel lLridges. Two or more Bridges connecting the same LANS.
route. A gath through a series of LANs and SRT Bridges.
route dispovery. The process of obtaining a route to a destination station.

route degeriptor. A two-octet field in the routing information field that désignates a LAN ID|and Bridge
number.

route control. The first two-octet field in the routing information field of a source-routed framie. This field
indicates the type and characteristics of the frame to be source routed.

routing information. A route control field and a sequence of route descriptors consisting of LAN IDs and
Bridge numbers, indicating a route through the network between two stations. '

source rquting. A bridging mechanism to route frames through a multi-LAN network by specifying in the
frame a rdute it will traverse.

spanning tree. A topology of Bridges such that there is one and only one data route between any two end
stations.

STE Rd Limit. This limit represents.the maximum allowable number of route descriptors in|a Spanning
Tree Explprer frame. This limit is implemented in Bridges to limit the number of Bridges traversed by
Spanning [Tree Explorer frames,

Transparent Bridging.(A bridging mechanism, which is transparent to end stations, that irfterconnects
LAN segments by Bridges designated to forward frames through participation in a Spanning Tree
Algorithm|. ' ‘

C1.2.]1 Abbreviations. The following abbreviations are specific to this standard among the family of
IEEE 802|standards: :

ARE All Routes Explorer: RII=1, RT=10x
ARERdLim ARE Route Descriptor Limit

BN Bridge Number

BPP Bridge Port Pair

LIN LAN-in ID

Lour LAN-out ID

LTH Length Field

MSDU MAC Service Data Unit

RC Routing Control
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RD Route Descriptor
RI Routing Information
RT Routing Type -
RII Routing-Information Indicator
SRF Specifically Routed Frame: RII=1, RT=0xx
SRT Source Routing Transparent (Bridge) '
STE Spanning Tree Explorer: RII=1, RT=11x
STERdLim STE Route Descriptor Limit
NSR Non-Source Routed: RII=0, no RI Field

C13 References. This annex shall be used in conjunction with the following standards or their

approved r

[C1]1 ISO 8802-2:1988, Information processing systems—Local area networks—Part 2: Logical 1i

[C2] ISO/IHC 8802-2 PDAMS5.3 (6N7721), Source Routing Operation by End Systems:

[C3] ISO/IEC 8802-5:1992, Information technology—ILocal and metropolitan networks—Part 5:
access method and physical layer specifications.

nk control.

Token ring

[C4] ISO/IKC 8886:1992, Information technology—Telecommunications and information exchange between

systems—IData link service definition for Open Systems Interconnection.

[C5] ISO/IEC 10039:1991, Information technology—Open systems interconnection—Local area networks—

Medium Adcess Control (MAC) service definition.

[C6] ISO 9814-2:1989, Information processing systems-<Fibre Distributed Data Interface (FDD

Token Ring Media Access Control (MAC).

C1.4 Conformance. A MAC Bridge that claims'conformance to this annex

D—Part 2:

(1) Shall conform to the main body of this standard, augumented by this annex, and represent a super-

set ¢f the functions described in the main body of this standard for frames with routing ir

(2) Shall conform to the static and dynamic requirements given in C1.4.1 and C1.4.2.

Furthermore, the supplier of an implementation that is claimed to conform to this standard

plete a cop
identify bo

h the supplier and the implementation.

Cl4.1
standard
(1) Sha]l conform<with the MAC Sublayer and Physical Layer of the LANSs it interconnects.
(2) Shall conform) to the static characteristics of the SRT Bridge as described in Section
anng

standard

Static Conformance Requirements. An implementation claiming conforman

formation.

shall com-

of the PICS proforma provided in Section C6, and shall provide the information ngecessary to

ice to this

C3 of this

ance to this

(1) Shall exhibit external behavior corresponding to the Bridging operations for the handling of source-

routed frames as described in Section C3 of this annex.
(2) Shall report errors as described in Section C3.

© C2. Support of the MAC Service

C2.1 Support of the MAC Service. The MAC Service provided to end stations attached to a Bridged
Local Area Network is supported by the Bridges in that Bridged Local Area Network as described in 2.2.
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C2.2 Preservation of the MAC Service. SRT Bridges preserve the MAC Service as described in 2.2.

C2.3 Quality of Service Maintenance. The quality of the MAC Service supported by an SRT Bridge is
not significantly inferior to that provided by a single LAN. A full set of Quality of Service parameters is
included in 2.3. Parameters that are affected by the source-routing capability are listed below:

(1) Frame misordering

(2) Frame duplication

(3) Undetected frame error rate

(4) Maximum Service Data Unit Size

Frames without routing information are referred to as Non-Source-Routed Frames (NSR). Source rout-
ing introduces three new types of frames Speclﬁcally, Source-Routed Frames (SRFs) are the primary
' mechams I c—da ' : rer frames

e discovery.

Frame Misordering. Source routing allows multiple routes to-exist and be us

sequence of frames; frames that use different routes between the same pair of Ports are
to frame misordering.

02030 -
(1) NS

Frame Duplication
and STE frames cannot be duplicated (see the main body of this standard).

(2) ARE frames are used as control frames; the receiving side must accept multiple ARE fran

each route). ‘
s cannot be duplicated because frames are forwarded only by the Bridge sequence
routing information field. Furthermore, Bridges prevent frames with duplicate LAN

are not requlred for data transmlssmn All Routes Explorer Frames (ARE) ‘are use

t the span-

d explicitly

d simulta-

follow the

follow the

deliver the
[susceptible

hes-(one for

ppecified in
humbers in

routing sequence from being forwarded.

C2.3.3 Undetected Frame Error Rate. The service provided by the MAC Sublayer introduces a very
low undeticted frame error rate in transmitted frames. See 2.3.7. In particular the followm(rshould be
noted:

(1) The rate of undetected errors for NSR and SRF's is unchanged.

(2) ARE and STE frames collect routing information as they travel to their destination; therefore, the
FCS is recalculated at each intermediate Bridge. These frames can have a higher undetected frame
error rate, but they are not intended to be used for data transport.

C2.3.4 Maximum Service Data Unit Size Supported. For a complete descriptien of the Maximum
Service Data Unit, see 2.3.8. The SRT Bridge meets-all requirements associated with Maximum Service
Data Unit Size. The Maximum Service Data Unit Size supported by a Bridge between two LANs is the
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smaller of that supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does
not support the size of Service Data Unit conveyed by that frame.

Source routing reduces Bridge receipt of frames of unacceptable sizes since the sender of the data can
determine the maximum size of the data unit on the chosen route during route discovery.

C2.4 Internal Sublayer Service. The MAC entities provide an additional enhanced service with a new
set of primitives in addition to the Internal Sublayer Service specified in 2.4.

The Internal Sublayer Service excludes procedures whose operation is confined to that of the individual
LANSs. The unitdata primitives that describe this service follow. The parameters and their meaning are
identical to those in 2.4 except for the addition of the following parameter:

routing i tion

C2.4.1 Interactions. The following primitives are defined for the MAC relay to request the MAC to
transmit o PDU.

M_UNITDATA. request
M_UNITDATA.indication

C2.4.2 Detailed Service Specification. All primiti\?es are specified as examples only. Hach service
names the particular primitive and the required information that is passed between MAC and the MAC
relay function. Only those primitives not included in 2.4 are defined here

C2.4.2.1 M_UNITDATA. mdlcatlon. Each MAC data indieation pr1m1t1ve invoked corresponds to the
receipt of & frame from an individual LAN,

Semantics of the Service Primitive

M_UNITDATA. indication  (

frame_type,
mac_action;
destination_address,
source.address,
routing_information,
mac_service_data_unit,
user_ priority,
frame_check_sequence

)

received fjame

routing_'thormation. The routing_information parameter specifies the routing information|field of the

When Generated. This primitive is generated by the MAC entity to the MAC relay function to indicate
the arrival of a frame to be forwarded. Such frames are reported only if they are validly formed (as defined
by the respective MACs). :

Effect of Receipt. The receipt of this primitive causes the MAC relay function to process the frame
according to the forwarding logic specified in C3.7.

C2.4.2.2 M_UNITDATA.request. A data request primitive is invoked to transmit a frame to an indi-
vidual LAN.
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Semantics of the Service Primitive

M_UNITDATA.request (
frame_type,
mac_ action,
destination_address,
source_address,
routing_information,
mac_service_data_unit,
user_priority,

access priority,
fr

routing_information. The routing_information parameter specifies the routmg information| field of the
frame to be forwarded as modified by the Bridge function. ‘

NOTE: If thg Frame Check Sequence (FCS) is supplied, then it may be forwarded without recalculation; otherwisp, it should be
calculated.

When Generated. This primitive is generated by the MAC relay functlon to the MAC entity when the
MAC relay passes a frame to the MAC entity for forwarding.

Effect of| Receipt. The receipt of this primitive causes the MAC.entity to append all the jappropriate
fields, and pass the properly formed frame to the lower layers of the protocol for transfer to thg peer MAC
entity or entities. ‘

C2.6 Support of the Internal Sublayer Service. This section specifies the 'mapping of the Internal
Sublayer Bervice to MAC Protocol and Procedures, and the encoding of the parameters of the service in
MAC franjes.

C2.5.1 Support of Token Ring. The Token'\Ring Access Method is specified in ISO/IEC 8802-5 [C3].
Section 3 ¢f that standard specifies Formats and Facilities, and Section 4 specifies Token Ring protocols.

On recejipt of an M_UNITDATA request. primitive, the local MAC Entity composes a frame using the

parameters supplied as specified below, appending the frame control, destination address, source address,
routing information, and frame check sequence fields to the user data. The Routing Informatipon Indicator
bit is set to one to indicate the presSence of the routing information field. The frame is enqueué¢d for trans-
mission on reception of a suitable token (4.1.1). On transmission the starting delimiter, access gontrol field,
ending delimiter and frame status fields are added.
On recejpt of a valid frame, with frame_type and mac_action parameter values of user_datd_frame and
request_with_no_responserespectively, with the Routmg Information Indicator bit set to one, jnd with the
constraint| that either
(1) The routingtype indicates a specifically routed frame and the LAN-in ID-Bridge Numbpgr-LAN-out
ID equence matches a unique port-to-port sequence designated to the Bridge; or :
(2) The routing type indicates All Routes Explorer or Spanning Tree Explorer frame
an M_UNITDATA.indication primitive is generated, with parameters derived from the frarpe fields as
spec1ﬁed below.

NOTE: On receipt of a valid MAC frame that was not transmitted by the Bridge Port’s local MAC entity with the Routmg Information
Indicator bit set to zero, an M_ UNITDATA indication primitive is generated as required by 2.5.3, and the frame is handled by the
Transparent Bridging function.

The frame_type, mac_action parameter, destination_address, source_address, mac_service_data_unit, user_priority, and frame_
check_sequence parameter are encoded as specified in 2.5.3.

The Routing Information Indicator bit is encoded in the source address field. It occupies the same position in the source address field
as does the Group Address indicator bit in the destination address field.

If an M_UNITDATA request primitive is not accompanied by the frame_check_sequence parameter, it is
calculated in accordance with 3.2.7 of ISO/IEC 8802-5 [C3].
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For the setting of the A and C bits, refer to 2.5.3.

In order to support the MAC Internal Sublayer Service, a Token Ring Brldge must be capable of recog-
nizing and removing frames transmitted by itself, even though they can carry a source address different
than that of the Bridge Port that transmitted them.

C2.5.2 Support of FDDI, Support for FDDI was added to IEEE Std 802.1D-1990 by IEEE Std 802.1i-
1992, which has been incorporated into the main body of this standard.

On receipt of a valid frame (ISO 9314-2 [C6]) that was not transmitted by the Bridge Port’s local MAC
entity, an M_UNITDATA. indication primitive is generated. The parameters associated with the primitive
are derived from the frame’s fields as specified in 2.5.4 .

On receipt of an M_UNITDATA request primitive, the local MAC entity composes a frame using the
parameters supplied as specified in 2.5.4.

C3. Principles of Operation. This section uses the principles and model of operation of an SR'll‘ Bridge. It
provides the following:
(1) An ¢xplanation of the principal elements of source-routing Bridge operation and -a list of the sup-
porting functions
(2) An grchitectural model that governs the provision of these functions
(3) A mpdel of the operation of the SRT Bridge in terms of the operation of processes and entities that
support the functions
(4) Details concerning the additional addressing requirements

C3.1 Source-Routmg Bridge Operation. The principal elements of source-routing operation are as
~ follows:
(1) Reldy of source routed data frames
(2) Reldy and processing of frames to support the transfer)and acquisition of routing informgtion
(3) Management of the above

C3.1.1{Relay of Data Frames. A MAC Bridge relays individual MAC user data frames bgtween the
separate MACs of the Bridged Local Area Networks connected to its Ports. The order of framgs of given
user_priority and frame_type received on one Port and transmitted on another is preserved.

The functions that support the relay of source-routed data frames and maintain the Quality of Service
supported by the Bridge are as follows:

(1) Frame reception

(2) Disdard of received frame in error

(3) Selection of source-routed data frames ,

(4) Frame discard if transmittable service data unit size exceeded (C2.3.4)

(5) Modification of routinginformation

(6) Frame discard when maximum Bridge transit delay is exceeded

(7) Seldction of outhound access priority

(8 i

2) Handhng of Spanmng Tree Explorer (STE) frames

C3.1.3 Bridge Management. The functions that support Bridge Management control and monitor
the provision of the functions in the subsections above are specified in C4.

C3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and from the LAN to
which it is attached using the services provided by the individual MAC entity associated with that port as
described in 3.2. The MAC relay entity handles the MAC-independent functions of relaying frames
between Bridge Ports. If the received frame is not source routed (RII = 0), then the Bridge frame is
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