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(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

on-governmental, in liaison with ISO and IEC, also take part in the work. In the field
ology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
main task of the joint technical committee is to prepare International Standards. Draff
ards adopted by the joint technical committee are circulated to national kodies for voting.
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. ISO and IEC shall not be held responsible for identifying any/or-all such patent rights.

EC 10021-7 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
bmmittee SC 6, Telecommunications and information~exchange between systems in coll

. The identical text is published as ITU-T Rec. X.420:

third edition cancels and replaces the seegond edition (ISO/IEC 10021-7:1997), whi
ically revised. It also incorporates Amendment; 1:1998 and Corrigendum 1:1998.

EC 10021 consists of the following pafts, under the general title Information technology
ing Systems (MHS):

Part 1: System and service overview

Part 2: Overall architecture

Part 4: Message transfer system — Abstract service definition and procedures
Part 5: Message store: Abstract service definition

Part 6: Protocol specifications

Part 7~Interpersonal messaging system

governmental
bf information
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— Part 8: Electronic Data Interchange Messaging Service

— Part 9: Electronic Data Interchange Messaging System

— Part 10: MHS routing

— Part 11: MHS Routing — Guide for messaging systems managers [Technical Report]
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Introduction

This Specification is one of a set of Recommendations | International Standards for Message Handling. The entire set
provides a comprehensive blueprint for a Message Handling System (MHS) realized by any number of cooperating
open systems.

The purpose of an MHS is to enable users to exchange messages on a store-and-forward basis. A message submitted on
behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently delivered to
the agents of ¢ne or more additional users, the recipients. Access units (AUSs) link the MTS to communication, syptems
of other kinds| (e.g., postal systems). A user is assisted in the preparation, storage, and display of messages(by-4 user
agent (UA). Optionally, it is assisted in the storage of messages by a message store (MS). The MTS comprisesia nymber
of message trapsfer agents (MTAs) which collectively perform the store-and-forward message transfer fariction.

This Specification defines the Message Handling application called Interpersonal Messaging, specifying in the prpcess
the message c¢ntent type and associated procedures known as P2.

This Specification was developed jointly by ITU-T and ISO/IEC. It is published as common text as ITU-T Rec. X|420 |
ISO/IEC 10021-7.

X © ISO/IEC 2003 — All rights reserved
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Message Handling Systems (MHS) —
Interpersonal Messaging System

SECTIONTGF—RROBHON

1 Scope

This Recqmmendation | International Standard defines Interpersonal Messaging, a form of Message Handlirg tailored
for ordindry interpersonal business or private correspondence.

This Recdommendation | International Standard is one of a series on Message Handling. ITU-T Rec| X.402 |
ISO/IEC |0021-2 constitutes the introduction to the series and identifies the other dochments in it.

The archifectural basis and foundation for Message Handling are defined in stillothér Recommendations | International
Standardg ITU-T Rec. X.402 | ISO/IEC 10021-2 identifies those documents as-well.

This Rec¢mmendation | International Standard is structured as follows. Section one is this introduction. Sgction two
defines tHe kinds of information objects exchanged in Interpersonal{Messaging. Section three defines the hssociated
abstract s¢rvice. Section four specifies how it is provided. Annexes-provide important supplemental informatidn.

The requifements for conformance to this Recommendation | International Standard are given in clause 22.

2 Normative references

The following Recommendations and International*Standards contain provisions which, through reference i1 this text,
constitute| provisions of this Recommendation JInternational Standard. At the time of publication, the editiond indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements basqd on this
Recommgndation | International Standard)are encouraged to investigate the possibility of applying the mpst recent
editions of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid Intefnational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITUFT Recommendations;

2.1 (Open Systems.Interconnection

This Spedification eites the following OSI specifications:
—  ITU*T Recommendation X.227 (1995) | ISO/IEC 8650-1:1995, Information technology — Opdn Systems
\Interconnection — Connection-oriented protocol for the Association Control Service Element| Protocol
specification.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Specification of Basic Notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Information Object Specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Constraint Specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.I
Encoding Rules — Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

ITU-T Rec. X.420 (06/1999) 1
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2.2

This Spec
—  ITU-T Recommendation F.400/X.400 (1999), Message handling: System and service overview.

ISO/IEC 10021-1:2003, Information technology — Message Handling Systems (MHS) — Part 1: System
and service overview.

— ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2:2003, Information technology — Message
Handling Systems (MHS) — Overall architecture.

— CCITT Recommendation X.408 (1988), Message handling systems: Encoded information type

10021-7:2003 (E)

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations — Concepts, Model and Notation.

Message Handling Systems

ification cites the following Message Handling System specifications:

2.3 [Directory Systems

This Spea

24 |[Language Code

This Speg

2.5
This Speg

osavarcion 2o
CORVEFSHOR—TFHTES-

—  ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology-*| Message
Handling Systems (MHS) — Message transfer system — Abstract service definition and proceduyes.

—  ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information tethnology - Message
Handling Systems (MHS) — Message store: Abstract service definition.

—  ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information”technology - Message
Handling Systems (MHS) — Protocol specifications.

—  CCITT Recommendation X.420 (1984), Message handling systems: Interpersonal messaging yser agent
layer.

ification cites the following Directory System specifications:

—  ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Opdn Systems
Interconnection — The Directory — Models.

—~  ITU-T Recommendation X.509 (1997) | ISO/IE€ 9594-8:1998, Information technology — Opdn Systems
Interconnection — The Directory — Authentication Framework.

—~  ITU-T Recommendation X.520 (1997).4 ISO/IEC 9594-6:1998, Information technology — Opdn Systems
Interconnection — The Directory — Sélected Attribute Types.

ification cites the following loanguage Code specification:

— IS0 639: 1988, Code for the representation of names of languages.

(Character Sets

ification cites'the following Character Set specifications:
—  ISO(IEC 2022:1994, Information technology — Character code structure and extension techniqyes.
- ASO 2375:1985, Data processing — Procedure for registration of escape sequences.

2.6

= ASO 8859-1:1987, Information processing — 8-bit single-byte coded graphic character sets |- Part 1:
Tarimalphaber No. 1.

—  ISO 10646-1:1993, Information technology — Universal Multiple-Octet Coded Character Set (UCS) —
Part 1: Architecture and Basic Multilingual Plane.

— CCITT Recommendation T.61 (1988), Character repertoire and coded character sets for the
international Teletex service.

Telematic Services

This Specification cites the following Telematic Service specifications:

2

— ITU-T Recommendation T.4 (1993), Standardization of group 3 facsimile apparatus for document
transmission.

ITU-T Rec. X.420 (06/1999)
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ITU-T Recommendation T.30 (1993), Procedures for document facsimile transmission in the general

switched telephone network.

CCITT Recommendation T.100 (1988), International information exchange for interactive videotex.

ITU-T Recommendation T.101 (1994), International interworking for videotex services.

CCITT Recommendation T.330 (1988), Telematic access to interpersonal messaging system.

File Transfer

This Specification cites the following File Transfer specifications:

ISO 8571-1:1988, Information processing systems — Open Systems Interconnection — File
Access and Management — Part 1: General Introduction.

ISO 8571-2:1988, Information processing systems — Open Systems Interconnection — File

Transfer,

Transfer,

2.8
This Spea

Access and Management — Part 2. Virtual Filestore Definition.

ISO 8571-2:1988/Amd.1:1992, Information processing systems — Open Systems Interconnect
Transfer, Access and Management — Part 2: Virtual Filestore Definition — Amendment 1:
Management.

ISO 8571-4:1988, Information processing systems — Open Systems Interconmection — File
Access and Management — Part 4: File Protocol Specification.

ISO 8571-4:1988/Amd.1:1992, Information processing systems — Open. Systems Interconnect
Transfer, Access and Management — Part 4: File Protocol Specification — Amendment 1:
Management.

Open Document Architecture

ification cites the following Open Document Architecture spégifications:

ITU-T Recommendation T.415 (1993), | ISO/IEC/8613-5:1994, Information technology — O]
ment architecture (ODA) and Interchange Format: Open Document Interchange Format.

29 |Digital Encoding of Sound

This Sped

2.10
This Spea

ification cites the following specifications on'the Digital Encoding of Sound:

CCITT Recommendation G.711 (1988), Pulse code modulation (PCM) of voice frequencies.

CCITT Recommendation G.726-(1990), 40, 32, 24, 16 kbit/s Adaptive Differential Pulse Cod
tion (ADPCM).

CCITT Recommendation“G.728 (1992), Coding of Speech at 16 kbit/s Using Low-Delay Coq
Linear Prediction.

IEC 908: 1987 ~€ompact Disc Digital Audio.

Cryptography

ification Cites the following Cryptographic specification:

RSA Laboratories. PKCS#7: Cryptographic Message Syntax Standard. Version 1.5, November

fon — File
Filestore

Transfer,

on — File
Filestore

ben docu-

Modula-

Ve Excited

/993.

3

Definitions

For the purposes of this Specification, the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4

Abbreviations

For the purposes of this Specification, the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5

Conventions

This Specification uses the descriptive conventions identified below.
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ASN.1

This Specification uses for the indicated purposes the following ASN.1-based descriptive conventions:

The abstr:
definition|
extension
ASN.1 cd
The effec
Applicati

The varig
whenever

redundan{ly, in an annex for reference.

a) To define the information objects of Interpersonal Messaging, and other data types and values of all
kinds, ASN.1 itself. ASN.1 is defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 |
ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4.

b) To define the functional objects of Interpersonal Messaging, the MHS-OBJECT information object class

of ITU-T Rec. X.411 | ISO/IEC 10021-4.

c¢) To define the abstract service of Interpersonal Messaging, the PORT and ABSTRACT-OPERATION
and ABSTRACT-ERROR information object class of ITU-T Rec. X.411 | ISO/IEC 10021-4 and the
CONTRACT information object class of ITU-T Rec. X.880 | ISO/IEC 13712-1.

f) To define IPMS-MS attributes, the ATTRIBUTE information object class of ITU-T)Red
ISO/IEC 10021-5.

ct-syntax defined in this Specification may be mapped to that used in previous editions as follows. 4
5 of object sets and Enumerated types which contain the ASN.1 extensions markef, ({¥..") are treate
additions following the marker are absent. For ASN.1 definitions where the extehsion marker is no
mment "-- /994 extension --" has a similar interpretation. See 5.7 of ITU-T Rec. X.413 | ISO/IEC
t of this is that certain attribute-types, matching-rules, and auto-actions ate not standardized for us
n Contexts.

us uses of the ASN.1 notation are summarized in Table 1. With thie/two exceptions evident from
ASN.1 is employed, it appears both in the body of this Specifigation to aid the exposition, and agaj

Table 1 — Uses of the ASN.1 Notation

oo e B e +
Subject Matter Exposition Reference
J p
et et e e L oo T +
| Object Identifiers | - | annex C |
| Abstract information objects | section two | annex D |
| Extended body part types | clauses 7.3, 7.4 | annex E |
| Functional objects | clauses 10, 11, 16 | annex F |
| Abstract service | clauses 12-13 | annex G |
| Message store~attributes | clause 19 | annex I |
| Message store.auto-actions | clause 19 | annex J |
| Heading extensions | annex A | annex H |
| SecuritySextensions | annex B | annex K |
| Upper, bounds | - | annex L |
e b T et et B e +

If differen

is indicatgd.

Except fof Arnnex J, ASN.1 tags are implicit throughout the ASN.1 module the annex defines; the module is

ces are found between the ASN.1 used in the exposition and that supplied for reference, a specific:

t class of

. X413 |

AIl ASN.1
| as if any
used, the
10021-5.
e in 1988

the table,
In, largely

tion error

definitive

in that respeet:

NOTE 1 — The use of ASN.1 to describe a class or piece of information does not in itself imply that that information is
transported between open systems. The fact that the information, by virtue of its description in ASN.1 and of ASN.1's Basic
Encoding Rules, has a concrete transfer syntax may be immaterial. Information actually conveyed between systems is designated
as such by its inclusion in an application protocol.

NOTE 2 — The use of the ABSTRACT-OPERATION and -ERROR information object classes, derived from the correspondingly
named information object classes of Remote Operations, does not imply that the abstract operations and errors are invoked and
reported across the boundary between open systems. The fact that the abstract operations and errors, by virtue of their description
using these information object classes and with minimal additional specification, actually could be invoked via ROS is
immaterial in the present context.

5.2

Grade

This Specification uses the concept of grade as developed in ITU-T Rec. X.402 | ISO/IEC 10021-2.

4
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5.3 Terms

Throughout this Specification, terms are rendered in bold when defined, in italic when referenced prior to their
definitions, without emphasis upon all other occasions.

Terms that are proper nouns are capitalized, generic terms are not.

5.4 Conventions for attribute-types used in Table 5

This Specification uses the conventions listed below in its definition of the attribute-types for the IPMS-MS abstract-
service.

For the column headed 'Single/Multi-valued' the following values can occur:

S single-valued

vt muiti=vatred:

For the cqlumn headed 'Source' the following values can occur:

[PM Originate-IPM, Receive-IPM abstract-operations;

Mod Modify abstract-operation;

MS IPMS Message Store;

NRN Originate-NRN, Receive-NRN abstract-operations;

ON Originate other-notifications, Receive other-notifications;

RN Originate-RN, Receive-RN abstract-operations.

5.5 [Interpretation of UTC Time values

Dates and times in the MHS protocols are represented using the ASN,1 UTCTime type which uses only twp decimal
digits to fepresent the year, leaving the century unspecified. Sinc€)MHS systems must deal with dates both in the past
(e.g. subnhission times of old messages which may be held in logal storage or forwarded) and in the future (expiry time,
deferred delivery time), it is important to observe a standard<eonvention to avoid inaccurate display or malfjinction of
the MHS when dates from different centuries are compared:

The two decimal digits give 100 different years that can be expressed; an implementation has to associate eagh of these
values with a particular century. The chosen convention is that dates up to ten years prior to the current time|and up to
forty yearps ahead of the current time should be associated with the corresponding century, with the interpretation of the
remaining 49 values being implementation dependent. For example, for a system operating in 1996 the vglues "86"
to "99" arg interpreted as 1986 to 1999 andlthe values "00" to "36" are interpreted as 2000 to 2036, and the vilues "37"
to "85" arp implementation dependent.
NOTE|- This convention permits two pdssible implementation strategies. An implementation can choose a fixed interpretation of
all the [year values, such that the‘eonvention is satisfied throughout the expected life of the product, or it can interpr¢t the dates
dynamjcally, based on the current'date, such that the implementation remains valid indefinitely. For example, an implementation
could ¢hoose the fixed range 970 to 2069 for the available values, meaning that the implementation would require rg¢vision if it
is still |n use by the year2029.

SECTIQN 2 —ABSTRACT INFORMATION OBJECTS

6 Overview

This section abstractly describes the information objects that users exchange in Interpersonal Messaging. They are of
two kinds, interpersonal messages (IPMs) and interpersonal notifications (IPNs). One of the latter acknowledges a
user's receipt of one of the former.

InformationObject ::= CHOICE (
ipm [0] IPM,
ipn [1] IPN}
This section covers the following topics:
a) Interpersonal messages;

b) Interpersonal notifications.

ITU-T Rec. X.420 (06/1999) 5
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NOTE 1 — The use, throughout this section, of words such as "originator" and "recipient" anticipates the fact that
IPMs and IPNs are conveyed between users as the contents of messages (see clause 20). These words, therefore,
refer to the roles users and DLs play in such transmittals.

NOTE 2 — An /PM may appear (see 7.4.7) in the Body of another /PM which itself is conveyed as the content of
a message. The words "originator" and "recipient" shall be understood in the context of an /PM's conveyance as

the (entire) content of a message, not as a component of the Body of another /PM so conveyed.

NOTE 3 — An IPM or IPN makes various assertions about its own transmittal (e.g., who originates the message
containing it). Furthermore, an /PN makes assertions about the transmittal of the /PM to which it responds. All

of these assertions are unverified.

Interpersonal Messages

An interpersonal message (IPM) is a member of the primary class of information object conveyed between users in
Interpersonal Messaging.

It has the

The struc

IPM ::= SEQUENCE
heading Heading,
body Body}

following components:

IPM (e.g., its importance).

between users (e.g., a document).

Body ::= SEQUENCE OF BodyPart

ure of an IPM is depicted in Figure 1.

Heading

Body

a) Heading: A Set of heading fields (or fields), each an information item that gives a characteri

b) Body: A Sequence of body parts, each an information object that/the IPM is intended

Field 1

Field 2

Fieldn

Body-Part 1 |

Body-Part 2 I

Body-Part 3

X.420_F01

Figure 1 — An Interpersonal Message

stic of the

0 convey

This clause defines and describes the most prominent Heading field component types and the defined Heading fields

and body

NOTE — An IPM may be likened to a business memo. In fact, the terms "Heading" and "Body" appeal to that analogy.

7.1

part types.

Heading Field Component Types

Information items of several kinds appear throughout the Heading. These Heading field component types — IPM

identifier, recipient specifier, OR-descriptor and IPMS extension — are defined and described below.

6
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7.1.1 IPM Identifier

An IPM identifier is an information item that unambiguously and uniquely identifies an IPM, distinguishing it from all
other IPMs ever conveyed by any user.

IPMIdentifier ::= [APPLICATION 11] SET {
user ORName OPTIONAL,
user-relative-identifier LocalIPMIdentifier}

An IPM identifier has the following components:

a) User (O): Identifies the user who originates the IPM. One of the user's OR-names. This component's
omission is discouraged.

b) User-relative-identifier (M): Uniquely and unambiguously identifies the IPM, distinguishing it from all
other IPMs that the user who is identified by the User component originates. A Printable String[ of from
zero to a prescribed number of characters (see annex L)|]. A length of zero is discouraged.

LocalIPMIdentifier ::= PrintableString
(SIZE (0..ub-local-ipm-identifier))

NOTE — The "11" in IPMlIdentifier is the only ASN.1 application-wide tag this Specification/assigns.

7.1.2 |[Recipient Specifier

A recipiept specifier is an information item that identifies an (intended) recipient of an IPM.and that may mgke certain
requests df him.

RecipientSpecifier ::= SET (
recipient
notification-requests
reply-requested
recipient-extensions

0] ORDescriptor,
1] NotificationRequests DEFAULT {},
2] BOOLEAN DEFAULT FALSE,

[
[
[
[3] RecipientExtensionsEield OPTIONAL}

A recipient specifier has the following components:

a) Recipient (M): Identifies the recipient in question. At OR-descriptor.

If the Notification-requests or Reply-requested_ component makes a request of the recipient, the
Formal-name component of the OR-descriptor,above shall be present.

b) Notification-requests (D no values): Maysmake certain requests of the recipient denot¢d by the
Recipient component.

NotificationRequests ::= BIT (STRING {
rn (0)
nrn (1)
ipm-return (2)
an-supported (39
suppress-an. \\%)

}
This component may assume any of the following values simultaneously, except that the valde 7n shall
not be selected unless the value nrn is selected:

1)  rn: A reeeipt notification is requested in the circumstances prescribed in clause 8.

il) nrn; Apon-receipt notification is requested in the circumstances prescribed in clause 8.
iil) ipmi=return: It is requested that the IPM be returned in any non-receipt notification.

iw-an-supported: It is requested that advice notifications (conveying absence advice or fhange of
address advice) are conveyed within ONs as prescribed in clause 8.

v) suppress-an: It is requested that no advice notifications (conveying absence advice or fhange of
address advice) are sent in response to this [PM.

¢) Reply-requested (D false): Indicates whether a reply is requested of the recipient denoted by the
Recipient component. A Boolean.

A reply is one IPM sent in response to another. A user may reply to an IPM even though no reply is
requested of him and, indeed, even if he is not among the IPM's intended recipients. Furthermore, a user
of whom a reply is requested may refrain from replying.

d) Recipient-extensions (O) contains extensions to the recipient specifier subfield.

RecipientExtensionsField ::= SET OF IPMSExtension {{ RecipientExtensions }}

General recipient extensions are defined in Annex A. Recipient extensions for IPMS Security are defined
in Annex B. There are no other recipient extensions defined in this Specification.

ITU-T Rec. X.420 (06/1999) 7
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7.1.3 OR-Descriptor

An OR-descriptor is an information item that identifies a user or DL.

ORDescriptor ::= SET ({
formal -name ORName OPTIONAL,
free-form-name [0] FreeFormName OPTIONAL,
telephone-number [1] TelephoneNumber OPTIONAL}

An OR-descriptor has the following components:
a) Formal-name (C): Identifies the user or DL in question. One of its OR-names.

This conditional component shall be present if (but not only if) one or more of the following criteria are
satisfied:

i)  The Free-form-name component is absent.

i) The ﬂR-dPQ{‘rip‘rnr appears in the l?p‘nlv pr’i‘nipntc hpnding field

iii) The OR-descriptor is the Recipient component of a recipient specifier and the condition$ stated in
item a of 7.1.2 are satisfied.

b) Free-form-name (O): Identifies the user or DL in question. A Teletex String{\of from [zero to a
prescribed number of characters (see annex L)|], chosen from the graphic subsét 0f the Teletex String
character set. A length of zero is discouraged.

FreeFormName ::= TeletexString (SIZE (0..ub-free-form-name)h

c) Telephone-number (O): Provides the telephone number of the uset or DL in question. Al Printable
String[ of from zero to a prescribed number of characters (see annéx L)|], chosen from the|graphical
subset of the Printable String character set. A length of zero is digcouraged.

TelephoneNumber ::= PrintableString (SIZE (0..up-telephone-number))

NOTE 1 — One or more OR-descriptors may appear in €ach of the following heading fields: [Originator,
Authorizing Users, Primary Recipients, Copy Recipients,/Blind Copy Recipients, Circulation List [Recipients,
Reply Recipients and Distribution Codes. In addition,.an OR-descriptor may appear in the following potification
fields (see clause 8): IPN Originator and IPM Intended Recipient.

NOTE 2 — The omission of the formal name can bg used to indicate names of recipients and other users who do
not receive the message through MHS, and who 'do not have MHS OR-names.

7.1.4 IPMS Extension

An IPMS extension (or extension) is an informatidmyitem which enables extensions to be defined.

IPMSExtension {IPMS-EXTENSION+®ChosenFrom} ::= SEQUENCE ({
type IPMS-EXTENSION.&id ({ChosenFrom}),
value IPMS-EXTENSIONT&Type ({ChosenFrom} {etype}) DEFAULT NULL:NULL }

Each extension has the following components:

)  Type (M): Identifies the semantics and restricts the abstract syntax of the Value component. An Object
Identifier.

b) Value (D null)! An information item whose abstract syntax is restricted only by the Type component. An
Any.

The Type]componénts of all the extensions in the Extensions field shall differ. Not every defined extension nded appear
in the field. Eachiextension type shall occur at most once in a set of ExtensionsField, unless multiple occurfences are
explicitly[permitted in the definition of the extension type. The same extension type may occur in different places in the
protocol. [[his“applies to both standardised extensions and private extensions.

Every extension is defined by means of the following information object class.

IPMS-EXTENSION ::= CLASS
&id OBJECT IDENTIFIER UNIQUE,
&Type DEFAULT NULL }
WITH SYNTAX { [VALUE &Type , ] IDENTIFIED BY &id }

The &id value field is the identifier field for the class. It distinguishes an IPMS Extension from all other instances of the
class.

The &Type field defines the data type to which every value of this instance of [IPMS Extension shall conform.

PrivateIPMSExtensions IPMS-EXTENSION ::= { ... }

NOTE — Whenever an IPMS extension is defined, it should also be considered whether new MS attributes should also be defined
(see 19.6), and whether the UA operation needs to be modified (see clause 18). As any extension may be ignored, privately-
defined extensions are not able to mandate support of the new MS attributes or UA operation.
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7.2 Heading Fields
The fields that may appear in the Heading of an IPM are defined and described below.

Heading ::= SET ({
this-IPM ThisIPMField,
originator [0] OriginatorField OPTIONAL,
authorizing-users [1] AuthorizingUsersField OPTIONAL,
primary-recipients [2] PrimaryRecipientsField DEFAULT {}
copy-recipients [3] CopyRecipientsField DEFAULT {},
blind-copy-recipients [4] BlindCopyRecipientsField OPTIONAL,
replied-to-IPM [5] RepliedToIPMField OPTIONAL,
obsoleted-IPMs [6] ObsoletedIPMsField DEFAULT {},
related-IPMs [7] RelatedIPMsField DEFAULT {},
subject [8] EXPLICIT SubjectField OPTIONAL,
expiry-time [9] ExpiryTimeField OPTIONAL,
reply-time [10] ReplyTimeField OPTIONAL,
reply-recipients [11] ReplyRecipientsField OPTIONAL
importance [12] ImportanceField DEFAULT normal,
sensitivity [13] SensitivityField OPTIONAL,
auto-forwarded [14] AutoForwardedField DEFAULT FALSE,
extensions [15] ExtensionsField DEFAULT {}}

Some fields have components and thus are composite, rather than indivisible. A field componentjis-called a sup-field.

7.2.1 This IPM
The This [[PM heading field (M) identifies the IPM. It comprises an IPM identifier.

ThisIPMField ::= IPMIdentifier

7.2.2 Originator
The Origjnator heading field (O) identifies the IPM's originator. It compriSes an OR-descriptor.

OriginatorField ::= ORDescriptor

7.2.3 Authorizing Users

The Authorizing Users heading field (C) identifies the zerfe-or more users who are the IPM's authorizing users. It
compriseq a Sequence of sub-fields, each an OR-descriptorione for each such user.

AuthorizingUsersField ::= SEQUENCE OF AuthorizingUsersSubfield

AuthorizingUsersSubfield ::= ORDescriptor

An authdrizing user is a user who, either individually or in concert with others, authorizes the origination df an IPM.
The word|"authorizes" above is not precis¢ly-defined by this Specification; it is given meaning by users.

This conditional field shall be presentifjthe authorizing users are other than the IPM's originator alone.

NOTE|- Suppose, e.g., that a manager instructs his secretary to originate an IPM on his behalf. In this case, the sefretary, the
IPM's ¢riginator, might considét:the manager the authorizing user.

7.2.4 rimary Recipients
The Primary Recipients heading field (D no subfields (i.e., elements)) identifies the zero or more users and| DLs who
are the "pirimary reCipients" of the IPM. It also identifies the responses the authorizing users ask of each of those users

and of edch member of those DLs. It comprises a Sequence of sub-fields, each a recipient specifier, ong for each
primary r¢cipient.

arvRecipienteiicld SEOUENCE OF PrimaryRecipientsSubiield
PrimaryRecipientsSubfield ::= RecipientSpecifier

The phrase "primary recipients" above is not precisely defined by this Specification; it is given meaning by users.
NOTE — The primary recipients, e.g., might be those users and those DLs whose members are expected to act upon the IPM.

7.2.5 Copy Recipients

The Copy Recipients heading field (D no subfields (i.e., elements)) identifies the zero or more users and DLs who are
the "copy recipients" of the IPM. It also identifies the responses the authorizing users ask of each of those users and of
each member of those DLs. It comprises a Sequence of sub-fields, each a recipient specifier, one for each copy
recipient.

CopyRecipientsField SEQUENCE OF CopyRecipientsSubfield

CopyRecipientsSubfield ::= RecipientSpecifier

ITU-T Rec. X.420 (06/1999) 9
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The phrase "copy recipients" above is not precisely defined by this Specification; it is given meaning by users.

NOTE — The copy recipients, e.g., might be those users to whom, and those DLs to whose members the IPM is conveyed for
information.

7.2.6 Blind Copy Recipients

The Blind Copy Recipients field (C) identifies zero or more users and DLs who are intended b/ind copy "recipients" of
the IPM. It also identifies the responses the authorizing users ask of each of those users and of each member of those
DLs. It comprises a Sequence of sub-fields, each a recipient specifier, one for each blind copy recipient. It may be
present as a Heading field, or alternatively as an equivalent MTS extension that may be present in the per-recipient-
message-submission-extensions field of a message-submission envelope and in the message-delivery-extensions field of
a message-delivery envelope.

BlindCopyRecipientsField ::= SEQUENCE OF BlindCopyRecipientsSubfield
BlindCopyRecipientsSubfield ::= RecipientSpecifier
blind-copy-recipients EXTENSION ::= {

BlindCopyRecipientsField,
IDENTIFIED BY standard-extension:41 }

The phrade "copy recipients" above has the same meaning as in 7.2.5. A blind copy recipient is one\whose rdle as such
is disclos¢d to neither primary nor copy recipients.

In the insfance of an IPM intended for a blind copy recipient, this conditional field shall be ‘present and identify that user
or DL. Whether it shall also identify the other blind copy recipients is a local matter. In-the instance of the IPM intended
for a primfary or copy recipient, the field shall be absent or identify no users or DLs.

NOTE|- When submitting through an MS which provides Storage on Submission, the\use of the alternative envelope encoding
will repult in a single submitted-message entry instead of an additional submitted-message entry for each blind cop} recipient,
which pives greater efficiency of submission, better correspondence between the user’s perception of submitting one IPM and the
resultapt stored entry, and improved correlation of reports and notifications forblind copy recipients with the submitt¢d-message
entry. However, if the blind copy recipient’s MS or UA conforms to aw earlier version of this specification, then|use of the
alternafive envelope encoding will result in the absence of requested netifications and the recipient being aware only implicitly
rather fhan explicitly that he was a blind copy recipient.

7.2.7 l[Replied-to IPM
(4

The Rep
identifier,

d-to IPM heading field (C) identifies the IPM&to which the present IPM is a reply. It comprisgs an IPM

RepliedToIPMField ::= IPMIdentifdiér

This conditional field shall be present if, and.only if, the IPM is a reply.

NOTE|- In the context of forwarding, care.$hould be taken to distinguish between the forwarding IPM and the forwgrded IPM.
This figld should identify whichever of thesé two IPMs to which the reply responds.

7.2.8 (Obsoleted IPMs

The Obsqgleted IPMs heading field (D no subfields (i.e., elements)) identifies zero or more IPMs that the apithorizing
users of the present IPM cdénsider it to obsolete. It comprises a Sequence of sub-fields, each an IPM identifigr, one for
each IPM

ObsoletedIPMsField SEQUENCE OF ObsoletedIPMsSubfield

ObsoletedIPMsSubfield ::= IPMIdentifier

NOTE[- In, the context of forwarding, care should be taken to distinguish between the forwarding IPM and the forwqrded IPM.
This figld,should identify whichever of these two IPMs the present IPM obsoletes.

7.2.9 Related IPMs

The Related IPMs heading field (D no subfields (i.e., elements)) identifies zero or more IPMs that the authorizing users
of the present IPM consider related to it. It comprises a Sequence of sub-fields, each an IPM identifier, one for each
IPM.

RelatedIPMsField ::= SEQUENCE OF RelatedIPMsSubfield
RelatedIPMsSubfield ::= IPMIdentifier
The word "related" above is not precisely defined by this Specification; it is given meaning by users.

NOTE 1 — A related IPM, e.g., might be one discussed in the Body of the present [IPM.

NOTE 2 — In the context of forwarding, care should be taken to distinguish between the forwarding IPM and the forwarded IPM.
This field should identify whichever of these two IPMs is related to the present IPM.
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7.2.10  Subject

The Subject heading field (O) identifies the subject of the IPM. It comprises a Teletex String[ of from zero to a
prescribed number of characters (see annex L)|], chosen from the graphic subset of the Teletex String character set. A
length of zero is discouraged.

SubjectField ::= TeletexString (SIZE (0..ub-subject-field))

The Extended Subject (see A.1.9), which has an unrestricted character repertoire, takes precedence over this heading
field if both are present on reception.

7.2.11  Expiry Time

The Expiry Time heading field (O) identifies when the authorizing users consider the IPM to lose its validity. It
comprises a date and time.

ExpirvTimeField ::= Time

7.2.12 IReply Time

The Reply Time heading field (O) identifies by when the authorizing users request (but do not demand) that gny replies
to the pregent IPM be originated. It comprises a date and time.

ReplyTimeField ::= Time
7.2.13  [Reply Recipients

The Reply Recipients heading field (C) identifies zero or more users and DLs whotw the authorizing users request (but
do not denand) be among the recipients of any replies to the present IPM. It comprises a Sequence of sub-fields, each
an OR-depcriptor, one for each user or DL.

SEQUENCE OF ReplyRecipiéntsSubfield

ReplyRecipientsField

ReplyRecipientsSubfield ::= ORDescriptor (WITH CGOMPONENTS{..., formal-name PREJENT})

This conditional field shall be present if the desired reply recipi€nts’are other than the originator of the pr¢sent IPM
alone.

NOTE[- If this field is present and identifies several users and DLS, the originator may include himself among them. [If he elects
not to dlo so, he will not be considered among the desired replyfecipients.

7.2.14 [Importance

The Impgrtance heading field (D normal) identifies the importance that the authorizing users attach to the IPM. It may
assume anjy one of the following values: lowystormal, or high.
ImportanceField ::= ENUMERATED (
low (0),
normal (1),
high (2)}
The valuds above are not defified by this Specification; they are given meaning by users.

7.2.15 [Sensitivity
The Sensitivity heading field (C) identifies the sensitivity that the authorizing users attribute to the IPM.

SengitivityField ::= ENUMERATED {
personal (1),
private (2),

£33 PR A=W |
company—confidentiat{(3

This field may assume any one of the following values:

a) personal: The IPM is conveyed to its intended recipients as individuals, rather than in their professional
capacities.

b) private: The IPM should be conveyed to no one other than its intended recipients.

c) company-confidential: The IPM contains information that should be handled according to
company-specific procedures.

This conditional field shall be present if, and only if, the IPM is sensitive.
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7.2.16 Auto-forwarded

The Auto-forwarded heading field (D false) indicates whether the IPM is the result of auto-forwarding. It is a Boolean.

AutoForwardedField ::= BOOLEAN
7.2.17 Extensions

The Extensions heading field (D no extensions (i.e., members)) conveys information accommodated by no other
heading field. It comprises a Set of zero or more IPMS extensions each conveying one such information item.

ExtensionsField ::= SET OF IPMSExtension {{ HeadingExtensions }}

HeadingExtensions IPMS-EXTENSION ::= {
authorization-time |
auto-submitted |
body-part-signatures |
circulation-list-recipients |
distribution-codes |
extended-subject |
incomplete-copy |
information-category |
ipm-security-label |
languages |
manual-handling-instructions |
originators-reference |
precedence-policy-identifier |
PrivateIPMSExtensions,

All headipg extensions defined in this Specification are contained in annex A. An.@xtension whose Type comiponent is
not underftood may be ignored.

NOTE|- Future addenda or versions of this Specification may define additional-extensions. Furthermore, future addenda and
versioifs are likely to add information to the Heading only by means of this field.

7.3 |Body Parts

The IPM|Body Part Table information object set has as its members the types of body part that may appear in the
Body of an IPM:

IPMBodyPartTable EXTENDED-BODY-PART-TYRE ::= {
StandardBodyParts |
ApplicationSpecificBodyParts™}

The Starldard Body Parts information object\set has as its members the types of body part defingd in this
Specificafion:

StandardBodyParts EXTENDEDsBODY-PART-TYPE ::= {
ia5-text-body-part |
g3-facsimile-body-part |
g4-classl-bedy-part |
teletex-body-part |
videotextbody-part |
encrypted-body-part |
messdge-body-part |
mixed=mode-body-part |
piYaterally-defined-body-part |
nationally-defined-body-part |
general-text-body-part |
file-transfer-body-part |
voice-body-part |

P

PR N =
FePorT—9oay— Pttt

notification-body-part |
content-body-part |{{1 2 3 -- RELATIVE-OID to be provided --}}
pkcs7-body-part,

The Application Specific Body Parts information object set has as its members the types of body part defined in other
Specifications, and defined for proprietary or private use:

ApplicationSpecificBodyParts EXTENDED-BODY-PART-TYPE ::= {
--any body part defined in other Specifications, or for proprietary or private use --
S

Some types of body part contain a single component, the Dafa component. Other types of body part contain two
components, Parameters and Data. The Parameters component, if defined, comprises information items that describe
the information object the body part represents, and typically contains format and control parameters. The Data
component is the information object itself.

12 ITU-T Rec. X.420 (06/1999)
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7.3.1 Extended Body Part

Every body part type defined in this Specification is defined as an instance of the Extended Body Part Type
information object class. Every body part type defined elsewhere shall be defined in the same way.

EXTENDED-BODY-PART-TYPE ::= CLASS {
&parameters TYPE-IDENTIFIER OPTIONAL,
&data TYPE-IDENTIFIER }

WITH SYNTAX { [PARAMETERS &parameters,] DATA &data }

An instance of the Extended Body Part Type information object class defines, by means of its &parameters field, the
type of the data value that is represented by the Parameters component of such a body part, and the Object Identifier
that identifies this Parameters component. The presence of the &parameters field implies the presence of the Parameters
component in every instance of that specific extended body part type; its omission implies the absence of the
Parameters component in every instance.

An instange-of the Exte pe-informationobject¢cls o-defines, b sans-ofits-&datafield, the type
of the dath value that is represented by the Data component of such a body part, and the Object Identifier thaf| identifies
this Data|component. The Object Identifier identifies the encoding rules for the body part. Those body’pdrts whose
types are flefined in this Specification shall be encoded using ASN.1's basic encoding rules.

Specific Fxtended body part types may be defined by users to convey any type of informationrobject. The definitions
in 7.4.11,(7.4.12, 7.4.14 and 7.4.15 give examples where the information object is an ASN.1-Type, while the|examples
below shpw definitions for information objects not defined by ASN.1. User-defined Extended body part|types are
appropriafe where the recipient's UA will be configured to invoke a process to render that body part, but where the
requiremgnt is to move information into the recipient's filestore the File Transfer body/part (see 7.4.12) may be more
appropriafe.

Examples

An organjfsation has two products for which it wishes to define Extended, body parts. Its 'Simple Spreadshget' uses a
single fil¢ of octets for its data, while its 'Whizzbang Wordprocessor' always uses two related data files| of octets
(e.g., oneffor format proforma, and one for the text using these proforma). The organisation has obtained a branch of the
Object Id¢ntifier tree from its national registration authority, called‘here local-object-identifier.

The follofing definition is an Extended body part for the 'Simiple Spreadsheet' data file, and the same objecq identifier
( { local-qbject-identifier 1 } ) can be used for its Encoded.Information Type:

simple-spreadsheet-body-part EXTENRED-BODY-PART-TYPE ::= {
DATA { OCTET STRING(IDENTIFIED BY { local-object-identifier 1 } } |}

The following definition is an Extended body part for the "Whizzbang Wordprocessor' data files, with the format
proforma|file being placed in the Parameters component and the text file in the Data component. The sajme object
identifier ps used for the Data component((,{ local-object-identifier 3 } ) can be used for its Encoded Information Type:

whizzbang-wordprocessors/body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS { OCTET STRING IDENTIFIED BY { local-object-identifier 2 } }

DATA {\\OCTET STRING IDENTIFIED BY { local-object-identifier 3 } }|[}
NOTE|1 — This body part.-type’ enables the exchange of information objects of all kinds, each kind unambiguously| identified.
This upambiguous identification relies upon the use of Object Identifiers. Object Identifiers are easily obtained, e.g., py national
bodies|and private organiZations. It is desirable that the identification is also unique, and anyone defining a dat3 format is
encourpged to define/and publicise an Extended body part for that format in order to remove the likely non-uniqueress if such
definitfon is left to the users of that data format.

NOTE|2 - If-an Extended body part has a Parameters component, its Object Identifier is allocated at the same time|and by the
same naming-authority as that for the Data component, and must be different to it.

NOTE|3="When a new Extended body part type and a new Encoded Information Type are defined and have a jone to one
relationship, then the same Object Identifier may be used for the data component and the Encoded Information Type.

NOTE 4 — Like body parts of other types, an Extended body part may be subjected to conversion. However, specification of the
conversion algorithms may be outside the scope of CCITT Recommendation X.408.

ITU-T Rec. X.420 (06/1999) 13
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Body Part Encoding
Each body part present in the Body of an IPM is represented as follows:
BodyPart ::= CHOICE ({
basic CHOICE {

ia5-text 0] IASTextBodyPart,
g3-facsimile 3] G3FacsimileBodyPart,
g4-classl 4] G4ClasslBodyPart,

[
[
[
teletex [5] TeletexBodyPart,
[
[

videotex 6] VideotexBodyPart,

encrypted 8] EncryptedBodyPart,

message [9] MessageBodyPart,

mixed-mode [11] MixedModeBodyPart,

bilaterally-defined [14] BilaterallyDefinedBodyPart,

nationally-defined [7] NationallyDefinedBodyPart },
extended [15] ExtendedBodyPart}{{IPMBodyPartTable}}

All body

An instan|
by the Ob

The Paraeters and Data components correspond to fields’of the Extended Body Part Type information ol

(see 7.3.1
A of ITU

NOTE
Docuny
and IS
Recom
no long

NOTE
event 11

NOTE

NOTE
were d
an Ext
alterna
supporf

[«

]

part types are divided 1nto two classes as tollows:
a) Dbasic: Denoted by an integer (an ASN.1 context-specific tag).

All basic body part types are defined in this Specification. Each basic body part type al
equivalent extended body part definition.

b) extended: Denoted by an Object Identifier.

Some extended body part types are defined in this Specification. Some are-defined in other
(e.g., the ODA body part defined in ITU-T Rec. T.411 | ISO/IEC 8643-1). Others may be d
users. The extended body part type enables the exchange of information objects of any kind,
unambiguously and uniquely identified.

ject Identifier which the body part carries. It has Parameters and Data components.

ExtendedBodyPart { EXTENDED-BODY-PART-TYPE: IPMBodyPartTable} ::= SEQUENCE
parameters [0] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
data INSTANCE OF TYPE-IDENTIFIER }
(CONSTRAINED BY {-- must correspond to the &parameters field and &data field
-- of a member of -- IPMBodyPartTable})

. Hence each component is defined as an instance of the Type-Identifier information object class (3
T Rec. X.681 | ISO/IEC 8824-2).

1 — In CCITT Recommendation X.420 (1984), context-specific tags 1 and 10 denote Telex and Simple H

(0D6937Text body parts, respectively,,which are no longer defined. In CCITT Recommendation X.420 (19§
imendation X.420 (1988), and ISO/AEC 10021-7 : 1990, context-specific tag 2 denotes the Voice basic body pg
ber defined. These tags, therefore,jare avoided in BodyPart.

2 — Under some circumstances, an IPM may be subjected to conversion while in transit between users. Such a
hay alter a body part's type.

3 — The basic body part-types exist for purely historical reasons, predating the extended body part type.

4 — In editions of.this Specification published before 1994, the Parameters and Data components of extended
bfined as Externals. When the single-ASN1-type encoding alternative of the External is used, the value of the d
ernal is identical with that of Type-Identifier. However, to accommodate the case where the octet-aligne
ive is usedsy-an associated type for the representation of the extended body part may be used on origination, an
ed onreeeption. This associated type is assumed to be defined in an environment of EXPLICIT TAGS:

ko has an

standards
efined by
each kind

ce of the extended body part contains an information object whose,semantics and abstract syntax age denoted

ject class
ee Annex

ormattable

ent body parts, respectively, which arecno’ longer defined. In ISO DP 9065, context-specific tags 12 and 13 d¢gnote ODA

4), CCITT
rt which is

transmittal

body parts
ncoding of
I encoding
| should be

EQUENCE {
IMDT T AT oDAarroaras [

. [l
pParameterS— U rrrorcT I oonUUnINTTT Y

direct-reference EXTENDED-BODY-PART-TYPE.&parameters.&id,
encoding CHOICE ({

single-ASN1-type [0] EXTENDED-BODY-PART-TYPE.&parameters.&Type,

octet-aligned [1] IMPLICIT OCTET STRING } } OPTIONAL,
data [UNIVERSAL 8] IMPLICIT SEQUENCE {
direct-reference EXTENDED-BODY-PART-TYPE.G&data.&id,
encoding CHOICE {
single-ASN1-type [0] EXTENDED-BODY-PART-TYPE.&data.&Type,
octet-aligned [1] IMPLICIT OCTET STRING } } }

If the Parameters or Data component is defined as an Octet String, or comprises octet-aligned data not defined using
ASN.1, its encoding may occupy either the single-ASN1-type alternative (as an explicitly tagged Octet String) or the
octet-aligned alternative (as an implicitly tagged Octet String). Otherwise, the encoding should occupy the single-
ASNI-type alternative.

14
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7.4 Standard Body Part Types

The standard body part types defined in this Specification are enumerated below.

7.4.1 IAS Text

AnIAST

ext body part represents A5 text. It has Parameters and Data components.
IASTextBodyPart ::= SEQUENCE {
parameters IAS5TextParameters,
data IASTextData}
ia5-text-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {IASTextParameters IDENTIFIED BY id-ep-ia5-text},
DATA {IAS5TextData IDENTIFIED BY id-et-ia5-text} }
IASTextParameters ::= SET {

repertoire [0] Repertoire DEFAULT ia5}

The Pararpeters component comprises the following parameters:

The Data

(e.g., disp
be folded

NOTE
likely 1

7.4.2
A G3 Faq

The Parar

IAS5TextData ::= IAS5String

a) Repertoire (D /45): Identifies the character set to which the Data component is constrained.

Repertoire ::= ENUMERATED {

ita2(2;,
ias (5)}

This parameter may assume any one of the following values:

i)  ITA2: The Data component shall be limited to the ITA2 (i.e., T¢lex) character set.

ii) IA5: The Data component may draw upon the full IAS character set.

component is the text, an IAS5 String. It may contain lines of any-length. Whenever the component i
layed to or printed for a user), all (rather than only a part) of the text must be communicated (e.g.,
but shall not be truncated).

— Many terminals have a maximum line length of 80 charactets. Therefore, lines that do not exceed that leng
o be satisfactorily rendered (e.g., are most likely to avoid being folded).

IG3 Facsimile

simile body part represents Group 3 facsimile images. It has Parameters and Data components.
G3FacsimileBodyPart ::= SEQUENCE M
parameters G3FacsimileRarameters,
data G3FacsimileData}
g3 -facsimile-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {G3FacdsimileParameters IDENTIFIED BY id-ep-g3-facsimile},
DATA {G3FatsimileData IDENTIFIED BY id-et-g3-facsimile} }
G3FacsimileParameters ::= SET {
number-of -pages [0] INTEGER OPTIONAL,

non-basig¢-parameters [1] G3FacsimileNonBasicParameters OPTIONAL}

G3FacsimileData ::= SEQUENCE OF BIT STRING

heters component comprises the following parameters:

) (Number-of-pages (O): Identifies the number of pages of Group 3 facsimile data present in
component. A non-negative Integer.

rendered
lines may

h are most

the Data

) Non-basic-parameters (C): Identifies the non-basic parameters (NBPs) for Group 3 facsimile that

characterize the Data component. A G3 NBPs descriptor.

This conditional parameter may be absent if the data component is of basic G3 Facsimile type. If the data

component is of a non-basic type, it shall be present if (but not only if) the Body contains tw:

0 Or more

G3 Facsimile body parts. The absence of this parameter when the data component is of a non-basic type

is discouraged.
NOTE - Its absence in these conditions provides compatibility with CCITT Recommendation X.420 (

ITU-T Rec. X.420 (06/1999)

1984).
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The Data component is the facsimile images, a Sequence of Bit Strings, each encoding a single page of Group 3
facsimile data as dictated by ITU-T Recommendation T.4, but filled out to a multiple of 8 bits with additional zero bits,
and with each group of 8 bits reversed such that, for each page of the T.4 data:

the st bit in the T.4 data becomes the 8th bit in the G3FacsimileData bit string,

the 8th bit in the T.4 data becomes the 1st bit in the G3FacsimileData bit string,

the 9th bit in the T.4 data becomes the 16th bit in the G3FacsimileData bit string,

the 16th bit in the T.4 data becomes the 9th bit in the G3FacsimileData bit string, etc.

The Return-To-Control signal (defined in ITU-T Recommendation T.4) shall be present at the end of each page of T.4

data.

NOTE 1 — The Number-of-pages component identifies the number of elements in the Sequence that constitutes the Data
component and is thus redundant.

NOTE 2 — If the Body comprises a single such body part, its NBPs may (but need not) be conveyed by means of the envelope of
the message that contains the IPM.

NOTE

NOTE
When

size) if

4 — All of the pages in any one G3 Facsimile body part are required to have the same values for the\non-basic

3 — Where the body part has been received from a facsimile terminal, the Return-To-Control signal may be encpded in the
form that it was received from the terminal. Where received over an unreliable network, the Return-To-Contrél sig
subjecq to error.

hal may be

barameters.

h message is created containing facsimile data where pages have different values for these parameters (e.g., diffprent paper
will be necessary to use a separate body part for each group of adjacent pages that have(the same paramgter values.

Exceptl where the originator of the message deliberately requests separate body parts, all consecutive pages that havle the same

paramgter values should be placed in a single body part. In particular, when receiving pages from-a facsimile termin:

set of

NOTE
and T.

file-tral
parts (quch as the file-transfer body part, see 7.4.12), or content-types (such as EDI-messaging).

7.4.3

A G4 Cl4

terminals

describe t

7.4.4

A Teletex

hsfer). However, more effective interworking will be achieved if these data_types are encoded using more sp

G4 Class 1

ss 1 body part represents a final-form document of the Sort that is processable by Group 4 Class 1

he document's layout structure.
G4ClasslBodyPart ::= SEQUENCE OF Interchange-Data-Element
g4-classl-body-part EXTENDED-BODY#PART-TYPE ::= {
DATA {G4ClasslBodyPart IDENTIFIED BY id-et-g4-classl} }
Teletex
body part represents a Teletex document. It has Parameters and Data components.
TeletexBodyPart ::= SEQUENCE {
parameters, TeletexParameters,
data TeletexData}
teletex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {TeletexParameters IDENTIFIED BY id-ep-teletex},
DATA {TeletexData IDENTIFIED BY id-et-teletex} }
TeletexParameters ::= SET {
number-of -pages [0] INTEGER OPTIONAL,
telex-compatible [1] BOOLEAN DEFAULT FALSE,

non-basic-parameters [2] TeletexNonBasicParameters OPTIONAL}

1, if a new

pbarameters are signalled, they should be compared with the parameters of the previeus page; a new body parf should be
created only if the parameters have changed.

5 — The G3 Facsimile body part is primarily intended for the conveyance of'\bitmap graphical data. ITU-T Recs. T.4
0 provide encodings which could, in principle, allow this body part to be-used for a variety of other applicdtions (e.g.,

peific body

facsimile

It comprises a Sequence of interchange data elements, defined in ITU-T Rec. T.415 | ISO/IEC 8613-5, which

TeletexData ::= SEQUENCE OF TeletexString

The Parameters component comprises the following parameters:

16

a) Number-of-pages (O): Identifies the number of pages of Teletex text present in the Data com
non-negative Integer.

ponent. A

b) Telex-compatible (D false): Indicates whether the document in the Data component is telex-compatible.

A Boolean.

If this parameter has the value frue, every Teletex String in the Data component shall be restricted to the

ITA2 character set. No line shall exceed 69 characters in length.

c¢) Non-basic-parameters (C): Identifies the NBPs for Teletex that characterize the Data component. A

Teletex NBPs descriptor.

ITU-T Rec. X.420 (06/1999)
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This conditional parameter may be absent if the data component is of basic Teletex type. If the data
component is of a non-basic type, it shall be present if (but not only if) the Body contains two or more
Teletex body parts. The absence of this parameter when the data component is of a non- basic type is

discouraged.
NOTE - Its absence in these conditions provides compatibility with CCITT Recommendation X.420 (

1984).

The Data component is the document, a Sequence of Teletex Strings, each of which encodes one of its pages. The text
of every page (including the first page of the document) shall be introduced either by Form Feed and Carriage Return or
by Carriage Return and Form Feed. This sequence shall be preceded by Identify Graphic Subrepertoire under the
conditions stated in CCITT Recommendation T.61.

NOTE 1 — The Number-of-pages component identifies the number of elements in the Sequence that constitutes the Data
component, and is thus redundant.

NOTE 2 - If the Body comprises a single such body part, its NBPs may (but need not) be conveyed by means of the envelope of

the me
NOTE

Recomimendation T.61.

7.4.5
A Videot

The Paratheters component comprises the following parameters:

The Data

Syntax parameter:

7.4.6

ssage that contains the [PM.

53— The mitial Form Feed and Carriage Keturn on each page of a leletex document 1S required

Videotex

bx body part represents Videotex data. It has Parameters and Data components.

VideotexBodyPart ::= SEQUENCE {
parameters VideotexParameters,
data VideotexData}

videotex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VideotexParameters IDENTIFIED BY id-eprvideotex},
DATA {videotexData IDENTIFIED BY id-et-videotex} }

VideotexParameters ::= SET {
syntax [0] VideotexSyntax OPTIONAL}

[VideotexData ::= VideotexString

a)  Syntax (O): Identifies the syntax of the Data cemponent. In the parameter's absence, the syntd
considered unspecified.

VideotexSyntax ::= INTEGER {
ids (o),
data-syntaxl (1)
data-syntax2 (2)

(3)

0
1
2
data-syntax3 (3

}
This parameter may assumeany one of the following values, each of which denotes as follows
Videotex syntaxes defined\in CCITT Recommendations T.100 and T.101:

i)  ids: The IDS syntax.

il) data-syntgxlsData Syntax 1.

iii) data-syntdax2: Data Syntax 2.

iv) datassyntax3: Data Syntax 3.

compongnt/is the Videotex data, a Videotex String. It shall conform to the Videotex syntax deno

by CCITT

x shall be

one of the

ed by the

[Encrypted

An Encrypted body part represents the result of encrypting a body part of a type defined by this Specification. It has
Parameters and Data components.

EncryptedBodyPart ::= SEQUENCE ({
parameters EncryptedParameters,
data EncryptedData}
encrypted-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {EncryptedParameters IDENTIFIED BY id-ep-encrypted},
DATA {EncryptedData IDENTIFIED BY id-et-encrypted} }
EncryptedParameters ::= SET {
algorithm-identifier AlgorithmIdentifier,

originator-certificates ExtendedCertificates OPTIONAL,

EncryptedData ::= ENCRYPTED { BodyPart }

ITU-T Rec. X.420 (06/1999)
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The Parameters component comprises the following parameters:

a) Algorithm-identifier (M): Identifies the encryption algorithm used; see 8.5.10 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 and clause 8 of ITU-T Rec. X.509 | ISO/IEC 9594-8. Where this identifies a

symmetric algorithm, a session key may be conveyed in the Body Part Encryption Token in
extensions, see B.6.1.

recipient-

NOTE — A symmetric algorithm may also be used where the message has a single recipient, or where the key is
shared between the originator and all recipients (e.g. a closed user group), and key management (distribution) is
performed outside the IPM. An asymmetric algorithm may be used directly for encryption of a body part (rather
than for encryption of a session key) if the message has a single recipient, or where a private key is shared

between all recipients.

b) Originator-certificates (C): This may be used to convey a verified copy of the public-asymmetric-
encryption-key of the originator who encrypted the body part (i.e. a Certificate), or the name of a
Directory entry containing the originator’s certificate, or multiple certificates (or Directory names) where

the public-asvmmetric-encrvption-kev is verified with different certification paths or by

different

The Data
(ASN.1)

7.4.7
A Messag

The Parar

The Data

Including
called the

If the for

certification authorities. This component shall be present only if the asymmetric encryption
requires a key of both originator and recipient (for example, the Diffie-Hellman algorithm)."
originator certificate is required but is not included within these parameters, then the originator
which may be present on the envelope shall be used. If no certificates are present, it is ass
another method (e.g. use of the Directory) is to be used to obtain a verified .copy of the o
public key.

component is the encrypted body part, a Bit String. The bits of the Bit String shall encrypt a dat.

delivery-envelope [1] OthézMessageDeliveryFields OPTIONAL}
MessageData ::= IPM
heters component comprises the following parameters:

a) Delivery-time (O): The date and time the IPM was delivered. The presence of this compon
absence of the Delivery=envelope component is discouraged.

b) Delivery-envelope(O): The IPM's other message delivery fields. For a delivered message, thg
of this compenent in the absence of the Delivery-time component is discouraged.

component is¢he [PM.

one [PM(in another as described in the present clause is called forwarding that IPM. The enclosi
forwarding IPM, the enclosed IPM the forwarded IPM.

vatded IPM represents a previously submitted IPM (rather than a delivered IPM) then a s1mulated

algorithm
Where the
certificate
imed that
iginator’s

h value of
8825-1.

ype BodyPart encoded in accordance with the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC
Message
e body part represents an IPM and, optionally, its delivery envelope. It has Parameters and Data conpponents.
MessageBodyPart ::= SEQUENCE {

parameters MessageParameters,

data MessageData}
message-body-part EXTENDED-BODY-PART-TYPE %= {

PARAMETERS {MessageParameters IDENTIFIED BY id-ep-message},

DATA {MessageData IDENTIFLED'BY id-et-message} }
MessageParameters ::= SET {

delivery-time [0] MessageDeliveryTime OPTIONAL,

ent in the

presence

hg [PM is

delivery-

conctrnetad contain raaccaga cpbhaadccing 1o, tho igimatoge o o d

ient-name

envelope Lmas

ha T
Hay—oC—ConRStructea—o—Coirai—message—StomisSion—me—me—ofgiator—hame—ana—ois feet

components of this envelope each contain the OR-address of the IPM's originator.

NOTE 1 — The possible future inclusion of a message identifier in the Parameters component may be the subject of future
standardization. Its present omission provides compatibility with CCITT Recommendation X.420 (1984).

NOTE 2 — That the IPM and purported delivery envelope of a Message body part are, in any sense, genuine is unverified.

7.4.8

Mixed-mode

A Mixed-mode body part represents a final-form document of the sort that is processable by mixed-mode Teletex
terminals and Group 4 Classes 2 and 3 facsimile terminals. It comprises a Sequence of interchange data elements,
defined in ITU-T Rec. T.415 | ISO/IEC 8613-5, which describe the document's layout structure.

18

MixedModeBodyPart ::= SEQUENCE OF Interchange-Data-Element

mixed-mode-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {MixedModeBodyPart IDENTIFIED BY id-et-mixed-mode} }

ITU-T Rec. X.420 (06/1999)
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7.4.9 Bilaterally Defined

A Bilaterally Defined body part represents an information object whose semantics and abstract syntax are bilaterally
agreed by the IPM's originator and all of its potential recipients. It comprises an Octet String.

BilaterallyDefinedBodyPart ::= OCTET STRING
bilaterally-defined-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {BilaterallyDefinedBodyPart IDENTIFIED BY id-et-bilaterally-defined} }

NOTE - The use of this body part type is discouraged. It predates the Extended body part type and is retained for backward
compatibility with CCITT Recommendation X.420 (1984). The Extended body part type provides the same capabilities and
more, and its use is preferred, e.g., because such use clearly distinguishes between the body parts defined by one community of
users and those defined by another.

7.4.10 Nationally Defined

A Nationally Defined body part represents an information object whose semantics and abstract syntax are nationally
defined by a country whose identity is bilaterally agreed by the IPM's originator and all of its potential medipients. It
compriseq an Any.

NATIONAL-BODY-PARTS ::= CLASS {&Type}

NationallyDefinedBodyPart ::= NATIONAL-BODY-PARTS.&Type
-- Provided for Historic reasons. Use is strongly deprecated.

hationally-defined-body-part EXTENDED-BODY-PART-TYPE ::=
DATA {NationallyDefinedBodyPart IDENTIFIED BY id-et-nationally-defined} |}

NOTE|1 — This body part type is intended for use in domestic communication where the,country in question is impli¢itly that of
the originator and all of the potential recipients.

NOTE]|2 — The use of this body part type is discouraged. It predates the Extended body part type and is retained fof backward
compatibility with CCITT Recommendation X.420 (1984). The Extended body-part type provides the same capapilities and
more, aind its use is preferred, e.g., because such use clearly distinguishes between the body parts defined by one dountry and
those defined by another.

7.4.11 |General Text

A Generpl Text extended body part represents character text of a general nature. It has Parameters [and Data
componeints.

general-text-body-part EXTENDED-BODY=RART-TYPE ::= {
PARAMETERS {GeneralTextParameters IDENTIFIED BY id-ep-general-text},
DATA {GeneralTextData “IDENTIFIED BY id-et-general-text} }

GeneralTextParameters ::= SET_OF CharacterSetRegistration

GeneralTextData ::= GeneralString

The Parameters component comprises arlist of the character set registrations that are or may be present ir] the Data
componeift. Each character set is represented by the registration number defined in the registration of that chdracter set,
registered in accordance with ISO2375.

The impljcit character sets(registration numbers 2 and 1) specified by the ASN.1 Basic Encoding Rules ghould be
present in|the Parametersicomponent if they are used.

CharacterSetRegistration ::= INTEGER (1..32767)

The Data|compenent comprises a single General String. Character set designators other than those for chafacter sets
defined ir] the Parameters component shall not be used.

Each Genkral Qtring shall be encoded nqing R-hit enonding (not 7-hit)

Within the Data component, lines may be of any length. Whenever the component is rendered (e.g., displayed to or
printed for a user), all (rather than only a part) of the text must be communicated (e.g., lines may be folded but shall not
be truncated).

For this extended body part type, extended EITs are defined (for the purposes of item ¢ of 20.4) as follows. One EIT is
used for each character set the Parameters component has explicitly identified. It is denoted by the Object Identifier
assigned to that character set.

This specification acts as the registration authority for such Object Identifiers, as follows. All the Object Identifiers are
allocated as leaves immediately under the single vertex representing this registration authority (id-cs-eit-authority). The
Object Identifier component identifying the character set represented by the leaf is the registration number of that
character set as allocated in accordance with ISO 2375.

EXAMPLE 1 — The extended EITs for Latin Alphabet number 1 (ISO 8859-1) are {id-cs-eit-authority 1} for the CO set,
{id-cs-eit-authority 6} for the GO set and {id-cs-eit-authority 100} for the G1 set.
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EXAMPLE 2 — The extended EITs for the Basic Multilingual Plane of ISO/IEC 10646-1 (16-bit encoding without restrictions on
combining characters) are {id-cs-eit-authority 176} for the GO set, {id-cs-eit-authority 1} for the basic CO set, and (if required)
{id-cs-eit-authority 77} for the C1 set of ISO 6429.

NOTE 1 — It is preferred that the list of characters sets within the Parameters component includes only the registration numbers
of those character sets which are actually used within the Data component.

NOTE 2 — The ASN.1 Basic Encoding Rules (ITU-T Recs. of the X.690-series | ISO/IEC 8825) provide default character sets
designated and invoked for GO and CO. These rules require that any other character set designators are inserted within the
encoding of the General String. However, since different editions of these rules specify different defaults, it is recommended that
all required G sets (even sets 2 or 6 for IAS) are explicitly designated. The G sets then have to be invoked using locking shift or
single shift control functions.

NOTE 3 — The registration numbers and the associated escape sequences for the character set designators are defined in the ISO
International Register of Coded Character Sets To Be Used With Escape Sequences. This is the register established in accordance
with ISO 2375.

7.4.12  File Transfer

A File Tllansfer body part represents an information object used to convey the contents, and optionally thedattyibutes, of
a stored fjle. The file transfer body part is based on the file model defined in ISO 8571-2. It has Parameter§ and Data

componeits.

file-transfer-body-part EXTENDED-BODY-PART-TYPE ::=
PARAMETERS (FileTransferParameters IDENTIFIED BY id-ep-fileftransfer},
DATA (FileTransferData IDENTIFIED BY id-et-file-trangSfer} }

FileTransferParameters ::= SEQUENCE {
related-stored-file [0] RelatedStoredFile OPTIONAL,
contents-type [1] ContentsTypeParameter DEFAULT-document-type:

{ document-type-name {iso ‘standard 8571
document -type (5) urdstpuctured-binary(3)} }

environment [2] EnvironmentParameter OPTIONAL,
compression [3] CompressionParametexr ©PTIONAL,
file-attributes [4] FileAttributes OPTTONAL,
extensions [5] ExtensionsField/OPTIONAL }

FileTransferData ::= SEQUENCE OF EXTERNAL

7.4.12.1 [Related Stored File Parameter

- This conveys a sequence of data values representing file contents;
- The rules ]%r generating this sequence are implied by the value of the contents-type parameter.

NOTE|—- A number of elements of the FileTransferParameterstare of type GraphicString. The ASN.1 Basic Encoding Rules
specify| that the encoding for these strings may include ISO/HEE 2022 escape sequences to designate and invoke graphjc character
sets. Aldefault GO set is provided, but any other G sets thatare required must be explicitly designated and invoked. This requires
that injplementations accept on reception various combinations of escape sequences and/or shift functions even if only IAS
characfers are supported. On origination, it is recomiended that the default is ignored and that all required sets arg explicitly
designgted and invoked using the appropriate escape sequences and locking shift functions. For implementations [wishing to
origingte IA5 characters, it is recommended that-character set 6 be invoked and designated (the octets required to achigve this are
ESC, %8, 4/2, LSO0).

The relat¢d stored file parameter indicates to the recipient any intended relationship between the file in this[body part
and any file(s) held by the recipient. Stored files may be identified either by pathname or by reference to prevjous MHS

messages|sent. Explicit relationships with stored files that may be indicated include:

—  unspecified;
— anew file may be created using the contents in this body part;

—  (the contents of an existing file may be replaced by the contents in this body part;

-\ \/an existing file may be extended using the contents of this body part.

The syntax for this parameter is:

20

RelatedStoredFile ::= SET OF SEQUENCE {
file-identifier FileIdentifier,
relationship Relationship DEFAULT explicit-relationship: unspecified }

FileIdentifier ::= CHOICE ({
pathname-and-version [0] PathnameandVersion,
cross-reference [1] CrossReference }

PathnameandVersion ::= SEQUENCE {
pathname [0] Pathname-Attribute,
file-version [1] GraphicString OPTIONAL}

CrossReference ::= SEQUENCE {
application-cross-reference [0] OCTET STRING,
message-reference [1] MessageReference OPTIONAL,
body-part-reference [2] INTEGER OPTIONAL }
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MessageReference ::= SET

user ORName OPTIONAL,

-- Defined in 8.5.5 of ITU-T Rec. X411 | ISO/IEC 10021- 4

user-relative-identifier [1] PrintableString }
Relationship ::= CHOICE (

explicit-relationship [0] ExplicitRelationship,

descriptive-relationship [1] GraphicString }
ExplicitRelationship ::= INTEGER (

unspecified (0),

new-file (1),

replacement (2),

extension (3) }

The pathname option is intended for use in a manner consistent with ISO 8571-2, as amended by Amendment 1. It is a
sequence of elements, each of which represents a name component. When more than one element is encoded, the first

element shall be the file name and the remaining elements shall be concatenated to represent the file name prefix.

Note 1|-ISO 8571-2 Amendment 1 renamed the "filename" attribute in ISO 8571-2 to the "pathname" attribute.

A messagp reference has the following components:

User component.

zero to a prescribed number of characters. A length of zero is discouraged.

a) User (C): Identifies the user who originated the referenced message. One of the user's OR-ngmes. This
conditional component shall be present unless the reference is an IPM identifier which does nof contain a

b) User-relative-identifier (M): Unambiguously identifies a message, distinguishing it from| all other
messages that the user who is identified by the User component origifiates. A Printable String of from

NOTE|2 — The MessageReference shares the same value set with the [IPMIdentifierf EDIMIdentifier and VMIdentifi¢r. Hence a

file trapsfer body part is capable of referencing IPM, EDIM or VM messages.

A body part reference uniquely identifies a body part within a message. It1$ for use when referencing a messgge with a

content type which includes body part references.

7.4.12.2 [Contents Type Parameter

The contdnts type parameter indicates the abstract data types of the contents of the file and the structuring irfformation

which is fecessary if the complete file structure and semantics are to be maintained during the transfer of the file.

ContentsTypeParameter ::= Contents-Type-Attribute
Contents-Type-Attribute ::= CHOILCE {
document -type [0] SEQUENCE {
document -typegfiame Document - Type-Name,
parameter [0] DOCUMENT-PARAMETER. &Type OPTIONAL },

-- The actual gypes to be used for values of the parameter field
-- are defined.in the named document type.
constraint-set-=and-abstract-syntax [1] SEQUENCE {
constradint-set-name Constraint-Set-Name,
abgtract-syntax-name  Abstract-Syntax-Name } }

[Document -TypeyName ::= OBJECT IDENTIFIER
DOCUMENT - PARAMETER ::= CLASS {&Type}
ConstraintsSet-Name ::= OBJECT IDENTIFIER
Abstxract-Syntax-Name ::= OBJECT IDENTIFIER

The valug iS<€ither a document- type name (optlonally with parameters of the open type) or a pair of abstraict syntax

name and‘eonstraint-setname—TEachofthesemamestsan \JUJU\A Tdenttfter-

The concepts of document-type and constraint set are described fully in ISO 8571-1 and ISO 8571-2. Examples of

document types which may be used in this body part are:
a) unstructured text file (FTAM-1)
b) unstructured binary file (FTAM-3)
c) sequential binary file (FTAM-4)

ITU-T Rec. X.420 (06/1999)
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7.4.12.3 Environment Parameter

The environment parameter describes the environment (e.g., machine, operating system, and application) from which

the file originated. It has the following syntax:

EnvironmentParameter ::= SEQUENCE {
application-reference [0] Generalldentifier OPTIONAL,
machine [1] GeneralIdentifier OPTIONAL,
operating-system [2] OBJECT IDENTIFIER OPTIONAL,
user-visible-string [3] SEQUENCE OF GraphicString OPTIONAL }
Generalldentifier ::= CHOICE

registered-identifier [0] OBJECT IDENTIFIER,
descriptive-identifier [1] SEQUENCE OF GraphicString }

The application-reference field is intended to be used for identifying application programs and versions. The machine
field is intended to be used for executable code modules to indicate hardware platforms. The operating-system field is

intended b\/ Ubbd tU ;dblltif)’ t}l\/ Upuxat;us D)’ Dt\/lll Uf th\/ lJlU\z\zDDUl flUlll VVh;\/h th\z ﬁl\/ lesiuutud.
7.4.12.4 [Compression Parameter

The comgression parameter describes the compression type if the file is transferred in a compressedimode.

CompressionParameter ::= SEQUENCE (
compression-algorithm-id [0]
COMPRESSION-ALGORITHM. &id ({CompressionAldorithmTable}),
compression-algorithm-param [1] COMPRESSION-ALGORITHM.&Type
({CompressionAlgorithmTable} {@compresSion-algorithm-id}

COMPRESSION-ALGORITHM ::= TYPE-IDENTIFIER

CompressionAlgorithmTable COMPRESSION-ALGORITHM

1]
—~
—

7.4.12.5

The file aftributes parameter conveys values of any of a set of optional. file attributes. When the recipient is f
new file, fhese values are to be used in establishing the initial file aftributes.

Note -{Transfer of an attribute value to a recipient should be intérpreted as a request only; no particular recipient bj
guaranfeed as a result.

The file aftributes are technically aligned with ISO 857142:"The semantic descriptions of these attributes in IS
take precpdence over the abbreviated descriptions given below. The file attributes which can be convey|
parameterq are:

ile Attributes Parameter

storage account

ate and time of creation

ate and time of last modification

ate and time of last readvaccess

ate and time of last attribute modification
identity of creator

identity of lastanodifier

identity of-laStreader

identity ‘oflast attribute modifier

—

O create a

thaviour is

0 8571-2

ed in this

Mtira ohtoot ci1zo
THtHre-ovjeet-S5t£e

access control
legal qualifications
private use
attribute-extensions
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The syntax for the file attributes parameter is as follows:

FileAttributes ::= SEQUENCE {
pathname Pathname-Attribute OPTIONAL,
permitted-actions [1] Permitted-Actions-Attribute OPTIONAL,
storage-account [3] Account-Attribute OPTIONAL,
date-and-time-of-creation [4] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-modification [5] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-read-access [6] Date-and-Time-Attribute OPTIONAL,

date-and-time-of-last-attribute-modification

[7] Date-and-Time-Attribute OPTIONAL,
identity-of-creator [8] User-Identity-Attribute OPTIONAL,
identity-of-last-modifier [9] User-Identity-Attribute OPTIONAL,
identity-of-last-reader [10] User-Identity-Attribute OPTIONAL,
identity-of-last-attribute-modifier [11] User-Identity-Attribute OPTIONAL,
object-availability [12] Object-Availability-Attribute

OPTIONAL,
object-size [13] Object-Size-Attribute OPTIONAL,
future-object-size [14] Object-Size-Attribute OPTIONAL
access-control [15] Access-Control-Attribute OPRTIONAL,
legal-qualifications [16] Legal-Qualification-Attribute
OPTIONAL,
private-use [17] Private-Use-Attribute -OPTIONAL
attribute-extensions [22] Attribute-Extensions) OPTIONAL

The typesd| of all the above components are defined below or imported from ISO 8571-4.

7.4.12.5.1] Pathname Attribute

The pathrfame attribute provides a file name.

Pathname-Attribute ::= CHOICE ({
incomplete-pathname [0] Pathname,
complete-pathname [23] Pathname }

7.4.12.5.2 Permitted Actions Attribute

The permjtted actions attribute indicates the set of actions that can‘be performed on the file.

7.4.12.5.3 Storage Account Attribute

The storage account attribute identifies the accountable authority responsible for accumulated file storage chares.

Account-Attribute ::= CHOICE {
no-value-available [0] NULL,

-- Indicates partial support.of this attribute
actual-values Account }

Account ::= GraphicString

7.4.12.5.4 Date and Time Attributes

The date gnd time of creation atfribute indicates when the file was created.

The date gnd time of last medification attribute indicates when the contents of the file were last modified.
The date gnd time of Jast'read access attribute indicates when the contents of the file were last read.

The date 4nd time“ofast attribute modification attribute indicates when the attributes of the file were last modjfied.

7.4.12.5.§ Identity Attributes

The identity of creator, identity of last modifier, identity of last reader, and identity of last attribute modifier attributes
identify the user(s) who created, last modified, and last read the file.

User-Identity-Attribute ::= CHOICE {
no-value-available [0] NULL,
-- Indicates partial support of this attribute.
actual-values User-Identity }

User-Identity ::= GraphicString
7.4.12.5.6 Availability Attribute

The availability attribute indicates whether the file had (or should have) immediate or deferred availability (e.g.,
whether it was stored on permanently mounted or demountable storage media).

ITU-T Rec. X.420 (06/1999) 23


https://iecnorm.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/TEC 10021-7:2003 (E)

7.4.12.5.7 Object Size Attributes
The object size attribute is set to the nominal size in octets of the complete file.

The future object size attribute indicates the nominal size in octets to which the file may grow as a result of
modification and extension.

7.4.12.5.8 Access Control Attribute

The access control attribute defines conditions under which access to the file is valid.

Access-Control-Attribute ::= CHOICE {
no-value-available [0] NULL,
-- Indicates partial support of this attribute.
actual-values [1] SET OF Access-Control-Element }
-- The semantics of this attribute are described in ISO 8571-2

Aocaco Oant ol hink| o ot =S AOLILNCOT {
action-list [0] Access-Request,
concurrency-access [1] Concurrency-Access OPTIONAL,
identity [2] User-Identity OPTIONAL,
passwords [3] Access-Passwords OPTIONAL,
location [4] Application-Entity-Title OPTIONAL }
Access-Request ::= BIT STRING
read (0),
insert (1),
replace (2),
extend (3),
erase (4),
read-attribute (5),
change-attribute (6),
delete-object (7) }

Access-Passwords ::= SEQUENCE
read-password [0] Password,
insert-password [1] Passwordj
replace-password [2] Password,
extend-password [3] Passwoxrd,
erase-password [4] Password,
read-attribute-password [5] Password,

[

change-attribute-password [6]. Padssword,

delete-password [7]1\Password,

pass-passwords [8) Pass-Passwords,

link-password 91 Password }
Password ::= CHOICE { graphic~string GraphicString, octet-string OCTET STRING }
Pass-Passwords ::= SEQUENGE_OF Password
Application-Entity-Titdé\: := SEQUENCE {

ap-title AP=title,

ae-qualifiex AE-qualifier }

- AP-title and AE-qualifier are defined in ITU-T Rec. X.227 | ISO/IEC 8650-1

7.4.12.5.9 Legal Qualifications Attribute

The legal [qualifications attribute conveys information about the legal status of the file and its use.

7.4.12.5.10 ~ ‘Private Use Attribute

Th W £iloa anae s gtaeilacota 2o ot d oo o]
e mea ,1115 UIUIv }JllV(—ll\/ UL aAtrIiovuiv 15 1TTUT ULVTITIVU.

7.4.12.5.11 Attribute Extensions

The attribute extensions attribute allows for the inclusion of additional attributes in a manner consistent with
Amendment 1 of ISO 8571-2 and ISO 8571-4.

7.4.12.6 Extensions Parameter

The extensions parameter conveys information accommodated by no other parameter of the file transfer body part. The
syntax and usage of this field are the same as those of the extensions heading field specified in 7.2.17.

7.4.12.7 File Transfer Body Part Data

The data component of the body part contains the file contents being transferred.
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The syntax for representation of these contents is implied by the contents-type parameter. When this parameter specifies
a document type, the corresponding document type definition describes how to construct the data values representing
the file contents, and identifies the necessary abstract syntax(es). Where the file content comprises more than one data
value, each value is placed in a separate External in the FileTransferData. When the contents-type parameter specifies a
constraint set and abstract syntax, the contents comprise a sequence of one or more data values from the identified
abstract syntax.

For the purposes of FileTransferData, this Specification places additional restrictions on the encoding of the External
ASN.1 type, excluding some of the implementation options permitted by the ASN.1 Basic Encoding Rules in 8.18 of

ITU-T Re

c. X.690 | ISO/IEC 8825-1:

a) If the data value is a single ASN.1 type, the single-ASN1-type choice shall be used; the options
BER-encoding of the data value in the octet-aligned or arbitrary choices are excluded.

b) If the data value comprises an integral number of octets, but is not a single ASN.1 type, the oct
choice shall be used; the option to place octet-aligned data in the arbitrary choice is excluded

to place a

et-aligned

A data vaj
ASN.1 ty|
choice co
additiona

7.4.12.8

For this e
id-eit-file

Additiond
Environm

NOTE
messag
file-tral

NOTE
deliver

7.4.13
A Voice

componeits.

NOTE
ISO/IE

Each inst
in the voi

Jlue comprising a single ASN.1 Octet String and a data value comprising octets which are not specif
be are considered equivalent, and either of the applicable encodings may be used (i.e. the single-A
htaining an explicitly tagged Octet String, or the octet-aligned choice containing just the| data octe
Octet String encoding).

Encoded Information Type
ktended body part type, an extended EIT is defined (for the purposes of itemye of 20.4) by the objec

| EITs may optionally be derived from each of the parameter components Contents Type 1|
ent Parameter and Compression Parameter. If used, these shall be dérived as follows:

a) If the Contents Type Parameter is encoded as document-typg or specified by default, the addi
is the Object Identifier assigned to that document typés If the Contents Type Parameter is ¢
constraint-set-and-abstract-syntax, two additional EITs are defined, having the values of t
Identifiers assigned to the constraint-set-name and abstract-syntax-name.

b) If the Environment Parameter contains an application-reference which is encoded as an Object

the additional EIT is the Object Identifier assigned to that application.

c) If the Compression Parameter is present; the additional EIT is the Object Identifier assign
compression-algorithm-id.

1 — When a file-transfer body part is being-submitted by a UA which did not originally encode it (e.g., when fd

e), the information necessary to encode. the additional EITs may not be available. In this case, only the primary
hsfer needs to be used.

2 — The use of additional EITswhere the recipient has not registered to allow reception of those EITs will

Voice

body part representS speech, or other types of audio data such as music. It has Parameters

— The voice/body part defined here replaces the basic voice body part specified in CCITT Rec. X.4
C 10021:7; 1990.

nce 0fthis body part in an IPM carries a single voice encoded message. The voice-encoding-type is
be.parameters component.

transfer. This value shall be used in all instances of a message containing the File Transfer body part.

ed as any
SN1-type
ks without

identifier

arameter,

ional EIT
hcoded as
he Object

[dentifier,

ed to the

rwarding a
EIT id-eit-

cause non-

. Practical use of additional EITg will therefore be subject to bilateral agreement between originator and recipi¢nt.

and Data

0 (1988) |

specified

voice-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VoiceParameters IDENTIFIED BY id-ep-voice},
DATA {VoiceData IDENTIFIED BY id-et-voice} }

VoiceParameters ::= SEQUENCE {
voice-message-duration [0] INTEGER OPTIONAL, --/In seconds
voice-encoding-type [1] OBJECT IDENTIFIER,
supplementary-information [2] IA5String OPTIONAL }

VoiceData ::= OCTET STRING

The Parameters component contains the following components:

a) Voice-message-duration (O): the duration of the voice encoded data component in seconds.

b) Voice-encoding-type (M): an object identifier which identifies the voice encoding applied to the data

portion of this body part.
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¢)

Supplementary-information (O): conveys additional information to advise the recipient of the content
of the voice encoded data component.

Four values for voice-encoding-type are defined by this Specification to identify voice encodings commonly used with
personal computers:

a)

b)

id-voice-11khz-sample: 1dentifies encoding as 8-bit linear-law samples at a nominal 11 Khz (11025 Hz)
sampling frequency. Each sample comprises a signed integer value in the range -128 to +127, bearing a
linear relationship to the amplitude of the analogue wave-form. Each sample is encoded as a single octet,
containing a 2's complement representation of the integer value, with the least significant bit of the value
in the least significant bit of the octet.

id-voice-22khz-sample: Identifies encoding as 8-bit linear-law samples at a nominal 22 Khz (22050 Hz)
sampling frequency. Each sample comprises a signed integer value in the range -128 to +127, bearing a
linear relationship to the amplitude of the analogue wave-form. Each sample is encoded as a single octet,
containing a 2's complement representation of the integer value, with the least significant bit of the value

Two furt

d)

2)

b)

in the least significant bit of the octet.

id-voice-cd-quality: 1dentifies encoding of 'Compact Disc' quality, as specified in IEC 908.|Sampling
occurs at a rate of 44100 Hz. Each sample comprises two 16-bit values, for left and right chapnels of a
stereo pair, and is encoded as four octets in the following order: 8 least significant bits of 'left' ¢hannel; 8
most significant bits of 'left' channel; 8 least significant bits of 'right' channel; 8 most significant bits of
'right' channel. Within each octet, the most significant bit of the sample is placed in the most gignificant
bit of the octet, and the least significant bit of the sample is placed in the least’significant bit of the octet.
The length of the data shall be a multiple of 4 octets.

id-voice-g711-mu-law: ldentifies pulse code modulation (PCM)ercoding at 8000 samples/sec as
specified in CCITT Recommendation G.711, using p-law. Each value specified by G.711 cgmprises 8
bits; each value is encoded as a single octet, with bit No.  {polarity bit) of the sample in| the most
significant bit of the octet, and bit No. 8 (the least significant bit) encoded in the least signifigant bit of
the octet.

NOTE - The ability of individual implementations~{e_record or replay voice body parts will be [limited by

hardware capabilities. In some cases the sampling rdte will be slightly higher or lower than the ngminal rate
specified, or interpolation will be required to matoln}1 Khz samples with hardware capable of only 22| Khz.

her values for voice-encoding-type are defined’;to identify voice encodings commonly used [in digital
telephonyf:

id-voice-g726-32k-adpcm: 1dentifies-=32" kbit/s adaptive differential pulse code modulation (ADPCM)
encoding as specified in CCITT Reeommendation G.726. The 4-bit code words of the G.726 encoding
shall be packed into the octets ©f the OCTET STRING as follows: the first code word is plafed in the
four least significant bits off the first octet, with the least significant bit of the code word ir the least
significant bit of the octetj.the second code word is placed in the four most significant bits qf the first
octet, with the most significant bit of the code word in the most significant bit of the octet. Shbsequent
pairs of code words shall be packed in the same way into successive octets, with the first code word of
each pair placedjin the least significant four bits of the octet. It is preferred that the voice $ample be
extended with silence such that the encoded value comprises an even number of code words. Hpwever, if
the voice sanmiple comprises an odd number of code words, then the last code word shall be dischrded.

id-voicetg728-16k-1d-celp: ldentifies 16 kbit/s low-delay code excited linear prediction (D-CELP)
encoding as specified in CCITT Recommendation G.728. The 10-bit code words of the G.72§ encoding
shall' be packed into the octets of the OCTET STRING by considering groups of four code| words as
follows.

26
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bit of the code word as the least significant bit of the octet. The two most significant bits of the first code
word are placed in the two least significant bits of the second octet, with the less significant of the bits
from the code word as the least significant bit of the octet. The six least significant bits of the second
code word are placed in the six most significant bits of the second octet, with the most significant bit of
those taken from the code word as the most significant bit of the octet. The four most significant bits of
the second code word are placed in the four least significant bits of the third octet, with the least
significant of the bits from the code word as the least significant bit of the octet. The four least
significant bits of the third code word are placed in the four most significant bits of the third octet, with
the most significant bit of those taken from the code word as the most significant bit of the octet. The six
most significant bits of the third code word are placed in the six least significant bits of the fourth octet,
with the least significant of the bits from the code word as the least significant bit of the octet. The two
least significant bits of the fourth code word are placed in the two most significant bits of the fourth
octet, with the most significant bit of those taken from the code word as the most significant bit of the
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octet. The eight most significant bits of the fourth code word are placed in the fifth octet, with the most

significant bit of the code word as the most significant bit of the octet.

Subsequent quadruplets of code words shall be packed in the same way into successive groups of five
octets, with the eight least significant bits of the first code word of each group placed in the first octet. It
is preferred that the voice sample be extended with silence such that the encoded value comprises a
multiple of four of code words. However, if the voice sample comprises a number of code words which
is not a multiple of four, then the last remaining code words (i.e., those in excess of an exact multiple of

four) shall be discarded.

The Data component is the digital encoding of the voice, an Octet String. The encoding is specified by the value of the
voice-encoding-type component of the Parameters.

For this extended body part type, extended EITs are defined for the purposes of item ¢ in 20.4. One EIT is defined for
each voice body part; it comprises the value of the voice-encoding-type component of the Parameters.

7.4.14 |Report

A Report

The Data
ISO/IEC

If returne

NOTE
general

7.4.15
A Notifig

componeints.

The Parar
The Data

If returne)

NOTE
notific

7.4.16 [Forwarded Content

body part represents an MTS Report. It has a Data component.

report-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {ReportDeliveryArgument IDENTIFIED BY id-et-report} }

component is the argument of the MTS Report-delivery abstract-operation (see 8:3.1.2 of ITU-T R4
0021-4).

I-content is present in the MTS Report, it is a local matter whether it is copied-into the report body p

— Forwarding of delivery reports containing returned content may present-a, security risk. It is desirabld
ing the report body part provide an option to allow the user to choose whetherto’include the Returned Content.

Notification

bation body part represents an /PN and, optionally, its~delivery envelope. It has Parameters
notification-body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {MessageParameters IDENTIFIED BY id-ep-notification},

DATA {IPN IDENTIFIED BY id%et-notification}

heters component is identical to that for a message body part and is defined in 7.4.7.

component is the /PN.

-ipm is present in an NRN, it is a l6¢cal matter whether it is copied into the notification body part.

— Forwarding of notifications containing returned IPMs may present a security risk. It is desirable that UAs ger
tion body part provide an optipn to~allow the user to choose whether to include the Returned IPM.

c. X411 |

Art.
that UAs

and Data

erating the

A Forwarded Content body'part represents a message (not necessarily an IPM) which has been previously transferred
by the MTS. It has Parameters and Data components.
A family pf these body’parts is defined, one for each possible content-type. It is therefore possible to forward h message
of any tygle, using.the)appropriate forwarded content body part.
These body partsiare defined using the following template:
content-body-part {ExtendedContentType:content-type} EXTENDED-BODY-PART-TYPE : = {
PARAMETERS {ForwardedContentParameters IDENTIFIED BY
{id-ep-content -- concatenated with content-type -- content-type}},
DATA {Content IDENTIFIED BY {id-et-content -- concatenated with content-type --
content-type}}}
ForwardedContentParameters ::= SET {
delivery-time [0] MessageDeliveryTime OPTIONAL,
delivery-envelope [1] OtherMessageDeliveryFields OPTIONAL,
mts-identifier [2] MessageDeliveryIdentifier OPTIONAL,
submission-proof [3] SubmissionProof OPTIONAL}
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To realise an instance of this family of body parts, the values of Object Identifiers to identify the Parameters and Data
components are constructed by concatenating the prefixes id-ep-content and id-et-content respectively with the Object
Identifier defined for the content-type of the message to be forwarded. For example, to forward a message of the
inner-envelope content-type (see ITU-T Rec. X.411 | ISO/IEC 10021-4), the parameters would be identified by
{ id-ep-content id-cont-inner-envelope } or {26 1111726331 }:

inner-envelope-content-body-part EXTENDED-BODY-PART-TYPE ::=
content-body-part {id-cont-inner-envelope}

The Parameters component comprises the following parameters:

The Data

When forwarding an IPM, the Message body part (see 7.4.7) should be used unless-it is necessary to rep
message in precisely the form that was transferred by the MTS.

NOTE

the corftent of the original message is encrypted or secured by content-integrity-cheek. Use of the forwarded content Y
these cpses allows the recipient to verify the security arguments.

NOTE

applicgtions their omission would render the body part useless.

If the ori

necessary|to create a Forwarded Content Token (see B.6.2) foveach recipient of the forwarding IPM. This is
for examyjle, when an asymmetric algorithm is used for encrypted-data that contains a content-confidentiality-

For this ¢

each forwfarded content body part; it comprises the Object Identifier which identifies the Data component.

7.4.17

A PKCS
typically

specific t¢ any messaging system (e.g.the ASN.1 BodyPart syntax), thus allowing the secured information ol

removed

NOTE
securit
to be €

The Dgta component is the PKCS#7 ContentInfo type.

For thi
which

a) Delivery-time (O): The date and time the original message was delivered.
b) MTS-identifier (O): The MTS identifier assigned to the original message.
c) Delivery-envelope (O): The original message's other message delivery fields.

d) Submission-proof (C): The proof-of-submission of the original message together with the

associated

certificate of the public key of the MTA which generated that proof and the message=su
envelope, if the content represents a message previously submitted to the MTS.

SubmissionProof ::= SET
proof-of-submission [0] ProofOfSubmission,
originating-MTA-certificate [1] OriginatingMTACertificate,
message-submission-envelope MessageSubmissionEnvelope }

component is the Content of the original message.

1 — An example of a case where it may be necessary to use the forwarded,eontent body part to forward an IP

2 — While the components of the parameters are optional (to edse implementation in simple applications

binal message’s delivery envelope contains a message-token which contains encrypted-data then

ktended body part type, extended EITs are defihed for the purposes of item ¢ in 20.4. One EIT is d

[PKCS7

[ body part represents an information object which has had some public key cryptographic servic
bncryption or signature. It provides a mechanism for securing an information object without using an

rom the messaging system whilst preserving its security information.

1 — When it is required/that the receiving MHS system should verify or decrypt security parameters then u
services is recommended; the PKCS7 body part is recommended when the secured object plus its security par;
kported from MHS:

pkcs7-bgdy-part EXTENDED-BODY-PART-TYPE ::= {
DATA { ContentInfo IDENTIFIED BY id-et-pkcs7 } }

extended body part type an extended EIT is defined for the purposes of item c in 20.4; it comprises the Obje

bmission-

resent the

M is where
ody part in

for many

it may be
required,
Key.

efined for

e applied,
encoding
ject to be

e of MHS
hmeters are

t Identifier

1 - 1 n
TTCIITITTS tIT Datda COMITPUIITTIL.

NOTE 2 — If a PKCS7 body part contains encrypted data and uses an asymmetric key encryption algorithm, the originating
IPMS-user will only be able to decrypt this data from a stored copy of the IPM if a RecipientInfo is included for the originating
IPMS-user within the PKCS#7 ContentInfo. Forwarding an IPM that contains a PKCS7 body part that contains encrypted data
that uses an asymmetric key encryption algorithm is unlikely to be useful, as the recipient of the forwarded IPM is unlikely to be

able to

28

decrypt the PKCS7 body part.
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8 Interpersonal Notifications

An interpersonal notification (IPN) is a member of a secondary class of information object conveyed between users in

Interpersonal Messaging.

IPN ::= SET {
-- common-fields -- COMPONENTS OF CommonFields,
choice [0] CHOICE (
non-receipt-fields [0] NonReceiptFields,
receipt-fields [1] ReceiptFields,
other-notification-type-fields [2] OtherNotificationTypeFields}}

An IPN may take any of the following forms:

a) non-receipt notification (NRN): An IPN that reports its originator's failure to receive or accept an IPM.

NRN ::= IPN (WITH COMPONENTS {

choice (WITH COMPONENTS { non-receipt-fields PRESENT }) })

b) receipt notification (RN): An IPN that reports its originator's receipt, or his expected.and
future receipt, of an IPM.

RN ::= IPN (WITH COMPONENTS {

choice (WITH COMPONENTS { receipt-fields PRESENT ) })
c) other notification (ON): An IPN that reports some other event concerningan1PM.

ON ::= IPN (WITH COMPONENTS {

choice (WITH COMPONENTS

{ other-notification-type-fields PRESENT }) })
This version of the Specification defines two ONs, which afe instances of advice notification. |
uses of ON may be defined in future versions of the Specification to support extended semar
IPN, such as secure notifications.

The IPM fto which an IPN refers is called the subject IPM. Only ‘a UA to which the subject IPM is actually|
shall origjnate an IPN relating to it, and it shall originate at¢most one such NRN or RN, and one or more Q
shall be cpnveyed to the subject IPM's originator alone.

NOTE|1 — An IPM originator may receive an ON indicating that the ON’s originator is temporarily absent, and sy
receivd an RN when the IPM is eventually received.

An actuall recipient shall originate an IPN only in‘accordance with the Notification-requests component of t
recipient fpecifier. The subject recipient specifier is that recipient specifier in the subject IPM's Heading as
which thelsubject IPM is delivered to that user:

The subjdct recipient specifier is deterniined by examining the Sequences of recipient specifiers that con
subject IfM's Primary, Copy, Blind Copy, and Circulation List Recipients heading fields, and Blind Copy 1
envelope field. The fields are examined in the order in which they are mentioned in the preceding sentence. W
field, the ppecifiers are examined in the order in which they appear there. The subject recipient specifier is th
found whpse Recipient component has as its value an OR-descriptor whose Formal-name component is prese
as its valfie the value of.gither the OR-name from the first element of the redirection-history argument (if
else the tHis-recipienf-name argument of the Message Delivery operation.

NOTE|2 — In the.case where the subject IPM has been delivered as a result of DL Expansion, an IPN is not generated

order tp preyeént inadvertent disclosure of the membership of the DL (which should be the subject of the DL policy
IPNs npay(be generated in the case of Redirection or alias OR-names.

arranged

\ dditional
tics of an

delivered
Ns which

bsequently

he subject
h result of

Ktitute the
Recipients
ithin each
e first one
ht and has
resent) or

. This is in
However,

An IPN comprises a Set of informafion items called notification Tields (or fields), each of which is of one of the

following classes:

a) common field: A notification field applicable to both NRNs and RNs.

b) non-receipt field: A notification field applicable to NRNs alone.

c) receipt field: A notification field applicable to RNs alone.

d) other notification type field: A notification field applicable to ONs alone.
The structure of an IPN is depicted in Figure 2.

The fields, in each of the above classes, that may appear in an IPN are defined and described below.

ITU-T Rec. X.420 (06/1999)
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Common Fields

The common fields are defined and described below.

CommonFields ::= SET {
subject-ipm SubjectIPMField,
ipn-originator [1] IPNOriginatorField OPTIONAL,
ipm-intended-recipient [2] IPMIntendedRecipientField OPTIONAL,
conversion-eits ConversionEITsField OPTIONAL,

notification-extensions [3] NotificationExtensionsField OPTIONAL}

8.1.1 Subject IPM
The Subject IPM common field (M) contains the value of the This IPM field of the subject IPM. It comprises an IPM
identifier.

SubjectIPMField ::= IPMIdentifier

8.1.2 IIPN Originator

The IPN

If the IPN
is the valy

Priginator common field (O) identifies the IPN's originator. It comprises an OR-descriptor.

IPNOriginatorField ::= ORDescriptor

e of the Recipient component of the subject recipient specifier.

8.1.3 MIIPM Intended Recipient

The IP
subject 1P

The OR-g
specifier.

Intended Recipient common field (C) identifies the originally speeified recipient which gave 1
M's delivery to the IPN's originator. It comprises an OR-descriptor.

IPMIntendedRecipientField ::= ORDescriptor

escriptor above shall be precisely that which is the value of\the Recipient component of the subjec

This conditional field shall be present if, and only if, the OR-address of the IPN's originator is different from

subject reg
subject re

cipient specifier, i.e. when the IPN's originator received the message as a result of redirection, or
Cipient specifier contained another, non-preferred,“OR-address of the same user.

Common Field 1

Common Field 2

Common Field i

's originator is a intended recipient of the subject IPM, the OR-descriptor above shall be precisely that which

ise to the

recipient

hat of the
where the
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(always)
(If NRN) (IfRN)
.. Common Fields i
Non-Receipt Field 1 .. I Receipt Field 1
Non-Receipt Field n Receipt Field n
_____________ X.420_F02

Figure 2 — An Interpersonal Notification
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8.14 Conversion EITs

The Conversion EITs common field (C) identifies the EITs of the subject IPM upon delivery to the IPN's originator. It
comprises an EITs descriptor.

ConversionEITsField ::= EncodedInformationTypes

This conditional field shall be present if, and only if, the IPM was subjected to conversion for delivery to the IPN's
originator.

8.1.5 Notification Extensions

The Notification Extensions common field (O) allows for future extensions to the IPN.

NotificationExtensionsField ::= SET OF IPMSExtension {{ NotificationExtensions }}
NotificationExtensions IPMS-EXTENSION ::= {

I : - a ]

PA—Securi-t—respon t

PrivateIPMSExtensions, ... }

Notificatipn extensions for IPMS Security are defined in Annex B. There are no other notification extensions defined in
this versign of the Specification.

8.2 Non-receipt Fields
The non-feceipt fields are defined and described below.
NonReceiptFields ::= SET
non-receipt-reason [0] NonReceiptReasonField,
discard-reason [1] DiscardReasonField OPTIONAL]

1
1
auto-forward-comment [2] AutoForwardCommentField OPTIONAL,
1
1

returned-ipm [3] ReturnedIPMField OPTIONAL,
nrn-extensions [4] NRNExtensionsField OPTIONAL}
8.2.1 [Non-receipt Reason

The Nonjreceipt Reason non-receipt field (M) indicates why the/NRN's originator has not received the supject IPM
(even thopigh it was delivered to him).

NonReceiptReasonField ::= ENUMERATED {
ipm-discarded (0),
ipm-auto-forwarded (1),

}

This fieldlmay assume any one of the following values:

a)  ipm-discarded: The IPM was discarded. This case is further illumined by the Discard Reason field.

b) ipm-auto-forwarded: Thé JPM was auto-forwarded. This case is further illumined by the Autp-forward
Comment field.

8.2.2 IDiscard Reason

The Discard Reason non-teceipt field (C) indicates why the subject IPM was discarded (subsequent to its delivery to
the NRN'$ originator and prior to its receipt).

[ ITU-T version:

DisgardReasonField ::= ENUMERATED
ipm-expired (
ipm-obsoleted (

(
(

user-subscription-terminated
not-used

| ISO/IEC version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),
-- The following value may not be supported b
-- implementations of earl)z{er versions of this S]V)eciﬁcation
ipm-deleted (3),
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may assume any one of the following values:

a) ipm-expired: Auto-discard was in effect, expired IPMs were being discarded, and the time identified by

the subject IPM's Expiry Time heading field had arrived.

b) ipm-obsoleted: Auto-discard was in effect, obsolete IPMs were being discarded, and the Obsoleted IPMs

heading field of another IPM, delivered to the NRN's originator, identified the subject IPM.

c) user-subscription-terminated: The Interpersonal Messaging subscription of the NRN's originator was

terminated.

[ ITU-T version:

d) not-used: Implementations shall not generate this value. However, since this value is

used by

implementations conforming to ITU-T Recs. of the X.400-series | ISO/IEC 10021 to indicate

ipm-deleted, messages may be encountered that contain this value.

|

This cond
of this fie

8.2.3

The Aut
originator
the Printa

The valug
operation

This cond
and the ay

[ ISOTEC version:

d) ipm-deleted: The subject IPM was deleted before receipt occurred. Where a message store)is
deletion occurred before the IPM's status became processed.

itional field shall be present only if the Non-receipt Reason field has the value ipm-giscarded. In th
d the reason for discarding is not specified.

Auto-forward Comment

p-forward Comment non-receipt field (C) is information pre-supplicd for this purpose by t

. It comprises a Printable String[ of from zero to a prescribed number of characters (see annex L), chl
ble String character set|]. A length of zero is discouraged.

AutoForwardCommentField ::= AutoForwardComment

AutoForwardComment ::= PrintableString «SIZE (0..ub-auto-forward-comment))

as a result of which the subject IPM was auto-foryarded.

itional field shall be present if, and only if,,the Non-receipt Reason field has the value ipm-auto-
to-forward-comment argument above was-supplied.

8.24 returned IPM

The Retu

This conIitional field shall be_presént if, and only if, ipm-return is among the values of the Notificatio

compone
NRN's or]

8.25
The NRN

ned IPM non-receipt field (C) ssiprecisely the subject IPM.

ReturnedIPMField ::= IPM

t of the subject recipient specifier and the subject IPM was not subjected to conversion for deliv
ginator.

INRN Extensions

Extensions ficld (O) allows for future extensions to the structure of an NRN.

INRNExtensionsField ::= SET OF IPMSExtension {{ NRNExtensions }}

involved,

e absence

ne NRN's
psen from

of this field shall be precisely the auto-forward-cemment argument of the Change Auto-forwarding abstract

orwarded

n-requests
ery to the

NENExtensions TPMS-EXTENSTION . -= {

There are

8.3

PrivateIPMSExtensions, ... }

no NRN Extensions defined in this version of the Specification.

Receipt Fields

The receipt fields are defined and described below.

32

ReceiptFields ::= SET {
receipt-time [0] ReceiptTimeField,
acknowledgment-mode [1] AcknowledgmentModeField DEFAULT manual,
suppl-receipt-info [2] SupplReceiptInfoField OPTIONAL,
rn-extensions [3] RNExtensionsField OPTIONAL}
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8.3.1 Receipt Time

The Receipt Time receipt field (M) identifies when the RN's originator received the subject IPM. It comprises a date
and time.

ReceiptTimeField ::= Time
8.3.2 Acknowledgment Mode

The Acknowledgment Mode receipt field (D manual) identifies the manner in which the RN was originated.

AcknowledgmentModeField ::= ENUMERATED {
manual (0),
automatic (1)}

This field may assume any one of the following values:

a) manual: The RN was originated by means of the Originate RN abstract operation.

b) automatic: The RN was originated as a result of auto-acknowledgment.

8.3.3 Suppl Receipt Info

The Suppjl Receipt Info receipt field (O) gives supplementary information about the receipt ofjthe subject IPM by the
RN's origiinator. It comprises a Printable String[ of from zero to a prescribed number of characters (see ITU-T Rec.
X.411), chosen from the Printable String character set|].

SupplReceiptInfoField ::= SupplementaryInformation

8.34 JRN Extensions
The RN Hxtensions ficld (O) allows for future extensions to the structure of @n"RN.

RNExtensionsField ::= SET OF IPMSExtension {{ RNExtensions }}
RNExtensions IPMS-EXTENSION ::= {
PrivateIPMSExtensions, ... }

There are[no RN Extensions defined in this version of the Specifieation.

8.4 (Other Notification Type Fields
The other|notification type fields are defined and described below.
OtherNotificationTypeFields ::=(SET OF IPMSExtension {{ OtherNotifications }}
OtherNotifications IPMS-EXTENSION ::= {
AdviceNotificationg( |
PrivateIPMSExtensions, ... }
AdviceNotifications IPMS-EXTENSION ::= {

absence-advice, |
change-of-address-advice,

An advice notification (AN)is a type of ON that reports its originator’s (temporary) absence, or (permanent) [change of
address. The absence advice and change of address advice fields together constitute the advice notification fields.
NOTE}- The Absenge Advice and Change of Address Advice fields may both be present in the same AN.

8.4.1 Absénce Advice

The Abseln
present time. It contains information previously supplied for the purpose by the AN’s originator, and comprises an [PM
body part, and, optionally, the time at which the user may next be available to take receipt of IPMs. The value of this
field shall be that of the corresponding field of the registered IPM auto-advise auto-action responsible for causing the
generation of the AN.

absence-advice IPMS-EXTENSION ::= {
VALUE AbsenceAdvice, IDENTIFIED BY id-on-absence-advice}

AbsenceAdvice ::= SEQUENCE {
advice BodyPart OPTIONAL,
next-available Time OPTIONAL
-- at least one component shall be present -- '}
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8.4.2 Change of Address Advice

The Change of Address Advice advice notification field (O) indicates a change of address for the AN’s originator. It
contains information previously supplied for the purpose by the AN’s originator, and comprises an OR-descriptor, and,
optionally, the time from which the new address will be effective. The value of this field shall be that of the
corresponding field of the registered IPM auto-advise auto-action responsible for causing the generation of the AN.

34

change-of-address-advice IPMS-EXTENSION ::= {

VALUE ChangeOfAddressAdvice, IDENTIFIED BY id-on-change-of-address-advice}
ChangeOfAddressAdvice ::= SEQUENCE ({

new-address [0] ORDescriptor (WITH COMPONENTS {

formal-name PRESENT }),
effective-from [1] Time OPTIONAL }

NOTE - For example, Change of Address Advice may be used where the Redirection of incoming messages element of service is
not available.
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SECTION 3 — ABSTRACT SERVICE DEFINITION

9 Overview

This section defines the abstract service that characterizes Interpersonal Messaging, and describes the environment in
which that service is supplied and consumed. It does both using the abstract service definition conventions of
ITU-T Rec. X.402 | ISO/IEC 10021-2.

This section covers the following topics:
a) Primary object types;
b) Primary port types;
¢) Abstract operations;

d) Abstract errors;

e) Other capabilities.

10 |[Primary Object Types

The envirpnment in which Interpersonal Messaging takes place can be modelled as an abstrdctiobject which i3 hereafter
referred t¢ as the Interpersonal Messaging Environment (IPME).

When refined (i.e., functionally decomposed), the IPME can be seen to comprise lesser-abjects which interact|by means
of ports.

The lessef objects are referred to as the primary objects of Interpersonal Messaging. They include a single, central
object, the Interpersonal Messaging System (IPMS), and numerous peripheral objects called Interpersonal Messaging
System users (IPMS users).

The strucfure of the IPME is depicted in Figure 3.

The primfry object types are defined and described below, The types of ports by means of which they irjteract are
discussed|in clause 11.

IPME

Origination Origination

Management

Management

X.420_F03

Figure 3 — The Interpersonal Messaging Environment

10.1 Interpersonal Messaging System User

An Interpersonal Messaging System user (IPMS user) is a user that engages in Interpersonal Messaging. An [PMS
user originates, receives, or both originates and receives information objects of the types defined in section two.
ipms-user MHS-OBJECT ::= {
INITIATES {ipms-access-contract}
D id-ot-ipms-user }

ipms-access-contract CONTRACT ::=
INITIATOR CONSUMER OF {origination | reception | management} }

The IPME comprises any number of IPMS users.
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NOTE 1 — As its name suggests, Interpersonal Messaging is typically an activity of people. Often, therefore, this Specification
uses personal pronouns (e.g., "he") to refer to IPMS users. This practice, however, is not intended to preclude other, atypical uses
of Interpersonal Messaging in which IPMS users are not people.

NOTE 2 - For brevity, the term "user" is used throughout the rest of this Specification with the meaning of "IPMS user".

10.2

Interpersonal Messaging System

The Interpersonal Messaging System (IPMS) is the object by means of which all users communicate with one another

in Interpe

rsonal Messaging.

ipms MHS-OBJECT ::= {
RESPONDS {ipms-access-contract}
D id-ot-ipms }

The IPME comprises exactly one IPMS.

11 Primary Port Types
The primjiry objects of Interpersonal Messaging are joined to and interact with one another by means of po
ports, which the IPMS supplies, are referred to as the primary ports of Interpersonal Messaging. They are o
types defined below.
NOTE|- In clause 16 to follow, the IPMS is decomposed into still lesser objects, among,which is the MTS. 1]
anticippted in the present clause by the inclusion of certain MTS capabilities in the IPMS Abstract Service.
11.1 Origination

An origination port is the means by which a single user conveys to the [IPMS-messages containing informati

of the ty,

notificatigns. In addition, the user may originate probes through such aport.

The IPMY supplies one origination port to each user (with the excéption of indirect users served by PDAUs--s

11.2 Eeception

A recept
the types
notificati

The IPM$ supplies one reception port to eachtuser.

11.3

A management port is the means by which a single user changes information about himself on file with the

means of

The IPMS supplies ofie .management port to each user (with the exception of indirect users s

PDAUs--

12

bes defined in section two. Through such a port the user originates interpersonal messages aj

n port is the means by which the IPMS conveys to a single user messages containing information
defined in section two. Through such asport the user receives interpersonal messages and intd
ns. In addition, the user may receive reports through such a port.

Management

such a port the user €nables and disables auto-discard, -acknowledgment, and -forwarding.

ee 16.5).

Abstract Operations

rts. These
[ the three

his fact is

bn objects
id receipt

pe 16.5).

objects of
rpersonal

[PMS. By

erved by

The IPMS Abstract Service is the set of capabilities that the IPMS provides to each user by means of one origination,
one reception, and one management port. Those capabilities are modelled as abstract operations, which may encounter
abstract errors when invoked.

The abstract operations available at origination, reception, and management ports, respectively, are defined and

described
NOTE

below. The abstract errors they may provoke are the subject of clause 13.
1 — The IPMS Abstract Service involves neither abstract bind nor abstract unbind operations.

NOTE 2 — The IPMS authenticates (i.e., establishes the identity of) the typical user before offering the IPMS Abstract Service to
him. By this means it can verify, e.g., that the user is an IPMS subscriber. Authentication, where required, is implicit (rather than

explici

t) in the definition of the IPMS Abstract Service.

NOTE 3 — The purpose of the IPMS Abstract Service definition is not to prescribe the user interfaces of implementations of
portions of the IPMS, but rather to clarify the meaning and intended use of the information objects of section two. A user
interface need not provide commands in one-to-one correspondence to the service's abstract operations, nor indeed even divide
the labour between the user and the IPMS as the service does. Also, the IPMS Abstract Service definition does not model the
facilities provided by a Message Store.
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NOTE 4 — In clause 16 to follow, the IPMS is decomposed into objects among which is the MTS. The present clause reflects this
fact by its inclusion of various MTS-defined information items in the IPMS Abstract Service.

12.1 Origination Abstract Operations

The abstract operations available at an origination port are invoked by the user and performed by the IPMS.

origination PORT ::= {

CONSUMER INVOKES {originate-probe | originate-ipm | originate-rn |
originate-on}

D id-pt-origination }

12.1.1  Originate Probe

The Originate Probe abstract operation originates a probe concerning (a class of) messages whose contents are [IPMs.

originate-probe ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] ProbeSubmissionEnvelope,
content [1] IPM}
RESULT SET
submission-identifier [0] ProbeSubmissionIdentifier,
submission-time [1] ProbeSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

This abstiact operation has the following arguments:

a) Envelope (M): A probe submission envelope, whose make-up the, MTS Abstract Service defines. The
UA supplies all but the following envelope components, which.theuiser provides:

i)  The desired per-message options (i.e., per-message indicators and extensions).

i) The OR-names of the intended recipients and the per-recipient options (i.e., originafor report
request, explicit conversion, and extensions) desired for each.

b) Content (M): An instance of the class of [IPM whose deliverability is to be probed.

This abstiact operation has the following results:
a)  Submission-identifier (M): The probe submission identifier the MTS assigns to the probe.

b) Submission-time (M): The date and time the probe was directly submitted.

12.1.2  |Originate IPM

The Origjnate IPM abstract operation originates a message whose content is an [IPM.

originate-ipm ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageSubmissionEnvelope,
content [1] IPM}
RESULT SET) {
shbmission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

This abstfact-operation has the following arguments:

i)  The desired per-message options (i.e., priority, per-message indicators, deferred delivery time, and
extensions).

i) The OR-names of the intended recipients and the per-recipient options (i.e., originator report
request, explicit conversion, and extensions) desired for each.

b) Content (M): The IPM being originated. Its Auto-forwarded heading field shall be absent or have the
value false.

This abstract operation has the following results:
a) Submission-identifier (M): The message submission identifier the MTS assigns to the submission.

b) Submission-time (M): The date and time the message was directly submitted.
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Originate RN

inate RN abstract operation originates a message whose content is an RN.

originate-rn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageSubmissionEnvelope,
content [1] RN}
RESULT SET {
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS
subscription-error |
recipient-improperly-specified} }

An RN shall be originated only by an actual recipient of the subject IPM of whom an RN is requested by means of the

Notificati

The user
abstract o

NOTE

receivdd.

This abstiact operation has the following arguments:

This abstfact operation has the following results:

12.14
The Orig

This abstfact operation-has the following arguments:

on-requests component of the subject IPM's subject recipient specifier.

peration or auto-acknowledgment.
— If more than one copy of the same subject IPM is delivered to a recipient then an RN may be originated fo

a) Envelope (M): A message submission envelope, whose make-up the MTS _Abstract Service de
UA supplies all but the following envelope components, which the user provides:

i)  The desired per-message options (i.e., priority, per-message .indicators, and extensions
shall be that of the subject [PM.

ii) The OR-name of the intended recipient (the Originator frem the subject IPM) and the pe
options desired for each.

b) Content (M): The RN being originated.

2)  Submission-identifier (M): The message submission identifier the MTS assigns to the submiss

b) Submission-time (M): The date and time ofiSubmission as returned by the MTA.

Originate ON

nate ON abstract operation originates a\message whose content is an ON.

originate-on ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope \[0J MessageSubmissionEnvelope,
content( (1] ON}
RESULT SET
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS /f
stbscription-error |
recipient-improperly-specified} }

) Enyelope (M): A message submission envelope, whose make-up the MTS Abstract Service de
UA supplies all but the following envelope components, which the user provides:

shall not have previously originated an RN in response to the subject IPM, by means of either,the present

each copy

fines. The
. Priority

-recipient

ion.

fines. The

. j— 4 . 1 . . . ., .4 1 . .
1) TIIT UTSIICU PDCT=IIITSSAET OPUOUILLS (1.T., PITOTILY , DCI=IHITSSAZT TIIUITATULS, dlIt TXICISIOLS ).

ii) The OR-name of the intended recipient (the Originator from the subject IPM) and the per-recipient

options desired for each.
b) Content (M): The ON being originated.

This abstract operation has the following results:
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a) Submission-identifier (M): The message submission identifier the MTS assigns to the submission.

b) Submission-time (M): The date and time of submission as returned by the MTA.
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Reception Abstract Operations

The abstract operations available at a reception port are invoked by the IPMS and performed by the user.

= {

reception PORT :

7:2003 (E)

SUPPLIER INVOKES { receive-report | receive-ipm | receive-rn | receive-nrn |

receive-on }

ID id-pt-reception }

NOTE 1 — As abstractly defined, the IPMS provides no storage for received messages because whether or not it does so for a
particular user has no impact upon that user's ability to communicate with other users. Thus the provision of storage is a local

matter.

NOTE 2 — Elaborating upon the above, the Receive IPM abstract operation, e.g., expels an IPM from the IPMS because its
purpose is to clarify the meaning of the receipt transmittal step. In contrast, the capabilities of a user to whom storage for
received messages is provided might include a "Display IPM" command that enables the user to view the delivered (and perhaps
already received) IPM whose IPM identifier he specifies, and that allows him to do so any number of times by repeatedly
invoking the command. The first, but not subsequent uses of the command to view a particular IPM represents the concrete

realizaI:rvfﬁrme-H‘Mﬂbmut Uyc1aiiu11 Trsuchrar iluplculcutatiuu.
12.2.1 eceive Report

The Rece

The repor

ve Report abstract operation receives a report.

= {

ARGUMENT SET {
envelope [0] ReportDeliveryEnvelope,
undelivered-object [1] InformationObject OPTIONALY ~}

receive-report ABSTRACT-OPERATION :

t received may concern any of the following previously originated by the réport's recipient:

a) A probe concerning a message whose content was an IPM that was originated with the Origifjate Probe
abstract operation.
b) A message whose content was an NRN that was originated as.a result of auto-discard of auto-forward.
c) A message whose content was an RN that was originated with the Originate RN abstract operdtion or by
auto-acknowledgment.
d) A message whose content was an ON that was ofiginated with the Originate ON abstract operatjion.
e) A message whose content was an IPM that wyas originated with the Originate IPM abstract operation or
by auto-forwarding.
This abstiact operation has the following arguments:
a) Envelope (M): A report delivery envelope, whose make-up the MTS Abstract Service defines.
b) Undelivered-object (C): The content of the message whose status is being reported. An [PM og IPN.
If the report was provoked.by a previous Originate Probe abstract operation invocation, this cpnditional
argument shall be absent. If the report was provoked by a previous Originate IPM abstract|operation
invocation, the argument shall be present if, and only if, content return was requested. Otherwjse (i.e., if
the report was proyoked by an IPN) the argument shall be absent.
This absnlj:t operation has no/results.
12.2.2 eceive IPM
The Recefve IPM abstract operation receives a message whose content is an [PM.
reCeive-ipm ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] IPM} }

This abstract operation has the following arguments:

a) Envelope (M): The message's delivery envelope.
b) Content (M): The IPM that is the message's content.
This abstract operation has no results.
ITU-T Rec. X.420 (06/1999)
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12.2.3 Receive RN

The Receive RN abstract operation receives a message whose content is an RN. The RN is provoked by an IPM
originated with the Originate IPM abstract operation.

receive-rn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] RN} }

This abstract operation has the following arguments:
a) Envelope (M): The message's delivery envelope.

b) Content (M): The RN that is the message's content.

This abstract operation has no results.

12.2.4 [Receive NRN

The Recefive NRN abstract operation receives a message whose content is an NRN. The NRN is provokKed iy an IPM
originated with the Originate IPM abstract operation.

receive-nrn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] NRN} }

This abstfact operation has the following arguments:
a) Envelope (M): The message's delivery envelope.
b) Content (M): The NRN that is the message's content.

This abstiact operation has no results.

12.2.5 eceive ON

The Recdive ON abstract operation receives a message whose, content is an ON. The ON is provoked by an IPM
originated with the Originate IPM abstract operation.

receive-on ABSTRACT-OPERATION ::= {
ARGUMENT SET ({
envelope [0] MessageDeliveryEnvelope,
content [1] ON} i}

This abstract operation has the following arguments:
a) Envelope (M): The message's-delivery envelope.

b) Content (M): The ON(that is the message's content.

This abstiact operation has no results.

12.3 Management, Abstract Operations

The abstrjict operatiofis-available at a management port are invoked by the user and performed by the IPMS.

management PORT ::= {
CONSUMER INVOKES { change-auto-discard | change-auto-acknowledgment |
change-auto-forwarding }
ID id-pt-management |}

12.3.1 Change Auto-discard

The Change Auto-discard abstract operation enables or disables auto-discard, the automatic discard by the IPMS of
expired or obsolete IPMs delivered to, but not yet received by the user.

change-auto-discard ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-discard-expired-IPMs [0] BOOLEAN,
auto-discard-obsolete-IPMs [1] BOOLEAN} }

When it auto-discards an IPM, the IPMS originates an NRN on the user's behalf if, and only if, one was requested of
him by means of the Notification-requests component of the subject recipient specifier.
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This abstract operation has the following arguments:
a) Auto-discard-expired-IPMs (M): Whether or not expired IPMs are to be auto-discarded. A Boolean.
b) Auto-discard-obsolete-IPMs (M): Whether or not obsolete IPMs are to be auto-discarded. A Boolean.

This abstract operation has no results.

12.3.2  Change Auto-acknowledgment

The Change Auto-acknowledgment abstract operation enables or disables auto-acknowledgment, the automatic
origination of RNs by the IPMS on the user's behalf. Such origination occurs upon delivery of IPMs that request RNs of
the user by means of the Notification-requests components of their subject recipient specifiers.

change-auto-acknowledgment ABSTRACT-OPERATION ::=
ARGUMENT SET {
auto-acknowledge-IPMs [0] BOOLEAN,

ot ackinowl edoeeclubs leraeceinbteint [11]
= g =T

SupplementaryInformation OPTIONAL}

ERRORS {
subscription-error} }

This abstiact operation has the following arguments:
)  Auto-acknowledge-IPMs (M): Whether or not IPMs are to be auto-acknowledged."A Boolean,|

b) Auto-acknowledge-suppl-receipt-info (C): The Suppl Receipt Info receipt field of each RN|provoked
by auto-acknowledgment.

This conditional argument shall be present if, and only if, the Auto-acknowledge-IPMs argumgnt has the
value true.

This abstiact operation has no results.

12.3.3 |Change Auto-forwarding

The ChaLge Auto-forwarding abstract operation enables or disables auto-forwarding, the automatic forwarding of

IPMs by the IPMS to pre-specified users or DLs. Such forwarding occurs upon delivery of the IPMs.
change-auto-forwarding ABSTRACT-OPERATION\Y:= {

ARGUMENT SET ({
auto-forward-IPMs [0] BOOLEAN,
auto-forward-recipiendts [1] SEQUENCE OF ORName OPTIONAL,
auto-forward-heading [2] Heading OPTIONAL,
auto-forward-comment [3] AutoForwardComment OPTIONAL}

ERRORS {

subscription-ézrror |
recipient-improperly-specified} }

The Body of each IPM the IPMS originates as a result of auto-forwarding comprises a single body paft of type
Message. [The content of the message represented by that body part is the forwarded IPM.

When it quto-forwards an IPM;\the IPMS originates an NRN on the user's behalf if, and only if, one was requested of
him by mgans of the Notifi€ation-requests component of the subject recipient specifier.

This absttact operationyhas the following arguments:
)  Auto-forward-IPMs (M): Whether or not [IPMs are to be auto-forwarded. A Boolean.

b) (Auto-forward-recipients (C): The users or DLs to which IPMs are to be auto-forwarded. A Sdquence of
OR-names.

This conditional argument shall be present if, and only if; the Auto-forward-IPMs argument has the value
true.

c¢) Auto-forward-heading (C): The Heading that is to be used for each forwarding IPM. Its
Auto-forwarded heading field shall have the value frue.

This conditional argument shall be present if, and only if, the Auto-forward-IPMs argument has the value
true.

d) Auto-forward-comment (C): The value that is to be supplied as the Auto-forward Comment non-receipt
field of each NRN conveyed to the originator of an auto-forwarded IPM.

This conditional argument shall be present if, and only if, the Auto-forward-IPMs argument has the value
true.

This abstract operation has no results.
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NOTE - This abstract operation is intended to define the essence of auto-forwarding, and not to preclude the provision of more
sophisticated auto-forwarding capabilities, e.g., like those of an MS.

13 Abstract Errors

The abstract errors that may be reported in response to the invocation of the abstract operations available at origination,
reception, and management ports are defined and described below or as part of the MTS Abstract Service definition.

NOTE — The set of abstract errors represented below is intended to be illustrative, rather than exhaustive.

13.1 Subscription Error

The Subscription Error abstract error reports that the user has not subscribed to one or more of the elements of service
implicit in his invocation of the abstract operation whose performance is aborted.

This absttact error has the following parameters:

2)

13.2 r(
The Recipi

ent Improperly Specified abstract error reports that\one or more of the OR-names supplied as arg]
the abstraft operation whose performance is aborted, or as components of its arguments, are invalid.

This abstract error is defined by the MTS Abstract Service.

subscription-error ABSTRACT-ERROR ::= {

ecipient Improperly Specified

PARAMETER SET {
problem [0] SubscriptionProblem} }

Problem (M): The subscription-related problem encountered.

SubscriptionProblem ::= ENUMERATED {
ipms-eos-not-subscribed (0),
mts-eos-not-subscribed (1)}

This parameter may assume any one of the following values:
1) IPMS-eos-not-subscribed: An IPMS element of service is not-subscribed.

i1) MTS-eos-not-subscribed: An MTS element of service i&not subscribed.

uments of

14 Other Capabilities
In additidn to the capabilities embodied in-the IPMS Abstract Service, defined above, the IPMS shall trapsparently
extend to| each user the other MS and"MTS capabilities identified below. (The enumeration of these chpabilities
necessarilly anticipates the fact, stated'ia’ clause 16, that MSs and the MTS are among the IPMS' component pats.)
The folloying additional capabilities shall be provided:
)  Submission:(Capabilities of the MS' or MTS' submission port not embodied in the IPMY Abstract
Service, g.g., the ability to cancel delivery of a previously originated message whose content fis an IPM
(but ngt’an RN), if deferred delivery was selected.
b) Delivery: Capabilities of the MTS' delivery port not embodied in the IPMS Abstract Servicq, e.g., the
ability to temporarily control the kinds of information objects the MTS conveys to the user's U4.
)\ “Administration: The capabilities of the MS's or MTS's administration port.
d) Retrieval: The capabilities of the MS' retrieval port.

In addition to the above and as a local matter, the IPMS may provide to users additional capabilities neither defined nor
limited by this Specification. Among such capabilities are those of the Directory.
NOTE — The required capabilities of this clause are excluded from the formal definition of the IPMS Abstract Service for purely
pragmatic reasons, in particular, because their inclusion would largely and needlessly reproduce the definitions of the MS
and MTS abstract operations upon which the capabilities are based.
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SECTION 4 — ABSTRACT SERVICE PROVISION

15 Overview
This section specifies how the IPMS provides the IPMS Abstract Service to users.

This section covers the following topics:
a) Secondary object types;
b) Secondary port types;

¢) User agent operation;

d) Message store operation;

e} —Message-contents:

f) Port realization;

) Conformance.

16 Secondary Object Types
The IPM§ can be modelled as comprising lesser objects which interact with one another by*'means of (additioral) ports.

These lesger objects are referred to as the secondary objects of Interpersonal Messaging. They include a singlle, central
object, tHe MTS, and numerous peripheral objects: Interpersonal Messaging\System user agents (IPMS UAs),
Interpersgnal Messaging System message stores (IPMS-MSs), telematic agents(TLMAs), telex access units ({TLXAUs),
and PDAUs.

The strucfure of the IPMS is depicted in Figure 4. As shown by the figure, IPMS UAs, TLMAs, TLXAUs, and PDAUs
are the intruments by means of which the IPMS provides the [IPMSAbstract Service to users.

The secofpdary object types are defined and described below. JThe types of ports by means of which they inpteract are
discussed|in clause 17.
NOTE|1 — The refinement above encompasses all possibleifiterconnections of all possible objects. It ignores the possible absence
of objgcts of a particular type (e.g., PDAU), and specificvlogical configurations of the /PMS-MS. The latter are identified in
ITU-T|Rec. X.402 | ISO/IEC 10021-2.

NOTE|2 —-CCITT Recommendation T.330 effectively extends the abstract service of Interpersonal Messaging by its definition of
a misc¢llanea port, which is not shown in the figure. See the note in 16.3.

NOTE|3 — The MTS supplies import and, gxport ports. However, since those ports are not formally defined (in [TU-T Rec.
X.411 | ISO/IEC 10021-4), they are not.included in the formal refinement above.

16.1 Enterpersonal Messaging System User Agent

An Interpersonal Messaging System user agent (IPMS UA) is a UA tailored so as to better assist a single user to
engage in| Interpersonal Messaging. It helps him originate, receive, or both originate and receive messages ¢ontaining
informatipn objects of-the‘types defined in section two.
The IPM§ comprises.any number of IPMS UAs.

NOTE}- For'brevity, the term "UA" is used throughout the rest of this Specification with the meaning of "IPMS UA".

16.2 Interpersonal Messaging System Message Store

An Interpersonal Messaging System message store (IPMS-MS) is an MS tailored so as to better assist a single UA
engage in Interpersonal Messaging. It helps it submit, take delivery of, or both submit and take delivery of messages
containing information objects of the types defined in section two.

The IPMS comprises any number of [IPMS-MSs.

16.3 Telematic Agent

A telematic agent (TLMA) is an AU that helps a single indirect user engage in Interpersonal Messaging from a
Telematic terminal, along with that terminal and the network that joins the two. A TLMA helps the user originate,
receive, or both originate and receive messages containing information objects of the types defined in section two.
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Figure 4 — The Interpersonal Messaging System
comprises any number of TLMAs.
1 — TLMA consumes import and export.ports. However, since those ports are not formally defined (in ITU-T R

C 10021-4), they are not included in'the formal definition of TLMA above.

2 — A TLMA's miscellanea port is'defined in CCITT Recommendation T.330. It is not part of the IPMS Abst
host general form, which is the-subject of this Specification. Rather it embodies capabilities available only {
br this reason, it is not considered further here and is not included in the formal refinement of the IPMS found ij

Telex Access Unit

x terminals) It helps them originate, receive, or both originate and receive messages containing in
the typestdefined in section two.

comprises any number of TLXAUS.
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clause 16.

Messaging
formation

NOTE
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16.5

— A TLXAU consumes import and export ports. However, since those ports are not formally defined (in
| ISO/IEC 10021-4), they are not included in the formal definition of TLXAU above.

Physical Delivery Access Unit

TU-T Rec.

In the present context, a PDAU helps any number of indirect users engage in Interpersonal Messaging by means of a
PDS. It helps them receive (but not originate) messages containing information objects of the types defined in section

two.

The IPMS comprises any number of PDAUS.

Note — A PDAU consumes import and export ports. However, since those ports are not formally defined (in ITU-T Rec. X.411 |
ISO/IEC 10021-4), they are not included in the formal definition of PDAU above.
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16.6 Message Transfer System

In the present context, the MTS conveys information objects of the types defined in section two between UAs, MSs,
TLMAs, and AUs.

The IPMS comprises a single MTS.

17 Secondary Port Types

The secondary objects of Interpersonal Messaging are joined to and interact with one another by means of ports. These
ports, which MSs and the MTS supply, are referred to as the secondary ports of Interpersonal Messaging. They are of
the types identified below.

The capabilities embodied in one submission, one retrieval, and one administration port constitute the MS Abstract
Service. i = X =5

The capabilities embodied in one submission, one delivery, and one administration port constitute the.MT$ Abstract
Service. They are defined in ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE|- By means of the abstract bind operation which guards its ports, an MS or the MTS typically \authenticafes another
ry object before offering its abstract service to that object.
17.1 Submission

In the prepent context, a submission port is the means by which a UA (directly or indirectly) or an MS (directly) submits
probes copcerning and messages containing information objects of the types defined\in section two.

An MS sypplies one submission port to its UA.

The MTS|supplies one submission port to each UA configured without,antMS and to each MS.

17.2 [Delivery

In the pr¢sent context, a delivery port is the means by whichJa UA or MS takes delivery of reports concdrning and
messages|containing information objects of the types definéd in section two.

The MTS|supplies one delivery port to each UA configured without an MS and to each MS.

17.3 IRetrieval

In the prepent context, a retrieval port is theimeans by which a UA retrieves reports concerning and messages ¢ontaining
informatipn objects of the types defined\in“section two.

An MS sypplies one retrieval port to its UA.

17.4 Administration

In the prepent contextysanadministration port is the means by which a UA changes information about itself or |ts user on
file with ifs MS, or@UA or MS changes such information on file with the MTS.

An MS sypplies one administration port to its UA.

The MTS|supplies one administration port to each UA configured without an MS and to each MS.

17.5 Import

In the present context, an import port is the means by which the MTS imports reports concerning and messages
containing information objects of the types defined in section two.

The MTS supplies one import port to each AU (or TLMA).

17.6 Export

In the present context, an export port is the means by which the MTS exports probes concerning and messages
containing information objects of the types defined in section two.

The MTS supplies one export port to each AU (or TLMA).
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User Agent Operation

A UA must employ the MTS in a particular way in order to (correctly) provide the IPMS Abstract Service to its user. If
the user is equipped with an MS, the latter contributes to the provision of the abstract service and, therefore, is subject
to the same rules.

The rules that govern the operation of a UA (and MS) are the subject of the present clause. The operation of a TLMA
or AU is beyond the scope of this Specification.

NOTE 1 — It is for historical reasons that the Specification that defines the IPMS Abstract Service also specifies how a UA
(and MS), but not a TLMA or AU, provides it.

NOTE 2 — The purpose of this clause is not to dictate or constrain the implementation of a real UA unnecessarily, but rather to

clarify

18.1

The operdtion of a UA is described below with the aid of state variables. A state variable is an informatiofit

value rec
common

The UA mnaintains each state variable continuously, i.e., throughout its user's IPMS subscriptiens Each Bog

variable 1

immateridl and therefore unspecified.

The UA {lters its state variables when performing or invoking abstract operations. It ¢onsults them in determ
to perform, or whether or how to invoke abstract operations. Their values (if any).transcend the binding and

of ports.
NOTE

particuflar, a UA need not maintain run-time data structures corresponding to thg state variables if the behaviour requirf
be assyred in another way.

18.2

A UA shdll perform the abstract operations it makes available at its origination port as prescribed below. The

none of it

In the performance of these operations, the UA invokes the following abstract operations of the MTS Abstra
(which, fqr the remainder of this clause, are unqualified as to their source):

NOTE

the prefise circumstances under which each abstract error should be reported is beyond the scope of this Specification.

18.2.1

A UA shdll perform the Originate Probe abstract operation by invoking Probe Submission with the arguments
below, and by returning to.its user the results indicated below.

The argurpents of Probe Submission shall be as follows:

the meaning and intended effect of the IPMS Abstract Service.

State Variables

rds the results of the UA's past interactions with its user and influences future interactions. State va
o (i.e., shared by) the UA's origination, reception, and management ports.

5 assigned the value false when the subscription commences. The initial values of other state vai

— State variables are pedagogic devices not intended to constrain the implementation of a real UA unnec

|[Performance of Origination Operations

5 state variables in the performance of these particnlar operations.
a) Probe Submission

b) Message Submission

— In response to the invocation of these abstract operations, a UA reports abstract errors as appropriate. Sped

Originate Probe

)  Enyelope: The components of this argument that constitute per-probe fields shall be as follows
explicitly mentioned below shall be as specified by Originate Probe's Envelope argument:

em whose
iables are

lean state
iables are

ining how
inbinding

pssarily. In
ed of it can

UA alters

ct Service

fication of

indicated

those not

A Oriaingtor-pame: The OR name of the 1JA's ucor
FEIHGHO-ReHe— 1 F-Hae-o+thHe- A5 HUSek

4
it)  Content-type, Content-length, and Original-encoded-information-types: Determined from
Probe's Content argument as specified in clauses 20.2-20.4.

iii) Content-identifier and Content-correlator: Specified or omitted as a local matter.

Originate

The components of this argument that constitute per-recipient fields shall be as specified by

Originate Probe's Envelope argument.

The results of Originate Probe shall be as follows:

a)  Submission-identifier: Probe Submission's Probe-submission-identifier result.

b) Submission-time: Probe Submission's Probe-submission-time result.

NOTE 1 — The UA shall ignore all properties of Originate Probe's Content argument other than those mentioned above.

NOTE

46

2 — How the UA employs Probe Submission's Content-identifier result is a local matter.
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18.2.2  Originate IPM

A UA shall perform the Originate IPM abstract operation by invoking Message Submission with the arguments
indicated below, and by returning to its user the results indicated below.

The arguments of Message Submission shall be as follows:

a)

Envelope: The components of this argument that constitute per-message fields shall be as follows; those

not explicitly mentioned below shall be as specified by Originate [IPM's Envelope argument:
1)  Originator-name: The OR-name of the UA's user.

ii) Content-type and Original-encoded-information-types: Determined from Originate IPM'
argument as specified in clauses 20.2 and 20.4, respectively.

iii) Content-identifier and Content-correlator: Specified or omitted as a local matter.

s Content

iv) Blind-copy-recipients and Disclosure-of-other-recipients: If blind copy recipients are specified in

b)

The resulfs of Originate-IPM shall be as follows:

2)
b),

NOTE]]l ~How the UA employs Message Submission's Content-identifier result is a local matter.

the envelope then Disclosure-of-other-recipients shall have the value disclosure-of-othex-}
prohibited (either explicitly or by default), and the Blind Copy Recipients heading fiel
absent within the Content.

v)  Priority: If the Precedence field is supported then the priority value shall be Selected ba
precedence values determined from the Originate IPM’s Content argument, The precede;
assigned to all the recipients of a IPM shall affect the priority attribute ifi*th€ submission
Precedence values in the range of 0 to 42 shall correspond to a jpriority value of n
Precedence values in the range of 43 to 85 shall correspond-to a priority value o
Precedence values in the range of 86 to 127 shall correspondsto” a priority value of
different priority values are indicated by the various specific\precedence values selecte
recipient, the originating UA may perform one of the following actions: the UA may subn{
message using the highest priority value indicated by any.of the precedence values; othg
UA may make multiple submissions of the message, each with a different priority value.

The components of this argument that constitute per-reeipient fields shall be as specified by
IPM's Envelope argument.

Content: Determined from Originate IPM's Content argument (identified as an IPM) as specifie

If the Blind Copy Recipients heading field of’the IPM identifies one or more users and DLs, thd
invoke Message Submission multiple times, upon each occasion varying the heading field
comply with the information hiding requirements of 7.2.6. The This IPM heading field of the
contain the same value for each instafice of such a multiple submission.
NOTE — An alternative to the multiple submissions required by the Blind Copy Recipients headin
single submission with the blind copy recipients encoded in the Blind-copy-recipients per-recipient
envelope.

If the Precedence field 13'supported, and if different priority values are indicated by the varioy

ecipients-
1 shall be

ed on the
ice values
envelope.
n-urgent.
f normal.
pirgent. If
| for each
it a single
rwise, the

Originate

d in 20.1.

UA shall
S0 as to
[PM shall

b field is a
field in the

s specific

three times using:different priority values (see A.2.2). If the UA makes multiple submissi

s in this

precedence values,sélected for each recipient, then the UA may invoke Message Submissio%ltwice or

instance, then-the/ Content argument shall be identical on each occasion, and thus the same val
used in the, This IPM heading field for each submission.

Submrission-identifier: Message Submission's Message-submission-identifier result.

Submission-time: Message Submission's Message-submission-time result.

e shall be

NOTE 2 — The inclusion of Message Submission's Extensions result among Originate IPM's results is proper and may be the
subject of future standardization.

18.2.3  Originate RN

A UA shall perform the Originate RN abstract operation by invoking Message Submission with the arguments indicated
below, and by returning to its user the results indicated below.

The arguments of Message Submission shall be as follows:

a)

Envelope: The components of this argument that constitute per-message fields shall be as follows; those

not explicitly mentioned below shall be as specified by Originate RN's Envelope argument:

1)  Originator-name: The OR-name of the UA's user.

it) Content-type and Original-encoded-information-types: Determined from the RN as specified in

clauses 20.2 and 20.4, respectively.
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ii1) Content-identifier and Content-correlator: Specified or omitted as a local matter.
iv) Deferred-delivery-time: Omitted.
v) Per-message-indicators: notification-type may be set to type 1.

The components of this argument that constitute per-recipient fields shall be as specified by
RN's Envelope argument.

Originate

b) Content: Determined from Originate RN's Content argument (identified as an RN) as specified in 20.1.

The results of Originate RN shall be as follows:

NOTE

a)  Submission-identifier: Message Submission's Message-submission-identifier result.

b) Submission-time: Message Submission's Message-submission-time result.
1 — How the UA employs Message Submission's Content-identifier result is a local matter.

NOTE 2 — The inclusion of Message Submission's Extensions result among Originate RN's results is proper and may be the

subjec of future standardization.

18.2.4

A UA shdll perform the Originate ON abstract operation by invoking Message Submission with the¢ arguments
below, and by returning to its user the results indicated below.

The arguthents of Message Submission shall be as follows:

The resul

NOTE
NOTE

subjecq of future standardization.

18.3

A UA shdll perform. the abstract operations it makes available at its management port as specified below. The
one or mdre of-ts\state variables (see below) in the performance of each operation.

NOTE

the pre"iqe circumstances under which each abstract error should he repnﬁed is bevond the scope of thig Qpeniﬁnntinﬂ

Originate ON

a)  Envelope: The components of this argument that constitute per-message-fields shall be as foll
not explicitly mentioned below shall be as specified by Originate ON!S,Envelope argument:

1)  Originator-name: The OR-name of the UA's user.

it) Content-type and Original-encoded-information-types: Determined from the ON as sp
clauses 20.2 and 20.4, respectively.

iii) Content-identifier and Content-correlator: Specified or omitted as a local matter.
iv) Deferred-delivery-time: Omitted.
v) Per-message-indicators: notification-type may be set as appropriate.

The components of this argument that constitutezper-recipient fields shall be as specified by Origi
Envelope argument.

b) Content: Determined from Originate ©ON's Content argument (identified as an ON) as specified
s of Originate ON shall be as follows:
)  Submission-identifier: Message Submission's Message-submission-identifier result.

b) Submission-time: Message-Submission's Message-submission-time result.
1 — How the UA employs Message Submission's Content-identifier result is a local matter.
2 — The inclusion of Message Submission's Extensions result among Originate ON's results is proper and 1

|[Performance-of Management Operations

— I’ response to the invocation of these abstract operations, a UA reports abstract errors as appropriate. Sped|

indicated

ws; those

ecified in

nate ON's

in 20.1.

hay be the

UA alters

fication of

18.3.1

Change Auto-discard

To assist it in providing this abstract operation, a UA maintains the following state variables:

a) Auto-discard-expired-IPMs: A Boolean that indicates whether or not auto-discard is in
expired I[PMs.

b) Auto-discard-obsolete-IPMs: A Boolean that indicates whether or not auto-discard is in
obsolete IPMs.

effect for

effect for

A UA shall perform the Change Auto-discard abstract operation by recording the values of the Auto-discard-expired-
IPMs and Auto-discard-obsolete-IPMs arguments in the correspondingly named state variables.
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18.3.2  Change Auto-acknowledgment
To assist it in providing this abstract operation, a UA maintains the following state variables:
a) Auto-acknowledge-IPMs: A Boolean that indicates whether or not auto-acknowledgment is in effect.

b) Auto-acknowledge-suppl-receipt-info: The Suppl Receipt Info field of each RN provoked by auto-
acknowledgment.

A UA shall perform the Change Auto-acknowledgment abstract operation by recording the value of the Auto-
acknowledge-IPMs argument in the correspondingly named state variable. If that value is true, it also shall record the
value of the Auto-acknowledge-suppl-receipt-info argument in the correspondingly named state variable.

18.3.3 Change Auto-forwarding

To assist it in providing this abstract operation, a UA maintains the following state variables:

AN A R £ 1L 1PN A A 1 4l s 1. & 1 al 4 ‘- nd 1. - - L0, &
) AULUTIVI Waru=1r Ivis. A DOUUICAIT Uldt IIIUICatts WIICLICT U TTUT aUlO=10T WAl Ulllg 1S T CIITUL.
b) Auto-forward-recipients: A Sequence of OR-names that identify the users and DLs to which| IPMs are

being auto-forwarded.

c) Auto-forward-heading: The Heading of each forwarding IPM provoked by auto-forwarding] Its Auto-
forwarded field has the value true.

d) Auto-forward-comment: The Auto-forward Comment non-receipt field of~¢ach NRN conveyed to the
originator of an auto-forwarded [IPM.

A UA shill perform the Change Auto-forwarding abstract operation by recording_the value of the Auto-forward-IPMs
argument|in the correspondingly named state variable. If that value is true, it also, shall record the values of|the Auto-
forward-rpcipients, Auto-forward-heading, and Auto-forward-comment arguments in the correspondingly ngmed state
variables.

18.4 [Invocation of Reception Operations

A UA sh3ll invoke the abstract operations available at its reception port as specified below. The UA alters rjone of its
state varigbles in connection with its invocation of these operations.

The UA invokes these operations in response to the MTS!invocation of the following abstract operations off the MTS
Abstract $ervice (which, for the remainder of this clause, are unqualified as to their source):

a)  Report Delivery
b) Message Delivery

NOTE[- The abstract operations of a reception port report no errors.

18.4.1 |Receive Report

Whenevef the MTS invokes Report Delivery at a UA's delivery port, the UA shall invoke the Receive Repoyt abstract
operation|with the following arguments:

)  Envelope: Report Delivery's Envelope argument.
b) Undelivered-object: Determined from Report Delivery's Returned-content argument as specifiefl in 20.1.

NOTE|- How thé UA employs the Content-identifier component of Report Delivery's Envelope argument is a local mdtter.

18.4.2 |Reeceive IPM

e M HAMO Me ae

Whenevet-the S-invokes Messag rvat-a UA's delivery port—and its Content argument encodesd4n IPM as
specified in 20.1, the UA shall invoke the Receive IPM abstract operation with the following arguments, provided that
the message is subject to neither auto-forwarding nor auto-discard (see 18.5):

a) Envelope: Message Delivery's Envelope argument.

b) Content: Determined from Message Delivery's Content argument as specified in 20.1 (but no longer
marked as an IPM).
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18.4.3 Receive RN

Whenever the MTS invokes Message Delivery at a UA's delivery port, and its Content argument encodes an RN as
specified in 20.1, the UA shall invoke the Receive RN abstract operation with the following arguments:

a) Envelope: Message Delivery's Envelope argument.

b) Content: Determined from Message Delivery's Content argument as specified in 20.1 (but no longer
marked as an RN).

18.4.4 Receive NRN

Whenever the MTS invokes Message Delivery at a UA's delivery port, and its Content argument encodes an NRN as
specified in 20.1, the UA shall invoke the Receive NRN abstract operation with the following arguments:

no longer

18.4.5 |Receive ON

Whenevef the MTS invokes Message Delivery at a UA's delivery port, and its Content argument‘encodes Jan ON as
specified jn 20.1, the UA shall invoke the Receive ON abstract operation with the following arguments:

a)  Envelope: Message Delivery's Envelope argument.

b) Content: Determined from Message Delivery's Content argument as (Specified in 20.1 (but no longer
marked as an ON).

18.5 Internal Procedures

A UA shall perform as specified below the internal procedures of auto-discard, -acknowledgment, and -forwarding in
ultimate fhlfilment of the abstract operations available at its management port.

The procddures involve the following abstract operations of the MTS Abstract Service (which, for the remainfler of this
clause, ar¢ unqualified as to their source):

a)  Message Submission

b) Message Delivery

As impligd by the above, in the course of the procedures, the UA has occasion to invoke Message Submissioh. What it
does with|the results of this abstract operation js a local matter.

The UA $hall consider as a candidate forleach procedure individually every message for which all of the [following
condition$ hold:

a) The MTS has conveyedthe message to the UA by invoking Message Delivery at the UA's delivery port.
b) The UA has not-Conveyed the message to the user by invoking Receive IPM at the user's receptjon port.

c) The messagé contains an [PM (rather than an IPN).

NOTE}- With referenee to Ttem b above, the message might be detained in the UA, e.g., as might be typical, because gf the user's
unavailability.

18.5.1 |Auto-disecard

The UA $hall subject to auto-discard each candidate message with respect to whose content either of the [following
conditionshetds:

a) The Auto-discard-expired-IPMs state variable has the value #rue and the date and time denoted by the
IPM's Expiry Time field have past.

b) The Auto-discard-obsolete-IPMs state variable has the value true and another candidate IPM identifies
the present candidate IPM by means of its Obsoleted IPMs heading field.

The UA shall auto-discard each such message as follows.

18.5.1.1 Discard of IPM

The UA shall discard the IPM, so as to never convey it to the user.
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Construction of NRN

The UA shall construct an NRN if, and only if, one is requested by means of the Notification-requests component of the
IPM's subject recipient specifier.

The NRN shall have the common fields prescribed for auto-acknowledgment (see 18.5.2.1).

The NRN shall have the following non-receipt fields:

a)  Non-receipt Reason: The value ipm-discarded.

b) Discard Reason: The value ipm-expired or ipm-obsoleted, whichever applies. If both apply, ei
may be specified.

c) Auto-forward Comment: Omitted.

ther value

d) Returned IPM: If the return of the IPM is requested by means of the Notification-requests component of

18.5.1.3

The UA {
prescribeq
argument

18.5.2

The UA
condition

The UA 5|

18.5.2.1
The UA 5
The RN s

The RN s

its subject recipient specifier, and the Converted-encoded-information-types component of Message

Delivery's Envelope argument is absent, the IPM. Omitted otherwise.

Submission of NRN

thall submit the NRN (if any) above by invoking Message Submission. Its Envelope argument s
| for auto-acknowledgment (see 18.5.2.2) except that notification-type may be set to type 2, if
determined from the NRN as specified in 20.1.

Auto-acknowledgment

hall subject to auto-acknowledgment each candidate message with respcet to whose content the
holds:

a) The Auto-acknowledgment state variable has the value true andthe IPM requests an RN of the
by means of the Notification-requests component of the [IPMs subject recipient specifier.

hall auto-acknowledge each such message as follows.

Construction of RN
hall construct an RN.

hall have the following common fields:
)  Subject IPM: The IPM's This IPM hédding field.

c) IPM Intended Recipient: The. Recipient component of the IPM's subject recipient specifier,

d) Conversion EITs: The Converted-encoded-information-types component of Message
Envelope argument;

hall have the following receipt fields:
)  Receipt Time: The current date and time.
b) Acknovpledgment Mode: The value automatic.

c) Suppl Receipt Info: The Auto-acknowledge-suppl-receipt-info state variable.

b) IPN Originator: Specified or omitted as a local matter (but, of course, in accordance with 8.1.2).

hall be as
5 Content

following

[UA's user

unless its

Formal-name component.is-the OR-name of the UA's user, in which case the field shall be omifted.

Delivery's

18.5.2.2

Submission of RN

The UA shall submit the RN above by invoking Message Submission with the following arguments:

a) FEnvelope: The components of this argument shall be as prescribed for performance of the Originate RN

abstract operation with the following exceptions:

i)  Priority: As specified by Message Delivery's Envelope argument.

ii) Per-message-indicators: A local matter, except that conversion-prohibited shall be among the

values specified and except that the notification-type may be set to type 1.

iii) Per-recipient-fields: A single field whose Recipient-name component shall be the Originator-name

component of Message Delivery's Envelope argument.
b) Content: Determined from the RN as specified in 20.1.
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18.5.3  Auto-forwarding

The UA shall subject to auto-forwarding every candidate message, provided that the Auto-forward-IPMs state variable
has the value true.

The UA shall auto-forward each such message as follows.

18.5.3.1 Prevention of Loops

The UA shall suppress auto-forwarding if, and only if, the IPM to be forwarded itself contains a forwarding IPM that
the UA previously created. Auto-forwarding shall be suppressed whether the forwarding IPM appears (directly) in a
Message body part of the IPM to be forwarded, or (nested) in a Message body part of the IPM that appears in such a
body part.

The UA shall consider itself to have created the forwarding IPM above (whose Auto-forwarded heading field has the
value true) if, and only if, the Originator-name component of the IPM's Parameters component matches the OR-name of
the UA's Yiser.

NOTE[- Auto-forwarding an IPM of the kind described above would constitute an auto-forwarding "loop".

18.5.3.2 [Construction of IPM

The UA [shall construct a forwarding IPM whose Heading is the Auto-forward-heading (state variable (its Auto-
forwarded field having the value #7ue) and whose Body contains a body part of type Message:

The Messpge body part shall have the following components:
a)  Parameters: The Envelope argument and the Delivery Time argumerit/0f Message Delivery. Sep 7.4.7.
b) Data: The IPM to be forwarded.

18.5.3.3 [Submission of IPM

The UA shall submit the IPM it constructed above by invoking Message Submission with the following argunjents:
)  Envelope: The components of this argument shall be/as’follows:
i)  Originator-name: The OR-name of the UA's\user.

ii) Content-type and Original-encoded-information-types: Determined from the IPM as specified in
clauses 20.2 and 20.4.

ii1) Content-identifier and Content-correlator: Specified or omitted as a local matter.
iv) Priority: As specified by Message Delivery's Envelope argument.

v) Per-message-indicators and Extensions: A local matter.

vi) Deferred-delivery-time? Omitted.

vii) Per-recipient-fields? Their Recipient-name components shall be the OR-names that make up the
Auto-forward-recipients state variable. Their other components are a local matter.

b) Content: Determined from the IPM as specified in 20.1.
18.5.3.4 |Construction:of NRN

The UA shall construct an NRN if, and only if, one is requested by means of the Notification-requests compoment of the
forwarded IPM'sssubject recipient specifier.

The NRN|shall-have the common fields prescribed for the performance of auto-acknowledgment (see 18.5.2.1).

The NRN shall have the following non-receipt fields:
a) Non-receipt Reason: The value ipm-auto-forwarded.
b) Discard Reason: Omitted.
c) Auto-forward Comment: The Auto-forward-comment state variable.

d) Returned IPM: If the return of the IPM is requested by means of the Notification-requests component of
its subject recipient specifier, and the Converted-encoded-information-types component of Message
Delivery's Envelope argument is absent, the [IPM. Omitted otherwise.

18.5.3.5 Submission of NRN

The UA shall submit the NRN (if any) above by invoking Message Submission. Message Submission's Envelope
argument shall be as prescribed for auto-acknowledgment except that notification-type may be set to type 2, its Content
argument determined from the NRN as specified in 20.1.
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19 Message Store Operation

ITU-T Rec. X.413 | ISO/IEC 10021-5 defines the abstract service for a general content-independent Message Store
(MS). This is an optional component in MHS, whose purpose is to provide a continuously available storage medium to
take delivery of messages on the UA's behalf and to enable their subsequent retrieval by the UA. In addition, the MS
provides the UA with facilities for the storage of submitted messages, the classification of stored messages, the
correlation of reports with the messages to which they refer, the modification by the MS-user of certain attributes of
stored messages, and the logging of submission and delivery operations. The MS can also perform certain predefined
auto-actions on the MS-user's behalf.

All the entry-classes, abstract-operations, general attribute-types and general auto-actions defined in ITU-T Rec. X.413 |
ISO/IEC 10021-5 are available for use in Interpersonal Messaging.

An MS must perform certain Interpersonal Messaging-specific functions to qualify as an IPMS-MS and thus distinguish
itself from a generic MS. These functions are the subject of the present clause.
NOTE]|1 — Because the MS is an optional system component in MHS, use of the word "shall" with respect to MS slj£ciﬁcations

should|not be construed as mandating the provision of an MS or the services it provides. Use of the word "shall!"with respect to

MS spgcifications should be construed as mandating the specifications of an MS, if one is provided, and the releviant service

compohent is supported.

NOTE|2 — In this Specification the description of the IPMS-MS abstract-service assumes that all ,defined entry-flasses are
availafle for use. In practice, the behaviour of a given IPMS-MS implementation will depend on its(support for optignal service
compohents (e.g., the optional entry-classes, attribute-types, matching-rules, and auto-actions) and.en)stbscription.

NOTE|3 — Several new service components have been introduced in the 1994 edition of this 'Specification. Howevdr, all basic
and esgential optional requirements defined for the IPMS Message Store are the same as(thpse defined for edition§ published
prior t¢ 1994. Consequently, all enhanced facilities introduced in the 1994 edition are additioial optional.

19.1 |Binding to the IPMS-MS

The IPM$-MS-user binds to the IPMS-MS as described in 7.1 of ITU-T Rec. X.413 | ISO/IEC 10021-5. The[following
should be|noted when using the MS for Interpersonal Messaging.

19.1.1 |MS-Bind-argument

The folloWing components of the fetch-restrictions parametet\defined in 7.1.1 of ITU-T Rec. X.413 | ISO/IEC 10021-5
have particular significance in this Specification:

)  Allowed-content-types: The names of .the Object Identifiers for the IPM content types defined in this
Specification are id-mct-p2-1984 and’id-mct-p2-1988. See Annex C.

b) Allowed-EITs: The names of the Object Identifiers for the encoded-information-types defined in this
Specification are enumerated in-Annex C. See also 20.4.

NOTE|- An extension to the MS-Bind abstract-operation for the IPMS-MS is defined in 19.5.1.

19.1.2 |MS-Bind-result

The available-auto-actions parameter defined in 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5 has [particular
significance in this Specifi¢ation. Where this indicates support for the IPM auto-forward auto-action, this shall operate
as defined in 19.8.2; where support for the IPM auto-acknowledgement auto-action is indicated, this shall pperate as
defined i 19.8.3; where support for the IPM auto-correlate auto-action is indicated, this shall operate as flefined in
19.8.4; where suppoOrt) for the IPM auto-discard auto-action is indicated, this shall operate as defined in 19.8.5.

Where th¢ Assembly Capability extension defined in 19.5.2 indicates support for IPM-assembly-instructions| this shall
operate af defined in 19.5.3.1.

19.2 Creation of Information Objects

An IPMS-MS shall satisfy the following requirements related to the information objects it maintains:

a) The IPMS-MS shall maintain a separate information object for each (message containing an) IPM or IPN
that is submitted to it or delivered to it.

b) The IPMS-MS shall maintain as a separate information object not only each (message containing a)
forwarding IPM (pursuant to Item a) but also each (message containing a) forwarded object (recursively),
where the forwarded object is conveyed as a Message, Forwarded Content, Notification, or Report body
part.

¢) The IPMS-MS shall maintain as a separate information object the Returned IPM which may be present in
an NRN.
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19.2.1 Mapping an IPMS Message to an MS entry

When an IPM or IPN is stored in the IPMS-MS, a corresponding MS entry is created in the appropriate entry-class. The
attributes of such an entry are derived from various sources:

a) some attributes, such as Sequence-number and Creation Time, are generated by the MS for
administrative purposes;

b) some attributes are derived from components of the MHS Envelope;
c) some attributes summarize the contents of the IPM;

d) some attributes are derived from the Heading fields of the IPM;

e) some attributes are derived from the body parts of the IPM;

f)  some attributes are derived from the component fields of the IPN;

) __some attributes correlate IPMs and IPNs with other messages to which they are related;

h) some attributes are created by the IPMS-MS-user by means of the Modify abstract-operatiod.

Besides these direct mappings, the IPMS-MS shall also create attributes corresponding to the complete’Envielope, the
complete [Content, and the complete IPM Heading. Thus the same information may be logically fresent in more than
one attribfite.

If the M¢ssage-log entry-class is supported, a Message-log entry is created for each Stored-message njain-entry.
Message-|og child-entries are not created.

Figure 5 iJlustrates the mapping of an IPM to an MS entry.

19.2.2 |Mapping of forwarding messages in the IPMS-MS

The IPM$-MS shall model a forwarding IPM as a main-entry with onekchild-entry for each forwarded object (i.e.,
Message,|Forwarded Content, Notification, or Report body part) the-message contains. A simple illustratipn of this
mapping {s shown in Figure 6.

‘ MS-generated attributes ’_‘
[
Envelope
‘ Envelope attributes ’_‘
[
Heading
/ B ‘ Heading attributes m
Content '
\ Body  ’ ‘ . Body-part attributes m
Message Ms Entry X.420_F0

Figure 5 — Mapping an IPM to an Ms entry
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‘ MS-generated attributes ’_‘ | MS-generated attributes '_‘

Envelope ! Envelope I
‘ Envelope attributes ’_‘ | Envelope attributes '_‘

[ [
— ‘ Heading attributes m e | Heading attributes m

Content i Content ;
— ‘ Body-part attributes m — | Body-part attributes m

Forwarding MAIN-ENTRY Forwarding CHILD-ENTRY  X420_F06
IPM TPM
Figure 6 — Mapping a Forwarding message to an IPMS-MS entry
19.2.3  [Presence of General-attributes in child-entries

The follo

ving general attribute-types shall be present in child-entries of an IPM or NRN when stored in an d

for whicH the attribute is defined: content-length, content-type, creation-time, entry-type, parent-sequenc
retrieval-§tatus, sequence-number. The absence of a delivery envelope precludes \the generation of othg

attributes

child-entrjy:

which are mandatory in Table 2 of ITU-T Rec. X.413 | ISO/IEC \10021-5 for the following
a) the Returned IPM optionally present in an NRN;

the body part is empty;

c) the Notification body part of a forwarding IPM where the Parameters component of the bo
empty;

d) the Forwarded Content body part of a forwarding IPM where the Parameters component of the
is empty.

In the case where a child-entry is generated from an IPM's Message or Notification body part in which the H
componet is present:

Where a
Report in

Where a ¢

) if Delivery-time is present in*Parameters then the message-delivery-time general-attribute-typ
present;

b) if Delivery-envelope is present in Parameters then all the other mandatory general-attribute-typ
for a delivered-message entry shall be present except for message-delivery-enve
message-delivery=identifier which shall be absent.

hild-entry is genérated from an IPM's Report body part the general attribute-types which are mand:
Table 2 of ITU-T Rec. X.413 | ISO/IEC 10021-5 shall be present.

present. Additionally, content-specific attribute-types appropriate to that child-entry's content-type shall be
that content-typelis supported by the MS, provided that the content is not encrypted.

In the case—where a¢
component is present:

ntry-class
e-number,
r general

types of

b) the Message body part (i.e. the forwarded IPM) of a forwatrding IPM where the Parameters conjponent of

dy part is
body part
arameters
e shall be

bs defined
ope and

tory for a

hild-entry is'generated from an IPM's Forwarded Content body part the content general attribute-type shall be

present if

a) if Delivery-time is present in Parameters then the message-delivery-time general-attribute-typ
present;

arameters

e shall be

b) if MTS-identifier is present in Parameters then the message-delivery-identifier general-attribute-type

shall be present;

c) if Delivery-envelope is present in Parameters then all the other mandatory general-attribute-types defined

for a delivered-message entry (except for message-delivery-envelope) shall be present;

d) if Delivery-time, MTS-identifier and Delivery-envelope are all present in Parameters
message-delivery-envelope general-attribute-type shall be present;

then the

e) if Submission-proof is present in Parameters then the proof-of-submission, originating-MTA-certificate,

and message-submission-envelope general-attribute-types shall be present.
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The entry-type general-attribute of child-entries in the Delivery and Delivery-log entry-classes shall have the value
delivered-message, except those containing returned content which shall have the value returned-content. The entry-
type general-attribute of child-entries present in the Submission and Submission-log entry-classes shall have the value
submitted-message.

The example in Table 2 illustrates the use of child-entries in the Delivery entry-class. This table shows four sets of
entries corresponding, respectively, to a delivered IPM, a delivered RN, a delivered NRN, and a delivered report
concerning a previously submitted IPM.

Table 2 — Example of the use of child-entries

Sequence Entry-type Child sequence Parent sequence IPM entry-type Notes
number numbers number

100 delivered-message 101, 102 - IPM Delivered IRM
containingtwd
message body |parts

101 delivered-message - 100 IPM Méssage body|part 1

102 delivered-message - 100 IPM Message body|part 2

120 delivered-message - - RN No child-entrig¢s
possible

130 delivered-message 131 - NRN. Contains a
returned [PM

131 delivered-message 132 130 IPM Contains one
message body [part

132 delivered-message - 131 IPM Message body|part

140 delivered-report 141 - - Contains at legst one
non-delivery rgport

141 returned-content 142 140 IPM Contains one
message body [part

142 delivered-message - 141 IPM Message body|part

19.3 [Maintenance of Attributes
An IPMSMS shall satisfy the following requirements related to the MS attributes which it supports:

a)  For each IPM or IPN it holds, including the child-entry of a delivery report containing Returned-content,
the IPMS-MS shall support-tlie attributes defined in 19.6.

b) For each body part typejpresent in a stored IPM, the IPMS-MS shall maintain an Extended [body part
attribute (and, when “appropriate, an attribute corresponding to the Parameters component of|that body
part type) such thiat\it contains all body parts of that type regardless of whether they were convdyed to the
IPMS-MS as-basic or Extended body parts of the IPM.

c) For each IPM it holds, the IPMS-MS shall give the following meanings to the defined values pf the MS
retrieval-status general-attribute:
1)_\‘mew: No attribute values have been conveyed to the UA.

1) listed: At least one attribute value has been conveyed to the UA, and at least one body p4rt has not
been conveyed.
iil) processed: All body parts (the body parts as single attributes, or the data component only from all
body parts, or the Body attribute, or the Content general-attribute) have been conveyed to the UA.
NOTE — The IPMS-MS-user may use the Modify abstract-operation to change the value of the retrieval-status
attribute. See 11.2.68 of ITU-T Rec. X.413 | ISO/IEC 10021-5.
d) For each IPN it holds, the IPMS-MS shall give the following meanings to the defined values of the MS

56

retrieval-status general-attribute:

i) mew: No attribute values have been conveyed to the UA.

ii) listed: At least one attribute value has been conveyed to the UA, and at least one attribute other than

Returned IPM has not been conveyed.

the UA.
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e) When the MS retrieval-status general-attribute is retrieved in the result of an abstract-operation, the value
returned shall reflect the state of affairs prior to the execution of that abstract operation.

f) The performance of the IPM auto-forward auto-action may cause the MS retrieval-status general-
attribute of the auto-forwarded entry to be set to processed, see 19.8.2.

g) The content-type attribute of each (message containing an) IPM or IPN that is stored in the IPMS-MS
shall have the value id-mct-p2-1984 or id-mct-p2-1988 (see annex C), as appropriate, depending upon
the content type of the message (see 20.2).

The general (content independent) attributes that may occur in the MS entry-classes are documented in ITU-T Rec.
X.413 | ISO/IEC 10021-5. All content independent MS attributes can be used for the content defined in this
Specification. The IPMS specific attributes are defined in 19.6. All general attribute types classified as mandatory in
Tables 2 and 3 of ITU-T Rec. X.413 | ISO/IEC 10021-5 shall be supported.

194

tiomrof Nom=receipt

When it feletes an IPM while performing the Delete abstract-operation or the Auto-delete auto-agtien df the MS
Abstract $ervice, the IPMS-MS shall generate an NRN if, and only if, one is requested by means of the Nqtification-
requests dJomponent of the subject recipient specifier of the deleted IPM, and the IPM's entry-status$ has the vdlue /isted.
of the Delete abstract-operation, the NRN shall not be generated if prevent-NRN-generation is specified in

The NRN|shall have the common fields prescribed for the performance of auto-acknowledgement (see 18.5.2.

~—

shall have the following non-receipt fields:
Non-receipt reason: The value ipm-discarded.

) Discard reason: [Omitted|The value ipm-deleted].
) Auto-forward comment: Omitted.

) Returned IPM: If the return of the IPM is requested by )means of the Notification-requests conjponent of

its subject recipient specifier, and the Converted-encoded-information-types component of th¢ Message
Delivery Envelope argument is absent, the IPM. Qmitted otherwise.

-MS shall submit the NRN by invoking MS-mesgage-submission. Message Submission's Envelope|argument
shall be as prescribed for auto-acknowledgement (see 18:5.2.2), except that notification-type may be set to fype 2, its
Content afgument determined from the NRN as speecified in 20.1. If the IPM auto-correlate auto-action is in gffect then
the IPMSIMS shall add the sequence-number ofithe submitted IPN to the AC Submitted IPNs attribute of| the entry
representing the deleted IPM in the Message-lpg entry-class; in addition, that entry's AC Submitted IPN Statuk attribute
is given the value ipm-discarded.

19.5 [IPMS-MS abstract-operation extensions

The MS dbstract-service defined-int ITU-T Rec. X.413 | ISO/IEC 10021-5 provides a general mechanism for [extending
various abstract-operations and/errors, in order to satisfy additional requirements specific to particular confent-types.
The exterfsions used by the TRMS-MS are defined below.

With the ¢xception of the forwarding-request extension (see 19.5.5), each extension is defined as an instance ¢f the MS-
EXTENSJON information object class (see 6.6 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

19.5.1 |[MS-Bind extensions

The IPM ‘_}V{S—ubbl lllﬂ'y lllﬂ,}\b us’L Uf tll\.« b;lld'\.«AtbllDiUllb }Jalalllbtbl Uf tll\.« }V{S—Billd aboha\,t-upblaﬁuu (D\.a 7.1.1 Of
ITU-T Rec. X.413 | ISO/IEC 10021-5) to cause the suspension of the IPM auto-acknowledgement auto-action, as
defined in 19.8.3. The suspend-auto-acknowledgement information object is defined as follows:

suspend-auto-acknowledgement MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-suspend-auto-acknowledgement }

The presence of this object in the bind-extensions parameter of the MS-Bind abstract-operation causes the suspension of
the IPM auto-acknowledgement auto-action for entries whose retrieval-status becomes processed during the abstract-
association. There are no parameters. Where an IPMS-MS does not provide the IPM auto-acknowledgement auto-
action, it shall ignore the presence of the suspend-auto-acknowledgement bind-extension.

NOTE — Where a UA itself generates RN, it should select suspend-auto-acknowledgement, to avoid the interference which
could arise if the user employs another UA which, by registration, has activated the [IPM-auto-acknowledgement auto-action.
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19.5.2 MS-Bind-Result extensions

The Assembly Capability extension indicates by its presence in the MS-bind-result that the IPMS-MS supports
[PM-assembly-instructions (see 19.5.3.1) within IPM-submission-options (see 19.5.3). It shall be present when
requested by means of the MS-configuration-request parameter of MS-bind.

assembly-capability MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-assembly-capability }

19.5.3 IPM -submission options

The submission-options parameter of the MS-message-submission abstract-operation defined in 8.3.1.1 and 8.1.6 of
ITU-T Rec. X.413 | ISO/IEC 10021-5 allows for the specification of IPMS-specific extensions.

The IPM-submission-options information object set comprises the MS-message-submission-argument extensions
defined for the IPMS-MS:

IPMSubmissionOptions MS-EXTENSION ::= {
ipm-assembly-instructions |
originator-body-part-encryption-token |
originator-forwarded-content-token,

. -- For future extension additions -- }

19.5.3.1 [IPM assembly instructions

This IPM[ submission option is used to request the incorporation of stored IPMs and stored’ body parts in a [submitted
IPM.

The IPMiassembly-instructions- information object is defined as follows:

ipm-assembly-instructions MS-EXTENSION ::= {
IPMAssemblyInstructions IDENTIFIED BY id-mst\dssembly-instructions }
IPMAssemblyInstructions ::= SET {
assembly-instructions [0] BodyPartReferénces }
BodyPartReferences ::= SEQUENCE OF BodyPartReference
BodyPartReference ::= CHOICE {

0] SequeneeNumber,

1] SeguenceNumber,

submitted-body-part 2] INTEGER (1..MAX),

stored-body-part 3] “SEQUENCE {
message-entry SequenceNumber,
body-part-number INTEGER (1..MAX) } }

stored-entry
stored-content

The singl¢ component of IPM-assembly-instructions has the following meaning:

Assembly-instructions (M): This component instructs the IPMS-MS to assemble stored body parts or storfed entries
with the gresent submitted IPM, before.submitting the resulting IPM to the MTS (or storing it as a draft-messdge entry).
The IPM$-MS shall construct the.new Body by assembling body parts in the order specified in the argument, i.c. the
sequence [of body parts which~forms the new Body is determined by the sequence of body-part-references. |If stored-
entry is specified, it may identify an IPM, IPN, or Report. The new body part constructed from the stored-entty will be,
respectivdly, a Message body part, a Notification body part, or a Report body part. If stored-content is spefified, the
new body] part constriigted from the identified entry will be a Forwarded Content body part. If submitted-boﬂy-part is
specified,[the new body part is a body part of the present submitted IPM (identified by number). If stored-bogly-part is
specified,|the new-body part is copied from the entry identified by message-entry, with the body-part-number |indicated.
Body parfs are'\numbered starting at '1".

1 1 1_C. - 1 _I1DMNA 1 - 1.1 1 1 ha
In a Message—bodypart—constructed—fronra—storedPM—that represents—a—dehvered=mressage—entry;—the—Farameters

component shall contain delivery-time and delivery-envelope.

In a Message body part constructed from a stored IPM that represents a submitted-message entry, the Parameters
component shall not contain delivery-time and shall contain delivery-envelope. This simulated delivery-envelope shall
not contain originally-intended-recipient-name, converted-encoded-information-types, nor any extension whose
presence is not defined in both a Message Submission envelope and a Message Delivery envelope. The originator-name
and this-recipient-name components of this delivery-envelope each contain the OR-address of the IPM's originator.

In a Message body part constructed from a stored IPM that represents a draft-message entry, the Parameters component
shall not contain delivery-time or delivery-envelope.

In a Forwarded Content body part constructed from a stored IPM, the Parameters component shall contain delivery-time
and delivery-envelope as prescribed above for a Message body part, and shall also contain MTS-identifier except where
the stored IPM represents a draft-message entry. In a Forwarded Content body part constructed from a stored IPM that
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represents a submitted-message entry which has a proof-of-submission and the associated originating-MTA-certificate,
the Parameters component shall contain submission-proof.

When the IPMS-MS has assembled the new Body, it shall update the original-encoded-information-types in the
message-submission-envelope as necessary, such that the complete message still satisfies the requirements of 20.4.

If the present submitted IPM contains a Body Part Signature (see A.1.4), a Body Part Encryption Token (see B.6.1), or
a Forwarded Content Token (see B.6.2) then the body-part-numbers within these shall refer to the parts of the Body as
they will appear after the assembly-instructions have been performed. If the entry from which a stored-body-part is
copied has a body-part-signature containing one or more signatures for the identified body part, then the IPMS-MS shall
append those signatures to the body-part-signature in the submitted IPM (creating a new body-part-signature if
necessary) ensuring that the appropriate Certificate or Directory name is included in the originator-certificates
component of each such copied body-part-signature.

If the present submltted IPM contams an IPM Seczmly Label (see A.1. 5) which contains body part—securtly labels then
the order ' '

instructiops have been performed Ifa referenced stored entry has an IPM Security Label or a Message Secily ity Label
then the IPMS-MS shall insert the content-security-label from the IPM Security Label (or if this is not{present then the
Message [Security Label) into the appropriate component of the body-part-security-labels in the submittefl IPM (if
necessary| creating a new body-part-security-labels or replacing a submitted component value). If the entry fom which
a stored-Hody-part is copied has an associated body-part-security-label then the IPMS-MS shall insert that body-part-
security-lggbel into the appropriate component of the body-part-security-labels in the submitted IPM (if [necessary
creating d new body-part-security-labels or replacing a submitted component value). If°\body-part-security{abels are
inserted then the IPMS-MS shall ensure that the content-security-label component contains the appropriate [aggregate
value, or {f it is unable to aggregate any of these labels then the IPMS-MS shall generate a submission error specifying a
security-drror of unable-to-aggregate-security-labels.

The IPMPB-MS shall generate a submission error specifying a security-error” of assembly-instructions-conflict-with-
security-services if assembly-instructions are present with the submiitted IPM together with any of] content-
confidentfality-algorithm-identifier, content-integrity-check, or message-origin-authentication-check.

NOTE|1 — The presence of delivery-envelope in the Parameters compOnent of a Message body part does not imply thpt the body
part was derived from a delivered-message. This derivation is implied (but not verified) by the presence of delivery-tine.

NOTE|2 — The assembly of body-parts from entries with confenf:type other than IPM is possible only for body parts whose
definitjon is compatible with IPM (as stated in the relevant content-type Specification), or for which rules of conversidn into [IPM
body phprts are defined.

NOTE|3 — In the case where the MS-user wishes to submit a message comprising entirely body parts assembled by the MS, the
argumgnt to MS-message-submission will contain a Zeto-length Body.

NOTE|4 — If any of the assembled body parts contain data that has been encrypted with a symmetric encryption algorfthm where
the segsion-key for that algorithm is itself encrypted in an associated token, it is the responsibility of the IPMS-MS-user to
generafe appropriate tokens for each recipiént of the forwarding IPM. This does not require the IPMS-MS-user to|retrieve or
decryp} the encrypted data in these body.parts, but just to retrieve, decrypt and re-encrypt the associated tokens.

The actiohs performed by an IPMS-MS when the IPM-assembly-instructions parameter is present in an MStmessage-
submissidn argument are defined.in 19.9.2.

19.5.3.2 |Originator body(part encryption token

The Origjnator-body-part-encryption-token MS-submission-extension is used where the submitted messagp contains
a Body Pqrt Encryption Token (see B.6.1) that has been encrypted such that it cannot subsequently be decrypted by the
originator. This extenision enables the originator to supply a Body Part Encryption Token constructed as if the joriginator
were a rgcipient of the message, to be stored in the submitted-message entry but not submitted to the MTS.
Subsequeptly, the originator may retrieve this information and use it to recover the encrypted body part.

originator-body-part-encryption-token MS-EXTENSION ::= {
BodyPartTokens IDENTIFIED BY id-mst-originator-body-part-encryption-token }

19.5.3.3 Originator forwarded content token

The Originator forwarded content token MS-submission-extension is used where the submitted message contains a
Forwarded Content Token (see B.6.2) that has been encrypted such that it cannot subsequently be decrypted by the
originator. This extension enables the originator to supply a Forwarded Content Token constructed as if the originator
were a recipient of the message, to be stored in the submitted-message entry but not submitted to the MTS.
Subsequently, the originator may retrieve this information and use it to recover the Forwarded Content body part.

originator-forwarded-content-token MS-EXTENSION ::= {
ForwardedContentToken IDENTIFIED BY id-mst-originator-forwarded-content-token }
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19.5.4 IPM submission errors

When an IPMS-MS performs the MS-message-submission abstract-operation of ITU-T Rec. X.413 | ISO/IEC 10021-5,
the IPMS-specific errors defined below may be reported. These are reported as MS-extension-errors, as defined in 9.12
of ITU-T Rec. X.413 | ISO/IEC 10021-5.

The IPM-submission-errors information object set comprises the submission errors defined for the IPMS-MS:

IPMSubmissionErrors MS-EXTENSION ::= {
invalid-assembly-instructions |
invalid-ipn,

. -- For future extension additions -- }

The invalid-assembly-instructions error shall be reported where the IPM assembly instructions component of IPM-
submission-options is present, but the message submitted is not an IPM, or the IPM assembly instructions component

contains a reference to an entry whose content- type is not compatible w1th IPM, or contains a reference to a body part
not presey h =e messa he-inva ] . )

invalid-assembly-instructions MS-EXTENSION ::=
BodyPartReferences IDENTIFIED BY id-mst-invalid-assembly-instrucfions |}

The invalid-IPN error shall be reported if the UA submits an IPN concerning a message for which,an IPN hhs already
been sent, except that an RN may be generated for an auto-forwarded IPM where an NRN\indicating [PM-auto-
forwarded has already been sent.

invalid-ipn MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-invalid-ipn }

19.5.5 [Forwarding-request extension

The IPMB-MS provides two methods for incorporating stored IPMs in the)ybody of a submitted IPM. [f a 1994
Applicatipn Context is in use, the IPM assembly instructions extension defined in 19.5.3.1 is used for this pufpose. If a
1988 Appllication Context is in use, the forwarding-request extension defined below is used.

If a 1988] Application Context is in use (see 5.7 of ITU-T Rec, X413 | ISO/IEC 10021-5) then an IPMS[MS shall
support the forwarding-request extension as specified in 8.3.11 of ITU-T Rec. X.413 | ISO/IEC 10021-5. The
IPMS-M§-user may submit an IPM, including Heading cand' Body, using the MS-message-submission| abstract-
operation] and identify by means of the forwarding-request-extension, a message that is already stored in the [PMS-MS
which is tp be combined with the submitted message Body for forwarding to the message's recipient(s).

The subnfjitted message Body and the forwarded meéssage are then combined by inserting the forwarded mepsage as a
Message [body part into the submitted message\Body. The Message body part becomes the last body pprt of the
submitted message Body.

19.5.6 |Delete extensions

The IPM$-MS-user may make use,of-the delete-extensions parameter of the Delete abstract-operation (see [8.2.4.1 of
ITU-T Rde. X.413 | ISO/IEC 10021-5) to prevent the generation of an NRN when an IPM is deleted, as defingd in 19.4.
The prevgnt-NRN-generation(extension is defined as follows:

prevent -nrn-genheration MS-EXTENSION ::= {
NULE-\IDENTIFIED BY id-mst-prevent-nrn-generation }

NOTE|- This may-b€ used to prevent the automatic generation of NRNs where a UA implementation itself generates WRNs.

19.6

As describedin ce—XH anMS—matntatns—and-provides—aceess o—certatiatiributes of
each information object it holds An attribute comprlses a type and dependlng upon the type, one or more values.

Attributes that may assume several values simultaneously (all pertaining to one object) are termed multi-valued, those
that may assume just one value, single-valued. Some attributes pertain to information objects of all kinds; others only to
those of certain kinds (e.g., those of section two).

IPMS*MS Attributes

This clause defines the MS attributes specific to Interpersonal Messaging. Each IPMS-MS attribute is defined as an
instance of the ATTRIBUTE information object class (see 6.3.3.3 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

All the IPMS-MS attributes defined in this Specification, except those corresponding to Extended body part types
(which cannot be enumerated; see 19.6.3.3), are listed alphabetically, for reference, in the first column of Table 5
in 19.6.7. Table 3 indicates their presence in IPM, NRN, RN and ON entries of the Stored-message, Submission-log,
and Delivery-log entry-classes of the MS. For entries of the Submission-log and Delivery-log entry-classes the Body
attributes (see 19.6.3) shall not be present. Table 3 also indicates whether the attribute is single-valued or multi-valued,
and whether it is available for retrieval by the List and Summarize abstract-operations. Rules for the presence and
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maintenance of general-attributes in the IPMS-MS are defined in 19.2 and 19.3. No requirements are placed on the
IPMS-MS-user for the support of any of the IPMS-MS attributes.

Where a delivery report contains returned content, the child-entry so created shall possess the attributes indicated for an
IPM, NRN, RN or ON as appropriate. Where an NRN contains a returned IPM, the child-entry so created shall possess
the attributes indicated for an IPM. Where an IPM (whether submitted, delivered, in the returned content of a delivery
report, or present in an NRN), contains a Message body part, the child-entry so created shall possess the attributes
indicated for an IPM. Where an IPM (whether submitted, delivered, in the returned content of a delivery report, or
present in an NRN), contains a Report body part which contains returned content, the report child-entry shall itself have
a returned content child-entry which shall possess the attributes indicated for an IPM, NRN, RN or ON as appropriate.
Where an IPM (whether submitted, delivered, in the returned content of a delivery report, or present in an NRN),
contains a Notification body part, the child-entry so created shall possess the attributes indicated for an IPN; where the
IPN is an NRN which contains a returned IPM, the notification child-entry shall itself have a returned IPM child-entry
which shall possess the attributes indicated for an IPM. Where an IPM (whether submitted, delivered, in the returned
content of-a—deliveryreport-orpresenttranrNRN)—eontainsaForwarded-Content-bodypartwhieh-eeontaiys an [PM

(which is [not encrypted), the child-entry so created shall possess the attributes indicated for an IPM.

Table 3 dpplies to all entries except those of the Auto-action-log entry-class. There are no IPMS+specific|attributes
defined fgr the Auto-action-log entry-class. See 5.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5 for-an elaboration of the
table's legend.

Table 3 — Summary of IPMS-specific common attributes

Attribute S'M Support Presence
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Table 3 — Summary of IPMS-specific common attributes (continued)
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Table 3 — Summary of IPMS-specific common attributes (concluded)

Attribute S/M Support Presence

A% Sm DI SI |IPM NRN RN ON L S
Teletex Data M o - - C - - - N N
Teletex Parameters M o - - C - - - N N
This IPM S M M M P - - - Y N
Videotex Body Parts M o - - C - - - N N
Videotex Data M ¢ - - C - - - N N
Videotex Parameters M (0] - - C - - - N N
Legend:
SMV Single/multi valued
Support Support level by IPMS-MS
Sm for Stored-message entry-class
Dl for Delivery-log entry-class
S1 for Submission-log entry-class
Presence Presence in each IPM-entry-type
L Available for List, Alert
S Available for Summarize

*

Not defined for 1988 Application Contexts

Table 4 indicates the presence of the correlation attributes (see 19.6.5) in IPM entries of the Stored-mepsage and

Message-
attributes

19.6.1

Some attifibutes summarize an Interpersonal Messaging information object. These attributes are defined and

below.

19.6.1.1
The IPM

This attripute may asstme any one of the following values:

shall not be present in entries representing IPNss.

Summary Attributes

[IPM Entry Type
Entry Type attribute identifies an inform@ation object's type.
ipm-entry-type ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX IPMEntryType,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-sat-ipm-entry-type }
IPMEntryType ::= ENUMERATED {
ipm (0),
rn (1),
nrn (2),
on (3)}

a) jpnr-*The information object is an IPM.

b){/ #n: The information object is an RN.

¢) nrn: The information object 1s an NRN.

d) on: The information object is an ON.

og entry-classes. None of the attributes listed in Table 4 are defined for 1988 Application Contekts. These

described

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a message whose content is an IPM or IPN.
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Table 4 — Summary of IPMS-specific correlation attributes

Presence in
. S'M
Attribute vV Sup Del Sub PN L S
IPM IPM
AC Correlated Delivered IPNs M (0] - C - Y N
AC Correlated Delivered Replies M (0] - C - Y N
AC Delivered IPN Summary M o - C - Y Y
AC Delivered Replies Summary M o - C - Y Y
AL TOorwardcd Irivls VI |9 C C — X IN
AC Forwarding IPMs M o C C - Y N
AC IPM Recipients M o C - Y N
AC Obsoleted IPMs M (¢} C C - Y N
AC Obsoleting IPMs M o C C - Y N
AC Related IPMs M o C C - Y N
AC Relating [PMs M o C C — Y N
AC Replied-to IPM M o C (€ - Y N
AC Replying IPMs M o C C - Y N
AC Subject IPM S 0] - - C Y N
AC Submitted IPN Status S (0] C - - Y Y
AC Submitted IPNs S o C - - Y N
AC Submitted Reply Status S 0} C - - Y Y
Recipient Category S Q C - - Y N
Revised Reply Time S O C - - Y N
Legend:
SMV Single/multi valued
Sup Support level by IPMS-MS
Del IPM Presence in delivered IPM
Sub IPM Presence in submitted [PM
IPN Presence in IPN
L Available for List
S Available for Sufnmarize
19.6.1.2 [IPM Synopsis
The IPM|Synopsis attribute-gives the structure, characteristics, size, and processing status of an IPM at the granularity
of individual body parts.
ipm-synopgis’ ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSynopsis,
NUMERATION single-valued,
ID id-sat-ipm-synopsis }
The synopsis*of an IPM comprises a synopsis of each of its body parts. The synopses appear in the order in [which the

body parts appear.
IPMSynopsis ::= SEQUENCE OF BodyPartSynopsis

The synopsis of a body part takes one of two forms depending upon whether the body part is of type Message. This
enables the synopsis of a forwarding IPM to encompass the body parts of each forwarded IPM (recursively), as well as
those of the forwarding IPM itself.

BodyPartSynopsis ::= CHOICE {
message [0] MessageBodyPartSynopsis,
non-message [1] NonMessageBodyPartSynopsis}

MessageBodyPartSynopsis ::= SEQUENCE {
number [0] SequenceNumber,
synopsis [1] IPMSynopsis}
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NonMessageBodyPartSynopsis ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
parameters [1] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
size [2] INTEGER,
processed [3] BOOLEAN DEFAULT FALSE}

The synopsis of a Message body part has the following components:

a) Number (M): The sequence-number that the IPMS-MS assigns to the entry that the Message body part
represents.

b) Synopsis (M): The synopsis of the IPM that forms the content of the message that the body part
represents.

The synopsis of a body part of type other than Message has the following components. For the purposes of this
synopsis, the body part is considered to be of type Extended, whether or not it was so conveyed to the IPMS-MS (see
7.4 for definitions of Extended body part types equivalent to the basic body part types):

a) Type (M): The body part's Extended type, i.e., the &id field of the body part's Data comppnent. An
Object Identifier.

b) Parameters (C): The body part's format and control parameters, i.e., the body. part's Harameters
component. An instance of TYPE-IDENTIFIER. This conditional component shall be presdnt if, and
only if, a Parameters component is defined for this type of body part.

c) Size (M): The size in octets of the encoding of the Encoding componént-of the body part's Data
component when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC'8825-1 are followed. If those
rules permit several (e.g., both primitive and constructed) encodings‘\of the component, the|size may
reflect any one of them. An Integer.

d) Processed (D false): An indication of whether or not the body\part (as a single attribute o1 the Data
component only) has been conveyed to the UA by means of the’IPMS-MS's Fetch abstract opgration, or
has been processed by an auto-action whose definition cayses the body part to become processed. A
Boolean.

An IPMSIMS that supports this attribute shall maintain it for an 9nformation object that it holds (and the M¢ssage-log
entry for Juch an object) if, and only if| that object is a message.whose content is an IPM.

NOTE|- As a consequence of its variability, the value of the Size component should be considered only an estimate pf the body

part's s[;e
19.6.1.3 [Body Parts Summary

The Body Parts Summary attribute, which is multi-valued, provides a summary of the body parts present ih an IPM.
One valu¢ of body-part-descriptor shall be present for each body part present in the IPM. Body-part-descriptors shall
appear in the same order in the attribute as-body parts appear in the IPM.

body-parts-summary ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX BodyPartDescriptor,
NUMERATION multi-valued,
ID id-sat-body-parts-summary }
BodyPartDescriptior ::= SEQUENCE {
data [0] OBJECT IDENTIFIER,
pafameters [1] OBJECT IDENTIFIER OPTIONAL,
this-child-entry [2] SequenceNumber OPTIONAL,
position [3] INTEGER,
size [4] INTEGER,
processed [5] BOOLEAN DEFAULT FALSE }

For the arposc of—thts summary; ‘uud_y paﬁo arc—constdered—to—be—of typb EAt\,udud, whether—or—not ﬂlb] Wwere So
conveyed to the IPMS-MS. See 7.4 for definitions of the Extended body part types equivalent to the basic body part
types.

The body-part-descriptor has the following components:

a) Data (M): The body part's Extended type, i.e. the &id field of the body part's Data component (see
19.6.3.3). This Object Identifier identifies the attribute generated for the Data component of the body
part.

b) Parameters (C): The Extended type of the body part's Parameters, i.e. the &id field of the body part's
Parameters component (see 19.6.3.3). This Object Identifier identifies the attribute generated for the
Parameters component of the body part. This conditional component shall be present if, and only if, a
Parameters component is defined for this type of body part.

ITU-T Rec. X.420 (06/1999) 65


https://iecnorm.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/IEC

NOTE

10021-7:2003 (E)

¢) This-child-entry (C): Identifies the sequence-number of the child-entry that constitutes this body part.
This shall be present for body part types for which child-entries are generated (e.g., Message body parts).

d) Position (M): Indicates the position of this body part within the sequence of values that constitutes the
Extended Body Part attributes (Data and Parameters) for this Extended body part type.

e) Size (M): The size in octets of the encoding of the Encoding component of the body part's Data
component when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825-1 are followed. If those
rules permit several (e.g., both primitive and constructed) encodings of the component, the size may
reflect any one of them. An Integer.

f)  Processed (D false): An indication of whether the body part (as a single attribute or the Data component
only) has been conveyed to the UA by means of the IPMS-MS's Fetch abstract-operation, or has been
processed by an auto-action whose definition causes the body part to become processed. A Boolean.

1 — As a consequence of its variability, the value of the Size component should be considered only an estimate of the body

part's size.

NOTE

2 — This attribute may be used in preference to the IPM Synopsis attribute where the IPM comprises many recufsive levels

of forwarded IPM, or where the Parameters components are large, or where a summary of only a single body part.is)reguired.

An IPMS
entry for
this attrib

19.6.1.4
The IPM

LMS that supports this attribute shall maintain it for an information object that it holds (and(the M¢ssage-log
such an object) if, and only if, that object is a message whose content is an IPM. An [PMS-MS thalt supports
1te shall also support the IPM Synopsis attribute.

IPM Auto-discarded

Auto-discarded attribute may be present in entries of the Delivery-log entry-¢lass, and indicates whether the

corresponding entry of the Delivery entry-class was deleted as a result of the performance of the IPM auto-discard auto-

action.

ipm-auto-discarded ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX BOOLEAN,
EQUALITY MATCHING-RULE booleanMatch,
NUMERATION single-valued,
D id-sat-ipm-auté-discarded }

An IPMS-MS that supports this attribute shall maintain it foran information object if, and only if, that gbject is a

Delivery-

auto-actign.

19.6.1.5

og entry corresponding to a delivered IPM which was deleted by the performance of the IPM aufto-discard

[Body Part Signature Verification Status

The-Body Part Signature Verification Status.attribute reports the outcome of verification by the IPMS-MS|that body
parts of g delivered IPM have not been modified in the MTS, if the IPMS-MS has the capability to perform such

verificati

indicatior] implies trust in the IPMS-MS;

The signafure §tatus values are defined in 11.2.77 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

19.6.2

n and a signature of the body art was present in the IPM. It is generated by the IPMS-MS. Trpst in this

body-part-signature-verification-status ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX BodyPartSignatureVerification,

NUMERATION single-valued,

ID id-hat-body-part-signature-verification-statug }
BodyPartSignatureVerification ::= SET OF SET

body=part-sequence-number BodyPartNumber,

body-part-signature SignatureStatus }

dinc Attributac

i g7 et routCy

Some attributes are derived from the Heading of an [PM. These attributes are defined and described below.

19.6.2.1

Heading
The Heading attribute is the (entire) Heading of an IPM.
heading ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Heading,
NUMERATION single-valued,
1D id-hat-heading }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds if, and only if, that
object is a message whose content is an [PM.
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19.6.2.2 Heading Analyses

Some attributes have as their values OR-descriptors selected after analysis of the Heading. They identify the "primary",
"copy", "blind copy", and "circulation list" recipients of an IPM of whom an RN, NRN, or reply is requested.

An IPMS
Message-

rn-requestors ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

D id-hat-rn-requestors }
nrn-requestors ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

ID id-hat-nrn-requestors }
reply-requestors ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

ID id-hat-reply-requestors }

-MS that supports one of these attributes shall maintain it for an information object that it hold:
og entry for such an object) if, and only if, that object is a delivered message whosergontent is an I}

Heading fequests, of at least one user or DL, an RN, NRN, or reply, respectively. It shallmaintain one attril

for every
Notificati
second),

shall be t}

Note

recipient specifier in the IPM's Primary, Copy, Blind Copy, or Circulation\[:ist Recipients fig
bn-requests component includes the value rn (in the case of the first attribyte) or nrn (in the ¢
r whose Reply-requested component signifies that a reply is requested.(ifi,the case of the third).

e recipient specifier's Recipient component.

These attributes exist for historical reasons, predating those defined to suppert [IPM auto-correlation.

19.6.2.3 [Heading Fields

Some attr|

(and the
M whose
ute value
1d whose
ise of the
The value

butes bear the names of heading fields and have those fields as their values.
this-ipm ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX ThisIPMEField,

EQUALITY MATCHING-RULE iPMIdentifierMatch,

NUMERATION singde-valued,

D id-hat-this-ipm }
originator ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorField,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |

oRDescriptorSubstringElementsMatch |
ORDescriptorSingleElementMatch, ...},

NUMERATION single-valued,

D id-hat-originator }
replied-to-IPM ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX RepliedToIPMField,

EQUALITY/MATCHING-RULE iPMIdentifierMatch,

NUMERATTION single-valued,

ID id-hat-replied-to-IPM }
subject \ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SubjectField,

EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

AILIMLI O AT AL 3 i 1 <l

NUMERATFON strgte—veatued;

ID id-hat-subject }
expiry-time ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX ExpiryTimeField,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

ID id-hat-expiry-time }
reply-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReplyTimeField,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

D id-hat-reply-time }
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importance ATTRIBUTE {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
ID

sensitivity ATTRIBUTE {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE

ImportanceField,
integerMatch,
integerOrderingMatch,
single-valued,
id-hat-importance }

SensitivityField,
integerMatch,
integerOrderingMatch,

-- not defined for 1988 Application Contexts

-- not defined for 1988 Application Contexts

NUMERATION single-valued,

D id-hat-sensitivity }

auto-forwarded ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoForwardedField,

EQUALITY MATCHING-RULE booleanMatch,

NUMERATION single-valued,

=== +d—heot—avto—forwarded—

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it hold$ (and the

Message-|og entry for such an object) if, and only if, that object is a message whose content is an IPM\whos¢ Heading

contains the field whose name the attribute bears.

19.6.2.4 |[Heading Sub-fields

Some attrjbutes bear the names of heading fields and have sub-fields of those fields as their'values.
authorizing-users ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AuthorizingUsersSubfield,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementgMatich |
oRDescriptorSubstrifigElementsMatch |
ORDescriptorSingleéElementMatch, ...},

NUMERATION multi-valued,

ID id-hat-authorizdng-users }

primary-recipients ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX PrimaryRedipientsSubfield,

EQUALITY MATCHING-RULE recipientSpecifierMatch,

OTHER MATCHING-RULES {recipientSpecifierElementsMatch |
regipientSpecifierSubstringElementsMatch |
reelpientSpecifierSingleElementMatch, .

NUMERATION multi-valued,

ID id-hat-primary-recipients }

copy-recipients ATTRIBUTE ::=-(

WITH ATTRIBUTE-SYNTAX CopyRecipientsSubfield,

EQUALITY MATCHING-RULE recipientSpecifierMatch,

OTHER MATCHING-RULES {recipientSpecifierElementsMatch |
recipientSpecifierSubstringElementsMatch |
recipientSpecifierSingleElementMatch, ...},

NUMERATION multi-valued,

D id-hat-copy-recipients }

blind-copy-recipients ATTRIBUTE =

WITH ATTRIBUTE-SYNTAX BlindCopyRecipientsSubfield,

EQUALITY MATCHING-RULE recipientSpecifierMatch,

@THER MATCHING-RULES {recipientSpecifierElementsMatch |
recipientSpecifierSubstringElementsMatch |
recipientSpecifierSingleElementMatch, .

NUMERATION multi-valued,

ID id-hat-blind-copy-recipients }

NOTE - If the blind-copy-recipients envelope field is present then the heading field of the same name will be
absent, and this attribute contains subfields of the envelope field as its values.
obsoleted-IPMs ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ObsoletedIPMsSubfield,

EQUALITY MATCHING-RULE iPMIdentifierMatch,

NUMERATION multi-valued,

D id-hat-obsoleted-IPMs }

related-IPMs ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX RelatedIPMsSubfield,

EQUALITY MATCHING-RULE iPMIdentifierMatch,

NUMERATION multi-valued,

ID id-hat-related-IPMs }
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reply-recipients ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
OTHER MATCHING-RULES

NUMERATION
1D

ISO/IEC 10021-7:2003 (E)

ReplyRecipientsSubfield,
oRDescriptorMatch,
{oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch, ...},

multi-valued,

id-hat-reply-recipients }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an [PM whose Heading
contains the field whose name the attribute bears. It shall maintain one attribute value for each sub-field.

19.6.2.5 Heading Extensions

Some attributes bear the names of heading extensions and have as their values the values of those extensions or a part

thereof.

incomplete-copy ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
NUMERATION

ID

languages ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
SUBSTRINGS MATCHING-RULE
Contexts
NUMERATION
ID

auto-submitted ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

body-part-signatures ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
NUMERATION

ID

ipm-security-label ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
NUMERATION
1D

body-part-security-label
WITH ATTRIBUTE-SYNTAX
NUMERATION

ID

authorization-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERTNG MATCHING-RULE

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE

OQTUED _MATCOIITNC _DIIT TG

ATTRIBUTE ::= {

NUMERATION single-valued,
ID id-hat-authorization-time }
circulation-list-recipients ATTRIBUTE ::= {

IncompleteCopy,
single-valued, -- An equality match is specifiedsfor 1988
-- Application Contexts --

id-hat-incomplete-copy }

Language,
mSStringMatch,
mSSubstringsMatch, -- Not defiried for 1988 Applicatid

S

multi-valued,
id-hat-languages }

AutoSubmitted,
integerMatch,
single-valueds
id-hat-auto~gubmitted }

BodyParf&'Signatures,
singleyvalued,
id-hat<body-part-signatures }

§

IPMSecuritylLabel,
single-valued,
id-hat-ipm-security-label }

BodyPartSecurityLabel,
multi-valued,
id-hat-body-part-security-label }

AuthorizationTime,
generalizedTimeMatch,
generalizedTimeOrderingMatch,

CirculationMember,

circulationMemberMatch,
nMemberElementcMateh |

el xroulatd

NUMERATION
ID

distribution-codes ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

extended-subject ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
SUBSTRINGS MATCHING-RULE
NUMERATION
ID

1
circulationMemberSubstringElementsMatch |

circulationMemberSingleElementMatch |
circulationMemberCheckmarkMatch, ... },
multi-valued,
id-hat-circulation-list-recipients }

{

DistributionCode,
distributionCodeMatch,
multi-valued,
id-hat-distribution-codes }

ExtendedSubject,
mSStringMatch,
mSSubstringsMatch,
single-valued,
id-hat-extended-subject }
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information-category ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX InformationCategory,

EQUALITY MATCHING-RULE informationCategoryMatch,

NUMERATION multi-valued,

ID id-hat-information-category }
manual-handling-instructions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ManualHandlingInstruction,

EQUALITY MATCHING-RULE mSStringMatch,

NUMERATION multi-valued,

ID id-hat-manual-handling-instructions }
originators-reference ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorsReference,

EQUALITY MATCHING-RULE mSStringMatch,

NUMERATION single-valued,

ID id-hat-originators-reference }
precedence-policy-identifier ATTRIBUTE ;.= {

WITH ATTRIBUTE-SYNTAX PrecedencePolicyIdentifier,

EQUALITY MATCHING-RULE objectIdentifierMatch,

NUMERATION single-valued,

ID id-hat-precedence-policy-id }

-MS that supports one of these attributes shall maintain it for an information object, that it hold:
og entry for such an object) if, and only if, that object is a message whose content-is|an [PM whos
he extension whose name the attribute bears.

e of the Languages attribute, the IPMS-MS shall maintain one attribute valu¢ for each language the

— Each value of Languages comprises a language code, followed optionally by a\country code. The Language

1 country code; see A.1.2.

-user and has as its value the values of that recipient éxtension.

precedence ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Precedence,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
D Jd-hat-precedence }

such an object) if, and only if, that object is a delivered-message whose content is an IPM whos

whose name the attribute bears.

(and the
p Heading

extension

attribute's

hgs matching rule may be used to select values of a given language codesyregardless of the presence, or vhlue of the

bute bears the name of a recipient extension contained” in the recipient-specifier which idenftifies this

LMS that supports this attributes shall’'maintain it for an information object that it holds (and the M¢ssage-log

b Heading

W recipient-specifier which identifies this IPMS-MS-user, and that recipient-specifier contains thd recipient

essing are

Some attrjbutes bear the names of extensions that are logically part of the IPM, but to facilitate efficient prog
envelope pxtensions, and have as their values the values of those extensions or a part thereof.
body-partencryption-token ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX BodyPartTokens,
NUMERATION single-valued,
ID id-hat-body-part-encryption-token }
forwarded-content-token ATTRIRBUTE . . — {
WITH ATTRIBUTE-SYNTAX ForwardedContentToken,
NUMERATION single-valued,
ID id-hat-forwarded-content-token }
forwarding-token ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageToken,
NUMERATION single-valued,
ID id-hat-forwarding-token }

An IPMS-MS that supports the Forwarded Content Token attribute shall maintain it for an information object that it
holds (and the Message-log entry for such an object) if that object is a message whose content is an IPM whose Body
contains a Forwarded Content. An IPMS-MS that supports the Forwarding Token attribute shall maintain it for an
information object that it holds if, and only if, that object is a child-entry which represents a Forwarded Content body
part, where that content originally had an associated message-token containing encrypted-data.
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Body Attributes

Some attributes are derived from the Body of an IPM. These attributes are defined and described below.

NOTE — The attributes defined in 19.6.3.4, 19.6.3.5, and 19.6.3.6 exist for historical reasons. When using a 1994 Application
Context only the Extended body parts attributes should be used.

19.6.3.1 Body
The Body attribute is the (entire) Body of an IPM.

body ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Body,
NUMERATION single-valued,
D id-bat-body }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds if, and only if, that

object is a message whose content is an [PM.

19.6.3.2

The Exte
purposes
Were so ¢

An IPMS
object is
attribute v

NOTE
for the

19.6.3.3 |[Extended Body Parts

Some attr]
of type th
ITU-T R4
of type EJ

To each H
that is thq
The contd
that Data
IDENTIF
attribute

componeit.

Where a
from the
attribute
componet

nded Body Part Types attribute identifies the Extended body part types represented in an IPM
pf this attribute, all body parts of an IPM are considered to be of type Extended regardless of wh
pnveyed to the IPMS-MS.

xtended Body Part Types

extended-body-part-types ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,
ID id-bat-extended-body-partstypes }

-MS that supports this attribute shall maintain it for an information-pbject that it holds if, and or
A message whose content is an IPM whose Body contains oné& or more body parts. It shall ma
alue for every type of body part present. The value shall denote the type as specified in 7.3.2.

— Each value of this attribute identifies both an Extended body parttype represented in the IPM and the attribut
Data component(s) of the body part(s) of that body part type, ds/spécified in 19.6.3.3.

butes, unnamed, have as their values the value«components of the Sequence type associated with thg
at constitutes the Data (and Parameters) components of Extended body parts. See 7.3.2 above, a
c. X.681 | ISO/IEC 8824-2. For the purpases of these attributes, all body parts of an IPM are consid
Ltended regardless of whether they weres0 conveyed to the IPMS-MS; see 19.3, item (b).

xtended body part type there corresponds two attributes. The first attribute is denoted by the Object
&id field of the TYPE-IDENTIFIER object that constitutes the Data component of a body part off
nt of this first attribute is the walue component of the Sequence type associated with the instance-g

[. For the
ether they

ly if, that
ntain one

P generated

instance-
nd C.7 of
ered to be

Identifier
that type.
f type for

component. The second‘attribute is denoted by the Object Identifier that is the &id field of txe TYPE-

[ER object that constitutes the Parameters component of a body part of that type. The content of t
s the value component of the Sequence type associated with the instance-of type for that H

Parameters €ype is defined for an Extended body part type, the sequence of values in the attribute
Data comiponents of body parts of that Extended body part type corresponds to the sequence of val
benerated” from the Parameters components of the same body parts. Thus the value created for
it of ‘a“body part occupies the same position in the first attribute as the value created for the H

componeift occupies in the second attribute.

is second
arameters

generated
ues in the

the Data
arameters

An IPMS-MS that supports one of these body parts shall maintain the first attribute, and, if defined, the second attribute,
for an information object that it holds if, and only if, that object is a message whose content is an IPM whose Body
contains one or more body parts of the type that corresponds to that attribute. It shall maintain one value of the first
attribute, and, if defined, the second attribute for each such body part. The order of values shall reflect the order of
appearance of body parts of that type in the [PM.

The Data and Parameters attributes of Extended body parts may be derived from the following parameterized object
assignments:

extended-body-part-data-attribute{EXTENDED-BODY-PART-TYPE:ebpt} ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT ebpt.&data.&Type,
NUMERATION multi-valued,
ID ebpt .&data.&id }

ITU-T Rec. X.420 (06/1999)

71


https://iecnorm.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/IEC

10021-7:2003 (E)
extended-body-part-parameters-attribute{EXTENDED-BODY-PART-TYPE:ebpt} ATTRIBUTE
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT ebpt.&parameters.&Type,
NUMERATION multi-valued,
D ebpt . &parameters.&id }

NOTE 1 — In editions of this Specification published before 1994, the Parameters and Data attributes of extended body parts were
derived from Externals. When the single-ASN1-type encoding alternative of the External is used, the value of the encoding of an
External is identical with that of Type-Identifier. However, the IPMS-MS may generate Parameters and Data attributes whose
ATTRIBUTE-SYNTAX also supports the octet-aligned encoding alternative. The following associated types indicate the
ATTRIBUTE-SYNTAX of the Parameters and Data attributes respectively, that may be generated by the IPMS-MS, and should
be anticipated by the IPMS-MS-user:

The consl’aint specified in 7.3.2 on the choice of encoding applies.

EXAMPI

For exam

This is eq|

The Data
follows:

This is eq

NOTE
enume

NOTE

19.6.3.4

Some attr|

NOTE
body p

in the Etry representing an IPM.

T

CHOICE (
single-ASN1l-type [0] EXPLICIT ebpt.&parameters.&Type,
octet-aligned [1] IMPLICIT OCTET STRING }
CHOICE (
single-ASN1l-type [0] EXPLICIT ebpt.&data.&Type,
=t £ 'I-:;H = [11 IMDI TOTT Acmom OmD TR }

ES
ble, the Data attribute for the IAS Text Extended body part type may be derived as follows:

ia5-text-extended-data-attribute ATTRIBUTE ::=

extended-body-part-data-attribute {ia5-text-body-part}

nivalent to the following assignment:
ia5-text-extended-data-attribute ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT IAS5TextData,
NUMERATION multi-valued,
D id-et-ia5-text J}

attribute for the 'Simple Spreadsheet' Extended body partdype used as an example in 7.3.1 may be

simple-spreadsheet-extended-data-attribute JATTRIBUTE ::=

extended-body-part-data-attribute {simple-spreadsheet-body-part}

pivalent to the following assignment:
simple-spreadsheet-extended-data-attribute ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT OCTET STRING,
NUMERATION multi-valued,
D {local-object-identifier 1} }

1 — The Extended body parts~attributes cannot be enumerated because the Extended body part types ca
ated.

2 — The Extended Body<Part Types attribute (see 19.6.3.2) indicates the types of the Extended body part attriby

asic Body Parts

butes bear-the names of basic body part types and have, with one exception, such body parts as thei

— The attributes defined below exist for historical reasons. When using a 1994 Application Context, only the
arts aftributes of 19.6.3.3 should be used.

lerived as

inot be so

tes present

values.
Extended)

An IPMS

-MS  holds each forwarded IPM (i.e., each Message body part) as an information object in its

wn right,

separate from the forwarding IPM. That information object is a message whose content is an IPM. The Message Body
Parts attribute below has as its values the sequence-numbers the IPMS-MS assigns to those messages.

72

ia5-text-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IASTextBodyPart,

NUMERATION multi-valued,

ID id-bat-ia5-text-body-parts }
g3-facsimile-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G3FacsimileBodyPart,

NUMERATION multi-valued,

ID id-bat-g3-facsimile-body-parts }
g4-classl-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G4ClasslBodyPart,

NUMERATION multi-valued,

ID id-bat-g4-classl-body-parts }
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teletex-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX TeletexBodyPart,

NUMERATION multi-valued,

D id-bat-teletex-body-parts }
videotex-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexBodyPart,

NUMERATION multi-valued,

ID id-bat-videotex-body-parts }
encrypted-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedBodyPart,

NUMERATION multi-valued,

ID id-bat-encrypted-body-parts }
message-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SequenceNumber,

NUMERATION multi-valued,

1D id-bat-message-bodv-parts }
mixed-mode-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MixedModeBodyPart,

NUMERATION multi-valued,

ID id-bat-mixed-mode-body-parts }
bilaterally-defined-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX BilaterallyDefinedBodyPart,

NUMERATION multi-valued,

ID id-bat-bilaterally-defined-body-parts }
mationally-defined-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX NationallyDefinedBodyPanb,

NUMERATION multi-valued,

ID id-bat-nationally-defin€d-body-parts }

An IPMSIMS that supports one of these attributes shall maintain it for an iiformation object that it holds if, apd only if,
that objedt is a message whose content is an [IPM whose Body containg,one or more body parts of the type wiiose name
the attribyite bears. It shall maintain one attribute value for each such body part. The order of values shall feflect the
order of appearance of body parts of that type in the [PM.

19.6.3.5 |[Basic Body Part Parameters Components

Some attrjbutes bear the names of basic body part typessand have the Parameters components of such body pafts as their
values.

NOTE[- The attributes defined below exist for historical reasons. When using a 1994 Application Context, only the [Extended)
body phrts attributes of 19.6.3.3 should be used.

ia5-text-parameters ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IASTextParameters,

NUMERATION multi-valued,

ID id-bat-ia5-text-parameters }
g3-facsimile-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G3FacsimileParameters,

NUMERATIQN multi-valued,

ID id-bat-g3-facsimile-parameters }
teletex-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX TeletexParameters,

NUMERATION multi-valued,

ID id-bat-teletex-parameters }
videotex-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexParameters,

NUMERATION multi-valued,

ID id-bat-videotex-parameters }
encrypted-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedParameters,

NUMERATION multi-valued,

ID id-bat-encrypted-parameters }
message-parameters ATTRIBUTE = {

WITH ATTRIBUTE-SYNTAX MessageParameters,

NUMERATION multi-valued,

ID id-bat-message-parameters }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds if, and only if,
that object is a message whose content is an IPM whose Body contains one or more body parts of the type whose name
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the attribute bears. It shall maintain one attribute value for each such body part. The order of values shall reflect the
order of appearance of body parts of that type in the [PM.

19.6.3.6 Basic Body Part Data Components

Some attributes bear the names of basic body part types and have the Data components of such body parts as their
values.

NOTE — The attributes defined below exist for historical reasons. When using a 1994 Application Context, only the (Extended)
body parts attributes of 19.6.3.3 should be used.

ia5-text-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IASTextData,

NUMERATION multi-valued,

D id-bat-ia5-text-data }
g3-facsimile-data ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX G3FacsimileData

NUMERATION multi-valued,

D id-bat-g3-facsimile-data }
teletex-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX TeletexData,

NUMERATION multi-valued,

D id-bat-teletex-data }
videotex-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexData,

NUMERATION multi-valued,

D id-bat-videotex-data }
encrypted-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedData,

NUMERATION multi-valued,

D id-bat-encrypted-data }
message-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageData,

NUMERATION multi-valued,

D id-bat-message-data }

An IPMSIMS that supports one of these attributes shall maintain it for an information object that it holds if, apd only if,
that objeqt is a message whose content is an IPM whose'Body contains one or more body parts of the type wlose name
the attribyite bears. It shall maintain one attribute value for each such body part. The order of values shall feflect the
order of appearance of body parts of that type in thé1PM.

19.6.4 |Notification Attributes
Some attrjbutes are derived from an IPN, (These attributes are defined and described below.

19.6.4.1 |[Common Fields

Some attrjbutes bear the names-0f‘common fields and have those fields as their values.

subject-ipm ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SubjectIPMField,

EQUALITY MATCHING-RULE iPMIdentifierMatch,

NUMERATION single-valued,

ID id-nat-subject-ipm }

ipn-~originator ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPNOriginatorField,

'L_.‘QTT7\T i il MATOLITINCG DRIIT I R cﬂv--; i M i—rﬂr\’

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
ORDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch, ...},

NUMERATION single-valued,

D id-nat-ipn-originator }

ipm-intended-recipient ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IPMIntendedRecipientField,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
ORDescriptorSingleElementMatch, ...},

NUMERATION single-valued,

ID id-nat-ipm-intended-recipient }
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conversion-eits ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MS-EIT,

EQUALITY MATCHING-RULE objectIdentifierMatch,

NUMERATION multi-valued,

ID id-nat-conversion-eits }
notification-extensions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMSExtension {{ NotificationExtensions }},

NUMERATION multi-valued,

ID id-nat-notification-extensions }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an IPN that contains the
field whose name the attribute bears.

19.6.4.2 Non-receipt Fields

S tt'L4 L 1+l £ ratfiald N 1+l £fiald thas 1
ome attribtites-bearthe-names-of non-recetptfieldsand-have-thesefeldsas-thetrvalues:

mon-receipt-reason ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX NonReceiptReasonField,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
D id-nat-non-receipt-reason }
discard-reason ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DiscardReasonField,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-nat-discard-reason }
auto-forward-comment ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AutoForwardCommentField,
EQUALITY MATCHING-RULE mSStringMatch,
SUBSTRINGS MATCHING-RULE mSSubstringsMatch(
NUMERATION single-valued,
ID id-nat-auto-foxward-comment }
returned-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReturnedTPMField,
NUMERATION single-walued,
D id-natdreturned-ipm }
nrn-extensions ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSExtension {{ NRNExtensions }},
NUMERATION multi-valued,
ID id-nat-nrn-extensions }
An IPMS-MS that supports one of these.attributes shall maintain it for an information object that it hold$ (and the
Message-Jog entry for such an object) if;and only if, that object is a message whose content is an NRN that cqntains the
field whofe name the attribute bears. The Returned IPM attribute shall not be present in entries of either the sybmission-
log or deljvery-log.
19.6.4.3 [Receipt Fields
Some attrjbutes bear the names of receipt fields and have those fields as their values.
receipt time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReceiptTimeField,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE UTCTimeOrderingMatch,
NUMERATION single-valued,
B +rert—recetpt—time—

acknowledgment -mode ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX AcknowledgmentModeField,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

ID id-nat-acknowledgment-mode }
suppl-receipt-info ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SupplReceiptInfoField,

EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION single-valued,

ID id-nat-suppl-receipt-info }
rn-extensions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMSExtension {{ RNExtensions }},

NUMERATION multi-valued,

D id-nat-rn-extensions }
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An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an RN that contains the
field whose name the attribute bears.

19.6.4.4

Other Notification Type Fields

The Other Notification Type Fields attribute contains values of the field whose name it bears.

other-notification-type-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSExtension,
NUMERATION multi-valued,
ID id-nat-other-notification-type-fields }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a message whose content is an IPN whose content is an ON.

19.6.5

Some attr|

Some attr

specific t¢ submitted-message entries, and correlate the delivered replies and IPNs received in response to a
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The delet
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entries' crf

An IPMS

Correlation Attril

butes correlate messages which are interrelated in various ways:
a) an [IPM and the IPMs generated in reply;
b) an IPM and the IPNs notifying receipt or non-receipt;

c) an IPM and the IPMs which subsequently forward it, or obsolete it, or are related to it.

ibutes are relevant to all submitted and delivered messages which contain replies, and notifications;

others still are specific to delivered-message entries, and correlate thewréplies and IPNs generat
-user in response to a delivered message. All the Correlation attributeS defined in this clause are gef

-MS. With the exception of AC Forwarded IPMs, all other Correlation attributes defined in this
only to main entries.

on of an entry referred to by one of the correlation attributes‘has no effect on the value of that attriby

Common attributes

butes, common to the entries of both the Submission and Delivery entry-classes (and corresponding
ge-log entry-class), correlate an IPM with the IPMs which indicate in their Heading fields that the)
br are related to it, or are replies to it, or have forwarded it. A further common attribute correlates an
ntry to which it refers.

AC Forwarding IPMs

Forwarding IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM e
resent [IPM as a Message or-Forwarded Content body-part. One value of the attribute shall be gen

arding IPM containing the.message. The attribute values are stored in ascending order of the f
bation times.
ac-forwarding-ipmg ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUANLTY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
1D id-cat-forwarding-ipms }
LM ‘that supports this attribute shall maintain it for an information object that it holds (and the M

entry for

others are
submitted
bd by this
lerated by
Clause are

te.

entries of
render it
IPN with

htries that
erated for
brwarding

pssage-log

uch-an object) if, and only if, that object is a message whose content is an [IPM, which has been the

subject of

forwardin

g by, or on behalf of, this IPMS-MS-user.

19.6.5.1.2 AC Forwarded IPMs

The AC Forwarded IPMs attribute, which is multi-valued, contains the sequence-numbers of the stored IPMs that
correspond to the Message or Forwarded Content body-part that the present child-entry represents. One value of the
attribute shall be generated for each stored IPM that corresponds to the body part that the present entry represents. Each
value indicates the sequence-number of the corresponding IPM. The attribute is absent unless at least one IPM entry
exists that corresponds to the IPM body part that the present entry represents.
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ac-forwarded-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-forwarded-ipms }
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An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a child-entry that represents a Message body part or Forwarded
Content IPM body part that corresponds to at least one IPM present in the [IPMS-MS.

19.6.5.1.3 AC Obsoleting IPMs

The AC Obsoleting IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries that
indicate, by means of their Obsoleted IPMs heading field, that they render obsolete the present IPM. The attribute
values are stored in ascending order of the obsoleting entries' creation times.

ac-obsoleting-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
ID id-cat-obsoleting-ipms }

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and the AM¢ssage-log
entry for uch an object) if, and only if, that object is a message whose content is an IPM, to which at\leas{ one IPM
refers in ifs Obsoleted IPMs heading field.

19.6.5.1.4 AC Obsoleted IPMs

The AC Qbsoleted IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries|identified
by the Olsoleted IPMs heading field of the present IPM. One value of the attribute shall be-generated for each subfield
of the Olfsoleted IPMs heading field. The value sfored indicates the one or more IPM entries identified by a given
subfield. The value absent indicates that no IPM entry corresponds to a given subfi¢ld, The attribute values ar¢ stored in
the same jorder as the corresponding values of the heading field. The attribute isyabsent unless at least one |PM entry
exists thaf is identified by a subfield of the Obsoleted IPMs heading field.

ac-obsoleted-ipms ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMLocation,

OTHER MATCHING-RULES {iPMLocationMat€h, ...},

NUMERATION multi-valuedy

D id-cat-obso¥eted-ipms }
IPMLocation ::= CHOICE ({

stored SET OF SequenceNumber;y

absent NULL,

}

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and the M¢ssage-log
entry for [such an object) if, and only if, that object is a message whose content is an IPM, which identifies in its
Obsoleted IPMs heading field one or more IPMs present in the IPMS-MS.

19.6.5.1.§ AC Relating IPMs

The AC Relating IPMs attribute, ‘which is multi-valued, contains the sequence-numbers of the IPM entfies which
indicate, by means of their Reldted TPMs heading field, that they are related to the present IPM. The attribute values are
stored in gscending order of-therelating entries' creation times.

ac-relating-ipms ATTRIBUTE ::= {
WITHNATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-relating-ipms }

An IPMSSMSthat buppuﬁb this—attributeshatbmamtair it foram mformation U‘chbt thatittotds (aud the—vh ssage-log
entry for such an object) if, and only if, that object is a message whose content is an IPM, to which at least one IPM
refers in its Related IPMs heading field.

19.6.5.1.6 AC Related IPMs

The AC Related IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries identified by
the Related IPMs heading field of the present IPM. One value of the attribute shall be generated for each subfield of the
Related IPMs heading field. The value stored indicates the one or more IPM entries identified by a given subfield. The
value absent indicates that no IPM entry corresponds to a given subfield. The attribute values are stored in the same
order as the corresponding values of the heading field. The attribute is absent unless at least one IPM entry exists that is
identified by a subfield of the Related IPMs heading field.
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ac-related-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMLocation,
OTHER MATCHING-RULES {iPMLocationMatch, . } ,
NUMERATION multi-valued,
ID id-cat-related-ipms }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a message whose content is an IPM, which identifies in its Related
IPMs heading field one or more IPMs present in the [IPMS-MS.

19.6.5.1.7 AC Replied-to IPM

The AC Replied-to IPM attribute, which is multi-valued, contains the sequence-numbers of each instance of the IPM
entry to which the present IPM is a reply.

ac-replied-to-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
ID id-cat-replied-to-ipm }

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and the M¢ssage-log
entry for §uch an object) if, and only if, that object is a message whose content is an IPM, and which contains § Replied-
to IPM h¢ading field. Its value shall be the sequence-number of each entry identified by the)Replied-to IPN heading
field.

19.6.5.1.§ AC Replying IPMs

The AC Replying IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entifies which
indicate, by means of their Replied-to IPM heading field, that they were sent in reply to the present IPM. Thg attribute
values arq stored in ascending order of the replying entries' creation times;,

ac-replying-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumbex/
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOxrdéringMatch,
NUMERATION multi-valaed,
ID id-catrreplying-ipms }

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and the M¢ssage-log
entry for uch an object) if, and only if, that objects-a message whose content is an IPM, and at least one reply to that
IPM has Qeen submitted or delivered.

19.6.5.1.9 AC Subject IPM

The AC Bubject IPM attribute, which\is multi-valued, contains the sequence-numbers of each instance of the IPM
entry to which the present IPN refers.

ac-subject-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY JMATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
ID id-cat-subject-ipm }

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and the M¢ssage-log
entry for [such“an object) if, and only if, that object is a message whose content is an IPN, and whose Supject IPM
common field identifies an IPM entry. Its value shall be the sequence-number of each entry identified by the Subject
IPM common field.

19.6.5.2 Submitted message correlation

Some attributes correlate IPMs submitted by this IPMS-MS-user with the replies and notifications subsequently
delivered in response, and provide a summary of the responses requested and those received.
NOTE - If a non-delivery-report is received concerning an intended recipient of a submitted message then no reply or IPN will

be generated by that recipient. The UA can determine when this applies by examining the MS AC-report-summary attribute and
correlating the recipients identified in the MS Recipient-names and AC IPM Recipients attributes.

For any given entry, the number of values of each of the submitted message correlation attributes, defined below, shall
be the same. The ordering of values in the attributes is aligned, such that all values at a given order position within the
sequence of attribute-values refer to one of the intended recipients of the IPM. The AC IPM Recipients attribute shall be
supported if any of the other attributes defined in 19.6.5.2 are supported.
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19.6.5.2.1 AC IPM Recipients

The AC IPM Recipients attribute, which is multi-valued, contains one value for each distinct Primary, Copy, Blind
Copy, and Circulation List Recipient of the submitted IPM. Where two or more recipient specifiers contain the same
value of OR-name (i.e. the Formal-name component of the Recipient component of recipient specifier) a value is
generated only for the first of these. Fields are inspected in the order Primary, Copy, Blind Copy, and Circulation List
Recipients.

The order of values in this attribute is aligned with the order of values in the other attributes defined in 19.6.5.2.

NOTE - For example, the value containing the OR-descriptor for a given recipient occupies the same position in this attribute as
the position occupied by the value containing the delivered-reply-status for the same recipient in the AC Delivered Replies
Summary attribute.

The initial values of this attribute are drawn from the corresponding recipient specifiers, as determined by the procedure
indicated above.

ac-ipm-recipients ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
ORDescriptorSingleElementMatch, ..pn},

NUMERATION multi-valued,

ID id-cat-ipm-recipients }

An IPMSIMS that supports this attribute shall maintain it for an information object that.it holds (and the subntission-log
entry for puch an object) if, and only if, that object is a submitted message whose eonteént is an IPM. It shal| maintain
one attribute value for each distinct recipient specifier in the IPM's Primary, Copy,“Blind Copy, and Circulation List
Recipientp fields. The values shall be the recipient specifiers' Recipient componénts.

19.6.5.2.2 AC Delivered Replies Summary

The AC Ipelivered Replies Summary attribute, which is multi-valued;decords whether replies have been soligited from
each of the AC IPM Recipients of a submitted IPM and whetherreplies have been received. The initial vallue of the
attribute {s set for each of the AC IPM Recipients according to_whether a reply was requested of that recipient. The
order of vllues in this attribute is aligned with the order of values'in the other attributes defined in 19.6.5.2.

ac-delivered-replies-summary ATTRIBUTE.¢/:=

WITH ATTRIBUTE-SYNTAX DeliveredReplyStatus,

EQUALITY MATCHING-RULE inktegerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,

NUMERATION multi-valued,

ID id-cat-delivered-replies-summary }
DeliveredReplyStatus ::= INTEGER {

no-reply-requested (0) --reply not requested --,

reply-outstanding (1) -- rep& requested -- ,

reply-received (2) }

For each value present in the AC\IPM Recipients attribute, this attribute may assume any one of the following[values:

)  no-reply-requested: No reply was requested of this recipient and none has been received.|This is a
possiblednitial value of the attribute.

b) reply=outstanding: A reply was requested of this recipient and none has been received. This is a possible
initialvalue of the attribute.

c)/ , ¥eply-received: One or more replies originated by this recipient have been received.

An IPMS*MS-that supports-this-attribute strattmmaimta it foram mformmatiomrobject that it hotds (amd-thesubmission-log
entry for such an object) if, and only if, that object is a submitted message whose content is an IPM. It shall maintain
one attribute value for each value of the AC IPM Recipients attribute. The initial values shall reflect the values of the
recipient specifiers' Reply-requested components.

19.6.5.2.3 AC Correlated Delivered Replies

The AC Correlated Delivered Replies attribute, which is multi-valued, identifies the delivered IPMs which were
originated by an intended recipient of a submitted IPM, and which indicate, by means of their Replied-to IPM heading
field, that they were sent in reply to the submitted IPM. The initial value of the attribute is set for each of the AC IPM
Recipients and indicates that no reply has been received. The order of values in this attribute is aligned with the order of
values in the other attributes defined in 19.6.5.2.
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ac-correlated-delivered-replies ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX CorrelatedDeliveredReplies,
NUMERATION multi-valued,
ID id-cat-correlated-delivered-replies }
CorrelatedDeliveredReplies ::= CHOICE {
no-reply-received [0] NULL,
received-replies [1] SEQUENCE OF SequenceNumber }

The components of correlated-delivered-replies have the following meaning:

a) No-reply-received (C): No reply has been received from this intended recipient of the submitted IPM.
This is the initial value of the attribute.

b) Received-replies (C): This identifies the sequence-numbers of the one or more IPMs received by this
IPMS-MS-user in reply to a previously submitted IPM. The sequence-numbers are present in ascending
order of the corresponding entries' creation times.

Each valye of this attribute indicates that no reply has been received, or identifies each delivered-message-erjtry which
contains 3 reply, whose subject is the originally submitted IPM, and whose originator was an intend¢d, ¥qcipient of
the IPM.

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds (and\the submiission-log
entry for puch an object) if, and only if, that object is a submitted message whose content is @n TPM. It shal| maintain
one attribfite value for each value of the AC IPM Recipients attribute. The initial values shall\be n0-reply-recejved.

19.6.5.2.4 AC Delivered IPN Summary

The AC Delivered IPN Summary attribute, which is multi-valued, contains a summary of the IPNs requestpd of, and
generated| by, or on behalf of, the AC IPM Recipients of a submitted message.(The initial values of AC Deliyered IPN
Summary| are set according to the values of the Notification-requests component of each of the IPM Recipient's
recipient ppecifier, and each value is updated as each IPN is received (with the condition that the new value|is greater
than the value it replaces). The order of values in this attribute is alignéd with the order of values in the other attributes
defined i 19.6.5.2.

ac-delivered-ipn-summary ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DeliverediPNStatus,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integewOrderingMatch,
NUMERATION multi-valued,
ID idycat-delivered-ipn-summary }
DeliveredIPNStatus ::= INTEGER {
no-ipn-requested (0),
an-requested (3),
nrn-requested (5),
rn-requested (10),
an-received (13),
ipm-auto-forwarded (15),
ipm-discardéd (20),
rn-received (25) }

For each value present in the AC IPM Recipients attribute, this attribute may assume any one of the following|values:

a)  no-ipnsrequested: No notification-requests were made of this recipient. This is a possible initigl value of
the attribute.

b) an<requested: An advice notification was requested of this recipient, and no such notificatior] has been
received. This is a possible initial value of the attribute.

~+

2a3a _zeacaiaatads a1 at st o at o o c o aactad jaracimiant and o oo notificat: o has been
tHIeqHestea—vo-Teceiprhoticatoi—wasrequesteaor S reeiptentahaho-Suerhotiiecatior

received. This is a possible initial value of the attribute.

d) rn-requested: Receipt notification was requested of this recipient and no such notification has been
received. This is a possible initial value of the attribute.

e) an-received: An advice notification generated by, or on behalf of, this recipient has been received which
contains additional advice concerning receipt of the IPM; see 8.4.

f)  ipm-auto-forwarded: A non-receipt-notification generated by, or on behalf of, this recipient has been
received which indicates that the IPM was auto-forwarded; see 8.2.1.

g) ipm-discarded: A non-receipt-notification generated by, or on behalf of, this recipient has been received
which indicates that the IPM was discarded; see 8.2.1.

h) rn-received: An IPN generated by, or on behalf of, this recipient has been received which confirms the
receipt of the submitted IPM.
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NOTE — A future version of this Specification may specify additional values of AC Delivered IPN Summary for ONs.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the submission-log
entry for such an object) if, and only if, that object is a submitted message whose content is an IPM. It shall maintain
one attribute value for each value of the AC IPM Recipients attribute. The initial values shall reflect the values of the
recipient specifiers' Notification-requests components.

19.6.5.2.5 AC Correlated Delivered IPNs

The AC Correlated Delivered IPNs attribute, which is multi-valued, identifies the delivered IPNs that have been
correlated with each of the AC IPM Recipients of a submitted IPM. The initial value of the attribute is set for each of
the AC IPM Recipients and indicates that no IPNs have been received. The order of values in this attribute is aligned
with the order of values in the other attributes defined in 19.6.5.2.

ac-correlated-delivered-ipns ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX CorrelatedDeliveredIPNs,
NUMERATION multi-valued,
ID id-cat-correlated-delivered-ipns }
CorrelatedDeliveredIPNs ::= CHOICE {
no-ipn-received [0] NULL,
ipns-received [1] SEQUENCE OF SequenceNumber }

The comgonents of correlated-delivered-IPNs have the following meaning:

a) No-IPN-received (C): No IPN has been received from this intended recipientor from an actual recipient
acting on his behalf. This is the initial value of the attribute.

b) IPNs-received (C): This identifies the sequence-numbers of the IPN'entries received from thi$ intended
recipient or the actual recipient acting on his behalf. The sequénce-numbers are present in jascending
order of the corresponding entries' creation times.

Each valye of this attribute indicates that no IPN has been received, or identifies each delivered-message erjtry which
contains gn IPN, whose subject is the originally submitted IPM, and wlhiose originator received the IPM as, orjon behalf
of, an intdnded recipient.

An IPMSIMS that supports this attribute shall maintain it for an\ihformation object that it holds (and the subnfission-log
entry for puch an object) if, and only if, that object is a submitted message whose content is an IPM. It shal| maintain
one attribfite value for each value of the AC IPM Recipients-attribute. The initial values shall be no-IPN-receiyed.

19.6.5.3 | Delivered message correlation

Some attfibutes correlate IPMs delivered to_this IPMS-MS-user with the replying IPMs and IPNs suljsequently
submitted by the IPMS-MS-user, and providé:a-summary of the responses requested and those generated.

19.6.5.3.1 AC Submitted Reply Status

The AC $ubmitted Reply Status attribute indicates whether a reply to a delivered IPM was requested anfl whether
one has bgen sent.

ac-submitted-rdeply-status ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX SubmittedReplyStatus,
EQUALITY MATCHING-RULE integerMatch,
ORBERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-cat-submitted-reply-status }
SubmittedReplyStatus ::= INTEGER {
no-reply-reqguested (0),
no-reply-intended (1),
reply-pending (2),
reply-sent (3) }

This attribute may assume any one of the following values:

a) no-reply-requested: The delivered IPM does not contain a request for this recipient to generate a reply.
This is a possible initial value of the attribute. If the subject recipient specifier of the delivered IPM
cannot be identified, this value is assumed.

b) no-reply-intended: This recipient has determined not to generate a reply to the delivered IPM (regardless
of whether one was requested).

b) reply-pending: The delivered message contains a request for this recipient to generate a reply, or this
recipient has declared an intention to generate a reply. The action is still outstanding. This is a possible
initial value of the attribute.
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c) reply-sent: A reply to the delivered IPM has been generated.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an [PM. The initial value of
the attribute is set in accordance with the reply-requested component of the subject recipient specifier. The attribute is
subject to modification by means of the Modify abstract-operation and the Auto-modify auto-action.

19.6.5.3.2 AC Submitted IPN Status

The AC Submitted IPN Status attribute indicates whether an interpersonal notification for a delivered message was
requested and whether one has been sent.

ac-submitted-ipn-status ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX SubmittedIPNStatus,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NIIMERAT TN =) 3 ﬁ:g-l 1 =i -
D id-cat-submitted-ipn-status }
SubmittedIPNStatus ::= INTEGER{
no-ipn-requested (0),
nrn-requested (5),
nrn-with-ipm-return-requested (10),
rn-requested (15),
rn-with-ipm-return-requested (20),
ipm-auto-forwarded (25),
ipm-discarded (30),
rn-sent (35) }

This attripute may assume any one of the following values:

)  no-ipn-requested: The delivered message contains no notification-requests for this [IPMS-MS-user. This
is a possible initial value of the attribute. If the subject recipient specifier of the delivered IPM|cannot be
identified, this value is assumed.

b) nrn-requested: The delivered message contains a nor-receipt notification request for this IPMSFMS-user.
This is a possible initial value of the attribute.

c) nrn-with-ipm-return-requested: The delivered miessage contains a request for non-receipt nptification
with return of IPM for this IPMS-MS-user, This is a possible initial value of the attribute.

d) rn-requested: The delivered message contains a receipt notification request for this IPMS-MS-user. This
is a possible initial value of the attribute.

e)  rn-with-ipm-return-requested: Thetdelivered message contains a request for receipt notificdtion with
return of IPM in the event of*nen-receipt by this IPMS-MS-user. This is a possible initial value of the
attribute.

) ipm-auto-forwarded: A non-receipt-notification which indicates that the IPM was auto-forwjarded has
been sent; see 8.2.1.

o) ipm-discardedyAsnon-receipt-notification which indicates that the IPM was discarded has been sent;
see 8.2.1.

h) rn-sent. Axeceipt notification has been sent.

NOTE - The specification of additional values of AC Submitted IPN Status for ONs may be the subject of future
standardization.

An IPMS}MS ‘that supports this attribute shall maintain it for an information object that it holds (and the ddlivery-log
entry for $uch/an object) if, and only if, that object is a delivered message whose content is an IPM. The initigl value of
the attribute is set in accordance with Notification-requests component of the subject recipient specifier.

19.6.5.3.3 AC Submitted IPNs

The AC Submitted IPNs attribute, which is multi-valued, identifies the IPNs submitted in response to a delivered IPM.
The IPMS-MS shall record, by means of this attribute, any IPN submitted by the IPMS-MS-user, and any NRN caused
by the invocation of the Delete abstract-operation (see 19.4), or caused as a consequence of auto-actions performed by
the IPMS-MS. The attribute values are stored in ascending order of the IPN entries' creation times.

ac-submitted-ipns ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-submitted-ipns }
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An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an [PM.

19.6.5.3.4 Recipient Category

The Recipient Category attribute indicates the category of recipient (primary, copy, blind copy, or circulation list), if
known, in which this IPMS-MS-user was placed by the originator of a delivered IPM. If this recipient is represented in
more than one category, the attribute assumes the lowest applicable value.

recipient-category ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX RecipientCategory,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-cat-recipient-category }
RecipientCategory ::= INTEGER
primary-recipient (0),
copy-recipient (1),
blind-copy-recipient (2),
category-unknown (3),
circulation-list (4) }

An IPMSIMS that supports this attribute shall maintain it for an information object that it holds\(and the ddlivery-log
entry for guch an object) if, and only if, that object is a delivered message whose content is af IPM.

19.6.5.3.§ Revised Reply Time

The Revised Reply Time attribute enables the IPMS-MS-user to maintain a modified version of the Rgply Time
attribute. [The IPMS-MS-user may generate this attribute using the Modify abstract-operation.

revised-reply-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReplyTimeField,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderimngMatch,
NUMERATION single-valuedy
ID id-cat-reviged-reply-time }

An IPMSIMS that supports this attribute shall maintain it fof an information object that it holds (and the Ddlivery-log
entry for guch an object) if, and only if, that object is a delivered message whose content is an IPM.

19.6.6 [The IPMS-attribute-table information object class

For the IfMS-MS, the members of the IPMS-attribute-table information object set are regarded as objects populating
the Contgnt-specific-attributes information object set defined in 11.3 of ITU-T Rec. X.413 | ISO/IEC 100R1-5. It is
defined a§ follows:
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IPMSAttributeTable ATTRIBUTE ::= {
acknowledgment-mode | authorizing-users | auto-forward-comment |
auto-forwarded | auto-submitted | bilaterally-defined-body-parts |
blind-copy-recipients | body | conversion-eits | copy-recipients |
discard-reason | encrypted-body-parts | encrypted-data | encrypted-parameters |
expiry-time | extended-body-part-types | g3-facsimile-body-parts |
g3-facsimile-data | g3-facsimile-parameters | g4-classl-body-parts | heading |
ia5-text-body-parts | iaS5-text-data | ia5-text-parameters | importance |
incomplete-copy | ipm-entry-type | ipm-intended-recipient | ipm-synopsis |
ipn-originator | languages | message-body-parts | message-data |
message-parameters | mixed-mode-body-parts | nationally-defined-body-parts |
non-receipt-reason | nrn-requestors | obsoleted-IPMs | originator |
primary-recipients | receipt-time | related-IPMs | replied-to-IPM |
reply-recipients | reply-requestors | reply-time | returned-ipm |
rn-requestors | sensitivity | subject | subject-ipm | suppl-receipt-info |
teletex-body-parts | teletex-data | teletex-parameters | this-ipm |
videotex-body-parts | videotex-data | videotex-parameters,

-- 1994 extension additions -- ,

ac-correlated-delivered-ipns | ac-correlated-delivered-replies |
ac-delivered-ipn-summary | ac-delivered-replies-summary | ac-forwarded-}ipms |
ac-forwarding-ipms | ac-ipm-recipients | ac-obsoleted-ipms |
ac-obsoleting-ipms | ac-related-ipms | ac-relating-ipms | ac-repl@ed-to{ipm |
ac-replying-ipms | ac-subject-ipm | ac-submitted-ipn-status |
ac-submitted-ipns | ac-submitted-reply-status | authorizationstime |
body-part-encryption-token | body-part-security-label |
body-part-signature-verification-status | body-part-signatUkes |
body-parts-summary | circulation-list-recipients | distribution-codes |
extended-subject | forwarded-content-token | forwarding-token |
information-category | ipm-auto-discarded | ipm-security-label |
manual-handling-instructions | notification-extensi©ns | nrn-extensions
originators-reference | other-notification-type-fields | precedence |
precedence-policy-identifier | recipient-category )| revised-reply-time
rn-extensions

19.6.7 |Generation of the IPMS-specific Attributes

Table 5 srmmarizes the rules governing the generation of the IPMSsspecific attributes. See 5.4 for a descripfion of the
classificafions used. The definitive rules for the generation of attributes is given in 19.6 and 19.9.

Table 5 — Generation of the IPMS attribute-types

Single/
Attribute-type name multi ~P Source Generation rules
valued

AC Correlated Delivered IPNs M MS A value is generated for each delivered IPN which has peen
correlated with an intended recipient of the submitted [PM.

AC Correlated Delivered Replies M MS A value is generated for each delivered reply which hag been
correlated with an intended recipient of the submitted I[PM.

AC Delivefed IPN Summary M MS Summarizes the notification requests in a submitted IPM,
correlated with the IPNs received. One value is generated for
each of the IPM recipients.

AC Delivefed Replies-Summary M MS Summarizes the reply requests in a submitted IPM, corfelated
with the replies received. One value is generated for eath of the
IPM recipients.

AC Forwarded1PMs M MS The attribute-values are the sequence-numbers of the s{ored
IPMs hat correspond to the body-part that the present child-entry
represents.

AC Forwarding IPMs M MS The attribute-values are the sequence-numbers of the IPMs
which bear the present IPM as a Message body part.

AC IPM Recipients M MS A value is generated for each recipient of the submitted [PM.

AC Obsoleted IPMs M MS A value is generated for each IPM referred to in the Obsoleted
IPMs Heading field of the present IPM.

AC Obsoleting IPMs M MS A value is generated for each IPM which refers to the present
IPM in its Obsoleted IPMs Heading field.

AC Related IPMs M MS A value is generated for each IPM referred to in the Related
IPMs Heading field of the present IPM.

AC Relating IPMs M MS A value is generated for each IPM which refers to the present
IPM in its Related IPMs Heading field.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

AC Replied-to IPM S MS The attribute-value is the sequence-number of the IPM to which
the present IPM refers in its Replied-to IPM Heading field.

AC Replying IPMs M MS The attribute-values are the sequence-numbers of IPMs which
refer to the present IPM in their Replied-to IPM Heading fields.

AC Subject IPM S MS The attribute-value is the sequence-numbers of IPM to which the
present IPM refers in its Subject [IPM common field.

AC Submitted IPN Status S MS The attribute-value is initially set to the value of notification-
reguests-pertaini i - i auto-
correlation.

AC Submifted IPNs M MS The attribute-values are the sequence-numbers ¢f\[PNs|whose
subject IPM is this entry. Assigned by auto-correlation

AC Submifted Reply Status S MS, The attribute-value is initially set to the value of reply-fequested

Mod | pertaining to this IPMS-MS-user. The AlPMS-MS updatgs this
value if the IPMS-MS-user generates«a weply.

Acknowledgment Mode S RN The attribute-value is the value of the Receipt field of the same
name.

Authorizatjon Time S IPM | The attribute-value is the ¥alue of the Heading Extensipn of the
same name.

Authorizing Users M IPM | The attribute-value§ are'the values of the sub-fields of fhe
Heading field of the'Same name. One value is generategl for each
sub-field present.

Auto-forward Comment S NRN | The attributé-value is the value of the Non-receipt field of the
same pame:

Auto-forwarded S IPM The attribute-value is the value of the Heading field of the same
name.

Auto-subnitted S IPM The attribute-value is the value of the Heading Extensipn of the
same name.

Bilaterally|Defined Body Parts M IPM | The attribute-values are the values of the Bilaterally Dg¢fined
basic body parts present in the IPM. One value is genefated for
each such body part.

Blind Copy Recipients M IPM The attribute-values are the values of the sub-fields of the
Envelope field, if present, otherwise of the Heading fie]d of the
same name. One value is generated for each sub-field gresent.

Body S IPM The attribute-value is generated from the Body of the IPM.

Body Part Encryption Token S IPM For a delivered-message main-entry the attribute-valuelis the
value of the Delivery Envelope parameter of the same ame.
For a submitted-message main-entry the attribute-valug
is the value of the Originator-body-part-encryption-tokgn
MS-submission-extension.

For a child-entry the attribute-value is the appropriate thessage-
or-content-body-part component from this attribute-value in its
parent-entry.

Body Part Becutity Label M IPM The attribute-values are the values of the body-part-sedurity-
label sub-fields of the IPM Security Label heading extdnsion
field. One value is generated for each sub-field present.

Body Part Signature Verification Status S MS The attribute-value is generated by the MS when performing
body part signature verification.

Body Part Signatures S IPM The attribute-value is the value of the Heading Extension of the
same name.

Body Part Summary M MS The value is generated for each body part present in the IPM.

Circulation List Recipients M IPM The attribute-values are the values of the Heading Extension of
the same name.

Conversion EITs M RN, The attribute-values are derived from the values of the

ON, Notification common field of the same name.
NRN
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Table 5 — Generation of the IPMS attribute-types (continued)

Attribute-type name

Single/
multi
valued

Source

Generation rules

Copy Recipients

M

IPM

The attribute-values are the values of the sub-fields of the
Heading field of the same name. One value is generated for each
sub-field present.

Discard Reason

NRN

The attribute-value is the value of the Non-receipt field of the
same name.

Distribution Codes

IPM

The attribute-values are the values of the Heading Extension of
the same name.

Encrypted Bedy-Rasrts

f <
LS

1PN

The-attribute-values-are-the-values-ofthe-Enerypted-basic body

parts present in the IPM. One value is generated forreéagh such
body part.

Encrypted Data

IPM

The attribute-values are the values of the Data ¢ompongnts of
the Encrypted basic body parts present in the IPM. Ond value is
generated for each such body part.

Encrypted [Parameters

IPM

The attribute-values are the values of\the Parameters
components of the Encrypted basicbody parts present n the
IPM. One value is generated for'€ach such body part.

Expiry Tinje

IPM

The attribute-value is the yalue/of the Heading field of the same
name.

Extended Body Part Types

IPM

The attribute-values.identify the Extended body part types
represented in theJPM. (All body part types are considgred to be
of type Extended, régardless of whether they were so cpnveyed
to the IPMS-MS)). One value is generated for each such type
present.

Extended Jubject

IPM

The attribute-value is the value of the Heading Extensipn of the
same name.

Forwarded| Content Token

IPM

FRora delivered-message main-entry the attribute-valuelis the

value of the Delivery Envelope parameter of the same pame.

For a submitted-message main-entry the attribute-valug is the
value of the Originator-forwarded-content-token MS-
submission-extension.

For a child-entry the attribute-value is the appropriate thessage-
or-content-body-part component from this attribute-value in its
parent-entry.

Forwarding Token

IPM

This attribute may only be present in a child-entry whi¢h
represents a Forwarded Content body part, where that dontent
originally had an associated message-token containing
encrypted-data. The attribute-value is the value of the

Forwarding-token component of the Forwarded Conterjt Token
that is associated with this Forwarded Content body paft.

G3 Facsimfle Body Parts

IPM

The attribute-values are the values of the G3 Facsimile|basic
body parts present in the IPM. One value is generated for each
such body part.

G3 Facsimjile Data

IPM

The attribute-values are the values of the Data compongnts of
the G3 Facsimile basic body parts present in the IPM. (ne value
is generated for each such body part.

G3 Facsimile Parameters

M

IFM

The atiribute-values are the values of the Paraimeters
components of the G3 Facsimile basic body parts present in the
IPM. One value is generated for each such body part.

G4 Class 1 Body Parts

IPM

The attribute-values are the values of the G4 Class 1 basic body
parts present in the IPM. One value is generated for each such
body part.

Heading

IPM

The attribute-value is the value of the Heading of the IPM.

IAS Text Body Parts

IPM

The attribute-values are the values of the IAS Text basic body
parts present in the IPM. One value is generated for each such
body part.

IAS Text Data

IPM

The attribute-values are the values of the Data components of
the IA5 Text basic body parts present in the IPM. One value is
generated for each such body part.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

IAS Text Parameters M IPM The attribute-values are the values of the Parameters
components of the IAS Text basic body parts present in the IPM.
One value is generated for each such body part.

Importance S IPM The attribute-value is the value of the Heading field of the same
name.

Incomplete Copy S IPM | The attribute-value is the value of the Heading Extension of the
same name.

Informatiop-Gateges M M The-atiribute-values-are-the-valuesofthe Heading Extension of
the same name.

IPM Auto-discarded S MS Set false when the entry is created; set true if tieJPM fis
subsequently auto-discarded.

IPM Entryttype S IPM, | The attribute-value is generated according to.the abstraft-

RN, operation which caused the entry to be-created (see 12.]
ON, and 12.2).
NRN
IPM Intended Recipient S RN, The attribute-value is the value of the Notification common field
ON, of the same name.
NRN

IPM Securjty Label S IPM | The attribute-value is\the value of the Heading Extensipn of the
same name.

IPM Synopsis S MS The value is generated from an analysis of the structurg and
types of th¢’ body parts present in the IPM.

IPN Origirjator S RN, The attribute-value is the value of the Notification common field

ON, of the'same name.
NRN

Languages M IPM The attribute-values are the values of the Heading Extension of
the same name.

Manual Hgndling Instructions M IPM The attribute-values are the values of the Heading Extepsion of
the same name.

Message Body Parts M IPM The attribute-values are the sequence-numbers of the child-
entries containing Message Body Parts. One such valug is
generated for each such body part in the IPM.

Message Data M IPM The attribute-values are the values of the Data compongnts of
the Message basic body parts present in the IPM. One yalue is
generated for each such body part.

Message Pprameters M IPM The attribute-values are the values of the Parameters
components of the Message basic body parts present in|the [PM.
One value is generated for each such body part.

Mixed-mofle Body Parts M IPM | The attribute-values are the values of the Mixed-mode pasic
body parts present in the [IPM. One value is generated flor each
such body part.

Nationally|Defined, Body Parts M IPM The attribute-values are the values of the Nationally D¢fined
basic body parts present in the IPM. One value is genetlated for
each such body part

Non-receipt Reason S NRN | The attribute-value is the value of the Non-receipt field of the
same name.

Notification Extensions M RN, The attribute-values are the values of the Notification common

ON, field of the same name.
NRN

NRN Extensions M NRN | The attribute-values are the values of the Non-receipt field of the
same name.

NRN Requestors M MS The attribute-values are generated from Heading analysis.

Obsoleted IPMs M IPM | The attribute-values are the values of the sub-fields of the
Heading field of the same name. One value is generated for each
sub-field present.

Originator S IPM | The attribute-value is the value of the Heading field of the same

name.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

Originator's Reference S IPM The attribute-value is the value of the Heading Extension of the
same name.

Other Notification Type Fields M ON The attribute-values are the values of the Notification common
field of the same name.

Precedence S IPM The attribute-value is the value of the Recipient Extension of the
same name.

Precedence Policy Identifier S IPM | The attribute-value is the value of the Heading Extension of the
SarRe-RaHte-

Primary R¢cipients M IPM | The attribute-values are the values of the sub-fields.of)fhe
Heading field of the same name. One value is geénerdteql for each
sub-field present.

Receipt Tifne S RN The attribute-value is the value of the Receipt field of the same
name.

Recipient Category S IPM The attribute-value is generated from an analysis of thq Primary,
Copy, Blind Copy, and Circulation-List Recipients Heqding
fields.

Related IPMs M IPM | The attribute-values are tHevalues of the sub-fields of {he
Heading field of the samie'name. One value is generategl for each
sub-field present.

Replied-to|IPM S IPM The attribute-value\is'the value of the Heading field of the same
name.

Reply Recjpients M IPM The attributé-values are the values of the sub-fields of the
Heading\field of the same name. One value is generategl for each
sub-field present.

Reply Reqpestors M MS Theattribute-values are generated from Heading analysis.

Reply Timp S IPM The attribute-value is the value of the Heading field of the same
name.

Returned IPM S NRN | The attribute-value is the value of the Non-receipt field of the
same name.

Revised R¢ply Time S Mod | The IPMS-MS-user may create, and subsequently modjfy the
contents of this attribute.

RN Extensfions M RN The attribute-values are the values of the Receipt field pf the
same name.

RN Requestors M MS The attribute-values are generated from Heading analysis.

Sensitivity| S IPM The attribute-value is the value of the Heading field of the same
name.

Subject S IPM | The attribute-value is the value of the Heading field of the same
name.

Subject IPM N RN, The attribute-value is the value of the Notification common field

ON, of the same name.
NRN

Suppl Recgiptdnfo S RN The attribute-value is the value of the Receipt field of the same
IIdITIT,

Teletex Body Parts M IPM | The attribute-values are the values of the Teletex basic body
parts present in the IPM. One value is generated for each such
body part.

Teletex Data M IPM | The attribute-values are the values of the Data components of
the Teletex basic body parts present in the IPM. One value is
generated for each such body part.

Teletex Parameters M IPM The attribute-values are the values of the Parameters
components of the Teletex basic body parts present in the IPM.
One value is generated for each such body part.

This IPM S IPM | The attribute-value is the value of the Heading field of the same

name.
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Table 5 — Generation of the IPMS attribute-types (concluded)

Single/
Attribute-type name multi | Source Generation rules
valued

Videotex Body Parts M IPM The attribute-values are the values of the Videotex basic body
parts present in the IPM. One value is generated for each such
body part.

Videotex Data M IPM The attribute-values are the values of the Data components of
theVideotex basic body parts present in the IPM. One value is
generated for each such body part.

Videotex Parameters M IPM The attribute-values are the values of the Parameters
components of the Videotex basic body parts present in the IPM.
One value 1s generated for each such body part.

19.6.8 [Attributes Subject to Modification

Of the [PMS-specific attribute-types, only those listed below are subject to modification by th¢ Modify
abstract-operation and Auto-modify auto-action. Where an IPMS-MS supports one of these attributes, it shall §upport its
modificatjon by the Modify abstract-operation.

a)  AC Submitted Reply Status
b) Revised Reply Time

19.7 [IPMS-MS matching rules

A matching-rule allows entries to be selected by making an asseption-about their attribute-values. Eacl} attribute
definition| indicates which matching-rules (if any) can be used to make‘assertions about values of that attribufe-type. A
number ¢f matching rules used in this Specification are défined in ITU-T Rec. X.413 | ISO/IEC| 10021-5,
ITU-T Ree. X.501 | ISO/IEC 9594-2, and ITU-T Rec. X.520 | ISO/IEC 9594-6. In addition to these general matching-
rules which may apply to attributes of any content-type, some matching-rules are defined for use with the IPMS-
specific aftributes. These are defined as instances of the-MATCHING-RULE information object class; see [6.3.9.3 of
ITU-T Rege. X.413 | ISO/IEC 10021-5. For the IPMS-MS, the elements of the IPM-matching-rule-table information
object set|are regarded as objects populating the Content-specific-matching-rules information object set defingd in 12.6
of ITU-T [Rec. X.413 | ISO/IEC 10021-5. It is defined as follows:

1PMMatchingRuleTable MATCHING RULE ::= {
iPMIdentifierMatch ‘\-oRDescriptorMatch | recipientSpecifierMatch,

-- 1994 extension additions --,
circulationMembér¢heckmarkMatch | circulationMemberElementsMatch |
circulationMembe¥Match | circulationMemberSingleElementMatch |
circulationMeémberSubstringElementsMatch | distributionCodeMatch |
informatienCategoryMatch | iPMLocationMatch | oRDescriptorElementsMatch
oRDescriptorSingleElementMatch | oRDescriptorSubstringElementsMatch |
recipient8pecifierElementsMatch | recipientSpecifierSingleElementMatch |
recipientSpecifierSubstringElementsMatch }

19.7.1 [IPM-identifier-match

=]

The IPM{identifier-match compares for equality a presented value with attribute-values of type IPM-identifigr.

jPMIdentifierMatch MATCHING-RULE ::= {
SYNTAX IPMIdentifier
D id-mr-ipm-identifier }

The rule returns #rue if, and only if, the user component of IPM identifier is present in both or absent in both values, and
corresponding components match. The user component matches according to the OR-name-match rule, and the user-
relative-identifier matches according to the MS-string-match rule.

19.7.2  IPM-location-match

The IPM-location-match compares for equality a presented value with an element of the stored alternative of
attribute-values of type IPM Location.

iPMLocationMatch MATCHING-RULE ::=
SYNTAX SequenceNumber
ID id-mr-ipm-location }
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The rule returns true, if and only if, the presented value matches an element of the stored alternative of at least one
value of the attribute according to the Integer Match rule.

19.7.3 OR-descriptor-match

The OR-descriptor-match compares for equality a presented value with attribute-values of type OR-descriptor.

oRDescriptorMatch MATCHING-RULE ::= {
SYNTAX ORDescriptor
D id-mr-or-descriptor }

The rule returns true if, and only if, one of the following conditions is fulfilled for the presented value and at least one
value of the attribute:

a) the formal-name component of OR-descriptor is present in both values, and matches according to the
OR-name-match rule;

e 1 - FARYaN o W | s - 1 R wdel L 1 4la) 1 1 VR £ M
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present in both, and matches according to the MS-string-match rule.

c) the formal name component of OR-descriptor is absent in either (or both) values, but telephorje-number
is present in both and matches according to the MS-string-match rule.

Otherwisg, the rule returns false.

19.7.4 |OR-descriptor-elements-match

The OR-dlescriptor-elements-match determines whether a presented value is a subset of the elements preseft in some
value of an attribute of type OR-descriptor.

qRDescriptorElementsMatch MATCHING-RULE ::= {
SYNTAX ORDescriptor
ID id-mr-or-descriptor-elements }

The rule is identical to the OR-descriptor-match rule except that the fofmal-name component of OR-descriptdr matches
using the DR-name-elements-match rule rather than the OR-namesmatch rule.

19.7.5 |OR-descriptor-substring-elements-match

The OR-dlescriptor-substring-elements-match rule determines whether a presented value is a subset of thg elements
present il some value of an attribute of type OR-descriptor, where each presented string value is a substrjng of the
corresponding stored value.

dRDescriptorSubstringElementsMateh MATCHING-RULE ::=
SYNTAX ORDescriptox
ID id-mr-or-descriptor-substring-elements }

This rule |s identical to the OR-descriptor-elements-match rule except that:
—  the formal-name coniponent matches using the OR-name-substring-elements-match rule;
- the free-form-pame component matches using the MS-single-substring-match rule;

— the telephone-niumber matches according to the MS-single-substring-match rule.

19.7.6  |OR-descriptor-single-element-match

The OR-dlescriptox-single-element-match rule determines whether a presented string and some element pregent in the
formal-name; free-form-name, or telephone-number component of a value of an attribute of type OR-descrigtor match
for equali

ORDescriptorSingleElementMatch MATCHING-RULE ::=
SYNTAX MSString {ub-msstring-match}
ID id-mr-or-descriptor-single-element }

The rule returns true if, and only if, the stored OR-descriptor contains at least one element that matches the presented
value according to the MS-string-match rule. The terminal-type and extended form of network address elements are not
considered when evaluating the OR-descriptor-single-element-match rule.

19.7.7 Recipient-specifier-match

The Recipient-specifier-match compares for equality a presented value with the OR-descriptor components of
attribute-values of type recipient specifier.

recipientSpecifierMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier }
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The rule is identical to the OR-descriptor-match rule as applied to the recipient component of the presented and stored
values of recipient specifier. The other components of recipient specifier are not considered.

19.7.8 Recipient-specifier-elements-match

The Recipient-specifier-elements-match determines whether a presented value is a subset of the elements present in
some value of an attribute of type recipient specifier.

recipientSpecifierElementsMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier-elements }

The rule is identical to the OR-descriptor-elements-match rule as applied to the recipient component of the presented
and stored values of recipient specifier. The other components of recipient specifier are not considered.

19.7.9  Recipient-specifier-substring-elements-match

The Recipient-specifier-substring-elements-match determines whether a presented value is a subset of thd elements
present in some value of an attribute of type recipient specifier, where each presented string value is a-substifing of the
corresponding stored value.

fecipientSpecifierSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier-substring-elements }

The rule |s identical to the OR-descriptor-substring-elements-match rule as applied to the fecipient component of the
presented|and stored values of recipient specifier. The other components of recipient spegifier are not considergd.

19.7.10 r(ecipient-speciﬁer-single-element—match
i

The Recipient-specifier-single-element-match rule determines whether a presented string and some element|present in
the recipi¢nt component of some value of an attribute of type recipient speeifier match for equality.

fecipientSpecifierSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-recipient-specifier-gsiigle-element }

The rule [is identical to the OR-descriptor-single-element-match rule as applied to the recipient component of an
attribute ¢f type recipient specifier.

19.7.11 |[Circulation-member-match

The Cirdulation-member-match compares forlequality a presented value with the OR-descriptor components of
attribute-Yalues of type Circulation Member.

¢irculationMemberMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mrscirculation-member }

The rule [is identical to the reeipient-specifier-match rule as applied to the circulation-recipient compongnt of the
presented|and stored values of Circulation Member. The other components of Circulation Member are not considered.

19.7.12 |[Circulation-member-elements-match

The Circulation-member-elements-match determines whether a presented value is a subset of the elements [present in
some valye of anzattribute of type Circulation Member.

¢i¥oulationMemberElementsMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-elements }

The rule is identical to the recipient-specifier-elements-match rule as applied to the circulation-recipient component of
the presented and stored values of Circulation Member. The other components of Circulation Member are not
considered.

19.7.13 Circulation-member-substring-elements-match

The Circulation-member-substring-elements-match determines whether a presented value is a subset of the elements
present in some value of an attribute of type Circulation Member, where each presented string value is a substring of the
corresponding stored value.

circulationMemberSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-substring-elements }
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The rule is identical to the recipient-specifier-substring-elements-match rule as applied to the circulation-recipient
component of the presented and stored values of Circulation Member. The other components of Circulation Member
are not considered.

19.7.14 Circulation-member-single-element-match

The Circulation-member-single-element-match rule determines whether a presented string and some element present
in the circulation-recipient component of a value of an attribute of type Circulation Member match for equality.

circulationMemberSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-circulation-member-single-element }

The rule is identical to the recipient-specifier-single-element-match rule as applied to the circulation-recipient
component of an attribute of type Circulation Member. The other components of Circulation Member are not
considered.

19.7.15 |[Circulation-member-checkmark-match

The Circyilation-member-checkmark-match rule compares a presented value with attribute-values ofitype (Jirculation
Member for the presence of the checked component value.

¢irculationMemberCheckmarkMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-checkmark }

The rule feturns frue if, and only if, the checked component is present. Otherwisg,(the rule returns false. [The other
compone:Lt)s of Circulation Member are not considered.

19.7.16 istribution-code-match

The Distgibution-code-match rule compares for equality a presented value with attribute-values of type Distribution
Code as defined in A.1.8.

distributionCodeMatch MATCHING-RULE ::= {
SYNTAX DistributionCode
D id-mr-distribution-code }

The rule feturns true if, and only if, at least one of the following conditions is fulfilled for the presented vajue and at
least one yalue of the attribute:

a) the OID-code component of the Distribution Code is present in both values, and matches ac¢ording to
the object-identifier-match rule; and either:

i) the alphanumeric-code component is present in both values, and matches according tq the MS-
string-match rule; or

ii) the alphanumerictcode component is absent from both values.

b) the OID-code component of the Distribution Code is absent from at least one of the value$; and the
alphanumeric-¢ode component is present in both values, and matches according to the MS-strjng-match
rule.

Otherwisd, the rule returns false.
NOTE}- The OR¢deseriptor component of the Distribution Code is not considered by this matching-rule.

19.7.17 [Information-category-match

of type
Information Category as defined in A.1.10.

informationCategoryMatch MATCHING-RULE ::= {
SYNTAX InformationCategory
ID id-mr-information-category }

The rule returns true if, and only if, one of the following conditions is fulfilled for the presented value and at least one
value of the attribute:

a) the reference component of the Information Category is present in both values, and matches according to
the object-identifier-match rule; and either:

i) the description component of the Information Category is present in both values, and matches
according to the MS-string-match rule;

ii) the description component of the Information Category is absent from at least one of the values.
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the reference component of the Information Category is absent from both values; and the description
component of the Information Category is present in both values, and matches according to the MS-

19.8

string-match rule.

Otherwise, the rule returns false.

IPMS-MS auto-actions

The IPMS-MS shall perform the general-auto-actions as specified in clause 13 of ITU-T Rec. X.413 | ISO/IEC 10021-5.
In addition, this Specification defines five auto-actions that are specific to the IPMS-MS:

a) IPM auto-forward;
b) IPM auto-acknowledgement;

¢) IPM auto-correlate;

d) 1PM auto-discard;
e) IPM auto-advise.

Each IPMS-MS auto-action is defined as an instance of the AUTO-ACTION information object class (sef 6.5.1 of

ITU-T Rq

are regar

Each autg-action-error that may be generated by the IPM auto-actions.i§ defined as an instance of the AUTO-

ipm-auto-forward,

-- 1994 extension additions -- ,
ipm-auto-acknowledgement |
ipm-auto-correlate |
ipm-auto-discard |
ipm-auto-advise }

c. X.413 | ISO/IEC 10021-5). For the IPMS-MS, the elements of the IPM-auto-actions information|object set
led as objects populating the Content-specific-auto-actions information object set’ defined in clapse 13 of
ITU-T Rde. X.413 | ISO/IEC 10021-5. It is defined as follows:

1PMAutoActions AUTO-ACTION ::= {

ACTION-

ERROR fnformation object class. For the IPMS-MS, the elementshof the IPM-auto-action-error-table infformation

object sef| are regarded as objects populating the Content-specific-auto-action-errors information object set

clause 13

The IPM

Register-MS abstract-operation as described in 8.2.5 of ITU-T Rec. X.413 | ISO/IEC 10021-5. An ay
registratiqn-parameter s associated with the registration of an auto-action and contains the parameters requi
IPMS-MY to perform the registered auto-action.

The operdtiowr of IPM auto-actions may be affected by the implementation of a security policy.

1PMAutoActionErrorTable AUTO-ACTION-ERROR ::= {

of ITU-T Rec. X.413 | ISO/IEC 10021-5. It is defiried as follows:

-- 1994 extension additions -- ,
submission-control-violated.]
element-of-service-not-sub§oribed |
originator-invalid |
recipient-improperly-gpécified |
inconsistent-request, |
security-error |
unsupported-critieal-function |
remote-bind-erroy) |
auto-forwarding-loop |
duplicate-ipn"“|
ipm-auto-discard-error }

B-MS-user mayyregister and deregister auto-actions by subscription, or, in certain cases, by mes:

lefined in

ns of the
to-action-
red by the

Table 6 summarises the registration and log generation capabilities of each of the [PM-auto-actions in the following

respects:

—  whether the auto-action may be registered by means of the Register-MS abstract-operation;
—  whether multiple registrations are permitted;

—  whether a registration parameter is defined for the auto-action;

—  whether the execution of the auto-action may cause the generation of an entry in the Auto-action-log.

NOTE - If the register-MS-argument contains a registration-status-request for auto-action-registrations, then all auto-actions
currently in effect (whether registered by means of Register-MS or by subscription) are reported in the registered-information
argument of register-MS-result.
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Table 6 — Summary of IPM-auto-action registration and logging capabilities

Auto-action-type Register-MS regi[slilrt;lt)il(fns l;ef:::;:::n Auto-action-log
IPM auto-advise Y Y Y Y
IPM auto-forward Y Y Y Y
IPM auto-acknowledgement Y N Y Y
IPM auto-correlate N N N N
IPM auto-discard Y Y Y Y

19.8.1 Auto-action performance
Table 7 tes which
general apd IPM-specific auto-actions are performed consequently for each type of event, and their order. of|execution
(reading Ipft to right).
Table 7 — Order of auto-action execution
Auto-action
Event Auto- | rpnauto- | Auto- | IPM auto- | IPWF auto- | TPM auto-
correlate- . . . Anto-alert
correlate modify forward advise discard
reports

IPM delivdry - Y Y Y. Y Y Y
IPN delivefy - Y Y Y - - Y
Report deljvery Y - Y Y - - Y
Other deliyery - - Y Y - - Y
Submit IPM Y Y Y. - - - -
Submit IPIN Y Y Y - - - -
Submit prdbe Y - Y - - - -
Create draft - = Y - - - -
Legend
Y quto-action performed
- rjot performed

NOTE|! — The Submit IPN event arises-both from the submission of an IPN by the IPMS-MS-user and from the subm{ssion of an

IPN by the IPMS-MS as a secondary consequence of the performance of an abstract-operation (Fetch, Modify, Dglete) or an

auto-adtion (IPM auto-forward, IPM auto-acknowledgement, IPM auto-discard, Auto-delete).

NOTE|2 — The Submit IPM ¢vent arises both from the submission of an IPM by the IPMS-MS-user and from the suymission of

an autq-forwarding IPMiby the IPMS-MS.

NOTE| 3 — The IPMhauto-discard auto-action is present in Table 7 only in regard to its effect when an obsoletijng IPM is

delivered; the effect of the auto-action on expired IPMs is not directly reflected in Table 7 (except that it may result in a Submit

IPN event).

NOTE|4 —, The)IPM auto-acknowledgement, IPM auto-discard (of expired IPMs), and Auto-delete auto-actions are nof performed

as a cqnsequence of the events recorded in Table 7, and are not part of the sequence of auto-action executions shpwn in the

Table. Hewever-almay-giverise-to-a-Stbmit HPN-event:

NOTE 5 — The Other delivery table row indicates the performance of the IPM auto-forward auto-action when a Message whose
content-type is not IPM is delivered to the IPMS-MS.

19.8.2

IPM Auto-forward

The IPM auto-forward auto-action enables the IPMS-MS-user to instruct the IPMS-MS to forward, automatically, any
subsequently delivered information object (i.e., message or report) to another recipient or recipients. The auto-action is
performed when an information object is delivered to the IPMS-MS.

One or more IPM-auto-forward-registration-parameters may be registered with the IPMS-MS, each identified by its
registration-identifier. The IPM-auto-forward-registration-parameter specifies criteria, by means of its filter component,
that determine whether this registration applies to a particular delivered object. If so, the object is auto-forwarded using
the MS-message-submission abstract-operation (see 8.3.1 of ITU-T Rec. X.413 | ISO/IEC 10021-5). If the delivered
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object matches the criteria of more than one IPM auto-forward registration, it is auto-forwarded for each such
registration.

Each IPM-auto-forward-registration-parameter contains a Message Submission Envelope argument, an [PM Heading,
and, optionally, an IPM body part. These components are combined with components of the delivered object to
construct the forwarding IPM.

Each IPM-auto-forward-registration-parameter specifies whether the delivered object shall be deleted after auto-
forwarding. If any of the registered parameters acted upon indicates no deletion, or if any one of the submissions fails,
then the entry shall not be deleted.

If the delivered object is an IPM whose originator requested notification of non-receipt, the IPMS-MS shall submit an
NRN, unless the MS retrieval-status attribute retains the value new after the IPM is auto-forwarded.

When a 1994 Application Context is in use, auto-action registration is performed using the IPM-auto-forward-
registratiqn-parameter defined below When a 1988 Application Context is in use_auto-action registration is performed
using the puto-forward-registration-parameter-88 defined in Annex J.

ipm-auto-forward AUTO-ACTION ::=
REGISTRATION PARAMETER IS CHOICE {
ipm-auto-forward-registration-parameter IPMAutoForwardRegistrdtionParameter
-- used in 1994 Application Contexty only --

auto-forward-registration-parameter-88 AutoForwardRegigtrationParamfeter8s
-- used in 1988 Application Contextd only --
}
ERRORS { auto-forwarding-loop | element-of~rgervice-not-subscrilped |
inconsistent-request | ms-extensidpferror |

originator-invalid | recipient<improperly-specified |

remote-bind-error | securitygferror | service-error |
submission-control-violated\|~unsupported-critical-fugction,

}

IDENTIFIED BY id-act-ipm-auto-forward }
JPMAutoForwardRegistrationParameter ::= SEQUENCE {
filter 0] Filter OPTIONAL,

[
forwarding-envelope [1] MessageSubmissionEnvelope,
forwarding-heading [2] Heading,

forwarding-cover-note [3] BodyPart OPTIONAL,
submission-options [4] MSSubmissionOptions OPTIONAL,
nrn-comment [5], AutoForwardComment OPTIONAL,
ipm-auto-forward-options [6} IPMAutoForwardOptions DEFAULT { } }

The components of the IPM-auto-forward-registration-parameter have the following meaning:

a)  Filter (O): This specifies a set'of criteria that a newly delivered object shall satisfy before the [PMS-MS
will auto-forward it using this registration.

If this component is absent, then all newly delivered objects are auto-forwarded by this registrafion.

b) Forwarding-envelopé (M): This component specifies a Message Submission Envelopg for the
forwarding IPM;\see Figure 2 (Part 11) of ITU-T Rec. X.411 | ISO/IEC 10021-4. Before the fprwarding
IPM is submitfeéd, the Envelope may be modified according to the values of the deliverdd object's
Message Delivery (or Report Delivery) arguments. The following Message Submission argunjents shall
be absent*from forwarding-envelope: deferred-delivery-time, latest-delivery-time, forwardinjg-request,
and (those security arguments whose values are derived from message Content. The originalrencoded-
mformation-types argument shall identify the encoded-information-types represented in the forwarding-
cever-note component (if present).

orwarding-heading-Mh—This—eeo es-aHeading he-forwardingHM—Ithe delivered
object is an IPM, the Heading may be modified according to the values of the delivered Heading. The
following fields shall be absent from forwarding-heading, and, except for the Auto-submitted field, will
assume the values of the corresponding fields (if present) in the delivered Heading: Replied-to IPM,
Obsoleted IPMs, Related IPMs, Expiry Time, Reply Time, Auto-submitted, Incomplete Copy, and
Languages.

d) Forwarding-cover-note (O): The forwarding-cover-note, if present, shall form the forwarding IPM's
first body part.

e) Submission-options (O): This component contains submission-options that shall apply to the forwarding
IPM and to the submitted NRN (if one is requested). Submission-options are specific to MS operation
(see 8.1.6 of ITU-T Rec. X.413 | ISO/IEC 10021-5). The value draft is not permitted for the object-entry-
class component. The assembly-instructions component of IPM-submission-options shall be absent from
the MS-submission-extensions component. If submission-options is omitted, it assumes the value of
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submission-defaults, as registered by means of Register-MS; see 8.2.5.1 of ITU-T Rec. X.413 | ISO/IEC
10021-5.

f)  NRN-comment (O): This component contains the Auto-forward Comment field of the NRN that may be
returned to the object's originator, if the delivered object is an IPM. An NRN is generated if the delivered
object is auto-forwarded successfully, an NRN was requested by the delivered object's originator, and the
performance of the IPM-auto-forward auto-action causes the deletion of the delivered IPM or a change in
the value of its retrieval-status attribute from new to processed.

g) IPM-auto-forward-options (O): This component specifies IPM-auto-forward-options affecting the
performance of the IPM auto-forward auto-action.

IPMAutoForwardOptions ::= BIT STRING {
forward-all-object-types (0), --forward-all-object-types ‘one’, forward IPMs only
!, ’
zero' --
include-returned-content (1), --include-returned-content 'one’, exclude 'zero' --
include-returned-ipm (2) ., --include-returned-ipm 'one’. exclude 'zero'--
forwarded-content-prohibited (3), --forwarded-content-prohibited 'one’, allowed "zero'
preserve-retrieval-status (4), --preserve-retrieval-status 'one', change 'zgro' --
delete-delivered-object (5) -- delete-delivered-object 'one’, no'deletion|'zero’ --

If forward-all-object-types is set, there is no restriction on the types of deliveredyobject that will be auto-
forwarded by this registration. If not set, then only IPMs will be auto-forwardéd:

If include-returned-content is set, and the delivered object is a Report containing returned-coptent, this
registration requests inclusion of the returned-content in the Report body) part of the forwarding IPM. If
not set, returned-content shall not be included.

If include-returned-IPM is set and the delivered object is anNRN containing returned[PM, this
registration requests inclusion of the returned-IPM in the Notification body part of the forwarfling IPM.
If not set, returned-IPM shall not be included.

If forwarded-content-prohibited is set, then the IPMS=MS shall not use the forwarded-content|body part
type to auto-forward a delivered message. This may be set where the recipient of the auto-fprwarding
message is known not to be capable of handling this body part type.

If preserve-retrieval-status is set, this registration requests that the retrieval-status of the messpge is left
unchanged. If not set, and retrieval-statusi§“new (i.e. has not been altered by a previous aufo-action),
then this registration requests that retrigyalestatus is set to processed.

If delete-delivered-object is set, this registration requests deletion of the delivered object after puccessful
auto-forwarding. If not set, the ‘delivered object shall not be deleted after auto-forwarding. If both
preserve-retrieval-status and delete-delivered-object are set, then the IPMS-MS shall not gccept the
registration and returns a Register-MS-error.
NOTE|l — The IPMS-MS may che¢k the consistency of the IPM-auto-forward-registration-parameter, and may reject an
inconsfstent registration. For example; the IPMS-MS may verify that the recipients specified in the forwarding-envelope
correspond to those specified in\the forwarding-heading, and it may verify that the originator specified in the forwarding-
envelope (and forwarding-heading) corresponds to an OR-name of the IPMS-MS-user. (This latter check may not be|possible at
registrgtion time unless thg TPMS-MS and MTA are co-located.)

The procddure for the performance this auto-action is defined in 19.9.1.2.

The perfofmance of the IPM auto-forward auto-action may cause the creation of one or more entries in the Ayto-action-
log entry{class(Subject to subscription to the Auto-action-log entry-class). The auto-action-errors associateql with the
IPM autg-forward auto-action correspond to the abstract-errors of the MS-message-submission abstract-pperation;
see 8.3.1 pfLPU-T Rec. X.413 | ISO/IEC 10021-5.

NOTE 2 — The entry-class-error and message-group-error abstract-errors of the MS-message-submission abstract-operation are

not defined as auto-action-errors of the IPM auto-forward auto-action, since both errors are detected at registration time rather
than execution time of the auto-action.

In addition, the following auto-action-error is generated if an auto-forwarding loop is detected (see 18.5.3.1):

auto-forwarding-loop AUTO-ACTION-ERROR ::=
CODE global:id-aae-auto-forwarding-loop }

Support of the IPM auto-forward auto-action by an IPMS-MS or an IPMS-MS-user requires that it supports the
registration of the IPM-auto-forward-registration-parameter by means of the Register-MS abstract-operation.

19.8.3 IPM Auto-acknowledgement

The IPM auto-acknowledgement auto-action enables the IPMS-MS-user to instruct the IPMS-MS to automatically
originate RNs on the user's behalf. The auto-action is performed on the first occasion on which the retrieval-status of an
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IPM entry in the Delivery entry-class changes to processed (the same change may occur on subsequent occasions if the
IPMS-MS-user uses the Modify abstract-operation to change retrieval-status back to [listed; the auto-action is not
performed in these cases. The RN is originated only if RN was requested of this user for this IPM by means of the
Notification-requests component of the subject recipient specifier. The RN shall not be generated if suspend-auto-
acknowledgement was specified in the bind-extensions parameter of the MS-bind abstract-operation which established
the present abstract-association (see 19.5.1). The RN shall have the common fields and receipt fields as prescribed in
18.5.2.1 and shall be submitted as prescribed in 18.5.2.2.

NOTE 1 — No RN should be generated for an IPM which has been the subject of DL-expansion.

NOTE 2 — An RN is not originated for an entry whose retrieval-status changes to processed as a consequence of IPM auto-

forwarding.

NOTE 3 — An abstract-association might terminate abnormally after an RN has been submitted by the IPMS-MS, but before the

fetch-result that caused the IPM auto-acknowledgement has been received by the IPMS-MS-user. The IPMS-MS has no detection

or recovery mechanisms for this case.

The IPM-aute-acknovwleds ohaEry Bara RE—5P e o d generated
by IPM puto-acknowledgement, and the submission-options that shall apply (see 8.1.6 of ITU-T . Re¢. X.413 |
ISO/IEC | 0021-5). In submission-options, the value drafi is not permitted for the object-entry-classccomppnent; the
MS-submiission-extensions component shall be absent. If the submission-options parameter is omitteds it aspumes the
value of pubmission-defaults, as registered by means of Register-MS; see 8.2.5.1 item (h) of ITU-T Ref. X.413 |
ISO/IEC |0021-5.

ipm-auto-acknowledgement AUTO-ACTION ::= {
REGISTRATION PARAMETER IS IPMAutoAcknowledgementRegistxationParameter
ERRORS { recipient-improperly-specified |, inconsistent-redquest |

element-of-service-not-subscfibeéd | originator-igvalid |
unsupported-critical-functionY| remote-bind-errof |
submission-control-violatled'| security-error |
duplicate-ipn}
IDENTIFIED BY id-aa-ipm-auto-acknowledgement }
IPMAutoAcknowledgementRegistrationParameter ::= SET™H{
auto-acknowledge-suppl-receipt-info [0}~ SupplReceiptInfoField OPTIONAL
submission-options [r]\/MSSubmissionOptions OPTIONAL }

The performance of the IPM auto-acknowledgement auto-actionimay cause the creation of an entry in the Ayfto-action-
log entry-class, subject to subscription to the Auto-action-log'entry-class. Where an IPN has already been gerjerated for
a deliverdd IPM, (except for an auto-forwarded IPM wheré’an NRN indicating IPM-auto-forwarded has alrpady been
sent), IPMl auto-acknowledgement fails and generates the-following error:
dquplicate-ipn AUTO-ACTION-ERROR %2 {

CODE global:id-aae-duplicate-ipn }

Support of the IPM auto-acknowledgement, auto-action by an IPMS-MS, or an IPMS-MS-user, requires that it supports
a single rpgistration of the IPM-auto-acknowledgement-registration-parameter by means of the Register-M$ abstract-
operation| The registration-identifief ¢omponent of auto-action-registration shall be absent when regidtration is
requested| The IPM auto-acknowledgement auto-action shall not be subscribed to unless the AC Submitted-IPN-Status
attribute if also subscribed to.

An IPMB-MS which supports the IPM auto-acknowledgement auto-action shall support the suspend-auto-
acknowleflgement extension defined in 19.5.1.

19.8.4 IIPM Auto-correlate

The IPM Jauto-correlate auto-action correlates IPMs and IPNs related in the following ways:

)\ van IPM and the IPMs generated in reply;

b) an IPM and the IPNs notifying receipt or non-receipt;

¢) anIPM and the IPMs which subsequently forward it, or obsolete it, or are related to it.

The auto-action also correlates response requests made of the IPMS-MS-user with any corresponding replies or IPNs
subsequently generated by this user, or by the IPMS-MS in the performance of some other auto-action. The auto-action
is performed whenever an IPM or IPN is submitted or delivered. The IPM auto-correlate auto-action is provided by
subscription only, and not by registration using the Register-MS abstract-operation of ITU-T Rec. X.413 |
ISO/IEC 10021-5.

ipm-auto-correlate AUTO-ACTION ::=
IDENTIFIED BY id-aa-ipm-auto-correlate }

The IPMS-specific attributes which support IPM auto-correlate are defined in 19.6.5, and the additional procedures
necessary for the support of this auto-action are defined in 19.9.1.1. The performance of the IPM auto-correlate auto-
action shall not cause the creation of an entry in the Auto-action-log entry-class.
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19.8.5 IPM Auto-discard

The IPM auto-discard auto-action enables the IPMS-MS-user to instruct the IPMS-MS to automatically delete a
delivered IPM entry (and any child-entries associated with it) when the date and time denoted by its Expiry Time field
has passed or when a subsequently delivered IPM renders it obsolete. IPM auto-discard shall not be performed while an
abstract-association exists between the IPMS-MS and the IPMS-MS-user. When it auto-discards an IPM, the IPMS-MS
originates an NRN on the user's behalf if, and only if, an NRN is requested of this user by means of the Notification-
requests component of the subject recipient specifier and the retrieval-status does not have the value processed. The
NRN shall have the common fields and non-receipt fields as prescribed in 18.5.1.2 and shall be submitted as prescribed
in 18.5.1.3.

ipm-auto-discard AUTO-ACTION ::= {
REGISTRATION PARAMETER IS IPMAutoDiscardRegistrationParameter
ERRORS { submission-control-violated | inconsistent-request |

originator-invalid | recipient-improperly-specified |
unsupported-critical-function | security-error |
element-of-service-not-subscribed |
remote-bind-error | ipm-auto-discard-error}

3] BOOLEAN,
4] BOOLEAN }

auto-discard-obsoleted-ipms
restrict-obsoleting-to-originator

IDENTIFIED BY id-aa-ipm-auto-discard }
IPMAutoDiscardRegistrationParameter ::= SET {
filter [0] Filter OPTIONAL,
submission-options [1] MSSubmissionOptions OPTIONAL,
auto-discard-expired-ipms [2] BOOLEAN,
[
[

The components of IPM-auto-discard-registration-parameter have the following meahing:

a)  Filter (O): This specifies a filter which an expired or obsoleted/message shall satisfy before |[PM auto-
discard is performed; if omitted, all expired and obsoleted IPMs-ate auto-discarded (subject to [[tems ¢, d
and e).

NOTE — The IPMS-MS-user may prevent IPM auto-discard frem acting on entries with MS retrieval-tatus new,
by constructing a Filter which excludes such entries.

b) Submission-options (O): This specifies submissiondrequests for the submitted NRN (see 8.1.6/of ITU-T
Rec. X.413 | ISO/IEC 10021-5). The value drafinis not permitted for the object-entry-class cdmponent;
the MS-submission-extensions component shall be absent. If the submission-options is dmitted, it
assumes the value of general-submission-defaults, as registered by means of Register-MS; see|8.2.5.1 of
ITU-T Rec. X.413 | ISO/IEC 10021-5.

c) Auto-discard-expired-IPMs (M): {f#rue, and if the filter is satisfied, then expired IPMs shall be auto-
discarded.

d) Auto-discard-obsoleted-IPMs*(M): If true, and if the filter is satisfied, then obsoleted IPMk shall be
auto-discarded.

e) Restrict-obsoleting-to-originator (M): If frue, then an IPM shall be deemed to be obsolete ¢nly if the
obsoleted IPM andithe IPM carrying the obsoleting-indication were originated by the same usei.

The perfgrmance of the IPM ‘auto-discard auto-action may cause the creation of an entry in the Auto-action-log entry-
class, suljject to subscription to the Auto-action-log entry-class. Where an IPM is not auto-discarded bdcause the
restrict-ofjsoleting-to-originator component is true, the IPMS-MS shall assign an IPM-auto-discard-error with| the value
not-obsolgted-by-oyiginator to the auto-action-error attribute in the corresponding Auto-action-log entry:

ipm-auto*discard-error AUTO-ACTION-ERROR ::=
PARAMETER SET
problem [0] AutoDiscardProblem }
COBE slobaleid e discaxrd 1
T N ~ J
AutoDiscardProblem ::= INTEGER ({
not-obsoleted-by-originator (0) }

If an IPM is auto-discarded and the Message-log entry-class is subscribed to then an IPM-auto-discarded attribute is
added to the Message-log entry and assigned the value true.

Support for the IPM auto-discard auto-action by an IPMS-MS, or an IPMS-MS-user, requires that it supports the
registration of the IPM-auto-discard-registration-parameter by means of the Register-MS abstract-operation.

19.8.6 IPM auto-advise

The IPM auto-advise auto-action enables the IPMS-MS-user to instruct the IPMS-MS to generate ANs automatically
that will convey additional advice to the originators of subsequently delivered [PMs. The auto-action is performed when
an IPM is delivered to the IPMS-MS.
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One or more IPM auto-advise-registration-parameters may be registered with the IPMS-MS, each identified by its
registration-identifier, that specifies criteria which determine whether this registration applies to a particular delivered
IPM. If so, an AN is generated to inform the IPM’s originator of the AN originator’s absence.

ipm-auto-advise AUTO-ACTION ::=

REGISTRATION PARAMETER IS IPMAutoAdviseRegistrationParameter

ERRORS {inconsistent-request |
element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
remote-bind-error | security-error |
submission-control-violated |
unsupported-critical-function }

IDENTIFIED BY id-aa-ipm-auto-advise }
IPMAutoAdviseRegistrationParameter ::= SET {

enabled [0] BOOLEAN DEFAULT TRUE,

filter [1] Filter OPTTONAT

advice-notifications [2] SET OF IPMSExtension

The comp

2)

b)

d)

onents of [IPM-auto-advise-registration-parameter have the following meaning:

{{AdviceNotifications}},
suppress-subsequent-notifications [3] BOOLEAN DEFAULT TRUE,
use-ipm-if-an-not-supported [4] BOOLEAN DEFAULT FALSE,
submission-options [5] MSSubmissionOptions OPTIONAL *}

Enabled (D true): This specifies whether each registered IPM auto-adyise) auto-action is d
disabled. If frue, then the registered IPM auto-advise auto-action is enabled, and remains
subsequent registration disables it. If false, then the registered IPM 4ute-advise auto-action is
and remains so until a subsequent registration enables it, but its_othet parameters remain reg
that it may be re-enabled easily.

Filter (O): This specifies a filter that the delivered IPM shall satisfy before IPM auto-advise is
using this registration. If this component is absent then,all.delivered IPMs are subject to this
IPM auto-advise auto-action.

Advice-notifications (M): This contains the valué<that is to be supplied as the other notific
fields of each AN conveyed to the originator of\the delivered IPM; see 8.4. This may convel
advice or change of address advice (or both).

Suppress-subsequent-notifications (D Jrue): If true, then the delivered IPM’s originator w
only a single AN. Subsequently delivered [PMs from the same originator will not be subject t
auto-advise auto-action. If false, :thén IPM auto-advise shall apply to subsequently delivd
regardless of whether an AN was™previously sent to the same IPM originator. For any given
the suppression of subsequentinotifications is cancelled when the auto-action is next disable
enabled).

nabled or
50 until a
disabled,
istered so

berformed
registered

htion type
y absence

1l receive
b the [PM
red IPMs
riginator,
1 (and re-

Use-IPM-if-AN-not-supported (D false): If true, and the Notification-requests component of the subject

recipient specifier does not indicate that ANs are supported (i.e. an-supported is not set), thd
may send an IPM-instead of the AN if the MS has the capability to render into a text body {
IPM the information that would have been conveyed by the AN. The IPM shall include
submitted indication.
NOFE-= The facility to render an AN into an IPM is a transition aid to enable the contents of
notifications to be conveyed to UAs which do not have the capability to render ANs. Use of AN i
where available, to provide a more appropriately unobtrusive service and to permit ANs to be corr
precise manner in which the information in the AN is rendered into the IPM is implementation depend

Submission-options (O): This specifies submission requests for the submitted AN (see 8.1.6

n the MS
art of the
the auto-

uto-advise

preferred,
blated. The
ent.

of ITU-T

Rec XAT3 TISOAEC 10021=5)The vatuc drayi {5 ot permitied for e opject-entry-ctass ©

mponent;

the MS-submission-extensions component shall be absent. If the submission-options is omitted, it

assumes the value of general-submission-defaults, as registered by means of Register-MS; see
ITU-T Rec. X.413 | ISO/IEC 10021-5.

8.2.5.1 of

The additional procedures necessary for the support of this auto-action are defined in 19.9.1.4. The performance of the
IPM auto-advise auto-action shall cause the creation of an entry in the Auto-action-log entry-class. The value of
retrieval-status is not affected by the execution of this auto-action.

Support for the IPM auto-advise auto-action by an IPMS-MS, or IPMS-MS-user, requires that it supports the
registration of the IPM-auto-advise-registration-parameter by means of the Register-MS abstract-operation.
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19.9 Procedures for the IPMS-MS

The procedures for a general (content-independent) MS are described in clauses 15 and 16 of ITU-T Rec. X.413 |
ISO/IEC 10021-5. Additional procedures required to support the operation of an IPMS-MS are defined here.

19.9.1 Additional procedures for Message-delivery and Report-delivery

The performance of the Message-delivery and Report-delivery abstract-operations is described in 15.1.1 and 15.1.2,
respectively, of ITU-T Rec. X.413 | ISO/IEC 10021-5. Additions to item (c) in 15.1.1, required for the support of
Message-delivery in Interpersonal Messaging, are described in 19.9.1.1 — 19.9.1.3 below. Additions to item (c)
in 15.1.2, required for the support of Report-delivery in Interpersonal Messaging, are described in 19.9.1.2 below.

19.9.1.1 Additional procedures for IPM auto-correlate

If the IPM auto-correlate auto-action is subscribed to, the IPMS-MS performs the following actions:

b)

the entry-classes except the Draft and Auto-action-log entry-classes. If this entry is fourd'(the
entry), its sequence-number is recorded in the AC Replied-to IPM attribute ofl the pres
Similarly, the replied-to entry has its AC Replying IPMs attribute updated to refergnee the press

If the replied-to entry described above is located in the Submission or Submission-log entry
following additional actions are taken. The Originator of the present IPM is ‘matched against
recipients held in the replied-to entry's AC IPM Recipients attribute. If*a match is found
IPMS-MS shall update the value corresponding to that recipient in thesreplied-to entry's AC
Delivered Replies attribute to cause it to reference the present IPM Tiraddition, the value corr
to the same recipient in the replied-to entry's AC Delivered Replies Summary attribute shall b
to record that a reply was received from that recipient.

NOTE - If no match is found for the Originator, the IPMS-MS' may attempt to match one of the O

DL-expansion-history, if present in the delivered IPM, against the list of recipients held in the replie

AC IPM Recipients attribute.

If the delivered message contains an IPM whose “This IPM heading field matches a subfi
Replied-to IPM heading field of a stored IPM, then the sequence-number of each such stor
recorded in the AC Replying IPMs attribute,of the present entry. In addition, the AC Repli
attribute of each such stored IPM is updated'to reference the present entry.

If the delivered message contains aniIPM, then each of the recipient specifier values preg
Primary, Copy, Blind Copy, and_Circulation List Recipients fields is matched against the
intended-recipient-name argument, or if that argument is not present, the this-recipient-name

shall attempt to locate the entry 1dent1ﬁed by the Replied-to IPM field by searchmg main-enfri

replied-to
bnt entry.
nt entry.

class, the
the list of

then the
Correlated
psponding
e updated

R-names in
[-to entry's

eld of the
bd IPM is
ed-to IPM

ent in its
riginally-
argument.

If any recipient specifier matches the intended recipient, then the following actions are talden. If the

recipient specifier's reply-tequested component indicates that a reply is requested, then the
shall create an AC Submitted Reply Status attribute containing the value reply-pending; oth
value no-reply-requested is assigned. If the recipient specifier's Notification-requests ¢
indicates that afidPN is requested, and the message contains no DL-expansion-history,
IPMS-MS shall_ereate an AC Submitted IPN Status attribute containing the value nrn-requd

PMS-MS
brwise the
pmponent
then the
sted, nrn-

with-ipm-return-requested, rn-requested, or rn-with-ipm-return-requested as appropriate; oth
value no<ipn-requested is assigned. The IPMS-MS shall create a Recipient Category at
according to whether a recipient specifier was found which matches the intended recipient, an
category of recipient field in which the recipient specifier was found.

NOTE - This procedure attempts to identify which recipient specifier caused the delivery of this
message by comparmg the rec1plent specifiers agamst 1nformat1on taken from the message- dehvery e

brwise the
ibute set
if so, the

opy of the
velope At
prise all of

the OR-names from the recipient specifiers in the IPM heading. At the time of delivery, the this-recipient-name
component of the message delivery envelope contains the OR-name which caused delivery of this copy of the
message. If the message has not been subject to DL-expansion or Redirection, the value of this-recipient-name
will be one of the values from the original message-submission-envelope, and can be expected to match one of
the recipient specifiers in the heading. If DL-expansion or Redirection has occurred, this-recipient-name will not
contain a value supplied by the originator, but in this case the originally-intended-recipient-name will be present
in the envelope, containing the value supplied by the originator which was replaced by the first Redirection or
DL-expansion. Hence the procedure will identify the relevant recipient specifier regardless of DL-expansion or

Redirection. This is desirable behaviour in the case of the Recipient Category and AC Submitted R

eply Status

attributes, but the DL-expansion service requires that receipt notifications are not generated in response to
messages received as a result of DL-expansion (in order that the membership of the DL may be kept

confidential) and hence the AC Submitted IPN Status attribute has to be set explicitly to
no-ipn-requested in this case.

If the delivered message contains an IPM whose This IPM heading field is identical with

the value

that of a

(previously delivered) stored IPM, then the value of the delivered IPM’s AC Submitted Reply Status
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19.9.1.2
If the IPM

d)

2

@)

Additional procedures for IPM auto-forward

auto-forward auto-action is subscribed to the IPMS-MS performs the following actions:

ISO/IEC 10021-7:2003 (E)

attribute and that of the corresponding attribute of the stored IPM shall be made identical, the higher
value taking precedence.

If the delivered message contains one or more forwarded IPMs, either as Message or Forwarded Content
body parts, the IPMS-MS attempts to locate any corresponding stored IPM entries by searching
main-entries of all the entry-classes, except the Draft and Auto-action-log entry-classes, and matching on
IPM identifier. For each forwarded IPM, all matching stored IPM entries found have their AC
Forwarding IPMs attribute updated to record the sequence-number of the delivered message entry. In
addition, for each child-entry of the delivered message which contains a forwarded IPM, the AC
Forwarded IPMs attribute is updated to record the sequence-numbers of the matching stored IPM entries.

If the delivered message contains an IPM whose Related IPMs heading field is present, the IPMS-MS
shall attempt to locate all the entries identified by each subfield of the Related IPMs field by searching
entries of all the entry-classes except the Draft and Auto-action-log entry-classes. If any such entries are
found, each has its AC Relating IPMs attribute updated to record the sequence-number of the delivered
; TtioTT; i T isgpdated to
record the sequence-numbers of the related IPMs.

If the delivered message contains an IPM whose This IPM heading field matchesca“subfigld of the
Related IPMs heading field of a stored IPM, then the AC Related IPMs attribute of €ach”such sfored IPM
is updated to record the sequence-number of the delivered IPM. In addition the' AC Relafing IPMs
attribute of the delivered IPM is updated to record the sequence-numbers of the.stored IPMs.

If the delivered message contains an [PM whose Obsoleted IPMs headingfield is present, the [PMS-MS
shall attempt to locate all the entries identified by each subfield of the @bsoleted IPMs field by|searching
entries of all the entry-classes except the Draft and Auto-action-log, €ntry-classes. If any such ¢ntries are
found, each has its AC Obsoleting IPMs attribute updated te~record the sequence-number of the
delivered message entry. In addition, the AC Obsoleted IPMs attribute of the delivered message entry is
updated to record the sequence-numbers of the obsoleted IPMs

If the delivered message contains an IPM whose This, IPM heading field matches a subfi¢gld of the
Obsoleted IPMs heading field of a stored IPM, then they\AC Obsoleted IPMs attribute of each spch stored
IPM is updated to record the sequence-number of’the delivered IPM. In addition the AC (Pbsoleting
IPMs attribute of the delivered IPM is updated totecord the sequence-numbers of the stored IPMs.

If the delivered message contains an IPN, the* IPMS-MS shall attempt to locate all entries Which may
correspond to the IPN's subject IPM by searching the Submission (and Submission-log) entry-classes. If
any such entries are found, the IPMS-MS shall perform the following actions on each such entfy in turn.
The sequence-number of the subject dBM entry is recorded in the AC Subject IPM attribute of the present
entry. The IPN's IPM Intended Reeipient field (or, if this field is absent, the IPN's IPN Originptor field)
is compared against the list of«we¢ipients recorded in the subject IPM's AC IPM Recipients attfibute. If a
match is found, then the IPMS-MS shall update the value corresponding to that recipient in the subject
IPM's AC Correlated Délivered IPNs attribute to cause it to reference the present entry. In adflition, the
corresponding value in-the subject IPM's AC Delivered IPN Summary attribute is updated tp indicate
that an IPN has bé&en received from that recipient (or from the IPN originator to whom delivery of the
subject IPM occurred as a consequence of its being addressed to that recipient).

Thexdelivered object is matched against the filter specified in each IPM-auto-forward-registration-
parameter, in turn. For each registration in which the delivered object satisfies the filter, stepg (b) to (i)
are followed.

b)

d)

If the forward-all-object-types option is registered, or if the delivered object is an IPM, the object is
subject to auto-forwarding. Otherwise, the object will not be auto-forwarded and the IPMS-MS resumes
processing the next registered IPM-auto-forward auto-action.

NOTE — This option ensures that, by default, only IPMs will be auto-forwarded. The same condition could be set

using filter, which enables the specification of general selection criteria, but the option provides a simple
mechanism for this common requirement.

An entry is created in the Auto-action-log entry-class. If an error in processing this registered auto-action
occurs, the error is recorded by attaching an auto-action-error attribute to the auto-action-event entry
(see 6.5.3 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

If the delivered object is an IPM and an auto-forwarding loop is detected (see 18.5.3.1), the auto-
forwarding-loop auto-action-error is recorded. The procedure then terminates, and no further IPM auto-
forward registrations are processed.
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102

e)

The forwarding IPM is constructed as follows:

D)

The Body is constructed from the registered forwarding-cover-note (if present), and the delivered
object. The registered forwarding-cover-note, if present, forms the first body part. The second body
part (or, if the forwarding-cover-note is absent, the only body part) is one of the following,
depending on the type of the delivered object:

)

if the delivered object is an IPN, then a Notification body part (if the include-returned-IPM
option is registered, and a returned-IPM is present in the IPN it shall also be present in the
body part); or,

if the delivered object is a Report, then a Report body part (if the include-returned-content
option is registered, and a returned-content is present in the Report it shall also be present in
the body part); or,

if the dehvered obJect 1s an IPM, and the message origin- authentlcatlon check, content-

2)

v)

confiden t cont and . yments are
absent from the message envelope or any of the arguments is present but the fprwarded-
content-prohibited option is registered, then a Message body part; or,

if the forwarded-content-prohibited option is registered, then the messagejdoes not $atisfy the
criteria of this registered auto-action and the IPMS-MS considers thg next regist¢red auto-
action;

a Forwarded Content body part otherwise.

The Heading is constructed from the registered forwarding-heading and the delivered Heading

(present if the delivered object is an IPM):

)

ii)

iii)

vi)

vii)

If the Subject field, Extended Subject heading extension, Jor Sensitivity field is absenft from the
forwarding-heading, each assumes the value (if any).présent in the delivered Heading

The Importance field assumes the higher of the values present in the forwarding-hepding and
delivered Heading. The Precedence recipientcextension assumes the higher of the [values (if
any) present in the forwarding-heading andhdelivered Heading, irrespective of the Precedence
Policy Identifier associated with that value: The Precedence Policy Identifier heading|extension
assumes the value (if any) present)in the forwarding-heading or delivered Hpading as
appropriate depending on which value was selected for the Precedence.

The following fields of the forwarding IPM's Heading assume the values, if presdnt, of the
corresponding fields of theidelivered Heading, and are absent otherwise: Repliefl-to IPM,
Obsoleted IPMs, Related IPMs, Expiry Time, Reply Time, Incomplete Copy, Ljanguages,
Distribution Codes, Information Category, Manual Handling Instructions, and Ofiginator's
Reference.

The Reply Recipients field assumes the value, if present, of the corresponding figld of the
forwarding-heading, and is absent otherwise.

If the delivered object is an IPM, the User-relative-identifier component of its This IHM field is
appefided to the corresponding component of the forwarding-heading's This IPM field.
Otherwise, a value generated by the IPMS-MS is appended.

NOTE — The IPMS-MS may make other modifications to the User-relative-identifier, if ndcessary, to
ensure that the This IPM field uniquely and unambiguously identifies the forwarding IPM (see|7.1.1), and
satisfies any size constraints.

The IPMS-MS shall create an Auto-forwarded Heading field with the value true.

If the delivered object is an IPN, then the notification-requests component of each|recipient-

3)

specifier present in Primary, Copy, Blind Copy, and Circulation List Recipients is deleted.

The Envelope is constructed from the registered forwarding-envelope and the delivered Envelope
(present if the delivered object is a Message):

)

ii)

The priority argument assumes the value present in forwarding-envelope, or the delivered
Envelope, whichever has the higher priority.

If the value conversion-with-loss-prohibited is specified for the conversion-with-loss-
prohibited argument either in forwarding-envelope, or in the delivered Envelope, then that
value is assumed. If the value implicit-conversion-prohibited is specified for the implicit-
conversion-prohibited argument either in forwarding-envelope, or in the delivered Envelope,
then that value is assumed.
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iii) The original-encoded-information-types argument shall be the union of those values specified
in the same argument of forwarding-envelope, and one of following dependent on the body

part type for the forwarded object selected in item ¢) 1):

Message the encoded-information-types specified in the delivered

Envelope

(from the converted-encoded-information-types argument, if

present, or original-encoded-information-types otherwise);

Forwarded Content the encoded-information-type for the Forwarded Content
specified in 7.4.16;

Notification no additional encoded-information-types;

Report no additional encoded-information-types.

body part

iv) If the delivered object is a Report, then for each recipient-name specified in the Envelope under

construction, the originator-report-request is given the value no-report.

2)

h)

fo

NOTE - If the delivered object is a Report, the Envelope is specified solely by the registered f
envelope.

The IPMS-MS combines the Body, Heading, and Envelope to form the forwarding IPM, The

orwarding-

PMS-MS

then stages a performance of the MS-message-submission abstract operation with”the forwagding IPM

and the registered submission-options as its arguments, and the procedure defined'in 19.9.2 is fi

If the submission fails, the error is recorded by attaching an auto-action-error-attribute to the ay
event entry.

If the submission is successful, the IPMS-MS verifies the following:
1) that an NRN reporting non-receipt of the delivered object has-not already been submitted;
2) that the registered IPM-auto-forward-options do not specify preserve-retrieval-status;

3) that the delivered object is an IPM whose originator requested an NRN by means of the ng
requests component of the subject recipient specifier.

If these conditions are fulfilled, then the IPMS-MS“shall submit an NRN. The IPMS-MS
NRN’s Auto-forward Comment field from the régistered NRN-comment, if present. Other fig
NRN are constructed as specified in 18.5.3.4%Fhe [IPMS-MS stages a performance of the MS
submission abstract-operation with the NRN/and the registered submission-options as its argur
the procedure defined in 19.9.2 is followéd:

If an entry for the forwarding IPM was created in the Submission (or Submission-log) entry-
the MS general-attribute MS-originated is created and assigned the value frue. The IPMS
resumes processing the next registered IPM-auto-forward auto-action.

Once all registered IPMauto-forward-registration-parameters have been processed, the
continues as follows.

If at least one of the IPM auto-forward auto-actions is performed successfully, and at least

registered IPM-auto-forward-registration-parameters whose criteria were satisfied by the delivg
did not request/preserve-retrieval-status, then the delivered object’s MS retrieval-status
processed,_This change in retrieval-status does not cause the performance of the II
acknowledgement auto-action.

If at(least one of the IPM auto-forward auto-actions is performed successfully, and all of the
IPM=auto-forward-registration-parameters whose criteria were satisfied by the delivered object
delete-delivered-object, then the IPMS-MS shall delete the delivered object.

llowed.

to-action-

tification-

draws the
lds of the
L message-
hents, and

lass, then
-MS then

procedure

ne of the
red object
is set to
PM  auto-

registered
requested

19.9.1.3 Additional procedures Tor IPM auto-discard

If the IPM auto-discard auto-action is subscribed to, and the IPMS-MS-user has registered at least one which requests
auto-discard of obsoleted IPMs, the IPMS-MS performs the following actions:

If the delivered message contains an [PM whose Obsoleted IPMs heading field is present, the IPMS-MS
shall attempt to identify an entry corresponding to each Obsoleted IPM by searching entries of the
Stored-message entry-class. If any such entries are found, only those which satisfy the IPM auto-discard

a)

Filter shall be considered further.

If restrict-obsoleting-to-originator has been set to frue, then the originator-name attribute of

each such

entry shall be compared for equality with the originator-name attribute of the delivered message and only
those entries which match shall be considered further. For each occasion on which matching fails, the

IPMS-MS shall generate an Auto-action-log entry and assign an IPM-auto-discard-error with
not-obsoleted-by-originator to its auto-action-error attribute.
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b)

d)

For each entry selected in step (a) that has a retrieval-status of new or listed then the IPMS-MS shall
construct an NRN as specified in 18.5.1.2 if, and only if, one is requested by means of the Notification-
requests component of the IPM's subject recipient specifier. The NRN is submitted by invoking MS-
message-submission, using the submission-options parameter registered for the IPM auto-discard auto-
action, and the procedures defined in 19.9.2 are followed.

Each of the entries selected in step (a) shall be deleted by the IPMS-MS. If the Message-log entry-class is
subscribed to then an IPM-auto-discarded attribute is added to the corresponding Message-log entry and
assigned the value true.

NOTE - If the IPMS-MS is able to determine that the delivery of an IPM, now auto-discarded, caused an alert

condition that is still outstanding, and would not be in effect but for that delivered IPM, it may set the alert-
indication to false; see 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

Auto-discard auto-action processing continues until all the obsoleted IPMs have been deleted, or all the
registrations which contain a request to auto-discard obsoleted IPMs have been processed.

19.9.14

If the IPN
delivered

19.9.2

2)

b)

d)

2

Additional procedures for IPM auto-advise

Additional Procedures for MS-message-submission

U auto-advise auto-action is subscribed to, the IPMS-MS performs the following actions~when gn IPM is

If any of the following conditions apply, then the procedure terminates and no-further IPM apto-advise
registrations are considered:

i)  the Notification-requests component of the subject recipient specifier requests suppression| of advice
notification (suppress-an);

ii) an NRN has already been generated as a consequence of the performance of the IPM auto-forward
auto-action;

iii) the IPM was delivered as a result of DL-expansion;

iv) a previously delivered IPM from the same originator-caused the execution of an IPM apto-advise
auto-action whose registration-parameter specifiéd\suppress-subsequent-notifications.

NOTE - Suppression only applies to IPMs delivered after that [IPM auto-advise registration was last epabled.

The delivered IPM is matched against the filter'specified in the IPM auto-advise registration| provided
that the registration is enabled. If the filter ig-satisfied, the procedure continues at step (c). Othdqrwise, the
present step is repeated using the next zégistered IPM auto-advise auto-action. If all IPM agto-advise
auto-action registrations have been considered, the procedure terminates.

If the Notification-requests comporent of the subject recipient specifier indicates that ANs are [supported
(i.e. an-supported is true) the~procedure continues at step (d). Otherwise, if use-IPM-if-AN-not-
supported is false then step, (b)is repeated using the next registered IPM auto-advise auto-actipn. If use-
IPM-if-AN-not-supported s #rue then steps (d) and (e) are followed except that an IPM is cpnstructed
and submitted containing the information which would otherwise have been encoded in the AN

The AN is constructed with the common fields prescribed for auto-acknowledgement (see 1§5.2.1). In
addition the AN-shall contain the advice notification fields drawn from the Registration component of the
IPM-auto-advise<registration-parameter.

The AN«is submitted by invoking MS-message-submission, using the submission-options [parameter
registéred for the IPM auto-advise auto-action, and the procedures defined in 19.9.2 are follgwed. The
procedure then terminates.

Procedur

s for the imvocation of the VIessage-submission abstract-operation and for the performance ot the MS-

message-submission abstract-operation are defined in 15.2.1 and 16.2.1, respectively, of ITU-T Rec. X.413|
ISO/IEC 10021-5.

The following two items are additions to 16.2.1 (a) and (b) of ITU-T Rec. X.413 | ISO/IEC 10021-5, and apply where
the IPMS-MS-user invokes MS-message-submission:

104

a)

b)

If a 1994 Application Context is in use and the submitted message contains an IPM, and the submission-
options parameter of the MS-message-submission argument contains an IPM assembly instructions
parameter, then the IPMS-MS shall verify that each stored-IPM specified in the IPM assembly
instructions parameter refers to an IPM entry, and that each body-part-number specified is present either
in the associated stored-entry or in the submitted IPM, as indicated. The forwarding IPM's Body is
constructed as indicated in 19.5.3.1.

If a 1988 Application Context is in use, and the submitted message contains an IPM, the IPMS-MS
examines the MS-message-submission argument for the presence of a forwarding-request parameter. If
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present, the IPMS-MS verifies that the entry to be forwarded is a delivered IPM and constructs the
forwarding IPM's Body as indicated in 19.5.5.

If the IPM auto-correlate auto-action is subscribed to, then the following additions are required
to 16.2.1 (f) of ITU-T Rec. X.413 | ISO/IEC 10021-5, and apply both in the case where the
IPMS-MS-user invokes MS-message-submission, and where the IPMS-MS invokes Message-submission
as a consequence of auto-action processing. This procedure is described for the case where an entry is
created in the Submission-log (or Submission) entry-class; if the submission options and subscription
details are such that no entry is created, the maintenance of the AC Submitted IPN Status and AC
Submitted Reply Status attributes shall be performed as described in steps ¢) and e), but the remaining
steps are not applicable.

If the submitted message contains an IPN, the IPMS-MS shall attempt to locate the entry identified by
the Subject IPM field by searching entries of the Delivery and Delivery-log entry-classes. If such an
entry is found, the sequence-number of the submitted IPN is added to the subject IPM's AC Submitted

d)

PNsattribute—Conversety;thesequence-mumber of the subject tPM s Tecorded T the AC-Supject [IPM
attribute of the present entry. In addition, the subject IPM's AC Submitted IPN Status attribute is given
the value ipm-discarded, ipm-auto-forwarded, an-sent or rn-sent as appropriate. If\the |IPN was
submitted as the result of an IPMS-MS auto-action, an MS-originated general-attribute is attached to the
entry and assigned the value frue.

If the submitted message contains an IPM, the IPMS-MS shall attach the follewing attributes to the
entries created in the Submission and Submission-log entry-classes:

1) AC IPM Recipients shall contain one value for each distinct recipient specified in thq Primary,
Copy, Blind Copy, and Circulation List Recipients fields;

2) AC Correlated Delivered Replies shall contain the same fiumber of values, each of which shall
indicate that no reply has been received from the corresponding member of AC IPM Recipients;

3) AC Delivered Replies Summary shall contain the same number of values, each of which shall
indicate whether a reply was requested of the corresponding member of AC IPM Recipiengs;

4) AC Correlated Delivered IPNs shall contain)th¢ same number of values, each of which shall
indicate that no IPN has been received from-the corresponding member of AC IPM Recipipnts;

5) AC Delivered IPN Summary shall contain.the same number of values, each of which sha]l indicate
whether an RN, NRN, AN (if neithes RN or NRN is present), or no notification was requested of the
corresponding member of AC IPM, Recipients.

If the submitted message contains an/IPM whose Replied-to IPM heading field is present, the [PMS-MS
shall attempt to locate the entry identified by the Replied-to IPM field by searching main-entfies of the
Delivery and Delivery-log entry-classes. If this entry is found (the replied-to entry), its sequenge-number
is recorded in the AC Replied=to IPM attribute of the present entry. Similarly, the replied-to enjtry has its
AC Replying IPMs attribute updated to reference the present entry. In addition, that eptry's AC
Submitted Reply Status-attribute is given the value reply-sent.

If the submission-options parameter inspected in item (a) above identifies one or more IHMs to be
forwarded by-the submitted message, then for each distinct [IPM entry indicated (as a storefl-entry or
stored-content) the IPMS-MS shall add the sequence-number of the submitted (forwarding)) entry to
those enfties' AC Forwarding IPMs attribute. In addition, the AC Forwarded IPMs attribute ¢f each of
the subiitted message's child entries, corresponding to one or more stored IPM entries is ypdated to
record’the sequence-numbers of these forwarded IPMs.

Ifthe submitted message contains one or more forwarded IPMs, either as Message or Forwardgd Content
body parts, not identified in submission-options, the IPMS-MS attempts to locate the stored I§fM entries

2

by searching main-entries of all the entry-classes, except the Draft and Auto-action-log entry-classes, and
matching on IPM identifier. For each forwarded IPM, all matching stored IPM entries found have their
AC Forwarding [PMs attribute updated to record the sequence-number of the submitted message entry.
In addition, the AC Forwarded IPMs attribute of the child-entry of the submitted message that
corresponds to the matching stored IPM entries is updated to record the sequence-number of each stored
IPM entry.

If the submitted message contains an I[PM whose Related IPMs heading field is present, the IPMS-MS
shall attempt to locate all the entries identified by each subfield of the Related IPMs field by searching
main-entries of all the entry-classes except the Draft and Auto-action-log entry-classes. If any such
entries are found, each has its AC Relating [PMs attribute updated to record the sequence-number of the
submitted message entry. In addition, the AC Related IPMs attribute of the submitted message entry is
updated to record the sequence-numbers of the related IPMs.
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19.9.3

If the IPM
parameteq
performs

19.9.4

h)

)

If the submitted message contains an IPM whose Obsoleted IPMs heading field is present, the IPMS-MS
shall attempt to locate all the entries identified by each subfield of the Obsoleted IPMs field by searching
main-entries of the Stored-message and Message-log entry-classes. If any such entries are found, each
has its AC Obsoleting IPMs attribute updated to record the sequence-number of the submitted message
entry. In addition, the AC Obsoleted IPMs attribute of the submitted message entry is updated to record
the sequence-numbers of the obsoleted IPMs.

If the submitted message contains an IPM, and the submission-options parameter of the MS-message-
submission argument contains an originator-body-part-encryption-token parameter, then the IPMS-MS
shall create a body-part-encryption-token attribute in the Submission and Submission-log entry-classes
containing that value.

If the submitted message contains an IPM, and the submission-options parameter of the MS-message-
submission argument contains an originator-forwarded-content-token parameter, then the IPMS-MS shall
create a forwarded-content-token attribute in the Submission and Submission-log entry-classes

@)

b)

[Additional Procedures for Fetch

Additional Procedures for Delete and Auto-delete

comntaimmng that vatue:

[ auto-acknowledgement auto-action is subscribed to and the suspend-auto-acknowledgerient bind-¢xtensions
was not present in the MS-Bind-argument which established the present abstract-association, the [PMS-MS
he following action:

On the first occasion when the performance of Fetch causes the retrievalistatus of an IPM to [change to
processed, the IPMS shall construct an RN if, and only if, one is requested by means of the Nqtification-
requests component of the IPM's subject recipient specifier. (If Modify 1S supported to set retrigval-status
back to listed, then a subsequent Fetch may cause the IPM to beeome processed for a second time; no
RN is generated in this case). The IPMS-MS draws the Suppl Receipt Info field from [the auto-
acknowledge-suppl-receipt-info field of IPM-auto-acknowledgement-registration-parameter {f present,
and constructs other RN fields as specified in 18.5.2.1.

NOTE — The AC Submitted IPN Status attribute, if~stpported, may be used to ensure that onl]y a single
notification is ever sent.

MS-message-submission is invoked using the submission-options parameter registered for the [PM auto-
acknowledgement auto-action, and the procedures defined in 19.9.2 are followed.

The performance of the IPM auto-acknewledgement auto-action shall cause the creation of ap entry in
the Auto-action-log entry-class, if subscribed to. If the performance causes an auto-actionijerror, the
IPMS-MS shall attach an auto-actioni®error attribute indicating the nature of the error to the Ayto-action-
log entry, and shall set the auto-action-error-indication, which is reported to the IPMS-MS-usef when the
next abstract-association is established.

When perfforming the Delete abstract-operation or the Auto-delete auto-action, the IPMS-MS shall generate gn NRN if
the entry pontains a delivered IRM whose retrieval-status is listed, and an NRN was requested of this user byl means of
the Notification-requests component of the subject recipient specifier, as specified in 19.4. In the case of fthe delete
eration, an NRNuis'not generated if prevent-nrn-generation is specified in the delete-extensions pafameter of

abstract-

the Deletg abstract-operation which deletes the IPM (see 19.5.6).

MS-message-submission is invoked with the submission-options parameter drawn from general submission-dgfaults (as

registered by means of Register-MS), and the procedures defined in 19.9.2 are followed.

19.9.5

ute-discard of expired IPMs

If the IPM auto-discard auto-action is subscribed to and the user has registered at least one IPM auto-discard auto-action
whose registration-parameter contains an auto-discard-expired-IPMs value of true, the IPMS-MS performs the
following actions:

106

a)

b)

The IPMS-MS shall identify each entry in the Delivered-message entry-class with an expiry-time
attribute containing a date and time which has passed. If any such entries are found, only those which
satisfy the IPM auto-discard Filter shall be considered further.

If any entries selected in step (a) have a retrieval-status of new or listed then the IPMS-MS shall
construct an NRN as specified in 18.5.1.2 if, and only if, one is requested by means of the Notification-
requests component of the [IPM's subject recipient specifier.

MS-message-submission is invoked using the submission-options parameter registered for the [PM auto-
discard auto-action, and the procedures defined in 19.9.2 are followed.
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Each of the entries selected in step (a) shall be deleted by the IPMS-MS. If the Delivery-log entry-class is
subscribed to then an IPM-auto-discarded attribute is added to the corresponding Delivery-log entry and
assigned the value true.

NOTE - If the IPMS-MS is able to determine that the delivery of an IPM, now auto-discarded, caused an alert

condition that is still outstanding, and would not be in effect but for that delivered IPM, it may set the alert-
indication to false; see 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

The performance of the IPM auto-discard auto-action shall cause the creation of an entry in the Auto-
action-log entry-class, if subscribed to. If the performance causes an auto-action-error, the IPMS-MS
shall attach an auto-action-error attribute indicating the nature of the error to the Auto-action-log entry,
and shall set the auto-action-error-indication, which is reported to the IPMS-MS-user when an abstract-

association is next established.

Me,ssagp Contents

ready been seen, various secondary objects (e.g., UAs) have occasion to convey the information
o as the contents of messages, as well as to convey probes concerning such messages. This clausg
how they shall do this.

governing the transmittal of such messages and probes, and the semantics and abstract*and transfe]
ntents, are called the Interpersonal Messaging Protocol (P2).

— The name, "P2", reflects the historical fact that this was the second Message Handling Protocol to be develop

Content

hry object that submits a message containing an IPM or IPN shall supply as the octets of the Octet

constraints (recursively).

Otherwis

pbjects of
specifies

[ syntaxes

bd.

Btring that

5 the content of the message the result of encoding the InformationObject of section two in accordance with
Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825, and the additional encoding rules| specified
.
Content Type
ry object that submits a message containing an PN or IPN shall select its content type as follows.
[ or IPN satisfies all of the following constraints, the Integer 2 shall be specified:
i) The Heading and the recipient specifier (of an IPM), or the common fields, non-recdipt fields,
receipt fields, and the othernotification type fields (of an IPN), lack extension fields.
ii) The Body (of an IPM)-lacks Extended body parts.
iii) The Parameters elenient of any Videotex body part (of an IPM) lacks the Syntax member.
iv) Every component of the IPM or IPN that is a value of a data type defined as part of|the MTS
Abstract Seryice meets the constraints of CCITT Recommendation X.411 (1984).
The types) in question are those listed in the IMPORTS clause of the ASN.1 module {lefined in
annex\\D. The constraints in question are detailed in an annex of ITU-T Rec| X419 |
ISOAEC 10021-6.
v)_\TFhe Parameters and Data elements of any Message body part (of an IPM) satisfy these same

the Integer 22 shall be specified

NOTE 1 — The message content protocol (here) denoted by the Integer 2 is identical to that specified by CCITT Recommen-
dation X.420 (1984) (as clarified by Version 6 of the CCITT 1984 X.400-series Implementor's Guide), except that the Simple
Formattable Document body part type, defined in the latter, is omitted from the former.

NOTE 2 — The Integer 2 is favoured, above, over the Integer 22 to foster interworking between systems conforming to this
Specification and systems conforming (only) to CCITT Recommendation X.420 (1984).

NOTE 3 —If conversion is performed on a message of content type 2 which results in a message containing an Extended body
part, the content type will change to 22.

20.3

Content Length

A secondary object that submits a probe concerning a message containing an IPM or IPN shall specify as the length of
the message's content the size in octets of the encoding of the instance in question of the InformationObject of section
two (a choice of an IPM or an IPN) when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825-1 are
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followed. If those rules permit several (e.g., both primitive and constructed) encodings of that InformationObject, the
content length may reflect any one of them.

20.4 Encoded Information Types

A secondary object that submits a message containing an IPM or IPN shall specify the encoded information types
(EITs), see 8.5.6 of ITU-T Rec. X.411|ISO/IEC 10021-4, and non-basic parameters (NBPs) of the message as follows.

In the case of an IPN, the EITs shall be unspecified.

In the case of an IPM, the EITs and NBPs shall be specified in accordance with the following rules:

a)  Multiple body parts: The EITs (if any) and NBPs (if any) of the message shall comprise the logical union
of the EITs and NBPs of the IPM's individual body parts, respectively.

b) (Forwarded) Message body part: The EITs (if any) and NBPs (if any) of a Message body part shall be
those of the forwarded message.

c) Standard body part. The EITs (if any) and NBPs (if any) of an individual Standard-bedy [part shall
depend upon that body part type as specified in Table 8. A body part type for which the-tablg indicates
that the EITs are unspecified contributes no EITs to the IPM.

d) Application-specific body part: If the definition of an application-specific body “part specifies one or
more extended EITs, then those appropriate to this instance of the applicationsspecific body palt shall be
specified. Otherwise, the undefined EIT shall be indicated. In either case, no.NBPs shall be spegified.

e) Encrypted body part: The effect of an Encrypted body part upon the EITs and NBPs to be speg¢ified may
be the subject of future standardization.

Table 8 — Interpersonal Messaging EITS and NBPs

oo m oo o mmmmmm oo Mmoo +
| Standard Body Part Type | Basic EIT | NBPs |
o m oo Tt S o mm oo +
| IA5 Text | IA5 Text | - |
| G3 Facsimile | G3 Facsimile | G3 Facsimile |
| G4 Class 1 | G4 Class 1 | G4 Class 1/Mixed-mode |
| Teletex | Teletex | Teletex |
| videotex | Wideotex | - |
| Encrypted [/yunspecified | - |
| Message | see 20.4 b) | see 20.4 b) |
| Mixed-mode | Mixed-mode | G4 Class 1/Mixed-mode |
| Bilaterally Defined | Undefined | - |
| Nationally Define€d | Undefined | - |
| General Text | see 7.4.11 | - |
| File Transfer | see 7.4.12.8 | - |
| Voice | see 7.4.13 | - |
| Report | unspecified | - |
| Notifieation | unspecified | - |
| Forwarded Content | see 7.4.16 | - |
s B R T +

21 Rort Realization

How an MS or the MTS concretely realizes the secondary ports it supplies is specified in ITU-T Rec. X.419 |
ISO/IEC 10021-6.

How a UA, TLMA, or AU concretely realizes the primary ports it supplies is beyond the scope of this Specification.

NOTE 1 — A UA's user interface is a local matter. A wide variety of interfaces involving, e.g., a wide variety of input/output
devices are possible.

NOTE 2 — A TLMA's realization of its primary ports is specified in part by CCITT Recommendation T.330.

NOTE 3 — An AU provides its primary ports by means of the particular communication system to which that AU provides
access.
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Conformance

The requirements a secondary object (excluding the MTS) and its implementor shall meet when the latter claims the
former's conformance to this Specification are identified below. A number of the conformance requirements distinguish
between support upon origination and support upon reception.

22.1

Origination Versus Reception

A UA, TLMA, or AU shall be said to support upon origination a particular heading field, heading extension, basic
body part type, or extended body part type if, and only if, it accepts, preserves, and emits, in full accord with this
Specification, that particular heading field or extension, or body parts of that particular basic or extended type,
whenever a user calls upon it to convey an IPM containing them to the MTS or the user's MS (the latter only in the case

ofa UA).

AUA, TL

part type
Specificati
whenever
containin,

NOTE

22.2

The impl
statement

In additio

22.3
An IPMS

or extended body part type if, and only if, it accepts preserves, and emits, in full accord
ion, that particular heading field or extension, or body parts of that particular basic or-~exten
the MTS or a user's MS (the latter only in the case of a UA) calls upon it to convey to [the usg
b them.

— In point of fact, a PDAU supports nothing upon origination because it is not a supplier of the-origination port

Statement Requirements

bmentor of an IPMS UA, IPMS-MS, TLMA, or AU shall state the following. For each item beloy

asic body
with this
ded type,
r an [PM

v separate

@)

b)

d)

5 shall be made concerning conformance upon origination and conformanee upon reception:

Static Requirements

UA, IPMS-MS, TLMA, or AU shall*satisfy the following static requirements:

a) The heading fields and heading extensions for which conformance is claimed.

b) The standard and application-specific body part types for which conformance is claimed.

c) In the case of an IPMS-MS, or an IPMS UA accessing an IPMS-MS, the Interpersonal Messaging-
specific MS attribute-types for which conformanceds ¢laimed.

d) In the case of an IPMS-MS, or an IPMS UA ,accessing an IPMS-MS, those IPMS-specific auto-actions
and matching-rules for which conformance is, claimed.

h, the implementor of a TLMA or AU shall state:whether conformance is claimed for import or expoyt or both.

An IPMS UA, IPMS-MS,FLMA, or AU shall implement the heading fields and heading extengions, and
the standard and application-specific body part types for which conformance is claimed.

An IPMS-MS, oer'an IPMS UA accessing an IPMS-MS, shall support the Interpersonal Messaging-
specific MS _attribute-types for which conformance is claimed, but including as a minimum those
designated mandatory in Table 3.

An IPMS;UA, IPMS-MS, TLMA, or AU shall concretely realize its abstract ports as specified in
clause2l.

AT IPMS UA or IPMS-MS shall be able to both submit and accept delivery of messages of both of the
content types of 20.2.

-

2
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Protocols specified in ITU-T Rec. X.419 | ISO/IEC 10021-6.

An IPMS UA, IPMS-MS, TLMA, or AU which claims support upon reception for any Standard body
part type for which both basic and extended representations are defined shall support the reception of
both the basic and the extended representation of that body part type.

An IPMS UA, IPMS-MS, TLMA, or AU which claims support upon reception for an Application-
specific body part type consisting of octet-aligned data, or which claims support upon reception for the
File Transfer body part's application-reference encoded as an Object Identifier, shall support both the
reception of that application-specific octet-aligned data encoded in the Application-specific body part
and the reception of it encoded in the File Transfer body part.

A TLMA or AU shall be able to import and/or export such messages, according to the conformance
claimed.
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224 Dynamic Requirements

An IPMS UA, IPMS-MS, TLMA, or AU shall satisfy the following dynamic requirements:
a) An IPMS UA or IPMS-MS shall follow the rules of operation specified in clause 18 or 19, respectively.

b) An IPMS UA, IPMS-MS, TLMA, or AU shall submit and accept delivery of messages whose contents
are as specified in clause 20.

c¢) An IPMS UA, IPMS-MS, TLMA, or AU shall register with the MTS its ability to accept delivery of
messages of both of the content types of 20.2.
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Annex A

General IPMS Extensions

(This annex forms an integral part of this Recommendation | International Standard)

This annex defines general extensions for Interpersonal Messaging. Security extensions are defined in Annex B.

Al Heading Extensions

This section defines all (presently defined) general heading extensions. Heading extensions are conveyed in the
extensions heading field of the IPM (see 7.2.17).

A.l.1 [fncomplete Copy
The Incomplete Copy heading extension, by its presence, indicates that one of more body parts or heading|fields are
absent frgm the Body of (the present instance of) the IPM. The extension comprises a Null.

incomplete-copy IPMS-EXTENSION ::= {VALUE IncompleteCopy,
IDENTIFIED BY id-hex-incomplete3copy}

IncompleteCopy ::= NULL

If this extpnsion is absent from the Extensions heading field, all body parts shall be conSidered present.

A.1.2  |Languages

The Langduages heading extension identifies the languages used in the compeSition of the IPM's Subject heqding field
and Body]. The extension comprises a Set of zero or more Printable Stririgs, each one of the two-character| language
codes ideptified by ISO 639. The two-character language code may’ optionally be followed by a space ahd a two-
character [[SO 3166 country code (see ISO 639 clause 4.4) if it is n€cessary to identify a specific national uspge of the
language [(e.g., "en" identifies the English language, "en GB" 4dentifies English as used in the UK, and "en US"
identifies [English as used in the USA).

languages IPMS-EXTENSION ::= {VALUE SET»OF Language, IDENTIFIED BY id-hex-langyages}

Language ::= PrintableString (SIZE (2[5))

If this ex}ension is absent from the Extensions héading field or no languages are indicated, the languagep shall be
considerefl unspecified.

A.1.3 [Auto-submitted

The Autofsubmitted heading extension,indicates whether the IPM was submitted without human intervention|, and if so
whether the message was auto-generated, or auto-replied.

If this hedding extension has the value not-auto-submitted, the message-submission is under direct or indirect|control of
a human.

auto-submitted IPMS-EXTENSION ::= {VALUE AutoSubmitted,
IDENTIFIED BY id-hex-auto-submitted}

AutoSubmitted ::= ENUMERATED
not-auto-submitted (0),
auto-generated (1),
auto-replied (2)}

The auto-forwarded heading field may also indicate that the message has been submitted without human intervention.
The absence of both this heading extension and the auto-forwarded heading field indicates that no information is
available as to whether the message-submission involved human control.

A.1.4  Body Part Signature

The Body Part Signature heading extension may contain a digital signature for each body part in the IPM to enable the
recipient to verify that the body part has not been modified.

The encoding of the body part itself is unchanged in order that it may be understood by all recipients, irrespective of
ability to verify these signatures.

body-part-signatures IPMS-EXTENSION ::= {VALUE BodyPartSignatures,
IDENTIFIED BY id-hex-body-part-signatures }
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BodyPartSignatures ::= SET OF SET ({
body-part-number BodyPartNumber,
body-part-signature BodyPartSignature,
originator-certificate-selector CertificateAssertion OPTIONAL,
originator-certificates [0] ExtendedCertificates OPTIONAL,
BodyPartNumber ::= INTEGER (1..MAX)
BodyPartSignature ::= SIGNATURE { SEQUENCE ({
signature-algorithm-identifier AlgorithmIdentifier,
body-part BodyPart,
body-part-security-label SecurityLabel OPTIONAL } }

The Body part signatures comprises the following components for each signed body part:

b)

a) Body-part-number (M): Identifies one of the body parts in this IPM, numbered starting at ‘1°.

Body-part-signature (M): Identifies an algorithm and contains the signature obtained by applying that

A body p
more thar]

algorithm to the Body Part together with its Body-part-security-label (see A.1.5) and the
identifier; the algorithm-identifier specifies five constituent parts:

i)  the ASN.1 encoding rule (CER or DER) to be applied to the body part before hashing;

ii) the hash function;

iii) whether or not the hash value is to be encoded within an ASN.1 Bit String-ptior to encrypt
iv) the algorithm used to protect the hash value (e.g. an asymmetric encryption algorithm); an

v) any parameters of the algorithm such as any necessary keys, inifialisation values, an
instructions.

NOTE - There is no requirement to transmit the CER or DER encoding of the body part, but simp|
CER or DER encoding before computing the signature.

Where body-part-number identifies an encrypted body part;‘the signature applies to the body f
encryption.

c) Originator-certificate-selector (C): If the origindtor“has more than one public key for the
algorithm (and therefore more than one certificate with the same algorithm-identifier), then
originator-certificate-selector shall be present*containing components of certificate-assertion (|
of ITU-T Rec. X.509 | ISO/IEC 9594-8) appropriate to enable the recipient to determine wh
the originator’s certificates (and thus which one of the originator’s public keys for this alg
applicable, or else precisely one certificate for this algorithm shall be present in originator-certi

d) Originator-certificates (C): Thisimay be used to convey a verified copy of the public-as
encryption-key of the originatet.who signed the body part (i.e. a Certificate), or the name of a
entry containing the origindtor’s certificate, or multiple certificates (or Directory names)
public-asymmetric-encryption-key is verified with different certification paths or by
certification authorities../This component shall be present if the originator who signed the bd
different from theyoriginator of the IPM, but may also be present otherwise. Where the
certificate is nptzincluded within the body part signatures, then the originator certificate whig
present on the envelope shall be used. If no certificates are present, it is assumed that anoth
(e.g. use of\the Directory) is to be used to obtain a verified copy of the originator’s public key.

irt may be-signed more than once if it is required to use different algorithms for some recipients, or
one sighatory.

A.1.5 |IPM Security Label

llgorithm-
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i
| padding
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The IPM Security Label heading extension provides the capability to label a complete message content, the message
heading, and individual message body parts.

ipm-security-label IPMS-EXTENSION ::= {
VALUE IPMSecurityLabel,
IDENTIFIED BY id-hex-ipm-security-label }
IPMSecurityLabel ::= SEQUENCE({
content-security-label [0] SecurityLabel,
heading-security-label [1] SecurityLabel OPTIONAL,
body-part-security-labels [2] SEQUENCE OF BodyPartSecurityLabel OPTIONAL }
BodyPartSecurityLabel ::= CHOICE ({
body-part-unlabelled [0] NULL,
body-part-security-label [1] SecurityLabel }

The IPM Security Label comprises the following components:

112
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Content-security-label (M): Identifies the aggregate security classification of all the security labels
contained in this heading extension. The relationship between this aggregate security label and the other
labels in this heading extension are subject to the local security policy. The content-security-label
component and the message-security-label (in the envelope) both provide an indication of the security
classification of the message content. However, depending on local architecture and policy, the security
policy cited by the two elements may differ. Local policy may also affect the choice of whether to use
the content-security-label, the message-security-label, or both as part of the security architecture. One
factor influencing this choice is that the content-security-label is within the message content, and will
therefore be affected by any encryption of the content; whereas the message-security-label is in the
envelope and is therefore independent of content encryption.

Heading-security-label (O): Identifies the security classification of the information collectively
conveyed in the heading of the IPM.

Body-part-security-labels (O): Identifies the security classification of the information conveyed by

A.1.6

[Authorization Time

mdividuat-body parts of the 1Pviabets ey bemctudedforany subset of the body partsimcigded in the
IPM. One value of body-part-security-label shall be present for each body part present in~the{IPM, and
shall appear in the same order in body-part-security-labels as the body part appears within the body of
the IPM. The body-part-security-label comprises either:

1) Body-part-unlabelled (C): Indicates that the body part is not labelled.

ii) Body-part-security-label (C): ldentifies the security label (see 8.5.9of ITU-T Req. X.411|
ISO/IEC 10021-4) pertaining to the body part.

The Authiorization Time heading extension identifies the date and time at which a'message was formally autlorized by

the autho
when the
heading

A.1.7

The Cire
request tH

authorization-time IPMS-EXTENSION ::= {
VALUE AuthorizationTaime,
IDENTIFIED BY id-hex-autho®rization-time }
AuthorizationTime ::= GeneralizedTime

Circulation List Recipients

izing users. Depending upon local requirements, this date and time Stamp may vary from the datd and time
message was submitted to the MTS. The authorization time can be used to augment the authorifing users
field (see 7.2.3) to provide additional information aboutsthe’ authorizing event. Either or both of the
authorization time or authorizing users may be present according to {osal policy.

nlation List Recipients heading extension identifies the two or more users to whom the authorifing users
at the IPM be distributed sequentially. It also identifies the responses the authorizing users ask ¢f each of

those usets. It comprises a Sequence of sub-fields, each a Circulation Member, one for each circulation list r¢cipient.

Each circ

hlation member includes anvindication of whether that user has already received the IPM, and optipnally the

date and ime when the IPM was teceived, and optionally a digital signature. In this context, users that have repeived the

message g

re said to be "checked!\in the circulation list.
circulation-list-recipients IPMS-EXTENSION ii= |

VALUE CirculationList,

IDENTIFIED BY id-hex-circulation-list-recipients }
CirculationList ::= SEQUENCE (SIZE(2..ub-circulation-list-members))

CirculationMember ::= SET {

OF CirculationMember

r*-irr*-n'lai—-inn—v‘ar"i‘_n-iani- 'Dmr*-ipiani—QLnQr"iF-iar (WITH COMPQONENTS {

recipient (WITH COMPONENTS {

formal-name PRESENT } ) } ),

checked Checkmark OPTIONAL }
Checkmark ::= CHOICE ({
simple NULL,
timestamped CirculationTime,
signed CirculationSignature }
CirculationTime ::= GeneralizedTime
CirculationSignature ::= SIGNED { SEQUENCE (
algorithm-identifier CirculationSignatureAlgorithmIdentifier,
this-IPM ThisIPMField,
timestamp CirculationTime } }
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CirculationSignatureAlgorithmIdentifier ::= AlgorithmIdentifier

A circulation list is a set of circulation members, each of which has the following components:

a) Circulation-recipient (M): Identifies a member of the circulation list and any information (i.e.,
notification requests, reply request, and recipient extensions) associated with that member. The formal-
name component of the OR-descriptor shall be present. If the recipient is a DL then this should be the
last circulation-recipient in the circulation list, as the IPM will not be sent to members of a circulation list

subsequent to a DL.

b) Checked (C): Identifies whether or not this member has received the IPM as a result of the circulation

list.

If a member of the circulation list has not yet received the IPM, then the checked component shall be

absent. If a member has received the IPM, then the checked component shall take one of the
values:

following

1) siumple: a simplc assertion that the circulation recipient has received the IPM;
ii) timestamped: indicates the date and time at which the IPM was accessed by the circulation|

iii) signed: includes the IPM Identifier, the date and time (as above), and a digital signature o
the circulation recipient.

The authdrizing user should compose the circulation list to indicate the preferred order of cireulation. Any no

recipient;

f these by

tifications

requested|are returned to the originator. These may be used by the originator to perform cerselation and tracling of the

progress ¢f the circulation. If the authorizing user elects to receive the completed cireulation list at the con|
circulatiof, then the originator should be included as the last member of the circtlation list. If the author|
desires thht replies to the message be received by all members of the circulation _listy then this should be refle
selection fof reply recipients. Recipients other than the circulation list may ,also/be specified at the discret
originator]

On recepfion, the UA examines the circulation list recipients as part of the check of recipient fields. If the r
included [in the circulation list, the UA determines the receiptequests, reply requests and recipient

applicabl¢ to that recipient as specified in clause 8. Notifications will*be returned to the originator of the circyl
Replies should be directed to the reply recipients specified in thecheading by the authorizing users.

The circullation list should be updated by the UA to add the checked component to it’s own entry. It may
include adlditional recipients in the list. Existing elements.of the list should not be deleted, and the UA shall g
the originjator’s last entry remains last in the sequence. Other heading fields of the IPM should not be m
particularlit is vital that the this-IPM field (see 7.2.19 and originator field (see 7.2.2) be preserved intact.

If, after ypdating, all the members of the li§t) are checked, or if the IPM has been delivered as the res
Expansiof, then the IPM requires no further sequential circulation. Otherwise, the UA should select thg
member that does not contain the checked component for the next circulation step. After processing and
complete,| the UA should resubmit the modified IPM to the MTS. The submission envelope should addres
next circylation list member.

The UA ¢f each circulation maember may append additional body parts (containing annotations or other con
the discrefion of the user,

UAs that priginate cirCulation list-recipients may optionally generate in addition a single instance of a recipien
to includg the circdlation list indicator recipient extension (see A.2.1) in any one of the other recipient heag
(primary fecipientsy copy recipients, or blind copy recipients) for backward compatibility purposes. UAs th|
circulatioh list~recipients should also support the circulation list identifier on reception.

clusion of
zing user
ted in the
on of the

bcipient is
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A.1.8 Distribution Codes

The Distribution Codes heading extension identifies information to support distribution of the IPM either within the
MHS (e.g., auto-forwarding) or external to the MHS (e.g., hard copy distribution). A specific definition of distribution

code values and semantics should be mutually supported by the originator and the recipient. The value of this

field may

be used within filters which select specific auto-actions (e.g., specific auto-forward and auto-alert registrations) and

within the attributes in an Alert operation.

distribution-codes IPMS-EXTENSION ::=
VALUE DistributionCodes,
IDENTIFIED BY id-hex-distribution-codes }
DistributionCodes ::= SEQUENCE (SIZE (1..ub-distribution-codes)) OF DistributionCode
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DistributionCode ::= SEQUENCE {
oid-code OBJECT IDENTIFIER OPTIONAL,
alphanumeric-code AlphaCode OPTIONAL,
or-descriptor ORDescriptor OPTIONAL }

AlphaCode ::= UniversalOrBMPString {ub-alpha-code-length}

The Distribution Code has the following components:

At least ohe component of the DistributionCode shall be present.

A.1.9

a) OID-code (O): Identifies a request from the originator for the recipient to redistribute the IPM according
to previously agreed semantics. The semantics of the originator’s request may be solely conveyed by this
component, or may additionally depend on the values of the OR-descriptor or alphanumeric-code
components.

b) Alphanumeric-code (O): Identifies a request from the originator for the recipient to redistribute the IPM
according to previously agreed semantics. The semantics of the originator’s request may be solely
conveyed by this component, or may additionally depend on the values of the OR-descriptor or
OTD-code components.

c) OR-descriptor (O): Identifies a non-IPMS user whom the originator has requested be partyof the post-
delivery distribution process for this IPM. The values of alphanumeric-code and OIDsecode mpy qualify
the distribution role requested by the originator.

|[Extended Subject

The Extepded Subject heading extension identifies the subject of the IPM. The extended subject consists ¢f a string
that provifdes both a richer character set and a greater length than is provided by the'siibject heading field (see }.2.10).

If the extpnded subject is supported on reception, and both the subject and the extended subject are present, then the

extended

subject shall be used in preference to the subject for display to théwser.

extended-subject IPMS-EXTENSION ::= {
VALUE ExtendedSubject,
IDENTIFIED BY id-hex-extended<gubject }

ExtendedSubject ::= UniversalOrBMPString, {ub-extended-subject-length}

On originption, if the text of the subject can be accommodated without loss within the constrained length and character
repertoire] of the subject heading field (see 7.2.10) then that field should be generated in preference to extendgd subject.
When extended subject is generated, it is recommended that if possible the subject heading field is also gengrated (for

recipient

A.1.10

[JAs which may not support extended subject) containing the same text converted and truncated as ngcessary.

[Information Category

The Infofmation Category heading extension identifies the character of the information contained in the IfM. It can
convey d registered identifier for ‘eath particular type, or free form information describing the natupe of the

communi
messages

tation. Recipient UAs anay use the information conveyed by this extension to affect the preseptation of
to the recipient, or te~affect any other local processing functions. A specific definition of informatiop category

values arld semantics should-be mutually supported by the originator and the recipient. Examples of possible

informati

n category valaes.include: draft message, press release, contractual commitment, policy statement.
informatiefi*category IPMS-EXTENSION ii= |

VALUE InformationCategories,

IDENTIFIED BY id-hex-information-category }
InformationCategories ::= SEQUENCE (SIZE (1..ub-information-categories))

OF InformationCategory
InformationCategory ::= SEQUENCE {

reference [0] OBJECT IDENTIFIER OPTIONAL,

description [1] DescriptionString OPTIONAL }
DescriptionString ::= UniversalOrBMPString {ub-information-category-length}

The Information Category has the following components:

a) Reference (O): Depending on the mutually agreed semantics, this component may identify either:
i) the category of message; or

ii) the context in which the description component should be interpreted to determine the category of
the message.

This component may be used either alone or in combination with the description component.

b) Description (O): identifies the category of message based on mutually agreed semantics.
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This component may be used either alone or in combination with the reference component.

At least one component of the Information Category shall be present. If both components are used, then the category
shall be determined primarily by the reference component, as qualified by description component.

A.1.11 Manual Handling Instructions

The Manual Handling Instructions heading extension identifies instructions for manual handling of the IPM
following its delivery. The extension can convey instructions consisting of free form text. Examples of manual handling
instructions include special recipient handling requests (e.g., "Please pass to ...", "Please DO NOT pass to ..."), and
instructions for how to process body data.

NOTE - Instructions indicated by this heading extension may apply either to the IPM as a whole or to specific components of the

IPM (e.g., specific body parts). Where necessary the content of the instructions should indicate the scope of the instructions or
the part(s) of the IPM to which the instruction applies.

manual -handling-instructions IPMS-EXTENSION ::= {

VALUE ManualHandlingInstructions,

IDENTIFIED BY id-hex-manual-handling-instructions }
ManualHandlingInstructions ::= SEQUENCE (SIZE (1..ub-manual-handling-inst¥uctidns))

OF ManualHandlingInstruction

ManualHandlingInstruction ::=
UniversalOrBMPString {ub-manual-handling-instruction-length}

A.1.12 |Originator's Reference

The Origjnator's Reference heading extension identifies a reference value that is ¢hosén by the authorizing psers. The
originators reference may be used within the organization of the originator,as\an internal reference. Expmples of
possible griginator's references include: file number, claim number, legal cage-number. This information may be used
by the regipient in later communications with the originator, possibly outside the MHS, concerning a particulaf [PM.

originators-reference IPMS-EXTENSION ::=

VALUE OriginatorsReference)

IDENTIFIED BY id-hex-originatorssreference }
OriginatorsReference ::= UniversalOrBMPString {ub-originators-reference-length}

A.1.13 |Precedence Policy Identifier

The Precpdence Policy Identifier heading extension identifies the semantics of the precedence values assighed to the
recipients| by the authorizing users. The precedence policy identifier is intended to be used only in conjunctioh with the
precedende recipient extension defined in A.2.2,-and applies to all instances of the precedence recipient extendion. If the
precedende policy identifier is received in thelabsence of any precedence values, then the precedence policy| identifier
shall be ignored.

precedence-policy-identifier IPMS-EXTENSION ::= {
VALUE PrecedencePolicyIdentifier,
IDENTIFIED BY id-hex-precedence-policy-id }
PrecedencePolicyIdentifier ::= OBJECT IDENTIFIER
A2 |IRecipient Extensions

This sectipn defines-all general recipient extensions. Recipient extensions are conveyed in the recipient-extengions field
of the reclpient specifier (see 7.1.2).

ReCipientExtensions IPMS-EXTENSION
circulation-list-indicator |
precedence |
recipient-security-request |
PrivateIPMSExtensions,

1]
—_

A2.1 Circulation List Indicator

The Circulation List Indicator recipient extension identifies a recipient specifier that is associated with the circulation
list-recipients heading extension. Use of this extension provides graceful degradation of the circulation list-recipients
function for UAs that do not support the circulation list-recipients.

circulation-list-indicator IPMS-EXTENSION ::= {
VALUE NULL,
IDENTIFIED BY id-rex-circulation-list-indicator }

UAs that originate a circulation list-recipients may optionally generate a single instance of recipient specifier in any one
of the recipient heading fields (primary recipients, copy recipients, or blind copy recipients) for backward compatibility
purposes. Such a recipient specifier should include the circulation list indicator recipient extension to allow it to be
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easily identified by recipient UAs that support circulation list. UAs that support circulation list-recipients should also
support the circulation list identifier on reception.

Inclusion of this extension in an instance of the recipient specifier constrains the allowed values of the recipient
component of that recipient specifier. When this extension is used, the recipient shall be specified using only the value
“CIRCULATION LIST” in the free-form-name component of the OR-descriptor. The formal-name and telephone-
number components of the OR-descriptor shall be absent. A maximum of one instance of this extension is allowed

per IPM.

On reception, a UA or MS that supports circulation list-recipients shall expunge a recipient-specifier if it contains
circulation list identifier.

A2.2

Precedence

The Precedence recipient extension identifies the precedence level that the authorizing users attribute to the IPM for
each recipient—Fhe-precedencetevelprovides-an—indication—oithe—perceived—impeortan ce—or-relevance—of+he IPM to

precedend
identifier,
precedeng

The precg

bullet (iv).

A3

This sect]
extension
the IPN.

No gener3

ipient. The semantics of values that appear in this field are entirely dependent on the value cornve

e policy identifier extension. If precedence values are present in the absence of the preceden

e policy identifier extension.
precedence IPMS-EXTENSION ::=
VALUE Precedence,
IDENTIFIED BY id-rex-precedence }
Precedence ::= INTEGER (0..ub-precedence)
dence recipient extension affects the priority attribute in the submission“envelope as described in

Notification Extensions

on defines all general notification extensions. Notification extensions are conveyed in the n
5 (see 8.1.5), rn extensions (see 8.3.4), nrn extensions (See 8.2.5), or other notification type (see 8.4

1 notification extensions are defined in this editiopof ITU-T Rec. X.420 | ISO/IEC 10021-7.

ed in the
ce policy

then the precedence values shall be ignored. This extension shall only be originated in conjunctiop with the

18.2.2(a)

btification
fields of
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Annex B

IPMS Security Extensions

(This Annex forms an integral part of this Recommendation | International Standard)

This annex defines security extensions for Interpersonal Messaging. It specifies an optional request which may be
included in an IPM, the response which may be included in the resulting IPN, and additional procedures for generating
this response. It uses the IPMS Extension of 7.2.17.

B.1 Recipient Security Request

The Recipient Security Request is an IPMS extension which may be present in the recipient-extensions field of a
recipient ppecifier. The Recipient Security Request indicates which security function is requested to be applied to an
IPN (RN jor NRN) from this recipient (whether proof or non-repudiation), and which security function_i§'to’be applied
to the IPM by this recipient (whether proof or non-repudiation) on receipt of the [IPM.

recipient-security-request IPMS-EXTENSION ::= {
VALUE RecipientSecurityRequest,
IDENTIFIED BYid-sec-ipm-security-request}

RecipientSecurityRequest ::= BIT STRING ({
content-non-repudiation (0),
content-proof (1),
ipn-non-repudiation (2),

ipn-proof (3)}

The Recipient Security Request shall be present only if the notification-requests in the recipient specifier hag the value
rn or nrn (see 7.1.2), and thus requires that the recipient specifier contains,aformal-name (see 7.1.3).

The Recipient Security Request may have the following values:

)  content-non-repudiation: An IPN generated in the ¢ircumstances prescribed in clause 8 is requested to
contain verified security elements possessing non=repudiation properties from the message whoge content
is the subject IPM.

The security elements to be verified by ‘the*recipient shall depend on the security arguments present in
the envelope of this message and on thesecurity policy in force.

If the recipient is unable to verify the security arguments, the IPN may contain either the confent of the
message or an appropriate security diagnostic code.

b) content-proof: An IPN genérated in the circumstances prescribed in clause 8 is requested fo contain
verified security elements™ from the message whose content is the subject IPM.

The security elements to be verified by the recipient shall depend on the security arguments present in
the envelope of thig'message and on the security policy in force.

If the recipientsis’ unable to verify the security arguments, the IPN may contain either the confent of the
message or.an-appropriate security diagnostic code.

c) ipn-nottreépudiation: An IPN generated in the circumstances prescribed in clause 8 is requepted to be
signed)with non-repudiation properties on submission of the IPN to the MTS.

d)  (pu-proof: An IPN generated in the circumstances prescribed in clause 8 is requested to be gigned on
submission of the IPN to the MTS.

The absence of the Recipient Security Request implies that no IPM recipient security request is made.

Support of the Recipient Security Request does not imply support of /PN Security Response (see B.2). If the recipient
UA does not support the IPN Security Response then it ignores the Recipient Security Request. If the recipient UA
supports the /PN Security Response but is unable to generate the required response then it shall generate an appropriate
Security Diagnostic Code (see B.3).

The Recipient Security Request does not in itself require any security arguments to be present in the subject message on
submission. However, the requested notification may contain the original-content of the subject message unless one of
the following security elements is generated on message submission:

Content-integrity-check,
Message-token (including at least one content-integrity-check),

Message-origin-authentication-check.
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These security arguments are defined in 8.2.1.1.1.28, 8.2.1.1.1.29 and 8.2.1.1.1.26 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 respectively.

NOTE — When requesting content-non-repudiation, it is recommended that the security arguments applied to the message on
submission have non-repudiation properties.

B.2 IPN Security Response

The IPN Security Response is an IPMS extension which may be present in the notification extensions field of an IPN.
It shall be present only if the subject recipient specifier contains a Recipient Security Request. The IPN Security
Response may contain the subject message content, or security elements of the subject message, or a security diagnostic
code.

The subject message contains the subject IPM; it is the MessageDeliveryEnvelope and Content as defined in ITU-T
Rec. X.411 | ISO/IEC 10021-4.

ipn-security-response IPMS-EXTENSION ::= {
VALUE IpnSecurityResponse,
IDENTIFIED BYid-sec-security-common-fields}

IpnSecurityResponse ::= SET
content-or-arguments CHOICE {
original-content OriginalContent,
original-security-arguments SET {
original-content-integrity-check
[0] OriginalContentIntegrityCheck OPTIONAL,
original-message-origin-authentication-check
[1] OriginalMessageOriginAuthenticaticonCheck OPTIONAL,
original-message-token [2] OriginalMessageTokeh OPTIONAL}},
security-diagnostic-code SecurityDiagnosticCode (OPTIONAL }

OriginalContent ::= Content

OriginalContentIntegrityCheck ::= ContentIntegrityCGheck
OriginalMessageOriginAuthenticationCheck ::= _MegsageOriginAuthenticationCheck
OriginalMessageToken ::= MessageToken

The setting of these fields and their use will be subject to the ‘eriginator's request in the Recipient Security Rgquest, the
security dlements present in the subject message and:th¢~security policy in force (in the circumstances prescribed

in B.3).
The IPN $ecurity Response may have one or more 0f the following values:

)  original-content: the content of the subject message.

b) original-content-integrity-¢heck: the content-integrity-check of the subject message.

C) original-message-origin-authentication-check: the message-origin-authentication-check of the subject
message.

d) original-message-token: the message-token of the subject message.

NOTE - b), ¢) and d) above are available only if the subject message contains the relevant security afjguments in
its delivery envelope.

e) security-diagnostic-code: the security diagnostic code (see B.3).
Support off the IPN*Security Response requires support for reception of the Recipient Security Request.

Unless the IRN Security Response is a security-diagnostic-code, at least one of the following security elements shall be

d 1 b - Ll 1ML . 1 e 41 ) b
generate OIT IMTSSage SUDMISSTO O tNT 1T IV T ICPTy to tNTSuojeet NITssage:

Content-integrity-check,
Message-token (including at least one content-integrity-check),

Message-origin-authentication-check.

These security arguments are defined in 8.2.1.1.1.28, 8.2.1.1.1.29 and 8.2.1.1.1.26 of ITU-T Rec. X.411|
ISO/IEC 10021-4 respectively.

B.3 Security Diagnostic Code

A Security Diagnostic Code may be generated if a UA cannot support a Recipient Security Request or a security
failure is detected.
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SecurityDiagnosticCode ::= INTEGER ({
integrity-failure-on-subject-message (0),
integrity-failure-on-forwarded-message (1),
moac-failure-on-subject-message (2),
unsupported-security-policy (3),
unsupported-algorithm-identifier (4),
decryption-failed (5),
token-error (6),
unable-to-sign-notification (7),
unable-to-sign-message-receipt (8),
authentication-failure-on-subject-message (9),
security-context-failure-message (10),
message-sequence-failure (11),
message-security-labelling-failure (12),
repudiation-failure-of-message (13),
failure-of-proof-of-message (14),
signature-key-unobtainable (15),
decryption-key-unobtainable (16),
key-failure (17),
unsupported-request-for-security-service (18),
inconsistent-request-for-security-service (19),
ipn-non-repudiation-provided-instead-of-content-proof (20),
token-decryption-failed (21),
double-enveloping-message-restoring-failure (22),
unauthorised-dl-member (23),
reception-security-failure (24),
unsuitable-alternate-recipient (25),
security-services-refusal (26),
unauthorised-recipient (27),
unknown-certification-authority-name (28),
unknown-dl-name (29),
unknown-originator-name (30),
unknown-recipient-name (31),
security-policy-violation (32) }

The Secufity Diagnostic Code may have one of the following values:

a)  integrity-failure-on-subject-message: validation of the content-integrity-check argument of the subject
message failed, the contents of the message received'could not be validated.

b) integrity-failure-on-forwarded-message: validation of the content-integrity-check argument of a subject
message which has been forwarded has failgd, the contents of the message-body part received|could not
be validated.

c) moac-failure-on-subject-message: - Nalidation of the message-origin-authentication-check argument of
the subject message failed, the original contents of the subject message received could not be vglidated.

d) unsupported-security-policy; the recipient does not support the required security policy, as id¢ntified in
the message-security-label(argument of the subject message.

e) unsupported-algorithm=identifier: the recipient does not support the algorithm identifiers| used the
security argument @f the subject message.

)  decryption-failed) “the recipient could not decrypt the message content.

2) token-error: “an error has been detected with the message-token argument of the subject message.

[¢]

h) unable‘fossign-notification: the recipient is unable to sign IPNs.
i) unable-to-sign-message-receipt: the recipient is unable to validate the contents or sign IPNs.

) ~ \authentication-failure-on-subject-message: validation of the content-integrity-check, messalge-origin-
authentication-check, or message-token (i.e. token signature, or any other the token data) argunjent of the
subject message Tailed, the contents of the message received could not be authenticated or validated.

k) security-context-failure-message: the message-security-label failed the security-context.
1)  message-sequence-failure: failure of the message-sequence-number.

m) message-security-labelling-failure: a fault was detected in the message-security-label in the envelope or
in the message-token.

n) repudiation-failure-of-message: a fault was detected in the repudiation security arguments in the subject
message, or the subject message content could not be validated.

0) failure-of-proof-of-message: a fault was detected in the proof-of security arguments in the subject
message.

p) signature-key-unobtainable: the recipient could not obtain the required signature keys for one or more of
the pieces of signed information in the subject message.
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q) decryption-key-unobtainable: the recipient could not obtain the required decryption keys for the message
token encrypted data or for content confidentiality.

r)  key-failure: the recipient could not obtain the required keys.

S)  unsupported-request-for-security-service: the recipient could not support the requested security services
in the Recipient Security Request.

t)  inconsistent-request-for-security-service: the recipient could not support the requested security services
in the Recipient Security Request because the requests where not consistent.

u) ipn-non-repudiation-provided-instead-of-content-proof: the recipient has supported ipn-non-repudiation
but not content-proof.

V) token-decryption-failed: The recipient could not decrypt the message token.

W) double-enveloping-message-restoring-failure: The message contained an inner envelope, but failure of
security services on the outer envelope prevented the UA from extracting the inner message for
subsequent processing.

x) unauthorised-dl-member: The UA has detected that the message has been received viara-DI., yet this
recipient was prohibited by the security policy from being a member of that DL.

y) reception-security-failure: The message could not be received due to the failurepof one of th¢ message
security services.

7)  unsuitable-alternate-recipient: The message was not able to be processed,as_it has been delivpred to an
alternate recipient and this recipient is unable to process the security functions.

aa) security-services-refusal: The security services cannot be supported:

ab) unauthorised-recipient. The recipient is not allowed to get the_vequired decryption keys for content
confidentiality. The recipient is not authorised to read the message content.

ac) unknown-certification-authority-name: The message cannot be processed because the cqrtification
authority named in a certificate contained within one.of(the security arguments is not known to the UA,
or is not trusted by the UA.

ad) unknown-dl-name: The security policy requires.the UA to perform checks on messages that have been
received via DLs, and in this case one of the ' DLs named in the DL-expansion-history was urjknown to
the UA.

ae) unknown-originator-name: The originator MTS-user OR-name identifies a user who is not kngwn to the
receiving UA, and hence the security/arguments cannot be validated.

af) unknown-recipient-name: The recipient MTS-user OR-name identifies a user who is not kngwn to the
receiving UA, and hence the seetrity arguments cannot be validated.

ag) security-policy-violation:The security policy is violated.

Additional UA Procedures

Originate 1PM

ke defines additignal“procedures for user agent operation to support Recipient Security Reques{ and IPN
Response.

L supports the Recipient Security Request, the UA shall perform the Originate IPM abstract opgration by
Message Submission with the arguments indicated in 18.2.2 and the following additional arguments.

The arguments of Message Submission shall be as follows:

a)

b)

Envelope: When the Recipient Security Request is requested, and the security policy specifies the
support of one or more of Non-Repudiation of Origin or Content Integrity or Message Origin
Authentication, the following shall apply.

The UA shall sign the IPM by generating one or more of:
1)  content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ii) content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4 included in
the message-token defined in 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

iil) message-origin-authentication-check:  defined in  82.1.1.1.29 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

Content: The Recipient Security Request shall be absent (or all bits within it shall be zero) unless the
Notification-requests contains the value rn or nrn.
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B.4.2 Originate IPN

If the UA supports the IPN Security Response, the UA shall perform the Originate RN abstract operation by invoking
Message Submission with the arguments indicated in 18.2.3 extended to support security as defined below, and by
returning to its user the results indicated in 18.2.3.

B.4.2.1 Message Submission

The arguments of Message Submission shall be as follows:

a) Envelope: The UA shall generate and submit security arguments defined in 8.2.1.1.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4 as required by the IPN Security Response procedures defined in
B.4.2.2.

When the security policy specifies the support of one or more of the following Elements of Service, Non-
Repudiation of Origin, Content Integrity or Message Origin Authentication the following shall apply.

TilU UA blldil bigll L‘llU IPIVY 1U)’ gcllCldLillg UIIC Ol IIIOIC.
1)  content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 100214

il) content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4 ipcluded in
the message-token defined in 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021+4-

iii) message-origin-authentication-check: defined in 8.2.1.1.1.29 of (ITU-T Rec.| X.411|
ISO/IEC 10021-4.

Subject to the security policy in force the UA may generate and submit other security arguments as
defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) Content: The components of the IPN Security Response shall~be*as required by the IPN Security
Response procedures defined below.

B.4.2.2 [IPN Security Response Procedures

Unless thg security policy of the receiving UA requires the UA tohonour the Recipient Security Request, p UA can
ignore th¢ Recipient Security Request on reception. Also, a UASs able to support the Recipient Security Request on
reception [without supporting the IPN Security Response. Alternatively, a security policy may dictate that the A is able
to support the Recipient Security Request on reception only when the UA supports the IPN Security Responsd, in which
case the JA shall obey all the IPN Security Request procedutes defined below.

NOTE|- The security context established for the UA may’be used to ensure that delivery can only be to a UA that is able to
support either or both the Recipient Security Request.and the IPN Security Response.

B.4.2.2.1| Precedence of Requests

If more thHan one value is present in Recipient Security Request and the UA supports more than one of the reqyiests, then
the following precedence rules shall apply:

a) the content-non-repudiation procedures (see B.4.2.2.2) shall be the only procedures invoked|when the
request is present:and supported, otherwise

b) the ipn-nonfrepudiation procedures (see B.4.2.2.4) shall be the only procedures involfed when
ipn-non-répudiation together with either or both content-proof or ipn-proof are requested and $upported,
otherwise

c) thecontent-proof procedures (see B.4.2.2.3) shall be the only procedures invoked when both
content-proof and ipn-proof are requested and supported.

When bojh\iph-non-repudiation and content-proof are requested and supported, the UA shall in additipn to the
ipn-non-repudiation procedures also generate a Security Diagnostic Code with the value ipn-non-repudiation-provided-
instead-of-content-proof.

If more than one value is present in Recipient Security Request but the UA supports only one of the requests, then the
procedure for the supported request shall apply.

B.4.2.2.2 Content-non-repudiation Requested

If, in the subject IPM, the Recipient Security Request is set to content-non-repudiation then:

a) The UA shall validate security arguments present in the subject message as required by the security
policy in force. The UA shall copy only validated arguments from the subject message to the IPN
Security Response as defined in Table B.1.
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If the UA cannot validate any of the security arguments in the subject message, then the UA shall

generate an [PN Security Response with an appropriate Security Diagnostic Code (such as: repudiation-
failure-of-message, unsupported-algorithm-identifier, authentication-failure-on-the-subject), see B.3.

Table B.1 — Security argument mapping

FROM: TO
Subject message security arguments IPN Security Response arguments
message-token original-message-token original-message-token
content-integrity-check original-content-integrity-check
message-origin-authentication-check original-message-origin-authentication-check
b) If the UA supports Non-Repudiation of Origin then the UA shall submit the IPN with one or more of the
following (depending on the security policy in force):
i) The security element content-integrity-check, possibly in the message-token, which~poss¢sses non-
repudiation properties; or
ii) The security element message-origin-authentication-check which possesses non-r¢pudiation
properties.
If the UA does not supports Non-Repudiation of Origin the UA shall generdteyan IPN Security|Response
with a Security Diagnostic Code of unsupported-request-for-security-service.
c) If the UA supports Non-Repudiation of Origin but the subject méssage has not included qny of the

B.4.2.2.3
If, in the §

a)

(Content-proof Requested

ubject IPM, the\Recipient Security Request is set to content-proof then:

following security arguments:
i)  message-token;
ii) content-integrity-check; or
iil) message-origin-authentication-check.
Then the content of the subject message shall be“¢opied into the original-content of the IPN Security
Response or the UA shall generate an IPN Security Response with an appropriate Security IDiagnostic
Code (such as: authentication-failure-on-subject-message, repudiation-failure-of-message), se¢ B.3.
NOTE — The choice of returning the contént'or Security Diagnostic Code is a local issue and can be 4 matter for
the User or the implementation to decide,
Then the UA shall submit the IPN with one or more of the following (depending on the security policy in
force):
i)  the security element content-integrity-check, possibly in the message-token, which poss¢sses non-
repudiation properties.
i) Or the security ‘element message-origin-authentication-check which possesses non-r¢pudiation
properties.

The DA shall validate security arguments present in the subject message as required by the security
pelicy in force. The UA shall copy only validated arguments from the subject message t¢ the IPN
Security Response as defined in Table B.1. If the UA cannot validate any of the security arguments in the
subject message the UA shall generate an IPN Security Response with an appropriatd Security

b)

Diagnostic Code, see B.3.

If the UA supports Content Integrity, or Message Origin Authentication then the UA shall submit the
IPN with one or more of the following (depending on the security policy in force):

i)  The security element content-integrity-check, possibly in the message-token; or
ii) the security element message-origin-authentication-check.

If the UA does not supports Content Integrity, or Message Origin Authentication the UA shall generate
an IPN Security Response with a Security Diagnostic Code of unsupported-request-for-security-service.

If the UA supports Content Integrity, or Message Origin Authentication but the subject message has not
included any of the following security arguments:

i)  message-token;

il) content-integrity-check; or
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If, in the $ubjec _ Recipient Security Request 1s set to ipri-non-repudiation then.

B.4.2.2.5

If, in the $ubject IPM, Recipient Security Request is set to ipn-proof then:

B.S
If the Re

security pplicy in force. No additional'procedures for the message store are defined in this Specification.

B.6

B.6.1

The Body Part Encryption Token MTS extension may be present in the per-recipient-message-submission-

field of a
The Body
one encryf
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iil) message-origin-authentication-check.

Then the content of the subject message shall be copied into the original-content of the IPN Security
Response or the UA shall generate an IPN Security Response with an appropriate Security Diagnostic

Code.

NOTE — The choice of returning the content or Security Diagnostic Code is a local issue and can be a matter for

the User or the implementation to decide.

Then the UA shall submit the IPN with one or more of the following (depending on the security policy in

force):
i)  the security element content-integrity-check, possibly in the message-token; or

ii) the security element message-origin-authentication-check.

IPN-non-repudiation Requested

) If the UA supports Non-Repudiation of Origin, then the UA shall submit the IPN with one'ot 1y
following (depending on the security policy in force):

i)  the security element content-integrity-check, possibly in the message-token, which possg
repudiation properties; or

ii) the security element message-origin-authentication-check which Cpessesses non-rq
properties.

If the UA does not supports Non-Repudiation of Origin the UA shallgenerate an IPN Security

with an appropriate Security Diagnostic Code.

IPN-proof Requested

a) If the UA supports Content Integrity, or Message Origin Authentication, then the UA shall s
IPN with one or more of the following (depending of the security policy in force):

i)  the security element content-integrity-chéek)possibly in the message-token; or
ii) the security element message-origin-authentication-check.

If the UA does not supports the Content Integrity, or Message Origin Authentication the
generate an IPN Security Response with an appropriate Security Diagnostic Code.

Additional MS Procedures

ipient Security Request is present in a subject message, then the Message Store actions are subyj

MTS Extensions
|[Body Part Encryption Token
message-submission envelope and in the message-delivery-extensions field of a message-delivery

Parf\Encryption Token shall be present only if the IPM contains (directly, or within a forwarded IP]
pted’body part (see 7.4.6) whose algorithm-identifier identifies a symmetric encryption algorithm.

ore of the
sses non-
pudiation

Response

ubmit the

UA shall

ect to the

xtensions
envelope.
V) at least
The Body

Part Encryption Token contains a protected copy of the session key for each body part that has been encrypted using a
symmetric encryption algorithm.

body-part-encryption-token EXTENSION ::= {
BodyPartTokens,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:43 }

BodyPartTokens ::= SET OF SET {
body-part-number BodyPartNumber,
body-part-choice CHOICE (
encryption-token EncryptionToken,

message-or-content-body-part BodyPartTokens } }

Each member of body-part-tokens has the following components:
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a) Body-part-number (M): Identifies one of the body parts in this IPM, numbered starting at ‘1°, which is
either an Encrypted body part or else a Message or Forwarded Content body part which contains
(directly or recursively) an Encrypted body part.

NOTE — A body-part-number may occur twice in a body-part-token only if an encrypted body part
contains a Message or Forwarded Content body part which itself contains an encrypted body part.

b) Encryption-token (C): Contains a protected copy of a session key used with a symmetric encryption
algorithm to encrypt the identified body part, if the identified body part is an Encrypted body part.

EncryptionToken ::= SET {
encryption-algorithm-identifier AlgorithmIdentifier,
encrypted-key ENCRYPTED { EncryptionKey },
recipient-certificate-selector [0] CertificateAssertion OPTIONAL,
recipient-certificate [1] Certificates OPTIONAL,
originator-certificate-selector [2] CertificateAssertion OPTIONAL,

originator-certificates [3] ExtendedCertificates OPTIONAL,

An encryption token has the following components:

i)  Encryption-algorithm-identifier (M): Identifies the asymmetric encryption algerithm used to
protect the session keys, i.e. to compute the encrypted-key component.

ii) Encrypted-key (M): This contains a session-key which is encrypted by the ‘eriginator off the [IPM
using the algorithm identified by the encryption-algorithm-identifier .and“the public agymmetric
encryption key of the recipient.

iii) Recipient-certificate-selector (C): If the recipient has more than one public key fof the key
encryption algorithm identified by the encryption-algorithm-ideritifier (and therefore mor¢ than one
certificate with the same algorithm-identifier) and the recipiént-certificate component is aljsent, then
the recipient-certificate-selector shall be present containing components of certificate-ass¢rtion (see
12.7.2 of ITU-T Rec. X.509 | ISO/IEC 9594-8) appropriate to enable the recipient to |determine
which one of the recipient’s certificates (and thusyhich one of the recipient’s public keys for this
algorithm) was used by the originator, and thus ¢0'determine which of the recipient’s private keys is
applicable.

iv) Recipient-certificate (C): If the recipient“has more than one public key for the key gncryption
algorithm identified by the encryption-algorithm-identifier (and therefore more than one [certificate
with the same algorithm-identifier), then either this component, or the recipient-certificgte on the
envelope, or the recipient-certificate-selector component shall be present to enable the r¢cipient to
determine which one of the recipient’s certificates (and thus which one of the recipient’s ppblic keys
for this algorithm) was used by the originator, and thus to determine which of the recipienf’s private
keys is applicable.

v) Originator-certificate-selector (C): If the key encryption algorithm identified by the epcryption-
algorithm-identifier ;réquires a key of the originator (for example, the Diffie-Hellman algorithm),
and if the originator has more than one public key for this algorithm (and therefore morg¢ than one
certificate with‘the same algorithm-identifier), then either the originator-certificate-selectgr shall be
present containing components of certificate-assertion (see 12.7.2 of ITU-T Rec. X.509 | ISO/IEC
95948 )\appropriate to enable the recipient to determine which one of the originator’s dertificates
(and:thus which one of the originator’s public keys for this algorithm) is applicable, or els¢ precisely
ene certificate for this algorithm shall be present within the originator-certificates component, or
within the originator-certificates component of the encrypted body part parameters.

vi) Originator-certificates (C): This may be used to convey a verified copy of the public-asymmetric-
encryption-key of the originator who encrypted the body part (i.e. a Certificate), or the hame of a
Directory entry containing the originator’s certificate, or multiple certificates (or Directory names)
where the public-asymmetric-encryption-key is verified with different certification paths or by
different certification authorities. This component shall be present only if the asymmetric encryption
algorithm requires a key of both originator and recipient (for example, the Diffie-Hellman
algorithm). Where the originator certificate is required but is identical for all recipients then this
component shall be absent, and the originator-certificate may be included within the parameters of
the encrypted body part, or in originator certificate or multiple-originator certificates which may be
present on the envelope. If no certificates are present, it is assumed that another method (e.g. use of
the Directory) is to be used to obtain a verified copy of the originator’s public key.

c) Message-or-content-body-part (C): Contains body-part-tokens, if the identified body part is a Message
(or Encrypted Message) or Forwarded Content (or Encrypted Forwarded Content) body part which
contains (directly or recursively) an Encrypted body part.
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B.6.2 Forwarded Content Token

The Forwarded Content Token MTS extension, which may be present in the per-recipient-message-submission-
extensions field of a message-submission envelope and in the message-delivery-extensions field of a message-delivery
envelope, enables an IPM’s originator to convey one or more message-tokens (containing encrypted-data) to each of the
IPM’s recipients. Each Token enables a recipient to verify the security properties of a Forwarded Content body part
contained either directly in the Body of the IPM or recursively within a Message or another Forwarded Content body
part. The Forwarded Content Token shall be present only if the IPM contains (directly or recursively) at least one
Forwarded Content body part (see 7.4.16) where that original message’s envelope contains a message-token (see
8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4) which itself contains encrypted-data. The Forwarded Content
Token contains a message-token for each such Forwarded Content body part contained (directly or recursively) in the
forwarding IPM. The Forwarded Content Token is created by the originator of the forwarding IPM after decrypting the
encrypted-data of the forwarded message’s message-token (or of its Forwarded Content Token) to contain message-
tokens with encrypted-data components encrypted appropriately for each recipient of the forwarding IPM.

forwarded-content-token EXTENSION ::= {
ForwardedContentToken,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:44 }

ForwardedContentToken ::= SET OF SET {
body-part-number BodyPartNumber,
body-part-choice CHOICE {
forwarding-token MessageToken,
message-or-content-body-part ForwardedContentToken\ | }

A Forwarfled Content Token has the following components:

a) Body-part-number (M): Identifies one of the body parts in this@PM, numbered starting at ‘17, which is
a Message (or Encrypted Message) or Forwarded Content (or Encrypted Forwarded Content) bgdy part.

NOTE — A body-part-number may occur twice in a ForwardedContent Token only if a Forwarded Cqntent body
part containing encrypted content itself contains a Forwarded ‘€ontent body part containing encrypted ontent.

b) Forwarding-token (C): Contains a message-token(s¢¢ 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC
10021-4) which itself contains encrypted-data which is encrypted appropriately for each recipient by the
originator of the forwarding IPM, if the identified\body part is a Forwarded Content body part Wwhere that
message’s envelope contains a message-token which itself contains encrypted-data.

c) Message-or-content-body-part (C): Contains a Forwarded Content Token if the identified bady part is
a Message (or Encrypted Message) ortEorwarded Content (or Encrypted Forwarded Content)|body part
which itself contains (directly orsrecursively) another Forwarded Content body part with which a
Forwarding-token is to be associated.
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The annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexes.

It uses ASN.1.

All Object Identifiers this Specification assigns are assigned in this annex. The annex is definitive for all but those for
ASN.1 modules and the IPMS application itself. The definitive assignments for the former occur in the modules
themselves; other references to them appear in IMPORT clauses. The latter is fixed.

IPMSObjgctIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0) object-identifiers(0))

version-1999(1) }
DEFINITJONS IMPLICIT TAGS ::=
BEGIN

-- Prologge
-- Export{ everything.
IMPORTS - nothing -- ;

ID ::= QBJECT IDENTIFIER

-- Interpelsonal Messaging (not definitive)

id-ipms |ID ::=

-- Categoties

{joint-iso-itu-t mhs(6) ipms(

1)} -- not definitive

id-mod ID ::= {id-ipms 0} -- modules; not definitiyé
id-ot 1D ::= {id-ipms 1} -- object types

id-pt ID ::= {id-ipms 2} --portty

id-et ID ::= {id-ipms 4} -- extenfdbodyparllypes
id-hex ID ::= {id-ipms 5} -- heading extensions
id-sat ID ::= {id-ipms 6} -- summary attributes
id-hat ID ::= {id-ipms 7} -- heading aitributes
id-bat ID ::= {id-ipms 8} -- bodyattributes

id-nat 1D ::= {id-ipms 9} -- nofification attributes
id-mct ID ::= {id-ipms o} -- message content types
id-ep ID ::= {id-ipms 11} -- extenfedbodypartparameters
id-eit ID ::= {id-ipms 124\ encoded information types
id-cat ID ::= {id-ipms I3%“-- correlation attributes
id-mr 1D ::= {id-ipmg 14} -- matching-rules

id-aa ID ::= {id-ipms™15} -- auto-actions

id-aae ID ::= {id-fpwms 16} -- auto-action errors
id-mst I ::= {id<Ipms 17} -- message store types
id-sec Ip ::= {Gdripms 18} -- ipm security extensions
id-on 1D ::=c{id-ipms 19} -- other notification type extensions
id-rex ID ;i=){id-ipms 20} -- recipient extensions

-- Modules

id-mod-object-identifiers
id-mod-functional-objects
id-mod-information-objects
id-mod-abstract-service
id-mod-heading-extensions
id-mod-extended-body-part-types
id-mod-message-store-attributes
id-mod-file-transfer-body-part-type
id-mod-upper-bounds
id-mod-extended-voice-body-part-type
id-mod-forwarded-report-body-part-type
id-mod-auto-actions
id-mod-ipm-security-extensions
id-mod-forwarded-content-body-part-type
id-mod-pkcs7-body-part-type

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

ID
ID
ID

::= {id-mod

:= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod

:= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod
::= {id-mod

-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
-- not definitive
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-- Object types

id-ot-ipms-user ID ::= {id-ot 1}

id-ot-ipms ID ::= {id-ot 2}

-- Port types

id-pt-origination ID ::= {id-pt 0}

id-pt-reception ID ::= {id-pt 1}

id-pt-management ID ::= {id-pt 2}

-- Extended body part types

id-et-ia5-text ID ::= {id-et 0}
id-et-g3-facsimile ID ::= {id-et 2}

j_d—et—g —claaal D _--= {-iﬂ—ni— ‘%}
id-et-tgletex ID ::= {id-et 4}
id-et-videotex ID ::= {id-et 5}
id-et-erjcrypted ID ::= {id-et 6}
id-et-mgssage ID ::= {id-et 7}
id-et-mixed-mode ID ::= {id-et 8}
id-et-bilaterally-defined ID ::= {id-et 9}
id-et-ndtionally-defined 1ID ::= {id-et 10}
id-et-ggneral-text ID ::= {id-et 11}
id-et-file-transfer ID ::= {id-et 12}

-- Value {id-et 13} is no longer defined

id-et-rgport ID ::= {id-et 14}
id-et-nqtification ID ::= {id-et 15}
id-et-vqgice ID ::= {id-et 16}
id-et-cqntent ID ::= {id-et 17} -- This value is not used-directly, only as a prefix
id-et-pHKcs7 ID ::= {id-et 18}

-- Headinl extensions

id-hex-incomplete-copy ID ::= {id-hex 0%
id-hex-lJanguages D {id-hex\1.}
id-hex-dquto-submitted ID ::= {id-hex)2}
id-hex-Hody-part-signatures ID {idrhex 3}
id-hex-ipm-security-label ID ::= {i@<Hex 4}
id-hex-gquthorization-time D {dd-hex 5}
id-hex-dirculation-list-recipients 1ID ::=3{id-hex 6}
id-hex-distribution-codes D {id-hex 7}
id-hex-gxtended-subject ID~#:= {id-hex 8}
id-hex-information-category 1D {id-hex 9}
id-hex-nganual-handling-instructions ID ::= {id-hex 10}
id-hex-qriginators-reference 1D {id-hex 11}
id-hex-grecedence-policy-id ID ::= {id-hex 12}
-- Summayy attributes

id-sat-ipm-entry-type ID ::= {id-sat 0}
id-sat-ipm-synopsis ID ::= {id-sat 1}
id-sat-Hody-parts-Summary ID ::= {id-sat 2}
id-sat-ipm-auto-diScarded ID ::= {id-sat 3}
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-- Heading attributes

id-hat-heading ID ::= {id-hat 0}
id-hat-this-ipm ID ::= {id-hat 1}
id-hat-originator ID ::= {id-hat 2}
id-hat-replied-to-IPM ID ::= {id-hat 3}
id-hat-subject ID ::= {id-hat 4}
id-hat-expiry-time ID ::= {id-hat 5}
id-hat-reply-time ID ::= {id-hat 6}
id-hat-importance ID ::= {id-hat 7}
id-hat-sensitivity ID ::= {id-hat 8}
id-hat-auto-forwarded ID ::= {id-hat 9}
id-hat-authorizing-users ID ::= {id-hat 10}
id-hat-primary-recipients ID ::= {id-hat 11}
id-hat-copy-recipients ID ::= {id-hat 12}
id-hat-blind-copy-recipients ID ::= {id-hat 13}
id-hat-obsoleted-IPMs ID ::= {id-hat 14}
id-hat - yeteted—FPMs Fo———fid—het—35}
id-hat-geply-recipients ID ::= {id-hat 16}
id-hat-incomplete-copy ID ::= {id-hat 17}
id-hat-Janguages ID ::= {id-hat 18}
id-hat-gn-requestors ID ::= {id-hat 19}
id-hat-rfrn-requestors ID ::= {id-hat 20}
id-hat-geply-requestors ID ::= {id-hat 21}
id-hat-quto-submitted ID ::= {id-hat 22}
id-hat-Hody-part-signatures ID ::= {id-hat 23}
id-hat-ipm-security-label ID ::= {id-hat 24}
id-hat-Hody-part-security-label ID ::= {id-hat 25}
id-hat-RQody-part-encryption-token ID ::= {id-hat 26}
id-hat-quthorization-time ID ::= {id-hat 27}
id-hat-dirculation-list-recipients ID ::= {id-hat 28}
id-hat-distribution-codes ID ::= {id-hat(29}
id-hat-gxtended-subject ID ::= {id-hat\30}
id-hat-information-category ID ::= {id-hat 31}
id-hat-nanual-handling-instructions D {ig-hat 32}
id-hat-qriginators-reference 1D {4d-hat 33}
id-hat-grecedence-policy-id ID {id-hat 34}
id-hat-florwarded-content-token 1D {id-hat 35}
id-hat-florwarding-token D {id-hat 36}
id-hat-grecedence ID~:= {id-hat 37}
id-hat-HBody-part-signature-verification-status(@D ::= {id-hat 38}
-- Body aftributes

id-bat-Hody D {id-bat 0}
id-bat-ja5-text-body-parts D {id-bat 1}
id-bat-g3-facsimile-body-parts ID {id-bat 3}
id-bat-g4-classl-body-parts ID {id-bat 4}
id-bat-feletex-body-parts 1D {id-bat 5}
id-bat-Jideotex-body-parts D {id-bat 6}
id-bat-gncrypted-body-parté ID {id-bat 7}
id-bat-nessage-body-parts D {id-bat 8}
id-bat-nixed-mode-body=parts 1D {id-bat 9}
id-bat-Rilaterally-defined-body-parts ID {id-bat 10}
id-bat-rlationally-defined-body-parts ID {id-bat 11}
id-bat-gqxtended-body-part-types D {id-bat 12}
id-bat-ja5-text parameters 1D {id-bat 13}
id-bat-d3-facsimile-parameters D {id-bat 15}
id-bat-feletex-parameters 1D {id-bat 16}
id-bat-yidéotex-parameters ID {id-bat 17}
id-bat-drickypted-parameters ID {id-bat 18}
id-bat -nEesSage-parameters ID {td=Pbat—197
id-bat-ia5-text-data 1D {id-bat 20}
id-bat-g3-facsimile-data D {id-bat 22}
id-bat-teletex-data ID {id-bat 23}
id-bat-videotex-data D {id-bat 24}
id-bat-encrypted-data 1D {id-bat 25}
id-bat-message-data D {id-bat 26}
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-- Notification attributes

id-nat-subject-ipm

ID {id-nat o0}
id-nat-ipn-originator 1D {id-nat 1}
id-nat-ipm-intended-recipient D {id-nat 2}
id-nat-conversion-eits ID {id-nat 3}
id-nat-non-receipt-reason D {id-nat 4}
id-nat-discard-reason 1D {id-nat s}
id-nat-auto-forward-comment D {id-nat 6}
id-nat-returned-ipm 1D {id-nat 7}
id-nat-receipt-time D {id-nat 8}
id-nat-acknowledgment -mode 1D {id-nat 9}
id-nat-suppl-receipt-info D {id-nat 10}
id-nat-notification-extensions 1D {id-nat 11}
id-nat-nrn-extensions D {id-nat 12}
id-nat-rn-extensions 1D {id-nat 13}
id-nat-other-notification-type-fields ID {id-nat 14}
-- Correldtion attributes
id-cat-qdorrelated-delivered-ipns 1D {id-cat o0}
id-cat-dorrelated-delivered-replies D {id-cat 1}
id-cat-delivered-ipn-summary 1D {id-cat 2}
id-cat-delivered-replies-summary D {id-cat 3}
id-cat-florwarded-ipms ID {id-cat 4}
id-cat-florwarding-ipms D {id-cat 5}
id-cat-ipm-recipients 1D {id-cat 6}
id-cat-dbsoleted-ipms D {id-cat 7}
id-cat-qbsoleting-ipms 1D {id-cat 8}
id-cat-gdelated-ipms ID {id-cat 9}
id-cat-gelating-ipms 1D {id-cat 10}
id-cat-geplied-to-ipm D {id-cat 11}
id-cat-geplying-ipms ID {id-cat 12}
id-cat-gdevised-reply-time ID {id-cat 13/}
id-cat-qubmitted-ipn-status 1D {id-cat 24
qubmitted-ipns D {id-caty15}
id-cat-dqubmitted-reply-status 1D {id-ca¥ 16}
i qubject-ipm ID {id-eat 17}
id-cat-gecipient-category ID {ig>cat 18}

-- Message content types (for use by MS and Directory)

id-mct-g2-1984 ID ::= {id-mct 0} -- P2 1984
id-mct-g2-1988 ID ::= {id-mct 1} -- P2 /988
-- Extendéd body part parameters

id-ep-ig45-text ID 2 {id-ep 0}
id-ep-g3i-facsimile ID ::= {id-ep 2}
id-ep-tqletex ID ::= {id-ep 4}
id-ep-videotex ID ::= {id-ep 5}
id-ep-ercrypted ID ::= {id-ep 6}
id-ep-mgssage ID ::= {id-ep 7}
id-ep-ggqneral -text ID ::= {id-ep 11}
id-ep-file-trangfer ID ::= {id-ep 12}
-- Value {id-ep 137is no longer defined
id-ep-nqtification ID ::= {id-ep 15}
id-ep-vqice ID ::= {id-ep 16}
id-ep-cqnfént ID ::= {id-ep 17} -- This value is not used directly, only as a prefix
-- Encoded Information Types
id-eit-file-transfer 1ID ::= {id-eit 0}
id-eit-voice ID ::= {id-eit 1}

-- Voice Encoded Information Types

id-voice-1l1lkhz-sample ID
id-voice-22khz-sample ID
id-voice-cd-quality ID
id-voice-g711-mu-law ID
id-voice-g726-32k-adpcm ID
id-voice-g728-16k-1d-celp 1ID
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-- Matching-rules

id-mr-ipm-identifier

id-mr-ipm-location

ISO/IEC 10021-7:2003 (E)

-- Auto-agdtions

-- Auto-adtion-errors
id-aae-

id-aae-

-- Message Store types

id-mst-invalid-ipn

-- Security extensions

ID {id-mr 0}
id-mr-or-descriptor D {id-mr 1}
id-mr-or-descriptor-elements D {id-mr 2}
id-mr-or-descriptor-substring-elements 1D {id-mr 3}
id-mr-recipient-specifier ID {id-mr 4}
id-mr-recipient-specifier-elements D {id-mr 5}
id-mr-recipient-specifier-substring-elements ID {id-mr 6}
1D {id-mr 7}
id-mr-or-descriptor-single-element D {id-mr 8}
id-mr-recipient-specifier-single-element 1D {id-mr 9}
id-mr-circulation-member D {id-mr 10}
id-mr-circulation-member-elements D {id-mr 11}
id-mr-circulation-member-substring-elements D {id-mr 12}
id-mr-circulation-member-single-element 1D {id-mr 13}
id-mr-circulation-member-checkmark D {id-mr 14}
id-mr-diseribution—ceod 5 Ha—me—35]
id-mr-ifgformation-category D {id-mr 16}
id-aa-igm-auto-acknowledgement 1D {id-aa 0}
id-aa-igm-auto-correlate ID {id-aa 1}
id-aa-igm-auto-discard D {id-aa 2}
id-aa-igm-auto-advise ID {id-aa 3}
guto-discard-error D {id-aae p}
id-aae-duto-forwarding-loop ID {id-aae\I}
duplicate-ipn ID {id-aaé 2}
id-mst-invalid-assembly-instructions D {id-mst 0}
1D {id-mst 1}
id-mst-g4ssembly-instructions » {id-mst 2}
id-mst-duspend-auto-acknowledgement 1D {id-mst 3}
id-mst-grevent-nrn-generation D {id-mst 4}
id-mst-qriginator-body-part-encryption-tokén ID {id-mst 5}
id-mst-qriginator-forwarded-content - token D {id-mst 6}
id-mst-dssembly-capability D {id-mst 7}
id-sec-ipm-security-request 1D {id-sec 0}
id-sec-decurity-common-fields D {id-sec 1}

-- Other Hotification types

id-on-alsence-advide ID ::= {id-on 0}
id-on-cHange-of-dddress-advice ID ::= {id-on 1}

-- Recipiept extensions

id-rex-qirctlation-list-indicator ID = {id-rex 0}
id-rex-precedence ID ::= {id-rex 1}

END -- of IPMSObjectldentifiers

IPMSObjectIdentifiers2 { iso standard mhs(10021) ipms(7) modules(0) object-identifiers(0) }

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- Prologue
-- Exports everything.

IMPORTS -- nothing -- ;
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ID ::= OBJECT IDENTIFIER
-- Interpersonal Messaging (ISO/IEC extensions)

id-iso-ipms ID ::= {iso standard mhs(10021) ipms(7)}
-- Categories

id-iso-mod ID ::
id-iso-cs ID ::

{id-iso-ipms 0} -- modules; not definitive
{id-iso-ipms 1} -- character sets

-- Modules

{id-iso-mod
{id-iso-mod

id-mod-object-identifiers-2 ID ::
id-mod-extended-body-part-types-2 ID ::

0} -- not definitive
1} -- not definitive

-- Registrytion Authority for General Text Character Set EITs
id-cs-ejt-authority ID ::= {id-iso-cs 0}

END -- of [PMSObjectldentifiers2
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Annex D

Reference Definition of Abstract Information Objects

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to section two, defines for reference purposes the abstract information objects of Interpersonal
Messaging.

IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules(0) information-objects(2)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologge

-- Exporty everything.

IMPORTS
+ IPMS Extended Body Parts
Bilaterally-defined-body-part, encrypted-body-part, g3-facgimile-body-part,
g4-classl-body-part, ia5-text-body-part, message-body-part) *mixed-mode-body-pary,
ationally-defined-body-part, teletex-body-part, videotex-body-part

FROM IPMSExtendedBodyPartTypes { joint-iso-itu-~t mhs(6) ipms(1l) modules{0)
extended-body-part-types(7) version-1994 (0) }

dJeneral -text-body-part

FROM IPMSExtendedBodyPartTypes2 { 180 standard mhs(10021) ipms(7) modulgs (0)
extended-body-part-types-243 }

file-transfer-body-part

FROM IPMSFileTransferBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
file-transfer-body~part-type(9) }

Joice-body-part
FROM IPMSExtendedVoiceBodyPartType { joint-iso-itu-t mhs(6) ipms (1) modyles (0)
extended-voice-body-part-type (11) }

notification-body=part, report-body-part

FROM IBMSForwardedReportBodyPartType { joint-iso-itu-t mhs(6) ipms (1)
nodules (0)

forwarded-report-body-part-type (12) }

gontent=body-part { }

FROM IPMSForwardedContentBodyPartType { joint-iso-itu-t mhs(6) ipms (1)
modules (0) forwarded-content-body-part-type (15) }

pkcs7-body-part
FROM PKCS7BodyPartType { joint-iso-itu-t mhs(6) ipms (1) modules (0)
pkcs7-body-part-type (16) }

-- IPMS Heading Extensions

authorization-time, auto-submitted, body-part-signatures, circulation-list-indicator,
circulation-list-recipients, distribution-codes, extended-subject, incomplete-copy,
information-category, ipm-security-label, languages, manual-handling-instructions,
originators-reference, precedence, precedence-policy-identifier
FROM IPMSHeadingExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
heading-extensions(6) version-1999(1) }
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Time

-- IPMS Security Extensions

body-part-encryption-token, BodyPartTokens, forwarded-content-token,
ForwardedContentToken, ipn-security-response, recipient-security-request
FROM IPMSSecurityExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
ipm-security-extensions(14) version-1999(1) }

-- IPMS Upper bounds

ub-auto-forward-comment, ub-free-form-name, ub-local-ipm-identifier, ub-subject-

ub-telephone-number

FROM IPMSUpperBounds { joint-iso-itu-t mhs(6) ipms (1) modules (0)
upper-bounds (10) version-1999(1) }

{- ODIF

Interchange-Data-Element

FROM Interchange-Data-Elements { 2 8 1 5 5 }
1 MTS Abstract Service

BncodedInformationTypes, ExtendedCertificates, EXTENSION,

G3FacsimileNonBasicParameters, MessageDeliveryTime, ORName, ,OtherMessageDelivery

JupplementaryInformation, TeletexNonBasicParameters

FROM MTSAbstractService { joint-iso-itu-t mhs(g)\mts(3) modules (0)
mts-abstract-service(1l) version-1999 (19,2}

1- MS Abstract Service

NS-EXTENSION, SequenceNumber
FROM MSAbstractService { joint-isexitu-t mhs(6) ms(4) modules (0)
abstract-service(l) version-1999(1) }

1 Directory Authentication Framework

AlgorithmIdentifier, ENCRYPTED 4{\}
FROM AuthenticationFramework { joint-iso-itu-t ds(5) module (1)
authenticatienFramework (7) 3 }

1 IPMS Object Identifiers

jd-mst-assembly-cdapability, id-mst-assembly-instructions,
jd-mst-invalidsassembly-instructions, id-mst-invalid-ipn,
jd-mst-originater-body-part-encryption-token,
jd-mst-originator-forwarded-content-token, id-mst-suspend-auto-acknowledgement,
jd-mst-préyent-nrn-generation , 1d-on-absence-advice,
jd-on-change-of-address-advice

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)

object-identifiers(0) version-1999(1) };

::= UTCTime

-- Information object

Informa

--IPM

IPM ::=

134

tionObject ::= CHOICE (
ipm [0] IPM,
ipn [1] IPN}

SEQUENCE {
heading Heading,
body Body}
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-- MTS Extensions

IPMPerRecipientEnvelopeExtensions EXTENSION ::= {
blind-copy-recipients |
body-part-encryption-token |

forwarded-content-token, ... }
-- IPMS Extensions
IPMSExtension {IPMS-EXTENSION:ChosenFrom} ::= SEQUENCE {

type IPMS-EXTENSION.&id ({ChosenFrom}),
value IPMS-EXTENSION.&Type ({ChosenFrom} {etype}) DEFAULT NULL:NULL }

IPMS-EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type DEFAULT NULL }

TTH SYNTAX { LVALUE &IYyDPe , | IDENTIFIED BY &id
Private]PMSExtensions IPMS-EXTENSION ::= { ... }
-- Heading
Heading |::= SET
this-IPM ThisIPMField,
riginator [0] OriginatorField OPTIONAL,
uthorizing-users [1] AuthorizingUsersField OPTIONAL,
primary-recipients [2] PrimaryRecipientsField DEFAULT {J},
opy-recipients [3] CopyRecipientsField DEFAULT {},
lind-copy-recipients [4] BlindCopyRecipientsField OPTIONAL,
Yeplied-to-IPM [5] RepliedToIPMField OPTIONAL,
bsoleted-IPMs [6] ObsoletedIPMsField DEFAULT: {},
related-IPMs [7] RelatedIPMsField DEFAULT ({},

]
]
]
]
]
]
]
]
ubject [8] EXPLICIT SubjectField QPTIONAL,
]
]
]
]
]
]
]

¢xpiry-time [9] ExpiryTimeField OPTIONAL,
Yeply-time [10] ReplyTimeField OPTIONAL,
Yeply-recipients [11] ReplyRecipientsField OPTIONAL,
mportance [12] ImportanceField,-DEFAULT normal,
ensitivity [13] SensitivityField> OPTIONAL,
uto-forwarded [14] AutoForwardedField DEFAULT FALSE,
¢xtensions [15] ExtensionsField DEFAULT {}}

-- Heading component types

IPMIdenflifier ::= [APPLICATION 11] SET {
ser ORName OPTIONAL,

iser-relative-identifienlocalIPMIdentifier}

LocalIPMIdentifier ::= PrintableString (SIZE (0..ub-local-ipm-identifier))
RecipierftSpecifier ::s-SET {
Yecipient [0] ORDescriptor,
fotification-tequests [1] NotificationRequests DEFAULT {},
Yeply-requeésted [2] BOOLEAN DEFAULT FALSE,
1

fecipient=éxtensions [3] RecipientExtensionsField OPTIONAL}

ORDescriptof ;%= SET {
otmal-name ORName OPTIONAL,
reg-form-name [0] FreeFormName OPTIONAL,

telephone-number [1] TelephoneNumber OPTIONAL}
FreeFormName ::= TeletexString (SIZE (0..ub-free-form-name))
TelephoneNumber ::= PrintableString (SIZE (0..ub-telephone-number))

NotificationRequests ::= BIT STRING {
rn (0)

nrn (1)
ipm-return (2)
(3)

(4)

’

’

an-supported
suppress-an

RecipientExtensionsField ::= SET OF IPMSExtension {{ RecipientExtensions }}

ITU-T Rec. X.420 (06/1999)
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RecipientExtensions IPMS-EXTENSION ::= {
circulation-list-indicator |
precedence |

recipient-security-request |
PrivateIPMSExtensions,

-- This IPM heading field

ThisIPMField ::= IPMIdentifier

-- Originator heading field

OriginatorField ::= ORDescriptor

-- Authorizing Users heading field

Authorij
Authorig
-- Primar]
PrimaryH
PrimaryR
-- Copy R
CopyRec]
CopyRec]
-- Blind
BlindCoq
BlindCoqg
-- Blind C

blind-cd
1

-- Replied
RepliedTd
-- Obsole
Obsolets

Obsoletd

ingUsersField ::= SEQUENCE OF AuthorizingUsersSubfield

ingUsersSubfield ::= ORDescriptor

Recipients heading field

ecipientsField SEQUENCE OF PrimaryRecipientsSubfield
ecipientsSubfield ::= RecipientSpecifier

pcipients heading field

pientsField ::= SEQUENCE OF CopyRecipientsSubfieild

pientsSubfield ::= RecipientSpecifier

opy Recipients heading field

vRecipientsSubfield ::= RecipientSpecifier
opy Recipients envelope field

py-recipients EXTENSION %t= {
lindCopyRecipientsField;
DENTIFIED BY standardfextension:41 }

-to IPM heading field
oIPMField ::=\IPMIdentifier
ed IPMs heading field

dIPMsEield

SEQUENCE OF ObsoletedIPMsSubfield

diPMsSubfield ::= IPMIdentifier

-- Related IPMs heading field

RelatedIPMsField ::= SEQUENCE OF RelatedIPMsSubfield
RelatedIPMsSubfield ::= IPMIdentifier

-- Subject heading field

SubjectField ::= TeletexString (SIZE (0..ub-subject-field))

-- Expiry Time heading field

ExpiryTimeField ::= Time

136
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ReplyTimeField ::= Time

-- Reply Recipients heading field

ISO/IEC 10021-7:2003 (E)

ReplyRecipientsField ::= SEQUENCE OF ReplyRecipientsSubfield

ReplyRecipientsSubfield ::= ORDescriptor (WITH COMPONENTS{..., formal-name PRESENT})

-- Importance heading field

ImportanceField ::= ENUMERATED {
low (0)

normal (1)

U

’

i
Jj

‘1i311 T

-- Sensitifity heading field

SensitiyityField ::= ENUMERATED {
personal (1),
private (2),

ompany-confidential (3)}
-- Auto-fopwarded heading field

AutoForwardedField ::= BOOLEAN

-- Extensipns heading field

ExtensiqnsField ::= SET OF IPMSExtension {{ HeadingExtehAgions }}

HeadingHxtensions IPMS-EXTENSION ::= {
uthorization-time |
uto-submitted |
body-part-signatures |
irculation-list-recipients |
istribution-codes
¢xtended-subject |
ncomplete-copy |
nformation-category |
pm-security-label |

anguages |
Manual-handling-instructiéns |
riginators-reference |
precedence-policy-identifier |
rivateIPMSExtensiohs,

bilaterally-defined [14

BilaterallyDefinedBodyPart,

-- Body
Body ::4 SEQUENCE~OE ‘BodyPart
BodyPart] ::= CHOICE (
asig¢ CHOICE (
ia5-text [0] IA5TextBodyPart,
g3-facsimile [3] G3FacsimileBodyPart,
g4-classl [4] G4ClasslBodyPart,
teletex [5] TeletexBodyPart,
videotex [6] VideotexBodyPart,
encrypted [8] EncryptedBodyPart,
message [9] MessageBodyPart,
mixed-mode [11] MixedModeBodyPart,
]
1

nationally-defined [7
extended [15]

NationallyDefinedBodyPart },
ExtendedBodyPart } { { IPMBodyPartTable}}

ITU-T Rec. X.420 (06/1999)
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-- Extended body part
ExtendedBodyPart { EXTENDED-BODY-PART-TYPE: IPMBodyPartTable} ::= SEQUENCE {

parameters [0] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,

data INSTANCE OF TYPE-IDENTIFIER }

(CONSTRAINED BY ({-- must correspond to the &parameters field and
&data field
-- of a member of -- IPMBodyPartTable})

IPMBodyPartTable EXTENDED-BODY-PART-TYPE ::= {

StandardBodyParts |

ApplicationSpecificBodyParts }

StandardBodyParts EXTENDED-BODY-PART-TYPE ::= {
ia5-text-body-part |
g3-facsimile-body-part |
g4-classl-body-part |

eletex-body-part |
ideotex-body-part |
ncrypted-body-part |
essage-body-part |
ixed-mode-body-part |
bilaterally-defined-body-part |
pationally-defined-body-part |
jeneral -text-body-part |
ile-transfer-body-part |
yoice-body-part |
feport-body-part |
fotification-body-part |
ontent-body-part |{{1 2 3 -- RELATIVE-OID to be provided:*}}
Ppkcs7-body-part,

ApplicafionSpecificBodyParts EXTENDED-BODY-PART-TYPE ::z#{
{any body part defined in other Specifications, or for proprietary or private use --
o)

EXTENDE])-BODY-PART-TYPE ::= CLASS
kparameters TYPE-IDENTIFIER OPTIONAL,
kdata TYPE-IDENTIFIER }

WITH SYNTAX { [PARAMETERS &parameters)] DATA &data }
-- IA5 Text body part

IASTextHodyPart ::= SEQUENCE
parameters IASTextParametersy
lata IAS5TextData}

IASTextBarameters ::= SET {
fepertoire [0] Repertoire DEFAULT ia5}

IASTextQata ::= IASString

Repertoire ENUMERATED {

ta2(2),
a5 (59
-- G3 Fadsimile body part
G3FacsimileBodyPart ::= SEQUENCE {
parameters G3FacsimileParameters,
data G3FacsimileData}
G3FacsimileParameters ::= SET {
number-of -pages [0] INTEGER OPTIONAL,

non-basic-parameters [1] G3FacsimileNonBasicParameters OPTIONAL}

G3FacsimileData ::= SEQUENCE OF BIT STRING

-- G4 Class 1 and Mixed-mode body parts

G4ClasslBodyPart ::= SEQUENCE OF Interchange-Data-Element

MixedModeBodyPart

SEQUENCE OF Interchange-Data-Element
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-- Teletex body part
TeletexBodyPart ::= SEQUENCE ({
parameters TeletexParameters,
data TeletexData}
TeletexParameters ::= SET {
number-of-pages [0] INTEGER OPTIONAL,
telex-compatible [1] BOOLEAN DEFAULT FALSE,

non-basic-parameters [2] TeletexNonBasicParameters OPTIONAL}
TeletexData ::= SEQUENCE OF TeletexString
-- Videotex body part

VideotexBodyPart ::= SEQUENCE {
Pparameters VideotexParameters,
ata VideotexData}

VideotexParameters ::= SET {
yntax [0] VideotexSyntax OPTIONAL}

VideotexSyntax ::= INTEGER {
ds (0),
lata-syntaxl (1),
ata-syntax2(2),
lata-syntax3 (3) }

VideotexqData ::= VideotexString

-- Encrypled body part

EncryptddBodyPart ::= SEQUENCE {
parameters EncryptedParameters,
ata EncryptedData}

EncryptqdParameters ::= SET {
lgorithm-identifier AlgorithmIdentifier,
riginator-certificates ExtendedCertificates OPTIONAL,

EncryptddData ::= ENCRYPTED { BodyPart }
-- Message body part
MessageHodyPart ::= SEQUENCE. {
parameters MessageParameters,
ata MessageData }
MessageBarameters ::= SET {
elivery-tifme [0] MessageDeliveryTime OPTIONAL,

lelivery-énvelope [1] OtherMessageDeliveryFields OPTIONAL}

Messagel}ata ,:%="IPM

-- Bilaterqlly Defined body part

BilaterallyDefinedBodyPart ::= OCTET STRING
-- Nationally Defined body part
NATIONAL-BODY-PARTS ::= CLASS {&Type}

NationallyDefinedBodyPart ::= NATIONAL-BODY-PARTS.&Type
-- Provided for Historic reasons. Use is strongly deprecated.
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SET {

-- common-fields -- COMPONENTS OF CommonFields,
choice [0] CHOICE (

RN

NRN ::=

non-receipt-fields [0] NonReceiptFields,
receipt-fields [1] ReceiptFields,
other-notification-type-fields [2] OtherNotificationTypeFields}}

IPN (WITH COMPONENTS {

choice (WITH COMPONENTS { receipt-fields PRESENT }) })

IPN (WITH COMPONENTS {

choice (WITH COMPONENTS { non-receipt-fields PRESENT }) })

ON ::= 1

CommonF]

1

NonRece]
1

]
1

ReceiptH
]

]
-- Commd
Subject]
IPNOrig]
IPMInter
Convers]
Notificg

Notificg

PN (WITH COMPONENTS {

choice (WITH COMPONENTS { other-notification-type-fields PRESENT })+\})

elds ::= SET {

ubject-ipm SubjectIPMField,

pn-originator [1] IPNOriginatorField OPTIONAL,
pm-intended-recipient [2] IPMIntendedRecipientField OPTIONAL,
onversion-eits ConversionEITsField OPTIONAL,

hotification-extensions [3] NotificationExtensionsField OPTIGNAL}

ptFields ::= SET {

hon-receipt-reason [0] NonReceiptReasonField,
iiscard-reason [1] DiscardReasonField OPTIONAL,
uto-forward-comment [2] AutoForwardCommentField OPTIONAL,
Feturned-ipm [3] ReturnedIPMField OPTIONAL,
irn-extensions [4] NRNExtensionsField OPTIONAL}

ields ::= SET {
receipt-time
cknowledgment -mode
uppl-receipt-info
n-extensions

0] ReceiptTimeField,

1] AcknowledgmentModeField DEFAULT manual,
2] SupplReceiptInfoField OPTIONAL,

3] RNExtensionsEdeld OPTIONAL}

n fields

PMField ::= IPMIdentifier

natorField ::= ORDescripter

dedRecipientField ;:=,ORDescriptor

onEITsField ::=\EncodedInformationTypes

tionExtensionsField ::= SET OF IPMSExtension {{ NotificationExtensions }}
tionExtensions IPMS-EXTENSION ::= {

pn-gécurity-response |

rivatgIPMSExtensions, ... }

-- Non-receipt fields

NonReceiptReasonField ::= ENUMERATED ({
ipm-discarded (0),
ipm-auto-forwarded (1),

[ ITU-T version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),
not-used (3) }

140
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| ISO/IEC version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),

-- The following value may not be supported by implementations of earlier versions of this Specification

ipm-deleted (3),

o)
AutoForwardCommentField ::= AutoForwardComment
AutoForwardComment ::= PrintableString (SIZE (0..ub-auto-forward-comment))
ReturnedIPMField ::= IPM
NRNExterlsionsField ::= SET OF IPMSExtension {{ NRNExtensions }}
NRNExterlsions IPMS-EXTENSION ::= {

rivateIPMSExtensions, ... }
-- Receipffields
ReceiptTimeField ::= Time
AcknowlgqdgmentModeField ::= ENUMERATED {

hanual (0),

utomatic (1) }
SupplRedeiptInfoField ::= SupplementaryInformation
RNExtengdionsField ::= SET OF IPMSExtension {{ RNExtemsigns }}

RNExtengions IPMS-EXTENSION ::= {
rivateIPMSExtensions, ... }

-- Other Notification Type fields

OtherNof{ificationTypeFields ::= SET OF IPMSExtension {{ OtherNotifications }}
OtherNofjifications IPMS-EXTENSION ::={
AdviceNotifications |
rivateIPMSExtensions, .\\"}

AdviceNgtifications IPMS-EXTENSION
bsence-advice |
hange-of-address-advice,

}

-- Advice Wotificationfields

1]
—_

absence{advicd&-IPMS-EXTENSION ::= {
VALUE AbsenceAdvice, IDENTIFIED BY id-on-absence-advice}

AbsenceAdviTte TT= SEQUENCE—
advice BodyPart OPTIONAL,
next-available Time OPTIONAL

-- at least one component shall be present -- '}

change-of-address-advice IPMS-EXTENSION ::=
VALUE ChangeOfAddressAdvice, IDENTIFIED BY id-on-change-of-address-advice}

ChangeOfAddressAdvice ::= SEQUENCE {
new-address [0] ORDescriptor (WITH COMPONENTS {

formal-name PRESENT }),
effective-from [1] Time OPTIONAL }
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-- Message Store Realization

prevent-nrn-generation MS-EXTENSION ::= {

NULL IDENTIFIED BY id-mst-prevent-nrn-generation }

suspend-auto-acknowledgement MS-EXTENSION ::= {

NULL IDENTIFIED BY id-mst-suspend-auto-acknowledgement }

assembly-capability MS-EXTENSION ::= {

NULL IDENTIFIED BY id-mst-assembly-capability }

IPMSubmissionOptions MS-EXTENSION ::= {

ipm-assembly-instructions |
originator-body-part-encryption-token |
originator-forwarded-content-token,

-- For future extension additions -- '}

ipm-assqmbly-instructions MS-EXTENSION ::= {

PMAssemblyInstructions IDENTIFIED BY id-mst-assembly-instructions }

IPMAssenblyInstructions ::= SET {
ssembly-instructions [0] BodyPartReferences }
BodyParfReferences ::= SEQUENCE OF BodyPartReference
BodyPartReference ::= CHOICE {
tored-entry [0] SequenceNumber,
tored-content [1] SequenceNumber,
ubmitted-body-part [2] INTEGER (1..MAX),
tored-body-part [3] SEQUENCE ({
message-entry SequenceNumber,
body-part-number INTEGER (1..MAX) } }
originafjor-body-part-encryption-token MS-EXTENSION : ;= {

BodyPartTokens IDENTIFIED BY id-mst-originatdr-body-part-encryption-token }

originafjor-forwarded-content-token MS-EXTENSION %= {

ForwardedContentToken IDENTIFIED BY id-gt-originator-forwarded-content-token }

IPMSubmissionErrors MS-EXTENSION ::=

nvalid-assembly-instructions |
nvalid-ipn,
-- For future extension additions= }

invalid{assembly-instructions MS-EXTENSION ::= {

BodyPartReferences IDENTIFIED BY id-mst-invalid-assembly-instructions }

invalid{ipn MS-EXTENSION :%= {

JULL IDENTIFIED,/BY.* id-mst-invalid-ipn }

END -- of [PMSInformatign©Objects
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Annex E

Reference Definition of Extended Body Part Types

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to 7.4, defines for reference purposes certain extended body part types.

E.1 Equivalents of Basic Body Part Types

IPMSExtendedBodyPartTypes { joint-iso-itu-t mhs(6) ipms (1) modules (0)
extended-body-part-types (7) version-1994 (0) }

DEFINITJONS IMPLICIT TAGS ::=

BEGIN

-- Prologge
-- Export{ everything.

IMPORTS

1 IPMS Information Objects

BilaterallyDefinedBodyPart, EncryptedData, EncryptedParameters,

BXTENDED-BODY-PART-TYPE, G3FacsimileData, G3FacsimileParameters, G4ClasslBodyPaft,

JASTextData, IAS5TextParameters, MessageData, MessageParameters, MixedModeBodyPaft,

NationallyDefinedBodyPart, TeletexData, TeletexParameters, VideotexData,

YideotexParameters

FROM IPMSInformationObjects { joint-is6-%'tu-t mhs(6) ipms (1) modules (0)
information-objects(2) versiom51999(1) }

1 IPMS Object Identifiers

d-ep-encrypted, id-ep-g3-facsimile, “id-ep-ia5-text, id-ep-message, id-ep-teletgx,
d-ep-videotex, id-et-bilaterally-defined, id-et-encrypted, id-et-g3-facsimile,
d-et-g4-classl, id-et-iab5-text,. ftd-et-message, id-et-mixed-mode,
d-et-nationally-defined, id-et-teletex, id-et-videotex
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

-- Extend¢d IA5 Text body part

ia5-texf-body-part EXTENBED-BODY-PART-TYPE ::= {
ARAMETERS {IA5TextParameters IDENTIFIED BY id-ep-ia5-text},
DATA {IA5TextData IDENTIFIED BY id-et-ia5-text} }

-- Extend¢d G3 Facsintile body part

g3-facsimile=body-part EXTENDED-BODY-PART-TYPE ::= {
ARBMETERS {G3FacsimileParameters IDENTIFIED BY id-ep-g3-facsimile},
DATA {G3FacsimileData IDENTIFIED BY id-et-g3-facsimile} }

-- Extended G4 Class 1 body part

g4-classl-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {G4ClasslBodyPart IDENTIFIED BY id-et-g4-classl} }

-- Extended Teletex body part

teletex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {TeletexParameters IDENTIFIED BY id-ep-teletex},
DATA {TeletexData IDENTIFIED BY id-et-teletex} }
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-- Extended Videotex body part

videotex-body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {VideotexParameters IDENTIFIED BY id-ep-videotex},
DATA {videotexData IDENTIFIED BY id-et-videotex} }

-- Extended Encrypted body part

encrypted-body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {EncryptedParameters IDENTIFIED BY id-ep-encrypted},
DATA {EncryptedData IDENTIFIED BY id-et-encrypted} }

-- Extended Message body part

message

-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {MescageParameters TDENTTIETED BY id-ep-messagel}

DATA {MessageData IDENTIFIED BY id-et-message} }

-- Extend¢d Mixed-mode body part

mixed-mdde-body-part EXTENDED-BODY-PART-TYPE ::= {

DATA {MixedModeBodyPart IDENTIFIED BY id-et-mixed-mode} }

-- Extend¢d Bilaterally Defined body part

bilaterdlly-defined-body-part EXTENDED-BODY-PART-TYPE ::= {

DATA {BilaterallyDefinedBodyPart IDENTIFIED BY id-et-bilaterally-defined} }

-- Extend¢d Nationally Defined body part

nationa

1ly-defined-body-part EXTENDED-BODY-PART-TYPE ::£/{
PATA {NationallyDefinedBodyPart IDENTIFIED BY 4djét-nationally-defined} }

END -- of [PMSExtendedBodyPartTypes

E.2

IPMSExt

General Text

gndedBodyPartTypes2 {iso standard mhs (10021) ipms(7) modules (0)
extended-body-part-types-2 (1) }

DEFINITJONS IMPLICIT TAGS ::=

BEGIN

-- Prologge

-- Exportq everything.

IMPORTS

- IPMS. Information Objects

HXTENDED-BODY-PART-TYPE

LTRUIMT J.].‘llnDJ.llJCUJ_llldLJLUllUb_jCL,L,D { _jUJ..llL,_J..bU_J..L,L,l_L lllllb (O ib}lllb L) llludulcb \U7J
information-objects(2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-general-text, id-et-general-text
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

-- General Text body part

general

144

-text-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {GeneralTextParameters IDENTIFIED BY id-ep-general-text},
DATA {GeneralTextData IDENTIFIED BY id-et-general-text} }
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GeneralTextParameters ::= SET OF CharacterSetRegistration
GeneralTextData ::= GeneralString
CharacterSetRegistration ::= INTEGER (1..32767)

END -- of IPMSExtendedBodyPartTypes?2

E.3 File Transfer

IPMSFileTransferBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
file-transfer-body-part-type(9) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologye

-- Export{ everything.

IMPORTS

1 FTAM Attribute Types

Attribute-Extensions, Concurrency-Access, Date-and-Time-Attribute,
Iegal-Qualification-Attribute, Object-Availability-Attribute, Object-Size-Attrilute,
Bathname, Permitted-Actions-Attribute, Private-Use-Attributé

FROM IS08571-FTAM
-- ACSE definitions of AP-title and AE-qualifier

AE-qualifier, AP-title

FROM ACSE-1 { joint-iso-itu-t association-control (2) modules (0) apdus (0)
versionl (1) }

1 IPMS Information Objects

BXTENDED-BODY-PART-TYPE, ExtensiongRField

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

1 IPMS Object Identifiers

jd-ep-file-transferf id-et-file-transfer

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) }

1- MTS Abstraet Service

QRName

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)

mtes—abstract—service i —verstonr—+999+—1

-- File Transfer body part
file-transfer-body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {FileTransferParameters IDENTIFIED BY id-ep-file-transfer},

DATA {FileTransferData IDENTIFIED BY id-et-file-transfer} }
FileTransferParameters ::= SEQUENCE {

related-stored-file [0] RelatedStoredFile OPTIONAL,

contents-type [1] ContentsTypeParameter DEFAULT document-type:{document-type-name

{iso standard 8571 document-type(5) unstructured-binary(3)}},

environment [2] EnvironmentParameter OPTIONAL,

compression [3] CompressionParameter OPTIONAL,

file-attributes [4] FileAttributes OPTIONAL,

extensions [5] ExtensionsField OPTIONAL }
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FileTransferData ::= SEQUENCE OF EXTERNAL
-- This conveys a sequence (Z’ data values representing file contents,
-- The rules ﬁr generating this sequence are implied by the value of the contents-type parameter.

RelatedStoredFile ::= SET OF SEQUENCE {
file-identifier FileIdentifier,
relationship Relationship DEFAULT explicit-relationship: unspecified }

FileIdentifier ::= CHOICE {
pathname-and-version [0] PathnameandVersion,
cross-reference [1] CrossReference }

PathnameandVersion ::= SEQUENCE {
pathname [0] Pathname-Attribute,
file-version [1] GraphicString OPTIONAL}

CrossReference - -- SEOIENCE {
pplication-cross-reference [0] OCTET STRING,
essage-reference [1] MessageReference OPTIONAL,
ody-part-reference [2] INTEGER OPTIONAL }
MessageHeference ::= SET {
ser [0] ORName OPTIONAL,

1" Defined in 8.5.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4

ser-relative-identifier [1] PrintableString }

Relatiorjship ::= CHOICE (
¢xplicit-relationship [0] ExplicitRelationship,
escriptive-relationship [1] GraphicString }

ExplicifRelationship ::= INTEGER ({
nspecified (
new-file (
Yeplacement (
¢xtension (

ContentdTypeParameter ::= Contents-Type-Attribute

Contentd-Type-Attribute ::= CHOICE (
ocument -type [@} SEQUENCE (
document -type-name Document -Type-Name,
parameter [0] DOCUMENT-PARAMETER. &Type OPTIONAL },
-- The actual types to be used fox values of the parameter field
-- are defined in the named document type.
onstraint-set-and-abstract-syntax [1] SEQUENCE {
constraint-set-name Constraint-Set-Name,
abstract-syntax-dame Abstract-Syntax-Name } }

Documenf|-Type-Name ::= OBJECT+< IDENTIFIER
DOCUMENT - PARAMETER : :=~CLASS {&Type}
Constrajnt-Set-Naméys:= OBJECT IDENTIFIER
Abstrac-Syntaxs~Name ::= OBJECT IDENTIFIER
EnvironngentParameter ::= SEQUENCE {
pp¥ cation-reference [0] Generalldentifier OPTIONAL,
machine [1] Generalldentifier OPTIONAL,
operating-system [2] OBJECT IDENTIFIER OPTIONAL,
[

user-visible-string 3] SEQUENCE OF GraphicString OPTIONAL }

Generalldentifier ::= CHOICE (
registered-identifier [0] OBJECT IDENTIFIER,
descriptive-identifier [1] SEQUENCE OF GraphicString }

CompressionParameter ::= SEQUENCE {
compression-algorithm-id [0]

COMPRESSION-ALGORITHM. &id ({CompressionAlgorithmTable}),
compression-algorithm-param [1]

COMPRESSION-ALGORITHM. &Type ({CompressionAlgorithmTable} {@compression-algorithm-id})

COMPRESSION-ALGORITHM ::= TYPE-IDENTIFIER
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CompressionAlgorithmTable COMPRESSION-ALGORITHM ::= { ... }
FileAttributes ::= SEQUENCE {
pathname Pathname-Attribute OPTIONAL,

permitted-actions
storage-account

1] Permitted-Actions-Attribute OPTIONAL,
3] Account-Attribute OPTIONAL,

[
[

date-and-time-of-creation [4] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-modification [5] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-read-access [6] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-attribute-modification[7] Date-and-Time-Attribute OPTIONAL,
identity-of-creator [8] User-Identity-Attribute OPTIONAL,
identity-of-last-modifier [9] User-Identity-Attribute OPTIONAL,
identity-of-last-reader [10] User-Identity-Attribute OPTIONAL,
identity-of-last-attribute-modifier [11] User-Identity-Attribute OPTIONAL,
object-availability [12] Object-Availability-Attribute OPTIONAL,
object-size [13] Object-Size-Attribute OPTIONAL,
future-object-size [14] Object-Size-Attribute OPTIONAL,

ccess-control [18] Acceas-Control -Attribute OPTTONAT,,

egal-qualifications [16] Legal-Qualification-Attribute QPTIONAL,
private-use [17] Private-Use-Attribute OPTIONALs

ttribute-extensions [22] Attribute-Extensions OPTIQNAL" }

Pathnamgd-Attribute ::= CHOICE ({
ncomplete-pathname [0] Pathname,
omplete-pathname [23] Pathname }
Account-{Attribute ::= CHOICE {

ho-value-available [0] NULL,
1 Indicates partial support of this attribute

ctual-values Account }
Account |::= GraphicString
User-Idqntity-Attribute ::= CHOICE (

po-value-available [0] NULL,
1 Indicates partial support of this attribute.

ctual-values User-Identity }
User-Idgntity ::= GraphicString
Access-(Jontrol-Attribute ::= CHOICE

ho-value-available [0] NULL,

1 Indicates partial support of this attribute.

ctual-values [1] SET OF Ateess-Control-Element }
1+ The semantics of this attribute are'described in ISO 8571-2

Access-(Qontrol-Element ::= SEQUENCE {
ction-list [0] (A¢cess-Request,
oncurrency-access [1l] Concurrency-Access OPTIONAL,
dentity [2]" User-Identity OPTIONAL,
Ppasswords [3] Access-Passwords OPTIONAL,
ocation [4] Application-Entity-Title OPTIONAL }
Access-Hequest ::="BIT STRING {
read (0),
nsert (1),
Yeplace (2),
¢xtehd (3),
¢rasge (4),
tead-attribute (5)
change-attribute (6),
delete-object (7) }
Access-Passwords ::= SEQUENCE (
read-password [0] Password,
insert-password [1] Password,
replace-password [2] Password,
extend-password [3] Password,
erase-password [4] Password,
read-attribute-password [5] Password,
change-attribute-password [6] Password,
delete-password [7] Password,
pass-passwords [8] Pass-Passwords,
link-password [9] Password }
Password ::= CHOICE { graphic-string GraphicString, octet-string OCTET STRING }
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Pass-Passwords ::= SEQUENCE OF Password
Application-Entity-Title ::= SEQUENCE
ap-title AP-title,

ae-qualifier AE-qualifier }

END -- of IPMSFileTransferBodyPartType

EA4 Voice

IPMSExtendedVoiceBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
extended-voice-body-part-type (11) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologue

-- Export{everyinhing.

IMPORTS

1 IPMS Information Objects

HXTENDED-BODY-PART-TYPE

information-objects(2) version-1999(1) }
1 IPMS Object Identifiers

id-ep-voice, id-et-voice

object-identifiers(0) version-19991(1) };
-- Extend¢d Voice body part

voice-bddy-part EXTENDED-BODY-PART-TYPE ::= {
ARAMETERS {VoiceParameters IDENTIFIEDMBY id-ep-voice},
DATA {VoiceData IDENTIFIED BYwid-et-voice} }

VoicePafjameters ::= SEQUENCE {

Yoice-message-duration [0] INTEGER OPTIONAL, -- In seconds
Yoice-encoding-type [1] OBJECT IDENTIFIER,
upplementary-information (2] IA5String OPTIONAL }

VoiceDafla ::= OCTET STRING

END -- of [PMSExtendedVoiceBodyPartType

ES |[Report and<Notification

IPMSForyWardedReportBodyPartType {joint-iso-itu-t mhs(6) ipms(1l) modules (0)
fotwarded-report-body-part-type (12) }

DEFINITIJONS (IMPLICIT TAGS ::=

BEGIN

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)

FROM IPMSObjectIdentifiers { joint-iso-ifu-t mhs(6) ipms (1) modules (0)

-- Prologue
-- Exports everything.
IMPORTS

-- MTS Abstract Service

ReportDeliveryArgument

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)

mts-abstract-service(l) version-1999(1) }
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-- IPMS Information Objects

EXTENDED-BODY-PART-TYPE, IPN, MessageParameters

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-notification, id-et-report, id-et-notification
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

-- Report body part

report-

-- Notificqtion body part

notific

END -- of [PMSForwardedReportBodyPartType

E.6

IPMSForyardedContentBodyPartType {joint-iso-itu-t mhs(6) ipms (1) modules(0)

DEFINITJONS IMPLICIT TAGS ::=

BEGIN

-- Prologne

-- Export{ everything.

IMPORTS

Body-part EXTENDED-BODY-PART-TYPE ::= {
PATA {ReportDeliveryArgument IDENTIFIED BY id-et-report} }

gtion-body-part EXTENDED-BODY-PART-TYPE ::= {
ARAMETERS {MessageParameters IDENTIFIED BY id-ep-notification},
DATA {IPN IDENTIFIED BY id-et-notification} }

[Forwarded Content

forwarded-content-body-part-type (15) }

1- MTS Abstract Service

Jontent, ExtendedContentType, MessageDeliveryIdentifier, MessageDeliveryTime,

MessageSubmissionEnvelgpe,* OriginatingMTACertificate, OtherMessageDeliveryFieldd

BroofOfSubmission

FROM MTSAbStractService { joint-iso-itu-t mhs(6) mts(3) modules (0)
mtsrabstract-service (1) version-1999(1) }

1 IPMS Information Objects

HEXTENDED<BODY-PART-TYPE

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-content, id-et-content
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) };

-- Forwarded Content body part

content-body-part {ExtendedContentType:content-type} EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {ForwardedContentParameters IDENTIFIED BY
{id-ep-content -- concatenated with content-type -- content-type}},
DATA {Ccontent IDENTIFIED BY {id-et-content -- concatenated with content-type --

content-typel} }
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ForwardedContentParameters ::= SET {

delivery-time [0] MessageDeliveryTime OPTIONAL,
delivery-envelope [1] OtherMessageDeliveryFields OPTIONAL,
mts-identifier [2] MessageDeliveryIdentifier OPTIONAL,
submission-proof [3] SubmissionProof OPTIONAL}

SubmissionProof ::= SET
proof-of-submission [0] ProofOfSubmission,
originating-MTA-certificate [1] OriginatingMTACertificate,
message-submission-envelope MessageSubmissionEnvelope}

END -- of IPMSForwardedContentBodyPartType

E.7

PKCS7BodyPartType {joint-iso-itu-t mhs(6) ipms (1) modules (0) pkcs7-body-part-type (16)

DEFINIT
BEGIN

-- Prolog

-- Export{ everything.

IMPORTS

(JontentInfo

1 IPMS Information Objects

PKCS7

ANLC_TNIOT T AT ma oo
[ P 3 36 3 o m g e e e o 2 Y e

ye

-- PKCS#7

FROM PKCS7 { iso(1l) member-body(2) usa(840) rsadsi(113549) pkcs(l) 7 mod
-- module not formally defined in the PKCS#7document, therefore defined in Annd

-- PKCS7|body part

pkcs7-bqdy-part EXTENDED-BODY-PART-TYPE ::= {
DATA { ContentInfo IDENTIFIED BY id-et-pkcs7 } }

END -- of[PKCS7BodyPartType

150

HXTENDED-BODY-PART-TYPE

1 IPMS Object Identifiers

jd-et-pkecs7

FROM IPMSInformationObjects { j@int-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2)Nversion-1999 (1) }

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

ule (0)
x O -- }
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Annex F

Reference Definition of Functional Objects

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to clauses 10, 11, and 16, defines for reference purposes the functional objects of
Interpersonal Messaging. It uses the MHS-OBJECT information object class of ITU-T Rec. X.411 | ISO/IEC 10021-4
and the CONTRACT information object class of ITU-T Rec. X.880 | ISO/IEC 13712-1.

IPMSFunctionalObjects { joint-iso-itu-t mhs(6) ipms(1l) modules (0) functional-objects (1)
version-1994 (0) }
DEFINIToNS—MPEFEFF—FAGS——

BEGIN

-- Prologge
-- Exporty everything.

IMPORTS
1- IPMS Abstract Service

nfanagement, origination, reception

FROM IPMSAbstractService { joint-iso-itu-t mhs(€) ipms(1l) modules (0)
abstract-service (3) version-1994(0) }

1 IPMS Object Identifiers

jd-ot-ipms, id-ot-ipms-user

FROM IPMSObjectIdentifiers { joimt-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers (0) WMersion-1999(1) }

1- MTS Abstract Service

NHS-OBJECT

FROM MTSAbstractSet¥yvice { joint-iso-itu-t mhs(6) mts(3) modules (0)
mts-absgract-service (1) version-1999(1) }

-- Remote Operations

JONTRACT

FROM Remote-Operations-Information-Objects { joint-iso-itu-t
remote-operations (4) informationObjects(5) versionl (0) };

-- Primar} objecttypes

ipms-usdr MHS-OBJECT ::= {
INITIATES {ipms-access-contract}
D id-ot-ipms-user }

ipms-access-contract CONTRACT ::= {
INITIATOR CONSUMER OF {origination | reception | management} }

ipms MHS-OBJECT ::=
RESPONDS {ipms-access-contract}
ID id-ot-ipms

END -- of IPMSFunctionalObjects
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Annex G

Reference Definition of Abstract Service

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to clauses 12 and 13, defines for reference purposes the IPMS Abstract Service. It uses the
PORT and ABSTRACT-OPERATION and ABSTRACT-ERROR information object class of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

IPMSAbstractService { joint-iso-itu-t mhs(6) ipms (1) modules (0) abstract-service(3)
version-1994 (0) }
DEFINIToNS—MPEFEFF—FAGS——

BEGIN

-- Prologge
-- Exporty everything.

IMPORTS

1 IPMS Information Objects

AutoForwardComment, Heading, InformationObject, IPM, NRN,“NON, RN

FROM IPMSInformationObjects { joint-iso-itu-t“mks(6) ipms (1) modules (0)
information-objects(2) version-1999 (1) }

1 IPMS Object Identifiers

jd-pt-management, id-pt-origination, id-pt-kxeception
FROM IPMSObjectIdentifiers { joimt-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers (0) WMersion-1999(1) }

1- MTS Abstract Service

ABSTRACT-ERROR, ABSTRACT-OPERATION, MessageDeliveryEnvelope, MessageSubmissionErnvelope,
MessageSubmissionIdentifier; MessageSubmissionTime, ORName, PORT,
BrobeSubmissionEnvelope, . ProbeSubmissionIdentifier, ProbeSubmissionTime,
fecipient-improperly-specified, ReportDeliveryEnvelope, SupplementaryInformatioj
FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mtseabstract-service (1) version-1999(1) };

-- Ports
originafjion PORT.N = {
'ONSUMER, INVOKES { originate-probe | originate-ipm | originate-rn | originate-oj }
D id-pt-origination }
receptigqm\RORT ::= {
SQUFPFPFLILRK ITNVURNLOS { LULCJ‘. ShESSI%SI ™ i LELCJ’. U‘J’.Plll i LULEJ‘. c=IIl i LULCJ‘. C=IITI1 i
receive-on }
1D id-pt-reception }

management PORT ::=
CONSUMER INVOKES { change-auto-discard | change-auto-acknowledgment |
change-auto-forwarding }
ID id-pt-management
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-- Origination abstract operations

originate-probe ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] ProbeSubmissionEnvelope,
content [1] IPM}
RESULT SET {
submission-identifier [0] ProbeSubmissionIdentifier,
submission-time [1] ProbeSubmissionTime}
ERRORS
subscription-error |
recipient-improperly-specified} }

originate-ipm ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] MessageSubmissionEnvelope,
content [1] IPM}

ISO/IEC 10021-7:2003 (E)

ESULT SET {
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

originatle-rn ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] MessageSubmissionEnvelope,
content [1] RN}
RESULT SET
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

originatje-on ABSTRACT-OPERATION ::= {

ARGUMENT SET {

envelope [0] MessageSubmissionEnvelope,

content [1] ON}

RESULT SET

submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {

subscription-error |

recipient-improperly-specified} }

-- Receptipn abstract operations
receive{report ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] ReportDeliveryEnvelope,
undeliveked-object [1] InformationObject OPTIONAL} }
receive{ipm ABSTRAGITLOPERATION ::= {
ARGUMENT SET" {
enyelope [0] MessageDeliveryEnvelope,
c¢ontent [1] IPM} }
receive{rn¢ABSTRACT-OPERATION ::= {
ARGIIMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] RN} }
receive-nrn ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] NRN} }

receive-on ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] ON} }
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-- Management abstract operations

change-auto-discard ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-discard-expired-IPMs [0] BOOLEAN,
auto-discard-obsolete-IPMs [1] BOOLEAN} }

change-auto-acknowledgment ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-acknowledge-IPMs [0] BOOLEAN,
auto-acknowledge-suppl-receipt-info [1]
SupplementaryInformation OPTIONAL}

ERRORS

subscription-error} }
change-auto-forwarding ABSTRACT-OPERATION ::= {

RGUMENT SET {
auto-forward-IPMs [0] BOOLEAN,
auto-forward-recipients [1] SEQUENCE OF ORName OPTIONAL,
auto-forward-heading [2] Heading OPTIONAL,
auto-forward-comment [3] AutoForwardComment OPTIONAL}

ERRORS {

subscription-error |
recipient-improperly-specified} }

-- Abstradt errors

subscrigtion-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] SubscriptionProblem} }

SubscrigtionProblem ::= ENUMERATED {
ipms-eos-not-subscribed(0),
mts-eos-not-subscribed (1)}

END -- of [PMSAbstractService
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Annex H

Reference Definition of IPM Extensions

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to annex A, defines for reference purposes the general extensions defined for Interpersonal
Messaging. It uses the IPMS-EXTENSION information object class of 7.2.17.

IPMSHeadingExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0) heading-extensions (6)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologge
-- Exporty everything.
IMPORTS
1 IPMS Information Objects

JPMS-EXTENSION, ORDescriptor, RecipientSpecifier, ThisIPMField, BodyPart

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects(2) version-1999 (1) }

1- MTS Abstract Service

BxtendedCertificates, SecurityLabel, UniversdlOrBMPString

FROM MTSAbstractService { joint-igoyitu-t mhs(6) mts(3) modules (0)
mts-abstract-service (1) yversion-1999(1) }

1 Directory Authentication Framework

AlgorithmIdentifier, SIGNATURE {\}, SIGNED { }
FROM AuthenticationFramework { joint-iso-itu-t ds(5) module (1)
authenticatdonFramework (7) 3 }

1 Directory Certificate Extensions

JertificateAssertion
FROM (CertificateExtensions { joint-iso-itu-t ds(5) module (1)
certificateExtensions(26) 0 }

1 IPMS upper bounds

yb<alpha-code-length, ub-circulation-list-members, ub-distribution-codes,

ybsektended-subject-length, ub-information-categories, ub-information-category-length,

ub-manual-handling-instructilion-length, ub-manual-handling-instructions,

ub-originators-reference-length, ub-precedence

FROM IPMSUpperBounds { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
upper-bounds (10) version-1999(1) }

-- IPMS Object Identifiers

id-hex-authorization-time, id-hex-auto-submitted, id-hex-body-part-signatures,
id-hex-circulation-list-recipients, id-hex-distribution-codes, id-hex-extended-subject,
id-hex-incomplete-copy, id-hex-information-category, id-hex-ipm-security-label,
id-hex-languages, id-hex-manual-handling-instructions, id-hex-originators-reference,
id-hex-precedence-policy-id, id-rex-circulation-list-indicator, id-rex-precedence
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) };
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-- Incomplete Copy

incomplete-copy IPMS-EXTENSION ::= {VALUE IncompleteCopy, IDENTIFIED BY
id-hex-incomplete-copy}

IncompleteCopy ::= NULL

-- Languages

languages IPMS-EXTENSION ::= {VALUE SET OF Language, IDENTIFIED BY id-hex-languages}
Language ::= PrintableString (SIZE (2|5))

-- Auto-submitted

auto-sulgmitted IPMS-EXTENSION ::= {VALUE AutoSubmitted, IDENTIFIED BY id-hex-auto-submi
AutoSubnjitted ::= ENUMERATED ({
not -auto-submitted (0),
auto-generated (1),
auto-replied (2)}
body-paft-signatures IPMS-EXTENSION ::= {VALUE BodyPartSignatures,
IDENTIFIED BY id-hex-body-part®signatures }
BodyParf{Signatures ::= SET OF SET ({
body-part-number BodyPartNumber,
body-part-signature BodyPartSignature,
originator-certificate-selector CertificateAssertion OPTIONAL,
originator-certificates [0] ExtendedCertifiGates OPTIONAL,
BodyParfNumber ::= INTEGER (1..MAX)
BodyParf{Signature ::= SIGNATURE { SEQUENCE
signature-algorithm-identifier Algorithmidentifier,
body-part BodyPart),
body-part-security-label SecuxitylLabel OPTIONAL } }
ipm-secyrity-label IPMS-EXTENSION ::= {
[VALUE IPMSecurityliabel,
IDENTIFIED BY id-hex:ipm-security-label }
IPMSecuyityLabel ::= SEQUENCE{
content-security-label [0] SecurityLabel,
heading-security-label [1] SecurityLabel OPTIONAL,
body-part-security4labels [2] SEQUENCE OF BodyPartSecurityLabel OPTIONAL }
BodyParf{SecurityLabel /~%:= CHOICE ({
body-part-unlabkelled [0] NULL,
body-part-security-label [1] SecurityLabel }
-- Authorgzation Time
authorijationstime IPMS-EXTENSION ::= {
[VALUE AuthorizationTime,
TDENTIFIED BY Td-Nex-authorization-ctime J
AuthorizationTime ::= GeneralizedTime

-- Circulation List

circulation-list-recipients IPMS-EXTENSION ::= {

VALUE CirculationList,

IDENTIFIED BY id-hex-circulation-list-recipients }
CirculationList ::= SEQUENCE (SIZE(2..ub-circulation-list-members))

OF CirculationMember
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CirculationMember ::= SET ({
circulation-recipient RecipientSpecifier (WITH COMPONENTS {

recipient (WITH COMPONENTS {

formal-name PRESENT } ) } ),

checked Checkmark OPTIONAL }
Checkmark ::= CHOICE (

simple NULL,

timestamped CirculationTime,

signed CirculationSignature }
CirculationTime ::= GeneralizedTime
CirculationSignature ::= SIGNED { SEQUENCE {

algorithm-identifier CirculationSignatureAlgorithmIdentifier,

this-IPM ThisIPMField,

t imestamp CirculationTime } }
CirculafjionSignatureAlgorithmIdentifier ::= AlgorithmIdentifier

-- Circuldtion List Indicator

circulaflion-list-indicator IPMS-EXTENSION ::= {
[VALUE NULL,
IDENTIFIED BY id-rex-circulation-list-indicator }

-- Distribyition Codes

distribytion-codes IPMS-EXTENSION ::= {
[VALUE DistributionCodes,
IDENTIFIED BY id-hex-distribution-codes }

DistribytionCodes ::= SEQUENCE (SIZE (1..ub-distribution-codes)) OF DistributionCode

DistribytionCode ::= SEQUENCE {

oid-code OBJECT IDENTIFIER \OPTIONAL,
alphanumeric-code AlphaCode OPTIONAL,
or-descriptor ORDescriptor QPTIONAL }

AlphaCode ::= UniversalOrBMPString {ub=alpha-code-length}
-- Extendgd Subject

extended-subject IPMS-EXTENSIQN)::= {
[VALUE ExtendedSubject,
IDENTIFIED BY id-hex-extended-subject }

ExtendedSubject ::= UniversalOrBMPString {ub-extended-subject-length}

-- Informqtion categoty

informafion-category IPMS-EXTENSION::= {

[VALUE InformationCategories,

IDENTIFIED BY id-hex-information-category }
InformationCategories ::= SEQUENCE (SIZE (1..ub-information-categories))

OF InformationCategory

InformationCategory ::= SEQUENCE {
reference [0] OBJECT IDENTIFIER OPTIONAL,
description [1] DescriptionString OPTIONAL }
DescriptionString ::= UniversalOrBMPString {ub-information-category-length}

-- Manual handling Instructions

manual-handling-instructions IPMS-EXTENSION ::= {
VALUE ManualHandlingInstructions,
IDENTIFIED BY id-hex-manual-handling-instructions }
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ManualHandlingInstructions ::= SEQUENCE (SIZE (1..ub-manual-handling-instructions))
OF ManualHandlingInstruction

ManualHandlingInstruction ::=
UniversalOrBMPString {ub-manual-handling-instruction-length}

-- Originator’s Reference

originators-reference IPMS-EXTENSION ::= {

VALUE OriginatorsReference,

IDENTIFIED BY id-hex-originators-reference }
OriginatorsReference ::= UniversalOrBMPString {ub-originators-reference-length}

-- Precedence Policy Identifier

precederjce-policy-identifier IPMS-EXTENSION ::= {
[VALUE PrecedencePolicyIdentifier,
IDENTIFIED BY id-hex-precedence-policy-id }
PrecederjcePolicyIdentifier ::= OBJECT IDENTIFIER
-- Precedgnce

precederjce IPMS-EXTENSION

[VALUE Precedence,
IDENTIFIED BY id-rex-precedence }
Precederjce ::= INTEGER (0..ub-precedence)

END -- of [PMSHeadingExtensions
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Annex I

Reference Definition of Message Store Attributes

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to 19.6, defines for reference purposes the MS attributes and matching rules specific to
Interpersonal Messaging. It uses the ATTRIBUTE information object class of ITU-T Rec. X.413 | ISO/IEC 10021-5.

IPMSMes

DEFINIT
BEGIN

-- Prologge

-- Exportq{ everything.

IMPORTS

MSStrind{}, mSStringMatch, mSSubstringsMatch

FROM MS

sageStoreAttributes { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
message-store-attributes (8) version-1999(1) }
IONS IMPLICIT TAGS ::=

MatchingRules {joint—iso—itu—t mhs (6) ms(4) modules (0) geneXal-matching-rules(5)
version-1999 (1)}

1 IPMS Heading Extensions

uthorizationTime, AutoSubmitted, BodyPartNumbex,{ BodyPartSecurityLabel,
odyPartSignatures, CirculationMember, DistributionCode, ExtendedSubject,
ncompleteCopy, InformationCategory, IPMSecuritylabel, Language,
anualHandlingInstruction, OriginatorsReference, Precedence, PrecedencePolicyldgntifier
FROM IPMSHeadingExtensions { joimt-iso-itu-t mhs(6) ipms (1) modules (0)
heading-extensions(6) v@rsion-1999(1) }

2

1- IPMS Security Extensions

BodyPartTokens, ForwardedConténtToken
FROM IPMSSecurityBxtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
ipm-security-extensions(14) version-1999(1) }

1 IPMS Information Objects

AcknowledgmentModeField, AuthorizingUsersSubfield, AutoForwardCommentField,
AutoForwardedFigld, BilaterallyDefinedBodyPart, BlindCopyRecipientsSubfield, Body,
JonversionEITsField, CopyRecipientsSubfield, DiscardReasonField, EncryptedBodyP3rt,
BncryptedData, EncryptedParameters, ExpiryTimeField, EXTENDED-BODY-PART-TYPE,
G3FacsimileBodyPart, G3FacsimileData, G3FacsimileParameters, G4ClasslBodyPart, Heading,
JASTextBodyPart, IASTextData, IAS5TextParameters, ImportanceField, IPMIdentifier
1pMIfitendedRecipientField, IPMSExtension { }, IPNOriginatorField, MessageBodyPaiyt,
MesgageData, MessageParameters, MixedModeBodyPart, NationallyDefinedBodyPart,
NonlReceiptReasonField, NotificationExtensions, NRNExtensions, ObsoletedIPMsSubfield,
ORDescriptor, OriginatorField, OtherNotifications, PrimaryRecipientsSubfield,
ReceiptTimeField, RecipientSpecifier, RelatedIPMsSubfield, RepliedToIPMField,
ReplyRecipientsSubfield, ReplyTimeField, ReturnedIPMField, RNExtensions,
SensitivityField, SubjectField, SubjectIPMField, SupplReceiptInfoField,
TeletexBodyPart, TeletexData, TeletexParameters, ThisIPMField, VideotexBodyPart,
VideotexData, VideotexParameters
FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }
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-- IPMS Object Identifiers

id-bat-bilaterally-defined-body-parts, id-bat-body, id-bat-encrypted-body-parts,

id-bat-encrypted-data, id-bat-encrypted-parameters, id-bat-extended-body-part-types,

id-bat-g3-facsimile-body-parts, id-bat-g3-facsimile-data,
id-bat-g3-facsimile-parameters, id-bat-g4-classl-body-parts,
id-bat-ia5-text-body-parts, id-bat-ia5-text-data, id-bat-ia5-text-parameters,
id-bat-message-body-parts, id-bat-message-data, id-bat-message-parameters,
id-bat-mixed-mode-body-parts, id-bat-nationally-defined-body-parts,
id-bat-teletex-body-parts, id-bat-teletex-data, id-bat-teletex-parameters,
id-bat-videotex-body-parts, id-bat-videotex-data, id-bat-videotex-parameters,
id-cat-correlated-delivered-ipns, id-cat-correlated-delivered-replies,

id-cat-delivered-ipn-summary, id-cat-delivered-replies-summary, id-cat-forwarded-ipms,

id-cat-forwarding-ipms, id-cat-ipm-recipients, id-cat-obsoleted-ipms,
id-cat-obsoleting-ipms, id-cat-related-ipms, id-cat-relating-ipms,
id-cat-replied-to-ipm, id-cat-recipient-category, id-cat-replying-ipms,
id-cat-revised-reply-time, id-cat-subject-ipm, id-cat-submitted-ipn-status,

d—ear—supmrred—pre—rd—cat—submtred—repty—status—d—hat—authertsatton—tim
jd-hat-authorizing-users, id-hat-auto-forwarded, id-hat-auto-submitted,
jd-hat-blind-copy-recipients, id-hat-body-part-encryption-token,
jd-hat-body-part-security-label, id-hat-body-part-signature-verification-gptaktus
jd-hat-body-part-signatures, id-hat-circulation-list-recipients,
jd-hat-copy-recipients, id-hat-distribution-codes, id-hat-expiry-time,
jd-hat-extended-subject, id-hat-forwarded-content-token, id-hat-forwarding-tokej
jd-hat-heading, id-hat-importance, id-hat-incomplete-copy, id-hat-infermation-cg
jd-hat-ipm-security-label, id-hat-languages, id-hat-manual-handling-instructiond
jd-hat-nrn-requestors, id-hat-obsoleted-IPMs, id-hat-originator)
jd-hat-originators-reference, id-hat-precedence, id-hat-precedence-policy-id,
jd-hat-primary-recipients, id-hat-related-IPMs, id-hat-replied-<to-IPM,
jd-hat-reply-recipients, id-hat-reply-requestors, id-hat-neply-time,
id-hat-rn-requestors, id-hat-sensitivity, id-hat-subject/, \id-hat-this-ipm,
jd-mr-ipm-identifier, id-mr-ipm-location, id-mr-or-desCriptor,
jd-mr-or-descriptor-elements, id-mr-or-descriptor-single-element,
jd-mr-or-descriptor-substring-elements, id-mr-circulation-member,
jd-mr-circulation-member-checkmark, id-mr-circulation-member-elements,
jd-mr-circulation-member-single-element, id-mrocikxculation-member-substring-eler
jd-mr-distribution-code, id-mr-information-category, id-mr-recipient-specifier,
jd-mr-recipient-specifier-elements, id-mr-recipient-specifier-single-element,
jd-mr-recipient-specifier-substring-elements,* id-nat-acknowledgment-mode,
jd-nat-auto-forward-comment, id-nat-conveksion-eits, id-nat-discard-reason,
jd-nat-ipm-intended-recipient, id-nat-ipn-originator, id-nat-non-receipt-reason
jd-nat-notification-extensions, id-natsnrn-extensions,
jd-nat-other-notification-type-fields, id-nat-receipt-time, id-nat-returned-ipm
jd-nat-rn-extensions, id-nat-subje¢t-ipm, id-nat-suppl-receipt-info,
jd-sat-body-parts-summary, id-satsipm-auto-discarded, id-sat-ipm-entry-type,
jd-sat-ipm-synopsis

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-ideAvifiers(0) version-1999(1) }

1- MS Abstract Service

ATTRIBUTE, MS-EIT, SequenceNumber

FROM MSAbstractService { joint-iso-itu-t mhs(6) ms(4) modules (0)
abstract-service(l) version-1999(1) }

1 MS General Attribute Types

JignatureStatus

FROM MSGeneralAttributeTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-attribute-types(2) version-1999(1) }

-- MS matching-rules

mSStringMatch, mSSubstringsMatch

FROM MSMatchingRules { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-matching-rules(5) version-1999(1) }
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-- MTS Abstract Service

EncodedInformationTypes, MessageToken

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) }

-- Directory Information Framework

objectIdentifierMatch, MATCHING-RULE

FROM InformationFramework { joint-iso-itu-t ds(5) module (1)
informationFramework (1) 3 }

-- Directory Abstract Service

BooleanMatch, generalizedTimeMatch, generalizedTimeOrderingMatch, integerMatchy,

integerOrderingMatch, uTCTimeMatch, uTCTimeOrderingMatch

FROM SelectedAttributeTypes { joint-iso-itu-t ds(5) module (1)
selectedAttributeTypes(5) 3 };

-- IPMS dfftribute table information object set

IPMSAttyibuteTable ATTRIBUTE ::= {
cknowledgment-mode | authorizing-users | auto-forward-comment )| auto-forwarded
uto-submitted | bilaterally-defined-body-parts | blind-copy-recipients | body
onversion-eits | copy-recipients | discard-reason | encrypted-body-parts |
ncrypted-data | encrypted-parameters | expiry-time | extended-body-part-types
3-facsimile-body-parts | g3-facsimile-data | g3-facsimile-parameters
4-classl-body-parts | heading | ia5-text-body-partsX] 'ia5-text-data |
a5-text-parameters | importance | incomplete-copy Y|Jipm-entry-type |
pm-intended-recipient | ipm-synopsis | ipn-origifiator | languages |
essage-body-parts | message-data | message-pakrameters | mixed-mode-body-parts
ationally-defined-body-parts | non-receipt-reason | nrn-requestors | obsoleted{IPMs |
riginator | primary-recipients | receipt-time | related-IPMs | replied-to-IPM
eply-recipients | reply-requestors | reply*time | returned-ipm | rn-requestors
ensitivity | subject | subject-ipm | suppl-receipt-info | teletex-body-parts |
eletex-data | teletex-parameters | thdsZipm | videotex-body-parts | videotex-data |
ideotex-parameters,

-- 1994 extension additions -- ,
c-correlated-delivered-ipns | agXorrelated-delivered-replies |
c-delivered-ipn-summary | ac-delivered-replies-summary | ac-forwarded-ipms |
c-forwarding-ipms | ac-ipm-gédipients | ac-obsoleted-ipms | ac-obsoleting-ipms
c-related-ipms | ac-relating¥ipms | ac-replied-to-ipm | ac-replying-ipms |
c-subject-ipm | ac-submitted-ipn-status | ac-submitted-ipns |
c-submitted-reply-status| authorization-time | body-part-encryption-token |
ody-part-security-label/ | body-part-signature-verification-status |
ody-part-signatures_|.body-parts-summary | circulation-list-recipients |
distribution-codegt\"extended-subject | forwarded-content-token | forwarding-tolen |
information-category | ipm-auto-discarded | ipm-security-label |
manual-handling-instructions | notification-extensions | nrn-extensions |
griginators-reference | other-notification-type-fields | precedence |
¢
1

P oW e W e = T ST SN T W W W\ W W VR 1

oo QL ay qr oy )

recedence~policy-identifier | recipient-category | revised-reply-time |
n-extensiens }

-- SUMMMRY ATTRIBUTES

-- IPM enti-tppe

ipm-entry-type ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMEntryType,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

1D id-sat-ipm-entry-type }
IPMEntryType ::= ENUMERATED |

ipm (0),

rn (1),

nrn (2),

on (3) }

ITU-T Rec. X.420 (06/1999) 161


https://iecnorm.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/TEC 10021-7:2003 (E)

-- IPM synopsis
ipm-synopsis ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSynopsis,
NUMERATION single-valued,
1D id-sat-ipm-synopsis }
IPMSynopsis ::= SEQUENCE OF BodyPartSynopsis
BodyPartSynopsis ::= CHOICE (
message [0] MessageBodyPartSynopsis,
non-message [1] NonMessageBodyPartSynopsis}
MessageBodyPartSynopsis ::= SEQUENCE ({
number [0] SequenceNumber,
synopsis [1] 1IPMSynopsis}
NonMessggeBodyPartSynopsis ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
parameters [1] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
ize [2] INTEGER,
processed [3] BOOLEAN DEFAULT FALSE}
-- Body pdrt summary
body-pafts-summary ATTRIBUTE ::= {
ITH ATTRIBUTE-SYNTAX BodyPartDescriptor,
UMERATION multi-valued,
D id-sat-body-parts-summary }
BodyParfiDescriptor ::= SEQUENCE {
lata [0] OBJECT IDENTIFIER,
parameters [1] OBJECT IDENTIFIER OPTIONALY
this-child-entry [2] SequenceNumber OPTIONALS
position [3] INTEGER,
ize [4] INTEGER,
processed [5] BOOLEAN DEFAULT FALSE }
-- IPM auffo discarded
ipm-autq-discarded ATTRIBUTE ::=
ITH ATTRIBUTE-SYNTAX BOOLEAN,
QUALITY MATCHING-RULE booleanMatch,
UMERATION single-valued,
D id-sat-ipm-auto-discarded }
-- Body p4irt signature verification status
body-paft-signature-verification-status ATTRIBUTE ::= {
WITH ATTRIBUTE#SYNTAX BodyPartSignatureVerification,
WUMERATION single-valued,
D id-hat-body-part-signature-verification-status }
BodyParf{SignatuxeVerification ::= SET OF SET ({
body-part-sequence-number BodyPartNumber,
bodyspart-signature SignatureStatus }

-- HEADING ATTRIBUTES

-- Heading
heading ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Heading,
NUMERATION single-valued,
D id-hat-heading }
-- Heading analyses
rn-requestors ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORDescriptor,
EQUALITY MATCHING-RULE oRDescriptorMatch,
NUMERATION multi-valued,
D id-hat-rn-requestors }
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