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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technica activity. 1ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with 1SO and IEC, aso take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
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Introduction

This Service Definition is one of a series of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more other users (the recipients).

This Service Definition defines the Message Store abstract-service (MS abstract-service) which supports message-
retrieval from a Message Store (MS) and message-submission through the MS in a Message Handling System (MHS).
The MS abstract-service also provides message-administration services, as defined by the Message Transfer System
(MTS) abstract-service.

ublished as common text as
() [ o

©

This Service Definition has been produced by joint ITU-T — ISO/IEC agreement. It is p
ITU-T Ree—XA4 00 Annex K liststhe differences between ad
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ISO/IEC 10021-5

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

: 1999 (E)

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):

MESSAGE STORE: ABSTRACT SERVICE DEFINITION

SECTI(

This Rec
provided
the MTS
Service E
applicatio
Rec. X.68

Other Reg
10021-1 d
architectu
Messaging

Section 2
Clause 6 d
abstract-of
Clause 9 d

Section 3

and gener
abstract-sy
matching-

Section 4
realizatior
consumed
ports are 1

PN 1 — GENERAL

Scope

mmendation | International Standard defines the Message Store abstract-service. This abstract]
y the Message Store access protocol (specified in ITU-T Rec. X.419 | ISO/FEC 10021-6) in conjun]
abstract-service (defined in ITU-T Rec. X.411 | ISO/IEC 10021-4){ together with the Remote
lement (ROSE) services (defined in ITU-T Rec. X.219 | ISO/IEC 9072-1). The abstract-synt
-layer protocols wused in this Recommendation | International Standard is defined

D | ISO/IEC 8824-1.

pbmmendations | parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400
efines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 p
al overview of the MHS. ITU-T Rec. X.420 | ISO/IEC 10021-7 defines the abstract-service for Inf
y and defines the format of Interpersonal Messages!

of this Recommendation | International-Standard contains the Message Store abstract-service
escribes the MS model. Clause 7 define§ the semantics and abstract-syntax of the MS-bind and the
perations. Clause 8 defines the sem@ntics and abstract-syntax of the operations of the MS abstrg
efines the semantics and abstractssyntax of the errors of the abstract-service.

of this Recommendation | Intérnational Standard defines the general-attribute-types, general-matc
h|-auto-action-types related to the MS. Clause 10 contains an overview. Clause 11 defines the sem
mtax of the general-attribute-types. Clause 12 defines the semantics and abstract-syntax of th
rules. Clause 13 defincs the semantics and abstract-syntax of the general-auto-action-types.

of this Recommendation | International Standard describes the procedures for Message Store an
. Clause (14 contains an overview. Clause 15 describes how the Message Transfer System abstrac
Clause-16 describes how the Message Store abstract-service is supplied. Clause 17 describes hd
calized!

Lservice is
ction with
Dperations
x for the
n ITU-T

ISO/IEC
Fovides an
erpersonal

definition.
[S-unbind
ct-service.

ning-rules,
antics and
e general-

| the ports
-service 18
w the MS

The requirements for conformance to this Recommendation | International Standard are stated in clause 10 of
ITU-T Rec. X.419 | ISO/IEC 10021-6.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.413 (1999 E)


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

2.1 Reference Model references

This Recommendation | International Standard cites the following Reference Model specification:
ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1: 1994, Information technology — Open Systems

Interconnection — Basic Reference Model: The Basic Model.

2.2 Presentation references

This Recommendation | International Standard cites the following Presentation specifications:
ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1: 1998, Information technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2: 1998, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

- ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.
— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1: 1998, Information technology ~ASN. ] encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER)) and Disfinguished
Encoding Rules (DER).
2.3 Remote Operations references
This Recommendation | International Standard cites the following Remote Operations/specification:
- ITU-T Recommendation X.880 (1994)|ISO/IEC 13712-1: 1995, Information technology— Remote
Operations: Concepts, model and notation.
2.4 Directory references
This Recomendation | International Standard cites the following Directory specifications:
- ITU-T Recommendation X.501 (1997) | ISO/IEGC9594-2: 1998, Information technology — Opdn Systems
Interconnection —The Directory: Models.
- ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8: 1998, Information technology — Opdn Systems
Interconnection — The Directory: Authentication framework.
- ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6: 1998, Information technology — Opdn Systems
Interconnection —The Directory:\Selected attribute types.
2.5 Message Handling references
This Recommendation | International Standard cites the following Message Handling System specifications:
- ITU-T Recommendation F.400/X.400 (1999), Message handling services: Message handling Jystem and
service overview.
ISO/IEC10021-1: 1999, Information technology — Message Handling Systems (MHS) — Part 1: §ystem and
service.overview.
- JTU;T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology {- Message
Handling Systems (MHS): Overall architecture.
— ITU-T Recommendation X.411 (1999) |ISO/IEC 10021-4: 1999, Information technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.
— ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6: 1999, Information technology — Message
Handling Systems (MHS): Protocol specifications.
— ITU-T Recommendation X.420 (1999) |ISO/IEC 10021-7: 1999, Information technology — Message
Handling Systems (MHS): Interpersonal messaging system.
3 Definitions

3.1 Common Definitions for MHS
For a list of the common definitions for MHS refer to ITU-T Rec. X.402 | ISO/IEC 10021-2.
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Message Store Definitions

For the purposes of this Recommendation | International Standard the following definitions apply:

3.21

3.2.2

3.23

3.24
3.25
3.2.6
3.2.7

3.2.8

3.29

3.2.10
3.2.11
3.2.12
3.2.13

3.2.14

3.2.15

3.2.16

3.2.17

3.2.18

3.2.19

3.2.20

3.2.21
3.2.22
3.2.23

3.2.24

3.2.25
3.2.26

3.2.27

abstract-association: An abstract binding between two communication partners. In this Service Definition, the
binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and the
MTS for the provision of the MTS abstract-service.

Administration Port: A port which supports the administration services (of the MTS) within the MS abstract-
service.

Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-user that a message
or report has been delivered to the MS. May be issued only over an existing abstract-association.

attribute: The information of a particular type appearing in an entry.

ilues of an
registered
actions by

ajuto-action-event: An entry of the Auto-action-log entry-class which represents an auto-action execjition.
ajto-action-type: The type of an auto-action, e.g., Auto-alert.
Auto-alert: An auto-action which alerts the MS-user when a.miessage or report is delivered.

Auto-correlate-reports: An auto-action which correlates delivery reports with the originally [submitted
nhessages or probes to which they are related.

uto-delete: An auto-action that deletes messageséwhose storage period has expired.

A

Auto-forward: A class of auto-actions which, causes the MS to forward a delivered message to orje or more
r¢cipients. As the definition of Auto-forward is content-specific, it is not defined in this Service Pefinition.
Rather, each type of Auto-forward auto-action is defined in the Specification for the content-type conjcerned.

A

uto-modify: An auto-action which applies modifications to the attributes of newly created entries.

(]

hild-entry: An entry immediately subordinate to another entry (its parent-entry) in a treejstructured
plationship. An entry which i not a child-entry is a main-entry.

—

(]

hild-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A parent-enfry has one
hlue of child-sequénce-number for each child-entry it possesses.

<

cpnstraining set: An information object set used to constrain the values of related components withjin a Set or
Sequence. Sed. ITU-T Rec. X.682 | ISO/IEC 8824-3.

cpntent-specific: Describes a specification or action whose effect depends on the content-type of tHe message
bing handled.

creation-time: An attribute which records the date and fime at which the entry was created by the MS.
Delete abstract-operation: An abstract-operation used to delete one or more entries of a specified entry-class.

delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content
of a delivered-message.

delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-
message.

delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-report.

Delivery: An entry-class which contains entries that represent messages and reports delivered by the MTS to
the MS.

Delivery-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and reports delivered by the MTS to the MS.
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3.2.28
3.2.29
3.2.30

3.2.31

3.2.32

3.2.33

3.2.34

3.2.35

3.2.36

3.2.37

3.2.38

3.2.39

3.2.40

3.2.41

3.2.42
3.2.43

3.2.44

3.2.45

3.2.46

3.2.47

3.2.48

3.2.49

3.2.50

3.2.51
3.2.52

Draft: An entry-class which contains draft-message entries.
draft-message: An entry of the Draft entry-class which represents a message not yet submitted to the MTS.

entry: An information object stored in the MS. See 3.2.17, 3.2.45, and 3.2.61 for further classification of
entries.

entry-class: A category of entry which represents a particular type of information object. The principal entry-
classes are the Stored-message, the Message-log and the Auto-action-log entry-classes.

entry-information: A parameter, used in abstract-operations, which conveys selected information from an
entry.

entry-information-selection: A parameter, used in abstract-operations, which indicates what information from
an entry is being requested.

o

htry-type: An attribufe which indicates whether an enfry contains a delivered-message, a deliveref-report, a
pturned-content, a submitted-message, a submitted-probe, a draft-message or an auto-action-evententry.

—

Hetch abstract-operation: An abstract-operation which allows an unrestricted set of attribute inforfnation for
ohe selected entry of a specified entry-class to be fetched from the MS by the MS-user.

by

btch-restrictions: Restrictions, imposed by the MS-user, on the type of informatiomitiis prepared tg receive as
result of Fetch. The possible restrictions are on attribute-length, content-types andencoded informdtion types.

o

filter: A parameter, used in abstract-operations, which applies a test to a particular entry and is eithe¢r satisfied
of not by that entry.

Iter-item: An assertion about the presence or value(s) of an attribute-of a particular type in an entryfunder test.
ach such assertion is either true, false, or undefined.

forwarding-request: A parameter that may be present in the argument of the MS-message-submission abstract-
operation, invoked by the MS-user, to request that a storedymessage is forwarded from the MS.

general-attribute: An attribute which is valid for alltypes of messages and reports, independent ¢f content-
e. Only attributes of this type are defined in this Service Definition.

general-auto-actions: An auto-action which, s valid for all types of messages and reports, independent of
cpntent-type. Only auto-actions of this type-ate defined in this Service Definition.

grade: Defined in 5.2 of ITU-T Rec. X402 | ISO/IEC 10021-2.

it: A component of the selector-parameter which specifies the maximum number of selected erftries to be
pturned in the result of an absttact-operation.

- —

i

ist abstract-operation; An abstract-operation which allows the selection of entries of a specified pntry-class
hd requests certain atffibute information to be returned for those entries.

o

main-entry: An entry which may form the root of a set of related entries, organized in a tree-structur¢d fashion.
Zlero or more child-entries may be associated with a main-entry.

matching-rulé: A rule which allows entries to be selected by making assertions concerning theip attribute-
vhlues.

message-group: A set of related entries. An entry's message-group-name attribute indicates the messgge-groups
of which 1t 1S a member.

Message-log: An entry-class which incorporates all entries of the Submission-log and Delivery-log entry-
classes.

Message-submission abstract-operation: An abstract-operation the MS invokes to submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain content-specific auto-actions are
performed.

Modify abstract-operation: An abstract-operation used to modify the attributes of one or more entries within
an entry-class.

MS abstract-service: The set of capabilities that the MS offers to its users by means of its ports.

MS abstract-service-user: The user of the MS abstract-service. An end-user may employ different UAs, at
different times, to act as the MS-abstract-service-user when accessing the MS abstract-service.
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3.2.53
3.2.54

3.2.55

3.2.56

3.2.57

3.2.58
3.2.59
3.2.60

3.2.61

3.2.62

3.2.63

3.2.64

3.2.65

3.2.66

3.2.67
3.2.68
3.2.69

3.2.70

3.2.71
3.2.72

3.2.73
3.2.74
3.2.75

3.2.76

3.2.77

3.2.78

ISO/IEC 10021-5 : 1999 (E)

MS abstract-service-provider: The MS which provides the MS abstract-service.

MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
message to the MTS (and optionally store a copy), or to store a draft message.

MS-probe-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
probe to the MTS, and optionally store a copy.

MS-submission Port: A port which supports the MS-submission services of the MS abstract-service. The MS-
submission abstract-service offers the same services as the Message-submission abstract-service (of the MTS
abstract-service), and in addition, offers services for the storage of submitted messages, the logging of submitted
messages, and the forwarding of messages residing in the MS.

MS-submission-options: A parameter used in abstract-operations and auto-actions to determine whether a
message or probe is to be submitted to the MTS, or stored in the MS, or both submitted and stored.

S-user: A shorter form of “MS abstract-service-user”.
ulti-valued attribute: An attribute which may have several values associated with it.

operride: A component of the selector parameter which indicates that previously registered restrictipns for the
performance of theis Fetch abstract-operation shall not apply in this instance of the abstract-operatiof.

parent-entry: An entry immediately superior to one or more child-entries. A parent-entry which is rfot a child-
eptry of some other entry is a main-entry.

parent-sequence-number: A sequence-number which identifies a child*¢ntry's parent-entry. Each ¢hild-entry
hps one value of parent-sequence-number.

partial-attribute-request: A form of the entry-information-seleétion parameter which requests th¢ return of
s¢lected values only, from a multi-valued attribute. See 3.2.33«

-

hnge: A parameter used in abstract-operations to select/a contiguous sequence of entries of a speciffied entry-
ass.

(]

egister-MS abstract-operation: An abstract-operation which allows the MS-user to register ifformation
blevant to its interworking with the MS.

= =

-

pgistration: Information which is registered with the MS and stored between abstract-associatjons (until
hanged by the Register-MS abstract-operation). See 3.2.65.

(]

-

poistration-identifier: An identifier-for one particular set of registration parameters for an auto-actjon-type.
Retrieval Port: A port which-supports the retrieval services of the MS abstract-service.

ptrieval-status: An attribute which records whether an entry has been retrieved from the MS by theg MS-user..
pssible values are new,\listed and processed.

aoliel

returned-content: “An entry of the Delivery entry-class which contains the returned content of a |previously
spbmitted message.

selector: -A.parameter used in abstract-operations to select entries of a specified entry-class.

sequence-number: An attribute which unambiguously identifies an entry. Sequence-numbers are ajlocated in
scending order.

o

single-valued attribute: An attribute which may have one value only associated with it.
Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry-classes.

Submission: An entry-class which contains entries that represent messages and probes which have been
submitted to the MTS via the MS.

Submission-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and probes which have been submitted to the MTS.

submitted-message: An entry of the Submission or Submission-log entry-classes which represents a submitted-
message.

submitted-probe: An entry of the Submission or Submission-log entry-classes which represents a submitted-
probe.
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3.2.79 subscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
availability and use of optional MS features. This Service Definition assumes that such an agreement can be
made, but does not prescribe the method by which it is made.

3.2.80 Summarize abstract-operation: An abstract-operation which provides an overview of the kind and number of
entries of some entry-class which are currently stored in the MS.

3.2.81 UA-registration: Information registered with the MS which is specific to one of a user's UAs. See 3.2.66.

4 Abbreviations

The abbreviations used in this Service Definition are defined in clause 5, and in ITU-T Rec. X.402 | ISO/IEC 10021-2,
except where noted below.

ASN 1 Abstract Syntax Notation One
L distribution-list
1T encoded-information-type

ASE-88  Message Administration Service Element 1988
ASE-94  Message Administration Service Element 1994
HS Message Handling Systems

RSE-88  Message Retrieval Service Element 1988
RSE-94  Message Retrieval Service Element 1994

S Message Store
SSE Message Submission Service Element
S-MSSE  MS Message Submission Service Element
TS Message Transfer System
OS Remote Operations
UA User Agent
jine Universal Coordinated Time (see ITU;T Rec. X.680 | ISO/IEC 8824-1)
5 Conventions
This Service Definition uses the descriptive conventions listed below.
5.1 Conventions for abstract-services
This Service Definition uses thesfolowing ASN.1-based descriptive conventions for the indicated purposes:
a) To define the information objects of the MS abstract-service, and other data types and values, A$N.1 itself.
b) To define.'the MS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERAT|ON, and
ABSTRAET-ERROR information object classes of ITU-T Rec. X.411 | ISO/IEC 10021-4. [These are
derived_Jdirectly from the corresponding information object classes defined in ITU-T Ree. X.880 |
ISOAEC 13712-1, which also defines the CONTRACT and CONNECTION-PACKAGE ifgformation
object classes.
cJ— To defimeattributes; the AT TRIBUTE Informmatiomr object cassof 6-37373:
d) To define auto-actions, the AUTO-ACTION and AUTO-ACTION-ERROR information object classes
of 6.5.
e) To define matching-rules, the MATCHING-RULE information object class of ITU-T Rec. X.501 |

ISO/IEC 9594-2 (see also 6.3.9.3).

Whenever this Service Definition describes a class of data structure having components, each component is categorized
as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of the
object (e.g. user) supplying that instance.

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by this

Service Definition.
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5.2 Conventions for attribute-types used in Tables 2 and 3 of clause 11

This Service Definition uses the conventions listed below in its definition of the attribute-types for the MS
abstract-service.

For the column headed “Single/Multi-valued” the following values may occur:
S Single-valued

M Multi-valued
In Table 2, for the column headed “Support level by MS”, the sub-heading “Stored-message entry-class” refers to the
Stored-message (and the Submission, Delivery and Draft) entry-classes, and the sub-heading “Message-log entry-class”

refers to the Message-log (and the Submission-log and Delivery-log) entry-classes. The following values may occur in
this column in Tables 2 and 3:

M Mandatory
Q Optional

— Not supported

For the dolumns headed “Presence in” any of delivered-message, delivered-report, returned>message, pubmitted-
message, pubmitted-probe entry, draft-message, and Auto-action-log entries, the presencecof ‘each attribfite-type is
described py one of the following values:

Pl Always present in the entry because:

— it is mandatory for generation by the MS; or
— it is a mandatory or defaulted parameter in the relevant abstragt=gperation.

{ Conditionally present in the entry. It is present if:

— it is supported by the MS and subscribed to by the user, and
— it is present in an optional parameter in the relevant-abstract-operation.

- Always absent, otherwise.

For the columns headed “Available for List”, and “Available*for'Summarize”, the following values may occui:

N No
Y Yes
5.3 Conventions for attribute-types used in Table 4 of clause 11

This Servlce Definition uses the conventions listed below in its definition of the attribute-types for the Mp abstract-
service.

For the column headed “Single/Multi-valued”, the following values may occur:

S| Single-valued
M Multi-valued

For the column headed*Source generated by”, the following values may occur:

Amod _Aute-modify auto-action
Md Message-delivery abstract-operation
Med({, Modify abstract-operation

MS Message Store
Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation.

5.4 General font conventions

Throughout this Service Definition, terms are rendered in bold when defined. Terms that are proper nouns are
capitalized, generic terms are not. Multi-word generic terms are hyphenated.

5.5 Font conventions for ASN.1 definitions

Throughout this Service Definition, ASN.1 definitions appear in Couri er font to highlight the difference between
normal text and ASN.1 definitions. The font used for ASN.1 definitions is also one size smaller than normal text.
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5.6 Rules for ASN.1 definitions

ASN.1 definitions appears both in the body of this Service Definition to aid the exposition, and again, formally, in
annexes for reference. If differences are found between the ASN.1 used in the exposition and that formally defined in the
corresponding annex, a specification error is indicated.

5.7 Conventions for previous editions of this Service Definition

This Service Definition uses the term "1988 Application Contexts" to refer to MS operation using the ms-access-88
and ms-reliable-access-88 Application Contexts originally defined in CCITT Rec. X.419 (1988) and (1992) |
ISO/IEC 10021-6:1990. The term "1994 Application Contexts" refers to MS operation using the ms-access-94 and
ms-reliable-access-94 Application Contexts defined in ITU-T Rec. X.419 (1995)|ISO/IEC 10021-6:1990,
Amendment 1:1994.

The abstrgci-syntax defined in this Service Definition may be mapped to that used in previous editions as_igllows. All
ASN.1 definitions of object sets and Enumerated types which contain the ASN.1 extensions marker ("...!)yarq treated as
if any ext¢nsion additions following the marker are absent. For definitions where the extension markeér/is nqt used, the
ASN.1 comment "-- 1994 extension --" has a similar interpretation. The effect of this is that certain abstract-perations,
entry-clasges, entry-types, attribute-types, matching-rules, and auto-action-types are not standardized for uge in 1988
Applicatign Contexts. In addition, attribute-types and columns marked with an asterisk (*).in) Table 2 are rjot defined
for 1988 Application Contexts.

5.8 ASN.1 Packed Encoding Rules

Although the abstract syntax in this Service Definition contains extension magkers, it has not been verified thdt these are
present infall instances that would be required before Packed Encoding Rules\could safely be used.

5.9 [nterpretation of UTC Time values

Dates and| times in the MHS protocols are represented using the ASN.1 UTCTime type which uses only two decimal
digits to rppresent the year, leaving the century unspecified.*Sinice MHS systems must deal with dates both |n the past
(e.g. subnfission times of old messages which may be held(n local storage or forwarded) and in the future (expiry time,
deferred delivery time), it is important to observe a standard convention to avoid inaccurate display or malfundtion of the
MHS wheh dates from different centuries are compared.

The two decimal digits give 100 different years.that can be expressed; an implementation has to associate ea¢h of these
values with a particular century. The chosen sonvention is that dates up to ten years prior to the current timq and up to
forty yearg ahead of the current time should*be associated with the corresponding century, with the interpretqtion of the
remaining 49 values being implementation dependent. For example, for a system operating in 1996 the valges "86" to
"99" are ipterpreted as 1986 to 1999 and the values "00" to "36" are interpreted as 2000 to 2036, and the valjyies "37" to
"85" are ifnplementation dependent.

NOTE { This convention permits two possible implementation strategies. An implementation can choose a fixed interjpretation of
all the pear values, such,that'the convention is satisfied throughout the expected life of the product, or it can interpret the dates
dynamifally, based on‘the current date, such that the implementation remains valid indefinitely. For example, an imp|ementation
could choose the fixed range 1970 to 2069 for the available values, meaning that the implementation would require reyision if it is
still in pise by the ‘year 2029.

SECTION 2 — MESSAGE STORE ABSTRACT-SERVICE DEFINITION

6 Message Store model

The Message Store (MS) is modelled as an object which acts as a provider of services to the MS abstract-service-user
(the MS-user), and as a user of services provided by the Message Transfer System (MTS).

The MS serves an intermediary role between the MS-user and the MTS. Its primary function is to provide storage for
messages submitted by and delivered to a single MHS end-user, and to retain these for subsequent retrieval by the end-
user's UA or UAs. The MS also provides message-submission and message-administration services to the MS-user, in
effect, via 'pass-through' to the MTS. This enables the MS to provide additional functionality compared to submission
directly to the MTS, such as the storage of submitted messages, the forwarding of messages residing in the MS, and the
logging of submission and delivery events.
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Like the MS-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not provide a common or shared

multi-user

MS service.

NOTE — In a typical implementation, a single system will serve many users and hence comprise many Message Stores.

The MS is described using an abstract model to define the service it provides — the Message Store abstract-service.
Figure 1 shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service.
In this figure, the open boxes represent the consumption of the abstract service, and the closed boxes represent the supply
of the abstract service.

For an 11
Rec. X.40
specificati

In secure messaging the MS is treated as a separate object with a unigue identity and has a separate key (or a §

from the N

6.1

The Message Store (MS) is modelled as an objeet“which acts as provider of the MS abstract-service to thl

under the
access-cof]

To provid
(Part 2) a
Administr
services td

Delivery

MS QLhmicc MTS
Liomissiaon
absiract-service abstract-service
provider Administration provider

TIS05440-95/d01

Figure 1 — Message Store abstract-service

itroduction and description of the abstract-service concept angd-'its' definition conventions,
D | ISO/IEC 10021-2. These conventions make use of various\imformation object classes usq
pn of ROS-based application protocols which are defined in ITU=F Rec. X.880 | ISO/IEC 13712-1.

[S-user.

Message Store objects and contracts

terms of an MS-access-contract. The MS is the responder to both the MS-access-contract-88 an|
tract-94, which are associated with 1988 and 1994 Application Contexts respectively.
5 MHS- OBJECT :: = {
1S {nm s-user}
RESPONDS {ns-access-contract-88 | ns-access-contract-94}
1D i d- ot e}
b the MS-user with”access to the services of the MTS, the MS also acts as an MTS-user object; sa

nd clause 8 ,of ITU-T Rec. X.411 | ISO/IEC 10021-4. In this role it consumes the Submission, De
ation abstract-services of the MTS and acts as supplier of the MTS Submission and Administratio|
the MS-user.

The MS-yservis also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contrac

ee ITU-T
d for the

et of keys)

c MS-user
d the MS-

e Figure 2
ivery, and
h abstract-

-88 under

which it acts as consumer of the MS abstract-service.

ms- user IHS- OBJECT :: = {

I NI TI ATES {ns-access-contract-88 | ns-access-contract-94}
1D id-ot-ns-user }

The MS-access-contract-94 defines an association contract established by means of the MS-connect connection
package, under which the initiator (the MS-user) acts as consumer of the Retrieval Port and MS-submission Port
abstract-services provided directly by the MS, and of the Administration Port abstract-services provided transparently by

the MS.
nms- access-contract-94 CONTRACT :: = {
CONNECTI ON nms- connect
I NI TI ATOR CONSUMER OF {retrieval | ns-subm ssion | adm nistration}
1D id-crt-nms-access-94 }

ITU-T Rec. X.413 (1999 E)
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The MS-access-contract-88 defines an association contract established by means of the MS-connect connection
package, under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port abstract-services provided
directly by the MS, and of the Submission and Administration-88 Port abstract-services provided transparently by
the MS.

nms- access-contract-88 CONTRACT :: = {
CONNECTI ON nms-connect -- with all 1994 extension additions omtted --
I NI TI ATOR CONSUMER OF {retrieval -88 | subm ssion | adm nistration-88}
I D id-crt-nms-access-88 }

The MS-connect connection package specifies the operations used in the establishment and release of an abstract-
association between the MS and MS-user.

nms- connect CONNECTI ON- PACKAGE : : = {
Bl ND nms- bi nd

UNBI ND nms- unbi nd

D d=Cp- M5-connectton ;

6.2 Message Store ports

The MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The,collection of dapabilities
provided by these ports constitutes the MS abstract-service. The retrieval capabilities ar¢ unique to the MS. These
capabilitigs include obtaining summaries of messages, fetching messages (in whole or\in part), deleting messages
residing i) the MS, and registering requests for the MS to perform certain message management activities aut¢matically.

Additional] message management services are performed by the MS on the MS-user's behalf, for logging incpming and
outgoing mpessages, for the automatic classification of stored messages, and for-auto-correlating delivery reports with the
submitted jmessages or probes to which they are related.

By means| of the MS-bind abstract-operation, the MS authenticateséan MS-user before providing it with pny of the
storage arfd retrieval capabilities indicated above. Similarly, the\MTS abstract-service shall authenticatd the MTS
abstract-sq¢rvice user before extending its services to the MTS abstract-service-user (the MS).

Except for the Alert service of the Retrieval Port, the Submission-control service of the MS-submission Poft, and the
Change-ciledentials service of the Administration Port, all\the services provided by the MS abstract-service afe invoked
by the MStuser and performed by the MS.

Security-1abels may be assigned to the MS in line\with the security-policy in force. The security-policy may glso define
how securjity-labels are to be used to enforcesthe security-policy. If security-labels are assigned to the MS, thg handling
of stored jmessages and reports bearing ‘message-security labels may be affected by the security-policy ip force. If
security-lgbels are not assigned to the MS,:the handling of stored messages and reports bearing message-security labels is
discretiongry.

If securitytcontexts are established between the UA and the MS, and between the MS and the MTS, the sedurity-label
that is asgigned to a messageror probe is confined by the security-context in line with the security-policy in force. If
security-cgntexts are notyestablished, the assignment of a message-security-label to a message or probq is at the
discretion |of the originater.

6.2.1 Retrieval*Ports

The RetrigvalPort is defined as follows:

retrieval PORT ::= {
CONSUMER | NVOKES {summarize | list | fetch | delete | register-Ms,
... -- 1994 extension addition --,
nodi fy}
SUPPLI ER | NVOKES {al ert}
I D id-pt-retrieval -94 }

Details of the Retrieval Port abstract-services are given in 8.2 and clause 9.

The Retrieval-88 Port provided under the MS-access-contract-88 is defined as follows:

retrieval -88 PORT ::= {
-- Wth all 1994 extension additions to the abstract-operations absent --
CONSUMER | NVOKES {summarize | list | fetch | delete | register-Ms}
SUPPLI ER | NVOKES {al ert}
1D id-pt-retrieval -88 }
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6.2.2 MS-submission Ports

The MS-submission Port is defined as follows:

ms- subm ssion PORT ::= {

Details of

CONSUMER | NVOKES { ns- message- subm ssion | ns-probe-subm ssion |
nms- cancel - def erred-del i very}

SUPPLI ER | NVOKES {ns- subni ssi on-control }

1D i d-pt-ns-subnission }

the MS-submission Port abstract-services are given in 8.3 and clause 9.

: 1999 (E)

The Submission Port provided under the MS-access-contract-88 is defined in 8.2 of ITU-T Rec. X.411 |

ISO/IEC 1

0021-4.

6.2.3 Administration Ports

The Adnfimistratiom Port 15 _dcfined 1T 8.4 of (and the  AdmmStraton-88—Port 1m_ATmnex €4

Rec. X.41

When inv
MTS-serv
with the N
abstract-of

6.3

The MS njodels each information object that it stores as an entry, which consists of the collection of informat]

about that
entry com
The types

6.3.1

An entry-
principal
log entry-

a

| | ISO/IEC 10021-4.

ked by the MS-user, the Change-credentials abstract-service operates end-to-end between the MS-u
ce-provider, and passes through the MS. The MS stores the new credentials for use when'\it)subsequ
NTS. If the MS-user needs to update the credentials it uses when binding to the MS;\then the Rg
beration is used (see 8.2.5).

[nformation model

object. Each entry belongs to an entry-class, which identifies the classof object which the entry deg
prises a set of attributes, which represent the component eleménts of information associated with
of attribute which are present in an entry depend, in part, on,the_entry-class of the entry.

ntry-classes

class comprises a category or categories of entries that\wepresent a particular type of information ob
entry-classes are defined: the Stored-message entry=class, the Message-log entry-class, and the Ay
lass.

The Stored-message entry-class containsentries which correspond to messages, reports, probes
messages.

The Message-log entry-class contains entries that provide a restricted representation of messag
and probes. These entries clos¢ly resemble the corresponding entries of the Stored-message entry

The Auto-action-log entry-class contains entries that record the performance of auto-actions
(see 6.3.7.3).

f) ITU-T

ser and the
ently binds
gister-MS

jon known
cribes. An
the entry.

ect. Three
to-action-

and draft

S, Teports,
-class, but

contain only a subset of thé-attributes present in the latter in accordance with their logging functjon.

by the MS

Five subo
The Deli

dinate entry-classes,are defined which contain subsets of the entries contained in the principal enfry-classes.

ry, Submission, .and Draft entry-classes are subordinates of the Stored-message entry-class. The|Delivery-
log and Sybmission-log entry-classes are subordinates of the Message-log entry-class. Further details of the organization
of entry-classes are(giyen in 6.3.7.

When invpking thie abstract-operations of the MS abstract-service the MS-user confines the effect of thesp abstract-
operationg to\those entries of immediate concern by specifying the entry-class of the entries on which to operate.

Entryd ass ::= | NTEGER {
del i very (0),
-- 1994 extensions --
submi ssi on (1),
draft (2),
st or ed- message (3),
del i very-1og (4),
submi ssi on-1 og (5),
message- | og (6),
aut o-acti on-1og (7) } (0..ub-entry-classes)

NOTES

1 The term information-base used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by
entry-class in this Service Definition.

2 In this Service Definition the description of the MS abstract-service assumes that all defined entry-classes are available for
use. In practice, the behaviour of a given MS implementation will depend on its support for optional service components (e.g., the

optiona

1 entry-classes and attribute-types) and on subscription. See 6.3.7.4.
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6.3.2 Entries

Each information object stored in the MS (e.g., each submitted-message or delivered-report) is represented as an entry.
An entry is identified by its sequence-number which the MS generates when the entry is created. Sequence-numbers are
generated in ascending order and are never re-used.

SequenceNunber ::= | NTEGER (0. . ub-nmessages)

No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE — The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to ensure
uniqueness.

All entries have three further properties in common. The entry-type indicates the type of information object represented
by the enfry, the creation-time indicates the date and time at which the entry was created, and the retri¢val-status
indicates Wwhether the entry has been retrieved by the MS-user.

6.3.3 \ttributes

An entry fonsists of a set of attributes. This is depicted in Figure 2.

ENTRY Attribute Attribute LA . Attribute

ATTRIBUTE | |Attribiste)type e;tlrl';‘zs
-~ N
s N
- N
e N
=2 N
P 7 4 N
-4 N
- N
- N
- N
ATTRIBUTE Aftribute Attribute .. . | ntribute
VALUES(S) value value value

TISO5450-95/d02

Figure 2 — The Components of an entry

piece of infforfnation is the sequence-number of the entry itself, and another is the creation-time.

Each attqbute provides a piece of information about, or derived from, the data to which the entry correspondsf One such

Each attribute is defined as an instance of the ATTRIBUTE information object class (see 6.3.3.3).

An attribute consists of an attribute-type, which identifies the class of information contained in the attribute, and one
or more attribute-values, which are the particular instances of that class appearing in the entry. The constraining set
(Attribute-table) is defined in 11.2.

Attribute ::= SEQUENCE {
attribute-type ATTRIBUTE. & d ({AttributeTable}),
attribute-val ues SEQUENCE S| ZE (1..ub-attribute-values) OF ATTRI BUTE. &Type
({AttributeTable} {@ttribute-type}) }

NOTE 1 — Thus, for example, in a delivered-message entry (described in 6.3.6) the attribute-type could be the message's Priority,
and the corresponding attribute-value could be urgent.

All attributes in an entry shall be of distinct attribute-types.
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For some attribute-types, an attribute shall contain only a single attribute-value. Such an attribute-type is said to be
single-valued. For others, an attribute may contain one or more attribute-values, all of the same ASN.1 data-type. Such
an attribute-type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the
attribute-type is defined (see 6.3.3.3).

NOTE 2 — Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-
recipient-names attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of matching-rules may be
associated with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).

6.3.3.1 Attribute-type

Some attribute-types are internationally standardized. Other attribute-types may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for assigning
types in a way that ensures that each is distinct from all other assigned types. This is accomplished by identifying each
attribute-type with an Object Identifier when the attribute-type 1s defined.

A tributeType ::= OBJECT | DENTI FI ER

Certain ggneral-purpose attribute-types applicable to entries of all content-types are defined in clauge 11. Such attribute-
types are fnown as general-attribute-types and attributes of these types as general-attributes.

6.3.3.2 Attribute-values

Defining gn attribute-type also involves specifying the syntax, and hence data-type to(which every value in tHe attribute
shall confprm. The data-type of an attribute-value for the attribute-type is indicdtéd by the Object Identiffer for the
attribute-type.

6.3.3.3 The ATTRIBUTE information object class

An attribute-type is defined as an instance of the ATTRIBUTE information object class. This class is defined|by a set of
named field specifications each of which corresponds to some property possessed by each instance of the cliass. These
fields are:

an identifier for the attribute which denotes théattribute-type;
b) the attribute-syntax to which every value ef-the attribute shall conform;

c) a collection of matching-rules identifying the types of matches which may be applied to thie attribute
(see 6.3.9);

d) an indication of whether an attribyte of this type shall contain only a single value, or may confain one or
more values, all of the same ASN:1 type.

The defingd syntax for specifying instanees of the ATTRIBUTE information object class is shown below. This specifies
a notation|for defining attribute-types that is used throughout this Service Definition.

ATTRI BUTE :: = CLASS-\{
& d AttributeType UN QUE,
&Type,
&equal i t yNateh MATCHI NG- RULE OPTI ONAL,
&subst rigigsivat ch MATCHI NG- RULE OPTI ONAL,
&or deri'hgiat ch MATCHI NG RULE OPTI ONAL,
&nunmehati on ENUMERATED {si ngl e-val ued(0), nulti-valued(1)},
-- 1994 extension --
&Other Mat ches MATCHI NG- RULE OPTI ONAL }
W THVSYNTAX {
W TH ATTRI BUTE- SYNTAX &TypE,
[ EQUALI TY MATCHI NG RULE &equal i tyMat ch, ]
[ SUBSTRI NGS MATCHI NG- RULE &substringsMat ch, ]
[ ORDERI NG MATCHI NG- RULE &or deri nghat ch, ]
[ OTHER MATCHI NG RULES &t her Mat ches, ]
NUMERATI ON &nuner at i on,
1D & d }

The field specifications have the following meaning:

a) The &id value field is the identifier field for the class. It distinguishes a particular attribute-type from all
others in the class.

b) The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall
conform.

c) The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of a
filter-item when applied to the attribute (see 8.1.2.2).
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d) The &substringsMatch value field identifies the matching-rule used to evaluate the substrings component
of a filter-item when applied to the attribute (see 8.1.2.2).

e) The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components
(greater-or-equal and less-or-equal) of a filter-item when applied to the attribute (see 8.1.2.2).

f) The &OtherMatches value set field identifies any further matching-rules defined for the attribute-type.

g) The &numeration value field specifies whether the attribute-type is single-valued or multi-valued.

6.3.4 Main-entries, parent-entries, and child-entries

Although entries are generally independent of each other, certain entries are related. A child-entry may be the child of
another, its parent-entry, in a tree-structured relationship. An entry which is not a child-entry is termed a main-entry.

This relatjonship is recorded by means of two special general-attributes:

a) parent-sequence-number: This single-valued attribute gives the sequence-numbér, of a cljild-entry's
parent-entry. It is absent from a main-entry. Its definition is given in 11.2.51.

b) child-sequence-numbers: This multi-valued attribute gives the sequence-numbers of all the clfild-entries
of a parent-entry. It is absent from an entry which is not a parent-entry. Its definition is given in|11.2.8.

The abstrjct-operations of the MS abstract-service (see clause 8) act by default,'enly on main-entries. Sothe may be
directed t¢ act on all entries, both main-entries and child-entries. In particular,)the argument of the Delete abstract-
operation |(see 8.2.4) shall select only main-entries, in which case the mait=entry and all its children and|children's

children, gtc., will also be deleted.

The one cpse defined in this Service Definition where a child-entiynis generated is where a delivered-report [contains a
returned-dontent. The delivered-report entry is the main-entry.and the returned-content entry is its child-ejtry. Other
Specificatjons which define message content-types may set.down additional rules for the storage of message content

which prepcribe the use of a main-entry and one or more related child-entries.

6.3.5 Content-specific Attributes

This Servjce Definition defines only general-attribute-types which model those properties of messages, pfobes, and
reports which pertain regardless of content;type. However, to draw information from the content of a message, the MS
must knoy the content's syntax and semantics, as indicated by the content-type. The content-specific attifibutes are

those attripute-types which are defined inr the relevant Specification for support of a particular content-type.

A particullar instance of the MS:may have knowledge of no content-types (a 'generic' MS) or of one or mofe content-
types. When an MS encounters-a message with a content-type of which it has no knowledge, it is unable to ggnerate any

content-specific attributes,in-the message entry.

Except for the singleyease described in 6.3.4, the rules governing the use of child-entries for storing components of
message-gontent«ate specific to each content-type. If child-entries are used in this way, a content-specific synopsis

attribute rTay provide details of these child-entries (e.g., sizes, sequence-numbers).

Where the content-specific rules defined for a content-type contained in a returned-content entry require the generation
of child-entries, such entries shall be assigned an entry-type of delivered-message.

14

NOTES

1 The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 19.2 of ITU-T
Rec. X.420 | ISO/IEC 10021-7). An IP-message which contains one or more forwarded IP-message body-parts is represented in
the MS by a main-entry and one child-entry for each IP-message body-part. The content general-attribute of the main-entry
comprises the complete content. Consequently, each IP-message body-part is notionally present both in its own child-entry and in
the main-entry.

2 A body-part of type IP-message may itself contain further encapsulated IP-messages in a recursive fashion. The MS models
this structure by the recursive allocation of child-entries.

3 The internal structure of the contents of an IP-message is defined by its IPM synopsis attribute. This attribute-type is an
example of a content-specific synopsis attribute.
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6.3.6
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1994 extensions --
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: 1999 (E)
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1 Port, or by the performance of an auto-action that invokes the Message-submission abstract-oper
nission Port, and contains the information associated with a submitted message. A submitted-pro|

n associated with a submitted-probe.

 Port, and represents a message which has not been submitted to the MTES, but is stored for poss
hd submission. The creation of a draft-message entry is at the discretion)of the MS-user for each MS
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n execution (see 6.5). One or more entries may be createdh for each occasion on which an aut

of an auto-action states whether its performance may.be recorded by the creation of auto-action-eve
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bf information object represented by and the entry-types present in each entry-class are defined belg
mmary of the entry-typés,present in each entry-class. The general-attribute-types supported in each
n Tables 2 and 3 and-defined in clause 11.

Table 1 — Entry-types present in entry-classes
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w. Table 1
entry-class

Entry-types
Entty-elasses delivered- | delivered- returned- | submitted- | submitted- draft- ;;lit )'_
message report content message probe message cveht
entry entry entry entry entry entry entry
Delivery X X X - - - -
Submission - — - X X - -
Draft - - - — — X —
Stored-message X X X X X X -
Delivery-log X X - - - - —
Submission-log - - — X X - _
Message-log X X - X X - -
Auto-action-log - - - - - - X
X entry-type present
— entry-type absent
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6.3.7.1 The Stored-message entry-class

The Stored-message entry-class contains entries which represent complete messages, reports, probes, and draft messages
for an unrestricted range of content-types. Three subordinate entry-classes are defined which contain subsets of the
entries contained in the Stored-message entry-class:

a)

b)

The Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and
returned-content, which are created by the performance of the Message-delivery and Report-delivery
abstract-operations of the Delivery Port. The MS-user has no selective control over the creation of entries
of the Delivery entry-class.

The Submission entry-class contains entries with entry-type submitted-message and submitted-probe
which are created by the performance of the MS-message-submission and MS-probe-submission abstract-
operations, or by the performance of auto-actions which invoke the Message-submission abstract-operation.
The MS shall create a submitted-message or submitted-probe entry only if the submission is successful, and

if so rpr}npq‘rpd hy the MS-user. The rp(lnpq‘r may be made prHr‘Gﬂy in the qrgnmpnf of the su ission or

6.3.7.2 The Message-log entry-class

the registration-parameter of the auto-action, or may be registered for all submissions by dans of the
Register-MS abstract-operation.

The Draft entry-class contains entries with entry-type draft-message. The value of the submissipn-options
parameter (which is optionally present in the argument of the MS-message-submissien abstract{operation)
controls whether a Draft entry is created (with no submission to the MTS), or|whether the message is
actually submitted (see 8.1.6). The entries of the Draft entry-class differ~mainly from th¢se of the
Submission entry-class in that they lack those attributes which are derived from the result paramjeter of the
Message-submission abstract-operation returned by the MTS after successfill submission.

The Messpge-log entry-class contains entries which provide a restricted representation of messages, reports, ind probes
for messages of any content-type. These entries are intended to be long-lived, and contain only a subset of th¢ attributes

present in|the corresponding entries of the Stored-message entry-class.(see Table 2).

Two subotdinate entry-classes are defined which contain subsets, ofithe entries contained in the Message-log antry-class:

a

b

The Delivery-log entry-class contains entries with“entry-type delivered-message and delivered-r¢port.

The Submission-log entry-class contains enfri€s with entry-type submitted-message and submittpd-probe.

A close rdlationship exists between entries of the Message-log and Stored-message entry-classes, the Delivery-log and
Delivery gntry-classes, and the Submission-log,.and Submission entry-classes. The relationship between these paired

entry-clasges is realized by the application of.the following rules:

a

One Message-log entry existStfor every Stored-message main-entry, each possessing identical|sequence-
number and creation-time attributes. However, a Message-log entry may be retained after the corffesponding
Stored-message entry. has been deleted. A Message-log entry is created at the same tille as the
corresponding Stored~message entry is created.

A Submissionog-entry shall be created upon the submission of a message or probe, regardless pf whether
the submission~is successful or of whether a Submission entry is also created (see 6.3.7[1). If the
submissien‘is not successful, the Submission-log entry shall not contain those attributes which d4re derived
from Message-submission or Probe-submission result but shall contain an MS-submission-error fttribute to
indigate the reason for the failure of the submission. The MS-user has no selective control over the creation
of Suibmission-log or Delivery-log entries.

Every attribute of a Message-log entry (except for deletion-time and MS-submission-error_Iwhich are

d)

16

specific to Message-log entries) is identical with its counterpart in the corresponding Stored-message entry.
The attributes of Message-log entries shall not be subject to modification directly (by means of the Modify
abstract-operation or the Auto-modify auto-action), except for the message-group-name attribute which
may be modified if no corresponding Stored-message entry exists. However, when an attribute of a Stored-
message entry is modified the modification is also apparent in the corresponding Message-log entry.

Certain attributes present in Stored-message entries shall be absent from the corresponding Message-log
entries. These are message-delivery-envelope, message-submission-envelope, probe-submission-envelope,
report-delivery-envelope, and content. The set of attribute-types available in Message-log entries is not
prescribed, and is determined by subscription.

A Message-log entry cannot be deleted before any corresponding Stored-message entry has been deleted.
However, as a matter of local policy, the deletion of Message-log entries may be subject to additional
restrictions. The MS shall continue to update attributes which hold correlation information in a Message-
log entry even after the corresponding Stored-message entry has been deleted.
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f) The deletion-time attribute of a Message-log entry is created when the corresponding Stored-message entry
is deleted. In the case of a Submission-log entry for which no Submission entry is created, the deletion-time
attribute is generated when the Submission-log entry is created, and is assigned the same value as the
entry's creation-time.

g) Other Specifications which define message content-types may set down rules for the creation of a Message-
log child-entry for each child-entry present in a Stored-message entry. No such rules are defined in this
Service Definition. In particular, the Message-log entry-class shall not contain a child-entry representing
the returned-content of a delivered-report.

NOTE — Entries of the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.

6.3.7.3 The Auto-action-log entry-class

The Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto-action
executiong (see 6.5). No subordinate entry-classes are defined. The definition of an auto-action-type specifies whether it
may causg the generation of Auto-action-log entries. As a subscription option, the MS may record all suchiduto-action
executiong or only those which result in an auto-action-error, or may record no executions (see 6.5.3).

6.3.7.4 Entry-class support
When usipg a 1988 Application Context only the Delivery entry-class shall be available.

When using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a spbordinate
entry-clas$ implies support of the entry-class to which it is subordinate. Consequently, 5support for the Storgd-message
entry-clas$ is also mandatory (but if no other entry-classes are supported, it shall contain only those entries a|so present
in the Delivery entry-class). Similarly, the Message-log entry-class shall be supported if either the Submisgion-log or
Delivery-lpg entry-classes is supported. The Submission-log entry-class shall ¢ supported if both the Submisgion entry-
class and the Delivery-log entry-class are supported. The Delivery-log entry-class shall be supported if the Sybmission-
log entry-¢lass is supported.

The availgbility of the optional entry-classes is subject to subscription:

NOTE { Support for an auto-action does not in itself imply support\for the Auto-action-log entry-class.

6.3.8 Retrieval-status

An imporfant property of each entry in any entry-clas§is its retrieval-status:

Retrieval Status ::= | NTEGER {
new (0),
listed (1),

processed (2) }

The value$ of retrieval-status are as folows:

o

new: The entry hagwneither been Listed by the MS-user nor has it been automatically processed iy the MS.

b) listed: Information about the entry has been returned to the MS-user in either a List abstract-opdration or a
Fetch abstract-operation, but the entry has not yet been completely processed.

c) processed: Either an MS-user has 'completely fetched' the entry, or the MS has performed an autg-action on
it, and.the definition of that auto-action causes its retrieval-status to be set to processed. (Notef that some
auto-actions result in the message being deleted.) The meaning of 'completely fetched' depepds on the
fnessage content-type and is defined in the relevant Specification.

The retrieval-status of a delivered-report becomes processed when the report-delivery-envelope is retrieved. The
retrieval-status of an entry in the Auto-action-log entry-class becomes processed when all its attributes are retrieved.

The retrieval-status of a child-entry is maintained according to the same rules as apply to a main-entry. A change in the
retrieval-status of an entry may result from operations performed on the entry's parent or child-entry. If a child-entry is
logically present in an attribute of its parent-entry, the retrieval of the attribute is regarded as equivalent to the retrieval of
all attributes of the child-entry. If an attribute of an entry is logically present in one or more child-entries, then retrieval
of all those child-entries is equivalent to retrieval of the attribute.

The retrieval of attributes from a Message-log entry shall not affect the retrieval-status of that entry or of the
corresponding Stored-message entry. The retrieval-status of a Message-log entry shall not be affected by the deletion of
the corresponding Stored-message entry.

NOTE — The term entry-status used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by the
term retrieval-status in this Service Definition.
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6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class
based on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.

The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be
supported using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or
undefined, concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-
rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the
assertion.

A matching-rule is defined through the specification of:

- the types of matches supported by the rule;

the syntax required to express an assertion of each type of match.

Some matfhing-rules are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6 and in
clause 12.]Other matching-rules required to support content-specific attributes may be defined in the Specififations for
those content-types, and yet others may be defined by national administrative authorities and-private organisafions.

NOTE { No restrictions are placed on the matching-rules that may be defined for a content-type or may be locally defined.
Howevgr, locally defined rules may not be widely supported by MSs and UAs. Wherever pessible, the matching rulep defined in
this or pther Specifications should be used in preference to the creation of new ones.

Sometimep there will be a one-to-one correspondence between a matching-rule and the types of matches supported. For
example, fhe MS Abstract Service supports a presence relation allowing a preSest match.

Sometimep there will be a many to one correspondence between a rule and-the types of matches supported. For example,
the MS Apstract Service supports a generic ordering rule allowing gréater than or equal and less than or equal types of
matches.

6.3.9.1 (eneric Matching Rules

There are p number of generic matching rules common to values of many different types of attribute. These ryles are:
—| present;

- equality;

— substrings;
- ordering;

- approximate.

Syntax fof asserting certain types\of‘matches associated with these generic rules has been built into the M Abstract
Service:

a present syntax/for the present match;
- an equality-syntax for the equality match;
— initial, any and final syntaxes for the substrings match;

- greaterOrEqual and lessOrEqual syntaxes for the ordering match;

— “\an approximateMatch syntax for the approximate match.

The MS supports a present matching-rule which may be applied to an attribute of any type. The present match tests for
the presence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.

When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax.
However, a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be applied
to attribute-types with different attribute-syntaxes (e.g., different character string types). Consequently, the possible
matching-rules that may be specified as a generic matching-rule in an attribute definition are constrained to those for
which the attribute-syntax is a subtype of the assertion-syntax.
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A matching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match rule for some
other attribute-type (see 8.1.2.2).

6.3.9.2 Matching Rule definition

The definition of a matching-rule involves:
a) assigning an Object Identifier to the matching-rule;
b) specifying the different types of matches supported by the rule;
c) defining the syntax of an assertion of the matching-rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute-values
held in an entry.

A matching-rule may apply to different types of attributes with different attribute syntaxes.

The definition of a matching-rule shall include a specification of the syntax of an assertion of the matching—rd]e, and the
way in whiich values of this syntax are used to perform a match. This does not require a full specification‘of the attribute
syntax to which the matching-rule may apply. The definition of a matching-rule for use with attributes with different
ASN.1 symtaxes shall specify how matches shall be performed. The syntax used in the matching-fule-assertipn (i.e. for
the matchivalue component of the matching-rule-assertion) is the matching-rule's assertion-syntax.

6.3.9.3 The MATCHING-RULE information object class

Each matghing-rule defined in this Service Definition is an instance of the MATCHING-RULE information opject class,
which is defined in ITU Rec. X.501 | ISO/IEC 9594-2. 1t is reproduced below as an'aid to exposition:

MATCHI NG RULE :: = CLASS {

&AssertionType OPTI ONAL,

& d OBJECT | DENTI FI ER UNI QUE }
TH SYNTAX {

[ SYNTAX &AssertionType]

ID & d }

=

The objecq class contains the following fields:

a) The &AssertionType type field indicates the assertion-syntax, i.e. the syntax to which every [value in a
presented matching-rule-assertion shall conform. It is always present in matching-rules used in this Service
Definition.

b) The &id value field is the identifier field for the class and contains an Object Identifier.
NOTES

1 No support is provided in the defined syntax for actually defining the matching-rules themselves; this must|be done by
natural |language or by other means.

2 [he defined syntax is used to define matching-rules in this and other Specifications.

6.4 Message grouping

The purpgse of messagesgrouping is to provide an organizational framework which enables the user to ¢stablish a
classificatjon scheme forithe storage of messages, supported by the manual and automatic assignment of njessages to
user-definpd categafies: The allows the user to arrange that submitted messages and probes, delivered megsages and
reports, and draft-messages are stored in such a way that they may be subsequently located, by selection Hased upon
classificatjons devised by the user and tailored to suit that user's pattern of communication.

Message-g g attribute-
syntax:

MessageG oupNane ::= SEQUENCE S| ZE(1..ub-group-depth) OF G oupNanePart

GroupNanmePart ::= General String (S| ZE(1..ub-group-part-Iength))

Zero or more message-group-name values may be attached to any entry in the MS, with the exception of entries of the
Auto-action-log entry-class. All entries which possess the same message-group-name attribute-value may be regarded as
members of the same message-group. The MS provides the following facilities to support message-grouping;:

a) The MS-user shall register with the MS, by means of the Register-MS abstract-operation, the set of
message-group-names that the user intends to employ for the classification of messages. This is analogous
to the creation of a directory structure in a filestore. Subsequently, the MS shall verify that only registered
message-group-names are assigned to entries, to ensure internal consistency. A message-group-descriptor
may accompany each message-group-name registered to provide an informal description of its contents
(see 8.2.5).
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b)

d)

The MS allows the registration of a message-group-name containing more than one group-name-part only if
a registration exists for that message-group-name's parent, i.e. the message-group-name formed by omitting
the last group-name-part of the name.

The MS allows the deregistration of a registered message-group-name provided that the name is not present
in the message-group-name attribute of any entry, that the name is not the parent of any other registered
message-group, and that the name is not referenced in the modifications component of a registered Auto-
modify auto-action.

The MS may be instructed to automatically assign appropriate message-group-names to messages,
controlled by the specification of selection criteria. This is performed by the Auto-modify auto-action
(see 13.2).

The MS-user may manually amend the membership of a message-group. This is performed by the Modify
abstract-operation (see 8.2.7).

Annex I cpntains further description of message-grouping and its uses.

6.5 Auto-actions

The MS-user may retrieve details of the set ol registered message-group-names for display to th¢ end-user.
This is performed by the Register-MS abstract-operation.

The membership of a message-group may be determined by selection based on the value of th¢ message-
group-name attribute. The MS need not make any special provision for this as selectiof)of entrids based on
the values of their attributes is a basic capability of the MS.

NOTE — However, some performance gains may be derived from organizing the_storage of entrids to reflect
message-group membership.

An auto-action is an action performed automatically by the MS whenever.the conditions defined for its perfofmance are
satisfied. These conditions are registered with the MS either by subsetiption, or by means of the Register-MP abstract-

operation [see 8.2.5). The result of the performance of an auto-action“is visible externally to the MS.

Each type|of auto-action is identified by its auto-action-type,The definition of some auto-actions specifies a|parameter
which the] MS will use in performing the auto-action. Thigyparameter, the registration-parameter, is presefted to the
MS when the auto-action is registered. As certain auto-aetion-types permit more than one registration, each regfistration is
identified |by a registration-identifier. Registered auto-actions of a given type are executed in ascending order of

registratiopn-identifier.

Where a r¢gistration-parameter is defined for-dn’auto-action-type, the information it contains may be conveyed to the MS

by means

registration

of subscription. However, someé-auto-actions may require that the MS also supports registrafion of its

-parameter by means of the.Register-MS abstract-operation.

The general-auto-actions apply ¢o entries of all content-types and are defined in clause 13. Other auto-agtion-types

specific toja given content-type-ate defined in the Specification for that content-type.

6.5.1 Fhe AUTO-AGTION information object class

Each type|of auto-actieh is defined as an instance of the AUTO-ACTION information object class:

AUTO ACTIFON :: = CLASS {

&ind Aut 0Act i onType UNI QUE,

&Regi strati onPar anet er OPTI ONAL,

SErrors AUTO. ACTL ON-ERROR _CPTI ONAL }
W TH SYNTAX {

[ REG STRATI ON PARAMETER |'S &Regi strati onPar anet er]

[ ERRORS &Errors]

| DENTI FI ED BY & d }
Aut oActi onType ::= OBJECT | DENTI FI ER

The object class contains the following fields:

a)
b)

20

The &id is the identifier field for the class and contains an Object Identifier.

The &RegistrationParameter type field defines the syntax of the registration-parameter associated with
the auto-action-type (see 6.5.2). The field is optional as some auto-action-types require no registration-
parameter.

The &Errors value set field defines a set of errors, any of which may arise from an unsuccessful
performance of the auto-action (see 6.5.3).
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6.5.2 Auto-action registration

An auto-action is registered with the MS by means of the auto-action-registrations parameter of the Register-MS
abstract-operation (see 8.2.5.1, item a).

Aut oAct i onRegi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),
registration-identifier [0] I NTEGER (1..ub-per-auto-action) DEFAULT 1,
regi strati on-paraneter [1] AUTO- ACTI ON. &Regi strati onParanmeter ({AutoActionTabl e}

{@ut o-action-type}) OPTIONAL }

The components of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-action-type. The constraining set
(Auto-action-table) is defined in clause 13.

b) Registration-identifier (O): Used to distinguish this auto-action-registration from other registrations of the
same auto-action-type. This component also governs the order of execution of registered autofactions of
this auto-action-type. This component is disregarded in the case where the auto-action-typeSupports only a
single registration.

c) Registration-parameter (C): The parameter that the MS shall use when it performs‘this regisfered auto-
action. This shall be present if the auto-action-type identifies an auto-action/for which a rpgistration
parameter is defined, and is absent otherwise.

6.5.3 A\ uto-action errors

The Auto-action-log entry-class provides a record of the auto-actions performed by the MS (see 6.3.7.3), and if available
to the MSruser subject to subscription. The definition of an auto-action-type-specifies whether execution off that auto-
action may result in the generation of an entry in the Auto-action-log entry-class. Where auto-action processing results in
an error, gn auto-action-error attribute may be attached to the Auto-actign*log entry associated with that execution (if
processing is successful, the attribute is absent). In the first abstract<association established after the occurrpnce of an
auto-actiop-error, the MS informs the MS-user of the error by means.of the auto-action-error-indication paranjeter of the
MS-bind-gesult. This parameter indicates the sequence-number-ofithe first Auto-action-log entry, created sirjce the last
abstract-agsociation was established, in which an auto-action-efsor attribute is present.

Each type|of auto-action-error is an instance of the AUTQ-ACTION-ERROR information object class which {s identical
with the ABSTRACT-ERROR information object class;

AUTO- ACTI ON- ERROR @ : = ABSTRACT- ERRGR

Whereas gbstract-errors are defined in the context of ROS, and are reported across the boundary between open-systems,
auto-actiop-errors cause the creation of auto-action-error attributes (see 11.2.4) in entries of the Auto-actionflog entry-
class. Thig attribute-type has the following syntax:

At oActionError ::= SET {

error-code [ 0] AUTO ACTI ON- ERROR. &error Code ({AutoActionErrorTable}),

error-paranet ef [1] AUTO ACTI ON- ERROR. &Par anet er Type ({Aut oActi onError Tabl e}
{@rror-code}) OPTIONAL }

The constraining set (Auto-action-error-table) is defined in clause 13. This Service Definition does not d¢fine auto-
action-err¢rs where~identical abstract-errors have already been defined. Any abstract-error may be used af an auto-
action-errr.

6.5.4 \uto~action execution

Auto-actions are performed autonomously by the MS (possibly in the absence of an abstract-association with the MS-
user) when given conditions are fulfilled. The first stage of this process is the identification of an entry which has
become a candidate for auto-action processing as a consequence of some event. The most common event which initiates
auto-action processing is the creation of an entry (as the result of Message-delivery or Message-submission, for
example). Other events, such as the expiry of a timer, may also initiate auto-action processing.

The second stage in the performance of an auto-action is the evaluation of selection criteria optionally present in the
auto-action registration-parameter, that the candidate entry must satisfy before the auto-action is applied to it. Some auto-
action-types allow more than one set of auto-action registration-parameters to be registered with the MS. The definition
of such auto-action-types determines whether the execution of the first auto-action for which the entry has satisfied the
selection criteria is the only one performed for that auto-action-type, or whether all registered auto-actions of that type
are applied. The order of execution of registered auto-actions of a given auto-action-type is fixed according to the
ascending value of the auto-action registration-identifier. The order of execution of each defined auto-action-type is
described in clauses 15 and 16.
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6.6 MS extensions

This Service Definition defines MS operation regardless of the content-types of the messages present. To accommodate
the additional functions which may be required to support specific content-types, and other extensions, the following
information object class is defined:

Ms- EXTENSI ON :: = TYPE- | DENTI FI ER

This information object class has two fields: an identifier field (an Object Identifier), and a type field which defines the
ASN.1 type of each instance of that class of information. See Annex A of ITU-T Rec. X.681 | ISO/IEC 8824-2. This
object class is used where the MS abstract-syntax requires a placeholder for information which is specific to each
possible content-type. Refer to the Specification for a given content-type for the definition of each instance of use of this
object class.

NOTE 1 — For example, 19.5.2.2 of ITU-T Rec. X.420 | ISO/IEC 10021-7 defines IPMS-specific submission options that occupy
the MS[extensions placeholder defined in MS-submission-options (se€ 8.1.0).

The following types are derived from the MS-EXTENSION information object class:
MBExt ensi onl tem :: = | NSTANCE OF MS- EXTENSI ON

MBExt ensi ons ::= SEQUENCE Sl ZE( 1. . ub-extensi ons) OF MSExtensionltem

Where thg argument of an abstract-operation (other than MS-bind) contains an MS-extension component unkrfown to the
MS, the MS shall generate an MS-extension-error (see 9.12). An MS-extension specifie-to a particular content-type shall
be disregarded when processing an entry of some other content-type. Where the result of an abstract-operatign contains
an MS-exfension component unknown to the MS-user, the MS-user shall ignore the MS-extension.

NOTE P — The MS-bind abstract-operation reports unsupported extensions in the MS-bind-result, to permit the estaljlishment of
the absfract-association even where an unsupported extension is present.

7 MS-bind and MS-unbind operations

7.1 MS-bind abstract-operation

The MS-pind abstract-operation binds the MS-submission, Retrieval and Administration Ports of th¢ MS-user
(consumet) to the MS (supplier). The initiatof (of the MS-bind) is the MS-user, while the responder is the|MS itself.
Informatign exchanged in the argument and result of MS-bind shall apply for the duration of the abstract-association.
MS-bind if defined as follows:

ng- bi nd ABSTRACT- OPERATI ON :: = {
ARGUVENT MSBi ndAr gurrent
RESULT MSBi ndResul t
ERRORS {ms-bind-error} }

NOTE { The MS abstract-service does not provide any explicit mechanisms to support multiple associations; the effect of
simultapeously invoking abstract-operations over different abstract-associations is not defined. Where multiple assogiations are
supported (as a ldcal matter) it is the responsibility of the MS-user to co-ordinate such invocations so that mutual interference is
avoided (e.g.,-Simultaneous invocations of Modify abstract-operations could fail or produce unintended results).

7.1.1 MS-bind-argument

The MS-bind-argument parameters are used to identify, authenticate and set the security-context for an MS-user. They
also contain a set of restrictions for entries to be returned as the result of the Fetch abstract-operation, identify a set of
registrations associated with this instance of the MS-user, and may contain a request to be informed of the entry-classes,
auto-action-types, attribute-types, matching-rules, message-group support and content-types to which the MS-user has
subscribed.

MSBi ndAr gunment ::= SET {
initiator-nane ORAddr essAndOr Di r ect or yNane,
initiator-credentials [2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTI ONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none--,

nms- confi guration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] Registrationldentifier OPTI ONAL,
bi nd- ext ensi ons [ 7] MSExt ensi ons OPTI ONAL}
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The parameters of MS-bind-argument have the following meaning:

a)

b)

Initiator-name (C): This parameter contains the name of the MS-user and is defined further in 8.1.1.1.1.1
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Initiator-credentials (M): This parameter contains the credentials of the MS-user. The initiator-
credentials may be used by the MS to authenticate the identity of the MS-user (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is
defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in
clause 6 of ITU-T Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X.402
| ISO/IEC 10021-2.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token, and, optionally,

an initiator-certificate or certificate-selector. The initiator-bind-token, initiator-certificate, and, errtiﬁcate—
selector are defined in 8.1.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The initiator-certificate shall
contain the OR-address of the MS-user in the x400Address component in its subject alternative hame field
(see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy provides an plternative
binding of the certificate to the MS-user. The initiator-credentials of the MS-user may differ from
the initiator-credentials used in the MTS-bind as defined in 8.1.1.1.1.2~0f ITU-T Ref. X.411 |
ISO/IEC 10021-4.

Security-context (O): This parameter identifies the security-context within which the MS-user proposes to
operate. The security-context is defined in 8.1.1.1.1.3 of ITU-T Rec. X:4)1 | ISO/IEC 10021-4.

The security-context comprises one or more security-labels that.define the sensitivity of interaftions that
may occur between the MS-user and the MS for the duration ‘ef-the abstract-association, in line with the
security-policy in force. The security-context shall be one that is allowed by the registered usdr-security-
labels of the MS-user and by the security-labels associated with the MS.

In the absence of this parameter, security-contexts dre ‘ot established between the MS-user ar]d the MS,
and the sensitivity of interactions that may occur between the MS-user and the MS is at the discrgtion of the
invoker of an abstract-operation.

Fetch-restrictions (O): This specifies resttictions on the entries to be returned as result offthe Fetch
abstract-operation. The fetch-restrictions rémain in force for the duration of the abstract-assodiation and
apply unless the Fetch argument explicitly overrides the restriction.

In the absence of this argumentsthe MS shall not enforce any fetch-restrictions during thg abstract-
association.

Restrictions ::= SENY
al | oned- cont ent -t ypes [0] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI ER
OPTI ONAL --default is no restriction--,

al | owed- ELTS [1] MS-EITs OPTIONAL --default is no restriction-,
maxi mumyattri bute-length [2] | NTEGER OPTI ONAL --default is no restriction-4}

The parametercontains the following components:

1) Allesyed-content-types (C): The content-types that the MS abstract-service-user is preparegl to accept
as the result of the Fetch abstract-operation. Any message with a content-type other than those
specified will not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the contept-types of

CIrerIosT

2) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-user is prepared to
accept as the result of the Fetch abstract-operation. If a message contains encoded-information-types
other than those specified, a filtering will take place so that disallowed EIT parts are not returned along
with the text of the message. If the whole message consists of disallowed EITs, a fetch-restriction-error
will be reported.

MS-ElTs ::= SET SIZE (1..ub-encoded-information-types) OF M5-EIT
MS-EIT ::= OBJECT | DENTI FI ER

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 — The allowed-EITs component is present for historical reasons and its use is deprecated. The body-
parts present in the content of an entry may be discovered by inspecting a content-specific synopsis attribute,
and an implementation need only Fetch those body-parts which are acceptable to it.
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3) Maximum-attribute-length (C): The maximum attribute length, in octets, that the MS-user is prepared
to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to Fetch an
attribute-value where the length of the encoding exceeds the maximum-attribute-length, then the MS
shall return a fetch-restriction-error.

NOTE 2 — The size in octets of the encoding of an attribute-value may vary where ASN.1's Basic Encoding
Rules permit several encodings (e.g., primitive and constructed).

NOTE 3 — In 1988 Application Contexts, the maximume-attribute-length restriction applies only to an entry's
content attribute.

In the absence of this component, the MS shall not enforce fetch-restrictions on the length of attributes.

e) MS-configuration-request (C): This parameter specifies whether the MS is requested to return information

which identifies the auto-action-types, attribute-types, entry-classes, content-types, matching-rules, and any
additional capabilities to which the MS-user has subscribed, and which consequently are available in the

course of the abstract-association

In the absence of this parameter, the MS shall not return MS-configuration information if)thd MS-bind-
result.

d. The MS
ind-result.

NOTE 4 — In practice, an MS-user may cache this information rather than request it in every MS-bi
may indicate a change in the services supported by means of the service-information parameter of MS

UA-registration-identifier (O): This parameter specifies an identifier for a set\of registration i
If a previous invocation of Register-MS recorded a UA-registration bearing 'this value of UA-registration-
identifier, then that UA-registration shall apply for the duration of the présent abstract-associafion. If the
parameter does not identify a previously recorded UA-registration, then’the MS shall indicate [this in the
MS-bind-result. If this parameter is absent, then the general defaults'(list-attribute-defaults, fetcf-attribute-
defaults, and submission-defaults) shall apply, if previouslyregistered by means of Rg¢gister-MS
(see 8.2.5.1).

Regi strationldentifier ::= PrintableString
(SI ZE(1. . ub-ua-registration-identifiier-1ength))

Bind-extensions (O): This parameter specifies extensions requested by the MS-user; if the MS sypports the
requested bind-extensions, they shall apply for the-duration of the abstract-association. Any bind-extension
not supported by the MS shall be reported if“the MS-bind-result. Any bind-extension that is
specified shall be reported in MS-bind-error: Extensions associated with a particular message ¢
may be defined in the relevant Specification. In the absence of this parameter, no extensions arerequested.

7.1.2 MS-bind-result
MSBi ndResul t ::= SET {

resjponder - credenti al s 2] Responder Credenti al s,

avdi | abl e- aut o- acti ons [3] SET SIZE (1..ub-auto-actions) OF AUTO ACTION. & d
({Aut oActi onTabl e}) OPTI ONAL,

avali | abl e-attri bute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRI BUTE. &i|d
({AttributeTabl e}) OPTI ONAL,

al grt-indication [5] BOOLEAN DEFAULT FALSE,

cont ent -types- support ed [6] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI ER QPTI ONAL,

-- 1994 extensions --

ent|ry- cl asseS<supported [7] SET SIZE(1..ub-entry-classes) OF EntryCl ass OPTI ONAL,

mat|chi ng- r.ul es- support ed [8] SET SIZE(1..ub-matching-rules) OF OBJECT | DENTI FI ER QPTI ONAL,

bi nd- r esul~t> ext ensi ons [9] MSExtensions OPTI ONAL,

mesjsage- gr oup- dept h [10] I NTEGER (1..ub-group-depth) OPTI ONAL,

autfo:acti on-error-indication [11] AutoActionErrorlndication OPTI ONAL,

unslupport ed- ext ensi ons [12] SFT SIZF(1.  ub-extensions) OF OBIFCT | DENTI FI FR QPTI ONAL,

ua-regi stration-id-unknown [13] BOOLEAN DEFAULT FALSE,

servi ce-information [14] General String (SIZE(1..ub-service-information-I|ength))
OPTI ONAL }

The parameters of MS-bind-result have the following meaning:

24

a) Responder-credentials (M): This parameter contains the credentials of the responding MS. The

responder-credentials may be used by the MS-user to authenticate the identity of the MS (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated with
the MS. The password is defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

If protected-authentication is used, the responder-credentials comprise a password protected as described in
clause 6 of ITU-T Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X.402 |
ISO/IEC 10021-2.
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If strong-authentication is used, the responder-credentials comprise a responder-bind-token generated by
the MS and, optionally, a responder-certificate or certificate-selector. The responder-bind-token, responder-
certificate, and certificate-selector are defined in 8.1.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The
responder-certificate shall contain the OR-address of the MS in the x400Address component in its subject
alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy pro-
vides an alternative binding of the certificate to the MS.".

b) Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS-bind-
argument is frue and at least one auto-action-type is available; it is absent otherwise. The constraining set
(Auto-action-table) is defined in clause 13.

c) Available-attribute-types (C): This identifies the set of attribute-types to which the MS-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS-bind-
arguinent is f7ue; it 1S absent otherwise.

NOTE 1 — All available attribute-types should be identified in this parameter, including those forwhidh support is
mandatory. The set of attribute-types for which support is mandatory may change over time.

d) Alert-indication (C): If true, then an alert condition has occurred singe™ the last [successful
alert-indication.

e) Content-types-supported (C): This identifies the set of content-types, to which the M$Y-user has
subscribed, and for which the MS offers specific support, as defihed in the relevant cgntent-type
Specification. A message whose content-type is absent from this set\may still be submitted, or|delivered,
and subsequently retrieved. In this case, none of the attribute<ypes or auto-action-types specffic to that
content-type will be available to the MS-user.

This parameter shall be present if the MS-configuration-t&quest parameter of the MS-bind-argunfent is true
and at least one content-type is supported; it is absent ptherwise.

f] Entry-classes-supported (C): This identifies the'entry-classes supported by the MS. Support fof an entry-
class implies that it shall be available to.the Summarize, List, Fetch, Delete, and Modify abstract-
operations, and to the auto-action-types supported by the MS. In addition, support for the Submispion entry-
class implies support for its use in_the MS-message-submission and MS-probe-submission abstract-
operations. Support for the Draft entfy-class implies support for its use in the MS-message-qubmission
abstract-operation. This parameter shall be present if the MS-configuration-request paramgter of the
MS bind-argument is true; it.is absent otherwise.

g) Matching-rules-supporfed(C): This identifies the matching-rules supported by the MS. Support for a
matching-rule implies‘that it shall be available for use with an attribute for which the matchfng-rule is
defined, where support for that attribute-type is also claimed. This parameter shall be pregent if the
MS configuration-request parameter of the MS-bind-argument is frue and at least one matchjng-rule is
supported; it issabsent otherwise.

NOFE2 — All supported matching-rules should be identified in this parameter, including those for whjich support
isunandatory. The set of matching-rules for which support is mandatory may change over time.

Bind-result-extensions (C): This parameter allows for future general and content-specific exfensions to

o i . .o Hefines an
MS-extension to indicate that capability, the specified extensions shall be present. MS-extensions to
indicate additional capabilities defined in this Service Definition are listed in Annex F; further extensions
may be defined in future editions of this Service Definition, in content-specific Specifications, or to indicate
proprietary capabilities.

i) Message-group-depth (C): This indicates the maximum number of group-name-parts that may be present
in a message-group-name. It shall be present if the MS-configuration-request parameter of the MS-bind-
argument is true and the MS supports the message-group-name attribute-type; it is absent otherwise. If the
MS-user presents, in the argument of an abstract-operation or in an auto-action registration-parameter, a
message-group-name which contains more group-name-parts than are specified in this parameter, then a
message-group-error results.

j) Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the
previous abstract-association was established caused the generation of an auto-action-error. Since this
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k)

information cannot be reported when a 1988 Application Context is in use, the establishment of such an
association shall not affect the setting of this parameter which shall be presented when a 1994 Application
Context is next used.

Aut oActi onErrorlndication ::= CHO CE {
i ndication-only [0] NULL,
aut o-action-1og-entry [1] SequenceNunber }

If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the first
entry which records an auto-action-error which occurred since the previous abstract-association (which
used a 1994 Application Context) was established. Otherwise it contains a Null. The parameter shall be
absent if no auto-action-errors occurred since the previous abstract-association was established.

Unsupported-extensions (C): If the MS-user supplied a bind-extensions parameter in the MS-bind-
argument and one or more of these extensions are not supported by the MS, this parameter identifies all

such unsupported-extensions. The parameter contains the Object Identifier values of each of these
unsupported-extensions, drawn from the bind-extensions parameter. The parameter is present-if the bind-
extensions parameter of the MS-bind-argument is present and at least one of the )extensipns is not
supported; it is absent otherwise.

UA-registration-id-unknown (C): This parameter is present and has the value true if the[ MS-bind-
argument specifies a UA-registration-identifier which has not been registered\previously by m¢ans of the
Register-MS abstract-operation. It is absent otherwise.

np) Service-information (C): This provides information concerning the‘eperation of the servicg. An MS

implementation may use this to report operational matters such a$ setvice availability and resoyrce usage.
The parameter shall be present at the discretion of the MS servic€ provider.

7.1.3 MS-bind-error
An MS-bind-error reports a problem in attempting to establishran“abstract-association. It is defined as follows:
ng- bi nd- error ABSTRACT- ERROR :: = {
PARAMETER CHO CE {
unqual i fied-error Bi ndPr obl em
-- 1994 extension --
qualified-error SET {
bi nd- probl em [0} Bi ndProbl em
suppl ementary-informatioen. 1] General String (SIZE(1..ub-supplementary-info-I|ength))
OPTI ONAL,
bi nd- ext ensi on-errorg [2] SET SIZE(1..ub-extensions) OF OBJECT | DENTI FI ER
OPTIONAL } } }
B| ndPr obl em : : = ENUMERATED {
aut henti cati on-erpror (0),
unaccept abl e- seeurity-cont ext (1),
unabl e-t o- establ i sh-associ ati on (2),
. -- 1994\éxtension addition -- |,
bi nd- exténst on- probl em (3),

The paranreters of MS-bind-error are as follows:

26

i nadeqlate- associ ati on-confidentiality (4) }

a)

b)

Unqualified-error (C): This indicates the nature of the error. 1T authentication-error is indicated, the
abstract-association cannot be established because the initiator's credentials are not acceptable or are
improperly specified. If unacceptable-security-context is indicated, then the security-context proposed by
the initiator of the abstract-association is unacceptable to the responder. If unable-to-establish-association
is indicated, then the responder has rejected the initiator's attempt to establish an abstract-association for an
unspecified reason. If bind-extension-problem is indicated, the abstract-association cannot be established
because the bind-extensions parameter specified in the MS-bind-argument contains an improperly specified
extension. If inadequate-association-confidentiality is indicated, the abstract-association cannot be
established because the underlying connection does not provide the necessary confidentiality.

Qualified-error (C): This parameter indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters
have been improperly specified, the Object Identifier values of these extensions shall be reported in bind-
extension-errors.
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7.2 MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions
that were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated
with the MS-unbind abstract-operation.

nms- unbi nd ABSTRACT- OPERATI ON : : = enpt yUnbi nd

8 Abstract-operations

This clause defines the capabilities of the MS abstract-service provided to an MS-user at the Retrieval Port and MS-
submission Port of the MS. These capabilities are modelled as abstract-operations which may cause abstract-errors when
invoked. The abstract-operations available at the Retrieval Port are defined in 8.2 and those of the MS-submission Port
in 8.3. The abstract-errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2.

8.1 Common data-types used in abstract-operations

This subclause defines a number of common data-types which are used in several of the abstract-operations[defined in
clause 8. The following common data-types are defined:

a) Range;

b) Filter;

c) Selector;

d) Entry Information Selection;
e) Entry Information;

f] MS Submission Options;

g) Common Submission Results.

8.1.1 Range

A range plarameter is used to select a contiguous sequence of‘entries of a specified entry-class.

Range ::= CHO CE {
sequence- nunber - r ange [ 0] Number Range,
creation-tine-range [1] Ti nreRange }
Nunmber Range :: = SEQUENCE {
from [0] SequenceNunber ©PTIONAL -- onitted neans no | ower bound--,
to [1] SequenceNurmber “OPTI ONAL -- onitted means no upper bound--}
T| nreRange :: = SEQUENCE {
from [0] CreationTijne OPTIONAL -- omitted means no | ower bound--,
to [1] CreationTine OPTIONAL -- omitted neans no upper bound--}
G eationTime ::= ULCTime

The comppnents of range have the following meaning:
a) Sequence-number-range (C); and

b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of enfries to be
selected. The sequence-number-range is given in terms of sequence-numbers, and the creaftion-time-
range is given in terms of creation-times. The creation-time of an entry is the time at whi¢gh the MS
generated the entry. The sequence-numbers of successive entries are always in ascending order, put several
adjacent entries may have the same creation-time. The parameters of both number-range and time-range
have the following meaning:

1) From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the
earliest entry (lowest sequence-number) of the specified entry-class.

2) To (O): This is the upper bound for the range.

In the absence of this component, the default is no upper bound, and the selection finishes with the
latest entry (highest sequence-number) of the specified entry-class.

If from is greater than to, then the range is defined in descending order; otherwise, the range is defined
in ascending order (see 8.1.3). If a 1988 Application Context is in use, range shall be specified in
ascending order. A range is inclusive of its upper and lower bounds.

The values of sequence-number and creation-time specified in range need not identify existing entries.
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8.1.2 Filters

8.1.2.1 Filter

A filter parameter applies a test to a particular entry and is either satisfied or not by the entry. The filter is expressed in
terms of assertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only if it
evaluates to true. A filter may be true, false, or undefined.

Filter ::= CHO CE {
item [0] Filterltem
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }

A filter is either a filter-item, or an expression involving simpler filters composed together with the logical operators
and, or, and not:

a) A filter which is an item has the value of the filter-item (i.e. true, false, or undefined).

b) A filter which is the and of a set of filters is true if the set is empty or if each filter is true; it iy false if at
least one filter is false; otherwise it is undefined (i.e. at least one filter is undefined and no filters|are false).

c) A filter which is the or of a set of filters is false if the set is empty or if each filter 1s false; it if true if at
least one filter is true; otherwise it is undefined (i.e. at least one filter is undefined and no filters|are true).

d) A filter which is the not of a filter is true if the filter is false; false if it is true; and undefiged if it is
undefined.

8.1.2.2 Filter-item

A filter-itpm is an assertion about the presence or value(s) of an attribute éDa particular type in the entry undeq test. Each
such assertion is true, false, or undefined.

Fllterltem::= CHO CE {
equality [0] AttributeVal ueAssertion,
substrings [1] SEQUENCE {
type ATTRI BUTE. & d({{ Attri but eTabl e}),
strings SEQUENCE OR.‘CHO CE {
initial [0] ATTRI BUTE. &Type ({Attri buteTable} {@ubstrings.typg}),
any [1] AETRI BUTE. &Type ({Attri buteTabl e} {@ubstrings.typg}),
final [ 2] \AFTRI BUTE. &Type ({AttributeTabl e} { @ubstrings.typge})} }.
greater-or-equal [2] AttributeVal ueAssertion,
| ess-or-equal [3] AttributeVal ueAssertion,
present [4] ATTRLBUTE. & d ({AttributeTable}),
approxi mate-match [5] .At'tri buteVal ueAssertion,
-- 1994 extension --
ot her-mat ch [ 6] “Mat chi ngRul eAssertion }
Mat chi ngRul eAssertji-on: : = SEQUENCE {
mat chi ng-rul e [0] MATCHI NG RULE. & d( { Mat chi ngRul eTabl e}),
attribute-type ) [1] ATTRI BUTE. &i d,
mat ch- val ue [2] MATCHI NG RULE. &AssertionType ({Matchi ngRul eTabl e} {@mtching-fule})}

Every filt¢r-item includes an attribute-type which identifies the attribute under test.

An assertion about the value of an attribute can be evaluated only if properly specified. If the MS does not gupport the
attribute-type{(or it is not subscribed to by the MS-user), or the MS does not support the matching-rule, or thq presented
value does Trotcomform to the Tmatching-rute s assertion=symntax; or the defimition of theattribute=type does ot include the
type of match requested, then the abstract-operation or auto-action which contains the assertion shall fail; the abstract-
operation shall return an attribute-error.

NOTE — In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the Presentation
Service and cause the rejection of the protocol data unit.

Assertions about the values of an attribute are evaluated using the generic matching-rules (equality, substrings, greater-
or-equal, less-or-equal, and approximate-match), or any other matching-rules defined for that attribute-type. The
present match is supported for all attribute-types. A matching-rule used as a generic matching-rule is constrained to have
an assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rule used as
an other-match is not constrained in this way. A matching-rule may be used as a generic matching-rule for one attribute-
type and as an other-match for a different attribute-type.

All the matching-rules defined in this Service Definition have an outcome of true or false. However, matching-rules
defined elsewhere, may also allow the outcome undefined.
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If the filter-item is properly specified, then where it asserts:

a)

b)

8.1.2.3 Attribute-value-assertion

equality, it is true if and only if there is a value of the attribute for which the attribute's equality matching-
rule applied to that value and the presented value returns true;

substrings, it is true if and only if there is a value of the attribute in which the attribute's substring
matching-rule applied to that value and the presented value in strings returns frue. The meaning of the
components of strings is defined in the appropriate matching-rule definition; see 12.2.3 for an example of a
substrings matching-rule.

greater-or-equal, it is frue if and only if there is a value of the attribute for which the attribute's ordering
matching-rule applied to that value and the presented value returns false, i.e. there is a value of the attribute
which is greater than or equal to the presented value;

. cquat; B s equality
matching-rule or ordering matching-rule applied to that value and the presented value retutnfs true, i.e.
there is a value of the attribute which is less than or equal to the presented value;

present, it is true if and only if such an attribute is present in the entry;

approximate-match, it is t7ue if and only if there is a value of the attribute-for’'which the apgroximate-
match matching-rule applied to that value and the presented value returns*e. The approxinjate-match
matching-rule may provide phonetic matching to accommodate spelling(variations, and is locally defined;
there are no specific guide-lines for approximate matching in this:S€pvice Definition. If approximate-
match is not supported, this filter-item shall be treated as a match (foy‘equality;

other-match, it is #rue if and only if there is a value of the ‘attribute with the indicated attribute-type for
which the matching-rule, applied to that value and the presented-value, returns true. If the matching-rule is
one of those specified as an other-matching-rule in the, definition of the specified attribute-type, and is
supported by the MS, then matching proceeds as specified in the matching-rule definition; otherwise an
attribute-error of inappropriate-matching may results As a local matter, an MS may support matdhing-rules
in addition to those defined in this Service Definition. The constraining set (MatchingRuleTable) is defined
in clause 12.

An attribfite-value-assertion is a propositiony.which may be true, false, or undefined, concerning the values df an entry.
It is evalugted using a matching-rule specified for the attribute-type, and which is appropriate for the context irf which the

attribute-vialue-assertion is evaluated. At intvolves an attribute-type and an attribute-value:

A

tributeVal ueAssertign :: = SEQUENCE {
attribute-type ATTRIBUTE. & d ({AttributeTable}),
attribute-val'ue ATTRI BUTE. &Type ({AttributeTable} {@ttribute-type}) }

If the attripute-value-dssertion is properly specified (see 8.1.2.2) its evaluation has one of the following outcorpes:

trué; 1f the entry contains an attribute of that attribute-type, one of whose attribute-values mfatches the
presented attribute-value;

b)

©)

NOTE -

undefined, if the entry contains an attribute of that attribute-type, and the specified matching-rule declares
the result of the match to be undefined;

false, otherwise.

None of the matching-rules defined in this Service Definition returns undefined. However, matching-rules defined in

other Specifications for given content-types may do so.

8.1.3 Selector

A selector parameter is used to select entries of a specified entry-class. The selection operates in three stages. Firstly, the

total set of

entries of the entry-class may be restricted to a particular contiguous set by specifying its range. Secondly,

entries from within this set may be selected by specifying a filter which the selected entries shall satisfy. Thirdly, a limit
may be placed on the number of entries thus selected. If the range is defined in ascending order (or is omitted), those
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entries with the lowest sequence-numbers are selected; if the range is defined in descending order, those entries with the
highest sequence numbers are selected (see 8.1.1). Abstract-operations are applied to selected entries according to their
range order, i.e. where the range is defined in ascending order, the selected entry with the lowest sequence-number is
operated on first.

Sel ector ::= SET {
child-entries [0] BOOLEAN DEFAULT FALSE,
range [1] Range OPTIONAL --default is unbounded--,
filter [2] Filter OPTIONAL -- default is all entries within the specified range--,
limt [3] I NTEGER (1..ub-nmessages) OPTI ONAL,
override [4] OverrideRestrictions OPTI ONAL

- by default, any fetch-restrictions in force apply--}

The components of selector have the following meaning:

8.1.4

a)

Child-entries (O): If false, only main-entries are considered for selection. If frue, both main-entries and

child-entries are considered for selection. In the absence of this component. only main-

ntries are

[he values of override-restrictions have the following meaning:

Entry-information-selection

considered for selection.

Range (O): The abstract-syntax-notation of range is given in 8.1.1. In the absence of thiS-comy
range is unbounded.

Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absence\of this com
entries within the specified range are selected.

Limit (O): This allows the specification of an upper limit to the number of entries selected. In t
of this component, there is no limit to the number of entries selected.

NOTE — The primary role of the limit is to protect against huge ‘restlts from an abstract-ope
consequence of badly formulated selections. It may also be used to retriéve an exact number of inform:
fit a particular output device.

Override (O): If an override of any of the fetch-restrictions)s required, the corresponding cor
of override-restrictions shall be present.

OverrideRestrictions ::= BIT STRI NG {
override-content-types-restriction (0),
override-El Ts-restriction (1)

override-attribute-length-restrigction (2) } (SIZE (1.. ub-restrictions))

Override-content-types-restriction (M): This bit shall be set to 1 if the fetch-restrictions o

onent, the

ponent, all

he absence

ation as a
tion-sets to

hponent(s)

n content-

types are to be overridden. If this-bit'is set to 0, the fetch-restrictions on content-types as specified in the

MS-bind-argument shall apply.

Override-ElITs-restriction\(M): This bit shall be set to 1 if the fetch-restrictions on encoded-in
types are to be overridden’ If this bit is set to 0, the fetch-restrictions on encoded-informatig
specified in the MS-bind-argument shall apply.

Override-attribute-length-restriction (M): This bit shall be set to 1 if the fetch-restrictions 9
length are to be-everridden. If this bit is set to 0, the fetch-restrictions on attribute length as spec
MS-bind-atgument shall apply.

In thelabsence of override-restrictions, all the fetch-restrictions specified in the MS-bind-argu
apply:

formation-
n-types as

n attribute
fied in the

ment shall

An entry-information-selection parameter indicates what information from an entry is being requested. An empty set
indicates that information about the entry itself, rather than the attributes of the entry, is being requested.

Entryl nformationSel ection ::= SET SIZE (0..ub-per-entry) OF AttributeSel ection

At

tributeSelection ::= SET {
type ATTRIBUTE. & d ({AttributeTable}),

from [0O] INTEGER (1..ub-attribute-values) OPTIONAL --used if type is multi val ued--,

count [1] INTEGER (O..ub-attribute-val ues) OPTI ONAL
-- for 1988 Application Contexts the |ower bound is one-- }

The components of attribute-selection have the following meaning:

30

a) Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the
entry, then no values are returned for the attribute. If the attribute-type is not supported by the MS or is not

subscribed to by the MS-user, then an attribute-error shall be generated.
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b) From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value to be
returned. If it specifies a value beyond those present in the attribute, no values are returned. This component

©)

shall not be present unless the attribute-type is multi-valued. If this component is omitted, values
the first value are returned.

starting at

Count (O): This Integer specifies the maximum number of values to be returned. It is not an error if count

is greater than the number of values present in the entry. If count is zero, then information is requested on
the total number of values present in the attribute but no actual values are returned. If this component is

omitted, there is no limit as to how many values are returned.

Where either from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-request.

Where an attribute of the type specified in an attribute-selection is supported by the MS, but is absent from a particular
entry, or is not applicable to an entry of that entry-type, then that attribute-selection shall be regarded as absent when
applying the associated abstract-operation to the entry.

8.1.5

An entry-

E

The comp

8.1.6

Entry-information

information parameter conveys selected information from an entry.

ht ryl nformation ::= SEQUENCE {
sequence- nunber SequenceNunber,
attributes SET SIZE (1..ub-per-entry) OF Attribute OPTI GNAD,
-- 1994 extension --
val ue- count - exceeded [0] SET S| ZE(1..ub-per-entry) OF AttributeVal'ueCount OPTI ONA

tributeVal ueCount ::= SEQUENCE {

type [0] ATTRIBUTE. & d ({AttributeTable}),
t ot al [1] | NTEGER }

pbnents of entry-information have the following meaning:
Sequence-number (M): The sequence-number identifying the entry (see 6.3.2).

Attributes (C): The set of selected attributes from the entry. Where the corresponding attribut
constitutes a partial-attribute-request, only the requested subset of the attribute-values actually

b-selection
present in

that attribute are returned. This component is absent if the requested-attributes parameter was onpitted from

the list-argument or fetch-argument, andyno’ (UA-specific or general) list-attribute-defaults
attribute-defaults are in force. The compenent is also absent if none of the requested-attributes
in the entry, or if all the requested-attribuites present were specified in entry-information-selection]
the count component indicated that-zero attribute-values were to be returned.

Value-count-exceeded (C): ThisvComponent is present where, in the performance of the Lis
abstract-operation, count is Specified in the attribute-selection, and the specified attribute conts
beyond the limit set by ¢count. The type indicates the attribute-type concerned, and total indicat
number of values possessed by the attribute. One value of the component is present for each
selection which exeeeds the limit set by count. The component is absent if none of the attribute
exceeded their count limits.

MS-submission:options

The MS-

attributes |deriyed.ftom the argument and result of the associated MS-message-submission or MS-probe-{
abstract-operation. Other components of MS-submission-options control the assignment of further attrib
created enkry

bmission-options parameter is used to request the creation of an entry in a specified entry-class,

or fetch-
re present
s in which

t or Fetch
ins values
s the total

attribute-
Lselections

Containing
ubmission

Ttes to the

MSSubmi ssi onOptions ::= SET {

obj ect-entry-cl ass [0] Entryd ass (submission | subnmission-log | draft) OPT
di sabl e- aut o- nodi fy [1] BOOLEAN DEFAULT FALSE,

I ONAL,

add- nessage- gr oup- nanmes [2] SET SIZE(1..ub-nmessage-groups) OF MessageG oupName OPTI ONAL,

ms- subm ssi on-extensi ons [3] MSExtensions OPTI ONAL }

The components of MS-submission-options have the following meaning:

a) Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details of

the associated message or probe submission. Three values are defined:

1) Submission. The message or probe shall be submitted to the MTS and an entry created in the

Submission, and, subject to subscription, the Submission-log entry-classes.

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created in the

Submission-log entry-class only.
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3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to the
MTS. This option is not available for MS-probe-submission.

If the specified object-entry-class is not subscribed to then an error is generated. If the object-entry-
class is omitted, and the Submission-log entry-class is subscribed to, the component defaults to
Submission-log. If the object-entry-class is omitted, and the Submission-log entry-class is not
subscribed to, then the message or probe shall be submitted to the MTS and no storage shall take place.

b) Disable-Auto-modify (O): This specifies whether the currently registered Auto-modify auto-actions shall
be applied to the entry of the Submission, or Submission-log, or Draft entry-class, which may be created as
a result of performing the associated message or probe submission. This component shall be omitted if no
entry is to be created. In the absence of this component the currently registered Auto-modify auto-actions
shall be applied to the new entry.

scifies—one 38SaLE~GrOUP-Ha attribute-values which
Submission, or Submission-log, or Draft entry-class, whifh may be
created as a result of performing the associated message or probe submission. This attributestypd is defined
in 11.2.33. This component shall be omitted if no entry is to be created. In the absence of'this congponent no
message-group-name attribute is attached to the new entry.

NOTE — Message-group-names assigned to an entry by the performance of the Autozmodify auto-acfion are not
affected by the setting of this component.

d) MS-submission-extensions (O): This component allows for future generaljand content-specific pxtensions
to MS-submission-options. The Specification for a given content-type.defines its use of this confponent. In
the absence of the component no MS-submission-extensions are spegified. This Service Definitfon defines
the following extensions:

1) Originator-token (O): This extension is used where the submitted message contains a mespage-token
which contains encrypted-data that has been encryptedssuch that it cannot subsequently be decrypted by the
originator. This extension enables the originator to supply a message-token constructed as if theloriginator
were a recipient of the message, to be stored in thésubmitted-message entry but not submitted tq the MTS.
Subsequently, the originator may retrieve this information and use it to recover the original mesgage.

ori gi nat or-token Ms-EXTENSIPON :: = {
Ori gi nat or Token I'BENTI FI ED BY i d- ext-ori gi nat or-token}

Ori gi nat or Token ::=~MessageToken
( CONSTRAI NED) BY {-- Must contain an asymmetric-token with an
-- encrypted-data conponent --} )

The originator-token contains a message-token argument of the Message-submission abstracf-operation
(see 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4) which contains an encrypted-data gomponent
that is encrypted using the public key of the message originator.

NOTES

1 When storage-on-submission is used, the originator retains a copy of the message in the MY, but is not
tr€ated as a recipient in the message submission envelope. This extension provides the originator with|the security
arguments that are encrypted on a per-recipient basis for the conventional recipients of the messagg. Note that
content-integrity-check does not need to be duplicated here, as it is only a signature, and so the qriginator is
implicitly able to use any of the values provided for the other recipients.

2 If Content Confidentiality is provided using a symmetric encryption algorithm with a content-
confidentiality-key (session key) which is itself encrypted such that it requires each recipient's private key to
decrypt it, then the message’s originator would have no means of decrypting the copy of the message as stored in
the MS on submission. This MS-submission-extension enables the MS-user to supply a value with the submitted
message, which is stored in the submitted-message entry but is not included in the message submitted to the MTS.
This contains the session key for the message, encrypted with the public key of the submitting MS-user. When the
MS-user subsequently retrieves the submitted-message, his private key may be used to decrypt the session key,
and hence decrypt the message.

3 Where Content Confidentiality is provided by use of a symmetric algorithm, and a method other than the
message-token is used to distribute the key, then the originating MS-user must employ a different mechanism to
retain the key and so enable subsequent decryption of the stored-message.

4 Where Content Confidentiality is provided directly by use of an asymmetric algorithm, it is unlikely that

storage on submission will be useful, except where the key pair is shared between users, including the originating
MS-user, who thus has access to both public and private keys.
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Originator-certificate-selectors-override (O): This extension contains information sufficient to identify
one certificate, where the originator has more than one certificate with the same algorithm-identifier. The
extension enables the originator to identify a certificate to validate specific digital signatures within the
content-integrity-check or message-token arguments of Message-submission, or to be used for key
agreement for encryption. It also allows a certificate of each recipient to be identified for key agreement or
asymmetric encryption. It is constructed as if the originator were a recipient of the message, and is stored in
the submitted-message entry rather than being submitted to the MTS. Subsequently, the originator may
retrieve this information and use it to recover the original message.

originator-certificate-sel ectors-override MS-EXTENSION ::= {

CertificateSel ectors (WTH COVPONENTS{

message- ori gi n-aut henti cati on ABSENT}) | DENTI FI ED BY
id-ext-originator-certificate-sel ectors-override }

If this extension is present and MS-submission-options request storage of the submitted message, then

8.1.7 Common-submission-results

WllCll gCllCl dLillg LIIC CCI LiﬁLdLC'bCICLLUID dlll i‘UULC LIIC valuc ill Cdbll L«UlllpUllCllL LlldL ib pl CSCIIL 1§ places the
value in the corresponding component of certificate-selectors (see 11.2.9).

The common-submission-results parameter contains information common to the results of the MS-message-qubmission

and MS-pfobe-submission abstract-operations.

The comppnents of common-submission-results have the following meanings

a

8.2 Retrieval Port abstract-operations

The following abstract-operations are available at the Retrieval Port:

CpbmmonSubmi ssi onResults ::= SET {
created-entry [0] SequenceNumber OPTI ONAL,
aut o-action-error-indication [1] AutoActionErrorlndicatien ‘©PTlI ONAL,

nms- submi ssi on-resul t-extensi ons [2] MSExt ensions OPTI ONAL }

Created-entry (C): This shall be present if the MS-user requested storage of a submitted message or probe
in the Submission or Submission-log entry-classes, or storage of a draft-message entry in the Oraft entry-
class. It indicates the sequence-number of the newly créated entry.

Auto-action-error-indication (C): This shall be ptesent if an auto-action performed by the MS ¢oncerning
the submitted-message or probe, or stored draftzmessage, caused the generation of an auto-actign-error. If
the Auto-action-log entry-class is subscribed to, this parameter indicates the sequence-number pf the first
entry which records these unsuccessful auto-action executions. Otherwise it contains a Null [see 7.1.2,
item j). The parameter shall be absent ifno auto-action-errors occurred.

MS-submission-result-extensions (€): This component allows for future general and contgnt-specific
extensions to common-submissiofisresults. No extensions are defined in this Service Definition. It shall be
present if the MS-user specified MS-submission-extensions in the submission-options parameter pf'the MS-
message-submission or MS<probe-submission argument, and those extensions caused the generafion of this
corresponding result.

Summarize;
b) List;
c) <{Fetch;
a) Delete;
e) Register-MS;
f) Alert;
g) Modify.

Abstract-operations are performed asynchronously subject to the following conditions:

the Delete, Register-MS, and Modify abstract-operations shall not be performed until all outstanding
abstract-operations have been completed;

the Delete, Register-MS, and Modify abstract-operations are performed in the order in which they are
invoked and are allowed to complete before any other abstract-operation is performed.

Because of this, and the fact that the List and Fetch abstract-operations may change the retrieval-status of an entry, the
results of the Summarize, List and Fetch abstract-operations may be non-deterministic.

ITU-T Rec. X.413 (1999 E) 33


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

8.2.1 Summarize abstract-operation

The Summarize abstract-operation returns summary counts of selected entries of a specified entry-class. In addition to
these summaries, a count of the entries selected and their lowest and highest sequence-numbers is also returned. Zero or

more individual summaries may be requested.

The Summarize abstract-operation will be successful only when access to the entry-class is permitted according to the

security-context and the security-policy in force.

The attributes that may be requested for summaries are restricted. For the general-attributes of entries of the various entry
classes, the restrictions are defined in Tables 2 and 3. For content-specific attributes, the attribute definition in the

relevant Specification shall state whether the attribute is available for Summarize.

summari ze ABSTRACT- OPERATI ON :: = {
ARGUVENT Sumrar i zeAr gunent
RESOEF Sorar+zeRest+
ERRORS {attribute-error | invalid-paranmeters-error | range-error |

security-error | service-error,
-- 1994 extension additions -- |,
entry-class-error | ns-extension-error}
CODE op- sunmari ze }

NOTE { An example of the Summarize abstract-operation is given in Annex J.

8.2.1.1 Pummarize-argument

Simrari zeArgunent ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
sel ector [1] Sel ector,
sunmary-requests [2] SEQUENCE Sl ZE (1..ub-sunmaries)~OF ATTRI BUTE. & d
({AttributeTable}) OPTIONAL -- abisent if no summaries are requpsted--,
-- 1994 extension --
summari ze- ext ensi ons [ 3] MSExtensi ons OPTI ONAL }
The parampeters of summarize-argument have the following meahing:
a) Entry-class (O): This specifies which entry-class\us addressed by the abstract-operation (see 6.3]1).
b) Selector (M): This is a set of selection criteriato determine which entries shall be summarized (see 8.1.3).
c) Summary-requests (O): This is the sequence of attribute-types for which summaries are requ¢sted. This
parameter is present only if a summary-is requested.
d) Summarize-extensions (O): This-parameter allows for future general and content-specific exfensions to
summarize-argument. No extefisions are defined in this Service Definition.
8.2.1.2 PSummarize-result
Should th¢ request succeed, the summarize-result will be returned.
Sphmmari zeResul 7= SET {
next [0] SequenceNurmber OPTI ONAL,
count [1] I NTEGER (O..ub-nmessages) -- of the entries selectgd--,
span [2] Span OPTIONAL -- of the entries selected,
-- omtted if count is zero--,
summAri es [3] SEQUENCE Sl ZE (1..ub-sunmaries) OF Sunmmary OPTI ONAL,
-- 1994 extension --
summerize-result-extensions [A] MSExt ensi ons QPT| QNAL }

The parameters of summarize-result have the following meaning:

a) Next (C): This is returned in the case where the number of entries selected would have been greater if it
were not for the limit specified in the selector. The parameter contains the sequence-number of the next
entry that would have been selected, as determined by the range order which determines the direction of

searching (see 8.1.3).

b) Count (M): This is an integer giving the count of entries that match the selection criteria.

©)
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criteria. It is absent if there are no such entries.
Span ::= SEQUENCE {

| onest [0] SequenceNunber,
hi ghest [1] SequenceNunber}
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The components of span have the following meaning:
1) Lowest (M): Identifies the entry with the lowest sequence-number which matches the selection criteria.

2) Highest (M): Identifies the entry with the highest sequence-number which matches the selection
criteria.

NOTE — The values of lowest and highest are not affected by the order of the range (ascending or
descending); see 8.1.1.

d) Summaries (C): One summary is returned for each summary-request. The summaries are returned in the

order that they were requested.

Summary ::= SET {
absent [0] I NTEGER (1..ub-nmessages) OPTIONAL --count of entries where attribute is absent--,
present [1] SET SIZE (1..ub-attribute-values) OF --one for each attribute val ue present--
SEQUENCE {

VA aY=) ATTRILBUTE i d (fAttributeTablgl)
™ T 77T

8.2.1.3

Should th
abstract-ef
of an imp)
supported

8.2.2

The List
informatid

The List a
context an

val ue ATTRI BUTE. &Type ({AttributeTabl e} {@type}),
count | NTEGER (1..ub-nmessages)} OPTI ONAL}

The components of summary have the following meaning:

1) Absent (C): A count of the entries that do not contain an attribute of the attributé-type specffied in the
request. The component is omitted if there are no such entries.

2) Present (C): A summary of the entries that contain an attribute of the atfribute-type specifipd, broken
down by the attribute-values actually present. The component is omifted if there are no such| entries.

The components of present have the following meaning:

i) Type (M): The type of the attribute.

ii) Value (M): The attribute-value for which the count is given.
iii) Count (M): A count of entries with this attribute-value.

Summarize-result-extensions (C): This parameter, ‘allows for future general and contegnt-specific
extensions to summarize-result. No extensions are-defined in this Service Definition.

Summarize abstract-errors

b request fail, one of the listed abstract-eftors will be reported. The circumstances under which the particular
rors will be reported are defined in clause 9. The attribute-error abstract-error shall be reported both [in the case
roperly specified filter, and where“the summary-requests parameter specifies an attribute-type which is not
by the MS, or is not subscribed to-by the MS-user.

ist abstract-operation

abstract-operation iS™used to search a specified entry-class for entries of interest, and to return selected
n from those entries.

bstract-operation will be successful only when access to the entry-class is permitted according to the security-
d the security-policy in force.

The infor

ation that may be selected for entries of a given entry-class may be restricted. For the general-aftributes of
entries of thearious entry-classes, the restrictions are defined in Tables 2 and 3.
li st ABSTRACT- OPERATION :: = {
ARGUVENT Li st Ar gunent
RESULT Li st Resul t
ERRORS {attribute-error | invalid-paranmeters-error | range-error |

security-error | service-error,

. -- 1994 extension additions --

entry-class-error | nms-extension-error}
CODE op-list }

8.2.2.1 List-argument

Li st Argunent ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
sel ector [1] Sel ector,

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --
i st-extensions [ 4] MSExt ensi ons OPTI ONAL }
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The parameters of list-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Selector (M): This is a set of selection criteria to determine which entries shall be returned (see 8.1.3).

¢) Requested-attributes (O): This indicates what information from the selected entries is to be returned in the
result (see 8.1.4). If this parameter is absent, the registered set of UA-list-attribute-defaults is used. If no
UA-registration was specified when the abstract-association was established, or no UA-list-attribute-
defaults are registered for the currently active UA-registration, then the general (non UA-specific) list-

d)

attribute-defaults are used (see 8.2.5.1, items c and g).

argument. No extensions are defined in this Service Definition.

8.2.2.2 List-result

List-extensions (O): This parameter allows for future general and content-specific extensions to list-

Should th¢ request succeed, the list-result will be returned.
L| stResult ::= SET {
next [0] SequenceNumber OPTI ONAL,
request ed [1] SEQUENCE Sl ZE (1..ub-nessages) OF Entryl nformat+on OPTI ONAL
--onmitted if none found--,
-- 1994 extension --

list-result-extensions [2] MSExtensions OPTI ONAL }
The paranmpeters of list-result have the following meaning:

a) Next (C): This is returned in the case where the number of entries s¢lected would have been greater if it
were not for the limit specified in the selector. The parameter eontains the sequence-number ¢f the next
entry that would have been selected, as determined by the range-order which determines the direction of
searching (see 8.1.3).

b) Requested (C): This conveys the requested entry-information (see 8.1.5) from each selected eptry. Each
item of entry-information appears in the same ordér (ascending or descending) as the range [order (see
8.1.3). The parameter is absent if no entries were $¢lected.

e) List-result-extensions (C): This parameter allows for future general and content-specific extensions to list-
result. No extensions are defined in this Setviee Definition.

8.2.2.3 List abstract-errors

Should th¢ request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-egrors will be reported are defined\in clause 9.

8.2.3 Fetch abstract-operation

The Fetch abstract-operation_§siused to return selected information from a specific entry of some dntry-class.
Alternatively, it is used to return selected information from the first entry from among several entries of interfest; in this
case the sgquence-numbers of'the other selected entries are also returned. The Fetch abstract-operation will belsuccessful
only when| access to the'entry-class is permitted according to the security-context and the security-policy in fofce.
Informatign from an-entry may be fetched several times, until the entry is explicitly deleted using the Delefe abstract-
operation.

f pt'ch” ABSTRACT- OPERATI ON : : = {

ARGOVENT Fet chAT gunent
RESULT Fet chResul t
ERRORS {attribute-error | fetch-restriction-error | invalid-paranmeters-error |

range-error | security-error | sequence-nunber-error | service-error,

-- 1994 extension additions --
entry-class-error | me-extension-error}
CODE op-fetch }

8.2.3.1 Fetch-argument

Fet chArgument ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
item CHO CE {
sear ch [1] Sel ector,
preci se [2] SequenceNumnber},

36

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --
f et ch- ext ensi ons [ 4] MSExt ensi ons OPTI ONAL }
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The parameters of fetch-argument have the following meaning:
a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Item (M): One of the components described below shall be specified in order to determine which entry to
fetch.

1) Search (C): This is a selector specifying a set of entries. Of the entries selected (if any) the entry
fetched shall be the one with the highest sequence number if the range is defined in descending order,
and that with the lowest sequence-number otherwise (see 8.1.3).

2) Precise (C): This is the sequence-number of the entry to be fetched (see 6.3.2).

¢) Requested-attributes (O): This indicates what information from the selected entry is to be returned in the
result (see 8.1.4). If this parameter is absent, the registered set of UA-fetch-attribute-defaults is used. If no
UA-registration was specified when the abstract-operation was established, or the currently active UA-
registration does not specify UA-fetch-attribute-defaults, then the general (non UA-specific) fetch-attribute-
dl defaults arc used (sec 8.2.5.1, items d and g).

Fetch-extensions (O): This parameter allows for future general and content-specific extensionfs to fetch-
argument. No extensions are defined in this Service Definition.

8.2.3.2 Fetch-result

Should th¢ request succeed, the fetch-result will be returned.

FptchResult ::= SET {
entry-information [0] Entrylnformation OPTIONAL --if an\entry was sel ected-{,
list [1] SEQUENCE Sl ZE (1..ub-nessages) sOF /SequenceNurmber OPTI DNAL,
next [2] SequenceNumber OPTI ONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTI ONAL }

The paranmpeters of fetch-result have the following meaning:

a) Entry-information (C): This is the set of all those requested attributes that are present in the selgcted entry
(see 8.1.5). It is not present in the case that a search Was performed and no entry was selected.

b) List (C): This is returned in the case that more than one entry matched the search selector. The lijt gives the
sequence-numbers of these further entries in the same order (ascending or descending) as the rpnge order
(see 8.1.3).

c) Next (C): This is returned in the case-where the number of entries selected would have been greater if it
were not for the limit specified in the Selector. The parameter contains the sequence-number f¢r the next
entry that would have been selected, as determined by the range order which determines the direction of
searching.

d) Fetch-result-extensions (C): This parameter allows for future general and content-specific ex{ensions to
fetch-result. No extensions’are defined in this Service Definition.

8.2.3.3 Fetch abstract-errors

Should th¢ request fail, one ef the listed abstract-errors will be reported. The circumstances under which the particular
abstract-egrors will be r8ported are defined in clause 9.

8.2.4 Delete abstract-operation

The Delete abstract-operation is used to delete selected entries of a specified entry-class. A main-entry gnd all its
dependent child-entries shall only be deleted together. This is achieved by specifying just the main-entry as anjargument.
The Delete abstract-operation will be successful only when the entry-class permits deletion, and this is allowed by the
security-context and the security-policy in force.

Certain entries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-error of child-entry-
specified. An attempt to delete an entry of the Delivery entry-class which has a retrieval-status of new (see 6.3.8) shall
result in a delete-error of new-entry-specified; the retrieval-status shall not be considered when entries of entry-classes
other than Delivery are deleted. The retrieval-status of any child-entry associated with a main-entry shall not be
considered when applying the Delete abstract-operation to the main-entry. An attempt to delete an entry of the Message-
log entry-class for which a corresponding entry exists in the Stored-message entry-class shall result in a delete-error of
Sstored-message-exists.

As a subscription option, the deletion of the entries of any entry-class or entry-classes may be restricted or prohibited,
and cause a delete-error of entry-class-restriction. Further restrictions may be defined for entries of a given content-type
as indicated in the Specification which defines that content-type. An attempt to violate such a delete restriction causes the
generation of a delete-error of delete-restriction-problem.
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NOTE — Implementations may choose to prohibit the deletion of entries of the Message-log entry-class except for the oldest entry,
or a contiguous sequence that includes the oldest.

del et e ABSTRACT- OPERATI ON :: = {
ARGUVENT Del et eAr gurrent
RESULT Del et eResul t
ERRORS {del eteError | invalid-paraneters-error | range-error | security-error |

sequence- nunber-error | service-error,
-- 1994 extension additions --
entry-class-error | ns-extension-error}
CODE op-delete }

8.2.4.1 Delete-argument

Del et eArgunment ::= SET {
entry-cl ass [0] Entryd ass DEFAULT delivery,
itens CHO CE {
sel ector [1] Selector,

sequence-nunbers [2] SET SIZE (1..ub-nmessages) OF SequenceNunber},
-- 1994 extension --
del et e-extensions [3] MSExtensions OPTI ONAL }

The parampeters of delete-argument have the following meaning:
Entry-class (O): This specifies which entry-class is addressed by the abstract-openation (see 6.3 1).

b) Items (M): One of the components described below shall be specified in ordér'to determine whjch entries
to delete.

1) Selector (C): See 8.1.3.
2) Sequence-numbers (C): An unordered list of sequence-numbers (see 6.3.2).

c) Delete-extensions (O): This parameter allows for future genéral*and content-specific extensiong to delete-
argument. No extensions are defined in this Service Definition.

NOTE — The Interpersonal Messaging content-type makes)use of delete-extensions as defined in 19.4.3 of ITU-T
Rec. X.420 | ISO/IEC 10021-7.

8.2.4.2 DPelete-result

Should th¢ request succeed, the delete-result shall be returned:

Dellet eResul t ::= CHO CE {
del ete-result-88 NULL,
-- 1994 extension --
del ete-result-94 SET {
entries-del eted [0] SEQUENCE Sl ZE( 1. . ub-nessages) OF SequenceNurber OFTI ONAL,

del et e-resul t - extensisons [1] MSExt ensions OPTIONAL } }
The paranpeters of delete-result have the following meaning:
Delete-result-88(C): This parameter is returned if a 1988 Application Context is in use.

b) Delete-result-94’'(C): This parameter is returned if a 1994 Application Context is in use. It cqntains the
following eemponents:

1) Entiies-deleted (C): This identifies the entries deleted. It is present if the selector component was
present in the delete-argument, and at least one entry has been deleted. It is absent otherwisg.

2), Delete-result-extensions (C): This component allows for future general and content-specific

8.2.4.3 Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.5 Register-MS abstract-operation

The Register-MS abstract-operation is used to register or deregister various information with the MS, and retrieve
registered information from it:

a) auto-actions;
b) default requested attribute-types for List and Fetch;

c) credentials;
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user-security-labels;
UA registrations;
submission defaults;

message-group-names.

Where an MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations made using one
Application Context shall be effective when the other Application Context is in use.

NOTE - For example, the registered general submission-defaults registered when using a 1994 Application Context will apply to
submissions invoked in an abstract-association established using a 1988 Application Context.

regi ster- M5 ABSTRACT- OPERATI ON :: = {
ARGUVENT Regi st er - MSAr gunent
RESULT Regi st er - MSResul t
ERRORS {attripute-error | auto-actlion-request-error | 1nvalid-paraneters-grror |

8.2.5.1 Register-MS-argument

Regi stler - MSAr gunent ::= SET {

security-error | service-error | old-credentials-incorrectly-speciyied |
new- cr edenti al s-unaccept abl e,
-- 1994 extension additions -- |,
message-group-error | nme-extension-error | register-ns-error}
CODE op-regi ster-nms }

autfo- action-regi strations [0] SET SIZE (1..ub-auto-registrati ons)\OF Aut oActi onRegi st|ration

OPTI ONAL,

aut|o-action-deregistrations [1] SET SIZE (1..ub-auto-registrations) OF AutoActionDeregilstration

ligt-attribute-defaults [2] SET SIZE (O0..ub-default-regihstrati ons) OF ATTRI BUTE. & g

fetlch-attribute-defaults [3] SET SIZE (0..ub-default-registrations) OF ATTRI BUTE. &i d

OPTI ONAL,
({AttributeTabl e}) OPTIL.ONAL,

({AttributeTabl e} ), ~ OPTI ONAL,

chgnge-credential s [4] SEQUENCE {

ol d-credential s [0] Credentials (WTH COVWPONENTS {sinple}),

new- credential s [1] Credentiral s (W TH COVPONENTS {sinple})} OPTI ONAL,
usgr-security-1abels [5] SET SIZE (1..ub>l"abel s-and-redirections) OF Securitylalel

OPTI ONAL,
-- 1994 extension --

ua-|regi strations [6] SET SIZE(1l.”. ub-ua-registrations) OF UARegi stration OPTI|ONAL,
subjm ssi on-defaul ts [ 7] MsSSubmisssi onOptions OPTI ONAL,

meslsage- group-regi strations [8] MessageG oupRegi strati ons OPTI ONAL,
redi stration-status-request [9] Registrati onTypes OPTI ONAL,
redi st er - ms- ext ensi ons [10] MSExtensions OPTI ONAL }

The parameters of register-MS-argumént-have the following meaning:

a

Auto-action-registrations (O): This is a set of auto-action-registration (see 6.5.2), one for pach auto-
action to be registered: The new auto-action registration-parameter replaces any previously regisfered auto-
action (if any) with)that registration-identifier and auto-action-type.

In the absente of auto-action-registrations, no new auto-actions are registered.

Auto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each autp-action to
be detegistered. Any registered auto-action with registration-identifier and auto-action-type matdhing those
in an"auto-action-deregistration is deregistered.

Aut glActionDer ngi stration = SEQJENCE [

©)

aut o-action-type AUTO‘ACTI O\|L8d d ({AutoActionTable}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1 }

In the absence of auto-action-deregistrations, the existing set of registered auto-actions remains unchanged,
except where updated by auto-action-registrations.

List-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked List abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active UA-
registration does not specify UA-list-attribute-defaults.

In the absence of list-attribute-defaults, there is no change to the registered default (if any). The list-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 1 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.
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Fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked Fetch abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active UA-
registration does not specify UA-fetch-attribute-defaults.

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 2 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.

Change-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the
identity of the MS-user to the MS.

The old-credentials are the current credentials of the MS-user, and the new-credentials are the credentials
proposed for future use in MS-bind.

Ifl)l otected=authentreattontstused-withimmttrator=cr uduuﬁalo, then Pr Utufwd-uhausu-u cdenttats (see bullet
k) provides an alternative to change-credentials. At most one of change-credentials and proteet¢d-change-
credentials shall be present in Register-MS-argument. In the absence of both, the previously|registered
credentials remain unchanged.

The credentials of the MS-user may differ in value from the initiator-credentials detailed in 8.1.1.1.1.2 of
ITU-T Rec. X.411 | ISO/IEC 10021-4. The credentials used between the MTS-uaser-(the MS) anfl the MTS
are maintained separately and may be changed by use of the Administrafion” Port's Registey abstract-
operation.

User-security-labels (O): This contains the security-label(s) of the MS abstract-service-user, iffthey are to
be changed. User-security-labels is defined in 8.4.1.1.1.7 of ITU-T Rec: X.411 | ISO/IEC 1002144.

In the absence of this parameter, the user-security-labels remain‘gnichanged.

NOTE 3 — Some security-policies may permit the user-security-labels to be changed in this way only if a secure
link is employed. Other local means of changing the user-security-labels in a secure manner may be|provided.

UA-registrations (O): This specifies one or more amendments to the set of UA-registrations. [f the MS-
bind-argument of the present or a subsequently established abstract-association identifies a UA-rpgistration
that was registered by means of this parameter, then the defaults specified below, associated with that
registration, shall apply for the duration of that abstract-association (see 7.1.1, item f).

NOTE 4 — On different occasions a user‘may employ different UAs to communicate with the MS.
UARegi stration ::= SET {
ua-registration-identifjier” [0] Registrationldentifier,
ua-list-attribute-defaults [1] SET Sl ZE(O..ub-default-registrations) OF
ATTRI BUTE. & d ({AttributeTabl e}) OPTI ONAL,
ua-fetch-attributexdefaults [2] SET Sl ZE(O..ub-default-registrations) OF
ATTRI BUTE. & d ({AttributeTabl e}) OPTI ONAL,
ua- subm ssi on-(defaul t s [ 3] MSSubmi ssi onOpti ons OPTI ONAL,
content-specific-defaul ts [ 4] MSExt ensi ons OPTI ONAL }

The components of\UA-registration are as follows:

1) UA-registration-identifier (M): An identifier for this UA-registration. If the same valjie of UA-
registration-identifier was specified in a previous invocation of this abstract-operation| then the
compeorents present in the new registration replace the corresponding components of the previous
régistration; otherwise a new UA-registration is created. If the value of UA-registratior-identifier
matches that optionally present in the MS-bind-argument which established the currenft abstract-
association, then the new UA-registration takes immediate effect.
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registration is recorded and any existing UA-registration bearing this UA-registration-identifier is
deleted.

NOTE 5 — A UA-registration is likely to contain values influenced both by the design of the UA and by

user controlled options. It may be desirable for the UA-registration-identifier to be made configurable by
the user rather than fixed in the UA implementation.

2) UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed List abstract-operation if the entry-information-selection parameter is absent.
In the absence of this component, there is no change to the UA-list-attribute-defaults defined for this
UA-registration (if any).

3) UA-fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed Fetch abstract-operation if the entry-information-selection parameter is absent.
In the absence of this component, there is no change to the UA-fetch-attribute-defaults defined for this
UA-registration (if any).
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4) UA-submission-defaults (O): This specifies the submission-options parameter which shall be used in a
subsequently performed MS-message-submission or MS-probe-submission abstract-operation when the
submission-options parameter is absent. The value draft is not permitted for the object-entry-class
component (see 8.1.6). In the absence of this component, there is no change to the UA-submission-
defaults defined for this UA-registration (if any).

5) Content-specific-defaults (O): This specifies registrations specific to a particular content-type. The
definition of a content-specific default appears in the Specification for the content-type concerned. In
the absence of this component, there is no change to the content-specific-defaults defined for this UA-
registration (if any).

Any existing UA-registration omitted from UA-registrations remains unaltered. In the absence of UA-
registrations, no change is made to existing registrations.

) gl ge-Su MS-probe-
submission is absent when those abstract-operations are invoked, and no UA-registration is specjfied when
the abstract-association is established (or that UA-registration did not specify UA-submission-d¢faults), or
where the MS itself performs submission while processing an auto-action, this parameter.supplis defaults
for the submission-options argument. The initial state of the parameter, which is deséribed in 8.[.6, is that
all its components are absent and assume their default values. These values persist until charqged by an
invocation of the Register-MS abstract-operation. The value draft is not permitted for the object-pntry-class
component. In the absence of this parameter, the value of submission-defaults\is unchanged.

i] Message-group-registrations (O): This specifies amendments to (the”set of message-group-names
registered by the MS-user which may be employed for the classification and organization of MS entries
(see 6.4). An attempt to add a value to an entry's message-group-name attribute shall result in an error
unless the specified value was previously registered by means,of.this parameter.

MessageG oupRegi strations ::= SEQUENCE Sl ZE(Z... ub-defaul t-registrations) OF CHO CE {
regi ster-group [0] MessageGr oupNaneAndDescri ptor,
der egi st er-group [1] MessageGoupNane,
change-descriptors [2] Message@ oupNaneAndDescri ptor }
MessageG oupNaneAndDescri ptor ::= SET Y
message- gr oup- nane [0] MessageG oupNane,
nmessage- group-descriptor [1] General String (SIZE(1..ub-group-descriptor-Iength))
OPTI ONAL }

The components of message-group-=registrations are as follows:

1) Register-group (O): Theé\message-group-name specified is added to the set of registered message-
groups. A message-gtoup-name remain registered until explicitly deregistered in a gubsequent
Register-MS abstract-operation. An error results from an attempt to register a message-gfoup-name
which is already registered. Where a specified message-group-name contains more than ¢ne group-
name-part, amerror results unless a registration currently exists for that name less its final grpup-name-
part.

NOTE 6 — Consequently, every message-group-name that contains more than one group-namg-part has a
parent message-group-name above it in the notional message-group-name hierarchy.

The message-group-descriptor is an optional component which provides an informal desfription of
each message-group registered.

2) Deregister-group (O): The message-group-name specified is removed from the set of message-group-
registrations. A message-group-error is reported if any child message-group-name (i.e. one formed by
adding a group-name-part to the specified message-group-name) is currently registered. A message-
group-error is also reported if the specified message-group-name is not registered, or is in use, i.e. is
assigned to the message-group-name attribute of any entry, or is referenced in a registered Auto-
modify auto-action.

3) Change-descriptors (O): The supplied value of message-group-descriptor replaces the stored value for
the message-group-name specified. A message-group-error is reported if a specified message-group-
name is not registered.

The components of message-group-registrations shall be applied in the order presented. In the absence of

message-group-registrations, no change is made to the registered set of message-group-names and
descriptors.
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),

Registration-status-request (O): This parameter is used to request information from the MS concerning
the current settings of defaults and other registered items. The result returned reflects the state of registered
information after all other parameters of register-MS-argument have been processed. The parameter
contains several elements each of which, if set, requests the registration status of the corresponding class of
information. In the absence of this parameter, no registration status information is requested.

Regi strationTypes ::= SET {
regi strations [0] BIT STRING {
aut o-action-regi strations (0),
list-attribute-defaults (1),
fetch-attribute-defaults (2),
ua-registrations (3),
subnmi ssi on-defaul ts (4),

message- group-regi strations (5) } OPTI ONAL,
extended-regi strations [1] SET OF MS-EXTENSI ON. & d OPTI ONAL,
restrict-message-groups [2] MessageG oupsRestriction OPTI ONAL }

The components of registration-types have the following meaning:

1) Registrations (O): This specifies the items of registered information requested. Ong ‘or moye of auto-
action-registrations, list-attribute-defaults, fetch-attribute-defaults, UA-registrations, sfibmission-
defaults, and message-group-registrations may be requested.

2) Extended-registrations (O): This specifies those items of extended registered information rpquested.

3) Restrict-message-groups (O): If message-group-registrations is requested, this component specifies
restrictions on the information returned.

MessageG oupsRestriction ::= SET {
par ent - gr oup [0] MessageGroupNane OPTI ONAL,
i medi at e- descendants-only [1] BOOLEAN DEEAULT TRUE,
om t-descriptors [ 2] BOOLEAN,DEFAULT TRUE }

If parent-group is specified only those registered*message-groups which are children of this parent-
group shall be returned, i.e. those message-group-names which are formed by adding orfe or more
group-name-parts to the parent-group name: }f immediate-descendants-only is true, then fonly those
message-group-names formed by addingca single group-name-part to the parent-group ar¢ returned,
otherwise all descendant message-group-names are returned. If immediate-descendants-oply is frue
and parent-group is absent, then only:those message-group-names which contain a single grpup-name-
part are returned. If omit-descriptors is true, then message-group-descriptors shall be omittdd from the
result.

If restrict-message-groups-is absent (and message-group-registrations is requested), then all registered
message-group-namesand descriptors are returned. Restrict-message-groups shall be jomitted if
message-group-registrations is not specified.

Register-MS-extensions (O): This parameter allows for future general and content-specific exfensions to
register-MS-apgument. The following extension is defined in this Service Definition.

— Protected-change-credentials (O): This specifies a change in the credentials used in MIS-bind to
authenticate the identity of the MS-user to the MS, if protected-authentication is used. In order to
provide similar protection to the new-credentials, the change is transmitted as a modificgtion to be
applied to the old-credentials, rather than transmitting the new-credentials unprotectefl. This is
described in Annex H of ITU-T Rec. X.402 | ISO/IEC 10021-2.

prot ect ed- change-credentials MsS-EXTENSION ::= {
Pr ot ect edChangeCredenti al s | DENTI FI ED BY
i d- ext - prot ect ed-change-credential s }

Pr ot ect edChangeCredential s Ms:: = SEQUENCE {
algorithmidentifier [0] I MPLICIT OBJECT | DENTI Fl ER,

ol d-credential s InitiatorCredentials (WTH COWONENTS {
protected PRESENT } ),
password-delta [2] IMPLICIT BIT STRING }

The components of protected-change-credentials are as follows:

1) Algorithm-identifier (M): This specifies the algorithm used to compute the password delta.

2) Old-credentials (M): This is the current credentials of the MS-user for authentication, and is processed

as for protected-authentication in MS-bind.
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3) Password-delta (M): This specifies the change to be made to the existing value of Protectedl (which
the MS has stored) to derive the new value of Protectedl. Protectedl is defined in ITU-T
Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The following standardized value of algorithm-identifier is provided; other values may be the subject
of future standardization or may be registered privately:

— id-alg-password-xor: The new protectedl is derived by a bitwise exclusive-or between the
previous value of protectedl and the supplied password-delta.

NOTE — The xor password change algorithm is only suitable if the algorithms chosen for password
protection are such that protected! is of fixed length.

At most one of change-credentials and protected-change-credentials shall be present in Register-MS-
argument. In the absence of both, the previously registered credentials remain unchanged.

8.2.5.2 Register-MS-result

Should th¢ request succeed, the register-MS-result shall be returned.

Regi st er- MSResult ::= CHO CE {

no- st at us-information NULL,
-- 1994 extension --
regi stered-informati on SET {

aut o-action-regi strations [0] SET Sl ZE(1..ub-auto-registrations)~OF
Aut 0Act i onRegi stration OPTI@GNAL,
list-attribute-defaults [1] SET SIZE(1..ub-default-registrations) OF ATTRI BUIE. & d
({AttributeTabl e}) OPTI ONAL; j
fetch-attribute-defaults [2] SET SIZE(1..ub-default-registrations) OF ATTRI BUIE. & d
({AttributeTabl e}) GPTIONAL,
ua-registrations [3] SET SIZE(1..ub-ua-reghstrati ons) OF UARegi stratidn
OPTI ONAL,

submi ssi on-defaul ts [4] MSSubmi ssi onOpt i ,ons—~OPTI ONAL,

message- group-regi strations [5] SET SIZE(1..ub~nessage-groups) OF
MessageG oupNaneAndDescri pt or OPTI ONAL,

regi ster-ms-resul t-extensions [6] MSExtensi ons“OPTI ONAL } }

The parameters of register-MS-result have the following meaning:

a) No-status-information (C): Present if registration-status-request was absent from the| register-
MS argument.

b) Registered-information (C): This contains the information requested in the registration-stajus-request
parameter of the register-MS-argument. Each component of registered-information correspgnds to the
similarly named component .of the register-MS-argument. The presence of an element of infogrmation is
conditional upon the setting of the corresponding component of registration-status-request, angl upon the
availability of a value for that element. The information conveyed in the result reflects the vajues of the
registered information ‘subsequent to the processing of any registrations or deregistrations requegted in the
register-MS-argumient. The register-MS-result-extensions component allows for future general ajd content-
specific extensionsito register-MS-result. No extensions are defined in this Service Definition.

8.2.5.3 Register-MS abstract-errors

Should th¢ request ‘fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-egrors will be reported are defined in clause 9. In addition to those abstract-errors which arise directlyf(e.g., from
an invalid change-credentials parameter), the MS shall generate an abstract-error where a registration affecting the
subsequentt petformance of List, Fetch, or an auto-action would cause that abstract-operation or auto-action tof fail.

NOTE — This occurs, for example, where list-attribute-defaults include an unavailable attribute-type, or where an auto-action-
registration contains a filter which makes reference to an unavailable attribute-type.

8.2.6 Alert abstract-operation

The Alert abstract-operation enables the MS to inform the MS-user of the delivery of a message or report, whose
attributes match the selection criteria of one of the auto-alert-registration-parameters (see 13.1) previously supplied by
means of the Register-MS abstract-operation or by subscription.

The Alert abstract-operation may be invoked only during an existing abstract-association initiated by the MS-user, and
only as a result of entries created after the establishment of the abstract-association.

The presence of entries which have been created between abstract-associations, and match the registered selection
criteria, shall be indicated in the result of the MS-bind abstract-operation which establishes the next abstract-association.
No Alert abstract-operation will be invoked for these entries (see 7.1.2, item d).
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The Alert abstract-operation will be successful only when access to the Delivery entry-class is permitted according to the
security-context and the security-policy in force.

al

ert ABSTRACT- OPERATI ON :: = {
ARGUVENT Al ert Ar gunment
RESULT Al ert Resul t
ERRORS {security-error}
CODE op-alert }

8.2.6.1 Alert-argument

Al ert Argunment ::= SET {

alert-registration-identifier [0] I NTEGER (1..ub-auto-actions),
newentry [2] Entrylnformation OPTI ONAL }

The parameters of the alert-argument have the following meaning:

a)

Alert-registration-identifier (M): Indicates the registration-identifier of the registered Auto-alert auto-

b

8.2.6.2

Should th
A

8.2.6.3

Should th
policy in f

8.2.7

The Modify abstract-operation enables the MS-user to add or remove attributes, or individual attribute-values

with one
operation
relevant S
performan
Applicatig

When Mo
listed abst]
shall be d
are summ:

If the argy
entries arg
selected ef
abstract-of
modified §

action which caused the alert (see 6.5.2 and [3.1).

New-entry (O): This conveys the information from the new entry which was requested in-the
registration-parameter (see 13.1). It may be absent if the MS-user did not specify requested-attrih
auto-alert-registration-parameter.

NOTE - Even if the requested-attributes component is not specified in the auto-alert:registration-paraj
entry, if present, will indicate the sequence-number of the entry.

Alert-result

e request succeed, the alert-result will be returned.

ertResult ::= NULL

Alert abstract-errors

b request fail, the security-error will be reported. This occtirs)when the abstract-operation violates th
pree.

Modify abstract-operation

or more MS entries. Only certain generdl-attribute-types are subject to modification using thi
see 11.6). Attribute-types specific to a patticular content-type, and subject to modification, are def]
pecification. The definition of an attribute-type which is subject to modification may specify restricti
ce of the Modify abstract-operation.” The Modify abstract-operation is not standardized for use
n Contexts.

dify is invoked, the MS first-verifies that the supplied argument is valid; if any errors are found,
ract-errors is returned. All static errors, i.e. those which may be detected by examining the modify-
ptected before any attempt is made to apply the specified modifications to the selected entries; the s
hrized at the foot of 8:2.7.1.

ment is valid, the specified modifications are applied to each of the selected entries in the order spec
ument. Alkmodifications shall be applied to a selected entry before any modifications are applied
try. If.the modification of an entry cannot be performed, then that entry is restored to its original st
peration “terminates with a modify-error. However, entries already modified successfully, remai
tate and are reported in the modify-error.

huto-alert-
utes in the

neter, new-

e security-

associated
5 abstract-
ned in the
ons for the
with 1988

one of the
argument,
atic errors

fied in the
o the next
hite and the
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nodi fy ABSTRACT- OPERATI ON :: = {
ARGUVENT Modi f yAr gurmrent
RESULT Modi f yResul t
ERRORS {attribute-error | invalid-paranmeters-error | security-error |

sequence-nunber-error | service-error | nodify-error | nessage-group-e
entry-class-error | ms-extension-error,
... ~-- For future extension additions --}

CODE op-nodi fy }

8.2.7.1 Modify-argument

Modi f yArgument ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
entries CHO CE {
sel ector [1] Sel ector,
specific-entries [2] SEQUENCE Sl ZE(1..ub-nessages) OF SequenceNumber },
nmodi fi cations [3] SEQUENCE Sl ZE(1..ub-nodifications) OF EntryModification,
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nodi f y- ext ensi ons [4] MSExt ensi ons OPTI ONAL }
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The parameters of modify-argument have the following meaning:

: 1999 (E)

a) Entry-class (O): This specifies the entry-class which contains the entries to be modified. If an entry-class

b)

not subject to modification is specified then an entry-class-error is generated.

Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or ex
sequence-number. If the specific-entries component is present, the existence of each entry shall

plicitly by
be verified

before any modifications are applied and a sequence-number-error reported if one or more does not exist.

Entries shall be processed in the order specified.

Modifications (M): This defines a sequence of modifications, which shall be applied to each selected entry
in the order specified. The attribute-types present in the parameter shall be examined before any
modifications are applied, and an attribute-error reported if an unsupported attribute-type, or one not subject

to modification, is specified.

EntryMbdi fication ::= SET {

strct H-61+—BEE-EAN-BEFASETFALSE
nmodi fication CHO CE {
add-attribute [1] Attribute,
remove-attribute [2] ATTRIBUTE. & d ({AttributeTable}),

add- val ues [3] OrderedAttribute,
renmove- val ues [4] OrderedAttribute } }
OrderedAttribute ::= SEQUENCE {

attribute-type ATTRIBUTE. & d ({AttributeTable}),

attribute-val ues SEQUENCE S| ZE(1..ub-attribute-val ues) OF _SEQUENCE {
-- at least one nust be specified --
val ue [0] ATTRI BUTE. &Type ({AttributeTabl e} {@ttribute-type}) OPTI
position [1] I NTEGER (1..ub-attribute-val ues)\OPTI ONAL } }

The components of entry-modification have the following meaning:

1) Strict (O): This specifies whether a strict interpretation of the modification requests shall b
For each type of modification defined below, one or more minor error conditions are defing
is true, the occurrence of any of these minor errorssshall cause the termination of the abstract
with a modify-error. If strict is false, then the{performance of the abstract-operation shal
regardless of the occurrence of a minor error.

2) Modification (M): This indicates the modification requested.

If add-attribute is specified, this identifies a new attribute to be added to the selected entrie
fully specified by the argument. Ifistrict interpretation is requested an attempt to add
existing attribute to an entry causes the termination of the abstract-operation with a modi
strict interpretation is not requested then the new attribute replaces any existing attribute.

If remove-attribute is specified, this identifies (by its type) an attribute to be removed
selected entries. If strict interpretation is requested an attempt to remove an attribute wih
present in an entry causes the generation of a modify-error; otherwise the abstract-operation

If add-values.js-specified this identifies an attribute by the attribute-type in the argument
more values'to’be added to it for each selected entry. If strict interpretation is requested and 3
of the specified type is not already present in the entry, a modify-error is generated; oth
attribute*is created. If strict interpretation is requested, an attempt to add a value which
present in the attribute causes the generation of a modify-error; otherwise the value is addg
ihterpretation is requested, an attempt to add a second instance of a value to an attribute whi
permit multiple instances of the same value causes the generation of a modify-error; oth
request is ignored. If position is specified it identifies the position within the sequence o

ONAL,

e followed.
d. If strict
-operation
| continue

5, which is
in already
fy-error. If

from the
yich is not
continues.

hind one or
n attribute
erwise the
is already
d. If strict
h does not
erwise the
[ attribute-

values that the supplicd value shatt occupy. If a position iS speciticd witich exceeds the

number of

attribute-values present by more than one, a modify-error is generated, regardless of the value of the
strict parameter. If an attribute-value already occupies the specified pesition, then that value, and all

values which follow it, are displaced. Where position is omitted, the new values are added
of the sequence of attribute-values. An attribute's first value occupies position 1.

to the end

If remove-values is specified this identifies an attribute by the attribute type in the argument and one
or more values to be removed from it for each selected entry. If strict interpretation is requested and the

attribute is absent from the entry (or lacks any of the specified values), then a modi
generated; otherwise the abstract-operation continues. If more than one attribute-value
specified value, and a position component is not present, then all such attribute-values are r
a position component is present then only the attribute-value at that position is removed;

fy-error is
matches a
emoved. If
the value

component need not be supplied and is ignored if present. If a position is specified which exceeds the
number of attribute-values present, then a modify-error is generated regardless of the value of the strict

parameter. If all attribute-values are removed, then the attribute is removed from the entry.
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An attribute-error is generated if the add-values or remove-values modification is specified for a single-

valued attribute-type. This static error is detected before any modifications are applied.

d) Modify-extensions (O): This parameter allows for future general and content-specific extensions to

modify-argument. No extensions are defined in this Service Definition.

NOTE — To summarize, the following static errors are detected before any modifications are attempted:

a) an entry is specified which does not exist, or belongs to an entry-class not subject to modification;

b) modification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed to by the
MS-user), or for an attribute-type not subject to modification;

c) an add-values or remove-values modification is specified for a single-valued attribute-type;

d) a request is made to assign an unregistered message-group-name to an entry.

8.2.7.2 Modify-result

Should th
M

The parameters of modify-result have the following meaning:

a

8.2.7.3

Should th¢ request fail, one of the listed abstract-errors shall be reported. Clause 9 defines the circumstances uf
each abstrpct-error is reported.

8.3

The following abstract-operations are available.at the MS-submission Port:

C

These abs
offer addi
operation
operation
operation

a) MS-message-submission;

b) MS-probe-submission;

d) MS-submission-¢ontrol.

b request succeed, the modity-result shall be returned.
bdi f yResult ::= SET {

nmodi fy-resul t-extensions [1] MSExt ensions OPTI ONAL }

Entries-modified (C): This identifies the entries selected for modification(I-is present if tl
component was present in the modify-argument, and at least one entry was selected for modifid
absent otherwise.

NOTE -1t is possible for an entry selected for modification to remain unchanged after the modifig
been applied.

Modify-result-extensions (C): This parameter allows for futare'general and content-specific ex
modify-result. No extensions are defined in this Service Definition.

Modify Abstract-errors

MS-submission Port abstract-operations

MS-cancel-deferred-delivery;

ract-operationsicorrespond directly to those supplied at the Submission Port of the MTS Abstract S
ional functionality related to the storage capabilities of the MS. When an MS-message-submissio
or MS-pfobe-submission abstract-operation is invoked, the MS extracts those parameters of th

at the MTS Submission Port. Where submission to the MTS is not requested, the effect of the MS

entries-nodified [0] SEQUENCE Sl ZE( 1. . ub-nessages) OF SequenceNurberi\ GPTI ONAL,

e selector
ation. It is

ations have

ensions to

)der which

ervice, but
h abstract-
b abstract-

prgumentwhich concern MS-specific activity and, where submission is requested, invokes the corjesponding

-message-

submissio:

8.3.1

1 ‘abstract-operation is to create an entry in the Draft entry-class.

MS-message-submission abstract-operation

The MS-message-submission abstract-operation is used to submit a message to the MTS and optionally store a copy of
it, either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. Alternatively,
the message may be stored (without submission) in the Draft entry-class. MS-message-submission makes use of the MTS
Message-submission abstract-operation, which is defined in 8.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ns- message- subm ssi on ABSTRACT- OPERATI ON :: = {
ARGUVENT MSMessageSubmi ssi onAr gurrent
RESULT MSMessageSubmi ssi onResul t
ERRORS {subm ssion-control -viol ated | el enent-of-service-not-subscribed |
originator-invalid | recipient-inproperly-specified | inconsistent-re

46

security-error | unsupported-critical-function | renote-bind-error,
-- 1994 extension additions -- |,

quest |

nms- extension-error | message-group-error | entry-class-error | service-error}

CODE op- ms- nessage- submi ssi on }
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8.3.1.1 MS-message-submission-argument

MSMessageSubmi ssi onArgurment :: = SEQUENCE {
COVPONENTS OF MessageSubmi ssi onArgunent -- This inported type has IMPLICIT tags -- ,
-- 1994 extension --
submi ssi on-options [4] MSSubm ssi onOpti ons OPTI ONAL }

The parameters of MS-message-submission-argument have the following meaning:

a) Message-submission-argument (M): This contains the argument of the Message-submission abstract-
operation as defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

This Service Definition defines an extension (see 9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4) to the
message-submission-argument of the MTS abstract-service. This extension, forwarding-request, may be
present only if a 1988 Application Context is in use.

forwar di ng-request EXTENSION :: = {
Segtrereetbers

| DENTI FI ED BY st andar d- ext ensi on: 36 }

This extension is present if the MS-user requests that a delivered-message stored in ‘the”MS is to be
forwarded to other users. It indicates the sequence-number of the entry to be forwarded. The|request is
processed as defined in the Specification for the content-type of the forwarding message. Aln error in
processing the forwarding-request is reported using the inconsistent-request abstract-error of] 8.2.2.7 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE 1 — When a 1988 Application Context is in use forwarding-request provides a mechanism forf forwarding
delivered-message entries. In the 1994 Application Contexts a content-gpecific mechanism may be pvailable to
enable submitted messages to incorporate the content (in whole or part)<f entries of the Stored-mefsage entry-
class. See 19.5.1 of ITU-T Rec. X.420 | ISO/IEC 10021-7 for an instahce of use of each of these meclanisms.

b) Submission-options (O): This contains submission requests which/are specific to MS operation (see 8.1.6).
If these indicate that submission to the MTS is requesteds\the MS removes this parametef from the
argument before invoking Message-submission. If theparameter is absent and the presenf abstract-
association identified a UA-registration in its MS-bind-argument, the submission-options are dfawn from
the UA-submission-defaults of that UA-registration (see 8.2.5.1, item g). If the parameter is abs¢nt and the
present abstract-association did not identify a UA=registration, or the UA-registration did not cqntain UA-
submission-defaults, the submission-options are*drawn from the general (non UA-specific) syibmission-
defaults registered by Register-MS.

NOTE 2 — Where submission-options_tequest the creation of a draft-message entry, the message-$ubmission-
argument must be syntactically compléte, in order to conform to the abstract-syntax of the abstract-operation.

8.3.1.2 MS-message-submission-result

Should th¢ request succeed, the MS-message-submission-result shall be returned.

MBMessageSubmi ssi onResul t™7: = CHO CE {
ms-result SET {
COVPONENTS Gk MessageSubm ssi onResult -- This inported type has IMPLICIT thgs -- |,

- ~1994 extension --
nms- message-result [4] CommonSubni ssionResults OPTI ONAL },
-- 1994 extension --
store-draft-result [4] CommonSubmi ssionResults }

The parameters of VIS-message-submission-result have the following meaning:

a) AMMFS-result (C): This is returned only if the MS-user requested submission of the message to th¢ MTS and
that submission was successful. It contains the following components:

1) Message-submission-result (M): This contains the result of the Message-submission abstract-
operation defined in 8.2.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

2) MS-message-result (C): This contains results specific to MS operation. The components of common-
submission-results shall be present in the cases defined in 8.1.7.

b) Store-draft-result (C): This is returned if the MS-user requested creation of a draft-message entry in the
Draft entry-class rather than submission to the MTS. The created-entry component indicates the sequence-
number of the newly created draft-message entry. The other components of store-draft-result are defined
in 8.1.7.

8.3.1.3 MS-message-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or in 8.2.1.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.
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8.3.2 MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. MS-probe-
submission makes use of the MTS Probe-submission abstract-operation, which is defined in 8.2.1.2 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

nms- probe- subm ssi on ABSTRACT- OPERATI ON :: = {

ARGUVENT MSPr obeSubmi ssi onAr gunent

RESULT MSPr obeSubmi ssi onResul t

ERRORS {subm ssion-control -viol ated | el enent-of-service-not-subscribed |
originator-invalid | recipient-inproperly-specified | inconsistent-request |
security-error | unsupported-critical-function | renote-bind-error,

-- 1994 extension additions -- |,

nms- extension-error | message-group-error | entry-class-error | service-error}

CODE op- ms- pr obe- submi ssi on }

8.3.2.1 MS-probe-submission-argument
MBPr obeSubmi ssi onArgunent ::= SET {

The paranpeters of MS-probe-submission-argument have the following meaning:

a

8.3.2.2
Should th

M

a

COVPONENTS OF Pr obeSubmi ssi onArgunent -- This inported type has IMPLLCI T t ags
-- 1994 extension --
submi ssi on-options [4] MSSubm ssi onOpti ons OPTI ONAL }

Probe-submission-argument (M): This specifies the argument of the Probe-submission abstrac{-operation
as defined in 8.2.1.2.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
Submission-options (O): This contains submission requests whichare specific to MS operation (see 8.1.6).
The MS removes this parameter from the argument before invoking Probe-submission. The oljject-entry-
class component of this parameter shall not contain the valuedraft; the relevant Specification myy indicate
what action (if any) is taken concerning the MS-submigsion-extensions component, if one is [present. If
submission-options is absent and the present abstractéassociation identified a UA-registration fn its MS-
bind-argument, the submission-options are drawn from the UA-submission-defaults of that UA-rpgistration
(see 8.2.5.1, item g). If the parameter is absent and.the present abstract-association did not identify a UA-
registration, or the UA-registration did not contdin UA-submission-defaults, the submission-gptions are
drawn from the general (non UA-specific) submission-defaults registered by Register-MS.

MS-probe-submission-result

b request succeed, the MS-probe-submission-result is returned.

SPr obeSubmi ssi onResult :: = SET {
COVMPONENTS OF ProbeSubm ssi onResult -- This inported type has IMPLICIT tags --
-- 1994 extension --
ms- probe-result [4]° ConmpbnSubm ssi onResul ts OPTI ONAL }

The paranpeters of MS-probeésubmission-result have the following meaning:

Probe-submission-result (M): This is the result of the Probe-submission abstract-operation as [defined in
8.2.1.2.20fITU-T Rec. X.411 | ISO/IEC 10021-4.
MS-probe-result (C): This contains results specific to MS operation. The components of] common-
submission-results shall be present in the cases defined in 8.1.7.

MS-probe-submission-Abstract-errors

8.3.2.3

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or 8.2.1.2.3 of ITU-T

Rec. X.41

1 | ISO/IEC 10021-4 shall be reported.

8.3.3 MS-cancel-deferred-delivery abstract-operation

The argument, result, and errors of the MS-cancel-deferred-delivery abstract-operation are identical with those of the
Cancel-deferred-delivery abstract-operation defined in 8.2.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nms- cancel - def erred-del i very ABSTRACT- OPERATI ON :: = cancel -def erred-del i very

If the request for cancellation of deferred delivery is successful, the MS searches for an entry in the Submission and
Submission-log entry-classes corresponding to the submitted-message for which deferred-delivery has been cancelled. If
this entry is present, the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date and time at
which delivery cancellation occurred, and shall update the AC-report-summary attribute to record the cancellation.
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8.3.4 MS-submission-control abstract-operation

: 1999 (E)

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the

Submission-control abstract-operation defined in 8.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nme- subm ssi on-control ABSTRACT- OPERATI ON :: = subm ssi on-control

9 Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operations at the Retrieval Port and

MS-submission Port:

a) Attribute error;

bl—_Auto-action request error:
1T

c) Delete error;
d) Fetch restriction error;

e) Invalid parameters error;

f] Range error;

g) Security error;

h) Sequence-number error;
i] Service error;

j] Message-group error;

k) MS-extension error;

1] Old credentials incorrectly specified;

) New credentials unacceptable;
Register-MS error;
o) Modify error;

p) Entry-class error.

9.1 rror precedence

When an ferror is detected during the performance of an abstract-operation, the MS shall discontinue prog
abstract-operation and return the:error to the MS-user. Where more than one error is manifest, the actual erro
are at the fliscretion of the MS.

NOTE { When using a 1988 Application Context, the MS is not required to discontinue processing the abstract-operat
error is|encountered/Consequently, several abstract-errors allow more than one error to be reported.

9.2 A ttribute-error

An Attriblute-error reports an attribute related problem

attribute-error ABSTRACT- ERROR :: = {
PARAMETER SET {
probl ens [0] SET SIZE (1.. ub-per-entry) OF SET {
probl em [0] AttributeProblem
type [1] ATTRIBUTE. & d ({AttributeTable}),
val ue [2] ATTRI BUTE. &Type ({AttributeTable} {@type}) OPTIONAL} }
CODE err-attribute-error }

AttributeProblem::= | NTEGER {

invalid-attribute-val ue (0),

unavai |l abl e-attri bute-type (1),

i nappropri at e- mat chi ng (2),
attribute-type-not-subscribed (3),

i nappropriate-for-operation (4),

-- 1994 extensions --

i nappropriate-nodification (5),

singl e-val ued-attribute (6) } (0..ub-error-reasons)

ITU-T Rec. X.413 (1999 E)

essing the
s returned

on when an

49


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
attribute-type, and, if necessary to avoid ambiguity, the value which caused the problem:

a) invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-operation does
not conform to the data-type defined for the attribute-type concerned.

b) unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-operation is not
one of those which is supported by the MS.

c) inappropriate-matching: The filter contains a filter-item in which an attribute is matched using a matching

rule (equality, ordering, substrings, or other-match) that is not defined for that attribute-type or is not

supported by the MS.

d) attribute-type-not-subscribed: An attribute-type used as an argument of the abstract-operation is

9.3

An Auto-4

a

The paranpeter has the following meaning:

P
a

a

not one of

TITOSE 1o Witich The MS-User as Subscribed.

NOTE — A change in subscription is not necessarily reflected in the attributes present in an entry\crg
the change.

inappropriate-for-operation: An attribute-type used as an argument of the abstract-operation is
for its required use.

inappropriate-modification: An attribute-type which is not subject to modification has been
argument of the Modify abstract-operation.

single-valued-attribute: An attempt has been made to use the Modifyabstract-operation to apg
values or remove-values modification to a single-valued attribute-tgpe:

Auto-action-request-error

\ction-request-error reports a problem related to the registration of an auto-action.

it 0- acti on-request-error ABSTRACT- ERROR :: = {
PARAMETER  SET {
probl ens [0] SET SIZE (1..ub-autoéregistrations) OF SET {
probl em [0] AutoActi onRequest Probl em
type [1] AUTO ACTI ON. &\d ({Aut oActionTable})} }
err-auto-action-request-error }

it 0Act i onRequest Probl em :: = | NTEGER {

unavai | abl e- aut o-acti on-type (0),

aut o-acti on-type-not - subseribed (1),

-- 1994 extension --

not-willing-to-perform (2) } (0..ub-error-reasons)

roblems (M): The particular problems encountered. Each problem is accompanied by an indica
ito-action-type which caused the problem:

unavailable-auto-action-type: An auto-action-type used as an argument of the abstract-operation
of thesewhich is supported by the MS abstract-service-provider.

bI) auto-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-opera

ated before

lunsuitable

hsed as an

ly an add-

ion of the

is not one

tion is not

one of those to which the MS-user has subscribed.

c) not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead to an
excessive consumption of resources.
9.4 Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries of an entry-class.

del et e-error ABSTRACT- ERROR :: = {

50

PARAMETER SET {
probl ens [0] SET SIZE (1..ub-nmessages) OF SET {
probl em [0] Del et eProbl em
sequence- nunber [1] SequenceNunber},
-- 1994 extension --
entries-deleted [1] SET SIZE (1..ub-nessages) OF SequenceNunmber OPTI ONAL }
CODE err-del ete-error }

ITU-T Rec. X.413 (1999 E)
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Del et eProbl em :: = | NTEGER {
child-entry-specified (0),
del ete-restriction-problem (1),
-- 1994 extensions --

newentry-specified (2),
entry-class-restriction (3),
st or ed- nessage- exi sts (4) } (0..ub-error-reasons)

The parameter has the following meaning:

9.5

: 1999 (E)

a) Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the

sequence-number of the entry which caused the problem:
1) child-entry-specified: An attempt has been made to delete a child-entry.

2) delete-restriction-problem: An attempt has been made to violate a restriction specified for
abstract-operation (see 8.2.4).

the Delete

3) new-entry-specified: An attempt has been made to delete an entry of the Delivery entry-class|
a retrieval-status of new.

4) entry-class-restriction: An attempt has been made to delete an entry of an entry=class
deletion is restricted or prohibited.

which a corresponding entry exists in the Stored-message entry-class.
b) Entries-deleted (C): This parameter identifies the entries deleted before'the abstract-operation t

The parameter is absent if no entries were deleted.

Fetch-restriction-error

A Fetch-nestriction-error reports an attempt to violate a restriction associated with the Fetch abstract-operat

fptch-restriction-error ABSTRACT- ERROR :: = {
PARAMETER  SET {
problens [0] SET SIZE (1..ub-default-registrations) OF SET {

probl em [3] FetchRestrictionProbl em
restriction CHO CE {
content-type [0] OBJECTN\DENTI FI ER,
eit [1] Ms-ElTs,
attribute-length [2] I'NTEGER} } }
CODE err-fetch-restrictionserror }
Fpt chRestrictionProblem::= | NTEGER {
content -type-probl em 1),
ei t-probl em (2)

maxi mum | engt h- pr obl em (3) ‘ } (0..ub-error-reasons)

The paranpeter has the following.:meaning:

9.6

-~

roblems (M): The particular problems encountered. Each problem is accompanied by an indica
offending content*type, encoded-information-type or attribute-length which caused the problem:

o

currently in force.

o

5) stored-message-exists: An attempt has been made to delete an entry of the (Message-log ent

which has

for which

y-class for

brminated.

ion of the

content-type-problem: The content-type of the message being fetched is disallowed by the fetch-festrictions

hllowed by

|) E[T-problem : The encoded-information-types requested in the Fetch abstract-operation are dis
1ot thhoin force.
3y -

c) maximum-length-problem: The length of the encoding of an attribute-value being fetched exceeds that

allowed by the fetch-restrictions currently in force.

Invalid-parameters-error

An Invalid-parameters-error reports an undefined problem in processing the argument of an abstract-operation. This
error may be used, for example, to report that an optional parameter was present in the wrong context, or to report that a
value for one of the parameters is inappropriate.

i nval i d- paraneters-error ABSTRACT- ERROR :: = {
PARAMETER  NULL
CODE err-invalid-paraneters-error }

This error has a Null parameter.

ITU-T Rec. X.413 (1999 E)
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9.7

Range-error

A Range-error reports a problem related to the range specified in a selector as an argument of an abstract-operation.

range-error ABSTRACT- ERROR :: = {

PARAMETER  SET {
probl em [ 0] RangeProbl en}
err-range-error }

RangeProbl em :: = | NTEGER {

reversed (0) } (0..ub-error-reasons)

The parameter has the following meaning:

Problem (M): The particular problem encountered. The value reversed is returned if the upper bound indicated

a

This abstr

9.8

sequence-number or creation-time before that indicated by the lower bound.

act-error shall not be generated when a 1994 Application Context is in use.

A Securit
policy in f
security-J

The secur

9.8.1

The secun
the registd

9.8.2

a

o

[e]

The secur

9.8.3

a

Becurity-error

y-error reports that the requested abstract-operation cannot be provided because it would violate th
brce. This error is defined in 8.2.2.8 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The Security-error c
roblem parameter which indicates the cause of the security-policy violation.

ity-problem parameter concerns:
Delete;

Fetch;

List;

Modify;
MS-message-submission;
MS-probe-submission;
Register-MS;

Summarize.

Becurity-error for Register-MS abstract=operation

ity-problem parameter may have one, of the following values related to the change-credentials cor
r-MS-argument:

operation-security-failurexThe operation failed for security reasons.
security-policy-violation: The security-policy is violated.

security-servicessrefitsal: The security services requested cannot be supported.

Becurity-error for-Delete, Fetch, List, Modify and Summarize abstract-operations

ity-problem¢parameter may have one of the following values:

operation-security-failure: The operation failed for security reasons.

bI) unauthorised-entry-class: The security policy does not permit the requested operation to be per

e security-
ntains the

hponent of

formed on

the specified entry-class

Security-error for MS-probe-submission and MS-message-submission abstract-operations

The security-problem parameter may have one of the following values in addition to those defined in ITU-T
Rec. X.411 | ISO/IEC 10021-4 for the Message-submission and Probe-submission abstract-operations:
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a) authentication-problem: The submission failed because the MTS-bind cannot be performed by the MS for
peer entity authentication reasons.

b) confidentiality-association-problem: The submission failed because the MTS-bind cannot be performed by
the MS for confidentiality association reasons.

c) responder-credentials-checking-problem: The submission failed because the MTS-bind cannot be
performed by the MS for responder credentials checking reasons.

d) security-context-problem: The submission failed because the MTS-bind cannot be performed by the MS for

security-context reasons.

ITU-T Rec. X.413 (1999 E)
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Sequence-number-error

: 1999 (E)

A Sequence-number-error reports a problem related to the sequence-number specified in the argument of an abstract-
operation.

sequence- nunber - error ABSTRACT- ERROR :: = {
PARAMETER SET {
problems [1] SET SIZE (1..ub-nessages) OF SET {
probl em [0] SequenceNumber Probl em
sequence- nunber [1] SequenceNunber} }
CODE err-sequence- nunber-error }

SequenceNunber Probl em :: = | NTEGER {
no- such-entry (0)} (O..ub-error-reasons)

The parameter has the following meaning:

9.10

A Servicetrerror reports an error related to the provision of the service.

The paranpeter has the following meaning:

9.11

b) Supplementary-information (C): This provides further details of the reported problem. It is prd

roblems (M): The particular problems encountered. Each problem 1s accompanied by an indica
pquence-number which caused the problem. If no-such-entry is returned the sequence-numbet suy)
bt match that of any entry of the specified entry-class.

=T

Nervice-error

sprvi ce-error ABSTRACT- ERROR :: = {
PARAMETER  Ser vi ceError Par anet er
CODE err-service-error }

Sprvi ceError Paraneter ::= SET {
probl em [0] ServiceProblem
-- 1994 extension --
suppl ementary-information [1] General String (SIZE(. . ub-suppl enentary-info-Iength)

OPTI ONAL }
Sprvi ceProbl em :: = | NTEGER {
busy (0),
unavai |l abl e (1),
unwi I ling-to-perform(2) } (O..ub-erref-\reasons)

a) Problem (M): The particular problem encountered:

1) busy: The MS, or some part of it, is too busy at present to perform the requested abstract-op
may be able to do so after’a short while.

2) wunavailable: The MS; or some part of it, is unavailable at present.

3) unwilling-toyperform: The MS is not prepared to execute this request because it woul
excessive Consumption of resources.

discretior, of the MS service provider.

Message-group-error

ion of the
plied does

bration but

d lead to

sent at the

A Message-group-error reports a problem in the use of a message-group-name.

message- group- error ABSTRACT- ERROR :: = {
PARAMETER MessageG oupEr r or Par anet er
CODE err-nessage-group-error }

MessageG oupError Parameter ::= SET {
probl em [ 0] MessageG oupProbl em
name [1] MessageG oupNane }

MessageG oupProbl em :: = | NTEGER {
name- not - regi st ered (0),
name- al ready-regi stered (1),
parent-not-registered (2),

group- not - enpty (3),
name-i n- use (4),
chil d-group-registered (5),
gr oup- dept h- exceeded (6) } (0..ub-error-reasons)

ITU-T Rec. X.413 (1999 E)
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The parameter has the following meaning:

a) Problem (M): This identifies the problem encountered. The following problems may be indicated:

1) name-not-registered: An attempt has been made to assign an unregistered message-group-name to an
entry's message-group-name attribute using the Modify abstract-operation, or to deregister an

unregistered message-group-name using the Register-MS abstract-operation.

2) name-already-registered: An attempt has been made to register a message-group name which is

already registered.

3) parent-not-registered: An attempt has been made to register a message-group-name containing more
than one group-name-part, whose parent is not registered (where the parent is defined as the name

formed by omitting the message-group-name's last group-name-part).

4) group-not-empty: An attempt has been made to deregister a message-group-name which is present in at

least one entry's message-group-name attribute.

o

9.12

An MS-ex
operation.

n

The paranpeter has the following meaning:

a

9.13

registered Auto-modify auto-action.

6) child-group-registered: An attempt has been made to deregister a message-group-name fo
least one child message-group-name is currently registered (where child is defined as a na
by adding one group-name-part to the message-group-name).

7) group-depth-exceeded: An attempt has been made to register a message=group-name contai
than the maximum number of group-name-parts supported by the MS.

Name (M): This indicates the message-group-name which is the subject-Of the abstract-error.

MS-extension-error

tension-error reports a problem concerning an extension parameter presented in the argument of a

E- ext ensi on-error ABSTRACT- ERROR :: = {
PARAMETER MSExt ensi onErr or Par anet er
CODE err-ns-extension-error }

SExt ensi onErrorParaneter ::= CHO CE {
ns- ext ensi on- probl em [0] MSExtensionltem
unknown- ms- ext ensi on [1] OBJECT | DENTI FI ER }

MS-extension-problem (C);~This identifies the problem encountered. The definition of an inst
MS-extension-problemmay appear in the Specification for a given content-type.

NOTE — The MS-extension-problems specified for Interpersonal Messaging are enumerated in the IP-
errors information ‘ebject set (see 19.5.2.3 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

known to the MS. The parameter contains the Object Identifier value of the unknown extension d
its identifier field.

Register-MS-error

A Registe

5) name-in-use: An attempt has been made to deregister a message-group-name which is refellenced ina

r which at
me formed

ning more

n abstract-

ance of an

ubmission-

Unknown-MS-extension (C): An extension presented in the argument of an abstract-operation is not

rawn from

-MS-error reports a problem in an attempt to register information with the MS.

regi ster-ms-error ABSTRACT- ERROR :: = {

PARAMETER SET {
probl em [0] RegistrationProblem
registration-type [1] RegistrationTypes }
CODE err-register-nms-error }

Regi strati onProbl em :: = ENUVERATED {

regi stration-not-supported (0),
regi stration-inproperly-specified (1),
registration-1imt-exceeded (2),

-- For future extension additions -- }

The parameter has the following meaning:

a) Problem (M): The particular problem encountered. Either the requested registration is not one of those
supported by the MS, or the request was improperly specified, or a pragmatic limit has been reached in the
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number of registrations that the MS is able to record.
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b) Registration-type (M): This indicates the type of registration requested by the MS-user with which the
problem is associated. See 8.2.5.1, item j, for the definition of registration-types.

NOTE — Where a different abstract-error provides a more precise description of a registration problem, Register-MS-error is not
reported.
9.14 Old-credentials-incorrectly-specified

An Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified. This error is defined in 8.4.2.3 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

9.15 New-credentials-unacceptable

A New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the new-
credentialy are unacceptable. This error is defined in 8.4.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.16 Modify-error

A Modifyferror reports a problem in an attempt to modify the attributes of an entry.

npdi fy-error ABSTRACT- ERROR :: = {
PARAMETER Modi f yError Par anet er
CODE err-nodi fy-error }
Mpdi f yError Parameter ::= SET {
entries-nodified [0] SEQUENCE Sl ZE(1.. ub-nmessages) OF SeguenceNumber OPTI ONAL,
failing-entry [1] SequenceNunber,
nodi fi cati on-nunmber [2] | NTEGER,
probl em [3] MbdifyProblem}

The paranpeter has the following meaning:

a) Entries-modified (C): The sequence-numbers of €heventries to which modifications wege applied
successfully. Present if at least one entry was modified successfully.

b) Failing-entry (M): The sequence-number of the'entry for which a modification failed.

c) Modification-number (M): This identifies\ which modification, in the sequence present¢d in the
modifications parameter of modify-argument, caused the generation of the error. The first modjfication is
numbered '1".

d) Problem (M): This identifies the(problem encountered.

Modi fyProbl em :: = | NFECER {
attribute-not - présent (0),
val ue- not - pr esent (1),
attribute-or-val ue-al ready-exists (2),
i nval i d- pesiition (3),
nmodi fy-restricti on-probl em (4)} (0..ub-error-reasons)

1) attribute-not-present: The entry lacks one of the attribute-types specified as an argumpnt of the
operation®

2) value=not-present: The entry lacks one of the attribute values specified as an argument of the|operation.

3) aittribute-or-value-already-exists: An attempt has been made to add an attribute which alreddy existed
in the entry, or a value which already existed in the attribute.

Ay imvaiid-position: 1he atribute contains too few vatues for the moditication to be vatid.

5) modify-restriction-problem: An attempt has been made to violate a restriction specified for the Modify
abstract-operation.

If no entries have been modified successfully and an error other than those defined in problem occurs, the appropriate
abstract-error shall be returned. However, if some entries have been modified successfully, the MS shall return a modify-
error which specifies the entries-modified and reports the error.

9.17 Entry-class-error

An Entry-class-error reports a problem in an attempt to address an entry-class in an abstract-operation.

entry-cl ass-error ABSTRACT- ERROR :: = {
PARAMETER Ent ryCl assError Par anet er
CODE err-entry-class-error }
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EntryC assError Paraneter ::= SET {

entry-class [0] Entryd ass,

probl em [1] BIT STRING {
unsupport ed-entry-cl ass (0),
entry-cl ass-not -subscribed (1),
i nappropriate-entry-class (2) } }

The parameter has the following meaning:

a) Entry-class (M): This indicates the entry-class specified in the abstract-operation.

b) Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of
those to which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.

SECTION 3 — GENERAL-ATTRIBUTE-TYPES, MATCHING-RULES AND

10

The MS 1
Clause 11
rules whi

11

The gener
defined in|
Rec. X.42

11.1

The gene
constructe
delivery al
and such 4
by the MS

Table 2 dsg

AUTO-ACTION-TYPES

Dverview

hformation model and the attribute, matching-rule, and auto-action concepts are(introduced in 6,
defines the general-attribute-types which are specified for the MS. Clause 12 defines the general-
h are specified for the MS. Clause 13 defines the general-auto-action-types-which are specified fo|

General-attribute-types

pl-attribute-types are valid for all message content-types. Other @attribute-types, which are content-sj
their respective Specification, e.g. the IPMS-specific attribute-types for MS are defined in clause 1
D | ISO/IEC 10021-7.

[seneral-attribute-types overview

al-attributes defined for the entries of each:of the entry-classes are listed in Tables 2 and 3
d mainly from the parameters of the Message-submission, Probe-submission, Message-delivery a
bstract-operations of the MTS abstract-sefvice as defined in clause 8 of ITU-T Rec. X.411 | ISO/IE(
ttributes are correspondingly named. Some general-attributes are generated, and some of these also 1

fines the following for each ofithe general-attribute-types:

for entries of the Delivery and Delivery-log entry-classes, whether the attribute-type is alwa)
conditionally presentyor absent in a delivered-message entry, a delivered-report entry, or a return|
entry respectively;

for entries of‘the Submission and Submission-log entry-classes, whether the attribute-type

for enfries of the Draft entry-class, whether the attribute-type is always present, conditionally
absentin a draft-message entry.

whether support by the MS is mandatory or optional for entries of the Stored-message and M

present, conditionally present, or absent in a submitted-message entry and submitted-probe entry;

B and 6.5.
matching-
[ the MS.

pecific, are
) of ITU-T

They are
nd Report-
[ 10021-4,
haintained

/s present,
ed-content

is always
b

present, or

essage-log

Pnh‘y r‘]qqqpq;

whether the attribute-type is single-valued or multi-valued;

whether values of the attribute may be returned in a List abstract-operation (and, for entries of the Delivery

entry-class only, in an Alert abstract-operation);

whether the attribute-type may be the subject of summary-requests in a Summarize abstract-operation.

Table 3 defines equivalent information for entries of the Auto-action-log entry-class. For a more detailed description of
the classifications in Tables 2 and 3 refer to the conventions in 5.2.

An optional attribute-type which is supported by an MS may be available to the MS-user subject to subscription. Each
optional attribute-type may be the subject of individual subscription.

Attribute-types defined as present in a delivered-message entry may not always be present in a child-entry. The rules
governing the presence of attribute-types in child-entries may be supplemented in the Specification which defines the
content-type of the child-entry.
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Table 2 — Message Store common general-attribute-types

Attribute-type name

Presence in:

Support
level by MS

delivered-
message

entry

delivered-
report
entry

returned-
content

entry

submitted-
message

entry*

submitted-
probe
entry*

draft-
message

entry*

Stored- | Message-
message |log entry-
entry-class| class*

Single/
multi-
valued

Available
for List

Available
for Sum-
marize

AC-correlated-report-list*

C

(6] (6]

AC-report-subject-entry*

C

AC-report-summary*

AC-uncorrelated-report-list*

[eNKe!

Certificate-selectors

Child-sequence-numbers

a

2lolo]o|o

Content

s~}

Content-confidentiality-
algorithm-idpntifier

[eN -2 Ko R Ee)

af=lalalalao

a

C|ZlZ|o|o|o]|0O

@)

IZHRZN I RN B ) RN

JbZlI << <<= =

z|Z|z|z|Zz|Zz|z|Z

Content-cortelator

Content-iderftifier

Content-inteprity-check

Content-length

"N o N

Content-returned

Content-typg

Ol

Conversion-fvith-loss-prohibited

[@N Ba)

[@N Ba]

Qe

Converted-HITs

Creation-tinfe

vla|lalw

Deferred-delfivery-
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o||o|loEO|O|O|O |0
o||o|o|R|o|o)po|O|O

nln|Zlu|lu|lvu|lvn|lwvn]|wn |«

<< <<= <<=

z|Z|Z|z|<|=<|z|Z2]|Z2|Z

Deferred-deliivery-time*

o

Deletion-timje*

Delivered-E]Ts

Delivery-flags

b

DL-exemptefd-recipients

DL-expansiqn-history

aljlal=|9w|ao

DL-expansiqn-prohibited*

Entry-type

Internal-tracp-information

{@ 7 Ba-]

[@N Ba]

Latest-delivdry-time*

Locally-origjnated*

Marked-for-fleletion*

o|o|o|o|g|o|Oo|O|O|O|KE]|O

Message-delfvery-envelope

Message-delfvepy-time

Message-grdup-name*

Message-identifier

Message-notes*

Message-origin-authentication-
check

alalm|Ipl=|=|alA

alalalp

o|o|ofpr|o|g|o|o|loc|o|Lg|o|lo|o|o|o

(o}l ol ol | of No)

n Z2lne|Rle|lvw|lw|lw]|lw|Zlu|lrn|[Z|2|lw|[Z|lvn|xn
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z|Z|Z|(<|Z|Z2|<|z|Z2|Z2|<|Z2|Z2|Z2|2|Z2|Z2|Z

Message-security-label

@

@)

Message-submission-envelope*

Message-submission-time

Message-token

Q|

MS-originated*

o|o|ofE]|©o

MS-submission-error*

aja|laflw|ew|a

o|o|Oo |0
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Table 2 (concluded) — Message Store common general-attribute-types

Presence in: Support
level by MS Single/ Available Available
Attribute-type name delivered- | delivered- | returned- | submitted-|submitted-| ~drafi- | Stored- | Message- | multi- | o 7. for Sum-
message | report | content | message | probe | message | message | logentry-| Vvalued marize
entry entry entry entry* entry* entry* |entry-class| class*
Multiple-originator-certificates C - - C - C (6] (6] S Y N
Original-EITs C C - C C C (6] (6] M Y N
Originally-intended-recipient- C - - - - - (6] (6] S Y N
name
Originating-MTA- - - - C - - (6] (6] S Y N
certificate™®
Originator-cleniﬁcate C — — C C (0) (6] S Y N
Originator-nlame P - - P P (6] (6] S Y N
Originator-rg¢port-request* - - - P P P O (6] M Y N
Originator-r¢turn-address* C - - C - C (6] (6] S Y N
Other-recipi¢nt-names C - - - - - O 6} M Y N
Parent-sequgnce-number C - P C - C M M S Y N
Per-messagetindicators* - - - P P P (6] Q S Y N
Per-recipien{-message- - - - P - P (6] (6] M N N
submission-fields*
Per-recipient-probe- - - - - P - 0] (6] M N N
submission-fields*
Per-recipienf-report-delivery- - P - - - - M M M Y N
fields
Priority P - - P P (6] (6] S Y Y
Probe-origintauthentication- - - - - C - (6] (6] S Y N
check*
Probe-submission-envelope* - - - N P - o - S N N
Proof-of-delfvery-request C - - - - - (6] (6] S Y N
Proof-of-submission* - - - C - - (6] (6] S Y N
Recipient-ceftificate C - - - - - (6] (6] S Y N
Recipient-names* - - - P P P (6] (6] M Y N
Recipient-regissignment- - N - C C C (6] (6] S Y N
prohibited*
Redirection-history G C - - - - (6} O M Y N
Report-delivery-envelope < P - - - - M - S N N
Reporting-DjL-name - C - - - - (6] (6] S Y N
Reporting-MT A-certificate - C - - - - (6] (6] S Y N
Report-origip-authentication- - C - - - - (6] (6] S Y N
check
Retrieval-stqtus P P P M M S Y Y
Security-cla;siﬁcation C C - C C O (6} S Y Y
Sequence-number P P P P M M S Y N
Signature-verification-status C C - - - - (6] (6] S Y N
Storage-period* C C - C C C (6] (6] S Y N
Storage-time* C C - C C C (6] (6] S Y N
Subject-submission-identifier - P - - - - M M S Y N
This-recipient-name P - - - - - (6] (6] S Y N
Trace-information C C - - - - (6] (6] M N N

NOTE - Attribute-types and table columns marked with an asterisk (*) are not defined for 1988 Application Contexts.
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Table 3 — General-attribute-types for the Auto-action-log entry-class

Aubwepename | Aoacion. | SPpSIewl || Snaly | Avilile o | Avalble fr
og entry

Auto-action-error C M S Y N
Auto-action-registration-identifier P M S Y N
Auto-action-subject-entry P M S Y N
Auto-action-type P M S Y Y
Content-type C M S Y Y
Creation-time P M S Y N
Entry-tppe P ™M S Y

Retrievial-status P M S Y Y
Sequence-number P M S Y N
NOTE |- The auto-action-log entry-class is not defined for 1988 Application Contexts

11.1.1

The gener|
supported
log entry-
indicated

entry-clas

an entry (by means of Filter) for a supported attribute-type using-one of its matching rules shall be available if

also claim|
NOTES

1
(see 12

2
matchif
prohibi

11.1.2

No requirg

NOTE
user m
are der

MS support requirements for general-attribute-types

hl-attribute-types for which support by the MS is mandatory are shewn in Tables 2 and 3. Where an
it shall be supported in all entry-classes for which it is defined:{with the possible exception of thg
class). All supported attributes shall be available for retrigval-by the Fetch abstract-operation, 4
n Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of th

and are shown in Table 2 as available for List are alsd.available for the Alert abstract-operation.S

ed for the matching-rule concerned.

5).

g-rules are defined in this versiom.;In 1988 Application Contexts, support for these additional generic maj
ed. However, some MS implementations will generate an attribute-error if requested to perform a match of th

MS-user support requirements for general-attribute-types

ments are placed‘on the MS-user for the support of any of the general-attribute-types.

- The MS-usér-may employ a variety of strategies for retrieving information for display to the user. For examy]
y choose fo tetrieve the complete message-delivery-envelope, or, alternatively, may selectively retrieve attri
ved from-the message-delivery-envelope. Since both approaches are valid, no one method is prescribed.

httribute is
Message-
nd, where
e Delivery
clection of
support is

Bupport for an attribute-type does not in it§elf require support for all matching-rules defined for that attribute-type

For some attribute-types originally defined in versions of this Service Definition published prior to 1994, additignal generic

ches is not
IS type.

le, the MS-
utes which

11.2

bescription of the general-attribute-types

The following subclauses contain a short description of each general-attribute-type together with its abstract-syntax using
the defined syntax of the ATTRIBUTE information object class described in 6.3.3.3.

NOTE — Some general-attributes are used primarily for filtering and listing purposes while others may contain more complex
(further structured ASN.1 data-types) and potentially voluminous information. Only a few general-attributes are suitable for use
with the Summarize abstract-operation.

11.2.1

AC-correlated-report-list

This general-attribute, which is multi-valued, identifies the delivered-report entries which have been correlated with the
originally specified recipients of a submitted message or probe. The attribute contains one value for each value of the
recipient-name argument of the Message-submission or Probe-submission abstract-operation. Values at corresponding
positions in this attribute and in the recipient-names attribute refer to the same recipient. Each value indicates the
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sequence-numbers of relevant delivered-report entries, and the positions within their per-recipient-report-delivery-fields
attribute of the values which relate to that specified recipient. The attribute is generated by the MS. Subscription to this
attribute requires subscription to the Auto-correlate-reports auto-action (see 13.3).

ne-

Rep

Per

ac-correl ated-report-list ATTRI BUTE ::= {

W TH ATTRI BUTE- SYNTAX Report Locati on,

NUMERATI ON mul ti-val ued,

1D id-att-ac-correl ated-report-list }

ortLocation ::= CHO CE {
no-correl ated-reports [0] NULL,
| ocati on [1] SEQUENCE OF Per Reci pi ent Report }

Reci pi ent Report ::= SEQUENCE {
report-entry [0] SequenceNunber,
position [1] I NTEGER (1..ub-recipients) DEFAULT 1}

The comp

a

The attrib:
this attribi

11.2.2

This gene
subject of
Auto-corr

ne-

The attrib:
submitted
submitted

11.2.3

This gene
originally
recipient-
positions i
are set acq
are delive]

bnents of report-location have the following meaning:

No-correlated-reports (C): No reports have been received which can be correlated withthis|originally
specified recipient of the submitted message or probe. This is the initial value of the aftsibute.

Location (C): Identifies the sequence-numbers of the delivered-reports and the) positions of [the values
within their per-recipient-report-delivery-fields attributes which relate to this otiginally specified recipient.

ite is created when the message or probe is submitted and is updated as reponts are delivered. The|content of
ite is unaffected by any subsequent deletion of the delivered-report entries\torwhich it refers.

A\ C-report-subject-entry

al-attribute identifies, by sequence-number, the submitted-message entry or submitted-probe entry which is the

this delivered-report entry. It is generated by the MS. Subscription to this attribute requires subscrigition to the
plate-reports auto-action (see 13.3).
Ac-report-subject-entry ATTRIBUTE :: = {

W TH ATTRI BUTE- SYNTAX SequenceNunber,,

EQUALI TY MATCHI NG RULE i nt eger Mat eh;

ORDERI NG MATCHI NG- RULE i nt eger Onderi nghat ch,

NUMERATI ON si ngl e,yal ued,

1D i d-atih>ac-report-subject-entry }

ite is created when a report is delivered whose subject-submission-identifier identifies a submitted-I:essage or
probe entry. The content of thig-attribute is unaffected by the subsequent deletion of the submitted-message or
probe entry to which it refers.

A C-report-summary

al-attribute, which_is multi-valued, contains a summary of the reports requested and reports received| from each
specified recipient of a submitted message or probe. The attribute contains one value for each value of the
rame argument of the Message-submission or Probe-submission abstract-operation. Values at corgjesponding
n this attribute and in the recipient-names attribute refer to the same recipient. The initial values of the attribute
ording to the values of the originator-report-request specified for each recipient, and are amended| as reports
Fed/The attribute is generated by the MS. Subscription to this attribute requires subscription to|the Auto-

correlate-1

enorts auto-action{see-13.3)
i hed \ A

ne-

Rep

60

ac-report-sunmary ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX Repor t Summary,

EQUALI TY MATCHI NG RULE i nt eger Mat ch,

ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,

NUMERATI ON mul ti-val ued,

1D id-att-ac-report-sunmary }

ort Sunmary ::= ENUMERATED {

no-report-requested (0) -- non-delivery report suppressed -- ,
no-report-received (1) -- non-delivery report requested -- ,
report-outstandi ng (2) -- delivery report requested -- ,

del i very-cancel | ed (3),

del i very-report-from anot her-recipi ent (4),

non-del i very-report-from anot her-recipient (5),

del i very-report-fromintended-recipi ent (6),

non-del ivery-report-fromintended-recipient (7) }
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The values of report-summary have the following meaning:

: 1999 (E)

a) no-report-requested: The suppression of non-delivery-reports was requested for this originally specified

b)

recipient and no reports have been received. This is a possible initial value of the attribute.

recipient and no reports have been received. This is a possible initial value of the attribute.

c) report-outstanding: A request for the reporting of delivery and non-delivery was made of this

no-report-received: A request for the reporting of non-delivery was made of this originally specified

originally

specified recipient and no reports have been received. This is a possible initial value of the attribute.

d) delivery-cancelled: No reports shall be received because the delivery of the message was cancelled by

means of the MS-cancel-deferred-delivery abstract-operation.

The attrib
report-sun

aetivery-reporT-fTom-anotner-reciptent. 25 JctiVery-TcpoIT 1as_ beell TeCeived CONCEITINgG UIS

originally specified recipient which indicates a failure to deliver the message (o1, potentially,

subject message) to another recipient (possibly following redirection or DL-expansion).

specified recipient.

originally specified recipient.

the inten

than one J}f:port may be generated as result of PDS delivery or-DL expansion. The method by which an MS

of this attjibute is unaffected by any subsequent deletion-of'the delivered-report entries to which it refers.

NOTE
recipief

11.2.4

This gene
correlated
recipients
auto-actio

originally

specified recipient which indicates successful delivery of the message (or the potentially suceessful delivery
of the probe's subject-message) to another recipient (possibly following redirection or DL -expangion).

non-delivery-report-from-another-recipient: A non-delivery-report has been received concefning this

he probe's

delivery-report-from-intended-recipient: A report has been delivered confiyming delivery to thid originally

h) non-delivery-report-from-intended-recipient: A report has been~delivered indicating non-delivery to this

hte is created when the message or probe is submitted. When reports are delivered to the MS, the vallue of AC-
imary is updated if the resulting value is greater than that already recorded. This is in recognition| that more

letermines

d recipient to whom a report refers is not prescribed and is therefore implementation dependent. The content

it-report-transfer-fields to determine the intended recipient who is the subject of an incoming report.
A C-uncorrelated-report-list

al-attribute, which is multi>valued, identifies each of the per-recipient-report-delivery-fields which

with a submitted message or probe but which have not been correlated with any of its originall
It is generated by thesMS. Subscription to this attribute requires subscription to the Auto-correl
h (see 13.3).
c- uncorr €l ated-report-list ATTRI BUTE ::= {
W TH ATTRI'BUTE- SYNTAX Per Reci pi ent Report,
NUMERATIRON mul ti-val ued,

D id-att-ac-uncorrel ated-report-list }

- An MS which is colocated with an MTA may\make use of the originally-specified-recipient-number compopent of per-

have been
b specified
hte-reports

The attrib

utc 1s creatcd when the 1rst report oI the Kind described 1S delivered, and 1S updated as turther rep

orts of this

kind are delivered. The content of this attribute is unaffected by any subsequent deletion of the delivered-report entries to
which it refers.

11.2.5 Auto-action-error

This general-attribute identifies the auto-action-error which occurred when a registered auto-action was applied to an
entry. The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.3). It is generated by

the MS.

ne-

aut o-action-error ATTRIBUTE ::= {

W TH ATTRI BUTE- SYNTAX Aut oAct i onError,

NUMERATI ON si ngl e-val ued,

1D id-att-auto-action-error }
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11.2.6  Auto-action-registration-identifier

This general-attribute indicates the registration-identifier of the auto-action whose execution is the subject of this entry in
the Auto-action-log entry-class. The registered auto-action is identified by this attribute combined with the corresponding
value of the auto-action-type general-attribute. The attribute may be present only in entries of the Auto-action-log entry-
class (see 6.5.2). It is generated by the MS.

nms- aut o-action-registration-identifier ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX | NTEGER,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-auto-action-registration-identifier }

11.2.7  Auto-action-subject-entry

This general-attribute indicates the sequence-number of the Stored-message entry which was the subject of the auto-
action professing recorded by the present entry. The attribute may be present only in entries of the Auto-actienlog entry-
class. It is|generated by the MS.

nms-jut o- acti on-subj ect-entry ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
FQUALI TY MATCHI NG RULE i nt eger Mat ch,
(ORDERI NG MATCHI NG RULE i nt eger Or deri nghat ch,
NUVERATI ON si ngl e-val ued,
D id-att-auto-action-subject-entry }

11.2.8  Auto-action-type

This genefal-attribute identifies the type of the auto-action whose execution is(the subject of this entry. The|registered
auto-actiof is identified by this attribute combined with the corresponding valuof the auto-action-registratior}-identifier
general-atfribute. The attribute may be present only in entries of the Auto-action-log entry-class (see 6[5.1). It is
generated by the MS

nms-jut o- action-type ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Aut oAct i onType,
FQUALI TY MATCHI NG RULE obj ectldentifieriatch,
NUVERATI ON si ngl e-val ued,
D id-att-auto-action-type }

11.2.9 Certificate-selectors

This gengral-attribute contains the certificate-sélectors argument of the Message-submission and Message-delivery
abstract-operations. It may be generated Cby the originator of the message. See 8.2.1.1.1.43 pf ITU-T
Rec. X.41] | ISO/IEC 10021-4, and 8.1.6 above.

nmt-fcertificate-selectors AFTRMBUTE :: = {
W TH ATTRI BUTE- SYNTAX CertificateSel ectors,
NUMERATI ON si ngl e-val ued,
1D id-att-certificate-selectors }

For submifted-message entries, this attribute takes, in each component of its value, the value present in that cothponent of
certificaterselectors unlessithere is a value present in the corresponding component of originator-certificatetselectors-
override, In which casgthe attribute's component takes the latter value.

For delivefed-message entries, this attribute takes, in each component of its value, the value present in that cothponent of
certificaterselectors unless there is a value present in the corresponding component of certificate-selectors-operride, in
which casg thie/attribute's component takes the latter value

11.2.10 Child-sequence-numbers

This general-attribute, which is multi-valued, identifies the child-entries of a parent-entry, if such exist. It is generated by
the MS. It is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entries (see 6.3.4).

nms- chi | d- sequence- nunbers ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
NUMERATI ON mul ti-val ued,
1D id-att-child-sequence-nunbers }

11.2.11 Content

This general-attribute contains the complete content of a message as submitted by the MS-message-submission abstract-
operation, or as delivered by the Message-delivery abstract-operation, or as presented in the returned-content of the
Report-delivery abstract-operation. In this last case, the content general-attribute is created in the returned-content child-
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entry, and not in the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ITU-T Rec. X.411 | ISO/IEC
10021-4. The encoding of the content contained in the Octet String that constitutes this attribute shall be identical, when
retrieved, to that delivered to the MS; there is no constraint on the encoding employed for the containing Octet String
itself.

nt - content ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Cont ent,
NUMERATI ON si ngl e-val ued,
1D id-att-content }

11.2.12 Content-confidentiality-algorithm-identifier

This general-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-submission and
Message-delivery abstract-operations. See 8.2.1.1.1.27 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -content-confidentiality-algorithmidentifier ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Al gorithm dentifier,
NUVERATI ON si ngl e-val ued,
D id-att-content-confidentiality-algorithmidentifier }

11.2.13 (Content-correlator

This gengral-attribute contains the content-correlator argument of the Message-submission, Probe-submifsion, and
Report-delivery abstract-operations. See 8.2.1.1.1.36 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -content-correl ator ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Content Correl at or,
EQUALI TY MATCHI NG RULE cont ent Cor r el at or Mat ch,
NUVERATI ON si ngl e-val ued,
D id-att-content-correl ator }

11.2.14 (ontent-identifier

This genegal-attribute contains the content-identifier argument of the Message-submission, Probe-submission| Message-
delivery, and Report-delivery abstract-operations. It miay be generated by the originator. See 8.2.1.1.1.35| of ITU-T
Rec. X.41] | ISO/IEC 10021-4.

nt-content-identifier ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Contentl dentifier,
EQUALI TY MATCHI NG RULE cont ent | denti fi er Mat ch,
NUVERATI ON si ngl e-val ued,
D id-att-content-identifier }

11.2.15 Content-integrity-check

This gendral-attribute contains the content-integrity-check argument of the Message-delivery abstract-opleration; it
provides the MS-userdwith a means of verifying that the content of a delivered-message has not been modified. It may be
generated |by the originator of the message. In submitted-message entries, this information is contained in the per-
recipient-fnessageé-submission-fields attribute. See 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -content -i ntegrity-check ATTRIBUTE ::= {
TH ATTRI BUTE- SYNTAX Content I ntegrityCheck,
NUMERATI ON si ngl e-val ued,
1D id-att-content-integrity-check }

11.2.16 Content-length

This general-attribute indicates the length of the content, in octets, of a submitted message, a submitted probe, a draft-
message, a delivered message, or the returned-content of a delivery-report. For a submitted probe, the attribute indicates
the length in octets of the content of the subject-message. It is generated by the MS.

nms-content-length ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Cont ent Lengt h,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-content-length }
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11.2.17 Content-returned

This general-attribute indicates whether a content has been returned in the Report-delivery abstract-operation. It is

generated

ne-

by the MS (see 6.3.4).

content-returned ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX BOOLEAN,

EQUALI TY MATCHI NG RULE bool eanMat ch,

NUMERATI ON si ngl e-val ued,

I D id-att-content-returned }

11.2.18 Content-type

This general-attribute identifies the type of the content of a message, and is generated from the content-type argument of
the Message-submission, Probe-submission, Message-delivery, and Report-delivery abstract-operations. See 8.2.1.1.1.34
of ITU-T Rec. X.411 | ISO/IEC 10021-4. When present in an entry of the Auto-action-log entry-class, it identifies the

content-ty
presence g

nt -

11.2.19

This geng
submissio:

£ 41 £ Laals +lo los 4 £ + VS 2 L ot + 2 dals d

PV UL LIV \.dll,l)‘ VYILIIVIT VvAdds uUIv DUUJ\/\;L Ul aultvurauvltivll lJlU\.«\/DDllls’ vviiviv urat UIJLJ)’ 10 A ULVITVUIUUD
f the attribute is conditional.
content-type ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX OBJECT | DENTI FI ER,
FQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUVERATI ON si ngl e-val ued,

D id-att-content-type }

Conversion-with-loss-prohibited

1, and Message-delivery abstract-operations. It indicates whether conyersion with loss of infor

allowed o1 prohibited by the originator. See 8.2.1.1.1.10 of ITU-T Rec. X.41J41SO/IEC 10021-4.

eport, the

ral-attribute contains the conversion-with-loss-prohibited argument . «of the Message—submissir;[n, Probe-

ation was

nt -lconver si on-w t h-1 oss-prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Conver si onW t hLossPr ohi bi t ed,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUVERATI ON si ngl e-val ued,
D id-att-conversi onsw'th-1oss-prohibited }
11.2.20 (onverted-EITs
This genefal-attribute, which is multi-valued, identifies the encoded-information-types of the content after conjversion, as
indicated by the Message-delivery abstract-operation. It is generated from the converted-encoded-informgtion-types
argument |of the Message-delivery abstract-operation. It is absent if no conversion took place. See 8.3.1}1.1.8 and
8.3.1.2.1.§ of ITU-T Rec. X.411 | ISO/IEC 10021-4.
nt -converted- El Ts ATTRI BUTE ; :=\{
W TH ATTRI BUTE- SYNTAX Ms-EI T,
FQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUMERATI ON mul ti-val ued,
D id-att-converted-ElTs }
11.2.21 Creation-time
This general-attributeindicates the time at which an entry was created in the MS. It is generated by the MS. Jee 6.3.2.
NOTE { Two orumore consecutive entries may have the same creation-time.
nme-freati ph-ti me ATTRI BUTE :: = {
W TH,ATTRI BUTE- SYNTAX CreationTi ne,
QUALL TY MATCHI NG RIILE UTCTi neMat ch
ORDERI NG MATCHI NG- RULE uTCTi neOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-creation-tine }

11.2.22 Deferred-delivery-cancellation-time

This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery
of a previously submitted message (see 8.3.3). It is generated by the MS.

ne-

Def

64

def erred-delivery-cancellation-time ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX Def erredDel i veryCancel | ati onTi e,

EQUALI TY MATCHI NG RULE uTCTi meMat ch,

ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,

NUMERATI ON si ngl e-val ued,

1D id-att-deferred-delivery-cancellation-time }
erredDel i veryCancel | ati onTime ::= UTCTi ne
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11.2.23 Deferred-delivery-time

This general-attribute contains the deferred-delivery-time argument of the Message-submission abstract-operation. It
indicates the time before which a submitted message shall not be delivered to its recipient(s). See 8.2.1.1.1.12 of ITU-T
Rec. X.411 | ISO/IEC 10021-4. Subscription to this attribute requires subscription to the Auto-correlate-reports auto-
action (see 13.3).

nt - deferred-delivery-tine ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Def erredDel i veryTi ne,
EQUALI TY MATCHI NG RULE uTCTi meMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-deferred-delivery-time }

11.2.24 Deletion-time

This genepat=attri T i = = ; which the
correspongling entry in the Stored-message entry-class was deleted. In the case of a Submission-log entry fof which no
Submission entry is created, the deletion-time attribute is generated when the Submission-log entry Gsyctegted and is
assigned the same value as the entry's creation-time. It is generated by the MS. See 16.1.4.

nms-del etion-time ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Del eti onTi ne,
FQUALI TY MATCHI NG RULE uTCTi meMat ch,
(ORDERI NG MATCHI NG- RULE uTCTi meOr der i nghat ch,
NUVERATI ON si ngl e-val ued,
D id-att-deletion-tine }
Del etionTine ::= UTCTi ne

11.2.25 DPelivered-EITs

This genefal-attribute, which is multi-valued, identifies the encoded-ififormation-types in the content of a hessage as
delivered.|It is generated by the MS, and is derived from the owiginal-encoded-information-types and the fonverted-
encoded-ihiformation-types arguments of the Message-delivery abstract-operation.

nms-del i vered- El Ts ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MS-EI T,
FQUALI TY MATCHI NG RULE obj ect | dentiy*fi er Mat ch,
NUMERATI ON mul ti-valued,
D id-att“delivered-ElTs }

NOTE { This attribute has the same value as eonverted-encoded-information-types (if present); otherwise, the saine value as
originaf-encoded-information-types. It provides-a convenient way of determining, in a single operation, the EITs prpsent in the
content

11.2.26 Delivery-flags

This genefal-attribute contains~iitformation derived from the arguments of the Message-delivery abstract-ogeration. It
indicates hether implicit;conversion of the content is prohibited. See 8.2.1.1.1.9 of ITU-T Rec. X.411|| ISO/IEC
10021-4.

nt -del i very-fiags ATTRI BUTE :: = {
W TH ATTRIBUTE- SYNTAX Del i ver yFl ags,
EQUALITTY* MATCHI NG RULE bi t StringMat ch,
INUVERATI ON si ngl e-val ued,
D id-att-delivery-flags }

11.2.27 DL-exempted-recipients

This general-attribute, which is multi-valued, contains components of the DL-exempted-recipients argument of the
Message-submission abstract-operation. When present, it identifies the recipients that are requested not to be added to the
set of intended recipients as a result of DL-expansion. See 8.2.1.1.1.40 of ITU-T Recommendation X.411 | ISO/IEC
10021-4.

nt - dl - exenpt ed-reci pients ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX ORNanre,
EQUALI TY MATCHI NG RULE oRNaneMat ch,
OTHER MATCHI NG- RULES { oRNaneEl enment sMat ch |

oRNaneSubstri ngEl enent sMat ch |
oRNaneSi ngl eEl emrent Mat ch,
o),

NUMERATI ON mul ti-val ued,

1D id-att-dl-exenpted-recipients }
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11.2.28 DL-expansion-history

This general-attribute, which is multi-valued, contains a history of distribution-list expansion. If present in a delivered-
message, it contains one or more distribution-list names used during the expansion process. It is absent if delivery to the
MS-user did not involve any expansion of a distribution-list. If present in a delivered-report, it contains the originator
name and one or more distribution-list names used during the expansion process. It is absent if the message, or the
report's subject message, did not involve any expansion of a distribution-list. See 8.3.1.1.1.7 and 8.3.1.2.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

nt - dl - expansi on- hi story ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX DLExpansi on,
OTHER MATCHI NG RULES {redirectionO DLExpansi onMat ch |

redirecti onOr DLExpansi onEl ement sMat ch |
redirecti onOr DLExpansi onSubst ri ngEl enent sMat ch |
redirecti onOr DLExpansi onSi ngl eEl ement Mat ch,
TR e e W e o B W ll }" 1 ]
NUIVLIVATT UN nmurotr=vdl utcu,

D id-att-dl-expansion-history }

11.2.29 DL-expansion-prohibited

This genefal-attribute contains the DL-expansion-prohibited argument of the Message-submission and Probe-qubmission
abstract-operations; it indicates whether DL-expansion within the MTS is prohibited for a recipient-name which denotes
a DL. See|8.2.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -l - expansi on- prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX DLExpansi onPr ohi bi t ed,
FQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUVERATI ON si ngl e-val ued,
D i d-att-dl-expansi on- prohi bi tledy}

11.2.30 Entry-type

This general-attribute identifies the type of an entry (see 6.3.6). It is‘generated by the MS.

ms-entry-type ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Ent ryType,
FQUALI TY MATCHI NG RULE i nt eger Mat ch,
(ORDERI NG MATCHI NG RULE i nt eger Or deringMat ch, --rule not defined in 1988 Application [Contexts
NUVERATI ON si ngl e-val bed,
D id-att-entry-type }

11.2.31 Internal-trace-information

This genetal-attribute, which is multi-valuéd, documents the actions taken on the message (or probe or repoft) by each
MTA through which it passed as it transferred within an MD. It is generated from the Message-delivery-enveldpe and the
Report-delivery-envelope. See 12.2.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt-jnternal -trace-infernati on ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX I nt ernal Tracel nf or mati onEl enent,
NUVERATI ON mul ti-val ued,
D id-att-internal-trace-information }

11.2.32 Latest-delivery-time

This gengral-attribute contains the latest-delivery-time argument of the Message-submission abstract-operation; it

indicates thé time after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ITU-T Rec.
X.411 | ISOAEC10021-4.

nt-latest-delivery-time ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Lat est Del i veryTi ne,
EQUALI TY MATCHI NG RULE uTCTi nmeMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-latest-delivery-time }

11.2.33 Locally-originated

This general-attribute indicates, by its presence or absence, whether this delivered-message entry was originated by this
MS-user.

nms-| ocal l y-origi nated ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
1D id-att-locally-originated }
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11.2.34 Marked-for-deletion

This general-attribute indicates (by its presence or absence) whether the MS-user has marked the entry for subsequent
deletion. Support for this attribute implies that the MS-user shall be able to create it or amend it by means of the Modify
abstract-operation and the Auto-modify auto-action.

ms- mar ked- f or - del eti on ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
1D id-att-marked-for-deletion }

NOTE — The MS-user may use this attribute-type to support a two-stage entry deletion function, i.e. a 'wastebasket'.

11.2.35 Message-delivery-envelope

This general-attribute contains the message-delivery-envelope component of the argument of the Message-delivery
abstract-operation. See Figure 2 (Part 5) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -jressage-del i very-envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageDel i ver yEnvel ope,
NUVERATI ON si ngl e-val ued,
D id-att-nmessage-delivery-envel ope }

11.2.36 Message-delivery-time

This gengral-attribute contains the message-delivery-time argument of the Message-delivery abstractioperation.
See 8.3.1.].1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE { There is no general-attribute corresponding to the delivery-time parameter of\the Report-delivery abstragt-operation,
becausg in order to be useful, this delivery-time must be correlated with the name ofthe recipient the message was delivered to.
Both it¢ms of information are present in the per-recipient-report-delivery-fields general-attribute.

nt -jressage-del i very-time ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageDel i veryTi e,
FQUALI TY MATCHI NG RULE uTCTi meMat ch,
(ORDERI NG MATCHI NG- RULE uTCTi meOr der i ngMat ch;
NUVERATI ON si ngl e-val ued,
D id-att-nessage-delivery-tine }

11.2.37 Message-group-name

This general-attribute, which is multi-valued, identifies the message-group-names which the MS-user has attdched to an
entry (see p.4). Support for this general-attribute implies that the MS-user shall be able to create or amend it by use of the
Modify abstract-operation and the Auto-modify auto-action. An attempt to assign a message-group-name attrjbute-value
which has|not been registered previously by mi¢ans of the Register-MS abstract-operation shall result in the geheration of
a messagergroup-error. Each value of the attribute shall be distinct.

nms-ressage- gr oup- nane ATTRLBUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageG oupNane,
EFQUALI TY MATCHI NG RULE nSSt ri ngli st Mat ch,
OTHER MATCHI NG- RULES {m8Si ngl eSubst ri ngLi st Match |

nSStri ngLi st El ement sMat ch |
nSSi ngl eSubst ri ngLi st El enent sMat ch |
val ueCount Mat ch,

o)
NUMERATI'ON mul ti-val ued,
D id-att-nmessage- group-nane }

NOTE { Ehe maximum number of group-name-parts which will be present in a message-group-name may be determirjed from the
messagp-group-depth parameter of MS-bind-result (see 7.1.2, item h).

11.2.38 Message-identifier

This general-attribute contains an MTS-identifier that distinguishes this message or probe from all other submitted
messages and probes, and delivered messages. It contains the message-submission-identifier or probe-submission-
identifier result of the Message-submission or Probe-submission abstract-operation, or the message-delivery-identifier
argument of the Message-delivery abstract-operation. Where Message-submission or Probe-submission fails, the
attribute is absent from any entry created in the Message-log entry class. Where Message-submission or Probe-
submission succeeds, the attribute is present in any entry created in the Stored-message entry class. It is generated by the
MTS. See 8.2.1.1.2.1, 8.2.1.2.2.1, and 8.3.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - message-identifier ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX MrSl denti fier,
EQUALI TY MATCHI NG RULE nrSl dentifierMatch, -- rule not defined in 1988 Application Contexts
NUMERATI ON si ngl e-val ued,
I D id-att-nmessage-identifier }
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11.2.39 Message-notes

This general-attribute, which is multi-valued, contains textual annotations specified by the MS-user. The meaning
attached to message-notes is of concern only to the MS-user. Support for this attribute implies that the MS-user shall be
able to create or amend it by means of the Modify abstract-operation and the Auto-modify auto-action.

NOTE — The attribute may contain keywords, annotations, or reminders chosen by the MS-user, but does not represent
information conveyed by the MTS.

nms- nessage- not es ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX General String (SIZE (1..ub-nmessage-notes-length)),
EQUALI TY MATCHI NG RULE nSSt ri nghat ch,
SUBSTRI NGS MATCHI NG RULE nBSSubst ri ngsMat ch,
NUMERATI ON mul ti-val ued,
I D id-att-nmessage-notes }

11.2.40 Message-origin-authentication-check

This gengral-attribute contains the message-origin-authentication-check argument of the Message-subm|ssion and
Message-delivery abstract-operations. It provides the recipient(s) of a message with a means of authentieating its origin
and may be generated by the originator of the message. See 8.2.1.1.1.29 of ITU-T Rec. X.411 | ISO/IEE 10021-4.

nt -jressage- ori gi n-aut henti cati on-check ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX MessageOri gi nAut henti cati onCheck,
NUMERATI ON si ngl e-val ued,
1D i d-att-nmessage-origin-authentication-check }

11.2.41 Message-security-label

This gengral-attribute contains the message-security-label argument of the Message-submission, Probe-spibmission,
Message-delivery, and Report-delivery abstract-operations. It comprises a set‘ofi security attributes which may include a
security-pplicy-identifier, a security-classification, a privacy-mark, and a set of security-categories. See 8.2.].1.1.30 of
ITU-T Reg. X.411 | ISO/IEC 10021-4.

nt -jressage- security-1abel ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX MessageSecuri tyLabel,,
NUMERATI ON si ngl e-val ued,
1D id-att-nmessage=security-|abel }

11.2.42 Message-submission-envelope

This genefal-attribute contains the envelope component of the argument of the Message-submission abstractioperation.
See Figur¢ 2 (Part 3) of ITU-T Rec. X.411 | ISOAEC 10021-4.

nt - jressage- submi ssi on- envel ope, ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageSubmi ssi onEnvel ope,
NUMERATI ON si ngl e-val ued,
1D i d-att-nmessage-subni ssi on-envel ope }

11.2.43 Message-submission-time

This genegal-attribute indicates the time at which the MTS accepted responsibility for the message or probe. [t contains
the message-submission=time result of Message-submission, or the probe-submission-time result of Probe-subinission, or
the message-submissioni-time argument of Message-delivery. It is generated by the MTS. See 8.2.1.1.2.2 and B.2.1.2.2.2
of ITU-T Rec. X. 411/ ISO/IEC 10021-4.

nt - ressage- submi ssion-ti me ATTRI BUTE :: = {
W'TH ATTRI BUTE- SYNTAX MessageSubmi ssi onTi ne,
EQOATF Y VATCHIFNGRUEE oTCTHmeiviatct;
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-nmessage-subm ssion-tinme }

11.2.44 Message-token

This general-attribute contains the message-token argument of the Message-delivery abstract-operation or the originator-
token argument of the Message-submission abstract-operation. When present in a submitted-message entry, this attribute
contains an encrypted-data component that is encrypted using the public key of the message originator rather than that of
any recipient. It may be generated by the originator of the message. See 8.2.1.1.1.26 of ITU-T Rec. X.411 |
ISO/IEC 10021-4, and 8.1.6 above.

nt - nessage-t oken ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageToken,
NUMERATI ON si ngl e-val ued,
I D id-att-nmessage-token }
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11.2.45 MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS
as a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is
present in the former case and absent in the latter. It is generated by the MS.

ms-originated ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
I D id-att-nms-originated }

11.2.46 MS-submission-error

This general-attribute may be present in entries of the Submission-log entry-class and indicates the error returned by the
MS-message-submission or MS-probe-submission abstract-operation that caused the creation of the entry. It is generated
by the MS.

nms-pubm ssion-error ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Subnmi ssi onError,
NUVERATI ON si ngl e-val ued,
D id-att-ns-subm ssion-error }
Subjri ssi onError ::= CHO CE {
subm ssi on-control -viol at ed [1]  NULL,
ori gi nator-invalid [2] NULL,

eci pi ent-inproperly-specified [3] I nproperlySpecifiedRecipient)s,
el ement - of - servi ce-not -subscribed [4] NULL,

nconsi st ent - r equest [11] NULL,

security-error [12] SecurityProbl em
unsupported-critical -function [13] NULL,

enot e- bi nd-error [15] NULL,

servi ce-error [27] ServiceErrorParaneter,
hessage- gr oup- error [ 30] MessageG oupEr rrorPar anet er,
hs- ext ensi on-error [ 31] MSExt ensi onEf r of Par anet er,
entry-cl ass-error [34] Entryd assEryor Paraneter }

Each component of submission-error corresponds to one of the.errors defined for the MS-message-submissiop and MS-
probe-subission abstract-operations. The tag numbers correspond to the remote error codes (see 8.3.1 and 83.2).

11.2.47 Multiple-originator-certificates

This genefal-attribute contains the multiple-originator-certificates argument of the Message-submission and Message-
delivery abstract-operations. It is generated by a trusted source (e.g. a certification-authority), and may be supglied by the
originator|of the message. See 8.2.1.1.1.41 of IRU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-jul tiple-originator-certific€ates ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Ext endedCerti fi cates,
NUMERATI ON si ngl e-val ued,
1D id-att-multiple-originator-certificates }

11.2.48 OQriginal-EITs

This genetal-attribute, which is multi-valued, identifies the encoded-information-types in the content of the fnessage as
submitted) or specified in‘the envelope of a submitted probe. It is generated from the original-encoded-informgtion-types
argument |of the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstract-¢perations.
See 8.2.1.].1.33-6f ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -prig@irnal - El Ts ATTRI BUTE :: = {
METH ATTRI BUTE. SYNTAX MS-_El T’
EQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUMERATI ON mul ti-val ued,
1D id-att-original -ElTs }

11.2.49 Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-
operation, and is present if the message has been redirected. See 8.3.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-originally-intended-recipient-name ATTRI BUTE ::= {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON si ngl e-val ued,

I D id-att-originally-intended-recipient-nanme }
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11.2.50 Originating-MTA-certificate

This general-attribute contains the originating-MTA-certificate result of the Message-submission abstract-operation. It is
generated by the MTA to which the message was submitted. See 8.2.1.1.2.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-originating-MIA-certificate ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Originati ngMIACertificate,
NUMERATI ON si ngl e-val ued,
1D id-att-originating-MIA-certificate }

11.2.51 Originator-certificate

This general-attribute contains the originator-certificate argument of the Message-submission, Probe-submission, and
Message-delivery abstract-operations. It is generated by a trusted source (e.g. a certification-authority), and may be
supplied by the originator of the message. See 8.2.1.1.1.25 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-riginator-certificate ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX OriginatorCertificate,
NUMERATI ON si ngl e-val ued,
I D id-att-originator-certificate }

11.2.52 Qriginator-name

This gengral-attribute contains the originator-name argument of the Message-submission, Probe-submifsion, and
Message-delivery abstract-operations. See 8.2.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC (0021-4.

nt -jori gi nat or - nanme ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG- RULES {oRNaneEl ement sMat ch | oRNameSubstri ngEl ement sMat ch |
oRNaneSi ngl eEl enent Mat ch,
o)

NUMERATI ON si ngl e-val ued,

I D id-att-originator-nane }

11.2.53 Qriginator-report-request

This gengral-attribute, which is multi-valued, contains the originator-report-request argument of the| Message-
submissiof and Probe-submission abstract-operations: See 8.2.1.1.1.22 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The
ordering df the values of this attribute matches th¢ ordering of the values of the per-recipient-message-submisgsion-fields
attribute.

nt -jori gi nat or-report-request. AT;FRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Ori gi nat or Repor t Request ,
NUMERATI ON mul ti-val ued,
I D id-att-originator-report-request }

11.2.54 OQriginator-return-address

This genefal-attribute eontains the originator-return-address argument of the Message-submission and Message-delivery
abstract-operationsy it indicates the postal-OR-address of the originator of the message. See 8.2.1.1.1.21| of ITU-T
Rec. X.41] | ISO4EC 10021-4.

nt -prigi-nat or -ret urn- address ATTRI BUTE :: = {
WITH ATTRI BUTE- SYNTAX (riginatorRet urnAddress
NUMERATI ON si ngl e-val ued,
I D id-att-originator-return-address }

11.2.55 Other-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-delivery
abstract-operation. See 8.3.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - ot her-reci pi ent-names ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON mul ti-val ued,

1D id-att-other-recipient-nanes }
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11.2.56 Parent-sequence-number

This general-attribute identifies the entry's parent-entry. It is generated by the MS. It is always present in a child-entry
and is absent in a main-entry (see 6.3.4).

nms- par ent - sequence- nunber ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Orderi nghat ch,
NUMERATI ON si ngl e-val ued,
I D i d-att-parent-sequence-nunber }

11.2.57 Per-message-indicators

This general-attribute comprises various arguments of the Message-submission and (for the first two arguments) the
Probe-submission abstract-operations. These include the implicit-conversion-prohibited, alternate-recipieft-allowed,
disclosurerof-other-recipients, and content-return-request arguments. See Figure 2 (Part 10) of ITU<T\Rgc. X.411 |
ISO/IEC 10021-4.

nt -per - mressage-i ndi cators ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Per Messagel ndi cat or s,
EQUALI TY MATCHI NG RULE bi t StringMat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-per-nessage-indicators }

11.2.58 Per-recipient-message-submission-fields

This genefal-attribute, which is multi-valued, contains the per-recipient-fields component of the Message-sfibmission-
envelope. See Figure 2 (Part 7) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -per - r eci pi ent - nessage- subm ssi on-fields ATTRI BUFEN./: = {
W TH ATTRI BUTE- SYNTAX Per Reci pi ent MessageSubni ssi onFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient - mressage- subni ssion-fields }

11.2.59 Per-recipient-probe-submission-fields

This gengral-attribute, which is multi-valued, eontains the per-recipient-fields component of the Probe-sfibmission-
envelope. See Figure 2 (Part 8) of ITU-T Reo, X3411 | ISO/IEC 10021-4.

nt -per-reci pi ent - probe- subni.ssion-fi el ds ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Per Reci pi ent ProbeSubmi ssi onFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient-probe-subm ssion-fields }

11.2.60 Per-recipient-report-delivery-fields

This gengral-attributed which is multi-valued, contains the per-recipient-fields component of the Reporft-delivery-
envelope. See Figute2 (Part 9) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -pef.~reci pi ent-report-delivery-fields ATTRI BUTE :: = {
WATH ATTRI BUTE- SYNTAX Per Reci pi ent Report Del i veryFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient-report-delivery-fields }

11.2.61 Priority

This general-attribute contains the priority argument of the Message-submission and Message-delivery abstract-
operations. If no value for the parameter is supplied in the Message-submission or Message-delivery abstract-operation
then the attribute is generated with the default value for priority. See 8.2.1.1.1.8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

m-priority ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Priority,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE integer OrderingMatch, --rule not defined in 1988 Application Contexts
NUMERATI ON si ngl e-val ued,
I D id-att-priority }
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11.2.62 Probe-origin-authentication-check
This general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abstract-

operation. It provides any MTA through which the probe is transferred with a means of authenticating its origin. It may
be generated by the MS-user when originating the probe. See 8.2.1.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - probe-ori gi n-aut henti cati on-check ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX ProbeOri gi nAut henti cat i onCheck,
NUMERATI ON si ngl e-val ued,
1D id-att-probe-origin-authentication-check }

11.2.63 Probe-submission-envelope

This general-attribute contains the envelope component of the argument of the Probe-submission abstract-operation. See
Figure 2 (Part 3) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - pr obe- subni ssi on- envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Pr obeSubm ssi onEnvel ope,
NUMERATI ON si ngl e-val ued,
I D i d-att-probe-subm ssion-envel ope }

11.2.64 Proof-of-delivery-request

This genegal-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-operatjon. It may
be generafed by the originator of the message. In submitted-message entries, this inférmation may be found fn the per-
recipient-fnessage-submission-fields attribute. See 8.2.1.1.1.32 of ITU-T Rec. X.4N{ISO/IEC 10021-4.

nt - pr oof - of - del i very-request ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Pr oof Of Del i ver yRequest ,
EQUALI TY MATCHI NG RULE integerMatch, -- rule not dehined in 1988 Application Contextq --
NUMERATI ON si ngl e-val ued,
1D id-att-proof-of-deligery-request }

11.2.65 Proof-of-submission

This genegal-attribute contains the proof-of-submission result of the Message-submission abstract-operation. [t provides
the MS-user with proof of submission of a message to the MTS. See 8.2.1.1.2.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - jpr oof - of - submi ssi on ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Pr oofOf Submi ssi on,
NUMERATI ON silngl e- val ued,
1D i d-att-proof-of-submssion }

11.2.66 Recipient-certificate

This gendral-attribute containsSthe recipient-certificate argument of the Message-delivery abstract-operdtion. It is
generated |by a trusted source (e/g. a certification-authority), and may be supplied by the originator of the mqssage. See
8.2.1.1.1.42 of ITU-T Ree. X411 | ISO/IEC 10021-4. In submitted-message entries, this information is contajned in the
per-recipi¢gnt-message-stubmission-fields attribute.

nt -feci pi ent=certificate ATTRIBUTE ::= {
W TH- ATTRI BUTE- SYNTAX Ext endedCerti fi cates,
NUNERATI ON si ngl e-val ued,
ND id-att-recipient-certificate }

11.2.67 Recipient-names

This general-attribute, which is multi-valued, contains the recipient-name components specified in the per-recipient-
fields components of the Message-submission-envelope and Probe-submission-envelope. It is generated by the MS. The
ordering of the values of this attribute matches the ordering of the values of the per-recipient-message-submission-fields
(or per-recipient-probe-submission-fields) attribute. See 8.2.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nms-reci pi ent-names ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES { oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON mul ti-val ued,

1D id-att-recipient-nanes }
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11.2.68 Recipient-reassignment-prohibited

This general-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submission abstract-operations. It indicates whether a message or probe submitted by the MS-user may be redirected
to a recipient-assigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ITU-T Rec.
X.411 | ISO/IEC 10021-4.

nt -reci pi ent -reassi gnment - prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Reci pi ent Reassi gnment Pr ohi bi t ed,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-recipient-reassi gnment-prohibited }

11.2.69 Redirection-history

This general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) from the
Message-delivery or Report-delivery abstract-operations. In the Tatfer case, the redirections concern the deliyery report
itself rathgr than the report's subject message. See 8.3.1.1.1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-fedirection-history ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Redi recti on,
OTHER MATCHI NG RULES {redirectionO DLExpansi onMat ch |

redirecti onOr DLExpansi onEl ement sMat ch |

redi recti onOr DLExpansi onSubst ri ngEl ement-shat ch |
redirecti onOr DLExpansi onSi ngl eEl enment Mateh |
redi recti onReasonMat ch,

o)
NUMERATI ON mul ti-val ued,
1D id-att-redirection-history }

11.2.70 Report-delivery-envelope

This genegal-attribute contains the report-delivery-envelope componefit of the argument of the Report-deliverjy abstract-
operation.|See Figure 2 (Part 9) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -y eport-delivery-envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Report Del i ver yEnvel ope,
NUMERATI ON si ngl e-val ued;
1D id-att-report-delivery-envel ope }

11.2.71 Reporting-DL-name

This genefal-attribute contains the reportingsDL-name argument of the Report-delivery abstract-operation. If identifies
the DL that forwarded the report to the owner of the DL. See 8.3.1.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -f eporting-DL- nane ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Report i ngDLNane,
EQUALI TY MATCHI NG RULE oRNameMat ch, -- rule not defined in 1988 Application Contgxts --
OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
..}
NUMERATI ON si ngl e-val ued,
I D id-att-reporting-DL-name }

11.2.72 Reporting-MTA-certificate

This gengral<attribute contains the reporting-MTA-certificate argument of the Report-delivery abstract-oferation. It
contains thie certificate of the MTA that generated the Teport. See 8.3.1.2.1.120f [TU-1 Rec. X411 [ISOTEC 10021-4.

nmt-reporting-MIA-certificate ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX ReportingMrACertificate,
NUMERATI ON si ngl e-val ued,
1D id-att-reporting-MIA-certificate }

11.2.73 Report-origin-authentication-check

This general-attribute contains the report-origin-authentication-check argument of the Report-delivery abstract-
operation. It provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

nmt-report-origin-authentication-check ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Report Ori gi nAut henti cati onCheck,
NUMERATI ON si ngl e-val ued,
I D id-att-report-origin-authentication-check }
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11.2.74 Retrieval-status

This general-attribute indicates the retrieval-status of an entry (see 6.3.8). If the Modify abstract-operation is available,
the MS-user shall support modification of the attribute in the case where its existing value is /isted and the replacement
value is processed. The MS may optionally support the additional capability to modify the attribute in an unrestricted
manner (e.g. from processed to listed). In an entry of the Message-log entry-class, the attribute reflects the retrieval-
status of the corresponding Stored-message entry. In an entry of the Auto-action-log entry-class, the attribute indicates
the retrieval-status of the entry itself (not that of the auto-action-subject-entry). The attribute is created and maintained by

the MS.

ne-

retrieval -status ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX Retrieval St at us,

EQUALI TY MATCHI NG RULE i nt eger Mat ch,

NUMERATI ON si ngl e-val ued,

I D id-att-retrieval -status }

NOTE
optiona|

11.2.75
This gene

separate 4
10021-4.

nt -

11.2.76

This gene

(see 6.3.2).

ne-

11.2.77

This gene
modified i
in content
this indicd

- Modification of this attribute by means of the Auto-modify auto-action 1s not applicable unless the M
| unrestricted modification capability, as the value will always be new at the time when Auto-modify is attemp

becurity-classification

Fal-attribute comprises the security-classification component of the message-security-label. It is d
ttribute to allow its use in the Summarize abstract-operation. See 8.5.9 of ITU;T Rec. X.411

security-classification ATTRIBUTE :: = {

W TH ATTRI BUTE- SYNTAX Securityd assification,

EQUALI TY MATCHI NG RULE i nt eger Mat ch,

NUMERATI ON si ngl e-val ued,

1D id-att-security-classification }

bequence-number

Fal-attribute identifies the entry containing the attributes It is allocated by the MS when the entry
sequence- nunber ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX SequenceNunber ,

EQUALI TY MATCHI NG RULE i nt eger Nat ch,

ORDERI NG MATCHI NG- RULE i nt eger/Or deri nghat ch,

NUMERATI ON si nghke- val ued,

1D ivd- at t - sequence- nunber }

bignature-verification-status

al-attribute reports the gutcome of verification by the MS that the content of a delivered message h3
n the MTS, if the MSthas'the capability to perform such verification and a signature of the content
Hintegrity-check, message-origin-authentication-check or message-token. It is generated by the M
tion implies trust in' the MS.

upports the
ted.

bfined as a
ISO/IEC

is created

s not been
yas present
b. Trust in

nms-pBi gnatur es\erification-status ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Si gnatureVerificationStatus,
NUVERAT! ON si ngl e-val ued,
1D id-att-signature-verification-status }
Si ghatueVeri-H-ecat-enrStatus—————SEF—{
content-integrity-check [0] SignatureStatus DEFAULT si gnature-absent,
message- ori gi n-aut henti cati on-check [1] SignatureStatus DEFAULT signature-absent,
message-t oken [2] SignatureStatus DEFAULT signature-absent,
report-origin-authentication-check [3] SignatureStatus DEFAULT signature-absent,
proof - of -del i very [4] SignatureStatus DEFAULT signat ure-absent,
pr oof - of - submi ssi on [5] SignatureStatus DEFAULT signature-absent }
SignatureStatus ::= | NTEGER {
si gnat ur e- absent (0),
verification-in-progress (1),
verification-succeeded (2),
verification-not-possible (3),
content - convert ed (4),
si gnat ur e-encrypt ed (5),
al gorithm not - supported (6),
certificate-not-obtainable (7),
verification-failed (8) }
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The components of signature-verification-status have the following meaning:

a) Content-integrity-check (O): Indicates the signature-status of the content-integrity-check.

: 1999 (E)

b) Message-origin-authentication-check (O): Indicates the signature-status of the message-origin-

authentication-check.

c) Message-token (O): Indicates the signature-status of the content-integrity-check within the signed data or
encrypted data in a token.
d) Report-origin-authentication-check (O): Indicates the signature-status of the report-origin-authentication-

check.

e) Proof-of-delivery (O): Indicates the signature-status of proof-of-delivery argument.

f)

Proof-of-submission (O): Indicates the signature-status of the proof-of-submission argument. May be

present in a child-entry of a delivered-message entry.

The values of signature-status have the following meaning:

o o

—

11.2.78

This gene
required,

storage-pd
the Modifj
which this
the corres]
the storag
attribute;

ne-

St o

NOTE
fixed p
absolut

11.2.79

o o

5 0 o

signature-absent. Verification 1s not possible because the signature 1s absent.
verification-in-progress: Signature verification is in progress.
verification-succeeded: The signature was verified successfully.
verification-not-possible: Verification is not possible for an unspecified reason.
content-converted: Verification is not possible because the message was subjected t0 content con
signature-encrypted: Verification is not possible because the object was encrypted after it was sig
algorithm-not-supported: Verification is not possible because the algorithm identifier was not su
certificate-not-obtainable: Verification is not possible because the eertificate cannot be obtained
verification-failed: The verification process failed. This is the“only value of signature-statu

indicate a breach of security.

Btorage-period

version.
ned.

pported.

5 likely to

al-attribute indicates the period, in seconds, for which, the MS-user anticipates that storage of the er
Felative to its creation-time. An entry becomes subject to deletion by the Auto-delete auto-actio

general-attribute is semantically related. A given value of the storage-period attribute is equal to t
ponding storage-time minus the creation-fiime, expressed in seconds. The creation, modification, or

p-period general-attribute is reflected in the creation, modification, or deletion of the storage-tim
.c. the semantic link between the two-is always preserved.
5t or age- peri od ATTRI BUTE .= {

W TH ATTRI BUTE- SYNTAX St or agePer i od,

EQUALI TY MATCHI NG RULE i nt eger Mat ch,

ORDERI NG MATCHI NG RULE i nt eger Or deri ngMat ch,

NUMERATI ON si ngl e-val ued,

I D id-att-storage-period }

agePeri od .= I NTEGER -- seconds- -
- This attribite-is intended for use with the Auto-modify auto-action, to enable the MS-user to add a storage-tinj
priod afterentry creation to selected entries. This is not possible using storage-time directly as that attribute

b time.

try will be
when its

riod expires (see 13.4). An MS that supports this general-attribute shall support its creation and amegndment by
y abstract-operation and the Auto-modify auto-action; it shall also support the storage-time general-ttribute to

e value of
deletion of
e general-

eequaltoa
contains an

btorage-time

This general-attribute indicates the date and time at which the MS-user estimates that storage for the entry will no longer
be required. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-time is reached
(see 13.4). An MS that supports this general-attribute shall support its creation and amendment by the Modify abstract-
operation and the Auto-modify auto-action; it shall also support the storage-period general-attribute to which this
general-attribute is semantically related. The creation, modification, or deletion of the storage-time general-attribute is
reflected in the creation, modification, or deletion of the storage-period general-attribute; i.e. the semantic link between

the two is

ne-

Sto

always preserved.
storage-tinme ATTRIBUTE ::= {

W TH ATTRI BUTE- SYNTAX St or ageTi ne,

EQUALI TY MATCHI NG RULE uTCTi meMat ch,

ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,

I D id-att-storage-tine }
rageTi me ::= UTCTi ne
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11.2.80 Subject-submission-identifier

This general-attribute contains the subject-submission-identifier argument of the Report-delivery abstract-operation. It
indicates the message-submission-identifier or the probe-submission-identifier of the subject of the report. See 8.3.1.2.1.1
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - subj ect - subm ssion-identifier ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Subj ect Submi ssi onl denti fier,
EQUALI TY MATCHI NG RULE nrSl dentifierMatch, -- rule not defined in 1988 Application Contexts
NUMERATI ON si ngl e-val ued,
1D id-att-subject-subnission-identifier }

11.2.81 This-recipient-name

This general-attribute contains the this-recipient-name argument of the Message-delivery abstract-operation, and
identifies the MS-user.See 8.3 1.1 1.3 of ITU-T Rec. X411 | ISOAEC 100214

nt -f hi s-reci pi ent-name ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNarre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES { oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMat ch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON si ngl e-val ued,

1D id-att-this-recipient-nane }

11.2.82 Trace-information

This genetal-attribute, which is multi-valued, documents the actions taken oh-the message (or probe or repoft) by each
MD through which it passed as it transferred through the MTS. It is generated from the Message-delivery-enyelope and
the Reporf-delivery-envelope. See 12.2.1.1.1.3 of ITU-T Rec. X.411 | ISOAEC 10021-4.

nmt-frace-information ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Tracel nf or mati onEl enent ,
NUMERATI ON mul ti-val ued,
I D id-att-trace-i nformation }

11.3 Che Attribute-table information objectiset

The Attripute-table information object set is used'as a constraining set in this Service Definition where relat¢d fields of
the ATTRIBUTE information object class aré'teferenced in the MS abstract-syntax. It comprises two object sqts:

Attfi but eTabl e ATTRI BUTE : =4
General Attributes | Contént SpecificAttributes }

The Gengral-attributes infornfation object set contains the general-attributes defined in this Service Defirfition. It is
defined in| Annex C. An MS implementation is not constrained to support only those general-attributes preent in the
General-aftributes object set:

The Contgnt-specific<attributes information object set is an empty, extensible set. Where an MS offers support for a
given confent-type,~the attribute-types associated with that content-type shall be regarded as objects populating the
Content-specific-attributes object set.

Content'SpecificAttributes ATTRIBUTE ::= { ... }

11.4 Generation of the general-attributes

This subclause describes how the general-attributes are generated. The information is summarized in Table 4; definitive
attribute descriptions are given in 11.2. For a description of the classifications used see 5.3.

11.5 Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages
present in the MS at the time the subscription was changed. The handling of attributes for which subscription has been
cancelled is a local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this
attribute for messages present in the MS at the time the subscription was changed.
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Table 4 — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by

AC-correlated-report-list M - MS A value is generated for each originally specified
recipient, identifying the per-recipient-report-
delivery-fields which have been correlated with that
recipient.

AC-report-subject-entry S B MS The attribute-value is the sequence-number of the
submitted-message or submitted-probe entry which
is the subject of this report.

AC-report-summary M - MS The initial values are the values of originator-report-
request. They are updated as reports are received.
One value is generated for each originally specified
Tecipient.

AC-uncorrglated- report-list M — MS A value is generated for each per-recipient-report-
delivery-fields which cannot be correlated with an
originally specified recipient.

Auto-actiop-error S — MS The attribute-value is the value‘of the errof generated
as the result of auto-actien) processing.

Auto-actiop-registration- S - MS The attribute-value is the'registration-identifier of a

identifier registered auto-action e€xecuted by the M.

Auto-actiop-subject S - MS The attribute-valug is the sequence-numbé¢r of an
entry to which{auto-action processing was|applied.

Auto-actiop-type S - MS The attribute-value is the type of a registefed auto-
action‘eXecuted by the MS.

Certificatetselectors S certificate-selectors, Ms Forsubmitted-message entries, this attribyte takes, in

originator-certificate- each component of its value, the value prepent in that
selectors-override component of certificate-selectors unless there is a
value present in the corresponding compopent of
originator-certificate-selectors-override, i which
case the attribute's component takes the lqtter value.
certificate-selectors, Md For delivered-message entries, this attribute takes, in
certificate-selectors- each component of its value, the value prepent in that
override component of certificate-selectors unless there is a
value present in the corresponding compopent of
certificate-selectors-override, in which cage the
attribute's component takes the latter valup.

Child-seqyence-numbers M N MS A value is generated for each child-entry pelonging
to a parent-entry.

Content S dontent Ms, The attribute-value in the delivered or sumitted

Md message entry is the value of the source phrameter.
returned-content Rd The attribute-value in the returned-contenft child-
entry of the delivered-report entry is the vplue of the
source parameter.
Content-cqnfidentiality# S content- Ms, The attribute-value is the value of the soufce
algorithm-jdentifier confidentiality- Md parameter.
algorithm-identifier
Content-cqrrelator S content-correlator Ms, Ps, The attribute-value is the value of the soufce
Rd parameter.
Content-identifier S content-identifier Ms, Ps, The attribute-value is the value of the source
Md, Rd parameter.

Content-integrity-check S content-integrity- Md The attribute-value is the value of the source

check parameter.

Content-length S - MS The (approximate) size of the content in octets.

content-length Ps The attribute-value is the value of the source
parameter.

Content-returned S - MS The value is set to true if returned-content is present
in a Report-delivery and to false if not present.

Content-type S content-type Ms, Ps, If represented by Object Identifier, the value of the

Md, Rd source parameter. If represented by Integer,

converted to the corresponding Object Identifier.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Conversion-with-loss- S conversion-with-loss- Ms, Ps, The attribute-value is the value of the source
prohibited prohibited Md parameter.
Converted-EITs M | converted-encoded- Md A corresponding value is generated from each bit
information-types that is set to 1 in the built-in-encoded-information-
types component of, and from each extended-
encoded-information-type present in the converted-
encoded-information-types parameter.
Creation-time - MS The time of creation of the entry.
Deferred-delivery- - MS The time at which the Cancel-deferred-delivery
cancellatiqn-time abstract-operation was performed
Deferred-delivery-time S deferred-delivery- Ms The attribute-value is the value of the Soufce
time parameter.
Deletion-t{me S — MS Generated when the entry to which this Message-log
entry corresponds is deleted.
Delivered{EITs M |converted-encoded- MS Converted-EITs if converted-encoded-infgrmation-
information-types, if types is present; OriginalyEITs otherwise.

present;

original-encoded-

information-types

otherwise

Delivery-flags S delivery-flags Md The attribute-value is the value of the soufce
pararmeter. If there are no delivery-flags i} the Md,
genbrate a default value with no flags set.

DL-exempted-recipients M | dl-exempted- Ms, A corresponding value is generated from ¢ach

recipients Md component of the SET.

DL-expangion-history M |dl-expansion-history Md A corresponding value is generated from ¢ach
component of the SEQUENCE.

originator-and-dl- Rd A corresponding value is generated from ¢ach

expansion-history component of the SEQUENCE.

DL-expangion-prohibited S dl-expansion- Ms, The attribute-value is the value of the soufce

prohibited Ps parameter.

Entry-type] S Md Argument MS The value is "delivered-message".

Rd Argument MS The value is "delivered-report". If a returrfed-content
is present, a child-entry which contains the returned-
content is created and given an entry-type|of
"returned-content".

Ms Argument MS The value is "submitted-message".

Ps Argument MS The value is "submitted-probe"

Ms Argument MS The value is "draft-message"

MS The value is "auto-action-event"

Internal-tryce-information M |internal-trace- Md A corresponding value is generated from ¢ach

information Rd component of the SEQUENCE.

Latest-deljvery-tinie S latest-delivery-time Ms The attribute-value is the value of the soufce
parameter.

Locally-originated S — MS The attribute-value is present if the originator of the
delivered-message is this MS-user.

Marked-for-deletion S Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-delivery-envelope S MessageDelivery Md The attribute-value is the value of the source

Envelope parameter.

Message-delivery-time S message-delivery- Md The attribute-value is the value of the source

time parameter.

Message-group-name M | Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modity auto-action.

Argument

78 ITU-T Rec. X.413 (1999 E)



https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Message-identifier S message-submission- Ms, The attribute-value is the value of the source
identifier, parameter.
probe-submission- Ps,
identifier,
message-delivery- Md
identifier
Message-notes M | Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modify Amod Auto-modity auto-action.
Argument
Message-uigiu- S uu:bbagc-u;igiu- is; Fheattrbute=vatue s thevatoeof thesoayce
authenticafion-check authentication-check Md parameter.
Message-sgcurity-label S message-security- Ms, Ps, The attribute-value is the value of the ‘soufce
label Md, Rd parameter.
Message-submission- S Message- Ms The attribute-value is the value-of the soufce
envelope Submission-Envelope parameter.
Message-submission-time S message-submission- Ms, The attribute-value is-the'value of the soufce
time, Md parameter.
probe-submission- Ps The attribute-yalu¢ is the value of the soufce
time parameter.
Message-tpken S originator-token Ms The attribute-value is the value of the soufce
parameter:
message-token Md Thecattribute-value is the value of the soufce
parameter
MS-originpted S - MS Set true if the MS originated this messagq in auto-
action processing.
MS-submifsion-error S MS-message- MS Generated from the ERROR returned by the MS-
submission error, message-submission or MS-probe-submisgion
MS-probe- abstract-operations.
submission error
Multiple-qriginator- S multiple-originators Ms, Md | The attribute-value is the value of the soufce
certificate certificates parameter.
Original-HITs M |original-eneeded- Ms, Ps, A corresponding value is generated from ¢ach bit
information=types Md, Rd that is set to 1 in the built-in-encoded-infdrmation-
types component of, and from each extended-
encoded-information-type present in the ofiginal-
encoded-information-types parameter.
Originallyjintended- S originally-intended- Md The attribute-value is the value of the soufce
recipient-rjame recipient-name parameter.
Originatinp-MTA-certificate S originating-mta- Ms The attribute-value is the value of the soufce
certificate parameter
Originatortcertificate S originator-certificate Ms, Ps, The attribute-value is the value of the soufce
Md parameter.
Originatorfname S originator-name Ms, Ps, The attribute-value is the value of the soufce
Md parameter.
Originatortreport-request M | originator-report- Ms The attribute-value is the value of the soukce
request Ps parameter
Originator-return-address S originator-return- Ms, The attribute-value is the value of the source
address Md parameter
Other-recipient-names M | other-recipient-names Md A corresponding value is generated from each
component of the SEQUENCE.
Parent-sequence-number S - MS When creating a child-entry, this attribute is
generated with the corresponding parent-entry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the value of the source
indicators Ps parameter. If absent from Ms or Ps, generate a
zeroed bit string by default.
Per-recipient-message- M | PerRecipientMessage Ms The attribute-value is the value of the source
submission-fields SubmissionFields parameter
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Table 4 (concluded) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Per-recipient-probe- M | PerRecipientProbe Ps The attribute-value is the value of the source
submission-fields SubmissionFields parameter
Per-recipient-report-delivery-| M | per-recipient-fields Rd A corresponding value is generated from each
fields component of the SEQUENCE.
Priority S priority Ms, The attribute-value is the value of the source
Md parameter.
Probe-origin-authentication- S probe-origin- Ps The attribute-value is the value of the source
check authentication-check parameter.
Probe-submission-envelope S ProbeSubmission- Ps The attribute-value is the value of the source
Envelope parameter
Proof-of-dg¢livery-request S proof-of-delivery- Md The attribute-value is the value of the’soufce
request parameter.
Proof-of-sybmission S proof-of-submission Ms The attribute-value is the value-of the soufce
parameter
Recipient-pertificate S recipient-certificate Md The attribute-value is the, vdlue of the soufce
parameter.
Recipient-hames M  |recipient-name Ms, The attribute-value is the value of the soufce
Ps parameter
Recipient-feassignment- S recipient- Ms, The attribute-value is the value of the soufce
prohibited reassignment- Ps parameter
prohibited
Redirectiop-history M  |redirection-history Md, Acorresponding value is generated from ¢ach
Rd component of the SEQUENCE.
Report-delivery-envelope S ReportDelivery Rd The attribute-value is the value of the soufce
Envelope parameter.
Reporting{DL-name S reporting-dl-name Rd The attribute-value is the value of the soufce
parameter.
Reporting{MTA-certificate S reporting-MTA- Rd The attribute-value is the value of the soufce
certificate parameter.
Report-oripin-authentication- S report-origin- Rd The attribute-value is the value of the soufce
check authentication=check parameter.
Retrieval-gtatus S ~ MS Generated when the entry is created; givep the value
new'.
Security-classification S security-classification Md, The attribute-value is the value of the soufce
Rd parameter.
Sequence-humber S - MS When creating an entry, the MS assigns afunique
value for this attribute in ascending order
Signature-ferification-status S content-integrity- MS The attribute-value is present only if the dontent was
check, message- signed by the originator (with the signatuge in any of
origin-authentication- the source parameters), and the MS has th¢ capability
check, message- to verify the signature.
token, report-origin-
authentication-check,
proof-of-delivery,
proef-of-submission
Storage-period S Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modify Amod Auto-modify auto-action. Storage-time is generated
Argument at the same time.
Storage-time S Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modify Amod Auto-modify auto-action. Storage-period is
Argument generated at the same time.
Subject-submission-identifier S subject-submission- Rd The attribute-value is the value of the source
identifier parameter.
This-recipient-name S this-recipient-name Md The attribute-value is the value of the source
parameter.
Trace-information M |trace-information Md A corresponding value is generated from each
Rd component of the SEQUENCE.
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11.6 General-attribute-types subject to modification

Of the general-attribute-types, only those listed below are subject to modification by the Modify abstract-operation and
the Auto-modify auto-action. With the exception of retrieval-status, where an MS supports one of these attributes, it shall
support its modification by the Modify abstract-operation.

a) Marked-for-deletion
b) Message-group-name
¢) Message-notes

d) Retrieval-status

e) Storage-period

f) Storage-time

P > -operation
is an optignal capability. The facility to modify retrieval-status in an unrestricted manner is also an optional [capability.
Support fdr these optional capabilities is reported in the MS-bind-result (see item h in 7.1.2 and Annex‘F):

Details of] content-specific attributes that are subject to modification are given in the Specification) which dlefines the
content-type concerned.

12 General matching-rules

The general-matching-rules may be applied to the attributes of an entry of any, content-type. Other matching-rules,
which arel content-specific, are defined in the relevant Specification. Some/of-the rules are based on matdhing-rules
defined il ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.5204 ISO/IEC 9594-6. The MATCHING-RULE
informatiqn object class used in this Service Definition is described in 6.3(9.3.

12.1 MS-string syntax

The attribpte-syntax of some attribute-types allows the same miformation to be represented in different forms:
— as either a Numeric String or Printable String;

— as a Printable String, Teletex String, or.Universal String;

- other content-specific attribute-types, may be defined with an attribute-syntax of General Strirfg or BMP
String.

For the standard attributes of OR-address; these alternative forms of representation are listed in Table 9 of ITU-T
Rec. X.40p | ISO/IEC 10021-2. It is(convenient to define an ASN.1 syntax for specifying these optional forms in
matching-rule-assertions:

MBSt ring {I NTEGER s~haxSi ze} ::= CHO CE {
printable PrintableString (SIZE (1..naxSi ze)),
tel etex Tel etexString (SIZE(1..maxSize)),
gener al General String (SIZE (1..naxSi ze)),
uni ver sal Uni versal String (SIZE(1..naxSi ze)),
bmp BMPString (SIZE (1..nmaxSize)) }

When thel MS¢string type is used as the assertion-syntax in a matching-rule-assertion, the choice of strifjg types is
confined tp.that represented in the attribute-syntax of the attribute under test.

Constraints on the set of Universal String characters that may be present in an MS-string may be laid down in
Specifications which define attribute-types with an attribute-syntax of Universal String.

12.2 String matching-rules

In the matching-rules specified in 12.2.1 to 12.2.9, the following spaces are not regarded as significant:
— leading spaces (i.e. those preceding the first printing character);
— trailing spaces (i.e. those following the last printing character);

— multiple consecutive internal spaces (these are taken as equivalent to a single space character).

In the matching-rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces were
not present in either string. A value which contains only space characters is regarded as containing a single significant
space.
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The following rules also apply:

— the Non-spacing underline graphic character shall be considered insignificant, as shall all control functions
except Space and those used for code extension procedures;

— the choice between different encodings of the same character shall be considered insignificant.
Where the strings being matched are of different ASN.1 character string types (e.g., a presented Printable String and a
stored Teletex String), the comparison proceeds as normal so long as the corresponding characters are in both character

sets; the comparison is based on the equivalence of the characters and the choice of encoding is ignored. Otherwise
matching fails.

12.2.1 MS-string-match

The MS-string-match compares for equality a presented string with attribute-values of type MS-string without regard to
the case (upper or lower) of the strings (e.g., "Dundee" and "DUNDEE" match).

NOTE t In some languages, the concept of distinct upper-case and lower-case letters does not exist.

npSt ri ngvat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nsstring-match }

The rule geturns #rue if, and only if, the strings have the same number of characters and corfesponding chafacters are
identical ﬂexcept that the case shall be ignored). Where the attribute-type allows the choicebetween differgnt ASN.1
character string types, the comparison is based on the equivalence of the characters and the choice of epcoding is
ignored.

12.2.2  MS-string-ordering-match

The MS-string-ordering-match compares the collation order of a presented-string with attribute-values of type MS-
string without regard to the case (upper or lower) of the strings.

nBStri ngOrderi ngvat ch MATCHI NG RULE : : = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nmsstring-ordering-match }

The rule rpturns true if, and only if, some value of the attribute'is 'less' or appears earlier than the presented vhlue, when
the stringg are compared using the normal collation ordecdor their syntax after lower-case letters in both strings have
been replaced by their upper-case equivalents.

NOTES

1 For example, the rule returns f7ue where a presented value of "Falkirk" is compared with an attribute containin the values
"Glasggw" and "Edinburgh", since the value "Edinburgh" is 'less than' the presented value.

2 [he definition of normal collation order may be the subject of National Decision.

12.2.3  MS-substrings-match

The MS-qubstrings-match detétmines whether a presented value is a substring of some value of an attribyite of type
MS-string| without regard to-the-case (upper or lower) of the strings.

npSubst ri ngshatleh MATCHI NG RULE :: = {
SYNTAX SubstringAssertion
I D id-nr-nms-substrings-match }

Shibst it ngAssertion :: = SEQUENCE OF CHO CE {
i niLt'i al [0] MSString {ub-nsstring-match},
any [1] MSString {ub-nsstring-match},
fl ||a: [2] rVBStI I IIH {ub'llbbtl I IIU'IIﬂt b:l} }

-- at nost one initial and one final conponent --

For a substring value to match, the specified substrings must appear in the asserted order. The substrings shall be non-
overlapping, and may (but need not) be separated from the ends of the attribute-value and from one another by zero or
more string elements.

If initial is present, the substring shall match the initial string of the value; if final is present, the substring shall match
the final substring of the value; if any is present, the substring shall match any substring in the value. Each substring is
matched according to the MS-string-match rule.

For a component of substring-assertion to match a portion of the attribute-value, corresponding characters must be
identical, except in regard to case. Where the attribute-type allows the choice between different ASN.1 character string
types, the comparison is based on the equivalence of the characters and the choice of encoding is ignored.

NOTE - For example, the rule returns #7ue where a presented value containing initial "mes", any "age" and final "ore" is compared
with an attribute containing the value "Message Store".
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12.2.4 MS-single-substring-match

The MS-single-substring-match determines whether a presented string is a single substring of some value of an
attribute of type MS-string without regard to the case (upper or lower) of the strings.

nSSi ngl eSubst ri ngvat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D i d-nr-ns-singl e-substring-match }

The rule is identical to the MS-substrings-match rule, except that the presented value is treated as the sole any
component of the substring-assertion; the initial and final components are absent.

NOTE - For example, the rule returns #rue when a presented value of "Age" is compared with an attribute containing the value
"Message Store".

12.2.5 MS-string-case-sensitive-match

The MS-string-case-sensitive-match compares for equality a presented string with attribute-values of type-MS-string.

nBStri ngCaseSensi ti veMat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nestring-case-sensitive-nmatch }

The rule i$ identical to the MS-string-match rule except that case is not ignored.

NOTE { For example, the rule returns t7ue for a presented value of "CaSe" if and only if that value'is compared with fan attribute
containjng the value "CaSe".

12.2.6  MS-string-list-match

The MS-string-list-match compares for equality a presented sequence of strings with attribute-values [which are
sequences|of MS-string without regard to the case (upper or lower) of the strings.

nBStri ngLi st Mat ch MATCHI NG RULE :: = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-mestring-list-match }

The rule returns true if, and only if, the number of strings in each*is the same, and corresponding strings match using the

MS-stringrmatch matching-rule.
NOTE { For example, the rule returns #7ue when a presented value of "ms projects+milestones+announcements" is corppared with
an attripute containing the value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the dequence).

12.2.7  MS-string-list-elements-match

The MS-4tring-list-elements-match determines whether a presented sequence of strings is a leading subpset of the
sequence ¢f strings present in some value¢-6f an attribute containing sequences of MS-string without regard fo the case
(upper or Jower) of the strings.

nBStri ngLi st El ement sMatch MATCHI NG RULE : : = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D i@d-pr-mestring-list-elenents-nmatch }

The rule |s identical tosthe MS-string-list-match rule except that strings are matched in the order preserjted in the
sequence (beginning-with the first string in each sequence), and the rule returns frue when all strings in thd presented
sequence match (i;e:-the number of strings in the presented sequence shall be less than or equal to the numbef of strings
in the stored valuge).

NOTE { Eor‘example, the rule returns true when a presented value of "ms projectstmilestones" is compared with pn attribute
containing the value "M ProjectsTMilestonesTFAnnouncements" (where "+ separates the strings in the sequence).

12.2.8 MS-single-substring-list-match

The MS-single-substring-list-match determines whether each string in a presented sequence is a single substring of
each corresponding string in a sequence that constitutes some value of an attribute containing sequences of MS-string,
without regard to the case (upper or lower) of the strings.

nSSi ngl eSubst ri ngLi st Mat ch MATCHI NG RULE :: = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-nms-single-substring-list-match }

The rule returns #rue if, and only if, the number of strings in each is the same, and corresponding strings match using the
MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projectstmilestounce" is compared with an attribute
containing the value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequence).
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12.2.9 MS-single-substring-list-elements-match

The MS-single-substring-list-elements-match determines whether a presented sequence of single substrings is a subset
of the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the
case (upper or lower) of the strings.

nSSi ngl eSubst ri ngLi st El enent sMat ch MATCHI NG RULE : : = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-nms-single-substring-1ist-elements-match }

The rule is identical to the MS-single-substring-list-match rule except that strings are matched in the order presented in
the sequence (beginning with the first string in each sequence), and the rule returns frue when all strings in the presented
sequence match (i.e. the number of strings in the presented sequence shall be less than or equal to the number of strings
in the stored value).

NOTE - For example, the rule returns frue when a presented value of "ms+stones" is compared with an attribute containing the
value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequence).

12.3 Syntax-based matching-rules

This Service Definition makes use of the following syntax-based matching-rules defined in FfU-T Rde. X.501 |
ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6: Bit String Match, Object Identifier\Match, Disfinguished
Name Mafch, Boolean Match, Integer Match, Integer Ordering Match, Octet String Match, UFC/Time Match, UTC Time
Ordering Match, and Presentation Address Match. In addition to these a Value-count matching-rule is definegl.

NOTE [l — The Integer Match rule defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 is also applied here to Enumerated ftypes.

The valug-count-match determines whether the number of values present in_an aftribute of an entry is fequal to a
presented [[nteger.

vpl ueCount Mat ch MATCHI NG RULE :: = {
SYNTAX I NTEGER (1..ub-attribute-val ues)
I D i d-nr-val ue-count-match }

The rule rpturns true if, and only if, the nominated attribute contains'a number of values equal to the presented Integer.

NOTE P — This rule could be used in a filter that selects entries which belong to a given message-group to identify those entries
which belong only to that message-group.

12.4 Matching-rules for complex Message Store attributes

The components of an OR-address are defined \in"clause 18 of ITU-T Rec. X.402 | ISO/IEC 10021-2 as| standard
attribute [types and domain defined attribute, types (but are not formally defined as instances of the ATTRIBUTE
informatign object class). Many standard attribute types are complex data-types (e.g., personal-name) and are pot always
suitable fgr matching as complete units.\For this reason, the standard attribute types are broken into theif primitive
componenjts which are referred to as OR-address elements in this Service Definition.

NOTE t Thus the standard attribute type personal-name comprises the four OR-address elements surname, given-najne, initials,
and gefferation-qualifier.

12.4.1 DR-address-match

The OR-address-mateh-rule compares for equality a presented value with attribute-values of type OR-addres.

oRAddr essiVat ch MATCHI NG RULE :: = {
SYNTAX ORAddr ess
1D i d-nr-oraddress-match }

The rule returns frue if the presented value and at Ieast one value of the stored attribute both contain the same number of
OR-address elements of the same type, and corresponding elements match. Otherwise matching fails.

Matching of elements is performed according to the following rules, which reflect the rules for Attribute List
Equivalence defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

a) All elements are matched using the MS-string-match rule, except for:
1) Terminal-type, which is matched using Integer Match.

2) The extended form of network-address. The E163-4-address alternative is matched using the MS-
string-list-match rule. The PSAP-address alternative is matched using the Presentation Address Match.

b) Where the value of an element may be a Numeric String or an equivalent Printable String, either form of
presented value shall match either form of stored value.

NOTE 1 — For administration-domain-name, private-domain-name, and postal-code the same numeric value may
be represented as either a Numeric or Printable String.
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¢) The equivalence rule between the X.121 and ISO 3166 forms of the country-name element shall apply (see
ITU-T Rec. X.402 | ISO/IEC 10021-2).

NOTE 2 — As a local matter, where X.121 allocates more than one number to a country, these may be regarded as
equivalent.

d) Where the value of an element may be a Printable String, Teletex String, Universal String, or a combination
of these types, any form of presented value shall match any form of stored value. Where more than one
form is present (in the presented value, or stored value, or both) then matching of the element succeeds if
the matching of at least one form succeeds.

NOTE 3 — For example, the organization-name element may be present as a built-in-standard-attribute (a
Printable String), or as an extension-attribute (a Teletex String or Universal String), or as any combination of
these. Similarly, the common-name element may be present as any of three extension-attributes: common-name (a
Printable String), teletex-common-name (a Teletex String), and universal-common-name (a Universal String).

e)The type or value components of a domain-defined-attribute element may he a Printable String, a Teletex
String, a Universal String, or any combination of these; any form of presented value pair shall jnatch any
form of stored value pair.

f] The order of elements is not significant, except for the elements derived from organizational-upit-names,
which must appear in the same order in the presented value and stored value.

g) Any language code present in the presented value or stored value shall be disregarded.

NOTE 4 — As a local matter, where an MS has specific knowledge of certain domain-defined-attribptes, it may
apply additional rules which attach significance to the punctuation characters, the case of letters, or[the relative
order of those domain-defined-attributes.

NOTE 5 — An MD may impose additional rules for matching based ondocal equivalence rules upon tlje attributes
it assigns to its own users and DLs. The MS may utilize local\information about the equivalence ¢f attribute-
values or combinations of values to determine whether a supplied OR-address unambiguously identifies a stored
OR-address.

12.4.2 DR-address-elements-match

The OR-address-elements-match rule determines whether a‘presented value is a subset of the elements presdnt in some
value of an attribute of type OR-address.

ORAddr essEl enent svat ch MATCHI NG RULE %= {
SYNTAX ORAddr ess
I D i d-nr - or addr ess- el eqent s-match }

The rule feturns true if, and only if, at least’one value of the attribute includes those elements which comprise the
presented value, and the values of the pre§erited elements match those of the corresponding elements in the st¢red value.
Matching jof elements is performed acdcording to the rules defined for the OR-address-match rule.

NOTE |l — Care should be taken whehn constructing a complex filter. Where a filter consists of two filter-items, each ¢ontaining a
subset ¢f OR-address elements;and the and operator (e.g., "C=xx and O=zz") each filter-item might match on differept attribute-
values. |Consequently an entry-could be selected even where no single attribute-value contains both elements; this opcurs if one
attributp-value contains €=xx and another O=zz. This is avoided if both elements are presented in the same OR-addregs-elements-
match.

For the cqmplex_components (personal-name, organizational-unit-names, domain-defined-attributes, and th¢ extended
form of ngtwork-address) only those elements presented are considered.

NOTE P * This allows a match to proceed on a part of a complex component, e.g., "PersonalName.surname=Maruba'}

12.4.3 OR-address-substring-elements-match

The OR-address-substring-elements-match rule determines whether a presented value is a subset of the elements
present in some value of an attribute of type OR-address, where each presented string value is a substring of the
corresponding stored value.

OoRAddr essSubst ri ngEl ement sMat ch MATCHI NG RULE : : = {
SYNTAX ORAddr ess
I D i d-nr-oraddress-substring-el enents-nmatch }

This rule is identical to the OR-address-elements-match rule except that for those elements which are matched using the
MS-string-match rule, the MS-single-substring-match rule is applied.

NOTE - For example, the rule returns t7ue when a presented value of "OrganizationName=rc", "PersonalName.surname=arthur" is
compared with an attribute which includes the value "OrganizationName=RCC", "PersonalName.surname=McArthur".
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12.4.4 OR-name-match

The OR-name-match rule compares for equality a presented value with attribute-values of type OR-name.

oRNameMat ch MATCHI NG- RULE :: = {
SYNTAX ORName
I D id-nr-ornanme-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-name
which matches according to the following rules:

a) Ifthe presented OR-name contains only an OR-address, the rule matches if the presented value matches an
OR-address in the stored value according to the OR-address-match rule.

b) Ifthe presented OR-name contains only a directory-name, the rule matches if the presented value matches a
directory-name in the stored value according to the Distinguished Name Match rule.

c) If the presented OR-name contains both an OR-address and a directory-name, the rule matches [if either of
the rules described above matches.

Otherwise matching fails.

NOTE { It will not always be possible for the MS to perform a Distinguished Name Match, where the directory-name|contains an
attributp-value whose type is unknown to the MS.

12.4.5 DR-name-elements-match

The OR-fjame-elements-match rule determines whether a presented value is a subSet of the elements presept in some
value of ap attribute of type OR-name.

oRNaneEl ement sMat ch MATCHI NG RULE :: = {
SYNTAX ORName
I D i d-nr-ornane-el enents-nmatch }

The rule feturns true if, and only if, at least one value of the dttribute includes those elements which comprise the
presented value, and the values of the presented elements match.those of the corresponding elements in the st¢red value.

This rule {s identical to the OR-name-match rule except that the OR-address-elements-match rule is used insfead of the
OR-addregs-match rule.
NOTE { As a local matter an MS may relax the definition of the Distinguished Name Match such that only thdse relative-

distingfished-names which appear in the presented\value are required to match.

12.4.6 PR-name-substring-elements-match

The OR-nlame-substring-elements-match rule determines whether a presented value is a subset of the elements present
in some vplue of an attribute of type OR-name, where each presented string value is a substring of the coriesponding
stored valye.

oRNaneSubst ri ngE"enent svat ch MATCHI NG RULE : : = {
SYNTAX ORName
1D I*d- nr - or nane- substri ng- el ements-match }

This rule |s identical to the OR-name-elements-match rule except that for those elements which are matched using the
MS-stringtmateh'tule, the MS-single-substring-match rule is applied.

NOTE {As 2 local matter an MS may relax the definition of the Distinguished Name Match such that only thdse relative-
disting-' pames—which-appearinthe presentedvaluearerequired-to-match-assubstrnos of the storedvalue-

12.4.7 OR-name-single-element-match

The OR-name-single-element-match rule determines whether a presented string and some element present in a value of
an attribute of type OR-name match for equality.

oRNaneSi ngl eEl ement Mat ch MATCHI NG RULE : : = {
SYNTAX MSString {ub-nsstring-match}
I D i d- nr - or nane- si ngl e-el enent -match }

The rule returns true if, and only if, the stored OR-name contains an element (in its OR-address or directory-name
components) that matches the presented value according to the MS-string-match rule. The terminal-type and extended
form of network address elements are not considered when evaluating the OR-name-single-element-match rule.

NOTE — As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-
distinguished-names which appear in the presented value are required to match.
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12.4.8 Redirection-or-DL-expansion-match

The Redirection-or-DL-expansion-match rule compares for equality a presented value with the OR-address-and-
optional-directory-name component of attribute-values of type Redirection-history or DL-expansion-history.

redirecti onOr DLExpansi onvat ch MATCHI NG RULE :: = {
SYNTAX ORAddr essAndOpt i onal Di r ect or yNane
I D id-nr-redirection-or-dl-expansion-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-
and-optional-directory-name which matches according to the OR-name-match rule.

12.4.9 Redirection-or-DL-expansion-elements-match

The Redife eXpa cleme fset of the
elements present in the OR-address-and-optional-directory-name component of some value of an attiibifte of type

Redirection-history or DL-expansion-history.

redirecti onOr DLExpansi onEl ement sMat ch MATCHI NG RULE : : = {
SYNTAX ORAddr essAndOpt i onal Di r ect or yNane
I D id-nr-redirection-or-dl-expansion-el enents-natch }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-
and-optional-directory-name which matches according to the OR-name-elements-mdtch’rule.

12.4.10 Redirection-or-DL-expansion-substring-elements-match

The Redirection-or-DL-expansion-substring-elements-match rule detérmines whether a presented value pf element
substrings| is a matching subset of the elements present in the ORaddress-and-optional-directory-name component of
some valup of an attribute of type Redirection-history or DL-expansion-history.

redirecti onOr DLExpansi onSubst ri ngEl enent sMat eh./MATCHI NG RULE : : = {
SYNTAX ORAddr essAndOpt i onal Di r ect oryNane
1D id-nr-redirection-or-dl-expansi on-substring-el enents-match }

This rule {s identical to the Redirection-or-DL-expansion-elements-match rule except that for those elements|which are
matched using the MS-string-match rule, the MS-single-substring-match rule is applied.

12.4.11 Redirection-or-DL-expansion-single-element-match

The Redirection-or-DL-expansion-single-element-match rule determines whether a presented string and sorfie element
present in|the OR-address-and-eptienal-directory-name component of a value of an attribute of type Redirectjon-history
or DL-expansion-history match for equality.

rpdirecti onOsPLLExpansi onSi ngl eEl enent Mat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-redirection-or-dl-expansion-singl e-el enent-nmatch }

The rule feturnhs/true if, and only if, the stored OR-name contains an element (in its OR-address or diredtory-name
componenjts).that matches the presented value according to the MS-string-match rule. The terminal-type angl extended
form of network address elements are not considered when evaluating the Redirection-or-DL-expansion-single-element-
match rule.

12.4.12 Redirection-reason-match

The Redirection-reason-match rule compares for equality a presented value with the Redirection-reason component of
attribute-values of type Redirection-history.

redirecti onReasonvat ch MATCHI NG RULE :: = {
SYNTAX Redi rect i onReason
I D id-nr-redirection-reason-match }

The rule returns true if, and only if, the presented value matches the redirection-reason component of at least one value
of the attribute according to the Integer Match rule.
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12.4.13 MTS-identifier-match

The MTS-identifier-match rule compares for equality a presented value with attribute-values of type MTS-identifier.

nmrSl dentifi er Match MATCHI NG RULE :: = {
SYNTAX MTSI denti fi er
1D id-nmr-nts-identifier-match }

Each element of MTS-identifier (country-name, administration-domain-name, private-domain-identifier, and local-
identifier) is matched using the MS-string-match rule. The rule returns true if, and only if, at least one value of the
attribute contains elements which match those of the presented value. The equivalence rule between the X.121 and
ISO 3166 forms of the country-name element may be applied (see ITU-T Rec. X.402 | ISO/IEC 10021-2).

12.4.14 Content-correlator-match

The Content-correlator-match rule compares for equality the presented value with attribute-values of type content-

correlator
cpntent Correl at or Mat ch MATCHI NG RULE :: = {
SYNTAX Cont ent Corr el at or
I D id-nr-content-correlator-match }

If the pregented and stored values are encoded as Octet Strings, then the rule matches according to the O
Match rulp. If both are encoded as character string types, the rule matches according to the MS-string-casg
match rulg. Otherwise matching fails.

12.4.15

The Content-identifier-match rule compares for equality the presented value with attribute-values of typ
identifier.

The rule rpturns true if, and only if, the presented value matches-at least one value of the attribute according
string-cas¢-sensitive-match rule.

12.5

Support fdr the following general-matching-rules-s mandatory: Integer Match, Integer Ordering Match, Objec]
Match, UTC Time Match, and UTC OrderingiMatch. An MS that claims support for a matching rule shall sup
in a Filter|for any attribute-type for which‘it-also claims support, where the attribute-type includes that match
its attribute definition (see 11.1.1).

The present match is supported for all supported attribute-types.

12.6

The Matdhing-rule-table' information object set is used as a constraining set in this Service Definition wh
fields of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It com
object sets

Content-identifier-match

O

bnt ent | denti fi er Mat ch MATCHI NG RULE :: = {
SYNTAX Contentldentifier
I D id-nr-content-identifier-match }

Matching-rule support

he Matching-rul¢-table information object set

Mat ehisagRul eTabl e MATCHI NG RULE : : = {

Ctet String
-sensitive-

c content-

o the MS-

[ Identifier
bort its use
Ing-rule in

bre related
prises two

Gener al Mat chi ngRul es | Cont ent Speci fi cMat chi ngRul es }

The General-matching-rules object set contains the general-attributes defined in this Service Definition. It is defined as

follows:

88

Gener al Mat chi ngRul es MATCHI NG RULE : : = {
bitStringMatch | bool eanMatch | contentldentifierMatch | integerMtch |
integerOrderi ngMatch | nBSStringCaseSensitiveMatch | objectldentifierMatch |
oRNaneMat ch | uTCTi meMat ch | uTCTi meOr deri nghat ch,
-- 1994 extension additions -- ,
content Correl ator Mat ch | nBSSi ngl eSubstringMatch | nSStringCaseSensitiveMatch |

nSStringLi st El ement sMatch | nSStringLi stMatch | nSStringvatch | nSStringOr deringMatch |
nSSi ngl eSubst ri ngLi st El enent sMatch | nSSi ngl eSubstri ngLi st Match | nSSubstringsMatch |

nrSl dentifierMatch | oRAddressEl ementsMatch | oRAddressMatch |

ORAddr essSubst ri ngEl ement sMat ch | oRNaneEl enent sMat ch | oRNaneMat ch |
oRNaneSi ngl eEl ement Mat ch | oRNaneSubstri ngEl ement sMat ch |

redirecti onOr DLExpansi onEl ement sMatch | redirecti onOr DLExpansi onMat ch |
redirecti onOr DLExpansi onSi ngl eEl ement Mat ch |

redirecti onOr DLExpansi onSubst ri ngEl enent sMat ch | redi recti onReasonMatch | val ueCount Match }
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The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

Cont ent Speci fi cMat chi ngRul es MATCHI NG RULE ::={ ... }

13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are
defined in the relevant Specification.

Auto-actions are introduced in 6.5. The registration and deregistration of auto-actions by means of the Register-MS
abstract- 0perat10n is descrlbed in 8.2.5. Alternatlvely, reglstratlon 1nf0rmat10n may be conveyed to the MS by means of
subscripti¢m: i ns of the
Register-NIS abstract- operatlon

The following general-auto-action-types are defined:
a) Auto-alert;

b) Auto-modify;

c) Auto-correlate-reports;

d) Auto-delete.

NOTE { The Auto-forward auto-action defined in previous editions of this Specification is now defined as the IPM apto-forward
auto-acfion in ITU-T Rec. X.420 | ISO/IEC 10021-7.

Each gendral-auto-action-type is defined as an instance of the AUTO-ACTION information object class (see ¢.5.1). The
Auto-actipn-table information object set is used as a constrainingset in this Service Definition where relatdd fields of
the AUT(-ACTION information object class are referenced in the MS abstract-syntax. It comprises two objedt sets:

At oActi onTabl e AUTO-ACTION :: = {
Gener al Aut oActions | Content Speci fi cAOtOActions }

The Genefal-auto-actions object set contains the geferal-auto-actions defined in this Service Definition. It is|defined as
follows:

Gener al Aut oActi ons AUTO- ACTI ON = {
auto-alert,
-- 1994 ext ensi onhadditions --
auto nmodi fy | auto-correl ate-reports | auto-delete }

The Content-specific-auto-actions object set is an empty, extensible set. Where an MS offers support fpr a given
content-type, the auto-actions.associated with that content-type shall be regarded as objects populating th¢ Content-
specific-ayto-actions object set.

nt ent Specifi-cAut oActi ons AUTOACTION ::={ ... }

Each autofaction=¢rror that shall be generated by the general-auto-action-types is defined as an instance of the AUTO-
ACTION-ERROR or ABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. The Auto-
action-eryor-table information object set is defined below. It comprises the General-auto-action-errors and thie Content-
specific-auto-action-errors information object sets:

Aut oAct i onError Tabl e AUTO ACTI ON- ERROR : : = {
Gener al Aut oActionErrors | Content Specifi cAutoActi onErrors }
Gener al Aut oActi onErrors AUTO ACTI ON- ERROR :: = {
autoAl ertError | nodifyError | serviceError | securityError | nessageG oupError,
-- For future extension additions -- }
Cont ent Speci fi cAut oActi onErrors AUTO-ACTION-ERROR ::={ ... }

The operation of auto-actions may be affected by the implementation of a security-policy.
Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry's retrieval-status

general-attribute. None of the auto-actions defined in this Service Definition affect the value of the retrieval-status
general-attribute.
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Table 5 summarizes the registration and log generation capabilities of each of the general-auto-actions in the following
respects:

—  whether the auto-action may be registered by means of the Register-MS abstract-operation;

—  whether multiple registrations are permitted,

—  whether a registration parameter is defined for the auto-action;

—  whether the execution of the auto-action may cause the generation of an entry in the Auto-action-log.

NOTE — If the register-MS-argument contains a registration-status-request for auto-action-registrations, then all auto-actions
currently in effect (whether registered by means of Register-MS or by subscription) are reported in the registered-information
argument of register-MS-result.

Table S — Summary of general-auto-action registration and logging capabilities

Auto-action-type Register-MS regi[:tlrteillt)ifns R;:agri ;gzg;n Auto-actignslog
Auto-alert Y Y Y Y
Auto-modify Y Y Y Y
Auto-correlate-reports N N N N
Auto-delete Y N N Y

13.1 Auto-alert

The Autotalert auto-action enables the MS-user to instruct the MS to alert the user automatically when the delivery of
selected mjessages or reports causes the creation of an entry in the Delivery-entry-class.

The alert may be conveyed to the MS-user by means of the Alert)abstract-operation (see 8.2.6). Alternativgly, (or in
addition), [the alert may be conveyed to the entity utilizing the sérvices of the MS-user (e.g., a person) by meafs of some
other alerf| mechanism, e.g., a pager, a light on a telephone, or.other terminal equipment. In this case, the deyice which
receives thle alert is called the alert-destination, and is identified by an alert-address.

The Autotalert auto-action-type allows one or more auto-alert-registration-parameters to be registered with the MS,
each identjfied by its auto-alert registration-identifiérs Registration information may be conveyed to the MS either by use
of the Register-MS abstract-operation or by subscription. Each auto-alert-registration-parameter specifies friteria to
determine|whether it applies to a particular delivered-message or delivered-report. It may also specify one or thore alert-
destinatiops, and the attributes of the delivered-message or delivered-report which are to be conveyed in|the Alert
abstract-operation.

apit o-al ert AUTO ACTION ::= {
REG STRATI ON PARAMETER | S Aut oAl ert Regi strati onPar anet er
ERRORS {auto-alert-error}
| DENTI FI ED BY id-act-auto-alert }
Alit oAl ert Regi Stirati onParaneter ::= SET {
filter [0] Filter OPTI ONAL,
al erts'destinations [1] SEQUENCE Sl ZE (1..ub-al ert-addresses) OF
Al ert Destination OPTI ONAL,
requested-attributes [2] EntrylnformationSel ecti on OPTI ONAL,

-- 1994 extension --
Suppress-alert-destinations [3] ROOJFAN DFFAUIT TRIF }

The components of the auto-alert-registration-parameter have the following meaning:

a) Filter (O): This specifies a set of criteria which a new entry representing a delivered-message or delivered-
report shall satisfy before the MS will perform this registered Auto-alert auto-action. In the absence of this
component, this Auto-alert auto-action will be performed for all new delivered-messages and delivered-
reports.

b) Alert-destinations (O): This component identifies one or more alert-destinations, each identified by an
alert-address, together with any information required to control the alert and qualify the information it is to
convey to the alert-destination. The MS shall attempt to alert the alert-destinations subject to the
qualification specified in item d.

Al ertDestination ::= SEQUENCE {
al ert -address EXTERNAL,
alert-qualifier OCTET STRI NG OPTI ONAL }
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The alert-address identifies the type of alert to be performed (e.g., the paging system to be used), and the
address of an entity reachable by an alert of that type. The alert-qualifier specifies any additional
information required to control the alert, and other information to be conveyed to the alert-destination. In
the absence of this component, no control information is specified, and no additional information will be
conveyed to the alert-destination (unless the required information has been registered by subscription).

Some types of alert may be internationally standardized. Others may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible
for assigning identifiers for each type of alert in a way that ensures that each is unique. Each alert type is
identified by an Object Identifier which is assigned when the alert type is defined. The Object Identifier is
contained in the alert-address component. The ASN.1 data-type of the alert-address, and any further rules
for processing the alert-qualifier are defined when the alert type is defined.

¢) Requested-attributes (O): This indicates what information from the delivered-message or delivered-report
is to be included in the argument of the Alert abstract-operation (see 8.1.4).

The Alert abstract-operation shall be invoked if this component is present or if alert-destinatipnd is absent.

d) Suppress-alert-destinations (O): This component is meaningful only if both the alert-d¢stinftions and
requested-attributes components are present; it is disregarded otherwise. If this componentis #rge, and the
Alert abstract-operation has been invoked successfully, then no attempt shall be made\fo convey fhe alert to
the alert-destinations.

When a njessage or report is delivered, each of the registered Auto-alert auto-actions is processed in turn, In order of
their registration-identifiers, until one is completed successfully. This occurs when the delivered-message or|delivered-
report satisfies the selection criteria of the registered Auto-alert, and the MS-user or/one of the alert-destjnations is
alerted as described above. If the requested-attributes component is present or the alert“destinations component is absent,
the Alert gbstract-operation shall be invoked. This is possible only if an abstract-association already exists bgtween the
MS and MiS-user. If the alert-destinations component is present (and the Alert was not performed successfijlly, or the
suppress-dlert-destinations component is false), the MS attempts to issue the alert to each alert-destination in|turn, until
one attempt succeeds. If, after processing all Auto-alert registrations¢ the entry has been found to satisfy thp selection
criteria of]at least one registration, but none of the attempts to con¥ey the alert to an alert-destination, or to invoke the
Alert abstfact-operation has been successful, then the MS shall set(the alert-indication which is reported to te MS-user
when an apstract-association is next established (see 7.1.2, item\d).

The following auto-action-error is generated if none of the’alert-destinations can be alerted, or if some locally defined
error condition arises:

apit o-al ert-error AUTO ACTI ON- ERROR-; (5 {
PARAMETER  SEQUENCE SI ZE (1..ub:al ert-addresses) OF AutoAl ertErrorlndication
CODE gl obal : i d- aae- autoyal ert-error }

>

it oAl ert Errorlndication ::;=-SET {
failing-alert-destinati‘oan~ [0] Al ertDestination OPTI ONAL,
suppl ementary-informati 6n [1] General String
(SI ZE(1. . ub-suppl enentary-info-length)) OPTI ONAL }

The paranpeter has the followinig meaning:

a) Failing-alert-destination (O): This identifies the alert-destination, if any, associated with|the error
condition-described in supplementary-information.

b) Supplémentary-information (O): A description of the error condition.

NOTE { As a-local matter, the MS may generate an auto-action-error concerning one alert-destination even if arjother alert-
destinafion’ has’been successfully alerted, e.g., where an alert-destination is registered with an erroneous address wihich may be
detectegl only when an attempt is made to alert this destination.

The execution of the Auto-alert auto-action may cause the creation of an entry in the Auto-action-log entry-class.

13.2 Auto-modify

The Auto-modify auto-action enables the MS-user to instruct the MS to apply modifications automatically to the
attributes of an entry provided that the entry satisfies given criteria. The auto-action is performed whenever an entry of
the Stored-message or Message-log entry-classes is created, i.e., when a message or report is delivered, or when a draft
message is stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also applies to
entries created as a consequence of the performance of content-specific auto-actions.

Only certain general-attribute-types are subject to modification using this auto-action (see 11.6). Attribute-types specific
to a particular content-type, and subject to modification, are defined in the relevant Specification. The definition of an
attribute-type which is subject to modification may specify additional rules for the performance of the Auto-modify auto-
action.
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The Auto-modify auto-action-type allows one or more auto-modify-registration-parameters to be registered with the MS,
each identified by its registration-identifier. Each auto-modify-registration-parameter identifies the entry-class addressed
by the auto-action, and specifies criteria which determine whether the auto-action shall apply to the particular entry, in
which case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-action
for which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

aut o-nodi fy AUTO-ACTION :: = {
REG STRATI ON PARAMETER | S Aut oModi f yRegi st rati onPar anet er
ERRORS {securityError | serviceError | nodifyError |
messageG oupError}
| DENTI FI ED BY id-act-auto-nodify }

Aut oMbdi f yRegi strati onParaneter ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
filter [1] Fi | ter OPTI ONAL,
nmodi fi cations [2] SEQUENCE SI ZE( 1. . ub-nodifications) OF EntryMdification }

The comppnents of the auto-modify-registration-parameter have the following meaning:

a) Entry-class (O): This specifies the entry-class addressed by the auto-action.

b) Filter (O): This specifies a set of criteria which a new entry shall satisfy before the MS will pgrform this
registered Auto-modify auto-action. In the absence of this component, all entries created in thg specified
entry-class are subject to modification.

c) Modifications (M): This defines a sequence of modifications, which shall-be applied in the orddr specified
in the sequence (see 8.2.7.1).

The execution of the Auto-modify auto-action may cause the creation of an entry.in the Auto-action-log entryiclass.
Support of the Auto-modify auto-action by an MS, or UA accessing an MS; requires that it supports registration of the
auto-modiffy-registration-parameter by means of the Register-MS abstfact-operation. Registration informatiop may also
be conveyed to the MS by subscription.

13.3 Auto-correlate-reports

The Autotcorrelate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically,|delivered-
report entfies of the Delivery entry-class with the submitted messages and probes to which they are related. The auto-
action algo records each successful invocation\ef the MS-cancel-deferred-delivery abstract-operation. The Auto-

correlate-fjeports auto-action-type is available only by subscription, not by registration using the Register-M

operation

a

The MS s
entry, A(

(see 11.2.

No entry s

action.

13.4

Lt 0-correl ate-reports AUTO-"ACTION :: = {
| DENTI FI ED BY id-act-atdto-correl ate-reports }

upports the Auto-correlate-reports auto-action by means of the AC-correlated-report-list, AC-repd
[-report-summary; AC-uncorrelated-report-list, and deferred-delivery-cancellation-time genera
,11.2.2,11.2.3; 1L1.2.4, and 11.2.22).

hall be created in the Auto-action-log entry-class as the result of performing the Auto-correlate-re

S abstract-

rt-subject-
-attributes

ports auto-

P

Aito=delet
= o

The Auto-delete auto-action enables the MS-user to instruct the MS to delete an entry (and any child-entries associated
with it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion every entry in
the Stored-message entry-class which possesses a storage-time general-attribute whose value is less than the current date
and time. Auto-deletion shall not be performed while an abstract-association exists between the MS and MS-user. All
restrictions specified for the Delete abstract-operation apply equally to the Auto-delete auto-action. Consequently, Auto-
delete shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval-status value of new

(see 8.2.4).
aut o-del ete AUTO-ACTION :: = {
ERRORS {securityError}
| DENTI FI ED BY id-act-auto-delete }

No registration-parameter is defined for the Auto-delete auto-action.
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NOTES

1 This auto-action differs from the others defined in this Service Definition in that its activity is initiated by the expiry of a
timer rather than the creation of an entry. The period within which deletion shall occur after the storage-time is reached is not
prescribed. In practice, implementations may choose to perform this action at fixed intervals, e.g., hourly, daily, or weekly.

2 A newly-created entry is subject to Auto-delete processing only after all other registered auto-actions have been performed.

3 An entry which contains the storage-period general-attribute also contains the storage-time general-attribute. Both attributes
indicate, in different ways, the date and time after which the message is to be deleted, i.e. storage-period in combination with
creation-time is equivalent to storage-time (see 11.2.71).

4 The marked-for-deletion attribute-type is not considered when performing the Auto-delete auto-action.

Support of the Auto-delete auto-action by an MS, or UA accessing an MS, requires that it supports registration of the
auto-action with the MS by means of the Register-MS abstract-operation. The Auto-delete auto-action is also available
by subscription.

The execution of the Auto-delete auto-action may cause the creation of an entry in the Auto-action-log entry-class.

SECTION 4 — PROCEDURES FOR MESSAGE STORE AND PORT REALIZATION

14

Dverview

This sectign describes the procedures for the MS and the port realization. It contains,a description of the conspmption of
the MTS pbstract-service in clause 15. The provision of the MS abstract-service i§ described in clause 16{ The port

realizatior in the form of application service elements is described in clause 16.

The performance of the abstract-operations described in clauses 15 and16.may be subject to the requirements of a

security-pglicy, (if one is in force), which applies to the MTS abstract-seryices and to the MS abstract-serviceg.

15

Consumption of the Message Transfer abstract-service

This claupe specifies how the MS consumes the MTS-abstract-service which is defined in clause §|of ITU-T
Rec. X.41]l | ISO/IEC 10021-4. The consumption by the ‘MS of the services of the MTS Delivery, Submission, and

Administration Ports is defined.

15.

1 Consumption of the Delivery Port abstract-services

This claupe describes the performance ~0fthe Message-delivery and Report-delivery abstract-operationy, and the
invocatior] of the Delivery-control abstract-operation. The MS consumption of the Delivery Port abstrakct-services
assumes that an abstract-association.exists between the Delivery Port supplier (the MTS) and the Delivery Por{ consumer
(the MS).|The performance of the\abstract-operations is in sequential order; no parallel processing takes place. Error

cases are not described.

15.1.1 Performance of the Message-delivery abstract-operation

When theMTS invpkes the Message-delivery abstract-operation, the MS performs the following actions:

a) TheWMS creates an entry (and conditionally one or more child-entries) with entry-type delivered-message in
the-Delivery entry-class and sets its retrieval-status to new. A corresponding entry with the same| sequence-
number is created in the Delivery-log entry-class. The mandatory and optional attribute-types forfdelivered-
message entries of the Delivery and Delivery-log entry-classes are indicated in Table 2.

b) The MS returns a Message-delivery result to the MTS to indicate that the delivery was successful. The
Message-delivery result shall contain proof-of-delivery information if the delivered-message contains a
proof-of-delivery-request argument. This proof-of-delivery may be computed using the subject-MS secret
key (see 8.5.7 and 8.3.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

c) The MS determines if any auto-actions are to be performed. In addition to the general-auto-action-types
defined in this Service Definition, content-specific auto-action-types may be defined for individual content-
types in the relevant Specifications. Except for content-specific auto-actions whose order of execution is
specified in the relevant Specification, auto-actions are executed in the order indicated below:

1) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-class and
any selection criteria specified in each Auto-modify registration-parameter. If the entry satisfies these
criteria, then the sequence of entry-modifications is applied. This is repeated for each registered Auto-
modify auto-action.
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d)

2) If Auto-alert auto-actions have been registered, the new entry is matched against the selection criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection criteria of any of
these, the MS shall attempt to invoke the Alert abstract-operation or issue the alert to an alert-
destination (or perform both of these actions) as defined in 13.1.

NOTE — If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is not
performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
one of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication,
which is reported to the MS-user when an abstract-association is next established. The MS then resumes
processing of registered auto-actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user

over the Retrieval Port

15.1.2  Performance of the Report-delivery abstract-operation

When the

a

MTS invokes the Report-delivery abstract-operation, the MS performs the following actions:

The MS creates an entry with entry-type delivered-report in the Delivery entry-class and sets it$ retrieval-
status to new. A corresponding entry with the same sequence-number is creatéd-in the Deliverytlog entry-
class. The mandatory and optional attribute-types for delivered-report entries ‘of the Delivery and Delivery-
log entry-classes are indicated in Table 2.

If the delivered-report contains the originally submitted message inits returned-content field, then the MS
shall create a child-entry containing the returned-content-entry~in the Delivery entry-class; 1jo entry is
created in the Delivery-log entry-class.

The MS returns a Report-delivery result to the MTSfe/ indicate that the delivery was succgssful. The
Report-delivery result has no parameters. For~details, see 8.3.1.2.2 of ITU-T Req. X411 |
ISO/IEC 10021-4.

The MS determines if any auto-actions are.to- be performed. Auto-actions are executed in|the order
indicated below:

1) If the Auto-correlate-reports auto-aetion is in effect then the MS attempts to correlate the|delivered-
report with the entry in the Submission or Submission-log entry-class which is the subject of|the report.
If an entry corresponding to the report's subject-message is found in the Submission or Subnpission-log
entry-class, then the MS.shall update the auto-correlation attributes indicated in 13.3.

2) If Auto-modify autoractions have been registered, the new entry is matched against the entry-class and
any selection criteria Specified in each Auto-modify registration-parameter. If the entry satisfies these
criteria, then the. sequence of entry-modifications is applied. This is repeated for each |registered
Auto-modify auto-action.

3) If Autp-alert auto-actions have been registered, the new entry is matched against the selection criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection criterip of any of
these, the MS shall attempt to invoke the Alert abstract-operation or issue the alert to an
alert-destination (or perform both of these actions) as defined in 13.1.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entty-class. If

Onc of these auto-actions causes an auto-action error, the VS shaltattach am auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication,
which is reported to the MS-user when an abstract-association is next established. The MS then resumes
processing of registered auto-actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user
over the Retrieval Port.

15.1.3 Invocation of the Delivery-control abstract-operation

If the MS requires a temporary restriction on the delivery abstract-operations that the MTS may invoke, or requires an
alteration to the existing restrictions, it performs the following actions:

a)

94

The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed. See
8.3.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
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b) The MTS returns a result to signify that the specified controls are now in force; alternatively, an error is

returned. The result indicates any abstract-operations that the MTS would invoke, or any message types that
it would deliver, were it not for the prevailing controls. See 8.3.1.3.2 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

When the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-control
abstract-operation to relax the restrictions. The effects of a Delivery-control abstract-operation are
cancelled when either a new Delivery-control abstract-operation alters the restrictions or when the abstract-

association between the MS and MTS is released.

15.1.4  Generation rules for general-attributes

Attributes shall be generated when a message or report is delivered, and may be generated when an auto-action is
performed.

The entrig
shall cont
implemen
entry and

s of the Delivery and Delivery-log entry-classes created as a result of Message-delivery and Repo
hin the mandatory attributes indicated in Table 2, and such optional attributes as are supported

ation and subscribed to by the MS-user. The generated attributes form a new entry, or in some-casg
bne or more child-entries (see 6.3.4). Each attribute of an entry in the Delivery-log entry-¢lass is ide|

the attribyte of the same name in the corresponding entry of the Delivery entry-class (except for the de

attribute
generated

a

b

See Table
attributes
Rec. X.42

15.2

This subc
abstract-oj
Submissio
(the MTS
order, no |

15.2.1

The invoc

wvhich may be present only in Delivery-log entries). The following kinds of (general-attribute

general-attributes generated by the MS itself (e.g. sequence-number);

general-attributes generated from components of the messagerdelivery-envelope and repor
envelope. For components which are not present, but for which,default values are defined,
attribute containing the default value is generated.

4 and 11.4 for the rules on the generation of the general-aftfibutes. The generation rules for conte
are defined in the relevant Specifications, e.g., the IPMSsspecific attributes are described in 19.7
D | ISO/IEC 10021-7.

Consumption of the Submission Port abstract-services

ause describes the invocation of the Message-submission, Probe-submission, and Cancel-deferrd
perations, and the consumption of the\Submission-control abstract-operation. The MS consumpf
n Port abstract-services assumes tHat an abstract-association exists between the Submission Po

and the Submission Port consumer (the MS). The performance of the abstract-operations is in
parallel processing takes placesError cases are not described.

nvocation of the Message-submission abstract-operation

htion of the Message=submission abstract-association results from the performance of an auto-action

or from the invocation ‘of.the MS-message-submission abstract-operation by the MS-user. The definit

performan
operation

If the Mes

ce of MS-mgssage-submission includes a description of the invocation of the Message-submissio:
see 16.2)

Kagessubmission is the consequence of an auto-action execution, the following additional actions ar

a
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follows: if the auto-action's registration-parameter contains a submission-options parameter, that value is
used directly. Otherwise, the general (non UA-specific) submission-defaults previously registered by means
of the MS-register abstract-operation are used.

For auto-actions which cause the creation of an entry in the Auto-action-log entry-class, an error in the MS-
message-submission abstract-operation shall cause the MS to attach an auto-action-error attribute indicating
the nature of the error to the Auto-action-log entry. In addition, the MS shall present an auto-action-error-
indication to the MS-user in MS-bind-result when an abstract-association is next established.

15.2.2  Invocation of the Probe-submission abstract-operation

The invocation of the Probe-submission abstract-operation results from the invocation of the MS-probe-submission
abstract-operation by the MS-user. The definition of the performance of MS-probe-submission includes a description of
the invocation of the Probe-submission abstract-operation (see 16.2.2).
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15.2.3

Invocation of the Cancel-deferred-delivery abstract-operation

When the MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following actions:

15.2.4

When theMTS invokes the Submission-control abstract-operation, the MS performs the following‘actions:

15.3

This subclause describes the performance of the Register and Change-credentials abstract-operations. The co
of the Adrinistration Port abstract-sérvices assumes that an abstract-association exists between the Administ
supplier (fhe MTS) and the Administration Port consumer (the MS). The performance of the abstract-opera
sequentiallorder, no parallel processing takes place. Error cases are not described.

The MS upe of the Administration Port is subject to the security-policy in force.

15.3.1

When the|MS-user invokes the Register abstract-operation, the MS performs the following actions:

b)

b) The MS invokes a Submission-control abstract-operation over its abstract-association with th

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with the MTS,
using the Cancel-deferred-delivery argument supplied by the MS-user. See 8.2.1.3.1 of ITU-T Rec.

X.411 | ISO/IEC 10021-4.

If the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed to,

then the MS searches the Submission and Submission-log entry-classes for an entry corresponding to the

submitted message for which deferred-delivery has been cancelled. If such an entry is found, th
attaches a deferred-delivery-cancellation-time attribute to it to record the date and time at
cancellation occurred. The AC-report-summary attribute is also updated.

c) If the abstract-operation is performed successfully, the result is returned to the MS-user in the

en the MS
which the

form of a

Cancel-deferred-delis, ery. result issued by the MS_QOtherwise the erroris returned to the MS_yuser

Performance of the Submission-control abstract-operation

a) If no abstract-association exists between the MS and MS-user, a remote-bind-error,is returned t
and the procedure terminates.

using the Submission-control argument supplied by the MTS.

c) The MS-user may return a result to signify that the specified controls are now in force; altery
error is returned. The result indicates any abstract-operations_ that the MS-user would invo
message types that it would submit, were it not for the prevailing controls. See 8.2.1.4.2
Rec. X.411 | ISO/IEC 10021-4.

d) The result or error returned by the MS-user is returnéd to the MTS.

e) When the MTS is able to accept the submission yof messages or probes, it may invoke the St
control abstract-operation to relax the restrictions. The effects of a Submission-control abstract
are cancelled when either a new Submission=control abstract-operation alters the restrictions o:
abstract-association between the MS andMTS is released.

Consumption of the Administration Port abstract-services

nvocation-0f the Register abstract-operation

b the MTS

e MS-user

atively an
ke, or any
of ITU-T

ibmission-
-operation
when the

hsumption
Fation Port
tions is in

a) \FPhe MS invokes the Register abstract-operation over its abstract-association with the MTS,

using the

Register argument supplied by the MS-user. See 8.4.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021

b) The result or error returned by the MTS is returned to the MS-user.

NOTE — Some security-policies may permit the user-security-labels to be changed only if a secure link is employed.

15.3.2

Invocation of the Change-credentials abstract-operation

4.

When the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

96

b)

a) The MS invokes the Change-credentials abstract-operation over its abstract-association with

the MTS,

using the Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ITU-T

Rec. X.411 | ISO/IEC 10021-4.

abstract-operation is successful, the MS stores the new credentials.
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Performance of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

16

a)

b)

The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

The MS stores the new credentials for use on subsequent occasions when it binds to the MTS.

Supply of the Message Store abstract-service

This clause specifies how the MS supplies the MS abstract-service. This describes the supply of the abstract-services
available at the Retrieval, MS-submission, and Administration Ports.

Supply of the Retrieval Port abstract-services

Performance of the Summarize abstract-operation

MS-user invokes the Summarize abstract-operation, the MS performs:the following actions:

Performance.of the List abstract-operation

MS-user inyokes the List abstract-operation, the MS performs the following actions:

ause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify,.and Aleit abstract-
. The MS abstract-service supply of the Retrieval Port abstract-services assumes that an abstract-gssociation
yeen the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The perfgrmance of
t-operations is asynchronous, subject to the conditions stated in 8.2. Not all errer-eases are describgd.

The MS verifies that the supplied arguments are valid for the-Summarize abstract-operation. Any attribute-
types specified in summary-requests must be available for use with Summarize and subscribed to by the
MS-user. See 8.2.1.1 and Table 2. If an error is found,4he procedure terminates and the error is feturned.

The MS establishes which entry-class is addresseéd by the abstract-operation and identifies tHe entry or
entries specified in the argument. If no entries ateselected, this is reported to the MS-user in the Jummarize
result and the procedure terminates.

If a security-context is specified for the abstract-association, then the message-security-lafels of the
selected entries are checked against. the security-context. Any entry bearing a message-security-label not
permitted by the current security-context is eliminated from the set of selected entries. If no entries remain,
the MS returns a Summarize resulvand the procedure terminates. If the requested operation is bafred by the
security-policy, the Summarizeé-abstract-operation is abandoned and a security error is indicated,

If any entries are selectéd,the MS accumulates counts in accordance with the supplied summafy-requests
argument.

The MS returns the Summarize result to the MS-user (see 8.2.1.2).

TheyMS verifies that the supplied arguments are valid for the List abstract-operation. Any attr{bute-types
specified in requested-attributes must be available for use with List and subscribed to by the M$-user. See

QN

16.1
This subc
operationg
exists bety
the abstra
16.1.1
When the
a
b
c
d
e
16.1.2
When the
a
b)
c)
d)

o1 1 Foldad J1L b 1 41 1 % . % 141 . 4 1
O.Z.4.1 4dllU I dUIT Z. 11 dll C1TUL IS TUULIU, UIT PTUCCTUUI T ICTIIHIIATS allt UIT TITUL IS TULULTITU.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a List result to the MS-user and
the procedure terminates.

If a security-context is specified for the abstract-association, then the message-security-labels of the
selected entries are checked against the security-context. Any entry bearing a message-security-label not
permitted by the current security-context is eliminated from the set of selected entries. If no entries remain,
the MS returns a List result and the procedure terminates. If the requested operation is barred by the
security-policy, the List abstract-operation is abandoned and a security error is indicated.

If a requested-attributes parameter is specified in the List argument, then for each selected entry these
attributes (if present) are returned. If no requested-attributes are specified in the List argument, the MS
determines whether the present abstract-association identified, in its MS-bind-argument, a UA-registration
which specifies UA-list-attribute-defaults. If so, these attributes (if present) are returned for each selected
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e)

entry. Otherwise, the MS returns the attributes (if present) specified in the general (non UA-specific) list-
attribute-defaults if the MS-user has previously registered these using the Register-MS abstract-operation
(see 8.2.5.1, item c). The retrieval-status of each Stored-message entry for which entry-information is
returned is set to listed if its current value is new. Additional rules affecting the setting of retrieval-status
may be defined in the Specifications for particular content-types.

The MS returns a List result to the MS-user (see 8.2.2.2).

16.1.3  Performance of the Fetch abstract-operation

When the MS-user invokes the Fetch abstract-operation, the MS performs the following actions:

a)

The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types
specified in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an error
is found, the procedure terminates and the error is returned.

16.1.4 Performance of the Delete abstract-operation

I'he MS establishes which entry-class 1s addressed by the abstract-operation and i1dentifies tlje entry or
entries specified in the argument. If no entries are selected, the MS returns a Fetch result ¢o the MS-user
and the procedure terminates.

If a security-context is specified for the abstract-association and the Fetch argument specifies| a specific
entry (using the Precise parameter), then the message-security-label of that entry'is checked 4gainst the
security-context. If the entry bears a message-security-label not permitted by the current securify-context,
then the Fetch abstract-operation is abandoned and a security error is indicated.

If a security-context is specified for the abstract-association and the Eetch argument specifi¢s a set of
entries (using the Search parameter), then the message-security-labelstof the selected entries afe checked
against the security-context. Any entry bearing a message-secufity-label not permitted by the current
security-context is eliminated from the set of selected entries. If'110 entries remain, the MS retuins a Fetch
result and the procedure terminates. If the requested operation is barred by the security-policy| the Fetch
abstract-operation is abandoned and a security error is indicated.

The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operatipn (unless
overridden) are applied to determine whether requested-attributes of the selected entry shall be feturned or
whether an error results (see 7.1.1, item d).

If a requested-attributes parameter is specified“in the Fetch argument, then these attributes are returned, if
present, for the first selected entry. If no requested-attributes are specified in the Fetch argumept, the MS
determines whether the present abstract=association identified, in its MS-bind-argument, a UA-rpgistration
which specifies UA-fetch-attribute-defaults. If so, these attributes (if present) are returned. Othgrwise, the
MS returns the attributes (if present) specified in the general (non UA-specific) fetch-attributetdefaults if
the MS-user has previously registered these using the Register-MS abstract-operation (see 8.2.5]1, item d).
The fetch-restrictions on..allowed-EITs and maximume-attribute-length established by the|MS-bind-
argument may limit the information returned (see 7.1.1, item d).

If the first selected.entry belongs to the Stored-message entry-class and has a retrieval-status pf new, its
retrieval-status i§ set to listed. Additional rules affecting the setting of retrieval-status may be defjned in the
Specification felevant to a given content-types. If several entries match the search criteria, the|sequence-
numbers of the second and subsequent entries are returned in the order specified by selector (sep 8.1.3). If
the number-of matching entries exceeds the specified limit, the next sequence-number beyond tfhe limit is
also returned (see 8.2.3.2).

The)MS returns the Fetch result to the MS-user.

When the MS-user invokes the Delete abstract-operation, the MS performs the following actions:

a)

b)

98

The MS verifies that the supplied arguments are valid for the Delete abstract-operation (see 8.2.4.1). If an
error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a Delete result to the MS-user
and the procedure terminates.

If a security-context is specified for the abstract-association and the Delete argument specifies specific
entries (using the Sequence-numbers parameter), then the message-security-labels of those entries are
checked against the security-context. If any entry bears a message-security-label not permitted by the
current security-context, then the Delete abstract-operation is abandoned and a security error is indicated.
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If a security-context is specified for the abstract-association and the Delete argument specifies a set of
entries (using the Selector parameter), then the message-security-labels of the selected entries are checked
against the security-context. Any entry bearing a message-security-label not permitted by the current
security-context is eliminated from the set of selected entries. If no entries remain, the MS returns a Delete
result and the procedure terminates. If the requested operation is barred by the security-policy, the Delete
abstract-operation is abandoned and a security error is indicated.

If an entry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4), then an error is
generated which includes an indication of the sequence-numbers of the entries successfully deleted (if any),
and the procedure terminates. As a local matter, the MS may verify that no delete restrictions apply to any
of the selected entries before attempting their deletion. If an entry in the Stored-message entry-class is
deleted, then the corresponding entry in the Message-log entry-class has its deletion-time attribute set to the
time at which deletion occurred.

The MS returns a Delete result to the MS-user (see 8.2.4.2). If the Delete argument contains a selector

16.1.5 Performance of the Register-MS abstract-operation

When the|MS-user invokes the Register-MS abstract-operation, the MS performs the following actions:

a

16.1.6  Performance of the Modify abstract-operation

When the|MS-user invokes the Modify abstract-operation, the MS performs the following actions:

a

parameter to specify the entries to be deleted, then the sequence-numbers of those entries are repdrted in the
Delete result.

The MS verifies that the supplied arguments are valid for the Register-MS abstract-operation (s¢e 8.2.5.1).
If an error is found, the procedure terminates and the error is returned.

If a security-policy is in force then the Register-MS abstract-operation”shall be subject to such a policy.
Some security-policies may permit user-security-labels to be changed only if a secure link is lemployed.
Other local means of changing the user-security-labels in a secure-manner may be provided.

The supplied arguments may cause registrations to be added, deleted, or changed. In gdneral, the
registration of an auto-action has no effect on existinge@ntries; only entries created subsequent tp the auto-
action registration are subject to auto-action procesSing. However, auto-actions whose performgnce is not
initiated by the creation of an entry (such as Auto-delete, which is initiated by the expiry of a timg¢r) shall be
effective for existing entries.

If the supplied arguments include a registration-status-request, then the requested information is feturned to
the MS-user. Otherwise, a Null result is returned.

The MS verifies that the\supplied arguments are valid for a Modify abstract-operation. The MS gttempts to
discover all possiblesstatic errors before applying the modifications requested. For details see 8.2.7.1. If an
error is found, theprocedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the gntry or set
of entries.$pecified in the argument.

If a security-context is specified for the abstract-association and the Modify argument specifies specific
entries (using the Specific-entries parameter), then the message-security-labels of those entries afe checked
against the security-context. If any entry bears a message-security-label not permitted by the current
sécurity-context, then the Modify abstract-operation is abandoned and a security error is indicatdd.

d)

e)

If a security-context is specified for the abstract-association and the Modify argument specifies a set of
entries (using the Selector parameter), then the message-security-labels of the selected entries are checked
against the security-context. Any entry bearing a message-security-label not permitted by the current
security-context is eliminated from the set of selected entries. If no entries remain, the MS returns a Modify
result and the procedure terminates. If the requested operation is barred by the security-policy, the Modify
abstract-operation is abandoned and a security error is indicated.

The MS applies the sequence of modifications in the order specified to each selected entry in turn. If an
error is encountered then the procedure terminates leaving the entry which caused the error unchanged. The
modify-error indicates the sequence-numbers of those entries which were successfully modified, as well as
that of the failing entry.

The result is returned to the MS-user; it contains a list of the sequence-numbers of the entries selected for
modification (if any).
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16.1.7 Invocation of the Alert abstract-operation

When the MTS invokes the Message-delivery or Report-delivery abstract-operations, the MS performs the following

actions:

a)

b)

If a security-context is specified for the abstract-association, then the message-security-labels of the
delivered message or report are checked against the security-context. If the entry bears a message-security-
label not permitted by the current security-context, or other security restrictions apply, the action taken shall
be defined by the security-policy in force.

Each registered Auto-alert auto-action is processed until one succeeds in issuing the alert or all have been
attempted. If the delivered-message or delivered-report satisfies the registered selection criteria, and the
requested-attributes parameter is present (or the alert-destinations component is absent), then the MS
invokes the Alert abstract-operation. (Note that this procedure, in common with the others defined in 16.1,
assumes that an abstract-association exists between the MS and MS-user; if no abstract-association exists,

16.2 Supply of the MS-submission Port abstract-services

Ztert canmot be mvoked. ) 11 the Afert 15 performed successtutty, the ViS-user TeturTs amm atert-resplt.

If the alert-destinations component is present (and the Alert was not performed suceessfully, or the
suppress-alert-destinations component is false), the MS attempts to issue the alert to each.alert-dlestination
in turn, until one attempt succeeds, as defined in 13.1.

If, after processing all Auto-alert registrations, the Alert abstract-operation.'has not been [performed
successfully, and no alert-destinations have been alerted, then the MS sets (the/alert-indication which is
reported to the MS-user when an abstract-association is next established.

This subdlause describes the performance of the MS-message-submissiony MS-probe-submission, and NIS-cancel-
deferred-delivery abstract-operations, and the invocation of the Submissionscontrol abstract-operation. The MF abstract-
service supply of the MS-submission Port abstract-services assumes that an abstract-association exists betwedn the MS-
submissiop Port supplier (the MS) and the MS-submission Portyconsumer (the MS-user). The performapce of the

abstract-operations is in sequential order, no parallel processing'takes place. Not all error cases are described.

16.2.1  Performance of the MS-message-submission abstract-operation

When the|MS-user invokes the MS-message-submission abstract-operation, the MS performs the following adtions:

a

If a security-policy is in force, then toensure that such a security-policy is not violated during M§-message-
submission, the message-security=label is checked against the security-context by the MS. Iif the MS-
message-submission is barred gither by the security-policy or by temporary security restrictions, fa security-
error shall be indicated.

If a 1994 Application Context is in use, the submission-options parameter of the MS-message-sfibmission-
argument is extracted*and the MTS Message-submission argument is constructed from the remaipder. If the
submission-options) parameter is absent and the present abstract-association identified a UA-registration in
its MS-bind-argument, the submission-options are drawn from the UA-submission-defaults of that UA-
registration. [f the present abstract-association did not identify a UA-registration, or the UA-regigtration did
not contain-UA-submission-defaults, the submission-options are drawn from the general (non UA-specific)
submission-defaults registered by Register-MS. If the submission-options contain any MS-syibmission-
extensions these are acted on according to the rules stated in the Specification which defines the content-
type of the submitted message. If the MS is unable to progress the submission because the sfibmission-

npﬁnnq are Gnr‘nrrpr‘ﬂy Qppr‘eﬁpﬂ or-include MS-submission-extensions which are not qnppnrfp s then the

d)

100

MS shall create an entry in the Submission-log entry-class and attach an MS-submission-error to it; in this
case, the procedure resumes at step j). Otherwise, the procedure resumes at step c).

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Application Context, then the
submission-options parameter of the MS-message-submission-argument is drawn from that registration.

If a 1988 Application Context is in use, and the MS-message-submission argument contains a forwarding-
request parameter. the MS verifies that the entry to be forwarded is a delivered-message entry of the
Delivery entry-class and incorporates the entry in the MTS Message-submission argument according to
content-type specific rules.

If the submission-options contained a request for the creation of a draft-message entry (without submission
to the MTS) then this entry is created and the procedure continues at step h) below. The mandatory and
optional attribute-types for entries of the Draft entry-class are indicated in Table 2.
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The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

The MS invokes the Message-submission abstract-operation over its abstract-association with the MTS, and
creates an entry in the Submission-log entry-class (if subscribed to by the MS-user). If the submission-
options parameter (or its registered default) requests the creation of an entry in the Submission entry-class,
then that entry is created at the same time. The mandatory and optional attribute-types for submitted-
message entries of the Submission and Submission-log entry-classes are indicated in Table 2. If the
submission-options parameter contains an originator-token component, then the MS shall create a message-
token attribute in the Submission and Submission-log entry-classes containing that value.

If the Message-submission is successful and the Auto-correlate-reports auto-action is subscribed to by the
MS-user then the MS generates the correlation attributes indicated in 13.3. If the Message-submission is
unsuccessful, the MS deletes the newly created entry in the Submission entry-class and attaches an MS-

16.2.2  Performance of the MS-probe-submission abstract-operation

submission-error to the Submission-10g entry to record the error.

The entry created in the Submission-log or Draft entry-class, or the entries created in both-the Syibmission-
log and Submission entry-classes are modified as follows. If the submission-options"patamgter (or its
registered default) specified one or more message-group-names to be added to the newientry or efjtries, then
these attribute-values are added. If Auto-modify auto-actions have been registered. by the MS-user, and
enabled in the submission-options parameter (or its registered default), then eachrisexamined in furn. If the
entry belongs to the entry-class specified for that registered auto-action, and, satisfies any selection criteria
specified, then the sequence of modifications is applied. If any content=specific auto-actions |have been
registered they are performed.

Certain auto-actions, when executed, cause the creation of an entry)in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS ‘shall attach an auto-action-errdr attribute
indicating the nature of the error to the Auto-action-log entry,’and shall set the auto-action-error-|ndication,
which is returned to the MS-user in the MS-message-submission-result. The MS then resumes processing
of registered auto-actions.

If the Message-submission is unsuccessful, or failed i step b) above, the error is reported to thle MS-user
and the procedure continues at step j).

The MS-message-submission-result is returned’to the MS-user. This shall indicate the sequence[number of
any main-entry created in the Draft, Submission or Submission-log entry-class. If Message-subnlission was
requested (rather than storage of a draft-message), then the MS-message-submission-result shall {nclude the
MTS Message-submission result (for\details see 8.2.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021}4).

The MS may choose to terminatéthe abstract-association with the MTS either when the MS-user ferminates
its abstract-association with the MS, or after a certain period of inactivity.

When the|MS-user invokes the WIS-probe-submission abstract-operation the MS performs the following actions:

a

If a securityzpolicy is in force, then to ensure that such a security-policy is not violated during MS-probe-
submissiofi;:the message-security-label is checked against the security-context by the MS. If the MS-probe-
submigsion is barred either by the security-policy or by temporary security restrictions, a sequrity-error
shall'be-indicated.

b) Af'a’1994 Application Context is in use, the submission-options parameter of the MS-probe-syibmission-
afgument is extracted and the MTS Probe-submission argument is constructed from the remairjder. If the

©)

submission-options parameter is absent and the present abstract-association identified a UA-registration in
its MS-bind-argument, the submission-options are drawn from the UA-submission-defaults of that UA-
registration. If the present abstract-association did not identify a UA-registration, or the UA-registration did
not contain UA-submission-defaults, the submission-options are drawn from the general (non UA-specific)
submission-defaults registered by Register-MS. If the MS is unable to progress the submission because the
submission-options are incorrectly specified, then the MS shall create an entry in the Submission-log entry-
class and attach an MS-submission-error to it; in this case the procedure resumes at step f).

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Application Context, then the
submission-options parameter of the MS-probe-submission-argument is drawn from that registration.

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.
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d)

16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation

The MS invokes the Probe-submission abstract-operation over its abstract-association with the MTS, and
creates an entry in the Submission-log entry-class (if subscribed to by the MS-user). If the submission-
options parameter (or its registered default) requests the creation of an entry in the Submission entry-class,
then that entry is created at the same time. The mandatory and optional attribute-types for submitted-probe
entries of the Submission-log entry-class are indicated in Table 2.

If the Probe-submission is successful and the Auto-correlate-reports auto-action is subscribed to by the MS-
user then the MS generates the correlation attributes indicated in 13.3. If the Probe-submission is
unsuccessful, the MS deletes the newly created entry in the Submission entry-class and attaches an
MS-submission-error to the Submission-log entry to record the error.

The entry created in the Submission-log entry-class, or the entries created in both the Submission-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or its registered
default) specified one or more message-group-names to be added to the new entry or entries, then these
attribute-values are added. If Auto-modify auto-actions have been registered by the MS-user, and enabled

— T thesubmissTomr=options paramctertor Tts regrstereddefautt);themreach tsexammmedrturm—f the entry

belongs to the entry-class specified for that registered auto-action, and satisfies any selcetipn criteria
specified, then the sequence of modifications is applied.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto“action-errdr attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-|ndication,
which is returned to the MS-user in the MS-probe-submission-result. The MS'then resumes prgcessing of
registered auto-actions.

If the Probe-submission was unsuccessful, or failed in step b) above,the error is reported to thle MS-user
and the procedure continues at step h).

The MS-probe-submission-result is returned to the MS-user. Thisshall indicate the sequence nunpber of any
entries created in the Submission and Submission-log entry-elasses. The MS-probe-submission-fesult shall
include the MTS Probe-submission result (for details’se¢ 8.2.1.2.2 of ITU-T Rec. X.411|| ISO/IEC
10021-4).

The MS may choose to terminate the abstract-association with the MTS either when the MS-user ferminates
its abstract-association with the MS, or after a certain period of inactivity.

When the|MS-user invokes the MS-cancel-deferredsdelivery abstract-operation, the MS performs the followinlg actions:

a

dp

The MS verifies that the supplied arguments are valid for an MS-cancel-deferr¢d-delivery
abstract-operation. For details see8.2.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MS attempts to establish an abstract-association with the MTS if one does not already dxist. If an
abstract-association cannot' be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

The MS invoke§ a ‘Cancel-deferred-delivery abstract-operation to the MTS. If the request fgr delivery
cancellation is\successful and the user has subscribed to the Auto-correlation of Reports element|of service,
the MS searches for an entry in the Submission and Submission-log entry-classes corresponding to the
submittéd-message for which deferred-delivery has been cancelled. If this entry is present, the MS attaches
a deferred-delivery-cancellation-time attribute to it to record the date and time at which delivery
cancellation occurred, and updates the AC-report-summary attribute to record the cancellation.

The MS reports the outcome of the abstract-operation to the MS-user.

e)

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates
its abstract-association with the MS or after a certain period of inactivity.

16.2.4 Invocation of the Submission-control abstract-operation

If the MTS invokes the Submission-control abstract-operation, or if for some internal reason the MS requires a temporary
restriction on the submission abstract-operations that the MS-user may invoke, or requires an alteration to the existing
restrictions, the MS performs the following actions:

a)
b)

©)

102

The MS invokes the MS-submission-control abstract-operation (see 8.3.4).

The MS waits for the MS-user to generate an MS-submission-control result, confirming the acceptance of
the MS-submission-control abstract-operation.

If the Submission-control was originally invoked by the MTS, the MS returns the MS-submission-control
result received from the MS-user to the MTS.
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16.2.5 Generation rules for general-attributes

The entries of the Submission, Submission-log, and Draft entry-classes created as a result of MS-message-submission
and MS-probe-submission shall contain the mandatory attributes indicated in Table 2, and such optional attributes as are
supported by the MS implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in
some cases a parent-entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Submission-log
entry-class has the same value as the equivalent attribute in the corresponding entry of the Submission entry-class (with
the exception of the deletion-time and MS-submission-error attributes which are specific to Submission-log entries). The
following kinds of general-attributes shall be generated:

a) General-attributes generated by the MS itself (e.g., sequence number).

b) General-attributes generated from components of the message-submission-envelope and probe submission
envelope, and from the result of the MTS Message-submission and Probe-submission abstract-operations.
For components which are not present, but for which default values are defined, a general-attribute
containing the default value is generated.

See Table|4 and 11.4 for the rules on how the general-attributes are generated. The generation rules for contilt—speciﬁc
attributes pre described in the relevant Specification for the content-type concerned (e.g., the IPMS-specificatfributes are
described |n clause 19 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

16.3 Supply of the Administration Port abstract-services

This subclause describes the performance of the Register and Change-credentials abstract-operations. The MP abstract-
service supply of the Administration Port abstract-services assumes that an abstrdctsassociation exists bgtween the
Administrption Port supplier (the MS) and the Administration Port consumer (the{MS-user). The performgnce of the
abstract-operations is in sequential order, no parallel processing takes place. Nof all error cases are described.

16.3.1 Performance of the Register abstract-operation

When the|MS-user invokes the Register abstract-operation, the MS petforms the following actions:

a) The MS verifies that the supplied arguments are valid for the Register abstract-operation. See §.4.1.1.1 of
ITU-T Rec. X.411|ISO/IEC 10021-4. Subject «te_ local policy or subscription, the MS mhy impose
additional restrictions on the registrations which/may be performed by the MS-user; if these restifictions are
violated, an abstract-error is returned to the MS-user and the procedure terminates.

b) The MS attempts to establish an abstract-association with the MTS if one does not already gxist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

c) The MS invokes the Register abstract-operation over its abstract-association with the MTS, confaining the
arguments of the original abstract-operation.

d) The result or error returied by the MTS is returned to the MS-user.

e) The MS may choosetto terminate the abstract-association with the MTS either when the MS-user ferminates
its abstract-association with the MS or after a certain period of inactivity.

f] The scope of permitted changes by the MS-user to the user-security-labels shall be confined by tHe security-
policy in ferce. Some security-policies may only permit user-security-labels to the changed in this way if a
secure link~is employed. Other local means of changing user-security-labels in a secure manrjer may be
provided.

16.3.2 nyocation of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operafion, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS and returns a
result to the MTS.

16.3.3  Performance of the Change-credentials abstract-operation

When the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 |ISO/IEC 10021-4. Subject to local policy, the MS may impose
restrictions on the use of the Change-credentials abstract-operation by the MS-user; if these restrictions are
violated, an abstract-error is returned to the MS-user and the procedure terminates.
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b)

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an

abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure

terminates.

c¢) The MS invokes the Change-credentials abstract-operation over its abstract-association with the

d)

successfully, the MS stores the new credentials.

its abstract-association with the MS or after a certain period of inactivity.

17 Ports realization

MTS.

The result or error returned by the MTS is returned to the MS-user. If the abstract-operation was performed

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates

This clause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-service are

provided.
Administy
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NOTE
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17.3

ation Ports, refer to clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Retrieval Port

val Port abstract-services are realized on a one-to-one basis between abstract-operations and real op
ge Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Servide\Element 1994 (
defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

- The MRSE-88 applies when using a 1988 Application Context; the MRSE-94¢applies when using a 1994

MS-submission Port

ubmission Port abstract-services are realized on a one-tg-0ne basis between abstract-operation

hich are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6:
- The MSSE applies when using a 1988 Application €ontext; the MS-MSSE applies when using a 1994

Administration Port

The Administration Port abstract-services are rcalized on a one-to-one basis between abstract-operation

operationg
Element 1

NOTE

Contexf.

in the Message Administration Service Element 1988 (MASE-88) and the Message Administrati
094 (MASE-94) which are definedin ITU-T Rec. X.419 | ISO/IEC 10021-6.

- The MASE-88 applies whenr using a 1988 Application Context; the MASE-94 applies when using a 1994

For a description of how the MTS abstract-service provides the Delivery, the Submission and the

Erations in
MRSE-94)

Application
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in the Message Submission Service Element (MSSE) and/MS Message Submission Service Eleent (MS-

Application

b and real
bn Service
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Annex A
Formal assignment of Object Identifiers

(This annex forms an integral part of this Recommendation | International Standard)

All Object Identifiers assigned in this Service Definition are formally assigned in the present annex using ASN.1. The
specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this Service
Definition. The definitive assignments for the former occur in the modules themselves. The latter is fixed. Other
references to the values assigned to modules appear in IMPORT clauses.

MSCbj ect Ildentifiers {joint-iso-itu-t nmhs(6) ns(4) nodul es(0) object-identifiers(0) version-1999(1)}
DEFINITIQNS :: =

BEG N
-- Prol ggue

-- Exports everything

| MPORTS

ID,|id-ns
FROM MHSObj ect I dentifiers {joint-iso-itu-t nmhs(6) arch(5), nodul es(0) object-identifiefs(0)
version-1999(1)};

-- Categories

i d-nod -- nodul es -- ID::= {id-nms 0}

id-ot -- objects -- ID::= {id-nms 1}

id-pt -- port types -- ID::= {id-ns.'2}

id-att -- attribute types -- ID::= {id-ns 3}

id-act -- auto-action types -- ID::= {idyns 4}

id-crt -- contracts -- ID::= {d-nms 5}

id-cp -- connection-packages -- |ID::=\{fid-ns 6}

i d-aae -- auto-action-errors-- ID = {id-ns 7}

id-nr -- matching-rules -- IDwi= {id-ns 8}

id-ext -- extensions -- [D::={id-ns 9}

id-alg -- algorithns -- D ::= {id-nms 10}

-- Modulles

i d-nod-oljj ect-identifiers ID::= {id-nod 0} -- not definitive
i d- nod- alstract - servi ce ID::= {id-mod 1} -- not definitive
i d-nod-at]tri bute-types ID::= {id-nbd 2} -- not definitive
i d-nod- aqti on-types ID::= {id-nod 3} -- not definitive
i d- nod- ugper - bounds ID::= {id-nmod 4} -- not definitive
i d- nod- ngt chi ng-\rul'es ID::= {id-mod 5} -- not definitive
-- (bjegts

id-ot-ns ID::= {id-ot 0}

i d-ot-ns-user ID::= {id-ot 1}

-- Port types

id-pt-retrieval -88 ID::= {id-pt 0}

id-pt-retrieval -94 ID::= {id-pt 1}

i d- pt-nms-subm ssion ID::= {id-pt 2}

-- Contracts

id-crt-nms-access-88 ID::= {id-crt 0}
id-crt-nms-access-94 ID::= {id-crt 1}

-- Connecti on-packages

i d- cp-nms-connection ID::= {id-cp 0}
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-- Attribute-types

id-att-ac-correl ated-report-1list = {id-att
id-att-ac-report-subject-entry = {id-att
id-att-ac-report-summary = {id-att
id-att-ac-uncorrel ated-report-1list = {id-att

id-att-auto-action-error
id-att-auto-action-registration-identifier
id-att-auto-action-subject-entry
id-att-auto-action-type
id-att-certificate-selectors
id-att-child-sequence-nunbers

id-att-content
id-att-content-confidentiality-algorithmidentifier

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att

id-att-content-correl ator = {id-att
id-att-content-identifier = {id-att
id-att-content-integrity-check = {id-att
id-att-cdqntent-Tengtn = {r1d-att
id-att-cqgntent-returned = {id-att
id-att-cqntent-type = {id-att
id-att-cqnversion-with-1oss-prohibited = {id-att
id-att-cqnverted-ElTs = {id-att

id-att-crleation-time
id-att-dgferred-delivery-cancellation-tine
id-att-dgferred-delivery-tine
id-att-dgletion-tinme

id-att-dglivered-ElTs
id-att-dglivery-flags
id-att-dll-exenpted-recipients

i d-att-dll-expansi on-history

i d-att-dll- expansi on- prohi bi t ed
id-att-entry-type

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{i d-atd

id-att-internal -trace-information = {id=att
id-att-14gtest-delivery-tine = fid-att
id-att-lqcally-originated ={id-att
id-att-ngrked-for-deletion =Aid-att
id-att-ngssage-delivery-envel ope = {id-att
id-att-nmgssage-delivery-tinme = {id-att

i d-att-nmgssage- gr oup- nane
id-att-ngssage-identifier
id-att-ngssage-notes

i d-att-nmgssage-origi n-authentication-check
id-att-nmgssage-security-I abel

i d-att-nmgssage- subm ssi on-envel ope
id-att-ngssage-subnission-tine
id-att-ngssage-token
id-att-ng-originated

id-att-ng-subm ssion-error
id-att-mjltiple-originator-certificates

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att

id-att-orliginal -El Ts = {id-att
id-att-originally-intended-+«eci pi ent-nanme = {id-att
id-att-originati ng- MTA-cefti)ficate = {id-att
id-att-orliginator-certificate = {id-att
id-att-ori gi nat or - nang = {id-att
id-att-originator-repdrt-request = {id-att
id-att-ori gi nat or,~r€t ur n- addr ess = {id-att
i d-att-otlher-reci‘\pient - nanes = {id-att

i d-att-pgrent~sequence- nunber {id-att

id-att-pgr-smessage-indicators = {id-att
i d-att-pgrsreci pi ent - message- subni ssion-fi el ds = {id-att
id-att-per-Tecrprent-probe-subm Ssion-11 et s ={Td-att
id-att-per-recipient-report-delivery-fields = {id-att
id-att-priority = {id-att

id-att-probe-origin-authentication-check {id-att

id-att-probe-submn ssi on-envel ope = {id-att
id-att-proof-of-delivery-request = {id-att
id-att-proof-of-subm ssion = {id-att
id-att-recipient-certificate = {id-att
id-att-recipient-nanes = {id-att
id-att-recipient-reassi gnnent-prohibited = {id-att

id-att-redirection-history
id-att-report-delivery-envel ope
id-att-reporting-DL-nane
id-att-reporting-MIA-certificate
id-att-report-origin-authentication-check
id-att-retrieval -status
id-att-security-classification
id-att-sequence- nunber

{id-att
{id-att
{id-att
= {id-att
{id-att
{id-att
{id-att
{id-att

000000000000 0000QUU0O0000000000000000000000 0000000000000 00000Q0000000000000000

106 ITU-T Rec. X.413 (1999 E)


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

id-att-storage-period
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id-act-auto-alert

i d-act-auto-del ete
id-act-auto-nodify

ISO/IEC 10021-5 : 1999 (E)

id-att-signature-verification-status ID::={id-att 79}
ID::={id-att 73}
ID::= {id-att 74}
id-att-subject-subnm ssion-identifier ID::= {id-att 40}
id-att-this-recipient-nane ID::= {id-att 41}
id-att-trace-information ID::={id-att 75}
-- Auto-action-types
id-act-i pmauto-forward ID::= {id-act 0} -- Reserved for use in
-- ITUT Rec. X 420 |
-- 1SQ 1 EC 10021-7
ID::= {id-act 1}
id-act-auto-correlate-reports ID::= {id-act 2}
ID::= {id-act 3}
ID::= {id-act 4}
-- Autoqaction errors
i d-aae-alto-alert-error ID::= {id-aae 0}

-- Matching-rul es

cccocoocoocococcoocoocoocacca
3333333333333333333333333

-- Extensions

id-ext-o

id-ext-p

-- Algorithms

corftent-correl ator-mat ch ID::={id-m 1}
corftent-identifier-match ID::={id-m 2}
nms-[si ngl e- substring-1ist-el ements-match ID::={id-m 3}
ms-[si ngl e- substring-1ist-match ID::= {id-m 4}
nms-|si ngl e- substri ng- mat ch ID::= {id-m 5}
ms-|substri ngs- mat ch ID::={id-m 6}
nmsdtring-case-sensitive-nmatch ID::= {id-mC7}
medtring-1list-el enents-natch ID::= {id«m\8}
msdtring-list-match ID::= {id>mr 9}
msdtring-match ID::=4id-m 10}
msdtring-ordering-natch ID::&Yitd-m 11}
nt d-identifier-match ID</="{id-mr 12}
or gddr ess- el ement s- mat ch D= {id-m 13}
or gdddr ess- mat ch \D::= {id-m 14}
or gddr ess- substring- el enent s- nat ch 'D::= {id-m 15}
orrjane- el enent s- mat ch ID::= {id-m 16}
or rjane- mat ch ID::={id-m 17}
or rjane- si ngl e- el enent - mat ch ID::= {id-m 18}
or rjanme- subst ri ng- el ement s- mat ch ID::={id-m 19}
redirection-or-dl -expansi on- el enent s=nat ch ID::= {id-m 20}
redirecti on-or-dl -expansi on-mat ch ID::= {id-m 21}

redi rection-or-dl -expansi on-singl e- el enent - nat ch ID::= {id-m 25}

redi rection-or-dl -expansi on;:stbstring-el enents-match ID::= {id-nr 22}
redirecti on-reason-match ID::= {id-m 23}
-vallue- count - mat ch ID::= {id-m 24}
i d- ext - mydi fy- capabi | itty. ID::= {id-ext 0}
id-ext-mjdi fy-retrieval-status-capability ID::= {id-ext 1}
iginator~certificate-selectors-override ID::= {id-ext 2}
i d- ext - or]i gi nat or=t'oken ID::= {id-ext 3}
i d- ext - prjot ect-ed- change- credential s ID::= {id-ext 4}
otected- change-credenti al s-capability ID::= {id-ext 5}
i d- al g- passwor d- xor ID::= {id-alg 0}

END - -

of MSObjectldentifiers

ITU-T Rec. X.413 (1999 E)

107


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

Annex B
Formal definition of the Message Store abstract-service

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of ITU-T
Rec. X.411 | ISO/IEC 10021-4, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ITU-T Rec. X.880 | ISO/IEC 13712-1.

NOTE — The use of the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object
classes, which are derived from the ROS-OBJECT-CLASS, OPERATION-PACKAGE, OPERATION and ERROR information
object classes of ROS, does not imply that the abstract-operations and abstract-errors are invoked and reported across the boundary
between open-systems in every instance. However, frequently this will be done. Just how this is accomplished is the subject of
ITU-T Rec- XATOTISOMEC T0021-6.

MSAbstradt Service {joint-iso-itu-t mhs(6) nms(4) nodul es(0) abstract-service(1),version-1999(1)}
DEFINITIQNS :: =

BEG N

-- Prol ggue

-- Exports everything

I MPORTS

- MTS i nformati on object classes

ABYTRACT- ERROR, ABSTRACT- OPERATI ON, EXTENSI ON, NHS- OBJECT, PORT,

- MT'S obj ects and ports

adnm ni stration, delivery, nts-user, subni\ssion,

- MI'S abstract-operations and\abstract-errors

cancel -def erred-del i very, el ement-of-service-not-subscribed, inconsistent-request,
new credenti al s-unaccept abl e, ,0lid- credenti al s-incorrectly-specified, originator-invalid,
recj pi ent-inproperly-specified;” renote-bind-error, security-error, submni ssion-control,
subjri ssi on-control -vi ol at ed, Junsupported-critical-function,

- MT'S abstract-senvi ce data-types

CerfificateSelectars, Credentials, InitiatorCredentials, MessageSubm ssionArgunent,
MesfageSubnmi ssi onResul t, MessageToken, ORAddressAndOr Direct oryNane, ProbeSubni ssionArgunent,
Pr opeSubmi ssi pniResul t, Responder Credential s, SecurityContext, Securitylabel
FROM MFESABSt ract Service {joint-iso-itu-t nmhs(6) nts(3) nodul es(0) nts-abstract-serjvice(1l)

version-1999(1)}

- MIS)abstract-service 1988 ports

adnrmstTatTomnm-88

FROM MTSAbstract Servi ce88 {joint-iso-itu-t mhs(6) mts(3) nodul es(0)
nt s-abstract-service(1l) version-1988(1988)}

-- MIS abstract-service upper bounds

ub- content-types, ub-encoded-information-types, ub-I|abel s-and-redirections

FROM MTSUpper Bounds {joint-iso-itu-t mhs(6) nts(3) nodul es(0) upper-bounds(3)
version-1999(1)}

-- M5 attribute table

AttributeTabl e

FROM MSGeneral Attri buteTypes {joint-iso-itu-t nmhs(6) ns(4) nodul es(0)
general -attribute-types(2) version-1999(1)}
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-- Ms matching rule table

Mat chi ngRul eTabl e

FROM MSMat chi ngRul es {joint-iso-itu-t nhs(6) ns(4) nodul es(0) general -natchi ng-rul es(5)
version-1999 (1)}

-- MS auto-action-table and auto-action-error table

Aut oAct i onTabl e, Aut oActi onError Tabl e

FROM MSGener al Aut oActi onTypes {joint-iso-itu-t mhs(6) ns(4) nodul es(0)
gener al - aut o-acti on-types(3) version-1994(0)}

-- MS object-identifiers

id- p ne-connactl raTa tdecrt o accacs QQ’ tdecrt e accace 0/I’ deaxt rmdif\]: napahi |if\1:’
id-ext-nmodify-retrieval -status-capability, id-ext-originator-token,
id-ext-originator-certificate-sel ectors-override, id-ext-protected-change-credentials,
i d-fext - prot ect ed- change-credenti al s-capability, id-ot-ms, id-ot-nms-user, id-pt-retwieval-88,
id-pt-retrieval -94, id-pt-ns-submn ssion
FROM MSObj ect I dentifiers {joint-iso-itu-t mhs(6) nms(4) nodul es(0) object-identifigrs(0)
version-1999(1)}

-} M5 Access abstract-operation and error codes

errfattribute-error, err-auto-action-request-error, err-mns-extension-error,
erridelete-error, err-entry-class-error, err-fetch-restriction-ernor,
errfinvalid-paraneters-error, err-message-group-error, err-npdify-error,
errfrange-error, err-security-error, err-sequence-nunber-ers'ef) err-service-error,
errfregister-nms-error, op-alert, op-delete, op-fetch, op-Fist, op-nodify,
op-Jrs- message- submni ssi on, op- - probe-submni ssi on, op-regi(Ster-nms, op-sunmmarize
FROM MSAccessProtocol {joint-iso-itu-t nmhs(6) protocol s(0) nodul es(0)

nms- access- protocol (2) 4ersion-1999(1)}

-} MS abstract-service upper bounds

ub-fttri butes-supported, ub-attribute-val ués,y ub-auto-action-errors, ub-auto-actions,
ub-jput o-regi strations, ub-default-registnations, ub-entry-classes, ub-error-reasons,
ub-jext ensi ons, ub-group-depth, ub-group=descriptor-I|ength, ub-group-part-Iength,
ub-jat chi ng-rul es, ub-message- gr oups,\ub- messages, ub-nodifications, ub-per-entry,

ub-per-auto-action, ub-service-information-Iength, ub-sunmaries, ub-supplenentary-info-| ength,

ub-ua-registration-identifier-Ilength, ub-ua-registrations, ub-restrictions
FROM MSUpper Bounds {joint-i'so-itu-t mhs(6) nms(4) nodul es(0) upper-bounds(4)
VErsi'on-1994(0)}

- MATCHI NG RULE j hf ormati on obj ect cl ass

MATICHI NG- RULE

FROM | nf ortoat’i onFranework {j oint-iso-itu-t ds(5) nodul e(1) informationFramework(1)| 3}

- Renot'e JOper ati ons

CONTRACT;” CONNECTI ON- PACKAGE

FROVI Renot e- Oper at 1 ons- T nNf ofr mat 1 on- Ob) ects {J Ol Ni-150-1TU-T T ENDL €- oper ati ons(4)
informati onObj ect s(5) versionl(0)}

enpt yUnbi nd
FROM Renpt e- Oper ati ons- Useful -Definitions {joint-iso-itu-t renote-operations(4)
useful -definitions(7) versionl(0)};

M5 Abstract hjects

ns MHS- OBJECT :: = {
1S {nmt s-user}
RESPONDS {ns-access-contract-88 | nms-access-contract-94}
1D id-ot-nms }

ms- user IHS- OBJECT :: = {

I NI TI ATES {ns-access-contract-88 | ns-access-contract-94}
1D id-ot-ns-user }
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-- Contracts
nms- access-contract-94 CONTRACT :: = {
CONNECTI ON nms- connect

I NI TI ATOR CONSUMER OF {retrieval | ns-subm ssion |

I D id-crt-nms-access-94 }
nms- access-contract-88 CONTRACT :: = {
CONNECTI ON nms-connect -- with all

I NI TI ATOR CONSUMER OF {retrieval -88 |
1D

submi ssion |
id-crt-nms-access-88 }

Connect i on- package

ns- connect
Bl ND
UNBI ND
I D

CONNECTI ON- PACKACGE :: = {
nms- bi nd

nms- unbi nd
jd-cp-ne-connection }

adm ni stration}

1994 extensions omtted --
adm ni stration-88}

M5 P

rts

retrievall PORT ::= {
CONSUMER | NVOKES  {summarize | list | fetch | delete |
.-- 1994 extension addition --,
nodi fy}
{alert}
id-pt-retrieval -94 }

SUAPLI ER | NVOKES
1D

retrievall-88 PORT ::= {
-- Wth all
CONSUMER | NVOKES {summari ze |
SURPLI ER | NVOKES {alert}
1D id-pt-retrieval -88 }

list | fetch | delete |

ms- subm gsion PORT ::= {
CONSUMER | NVOKES  { mB- message- submi ssion |
SUAPLI ER | NVOKES {ns- subni ssi on-control}

1D i d-pt-ns-subnission }

-- ATTRIBUTE i nformation object class

ATTRI BUTH ::= CLASS {
& d AttributeType \UNI QUE,
&Type,

&eqal i t yMvat ch
&supstringshvat ch
&orderi nghat ch
&nuprer at i on

MATCHI NG RUEE OPTI ONAL,
MATCHI NG RULE OPTI ONAL,
MATCHIMNG' RULE OPTI ONAL,
ENUMERATED { si ngl e- val ued(0),
aon -+

MATCHI NG RULE OPTI ONAL }

-- 1994 extensi
&t her Mat ches

W TH SYNTAX {
W TH ATTRI BUTE- SYNTAX
[ EQUALI TY MATCHI NG-RULE
[ SUBSTRI NGS MATCHI'NG- RULE
[ ORDERI NG MATCHLNG RULE
[ OTHER MATCHINNG:'RULES

&Type,

&equal i tyMat ch, ]
&substringsMat ch, ]
&or deri nghat ch, ]
&t her Mat ches, ]

NUMERATI ON &numer at i on,
ID & d }
Attributg :£="SEQUENCE {
attfithute-type ATTRI BUTE. & d ({AttributeTable}),

regi ster-M,

1994 extensions to the abstract-operations absent --
regi st ers\s}

nms- pr obe-,subm ssi on |

nms- cancel - def err ed-delf very}

mul ti-valued(1)},

attribute-val ues SEQUENCE SI ZE (1..

AttributeType ::= OBJECT | DENTI FI ER

-- AUTO ACTI ON i nformati on object class
AUTO- ACTI ON :: = CLASS {
& d Aut 0Act i onType UNI QUE,
&Regi strati onPar anet er OPTI ONAL,
&Errors AUTO- ACTI ON- ERROR OPTI ONAL }

W TH SYNTAX {
[ REG STRATI ON PARAMETER | S
[ ERRORS
| DENTI FI ED BY

&Regi strati onPar anet er]
&Errors]
& d }

Aut oActi onType ::= OBJECT | DENTI FI ER
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Aut oAct i onRegi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),
registration-identifier [0] | NTEGER (1..ub-per-auto-action) DEFAULT 1,

registration-paraneter [1] AUTO ACTI ON. &Regi strati onPar anet er ({AutoActionTabl e}

{@ut o-action-type}) OPTI ONAL}

-- AUTO ACTI ON- ERROR i nformati on obj ect cl ass

AUTO- ACTI ON- ERROR : : = ABSTRACT- ERROR
Aut oActionError ::= SET {
error-code [0] AUTO ACTI ON- ERROR. &error Code ({AutoActi onErrorTable}),

error-paraneter [1] AUTO ACTI ON- ERROR. &Par anet er Type ({Aut oActi onError Tabl e}{@rror-code})

OPTI ONAL}

-- MS- EXTENSI ON i nf or mati on obj ect class

MS- EXTENS$I ON : : = TYPE- | DENTI FI ER
MSExt ensilonl tem :: = | NSTANCE OF Ms- EXTENSI ON
MSExt ensijlons ::= SEQUENCE Sl ZE( 1. . ub-extensi ons) OF MSExtensionltem

-- Commgn data-types related to the information nodel

Entryd ads ::= | NTEGER {
delj very (0),
-- [1994 extensions --
subm ssi on (1),
draf t (2),
st of ed- message (3),
del j very-1 og (4),
subj ssi on-1 og (5),
mesgage- | og (6),

autp-action-log (7) } (0O..ub-entry-classes)

EntryTypq ::= | NTEGER {

del j ver ed- nessage (0),
del j ver ed-report (1),
returned- cont ent (2),
-- [1994 extensions --
subp tt ed- nessage (3),
subj tt ed- probe (4),
draf t - message (5),
autp-action-event (6) }

SequencelNunber ::= | NTEGER (0. rub- messages)
Retrieval|lStatus ::= | NTEGER){

new (0),

lisfed (1),

processed (2))}
MessageGloupNanex : = SEQUENCE S| ZE( 1. . ub- group-depth) OF G oupNanePart

GroupNamgPart” : : = General String (SIZE(1..ub-group-part-1length))

-- Ms-bind abstract-operation

ns- bi nd ABSTRACT- OPERATI ON :: = {
ARGUVENT MSBi ndAr gurrent
RESULT MSBi ndResul t
ERRORS {ms-bind-error} }

MSBi ndAr gunment ::= SET {
initiator-nane ORAddr essAndOr Di r ect or yNane,
initiator-credentials [2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTI ONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none--,
nms- confi guration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] Registrationldentifier OPTI ONAL,
bi nd- ext ensi ons [ 7] MSExt ensi ons OPTI ONAL}
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Restrictions ::= SET {
al | owed- cont ent -t ypes [0] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI ER OPTI ONAL
--default is no restriction--,
al | owed- El Ts [1] MS-EITs OPTIONAL --default is no restriction--,
maxi mumattribute-length [2] | NTEGER OPTI ONAL --default is no restriction--}

MS-ElTs ::= SET SIZE (1..ub-encoded-information-types) OF M5-EIT
MS-EIT ::= OBJECT | DENTI FI ER
Regi strationldentifier ::= PrintableString (SIZE(1..ub-ua-registration-identifier-Ilength))
MSBi ndResult ::= SET {
responder -credential s [2] ResponderCredenti al s,
avai | abl e-aut o- acti ons [3] SET SIZE (1..ub-auto-actions) OF AUTO ACTION. & d

({Aut oActi onTabl e}) OPTI ONAL,
avail abl e-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRI BUTE. & d
({AttributeTable}) OPTI QNAL,

al ert-indication [5] BOOLEAN DEFAULT FALSE,
conf ent -t ypes- support ed [6] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FhER QPTI ONAL,
-- 1994 extensions --
entfy-cl asses-supported [7] SET SIZE(1..ub-entry-classes) OF EntryCl ass (OPTI ONAL,
mat chi ng-rul es- support ed [8] SET SIZE(1..ub-matching-rules) OF OBJECT |,DENTI FI ER QPTI ONAL,
bi nd-resul t - ext ensi ons [9] MSExtensions OPTI ONAL,
mesfage- gr oup- dept h [10] I NTEGER (1..ub-group-depth) OPTI ONAL,
autp-action-error-indication [11] AutoActionErrorlndi cati on OPTI ONAL,
unsupport ed- ext ensi ons [12] SET SI ZE(1..ub-extensions) OF OBJECT “ DENTI FI ER OPTI ONAL,
ua-fegi stration-id-unknown [13] BOOLEAN DEFAULT FALSE,
serfi ce-information [14] General String (Sl ZE(1..ub-service,information-Iength)
OPTI ONAL }
nmodi fy-cdpability MS-EXTENSION :: = {

NULL | DENTI FI ED BY i d-ext-nodi fy-capability }

nmodi fy-rgtrieval -status-capability MS-EXTENSION ::= {
NULLL | DENTI FI ED BY id-ext-nodify-retrieval -status-gapability }

prot ect ed- change-credenti al s-capability MS-EXTENSI ON. = {
ChahgeCredenti al sAl gorithns | DENTI FI ED BY i d-ext-protected-change-credential s-capabilitly }

ChangeCrgdential sAlgorithns ::= SET OF OBJECT | DENTI FI ER
Aut oActi qnErrorlndication ::= CHO CE {
indj cation-only [0] NULL,
autp-action-1og-entry [1] SequenceNunber }
nms- bi nd- grror ABSTRACT- ERROR : : = {
PARAMETER CHO CE {
ungual i fied-error Bi ndProbl em
-\, 1994 extension --
quel i fied-error SET {
bi nd- probl em [0] Bi ndProbl em
suppl enent ary- i nfformation [1] General String (SIZE(1..ub-suppl ementary-info-Iength))
OPT|l ONAL,
bi nd- ext ensi-on-errors [2] SET Sl ZE(1..ub-extensions) OF OBJECT | DENTI FI ER OPTI ONAL} } }
Bi ndPr obl|em : : ==ENUMERATED {
authentf cation-error (0),
unaccept.abl e- security-cont ext (1),
unabl e-to-establish-association (2)
. -- 1994 extension addition -- ,
bi nd- ext ensi on- probl em (3),

i nadequat e- associ ati on-confidentiality (4) }

-- MS Unbi nd abstract-operation

nms- unbi nd ABSTRACT- OPERATI ON : : = enpt yUnbi nd

-- Common dat a-types

Range ::= CHO CE {
sequence- nunber-range [0] Nunmber Range,
creation-tine-range [1] Ti meRange }
Nunmber Range ::= SEQUENCE {
from [0] SequenceNunber OPTIONAL -- omitted means no | ower bound--,
to [1] SequenceNunber OPTIONAL -- omitted means no upper bound--}

112 ITU-T Rec. X.413 (1999 E)


https://iecnorm.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

Ti neRange :: = SEQUENCE {
from [0] CreationTine OPTIONAL -- omitted means no | ower bound--,
to [1] CreationTine OPTIONAL -- omitted neans no upper bound--}
CreationTime ::= UTCTi me
Filter ::= CHO CE {
item [0] Filterltem
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }
Filterltem::= CHO CE {
equality [0] AttributeVal ueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE. & d ({AttributeTable}),
strings SEQUENCE OF CHO CE {
any [1] ATTRI BUTE. &Type ({AttributeTabl e} {@ubstrings.type})y
final [2] ATTRI BUTE. &Type ({AttributeTabl e} {@ubstrings.type})}| }.
grepter-or-equal [2] AttributeVal ueAssertion,
| esp- or - equal [3] AttributeVal ueAssertion,
pr esent [4] ATTRIBUTE. & d ({AttributeTable}),

appyr oxi mate-match [5] AttributeVal ueAsserti on,
-- 1994 extension --

ot her - mat ch [6] MatchingRul eAssertion }
Mat chi ngRul eAssertion ::= SEQUENCE {

matchi ng-rul e [0] MATCHI NG RULE. & d( { Mat chi ngRul eTabl e}),

attyibute-type [1] ATTRI BUTE. & d,

match- val ue [2] MATCHI NG RULE. &AssertionType ({Matchi ngRul'eTabl e} {@mtching-rulle})}
Attribut gVal ueAssertion ::= SEQUENCE {

attyibute-type ATTRIBUTE. & d ({AttributeTable}),
attyibute-val ue ATTRI BUTE. &Type ({AttributeTable} {@ttribute-type}) }

Sel ector [|::= SET {

chijd-entries [0] BOOLEAN DEFAULT FALSE,

range [1] Range OPTIONAL -- default is“unbounded --,

filfger [2] Filter OPTIONAL -- default(Ciys all entries within the specified range |-,

limt [3] INTEGER (1..ub-nessages) OPTl ONAL,

ovefride [4] OverrideRestrictions ORTIONAL -- by default, --

-- any fetch-pestrictions in force apply-- }

OverrideRestrictions ::= BI T STRI NG {

ovefride-content-types-restriction (0),

ovefride-El Ts-restriction (1),

ovefride-attribute-length-restriction (2) } (SIZE (1.. ub-restrictions))
Entryl nfqrmationSel ection ::s SET SIZE (0..ub-per-entry) OF AttributeSel ection

AttributgSelection ::= SET_{
type ATTRI BUTE.\&Jd ({AttributeTable}),
from [0] |INTEGER (1..ub-attribute-values) OPTIONAL --used if type is nmulti val ued--|
count [1] ANFEGER (O0..ub-attribute-values) OPTIONAL --used if type is multi val ued--|}

Ent ryl nf qrmat i eny\™ = SEQUENCE {
seqguencge- nunber SequenceNunber,
attyidbutes SET SIZE (1..ub-per-entry) OF Attribute OPTI ONAL,

-- 1994 extension --
val ue- count - exceeded [O0] SET Sl ZE(1l..ub-per-entry) OF AttributeVal ueCount OPTI ONAL }

AttributeVal ueCount ::= SEQUENCE {
type [0] ATTRIBUTE. & d ({AttributeTable}),
t ot al [1] | NTEGER }
MSSubmi ssi onOptions ::= SET {
obj ect-entry-cl ass [0] Entryd ass (subm ssion|subnm ssion-1og|draft) OPTI ONAL,
di sabl e- aut o- nodi fy [1] BOOLEAN DEFAULT FALSE,
add- nessage- gr oup- nanmes [2] SET SIZE(1..ub-nmessage-groups) OF MessageG oupName OPTI ONAL,
nms- submi ssi on- ext ensi ons [3] MsExtensions OPTI ONAL }
originator-token M5 MS-EXTENSI ON :: = {
Ori gi nat or Token | DENTI FI ED BY i d- ext-ori gi nator-token }
Ori gi nat or Token ::= MessageToken ( CONSTRAI NED BY {
-- Must contain an asymetric-token with an encrypted-data conponent -- } )
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originator-certificate-sel ectors-override MS-EXTENSION ::= {
CertificateSel ectors (WTH COVPONENTS{
message- ori gi n-aut henti cati on ABSENT}) | DENTI FI ED BY
id-ext-originator-certificate-sel ectors-override }

ComonSubmi ssi onResults ::= SET {
created-entry [0] SequenceNurmber OPTI ONAL,
aut o-action-error-indication [1] AutoActionErrorlndicati on OPTI ONAL,

ms- subm ssion-result-extensions [2] MSExtensions OPTI ONAL }

-- Retrieval Port abstract-operations

summari ze ABSTRACT- OPERATI ON :: = {
ARGUVENT Sumrar i zeAr gunent
RESULT Surmari zeResul t
ERI S {attribute-error | invalid-paraneters-error | range-error |

security-error | service-error,
. -- 1994 extension additions -- |,
entry-class-error | ns-extension-error}

COOE op- sunmari ze }
Surmmari zgArgunment ::= SET {
entfy-cl ass [0] Entryd ass DEFAULT delivery,
sel fect or [1] Selector,
sunpary-requests [2] SEQUENCE SI ZE (1..ub-sunmmaries) OF ATTRIBUTE & d ({AttributeTlabl e})

-- 1994 extension --
sunpari ze-extensions [3] MSExt ensions OPTI ONAL }

Sumari zgResul t:: = SET {
nexf [0] SequenceNurmber OPTI ONAL,
count [1] I NTEGER (O..ub-nmessages)~-- of the entries selected--,
spah [2] Span OPTIONAL -- of the entries sel ected,
-- oRitted if count is zero --,
sunyrari es [3] SEQUENCE Sl ZE (1. ub-sunmaries) OF Sunmary OPTI ONAL,

-- 1994 extension --
sunprari ze-resul t - extensi ons [4] MSExt ensi ons ‘ORPT| ONAL }

Span :: =|SEQUENCE {
| owest [0] SequenceNumnber,
hi ghest [1] SequenceNunber }

Sumrary :|: = SET {

absent [0] |INTEGER (1..ub-ne$sages) OPTIONAL --count of entries where attribute is a
pregent [1] SET SIZE (1..ubgattribute-values) OF --one for each attribute val ue prese

SEQUENCE {
type ATTRIBUTE. & d ({AttributeTable}),

count I NTEGER (1..ub-nmessages)} OPTI ONAL }
i st ABSTRACT- OPERATI ON :: = {
ARGUVENT i st Ar gunent
RESULT Li st Resul t
ERRORS {attribute-error | invalid-paranmeters-error | range-error |

security-error | service-error,

OPTI ONAL -- absent if no summaries afre)requested--,

val ue ATTRI BUTE. &Type ({AttributeTable} {@type}),

bsent - -,
nt - -

T —— 19974 extension agafrtions -,
entry-class-error | ns-extension-error}

CODE op-list }

Li st Argunent ::= SET {
entry-cl ass [0] Entryd ass DEFAULT delivery,
sel ector [1] Selector,

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --

i st-extensions [4] MSExtensions OPTI ONAL }
Li stResult ::= SET {
next [0] SequenceNumber OPTI ONAL,
request ed [1] SEQUENCE Sl ZE (1..ub-nmessages) OF Entrylnformati on OPTI ONAL

--onmitted if none found--,
-- 1994 extension --
list-result-extensions [2] MSExtensions OPTI ONAL }
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fetch ABSTRACT- OPERATI ON :: = {
ARGUVENT Fet chAr gunment
RESULT Fet chResul t
ERRORS {attribute-error | fetch-restriction-error | invalid-parameters-error |

range-error | security-error | sequence-nunber-error | service-error,
. -- 1994 extension additions -- |,
entry-class-error | ns-extension-error}

CODE op-fetch }
Fet chArgunment ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
item CHO CE {
seareh FHH—Seteeter
preci se [2] SequenceNunber},

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --

f etfch- ext ensi ons [ 4] MSExt ensi ons OPTI ONAL }
FetchResylt ::= SET {
entfpy-information [0] Entrylnformation OPTIONAL --if an entry wasJsel ected- -,
i st [1] SEQUENCE SI ZE (1..ub-nmessages) OF SequenceNunber OPTI ONAL,
nexf [2] SequenceNurmber OPTI ONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTI ONAL }

del et e ABSTRACT- OPERATI ON :: = {
ARGUVENT Del et eAr gurmrent
RESULT Del et eResul t
ERRORS {del ete-error | invalid-paranmetetS-error | range-error | security-error |

sequence- nunber-error | servieeserror,
-- 1994 extension additjions -- ,
entry-class-error | ns-extension-error}

COOE op-delete }
Del et eArqument ::= SET {
entfy-cl ass [0] EnttyC ass DEFAULT delivery,
iteps CHO CE {
sel ector [1] Selector,

sequence-nunbets” [2] SET SIZE (1..ub-nmessages) OF SequenceNumber },
- 1994 extension- -
del et e- extensi ons |\ [)3] MSExt ensi ons OPTI ONAL }

Del et eRequl t ::=\CHO CE {
del et e-result-88 NULL,
-- 1994 extension --
del ptesresult-94 SET {
entrios-del ot od [ﬂ] QEQ JENCE_SI 7|:( 1 ub rmeengne) CE anllnnhnl\lllnhnr ORPT! L’

del ete-result-extensions [1] MSExtensions OPTIONAL } }

regi ster- M5 ABSTRACT- OPERATI ON :: = {
ARGUVMENT Regi st er - MSAr gunent
RESULT Regi st er - MSResul t
ERRORS {attribute-error | auto-action-request-error | invalid-paranmeters-error |

security-error | service-error | old-credentials-incorrectly-specified |
new- cr edenti al s- unaccept abl e,
-- 1994 extension additions -- |,
message- group-error | ms-extension-error | register-ns-error}
CODE op-regi ster-nms }
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Regi st er - MSArgunent ::= SET {
aut o-action-regi strations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTI ONAL,
aut o-action-deregistrations [1] SET SIZE (1..ub-auto-registrations) OF
Aut oAct i onDer egi strati on OPTI ONAL,
list-attribute-defaults [2] SET SIZE (O..ub-default-registrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAL,
fetch-attribute-defaults [3] SET SIZE (O..ub-default-registrations) OF ATTRI BUTE. & d

({AttributeTabl e}) OPTI ONAL,

change-credential s [4] SEQUENCE {

ol d-credential s [0] Credentials (WTH COVPONENTS {sinple}),

new- credential s [1] Credentials (WTH COVPONENTS {sinple})} OPTI ONAL,
user-security-1abels [5] SET SIZE (1..ub-1abel s-and-redirections) OF Securitylabel

OPTI ONAL,
-- 1994 extensions--

ua-registrations [6] SET SIZE(1..ub-ua-registrations) OF UARegi strati on OPTI ONAL,
submi ssi on-defaul ts [7] MSSubmi ssi onOptions OPTI ONAL,

message- group-regi strations [8] MessageG oupRegi strati ons OPTI ONAL,
regfstratrron-staras-Tequest [ 9] ReEglr stratl onrypes U TT UNAL,

regj ster-ns-extensions [10] MSExtensions OPTI ONAL }
Aut 0Act i qnDer egi stration ::= SEQUENCE {

autp-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),

regj stration-identifier [0] I NTEGER (1..ub-per-auto-action) DEFAULT 1.}
UARegi strlation ::= SET {

ua-fegistration-identifier [0O] Registrationldentifier,
ua-Jist-attribute-defaults [1] SET SIZE(O..ub-default-registsatitons) OF ATTRI BUTE. & d
C{*Att ri but eTabl e}) OPTI ONAL,
ua-fetch-attribute-defaults [2] SET Sl ZE(O.. ub-default-regiStrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAY,
ua-pubm ssion-defaul ts [3] MsSSubnissionOptions OPTINONAL,
confent -specific-defaults [4] MSExtensions OPTI ONALG

MessageGloupRegi strations ::= SEQUENCE SI ZE( 1. . ub-defiaut t-registrations) OF CHO CE {
regj ster-group [0] MessageG oupNaneAndDescri ptor,
derfegi st er-group [1] MessageG oupNane,
chapge-descriptors [2] MessageG oupNaneAndDescri ptor }
MessageGloupNaneAndDescri ptor ::= SET {
nmespage- gr oup- nane [0] MessageG oupNane,

mespage- group-descriptor [1] General String (SIZE(1..ub-group-descriptor-length)) OPTIONAL }

Regi strat]i onTypes ::= SET {
regj strations [0] BIT STRING {
aut o-acti on-regi/strations (0),
list-attribute-defaults (1),
fetch-attrivbute-defaults (2),
ua-registrations (3),
subni ssjton- def aul t s (4),

message- group-regi strations (5) } OPTI ONAL,
extlendegd-regi strations [1] SET OF Ms-EXTENSI ON. & d OPTI ONAL,
r es[ riscct—hessage-groups [2] MessageG oupsRestriction OPTI ONAL }

MessageG oupsRestriction ::= SET {
par ent - gr oup [0] MessageG oupName OPTI ONAL,
i mredi at e-descendants-only [1] BOOLEAN DEFAULT TRUE,
om t-descriptors [2] BOOLEAN DEFAULT TRUE }
prot ect ed- change-credentials MsS-EXTENSION :: = {

Pr ot ect edChangeCredenti al s | DENTI FI ED BY i d- ext - prot ect ed- change-credenti al s}

Pr ot ect edChangeCredential s ::= SEQUENCE {
algorithmidentifier [0] I MPLICIT OBJECT | DENTI FI ER,
ol d-credential s InitiatorCredentials (WTH COWONENTS { protected PRESENT } ),
password-delta [2] IMPLICIT BIT STRING }
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