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ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC

participate in the development of International Standards through

technical

committees established by the respective organization to deal with particular fields

of technical activity. ISO and IEC technical committees collaborate .in
mutual interest. Other international organizations, governmental -4
governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC haye. establishe
technical committee, ISO/IEC JTC 1. Draft International Standards adopt|
Joint technical committee are circulated to national bodies for voting. Pu
as an International Standard requires approval by 4t least 75 % of the]
bodies casting a vote.

International Standard ISO/IEC 10021-5,was prepared by Joint 7]
Committee ISO/IEC JTC 1, Information—technology, Subcommittes
Document processing and related comminication, in collaboration wit
The identical text is published as ITU-T'Recommendation X.413.

This third edition is a revision of the second edition (ISO/IEC 10021-5:1994

ISO/IEC 10021 consists of the following parts, under the general title Inf]
technology — Message Handling Systems (MHS):

—  Part I: Systemrand Service Overview
—  Part 2::0verall Architecture
—  Part3: Abstract Service Definition Conventions

— . (Bart 4: Message Transfer System: Abstract Service Definil
Procedures

—  Part 5: Message Store: Abstract Service Definition

—  Part 6: Protocol Specification

—  Part 7: Interpersonal Messaging System

—  Part 8: Electronic Data Interchange Messaging Service

—  Part 9: Electronic Data Interchange Messaging System
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This Recommendation | International Standard is one of a series of Recommendations | International Standards defining
Message Handling in a distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message

submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more ()t‘[ CTUSTIES U.ilC lCLil)iClllb).

This Red
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System

MHS). The MS abstract-service also provides message-administration services, as deéfined by

Transfer[System (MTS) abstract-service.

viii

ommendation | International Standard defines the Message Store abstract-service (MS abstractasefvice) which
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):

MESSAGE STORE: ABSTRACT SERVICE DEFINITION

SECTION

1 S

This Recomn
provided by
the MTS ab
Service Ele
application-
ISO/IEC 88

Other Reco
ISO/IEC 10
provides an
Interpersona

Section 2 ¢
Clause 6 deq
abstract-ope

Clause 9 deffines the semantics and abstractisyntax of the errors of the abstract-service.

Section 3 of
and general;
abstract-syn
matching-ru

Section 4 o
realization.
consumed.

ports are rea

\ 1 - GENERAL

ope

mendation | International Standard defines the Message Store abstractéservice. This abstract-s
the Message Store access protocol (specified in ITU-T Rec. X.419 | ISO/IEC 10021-6) in conjunc
stract-service (defined in ITU-T Rec. X.411 | ISO/IEC 10021-4);together with the Remote O
ment (ROSE) services (defined in ITU-T Rec. X.219 | ISOAEC 9072-1). The abstract-syntax
ayer protocols used in this Recommendation | International Standard is defined in ITU-T Rec.
p4-1.

mendations | parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400
21-1 defines the user-oriented services providediby the MHS. ITU-T Rec. X.402 | ISO/IEC
architectural overview of the MHS. ITU-T Reei<X.420 | ISO/IEC 10021-7 defines the abstract-s¢
| Messaging and defines the format of Interpersonal Messages.

f this Recommendation | International\Standard contains the Message Store abstract-service d
cribes the MS model. Clause 7 defines the semantics and abstract-syntax of the MS-bind and the M
ations. Clause 8 defines the semantics and abstract-syntax of the operations of the MS abstrac

auto-action-types related*to the MS. Clause 10 contains an overview. Clause 11 defines the sema
ax of the general-attribute-types. Clause 12 defines the semantics and abstract-syntax of the
es. Clause 13 defines the semantics and abstract-syntax of the general-auto-action-types.

this Recomimendation | International Standard describes the procedures for Message Store and
Clause_IMd eOntains an overview. Clause 15 describes how the Message Transfer System abstract-S
[lause 1'6 describes how the Message Store abstract-service is supplied. Clause 17 describes how
iZed,

Prvice is
ion with
berations
for the
X.680 |

X.400 |
10021-2
rvice for

efinition.
5-unbind
-service.

this Recommendation | International Standard defines the general-attribute-types, general-matching-rules,

ntics and
general-

he ports
ervice is
the MS

The requirements for conformance to this Recommendation | International Standard are stated in clause 10 of ITU-T

Rec. X.419 |

2

ISO/IEC 10021-6.

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently

valid ITU-T

Recommendations.

ITU-T Rec. X.413 (1995 E)
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2.1 Reference Model references

This Recommendation | International Standard cites the following Reference Model specification:

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

2.2 Presentation references
MThic Dannmandatinm | Tntarmatinna 1 Ctandard ritag tha fallauwing Deacantatinm crmanifirnntinnmos
LIS NCCulLHiciuactiusl | llllCllldllUllal LLalualu viied v lUIlUWlllb I leClllallUll Dpcblllbdll\)llb

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (T994) TISO/IET 8824-371995, Tnformation ftechnology — Absjract Syntax
Notation One (ASN.1): Constraint specification.

TTIT_.T Rarcamment latian A0N 11004 | TCNOH/TEC QQ

1.100Q%
— 11uU-1 l\Cb\lllllllCllU(—lll\Jll /\ \J7U L1Z77) 110oVUr1LC O

025 1,179, l’ll_]UlllLullUll L&Lllll(lt(lb) < /‘h)l\’ / €iiC(7diiZg
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

2.3 Remote Operations references

This Recgmmendation | International Standard cites the following Remote Operatigns specification:

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1998, Information technolog)| — Remote
Operations.: Concepts, model and notation.

2.4 Directory references

This Recpmmendation | International Standard cites the following‘Directory specitications:

— ITU-T Recommendation X.501 (1993) | ISOAEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models.

—  ITU-T Recommendation X.509 (1993), ["ISO/IEC 9594-8:1995, Information technology — Open Systems
Interconnection — The Directory: Authentication framework.

— ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

2.5 Message Handling refetences

This Recpmmendation | International Standard cites the following Message Handling System specifications:

—  ITU-T Recommendation F.400/X.400 (1993), Message handling services: Message handling|system and
service overview.

ISO/IEC-10021-1:1996, Information technology — Message Handling Systems (MHS) — Paft 1: System
and\service overview.

-, (UTU-T Recommendation X.402 (1995) | ISO/ZIEC 10021-2:1996, Information technology|- Message
Handling Systems (MHS): Overall architecture.

—  ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4:1996, Information technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.

—~ ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1996, Information technology — Message
Handling Systems (MHS): Protocol specifications.

—  ITU-T Recommendation X.420V | ISO/IEC 10021-7..1, Information technology — Message Handling
Systems (MHS): Interpersonal messaging system.

) Presently at the stage of draft.

2 ITU-T Rec. X.413 (1995 E)
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3 Definitions

3.1 Common Definitions for MHS
For a list of the common definitions for MHS refer to ITU-T Rec. X.402 | ISO/IEC 10021-2.

3.2 Message Store Definitions
For the purposes of this Recommendation | International Standard the following definitions apply:

3.2.1 abstract-association: An abstract binding between two communication partners. In this Service Definition, the
binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and the MTS
for the provision of the MTS abstract-service.

3.2.2 Admini
service.

S abstract-

3.2.3 Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-user that 4 message
or report hap been delivered to the MS. May be issued only over an existing abstract-association.

3.24 aftribute: The information of a particular type appearing in an entry.
3.2.5 aftribute-type: That component of an attribute which indicates the class of information given by that [attribute.
3.2.6 aftribute-value: A particular instance of the class of information indicated By an attribute type.

3.2.7 aftribute-value-assertion: A proposition, which may be true, false, or(undefined, concerning the values of an
attribute in pn entry.

3.2.8 agito-action: Actions that are performed automatically by ,the/MS according to instructions previously
registered by the MS-user.

3.2.9 Aluto-action-log: An entry-class which contains entries\that record the performance of certain auto-gctions by
the MS.

3.2.10 auto-action-event: An entry of the Auto-action~log entry-class which represents an auto-action execiyition.

3.2.11 auto-action-type: The type of an auto-actiony€.g. Auto-alert.

3.2.12 to-alert: An auto-action which alerts the MS-user when a message or report is delivered.

3.2.13 to-correlate-reports: An autg-action which correlates delivery reports with the originally $ubmitted
messages of probes to which they are related.

3.2.14 to-delete: An auto-action that deletes messages whose storage period has expired.
3.2.15 to-forward: A class/of auto-actions which causes the MS to forward a delivered message to on¢ or more
recipients. As the definition of“Auto-forward is content-specific, it is not defined in this Service Definition. Rafher, each

type of Autp-forward autdzaction is defined in the Specification for the content-type concerned.

3.2.16 uto-modify: An auto-action which applies modifications to the attributes of newly created entries.

3.2.17 child-entry: An entry immediately subordinate to another entry (its parent-entry) in a tree-§tructured
relationshif. An’entry which is not a child-entry is a main-entry.

3.2.18 child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A parent-entry has
one value of child-sequence-number for each child-entry it possesses.

3.2.19  constraining set: An information object set used to constrain the values of related components within a Set or
Sequence. See ITU-T Rec. X.682 | ISO/IEC 8824-3.

3.2.20  content-specific: Describes a specification or action whose effect depends on the content-type of the message
being handled.

3.2.21  creation-time: An attribute which records the date and time at which the entry was created by the MS.
3.2.22  Delete abstract-operation: An abstract-operation used to delete one or more entries of a specified entry-class.

3.2.23  delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content
of a delivered-message.

ITU-T Rec. X.413 (1995 E) 3
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3.2.24  delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-
message.

3.2.25  delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-report.

3.2.26  Delivery: An entry-class which contains entries that represent messages and reports delivered by the MTS to
the MS.

3.2.27 Delivery-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and reports delivered by the MTS to the MS.

3.2.28 Draft: An entry-class which contains draft-message entries.
3.2.29  draft-message: An entry of the Draft entry-class which represents a message not yet submitted to the MTS.

3.2.30  entry: An information object stored in the MS. See 3.2.17, 3.2.45, and 3.2.61 for further classification of
entries.

3.2.31  entry-class: A category of entry which represents a particular type of information object. The phin¢ipal entry-
classes arg the Stored-message, the Message-log and the Auto-action-log entry-classes.

3.2.32  ¢ntry-information: A parameter, used in abstract-operations, which conveys selected”informatiqn from an
entry.

3.2.33  pntry-information-selection: A parameter, used in abstract-operations, which indicates what information from
an entry i being requested.

3.2.34  pntry-type: An attribute which indicates whether an entry contains asdelivered-message, a deliver¢d-report, a
returned-dontent, a submitted-message, a submitted-probe, a draft-message oréan duto-action-event entry.

3.2.35 Fetch abstract-operation: An abstract-operation which allowscan unrestricted set of attribute infofmation for
one selected entry of a specified entry-class to be fetched from the MS by the MS-user.

3.2.36  [fetch-restrictions: Restrictions, imposed by the MS-usef, on the type of information it is prepared to receive
as a resul of Fetch. The possible restrictions are on attribute-length, content-types and encoded information types.

3.2.37 filter: A parameter, used in abstract-operationsswhich applies a test to a particular entry and is either satisfied
or not by that entry.

3.2.38 filter-item: An assertion about the presence or value(s) of an attribute of a particular type in an ¢ntry under
test. Each|such assertion is either true, false, orundefined.

3.2.39  [fforwarding-request: A paramefer that may be present in the argument of the MS-message-submission
abstract-operation, invoked by the M8=user, to request that a stored message is forwarded from the MS.

3.2.40 |general-attribute: Ap %attribute which is valid for all types of messages and reports, independent jof content-
type. Only attributes of this type are defined in this Service Definition.

3.2.41 |general-auto-dctions: An auto-action which is valid for all types of messages and reports, indgpendent of
content-type. Only auto-actions of this type are defined in this Service Definition.

3.2.42 |grade=Defined in 5.2 of ITU-T Rec. X.402 | ISO/IEC 10021-2.

3.2.43 [lihit: A component of the selector parameter which specifies the maximum number of selected eptries to be

o . 1 £ bateact I
returned inthe-restt-ot-an-abstract Cperat‘.cr‘..

3.2.44 List abstract-operation: An abstract-operation which allows the selection of entries of a specified entry-class
and requests certain attribute information to be returned for those entries.

3.2.45 main-entry: An entry which may form the root of a set of related entries, organized in a tree-structured
tfashion. Zero or more child-entries may be associated with a main-entry.

3.2.46  matching-rule: A rule which allows entries to be selected by making assertions concerning their attribute-
values.

3.2.47 message-group: A set of related entries. An entry’s message-group-name attribute indicates the message-
groups of which it is a member.

3.2.48 Message-log: An entry-class which incorporates all entries of the Submission-log and Delivery-log entry-
classes.

4 ITU-T Rec. X.413 (1995 E)
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3.2.49  Message-submission abstract-operation: An abstract-operation the MS invokes to submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain content-specific auto-actions are performed.

3.2.50  Modify abstract-operation: An abstract-operation used to modify the attributes of one or more entries within
an entry-class.

3.2.51  MS abstract-service: The set of capabilities that the MS offers to its users by means of its ports.

3.2.52  MS abstract-service-user: The user of the MS abstract-service. An end-user may employ different UAs, at
different times, to act as the MS-abstract-service-user when accessing the MS abstract-service.

3.2.53  MS abstract-service-provider: The MS which provides the MS abstract-service.

3.2.54  MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
message to the MTS (and optionally store a copy), or to store a draft message.

3255 M
probe to thelMTS, and optionally store a copy.

I AT abstract-operation which enables the MS-user 1o Jsubmit a

3.2.56 -submission Port: A port which supports the MS-submission services of the MS abstract-service. The
MS-submisgion abstract-service offers the same services as the Message-submission abstract-sefvice (of the MTS
abstract-seryice), and in addition, offers services for the storage of submitted messages, the) logging of ubmitted
messages, apd the forwarding of messages residing in the MS.

3.2.57  MB-submission-options: A parameter used in abstract-operations and autocactions to determine whether a
message or probe is to be submitted to the MTS, or stored in the MS, or both submittedand stored.

3.2.58  MPB-user: A shorter form of “MS abstract-service-user’.
3.2.59  multi-valued attribute: An attribute which may have several value$.associated with it.

3.2.60  override: A component of the selector parameter which indicates that previously registered restrictionfs for the
performancq of theis Fetch abstract-operation shall not apply in this instdnce of the abstract-operation.

3.2.61 parent-entry: An entry immediately superior to one or.more child-entries. A parent-entry which is nof a child-
entry of some other entry is a main-entry.

3.2.62  parent-sequence-number: A sequence-numbgr Which identifies a child-entry’s parent-entry. Each cHild-entry
has one valug of parent-sequence-number.

3.2.63 palrtial-attribute-request: A form of the entry-information-selection parameter which requests the feturn of
selected valyes only, from a multi-valued attribute. See 3.2.33.

3.2.64  rapge: A parameter used in abstract-operations to select a contiguous sequence of entries of a specifigd entry-
class.

3.2.65 Rdqgister-MS abstract-operation: An abstract-operation which allows the MS-user to register infprmation
relevant to ifs interworking with/the MS.

3.2.66  registration: dnformation which is registered with the MS and stored between abstract-associatiops (until
changed by the Register>MS abstract-operation). See 3.2.65.

3.2.67 registration-identifier: An identifier for one particular set of registration parameters for an auto-actio-type.

3.2.68 Retrteval Port A port which SUpports the Tetrieval Services of the MS abstraci-service.

3.2.69  retrieval-status: An attribute which records whether an entry has been retrieved from the MS by the MS-user.
Possible values are new, listed and processed.

3.2.70  returned-content: An entry of the Delivery entry-class which contains the returned content of a previously
submitted message.

3.2.71  selector: A parameter used in abstract-operations to select entries of a specified entry-class.

3.2.72  sequence-number: An attribute which unambiguously identifies an entry. Sequence-numbers are allocated in
ascending order.

3.2.73  single-valued attribute: An attribute which may have one value only associated with it.

3.2.74  Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry-classes.
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3.2.75 Submission: An entry-class which contains entries that represent messages and probes which have been
submitted to the MTS via the MS.

3.2.76  Submission-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and probes which have been submitted to the MTS.

3.2.77 submitted-message: An entry of the Submission or Submission-log entry-classes which represents a
submitted-message.

3.2.78 submitted-probe: An entry of the Submission or Submission-log entry-classes which represents a submitted-
probe.

3.2.79 subscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
availability and use of optional MS features. This Service Definition assumes that such an agreement can be made, but
does not prescribe the method by which it is made.

3.2.80 [Summarize abstract-operation. An abstract-operation which provides an overview of the Kind anjl number of
entries of| some entry-class which are currently stored in the MS.

3.2.81 |UA-registration: Information registered with the MS which is specific to one of a user’s, UAs. See[3.2.66.

4 Abbreviations

The abbreviations used in this Service Definition are defined in clause 5, and in ITU-T Rec. X.402 | ISO/IFC 10021-2,
except where noted below.

ASN.1 Abstract Syntax Notation One
DL distribution-list
EIT encoded-information-type

MASE-88 Message Administration Service Element 1988
MASE-94 Message Administration Service Element 1994
MHS Message Handling Systems

MRSE-88 Message Retrieval Service Element 1988
MRSE-94 Message Retrieval Servicg;Element 1994

MS Message Store

MSSE Message Submission-Service Element

MS-MSSE  MS Message-Submission Service Element

MTS Message Transfer System

ROS Remote. Operations

UA User Agent

UTC Universal Coordinated Time (see ITU-T Rec. X.680 | ISO/IEC 8824-1)
S Conventions

This Service DeTinition uses the descripiive conventions listed below.

5.1 Conventions for abstract-services

This Service Definition uses the following ASN.1-based descriptive conventions for the indicated purposes:
a) To define the information objects of the MS abstract-service, and other data types and values, ASN.1
itself.

b) To define the MS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and
ABSTRACT-ERROR information object classes of ITU-T Rec. X.411 | ISO/IEC 10021-4. These are
derived directly from the corresponding information object classes defined in ITU-T Rec. X.880 |
ISO/IEC 13712-1, which also defines the CONTRACT and CONNECTION-PACKAGE information
object classes.

¢) To define attributes, the ATTRIBUTE information object class of 6.3.3.3.
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of 6.5.

e) To define matching-rules, the MATCHING-RULE information object class of ITU-T Rec

ISO/TEC 9594-2 (see also 6.3.9.3).

1996 (E)

To define auto-actions, the AUTO-ACTION and AUTO-ACTION-ERROR information object classes

. X.501 1

Whenever this Service Definition describes a class of data structure having components, each component is categorized

as one of th

e following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the dis

the object (e.g. user) supplying that instance.

cretion of

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by

this Service Definition.

abstract-

ers to the
try-class”
occur in

ubmitted-
te-type is

5.2 (onventions for attribute-types used in Tables 2 and 3 of clause 11
This Servide Definition uses the conventions listed below in its definition of the attribute-types forithe’ MS
service.
For the colyimn headed “Single/Multi-valued” the following values may occur:
S| Single-valued
M Multi-valued
In Table 2 for the column headed “Support level by MS”, the sub-heading “Stored-message entry-class” ref
Stored-mespage (and the Submission, Delivery and Draft) entry-classes, and the'‘sub-heading “Message-log ef
refers to thgp Message-log (and the Submission-log and Delivery-log) entry-classes. The following values ma
this columif in Tables 2 and 3:
M Mandatory
g Optional
-| Not supported
For the cqlumns headed “Presence in” any of delivered>message, delivered-report, returned-message, §
message, submitted-probe entry, draft-message, and Auto-action-log entries, the presence of each attribu
described Hy one of the following values:
P Always present in the entry because:
—  itis mandatory for generation by the MS; or
—  itis a mandatory or defaulted parameter in the relevant abstract-operation.
d Conditionally present in\the entry. It is present if:
—  itis supported-by the MS and subscribed to by the user, and
— itis present.in an optional parameter in the relevant abstract-operation.
- Always absent, otherwise.
For the colfimns headed\"“Available for List”, and *“Available for Summarize”, the following values may occur:
N Ne
Y {Xes
5.3 Conventions for attribute-types used in Table 4 of clause 11

This Service Definition uses the conventions listed below in its definition of the attribute-types for the MS abstract-

service.

For the column headed “Single/Multi-valued”, the following values may occur:

S

Single-valued

M Multi-valued

For the column headed “Source generated by”, the following values may occur:

Amod  Auto-modify auto-action
Md Message-delivery abstract-operation
Mod Modify abstract-operation
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MS Message Store

Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation.

General font conventions

RFCAATA G2 2 VRIL LUV URRLAUVIRS

Throughout this Service Definition, terms are rendered in bold when defined. Terms that are proper nouns are

Throughout this Service Definition, ASN.1

ord o

VOra

nnnnnnnnnn mg ara not ‘\'fu!u W

, c\/ll\allb terms are not. pnnrl{‘ terms are h\rnhpannf“

15 aic i1 Hawcu.,

normal text.

5.6

ASN.1 d
annexes ffor reference. If differences are found between the ASN.1 used in the exposition and that formally de
correspor

5.7

This Sery
ms-reliab

10021-6:

access-94

The abst

definitions appear in Times New Roman font and is one size smaller than

Rules for ASN.1 definitions

tfinitions appears both in the body of this Service Definition to aid the exposition, dand -again,

ding annex, a specification error is indicated.
Conventions for previous editions of this Service Definition

le-access-88 Application Contexts originally defined in CCITT.Rec. X.419 (1988) and (1992
990. The term "1994 Application Contexts" refers to MS operation using the ms-access-94 and

jact-syntax defined in this Service Definition may be mapped to that used in previous editions as

ice Definition uses the term "1988 Application Contexts" to refer to MS$\operation using the ms-ag

Application Contexts defined in ITU-T Rec. X.419 (1995) ASO/IEC 10021-6:1990, Amendment |

‘ormally, in
fined in the

cess-88 and
| ISO/IEC
ms-reliable-
11994,

follows. All

ASN.1d
if any ex
ASN.1c
entry-cla
Applicati
1988 Ap

e treated as
ot used, the
-operations,
ise in 1988
defined for

finitions of object sets and Enumerated types which:Centain the ASN.1 extensions marker ("...") a
ension additions following the marker are absent.*Fet definitions where the extension marker is n
mment "-- 1994 extension --" has a similar intefpretation. The effect of this is that certain abstract
ses, entry-types, attribute-types, matching-rules, and auto-action-types are not standardized for
on Contexts. In addition, attribute-types andicolumns marked with an asterisk (*) in Table 2 are no
plication Contexts.

SECTION 2 - MESSAGE ‘STORE ABSTRACT-SERVICE DEFINITION

6

The Mes
(the MS-

Message Store model

sage Store (MS) is modelled as an object which acts as a provider of services to the MS abstract{service-user

user);and as a user of services provided by the Message Transfer System (MTS).

The MS [servé€s an intermediary role between the MS-user and the MTS. Its primary function is to providg storage for
messages submitted by and delivered to a single MHS end-user, and to retain these for subsequent retrieval by the end-
user’s UA or UAs. The MS also provides message-submission and message-administration services to the MS-user, in
effect, via 'pass-through' to the MTS. This enables the MS to provide additional functionality compared to submission
directly to the MTS, such as the storage of submitted messages, the forwarding of messages residing in the MS, and the
logging of submission and delivery events.

Like the MS-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not provide a common or shared
multi-user MS service.

NOTE - In a typical implementation, a single system will serve many users and hence comprise many Message Stores.
The MS is described using an abstract model to define the service it provides — the Message Store abstract-service.
Figure 1 shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service.

In this figure, the open boxes represent the consumption of the abstract service, and the closed boxes represent the
supply of the abstract service.
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MS-user

Retrieval

Delivery

MS abstract-
service user

MS abstract-
service provider

MS-Submission Submission MTS abstract-

service provider

Administration Administration

TISO5440-95/d0 1

Figure 1 — Message Store abstract-service

For an introduction and description of the abstract-service concept and its definition conventions, see ITU-T Rec. X.402
| ISO/IEC 10021-2. These conventions make use of various information object classes used for the specification of
ROS-based|application protocols which are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

In secure mlessaging the MS is treated as a separate object with a unique identity and has a separate key, (epa sqt of keys)
from the MB-user.

6.1 Message Store objects and contracts

The Message Store (MS) is modelled as an object which acts as provider of the MS_abstract-service to thdg MS-user
under the ferms of an MS-access-contract. The MS is the responder to both the\MS-access-contract-83 and the
MS-access{contract-94, which are associated with 1988 and 1994 Application Contextsrespectively.

my MHS-OBJECT ::={

IS {mts-user}
RESPONDS {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms }

To provide|the MS-user with access to the services of the MTS, th¢ MS also acts as an MTS-user object; se¢ Figure 2
(Part 2) andl clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.~In this role it consumes the Submission, Del}very, and
Administralion abstract-services of the MTS and acts as supplier of the MTS Submission and Administration} abstract-
services to fhe MS-user.

The MS-uger is also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contract}88 under
which it ac{s as consumer of the MS abstract-service:
mg-user MHS-OBJECT ::= {

INITIATES  {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms-user };

The MS-apcess-contract-94 defines an association contract established by means of the MS-connect donnection
package, under which the initiater*(the MS-user) acts as consumer of the Retrieval Port and MS-submigsion Port
abstract-seivices provided directly by the MS, and of the Administration Port abstract-services provided transpprently by
the MS.

ms$-access-contract-94 CONTRACT ::= {

CONNECTION ms-connect
INITFATOR CONSUMER OF {retrieval | ms-submission | administration}
ID id-crt-ms-access-94 }

The MS-akeess-contract-88—defines—an—association contract established by means of the MS-conne onnection
package, under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port abstract-services provided
directly by the MS, and of the Submission and Administration-88 Port abstract-services provided transparently by the
MS.

ms-access-contract-88 CONTRACT ::= {

CONNECTION ms-connect -- with all 1994 extension additions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission | administration-88}
1D id-crt-ms-access-88 }

The MS-connect connection package specifies the operations used in the establishment and release of an abstract-
association between the MS and MS-user.

ms-connect CONNECTION-PACKAGE ::={

BIND ms-bind
UNBIND ms-unbind
ID id-cp-ms-connection }
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6.2

Message Store ports

The MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The collection of capabilities
provided by these ports constitutes the MS abstract-service. The retrieval capabilities are unique to the MS. These
capabilities include obtaining summaries of messages, fetching messages (in whole or in part), deleting messages
residing in the MS, and registering requests for the MS to perform certain message management activities automatically.

Additional message management services are performed by the MS on the MS-user’s behalf, for logging incoming and
outgoing messages, for the automatic classification of stored messages, and for auto-correlating delivery reports with the
submitted messages or probes to which they are related.

By means of the MS-bind abstract-operation, the MS authenticates an MS-user before providing it with any of the
storage and retrieval capabilities indicated above. Similarly, the MTS abstract-service shall authenticate the MTS

abstract-

Except fi

Security-]

security-

If securitly-contexts are established between the UA and the MS, and betweenthe MS and the MTS, the s
that is ag

security-
discretio

6.2.1

The Retrieval Port is defined as follows:

Details of the Retrieval Port abstract-services are given in 8.2 and clause 9.

The Retrieval-88 Port provided under the MS-access-contract-88 is defined as follows:

6.2.2

service user before extending its services to the MTS abstract-service-user (the MS).

ontexts are not established, the assignment of a message-security-label to a message or pro
of the originator.

Retrieval Ports

retrieval PORT ::= {
CONSUMER INVOKES {summarjze'l list | fetch | delete | register-MS,
o - d994 extension addition --,

modify}
SUPPLIER INVOKES . {alert}
ID id-pt-retrieval-94 }

retrieval-88'PORT ::= {

--With all 1994 extension additions to the abstract-operations absent --
CONSUMER INVOKES {summarize | list | fetch | delete | register-MS}
SUPPLIER INVOKES {alert}

ID id-pt-retrieval-88 }

r the Alert service of the Retrieval Port, the Submission-control service of the MS-submissiofiHort, and the
Change-dredentials service of the Administration Port, all the services provided by the MS abstract-sepvice
by the MPB-user and performed by the MS.

are invoked

abels may be assigned to the MS in line with the security-policy in force. The security-policy may also define
how secyrity-labels are to be used to enforce the security-policy. If security-labels are assigned to the MS,
of stored messages and reports bearing message-security labels may be affected by Ithe’ security-policy

the handling
in force. If

abels are not assigned to the MS, the handling of stored messages and repdarts bearing message-sefurity labels
is discretjonary.

ecurity-label

signed to a message or probe is confined by the security-context ‘in line with the security-policy| in force. If

be is at the

MS-submission Ports

The MS-submission Port is defined as follows:

ms-submission PORT ::={

CONSUMER INVOKES {ms-message-submission | ms-probe-submission | ms-cancel-deferred-delivery}

SUPPLIER INVOKES  {ms-submission-control}
ID id-pt-ms-submission }

Details of the MS-submission Port abstract-services are given in 8.3 and clause 9.

The Submission Port provided under the MS-access-contract-88 is defined in 8.2 of ITU-T Rec. X.411 |

ISO/IEC

10

10021-4.
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6.2.3 Administration Ports

The Administration Port is defined in 8.4 of (and the Administration-88 Port in Annex C of) ITU-T Rec. X.411 |
ISO/IEC 10021-4.

When invoked by the MS-user, the Change-credentials abstract-service operates end-to-end between the MS-user and
the MTS-service-provider, and passes through the MS. The MS stores the new credentials for use when it subsequently
binds with the MTS. If the MS-user needs to update the credentials it uses when binding to the MS, then the Register-
MS abstract-operation is used (see 8.2.5).

6.3 Information model

The MS models each information object that it stores as an entry, which consists of the collection of information known
about that object. Each entry belongs to an entry-class, which identifies the class of object which the entry describes. An
entry compfiSes a Ser of attributes, which represent the component elements ol information associated with {he entry.
The types of attribute which are present in an entry depend, in part, on the entry-class of the entry.

6.3.1 Entry-classes

An entry-class comprises a category or categories of entries that represent a particular type of information objgct. Three
principal entry-classes are defined: the Stored-message entry-class, the Message-log entryclass, and the Autp-action-
log entry-cljss.

a)l The Stored-message entry-class contains entries which correspond to, faessages, reports, probes,|and draft
messages.

b) The Message-log entry-class contains entries that provide a restricted representation of messages, reports,
and probes. These entries closely resemble the corresponding entries of the Stored-message erftry-class,
but contain only a subset of the attributes present in the lafter in accordance with their logging fupction.

c) The Auto-action-log entry-class contains entries that/reCord the performance of auto-actions by the MS
(see 6.3.7.3).

Five subordinate entry-classes are defined which contain subsets of the entries contained in the principal entry-classes.
The Delivery, Submission, and Draft entry-classes are Subordinates of the Stored-message entry-class. The Delivery-
log and Spbmission-log entry-classes are subordinates of the Message-log entry-class. Further details of the
organization of entry-classes are given in 6.3.7.

When invoking the abstract-operations of the 'MS abstract-service the MS-user confines the effect of these|abstract-
operations tp those entries of immediate concern by specifying the entry-class of the entries on which to operatel

EntryClass ::= INTEGER {

delivery 0),

-- 1994 extensions s

submission (1),

draft 2),

stored-méssage 3),

delivery-log @),

submission-log (5),

message-log 6),

auto-action-log (7) } (0..ub-entry-classes)

NOTES

1 The term information-base used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced
by entry-class in this Service Definition.

2 In this Service Definition the description of the MS abstract-service assumes that all defined entry-classes are
available for use. In practice, the behaviour of a given MS implementation will depend on its support for optional service components
(e.g. the optional entry-classes and attribute-types) and on subscription. See 6.3.7.4.

6.3.2 Entries

Each information object stored in the MS (e.g. each submitted-message or delivered-report) is represented as an entry.
An entry is identified by its sequence-number which the MS generates when the entry is created. Sequence-numbers are
generated in ascending order and are never re-used.

SequenceNumber ::= INTEGER (0..ub-messages)
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No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE — The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to
cnsure uniqueness.

All entries have three further properties in common. The entry-type indicates the type of information object represented
by the entry, the creation-time indicates the date and time at which the entry was created, and the retrieval-status
indicates whether the entry has been retrieved by the MS-user.

6.3.3 Attributes

An entry consists of a set of attributes. This is depicted in Figure 2.

ENTHY ALroute AUNouUle [ [] [] AUrbule
s Sl
' -~
LY “-,.
‘\ ~~'~~
‘ ~
Y ~eo
Y Sey
ATTRIBUTE | | Attribute type Attribute
value(s)
s S,
—"'— \
—"‘—— \\
4"“ ‘~‘
- .
4"“ \s
ATTRIBUTE Attribute Attribute Attribute
VALUES(S) value value B value

TISO5450-95/d02

Figure 2 =The Components of an entry

Each attribute provides a piece of information about, or derived from, the data to which the entry corregponds. One
such piede of information is the sequence-number of the entry itself, and another is the creation-time.

Each attriibute is defined as ap.instance of the ATTRIBUTE information object class (see 6.3.3.3).

An attribute consists of dn_attribute-type, which identifies the class of information contained in the attriblite, and one
or more |attribute-values; which are the particular instances of that class appearing in the entry. The conptraining set
(Attributp-table) is-defined in 11.2.

Attribute ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),

attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF ATTRIBUTE.&Type
({AttributeTable} { @attribute-type}) }

NOTE 1 — Thus, for example, in a delivered-message entry (described in 6.3.6) the attribute-type could be the message’s
Priority, and the corresponding attribute-value could be urgent.

All attributes in an entry shall be of distinct attribute-types.

For some attribute-types, an attribute shall contain only a single attribute-value. Such an attribute-type is said to be
single-valued. For others, an attribute may contain one or more attribute-values, all of the same ASN.1 data-type. Such
an attribute-type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the
attribute-type is defined (see 6.3.3.3).

NOTE 2 - Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-
recipient-names attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of matching-rules may be
associated with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).
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6.3.3.1 Attribute-type

Some attribute-types are internationally standardized. Other attribute-types may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for assigning
types in a way that ensures that each is distinct from all other assigned types. This is accomplished by identifying each
attribute-type with an Object Identifier when the attribute-type is defined.

AttributeType ::= OBJECT IDENTIFIER

Certain general-purpose attribute-types applicable to entries of all content-types are defined in clause 11. Such attribute-
types are known as general-attribute-types and attributes of these types as general-attributes.

6.3.3.2 Attribute-values

Detining an attribute-type also involves specifying the syntax, and hence data-type to which every value in the attribute

shall conform. The data-type of an attribute-value for the attribute-type is indicated by the Object Identifier for the
attribute-type-

6.3.3.3 The ATTRIBUTE information object class

An attributg-type is defined as an instance of the ATTRIBUTE information object class. This class is-defined Hy a set of
named field specifications each of which corresponds to some property possessed by each instancé of the cldss. These
fields are:

o

an identifier for the attribute which denotes the attribute-type;
b] the attribute-syntax to which every value of the attribute shall conform;

c] a collection of matching-rules identifying the types of matches whicH may be applied to thq
(see 6.3.9);

attribute

d] an indication of whether an attribute of this type shall contain only a single value, or may contdin one or
more values, all of the same ASN.1 type.

The defined syntax for specifying instances of the ATTRIBUTE infofmation object class is shown below. Thif specifies
a notation fpr defining attribute-types that is used throughout this Sefvice Definition.

ATTRIBUTE ::= CLASS {

&id AttributeType UNIQUE,

&Type,

&equalityMatch MATCHING-RULE OPTIONAL,

&substringsMatch MATCHING-RULE OPTIONAL,

&orderingMatch MATCHING-RULE OPTIONAL,

&numeration ENUMERATED {single-valued(0), multi-valued(1)},
-- 1994 extension --

&OtherMatches MATCHING-RULE OPTIONAL }

WITH SYNTAX {

WITH ATTRIBUTE-SYNTAX &Type,
[EQUALITY MATCHING-RULE &equalityMatch,]
[SUBSTRINGS MATCHING-RULE &substringsMatch,]
[ORDERING MATCHING-RULE &orderingMatch,]
[OTHER MATCHING-RULES &OtherMatches,]
NUMERATION &numeration,

ID &id }

The field specifications have the following meaning:

a)— T &id-vatue fietd s the Tdemtitier fietdfor the crass. ITdistinguishes a particular attribute-type from all

others in the class.

b) The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall
conform.

¢) The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of
a filter-item when applied to the attribute (see 8.1.2.2).

d) The &substringsMatch value field identifies the matching-rule used to evaluate the substrings
component of a filter-item when applied to the attribute (see 8.1.2.2).

e) The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components
(greater-or-equal and less-or-equal) of a filter-item when applied to the attribute (see 8.1.2.2).

f)  The &OtherMatches value set field identifies any further matching-rules defined for the attribute-type.

g) The &numeration value field specifies whether the attribute-type is single-valued or multi-valued.
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6.3.4 Main-entries, parent-entries, and child-entries

Although entries are generally independent of each other, certain entries are related. A child-entry may be the child of
another, its parent-entry, in a tree-structured relationship. An entry which is not a child-entry is termed a main-entry.

This relationship is recorded by means of two special general-attributes:
a) parent-sequence-number: This single-valued attribute gives the sequence-number of a child-entry’s
parent-entry. It is absent from a main-entry. Its definition is given in 11.2.51.
b) child-sequence-numbers: This multi-valued attribute gives the sequence-numbers of all the child-entries

of a parent-entry. It is absent from an entry which is not a parent-entry. Its definition is given in 11.2.8.

The abstract-operations of the MS abstract-service (see clause 8) act by default only on main-entries. Some may be
directed to act on all entries, both mam entrles and child-entries. In pamcular the argument of the Delete abstract-

operation
children, ¢

The one d
returned-d

ra ’7 /1\ Lo ] niriac 1o

children’s

Q 11 s wihich th s 2| 11 bald
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Specificatjons which define message content-types may set down additional rules for the storage of mess
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Content-specific Attributes

ice Definition defines only general-attribute-types which model thgse\properties of messages. |
hich pertain regardless of content-type. However, to draw informatien from the content of a messa
v the content’s syntax and semantics, as indicated by the contént-type. The content-specific att
bute-types which are defined in the relevant Specification fopsupport of a particular content-type.

ar instance of the MS may have knowledge of no contént<types (a 'generic' MS) or of one or mg
en an MS encounters a message with a content-type of\which it has no knowledge, it is unable to g
ecific attributes in the message entry.

ontent are specific to each content-type.-If child-entries are used in this way, a content-specif]
hay provide details of these child-entries(e'g. sizes, sequence-numbers).

content-specific rules defined for a-Content-type contained in a returned-content entry require the
htries, such entries shall be assigned an entry-type of delivered-message.

NOTES

1 The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 1

I ISO/IEC 10021-7)( An*IP-message which contains one or more forwarded IP-message body-parts is repre
hain-entry and one (chjld-entry for each IP-message body-part. The content general-attribute of the main-ent
te content. Consequently, each IP-message body-part is notionally present both in its own child-entry and

2 A body‘part of type IP-message may itself contain further encapsulated IP-messages in a recursive fash
strueture by the recursive allocation of child-entries.
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Entry-types

Every entry belongs to one of the entry-types defined below.

EntryType ::= INTEGER {

14

delivered-message (0),
delivered-report ),
returned-content (2),
-- 1994 extensions --

submitted-message 3),
submitted-probe 4),
draft-message (5),
auto-action-event 6) }
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A delivered-message entry is created by the performance of the Message-delivery abstract-operation of the Delivery
Port, and contains the information associated with a delivered message. Delivered-report entries and returned-content
entries are created by the performance of the Report-delivery abstract-operation of the Delivery Port and represent,
respectively, a delivered report, and the returned-content conditionally present in a delivered report.

A submitted-message entry is created by the performance of the MS-message-submission abstract-operation of the
MS-submission Port, or by the performance of an auto-action that invokes the Message-submission abstract-operation of
the MTS Submission Port, and contains the information associated with a submitted message. A submitted-probe entry
is created by the performance of the MS-probe-submission abstract-operation of the MS-submission Port and contains
the information associated with a submitted-probe.

A draft-message entry is created by the performance of the MS-message-submission abstract-operation of the
MS-submission Port, and represents a message which has not been submitted to the MTS, but is stored for possible
future retrieval and submission. The creation of a draft-message entry is at the discretion of the MS-user for each
MS-message-submission.

An auto-action-event entry is created by the performance of an auto-action by the MS, and records the outcorLe of that
auto-action [execution (see 6.5). One or more entries may be created for each occasion on which af)autolaction is
executed by the MS, and so provide a record of the auto-actions performed by the MS on behalf of-the MS-user. The
definition of an auto-action states whether its performance may be recorded by the creation of auto-action-even{ entries.
A delivered-message, returned-content, submitted-message, or draft-message entry may contain”a message dontent of
any contentftype.
The general-attribute-types present in each of the entry-types listed above are enumerated in Tables 2 and 3 and defined
in clause 11].
6.3.7 Organization of entry-classes
The class of information object represented by and the entry-types present in)éach entry-class are defined below. Table 1
gives a sunjmary of the entry-types present in each entry-class. The genefal-attribute-types supported in each eptry-class
are listed in| Tables 2 and 3 and defined in clause 11.
Table 1 — Entry-types present in entry-classes
Entry-types
Entry-classes delivered- | delivered- returned- | submitted- | submitted- draft- auto-aftion-
message report content message probe message evgnt
entry enlry entry entry entry entry entry

Deliyery X X X - - - -

Subrhission - - - X X - -

Draf - - - - - —

Stor¢d-message X X X X b

Delipery-log X - - - - B

Subrpission-log - - - - B

Mesfage-log X X - X - E

Autd-action-log - - - - - - X

X ¢ntry-type.present

— ¢ntry{{ype absent
6.3.7.1 The Stored-message entry-class

The Stored-message entry-class contains entries which represent complete messages, reports, probes, and draft
messages for an unrestricted range of content-types. Three subordinate entry-classes are defined which contain subsets
of the entries contained in the Stored-message entry-class:

a) The Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and
returned-content, which are created by the performance of the Message-delivery and Report-delivery
abstract-operations of the Delivery Port. The MS-user has no selective control over the creation of entries
of the Delivery entry-class.

b) The Submission entry-class contains entries with entry-type submitted-message and submitted-probe

which are created by the performance of the MS-message-submission and MS-probe-submission abstract-
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operations, or by the performance of auto-actions which invoke the Message-submission abstract-
operation. The MS shall create a submitted-message or submitted-probe entry only if the submission is
successful, and if so requested by the MS-user. The request may be made explicitly in the argument of the
submission or the registration-parameter of the auto-action, or may be registered for all submissions by
means of the Register-MS abstract-operation.

The Draft entry-class contains entries with entry-type draft-message. The value of the submission-options
parameter (which is optionally present in the argument of the MS-message-submission abstract-operation)
controls whether a Draft entry is created (with no submission to the MTS), or whether the message is
actually submitted (see 8.1.6). The entries of the Draft entry-class differ mainly from those of the
Submission entry-class in that they lack those attributes which are derived from the result parameter of
the Message-submission abstract-operation returned by the MTS after successful submission.

6.3.7.2 The Message-log entry-class

The Mes

sage-log entry-class contains entries which provide a restricted representation of messages. reports, and probes

for messg
present if

Two sub

a)

b)

ges of any content-type. These entries are intended to be long-lived, and contain only a subset of-the attributes
the corresponding entries of the Stored-message entry-class (see Table 2).

rdinate entry-classes are defined which contain subsets of the entries contained in the Message-log gntry-class:

The Delivery-log entry-class contains entries with entry-type delivered-message and delivered-report.

The Submission-log entry-class contains entries with entry-type submitted4nessage and submiitted-probe.

A close flelationship exists between entries of the Message-log and Stored-message entry-classes, the Delivery-log and

Delivery
entry-cla

a)

b)

)

entry-classes, and the Submission-log, and Submission entry-classes. The relationship between these paired
ses is realized by the application of the following rules:

One Message-log entry exists for every Stored-message main-entry, each possessing identicgl sequence-
number and creation-time attributes. However, a Message-log entry may be retainel after the
corresponding Stored-message entry has been deleted <A Message-log entry is created at the game time as
the corresponding Stored-message entry is created,

A Submission-log entry shall be created uponithe submission of a message or probe, r¢gardless of
whether the submission is successful or of whether a Submission entry is also created (see 6.3.7.1). If the
submission is not successful, the Submissidntiog entry shall not contain those attributes whicl are derived
from Message-submission or Probe-submission result but shall contain an MS-submission-efror attribute
to indicate the reason for the failupe~of the submission. The MS-user has no selective COHl’O] over the
creation of Submission-log or Delivery-log entries.

Every attribute of a Messagé-fog entry (except for deletion-time and MS-submission-errof, which are
specific to Message-log eiftries) is identical with its counterpart in the corresponding Stofed-message
entry. The attributes of Message-log entries shall not be subject to modification directly (by feans of the
Modify abstract-operation or the Auto-modify auto-action), except for the message-group-ngme attribute
which may be modified if no corresponding Stored-message entry exists. However, when an gttribute of a
Stored-message Jentry is modified the modification is also apparent in the corresponding Message-log
entry.

Certaifp attributes present in Stored-message entries shall be absent from the corresponding Message-log
entfiess These are message-delivery-envelope, message-submission-envelope, probe{submission-
éuvelope, report-delivery-envelope, and content. The set of attribute-types available in Message-log
entries is not prescribed, and is determined by subscription.

16

“J

S vesnrpetor e st hedeteted-beforeicorfespotdieStoredtesszeeithaboen deeted.
However, as a matter of local policy, the deletion of Message-log entries may be subject to additional
restrictions. The MS shall continue to update attributes which hold correlation information in a Message-
log entry even after the corresponding Stored-message entry has been deleted.

The deletion-time attribute of a Message-log entry is created when the corresponding Stored-message
entry is deleted. In the case of a Submission-log entry for which no Submission entry is created, the
deletion-time attribute is generated when the Submission-log entry is created, and is assigned the same
value as the entry’s creation-time.

Other Specifications which define message content-types may set down rules for the creation of a
Message-log child-entry for each child-entry present in a Stored-message entry. No such rules are defined
in this Service Definition. In particular, the Message-log entry-class shall not contain a child-entry
representing the returned-content of a delivered-report.

NOTE - Entries of the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.
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6.3.7.3 The Auto-action-log entry-class

The Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto-action
executions (see 6.5). No subordinate entry-classes are defined. The definition of an auto-action-type specifies whether it
may cause the generation of Auto-action-log entries. As a subscription option, the MS may record all such auto-action
executions or only those which result in an auto-action-error, or may record no executions (see 6.5.3).

6.3.7.4 Entry-class support
When using a 1988 Application Context only the Delivery entry-class shall be available.

When using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a subordinate
entry-class implies support of the entry-class to which it is subordinate. Consequently, support for the Stored-message
entry-class is also mandatory (but if no other entry-classes are supported, it shall contain only those entries also present
in the Delivery entry-class). Similarly, the Message-log entry-class shall be supported if either the Submission-log or
Delivery-lqg entry-classes is supported. The Submission-log entry-class shall be supported if both the Submisdion entry-
class and the Delivery-log entry-class are supported. The Delivery-log entry-class shall be supported if the\Submission-
log entry-class is supported.

The availaljility of the optional entry-classes is subject to subscription.

NOTE ~ Support for an auto-action does not in itself imply support for the Auto-action-log efitry“Class.

6.3.8 Retrieval-status
An importgnt property of each entry in any entry-class is its retrieval-status:

RdtrievalStatus ::= INTEGER {

new 0),
listed (1),
processed 2}

The values|of retrieval-status are as follows:

a) new. The entry has neither been Listed by the MS-user nor has it been automatically procesged by the
MS.

b) listed: Information about the entry has been returned to the MS-user in either a List abstract-operation or
a Fetch abstract-operation, but the entry has not yet been completely processed.

¢} processed: Either an MS-user has 'completely fetched' the entry, or the MS has performed an afito-action
on it, and the definition of that auto-action causes its retrieval-status to be set to processed. (Note that
some auto-actions result in'the message being deleted.) The meaning of 'completely fetched' d¢pends on
the message content:ztype and is defined in the relevant Specification.

The retrieyal-status of a delivered-report becomes processed when the report-delivery-envelope is retrigved. The
retrieval-status of an entryin'the Auto-action-log entry-class becomes processed when all its attributes are retrig¢ved.

The retrievpl-status of-a child-entry is maintained according to the same rules as apply to a main-entry. A chapge in the
retrieval-status of anentry may result from operations performed on the entry’s parent or child-entry. If a child-entry is
logically prlesenf inan attribute of its parent-entry, the retrieval of the attribute is regarded as equivalent to the retrieval
of all attrihufes,of the child-entry. If an attribute of an entry is logically present in one or more child-enfries, then
retrieval of Tid=emriest i ) f

The retrieval of attributes from a Message-log entry shall not affect the retrieval-status of that entry or of the
corresponding Stored-message entry. The retrieval-status of a Message-log entry shall not be affected by the deletion of
the corresponding Stored-message entry.

NOTE - The term entry-status used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by
the term retrieval-status in this Service Definition.

6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class
based on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.
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The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be
supported using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or
undefined, concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-
rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the
assertion.

A matching-rule is defined through the specification of:
—  the types of matches supported by the rule;

—  the syntax required to express an assertion of each type of match.

Some matching-rules are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6 and
in clause 12. Other matching-rules required to support content-specific attributes may be defined in the Specifications for
those confent-types, and yet others may be defined by national administrative authorities and private organisafions.

INOTE - No restrictions are placed on the matching-rules that may be defined for a content-type or may he-lodally defined.
However, |ocally defined rules may not be widely supported by MSs and UAs. Wherever possible, the matching\riles d¢fined in this
or other Spjecifications should be used in preference to the creation of new ones.

Sometimgs there will be a one-to-one correspondence between a matching-rule and the types. of matches sugported. For
example, the MS Abstract Service supports a presence relation allowing a present match.

Sometimgs there will be a many to one correspondence between a rule and the types 6f imatches supported. Fpr example,
the MS Albstract Service supports a generic ordering rule allowing greater than onequal and less than or eqpal types of
matches.

6.3.9.1 |Generic Matching Rules

There arela number of generic matching rules common to values ofgfiany different types of attribute. These ries are:
—~  present;

—  equality;

—  substrings;

— ordering;

- approximate.

Syntax fqr asserting certain types of mafches associated with these generic rules has been built into the NIS Abstract
Service:

—  apresent syntax for the present match;

—  an equality syptax for the equality match;

— initial, any‘and final syntaxes for the substrings match;

- greaterOrEqual and lessOrEqual syntaxes for the ordering match;

-, (an“approximateMatch syntax for the approximate match.

The MS Suppertsapresentmatchinsrale-which-ray-be-appliedto-anattribute-ofay—type—TFhepresenttratch tests for
the presence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.

When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax.
However, a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be
applied to attribute-types with different attribute-syntaxes (e.g. different character string types). Consequently, the
possible matching-rules that may be specified as a generic matching-rule in an attribute definition are constrained o
those for which the attribute-syntax is a subtype of the assertion-syntax.
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A matching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match rule for some
other attribute-type (see 8.1.2.2).

6.3.9.2 Matching Rule definition

The definition of a matching-rule involves:

a) assigning an Object Identifier to the matching-rule;

b) specifying the ditferent types of matches supported by the rule;

c)

d)

defining the syntax of an assertion of the matching-rule;

held in an entry.

A matching-rule may apply to different types of attributes with different attribute syntaxes.

The definiti
way in whi
syntax to w
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the match-yj
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defining the appropriate rules for evaluating a presented assertion with respect to target attribute-values

on of a matching-rule shall include a specification of the syntax of an assertion of the matching-rul

alue component of the matching-rule-assertion) is the matching-rule’s assertion-syntax.

he MATCHING-RULE information object class

ned in ITU Rec. X.501 | ISO/IEC 9594-2. It is reproduced below as amaid to exposition:

ATCHING-RULE ::= CLASS {

&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
TH SYNTAX {

[SYNTAX  &AssertionType]

ID &id }

lass contains the following fields:

Service Definition.

The &id value field is the identifier field for the class and contains an Object Identifier.
ODTES

hguage or by other means.

The defined syntax i used to define matching-rules in this and other Specifications.

fessage grouping
e of message-grouping is to provide an organizational framework which enables the user to e

catégories. The allows the user to arrange that submitted messages and probes, delivered mes

e, and the

h values of this syntax are used to perform a match. This does not require a full specification-of th¢ attribute
hich the matching-rule may apply. The definition of a matching-rule for use with attributes with| different
axes shall specify how matches shall be performed. The syntax used in the matching-rule-assertiop (i.e. for

ing-rule defined in this Service Definition is an instance of the MATCHING-RULE information object class,

The &AssertionType type field indicates the assertion-syntax, i.e. the syntax to which every Yalue in a
presented matching-rule-assertion shall “conform. It is always present in matching-rules usgd in this

No support is provided in the defined syntax for actually defining the matching-rules themselves; this must be done

btablish a

n scheme for the storage of messages, supported by the manual and automatic assignment of mgssages to

ages and

reports, and dralt messages are stored in such a way that they may be subsequently located, by selection based upon
classifications devised by the user and tailored to suit that user’s pattern of communication.

Message-grouping employs the message-group-name attribute-type (see 11.2.33) which has the following attribute-

syntax:

MessageGroupName ::= SEQUENCE SIZE(1..ub-group-depth) OF GroupNamePart

Gr

oupNamePart ::= GeneralString (SIZE(1..ub-group-part-length))

Zero or more message-group-name values may be attached to any entry in the MS, with the exception of entries of the
Auto-action-log entry-class. All entries which possess the same message-group-name attribute-value may be regarded as
members of the same message-group. The MS provides the following facilities to support message-grouping:

a)

The MS-user shall register with the MS, by means of the Register-MS abstract-operation, the set of
message-group-names that the user intends to employ for the classification of messages. This is analogous

ITU-T Rec. X.413 (1995 E)
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b)

to the creation of a directory structure in a filestore. Subsequently, the MS shall verify that only registered
message-group-names are assigned to entries, to ensure internal consistency. A message-group-descriptor
may accompany each message-group-name registered to provide an informal description of its contents
(see 8.2.5).

The MS allows the registration of a message-group-name containing more than one group-name-part only
if a registration exists for that message-group-name's parent,
omitting the last group-name-part of the name.

i.e. the message-group-name formed by

¢) The MS allows the deregistration of a registered message-group-name provided that the name is not
present in the message-group-name attribute of any entry, that the name is not the parent of any other
registered message-group, and that the name is not referenced in the modifications component of a
registered Auto-modity auto-action.

d) The MS may be instructed to automatically assign appropriate message-group-names to messages,
cotrtroted—by—the—specication—ofelecton—criteri—This——performed—by—theAutomodihy auto action
(see 13.2).

e) The MS-user may manually amend the membership of a message-group. This is performed byl the Modity
abstract-operation (see 8.2.7)

f) The MS-user may retrieve details of the set of registered message-group-nafngs for display| to the end-
user. This is performed by the Register-MS abstract-operation.

¢) The membership of a message-group may be determined by selection(based on the value of the message-
group-name trlbute The MS need not make any special provisionfor this as selection of gntries based

Annex H contains furthe

6.5

Auto-actions

on the values of their attributes is a basic capability of the MS.

NOTE - However, some performance gains may be derivedMrom organizing the storage of entfies to reflect
message-group membership.

r devr‘rmtmn of 1

message-orouping and it
o o0 r D

An autofaction is an action performed automatically,by-the MS whenever the conditions defined for its performance are

satisfied
operatio

These conditions are registered with the-MS either by subscription, or by means of the Register-MS abstract-
(see 8.2.5). The result of the performance of an auto-action is visible externally to the MS.

Each tyfle of auto-action is identified by-its auto-action-type. The definition of some auto-actions specifies|a parameter
which tHe MS will use in performing:the’ auto-action. This parameter, the registration-parameter, is pregented to the
MS wheh the auto-action is registered! As certain auto-action-types permit more than one registration, each registration
is identified by a registration-identifier. Registered auto-actions of a given type are executed in ascending order of

registratjon-identifier.

Where a registration-parameter is defined for an auto-action-type, the information it contains may be conyeyed to the
MS by fneans of subscription. However, some auto-actions may require that the MS also supports regisjration of its

registratjon-paranieter by means of the Register-MS abstract-operation.

The geTral-auto-actions apply to entries of all content-types and are defined in clause 13. Other autojaction-types

specific foxagiven content-type are defined in the Specification for that content-type.

6.5.1

The AUTO-ACTION information object class

Each type of auto-action is defined as an instance of the AUTO-ACTION information object class:

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,

&RegistrationParameter OPTIONAL,

&Errors AUTO-ACTION-ERROR OPTIONAL }
WITH SYNTAX {

[REGISTRATION PARAMETER IS  &RegistrationParameter]

[ERRORS &Errors]

IDENTIFIED BY &id }

AutoActionType :

:= OBJECT IDENTIFIER
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a) The &id is the identifier field for the class and contains an Object Identifier.

b)  The &RegistrationParameter type field defines the syntax of the registration-parameter associated with
the auto-action-type (see 6.5.2). The field is optional as some auto-action-types require no registration-
parameter.

¢) The &Errors value set field defines a set of errors, any of which may arise from an unsuccessful

6.5.2

performance of the auto-action (see 6.5.3).

Auto-action registration

An auto-action is registered with the MS by means of the auto-action-registrations parameter of the Register-MS
abstract-operation (see 8.2.5.1, item a).

Adel R 2 e -
AmUﬂLllUlll\Cngll dAlluIl .

L aPat B nl Pt oiid

= anunn\,n 1

AUTO-ACTION.&id ({AutoActionTable}),

[0] INTEGER (1..ub-per-auto-action) DEFAULT 1,

[1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}
{@auto-action-type}) OPTIONAL }

auto-action-type
registration-identifier
registration-parameter

The compopents of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-action-type. The constriining set
(Auto-action-table) is defined in clause 13.

b) Registration-identifier (O): Used to distinguish this auto-action-registration from other registfations of
the same auto-action-type. This component also governs the order,0f execution of registered aufo-actions
of this auto-action-type.

¢) Registration-parameter (O): The parameter that the MS¢shall use when it performs this registdred auto-
action.

6.5.3 Apto-action errors

The Auto-agtion-log entry-class provides a record of the anfo-actions performed by the MS (see 6.3.7.3), and is|available
to the MS-gser subject to subscription. The definition 0f an auto-action-type specifies whether execution of that auto-
action may fesult in the generation of an entry in the &uto-action-log entry-class. Where auto-action processing results in
an error, aif auto-action-error attribute may be attached to the Auto-action-log entry associated with that ¢xecution

(if processif
auto-action-
MS-bind-re
abstract-ass

Each type o
with the AB

AU

Whereas ab
auto-action-
class. This 4

g is successful, the attribute is absént). In the first abstract-association established after the occurre
error, the MS informs the MS-userof the error by means of the auto-action-error-indication paramg)
sult. This parameter indicates the sequence-number of the first Auto-action-log entry, created sinc
ciation was established, in Which an auto-action-error attribute is present.

f auto-action-error i§ ap instance of the AUTO-ACTION-ERROR information object class which i
STRACT-ERROR information object class:

TO-ACTION:ERROR ::= ABSTRACT-ERROR

ptract-errors are defined in the context of ROS, and are reported across the boundary between open
errors gause the creation of auto-action-error attributes (see 11.2.4) in entries of the Auto-action-I
teribute-type has the following syntax:

hce of an
ter of the
e the last

identical

Lsystems,
g entry-

AutoActionError ::= SET {

error-code
error-parameter

[0] AUTO-ACTION-ERROR.&errorCode ({AutoActionErrorTable}),
[1]1 AUTO-ACTION-ERROR.&ParameterType ({AutoActionErrorTable}
{@error-code}) OPTIONAL }

The constraining set (Auto-action-error-table) is defined in clause 13. This Service Definition does not define auto-

action-errors where identical abstract-errors have already been defined. Any abstract-error may be used as an auto-
action-error.

6.5.4 Auto-action execution

Auto-actions are performed autonomously by the MS (possibly in the absence of an abstract-association with the
MS-user) when given conditions are fulfilled. The first stage of this process is the identification of an entry which has
become a candidate for auto-action processing as a consequence of some event. The most common event which initiates
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auto-action processing is the creation of an entry (as the result of Message-delivery or Message-submission, for
example). Other events, such as the expiry of a timer, may also initiate auto-action processing.

The second stage in the performance of an auto-action is the evaluation of selection criteria optionally present in the
auto-action registration-parameter, that the candidate entry must satisty before the auto-action is applied to it. Some
auto-action-types allow more than one set of auto-action registration-parameters to be registered with the MS. The
definition of such auto-action-types determines whether the execution of the first auto-action for which the entry has
satistied the selection criteria is the only one performed for that auto-action-type, or whether all registered auto-actions
of that type are applied. The order of execution of registered auto-actions of a given auto-action-type is fixed according
to the ascending value of the auto-action registration-identifier. The order of execution of each defined auto-action-type
is described in clauses 15 and 16.

6.6 MS extensions

This SerVice Detinition defines MS Operation Tegardiess of e COMEN-types Of e Messages Present. 1o accommodate
the additfonal functions which may be required to support specific content-types, and other extensionsythe following
informatipn object class is defined:

MS-EXTENSION ::= TYPE-IDENTIFIER

This infofmation object class has two fields: an identifier field (an Object Identifier), and aCtypé field which{defines the
ASN.1 tyfpe of each instance of that class of information. See Annex A of ITU-T Recy X.681 | ISO/IEC 8824-2. This
object clgss is used where the MS abstract-syntax requires a placeholder for information which is specific to each
possible ¢ontent-type. Refer to the Specification for a given content-type for the definition of each instance of use of this
object clgss.

NOTE 1 - For example, 19.5.2.2 of ITU-T Rec. X.420 | ISO/IEC 10021-9-defines [PMS-specific submissior options that
occupy th¢ MS extensions placeholder defined in MS-submission-options (see 8.1%6).

The following types are derived from the MS-EXTENSION informatieh object class:

MSExtensionItem ::= INSTANCE OF MS-EXTENSION
MSExtensions ::= SEQUENCE SIZE(1..ub-extensions)*OF MSExtensionItem

Where the argument of an abstract-operation (other thamMS-bind) contains an MS-extension component unkjnown to the
MS, the MS shall generate an MS-extension-error (se€'9.12). An MS-extension specific to a particular conteft-type shall
be disreghrded when processing an entry of some Other content-type. Where the result of an abstract-operatjon contains
an MS-ejtension component unknown to the MS-user, the MS-user shall ignore the MS-extension.

NOTE 2 - The MS-bind abstract-eperation reports unsupported extensions in the MS-bind-result. t¢ permit the
establishnjent of the abstract-association eyen'where an unsupported extension is present.

7 MS-bind and MS-unbind operations

7.1 MS-bind@bstract-operation

The MStbind sabstract-operation binds the MS-submission, Retrieval and Administration Ports of the MS-user
(consumgr) tosthe MS (supplier). The initiator (of the MS-bind) is the MS-user, while the responder is thg MS itself.
Informatfon exchanged in the argument and result of MS-bind shall apply for the duration of the abstract{association.
MS-bind is defined as follows:

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind-error} }

NOTE - The MS abstract-service does not provide any explicit mechanisms to support multiple associations; the effect of
simultaneously invoking abstract-operations over different abstract-associations is not defined. Where multiple associations are
supported (as a local matter) it is the responsibility of the MS-user to co-ordinate such invocations so that mutual interference is
avoided (e.g. simultaneous invocations of Modify abstract-operations could fail or produce unintended results).

7.1.1 MS-bind-argument

The MS-bind-argument parameters are used to identify, authenticate and set the security-context for an MS-user. They
also contain a set of restrictions for entries to be returned as the result of the Fetch abstract-operation, identify a set of
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registrations associated with this instance of the MS-user, and may contain a request to be informed of the entry-classes,

auto-action-types, attribute-types, matching-rules, message-group support and content-types to which the MS-user has
subscribed.

MSBindArgument ::= SET {

initiator-name ORAddressAndOrDirectoryName,
initiator-credentials [2] InitiatorCredentials,

security-context [3] IMPLICIT SecurityContext OPTIONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none --,

ms-configuration-request [S] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier ~ [6] Registrationldentifier OPTIONAL,
bind-extensions [7] MSExtensions OPTIONAL }

The parameters of MS-bind-argument have the following meaning:

or-name-(C):-This-parameterconta p8.1.1.1.1.1
-T Rec. X.411 | ISO/IEC 10021-4.

b) Initiator-credentials (M): This parameter contains the credentials of the MS-user.“The |initiator-
credentials may be used by the MS to authenticate the identity of the MS-user (seeATU-T Ref. X.509 |
ISO/TEC 9594-8).

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is
defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If strong-authentication is used, thq initiator-
credentials comprise an initiator-bind-token, and, optionally, an initiator-certificate. The initiptor-bind-
token and initiator-certificate are defined in 8.1.1.1.1.2 of ITU-T Rée.,X.411 | ISO/IEC 100R1-4. The
initiator-credentials of the MS-user may differ from the initiator=creédentials used in the MT|S-bind as
defined in 8.1.1.1.1.2 of ITU-T Rec. X.411 I ISO/IEC 10021-4.

c] Security-context (O): This parameter identifies the security-context within which the MS-user proposes
to operate. The security-context is defined in 8.1.1.1.1.3 £ ITU-T Rec. X.411 | ISO/IEC 10021-4.

of ITU

The security-context comprises one or more security=labels that define the sensitivity of interagtions that
may occur between the MS-user and the MS for the duration of the abstract-association, in ling with the
security-policy in force. The security-context shall-be one that is allowed by the registered usef-security-
labels of the MS-user and by the security-labels associated with the MS.

In the absence of this parameter, security-contexts are not established between the MS-user an{l the MS,
and the sensitivity of interactions that-may occur between the MS-user and the MS is at the discretion of
the invoker of an abstract-operation.,

d) Fetch-restrictions (O): This speecifies restrictions on the entries to be returned as result of [the Fetch
abstract-operation. The fetch>restrictions remain in force for the duration of the abstract-assocjation and
apply unless the Fetch argument explicitly overrides the restriction.

In the absence of this argument, the MS shall not enforce any fetch-restrictions during thd abstract-
association.

Restrictions ::= SET {

allowed-eontent-types [0] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-- default is no restriction --,
allowed-EITs [1]1 MS-EITs OPTIONAL -- default is no restriction --,

maximume-attribute-length [2] INTEGER OPTIONAL -- default is no restriction -- }

The parameter contains the following components:

1) Allowed-content-types (C): The content-types that the MS abstract-service-user is prepared to
accept as the result of the Fetch abstract-operation. Any message with a content-type other than those
specified will not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the content-types of
entries.

2) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-user is prepared to
accept as the result of the Fetch abstract-operation. If a message contains encoded-information-types
other than those specified, a filtering will take place so that disallowed EIT parts are not returned
along with the text of the message. If the whole message consists of disallowed EITs, a fetch-
restriction-error will be reported.

MS-EITs ::= SET SIZE (1..ub-encoded-information-types) OF MS-EIT

MS-EIT ::= OBJECT IDENTIFIER
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7.1.2

24

3)

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 — The allowed-EITs component is present for historical reasons and its use is deprecated. The
body-parts present in the content of an entry may be discovered by inspecting a content-specific synopsis
attribute, and an implementation need only Fetch those body-parts which are acceptable to it.

Maximume-attribute-length (C): The maximum attribute length, in octets, that the MS-user is
prepared to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to Fetch
an attribute-value where the length of the encoding exceeds the maximum-attribute-length, then the

MS shall return a fetch-restriction-error.

NOTE 2 — The size in octets of the encoding of an attribute-value may vary where ASN.1’s Basic

Encoding Rules permit several encodings (e.g. primitive and constructed).

NOTE 3 - In 88 Application Contexts, the maximum-attribute-length restriction applies only to an entry’s

content attribute.

e)

f)

g

In the absence of this component, the MS shall not enforce fetch-restrictions on-the length of

attributes.

MS-configuration-request (C): This parameter specifies whether the MS is ‘requested to return
information which identifies the auto-action-types, attribute-types, entry-classes;centent-types, matching-
rules, and any additional capabilities to which the MS-user has subscribed,.darid which conspquently are

available in the course of the abstract-association.

In the absence of this parameter, the MS shall not return MS-configyration information in t
result.

he MS-bind-

NOTE 4 - In practice, an MS-user may cache this information rather than request it in every MS-pind. The MS
may indicate a change in the services supported by means of the serviCe-information parameter of MS-bjnd-result.

UA-registration-identifier (O): This parameter speCifies an identifier for a set of
information. If a previous invocation of Register-MS<{recorded a UA-registration bearing

registration
his value of

UA-registration-identifier, then that UA-registration’ shall apply for the duration of the pregent abstract-

association. If the parameter does not identifysa.previously recorded UA-registration, then
indicate this in the MS-bind-result. If this pardmeter is absent, then the general defaults (

he MS shall
ist-attribute-

defaults, fetch-attribute-defaults, and submiission-defaults) shall apply, if previously registergd by means

of Register-MS (see 8.2.5.1).

Registrationldentifier ::= PrintableString
(SIZE(1..ub-ua-registration-identifier-length))

Bind-extensions (O): Thig-parameter specifies extensions requested by the MS-user; if the

MS supports

the requested bind-extensions, they shall apply for the duration of the abstract-associatiorf. Any bind-
extension not supported by the MS shall be reported in the MS-bind-result. Any bind-extepsion that is

improperly specifiedshall be reported in MS-bind-error. Extensions associated with a partic

hlar message

content-type may. be defined in the relevant Specification. In the absence of this parameter, o extensions

are requestéd:

MS-bind-résult

MSBindResult ::= SET {
responder-credentials
available-auto-actions

[2] ResponderCredentials,
[3] SET SIZE (1..ub-auto-actions) OF AUTO-ACTION.&id

available-attribute-types

alert-indication
content-types-supported

entry-classes-supported
matching-rules-supported
additional-capabilities

message-group-depth
auto-action-error-indication
unsupported-extensions
ua-registration-id-unknown
service-information

({AutoActionTable}]) OPTIONAL,

[4] SET SIZE (1..ub-attributes-supported) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

[S] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
[7] SET SIZE (1..ub-entry-classes) OF EntryClass OPTIONAL,

[9] MSExtensions OPTIONAL,

[10] INTEGER (1..ub-group-depth) OPTIONAL,

[11] AutoActionErrorIndication OPTIONAL,

[12] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTI
[13] BOOLEAN DEFAULT FALSE,

ITU-T Rec. X.413 (1995 E)
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The parameters of MS-bind-result have the following meaning:

a)

b)

Responder-credentials (M): This parameter contains the credentials of the responding MS. The
responder-credentials may be used by the MS-user to authenticate the identity of the MS (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated with the
MS. The password is defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If strong-authentication
is used, the responder-credentials comprise a responder-bind-token generated by the MS. The responder-
bind-token is defined in 8.1.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS-bind-
argument is true and at least one auto-action-type is available; it is absent otherwise. The constraining set
(Auto-action-table) is defined in clause 13.

.t,‘\

4]

Available-attribute-types (C): This 1dentifies the set of attribute-types to which the M$-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of-the |[MS-bind-
argument is true; it is absent otherwise.

NOTE 1 - All available attribute-types should be identified in this parameter, including these for whiich support
is mandatory. The set of attribute-types for which support is mandatory may change over time.

Alert-indication (C): If frue, then an alert condition has occurred sinde“the last succesdful alert-
indication.

Content-types-supported (C): This identifies the set of contentstypes to which the MS-user has
subscribed, and for which the MS offers specific support, ag défined in the relevant coptent-type
Specification. A message whose content-type is absent from this et may still be submitted, or [delivered,
and subsequently retrieved. In this case, none of the attribute-types or auto-action-types specific to that
content-type will be available to the MS-user.

This parameter shall be present if the MS-configurdtion-request parameter of the MS-bind-argument is
true and at least one content-type is supported; it i$\absent otherwise.

Entry-classes-supported (C): This identifies the entry-classes supported by the MS. Support for an
entry-class implies that it shall be available t0 the Summarize, List, Fetch, Delete, and Modify abstract-
operations, and to the auto-action-types supported by the MS. In addition, support for the Stibmission
entry-class implies support for its use(n the MS-message-submission and MS-probe-submissior} abstract-
operations. Support for the Draft entry-class implies support for its use in the MS-message-syibmission
abstract-operation. This parameter shall be present if the MS-configuration-request paramefer of the
MS-bind-argument is frue; it-is-absent otherwise.

Matching-rules-supported (C): This identifies the matching-rules supported by the MS. Support tfor a
matching-rule implies that it shall be available for use with an attribute for which the matchipg-rule is
defined, where support for that attribute-type is also claimed. This parameter shall be presgnt if the
MS-configuration=request parameter of the MS-bind-argument is frue and at least one matchipg-rule is
supported; it\is. absent otherwise.

NOTE-2 — All supported matching-rules should be identified in this parameter, including those|for which
suppert.is mandatory. The set of matching-rules for which support is mandatory may change over time.

Additional-capabilities (C): This parameter indicates additional capabilities, possibly content-specific,
sdpported by the MS. It shall be present if the MS-configuration-request parameter of the MS-bind-

j)

argument is frue and at least one additional capability is supported; it is absent otherwise.

Message-group-depth (C): This indicates the maximum number of group-name-parts that may be
present in a message-group-name. It shall be present if the MS-configuration-request parameter of the
MS-bind-argument is true and the MS supports the message-group-name attribute-type; it is absent
otherwise. If the MS-user presents, in the argument of an abstract-operation or in an auto-action
registration-parameter, a message-group-name which contains more group-name-parts than are specified
in this parameter, then a message-group-error results.

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the
previous abstract-association was established caused the generation of an auto-action-error. Since this
information cannot be reported when a 1988 Application Context is in use, the establishment of such an
association shall not affect the setting of this parameter which shall be presented when a 1994 Application
Context is next used.
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k)

AutoActionErrorIndication ::= CHOICE {
indication-only [0] NULL,
auto-action-log-entry [1] SequenceNumber }

If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the
first entry which records an auto-action-error which occurred since the previous abstract-association
(which used a 1994 Application Context) was established. Otherwise it contains a Null. The parameter
shall be absent if no auto-action-errors occurred since the previous abstract-association was established.

Unsupported-extensions (C): If the MS-user supplied a bind-extensions parameter in the MS-bind-
argument and one or more of these extensions are not supported by the MS, this parameter identifies all
such unsupported-extensions. The parameter contains the Object Identifier values of each of these
unsupported-extensions, drawn from the bind-extensions parameter. The parameter is present if the bind-
extensions parameter of the MS-bind-argument is present and at least one of the extensions is not
supported; it is absent otherwise.

m)

7.1.3 MS-bind-error

An MS-lI‘nd-error reports a problem in attempting to establish an abstract-association. It is defined as follow

The paratneters of MS-bind-error ate as follows:

a)

s-bind-error ABSTRACT-ERROR ::= {
PARAMETER CHOICE {

UA-registration-id-unknown (C): This parameter is present and has the value true if th¢ MS-bind-
argument specifies a UA-registration-identifier which has not been registered previously by 'neans of the
Register-MS abstract-operation. It is absent otherwise.

Service-information (C): This provides information concerning the operation of-the service. An MS
implementation may use this to report operational matters such as service availability and resdqurce usage.
The parameter shall be present at the discretion of the MS service provider.

w

unqualified-error BindProblem,
-- 1994 extension --
qualified-error SET {

bind-problem [0] BindProblem,
supplementary-information [1] GeneralString (SIZE(1..ub-supplementary-info-length)) OPTIONAL,
bind-extension-errors [2] SET SEZE(1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL } } }
BindProblem ::= ENUMERATED {

authentication-error 0);

unacceptable-security-context (1),

unable-to-establish-association 2),

. - 1994 extension addition—=,

bind-extension-problem 3}

Unqualified-error (C): This indicates the nature of the error. If authentication-error is inficated, the
abstract-association cannot be established because the initiator’s credentials are not accepfable or are
improperly specified. If unacceptable-security-context is indicated, then the security-context proposed by
the jnitiator of the abstract-association is unacceptable to the responder. If unable-to-establishiassociation
issindicated, then the responder has rejected the initiator’s attempt to establish an abstract-asgociation for
ant unspecified reason. If bind-extension-problem is indicated, the abstract-association | cannot be
established because the bind-extensions parameter specified in the MS-bind-argument ¢ontains an

b)

improperly specified extension.

Qualified-error (C): This parameter indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters
have been improperly specified, the Object Identifier values of these extensions shall be reported in bind-
extension-errors.

7.2 MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions
that were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated
with the MS-unbind abstract-operation.

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind
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8 Abstract-operations

This clause defines the capabilities of the MS abstract-service provided to an MS-user at the Retrieval Port and
MS-submission Port of the MS. These capabilities are modelled as abstract-operations which may cause abstract-errors
when invoked. The abstract-operations available at the Retrieval Port are defined in 8.2 and those of the MS-submission
Port in 8.3. The abstract-errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2.

8.1 Common data-types used in abstract-operations
This subclause defines a number of common data-types which are used in several of the abstract-operations defined in
clause 8. The following common data-types are defined:

a) Range;

| Il

D I'TICT,

c) Selector

d] Entry Information Selection;
e) Entry Information;
£  MS Submission Options;

g] Common Submission Results.

8.1.1 Rfange

A range pafameter is used to select a contiguous sequence of entries of a specified entry-class.
Range ::= CHOICE {

sequence-number-range [0] NumberRange,

creation-time-range [1] TimeRange }

NumberRange ::= SEQUENCE {

from [0] SequenceNumber OPTIONAL > omitted means no lower bound --,

to [1] SequenceNumber OPTIONAL -- omitted means no upper bound -- }
TimeRange ::= SEQUENCE {

from [0] CreationTime OPTIONAL -- omitted means no lower bound --,

to [1] CreationTime QPTIONAL -- omitted means no upper bound -- }

CreationTime ::= UTCTime
The compopents of range have thefollowing meaning:
al Sequence-number-range (C); and

b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of entfies to be
selected” The sequence-number-range is given in terms of sequence-numbers, and the creatjon-time-
range is given in terms of creation-times. The creation-time of an entry is the time at which the MS
generated the entry. The sequence-numbers of successive entries are always in ascending qrder, but
several adjacent entries may nave the same creation-ume. Ihe parameters of both number-range and time-
range have the following meaning:

1)  From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the
earliest entry (lowest sequence-number) of the specified entry-class.

2) To (O): This is the upper bound for the range.

In the absence of this component, the default is no upper bound, and the selection finishes with the
latest entry (highest sequence-number) of the specified entry-class.

If from is greater than to, then the range is defined in descending order; otherwise, the range is defined in
ascending order (see 8.1.3). If a 1988 Application Context is in use, range shall be specified in ascending
order. A range is inclusive of its upper and lower bounds.

ITU-T Rec. X.413 (1995 E) 27


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)
8.1.2 Filters

8.1.2.1 Filter

A filter parameter applies a test to a particular entry and is either satisfied or not by the entry. The filter is expressed in
terms of assertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only if it
evaluates to rrue. A filter may be true, false, or undefined.

Filter ::= CHOICE {

item [0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }

A filter is either a filter-item, or an expression involving simpler filters composed together with the logical operators
and, or,_and not:

a) A filter which is an item has the value of the filter-item (i.e. true, false, or undefined).

b) A filter which is the and of a set of filters is true if the set is empty or if each filter is.frue; it is false if at
least one filter is false; otherwise it is undefined (i.e. at least one filter is undéfined and ho filters are
false).

c) A filter which is the or of a set of filters is false if the set is empty or if each filter is false; jt is true if at
least one filter is true; otherwise it is undefined (i.e. at least one filter is undefined and no filtgrs are true).

d) A filter which is the not of a filter is true if the filter is false; false7if it is true; and undgfined if it is
undefined.

8.1.2.2 | Filter-item

A filterritem is an assertion about the presence or value(s) of an ditribute of a particular type in the entfy under test.
Each sufch assertion is true, false, or undefined.

FilterItem ::= CHOICE {

equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.& Type ({AttributeTable} { @substrings.tyge}),
any [1] ATTRIBUTE.&Type ({AttributeTable} { @substrings.tyge}),
final [2] ATTRIBUTE.&Type ({AttributeTable} {@substrings.tyge}) } },
greater-or-equal [2] AttributeValueAssertion,
less-or-equal [31 AttributeValueAssertion,
present [4) ATTRIBUTE.&id ({AttributeTable}),

approximate-match [5] AttributeValueAssertion,
-- 1994 extension --

other-match [6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matching-rule [0] MATCHING-RULE.&id ({MatchingRuleTable}),
attribute-type [1] ATTRIBUTE.&id,
match-value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} { @matchipg-rule}) }

Every filter<item includes an attribute-type which identifies the attribute under test.

An assertion about the value of an attribute can be evaluated only if properly specified. If the MS does not support the
attribute-type (or it is not subscribed to by the MS-user), or the MS does not support the matching-rule, or the presented
value does not conform to the matching-rule’s assertion-syntax, or the definition of the attribute-type does not include
the type of match requested, then the abstract-operation or auto-action which contains the assertion shall fail; the
abstract-operation shall return an attribute-error.

NOTE - In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the
Presentation Service and cause the rejection of the protocol data unit.

Assertions about the values of an attribute are evaluated using the generic matching-rules (equality, substrings,
greater-or-equal, less-or-equal, and approximate-match), or any other matching-rules defined for that attribute-type.
The present match is supported for all attribute-types. A matching-rule used as a generic matching-rule is constrained to
have an assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rule
used as an other-match is not constrained in this way. A matching-rule may be used as a generic matching-rule for one
attribute-type and as an other-match for a different attribute-type.
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All the matching-rules defined in this Service Definition have an outcome of true or false. However, matching-rules
defined elsewhere, may also allow the outcome undefined.

If the filter-item is properly specified, then where it asserts:

a)

b)

)

equality, it is true if and only if there is a value of the attribute for which the attribute’s equality
matching-rule applied to that value and the presented value returns true;

substrings, it is true if and only if there is a value of the attribute in which the attribute’s substring
matching-rule applied to that value and the presented value in strings returns true. The meaning of the
components of strings is defined in the appropriate matching-rule definition; see 12.2.3 for an example of
a substrings matching-rule.

greater-or-equal, it is true if and only if there is a value of the attribute for which the attribute’s
ordering matching-rule applied to that value and the presented value returns false, i.e. there is a value of

8.1.2.3 Attribute-value-assertion

+lo fbganlon o lacalos 4 Py} Lso sl tadd 1
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less-or-equal, it is true if and only if there is a value of the attribute for which either-the|attribute’s
equality matching-rule or ordering matching-rule applied to that value and the presented value returns
true, i.e. there is a value of the attribute which is less than or equal to the presented value;

present, it is zrue if and only if such an attribute is present in the entry;

approximate-match, it is true if and only if there is a value of the attribute,for which the apgroximate-
match matching-rule applied to that value and the presented value returns true. The approxirhate-match
matching-rule may provide phonetic matching to accommodate spelling’variations, and is locally defined,;
there are no specific guide-lines for approximate matching in this)Service Definition. If apgroximate-
match is not supported, this filter-item shall be treated as a mateh for equality;

other-match, it is rrue if and only if there is a value of,the attribute with the indicated attribute-type for
which the matching-rule, applied to that value and the-presented-value, returns true. If the mafching-rule
is one of those specified as an other-matching-ruledn the definition of the specified attribute-type, and is
supported by the MS, then matching proceeds asispecified in the matching-rule definition; otherwise an
attribute-error of inappropriate-matching may*result. As a local matter, an MS may support| matching-
rules in addition to those defined in this Service Definition. The constraining set (MatchingRulleTable) is
defined in clause 12.

An attribute-value-assertion is a proposition,”which may be true, false, or undefined, concerning the values ¢f an entry.
It is evalupted using a matching-rule speéified for the attribute-type, and which is appropriate for the contejt in which

the attribufe-value-assertion is evaluated: It involves an attribute-type and an attribute-value:

AlttributeValueAssertion::= SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-value ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) }

If the attripute-value-agsertion is properly specified (see 8.1.2.2) its evaluation has one of the following outcorpes:

h)

trime it the entry contains an attribute of that attribute-type, one of whose attribute-values matches the
presented attribute-value;

c)

Tdefined, 1t e emry COntains al atri bute of thatr atribute-type, and the Specified matching-tule declares
the result of the match to be undefined;

false, otherwise.

NOTE - None of the matching-rules defined in this Service Definition returns undefined. However, matching-rules defined
in other Specifications for given content-types may do so.

8.1.3 Selector

A selector parameter is used to select entries of a specified entry-class. The selection operates in three stages. Firstly, the
total set of entries of the entry-class may be restricted to a particular contiguous set by specifying its range. Secondly,
entries from within this set may be selected by specifying a filter which the selected entries shall satisfy. Thirdly, a limit
may be placed on the number of entries thus selected. If the range is defined in ascending order (or is omitted), those
entries with the lowest sequence-numbers are selected; if the range is defined in descending order, those entries with the
highest sequence numbers are selected (see 8.1.1). Abstract-operations are applied to selected entries according to their

ITU-T Rec. X.413 (1995 E) 29


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

range order, i.e. where the range is defined in ascending order, the selected entry with the lowest sequence-number is
operated on first.

Selector ::= SET {

child-entries [0] BOOLEAN DEFAULT FALSE,

range [1]1 Range OPTIONAL -- default is unbounded --,

filter [2] Filter OPTIONAL -- default is all entries within the specified range --,
limit [3] INTEGER (1..ub-messages) OPTIONAL,

override [4] OverrideRestrictions OPTIONAL

-- by default, any fetch-restrictions in force apply -- }

The components of selector have the following meaning:

a)

Child-entries (O): If false, only main-entries are considered for selection. If true, both main-entries and
child-entries are considered for selection. In the absence of this component, only main-entries are

b)

c)

d)

e)

The values of override-restrictions have the following meaning:

considered for selection.

Range (O): The abstract-syntax-notation of range is given in 8.1.1. In the absence of this)coni
range is unbounded.

Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absénce of this cor
entries within the specified range are selected.

Limit (O): This allows the specification of an upper limit to the numbef of entries selected. In
of this component, there is no limit to the number of entries selected.

NOTE - The primary role of the limit is to protect against-huge results from an abstract-of
consequence of badly formulated selections. It may also be used to tetricve an exact number of informat
a particular output device.

Override (O): If an override of any of the fetch-restrictions is required, the corresponding cq
of override-restrictions shall be present.

OverrideRestrictions ::= BIT STRING {
override-content-types-restriction (0),
override-EITs-restriction (1),
override-attribute-length-restriction (2) } (SIZE (1..ub-restrictions))

ponent, the

hponent, all

the absence

eration as a
on-sets to fit

mponent(s)

1) Override-content-types-restriction (M): This bit shall be set to 1 if the fetch-restrictions on

content-types areto.be overridden. If this bit is set to 0, the fetch-restrictions on cont
specified in the MS<bind-argument shall apply.

2) Override-EITs;restriction (M): This bit shall be set to 1 if the fetch-restrictions @
informdtign-types are to be overridden. If this bit is set to 0, the fetch-restrictions d
inforimation-types as specified in the MS-bind-argument shall apply.

3) (Override-attribute-length-restriction (M): This bit shall be set to 1 if the fetch-rest
attribute length are to be overridden. If this bit is set to O, the fetcki-restrictions on attriby
specified in the MS-bind-argument shall apply.

Ent-types as

n encoded-
n encoded-

rictions on
te length as

In the absence of override-restrictions, all the Ietch-restrictions specitied in the MS-bin
shall apply.

8.1.4 Entry-information-selection

d-argument

An entry-information-selection parameter indicates what information from an entry is being requested. An empty set
indicates that information about the entry itself, rather than the attributes of the entry, is being requested.

EntryInformationSelection ::= SET SIZE (0..ub-per-entry) OF AttributeSelection

AttributeSelection ::= SET {

type ATTRIBUTE.&id ({AttributeTable}),
from [0] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi-valued --,
count [1] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi-valued -- }
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The components of attribute-selection have the following meaning:

a)

b)

c)

Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the
entry, then no values are returned for the attribute. If the attribute-type is not supported by the MS or is
not subscribed to by the MS-user, then an attribute-error shall be generated.

From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value to
be returned. If it specifies a value beyond those present in the attribute, no values are returned. This
component shall not be present unless the attribute-type is multi-valued. If this component is omitted,
values starting at the first value are returned.

Count (O): When an attribute is multi-valued, this Integer gives the maximum number of values to be
returned. It is not an error if count is greater than the number of values present in the entry. This
component shall not be present unless the attribute-type is multi-valued. If this component is omitted,
there is no limit as to how many values are returned.

Where eithdr from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-requtjst.

Where an aftribute of the type specified in an attribute-selection is supported by the MS, but is absent from a particular
entry, or is|not applicable to an entry of that entry-type, then that attribute-selection shall be regarded as absent when

applying th¢

8.1.5 Eptry-information

An entry-i-[formation parameter conveys selected information from an entry.

EnfryInformation ::= SEQUENCE {
sequence-number SequenceNumber,
attributes SET SIZE (1..ub-per-entry) OF Attribute OPTIONAL,

AtfributeValueCount ::= SEQUENCE {

The compo
a

b

value-count-exceeded [0] SET SIZE (1..ub-per-entry))OF AttributeValueCount OPTIONAL }

type [0] ATTRIBUTE.&id ({AttributeFable}),
total [1] INTEGER }
ents of entry-information have the following meaning:

associated abstract-operation to the entry.

-- 1994 extension --

Sequence-number (M): The sequence-number identifying the entry (see 6.3.2).

Attributes (C): The set of .selécted attributes from the entry. Where the corresponding attribute{selection
constitutes a partial-attribute-request, only the requested subset of the attribute-values actually present in
that attribute are returned. This component is absent if the requested-attributes parameter wag omitted
from the list-argument or fetch-argument, and no (UA-specific or general) list-attribute-defaults|or fetch-
attribute-defaults.are in force. The component is also absent if none of the requested-attributes afe present
in the entry.

Value-count-exceeded (C): This component is present where, in the performance of the List/or Fetch
abstract-operation, count is specified in the attribute-selection, and the specified attribute contaips values
beyond the limit set by count. The type indicates the attribute-type concerned, and total indicate§ the total
number of values possessed by the attribute. One value of the component is present for each lattribute-

3 L 3£ £+ 1 1
onentis-absentiHnone-of-the-attribute-delections

selectionwhich exceeds the Limit cet by caunt Tho coronang
tHe-—HHSE+-DY HHt—He-comp

exceeded their count limits.

8.1.6 MS-submission-options

The MS-submission-options parameter is used to request the creation of an entry in a specified entry-class, containing
attributes derived from the argument and result of the associated MS-message-submission or MS-probe-submission
abstract-operation. Other components of MS-submission-options control the assignment of further attributes to the
created entry.

MSSubmissionOptions ::= SET {

object-entry-class [0] EntryClass (submission | submission-log | draft) OPTIONAL,
disable-auto-modify [1] BOOLEAN DEFAULT FALSE,

add-message-group-names [2] SET SIZE (1..ub-message-groups) OF MessageGroupName OPTIONAL,
ms-submission-extensions [3] MSExtensions OPTIONAL }
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The components of MS-submission-options have the following meaning:

8.1.7

a)

Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details
]

£ ¢t A 1 .
of the associated message or probe submission. Three values are defined:

1)  Submission. The message or probe shall be submitted to the MTS and an entry created in the

Linnt ¢~ ciihonrines lnn Cuihmicginn_lag antry Qe

Submission dllu UJC\,L {0 suoscription, the Submission- lUb ulu_y -classes.

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created in the
Submission-log entry-class only.

3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to the
MTS. This option is not availabie for MS-probe-submission.

If the specified object-entry-class is not subscribed to then an error is generated. If the object-entry-class
is omitted _and the Submission-log entry-class is subscribed to. the component defaults to Submission-

b)

c)

d)

Common-submission-results

log. If the object-entry-class is omitted, and the Submission-log entry-class is not subscribgd|to, then the
message or probe shall be submitted to the MTS and no storage shall take place.

Disable-Auto-modify (O): This specifies whether the currently registered Auto-madify auto-gctions shall
be applied to the entry of the Submission, or Submission-log, or Draft entry-class,”which may be created
as a result of performing the associated message or probe submission. This component shali fe omitted if
no entry is to be created. In the absence of this component the currently\registered Auto-modify auto-
actions shall be applied to the new entry.

Add-message-group-names (O): This specifies one or more messdge‘group-name attribute-vplues which
shall be assigned to the entry of the Submission, or Submission-log, or Draft entry-class, which may be
created as a result of performing the associated message ‘or-probe submission. This attripute-type is
defined in 11.2.33. This component shall be omitted if neyentry is to be created. In the absgnce of this
component no message-group-name attribute is attached to the new entry.

NOTE — Message-group-names assigned to an entty' by the performance of the Auto-modify auto-ction are not
affected by the setting of this component.

MS-submission-extensions (O): This cemponent allows for future general and confent-specific
extensions to MS-submission-optionsxNo extensions are defined in this Service Definition. The
Specification for a given content-typerdefines its use of this component. In the absence of thg component
no MS-submission-extensions are specified.

The common-submission-results parameter contains information common to the results of the MS-messaga-submission

and MS-

The com

a)

probe-submission abstract-operations.

(CommonSubmissionResults ::= SET {

created-entry [0] SequenceNumber OPTIONAL,
auto-actiofi=error-indication [1] AutoActionErrorIndication OPTIONAL,
ms-submiSsion-result-extensions [2] MSExtensions OPTIONAL }

ponefits‘of common-submission-results have the following meaning:

Created-entry (C): This shall be present if the MS-user requested storage of a submitted| message or

32

b)

c)

probe in the Submission or Submission-log entry-classes, or storage of a draft-message entry in the Draft
entry-class. It indicates the sequence-number of the newly created entry.

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS
concerning the submitted-message or probe, or stored draft-message, caused the generation of an
auto-action-error. If the Auto-action-log entry-class is subscribed to, this parameter indicates the
sequence-number of the first entry which records these unsuccessful auto-action executions. Otherwise it
contains a Null (see 7.1.2, item j). The parameter shall be absent if no auto-action-errors occurred.

MS-submission-result-extensions (C): This component allows for future general and content-specific
extensions to common-submission-results. No extensions are defined in this Service Definition. It shall be
present if the MS-user specified MS-submission-extensions in the submission-options parameter of the
MS-message-submission or MS-probe-submission argument, and those extensions caused the generation
of this corresponding result.
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Retrieval Port abstract-operations

The following abstract-operations are available at the Retrieval Port:

a)
b)
c)
d)
e)
f)
)

Abstract-op

o
o

erations are performed asvnchronously subject to the following conditions:

Summarize;
List;

Fetch;
Delete;
Register-MS;
Alert;
Modify.

Because of
results of th

8.2.1 S

these summ
more indivi

The Summa3
security-con

The attribut
entry classe
relevant Spe

summarize ABSTRACT-OPERATION ::= {

N

8.2.1.1 Sy

Sur

e Summarize, List and Fetch abstract-operations may be non-deterministic.

The Summl
iries, a count of the entries selected and their lowest and highest:sequence-numbers is also returned
lual summaries may be requested.

the Delete, Register-MS, and Modify abstract-operations shall not be performed until a0l

abstract-operations have been completed;

the Delete, Register-MS, and Modify abstract-operations are performed in the order.in which
invoked and are allowed to complete before any other abstract-operation is performed.

h

his, and the fact that the List and Fetch abstract-operations may change the retrieval-status of an

mmarize abstract-operation

rize abstract-operation returns summary counts of selected entries0f a specified entry-class. In ag

rize abstract-operation will be successful only when acCess to the entry-class is permitted accordi
text and the security-policy in force.

ps that may be requested for summaries are restricted. For the general-attributes of entries of th
, the restrictions are defined in Tables 2 and 3 \For content-specific attributes, the attribute definiti
cification shall state whether the attribute istavailable for Summarize.

ARGUMENT SummarizeArgument

RESULT SummarizeResult

[ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
«e == 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-summarize }

TE - An example, of the Summarize abstract-operation is given in Annex .

mmarize-argument

hmarnizeArgument ::= SET {
entry;class [0] EntryClass DEFAULT delivery,

selector —— [1] Seleetor;
summary-requests

OPTIONAL -- absent if no summaries are requested --,
-- 1994 extension --

summarize-extensions [3] MSExtensions OPTIONAL }

The parameters of summarize-argument have the following meaning:

a)
b)
)

d)

Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1

standing

they are

ntry, the

dition to
Zero or

ng to the

e various
on in the

[2] SEQUENCE SIZE (1..ub-summaries) OF ATTRIBUTE.&id ({AttributeTable})

).

Selector (M): This is a set of selection criteria to determine which entries shall be summarized (see 8.1.3).

Summary-requests (O): This is the sequence of attribute-types for which summaries are requested. This

parameter is present only if a summary is requested.

Summarize-extensions (O): This parameter allows for future general and content-specific extensions to

summarize-argument. No extensions are defined in this Service Definition.
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8.2.1.2 Summarize-result

Should the request succeed, the summarize-result will be returned.

SummarizeResult ::= SET {

next [0] SequenceNumber OPTIONAL,
count [1] INTEGER (0..ub-messages) -- of the entries selected --,
span [2] Span OPTIONAL -- of the entries selected,

-- omitted if count is zero --,

sumimaries [3] SEQUENCE SIZE (1..ub-summaries) OF Summary OPTIONAL,

-- 1994 extension --
summarize-result-extensions [4] MSExtensions OPTIONAL }

The parameters of summarize-result have the following meaning:

34

AY N £ (O

a—Next-r—Thistsretarred--the-ease-where-the-rumber-of-entriesselected-wottd-have-been
were not for the limit specified in the selector. The parameter contains the sequence-number
entry that would have been selected, as determined by the range order which determin€s,the
searching (see 8.1.3).

b) Count (M): This is an integer giving the count of entries that match the selection ‘Criteria.

¢) Span (C): This contains the lowest and highest sequence-numbers of the éntries that match t
criteria. It is absent if there are no such entries.

Span ::= SEQUENCE {
lowest [0] SequenceNumber,
highest [1] SequenceNumber }

The components of span have the following meaning:

criteria.

criteria.

NOTE - The values of lowest and highest are not affected by the order of the range (ascending or
see 8.1.1.

d) Summaries (C): One summary is returned for each summary-request. The summaries are
the order that they were requested.

Summary ::= SET\{
absent [0] INTEGER (1..ub-messages) OPTIONAL -- count of entries where attribute
present\[1] SET SIZE (1..ub-attribute-values) OF -- one for each attribute value presen
SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE.&Type ({AttributeTable} {@.type}),
count INTEGER (1..ub-messages)} OPTIONAL }

The components of summary have the following meaning:

greater if it
of the next
direction of

he selection

1) Lowest (M): Identifies the entry with the lewest sequence-number which matches tle selection

2) Highest (M): Identifies the entry with the highest sequence-number which matches the selection

descending);

returned in

is absent --,
t--

1) Absent (C): A count of the entries that do not contain an attribute of the attribute-type

specified in

the request. The component is omitted if there are no such entries.

2) Present (C): A summary of the entries that contain an attribute of the attribute-type specified, broken
down by the attribute-values actually present. The component is omitted if there are no such entries.

The components of present have the following meaning:
i)  Type (M): The type of the attribute.
ii) Value (M): The attribute-value for which the count is given.

iii) Count (M): A count of entries with this attribute-value.

e) Summarize-result-extensions (C): This parameter allows for future general and content-specific

extensions to summarize-result. No extensions are defined in this Service Definition.
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8.2.1.3 Summarize abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9. The attribute-error abstract-error shall be reported both in the
case of an improperly specified filter, and where the summary-requests parameter specifies an attribute-type which is not
supported by the MS, or is not subscribed to by the MS-user.

8.2.2 List abstract-operation

The List abstract-operation is used to search a specified entry-class for entries of interest, and to return selected
information from those entries.

The List abstract-operation will be successful only when access to the entry-class is permitted according to the security-
context and the security-policy in force.

The informption that may be selected for entries of a given entry-class may be restricted. For the general-attributes of
entries of the various entry-classes, the restrictions are defined in Tables 2 and 3.

list ABSTRACT-OPERATION ::= {

ARGUMENT ListArgument
RESULT ListResult
ERRORS {attribute-error | invalid-parameters-error | range-error |

security-error | sequence-number-error | service-error,
w. -- 1994 extension additions --,

entry-class-error | ms-extension-error}
CODE op-list }

8.2.2.1 Ljist-argument

LijtArgument ::= SET {

selector [1] Selector,

requested-attributes [3] EntryInformationSelection OPTIONAL,
-- 1994 extension --

list-extensions [4] MSExtensions OPTIONAL }

The paramagters of list-argument have the following meaning:
a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3]1).
b) Selector (M): This is a set of'selection criteria to determine which entries shall be returned (see §.1.3).

c] Requested-attributes (O);"This indicates what information from the selected entries is to be r¢turned in
the result (see 8.1.4), If.this parameter is absent, the registered set of UA-list-attribute-defaults |s used. If
no UA-registrationiwas specified when the abstract-association was established, or no UA-listtattribute-
defaults are registered for the currently active UA-registration, then the general (non UA-spegific) list-
attribute-defaults are used (see 8.2.5.1, items ¢ and g).

d) List-extensions (O): This parameter allows for future general and content-specific extensiofs to list-
argument. No extensions are defined in this Service Definition.

8.2.2.2 Llist-result

Should the request succeed, the list-result will be returned.

ListResult ::= SET {
next [0] SequenceNumber OPTIONAL,
requested [1] SEQUENCE SIZE (1..ub-messages) OF EntryInformation OPTIONAL
-- omitted if none found --,
-- 1994 extension --
list-result-extensions  [2] MSExtensions OPTIONAL }

The parameters of list-result have the following meaning:

a) Next (C): This is returned in the case where the number of entries selected would have been greater if it
were not for the limit specified in the selector. The parameter contains the sequence-number of the next
entry that would have been selected, as determined by the range order which determines the direction of
searching (see 8.1.3).
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b) Requested (C): This conveys the requested entry-information (see 8.1.5) from each selected
item of entry-information appears in the same order (ascending or descending) as the
(see 8.1.3). The parameter is absent if no entries were selected.

entry. Each
range order

¢) List-result-extensions (C): This parameter allows for future general and content-specific extensions to

list-result. No extensions are defined in this Service Definition.

List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.3

Fetch abstract-operation

The Fet
Alternati

only whe

Informat

operatior.

8.2.3.1

The para

bh abstract-operation is used to return selected information from a specific entry of some
vely, it is used to return selected information from the first entry from among several entries gt

n access to the entry-class is permitted according to the security-context and the security<pelicy in f

on from an entry may be fetched several times, until the entry is explicitly deleted using the Del

fetch ABSTRACT-OPERATION ::= {

ARGUMENT FetchArgument
RESULT FetchResult
ERRORS {attribute-error | fetch-restriction-error Ninvalid-parameters-error |

range-error | security-error | sequenee>number-error | service-error,
. -- 1994 extension additions --;

entry-class-error | ms-extension-error}
CODE op-fetch }

Fetch-argument

FetchArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
item CHOICE {

search [1)} Selector,

precise [2] SequenceNumber},

requested-attributes [3NEntryInformationSelection OPTIONAL,
%1994 extension --
fetch-extensions [4] MSExtensions OPTIONAL }

meters of fetch-argument have the following meaning:

fétch.

a) Entry=class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.

entry-class.
brest; in this

eauence-numbers of the other selected entries are also returned. The Fetch abstract-oneration will be successful
equence-numbers of the other selected entries are also returned. 1The betch abstract-operation will be successtul

rce.

bte abstract-

3.1.

b) _Item (M): One of the components described below shall be specified in order to determine which entry to

36

1) Search (C): This 1s a selector specitying a set of entries. Of the entries selected (if any) the entry

fetched shall be the one with the highest sequence number if the range is defined in
order, and that with the lowest sequence-number otherwise (see 8.1.3).

2) Precise (C): This is the sequence-number of the entry to be fetched (see 6.3.2).

descending

¢) Requested-attributes (O): This indicates what information from the selected entry is to be returned in the

result (see 8.1.4). If this parameter is absent, the registered set of UA-fetch-attribute-defaults i

s used. If no

UA-registration was specified when the abstract-operation was established, or the currently active
UA-registration does not specify UA-fetch-attribute-defaults, then the general (non UA-specific) fetch-

attribute-defaults are used (see 8.2.5.1, items d and g).

d) Fetch-extensions (O): This parameter allows for future general and content-specific extensions to fetch-

argument. No extensions are defined in this Service Definition.
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8.2.3.2 Fetch-result

Should the

Fe

request succeed, the fetch-result will be returned.

tchResult ::= SET {
entry-information [0] EntryInformation OPTIONAL -- if an entry was selected --,
list [1] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTIONAL }

The parameters of fetch-result have the following meaning:

a) Entry-information (C): This is the set of all those requested attributes that are present in th
entry (see 8.1.5). It is not present in the case that a search was performed and no entry was selected.

8.2.3.3 Hetch abstract-errors

Should the
abstract-ert

8.2.4 I

The Deletq
dependent
The Delete
security-co

Certain enfries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-error of ¢

specified. 1
result in a
other than
considered
log entry-¢
stored-mes

e selected

the sequence-numbers of these further entries in the same order (ascending or descending) as
order (see 8.1.3).

Next (C): This is returned in the case where the number of entries selected would, have been g

entry that would have been selected, as determined by the range order which determines the d
searching.

Fetch-result-extensions (C): This parameter allows for future gefieral and content-specific ext
fetch-result. No extensions are defined in this Service Definition:

request fail, one of the listed abstract-errors will be reported. The circumstances under which the
ors will be reported are defined in clause 9.

Jelete abstract-operation

abstract-operation is used to delete seletted entries of a specified entry-class. A main-entry :
Child-entries shall only be deleted together. This is achieved by specifying just the main-entry as an
abstract-operation will be successful only when the entry-class permits deletion, and this is allow
ntext and the security-policy in force.

An attempt to delete an-entry of the Delivery entry-class which has a retrieval-status of new (see 6
delete-error of new-entry-specified; the retrieval-status shall not be considered when entries of en
Delivery are deleted. The retrieval-status of any child-entry associated with a main-entry sh
when applying the Delete abstract-operation to the main-entry. An attempt to delete an entry of the
lass for which a corresponding entry exists in the Stored-message entry-class shall result in a dele]
sage-exists.

As a subsg

ripfion option, the deletion of the entries of any entry-class or entry-classes may be restricted or

List (C): This is returned in the case that more than one entry matched the search selector( The list gives

the range

reater if it

were not for the limit specified in the selector. The parameter contains the sequence-number fdr the next

rection of

Ensions to

particular

ind all its
argument.
ed by the

bild-entry-
13.8) shall
ry-classes
hll not be
Message-
fe-error of

rohibited,

and cause a delete-error of entry-class-restriction. Further restrictions may be defined for entries of a given content-type
as indicated in the Specification which defines that content-type. An attempt to violate such a delete restriction causes

the generat

ion of a delete-error of delete-restriction-problem.

NOTE - Implementations may choose to prohibit the deletion of entries of the Message-log entry-class except for the
oldest entry, or a contiguous sequence that includes the oldest.

delete ABSTRACT-OPERATION ::= {

ARGUMENT DeleteArgument

RESULT DeleteResult

ERRORS {deleteError | invalid-parameters-error | range-error | security-error |
sequence-number-error | service-error,
w. -- 1994 extension additions --,

entry-class-error | ms-extension-error}
CODE op-delete }

ITU-T Rec. X.413 (1995 E)
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Delete-argument

DeleteArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,

items CHOICE {
selector [1] Selector,
sequence-numbers [2] SET SIZE (1..ub-messages) OF SequenceNumber },
-- 1994 extension --

delete-extensions [3] MSExtensions OPTIONAL }

The parameters of delete-argument have the following meaning:

8.2.4.2

Should th

The parafneters of delete-result have the following medning:

8.24.3

Should t}
abstract-

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6

3.0).

b) Items (M): One of the components described below shall be specified in order to determine which entries

to delete.

1) Selector (C): See 8.1.3.
2) Sequence-numbers (C): An unordered list of sequence-numbers (see 6.3.2).

¢) Delete-extensions (O): This parameter allows for future general and content-specifié_extensio
argument. No extensions are defined in this Service Definition.

NOTE - The Interpersonal Messaging content-type makes use of delete-extensions as defined
ITU-T Rec. X.420 | ISO/IEC 10021-7.

Delete-result
e request succeed, the delete-result shall be returned:

DeleteResult ::= CHOICE {
delete-result-88 NULL,

-- 1994 extension --
delete-result-94 SET {

delete-result-extensions [1] MSExtensions OPTIONAL } }

a) Delete-result-88 (C): This parameter s returned if a 1988 Application Context is in use.

b) Delete-result-94 (C): This parameter is returned if a 1994 Application Context is in use. It
following components:

1) Entries-deleted (€):>This identifies the entries deleted. It is present if the selector conj
present in the deléte-argument, and at least one entry has been deleted. It is absent otherw

2) Delete-resultzextensions (C): This component allows for future general and con
extensions-to delete-result. No extensions are defined in this Service Definition.

Delete abstnact-errors

e requestfail, one of the listed abstract-errors will be reported. The circumstances under which t}
rror§ will be reported are defined in clause 9.

8.2.5

s to delete-

in 19.5.3 of

entries-deleted [0] SEQUENCE SIZE.(1..ub-messages) OF SequenceNumber OPTIONAL,

Contains the
ponent was
ise.

ent-specific

e particular

Register-MSabstract-operation

The Register-MS abstract-operation is used to register or deregister various information with the MS, and retrieve
registered information from it:

38

a) auto-actions;

b) default requested attribute-types for List and Fetch;
¢) credentials;

d) user-security-labels;

e) UA registrations,

f)  submission defaults;

g) message-group-names.
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Where an MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations made using one
Application Context shall be effective when the other Application Context is in use.

NOTE - For example, the registered general submission-defaults registered when using a 1994 Application Context will
apply to submissions invoked in an abstract-association established using a 1988 Application Context.

register-MS ABSTRACT-OPERATION ::= {

ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {attribute-error | auto-action-request-error | invalid-parameters-error |

security-error | service-error | old-credentials-incorrectly-specified |

new-credentials-unacceptable,

w. - 1994 extension additions --,

message-group-error | ms-extension-error | register-ms-error}
CODE op-register-ms }

8.2.5.1 Register-MS-argument
Register-MSArgument ::= SET {

auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,
auto-action-deregistrations [1] SET SIZE (1..ub-auto-registrations) OF AutoActionDeregistration
OPTIONAL,
list-attribute-defaults [2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
fetch-attribute-defaults [3] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
change-credentials [4] SEQUENCE {
old-credentials [0] Credentials,
new-credentials [1] Credentials } OPTIONAL,
user-security-labels [S] SET SIZE (1..ub-labels-and-redirections) OF SecurityLabel OPTIONAL,
-- 1994 extension --
ua-registrations [6] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,
submission-defaults [7] MSSubmissionOptionssOPTIONAL,

message-group-registrations  [8] MessageGroupRegistrations OPTIONAL,
registration-status-request [9] RegistrationTypessOPTIONAL,

register-ms-extensions [10] MSExtensionssOPTIONAL }

The paramgters of register-MS-argument have the following meaning:

a]  Auto-action-registrations (O): Fhis is a set of auto-action-registration (see 6.5.2), one for dach auto-
action to be registered. The new auto-action registration-parameter replaces any previously fegistered
auto-action (if any) with thatregistration-identifier and auto-action-type.

In the absence of auto-action-registrations, no new auto-actions are registered.

b} Auto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each autol-action to
be deregistered.\Any registered auto-action with registration-identifier and auto-action-type |matching
those in an auto-action-deregistration is deregistered.

AufoAectionDeregistration ::= SEQUENCE {
auto-action-type AUTO-ACTION.&id ({AutoActionTable}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1 }

In- the absence of auto-action-deregistrations, the existing set of registered auto-actions| remains

L. < - 1 . I | * . .
UTILTIAIETU, TALLPT WIIRTT Upuditu Uy dUiU=dLHUI=ITEISUAUOIILS.

¢) List-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked List abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active
UA-registration does not specify UA-list-attribute-defaults.

In the absence of list-attribute-defaults, there is no change to the registered default (if any). The list-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 1 - In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.
d) Fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked Fetch abstract-operation if the requested-attributes argument is absent, and either no

UA-registration was specified when the abstract-association was established, or the currently active
UA-registration does not specify UA-fetch-attribute-defaults.
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e)

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 2 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.

Change-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the
identity of the MS-user to the MS.

The old-credentials are the current credentials of the MS-user, and the new-credentials are the
credentials proposed for future use in MS-bind.

In the absence of this parameter, the previously registered credentials remain unchanged.

The credentials of the MS-user may differ in value from the initiator-credentials detailed in 8.1.1.1.1.2
of ITU-T Rec. X.411 | ISO/TEC 10021-4. The credentials used between the MTS-user (the MS) and the

f)

MTSare maintained Separately and may be changed Dy USe of te AdTniSration Port s Regigter abstract-
operation.

User-security-labels (O): This contains the security-label(s) of the MS abstract-serviee-uset, if they are
to be changed. User-security-labels is defined in 8.4.1.1.1.7 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

In the absence of this parameter, the user-security-labels remain unchanged.

NOTE 3 — Some security-policies may permit the user-security-labels to be changed in this way orly if a secure

link is employed. Other local means of changing the user-security-labels in a,secure manner may be pro

UA-registrations (O): This specifies one or more amendments\to the set of UA-registra
MS-bind-argument of the present or a subsequently established abstract-association

UA-registration that was registered by means of this parameter, then the defaults spec
associated with that registration, shall apply for the duratién of that abstract-association (see 7

ided.

ions. If the
identifies a
fied below,
1.1, item t).

NOTE 4 - On different occasions a user may employ.different UAs to communicate with the MS.

UARegistration ::= SET {
ua-registration-identifier
ua-list-attribute-defaults

[0] RegistrationIdentifier,
[1] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
[2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
{3] MSSubmissionOptions OPTIONAL,
[4] MSExtensions OPTIONAL }

ua-fetch-attribute-defaults

ua-submission-defaults
content-specific-defaults

The components of UAxregistration are as follows:

1) UA-registration-identifier (M): An identifier for this UA-registration. If the sarfie value of
UA-registration-identifier was specified in a previous invocation of this abstract-operation, then the
compaqrients present in the new registration replace the corresponding components of the previous
registration; otherwise a new UA-registration is created. If the value of UA-registratipn-identifier
niatehes that optionally present in the MS-bind-argument which established the currgnt abstract-
association, then the new UA-registration takes immediate effect.

If the UA-registration-identifier is the only component present in a UA-registratipn, then no
UA-registration is recorded and any existing UA-registration bearing this UA-registratipn-identifier

1s deleted.

NOTE 5 — A UA-registration is likely to contain values influenced both by the design of the UA and by
user controlled options. It may be desirable for the UA-registration-identifier to be made configurable by the
user rather than fixed in the UA implementation.

2) UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed List abstract-operation if the entry-information-selection parameter is
absent. In the absence of this component, there is no change to the UA-list-attribute-defaults defined
for this UA-registration (if any).

3) UA-fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned
in a subsequently performed Fetch abstract-operation if the entry-information-selection parameter is
absent. In the absence of this component, there is no change to the UA-fetch-attribute-defaults
defined for this UA-registration (if any).
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4) UA-submission-defaults(O): This specifies the submission-options parameter which shall be used
in a subsequently performed MS-message-submission or MS-probe-submission abstract-operation
when the submission-options parameter is absent. The value draft is not permitted for the object-
entry-class component (see 8.1.6). In the absence of this component, there is no change to the
UA-submission-defaults defined for this UA-registration (if any).

5)  Content-specific-defaults (O): This specifies registrations specific to a particular content-type. The
definition of a content-specific default appears in the Specification for the content-type concerned. In
the absence of this component, there is no change to the content-specific-defaults defined for this
UA-registration (if any).

Any existing UA-registration omitted from UA-registrations remains unaltered. In the absence of
UA-registrations, no change is made to existing registrations.

Submission-defaults (O): If the submission-options argument of MS-message-submission or MS-probe-
submission is absent when those abstract-operations are invoked, and no UA-registration is specified

J)

WiTeTthe—absract-assocTation 15 estbliisted (or that UA-Tegistration did not specify UA-submission-
defaults), or where the MS itself performs submission while processing an auto-action, thi$ Parameter
supplies defaults for the submission-options argument. The initial state of the paraméter, |which is
described in 8.1.6, is that all its components are absent and assume their default values. Thebe values
persist until changed by an invocation of the Register-MS abstract-operation. Fhe Value drgft is not
permitted for the object-entry-class component. In the absence of this parameter, the value of suthmission-
defaults is unchanged.

Message-group-registrations (O): This specifies amendments to the set of message-groyip-names
registered by the MS-user which may be employed for the classification-and organization of MS entries
(see 6.4). An attempt to add a value to an entry’s message-group-namie attribute shall result il an error
unless the specified value was previously registered by means of ¢his-parameter.

MessageGroupRegistrations ::= SEQUENCE SIZE (1..ub-default-registrations) OF CHOICE {

register-group [0] MessageGroupNaméAndDescriptor,
deregister-group [1] MessageGroupName,
change-descriptors [2] MessageGroupNameAndDescriptor }

MessageGroupNameAndDescriptor ::= SET §
message-group-name [0] MessageGroupName,
message-group-descriptor [1] GeneralString (SIZE (1..ub-group-descriptor-length)) OPTIONAL }

The components of message-group-registrations are as follows:

1) Register-group (O): The message-group-name specified is added to the set of registered message-
groups. A message-group-name remain registered until explicitly deregistered in a subsequent
Register-MS abstract-operation. An error results from an attempt to register a message-grqup-name
which is already registered. Where a specified message-group-name contains more than orle group-
name-part, an error results unless a registration currently exists for that name less its fingl group-
name-part.

NOTE-6.=/Consequently, every message-group-name that contains more than one group-name-part has a
parent message-group-name above it in the notional message-group-name hierarchy.

Thesmessage-group-descriptor is an optional component which provides an informal desctliption of
edch message-group registered.

2)(" Deregister-group (O): The message-group-name specified is removed from the set of message-
group-registrations. A message-group-error is reported if any child message-group-name |(i.e. one

formed-by addimg @ group-mame-part to-the specified message-group-name ) 15 currentty registered. A
message-group-error is also reported if the specified message-group-name is not registered, or is in
use, i.e. is assigned to the message-group-name attribute of any entry, or is referenced in a registered
Auto-modify auto-action.

3) Change-descriptors (O): The supplied value of message-group-descriptor replaces the stored value
for the message-group-name specified. A message-group-error is reported if a specified message-
group-name is not registered.

The components of message-group-registrations shall be applied in the order presented. In the absence of
message-group-registrations, no change is made to the registered set of message-group-names and
descriptors.

Registration-status-request (O): This parameter is used to request information from the MS concerning
the current settings of defaults and other registered items. The result returned reflects the state of
registered information after all other parameters of register-MS-argument have been processed. The
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parameter contains several elements each of which, if set, requests the registration status of the
corresponding class of information. In the absence of this parameter, no registration status information is
requested.

RegistrationTypes ::= SET {

registrations [0] BIT STRING {
auto-action-registrations (0),
list-attribute-defaults 1),
fetch-attribute-defaults 2),
ua-registrations A3),
submission-defaults 4),

message-group-registrations (5) } OPTIONAL,
extended-registrations [1] SET OF MS-EXTENSION.&id OPTIONAL,
restrict-message-groups  [2] MessageGroupsRestriction OPTIONAL }

The components ot registration-types have the following meaning:

k)

8.2.5.2
Should t

1)

2)

3)

Registrations (O): This specifies the items of registered information requested. One
auto-action-registrations, list-attribute-defaults, fetch-attribute-detaults, UA-T
submission-defaults, and message-group-registrations may be requested.

Extended-registrations (O): This specifies those items of extended, registered
requested.

or more of
pgistrations,

information

Restrict-message-groups (O): If message-group-registrations is requésted, this compongnt specifies

restrictions on the information returned.

MessageGroupsRestriction ::= SET {
parent-group [0] MessageGroupName, OPTIONAL,
immediate-descendants-only [1] BOOLEAN DEFAULT TRUE,
omit-descriptors [2] BOOLEAN DEFAULT TRUE }

If parent-group is specified only those registered“message-groups which are children of
group shall be returned, i.e. those message-group-names which are formed by adding
group-name-parts to the parent-group name, Ifiimmediate-descendants-only is true, the

this parent-
ne or more
h only those

message-group-names formed by adding a.single group-name-part to the parent-group gre returned;
otherwise all descendant message-group-names are returned. If immediate-descendants{only is true

and parent-group is absent, then onlythose message-group-names which contain a si
name-part are returned. If omit-descriptors is true, then message-group-descriptors shal
from the result.

If restrict-message-groups is absent (and message-group-registrations is requeste

hgle group-
be omitted

), then all

registered message-group-names and descriptors are returned. Restrict-message-groups shall be

omitted if message-gfoup-registrations is not specified.

Register-MS-extensions (O): This parameter allows for future general and content-specific e
register-MS-argument. No extensions are defined in this Service Definition.

Register-MS-result
e request suc@eed, the register-MS-result shall be returned.

Register-MSResult ::= CHOICE {
no-status-information

NULL,
-- 1994 extension --

régistered-information SET {

ktensions to

auto-action-registrations
list-attribute-defaults
fetch-attribute-defaults
ua-registrations
submission-defaults

message-group-registrations

register-ms-result-extensions

OPTIONAL,

[1] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

[2] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

[4] MSSubmissionOptions OPTIONAL,

[51 SET SIZE (1..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,

[6] MSExtensions OPTIONAL } }

The parameters of register-MS-result have the following meaning:

a)

42

No-status-information (C):

argument.
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Registered-information (C): This contains the information requested in the registration-status-request
parameter of the register-MS-argument. Each component of registered-information corresponds to the
similarly named component of the register-MS-argument. The presence of an element of information is
conditional upon the setting of the corresponding component of registration-status-request, and upon the
availability of a value for that element. The information conveyed in the result reflects the values of the
registered information subsequent to the processing of any registrations or deregistrations requested in the
register-MS-argument. The register-MS-result-extensions component allows for future general and
content-specific extensions to register-MS-result. No extensions are defined in this Service Definition.

8.2.5.3 Register-MS abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9. In addition to those abstract-errors which arise directly (e.g. from
an invalid change-credentials parameter), the MS shall generate an abstract-error where a registration affecting the

subsequent

N

8.2.6 Al

The Alert
attributes m
means of th

The Alert a
only as are

The presen
criteria, shal
No Alert abj

The Alert a
security-cof

aiel

8.2.6.1 A

Ald

The parame

a)

b)

ert abstract-operation

rt ABSTRACT-OPERATION ::= {

ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security-error}
CODE op-alert(}

Jert-argument

rtArgument ::=SET {

alert-registration-identifier [0] INTEGER (1..ub-auto-actions),
new-entry [2] EntryInformation OPTIONAL }

ters Of the alert-argument have the following meaning:

periormance of List, Feich, or an auto-action would cause that abstract-operation or auto-action to. f3il.

DTE — This occurs, for example, where list-attribute-defaults include an unavailable attribute-type, ary#where an auto-
action-registiation contains a filter which makes reference to an unavailable attribute-type.

hbstract-operation enables the MS to inform the MS-user of the delivery off\a“message or repoft, whose
atch the selection criteria of one of the auto-alert-registration-parameters (§ee 13.1) previously supplied by
e Register-MS abstract-operation or by subscription.

bstract-operation may be invoked only during an existing abstract-association initiated by the MS-{user, and
ult of entries created after the establishment of the abstract-association.

ce of entries which have been created between abstract-associations, and match the registered |selection
1 be indicated in the result of the MS-bind abstract-opefation which establishes the next abstract-aspociation.
Stract-operation will be invoked for these entries (see.7.1.2, item d)).

pstract-operation will be successful only when-aecess to the Delivery entry-class is permitted accordjng to the
text and the security-policy in force.

action wich caused the alert (see 6.5.2 and 13.1).

New-entry (O): This conveys the information from the new entry which was requested in the auto-alert-
registration-parameter (see 13.1). It may be absent if the MS-user did not specify requested-attributes in
the auto-alert-registration-parameter.

NOTE - Even if the requested-attributes component is not specified in the auto-alert-registration-parameter,
new-entry, if present, will indicate the sequence-number of the entry.

8.2.6.2 Alert-result

Should the request succeed, the alert-result will be returned.

AlertResult ::= NULL
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8.2.6.3 Alert abstract-errors

Should the request fail, the security-error will be reported. This occurs when the abstract-operation violates the security-
policy in force.

8.2.7 Modify abstract-operation

The Modify abstract-operation enables the MS-user to add or remove attributes, or individual attribute-values associated
with one or more MS entries. Only certain general-attribute-types are subject to modification using this abstract-
operation (see 11.6). Attribute-types specific to a particular content-type, and subject to modification, are defined in the
relevant Specification. The definition of an attribute-type which is subject to modification may specity restrictions for
the performance of the Modify abstract-operation. The Modify abstract-operation is not standardized for use with 1988
Application Contexts.

When MogHy—ts—trvoked—theMS—irst verifies—that-the-supplied-argument isvalid,if any errars are found _one of the
listed abstact-errors is returned. All static errors, i.e. those which may be detected by examining the modify,fargument,
shall be defected before any attempt is made to apply the specified modifications to the selected entriesy the static errors
are summafized at the foot of 8.2.7.1.

If the argufnent is valid the specified modifications are applied to each of the selected entries in the.order specified in the
entries argliment. All modifications shall be applied to a selected entry before any modifications’are applied fo the next
selected enftry. If the modification of an entry cannot be performed, then that entry is restared’to its original stdte and the
abstract-ogleration terminates with a modify-error. However, entries already modified successfully, remain in their
modified sfate and are reported in the modify-error.

mlodify ABSTRACT-OPERATION ::= {

ARGUMENT ModifyArgument
RESULT ModifyResult
ERRORS {attribute-error | invalid-parameters-ervor | security-error |

sequence-number-error | service-errdr P modify-error | message-group-error |
entry-class-error | ms-extension-error,
... -- For future extension additions -- '}

CODE op-modify }

8.2.7.1 Modify-argument

ModifyArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
entries CHOICE {
selector [1]<Selector,
specific-entries [2] SSEQUENCE SIZE (1..ub-messages) OF SequenceNumber },
modifications [3). SEQUENCE SIZE (1..ub-modifications) OF EntryModification,

modify-extensions _[4JAMSExtensions OPTIONAL }

The paranjeters of modify-argument have the following meaning:

) Entry“class (O): This specifies the entry-class which contains the entries to be modified. If an [entry-class
not'subject to modification is specified then an entry-class-error is generated.

b)~, Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or ej plicitly by
sequence-number. If the specific-entries component is present, the existence of each entfy shall be
verified before any modifications are applied and a sequence-number-error reported if one or more does
not exist. Entries shall be processed in the order specified.

¢) Modifications (M): This defines a sequence of modifications, which shall be applied to each selected
entry in the order specified. The attribute-types present in the parameter shall be examined before any
modifications are applied, and an attribute-error reported if an unsupported attribute-type, or one not
subject to modification, is specified.

EntryModification ::= SET {

strict [0] BOOLEAN DEFAULT FALSE,
modification CHOICE {
add-attribute [1] Attribute,
remove-attribute [2] ATTRIBUTE.&id ({AttributeTable}),
add-values [3] OrderedAttribute,
remove-values [4] OrderedAttribute } }
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OrderedAttribute ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),

attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF SEQUENCE {
-- at least one must be specified --
value [0] ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) OPTIONAL,
position [1] INTEGER (1..ub-attribute-values) OPTIONAL } }

The components of entry-modification have the following meaning:

1) Strict (O): This specifies whether a strict interpretation of the modification requests shall be
followed. For each type of modification defined below, one or more minor error conditions are
defined. If strict is true, the occurrence of any of these minor errors shall cause the termination of
the abstract-operation with a modify-error. If strict is false, then the performance of the abstract-
operation shall continue regardless of the occurrence of a minor error.

2) Modification (M): This indicates the modification requested.

It add-attribute is specified, this identifies a new attribute to be added to the selected entrigs, which
is fully specified by the argument. If strict interpretation is requested an attempt to add arl already
existing attribute to an entry causes the termination of the abstract-operation with-4 .modifyferror. If
strict interpretation is not requested then the new attribute replaces any existingpattribute.

If remove-attribute is specified, this identifies (by its type) an attribute\td"be removed from the
selected entries. If strict interpretation is requested an attempt to remdve€-an attribute whigh is not
present in an entry causes the generation of a modity-error; otherwise the abstract-gperation
continues.

If add-values is specified, this identifies an attribute by the attribute-type in the argument ard one or
more values to be added to it for each selected entry. df strict interpretation is requested and an
attribute of the specified type is not already present(in’ the entry, a modify-error is g¢nerated;
otherwise the attribute is created. If strict interpretatiof: is requested, an attempt to add a valyie which
is already present in the attribute causes the generation of a modify-error; otherwise the|value is
added. If strict interpretation is requested, amnaftempt to add a second instance of a vallie to an
attribute which does not permit multiple instances of the same value causes the generation of a
modify-error; otherwise the request is _ighored. If position is specified, it identifies the|position
within the sequence of attribute-values‘that the supplied value shall occupy. If a position is $pecified
which exceeds the number of attribute-values present by more than one, a modify-error is g¢nerated,
regardless of the value of the strict parameter. If an attribute-value already occupies the $pecified
position, then that value, and~all values which follow it, are displaced. Where position is|omitted,
the new values are added, tovthe end of the sequence of attribute-values. An attribute’s fifst value
occupies position 1.

If remove-values s specified, this identifies an attribute by the attribute type in the argurpent and
one or more values to be removed from it for each selected entry. If strict interpretation is rpquested
and the attribute'is absent from the entry (or lacks any of the specified values), then a modify-error is
generated;\otherwise the abstract-operation continues. If more than one attribute-value matches a
specified value, and a position component is not present, then all such attribute-values are femoved.
If aposition component is present, then only the attribute-value at that position is remdved; the
value component need not be supplied and is ignored if present. If a position is specifigd which
exceeds the number of attribute-values present, then a modify-error is generated regardlegs of the
value of the strict parameter. If all attribute-values are removed, then the attribute is remoyed from
UIC Chtry.

An attribute-error is generated if the add-values or remove-values modification is specified for a single-
valued attribute-type. This static error is detected before any modifications are applied.

d) Modify-extensions (O): This parameter allows for future general and content-specific extensions to
modify-argument. No extensions are defined in this Service Definition.

NOTE - To summarize, the following static errors are detected before any modifications are attempted:
a)  anentry is specified which does not exist, or belongs to an entry-class not subject to modification;

b)  modification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed to by
the MS-user), or for an attribute-type not subject to modification;

¢)  an add-values or remove-values modification is specified for a single-valued attribute-type;

d) arequest is made to assign an unregistered message-group-name to an entry.
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8.2.7.2 Modify-result

Should the request succeed, the modify-result shall be returned.

ModifyResult ::= SET {
entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,

modify-result-extensions [1] MSExtensions OPTIONAL }

The parameters of modify-result have the following meaning:

a)
one entry was selected for modification.

NOTE - It is possible for an entry selected for modification to remain unchanged after the modifi
been applied.

8.2.7.3

Q1 o1 5 ramiimct £ail Ao £
S10uUld tpe request idii, one or t

which ea

8.3

The following abstract-operations are available at the MS-submission Port:

These abjtract-operations correspond directly to thgse'supplied at the Submission Port of the MTS Abstract

b) Modify-result-extensions (C): This parameter allows for Tuture general and content-specifid
to modify-result. No extensions are defined in this Service Definition.

Modify Abstract-errors

A Poead Aliae..
he listed abstr

h abstract-error is reported.

MS-submission Port abstract-operations

a) MS-message-submission;
TN wAQ ~rnha cithmsicciAn*
D) VIS-prooe-suoiinissioin,

c) MsS-cancel-deferred-delivery;

d) MS-submission-control.

Entries-modified (C): The sequence-numbers of the entries selected for modification. Present if at least

cations have

extensions
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offer additional functionality related to the storage capabilities of the MS. When an MS-message-submiss
operatior] or MS-probe-submission abstract-Operation is invoked, the MS extracts those parameters of the abstract-
operatior] argument which concern MS-specific activity and, where submission is requested, invokes the cq
operatior] at the MTS Submission Port:xWhere submission to the MTS is not requested, the effect of the MS-message-
submissipn abstract-operation is to credte an entry in the Draft entry-class.
8.3.1 MS-message-submission abstract-operation
The MS-{message-submiission abstract-operation is used to submit a message to the MTS and optionally sto
it, either[in the Subniission-log entry-class, or in both the Submission and Submission-log entry-classes. A
the messpge may (be stored (without submission) in the Draft entry-class. MS-message-submission make
MTS Message-Submission abstract-operation, which is defined in 8.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
ms-message-submission ABSTRACT-OPERATION ::= {
ARGUMENT MSMessageSubmissionArgument
RESULT MSMessageSubmissionResult
ERRORS {submission-control-violated | element-of-service-not-subscribed |
originator-invalid | recipient-improperly-specified | inconsistent-request |
security-error | unsupported-critical-function | remote-bind-error,
v -- 1994 extension additions --,
ms-extension-error | message-group-error | entry-class-error | service-error}
CODE op-ms-message-submission }
8.3.1.1 MS-message-submission-argument
MSMessageSubmissionArgument ::= SEQUENCE {
COMPONENTS OF  MessageSubmissionArgument -- This imported type has IMPLICIT tags --,
-- 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL }
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The parameters of MS-message-submission-argument have the following meaning:

a)

Message-submission-argument (M): This contains the argument of the Message-submission abstract-
operation as defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

This Service Definition defines an extension (see 9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4) to the
message-submission-argument of the MTS abstract-service. This extension, forwarding-request, may be
present only if a 1988 Application Context is in use.

forwarding-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY standard-extension:36 }

This extension is present if the MS-user requests that a delivered-message stored in the MS is to be
forwarded to other users. It indicates the sequence-number of the entry to be forwarded. The request is
processed as defined in the Specification for the content-type of the forwarding message. An error in

b)

8312 M

Should the fequest succeed, the MS-message-submission-result shall be returned.

MS

The parame

a)

S-message-submission-result

MessageSubmissionResult ::= CHOICE {
mts-result SET {

store-draft-result {  {4] CommonSubmissionResults }

ers of MS-message-submission-result have the following meaning:

b)

processing the forwarding-request is reported using the inconsistent-request abstract-error ¢f.§.2.2.7 of
ITU-T Rec. X.411 I ISO/IEC 10021-4.

NOTE I — When a 1988 Application Context is in use forwarding-request provides a mechanism for forwarding
delivered-message entries. In the 1994 Application Contexts a content-specific mechanism may,bé availabl¢ to enable
submitted messages to incorporate the content (in whole or part) of entries of the Storéd-message eptry-class.
See 19.5.1 of ITU-T Rec. X.420 | ISO/IEC 10021-7 for an instance of use of each of these méchanisms.

Submission-options (O): This contains submission requests which -are"specific to MS pperation
(see 8.1.6). If these indicate that submission to the MTS is requested, the, MS removes this paramgter from
the argument before invoking Message-submission. If the parameter is“absent and the present|abstract-
association identified a UA-registration in its MS-bind-arguments. the submission-options are drgwn from
the UA-submission-defaults of that UA-registration (see 8.2.5:4,<item g). If the parameter is absent and
the present abstract-association did not identify a UA-registration, or the UA-registration did ndt contain
UA-submission-defaults, the submission-options are {rawn from the general (non UAlspecific)
submission-defaults registered by Register-MS.

NOTE 2 — Where submission-options request theCreation of a draft-message entry, the message-sybmission-
argument must be syntactically complete, in order to éonform to the abstract-syntax of the abstract-operatiof.

COMPONENTS OF MessageSubmissionResult -- This imported type has IMPLICIT tags -,
-- 1994 extension --
ms-message-result [4] CommonSubmissionResults OPTIONAL },

-- 1994 extension --

MTS-xresult (C): This is returned only if the MS-user requested submission of the message to the MTS
and that submission was successful. It contains the following components:

. 1 ~Submission abstract-
operation defined in 8.2.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

2) MS-message-result (C): This contains results specific to MS operation. The components of
common-submission-results shall be present in the cases defined in 8.1.7.

Store-draft-result (C): This is returned if the MS-user requested creation of a draft-message entry in the
Draft entry-class rather than submission to the MTS. The created-entry component indicates the
sequence-number of the newly created draft-message entry. The other components of store-draft-result
are defined in 8.1.7.

8.3.1.3 MS-message-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or in 8.2.1.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.
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8.3.2

MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. MS-probe-
submission makes use of the MTS Probe-submission abstract-operation, which is defined in 8.2.1.2 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

8.3.2.1

ms-probe-submission ABSTRACT-OPERATION ::= {

ARGUMENT MSProbeSubmissionArgument

RESULT MSProbeSubmissionResult

ERRORS {submission-control-violated | element-of-service-not-subscribed |
originator-invalid | recipient-improperly-specified | inconsistent-request |
security-error | unsupported-critical-function | remote-bind-error,
v -- 1994 extension additions --,
ms-extension-error | message-group-error | entry-class-error | service-error}

. e 3
eeBE Up'“lS’p’ !TIJC'SUIHIIISSluu I

MS-probe-submission-argument

=2

SProbeSubmissionArgument ::= SET {
COMPONENTS OF ProbeSubmissionArgument -- This imported type has IMPLICIT tags --,
-- 1994 extension --
submission-options  [4] MSSubmissionOptions OPTIONAL }

The paranjeters of MS-probe-submission-argument have the following meaning:

8.3.2.2

operation as defined in 8.2.1.2.1 of ITU-T Rec. X.411 | ISO/IEC-10021-4.

b) Submission-options (O): This contains submission requests which are specific to MS
(see 8.1.6). The MS removes this parameter from the argument before invoking Probe-subm

Register-MS.

MS-probe-submission-result

Should thg request succeed, the MS-probe-submission-result is returned.

MSProbeSubmissionRésult ::= SET {

COMPONENTS OF  ProbeSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --

ms-probe<resnlt [4] CommonSubmissionResults OPTIONAL }

The paranpeters of- MS-probe-submission-result have the following meaning:

8.3.2.3

h). </ Probe-submission-result (M): This is the result of the Probe-submission abstract-operation as

QN 11210 LITITI T D N 411 1LISOAEC 10021 4
OO T TOOZ T T,

3) Probe-submission-argument (M): This specifies the argument\of the Probe-submission abstract-

operation
ssion. The

object-entry-class component of this parameter shall-niet' contain the value draft; the relevant Sgecification
may indicate what action (if any) is taken concerning the MS-submission-extensions component, if one is
present. If submission-options is absent and the_present abstract-association identified a UA-fegistration
in its MS-bind-argument, the submission-options are drawn from the UA-submission-defaylts of that
UA-registration (see 8.2.5.1, item g). If ‘the'parameter is absent and the present abstract-assogiation did
not identify a UA-registration, or thes UA-registration did not contain UA-submission-ddfaults, the
submission-options are drawn from<the general (non UA-specific) submission-defaults registered by

defined in

U2 1. 2.2 UTITTOTT INCUTZ= T 1

b) MS-probe-result (C): This contains results specific to MS operation. The components of common-

submission-results shall be present in the cases defined in 8.1.7.

MS-probe-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or 8.2.1.2.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.

8.3.3

MS-cancel-deferred-delivery abstract-operation

The argument, result, and errors of the MS-cancel-deferred-delivery abstract-operation are identical with those of the
Cancel-deferred-delivery abstract-operation defined in 8.2.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

48

ms-cancel-deferred-delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery
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If the request for cancellation of deferred delivery is successful, the MS searches for an entry in the Submission and
Submission-log entry-classes corresponding to the submitted-message for which deferred-delivery has been cancelled. If
this entry is present, the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date and time at
which delivery cancellation occurred, and shall update the AC-report-summary attribute to record the cancellation.

8.3.4 MS-submission-control abstract-operation

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the
Submission-control abstract-operation defined in 8.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ms-submission-control ABSTRACT-OPERATION ::= submission-control

9 Abstract-errors

This clause dlefines the following abstract-errors associated with using the abstract-operations at the Retrieyal|Port and
MS-submissjon Port:

a)| Attribute error;

b)| Auto-action request error;

c)| Delete error;

d)| Fetch restriction error;

e)| Invalid parameters error;

f)| Range error;

g)| Security error;

h)| Sequence-number error;

i) | Service error;

j)| Message-group error;

k)] MS-extension error;

)| Old credentials incorrectly specified;
m] New credentials unacceptable;
n)| Register-MS error;

o) Modify error;

p)| Entry-class errory

9.1 Error precedence

When an efor is detected during the performance of an abstract-operation, the MS shall discontinue procepsing the
abstract-operation and return the error to the MS-user. Where more than one error is manifest, the actual errorq returned
are at the digcretion of the MS.

NOTE - When using a 1988 Application Context, the MS is not required to discontinue processing the abstract-operation
when an error is encountered. Consequently, several abstract-errors allow more than one error to be reported.

9.2 Attribute-error
An Attribute-error reports an attribute related problem.
attribute-error ABSTRACT-ERROR ::= {

PARAMETER SET {
problems [0] SET SIZE (1..ub-per-entry) OF SET {

problem [0] AttributeProblem,

type [1] ATTRIBUTE.&id ({AttributeTable}),

value [2] ATTRIBUTE.&Type ({AttributeTable} { @.type}) OPTIONALY} }
CODE err-attribute-error }
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AttributeProblem ::= INTEGER {

invalid-attribute-value 0),
unavailable-attribute-type 1),
inappropriate-matching 2),
attribute-type-not-subscribed 3),
inappropriate-for-operation 4),

-- 1994 extensions --

inappropriate-modification S,
single-valued-attribute (6) } (0..ub-error-reasons)

The parameter has the following meaning:

9.3

An Auto

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the

attribute-type, and, if necessary to avoid ambiguity, the value which caused the problem:

a) invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-operation
does not conform to the data-type defined for the attribute-type concerned.

b) unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-opefation is not
one of those which is supported by the MS.

c) inappropriate-matching: The filter contains a filter-item in which an attributé is matchpd using a
matching rule (equality, ordering, substrings, or other-match) that is not definedfor that attripute-type or
is not supported by the MS.

d) attribute-type-not-subscribed: An attribute-type used as an argument 6f the abstract-operatiof is not one
of those to which the MS-user has subscribed.

NOTE - A change in subscription is not necessarily reflected inthe-attributes present in an entry cfeated before
the change.

e) inappropriate-for-operation: An attribute-type used as_an argument of the abstract-operation if unsuitable
for its required use.

f) inappropriate-modification: An attribute-type which is not subject to modification has been|used as an
argument of the Modify abstract-operation.

g) single-valued-attribute: An attempt has¢been made to use the Modify abstract-operation {o apply an

Auto-action-request-error

action-request-error reports-a(problem related to the registration of an auto-action.

puto-action-request-error ABSTRACT-ERROR ::= {
PARAMETER SET.{

problem [0] AutoActionRequestProblem,
type [1] AUTO-ACTION.&id ({AutoActionTable}) } }
CODE err-auto-action-request-error }

AutoActionRequestProblem ::= INTEGER {

add-values or remove-values modification’to a single-valued attribute-type.

problems [0]*SET SIZE (1..ub-auto-registrations) OF SET {

unavailable-auto-action-type 0,
auto-action-type-not-subscribed (1),

—1994extension—
not-willing-to-perform (2) } (0..ub-error-reasons)

The parameter has the following meaning:

50

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the

a)

b)

c)

auto-action-type which caused the problem:

unavailable-auto-action-type: An auto-action-type used as an argument of the abstract-operation is not

one of those which is supported by the MS abstract-service-provider.

auto-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-operation is not

one of those to which the MS-user has subscribed.

not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead to

an excessive consumption of resources.
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9.4 Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries of an entry-class.
delete-error ABSTRACT-ERROR ::={

PARAMETER SET {
problems [0] SET SIZE (1..ub-messages) OF SET {
problem [0] DeleteProblem,

sequence-number  [1] SequenceNumber},
-- 1994 extension --
entries-deleted [1] SET SIZE (1..ub-messages) OF SequenceNumber OPTIONAL }
CODE err-delete-error }

DeleteProblem ::= INTEGER {

child-entry-specified 0),
delete-restriction-problem 1),

-- 1994 extensions --

new-entry-specified (2),
entry-class-restriction A3),

stored-message-exists (4) } (0..ub-error-reasons)

The paramefer has the following meaning:

a)l Problems (M): The particular problems encountered. Each problem is accompdnied by an ind{cation of
the sequence-number of the entry which caused the problem:

1)  child-entry-specified: An attempt has been made to delete a child-engry.

2) delete-restriction-problem: An attempt has been made to violate:a'testriction specified for the Delete
abstract-operation (see 8.2.4).

3) new-entry-specified: An attempt has been made to delete an-€ntry of the Delivery entry-class which
has a retrieval-status of new.

4) entry-class-restriction: An attempt has been made ‘to delete an entry of an entry-class for which
deletion is restricted or prohibited.

5) stored-message-exists: An attempt has been‘made to delete an entry of the Message-log entry-class
for which a corresponding entry exists in-the Stored-message entry-class.

b) Entries-deleted (C): This parameter identifies the entries deleted before the abstract-pperation
terminated. The parameter is absent if ne'entries were deleted.

9.5 Fetch-restriction-error

A Fetch-regtriction-error reports an attempt to violate a restriction associated with the Fetch abstract-operation.

fet¢h-restriction-error ABSTRACT-ERROR ::= {

PARAMETER SET {

problems [0] SET-SIZE (1..ub-default-registrations) OF SET {
problem {3}/FetchRestrictionProblem,
restriction "\€CHOICE {

content-type [0] OBJECT IDENTIFIER,
eit [1] MS-EITs,
attribute-length [2] INTEGER} }}
CODE err-fetch-restriction-error }
FetchRestrictionProblem ::= INTEGER {
1:—U'rrl'?rrl?ty'pE?p'ru‘b‘l'km (15
eit-problem (2),

maximume-length-problem  (3) } (0..ub-error-reasons)

The parameter has the following meaning:
Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
offending content-type, encoded-information-type or attribute-length which caused the problem:

a) content-type-problem: The content-type of the message being fetched is disallowed by the fetch-
restrictions currently in force.

b)  EIT-problem: The encoded-information-types requested in the Fetch abstract-operation are disallowed by
the fetch-restrictions currently in force.

¢)  maximum-length-problem: The length of the encoding of an attribute-value being fetched exceeds that
allowed by the fetch-restrictions currently in force.
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9.6 Invalid-parameters-error

An Invalid-parameters-error reports an undefined problem in processing the argument of an abstract-operation. This
error may be used, for example, to report that an optional parameter was present in the wrong context, or to report that a
value for one of the parameters is inappropriate.

invalid-parameters-error ABSTRACT-ERROR ::={
PARAMETER NULL
CODE err-invalid-parameters-error }

This error has a Null parameter.

9.7 Range-error

A Range-error reports a problem related to the range specified in a selector as an argument of an abstract-operation.

range-error ABSTRACT-ERROK :=1
PARAMETER SET {
problem [0] RangeProblem}
CODE err-range-error }

RangeProblem ::= INTEGER {
reversed (0) } (0..ub-error-reasons)

The parafneter has the following meaning:

Problem (M): The particular problem encountered. The value reversed is(peturned if the upper boupd indicated
h sequence-number or creation-time before that indicated by the lower/bound.

This abstract-error shall not be generated when a 1994 Application Context'is-in use.

9.8 Security-error

A Securijty-error reports that the requested abstract-operation:cannot be provided because it would violate fhe security-
policy in|force. This error is defined in 8.2.2.8 of ITU-T Re¢~X.411 1 ISO/IEC 10021-4.

9.9 Sequence-number-error

A Sequence-number-error reports a problem related to the sequence-number specified in the argument offan abstract-
operatiof.

sequence-number-error ABSTRACT-ERROR ::={
PARAMETER SET {
problems [1] SETSIZE (1..ub-messages) OF SET {

problem [0] SequenceNumberProblem,
sequence-number [1] SequenceNumber} }
CODE enr-sequence-number-error }

SequenceNumberProblem ::= INTEGER {
no-such-entry (0) } (0..ub-error-reasons)

The parameter-hias'the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indidation of the
Sequence-number which caused the problem. 1T no-such-eniry 15 returned the sequence-number supplied does
not match that of any entry of the specified entry-class.

9.10 Service-error

A Service-error reports an error related to the provision of the service.

service-error ABSTRACT-ERROR ::= {
PARAMETER  ServiceErrorParameter
CODE err-service-error }

ServiceErrorParameter ::= SET {
problem [0] ServiceProblem,
-- 1994 extension --
supplementary-information  [1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL }
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ServiceProblem ::= INTEGER {

busy

(0),

unavailable (D,
unwilling-to-perform (2) } (0..ub-error-reasons)

The parameter has the following meaning:

a)

b)

9.11 M

A Messagelgroup-error reports a problem in the use of a message-group-name.

me

MepsageGroupErrorParameter ::= SET {
problem [0] MessageGroupProblem,

Problem (M): The particular problem encountered:

1)

2)
3)

essage-group-error

sage-group-error ABSTRACT-ERROR ::= {
PARAMETER MessageGroupErrorParameter
CODE

busy: The MS, or some part of it, is too busy at present to perform the requested abstract-operation
but may be able to do so after a short while.

unavailable: The MS, or some part of it, is unavailable at present.

unwilling-to-perform: The MS is not prepared to execute this request because it would lead to
excessive consumption of resources.

Supplementary-information (C): This provides further defails of the reported problem. It js present at
the discretion of the MS service provider.

err-message-group-error }

name [1] MessageGroupName }
MepsageGroupProblem ::= INTEGER {
name-not-registered 0),
nhme-already-registered ),
phprent-not-registered 2),
group-not-empty 3),
njme-in-use 4),
child-group-registered (5,
group-depth-exceeded (6) } (0..ub-érror-reasons)
The paramefer has the following meaning:
a)| Problem (M): This identifies the problem encountered. The following problems may be indicatef:

1) name-not-registered: An attempt has been made to assign an unregistered message-groupfname to
an entry’s message-group-name attribute using the Modify abstract-operation, or to deregister an
unregister€d, message-group-name using the Register-MS abstract-operation.

2) namesalréady-registered: An attempt has been made to register a message-group name [which is
already registered.

3)~ parent-not-registered: An attempt has been made to register a message-group-name containjing more
than one group-name-part, whose parent is not registered (where the parent is defined as the name
formed by omitting the message-groupn-name’s last eroun-name-part)

i<l (=] L= r o r r 7

4)  group-not-empty: An attempt has been made to deregister a message-group-name which is present
in at least one entry’s message-group-name attribute.

5) name-in-use: An attempt has been made to deregister a message-group-name which is referenced in
a registered Auto-modify auto-action.

6) child-group-registered: An attempt has been made to deregister a message-group-name for which at
least one child message-group-name is currently registered (where child is defined as a name formed
by adding one group-name-part to the message-group-name).

7)  group-depth-exceeded: An attempt has been made to register a message-group-name containing
more than the maximum number of group-name-parts supported by the MS.

b) Name (M): This indicates the message-group-name which is the subject of the abstract-error.
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MS-extension-error

An MS-extension-error reports a problem concerning an extension parameter presented in the argument of an abstract-

operation

ms-extension-error ABSTRACT-ERROR ::= {

PARAMETER MSExtensionErrorParameter
CODE err-ms-extension-error }

MSExtensionErrorParameter ::= CHOICE {

ms-extension-problem [0] MSExtensionltem,
unknown-ms-extension [1] OBJECT IDENTIFIER }

The parameter has the following meaning:

9.13

A Regist]

The para

a) MS-extension-problem (C): This identifies the problem encountered. The definition of an-in
MS-extension-problem may appear in the Specification for a given content-type.

NOTE - The MS-extension-problems specified for Interpersonal Messaging are ‘enume
IP-submission-errors information object set (see 19.5.2.3 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

b) Unknown-MS-extension (C): An extension presented in the argument of an/abstract-opef
known to the MS. The parameter contains the Object Identifier value of the unknown exte
from its identifier field.

Register-MS-error
er-MS-error reports a problem in an attempt to register information with the MS.

register-ms-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] RegistrationProblem,
registration-type  [1] RegistrationTypes }
CODE err-register-ms-error }

RegistrationProblem ::= ENUMERATED {

registration-not-supported 0);
registration-improperly-specified_ (1),
registration-limit-exceeded 2),

«. -- For future extension additions -- }

meter has the following meaning:

a) Problem (M):_The particular problem encountered. Either the requested registration is not
supported, by-the MS, or the request was improperly specified, or a pragmatic limit has bee
the nuniberof registrations that the MS is able to record.

preblem is associated. See 8.2.5.1, item j, for the definition of registration-types.

Ktance of an

ated in the

ation is not
sion drawn

ne of those
reached in

b) Registration-type (M): This indicates the type of registration requested by the MS-user with which the

NOTE — Where a different abstract-error provides a more precise description of a registration problem, Regi

kter-MS-error

is not reported.

9.14

Old-credentials-incorrectly-specified

An Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified. This error is defined in 8.4.2.3 of ITU-T Rec. X.411 |
ISO/IEC-10021-4.

9.15

New-credentials-unacceptable

A New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-credentials are unacceptable. This error is defined in 8.4.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
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9.16 Modify-error
A Modify-error reports a problem in an attempt to modify the attributes of an entry.

modify-error ABSTRACT-ERROR ::= {
PARAMETER - ModifyErrorParameter

CODE err-modify-error }
ModifyErrorParameter ::= SET {
entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
failing-entry [1] SequenceNumber,
modification-number [2] INTEGER,
problem [3] ModifyProblem }

The parameter has the following meaning:

a) _Entries-modified (C): The sequence-numbers of the entries to which modifications were applied
successfully. Present if at least one entry was modified successfully.

b) Failing-entry (M): The sequence-number of the entry for which a modification failed.

q) Modification-number (M): This identifies which modification, in the sequerce presenfed in the
modifications parameter of modify-argument, caused the generation of the error. Thé first modjfication is
numbered '1".

¢) Problem (M): This identifies the problem encountered.

ModifyProblem ::= INTEGER {

attribute-not-present 0),
value-not-present (1),
attribute-or-value-already-exists  (2),
invalid-position 3),
modify-restriction-problem (4) } (0..ub-error-reasons)

1) attribute-not-present: The entry lacks one of-the/attribute-types specified as an argumgnt of the
operation.

2) value-not-present: The entry lacks one 'of ‘the attribute values specified as an argument of the
operation.

3) attribute-or-value-already-exists: ‘An attempt has been made to add an attribute whi¢h already
existed in the entry, or a value which already existed in the attribute.

4) invalid-position: The attribdte contains too few values for the modification to be valid.

5) modify-restriction-problem: An attempt has been made to violate a restriction specified for the
Modify abstract-operation.

If no entri¢s have been modified Successfully and an error other than those defined in problem occurs, the appropriate
abstract-erfor shall be returned-However, if some entries have been modified successfully, the MS shall return|a modify-
error which specifies the entfies-modified and reports the error.

9.17 Entry-class<error

An Entry-class<error reports a problem in an attempt to address an entry-class in an abstract-operation.

enptry=class-error ABSTRACT-ERROR ::= {
PARAMETER EntryClassErrorParameter
CODE err-entry-class-error }

EntryClassErrorParameter ::= SET {
entry-class [0] EntryClass,
problem [1] BIT STRING {

unsupported-entry-class 0),
entry-class-not-subscribed (1),
inappropriate-entry-class  (2) } }

The parameter has the following meaning:
a) Entry-class (M): This indicates the entry-class specified in the abstract-operation.

b) Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of
those to which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.
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SECTION 3 - GENERAL-ATTRIBUTE-TYPES, MATCHING-RULES
AND AUTO-ACTION-TYPES

10 Overview

The MS information model and the attribute, matching-rule, and auto-action concepts are introduced in 6.3 and 6.5.
Clause 11 defines the general-attribute-types which are specified for the MS. Clause 12 defines the general-matching-
rules which are specified for the MS. Clause 13 defines the general-auto-action-types which are specified for the MS.

11 General-attribute-types
The general-attribute-types are valid for all message content-types. Other attribute-types, which are content-specific, are
defined in their respective Specification, e.g. the IPMS-specific attribute-types for MS are defined in clause 19 of ITU-T

Rec. X 420-HSOAECH062++

11.1 General-attribute-types overview
The genefal-attributes defined for the entries of each of the entry-classes are listed in Tables 2, and 3| They are
constructdd mainly from the parameters of the Message-submission, Probe-submission, Message-delivery and Report-
delivery apstract-operations of the MTS abstract-service as defined in clause 8 of ITU-T Re¢c.X.A11 | ISO/IEC 10021-4,
and such §ttributes are correspondingly named. Some general-attributes are generated, and Some of these also maintained
by the MY.

Table 2 d¢fines the following for each of the general-attribute-types:

L for entries of the Delivery and Delivery-log entry-classes, whether the attribute-type is alwdys present,
conditionally present, or absent in a delivered-message entry,/a delivered-report entry, or p returned-
content entry respectively;

L for entries of the Submission and Submission-log efitty-classes, whether the attribute-typg is always
present, conditionally present, or absent in a submifted-message entry and submitted-probe entry;

L for entries of the Draft entry-class, whether the attribute-type is always present, conditionally| present, or
absent in a draft-message entry.

[ whether support by the MS is mandatory.of-optional for entries of the Stored-message and Message-log
entry classes;

—  whether the attribute-type is single=ydlued or multi-valued;

_  whether values of the attributesmay be returned in a List abstract-operation (and, for enfries of the
Delivery entry-class only, in an-Alert abstract-operation);

—  whether the attribute-type.may be the subject of summary-requests in a Summarize abstract-oppration.
Table 3 detines equivalent information for entries of the Auto-action-log entry-class.
For a mofe detailed description-of'the classifications in Tables 2 and 3 refer to the conventions in 5.2.

An optioal attribute-type ‘which is supported by an MS may be available to the MS-user subject to subscription. Each
optional gttribute-type may be the subject of individual subscription.

Attributejtypes definied as present in a delivered-message entry may not always be present in a child-entry. The rules
governing the presence of attribute-types in child-entries may be supplemented in the Specification which|defines the
content-type’of.the child-entry.

11.1.1 MS support requirements for gencral-attribute-types
The general-attribute-types for which support by the MS is mandatory are shown in Tables 2 and 3. Where an attribute is
supported, it shall be supported in all entry-classes for which it is defined (with the possible exception of the Message-
log entry-class). All supported attributes shall be available for retrieval by the Fetch abstract-operation, and, where
indicated in Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of the Delivery
entry-class and are shown in Table 2 as available for List are also available for the Alert abstract-operation.

Selection of an entry (by means of Filter) for a supported attribute-type using one of its matching rules shall be available
if support is also claimed for the matching-rule concerned.

NOTES

1 Support for an attribute-type does not in itself require support for all matching-rules defined for that attribute-type
(see 12.5).

2 For some attribute-types originally defined in versions of this Service Definition published prior to 1994, additional
generic matching-rules are defined in this version. In 1988 Application Contexts, support for these additional generic matches is not
prohibited. However, some MS implementations will generate an attribute-error if requested to perform a match of this type.
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Table 3 — General-attribute-types for the Auto-action-log entry-class

Attribute-type name :;fg?:;? Ol:]] Supbport level Single/ Available for Available for

log entry y MS multi-valued List Summarize
Auto-action-error C M S Y N
Auto-action-registration-identifier P M S Y N
Auto-action-subject-entry P M S Y N
Auto-action-type | M S Y Y
Content-type C M S Y Y
Creation-time P M S Y N
Entry-type P M S Y Y
Retrieval-status P M S Y Y
Sequence-number P M S Y N
NOTE — The auto-action-log entry-class is not defined for 1988 Application Contexts

11.1.2 M

S-user support requirements for general-attribute-types

No requirerpents are placed on the MS-user for the support of any of the general-attribute-types.

DTE — The MS-user may employ a variety of strategies for retrieving information for display to the user. Fo|
the MS-user|may choose to retrieve the complete message-delivery-envelope, or, alternatively, may selectively retrieve

11.2

The follow
using the dg

N
complex (fur
use with the

11.2.1 A

ived from the message-delivery-envelope. Since both approaches are valid, no anédmethod is prescribed.

Diescription of the general-attribute-types

ng subclauses contain a short description of each general4attribute-type together with its abstrd
fined syntax of the ATTRIBUTE information object class{déscribed in 6.3.3.3.

DTE — Some general-attributes are used primarily for filtering and listing purposes while others may cof

bummarize abstract-operation.

C-correlated-report-list

This generafl-attribute, which is multi-valued, identifies the delivered-report entries which have been correlateq

originally s
recipient-nd
positions i
sequence-n
attribute of
attribute reg

ms§|

me argument of the Message-submission or Probe-submission abstract-operation. Values at corre

this attribute and in the recipient-names attribute refer to the same recipient. Each value ind
imbers of relevant delivered-report entries, and the positions within their per-recipient-report-deliv
the values which relate to that specified recipient. The attribute is generated by the MS. Subscripti
uires subscription to-the'Auto-correlate-reports auto-action (see 13.3).

rac-correlated-report-list ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportLocation,

NUMERATION multi-valued,
ID id-att-ac-correlated-report-list }
Reportlocation ::= CHOICE {

no<correlated-reports [0] NULL,

r example,
attributes

ct-syntax

tain more

her structured ASN.1 data-types) and potentially voluminous information. Only a few general-attributes are suitable for

with the

pecified recipients of a submitted message or probe. The attribute contains one value for each value of the

sponding
cates the
ery-fields
bn to this

Tocation [TT"SEQUENCE OF PerRecipientReport

PerRecipientReport ::= SEQUENCE {

report-entry
position

[0] SequenceNumber,
[1] INTEGER (1..ub-recipients) DEFAULT 1 }

The components of report-location have the following meaning:

a) No-correlated-reports (C): No reports have been received which can be correlated with this originally
specified recipient of the submitted message or probe. This is the initial value of the attribute.
b) Location (C): Identifies the sequence-numbers of the delivered-reports and the positions of the values

within their per-recipient-report-delivery-fields attributes which relate to this originally
recipient.

specified

The attribute is created when the message or probe is submitted and is updated as reports are delivered. The content of
this attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.
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11.2.2  AC-report-summary

This general-attribute, which is multi-valued, contains a summary of the reports requested and reports received from

the recipient-name argument of the Message-submission or Probe-submission abstract-operation. Values at
corresponding positions in this attribute and in the recipient-names attribute refer to the same recipient. The initial values
of the attribute are set according to the values of the originator-report-request specified for each recipient, and are
amended as reports are delivered. The attribute is generated by the MS. Subscription to this attribute requires
subscription to the Auto-correlate-reports auto-action (see 13.3).
ms-ac-report-summary ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReportSummary,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,

NUMERATION multi-valued,

D sl oge " 3
TD ra-att-ac-report-summaryr

[ReportSummary ::= ENUMERATED {

no-report-requested (0) -- non-delivery report suppressetd.-=|
no-report-received (1) -- non-delivery report requested -,
report-outstanding (2) -- delivery report requested::-,
delivery-cancelled 3),
delivery-report-from-another-recipient 4),
non-delivery-report-from-another-recipient 5,
delivery-report-from-intended-recipient (6),
non-delivery-report-from-intended-recipient ™}

The values of report-summary have the following meaning:

a) no-report-requested: The suppression of non-delivery-reports was requested for this originallly specitied
recipient and no reports have been received. This is a gossible initial value of the attribute.

b)  no-report-received: A request for the reporting{of*non-delivery was made of this originajly specified
recipient and no reports have been received. This\s a possible initial value of the attribute.

¢) report-outstanding: A request for the reposting of delivery and non-delivery was made of this originally
specified recipient and no reports have beéen received. This is a possible initial value of the attfibute.

d) delivery-cancelled: No reports shall\be received because the delivery of the message was fancelled by
means of the MS-cancel-deferred+delivery abstract-operation.

e) delivery-report-from-anothei<recipient: A delivery-report has been received concerning tHis originally
specified recipient which~indicates successful delivery of the message (or the potentially successful
delivery of the probe’s subject-message) to another recipient (possibly following refdirection or
DL-expansion).

f)  non-delivery-repori-from-another-recipient: A non-delivery-report has been received corcerning this
originally speeified recipient which indicates a failure to deliver the message (or, potentially} the probe’s
subject message) to another recipient (possibly following redirection or DL-expansion).

g) delivety=report-from-intended-recipient: A report has been delivered confirming deliyery to this
originally specified recipient.

hy \Hon-delivery-report-from-intended-recipient: A report has been delivered indicating non-delivery to this
originally specified recipient.

The attribute is created when the message or probe is submitted. When reports are delivered to the MS, the value of
AC-report-summary is updated if the resulting value is greater than that already recorded. This is in recognition that
more than one report may be generated as result of PDS delivery or DL expansion. The method by which an MS
determines the intended recipient to whom a report refers is not prescribed and is therefore implementation dependent.
The content of this attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.

NOTE - An MS which is colocated with an MTA may make use of the originally-specified-recipient-number component
of per-recipient-report-transfer-fields to determine the intended recipient who is the subject of an incoming report.

11.2.3  AC-uncorrelated-report-list

This general-attribute, which is multi-valued, identifies each of the per-recipient-report-delivery-fields which have been
correlated with a submitted message or probe but which have not been correlated with any of its originally specified
recipients. It is generated by the MS. Subscription to this attribute requires subscription to the Auto-correlate-reports
auto-action (see 13.3).
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ms-ac-uncorrelated-report-list ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReport,
NUMERATION multi-valued,
ID id-att-ac-uncorrelated-report-list }

The attribute is created when the message or probe is submitted, and is updated as reports of the kind described are
delivered. The content of this attribute is unaffected by any subsequent deletion of the delivered-report entries to which
it refers.

11.2.4  Auto-action-error

This general-attribute identifies the auto-action-error which occurred when a registered auto-action was applied to an
entry. The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.3). It is generated by
the MS.

ms-auto-action-error ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoActionError,
NUMERATION single-valued,

ID id-att-auto-action-error }

11.2.5  Auto-action-registration-identifier

This genergl-attribute indicates the registration-identifier of the auto-action whose execution(i$ the subject of|this entry
in the Aufo-action-log entry-class. The registered auto-action is identified by this lattribute combined| with the
correspondjng value of the auto-action-type general-attribute. The attribute may be présent only in entries of |the Auto-
action-log ¢ntry-class (see 6.5.2). It is generated by the MS.

mg§-auto-action-registration-identifier ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX INTEGER,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,

NUMERATION single-valued,

ID id-att-auto-action-registration-identifier }

11.2.6  Auto-action-subject-entry

This genergl-attribute indicates the sequence-number of:the Stored-message entry which was the subject of] the auto-
action progessing recorded by the present entry. Thesattribute may be present only in entries of the Auto- hction-log
entry-class|It is generated by the MS.

mgy-auto-action-subject-entry ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SequenceNumber,

EQUALITY MATCHING-RULE’  integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,

ID id-att-auto-action-subject-entry }

11.2.7  Aluto-action-type

This genergl-attribute identifies the type of the auto-action whose execution is the subject of this entry. The fegistered
auto-actionfis identified by this attribute combined with the corresponding value of the auto-action-registration}identifier
general-attiibute~The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.1). It is
generated by the MS

ms-auto-action-type ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AutoActionType,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION single-valued,
ID id-att-auto-action-type }

11.2.8  Child-sequence-numbers

This general-attribute, which is multi-valued, identifies the child-entries of a parent-entry, if such exist. It is generated by
the MS. It is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entries (see 6.3.4).

ms-child-sequence-number§ ATTRIBUTE ::={
WITH ATTRIBUTE-SYNTAX SequenceNumber,
NUMERATION multi-valued,
ID id-att-child-sequence-numbers }
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11.2.9 Content

This general-attribute contains the complete content of a message as submitted by the MS-message-submission abstract-
operation, or as delivered by the Message-delivery abstract-operation, or as presented in the returned-content of the
Report-delivery abstract-operation. In this last case, the content general-attribute is created in the returned-content child-
entry, and not in the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ITU-T Rec. X411 |
ISO/EC 10021-4. The encoding of the content contained in the Octet String that constitutes this attribute shall be
identical, when retrieved, to that delivered to the MS: there is no constraint on the encoding employed for the containing
Octet String itself.

mt-content ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Content,
NUMERATION single-valued,
ID id-att-content }

11.2.10 [Content-confidentiality-algorithm-identifier

This gengral-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-subinission and
Message-flelivery abstract-operations. See 8.2.1.1.1.27 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

t-content-confidentiality-algorithm-identifier ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AlgorithmIdentifier,

NUMERATION single-valued,

ID id-att-content-confidentiality-algorithm-identifier }

11.2.11 [Content-correlator

This gengral-attribute contains the content-correlator argument of the~Message-submission, Probe-submnfission, and
Report-ddlivery abstract-operations. See 8.2.1.1.1.36 of ITU-T Rec. X411 | ISO/IEC 10021-4.

t-content-correlator ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ContentCorrelator,
EQUALITY MATCHING-RULE contentCorrelatorMatch,
NUMERATION single-valued]

ID id-att-content-correlator }

11.2.12 |Content-identifier

This gengral-attribute contains the content-identifier argument of the Message-submission, Probe-submissiof, Message-
delivery, [and Report-delivery abstract:operations. It may be generated by the originator. See 8.2.1.1.1.3p of ITU-T
Rec. X.411 [ ISO/IEC 10021-4.

mt-content-identifier ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX Contentldentifier,
EQUALITY MATCHING-RULE contentldentifierMatch,
NUMERATION single-valued,

ID id-att-content-identifier }

11.2.13 |Content-integrity-check

he gumen

This gen 2 s A : S argy abstract-dperation; it
provides the MS-user with a means of verifying that the content of a delivered-message has not been modified. It may be
generated by the originator of the message. In submitted-message entries, this information is contained in the
per-recipient-message-submission-fields attribute. See 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-content-integrity-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentIntegrityCheck,
NUMERATION single-valued,
ID id-att-content-integrity-check }

11.2.14 Content-length
This general-attribute indicates the length of the content, in octets, of a submitted message, a submitted probe, a draft-

message, a delivered message, or the returned-content of a delivery-report. For a submitted probe, the attribute indicates
the Iength in octets of the content of the subject-message. It is generated by the MS.
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ms-content-length ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ContentLength,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION singie-valued,

ID id-att-content-length }

11.2.15 Content-returned

This general-attribute indicates whether a content has been returned in the Report-delivery abstract-operation. It is
generated by the MS (see 6.3.4).

ms-content-returned ATTRIBUTE ::= {

11.2.16 Q

This generd
the Messag
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WITH ATTRIBUTE-SYNTAX BOOLEAN,
EQUALITY MATCHING-RULE booleanMatch,
NUMERATION single-valued,

R AR
T

N ] 44 4+ 4+ 4 ol
Ta=att=content=returnca—

ontent-type

E-submission, Probe-submission, Message-delivery, and Report-delivery abstract-operations. See 8.
ec. X.411 | ISO/IEC 10021-4. When present in an entry of the Auto-action-log-éntry-class, it ide

the attribute is conditional.

VU 15 LU

-content-type ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER,
EQUALITY MATCHING-RULE objectldentifierMatch,
NUMERATION single-valued,

ID id-att-content-type }

onversion-with-loss-prohibited

and Message-delivery abstract-operations. Itcindicates whether conversion with loss of inform
brohibited by the originator. See 8.2.1.1.1.100f ITU-T Rec. X.411 | ISO/IEC 10021-4.

-conversion-with-loss-prohibited ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ConversionWithLossProhibited,
EQUALITY MATCHING-RULE ( integerMatch,

NUMERATION single-valued,

ID id-att-conversion-with-loss-prohibited }

onverted-EITs

l-attribute, which\is/multi-valued, identifies the encoded-information-types of the content after cony
y the Messagesdelivery abstract-operation. It is generated from the converted-encoded-informa
t the Message-delivery abstract-operation. It is absent if no conversion took place. See 8§

I-attribute identifies the type of the content of a message, and is generated from the contént-type argument of

D.1.1.1.34
htifies the

e of the entry which was the subject of auto-action processing; where that ehtry is a delivered-report, the

al-attribute contains the conversion-with-loss-prohibited argument of the Message-submissiop, Probe-

ption was

ersion, as
tion-types
3.1.1.1.8

1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
-converted-EITs ATTRIBUTE ::= {
| WITH ATTRIBUTE-SYNTAX MS-EIT,

EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,

ID id-att-converted-EITs }

11.2.19 Creation-time

This general-attribute indicates the time at which an entry was created in the MS. It is generated by the MS. See 6.3.2.

N

OTE - Two or more consecutive entries may have the same creation-time.

ms-creation-time ATTRIBUTE ::={

WITH ATTRIBUTE-SYNTAX CreationTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,

ID id-att-creation-time }
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11.2.20 Deferred-delivery-cancellation-time

This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery
of a previously submitted message (see 8.3.3). It is generated by the MS.

ms-deferred-delivery-cancellation-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DeferredDeliveryCancellationTime,
EQUALITY MATCHING-RULE  uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-deferred-delivery-cancellation-time }

DeferredDeliveryCancellationTime ::= UTCTime

11.2.21 Deferred-delivery-time

Argiizaant £ ¢l M ocoaoaects ccian—abctract o
H—ootct

This gen rratattrbute—contaims—the—deferred-detirery-time—aretiment—ot—the—Message StbFRSSH peration. It
indicates [the time before which a submitted message shall not be delivered to its recipient(s). See 8.2.1 1{5I2 of ITU-T
Rec. X.411 | ISO/TEC 10021-4. Subscription to this attribute requires subscription to the Auto-correldte-r¢ports auto-
action (sge 13.3).

mt-deferred-delivery-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DeferredDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,

ID id-att-deferred-delivery-time }

11.2.22 [Deletion-time

This genpral-attribute may be present in entries of the Message-log efifry-class, and indicates the time at which the
correspofding entry in the Stored-message entry-class was deleted-Inthe case of a Submission-log entry fpr which no
Submissipn entry is created, the deletion-time attribute is generated when the Submission-log entry is cr¢ated and is
assigned the same value as the entry’s creation-time. It is generated by the MS. See 16.1.4.

ms-deletion-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DeletionTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uT€TimeOrderingMatch,
NUMERATION single-valued,

ID id-att-deletion-time }

DeletionTime ::= UTCTime

11.2.23 | Delivered-EITs

This genkral-attribute, whicli is*multi-valued, identifies the encoded-information-types in the content of al message as
delivered. It is generated (by the MS, and is derived from the original-encoded-information-types and th¢ converted-
encoded{information-types’arguments of the Message-delivery abstract-operation.

ms-delivefed-EITs ATTRIBUTE ::= {

WIEFH ATTRIBUTE-SYNTAX MS-EIT,

EQUALITY MATCHING-RULE objectldentifierMatch,
NUMERATION multi-valued,

1 ol h . K2 AR nh ds al Al
TD Ta=att=aenvercu-rrrs §

NOTE — This attribute has the same value as converted-encoded-information-types (if present); otherwise, the same value
as original-encoded-information-types. It provides a convenient way of determining, in a single operation, the EITs present in the
content.

11.2.24 Delivery-flags

This general-attribute contains information derived from the arguments of the Message-delivery abstract-operation. It
indicates whether implicit-conversion of the content is prohibited. See 8.2.1.1.1.9 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt-delivery-flags ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DeliveryFlags,
EQUALITY MATCHING-RULE  bitStringMatch,
NUMERATION single-valued,
ID id-att-delivery-flags }
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11.2.25 DL-expansion-history

This general-attribute, which is multi-valued, contains a history of distribution-list expansion. If present in a delivered-
message, it contains one or more distribution-list names used during the expansion process. It is absent if delivery to the
MS-user did not involve any expansion of a distribution-list. If present in a delivered-report, it contains the originator
name and one or more distribution-list names used during the expansion process. It is absent if the message, or the
report’s subject message, did not involve any expansion of a distribution-list. See 8.3.1.1.1.7 and 8.3.1.2.1.3 of ITU-T
Rec. X.411 [ ISO/IEC 10021-4.

mt-dl-expansion-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DLExpansion,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch},

NUMERATION multi-valued,

ID id-att-dl-expansion-history }

11.2.26 DL-expansion-prohibited

This generdl-attribute contains the DL-expansion-prohibited argument of the Message-submission afd Probe-sibmission
abstract-oprations; it indicates whether DL-expansion within the MTS is prohibited for a recipientsiame whidh denotes
aDL. See §.2.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

m{-dl-expansion-prohibited ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DLExpansionProhibited,
EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

ID id-att-dl-expansion-prohibited }

11.2.27 Hntry-type
This genergl-attribute identifies the type of an entry (see 6.3.6). It is generated by the MS.

mg-entry-type ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EntryType,
EQUALITY MATCHING-RULE integerMatch
ORDERING MATCHING-RULE  integerOrderingMatch, -- rule not defined in 1988 Application Clontexts -
NUMERATION single-valued,

ID id-att<entry-type }

11.2.28 Imternal-trace-information

This genergl-attribute, which is multi-yalued, documents the actions taken on the message (or probe or report)) by each
MTA throygh which it passed as it transferred within an MD. It is generated from the Message-delivery-envglope and
the Report-felivery-envelope. See 12.2.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-internal-trace-infermation ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX InternalTraceInformationElement,
NUMERATION multi-valued,

ID id-att-internal-trace-information }

11.2.29 Liatest-delivery-time

This generpl-attribute contains the larest-delivery-time argument of the Mpccagp-cnhmiccinn abstract-opdration; it
indicates the time after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt-latest-delivery-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX LatestDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-latest-delivery-time }

11.2.30 Marked-for-deletion

This general-attribute indicates (by its presence or absence) whether the MS-user has marked the entry for subsequent
deletion. Support for this attribute implies that the MS-user shall be able to create it or amend it by means of the Modify
abstract-operation and the Auto-modify auto-action.
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ms-marked-for-deletion ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
ID id-att-marked-for-deletion }

NOTE - The MS-user may use this attribute-type to support a two-stage entry deletion function, i.e. a 'wastebasket'.

11.2.31 Message-delivery-envelope

This general-attribute contains the message-delivery-envelope component of the argument of the Message-delivery

abstract-operation. See Figure 2 (Part 5) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-message-delivery-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageDeliveryEnvelope,
NUMERATION single-valued,

1D id-aﬂ-mpssa,ge-dplivprv-pnvplnpp }

11.2.32 |Message-delivery-time

This genpral-attribute contains the message-delivery-time argument of the Message-delivery) ‘abstrac

See 8.3.11.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

delivered tp. Both items of information are present in the per-recipient-report-delivery-fields genepal-attribute.

mnt-message-delivery-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,

ID id-att-message-delivery-time }

11.2.33 |Message-group-name

NOTE — There is no general-attribute corresponding to the delivery-time parameter(0f the Report-deliv
operation, [because in order to be useful, this delivery-time must be correlated with the name' of the recipient the

[-operation.

pry abstract-
nessage was

This gendral-attribute, which is multi-valued, identifiescthe message-group-names which the MS-user has atfached to an

entry (seq 6.4). Support for this general-attribute implies that the MS-user shall be able to create or amend
the Modify abstract-operation and the Auto-modify’/auto-action. An attempt to assign a message-group-nar
value whiich has not been registered previously' by means of the Register-MS abstract-operation shall r

generatiop of a message-group-error. Each valte of the attribute shall be distinct.

ms-message-group-name ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageGroupName,

EQUALITY MATCHING-RULE mSStringListMatch,

OTHER MATCHING-RULES {mSSingleSubstringListMatch |
mSStringListElementsMatch |
mSSingleSubstringListElementsMatch |

valueCountMatch},
NUMERATION multi-valued,
ID id-att-message-group-name }

from the npeSsage-group-depth parameter of MS-bind-result (see 7.1.2, item h).

NOTE"~ The maximum number of group-name-parts which will be present in a message-group-name may bj

it by use of
e attribute-
bsult in the

e determined

11.2.34 Message-identifier

This general-attribute contains an MTS-identifier that distinguishes this message or probe from all other submitted
messages and probes, and delivered messages. It contains the message-submission-identifier or probe-submission-
identifier result of the Message-submission or Probe-submission abstract-operation, or the message-delivery-identifier
argument of the Message-delivery abstract-operation. It is generated by the MTS. See 8.2.1.1.2.1, 8.2.1.2.2.1, and

8.3.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-message-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MTSIdentifier,

EQUALITY MATCHING-RULE  mTSIdentifierMatch, -- rule not defined in 1988 Application Contexts --

NUMERATION single-valued,
ID id-att-message-identifier }
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11.2.35 Message-notes

This general-attribute, which is multi-valued, contains textual annotations specified by the MS-user. The meaning
attached to message-notes is of concern only to the MS-user. Support for this attribute implies that the MS-user shail be
able to create or amend it by means of the Modify abstract-operation and the Auto-modify auto-action.

NOTE - The attr

d

information conveyed by the MTS.

ms-message-notes ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX GeneralString (SIZE (1..ub-message-notes-length)),

EQUALITY MATCHING-RULE  mSStringMatch,
SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION multi-valued,
ID id-att-message-notes }

11.2.36 essage-origin-authentication-check

This general-attribute contains the message-origin-authentication-check argument of the Message-submigsion and
Message-defivery abstract-operations. It provides the recipient(s) of a message with a means of authenticating|its origin
and may be|generated by the originator of the message. See 8.2.1.1.1.29 of ITU-T Rec. X.411 | ISQ/IEC 1002114

mtimessage-origin-authentication-check ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck,
NUMERATION single-valued,

ID id-att-message-origin-authentication-chéek }

11.2.37 Message-security-label

This genergl-attribute contains the message-security-label argument of the Message-submission, Probe-supmission,
Message-dellivery, and Report-delivery abstract-operations. It comprise$< set of security attributes which may [include a
security-policy-identifier, a security-classification, a privacy-mark,.aid’/a set of security-categories. See 8.2.1{1.1.30 of

ITU-T Rec.[X.411 I ISO/IEC 10021-4.

mtfmessage-security-label ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageSectrityLabel,
NUMERATION single-valued,

ID id-att;message-security-label }

11.2.38 Message-submission-envelope

This generdl-attribute contains the envelgpe.component of the argument of the Message-submission abstract-¢peration.
See Figure P (Part 3) of ITU-T Rec. X.411'I ISO/IEC 10021-4.

mtfmessage-submission-envelope ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageSubmissionEnvelope,
NUMERATION single-valued,

ID id-att-message-submission-envelope }

11.2.39 Message-submission-time

This generdl-attribute indicates the time at which the MTS accepted responsibility for the message or probe. If contains
the messagq-submissi [ missi AV [ ission, or
the message-submission-time argument of Message-delivery. It is generated by the MTS. See 8.2.1.1.2.2 and 8.2.1.2.2.2
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-message-submission-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSubmissionTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-message-submission-time }

11.2.40 Message-token
This general-attribute contains the message-token argument of the Message-delivery abstract-operation. It is generated

by the originator of the message. See 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4. In submitted-message
entries, this information is contained in the per-recipient-message-submission-fields attribute.
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11.2.41

mt-message-token ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageToken,
NUMERATION single-valued,

11)) id_att_-meccaone-tokon
i 1g-att-message-toxen

1
J

MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS
as a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is

present i

11.2.42

This gen

MS-mes

by the M

Each col
MS-prof

11.2.43

This gen
submitte
argumer
See 8.2.

n the former case and absent in the latter. It is generated by the MS.

ms-originated ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
ID id-att-ms-originated }

MS-submission-error

S.

ms-submission-error ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SubmissionError,
NUMERATION single-valued,

ID id-att-ms-submission-error }

SubmissionError ::= CHOICE {

submission-control-violated [1] NULL,

originator-invalid [2] NULL,
recipient-improperly-specified [3] ImproperlySpecifiedRecipients,
element-of-service-not-subscribed [4] NULL,

inconsistent-request [11] NULL;

security-error [12] SecurityProblem,
unsupported-critical-function [13] NUEL,

remote-bind-error [15]. NULL,

service-error {27} ServiceErrorParameter,
message-group-error [30] MessageGroupErrorParameter,
ms-extension-error [31] MSExtensionErrorParameter,
entry-class-error [34] EntryClassErrorParameter }

e-submission abstract-operations. The tag numbers correspond to the remote error codes (see 8.3.1

Original-EITs

d, or specitied in the envelope of a submitted probe. It is generated from the original-encoded-infor,

1.1.33 of FI'U-T Rec. X.411 | ISO/IEC 10021-4.

mt-driginal-EITs ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MS-EIT,

eral-attribute may be present in entries of the Submission-log entry-class and indicates the error retfirned by the
bage-submission or MS-probe-submission abstract-operation that caused the creation of tije entry. It|is generated

mponent of submission-error cotresponds to one of the errors defined for the MS-message-sufmission and

ind 8.3.2).

eral-attribute, which-is multi-valued, identifies the encoded-information-types in the content of th¢ message as

(mation-types

t of the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstragt-operations.

11.2.44

e O AT I . A A TR EI N R LT b exa e g
LJUALITT VMIATUCITINO"RNULLL UUJCLIXUCllllllCl IvIdlIL,
NUMERATION multi-valued,

ID id-att-original-EITs }

Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-
operation, and is present if the message has been redirected. See 8.3.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
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mt-originally-intended-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | o0RNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
ID id-att-originally-intended-recipient-name }
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11.2.45 Originating-MTA-certificate

This general-attribute contains the originating-MTA-certificate result of the Message-submission abstract-operation. It is
generated by the MTA to which the message was submitted. See 8.2.1.1.2.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-originating-MTA-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatingMTA Certificate,
NUMERATION single-valued,
ID id-att-originating-MTA-certificate }

11.2.46 Originator-certificate

This general-attribute contains the originator-certificate argument of the Message-submission, Probe-submission, and
Message-delivery abstract-operations. It is generated by a trusted source (e.g. a certification-authority), and may be
supplied by the originator of the message. See 8.2.1.1.1.25 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mk-originator-certiﬁcate ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorCertificate,
NUMERATION single-valued,

ID id-att-originator-certificate }

11.2.47 (riginator-name

This genefal-attribute contains the originator-name argument of the Message-submission, Probe-submigsion, and
Message-delivery abstract-operations. See 8.2.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mit-originator-name ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,

EQUALITY MATCHING-RULE oRNameMatch,

OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},

NUMERATION single-valued,

ID id-att-originator-namnie }

11.2.48 OQriginator-report-request

This genefal-attribute, which is multi-valued, contains' the originator-report-request argument of the [ Message-
submission and Probe-submission abstract-operations. See 8.2.1.1.1.22 of ITU-T Rec. X.411 | ISO/IEC 10(21-4. The
ordering of the values of this attribute matches the\ordering of the values of the per-recipient-message-submispion-fields
attribute.

nit-originator-report-request ATTRIBUTE ::={

WITH ATTRIBUTE-SYNTAX OriginatorReportRequest,
NUMERATION multi-valued,

ID id-att-originator-report-request }

11.2.49 Originator-return-address

This genefal-attribute tontains the originator-return-address argument of the Message-submission and| Message-
delivery apstract-qperations; it indicates the postal-OR-address of the originator of the message. See 8.2.].1.1.21 of
ITU-T Re¢. X.41TFISO/IEC 10021-4.

=

t:originator-return-address ATTRIBUTE ::= {

~ WITH ATTRIBUTE-SYNTAX ___ OriginatorReturnAddress,
NUMERATION single-valued,

1D id-att-originator-return-address }

11.2.50 Other-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-delivery
abstract-operation. See 8.3.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-other-recipient-names ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION multi-valued,
ID id-att-other-recipient-names }
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Parent-sequence-number

This general-*attribute identifies the entry’s parent-entry. It is generated by the MS. It is always present in a child-entry
and is absent in a main-entry (see 6.3.4).

ms-parent-sequence-number ATTRIBUTE ::= {

11.2.52

WITH ATTRIBUTE-SYNTAX SequenceNumber,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,

ID id-att-parent-sequence-number }

Per-message-indicators

This oeneral attrlbute comprises various arguments of the Message @ubmlssmn and (tor the first two arouments) the

Probe-su

disclosure

ISO/IEC

mt-per-message-indicators ATTRIBUTE ::= {

AN Tk lad th Losl i Ls
HSSTOR—abstract \ll./uluuuuo rHeSe—Hhertae—tne u:bl./uq.,u COTTVETSTOTTPTOTIT LLcu THHerHee IDLLIIL

0021-4.

WITH ATTRIBUTE-SYNTAX PerMessagelndicators,
EQUALITY MATCHING-RULE  bitStringMatch,
NUMERATION single-valued,

ID id-att-per-message-indicators }

nt-allowed,

-of-other-recipients, and content-return-request arguments. See Figure 2 (Part 10) of ITU-T\Rpc. X.411 |

11.2.53 |Per-recipient-message-submission-fields
This gengral-attribute, which is multi-valued, contains the per-recipient-fields)component of the Message-jubmission-
envelope|See Figure 2 (Part 7) of ITU-T Rec. X.411 | ISO/IEC 10021-4.
mt-per-recipient-message-submission-fields ATTRIBUTE ::=4
WITH ATTRIBUTE-SYNTAX PerRecipientMessageSubmissionFields,
NUMERATION multi-valued,
ID id-att-per-recipient-message-submission-fields }
11.2.54 |Per-recipient-probe-submission-fields
This gengral-attribute, which is multi-valued, coftains the per-recipient-fields component of the Probe-$ubmission-
envelope| See Figure 2 (Part 8) of ITU-T Rec. X:4T1'1 | ISO/IEC 10021-4.
int-per-recipient-probe-submission-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientProbeSubmissionFields,
NUMERATION multi-valued,
ID id-att-per-recipient-probe-submission-fields }
11.2.55 |Per-recipient-report-delivery-fields
This gengral-attribute,swhich is multi-valued, contains the per-recipient-fields component of the Repdrt-delivery-
envelope| See Figure:Z (Part 9) of ITU-T Rec. X.411 | ISO/IEC 10021-4.
t-per-recipient-report-delivery-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields,
NUMERATION multi-valued,
ID id-att-per-recipient-report-delivery-fieids }
11.2.56 Priority

This general-attribute contains the priority argument of the Message-submission and Message-delivery abstract-
operations. If no value for the parameter is supplied in the Message-submission or Message-delivery abstract-operation
then the attribute is generated with the default value for priority. See 8.2.1.1.1.8 of ITU-T Rec. X.411 |

ISO/IEC

10021-4.

mt-priority ATTRIBUTE ::={

70

WITH ATTRIBUTE-SYNTAX Priority,
EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch, -- rule not defined in 1988 Application
NUMERATION single-valued,

ID id-att-priority }

ITU-T Rec. X.413 (1995 E)
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11.2.57 Probe-origin-authentication-check

This general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abstract-
operation. It provides any MTA through which the probe is transferred with a means of authenticating its origin. It may
be generated by the MS-user when originating the probe. See 8.2.1.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-probe-origin-authentication-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProbeOriginAuthenticationCheck,
NUMERATION single-valued,
ID id-att-probe-origin-authentication-check }

11.2.58 Probe-submission-envelope

This general-attribute contains the envelope component of the argument of the Probe-submission abstract-operation.
See Figure 2 (Part 3) of ITU-T Rec. X.411 I ISO/IEC 10021-4.

mtfprobe-submission-envelope AT TRIBOCTE =+
WITH ATTRIBUTE-SYNTAX ProbeSubmissionEnvelope,

NUMERATION single-valued,
ID id-att-probe-submission-envelope }

11.2.59 Proof-of-delivery-request

This genergl-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-opdration. It
may be gengrated by the originator of the message. In submitted-message entries, this information may be foynd in the
per-recipient-message-submission-fields attribute. See 8.2.1.1.1.32 of ITU-T Rec. X.41 INASO/IEC 10021-4.

mtiproof-of-delivery-request ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ProofOfDeliveryRequest,
EQUALITY MATCHING-RULE integerMatch, -- rule not defined in 1988 Application Contexts -}
NUMERATION single-valued,

ID id-att-proof-of-delivery-request }

11.2.60 Proof-of-submission

This generafl-attribute contains the proof-of-submission result of the Message-submission abstract-operation. Itf provides
the MS-us¢r with proof of submission of a message~to the MTS. See 8.2.1.1.2.4 of ITU-T Rec.|X411 |
ISO/IEC 10021-4.

mtiproof-of-submission ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ProofOfSubmission,
NUMERATION single-valued,

ID id-att-proof-of-submission }

11.2.61 Recipient-names

This generdl-attribute, which is-multi-valued, contains the recipient-name components specified in the per-tecipient-
fields comppnents of the Message-submission-envelope and Probe-submission-envelope. It is generated by the|MS. The
ordering of [the values of this attribute matches the ordering of the values of the per-recipient-message-submissjon-fields
(or per-recipient-probezsubimission-fields) attribute. See 8.2.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mstrecipient-names ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
. ¥ ] R ’ P

R HING-R pRName mentsiMVatch | oRN3
oRNameSingleElementMatch},
NUMERATION multi-valued,
ID id-att-recipient-names }

11.2.62 Recipient-reassignment-prohibited

This general-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submission abstract-operations. It indicates whether a message or probe submitted by the MS-user may be redirected to a
recipient-assigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt-recipient-reassignment-prohibited ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX RecipientReassignmentProhibited,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-att-recipient-reassignment-prohibited }
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11.2.63 Redirection-history

This general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) from the
Message-delivery or Report-delivery abstract-operations. In the latter case, the redirections concern the delivery report
itself rather than the report’s subject message. See 8.3.1.1.1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-redirection-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX Redirection,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch |
redirectionReasonMatch},

NUMERATION multi-valued,

ID id-att-redirection-history }

11.2.64 Report-delivery-envelope

This gengral-attribute contains the report-delivery-envelope component of the argument of the Report-delivery abstract-
operation. See Figure 2 (Part 9) of ITU-T Rec. X.411 I ISO/IEC 10021-4.

mt-report-delivery-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope,
NUMERATION single-valued,
ID id-att-report-delivery-envelope }

11.2.65 | Reporting-DL-name

This general-attribute contains the reporting-DL-name argument of the Repost=delivery abstract-operation.|It identifies
the DL that forwarded the report to the owner of the DL. See 8.3.1.2.1.4 of ITU-T Rec. X.411 [ ISO/IEC 100R1-4.

mt-reporting-DL-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportingDLName;
EQUALITY MATCHING-RULE oRNameMatch,- rule not defined in 1988 Application Contekts --
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingl¢ElementMatch},
NUMERATION single-valued,
ID id-att-reporting-DL-name }

11.2.66 | Reporting-MTA-certificate

This general-attribute contains the repouting-MTA-certificate argument of the Report-delivery abstract-pperation. It
contains|the certificate of the MTA that.génerated the report. See 8.3.1.2.1.12 of ITU-T Rec. X.411 I ISO/IEC 10021-4.

mt-reporting-MTA-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE:SYNTAX ReportingMTA Certificate,
NUMERATION single-valued,
1D id-att-reporting-MTA-certificate }

11.2.67 | Report-origin-authentication-check

This geheral<attribute contains the report-origin-authentication-check argument of the Report-delivgry abstract-
operatiof, dr provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ITU-T Rec. X.411 |
ISO/IEA40021-4.

mt-report-origin-authentication-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportOriginAuthenticationCheck,
NUMERATION single-valued,
ID id-att-report-origin-authentication-check }

11.2.68 Retrieval-status

This general-attribute indicates the retrieval-status of an entry (see 6.3.8). If the Modify abstract-operation is available,
the MS-user shall be able to amend the attribute, provided that its existing value is listed and the replacement value is
processed. The attribute is not subject to modification by means of the Auto-modify auto-action. In an entry of the
Message-log entry-class, the attribute reflects the retrieval-status of the corresponding Stored-message entry. In an entry
of the Auto-action-log entry-class, the attribute indicates the retrieval-status of the entry itself (not that of the auto-
action-subject-entry). The attribute is created and maintained by the MS.

72 ITU-T Rec. X.413 (1995 E)


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ms

ISO/IEC 10021-5 :

-retrieval-status ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX RetrievalStatus,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,

ID id-att-retrieval-status }

11.2.69 Security-classification

1996 (E)

This general-attribute comprises the security-classification component of the message-security-label. It is defined as a
separate attribute to allow its use in the Summarize abstract-operation. See 8.5.9 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt

-security-classification ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SecurityClassification,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,

ID id-att-security-classification }

11.2.70 SLquence-number
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l-attribute identifies the entry containing the attribute. It is allocated by the MS when/the entry

-sequence-number ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,

ID id-att-sequence-number }

lative to its creation-time. An entry becomes subject tg\deletion by the Auto-delete auto-action
od expires (see 13.4). An MS that supports this general-attribute shall support its creation and amer
abstract-operation and the Auto-modify auto-actions.it'shall also support the storage-time general-a|
Reneral-attribute is semantically related. A givencyvalue of the storage-period attribute is equal to th
bnding storage-time minus the creation-time, expressed in seconds. The creation, modification, or d
-period general-attribute is reflected in thevereation, modification, or deletion of the storage-tim
. the semantic link between the two is always preserved.

-storage-period ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX StoragePeriod,
EQUALITY MATCHING-RULE," integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,

NUMERATION single-valued,
ID id-att-storage-period }
ragePeriod ::= INTEGER -- seconds --

OTE — This attribute is intended for use with the Auto-modify auto-action, to enable the MS-user to add a st
ed period aft€t.entry creation to selected entries. This is not possible using storage-time directly as that attriby
me.
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Lattribute indicates the date and time at which the MS user-estimates-that Sturagc for-the Cnt.}' will

no longer

be required. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-time is reached
(see 13.4). An MS that supports this general-attribute shall support its creation and amendment by the Modify abstract-
operation and the Auto-modify auto-action; it shall also support the storage-period general-attribute to which this
general-attribute is semantically related. The creation, modification, or deletion of the storage-time general-attribute is
reflected in the creation, modification, or deletion of the storage-period general-attribute; i.e. the semantic link between
the two is always preserved.

ms-storage-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX StorageTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,

ID id-att-storage-time }

StorageTime ::= UTCTime
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Subject-submission-identifier

This general-attribute contains the subject-submission-identifier argument of the Report-delivery abstract-operation. It
indicates the message-submission-identifier or the probe-submission-identifier of the subject of the report.

See 8.3.1.

2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-subject-submission-identifier ATTRIBUTE ::= {

11.2.74

WITH ATTRIBUTE-SYNTAX SubjectSubmissionldentifier,

EQUALITY MATCHING-RULE  mTSIdentifierMatch, -- rule not defined in 1988 Application Contexts --

NUMERATION single-valued,
ID id-att-subject-submission-identifier }

This-recipient-name

This general-attribute contains the this-recipient-name argument of the Message-delivery abstract-operation, and

identifies

11.2.75

1 AAQ el o Tite SHE TR N e BP0l da ol dh dlla allh 0 AVAV RN (<VaV.ialallFaVale X BV
MCIVIO=USCT. OCT 0. 0. T.T.T. J UI'TT U T INCU AT TT TITOUNL U TUUZT=5.

mit-this-recipient-name ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,

EQUALITY MATCHING-RULE oRNameMatch,

OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},

NUMERATION single-valued,

ID id-att-this-recipient-name }

Trace-information

This gengral-attribute, which is multi-valued, documents the actions taken ofi-the message (or probe or rep

MD throu

the Repo:[—de]ivery—envelope. See 12.2.1.1.1.3 of ITU-T Rec. X.411 | ISOAEC 10021-4.

11.3

t-trace-information ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX TracelnformationElement,
NUMERATION multi-valued,
ID id-att-trace-information }

The Attribute-table information object set

The Attribute-table information object set is used as a constraining set in this Service Definition where rela
the ATTRIBUTE information object class aresreferenced in the MS abstract-syntax. It comprises two object

The Gen
defined 1

AttributeTable ATTRIBUTE «:={
GeneralAttributes | ContentSpecificAttributes }

bral-attributes information object set contains the general-attributes defined in this Service Def
h Annex C. An MSrmplementation is not constrained to support only those general-attributes pr

General-gttributes objecttsef:

The Con
given co

ent-specific-attributes information object set is an empty, extensible set. Where an MS offers s
tent-type,—the attribute-types associated with that content-type shall be regarded as objects poj

Content-gdpecificzattributes object set.
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Generation of the general-attributes

This subclause describes how the general-attributes are generated. The information is summarized in Table 4; definitive
attribute descriptions are given in 11.2. For a description of the classifications used see 5.3.

11.5

Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages
present in the MS at the time the subscription was changed. The handling of attributes for which subscription has been
cancelled is a local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this
attribute for messages present in the MS at the time the subscription was changed.

74
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Table 4 — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by

AC-correlated-report-list M - MS A value is generated for each originally specified
recipient, identifying the per-recipient-report-
delivery-fields which have been correlated with
that recipient.

AC-report-summary M - MS The initial values are the values of originator-
report-request. They are updated as reports are
received. One value is generated for each originally
specified recipient.

AC-uncorreffated- Y = MS A value is generated Tor each per-recipientjreport-

report-list delivery-fields which cannot be correlatéd with an
originally specified recipient.

Auto-actionterror S - MS The attribute-value is the value.of the errof
generated as the result of auto-action processing.

Auto-actiontregistration- S - MS The attribute-value is the registration-identifier of a

identifier registered auto-action.executed by the MS

Auto-actiontsubject S - MS The attribute-value is\the sequence-number of an
entry to which atitoraction processing was ppplied.

Auto-actiorf-type S - MS The attribute*valte is the type of a registergd auto-
action exécuted by the MS.

Child-sequgnce-numbers M - MS A valugis generated for each child-entry belonging
to a’parent-entry.

Content S content Ms, The attribute-value in the delivered or submitted

Md message entry is the value of the source parameter.
returned-content Rd The attribute-value in the returned-content|child-
entry of the delivered-report entry is the vglue of
the source parameter.
Content-confidentiality- S content- Ms, The attribute-value is the value of the sour¢e
algorithm-idlentifier confidentiality- Md parameter.
algorithm-identifiex
Content-cofrelator S content-correlator Ms, Ps, | The attribute-value is the value of the sourge
Rd parameter.
Content-iddntificr S contenttidentifier Ms, Ps, The attribute-value is the value of the sourge
Md, Rd parameter.

Content-intpgrity-check S Centent-integrity- Md The attribute-value is the value of the sour¢e

check parameter.

Content-lenjgth S - MS The (approximate) size of the content in odtets.

content-length Ps The attribute-value is the value of the sour¢e
parameter.

Content-rethrned S - MS The value is set to true if returned-content |s
present in a Report-delivery and to false if jnot
present.

Content-tyfle S content-type Ms, Ps, If represented by Object Identifier, the valye of the

Md, Rd source parameter. If represented by Integer,
converted to the corresponding Object Identifier.

Conversion-with-loss- S conversion-with-loss- Ms, Ps, The attribute-value is the value of the source

prohibited prohibited Md parameter.

Converted-EITs M converted-encoded- Md A corresponding value is generated from each bit

information-types that is set to | in the built-in-encoded-information-
types component of, and from each extended-
encoded-information-type present in the converted-
encoded-information-types parameter.

Creation-time - MS The time of creation of the entry.

Deferred-delivery- - MS The time at which the Cancel-deferred-delivery

cancellation-time abstract-operation was performed.

Deferred-delivery-time S deferred-delivery- Ms The attribute-value is the value of the source

time

parameter.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by
Deletion-time S - MS Generated when the entry to which this Message-
log entry corresponds is deleted.
Delivered-EITs M converted-encoded- MS Converted-EITs if converted-encoded-information-
information-types, if types is present; Original-EITs otherwise.

present; original-

encoded-information-

types otherwise

Delivery-tlags S delivery-flags Md The attribute-value is the value of the spurce
parameter. If there are no delivery-flagp in the Md,
generate a default value with noflags set.

DL-exppnsion-history M dl-expansion-history Md A corresponding value is génerated from each
component of the SEQUENCE.

originator-and-dl- Rd A corresponding value is generated from each

expansion-history component of the SEQUENCE.

DL-exppnsion-prohibited S dl-expansion- Ms, The attribute-value is the value of the gource

prohibited Ps parameter,

Entry-type S Md Argument MS The valde is "delivered-message".

Rd Argument MS Thevvalue is "delivered-report". If a rethrned-
¢ontent is present, a child-entry which fontains the
returned-content is created and given ah entry-type
of "returned-content".

Ms Argument MS The value is "submitted-message".

Ps Argument MS The value is "submitted-probe”

Ms Argument MS The value is "draft-message”

MS The value is "auto-action-event"

Internalttrace- M internal-tracez Md A corresponding value is generated from each

informdtion information Rd component of the SEQUENCE.

Latest-delivery-time S latest=delivery- Ms The attribute-value is the value of the qource

time parameter.

Markedtfor-deletion S Modify Argument, Mod, Generated by the Modify abstract-opergtion or the

Auto-modify Amod Auto-modify auto-action.

Argument

Messagp-delivery- S MessageDelivery Md The attribute-value is the value of the ource

envelofe Envelope parameter.

Messagp-delivery-time S message-delivery- Md The attribute-value is the value of the ource

time parameter.

Message-group-name M Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-identifier S message-submission- Ms, The attribute-value is the value of the Jource

identifier, parameter.

probe-submission- Ps,

identifier,

message-delivery- Md

identifier

Message-notes M Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-origin- S message-origin- Ms, The attribute-value is the value of the source

authentication-check authentication-check Md parameter.

Message-security-label S message-security- Ms, Ps, The attribute-value is the value of the source

label Md, Rd parameter.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by
Message-submission- S Message-Submission- Ms The attribute-value is the value of the source
envelope Envelope parameter.
Message-submission-time S message-submission- Ms, The attribute-value is the value of the source
time, Md parameter.
probe-submission- Ps The attribute-value is the value of the source
time parameter.
Message-tgkem S TTESSage-Token ™Md I'he attribute-value 1s the value of the soufce
parameter.
MS-origingted S - MS Set true if the MS originated thispmessage]in auto-
action processing.
MS-submigsion-error S MS-message- MS Generated from the ERROR réturned by the MS-
submission error, message-submission or-MS;probe-submis$ion
MS-probe- abstract-operations.
submission error
Original-E|Ts M original-encoded- Ms, Ps, A corresponding value is generated from gach bit
information-types Md, Rd that is set to.;\prthe built-in-encoded-infofmation-
types component of, and from each extended-
encoded-information-type present in the ofiginal-
encoded-information-types parameter.
Originally4intended- S originally-intended- Md Theyattribute-value is the value of the source
recipient-nime recipient-name parameter.
Originating-MTA- S originating-mta- Ms The attribute-value is the value of the source
certificate certificate parameter
Originator-certificate S originator-certificate MsyPs, [ The attribute-value is the value of the sourice
Md parameter.
Originatorqname S originator-name Ms, Ps, The attribute-value is the value of the source
Md parameter.
Originator-feport-request M originator-repQrf- Ms. The attribute-value is the value of the source
request Ps parameter
Originator-feturn-address S originatorreturn- Ms, The attribute-value is the value of the source
addres$ Md parameter
Other-recifient-names M Other-recipient-names Md A corresponding value is generated from gach
component of the SEQUENCE.
Parent-seqyence-number S - MS When creating a child-entry. this attribute fs
generated with the corresponding parent-eptry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the value of the sourfe
indicators Ps parameter. If absent from Ms or Ps, generdte a
zeroed bit string by default.
Per-recipieft-meSsage- M PerRecipientMessage Ms The attribute-value is the value of the sourfe
submissionttields SubmissionFields parameter
Per-recipieirt=probe- Y| PerRecipientProbe PS I'he attribute-value 1s the value of the source
submission-fields SubmissionFields parameter
Per-recipient-report- M per-recipient-fields Rd A corresponding value is generated from each
delivery-fields component of the SEQUENCE.
Priority S priority Ms, The attribute-value is the value of the source
Md parameter.
Probe-origin- S probe-origin- Ps The attribute-value is the value of the source
authentication-check authentication-check parameter.
Probe-submission- S ProbeSubmission- Ps The attribute-value is the value of the source
envelope Envelope parameter
Proof-of-delivery-request S proof-of-delivery- Md The attribute-value is the value of the source

request

parameter.
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Table 4 (concluded) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Gencration rules
valued by
Proof-of-submission S proot-of- Ms The attribute-value is the value of the source
submission parameter
Recipient-names M recipient-name Ms, The attribute-value is the value of the source
Ps parameter
Recipient-reassignment- S recipient- Ms, The attribute-value is the value of the source
prohibited reassignment- Ps parameter
prohibited
Redirection-history M redirection-history Md, A corresponding value is generated from each
Rd component of the SEQUENCE.
Report-d¢livery-envelope S ReportDelivery Rd The attribute-value 1s the value of-the)ysopree
Envelope parameter.
Reporting-DL-name S reporting-dl-name Rd The attribute-value is the vafug)of the sofirce
parameter.
Reporting-MTA- S reporting-MTA- Rd The attribute-value is(thealue of the sofirce
certificat certificate parameter.
Report-ofigin- S report-origin- Rd The attribute-yalue 1s the value of the sofirce
authenticption-check authentication-check parameter.
Retrieval}status S - MS Generated\when the entry is created; given the
valug~new".
Security-flassification S security-classification Md, The attribute-value is the value of the soprce
Rd parameter.
Storage-geriod S Modify Argument, Mod, Generated by the Modify abstract-operafion or the
Auto-modify Amod Auto-modify auto-action. Storage-time if generated
Argument at the same time.
Storage-tfme S Modify Argument, Mod. Generated by the Modify abstract-operafion or the
Auto-modify Amod Auto—mogh{fy fllut?—acthn. Storage-periodi is
Argument generated at the same time.
Sequencg-number S - MS When creating an entry, the MS assigns ja unique
value for this attribute in ascending ordefr.
Subject-qubmission- S subject-submission- Rd The attribute-value is the value of the source
identifie identifier parameter.
This-recipient-name S this-fecipient-name Md The attribute-value is the value of the source
parameter.
Trace-information M trace-information Md A corresponding value is generated fronp each
Rd component of the SEQUENCE.

11.6 General-attribute-types subject to modification

Of the geneéral-attribute-types, only those listed below are subject to modification by the Modify abstract-opgration, and,
except for retrieval-status, by the Auto-modify auto-action. With the exception of retrieval-status, where an MS supports
one of these attributes, it shall support its modification by the Modify abstract-operation.

a) Marked-for-deletion
b) Message-group-name
¢) Message-notes

d) Retrieval-status

e) Storage-period

f)  Storage-time

Details of content-specitic attributes that are subject to modification are given in the Specification which defines the
content-type concerned.
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12 General matching-rules
The general-matching-rules may be applied to the attributes of an entry of any content-type. Other matching-rules,

which are content-specific, are defined in the relevant Specification. Some of the rules are based on matching- rules
defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6. The MATCHING-RULE
information object class used in this Service Definition is described in 6.3.9.3.

12.1 MS-string syntax

The attribute-syntax of some attribute-types allows the same information to be represented in different forms:

— as either a Numeric String or Printable String;

— | aseither a Printable String or Teletex String.

For the stapdard attributes of OR-address, these alternative forms of representation are listed in/Table 9 ¢f ITU-T
Rec. X.402 |l ISO/IEC 10021-2. It is convenient to define an ASN.1 syntax for specifying these “optional [forms in

MSString { INTEGER : maxSize } ::= CHOICE {

printable PrintableString (SIZE (1..maxSize)),
teletex TeletexString (SIZE (1..maxSize)),
general GeneralString (SIZE (1..maxSize)),
universal UniversalString (SIZE (1..maxSize)))
bmp BMPString (SIZE (1..maxSize}).}

When the MS- trmo type is used as the assertion-syntax in a mar(‘hmo -rule-assertion, the choice of stri ingl types is
confined to fhat epresented in the attribute-syntax of the attribute under test.

Constraints [on the set of Universal String characters thatymay be present in an MS-string will be laid [down in
Specificatiops which define attribute-types with an attribute-syntax of Universal String. No such attribute-fypes are
defined in this Service Definition.

12.2 String matching-rules

In the matching-rules specified in 12.2.1.t0'12.2.9, the following spaces are not regarded as significant:
—| leading spaces (i,e~those preceding the first printing character);
—| trailing spaces (i-e. those following the last printing character);

—| multiple'consecutive internal spaces (these are taken as equivalent to a single space character).

In the matc
not present Lin
space.

1ng ~rules to which these apply, the strmgs to be matched shall be matched as if the 1n51gn1hcant spc ces were
2 ) : gnificant

The following rules also apply:

— the Non-spacing underline graphic character shall be considered insignificant, as shall all control
functions except Space and those used for code extension procedures;

- the choice between different encodings of the same character shall be considered insignificant.

Where the strings being matched are of different ASN.1 character string types (e.g. a presented Printable String and a
stored Teletex String), the comparison proceeds as normal so long as the corresponding characters are in both character
sets; the comparison is based on the equivalence of the characters and the choice of encoding is ignored. Otherwise
matching fails.
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12.2.1  MS-string-match

The MS-string-match compares for equality a presented string with attribute-values of type MS-string without regard to
the case (upper or lower) of the strings (e.g. "Dundee" and "DUNDEE" match).

NOTE - In some languages, the concept of distinct upper-case and lower-case letters does not exist.

mSStringMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-msstring-match }

The rule returns true if, and only if, the strings have the same number of characters and corresponding characters are
identical (except that the case shall be ignored). Where the attribute-type allows the choice between different ASN.1
character string types, the comparison is based on the equivalence of the characters and the choice of encoding is
ignored.

12.2.2 | MS-string-ordering-match

The MS$-string-ordering-match compares the collation order of a presented string with attribute-vajues of type
MS-stripg without regard to the case (upper or lower) of the strings.

mSStringOrderingMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-msstring-ordering-match }

The rulg returns true if, and only if, some value of the attribute is 'less' or appears earlier than the presented value, when
the strirfgs are compared using the normal collation order for their syntax\after lower-case letters in both| strings have
been replaced by their upper-case equivalents.

NOTES

1 For example, the rule returns frue where a presentéd\value of "Falkirk" is compared with an attribute fcontaining the
values "(ilasgow" and "Edinburgh", since the value "Edinburgh" is¥lgss than' the presented value.

2 The definition of normal collation order may®ethe subject of National Decision.

12.2.3 | MS-substrings-match

The M$§-substrings-match determines whether a presented value is a substring of some value of an attrjbute of type
MS-stripg without regard to the case (upper or lower) of the strings.

mSSubstringsMatch MATCHING-RULE ::= {
SYNTAX  SubstringAssertion
ID id-mryms-substrings-match }

SubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] MSString {ub-msstring-match},
any [1] MSString {ub-msstring-match},
final [2] MSString {ub-msstring-match} }

~~.at most one initial and one final component --

For a substring value to match, the specified substrings must appear in the asserted order. The substrings shall be non-
overlapping, and may (but need not) be separated from the ends of the attribute-value and from one another by zero or
more string elements.

If initial is present, the substring shall match the initial string of the value; if final is present, the substring shall match
the final substring of the value; if any is present, the substring shall match any substring in the value. Each substring is
matched according to the MS-string-match rule.

For a component of substring-assertion to match a portion of the attribute-value, corresponding characters must be
identical, except in regard to case. Where the attribute-type allows the choice between different ASN.1 character string
types, the comparison is based on the equivalence of the characters and the choice of encoding is ignored.

NOTE - For example, the rule returns true where a presented value containing initial "mes", any "age" and final "ore" is
compared with an attribute containing the value "Message Store".
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12.2.4  MS-single-substring-match

The MS-single-substring-match determines whether a presented string is a single substring of some value of an
attribute of type MS-string without regard to the case (upper or lower) of the strings.

mSSingleSubstringMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-ms-single-substring-match }

The rule is identical to the MS-substrings-match rule, except that the presented value is treated as the sole any
component of the substring-assertion; the initial and final components are absent.

NOTE - For example, the rule returns true when a presented value of "Age" is compared with an attribute containing the
value "Message Store".

12.2.5  MS-string-case-sensitive-match

The MS-s{ring-case-sensitive-match compares for equality a presented string with attribute-values of type\Mf-string.

mSStringCaseSensitiveMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-msstring-case-sensitive-match }

The rule i identical to the MS-string-match rule except that case is not ignored.

INOTE - For example, the rule returns true for a presented value of "CaSe" if and anly if that value is compdred with an
attribute coptaining the value "CaSe".

12.2.6  MS-string-list-match

The MS-dtring-list-match compares for equality a presented sequenceyof strings with attribute-values |which are
sequences|of MS-string without regard to the case (upper or lower) of the strings.

n|SStringListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-msstring-list-match }

The rule rg¢turns true if, and only if, the number of stringsin each is the same, and corresponding strings match using the
MS-stringtmatch matching-rule.
NOTE - For example, the rule returns true* when a presented value of "ms projects+milestones+announgements” is

compared With an attribute containing the value 'MS Projects+Milestones+Announcements” (where "+" separates the s{rings in the
sequence).

12.2.7  MS-string-list-elements-match

The MS-dtring-list-elements-match determines whether a presented sequence of strings is a leading sulpset of the
sequence ¢f strings present in\some value of an attribute containing sequences of MS-string without regard fo the case
(upper or lower) of the strings:

mSStringListElementsMatch MATCHING-RULE ::= {
SYNTAX) SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-msstring-list-elements-match }

The rule |s\idéntical to the MS-string-list-match rule except that strings are matched in the order presempted in the
sequence (beginning with the first string in each sequence), and the rule returns true when all strings in the presented
sequence match (i.e. the number of strings in the presented sequence shall be less than or equal to the number of strings
in the stored value).

NOTE - For example, the rule returns true when a presented value of "ms projects+milestones” is compared with an

attribute containing the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

12.2.8  MS-single-substring-list-match

The MS-single-substring-list-match determines whether each string in a presented sequence is a single substring of
each corresponding string in a sequence that constitutes some value of an attribute containing sequences of MS-string,
without regard to the case (upper or lower) of the strings.

mSSingleSubstringListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-ms-single-substring-list-match }
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The rule returns rrue if, and only if. the number of strings in each is the same, and corresponding strings match using the
MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projects+miles+ounce” is compared with an
attribute containing the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

12.2.9  MS-single-substring-list-elements-match

The MS-single-substring-list-elements-match determines whether a presented sequence of single substrings is a subset
of the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the
case (upper or lower) of the strings.

mSSingleSubstringListElementsMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-ms-single-substring-list-elements-match }

The rule {s identical to the MS-single-substring-list-match rule except that strings are matched in the ordéi~gresented in
the sequepce (beginning with the first string in each sequence), and the rule returns true when all strings,it the presented
sequence Jmatch (i.e. the number of strings in the presented sequence shall be less than or equal to thesxnumbgr of strings
in the stofed value).

NOTE - For example. the rule returns true when a presented value of "ms+stones” is comparéd with an attribufe containing
the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequenge):

12.3 Syntax-based matching-rules

This Seryice Definition makes use of the following syntax-based matching-rules defined in ITU-T R¢c. X.501 |
ISO/IEC P594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6: Bit String MateH, Object Identifier Match, Distinguished
Name Match, Boolean Match, Integer Match, Integer Ordering Match,(Octet String Match, UTC Time Match, UTC
Time Ordering Match, and Presentation Address Match. In addition toxthese a Value-count matching-rule is defined.

NOTE 1| — The Integer Match rule defined in ITU-T Rec. X520 | ISO/IEC 9594-6 is also applied here tof Enumerated
types.

The value-count-match determines whether the numberZof values present in an attribute of an entry is|equal to a
presented| Integer.

YalueCountMatch MATCHING-RULE ::=5+{
SYNTAX INTEGER (1..ub-attribute-values)
ID id-mr-value-count-mateh }

The rule feturns true it, and only if, the\pominated attribute contains a number of values equal to the presentegl Integer.

NOTE 2 - This rule could be used in a filter that selects entries which belong to a given message-group to iflentify those
entries whjch belong only to that message-group.

124 Matching-rules for complex Message Store attributes

The components. 6f an OR-address are defined in clause 18 of ITU-T Rec. X.402 | ISO/IEC 10021-2 gs standard
attributg types“and domain defined attribute types (but are not formally defined as instances of the A TRIBUTE
informatipn/object class). Many standard attribute types are complex data-types (e.g. personal-name) and arg not always
suitable forsmatching as complete units. For this reason, the standard attribute types are broken into thefir primitive
components which are referred to as OR-address elements in this Service Definition.

NOTE - Thus the standard attribute type personal-name comprises the four OR-address elements surname, given-name,
initials, and generation-qualifier.

12.4.1 OR-address-match

The OR-address-match rule compares for equality a presented value with attribute-values of type OR-address.
oRAddressMatch MATCHING-RULE ::= {
SYNTAX ORAddress

ID id-mr-oraddress-match }

The rule returns frue if the presented value and at least one value of the stored attribute both contain the same number of
OR-address elements of the same type, and corresponding elements match. Otherwise matching fails.
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Matching of elements is performed according to the following rules, which reflect the rules for Attribute List
Equivalence defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

a) All elements are matched using the MS-string-match rule, except for:
1) Terminal-type, which is matched using Integer Match.

2) The extended form of network-address. The E163-4-address alternative is matched using the
MS string-list-match rule. The PSAP-address alternative is matched using the Presentation Address
Match.

b)  Where the value of an element may be a Numeric String or an equivalent Printable String, either form of
presented value shall match either form of stored value.

NOTE 1 - For administration-domain-name, private-domain-name, and postal-code the same numeric value
may be represented as either a Numeric or Printable String.

c) The equivalence rule between the X.121 and ISO 3166 forms of the country-name element slllall apply
(see ITU-T Rec. X.402 | ISO/IEC 10021-2).

NOTE 2 - As a local matter, where X.121 allocates more than one number to a country, these may be regarded
as equivalent.

d] Where the value of an element may be a Printable String or an equivalent Teletex String, or b¢th, either
form of presented value shall match either form of stored value. Where both forms are present (in the
presented value, or stored value, or both) then matching of the element succeeds if the matching pf at least
one form succeeds.

NOTE 3 - For example. the organization-name element may_-be” present as a built-in-standayd-attribute
(a Printable String), or as an extension-attribute (a Teletex String), or as”both. Similarly, the common-name element
may be present as either, or both, of two extension-attributes: €¢9mmon-name (a Printable String), apd teletex-
common-name (a Teletex String).

e] The type and value components of a domain-definéd-attribute element may be a Printable Stfing or an
equivalent Teletex String value pair; either form of presented value pair shall match either form| of stored
value pair.

f) The order of elements is not significant, except for the elements derived from organizational-urjit-names,
which must appear in the same order in-the presented value and stored value.

NOTE 4 — As a local matter, where an MS-has specific knowledge of certain domain-defined-attributes, it pay apply
additional rdles which attach significance to the puhctuation characters, the case of letters, or the relative order of thoge domain-
defined-attriputes.

NOTE 5 — An MD may impose additional rules for matching based on local equivalence rules upon the attributeg it assigns
to its own users and DLs. The MS may utilize' local information about the equivalence of attribute-values or combinations qf values to
determine whether a supplied OR-address unambiguously identifies a stored OR-address.

12.4.2 QR-address-eleménts-match

The OR-address-elements-match rule determines whether a presented value is a subset of the elements presenjt in some
value of anfattribute 0ftype OR-address.

oRAddressElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-elements-match }

The rule returns true if, and only if, at least one value of the attribute includes those elements which comprise the
presented value, and the values of the presented elements match those of the corresponding elements in the stored value.
Matching of elements is performed according to the rules defined for the OR-address-match rule.

NOTE 1 — Care should be taken when constructing a complex filter. Where a filter consists of two filter-items, each
containing a subset of OR-address elements, and the and operator (e.g. "C=xx and O=zz") each filter-item might match on different
attribute-values. Consequently an entry could be selected even where no single attribute-value contains both elements; this occurs if
one attribute-value contains C=xx and another O=zz. This is avoided if both elements are presented in the same OR-address-elements-
match.

For the complex components (personal-name, organizational-unit-names, domain-defined-attributes, and the extended
form of network-address) only those elements presented are considered.

NOTE 2 ~ This allows a match to proceed on a part of a complex component, e.g. "PersonalName.surname=Maruba".
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12.4.3 OR-address-substring-elements-match

The OR-address-substring-elements-match rule determines whether a presented value is a subset of the elements
present in some value of an attribute of type OR-address, where each presented string value is a substring of the
corresponding stored value.

oRAddressSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-substring-elements-match }

This rule is identical to the OR-address-elements-match rule except that for those elements which are matched using the
MS-string-match rule, the MS-single-substring-match rule is applied.

NOTE - For example, the rule returns rue when a presented value of "OrganizationName=rc",
"PersonalName.surname=arthur" is compared with an attribute which includes the value "OrganizationName=RCC",
"PersonalName.surname=McArthur".

12.4.4 | OR-name-match
The OR{name-match rule compares for equality a presented value with attribute-values of type QR-name.

oRNameMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-match }

The rulef returns true if, and only if, the presented value and at least one value Qf the attribute contains gn OR-name
which mptches according to the following rules:

a) If the presented OR-name contains only an OR-address, theésrale matches if the presented value matches
an OR-address in the stored value according to the OR-addsess-match rule.

b) If the presented OR-name contains only a directory<narne, the rule matches if the presented vjilue matches
a directory-name in the stored value according to the Distinguished Name Match rule.

c) If the presented OR-name contains both an OR-address and a directory-name, the rule matchgs if either of
the rules described above matches.

Otherwige matching fails.

NOTE — It will not always be possible for’the MS to perform a Distinguished Name Match, where the directory-name

contains 4n attribute-value whose type is unknowntp the MS.

12.4.5 | OR-name-elements-match

The ORFname-elements-match rule determines whether a presented value is a subset of the elements prepent in some
value oflan attribute of type OR=name.

oRNameElementsMatch MATCHING-RULE ::= {
SYNTAX &~ ORName
ID id-mr-orname-elements-match }

The rulq returns. frue if, and only if, at least one value of the attribute includes those elements which ¢omprise the
presentef] Value, and the values of the presented elements match those of the corresponding elements in the gtored value.

This rule is identical to the OR-name-match rule except that the OR-address-elements-match rule is used instead of the
OR-address-match rule.

NOTE - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-

distinguished-names which appear in the presented value are required to match.

12.4.6 OR-name-substring-elements-match

The OR-name-substring-elements-match rule determines whether a presented value is a subset of the elements present
in some value of an attribute of type OR-name, where each presented string value is a substring of the corresponding
stored value.

oRNameSubstringElementsMatch MATCHING-RULE ::= {

SYNTAX ORName
ID id-mr-orname-substring-elements-match }
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This rule is identical to the OR-name-elements-match rule except that for those elements which are matched using the
MS-string-match rule, the MS-single-substring-match rule is applied.

NOTE - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-
distinguished-names which appear in the presented value are required to match as substrings of the stored value.

12.4.7  OR-name-single-element-match

The OR-name-single-element-match rule determines whether a presented string and some OR-address element present
in the OR-address component of some value of an attribute of type OR-name match for equality.

oRNameSingleElementMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-orname-single-element-match }

The rule returns frue if, and only if, the stored OR-name contains an OR-address component in which at least one
OR-addres{ efement matches the presented value according to the MS-string-match rule. The terminal-type and extended
torm of netpork address elements are not considered when evaluating the OR-name-single-element-match(ute

12.4.8  Rledirection-or-DL-expansion-match

The Redirgction-or-DL-expansion-match rule compares for equality a presented value with the OR-address-and-
optional-difectory-name component of attribute-values of type Redirection-history or DL-expans$ion-history.

r

(s

directionOrDLExpansionMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-expansion-match }

The rule refurns true if, and only if, the presented value and at least one value.of the attribute contains an OR-address-
and-optiondl-directory-name which matches according to the OR-name-match rule.

12.49  Redirection-or-DL-expansion-elements-match

The Redirgction-or-DL-expansion-elements-match rule detershines whether a presented value is a subdet of the
elements pfesent in the OR-address-and-optional-directory=name component of some value of an attributp of type
Redirectionf-history or DL-expansion-history.

redirectionOrDLExpansionElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-éxpansion-elements-match }

The rule refurns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-
and-optiongl-directory-name which matches according to the OR-name-elements-match rule.

12.4.10 Rledirection-or-DL-expansion-substring-elements-match

The Redir¢ction-or-DL-expansion-substring-elements-match rule determines whether a presented value of element
substrings s a matchingsubset of the elements present in the OR-address-and-optional-directory-name component of
some valuelof an attribute of type Redirection-history or DL-expansion-history.

redirectionOrDLExpansionSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName

[ID-"  jd-mr-redirection-or-dl-expansion-substring.clements-match-}
J

This rule is identical to the Redirection-or-DL-expansion-elements-match rule except that for those elements which are
matched using the MS-string-match rule, the MS-single-substring-match rule is applied.

12.4.11 Redirection-reason-match

The Redirection-reason-match rule compares for equality a presented value with the Redirection-reason component of
attribute-values of type Redirection-history.

redirectionReasonMatch MATCHING-RULE ::= {
SYNTAX RedirectionReason
ID id-mr-redirection-reason-match }

The rule returns true if, and only if, the presented value matches the redirection-reason component of at least one value
of the attribute according to the Integer Match rule.
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12.4.12 MTS-identifier-match

The MTS-identifier-match rule compares for equality a presented value with attribute-values of type MTS-identifier.

mTSIdentifierMatch MATCHING-RULE ::= {
SYNTAX MTSIdentifier
ID id-mr-mts-identifier-match }

Each element of MTS-identifier (country-name, administration-domain-name, private-domain-identifier, and local-
identifier) is matched using the MS-string-match rule. The rule returns rrue if, and only if, at least one value of the
attribute contains elements which match those of the presented value. The equivalence rule between the X.121 and
ISO 3166 torms of the country-name element may be applied (see ITU-T Rec. X.402 | ISO/IEC 10021-2).

12.4.13 Content-correlator-match

The Content-correlator-match rule compares for equality the presented value with attribute-values of type content-
correlator

dontentCorrelatorMatch MATCHING-RULE ::= {
SYNTAX ContentCorrelator
ID id-mr-content-correlator-match }

If the prasented and stored values are encoded as Octet Strings, then the rule matches accerding to the (ctet String
Match rule. If both are encoded as character string types, the rule matches according to_the, WM S-string-cage-sensitive-
match rulp. Otherwise matching fails.

12.4.14 |Content-identifier-match

The Conjent-identifier-match rule compares for equality the presented valle )with attribute-values of type content-
identifier
¢ontentIdentifierMatch MATCHING-RULE ::= {

SYNTAX Contentldentifier
ID id-mr-content-identifier-match }

The rule [returns true if, and only if, the presented value matches at least one value of the attribute accofding to the
MS-string-case-sensitive-match rule.

12.5 Matching-rule support

Support tpr the following general-matching-rulesiis mandatory: Integer Match, Integer Ordering Match, Object Identifier
Match, U[TC Time Match, and UTC OrderingMatch. An MS that claims support for a matching rule shall support its use
in a Filtef for any attribute-type for which\it also claims support, where the attribute-type includes that matching-rule in
its attribute definition (see 11.1.1).

The presg¢nt match is supported for ‘all supported attribute-types.

12.6 The Matching{rule-table information object set

The Matching-rule-table information object set is used as a constraining set in this Service Definition where related
fields of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It cofnprises two
object sefs:

MatehingRuleTable MATCHING-RULE ::= {
| “GeneralMatchingRules | ContentSpecificMatchingRules }

The General-matching-rules object set contains the general-attributes defined in this Service Definition. It is defined as
follows:

GeneralMatchingRules MATCHING-RULE ::= {
bitStringMatch | booleanMatch | contentIdentifierMatch | integerMatch | integerOrderingMatch |
mSStringCaseSensitiveMatch | objectIdentifierMatch | oRNameMatch | uTCTimeMatch |
uTCTimeOrderingMatch,
o == 1994 extension additions --,
contentCorrelatorMatch | mSSingleSubstringMatch | mSStringCaseSensitiveMatch |
mSStringListElementsMatch | mSStringListMatch | mSStringMatch | mSStringOrderingMatch |
mSSingleSubstringListElementsMatch | mSSingleSubstringListMatch | mSSubstringsMatch |
mTSIdentifierMatch | oRAddressElementsMatch | o0RAddressMatch | oRAddressSubstringElementsMatch |
oRNameElementsMatch | oRNameMatch | oRNameSingleElementMatch | oRNameSubstringElementsMatch |
redirectionOrDLExpansionElementsMatch | redirectionOrDLExpansionMatch |
redirectionOrDLExpansionSubstringElementsMatch IredirectionReasonMatch | valueCountMatch }
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The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

ContentSpecificMatchingRules MATCHING-RULE ::={ ... }

13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are

defined in t

he relevant Specification.

Auto-actions are introduced in 6.5. The registration and deregistration of auto-actions by means of the Register-MS
abstract-operation is described in 8.2.5. Alternatively, registration information may be conveyed to the MS by means of

P
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Auto-alert;
Auto-modify;
Auto-correlate-reports;

Auto-delete.

DTE — The Auto-forward auto-action defined in previous editions of this Specification is now defined as the

\[-auto-action-type is defined as an instance of the AUTO-ACTION information object class (see 6

ACTION information object class are referenced in the MS abstract-syntax. It comprises two object

GeneralAutoActions | ContentSpecificAutoActions’}

hl-auto-actions object set contains the general-auto-actions defined in this Service Definition. It is d

auto-alert,
o == 1994 extension additions -,
auto-modify | auto-correlaté-réports | auto-delete }

ht-specific-auto-actions ‘object set is an empty, extensible set. Where an MS offers support fo|
e, the auto-actions.'associated with that content-type shall be regarded as objects populating the
ntentSpecificAutoActions AUTO-ACTION ::={...}

ction-grror that shall be generated by the general-auto-action-types is defined as an instance of th
RROR or ABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. T
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specific-auto-action-errors information object sets:

AutoActionErrorTable AUTO-ACTION-ERROR ::= {

GeneralAutoActionErrors | ContentSpecificAutoActionErrors }

GeneralAutoActionErrors AUTO-ACTION-ERROR ::= {

autoAlertError | modifyError | serviceError | securityError | messageGroupError,
«. == For future extension additions -- }

ContentSpecificAutoActionErrors AUTO-ACTION-ERROR ::={ ... }

The operation of auto-actions may be affected by the implementation of a security-policy.

Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry’s retrieval-status
general-attribute. None of the auto-actions defined in this Service Definition affect the value of the retrieval-status

general-attr

ibute.
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13.1 Auto-alert

The Auto-alert auto-action enables the MS-user to instruct the MS to alert the user automatically when the delivery of
selected messages or reports causes the creation of an entry in the Delivery entry-class.

The alert may be conveyed to the MS-user by means of the Alert abstract-operation (see 8.2.6). Alternatively, (or in
addition), the alert may be conveyed to the entity utilizing the services of the MS-user (e.g. a person) by means of some
other alert mechanism, e.g. a pager, a light on a telephone, or other terminal equipment. In this case, the device which
receives the alert is called the alert-destination, and is identified by an alert-address.

The Auto-alert auto-action-type allows one or more auto-alert-registration-parameters to be registered with the MS,
each identified by its auto-alert registration-identifier. Registration information may be conveyed to the MS either by
use of the Register-MS abstract-operation or by subscription. Each auto-alert-registration-parameter specifies criteria to
determine whether it applies to a particular delivered-message or delivered-report. It may also specify one or more alert-
destinatiqns, and the attributes of the delivered-message or delivered-report which are to be conveyed in the Alert
abstract-pperation.

huto-alert AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoAlertRegistrationParameter
ERRORS {auto-alert-error}
IDENTIFIED BY id-act-auto-alert }

AutoAlertRegistrationParameter ::= SET {

filter {0] Filter OPTIONAL,

alert-destinations [1] SEQUENCE SIZE (1..ub-alert-addreSses) OF
AlertDestination OPTIONAL,

[2] EntryInformationSelectiop-OPTIONAL,

-- 1994 extension --

[3] BOOLEAN DEFAULFFRUE }

requested-attributes

suppress-alert-destinations

The components of the auto-alert-registration-parameter have the following meaning:

a) Filter (O): This specifies a set of criteria which a new entry representing a delivered
delivered-report shall satisfy before the MS<will perform this registered Auto-alert auto-a
absence of this component, this Auto-alertiauto-action will be performed for all new deliver|

and delivered-reports.

message or
tion. In the
bd-messages

Alert-destinations (O): This component identifies one or more alert-destinations, each ider
alert-address, together with any information required to control the alert and qualify the infg
to convey to the alert-destination. The MS shall attempt to alert the alert-destinations sy
qualification specified in item d).

tified by an
rmation it is
bject to the

AlertDestination %= SEQUENCE {

alert-address EXTERNAL,
alert-qualifier OCTET STRING OPTIONAL }

The alert-address identifies the type of alert to be performed (e.g. the paging system to be u
addresstof® an entity reachable by an alert of that type. The alert-qualifier specifies an
infornation required to control the alert, and other information to be conveyed to the alert-dg
the absence of this component, no control information is specified, and no additional inform
conveyed to the alert-destination (unless the required information has been registered by subs

Some types of alert may be internationally standardized. Others may be defined by national a

sed), and the
y additional
stination. In
htion will be
ription).

iministrative

authorities and private organizations. This implies that a number of separate authorities will be
responsible for assigning identifiers for each type of alert in a way that ensures that each is unique. Each
alert type is identified by an Object Identifier which is assigned when the alert type is defined. The Object
Identifier is contained in the alert-address component. The ASN.1 data-type of the alert-address, and any
further rules for processing the alert-qualifier are defined when the alert type is defined.

¢) Requested-attributes (O): This indicates what information from the delivered-message or delivered-

report is to be included in the argument of the Alert abstract-operation (see 8.1.4).
The Alert abstract-operation shall be invoked if this component is present or if alert-destinations is absent.

d) Suppress-alert-destinations (O): This component is meaningful only if both the alert-destinations and
requested-attributes components are present; it is disregarded otherwise. If this component is true, and the
Alert abstract-operation has been invoked successfully, then no attempt shall be made to convey the alert

to the alert-destinations.
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When a message or report is delivered, each of the registered Auto-alert auto-actions is processed in turn, in order of
their registration-identitiers, until one is completed successfully. This occurs when the delivered-message or delivered-
report satisties the selection criteria of the registered Auto-alert, and the MS-user or one of the alert-destinations is
alerted as described above. If the requested-attributes component is present or the alert-destinations component is absent,
the Alert abstract-operation shall be invoked. This is possible only if an abstract-association already exists between the
MS and MS-user. If the alert-destinations component is present (and the Alert was not performed successfully, or the
suppress-alert-destinations component is false), the MS attempts to issue the alert to each alert-destination in turn, until
one attempt succeeds. If, after processing all Auto-alert registrations, the entry has been found to satisfy the selection
criteria of at least one registration, but none of the attempts to convey the alert to an alert-destination, or to invoke the
Alert abstract-operation has been successful, then the MS shall set the alert-indication which is reported to the MS-user
when an abstract-association is next established (see 7.1.2, item d)).

The following auto-action-error is generated if none of the alert-destinations can be alerted, or if some locally defined
error condition arises:

aufo-alert-error AUTO-ACTION-ERROR ::= {
PARAMETER SEQUENCE SIZE (1..ub-alert-addresses) OF AutoAlertErrorIndication
CODE global:id-aae-auto-alert-error }

AytoAlertErrorIndication ::= SET {
failing-alert-destination [0] AlertDestination OPTIONAL,
supplementary-information  [1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL }

The paramgter has the following meaning:

al Failing-alert-destination (O): This identifies the alert-destination, if any, associated with|the error
condition described in supplementary-information.

b) Supplementary-information (O): A description of the ertor Condition.

NOTE - As a local matter, the MS may generate an auto-action<€rrof concerning one alert-destination even if anpther alert-
destination has been successfully alerted, e.g. where an alert-destination“is registered with an erroneous address whi¢h may be
detected only when an attempt is made to alert this destination.

w

The execut{on of the Auto-alert auto-action may cause th¢‘Création of an entry in the Auto-action-log entry-clag

13.2 Auto-modify

The Auto-modify auto-action enables the\MS-user to instruct the MS to apply modifications automaticajly to the
attributes off an entry provided that the entry satisties given criteria. The auto-action is performed whenever ap entry of
the Stored-message or Message-log entry-classes is created, i.e. when a message or report is delivered, or when a draft
message is|stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also ppplies to
entries credted as a consequenc€ of the performance of content-specific auto-actions.

Only certain general-attribute-types are subject to modification using this auto-action (see 11.6). Attribute-typgs specific
to a particylar content<type, and subject to modification, are defined in the relevant Specification. The definifion of an
attribute-type which\is subject to modification may specify additional rules for the performance of the Aufo-modify
auto-action|

The Auto- ith the MS,
each identified by its registration- 1demlher Each auto- modlfy reglstratlon parameter identifies the entry -class addressed
by the auto-action, and specifies criteria which determine whether the auto-action shall apply to the particular entry, in
which case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-
action for which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

auto-modify AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoModifyRegistrationParameter

ERRORS {securityError | serviceError | modifyError |
messageGroupError}
IDENTIFIED BY id-act-auto-modify }
AutoModifyRegistrationParameter ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
filter (11 Filter OPTIONAL,
modifications [2] SEQUENCE SIZE (1..ub-modifications) OF EntryModification }
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The components of the auto-modify-registration-parameter have the following meaning:
a) Entry-class (O): This specifies the entry-class addressed by the auto-action.

b) Filter (O): This specifies a set of criteria which a new entry shall satisfy before the MS will perform this
registered Auto-modify auto-action. In the absence of this component, all entries created in the specitied
entry-class are subject to modification.

¢) Modifications (M): This defines a sequence of modifications, which shall be applied in the order
specified in the sequence (see 8.2.7.1).

The execution of the Auto-modify auto-action may cause the creation of an entry in the Auto-action-log entry-class.

Support of the Auto-modify auto-action by an MS, or UA accessing an MS, requires that it supports registration of the
auto-modify-registration-parameter by means of the Register-MS abstract-operation. Registration information may also
be conveyed to the MS by subscription.

13.3 Auto-correlate-reports

The Autg¢-correlate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically, delivered-
report erftries of the Delivery entry-class with the submitted messages and probes to whi¢h”they are felated. The
auto-actipn also records each successful invocation of the MS-cancel-deferred-delivery abstract-operation. The
Auto-corfelate-reports auto-action-type is available only by subscription, not by registration using the Register-MS
abstract-gperation.

huto-correlate-reports AUTO-ACTION ::={
IDENTIFIED BY id-act-auto-correlate-reports }

The MS pupports the Auto-correlate-reports auto-action by means of the ACxcorrelated-report-list, AC-repoft-summary,
AC-uncofrelated-report-list, and deferred-delivery-cancellation-time. general-attributes (see 11.2.1, 11.2.2, 11.2.3,
and 11.2R0).

No entry[shall be created in the Auto-action-log entry-class as\the result of performing the Auto-correlate-reports auto-
action.

13.4 Auto-delete

The Autg-delete auto-action enables the MS-userto instruct the MS to delete an entry (and any child-entrigs associated
with it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion eyery entry in
the Storefl-message entry-class which possesses a storage-time general-attribute whose value is less than the |current date
and time| Auto-deletion shall not be pefformed while an abstract-association exists between the MS and NIS-user. All
restrictiops specified for the Delete_abstract-operation apply equally to the Auto-delete auto-action. C¢nsequently,
Auto-delpte shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval{status value
of new (gee 8.2.4).

puto-delete AUTO-ACTION ::= {
ERRORS {securityError}
IDENTIHEIED BY id-act-auto-delete }

No regisfratiop-parameter is defined for the Auto-delete auto-action.

NOTES

1 Thisauro-actom differstrom the others defimed T this-Service Defimton i that its act vity 1S imitated by the expiry
of a timer rather than the creation of an entry. The period within which deletion shall occur after the storage-time is reached is not
prescribed. In practice, implementations may choose to perform this action at fixed intervals, e.g. hourly, daily, or weekly.

2 A newly-created entry is subject to Auto-delete processing only after all other registered auto-actions have been
performed.

3 An entry which contains the storage-period general-attribute also contains the storage-time general-attribute. Both
attributes indicate, in different ways, the date and time after which the message is to be deleted, i.e. storage-period in combination
with creation-time is equivalent to storage-time (see 11.2.71).

4 The marked-for-deletion attribute-type is not considered when performing the Auto-delete auto-action.

Support of the Auto-delete auto-action by an MS, or UA accessing an MS, requires that it supports registration of the
auto-action with the MS by means of the Register-MS abstract-operation. The Auto-delete auto-action is also available
by subscription.

The execution of the Auto-delete auto-action may cause the creation of an entry in the Auto-action-log entry-class.
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SECTION 4 - PROCEDURES FOR MESSAGE STORE AND PORT REALIZATION

14

Overview

This section describes the procedures for the MS and the port realization. It contains a description of the consumption of
the MTS abstract-service in clause 15. The provision of the MS abstract-service is described in clause 16. The port
realization in the form of application service elements is described in clause 16.

The performance of the abstract-operations described in clauses 15 and 16 may be subject to the requirements of a
security-policy, (if one is in force), which applies to the MTS abstract-services and to the MS abstract-services.
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TS invokes the Message-delivery abstract-operation, the MS performs the following actions:

The MS creates an entry (and conditionally one or more child-entries) with entry-type delivered
in the Delivery entry-class and sets its retrieval-status to new. A corresponding entry with

sequence-number is created in the Delivery-log entry-class. The mandatory and optional attrib
for delivered-message entries of the Delivery and Delivery-log entry-classes are indicated in Tabl

The MS returns a Message-delivery result to the MTS to indicate that the delivery was succes
Message-delivery result shall contain proof-of-delivery information if the delivered-message ¢
proof-of-delivery-request argument. This proof-of-delivery may be computed using the subject-N
key (see 8.5.7 and 8.3.1.0.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

The MS determines_if.any auto-actions are to be performed. In addition to the general-auto-act

content-types injthe relevant Specifications. Except for content-specific auto-actions whose
execution is.8pécified in the relevant Specification, auto-actions are executed in the order indicatg

1) If"Auto-modify auto-actions have been registered, the new entry is matched against the e
and any selection criteria specified in each Auto-modify registration-parameter. If the entry
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Auto-modify auto-action.

d)

2)

If Auto-alert auto-actions have been registered, the new entry is matched against the selection criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection criteria of any
of these, the MS shall attempt to invoke the Alert abstract-operation or issue the alert to an alert-
destination (or perform both of these actions) as defined in 13.1.

NOTE - If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is
not performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
one of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is reported to the MS-user when an abstract-association is next established. The MS
then resumes processing of registered auto-actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user
over the Retrieval Port.
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15.1.2

Performance of the Report-delivery abstract-operation

When the MTS invokes the Report-delivery abstract-operation, the MS performs the following actions:

The MS creates an entry with entry-type delivered-report in the Delivery entry-class and sets its retrieval-
status to new. A corresponding entry with the same sequence-number is created in the Delivery-log entry-
class. The mandatory and optional attribute-types for delivered-report entries of the Delivery and
Delivery-log entry-classes are indicated in Table 2.

If the delivered-report contains the originally submitted message in its returned-content field, then the MS
shall create a child-entry containing the returned-content-entry in the Delivery entry-class; no entry is

created in the Delivery-log entry-class.

The MS returns a Report-delivery result to the MTS to indicate that the delivery was successtul. The

Report-delivery result has no parameters. For details, see 8.3.1.2.2 of ITU-T R¢c. X411 |

ISO/IEC 10021-4.

The MS determines if any auto-actions are to be performed. Auto-actions are{executed [in the order

indicated below:

1) If the Auto-correlate-reports auto-action is in effect then the MS attempts to correlate the delivered-
report with the entry in the Submission or Submission-log entry-class which is the spibject of the
report. If an entry corresponding to the report’s subject-meSsage is found in the Sgbmission or

2)

Submission-log entry-class, then the MS shall update the auto-eorrelation attributes indidated in 13.3.

It Auto-modify auto-actions have been registered, the néw entry is matched against the entry-class
and any selection criteria specified in each Auto-madify registration-parameter. If the gntry satisfies

these criteria, then the sequence of entry-modifications is applied. This is repeated for eq

ch registered

Invocation of the Delivery-control abstract-operation

Auto-modify auto-action.

3) If Auto-alert auto-actions have been registeéred, the new entry is matched against the selgction criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection cfiteria of any
of these, the MS shall attempt to*invoke the Alert abstract-operation or issue the alerf to an alert-
destination (or perform both of-these actions) as defined in 13.1.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log dntry-class. If
one of these auto-actions_causes an auto-action error, the MS shall attach an auto-action-gfror attribute
indicating the nature of_the error to the Auto-action-log entry, and shall set the autojaction-error-
indication, which is(reported to the MS-user when an abstract-association is next established. The MS
then resumes processing of registered auto-actions.

After the aettons described above have been performed, the new entry is made accessible tofthe MS-user
over theRetrieval Port.

If the MS&€quires a temporary restriction on the delivery abstract-operations that the MTS may invoke, dr requires an

a)
b)
¢)
d)
e)
15.1.3
alterati

a)

b)

c)

+ +lo e PO at £ +lo £o11 M P
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The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed.
See 8.3.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MTS returns a result to signify that the specified controls are now in force; alternatively, an error is
returned. The result indicates any abstract-operations that the MTS would invoke, or any message types
that it would deliver, were it not for the prevailing controls. See 8.3.1.3.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

When the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-control
abstract-operation to relax the restrictions. The effects of a Delivery-control abstract-operation are
cancelled when either a new Delivery-control abstract-operation alters the restrictions or when the
abstract-association between the MS and MTS is released.
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15.1.4  Generation rules for general-attributes

Attributes shall be generated when a message or report is delivered, and may be generated when an auto-action is
performed.

The entries of the Delivery and Delivery-log entry-classes created as a result of Message-delivery and Report-delivery
shall contain the mandatory attributes indicated in Table 2, and such optional attributes as are supported by the MS
implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in some cases a parent-
entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Delivery-log entry-class is identical with
the attribute of the same name in the corresponding entry of the Delivery entry-class (except for the deletion-time
attribute which may be present only in Delivery-log entries). The following kinds of general-attributes shall be
generated:

a) general-attributes generated by the MS itself (e.g. sequence-number);

b) general-attributes generated from components of the message-delivery-envelope and report-delivery-
envelope. For components which are not present, but for which default values are defined, |a general-
attribute containing the default value is generated.

See Table 4 and 11.4 for the rules on the generation of the general-attributes. The generation rules.for contept-specific
attributes dre defined in the relevant Specifications, e.g. the IPMS-specific attributes are described in™19.7 of ITU-T Rec.
X.420 H ISQ/IEC 10021-7.

15.2 Consumption of the Submission Port abstract-services

This subcllause describes the invocation of the Message-submission, Probe-submission, and Cancel-deferrdd-delivery
abstract-opjerations, and the consumption of the Submission-control abstract-operation. The MS consumption of the
Submissiop Port abstract-services assumes that an abstract-association exists‘between the Submission Port S%plier (the
MTS) and|the Submission Port consumer (the MS). The performance of thejabstract-operations is in sequentigl order, no
parallel processing takes place. Error cases are not described.

15.2.1 Invocation of the Message-submission abstract-operation

The invochtion of the Message-submission abstract-associatiof results from the performance of an auto-action by the
MS or from the invocation of the MS-message-submission’ abstract-operation by the MS-user. The definifion of the
performanfe of MS-message-submission includes a description of the invocation of the Message-submissiop abstract-
operation {see 16.2.1).

If the Mespage-submission is the consequence of, an auto-action execution, the following additional actions arel taken:

3) The submission-options parameter of the MS-message-submission abstract-operation is optained as
follows: if the auto-action’s-Tegistration-parameter contains a submission-options parameter, that value is
used directly. Otherwise;, the general (non UA-specific) submission-defaults previously registered by
means of the MS régister abstract-operation are used.

) For auto-actipns_ which cause the creation of an entry in the Auto-action-log entry-class, an drror in the
MS-message-submission abstract-operation shall cause the MS to attach an auto-action-errqr attribute
indicatingthe nature of the error to the Auto-action-log entry. In addition, the MS shall presept an auto-
actiom=error-indication to the MS-user in MS-bind-result when an abstract-association is next eqtablished.

15.2.2 nvocation of the Probe-submission abstract-operation

The invodatien of the Probe-submission abstract-operation results from the invocation of the MS-probe-submission
abstract-operation by the MS-user. The definition of the performance of MS-probe-submission includes a description of
the invocation of the Probe-submission abstract-operation (see 16.2.2).

15.2.3 Invocation of the Cancel-deferred-delivery abstract-operation

When the MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following actions:

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with the
MTS, using the Cancel-deferred-delivery argument supplied by the MS-user. See 8.2.1.3.1 of ITU-T
Rec. X.411 [ ISO/IEC 10021-4.

b) If the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed
to, then the MS searches the Submission and Submission-log entry-classes for an entry corresponding to
the submitted message for which deferred-delivery has been cancelled. If such an entry is found, then the
MS attaches a deferred-delivery-cancellation-time attribute to it to record the date and time at which the
cancellation occurred. The AC-report-summary attribute is also updated.
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c) If the abstract-operation is performed successfully. the result is returned to the MS-user in the form of a
Cancel-deferred-delivery result issued by the MS. Otherwise the error is returned to the MS-user.

15.2.4  Performance of the Submission-control abstract-operation

When the MTS invokes the Submission-control abstract-operation, the MS performs the following actions:

a) If no abstract-association exists between the MS and MS-user, a remote-bind-error is returned to the MTS
and the procedure terminates.

b) The MS invokes a Submission-control abstract-operation over its abstract-association with the MS-user
using the Submission-control argument supplied by the MTS.

¢) The MS-user may return a result to signify that the specified controls are now in force; alternatively an
error is returned. The resuit indicates any abstract-operations that the MS-user would invgke, or any
message types that it would submit, were it not for the prevailing controls. See 8.2.14-9 of ITU-T
Rec. X.411 I ISO/IEC 10021-4.

)  The result or error returned by the MS-user is returned to the MTS.

) When the MTS is able to accept the submission of messages or probes, it may invoke the Submission-
control abstract-operation to relax the restrictions. The effects of a Submission-control abstradt-operation
are cancelled when either a new Submission-control abstract-operation alters the restrictions qr when the
abstract-association between the MS and MTS is released.

15.3 Consumption of the Administration Port abstract-services
This subcjause describes the performance of the Register and Change-<credentials abstract-operations. The c¢nsumption
of the Adinistration Port abstract-services assumes that an abstract-association exists between the Adminisfration Port
supplier (the MTS) and the Administration Port consumer (the MS). The performance of the abstract-operptions is in

sequential order, no parallel processing takes place. Error cases.are not described.

The MS use of the Administration Port is subject to the security-policy in force.

15.3.1 [Invocation of the Register abstract-operation

When the|MS-user invokes the Register abstraCt-operation, the MS performs the following actions:

)  The MS invokes the Register abstract-operation over its abstract-association with the MTY, using the
Register argument supplied by the MS-user. See 8.4.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) The result or erreryeturned by the MTS is returned to the MS-user.

INOTE - Some secyTity=policies may permit the user-security-labels to be changed only if a secure link is employed.

15.3.2 [Invocation{of-the Change-credentials abstract-operation

When the] MS-userinvokes the Change-credentials abstract-operation, the MS performs the following actions

). “/The MS invokes the Change-credentials abstract-operation over its abstract-association witlll the MTS,
using the Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ITU-T Rec. X411 |
ISO/IEC 10021-4.

b) The MTS generates a Change-credentials result or error, which the MS returns to the MS-user. If the
abstract-operation is successful, the MS stores the new credentials.

15.3.3 Performance of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS.
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16 Supply of the Message Store abstract-service

This clause specifies how the MS supplies the MS abstract-service. This describes the supply of the abstract-services
available at the Retrieval, MS-submission, and Administration Ports.

16.1 Supply of the Retrieval Port abstract-services

This subclause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify, and Alert abstract-
operations. The MS abstract-service supply of the Retrieval Port abstract-services assumes that an abstract-association
exists between the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The performance of
the abstract-operations is asynchronous, subject to the conditions stated in 8.2. Not all error cases are described.

16.1.1 Performance of the Summarize abstract-operation

When the MS-user invokes the Summarize abstract-operation, the MS performs the following actions:

a)l The MS verifies that the supplied arguments are valid for the Summarize abstract-operatfon. Any
attribute-types specified in summary-requests must be available for use with Summarizé and subgcribed to
by the MS-user. See 8.2.1.1 and Table 2. If an error is found, the procedure terminates and thp error is
returned.

b)] The MS establishes which entry-class is addressed by the abstract-operation and identifies thq entry or
entries specified in the argument. If no entries are selected, this\isreported to the MS-uspr in the
Summarize result and the procedure terminates.

c)| If any entries are selected, the MS accumulates counts in accérdance with the supplied summary-requests
argument.

e)] The MS returns the Summarize result to the MS-user(see’8.2.1.2).

f)| If a security-policy is in force, then to ensuresthat such a security-policy is not violated djiring the
Summarize abstract-operation, the message-seeurity-label is checked against the security-conteit by the
MS. If the requested operation is barred by the security-policy the Summarize abstract-operation shall be
abandoned and a security error shall be indicated.

16.1.2  P¢rformance of the List abstract-operation

When the MS-user invokes the List abstract-operation, the MS performs the following actions:

a)l The MS verifies that the supplied arguments are valid for the List abstract-operation. Any attribute-types
specified in requested-attributes must be available for use with List and subscribed to by the MS-user.
See 8.2.2.1 and_Table 2. If an error is found, the procedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries_speeified in the argument. If no entries are selected, the MS returns a List result to the] MS-user
and the_procedure terminates.

c)| df‘a’requested-attributes parameter is specified in the List argument, then for each selected erftry these
dftributes (if present) are returned. If no requested-attributes are specified in the List argument, the MS
determines whether the present abstract-association identified, in its MS-bind-argument, a UA-registration
which specifies UA-list-attribute-defaults. If so, these attributes (if present) are returned for each selected
entry. Otherwise, the MS returns the attributes (if present) specified in the general (non UA-specific) list-
attribute-defaults if the MS-user has previously registered these using the Register-MS abstract-operation
(see 8.2.5.1, item c). The retrieval-status of each Stored-message entry for which entry-information is
returned is set to listed if its current value is new. Additional rules affecting the setting of retrieval-status
may be defined in the Specifications for particular content-types.

d) The MS returns a List result to the MS-user (see 8.2.2.2).

e) If a security-policy is in force, then to ensure that such a security-policy is not violated during the List
abstract-operation, the message-security-label is checked against the security-context by the MS. If the
requested operation is barred either by the security-policy or by temporary security restrictions, the List
abstract-operation shall be abandoned and a security error shall be indicated.
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16.1.3

Performance of the Fetch abstract-operation

When the MS-user invokes the Fetch abstract-operation, the MS pertorms the following actions:

a)

b)

c)

The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types
specified in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an
error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a Fetch result to the MS-user
and the procedure terminates.

The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operation (unless
overridden) are applied to determine whether requested-attributes of the selected entry shall be returned or
whether an error results (see 7.1.1, item d)).

d)

e)

f)

16.1.4

If a requested-attributes parameter is specified in the Fetch argument, then these attributes ar¢ returned, if
present, for the first selected entry. If no requested-attributes are specitied in the Fetch arghment, the MS
determines whether the present abstract-association identified, in its MS-bind-argument;a UA-registration

which specifies UA-fetch-attribute-defaults. If so, these attributes (if present) are réturned. O
MS returns the attributes (if present) specified in the general (non UA-specific)MetCh-attribu
the MS-user has previously registered these using the Register-MS abstract-operation

herwise, the
e-defaults if
see 8.2.5.1,

item d)). The fetch-restrictions on allowed-EITs and maximum-attribute=length establighed by the

MS-bind-argument may limit the information returned (see 7.1.1, item,d)).

If the first selected entry belongs to the Stored-message entry-class{and has a retrieval-status of new, its
retrieval-status is set to listed. Additional rules affecting the sefting of retrieval-status may He defined in

the Specification relevant to a given content-types. If several entries match the search

sequence-numbers of the second and subsequent entries are returned in the order specifieq

(see 8.1.3). If the number of matching entries exceeds“the specified limit, the next sequ
beyond the limit is also returned (see 8.2.3.2).

The MS returns the Fetch result to the MS-user:

If a security-policy is in force, then to ensure‘that such a security-policy is not violated duri
abstract-operation, the message-security<Jabel is checked against the security-context by th
requested operation is barred either by\the security-policy or by temporary security restrictio
abstract-operation shall be abandoried and a security error shall be indicated.

Performance of the Delete abstract-operation

When the MS-user invokes the Delete abstract-operation, the MS performs the following actions:

a)

b)

)

criteria, the
by selector
nce-number

hg the Fetch
e MS. If the
ns, the Fetch

The MS verifies that-the supplied arguments are valid for the Delete abstract-operation (see §.2.4.1). If an

error is foundsthe*procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies
entries,Specified in the argument. If no entries are selected, the MS returns a Delete result to
andrthie procedure terminates.

If.an entry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4), the
generated which includes an indication of the sequence-numbers of the entries successtull

3.“.}’), and-the prnnpdnrp terminates. As a lacal matter the MS may- prify that no delete restrl

the entry or
the MS-user

n an error is
y deleted (if
ctions apply

d)

16.1.5

to any of the selected entries before attempting their deletion. If an entry in the Stored-message entry-
class is deleted, then the corresponding entry in the Message-log entry-class has its deletion-time attribute
set to the time at which deletion occurred.

The MS returns a Delete result to the MS-user (see 8.2.4.2). If the Delete argument contains a selector
parameter to specify the entries to be deleted, then the sequence-numbers of those entries are reported in
the Delete result.

Performance of the Register-MS abstract-operation

When the MS-user invokes the Register-MS abstract-operation, the MS performs the following actions:

a)

96

The MS verifies that the supplied arguments are valid for the Register-MS abstract-operation
(see 8.2.5.1). If an error is found, the procedure terminates and the error is returned.
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The supplied arguments may cause registrations to be added, deleted, or changed. In general, the
registration of an auto-action has no effect on existing entries; only entries created subsequent to the
auto-action registration are subject to auto-action processing. However, auto-actions whose performance
is not initiated by the creation of an entry (such as Auto-delete, which is initiated by the expiry of a timer)
shall be effective for existing entries.

If the supplied arguments include a registration-status-request, then the requested information is returned
to the MS-user. Otherwise, a Null result is returned.

If a security-policy is in force then the Register-MS abstract- -operation shall be subject to such a policy.
Some security-policies may only permit user-security-labels to be changed if a secure link is employed.
Other local means of changing the user-security-labels in a secure manner may be provided.

Performance of the Modify abstract-operation

3 N Mot L 4 41 AAQ £ 1 T . N
AS HSerf unvuI\\,o the: VIOaTy apstract VUPETatUTEUTCIVES PETTOTTITS UTC TOTTOWINE actons.

Imvocation of the Alert abstract-operation

The MS verifies that the supplied arguments are valid for a Modify abstract-operation. The’MS attempts
to discover all possible static errors before applying the modifications requested. For detailS see 8.2.7.1. If
an error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and-identifies the e Ntry or set
of entries specified in the argument.

The MS applies the sequence of modifications in the order specified to‘each selected entry in furn. If an
error is encountered then the procedure terminates leaving the entrysWhich caused the error u hchanged.
The modity-error indicates the sequence-numbers of those entrie§ which were successfully mqdified, as
well as that of the failing entry.

The result is returned to the MS-user; it contains a list of thé-sequence-numbers of the entries sedlected for
modification (if any).

MTS invokes the Message-delivery or Report-delivery abstract-operations, the MS performs the following

Each registered Auto-alert auto-actiqnds processed until one succeeds in issuing the alert or all have been
attempted. If the delivered-message or delivered-report satisfies the registered selection criterid, and the
requested-attributes parameter is-present (or the alert-destinations component is absent), thep the MS
invokes the Alert abstract-operation. (Note that this procedure, in common with the otherp defined
in 16.1, assumes that an 'abstract-association exists between the MS and MS-user; if no|abstract-
association exists, Alert cannot be invoked.) If the Alert is performed successfully, the MS-user feturns an
alert-result.

If the alert-déstinations component is present (and the Alert was not performed successfully, or the
suppress-alert-destinations component is false), the MS attempts to issue the alert to each alert-dpstination
in turn, dntil one attempt succeeds, as defined in 13.1.

If, after processing all Auto-alert registrations, the Alert abstract-operation has not been performed
sucdessfully, and no alert-destinations have been alerted, then the MS sets the alert-indication| which is
reported to the MS-user when an abstract-association is next established.

d)

It a security-policy is in force, then to ensure that such a security-policy is not violated during the alert the
message-security-label is checked against the security-context by the MS. If the Alert abstract-operation is
barred either by the security-policy or by temporary security restrictions, the action taken shall be defined
by the security policy in force.

Supply of the MS-submission Port abstract-services

This subclause describes the performance of the MS-message-submission, MS-probe-submission, and MS-cancel-
deferred-delivery abstract-operations, and the invocation of the Submission-control abstract-operation. The MS abstract-
service supply of the MS-submission Port abstract-services assumes that an abstract-association exists between the
MS-submission Port supplier (the MS) and the MS-submission Port consumer (the MS-user). The performance of the
abstract-operations is in sequential order, no parallel processing takes place. Not all error cases are described.
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16.2.1

Performance of the MS-message-submission abstract-operation

When the MS-user invokes the MS-message-submission abstract-operation, the MS performs the following actions:

98

a)

It a 1994 Application Context is in use, the submission-options parameter of the MS-message-
submission-argument is extracted and the MTS Message-submission argument is constructed from the
remainder. If the submission-options parameter is absent and the present abstract-association identitied a
UA-registration in its MS-bind-argument, the submission-options are drawn from the UA-submission-
defaults of that UA-registration. If the present abstract-association did not identify a UA-registration, or
the UA-registration did not contain UA-submission-defaults, the submission-options are drawn from the
general (non UA-specific) submission-defaults registered by Register-MS. If the submission-options
contain any MS-submission-extensions these are acted on according to the rules stated in the
Specification which defines the content-type of the submitted message. If the MS is unable to progress the
submission because the submission-options are incorrectly specified or include MS-submission-
extensions which are not supported, then the MS shall create an entry in the Submission-log entry-class

D)

(1)

3]

2)

and attach an MS-submission-error to it; in this case, the procedure resumes at step g). Qtherwise, the
procedure resumes at step c).

It a 1988 Application Context is in use, but the MS-user has registered general! (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Applicatiori” Contexq, then the
submission-options parameter of the MS-message-submission-argument is drawn from that regjstration.

It a'1988 Application Context is in use, and the MS-message-submission argument contains a forwarding-
request parameter. the MS verifies that the entry to be forwarded is(ajdelivered-message eptry of the
Delivery entry-class and incorporates the entry in the MTS Messagessubmission argument ag¢cording to
content-type specific rules.

If the submission-options contained a request for the credation of a draft-message entify (without
submission to the MTS) then this entry is created and the ‘procedure continues at step g) pelow. The
mandatory and optional attribute-types for entries of théDraft entry-class are indicated in Tablg 2.

The MS attempts to establish an abstract-associatign with the MTS if one does not already pxist. If an
abstract-association cannot be established, a.reémote-bind-error is returned to the MS-uspr and the
procedure terminates.

The MS creates an entry in the Submission-log entry-class and invokes the Message-submissi¢n abstract-
operation over its abstract-associationswith the MTS. The mandatory and optional attribute-types for
submitted-message entries of the\Submission-log entry-class are indicated in Table 2. If Message-
submission is unsuccessful the MS attaches an MS-submission-error attribute to the Submissign-log entry
to record the error and the proceédure continues at step g).

If the Message-submigsion' is successful and the submission-options parameter (or its registefed default)
requested the creation of an entry in the Submission entry-class then that entry is created. Thel mandatory
and optional attribute-types for submitted-message entries of the Submission entry-class are indicated in
Table 2. It thelAuto-correlate-reports auto-action is subscribed to by the MS-user then the MP generates
the correlation-attributes indicated in 13.3.

The eqtry created in the Submission-log or Draft entry-class, or the entries created ifi both the
Submission-log and Submission entry-classes are modified as follows. If the submissjon-options
parateter (or its registered default) specified one or more message-group-names to be added|to the new
entry or entries, then these attribute-values are added. If Auto-modify auto-actions have been registered
by the MS-user_and enabled in the submission-options parameter (or it rPgiQtPrPd defanlt) then each is

h)

examined in turn. If the entry belongs to the entry-class specified for that registered auto-action. and
satisfies any selection criteria specified, then the sequence of modifications is applied. If any content-
specific auto-actions have been registered they are performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is returned to the MS-user in the MS-message-submission-result. The MS then resumes
processing of registered auto-actions.

If the Message-submission is unsuccessful, or failed in step a) above, the error is reported to the MS-user
and the procedure continues at step i).

The MS-message-submission-result is returned to the MS-user. This shall indicate the sequence number
of any main-entry created in the Draft, Submission or Submission-log entry-class. If Message-submission
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was requested (rather than storage of a draft-message), then the MS-message-submission-result shall
include the MTS Message-submission result (for details see 8.2.1.1.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4).

The MS may choose to terminate the abstract-association with the MTS either when the MS-user
terminates its abstract-association with the MS, or after a certain period of inactivity.

If a security-policy is in force, then to ensure that such a security-policy is not violated during
MS-message-submission, the message-security-label is checked against the security-context by the MS. If
the MS-message-submission is barred either by the security-policy or by temporary security restrictions, a
security-error shall be indicated.

16.2.2  Performance of the MS-probe-submission abstract-operation

When the MS-user invokes the MS-probe-submission abstract-operation the MS performs the following actions:

a)

If a 1994 Application Context is in use, the submission-options parameter of the MS-probezsybmission-
argument is extracted and the MTS Probe-submission argument is constructed from the remainder. If the
submission-options paramcter is absent and the present abstract-association identified a UAsregistration in
its MS-bind-argument, the submission-options are drawn from the UA-submis$ion-defaulfs of that
UA registration. If the present abstract-association did not identify a UJAsregistratio, or the
UA-registration did not contain UA-submission-defaults, the submission-options are drawn| from the
general (non UA-specific) submission-defaults registered by Register-MS. If the MS is unable tp progress
the submission because the submission-options are incorrectly specifiedsthen the MS shall creafe an entry
in the Submission-log entry-class and attach an MS-submission-error {0 it; in this case the [procedure
resumes at step e).

-+

If a 1988 Application Context is in use, but the MS-user ‘has registered general (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Application Context,| then the
submission-options parameter of the MS-probe-submissiOn-argument is drawn from that registrgtion.

The MS attempts to establish an abstract-association’ With the MTS if one does not already eixist. If an
abstract-association cannot be established, a rémote-bind-error is returned to the MS-usef and the
procedure terminates.

The MS creates an entry in the Submission*log entry-class and invokes the Probe-submission abstract-
operation over its abstract-association swith the MTS. The mandatory and optional attributeftypes for
submitted-probe entries of the Submission-log entry-class are indicated in Table 2. If Probe-submission is
unsuccesstul the MS attaches an MS-submission-error attribute to the Submission-log entry to fecord the
error and the procedure continues-at step e).

If the Probe-submission is.successful and the submission-options parameter (or its registerefd default)
requested the creation of_an entry in the Submission entry-class then that entry is created. The mandatory
and optional attribute-types for submitted-probe entries of the Submission entry-class are inflicated in
Table 2. If the Aufo-correlate-reports auto-action is subscribed to by the MS-user then the MS|generates
the correlatiod aftributes indicated in 13.3.

The entrycreated in the Submission-log entry-class, or the entries created in both the Submissign-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or its [registered
defanlt) specified one or more message-group-names to be added to the new entry or entries, then these
dttribute-values are added. If Auto-modify auto-actions have been registered by the MS-user, arld enabled
in the submission-options parameter (or its registered default), then each is examined in turn. If the entry

f)

belongs to the eniry-class specified for that registered auto-action, and satisfies any selection criteria
specified, then the sequence of modifications is applied.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is returned to the MS-user in the MS-probe-submission-result. The MS then resumes
processing of registered auto-actions.

If the Probe-submission was unsuccessful, or failed in step a) above, the error is reported to the MS-user
and the procedure continues at step g).

The MS-probe-submission-result is returned to the MS-user. This shall indicate the sequence number of
any entries created in the Submission and Submission-log entry-classes. The MS-probe-submission-result
shall include the MTS Probe-submission result (for details see 8.2.1.2.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4).
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The MS may choose to terminate the abstract-association with the MTS either when the MS-user
terminates its abstract-association with the MS, or after a certain period of inactivity.

If a security-policy is in force, then to ensure that such a security-policy is not violated during MS-probe-
submission, the message-security-label is checked against the security-context by the MS. If the
MS-probe-submission is barred either by the security-policy or by temporary security restrictions, a
security-error shall be indicated.

16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation

When the MS-user invokes the MS-cancel-deferred-delivery abstract-operation, the MS performs the following actions:

a)

The MS verifies that the supplied arguments are valid for an MS-cancel-deferred-delivery abstract-
operation. For details see 8.2.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

)

d)

16.2.4 [Invocation of the Submission-control abstract<operation

The MS attempts to establish an abstract-association with the MTS if one does not already’pxist. If an
abstract-association cannot be established, a remote-bind-error is returned to the)MS-user and the
procedure terminates.

The MS invokes a Cancel-deferred-delivery abstract-operation to the MTS ~1f| the request fpr delivery
cancellation is successful and the user has subscribed to the Auto-correfation of Reports element of
service, the MS searches for an entry in the Submission and Submission-log entry-classes corresponding
to the submitted-message for which deferred-delivery has been cancelled. If this entry is pres¢nt, the MS
attaches a deferred-delivery-cancellation-time attribute to it to record the date and time at whigh delivery
cancellation occurred, and updates the AC-report-summary attributg to record the cancellation.

The MS reports the outcome of the abstract-operation to the-MS-user.

The MS may choose to terminate the abstract-asSodiation with the MTS either when the MS-user
terminates its abstract-association with the MS or.after a certain period of inactivity.

If the M['S invokes the Submission-control abstract-operation, or if for some internal reason the MS|requires a
temporary restriction on the submission abstract-operations that the MS-user may invoke, or requires an altergtion to the

existing re¢strictions, the MS performs the follawing actions:

a)

b)

C)

16.2.5 |Generaftion rules for general-attributes

The MS invokes the MS:stibmission-control abstract-operation (see 8.3.4).

The MS waits for thé MS-user to generate an MS-submission-control result, confirming the acgeptance of
the MS-submission-control abstract-operation.

If the Submission-control was originally invoked by the MTS, the MS returns the MS-submisgion-control
result received from the MS-user to the MTS.

The entribs—of—+the-Subrmission: Submission ]"‘g, and Draft entrv-classes created -as a result of Mq_mpccagp submission

and MS-probe-submission shall contain the mandatory attributes indicated in Table 2, and such optional attributes as are
supported by the MS implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in
some cases a parent-entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Submission-log
entry-class has the same value as the equivalent attribute in the corresponding entry of the Submission entry-class (with
the exception of the deletion-time and MS-submission-error attributes which are specific to Submission-log entries). The
following kinds of general-attributes shall be generated:

a)

b)

General-attributes generated by the MS itself (e.g. sequence number).

General-attributes generated from components of the message-submission-envelope and probe submission
envelope, and from the result of the MTS Message-submission and Probe-submission abstract-operations.
For components which are not present, but for which default values are defined, a general-attribute
containing the default value is generated.
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See Table 4 and 11.4 for the rules on how the general-attributes are generated. The generation rules for content-specific
attributes are described in the relevant Specification for the content-type concerned (e.g. the IPMS-specific attributes are
described in clause 19 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

16.3 Supply of the Administration Port abstract-services

This subclause describes the performance of the Register and Change-credentials abstract-operations. The MS abstract-
service supply of the Administration Port abstract-services assumes that an abstract-association exists between the
Administration Port supplier (the MS) and the Administration Port consumer (the MS-user). The performance of the
abstract-operations is in sequential order, no parallel processing takes place. Not all error cases are described.

16.3.1  Performance of the Register abstract-operation

When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a)[ The MS verifies that the supplied arguments are valid for the Register abstract-operation. See@®4.1.1.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4. Subject to local policy or subscription, the MS may impose
additional restrictions on the registrations which may be performed by the MS-user; if.these re$trictions
are violated, an abstract-error is returned to the MS-user and the procedure terminates.

b)| The MS attempts to establish an abstract-association with the MTS if one does. not already ex|st. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user |and the
procedure terminates.

¢)| The MS invokes the Register abstract-operation over its abstract-associatien with the MTS, contal ning the
arguments of the original abstract-operation.

d)[ The result or error returned by the MTS is returned to the MS-usar:

e)| The MS may choose to terminate the abstract-association~with the MTS either when the MS-user
terminates its abstract-association with the MS or after acertain period of inactivity.

f)| The scope of permitted changes by the MS-userto ‘the user-security-labels shall be confined by the
security-policy in force. Some security-policies“may only permit user-security-labels to the ch ainged in
this way if a secure link is employed. Otherdocal means of changing user-security-labels in ja secure
manner may be provided.

16.3.2  Inpocation of the Change-credentials abstract-operation

When the M[TS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a)| The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Ree/X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or [the new
credentials are not acteptable, an error is returned and the procedure terminates.

b)[ The MS stores the.new credentials for use on subsequent occasions when it binds to the MTS andl returns
aresult to the MTS.

16.3.3  Performance of the Change-credentials abstract-operation

When the MB-usér invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the wpplied arguments are valid for the thngp credentials—abstract-operation.

See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. Subject to local policy, the MS may impose
restrictions on the use of the Change-credentials abstract-operation by the MS-user; if these restrictions
are violated, an abstract-error is returned to the MS-user and the procedure terminates.

b) The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the
procedure terminates.

¢) The MS invokes the Change-credentials abstract-operation over its abstract-association with the MTS.

d) The result or error returned by the MTS is returned to the MS-user. If the abstract-operation was
performed successfully, the MS stores the new credentials.

e) The MS may choose to terminate the abstract-association with the MTS either when the MS-user
terminates its abstract-association with the MS or after a certain period of inactivity.
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17 Ports realization

This clause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-service are
provided. For a description of how the MTS abstract-service provides the Delivery, the Submission and the
Administration Ports, refer to clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

17.1 Retrieval Port

The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operations and real operations in
the Message Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Service Element 1994 (MRSE-94)
which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

NOTE — The MRSE-88 applies when using a 1988 Application Context; the MRSE-94 applies when using a 1994
Application Context.

17.2 MS-submission Port

The MSisubmission Port abstract-services are realized on a one-to-one basis between abstract-operations and real
operatiorls in the Message Submission Service Element (MSSE) and MS Message Submission Service Element
(MS-MSBE) which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

NOTE — The MSSE applies when using a 1988 Application Context; the MS-MSSE applie$ when using a 199§ Application
Context.

17.3 Administration Port

The Adrinistration Port abstract-services are realized on a one-to-ong basis between abstract-operatiops and real
operatiorfs in the Message Administration Service Element 1988 (MASE+88) and the Message Administrafion Service
Element [1994 (MASE-94) which are defined in ITU-T Rec. X.419 JASO/IEC 10021-6.

NOTE - The MASE-88 applies when using a 1988 Application Context: the MASE-94 applies when fising a 1994
Applicatign Context.
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Annex A

Formal assignment of Object Identifiers
(This annex forms an integral part of this Recommendation | International Standard)

All Object Identifiers assigned in this Service Definition are formally assigned in the present annex using ASN.1. The
specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this Service
Definition. The definitive assignments for the former occur in the modules themselves. The latter is fixed. Other
references to the values assigned to modules appear in IMPORT clauses.

MSObjectldentifiers {joint-iso-itu-t mhs(6) ms(4) modules(0) object-identifiers(0) version-1994(0)};

DEFINITIONS ::=

BEGIN
-- Prologue
-- Exports eyerything
IMPORTS

ID}, id-ms

FROM MHSObjectIdentifiers {joint-iso-itu-t mhs(6) arch(5) modules(0) object-identifiers(0) version-1994(0)};

-- Categorief
id-mod -- n{odules -- ID ::= {id-ms 0}
id-ot -- opjects -- ID ::= {id-ms 1}
id-pt -- pprt types -- ID ::= {id-ms 2}
id-att  -- aftribute types -- ID ::= {id-ms 3}
id-act  -- alto-action types -- ID ::= {id-ms 4}
id-crt  -- cpntracts -- ID ::= {id-ms 5}
id-cp  -- cpnnection-packages -- 1D ::= {id-ms 6}
id-aae -- alito-action-errors -- 1D ::={id-ms 7}
id-mr  -- mjatching-rules -- ID ::= {id-ms 8}
-- Modules
id-mod-obje¢t-identifiers ID ::= {id-mod 0} -- not definitive
id-mod-abstiact-service ID ::= {id-mod 1} -- not definitive
id-mod-attribute-types ID:={id-mod 2} -- not definitive
id-mod-actiop-types ID :*= {id-mod 3} -- not definitive
id-mod-upper-bounds ID ::= {id-mod 4} -- not definitive
id-mod-matdhing-rules ID ::= {id-mod 5} -- not definitive
-- Objects
id-ot-ms ID ::= {id-ot 0}
id-ot-ms-user ID ::= {id-ot 1}
-- Port type
id-pt-retrieval-88 ID={id-pt U}
id-pt-retrieval-94 ID ::= {id-pt 1}
id-pt-ms-submission ID ::= {id-pt 2}
-- Contracts
id-crt-ms-access-88 ID ::= {id-crt 0}
id-crt-ms-access-94 ID ::= {id-crt 1}

-- Connection-packages

id-cp-ms-connection ID ::= {id-cp 0}

-- Attribute-types

id-att-ac-correlated-report-list ID ::= {id-att 42}
id-att-ac-report-summary ID ::= {id-att 43}
id-att-ac-uncorrelated-report-list ID ::= {id-att 44}
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id-att-auto-action-error
id-att-auto-action-registration-identifier
id-att-auto-action-subject-entry
id-att-auto-action-type
id-att-child-sequence-numbers
id-att-content

id-att-content-confidentiality-algorithm-identifier

id-att-content-correlator
id-att-content-identifier
id-att-content-integrity-check
id-att-content-length
id-att-content-returned
id-att-content-type
id-att-conversion-with-loss-prohibited
id-att-converted-EITs
id-att-creation-time

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

::= {id-att 46}
::= {id-att 47}
::= {id-att 48}
::= {id-att 49}
::= {id-att 0}
::= {id-att 1}
.= {id-att 2}
::= {id-att 3}
::= {id-att 4}
::= {id-att 5}
::= {id-att 6}
::= {id-att 7}
::= {id-att 8}
::= {id-att 9}
::= {id-att 10}
.= {id-att 11}

id-att-deferfed-delivery-cancellation-time
id-att-deferred-delivery-time
id-att-deletion-tipie

id-att-delivered-EI'Ts
id-att-delivery-flags
id-att-dlexpansion-history
id-att-dl{expansion-prohibited
id-att-enfry-type
id-att-infernal-trace-information
id-att-latest-delivery-time
id-att-marked-for-deletion
id-att-m¢ssage-delivery-envelope
id-att-m¢ssage-delivery-time
id-att-m¢ssage-group-name
id-att-m¢ssage-identifier
id-att-me¢ssage-notes
id-att-mgssage-origin-authentication-check
id-att-m¢ssage-security-label
id-att-mgssage-submission-envelope
id-att-mgssage-submission-time
id-att-mgssage-token

id-att-m$-originated
id-att-m$-submission-error
id-att-orjginal-EITs
id-att-orjiginally-intended-recipient-name
id-att-orjiginating-MTA -certificate
id-att-orfiginator-certificate
id-att-orfiginator-name
id-att-orfiginator-report-request
id-att-orjiginator-return-address
id-att-other-recipient-names
id-att-pgrent-sequence-number
id-att-pdr-message-indicators
id-att-pdr-recipient-message-submission-fields
id-att-pgr-recipient-probe-submission-fields
id-att-pdr-recipient-report-delivery-fields
id-att-ptiority
id-att-pobe-origin-authentication-check

1D
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
iD
1D
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

::= {id-att 50}
.= {id-att 51}
.= {id-att 52}
2= {id-att 12}
= {id-att 13}
::= {id-att 14}
.:= {id-att 53}
::= {id-att 16}
::= {id-att 54}
::= {id-att 55}
1= {id-att 56}
1= {id-att 18}
1= {id-att 20}
::= {id-att 57}
::= {id-att 19}
::= {id-att 58}
::= {id-att 21}
4= {id-att 22}
o= {id-att 59}
::="fid-att 23}
::= {id<att 24}
::= {id-att/60}
::= {id-att 61}
.:= {id-att 25}
::= {id-att 17}
::= {id-att 62}
::= {id-att 26}
1= {id-att 27}
::= {id-att 63}
::= {id-att 64}
1:= {id-att 28}
::= {id-att 29}
::= {id-att 65}
::= {id-att 66}
;= {id-att 67}
::= {id-att 30}
1= {id-att 31}
::= {id-att 68}

id-att-probe-submission-envelope
id-att-proof-of-delivery-request
id-att-proof-of-submission
id-att-recipient-names
id-att-recipient-reassignment-prohibited
id-att-redirection-history
id-att-report-delivery-envelope
id-att-reporting-DL-name
id-att-reporting-MTA-certificate
id-att-report-origin-authentication-check
id-att-retrieval-status
id-att-security-classification
id-att-sequence-number
id-att-storage-period
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ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

::= {id-att 69}
::= {id-att 32}
::= {id-att 70}
1= {id-att 71}
::= {id-att 72}
::= {id-att 33}
::= {id-att 34}
::= {id-att 35}
1= {id-att 36}
::= {id-att 37}
::= {id-att 15}
::= {id-att 38}
::= {id-att 39}
::= {id-att 73}
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id-att-storage-time
id-att-subject-submission-identifier
id-att-this-recipient-name
id-att-trace-information

-- Auto-action-types
id-act-ipm-auto-forward
id-act-auto-alert
id-act-auto-correlate-reports
id-act-auto-delete
id-act-auto-modify

-- Auto-action errors

id-aae-autopalerteerror

ISO/IEC 10021-5 : 1996 (E)

ID ::= {id-att 74}
ID ::= {id-att 40}
ID ::= {id-att 41}
ID ::= {id-att 75}

ID ::= {id-act 0} -- Reserved for use in ITU-T Rec. X.420 1 ISO/IEC 1002]-7
ID ::= {id-act 1}
ID ::= {id-act 2}
ID ::= {id-act 3}
ID ::= {id-act 4}

ID = 0d a0a ()

-- Matchinp-rules

id-mr-contg¢nt-correlator-match
id-mr-contgnt-identifier-match

id-mr-ms-single-substring-list-elements-match ID ::= {id-mr 3}
id-mr-ms-single-substring-list-match

id-mr-ms-single-substring-match
id-mr-ms-sybstrings-match

id-mr-msstring-case-sensitive-match
id-mr-msstring-list-elements-match

id-mr-msstfing-list-match
id-mr-msstting-match
id-mr-msstring-ordering-match
id-mr-mts-identifier-match
id-mr-oradgiress-elements-match
id-mr-oradgiress-match

id-mr-oraddress-substring-elements-match ID.2:= {id-mr 15}

id-mr-orname-elements-match
id-mr-ornage-match

id-mr-ornafne-single-element-match

id-mr-orname-substring-elements-match ID ::= {id-mr 19}
id-mr-redirpction-or-dl-expansion-elements-match ID ::= {id-mr 20}
id-mr-redirgction-or-dl-expansion-match ID ::= {id-mr 21}

id-mr-redirpction-or-dl-expansion-substring-eleménts-match ~ ID ::= {id-mr 22}

id-mr-redirpction-reason-match
id-mr-valug-count-match

END -- of MSObjectldentifiers

THa—aae-vy

ID ::= {id-mr 1}
ID ::= {id-mr 2}

ID ::= {id-mr 4}
ID ::= {id-mr 5}
ID ::= {id-mr 6}
ID ::= {id-mr 7}
ID ::= {id-mr 8}
ID ::= {id-mr 9}
ID ::= {id-mr 10}
ID ::= {id-mr 11}
ID ::= {id=mr 12}
ID ::={id“mr 13}
ID<:= {id-mr 14}

ID ::= {id-mr 16}
ID ::= {id-mr 17}
ID ::= {id-mr 18}

ID ::= {id-mr 23}
ID ::= {id-mr 24}
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Annex B

Formal definition of the Message Store abstract-service
(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of ITU-T
Rec. X.411 | ISO/IEC 10021-4, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ITU-T Rec. X.880 I ISO/IEC 13712-1.

NOTE - The use of the MHS-OBJECT, PORT, ABSTRACT-OPERATION. and ABSTRACT-ERROR information object
classes, which are derived from the ROS-OBJECT-CLASS, OPERATION-PACKAGE, OPERATION and ERROR information
object classes of ROS. does not imply that the abstract-operations and abstract-errors arc invoked and reported across the boundary
between offen-Systems 1 every instance. Howcever, frequently this will be done. Just how this is accomplished is the supjget of ITU-T
Rec. X.4191ISO/IEC 10021-6.

MSAbstragtService {joint-iso-itu-t mhs(6) ms(4) modules(0) abstract-service(1) version-1994(0)}
DEFINITIONS ::=

BEGIN
-- Prologie
-- Exporty everything
IMPORT]Y
-- MTS information object classes

ABSTRACT-ERROR, ABSTRACT-OPERATION, EXTENSION, MHS-OBJECT, PORT,
-- MTS objects and ports

4dministration, delivery, mts-user, submission,

-- MTS abstract-operations and alstract-errors

¢ancel-deferred-delivery, element-of-service-not-subscribed, inconsistent-request, new-credentials-unaccqptable,
pld-credentials-incorrectly-specified, originator-invalid, recipient-improperly-specified, remote-bind-errqr,
4ecurity-error, submission-control, submission-control-violated, unsupported-critical-function,
-- MTS abstract-service data-types

Credentials, Initiator Credentials, MessageSubmissionArgnment, MessageSubmissionResult,
DRAddressAndOrDirectoryName, ProbeSubmissionArgument, ProbeSubmissionResult, ResponderCredentials,
SecurityContextySecurityLabel
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)
. version-1994(0)}

s« MTS abstract-service 1988 ports

hdministration-88

FROM MTSAbstractService88 {joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1) version-1988(1988)}

-- MTS abstract-service upper bounds

ub-content-types, ub-encoded-information-types, ub-labels-and-redirections

FROM MTSUpperBounds {joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3)}
-- MS attribute table

AttributeTable

FROM MSGeneralAttributeTypes {joint-iso-itu-t mhs(6) ms(4) modules(0)
general-attribute-types(2) version-1994(0)}
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-- MS matching rule table

MatchingRuleTable

FROM MSMatchingRules {joint-iso-itu-t mhs(6) ms(4) modules(0) general-matching-rules(5)}

AutoActionTable, AutoActionErrorTable

FROM MSGeneralAutoActionTypes {joint-iso-itu-t mhs(6) ms(4) modules(0)
general-auto-action-types(3) version-1994(0)}

-- MS object-identifiers

id-cp- ms-connectlon id-crt-ms-access-88, id-crt-ms-access-94, id-ot-ms, id-ot-ms-user, id-pt-retrieval-88,
id-pt= =94 Td=pt=Trrs= fSstotr

FROM MSObjectIdentifiers {joint-iso-itu-t mhs(6) ms(4) modules(0) object-identifiers(0)
version-1994(0)}

-- MS Access abstract-operation and error codes

erg-attribute-error, err-auto-action-request-error, err-ms-extension-error,
erg-delete-error, err-entry-class-error, err-fetch-restriction-error,

invalid naroamatanc arear are o magga oA GRaIITI_ATTAe are maa Arerenie

’I:\l g-ivanuspal aniticidTtiivl,y 11 'lllCDBasC'sl U‘ul-l C11VUl,y 11 'lllUUll]"Cl 11U,y
eriy-range-error, err-security-error, err-sequence-number-error, err-service-ercor,
ery-register-ms-error, op-alert, op-delete, op-fetch, op-list, op-modify,
optms-message-submission, op-ms-probe-submission, op-register-ms, op-sunimarize
FROM MSA ccessProtocol {joint-iso-itu-t mhs(6) protocols(0), médules(0)
ms-access-protocol(2) version-1994(0)}

-- MS abstract-service upper bounds

ubrattributes-supported, ub-attribute-values, ub-auto-action-errors, ub-auto-actions, ub-auto-registrations,

ubtdefault-registrations, ub-entry-classes, ub-error-reasons, ub-extensions, ub-group-depth,

ubtgroup-descriptor-length, ub-group-part-length,“ub-matching-rules, ub-message-groups, ub-messages,

ubtmodifications, ub-per-entry, ub-per-auto-action, ub-service-information-length, ub-summaries, ub-

supplementary-info-length,

ubtua-registration-identifier-length, ub-ua-registrations, ub-restrictions

FROM MSUpperBounds {joint-iso-itu-t mhs(6) ms(4) modules(0) upper-bounds(4)
version-1994(0)}

-- MATCHING-RULE information object class
MATCHING-RULE

FROM InformationFramework {joint-iso-ccitt ds(5) modules(1) informationFramework(1) 2}

-- Remote Operations

P

CONTRACT, CONNECTION-PACKAGE

FROM Remote-Operafions-Information-Objects {joint-iso-ccitf remote-operations(4)
informationObjects(5) version1(0)}

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ccitt remote-operations(4)
useful-definitions(7) version1(0)};

-- MS Abstract Objects

ms MHS-OBJECT ::= {
IS {mts-user}
RESPONDS {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms }

ms-user MHS-OBJECT ::= {
INITIATES {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms-user }

ITU-T Rec. X.413 (1995 E) 107


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

-- Contracts
ms-access-contract-94 CONTRACT ::={
CONNECTION ms-connect
INITIATOR CONSUMER OF  {retrieval | ms-submission | administration}
ID id-crt-ms-access-94 }
ms-access-contract-88 CONTRACT ::= {
CONNECTION ms-connect -- with all 1994 extensions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission | administration-88}
ID id-crt-ms-access-88 }

-- Connection-package

ms-conneet CONNECTION.PACKAGE +— {
BIND ms-bind
UNBIND  ms-unbind
ID id-cp-ms-connection }
-- MS Pqrts
retrieval[PORT ::= {

CONSUMER INVOKES {summarize | list | fetch | delete | register-MS,
e -- 1994 extension addition --,

modify}
SUPPLIER INVOKES {alert}
ID id-pt-retrieval-94 }
retrievalt88 PORT ::= {

ms-subm

-- ATTR

-- With all 1994 extensions to the abstract-operations absent --
CONSUMER INVOKES {summarize | list | fetch | delete\ register-MS}
SUPPLIER INVOKES {alert}

ID id-pt-retrieval-88 }

ission PORT ::= {

SUPPLIER INVOKES {ms-submissionscontrol}
ID id-pt-ms-submission }

BUTE information object class

ATTRIBUTE ::= CLASS {

&id AttributeType UNIQUE,
&Type,
&equalityMatch MATCHING-RULE OPTIONAL,
&substringsMatch MATCHING-RULE OPTIONAL,
&orderingMatch MATCHING-RULE OPTIONAL,
&numeration ENUMERATED {single-valued(0), multi-valued(1)},
-- 1994 extension --
&OtherMatches MATCHING-RULE OPTIONAL }
WITH SYNTAX {
WITH ATTRIBUTE-SYNTAX &Type,

[EQUALITY MATCHING-RULE &equalityMatch,]
[SUBSTRINGS MATCHING-RULE &substringsMatch,]
[ORDERING MATCHING-RULE  &orderingMatch,]

[OTHER MATCHING-RULES &OtherMatches,]
NUMERATION &numeration,
ID &id }

Attribute ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),

CONSUMER INVOKES {ms-message-submission | ms-probe-submission | ms-cancel-deferred-delivery}

attribute-values

SEQUENCE SIZE (1.. ub-attribute-values) OF ATTRIBUTE.&Type
({AttributeTable} {@attribute-type}) }
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AttributeType ::= OBJECT IDENTIFIER
-- AUTO-ACTION information object class

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL }

WITH SYNTAX {
[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors]
IDENTIFIED BY &id }

AutoActionType ::= OBJECT IDENTIFIER

AutoActionRegistration ::= SEQUENCE {
aufo-action-type AUTO-ACTION.&id ({AutoActionTable}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1,
registration-parameter (1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}
{@auto-action-type}) OPTIONAL }

-- AUTO-A[CTION-ERROR information object class
AUTO-ACTION-ERROR ::= ABSTRACT-ERROR

AutoActionError ::= SET {

error-code [0] AUTO-ACTION-ERROR.&errorCode ({AutoActionEtrorTable}),
erfror-parameter (1] AUTO-ACTION-ERROR.&ParameterType ({AufoActionErrorTable} {@error-( ode})
OPTIONAL }

-~ MS-EXTENSION information object class

MS-EXTENSION ::= TYPE-IDENTIFIER

MSExtensignItem ::= INSTANCE OF MS-EXTENSION

MSExtensions ::= SEQUENCE SIZE (1..ub-extensions) OF MSExtensionItem
-- Common|data-types related to the information model

EntryClass |:= INTEGER {

delivery (0),

-- {994 extensions --

submission (1),

draft (2),

stored-message 3),

delivery-log 4),

submission-log (8),

m¢ssage-log (6),

aufo-action-log (7) } (0..ub-entry-classes)

EntryType §:= INTEGER\{

delivered-message 0),
delivered-report D),
return€d-content (2),
== T nn4 CA:CIl;)l:U’IJ -

submitted-message 3),
submitted-probe 4,
draft-message (%),
auto-action-event 6) }

SequenceNumber ::= INTEGER (0..ub-messages)

RetrievalStatus ::= INTEGER {

new 0),
listed (1),
processed 2)}

MessageGroupName ::= SEQUENCE SIZE (1..ub-group-depth) OF GroupNamePart

GroupNamePart ::= GeneralString (SIZE (1..ub-group-part-length))

ITU-T Rec. X.413 (1995 E) 109


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

-- MS-bind abstract-operation

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind-error} }

MSBindArgument ::= SET {
initiator-name ORAddressAndOrDirectoryName,
initiator-credentiais {2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTIONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none--,
ms-configuration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --

ua-registration-identifier [6] Registrationldentifier OPTIONAL,

s OPTIONAL }

Restrictiops ::= SET {
qllowed-content-types [0] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER QPTIONAL
-- default is no restrictiofi~-
4llowed-EITs [1] MS-EITs OPTIONAL -- default is no restriction --,
aximume-atiribute-iength i2i INTEGER GPTIONAL -- default is no restriciion~:
MS-EITs }:= SET SIZE (1..ub-encoded-information-types) OF MS-EIT
MS-EIT :}= OBJECT IDENTIFIER
Registratipnldentifier ::= PrintableString (SIZE (1..ub-ua-registration-identifier-length))
MSBindRpesult ::= SET {
tesponder-credentials [2] ResponderCredentials,
gvailable-auto-actions [3] SET SIZE (1..ub-auto-actions) OF AUTO-ACTION.&id
({AutoActionTable}) OPTIONAL,
gvailable-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
3lert-indication [5] BOOLEAN DEFAULT FALSE,
ontent-types-supported [6] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL,
-- 1994 extensions --
¢ntry-classes-supported [7] SET SIZE (1..ub-entry-classes) OF EntryClass OPTIONAL,
atching-rules-supported [8] SETSIZE (1..ub-matching-rules) OF OBJECT IDENTIFIER OPTIDNAL,
dditional-capabilities [9] MSExtensions OPTIONAL,
essage-group-depth [10]1VINTEGER (1..ub-group-depth) OPTIONAL,
uto-action-error-indication ~{IN] AutoActionErrorIndication OPTIONAL,
nsupported-extensions {12] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAIL,
ha-registration-id-unknown [13] BOOLEAN DEFAULT FALSE,
ervice-information [14] GeneralString (SIZE (1..ub-service-information-length)) OPTIONAL }
AutoActignErrorIndication 3= CHOICE {
{ndication-only [0] NULL,
huto-actiop-log-entry [1] SequenceNumber }
ms-bind-4rror ABSTRACT-ERROR ::= {
PARAMETER CHOICE {
unqualified-error BindProblem,
-- 1994 extension --
qualified-error SET {
bind-problem [0] BindProblem,
supplementary-information  [1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL,
bind-extension-errors [2] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL } } }
BindProblem ::= ENUMERATED {
authentication-error (0),
unacceptable-security-context 1),
unable-to-establish-association (2),
w. = 1994 extension addition --,
bind-extension-problem 3}

-- MS Unbind abstract-operation

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind
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-- Common data-types

Range ::= CHOICE {
sequence-number-range [0] NumberRange,
creation-time-range [1] TimeRange }

NumberRange ::= SEQUENCE {

from [0] SequenceNumber OPTIONAL -- omitted means no lower bound --,

to [1] SequenceNumber OPTIONAL -- omitted means no upper bound -- }
TimeRange ::= SEQUENCE {

from [0] CreationTime OPTIONAL -- omitted means no lower bound --,

to [1] CreationTime OPTIONAL -- omitted means no upper bound -- }

CreationTime ::= UTCTime

Filter ::= CHOICE {

ite [0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
no [3] Filter }
FilterItem :3= CHOICE {
equality [0] AttributeValueAssertion,
subpstrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
any [1] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
final [2] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}) } },
gr¢ater-or-equal [2] AttributeValueAssertion,
lesg-or-equal [3] AttributeValueAssertion,
present [4] ATTRIBUTE.&id ({AttributeTable}),

approximate-match [5] AttributeValueAssertion,
-- 1994 extension --

otller-match [6] MatchingRuleAssertion }
MatchingRyleAssertion ::= SEQUENCE {
mdtching-rule [0] MATCHING-RULE&id ({MatchingRuleTable}),
attiribute-type [1] ATTRIBUTE.&id,
m4gtch-value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} { @matching-rule})

AttributeValueAssertion ::= SEQUENCE {
at}ibute-type ATTRIBUTE.&id ({AttributeTable}),
atfribute-value ATTRIBUTE.& Type ({AttributeTable} { @attribute-type}) }

Selector ::=[SET {

child-entries [0] BOOLEAN DEFAULT FALSE,

range [1]. Range OPTIONAL -- defauit is unbounded --,

filfer {2)-Filter OPTIONAL -- default is all entries within the specified range --,

limpit [3] INTEGER (1..ub-messages) OPTIONAL,

override [4] OverrideRestrictions OPTIONAL -- by default, any fetch-restrictions in force apply --|}
OverrideReptrictions ::= BIT STRING {

overTide-content-types-restriction (B

override-EITs-restriction (D,

override-attribute-length-restriction (2) } (SIZE (1.. ub-restrictions))

EntryInformationSelection ::= SET SIZE (0..ub-per-entry) OF AttributeSelection

AttributeSelection ::= SET {

type ATTRIBUTE.&id ({AttributeTable}),

from [0] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi valued --,

count [1] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi valued -- }
EntryInformation ::= SEQUENCE {

sequence-number SequenceNumber,

attributes SET SIZE (1..ub-per-entry) OF Attribute OPTIONAL,

-- 1994 extension --
value-count-exceeded [0] SET SIZE (1..ub-per-entry) OF AttributeValueCount OPTIONAL }
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AttributeValueCount ::= SEQUENCE {
type [0] ATTRIBUTE.&id ({AttributeTable}),
total (1] INTEGER }

MSSubmissionOptions ::= SET {
object-entry-class [0] EntryClass (submissionlsubmission-logldraft) OPTIONAL,
disable-auto-modify [1] BOOLEAN DEFAULT FALSE,

add-message-group-names [2] SET SIZE (1..ub-message-groups) OF MessageGroupName OPTIONAL,

ms-submission-extensions  [3] MSExtensions OPTIONAL }

CommonSubmissionResults ::= SET {
created-entry [0] SequenceNumber OPTIONAL,
auto-action-error-indication [1] AutoActionErrorIndication OPTIONAL,
ms-submission-result-extensions [2] MSExtensions OPTIONAL }

-- Retriepal Port abstract-operations

summarige ABSTRACT-OPERATION ::= {

ARGUMENT SummarizeArgument

RESULT SummarizeResult

ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
w. -- 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-summarize }

SummarjzeArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1] Selector,

OPTIONAL -- absent if noysummaries are requested --,

-- 1994 extension --
summarize-extensions [3] MSExtensions OPTIONAL. }

Summar]zeResult ::= SET {

next [0] SequenceNumber OPTIONAL,
count [1] INTEGER (0..ub-messages) -- of the entries selected --,
span [2] Span OPTIONAL -- of the entries selected,

-- omitted if count is zero --,

> 1994 extension --
summarize-result-extensions ' [4] MSExtensions OPTIONAL }

Span ::=|SEQUENCE {

lowest [0] SequénceNumber,
highest  [1].SequenceNumber }
Summary ::= SETY

present [1] SET SIZE (1..ub-attribute-values) OF -- one for each attribute value present --
SEQUENCE {

summary-requests [2] SEQUENCE SIZE (1..ub-summaries) OF ATTRIBUTE.&id ({AttributeTab

summaries [31;SEQUENCE SIZE (1..ub-summaries) OF Summary OPTIONAL,

absent [0] INTEGER (1..ub-messages) OPTIONAL -- count of entries where attribute is absent --

e})

type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE.&Type ({AttributeTable} { @.type}),
count INTEGER (1..ub-messages) } OPTIONAL }

list ABSTRACT-OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
w. == 1994 extension additions --,

entry-class-error | ms-extension-error}
CODE op-list }

112 ITU-T Rec. X.413 (1995 E)


https://iecnorm.com/api/?name=cfd84dc878bba5c380f5085caaede041

ListArgument ::= SET {
entry-class
selector
requested-attributes

list-extensions
ListResult ::= SET {

next
requested

list-result-extensions

ISO/IEC 10021-5 : 1996 (E)

[0] EntryClass DEFAULT delivery,

[1] Selector,

[3] EntryInformationSelection OPTIONAL,
-- 1994 extension --

[4] MSExtensions OPTIONAL }

[0] SequenceNumber OPTIONAL,

[1] SEQUENCE SIZE (1..ub-messages) OF EntryInformation OPTIONAL
-- omitted if none found --,

-- 1994 extension --

[2] MSExtensions OPTIONAL }

fetch ABSTRACT-OPERATION ::= {

ARGUMENT FetchArgument

RESULT FetchResult

ERRORS {attribute-error | fetch-restriction-error | invalid-parameters-error | rangererror |
security-error | sequence-number-error | service-error,
w. == 1994 extension additions --,
entry-class-error | ms-extension-error}

C(ODE op-fetch }

FetchArgument ::= SET {
enfry-class
item
search
precise
requested-attributes
fetph-extensions

FetchResult|::= SET {
en{ry-information
list
next

fetth-result-extensions

delete ABSTRACT-OPERATION=:="{

ARGUMENT DeleteArgument

RESULT DeleteResult

ERRORS {delete-error | invalid-parameters-error | range-error | security-error |
sequence-number-error | service-error,
«. == 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-delete }

[0] EntryClass DEFAULT delivery,
CHOICE {
[1] Selector,
[2] SequenceNumber },
[3] EntryInformationSelection-OPTIONAL,
-- 1994 extension --
[4] MSExtensions OPTIONAL }

[0] EntryInformation OPTIONAL -- if an entry was selected --,

[1]1 SEQUENCE SIZE;(1..ub-messages) OF SequenceNumber OPTIONAL,
[2] SequenceNumber OPTIONAL,

-- 1994 extension --
[3] MSExtensions OPTIONAL }

DeleteArgument ::= SET {
entry-class
items
selector

sequence-numbers

delete-extensions

DeleteResult ::= CHOICE {
delete-result-88

delete-result-94
entries-deleted

delete-result-extensions

[0] EntryClass DEFAULT delivery,

CHOICE {

[1] Selector,

[2] SET SIZE (1..ub-messages) OF SequenceNumber },
-- 1994 extension --

[3] MSExtensions OPTIONAL }

NULL,
-- 1994 extension --
SET {

[0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
[1] MSExtensions OPTIONAL } }
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register-MS ABSTRACT-OPERATION ::= {

ARGUMENT
RESULT
ERRORS

CODE

Register-MSArgument

Register-MSResult

{attribute-error | auto-action-request-error | invalid-parameters-error |
security-error | service-error | old-credentials-incorrectly-specified |
new-credentials-unacceptable,

w. - 1994 extension additions --,

message-group-error | ms-extension-error | register-ms-error}
op-register-ms }

Register-MSArgument ::= SET {
auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration OPTIONAL,
auto-action-deregistrations  [1] SET SIZE (1..ub-auto-registrations) OF AutoActionDeregistration OPTIONAL,

]a-registrations

AutoActignDeregistration ::= SEQUENCE {

juto-action-type

egistration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1 }
UARegistfation ::= SET {

ha-registration-identifier [0] Registrationldentifier,

a-list-attribute-defaults [1] SET SIZE0..ub-default-registrations) OF ATTRIBUTE.&id

a-fetch-attribute-defaults [2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id

Message(roupRegistrations ::= SEQUENCE SIZE (1..ub-default-registrations) OF CHOICE {

Fegister-group

Message(} roupNameAndDéscriptor ::=SET {
Mmessage:group-name [0] MessageGroupName,
message-group-descriptor [1] GeneralString (SIZE (1..ub-group-descriptor-length)) OPTIONAL }

ubmission-defaults [7] MSSubmissionOptions OPTIONAL,
message-group-registrations  [8] MessageGroupRegistrations OPTIONAL,
fegistration-status-request [9] RegistrationTypes OPTIONAL,

fegister-ms-extensions [10] MSExtensions OPTIONAL }

a-submission-defaults [3}.MSSubmissionOptions OPTIONAL,
ontent-specific-defaults [4] MSExtensions OPTIONAL }

leregister-group
hange-descriptors [2] MessageGroupNameAndDescriptor }

ljst-attribute-defaults [2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
fetch-attribute-defaults [3] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable})OPTIONAL,
dhange-credentials [4] SEQUENCE {
old-credentials [0] Credentials,
new-credentials [1] Credentials} OPTIONAL,
yser-security-labels [5] SET SIZE (1..ub-labels-and-redirections) OF SecurityLabel OPTIONAL,

-- 1994 extensions --
[6] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,

AUTO-ACTION.&id ({AutoActionTable}),

({AttributeTable}) OPTIONAL,

({AttributeTable}) OPTIONAL,

[0] MessageGroupNameAndDescriptor,
[1] MessageGroupName,

RegistrationTypes ::= SET {

registrations [0] BIT STRING {

auto-action-registrations (0),

list-attribute-defaults 1),

fetch-attribute-defaults ),

ua-registrations 3),

submission-defaults @),

message-group-registrations (5) } OPTIONAL,
extended-registrations [1] SET OF MS-EXTENSION.&id OPTIONAL,
restrict-message-groups [2] MessageGroupsRestriction OPTIONAL }

MessageGroupsRestriction ::= SET {

parent-group

[0] MessageGroupName OPTIONAL,

immediate-descendants-only [1] BOOLEAN DEFAULT TRUE,

omit-descriptors

[2] BOOLEAN DEFAULT TRUE }
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Register-MSResult ::= CHOICE {
no-status-information NULL,
-- 1994 extension --

registered-information SET {

auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,

list-attribute-defaults [1] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE. &id
({AttributeTable}) OPTIONAL,

fetch-attribute-defaults [2] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

ua-registrations [3] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,

submission-defaults [4] MSSubmissionOptions OPTIONAL,

message-group-registrations [5] SET SIZE (1..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,
register-ms-result-extensions [6] MSExtensions OPTIONAL } }

alert ABSTRACT-OPERATION ::= {
ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security-error}
CPDE op-alert }

AlertArgurpent ::= SET {
alprt-registration-identifier [0] INTEGER (1..ub-auto-actions),
n¢w-entry [2] EntryInformation OPTIONAL }

AlertResul{ ::= NULL

modify ABSTRACT-OPERATION ::= {

ARGUMENT ModifyArgument

RESULT ModifyResult

ERRORS {attribute-error | invalid-paranieters-error | security-error | sequence-number-error |
service-error | modify-error-[\message-group-error | entry-class-error |
ms-extension-error,

... -- For future extension additions --}

CODE op-modify }
ModifyArgument ::= SET {
e?:ry-class [0] EntryClass DEFAULT delivery,
emtries CHOICE {
selector [1] Selector,
specific-entries [2] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber },
nlodifications [3] SEQUENCE SIZE (1..ub-modifications) OF EntryModification,
mjodify-extensions  [4] MSExtensions OPTIONAL }

sfrict [0] BOOLEAN DEFAULT FALSE,
odification CHOICE {
add-attribute [1] Attribute,
remove-attribute [2] ATTRIBUTE.&id ({AttributeTable}),
add-values [3] OrderedAttribute,
remove-values  [4] OrderedAttribute } }

EntryMo:ljﬁcation +=SET {

OrderedAttribute ::= SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF SEQUENCE {
-- at least one must be specified --
value [0] ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) OPTIONAL,
position [1] INTEGER (1..ub-attribute-values) OPTIONAL } }

ModifyResult ::= SET {

entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
modify-result-extensions  [1] MSExtensions OPTIONAL }
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-- MS-submission Port abstract-operations

ms-message-submission ABSTRACT-OPERATION ::= {

ARGUMENT MSMessageSubmissionArgument

RESULT MSMessageSubmissionResult

ERRORS {submission-control-violated | element-of-service-not-subscribed | originator-invalid |
recipient-improperly-specified | inconsistent-request | security-error |
unsupported-critical-function | remote-bind-error,
w. == 1994 extension additions --,
ms-extension-error | message-group-error | entry-class-error | service-error}

CODE op-ms-message-submission }

MSMessageSubmissionArgument ::= SEQUENCE {
COMPONENTS OF MessageSubmissionArgument -- This imported type has IMPLICIT tags --,
-- 1994 extension --

submission-options [4] MSSubmissionOptions OPTIONAT }

forwardihg-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY standard-extension:36 }

MSMessggeSubmissionResult ::= CHOICE {

mts-result SET {

COMPONENTS OF  MessageSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --

ms-message-result [4] CommonSubmissionResults OPTIONAL },
-- 1994 extension --

store-draft-result [4] CommonSubmissionResults }

ms-probe-submission ABSTRACT-OPERATION ::= {

ARGUMENT MSProbeSubmissionArgument

RESULT MSProbeSubmissionResult

ERRORS {submission-control-violated |.¢lement-of-service-not-subscribed | originator-invalid |
recipient-improperly-specified | inconsistent-request | security-error |
unsupported-critical-function | remote-bind-error,

wo == 1994 extension additions --,

ms-extension-error (_message-group-error | entry-class-error | service-error}

CODE op-ms-probe-submission }

MSProbeSubmissionArgument ::= SET_{

COMPONENTS OF ProbeSubmissionArgument -- This imported type has IMPLICIT tags --,
=- 1994 extension --

submission-options [4] MSSubmissionOptions OPTIONAL }

MSProbeSubmissionResult ::= SET {

COMPONENTS OF ProbeSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --

ms-probe-result [4] CommonSubmissionResults OPTIONAL }

ms-cancel-deferred-delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery
ms-submission-control ABSTRACT-OPERATION ::= submission-control
-- Abstract-errors

attribute-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problems [0] SET SIZE (1.. ub-per-entry) OF SET {

problem [0] AttributeProblem,
type [1] ATTRIBUTE.&id ({AttributeTable}),
value [2] ATTRIBUTE.&Type ({AttributeTable} {@.type}) OPTIONAL } }

CODE err-attribute-error }
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