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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and 1EC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1. Draft Internationa! Standards adopted by the joint

technical cdmmittee are circulated to national bodies for voting. Publication as an
Internationgl Standard requires approval by at least 75 % of the national bodies casting
a vote.

Internationgl Standard ISO/IEC 10021-5 was prepared by Joint Technical Committee
ISO/IEC JTC 1, Information technology.

ISO/IEC 10021-5 consists of the following parts, under the general title: Information
technology |— Text Communication — Message-Oriented Text Interchange Systems
(MOTIS) —

— Parq 1: System and Service Overview

— Parq2: Overall Architecture

— Parq3: Abstract Service Definition Conventions

— Pary 5: Message Store: Abstract Service Definition

— Part

I:
2:
3:
— Parq4: Message Transfer System: Abstract Service Definition aad Procedures
5:
6. Protocol Specifications

7:

— Par] 7. Interpersonal Messaging System

Annexes A, B, C and D form an integral part of this part of ISO/IEC 10021. Annexes E,
F and G arg for information only.
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 (the International Standard for
Message Oriented Text Interchange System (MOTIS)).

MOTIS provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and

delivered to one or more other users (the recipients).

This part of ISO/IEC 10021 defines the Message Store abstract-service (MS abstract-service) which
supports message-retrieval from a Message Store (MS) and indirect-message-submission through the
MS in a Message Handling System (MHS). The MS abstract-service also provides message-
adminisfration services, as defined by the Message Transfer System (MTS) abstract-service.

This Intgrnational Standard has been produced by joint CCITT-ISO/IEC agreement. The-corregponding
CCITT Recommendation is X.413 (1988). Annex G list the differences between the two documents.
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Information technology — Text Communication —
Message-Oriented Text Interchange Systems (MOTIS) —

Part 5:

Me

Sectipn one - General

This part of ISO/IEC 10021 defines the Message Store abstract-seryice! This abstract-service is

by the
abstra
(ROSE
protoc

Other jparts of ISO/IEC 10021 define other aspects of the MHS. ISO/IEC 10021-1 defines

orientd

ISO/IEIC 10021-3 provides a description of thecabstract-service definition conventions used
ISO/IEC 10021-7 defines the abstract-service for interpersonal messaging and defines the

interpe

Sectiof
6 descy
abstra
abstra

Sectior
types 1
notatiq
genera

Section

16 describes how the MS ports are realized.

sage Store Abstract Service Definition

Scope

Message Store access-protocol (specified in ISO/IEC 10021-6) in conjunction with
t-service (defined in ISO/IEC 10021-4), together with the Remote Operations Service

services (defined in ISO/IEC 9072-1). The abstraét-syntax-notation for the applica
Is used in this part of ISO/IEC 10021 is defined in S0 8824.

d services provided by the MHS. ISO/IEC 10021-2 provides an architectural overview of|

rsonal-messages.

two of this part of ISO/IEC 10021 contains the Message Store abstract-service definitig
ibes the MS model. Clause 7specifies the abstract-syntax-notation for the abstract-bin
t-unbind-operations. Clause 8 specifies the abstract-syntax-notation for the operati
t-service. Clause 9 specifies the abstract-syntax-notation for the errors of the abstract-s

three of this part of ISO/IEC 10021 defines the general-attribute-types and general-ay
elated to the MS. Clause 10 contains an overview. Clause 11 specifies the abstrad

provided
the MTS
Element
tion-layer

the user-
the MHS.
in MHS.
format of

n. Clause
d and the
ns of the
brvice.

to-action-
t-syntax-

n for the general-attribute-types. Clause 12 specifies the abstract-syntax-notatiogn for the

l-auto-actien-types.

four of this part of ISO/IEC 10021 describes the procedures for Message Store and
tionisClause 13 contains an overview. Clause 14 describes how the Message Store abstr
ted: W 3 VS 5 Serv S

No requirement is made for conformance to this part of ISO/IEC 10021.

the ports
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2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of the part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All standards
are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are encouraged to
investigate the possibility of applying the most recent editions of the standards listed below. Members of
IEC and [SO maintain registers of currently valid International Standards.

2.1 Reference Model references

This part of ISO/IEC 10021 cites the fn]]nwing reference-model related documents

1SO 7498:1984, Information processing systems - Open Systems Interconnection -Basic
Reference Model.
2.2 Presentation references

This part pf ISO/IEC 10021 cites the following presentation related documents

ISO 8824:1987, Information processing systems - Open Systemsdnterconnection -
Specification of Abstract Syntax Notation OneASN.1).

ISO 8824:1987/Add.1: D

Information processing systems - Open Systems Interconnection -
Specification of Abstract Syntax Notation One (ASN.1) - Addendum 1:
ASN.1 Extentions.

2.3 Remote Operations references
This part pf ISO/IEC 10021 cites the following remote operations related document

ISO/IEC 9072-1:1989, Information procesging systems - Text Communication - Remote Operations
Part 1: Model, Notation and Service Definition.

2.4 Djrectory References

This part pf ISO/IEC 10021 cites thefollowing directory related documents

ISO/IEC 9594-1: 1 Information processing systems - The Directory - Overview of Concepts,
Models and Services.

ISO/IEC 9594-2: D Information processing systems - The Directory - Models.

ISO/IEC 9594:3.\. 1) Information processing systems - The Directory - Abstract Service Definition.

ISO/IEC 95¢ ormatio uted
Operation.

ISO/IEC 9594-5. 1 Information processing systems - The Directory - Protocols Specifications.

ISO/IEC 9594-6: 1 Information processing systems - The Directory - Selected Attribute Types.

1) Tobe published
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[SO/IEC 9594-7: 1 Information processing systems - The Directory - Selected Object Classes.
ISO/IEC 9594-8: 1) Information processing systems - The Directory - Authentication Framework.
2.5 Message Handling references

This International Standard cites the following ISO/IEC message handling documents

ISO/IECQ 10021-1:1989 Information processing systems - Text Communication - Message Orjented
Text Interchange System (MOTIS) - Part 1:
System and Service Overview.

ISO/IEC 10021-2:1989 Information processing systems - Text Communication - Message Oriented
Text Interchange System (MOTIS) - Part 2:
QOverall Architecture.

ISO/TE(Q 10021-3:1989 Information processing systems - Text Communication - Message Oriented
Text Interchange System (MOTIS) - Part 3:
Abstract Service Definition Conventions.

ISO/IEC 10021-4:1989 Information processing systems - Text Communication - Message Oriented
Text Interchange System (MOTIS) - Part 4:
Message Transfer System - Abstrdet Service Definition and Procedures.

ISO/TE¢ 10021-6:1989 Information processing systents *Text Communication - Message Oriented
Text Interchange System (MQTIS) - Part 6:
Protocol Specifications.

ISO/TEC 10021-7:1989 Information processing'systems - Text Communication - Message Orlented
Text Interchange System (MOTIS) - Part 7:
Interpersonal Méssaging System.

s

PHE

1) To be published
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3

3.1

Definitions

Common Definitions for MHS

For a list of the common definitions for MHS refer to ISO/IEC 10021-2.

3.2

Message Store Definitions

For the purpose ofthis part of ISQAEC 10021 the fnllnwing definitions apply

3.2.1

3.2.2

3.2.3

3.2.4

3.2.5

3.2.6

3.2.7

3.2.8

3.2.9

3.2.10

3.2.11

3.2.12

3.2.13

abstract-association: An abstract binding between two communication partners, imthis

]

sgrvice, or between an MS and an MTA for the provision of the MTS abstract-seryice.
cqntained in the abstract-bind operation.
abpstract-unbind-parameters: Parameters defined in this part. 6f ISO/IEC 10021 wh

cgntained in the abstract-unbind operation.

wiithin the MS abstract-service.

part of

JO/IEC 10021 the binding between a UA and an MS for the provision of the MS alstract-

apstract-bind-parameters: Parameters defined in this part of ISOAEC 10021 which are

ch are

Aldministration Port: The port offering the administration (for MTS) set of abstract-services

Allert abstract-operation: An abstract-operation{which allows the MS to signal, based on

sdlection criteria, to the UA that messages or reports are waiting in the MS.
Clan only be issued on an existing abstract-association.

attribute: The information of a particular type appearing in an entry in an information-b

attribute-type: That component of"an attribute which indicates the class of informatio
b} that attribute.

HSE.

n given

attribute-value: A particular instance of that class of information indicated by an aftribute

type.

aftribute-value-assertion: A proposition, which may be true, false, or undefined, con
the values of attributes in an entry.

ajto-actiont Actions, that can be performed automatically by the MS, based on pre
r¢gistered information from the MS-owner via the UA.

auto-action-type: An auto-action-type is used to indicate the type of auto-action, e.g. Ale

rerning

viously

Irt.

auto-alert: Auto-alert is the auto-action within the MS, which triggers an Alert abstract-

operation or another action by the MS.

auto-forward: Auto-forward is the auto-action within the MS, which triggers a message to be

auto-forwarded to another recipient (or other recipients) by the MS.
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3.2.14

3.2.15

3.2.16

3.2.17

3.2.18

3.2.19

3.2.20

3.2.21

3.2.22

3.2.23

3.2.24

3.2.25

3.2.26

3.2.27

3.2.28

3.2.29

3.2.30

ISO/IEC 10021-5 : 1990 (E)

child-entry: An entry, other than the main-entry in an information-base. The parent-entry for a
child-entry can be either the main-entry or another child-entry, depending on the number of
entry levels in each case.

child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A
parent-entry can have more than one child-sequence-number value, depending on the number of
child-entries.

conditional (C) component: An ASN.1 element which shall be present in an instance of its
class as dictated by this International Standard.
See grade.

content-length: An attribute which gives the length of the content of a delivered/me¢ssage (or
returned-content).

content-returned: An attribute which signals that a delivered-report {or a delivered{message)
contained a returned content.

converted EITs: An attribute identifying the encoded-information-types of thel message
content after conversion.

creation-time: An attribute which gives the creation-time (by the MS) of an entry.

Delete abstract-operation: An abstract-operation used to delete one or more entries from an
information-base.

delivered-EITs: A multi-valued attribute, giving information about EITs in a delivered-
message.

delivered-message entry: An entry in'the stored-messages information-base resulting from a
delivered-message.

delivered-report entry: An entry in the stored-messages information-base resulting from a
delivered-report.

entry: An informationget'in an information-base.
See main-entry, pagent-entry and child-entry for further classification of entries.

entry-information: A parameter, used in abstract-operations, which conveys| selected
information€rom an entry.

entry-information-selection: A parameter, used in abstract-operations, which indidates what
information from an entry is being requested.

entry-status: An attribute giving information about the processing status of that entry.

Possible values are new, listed or processed.

entry-type: An attribute which signals if an entry is associated with a delivered-message or a
delivered-report.

Fetch abstract-operation: An abstract-operation which allows one entry to be fetched from the
stored-messages information-base.
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3.2.31 fetch-restrictions: Restrictions, imposed by the UA, on what kind of messages it is prepared to
receive as a result of fetch. The possible restrictions are on message-length, content-types and

EITs.

3.2.32 filter: A parameter, used in abstract-operations, to test a particular entry in an information-

base and is either satisfied or not by that entry.

3.,2.33 filter-item: An assertion about the presence or value(s) of an attribute of a particular type in an

3.2.34

3.2.35

3.2.36

3.2.37

3.2.38

3.2.39

3.2.40

3.241

3.2.42

3.2.43

3.2.44

3.2.45

3.2.46

entry under test. Each such assertion is either true or false.

forwarding-request. This is a parameter that may be present in a Message-submission

ab§EracE-operatlon, invoked By the U R, to requesE thata message 18 forwarded from the M$9.

general-attribute: A set of MS attributes which are valid for all types of messages and r
independent of content-type.
Only these MS attributes are explicitly defined in this part of ISO/IEC 10021.

pports,

gdneral-auto-action: Auto-actions which are valid for all types of messages and r¢ports,

inflependent of content-type.
Only these auto-actions are explicitly defined in this part of ISO/IEC,10021.

gnade: Defined in ISO/IEC 10021-2.

Indirect-submission Port: The port offering the Indirect-submission abstract-service
the MS abstract-service.

within

The Indirect-submission abstract-service offers the)same services as the Message-submission

abstract-service (from the MTS abstract-service)} with the added functionality of forw
messages residing in the MS.

hrding

information-base: Objects within the MS‘which store information relevant to the MS abistract-
sefvice, e.g. the stored-messages information-base, which stores the messages and reporfts that

hqve been delivered into the MS.
information-base-type: The type'of information-base, e.g. the stored-messages.

limit: A component in thelselector parameter which identifies the maximum number of s
ertries to be returned in the result of an abstract-operation.

blected

ligt abstract-operation: An abstract-operation which allows a selection of entries frjom an

information-base and requested attribute information to be returned for those entries.

listed: Anlentry-status value.

mlacro: See ISO 8824.

main-entry: For each successful abstract-operation which creates information-base e
there is always one main-entry. Further, or more detailed, information resulting from th
abstract-operation can be stored in child-entries.

mandatory (M) component. An ASN .1 element which shall always be present in an inst
its class.
See grade.

ntries,
e same

ance of
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SRR

3.2.47

3.2.48

3.2.49

3.2.50

3.2.51

3.2.52

3.2.53

3.2.54

3.2.55

3.2.56

3.2.57

3.2.58

3.2.59

3.2.60

3.2.61

3.2.62

3.2.63

3.2.64

3.2.65

ISO/IEC 10021-5 : 1990 (E)

matching: The process of comparing the value supplied in an attribute-value-assertion with the
value of the indicated attribute-type stored in the MS or deciding whether the indicated
attribute-type is present.

Message Retrieval Service Element (MRSE): The application-service-element by means of
which a receiving UA effects retrieval of messages from an MS, or any of various related tasks.

MS: Message Store, also used as a shorter form for "MS abstract-service-provider”.

MS abstract-service: The set of capabilities that the MS offers to its users by means of its ports.

MSabstract-service-user-Theuserof the MSabstract=service:
This is the UA.

MS abstract-service-provider: The MS which provides the MS abstract-service.
MS-user: A shorter form for "MS abstract-service-user”.

Message-submission abstract-operation: An abstract-operation ‘which allows the UA to
submit a message to the MTS via the MS, and/or to forward a message from the MS to the MTS.

multi-valued attribute: An attribute which can have several values associated with it
new: Anentry-status value.

optional (O) component: An ASN.1 element whichshall be present in an instance of ifs class at
the discretion of the object (e.g.user) supplyingthat instance.

See grade.

original-EITs: An attribute identifying the original encoded-information-types of thg message
content.

override: A component of the-selector parameter indicating that the previously rdgistered-
restrictions for this abstract-operation should not apply for this instance of this |abstract-
operation.

parent-entry: A parent-entry has one or more child-entries, which were created as g result of
the same abstract-operation.

If a parent-entry is'not a child-entry of another parent-entry, it is a main-entry.

parent-sequence-number: A sequence-number in a child-entry pointing to its parg¢nt-entry.
There canjonly be one parent-sequence-number in a child-entry.

partial-attribute-request: A component of the entry-information-selection which enables the

retarn of only selected values of a multi-valued attribute.

position: Positions are parameters used to specify a bound of a range.
processed: An entry-status value.

range: A parameter, used in abstract-operations, to select a contiguous sequence of entries from
an information-base.
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3.2.66

3.2.67

3.2.68

3.2.69

3.2.70

3.2.71

3.2.72

3.2.73

3.2.74

3.2.75

3.2.76

3.2.77

3.2.78

3.2.79

Register-MS abstract-operation: An abstract-operation which allows the UA to register

certain information, relevant to the UA-MS interworking, in the MS .

registration: Information which is registered in the MS and stored (until changed
Register-MS abstract-operation) between abstract-associations.
See Register-MS abstract-operation.

by the

registration-identifier: An identifier for one particular set of registration-parameters for an

auto-action-type.

Retrieval Port: The port offering the retrieval set of abstract-services within the MS abstract-

sprvice:

cpntains the returned content from a previously submitted message.

selector: A parameter, used in abstract-operations, to select entries from aflinformation

quence-number: An attribute which uniquely identifies an entry.
equence-numbers are allocated in ascending order.

ngle-valued attribute: An attribute which can only have gne value associated with it.

span: A component in the Summarize abstract-operation result containing the low
Highest sequence-numbers of the entries that matchedthe selection criteria.

Tored-messages: The most important information-base in this part of ISO/IEC 10021,
store entries containing messages and reportsidelivered by the MTS to the MS.

bscription: A long-term agreement between the MS supplier or administrator and
stomers (MS-owners) on the availability and use of optional MS features such as
services and attributes.

his part of ISO/IEC 10021, assumes that such a mechanism is provided, but does not p
r offer any standardized method-for how to provide this.

rder) in a value of an.attribute.

Summarize abstract-operation: An abstract-operation which allows a quick overvie
Kind and numberof entries which are currently stored in an information-base.

arts of the content, are related to each other and the main-entry.
he atfribute has to be specified in the International Standard, which describes the
type/e.g. see IPM-synopsis defined in ISO/IEC 10021-7.

returned-content entry: An entry-type in the stored-messages information-basq which

base.

pst and
used to
the MS

bptional

rescribe

jubstring: A filter-item(used to specify a string of characters which appear (in the sane given

v of the

ynopsisi A content specific attribute that may be used to show how child-entries, containing

rontent-



https://iecnorm.com/api/?name=78f9718130605ce55308ab430304d9a1

ISO/IEC 10021-5 : 1990 (E)

4 Abbreviations
ASN.1. Abstract Syntax Notation One
C: conditional
DL: distribution-list
EIT: encoded-information-type(s)
M: mandatory
M multi-valued
MASE: Message Administration Service Element
MPDSE: Message Delivery Service Element
M Message Handling
MMHS: Message Handling System
MIOTIS. Message Oriented Text Interchange System

< o o DY QO QO Z
Q
192]
e!

Message Retrieval Service Element
Message Store

Message Transfer

Message Transfer System

no

optional

originator/recipient

present

Remote Operations-Service Element
single-valued

User Agent

Universal Co-ordinated Time

yes
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5 Conventions

This part of ISO/IEC 10021 uses the description conventions listed in the following four clauses.
5.1 Conventions for abstract-services

This part of ISO/IEC 10021 uses the following ASN.1-based descriptive conventions for the indicated
purposes

1) ASN . Litself to specify the ahstract-syntax of information-bases and their components, and common
data-pypes.

2) The ASN.1 PORT macro and associated abstract-service definition conventions of ISOAEC 1D021-3,
to spgcify the Retrieval Port.

3) The |JASN.1 ABSTRACT-BIND, ABSTRACT-UNBIND, ABSTRACT-OPERATIOYX, and
ABSTRACT-ERROR macros and associated abstract-service definition eonventions of I$O/IEC
1002]-3, to specify the MS abstract-service.

Whenever this part of ISO/IEC 10021 describes a class of data structure having components, each
component is categorized as one of the following grades

1) Mangdatory (M): A mandatory component shall be present irf every instance of the class.

2) Optipnal (O): An optional component shall be ‘present in an instance of the class|at the
discretion of the object (e.g user)supplying that instance.

3) Conditional (C): A conditional component shall be present in an instance of the class as dictated
by this part of [SO/IEC 10021.

5.2 (onventions for attribute-types used in table 1 of clause 11

This par{ of ISO/IEC 10021 uses the esnventions listed below in its definition of the attribute-types for
the MS apstract-service.

For the eplumn headed "Single/Multi-valued” the following values can occur

S single-valued
M multi-valued.

For the eplumn hieaded "Support level by the MS and access UA” the following values can occur

M mandatory
(8] optional.

For the columns headed "Presence in delivered message entry”, ”"Presence in delivered report entry”,and
"Presence in returned message entry”, the presence of each attribute-type is described by one of the
following values

P always present in the entry because
- itis mandatory for generation by the MS; or
- itisa mandatory or defaulted parameter in the relevant
abstract-operation.

10


https://iecnorm.com/api/?name=78f9718130605ce55308ab430304d9a1

i)

ISO/IEC 10021-5

C conditionally present in the entry. It would be present because
- itissupported by the MS and subscribed to by the user and,;

11990 (E)

- it was present in an optional parameter in the relevant abstract-operation

- always absent, otherwise.

For the columns headed ”Available for List, Alert” and "Available for Summarize” , the following values

can occur
N no
Y yes.

5.3 Conventions for attribute-types used in table 2 of clause 11

This part of ISO/IEC 10021 uses the conventions listed below in its definition of the attributg

the MS

For the

For the

5.4

Throug
upon a
generi

5.5

Throug
rest of
font us
elemer

5.6

abstract-service. Clause 11 includes the table that lists the attribute-types!
column headed ”Single/Multi-valued” the following values can occur

S single-valued

M multi-valued.
column headed "Source generated by” the following valaes can occur

MD MessageDelivery abstract-operation

MS Message Store

RD ReportDelivery abstract-opération.

Font conventions for text in general

rhout this part of ISO/IEC 10021, ~terms are rendered in bold when defined, without
1 other occasions. Terms that Ace/proper nouns are capitalized, generic terms are not. ¥
tterms are hyphenated.

Font conventions for ASN.1 definitions

rhout this part of ISO/IEC 10021, ASN.1 definitions are written in a different (bold) fon
the document, in.order to highlight the difference between normal text and ASN.1 defini
ed for ASNSIdefinitions is also one size smaller than the ordinary text. When ASN,
ts and elemfients values are described in accompanying text, their names are rendered in

Rules for ASN.1 definitions

-types for

emphasis
Tulti-word

t than the
tions. The

1 protocol
bold.

ASN.1

definitions appears both in the body of the document to aid the exposition, and again, fo

rmally, in

annexes for reference. If differences are found between the ASN.1 used in the exposition and that

formal

ly defined in the corresponding annex, a specification error is indicated.
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Section two - Message Store abstract-service definition

6 Message Store model

The Message Store (MS) is modeled as an atomic object, which acts as a provider of services to an MS

abstract-service-user (i.e. a User Agent), and as a user of services provided by the Message Transfer
System (MTS).

The MS derves an intermediary role between the UA and the MTS. Its primary function is Lo accept
delivery ¢9f messages on behalf of a single MHS end-user, and to retain them for subsequent retripval by
the end-yser’s UA. The MS also provides indirect message-submission and message-administration
services fo the UA, in effect, via “pass-through” to the MTS. This enables the MS to provide additional

functiondlity compared to submission directly to the MTA; such as forwarding of messages residing in
the MS and logging facilities.
Like the [JA, the MS acts on behalf of only a single MHS end-user; i.e. it does not provide a common or
shared mplti-user MS service.
The MS is described using an abstract model in order to define the-services provided by the MS - the
Message Btore abstract-service. Figure 1 shows the MS abstract-service in relation to its user angl to the
Message [[ransfer System abstract-service. In this figure, the ppén boxes represent the consumption of
the abstract service, and the closed boxes represent the supply-of the abstract service.
MTS
UA -
Retrieval Delivery
MS . MTS
ract- Indirect-submission abst}-act. Submission abstrabt-
° Administrati rouid. inistrati service
tnistration provider Administration provider
\

For an introduction and description of the abstract-service concept and its definition conventions, see
ISO/IEC 10021-3.

In secure messaging the MS is treated as a separate object with a unique identity and has a separate key
(or a set of keys) to the UA.

12
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6.1 Message Store object

The MS is modeled as an atomic object. It supplies the MS Retrieval Port abstract-services to the MS
abstract-service-user. Acting as a "surrogate” MTS abstract-service-provider, the MS also supplies the
MTS submission and administration abstract-services to the MS abstract-service-user (MS-user), and
acting as a UA ”surrogate”, it consumes the MTS Delivery Port, Submission Port, and Administration
Port abstract-services in its role as MTS abstract-service user.

The formal definition for the Message Store object is as follows:

mS OBJECT

PORTS { retrieval[S],
indirectSubmission[S],
administration{S},
delivery[C],
submission[C],
administration[C]}

:: = id-ot-ms

The MB-user is also modeled as an object. It consumes the MS Retrieval ‘Port and Indirect-syibmission
Port aljstract-services and the Administration Port abstract-services provided transparently by the MS.

mslser OBJECT

PORTS { retrieval[C],
indirectSubmission{C},
administration{C]}

1= id-ot-ms-user

6.2 Message Store Ports

An MS|provides the Retrieval, Indirect-submission, and Administration Ports to the MS abstrakt-service
user. The collection of capabilities provided by these ports provides the MS abstract-serjvice. The
retrieval capabilities are unique to .the MS. These capabilities include obtaining informlation on,
fetchirlg (in whole or in part), and.deleting messages residing in the MS. Additional capabijlities are
provided for registering certain MS-provided automatic actions (i.e. auto-forwarding and alert)

Additipnal message management services, are planned as future extensions to this part of ISO/IEC
10021 [ They will be performed by the MS on the UA’s behalf, for logging incoming and|outgoing
messages, and for aufo-correlating incoming notifications with logging information about|outgoing
messages. These extensions would form an Addendum to ISO/IEC 10021,

In ordér to provide the services described in 6.1 to an MS-user, the MS interacts, on behalf ¢f the MS-
user, with the MTS abstract-service, and acts as a consumer of the MTS Delivery, Submission and
Administration Ports. The abstract-services provided by the MTS ports are defined in clause 8 of
ISO/IEC 100214

By means of the Abstract-bind operation, the MS authenticates an MS-user before providing it with any
of the above retrieval capabilities. Similarly, the MTS abstract-services shall authenticate the MTS
abstract-service user before extending its services to the MTS abstract-service-user.

With the exception of the Retrieval Port provided Alert service and the Indirect-submission Port

provided Submission-control service, all the services provided by the MS abstract-service are invoked by
the MS-user and performed by the MS.
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Security-labels may be assigned to the MS in line with the security-policy in force. The security-policy
may also define how security-labels are to be used to enforce the security-policy. If security-labels are
assigned to the MS, the handling of stored messages and reports bearing message-security labels may be
affected by the security-policy in force. If security-labels are not assigned to the MS, the handling of
stored-messages and reports is discretionary.

If security-contexts are established between the UA and the MS, and between the MS and the MTA, the
security-label that is assigned to a message or probe is confined by the security-context in line with the
security-policy in force. If security-contexts are not established the assignment of a message-security-
label to a message or probe is at the discretion of the originator.

6.2.1 Rdtrieval Port
The Retrieval Port is defined as follows:

retrieval PORT

CONSUMER INVOKES {
Summarize,
List,
Fetch,
Delete,
Register-MS}
SURPLIER INVOKES {
Alert}
1 3 id-pt-retrieval

The detail$ of the Retrieval Port abstract-services are deseribed in clauses 7to 9.
6.2.2 Infirect-submission Port

The Indirect-submission Port is defined as follows:

indirectSubmission PORT :: = submission

The Indirpct-submission Port makeés use of the Submission Port abstract-services defined in|8.2 of
ISO/IEC 10021-4.

6.2.3 Administration Port
The Admipistration Portis defined in 8 4 of ISO/IEC 10021-4.

The MS shall have no interaction with the change-credentials abstract-service. If the MS-user ndeds to
have its credentials updated, then the Register-MS abstract-operation is used. See 8.6.

6.3 Information madel

This subclause describes the information model used by the MS. It models information-bases, which
consist of entries, which consist of attributes.

6.3.1 Information-bases

The MS stores and maintains information-bases. An information-base in the MS is a "data-base”
containing all the entries representing constituent objects of a particular category or categories.
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This part of ISO/IEC 10021 defines and describes the stored-messages information-base. This holds
information derived from message-deliveries and report-deliveries to the MS across the MTS Delivery
Port, and is described in 6.4, Other information-bases are the inlog and the outlog, which are planned as
a future addendum to this part of ISO/IEC 10021. These extensions are outside the scope of the
corresponding CCITT Recommendation.

InformationBase :: = INTEGER {
stored-messages (0),
inlog (1),
outlog (2)} (0 .. ub-information-bases)

6.3.2 [Entries

Each ifformation-base is organized as a sequence of entries. An entry represents a single object (such
as a delivered message) within the information-base.

Each entry is identified by means of its sequence-number, unique within an infermation-base, and
generated by the MS as new entries are created. Within an information-base,; the MS gendrates the
sequenice-numbers in ascending order without cycling, and they are neverre-used.

SequenceNumber :: = INTEGER (0 .. ub-messages)

NOTE - For example, the MS may choose to allocate sequence-numbers by using.the time to a sufficient granularify to ensure
uniquengss.

6.3.3 |Attributes
6.3.3.1 Introduction
An entpy consists of a set of attributes. This is depicted in figure 2.

Each afttribute provides a piece of information about, or derived from, the data to which fhe entry
corresponds. One such piece of information is the sequence-number of the entry itself, and gnother is
the crefation-time.

An attribute consists of an attribute-type, which identifies the class of information given by an
attribyte, and the corresponding attribute-value(s), which are particular instances of that class
appear|ng in the entry.

Attrjbute :: = SEQUENCE {
type AttributeType,
values . (SEQUENCE SIZE (1.. ub-attribute-values) OF ANY --DEFINED BY type--}

NOTE - Thuys; for example, in a delivered-message-entry (described in 6.4) the attribute-type could be the message's plriority, and
a correspanding attribute-value conld he urgent

All attributes in an entry shall be of distinct attribute-types.

For some attribute-types, an attribute shall only contain a single attribute-value. Such an attribute-
type is said to be single-valued. For others, an attribute may contain one or more attribute-values,
all of the same ASN.1 data-type. Such an attribute-type is said to be multi-valued. Whether an
attribute-type is single-valued or multi-valued is stated when the attribute-type is defined (see
6.3.3.2).
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ENTRY Attribute Attribute Attribute
~
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Attribute Attribute
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- - \
Attribute Attribute Attribute
Value Value LA S Value

Figure 2 - The Components of an entry

NOTE - Thps, for example, the attribute-type for the origindtor-name attribute (described in 11.2.28) is single-fpalued,

whereas tha

6.3.3.2

Some attribute-types will be internationally standardized. Other attribute-types will be defi

| for other-recipient-names (described in 11.2.29)is'multi-valued.

Attribute-type

hed by

national gdministrative authorities;dnd private organizations. This implies that a number of sgparate
authoritids will be responsible for assigning types in a way that ensures that each is distinet fiom all

other assi

AttributeType :: = OBJECT IDENTIFIER

Certain geéneral-plrpose attribute-types for the stored-messages information-base are defined in
11. Such pttribute-types are known as general-attribute-types and attributes of these ty
general-gttributes.

6.3.3.3

ned types. This is accomplished by identifying each attribute-type with an object idgntifier
when the attribute-type is defined .

clause
pes as

Attribute-values

Defining an attribute-type also involves specifying the ASN.1 data-type to which every value in such
attributes shall conform. The data-type of an attribute-value for the attribute-type is defined through

the object

6.3.3.4

identifier for the attribute-type.

Attribute-type definition and the ATTRIBUTE Macro

The definition of an attribute-type involves
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a) assigning an object identifier to the attribute-type:
b) indicating the ASN.1 data-type of an attribute-value;
¢) indicating whether an attribute of this attribute-type may have more than one value;
d) indicating whether an attribute of this attribute-type may be used for filtering using equality,
substrings, and/or ordering relations, see 8.1.2.
NOTE - A filter may always test for the presence or absence in an entry of an attribute of a particular attribute-type.
The fptlowing ASNT macro 1S used to define am attribute-type. T he formaldefimitionof this macro is
given|in ISO/IEC 9594-2 and is documented here as an aid to the reader.
ATTRIBUTE MACRO =
BHGIN
TYPE NOTATION = AttributeSyntax Multivalued | empty
VALUE NOTATION = value (VALUE OBJECT IDENTIFIER)
AttributeSyntax = "WITH ATTRIBUTE-SYNTAX"” SyntaxChoice
SyntaxChoice S value (ATTRIBUTE-SYNTAX) Constraint | type MatchTypes
Constraint u= “(" ConstraintAlternative ”)" | empty
ConstraintAlternative ::= StringConstraint | IntegerConstraint
StringConstraint ] “SIZE” (" SizeConstraint ") |@mpty
SizeConstraint = SingleValue | Range
SingleValue Y value (INTEGER)
Range = value (INTEGER) “. % 'value (INTEGER)
IntegerConstraint = Range
MatchTypes = “MATCHESFOR"” Matches | empty
Matches = Match Matches | Match
Match = “EQUALITY"” | "SUBSTRINGS” | “ORDERING”
Multivalued = “SINGLE VALUE" | "MULTI VALUE" | empty
END
The cprrespondence between the parts of the definition, as listed above, and the various pieces of the
notat{on introduced by the ATTRIBUTE macro, is as follows:
a) MACRO value: The object identifier which is used to identify an attribute.
b) Alttribute-syntax: Notes which syntax-choice has been made.
¢) S - : i i . or i ntax of all
the attributes defined in this part of ISO/IEC 10021 is defined internally, which means using the
choice type MatchTypes.
d) Multivalued: Denotes whether the attribute is single or multi-valued.
e) Match-types: Gives the data-type of the contents of the attribute, and describes whether the

attribute can be matched ("MATCHES FOR") for equality ("EQUALITY”), for substrings
("SUBSTRINGS”), and for an ordering relation "ORDERING”).

Matching for this part of ISO/IEC 10021 is restricted as follows:
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i) EQUALITY is applicable to any attribute-syntax. The presented value shall conform to the
data-type of the attribute-syntax;

ii) SUBSTRING is applicable to any attribute-syntax with a string data type.The presented value
shall be a sequence ("SEQUENCE OF”), each of whose elements conforms to the data-type, and

iili) ORDERING is applicable to any attribute-syntax for which a rule can be defined that will
allow a presented value to be described as less than equal to, or greater than a target value. The
presented value shall conform to the data-type of the attribute-syntax.

MS uses this for the INTEGER and UTCTime data types. For UTCTime, the ordering is
chFonological, not alphabeticall

The remaining choices and parameters of the ATTRIBUTE macro are not used in this part-of ISO/IEC
10021,

6.3.4 Main-entries, parent-entries, and child-entries
Although fentries in a single information-base are generally independent of each other, the MS
informatiqn mode! allows such entries to be related to one another. One entry, a child-entry, may be
the child of another. its parent-entry, in a tree-structured relationship.-An’entry which is not a |child-
entry is tearmed a main-entry.

This relationship is recorded by means of two special general-attributes:

a) parent-sequence-number: This single-valued attribdte/gives the sequence-number of a fhild-
entry (s parent-entry. It is absent from a main-entry:Its definition is given in 11.2.30.

b) child-sequence-numbers: This multi-valued dttribute gives the sequence-numbers of gll the
child-entries of a parent-entry. It is absent'from an entry which is not a parent-entty. Its
definifion is givenin 11.2.1.

The abstract-operations of the MS abstractjservice (see clause 8) act by default only on main-emtries.
Some may be directed to act on all entriés, both main-entries and child-entries. In particular, the
argumentjof a Delete abstract-operatiod (see 8.5) may only select main-entries, in which case the[main-
entry and|all its children and children “s children, ete, will also be deleted.

NOTE - Thiq concept allows, for example, that body-parts of an Interpersonal Message which contain a forwarded mesdage (for
details see 19.1 of ISO/IEC 10021-7 to be represented by individual child-entries. The content general-attribute of t}]e main-
entry will co

prise the compléte content, so the data representing that message body-part is logically present in more fhan one

entry.
6.4 Stpred-messages
The store 3 information-b P eposito or information ohtained am the

MessageDelivery and ReportDelivery abstract-operations of the Delivery Port. It contains entries for
delivered messages (delivered-message-entries), of an open-ended number of content-types, and for
reports (delivered-report-entries). An entry in the stored-messages information-base is created by
the MS when a message or report is delivered to the MS. For more details of these entries and how they
are generated, see clauses 11 and 15.

To draw information from the content of a message, the MS must know the content’s syntax and
semantics, as signaled via the content-type. In general, a particular instance of the MS has knowledge of
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zero or more content-types. When an MS encounters a message of whose content-type it has insufficient
knowledge, it is unable to generate any content-type-specific attributes in the message “s entry.

A delivered-message or an arriving notification may result in a main-entry and one or more levels of
child-entries. The one case defined by this part of ISO/IEC 10021 is when a non-delivery notification
contains a returned-content (the delivered-report entry is the main-entry and the returned-content is
its child-entry, known as a returned-content entry).

The rules for how a message-content may be split across several entries is specific to each content-type.
A content-specific synopsis-attribute may be used to show how the main-entry and the corresponding
child-entries are related. When such an attribute is defined, it appears in the International Standard

which definesthecontent-type itself “Thesynopsis-attribute isconstructed by the MS—

NOTE - Hor Interpersonal Messaging (ISO/IEC 10021-7), nested IP-messages within an [P-message are each-repregented by a
child-entgy. The ipm-synopsis attribute-type is an example of a content-specific synopsis-attribute-type.

An important property of an entry in the stored-messages is its entry-status. It is crefited and
maintajned by the MS. It can take the following values:

a) [New The message has neither been listed by a UA nor has it been automatically
processed by the MS.
b) [Listed Information about the message has been“returned to the UA in eithpr a List

abstract-operation or a Fetch abstract-operation, but the message has not yet
been completely processed.

¢) |Processed Either a UA has "completely fetched” the message, or the MS has performed
some auto-action on it. (Noteithat some auto-actions result in the message being
deleted). The exact definition of "completely fetched” is content-specific and is
defined in the corresponding content-specific International Standard.

The entry-status of\a (non-)delivery-notification becomes processed fhen the
delivered-reportrenvelope is retrieved.

Thedefinition for entry-statusisas follows;
EntryStatus :: = INTEGER(

new (0);

listed (1),

processed (2)}

6.5 Auto-actions

6.5.1 |[Intreduction

This subclause defines a framework for the automatic actions (auto-actions) which may be registered
with the MS.

An auto-action is an action that will occur automatically whenever the associated registration criteria
have been satisfied. The result of an action being invoked is visible externally to the MS. Auto-actions
are registered in the MS using the Register-MS abstract-operation (see 8.6).

Each class of auto-action is identified by means of an auto-action-type. Associated with the

registration of an auto-action, there is a corresponding auto-action-registration-parameter, which
are the parameters needed by the MS to perform the registered auto-action automatically. The
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registration of an auto-action requires the use of an auto-action-registration-identifier to identify
the particular registration.

AutoActionRegistration :: = SEQUENCE(
type AutoActionType,
registration-identifier [0] INTEGER(1..ub-per-auto-action) DEFAULT 1,
registration-parameter (1] ANY DEFINED BY type}

6.5.2 Auto-action-type

Some auto-action-types will be internationally standardized. Other auto-action-types will be defined
by natiorfal administrative authorifies and private organizations, This implies that a numjber of
separate authorities will be responsible for assigning types in a way that ensures that each(is-distinct
from all other assigned auto-action-types. This is accomplished by identifying each auto-action-type
with an object identifier when the auto-action-type is defined .

AutoAgtionType :: = OBJECT IDENTIFIER

Certain general-purpose auto-action-types are defined in clause 12. Such auto-action-typles are
known as|general-auto-action-types and auto-actions of these types as general-auto-actions.

6.5.3 Apto-action-registration-parameter
Defining An auto-action-type also involves specifying the ASN Ddata-type to which the auto-action-
registratjon-parameter shall conform. The data-type of-ah registration-parameter is defined
through the object identifier for the auto-action-type.

6.5.4 Auto-action-type definition and the AUTO‘ACTION Macro
The definftion of an auto-action-type involves

a) assigming an object identifier to the autotaction-type;

b) indicdting the ASN.1 data-type of the auto-action-registration-parameter,

The following ASN.1 macro may (but need not be) used to define an auto-action-type

AUTO-ACTION MACRO =

BEGIN
TYPE NOTATION
VALUE NOTATION

Registration
value (VALUE OBJECT IDENTIFIER)

Ra;icfrafinn = “REGISTRATION PARAMETER IS type
END

The correspondence between the parts of the definition, as listed above, and the various pieces of the
notation introduced by the AUTO-ACTION macro, is as follows:

a) Registration: gives the data-type of the registration parameters associated with an aute-action.

b) Value: the object identifier which is used to identify the auto-action.
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NOTE - No support is provided in the macro for defining the interaction (if any) between different registrations of the same (or
different) auto-actions.

6.6 Forwarding of messages

The MS-user makes use of the Message-submission abstract-operation and its parameters as defined in
8.2 of ISO/IEC 10021-4 to request that a message stored in the MS be explicitly forwarded to other users.

The forwarding-request parameter is defined using the EXTENSION macro defined in clause 9 of
ISO/IEC 10021-4 as follows:

foryarding-request EXTENSION
SequenceNumber
CRITICAL FOR SUBMISSION
1= 36

If the SequenceNumber supplied does not match that of an entry in the stored-messages infprmation-
base, dr matches an entry which is unsuitable for forwarding this is reported using the Incgnsistent-
request abstract-error of 8.2.2.7 of ISO/IEC 10021-4.
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7 Abstract-bind and abstract-unbind operations

7.1 Abstract-bind-operation

The MS-Bind abstract-bind-operation binds the Indirect-submission, Retrieval and Administration
Ports of the MS-user (consumer) to the MS (supplier). The initiator (of the MS-Bind) is the MS-user,
while the responder is the MS itself. MS-Bind is defined as follows:

MSBind :: = ABSTRACT-BIND
Ti{mdirectSubmission[S], retrieval[S], administration[S]}
BIND

ARGUMENT MSBindArgument
RESULT MSBindResult
BIND-ERROR MS8BindError

7.1.1 Apstract-bind-argument
The abstract-bind-argument parameters are used to identify, authenticate and set the sequrity-
context fof an MS ahstract-service-user. They also contain a set of restrictions for entries to be refurned
as result pf a Fetch abstract-operation, and finally, a request to be dnformed of the auto-action}types,
attribute-fypes and content-types supported by the MS.

The definftion of these parameters is as follows:

MSBindArgument :: = SET {

initiator-name ORAddressAndOrDirectoryName,
initiator-credentials {2] InitiatorCredentials,

sefurity-context [3] IMPLICIT SecurityContext OPTIONAL,
fef{ch-restrictions [4] Restrictions OPTIONAL -- default is none--,

mg-configuration-request [S] BOOLEAN DEFAULT FALSE}

1) Initigtor-name (C): This argument ¢ontains the name of the initiator of the association [and is
supplied by the initiator. This argument is defined further in 8.1.1.1.1.1 of [SO/IEC 10021-4.

2) Initidtor-credentials (M): This parameter contains the credentials of the initiator jof the
association. It shall be generated by the initiator of the abstract-association.

The igitiator-credentials may be used by the responder to authenticate the identity of the irfitiator
(see I$O/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password

- - token,
and, optionally, an initiator-certificate. The initiator-bind-token and initiator-certificate are
defined further in 8.1.1.1.1.2 of ISO/IEC 10021-4. The initiator-credentials of the MS-user may
differ from the initiator-credentials used in the MTS-bind as defined in 8.1.1.1.1.2 of ISO/IEC
10021-4.

3) Security-context (O): This parameter identifies the security-context that the initiator of the
abstract-association proposes to operate at. It is generated by the initiator of the abstract-
association. The security-context is defined further in 8.1.1.1.1.3 of ISO/IEC 10021-4.
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The security-context comprises one or more security-labels that define the sensitivity of
interactions that may occur between the MS abstract-service-user and the MS abstract-service for
the duration of the abstract-association, in line with the security-policy in force. The security-
context shall be one that is allowed by the registered user-security-labels of the MS abstract-
service-user and by the security-labels associated with the MS.

In the absence of this parameter, security-contexts are not established between the MS abstract-
service-user and the MS abstract-service, and the sensitivity of interactions that may occur between
the MS abstract-service-user and the MS abstract-service is at the discretion of the invoker of the
abstract-service.

Fe
abs

In

Th

a)

tract-operation. The fetch-restrictions remain set until an abstract-unbind-operation
he absence of this argument, the default is that no fetch-restrictions need to be;performe
|s argument consists of the following components:

Restrictions :: = SET {
allowed-content-types {0] SETSIZE(1..ub-content-types) OF OBJECT.IDENTIFIER OPTIONAL
--defaultis no restriction--,
allowed-EITs {11 MS-EITs OPTIONAL -default is no restriction--,
maximum-content-length  [2] ContentLength OPTIONAL --defalt’s no restriction--}

Allowed-content-types (C): The content-types thatthe MS abstract-service-user is p
acc 'pt as result of a Fetch abstract-operation. Any/message with a content-type othe
ones specified will not be returned, but resultiin an error, unless the Fetch abstract
has explicitly overridden the restriction.

In the absence of this component, the default is that no fetch-restrictions on content-t
to be performed.

Allowed-EITs (C): The encoded-information-types that the MS abstract-servic
prepared to accept as result of a Fetch abstract-operation. If a message contains
information-types other than the ones specified, a filtering will take place so that disal
parts are not returned.along with the text of the message. If the whole message ¢
disallowed EITs, an.error will be reported. No filtering will take place if the Fetch
operation has explicitly overridden the restriction.

MS-EITs ;. =\SET SIZE (1..ub-encoded-information-types) OF MS-EIT
MS-EIT:: = OBJECTIDENTIFIER

[ the absence of this component, the default is that no fetch-restrictions on

c)

ch-restrictions (U): This contains the restrictions on entries to be returned as resuit I)f a Fetch

s issued.

d.

epared to
* than the
operation

ypes need

e-user is
encoded-
owed EIT
onsists of
abstract-

encoded-

inrnrmaﬁnn_fypoc need tohe parf‘nrmpﬂ

Maximum-content-length (C): The maximum content length that the MS abstract-service-user

is prepared to accept as result of a Fetch abstract-operation. Any message with a
length exceeding the one specified will not be returned, but result in an error, unless
abstract-operation has explicitly overridden the restriction.

In the absence of this component, the default is that no fetch-restrictions on content-le
to be performed.

content-
the Fetch

ngth need
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5) MS-configuration-request (C): The MS-configuration-request is requested to obtain
information relating to which auto-actions and optional attributes the MS provides support for.

In the absence of this component, the default is false which indicates that no such request is being

made.

7.1.2 Abstract-bind-result

The abstract-bind-result parameters are as follows:

MSBindResult :: = SET {

1) Res

If onl
assoc

If str
and,

abstr
8.1.1.

2) Avai

ponder-credentials [ZTResponderCredentials,
ailable-auto-actions [3] SET SiZE( 1 .. ub-auto-actions) OF AutoActionType OPTIONAL,
ailable-attribute-types  [4] SET SIZE( 1 .. ub-attributes-supported) OF AttributeType OPTIONAL,
rt-indication {S] BOOLEAN DEFAULT FALSE,

tent-types-supported  [6] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL}

nder-credentials (M): This parameter contains the credentials of the responder
ct-association. It shall be generated by the responder of the abstract-association.
esponder-credentials may be used by the initiator to,authenticate the identity
nder (see ISO/IEC 9594-8).

ated with the responder.

bng-authentication is used, the responderteredentials comprise a responder-bind
bptionally, a responder-certificate, bothCof which are generated by the responder
het-association. The responder-bind-token and responder-certificate are defined fur

1.2.2 of ISO/IEC 10021-4.

able-auto-actions (C): Specifies the set of all possible auto-actions that are supported

MS (
confi

3) Available-attribute-types (C): Specifies the set of all optional attributes supported by t
Only present if an MS-egonfiguration-request is made.

not just those requested by the MS abstract-service-user). Only present if a
guration-request is made.

of the

of the

y simple-authentication is used, the responder-crédentials comprise a simple pagsword

token,
of the
ther in

by the
In MS-

he MS.

4) Alert-indication (€)."If true, then an alert condition has occurred since the last successfull Alert-

indidation.

5) Content-types-supported (C): Specifies a set of object-identifiers that define the content-types that

the MS has-knowledge of. Only present if an MS-configuration-request is made.

7.1.3 Abstract-bind-errors

There are two possible errors defined by the Retrieval Port, namely authentication-error and

unaccep

table-security-context.

The definition of the errors is
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MSBindError :: = ENUMERATED {
authentication-error (0),
unacceptable-security-context (1),
unable-to-establish-association (2]}

Authentication-error (C): This error reports that an abstract-association cannot be established
because the initiator's credentials are not acceptable or are improperly specified.

The authentication-error has no parameters.

Unacceptable secunty -context (C): This error reports that the security-context proposed by the
lnl laEOl' OI me aostracn abeCldUOﬂ lb undLLepLlee o Ule TEprHQt;‘I

Thg unacceptable-security-context error has no parameters.

Urable-to-establish-association (C): This error reports that the responder-has rejpcted the
initiator ‘s attempt to establish an abstract-association.

The unable-to-establish-association error has no parameters.

Abstract-unbind-operation

The MS-Unbind abstract-unbind-operation closes the abstract-association. The issuing of an| abstract-
unbind-operation results in the relaxation of any fetch-restrictions that were specified in the|abstract-
bind operation argument. There is not argument, result, oferror associated with the abstrag¢t-unbind-

operatjon.

MSUnbind ;. = ABSTRACT-UNBIND
FROM {indirectSubmissionS], retrieval[S], administfation[S]}
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8 Abstract-operations

This clause defines the following abstract-operations available at the Retrieval Port
a) Summarize;
b) List;

¢) Fetch;

d) Delete;
e) Rdgister-MS;
) Alert.

The MS i% the MS abstract-service-provider of each of these abstract-operations. For the f
definitionpf the Retrieval Port see 6.2.

The abstrct-operations may be performed asynchronously subject(to-the following condition
Delete anfl Register-MS abstract-operations shall not be performed until all outstanding abj
operations have been completed. Additionally these abstract-opetations are performed in the oy
which thely are invoked and are required to complete prior~to any other abstract-operations
performed. As a consequence of this and the fact that the List'dnd Fetch abstract-operations chan
status of a message entry, the results of the Summarize, List and Fetch abstract-operations may b
determiniptic.

8.1 Common Data-types used in abstract-operations

ormal

5. The
tract-
der in
being
ge the
e non-

This subclause defines a number of common data-types which are used in several of the abdtract-

operations defined in the remainder of.¢lause 8. Many of the abstract-operations also make
entries and attributes as defined in 6.3:

The common data-types defined in'this part of ISO/IEC 10021 are
a) Range;
b) Fifter;

¢) Sdlector;

use of

d) Errtry Information Selection;

e) Entry Information.

8.1.1 Range

A range parameter is used to select a contiguous sequence of entries from an information-base.
Range :: = CHOICE {

sequence-number-range [0] NumberRange,
creation-time-range [1] TimeRange}
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NumberRange :: = SEQUENCE {

from [0] SequenceNumber OPTIONAL -- omitted means no lower bound--,
to [1] SequenceNumber OPTIONAL -- omitted means no upper bound--}

TimeRange :: = SEQUENCE {

from [0] CreationTime OPTIONAL -- omitted means no lower bound--,
to [1] CreationTime OPTIONAL -- omitted means no upper bound--}

CreationTime :: = UTCTime

The components of range have the following meanings:

: 1990 (E)

1) Seg

uence-number-range (C), and

2) Cr¢ation-time-range (C): Both of these parameters identify the contiguous seqéence of gntries to

be seled

time-rgnge is given in terms of creation-times. The creation-time of an entry(is the time at

MS gen
but sev
and tim

a)

Int
ear

b)

Int
latd

8.1.2
8.1.2.1
A filtes

filter is
and iss

bral adjacent entries may have the same creation-time. The parameters of both numb
e-range have the following meanings:

From (0O): This is the lower bound for the range.

iest message (lowest sequence-number) in the infermation-base,

To (O): This is the upper bound for the range.

st message (highest sequence-number)in the information-base.
Filters
Filter
" parameter applies a test/to a particular entry and is either satisfied or not by the e

atisfied if and onlyifit evaluates to true.

Filtelr :: = CHOICE {

item [0] Filteritem,

and [t] SETSIZE {1 ..ub-nested-filters) OF Filter,
or [2] SETSIZE (1.. ub-nested-filters) OF Filter,
not (3] Filter}

erated the entry. The sequence-numbers of successive entries are always in ascendj

ted. The sequence-number-range is given in terms of sequence-numbers; and the ¢reation-

vhich the
Ing order,
pr-range

he absence of this component, the default is no lower hound, and the selection startg with the

he absence of this component, the default js@10 upper bound. and the selection finishe§ with the

ntry. The

expressed in terms‘ef assertions about the presence or value of certain attributes of fhe entry,

A filter is either a filter-item, or an expression involving simpler filters composed together using the
logical operators and, or, and not.

Where
a)

b)

the filter is
an item, it is true if and only if the corresponding filter-item is true;
an and, it is true unless any of the filters in the SET are false;

NOTE- Thus, if there are no filters in the SET, the and evaluates to true.
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¢} an

NO

or, it is false unless any of the filters in the SET are true,

TE - Thus, if there are no filters in the SET, the or evaluates to false.

d) anot,itistrueifandonly if the filter is false.

8.1.2.2

Filter-item

A filter-item is an assertion about the presence or value(s) of an attribute of a particular type in the
entry under test. Each such assertion is either true or false.

Filteritdm :: = CHOICE {

eqpality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type AttributeType,
strings SEQUENCE SIZE (1.. ub-attribute-values) OF CHOICE {
initial [0] ANY --DEFINED BY type--,
any [1] ANY --DEFINED BY type--,
final [2] ANY --DEFINED BY type--}},
greater-or-equal [2] AttributevalueAssertion,
less-or-equal [3] AttributeValueAssertion,
présent [4] AttributeType,

approximate-match  [5] AttributeValueAssertion}
Every filtér-item includes an attribute-type which identifie§ the particular attribute concerned.

Any assertion about the value of such an attribute is only evaluated if the attribute-type is define
the purported attribute-value(s) are of the data-type defined for attribute-values of that attribute.

d, and

Assertionf about the value of an attribute are~evaluated by matching the attribute for EQUALITY,

SUBSTRINGS, and ORDERING, as defined.in"6.3.3.4.

Where thg
a) eq

b) su
sy
ne
st

filter-item asserts

uality, it is true if and only if there is a value of the attribute which is equal to that asserted;

bstrings, it is true if and only if there is a value of the attribute in which the specified
bstrings appedr in the given order. The substrings shall be non-overlapping, and may (but

ed not) be separated from the ends of the attribute-value and from one another by zero d
Fing eleménts.

e last character in final, if present, shall match the last character in the attribute-valu

en aa aa a a Na in na D Bl e

r more

e first\character in initial, if present, shall match the first character in the attributefvalue;
b, any,

c) greater-or-equal, it is true if and only if the relative ordering places the supplied value after
any value of the attribute;

d) less-or-equal, it is true if and only if the relative ordering places the supplied value before any
value of the attribute;

e) present,itistrueifandonly if such an attribute is present in the entry;
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approximate-match, it is true if and only if there is a value of the attribute which matches that
which is asserted by some locally-defined approximate matching algorithm (e.g. spelling
variations, phonetic match etc.) There are no specific guidelines for approximate matching in
this version of ISO/IEC 10021-5. If approximate matching is not supported, this FilterItem

should be treated as match for equality.

NOTE - If no matching rules are given in the attribute definition, this means that only the presence of the attribute can be tested in
a filter-item.

8.1.2.3 Attribute-value-assertion

An attribute-value-assertion 1s a proposition, which may be true, false, or undetined, conc
valuegof an entry. It involves an attribute-type and an attribute-value

AttributeValueAssertion :: = SEQUENCE {

and is

a)

b)

c)
8.1.3

A sele
stages
set by
which
selects

type AttributeType,
value  ANY DEFINED BY type}

undefined, if any of the following holds:
1) the attribute-type is not present in the entry,
2) the definition of the attribute-type cannot be matcHed for equality or ordering,

3) the attribute-value does not conform to the datatype of the attribute-values;

true, if the entry contains an attribute of that attribute-type, one of whose attrib
matches that attribute-value;

false, otherwise.
Selector

ctor parameter is used to seldct entries from an information-base. The selection operat
Firstly, the total set of entriés in the information-base may be restricted to particular

brning the

Lite-values

bs in three
ontiguous

specifying its range. Secondly, entries from within this set may be selected by specifying a filter

the selected entry shall satisfy. Thirdly, a limit may be placed on the number of en
d; in this case, it i§those entries with the lowest sequence-numbers which are selected.

Selpctor :: = SET {

child-entriés [0] BOOLEAN DEFAULT FALSE,
range [1] Range OPTIONAL --defaultis unbounded--,
filter [2] Filter OPTIONAL -- default is all entries within the specified range--,

The co

linnit [3] INTEGER({1..ub-messages) OPTIONAL,

tries thus

mponents of selector have the following meanings:

1} Child-entries (O): If false, only main-entries are considered for selection. If true, both main-entries
and child-entries are considered for selection.

In

the absence of this component, the default is only main-entries are considered.

2) Range (0): The abstract-syntax-notation of range is given in 8.1.1.
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In the absence of this component, the default is unbounded.

3) Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.

In the absence of this component, the default is all entries within the specified range.

4) Limit (O): This allows the specification of an upper limit on how many entries shall be selected.

In the absence of this component, all of the selected entries will be returned.

NOTE - The primary role of the limit is to protect against huge results from an abstract-operation as a consequence of badly

formul

5) Over

ride (0): If an override of any of the fetch-restrictions is required, the corresp

compgnent(s) of override-restrictions shall be present.

OverrideRestrictions :: = BIT STRING {

The b

a) O

overrideContentTypesRestriction (0),
overrideEITsRestriction (10,
overrideContentLengthRestriction  (2)} (SIZE (1.. ub-information-bases))

ts of override-restrictions have the following meaning:

verride-content-types-restriction (M): This bit shall be set to 1 if the content-

rgstriction shall be overridden.

If

w

b) O

this bit is set to 0, the content-types-restrictions as specified in the abstract-bind-op
Il be applied.

overridden.

If

this bit is set to 0, the EITs-réestrictions as specified in the abstract-bind-operation

applied.

c) OJverride-content-length-restriction (M): This bit shall be set to 1 if the content-l

r

If
w

In the
the al

striction shall be overridden.

this bit is set td 0) the content-length-restrictions as specified in the abstract-bind-op
Il be applied.

absence.of override-restrictions, the default is that all the fetch-restrictions as spec
stract-bind-operation will be applied.

8.14 E

tted selections. It can also be used to give back an exact number of information-sets to fit a particular output-de

vice.

hnding

types-

bration

verride-EITs-restriction (M): This bit'shall be set to 1 if the EITs-restriction shall be

will be

ength-

bration

ified in

. . .
$ioe calantdl oae
IOy CTCCTIOTT

An entry-information-selection parameter indicates what information from an entry is being
requested.

EntryinformationSelection :: = SET SIZE (0..ub-per-entry) OF AttributeSelection

An empty set indicates that information about the entry itself, rather than the attributes of the entry, is
being requested.
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AttributeSelection :: = SET {

type AttributeType,
from [0] INTEGER(1..ub-attribute-values) OPTIONAL -- used if type is multi valued --,
count [1] INTEGER(1 .. ub-attribute-values) OPTIONAL - used if type is multi valued --}

The components of attribute-selection have the following meaning:

1) Type (M): This indicates the attribute-type of the attribute.

: 1990 (E)

2) From (0): When an attribute is multi-valued, this integer gives the relative position of the first
value to be returned. If it specifies a value beyond those present in the attribute, no values are

retpred—Fhiscompomnent may oty be presentif-theattribute=typetsmutt-valued—Hit+
values starting at the first value are returned.

3) Colnt (0): When an attribute is multi-valued, this integer gives the number of val
retlirned. If there are less than count values present in the attribute, all valugs-are retur
component may only be present if the attribute-type is multi-valued. If it is omjtted, there i

as

8.1.5

An entry-information parameter conveys selected information from an entry.

Entfylnformation :: = SEQUENCE {

The components of entry-information have the following meanings:

1) Sefjuence-number (M): The sequence-number identifying the entry. See 6.3.2.2.

1 A YL e o

{o how many values are returned.

Entry-information

sequence-number SequenceNumber,
attributes SET SIZE(1 .. ub-per-entry) OF Attribute OPTIONAL}

omitted,

hes to be

ned. This
s no limit

2) Attributes (0): The set of selected atffibutes from the entry. Where explicitly requepted by a
paftial-attribute-request, a selected attribute that is defined to be multi-valued may ¢ontain a

subset of all the attribute-values irrthat attribute as stored in the entry. This parameter i
infprmation from the selected.messages is not requested, for example, when the MS abstrag
usér wants only the sequentesnumbers of the selected messages.

8.2

The S
base.

The S

Summarize abstract-operation

absent if
t-service-

Jlmmarize ahstract-operation returns summary counts of selected entries in an information-
n additionto these summaries, a count of the entries selected, and their lowest and highest
sequerjce-numbers are also returned. Zero or more individual summaries may be requested.

mmarize abstract-operation will only be successful when the information-base pernjits access
accordingto the security-context and the enforced security-policy. r

The attributes that may be used for summaries are restricted. For the general-attributes in the stored-
messages information-base, the restrictions are given in table 1.
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Summarize :: = ABSTRACT-OPERATION
ARGUMENT SummarizeArgument
RESULT SummarizeResult
ERRORS {

AttributeError,
InvalidParametersError,
RangeError,
SecurityError,
SequenceNumberError,
ServiceError}

NOTE - An ¢xample of the Summarize abstract-operation is giveninannex F.
8.2,1 Symmarize-argument

SummarizeArgument :: = SET {

information-base-type [0] InformationBase DEFAULT stored-messages,
selector {1] Selector,
summary-requests [2] SEQUENCE SIZE(1..ub-summaries) OF AttributeType OPTIONAL

-- absent if no summaries are requested--}
The comppnents of summarize-argument have the following meanings:

1) Information-base-type (O): This specifies which information-base is addressed by the ahstract-
operation. See 6.3.1.

In thd absence of the information-base-type component, the default is stored-messages.

2) Seledtor (M): This is a set of selection criteria toddetermine which entries shall be summarized. See
8.1.3.

3) Suminary-requests (O): This is the sequence of attribute-types for which summaries are requested.
This I;rameter isonly present if a summary is requested.

8.2.2 Summarize-result

Should the request succeed, the saummarize-result will be returned.

ngxt [0]. 'SequenceNumber OPTIONAL,
caunt [1]~"INTEGER (0 .. ub-messages) -- of the entries selected--,
sgan [2] Span OPTIONAL -- of the entries selected, omitted if count is zero--,

sUymmaries. [3] SEQUENCE SIZE (1 .. ub-summaries) OF Summary OPTIONAL}

1) Next (C): This is returned in the case where the number of entries selected would have been greater
if it were not for the limit specified in the selector. The component contains the sequence-number for
the next entry that would have been selected.

2) Count(M): This is an integer giving the count of entries that matched the selection criteria.

3) Span (C): This contains the lowest and highest sequence-numbers of the entries that matched the
selection criteria. It is absent if there are no such entries.
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Span :: = SEQUENCE {
lowest [0] SequenceNumber,
highest [1] SequenceNumber}
The components of span have the following meanings:
a) Lowest (M): This is the starting-point for the span, given as a sequence-number. See 6.3.2.2.

b) Highest (M): This is the end-point for the span, given as a sequence-number. See 6.3.2.2.

4) Summaries (C): One summary is returned for each summary-request. The summaries are
returned in the order that they were requested.

Summary :: = SET{

absent [0] INTEGER (1..ub-messages)OPTIONAL --count of entries where the attribute is absdnt--,
present [1] SETSIZE(1.. ub-attribute-values) OF --one for each attribute value present--
SEQUENCE {

type AttributeType,
value ANY DEFINED BY type,
count  INTEGER(1..ub-messages)} OPTIONAL}

THe components of summary have the following meanings:

a)| Absent (C): A count of the entries that do not contain an attribute of the attribute-typg specified
in the request. It is omitted if there are no such entriés.

b)| Present (C): A summary of the entries that contain an attribute of the attribute-typd specified,
broken down by the attribute-values actually'present. It is omitted if there are no suchlentries.

The components of present have the following meanings:

i) Type (M): The type of the attribute.

i1) Value (M): The attributé-value for which the count is given.
iii) Count (M): A count.of entries with this attribute-value.
8.2.3 | Summarize abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances urjder which
the pafticular abstract-errors will be reported are defined in clause 9.

8.3 List abstract-operation

The L st 2bstrant n?oraf;nn isusad toseareh o calactad infarmatiaon kago for entries Cfinfc est and to

........

return selected information from those entries.

The List abstract-operation will only be successful when the information-base permits access
according to the security-context and the enforced security-policy.

The information that may be selected for entries in an information-base may be restricted. For the
general-attributes in the stored-messages information-base, the restrictions are given in table 1.
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List :: = ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResuit
ERRORS (

8.3.1 Ligt-argument

ListArgyment :: = SET {
infpbrmation-base-type {0] informationBase DEFAULT stored-messages,
selpctor [1] Selector,
requested-attributes [3] EntryinformationSelection OPTIONAL}

The compgnents of list-argument have the following meanings:

AttributeError,
InvalidParametersError,
Range€Error,
SecurityError,
SequenceNumberError,
ServiceError}

1) Information-base-type (0O): This specifies which information-base\is“addressed by the abptract-

operaflion. See 6.3.1.
In the

2) Selec

8.1.3.

3) Requ

If this| parameter is absent, the registered set of list-attribute-defaults is used. See 8.6.1 fo
information on these defaults.

8.3.2 List-result

Should th

ListRes

ne
requested [{)-SEQUENCE SIZE (1..ub-messages) OF Entrylnformation OPTIONAL --omitted if none found--)

The comp

1) Next

absence of the information-base-type component, the default is stored-messages.

e request succeed, thelist-result will be returned.
ilt :: = SET {
Kt [0]. SequenceNumber OPTIONAL,

bnentsof list-result have the following meanings:

tor (M): This is a set of selection criteria to detepmine which entries shall be returndd. See

psted-attributes (0): This indicates whatinformation from the selected entries ig to be
returrjed in the result. See 8.1.4.

I more

C)Y:"This is returned in the case where the number of entries selected would have been

srreater

if it were not for the limit specified in the selector. The component contains the sequence-number for
the next entry that would have been selected.

2) Requested (C): This conveys the requested entry-information, see 8.1.5, from each selected entry
(one or more), in ascending order of sequence-number. It is not present in the case that a search was
performed and no entry was selected.
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List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which
the particular abstract-errors will be reported are defined in clause 9.

8.4

Fetch abstract-operation

The Fetch abstract-operation is used to return selected information from a specific entry in an
information-base. Alternatively, it is used to return selected information from the first entry from
among several entries of interest; in this case the sequence-numbers of the other selected entries are also
returned. The Fetch abstract-operation will only be successful when information-bases permitted by

the secprity-eontextandtheseeurity-potieyinforecarereguested-
Informgtion from an entry can be fetched several times, until the entry is explicitly deleted yising the
Delete gbstract-operation.
Fetch :: = ABSTRACT-OPERATION
ARGUMENT FetchArgument
RESULY FetchResult
ERRORS {
AttributeError,
FetchRestrictionError,
InvalidParametersError,
Rangekrror,
SecurityError,
SequenceNumberError,
ServiceError}
8.4.1 |Fetch-argument
FetchArgument :: = SET {
information-base-type [0] informatiodBase DEFAULT stored-messages,
item CHOICE {
search [1] Selector,
precise [2] SequenceNumber},
requested-attributes i3] y ‘EntryinformationSelection OPTIONAL}
The cothponents of fetch-argument have the following meanings:
1) Infprmation-base:type (O): This specifies which information-base is addressed by the |abstract-
opefration. See6:3'1.
In the absence of the information-base-type component, the default is stored-messages.
2) Item\(M): One of the components described below shall be specified in order to determipne which
entry to fetch.

a) Search (C): This is a selector specifying a set of entries of which the one with the lowest

b)

sequence-number is the entry to be fetched, see 8.1.3.

Precise (C): This is the sequence-number of the entry to be fetched. See 6.3.2.2.

3) Requested-attributes (O): This indicates what information from the selected entry is to be
returned in the result, see 8.1 4.
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If this parameter is absent, the registered set of fetch-attribute-defaults is used. See 8.6.1 for more
information on these defaults.

8.4.2 Fetch-result

Should the request succeed, the fetch-result will be returned.

FetchResult :: = SET {

entry-information [0] Entryinformation OPTIONAL --if an entry was selected--,
list [1] SEQUENCE SIZE (1.. ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL}

The comppnents of fetch-result have the following meanings:

1) Entry-information (C): This is a set of attributes from one entry as requested in thé-argumept. See
8.1.5.[[t is not present in the case that a search was performed and no entry was selected.

2) List(C): This is returned in the case that a search was performed and more than one entry wag found
that matched the search selector. The list gives the sequence-numbers, in ascending order, of these
furthqr entries.

3) Next [C): This is returned in the case where the number of entries selected would have been greater
if it were not for the limit specified in the selector. The componentcontains the sequence-numper for
the ndxt entry that would have been selected.

8.4.3 Fetch abstract-errors

Should the request fail, one of the listed abstract-errorsiwill be reported. The circumstances under which

the particular abstract-errors will be reported are defined in clause 9.

8.5 Delete abstract-operation

The Delele abstract-operation is used to delete selected entries from an information-base. Al main-

entry and|all its dependent child-entrieg.may only be deleted together. This is achieved by specifyihg just

the main-pntry as an argument. The.Delete abstract-operation will only be successful when operating on
those information-bases permitted.by the security-context and the security-policy in force.

For specific information-bases, there may be restrictions on which entries may be deleted. In addition,

content specific actions may be taken as defined in the corresponding International Standard| which

defines thie content-type: For the stored-messages, no entry may be deleted if its entry-status, seq 6.4, is
new.
Delete f: = ABSTRACT-OPERATION
ARGUMENT DeleteArgument
RESULT DeleteResult
ERRORS {

36
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8.5.1 Delete-argument

DeleteArgument :: = SET {

information-base-type [0] iInformationBase DEFAULT stored-messages,
items CHOICE {
selector [1] Selector
sequence-numbers [2] SETSIZE(1..ub-messages) OF SequenceNumber}}

The components of delete-argument have the following meanings:

1) Information-base-type (O): This specifies which information-base is addressed by the abstract-
operation. See 6.3.1.

In[the absence of the information-base-type component, the default is stored-messages.

2) Items (M): One of the components described below shall be specified in ordér to determine which
entries to delete.

a)| Selector (C): See 8.1.3.
b)| Sequence-numbers (C): An unordered list of sequence-numbers. See 6.3.2.2.
8.5.2 | Delete-result
Should the request succeed, the delete-result will be returned. There are no parameters.
DefleteResult :: = NULL
8.5.3 | Delete abstract-errors

Shoulfl the request fail, one of the listed abstract-errors will be reported. The circumstances unpder which
the pdrticular abstract-errors will be reported are defined in clause 9.

8.6 Register-MS abstract-operation
The Rpgister-MS abstract-operation is used to register or deregister various information with the MS:
a)| auto-actions;
b)| default listofattribute-types;
¢)| new credentials;

d)| .new’set of user-security-labels.

Register-MS :: = ABSTRACT-OPERATION
ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {

AttributeError,
AutoActionRequestError,
InvalidParametersError,
SecurityError,
ServiceError}
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8.6.1

The compt¢

1)

3)

5)

38

Registe

Register-MS-argument

r-MSArgument :: = SET {

auto-action-registrations [0] SET SIZE (1.. ub-auto-registrations) OF AutoActionRegistration OPTIONAL,
auto-action-deregistrations [1] SET SIZE (1.. ub-auto-registrations) OF AutoActionDeregistration

OPTIONAL,

list-attribute-defaults [2] SET SIZE (1. ub-default-registrations) OF AttributeType OPTIONAL,
fetch-attribute-defaults [3] SETSIZE (1 .. ub-default-registrations) OF AttributeType OPTIONAL,
change-credentials [8] SEQUENCE {

old-credentials [0] IMPLICIT Credentials,
new-credentials {11 IMPLICIT Credentials} OPTIONAL

us

Autolaction-registrations (0): This is a set of auto-action-registration, see 6.5.1, one fqg

auto-
previg

In the

Autoqaction-deregistrations (O): This is a set of auto-action-déregistration, one for eac

action
match

Au
In the
dereg

List-a
attrib

information-selection argumentisdbsent.

In the
defau
user v

Fetch
attrib
select

--$ame CHOICE as for old-credentials --,
br-security-labels [S] SETSIZE (1 .. ub-labels-and-redirections) OF SecuritylLabel OPTIONAL}

nents of register-MS-argument have the following meanings:

ction to be registered. The new auto-action-registration-parameter supersed

usly registered auto-action (if any) with that registration-identifier and auto-action-

absence of auto-action-registrations, the default is that no new'auto-actions are regist
to be deregistered. Any auto-action with registration-identifier and auto-actio

ing those in an auto-action-deregistration is deregistered.

toActionDeregistration ::= AutoActionRegistration
(WITH COMPONENTS\{. . ., registration-parameter ABSENT})

absence of auto-action-deregistrations; the default is that no registered auto-actio
stered.

ttribute-defaults (0): This specifies a default set of attribute-types to indicate
ites should be returned for.any subsequent List or Alert abstract-operation if the

absence of list-attribute-defaults, the default is that there is no change to the reg
t (if any). The list-attribute-defaults are the empty set until explicitly changed by t
ia the Register{MSabstract-operation.

-attribute-defaults (O). This specifies a default set of attribute-types to indicate
ites should be returned for any subsequent Fetch abstract-operation if the entry-inforn
on grgument is absent.

r each
Ps any
Lype.

ered.

auto-
-type

ns are

which
entry-

stered
he MS-

which
hation-

In the

] ¢ fotch-attribute.defanlts. the default is that there i | l

tstered

default (if any). The fetch-attribute-defaults are the empty set until explicitly changed by the MS-

user v

ia the Register-MS abstract-operation.

Change-credentials (O): The old and new credentials if a change-credentials is requested.

The old-credentials are the end user's current credentials, and the new-credentials are the
credentials the end user would like to change to.

In the absence of this argument, the default is that previously registered credentials remain

uncha

nged.
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The credentials of the MS-user may differ from the initiator-credentials detailed in 8.1.1.1.1.2 of
ISO/IEC 10021-4.

6) User-security-labels (O): This contains the security-label(s) of the MS abstract-service-user, if
they are to be changed. It may be generated by the MS abstract-service-user.

In the absence of this argument, the user-security-labels remain unchanged.

Note that some security-policies may only permit the user-security-labels to be changed in this
way if a secure link is employed. Other local means of changing the user-security-labels in a secure

Security-label is defined in clause 9 of ISO/IEC 10021-4.

8.6.2 Register-MS-result

Should the request succeed, the register-MS-result will be returned. There are ng'parameters.
Regiser-MSResult :: = NULL

8.6.3 Register-MS abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances undgr which
the partfcular abstract-errors will be reported are defined in clause 9.

8.7 Alert abstract-operation

The Alelrt abstract-operation enables the MS abstract-service-provider to immediately inform the MS
abstractfservice-user of a new entry having been entered into the MS, whose attributes match the
selectiof criteria of one of the auto-alert-regi§trations, see 12.2, previously supplied using a Register-
MS abstfact-operation, see 8.6.

The Alelrt abstract-operation may be invoked during an existing abstract-association initiatqd by the
UA, andonly as a result of new entries created after the establishment of the abstract-associatiop.

g Entries matching the selection criteria which have been created between abstract-associationp will be
' indicateld in the result of-the next abstract-bind-operation for the abstract-association. No Alert

abstradt-operation will be'invoked for these entries. See clause 7.

The Al4rt abstract-operation will only be successful when the information-base permitk access
according to the Security-context and the enforced security-policy.

Alert|:: £ ABSTRACT-OPERATION

ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {

SecurityError}
8.7.1 Alert-argument
AlertArgument :: = SET (

alert-registration-identifier [0] INTEGER{1.. ub-auto-actions),
new-entry [2] Entryinformation OPTIONAL}
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The components of the alert-argument have the following meanings:

1) Alert-registration-identifier (M): Identifies which of the auto-alert-registrations resulted in the
alert, see 6.4 and 12.2.

2) New-entry (0): This conveys the information from the new entry which was requested in the auto-
alert-registration-parameter, see 12.2. It is absent when the MS abstract-service-user did not
specify an auto-alert-registration-parameter.

8.7.2 Alert-result

Should tHe request stucceed, the alert-result will be returned.
AlertResult :: = NULL
8.7.3 Alert abstract-errors

Should tHe request fail, one of the listed abstract-errors will be reported. The cirdumstances under which
the parti¢ular abstract-errors will be reported are defined in clause 9.
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9 Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operations at the
Retrieval Port:

a) AttributeError;

b) AutoActionRequestError;

¢) BeteteError;
d)| FetchRestrictionError;
e)| InvalidParametersError;
f) | RangeError;
g)| SecurityError;
h)[ SequenceNumberError;
i) | ServiceError.
9.1 Error precedence
The pe¢rformer of an abstract-operation is not required to continue processing the message Beyond the
point @t which an error has been detected. This allows an implementation to choose whether tp continue

the prpcessing of errors.

NOTE | An implication of this rule is that the first.efror encountered may differ for repeated instances of the same abstract.
operatign, as there is not necessarily a specific logical order in which to process it.

9.2 Attribute-error

An Attribute-error reports an attribute related problem.

AttributeError :: = ABSTRACT-ERROR
PARAMETER SETY{
problems{0] SET SIZE (1.. ub-per-entry) OF SET {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] ANY DEFINED BY type OPTIONAL}}

AttributeProblem ::= INTEGER{
invalid-attribute-value (0).
unavailable-attribute-type (1),
inappropriate-matching (2).
attribute-type-not-subscribed  (3),
inappropriate-for-operation (4)} (0 .. ub-error-reasons)

The parameter has the following meaning:
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1)

9.3

An Auto-action-request-error reports a problem relatedto registration of an auto-action.

The parameter has the following meaning:

1)

42

Problems (M): The particular problems encountered. Any numbers of individual problems may be
indicated, each problem being accompanied by an indication of the attribute-type, and, if necessary
to avoid ambiguity, the value which caused the problem:

a)

b)

c)

AutoActionRequestError :: = ABSTRACT-ERROR

AutoActionRequestProblem :: = INTEGER\(
unavailable-auto-action-type (0),
aufo-action-type-not-subscribed {1)} (0 .. ub-error-reasons)

Problems (M): The particular problems encountered. Any numbers of individual problems 1
indicaled, each problem being accompanied by an indication of the auto-action-type which
the pr

a)

b)

Invalid-attribute-value (C): A purported attribute-value specified as an argument of the
abstract-operation does not conform to the data-type defined for the attribute-type concerned.

Unavailable-attribute-type (C): A purported attribute-type used as an argument of the
abstract-operation is not one of those which is supported by the MS abstract-service-provider. If
the MS abstract-service-provider is able to carry out the operation anyway, it is not prohibited
from doing so.

Injap

Af
op

NQ

chdnge.

In
op

Auto-action-request-error

PA

bration is not one of those to which the MS abstract-service-user has subseribed.

appropiate-for-operation (C): An attribute-type used as‘an argument of the abs
bration is unsuitable for its required use.

RAMETER SET {

problems[0] SET SIZE (1..ub-auto-registrations) OF SET {
problem [0] AutoActionRequestPcoblem,
type [1] AutoActionType}}

blem:

F propriate-matching (C): The filter contains a filter-item in which an attribute i§ mltched
using an operation (equality, ordering, or substrings) that is not defined for that attribute.

tribute-type-not-subscribed (C): An attribute-type used as an argument 6f the abgtract-

TE - A change of the subscription is not necessarily reflected in the attributes present in'an entry created before the

tract-

nay be
aused

U

S g

operation is not one of those which is supported by the MS abstract-service-provider.

jtract-

Action-type-not-subscribed: An action-type used as an argument of the abstract-operation is
not one of those to which the MS abstract-service-user has subscribed.
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Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries from an information-base.

DeleteError :: = ABSTRACT-ERROR

PARAMETER SET({
problems{0] SET SIZE (1..ub-messages) OF SET {
probiem [0] DeleteProblem,
sequence-number [1] SequenceNumber}}

DeleteProblem 1= INTEGER {
child-entry-specified (0},
delete-restriction-problem (1)} (0 .. ub-error-reasons)

The parpmeter has the following meaning:

1) Prdblems (M): The particular problems encountered. Any number of individual problems may be
indicated, each problem being accompanied by an indication of the sequénge-number of the entry

whiph caused the problem:

a)

b)

9.5

Child-entry-specified: An attempt has been made to delete achild-entry.

Delete-restriction-problem: An attempt has been made to.violate a restriction specified for the
Delete abstract-operation (see 8.5).

Fetch-restriction-error

A Fetch-restriction-error reports an attempt to‘yiblate a restriction associated with the Fetch

abstrac

Fetc

Fetc

The patameter has the following meaning:

f-operation.

hRestrictionError :: = ABSTRACT-ERROR
PARAMETER SET(
problems[0] SET SIZE {1..ub-defadlt-registrations) OF SET {

problem [3] FetchRestrictionProblem,
restriction CHOICEf
content-type [0] ContentType,
eit [1] MS-EITs,

content-length [2] Contentlength}}}

hRestrictionProblem ::= INTEGER {
content-typé-problem (1),
eit-problem (2),

content-length-problem (3} (0 .. ub-error-reasons)

1) Problems (M): The particular problems encountered. Any number of individual problems may be
indicated, each problem being accompanied by an indication of the offending content-type, encoded-
information-type or content-length which caused the problem:

a)

b)

Content-type-problem (C): The content-type of the message being fetched is disallowed by the
fetch-restrictions currently in force.

Eit-problem (C) : The encoded-information-types requested in the Fetch abstract-operation are
disallowed by the fetch-restrictions currently in force.
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¢) Content-length-problem (C): The content-length of the message being fetched is longer than
that allowed by the fetch-restrictions currently in force.

9.6 Invalid-parameters-error

An Invalid-parameters-error reports a semantic problem in the set of parameters received. This error
would be used, for example, to report that an optional parameter was present in the wrong context, or to
report that a value for one of the parameters is inappropriate.

InvalidParametersError :: = ABSTRACT-ERROR

This errdr has no parameters.

9.7 K

A Rangs
abstract-

Rang
P|

RanggProbiem ;= INTEGER {

r

The parameter has the following meaning:

1) pro}

a) K

e

9.8 §

A Secur

9.9 §

A Sequé

PRRAMIETER NULL

lange-error

p-error reports a problem related to the limit specified in a selector d@s an argumen
operation.

Error :: = ABSTRACT-ERROR

RAMETER SET{
problem [0] RangeProblem}

pversed (0)} (0 .. ub-error-reasons)

lems (M): The particular problems encountered

teversed (C): The upper bound indicated a sequence-number or creation-time befq
hdicated by the lower bound.

ecurity-error

equence-number-error

nceNumberError reports a problem related to the sequence-number specified in an ar

to an ab]tract-operation.

SequqnceNumberError :: = ABSTRACT-ERROR

t to an

re that

ity-error reports that the requested abstract-operation cannot be provided because it would
violate the security-policy inforce. This error is defined in ISO/IEC 10021-4.

gument

PARAMETER SET{

problems[1] SETSIZE {1..ub-messages) OF SET {
problem [0] SequenceNumberProblem,
sequence-number [1] SequenceNumber}}

SequenceNumberProblem ::= INTEGER {
no-such-entry (0)} (0 .. ub-error-reasons)

The parameter has the following meaning:
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Problems (M): The particular problems encountered. Any numbers of individual problems may be
indicated, each problem being accompanied by an indication of the sequence-numbers which caused

the problem:

a) No-such-entry: The sequence-number supplied does not match that of any entry in the
information-base.

9.10 Service-error

A Service-error reports an error related to the provision of the service.

The pdrameter has the following meaning:

1)

ServiceError :: = ABSTRACT-ERROR
PARAMETER SET[
problem [0] ServiceProblem}

SerfviceProblem :: = INTEGER {
busy (0),

unavailable (1),
unwilling-to-perform  (2)} (0 .. ub-error-reasons)

Phoblem (M): The particular problem encountered:

a)| Busy (C): The MS, or some part of it, is presently-too busy to perform the requested abstract-
operation, but may be able to do so after a short while.

b)| Unavailable (C): The MS, or some part of it,)is presently unavailable.

¢)| Unwilling-to-perform (C): The MS is\not prepared to execute this request, becausp it would
lead to excessive consumption of resources.
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Section

three - General-attribute-types and general-auto-action-types

10 Overview

The MS information-model and the attribute and auto-action concepts were introduced in 6.3.3 and
6.5. Clause 11 defines the general-attribute-types which are specified for MS. Clause 12 defines the
general-auto-action-types which are specified for MS.

11 G

The gene

attribute-

eneral-attribute-types

ypes for MS are defined in Annex C of ISO/IEC 10021-7.

1.1 G

The general-attributes that may occur in a stored-messages informatien-base entry are listed in

1. They

ReportDelivery abstract-operations of the MTS abstract-service agdefined in clause 8 of ISO/IEC

4, and such attributes are correspondingly named. Some general-attributes are generated, and s

these also|maintained, by the MS.

Table 1 deffines the various general-attributes and defines the following for each attribute type :
- whether the attribute-type is single-valued'or multi-valued;

- wihether or not support by the MS andthe accessing UA is mandatory or optional;

- whether the attribute-type is-always present, conditionally present, or absent in a delj

m

- whether or not the attribute-type can be returned in a List or an Alert abstract-operation;

- whether or not the attribute-type may be used in a Summarize abstract-operation.

N¢

For a mor

neral-attribute-types overview

e constructed mainly from the parameter information from the MessageDeliver

bssage entry, a delivered-report entry, or a returned-content entry respectively;

TE - Only fot simple ASN.1 data-types.

b detailed description of the classifications in table 1 refer to the conventions in 5.2,

al-attribute-types are valid for all message content-types. Other attribute:types, which are
content-specific, are defined in their respective International Standards, e.g. the IPMS-s

pecific

Table
y and
10021-
bme of

vered-

An optio

al\attribute-type is only supported by an MS if the support of that attribute-ty

e has

successfully been subscribed to (which implies that the MS and the accessing UA supports that

attribute)

46
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Table 1 - General-attribute-types for the Stored-messages (Part 1 of 3)

Single/ | Support | Presence | Presence | Presence | Available | Available
multi level by in in in for for
Attribute-type name valued | MSand |delivered | delivered | returned- List, Summa-
access | message report content Alert rize
UA entry entry entry
Child-sequence-
numbers M M € € - ¥ N
(ontent S M P - P N, N
Content-confidentiality-
dlgorithm-identifier S 0 C - - Y N
(ontent-correlator S 0 C < Y N
(ontent-identifier S 0 C Y N
(ontent-integrity-check S 0 - - Y N
(ontent-length S 0] - P Y N
(ontent-returned S 0 - - Y Y
(ontent-type S M P C Y Y
Conversion-with-loss-
grohibited S 0 C - Y N
(onverted-EITs M O C - - Y N
(reation-time S M P P P Y N
Delivered-EITs M 0 P - Y N
Delivery-flags S O P - - Y N
IpL-expansion-history M 0 C C - Y N
Entry-status S M P p P Y Y
Entry-type S M P P Y Y
Intended-pecipient-
rame S 0 C - - Y N
Message-delivery-
envelope S M P - N N
Message-delivery-
identifier S 0] P - - Y N
Message-delivery-time S 0] P - N
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Table 1 - General-attribute-types for the Stored-messages (Part 2 of 3)

Single/ | Support | Presence | Presence | Presence | Available | Available

multi level by in in in for for
Attribute-type name valued | MSand |delivered } delivered |returned-| List, Summa-

access message report content Alert rize
UA entry entry entry

Message-origin-
authentication-check S O C - - Y N
Melssage-security-label S 0 C C N
Message-submission-
time S 0O P - - ¥ N
MeLsage-token S 0] C - - Y N
Original-EITs M 0 C C - Y N
Originator-certificate S 0 C - < Y N
Originator-name S 0] P - - Y N
Other-recipient-names M 0] C - - Y N
Parent-sequence-
number S M C - P Y N
Per-recipient-report-
delivery-fields M M - P - Y N
Priority S 0 P - - Y Y
Proof-of-delivery-
request S 0 C - - Y N
Redirection-history M 0 C - - Y N
Report-delivery-
enyelope S M - P - N N
Reporting-DL-name S 0O - C - Y N
Reporting-MTA-
centificate S o) - C - Y N
Report-origin-
authentication-check S 0 C Y
Security-classification S 0 Y
Sequence-number S M P P P Y N
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Table 1 - General-attribute-types for the Stored-messages (Part 3 of 3)

Single/ } Support | Presence | Presence | Presence | Available | Available
multi level by in in in for for
Attribute-type name valued | MSand ]delivered ] delivered | returned- List, Summa-
access message report content Alert rize
UA entry entry entry
Subject-submission-
identifier S M - P - Y N
This-recipient-name S 0] P - - Y N
11.2 [Description of the general-attribute-types
The following subclauses contain a short description of each general-attribute-type togethet with its
abstract-syntax using the ATTRIBUTE macro described in 6.3.
It should be noted that some general-attributes are used primarily forfiltering and listing [purposes
while ¢thers can contain more complex (further structured ASN!1 data-types) and pofentially
volumifous information. Only a few general-attributes are suitablefor summaries.
11.2.1 |Child-sequence-numbers
This geperal-attribute, which is multi-valued, contains.one or more "pointers” to the next leve| of child-
entries|if such exist. It is generated by the MS. It is present in a parent-entry that has one or mpre child-
entriesfassociated with it. It is absent in an entry without child-entries.
ms-ghild-sequence-numbers ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SequenceNumber
MULTI VALUE
1 = id-att-child-sequence-numbers
11.2.2 |Content
This gelneral-attribute contains the complete content of a message as delivered by the Message¢Delivery
abstradt-operation or as a-returned-content by the ReportDelivery abstract-operation. For mofe details
see8.2[1.1.1.37and 8.3.1.2.1.14 of ISO/IEC 10021-4,
ms-¢ontent ATTRIBUTE
WITHATTRIBUTE-SYNTAX Content
SINGLE VALUE
1="id-att-content

11.2.3

Content-confidentiality-algorithm-identifier

This general attribute contains the algorithm-identifier used by the originator of the message to
encrypt the message content. It may be zenerated by the originator of the message. For further details

see 8.5.

10 of ISO/TEC 10021-4.
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mt-content-confidentiality-algorithm-identifier ATTRIBUTE

wi

TH ATTRIBUTE-SYNTAX Algorithmlidentifier

SINGLE VALUE
11 = id-att-content-confidentiality-algorithm-identifier

11.2.4 Content-correlator

This general-attribute contains information to enable correlation of the content of the message. It may
be generated by the originating UA. For more details see 8.2.1.1.1.36 of ISO/IEC 10021-4.

mt-content-correlator ATTRIBUTE

MATCHES FOR EQUALITY

Sl

11.25 C

This gene
originatin

mt-con
Wi
M

SINGLE VALUE
1  id-att-content-identifier

11.2.6 C

This gene
message (

specify a different value for each recipient of the message. For further details see 8.2.1.1.28 of I

10021-4.

mt-con
Wi

SINGLE VALUE
:: £ id-att-content-integrity-check

11.2.7 C

This geng
Messagel]
abstract-9

WEH ATTRIBUTE-SYNTAX ContentCorrelator

11 ¥ id-att-content-correlator

GLE VALUE

bntent-identifier

ral-attribute contains an identifier for the content of the message. It may be generated
g UA. For more details see 8.2.1.1.1.35 of ISO/IEC 10021-4.

ent-identifier ATTRIBUTE

TH ATTRIBUTE-SYNTAX Contentldentifier
ATCHES FOR EQUALITY

pntent-integrity-check

ral attribute provides the recipient(s) of the message with a means of validating tH
ontent has not been modified. It may be generated by the originator of the message af]

ent-integrity-check ATTRIBUTE
TH ATTRIBUTE-SYNTAX ContentintegrityCheck

bntent-length

ral-attribute gives the length of the content, in octets, of a message as delivered
elivery. abstract-operation or of a returned-content (if any) notified by the ReportD
peration. Where there is no such returned-content, this attribute is absent. [t is generd

by the

at the
d may
O/IEC

by the
plivery
tted by

the MS.

ms-content-length ATTRIBUTE

wi

TH ATTRIBUTE-SYNTAX ContentLength

MATCHES FOR ORDERING
SINGLE VALUE
1 = id-att-content-length
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11.2.8 Content-returned

This general-attribute indicates whether a content has been returned in the ReportDelivery abstract-
operation. It is generated by the MS.

ms-content-returned ATTRIBUTE
WITH ATTRIBUTE-SYNTAX BOOLEAN
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-content-returned

11.2.9—€omtent-type

This general-attribute is generated from the content-type in the MessageDelivery or(ReportDelivery
abstrgdct-operation. See also 8.2.1.1.1.34 of ISO/IEC 10021-4.

mtcontent-type ATTRIBUTE

WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-content-type

11.2.10 Conversion-with-loss-prohibited

This general-attribute contains information about whether conversion with loss of informiation was
allowdd or prohibited. For further details see 8.2.1.1.1. 18,0£1SO/IEC 10021-4.

mttconversion-with-loss-prohibited ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ConversionWithLossProkibited
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-conversion-with-loss-prohibited

11.2.1]L Converted-EITs

This general-attribute, which(is'multi-valued, identifies the encoded-information-types of the content
after donversion, as indicated by MessageDelivery or ReportDelivery abstract-operation. It is|generated
by thg MS. It is absent, if\nio conversion took place. For more details see 8.3.1.1.1.8 and 8.3.1.2.1.5 of
[SO/IEC 10021-4.

msl-converted-E{Ts ATTRIBUTE

WITH ATTRIBUTE-SYNTAX MS-EIT
MATCHES FOR EQUALITY

MULT VALUE

= id-att-converted-EITs

11.2.12 Creation-time

This general-attribute gives the time when the entry was created in the MS. It is generated by the MS,
For more details see 6.3.2.

NOTE - Two or more consecutive entries may have the same creation-time.
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ms-creation-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX CreationTime
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
:: = id-att-creation-time

11.2.13 Delivered-EITs

This general-attribute, which is multi-valued, identifies the encoded-information-types in the content of
the message as delivered. It is generated by the MS based on information about the original-EITs and

the converted-EITs in the MessageDelivery abstract-operation.

ms-dejivered-EITs ATTRIBUTE
ITH ATTRIBUTE-SYNTAX MS-EIT
ATCHES FOR EQUALITY
ULTIVALUE

1= id-att-delivered-EiTs

11.2.14 Delivery-flags

This general-attribute contains information of the delivery. Presently,\it"is only used for indicating

implicit-fonversion of the content. For more details see 8.2.1.1.1.9 of ISO/IEC 10021-4.

mt-dejivery-flags ATTRIBUTE
ITH ATTRIBUTE-SYNTAX DeliveryFlags
ATCHES FOR EQUALITY
S|NGLE VALUE
:] = id-att-delivery-flags

11.2.15 DL-expansion-history

This genpral-attribute, which is multi-valued?is used to show the history of distribution-list expansion.
It contains one or more distribution-list-names used during the expansion process. [t is absent if the

delivery|to this recipient did not involve any expansion of a distribution-list. For more det
8.3.1.1.1|7 of ISO/IEC 10021-4.

mt-dljexpansion-history ATTRIBUTE
ITH ATTRIBUTE-SYNTAX.DLExpansionHistory
ULTIVALUE
:| = id-att-dl-expansion-history

11.2.16 Entry-status

This gengral-attribute contains the current status of an entry in the stored-messages informati

hils see

pn-base.

It is created and maintained by the MS. For more details see 6.4.

ms-entry-status ATTRIBUTE
WITH ATTRIBUTE-SYNTAX EntryStatus
MATCHES FOR EQUALITY
SINGLE VALUE
1 = id-att-entry-status
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11.2.17 Entry-type

This general-attribute contains information about whether an entry concerns a delivered message or a
delivered report. It is generated by the MS.

ms-entry-type ATTRIBUTE
WITH ATTRIBUTE-SYNTAX EntryType
MATCHES FOR EQUALITY
SINGLE VALUE
it = id-att-entry-type

EntlyType :: = INTEGER {

delivered-message (0).
delivered-report (1),
returned-content (2) (0..ub-entry-types)}

11.2.18 Intended-recipient-name

This ggneral-attribute contains the O/R-name of the originally intended-recipient if the megsage has
been redirected, with each value representing one redirection. For more details see 8.3.1.1.1.4 of
ISO/IEC 10021-4.

mt-infended-recipient-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-intended-recipient-name

11.2.19 Message-delivery-envelope

This gdneral-attribute contains the complete message-delivery-envelope of a message as delijvered by
the MepsageDelivery abstract-operation. For more details see clause 9 of [SO/IEC 10021-4.

mt-message-delivery-envelope ATTRIBUTE

WITH ATTRIBUTE-SYNTAX MessageDeliveryEnvelope
SINGLE VALUE

Efg 1 = id-att-message-delivery-envelope

11.2.2¢ Message-delivery-identifier

This géneral-attfibute contains the message-delivery-identifier from the MessageDelivery|abstract-
operation. Forumore details see 8.3.1.1.1.1 of [SO/IEC 10021-4.

m

-
f

message-delivery-identifier ATTRIBUTE

AMATIM ATTIOIOUITE CVUMTAY AL Deali 1ed ks
T T AT TR U T I AATIrE S SageoeveryraentmeT

SINGLE VALUE
:: = id-att-message-delivery-identifier

11.2.21 Message-delivery-time

This general-attribute contains the message-delivery-time from the MessageDelivery abstract-
operation. For more details see 8.3.1.1.1.2 of ISO/IEC 10021-4.

NOTE - There is no general-attribute corresponding to the delivery-time parameter of the ReportDelivery abstract-operation,
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because in order to be useful, this delivery-time must be correlated with the name of the recipient the message was delivered to.

This information is included in the report-information general-attribute.

mt-message-delivery-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageDeliveryTime
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
:: = id-att-message-delivery-time

11.2.22 Message-origin-authentication-check

identifier| It provides the recipient(s) of the message with a means of authenticating the origin of the
message 4nd may be generated by the originator of the message. For further details see 8.2)1.11.29 of
ISO/IEC 10021-4.

This geneIal attribute is computed using the algorithm identilied by the message-origin-authentication-

mt-megsage-origin-authentication-check ATTRIBUTE
W|TH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck
SINGLE VALUE
:; kid-att-message-origin-authentication-check

11.2.23 Message-security-label

This gendral attribute comprises a set of security attributes which may include a security-policy-
identifier| a security-classification, a privacy-mark, and a set-of security-categories. For further details
see 8.2.1.1.1.30 of ISO/IEC 10021-4.

mt-megsage-security-label ATTRIBUTE
W|TH ATTRIBUTE-SYNTAX MessageSecuritylLabel
SINGLE VALUE
:: pid-att-message-security-label

11.2.24 Message-submission-time

This gengral-attribute contains thé message-submission-time from a MessageDelivery alstract-
operation| For more details see 8.2.1.1.2.2 of ISO/IEC 10021-4.

mt-megsage-submission-time ATTRIBUTE
W|TH ATTRIBUTE-SYNTAX MessageSubmissionTime
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
1 k id-att-message-submission-time

11.2.25 Message-token

This general attribute contains the token associated with the message. It is generated by the originator
of the message and may contain a different value for each recipient of the message. For further details
see 8.2.1.1.1.26 of ISO/IEC 10021-4.

mt-message-token ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageToken
SINGLE VALUE
:: =id-att-message-token
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11.2.26 Original-EITs

This general-attribute, which is multi-valued, contains the original encoded-information-types from
the MessageDelivery abstract-operation. [t is generated by the MS. For more details see 8.2.1.1.1.33 of
ISO/IEC 10021-4.

ms-original-EiTs ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MS-EIT
MATCHES FOR EQUALITY
MULTIVALUE
:: = id-att-original-EITs

11.2.29 Originator-certificate
This ge¢neral attribute, contains the certificate of the originator of the message. It is generpted by a
trusted source (e.g. a certification-authority), and may be supplied by the originator of‘the megsage. For
further details see 8.2.1.1.1.25 of ISO/IEC 10021-4,

m

~

-priginator-certificate ATTRIBUTE

WITH ATTRIBUTE-SYNTAX OriginatorCertificate
SINGLE VALUE

:: =id-att-originator-certificate

11.2.24 Originator-name

This general-attribute contains the O/R-name of the originator from the MessageDelivery|abstract-
operation. For more details see 8.2.1.1.1.1 of ISO/IEC 10021-4.

mt-priginator-name ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-originator-name

11.2.26 Other-recipient-names
This gdneral-attribute, which'is multi-valued, contains the O/R-names of all other specified redipients, if
any, of the message fromithe MessageDelivery abstract-operation. For more details see 8.3[/1.1.1.6 of

ISO/IEC 10021-4.

m

-~

-pther-recipient-names ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY
MULTVYVALUE
:i='id-att-other-recipient-names

11.2.30 Parent-sequence-number

This general-attribute, points to a parent-entry. It is generated by the MS. [t is always present in a child-
entry and is absent in a main-entry.
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ms-parent-sequence-number ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SequenceNumber
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
i1 = id-att-parent-sequence-number

11.2.31 Per-recipient-report-delivery-fields

This general-attribute, which is multi-valued, contains report information on a per-recipient basis from
the ReportDelivery abstract-operation. For more details see 8.3.1.2 of ISO/IEC 10021-4.

TH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields
LTIVALUE
i1 id-att-per-recipient-report-delivery-fields

mt-pev;[:ecipnent-report-dehvery-ﬂelds ATTRIBUTE
M

11.2.32 Priority

This gendral-attribute contains the relative priority of the message from the-MessageDelivery ahstract-
operation,. If no value is supplied in the MessageDelivery abstract-operatign parameter, the MS yses its
default vdlue when generating this attribute. For more details see 8.2.1 1:\18 of ISO/IEC 10021-4.

mt-priority ATTRIBUTE
ITH ATTRIBUTE-SYNTAX Priority
TCHES FOR EQUALITY
SINGLE VALUE
:i|= id-att-priority

11.2.33 Proof-of-delivery-request

This genpral attribute indicates whether or not the originator of the message requires prpof-of-
delivery|of the message to the recipient. [t may be generated by the originator of the message apd may
specify al|different value for each recipientyof the message. For more details see 8.2.1.1.1.32 of [BO/IEC
10021-4.

mt-prqof-of-delivery-request ATTRIBUTE

WITH ATTRIBUTE-SYNTAX RProofOfDeliveryRequest
SINGLE VALUE

::|= id-att-proof-of-délivery-request

11.2.34 Redirection-history

reason(s)| from’the MessageDelivery or ReportDelivery abstract-operation. For more detdils see
of ISOAEC 10021-4

This gen[ral-attribute,which is multi-valued, contains the history of recipient redirection(g) with

83.11.1

mt-redirection-history ATTRIBUTE
WITH ATTRIBUTE-SYNTAX RedirectionHistory
MULTIVALUE
:: = id-att-redirection-history

11.2.35 Report-delivery-envelope

This general-attribute contains all the parameters from the ReportDelivery abstract-operation, except
for the returned-content (if present). For more details see 8.3.1.2 of ISO/IEC 10021-4.
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mt-report-delivery-envelope ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope
SINGLE VALUE
:: = id-att-report-delivery-envelope

11.2.36 Reporting-DL-name

This general-attribute contains the O/R-name of the distribution-list that forwarded the report to the
owner of this distribution-list. For more details see 8.3.1.2.1.4 of ISO/IEC 10021-4.

mtireporting-DL-name ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ReportingDLName
SINGLE VALUE

i1 = id-att-reporting-DL-name

11.2.3¢ Reporting-MTA -certificate

This general-attribute contains the certificate of the MTA that generated the report. For mqre details
see 8.3.1.2.1.12 of ISO/IEC 10021-4.

mtireporting-MTA-certificate ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ReportingMTACertificate
SINGLE VALUE

1 = id-att-reporting-MTA-certificate

11.2.38 Report-origin-authentication-check

This gpneral-attribute provides a means of authefticating the origin of the report. For more details see
8.3.1.2.1.13 of ISO/IEC 10021-4.

mtireport-origin-authentication-check ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ReportOriginAuthenticationCheck
SINGLE VALUE

i1 = id-att-report-origin-authentication-check

11.2.39 Security-classification

This gpneral-attributé comprises the security-classification parameter from the message-secyrity-label.
It is defined as a «separate attribute to allow its use in the Summarize abstract-operation.|For more
detailg see 8.5.90f1SO/IEC 10021-4.

mtisecurity>classification ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SecurityClassification

AAATOLIEC PONE &AL LTy,
WA TCTTC T T O T QoURCrTY

SINGLE VALUE
1 = id-att-security-classification

11.2.40 Sequence-number

This general-attribute is used to identify the entry itself It is allocated by the MS when the entry is
created. For more details see 6.3.2.
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ms-sequence-number ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SequenceNumber
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
i1 = id-att-sequence-number

11.2.41 Subject-submission-identifier

This general-attribute contains the message-submission-identifier or the probe-submission-identifier of
the subject of the report. For more details see 8.3.1.2.1.1 of ISO/IEC 10021-4.

mt-subjtct-submission-identifier ATTRIBUTE

WITH ATTRIBUTE-SYNTAX SubjectSubmissionidentifier
SINGLE VALUE

:: 2 id-att-subject-submission-identifier

11.2.42 This-recipient-name

This general-attribute contains the O/R-name of this (MS) recipient from the MessageDelivery abstract-
operation|For more details see 8.3.1.1.1.3 of ISO/IEC 10021-4.

mt-this{recipient-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY

SINGLE VALUE

i1 3 id-att-this-recipient-name

11.3 Generation of the general-attributes

This subclause describes how the general-attributes are generated. The information is presenfted in
Table 2. Fpr a description of the classifications ysed see 5.3.

11.4  Attribute-types subscription

Attributedtype subscription is a localy\atter. If the attribute-type subscription is changed, then the UA
may receipe all of the attributes inthe original subscription for messages present in the MS at thie time
the subscription was changed. The handling of these unsubscribed attributes is a local njatter.
Similarly ) when a new attribute is subscribed to, the UA may not receive this attribute for messdges in
the MS wHhen the subscription occurred.
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Table 2 - Generation of the general-attribute-types (Part 1 of 4)

Single/ Sour Source
Attribute-type name multi ource generated Generation rules
parameter
valued by
Child-sequence- M MS A value is generated for
numbers each corresponding child-
entry that a parent-entry
has
Cdntent S content MD The value of the parameter
returned-content RD is the attribute-yalue
Cdntent-confidentiality- S content. MD The value oftthe parameter
algorithm-identifier confidentiality- is the attribate-value
algorithm-
identifier
Cdntent-correlator S content-correlator RD Thé value of the parameter
18 the attribute-value
Cdntent-identifier S content-identifier MD The value of the parareter
RD is the attribute-value
Cdntent-integrity-check S content-integrity; MD The value of the parameter
check is the attribute-value
Cdntent-length S MS The (approximate) size of
the stored content in gctets
based on the delivered or
returned content
Cdntent-returned S MS The value is set to trule if
returned-content is prjesent
in a ReportDelivery and to
false if not present
ooy Cdntent-type S content-type MD [frepresented by OBJECT
‘ RD IDENTIFIER, the value of
the parameter.
[f represented by
INTEGER, converted|to
the corresponding
OBJECT IDENTIFIER
Canversion-with-loss- S convertion-with- MD The value of the parameter
5 prohibited loss-prohibited is the attribute-value

NOTE - When a message-delivery entry is created, there are no separate general-attributes generated for Physical Delivery
and Delivery Method Arguments, because the information inthese arguments are not relevant to the MS. However, the UA can
retrieve all the information contained in these arguments by retrieving the Message-delivery-envelope general-attribute.

59


https://iecnorm.com/api/?name=78f9718130605ce55308ab430304d9a1

ISO/IEC 10021-5 : 1990 (E)

Table 2 - Generation of the general-attribute-types (Part 2 of 4)

Attribute-type name

Singte/
multi
valued

Source
parameter

Source
generated
by

Generation rules

Converted-EITs

M

converted-
encoded-
information-types

MD

A corresponding value is
generated from each bit
that it set to 1 in the built-
in-encoded-information-

typesparameterandfrqm
each ExternalEncoded
InformationTypé present
in the external-encodefl-
information-type
parameter.

Credtion-time

MS

The titne-of creation of the
entry

Deliyered-EITs

Converted-EITs
and Original-EITs

A‘union of the other two
general-attribute-types,

Deliyery-flags

delivery-flags

MD

The value of the paramelter
is the attribute-value. If]
there are no delivery-
flags in the MD, generate
a default value with no
flags set.

DL-¢xpansion-history

dl-expansion-
history

MD
RD

A corresponding value i$
generated from each
component of the
SEQUENCE

Entyy-status

Generated when the entfry
is created with the valug

?” ”

new

Entgy-type

MessageDelivery
ARGUMENT
ReportDelivery
ARGUMENT

The value is set to
“delivered-message”
The value is set to
"delivered-report”. If a
returned-content is
present, a child-entry,
which contains the

returned-content is
created. For the child-
entry, the value of this
attribute is set to
"returned-content”

Intended-recipient-
name

intended-
recipient-name

MD

The value of the parameter
is the attribute-value
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Table 2 - Generation of the general-attribute-types (Part 3 of 4)

Single/ Sour Source
Attribute-type name multi uree generated Generation rules
parameter
valued by
Message-delivery- S envelope MD The value of the parameter
envelope is the attribute-value
M GGRgP-dP"VPPy-ﬁmﬁ S message Hnlivary MD The value of the pn ra 'neter
time is the attribute-value
Megssage-delivery- message-delivery- MD The value of the parameter
idpntifier S identifier is the attribute-value
MEgssage-origin- S message-origin- MD The valueof the paraeter
aythentication-check authentication- is thé attribute-value
check
Message-security-label S message-security- MD The value of the parameter
label RD is the attribute-value
Message-submission- S message- MD The value of the parameter
time submission-time is the attribute-value
Megssage-token S message-token MD The value of the parameter
is the attribute-value
Original-EITs M original-encoded- MD A corresponding valule is
infocmation-types RD generated from each bit
that it set to 1 in the built-
in-encoded-informgtion-
types parameter and|from
each ExternalEncoded
InformationType pgesent
in the external-encoded-
information-type
parameter
Originator-certificate S originator- MD The value of the parameter
certificate is the attribute-value]
Originator-name S originator-name MD The value of the parameter
is the attribute-valug
Othetr-recipient-names M other-recipient- MD A corresponding value is

names

generated from each
component of the
SEQUENCE
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Table 2 - Generation of the general-attribute-types (Part 4 of 4)

Single/ Sour Source
Attribute-type name multi ource generated Generation rules
parameter
valued by
Parent-sequence- S - MS When creating a child-
number entry, this attribute is
generated with the
corresponding parent-
ﬂlltly'D BCunllLC‘llulllb L
as value
Per-recipient-report- M per-recipient- RD A corresponding value i
deliyery-fields fields generated fromeach
componentofthe
SEQUEXNCE
Priofrity S priority MD The-value of the parameter
ig the attribute-value
Proof-of-delivery- S proof-of-delivery- MD The value of the parameter
reqyest request is the attribute-value
Redjrection-history M redirection- MD A corresponding value i
history generated from each
component of the
SEQUENCE
Repprt-delivery- S envelope RD The value of the paramdter
envelope is the attribute-value
Repprting-DL-name S réporting-dl-name RD The value of the paramdter
is the attribute-value
Repprting-MTA- S reporting-MTA. RD The value of the paramgter
certificate certificate is the attribute-value
Repprt-origin- S report-origin- RD The value of the paramgter
authentication-check authentication- is the attribute-value
check
Security-classification S security- MD The value of the paramgter
classification RD is the attribute-value
Seqnuencesnumber S - MS When creating an entryj,
the MS assigns a unique
vatue for this attribute in
ascending order
Subject-submission- S subject- RD The value of the parameter
identifier submission- is the attribute-value
identifier
This-recipient-name S this-recipient- MD The value of the parameter

name

is the attribute-value
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General-auto-action-types

The general-auto-action-types are valid for all message content-types. However, their detailed effect
may be content-specific, and so the procedure descriptions given in this part of ISO/IEC 10021 may need
to be supplemented in their respective International Standards, e.g. the [IPMS-specific procedure for the
auto-forward general-auto-action-type is described in 19.4 of ISO/IEC 10021-7. Other auto-action-
types, which are content-specific, may be defined in their respective International Standards.

Auto
opera

The fq
a)
b)
The o

The f
its ab

12.1

The a
any m
forwa
delive

The 1

. rrodaced-B-5-d o rrdereristered-us Hm-the-ferisher

Lion described in 8.6.
llowing general-auto-action-types are defined:
Auto-forward;
Auto-alert.
peration of auto-actions may be affected by the implementationof\d security-policy.

llowing subclauses contain a short description of each géneral-auto-action-type tog
btract-syntax using the AUTO-ACTION macro defined in'6.5.

Auto-forward
uto-forward auto-action enables the MS abstract-service-provider to automatically
essage that has been delivered into the stored-messages information-base. The exact d¢
rding is content-specific, but it always invelves the submission of a new message incorpg

red content to the MTS abstract-serviee:

uto-forward auto-action-type-allows one or more sets of auto-forward parame

regist
forw

ered with the MS, each identified by its auto-forward-registration-identifier. E
rd-registration-parametép specifies criteria to determine whether it applies to a

delivdred message, and if so 4 _copy of the message is auto-forwarded using the Message-s
abstrgct-operation. That is to.say, if a message matches more than one set of criteria, the
auto-forwarded that many times.

The

uto-forwardsregistration-parameter specifies whether the main-entry (and any

child-pntries) corresponding to the message is to be deleted after auto-forwarding. If :
parameters ac¢téd upon indicates no-deletion (or if any of the submissions fail), then the entry is not
deleted.

S abstract-

pther with

- forward
efinition of
rating the

ters to be
ach auto-
particular
ubmission
nessage is

hssociated
tny of the

auto-forward AUTO-ACTION

REGISTRATION PARAMETER IS AutoForwardRegistrationParameter
:: = id-act-auto-forward

AutoForwardRegistrationParameter ;1= SET {

filter [0] Filter OPTIONAL,
auto-forward-arguments [1] AutoForwardArguments,
delete-after-auto-forwarding [2] BOOLEAN DEFAULT FALSE,
other-parameters [3] OCTET STRING OPTIONAL}
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AutoForwardArguments :: = SET {
COMPONENTS OF PerMessageAutoforwardFields,
per-recipient-fields [1] IMPLICIT SEQUENCE SIZE {1..ub-recipients) OF PerRecipientAutoForwardFields}

PerMessageAutoForwardFields :: = SET {

originator-name OriginatorName,
content-identifier Contentidentifier OPTIONAL,
priority Priority DEFAULT normal,

per-message-indicators PerMessagelndicators DEFAULT { },
deferred-delivery-time [0] IMPLICIT DeferredDeliveryTime OPTIONAL,
extensions [2] IMPLICIT PerMessageSubmissionExtensions DEFAULT { }}

PerRec|pientAutoForwardFields :: = SET {
refipient-name RecipientName,
orfginator-report-request  [0] IMPLICIT OriginatorReportRequest,
eNplicit-conversion [1] IMPLICIT ExpilicitConversion OPTIONAL,
extensions [2] IMPLICIT PerRecipientMessageSubmissionExtensions DEFAULT( }}

The para

1)

4)

64

Filte
for th

eters of the auto-forward-registration-parameter have the follewing meanings:

* (0): This is a set of criteria which a new entry representing a-delivered message shall
e MS abstract-service-provider to auto-forward it using thisset of parameters.

The ajpsence of this parameter indicates that all new entries are auto-forwarded.

Auto

Lforward-arguments (M): This is a set of arguments registered to be used for each M

regisfered, not mandatory, and not specifically mentioned below, will be absent from each M

subm

If the
value

subm{ssion abstract-operation (see 8.2.1.1.1 of ISQAEC 10021-4). Any argument which

ssion.

following arguments are either not réegistered, or registered with their default valy
s used for each Message-submission abstract-operation are those of the corresp)

Message-delivery arguments: prioxity, implicit-conversion-prohibited, and conversior

loss-

If the
prese
Mess
cont
auth

Certg
requ

brohibited.

following arguments areeither not registered, or registered with their default value

nce as Message-submission arguments depends upon the presence of the corresp
hge-delivery arguments, their values being transformed where appropriate: message
bnt-confidentiality-algorithm-identifier, content-integrity-check, message-¢
bntication-check, and message-security-label.

pst, original-encoded-information-types, content-type, and content.

satisfy

bssage-
is not
bssage-

es, the
bnding
-with-

5, their
onding
token,
rigin-

in Message-submission arguments may not be registerd. These are: proof-of-submlission-

Delete-after-auto-fag :
the submission has succeeded.

The absence of this parameter indicates that the message should not be deleted.

)t, once

Other-parameters (O): This content-specific parameter need not be present. When it is present, the
information it contains will be used during the auto-forwarding procedure.

NOTE - Thus, for example, with Interpersonal Messaging, this parameter may contain the auto-forward-comment that is

returned in the non-receipt notification, a user specified prefix and a cover-note accompanying the IP-message being auto-

forwarded. For a description of auto-forw ard-comment usage, see 19.4 of ISO/IEC 10021-7.
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The auto-alert auto-action enables the MS abstract-service-provider to automatically alert the user
behind the MS abstract-service-user of the delivery of any message that has been delivered into the
stored-messages information-base. Auto-alert will only be performed for delivered-message entries.

The auto-alert auto-action-type allows one or more sets of auto-alert parameters to be registered with
the MS, each identified by its auto-alert-registration-identifier. Each auto-alert-registration-
parameter specifies criteria to determine whether it applies to a particular delivered message. If a
message matches the filter of more than one auto-alert-registration the matching registration with the

lowest
alerteq
alerteq
either
registr

The A
is cons
other 4

aut

The p4
1) Fi
for

Th
ms¢

2) Alert-addresses(0)’ This argument identifies the types of alert service to be invoked

wi

fu

Al
se

aUto-alert-registration-raentifier 15 processed, and-if atteastomeaddresstor thet#0
| successfully, no other registrations are processed. If none of these addresses can be su
| the auto-alert registration with the next higher identifier is processed. This eontin
at least one or more addresses of a registration has been successfully alerted or t
ations is exhausted.

ert abstract-operation will only be invoked if the alert-addresses in the-auto-alert-re
idered to have the UA as a member (see 2 below). If this Alert abstract-operation sucg
ddress contained in the auto-alert-registration will not be alerted:

o-alert AUTO-ACTION
REGISTRATION PARAMETER IS AutoAlertRegistrationParameter
1 = id-act-auto-alert

toAlertRegistrationParameter :: = SET (
filter {0] Filter OPTIONAL,
alert-addresses [1] SEQUENCE SIZE (1.. ub-alert-addresses) OF AlertAddress OPTIONAL,

requested-attributes [2] EntrylnformationSelection OPTIONAL}
rameters of the auto-alert-registration-parameter have the following meanings:

ter (0): This is a set of criteria which a new entry representing a delivered-message sh|
the MS abstract-service-proyider to auto-alert it using this set of parameters.

e absence of this parameter indicates that auto-alert will be performed for all new
ssage entries.
th any information required to access the particular instances of those alert services

rther information that needs to be conveyed during those alerts.

sence"of this argument will default the Alert abstract-operation to informing the M3
Fvice-user of the existence of an alert-condition either by using the Alert abstract-oper

8.’

has been
ccessfully
ues until
he list of

pistration
eeds, any

all satisfy

delivered-

, together
, and any

abstract-
ation (see

() \which is onlv possible if an abstract-association already exists between the MS

abstract-

service-user and the MS abstract-service-provider) or by flagging in the Abstract-bind-operation
next time the MS abstract-service-user establishes an abstract-association, see clause 7. If the
parameter requested-attributes is present, the MS abstract-service-user (UA) will be considered as
being among the addresses to be alerted.

Some types of alert will be internationally standardized. Others will be defined by national
administrative authorities and private organizations. This implies that a number of separate
authorities will be responsible for assigning types in a way that ensures that each is distinct from all
other assigned types. This is accomplished by identifying each type with an object-identifier when
the type is defined, and defining the ASN.1 data-type of the auxiliary addressing information.
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The alert-qualifier contains any further information that needs to be conveyed during the auto-
alert. Absence of this parameter means that no additional information will be conveyed to the MS
abstract-service-user.

AlertAddress :: = SEQUENCE {

address EXTERNAL,
alert-qualifier OCTET STRING OPTIONAL}

Requested-attributes (0): This indicates what information from the selected entries is to be
included with the auto-alert. See 8.1 4.

The 3
the a

bsence of this parameter implies that only the alert-registration-identifier will be-pre
ert-argument.

sent in
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Section four - Procedures for Message Store and port realization

13 Overview

o This section describes the procedures for the MS and the port realization. It contains a description of the
consumption of the MTS abstract-service in clause 14. The provision of the MS abstract-service is
described in clause 15. The port realization in the form of Service Elements is described in clause 16.

The pgrformance of the abstract-operations described in clauses 14 and 15 shall be subjgct to the
requirgments of the security-policy, (if one is in force), which applies to the MTS abstract-services and to
the M§ abstract-services.

14 | Consumption of the Message Transfer abstract-service

This clause specifies how an MS shall consume the MTS abstract-service’which is defined in dlause 8 of
ISO/IHC 10021-4. Covered are its consumption of the MTS Delivery,/ Submission, and Admihistration
Ports.

14.1 | Consumption of the Delivery Port abstract-services

This clause covers the performance of the MessageDelivery and ReportDelivery abstract-operations, and
the inyocation of the DeliveryControl abstract-operation. The MS consumption of the Delivery Port
abstraft-services assumes that an abstract-association exists between the Delivery Port supplier (the
MTA) [and the Delivery Port consumer (the MS). The performance of the abstract-operatjons is in
sequertial order, no parallel processing takes\place. Error cases are not described.

14.1.1| Performance of the MessageDelivery abstract-operation

When [the MS receives a MessageDelivery abstract-operation from the MTA, it performs the|following
steps:

1) Returns a MessageDelivery result to the MTA to indicate that the delivery was succepsful. The
Mg¢ssageDelivery(tesult shall contain proof-of-delivery information if the delivered-message
coftains a proofrof-delivery-request argument. This proof-of-delivery may be computed [using the
supject-MS-séeret key; for more details see 8.5.7and 8.3.1.1.2.2 of ISO/IEC 10021-4.

2) THe nextstep is to examine if any auto-actions are activated. The auto-actions are partlly content-
specific-and are therefore also described in the content-specific International Standprds. The
content-specific deseription shall contain rules about the order in which the auto-actions are to be
performed. The performance of auto-actions may result in alerts, submissions, new entries being
created and in the possible deletion of the delivered-message or other messages from the MS. See
12.1

a) If auto-forwarding criteria are registered, by the Register-MS abstract-operation, the new entry
is matched against the criteria specified. The matching is made sequentially for each specified
set of selection criteria. For every "hit” a new message is generated and submitted from the MS
to the MTA using the MessageSubmission abstract-operation, see 15.2.1.
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The rules for how to construct the new forwarded message are again content-specific and hence
described in the respective content-specific International Standards. Other content-specific
events may also be performed at this stage (e.g. suppression of looping of auto-forwarded
messages and the issuing of a non-receipt-notification as described for [IPMS in 19.4 of ISO/IEC
10021-7. Depending on the argument-values of the Register-MS abstract-operation for auto-
forwarding, a copy of the delivered-message may be retained in the MS. If the auto-forwarding
attempt is unsuccessful, a copy is always retained, to prevent messages from getting lost.

NOTE - The handling of a result or error from such a submission is a local matter.

If auto-alert-registrations have been made via the Register-MS abstract-operation, the new
eqtry s matched againstthe fitter of cach registration specified —The matching 1§ made
gquentially for each registration. If a "hit” is found, an attempt is made to invokeran Alert
abstract-operation from the MS to the UA. This can only be done if there is an existing alstract-
sociation between the MS and the UA. If no abstract-association exists, the ‘MS mal have
ofher local or non-standardized means to invoke an alert. When attempts have been made to
alert all of the addresses registered for the first matching registration parameter, and gt least
one of the alerts succeeded, the Alert auto-action has successfully completed, and no further

w

o

alert registrations are processed.If there was no path found to give the alert, the MS spts the
alert-flag, which is reported to the UA when an abstract-association, isnext time initiated by the
UA to the MS.

NPTE - If the delivered-message was deleted as a result of an auto-forwarding-action in a), the auto-alertis obvigusly not
pqrformed.

y lafter the above steps have been performed, is the-miew entry made visible outside the MS over
Rletrieval Port. If the delivered-message was deleted as result of an auto-action, any sequence-

number which was allocated in step 2) is not re-used (in order not to conflict with ISO/IEC logging

extensions). The entry-status of the entry is set tonew.

14.1.1.1 | Generation rules for general-attributes

Optional [attributes are only generated if<implemented by the MS and subscribed to by the usgr. The
generated attributes form a new entry {In some cases a parent-entry and child-entries, see clauge 6) in

the MS.

Refer to [Table 1 and 11.3 for the rules on how the general-attributes are generated. Note that for

general
default

14.1.2

-dttributes which arerabsent in the corresponding Deliver-envelope, an attribute wjth the
value is generated in‘the entry.

Berformanceof the ReportDelivery abstract-operation

When the MS receives a ReportDelivery abstract-operation from the MTA, it performs the followipg

steps:

1) Ret

urns a ReportDelivery result to the MTA to indicate that the delivery was successful. The

ReportDelivery result has no parameters. For details see 8.3.1.2.2 of ISO/IEC 10021-4.

2) Next, if any auto-actions or other internal procedures are activated, they are performed. These are
content-specific and described in the respective content-specific International Standards.
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14.1.2.1 Generation rules for general-attributes
Attributes may be generated either when a message is received or when an abstract-operation is
performed in the MS, triggered by an invocation from the UA.

All mandatory attributes, see Table 1 are generated. Optional attributes are only generated if
implemented by the MS and subscribed to by the user. The generated attributes form a new entry (in
some cases a parent-entry and child-entries, see clause 6) in the MS. The following kinds of general-

attributes may be produced as part of the process:

a)

general-attributes generated by the MS itself (e.g. sequence-number);

b)

TH
at

Sp

general-attributes generated from the report-delivery-envelope components. For)co
which are not present, but for which default values are defined, a general-attribute
the default value is generated.

e generation rules for a) and b) are described in 14.1.1.1. The generation rules for conte
fributes are described in the respective content-specific International(Standards e.g.
peific attributes are described in annex C of ISO/IEC 10021-7.

mponents
ontaining

nt-specific
the IPMS-

See tdble 1 and 11.3 for the rules on how the general-attributes are'generated. Note that for general-

attrib
gener

14.1.3

If the
maxir
follow

1) It
de

2) It
in
re

3) W
D¢
ah

re

14.2

ites which are absent in the corresponding Report-envelope,an/attribute with the defay
ited in the entry.

Invocation of the DeliveryControl abstract-operation
MS wants to temporarily stop the MTA from\ passing messages and reports, or to
hum-content-length or lowest-priority of méssages and reports from the MTA, it per

ing steps:

invokes a DeliveryControl abstract-eperation, containing the parameters to be cha
tails see 8.3.1.3 of ISO/IEC 10021-4;

gets a result back when the MTS abstract-service has accepted the changes. The resu
Strictions. For details see 8.3.1.3.2 of [ISO/IEC 10021-4.

hen the MS is able-to' accept any waiting messages and/or reports again, it should iny
liveryControl abstract-operation to relax the restrictions. The effects of a Delive
stract-operation are cancelled when either a new DeliveryControl abstract-operation

Strictions ge.when the abstract-association is released.

Consumption of the Submission Port abstract-services

It value is

alter the

forms the

nged. For

t contains

formation about whether.messages and/or reports are waiting in the MTA, due to the current

oke a new
ryControl
alters the

This

clatise covers the invocation of the MessageSubmission, ProbeSubmiss

ion, and

CancelDeferredDelivery abstract-operations, and the consumption of the SubmissionControl abstract-
operation. The MS abstract-service consumption of the Submission Port abstract-services assumes that
an abstract-association exists between the Submission Port supplier (the MTA) and the Submission Port
consumer (the MS). The performance of the abstract-operations is in sequential order, no parallel
processing takes place. Error cases are not described.
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14.2.1 Invocation of the MessageSubmission abstract-operation

The initiation of a MessageSubmission abstract-association can be either from an auto-action within the
MS or because the UA invoked a MessageSubmission abstract-operation to the MS. In order to submit
the message to the MTA the MS performs the following steps:

1)

2)

5)

14.2.2 Invocation of the PregbeSubmission abstract-operation

If the MessageSubmission argument does not contain the forwarding-request extension, see 6.6, it
invokes a MessageSubmission abstract-operation, containing the message to be submitted and its
associated parameters. For details see 8.2.1.1 of ISO/IEC 10021-4. Otherwise, checks to see that the
entry is a delivered-message and incorporates information from one delivered-message entry in the
stored-messages information-base, and then invokes the MessageSubmission abstract-operation
with : ject of
future standardization.

Note|that although this forwarding-request is generic, it is not necessarily meaningful|for all
content-types. Where it is meaningful, the content-type of the referenced delivered-message entry
shall be appropriate for incorporation into the content argument.

It gets a MessageSubmission result back when the MTA has accepted the submissign. The
MesspgeSubmission result contains among others information about identification [of and
submiission-time for the submitted message. For details see 8.2.1.1.2 0fISO/IEC 10021-4.

abstrpct-operation to the MS from the UA, the result of the abstract-operation is passed back to the
UA in the form of a MessageSubmission result issued by the MS. This behaviour guarantees hat the
message has actually been accepted by the MTA beforesthe’result is given back to the UA.

If thel MessageSubmission abstract-operation was triggered by a\corresponding MessageSubj:\ission
h

If thg MTA has not accepted the message submission due to problems such as an invalid sdquence
number or inappropriate content-type, the MS will generate an error of InconsistentRequest. Note,
all erpors generated by the MTA are relayed through to the UA.

If a gecurity-policy is in force, then to\ensure that such a security-policy is not violated |during
message submission, the message-security-label is checked against the security-context by {he MS.
If th¢ message submission is barred either by the security-policy or by temporary spcurity
restrictions, a security-error shallbe indicated.

A ProbeSubmission abstractcoperation is initiated because the UA invoked a ProbeSubmission apstract-

operatior] to the MS. Interder to submit the probe to the MTA, the MS performs the following stepy:

1)

2)

3)

4)

70

It inyokes a PpobeSubmission abstract-operation, containing the probe to be submitted pnd its
associated-parameters. For details see 8.2.1.2.1 of ISO/IEC 10021-4.

It gets'a’ProbeSubmission result back when the MTA has accepted the submission Thd result
contains among others information about identification of and submission-time for the submitted
probe. For details see 8.2.1.2.2 of [SO/IEC 10021-4.

The result of the abstract-operation is passed back to the UA in the form of a ProbeSubmission result
issued by the MS. This behaviour guarantees that the probe has actually got accepted by the MTA
before the result is given back to the UA.

If a security-policy is in force, then to ensure that such a security-policy is not violated during Probe
submission, the message-security-label of the Probe is checked against the security-context by the
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MS. If the Probe submission is barred either by the security-policy or by temporary security
restrictions, a Probe submission error is generated.

14.2.3

Invocation of the CancelDeferredDelivery abstract-operation

A CancelDeferredDelivery abstract-operation is initiated because the UA invoked a
CancelDeferredDelivery abstract-operation to the MS. In order to send the cancel to the MTA the MS
performs the following steps:

1) It invokes a CancelDeferredDelivery abstract-operation, containing the cancel to be submitted and

its

associated parameters. For details see 8.2.1.3.1 of ISO/IEC 10021-4.

in

3) TH

CancelDeferredDelivery result issued by the MS. This behaviour guarantees that the

ac
14.2.4

If the
maxin

abstrakct-operation, for details see 8.2.1.4.1 of [SO/IEC 1002034, to the MS. The MS reacts

follow
It
2) It
wh
8.4
3) Th

4) W

SybmissionControl abstract-operation to relax the restrictions. The effects of a Submiss

ab
re
Sy
14.3

This g

2) It kets a result back when the MTA has accepted the cancel. The result returned isyem

ication of success.

e result of the abstract-operation is passed back to the UAj,in“the fo

ually got accepted (or not) by the MTA before the result is given back tothe UA.
Performance of the SubmissionControl abstract-operation

MTA wants to temporarily stop the MS from submitting-messages or probes, or to
um-content-length or lowest-priority of messages from the-MS it invokes a Submissi

ng steps:

nvokes a corresponding SubmissionControl abstract-operation from the MS to the UA.
waits for the UA to send back a SubmissionControl result which contains informat
ether messages or probes are waiting inthe UA, due to the current restrictions. For ¢
.1.4.2 of ISO/IEC 10021-4.

e MS sends back a SubmissionCentrol result to the MTA, containing information from t
hen the MTS is able tordccept any messages or probes again it should invo
Stract-operation are eancelled when either a new SubmissionControl abstract-operation
strictions or whep-fhe abstract-association is released. The MS then invokes a corr

bmissionContrgl abistract-operation to the UA and waits for the SubmissionControl resy

Consumption of the Administration Port abstract-services

lause covers the performance of the Register and ChangeCredentials abstract- -opera

ption of the Admlmstratxon Port abstract-services assumes that an abstract-associa

pty as an

rm of a
brobe has

alter the
onControl
with the

ion about
letalls see

ne UA.

K€ a new

jonControl

alters the
bsponding
It.

tions. The
ion exists

(the MS).

The performance of the abstract-operations is in sequential order, no parallel processing takes place.
Error cases are not described.

The MS use of the Administration Port is subject to the security-policy in force.

M
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14.3.1 Invocation of the Register abstract-operation

A Register abstract-operation is initiated because the UA invoked a Register abstract-operation to the
MS. In order to send the registration to the MTA the MS performs the following steps:

1) Tt invokes a Register abstract-operation, containing the new data to be registered. For details see

8.4.1.

1.1 of ISO/IEC 10021-4.

2) It getsaresult back when the MTA has accepted the registration. The result returned is empty as an
indication of success.

3) The scope of the permitted changes by the UA via the MS to the user-security-label argumen

be co

14.3.2 I

1fined to the security-policy in force.

hvocation of the ChangeCredentials abstract-operation

s shall

A ChangeCredentials abstract-operation is initiated because the UA invoked a.ChangeCredentials

abstract-
performs

1) Itinyv
regis

ise
14.3.3 H

When th
MTA, it g

1) Ites
For

2) It ch
abstn
that

3) Ifthe
abstn

4) If the
corre

pperation to the MS. In order to relay the new credentials to the MTArom the UA,
the following steps:

tered. For details see 8.4.1.2.1 of [ISO/IEC 10021-4.

ty as an indication of success.

erformance of the ChangeCredentials abstract-operation

erforms the following steps:

ablishes that the argument infgymation is valid for a ChangeCredentials abstract-op
tails see 8.4.1.2 of ISO/IEC 10021-4.

hange of credentials’can not take place at present and no further steps are taken.

act-operation‘to the UA.

the (

Avreturns an errar _this is relayed to the MTA to indicate that error Note that the M

the MS

okes a ChangeCredentials abstract-operation on the MTA, containing the new credentigls to be

2) It gefls a ChangeCredentials result back when the MTA has dccepted the change and stores the new
credgntials. The ChangeCredentials result or resultant ercér from the MTA is relayed to the

A and

b MS receives a ChangeCredentials abstract-operation and its associated arguments ffom the

bration.

bcks if there is already\an existing abstract-association between the MS and the UA. If an
act-association between the MS and the UA does not exist, the MTA is informed by gqn error

abstract-assOgiation between the MS and the UA exists, the MS invokes a ChangeCredentials

UA-sends back an empty ChangeCredentials result, indicating success, the MS sendq back a
sponding ChangeCredentials result indicating success to the MTA and stores the crederftials. If

-
D> never

sends back an indication of success to the MTA until it has received the corresponding result back

from
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15 Supply of the Message Store abstract-service

This clause specifies how a MS supplies the MS abstract-service. Covered are its supply of the Retrieval,
Indirect-submission, and Administration Ports.

15.1 Supply of the Retrieval Port abstract-services

This clause covers the supply of the Summarize, List, Fetch, Delete, Register-MS, and Alert abstract-
operations. The MS abstract-service supply of the Retrieval Port abstract-services assumes that an
abstrart-assoctatiomrexists betweermr the RetrievalPortsuppiiertthe—MSamd—theRetrigval Port
consutper (the UA). The performance of the abstract-operations is in sequential order; ng parallel
procesping takes place. Not all error cases are described.

15.1.1| Performance of the Summarize abstract-operation
When the MS receives a Summarize abstract-operation from the UA, it performs'the following $teps:
1) Establishes which information-base the Summarize abstract-operation.dddresses.

2) Checks if there are any entries in the information-base. If it is.empty, a Summarize result|with zero
length is returned and no further steps are performed.

3) CHhecks that the supplied argument general-attributes and any content-specific afttributes
re¢ognised by the MS are valid for a Summarize abstract-operation. For details see 8.2.1.

4) Accumulates counts in accordance with the supplied argument general-attributes and an} content-
specific attributes recognised by the MS

5) Refturns the Summarize result to the UA.\Eor details see 8.2.2.

6) If i security-policy is in force, themto ensure that such a security-policy is not violated during the
Summarize abstract-operation the'security classification of the security label is checked apainst the
se¢urity-context by the MS. [f & summarize is barred by the security-policy the Summarizq abstract-
opgration shall be abandonediand a security error shall be indicated.

15.1.2 Performance-ofithe List abstract-operation

When the MS receives.a List abstract-operation from the UA, it performs the following steps:

1) Egtablishe§ which information-base the List abstract-operation addresses.

2) Checks-that the supplied argument general-attributes and any content-specific dttributes
re¢ogrised by the MS are valid for a List abstract-operation. For details see 8 3.1

3) Identifies zero or more entries as requested in the argument of the abstract-operation, up to any
supplied limit. Child-entries to a parent-entry are excluded, unless explicitly selected in the
argument.

4) If a set of requested general-attributes has been specified as arguments in the abstract-operation,
these general-attributes are returned, if present, to the UA for each selected entry. If no request has
been done, the default List abstract-operation values, as specified with a previous Register-MS
abstract-operation, are returned, if present. For more details see 8.3.2. The entry-status of each
selected message is set to listed.
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5) If a security-policy is in force, then to ensure that such a security-policy is not violated during the
List abstract-operation the message-security-label is checked against the security-context by the
MS. If the list is barred either by the security-policy or by temporary security restrictions, the List
abstract-operation shall be abandoned and a security error shall be indicated.

15.1.3 Performance of the Fetch abstract-operation

When the MS receives a Fetch abstract-operation from the UA, it performs the following steps:

1) Establishes which information-base the Fetch abstract-operation addresses.

2) Chec

3) Ident
argu

4) Ifas
these
has b
abstr
found
there|
limit

5 Ifas
Fetch

ent.

general-attributes are returned, if present, to the UA for the firstselected entry. If no

were more matching entries than in the specified limit, the next sequence-number bey
is also returned. For more details see 8.4.2.

ks that the supplied argument general-attributes and any content-specific @ttgibutes
recognised by the MS are valid for a Fetch abstract-operation. For details see 8.4.1.

fies zero or more entries as requested in the argument of the abstract-operation, up|to any
suppied limit. Child-entries to a parent-entry are excluded, unless explicitly selected

in the

bt of requested general-attributes have been specified as arguments in the abstract-opgration,

request

pen done, the default Fetch abstract-operation values, as specified with a previous Regidter-MS
het-operation, are returned, if present. If several entries\that match the search critdria are
, the sequence-numbers for the second and following entries are returned in increasing drder. If

bnd the

bcurity-policy is in force, then to ensure thatsuch a security-policy is not violated durling the
abstract-operationthe message-security-label is checked against the security-context by the

MS. If the Fetch abstract-operationis harred‘either by the security-policy or by temporary decurity

restr
15.1.4 P

When the

1) Establishes which information-base the Delete abstract-operation addresses.

2) Chec

3) Identifies the entry or list of entries requested in the argument of the abstract-operation.

4) If an)
delet

ctions, the Fetch abstract-operationshal! be abandoned and a security error shall be ind
erformance of the Delete abstract-operation

MS receives a Delete abstract-operation from the UA, it performs the following steps:

ks that the supplied’arguments are valid for a Delete abstract-operation. For details see

 of theentries has delete restrictions, see 8.5, none of the deletions takes place. Other
ons'are performed and an empty Delete result returned to the UA as indication of succes

cated.

B.5.1.

wise all
s.

15.1.5 Performance of the Register-MS abstract-operation

When the MS receives a Register-MS abstract-operation from the UA, it performs the following steps:

1) Checks that the supplied arguments are valid for a Register-MS abstract-operation. For details see
8.6.1.

2) Replaces any old parameters with the corresponding new ones. Auto-actions have effect on
transactions, such as message-deliveries and report-deliveries, that occur after the initiation or
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CancelDeferredDélivery abstract-operations, and the invocation of the SubmissionControl
operat]
that an abstract-association exists between the Indirect-submission Port supplier (the MS
Indire

sequential’order, no parallel processing takes place. Not all error cases are described.
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deletion of auto-action requests, there is no processing of entries that already reside in the MS at
that point in time.

Sends back an empty Register-MS result to the UA to indicate that the abstract-operation has been
performed successfully.

If a security-policy is in force then the Register-MS abstract-operationshall be subject to such a
policy. Some security-policies may only permit user-security-labels to be changed if a secure link is
employed. Other local means of changing the user-security-labels in a secure manner may be
provided.

Ch

and no Alert abstract-operation can be invoked.

If
arg
UA

If 4
inf}
alt
wit

bee

If 4
ale
abs
act

rnvocationrof the Alertabstract-operation

vocation of the Alert abstract-operation is as a result of the consumption of thé Deli
bt-service (see 14.1.1).

Auto-alert auto-action is initiated by the UA, by an earlier Register-MS. abstract-oper
tract-service performs the following steps:

beks if an abstract-association exists. If not, the MS will never establish an abstract-as

in abstract-association exists, the MS invokes an abstrdet-operation containing the
ument information, for details see 8.7.1, and waits for arempty Alert result to be retury
as an indication of success.

n abstract-association does not exist, there is a.possibility to use a non-standardized g
brm the user. The alert signal in this caséxmay be given on the user’s terminal
brnatively be given on a telephone, a beepefor any other suitable terminal equipment ¢
h the user. The latter method can also beused in cases where the Alert abstract-operati
nimplemented.

rt the message-security-label is checked against the security-context by the MS. If
tract-operation is barred eifher by the security-policy or by temporary security restrid
ion taken shall be defined by the security policy in force.

Supply of the Indirect-submission Port abstract-services

lause covets.the performance of the MessageSubmission, ProbeSubmiss

on. The(MS abstract-service supply of the Indirect-submission Port abstract-serviceg

t-submission Port consumer (the UA). The performance of the abstract-operati

very Port

htion, the

Sociation,

relevant
ed by the

rotocol to

but can
ssociated
n has not

security-policy is in force, then-to ensure that such a security-policy is not violated during the

the Alert
tions, the

on, and
abstract-
assumes
and the
bns is in

15.2.1 Performance of the MessageSubmission abstract-operation

When the MS receives a MessageSubmission abstract-operation and its associated arguments from the
UA, it performs the following steps:

1) It establishes that the argument information is valid for a MessageSubmission abstract-operation.

for

details see 8.2.1.1.1 of ISO/IEC 10021-4.
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2)

3)

5)

6)

15.2.2 Performance of the ProbeSubmission abstract-operation

It checks the arguments to establish if the message content was supplied by the UA or if it has to be
inserted by the MS (i.e if the forwarding-request extension is present). In the latter case, if the entry
is a delivered-message entry, the corresponding message is inserted and the MS-related arguments
deleted. Forwarding of entries that are not delivered-messages may be the subject of future
standardization.

It checks if there is already an existing abstract-association between the MS and the MTA. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that submission can not take place at present and no further steps are
processed.

Ift ) e e by ot + 1 AMS d ¢l ALTA bt +h ALS k
me—abpstract-assoctratron—between—tht—ro—anra—the— T eXiS$tiH—tht— D1 Wo es a

MesgageSubmission abstract-operation to the MTA, after any modifications mentioned in-Step 2).

If the MTA sends back a MessageSubmission result, for details see 8.2.1.1.2 of ISOAEC 10021-4,
indidating success, the MS sends back a corresponding MessageSubmission result indicating|success
to tHe UA. Note, that the MS never sends back an indication of success to'the UA until it has
received the corresponding result back from the MTA first. This is to insure a-consistent servjce from
a usér point of view, viz that a submission always means that the responsibility for the mesgage has
been|taken over by the MTA when the result comes back.

The MS may either choose to terminate the abstract-association with'the MTA after a certaip period
of infictivity, or when the UA terminates its corresponding abstract-association with the MS.

When the MS receives a ProbeSubmission abstract-operation and its associated arguments fromthe UA,

it perforins the following steps:

1)

2)

3)

4)

5)

It establishes that the argument informationds*valid for a ProbeSubmission abstract-operation. For
detajls see 8.2.1.2.1 of ISO/IEC 10021-4,

It chpcks if there is already an existing abstract-association between the MS and the MTA. [f|not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
infotmed by an error that submission can not take place at present and no further sfeps are
procgssed.

If the abstract-association between the MS and the MTA exists, the MS invokes a ProbeSuhmission
abstract-operation to-the MTA.

If the MTA sends*back a ProbeSubmission result, for details see 8.2.1.2.2 of ISO/IEC 10021-4,
indi¢ating success, the MS sends back a corresponding ProbeSubmission result indicating siiccess to
the UA. Note, that the MS never sends back an indication of success to the UA until it has peceived
the dorresponding result back from the MTA first. This is to insure a consistent service frog a user
point ‘of view, viz that a submission always means that the responsibility for the probe jas been
taken over by the MTS when the result comes back.

The MS may either choose to terminate the abstract-association with the MTA after a certain period
of inactivity, or when the UA terminates its corresponding abstract-association with the MS.

15.2.3 Performance of the CancelDeferredDelivery abstract-operation

When the MS receives a CancelDeferredDelivery abstract-operation and its associated arguments from
the UA, it performs the following steps:
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1) It establishes that the argument information is valid for a CancelDeferredDelivery abstract-
operation. For details see 8.2.1.3.1 of ISO/IEC 10021-4.

2) TItchecksifthere is already an existing abstract-association between the MS and the MTA. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that CancelDeferredDelivery can not take place at present and no further steps
are processed.

3) If the abstract-association between the MS and the MTA exists, the MS invokes a
CancelDeferredDelivery abstract-operation to the MTA.

4) If

indicating success, the MS sends back a corresponding CancelDeferredDelivery result

He v a OTI DACK 3 Acel el Te B9 Torv 8BS O de e & 0O O

Eq 10021-4,

ndicating

sugcess to the UA. Note, that the MS never sends back an indication of success to the WA until it has

redeived the corresponding result back from the MTA first. This is to insure a consistent sej

a

by|the MTS, when the result comes back.

5) Th
of jnactivity, or when the UA terminates its corresponding abstract-dsseciation with the M

15.2.4| Invocation of the SubmissionControl abstract-operation

If the

reasons wants to temporarily stop the UA from submitting méssages or probes, or to alter the
lengthlor lowest-priority of messages from the UA, the MS'performs the following steps:

1) It {nvokes a SubmissionControl abstract-operation to the UA. For details see 8.2.1.4.1 ¢
10021-4,
2) It paits for a SubmissionControl result;for details see 8.2.1.4.2 of ISO/IEC 10021-4, fro

confirming the acceptance of the SubmissionControl abstract-operation.

3) If the SubmissionControl abstract-operation had been triggered by a corresponding
opgration from the MTA to thé MS the SubmissionControl result from the UA is passed on from the

M3 to the MTA and the MSwaits for the SubmissionControl result to come back from the U

15.3

This cjause covers the performance of the Register and ChangeCredentials abstract-operation|

abstr

association exists 'between the Indirect-submission Port supplier (the MS) and the Indirect-s
Port consumier'(the UA). The performance of the abstract-operations is in sequential order, n

proce

User point of view, viz that the responsibility for the cancel deferred delivery hvds been t

MS receives a SubmissionControl abstract-operation fromthe MTA, or if the MS for som

Supply of the Administration Port abstract-services

ct-service supply of the Administration Port abstract-services assumes that an

spingtakes place. Not all error cases are described.

vice from
hken over

e MS may either choose to terminate the abstract-association with the MTA after a certfin period

,

D.

internal
aximum-

f [SO/IEC

m the UA

abstract-

A

5. The MS
abstract-
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o parallel

15.3.1 Performance of the Register abstract-operation

When the MS receives a Register abstract-operation and its associated arguments from the UA, it
performs the following steps:

1) It establishes that the argument information is valid for a Register abstract-operation. For details
see 8.4.1.1.1 of ISO/IEC 10021-4.
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5)

6)

15.3.2 Invocation of the ChangeCredentials abstract-operation

3)

78

It checks if there is already an existing abstract-association between the MS and the MTA.. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that register can not take place at present and no further steps are processed.

If the abstract-association between the MS and the MTA exists, the MS invokes a Register abstract-
operation to the MTA.

If the MTA sends back a Register result, for details see 8.4.1.1.2 of ISO/IEC 10021-4, indicating
success, the MS sends back a corresponding Register result indicating success to the UA. Note, that
the MS never sends back an indication of success to the UA until it has received the corresponding

result back from the MTA first. This is to insure a consistent service from a user point of view, viz
‘ back.

period

of inagtivity, or when the UA terminates its corresponding abstract-association withithe MS.

The stope of permitted changes by the UA via the MS to the user-security-labels shall be confined by
the sg¢curity-policy in force. Some security-policies may only permit user(security-labels|to the
changed in this way if a secure link is employed. Other local means of changing user-security-labels
in a s¢cure manner may be provided.

A ChlngeCredentials abstract-operation is initiated because the MTA invoked a ChangeCredentials
abstract-operation to the MS. In order to relay the new-credéntials to the UA, from the MTA, the MS
performs the following steps:

1) It| establishes that the argument information>is valid for a ChangeCredentials ablstract-
operation. For details see 8.4.1.2 of [SO/IEC @0021-4. If the old credentials are incorrect and the
n¢w credentials are not acceptable an erroris returned and no further processing takes plgce.

2) It|linvokes a ChangeCredentials abstract-operation on the UA, containing the new credenftials to
be¢ registered. For details see 8.4, 1-2 of [SO/IEC 10021-4.

3) It|gets a ChangeCredentials.tesult back when the UA has accepted the change and stofres the

n¢w credentials. The ChangeCredentials result or resultant error from the UA is relayed to the

MS receives'a ChangeCredentials abstract-operation and its associated arguments fjom the

It establishes that the argument information is valid for a ChangeCredentials abstract-opgration.
For details see 8.4.1.2 of ISO/IEC 10021-4

It checks if there is already an existing abstract-association between the MS and the MTA. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that change of credentials can not take place at present and no further steps are
processed.

If the abstract-association between the MS and the MTA exists, the MS invokes a
ChangeCredentials abstract-operation to the MTA.


https://iecnorm.com/api/?name=78f9718130605ce55308ab430304d9a1

s

&

4)

5)

ISO/IEC 10021-5 : 1990 (E)

If the MTA sends back an empty ChangeCredentials result, indicating success, the MS sends back a
corresponding ChangeCredentials result indicating success to the UA and stores the credentials. If
the MTA returns an error, this is relayed to the UA to indicate that error. Note, that the MS never
sends back an indication of success to the UA until it has received the corresponding result back

from the MTA first.

The MS may either choose to terminate the abstract-association with the MTA after a certain period
of inactivity, or when the UA terminates its corresponding abstract-association with the MS.
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16 Ports realization

This clause describes how the Retrieval, the Submission and the Administration Ports of the MS

abstract-service are provided. For a description of how the MTS abstract-service provides the De
the Submission and the Administration Ports, refer to clause 8 of ISO/IEC 10021-4.

16.1 Retrieval Port

The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operatio

livery,

ns and

real operations in the Message Retrieval Service Element (MRSE) which is documented in ISO/IEC

10021-6.
16.2 Indirect-submission Port

The Indifect-submission Port abstract-services are realized on a one-to-one basis between ab
operatiorls and real operations in the Message Submission Service Element (MSSE) wh
documented in ISO/IEC 10021-6.

16.3 Aldministration Port

The Admiinistration Port abstract-services are realized on a one-to‘one basis between ab
operatior;]; and real operations in the Message Administration Service Element (MASE) w
documented in ISO/IEC 10021-86.

stract-
ich is

stract-
nich is
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Annex A
(normative)

Formal assignment of object identifiers

All OBJECT IDENTIFIERs this part of ISO/IEC 10021 assigns are formally assigned in the present
annex using ASN.1. The specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of
this pafrt o —THe definitive assignments 1ot the former occur 1 mselves.
The lafter is fixed. Other references to the values assigned to modules appear in IMPORT clauss.

MSObjegtidentifiers {joint-iso-ccitt mhs-motis(6) ms(4) modules(0) object-identifiers(0)}
DEFINITIONS :: =
BEGIN
-- Prolpgue

-- Exports everything
IMPORTH

ID, {d-ms
FROM MHSObjectidentifiers {joint-iso-ccitt mhs-motis(6)arch(5) modules{0) object-identifiers(0)};

-- Categories

id-mod | -- modules - ID:: = {id-ms0}

id-ot -- objects - ID::= {id-ms 1}

id-pt -- port types - ID::= {id-ms 2}

id-att -- attribute types -- ID:: = {id«ms 3}

id-act | --auto-actiontypes - ID :: ={id-ms 4}

-- Modlules

id-mod-pbject-identifiers D :: = {id-mod 0} -- not definitive
id-mod-abstract-service ID :: = {id-mod 1} -- not definitive
id-mod-attribute-types ID :: = {id-mod 2} -- not definitive
id-mod-action-types ID:: = {id-mod 3} -- not definitive
id-mod-{ipper-bounds 1D :: = {id-mod 4} -- not definitive
- Obj" ts

id-ot-ms ID:: = {id-ot0}

id-ot-ms-user ID:: = {id-ot1}

-- Port-types

id-pt-retrieval ID:: = {id-pt 0}
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-- Attribute-types

id-att-content

id-att-content-correlator
id-att-content-identifier

id-att-content-length
id-att-content-returned
id-att-content-type

id-att-conJerted-EITs
id-att-creafion-time
id-att-delijered-EiTs
id-att-deliyery-flags

id-att-entry-status
id-att-entry-type

id-att-mespage-token
id-att-orig{nal-EITs

id-att-orig{nator-name
id-att-par
id-att-priofity

id-att-redifection-history

id-att-repqrting-DL-name

id-att-seqyence-number

-- Auto-action-types

id-act-auto-forward
id-act-auto-alert

id-att-child-sequence-numbers ID:: = {id-att 0}
ID:: = {id-att 1}
id-att-content-confidentiality-algorithm-identifier D :: = {id-att 2}
D :: = {id-att 3}
ID:: = {id-att 4}
id-att-content-integrity-check ID :: = {id-att5}
ID:: = {id-att 6}
ID:: = {id-att 7}
ID:: = {id-att 8}
id-att-conyJersion-with-loss-prohibited 1D = (id-att 9}
ID :: = {id-att 10}
1D :: = {id-att 11}
D :: = (id-att 12}
ID :: = {id-att 13}
id-att-dl-expansion-history ID:: = {id-att 14}
ID:: = {id-att 15}
ID:: = {id-att 16}
id-att-intepded-recipient-name 1D :: = {id-att 17}
id-att-mesgage-delivery-envelope ID:: = {id-att 18}
id-att-mespage-delivery-identifier D :: = {id-att 19}
id-att-mespage-delivery-time 1D :: = {id-att 20}
id-att-mespage-origin-authentication-check ID:: = {id-att 21}
id-att-mesgage-security-label 1D :: = {id-att 22}
id-att-mespage-submission-time 1D :: = {id-att23}
ID:: = {id-att 24}
D :: = {id-att 25}
id-att-orig{nator-certificate ID :: ZAfid-att 26}
ID%0= {id-att 27}
id-att-othdr-recipient-names ID:: = (id-att 28}
Jnt-sequence-number D :: = {id-att 29}
id-att-per-fecipient-report-delivery-fields ID :: = (id-att 30}
ID:: = {id-att31}
id-att-proqf-of-delivery-request ID:: = {id-att 32}
ID:: = (id-att 33}
id-att-repgrt-delivery-envelope, 1D :: = {id-att 34}
ID:: = {id-att 35}
id-att-repgrting-MTA -certificate ID:: = {id-att 36}
id-att-repqrt-origin-authentication-check 1D :: = {id-att 37}
id-att-secyrity-classification ID:: = (id-att 38}
iD :: = {id-att 39}
id-att-subject-submission-identifier 1D :: = {id-att 40}
id-att-thisjrecipient-name ID;: = {id-atta1}
ID:: = (id-act 0}
1D :: = {id-act 1}

END -- of MSObjectldentifiers
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