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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology;, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

ISO/IEC 1004
Subcommitte
ITU-T. The id

This third e
technically re

ISO/IEC 1007
Handling Sys

Part 1: S
Part 2: O
Part 4: M
Part 5: M
Part 6: A

Part 7: I

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infern
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives)Part 2.
5k of the joint technical committee is to prepare International Standards:, BPraft Interng
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies easting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

1-4 was prepared by Joint Technical Committee ISOMNEC JTC 1, Information techn
b SC 6, Telecommunications and information exchange between systems, in collaboratio
entical text is published as ITU-T Rec. X.411.

jition cancels and replaces the second edition (ISO/IEC 10021-4:1997), which has
vised. It also incorporates the Technical Corrigendum ISO/IEC 10021-4:1997/Cor. 1:1998.

1 consists of the following parts, under the general title Information technology — Me
fems (MHS):

ystem and service overview

verall architecture

essage transfer system — Abstract service definition and procedures
essage store:Abstract service definition

fotocol specifications

terpersonal messaging system
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Part 8: Electronic Data Interchange Messaging Service
Part 9: Electronic Data Interchange Messaging System
Part 10: MHS routing

Part 11: MHS Routing — Guide for messaging systems managers [Technical Report]
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Introduction

This Service Definition is one of a set of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS comprises a number of message-transfer-agents (MTAs), which transfer messages and deliver them to their
intended recipients.

This
ITU-T

Service Definition was developed jointly by ITU-T and ISO/IEC. It is published as ceom
Rec. X.411 | ISO/IEC 10021-4.

mon text as

© 180/

IEC 2003 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 10021-4
ITU-T RECOMMENDATION X411

Information Technology — Message Handling Systems (Mhs) — Message Transfer System:
Abstract Service Definition And Procedures

SECTION ONE - INTRODUCTION

1 Scope

This Recpmmendation | International Standard defines the abstract-service provided by the MTS (the MT$ Abstract
Service), pnd specifies the procedures to be performed by MTAs to ensure the correct distributed eperation of the MTS.

ITU-T Rgc. X.402 | ISO/IEC 10021-2 identifies the other Recommendations | Internatignal Standards which define
other aspdcts of Message Handling Systems.

Access to] the MTS Abstract Service defined in this Recommendation | Internatiopal Standard may be provided by the
MTS Acdess Protocol (P3) defined in ITU-T Rec. X.419 | ISO/IEC 10021-6 The distributed operation off the MTS
defined ir] this Recommendation | International Standard may be provided by the-use of the MTS Transfer Prqgtocol (P1)
also definkd in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by whichumeSsages may be routed through the MTS is
specified jn ISO/IEC 10021-10.

Section tyo of this Recommendation | International Standard defings the MTS Abstract Service. Clause 6 degcribes the
Message [[ransfer System Model. Clause 7 provides an overview{of the MTS Abstract Service. Clause 8 defines the
semanticg of the parameters of the MTS Abstract Service. Clause 9 defines the abstract-syntax of the MT$ Abstract
Service.

Section three of this Recommendation | International Standard defines the MTA Abstract Service. Clause 10 gefines the
model of the MTS, first presented in clause 6, to shew*that the MTS comprises a number of MTAs that interpvork with
one anotljer to provide the MTS Abstract Servie€” Clause 11 provides an overview of the MTA Abstragt Service.
Clause 17| defines the semantics of the parameters of the MTA Abstract Service. Clause 13 defines the abstrjict-syntax
of the MTA Abstract Service.

Section fgur of this Recommendation-Niternational Standard specifies the procedures performed by MTAs|to ensure
the correqt distributed operation of the-MTS.

Annex A Jprovides a reference-definition of the MTS object identifiers cited in the ASN.1 modules in the bddy of this
Recommgndation | Internatienal/Standard.

Annex B provides a reference definition of the upper bounds of the size constraints imposed upon variable I¢gngth data
types defined in ASNut“modules in ITU-T Rec. X.411.

Annex C|identifies the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.411 and
ISO/IEC |0021-4.

A D e adac a1 to-thic D andotiooy | Tt atianal Qeo Ao o4 rcad ot Frait nan o th MTS
nnex D 'prevides-anindex—to-thisRecommendationnternational-Standard—eategortsedinto—definttons—of the

parameters; Abbreviations; Terms; ASN.1 modules; ASN.1 information object classes; ASN.1 types; and ASN.1
values.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.411 (06/1999) 1
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2.1

Open Systems Interconnection

This Service Definition cites the following OSI specifications:

2.2 [Message Handling Systems

This Serv

2.3
This Serv|

2

M&L&M Ot~

ce Definition cites the following Message Handling System specifications:

[Directory Systems

ce Definition cites the following Directory System specifications:

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Specification of Basic Notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Information Object Specification.

ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Constraint Specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote

ITU-T Recommendation F.400/X.400 (1999), Message handling: System and séryice overview.

ISO/IEC 10021-1:2003, Information technology — Message Handling Systems (MHS) — Part|l: System
and service overview.

ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2:2003,~Jaformation technology - Message
Handling Systems (MHS) — Overall architecture.

ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information technology - Message
Handling Systems (MHS) — Message store: Abstract service-definition.

ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information technology -| Message
Handling Systems (MHS) — Protocol specifications,

ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7:2003, Information technology -| Message
Handling Systems (MHS) — Interpersonal mesSaging system.

ITU-T Recommendation X.412 (1999) JMISO/IEC 10021-10:1999, Information technology -| Message
Handling Systems (MHS) — MHS Routing.

CCITT Recommendation X.408\@1988), Message handling systems: Encoded informdtion type
conversion rules.

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1998, Information technology — Opdn Systems
Interconnection= The Directory — Overview of concepts, models, and services.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Opdn Systems
Intercéunection — The Directory — Models.

ITU=T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998, Information technology — Opdn Systems
Interconnection — The Directory — Authentication framework.

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:1998, Information technology — Opdn Systems

Interconnection — The Directory — Abstract service definition.

ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:1998, Information technology — Open Systems
Interconnection — The Directory — Procedures for distributed operation.

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:1998, Information technology — Open Systems
Interconnection — The Directory — Protocol specifications.

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:1998, Information technology — Open Systems
Interconnection — The Directory — Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:1998, Information technology — Open Systems
Interconnection — The Directory — Selected object classes.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:1998, Information technology — Open Systems
Interconnection — The Directory — Replication.
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— ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:1998, Information Technology — Open
Systems Interconnection — The Directory: Use of systems management for administration of the
Directory.

24 Country Codes

This Service Definition cites the following Country Code specifications:

— IS0 3166-1:1997, Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes.

—  ITU-T Recommendation X.121 (1996), International numbering plan for public data networks.

2.5 Telematic Services

This Servfce Detinition cites the 1ollowing I¢lematiC SCrvice speciiications:

—  CCITT Recommendation F.170 (1992), Operational provisions for the international public| facsimile
service between public bureaux (bureaufax).

—  ITU-T Recommendation T.30 (1993), Procedures for document facsimile transmission in tHe general
switched telephone network.

3 [Deﬁnitions
For the pyrposes of this Service Definition the definitions given in ITU-T Rec. X402 | ISO/IEC 10021-2 apply.

4 [Abbreviations

For the pyrposes of this Service Definition the abbreviations givenAnJTU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5 Conventions

This Servjce Definition uses the descriptive conventions described below.

5.1 Terms

Throughout this Service Definition the words of defined terms and the names and values of the parametprs of the
MTS Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case|letter and
are linked by a hyphen thus: defined-term. Proper names begin with an upper-case letter and are not linked by a hyphen
thus: Proper Name. The names ‘and’ values of the parameters of the MTS Abstract Service and the MTA Abstract
Service (ihcluding components of OR address defined in ISO/IEC 10021-2) are printed in bold.

5.2 [Presence of Parameters

In the tables of parameters in clauses 8 and 12, the presence of each parameter is qualified as follows:

Mandatory (M): A mandatory parameter shall always be present.

Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-pperation;
an optional result shall be present at the discretion of the performer of the abstract-operation.

Conditional (C): A conditional parameter shall be present under the circumstances prescribed by this Service
Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by
the MTS, this is explicitly defined. The presence of other conditional parameters is dependent on the presence
of those parameters in other abstract-operations (for example, the presence of a conditional argument of the
Message-transfer abstract-operation is dependent on the presence of the same optional argument in the related
Message-submission abstract-operation).

5.3 Abstract Syntax Definitions

This Service Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstract Service using
the abstract syntax notation (ASN.1) defined in ITU-T Rec. X.680| ISO/IEC 8824-1, ITU-T Rec. X.681 |
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ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract
service definition conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the remote operations
notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

Where there are changes implied to the protocols defined in CCITT Recommendation X.411 (1984), these are
highlighted in the abstract syntax definitions by means of underlining.

Although the abstract syntax in this Service Definition contains extension markers, it has not been verified that these are
present in all instances that would be required before Packed Encoding Rules could safely be used.

5.4 Interpretation of UTC Time values

Dates and times in the MHS protocols are represented using the ASN.1 UTCTime type which uses only two decimal
digits to represent the year, leaving the century unspecified. Since MHS systems must deal with dates both in the past
(e.g. submission times of old messages which may be held in local storage or forwarded) and in the future (expiry time,
deferred delivery time), it is important to observe a standard convention to avoid inaccurate display or malffinction of
the MHS [when dates from different centuries are compared.

The two decimal digits give 100 different years that can be expressed; an implementation has to associate eadh of these
values with a particular century. The chosen convention is that dates up to ten years prior to the cufrent time|and up to
forty years ahead of the current time should be associated with the corresponding century, with)the interpretation of the
remaining 49 values being implementation dependent. For example, for a system operating’in 1996 the vglues "86"
to "99" arp interpreted as 1986 to 1999 and the values "00" to "36" are interpreted as 2000.fo 2036, and the vilues "37"
to "85" arp implementation dependent.
NOTE[- This convention permits two possible implementation strategies. An implementation can choose a fixed interpretation of
all the [year values, such that the convention is satisfied throughout the expected 1if¢ of'‘the product, or it can interpr¢t the dates
dynamjcally, based on the current date, such that the implementation remains valid-mdefinitely. For example, an implementation
could ¢hoose the fixed range 1970 to 2069 for the available values, meaning that the implementation would require r¢vision if it
is still |n use by the year 2029.

SECTIQN TWO — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

6 Message Transfer System Model

Message [Handling provides for the exchange of\messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivefed to one
or more ofher users (the recipients).

The MTY| is described using an abstract\model in order to define the services provided by the MTS as a whole — the
MTS Absfract Service.

The MTS|is modelled as an objest,"whose overall behaviour can be described without reference to its internall structure.
The serviges provided by the MTS object are made available at ports. A type of port represents a particular view of the
services provided by the MTFS object.

A user of]the MTS istalso modelled as an object, which obtains the services provided by the MTS through a port which
is paired yith an MTS port of the same type.

A type of|poyt'corresponds to a set of abstract-operations which can occur at the port; those which can be performed by
the MTS pbjeet (invoked by the MTS-user object), and those which can be invoked by the MTS object (performed by
the MTS-user object).

A port may be symmetrical, in which case the set of operations performed by the MTS object may also be invoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is said to be the supplier
or consumer with respect to the type of port. The terms supplier and consumer are used only to distinguish between the
roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g., the MTS) is usually regarded as being the
supplier, and the user object (e.g., an MTS-user object) is usually regarded as being the consumer.

Before objects can invoke operations on one another, they must be bound into an abstract association. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released.
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and the application-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects.
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the
delivery or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS associated with message
delivery, a either the C e thei 7 i C C

0 ne Vi or the [V = 0 CNAng ne edentia M1th one anotn

A message submitted by one MTS-user via a submission-port will normally be delivered to one or mor{ recipient
MTS-usets via delivery-ports. The originating MTS-user may elect to be notified of the delivery ormen-delivery of a
message Yia its delivery-port.
Figure 1 podels the Message Transfer System (MTS).

Clause 7 provides an overview of the MTS Abstract Service.

Figinator

Message-delivery
_—

Message-submission

TS-user

[\ e

MTS-usQ

Intended-recipieifts

>< MTS u@
Non-delivery

X41)1_Fo1

Report delivery
(non-delivery) Message Transfer System

(MTS)

Figure1 — Message Transfer System Model

7 Message Transfer System Abstract Service Overview

This Servjce Definition«defines the following services that comprise the MTS Abstract Service:

IMTS Bind and Unbind
a) (MTS-bind
6). MTS-unbind

Submission Port Abstract Operations
c¢) Message-submission

d) Probe-submission

e) Cancel-deferred-delivery

f)  Submission-control

Delivery Port Abstract Operations
g) Message-delivery
h) Report-delivery

i)  Delivery-control
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Administration Port Abstract Operations
j)  Register
k) Change-credentials.

7.1 MTS Bind and Unbind

The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an
established association.

The MTS-unbind enables the release of an established association by the initiator of the association.

7.2 Submission Port

The Mesalage-submission abstract-operation enables an MTS-user to submit a message to the MTS for tsgnsfer and
delivery tp one or more recipient MTS-users.

The Proble-submission abstract-operation enables an MTS-user to submit a probe in order to determiin¢ whether or not
a messagg could be transferred and delivered to one or more recipient MTS-users if it were to bejsubmitted.

The Candel-deferred-delivery abstract-operation enables an MTS-user to request cancellation 6f a message previously
submitted| (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The Submission-control abstract-operation enables the MTS to constrain the ust‘ef the submission-por{ abstract-
operation$ by the MTS-user.

The Megsage-submission and Probe-submission abstract-operations may) cause subsequent invocatiqn of the
Report-dglivery abstract-operation by the MTS.

7.3 Ji)elivery Port

The Message-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

The Repqgrt-delivery abstract-operation enables the MTS ¢o acknowledge to the MTS-user the outcome of § previous
invocatiof of the Message-submission or Probe-submission abstract-operations. For the Message-submission abstract-
operation| the Report-delivery abstract-operation indicates the delivery or non-delivery of the submitted megsage. For
the Probd-submission abstract-operation, the Repott-delivery abstract-operation indicates whether or not § message
could be dlelivered if it were to be submitted. The'Report-delivery abstract-operation may also convey a notification of
physical-delivery by a PDS.

The Deliyery-control abstract-operation-enables an MTS-user to constrain the use of the delivery-por{ abstract-
operation$ by the MTS.

7.4 Administration Rort

The Regipter abstract-operafion enables an MTS-user to change long term parameters of the MTS-user h¢ld by the
MTS, asspciated withyinessage delivery.

The Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with thg MTS, or
the MTS fo change it’s credentials with the MTS-user.

8 Message Transfer System Abstract Service Definition
This clause defines the semantics of the parameters of the MTS Abstract Service.

Clause 8.1 defines the MTS-bind and MTS-unbind. Clause 8.2 defines the submission-port. Clause 8.3 defines the
delivery-port. Clause 8.4 defines the administration-port. Clause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind

This clause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-user and
the MTS.
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8.1.1 Abstract-bind and Abstract-unbind

This clause defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind
b) MTS-unbind.

8.1.1.1 MTS-bind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-bind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and
security-context of the association. An association can only be released by the initiator of that association (using MTS-
unbind).

Abstract-¢perations other than MTS-bind can only be invoked 1n the context of an established association.
The succdssful completion of the MTS-bind signifies the establishment of an association.
The disruption of the MTS-bind by a bind-error indicates that an association has not been established.

8.1.1.1.1 | Arguments

Table 1 lists the arguments of the MTS-bind, and for each argument qualifies its presence-and indicates thq clause in
which the]argument is defined.

Table 1 — MTS-bind Arguments

Argument Presence Clause

Bind Arguments

Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
Security-context o 8.1.1.1.1.3
Messages-waiting o 8.1.1.1.14

8.1.1.1.1.1 Initiator-name

This argyment contains a name for the_initiator of the association. It shall be generated by the initiafor of the
association.

If the initiator is an MTS-user, thesname is the OR-name of the MTS-user, which is registered with|the MTS
(see 8.4.1{1.1.1). The initiator-name shall contain the OR-address, and may optionally also contain the directory-
name, of [the MTS-user (ORaddress-and-optional-directory-name). The initiator-name shall also indicate whether
the initiatpr is a UA or an MS;

If the initfator is the M'SY(or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.1.2 Initiator-credentials

This argument eontains the credentials of the initiator of the association. It shall be generated by the initigtor of the
associatiojn.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password associated with the
initiator-name.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in clause 6 of
ITU-T Rec. X. 509 | ISO/IEC 9594-8 (either Protected] or Protected2) and optionally arguments for that protection
process (timel, time2, randoml and random2) which derive their meaning by bilateral agreement. The description of
protected-authentication in Annex H of ITU-T Rec. X.402 | ISO/IEC 10021-2 applies equally to MTS-bind (apart from
the protected mechanism to change the password).

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate or certificate-selector.
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g., a
certification-authority), and, optionally, additional certificates which provide a certification-path for the initiator’s
certificate. It may be supplied by the initiator of the association, if the initiator-bind-token is an asymmetric-token. If
the initiator is an MTS-user, the initiator-certificate shall contain the OR-address of the initiator in the x400Address
component in its subject alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the
security-policy provides an alternative binding of the certificate to the MTS-user. If the initiator is the MTS, the
initiator-certificate shall contain the MTA-name of the initiator in an mta-name (see A.5.1 of ITU-T Rec. X.402 |
ISO/IEC 10021-2) in the otherName component in its subject alternative name field, unless the security-policy provides
an alterngtive binding of the certificate to the initiating MTA. The initiator-certificate may be used to|convey a
verified dopy of the public-asymmetric-encryption-key (subject-public-key) of the initiator of the agsocigtion. The
initiator’s| public-asymmetric-encryption-key may be used by the responder to validate the initiator-bind-token and to
compute pncrypted-data in the responder-bind-token. If the responder is known to have, orthave accdss to, the
initiator’s| certificate (e.g., via the Directory), the initiator-certificate may be omitted and, where the initiatog has more
ertificate, a certificate-selector may be supplied to identify the certificate using, any certificate selection
cified for certificate match (see 12.7.2 of ITU-T Rec. X.509 | ISO/IEC 9594-8),

8.1.1.1.1. Security-context
This argument identifies the security-context that the initiator of the association*proposes to operate at. [t may be
generated| by the initiator of the association.

The security-context comprises one or more security-labels that define the sensitivity of interactions that gay occur
between the MTS-user and the MTS for the duration of the association, in line with the security-policy in force. The
security-¢ontext shall be one that is allowed by the registered.uuser-security-labels of the MTS-user and by the
security-labels associated with the MTA of the MTS.

Once established, the security-context of the submission-portand delivery-port can be temporarily restricted using the
Submissign-control (see 8.2.1.4.5) and Delivery-control (sé€/8.3.1.3.1.7) abstract-operations, respectively.

If securifly-contexts are not established between the:MTS-user and the MTS, the sensitivity of interactiong that may
occur betyveen the MTS-user and the MTS may be.atithe discretion of the invoker of an abstract-operation.

8.1.1.1.1.4  Messages-waiting

This argument indicates the number of miessages and total number of octets waiting to be delivered by the MTS to the
MTS-useg, for each priority. It may be generated by the initiator of the association.

This argyment shall only be présent when the MTS is initiating an association with an MTS-user, and |when the
MTS-usef subscribes to the Holdfor Delivery element-of-service (defined in ITU-T Rec. X.400 | ISO/IEC 10021-1).

8.1.1.1.2 | Results

Table 2 lipts the result§ 6f the MTS-bind, and for each result qualifies its presence and indicates the clause in [which the
result is defined,

Table 2 — MTS-bind Results

Result Presence Clause
Bind Results
Responder-name M 8.1.1.1.2.1
Responder-credentials M 8.1.1.1.2.2
Messages-waiting (0] 8.1.1.1.2.3

8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.
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If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS
(see 8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the
directory-name, of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also
indicate whether the responder is a UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.2.2  Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the responder of the
association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password associated with the
respondef-name.

If protect¢d-authentication is used, the responder-credentials comprise a password protected as descfibed ip clause 6
of ITU-T[Rec. X.509 | ISO/IEC 9594-8 (either Protected] or Protected2) and optionally arguments-for that protection
process (timel, time2, random1 and random2) which derive their meaning by bilateral agreement.

If strongjauthentication is used, the responder-credentials comprise a responder-bind-token and, opfionally, a
respondef-certificate or certificate-selector. The responder-bind-token is a token generated by the responjder of the
association. The responder-bind-token shall be the same type of token as the initiator-bind-token. If the
respondef-bind-token is an asymmetric-token, the signed-data comprises a random=number (which may |be related
to the random-number supplied in the initiator-bind-token). The encrypted-data”of an asymmetric-tokgn may be
used to cpnvey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to pecure the
association, or may be absent from the responder-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The resppnder-certificate is a certificate of the responder of the“association, generated by a trusted souice (e.g. a
certificatipn-authority) and, optionally, additional certificates<which provide a certification-path for the rgsponder’s
certificatdq. It may be supplied by the responder of ¢«the association, if the responder-bind-token is an
asymmetfic-token. If the responder is an MTS-user, the@esponder-certificate shall contain the OR-address of the
responder| in the x400Address component in its subjeet\alternative name field (see 12.3.2.1 of ITU-T Reg.
ISO/IEC 9594-8), unless the security-policy provides-an alternative binding of the certificate to the MTS-
responder] is the MTS, the responder-certificate<shall contain the MTA-name of the responder in an
(see A.5.1 of ITU-T Rec. X.402 | ISO/IEC 10021-2) in the otherName component in its subject alternative nhme field,
unless th¢ security-policy provides an alternative binding of the certificate to the responding MTA. The r¢sponder-
certificatp may be used to convey a verified copy of the public-asymmetric-encryption-key (subject-public-
responder| of the association. The responder’s public-asymmetric-encryption-key may be used by the initiator {o validate
the respopder-bind-token. If the initiator is known to have, or have access to, the responder’s certificate (elg. via the
Directory), the responder-certificate may be omitted and, where the responder has more than one cettificate, a
certificatp-selector may be supplied to identify the certificate using any certificate selection criteria spdcified for
certificatd match (see 12.7.2. of ITU-T Rec. X.509 | ISO/IEC 9594-8).

8.1.1.1.2.3  Messages~waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTS to the
MTS-usef, forleach priority. It may be generated by the responder of the association.

This argument shall n‘nl} be present when the MTS is rpcpr\nding to an association initiated h) an MTS-user land when

the MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 |
ISO/IEC 10021-1).

8.1.1.1.3 Bind-errors
The bind-errors that may disrupt the MTS-bind are defined in 8.1.2.

8.1.1.2 MTS-unbind

The MTS-unbind enables the release of an established association by the initiator of the association.

8.1.1.2.1 Arguments
The MTS-unbind has no arguments.
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8.1.1.2.2

Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3

Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.

8.1.2

Bind-errors

This clause defines the following bind-errors:

8.1.2.1

a) Authentication-error
b) Busy

¢) Unacceptable-dialogue-mode

@) Unacceptable-security-Context

e) Inadequate-association-confidentiality.

[Authentication-error

The Authpntication-error bind-error reports that an association cannot be established due to amauthentication| error; the

initiator’s| credentials are not acceptable or are improperly specified.

The Authgntication-error bind-error has no parameters.

8.1.2.2

The Busy|bind-error reports that an association cannot be established becausedth¢tesponder is busy.

The Busy|bind-error has no parameters.

8.1.2.3

The Unadceptable-dialogue-mode bind-error reports that the didlogue-mode proposed by the initiator of the a
is unaccepptable to the responder (see ITU-T Rec. X.419 | ISO/ABC 10021-6).

The Unacfceptable-dialogue-mode bind-error has no parameters.

8.1.24

The Unagceptable-security-context bind-error. réports that the security-context proposed by the initiaf]
association is unacceptable to the responder,

The Unacceptable-security-context bind=error has no parameters.

8.1.2.5

The Inadgquate-association-confidentiality bind-error reports that an association cannot be established be
underlyinp connection does\ndt provide the necessary confidentiality.

8.2
This clau

8.2.1

[Busy

|[Unacceptable-dialogue-mode

|Unacceptable-security-context

[Inadequate-association-confidentiality

Submission Port

e defines the abstract-operations and abstract-errors which occur at a submission-port.

Ksociation

br of the

cause the

Abstract-operations

This clause defines the following submission-port abstract-operations:

8.2.1.1

a) Message-submission
b) Probe-submission
¢) Cancel-deferred-delivery

d) Submission-control.

Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

10
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The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message
(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the
message.

8.2.1.1.1 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence
and identifies the clause in which the argument is defined.

8.2.1.1.1.1  Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating MTS-
user. If OR-address is not 1ncluded in orlglnator-name on submission it shall be 1nserted by the originating MTA. The
originator-name
Where seg¢urity arguments use the orlglnator-name, its OR-address shall be generated by the 0r1g1nat1ng MTS-user.

The origipator-name contains the OR-name of an individual originator, i.e., it shall not contain the QR-namp of a DL.

8.2.1.1.1.2  Recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated\by the originafor of the
message. A value of this argument shall be specified for each recipient of the message.

The recipient-name contains the OR-name of an individual recipient or DL.

8.2.1.1.1.3  Alternate-recipient-allowed

This argument indicates whether the message may be delivered to an altegnate<recipient assigned by the recipient-MD,
if the spe¢ified recipient-name does not identify an MTS-user. It may be generated by the originator of the m¢ssage.

This argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-prdhibited.

If this argument has the value alternate-recipient-allowed and-\the recipient-name (specified by the origingtor of the
message, jor added by DL-expansion, or substituted by redireetion to the recipient-assigned-alternate-recigient or to
the originator-requested-alternate-recipient, or present by any combination of redirection and expansion) does not
identify ah MTS-user, the message may be redirected te'an alternate-recipient assigned by the recipient-MD [to receive
such messgages. If no such alternate-recipient has beenvassigned by the recipient-MD, or if this argument hag the value
alternatetrecipient-prohibited, a non-delivery report shall be generated.

In the abspnce of this argument, the default alternate-recipient-prohibited shall be assumed.

Table 3 — Message-submission Arguments

Argument Presence Clause

Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient-Arxguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed (¢ 8.2.1.1.1.3

Recipient-reassignment-prohibited (0] 82.1.1.14

Originator-requested-alternate-recipient (0] 8.2.1.1.1.5

DL-expansion-prohibited (¢ 8.2.1.1.1.6

Disclosure-of-other-recipients (0] 8.2.1.1.1.7

DL-exempted-recipients O 8.2.1.1.1.40
Priority Argument

Priority o 8.2.1.1.1.8
Conversion Arguments

Implicit-conversion-prohibited (6] 8.2.1.1.1.9

Conversion-with-loss-prohibited (0] 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
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Table 3 — Message-submission Arguments

Argument Presence Clause
Delivery Time Arguments
Deferred-delivery-time (0] 8.2.1.1.1.12
Latest-delivery-time (0] 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method o 8.2.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited o 8.2.1.1.1.15
Phystea-forwardine-address—regrest O S241-16
Physical-delivery-modes (6] 8.2.1.1.1.17
Registered-mail-type o 8.2.1.1.1.18
Recipient-number-for-advice (0] 8.2.1.1.1.19
Physical-rendition-attributes o 8.2.1.1°20
Originator-return-address O 8.2:11.1.21
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Content-return-request ¢ 8.2.1.1.1.23
Physical-delivery-report-request O 8.2.1.1.1.24
Security Arguments
Originator-certificate o 8.2.1.1.1.25
Message-token O 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier O 8.2.1.1.1.27
Content-integrity-check o 8.2.1.1.1.28
Message-origin-authentication-check o 8.2.1.1.1.29
Message-security-label ¢ 8.2.1.1.1.30
Proof-of-submission-request (6] 8.2.1.1.1.31
Proof-of-delivery-request (¢ 8.2.1.1.1.32
Multiple-originator-certificates (¢ 8.2.1.1.1.41
Recipient-certificate o 8.2.1.1.1.42
Certificate-selectors (6] 8.2.1.1.1.43
Certificate-selectors=override (0] 8.2.1.1.1.44
Content Arguments
Original-encoded-information-types (6] 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier (0] 8.2.1.1.1.35
Content-correlator o 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type O 8.2.1.1.1.38
Service-message O 8211139

8.2.1.1.1.4  Recipient-reassignment-prohibited

This argument indicates whether the message may be reassigned to another MTS-user registered as a recipient-
assigned-alternate-recipient by the intended-recipient. It may be generated by the originator of the message.

This argument may have one of the following values: recipient-reassignment-prohibited or recipient-reassignment-

allowed.

If this argument has the value recipient-reassignment-allowed and the intended-recipient has registered an applicable
recipient-assigned-alternate-recipient, the message shall be redirected to that recipient-assigned-alternate-

recipient.
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If this argument has the value recipient-reassignment-prohibited and the intended-recipient has registered an
applicable recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient has been
specified by the originator of the message the message shall be redirected to the originator-requested-alternate-
recipient, or if no originator-requested-alternate-recipient has been specified by the originator of the message, a
non-delivery-report shall be generated.

In the absence of this argument, the default recipient-reassignment-allowed shall be assumed.

8.2.1.1.1.5  Originator-requested-alternate-recipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be
generated by the originator of the message. A different value of this argument may be specified for each recipient of the
message.

The originator-requested-alternate-recipient contains the OR-name of an individual, or DL, alternate-recipient.

If this arpument is present and delivery of the message to the recipient-name (specified by the originafor of the
message, jor added by DL-expansion, or substituted by redirection to a recipient-assigned-alternate-récipignt) is not
possible, the message shall be redirected to the originator-requested-alternate-recipient specified bythis argument.

If an origiinator-requested-alternate-recipient has been specified by the originator of the message, the message shall
be redireqted to that alternate-recipient in preference to the one assigned by the recipient-MD.

8.2.1.1.1.¢ DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any, recipient-name which|denotes a
DL. It maly be generated by the originator of the message.

This argunent may have one of the following values: DL-expansion-prohibited or DL-expansion-allowed.

In the abspnce of this argument, the default DL-expansion-allowed shall beassumed.

8.2.1.1.1.f  Disclosure-of-other-recipients

This argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTS-user
when the message is delivered. It may be generated by the originator of the message.

This argument may have one of the following values: disclosure-of-other-recipients-requpsted or
disclosurp-of-other-recipients-prohibited.

In the abspnce of this argument, the default disclosure-of-other-recipients-prohibited shall be assumed.

8.2.1.1.1.8  Priority

This argument specifies the relative priotity of the message: normal, non-urgent or urgent. It may be generated by the
originator] of the message.

In the abspnce of this argument,a-default priority of normal shall be assumed.

8.2.1.1.1.9  Implicit-conversion-prohibited

This argunent indicates.whether implicit-conversion may be performed on the message content. It may be geperated by
the originptor of the message.

This argunent{may have one of the following values: implicit-conversion-prohibited or implicit-conversion-allowed.

In the absk i i icit- ion- ed shall be assumed

See also 8.2.1.1.1.10.

8.2.1.1.1.10  Conversion-with-loss-prohibited

This argument indicates whether encoded-information-type conversion(s) may be carried out on the message content,
if such conversion(s) would result in loss of information. Loss of information is defined in CCITT Rec. X.408. It may
be generated by the originator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-with-
loss-allowed.

In the absence of this argument, the default conversion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited arguments relate to
implicit-conversion only and is defined in Table 4.
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Table 4 — Combined Effect of Conversion Arguments

Implicit Conversion Conversion With Loss Combined Effect
allowed with-loss-allowed Allowed
allowed with-loss-prohibited with-loss-prohibited
prohibited with-loss-allowed prohibited
prohibited with-loss-prohibited prohibited
8.2.1.1.1.11 Explicit-conversion

This argument indicates the type of conversion of the message content explicitly requested by the originator for the
recipient. It may be generated by the originator of the message. A different value of this argument may be specified for
each recipgrentof the Tessage:

This argyment may have one of the following values: ia5-text-to-teletex, iaS-text-to-g3-facsimile,)iaS-text-to-
g4-class-], iaS-text-to-videotex, teletex-to-iaS-text, teletex-to-g3-facsimile, teletex-to-g4-class=1, feletex-to-
videotex,|videotex-to-ia5-text, or videotex-to-teletex. Other types of explicit-conversion may be\defined by addenda
or future| versions of this Recommendation | International Standard. Explicit-conversion- shall be performed as
specified jn CCITT Rec. X.408.

In the abspnce of this argument, no explicit conversion shall be performed.
NOTE|- When specified for a recipient DL, explicit-conversion applies to all members of the DL.

8.2.1.1.1.]2 Deferred-delivery-time

This argument specifies the Time before which the message should not be-delivered to the recipient(s). [t may be
generated| by the originator of the message.

8.2.1.1.1.]3 Latest-delivery-time

This argyment contains the Time after which the message should not be delivered to the recipient(s). It may be
generated| by the originator of the message.

The handling of non-delivery because of expired latest-delivery-time is described in 14.3.2.4.

8.2.1.1.1.]14 Requested-delivery-method

This argument indicates the preferred method-ef delivery of the message to the recipient. It may be generafed by the
originator of the message. A different value of'this argument may be specified for each recipient of the message.

This argument may have one or more-ofithe following values: any-delivery-method, mhs-delivery, physical-delivery,
telex-delivery, teletex-delivery, g3=facsimile-delivery, g4-facsimile-delivery, iaS-terminal-delivery, [videotex-
delivery, for telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be assumefl to imply
the originptor’s order of preference of delivery-methods.

In the abspnce of this'argument, the default any-delivery-method shall be assumed.

If the recjpient-mame generated by the originator of the message contains a directory-name but omits an OR-address,
the MTS may,use the requested-delivery-method as an indication of which form of OR-address the directpry-name
should bg¢ “mdpped to by the MTS (e.g., using the Directory). If an OR-address cannot be found] either a
recipient-improperly-specified abstract-error or a non-delivery report shall be returned to the originator of the
message.

If the originator-supplied requested-delivery-method conflicts with the recipient’s preferred delivery-method (e.g., as
registered in the Directory in the preferredDeliveryMethod attribute), the originator’s requested-delivery-method takes
precedence. If the originator’s requested-delivery-method conflicts with the originator’s conversion requirements (see
clauses 8.2.1.1.1.9 to 8.2.1.1.1.11), a non-delivery report shall be returned to the originator of the message.

8.2.1.1.1.15 Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the
originator of the message if the requested-delivery-method argument specifies that physical-delivery is required to the
recipient, or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this
argument may be specified for each recipient of the message.
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This argument may have one of the following values: physical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the default physical-forwarding-allowed shall be assumed.

8.2.1.1.1.16  Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. It may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwarding-address-not-requested.

In the absence of this argument, the default physical-forwarding-address-not-requested shall be assumed.

A physicql-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8.2J].1.1.15).

8.2.1.1.1.]7 Physical-delivery-modes

This argument indicates the mode of physical-delivery to the recipient to be used. It may be generdted by the foriginator
of the mepsage if the requested-delivery-method argument specifies that physical-delivery is tequired to the|recipient,
or if the qriginator of the message supplied a postal-OR-address for the recipient. A different value of this|argument
may be splecified for each recipient of the message.

This argunent’s value is the combination of two independent components. If presentsthe first component shal| have one
of the following values: ordinary-mail, special-delivery, express-mail, counter-collection, counter-collec§ion-with-
telephong¢-advice, counter-collection-with-telex-advice, or counter-collection-with-teletex-advice. If present, the
second cgmponent shall have the value bureau-fax-delivery. When butreau-fax-delivery is requested angl the first
componelt is also present, then the first component is activated by the Bureau fax service.

Bureau-fhx-delivery comprises all A to H modes of delivery defined,in CCITT Rec. F.170, i.e.: A — Regular| Delivery,
B — Specjal Delivery, C — Express Mail, D — Counter Collectionj E — Counter Collection with telephone aglvice, F —
Telefax, ¢ — Counter Collection with Telex advice, and H — Counter Collection with Teletex advice.

In the abspnce of this argument, the default ordinary-mail shall be assumed.

8.2.1.1.1.]18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the message to the|recipient.
It may bg generated by the originator of ‘the’ message if the requested-delivery-method argument spegifies that
physical-delivery is required to the recipient; or if the originator of the message supplied a postal-OR-addr¢ss for the
recipient.|A different value of this argument may be specified for each recipient of the message.

This argument may have one ofithe following values: non-registered-mail, registered-mail, or registered-mail-to-
addresse¢-in-person.

In the abspnce of this argumerit, the default non-registered-mail shall be assumed.

8.2.1.1.1.]19 Recipientnumber-for-advice

This argument contains the Telephone, Telex or Teletex number of the recipient, to be used in conjunction with the
counter-dollection-with-advice and bureau-fax-delivery physical-delivery-modes. It may be generatdd by the
originator| of the message if the requested dellvery-method argument spec1ﬁes that phys1cal dehvery is requjred to the
recipient, OT e i ] al-delivery-
modes argument spe01ﬁes a counter-collect10n-w1th-adv1ce or bureau-fax-dellvery phys1cal-dellvery-m0de A
different value of this argument may be specified for each recipient of the message.

8.2.1.1.1.20  Physical-rendition-attributes

This argument indicates the physical-rendition-attributes to be applied when the message is rendered into physical
form. It may be generated by the originator of the message if the message is likely to require rendition, for example if
the recipient address designates an access unit, or if the requested-delivery-method specifies a delivery method
involving an access unit. A different value of this argument may be specified for each recipient of the message.

This argument is specified as an Object Identifier. The following values are defined in this specification:

basic No special rendition is required — the normal rendition offered by the AU should be applied.
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no-cover-page The message should be rendered without the addition of any cover page supplied by the AU.
This value is particularly appropriate for facimile access units.

Other values of this argument may be registered privately and used by agreement. Addenda or future versions of this
Recommendation | International Standard may define other standardised values.

In the absence of this argument, the default basic shall be assumed.

8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal-OR-addresses for the
recipients. It may also be generated by the originator of the message if a recipient DL contains, or is likely to contain,
one or more members for whom physical-delivery is required.

The originator-return-address shall contain the postal-OR-address of an individual originator (OR-add}ess), i.e.,
shall not ¢ontain the directory-name of an individual originator nor the directory-name of a DL.

8.2.1.1.1.22  Originator-report-request

This argument indicates the kind of report requested by the originator of the message. It shall be generafed by the
originator of the message. A different value of this argument may be specified for each recipient’of the message.

This argument may have one of the following values:
no-report: the originator of the message requested the suppression of nonédelivery-reports;
non-delivery-report: a report is returned only in case of non-delivery{

report: a report is returned in case of delivery or non-delivery.

The valug of this argument may be changed at a DL expansion-point in line with the reporting-policy of the QL. Such a
change mhy affect the number and type of reports the originator of the\message may receive about delivery to p DL.

8.2.1.1.1.23  Content-return-request

This argument indicates whether the message content is-to“be returned with any non-delivery-report(s). [t may be
generated| by the originator of the message.

This argufnent may have one of the following values;-content-return-requested or content-return-not-requgsted.
In the abspnce of this argument, the default content-return-not-requested shall be assumed.

The suppfession of non-delivery-reports by _the originator of the message (see 8.2.1.1.1.22) takes preceder]ce over a
request fgr the return of the content.

In the cage of non-delivery-reports delivered to the owner of a DL (see 8.3.1.2.1.4), the message content sHall not be
present.

8.2.1.1.1.24  Physical-delivery-report-request

This argyment indicatesthe type of physical-delivery-report requested by the originator of the message. |t may be
generated| by the originator of the message if the requested-delivery-method argument specifies that physicgl-delivery
is requirgd to the-récipient or if the originator of the message supplied a postal-OR-address for the regipient. A
different yalue\of this argument may be specified for each recipient of the message.

of-undeliverable-mail-b notification-
cation-by-MHS-and-PDS.

This argutne ayhave one of the
by-PDS, return-of-notification-by-

MHS, orreturn-of-notifi
In the absence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.

8.2.1.1.1.25 Originator-certificate

This argument contains a certificate of the originator of the message. It shall be generated by a trusted source (e.g., a
certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.
NOTE - If more than one originator certificate is required to be conveyed to all recipients, then the certificate for message-
origin-authentication-check is conveyed in this argument and the other certificates are conveyed in the multiple-originator-
certificates argument. If dedicated certificates are required for each recipient, then the dedicated certificates are identified in the
certificates-selectors-override argument (see 8.2.1.1.1.44).
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When the same algorithm and secret key has been used to compute digital signatures conveyed in one or more of the
following arguments, message-origin-authentication-check, content-integrity-check or message-token argument,
then the corresponding originator’s public-asymmetric-encryption-key may be used by the recipients of the message to
validate digital signatures conveyed in the content-integrity-check argument and the message-token argument if an
asymmetric-token is used with an asymmetric algorithm (see 8.5.8). It may also be used by the recipients of the
message, and any MTA through which the message is transferred, to validate the message-origin-authentication-
check.

8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

- iality- i =i i content-
integrity-check, the message-security-label, and the proof-of-delivery-request; and

a message-sequence-number, that identifies the position of the message in a sequence of messages from
the originator to the recipient to which the message-token relates (to provide the Message|Sequence
Integrity element-of-service, as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1). The'first occprrence of
a sequence number can be a random number.

If the megsage-token is an asymmetric-token, the encrypted-data may comprise:

a content-confidentiality-key: a symmetric-encryption-key used with the content-confidentiality-
algorithm-identifier by the originator of the message to encrypfthe message content, apd by the
recipient to decrypt the message content; and/or

the content-integrity-check: may be included in the encryptéd-data if confidentiality of th¢ content-
integrity-check is required, and/or if the message-security<label is included in the encrypteddata (for
confidentiality of the message-security-label) and thecassociation between the content-integfity-check
and the message-security-label is to be maintained;

the message-security-label: may be included in the encrypted-data if confidentialiy of the
message-security-label is required;

a content-integrity-key: a symmetric-eneryption-key used with the content-integrity-ajgorithm-
identifier by the originator of the message'to compute the content-integrity-check, and by th¢ recipient
to validate the content-integrity-check;

a message-sequence-number: as\defined for the signed-data above, but may be included in the
encrypted-data if confidentiality of the sequence is required. The first occurrence of a sequen¢e number
can be a random number.

essage-token is an asymmetric-token and the signed-data of the message-token includes the
content-iptegrity-check, the message-token may provide non-repudiation-of-origin of the message content|subject to
of an appropriate Public Key infrastructure (the Non Repudiation of Origin element-of-service, as defined in
ITU-T Rge. X.400 | ISO/IEC'10021-1). If the signed-data of the message-token includes both the content-integrity-
the message-seeurity-label, the message-token provides proof of association between the [message-
abel and the-message content.

algorithms may be used within the above asymmetric-token (see 8.5.8). If symmetric algorithmp are used
for both [the ;message-token and the content-integrity-check then the message-token can only support Non
Repudiatipn/ofOrigin elements-of-service if the security policy in force provides for the involvement of a third party
acting as g nefary

NOTE 1 — If multiple certificates are required to be exchanged to process the message-token, then certificates may be conveyed
in the multiple-originator-certificates argument, the recipient-certificate argument, or both.

NOTE 2 — A certificate needed to implement a key agreement for the encrypted-data of the token may use an originator
certificate in the multiple-originator-certificates argument, together with the recipient certificate in the recipient-certificate
argument. The appropriate certificate may be identified using Version 3 certificates, which contains certificate extensions for this
purpose; the identification may be conveyed in the certificate-selectors and certificate-selectors-override arguments. (For
example, the key usage field may be used to indicate the certificate is to be used for key agreement purposes and
certificate policies field may be used to indicate the policy under which the key agreement is to operate.)

8.2.1.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of the message to
encrypt the message content (to provide the Content Confidentiality element-of-service as defined in
ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generated by the originator of the message.
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The algorithm may be used by the recipient(s) of the message to decrypt the message content.
The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to encrypt the
message content, and which the recipient may use to decrypt the message content, may be derived from the
message-token sent with the message. Alternatively, the content-confidentiality-key may be distributed by some other
means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the message content. The recipient may use the recipient’s
secret-asymmetric-encryption-key to decrypt the message content. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-
encryption-key pair.

8.2.1.1.1.28—Ceontentintesrity—eheek

This argument provides the recipient of the message with a means of validating that the message contentia$ not been
modified |(to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 | ISQAIEC 1(021-1). It
may be gdenerated by the originator of the message. A different value of the argument may bé,specified for each
recipient ¢f the message.

If the valpe of this argument is specific to a recipient, because either a specific algorithin_or key has bedn used to
generate this value (i.e. when different values of the argument are specified for each recipient of the message), then the
appropriafe certificates may be conveyed by the multiple-originator-certificates (angument and identifigd by the
certificatp-selectors-override argument.

If the sarhe algorithm and key has been used to generate this argument for-all-recipients (i.e. the same value of the
argument|is specified for each recipient of the message), then the appropriate certificate may be conveygd by the
originatof-certificate argument, or if more than one originator’s certificateis to be conveyed the multiple-originator-
certificatps argument shall be used and the appropriate certificate identified by the certificate-sele¢tors and
certificatp-selectors-override arguments.

This argument allows the recipient of the message to validatésthe integrity of the message content receivdd and the
authenticgtion of the originator of the message.

The cont¢nt-integrity-check enables content-integrity to be validated on a per-recipient basis using either a symmetric-
or an asymhmetric-encryption-algorithm.

NOTE|!l — The message-origin-authentication-chéck’ provides a means of validating content-integrity on a per-mepsage basis
using gn asymmetric-encryption-algorithm.

The cont¢nt-integrity-check may also bevincluded in the signed-data or the encrypted-data of the messag¢-token to
provide fpr non-repudiation-of-origin ‘of-the message content subject to availability of an appropriate Ppblic Key
infrastrucfure, and proof of association between the message-security-label and the message content.

NOTE|2 — Thus, there are three‘separate arguments of content-integrity-check, one per recipient argument and [two in the
message-token.

The cont¢nt-integrity-check/is computed using the algorithm identified by the content-integrity-algorithm{identifier
(an algorjthm-identifiér):
NOTE|3 — The variqQus CONTENT-INTEGRITY-CHECK arguments may be computed using different algorithms. In parti¢ular, when

the CONTENT-INTEGRITY-CHECK is included in the SIGNED-DATA or the ENCRYPTED-DATA of the MESSAGE-TOKEN]| it may be
compufed using a different algorithm from the per recipient content-integrity-check argument.

The contpnt-integrity-check contains the content-integrity-algorithm-identifier, and a digital signature] which is
generated using one or more encrypted functions (e.g., compressed, single hash, or double hashed version) over the
message content, and conditionally over the content-integrity-algorithm-identifier.

NOTE 4 — The content-integrity-check could be computed using the clear (i.e., unencrypted) or the encrypted content. This
choice can be made independently for each occurrence of the content integrity check in the message. This choice is dictated by
the security policy in force and may also be indicated by content-integrity-algorithm-identifier.

The content-integrity-algorithm-identifier shall specify:

1) whether the content-integrity-check is computed using the clear (i.e. unencrypted) or the encrypted
content, if this is not dictated by the security policy;

2) the presence or absence of the content-integrity-algorithm-identifier within the ASN.1 sequence on
which the signature is computed;

3) the ASN.1 encoding rule (CER or DER) to be applied to the ASN.1 sequence before hashing;
4)  the hash function;
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5) whether or not the hash value is to be encoded within an ASN.1 Bit String prior to encryption;
6) the algorithm used to protect the hash value (e.g. an asymmetric encryption algorithm); and

7) any parameters of the algorithm such as any necessary keys, initialization values, and padding
instructions.

The content-integrity algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which the recipient may use to validate the content-integrity-check, may be derived from the message-token sent
with the message. Alternatively, the content-integrity-key may be distributed by some other means.

NOTE 5 — The use of a symmetric-encryption-algorithm may permit simultaneous compression and encryption of the message
content to create the content-integrity-check.

If an asymmetric- encryptlon -algorithm is used the 0r1g1nat0r s secret asymmetrlc encryptlon -key may be used by the

Rtent-1x che riginator’s
public-asymmetric- encryptlon key (subject-pubhc-key) derwed from the orlglnator-certlﬁcate or~|multiple-
originatofr-certificates to validate the appropriate content-integrity-check value.

NOTE|6 — When multiple certificates are required, the appropriate certificate can be identified from the certificate-selectors and
certifi¢ate-selectors-override arguments by use of the key usage extension or certificate policies extension definefl in ITU-T
Rec. X1509 | ISO/IEC 9594-8, or by a combination of both. For example, the certificate required to validate a per recigjient digital
signatyre (the value of a per recipient content-integrity-check) may be identified by the certificate=seléctors-override delivered
to the fecipient: if more than one certificate is delivered to this user, the appropriate certificate ¢ahbe determined by| key usage
and cdrtificate policies extension (i.c. key usage will be digitalSignature, the object identifier in the certificate policies
extensjon may indicate the policy under which the signature was generated and is to be used, and this policy in turn mgy define in
what dpmains the signature is valid).

8.2.1.1.1.29 Message-origin-authentication-check

This argument provides the recipient(s) of the message, and any MTA threugh which the message is transfered, with a
means of jauthenticating the origin of the message (to provide the Mes§age Origin Authentication element-of{service as
defined ir] ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generatéd )by the originator of the message.

The megsage-origin-authentication-check provides proof\'of  the origin of the message (Messade Origin
Authentidation), assurance that the message content has not ‘beén modified (the Content Integrity element-offservice as
defined irf ITU-T Rec. X.400 | ISO/IEC 10021-1), and procofsof association between the message-security-label and the
message.

The mesg§age-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algofithm and
hash-fundtion) identified by the message-origin-authentication-algorithm-identifier (an algorithm-identifi¢r).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-identifi¢r, and an
asymmettfically-encrypted hashed versiofof: the message-origin-authentication-algorithm-identifier; th¢ message
content; the content-identifier and (the' message-security-label. Optional components are included in the |message-
origin-authentication-check if they are present in the message.

If content-confidentiality (se€ 8)2.1.1.1.27) is also used, the message-origin-authentication-check is compiited using
the encrypted version of the message content (to allow the message-origin-authentication-check to be VaTidated by
other thar} the intended-«recipient (e.g., by an MTA) without compromising the confidentiality of the message| content).
If the clegr (i.e., uneferypted) version of the message content is used to compute the message-origin-autheptication-
check, the message-origin-authentication-check provides for both Message Origin Authentication [and Non
Repudiatipn of-Origin of the message content (a signature), as defined in ITU-T Rec. X.400 | ISO/IEC 1(021-1. If,
however, [th€ encrypted Ver510n of the message content 1s used, the message—orlgm -authentication-check prpvides for

The message-origin-authentication-check may be computed by the originator of the message using the originator’s
secret-asymmetric-encryption-key. The message-origin-authentication-check may be validated by the recipient(s) of
the message, and any MTA through which the message is transferred, using the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of message-
origin-authentication-check (e.g., based on symmetric-encryption-techniques) which may be used by MTAs through
which the message is transferred to authenticate the origin of the message.

8.2.1.1.1.30 Message-security-label

This argument associates a security-label with the message (or probe). It may be generated by the originator of the
message (or probe), in line with the security-policy in force.
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The message-security-label of a report shall be the same as the message-security-label of the subject-message (or
-probe).

If security-labels are assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be determined by the security-policy in force. If
security-labels are not assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be discretionary.

If security-contexts are established between the originator and an MTA (the originating-MTA) of the MTS (see
clauses 8.1.1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to a message (or probe)
may be determined by the security-context (submission-security-context), in line with the security-policy in force. If
security-contexts are not established between the originator and the originating-MTA, the assignment of a message-
security-label to a message (or probe) may be at the discretion of the originator.

If securlty-contexts are estabhshed between two MTAs (see 12.1.1.1.1.3) the transfer of messages probes or reports
between {i1e 5 5 = TIe ; ' 5, and the
security-¢ontext, in hne with the security- pohcy in force If securlty-contexts are not estabhshed between_the MTAs,
the transf¢r of messages, probes and reports may be at the discretion of the sender.

If securify-contexts are established between an MTS-user and an MTA (the delivering-MTA)«of the MTS (see
clauses 8f1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determined by ‘the message}security-
labels of the messages and reports, and the security-context (delivery-security-context), in linewith the secufity-policy
in force. If the message-security-label of a message or report is allowed by the registergd.mser-security-lahels of the
recipient,| but disallowed by the recipient’s current security-context (deliyery-security-context), [then the
delivering-MTA may hold-for-delivery. If security-contexts are not established,between the MTS-usef and the
delivering-MTA, the delivery of messages and reports may be at the discretion of-the delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request

This argument indicates whether or not the originator of the message requires proof-of-submission (to pfovide the
Proof of Submission element-of-service) as defined in ITU-T RecrX:400 | ISO/IEC 10021-1) of the messgge to the
MTS. It nhay be generated by the originator of the message.

This argument may have one of the following values: proof-ef-submission-requested or proof-of-submigsion-not-
requested.

In the abspnce of this argument, the default proof-of-submission-not-requested shall be assumed.

8.2.1.1.1.32 Proof-of-delivery-request

This argument indicates whether or not the originator of the message requires proof-of-delivery (to provide|the Proof
of Delivefy element-of-service as definedinr ITU-T Rec. X.400 | ISO/IEC 10021-1) of the message to the rgcipient. It
may be generated by the originator ,ofithe message. A different value of this argument may be specified for each
recipient pf the message.

This arggment may have ongof the following values: proof-of-delivery-requested or proof-of-deljvery-not-
requested.

In the abspnce of this argument, the default proof-of-delivery-not-requested shall be assumed.
8.2.1.1.1.33  Original-encoded-information-types

This argument, identifies the original encoded-information-types of the message content. It may be generafed by the
originator of the message.

The absence of this argument indicates that the original-encoded-information-types of the message content are
unspecified.

8.2.1.1.1.34  Content-type

This argument identifies the type of the content of the message. It identifies the abstract syntax and the encoding rules
used. It shall be generated by the originator of the message. The content-type shall be either built-in or extended.

A built-in content-type may have one of the following values:

unidentified: denotes a content-type unidentified and unconstrained; the use of this is by bilateral
agreement between MTS-users;

external: denotes a content-type which is reserved for use when interworking between 1988 systems
and 1984 systems; it shall only be used with mts-transfer-protocol-1984 (see ITU-T Rec. X.419 |
ISO/IEC 10021-6);
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NOTE - The interworking rules ensure that the external content-type is never used in conjunction with mts-transfer or
mts-transfer-protocol. Although the external content-type is designed to allow interworking between 1988 systems
through intermediate 1984 systems, a 1984 system may deliver (or submit) a content of the external content-type
provided that the MTS-user (or the MTA itself) performs the equivalent of the upgrading (or downgrading) rules given in
ITU-T Rec. X.419 | ISO/IEC 10021-6.

interpersonal-messaging-1984: identifies the defined in ITU-T Rec. X.420 | ISO/IEC 10021-7;
interpersonal-messaging-1988: identifies the defined in ITU-T Rec. X.420 | ISO/IEC 10021-7;
edi-messaging: identifies the edim content-type defined in ITU-T Rec. X.435 | ISO/IEC 10021-9;
voice-messaging: identifies the vim content-type defined in ITU-T Rec. X.440.

An extended content-type is specified using an object identifier.

One specific value of an extended content-type which has been defined by this Service Definition is:

1t). When
content is
deciphered, if needed, resulting in an inner-envelope and its content. The information eontaiped in the
inner-envelope is used to transfer the content of the inner-envelope to the recipients ndmed on |the inner-
envelope. The type of the content OCTET STRING is an MTS-APDU \(see Fighre 6 in
ITU-T Rec. X.419 | ISO/IEC 10021-6) encoded using the Basic Encoding Rules 'of ASN.1. (The inner-
envelope and content may be protected by securing the content of the outer-€nyelope using the security
arguments (see clauses 8.2.1.1.1.25 to 8.2.1.1.1.32).)

Other stapdardised extended content-types may be defined by other MHS Specifications or other Recommgndations |
Internatiopal Standards. Other values of this argument may be used by bilateral agrecmient between MTS-users.

NOTE[- In the case where the content confidentiality service is used, the syntax and\encoding identified by the contept-type are
the syntax and encoding of the content before encryption.

8.2.1.1.1.35 Content-identifier

This argyment contains an identifier for the content of the message. It may be generated by the originator of the
message.

The contént-identifier may be delivered to the recipient(s) 0f'the message, and is returned to the originatof with any
report(s). [This argument is not altered by the MTS.

8.2.1.1.1.36  Content-correlator

This argyment contains information to enable “correlation of the content of the message by the originafor of the
message. [t may be generated by the originatoref the message.

The cont¢nt-correlator is not delivered'to the recipient(s) of the message, but is returned to the originato] with any
report(s). [This argument is not altered by the MTS.

8.2.1.1.1.37 Content

This argument contains the information the message is intended to convey to the recipient(s). It shall be geterated by
the originptor of the message.

Except when conversion is performed, the content of the message is not modified by the MTS, but rather|is passed
transparently through it.

The cont¢ntimay be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).

8.2.1.1.1.38 Notification-type

This argument indicates that the content is a notification, and indicates that it is one of three types of notification
(type-1, type-2 or type-3); the use of these values is defined in the relevant content specification. It may be generated
by the originator of the message, but shall be generated only if the content is a notification as defined in the relevant
content specification.

The notification-type indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.1.39  Service-message

This argument indicates that the message is for service purposes. It may be generated by the originator of the message,
but shall be used only by bilateral agreement.
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The service-message indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.1.40 DL-exempted-recipients

This argument contains the OR-names of potential recipients that are requested not to be added to the set of intended
recipients as a result of DL-expansion. It may be generated by the originator of the message.

This argument remains unchanged during MTA processing and is included in subsequent transfer operations regardless
of whether DL-expansion has already taken place.

The DL-exempted-recipients argument is delivered to the recipient(s), but is not returned to the originator with any
report(s).

8.2.1.1.1.41 Multiple-originator-certificates

This argyment confains a certificate of the originafor of the message, or the directory-name of an cnjry in the
Directory| which contains a certificate of the originator, or multiple certificates (or directory-names)-Where the
certificatds contain different certification paths or are issued by different certification authorities or_havq different
purposes.|Each certificate shall be generated by a trusted source (e.g. a certification-authority), andunay be sypplied by
the originptor of the message.

The multiple-originator-certificates may be used to convey verified copies of public information of the |originator
needed tp verify digital signatures or to be used for key agreement purposes. Nt-may convey the public-
asymmettfic-encryption-key (subject-public-key) of the originator of the message, or other public informatipn needed
for key agreement processing.

Multiple ¢ertificates or directory-names may occur where more than one type‘ofiverified information of the foriginator
of the megsage is to be conveyed.
NOTE|1 — If dedicated certificates are required for each recipient, then these dedicated certificates are identified in the
certifi¢ate-selectors-override argument.

NOTE|2 — To implement a key agreement it may be necessary to have\certificates in both the multiple-originator-¢ertificates
and thg recipient-certificate arguments.

When a certificate within a multiple-originator-certificates‘is\to be used for a particular purpose, Version 3 dertificates
(see ITU{T Rec. X.509 | ISO/IEC 9594-8) shall be used. o indicate the purpose of the information contaified in the
certificatd. The key usage and certificate policies extchsion of Version 3 certificates may be used individuplly, or in
combinatjon, to indicate the purpose of a certificatélconveyed in the multiple-originator-certificates elenent. The
key usag¢ and certificate policies extension may~indicate when the originator’s public-asymmetric-encryptjon-key is
needed tq validate a digital signature in any ene of the following arguments, message-origin-authenticatipn-check,
content-iptegrity-check or message-token. Also, if more than one value of digital signature is conveyed|using the
various cpntent-integrity-check arguments,* the appropriate certificate may be indicated by the combination of the
key usag¢ and certificate policies ceftificate extensions. The key usage and certificate policies extension mqy indicate
when the| originator’s public information is needed for key agreement proposes in processing the message-token
argument

Several d]gital signatures niay be generated by the originator of a message, which are conveyed in the message-origin-
authentidation-check, . content-integrity-check and/or message-token arguments. If the same algorithm and
originator's public-a§ymmetric-key is needed to validate all the digital signatures, this may be indicat¢gd by the
combinatfon of the(key usage and certificate policies certificate extensions.

recipiept,ihen’dedicated certificates are also required for each recipient. In this case, the dedicated certificate is idenfified in the
certifi¢ate=selectors-override argument.

NOTE|3 — If~dedicated algorithms and originator’s public-asymmetric-keys are needed to verify digital signatur}s for each

8.2.1.1.1.42 Recipient-certificate

This argument contains a certificate of the recipient of the message and optionally its certification path. The certificate
shall be generated by a trusted source (e.g. a certification-authority), and may be supplied by the originator of the
message. A different value of this argument may be specified for each recipient of the message.

The recipient-certificate may be used to convey a verified copy of public information to be used for key agreement
purposes. It identifies the public-asymmetric-encryption-key (subject-public-key) of the recipient of the message
which was used by the originator. This identification may alternatively be conveyed in the certificate-selectors-
override argument. Such identification is necessary only if the recipient has more than one certificate for the identified
algorithm.

The certificate conveyed in the recipient-certificate may be used for key agreement purposes, such as generating keys
needed to process the encrypted-data in the message-token.
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If the message is expanded by one or more secure DLs in the message path, the recipient-certificate may be generated
by the DL.

8.2.1.1.1.43 Certificate-selectors

This argument contains information sufficient to identify one certificate where a user has more than one certificate
with the same algorithm-identifier. It allows a certificate of the originator to be identified to validate specific digital
signatures within the message-origin-authentication-check, content-integrity-check, or message-token arguments,
or to be used for key agreement for encryption. It also allows a certificate of each recipient to be identified for key
agreement or asymmetric encryption. It may be generated by the originator of the message.

Each component of certificate-selectors allows any certificate selection criteria specified for Certificate Match in
12.7.2 of ITU-T Rec. X.509 | ISO/IEC 9594-8 which is applicable to a user certificate. The recipient adds the
appropriate algorithm-identifier (into subjectPublicKeyAlgID) and the message submission (or token creation) time on
which the certificate and private key were valid (into certificateValid and privateKeyValid) to the originator’s
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f the message.

ment is identical to the\certificate-selectors argument, except that it does not contain the messa
(tion component.

ument is present,.then the value in each component that is present replaces the value in the corr

Results

sts thie results of the Message-submission abstract-operation, and for each result qualifies its pre

vith these
certificate
ite-policy
ficate for
omponent
ent in the

iginator’s
b content-

ertificate
fic digital
ement for
Fyption. It

for each

Ce-origin-

psponding

kence and

identifies

the clause in which the result is defined

Table 5 — Message-submission Results

Result Presence Clause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 82.1.1.2.2
Originating-MTA-certificate o 82.1.1.23
Proof-of-submission C 8.2.1.124
Content-identifier C 8.2.1.1.1.35
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8.2.1.1.2.1 Message-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery
abstract-operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery
abstract-operation, a message whose delivery it deferred.

8.2.1.1.2.2  Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. It shall be generated by
the MTS.

8.2.1.1.2. Originating-MTA-certificate

This result contains the certificate of the MTA to which the message has been submitted (the originating-MTA\). It shall
be generated by a trusted source (e.g., a certification-authority), and may be supplied by the originating-M[['A, if the
originator] of the message requested proof-of-submission (see 8.2.1.1.1.31) and an asymmetric-engryption-algorithm is
used to cqmpute the proof-of-submission.

The originating-MTA-certificate may be used to convey to the originator of the message a verified cqpy of the
public-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The origihating-MTA’s public-asymmetric-encryption-key may be used by the origidator of the message to validate the
proof-of-fubmission.

8.2.1.1.2.4 Proof-of-submission

This result provides the originator of the message with proof of submission of the message to the MTS (to pfovide the
Proof of|Submission element-of-service as defined in ITU-T Rec) X.400 | ISO/IEC 10021-1). Dependirlg on the
encryptiop-algorithm used and the security policy in force, this ‘argument may also provide the Non Repudiation of
Submissign element-of-service (as defined in ITU-T Rec. X:400 | ISO/IEC 10021-1). It shall be generatgd by the
originatin-MTA of the MTS, if the originator of the message'requested proof-of-submission (see 8.2.1.1.1.3]).

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-algorithm-identifier
(an algorjthm-identifier).

The proof-of-submission contains the proof-of-submission-algorithm-identifier, and an encrypted functi¢n (e.g., a
compressgd or hashed version) of the proof<of:submission-algorithm-identifier, the Message-submission grguments
(see 8.2.1{1.1) of the subject message, and-the message-submission-identifier and message-submission-time

Receipt of this result provides the originator of the message with Proof of Submission of the message. Non{receipt of
this result provides neither Proof of Submission nor proof of non-submission (unless a secure link afd trusted
functionality are employed).

If an asyjmetric-encryption-algorithm is used, the proof-of-submission may be computed by the originafing-MTA
using thg originating-MTA’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-fubmission‘tising the originating-MTA’s public-asymmetric-encryption-key (subject-public-key) derived
from the riginating-MTA-certificate. An asymmetric proof-of-submission may also provide for Non Repydiation of
Submissign subjeet to availability of an appropriate Public Key infrastructure.

If a symnpétrie“encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used t¢ compute
the proof-of-submission, and which the originator may use to validate the proof-of-submission, may be derived from
the bind-tokens (see clauses 8.1.1.1.1.3 and 8.1.1.1.2.2) exchanged when the association was initiated. Alternatively,
the symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a
symmetric-encryption-algorithm is used then the proof-of-submission can only support Non Repudiation of
Submission if the security-policy in force provides for the involvement of a third party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the clause in which the abstract-error is defined.
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Table 6 — Message-submission Abstract-errors

Abstract-error Clause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8.2.2.2
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2 IProbe-submission

The Prob¢-submission abstract-operation enables an MTS-user to submit a probe in order to determine]whethgr or not a
message (the subject-message) could be transferred and delivered to one or more recipient MTS-usets if it Were to be
submitted,

Success of a probe does not guarantee that a subsequently submitted message can actually(be-delivered, but rather that,
currently,|the recipient is valid and the message would encounter no major obstacles to delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation’ determines whether expansion of
the specifjed DL (but not of any nested DLs) would occur.

For any fecipient-names for which redirection would occur, the Probe*submission abstract-operation determines
whether the message could be transferred and delivered to the replacementtecipient.

The MTH-user supplies most of the arguments used for message-submission and the length of the contgnt of the
subject-miessage. The Probe-submission abstract-operation does not culminate in delivery to the intended reg¢ipients of
the subjedt-message, but establishes whether or not the Messagé-submission abstract-operation would be likely to do so.

The succgssful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (but not
that it has|yet performed the probe).

The disruption of the abstract-operation by an abstra¢t*error indicates that the MTS cannot undertake the probg.
8.2.1.2.1 | Arguments

Table 7 lipts the arguments of the Probe-submission abstract-operation, and for each argument qualifies its prdsence and
identifies the clause in which the argument is defined.

Table 7 — Probe-submission Arguments

Argument Presence Clause

Originator. drgument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed o 8.2.1.1.1.3

Recipient-reassignment-prohibited o 8.2.1.1.1.4

Originator-requested-alternate-recipient o 8.2.1.1.1.5

DL-expansion-prohibited o 8.2.1.1.1.6
Conversion Arguments

Implicit-conversion-prohibited (¢} 8.2.1.1.1.9

Conversion-with-loss-prohibited o 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
Delivery Method Argument

Requested-delivery-method (0] 8.2.1.1.1.14
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Table 7 — Probe-submission Arguments

Argument Presence Clause

Physical Delivery Argument
Physical-rendition-attributes o 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
Security Arguments
Originator-certificate o 8.2.1.1.1.25
Probe-origin-authentication-check (0] 8.2.1.2.1.1
Message-seetrity—tabel o $2+4+1+-1-36
Content Arguments
Original-encoded-information-types (0] 8.2.1.1.1.33
Content-type M 8.2.1.1.0.34
Content-identifier (6] 8.2.1°1.35
Content-correlator (6] 821.1.1.36
Content-length o 8.2.1.2.1.2
Notification-type o 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39

8.2.1.2.1.]  Probe-origin-authentication-check

This argument provides any MTA through which the probe is transferted, with a means of authenticating thg
the probg (to provide the Probe Origin Authentication elenmjent-of-service as defined in ITU-T Rg
ISO/IEC ]0021-1). It may be generated by the originator of the probe.

-origin-authentication-check provides proof of the’origin of the probe (Probe Origin Authenticg
sociation between the message-security-label and the content-identifier of the subject-message.

e-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier
ically-encrypted hashed version "of: the probe-origin-authentication-algorithm-identifier;
content-i

origin-authentication-check if they are present in the probe.

-origin-authentication>check may be computed by the originator of the probe using the originato|
ic-encryption-key. The probe-origin-authentication-check may be validated by any MTA through
ansferred, using'the public-asymmetric-encryption-key (subject-public-key) of the originator of
m the originator-certificate.

authentidation-check (e.g., based on symmetric-encryption-techniques) which may be used by MTAs throt
the probelis transferred to authenticate the origin of the probe.

origin of
c. X.400 |

tion), and

and an
and the

entifier and message-security~label of the subject-message. Optional components are included in the probe-

I’s secret-
which the
the probe

r future (versions of this Recommendation | International Standard may define other forms of proTe-origin-

gh which

8.2.1.2.1.2— <Content-length

This argument specifies the length, in octets, of the content of the subject-message. It may be generated by the

originator of the probe.

8.2.1.2.2 Results

Table 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its presence and

identifies the clause in which the result is defined.
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Table 8 — Probe-submission Results

Result Presence Clause
Probe-submission-identifier M 8.2.1.2.2.1
Probe-submission-time M 8.2.1.2.2.2
Content-identifier C 8.2.1.1.1.35
8.2.1.2.2.1 Probe-submission-identifier
This result contains an MTS-identifier that uniquely and unambiguously identifies the probe-submission. It shall be
generated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-delivery

abstract-o

8.2.1.2.2.

This resul

8.2.1.23

Table 9 1
identifies

8.2.1.3

The Cand
previousl

The MTS
returned |

The succq
message.

The disrul

peration, of its ability Or otherwise to deliver the subject-message.
2 Probe-submission-time
t indicates the Time at which the MTS agreed to undertake the probe. It shall be generated'by the M

Abstract-errors

sts the abstract-errors that may disrupt the Probe-submission abstract-operation,-and for each abs
the clause in which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Clause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-fuinction 8.2.2.9
Remote-bind-errok: 8.2.2.10

Cancel-deferred-delivery

el-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of 4
y submitted by that yseér'via the Message-submission abstract-operation.

Luser identifies the'message whose delivery is to be cancelled by means of the message-submission-
y the MTS as aresult of the previous invocation of the Message-submission abstract-operation.

ssful completion of the abstract-operation signifies that the MTS has cancelled the deferred-deliv

fract-error

message

identifier

ery of the

cancelled.

ption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be

The deferred-delivery of a message cannot be cancelled if the message has already been progressed for delivery and/or
transfer within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provided the
originator of the message with proof-of-submission.

8.2.1.3.1

Arguments

Table 10 lists the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument qualifies its
presence and identifies the clause in which the argument is defined.
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Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Clause

Submission Argument

Message-submission-identifier M 8.2.1.3.1.1

8.2.1.3.1.1  Message-submission-identifier

This argument contains the message-submission-identifier of the message whose deferred-delivery is to be cancelled.
It shall be supplied by the MTS-user.

The message-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of a previous
invocation of the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was submitted for

deferred-

8.2.1.3.2
The Canc

8.2.1.3.3

Table 11
abstract-¢

8.2.14

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port

operation
Message-

The MTH
forbidden|

The succq
supersede
Submissi

The abstr
types that|

8.2.14.1

C‘ll \AY S y .
Results
el-deferred-delivery abstract-operation returns an empty result as indication of success.

Abstract-errors

lists the abstract-errors that may disrupt the Cancel-deferred-delivery abstract-operation, and
fror identifies the clause in which the abstract-error is defined.

Table 11 — Cancel-deferred-delivery Abstract-errors

Abstract-error Clause
Deferred-delivery-cancellation-rejected 8223
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

Submission-control

that the MTS-user may invoke, and-the messages that the MTS-user may submit to the MT|
submission abstract-operation.

-user should hold until a lafer time, rather than abandon, abstract-operations and messages

ssful completion of the abstract-operation signifies that the specified controls are now in force. Thes
any previously in (force, and remain in effect until the association is released or the MTS re-in
n-control abstract-operation.

hct-operatiorreturns an indication of any abstract-operations that the MTS-user would invoke, or an
the MTS¢user would submit, were it not for the prevailing controls.

Arguments

Table 12 Li

and identi

28

for each

abstract-
S via the

presently

e controls
vokes the

y message

fies the clause in which the argument is defined.

Table 12 — Submission-control Arguments

Argument Presence Clause

Submission Control Arguments

Restrict o 8.2.1.4.1.1
Permissible-operations (0] 8.2.14.12
Permissible-lowest-priority ¢ 8.2.1.4.1.3
Permissible-maximum-content-length (0] 8.2.14.14
Permissible-security-context o 8.2.14.1.5
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8.2.14.1.1 Restrict

This argument indicates whether the controls on submission-port abstract-operations are to be updated or removed. It
may be generated by the MTS.

This argument may have one of the following values:

update: the other arguments update the prevailing controls;

remove: all controls are to be removed; the other arguments are to be ignored.

In the absence of this argument, the default update shall be assumed.

8.2.14.1.2 Permissible-operations

This arg

ent indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be ge

erated by

the MTS.
This argu

Other subj

In the abs
previous
Probe-sufj

8.2.14.1.

This argu
Message-

ment may have the value allowed or prohibited for each of the following:
message-submission: the MTS-user may/may not invoke the Message-submission abstra¢t-operatio
probe-submission: the MTS-user may/may not invoke the Probe-submission abstractsoperation.

mission-port abstract-operations are not subject to controls, and may be invoked at any time.

ence of this argument, the abstract-operations that the MTS-user may invoke on the MTS are unchar
controls are in force, the MTS-user may invoke both the Message-submission abstract-operatio|
mission abstract-operation.

8 Permissible-lowest-priority

nent contains the priority of the lowest priority message that the MTS-user shall submit to the M
ubmission abstract-operation. It may be generated by the MTS.

This arg@ment may have one of the following values ofithe priority argument of the Message-s

abstract-0

In the abs
is unchan

8.2.14.1.

This argu
the MTS

In the ab
submit to

8.2.14.1.

This argu
that the M
associatio

The pern{
the secur

peration: normal, non-urgent or urgent.

ence of this argument, the priority of the lowest priority message that the MTS-user shall submit td
bed. If no previous controls are in force, the MTS-user may submit messages of any priority.

i Permissible-maximum-content-length

ment contains the content-length; iroctets, of the longest-content message that the MTS-user shall
ia the Message-submission absfract-operation. It may be generated by the MTS.

sence of this argument, the-permissible-maximum-content-length of a message that the MTS
the MTS is unchanged. f no previous controls are in force, the content length is not explicitly limite

b Permissiblessecurity-context

ment tempordtily limits the sensitivity of submission-port abstract-operations (submission-securit
[TS-user may invoke on the MTS. It is a temporary restriction of the security-context established
n was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

issiblesecurity-context comprises one or more security-labels from the set of security-labels estal

ty=context when the association was established.

h; and

lged. If no
h and the

['S via the

Ibmission

the MTS

submit to

user may

.

y-context)
when the

blished as

In the absence of this argument, the security-context of submission-port abstract-operations is unchanged.

8.2.14.2

Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its presence and

identifies

the clause in which the result is defined.
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Table 13 — Submission-control Results

Result Presence Clause

"Waiting" Results

Waiting-operations o 8.2.14.2.1
Waiting-messages o 8.2.1422
Waiting-encoded-information-types o 8.2.1423
Waiting-content-types (¢} 8.2.14.24

8.2.1.4.2.1  Waiting-operations

This result indicates the abstract-operations being held by the MTS-user, and that the MTS-user would invoke on

the MTS

This resul

In the abs
to the M|

8.2.14.2.

This resu
the Messg
user.

This resul

In the abs|
to the M
context ¢

8.2.14.2.

1t were nof for the prevailing controls. It may be generated by the M T S-user.

t may have the value holding or not-holding for each of the following:

message-submission: the MTS-user is/is not holding messages, and would invoké€ the
submission abstract-operation on the MTS if it were not for the prevailing controls; and

probe-submission: the MTS-user is/is not holding probes, and would invoke’ the Probe-s
abstract-operation on the MTS if it were not for the prevailing controls.

ence of this result, it may be assumed that the MTS-user is not holding any,messages or probes for s
S due to the prevailing controls.
P Waiting-messages

t indicates the kind of messages the MTS-user is holding for submission to the MTS, and would 5
ge-submission abstract-operation, if it were not for the prevailing controls. It may be generated by

t may have one or more of the following values:

long-content: the MTS-user has messages ‘held for submission to the MTS which e
permissible-maximum-content-length centrol currently in force;

low-priority: the MTS-user has messages held for submission to the MTS of a lower priorit
permissible-lowest-priority control¢urrently in force;

other-security-labels: the MTS>user has messages held for submission to the MTS bearing
security-labels other than those permitted by the current security-context.

ence of this result, it may be-assumed that the MTS-user is not holding any messages or probes for s
'S due to the permissible-maximum-content-length, permissible-lowest-priority or permissible|
bntrols currently in force.

8 Waiting-enc¢oded-information-types

This res
submissi

t indicates the* encoded-information-types in the content of any messages held by the MT
to the M'ES due to prevailing controls. It may be generated by the MTS-user.

Message-

ibmission

Ibmission

ubmit via
the MTS-

kceed the
y than the

message-

I1bmission
Lsecurity-

b-user for

In the abgence/of'this result, the encoded-information-types of any messages held by the MTS-user for subfission to

the MTS arelunspecified.

8.2.1.4.2.4  Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the MTS due to
prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the content-types of any messages held by the MTS-user for submission to the MTS are
unspecified.

8.2.14.3

Abstract-errors

Table 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstract-error

identifies

30

the clause in which the abstract-error is defined.
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Table 14 — Submission-control Abstract-errors

Abstract-error Clause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

8.2.2 Abstract-errors

This clause defines the following submission-port abstract-errors:
a) Submission-control-violated
b) Element-of-service-not-subscribed

¢) _ Deferred-delivery-cancellation-rejected

d) Originator-invalid

e) Recipient-improperly-specified

f) Message-submission-identifier-invalid
o) Inconsistent-request

h) Security-error

i) Unsupported-critical-function

i) Remote-bind-error.

8.2.2.1 [Submission-control-violated

The Subnpission-control-violated abstract-error reports the violation by thes\MTS-user of a control on submission-port
services inposed by the MTS via the Submission-control service.

The Subnjission-control-violated abstract-error has no parameters

8.2.2.2 lement-of-service-not-subscribed

The Elenjent-of-service-not-subscribed service reportsithat the requested abstract-operation cannot be provided by
the MTS pecause the MTS-user has not subscribed to one of the elements-of-service the request requires.

The Elemnt-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 [Deferred-delivery-cancellation-rejected

The Defefred-delivery-cancellation-rejected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
message, ither because the message ‘has already been progressed for transfer and/or delivery, or because thelMTS had
provided the originator with proof-of-submission.

The Defefred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 (Originator-invalid

The Originator-invalid* abstract-error reports that the message or probe cannot be submitted because the or|ginator is
incorrectly identified.

The Origipatdi-invalid abstract-error has no parameters.

8.2.2.5 Recipient-improperly-specified

The Recipient-improperly-specified abstract-error reports that the message or probe cannot be submitted because one or
more recipients are improperly specified.

The Recipient-improperly-specified abstract-error has the following parameters, generated by the MTS:
improperly-specified-recipients: the improperly specified recipient-name(s).
8.2.2.6 Message-submission-identifier-invalid

The Message-submission-identifier-invalid abstract-error reports that the deferred-delivery of a message cannot be
cancelled because the specified message-submission-identifier is invalid, or identifies a message submitted by another
MTS-user.

The Message-submission-identifier-invalid abstract-error has no parameters.
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8.2.2.7

Inconsistent-request

The Inconsistent-request abstract-error reports that the requested abstract-operation cannot be provided by the MTS
because the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.

8.2.2.8 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS or
MTS-user because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters:

security-problem: an identifier for the cause of the violation of the security-policy.

The use of the following security-error codes is dependent on the security-policy and the implementation of security

functions
monitors
operation

In particular, these security-error codes may be used by a pervasive security monitor funeti
he routine operation of a UA, MS or MTA and ensures that the security-policy is not violated(by-t
of the MHS component.

The secyrity-problem parameter may have one of the following values for the Message-subm
mission abstract-operations:

Probe-sulj

The secur

@)

b)

The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot besupported;

unauthorised-dl-name: the recipient MTS-user OR-name identifies a DL whose use is unauth
security reasons;

NOTE - If the MTA is unable to determine that the OR-name idefitifies a DL then the value unauthorise
name may be used instead.

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for securit
unauthorised-recipient-name: the recipient MTS>user OR-name is unauthorised for security 1

unknown-security-label: the security policy;identifier in the message security label is not recq
the MTA. Such a policy is not supportedsby'the MTA.

The following values indicate an error¥ithin the security system:

invalid-security-label: the security*policy identifier in the message security label identifie
which is known to the MTA, but which is not acceptable to that system;

mandatory-parameter-absence: a mandated security element for compliance with the security
force is absent;

operation-security-failure: the submission operation failed for security reasons;

security-context-failure: the message security label is incompatible with the security-context i

ity-problem parameter may have one of the following values for the Submission-control abstract-opd

2)

b)

The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;

security-services-refusal: the security services requested cannot be supported.

n, which
he normal

ission or

orised for
I-recipient-

y reasons;
Pasons;

gnised by

a policy

-policy in

h force.

ration:

The following values indicate an error within the security system:

incompatible-change-with-original-security-context: the proposed permissible-security-context is not

a subset of the original security-context;

mandatory-parameter-absence: a mandated security element for compliance with the security-policy in

force is absent;

operation-security-failure: the Submission-control operation failed for security reasons.

8.2.2.9 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.
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8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and the
UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation via an MS.

The Remote-bind-error abstract-error has no parameters.

8.3 Delivery Port

This clause defines the abstract-operations and abstract-errors which occur at a delivery-port.

8.3.1 Abstract-operations

This clauge-defires-the-foHowing-dehvery-portabstract-operations:

) Message-delivery

b) Report-delivery

c) Delivery-Control.

8.3.1.1 [Message-delivery

The Messpge-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

The MTS}user shall not refuse delivery of a message unless the delivery would vielate the Delivery-control rstrictions
then in fofce.

8.3.1.1.1 | Arguments

Table 15 [lists the arguments of the Message-delivery abstract-operation, and for each argument qualifies it§ presence
and identffies the clause in which the argument is defined.

Table 15 — Message-delivery Arguments

Argument Presence Clause

Delivery Arguments

Message-delivery-identifier M 83.1.1.1.1

Message-delivery-time M 8.3.1.1.1.2

Message-submission<time M 8.2.1.1.2.2

Trace-information 0] 12.2.1.1.1.3

Internal-trace-information o 12.2.1.1.1.4
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

This-recipient-name M 83.1.1.1.3

Originally-intended-recipient-name C 8.3.1.1.14

Redirection-history C 8.3.1.1.1.5

Otherrecipient-pames C 83116

DL-expansion-history C 8.3.1.1.1.7

DL-exempted-recipients o 8.2.1.1.1.40
Priority Argument

Priority C 8.2.1.1.1.8
Conversion Arguments

Implicit-conversion-prohibited C 8.2.1.1.1.9

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Converted-encoded-information-types C 8.3.1.1.1.8
Delivery Method Argument

Requested-delivery-method C 8.2.1.1.1.14
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Table 15 — Message-delivery Arguments

Argument Presence Clause
Physical Delivery Arguments
Physical-forwarding-prohibited c* 8.2.1.1.1.15
Physical-forwarding-address-request c* 8.2.1.1.1.16
Physical-delivery-modes c* 8.2.1.1.1.17
Registered-mail-type c* 8.2.1.1.1.18
Recipient-number-for-advice c* 8.2.1.1.1.19
Physical-rendition-attributes c* 8.2.1.1.1.20
Originator-retutnaddress v $2+4+-24
Physical-delivery-report-request c* 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1:25
Message-token C 8.2.1°1.1.26
Content-confidentiality-algorithm-identifier C 82 V1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Multiple-originator-certificates o 8.2.1.1.1.41
Recipient-certificate 0] 8.2.1.1.1.42
Certificate-selectors O 8.2.1.1.1.43
Certificate-selectors-override o 8.2.1.1.1.44
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content M 8.2.1.1.1.37
NOTE|- C* indicates that these arguments (are normally absent for non-PD-recipients but may appear in special [cases (e.g.
redirection).
8.3.1.1.1.] @ Message-delivery-identifier
This argument contains an M I'Szidentifier that distinguishes the message from all other messages at the delivery-port.
It shall bg generated by the-MTS, and shall have the same value as the message-submission-identifier supplied to the
originator] of the messageswhen the message was submitted.
8.3.1.1.1.2  Message-delivery-time
This argument,eonitains the Time at which delivery occurs and at which the MTS is relinquishing responsibiljity for the
message. [t shal’be generated by the MTS.
In the case of physical detivery, this argument indicates the Iime at which the PDAU has taken responsibility for

printing and further delivery of the message.

The value of this argument shall be the same as the value of the message-delivery-time argument reported to the
originator of the message (see 8.3.1.2.1.9) in a delivery-report.

8.3.1.1.1.3  This-recipient-name

This argument contains the OR-name of the recipient to whom the message is being delivered. It shall be generated by
the MTS.

The value of this argument shall be the same as the corresponding value of the recipient-name argument (i.e., the one
that caused the message to be delivered to this recipient) which was present in the message immediately prior to
delivery.
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The this-recipient-name contains the OR-name of the individual recipient, i.c., shall not contain the OR-name of a
DL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained
in the originally-intended-recipient-name argument.

8.3.1.1.1.4  Originally-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing
message-delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a
result of DL-expansion or redirection.

8.3.1.1.1.5  Redirection-history

This argyment documents the redirection events which bhave occurred during the transfer of the message through
the MTS.|It shall be generated by the MTS if redirection has occurred. For each redirection event that has)ofcurred, it
contains the OR-name of the intended recipient prior to the redirection, the time at which redirection gesurrad, and the
reason fot the redirection.

The redirjection-reason has one of the following values:

recipient-assigned-alternate-recipient: the intended-recipient of the message requested| that the
message be redirected to a recipient-assigned-alternate-recipient; the originator of the message did not
prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected-the message to the fecipient-
assigned-alternate-recipient;

originator-requested-alternate-recipient: the message could net"be delivered to the intended-recipient
or recipient-assigned-alternate-recipient (if registered); the originator-requested-alternatetrecipient
argument identified an alternate-recipient requested by the otiginator of the message; the MTS fredirected
the message to the originator-requested-alternate-recipient;

recipient-MD-assigned-alternate-recipient: the recipiént-name argument did not identify 4 recipient
MTS-user; the alternate-recipient-allowed argumient generated by the originator of thg message
allowed delivery to an alternate-recipient; thesMTS redirected the message to an alternatd-recipient
assigned by the recipient-MD to receive such messages;

directory-look-up: the OR-address of the intended-recipient did not identify a recipient MT§-user; the
OR-name of that intended-recipient alsa contained a directory-name which was used to obtaifp from the
Directory a different OR-addressfor that intended-recipient; the MTS redirected the message to the
replacement OR-address for that intended-recipient.

alias: the recipient-name argument did not contain a preferred address of the specified MT§-user; the
MTS redirected the message to a preferred address of that MTS-user.

WOTE 1 — The distinction between preferred and non-preferred addresses is established by local configuration.

Some syptems conforming te.\earlier versions of this Specification may not support the values| alias or
directorytlook-up. These vdlues shall not be transmitted to systems that do not support them, except by bilateral
agreemenf.
NOTE|2 — In order to‘achieve this, it is recommended that MTA implementations intended for use at the boundary between old
and nev systems (&g, at domain boundaries) be provided with a configurable facility to modify the redirection-hiftory. This
facility] would replace alias by recipient-assigned-alternate-recipient or replace directory-look-up by originatof-assigned-
alternate-recipient as required when transferring to specified adjacent MTAs.

8.3.1.1.1.¢ \ "VOther-recipient-names

If the originator of the message requested disclosure of other recipients, this argument contains the OR-names of the
originally-specified recipients other than the one (if any) identified by either the originally-intended-recipient-name
argument, if present, or else by the this-recipient-name argument. This argument shall be generated by the MTS if, and
only if, the message-submission abstract-operation had the disclosure-of-other-recipients argument set to disclosure-
of-other-recipients-requested and there is at least one such other recipient.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

NOTE - If DL expansion has been performed, the OR-names of the DL’s members are not disclosed. The OR-name of the DL
is disclosed if, and only if; it is that of an originally-specified recipient.
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8.3.1.1.1.7  DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipients to the copy
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the MTS if any
DL-expansion has occurred.

8.3.1.1.1.8  Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if conversion took
place. It may be generated by the MTS.

8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and
identifies the clause in which the result is defined.

Table 16 — Message-delivery Results

Result Presence Clause

Proof of Delivery Results
Recipient-certificate

o

&3 1.2.1
Proof-of-delivery C 8.3.1.1.2.2

8.3.1.1.2.1 Recipient-certificate

This argument contains the certificate of the recipient of the message. It shall-be generated by a trusted soudce (e.g., a
certificatipn-authority), and may be supplied by the recipient of the message, if the originator of the message|requested
proof-of-flelivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algorithm is used to compute the proof-ofidelivery.

The recipient-certificate may be used to convey a verified “copy of the public-asymmetric-encryption-key
(subject-lrublic-key) of the recipient of the message.

The recifjient’s public-asymmetric-encryption-key may be, used by the originator of the message to validate the
proof-of-flelivery.

8.3.1.1.2.2  Proof-of-delivery

This argument provides the originator of the message with proof that the message has been delivered to the refipient (to
provide the Proof of Delivery element-of-service as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1). Deppnding on
the encryption-algorithm used and the security-policy in force, this argument may also provide the Non Repydiation of
Delivery glement-of-service (as definedyin ITU-T Rec. X.400 | ISO/IEC 10021-1). It shall be generated by th¢ recipient
of the megsage, if the originator of the message requested proof-of-delivery (see 8.2.1.1.1.32).

The proof-of-delivery is computed using the algorithm identified by the proof-of-delivery-algorithm-identifier (an
algorithnp-identifier).

The pro¢f-of-delivery “contains the proof-of-delivery-algorithm-identifier, and an encrypted functiop (e.g., a
compressed or hashed version) of the proof-of-delivery-algorithm-identifier, the delivery-time, and|the this-
recipientinames-thé originally-intended-recipient-name, the message content, the content-identifier| and the
message-ecurity-label of the delivered message. Optional components are included in the proof-of-delivery if they
are preseftiin,the delivered message. The proof-of-delivery is computed using the message content as delipered (i.e.
either unencrypted or encrypted).

Receipt of this argument provides the originator of the message with Proof of Delivery of the message to the recipient.
Non-receipt of this argument provides neither Proof of Delivery nor proof of non-delivery (unless a secure route and
trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-delivery may be computed by the recipient of the message
using the recipient’s secret-asymmetric-encryption-key. The originator of the message may validate the proof-of-
delivery using the recipient’s public-asymmetric-encryption-key (subject-public-key) derived from the
recipient-certificate. An asymmetric proof-of-delivery may also provide for Non Repudiation of Delivery subject to
availability of an appropriate Public Key infrastructure.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the proof-of-
delivery, and by the originator to validate the proof-of-delivery. If a symmetric-encryption-algorithm is used then the
proof-of-delivery can only provide Non Repudiation of Delivery if the security-policy in force provides for the
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involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not
currently defined by this Service Definition.

8.3.1.1.3

Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error

identifies

the clause in which the abstract-error is defined.

Table 17 — Message-delivery Abstract-errors

Abstract-error Clause
Delivery-control-violated 8.3.2.1
Security-error 8.3.2.3
Unsupported-critical-function 8.3.24

8.3.1.2 [Report-delivery

The Repd
previous 1

For the
non-deliv

For the P
could be

A single
occurrend
occurrend
recipients

An invod
occurreng

The MTS
Delivery-

8.3.1.2.1

Table 18
identifies

rt-delivery abstract-operation enables the MTS to acknowledge to the MTS-user oneler more outdomes of a
nvocation of the Message-submission or Probe-submission abstract-operations.
Message-submission abstract-operation, the Report-delivery abstract-operation “indicates the dg¢livery or
ery of the submitted message to one or more recipients.
obe-submission abstract-operation, the Report-delivery abstract-operation‘indicates whether or not f message
lelivered, or a DL-expansion could occur, if the message were to be submitted.
invocation of the Message-submission or Probe-submissiomn, abstract-operation may provoke several
es of the Report-delivery abstract-operation, each coveriig one or more intended recipients.|A single
e of the Report-delivery abstract-operation may report. on both delivery and non-delivery tof different
ation of the Message-submission or Probe-submission abstract-operation by one MTS-user may provoke
es of the Report-delivery abstract-operation to another MTS-user, i.e., reports delivered to the owner|of a DL.
-user shall not refuse to accept the delivery, of a report unless the delivery of the report would Yiolate the
Control restrictions then in force.
Arguments
ists the arguments of the Report-delivery abstract-operation, and for each argument qualifies its pregsence and
the clause in which the argument is defined.
Table 18 — Report-delivery Arguments
Argument Presence Clause
Subject Strbmission Argument
Subject-submission-identifier M 8.3.1.2.1.1
Recipient Arguments
Actal-recipient-name M R31212
Originally-intended-recipient-name C 83.1.1.14
Redirection-history C 8.3.1.1.1.5
Originator-and-DL-expansion-history C 8.3.1.2.1.3
Reporting-DL-name C 83.1.2.14
Report Envelope Arguments
Redirection-history C 8.3.1.2.1.5
Trace-information ¢ 12.2.1.1.1.3
Internal-trace-information (0] 12.2.1.1.1.4
Reporting-MTA-name C 8.3.1.2.1.17
Conversion Arguments
Converted-encoded-information-types C 8.3.1.2.1.6
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Table 18 — Report-delivery Arguments

Argument Presence Clause

Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1.7

Physical-forwarding-address C 8.3.1.2.1.8
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.9

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Nen-delvery—reasoneode c 83424

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1122

Reporting-MTA-certificate C 8.3(1n21.13

Report-origin-authentication-check C 8.371.2.1.14

Message-security-label C 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16

8.3.1.2.1.1 Subject-submission-identifier

This argument contains the message-submission-identifier or the probe-submission-identifier of the subj
report. It $hall be supplied by the MTS.

8.3.1.2.1.2  Actual-recipient-name

This argument contains the OR-name_of\a recipient of the message. It shall be generated by the origina
message, pr by the MTS if the message has been redirected or DL-expanded. A different value of this argume
specified for each recipient of the subject to which this report relates.

In the cage of a delivery report, the actual-recipient-name is the name of the actual recipient of the messag
the same palue as the this-recipient-name argument of the delivered message. In the case of a non-delivery-
actual-refipient-name is.the’OR-name of the recipient to which the message was being directed when the
non-delivpry was encountered.

The actulal-recipient-name may be an originally-specified recipient-name, or the OR-name of a re
recipient [to which the message has been redirected, or the OR-name of a DL-member if the message
DL-exparjded. If the message has been redirected or DL-expanded, the OR-name of the originally-specified 1|

ect of the

tor of the
ht shall be

e, and has
eport, the
eason for

blacement
has been
beipient is

contained! t-

The actual-recipient-name contains the OR-name of an individual recipient or DL.

8.3.1.2.1.3  Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and associated times which document the history of the origin of the
subject-message. The first OR-name in the sequence is the OR-name of the originator of the subject, and the
remainder of the sequence is a sequence of OR-names of the DLs that have been expanded in directing the subject
towards the recipient (the latter being the same as the DL-expansion-history). It shall be generated by the originating-

MTA of the report if any DL-expansion has occurred on the subject.

The originator-and-DL-expansion-history contains the OR-name of the originator of the subject and each DL, and

the Time at which the associated event occurred.
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8.3.1.2.14  Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DL. It shall be generated
by a DL-expansion-point (an MTA) when forwarding a report to the owner of the DL, in line with the reporting-policy
of the DL.

The reporting-DL-name contains the OR-name of the DL forwarding the report.

8.3.1.2.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the report through the MTS.
It shall be generated by the MTS if redirection of the report has occurred. For each redirection event that has occurred, it
contains the report-destination-name prior to the redirection, the time at which redirection occurred, and the reason
for the redirection. The values for redirection-reason are defined in 8.3.1.1.1.5, except that originator-requested-
alternate-rec1plent is not apphcable to reports

the report,

whereds the Repor‘c Envelope Argument Redlrectlon hlstory contams the Redlrectron hlstory of the report 1tself

8.3.1.2.1.¢ Converted-encoded-information-types

This argyiment identifies the encoded-information-types of the subject-message content after conversion, if
conversioh took place. For a report on a message, this argument indicates the actual encoded-information-types of the
converted message content. For a report on a probe, this argument indicates the encoded-information{types the
subject-miessage content would have contained after conversion, if the subject-message were to have been submitted. It
may be g¢nerated by the MTS. A different value of this parameter may be specified. foreach recipient of the [subject to
which the|report relates.

8.3.1.2.1.7 Supplementary-information

This argyment may contain information supplied by the originator of¢the report, as a printable string. It may be
generated| by the originating-MTA of the report or an associated access<unit. A different value of this argument may be
specified for each intended recipient of the subject to which the report relates.

Suppleme¢ntary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion facilify. It may
contain a Received Answer-back, Telex Transmission Duration; or Note and Received Recorded Message as 3 printable
string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the repoft itself, to
convey pifintable information to the originator of theZmessage.

8.3.1.2.1. Physical-forwarding-address

This argument contains the new postal-OR-address of the physical-recipient of the message. It may be generated by
the assodiated PDAU of the originating-MTA of the report, if the originator of the message reqested the
physical-forwarding-address of the recipient (see 8.2.1.1.1.16). A different value of this argument may be sp¢cified for
each interjded recipient of the subject-message to which the report relates.

8.3.1.2.1.9  Message-delivery-time

This argument contains-the Time at which the subject-message was (or would have been) delivered to thg recipient
MTS-useg. It shall be" generated by the MTS if the message was (or would have been) successfully delivered. A
different yalue,ofthis argument may be specified for each intended-recipient of the subject to which the report| relates.

In the cage.of/physical delivery, this argument indicates the Time at which the PDAU has taken respongibility for
printing and furtier defivery of the message.

If the subject-message was delivered, the value of this argument shall be the same as the value of the message-delivery-
time argument of the delivered message (see 8.3.1.1.1.2).

8.3.1.2.1.10 Type-of-MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have been) delivered. It
shall be generated by the MTS if the message was (or would have been) successfully delivered. A different value of this
argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:
public: a UA owned by an Administration;

private: a UA owned by other than an Administration;

ITU-T Rec. X.411 (06/1999) 39


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

ms: a message-store;

DL: a distribution-list;

PDAU: a physical-delivery-access-unit (PDAU);
physical-recipient: a physical-recipient of a PDS;

other: an access-unit of another kind.

8.3.1.2.1.11 Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in the case of a
probe, would have failed). It shall be generated by the MTS if the message was (or would have been) unsuccessfully
delivered. A different value of this argument may be specified for each intended-recipient of the subject to which the
report relates.

This argu ment may have one of the f‘n"n\x/ing values:

transfer-failure: indicates that, while the MTS was attempting to deliver or probe delivgry of the
subject-message, some communication failure prevented it from doing so;

unable-to-transfer: indicates that, due to some problem with the subject itself, the" MTS [could not
deliver or probe delivery of the subject-message;

conversion-not-performed: indicates that a conversion necessary for the ‘délivery of th¢ subject-
message was (or would be) unable to be performed;

physical-rendition-not-performed: indicates that the PDAU was unable to physically render the
subject-message;
physical-delivery-not-performed: indicates that the PDS,was unable to physically d¢liver the
subject-message;
restricted-delivery: indicates that the recipient subscribes-to the restricted-delivery element-of-service

(as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1)which prevented (or would prevent) the delivery of
the subject-message;

directory-operation-unsuccessful: indicates, that*the outcome of a required Directory operption was
unsuccessful;

deferred-delivery-not-performed: indicates that a request for deferred delivery of the subjedt-message
was unable to be performed;

transfer-failure-for-security-reason? indicates that, while the MTS was attempting to delive} or probe
delivery of the subject-messagesa security failure prevented it from doing so.

Other ndn-delivery-reason-codes may~be specified in addenda or future versions of this Recommjendation |
Internatiopal Standard.

Further infformation on the nature,of the problem preventing delivery is contained in the non-delivery-diagngstic-code
argument

8.3.1.2.1.]2 Non-delivery-diagnostic-code

This argument contains-a’ code indicating the nature of the problem which caused delivery or probing of delivery of the
subject-message, to_fail. It may be generated by the MTS if the message was (or would have been) unsuccessfully
delivered{ A different value of this argument may be specified for each intended-recipient of the subject to [which the
report relgtes,

This argument may have one of the following values:

unrecognised-OR-name: the recipient-name argument of the subject does not contain an OR-name
recognised by the MTS;

ambiguous-OR-name: the recipient-name argument of the subject identifies more than one potential
recipient (i.e., is ambiguous);

MTS-congestion: the subject could not be progressed, due to congestion in the MTS;
loop-detected: the subject was detected looping within the MTS;

recipient-unavailable: the recipient MTS-user was (or would be) unavailable to take delivery of the
subject-message;

maximum-time-expired: the maximum time for delivering the subject-message, or performing the
subject-probe, expired;
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encoded-information-types-unsupported: the encoded-information-types of the subject-message are
unsupported by the recipient MTS-user;

content-too-long: the content-length of the subject-message is too long for the recipient MTS-user to
take delivery (exceeds the deliverable-maximum-content-length);

conversion-impractical: a conversion required for the subject-message to be delivered is impractical;

implicit-conversion-prohibited: a conversion required for the subject-message to be delivered has been
prohibited by the originator of the subject (see 8.2.1.1.1.9);

implicit-conversion-not-subscribed: a conversion required for the subject-message to be delivered has
not been subscribed to by the recipient;

invalid-arguments: one or more arguments in the subject was detected as being invalid;

content-syntax-error: a syntax error was detected in the content of the subject-message (not applicable
to subject-probes);

size-constraint-violation: indicates that the value of one or more parameters(s) of the subjedt violated
the size constraints defined in this Service Definition, and that the MTS was not preparéd-to handle the
specified value(s);

protocol-violation: indicates that one or more mandatory argument(s) were missingfrom the siibject;

content-type-not-supported: indicates that processing of a content-type notSupported by the]MTS was
(or would be) required to deliver the subject-message;

too-many-recipients: indicates that the MTS was (or would be) unablejto deliver the subjedt-message
due to the number of specified recipients of the subject-message (see 8.2.1.1.1.2);

no-bilateral-agreement: indicates that delivery of the subject‘mgssage required (or would fequire) a
bilateral agreement where no such agreement exists;

unsupported-critical-function: indicates that a critical, function required for the transfer or delivery of
the subject-message was not supported by the originating-MTA of the report;

conversion-with-loss-prohibited: a conversion required for the subject-message to be delivefed would
have resulted in loss of information; conversion With loss of information was prohibited by theoriginator
of the subject (see 8.2.1.1.1.10);

line-too-long: a conversion required for fhi¢-Subject-message to be delivered would have resulfed in loss
of information because the original linelength was too long;

page-split: a conversion required for-the subject-message to be delivered would have resulted|in loss of
information because an original page would be split;

pictorial-symbol-loss: a conversion required for the subject-message to be delivered wguld have
resulted in loss of information because of a loss of one or more pictorial symbols;

punctuation-symbol-loss: a conversion required for the subject-message to be delivered wpuld have
resulted in loss of information because of a loss of one or more punctuation symbols;

alphabetic-character-loss: a conversion required for the subject-message to be delivered wpuld have
resulted inJoss’of information because of a loss of one or more alphabetic characters;

multiple-information-loss: a conversion required for the subject-message to be delivered wpuld have
resulted in multiple loss of information;

recipient-reassignment-prohibited: indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited redirection to a recipient-lassigned-

a|tel:nate-l:ecip]'enf (see 82111 A);

redirection-loop-detected: the subject-message could not be redirected to a replacement recipient
because that recipient had previously redirected the message (redirection-loop);

DL-expansion-prohibited: indicates that the MTS was (or would be) unable to deliver the subject-
message because the originator of the subject prohibited the expansion of DLs (see 8.2.1.1.1.6);

no-DL-submit-permission: the originator of the subject (or the DL of which this DL is a member, in the
case of nested DLs) does not have permission to submit messages to this DL;

DL-expansion-failure: indicates that the MTS was unable to complete the expansion of a DL;

physical-rendition-attributes-not-supported: the PDAU does not support the physical-rendition-
attributes requested (see 8.2.1.1.1.20);

undeliverable-mail-physical-delivery-address-incorrect: the subject-message was undeliverable
because the specified recipient postal-OR-address was incorrect;
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undeliverable-mail-physical-delivery-office-incorrect-or-invalid: the subject-message was
undeliverable because the physical-delivery-office identified by the specified recipient postal-
OR-address was incorrect or invalid (does not exist);

undeliverable-mail-physical-delivery-address-incomplete: the subject-message was undeliverable
because the specified recipient postal-OR-address was incompletely specified;

undeliverable-mail-recipient-unknown: the subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address was not known at that address;

undeliverable-mail-recipient-deceased: the subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address is deceased;

undeliverable-mail-organization-expired: the subject-message was undeliverable because the recipient
organization specified in the recipient postal-OR-address has expired;

undeliverable-mail-recipient-refused-to-accept: the subject-message was undeliverable because the

ty.errors, this argument may have one of the following values:

recipient speciiied 1 the recipient postal-OK-address refused 1o accept 1t;

undeliverable-mail-recipient-did-not-claim: the subject-message was undeliverable\ be¢ause the
recipient specified in the recipient postal-OR-address did not collect the mail;

undeliverable-mail-recipient-changed-address-permanently: the subject-message’was undeliverable
because the recipient specified in the recipient postal-OR-address had changed-address pefmanently
('moved'), and forwarding was not applicable;

undeliverable-mail-recipient-changed-address-temporarily: the subjectsmessage was undeliverable
because the recipient specified in the recipient postal-OR-address had\changed address tempgrarily (‘on
travel'), and forwarding was not applicable;

undeliverable-mail-recipient-changed-temporary-address: (the-subject-message was undeliverable
because the recipient specified in the recipient postal-OR~address had changed temporarfy address
('departed'), and forwarding was not applicable;

undeliverable-mail-new-address-unknown: the subject-message was undeliverable beg¢ause the
recipient has moved and the recipient’s new addres§ is“anknown;

undeliverable-mail-recipient-did-not-want-forwarding: the subject-message was undeliverable
because delivery would have required physical-forwarding which the recipient did not want;

undeliverable-mail-originator-prohibited-forwarding: the physical-forwarding required| for the
subject-message to be delivered hastbeen prohibited by the originator of the subject-medsage (see
8.2.1.1.1.15);

secure-messaging-error: the subject could not be progressed because the message security lapel would
violate the security-policy in(force, which goes against the security context;

unable-to-downgrade:-the subject could not be transferred because it could not be downggaded (see
Annex B of ITU-T Rec:-X.419 | ISO/IEC 10021-6);

unable-to-complete-transfer: receiving system has indicated that it is permanently unable tof complete
transfer of the subject; for example, when the transfer is of such a size that it could never be acdepted;

transfer-attempts-limit-reached: the maximum number or time duration of repeat attempts fo transfer
the subject was reached;

incorrect-notification-type: the subject-message contained a notification-type argument whigh did not
eorrespond to its content.

a)

The following values indicate a security violation by the user:

DL-expansion-prohibited-by-security-policy: the subject-message was addressed to a DL, but the
security policy prohibited expansion of that DL;

forbidden-alternate-recipient: the subject-message would have been redirected, but the new recipient is
unacceptable for security reasons;

security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be supported;

unauthorised-DL-member: the DL-expansion was not performed because the MTA discovered that one
of the members of the DL was prohibited by the security policy from receiving this message;

unauthorised-DL-name: The MTA has detected that the recipient OR-name identifies a DL but the
local security policy does not permit the onward transfer towards the DL-expansion point;
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unauthorised-originally-intended-recipient-name: the OR-name of the originally intended recipient of
the redirected or DL-expanded message is unauthorised for security reasons;

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for security reasons;
unauthorised-recipient-name: the recipient MTS-user OR-name is unauthorised for security reasons;

unreliable-system: delivery of the subject-message would require that the subject-message be
transferred to an insecure system, which is incompatible with the message security label.

b) The following values indicate an error within the security system:

authentication-failure-on-subject-message: validation of the content-integrity-check, message-origin-
authentication-check, or message-token (i.e. signature, or any other token data) argument of the
subject-message failed, and therefore the contents of the subject-message could not be authenticated or
validated;

decryption-failed: the subject-message content could not be decrypted;

decryption-key-unobtainable: the required key could not be obtained to decrypt the miesgage-token
encrypted-data or for content confidentiality;

double-envelope-creation-failure: the security policy required the creation of an otter ervelope to
protect the subject-message. However, the MTA was unable to create the outer enyelope;

double-enveloping-message-restoring-failure: the subject-message containgd \dn inner envglope, but
failure of security services on the outer envelope prevented the MTA from extracting the innef message
for subsequent processing;

failure-of-proof-of-message: a fault was detected in the proef-of security argumenfs in the
subject-message;

integrity-failure-on-subject-message: validation of the ‘content-integrity-check argument of the
subject-message failed, and therefore the contents of the subject-message could not be validated;

invalid-security-label: the security policy identifier-in the message security label identifieg a policy
which is known to the recipient UA or MTA, but whicl/is not acceptable to that system;

key-failure: the required keys could not be obtained;

mandatory-parameter-absence: a mandated security element for compliance with the security-policy in
force is absent;

operation-security-failure: the transfér'or delivery operation failed for security reasons;

repudiation-failure-of-message:-the security policy required use of a signature with non-r¢pudiation
properties, but the subject-message was not signed with a non-repudiable signature on originatipn;

security-context-failure-message: the message security label is incompatible with the securify-context
in force;

token-decryption-failed: the message token could not decrypted;
token-error: an-error has been detected with the message-token argument of the subject-message;

=]

unknown-security-label: the security policy identifier in the message security label is not recdgnised by
the recipient UA or MTA. Such a policy is not supported by that system;

unsupported-algorithm-identifier: the recipient does not support the algorithm identifiers uped in the
secrity argument of the subject-message;

unsupported-security-policy: the recipient does not support the required security-policy, as idpntified in
the message-security-label argument of subject-message.

Other non-delivery-diagnostic-codes may be specified in addenda or future versions of this Recommendation |
International Standard.

8.3.1.2.1.13 Reporting-MTA-certificate

This argument contains the certificate of the MTA that generated the report. It shall be generated by a trusted source
(e.g., a certification-authority), and may be supplied by the reporting-MTA if a report-origin-authentication-check is
supplied.

The reporting-MTA-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the reporting-MTA.

The reporting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message, and any MTA
through which the report is transferred, to validate the report-origin-authentication-check.
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8.3.1.2.1.14 Report-origin-authentication-check

This argument provides the originator of the subject-message (or -probe), and any other MTA through which the report
is transferred, with a means of authenticating the origin of the report (to provide the Report Origin Authentication
element-of-service as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generated by the reporting-MTA if a
message- (or probe-) origin-authentication-check was present in the subject.

The report-origin-authentication-check provides proof of the origin of the report (Report Origin Authentication), and
proof of association between the message-security-label and the report.

The report-origin-authentication-check is computed using the algorithm identified by the report-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The report-origin-authentication-check contains the report-origin-authentication-algorithm-identifier and an
asymmetrically-encrypted hashed version of:

= = = = T,
the content-identifier of the subject;
the message-security-label of the subject;
and all values of the following (per-recipient) arguments:
the actual-recipient-name,
the originally-intended-recipient-name, and:
for a delivery-report:
the message-delivery-time,
the type-of-MTS-user,

the recipient-certificate if requested by the originatpt of the message for recipients to which the
report relates,

the proof-of-delivery if requested by the originator of the message for recipients to which|the report
relates and if the report is on a message; or

for a non-delivery-report:
the non-delivery-reason-code, and

the non-delivery-diagnostic-codé:
Optional omponents are included in the report-erigin-authentication-check if they are present in the report,

The repgrt-origin-authentication-check qmay be computed by the reporting-MTA using the reportimg-MTA’s
secret-asymmetric-encryption-key. The report-origin-authentication-check may be validated by the origingtor of the
subject, gnd any MTA through which the report is transferred, using the reporting-MTA’s public-asymmetric-
encryptioh-key (subject-public-key),derived from the reporting-MTA-certificate.

Addenda pr future versions of this Recommendation | International Standard may define other forms of report-origin-
authentidation-check (e.gl, based on symmetric-encryption-techniques) which may be used by MTAs throygh which
the report]is transferred.«to authenticate the origin of the report.

8.3.1.2.1.]15 Content-type

This argyment identifies the type of the content of the message (see 8.2.1.1.1.34). It shall be generatgd by the
reporting{MTA. This argument may be absent on reception only if the report has been originated from or tfansferred
through a+984syster

8.3.1.2.1.16 Returned-content

This argument contains the content of the subject-message if the originator of the subject-message indicated that the
content was to be returned (see 8.2.1.1.1.23). It shall be generated by the originator of the message, and may be
returned by the MTS (if the reporting-MTA or originating-MTA supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery, and if the recipient
of the report is the originator of the subject-message (and not, for example, the owner of a DL (see 8.3.1.2.1.4)).

This argument shall not be present if any encoded-information-type conversion has been performed on the content of
the subject-message.
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8.3.1.2.1.17 Reporting-MTA-name

This argument identifies the MTA which created the report. It comprises an MTA-name, a global-domain-identifier,
and optionally a directory-name of an MHS Message Transfer Agent (see A.1.3 of ITU-T Rec.X.402 |
ISO/IEC 10021-2). It may be generated by the reporting-MTA, but shall be generated by the reporting-MTA if required
by the security policy in force.
NOTE 1 — Independent of any use for security purposes, this argument may be used for diagnostic purposes to indicate the MTA
which generated the report.

NOTE 2 — The internal-trace-information also contains the name of the reporting-MTA. In environments where the
internal-trace-information is not deleted at any point between originator and recipient, the internal-trace-information may be used
as an alternative to this argument.

NOTE 3 — When used with services such as report-origin-authentication or proof-of-delivery, a typical security policy would
require that this parameter is generated whenever such services are invoked.

8.3.1.2.2 Results

The Repoft-delivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3 | Abstract-errors

Table 19 [lists the abstract-errors that may disrupt the Report-delivery abstract-operation, and/or each absfract-error
identifies the clause in which the abstract-error is defined.

Table 19 — Report-delivery Abstract-errors

Abstract-error Clause
Delivery-control-violated 8.3.2.1
Security-error 8.3.2.3
Unsupported-critical-function 8.3.2.4

8.3.1.3 [Delivery-control

The Deliyfery-control abstract-operation enables the MTS=user to temporarily limit the delivery-port abstract-pperations
that the MTS may invoke, and the messages that the MTS may deliver to the MTS-user via the Messagp-delivery
abstract-ojperation.

The MTS|shall hold until a later time, rather than abandon, abstract-operations and messages presently forbidden.

The succgssful completion of the abstract-operation signifies that the specified controls are now in force. Thede controls
supersedd any previously in force, and\rémain in effect until the association is released, the MTS-user re-iffvokes the
Delivery-fontrol abstract-operation, or' the MTS-user invokes the administration-port Register abstract-operation to
impose cdnstraints more severe than the specified controls.

The abstrpct-operation returns.an indication of any abstract-operations that the MTS would invoke, or any message
types that|the MTS would deliver or report, were it not for the prevailing controls.

8.3.1.3.1 | Arguments

Table 20 lists th&watguments of the Delivery-control abstract-operation, and for each argument qualifies its prgsence and
identifies [the’clause in which the argument is defined.

Table 20 — Delivery-control Arguments

Argument Presence Clause
Delivery Control Arguments
Restrict O 8.3.1.3.1.1
Permissible-operations (0] 8.3.1.3.1.2
Permissible-lowest-priority o 8.3.1.3.1.3
Permissible-encoded-information-types o 83.1.3.14
Permissible-content-types (6] 8.3.1.3.1.5
Permissible-maximum-content-length (0] 8.3.1.3.1.6
Permissible-security-context (¢ 8.3.1.3.1.7
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8.3.1.3.1.1 Restrict

This argument indicates whether the controls on delivery-port abstract-operations are to be updated or removed. It may
be generated by the MTS-user.

This argument may have one of the following values:
update: the other arguments update the prevailing controls;

remove: all temporary controls are to be removed (the default controls registered with the MTS by
means of the administration-port Register abstract-operation shall apply); the other arguments are to be
ignored.

In the absence of this argument, the default update shall be assumed.

8.3.1.3.1.2—Permissible-operations

This argument indicates the abstract-operations that the MTS may invoke on the MTS-user. It may be genetated by the
MTS-usey.

This argujnent may have the value allowed or prohibited for each of the following:
message-delivery: the MTS may/may not invoke the Message-delivery abstract-opetation; and
report-delivery: the MTS may/may not invoke the Report-delivery abstract-opération.

Other deljvery-port abstract-operations are not subject to controls, and may be invokéd-at any time.

In the abdence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are unchanged. If
there has |peen no previous invocation of the Delivery-control abstract-operation on the association, the defayilt control
registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.3 Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS shall deliver to the MTS-uger via the
Message-flelivery abstract-operation. It may be generated by the, MTS-user.

This arggment may have one of the following valués’ of the priority argument of the Message-spbmission
abstract-operation: normal, non-urgent or urgent.

In the abgence of this argument, the priority of th¢ldowest priority message that the MTS shall deliver to the MTS-user
is unchanped. If there has been no previous invocation of the Delivery-control abstract-operation on the assocjation, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall gpply.

8.3.1.3.1.4  Permissible-encoded-information-types

This argument indicates the encoded-information-types that shall appear in messages that the MTS shall deljver to the
MTS-usey via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The argyment comprises (aeceptable-encoded-information-types, unacceptable-encoded-information-tiypes and
exclusively-acceptable-encoded-information-types, each of which identifies a list of specific encoded-infgrmation-
types; seq 8.4.1.1.1.3¢1-

In the abgence of-this argument, the permissible-encoded-information-types that the MTS may deliver to the MTS-
user are Junchanged. If there has been no previous invocation of the Delivery-control abstract-operatign on the
associationythe default control registered with the MTS by means of the administration-port Register abstractfoperation
shall apply-

8.3.1.3.1.5  Permissible-content-types

This argument indicates the only content-types that shall appear in messages that the MTS shall deliver to the MTS-user
via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-content-types specified shall be among those allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver to the MTS-user are
unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.
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8.3.1.3.1.6  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-maximum-content-length shall not exceed that allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-maximum-content-length).

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS may deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation
shall apply.

8.3.1.3.1.7  Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-context) that the
MTS ma}y invoke on the MTS-user. It is a temporary restriction of the security-context established [when the
association was initiated (see 8.1.1.1.1.4). It may be generated by the MTS-user.

The pernjissible-security-context comprises one or more security-labels from the set of security-labels established as
the securjty-context when the association was established.

In the abspnce of this argument, the security-context of delivery-port abstract-operations is unchanged.
8.3.1.3.2 | Results

Table 21|lists the results of the Delivery-control abstract-operation, and for eaCl result qualifies its pregence and
identifies the clause in which the result is defined.

Table 21 — Delivery-control Results

Result Presence Clause

'Waiting' Results

Waiting-operations o 8.3.1.3.2.1
Waiting-messages ¢ 8.3.1.3.2.2
Waiting-encoded-information-types O 8.3.1.3.23
Waiting-content-types 0] 83.1.3.24

8.3.1.3.2.]  Waiting-operations

This result indicates the abstract-operations being held by the MTS, and that the MTS would invoke on the M|T'S-user if
it were ndt for the prevailing controls. It may be generated by the MTS.

This result may have the valu€¢ holding or not-holding for each of the following:

message-delivery: the MTS is/is not holding messages, and would invoke the Messagp-delivery
abstractsoperation on the MTS-user if it were not for the prevailing controls; and

report-delivery: the MTS is/is not holding reports, and would invoke the Report-delivery] abstract-
operation on the MTS-user if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS is not holding any messages or reports for delivery due to
the prevailing comrofs.

8.3.1.3.2.2  Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would deliver via the
Message-delivery abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS.

This result may have one or more of the following values:

long-content: the MTS has messages held for delivery to the MTS-user which exceed the
permissible-maximum-content-length control currently in force;

low-priority: the MTS has messages held for delivery to the MTS-user of a lower priority than the
permissible-lowest-priority control currently in force;

other-security-labels: the MTS has messages held for delivery to the MTS-user bearing message-
security-labels other than those permitted by the current security-context.
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In the absence of this result, it may be assumed that the MTS is not holding any messages for delivery to the MTS-user
due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-context
controls currently in force.

8.3.1.3.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS for delivery to
the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absence of this result, the encoded-information-types of any messages held by the MTS for delivery to the
MTS-user are unspecified.

8.3.1.3.2.4  Waiting-content-types

This result indicates the content-types of any messages held by the MTS for delivery to the MTS-user due to prevailing
controls. [t may be generated by the MTS

In the abgence of this result, the content-types of any messages held by the MTS for delivery to the(MPB-user are
unspecifipd.

8.3.1.3.3 | Abstract-errors

Table 22 [lists the abstract-errors that may disrupt the Delivery-control abstract-operation, @and/for each abs}ract-error
identifies [the clause in which the abstract-error is defined.

Table 22 — Delivery-control Abstract-errors

Abstract-error Clause
Control-violates-registration 8.3.2.2
Security-error 8.3.2.3
Operation-refused 8.3.2.5

8.3.2 Abstract-errors

This clauge defines the following delivery-port abstract-etrors:
a) Delivery-control-violated

b) Control-violates-registration

c) Security-error

d) Unsupported-critical-fan¢tion

e) Operation-refused:

8.3.2.1 elivery-control-violated

The Deljvery-control-violated abstract-error reports the violation by the MTS of a control on delivery-port
abstract-operations impesed by the MTS-user via the Delivery-control abstract-operation.

The Deliyer-control-violated abstract-error has no parameters.

8.3.2.2 ontrol-violates-registration

The Control-violates-registration abstract-error reports that the MTS is unable to accept the controls that the MTS-user
attempted to impose on delivery-port abstract-operations because they violate existing registration parameters.

The Control-violates-registration abstract-error has no parameters.

8.3.2.3 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS-user
because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters, generated by the MTS-user:

security-problem: an identifier for the cause of the violation of the security-policy.
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The security-problem parameter may have one of the following values for the Message-delivery or Report-delivery
abstract-operations:

a)

b)

The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be supported;

unauthorised-originally-intended-recipient-name: the OR-name of the originally intended recipient of
the redirected or DL-expanded message is unauthorised for security reasons;

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for security reasons;
unauthorised-recipient-name: the recipient MTS-user OR-name is unauthorised for security reasons.
The following values indicate an error within the security system:

authentication-failure-on-subject-message: validation of the content-integrity-check, message-origin-

The secur

@)

authentication-check, or message-token (1.e. signature, or any other token data) argument of-thp message
failed, and therefore the contents of the message could not be authenticated or validated;

decryption-failed: the message content could not decrypted;

decryption-key-unobtainable: the required key could not be obtained to decrypt’the mesgage-token
encrypted-data or for content confidentiality;

failure-of-proof-of-message: a fault was detected in the proof-of security afguments in the megsage;

integrity-failure-on-subject-message: validation of the content-iptegrity-check argumer|t of the
message failed, and therefore the contents of the message could not bevalidated;

invalid-security-label: the security policy identifier in the me§sage security label identifieg a policy
which is known to the UA, but which is not acceptable to that.UA;

key-failure: the required keys could not be obtained;

mandatory-parameter-absence: a mandated security-element for compliance with the security-policy in
force is absent;

operation-security-failure: the delivery operation‘failed for security reasons;

repudiation-failure-of-message: the security policy required use of a signature with non-r¢pudiation
properties, but the message was not signed\with a non-repudiable signature on origination;

security-context-failure: the message-Security label is incompatible with the security-context ip force;
token-decryption-failed: the message token could not decrypted;
token-error: An error has been.detected with the message-token argument of the message;

unknown-security-label: the security policy identifier in the message security label is not recdgnised by
the UA. Such a policy fis not supported by the UA;

unsupported-algorithm-identifier: the recipient does not support the algorithm identifiers uped in the
security argument of the message;

unsupported-security-policy: the recipient does not support the required security-policy, as idpntified in
the message-security-label argument of message.

ity-problém)parameter may have one of the following values for the Delivery-control abstract-operation:

The following values indicate a security violation by the user:

security-policy-violation: the security-policy is violated;

b)

security-services-refusal: the security services requested cannot be supported.
The following values indicate an error within the security system:

incompatible-change-with-original-security-context: the proposed permissible-security-context is not
a subset of the original security-context;

mandatory-parameter-absence: a mandated security element for compliance with the security-policy in
force is absent;

operation-security-failure: the Delivery-control operation failed for security reasons.

8.3.2.4 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-delivery (see 9.2) but is unsupported by the MTS-user.
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The Unsupported-critical-function abstract-error has no parameters.

8.3.2.5

Operation-refused

The Operation-refused abstract-error indicates that the MTS has refused to perform an operation due to local policy.
The Operation-refused error has two parameters, the refused-argument and the refusal-reason, generated by the MTS.

The refused-argument parameter indicates which argument of the operation caused the refusal to perform. For the
Delivery-control operation it shall indicate one of the arguments listed in Table 20, or one of the component arguments
of deliverable-class, or an extension argument. For the Register operation it shall indicate one of the arguments listed in

Table 23,

or an extension argument.

The refusal-reason parameter shall have one of the following values:

84

This clau

8.4.1

facility-unavailable: The user has attempted to use a facility which the MTS does not make available to

its users.

facility-not-subscribed: The user has attempted to use a facility which is subject to subscripti
which the user has not subscribed.

parameter-unacceptable: The user has specified a parameter value which the MTS cannot acc|

Administration Port

e defines the abstract-operations and abstract-errors which occur at an administration-port.

Abstract-operations

This clauge defines the following administration-port abstract-operations:

a) Register
b) Change-credentials.

8.4.1.1 [Register

The Regigter abstract-operation enables an MTS-user to make Jong-term changes to various parameters of the
held by the MTS concerned with delivery of messages to-the MTS-user, and to retrieve the current setting

parametets.

Such cha

hges remain in effect until overridden by;re-invocation of the Register abstract-operation. Howel

parameterls may be temporarily overridden by inveeation of the Delivery-control abstract-operation.

NOTE

1 — This abstract-operation shall be invoked before any other submission-port, delivery-port or adminis

abstragt-operation may be used, or an equivalent registration by local means shall have taken place.

NOTE

2 — This abstract-operation does\not’encompass the standing parameters implied by the Alternate Recipient 4

elemerjt-of-service defined in ITU-T\Re¢c. X.400 | ISO/IEC 10021-1. The manner in which those parameters are sy

modifi
NOTE
NOTE

8.4.1.1.1

Table 23
identifies

50

ed are a local matter.
3 — Mechanisms other than'register may be used to assign values to any of the registration parameters.
4 — The definition of'the’Register abstract-operation for use in a 1988 Application Context is in Annex C.

Arguments

lists thelarguments of the Register abstract-operation, and for each argument qualifies its pre
the clatse in which the argument is defined.

pbn, and to

Ept.

MTS-user
5 of these

ver, some

ration-port

Assignment
pplied and

bence and

Iable 25 — Kegister Arguments

Argument Presence Clause
Registration Arguments
User-name o 84.1.1.1.1
User-address o 8.4.1.1.1.2
Deliverable-classes 0] 8.4.1.1.1.3
Recipient-assigned-redirections o 8.4.1.1.14
Restricted-delivery o 8.4.1.1.1.5
Retrieve-registrations o 8.4.1.1.1.6
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Table 23 — Register Arguments

Argument Presence Clause
Default Delivery Control Arguments 8.4.1.1.1.7
Permissible-operations o 8.3.1.3.1.2
Permissible-lowest-priority o 8.3.1.3.1.3
Permissible-encoded-information-types o 8.3.1.3.14
Permissible-content-types O 8.3.1.3.1.5
Permissible-maximum-content-length o 8.3.1.3.1.6

8.4.1.1.1. User-mame

This argument contains the OR-name of the MTS-user, if the user-name is to be changed. It may be.gererated by
the MTS-pser.

An MD ig not required to provide MTS-users with the ability to change their own OR-name. If it does so, thg MD may
restrict that ability. It may prohibit certain MTS-users from changing their OR-names, or it may restrict the scope of the
change to|a locally defined subset of the components of their OR-names. A proposed new OR-name shall He rejected
if its OR-fddress is already assigned to another MTS-user or a DL.

In the abspnce of this argument, the user-name of the MTS-user remains unchanged.

8.4.1.1.1.2 User-address

This argument contains the user-address of the MTS-user, if it is required by the MTS and if it is to be changpd. It may
be generafed by the MTS-user.

The user{address may contain one of the following forms of address\of the MTS-user:
the X.121-address and/or the TSAP-ID (transport setvice access point identifier); or

the PSAP-address (presentation service access peint address).

Other forpns of user-address may be defined in addenda or future versions of this Recommendation | International
Standard.

In the abspnce of this argument, the user-address of the MTS-user (if any) remains unchanged.

8.4.1.1.1.3 Deliverable-classes

This argument contains all the sets of cniteria that determine which messages shall be delivered to the MTS-uker, if any
of these driteria are to be changed.’If present, this argument replaces the previously registered deliverable-classes. It
may be g¢nerated by the MTSzjser:

Each set ¢f criteria forms 4 deliverable-class. The deliverable-class optionally contains encoded-information-types-
constraints, deliverable-content-types, deliverable-maximum-content-length, and deliverable-security-labels. The
absence df values fot/a-particular component indicates that no restriction on values of that component exibts in this
deliverabjle-class:

The MT$ shall)deliver a message to the MTS-user only if the message meets all the criteria in at |least one
deliverahlle-class in the registered set.

In the absence of this argument, the deliverable-classes shall remain unchanged.

8.4.1.1.1.3.1 Encoded-information-types-constraints

This component indicates the encoded-information-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be constrained within a deliverable-class.

The component comprises acceptable-encoded-information-types, unacceptable-encoded-information-types, and
exclusively-acceptable-encoded-information-types, each of which identifies a list of specific encoded-information-

types.

If a message has no encoded-information-types it will always satisfy any encoded-information-types-constraints.

ITU-T Rec. X.411 (06/1999) 51


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

If the encoded-information-types of the message to be delivered are incompatible with the encoded-information-
types-constraints, then the message does not satisfy the constraints of this deliverable-class, and no other criteria of
the deliverable-class need be considered.

The MTS determines whether a message satisfies the encoded-information-types-constraints of a deliverable-class
according to the procedure defined in 14.3.4.4, item 7 (c).

The encoded-information-types in a message to be delivered are regarded as those which would be present in the
message after all conversions (if any) have been performed.

Depending on local requirements or the capabilities provided by a user’s computing environment, a user may choose
one of the following registrations which:

a) allows delivery of all messages independent of the encoded-information-types they contain. In this case
no encoded-information-types-constraints need be registered.

ype in the
encoded-

information-types or exclusively-acceptable-encoded-information-types need be registered.

NOTE 1 — For example, this registration may for example be appropriate for an MS-user that does not fupport the
Voice body part, in order to prevent messages containing large Voice body parts from consumning the stqrage space
available for delivered messages.

c) allows delivery of the message if it contains at least one of the registered acceptableiencoded-
information-types. In this case no unacceptable-encoded-information-types or exiclusively-
acceptable-encoded-information-types need be registered.

NOTE 2 — For example, an IPMS-user may require that all messages contaittifig/an IA5 Text body part ar¢ delivered.

After reading the IAS Text body parts, the user may be able to evaluate th¢ importance of the information cpntained in
the other body parts, and decide whether to seek other means to process(these body parts.

d) requires all encoded-information-types in the message {0, be registered as exclusively-adceptable-
encoded-information-types, and rejects as undeliverable otherwise. In this case acceptabletencoded-
information-types or unacceptable-encoded-information-types need be registered.

Note 3 — This may be appropriate if the user’s UA support§ a relatively small set of encoded-information—types. This
is identical to the service supported by the Register-88 abstract-operation.

e) allows delivery of the message if it does, not contain any the registered unacceptabletencoded-
information-types, and either contains af'l¢ast one encoded-information-type registered in adceptable-
encoded-information-types, or only «¢ontains encoded-information-types registered as exgclusively-
acceptable-encoded-information-types. In this case, unacceptable-encoded-informatjon-types,
acceptable-encoded-information=types, and exclusively-acceptable-encoded-information-fypes may
all be registered.

NOTE 4 — This satisfies the requirements in b), ¢), and d). For example, an IPMS-user may use this combination to

ensure that Voice body parts are never delivered, File Transfer body parts are always delivered (subject to fhe absence

of Voice body parts), and-where neither of these body part types is present, only those messages c¢ntaining a

prescribed set of bodytparts are delivered.

The MTS|will return an error'if the MTS-user attempts to register an encoded-information-type both in unadceptable-
encoded-jnformation-types—/and in either of acceptable-encoded-information-types or exclusively-adceptable-
encoded-fnformation-types.

The acceptable-encoded-information-types and exclusively-acceptable-encoded-information-types also irjdicate the
possible gncoded-information-types which implicit conversion may usefully produce.

In the abspne€of this component, the encoded-information-types-constraints shall be unconstrained.

8.4.1.1.1.3.2 Deliverable-content-types

This component indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-
user, if they are to be constrained within a deliverable-class.

If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered. The MTS-user may register to receive the unidentified content-type.

In the absence of this component, the deliverable-content-types shall be unconstrained.

8.4.1.1.1.3.3 Deliverable-maximum-content-length

This component contains the content-length, in octets, of the longest-content message that the MTS shall permit to
appear in messages delivered to the MTS-user, if it is to be constrained within a deliverable-class.
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If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered.

In the absence of this component, the deliverable-maximum-content-length of messages shall be unconstrained.

8.4.1.1.1.3.4 Deliverable-security-labels
This component contains the security-labels of the MTS-user, if they are to be constrained within a deliverable-class.

If the security-labels of the message to be delivered do not match those specified by the deliverable-security-labels,
then the message does not satisfy the constraints of this deliverable-class and no other criteria of the deliverable-class
need be considered.

Some security-policies may only permit the deliverable-security-labels to be changed in this way if a secure link is
employed. Other local means of changing the deliverable-security-labels in a secure manner may be provided.

In the abspnce of this component, the deliverable-security-labels shall be unconstrained.

8.4.1.1.14  Recipient-assigned-redirections

This argufment contains, if the assignment of alternate-recipients is to be changed, an ordered listof the OR{names of
recipientiassigned-alternate-recipients and, optionally, one or more redirection-classes rassociated With each
alternate-fecipient. If this argument is present its value completely replaces any previQus-assignment of|alternate-
recipients] It may be generated by the MTS-user.

If one or|more recipient-assigned-alternate-recipients is specified then each mésSage (or report) for the MTS-user
shall be fedirected to the first alternate-recipient for which the message (or réport) meets the criteria in ¢ne of the
redirectign-classes associated with that alternate-recipient. Those messages_(onfeports) meeting the criteria ¢f none of
the redirgction-classes for any recipient-assigned-alternate-recipient shall continue to be delivered to the MTS-user.
The ordet of alternate-recipients is specified by the MTS-user. The absence of any redirection-classes inflicates an
alternate-fecipient to which all messages (and reports), except those meeting more specific redirectipn-classes
associated with preceding alternate-recipients, shall be redirected? The absence of the recipient-assigned-alternate-
recipient|indicates delivery to the MTS-user.

NOTE}- If present in the recipient-assigned-redirections list, the absent redirection-class should be last in the list|as no later
elemer]ts will ever be used.

The redifection-class optionally contains a maximum content-length and optionally sets of values foy each of:
encoded-jnformation-types, content-type, delivérable-security-labels, restriction, and priority. The apsence of
values fof a particular type indicates that no restriction on values of that type exists in this redirection-¢lass. The
redirectign-class also indicates the types of 'MHS information object to which the redirection-class applies:|messages
only, repdrts only, or both messages and reports.

The reciplient-assigned-alternate-recipient shall contain the OR-name of the alternate-recipient.

If the recipient-assigned-redirections argument contains a single element with both the recipient-assigned-alternate-
recipientfand the redirection-class absent then no recipient-assigned-redirections is registered.

When redipient-assigned-redirections and deliverable-classes are both registered, redirection takes precedence over
delivery rpstrictions.

In the abspnce of this‘argument, the recipient-assigned-redirections, if any, remain unchanged.

8.4.1.1.1.3 <, Restricted-delivery

This argument indicates the OR-names of other MTS-users from whom the MTS-user is willing (or unwilling) to
receive messages, if restricted-delivery is to be changed. It comprises an ordered list of restrictions. If the
restricted-delivery argument is present its value completely replaces any previous registered value. It may be
generated by the MTS-user.

The MTS shall reject as undeliverable any message for the MTS-user which originates from, or is redirected by, or is
dl-expanded by another MTS-user from which the MTS-user does not consent to accept delivery. Each restriction may
specify a source which is permitted or which is disallowed, either as a complete OR-name or as an OR-name pattern.

If one or more restriction is registered then the sources (originator-name, redirection-history, DL-expansion-
history) of each message are compared to the ordered list of restrictions until a match occurs. The comparison stops
immediately a match with a restriction occurs, and the message is delivered if permitted or rejected as undeliverable if
not permitted. If there is no matching restriction the message is delivered.
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Procedures for determining exact and pattern matches of OR-names are specified in ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The MTS-user may register to receive all messages, which is the state before any restricted-delivery registration, by
specifying a single restriction in which all source-types are permitted and the source-name omitted.

Where restricted-delivery and recipient-assigned-redirections are both registered, redirection takes precedence over
restricted-delivery.

In the absence of this argument, restricted-delivery shall remain unchanged.

8.4.1.1.1.6  Retrieve-registrations

This argument indicates the individual registrations that the MTS-user requests to be returned in the result of the
Register abstract-operation. It may be generated by the MTS-user.

The reSul ICluIIlCd lCﬂCbLb th SLdLT UfICgibLClCd iIlfUllIldLiUIl deCI di‘l Uthl dI gUITICIILS Uf RUgibLCI ‘lldVC bCUIl H IOCCSSCd.

This argument contains an element corresponding to each of the other arguments of Register, each pfiwhich, if set,
requests the registered value of the corresponding argument.

In the abspnce of this argument, no registration information is requested.

8.4.1.1.1.f  Default-delivery-control-arguments

The defaylt control arguments are the same as the arguments of the Delivery-control abstract-operation, and afe defined
in 8.3.1.31. Except for restrict and permissible-security-context, they may be generated by the MTS-user.

The defaylt controls are registered as arguments of the Register abstract-operafion. These defaults come intp effect at
the beginping of an association, and remain in effect until they are overridden’by an invocation of the Delivefy-control
abstract-operation.

The defaflt control arguments shall not admit messages whose delivery are prohibited by the prevailing [registered
values of the encoded-information-types-constraints argument,“\the deliverable-content-types argument or the
deliverahle-maximum-content-length argument.

8.4.1.1.2 | Results

The Register abstract-operation returns an empty™'result unless an extension result is present] or the
retrieve-fegistrations argument was present in thesinvocation. In the latter case, those registrations identified in the
retrieve-fegistrations argument are returned.

The results are identical to the arguments” of the Register abstract-operation listed in Table 23 ejcept that
retrieve-fegistrations is absent.

8.4.1.1.3 | Abstract-errors

Table 24 [lists the abstract-errors;that may disrupt the Register abstract-operation, and for each abstract-error| identifies
the clausg in which the abstract-error is defined.

Table 24 — Register Abstract-errors

Abstract-error Clause
Register-rejected 8.4.2.1
Remote-bind-error 8.2.2.10
Operation-refused 8.3.2.5
Security-error 8.4.2.4

8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s simple-authentication
credentials held by the MTS, or enables the MTS to change the MTS’s simple-authentication credentials held by
the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication of identity of
the MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.
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The disruption of the abstract-operation by an abstract-error indicates that the credentials have not been changed, either
because the old credentials were incorrectly specified or that the new credentials are unacceptable.

8.4.1.2.1

Arguments

Table 25 lists the arguments of the Change-credentials abstract-operation, and for each argument qualifies its presence
and identifies the clause in which the argument is defined.

8.4.1.2.1.

This argu
the abstra

If only si

MTA-name, of the invoker.

8.4.1.2.1.

This argy
performet

The secur
8.4.1.2.2
The Chan

84.1.2.3

Table 26
identifies

84.2

Table 25 — Change-credentials Arguments

Argument Presence Clause
Credential Arguments
Old-credentials M 8.4.1.2.1.1
New-credentials M 8.4.1.2.1.2

| Old-credentials

nent contains the current (old) credentials of the invoker of the abstract-operation, héld by the pet
Ct-operation. It shall be generated by the invoker of the abstract-operation.

mple-authentication is used, the credentials comprise a simple password associated with the user|

D New-credentials

ment contains the proposed new credentials of the invoker of\the abstract-operation, to be hd
of the abstract-operation. It shall be generated by the invoker of-the abstract-operation.

ity policy in force may restrict the type of new-credentials:

Results

oe-credentials abstract-operation returns an empty-result as indication of success.
Abstract-errors

ists the abstract-errors that may disrupt;the Change-credentials abstract-operation, and for each abs
the clause in which the abstract-error.is defined.

Table26 — Change-credentials Abstract-errors

Abstract-error Clause
New-credentials-unacceptable 8.4.2.2
Old-credentials-incorrectly-specified 8423
Remote-bind-error 8.2.2.10
Security-error 8.42.4

Abstract-errors

former of

Lname, or

1d by the

fract-error

This clause defines the following administration-port abstract-errors:

8.4.2.1

a) Register-rejected
b) New-credentials-unacceptable
¢) Old-credentials-incorrectly-specified

d) Security-error.

Register-rejected

The Register-rejected abstract-error reports that the requested parameters cannot be registered because one or more are

improperl

y specified.

The Register-rejected abstract-error has no parameters.
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8.4.2.2 New-credentials-unacceptable

The New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-credentials are unacceptable.

The New-credentials-unacceptable abstract-error has no parameters.

8.4.2.3 Old-credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.4.2.4 Security-error

The Secupity-error—abstract-errorreports—thattherequested—
MTS-uset because it would violate the security-policy in force.

The Secufity-error abstract-error has the following parameters:

ecurity-problem: an identifier for the cause of the violation of the security-policy.

The securfity-problem parameter may have one of the following values for the Register abstraet-gperation:

forbidden-user-security-label-register: the user is not permitted to use thepRegister operation fo change
security labels;

invalid-security-label-update: the proposed value of deliverable-security-label is not acceptalple to the
security-policy;

mandatory-parameter-absence: a mandated security element, for-Compliance with the securityfpolicy in
force is absent;

operation-security-failure: the Register operation failed for'Security reasons;
redirection-prohibited: the security-policy prohibits registration of recipient-assigned-redirections;

refused-alternate-recipient-name: the requested altérnate recipient is unacceptable for security reapons;

security-policy-violation: the security-policy is.violated,;
security-services-refusal: the security servicesrequested cannot be supported;

unauthorised-security-label-update: the user is not allowed by the security-policy to update the
deliverable-security-label ;

unauthorised-user-name: the proposed new value of user-name is unacceptable, for security reasor

@

The securjity-problem parameter may have one of the following values for the Change-credentials operation:
operation-security-failure: the Change-credentials operation failed for security reasons;
|:ecurity-policy-violation: the security-policy is violated;

ecurity-services-réfusal: the security services requested cannot be supported.

8.5 Common Parameter Types

This clauge defings a number of common parameter types of the MTS Abstract Service.

8.5.1 MTS-identifier

MTS-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS Abstract Service,
and between messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a submission-port (message-submission-identifier) is identical to the
corresponding message-identifier at a transfer-port and corresponding message-delivery-identifier at a delivery-port.
Similarly, the MTS-identifier assigned to a probe at a submission-port (probe-submission-identifier) is identical to
the corresponding probe-identifier at a transfer-port. MTS-identifiers are also assigned to reports at transfer-ports
(report-identifier).

An MTS-identifier comprises:

a local-identifier assigned by the MTA, which unambiguously identifies the related event within the
MD;
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the global-domain-identifier of the MD, which ensures that the MTS-identifier is unambiguous
throughout the MTS.

8.5.2 Global-domain-identifier
A global-domain-identifier unambiguously identifies an MD within the MHS.

A global-domain-identifier is used to ensure that an MTS-identifier is unambiguous throughout the MTS, and for
identifying the source of a trace-information-element.

In the case of an ADMD, a global-domain-identifier consists of the country-name and the administration-domain-
name of the MD.

In the case of a PRMD, a global-domain-identifier consists of the country-name and, optionally, the administration-
domain-name of the associated ADMD, plus a private-domain-identifier. The private-domain-identifier is a unique
identification of the PRMD, and may be identical to the PRMD’s private-domain-name. As a national matter, this
identificafion may be either relative to the country denoted by the country-name or relative to the associated ADMD. If
the identification is relative to the associated ADMD then that administration-domain-name shall be_present. Where
the admihistration-domain-name is optional in the Abstract Service but mandatory in the abstractsyntai, and no
value is specified, it shall be encoded as a single space (see 18.3.1 in ITU-T Rec. X.402 | ISO/IEC 10021-2).

NOTE[- The distinction between private-domain-identifier and private-domain-name has been\retained for] backward
compatibility with CCITT Recommendation X.411 (1984). Often they will be identical.

853 MTA-name
An MTAtname is an identifier for an MTA that uniquely identifies the MTA withinthe MD to which it belonfgs.

8.5.4 Time

A Time parameter is specified in terms of UTC (Coordinated Universal<I'ime), and may optionally also ¢ontain an
offset to [UTC to convey the local time. The precision of the timesof*day is to either one second or ore minute,
determindd by the generator of the parameter.

8.5.5 (OR-name

An OR-njame identifies the originator or recipient of a message according to the principles of naming and gddressing
described|in ITU-T Rec. X.402 | ISO/IEC 10021-2.

At a subrhission-port, an OR-name comprises an OR-address, or a directory-name, or both (OR-addregs-and-or-
directorytname). At all other types of port, an QR-name comprises an OR-address and, optionally, a directpry-name
(OR-address-and-optional-directory-name)A directory-name and an OR-address may each denote an fndividual
originator or recipient, or a DL.

A directgry-name is as defined in ITU=T Rec. X.501 | ISO/IEC 9594-2. The MTS uses the directory-name ¢nly when
the OR-afldress is absent or invalid.

An OR-gddress comprises a~number of standard-attributes selected from those defined in ITU-T Rdc. X.402 |
ISO/IEC | 0021-2, and optionally a number of attributes defined by the MD to which the originator/recipient $ubscribes
(domain-defined-attributes).

In the absftract syntax definition in clause 9, the standard attributes are represented by built-in-standard-attributes and
by extengion-standard-attributes and the domain-defined attributes are represented by built-in-domair-defined-
attribute$ and’by extension-domain-defined-attributes.

Clause 18.5°0f ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies several OR-address forms. These define which standard
and domain-defined attributes may be used together to construct a valid OR-address.

Clause 18.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies rules indicating the character sets — numeric, printable,
and teletex — from which the values of a particular standard attribute may be drawn, and it also defines the valid
combinations of the different variants of that standard attribute in the abstract syntax.

8.5.6 Encoded-information-types

The encoded-information-types of a message are the kind(s) of information that appear in its content. Both basic
encoded-information-types and externally-defined encoded-information-types may be specified, otherwise the
encoded-information-types of a message are unspecified.

The basic encoded-information-types are those originally defined in the CCITT Recommendation X.411 (1984). The
unknown type is used to indicate an encoded-information-type which is not in this instance indicated by an
externally-defined encoded-information-type, and is other than the following types. The ia5-text (teleprinter) type is
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defined in CCITT Recommendation T.50. The g3-facsimile type is defined in CCITT Recommendations T.4 and T.30.
The gd4-class-1 type is defined in CCITT Recommendations T.5, T.6, T.400 and T.503. The teletex type is defined in
CCITT Recommendations F.200, T.61 and T.60. The videotex type is defined in CCITT Recommendations T.100
and T.101. The simple-formattable-document (sfd) type and the telex type were defined in CCITT Recommen-
dation X.420 (1984) (SFD and TLX body parts are no longer defined in any CCITT Recommendation). The
mixed-mode type is defined in CCITT Recommendations T.400 and T.501.

NOTE — The unknown encoded information type is provided to represent externally-defined encoded-information-types when

downgrading for 1984 systems (and remains present after a subsequent upgrade), and also for use in cases where no
externally-defined encoded-information-type has been defined for a particular type of information.

Externally-defined encoded-information-types are those which are not basic encoded-information-types.

In the abstract syntax definition in clause 9, the encoded-information-types are the logical union of built-in-encoded-
information-types and extended-encoded-information-types. The latter are those to which object-identifiers have
been allocated by an appropriate authority. They include both standardised and privately-defined encoded-
informatjon-types.

A basic gncoded-information-type may be represented equivalently by a bit in the built-in-encodéd~infgrmation-
types or |by an extended-encoded-information-type. Annex A acts as the registration authority Afor the object-
identifierd to be used as the extended-encoded-information-type registrations of the basic encoded-infgrmation-

types.

An exterrjally-defined encoded-information-type is always represented by an extended-encoded-information-type.
Other stagdards define object-identifiers that may be used as extended-encoded-information-types.

Non-basif-parameters are defined for the g3-facsimile and teletex basic encoded<information-types for hackwards
compatibflity with the CCITT Recommendation X.411 (1984) only. It is(te¢commended that for eacl required
combinatfon of a basic encoded-information-type and a specific set of non-basic-parameters, an externally-defined
encoded-jnformation-type be defined and used in preference.

NOTE[- non-basic-parameters are likely to be removed from a future ver§jonof this Recommendation | Internationa] Standard.

The non-pasic-parameters for g3-facsimile correspond to the three< or four-octet Facsimile Information Hield (FIF)
conveyed| by the Digital Command Signal (DCS) defined inn\CCITT Recommendation T.30. The paranjeters are:
two-dimgnsional, fine-resolution, unlimited-length, b4-lenigth, a3-width, b4-width and uncompressed.

The non-basic-parameters for teletex correspond to,the™non-basic terminal capability conveyed by the fommand
Document Start (CDS) defined in CCITT Recommendation T.62. The parameters are: optional graphic-chargcter-sets,
optional [control-character-sets, optional pagesformats, optional miscellaneous-terminal-capabilities, and a
private-use parameter.

Where ndn-basic-parameters are indicated, these parameters represent the logical 'OR' of the non-basic-pgrameters
of each irjstance on the encoded-information-type in a message content. Thus, this parameter only serves to indicate
whether there is encoded-information-type compatibility, or whether conversion is required. If conversion i§ required,
the message content shall be inspected to determine which non-basic-parameters apply to any instanice of the
encoded-jnformation-type.

8.5.7 Certificate

A certifi¢ate may be used to convey a verified copy of the public-asymmetric-encryption-key of the subject of the
certificatp.

A certifiate (contains one or more items of certification information. Each instance of certification infformation
contains the‘following parameters:

signature-algorithm-identifier: an algorithm-identifier for the algorithm used by the certification-authority
that issued the certificate to compute the signature;

issuer: the directory-name of the certification-authority that issued the certificate;

validity: a date and time of day before which the certificate should not be used, and a date and time of day
after which the certificate should not be relied upon;

subject: the directory-name of the subject of the certificate;
subject-public-key: the public-asymmetric-encryption-keys of the subject;
algorithm: the algorithm-identifiers, associated with a subject-public-key;

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the
certification-authority that issued the certificate using the algorithm identified by the signature-algorithm-
identifier and the certification-authority’s secret-asymmetric-encryption-key.
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Version 3 certificates shall be used when the originator or recipients have more than one set of public information to be
certified.

Version 3 certificates support an extension capability to the information that is to be signed as part of the certificate.
The standard certificate extensions are defined by ITU-T Rec. X.509 | ISO/IEC 9594-8. The various standard extensions
can be used to indicate the purpose of the information contained in the certificate. The standard extensions are
summarised as:

—  Key and policy information: These certificate and CRL extensions convey additional information about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or
restricted key usage, and indicators of certificate policy.

—  Subject and issuer attributes: These certificate and CRL extensions support alternative names, of
various name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can
also convey additional attribute information about the certificate subject, to assist a certificate user in
being confident that the certificate subject is a particular person or entity

- Certification path constraints: These certificate extensions allow constraint specificatigns to be
included in CA-certificates, i.e. certificates for CAs issued by other CAs, to facilitate the putomated
processing of certification paths when multiple certificate policies are involved. Multiple [certificate
policies arise when policies vary for different applications in an environment or when' interoperption with
external environments occurs. The constraints may restrict the types of certificates'that can belissued by
the subject CA or that may occur subsequently in a certification path.

—  Basic CRL extensions: These CRL extensions allow a CRL to include_indieations of revocatipn reason,
to provide for temporary suspension of a certificate, and to include, CRL-issue sequence nyimbers to
allow certificate users to detect missing CRLs in a sequence from one €RL issuer.

—  CRL distribution points and delta-CRLs: These certificate and*€RL extensions allow the complete set
of revocation information from one CA to be partitioned mtd separate CRLs and allow fevocation
information from multiple CAs to be combined in one, CRL. These extensions also support the use of
partial CRLs indicating only changes since an earlier CRL issue.

The key gnd policy information extensions may be used to indieate which certificate is associated with whjch digital
signature [accompanying the message, including the message-origin-authentication-check, and individual fecipient’s
content-ihtegrity-check and message-token.

If the originator and a recipient of a certificate are served by the same certification-authority, the recipient mpy use the
certificatipn-authority’s public-asymmetric-encryption-key to validate the certificate, and derive the ofiginator’s
public-asymmetric-encryption-key (subject-public=Key).

If the originator and a recipient of a certificate are served by different certification-authorities, the recipient may
require a feturn-certification-path to authenticate the originator’s certificate. The certificate may therefore include an
associated certification-path.

The certification-path may comprise a forward-certification-path which includes the certificate of the ceitification-
authority [that issued the certificate, together with the certificates of all of its superior certification-authotities. The
forward-tertification-path-may also include the certificates of other certification-authorities, cross-certified by either
the certification-authority.that issued the certificate, or any of its superior certification-authorities.

A recipignt of the gertificate may complete the required return-certification-path between the recipient and the
originator] of the certificate by appending the recipient’s own reverse-certification-path to the forward-certification-
path supplied-by the originator, at a common-point-of-trust. The reverse-certification-path includes th¢ reverse-
certificatd of the’certification-authority of the recipient of the certificate, together with the reverse-certificatgs of all of
its superi i ion- iti -cert] ion- i -certfi of other
certification-authorities, cross-certified by the certification-authority of the recipient of the certificate, or any of its
superior certification authorities.

The return-certification-path thus formed allows the recipient of the certificate to validate each certificate in the
return-certification-path in turn, to derive the public-asymmetric-encryption-key of the certification-authority that
issued the certificate. The recipient may then use the public-asymmetric-encryption-key of the certification-authority
that issued the certificate to validate the certificate, and derive the originator’s public-asymmetric-encryption-key
(subject-public-key).

The certification path constraints extensions allow constraint specifications to be included in CA-certificates and thus
can be used to indicate any restrictions or controls on the use of certification-path.

The form of a certificate is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 as the data-type certificates.
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NOTE — The term certificate used in this specification differs from the use of the same term in ITU-T Rec. X.509 |
ISO/IEC 9594-8. The former may optionally contain a certification path whereas the latter does not. The equivalent term in
ITU-T Rec. X.509 | ISO/IEC 9594-8 to certificate in this specification is certificates with the "s".

When a certificate is to be used for a particular purpose, Version 3 certificates (see ITU-T Rec. X.509 |
ISO/IEC 9594-8) shall be used to indicate the purpose of the information contained in the certificate.

When a certificate is needed to validate a specific digital signature in the content-integrity-check or message-token,
Version 3 certificates shall always be used. The certificate extension called certification policies field of the originator
certificate shall indicate that the certificate (and certification-path) is to be used to by the recipient of the message to
validate the specific digital signature contained in the content-integrity-check, or the message-token argument
(see 8.2.1.1.1.28). If all signatures employ the same algorithm and public key, it will only be necessary to identify one
policy within the certification policies field; otherwise, separated object identifiers will be needed for each signature

type.
858 Foken

A token jmay be used to convey to the recipient of the token protected security-relevant informatién,~The token
provides |authentication of public security-relevant information, and confidentiality and authentication |of secret
security-rglevant information.

The type [of a token is identified by a token-type-identifier. One type of token is currently)defined by thiis Service
Definitiof}: an asymmetric-token. Other types of token may be defined by addenda~ep future versiojs of this
Recommgndation | International Standard; for example, tokens based on symmetric-encryption techniques.

An asymmmetric-token contains the following parameters:

ignature-algorithm-identifier: an algorithm-identifier for the algorithm used by the originajor of the
oken to compute the signature;

ecipient-name: either the OR-address-and-or-directory-name.of the intended-recipient of the foken; or,
or strong authentication in an MTA-bind, the MTA-name and optionally the global-domain-id¢ntifier of
he peer MTA (i.e. the recipient of the bind-token); or, for strong authentication in an MTS-bind, the MTA-
ame and optionally the global-domain-identifier, of the MTA where the token is generat¢gd by the

TS-user, or the OR-address-and-optional-directory-name of the MTS-user where the token is|generated
y the MTS; or, for strong authentication in an MS-bind, the OR-address-and-optional-directory-name of
he MS-user (whether the token is generated bycthie MS or by the MS-user);

ime: the date and time of day when the token was generated;
igned-data: public security-relevant information;

encryption-algorithm-identifier: ‘an)algorithm-identifier for the algorithm used by the originafor of the
token to compute the encrypted-data;

encrypted-data: secret security-relevant information encrypted by the originator of the token [using the
algorithm identified by the encryption-algorithm-identifier and the public-asymmetric-encryptipn-key of
the intended-recipient.of the token;

[signature: an asymmetrically encrypted, hashed version of the above parameters computed by the [originator
of the token using the algorithm identified by the signature-algorithm-identifier and the ofiginator’s
secret-asymmetric-encryption-key.

The form|of a token.is further defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Symmetric algoerithms may be used within the asymmetric-token definition provided that:

used t identify a registered symetric cptographic algorithm;

the management of symmetric keys (e.g., key distribution) is performed externally to the MTS.

NOTE 1 — When symmetric algorithms are used for signed-data, the message origin authentication check, as defined in
ITU-T Rec. X.402 | ISO/IEC 10021-2, is not provided by the token. The token only provides proof that the message was signed
by a holder of the symmetric key (i.e., a member of a closed user group).

NOTE 2 — The signature-algorithm-identifier and the encryption-algorithm-identifier can be individually defined and,
therefore, a mixture of symmetric and asymmetric algorithms can be used with the token.

8.5.9 Security-label
Security-labels may be used to associate security-relevant information with objects within the MTS.

Security-labels may be assigned to an object in line with the security-policy in force for that object. The security-policy
may also define how security-labels are to be used to enforce that security-policy.
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Within the scope of this Service Definition, security-labels may be associated with messages, probes and reports
(see 8.2.1.1.1.30), MTS-users (see 8.4.1.1.1.3.4), MDs, MTAs and associations between an MTS-user and an MD
(or MTA) (see 8.1.1.1.1.4), or between MDs (or MTAs) (see 12.1.1.1.1.3). Beyond the scope of this Service Definition,
a security-policy may, as a local matter or by bilateral agreement, additionally assign security-labels to other objects
within the MTS (e.g., secure routes).

A security-label comprises a set of security-attributes. The security-attributes may include a security-policy-
identifier, a security-classification, a privacy-mark, and a set of security-categories.

A security-policy-identifier may be used to identify the security-policy in force to which the security-label relates.

If present, a security-classification may have one of a hierarchical list of values. The basic security-classification
hierarchy is defined in this Service Definition, but the use of these values is defined by the security-policy in force.
Additional values of security-classification, and their position in the hierarchy, may also be defined by a security-
policy as a local matter or by bilateral agreement. The basic security-classification hierarchy is, in ascending order:

If present| a privacy-mark is a printable string. The content of the printable string may be defined by a-secur|ty-policy,
which maly define a list of values to be used, or allow the value to be determined by the originator of the security-label.
Exampleg of privacy-marks include: 'IN CONFIDENCE' and 'IN STRICTEST CONFIDENCE'".

If present, the set of security-categories provide further restrictions within the context of‘a security-clagsification
and/or prjvacy-mark, typically on a 'need-to-know' basis. The security-categories and th¢itwvalues may be defined by
a securityppolicy as a local matter or by bilateral agreement. Examples of possible security-categories inclugle caveats
to the sedurity-classification and/or privacy-mark (e.g., ' PERSONAL - ', 'STAFE 2 ', 'COMMERCIAL - ', etc),
closed-usgr-groups, codewords, etc.

8.5.10 [Algorithm-identifier

An algorjthm-identifier identifies an algorithm and any algorithm-parameters required by the algorithm. It shall
also defink the ASN.1 encoding rules used.

An algothm-identiﬁer may be drawn from an international register of algorithms, or defined by bilateral agfeement.

8.5.11 assword

A password comprises either an [AS String or an Octet String.

Where th¢ octets of an Octet String value are the eneoding in an 8-bit environment of the characters of an IJAS String
value, the|choice between the IA5 String and the Qetet String representations shall be considered insignificant

NOTE]|1 — This equivalence rule does not preHibit a password from being an Octet String value which is not the gncoding of
any IAP String value.

NOTE]|2 - "Encoding in an 8-bit environment" means that the most significant bit in each octet is zero and not a parity bit; this is
the endoding of IAS String characters,uged by ASN.1 Basic Encoding Rules. An IAS String password should have thg top bit of
each dctet set to zero before writing it as the value of a User Password attribute, which is defined by thd Directory
ITU-T|Rec. X.520 | ISO/IEC 95946 to be an Octet String. The equivalence rule is designed to facilitate the use of thik Directory
attribufe.

NOTE|3 — Where ASN.1 Basic Encoding Rules are used, two passwords can be compared as follows. The octgts of each
passwqrd value are extracfed from its BER encoding (which may be primitive or constructed); the extraction techijique is the
same fpr both TA5 String and Octet String. If the extracted values are equal octet by octet, then the two passwords mat¢h.

9 Message Transfer System Abstract Syntax Definition

The abstract-syntax of the MTS Abstract Service is defined in Figure 2. Those aspects of the 1988 version of the
MTS Abstract Service which differ from the 1994 version are defined in Annex C.

The abstract-syntax of the MTS Abstract Service is defined using the abstract syntax notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The abstract-syntax definition of the MTS Abstract Service has the following major parts:

Prologue: declarations of the exports from, and imports to, the MTS Abstract Service module (Figure 2 Parts
1to2).

Objects and Ports: definitions of the MTS and MTS-user objects, and their submission-, delivery- and
administration-ports (Figure 2 Part 2 to 3).
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MTS-bind and MTS-unbind: definitions of the MTS-bind and MTS-unbind used to establish and release
associations between an MTS-user and the MTS (Figure 2 Parts 3 to 4).

Submission  Port. definitions of the submission-port abstract-operations: Message-submission,
Probe-submission, Cancel-deferred-delivery and Submission-control; and their abstract-errors (Figure 2
Parts 4 to 7).

Delivery Port: definitions of the delivery-port abstract-operations: Message-delivery, Report-delivery and
Delivery-control; and their abstract-errors (Figure 2 Parts 7 to 9).

Administration  Port: definitions of the administration-port abstract-operations: Register and
Change-credentials; and their abstract-errors (Figure 2 Parts 9 to 11).

Message Submission Envelope: definition of the message-submission-envelope (Figure 2 Part 11).
Probe Submission Envelope: definition of the probe-submission-envelope (Figure 2 Part 12).

Message Delivery Envelope: definition of the message-delivery-envelope (Figure 2 Parts 12 to 13).

NOTE

Report Delivery Envelope: definition of the report-delivery-envelope (Figure 2 Parts 13 to 14).
Fnvelope Fields: definitions of envelope fields (Figure 2 Parts 14 to 16).
Extension Fields: definitions of extension-fields (Figure 2 Parts 17 to 22).

Common Parameter Types: definitions of common parameter types (Figure 2 Parts 23)t0*29).
— The module implies a number of changes to the P3 protocol defined in CCITT Recommendation X.411 (1984). These

changgs are highlighted by means of underlining. For the delivery-control and register operations these changes are hown only

in Ann|

[NOTH
Violati

ex C.

— The module applies size constraints to variable-length data types using the\SIZE subtyping extension Jof ASN.1.
on of a size constraint constitutes a protocol violation.|]

9.1

xtension Mechanism

A mechapism is defined in Figure 2 (part 17) to enable extensions.fo be defined. Where extensions may|appear, a
parametetlized information object set indicates those extensions defined in this Service Definition which may He present,

but other
Internatio

NOTE
ITU-T
are ide

Each exte)
places in

NOTE
extens

9.2

extensions defined elsewhere (e.g., privately, or bywaddenda or future versions of this Recomnjendation |
hal Standard) may also be included.
1 —Only extensions defined in ITU-T Rec. X. 4| ISO/IEC 10021-4, and addenda or future vgrsions of

Rec. X.411 | ISO/IEC 10021-4, may be identified by ExtensionType.standard-extension. All extensions defined elsewhere
htified by ExtensionType.private-extension

nsion type shall occur at most once in a.set of ExtensionField. The same extension type may occur in different
he protocol. This applies to both stadardised extensions and private extensions.

2 — Per-message and per-recipient extensions are merged on delivery. This should be considered when definirlg a private
on.

Criticality Mechanism

Each extgnsion-field definéd,in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality for sybmission,

transfer a

The critic
may be
ISO/IEC
procedurd

nd delivery. Théwalues of criticality may be set when the extension-field is generated.

nlity mechatiisim is designed to support controlled transparency of extended functions. A non-criticdl function
ignored,\but shall not be discarded except when delivering or downgrading (see ITU-T Rgc. X.419 |
0021-6Annex B) a message, while a critical function must be known and performed correctly fpr normal
s.fe/continue.

NOTE
service

—Messages with critical or non-critical functions may be rejected on submission with the submission error Element-of-
-not-subscribed when the function corresponds to an element of service to which the user has not subscribed, or which is

not available for subscription.

In general, an argument of an abstract-operation marked critical for the port type shall be correctly handled by the
performer of the abstract-operation, or an error reported in an appropriate way. The invoker of an abstract-operation

shall also

correctly handle any functions marked critical for the port type.

If the abstract-operation is one that reports an unsuccessful outcome, failure to correctly perform a critical function is
reported by returning an Unsupported-critical-function abstract-error. If an abstract-operation is not one that reports an

unsuccess

ful outcome, an abstract-operation (e.g., a report) shall be invoked to convey the unsuccessful outcome of the

previous operation (e.g., using the unsupported-critical-function non-delivery-diagnostic-code of a report).

An extension that appears in the result of an abstract-operation shall not be marked critical for the port type.
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In the case of critical-for-submission, the MTS shall correctly perform the procedures defined for a function marked as
critical-for-submission in a Message-submission or Probe-submission abstract-operation, or shall return an
Unsupported-critical-function abstract-error.

In the case of critical-for-transfer, a receiving MTA shall correctly perform the procedures defined for a function in a
message or probe marked as critical-for-transfer, or shall return a non-delivery-report with the non-delivery-
diagnostic-code set to unsupported-critical-function. An MTA unable to support a function marked critical-for-
transfer in a report shall discard the report (a local policy or agreement may require that this action be audited). An
extension marked as critical-for-transfer that appears as an argument of a Message-submission or Probe-submission
operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a transfer-port.

In the case of critical-for-delivery, a delivering-MTA shall correctly perform the procedures defined for a function
marked as critical-for-delivery, or shall not deliver the message or probe and shall return a non-delivery-report with
the non-delivery-diagnostic-code set to unsupported-critical-function. A recipient MTS-user shall correctly perform
the procedures defined for a function marked as critical-for-delivery or shall return an Unsupported-critical-function
abstract-efror. An extension marked as critical-for-delivery that appears as an argument of a Message-subthission or
Probe-sufjmission operation shall appear unchanged in a resulting Message-transfer or Probe-transfer Operation at a
transfer-pprt. An extension marked as critical-for-delivery that appears as an argument of a Message-tfansfer or
Probe-trapsfer operation shall appear unchanged in any resulting Message-transfer or Probe-trahsfer operption at a
transfer-pprt.

An MTA| generating a report shall not copy unsupported critical functions from the subject into the repprt. When
generating a report, an MTA shall indicate the criticality (for transfer and/or delivery), of any supported|functions
copied fr¢m the subject into the report; the eriticality of a function in a report may, be different from its crificality in
the subjedt.

If the MTJA or MTS-user cannot correctly perform the procedures defined for a function marked critical-for-delivery in
a report, then the report shall be discarded.

The procqdures related to extension-fields and their criticality indications-are further defined in clause 14.

This Servjce Definition defines by means of the information object class notation of ASN.1 the recommended|setting of
the criticglity indication of extension-fields to be supplied by the originator of a message. The originator of § message
or probe thay choose, on a per-message basis, or in accordanéewith some local policy (e.g., a security-policy)] to set the
criticality indication of an extension-field to other than that,defined in this Service Definition, either to relax|or further
constrain fits criticality.

Table 27 {dentifies the possible alternatives open to@n*MTA for all the combinations of criticality.

Table 27 — MTA Actions on Criticality

Critical for . .
Submit* Front end* Message delivery* D di
Clause 14.6 Clause 14.3.2 Clause 14.7 own-grading+
Submissipn Transfer Delivery

AR, E AR A,R,D A,ID
X AR, E AR AN A,IN
X AR E AN A,R,D A,IN
X X A RE AN AN AN
X A E A, R AR, D A,D
X X A E AR AN AN

ITU-T Rec. X.411 (06/1999) 63


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

Table 27 — MTA Actions on Criticality

Critical for
Submit* Front end* Message delivery* D ding+
Clause 14.6 Clause 14.3.2 Clause 14.7 own-gracing
Submission Transfer Delivery
X X AE AN A,R,D AN
X X X A,E A, N AN A, N
Key:

* = See Figures 6 and 7 for these labels

+ =See [TU-T Rec. X.419 | ISO/IEC 10021-6 Annex B

x = Criticglity bit set to critical

A = Act o semantics

D = Discatd extension and Deliver or Downgrade as applicable

E = submiksion-Error (element-of-service-not-subscribed)
N = Non-deliver messages or probes, discard reports (unsupported-critical-function)
R =Relay]or deliveR as applicable retaining the extension intact, but no action on the semantics
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Figure 2 — Abstract Syntax Definition of the MTS Abstract Service (Start)
-- Figure 2 - Part 1 of 29

MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service (1)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- Prologue

-- Exports everything

IMPORTS

+ Remote Operations

JONNECTION-PACKAGE, CONTRACT, ERROR, OPERATION, OPERATION-PACKAGE, ROS-OBJECT-CIASS

FROM Remote-Operations-Information-Objects { joint-iso-itu-t
femote-operations (4)
informationObjects (5) versionl (0) }

gmptyUnbind
FROM Remote-Operations-Useful-Definitions { joint-isd+itu-t remote-operations (4)
useful-definitions(7) versionl(0) }

+ MTA Abstract Service

Internal-trace-information, trace-information

FROM MTAAbstractService { joint-iso-itu*t’ mhs(6) mts(3) modules(0)
mta-abstract-service (2) version-1999 (1) }

+ MS Abstract Service Extension

forwarding-request

FROM MSAbstractService { jo¥nt-iso-itu-t mhs(6) ms(4) modules (0)
abstract-service (I) version-1999(1) }

+ IPM Information Objects

JPMPerRecipientEnvelopeExtensions
FROM IPMSInfoxmationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

+ Object Identifiers

jd-att-physicalRendition-basic, id-cp-mts-connect, id-ct-mts-access,
jd-ct-mts-forced-access, id-ot-mts, id-ot-mts-user, id-pt-administration,
jd-pt-délivery, id-pt-submission, id-tok-asymmetricToken

FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules (0)
o . )

P | £ £ (0 1—31990 (1) 1
3 E—FeeRtrEFers{toy S+ + =

-- Operation and Error Codes

err-control-violates-registration, err-deferred-delivery-cancellation-rejected,
err-delivery-control-violated, err-element-of-service-not-subscribed,
err-inconsistent-request, err-message-submission-identifier-invalid,
err-new-credentials-unacceptable, err-old-credentials-incorrectly-specified,
err-operation-refused, err-originator-invalid, err-recipient-improperly-specified,
err-register-rejected, err-remote-bind-error, err-security-error,
err-submission-control-violated, err-unsupported-critical-function,
op-cancel-deferred-delivery, op-change-credentials, op-delivery-control,
op-message-delivery, op-message-submission, op-probe-submission, op-register,
op-report-delivery, op-submission-control

FROM MTSAccessProtocol { joint-iso-itu-t mhs(6

) protocols (0) modules (0)
mts-access-protocol (1) version-1999(1) }
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-- Figure 2 - Part 2 of 29

-- Directory Definitions

Name

FROM InformationFramework { joint-iso-itu-t ds(5) module (1)
informationFramework (1) 3 }

PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module (1)
selectedAttributeTypes (5) 3

ALGORITHM, AlgorithmIdentifier, Certificates, ENCRYPTED { }, SIGNATURE { }, SIGNED { }

o)
=]

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module (1)
ala o o ] e L2\
arthenrtieationFranenork{t

+ Certificate Extensions

GJertificateAssertion
FROM CertificateExtensions {joint—iso—itu—t ds (5) module (1)
certificateExtensions (26) 0 }

+ Upper Bounds

b-bit-options, ub-built-in-content-type, ub-built-in-encoded-information-types
b-certificates, ub-common-name-length, ub-content-id-length, ub-content-length
b-content-types, ub-country-name-alpha-length, ub-country-name-numeric-length,
b-deliverable-class, ub-diagnostic-codes, ub-dl-expansions,
b-domain-defined-attributes, ub-domain-defined-attribute-type-length,
b-domain-defined-attribute-value-length, ub-domain{-hame-length,
b-encoded-information-types, ub-extension-attributes, ub-extension-types,
b-el63-4-number-length, ub-el63-4-sub-addressélength, ub-generation-qualifier-J}ength,
b-given-name-length, ub-initials-length, ub-<“integer-options, ub-local-id-length,
b-mta-name-length, ub-mts-user-types, ub-numeric-user-id-length,
b-organization-name-length, ub-organizatdonal-units,
b-organizational-unit-name-length, ub-orig-and-dl-expansions, ub-password-length,
b-pds-name-length, ub-pds-parameter-iletigth, ub-pds-physical-address-lines,
b-postal-code-length, ub-privacy-markslength, ub-queue-size, ub-reason-codes,
b-recipients, ub-recipient-number-for-advice-length, ub-redirections,
b-redirection-classes, ub-restriébions, ub-security-categories, ub-security-lalels,
b-security-problems, ub-supplementary-info-length, ub-surname-length,
b-terminal-id-length, ub-tsap™id-length, ub-unformatted-address-length,
b-universal-generation-qualifier-length, ub-universal-given-name-length,
b-universal-initials-length, ub-universal-surname-length, ub-xl2l-address-length
FROM MTSUpperBounds { joint-iso-itu-t mhs(6) mts(3) modules (0)
upper-bounds (3) version-1999(1) };

R R R R R R R R R R R~ R B~ R R R~ R

dperationObjectl1(OPERATION ::= {LINKED {operationObject2}}
dprerationObject? ;,OPERATION ::= {LINKED {operationObject3}}
dperationObject3” OPERATION ::= {LINKED {operationObject4}}
dperationObject4 OPERATION ::= {LINKED {...

-- Dbjects

MHS-OBJHCT, \:= ROS-OBJECT-CLASS

mts MHSdoRgECT .= [
INITIATES { mts-forced-access-contract }
i

RESPONDS mts-access-contract }
D d-ot-mts }

mts-user MHS-OBJECT ::= {
INITIATES { mts-access-contract }
RESPONDS { mts-forced-access-contract }
1D id-ot-mts-user }

-- Contracts

mts-access-contract CONTRACT ::= {
CONNECTION mts-connect
INITIATOR CONSUMER OF { submission | delivery | administration }
ID id-ct-mts-access
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-- Figure 2 - Part 2 of 29

mts-forced-access-contract CONTRACT ::= {
CONNECTION mts-connect
RESPONDER CONSUMER OF  { submission | delivery | administration }
ID id-ct-mts-forced-access
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-- Figure 2 - Part 3 of 29

-- Connection package
mts-connect CONNECTION-PACKAGE ::= {
BIND mts-bind
UNBIND mts-unbind
D id-cp-mts-connect }
-- Ports
PORT ::= OPERATION-PACKAGE
submission PORT ::= {
OPERATIONS {operationObjectl, ...} /* This information object set has to be

extensible because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

g
delivery
Forward

[«

extensil
]

delivery
q
because
d
extensil
[«

set has
]

adminisy
q
because
d
because
[«

extensil
]

ABSTRACT
ABSTRACT

mts-bind
y:
H
H

MTSBindj

ONSUMER INVOKRES {message-submission | probe-submission | cancel-deferred-
,...} /* This information object set has to be extensible because it is used. by
} (as defined in ITU-T Rec. X.880) */

UPPLIER INVOKES {Submission—control,...} /* This information object set{ Hhas t
le because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

D id-pt-submission}

PORT ::= {
PERATIONS {operationObjectl, ...} /* This information object set ‘has to be exter
it is used by Forward{} (as defined in ITU-T Rec. X.880) */
ONSUMER INVOKES {delivery—control,...} /* This information,object set has to b4
le because it is used by Forward{} (as defined in ITU-T Ree/,X.880) */

UPPLIER INVOKES {message-delivery | report-delivery,...J=)* This information of
to be extensible because it is used by Forward{} (as defined in ITU-T Rec. X.84
D id-pt-delivery }

ration PORT ::= {

PERATIONS {change—credentials,...} /* This information object set has to be ex{
it is used by Forward{} (as defined in ITU-TRec. X.880) */

ONSUMER INVOKES {register,...} /* This infermation object set has to be extens]
it is used by Forward{} (as defined in ITU>T Rec. X.880) */

UPPLIER INVOKES {operationObjectl, ...} /*Mhis information object set has to bj
le because it is used by Forward{} (as(defined in ITU-T Rec. X.880) */

D id-pt-administration

U TS-bind and MTS-unbind
-OPERATION ::= OPERATION
-ERROR ::= ERROR

ABSTRACT-OPERATION ::= {
RGUMENT MTSBindArgument
ESULT MTSBindResult
RRORS { dts=bind-error } }

rgument 4=\ SET {

nitiator=name ObjectName,

essages~waiting [1] EXPLICIT MessagesWaiting OPTIONAL,
nitiyator-credentials [2] InitiatorCredentials,

]
it
]
g

eclrity-context [3] SecurityContext OPTIONAL,

T

. P . : L . . 1
EXLECIIS 10OIIS Lol oLl UF BEXLEIISIOINICSIUd {1 FMIoDIIIULXLEIISIOIIIs 77 ULRFAULL

sible

ject
0) */

ensible

ble

{1}

MTSBindExtensions EXTENSION ::= { PrivateExtensions, ..
-- May contain private extensions and future standardised extensions

MTSBindResult ::= SET {
responder-name ObjectName,
messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,
responder-credentials [2] ResponderCredentials,

1

extensions [3] SET OF ExtensionField {{ MTSBindResultExtensions }}

DEFAULT { } }

MTSBindResultExtensions EXTENSION ::= { PrivateExtensions, ...

68
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-- Figure 2 - Part 3 of 29

mts-bind-error ABSTRACT-ERROR ::= {
PARAMETER INTEGER {
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable-security-context (4),
inadequate-association-confidentiality (5)

} (0..ub-integer-options) }

mts-unbind ABSTRACT-OPERATION ::= emptyUnbind
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-- Figure 2 - Part 4 of 29
- Association Control Parameters

ObjectName ::= CHOICE ({
user-agent ORAddressAndOptionalDirectoryName,
mTA [0] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName}

MessagesWaiting ::= SET
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue }

DeliveryQueue ::= SET
messages [0] INTEGER (0..ub-gueue-size),

PR [l Tapmoomns o i PR o) Romronzar )
teES—t T I oo et —rengtny T TONATTTT

InitiatqrCredentials Credentials

ResponddqrCredentials ::= Credentials

Credentials ::= CHOICE {
imple Password,
trong [0] StrongCredentials,

I

rotected [1] ProtectedPassword }

[ral

Password ::= CHOICE ({
ja5-string IAS5String (SIZE (0..ub-password-length)),
qctet-string OCTET STRING (SIZE (0..ub-password-length)) }

StrongCyedentials ::= SET
Bind-token [0] Token OPTIONAL,
gertificate [1] Certificates OPTIONAL,

ertificate-selector [2] CertificateAsserfkion OPTIONAL }

Q.

ProtectddPassword ::= SET
4ignature SIGNATURE { SET {
password Password,
timel [0] UTCTime OPTIONAL:,
time2 [1] UTCTime OPTIONAL,
randoml [2] BIT STRINGOPTIONAL,
random2 [3] BIT STRING OPTIONAL } },
imel [0] UTCTime OPTIONAL,
ime2 [1] UTCTime OPTIQNAL,
andoml [2] BIT STRING OPTIONAL,
andom2 [3] BIT STRING' OPTIONAL }

B ot ot

SecurityContext ::= SET 'SIZE (1..ub-security-labels) OF SecurityLabel

ubmission Port

1
1
r

message{submigsien ABSTRACT-OPERATION ::= {
ARGUMENT MessageSubmissionArgument
RESULT MessageSubmissionResult
BRRORS { submission-control-violated |

Element-or-Service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

LINKED {operationObjectl,...} /* This information object set has to be extensible
because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 4 | 6 | 7 }

CODE op-message-submission }
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-- Figure 2 - Part 5 of 29

MessageSubmissionArgument ::= SEQUENCE {
envelope MessageSubmissionEnvelope,
content Content }

MessageSubmissionResult ::= SET {
message-submission-identifier MessageSubmissionIdentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier ContentIdentifier OPTIONAL,
extensions [1] SET OF ExtensionField {{ MessageSubmissionResultExtensions }}

DEFAULT { } }

MessageSubmissionResultExtensions EXTENSION ::=
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
originating-MTA-certificate |

groof-of-submission |

BrivateExtensions,

probe-sybmission ABSTRACT-OPERATION ::= {
ARGUMENT ProbeSubmissionArgument
RESULT ProbeSubmissionResult
BRRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

BINKED {operationObjectl, ...} /* This information object set has to be extensible
because |it is used by Forward{} (as defined in ITU-T Rec. X:880) */
JNVOKE-PRIORITY { 5}

JODE op-probe-submission }
ProbeSuldmissionArgument ::= ProbeSubmissionEnvelope
ProbeSulmissionResult ::= SET {

grobe-submission-identifier ProbeSubmisgionIdentifier,

grobe-submission-time [0] ProbeSubmissionTime,

gontent-identifier ContentIdentifier\OPTIONAL,

gxtensions [1] SET OF ExtensionFiéld {{ ProbeResultExtensions }} DEFAULT { } }

ProbeRedultExtensions EXTENSION ::=y{ JPrivateExtensions, ... }
+ May contain private extensions.and future standardised extensions,
-+ at most one instance of each-extension type

cancel-deferred-delivery ABSTRACT-OPERATION ::= {
ARGUMENT CancelDeferredDeliveryArgument
RESULT CancelDeferredDeliveryResult
BRRORS { deferred-delivery-cancellation-rejected |

message-submission-identifier-invalid |
remote-bind-error }

JINKED {opékationObjectl,...} /* This information object set has to be extensible
because |it is uSéd by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRTORITY { 3}

ODE op-cancel-deferred-delivery }

CancelDdferredDelivervArgument ::= MessageSubmissionIdentifier

CancelDeferredDeliveryResult ::= NULL

submission-control ABSTRACT-OPERATION ::= {

ARGUMENT SubmissionControlArgument

RESULT SubmissionControlResult

ERRORS { security-error | remote-bind-error }

LINKED {operationObjectl,...} /* This information object set has to be extensible
because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 3}

CODE op-submission-control }
SubmissionControlArgument ::= SubmissionControls
SubmissionControlResult ::= Waiting
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-- Figure 2 - Part 6 of 29

submission-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-submission-control-violated }
element-of-service-not-subscribed ABSTRACT-ERROR ::=

PARAMETER NULL

CODE err-element-of-service-not-subscribed }
deferred-delivery-cancellation-rejected ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-deferred-delivery-cancellation-rejected }
originator-invalid ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-originator-invalid }
recipiert-improperly-specified ABSTRACT-ERROR ::= {

BARAMETER ImproperlySpecifiedRecipients

ODE err-recipient-improperly-specified }
ImpropeylySpecifiedRecipients ::= SEQUENCE SIZE (1..ub-recipients) OF RecipientiName
message{submission-identifier-invalid ABSTRACT-ERROR ::=

BRARAMETER NULL

ODE err-message-submission-identifier-invalid }
inconsidtent-request ABSTRACT-ERROR ::= {

BARAMETER NULL

JODE err-inconsistent-request }
security-error ABSTRACT-ERROR ::= {

BARAMETER SecurityProblem

ODE err-security-error }
SecurityProblem ::= INTEGER {

gdssemby-instructions-conflict-with-security%services (0),
dquthentication-problem (1),
dquthentication-failure-on-subject-message (2),
gonfidentiality-association-problem  (3),
decryption-failed (4),
decryption-key-unobtainable (5),
failure-of-proof-of-message (6)+
forbidden-user-security-label fhegister (7),
Jncompatible-change-with-original-security-context (8),
integrity-failure-on-subject=message (9),
invalid-security-label (10),
jnvalid-security-label~update (11),
Rey-failure (12),
nfandatory-parametex-sabsence (13),
gperation-securityyfailure (14),
fedirection-prghibited (15),
fefused-altemnate-recipient-name (16),
fepudiation=failure-of-message (17),
fesponder eredentials-checking-problem (18),
gdecurityl-context-failure (19),
decurityscontext-problem (20),
gecukity-policy-violation (21)
deéurity-services-refusal (22),
okKen-decryption-failed (23)

’

token-error (24),

unable-to-aggregate-security-labels (25),
unauthorised-dl-name (26),

unauthorised-entry-class (27),
unauthorised-originally-intended-recipient-name (28),
unauthorised-originator-name (29),
unauthorised-recipient-name (30),
unauthorised-security-label-update (31),
unauthorised-user-name (32),

unknown-security-label (33),
unsupported-algorithm-identifier (34),
unsupported-security-policy (35) } (0..ub-security-problems)

unsupported-critical-function ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-unsupported-critical-function }
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-- Figure 2 - Part 6 of 29

remote-bind-error ABSTRACT-ERROR ::=
PARAMETER NULL
CODE err-remote-bind-error }

-- Submission Port Parameters
MessageSubmissionIdentifier ::= MTSIdentifier
MessageSubmissionTime ::= Time
ProbeSubmissionIdentifier ::= MTSIdentifier

ProbeSubmissionTime ::= Time

SubmissijonControls ::= Controls (WITH COMPONENTS {

germissible-content-types ABSENT,
permissible-encoded-information-types ABSENT })

Waiting|::= SET
Waiting-operations [0] Operations DEFAULT { },
Waiting-messages [1] WaitingMessages DEFAULT { },
Waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT |[{ },
Waiting-encoded-information-types EncodedInformationTypes OPTIONAL }
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Operations ::= BIT STRING ({
probe-submission-or-report-delivery (0),
message-submission-or-message-delivery (1) } (SIZE (0..ub-bit-options))
-- holding 'one’, not-holding 'zero'

WaitingMessages ::= BIT STRING ({
long-content (0),
low-priority (1),
other-security-labels (2) } (SIZE (0..ub-bit-options))

-- Delivery Port
message-delivery ABSTRACT-OPERATION ::= {
ARGUMENT MessageDeliveryArgument
RESULT MessageDeliveryResult
HRRORS { delivery-control-violated | security-error |
unsupported-critical-function }
JINKED {operationObjectl,...} /* This information object set has to be exténsible

because |it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 4 | 6 | 7 }
JODE op-message-delivery }

MessagelleliveryArgument ::= SEQUENCE {
JOMPONENTS OF MessageDeliveryEnvelope,
gontent Content }

MessagelJeliveryResult ::= SET {
fecipient-certificate [0] RecipientCertificate OPTIONAL,
groof-of-delivery [1] IMPLICIT ProofOfDelivery OPTIONALs

dxtensions [2] SET OF ExtensionField {{ MessageDeligeryResultExtensions }} DEFAUYLT { }}

MessagelleliveryResultExtensions EXTENSION ::= } PrivateBxtensions, ... }
+ May contain private extensions and future standardisedsextensions

report-delivery ABSTRACT-OPERATION ::= {

ARGUMENT ReportDeliveryArgument

RESULT ReportDeliveryResult

BRRORS { delivery-control-violated | security-error |
unsupported-critical-function

BINKED {operationObjectl, ...} /*\[His information object set has to be extensible

because |it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 5

ODE op-reportidelivery }

ReportDdliveryArgument ::= SET {
OMPONENTS OF ReportDeliveryEnvelope,
feturned-content [QJ\Content OPTIONAL }

ReportDqliveryResult {:s CHOICE ({
gmpty-result WULL,

gxtensionsSET SIZE (1..MAX) OF ExtensionField {{ ReportDeliveryResultExtensiong }} }

ReportDdliveryResultExtensions EXTENSION ::= { PrivateExtensions, ... }
+ May-contain private extensions and future standardised extensions

delivery-control ABSTRACT-OPERATION ::= {
ARGUMENT DeliveryControlArgument
RESULT DeliveryControlResult
ERRORS { control-violates-registration | security-error | operation-refused}
LINKED {operationObjectl,...} /* This information object set has to be extensible

because it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 3
CODE op-delivery-control }

DeliveryControlArgument ::= SET {
COMPONENTS OF DeliveryControls,
extensions [6] SET OF ExtensionField {{ DeliveryControlExtensions }} DEFAULT { } }

DeliveryControlExtensions EXTENSION ::= { PrivateExtensions,
-- May contain private extensions and future standardised extensions
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DeliveryControlResult ::= SET

COMPONENTS OF Waiting,
extensions [6] SET OF ExtensionField {{ DeliveryControlResultExtensions }} DEFAULT { }}

DeliveryControlResultExtensions EXTENSION ::= } PrivateExtensions, ... }

-- May contain private extensions and future standardised extensions
delivery-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-delivery-control-violated }
control-violates-registration ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-control-violates-registration }
operatiqn-refused ABSTRACT-ERROR ::= {

BARAMETER RefusedOperation

ODE err-operation-refused }
Refused(peration ::= SET {

fefused-argument CHOICE {

built-in-argument [1] RefusedArgument,
refused-extension EXTENSION.&id },
fefusal-reason [2] RefusalReason }

Refusedirgument ::= INTEGER
User-name (0),

yser-address (1),

deliverable-content-types (2),
deliverable-maximum-content-length (3),
deliverable-encoded-information-types-constraints/ (4),
deliverable-security-labels (5),
fecipient-assigned-redirections (6),
festricted-delivery (7),

fetrieve-registrations (8), --value 9 reserved for possible future extension to Register arguments
festrict (10),

germissible-operations (11),

germissible-lowest-priority (12),
germissible-encoded-information-types (13),
germissible-content-types (14),
germissible-maximum-content-length (15),
germissible-security-context,(16) } (0..ub-integer-options)

RefusalHeason ::= INTEGER ({

facility-unavailable (07,
facility-not-subscribed-(1),

Barameter-unacceptable® (2) } (0..ub-integer-options)

-- Delivery Port Pargmeters
RecipiernjtCertificate™::= Certificates

ProofOfleliveriynv:= SIGNATURE { SEQUENCE ({

glgorithm-identifier ProofOfDeliveryAlgorithmIdentifier,

delivery-time MessageDeliveryTime,

fhis‘recipient-name ThisRecipientName,

origlnally-intended-recipient-name OriglnallyIntendedRecipientName OPTIONAL,
content Content,

content-identifier ContentIdentifier OPTIONAL,

message-security-label MessageSecurityLabel OPTIONAL } }

ProofOfDeliveryAlgorithmIdentifier ::= AlgorithmIdentifier

DeliveryControls ::= Controls
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2 - Part 9 of 29

Controls ::= SET {

restric

t [0] BOOLEAN DEFAULT TRUE,

-- update 'TRUE', remove 'FALSE'

permiss
permiss
permiss
permiss

ible-operations [1] Operations OPTIONAL,
ible-maximum-content-length [2] ContentLength OPTIONAL,
ible-lowest-priority Priority OPTIONAL,
ible-content-types [4] ContentTypes OPTIONAL,

permiss
permiss

ible-encoded-information-types PermissibleEncodedInformationTypes OPTIONAL,
ible-security-context [5] SecurityContext OPTIONAL }

-~ Note — The Tags [0], [1] and [2] are altered for the Register operation only.

PermissibleEncodedInformationTypes ::= EncodedInformationTypesConstraints

- Administration Port

registey ABSTRACT-OPERATION ::= {
ARGUMENT RegisterArgument
RESULT RegisterResult
HRRORS { register-rejected | remote-bind-error | operatipm-refused |
security-error }
JINKED {operationObjectl,...} /* This information object set has(t9”be extensible
because |it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 5 }
ODE op-register }
RegisteyArgument ::= SET

U
4

q
default
fedirec
1
1
q

xtensi

RegisteyExtens

RegistepResult

RegisteyResultExtension§ EXTENSION ::= { PrivateExtensions, ... }
+ May contain private extensions and future standardised extensions

change-dredential§) ABSTRACT-OPERATION ::= {
ARGUMENT; ChangeCredentialsArgument
RESULT NULL
BRRORS { new-credentials-unacceptable |

old-credentialds-incorrectly-specified |

ser-name UserName OPTIONAL,
ser-address [0] UserAddress OPTIONAL,
eliverable-class SET SIZE (1..ub-deliverable-class). ) OF DeliverableClass OPTIONAL,

estricted-delivery [4] RestrictedDelivery OPTIONAL,
etrieve-registrations [5] RegistrationTypes\OPTIONAL,

+ May contain private extensions and future standardised extensions

gmpty-result NULL,
fon-empty-result SET {

-delivery-controls [2] EXPLICIT DefaultDeldveryControls OPTIONAL,
tions [3] Redirections OPTIONAL,

ons [6] SET OF ExtensionField {{ RegisterExtensions }} DEFAULT { } }

ions EXTENSION ::= { PrivateExtensions, ...

::= CHOICE {
registered-information [0] RegisterArgument (WITH COMPONENTS {

retrievekrggistrations ABSENT} ) OPTIONAL,
extensions [1]* SET OF ExtensionField {{ RegisterResultExtensions }} DEFAULT {}}}

remote-bind-error | security-error }

LINKED

{operatlonuojectl,...; ~ 1N1s 1nrormatiornl object sert Nas TO be extelnlsible

because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 5
CODE op-change-credentials }
ChangeCredentialsArgument ::= SET {

old-credentials [0] Credentials (WITH COMPONENTS { simple }),
new-credentials [1] Credentials (WITH COMPONENTS { simple }) }

register-rejected ABSTRACT-ERROR ::= {
PARAMETER NULL

CODE

err-register-rejected }

new-credentials-unacceptable ABSTRACT-ERROR ::= {
PARAMETER NULL

CODE

err-new-credentials-unacceptable }
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old-credentials-incorrectly-specified ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-old-credentials-incorrectly-specified }

-- Administration Port Parameters
UserName ::= ORAddressAndOptionalDirectoryName

UserAddress ::= CHOICE ({
x121 [0] SEQUENCE
x121-address NumericString (SIZE (1..ub-x12l1l-address-length)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL },
presentation [1] PSAPAddress }

PSAPAddfess ::= PresentationAddress

DelivergbleClass ::= MessageClass (WITH COMPONENTS {

riority ABSENT,
bjects ABSENT,
pplies-only-to ABSENT })

Q. o

Default@jeliveryControls ::= Controls (WITH COMPONENTS {

festrict ABSENT,
permissible-security-context ABSENT })

Redirecf{ions ::= SEQUENCE SIZE (1..ub-redirections) OF RecipieritRedirection
RecipierftRedirection ::= SET {
fedirection-classes [0] SET SIZE (1..ub-redirectién-classes) OF RedirectionClassg
OPTIONAL,
fecipient-assigned-alternate-recipient [1] ReelpientAssignedAlternateRecipient
OPTIONAL }
RedirecfionClass ::= MessageClass
Message(lass ::= SET {

gontent-types [0] ContentTypes OPTLIONAL,
faximum-content-length [1] ContentLength OPTIONAL,
gncoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,
decurity-labels [3] SecurityCentext OPTIONAL,
griority [4] SET OF Priority~OPTIONAL,
qbjects [5] ENUMERATED {\messages (0), reports (1), both (2), ... } DEFAULT bot},
dpplies-only-to [6] SEQUENCE OF Restriction OPTIONAL, -- Not considered in the case of Reports --
gxtensions [7] SET OF ExtensionField {{ MessageClassExtensions }} DEFAULT { } }

Encoded]nformationTypesConstraints ::= SEQUENCE {
ynacceptable-eits [0] ExtendedEncodedInformationTypes OPTIONAL,
cceptable-eits [1] ExtendedEncodedInformationTypes OPTIONAL,

E
gxclusivelysyacceptable-eits [2] ExtendedEncodedInformationTypes OPTIONAL }

Message(lassExténsions EXTENSION ::= { PrivateExtensions, ...
+ May-centain private extensions and future standardised extension

RecipiernjtAssignedAlternateRecipient ::= ORAddressAndOrDirectoryName
RestrictedDelivery ::= SEQUENCE SIZE (1..ub-restrictions) OF Restriction
Restriction ::= SET

permitted BOOLEAN DEFAULT TRUE,
source-type BIT STRING

originated-by (0),

redirected-by (1),

dl-expanded-by (2) } DEFAULT { originated-by, redirected-by, dl-expanded-by },
source-name ExactOrPattern OPTIONAL }

ExactOrPattern ::= CHOICE ({
exact-match [0] ORName,
pattern-match [1] ORName }
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RegistrationTypes ::= SEQUENCE {

standard-parameters [0] BIT STRING {
user-name (0),
user-address (1),
deliverable-class (2),
default-delivery-controls (3),
redirections (4),
restricted-delivery (5) } OPTIONAL,
extensions [1] SET OF EXTENSION.&id ({ RegisterExtensions }) OPTIONAL }

Message Submission Envelope

MessageSubmissionEnvelope ::= SET

PerMessdgeSubmissionFields ::= SET

PerMessdgeSubmissionExtensions EXTENSION ::= {

PerRecigientMessageSubmissiohFields ::= SET ({

PerRecigientMessageSubmissionExtensions EXTENSION ::= {

78

COMPONENTS OF PerMessageSubmissionFields,
er-recipient-fields [1] SEQUENCE SIZE (1l..ub-recipients) OF

PerRecipientMessageSubmissionFields |

griginator-name OriginatorName,

griginal-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
dontent-type ContentType,

gontent-identifier ContentIdentifier OPTIONAL,

griority Priority DEFAULT normal,

per-message-indicators PerMessageIndicators DEFAULT { },
deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

dxtensions [2] SET OF ExtensionField {{ PerMessageSubmissiopExtlensions }} DEFAUI

+ May contain the following extensions, private extensions, and futute-standardised extensions,
+ at most one instance of each extension type:

fecipient-reassignment-prohibited |
dl-expansion-prohibited |
gonversion-with-loss-prohibited |
Jatest-delivery-time |
griginator-return-address |
driginator-certificate |
gontent-confidentiality-algorithm-identifietr |
message-origin-authentication-check |
nessage-security-label |
proof-of-submission-request |
gontent-correlator |

dl-exempted-recipients |

gertificate-selectors |
nultiple-originator-certificdtes
forwarding-request --for MS'Abstract Service only -- |
BrivateExtensions, ... }

fecipient-name RecdphentName,

griginator-report-request [0] OriginatorReportRequest,

gxplicit-conversion [1] ExplicitConversion OPTIONAL,

dxtensions [2] SET OF ExtensionField {{ PerRecipientMessageSubmissionExtensions

DEFAULT { } }

+ May-contain the following extensions, private extensions, and future standardised extensions,
-+ ar most one instance of each extension type:

driginator-requested-alternate-recipient |
|

Fectested—tettreryr—merhod—
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
certificate-selectors-override |
recipient-certificate |
IPMPerRecipientEnvelopeExtensions |
PrivateExtensions, ... }

ITU-T Rec. X.411 (06/1999)


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

-- Figure 2 - Part 12 of 29
- Probe Submission Envelope

ProbeSubmissionEnvelope ::= SET {
COMPONENTS OF PerProbeSubmissionFields,
per-recipient-fields [3] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientProbeSubmissionFields }

PerProbeSubmissionFields ::= SET {
originator-name OriginatorName,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,
content-identifier ContentIdentifier OPTIONAL,
content-length [0] ContentLength OPTIONAL,
per-message-indicators PerMessageIndicators DEFAULT { },
xtensions [2] SET OF ExtensionField {{ PerProbeSubmigsionExtensions }} DEFAULT { } }

PerProbgqSubmissionExtensions EXTENSION ::=

- May contain the following extensions, private extensions, and future standardised extensions,
- at most one instance of each extension type:
ecipient-reassignment-prohibited |
l-expansion-prohibited |
onversion-with-loss-prohibited |
riginator-certificate |
essage-security-label |
ontent-correlator |
robe-origin-authentication-check |
rivateExtensions, ... }

2=l e W= e W o W o W =

PerRecipgientProbeSubmissionFields ::= SET

fecipient-name RecipientName,

griginator-report-request [0] OriginatorReportRequeSt)

gxplicit-conversion [1] ExplicitConversion OPTIONAL,

dxtensions [2] SET OF ExtensionField {{ PerRecipiéntProbeSubmissionExtensions }

DEFAULT [{ } }

PerRecipgientProbeSubmissionExtensions EXTENSION &2 {

+ May contain the following extensions, private extensions, and future standardised extensions,
- at most one instance of each extension type :
riginator-requested-alternate-recipient |

equested-delivery-method |

hysical-rendition-attributes |

rivateExtensions, ... }

o= lra B e |

1
1
—

Uessage Delivery Envelope

MessagelleliveryEnvelope ::= SEQUENCE {
nessage-delivery-identifier MessageDeliveryIdentifier,
nfessage-delivery-tdme MessageDeliveryTime,
qther-fields OthérMessageDeliveryFields }

OtherMedsageDeliveryFields ::= SET {
gontent-type\DeliveredContentType,
griginator=name DeliveredOriginatorName,
gdriginal~encoded-information-types [1] OriginalEncodedInformationTypes OPTIONAL
griority Priority DEFAULT normal,
delivery-flags [2] DeliveryFlags OPTIONAL,
gther-recipient-names [3] OtherRecipientNames OPTIONAL,

this=reciptrent=rame =T ThisRecipientName;
originally-intended-recipient-name [5] OriginallyIntendedRecipientName OPTIONAL,
converted-encoded-information-types [6] ConvertedEncodedInformationTypes OPTIONAL,
message-submission-time [7] MessageSubmissionTime,

content-identifier [8] ContentIdentifier OPTIONAL,

extensions [9] SET OF ExtensionField {{ MessageDeliveryExtensions }} DEFAULT { } }
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MessageDeliveryExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :
conversion-with-loss-prohibited
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
originator-return-address |
physical-delivery-report-request |
originator-certificate |
message-token |
gantent-confidentiality-algorithm-identifier
ontent-integrity-check |
essage-origin-authentication-check |
essage-security-label |
roof-of-delivery-request |
l-exempted-recipients |
ertificate-selectors |
ertificate-selectors-override |
ultiple-originator-certificates |
ecipient-certificate |
PMPerRecipientEnvelopeExtensions |
edirection-history |
l-expansion-history |
race-information |
nternal-trace-information |
rivateExtensions,

faVi: o B

e ot O B L b o

1
1
~

Report Delivery Envelope

ReportDdliveryEnvelope ::= SET {

JOMPONENTS OF PerReportDeliveryFields,
ger-recipient-fields SEQUENCE SIZE (1..ub-regipients) OF
PerRecipientReportDeliveryFields }

PerRepoftDeliveryFields ::= SET

ubject-submission-identifier SubjectSubmissionIdentifier,

ontent-identifier ContentIdentifiex)\OPTIONAL,

ontent-type ContentType OPTIONAL{

riginal-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
xtensions [1] SET OF ExtensionField {{ ReportDeliveryExtensions }} DEFAULT { }|}

alola o m

ReportDgliveryExtensions EXTENSION|::= {

+ May contain the following extéunsions, private extensions, and future standardised extensions,
- at most one instance of eath extension type:
essage-security-label |
ontent-correlator, |
edirection-history’|
riginator-and,Bh=éxpansion-history |
eporting-DL-name |
eporting-MEAScertificate |
eport-origin-authentication-check |
race-information |
nternalstrace-information |
eporting-MTA-name |
rivateExtensions, ... }

o= R~ S T R e W e =]

PerRecipterntReportbetiveryFietds—T=SET
actual-recipient-name [0] ActualRecipientName,
report-type [1] ReportType,
converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
originally-intended-recipient-name [2] OriginallyIntendedRecipientName OPTIONAL,
supplementary-information [3] SupplementaryInformation OPTIONAL,
extensions [4] SET OF ExtensionField {{ PerRecipientReportDeliveryExtensions }}

DEFAULT { } }

PerRecipientReportDeliveryExtensions EXTENSION ::=
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
redirection-history |
physical-forwarding-address |
recipient-certificate |
proof-of-delivery |
PrivateExtensions,
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-- Figure 2 - Part 14 of 29

ReportType ::= CHOICE {
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET ({
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public }

NonDeliveryReport ::= SET
non-delivery-reason-code [0] NonDeliveryReasonCode,
non-delivery-diagnostic-code [1] NonDeliveryDiagnosticCode OPTIONAL }

- Envelope Fields

OriginatarName -2 ORAddressAndOrDirectoryName
DeliverddOriginatorName ::= ORAddressAndOptionalDirectoryName
OriginalEncodedInformationTypes ::= EncodedInformationTypes
Contentlypes ::= SET SIZE (1..ub-content-types) OF ContentType
ContentType ::= CHOICE

Built-in BuiltInContentType,
dxtended ExtendedContentType }

BuiltIndontentType ::= [APPLICATION 6] INTEGER ({

ynidentified (0),

dxternal (1), -- identified by the object-identifier of the EXTERNAL content
interpersonal -messaging-1984 (2),

Interpersonal-messaging-1988 (22),
9
3

di-messaging (35),
oice-messaging (40) } (0..ub-built-in-content*type)

ExtendedContentType ::= OBJECT IDENTIFIER

DeliverdqdContentType ::= CHOICE {
uilt-in [0] BuiltInContentType,
gxtended ExtendedContentType

Content]dentifier ::= [APPLICATION 100y PrintableString (SIZE (1..ub-content-id-length))
PerMessdgeIndicators ::= [APPLICATION 8] BIT STRING
disclosure-of-other-regipients (0), -- disclosure-of-other-recipients-requested 'one’,

-- disclosure-of-other-recipients-prohibited 'zero';
-- ignored for Probe-submission

{mplicit-conversicn=prohibited (1), -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed "zero'
dlternate-recipiént-allowed (2), -- alternate-recipient-allowed 'one’,
-- alternate-recipient-prohibited "zero'
¢ontent -return-request (3), -- content-return-requested ‘one’,

-- content-return-not-requested 'zero';
-- ignored for Probe-submission

fesepved” (4), -- bit reserved by MOTIS 1986
Bit~5.45),
it<e (6), -- notz:flz\catzzon type-1:bit 5 :zem" and bit 6”0ne:

- noté?cation type-3 . bit 5 'one' and bit 6 'one’

-- the mapping gétween notification type 1, 2, 3

-- and the content specific notification types are defined
-- in relevant content specifications

service-message (7) -- the message content is for service purposes,

-- it may be a notiﬁcation related to a service message;
-- used only by bilateral agreement --

(SIZE (0..ub-bit-options))

RecipientName ::= ORAddressAndOrDirectoryName
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OriginatorReportRequest ::= BIT STRING

report (3),

non-delivery-report (4)

-- at most one bit shall be 'one':

-- report bit 'one' requests a 'report’;

-- non-delivery-report bit 'one' requests a 'non-delivery-report';

-- both bits 'zero' requests 'no-report'-- } (SIZE (0..ub-bit-options))

ExplicitConversion ::= INTEGER {

ia5-text-to-teletex (0),
--values 1 to 7 are no longer defined
ia5-text-to-g3-facsimile (8),
ia5-text-to-g4-class-1 (9),
ia5-text-to-videotex (10),
teletex-to-ia5-text (11),

LClCLC _LU_HJ_LdLbilllilc 12/,
fgeletex-to-g4-class-1 (13),

feletex-to-videotex (14),

+ value 15 is no longer defined

Jyideotex-to-ia5-text (16),

Jideotex-to-teletex (17) } (0..ub-integer-options)

DeferredDeliveryTime ::= Time

Priority ::= [APPLICATION 7] ENUMERATED {

normal (0),
jon-urgent (1),
drgent (2) }

Contentlength ::= INTEGER (0..ub-content-length)
MessageljeliveryIdentifier ::= MTSIdentifier
MessageljeliveryTime ::= Time
DeliveryFlags ::= BIT STRING (
{mplicit-conversion-prohibited (1) -- imiplicit-conversion-prohibited 'one’,
-<implicit-conversion-allowed 'zero'-- }

SIZE (0..ub-bit-options))

OtherRedipientNames ::= SEQUENCE SIZE <l..ub-recipients) OF OtherRecipientName
OtherRedipientName ::= ORAddressAndOptionalDirectoryName

ThisRecipientName ::= ORAddressAndOptionalDirectoryName
OriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName
ConvertddEncodedInformationTypes ::= EncodedInformationTypes
Subjectqubmissionldentifier ::= MTSIdentifier

ActualRqcipientName ::= ORAddressAndOrDirectoryName

TypeOfMSUSeT

82

INTEGER {

G ] L
T

AY
Iy
private (1),

ms (2),
dl (3),
pdau (4),

physical-recipient (5),
other (6) } (0..ub-mts-user-types)

ITU-T Rec. X.411 (06/1999)


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

-- Figure 2 - Part 16 of 29

NonDeliveryReasonCode ::= INTEGER {
transfer-failure (0),
unable-to-transfer (1),
conversion-not-performed (2),
physical-rendition-not-performed (3),
physical-delivery-not-performed (4),
restricted-delivery (5),
directory-operation-unsuccessful (6),
deferred-delivery-not-performed (7),
transfer-failure-for-security-reason (8) } (0..ub-reason-codes)

NonDeliveryDiagnosticCode =
unrecognised-OR-name (0
ambiguous-OR-name (1),
mts-congestion (2),

uuy—dct_ct,l_cd 1N

ecipient-unavailable (4),

aximum-time-expired (5),

ncoded-information-types-unsupported (6),

ontent-too-long (7),

onversion-impractical (8),

mplicit-conversion-prohibited (9),

mplicit-conversion-not-subscribed (10),

nvalid-arguments (11),

ontent-syntax-error (12),

ize-constraint-violation (13),

rotocol-violation (14),

ontent-type-not-supported (15),

oo-many-recipients (16),

o-bilateral-agreement (17),

nsupported-critical-function (18),

onversion-with-loss-prohibited (19),

ine-too-long (20),

age-split (21),

ictorial-symbol-loss (22),

unctuation-symbol-loss (23),

lphabetic-character-loss (24),

ultiple-information-loss (25),

ecipient-reassignment-prohibited (26),

edirection-loop-detected (27),

1l-expansion-prohibited (28),

o-dl-submit-permission (29),

l-expansion-failure (30),

hysical-rendition-attributes-;not-supported (31),

ndeliverable-mail-physical-de¥ivery-address-incorrect (32),

ndeliverable-mail-physicaltdelivery-office-incorrect-or-invalid (33),

ndeliverable-mail-physical’-delivery-address-incomplete (34),

ndeliverable-mail-recipient-unknown (35),

ndeliverable-mail-recipient-deceased (36),

ndeliverable-mail-oxganization-expired (37),

ndeliverable-majhsrecipient-refused-to-accept (38),

ndeliverable-paidl-recipient-did-not-claim (39),

ndeliverable-mail-recipient-changed-address-permanently (40),

ndeliverabletmail-recipient-changed-address-temporarily (41),

ndeliverable-mail-recipient-changed-temporary-address (42),

ndelivefable-mail-new-address-unknown (43),

ndeliyerdble-mail-recipient-did-not-want-forwarding (44),

ndeliverable-mail-originator-prohibited-forwarding (45),

egure-messaging-error (46),

naple-to-downgrade (47),

unable-to-complete-transfer (48),

transfer-attempts-limit-reached (49),

incorrect-notification-type (50),

dl-expansion-prohibited-by-security-policy (51),

forbidden-alternate-recipient (52),

security-policy-violation (53),

security-services-refusal (54),

unauthorised-dl-member (55),

unauthorised-dl-name (56),

unauthorised-originally-intended-recipient-name (57),

unauthorised-originator-name (58),

unauthorised-recipient-name (59),

unreliable-system (60),

authentication-failure-on-subject-message (61),

INTEGER ({
)

’

O e e e O O Do Y

lale s latla

Qi ol b ooy

clplo o ol oo oo oo o e o)
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ynsupported-al gorithm-identifier (77)

Unsupported-security-policy (78) } (0..ub-diagnostic-codes)
SupplemgntaryInformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))
84 ITU-T Rec. X.411 (06/1999)
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decryption-failed (62),
decryption-key-unobtainable (63),
double-envelope-creation-failure (64),
double-enveloping-message-restoring-failure (65),
failure-of-proof-of-message (66),
integrity-failure-on-subject-message (67),
invalid-security-label (68),

key-failure (69),
mandatory-parameter-absence (70),
operation-security-failure (71),
repudiation-failure-of-message (72),
security-context-failure (73),
token-decryption-failed (74),

token-error (75),

unknown-security-label (76),
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-- Figure 2 - Part 17 of 29

- Extension Fields

EXTENSION ::= CLASS {
&id ExtensionType UNIQUE,
&Type OPTIONAL,
&absent &Type OPTIONAL,
&recommended Criticality DEFAULT { } }
WITH SYNTAX
[&Type [IF ABSENT &absent],]
[RECOMMENDED CRITICALITY &recommended, ]
IDENTIFIED BY &id }

ExtensionType ::= CHOICE (
standard-extension [0] INTEGER (0..ub-extension-types),

rivate-extension [3] OBJECT IDENTIFIER }

Critical
f
i
f

Extensid
4
q
A

PrivateH

recipier
H
H
]

Recipier
q
q

originat
q
H
]

Originat
-- Origing
-- defined
-- transfef

dl-expar]
i
H
1

DLEXpans

ity ::= BIT STRING ({

or-submission (0),

or-transfer (1),

or-delivery (2) } (SIZE (0..ub-bit-options)) -- critical 'one’, non-critical\’2ero’

nField {EXTENSION:ChosenFrom} ::= SEQUENCE {

ype EXTENSION.&id ({ChosenFrom}),

riticality [1] Criticality DEFAULT { },

alue [2] EXTENSION.&Type ({ChosenFrom} {@type}) DEFAULT NULL:NULL }

xtensions EXTENSION ::= {
- Any value shall be relayed and delivered if not Critical (see Table 2.7).

- Shall be IDENTIFIED BY ExtensionType.private-extension -- %"}

t-reassignment-prohibited EXTENSION ::= {
ecipientReassignmentProhibited IF ABSENT recipient-reassignment-allowed,
ECOMMENDED CRITICALITY {for-delivery},

DENTIFIED BY standard-extension:1

tReassignmentProhibited ::= ENUMERATEDR.Y
ecipient-reassignment-allowed (0),
ecipient-reassignment-prohibited (%) }

or-requested-alternate-recipient EXTENSION ::= {
riginatorRequestedAlternateRécipient,

ECOMMENDED CRITICALITY {for-submission},
DENTIFIED BY standard-extéension:2

orRequestedAlternateRecipient ::= ORAddressAndOrDirectoryName
torRequestedAlternateRecipient as defined here differs from the field of the same name
in Figure 4, since op-submission the OR-address need not be present, but on

the OR-address mustbe present.

sion-prohibited EXTENSION ::= {
LExpansidnProhibited IF ABSENT dl-expansion-allowed,
ECOMMENDED' CRITICALITY {for-delivery},

DENTIEIED BY standard-extension:3

iodProhibited ::= ENUMERATED {

- except those values whose semantics the MTA obeys which are definéd to be removed when obeyed).

[¢

1 Bancaiofeasllowad—(0)
g 7

dl-expansion-prohibited (1) }

conversion-with-loss-prohibited EXTENSION ::= {
ConversionWithLossProhibited IF ABSENT conversion-with-loss-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:4
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ConversionWithLossProhibited ::=

Figure 2 - Part 18 of 29

ENUMERATED {
conversion-with-loss-allowed (0),
conversion-with-loss-prohibited (1) }

latest-delivery-time EXTENSION ::= {

LatestDeliveryTime ::=

LatestDeliveryTime,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:5 }

Time

requested-delivery-method EXTENSION ::= {

RequestgqdDeliveryMethod ::=

RequestedDeliveryMethod IF ABSENT { any-d
IDENTIFIED BY standard-extension:6 }

elivery-method },

SEQUENCE OF INTEGER
ny-delivery-method (0),
hs-delivery (1),
hysical-delivery (2),
elex-delivery (3),
eletex-delivery (4),
3-facsimile-delivery
4-facsimile-delivery
a5-terminal-delivery
ideotex-delivery (8),
elephone-delivery (9) }

(5),
(6),
(7).,

g Q0 ot ot o o)

(0..ub-integer-o

physical-forwarding-prohibited EXTENSION ::= {

PhysicalForwardingProhibited ::=

physical-forwarding-address-request EXTENSION
hysicalForwardingAddressRequest IF.ABSENT physical-forwarding-address-not-requq

Physical]ForwardingAddressRequest ;=

BhysicalForwardingProhibited IF ABSENT ph
ECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:7 }

o)

ENUMERATED {
hysical-forwarding-allowed (0),
physical-forwarding-prohibited (1) }

[ral

o=

HECOMMENDED CRITICALITY {for-deliyery},
IDENTIFIED BY standard-extensiont8~”}

ENUMERATED
Bhysical-forwarding-address=hot-requested
hysical-forwarding-address-requested (1)

[ral

physical-delivery-modes EXTENSION ::= {

PhysicalDeliveryModes ::=

86

i

ECOMMENDED CRITICALITY {for-delivery},
DENTIFIED BY &tandard-extension:9 }

—l

BIT STRING {
grdinaryfmail (0),

pecialxd€livery (1),

xpress-mail (2),

ounter-collection (3),
qounter-collection-with-telephone-advice

Do

{ -- each different in order of preference,
-- most preferred first

ptions)

ysical-forwarding-allowed,

Yo=

{

(0),

}

hysicalDeliveryModes IF ABSENT ordinary-mail,

(4),

counter-collection-with-telex-advice (5),
counter-collection-with-teletex-advice (6
bureau-fax-delivery (7)

-- bits 0 to 6 are mutually exclusive

-- bit 7 can be set independently of any of bits 0 to 6

ITU-T Rec. X.411 (06/1999)
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-- Figure 2 - Part 19 of 29

registered-mail-type EXTENSION ::= {
RegisteredMailType IF ABSENT non-registered-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:10 }

RegisteredMailType ::= INTEGER ({
non-registered-mail (0),
registered-mail (1),
registered-mail-to-addressee-in-person (2) } (0..ub-integer-options)

recipient-number-for-advice EXTENSION ::= {
RecipientNumberForAdvice,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:11 }

Recipier

physicall
B
H
]

Physical

originat
q
]

Originaft
physical
!

R
]

Physical
q

1
1
1

originaft
q
]

Originaft

message-
N
H
]

MessageT]

content 4

tNumberForAdvice ::= TeletexString (SIZE (1..ub-recipient-number-for-advice-ile]

-rendition-attributes EXTENSION ::= {

hysicalRenditionAttributes IF ABSENT id-att-physicalRendition-basic,
ECOMMENDED CRITICALITY {for-delivery},

DENTIFIED BY standard-extension:12 }

RenditionAttributes ::= OBJECT IDENTIFIER

or-return-address EXTENSION ::= {
riginatorReturnAddress,
DENTIFIED BY standard-extension:13 }

orReturnAddress ::= ORAddress

-delivery-report-request EXTENSION ::= {

hysicalDeliveryReportRequest IF ABSENT returnéofi-undeliverable-mail-by-PDS,
ECOMMENDED CRITICALITY {for-delivery},

DENTIFIED BY standard-extension:14

DeliveryReportRequest ::= INTEGER {
eturn-of-undeliverable-mail-by-PDS (B)%
eturn-of-notification-by-PDS (1),

eturn-of-notification-by-MHS (2),
eturn-of-notification-by-MHS-and<PDS (3) } (0..ub-integer-options)

or-certificate EXTENSION ::X}{
riginatorCertificate,
DENTIFIED BY standard-ektehsion:15 }

orCertificate ::= Cetrtificates
token EXTENSION(:i= {
essageToken,

ECOMMENDED , CRITICALITY {for-delivery},
DENTIFIED-BY'standard-extension:16 }

oken . i="Token

1]
—

cormfidentiality-algorithm-identifier EXTENSION

ontentConfidentialitvAlgorithmIdentifier

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:17

ContentConfidentialityAlgorithmIdentifier ::= AlgorithmIdentifier

ITU-T Rec. X.411 (06/1999)
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content-integrity-check EXTENSION ::=
ContentIntegrityCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:18 }

ContentIntegrityCheck ::= SIGNATURE { SEQUENCE ({
algorithm-identifier ContentIntegrityAlgorithmIdentifier OPTIONAL,
content Content } }

ContentIntegrityAlgorithmIdentifier ::= AlgorithmIdentifier

message-origin-authentication-check EXTENSION ::= {
MessageOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
DENTIEFTED RY standard-extension-19

Message(riginAuthenticationCheck ::= SIGNATURE { SEQUENCE ({
dlgorithm-identifier MessageOriginAuthenticationAlgorithmIdentifier,
gontent Content,

gontent-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

Message(QriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

messageq{security-label EXTENSION ::= {
MessageSecurityLabel,

HECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:20 }

MessagedecuritylLabel ::= SecurityLabel

proof-ofl-submission-request EXTENSION ::= {

BroofOfSubmissionRequest IF ABSENT proof-of-submission-not-requested,
HECOMMENDED CRITICALITY {for-submission},

IDENTIFIED BY standard-extension:21 }

ProofOf4ubmissionRequest ::= ENUMERATED {
groof-of-submission-not-requested (0),
Broof-of-submission-requested (1) .}

proof-ofl-delivery-request EXTENSION :z= {

BroofOfDeliveryRequest IF ABSENT proof-of-delivery-not-requested,
HECOMMENDED CRITICALITY {fdk-delivery},

IDENTIFIED BY standard-ektehsion:22 }

ProofOflleliveryRequest ::=, ENUMERATED
groof-of-delivery-aob-requested (0),
proof-of-delivery-yYequested (1) }

content{correlator EXTENSION ::= {
ontentCorrelator,
IDENTIFIERBY standard-extension:23 }

Content(orrglator ::= CHOICE ({
jastext IA5String,
dctets OCTET STRING }

probe-origin-authentication-check EXTENSION ::= {
ProbeOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:24 }

88 ITU-T Rec. X.411 (06/1999)


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

originafof/and-DL-expansion-history EXTENSION

ISO/IEC 10021-4:2003 (E)

Figure 2 - Part 21 of 29

ProbeOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProbeOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

ProbeOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

redirection-history EXTENSION ::= {

RedirectionHistory,
IDENTIFIED BY standard-extension:25 }

RedirectionHistory ::= SEQUENCE SIZE (1l..ub-redirections) OF Redirection

Redirection ::= SEQUENCE {

ul_cuucu J.CL,J.L.)_LCLLL 1I4llE J.lll_CllucuK.CLJ.LJLCU.L.JNG[[IC,
fedirection-reason RedirectionReason }

IntendedRecipientName ::= SEQUENCE {

Jntended-recipient ORAddressAndOptionalDirectoryName,
fedirection-time Time }

Redirect{ionReason ::= ENUMERATED {

fecipient-assigned-alternate-recipient (0),
griginator-requested-alternate-recipient (1),
fecipient-MD-assigned-alternate-recipient (2),

+ The following values may not be supported by zmplementatlons of earlieryersions of this Service [}
directory-look-up (3),

dlias (4),

}

dl-exparjsion-history EXTENSION ::= {

OPLExpansionHistory,
IDENTIFIED BY standard-extension:26 }

DLExpangdionHistory ::= SEQUENCE SIZE (1..ub-dl-expansions) OF DLExpansion

DLExpangion ::= SEQUENCE ({

dl ORAddressAndOptionalDirectoryName,
dl-expansion-time Time

physical-forwarding-address EXTENSION-::= {

BhysicalForwardingAddress,
IDENTIFIED BY standard-exténsion:27 }

PhysicalForwardingAddress ::=\ORAddressAndOptionalDirectoryName

recipierjt-certificate EXTENSION ::= {

HecipientCertificate,
IDENTIFIED BY §tandard-extension:28 }

proof-ofl-delivery EXTENSION ::= {

BroofOfDeldvery,
IDENTIFIEP BY standard-extension:29 }

1]
—~

efinition

riginatorAndDlLExpansionHistor

IDENTIFIED BY standard-extension:30 }

OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (2..ub-orig-and-dl-expansions) OF

OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {

originator-or-dl-name ORAddressAndOptionalDirectoryName,
origination-or-expansion-time Time }
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reporting-DL-name EXTENSION ::= {

ReportingDLName,
IDENTIFIED BY standard-extension:31 }

ReportingDLName ::= ORAddressAndOptionalDirectoryName

reporting-MTA-certificate EXTENSION ::= {

ReportingMTACertificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:32 }

ReportingMTACertificate ::= Certificates

report-origin-authentication-check EXTENSION ::= {

CPOLLUL J‘.&j illﬂubllcllbJ‘.k,al_J‘.Ull\_,‘llCL,}& ’
HECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:33 }

ReportOfiginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

gdlgorithm-identifier ReportOriginAuthenticationAlgorithmIdentifier,
gontent-identifier ContentIdentifier OPTIONAL,

nessage-security-label MessageSecurityLabel OPTIONAL,

per-recipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientRepo¥tFields } }

ReportOfiginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifiex

PerRecigientReportFields ::= SEQUENCE {

dctual-recipient-name ActualRecipientName,
griginally-intended-recipient-name OriginallyIntendedReCipientName OPTIONAL,
feport-type CHOICE ({

delivery [0] PerRecipientDeliveryReportFiglds,

non-delivery [1] PerRecipientNonDeliveryReportFields } }

PerRecigientDeliveryReportFields ::= SEQUENCE {

nessage-delivery-time MessageDeliveryTime,

gype-of -MTS-user TypeOfMTSUser,

fecipient-certificate [0] RecipientCexpi¥ficate OPTIONAL,
proof-of-delivery [1] ProofOfDelivery“OPTIONAL }

PerRecigientNonDeliveryReportFields ::=SEQUENCE {

njon-delivery-reason-code NonDeliveryReasonCode,
fnon-delivery-diagnostic-codesNonDeliveryDiagnosticCode OPTIONAL }

originaf{ing-MTA-certificate EXTENSION ::=

OQriginatingMTACertificéatey
IDENTIFIED BY standard-é&xtension:34 }

OriginafingMTACertificate)\::= Certificates

proof-ofl-submission EXTENSION ::= {

BroofOfSubmission,
IDENTIFIERBY standard-extension:35 }

ProofOf4ubmission ::= SIGNATURE { SEQUENCE {

dlgorithm-identifier ProofOfSubmissionAlgorithmIdentifier,
nessage-submission-envelope MessageSubmissionEnvelope,

content Content,
message-submission-identifier MessageSubmissionIdentifier,
message-submission-time MessageSubmissionTime } }

ProofOfSubmissionAlgorithmIdentifier ::= AlgorithmIdentifier
reporting-MTA-name EXTENSION ::= {
ReportingMTAName,

IDENTIFIED BY standard-extension:39 }

ReportingMTAName ::= SEQUENCE {

90

domain GlobalDomainIdentifier,
mta-name MTAName,
mta-directory-name [0] Name OPTIONAL }
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multiple-originator-certificates EXTENSION ::=
ExtendedCertificates,
IDENTIFIED BY standard-extension:40 }

ExtendedCertificates ::= SET SIZE (1..ub-certificates) OF ExtendedCertificate
ExtendedCertificate ::= CHOICE ({
directory-entry [0] Name, -- Name of a Directory entry where the certificate can be found

certificate [1] Certificates}

dl-exempted-recipients EXTENSION ::= {
DLExemptedRecipients,
IDENTIFIED BY standard-extension:42 }

DLEXempedReETIPICIICS T = Sohl Of ORAUUIESSANIUOTrDIrectoryNane

certifidate-selectors EXTENSION ::=
ertificateSelectors,
IDENTIFIED BY standard-extension:45 }

CertifidateSelectors ::= SET ({
gncryption-recipient
ncryption-originator

[0] CertificateAssertion OPTIONAL,
q [1] CertificateAssertion OPTIONAL,
gontent-integrity-check [2] CertificateAssertion OPTIONAL,
foken-signature [3] CertificateAssertion OPTZFONAL,
message-origin-authentication [4] CertificateAssertion ORTIONAL}

certifidate-selectors-override EXTENSION ::= {
JertificateSelectors (WITH COMPONENTS{...,
message-origin-authentication ABSENT}),
IDENTIFIED BY standard-extension:46 }

-- Some sfandard-extensions are defined elsewhere:

-- 36 (forwarding-request) in ITU-T Rec. X.413 | ISO/IEC10021-5;

- 37 (trace-information), and 38 (internal-trace-information) in Figure 4;

-- 41 (blind-copy-recipients), 43 (body-part-encryptién-token), and 44 (forwarded-content-token) in
- ITU-T Rec. X.420 | ISO/IEC 10021-7
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-- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the
-- content octet string is the ASN.1 encoding of the external-content;
-- an external-content is a data type EXTERNAL

MTSIdentifier ::= [APPLICATION 4] SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,
local-identifier Localldentifier }

LocalIdentifier ::= IAS5String (SIZE (1..ub-local-id-length))

GlobalDomainIdentifier ::= [APPLICATION 3] SEQUENCE {

country-name CountryName,
ddmInistration-domain-name AdministrationbDomainName,
Brivate-domain-identifier PrivateDomainIdentifier OPTIONAL }

PrivateQomainIdentifier ::= CHOICE ({
umeric NumericString (SIZE (1..ub-domain-name-length)),
grintable PrintableString (SIZE (1..ub-domain-name-length)) }

MTAName |::= IA5String (SIZE (1..ub-mta-name-length))
Time ::4 UTCTime

- DR Names

ORAddreqsAndOrDirectoryName ::= ORName
ORAddreqdsAndOptionalDirectoryName ::= ORName

ORName {:= [APPLICATION 0] SEQUENCE (

+ address -- COMPONENTS OF ORAddress,
directory-name [0] Name OPTIONAL }

ORAddreds ::= SEQUENCE {

Built-in-standard-attributes BuiltImnStandardAttributes,
uilt-in-domain-defined-attributegr>BuiltInDomainDefinedAttributes OPTIONAL,
+ see also teletex-domain-defined-attributes

dxtension-attributes ExtensionAttributes OPTIONAL }

A

-- The OR-address is semantically absent from the OR-name if the built-in-standard-attribute
-- Sequence is empty and the byiltin-domain-defined-attributes and extension-attributes are both omittdd.

- Built-in Standard Attribiites

BuiltIndtandardAttribytes” ::= SEQUENCE

gountry-name CountryName OPTIONAL,

ddministratifon-domain-name AdministrationDomainName OPTIONAL,
network-address [0] NetworkAddress OPTIONAL,

+ see alsd extended-network-address

germinmadsidentifier [1] TerminalIdentifier OPTIONAL,
grivate-domain-name [2] PrivateDomainName OPTIONAL,
grdanization-name [3] OrganizationName OPTIONAL,

+ seé also teletex-organization-name

numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

-- see also teletex-personal-name

organizational-unit-names [6] OrganizationalUnitNames OPTIONAL
-- see also teletex-organizational-unit-names -- '}
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CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

AdministrationDomainName ::= [APPLICATION 2] CHOICE ({
numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE (0..ub-domain-name-length)) }

NetworkAddress ::= X121Address
-- see also extended-network-address

X121Address ::= NumericString (SIZE (1..ub-x121-address-length))
TerminalIdentifier ::= PrintableString (SIZE (1..ub-terminal-id-length))
PrivatelQomainName ::= CHOICE ({

fumeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

OrganizdtionName ::= PrintableString (SIZE (1..ub-organization-name-length))
-- see alsq teletex-organization-name

NumericUserIdentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))
PersonalName ::= SET
gdurname [0] PrintableString (SIZE (1..ub-surname-length)).
given-name [1] PrintableString (SIZE (1..ub-given-name-length)) OPTIONAL,
initials [2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,
generation-qualifier [3] PrintableString (SIZE (1..ub-generation-qualifier-length))

OPTJONAL}
-- see alsq teletex-personal-name

OrganizgtionalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF
OrganizationalUnitName

-- see alsq teletex-organizational-unit-names

OrganizdtionalUnitName ::= PrintableString (STZE (1..ub-organizational-unit-name-lengt}

-- Built-in Domain-defined Attributes

BuiltInfjomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
BuiltInDomainDefinedAttribute

BuiltInJomainDefinedAttributel: j= SEQUENCE
f§ype PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
Yalue PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) }

-- Kxtension Attributes
ExtensiqnAttributes.': := SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtensiqnAttribute ::= SEQUENCE {

gxtehsion-attribute-type [0] EXTENSION-ATTRIBUTE.&id ({ExtensionAttributeTable}
gxte€nsion-attribute-value [1] EXTENSION-ATTRIBUTE.&Type ({ExtensionAttributeTab]e}

{@n fpﬂr:'imﬂ—:i‘i‘?"ihni‘a—fype}) }

EXTENSION-ATTRIBUTE ::= CLASS {
&id INTEGER (0..ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}
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ExtensionAttributeTable EXTENSION-ATTRIBUTE ::= {
common-name |
teletex-common-name |
universal-common-name |
teletex-organization-name |
universal-organization-name |
teletex-personal-name |
universal-personal-name |
teletex-organizational-unit-names |
universal-organizational-unit-names |
teletex-domain-defined-attributes |
universal-domain-defined-attributes |
pds-name |
physical-delivery-country-name |
postal-code |
physical-delivery-office-name !
yniversal-physical-delivery-office-name |
physical-delivery-office-number |
yniversal-physical-delivery-office-number |
dxtension-OR-address-components |
yniversal-extension-OR-address-components |
physical-delivery-personal-name |
yniversal-physical-delivery-personal-name |
Bhysical-delivery-organization-name |
yniversal-physical-delivery-organization-name |
dxtension-physical-delivery-address-components |
yniversal-extension-physical-delivery-address-components
ynformatted-postal-address |
yniversal-unformatted-postal-address |
q
4
<
4
<
4
4
4
]
4
q
v

treet-address |
niversal-street-address |
ost-office-box-address |
niversal-post-office-box-address |
oste-restante-address |
niversal-poste-restante-address |
nique-postal-name |
niversal-unique-postal-name |
ocal-postal-attributes |
niversal-local-postal-attributes |
xtended-network-address |
erminal-type }

- Kxtension Standard Attributes

common-rjame EXTENSION-ATTRIBUTE ::= {CommonName IDENTIFIED BY 1}

CommonNgme ::= PrintableString (SIZE (1..ub-common-name-length))

teletex{common-name EXTENSION-ATTRIBUTE ::= {TeletexCommonName IDENTIFIED BY 2}
TeletexQommonName ::=(TeletexString (SIZE (1..ub-common-name-length))

universgl-common-fiame EXTENSION-ATTRIBUTE ::= {UniversalCommonName IDENTIFIED BY 24}
UniversglCommenName ::= UniversalOrBMPString {ub-common-name-length}
teletex{ordanization-name EXTENSION-ATTRIBUTE ::= {TeletexOrganizationName IDENTIFIED BY 3}
TeletexOrganizationName ::= TeletexString (SIZE (1..ub-organization-name-length))

universal-organization-name EXTENSION-ATTRIBUTE ::=
{UniversalOrganizationName IDENTIFIED BY 25}

UniversalOrganizationName ::= UniversalOrBMPString {ub-organization-name-length}
teletex-personal-name EXTENSION-ATTRIBUTE ::= {TeletexPersonalName IDENTIFIED BY 4}
TeletexPersonalName ::= SET

surname [0] TeletexString (SIZE (1..ub-surname-length)),

given-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,
generation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length))

OPTIONAL }
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al-personal-name EXTENSION-ATTRIBUTE ::= {UniversalPersonalName IDENTIFIED BY 26}

alPersonalName ::= SET
surname [0] UniversalOrBMPString {ub-universal-surname-length},
- If a language is specified within surname, then that language applies to each of the following
-- optional components unless the component specifies another language.
given-name [1] UniversalOrBMPString {ub-universal-given-name-length} OPTIONAL,
initials [2] UniversalOrBMPString {ub-universal-initials-length} OPTIONAL,
generation-qualifier [3]

UniversalOrBMPString {ub-universal-generation-qualifier-length} OPTIONAL }

-organizational-unit-names EXTENSION-ATTRIBUTE ::=
{TeletexOrganizationalUnitNames IDENTIFIED BY 5}

rganizationallinitNamegs - -= SEQUENCE STZE (1] uh-organizational —unijits) OF
TeletexOrganizationalUnitName

QrganizationalUnitName ::= TeletexString (SIZE (1..ub-organizational-unitgsname-Jength))

dl-organizational-unit-names EXTENSION-ATTRIBUTE ::=
UniversalOrganizationalUnitNames IDENTIFIED BY 27}

dl0rganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF
UniversalOrganizationalUnitName

+ If a unit name specifies a language, then that language applies to subordinate unit names ur{less
+ the subordinate specifies another language.

dlOorganizationalUnitName ::= UniversalOrBMPString {ub-6rganizational-unit-name-Jength}

4l0rBMPString{ INTEGER:ub-string-length} ::= SET
¢haracter-encoding CHOICE

two-octets BMPString (SIZE(1l..ub-string<length)),
four-octets UniversalString (SIZE(1l..db*string-length)) },
i{so-639-language-code PrintableString (SIZE(2|5)) OPTIONAL }

q EXTENSION-ATTRIBUTE ::= {PDSName IDENTIFIED BY 7}

::= PrintableString (SIZE (1..ub-pds-name-length))

1-delivery-country-name EXTENSION-ATTRIBUTE
PhysicalDeliveryCountryName IDENTIFIED BY 8}
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PhysicalDeliveryCountryName ::= CHOICE (
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

postal-code EXTENSION-ATTRIBUTE ::= {PostalCode IDENTIFIED BY 9}

PostalCode ::= CHOICE {
numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

physical-delivery-office-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOfficeName IDENTIFIED BY 10}

PhysicalDeliveryOfficeName ::= PDSParameter

universdl-physical-delivery-office-name EXTENSION-ATTRIBUTE
UniversalPhysicalDeliveryOfficeName IDENTIFIED BY 29}

UniversglPhysicalDeliveryOfficeName ::= UniversalPDSParameter

physical-delivery-office-number EXTENSION-ATTRIBUTE ::=
PhysicalDeliveryOfficeNumber IDENTIFIED BY 11}

PhysicalDeliveryOfficeNumber ::= PDSParameter

universdl-physical-delivery-office-number EXTENSION-ATTRIBUTE : /=
UniversalPhysicalDeliveryOfficeNumber IDENTIFIED BY 307}

UniversglPhysicalDeliveryOfficeNumber ::= UniversalPDSParameter

extensign-OR-address-components EXTENSION-ATTRIBUTE : 4=
ExtensionORAddressComponents IDENTIFIED BY 12/}

ExtensiqnORAddressComponents ::= PDSParameter

universdl-extension-OR-address-components EXTENSION-ATTRIBUTE ::=
UniversalExtensionORAddressComponents IDENTIFIED BY 31}

UniversdlExtensionORAddressComponents 4= UniversalPDSParameter

physical-delivery-personal-name EXTENSION-ATTRIBUTE ::=
PhysicalDeliveryPersonalName IDENTIFIED BY 13}

PhysicalDeliveryPersonalName. : := PDSParameter

universdl-physical-delivexy-personal-name EXTENSION-ATTRIBUTE ::=
UniversalPhysicalDeliveryPersonalName IDENTIFIED BY 32}

UniversglPhysicalPeliveryPersonalName ::= UniversalPDSParameter

physical-deliyery-organization-name EXTENSION-ATTRIBUTE ::=
PhygicalDeliveryOrganizationName IDENTIFIED BY 14}

PhysicalDeliveryOrganizationName ::= PDSParameter

universal-physical-delivery-organization-name EXTENSION-ATTRIBUTE ::=
{universalPhysicalDeliveryOrganizationName IDENTIFIED BY 33}

UniversalPhysicalDeliveryOrganizationName ::= UniversalPDSParameter

extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=
{ExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 15}

ExtensionPhysicalDeliveryAddressComponents ::= PDSParameter

universal-extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=
{UniversalExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 34}

UniversalExtensionPhysicalDeliveryAddressComponents ::= UniversalPDSParameter
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unformatted-postal-address EXTENSION-ATTRIBUTE ::=
{UnformattedPostalAddress IDENTIFIED BY 16}

UnformattedPostalAddress ::= SET
printable-address SEQUENCE SIZE (1..ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL }

universal-unformatted-postal-address EXTENSION-ATTRIBUTE ::=
{UniversalUnformattedPostalAddress IDENTIFIED BY 35}

UniversalUnformattedPostalAddress ::= UniversalOrBMPString {ub-unformatted-address-length}
street-address EXTENSION-ATTRIBUTE ::= {StreetAddress IDENTIFIED BY 17}

StreetAddress ::= PDSParameter

universgl-street-address EXTENSION-ATTRIBUTE ::= {UniversalStreetAddress IDENTIEIED BY |36}
UniversdlStreetAddress ::= UniversalPDSParameter

post-offlice-box-address EXTENSION-ATTRIBUTE ::= {PostOfficeBoxAddress IDENTIFIED BY 18
PostOffijceBoxAddress ::= PDSParameter

universgdl-post-office-box-address EXTENSION-ATTRIBUTE ::=
UniversalPostOfficeBoxAddress IDENTIFIED BY 37}

UniversglPostOfficeBoxAddress ::= UniversalPDSParameter
poste-rgstante-address EXTENSION-ATTRIBUTE ::= {PosteRegtanteAddress IDENTIFIED BY 19}
PosteRedtanteAddress ::= PDSParameter

universgdl-poste-restante-address EXTENSION-ATFRIBUTE ::=
UniversalPosteRestanteAddress IDENTIEIED BY 38}

UniversglPosteRestanteAddress ::= UnivergdlPDSParameter
unique-gostal-name EXTENSION-ATTRIBUTE ::= {UniquePostalName IDENTIFIED BY 20}
UniquePdstalName ::= PDSParametekr

universdl-unique-postal-name EXTENSION-ATTRIBUTE ::=
UniversalUniquePostalName IDENTIFIED BY 39}

UniversdlUniquePostalName ::= UniversalPDSParameter
local-pdstal-attiibutes EXTENSION-ATTRIBUTE ::= {LocalPostalAttributes IDENTIFIED BY 21}
LocalPogtalAttributes ::= PDSParameter
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universal-local-postal-attributes EXTENSION-ATTRIBUTE ::=
{UniversallocalPostalAttributes IDENTIFIED BY 40}

UniversallLocalPostalAttributes ::= UniversalPDSParameter

PDSParameter ::= SET
printable-string PrintableString (SIZE(l..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(1l..ub-pds-parameter-length)) OPTIONAL }

UniversalPDSParameter ::= UniversalOrBMPString {ub-pds-parameter-length}
extended-network-address EXTENSION-ATTRIBUTE ::= {ExtendedNetworkAddress IDENTIFIED BY 22}

ExtendedNetworkAddress ::= CHOICE ({

4163-4-address SEQUENCE {

number [0] NumericString (SIZE (1..ub-el63-4-number-length)),

sub-address [1] NumericString (SIZE (1..ub-el63-4-sub-address-lengthih)
OPTJONAL },

Bsap-address [0] PresentationAddress }
terminal-type EXTENSION-ATTRIBUTE ::= {TerminalType IDENTIFIED BY 23}

Termina]Type ::= INTEGER {
telex (3),
geletex (4),
g3-facsimile (
g4-facsimile (
ja5-terminal (
Jideotex (8) }

5),
6),
7).,
(0..ub-integer-options)

-- Kxtension Domain-defined Attributes

teletex{domain-defined-attributes EXTENSION-ATTRIBUTE
TeletexDomainDefinedAttributes IDENTIFIED BY 6}

TeletexjomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TeletexDomainDefinedAttribute

TeletexjomainDefinedAttribute ::= SEQUENGCE {
gype TeletexString (SIZE (1..ub=domain-defined-attribute-type-length)),
Jalue TeletexString (SIZE (1, (uUb-domain-defined-attribute-value-length)) }

universgl-domain-defined-attributes EXTENSION-ATTRIBUTE ::=
UniversalDomainDefinedAttributes IDENTIFIED BY 28}

UniversdlDomainDefinedAttxibutes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OH
UYniversalDomainDgfinedAttribute

UniversdlDomainDefinedAttribute ::= SEQUENCE {
fype UnivergdlOrBMPString {ub-domain-defined-attribute-type-length},
Jalue Unive€rsalOrBMPString {ub-domain-defined-attribute-value-length} }

-~ KEncoded\Information Types

EncodedlInfermatrionTypes .= [APPLTCATION 5] SET {
built-in-encoded-information-types [0] BuiltInEncodedInformationTypes,
-- non-basic-parameters -- COMPONENTS OF NonBasicParameters,
extended-encoded-information-types [4] ExtendedEncodedInformationTypes OPTIONAL }

- Built-in Encoded Information Types

BuiltInEncodedInformationTypes ::= BIT STRING {
unknown (0),
ia5-text (2),
g3-facsimile (3),
g4-class-1 (4),
teletex (5),
videotex (6),
voice (7),
sfd (8),
mixed-mode (9) } (SIZE (0..ub-built-in-encoded-information-types))
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-- Extended Encoded Information Types

ExtendedEncodedInformationTypes ::= SET SIZE (1..ub-encoded-information-types) OF
ExtendedEncodedInformationType

ExtendedEncodedInformationType ::= OBJECT IDENTIFIER
- Non-basic Parameters

NonBasicParameters ::= SET {
g3-facsimile [1] G3FacsimileNonBasicParameters DEFAULT { },
teletex [2] TeletexNonBasicParameters DEFAULT { } }
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G3FacsimileNonBasicParameters ::= BIT STRING
two-dimensional (8), -- As defined in ITU-T Recommendation T.30
fine-resolution (9), -
unlimited-length (20), -- These bit values are chosen such that when
b4-length (21), -- encoded using ASN.1 Basic Encoding Rules
a3-width (22), -- the resulting octets have the same values
b4-width (23), -- as for T.30 encoding
t6-coding (25), -
uncompressed (30), -- Trailing zero bits are not significant.
width-middle-864-0f-1728 (37), -- It is recommended that implementations
width-middle-1216-0f-1728 (38), -- should not encode more than 32 bits unless
resolution-type (44), -- higher numbered bits are non-zero.

resolution-400x400 (45),
resolution-300x300 (46),
resolution-8x15 (47),

edi (49)
dqtm (50),
ft (51),

mixed-mode (58),
¢haracter-mode (60),
gwelve-bits (65),
greferred-huffmann (66),
flull-colour (67),

Jpeg (68),
processable-mode-26 (71) }

TeletexNonBasicParameters ::= SET {

graphic-character-sets [0] TeletexString OPTIONAL,

ontrol-character-sets [1] TeletexString OPTIONAL,

age-formats [2] OCTET STRING OPTIONAL,

iscellaneous-terminal-capabilities [3] TeletexString OPTIONAL,

rivate-use [4] OCTET STRING OPTIONAL -- maximum-itb-teletex-private-use-length octet.
- as defined in CCITT Recommendation T.62

[ o = a1

- Token
Token :{= SEQUENCE

foken-type-identifier [0] TOKEN.&id ({TékensTable}),

foken [1] TOKEN.&Type ({TokensTable} y{@token-type-identifier}) }
TOKEN = TYPE-IDENTIFIER
TokensTdble TOKEN ::= { asymmetric-tdKen, ... }
asymmetyic-token TOKEN ::= {AsymmetricToken IDENTIFIED BY id-tok-asymmetricToken}
AsymmetyicToken ::= SIGNED, {* SEQUENCE {

gignature-algorithmidentifier AlgorithmIdentifier,

1lame CHOICE {

recipient -mame RecipientName,
mta [3] ‘SEQUENCE ({
global-domain-identifier GlobalDomainIdentifier OPTIONAL,
mta-name MTAName } },

gime Time,

gdignede=data [0] TokenData OPTIONAL,

gncryption-algorithm-identifier [1] AlgorithmIdentifier OPTIONAL,

gnérypted-data [2] ENCRYPTED { TokenData } OPTIONAL } }
TokenData ::= SEQUENCE ({

type [0] TOKEN-DATA.&id ({TokenDataTable}),

value [1] TOKEN-DATA.&Type ({TokenDataTable} {e@type}) }
TOKEN-DATA ::= CLASS {

&id INTEGER UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}

100

ITU-T Rec. X.411 (06/1999)


https://iecnorm.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

-- Figure 2 - Part 29 of 29

TokenDataTable TOKEN-DATA ::=
bind-token-signed-data |
message-token-signed-data |
message-token-encrypted-data |
bind-token-encrypted-data, ... }

bind-token-signed-data TOKEN-DATA ::= {BindTokenSignedData IDENTIFIED BY 1}
BindTokenSignedData ::= RandomNumber
RandomNumber ::= BIT STRING

message-token-signed-data TOKEN-DATA ::= {MessageTokenSignedData IDENTIFIED BY 2}

MessageTokenSignedData ::= SEQUENCE [
dontent-confidentiality-algorithm-identifier [0]
ContentConfidentialityAlgorithmIdentifier OPTIONAL,
ontent-integrity-check [1] ContentIntegrityCheck OPTIONAL,
essage-security-label [2] MessageSecurityLabel OPTIONAL,
roof-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,
essage-sequence-number [4] INTEGER OPTIONAL }

=T o ST

message{token-encrypted-data TOKEN-DATA ::= {MessageTokenEncryptedData pIBENTIFIED BY 3

MessageTlokenEncryptedData ::= SEQUENCE {
qontent-confidentiality-key [0] EncryptionKey OPTIONAL,

dontent-integrity-check [1] ContentIntegrityCheck OPTIONAL,
nessage-security-label [2] MessageSecurityLabel OPTIONAL,
dontent-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }
EncryptionKey ::= BIT STRING
bind-toKen-encrypted-data TOKEN-DATA ::= {BindTokehEncryptedData IDENTIFIED BY 4}
BindTokgnEncryptedData ::= EXTERNAL
-- Security Label
SecurityLabel ::= SET

ecurity-policy-identifier S&curityPolicyIdentifier OPTIONAL,
ecurity-classification SecurityClassification OPTIONAL,
rivacy-mark PrivacyMark'OPTIONAL,

ecurity-categories SedurityCategories OPTIONAL }

g 1o

SecurityPolicyIdentifier &= OBJECT IDENTIFIER

SecurityClassificatior :¥= INTEGER {

nmarked (0),

nclassified(1),

estricted/(2),

onfidential (3),

ecrete=(4) ,

ops§ecret (5) } (0..ub-integer-options)

P L W W = R el e

Prj_vacy ark - -.-= PrintableString (STZE (1] 11h—p-r*ivnny—mnr1(—'lnngi—h\\
SecurityCategories ::= SET SIZE (1..ub-security-categories) OF SecurityCategory
SecurityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {etype}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY

1]
—~
—

END -- of MTSAbstractService

Figure 2 — Abstract Syntax Definition of the MTS Abstract Service (end)
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SECTION THREE - MESSAGE TRANSFER AGENT ABSTRACT SERVICE

10 Refined Message Transfer System Model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines the MTS model,
and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals its internal structure.

The MTS comprises a collection of message-transfer-agent (MTA) objects, which cooperate together to form the MTS
and offer the MTS Abstract Service to its users. It is the MTAs which perform the active functions of the MTS, i.c.,
transfer of messages, probes and reports, generation of reports, and content conversion.

MTA objects also have ports, some of which are precisely those which are also visible at the boundary of the MTS
object, 1.6, SUBMISSION-POTTS, dclivery-ports and adminisration-ports. However, MTAS also have another typg of port —
a transferport — which are concerned with the distribution of the MTS Abstract Service between the MTAs,-and are not
visible at the boundary of the MTS object.

A transfeg-port enables an MTA to transfer messages, probes and reports to another MTA. In general,’a messgge, probe
or report fnay have to be transferred a number of times between different MTAs to reach its intended destinatigpn.

If a messhge is addressed to multiple recipients served by several different MTAs, the fme€ssage must be transferred
through the MTS along several different paths. From the perspective of an MTA transferring such a messhge, some
recipients|may be reached via one path while other recipients may be reached via another. At such an MTA, tvo copies
of the m¢ssage are created, and each is transferred to the next MTA along its\¥€spective path. The copying and
branching of the message is repeated until each copy has reached a final destihation MTA, where the messgge can be
delivered [to one or more recipient MTS-users.

Every MTA along a path taken by a message is responsible for delivering or transferring the message to a|particular
subset of the originally-specified-recipients. Other MTAs take care-ofithe delivery or transfer to remaining fecipients,
using copjes of the messages created along the way.

Reports on the delivery or non-delivery of a message to ong .Or thore recipient MTS-users, are generated byl MTAs in
accordande with the request of the originator of the message and the originating-MTA. An MTA may generate a
delivery-fleport upon successfully delivering a copy,efva message to a recipient MTS-user. It may generate a
non-delivpry-report upon determining that a copy of @ message is undeliverable to one or more recipients, that is, it is
unable to|deliver the message to the recipient MTS=users, or it is unable to transfer the message to an adjagent MTA
that wouldl take responsibility for delivery or transferring the message further.

For efficipncy, an MTA may generate a.single, combined report that applies to several copies of a singld, multiple
recipient [message for which it is respofisible. Both delivery- and non-delivery-reports may be combined together.
However)| in order for reports to be(combined in this manner, the same content conversion, if any, must have been

Reports that pertain to copies(ofjthe same multiple recipient message but that were generated by different MTAs are not

When reduired, an MAA may perform content conversion. When neither the originating nor the recipient MTS-user
requests rfjor prohibits, conversion, implicit conversion of a message’s encoded-information-types may be performed by
an MTA f{o suit thexencoded-information-types that the recipient MTS-user is able to receive. The originating MTS-user
may also pxplicitly request conversion of specific encoded-information-types for a particular recipient MTS-uger.

A and-d atron-portsofd —which-arealse 3 uada hel MTS, are
defined in section two of this Service Definition. The remaining clauses in this section define the transfer-port of an
MTA, and the procedures performed by MTAs to ensure the correct distributed operation of the MTS.
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Figure 5 — Relined viessage 1ransier System viodel

11 Message Transfer Agent Abstract Service Overview

Section tyvo defines the MTS Abstract Service provided by the submission-, delivery-~and administratiop-ports of
an MTA. [This clause defines the following abstract-operations that are provided by the transfer-ports of MTAg$:

IMTA-bind and MTA-unbind

a) MTA-bind

b) MTA-unbind

Transfer Port Abstract-operations
c) Message-transfer

d) Probe-transfer
e) Report-transfer.

11.1 MTA-bind and MTA-unbind

The MTA-bind enables an MTA to establish~an association with another MTA. Abstract-operations ¢ther than
MTA-binfl can only be invoked in the context of an established association.

The MTA-unbind enables the release of an ‘established association by the initiator of the association.

11.2 [Transfer Port Abstract-operations
The Meslj:ge-transfer abstract-Operation enables an MTA to transfer a message to another MTA.
The Probje-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

The Repdrt-transfer\abstract-operation enables an MTA to transfer a report to another MTA.

s M Transf N Service Definifi

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of the
abstract-service provided by the transfer-ports of MTAs.

Clause 12.1 defines the MTA-bind and MTA-unbind. Clause 12.2 defines the transfer-port. Clause 12.3 defines some
common parameter types.

The abstract-syntax of the MTA Abstract Service is defined in clause 13.

12.1 MTA-bind and MTA-unbind

This clause defines the abstract-services used to establish and release associations between MTAs.
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12.1.1  Abstract-bind and Abstract-unbind
This clause defines the following abstract-bind and abstract-unbind:
a) MTA-bind
b) MTA-unbind.
12.1.1.1 MTA-bind
The MTA-bind enables an MTA to establish an association with another MTA.

The MTA-bind establishes the credentials of MTAs to interact, and the application-context and security-context of
the association. An association can only be released by the initiator of that association (using MTA-unbind).

Abstract-operations other than MTA-bind can only be invoked in the context of an established association.

ment-of an association

The successfy

The disruption of the MTA-bind by a bind-error indicates that an association has not been established.

12.1.1.1.1] Arguments

Table 28 [ists the arguments of the MTA-bind, and for each argument qualifies its presence and ‘indicates thq clause in
which theargument is defined.

Table 28 — MTA-bind Arguments

Argument Presence Clause
Bind Arguments
Initiator-name (6] 12.1.1.1.1.1
Initiator-credentials (¢} 12.1.1.1.1.2
Security-context o 12.1.1.1.1.3

12.1.1.1.1.1 Initiator-name
This argument contains a name for the initiator of the association. It may be generated by the initiator of the agsociation.
The namgd is an MTA-name.

12.1.1.1.1.2 Initiator-credentials

This argument contains the credentials\of the initiator of the association. It may be generated by the initigtor of the
association.

itlator-credentials may.‘be used by the responder to authenticate the identity of the initjator (see
c. X.509 | ISO/IEC 9594-8).

If only simple-authentication is proposed, the initiator-credentials comprise a simple password associatedl with the

If strongtautheritication is used, the initiator-credentials comprise an initiator-bind-token and, optignally, an

| - KeTr—oeT =it , e T e TtOT ken is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g., a
certification-authority), and, optionally, additional certificates which provide a certification-path for the initiator’s
certificate. It may be supplied by the initiator of the association, if the initiator-bind-token is an asymmetric-token.
The initiator-certificate shall contain the MTA-name of the initiator in an mta-name (see A.5.1 of ITU-T Rec. X.402 |
ISO/IEC 10021-2) in the otherName component in its subject alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 |
ISO/TIEC 9594-8), unless the security-policy provides an alternative binding of the certificate to the initiating MTA. The
initiator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key (subject-public-
key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key may be used by the responder
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to validate the initiator-bind-token and to compute encrypted-data in the responder-bind-token. If the responder is
known to have, or have access to, the initiator’s certificate (e.g., via the Directory), the initiator-certificate may be
omitted and, where the initiator has more than one certificate, a certificate-selector may be supplied to identify the
certificate using any certificate selection criteria specified for certificate match (see 12.7.2 of ITU-T Rec. X.509 |
ISO/IEC 9594-8).

12.1.1.1.1.3  Security-context

This argument indicates the security-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or more security-labels that defines the sensitivity of interactions that may occur
between the MTAs for the duration of the association, in line with the security-policy in force. The security-context
shall be one that is allowed by the security-labels associated with the MDs (MTAs).

If securit & between

the MTAg may be at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Results

Table 29 [lists the results of the MTA-bind, and for each result qualifies its presence and indicates the clausgq in which
the resultfis defined.

Table 29 — MTA-bind Results

Result Presence Clause
Bind Results
Responder-name (0] 12.1.1.1.2.1
Responder-credentials O 12.1.1.1.2.2

12.1.1.1.2.1 Responder-name

This argyment contains a name for the responder of théZassociation. It may be generated by the respongler of the
association.

The namg is an MTA-name.

12.1.1.1.2.2 Responder-credentials

This argument contains the credentials-of the responder of the association. It may be generated by the resporder of the
associatiopn.

The respgonder-credentials may., be used by the initiator to authenticate the identity of the respopder (see
ITU-T Rde. X.509 | ISO/IEC 9594-8).

If only sfmple-authentication is used, the responder-credentials comprise a simple password associated with the
respondef-name.

If strong{authentication is used, the responder-credentials comprise a responder-bind-token and, optionally, a
respondefr-certificate or certificate-selector.

The resp¢nder-bind-token is a token generated by the responder of the association. The responder-bind-t¢ken shall
be the same type of token as the initiator-bind-token. If the responder-bind-token is an asymmetric-token, the
signed-data comprises a random-number (which may be related to the random-number supplied in the initiator-
bind-token). The encrypted-data of an asymmetric-token may be used to convey security-relevant information (e.g.,
one or more symmetric-encryption-keys) used to secure the association, or may be absent from the responder-bind-
token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The responder-certificate is a certificate of the responder of the association, generated by a trusted source (e.g. a
certification-authority) and, optionally, additional certificates which provide a certification-path for the responder’s
certificate. It may be supplied by the responder of the association, if the responder-bind-token is an
asymmetric-token. The responder-certificate shall contain the MTA-name of the responder in an mta-name
(see A.5.1 of ITU-T Rec. X.402 | ISO/IEC 10021-2) in the otherName component in its subject alternative name field
(see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy provides an alternative binding of the
certificate to the responding MTA. The responder-certificate may be used to convey a verified copy of the
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public-asymmetric-encryption-key (subject-public-key) of the responder of the association. The responder’s
public-asymmetric-encryption-key may be used by the initiator to validate the responder-bind-token. If the initiator is
known to have, or have access to, the responder’s certificate (e.g. via the Directory), the responder-certificate may be
omitted and, where the responder has more than one certificate, a certificate-selector may be supplied to identify the
certificate using any certificate selection criteria specified for certificate match (see 12.7.2 of ITU-T Rec. X.509 |
ISO/IEC 9594-8).

12.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTA-bind are defined in 12.1.2.

12.1.1.2

MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the association.

12.1.1.2. 1—Axrguments

The MTA-unbind service has no arguments.

12.1.1.2.2 Results

The MTA-unbind service returns an empty result as indication of release of the association.

12.1.1.2.3 Unbind-errors

There are

no unbind-errors that may disrupt the MTA-unbind.

12.1.2 |Bind-errors

This clauge defines the following bind-errors:

12.1.2.1

The Auth
initiator’s

The Auth

a)  Authentication-error

b) Busy

c) Unacceptable-dialogue-mode
d) Unacceptable-security-context

e) Inadequate-association-confidentiality.

[Authentication-error

bntication-error bind-error reports that an association cannot be established due to an authentication
credentials are not acceptable or areimproperly specified.

pntication-error bind-error has\no parameters.

12.1.2.2 [Busy

The Busy
The Busy

bind-error reports that)an association cannot be established because the responder is busy.

bind-error has ho parameters.

12.1.2.3 |Unacceptable-dialogue-mode (bind-error)

The Unadceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the a
is unacce]ftable to the responder (see clause 12 of ITU-T Rec. X.419 | ISO/IEC 10021-6).

error; the

Ssociation

The Unacceptable-dialogue-mode bind-error has no parameters.

12.1.2.4

Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

12.1.2.5

Inadequate-association-confidentiality

The Inadequate-association-confidentiality bind-error reports that an association cannot be established because the
underlying connection does not provide the necessary confidentiality.
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Transfer Port

This clause defines the abstract-operations and abstract-errors which occur at a transfer-port.

12.2.1

Abstract-operations

This clause defines the following transfer-port abstract-operations:

a) Message-transfer

b) Probe-transfer

12.2.1.1

¢) Report-transfer.

Message-transfer

The Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.

12.2.1.1.

Table 30 [lists the arguments of the Message-transfer abstract-operation, and for each argument qualifies it
and identffies the clause in which the argument is defined.

12.2.1.1.1

This argu
within thg
message-
message-

When a 1
message-

12.2.1.1.1

This argu
the MTS.

This argu

12.2.1.1.1

This argu
(or probe
which the

Arguments

1 Message-identifier

nent contains an MTS-identifier that distinguishes the message from all othes messages, probes a

submission-identifier supplied to the originator of the message when the miessage was submitte
flelivery-identifier supplied to the recipients of the message when the message is delivered.

hessage is copied for routing to multiple recipients via different MTAs, each copy of the message
dentifier of the original.

.2 Per-domain-bilateral-information

ment contains information intended for MDs which theé'message will encounter as it is transferre
It may be generated by the originating-MD of the message.

ment may contain zero or more elements, each.of Which comprises:
the bilateral-information intended for.an MD;

the country-name and, optionally,“the administration-domain-name and, optionally, thg
domain-identifier of the MD for, which the bilateral-information is intended.

.3 Trace-information

ment documents the actions\taken on the message (or probe or report) by each MD through which th
or report) passes as it is.transferred through the MTS (see 12.3.1). It shall be generated by each M
message (or probe orreport) passes.

Table 30 — Message-transfer Arguments

presence

hd reports

MTS. It shall be generated by the originating-MTA of the message, and shall have the same Véﬂue as the

, and the

bears the

d through

private-

b message
D through

Argument Presence Clause

Relaying Arguments

Message-identifier M 1221111

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 12.2.1.1.1.3

Internal-trace-information C 12.2.1.1.1.4

DL-expansion-history C 83.1.1.1.7
Originator Argument

Originator-name M 8.2.1.1.1.1
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Table 30 — Message-transfer Arguments

Argument Presence Clause
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibility M 12.2.1.1.1.6
DL-expansion-prohibited C 8.2.1.1.1.6
Disclosure-of-other-recipients C 8.2.1.1.1.7
DL-exempted-recipients o 8.2.1.1.1.40
RedirectionArenents
Alternate-recipient-allowed C 8.2.1.1.1.3
Recipient-reassignment-prohibited C 8.2.1.1.14
Originator-requested-alternate-recipient C 8.2.1.1.1.5
Redirection-history C 8.3.1.1.INS
Priority Argument
Priority C 8.2:1.1.1.8
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Explicit-conversion C 12.2.1.1.1.9
Delivery Time Arguments
Deferred-delivery-time C 12.2.1.1.1.7
Latest-delivery-time C 82.1.1.1.13
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited C 8.2.1.1.1.15
Physical-forwarding-address-request C 8.2.1.1.1.16
Physical-delivery-modes C 8.2.1.1.1.17
Registered-mail-type C 8.2.1.1.1.18
Recipient-number-foradvice C 8.2.1.1.1.19
Physical-rendition-attributes C 8.2.1.1.1.20
Originator-return-address C 8.2.1.1.1.21
Delivery Report Request Arguments
Originatot-report-request M 8.2.1.1.1.22
Oniginating-MTA-report-request M 12.2.1.1.1.8
Content-return-request C 8.2.1.1.1.23
Physical-delivery-report-request C 8.2.1.1.1.24
Security Arguments
Origimator-certiticate € 8211125
Message-token C 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Multiple-originator-certificates O 8.2.1.1.1.41
Recipient-certificate o 8.2.1.1.1.42
Certificate-selectors o 8.2.1.1.1.43
Certificate-selectors-override (6] 8.2.1.1.1.44
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Table 30 — Message-transfer Arguments

Argument Presence Clause
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type o 8.2.1.1.1.38
Serviee-tressage o $2+4+1+1439

12.2.1.1.1.4 Internal-trace-information

ent documents the actions taken on the message (or probe or report) by each MTAVthrough hich the
message (or probe or report) passes as it is transferred within an MD (see 12.3.1). It shall be“generated by dach MTA
through which the message (or probe or report) passes within an MD.

As a matter of local policy, an MTA may (but is not required to) remove internal-trace-information relatirjg to other
MDs whep performing delivery, or when transferring to another MD, or on receiving frem another MD.

12.2.1.1.11.5 Originally-specified-recipient-number

This argyment shall be generated by the originating-MTA of the message. A different value of this argument is
specified for each originally-specified-recipient of the message.

The originally-specified-recipient-number is an integer value in‘the range that begins with one and end$ with the
number of originally-specified-recipients.

There is ¢ one-to-one relationship between a particular originally-specified-recipient-number value and a|particular
recipientiname at the time of message-submission; it should not be assumed that this is a singular relationghip at the
time of rhessage-delivery. That is, an originally-specified-recipient-number value can be used to distipguish an
originally|specified recipient-name, but not an actyalrecipient that will receive the message.

12.2.1.1.1.6  Responsibility

This argument indicates whether the recgiving-MTA shall have the responsibility to either deliver the megsage to a
recipient jor to transfer it to another"MTA for subsequent delivery to the recipient. It shall be generated by the
sending-NITA. A different value of thissargument may be specified for each recipient of the message.

This argunent may have one of'the following values: responsible or not-responsible.

12.2.1.1.11.7 Deferred-delivery-time

This argument is defiped in 8.2.1.1.1.12. It may appear in a message at a transfer-port if there is a bilateral agreement
that an MTA other{than the originating-MTA of the message will defer the delivery of the message. It shall[be absent
once the fequestfor deferral has been honoured.

In the abspneg€.of a bilateral agreement, the MTA shall, as a local matter, either:

a) defer delivery of the message, or
b) process the message as if the deferred-delivery-time was not present, or

c¢) if the deferred delivery time has not yet passed, cause the message to be non-delivered with non-
delivery-reason-code sct to deferred-delivery-not-performed and non-delivery-diagnostic-code set to
no-bilateral-agreement.

12.2.1.1.1.8 Originating-MTA-report-request

This argument indicates the kind of report requested by the originating-MTA. It shall be generated by the
originating-MTA of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values:

non-delivery-report: a report is returned only in case of non-delivery, and it contains only the last-
trace-information;
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report: a report is returned in case of delivery or non-delivery, and it contains only the last-trace-

information;

audited-report: a report is returned in case of delivery or non-delivery, and it contains all of the

trace-information.

The originating-MTA-report-request argument shall specify at least the report level specified in the
originator-report-request argument, where the increasing order of report levels is no-report, non-delivery-report,
report, audited-report.

12.2.1.1.1.9  Explicit-conversion

This argument is defined in 8.2.1.1.1.11. Once the specified explicit conversion has been performed, the argument shall
be removed.

12.2.1.1.2 Results

The Mess|

12.2.1.1.3

There are

nge-transfer abstract-operation does not return a result.

Abstract-errors

no abstract-errors that may disrupt the Message-transfer abstract-operation.

12.2.1.2 [Probe-transfer

The Probg

12.2.1.2.1

Table 31
identifies

12.2.1.2.1

This argu
within th
probe-su

12.2.1.2.2
The Probg

12.2.1.2.3

There are

-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

Arguments

lists the arguments of the Probe-transfer abstract-operation, and fef-€ach argument qualifies its pre
the clause in which the argument is defined.

1 Probe-identifier

ment contains an MTS-identifier that distinguishes _th& probe from all other messages, probes a
b MTS. It shall be generated by the originating-MTA"of the probe, and shall have the same va
bmission-identifier supplied to the originator of the probe when the probe was submitted.

Results

-transfer abstract-operation does not retutf’a result.

Abstract-errors

no abstract-errors that may distupt the Probe-transfer abstract-operation.

12.2.1.3 [Report-transfer

The Repo

rt-transfer abstract-gperation enables an MTA to transfer a report to another MTA.

Table 31 — Probe-transfer Arguments

sence and

hd reports
ue as the

110

Argument Presence Clause

Rélaying Arguments

Probe-identifier M 12.2.1.2.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 12.2.1.1.1.3

Internal-trace-information C 12.2.1.1.1.4
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1.1.1.2

Originally-specified-recipient-number M 12.2.1.1.1.5

Responsibility M 12.2.1.1.1.6

DL-expansion-prohibited C 8.2.1.1.1.6
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Argument Presence Clause
Redirection Arguments
Alternate-recipient-allowed C 8.2.1.1.1.3
Recipient-reassignment-prohibited C 8.2.1.1.14
Originator-requested-alternate-recipient C 8.2.1.1.1.5
Redirection-history C 8.3.1.1.1.5
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
oversion—with-tess-prehibited c 244116
Explicit-conversion 8.2.1.1.1.11
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Argument
Physical-rendition-attributes C 8.2.LNF20
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Originating-MTA-report-request M 12.2.1.1.1.8
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Probe-origin-authentication-check C 8.2.1.2.1.1
Message-security-label C 8.2.1.1.1.30
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content-length C 8.2.1.2.1.2
Notification-type C 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39
12.2.1.3.1 Arguments
Table 32 |ists the arguments gf\the Report-transfer abstract-operation, and for each argument qualifies its prgsence and
identifies the clause in whic¢h the argument is defined.
Table 32 — Report-transfer Arguments
Argument Presence Clause
pnln} ing Avgumnmfo
Report-identifier M 12.2.1.3.1.1
Trace-information M 12.2.1.1.1.3
Internal-trace-information C 12.2.1.1.1.4
Redirection-history C 8.3.1.2.1.5
Report Origination Argument
Reporting-MTA-name C 8.3.1.2.1.17
Report Destination Argument
Report-destination-name M 12.2.1.3.1.2
Report Request Argument
Originator-report-request M 8.2.1.1.1.22
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Table 32 — Report-transfer Arguments

Argument Presence Clause

Subject Trace Arguments

Subject-identifier M 12.2.1.3.1.3

Originally-specified-recipient-number M 12.2.1.1.1.5

Subject-intermediate-trace-information C 12.2.1.3.1.4

Arrival-time M 12.2.1.3.1.5

Originator-and-DL-expansion-history C 8.3.1.2.1.3

Reporting-DL-name C 8.3.1.2.14
ComversionArsuient

Converted-encoded-information-types C 8.3.1.2.1.6
Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1n7

Physical-forwarding-address C 8.3.12,1.8
Subject Redirection Arguments

Actual-recipient-name M 83.1.2.1.2

Originally-intended-recipient-name C 8.3.1.1.14

Redirection-history C 83.1.1.1.5
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.9

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnostiescode C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 8.3.1.2.1.14

Message-security-label C 8.2.1.1.1.30
Additignal)lnformation Argument

Additional-information C 12.2.1.3.1.6

12.2.1.3.1.T Report-identifier

This argument contains an MTS-identifier that distinguishes the report from all other messages, probes and reports

within the MTS. It shall be generated by the originating-MTA of the report.

12.2.1.3.1.2 Report-destination-name

This argument contains the OR-name of the immediate destination of the report. It shall be generated by the
originating-MTA of the report, and subsequently modified by the DL expansion-points if any DLs had been expanded

to add recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if the subject does
not have a DL-expansion-history, or to the last OR-name in the DL-expansion-history if this is present in the subject.
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A DL expansion-point may replace its own OR-name in this argument by the OR-name which immediately precedes
its own OR-name in the report’s originator-and-DL-expansion-history, or some other OR-name according to the
reporting-policy of the DL.

12.2.1.3.1.3 Subject-identifier

This argument contains the message-identifier (or probe-identifier) of the subject (an MTS-identifier). It shall be
generated by the originating-MTA of the subject.

12.2.1.3.1.4 Subject-intermediate-trace-information

This argument contains the trace-information present in the subject when it was transferred into the reporting-MD. It
shall be present if, and only if, an audit-and-confirmed report was requested by the originating-MTA of the subject. It
may be generated by the reporting-MTA.
Note — The inclusion in the subject-intermediate-trace-information of the internal-trace-information present in the subject
when ifwas transferred 10 e Teporting-M T A may be e subject ot Tuture standardisation.

12.2.1.3.1.5 Arrival-time

This argument contains the Time at which the subject entered the MD making the report. It shalltbe. generated by the
originating-MD of the report. A different value of this argument may be specified for each recipient of the [subject to
which thejreport relates.

12.2.1.3.1.6 Additional-information

The specification of the contents of this argument is by bilateral agreement betweenMDs.
12.2.1.3.2 Results

The Repoft-transfer abstract-operation does not return a result.

12.2.1.3.3 Abstract-errors

There are[no abstract-errors that may disrupt the Report-transfer-abstract-operation.

12.2.2 |Abstract-errors

The transfer-port has no abstract-errors.

12.3 Common Parameter Types

This clauge defines a number of common parameter types of the MTA Abstract Service.

12.3.1 [Trace-information and internal-trace-information

Trace-information documents the actions taken on a message, probe or report by each MD through which i{ passes as
it is transferred through the MFS:

Internal-frace-information.documents the actions taken on a message, probe or report by each MTA through which it
passes as|it is transferfed ‘through an MD. Internal-trace-information may be removed from a message| probe or
report before it is transferred out of an MD. An MD may (but is not required to) remove internal-trace-information
relating tq other MDs!

Trace-infoxmation (or internal-trace-information) comprises a sequence of trace-information-elethents (or
internal-fracé-information-elements). The first trace-information-element (or internal-trace-information-element)
is that supplied by the originating-MD (or -MTA) of the message, probe or report. The second trace-information-
element (or internal-trace-information-element) is that supplied by the next MD (or MTA) encountered by the
message, probe or report, and so on. Each MD (or MTA) adds its trace-information-element (or internal-trace-
information-element) to the end of the existing sequence. Trace-information is added by the first MTA encountered
by the message, probe or report in each MD that it passes through and, if necessary, modified by subsequent MTAs in
that MD.

Each trace-information-element includes the global-domain-identifier of the MD supplying the trace-information-
element.

Each internal-trace-information-element includes the MTA-name of the MTA supplying the internal-trace-
information-element and the global-domain-identifier of the MD to which the MTA belongs.
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Each trace-information-element (or internal-trace-information-element) includes the arrival-time at which the
message, probe or report entered the MD (or MTA). In the case of the originating-MD (or -MTA) of the message, probe
or report, the arrival-time is the time of message-submission, probe-submission or report generation, respectively.

Each trace-information-element (or internal-trace-information-element) specifies the routing-action the MD
(or MTA) supplying the trace-information-element (or internal-trace-information-element) took with respect to the
message, probe or report. Relayed is the normal routing-action of transferring the message, probe or report to
another MD (or MTA). Rerouted indicates that an attempt had previously been made to route the message, probe or
report to an attempted-domain (or attempted-MTA); the global-domain-identifier of the attempted-domain is
included in the trace-information-element; if the rerouting attempt was to another MTA within the same MD, then the
MTA-name of the attempted-MTA is included in the internal-trace-information-element; if the rerouting attempt
was to another MD, then the global-domain-identifier of the attempted-domain is included in the internal-trace-
information-element instead of an MTA-name.

Each trace-information-element (or internal-trace-information-element) also specifies any additional-actions the
MD (or MTA) supplying the trace-information-element (or internal-trace-information-element) took witerespect to
the messpge, probe or report. Indications of any such additional-actions which appear in the_interpal-trace-
informatjon-elements during a traversal of an MD shall also be reflected in the corresponding trace-:inf¢rmation-
element(4) for the traversal of the MD.

If deferr¢d-delivery caused the MD (or MTA) supplying the trace-information-eleniént (or interpal-trace-
informatjon-element) to hold the message for a period of time, the deferred-time whenJit started to pfocess the
message for delivery or transfer is also included in the trace-information-element (or\internal-trace-inf¢rmation-
element)| This parameter is not present in trace-information-elements (or internalttrace-information-elements) on
probes an{ reports.

If the MID (or MTA) supplying the trace-information-element (or internal-trace-information-element) fubjects a
message fo conversion, the converted-encoded-information-types following”the conversion is also included in the
trace-inf¢rmation-element (or internal-trace-information-element). Forya probe, an MD (or MTA) that would have
converted the subject-message indicates the encoded-informationstypes the subject-message would corjtain after
conversiop in its trace-information-element (or internal-trace-information-element). This parameter is njpt present
in trace-ipformation (or internal-trace-information) on reports.

If the MIJ (or MTA) redirects a message, a probe or a report (for any, but not necessarily all, of a message’s pr probe’s
recipients)), redirected is indicated in the trace-informatiofi‘element (or internal-trace-information-element).

If the MID (or MTA) expands a DL of a message, ‘dl-operation is indicated in the trace-information-el¢ement (or
internal-frace-information-element). If the MD (6¥ MTA) is a DL expansion-point and replaces its own OR-name in
the repont-destination-name of a report with.another OR-name (see 12.2.1.3.1.2), dl-operation is indicated in the
trace-inf¢rmation-element (or internal-trace-information-element) of the report. This parameter is not present in
trace-inf¢rmation (or internal-trace-information) on probes.

Loop detgction and suppression is done by an MD (or MTA) when it receives a message, probe or report from
another MD (or MTA). Messages, probes and reports may legitimately re-enter an MD (or MTA) for severpl reasons
(rerouted, etc) and consequently~a message, probe or report may have several disjoint trace-information-elements (or
internal-frace-information-elements) from the same MD (or MTA). Each time a message, probe or|report is
transferrefl through an MD (or MTA) the generation of trace-information-elements (or internal-trace-infgrmation-
elements) is performed.as follows:

i) onetrace-information-element (or internal-trace-information-element) is added, marked as|relayed;

ii) , (if & rerouting attempt is to occur, then the trace-information-element (or internal-trace-inf¢rmation-
element) added in i) is modified to rerouted (and the number of trace-information-elements (or
internal-trace-information-elements) added by the MD (or MTA) for this traversal ol the MD (or
MTA) remains at one);

iii) if subsequent attempts to reroute occur, then a new trace-information-element (or internal-trace-
information-element) is added (marked as rerouted) to reflect each new rerouting attempt.

Several rerouting attempts to the same MD (or MTA) may occur.

Each trace-information-element (or internal-trace-information-element) added by an MD (or MTA) may contain
indications of additional-actions performed by the MD (or MTA) on the message or probe (i.c., deferred-time (not
present in trace-information (or internal-trace-information) on probes), converted-encoded-information-types, and
either redirected or dl-operation). To indicate the order in which redirection and DL expansion have occurred,
redirected and dl-operation indications shall not both appear in a single trace-information-element (or internal-
trace-information-element).
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13 Message Transfer Agent Abstract Syntax Definition
The abstract-syntax of the MTA Abstract Service is defined in Figure 4.

The abstract-syntax of the MTA Abstract Service is defined using the abstract syntax notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The abstract-syntax definition of the MTA Abstract Service has the following major parts:

Prologue: declarations of the exports from, and imports to, the MTA Abstract Service module (Figure 4
Part 1).

Objects and Ports: definitions of the MTA object and the transfer-port (Figure 4 Part 2).

MTA-bind and MTA-unbind: definitions of the MTA-bind and MTA-unbind used to establish and release
associations between MTAs (Figure 4 Part 2).

Transfer Port: definitions of the transfer-port abstract-operations: Message-transfer, Probe-trapsfer and
Report-transfer (Figure 4 Part 3).

Message Transfer Envelope: definition of the message-transfer-envelope (Figure 4 Part 3.0 '4).
Probe Transfer Envelope: definition of the probe-transfer-envelope (Figure 4 Part 4).

Report Transfer Envelope & Content: definitions of the report-transfer-envelope-and report-transfpr-content
Figure 4 Part 5).
Fnvelope & Report Content Fields: definitions of envelope and report content fields (Figure 4 Parts p to 7).
Fxtension Fields: definitions of extension-fields (Figure 4 Part 7).

Common Parameters Types: definitions of common parameter types*(Figure 4 Parts 7 to 8).
NOTE|- The module implies a number of changes to the P1 protocol defined-in CCITT Recommendation X.411 (1984). These
changgs are highlighted by means of underlining.

Each extgnsion-field defined in Figure 4 (Part 6) carries with it an indication of its eriticality for submissiop, transfer
and delivpry. The criticality mechanism is described in 9.2 .and the procedures related to extension-fields| and their
criticality indications are further defined in clause 14.
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MTAAbst

ractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mta-abstract-service(2)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

116

Prologue

Exports everything

-- Remote Operations

ONNECTION-PACKAGE, CONTRACT
FROM Remote-Operations-Information-Objects {joint-iso-itu-t remote~operaf
informationObjects (5) versionl(0) }

gmptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ituat\remote-operat]
useful-definitions(7) versionl(0) }

4 MTS Abstract Service Parameters

ABSTRACT-ERROR, ABSTRACT-OPERATION, administration, AdministrationDomainName,
gertificate-selectors, certificate-selectors-overridé, Content, ContentIdentifig
ontentLength, ContentType, content-confidentiality-algorithm-identifier,
gontent-correlator, content-integrity-check, convwérsion-with-loss-prohibited,
onvertedEncodedInformationTypes, CountryName,\DeferredDeliveryTime, delivery,
dl-exempted-recipients, dl-expansion-history,\wdl-expansion-prohibited,
BxplicitConversion, EXTENSION, ExtensionField { }, GlobalDomainIdentifier,
InitiatorCredentials, latest-delivery-tinmeymessage-origin-authentication-check
nfessage-security-label, message-token, MHS-OBJECT, MTAName, MTSIdentifier,
nqultiple-originator-certificates, ORAdAAxessAndOptionalDirectoryName,
QJriginalEncodedInformationTypes, origimator-and-DL-expansion-history,
griginator-certificate, originator-return-address, PerMessagelIndicators,
ghysical-delivery-modes, physicaldelivery-report-request, physical-forwarding-4
ghysical-forwarding-address-reqiest, physical-forwarding-prohibited,
ghysical-rendition-attributegf JPORT, Priority, PrivateDomainIdentifier,
BrivateExtensions, probe-origin-authentication-check, proof-of-delivery,
groof-of-delivery-request [ Fecipient-certificate, recipient-number-for-advice,
fecipient-reassignment prohibited, redirection-history, registered-mail-type,
feporting-DL-name, reporting-MTA-certificate, reporting-MTA-name, ReportType,
feport-origin-authentication-check, requested-delivery-method, ResponderCredent]
JecurityContext, gubmission, SupplementaryInformation, Time

FROM MTS$AbstractService { joint-iso-itu-t mhs(6) mts(3) modules (0)

mts-abstract-service (1) version-1999(1) }

+ IPM Information Objects

1PMPerRecipientEnvelopeExtensions

EROM TPMSTnformationQhijectg { Joint-dgo-itu-t mha(e) jpma(1) modules(0)

information-objects (2) version-1999(1) }
-- Object Identifiers

id-cp-mta-connect, id-ct-mta-transfer, id-ot-mta, id-pt-transfer

FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules (0)
object-identifiers(0) version-1999(1) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 1 of 8)
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-- Upper Bounds

ub-bit-options, ub-integer-options, ub-recipients, ub-transfers
FROM MTSUpperBounds {
version-1999(1) };

joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3)

-- Objects
mta MHS-OBJECT ::= {
BOTH { mta-transfer }
ID id-ot-mta }
-- Contracts
mta-transfer CONTRACT ::= {
FONNECTION mta-connect
JPERATIONS OF { transfer }
1D id-ct-mta-transfer }
-- Connection package
mta-conrject CONNECTION-PACKAGE ::= {
BIND mta-bind
YNBIND mta-unbind
1D id-cp-mta-connect }
- Ports
transfed PORT ::=

QPERATIONS { message-transfer | probe-transfer | report-transfer }
1D id-pt-transfer }

MTA-bind and MTA-unbind

mta-bind ABSTRACT-OPERATION ::= {

ARGUMENT MTABindArgument
RESULT MTABindResult
HRRORS { mta-bind-error } }

mta-unbind ABSTRACT-OPERATION ::= emptyUnbind

MTABindArgument ::= CHOICE

ynauthenticated NULL, --“if no authentication is required

duthenticated [1] SET { -- if authentication is required

initiator-name [O]N'‘MTAName,

initiator-credentials [1] InitiatorCredentials (WITH COMPONENTS { ... ,
protected ABSENT } ),

security-context [2] SecurityContext OPTIONAL } }

MTABindHesult ::= CHOICE ({
ynauthenticated NULL, -- if no authentication is required
duthenticated [1] SET { -- if authentication is required

nesponder-name [0] MTAName,
régponder-credentials [1] ResponderCredentials (WITH COMPONENTS { ... ,
protected ABSENT } ) } }

mta-bind-eéxTor ABSTRACT-ERROR ::= {

PARAMETER INTEGER {
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable-security-context (4),
inadequate-association-confidentiality (5) } (0..ub-integer-options) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 2 of 8)
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-- Transfer Port

message-transfer ABSTRACT-OPERATION ::= {
ARGUMENT Message }

probe-transfer ABSTRACT-OPERATION ::= {
ARGUMENT Probe }

report-transfer ABSTRACT-OPERATION ::=
ARGUMENT Report }

Message ::= SEQUENCE {
envelope MessageTransferEnvelope,
content Content }

Probe ::= ProbeTransferEnvelope

Report {:= SEQUENCE {
envelope ReportTransferEnvelope,
content ReportTransferContent }

-~ Message Transfer Envelope

MessageTlransferEnvelope ::= SET {

JOMPONENTS OF PerMessageTransferFields,

gder-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OE
PerRecipientMessageTransferFields }

PerMessdgeTransferFields ::= SET {

nfessage-identifier MessageIdentifier,

griginator-name OriginatorName,

griginal-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,

gontent-type ContentType,

gontent-identifier ContentIdentifier OPTIONALy

griority Priority DEFAULT normal,

per-message-indicators PerMessageIndicators \DEFAULT { },

deferred-delivery-time [0] DeferredDelivetyTime OPTIONAL,

ger-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF
PerDomainBilateralInformation \OPTIONAL,

lrace-information TraceInformation,

gxtensions [3] SET OF ExtensionField {{ MessageTransferExtensions }} DEFAULT { }

MessageTlransferExtensions EXTENSION == {

+ May contain the following extensions, private extensions, and future standardised extensions,
+ at most one instance of each extension type:
fecipient-reassignment-prokibited |
dl-expansion-prohibited |
gonversion-with-loss-prohibited |
Jatest-delivery-time\ |
driginator-returm=address |
griginator-certificate |
gontent-confidentiality-algorithm-identifier |
message-origin-authentication-check |
Message-security-label |

gontent-correlator |

dl-exemptéd-recipients |

gertificate-selectors |
nultiple-originator-certificates |
dl%g%pansion-history |
internal-trace-information |
PrivateExtensions, ... }

PerRecipientMessageTransferFields ::= SET
recipient-name RecipientName,
originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,
explicit-conversion [2] ExplicitConversion OPTIONAL,
extensions [3] SET OF ExtensionField {{ PerRecipientMessageTransferExtensions }}

DEFAULT { } }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 3 of 8)
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PerRecipientMessageTransferExtensions EXTENSION ::=
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
originator-requested-alternate-recipient |
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
certificate-selectors-override |
recipient-certificate |
redirection-history |

JPMPerRecipientEnvelopeExtensions |

BrivateExtensions,

-- Probe Transfer Envelope

ProbeTrdnsferEnvelope ::= SET {
OMPONENTS OF PerProbeTransferFields,

ger-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipgientProbeTransferFields}

PerProbdTransferFields ::= SET ({

grobe-identifier Probeldentifier,

griginator-name OriginatorName,

griginal-encoded-information-types OriginalEncodedInfefmationTypes OPTIONAL,

dontent-type ContentType,

gontent-identifier ContentIdentifier OPTIONAL,

gontent-length [0] ContentLength OPTIONAL,

ger-message-indicators PerMessageIndicators DEFAULT { },

ger-domain-bilateral-information [1] SEQUENCEWSIZE (1..ub-transfers) OF
PerDomainBilateralInformation OPTIONAL,

lrace-information TraceInformation,

gxtensions [3] SET OF ExtensionField {{ ProbeTransferExtensions }} DEFAULT { }

ProbeTrgdnsferExtensions EXTENSION ::= {

+ May contain the following extensions, private extensions, and future standardised extensions,
+ at most one instance of each extension\Bpe :
fecipient-reassignment-prohibited |
dl-expansion-prohibited |
gonversion-with-loss-prohibited |
griginator-certificate |
Message-security-label(|
gontent-correlator |
probe-origin-authentication-check |
jnternal-trace-information |
BrivateExtensions,/ ... }

PerRecigientProbeTtansferFields ::= SET {

fecipient “pame RecipientName,

driginally)specified-recipient-number [0] OriginallySpecifiedRecipientNumber,

gder-reedipient-indicators [1] PerRecipientIndicators,

gxplicit-conversion [2] ExplicitConversion OPTIONAL,

gxtensSions [3] SET OF ExtensionField {{ PerRecipientProbeTransferExtensions }}
DEFAULT

b~
[
—

PerRecipientProbeTransferExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
originator-requested-alternate-recipient |
requested-delivery-method |
physical-rendition-attributes |
redirection-history |
PrivateExtensions,

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 4 of 8)
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Report Transfer Envelope

ReportTransferEnvelope ::= SET ({

report-identifier ReportIdentifier,

report-destination-name ReportDestinationName,

trace-information TraceInformation,

extensions [1] SET OF ExtensionField {{ ReportTransferEnvelopeExtensions }}

DEFAULT { } }

ReportTransferEnvelopeExtensions EXTENSION ::=

ReportTgansferContent ::= SET {

PerRepoftTransferFields ::= SET {

ReportTHansferContentExtensions EXTENSION :\=

PerRecigientReportTransferFields\:= SET

PerRecigientReportTransferExtensions EXTENSION ::=

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :
message-security-label |
redirection-history |
originator-and-DL-expansion-history |
reporting-DL-name |
reporting-MTA-certificate |
feport-origin-authentication-check |
internal-trace-information |
feporting-MTA-name |
BrivateExtensions,

Report Transfer Content

OMPONENTS OF PerReportTransferFields,
ger-recipient-fields [0] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientReportTransferFields}

gubject-identifier SubjectIdentifier,
dJubject-intermediate-trace-information SubjectInternediateTraceInformation OPTIQNAL,
griginal-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
gontent-type ContentType OPTIONAL,

gontent-identifier ContentIdentifier OPTIONAL,

1

3

q

eturned-content [1] Content OPTIONAL,
dditional-information [2] AdditionalInformation OPTIONAL,
xtensions [3] SET OF ExtensionField {{ RepodrtTransferContentExtensions }}

DEFAULT [{ } }

+ May contain the following extensions, priyate extensions, and future standardised extensions,
+ at most one instance of each extensiontjjpe :

gontent-correlator |

BrivateExtensions,

dctual-recipient-name (0] ActualRecipientName,
¢riginally-specified-recipient-number [1] OriginallySpecifiedRecipientNumber,
ger-recipient-indicators [2] PerRecipientIndicators,

Jast-trace-informataon [3] LastTraceInformation,
griginally-intended-recipient-name [4] OriginallyIntendedRecipientName OPTIONAL
gdupplementary-information [5] SupplementaryInformation OPTIONAL,

dxtensions §6J]°SET OF ExtensionField {{ PerRecipientReportTransferExtensions }}

DEFAULT [{ } }

+ Mdy ¢ontain the following extensions, private extensions, and future standardised extensions,
+ atimost one instance of each extension type :

tedirection-history !

physical-forwarding-address |

recipient-certificate |

proof-of-delivery |

PrivateExtensions,

Envelope & Report Content Fields

MessageIdentifier ::= MTSIdentifier

OriginatorName ::= ORAddressAndOptionalDirectoryName

120

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part S of 8)
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PerDomainBilateralInformation ::= SEQUENCE {
COMPONENTS OF BILATERAL.&id,
bilateral-information BILATERAL.&Type }

BILATERAL ::= CLASS {
&id BilateralDomain UNIQUE,
&Type }
WITH SYNTAX { &Type, IDENTIFIED BY &id }

BilateralDomain ::= SEQUENCE {
country-name CountryName,
domain CHOICE
administration-domain-name AdministrationDomainName,
private-domain SEQUENCE {
administration-domain-name [0] AdministrationDomainName,
private-domain-identifier [1] PrivateDomainIdentifier } } }

RecipiertName ::= ORAddressAndOptionalDirectoryName
OriginallySpecifiedRecipientNumber ::= INTEGER (1..ub-recipients)
PerRecipgientIndicators ::= BIT STRING {

lespon81b111ty (O)

+ responsible ‘one’, not—responszble zero'

griginating-MTA-report (1),

crlglnatlng MTA-non-delivery-report (2),

+ either ori matmg MTA -report, or originating- -MTA-non- -delivery-report,
+ or both, iall be 'one':

+ originating-MTA-report bit ‘one’ requests a report

T originating- MTA -non-delivery-report bit 'one' requests a 'non-delivefy-report’;
+ both bits 'one requests an 'audited-report’;

+ bits 0 - 2 'don't care’ for Report Transfer Content

griginator-report (3),

gdriginator-non-delivery-report (4),

+ at most one bit shall be ’one’.'

+ originator-report bit 'one requests a report

+ ori lnator—non delivery- -report bit 'one' requests a 'nen-delivery-report';
+ both bits 'zero' requests 'no-report’

feserved-5 (5),

feserved-6 (6),

feserved-7 (7)

- reserved- bits 5 - 7 shall be zero'-- } (SIZE (8..ub-bit-options))
ProbelIdgntifier ::= MTSIdentifier
ReportIdentifier ::= MTSIdentifiex
ReportDdstinationName ::= ORAddressAndOptionalDirectoryName
Subject]dentifier ::= MesgsageOrProbeldentifier
MessageQrProbeIdentifier ::= MTSIdentifier
SubjectIntermediatelraceInformation ::= TraceInformation

-- Additionralinformation is retained for backwards compatibility only,
-- qndwusein new systems is strongly deprecated

ADDITIONAL ::= CLASS | &Type |
AdditionalInformation ::= ADDITIONAL.&Type -- maximum ub-additional-info octets including all encoding
ActualRecipientName ::= ORAddressAndOptionalDirectoryName

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 6 of 8)
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LastTraceInformation ::= SET {
arrival-time [0] ArrivalTime,
converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
report-type [1] ReportType }

OriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName

- Extension Fields

originator-requested-alternate-recipient EXTENSION ::=
OriginatorRequestedAlternateRecipient,
IDENTIFIED BY standard-extension:2 }

OriginatorRequestedAlternateRecipient ::= ORAddressAndOptionalDirectoryName

trace-ifformation EXTENSION ::=
TraceInformation,
IDENTIFIED BY standard-extension:37 }

internal-trace-information EXTENSION ::=
InternalTraceInformation,
IDENTIFIED BY standard-extension:38 }

InternalTraceInformation ::= SEQUENCE SIZE (1..ub-transfers) OF
InternalTraceInformationElement

InternalTraceInformationElement ::= SEQUENCE {
dlobal-domain-identifier GlobalDomainIdentifier,
nfta-name MTAName,

mta-supplied-information MTASuppliedInformation }

MTASuppliedInformation ::= SET (

grrival-time [0] ArrivalTime,

gouting-action [2] RoutingAction,

dttempted CHOICE ({

mta MTAName,

domain GlobalDomainIdentifier } OPTIONAL,

+ additional-actions -- COMPONENTS OF InterfialAdditionalActions }

Internal]AdditionalActions ::= AdditionalA¢tions

- Common Parameter Types

TraceInflormation ::= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF
TraceInflormationElement

TraceInflormationElement /7x's SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,
domain-supplied=information DomainSuppliedInformation }

DomainSyppliedInfermation ::= SET

rrival-time [0] ArrivalTime,

outidg=action [2] RoutingAction,

ttempted-domain GlobalDomainIdentifier OPTIONAL,

- additional-actions -- COMPONENTS OF AdditionalActions }

Q1 b 0)

AdditionalActions ::= SET
deferred-time [1] DeferredTime OPTIONAL,
converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
other-actions [3] OtherActions DEFAULT { } }

RoutingAction = ENUMERATED {
relayed (0),
rerouted (1) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 7 of 8)
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DeferredTime ::= Time
ArrivalTime ::= Time
OtherActions ::= BIT STRING (

redirected (0),
dl-operation (1) } (SIZE (0..ub-bit-options))

END -- of MTA Abstract Service

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 8 of 8)

SECTIQN FOUR — PROCEDURES FOR DISTRIBUTED OPERATION OF THE-MTS

14 Procedures for Distributed Operation of the MTS

This clauge specifies the procedures for distributed operation of the MTS, which are performed by MTAs. Hach MTA
individually performs the procedures described below; the collective action of all MTAs ‘provides the MT$ Abstract
Service td the users of the MTS.

Although|the procedures include most of the important actions required of an\MTA, considerable detail| has been
omitted fpr clarity of exposition and to avoid unnecessary redundancy. The.abstract-service definitions fhould be
consulted|for a definitive treatment of MTA actions.

14.1 Overview of the MTA Model

14.1.1 |Organization and Modelling Technique

The desctiption of procedures for a single MTA is based on‘the model shown in Figures 5 through 11 and|described
below. It fhould be noted that the model is included for descriptive purposes only and is not intended to constfain in any
way the ifnplementation of an MTA.

Neither the procedures shown nor the order of processing steps in them necessarily imply specific characteriftics of an
actual MTA.

The moddl distinguishes between modules and procedures. Modules, in the sense used here, are autonomous processing
entities which can be invoked by other\modules or by events external to the MTA, and which can in turn inyoke other
modules ¢r generate external events. Modules are not bound together by an explicitly described control structfire; rather
the contrql structure among modules ‘arises from their pattern of cross invocations. Modules correspond to objcts in the
sense of dbject-oriented programming.

Procedurgs are used here,in-the conventional programming sense. Procedures are task or function oriented. Hrocedures
can call other proceduses; subroutine fashion, with control returning to the calling procedure when the called procedure
has comp]eted. Sugh-calls can be nested to arbitrary depth, and a procedure can call itself recursively. Procgdures are
bound together by explicitly defined control structures built from procedure calls and such conventional programming
devices af iteration and conditional execution.

In the moldel prn(‘Pdan< exist within modules Each module containg at least one prn(‘ednre and can contain d$everal. In
the latter case, the procedures and governing control structure are described explicitly. In the former case the existence
of a module’s single procedure is usually treated as implicit.

Using these modelling techniques, an MTA application process can be refined as follows: for each abstract-operation
(whether consumer or supplier) that can exist between an MTA and the MTS-users it serves, or between an MTA and
the other MTAs with which it cooperates there is a single module called an external module. The set of external
modules is responsible for the input and output of messages, probes, and reports into and out of the MTA and for the
support of such operations as MTS-bind, MTS-unbind, Register, Submission-control and Delivery-control. The external
modules are shown in Figure 5 and described in clauses 14.5 through 14.10, grouped by port.

In order to perform the various abstract-operations for which it is responsible, an MTA must perform certain processing
operations on each message, probe, or report that enters, or originates within it. In the model these are the province of
internal modules, shown in Figure 6 and described in clauses 14.2 through 14.4.
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The external and internal modules relate to one another as follows: an external module communicates only with an
internal module, and not with another external module or directly with a procedure within an internal module. Thus, the
internal modules not only support the bulk of processing within an MTA, but also serve as links between its external
modules. In addition to the internal modules Figure 6 also shows the external modules with which they communicate.

The MTA is event driven in that it remains quiescent until an event is detected on one of its ports. Many events, such as
the invocation of a MTS-bind, Submission-control, Delivery-control or Register abstract-operation by an MTS-user or
another MTA, are dealt with directly and completely by the module assigned to that abstract-operation. However other
events trigger processing that can reverberate through the MTA, endure over time and ultimately trigger one or more
output events. It is these events that engage the internal processing modules. They are:

a) A message or probe originated by a locally supported MTS-user enters via the submission-port.

b) A message, probe or report relayed from another MTA enters via the transfer-port.

MTA
Access Association Control Transfer Association Control
-V
» UA Bind | | Bind-In — le
»| UA Unbind | | Unbind-In le
[N\
< { MTA Bind | | Bind-Out | >
[ (K
< { MTA Unbind | | Unbiad-Out | >
~\ >
Submission Port Delivery Port
n‘
=|| Submit | | Message Delivery I >
)
=|| Probe | q Report Delivery I >
[\
3

=|| Cancel | | Delivery Control ||=

< I Submission Control |
o
Transfer Port Administration Port
A
=|| Message-In | | Register ||:
N\

=|| Probe:In | | Change-UA-Credentials ||=

=|| i R‘e}‘)ort—ln | | Change-MTA-Credentials I >
< I Message-Out |

N .

< I Probe-Out |

| NN
< Report-Out

& : l J

Figure 5 — Ports and modules of an MTA

Because the processing within an MTA can become rather complex, especially for messages with multiple recipients,
the model assumes, as an internal bookkeeping device, that each message carries with it a set of instructions, one for the
message as a whole, and one for each recipient. These instructions help guide a message through the processing steps
and convey information between the modules and procedures internal to the MTA.
NOTE 1 — The procedures described herein focus on the processing of a single message. This is adequate in all but one respect:
the queuing of messages and the relative priority of procedure invocation are driven explicitly by the argument priority in case
of a message which enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the case of a report or a
probe which is generated internally or enters via the transfer-port.
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NOTE 2 — An MTA can specify several default delivery time windows for each message priority [e.g. those values defined in
the F.400 series Recommendations|]. The MTS and therefore each MTA involved should take such values into account during
message processing. For example, the MTA can apply a maximum delivery deadline. If that time period expires prior to delivery,
the MTA generates a non-delivery-report and discards the message. The required actions in this case are identical to the actions
required when latest-delivery-time is reached.

NOTE 3 — The discussion of trace-information is incomplete due to its complex nature. Some important details are highlighted
but the complete and definitive treatment of trace-information appears in 12.3.1.

NOTE 4 — ITU-T Rec. X.412 ISO/IEC 10021-10 specifies some additions to and replacements of some of the procedures in this
Service Definition, which are applicable to MTAs which claim conformance to ITU-T Rec. X.412 ISO/IEC 10021-10.

INPUT EVENTS
~ —
M PROBE MESSAGE REPORT
T SUBMIT PROBE
A IN IN IN
A A
DEFERRED
DELIVERY
A
., MAIN N REPORT
MODULE MODULE
_>
PROBE MESSAGE MESSAGE RSN REPORT REPQRT
ouT ouT DELIVERY TEST ouT DELIVERY
v v v v A/
— 4
X.411_F06
OUTPUT EVENTS
Figure 6 — Relationship of internal and external modules
14.2 |[Deferred Delivery Module
This modulevprovides the Deferred Delivery element-of-service. It is invoked by the Message-submipsion and

Message-in modules which pass a message to be checked for deferred delivery request and held if necessary. It invokes
the Main module, passing on the message upon completion of its single internal procedure.

14.2.1 Deferred Delivery Procedure
14.2.1.1 Arguments

A message to be checked for deferred delivery request and held if necessary.

14.2.1.2 Results

The message is returned. If deferral occurred, an arrival timestamp accompanies the message.

14.2.1.3 Errors

The message with instructions detailing the problem encountered.
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14.2.1.4 Procedure Description

14.3 IMain Module

The Mair

1)

2)

3)

The message is checked for presence of the deferred-delivery-time field. If absent the procedure returns
the message and terminates. If present the deferred-delivery-time is checked against the current time. If
the deferred-delivery-time has expired, the procedure returns the message with the deferred-delivery-
time field removed and terminates.

This step applies only to a message from the Message-in module. The MTA checks for a bilateral
agreement requiring it to provide deferred delivery for this message. If there is such an agreement,
processing continues at step 3. If there is no such agreement, then one of the following is performed:

a) The procedure returns the message without deferring it, and then terminates;

b) The procedure returns the message with an instruction with a non-delivery-reason-code of
deferred-delivery-not-performed and a non-delivery-diagnostic-code of no-bilateral-
agreement. The procedure then terminates.

Depending upon policy, one o1 the 1tollowing 1s periormed:

a) If there is a bilateral agreement with the domain(s) or MTA(s) to which the message will be
transferred, that those domain(s) or MTA(s) will take responsibility for the deferraljtequest, then the
procedure returns the message without deferring it. The procedure then terminates;

b) The current time is noted as the message arrival time, and the message is held until expiration of the
deferred-delivery-time. The message with the deferred-delivery-time) field removed and the
arrival timestamp are then returned, and the procedure terminates.

NOTE -1t is necessary to remove the deferred-delivery-time field once deferral is completed so thaj when the
message is transferred to another domain or MTA there is no danger of non-délivery (see step 2 b) if the clqcks are out
of synchronization.

module performs the bulk of processing on messages and{probes entering the MTA. Figure 6 shows the

relationshiips between the Main module and the modules which itycan invoke or be invoked by. The Main module is

subject to

In the cas

1)
2)
B)

)
5)
0)
7)

8)

invocation by:

the Probe-in module, which passes a probe;
the Deferred-delivery module, which passésia message;

the Probe module, which passes a probe:

e of an error condition or the need for a-positive delivery report, the Main module can also be invokef by:

the Message-out module, which passes a message with per-message instruction indicating th¢ problem
encountered;

the Probe-out module, which passes a probe with per-message instruction indicating thg problem
encountered;

the Message-delivery module, which passes a message with per-recipient instructions indifating the
problem(s) and/or success(es) encountered;

The Probe-delivery-test module, which passes a probe with per-recipient instructions indigating the
probletn(s) or success(es) encountered.

The>Deferred-delivery module, which passes a message with instructions indicating thq problem
encountered.

The Mair

. . | s | Josal 11 e 1 add] £arll . £ e
1ITTUUUIC CUILILAIIS Pl ULLUUILS WIILILIL, bUlleLlVCl)’, DUPPUIL UuIc LUllUWlllé TUIICUIVULLS.

Trace processing

Loop detection

Routing and re-routing

Recipient redirection

Content conversion

Distribution list expansion

Message replication

Origin authentication of messages and probes
Name resolution.

The procedures that perform these functions are called by a single Control procedure that guides the processing of each
message or probe received by the Main module. Figure 7 shows the organization of the Control and subsidiary
procedures within the Main module; Figure 8 shows the flow of information through these procedures.
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For each message or probe received, the Main module calls the Control procedure with that message or probe as
argument. As result, the Control procedure returns one or more replicas of the message or probe with appropriate
instructions attached. Depending on the nature of these instructions the Main module then invokes:

1)
2)
3)
4)

5)

the Message-out module, to which it passes each message with a per-message transfer instruction;
the Probe-out module, to which it passes each probe with a per-message transfer instruction;

the Message-delivery module, to which it passes each message with one or more per-recipient delivery
instructions;

the Probe-delivery-test module, to which it passes each probe with one or more per-recipient delivery
instructions;

the Report module, to which it passes each message or probe with a per-message instruction and/or one
or more per-recipient instructions indicating report generation.

IN FR
PROB]J
MESS4
MESS4
DELIV

FRONT END

DM
-OUT
tgg_OUT ROUTING AND CONVERSION DECISION
ERY
REBDIRECTION
SPLITTER
CONVERSION

IN FKOM PROBE-IN, DEFERKED DELIVEKY, FPRUOBE, FRUBE-DELIVEK-TES1

l

DISTRIBUTION LIST EXPANSION

DOUBLE ENVELOPER

MESSAGE CONTROL PROCEDURE

DISPATCHER

DOUBLE ENVELOPE EXTRACTOR

ERROR PROCESSING

OUT TO REPORT MODULE

v

l X.411_F07

OUT TO PROBE-OUT, MESSAGE-OUT, MESSAGE DELIVERY, PROBE-DELIVER-TEST

Figure 7 — Organisation of Procedures within the Main Module
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NOTE — Numbers in this figure refer to the numbered steps in the control procedures logic (see 14.3.1.4).

14.3.1

This proc
overall fl

14.3.1.1

Control Procedure

Argllmentc

Figure 8 — Information Flow within the Main Module

edure direets each incoming message or probe through the remaining procedures of the Main mg
w of information is shown in Figure 8.

X.411_F08

dule. The

One of the following (these arguments correspond to the messages and probes that can be passed to the Main module
upon invocation):

128

1) A message or probe without instructions (from the Probe-in or Probe module);

2) A message without instructions but with optional arrival timestamp (from the Deferred-delivery module);

3) A message or probe with per-message instruction describing a transfer problem (from the Message-out or
Probe-out module);

4) A message or probe with per-recipient instructions describing delivery problems or successes (from the
Message-delivery or Probe-delivery-test module).
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14.3.1.2

and/or

and/or

14.3.1.3

None. Enl::
14.3.1.4

rocedure Description
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Results

1) One or more replicas of the message or probe argument each accompanied by a per-message instruction
indicating transfer;

2) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating delivery or delivery test;

3) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating report generation.

Errors

1)

2)

3)

)

7)

1ot PR LB | kI | -1 11
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A message or probe without instructions:

The Front-end procedure is first called to perform trace initialisation and sevetal” per-message checks
such as message expiration and routing loop detection.

Upon a return with report instruction indicating a problem with the message, processing continues at
step 11.

On all other returns processing continues below.

Routing-and-conversion-decision procedure is called to compute-per-recipient routing and donversion
instructions. (These are complete instructions that will direct the-message or probe through the femainder
of the procedures.)

If a redirection instruction is indicated (e.g., recipient-assigned-alternate-recipient), processing
continues at step 3.

Otherwise, processing continues at step 4 (Dispatcher).
Redirection is called. Upon successful returnyprocessing continues at step 2.
In the case of an unsuccessful return, processing continues at step 10 (Error-handler).

Dispatcher. The Dispatcher acts em’the generated instructions and passes control to the first of the
following procedures that is applicable:

—  Splitting (step 5);

—  Conversion (step 6);

—  Distribution-list-expansion (step 7);
—  Double-enveloping (step 8);

—  Doublefnvelope-extraction (step 9);
—  Errer-processing (step 10) in case the decision process encountered a problem, e.g., routing error;
- /Bxt (step 12).

Splitter is called for replication as required by the per-recipient instructions generated in Rofiting-and-
eonversion-decision procedure. For each replica processing continues individually at step 4 (disi;)atcher).

Upon successful return of the message or probe, processing continues at step 4 (Dispatcher).

Upon return with report instruction indicating a conversion error, processing continues at step 10
(Error-handler).

The DL-expansion procedure is called.

Upon successful return of a message, processing continues at step 2 so that the recipients resulting
from DL expansion can be properly dealt with.

If a copy of the message with delivery report instructions is returned, in place of or in addition to the
above return, its processing continues at step 11.

A probe returning successfully will have report instructions; processing continues at step 11
(Report-generation).
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Upon return of a message or probe with report instruction indicating DL expansion Error-processing
continues at step 10.

8) The Double-enveloper procedure is called if the routing instruction requires the message to be embedded
within an inner-envelope content-type.

In the case of a successful return the procedure terminates, as the MTA has no further processing to
perform on the original message.
In the case of an unsuccessful return, processing continues at step 10 (Error-handler).

9) The Double-envelope-extractor procedure is called if the routing instruction is to extract the inner
envelope from the content.

Upon successful return of an extracted message or probe, processing of the extracted message or probe
resumes at step 1. Upon successful return of an extracted report, processing of the extracted report
continues as specified in 14.4.1. In addition in each case, processing of the report instructions on the
original message continues at step 11

Upon an unsuccessful return, processing continues at step 10 (Error-handler).

10) This is the collection point that processing reaches upon detection that a message, or [probe [cannot be
handled by the main line procedures. The Error-processing procedure is called to se€k anothgr delivery
method or a replacement recipient. Upon successful return the Error-processing) procedure indicates the
new recipient in an instruction to the Routing-and-conversion-decision -procedure (step P), where
processing continues.

If redirection is not possible, the message or probe is passed to the report generator (step 11).

11) The Control procedure terminates at this point and returns a message or probe with report generation
instructions.

12) When a message or probe reaches this point the Control proéedure terminates.

14.3.2  [Front-end Procedure

This procpdure performs trace initialisation, detection of message\€xpiration, initial security check, loop detection, and
criticality|check.

14.3.2.1 |[Arguments

A messag or probe and an optional arrival timestamp:

14.3.2.2 |Results

The messfage, or probe with initialised tracejinformation for this MTA.

14.3.2.3 |Errors

The messfige or probe with reporfigeneration instructions detailing the problem encountered.

14.3.2.4 [Procedure Description

1) If the message has crossed a domain boundary, a trace-information-element for this domain is added
incorrect, the procedure returns a report generation instruction. The values of the non-delivery-reason-
code and non-delivery-diagnostic-code are set to unable-to-transfer, and secure-messaging-error,
respectively.

3) If any of the per-message extension fields, or the per-recipient extension fields for recipients for which
responsibility is set to responsible, is marked critical-for-transfer but is not semantically understood
by the MTA, the procedure returns a report generation instruction for those recipients. If report
generation instructions have been generated for some (but not all) recipients for which responsibility has
the value responsible, then an instruction to split the message is returned. The non-delivery-reason-
code is set to unable-to-transfer and the non-delivery-diagnostic-code to unsupported-critical-
function. The procedure then terminates.

NOTE - older implementations may use another value of non-delivery-reason-code which was specified in
earlier editions of this Service Definition.
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The MTA may verify service-message with similar procedures.

14.3.3

For each

and conv
associated with the message. The actions are subsequently carried™out by other sub-procedures within th
procedurd, or elsewhere in the MTA.

NOTE

per-redipient instructions generated by previous calls to this procedure which have not yet been acted upon elsewhere.

14.3.3.1

14.3.3.2

The mess

what rout

14.3.3.3

None. Erfjor conditions, if anys.ate noted in the per-recipient instructions.

14.3.3.4

Each recipient is considered in turn. If responsibility is set to not-responsible, the recipient is ignored. Othe
Routing-decisionsand Conversion-decision procedures are called in turn for this recipient. When all recipients
considerefl im this way the procedure terminates. See Figure 9.

4)

5)

6)

ISO/IEC 10021-4:2003 (E)

If the latest-delivery-time has passed, or the system’s maximum transit time has elapsed for the
message’s priority, the procedure returns a report generation instruction. The non-delivery-reason-code
is set to transfer-failure or unable-to-transfer as appropriate and the non-delivery-diagnostic-code is
set to maximum-time-expired. The procedure then terminates.

Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is
detected, the procedure returns a report generation instruction. The non-delivery-reason-code is set to
transfer-failure and the non-delivery-diagnostic-code is set to loop-detected. The procedure then
terminates.

Depending upon its policy, the MTA may verify that the value of netification-type corresponds to the
content. If the MTA does not verify notification-type, or if it corresponds to the content, then the
procedure terminates successfully. If the MTA verifies notification-type and it does not correspond to

the content then one of the following is performed depending upon policy:

a) the non-correspondence is ignored and the procedure terminates successfully;

b) if the notification-type is not set to one of the values type-1, type-2, or type-3, notificati
set to the correct value and the procedure terminates;

c) if the notification-type is set incorrectly to one of the values type-1, type-2, or ty
procedure returns a report generation instruction with a non-delivery-reason-code of y
transfer and a non-delivery-diagnostic-code of incorrect-notification-type. The procq
terminates.

|[Routing-and-conversion-decision Procedure

pf a message or probe’s recipients for which the MTA is responsible, this procedure determines t
ersion actions, if any, to be taken by this MTA. The actions are recorded as per-recipient if

— this procedure may be called multiple times for any particular message. In such cases, the procedy

Arguments

1) A message or probe with responsibility sct to responsible for those recipients of concern to thi

IResults

poe or probe that formed the procedure’s argument plus new or revised per-recipient instructions
ng and possible conversionaction should be taken by this MTA.

rrors

rocedure Description

bn-type is
pe-3, the

nable-to-
dure then

e routing
structions
e internal

re ignores

s MTA.
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rwise, the
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Figure 9 — Organisation of procedures within routing and conversion decision procedure
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14.3.4

Routing-decision Procedure

This procedure generates a routing instruction for a single message recipient.

14.3.4.1 Arguments

1)
2)

A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

The per-message instruction, if any, applicable to this message. Other message fields are also accessible
to the procedure as required.

14.3.4.2 Results

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:

14.3.4.3

None. Eror conditions are recorded in the routing instruction.

14.3.4.4

The proce
NOTE
approp,

a) relay to another MTA;
b) deliver to a local recipient;
c) expand the distribution list represented by this recipient;
d) generate a report indicating delivery failure. The non-delivery-reason-code and._nontdelivery-
diagnostic-code are included in the instruction;
e) redirect to a preferred address or to a recipient specified alternate recipient.
rrors

rocedure Description

1)

2)

3)

dure is described in the following steps.

— To ensure the security-policy is not violated during routing, themessage-security-label should be ¢hecked as
riate against the security-context.

If there is a per-message instruction indicating a previous relay failure, then the procedure aftempts to
compute an alternate next hop destination for this recipient. The choice of routing algorithm fis beyond
the scope of this Service Definition. Howevéry an example of an applicable algorithm is coptained in
14.3.11. If successful, then the message’s>internal-trace-information is updated with a|rerouted
routing-action to reflect the fact that thesmessage has been re-routed (see 12.3.1). If the messgge was to
have crossed a domain boundary then the trace-information is also updated accordingly. The jprocedure
returns a relay instruction to the alternate destination and terminates.

If no alternate next hop is available or all available next hops have already been tried unsuccgssfully or
prohibited, then the procedur¢ returns a report generation instruction for this recipient. [The non-
delivery-reason-code is.‘set to transfer-failure and the non-delivery-diagnostic-code [is set as
appropriate to the relay failure encountered. The procedure then terminates.

If the per-recipienfiinstruction indicates a delivery failure, then the procedure returns a report generation
instruction forthis recipient. The non-delivery-reason-code and non-delivery-diagnosticfcode are
those suppliéd by the Message-delivery or Probe-delivery-test procedure. The procedure then tgrminates.

If the re¢ipient is specified by an OR-name which contains only a directory-name (which may happen
following distribution list expansion, if a DL member is specified only by directory-name),|the MTA
attempts to acquire the OR-address from the Directory. If the OR-address cannot be deterthined, the
procedure returns a report generation instruction for this recipient and terminates. The nontdelivery-
reason-code is set to dlrectory-operatlon-unsuccessful and the non- dellvery-dlagnostlc-coTe may be

1l s
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4)

5)

4 dina t 1 d
SetaccoragtotnepProoeint eRcounterea:

In all other cases than the above, the following steps are taken.

If the recipient OR-address unambiguously specifies an actual recipient but is not a preferred address of
that recipient, then a redirection instruction is generated containing the recipient’s preferred OR-name
and redirection reason alias, and the procedure terminates.

If the recipient is a distribution list for which this MTA serves as expansion point, then the message’s
DL-expansion-prohibited argument is examined. If the value is DL-expansion-allowed then the
procedure returns a routing instruction (subject to the security-policy in force) to expand the distribution
list and terminates.

If the value is DL-expansion-prohibited, or the security-policy prohibits the use of a DL, then the
procedure returns a report generation instruction for this recipient. The non-delivery-reason-code is set
to unable-to-transfer and non-delivery-diagnostic-code to DL-expansion-prohibited. The procedure
then terminates.
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If the recipient OR-name identifies a double-envelope-extractor at this MTA and the content-type of the
message is inner-envelope, then the procedure returns a routing instruction to extract the inner envelope
from the content. The procedure then terminates.

If the recipient appears to be local, that is, an MTS-user directly supported by this MTA, then the
following steps are taken.

a)

b)

If the OR-address does not unambiguously specify an actual recipient the procedure returns a
report generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-
transfer and the non-delivery-diagnostic-code is set to unrecognized-OR-name or ambiguous-
OR-name as appropriate. The procedure then terminates.

If the OR-address unambiguously specifies an actual local recipient, then the recipient registration
parameters are checked for recipient-assigned-redirections. In the determination of an
alternate-recipient the user-security-label should be checked against the message-security-label to
ensure no violation of the security-policy occurs.

¢)

If recipient-assigned-redirections has been registered for this recipient, is allowed by the
recipient-reassignment-prohibited field, and is permitted by the security-policy, | then the
encoded-information-types, content-length, content-type, message-security-labels, | priority,
originator-name, redirection-history and DL-expansion-history of the message are [compared
with each redirection-class from recipient-assigned-alternate-recipient in turn| until a
redirection-class is found whose specified values match those of the me§sage. If such a rddirection-
class is found then the associated recipient-assigned-alternate-recipient forms the first|argument
of a call to the redirection procedure. The other arguments are amindication of the recijient to be
replaced, the message, and the redirection-reason recipient-assigned-alternate-recipient.

On normal completion of the redirection procedure the Roufing Decision procedure is re-gntered. If
the redirection procedure signals a redirection loop error then control passes to the error processing
procedure.

If recipient-assigned-redirections have not causéd the message to be redirected, and one or more
deliverable-classes have been registered, thensth¢ MTS determines whether the message satisfies
the criteria specified by at least one deliverablé-class, and so may be delivered.

For each deliverable-class, the message’s encoded-information-types are compared| with the
recipient’s encoded-information-types*constraints, the message’s content-type is compared with
the recipient’s deliverable-content-types, the message’s content-length is compared| with the
recipient’s deliverable-maximuni=content-length, and the message’s security-labels are [compared
with the recipient’s deliverablessecurity-labels.

The encoded-information-types-constraints component is used together ith the
encoded-information~types specified in the message (the converted-encoded-information-types
from the last eleent of trace information which contains this, or the originaliencoded-
information-types dtherwise) to decide whether the message may be delivered:

If no encoded-information-type is specified in the message, or the encoded-informat;gn-types-
constraints\component is absent, then the message satisfies the encoded-information-types-
constraints of this deliverable-class.

Otherwise, if unacceptable-encoded-information-types are specified, and the message dontains at
ledst one matching encoded-information-type, then the message does not satisfy the |encoded-
information-types-constraints of this deliverable-class.

Otherwise, if acceptable-encoded-information-types are specified, and the message cpntains at
least one matching encoded-information-type, then the message satisfies the

d)

encoded-information-types-constraints of this deliverable-class.

Otherwise, if exclusively-acceptable-encoded-information-types are specified, and the message
contains at least one encoded-information-type which does not match any in the list, then the
message does not satisfy the encoded-information-types-constraints of this deliverable-class.

Otherwise, the message satisfies the encoded-information-types-constraints of this deliverable-
class.

The MTS shall not deliver the message unless it satisfies all the constraints of at least one of the
registered deliverable-classes.

The restricted-delivery registration parameter is used to decide if a message may be delivered:

If no restricted-delivery parameter is registered the message may be delivered.
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14.3.5
This proc

14.3.5.1

14.3.5.2

and, poss

If one or more restriction is registered, then the originator-name, the OR-name from each
element of DL-expansion-history, and the OR-name from each element of redirection-history
from the message are compared with each registered restriction (which has objects set to messages
or both) in turn until a match occurs. If delivery is permitted in the matching restriction then a
delivery instruction is returned, and if not permitted then a report generation instruction is returned.

The procedure to determine an exact-match of OR-names is described in the OR-name-match rule
in 12.4.4 and pattern-match in the OR-name-elements-match rule in 12.4.5 of ITU-T Rec. X.413 |
ISO/IEC 10021-5.

If no problem is encountered, then the Routing-decision procedure returns a delivery instruction for
this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a
report generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-
transfer and the non-delivery-diagnostic-code is set as appropriate to the message problem

encountered. The procedure then terminates.

7) If the recipient is not local to this MTA, the deliverability considerations in step 6 may:be

in trace-information, if Such a field exists, or else by original-encoded-information-typ
b) implicit-conversion-prohibited,
c) conversion-with-less-prohibited,

d) explicit-conversion.

|[Results

1) A contenteonversion instruction applicable to this recipient,
bly:

) , (Arevised routing instruction indicating Relay-out or Probe-out to an MTA able to perform th
conversion,

aken into

account. If these do not generate an instruction, then the Routing-decision procedure aftempts to

determine a next hop instruction (subject to the security-policy in force) for this recipient. If Juccessful,
then a relay instruction to the next hop is returned and the procedure terminates.
If the security-policy specifies that a double envelope is required for thecidentified next hop and the
content-type of the message is not inner-envelope, then the procedure réturns a routing insfruction to
embed the current message within the content of a new message using the procedure specified in
14.3.13. The procedure then terminates.
If a next hop cannot be determined, then the procedure returns\a/report generation instructign for this
recipient. The non-delivery-reason-code is set to unable-to-transfer and the non-delivery-djagnostic-
code is set as appropriate to the problem encountered. The procedure then terminates.

Conversion-decision Procedure

pdure generates a conversion instruction for a single message recipient.

Arguments

1) A message or probe recipient plus the per=tecipient instruction, if any, applicable to this recipient.

2) Other message fields are also considergd by the procedure:
a) the current encoded-information-types, given by the latest converted-encoded-information-types

BS,

e required

or, in lieu of 1 and 2 above:

14.3.5.3

3) An instruction to generate a report indicating delivery failure. The non-delivery-reason-code and

non-delivery-diagnostic-code are included in the instruction.

Errors

None. Error conditions are recorded in the routing instruction.

14.3.54

Procedure Description

NOTE — As the circumstances under which a particular MTA stages conversion may be the subject of future standardization, it is
impractical to describe a procedure to decide what EITs are required for conversion output. For example, if an intermediate MTA
stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Consequently the following
clauses assume that the EITs for conversion are known to the MTA.
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1) If explicit conversion is required for this recipient, the procedure starts at step 6.
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2) If implicit conversion is required but the recipient has not subscribed to the implicit conversion facility,
the procedure returns a negative report instruction with the non-delivery-reason-code conversion-not-
performed and the non-delivery-diagnostic-code implicit-conversion-not-subscribed. The procedure
then terminates.

3) If the required conversion is impractical, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and the non-delivery-diagnostic-code
conversion-impractical. The procedure then terminates.

4) If conversion would be required but is prohibited for the message, the procedure generates a negative
report instruction with the non-delivery-reason-code conversion-not-performed and the non-delivery-
diagnostic-code conversion-prohibited. The procedure then terminates.

5) If the required conversion would cause a loss of information and the conversion-with-loss-prohibited
field has the value with-loss-prohibited, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and one of the following non-delivery-
diagnostic-codes, as appropriate:
line-too-long,
page-split,
pictorial-symbol-loss,
punctuation-symbol-loss,
alphabetical-character-loss, or
multiple-information-loss.

The procedure then terminates.

6) If the required conversion cannot be performed by this MTA, and\it’is known that another [MTA can
perform it, then no conversion instruction is generated. The reuting instruction previously generated is
changed to Transfer-out or Probe-out, with a next hop destination appropriate to the MTA in| question.
Care should be taken, however, to avoid a routing loop. The-procedure then terminates.

7) If the required conversion can be performed by this MFA, the procedure returns an instruction o perform

the conversion and terminates.

14.3.6  [Error-processing Procedure
When angther procedure encounters a deliverability orrouting error, this procedure is called to determinp whether
delivery ¢r routing can be achieved by reassignment,of“the recipient or by choosing a different OR-addrdss for the
same recipient. If not, non-delivery must be signalled*to the Report module. Errors provoking a call on this procedure
include:

—  recipient-name does not identify' an MTS-user or DL;

—  delivery failure;

—  MTA is unable to perform necessary conversion;

— transfer path problems;

—  DL-expansion problems;

- security yiolations;

—  conflict{with registration parameters.

NWOTE — The-action taken on Error-processing shall be subject to the security-policy in force.

14.3.6.1 [Arguments

T)~ A message or probe with the per-recipient 1ields that caused the problem.

2)

Report instructions indicating the error.

14.3.6.2 Results

The message or probe in question with an updated recipient-name field,

or

1)
2)

The message or probe in question.

Report instructions.

14.3.6.3 Errors

None.
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14.3.6.4 Procedure Description

NOTE - This procedure may be called multiple times for a given recipient. Eventually all alternatives will be exhausted and
step 5 executed to report failure.

1)

2)

3)

The arguments are checked for the inclusion of a directory-name. If one is present, the Directory Name
Resolution procedure (see 14.3.12) is called to determine a new OR-address. If this is different from the
original OR-address, it is combined with the directory-name to form the OR-name of an alternate
recipient. The Redirection procedure is then called to redirect the message to this alternate recipient, with
redirection-reason directory-look-up.

Otherwise the procedure determines whether an originator-requested-alternate-recipient was specified
for the recipient of concern. If so and if it is different from the current recipient-name, the Redirection
procedure is called with the message, relevant fields indicated, as argument. Upon successful return from
Redirection, the procedure terminates, returning the now redirected message as result.

Otherwise the procedure checks for a delivery error, and if present checks the error’s cause by

14.3.7 |Redirection Procedure

This proc
NOTE

14.3.7.1

14.3.7.2 |Results

The mess
the replad]

14.3.7.3 |Errors

An indicaj

)

5)

14.3.7.4

rocedure Description

edure redirects a message.

— The use of redirection facilities shall be subject to the security-policy in force.

Arguments

1) The OR-name of the replacement recipient to whom the message is to be redirected.
2) The per-recipient message fields for'the recipient to be replaced by an alternate.

3) The message or probe which is.to' be redirected.

4)  The redirection reason.

tion that.a.redirection loop has been detected.

examination of the non-delivery-reason-code and non-delivery-diagnostic-code. If the| recipient
OR-address does not identify an MTS-user or DL, then the per-message-indicators até\clecked for
alternate-recipient-allowed. If the value found is alternate-recipient-allowed, and the-MTA has been
configured with an alternate-recipient for this class of recipient which is different -from the current
recipient-name, then Redirection is called to redirect the message to the alterhate-recipi¢nt. Upon
successful return from Redirection, the procedure terminates, returning the nowr redirected njessage as
result.

The handling of errors which can be resolved but are due to other than addressing problems|is a local
matter, for example routing to another MTA within the domain because 6f conversion problemsg.

If the delivery error is of a type other than those cited above,(ot)'if the value of alternate-fecipient-
allowed is alternate-recipient-prohibited, or if no suitable MBP3specified alternate-recipient efists, then
the procedure returns a report instruction and terminates.

hoe or probe supplied.int the third argument with the recipient identified in the second argument rdplaced by
ement recipient specified in the first argument.

136

2)

3)

each intended-recipient-name from the sequence of redirection-history from the per-recipient fields
identified in argument 2. Upon a match the procedure terminates indicating that a redirection loop has
been detected.

An element is appended to the redirection-history (which is created if not present), using the recipient-
name from argument 2 to form the intended-recipient-name, obtaining the redirection-reason from
argument 4, and containing the time at which this redirection is performed. The OR-name supplied in
the first argument is then substituted for that recipient-name.

In the other-actions field of the current trace-information and internal-trace-information, if
dl-operation is not already indicated then the value redirected is indicated, otherwise new
trace-information and internal-trace-information elements are created with the value redirected
indicated.
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4) The message transfer envelope is updated as follows:
recipient-name: replaced
trace-information/internal-trace-information indicate redirected
redirection-history: append previous recipient-name
and redirection-reason
originator-requested-alternate-recipient: deleted if, and only if,
redirection-reason indicates
originator-requested-alternate-
recipient.
Splitter Procedure

The Splitter replicates messages and probes as required for further processing. The replicas are modified as appropriate
to correctly indicate the distribution of responsibility for the various recipients from the original. Each replica is

accompar
NOTE

14.3.8.1

A messag
instructio

14.3.8.2 |Results

One or m|
instructio

14.3.8.3 |[Errors

None.

14.3.8.4 [Procedure Description

The Split
segregate
processin
the group
NOTE
variou
for mg
examp

Ted by @ per-message struction mdicating its further disposttiom withim the MTAS
— The use of Splitter facilities shall be subject to the security-policy in force.

Arguments

e or probe. For each recipient with responsibility set to responsible a per-recipient routing/donversion
h accompanies the message.

ore replicas of the original message or probe with responsibility appropfiately indicated, and a pef-message
1 indicating the replica’s further disposition within the MTA.

er examines the instructions generated by the Routing-and-conversion-decision procedure to (con|
the recipients with responsibility set to responsible into groups. A replica is created for each grou
b for that replica (in other procedures) is dependent on the routing and conversion instructions apj

ceptually)
p. Further
licable to

it represents.

1 — Message replication is required in an NIFA because of the potentially differing treatment required for aj message’s
recipients. These differences arise from theé*'need for more than one relaying path outward from an MTA, from the need
re than one conversion to be carried out‘on the message’s content and from the need to expand distributioh lists. For
e when more than one relay path“exists, a separate copy of the message must be created for each such|path, with

responsibility values as appropriate forthe-tecipients lying along that path.

NOTE

2 — The determination of what.replicas are needed is a local matter, undertaken to minimize the total number of such

replicap created. The following paragraphs suggest one approach but are not intended to constrain in any way the approach

follow

NOTE
created
then to]

1)

bd in an actual implementation.

3 — For simplicity of exposition, the Splitter is described as a single-pass algorithm. That is, all necessary feplicas are
prior to any further-processing. An important optimisation would be to minimally split the message for conversion, and
complete the splitting of the converted copies.

The(ptocedure considers first those recipients for which content conversion instructions exfist. These
recipients are grouped such that the members of each group are subject to identical donversion
instructions. A replica is created for each such group with responsibility set to responsibjle for the
tecipients in that group, not-responsible for all others.

2)

3)

4)

The recipients are then examined for those for which DL-expansion instructions exist. A replica is
created for each such DL recipient with responsibility set to not-responsible for all recipients but the
single DL that yielded the replica.

The groups are further subdivided based on per-recipient routing instruction calls for Transfer-out or
Probe-out. These recipients are grouped such that each group shares a common next hop destination. A
replica is created for each such group with responsibility set to responsible for recipients in the group,
not-responsible for all others. For all recipients in each such group, this will be either the first relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicate that this is a first or subsequent re-routing.

Finally, the routing instructions for some recipients will call for Message-delivery or Report-generation.
A replica is created for each such subgroup with responsibility set to responsible for the recipients in
the group, not-responsible for all others.
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5) If disclosure-of-other-recipients is not requested, recipients whose responsibility is set to

not-responsible may be removed.

6) Any per-recipient-extensions for those recipients with responsibility set to not-responsible may be

deleted.

7) The procedure now terminates.

14.3.9 Conversion-procedure

This procedure performs conversions on messages and indicates those conversions that would have been performed on

probes.

14.3.9.1 Arguments

A message or probe with the required conversion(s) indicated.

14.3.9.2 [Results

The messge or probe with conversions performed and indicated (just indicated in the case of a probe).
14.3.9.3 [Errors
The messfige or probe with report instructions detailing the conversion problem encountered.
14.3.9.4 |Procedure Description
1) For a message, the conversion procedures for built in EITs are_pefformed as defined fn CCITT
Rec. X.408. The conversion procedures between externally defined EITs and between bujlt in and
externally defined EITs are outside the scope of this Service Definition.
2) Upon conversion the message or probe’s trace-information for this domain and interpal-trace-
information for this MTA is updated to show the converted’EITs. The procedure now terminatps.
14.3.10 [Distribution-list-expansion Procedure

This prodedure takes a message with a single DL recipient.and returns a message who’s recipient list in

members
NOTE

14.3.10.1

14.3.10.2

or

14.3.10.3

14.3.10.4

138

pf the DL. For a probe it verifies whether DL-expansion would occur, if requested.

— The use of DL-expansion shall be subject to the security-policy in force.

Arguments

1) A message with information indicating the recipient DL which is to be expanded, or

2) A probe with information indicating the recipient DL who’s expansion is to be verified.

Results

1) The message with, zero or more recipients representing the DL’s membership. Other fiel
updated as indieated in the procedure description below.

2) Optionally, theymessage with report generation instructions to indicate successful delivery.

3) The'probe with a report generation instruction.

Errors

A SiaYalu nst on ngd no de 1 = = 8 ne non-=dgde

non-delivery-diagnostic-code are as indicated in the procedure description below.
2) Inthe case of DL recursion the procedure terminates without returning errors or results.

Procedure Description

Iudes the

Is can be

code and

1) For a message (not a probe), do Recursion Detection: The components of the DL-expansion-history
field are examined for an occurrence of the DL recipient’s name. DL expansion is performed either by
use of an entry stored in the Directory, or by local configuration of the DL’s membership. Where the DL
is expanded by use of the Directory, the distinguished directory-name of the DL, following de-
referencing of any aliases, shall be compared with the directory-name from each OR-name in the

DL-expansion-history, and the OR-addresses shall be ignored. Where the DL is expanded

by use of

local configuration, each MTA capable of expanding the DL must be aware of all the OR-addresses that

the DL has, and recursion detection shall be performed by comparison of OR-addresses.
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If the DL recipients name is present in the DL-expansion-history, then the DL is recursively defined
and shall not be expanded further. The message is discarded and no reports or other results are returned.
The expansion procedure terminates.

DL acquisition: The expansion procedure attempts to acquire the DL attributes.

If unsuccessful the procedure returns a report instruction with the non-delivery-reason-code unable-to-
transfer and non-delivery-diagnostic-code as appropriate. The procedure then terminates.

Submit permission verification: If it is a message (not a Probe), the last element of the DL-expansion-
history field (if present) else the originator-name is considered to be the sender of the message. For a
probe the originator is the sender of the message.

The sender’s name is compared against the components of the DL-submit-permission. If no match, return
a report instruction with the non-delivery-reason-code unable-to-transfer and non-delivery-
diagnostic-code no-DL-submit-permission. The procedure then terminates.

)

5)

6)

For a probe: IT no other local policy would prevent an attempted delivery, then return a report nstruction
for successful delivery indication. Procedure then terminates.

For a message: The DL recipient’s responsibility flag is set to not-responsible. If the MTA performing
DL expansion supports the DL-exempted-recipients argument, the members Jf:the DL| are then
compared with the values of this argument. If any value of the DL-exempted-recipients arguthent lacks
an OR-address component, then this is obtained from the MHS OR-Addresses attribute [from that
argument’s Directory entry. If multiple OR-addresses are present in that,Directory attribute, [then each
value is incorporated in the argument. The OR-address and the directory-name componepts of the
DL-exempted-recipients attribute are compared for equality with the ‘©@R-address or directpry-name
values (using the OR-name-match rule described in 12.4.4 of ITU~RRec. X.413 | ISO/IEC 10p21-5) for
each member of the DL. If either the OR-address or directory-name component matches a DI} member,
then that member shall not be added as a new recipient of the-message. The DL-exempted-recipients
argument shall be retained unchanged in the envelopeyregardless of how many elem¢nts were
successfully matched to DL members. All DL’s metnbers not matching a value of DL-exempted-
recipients shall be added as new recipients of the message. The per-recipient fields for feach new
recipient are copied from those of the DL recipient, €xcept as follows:

recipient-name: member of the DL.
The following per-recipient fields are copied“or changed according to local DL policy:

originating-MTA-report-request (see Note 1),
originator-report-request (see Note 1),
originator-requested-alternaté=recipient (see Note 2),
explicit-conversion,

proof-of-delivery-request (see Note 4),
requested-delivery-method.

message-token (see’Note 6)
body-part-enctyption-token (see Note 6)
forwarded-content-token (see Note 6)

NOTE 1 — Must.be copied and must not be changed if DL-policy is to pass reports back; may be changed
if DL-policy.i$\iot to pass reports back.

as required
NOTE 2 The originator-requested-alternate-recipient can be removed or replaced, according to local [DL policy,
or copied, but only if explicitly required by DL-policy.
NOTE 3 — Any DL-members that identify DLs that are already present in the DL-expansion-history may Ye excluded
from the DL expansion and not included in the new recipients of the message.
NO 4

— \Whether nroof=-0f=-de e egQ prod e prooi-gf-de C om

QOTE proof-g guest producesa prog d DL _expansion poiht, or from
the DL members, or from both, or from neither, depends on the DL policy and on the security policy in force.

NOTE 5 — Where a DL member is identified only by a directory name, the necessary processing to obtain an
OR-address is described in the routing decision procedure.

NOTE 6 — When a message is expanded which contains encrypted data in a token for the DL recipient, then that
encrypted data is decrypted using the private key of the DL and a new token is created for each member recipient with
the decrypted data re-encrypted using the first algorithm in the token-encryption-algorithm-preference which is
supported by both the DL expanding MTA and by that DL member, and the new token signed using the first algorithm
in the token-signature-algorithm-preference which is supported by both the DL expanding MTA and by that DL
member.

In the other-actions field of the current trace-information and internal-trace-information, if
redirected is not already indicated then the value dl-operation is indicated, otherwise new trace-
information and internal-trace-information elements are created with the value dl-operation
indicated.
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14.3.11 [Loop Detection and Routing Algorithm

The routii
In order

routing arjd loop detection. This material is informative.

The paragraphs that follow describe a simple method of loop detection together with‘a-minimal routing algo|
algorithm| is minimal in the sense that it presupposes only minimal knowledge frem each MD and perforny

steps that
more abo

The algo]
specific o
Legitimat]

7)

8)

The value of the recipient-name of the DL recipient (which shall include its distinguished directory-
name, following de-referencing of any aliases, if it has one) and the time at which this expansion
occurred are appended to the DL-expansion-history field of the message.

NOTE - The current value of the recipient-name will be a preferred value, as a result of actions specified in 14.3.4.4
bullet 3).

If the new report request values (determined in step 5) or the DL’s local policy will prevent the originator
receiving a requested delivery report from the DL’s members, then a copy of the message, with delivery
report request instructions for the expanded DL, is constructed and returned along with the message.

In this case (where the DL policy will not send reports from DL members to the originator), if any DL
member has associated with it the DL-reset-originator Context (see ITU-T Rec. X.402 |
ISO/IEC 10021-2), then a procedure akin to the Splitter procedure is used to make two copies of the
message: one copy for members without the DL-reset-originator Context, and the other for members with
the DL-reset-originator Context. In the copy for members with the DL-reset-originator Context, the

0)

- PR 1 3 1 B PAIE B G 2
OINgHIator=-M4Ic IICId IS ClidllgTd to UIC UR=114dIC O1 UIC DJL S OWIICT.

The procedure returns the revised message and the optional report request and then terminates:

0 expose the issues that must be considered, the remainder of this clause desctibe$§ one approa

avoid loops (in the sense indicated below). Of course, this algorithm. can be improved any time an N

g and loop detection algorithms for inter or intra domain use are beyond the scope of this Service IDefinition.

th toward

rithm The
s transfer
1D knows

1)

2)

3)

it the topology of the network of MDs.

ithm recognizes the fact that it is in general legitimate (i.e. no 160p should be detected) to re-enter an MD if a
peration has been performed by another MD since the last\passage through the MD about to be fe-entered.
e operations are: conversion, DL-expansion, and redirection

Notation: The Trace Information sequence, ishmade of trace-information-elements denpted in a
simplified way as [MD, routing-action, operation], where MD is the name of an MD; routing-action is
'relayed' or 're-routed', operation is 'conyersion', 'DL-operation', 'redirection' or 'nil'. M d¢notes the
message to transfer. MD(0) denotes theicurrent MD (the one currently doing loop detection). Neighbours
is the set of selected adjacent MDs,(neighbours of MD(0)), which are possible relay-MIps for M.
Trace-Info* is the sequence of Trace-Info obtained by considering the tail of the trace infof sequence
beginning with the last [MD, t,(op] trace info element where op is not nil (nil indicates that nojoperation
has been performed by an MD).

Loop Detection: Examine Trace-Info for loops. A loop is detected if the trace info sequence fontains a
trailing sub-sequence, [MD(0), relayed, op(o)] ... [MD(p), relayed, op(p)] where for all j for which o <
</= p the associated trace info element is [MD(j), relayed, op(j)] and op(j) = nil. That is,|a loop is
detected if M drrives at an MD which has already relayed it and each MD afterwards has also|relayed it
without performing any operation other than routing. If a loop is detected, then the algorithm feturns an
error indicatihg the problem, and terminates.

Routmg. Set-up: If no loop is detected, the set, Neighbours, is adjusted, if necessary, for loop-avoiding
transfer steps in the context of the current message. (The adjustment affects no other message).

a) If there is no loop and no occurrence of [MD(0), r, op] in Trace-Info*, then Neighbours is
unchanged.

4)

b) If there is no loop but there is an occurrence of [MD(o0), r, op] in Trace-Info*, then remove from
Neighbours all MDs which appear in that suffix of Trace-Info* which begins with [MD(0), r, op].
Modify the trace info element added by the current domain to show re-routed as routing action. Add
a previous-MD parameter determined as follows: The last [MD(o), r, op] trace info element in Trace
Info is located. The previous-MD is the MD appearing in the first trace info element after this last
[MD(o0), 1, op] trace info element.

c) In cases a and b, if Neighbours is empty, the algorithm returns an error indicating the problem and
terminates.

Routing action. A next hop is selected from Neighbours for each recipient to be relayed.

14.3.12 Directory Name Resolution Procedure

This procedure obtains an OR-address for a user identified by a Directory Name
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14.3.12.1 Arguments

The Directory Name of the user, the originator’s requested-delivery-method if specified, and the redirection-history
if present.

14.3.12.2 Results
An OR-address of the user

14.3.12.3 Errors

An indication that the directory name could not be resolved.

14.3.12.4 Procedure Description
1) The MTA accesses the Directory, using the supplied Directory Name. If the Name does not identify a

—Directornentrythe procedure returnsan-errorand terminates
E

2) If the requested-delivery-method argument is not supplied, or is any-delivery-method, [the MTA
attempts to obtain the preferred-delivery-method attribute from the Directory entry I the femaining
steps allow the construction of more than one type of address, the choice between.them is Hased on a
combination of the requested-delivery-method (or preferred-delivery-method).and local pglicy. If a
choice between OR-addresses is to be made and a redirection-history arfgument exists,|then any
OR-address which is already present in the redirection-history is excluded before making the|choice.

3) If the mhs-or-addresses attribute is present, a value of this attribute may be returned. Such p value is
considered to satisfy a request for the mhs-delivery method. If multiple-attribute values are pfesent, the
choice between them is a local matter. The choice may be influenced\by the recipient’s UA’s cppabilities
(determined from other Directory attributes or local knowledge)-and the characteristics of the njessage.

4) The MTA may be configured with information about various ‘Access Units which it is permitted to use
when constructing an OR-address from information Supplied by the Directory. The donfigured
information will include OR-address attribute values, which may be combined with irfformation
retrieved from the Directory to form a complete OR-address, and the delivery method impligd by such
an address. If the MTA is configured with details of more than one access unit of the samd type, the
choice between them is subject to local policy. The MTA may be configured with irfformation
concerning zero or more of the following typés of Access Unit:

a) physical-delivery: Values of | country-name, administration-domain-name, pptionally
private-domain-name, and pds-name are configured. The OR-address is constructed| from the
configured components, values*of unformatted-postal-address and postal-code obtained from the
postalAddress and postalCode Directory attributes, and physical-delivery-country-nanje derived
from the countryName.component of the Directory entry’s Distinguished Name. This is donsidered
to satisfy the physical-delivery method.

b) g3-facsimile-delivery: Values of country-name, administration-domain-name, and pptionally
private-domain-name are configured. The OR-address is constructed from the donfigured
componerntsyand a network-address obtained from the value of the facsimileTelephofieNumber
Directory attribute, and terminal-type set to the value g3-facsimile. This is considered to patisfy the
g3-facsimile-delivery method.

c) elex-delivery: Values of country-name, administration-domain-name, and pptionally
private-domain-name are configured. The OR-address is constructed from the donfigured
components and a network-address obtained from the values of the telexNumber and coyintryCode
components of the telexNumber Directory attribute, a terminal-identifier obtained from|the value
of theamswerback comporent of thetefexVamber Directory attribute,amd-termmimal=type set to the
value telex. This is considered to satisfy the telex-delivery method.

14.3.13 Double-enveloper Procedure

This procedure takes a message, probe or report, and places the entire object in the content of a new message which is
addressed to a remote double-envelope-extractor, and submitted as a new message which has an inner-envelope
content-type.
14.3.13.1 Arguments

1) A message, probe or report which is to be wrapped in an outer-envelope.

2) The OR-name of the remote double-envelope-extractor.

3) The OR-name of this double-enveloper.
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4) The security services to be applied to protect the inner-envelope content and either specific algorithm
information or algorithm preferences for these (for content-confidentiality, message-token-encrypted-
data, message-token-signed-data, and message-origin-authentication-check).

14.3.13.2 Results

None, as the MTA has no further processing to perform on the original message.

NOTE — There are two output events from this procedure: one is submission of a new message containing the inner-envelope,
and the second is a record of sufficient information to enable the double-enveloper to construct a non-delivery report on the
original message in the event that it receives a non-delivery report on the new message.

14.3.13.3 Errors

An indication of a security-error if a requested service could not be provided.
NOTE — The occurrence of such a security-error may indicate a configuration error (where a configured algorithm, or the MTA’s

. 1 £ . loleda) ] WY BN £l 1 1.1 1 " "
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14.3.13.4| Procedure Description

The entirg MTS-APDU containing the subject message, probe or report, is placed in the content.0f"a new| message,
whose orjginator is the OR-name of this double-enveloper and whose recipient is the OR-name of the remote
double-erfvelope-extractor. The originator-report-request for this recipient is set to report, and the content-tyge is set to
inner-envglope.

If algorithm preferences are specified for the requested security services and the dir¢ctory-name is present pvithin the
OR-name¢ of the remote double-envelope-extractor, then that Directory entry is readfo obtain its Supported Algorithms
and User [Certificate attribute. The algorithm highest in the preference order whieh, is supported by both this [MTA and
by the remote double-envelope-extractor is selected for each requested seclirity service (i.e. content-confidentiality,
message-foken-encrypted-data, = message-token-signed-data, and  message-origin-authentication-check). = The
algorithmftinformation contains an algorithm-identifier, and, optionally, ififormation to select an appropriate (ertificate
for that plgorithm for the originator or recipient or both (depending on the requirements of the algorithm).
Certificatg-selector information is required only if the Directory<€ntry may contain more than one Certificdte for the
identified|algorithm. If the directory-name is not present, then the highest preference is selected, and local conffiguration
of the renjote double-envelope-extractor’s public encryption key will be required.

The contpnt is encrypted using the selected (or configured) content-confidentiality-algorithm which may be an
asymmettfic algorithm, or if this is a symmetric algorithin then a random content-confidentiality-key is gengrated and
used to epcrypt the content, and a message-token(ereated with this key encrypted using the selected (or cnfigured)
message-foken-encryption-algorithm (which must'be an asymmetric algorithm) and signed using the sefected (or
configurefl) message-token-signature-algorithin (which must be a signature algorithm). The public key that is|used with
the asymfnetric encryption algorithm is féund by using the algorithm-identifier and recipient-certificate-delector to
select an gppropriate Certificate from thé\Directory entry.

If message-origin-authentication  is* specified, then a message-origin-authentication-check is computed coftaining a
signature [of the encrypted content' using the selected (or configured) algorithm together with the private kiey of this
MTA corfesponding to its Certtificate identified by originator-certificate-selector.

The new message containing the inner-envelope is submitted, and a record is made of its message-submissiontidentifier
together With sufficiént-information to enable the double-enveloper to construct a non-delivery report on the original
message in the event that it receives a non-delivery report on the new message.

14.3.14 |Double-envelope-extractor Procedure

This pro T T = = T message,
probe or report which the MTA then processes as if it had been transferred normally.

14.3.14.1 Arguments

A message which has an inner-envelope content-type.

14.3.14.2 Results

A message, probe or report.

14.3.14.3 Errors

An indication of a security-error if verification of a security argument failed.
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In response to a probe, or to a message with a content-type other than inner-envelope, a report generation instruction
unable-to-transfer unrecognised-OR-name.

14.3.14.4

Procedure Description

The message-delivery procedure (see 14.7.1) is followed (as appropriate), including generation of a report instruction
where requested.

If message-origin-authentication-check is present, then this is verified. The content is decrypted, and the message, probe
or report is extracted and passed to the front-end (or report-front-end) procedure.

14.4

Report Module

The Report module can be invoked by:

1) the Rppnrt-i‘n module which passes a repart_qr

If an errd

2) the Main module, which passes a message or probe with report instructions, or

3) the Report-out module, which passes a report with failure description.

r is encountered by the procedures internal to this module, no output is generated, Otherwise t

module ipvokes the Report-out or Report-delivery module, passing a report with transfercor delivery in

respectivg
NOTE

14.4.1

ly. See Figure 10.
— The use of reports shall be subject to the security-policy in force.

IN FROM REPORT-IN, REPORT-OUT

|

2 REPORT FRONT END
2
a
m
S
IN FROM = REPORT GENERATION
MAIN MODULE & B
Q
[
z
S REPORT ROUTING
=
27
<
a9
m
a DOUBLE ENVELOPER
X.411_F10

P —

OUT TO REPORT-OUT, REPORT-DELIVERY

Figure 10 — Organisation of Procedure within the Report Module

(Control Procedure

he Report
tructions,

14.4.1.1

14.4.1.2

14.4.1.3

Arguments
1) A report or,

2) A message or probe with report instructions.

Results
1) A report with relaying or delivery instructions or

2) No result in case an error is encountered.

Errors

None. The report, message, or probe is discarded if an error is encountered.
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14.4.1.4 Procedure Description

1)

2)

3)

For a report from Report-in the Report-front-end procedure is first called to perform trace initialisation
and several initial verification steps. A null return indicates an error; the report is discarded and
processing terminates. Otherwise processing continues at step 3 below.

For a message or probe the Report-generation procedure is first called to create a report. A null return
indicates an error; the message or probe is discarded and processing terminates. If a report is returned,
processing continues at step 3, below.

The Report-routing procedure is called to generate a routing instruction for the report. A null return
indicates an error; the report is discarded and processing terminates. The Control procedure returns the
completed report together with routing instruction and terminates, subject to the security-policy.

Report Front End

> Report Generator Report Routing | Double Enveloper

Exit

X.A410_F11

Figure 11 — Information Flow within the Report Module

14.4.2 |Report-front-end Procedure

This prodedure performs trace initialisation, detection<of message-expiration violations, initial security cleck, loop
detection pnd criticality check.

14.4.2.1 [Arguments

A report.

14.4.2.2 [Results

The report with initialised trace-information for this MTA.

14.4.2.3 [Errors

None. The report is dis¢arded if an error is detected.

14.4.2.4 [ProcedureDescription

1) , {Ifthe report has crossed a domain boundary, a trace-information-element for this domain is added with
current time as the arrival-time and relay as action. An internal-trace-information-elemgnt is also
added wiiether of 1ot the report las crossed a domain boundary.

2) Ifrequired by the security-policy in force and/or if the report-origin-authentication-check is incorrect,
the report is discarded and processing terminates.

3) If any of the extension fields is marked critical for transfer but is not semantically understood by
the MTA, the report is discarded. The procedure then terminates.

4) Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is
detected, the report is discarded and the procedure terminates.

14.4.3 Report-generation Procedure

This procedure generates a report describing the success and/or failure of operations attempted by this MTA.
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14.4.3.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient instruction is included
indicating the success or problem to be reported.

14.4.3.2 Results

A report describing the successes or failures to be reported.
14.4.3.3 Errors

None.

14.4.3.4 Procedure Description

If the subject’s originating-MTA-report-request field so indicates, the report is constructed with arguments as
describedimTabte32;amdfurther aulpiiﬁcd b_y the fuﬂuwiug.

The Delipery arguments (message-delivery-time, type-of-MTS-user) or Non-delivery arguments~(nontdelivery-
reason-cqde, non-delivery-diagnostic-code) for each recipient are taken from the per-recipient Jinstrugtions that
accomparlied the subject message. If successful delivery is reported for a DL recipient, then the type-of-MTS-user is
set to DIf. The report-destination-name is the last element from DL-expansion-history, if that element gxists. For
messages| with no DL-expansion-history and for all probes, the report-destinations-name is the | subject’s
originatop-name. The originator-and-DL-expansion will contain the originator-name\and the subject’s|message-
submissi¢n-time followed by the content of DL-expansion-history. A trace-information-element for this [domain is
created wiith the current time as the arrival-time and relay as action. An internalétrace-information-elem¢nt is also
created. If the subject contains a redirection-history or a dl-expansion-history then the originally-fntended-
recipientiname shall be copied from the first element of either the redirection-history or the dl-expansioh-history,
whichevel event occurred first (and the sequence of these events shall be detérmined from the trace-informatjon).

NOTE[- reporting-DL-name is not generated under any of these conditions.

In the case where the instructions reflect multiple failures, the report should reflect the original problem rathgr than the
failure of subsequent recovery actions.

The MTA nominates criticality values for fields copied ffom'the subject. These new values reflect critigality with
regard to |the report, not the subject. The MTA will not_c¢epy into the report any critical functions which if does not
support.

14.4.4 |[Report-routing Procedure

This procpdure determines the routing action, (f any, to be taken on a report. Report-routing reflects special ¢gonditions
that requife a routing procedure different from that applicable to messages or probes:

1) A report has just one recipient — the originator of the message that forms the subject of thg report, a
DL expansion-point,.or;if local policy allows, a DL owner.

) Insurmountable failires encountered in routing a report result in the discarding of the report. No attempt
is made to generate a further report on the difficulty encountered.

The procgssing actions.ngeessitated by these conditions are described in the following clauses. It should be poted that
the routinf of reportsds-subject to the security-policy.

14.4.4.1 |Arguments
One of th¢ following:

1) A report transferred to this MTA from another MTA and successfully processed by the Report-front-end
procedure.

2) A report created by the Report-generation procedure internal to this MTA.
3) A report received back from the Report-out procedure together with a description of the transfer failure

encountered.

14.4.4.2 Results
One of the following:
1) The report, together with relaying instructions to the next hop MTA.

2) The report, together with an indication of the locally supported MTS-user who is to receive
Report-delivery.
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14.4.4.3

Errors

None. If no local recipient or next hop can be determined, the report is discarded.

14.4.4.4 Procedure Description

146

1) Reports relayed to this MTA or generated locally receive normal routing attention as follows:

a)

—the procedure specifiedin14-3 13 The procedure-thenterminates

b)

d)

If the Report-destination is not local to this MTA then relaying is required. Report-routing attempts
to determine the next hop address. In this determination the message-security-label of the report is
checked against the security-context to ensure no violation of the security-policy occurs. If
successful, then the report, together with this information is returned as the procedure’s result. The
procedure then terminates. The report is subsequently passed to the Report-out procedure.

If the security-policy specifies that a double envelope is required for the identified next hop, then
the procedure returns an instruction to embed the report within the content of a new message using

If the next hop address cannot be determined, then the report is discarded and (the’procedure
terminates without returning a result.

If the Report-destination unambiguously specifies an actual recipient but is not\a preferr¢d address
of that recipient, then a redirection instruction is generated containing the, Tecipient’s| preferred
OR-name and redirection reason alias, and the procedure terminates.

If the Report-destination unambiguously specifies an actual localhrecipient, then the| recipient
registration parameters are checked for recipient-assigned-redirections. If this is in effe¢t then the
length of the returned-content, if any, is compared with the contént-length and the content-type, if
present, with the content-type of cach redirection-class (which has objects set to reports or both)
from recipient-assigned-redirections in turn until a redirection-class is found whose| specified
values for these fields match those of the report. Values specified for other compponents of
redirection-class are ignored. If a redirection-class’ matches then a redirection instuction is
generated and the procedure terminates.

If the Report-destination is an MTS-user local to this MTA, and the originator-repoxt-request
field indicates, then Report-delivery is required (subject to the security-policy in force). Report-
routing attempts to determine the OR-address of the report destination. If successful, then the report,
together with this information is returned as the procedure’s result. The procedure then terminates.
The report is subsequently passed to the Report-delivery procedure.

If the Report-destination does:diot identify an MTS-user and the MTA has been configurefl with the
address of an alternate-recipient for this class of Report-destination, then a redirection insfruction is
generated with redirection'reason recipient-MD-assigned-alternate-recipient, and the procedure
terminates.

If the report was fiof requested or the report destination address cannot be determined, thg report is
discarded and, the procedure terminates without returning a result.

If the report-destination-name is of a DL local to this MTA, then this report is in process of
routing(back along a path of successive DL expansion-points. In the other-actions fi¢gld of the
currefit_. trace-information-element and internal-trace-information-element, the value dl-
operation is indicated.

Any processing based on local DL policy would occur here; e.g. a copy of the repdrt can be
constructed and sent to the DL owner. In this case the report-destination-name will pe that of

the DL owner and the reporting-DL-name will be constructed to contain the subject PL name.
This copy. of the report shall not contain the returned-content. In addition, cnpprpqcinn freports

can be done here.

NOTE 1 — The possibility that a DL owner is itself a DL may be the subject of future standardization.

NOTE 2 — DL-submit-permission is not considered when processing a report.
If the report is not to be suppressed, the MTA then replaces the OR-name currently in the
report-destination-name field by the OR-name immediately preceding that one in the originator-
and-DL-expansion-history ficld. Thus the report acquires, as a new destination, the next entry
back along the chain of entries in the originator-and-DL-expansion-history field:

report-destination-name: Copy previous DL OR-name from
originator-and-DL-expansion-history.
reporting-DL-name: Generated only in case of reports to DL owner.
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In order to route the report to this new destination, the Report-routing procedure now calls itself
recursively. The result returned, if any, from this recursive call is returned, and the procedure
terminates.

If the report-destination-name identifies a double-enveloper at this MTA, then the procedure
in 14.4.5 applies, and the procedure terminates. Any resultant new report is processed from the start

14.4.5

This proc
a non-del

14.4.5.1
A report.

14.4.5.2

of this procedure.

2) A report received back from the Report-out procedure has encountered a transfer failure in the process of

relaying to another MTA. The Report-routing procedure attempts to re-route such a report, i.e.

, compute

an alternative next hop address (subject to the security-policy in force). If an alternative next hop address
is found then the report, together with this information and suitably modified trace information is

returned as the procedure’s result. The procedure then terminates. The report is subsequently
the Report-out procedure.

If an alternative next hop address cannot be determined, then the report is discarded and the

passed to

rocedure

terminates without returning a result.

[Double-enveloper Procedure

pdure takes a report on a message (created by this MTA) which had an inner-envelope confent-type,
very report then it substitutes a non-delivery report on the message that was in the inper~envelope.

Arguments

IResults

Another rpport if the argument is a non-delivery report, or none otherwise.

14.4.5.3

None.

14.4.54

|Errors

[Procedure Description

If the report is a non-delivery report, then the record ef\$ubmitted double-enveloped messages is read to

informati
replaces t

If the rep

n necessary to create a non-delivery report on the inner-envelope message. This new non-deliv
he non-delivery report on the outer-envelope:

rt is a delivery report, then no furthertransfer of it is required.

In either qase, the record of submitted double-enveloped messages is augmented with information about the

non-deliv
non-deliv
message.

14.5

14.5.1
This clau

14.5.1.1
The MTS

14.5.1.2
The MTS

14.5.1.3

ery report. The MTA may implement an additional procedure, activated by expiry of a timer, to
bry report on the inner-envelope message if no delivery report has been received on the oute

[MTS-bind and*"MTS-unbind

M TS-user initiated MTS-bind Procedure
e describes the behaviour of the MTA when an MTS-bind is invoked by an MTS-user.

hnd if it is

bbtain the
ery report

elivery or
benerate a
-envelope

Arguments

-bind arguments are defined in 8.1.1.1.1.

Results

-bind results are defined in 8.1.1.1.2.

Errors

The bind-errors are defined in 8.1.2.

14.5.1.4

Procedure Description

1) If the MTAs resources cannot currently support the establishment of a new association, the procedure

returns a Busy bind-error and terminates.
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2)

Otherwise, if authentication is required by the security-policy, the MTA attempts to both authenticate the
MTS-user via the initiator-credentials supplied and check the acceptability of the security-context.

If the initiator-credentials contain strong-credentials, the signature of the initiator-bind-token is
verified using the public key from the MTS-user’s certificate for the identified signature algorithm. The
MTS-user’s certificate may be included in initiator-credentials in the Bind argument, or identified by a
certificate-selector and, if not already available to the MTA, obtained from the MTS-user’s User
Certificate attribute in the Directory. The validity of the certificate and its certification-path are also
verified. Additionally, the Directory name from the subject field of that Certificate is verified to be that
of the MTS-user. The OR-name in the subject-alternative-name field of that Certificate is verified to
correspond to the OR-name of the MTS-user, and to correspond to the OR-name present in the
initiator-name field of Bind. The mta-name and global-domain-identifier within initiator-bind-token are
verified as being those of this MTA. The Time in the token is compared with the current time to ensure
that the validity period of the token acceptable to this MTA has not expired.

3)

)

14.5.2 |MTS-user initiated MTS-unbind Procedure

TheTespomder-bimd=tokemr Ts—generated by using —the—same —sigmature —atgorithm (umtess —aj preferred
alternative is known to be supported by the MTS-user) and this MTA’s private key to sign-a token which
comprises the algorithm-identifier for the signature algorithm, the OR-name of thé WITS-user, the
current time, and a random number as the bind-token-signed-data. This responder;bind-tokep together
with either the certificate-selector or the certificate (and the additional certificates’ which grovide its
certification-path) for this MTA’s public key for this algorithm form the responder-credentfals in the
Bind result.

If the initiator-credentials cannot be authenticated, the procedure returns' an authenticationterror and
terminates. If the security-context is not acceptable, the procedure returns an unacceptablg-security-
context bind-error and terminates.

If authentication is successful and the security-context is acceptable then the MTA accepts the|requested
association. The procedure returns the MTA-name and responder-credentials. Messages-yaiting is
also returned if the MTS-user subscribes to the Hold for Dé¢livery element-of-service. The proc¢dure then
terminates.

If authentication is not required, messages-waiting'is returned if the MTS-user subscribes to thg Hold for
Delivery element-of-service, and the procedure tetminates.

This clauge describes the behaviour of the MTA whenan MTS-unbind is invoked by an MTS-user in order to [release an

existing apsociation established by the MTS-user.

14.5.2.1 |Arguments

None.

14.5.2.2 |Results

The MTS{unbind procedure returns an empty result as an indication of release of the association.

14.5.2.3 |[Errors

None.

14.5.2.4 [Procedure Description

The procdduré releases the association, returns an empty result, and terminates.

14.5.3 MTA initiated MTS-bind Procedure

This clause describes the steps taken by an MTA when tasked to establish an association with an MTS-user.

14.5.3.1 Arguments
The MTS-bind arguments are defined in 8.1.1.1.1.

14.5.3.2 Results

An internal identifier for the association established.

14.5.3.3 Errors

The procedure returns a failure indication in the event an association could not be established.
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14.5.3.4 Procedure Description

1)

2)

The procedure establishes values for the arguments defined in 8.1.1.1.1. Messages-waiting may be
supplied if the MTS-user subscribes to the Hold for Delivery element-of-service. Values for
initiator-name, security-context, and initiator-credentials are taken from internal information.

If the initiator-credentials is to contain strong-credentials, the MTA selects a signature algorithm
which is supported by the MTS-user, and uses this algorithm to sign an initiator-bind-token comprising
the algorithm-identifier for this algorithm, the OR-name of the MTS-user, the current time, and a
random number as the bind-token-signed-data. This initiator-bind-token together with either the
certificate-selector or the certificate (and the additional certificates which provide its certification-path)
for this MTA’s public key for this algorithm form the initiator-credentials in the Bind argument.

The procedure determines the user-address of the MTS-user and attempts to establish an association
with the arguments of 8.1.1.1.1. If unsuccessful a failure indication is returned and the procedure
terminates.

3)

)

14.5.4 |MTA initiated MTS-unbind Procedure

This procgdure is called to release an associationwith an MTS-user.

14.5.4.1 |Arguments

The intenE identifier for the association.to be released.

14.54.2

The MTS{unbind procedurereturns an empty result as an indication of release of the association.

14.5.4.3 |Errors

None.

14544 |P

The procddure release

esults

rocedure Description

If successful, the results returned from the MTS-user (defined in 8.1.1.1.2) are examjined. The
responder-name is checked for correctness and an attempt is made to authenticate the M['S-uger via the
responder-credentials returned.

When the Bind result is received, the signature of the responder-bind-token is verified using fhe public
key from the MTS-user’s certificate for the identified signature algorithm. (This' might be 4 different
signature algorithm to the one used to sign the initiator-bind-token.) The MFS-user’s certificate may be
included in the Bind result, or identified by a certificate-selector and)if not already awailable to
the MTA, obtained from the MTS-user’s User Certificate attribute in the Directory. The validity of the
certificate and its certification-path are also verified. Additionally,\the”Directory name from the subject
field of that certificate is verified to be that of the MTS-user (i€} that the responding MTS-{yiser is the
intended target of the Bind). The OR-name in the subject-alt€tnative-name field of that cerftificate is
verified to correspond to the OR-name of the MTS-user, and to correspond to the OR-name [present in
the responder-name field of Bind result. The mta-name and global-domain-identifigr within
responder-bind-token are verified as being those of this"MTA. The Time in the token is compared with
the current time to ensure that the validity period of.the token acceptable to this MTA has not ekpired.

If either check fails, the procedure closes the corinection, returns a failure indication, and termirnjates.

If both checks are successful the procedure returns the association identifier and terminates.

and terminates

14.6 Submission Port

14.6.1 Message-submission Procedure

This clause describes the behaviour of the MTA when the Message-submission abstract-operation is invoked by the
MTS-user on a submission port.

14.6.1.1 Arguments

The Message-submission arguments listed in Table 3 and described in clauses indicated in that table.
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14.6.1.2 Results

1)

2)

The Message-submission results listed in Table 5 and described in clauses indicated in that
passed back to the MTS-user.

The Deferred Delivery module is invoked and passed the submitted message.

14.6.1.3 Errors

See 8.2.1.1.3 for descriptions of the relevant abstract-errors.

14.6.1.4 Procedure Description

1)

Error Checking

The Message-submission procedure checks for error conditions. If any is found, the

table are

indicated

abstract-error is returned. All further processing is terminated. Responsibility for the intended message is

2)

3)

4 eael] 4L N A
110U ﬂbbbplbu U'y IV IVI T 7\,
Errors of particular interest:

a) Security errors. If the message-security-label is not compatible with the security-con
required, the message-origin-authentication-check is incorrect, a security-erropis genera

b) Criticality errors. If any of the extension fields is marked critical-for-submission|
semantically understood by the MTA, an unsupported-critical-function-etror is returned.

ext or, if
ed.

but not

If no errors are encountered at this stage, processing continues at,step*2. Additional errors may be

encountered in these later processing stages, in which case the"MTA takes action as
above.

Name Processing

described

The following procedure applies to originator-name, recipient-name and originator-rpquested-

alternate-recipient, unless otherwise noted.

a) Ifthe OR-name contains only a directory-name, the MTA attempts to obtain the OR-address.

In the case of recipient-name, the Directoryx Name Resolution procedure (see 14.3.12) i
determine a new OR-address.

called to

If an OR-address cannot be found&ither a recipient-improperly-specified abstract-grror or a

non-delivery report shall be returned to the originator of the message.

b) If the OR-name contains both.the directory-name and the OR-address, their association need not

be validated.

¢) The validation of the OR-address, whether passed in the Message-submission argument of obtained
by resolving the difectory-name, has two steps. The first step validates that the |purported

OR-address has(the combination of attributes needed for a valid OR-address (see 8
second step, which applies only to the originator-name, validates that the OR-address
an OR-address of the MTS-user submitting the message.

Transfer of Responsibility, Return of Results

If no errers are detected in the above processing, the MTA accepts responsibility for the messg

5.5). The
s, in fact,

ge and so

signifies by returning the Message-submission results to the MTS-user. The Message-submissjon results
aresNdescribed in 8.2.1.1.2. The message-submission-identifier and message-submigsion-time
arguments are constructed as appropriate by the MTA. The content-identifier is identid
correspondmg Message submrss1on argument If requested by the orlgrnator the original

4)

certificate is returned.

Message Construction

al to the
ing-MTA

; algo d S ubmission-
algorlthm-ldentlﬁer and the arguments defmed in 8.2.1.1.2.4. ln addrtron the orlgmatmg-MTA-

A Message is constructed from the Message-submission arguments, as possibly modified in the above

processing steps, plus additional arguments supplied by the MTA, as specified in 12.2.1.1.

When complete, the Message-submission procedure terminates and the message is passed to the Deferred

Delivery module for further processing.

14.6.2 Probe-submission Procedure

This clause describes the behaviour of the MTA when the Probe-submission abstract-operation is invoked by the
MTS-user on a submission-port.
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14.6.2.1 Arguments
The Probe-submission arguments listed in Table 7 and described in clauses indicated in that table.

14.6.2.2 Results

1) The Probe-submission results listed in Table 8 and described in clauses indicated in that table are passed
back to the MTS-user.

2) The Main module is invoked and passed the submitted probe.

14.6.2.3 Errors

See 8.2.1.2.3 for descriptions of the relevant abstract-errors.

14.6.2.4 Procedure Description

AY I ) 1
1) LITUTL \_/llUbl\llls

The Probe-submission procedure checks for error conditions. If any is found, the indicated abs}ract-error
is returned. Responsibility for the intended probe is not accepted by the MTA.

Errors of particular interest:

a) Security errors. If the message-security-label is not compatible with the §ecurity-contex{, or if the
probe-origin-authentication-check is incorrect, a security-error is genetated.

b) Criticality errors. If any of the extension-fields is critical-for-submission, but not sefantically
understood by the MTA, an unsupported-critical-function-error is retarned.

If no errors are encountered at this stage, processing continues, at step 2. Additional errors may be
encountered in these later processing stages, in which €ase’the MTA takes action as [described
above.

?) Name Processing

The following procedure applies to originator-name, recipient-name and originator-repquested-
alternate-recipient, unless otherwise noted.

a) Ifthe OR-name contains only a directoryname, the MTA attempts to obtain the OR-address.

In the case of recipient-name, the Diréctory Name Resolution procedure (see 14.3.12) i§ called to
determine a new OR-address.

If an OR-address cannot be.found, either a recipient-improperly-specified abstract-grror or a
non-delivery report shall be returned to the originator of the message.

b) If the OR-name contains both the directory-name and the OR-address, their association need not
be validated.

¢) The validation of\the OR-address, whether passed in the Probe-submission argument of obtained
by resolvingtthe directory-name, has two steps. The first step validates that the |purported
OR-address has the combination of attributes needed for a valid OR-address (see 8|5.5). The
second §tep; which applies only to the originator-name, validates that the OR-address |s, in fact,
the OR-address of the MTS-user submitting the message.

3) Transferof Responsibility, Return of Results

Ifino errors are detected in the above steps, the MTA accepts responsibility for the probe and s signifies
by returning the Probe-submission results to the MTS-user. The Probe-submission results are|described
in 8.2.1.2.2. The probe-submission-identifier and probe-submission-time arguments are congtructed as
appropriatc by the MTA. The content-identilier s identical to the coiresponding Probe-submission
argument.

4) Probe Construction

A probe is constructed from the Probe-submission arguments, as possibly modified in the above
processing steps, plus additional arguments supplied by the MTA.

When complete, the Probe-submission procedure terminates and the probe is passed to the Main module
for further processing.

14.6.3  Cancel-deferred-delivery Procedure

This clause describes the behaviour of the MTA when the Cancel-deferred-delivery abstract-operation is invoked by
the MTS-user on a submission-port in order to cancel the deferred delivery message previously submitted to the MTA.
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Arguments

The Cancel-deferred-delivery arguments listed in Table 10 and described in clauses indicated in that table.

14.6.3.2

Results

An empty result is passed back to the MTS-user as an indication of successful cancellation.

14.6.3.3
See 8.2.1.

14.6.3.4

Errors
3.3 for descriptions of the relevant abstract-errors.

Procedure Description

1) If a proof-of-submission has already been provided, the Too-late-to-cancel abstract-error is returned by
the MTA. The deferred delivery of the message is not cancelled.

14.6.4

This clau
submissig
These co
Submissi

NOTE
Submi

7) 1T the value of the message-submission-identifier argument is recognized by the MTA as_bping valid
and associated with a message being held by the MTA for deferred-delivery, the MTA~d:
message as being cancelled, and assumes no further responsibility for it.

3) If the value of the message-submission-identifier argument is recognized by the MTA as bping valid
but refers to a message already delivered or transferred to another MTA, the Too*late-to-canc
error is invoked by the MTA. The deferred delivery of the message is not cancelled.

4) If the value of the message-submission-identifier argument is not recoghized as being valid (either
because the MTA never assigned such a value or because the MTA no(longer holds the historical record
of a deferred delivery message that has been transferred or delivefed), then the Message-sybmission-
identifier-invalid or Too-late-to-cancel abstract-error is returned by,'the MTA, the choice of which being
a local matter.

Submission-control Procedure

se describes the behaviour of the MTA when invoking ‘the Submission-control abstract-operafion on a
n-port in order to temporarily limit the submission-port abstract-operations that the MTS-user cgn invoke.
ntrols remain in force for the duration of the curtent association unless overridden by a sphbsequent
n-control abstract-operation.

— The use of Submission-control shall be subject(to the security-policy in force. The permissible-securjty-context
sion-control argument limits the security-context established during the MTS-bind.

Arguments

14.7

14.7.1

ission-control arguments listed in Table 12 and described in clauses indicated in that table.

ission-control results listed in Table 13 and described in clauses indicated in that table are passdd back to

roceduxeé Description.

stances causing an MTA to invoke the Submission-control abstract-operation are a local matter, [as are the

t 1o its anp]pﬁnn

Delivery Port

Message-delivery Procedure

This clause describes the steps taken by an MTA when tasked to deliver a message to one or more MTS-users.

Most provisions of this clause also apply to the case where the MTA has received a probe with one or more local

recipients
NOTE

14.7.1.1

152

. Unless noted otherwise, all procedure steps save physical delivery apply to the handling of probes.
— The generation of reports shall be subject to the security-policy.

Arguments

1) A message from the Main module with per-recipient instructions to deliver to one or more local
MTS-users.
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The Message-delivery arguments listed in Table 15 and described in clauses indicated in that table are
passed to the recipient MTS-user.

14.7.1.2 Results

1)

2)

An empty result or, if requested, a proof-of-delivery and optional recipient-certificate passed back
from the MTS-user as an indication of successful delivery with no reporting requirements,

If a report is required, the Main module is invoked and passed the message with per-recipient instructions
describing any delivery problems encountered and/or indicating successful deliveries to be reported on.

14.7.1.3 Errors

Message-delivery abstract-errors that can be returned from the MTS-user to the MTA are described in 8.3.1.1.3. These
error conditions are reported to the Main module in the results described above.

14.7.1.4 ProcedureDescription

1)

2)

3)

)

5)

0)

7)

8)

0)

If the message expiration is reached, a report instruction is generated for each local recipiént-~The values
of non-delivery-reason-code and non-delivery-diagnostic-code are unablesto-trangfer and
maximum-time-expired, respectively. The procedure then terminates.

If any of the per-message extension-fields is set to critical-for-delivery but not-semantically ynderstood
by the MTA, a report instruction for each local recipient is generated. The\values of nontdelivery-
reason-code and non-delivery-diagnostic-code are set to unable-tortransfer and unsypported-
critical-function respectively.

Otherwise, values are established for those arguments to the Message-delivery abstract-opefation that
apply to all recipients (arguments to Message-delivery are descried'in 8.3.1.1.1).

Steps 5-16 are executed for each recipient with responsibility-set to responsible. The procddure then
terminates.

To ensure the security-policy is not violated during-delivery, the message-security-label i checked
against the security-context. If delivery is bafréd by the security-policy then, subjeft to the
security-policy, a report instruction for this is génerated. The values of non-delivery-reasonfcode and
non-delivery-diagnostic-code are unable-to-transfer and secure-messaging-error, respectiv¢ly.

If delivery is barred by Delivery ControlsAmposed in a previously invoked Register or Delivery-control
abstract-operation, then, subject to the security-policy in force, the MTA will hold the message pending
the lifting of the applicable controls. Delivery Controls are not applicable to probes.

If the maximum holding time for-a‘held message (the value of this maximum time being a logal matter,
except that latest-delivery-time-shall be observed when present and critical-for-delivery) expires with
the applicable restrictions,still in effect, then a report instruction is generated for this recipient. The
values of non-delivery-reason-code and non-delivery-diagnostic-code are unable-to-trapsfer and
recipient-unavailable,respectively. Processing then terminates for this recipient.

NOTE - The processing.steps (6 and 7 above) associated with control restrictions do not apply in the case of Probe.

If restricted-delivery is enforced, and the sender falls in the category of unauthorised senddrs, then a
report instruction is generated for this recipient. The values of non-delivery-reason-code| is set to
restricted=delivery. Processing then terminates for this recipient.

TheMT'A establishes those arguments for the Message-delivery abstract-operation that apply qnly to the
idividual recipient: message-delivery-identifier and message-delivery-time are given [alues as
described in Clauses 8.3.1.1.1.1 and 8.3.1.1.1.2. If the message contains a redirection-history or a
dl-expansion-history then the originally-intended-recipient-name shall be copied fronjt the first

10)

element of either the redirection-history or the dl-expansion-history, whichever event occurred first
(and the sequence of these events shall be determined from the trace-information). All other arguments
are taken directly from corresponding fields of the message to be delivered. With the exceptions noted
below, all arguments shown in Table 15 are included in each invocation of Message-delivery.

If disclosure-of-other-recipients has the value disclosure-of-other-recipients-requested, the
other-recipient-name argument is set to include the following:

a) The OR-names of all originally-specified recipients with an originally-specified-recipient-
number distinct from that for the current recipient. For any such recipient for which redirection has
been recorded, the originally-specified recipient’s OR-name is that from the first entry in the
associated redirection-history;

b) If distribution list expansion has occurred, the OR-name from the first entry of the DL-expansion-
history.
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