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Introduction

This Service Definition is one of a set of Recommendations | International Standards defining Message Handling in a
distributed open systems environment

Message Handling provides for the exchange of messages between users on a store-and-forward baLis. A message
submjtted by one user (the originator) is transferred through the Message Transfer System (MTS)"and delivered to one
or mdre other users (the recipients).

The MTS comprises a number of message-transfer-agents (MTAs), which transfer messages and deliv¢r them to their
intendled recipients.

This |Service Definition was developed jointly by ITU-T and ISO/IEC. It ,is published as common text as
ITU-T Rec. X.411 | ISO/IEC 10021-4.
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MESSAGE TRANSFER SYSTEM: ABSTRACT SERVICE DEFINITION

AND PROCEDURES

[ION 1 — INTRODUCTION

Scope

fecommendation | International Standard defines the abstract-service provided by the MTS (the

Rec. X.402 | ISO/IEC 10021-2 identifies the other Recommendations|International Standards whi
5 of Message Handling Systems.

ed in ISO/IEC 10021-10.

erview of the MTS Abstract Service. Clause 8 defines the semantics of the parameters of the
e. Clause 9 defines the abstract-syntax ofthe MTS Abstract Service.

n 3 defines the MTA Abstract Service. Clause 10 refines the model of the MTS, first presented
that the MTS comprises a numbet.of MTAs that interwork with one another to provide the MTS A

Abstract Service. Clause 13.défines the abstract-syntax of the MTA Abstract Service.

n 4 specifies the procédures performed by MTAs to ensure the correct distributed operation of the M

hmendation | Intérnational Standard.

k B provides a reference definition of the upper bounds of the size constraints imposed upon varia
definediin ASN.1 modules in ITU-T Rec. X.411.

k '€ gives the definition of 1988 Message Transfer System Abstract service.

5 to the MTS Abstract Service defined in this Recommendation)| International Standard may be p
Access Protocol (P3) defined in ITU-T Rec. X.419 | ISOEC 10021-6. The distributed operatio
d in this Recommendation | International Standard may bg provided by the use of the MTS Transfe|
efined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by which messages may be routed throy

n 2 defines the MTS Abstract Service. Clause 6 describes the Message Transfer System Model. Cl3

e 11 provides an overview ofithe’MTA Abstract Service. Clause 12 defines the semantics of the pa

MTS Abstract

e), and specifies the procedures to be performed by MTAs to ensure the correct distributed operation of the MTS.

Ch define other

rovided by the
n of the MTS
I Protocol (P1)
1gh the MTS is

use 7 provides
MTS Abstract

in clause 6, to
bstract Service.
rameters of the

[TS.

K A provides a reference definition of the MTS object identifiers cited in the ASN.1 modules in the body of this

ble length data

Annex D identifies the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.411 and
ISO/IEC 10021-4.

2

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently

valid

ITU-T Recommendations.

ITU-T Rec. X.411 (1995 E)
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2.1

Open Systems Interconnection

This Service Definition cites the following OSI specifications.

2.1.1

2.2

This Service Definition cites the following Message Handling System specifications.

221

222

223

23

This Service I

231

Identical Recommendations | International Standards

Megsage Handling Systems

Iderjtical Recommendations | International Standards

Pained Recommendations | International Standards equivalent in technical content

Additional references

Dir

ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract
Notation One (ASN.1): Specification of basic notation.

Syntax

ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology —
Operations — Concepts, model and notation.

ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1996, Inforniation technology — M
Handling Systems (MHS): Overall architecture.

ITU-T Recommendation X.413 (1995) | ISO/IEC 10021-5:1996, Information technology — M,
Handling Systems (MHS): Message store. Abstract service definition.

ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1996, Information technology — M
Handling Systems (MHS): Protocol specifications.

ITU-T Recommendation X.420 (1996) | ISO/IEC 10021-7Y), Information technology — Message Hd
Systems (MHS): Interpersonal messaging system.

ITU-T Recommendation F.400/X.400 (1993), Message handling services: Message handling syste
service overview.

ISO/IEC 10021-1:1990 — Information technology — Text Communication — Message-Oriente
Interchange Systems (MOTIS) —Part 1: System and service overview.

CCITT Recommendation X.408 (1988), Message handling systems: Encoded information
conversion rules.

MHS Routing.

ectory Systems

emote

essage
essage
essage

ndling

m and

i/ Text

type

ISO/IEC 10021-10%), Information technology - Message Handling Systems (MHS) — Part 10:

éfinition cites the following Directory System specifications.

Identical Recommendations | International Standards

ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1995, Information technology — Open Systems

Interconnection — The Directory: Overview of concepts, models, and services.

ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Systems

Interconnection — The Directory: Models.

ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open Systems

Interconnection — The Directory: Authentication framework.

) To be published.

2 Currently at the stage of draft.

2
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— ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

—  ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4: 1995, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Information technology — Open Systems
Interconnection — The Directory. Protocol specifications.

—  ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

—  ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:1995, Information technology — Open Systems
Interconnection — The Directory: Replication.

24 Country codes
This Sdrvice Definition cites the following Country Code specifications.
24.1 Additional references

— IS0 3166:19933), Codes for the representation of names of countries.
—  CCITT Recommendation X.121 (1992), International numbering plan for public data netwayks.

2.5 Telematic services

This S¢rvice Definition cites the following Telematic Service specifications.

2.5.1 Additional references

—  CCITT Recommendation F.170 (1992), Operationdl provisions for the international puplic facsimile
service between public bureaux (bureaufax).

—  ITU-T Recommendation T.30 (1993), Pracedures for document facsimile transmission ip the general
switched telephone network.

3 Definitions

For th¢ purposes of this Service Definition the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4 Abbreviations
For th¢ purposes of this Service Definition the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-} apply.

5 Conyventions

This Skrvice Definition uses the descriptive conventions described below.

5.1 Terms

Throughout this Service Definition the words of defined terms and the names and values of the parameters of the MTS
Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case letter and are
linked by a hyphen thus: defined-term. Proper names begin with an upper-case letter and are not linked by a hyphen
thus: Proper Name. The names and values of the parameters of the MTS Abstract Service and the MTA Abstract Service
(including components of O/R address defined in ISO/IEC 10021-2) are printed in bold.

3) Currently under revision.

ITU-T Rec. X.411 (1995 E) 3
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5.2 Presence of parameters

In the tables of parameters in clauses 8 and 12, the presence of each parameter is qualified as follows:
—  Mandatory (M): A mandatory parameter shall always be present.

—  Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-
operation; an optional result shall be present at the discretion of the performer of the abstract-operation.

—  Conditional (C): A conditional parameter shall be present under the circumstances prescribed by this
Service Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by the
MTS, this is explicitly defined. The presence of other conditional parameters is dependent on the presence
of those parameters in other abstract-operations (for example, the presence of a conditional argument of
the Message-transfer abstract-operation is dependent on the presence of the same optional argument in the

1 1A4 1 . . loct 4 fa. AY
ITIalCu lVlCDDaéC‘DuUllllDDlUll avsilacv Uy\.«xauuu}.

5.3 Abgtract Syntax definitions

This Service Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstract-Service using the
Abstract Syntax Notation (ASN.1) defined in ITU-T Rec. X.680 | ISO/IEC 8824-1,C| ITU-T Rec. K.681 |
ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4y.and the abstract pervice
definition conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the remote operations nptation
defined in ITY-T Rec. X.880 | ISO/IEC 013712-1.

Where there 4re changes implied to the protocols defined in Recommendation X.4117(1984), these are highlighted in the
Abstract Synthx definitions by means of underlining.

SECTION |2 — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

6 Mgssage Transfer System Model

Message Harldling provides for the exchange of messages between users on a store-and-forward basis. A npessage
submitted by |one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS is Hescribed using an abstract(tnodel in order to define the services provided by the MTS as a whole — the
MTS Abstragt Service.

The MTS is nodelled as an obje¢t,\wWhose overall behaviour can be described without reference to its internal stfucture.
The services [provided by the MTS object are made available at ports. A type of port represents a particular viewy of the
services provided by the MIS\object.

A user of the MTS is dlso'modelled as an object, which obtains the services provided by the MTS through a porf which
is paired with an MTS*port of the same type.

A type of port:cérresponds to a set of abstract-operations which can occur at the port; those which can be performed by

the MTS object (invoked by the —USET object), and those will T invoked by the object (performed by
the MTS-user object).

A port may be symmetrical, in which case the set of operations performed by the MTS object may also be invoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is said to be the supplier or
consumer with respect to the type of port. The terms supplier and consumer are used only to distinguish between the
roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g. the MTS) is usually regarded as being the
supplier, and the user object (e.g. an MTS-user object) is usually regarded as being the consumer.

Before objects can invoke operations on one another, they must be bound into an abstract association. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released.
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and the application-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects.

4 ITU-T Rec. X.411 (1995 E)
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the delivery
or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS associated with message
delivery, es either the MTS or the MTS-user to change o1 ; 1 -

h edentia h-one-an

A message submitted by one MTS-user via a submission-port will normally be delivered to one gr'migre recipient
MTS-usdrs via delivery-ports. The originating MTS-user may elect to be notified of the delivery or non-delivery of a
message [via its delivery-port.

Figure 1 models the Message Transfer System (MTS).

Clause 7|provides an overview of the MTS Abstract Service.

Driginator

Message-submission Message-delivery

MTS-user

(

Report delivery
(non-delivery) Message TransferSystem

(MTS) Intended-recipients

>< MTS-yser
Non-delivery

T0712060{91/d01

Figure 13- Message Transfer System model

7 Message Transfer System Abstract Service overview

This Seryice Definition defirdes the following services that comprise the MTS Abstract Service:
MTS Bind and Unbind

a) MTS<bind;

b) MTS<unbind.

Submission Port Abstract operations

> Message-submission;

d) Probe-submission;

e) Cancel-deferred-delivery;

f)  Submission-control.

Delivery Port Abstract operations
g) Message-delivery;

h) Report-delivery;

1)  Delivery-control.
Administration Port Abstract operations
J)  Register;

k) Change-credentials.

ITU-T Rec. X.411 (1995 E) 5
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7.1 MTS Bind and Unbind
The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an

established association.

The MTS-unbind enables the release of an established association by the initiator of the association.

7.2 Submission Port

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether or not a
message cofild be transferred and delivered to one or more recipient MTS-users if it were to be submitted.

The Cancel-deferred-delivery abstract-operation enables an MTS-user to request cancellation of a message pfeviously
submitted (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The Submission-control abstract-operation enables the MTS to constrain the use of the ;submission-port |abstract-
operations by the MTS-user.

The Message-submission and Probe-submission abstract-operations may cause subsequent invocation of th¢ Report-
delivery abgtract-operation by the MTS.

7.3

-delivery abstract-operation enables the MTS to acknowledge to the MTS-user the outcome of a|previous
invocation pf the Message-submission or Probe-submission dbstract-operations. For the Message-submission|abstract-
operation, the Report-delivery abstract-operation indicates_the delivery or non-delivery of the submitted mespage. For
the Probe-Jubmission abstract-operation, the Report-delivery abstract-operation indicates whether or not a| message
could be dglivered if it were to be submitted. The Report-delivery abstract-operation may also convey a notifjcation of
physical-defivery by a PDS.

The Delivgry-control abstract-operation enableés an MTS-user to constrain the use of the delivery-port|abstract-
operations by the MTS.

7.4 Administration Port

The Register abstract-operdtion enables an MTS-user to change long term parameters of the MTS-user| held by
the MTS, apsociated with.message delivery.

The Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with the[MTS, or
the MTS to| chang&iit’s credentials with the MTS-user.

8 Message Transfer System Abstract Service Definition
This clause defines the semantics of the parameters of the MTS Abstract Service.

Subclause 8.1 defines the MTS-bind and MTS-unbind. Subclause 8.2 defines the submission-port. Subclause 8.3 defines
the delivery-port. Subclause 8.4 defines the administration-port. Subclause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind

This subclause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-user
and the MTS.
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8.1.1 Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind;
b) MTS-unbind.

8.1.1.1 MTS-bind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-bind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and

security-context of the association. An association can only be released by the initiator of that association (using
MTS-unbind).

Abstractfoperations other than MTS-bind can only be invoked in the context of an established association
The sucdessful completion of the MTS-bind signifies the establishment of an association.

The disrpiption of the MTS-bind by a bind-error indicates that an association has not been established.
8.1.1.1.1] Arguments

Table 1 [ists the arguments of the MTS-bind, and for each argument qualifies its presence and indicates the subclause in
which the argument is defined.

Table 1 — MTS-bind Arguments

Argument Presence Subclause

Bind Arguments
Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
Security-context (0] 8.1.1.1.1.3
Messages-waiting (0] 8.1.1.1.1.4

8.1.1.1.1.1 Initiator-name

This arghment contains a name for the initiator of the association. It shall be generated by the initiator of the pssociation.

If the ipitiator is an MTS¢fuser, the name is the OR-name of the MTS-user, which is registered with the MTS
(see 8.4]1.1.1.1). The initiator-name shall contain the OR-address, and may optionally also [ontain the
directony-name, of the MTS-user (OR-address-and-optional-directory-name). The initiator-name shall hlso indicate
whether [the initiatoris-a UA or an MS.

If the inftiator.iSithe MTS (or an MTA - see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.1.2 Initiator-credentials

This argument contains the credentials of the initiator of the association. It shall be generated by the initiator of the
association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password associated with the
initiator-name.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in clause 6 of
ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protectedl or Protected2) and optionally arguments for that protection
process (timel, time2, random] and random?2) which derive their meaning by bilateral agreement.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate.
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source
(e.g. a certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validate the initiator-bind-token and to compute encrypted-data in the responder-
bind-token. If the responder is known to have, or have access to, the initiator’s certificate (e.g.via the
Change-credentials abstract-operation, or via the Direcfory), the initiafor-certificate may be omufted.

8.1.1.1.1.3 | Security-context

This argumgnt identifies the security-context that the initiator of the association proposes tojoperate at. It|may be
generated byl the initiator of the association.

The security-context comprises one or more security-labels that define the sensitivity. of interactions that may occur
between the] MTS-user and the MTS for the duration of the association, in line withthe security-policy in force. The
security-context shall be one that is allowed by the registered user-securitytlabels of the MTS-user and by the
security-laJels associated with the MTA of the MTS.

Once established, the security-context of the submission-port and delivety-port can be temporarily restricted ysing the
Submissiondcontrol (see 8.2.1.4.3) and Delivery-control (see 8.3.1.3 1y7)abstract-operations, respectively.

If security-gontexts are not established between the MTS-usér\and the MTS, the sensitivity of interactions that may
occur between the MTS-user and the MTS may be at the disctétion of the invoker of an abstract-operation.

8.1.1.1.1.4 | Messages-waiting

This argumgnt indicates the number of messages-and total number of octets waiting to be delivered by the MTS to the
MTS-user, for each priority. It may be generated by the initiator of the association.

This argumgnt shall only be present when the MTS is initiating an association with an MTS-user, and when the
MTS-user spbscribes to the Hold foer,Delivery element-of-service (defined in ITU-T Rec. X.400 and ISO/IEC 1(021-1).

8.1.1.1.2 Results

Table 2 list$ the results Jof the MTS-bind, and for each result qualifies its presence and indicates the subclause fin which
the result is|defined:

Table 2 — MTS-bind Results

Result Presence Subclause

Bind Results
Responder-name M 8.1.1.1.2.1
Responder-credentials M 8.1.1.1.2.2
Messages-waiting O 8.1.1.1.23
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8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS (see
8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the directory-name,
of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also indicate whether the
responder is a UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.2.2  Responder-credentials

This argpmentcontainsthe-eredentials heresponde he-association—ttshall- be-generated-by-theresponder of the
associatjon.

The resdponder-credentials may be used by the initiator to authenticate the identity of, 'thé regponder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only
respond

simple-authentication is used, the responder-credentials comprise a simple password associaled with the
er-name.

If protedted-authentication is used, the responder-credentials comprise a password protected as describedl in clause 6
of ITU-If Rec. X.509 | ISO/IEC 9594-8 (either Protected]l or Protected2) and-optionally arguments for thpt protection
process [timel, time2, random1 and random2) which derive their meaning by bilateral agreement.

If strong-authentication is used, the responder-credentials comprise @ responder-bind-token. The responder-bind-
token i a token generated by the responder of the association. The responder-bind-token shall be the $ame type of
token ag the initiator-bind-token. If the responder-bind-tokens.an asymmetric-token, the signed-data comprises a
randon]-number (which may be related to the random-number supplied in the initiator-bind-foken). The
encrypted-data of an asymmetric-token may be used to eonvey secret security-relevant information (e.g.[one or more
symmetfic-encryption-keys) used to secure the associatiofy; or may be absent from the responder-bind-token.

Symmefric algorithms may be used within the abovéasymmetric-token (see 8.5.8).

8.1.1.1.2.3  Messages-waiting

This argument indicates the number ofmessages and total number of octets waiting to be delivered by thg MTS to the
MTS-uger, for each priority. It maybe generated by the responder of the association.

This argument shall only be present when the MTS is responding to an association initiated by an MTS-uspr, and when

the MTS-user subscribes( to' the Hold for Delivery element-of-service (defined in ITU-T Rec| X.400 and
ISO/IEC 10021-1).

8.1.1.1.3 Bind-errors

The binfl-errors'that may disrupt the MTS-bind are defined in 8.1.2.

8.1.1.2 L-MTFS-unbind

The MTS-unbind enables the release of an established association by the initiator of the association.

8.1.1.2.1 Arguments

The MTS-unbind has no arguments.

8.1.1.2.2 Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.
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8.1.2 Bind-errors

This subclause defines the following bind-errors:

a)
b)
©)
d)

Authentication-error;
Busy;
Unacceptable-dialogue-mode;

Unacceptable-security-context.

8.1.2.1 Authentication-error

The Authentication-error bind-error reports that an association cannot be established due to an authentication error; the

initiator’s credentials are not acceptable or are improperly specified.

The Authentjcation-error bind-error has no parameters.

8.1.2.2 Busy

The Busy bipd-error reports that an association cannot be established because the responder is busy;

The Busy bipd-error has no parameters.

8.1.2.3 Unacceptable-dialogue-mode

The Unacce
is unaccepta

The Unacceptable-dialogue-mode bind-error has no parameters.

ptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the ass
ble to the responder (see ITU-T Rec. X.419 | ISO/IEC 10021-6).

8.1.2.4 Unacceptable-security-context

The Unaccg
association 1

The Unacce

ptable-security-context bind-error reports that thessecurity-context proposed by the initiator
5 unacceptable to the responder.

btable-security-context bind-error has no parameters.

8.2 Sybmission Port

This subclay

se defines the abstract-operationsvand abstract-errors which occur at a submission-port.

8.2.1 Abstract-operations

This subclay
a)
b)
¢)
d)

se defines the following submission-port abstract-operations:

Message-submission;
Probe-submission;
Cancelsdeferred-delivery;

Submission-control.

ociation

of the

8.2.1.1 Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message

(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the

message.

8.2.1.1.1 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence

and identifies the subclause in which the argument is defined.
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Argument Presence Subclause
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Alternate-recipient-allowed 0o 8.2.1.1.1.3
Recipient-reassignment-prohibited (6] 8.2.1.1.14
Originator-requested-alternate-recipient o 82.1.1.15
DL-expansion-prohibited 0} 8.2.1.1.1.6
Disclosure-of-other-recipients U s.2.1.1.1.7
Priority Argument
Priority O 8.2.14.1.8
Conversion Arguments
Implicit-conversion-prohibited O 8.2.1.1.19
Conversion-with-loss-prohibited (0] 8.2.1.1.1.10
Explicit-conversion (6] 8.2.1.1.1.11
Delivery Time Arguments
Deferred-delivery-time (0] 8.2.1.1.1.12
Latest-delivery-time (6] 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method (0] 82.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited (¢} 8.2.1.1.1.15
Physical-forwarding-address-request O 8.2.1.1.1.16
Physical-delivery-modes O 8.2.1.1.1.17
Registered-mail-type (0] 82.1.1.1.18
Recipient-number-for-advice (6] 8.2.1.1.1.19
Physical-rendition-attributes (0] 8.2.1.1.1.20
Originator-return-address O 8.2.1.1.1.21
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Content-return-request (0] 8.2.1.1.1.23
Physical-delivery-réport-request 8.2.1.1.1.24
Security Arguments
Originator=certificate (0] 8.2.1.1.1.25
Message-token (0] 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier (0] 8.2.1.1.1.27
CGontent-integrity-check (6] 8.2.1.1.1.28
Message-origin-authentication-check (0] 8.2.1.1.1.29
Message-security-label O 8.2.1.1.1.30
Proof-of-submission-request o 8.2.1.1.1.31
Proof-of-delivery-request (0] 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier o 8.2.1.1.1.35
Content-correlator (0] 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type (6] 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39

ITU-T Rec. X.411 (1995 E) 11


https://iecnorm.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 100214 : 1997 (E)

8.2.1.1.1.1  Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating
MTS-user. If OR-address is not included in originator-name on submission it shall be inserted by the originating
MTA. The originator-name shall remain unchanged in the subsequent progress of the submitted message through

the MTS. Where security arguments use the originator-name, its OR-address shall be generated by the originating
MTS-user.

™ . e . PRI T S S 5 JI s B oinator :A SR i md mmd o 2oa o wmamman ~f o

The originator-name contains the GR-name of an individual origin i.€. it shall not contain the OR-name of a DL

8.2.1.1.1.2  Recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated by the originator of the
message. A value of this argument shall be specified for each recipient of the message.

The recipiellt-name contains the OR-name of an individual recipient or DL.

o~ 2 2 2 ~

8.2.1.1.1.3 | Alternate-recipient-aiiowed

This argumeft indicates whether the message may be delivered to an alternate-recipient assigned by.the recipient-MD, if

the specified|recipient-name does not identify an MTS-user. It may be generated by the originaterief the message.
This argumept may have one of the following values: alternate-recipient-allowed or alternate-recipient-prohipited.

If this argunjent has the value alternate-recipient-allowed and the recipient-name-\(specified by the originatgr of the
message, O;Tadded by DL-expansion, or substituted by redirection to the recipient;assigned-alternate-recipignt or to
the originatpr-requested-alternate-recipient, or present by any combination 0f redirection and expansion) dloes not
identify an MTS-user, the message may be redirected to an alternate-recipigfit assigned by the recipient-MD tq receive
such messages. If no such alternate-recipient has been assigned by the récipient-MD, or if this argument has the value
alternate-recipient-prohibited, a non-delivery report shall be generated.

........

In the absenge of this argument, the default alternate-recipient-prohibited shall be assumed.

8.2.1.1.1.4 | Recipient-reassignment-prohibited

This argument indicates whether the message may_be*reassigned to another MTS-user registered as a r¢cipient-
assigned-alfernate-recipient by the intended-recipient It may be generated by the originator of the message.

This argumgnt may have one of the following values: recipient-reassignment-prohibited or recipient-reassignment-
allowed.

If this argurhent has the value recipient-reassignment-allowed and the intended-recipient has registered an applicable
recipient-agsigned-alternate-recipiént, the message shall be redirected to that recipient-assigned-alternate-refipient.

If this argyment has the value recipient-reassignment-prohibited and the intended-recipient has regisjered an
applicable fecipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient Has been
specified by the originator of the message, the message shall be redirected to the originator-requested-alternate-
recipient, dr if no_originator-requested-alternate-recipient has been specified by the originator of the mgssage, a
non-delivery-repOrt shall be generated.

In the absence ved shall be assumed

8.2.1.1.1.5  Originator-requested-alternate-recipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be

generated by the originator of the message. A different value of this argument may be specified for each recipient of the
message.

The originator-requested-alternate-recipient contains the OR-name of an individual, or DL, alternate-recipient.

If this argument is present and delivery of the message to the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to a recipient-assigned-alternate-recipient) is not
possible, the message shall be redirected to the originator-requested-alternate-recipient specified by this argument.

If an originator-requested-alternate-recipient has been specified by the originator of the message, the message shall
be redirected to that alternate-recipient in preference to the one assigned by the recipient-MD.
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.6 DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name which denotes
a DL. It may be generated by the originator of the message.

This argument may have one of the following values: DL-expansion-prohibited or DL-expansion-allowed.

In the absence of this argument, the default DL-expansion-allowed shall be assumed.

8.2.1.1.1

.7 Disclosure-of-other-recipients

This argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTS-user
when the message is delivered. It may be generated by the originator of the message.

This argpment-may—have—one—e
other-refipients-prohibited.

In the abgence of this argument, the default disclosure-of-other-recipients-prohibited shall be assumed.

8.2.1.1.1

This argyment specifies the relative priority of the message: normal, non-urgent or urgent. It may be geng
originator of the message.

In the ab

8.2.1.1.1

This arg

the origifator of the message.

This arg

In the abpence of this argument, the default implicit-conversion-allowed shall be assumed.

See also

8.2.1.1.1

This arg

8  Priority

sence of this argument, a default priority of normal shall be assumed;

9  Implicit-conversion-prohibited

isclosure-of-

rated by the

ment indicates whether implicit-conversion may be perfortned on the message content. It may be generated by

8.2.1.1.1.10.

10 Conversion-with-loss-prohibited

ent may have one of the following values: implicit-conversion-prohibited or implicit-conversign-allowed.

iment indicates whether encoded-information-type conversion(s) may be carried out on the messgge content,

if such ¢onversion(s) would result in loss of information. Loss of information is defined in Recommendation X.408.

It may b

e generated by the originator of the message.

This argument may have’/one of the following values: conversion-with-loss-prohibited or convérsion-with-

loss-allo|

In the absence of'thiS argument, the default conversion-with-loss-allowed shall be assumed.

The conf
mmplicit-

wed.

OIVETSIO onty and 15 defimed T Tabte -

Table 4 — Combined effect of Conversion Arguments

Implicit conversion Conversion with loss Combined effect
allowed with-loss-allowed allowed
allowed with-loss-prohibited with-loss-prohibited
prohibited with-loss-allowed prohibited
prohibited with-loss-prohibited prohibited

ITU-T Rec. X.411 (1995 E)
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8.2.1.1.1.11 Explicit-conversion

This argument indicates the type of conversion of the message content explicitly requested by the originator for the
recipient. It may be generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one of the following values: iaS-text-to-teletex, iaS-text-to-g3-facsimile, ia5-text-to-g4-
class-1, ia5-text-to-videotex, teletex-to-ia5S-text, teletex-to-g3-facsimile, teletex-to-gd-class-1, teletex-to-videotex,

. Py SVadae Nl dboran a8 oo
s Py Y th + f

videotex-to-iaS-text, or videotex-to-teletex. Other types o

Py PR B

explicit-conversion may be defined by addenda or future
versions of this Recommendation | International Standard. Explicit-conversion shall be performed as specified in
Recommendation X.408.

In the absence of this argument, no explicit conversion shall be performed.

NOTE — When specified for a recipient DL, explicit-conversion applies to all members of the DL.

8.2.1.1.1.12 Deferred-delivery-time

This argunjent specifies the Time before which the message should not be delivered to the recipiént(s). It may be
generated Yy the originator of the message.

8.2.1.1.1.13 Latest-delivery-time

This argunpent contains the Time after which the message should not be delivéréd to the recipient(s). If may be
generated By the originator of the message.

The handlifng of non-delivery because of expired latest-delivery-time is des¢ribed in 14.3.2.4.

8.2.1.1.1.14 Requested-delivery-method

This argument indicates the preferred method of delivery of thelmessage to the recipient. It may be generated by the
originator ¢f the message. A different value of this argument may’be specified for each recipient of the messagg.

This argument may have one or more of the following vélues: any-delivery-method, mhs-delivery, physicalidelivery,
telex-delivery, teletex-delivery, g3-facsimile-delivery, g4-facsimile-delivery, ia5-terminal-delivery, pideotex-
delivery, or telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be assumed to imply
the originator’s order of preference of delivery-methods.

In the absepce of this argument, the default any-delivery-method shall be assumed.

If the recigient-name generated by the originator of the message contains a directory-name but omits an ORladdress,
the MTS may use the requested-delivery-method as an indication of which form of OR-address the directgry-name
should be mapped to bythe MTS (e.g. using the Directory). If an OR-address cannot be found, either a recipient-
improperly-specified abstract-error or a non-delivery report shall be returned to the originator of the message.

If the originator*supplied requested-delivery-method conflicts with the recipient’s preferred deliveny-method
(e.g. as regpstered in the Directory in the preferredDeliveryMethod attribute), the originator’s requested{delivery-
method takes precedence. If the originator’s requested-delivery-method conflicts with the originator’s conversion
requirements (see 8.2.1.1.1.9 to 8.2.1.1.1.11), a non-delivery report shall be returned to the originator of the message.

8.2.1.1.1.15  Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument
may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the default physical-forwarding-allowed shall be assumed.
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8.2.1.1.1.16  Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. It may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwarding-address-not-requested.

In the absence of this argument, the default physical-forwarding-address-not-requested shall be assumed.
A physical-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8.2.1.1.1.15).

8.2.1.1.1.17 Physical-delivery-modes

This aggument indicates the mode of physical-delivery to the recipient to be used. It may be generatedby
of the message if the requested-delivery-method argument specifies that physical-delivery is required tg
or if tHe originator of the message supplied a postal-OR-address for the recipient. A different value of
may bd specified for each recipient of the message.

the originator
the recipient,
this argument

This afgument’s value is the combination of two independent components. If present, the fir§t component |
of the following values: ordinary-mail, special-delivery, express-mail, counter-collection, counter-co
telephone-advice, counter-collection-with-telex-advice, or counter-collection-with-teletex-advice. I
second| component shall have the value bureau-fax-delivery. When bureau-fax-delivery is requested
compopent is also present, then the first component is activated by the Bureaufax'service.

thall have one
lection-with-
' present, the
and the first

Bureayi-fax-delivery comprises all A to H modes of delivery defined in Re€ommendation F.170, i.e.:

A —Regular Delivery, B —Special Delivery, C—Express) Mail, D — Counter Collection,
Collection with telephone advice, F — Telefax, G — Counter Collection with Telex advice, an
Collection with Teletex advice.

E — Counter
i H— Counter

In the gbsence of this argument, the default ordinary-mail shall be assumed.

8.2.1.1{1.18 Registered-mail-type

This ajgument indicates the type of registered mail'service to be used to physically deliver the message td the recipient.
It may| be generated by the originator of the:message if the requested-delivery-method argument [specifies that
physicgl-delivery is required to the recipienty or if the originator of the message supplied a postal-OR-address for the
recipiept. A different value of this argument may be specified for each recipient of the message.

This afgument may have one of the-following values: non-registered-mail, registered-mail, or registered-mail-to-
addregsee-in-person.

In the gbsence of this argumerit, the default non-registered-mail shall be assumed.

8.2.1.1}11.19 Recipient-number-for-advice

This ar

countg
origina

gument ¢ontains the Telephone, Telex or Teletex number of the recipient, to be used in conjun
r-colleetion-with-advice and bureau-fax-delivery physical-delivery-modes. It may be gend

tion with the
rated by the

tor,of the message if the requested-delivery-method argument specifies that physical-delivery is 1

equired to the

recipiept; or'if the originator of the message supplied a postal-OR-address for the recipient, and the physjcal-delivery-
modes argument specifies a counter-collection-with-advice or bureau-fax-delivery physical-delivery-mode.
A different value of this argument may be specified for each recipient of the message.

8.2.1.1.1.20 Physical-rendition-attributes

This argument indicates the physical-rendition-attributes of the message. It may be generated by the originator of the
message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient, or if
the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument may be
specified for each recipient of the message.

This argument may have one of the following values: basic. Addenda or future versions of this Recommendation |
International Standard may define other values of this argument. Other values of this argument may be used by bilateral
agreement between MDs.

In the absence of this argument, the default basic shall be assumed.
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8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It may be generated by the originator of
the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal-OR-addresses for the
rec'.prents It may also be generated bv the nrrg}natgr of the message if a recinient DL contains, or is hlzplv to contain,

ssage if a recipient DL contains, or is likely to contain
one or more members for whom physical-delivery is required.

The originator-return-address shall contain the post dress 1

P
11tdl

0 1 the postal-OR-address of an individual originator (
i.e. shall not contain the directory-name of an individual originator nor the directory-name of a DL.

8.2.1.1.1.22 Originator-report-request

This argument indicates the kmd of report requested by the orlgmator of the message It shall be generated by the
orlgmator 01 C ag a C ] Ta Ca y P o

This argument may have one of the following values:
- | no-report: The originator of the message requested the suppression of non-delivery-repotts.
- | non-delivery-report: A report is returned only in case of non-delivery.

— | report: A report is returned in case of delivery or non-delivery.

The value of this argument may be changed at a DL expansion-point in line with the reporting-policy of the DL {Such a
change may 4ffect the number and type of reports the originator of the message may receive about delivery to a DL.

8.2.1.1.1.23 | Content-return-request

This argumeft indicates whether the message content is to be returned with any non-delivery-report(s). It may be
genera-ed by the o mmatnr of the message.

This argumenjt may have one of the following values: content-return-requested or content-return-not-requested.
In the absence of this argument, the default content-return-ndt-requested shall be assumed.

The suppresgion of non-delivery-reports by the originater of the message (see 8.2.1.1.1.22) takes precedencd over a
request for the return of the content.

In the case df non-delivery-reports delivered to“the owner of a DL (see 8.3.1.2.1.4), the message content shall not be
present.

8.2.1.1.1.24 | Physical-delivery-report-request

This argument indicates the type“of physical-delivery-report requested by the originator of the message. It [may be
generated by| the originator of(the message if the requested-delivery-method argument specifies that physical-flelivery
is required tq the recipient«or if the originator of the message supplied a postal-OR-address for the recipient. A different
value of this jargument may-be specified for each recipient of the message.

This argumept may have one of the following values: return-of-undeliverable-mail-by-PDS, return-of-notiffcation-
by-PDS, retprti-of-notification-by-MHS, or return-of-notification-by-MHS-and-PDS.

In the absence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.
8.2.1.1.1.25 Originator-certificate

This argument contains the certificate of the originator of the message. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to validate the
message-token, if an asymmetric-token is used with an asymmetric algorithm (see 8.5.8).

The originator’s public-asymmetric-encryption-key may also be used by the recipient(s) of the message, and any MTA
through which the message is transferred, to validate the message-origin-authentication-check.
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8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

—  any of the following arguments: the content-confidentiality-algorithm-identifier, the content-integrity-
check, the message-security-label, and the proof-of-delivery-request; and

— a message-sequence-number, that identifies the position of the message in a sequence of messages from
the originator to the recipient to which the message-token relates (to provide the Message Sequence
Integrity element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). The first occurrence
of a sequence number can be a random number.

If the message-token is an asymmetric-token, the encrypted-data may comprise:

— a content-confidentiality-key: a symmetric-encryption-key used with the contentsconfidentiality-
algorithm-identifier by the originator of the message to encrypt the message centent, [and by the
recipient to decrypt the message content; and/or

|

the content-integrity-check: may be included in the encrypted-data if confidentiality of the content-
integrity-check is required, and/or if the message-security-label is included.in the encrypt¢d-data (for
confidentiality of the message-security-label) and the association between'the content-integrity-check and
the message-security-label is to be maintained;

the message-security-label: may be included in the encrypted-data if confidentiality of the message-
security-label is required;

— a content-integrity-key: a symmetric-encryption-key ~ised with the content-integrityralgorithm-
identifier by the originator of the message to comput¢ the content-integrity-check, and by the recipient
to validate the content-integrity-check;

a message-sequence-number: as defined for the signed-data above, but may be inclpjded in the
encrypted-data if confidentiality of the sequence is required. The first occurrence of a sequgnce number
can be a random number.

If the mgssage-token is an asymmetric-token and the signed-data of the message-token includes the contgnt-integrity-
check, the message-token provides for non-repudiation-of-origin of the message content (the Non-Repudiatipn of Origin
element-of-service, as defined in ITU-T Ree+X.400 and ISO/IEC 10021-1). If the signed-data of the mg¢ssage-token
includes| both the content-integrity-check “and the message-security-label, the message-token provid¢s proof of
associatipn between the message-security-label and the message content.

Symmetfic algorithms may be used within the above asymmetric-token (see 8.5.8). If symmetric algorithms are used
for both the message-token\'and the content-integrity-check, then the message-token can only support
Non-Repudiation of Origin ‘eleéments-of-service if the security policy in force provides for the involvemept of a third
party acting as a notary.

8.2.1.1.1.27 Content-confidentiality-algorithm-identifier

This arghiment Contains an algorithm-identifier, which identifies the algorithm used by the originator of th¢ message to
Rec. X.400

The algorithm may be used by the recipient(s) of the message to decrypt the message content.
The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to encrypt the
message content, and which the recipient may use to decrypt the message content, may be derived from the message-
token sent with the message. Alternatively, the content-confidentiality-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the message content. The recipient may use the recipient’s
secret-asymmetric-encryption-key to decrypt the message content. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-
encryption-key pair.
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8.2.1.1.1.28 Content-integrity-check

This argument provides the recipient(s) of the message with a means of validating that the message content has not been
modified (to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It
may be generated by the originator of the message. A different value of the argument may be specified for each recipient
of the message.

The content-integrity-check enables content-integrity to be validated on a per-recipient basis using either a symmetric-
or an asymmetric-encryption-algorithm.

NOTE 1 - The message-origin-authentication-check provides a means of validating content-integrity on a per-message

basis using an asymmetric- pnm'vnhnn alonnﬂ'\m

................................................

label and t e message content.
The contert-integrity-check is computed using the algorithm identified by the content-integrity-aigorithm-jdentifier
(an algorithm-identifier).

The contgnt-integrity-check contains the content-integrity-algorithm-identifier, and\ an encrypted | function
(e.g. a compressed or hashed version) of the message content and conditionally the ‘content-integrity-algorithm-

L PREPLY ey
IUCIIULICL,

The definifion of the content integrity algorithm shall specify both the encryptipn function and whether gqr not the
content-infegrity-algorithm-identifier is included in the input to the encryptiofifunction.

NOTE 2 - The content-integrity-check could be computed using the clear)(i.e. unencrypted) or the encrypted coptent. This
choice can he made independently for each occurrence of the content integrity«Check in the message. This choice is dictdted by the

1 nd m ndicatad h ntont_intaor rithm _idantifia
SeC“r'Aty p\}!lv_y in force and may be indicated Oy conteni-ntegr n.] ulé\ll ithm=iaentiiier.

The content-integrity algorithm may be either a symmetric- or@n'\asymmetric-encryption-algorithm.

NOTE 3 - The use of a symmetric-encryption-algorithfd may permit simultaneous compression and encrypfion of the
message conjtent.

If a symm¢tric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which [the recipient may use to validate the'content-integrity-check, may be derived from the message-tpken sent
with the mgssage. Alternatively, the content-integrity-key may be distributed by some other means.

If an asymmetric-encryption-algorithm_is ‘used, the originator’s secret-asymmetric-encryption-key may be used by the
originator pf the message to compute the content-integrity-check. The recipient may use the originator|s public-

asymmetri¢-encryption-key (subjéct-public-key) derived from the originator-certificate to validate the| content-
integrity-check.

8.2.1.1.1.29 Message-origin-authentication-check

ent provides the recipient(s) of the message, and any MTA through which the message is transferrgd, with a
2 thentlcatmg the 0r1gm of the message (to pr0v1de the Message Ongm Authentxcatlon element-of-fervice as

defined in TU-T Rec-X-400 and ISOAEC 10021-1) Itmay be generated b
The message-origin-authentication-check provides proof of the origin of the message (Message Origin
Authentication), assurance that the message content has not been modified (the Content Integrity element-of-service as

defined in ITU-T Rec. X.400 and ISO/IEC 10021-1), and proof of association between the message-security-label and
the message.

The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algorithm and
hash-function) identified by the message-origin-authentication-algorithm-identifier (an algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the message-origin-authentication-algorithm-identifier; the message
content; the content-identifier and the message-security-label. Optional components are included in the message-
origin-authentication-check if they are present in the message.
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If content-confidentiality (see 8.2.1.1.1.27) is also used, the message-origin-authentication-check is computed using
the encrypted version of the message content (to allow the message-origin-authentication-check to be validated by
other than the intended-recipient (e.g. by an MTA) without compromising the confidentiality of the message content). If
the clear (i.e. unencrypted) version of the message content is used to compute the message-origin-authentication-
check, the message-origin-authentication-check provides for both Message Origin Authentication and
Non-Repudiation of Origin of the message content (a signature), as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1.
If, however, the encrypted version of the message content is used, the message-origin-authentication-check provides
for Message Origin Authentication, but not for Non-Repudiation of Origin of the message content.

The message-origin-authentication-check may be computed by the originator of the message using the originator’s
secret-asymmetric-encryption-key. The message-origin-authentication-check may be validated by the recipient(s) of
the message, and any MTA through which the message is transferred, using the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message derived from the originator-certificate.

Addengfa or future versions of this Recommendation | International Standard may define other forms of m
authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs)thro|
message is transferred to authenticate the origin of the message.

pssage-origin-
ugh which the

8.2.1.1{1.30 Message-security-label

This ai
messag

gument associates a security-label with the message (or probe). It may be generated by the ori
e (or probe), in line with the security-policy in force.

oinator of the

The m
(or -pr

essage-security-label of a report shall be the same as the message-security-label of the su
bbe).

bject-message

If security-labels are assigned to MTS-users, MTAs and other objécts in the MHS, the handling, by th
messages, probes and reports bearing message-security-labels) may be determined by the security-poli
security-labels are not assigned to MTS-users, MTAs and ether objects in the MHS, the handling, by th
messages, probes and reports bearing message-security-labels may be discretionary.

se objects, of
y in force. If
se objects, of

If secprity-contexts are established between the\originator and an MTA (the originating-MTA) |of the MTS

(see 8.

be det

securi
securi

If secu
betwed

securi

the trapsfer of messages{ probes and reports may be at the discretion of the sender.

If sec
(see 8.
labels

[.1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to a message (
prmined by the security-context (submiSsion-security-context), in line with the security-polic
y-contexts are not established between the originator and the originating-MTA, the assignment
y-label to a message (or probe) may be at the discretion of the originator.

rity-contexts are established/between two MTAs (see 12.1.1.1.1.3), the transfer of messages, pro
n the MTAs may be_determined by the message-security-labels of the messages, probes or re
y-context, in line withithe security-policy in force. If security-contexts are not established betwe

rity-contexts- are established between an MTS-user and an MTA (the delivering-MTA)

pr probe) may
in force. If
f a message-

bes or reports
ports, and the
en the MTAs,

of the MTS

.1.1.1.3.'and 8.3.1.3.1.7), the delivery of messages and reports may be determined by the mesg

e. df the message-securlty-label of a message or report is allowed by the reglstered user-securlt

of the'messages and reports, and the security-context (delivery-security-context), in line with the se

-labels of the

3 v v VETY txt), then the
delivering- MTA may hold for-delivery. If security-contexts are not established between the MTS-user and the
delivering-MTA, the delivery of messages and reports may be at the discretion of the delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request

This argument indicates whether or not the originator of the message requires proof-of-submission (to provide the Proof
of Submission element-of-service) as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the MTS.
It may be generated by the originator of the message.

This argument may have one of the following values: proof-of-submission-requested or proof-of-submission-
not-requested.

In the absence of this argument, the default proof-of-submission-not-requested shall be assumed.
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8.2.1.1.1.32  Proof-of-delivery-request

This argument indicates whether or not the originator of the message requires proof-of-delivery (to provide the Proof of
Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the recipient. It
may be generated by the originator of the message. A different value of this argument may be specified for each
recipient of the message.

This argument may have one of the following values: proof-of-delivery-requested or proof-of-delivery-
not-requested.

In the absence of this argument, the default proof-of-delivery-not-requested shall be assumed.

8.2.1.1.1.33 Original-encoded-information-types

by the
originator of the message.

The absence [of this argument indicates that the original-encoded-information-types of the message eontgnt are
unspecified.

8.2.1.1.1.34 | Content-type

This argumen} identifies the type of the content of the message. It identifies the abstract syntax and the encoding rules
used. It shall he generated by the originator of the message. The content-type shall be eitherbuilt-in or extended.

A built-in content-type may have one of the following values:

— | unidentified: Denotes a content-type unidentified and unconstrained; the use of this unidentified
content-type is by bilateral agreement between MTS-users.

— | external: Denotes a content-type which is reserved for‘use when interworking between 1988 systems

and 1984 systems; it shall only be used with mts-transfer-protocol-1984 (see ITU-T Rec. K.419 |
ISO/IEC 10021-6).

NOTE 1 - The interworking rules ensure that th¢(éxternal content-type is never used in conjunction with mts-
transfer or mts-transfer-protocol. Although the external content-type is designed to allow interworking between
1988 systems through intermediate 1984 systemis, a 1984 system may deliver (or submit) a content of the gxternal
content-type provided that the MTS-user (or the MTA itself) performs the equivalent of the upgrading
(or downgrading) rules given in ITU-T. Rec. X.419 | ISO/IEC 10021-6.

— | interpersonal-messaging-1984:-Identifies the interpersonal-messaging-1984 content-type def|ned in
ITU-T Rec. X.420 | ISO/IEC,10021-7.

— | interpersonal-messaging-1988: Identifies the interpersonal-messaging-1988 content-type defined in
ITU-T Rec. X.420( ISO/IEC 10021-7.

— | edi-messaging: Identifies the edim content-type defined in CCITT Rec. X.435 and ISO/IEC 1002{1-9.

— | voice-messaging: Identifies the vin content-type defined in Recommendation X.440.

An extended pontent-type is specified using an object identifier.

One specific Lalue of an extended content-type which has been defined by this Service Definitionis: |

— inner-envelope: An extended content-type that is itself a message (envelope and content). When
delivered to the recipient named on the outer-envelope, the outer-envelope is removed and the content is
deciphered, if needed, resulting in an inner-envelope and its content. The information contained in the
inner-envelope is used to transfer the content of the inner-envelope to the recipients named on the
inner-envelope. The type of the content OCTET STRING is an MTS-APDU (see Figure 6 in
ITU-T Rec. X.419| ISO/IEC 10021-6) encoded using the Basic Encoding Rules of ASN.1. [The
inner-envelope and content may be protected by securing the content of the outer-envelope using the
security arguments (see 8.2.1.1.1.25 to 8.2.1.1.1.32)].

Other standardised extended content-types may be defined by other MHS Specifications or other Recommendations |
International Standards. Other values of this argument may be used by bilateral agreement between MTS-users.

NOTE 2 - In the case where the content confidentiality service is used, the syntax and encoding identified by the
content-type are the syntax and encoding of the content before encryption.
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35 Content-identifier

This argument contains an identifier for the content of the message. It may be generated by the originator of the

message.

The content-identifier may be delivered to the recipient(s) of the message, and is returned to the originator with any

report(s).

This argument is not altered by the MTS.

8.2.1.1.1.36 Content-correlator

This argument contains information to enable correlation of the content of the message by the originator of the message.
It may be generated by the originator of the message.

The content-correlator is not delivered to the recipient(s) of the message, but is returned to the originator with any

report(s)

This argnment is not altered by the MTS

8.2.1.1.1

This argy
originato

Except W
transpare

The cont

37 Content

ment contains the information the message is intended to convey to the recipient(s). It shalk be gene
of the message.

hen conversion is performed, the content of the message is not modified by, the MTS, but rathg
ntly through it.

bnt may be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).

NOTE - The value of the octet string containing the encoded content does(hot change as the message crosses {

rated by the

T is passed

he MTS.

notification
enerated by

£ originator

i€ message,

8.2.1.1.1B8 Notification-type

This arg@ment indicates that the content is a notification, and¢indicates that it is one of three types of

(type-1, :Epe-Z or type-3); the use of these values is defined in'the relevant content specification. It may be g

the origipator of the message, but shall be generated only*if’the content is a notification as defined in the relevant
content dpecification.

The notification-type indication is not delivered to.the recipient(s) of the message and is not returned to th

with any freport(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.139 Service-message

This argyment indicates that the message is for service purposes. It may be generated by the originator of t}

but shall pe used only by bilateral agréement.

The serv]
with any

8.2.1.1.2

Table 5
1dentifies

ice-message indication“is not delivered to the recipient(s) of the message and is not returned to th|
report(s). Dependingtupon policy, this argument may be verified by the MTS.

Results

ists the-results of the Message-submission abstract-operation, and for each result qualifies its pj
the subclause in which the result is defined.

e originator

esence and

Table 5 — Message-submission Results

Result Presence Subclause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 8.2.1.1.2.2
Originating-MTA-certificate O 8.2.1.1.23
Proof-of-submission C 8.2.1.1.24
Content-identifier C 8.2.1.1.1.35
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8.2.1.1.2.1  Message-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery abstract-
operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery abstract-
operation, a message whose delivery it deferred.

8.2.1.1.2.2  Message-submission-time

This result|indicates the Time at which the MTS accepts responsibility for the message. It shall Be\gengrated by
the MTS.

8.2.1.1.2.3| Originating-MTA-certificate

This result contains the certificate of the MTA to which the message has been submitted(the originating-MTA). It shall
be generat¢d by a trusted source (e.g. a certification-authority), and may be supplied by the originating-MTA, if the
originator ¢f the message requested proof-of-submission (see 8.2.1.1.1.31) and‘an asymmetric-encryption-algorithm is
used to compute the proof-of-submission.

The origimating-MTA-certificate may be used to convey to the originator of the message a verified copy of the
public-asymimetric-encryption-key (subject-public-key) of the originating-MTA.

The origingting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message to vdlidate the
proof-of-sybmission.

8.2.1.1.24 Proof-of-submission

This result|provides the originator of the message with proof of submission of the message to the MTS (to provide the
Proof of Submission element-of-service;as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Dependirig on the
encryptionqalgorithm used and the security policy in force, this argument may also provide the Non-Repudiation of
Submission} element-of-service (as\defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generat¢d by the
originatingtMTA of the MTS;-if the originator of the message requested proof-of-submission (see 8.2.1.1.1.31).

The proof{of-submission-is computed using the algorithm identified by the proof-of-submission-algorithm-jdentifier
(an algorithm-identifier).

The prooftof-submission contains the proof-of-submission-algorithm-identifier, and an encrypted functipn (e.g. a
compressed or hashed version) of the proof-of-submission-algorithm-identifier, the Message-submission arguments
(see 8.2.1.1.1) of the subject message, and the message-submission-identifier and message-submission-time.

Receipt of this result provides the originator of the message with Proof of Submission of the message. Non-receipt of

this result provides neither Proof of Submission nor proof of non-submission (unless a secure link and trusted
functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-submission may be computed by the originating-MTA
using the originating-MTA’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-submission using the originating-MTA’s public-asymmetric-encryption-key (subject-public-key) derived
from the originating-MTA-certificate. An asymmetric proof-of-submission may also provide for Non-Repudiation of
Submission.
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If a symmetric-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used to compute
the proof-of-submission, and which the originator may use to validate the proof-of-submission, may be derived from
the bind-tokens (see 8.1.1.1.1.3 and 8.1.1.1.2.2) exchanged when the association was initiated. Alternatively, the
symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a symmetric-
encryption-algorithm is used, then the proof-of-submission can only support Non-Repudiation of Submission if the
security-policy in force provides for the involvement of a third party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 6 — Message-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 82.2.4
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2| Probe-submission

The Prpbe-submission abstract-opération enables an MTS-user to submit a probe in order to determine wHether or not a
message (the subject-message) could be transferred and delivered to one or more recipient MTS-users iff it were to be
submitjed.

Succestﬁ of a probe does. not guarantee that a subsequently submitted message can actually be delivered, Hut rather that,
currently, the recipient is valid and the message would encounter no major obstacles to delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether| expansion of
the specified DL (but not of any nested DLs) would occur.

For any recipient-names for which redirection would occur, the Probe-submission abstract-operation determines
whether the message could be transferred and delivered to the replacement recipient.

The MTS-user supplies most of the arguments used for message-submission and the length of the content of the subject-
message. The Probe-submission abstract-operation does not culminate in delivery to the intended recipients of the
subject-message, but establishes whether or not the Message-submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (but not
that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake the probe.
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8.2.1.2.1 Arguments

Table 7 lists the arguments of the Probe-submission abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table 7 — Probe-submission Arguments

Argument Presence Subclause

Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 821112

Alternate-recipient-allowed (6] 82.1.1.13

Recipient-reassignment-prohibited 0] 8.2.1.1.14

Originator-requested-alternate-recipient (6] 8.2.1.1.1.5

DL-expansion-prohibited 0] 8.2.1.1.1x6
Cohversion Aroument
Cohversion Arguments

Implicit-conversion-prohibited (6} 82.1.1.1.9

Conversion-with-loss-prohibited (0] 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
Defivery Method Argument

Requested-delivery-method O 8.2.1.1.1.14
Physical Delivery Argument

Physical-rendition-attributes 0O 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
Sequrity Arguments

Originator-certificate 6] 8.2.1.1.1.25

Probe-origin-authentication-check 0 8.2.1.2.1.1

Message-security-label (6] 8.2.1.1.1.30
Cdntent Arguments

Original-encoded-information-types o 8.2.1.1.1.33

Content-type M 8.2.1.1.1.34

Content-identifier (0] 8.2.1.1.1.35

Content-correlator o 8.2.1.1.1.36

Content-length (0] 8.2.12.1.2

Notification-type ¢} 8.2.1.1.1.38

Service-message ¢} 8.2.1.1.1.39

8.2.1.2.1.1 L Prebe-origin-authentication-check

This argument provides any MTA through which the probe is transferred, with a means of authenticating the origin of
the probe (to provide the Probe Origin Authentication element-of-service as defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1). It may be generated by the originator of the probe.

The probe-origin-authentication-check provides proof of the origin of the probe (Probe Origin Authentication), and
proof of association between the message-security-label and the content-identifier of the subject-message.

The probe-origin-authentication-check is computed using the algorithm identified by the probe-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the probe-origin-authentication-algorithm-identifier; and the
content-identifier and message-security-label of the subject-message. Optional components are included in the probe-
origin-authentication-check if they are present in the probe.
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The probe-origin-authentication-check may be computed by the originator of the probe using the originator's secret-
asymmetric-encryption-key. The probe-origin-authentication-check may be validated by any MTA through which the

probe is transferred, using the public-asymmetric-encryption-key (subject-public-key) of the originator of the probe
derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of probe-origin-

authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
probe is transferred to authenticate the origin of the probe.

8.2.1.2.1.2  Content-length

This argument specifies the length, in octets, of the content of the subject-message. It may be generated by the
originator of the probe.

8.2.1.2.2—Results

Table § lists the results of the Probe-submission abstract-operation, and for each result qualifies‘its’ presence and
identifigs the subclause in which the result is defined.

Table 8 — Probe-submission Results

Result Presence Subclause
Probe-submission-identifier M 8.2.12.2.1
Probe-submission-time M 8.2.12.22
Content-identifier C 8.2.1.1.1.35

8.2.1.2.2.1 Probe-submission-identifier

This re$ult contains an MTS-identifier that uniquely and unambiguously identifies the probe-submissioh. It shall be
generated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Rdport-delivery
abstracttoperation, of its ability or otherwise to-deliver the subject-message.

8.2.1.2.p.2  Probe-submission-time
This reqult indicates the Time at which the MTS agreed to undertake the probe. It shail be generated by the MTS.
8.2.1.2.3 Abstract-errors

Table g lists the abstract-etrors that may disrupt the Probe-submission abstract-operation, and for each pbstract-error
identifigs the subclauSein which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8225
Inconsistent-request 8.2.2.7
Security-error 8228
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10
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8.2.1.3 Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of a message
previously submitted by that user via the Message-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-submission-identifier

returned by the MTS as a result of the previous invocation of the Message-submission abstract-operation.

The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-delivery of the

message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be cancelled. The
deferred-delivery of a message cannot be cancelled if the message has already been progressed for delivery and/or
transfer within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provided the
originator of the message with proof-of-submission.

8.2.1.3.1 jrguments

Table 10 lig

presence and identifies the subclause in which the argument is defined.

Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Subclause
Submission Argument
Message-submission-identifier M 8.2.13.1.1

8.2.1.3.1.1

This argume
shall be supj

The messag
invocation

8.2.1.3.2
The Cancel-

8.2.133 4

Table 11 lists the abstract-erfors that may disrupt the Cancel-deferred-delivery abstract-operation, and

abstract-errd

Message-submission-identifier

plied by the MTS-user.

esults

\bstract-errors

r identifies the'subclause in which the abstract-error is defined.

Table 11 — Cancel-deferred-delivery Abstract-errors

nt contains the message-submission-identifier of the message whose deferred-delivery is to be can

te-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of a

pf the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was subm
deferred-de:[very.

deferred-delivery abstract-operation returns an empty result as indication of success.

ts the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument quallifies its

celled. Tt

previous
tted for

for each

Abstract-error Subelause
Deferred-delivery-cancellation-rejected 8.2.23
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

8.2.1.4 Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port abstract-operations

that the MTS-user may invoke, and the messages that the MTS-user may submit to the MTS via the Message-submission
abstract-operation.

The MTS-user should hold until a later time, rather than abandon, abstract-operations and messages presently forbidden.
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The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previously in force, and remain in effect until the association is released or the MTS re-invokes the
Submission-control abstract-operation.

The abstract-operation returns an indication of any abstract-operations that the MTS-user would invoke, or any message
types that the MTS-user would submit, were it not for the prevailing controls.

8.2.1.4.1 Arguments

Table 12 lists the arguments of the Submission-control abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.

Table 12 — Submission-control Arguments

Argument Presence Subclause

Submission Control Arguments

Restrict 0} 8.2.1.4:1.1
Permissible-operations (6] 82.1n4.1.2
Permissible-lowest-priority (0] 812.14.1.3
Permissible-maximum-content-length (0] 82.14.1.4
Permissible-security-context (6] 8.2.14.1.5

8.2.1.4{1.1 Restrict

This afgument indicates whether the controls on submissiontpott abstract-operations are to be updated or removed.
It may pe generated by the MTS.

This argument may have one of the following values:
—  update: The other arguments update the prevailing controls.

— remove: All controls are to be removed; the other arguments are to be ignored.

In the gbsence of this argument, the default update shall be assumed.

8.2.1.41.2  Permissible-operations

This afgument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be| generated by
the MTS.

This agument may haye'the value allowed or prohibited for each of the following:

—  message-submission: The MTS-user may/may not invoke the Message-submission abstfact-operation;
and

—(_) probe-submission: The MTS-user may/may not invoke the Probe-submission abstract-opertion.

Oth '\ NI st olace 4 41 aranot cnlbiact ¢ $a] and bha in lcad ot ons timn g
€I SHOMISSIo-portaostract-opCratoRSare ROTSHoj o ComrorSanamay oC i voreaaranyTHne:

In the absence of this argument, the abstract-operations that the MTS-user may invoke on the MTS are unchanged. If no
previous controls are in force, the MTS-user may invoke both the Message-submission abstract-operation and the
Probe-submission abstract-operation.

8.2.1.4.1.3  Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS-user shall submit to the MTS via the
Message-submission abstract-operation. It may be generated by the MTS.

This argument may have one of the following values of the priority argument of the Message-submission
abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS-user shall submit to the MTS is
unchanged. If no previous controls are in force, the MTS-user may submit messages of any priority.
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8.2.1.4.14  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS-user shall submit to
the MTS via the Message-submission abstract-operation. It may be generated by the MTS.

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS-user may submit
to the MTS is unchanged. If no previous controls are in force, the content length is not explicitly limited.

8.2.1.4.1.5  Permissible-security-context

This argument temporarily limits the sensitivity of submission-port abstract-operations (submission-security-context)
that the MTS-user may invoke on the MTS. It is a temporary restriction of the security-context established when the
association was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

The permissible-security-context comprises one or more security-labels from the set of security-labels established as
the security-context when the association was estabiished:

In the absencq of this argument, the security-context of submission-port abstract-operations is unchanged.
8.2.1.4.2 Rgsults

Table 13 listd the results of the Submission-control absiract-operation, and for each result qualifies its presence an:
identifies the pubclause in which the result is defined.

a
jov]
(=N

Table 13 — Submission-control Results

Result Presence Clause

'

Waiting' Results

Waiting-operations 0} 8.2.1.4.2.1
Waiting-messages (6] 8.2.14.2.2
Waiting-encoded-information-types (6] 8.2.14.23
Waiting-content-types 6] 8.2.14.24

8.2.1.4.2.1 | Waiting-operations

This result irjdicates the abstract-operations being held by the MTS-user, and that the MTS-user would invokg on the
MTS if it wete not for the prevailing contrels. It may be generated by the MTS-user.

This result mpy have the value holding or not-holding for each of the following:

— | message-submission: The MTS-user is/is not holding messages, and would invoke the Message-
submission abstract-operation on the MTS if it were not for the prevailing controls; and

— | probe-submission: The MTS-user is/is not holding probes, and would invoke the Probe-submission
abstract-operation on the MTS if it were not for the prevailing controls.

In the absende-0f this result, it may be assumed that the MTS-user is not holding any messages or probes for submission
to the MTS dueto the prevailing controls.

8.2.1.4.2.2  Waiting-messages

This result indicates the kind of messages the MTS-user is holding for submission to the MTS, and would submit via the
Message-submission abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have one or more of the following values:

— long-content: The MTS-user has messages held for submission to the MTS which exceed the
permissible-maximum-content-length control currently in force.

—  low-priority: The MTS-user has messages held for submission to the MTS of a lower priority than the
permissible-lowest-priority control currently in force.

—  other-security-labels: The MTS-user has messages held for submission to the MTS bearing message-
security-labels other than those permitted by the current security-context.
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In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission

to the MTS due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-
context controls currently in force.

8.2.1.4.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-user for
submission to the MTS due to prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the encoded-information-types of any messages held by the MTS-user for submission to
the MTS are unspecified.

8.2.1.424  Waiting-content-types

This resup—indieates—the—eontent-types—of-any—messages—tetd—by—theMFS-userfor submissiomoteMTS due to

prevailing controls. It may be generated by the MTS-user.

In the abgence of this result, the content-types of any messages held by the MTS-user for submission to tHe MTS are
unspecifigd.

8.2.1.4.3 | Abstract-errors

Table 14 |ists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstract-error
identifies fthe subclause in which the abstract-error is defined.

Table 14 — Submission-control Abstract-errors

Abstract-error Subclause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

8.2.2 Abstract-errors

This subclause defines the following submission-port abstract-errors:
a)  Submission-control-violated;

b) Element-of-servi¢e-not-subscribed;

c) Deferred-delivery-cancellation-rejected;

d) Originator-invalid;

) (Recipient-improperly-specified;

Message-submission-identifier-invalid:

g) Inconsistent-request;

h) Security-error;

1)  Unsupported-critical-function;
j)  Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on submission-port
services imposed by the MTS via the Submission-control service.

The Submission-control-violated abstract-error has no parameters.
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8.2.2.2 Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be provided by the
MTS because the MTS-user has not subscribed to one of the elements-of-service the request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 Deferred-delivery-cancellation-rejected

The Deferred-delivery-cancellation-rejected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
message, either because the message has already been progressed for transfer and/or delivery, or because the MTS had
provided the originator with proof-of-submission.

The Deferred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 Originator-invalid

The Origingtor-invalid abstract-error reports that the message or probe cannot be submitted because thé eriginator is
incorrectly jdentified.

The Origingtor-invalid abstract-error has no parameters.
8.2.2.5 Recipient-improperly-specified

The Recipi¢nt-improperly-specified abstract-error reports that the message or probe cannot be submitted becaule one or
more recipients are improperly specified.

The Recipi¢nt-improperly-specified abstract-error has the following parameters, generated by the MTS:
—| improperly-specified-recipients: The improperly specified recipient-name(s).
8.2.2.6 Message-submission-identifier-invalid

The Message-submission-identifier-invalid abstract-error reports,_that the deferred-delivery of a message dannot be
cancelled because the specified message-submission-identifier is'invalid, or identifies a message submitted by another
MTS-user.

The Message-submission-identifier-invalid abstract-error has no parameters.

8.2.2.7 IIconsistent-request
i

The Incondistent-request abstract-error reportsthat the requested abstract-operation cannot be provided by [the MTS
because thd MTS-user has made an inconsiStent request.

The Incons|stent-request abstract-error hds no parameters.
8.2.2.8 Sgcurity-error

The Security-error abstract-eitor reports that the requested abstract-operation could not be provided by the]l MTS or
MTS-user because it would violate the security-policy in force.

The Securify-error.abstract-error has the following parameters:

seeurity-problem: An identifier for the cause of the violation of the security-policy.

8.2.2.9 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.
8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and

the UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation via an MS.

The Remote-bind-error abstract-error has no parameters.
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Delivery Port

This subclause defines the abstract-operations and abstract-errors which occur at a delivery-port.

8.3.1

Abstract-operations

This subclause defines the following delivery-port abstract-operations:

8.3.1.1

a) Message-delivery;
b) Report-delivery;

¢) Delivery-Control.

Message-delivery

The Mg

The M]
then in

8.3.1.1

Table 1
identifi

8.3.1.1

This ar
shall bq
original

8.3.1.1,

This ar,
messag|

In the
printing

The vajue of this argument shall be the same as the value of the message-delivery-time argument re

origina

8.3.1.111.3  This-recipient-name

This ar,
the MT]

The va

ssage-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

[S-user shall not refuse delivery of a message unless the delivery would violate the Delivery-contr|
force.

1 Arguments

s the subclause in which the argument is defined.

1.1  Message-delivery-identifier
pument contains an MTS-identifier that distinguishes the méssage from all other messages at the de

generated by the MTS, and shall have the same valueyas’the message-submission-identifier sy
or of the message when the message was submitted.

1.2  Message-delivery-time

pument contains the Time at which delivery-occurs and at which the MTS is relinquishing respons
. It shall be generated by the MTS.

case of physical delivery, this argment indicates the Time at which the PDAU has taken resp
and further delivery of the message.

or of the message (see.8:3.1.2.1.9) in a delivery-report.

pument contains the OR-name of the recipient to whom the message is being delivered. It shall be
S.

uetof this argument shall be the same as the corresponding value of the recipient-name argumen

that ca

bl restrictions

5 lists the arguments of the Message-delivery abstract-operation, and for edch-argument qualifies its| presence and

livery-port. It

Ipplied to the

ibility for the

onsibility for

ported to the

generated by

(i.e. the one

delivery.

. L - L. 1 . . . .
ised—the message—to be—deltvered—to—thts u,upxcut) whrch—was PIeseIt 1 the MeESSdge 1mmealctely prior to

The this-recipient-name contains the OR-name of the individual recipient, i.e. shall not contain the OR-name of a DL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained

in the o

8.3.1.1.

riginally-intended-recipient-name argument.

1.4  Originally-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing message-
delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a result of
DL-expansion or redirection.
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Table 15 — Message-delivery Arguments

Argument Presence Subclause
Delivery Arguments
Message-delivery-identifier M 8.3.1.1.1.1
Message-delivery-time M 83.1.1.1.2
Message-submission-time M 8.2.1.1.2.2
Trace-information (6] 12.2.1.1.1.3
Internal-trace-information (6] 12.2.1.1.1.4
Originator Argument
Originator-name M 82411
REcipient Arguments
This-recipient-name M 83.1.1.1.3
Originally-intended-recipient-name C 83.1.1.1.4
Redirection-history C 83.1.1.1.5
Other-recipient-names C 8.3.1.1-1.6
DL-expansion-history C 8.3.\11.7
Priority Argument
Priority C 8.2.1.1.1.8
donversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Converted-encoded-information-types C 83.1.1.1.8
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Rhysical Delivery Argument
Physical-forwarding-prohibited ca 8.2.1.1.1.15
Physical-forwarding-address-request c? 8.2.1.1.1.16
Physical-delivery-modes (op) 8.2.1.1.1.17
Registered-mail-type (of) 8.2.1.1.1.18
Recipient-number-for-advice c? 8.2.1.1.1.19
Physical-rendition-attributes c? 8.2.1.1.1.20
Originator-return-address ca 8.2.1.1.1.21
Physical-delivery-report-request ca 8.2.1.1.1.24
Jecurity Arguments
Originator-certifieate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
Content=eonfidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-detivery-request € 821132
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content M 8.2.1.1.1.37

2) Indicates that these arguments are normally absent for non-PD-recipients but may appear in special

cases (e.g. redirection).
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8.3.1.1.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the message through
the MTS. It shall be generated by the MTS if redirection has occurred. For each redirection event that has occurred, it
contains the OR-name of the intended recipient prior to the redirection, the time at which redirection occurred, and the

reason for the redirection.

The redirection-reason has one of the following values:

recipient-assigned-alternate-recipient: The intended-recipient of the message requested that the

message be redirected to a recipient-assigned-alternate-recipient; the originator of the message did not

prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected

recipient-assigned-alternate-recipient.

the message

to the

originator-requested-alternate-recipient: The message could not be delivered to the intended-recipient

or recipient-assigned-alternate-recipient (if registered); the originator-requested-alternate-recipient

argument identified an alternate-recipient requested by the originator of the message; the M1
the message to the originator-requested-alternate-recipient.

recipient-MD-assigned-alternate-recipient: The recipient-name argument did not identif
MTS-user; the alternate-recipient-allowed argument generated by the originator.of the mes
delivery to an alternate-recipient; the MTS redirected the message to an alternate-recipient ass
recipient-MD to receive such messages.

directory-look-up: The OR-address of the intended-recipient did not identify a recipient M
OR-name of that intended-recipient also contained a directory-name which was used to ob
Directory a different OR-address for that intended-recipient;~the MTS redirected the mg
replacement OR-address for that intended-recipient.

alias: The recipient-name argument did not contain a-preferred address of the specifie
the MTS redirected the message to a preferred address of that MTS-user.

NOTE 1 - The distinction between preferred and non-preferred addresses is established by local configu

Some gystems conforming to earlier versions of this<Specification may not support the valu
directory-look-up. These values shall not be transmitted\to systems that do not support them, except
agreemgnt.

NOTE 2 - In order to achieve this, it is recommended that MTA implementations intended for use at the bou
old and
facility

alternat

vould replace alias by recipient-assigned-alternate-recipient or replace directory-look-up by origing
-recipient as required when transferring to specified adjacent MTAs.

8.3.1.1.1.6  Other-recipient-names

If the o
originally-specified recipients.other than the one (if any) identified by either the originally-intended-req
argument, if present, or els¢ by ‘the this-recipient-name argument. This argument shall be generated by the
only if, the message-submission abstract-operation had the disclosure-of-other-recipients argument set t¢
of-other-recipients-requested and there is at least one such other recipient.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

NOTE™- If DL expansion has been performed, the OR-names of the DL’s members are not disclosed. Thd

the DL i$ diselosed if, and only if, it is that of an originally-specified recipient.

'S redirected

Y a recipient
sage allowed
igned by the

TS-user; the
ain from the
ssage to the

1 MTS-user;

ration.

es alias or
by bilateral

pdary between

hew systems (e.g. at domain boundaries) be_provided with a configurable facility to modify the redirectionthistory. This

itor-assigned-

figinator of the message requested disclosure of other recipients, this argument contains the OR-names of the

ipient-name
MTS if, and
disclosure-

OR-name of

8.3.1.1.1.7  DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipient
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the
DL-expansion has occurred.

8.3.1.1.1.8  Converted-encoded-information-types

s to the copy
MTS if any

This argument identifies the encoded-information-types of the message content after conversion, if conversion took

place. It may be generated by the MTS.

8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and

identifies the subclause in which the result is defined.
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Table 16 — Message-delivery Results

Result Presence Subclause

Proof of Delivery Results

Recipient-certificate (6] 83.1.1.2.1
Proof-of-delivery C 8.3.1.1.2.2
8.3.1.1.2.1  Recipient-certificate

This argumg¢nt contains the certificate of the recipient of the message. It shall be generated by a trusted sour

¢e (e.g. a

certificationl-authority), and may be supplied by the recipient of the message, if the originator of the me$sage requested

proof-of-de

The recipient-certificate may be used to convey a verified copy of the public-asymmetric-entryption-key
public-key) of the recipient of the message.

The recipignt’s public-asymmetric-encryption-key may be used by the originator, of the message to val
proof-of-ddlivery.

8.3.1.1.2.2 Proof-of-delivery

This argume¢nt provides the originator of the message with proof that the’message has been delivered to the rec
provide the
the encrypt

Delivery elpment-of-service (as defined in ITU-T Rec. X.400_and ISO/IEC 10021-1). It shall be generate
recipient ofthe message, if the originator of the message requested proof-of-delivery (see 8.2.1.1.1.32).

The proof-

algorithm-identifier).

ivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algorithm is used to compute the proof-of-dglivery.

subject-

date the

pient (to

roof of Delivery element-of-service as defined in ITU-T<Rec. X.400 and ISO/IEC 10021-1). Depepding on
on-algorithm used and the security-policy in force, this argument may also provide the Non-Repudiation of

| by the

bf-delivery is computed using the algorithm 1dentified by the proof-of-delivery-algorithm-identifier (an

The proofiof-delivery contains the proof-ef-delivery-algorithm-identifier, and an encrypted function| (e.g. a

compressed

or hashed version) of the\-proof-of-delivery-algorithm-identifier, the delivery-time,

and the

this-recipient-name, the originally-intended-recipient-name, the message content, the content-identifier,| and the
message-sepurity-label of the delivered'message. Optional components are included in the proof-of-delivery iff they are
present in the delivered message. Jhe proof-of-delivery is computed using the message content as delivered (ile. either

unencrypted or encrypted).

Receipt of
Non-receipt
trusted fundtionalitysare’ employed).

If an asymrpetfic=encryption-algorithm is used, the proof-of-delivery may be computed by the recipient of the
using the 1pient’ ecre etricae i e e fain he m ce m :

this argument provides the originator of the message with Proof of Delivery of the message to the fecipient.
of this argument provides neither Proof of Delivery nor proof of non-delivery (unless a secure rpute and

message
late the

proof-of-delivery using the recipient’s public-asymmetric-encryption-key (subject-public-key) derived from the

recipient-certificate. An asymmetric proof-of-delivery may also provide for Non-Repudiation of Delivery.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the proof-of-delivery,

and by the originator to validate the proof-of-delivery. If a symmetric-encryption-algorithm is used,

then the

proof-of-delivery can only provide Non-Repudiation of Delivery if the security-policy in force provides for the
involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not

currently defined by this Service Definition.

8.3.1.1.3 Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error

identifies the subclause in which the abstract-error is defined.
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Table 17 — Message-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 83.2.1
Security-error 8323
Unsupported-critical-function 8324

8.3.1.2 Report-delivery

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user one or more outcomes of a
previoys invocation of the Message-submission or Probe-submission abstract-operations.

For th¢ Message-submission abstract-operation, the Report-delivery abstract-operation indicAtes the delivery or
non-delivery of the submitted message to one or more recipients.

For the| Probe-submission abstract-operation, the Report-delivery abstract-operation indicates’ whether or fot a message
could be delivered, or a DL-expansion could occur, if the message were to be submitted.

A single invocation of the Message-submission or Probe-submission abstract-operation may propoke several
occurrences of the Report-delivery abstract-operation, each covering one™or more intended recipiefts. A single
occurrence of the Report-delivery abstract-operation may report on both delivery and non-delivery| to different

recipients.

An invpcation of the Message-submission or Probe-submission™dbstract-operation by one MTS-user may provoke
occurrences of the Report-delivery abstract-operation to anothef MTS-user, i.e. reports delivered to the owrler of a DL.

The MTS-user shall not refuse to accept the delivery of a“feport unless the delivery of the report would violate the
Deliverjy-control restrictions then in force.

83.1.21 Arguments

Table 18 lists the arguments of the Report«delivery abstract-operation, and for each argument qualifies its|presence and
identifigs the subclause in which the argiiment is defined.

8.3.1.2/1.1  Subject-submission-identifier

This arpument contains the_message-submission-identifier or the probe-submission-identifier of the subject of the
report. [t shall be supplied-by the MTS.

8.3.1.2.1.2  Actuaal-recipient-name

This argument’ contains the OR-name of a recipient of the message. It shall be generated by the originator of the
messagg, or’by the MTS if the message has been redirected or DL-expanded. A different value of this argument shall be
specified for each recipient of the subject to which this report relates.

In the case of a delivery report, the actual-recipient-name is the name of the actual recipient of the message, and has
the same value as the this-recipient-name argument of the delivered message. In the case of a non-delivery-report, the
actual-recipient-name is the OR-name of the recipient to which the message was being directed when the reason for
non-delivery was encountered.

The actual-recipient-name may be an originally-specified recipient-name, or the OR-name of a replacement recipient
to which the message has been redirected, or the OR-name of a DL-member if the message has been DL-expanded. If
the message has been redirected or DL-expanded, the OR-name of the originally-specified recipient is contained in the

originally-intended-recipient-name argument.

The actual-recipient-name contains the OR-name of an individual recipient or DL.
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Table 18 — Report-delivery Arguments

Argument Presence Subclause

Subject Submission Argument

Subject-submission-identifier M 8.3.1.2.1.1
Recipient Arguments

Actual-recipient-name M 8.3.1.2.1.2

Originally-intended-recipient-name C 83.1.1.1.4

Redirection-history C 8.3.1.1.1.5

Originator-and-DL-expansion-history C 8.3.1.2.13

Reporting-DL-name C 8.3.1.2.1.4
Report Envelope Arguments

Redirection-history C 83.1.2.1.5

Trace-information (0] 12.2.1.1.13

Internal-trace-information (6] 12.2.1.1.1.4
(onversion Arguments

Converted-encoded-information-types C 83.1.2.16
Supplementary Information Arguments

Supplementary-information C 83.1.2.1.7

Physical-forwarding-address C 8.3.1.2.1.8
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.9

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 8.3.1.2.1.14

Message-security-label C 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16

8.3.1.2.1.3 | “Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and associated times which document the history of the origin of the
subject-message. The first OR-name in the sequence is the OR-name of the originator of the subject, and the remainder
of the sequence is a sequence of OR-names of the DLs that have been expanded in directing the subject towards the

recipient (the latter being the same as the DL-expansion-history). It shall be generated by the originating-MTA of the
report if any DL-expansion has occurred on the subject.

The originator-and-DL-expansion-history contains the OR-name of the originator of the subject and each DL, and
the Time at which the associated event occurred.

8.3.1.2.1.4  Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DL. It shall be generated
by a DL-expansion-point (an MTA) when forwarding a report to the owner of the DL, in line with the reporting-policy
of the DL.
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The reporting-DL-name contains the OR-name of the DL forwarding the report.

8.3.1.2.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the report through the MTS.

It shall be generated by the MTS if redirection of the report has occurred. For each redirection event that ha

s occurred, it

contains the report-destination-name prior to the redirection, the time at which redirection occurred, and the reason for
the redirection. The values for redirection-reason are defined in 8.3.1.1.1.5, except that originator-requested-

alternate-recipient is not applicable to reports.
NOTE - In Table 18 the Recipient Argument Redirection-history contains the Redirection-history of the
report, whereas the Report Envelope Argument Redirection-history contains the Redirection-history of the report itself.

83.1.2.1.6  Converted-encoded-information-types

subject of the

This argument identifies the encoded-information-types of the subject-message content after conversion, if conversion

took place. For a report on a message, this argument indicates the actual encoded-information-types of t
message] content. For a report on a probe, this argument indicates the encoded-information-types th¢ sub
content|would have contained after conversion, if the subject-message were to have been submitted \It'may

by the NITS. A different value of this parameter may be specified for each recipient of the subject-to whi
relates.

8.3.1.2.1.7  Supplementary-information

This argument may contain information supplied by the originator of the report, as alprintable string. It may
by the originating-MTA of the report or an associated access-unit. A different value of this argument may

for eachlintended recipient of the subject to which the report relates.

Supplementary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion fac]
contain p Received Answer-back, Telex Transmission Duration, or Noté.and Received Recorded Message 4
string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the re
convey printable information to the originator of the message,
8.3.1.2.

.8  Physical-forwarding-address

This argument contains the new postal-OR-address' of the physical-recipient of the message. It may be gen|
associattd PDAU of the originating-MTA-\of the report, if the originator of the message rd
physical-forwarding-address of the recipient.(see 8.2.1.1.1.16). A different value of this argument may be
each intpnded recipient of the subject-méssage to which the report relates.

8.3.1.2.1.9  Message-delivery-time

This argument contains the Time at which the subject-message was (or would have been) delivered to
MTS-uder. It shall be generated by the MTS if the message was (or would have been) successfully delivered
value of this argument may-be specified for each intended-recipient of the subject to which the report relates|

In the ¢ase of physical delivery, this argument indicates the Time at which the PDAU has taken resp
printing| and further'delivery of the message.

If the |subject-message was delivered, the value of this argument should be the same as the

he converted
ect-message
be generated
th the report

be generated
be specified

ility. It may
s a printable

port itself, to

erated by the
quested the

Ispecified for

the recipient
. A different

nsibility for

alue of the

message- argument of the delivered message (see 8.3.1.1.1.2)

8.3.1.2.1.10 Type-of-MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have been)
shall be generated by the MTS if the message was (or would have been) successfully delivered. A different
argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:
—  public: A UA owned by an Administration.

private: A UA owned by other than an Administration.

ms: A message-store.

DL: A distribution-list.
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8.3.1.2.1.11

PDAU: A physical-delivery-access-unit (PDAU).
physical-recipient: A physical-recipient of a PDS.

other: An access-unit of another kind.

Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in the case of a probe,
would have failed). It shall be generated by the MTS if the message was (or would have been) unsuccessfully delivered.
A different value of this argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:

Other non
Internation

Further inf
argument.

8.3.1.2.1.12

This argum
subject-mes
delivered. 4
report relat

This argum

transfer-failure: Indicates that, while the MTS was attempting to deliver or probe delivery of the

subject-message, some communication failure prevented it from doing so.

or probe delivery of the subject-message.

conversion-not-performed: Indicates that a conversion necessary for the delivery of the.subject
was (or would be) unable to be performed.

physical-rendition-not-performed: Indicates that the PDAU was unable to-physically reg
subject-message.

physical-delivery-not-performed: Indicates that the PDS was unable “Mo physically de
subject-message.

restricted-delivery: Indicates that the recipient subscribes to the-restricted-delivery element-d
(as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) which preyvented (or would prevent) the
of the subject-message.

directory-operation-unsuccessful: Indicates that the ottcome of a required Directory opera
unsuccessful.

deferred-delivery-not-performed: Indicates that.a request for deferred delivery of the subject
was unable to be performed.

-delivery-reason-codes may be specified .in“addenda or future versions of this Recommsg
)l Standard.

rmation on the nature of the problem preventing delivery is contained in the non-delivery-diagno

Non-delivery-diagnostic-code

ent contains a code indicating the nature of the problem which caused delivery or probing of delivg
sage, to fail. It may be generated by the MTS if the message was (or would have been) unsud
A different value of{this argument may be specified for each intended-recipient of the subject to

ent may haveone of the following values:

unrecognised-OR-name: The recipient-name argument of the subject does not contain an Q
re¢cognised by the MTS.

__unable-to-transfer: Indicates that_due to some problem with the subject itself the MTS could not deliver

- message

nder the

iver the

f-service
delivery

tion was

- message

ndation |

stic-code

ry of the

cessfully
vhich the

R-name

ambiguous-OR-name: The recipient-name argument of the subject identifies more than one

potential

recipient (1.e. is ambiguous).
MTS-congestion: The subject could not be progressed, due to congestion in the MTS.
loop-detected: The subject was detected looping within the MTS.

recipient-unavailable: The recipient MTS-user was (or would be) unavailable to take delivery of the

subject-message.

maximum-time-expired: The maximum time for delivering the subject-message, or performing the

subject-probe, expired.

encoded-information-types-unsupported: The encoded-information-types of the subject-message are

unsupported by the recipient MTS-user.

content-too-long: The content-length of the subject-message is too long for the recipient MTS-user to

take delivery (exceeds the deliverable-maximum-content-length).
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conversion-impractical: A conversion required for the subject-message to be delivered is impractical.

implicit-conversion-prohibited: A conversion required for the subject-message to be delivered has been
prohibited by the originator of the subject (see 8.2.1.1.1.9).

implicit-conversion-not-subscribed: A conversion required for the subject-message to be delivered has
not been subscribed to by the recipient.

invalid-arguments: One or more arguments in the subject was detected as being invalid.

content-syntax-error: A syntax error was detected in the content of the subject-message (not applicable
to subject-probes).

size-constraint-violation: Indicates that the value of one or more parameters(s) of the subject violated the
size constraints defined in this Service Definition, and that the MTS was not prepared to handle the

specified value(s).

content-type-not-supported: Indicates that processing of a content-type not supported, by
(or would be) required to deliver the subject-message.

too-many-recipients: Indicates that the MTS was (or would be) unable to deliver the sul
due to the number of specified recipients of the subject-message (see 8.2.1.1,1/2).

no-bilateral-agreement: Indicates that delivery of the subject-message.required (or wo
bilateral agreement where no such agreement exists.

unsupported-critical-function: Indicates that a critical function/tequired for the transfer
the subject-message was not supported by the originating-MTA ofithe report.

conversion-with-loss-prohibited: A conversion required. forythe subject-message to be de
have resulted in loss of information; conversion with loss of information was prohibited by
of the subject (see 8.2.1.1.1.10).

line-too-long: A conversion required for the subjéct-message to be delivered would have r
of information because the original line length was too long.

page-split: A conversion required for the Subject-message to be delivered would have resy
informatton because an original page woald be split.

pictorial-symbol-loss: A conversion“required for the subject-message to be delivered
resulted in loss of information beealise of a loss of one or more pictorial symbols.

punctuation-symbol-loss: A conversion required for the subject-message to be delivere
resulted in loss of informatien because of a loss of one or more punctuation symbols.

alphabetic-character-loss: A conversion required for the subject-message to be delivere
resulted in loss of information because of a loss of one or more alphabetic characters.

multiple-information-loss: A conversion required for the subject-message to be delivere]
resulted in multiple loss of information.

recipient-reassignment-prohibited: Indicates that the MTS was (or would be) unable

e subject.
the MTS was

bject-message

hld require) a

or delivery of

livered would
the originator

esulted in loss

Ited in loss of

would have

d would have

d would have

d would have

to deliver the

subject-message because the originator of the subject prohibited redirection to a recipient-assigned-

alternate-recipient (see 8.2.1.1.1.4).

redirection-loop-detected: The subject-message could not be redirected to a replacen
because that recipient had previously redirected the message (redirection-loop).

hent recipient

— —  DL-cxpansion-prohibited: Indicaies that the MIS was (or would be) unable to deliver the

subject-message because the originator of the subject prohibited the expansion of DLs (see 8.2.1.1.1.6).

no-DL-submit-permission: The originator of the subject (or the DL of which this DL is a member, in the

case of nested DLs) does not have permission to submit messages to this DL.

DL-expansion-failure: Indicates that the MTS was unable to complete the expansion of a DL.

physical-rendition-attributes-not-supported: The PDAU does not support the physical-rendition

attributes requested (see 8.2.1.1.1.20).

undeliverable-mail-physical-delivery-address-incorrect: The subject-message was
because the specified recipient postal-OR-address was incorrect.
undeliverable-mail-physical-delivery-office-incorrect-or-invalid: The subject-me

undeliverable

ssage was

undeliverable because the physical-delivery-office identified by the specified recipient postal-

OR-address was incorrect or invalid (does not exist).
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—  undeliverable-mail-physical-delivery-address-incomplete: The subject-message was undeliverable
because the specified recipient postal-OR-address was incompletely specified.

—  undeliverable-mail-recipient-unknown: The subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address was not known at that address.

—  undeliverable-mail-recipient-deceased: The subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address is deceased.

—  undeliverable-mail-organization-expired: The subject-message was undeliverable because the recipient
organization specified in the recipient postal-OR-address has expired.

—  undeliverable-mail-recipient-refused-to-accept: The subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address refused to accept it.

—  undeliverable-mail-recipient-did-not-claim: The subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address did not collect the mail.

— | undeliverable-mail-recipient-changed-address-permanently: The subject-message was_undeliyerable
because the recipient specified in the recipient postal-OR-address had changed address“permgnently
('moved'), and forwarding was not applicable.

— | undeliverable-mail-recipient-changed-address-temporarily: The subject-message” was undeliyerable
because the recipient specified in the recipient postal-OR-address had changed-address temporarily (‘on
travel'), and forwarding was not applicable.

— | undeliverable-mail-recipient-changed-temporary-address: The subject-message was undeliyerable
because the recipient specified in the recipient postal-OR-address’/had changed temporary gddress
(‘'departed'), and forwarding was not applicable.

— | undeliverable-mail-new-address-unknown: The subject-message was undeliverable becaupe the
recipient has moved and the recipient’s new address is unknown.

— | undeliverable-mail-recipient-did-not-want-forwarding: The subject-message was undeliyerable
because delivery would have required physical-fofwarding which the recipient did not want.

— | undeliverable-mail-originator-prohibited-forwarding: The physical-forwarding required fpr the
subject-message to be delivered has bgen prohibited by the originator of the subject-njessage
(see 8.2.1.1.1.15).

— | secure-messaging-error: The subject could not be progressed because the message security labell would
violate the security-policy in force, which goes against the security context.

— | unable-to-downgrade: The jsubject could not be transferred because it could not be downgradgd (see
Annex B of ITU-T Rec. X.419 | ISO/IEC 10021-6).

— | unable-to-complete=transfer: Receiving system has indicated that it is permanently unable to cgmplete
transfer of the subject; for example, when the transfer is of such a size that it could never be accepted.

— | transfer-attempts-limit-reached: The maximum number or time duration of repeat attempts to {ransfer
the subjéct was reached.

— | incorrect-notification-type: The subject-message contained a notification-type argument which|did not
cetrespond to its content.

Other non-delivery-diagnostic-codes may be specified in addenda or future versions of this Recommendation |
International Standard.

8.3.1.2.1.13 Reporting-MTA-certificate

This argument contains the certificate of the MTA that generated the report. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the reporting-MTA if a report-origin-authentication-check is
supplied.

The reporting-MTA-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the reporting-MTA.

The reporting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message, and any MTA
through which the report is transferred, to validate the report-origin-authentication-check.
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8.3.1.2.1.14 Report-origin-authentication-check

This argument provides the originator of the subject-message (or -probe), and any other MTA through which the report
is transferred, with a means of authenticating the origin of the report (to provide the Report Origin Authentication
element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It may be generated by the reporting-MTA if
a message- (or probe-) origin-authentication-check was present in the subject.

The report-origin-authentication-check provides proof of the origin of the report (Report Origin Authentication), and
proof of association between the message-security-label and the report.

The report-origin-authentication-check is computed using the algorithm identified by the report-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The report-origin-authentication-check contains the report-origin-authentication-algorithm-identifier and an
asymmetrically-encrypted hashed version of:

— the report-origin-authentication-algorithm-identifier;
— the content-identifier of the subject;
—  the message-security-label of the subject;
— and all values of the following (per-recipient) arguments:
— the actual-recipient-name;
— the originally-intended-recipient-name; and:
—  for a delivery-report:
—  the message-delivery-time;
—  the type-of-MTS-user;

— the recipient-certificate if requested by thé.originator of the message for recipients to which
the report relates;

—  the proof-of-delivery if requested by the originator of the message for recipients o which the
report relates and if the report is on‘amessage; or

—  for a non-delivery-report;
—  the non-delivery-reason-code; and

—  the non-delivery-diagnostic-code.
Optional components are included in the report-origin-authentication-check if they are present in the repont.

The repprt-origin-authentication-check may be computed by the reporting-MTA using the reporting-MTA’s secret-
asymmefric-encryption-key. The report-origin-authentication-check may be validated by the originator off the subject,
and any|MTA through whichtthe report is transferred, using the reporting-MTA’s public-asymmetric-en¢ryption-key
(subjectrpublic-key) derived-from the reporting-MTA-certificate.

Addendg or future versions of this Recommendation | International Standard may define other forms of report-origin-
authentjcation-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
report is|transferredto authenticate the origin of the report.

8.3.1.2.1.15/ , Content-type

This argument identifies the type of the content of the message (see 8.2.1.1.1.34). It shall be generated by the
reporting-MTA. This argument may be absent on reception only if the report has been originated from or transferred
through a 1984 system.

8.3.1.2.1.16 Returned-content

This argument contains the content of the subject-message if the originator of the subject-message indicated that the
content was to be returned (see 8.2.1.1.1.23). It shall be generated by the originator of the message, and may be returned
by the MTS (if the reporting-MTA or originating-MTA supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery, and if the recipient
of the report is the originator of the subject-message [and not, for example, the owner of a DL (see 8.3.1.2.1.4)].

This argument shall not be present if any encoded-information-type conversion has been performed on the content of
the subject-message.
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8.3.1.2.2 Results

The Report-

delivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3 Abstract-errors

Table 19 lists the abstract-errors that may disrupt the Report-delivery abstract-operation, and for each abstract-error

identifies th

8.3.1.3 Dgelivery-control

The Delive
that the M
abstract-op

The MTS sl

The succes
supersede &

e subclause in which the abstract-error is defined.

Table 19 — Report-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 83.2.1
Security-error 8323
Unsupported-critical-function 8.3.2.4

ry-control abstract-operation enables the MTS-user to temporarily limit th€ delivery-port abstract-o
'S may invoke, and the messages that the MTS may deliver to the- MTS-user via the Messagg
ration.

nall hold until a later time, rather than abandon, abstract-operations.and messages presently forbidde

ful completion of the abstract-operation signifies that theSpecified controls are now in force. Thesd
ny previously in force, and remain in effect until the association is released, the MTS-user re-iny

perations
-delivery

=3

controls
okes the
ration to

pge types

ence and

Delivery-cqntrol abstract-operation, or the MTS-user invokes <the administration-port Register abstract-opeg
impose conftraints more severe than the specified controls.
The abstradt-operation returns an indication of any abstractzoperations that the MTS would invoke, or any mess
that the M T[S would deliver or report, were it not for the prevailing controls.
8.3.1.3.1 Arguments
Table 20 ligts the arguments of the Delivery-control abstract-operation, and for each argument qualifies its pres
identifies the subclause in which the argument is defined.
Table 20 — Delivery-control Arguments
Argument Presence Subclause
Delivery Control Arguments
Restrict (6] 83.13.1.1
Permissible-operations (¢} 8.3.13.1.2
Permissible-lowest-priority O 83.13.13
Permissible-encoded-information-types O 83.13.1.4
Permissible-content-types (¢} 83.13.1.5
Permissible-maximum-content-length (¢} 8.3.13.1.6
Permissible-security-context O 83.13.1.7
8.3.1.3.1.1  Restrict

This argument indicates whether the controls on delivery-port abstract-operations are to be updated or removed. It may
be generated by the MTS-user.
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This argument may have one of the following values:
— update: The other arguments update the prevailing controls.

— remove: All temporary controis are to be removed (the default controis registered with the MTS by
means of the administration-port Register abstract-operation shall apply); the other arguments are to be
ignored.

In the absence of this argument, the default update shall be assumed.

8.3.1.3.1.2  Permissible-operations

This argument indicates the abstract-operations that the MTS may invoke on the MTS-user. It may be generated by
the MTS-user.

This argument may have the value allowed or prohibited for each of the following:

and

-operation;

—  report-delivery: The MTS may/may not invoke the Report-delivery abstract-operation!
Other delivery-port abstract-operations are not subject to controls, and may be invoked at any time.

In the pbsence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are junchanged. If
there Has been no previous invocation of the Delivery-control abstract-operation on the @ssociation, the default control
registeted with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.31.3  Permissible-lowest-priority

This afgument contains the priority of the lowest priority message that the{MTS shall deliver to the MT|S-user via the
Message-delivery abstract-operation. It may be generated by the MTS-user.

This afgument may have one of the following values of the priority’ argument of the Message-submigsion abstract-
operatijon: normal, non-urgent or urgent.

In the pbsence of this argument, the priority of the lowest priority message that the MTS shall deliver to|the MTS-user
is unchanged. If there has been no previous invocation of.the Delivery-control abstract-operation on the aksociation, the
defaulf control registered with the MTS by means of the;administration-port Register abstract-operation shall apply.

8.3.1.3.1.4  Permissible-encoded-information-types

This afgument indicates the encoded-information-types that shall appear in messages that the MTS shall deliver to the
MTS-yser via the Message-delivery abstracf-operation. It may be generated by the MTS-user.

The [|argument comprises acceptable-encoded-information-types, unacceptable-encoded-information-types
and exflusively-acceptable-encoded-information-types, each of which identifies a list of specific encoded-
infornpation-types; see 8.4.1.1.1.3.1.

In the [absence of this argiment, the permissible-encoded-information-types that the MTS may delivef to the MTS-
user are unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
associgtion, the default'control registered with the MTS by means of the administration-port Register abs{ract-operation
shall apply.

8.3.1.3.1.5 ~ ‘Permissible-content-types

This aggumeént indicates the only content-types that shall appear in messages that the MTS shall deliver to|the MTS-user
via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-content-types specified shall be among those allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver to the MTS-user are
unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.6  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-maximum-content-length shall not exceed that allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-maximum-content-length).
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In the absence of this argument, the permissible-maximum-content-length of a message that the MTS may deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation
shall apply.

8.3.1.3.1.7  Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-context) that the
MTS may invoke on the MTS-user. It is a temporary restriction of the security-context established when the association
was initiated (see 8.1.1.1.1.4). It may be generated by the MTS-user.

The permissible-security-context comprises one or more security-labels from the set of security-labels established as
the security-context when the association was established.

In the absence of this argument, the security-context of delivery-port abstract-operations is unchanged.

8.3.1.3.2 Rg¢sults

Table 21 lists the results of the Delivery-control abstract-operation, and for each result qualifies its\preserjce and
identifies the pubclause in which the result is defined.

Table 21 — Delivery-control Results

Result Presence Subclause

'Waiting Results'
Waiting-operations (6] 83.13.2.1
Waiting-messages O 83.13.2.2
Waiting-encoded-information-types (6) 83.13.23
Waiting-content-types (0] 83.13.24

8.3.1.3.2.1 | Waiting-operations

This result irldicates the abstract-operations being held by the MTS, and that the MTS would invoke on the MT§-user if
it were not ‘f:]r the prevailing controls. It may be'generated by the MTS.

This result may have the value holding or not-holding for each of the following:

— | message-delivery: The. MTS is/is not holding messages, and would invoke the Message-flelivery
abstract-operation on the MTS-user if it were not for the prevailing controls; and

— | report-delivery: The MTS is/is not holding reports, and would invoke the Report-delivery gbstract-
operation on the-MTS-user if it were not for the prevailing controls.

In the absenge of this result, it may be assumed that the MTS is not holding any messages or reports for delivery due to
the prevailing controls:

8.3.1.3.2.2 | Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would deliver via the
Message-delivery abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS.

This result may have one or more of the following values:

—  long-content: The MTS has messages held for delivery to the MTS-user which exceed the permissible-
maximum-content-length control currently in force.

—  low-priority: The MTS has messages held for delivery to the MTS-user of a lower priority than the
permissible-lowest-priority control currently in force.

—  other-security-labels: The MTS has messages held for delivery to the MTS-user bearing message-
security-labels other than those permitted by the current security-context.

In the absence of this result, it may be assumed that the MTS is not holding any messages for delivery to the MTS-user

due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-context
controls currently in force.
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8.3.1.3.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS for delivery to
the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absence of this result, the encoded-information-types of any messages held by the MTS for delivery to the MTS-
user are unspecified.

8.3.1.3.2.4  Waiting-content-types

This result indicates the content-types of any messages held by the MTS for delivery to the MTS-user due to prevailing
controls. It may be generated by the MTS.

In the absence of this result, the content-types of any messages held by the MTS for delivery to the MTS-user are
unspecified.

8.3.1.3.3] Abstract-errors

Table 23 lists the abstract-errors that may disrupt the Delivery-control abstract-operation, and for 'each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 22 — Delivery-control Abstract-errors

Abstract-error Subclause
Control-violates-registration 832.2
Security-error 8323
Operation-refused 8325

8.3.2 Abstract-errors

This subclause defines the following delivery-port abstract-errors:
a) Delivery-control-violated;

b) Control-violates-registration;

¢) Security-error;

d) Unsupported-critical-function;

e) Operation-refused.

8.3.2.1 | Delivery-control-violated

The Delivery-control-violated’ abstract-error reports the violation by the MTS of a control on delivery-gort abstract-
operatiops imposed by the-MTS-user via the Delivery-control abstract-operation.

The Deljver-control-violated abstract-error has no parameters.

8.3.2.2 | Confrol-violates-registration

The Control-violates-registration abstract-error reports that the MTS is unable to accept the controls that the MTS-user

The Control-violates-registration abstract-error has no parameters.
8.3.2.3 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS-user
because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters, generated by the MTS-user:

—  security-problem: An identifier for the cause of the violation of the security-policy.

8.3.2.4 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-delivery (see 9.2) but is unsupported by the MTS-user.
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The Unsupported-critical-function abstract-error has no parameters.

8.3.2.5 Operation-refused

The Operation-refused abstract-error indicates that the MTS has refused to perform an operation due to local policy. The
Operation-refused error has two parameters, the refused-argument and the refusal-reason, generated by the MTS.

The refused-argument parameter indicates which argument of the operation caused the refusal to perform. For the
Delivery-control operation it shall indicate one of the arguments listed in Table 20, or one of the component arguments
of deliverable-class, or an extension argument. For the Register operation it shall indicate one of the arguments listed in
Table 23, or an extension argument.

The refusal-reason parameter shall have one of the following values:

—  facility-unavailable: The user has attempted to use a facility which the MTS does not make available to

ILS USTIDS.

—| facility-not-subscribed: The user has attempted to use a facility which is subject to subscriptign, and to
which the user has not subscribed.

—| parameter-unacceptable: The user has specified a parameter value which the MTS cannot accept.

8.4 Administration Port

This subclguse defines the abstract-operations and abstract-errors which occur at an administration-port.

84.1 ]:stract-operations

This subcldquse defines the following administration-port abstract-operations:

a) Register;

b)) Change-credentials.

8.4.1.1 Register

The Registpr abstract-operation enables an MTS-user to make long-term changes to various parameters of the MTS-user
held by th¢ MTS concerned with delivery of messages to the MTS-user, and to retrieve the current setting of these
parameters

Such chanpes remain in effect until overridden’ by re-invocation of the Register abstract-operation. Howeyer, some
parameters|may be temporarily overridden by-invocation of the Delivery-control abstract-operation.

NOTES

1 This abstract-operation shall be invoked before any other submission-port, delivery-port or adminisfration-port
abstract-opefation may be used, or afiiequivalent registration by local means shall have taken place.

2l This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assignment
element-of-gervice defined in ITU-T Rec. X.400 and ISO/IEC 10021-1. The manner in which those parameters are supplied and
modified arg a local matter,

3 Mechdnisms other than register may be used to assign values to any of the registration parameters.

4  Thedefinition of the Register abstract-operation for use in a 1988 Application Context is in Annex C.

8.4.1.1.1 |Arguments

Table 23 lists the arguments of the Register abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

8.4.1.1.1.1 User-name

This argument contains the OR-name of the MTS-user, if the user-name is to be changed. It may be generated by
the MTS-user.

An MD is not required to provide MTS-users with the ability to change their own OR-name. If it does so, the MD may
restrict that ability. It may prohibit certain MTS-users from changing their OR-names, or it may restrict the scope of the
change to a locally defined subset of the components of their OR-names. A proposed new OR-name shall be rejected if
its OR-address is already assigned to another MTS-user or a DL.

In the absence of this argument, the user-name of the MTS-user remains unchanged.
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Table 23 — Register Arguments

Argument Presence Subclause

Registration Arguments
User-name (0] 84.1.1.1.1
User-address (6] 8.4.1.1.1.2
Deliverable-classes (0] 84.1.1.13
Recipient-assigned-redirections (0] 84.1.1.14
Restricted-delivery (6] 84.1.1.15
Retrieve-registrations (6] 8.4.1.1.1.6
Default Delivery Control Arguments 8.4.1.1.1.7
Permissible-operations (¢] 83.13.12
Permissible-lowest-priority O 8.3.1.3.1.3
Permissible-encoded-information-types (0] 83.13.1.4
Permissible-content-types (6] 8.3.13.1,5
Permissible-maximum-content-length (6] 83.13.1.6

8.4.1.1{1.2 User-address

This afgument contains the user-address of the MTS-user, if it is required by the'MTS and if it is to be cianged. It may
be gengrated by the MTS-user.

The usr-address may contain one of the following forms of address of'the MTS-user:
—  the X.121-address and/or the TSAP-ID (transport sérvice access point identifier); or

—  the PSAP-address (presentation service access point address).

Other [forms of user-address may be defined in addenda_ or future versions of this Recommendation | International
Standad.

In the fbsence of this argument, the user-address of the MTS-user (if any) remains unchanged.

8.4.1.1.1.3 Deliverable-classes

This afggument contains all the sets of criteria that determine which messages shall be delivered to the MTS-user, if any
of thede criteria are to be changed..If\present, this argument replaces the previously registered deliverable-classes. It
may b¢ generated by the MTS-user.

Each set of criteria forms a<deliverable-class. The deliverable-class optionally contains encoded-information-types-
constrpints, deliverable-content-types, deliverable-maximum-content-length, and deliverable-securill;f-labels. The
absende of values for, a“particular component indicates that no restriction on values of that componenf exists in this
deliverable-class.

The MTS shall.deliver a message to the MTS-user only if the message meets all the criteria in| at least one
deliverable-class in the registered set.

In the hbsefnice of this argument. the deliverable-classes shall remain unchanged.

8.4.1.1.1.3.1 Encoded-information-types-constraints

This component indicates the encoded-information-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be constrained within a deliverable-class.

The component comprises acceptable-encoded-information-types, unacceptable-encoded-information-types,
and exclusively-acceptable-encoded-information-types, each of which identifies a list of specific
encoded-information-types.

If a message has no encoded-information-types it will always satisfy any encoded-information-types-constraints.

If the encoded-information-types of the message to be delivered are incompatible with the encoded-information-
types-constraints, then the message does not satisfy the constraints of this deliverable-class, and no other criteria of the
deliverable-class need be considered.
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The MTS determines whether a message satisfies the encoded-information-types-constraints of a deliverable-class
according to the procedure defined in 14.3.4.4, item 6, c).

The encoded-information-types in a message to be delivered are regarded as those which would be present in the
message after all conversions (if any) have been performed.

Depending on local requirements or the capabilities provided by a user’s computing environment, a user may choose one
of the following registrations which:

a) Allows delivery of all messages independent of the encoded-information-types they contain. In this case
no encoded-information-types-constraints need be registered.

b) Allows delivery of all messages except those which contain at least one encoded-information-type in the
set of registered unacceptable-encoded-information-types. In this case no acceptable-encoded-
information-types or exclusively-acceptable-encoded-information-types need be registered.

NOTE I —For example, this registration may be appropriate for an MS-user that does not support the yoice body
part, in order to prevent messages containing large Voice body parts from consuming the storage space-available for
delivered messages.

c) | Allows delivery of the message if it contains at least one of the registered acceptable-ericoded-
information-types. In this case no unacceptable-encoded-information-types” or exclysively-
acceptable-encoded-information-types need be registered.
NOTE 2 - For example, an IPMS-user may require that all messages containing an IAS, Fext body part are dglivered.

After reading the IA5 Text body parts, the user may be able to evaluate the importance of the information cpntained
in the other body parts, and decide whether to seek other means to process these Body parts.

d) | Requires all encoded-information-types in the message to be registered as exclusively-acceptable-
encoded-information-types, and rejects as undeliverable otherwisg. In this case, acceptable-efjcoded-
information-types or unacceptable-encoded-information-types need be registered.

NOTE 3 — This may be appropriate if the user’s UA supports ad relatively small set of encoded-informatign-types.
This is identical to the service supported by the Register-88 abstract-operation.

e) | Allows delivery of the message if it does not ‘Contain any the registered unacceptable-encoded-
information-types, and either contains at least one-encoded-information-type registered in accgptable-
encoded-information-types, or only contain$’encoded-information-types registered as exclfisively-
acceptable-encoded-information-types.  In* this case, unacceptable-encoded-information-types,
acceptable-encoded-information-types,-and exclusively-acceptable-encoded-information-types may
all be registered.
NOTE 4 - This satisfies the requirements in b), c), and d). For example, an IPMS-user may use this combipation to
ensure that Voice body parts are.never delivered, File Transfer body parts are always delivered (subjeft to the

absence of Voice body parts), and where neither of these body part types is present, only those messages confaining a
prescribed set of body parts are;delivered.

The MTS will return an error if the MTS-user attempts to register an encoded-information-type both in unaccgptable-
encoded-infprmation-types and )in either of acceptable-encoded-information-types or exclusively-accgptable-
encoded-information-types.

The acceptaple-encoded-information-types and exclusively-acceptable-encoded-information-types also indicate the
possible encpded-information-types which implicit conversion may usefully produce.

In the absende of this component, the encoded-information-types-constraints shall be unconstrained.

8.4.1.1.1.3.2 Deliverable-content-types

This component indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-user,
if they are to be constrained within a deliverable-class.

If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-
content-length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered. The MTS-user may register to receive the unidentified content-type.

In the absence of this component, the deliverable-content-types shall be unconstrained.
8.4.1.1.1.3.3 Deliverable-maximum-content-length
This component contains the content-length, in octets, of the longest-content message that the MTS shall permit to

appear in messages delivered to the MTS-user, if it is to be constrained within a deliverable-class.
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If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered.
In the absence of this component, the deliverable-maximum-content-length of messages shall be unconstrained.
8.4.1.1.1.3.4 Deliverable-security-labels
This component contains the security-labels of the MTS-user, if they are to be constrained within a deliverable-class.
If the security-labels of the message to be delivered do not match those specified by the deliverable-security-labels,

then the message does not satisfy the constraints of this deliverable-class and no other criteria of the deliverable-class
need be considered.

Some security-policies m on permit the delive Dle-se itv-labe o-be changed ecure link is

employed. Other local means of changing the deliverable-security-labels in a secure manner may be providdd.

In the abgence of this component, the deliverable-security-labels shall be unconstrained.

8.4.1.1.14  Recipient-assigned-redirections

This argyment contains, if the assignment of alternate-recipients is to be changed, an ordered list of the OR-names of
recipient-assigned-alternate-recipients and, optionally, one or more redirection-classes associated | with each

alternate-recipient. If this argument is present, its value completely replaces any previous assignment df alternate-
recipienty. It may be generated by the MTS-user.

If one orf more recipient-assigned-alternate-recipients is specified, then each message (or report) for th¢ MTS-user
shall be fedirected to the first alternate-recipient for which the message (or report) meets the criteria in|one of the
redirectipn-classes associated with that alternate-recipient. Those meéssages (or reports) meeting the criterig of none of
the redirpction-classes for any recipient-assigned-alternate-recipient shall continue to be delivered to the MTS-user.
The order of alternate-recipients is specified by the MTS-user., The absence of any redirection-classes indicates an
alternateecipient to which all messages (and reports), ‘éxtept those meeting more specific redirection-classes
associatefl with preceding alternate-recipients, shall Be redirected. The absence of the recipient-assigned-
alternatd-recipient indicates delivery to the MTS-user:

NOTE -~ If present in the recipient-assigned-Fedirections list, the absent redirection-class should be last in the list as no
later elemg¢nts will ever be used.

The redirection-class optionally contains a” maximum content-length and optionally sets of values for each of:
encoded4information-types, content-type, deliverable-security-labels, restriction, and priority. The jbsence of
values for a particular type indicatés_that no restriction on values of that type exists in this redirectionl-class. The
redirectipn-class also indicates the types of MHS information object to which the redirection-class appliey: messages
only, rep¢rts only, or both messages and reports.

The recipient-assigned-alternate-recipient shall contain the OR-name of the alternate-recipient.

If the regipient-assigned-redirections argument contains a single element with both the recipient-assigned-alternate-
recipient| and the-redirection-class absent, then no recipient-assigned-redirections is registered.

When repipient-assigned-redirections and deliverable-classes are both registered, redirection takes precedence over
delivery restrictions.

In the absence of this argument, the recipient-assigned-redirections, if any, remain unchanged.

8.4.1.1.1.5  Restricted-delivery

This argument indicates the OR-names of other MTS-users from whom the MTS-user is willing (or unwilling) to
receive messages, if restricted-delivery is to be changed. It comprises an ordered list of restrictions. If the restricted-

delivery argument is present, its value completely replaces any previous registered value. It may be generated by the
MTS-user.

The MTS shall reject as undeliverable any message for the MTS-user which originates from, or is redirected by, or is

dl-expanded by another MTS-user from which the MTS-user does not consent to accept delivery. Each restriction may
specify a source which is permitted or which is disallowed, either as a complete OR-name or as an OR-name pattern.
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If one or more restriction is registered, then the sources (originator-name, redirection-history, DL-expansion-
history) of each message are compared to the ordered list of restrictions until a match occurs. The comparison stops
immediately a match when a restriction occurs, and the message is delivered if permitted or rejected as undeliverable if
not permitted. If there is no matching restriction the message is delivered.

Procedures for determining exact and pattern matches of OR-names are specified in ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The MTS-user may register to receive all messages, which is the state before any restricted-delivery registration, by
specifying a single restriction in which all source-types are permitted and the source-name omitted.

Where restricted-delivery and recipient-assigned-redirections are both registered, redirection takes precedence over
restricted-delivery.

In the absence of this argument, restricted-delivery shall remain unchanged.

8.4.1.1.1.6 | Retrieve-registrations

This argume¢nt indicates the individual registrations that the MTS-user requests to be returned in ‘the resuft of the
Register absjract-operation. It may be generated by the MTS-user.

The result rdturned reflects the state of registered information after all other arguments of Register have been prdcessed.

This argum¢nt contains an element corresponding to each of the other arguments of Register, each of which, if set,
requests thejregistered value of the corresponding argument.

In the absenge of this argument, no registration information is requested.

8.4.1.1.1.7 | Default-delivery-control-arguments

The default fcontrol arguments are the same as the arguments of the Dehivery-control abstract-operation, and ar¢ defined
in 8.3.1.3.1.|Except for restrict and permissible-security-context, they'may be generated by the MTS-user.

The default controls are registered as arguments of the Registerabstract-operation. These defaults come into effpct at the
beginning df an association, and remain in effect until they’are overridden by an invocation of the Delivery-control
abstract-opdration.

The default| control arguments shall not admit mes§ages whose delivery are prohibited by the prevailing rpgistered
values of the encoded-information-types-constraints argument, the deliverable-content-types argumen} or the
deliverabletmaximum-content-length argument:

8.4.1.1.2 Results

The Registpr abstract-operation returns an empty result unless an extension result is present, or the Fetrieve-
registratio:[s argument was present in the invocation. In the latter case, those registrations identified in the fetrieve-
registrations argument are returtied.

The results|are identical) to" the arguments of the Register abstract-operation listed in Table 23 except that fetrieve-
registrations is absent.

8.4.1.1.3 Abstract-errors

Table 24 liststheabstract=errors-that TIay dist upt the ch,ibim a‘uahau—upmatiuu, anmd—foreachabstract=error1dentifies
the subclause in which the abstract-error is defined.

Table 24 — Register Abstract-errors

Abstract-error Subclause
Register-rejected 8.4.2.1
Remote-bind-error 8.2.2.10
Operation-refused 8.3.2.5
Security-error 8323
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8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s credentials held by
the MTS, or enables the MTS to change the MTS’s credentials held by the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication of identity of the
MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.

The disruption of the abstract-operation by an abstract-error indicates that the credentials have not been changed, either
because the old credentials were incorrectly specified or that the new credentials are unacceptable.

8.4.1.2.1 Arguments

Table 25 lists the arguments of the Change-credentials abstract-operation, and for each argument qualifies its presence
and idgntifies the subclause in which the argument is defined

Table 25 — Change-credentials Arguments

Argument Presence Subclause

Credential Arguments
Old-credentials M 8.4.1.2.1.1
New-credentials M 8.4.12.1.2

8.4.1.2{1.1 Old-credentials

This afgument contains the current (old) credentials of thexinvoker of the abstract-operation, held by thg performer of
the abgtract-operation. It shall be generated by the invokerof'the abstract-operation.

If only simple-authentication is used, the credentials*comprise a simple password associated with the user-name,
or MTA-name, of the invoker.

If stropg-authentication is used, the credentials’ comprise the certificate of the invoker, generated by a frusted source
(e.g. a pertification-authority), and supplied'by the invoker.

8.4.1.211.2 New-credentials

This li[:lgument contains the proposed new credentials of the invoker of the abstract-operation, to b¢ held by the
perfortper of the abstract-operation. It shall be generated by the invoker of the abstract-operation.

The sefurity policy in force may restrict the type (i.e. simple or strong) of new-credentials.
8.4.1.242 Results

The Change-eredentials abstract-operation returns an empty result as indication of success.

8.4.1.2.3 (Abstract-errors

Table 26 lists the abstract-errors that may disrupt the Change-credentials abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 26 — Change-credentials Abstract-errors

Abstract-error Subclause
New-credentials-unacceptable 8422
Old-credentials-incorrectly-specified 8423
Remote-bind-error 8.2.2.10
Security-error 83.2.3

ITU-T Rec. X.411 (1995 E) 51


https://iecnorm.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

8.4.2 Abstract-errors

This subclause defines the following administration-port abstract-errors:
a) Register-rejected;
b) New-credentials-unacceptable;

¢) Old-credentials-incorrectly-specified.

8.4.2.1 Register-rejected

The Register-rejected abstract-error reports that the requested parameters cannot be registered because one or more are
improperly specified.

The Register-rejected abstract-error has no parameters.

8.4.2.2 New-credentials-unacceptable

The New-crpdentials-unacceptable abstract-error reports that the credentials cannot be changedChecayse the
new-credentjals are unacceptable.

The New-creflentials-unacceptable abstract-error has no parameters.
8.4.2.3 Olgd-credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-} credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.5 Common parameter types
This subclauge defines a number of common parameter types of the MTS Abstract Service.

8.5.1 MTS-identifier

MTS-identiffiers are assigned by the MTS to distinguish between messages and probes at the MTS Abstract Servjce, and
between mespages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a_submission-port (message-submission-identifier) is identicdl to the
corresponding message-identifier at a transfer-port and corresponding message-delivery-identifier at a delivdry-port.
Similarly, th¢ MTS-identifier assigned to a probe at a submission-port (probe-submission-identifier) is identicpl to the
correspondinyg probe-identifier at a transfer-port. MTS-identifiers are also assigned to reports at transfer-ports
(report-identifier).

An MTS-idgntifier comprises:

— | alocal-identifier-assigned by the MTA, which unambiguously identifies the related event within the MD;

— | the global*domain-identifier of the MD, which ensures that the MTS-identifier is unambiguous
throughout the MTS.

8.5.2 Glpbal-domain-identifier

A global-domain-identifier is used to ensure that an MTS-identifier is unambiguous throughout the MTS, and for
identifying the source of a trace-information-element.

In the case of an ADMD, a global-domain-identifier consists of the country-name and the administration-
domain-name of the MD.

In the case of a PRMD, a global-domain-identifier consists of the country-name and, optionally, the administration-
domain-name of the associated ADMD, plus a private-domain-identifier. The private-domain-identifier is a unique
identification of the PRMD, and may be identical to the PRMD’s private-domain-name. As a national matter, this
identification may be either relative to the country denoted by the country-name or relative to the associated ADMD. If
the identification is relative to the associated ADMD, then that administration-domain-name shall be present. Where
the administration-domain-name is optional in the Abstract Service but mandatory in the abstract syntax, and no value
is specified, it shall be encoded as a single space (see 18.3.1 in ITU-T Rec. X.402 | ISO/IEC 10021-2).
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NOTE - The distinction between private-domain-identifier and private-domain-name has been retained
compatibility with Recommendation X.411 (1984). Often they will be identical.

8.5.3 MTA-name

for backward

An MTA-name is an identifier for an MTA that uniquely identifies the MTA within the MD to which it belongs.

8.54 Time

A Time parameter is specified in terms of UTC (Coordinated Universal Time), and may optionally also cont

ain an offset

to UTC to convey the local time. The precision of the time of day is to either one second or one minute, determined by

the generator of the parameter.

8.5.5 OR-name

An OR-pa : etpte
described in ITU-T Rec. X. 402 [ ISO/IEC 10021 -2,

At a submission-port, an OR-name comprises an OR-address, or a directory-name, or both (OR-addr

directory-name). At all other types of port, an OR-name comprises an OR-address and, optionally, a dire

addressing

ess-and-or-
Ctory-name

(OR-address-and-optional-directory-name). A directory-name and an OR-address mayeach denote ap individual

originatof or recipient, or a DL.

A directpry-name is as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. The MTS uses the directory-nam¢

the OR-gddress is absent or invalid.

An OR-hddress comprises a number of standard-attributes selected from/’ those defined in ITU-T ]
ISO/IEC|10021-2, and optionally a number of attributes defined by the MD\te' which the originator/recipien

(domaintdefined-attributes).

In the abgtract syntax definition in clause 9, the standard attributestare represented by built-in-standard-at
by extension-standard-attributes and the domain-defined attributes are represented by built-in-dom:
attribut¢s and by extension-domain-defined-attributes.

Clause 1B.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies several OR-address forms. These define wh
and domhin-defined attributes may be used together te construct a valid OR-address.

Clause 18.3 of ITU-T Rec. X.402 | ISO/IEC 10021}-2 specifies rules indicating the character sets — numeri
and telefex — from which the values of a_particular standard attribute may be drawn, and it also defin
combinafions of the different variants of that standard attribute in the abstract syntax.

8.5.6 Encoded-information-types

The encpded-information-types.of a message are the kind(s) of information that appear in its content
encodedrinformation-types. and externally-defined encoded-information-types may be specified, ot
encodedtinformation-types’of a message are unspecified.

The basic encoded-information-types are those originally defined in the Recommendation X.411
unknown type dS_used to indicate an encoded-information-type which is not in this instance indid
externally-defined encoded-information-type, and is other than the following types. The ia5-text (telepri

only when

Rec. X.402 |
t subscribes

ributes and
in-defined-

Ich standard

C, printable,
es the valid

Both basic
herwise the

1984). The
ated by an
hter) type is
e g4-class-1

defined {n Recommendation T. 50 The g3-facsimile type is defined in Recommendatlons T.4 and T.30. The
type is de i

........... All ad 0 ha i Ro

>

dtions F.200,

T.61 and T.60. The v1deotex type is defmed in Recommendatlons T. 100 and T. 101 The snmple formattable-
document (sfd) type and the telex type were defined in Recommendation X.420 (1984) (SFD and TLX body parts are
no longer defined in any CCITT Recommendation). The mixed-mode type is defined in Recommendations T.400

and T.501.

NOTE 1 — The unknown encoded information type is provided to represent externally-defined encoded-i

types when downgrading for 1984 systems (and remains present after a subsequent upgrade), and also for use in ca
externally-defined encoded-information-type has been defined for a particular type of information.

Externally-defined encoded-information-types are those which are not basic encoded-information-types.

nformation-
ses where no

In the abstract syntax definition in clause 9, the encoded-information-types are the logical union of built-in-encoded-
information-types and extended-encoded-information-types. The latter are those to which object-identifiers have
been allocated by an appropriate authority. They include both standardised and privately-defined encoded-information-

types.
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A basic encoded-information-type may be represented equivalently by a bit in the built-in-encoded-
information-types or by an extended-encoded-information-type. Annex A acts as the registration authority for the
object-identifiers to be used as the extended-encoded-information-type registrations of the basic encoded-
information-types.

An externally-defined encoded-information-type is always represented by an extended-encoded-information-type.
Other standards define object-identifiers that may be used as extended-encoded-information-types.

Non-basic-parameters are defined for the g3-facsimile and teletex basic encoded-information-types for backwards
compatibility with the Recommendation X.411 (1984) only. It is recommended that for each required combination of a
basic encoded-information-type and a specific set of non-basic-parameters, an externally-defined encoded-
information-type be defined and used in preference.

NOTE 2 — Non-basic-parameters are likely to be removed from a future version of this Recommendation | International
Standard.

The non-bjsic-parameters for g3-facsimile correspond to the three- or four-octet Facsimile Informatior \Field (FIF)
conveyed [by the Digital Command Signal (DCS) defined in Recommendation T.30. The paramgters are:
two-dimensional, fine-resolution, unlimited-length, b4-length, a3-width, b4-width and uncompressed.

The non-basic-parameters for teletex correspond to the non-basic terminal capability conveyed by the Command
Document Btart (CDS) defined in Recommendation T.62. The parameters are: optional graphic-character-sets, optional

control-chpracter-sets, optional page-formats, optional miscellaneous-terminal-capabilities, and a private-use
parameter.

Where nonf-basic-parameters are indicated, these parameters represent the logical 'OR’ of the non-basic-parameters of
each instarjce on the encoded-information-type in a message content. Thus; ‘this parameter only serves t¢ indicate
whether thé¢re is encoded-information-type compatibility, or whether conversion is required. If conversion is| required,
the message content shall be inspected to determine which non-basi¢-parameters apply to any instanfe of the
encoded-ifjformation-type.

8.5.7 (ertificate

A certificgte may be used to convey a verified copy of the public-asymmetric-encryption-key of the subjéct of the
certificate

A certificdte contains one or more items of certification information. Each instance of certification informatiofn contains
the followiphg parameters:

- signature-algorithm-identifiers:_An algorithm-identifier for the algorithm used by the cerification-
authority that issued the certificate to compute the signature.

- issuer: The directory-name of the certification-authority that issued the certificate.

- validity: A date and time of day before which the certificate should not be used, and a date ajd time of
day after which the certificate should not be relied upon.

< subject: The directory-name of the subject of the certificate.
- subject-public-key: The public-asymmetric-encryption-keys of the subject.

-+ algorithm: The algorithm-identifiers, associated with a subject-public-key.

atton-atthortty 3 ted : astg—the—atgo d a—by ignature-
algorithm-identifier and the certification-authority’s secret-asymmetric-encryption-key.

1 .Ssignature: An asymmetrically encrypted, hashed version of the above parameters comput¢d by the

If the originator and a recipient of a certificate are served by the same certification-authority, the recipient may use the
certification-authority’s public-asymmetric-encryption-key to validate the certificate, and derive the originator’s public-
asymmetric-encryption-key (subject-public-key).

If the originator and a recipient of a certificate are served by different certification-authorities, the recipient may require
a return-certification-path to authenticate the originator’s certificate. The certificate may therefore include an associated
certification-path.

The certification-path may comprise a forward-certification-path which includes the certificate of the certification-
authority that issued the certificate, together with the certificates of all of its superior certification-authorities. The
forward-certification-path may also include the certificates of other certification-authorities, cross-certified by either
the certification-authority that issued the certificate, or any of its superior certification-authorities.
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A recipient of the certificate may complete the required return-certification-path between the recipient and the originator
of the certificate by appending the recipient’s own reverse-certification-path to the forward-certification-path supplied
by the originator, at a common-point-of-trust. The reverse-certification-path includes the reverse-certificate of the
certification-authority of the recipient of the certificate, together with the reverse-certificates of all of its superior
certification-authorities. The reverse-certification-path may also include the reverse-certificates of other certification-
authorities, cross-certified by the certification-authority of the recipient of the certificate, or any of its superior
certification authorities.

The return-certification-path thus formed allows the recipient of the certificate to validate each certificate in the return-
certification-path in turn, to derive the public-asymmetric-encryption-key of the certification-authority that issued the
certificate. The recipient may then use the public-asymmetric-encryption-key of the certification-authority that
issued the certificate to validate the certificate, and derive the originator’s public-asymmetric-encryption-key (subject-
public-key).

Addendp or future versions of this Recommendation | International Standard may define other:key| distribution
techniqyies (e.g. based on symmetric-encryption-techniques).

8.5.8 Token

A tokep may be used to convey to the recipient of the token protected security-relevant information. The token
providep authentication of public security-relevant information, and confidentiality and authentication of sefret security-
relevan{ information.

The type of a token is identified by a token-type-identifier. One type of token is currently defined by| this Service
Definitipn: an asymmetric-token. Other types of token may be defited by addenda or future vergions of this
Recommendation | International Standard; for example, tokens based on‘$ymmetric-encryption techniques.

An asylnmetric-token contains the following parameters:

—  signature-algorithm-identifier: An algorithm-identifier for the algorithm used by the originator of the
token to compute the signature.

—  recipient-name: Either the OR-address-and-or-directory-name of the intended-recipient [of the token
or, when MTAs use strong authentication during a bind, the MTA-name and optionally the global-
domain-identifier.

— time: The date and time of day when the token was generated.
—  signed-data: Public security“relevant information.

—  encryption-algorithm=identifier: An algorithm-identifier for the algorithm used by the originator of the
token to compute the encrypted-data.

- encrypted-data:Secret security-relevant information encrypted by the originator of the toKen using the
algorithm idéntified by the encryption-algorithm-identifier and the public-asymmetric-erjcryption-key
of the intendéd-recipient of the token.

—  signature: An asymmetrically encrypted, hashed version of the above parameters computed by the
originator of the token using the algorithm identified by the signature-algorithm-identjfier and the
originator’s secret-asymmetric-encryption-key.

The forjn of a token is further defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Symmetric algorithms may be used within the asymmetric-token definition provided that:

—  the algorithm (in either the signature-algorithm-identifier or the encryption-algorithm-identifier) is
used to identify a registered symmetric cryptographic algorithm;

—  the management of symmetric keys (e.g. key distribution) is performed externally to the MTS.
NOTES

1 When symmetric algorithms are used for signed-data, the message origin authentication check, as defined in
ITU-T Rec. X.402 | ISO/IEC 10021-2, is not provided by the token. The token only provides proof that the message was signed by a
holder of the symmetric key (i.e. a member of a closed user group).

2 The signature-algorithm-identifier and the encryption-algorithm-identifier can be individually defined and,
therefore, a mixture of symmetric and asymmetric algorithms can be used with the token.

8.5.9 Security-label

Security-labels may be used to associate security-relevant information with objects within the MTS.
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Security-labels may be assigned to an object in line with the security-policy in force for that object. The security-policy
may also define how security-labels are to be used to enforce that security-policy.

Within the scope of this Service Definition, security-labels may be associated with messages, probes and reports
(see 8.2.1.1.1.30), MTS-users (see 8.4.1.1.1.3.4), MDs, MTAs and associations between an MTS-user and an MD
{or MTA) (see 8.1.1.1.1.4), or between MDs (or MTAs) (see 12.1.1.1.1.3). Beyond the scope of this Service Definition,

T SVUPU Ul uils SUiVille L/iiiiiuig

a security-policy may, as a local matter or by bilateral agreement, additionally assign security-labels to other obJects
within the MTS (e.g. secure routes).

A security-label comprises a set of security-attributes. The security-attributes may include a security-policy-
identifier, a security-classification, a privacy-mark, and a set of security-categories.

A security-policy-identifier may be used to identify the security-policy in force to which the security-label relates.

Additional vglues of security-classification, and their position in the hierarchy, may also be defined by a security

as a local rpatter or by bilateral agreement. The basic security-classification hierarchy is, in ascending
unmarked, ynclassified, restricted, confidential, secret, top-secret.

If present, a privacy-mark is a printable string. The content of the printable string may be defined by a security
which may dgfine a list of values to be used, or allow the value to be determined by the originator of the securit

3 TR MNARITTNTA Y A TR '
Examples of privacy-marks include: "IN CONFIDENCE' and 'IN STRICTEST CONFIDENCE".

tpolicy,
y-label.

If present, the set of security-categories provide further restrictions within the/context of a security-classification
and/or privagy-mark, typically on a 'need-to-know' basis. The security-categories)and their values may be defired by a
security-poli¢y as a local matter or by bilateral agreement. Examples of possiblesecurity-categories include cayeats to
the security-classification and/or privacy-mark (e.g. ' PERSONAL - ', 'STAFF - ', 'COMMERCIAL - ', etc.),|closed-
user-groups, codewords, etc.

8.5.10 Algorithm-identifier

An algorithm-identifier identifies an algorithm and any. algerithm-parameters required by the algorithm.
also define the ASN.1 encoding rules used.

It shall

An algorithin-identifier may be drawn from an international register of algorithms, or defined by bilateral agreeent.

8.5.11 Papsword

A password

Where the o
value, the ch

N

1

any IAS5 Strin

2

Comprises either an IA5 String or an Octet String.

Ctets of an Octet Stringiwvalue are the encoding in an 8-bit environment of the characters of an IA
bice between the IA5 String and the Octet String representations shall be considered insignificant.

TES

This equivalence rule does not prohibit a password from being an Octet String value which is not the eng
b value.

"Enceding in an 8-bit environment" means that the most significant bit in each octet is zero and not a parity b

b String

oding of

it; this is

the encoding
octet set to z
ISO/IEC 9594

3 Where ASN.1 Basic Encoding Rules are used, two passwords can be compared as follows. The octets of each
password value are extracted from its BER encoding (which may be primitive or constructed); the extraction technique is the same for
both IA5 String and Octet String. If the extracted values are equal octet by octet, then the two passwords match.

it of each
. X.520

bf [AS_String characters used by ASN.1 Basic Encoding Rules. An IAS String password should have the top b
bro before writing it as the value of a User Password attribute, which is defined by the Directory ITU-T Reg

9 Message Transfer System Abstract Syntax Definition

The abstract-syntax of the MTS Abstract Service is defined in Figure 2. Those aspects of the 1988 version of the MTS
Abstract Service which differ from the 1994 version are defined in Annex C.

The abstract-syntax of the MTS Abstract Service is defined using the Abstract Syntax Notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.
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The abstract-syntax definition of the MTS Abstract Service has the following major parts:

Prologue: Declarations of the exports from, and imports to, the MTS Abstract Service module (see
Figure 2, Parts 1 to 2).

Objects and Ports: Definitions of the MTS and MTS-user objects, and their submission-, delivery- and
administration-ports (see Figure 2, Parts 2 to 3).

MTS-bind and MTS-unbind: Definitions of the MTS-bind and MTS-unbind used to establish and release
associations between an MTS-user and the MTS (see Figure 2, Parts 3 to 4).
Submission Port: Definitions of the submission-port abstract-operations: Message-submission, Probe-

submission, Cancel-deferred-delivery and Submission-control; and their abstract-errors (see Figure 2,
Parts 4 to 7).

Delivery Port: Definitions of the delivery-port abstract-operations: Message-delivery, Report-delivery and
Delivery-control; and their abstract-errors (see Figure 2, Parts 7 to 9).

Administration Port: Definitions of the administration-port abstract-operatiors:
Change-credentials; and their abstract-errors (see Figure 2, Parts 9 to 11).

Rggister and

Message Submission Envelope: Definition of the message-submission-envelope.(see Figure 2,
Probe Submission Envelope: Definition of the probe-submission-envelope (See’Figure 2, Part

Messace Deliverv Enve,
Message Deliver 'y Lnve!l

Part 11).
2).

12 to 13).
7

Report Delivery Envelope: Definition of the report-delivery-envelope(see Figure 2, Parts 13 t¢ 14).
Envelope Fields: Definitions of envelope fields (see Figure 2, Parts 14 to 16).

Extension Fields: Definitions of extension-fields (see Figure 2, Parts 17 to 22).

—  Common Parameter Types: Definitions of common parameter types (see Figure 2, Parts 23 to

P9).

7

NOTES

1 The module implies a number of changes to the.P3 protocol defined in Recommendation X.411 (|
changes gre highlighted by means of underlining. For the delivery-control and register operations these changes are s
Annex C,

1984). These
hown only in

[2 The module applies size constraints_to;variable-length data types using the SIZE subtyping extensi
of a size constraint constitutes a protocol violation.|]

n of ASN.1.
Violation

9.1 Extension mechanism

A mech
paramet
but othg
Internati

hnism is defined in Figure. 2 (Part 17) to enable extensions to be defined. Where extensions mgy appear, a
rized information object set indicates those extensions defined in this Service Definition which may be present,
r extensions defined-elsewhere (e.g. privately, or by addenda or future versions of this Recommendation |
pnal Standard) may also be included.

NOTE - Only-éxtensions defined in this Recommendation | International Standard, and addenda or future vq
Recommendation | [ntg¢rnational Standard, may be identified by ExtensionType.standard-extension. All extensions defiy
are identified by ExtensionType.private-extension

rsions of this
ed elsewhere

9.2 Criticality mechanism

Each extension-field defined in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality for submission,
transfer and delivery. The values of criticality may be set when the extension-field is generated.

The criticality mechanism is designed to support controlled transparency of extended functions. A non-critical function
may be ignored, but shall not be discarded except when delivering or downgrading (see ITU-T Rec. X.419 |
ISO/IEC 10021-6, Annex B) a message, while a critical function must be known and performed correctly for normal
procedures to continue.

NOTE — Messages with critical or non-critical functions may be rejected on submission with the submission error Element-
of-service-not-subscribed when the function corresponds to an element of service to which the user has not subscribed, or which is not
available for subscription.

In general, an argument of an abstract-operation marked critical for the port type shall be correctly handled by the
performer of the abstract-operation, or an error reported in an appropriate way. The invoker of an abstract-operation
shall also correctly handle any functions marked critical for the port type.
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If the abstract-operation is one that reports an unsuccessful outcome, failure to correctly perform a critical function is
reported by returning an Unsupported-critical-function abstract-error. If an abstract-operation is not one that reports an
unsuccessful outcome, an abstract-operation (e.g. a report) shall be invoked to convey the unsuccessful outcome of the
previous operation (e.g. using the unsupported-critical-function non-delivery-diagnostic-code of a report).

An extension that appears in the result of an abstract-operation shall not be marked critical for the port type.

In the case of critical-for-submission, the MTS shall correctly perform the procedures defined for a function marked as
critical-for-submission in a Message-submission or Probe-submission abstract-operation, or shall return an
Unsupported-critical-function abstract-error.

In the case of critical-for-transfer, a receiving MTA shall correctly perform the procedures defined for a function in a
message or probe marked as critical-for-transfer, or shall return a non-delivery-report with the non-delivery-
diagnostic =critical= Tor T itical-for-
transfer in|a report shall discard the report (a local policy or agreement may require that this action be-audited). An
extension marked as critical-for-transfer that appears as an argument of a Message-submission or Pfobe-sybmission
operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a transfer=port.

In the case| of critical-for-delivery, a delivering-MTA shall correctly perform the procedures defined for a| function
marked as ¢ritical-for-delivery, or shall not deliver the message or probe and shall return a fnon-delivery-repor} with the
non-deliveyy-diagnostic-code set to unsupported-critical-function. A recipient MTS:user shall correctly pefform the
procedures|defined for a function marked as critical-for-delivery or shall return,an’ Unsupported-critical-function
abstract-errpr. An extension marked as critical-for-delivery that appears as an argument of a Message-subnjission or
Probe-subnpission operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operdtion at a
transfer-poft. An extension marked as critical-for-delivery that appears as an‘argument of a Message-transfer pr Probe-
transfer opgration shall appear unchanged in any resulting Message-transfer or Probe-transfer operation at af transfer-
port.

An MTA generating a report shall not copy unsupported critical ‘functions from the subject into the report. When
generating p report, an MTA shall indicate the criticality (for transfer and/or delivery) of any supported functiohs copied
from the syibject into the report; the criticality of a function in a report may be different from its criticallty in the
subject.

If the MTA or MTS-user cannot correctly perform the'procedures defined for a function marked critical-for-d¢livery in
a report, then the report shall be discarded.

The procedures related to extension-fields.and their criticality indications are further defined in clause 14.

This Servide Definition defines by‘means of the information object class notation of ASN.1 the recommended petting of
the criticality indication of extension-fields to be supplied by the originator of a message. The originator of 4 message
or probe mpy choose, on a pér-fiiessage basis, or in accordance with some local policy (e.g. a security-policy), [to set the
criticality |ndication of an\extension-field to other than that defined in this Service Definition, either to relax pr further
constrain it criticality!

Table 27 identifies the possible alternatives open to an MTA for all the combinations of criticality.
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ISO/IEC 10021-4 : 1997 (E)

CRITICAL FOR: SUBMIT* FRONT END* ggfls\;‘%%%l)* GR?/-‘?I;);[I\I?(-} i
Submission Transfer Delivery Subclause 14.6 | Subclause 14.3.2 | Subclause 14.7
AR E AR A,R,D A,D
X AR E AR AN AN
X AR, E A, N A,R,D AN
X X AR E AN AN AN
3 AE AR AR, D A,D
3 X AE AR A,N AN
3 X AE AN A;R¢D A,N
3 X X AE A, N AN AN

+

~ oz omg o o» %

Sdge Figures 6 and 7 for these labels
Sge ITU-T Rec. X.419 | ISO/IEC 10021-6, Annex B

Cliticality bit set to critical

A¢t on semantics

Dfscard extension and Deliver or Downgrade as applicable

submission-Error (element-of-service-not-subscribed)

Rglay or deliver as applicable retaining the extension intacti<but no action on the semantics

N¢n-deliver messages or probes, discard reports (unsupported-crifical-function)
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MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)

version-1994(0) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

- Prologue

- Exports everything

IMPORTS

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT, ERROR, OPERATION, OPERATION-PACKAGE,
ROS{OBJECT-CLASS

FROM Remote-Operations-Information-Objects { joint-iso-itu-t remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind

FROM Remote-Operations-Useful-Definitions { joint-iso-itu-t remote-operations(4)

useful-definitions(7) version1(0) }

-- MTA Abstract Service

interjnal-trace-information, trace-information

FROM MTAAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mta-abstract-service(2) version-1994(0) }

-- MS Abstract Service Extension

forwjarding-request

FROM MSAbstractService { joint-iso-itu-t-mhs(6) ms(4) modules(0) abstract-service(1)
version-1994(0) }

-- Qbject Identifiers

id-af{t-physicalRendition-basic, id-cp-mts-connect, id-ct-mts-access, id-ct-mts-forced-access, id-ot-mts,
id-of-mts-user, id-pt-administration, id-pt-delivery, id-pt-submission, id-tok-asymmetricToken

FROM MTSObjectldentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
object-identifiers(0) }

-- (peration and Error\Codes

err-fontrol-violates-registration, err-deferred-delivery-cancellation-rejected, err-delivery-control-violated,
err-tlement-of-service-not-subscribed, err-inconsistent-request, err-message-submission-identifier-invalid,

err-sefutrity-error, err-submission-control-violated, err-unsuppo
op-Change-eredentials;-op-delivery-control, op-message-deliver
op-register, op-report-delivery, op-submission-control

60

ew-credentials-unacceptable, err-old-credentials-incorrectly-specified, err-operation-refused,

FROM MTSAccessProtocol { joint-iso-itu-t mhs(6) protocols(0) modules(0)
mts-access-protocol(1) version-1994(0) }

Figure 2 (Part 1 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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-- Directory Definitions

Name

FROM InformationFramework { joint-iso-itu-t ds(5) module(1)
informationFramework(1) 2 }

PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1)
selectedAttributeTypes(5) 2}

ALGORITHM, AlgorithmIdentifier, Certificates, ENCRYPTED { }, SIGNATURE { }, SIGNED {}

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1)
authenticationFramework(7) 2 }

- Upper Bounds

ub-bit-options, ub-built-in-content-type, ub-built-in-encoded-information-types, ub-common-name-length,
ub-content-id-length, ub-content-length, ub-content-types, ub-country-name-alpha-length,
ub-country-name-numeric-length, ub-deliverable-class, ub-diagnostic-codes, ub-dl-expansions;
ub-domain-defined-attributes, ub-domain-defined-attribute-type-length, ub-domain-definéd-attribute-vdlue-length,
ub-domain-name-length, ub-encoded-information-types, ub-extension-attributes, ub-extension-types,
ub-e163-4-number-length, ub-e163-4-sub-address-length, ub-generation-qualifier-length; ub-given-nametlength,
ub-initials-length, ub-integer-options, ub-local-id-length, ub-mta-name-length, ub-mts-user-types,
ub-numeric-user-id-length, ub-organization-name-length, ub-organizational-units,
ub-organizational-unit-name-length, ub-orig-and-dl-expansions, ub-password-<length, ub-pds-name-length,
ub-pds-parameter-length, ub-pds-physical-address-lines, ub-postal-code-léngth, ub-privacy-mark-lengt
ub-queue-size, ub-reason-codes, ub-recipients, ub-recipient-number-for-advice-length, ub-redirections,
ub-redirection-classes, ub-restrictions, ub-security-categories, ub-security-labels, ub-security-problems,
ub-supplementary-info-length, ub-surname-length, ub-terminal-id<length, ub-tsap-id-length,
ub-unformatted-address-length, ub-x121-address-length

FROM MTSUpperBounds { joint-iso-itu-t mhs(6). mts(3) modules(0) upper-bounds(3) };
- Objects

MHS-OBJECT ::= ROS-OBJECT-CLASS

mts MHSIOBJECT ::= {

INITIATES { mts-forced-access-contract }
RESPONDS { mts-access-contract-}
ID id-ot-mts }

mts-user MHS-OBJECT ::= {

INITIATES { mts-access-contract }
RESPONDS { mts-forced-access-contract }
ID id-ot-mts-user }

- Contracts

mts-acceT-contract CONTRACT ::={

CONNECTION TItS-COnmect
INITIATOR CONSUMER OF  { submission | delivery | administration }
ID id-ct-mts-access }

mts-forced-access-contract CONTRACT ::= {

CONNECTION mts-connect
RESPONDER CONSUMER OF { submission | delivery | administration }
ID id-ct-mts-forced-access }

Figure 2 (Part 2 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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- Connection package

mts-connect CONNECTION-PACKAGE ::= {

BIND mis-bind

UNBIND mts-unbind

ID id-cp-mts-connect }
- Ports

PORT ::= OPERATION-PACKAGE

submission PORT ::= {

CONSUMER INVOKES { message-submission | probe-submission | cancel-deferred-delivery }
SUPPLIER INVOKES  { submission-control }
1D id-pt-submission }

NSUMER INVOKES { delivery-control }
PPLIER INVOKES { message-delivery | report-delivery }

id-pt-deilvcly }

ion PORT ::= {

ERATIONS { change-credentials }

NSUMER INVOKES { register }
id-pt-administration }

S-bind and MTS-unbind

MTSBindResuit
{ mts-bind-error } }

MTSBindAygument ::= SET {
infitiator-name
essages-waiting [1]
initiator-credentials 2]
sdcurity-context [3]

’
eXtensions [5]

ObjectName,

EXPLICIT MessagesWaiting OPTIONAL,
InitiatorCredentials,

SecurityContext OPTIONAL,

@

SET OF ExtensionField {{ MTSBindExtensions }} DEFAULT {}}

MTSBindExtensions EXTENSION ::= { PrivateExtensions, ... }
-1 May contain private extensions and future standardised extensions

MTSBindRe¢sult ::= SET {

r¢sponder-name ObjectName,
essages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,
r¢sponder-crédentials [2] ResponderCredentials,
extensions [31 SET OF ExtensionField {{ MTSBindResultExtensions }} DEFAULT {}

MTSBindRgsultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

mts-bind-error ABSTRACT-ERROR ::= {
PARAMETER INTEGER {
busy 0),

authentication-error
unacceptable-dialogue-mode
unacceptable-security-context

2),
3,
(4) } (0..ub-integer-options) }

mts-unbind ABSTRACT-OPERATION ::= emptyUnbind

Figure 2 (Part 3 of 29) — Abstract Syntax Definition of the MTS Abstract Service

62 ITU-T Rec. X.411 (1995 E)


https://iecnorm.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

- Association Control Parameters

ObjectName ::= CHOICE {
user-agent ORAddressAndOptionalDirectoryName,
mTA [0] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName}

MessagesWaiting ::= SET {
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue }

DeliveryQueue ::= SET {

messages [0] INTEGER (0..ub-queue-size),
octets [1] INTEGER (0..ub-content-length) OPTIONAL }

InitiatorCredentials ::= CHOICE {
simple Password,
strong [0] StrongCredentials (WITH COMPONENTS {

bind-token PRESENT }),

’

protected [1] ProtectedPassword }

RespongerCredentials ::= CHOICE {

simple Password,

strong [0] StrongCredentials (WITH COMPONENTS {
bind-token }),

protected [1] ProtectedPassword }

Password ::= CHOICE {
iaS-string IASString (SIZE (0..ub-password-length)),
octet-string OCTET STRING (SIZE (0..ub-password-length)) }

Strong(redentials ::= SET {
bind-token [0] Token OPTIONAL,
certificate [1] Certificates OPTIONAL }

ProtectpdPassword ::= SET {
signature SIGNATURE { SET {
password Password,
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random?2 [3] BIT STRING OPTIONAL } },
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime ORTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL }

SecurityContext ::= SET SIZE (1..ub-security-labels) OF SecurityLabel
-- Submission Port

messagp-submission ABSTRACT-OPERATION ::= {

ARGUMENT MessageSubmissionArgument
RESULT MessageSubmissionResult
ERRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |

unsupported-critical-function |
remote-bind-error }

INVOKE-PRIORITY {41617}
CODE op-message-submission }

Figure 2 (Part 4 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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MessageSubmissionArgument ::= SEQUENCE {

envelope MessageSubmissionEnvelope,
content Content }

MessageSubmissionResult ::= SET {
message-submission-identifier MessageSubmissionIdentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier ContentIdentifier OPTIONAL,
extensions [1] SET OF ExtensionField {{ MessageSubmissionResultExtensions }} DEFAULT {}}

MessageSubmissionResultExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:
originating-MTA-certificate |

proof-of-submission |

PrivateExtensions, ... }

probe-submission ABSTRACT-OPERATION ::= {

ARGUMENT ProbeSubmissionArgument

RESULT ProbeSubmissionResult

ERRORS { submission-control-violated |
element-of-service-not-subscribed |
originator-invalid |

recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }
INVOKE-PRIORITY {5}

CODE op-probe-submission }

ProbeSubmissionArgument ::= ProbeSubmissionEnvelope

ProbeSubmijssionResult ::= SET {
pr¢be-submission-identifier ProbeSubmissionIdentifier,
probe-submission-time [0] ProbeSubmissionTime,
content-identifier ContentIdentifier OPTIONAL,
extensions [1] SET OF ExtensionField {{ ProbeResultExtensions }} DEFAULT {}}

ProbeResultExtensions EXTENSION ::= { PrivateExtensions, ... }

ARGUMENT CancelDeférredDeliveryArgument
RESULT CancelDeferredDeliveryResult

ERRORS {tdeferred-delivery-cancellation-rejected |
message-submission-identifier-invalid |
remote-bind-error }
INYOKE-PRIORITY {3}

E op-cancel-deferred-delivery }

CancelDeferredDeliveryArgument ::= MessageSubmissionldentifier

CancelDeferyedDeliveryResult ::= NULL

submission-c STRACT-OPERATHION-+:={
ARGUMENT SubmissionControlArgument
RESULT SubmissionControlResult
ERRORS { security-error | remote-bind-error }
INVOKE-PRIORITY {3}
CODE op-submission-control }

SubmissionControlArgument ::= SubmissionControls

SubmissionControlResult ::= Waiting

Figure 2 (Part 5 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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submission-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-submission-control-violated }

element-service-not-subscribed ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-element-of-service-not-subscribed }

deferred-delivery-cancellation-rejected ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-deferred-delivery-cancellation-rejected }

originator-invalid ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-originator-invalid }

ISO/IEC 10021-4 : 1997 (E)

recipientiimproperly-specified ABSTRACT-ERROR ::= {

PARAMETER ImproperlySpecifiedRecipients
CODE err-recipient-improperly-specified }

ImproperlySpecifiedRecipients ::= SEQUENCE SIZE (1..ub-recipients) OF RecipientName
message-submission-identifier-invalid ABSTRACT-ERROR ::= {

ARAMETER NULL

ODE err-message-submission-identifier-invalid }

inconsistgnt-request ABSTRACT-ERROR ::= {

ARAMETER NULL
ODE err-inconsistent-request }

security-error ABSTRACT-ERROR ::= {

ARAMETER SecurityProblem
ODE err-security-error }

SecurityProblem ::= INTEGER (0..ub-security-problems)

unsuppofted-critical-function ABSTRACT-ERROR ::= {

ARAMETER NULL
ODE err-unsupported-critical‘function }

remote-llind-error ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-remote-bind-error }

- Submission Port Parameters

MessageBubmissionIdentifier/ ="M TSIdentifier
MessageSubmissionTime\::=Time
ProbeSu[missionIdentiﬁer ::= MTSIdentifier

ProbeSupmissionTime ::= Time

SubmissjonControls ::= Controls (WITH COMPONENTS {

permissible-content-types ABSENT,
permissible-encoded-information-types ABSENT })

Waiting ::= SET {
waiting-operations [0] Operations DEFAULT { },
waiting-messages [1] WaitingMessages DEFAULT { },

waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT {},

waiting-encoded-information-types EncodedInformationTypes OPTIONAL }

Figure 2 (Part 6 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Operations ::= BIT STRING {
probe-submission-or-report-delivery (0),
message-submission-or-message-delivery (1) } (SIZE (0..ub-bit-options))
-- holding 'one’, not-holding 'zero’

WaitingMessages ::= BIT STRING {
long-content (0),
low-priority (1),
other-security-labels (2) } (SIZE (0..ub-bit-options))

-- Delivery Port
message-delivery ABSTRACT-OPERATION ::= {
ARGUMENT MessageDeliveryArgument
RESULT MessageDeliveryResult
ERRORS { delivery-control-violated | security-error |
I exitical-function )
INVOKE-PRIORITY {416]7}
CODE op-message-delivery }

eryArgument ::= SEQUENCE {
MPONENTS OF MessageDeliveryEnvelope,

itent Content }

eryResult ::= SET {
recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] IMPLICIT ProofOfDelivery OPTIONAL,

ARGUMENT ReportDeliveryArgument
ReportDeliveryResult
ERRORS { delivery-control--violated }security-error |

unsupported-critical-function }
INVOKE-PRIORITY {5}

CPODE op-report-delivery ¢

ryResultExtensions EXTENSION ::= { PrivateExtensions, ... }
May contain private extensions and future standardised extensions

GUMENT DeliveryControlArgument
RESULT DeliveryControlResult
ERRORS { control-violates-registration | security-error | operation-refused }
INVOKE-PRIORITY {3}
CODE op-delivery-control }

DeliveryControlArgument ::= SET {
COMPONENTS OF DeliveryControls,
extensions [6] SET OF ExtensionField {{ DeliveryControlExtensions }} DEFAULT {}}

DeliveryControlExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

Figure 2 (Part 7 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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DeliveryControlResult ::= SET {
COMPONENTS OF Waiting,
extensions [6] SET OF ExtensionField {{ DeliveryControlResultExtensions }} DEFAULT {}}

DeliveryControlResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

delivery-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-delivery-control-violated }

control-violates-registration ABSTRACT-ERROR ::= {
PARAMETER NULL

CODE err-control-violates-registration }
operation=-refused ABSTRACT-ERROR =+

PARAMETER RefusedOperation
CODE  err-operation-refused }

RefuseflOperation ::= SET {

refused-argument CHOICE {
built-in-argument [1] Refused Argument,
refused-extension EXTENSION.&id },
refusal-reason [2] RefusalReason }

RefuseffArgument ::= INTEGER {

user-name (0),

user-address (1),

deliverable-content-types (2),
deliverable-maximum-content-length (3),
deliverable-encoded-information-types-constraints (4),
deliverable-security-labels (5),
recipient-assigned-redirections (6),

restricted-delivery (7),

retrieve-registrations (8), -- value 9 reserved for;possible future extension to Register arguments
restrict (10),

permissible-operations (11),

permissible-lowest-priority (12),
permissible-encoded-information-types-(13),
permissible-content-types (14),
permissible-maximum-content-length (15),
permissible-security-context (16)’} (0..ub-integer-options)

RefusaReason ::= INTEGER {

facility-unavailable (0);

facility-not-subscribed (1),

parameter-unacceptable (2) } (0..ub-integer-options)

-- Delivery Pert-Parameters
Recipi¢ntCertificate ::= Certificates

Proof(QfDélivery ::= SIGNATURE { SEQUENCE {

|_algorithm-identifier ProofOfDeliveryAlgorithmIdentifier.
delivery-time MessageDeliveryTime,

this-recipient-name ThisRecipientName,

originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
content Content,

content-identifier Contentldentifier OPTIONAL,

message-security-label MessageSecurityLabel OPTIONAL } }

ProofOfDeliveryAlgorithmldentifier ::= AlgorithmIdentifier

DeliveryControls ::= Controls

Figure 2 (Part 8 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Controls ::=SET {
restrict [0)] BOOLEAN DEFAULT TRUE,
-- update 'TRUE', remove 'FALSE’
permissible-operations [1] Operations OPTIONAL,
permissible-maximum-content-length [2] ContentLength OPTIONAL,
permissible-lowest-priority Priority OPTIONAL,

permissible-content-types [4] ContentTypes OPTIONAL,
permissible-encoded-information-types PermissibleEncodedInformationTypes OPTIONAL,

permissible-security-context [5] SecurityContext OPTIONAL }
- NOTE — The Tags [0], [1] and [2] are altered for the Register operation only.

PermissibleEncodedInformationTypes ::= EncodedInformationTypesConstraints
- Administration Port

register ABSTRACT-OPERATION ::= {

\

RESPLT ReisterReult
ERRIORS { register-rejected | remote-bind-error | operation-refused |
cacuritu_arrar

SeLun II.J-UI EVR ¢

INVOKE-PRIORITY {5}

CODE op-register }

ucarladdracs l(.\} TlcerAddress nP’"nNAL,

MSTH Rl TUSS | VOPTARGICSS LT 2 AV

erable-class SET SIZE (1..ub-deliverable-class) OF DeliverableClass OPTIONAL,

RegisterResult|::= CHOICE {
empty-result NULL,
non{empty-result SET {
registered-information [0] RegisterArgument (WITH COMPONENTS {

retrieve-registrations ABSENT} ) OPTIONAL,
extensions [1] SET OF ExtensionField {{ RegisterResultExtensions }} DEFAULT {} } }

ials ABSTRACT-OPERATION ::= {

ARGUMENT ChangeCredentialsArgument

RESULT NULL

ERRORS { new-credentials-unacceptable | old-credentials-incorrectly-specified |
remote-bind-error | security-error }

INVOKE-PRIORITY {5}

CODE op-change-credentials }

gument +:=SET {

old-credentils [0] Credentials,
new-credentials [1] Credentials }

register-rejected ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-register-rejected }
new-credentials-unacceptable ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-new-credentials-unacceptable }

Figure 2 (Part 9 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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old-credentials-incorrectly-specified ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-old-credentials-incorrectly-specified }

Administration Port Parameters

UserName ::= ORAddressAndOptionalDirectoryName

UserAddress ::= CHOICE {

x121 [0] SEQUENCE ({
x121-address NumericString (SIZE (1..ub-x121-address-length)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL },
presentation [1] PSAPAddress }

PSAPAddress ::= PresentationAddress

DeliverableClass ::= MessageClass (WITH COMPONENTS {

DefaultD¢liveryControls ::= Controls (WITH COMPONENTS {

Redirecti

RecipientRedirection ::= SET {

Redirecti

Message(

Encoded]

Message(

Recipien
Restricte]

Restricti

priority ABSENT,
objects ABSENT,
applies-only-to ABSENT })

restrict ABSENT,
permissible-security-context ABSENT })

bns ::= SEQUENCE SIZE (1..ub-redirections) OF RecipientRedirection

redirection-classes [0] SET SIZE (1..ub-redirection-classes) OF RedirectionClass OPTIONAL,
recipient-assigned-alternate-recipient [1] RecipientAssigned AlternateRecipient OPTIONAL }

bnClass ::= MessageClass

[lass ::= SET {

content-types [0] ContentTypes OPTIONAL,

maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,
security-labels [3] SecurityContext OPTIONAL;,

priority [4] SET OF Priority OPTIONAL,

objects [S] ENUMERATED { messages (0){-veports (1), both (2), ... } DEFAULT both,

extensions [7] SET OF ExtensionField-{{ MessageClassExtensions }} DEFAULT {} }

nformationTypesConstraints :;<(SEQUENCE {
unacceptable-eits [0] ExtendedEncodedInformationTypes OPTIONAL,
acceptable-eits [1] ExtendedEncodedInformationTypes OPTIONAL,

exclusively-acceptable-eits  [2] ExtendedEncodedInformationTypes OPTIONAL }

ClassExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May containprivate extensions and future standardised extensions

Assigned AltérnateRecipient ::= ORAddressAndOrDirectoryName
dDelivery ::= SEQUENCE SIZE (1..ub-restrictions) OF Restriction
bii;:= SET {

permitted BOOLEAN DEFAULT TRUE,
source-type BIT STRING {

originated-by (0),

redirected-by (1),

dl-expanded-by (2) } DEFAULT { originated-by, redirected-by, dl-expanded-by },
source-name ExactOrPattern OPTIONAL }

ExactOrPattern ::= CHOICE {

exact-match [0] ORName,
pattern-match [1] ORName }

Figure 2 (Part 10 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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RegistrationTypes ::= SEQUENCE {

standard-parameters [0] BIT STRING {
user-name (0),
user-address (1),
deliverable-class (2),
default-delivery-controls (3),
redirections (4),
restricted-delivery (5) } OPTIONAL,

extensions [1] SET OF EXTENSION.&id ({ RegisterExtensions }) OPTIONAL }

Credentials ::= CHOICE {
simple Password,
strong [0] StrongCredentials (WITH COMPONENTS {
certificate }) }

-- Message Submission Envelope

MessageSubmissie velope—=-SET-{
COMPONENTS OF PerMessageSubmissionFields,
pex-recipient-fields [1] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientMessageSubmissionFields }

PerMessagdSubmissionFields ::= SET {
ofiginator-name OriginatorName,
ofiginal-encoded-information-types OriginalEncoededInformatienTypes OPTIONAL,
cpntent-type ContentType,
cpntent-identifier ContentIdentifier OPTIONAL,
priority Priority DEFAULT normal,
per-message-indicators PerMessageIndicators DEFAULT {},
deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,
ektensions [2] SET OF ExtensionField {{ PerMessageSubmissionExtensions }} DEFAULT {}}

PerMessaggSubmissionExtensions EXTENSION ::= {
-- |[May contain the following extensions, private extensions, and-future standardised extensions:
redipient-reassignment-prohibited |
dlHexpansion-prohibited |
copversion-with-loss-prohibited |
latest-delivery-time |
originator-return-address |
orjginator-certificate |
content-confidentiality-algorithm-identifier |
mgssage-origin-authentication-check |
mg¢ssage-security-label |
proof-of-submission-request |
content-correlator |
foywarding-request -- for MS Abstract Service only -- |
PrivateExtensions, ... }

PerRecipieptMessageSubmissionFiglds ::= SET {
re¢ipient-name RecipientName,
orjginator-report-request [0] OriginatorReportRequest,
explicit-conversion [1] ExplicitConversion OPTIONAL,
extensions [2] SET OF ExtensionField {{ PerRecipientMessageSubmissionExtensions

DEFAULT {1}
PerRecipieptMessageSubmissionExtensions EXTENSION ::= {
-- LMay contain the following extensions, private extensions and future standardised extensions:

originator-requested-alternate-recipient |
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
PrivateExtensions, ... }

Figure 2 (Part 11 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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-- Probe Submission Envelope

ProbeSubmissionEnvelope ::= SET {

COMPONENTS OF PerProbeSubmissionFields,

per-recipient-fields [3] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientProbeSubmissionFields }

PerProbeSubmissionFields ::= SET {

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

content-length [0] ContentLength OPTIONAL,

per-message-indicators PerMessagelndicators DEFAULT { },

extensions [2] SET OF ExtensionField {{ PerProbeSubmissionExtensions }} DEFAULT {}}

PerProbeSubmissionExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised exten$ions:

recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
PrivateExtensions, ... }

PerRec|pientProbeSubmissionFields ::= SET {

recipient-name RecipientName,

originator-report-request [0] OriginatorReportRequest,

explicit-conversion [1] ExplicitConversion OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerRecipientProbeSubmissionExtensions }} DEFAULT {}}

PerRec]pientProbeSubmissionExtensions EXTENSION ::=4

-- May contain the following extensions, private extensions, and future standardised extensions:

originator-requested-alternate-recipient-|
requested-delivery-method |
physical-rendition-attributes |
PrivateExtensions, ... }

-- Message Delivery Envelope

MessageDeliveryEnvelope ::= SEQUENCE {

message-delivery-identifier MessageDeliveryldentifier,
message-delivery-time MessageDeliveryTime,
other-fields QthierMessageDeliveryFields }

OtherMessageDeliveryFields ::= SET {

content-type DeliveredContentType,
originator-name DeliveredOriginatorName,
original-encoded-information-types [1] OriginalEncodedInformationTypes OPTIONAL,
priority Priority DEFAULT normal,
delivery-flags [2] DeliveryFlags OPTIONAL,
other-recipient-names [3] OtherRecipientNames OPTIONAL,
this-recipient-name [4] ThisRecipientName,
originally-intended-recipient-name [5] OriginallyIntendedRecipientName OPTIONAL,
converted-encoded-information-types [6] ConvertedEncodedInformationTypes OPTIONAL,
message-submission-time [7] MessageSubmissionTime,
content-identifier [8] Contentldentifier OPTIONAL,
extensions [9] SET OF ExtensionField {{ MessageDeliveryExtensions }} DEFAULT {}}

Figure 2 (Part 12 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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MessageDeliveryExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
conversion-with-loss-prohibited |
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
originator-return-address |
physical-delivery-report-request |
originator-certificate |
message-token |
content-confidentiality-algorithm-identifier |
con

mes$age-origin-authentication-check |
mes$age-security-label |
proof-of-delivery-request |
redifection-history |

dl-e pansmn-hlstory]

intefnal-trace-information |
PrivateExtensions, ... }

-- Report Delivery Envelope

ReportDeliveryEnvelope ::= SET {
COMPONENTS OF PerReportDeliveryFields,
per{recipient-fields SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportDeliveryFields }

PerReportDeljveryFields ::= SET {
subject-submission-identifier SubjectSubmissionIdentifier,
confent-identifier Contentldentifier OPTIONAL,

megsage-security-label |
confent-correlator |
redjrection-history |
originator-and-DL-expansion-history|
repprting-DL-name |
repprting-MTA-certificate |
repprt-origin-authentication-check |
tra¢e-information |
int¢rnal-trace-information'|
PriyateExtensions, &\ }

PerRecipientReportDeliveryFields ::= SET {
acthal-recipient-name [0] ActualRecipientName,

supplementary-mformatlon [3] SupplementaryInformation OPTIONAL,
extensions [4] SET OF ExtensionField {{ PerRecipientReportDeliveryExtensions }} DEFAULT {}}

PerRecipientReportDeliveryExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
redirection-history |
physical-forwarding-address |
recipient-certificate |
proof-of-delivery |
PrivateExtensions, ... }

Figure 2 (Part 13 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ReportType ::= CHOICE {
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET {
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public }

NonDeliveryReport ::= SET {
non-delivery-reason-code [0] NonDeliveryReasonCode,
non-delivery-diagnostic-code [1] NonDeliveryDiagnosticCode OPTIONAL }
-- Envelope Fields

OriginatorName ::= ORAddressAndOrDirectoryName

DeliveredOriginatorName ::= ORAddressAndOptionalDirectoryName
OriginalEncodedinformationFypes——=EncodedinformationTypes
ContentTypes ::= SET SIZE (1..ub-content-types) OF ContentType

ContentType ::= CHOICE {
built-in BuiltInContentType,

extended ExtendedContentType }

BuiltInCpntentType ::= [APPLICATION 6] INTEGER {

unidentified (0),

external (1), -- identified by the object-identifier ofthe EXTERNAL content
interpersonal-messaging-1984 (2),

interpersonal-messaging-1988 (22),

edi-messaging (35),

voice-messaging (40) } (0..ub-built-in-content-type)

ExtendedContentType ::= OBJECT IDENTIFIER
DeliveredContentType ::= CHOICE {

built-in [0] BuiltInContentType,
extended ExtendedContentType }

Contentrentiﬁer ::= [APPLICATION 10] PrintableString(SIZE (1..ub-content-id-length))

PerMesspgelndicators ::= [APPLICATION 8] BIT STRING {

disclosure-of-other-recipients (0), -- disclosure-of-other-recipients-requested 'one’,
-- disclosure-of-other-recipients-prohibited 'zero';
-- ignored for Probe-submission

implicit-conversion-prohibited (1), -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed 'zero’
alternate-recipient-allowed (2), -- alternate-recipient-allowed 'one’,
-- alternate-recipient-prohibited 'zero'
content-return-request (3), -- content-return-requested 'one’,

-- content-return-not-requested 'zero';
-- ignored for Probe-submission

reserved.(4), -- bit reserved by MOTIS 1986

bit-5 (5),

bit-6 (6), -- notification type-1 : bit 5 'zero' and bit 6 'one’
-- notification type-2 : bit 5 'one' and bit 6 'zero’

uu:';'f;uuh.uu z'j/yr. 3—bits ‘oneland-bit 6onet

-- the mapping between notification type 1, 2, 3
-- and the content specific notification types are defined
-- in relevant content specifications

service-message (7) -- the message content is for service purposes;
-- it may be a notification related to a service message;
-- used only by bilateral agreement -- }

(SIZE (0..ub-bit-options))
RecipientName ::= ORAddressAndOrDirectoryName

Figure 2 (Part 14 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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OriginatorReportRequest ::= BIT STRING {
report (3),
non-delivery-report (4)
-- at most one bit shall be 'one’:
-- report bit 'one’ requests a 'report’;
-- non-delivery-report bit 'one' requests a 'non-delivery-report’;
-- both bits 'zero' requests 'no-report' -- } (SIZE (0..ub-bit-options))

ExplicitConversion ::= INTEGER {
ia5-text-to-teletex (0),
-- values 1 to 7 are no longer defined
iaS-text-to-g3-facsimile (8),

iaS-text-to-g4-class-1 (9),
iaS-text-to-videotex (10),

eX-t0-1a5-
tex-to-g3-facsimile (12),
tex-to-g4-class-1 (13),

tex-to-videotex (14
value 15 is no longer defined

ideotex-to-ia5-text (16

Priority ::= [APPLICATION 7] ENUMERATED {
ngrmal (0),
nan-urgent (1),
urgent (2) }

ContentLength ::= INTEGER (0..ub-content-length)

MessageDeliveryldentifier ::= MTSIdentifier
MessageDeliveryTime ::= Time

DeliveryFlags ::= BIT STRING {
plicit-conversion-prohibited (1) - implicit-conversion-prohibited 'one’,

-~ implicit-conversion-allowed 'zero’ -- }
(SEZE (0..ub-bit-options))

OtherRecipipntNames ::= SEQUENCE SIZE (1:.ub-recipients) OF OtherRecipientName
OtherRecipipntName ::= ORAddressAndOptionalDirectoryName

ThisRecipie)tName ::= ORAddressAndOptionalDirectoryName
OriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName
ConvertedEpcodedInformationTypes ::= EncodedInformationTypes
SubjectSubrmissionIdentifier ::= MTSIdentifier

ActualRecipjentName ::= ORAddressAndOrDirectoryName

TypeOfMTSUser ::= INTEGER {
public (0),
private (1),
ms (2),
M_l’
pdau (4),
physical-recipient (5),
other (6) } (0..ub-mts-user-types)

Figure 2 (Part 15 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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NonDeliveryReasonCode ::= INTEGER {
transfer-failure (0),
unable-to-transfer (1),
conversion-not-performed (2),

physical-rendition-not-performed (3),

physical-delivery-not-performed (4),

restricted-delivery (5),

directory-operation-unsuccessful (6),

deferred-delivery-not-performed (7) } (0..ub-reason-codes)

NonDeliveryDiagnosticCode ::= INTEGER {
unrecognised-OR-name (0),
ambiguous-OR-name (1),
mts-congestion (2),
loop-detected (3),
recipient-unavailable (4),

ISO/IEC 10021-4 : 1997 (E)

maximum-time-expired (5),

encoded-information-types-unsupported (6),

content-too-long (7),

conversion-impractical (8),

implicit-conversion-prohibited (9),

implicit-conversion-not-subscribed (10),

invalid-arguments (11),

content-syntax-error (12),

size-constraint-violation (13),

protocol-violation (14),

content-type-not-supported (15),

too-many-recipients (16),

no-bilateral-agreement (17),

unsupported-critical-function (18),

conversion-with-loss-prohibited (19),

line-too-long (20),

page-split (21),

pictorial-symbol-loss (22),

punctuation-symbol-loss (23),

alphabetic-character-loss (24),

multiple-information-loss (25),

recipient-reassignment-prohibited (26),

redirection-loop-detected (27),

dl-expansion-prohibited (28),

no-dl-submit-permission (29),

dl-expansion-failure (30),

physical-rendition-attributes:noet-supported (31),

undeliverable-mail-physical-delivery-address-incorrect (32),

undeliverable-mail-physical-delivery-office-incorrect-or-invalid (33),

undeliverable-mail-physical-delivery-address-incomplete (34),

undeliverable-mail-recipient-unknown (35),

undeliverable-mail-recipient-deceased (36),

undeliverable:mail-organization-expired (37),

undeliverable-mail-recipient-refused-to-accept (38),

undeliverable-mail-recipient-did-not-claim (39),

undeliverable-mail-recipient-changed-address-permanently (40),

undé¢liverable-mail-recipient-changed-address-temporarily (41),
undeliverable-mail-recipient-changed-temporary-address (42),

undeliverable-mail-new-address-unknown (43),
undeliverable-mail-recipient-did-not-want-forwarding (44),
undeliverable-mail-originator-prohibited-forwarding (45),
secure-messaging-error (46),

unable-to-downgrade (47),

unable-to-complete-transfer (48),
transfer-attempts-limit-reached (49),
incorrect-notification-type (50) } (0..ub-diagnostic-codes)

SupplementaryInformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))
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- Extension Fields

EXTENSION ::= CLASS {
&id ExtensionType UNIQUE,
&Type OPTIONAL,
&absent &Type OPTIONAL,
&recommended Criticality DEFAULT {} }
WITH SYNTAX {
[&Type [IF ABSENT &absent],]
[RECOMMENDED CRITICALITY &recommended,]
IDENTIFIED BY &id }

ExtensionType ::= CHOICE {

standard-extension [0] INTEGER (0..ub-extension-types),
private-extension [3] OBJECT IDENTIFIER }

Criticality ::=|BIT STRING {
for-submission (0),
fortransfer (1),
for-{delivery (2) } (SIZE (0..ub-bit-options)) -- critical 'one’, non-critical 'zero'

ExtensionField {EXTENSION:ChosenFrom} ::= SEQUENCE {

typé EXTENSION. &id({ChosenFrom}),
critjcality [1] Criticality DEFAULT {},
valge [2] EXTENSION.& Type({ChosenFrom} {@type}) DEFAULT NULL:NULL }

PrivateExtensions EXTENSION ::= {

-- Mny value shall be relayed and delivered if not Critical (see Table 27)
-- ¢xcept those values whose semantics the MTA obeys which are défined to be removed when obeyed.
-- Shall be IDENTIFIED BY ExtensionType.private-extension -y ..\J}

ID

DLExpansionProhibited ::= ENUMERATED {

dl-expansion-allowed (0),
dl-expansion-prohibited (1) }

conversion-with-loss-prohibited EXTENSION ::= {

ConversionWithLossProhibited IF ABSENT conversion-with-loss-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:4 }
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ConversionWithLossProhibited ::= ENUMERATED {

conversion-with-loss-allowed (0),
conversion-with-loss-prohibited (1) }

latest-delivery-time EXTENSION ::= {

LatestDeliveryTime,
RECOMMENDED CRITICALITY f{for-delivery},
IDENTIFIED BY standard-extension:5 }

LatestDeliveryTime ::= Time

requested-delivery-method EXTENSION ::= {

RequestedDeliveryMethod IF ABSENT { any-delivery-method },
IDENTIFIED BY standard-extension:6 }

Requeste i s= ==
-- most preferred first

any-delivery-method (0),

mhs-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery (4),

g3-facsimile-delivery (5),

g4-facsimile-delivery (6),

iaS-terminal-delivery (7),

videotex-delivery (8),

telephone-delivery (9) } (0..ub-integer-options)

physical-forwarding-prohibited EXTENSION ::= {

PhysicalForwardingProhibited IF ABSENT physical-forwarding-allowed,
RECOMMENDED CRITICALITY f{for-delivery},

IDENTIFIED BY standard-extension:7 }

PhysicaljorwardingProhibited ::= ENUMERATED {

physical-forwarding-allowed (0),
physical-forwarding-prohibited (1) }

physical-forwarding-address-request EXTENSION ::={

PhysicalForwardingAddressRequest IFFABSENT physical-forwarding-address-not-requested,
RECOMMENDED CRITICALITY:{for-delivery},

IDENTIFIED BY standard-extension:8 }

PhysicalforwardingAddressRequest :i= ENUMERATED {

physical-forwarding-address-not-requested (0),
physical-forwarding-address-requested (1) }

physical-flelivery-modes EXTENSION ::= {
PhysicalDeliveryModes IF ABSENT ordinary-mail,

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:9 }

PhysicalPeliveryModes ::= BIT STRING {
ordinary-mail (0),

special-delivery (1),

express-mail (2),

counter-collection (3),

counter-collection-with-telephone-advice (4),

counter-collection-with-telex-advice (5),

counter-collection-with-teletex-advice (6),

bureau-fax-delivery (7)

-- bits 0 to 6 are mutually exclusive

-- bit 7 can be set independently of any of bits 0 to 6 -- } (SIZE (0..ub-bit-options))
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registered-mail-type EXTENSION ::= {

RegisteredMailType IF ABSENT non-registered-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:10 }

RegisteredMailType ::= INTEGER {
non-registered-mail (0),
registered-mail (1),
registered-mail-to-addressee-in-person (2) } (0..ub-integer-options)

recipient-number-for-advice EXTENSION ::= {

RecipientNumberForAdyvice,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:11 }

RecipientNymberFor. " - -Aumber-for-advice-length))

physical-rerdition-attributes EXTENSION ::= {

PhysicalRenditionAttributes IF ABSENT id-att-physicalRendition-basic,
COMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:12 }

PhysicalRenditionAttributes ::= OBJECT IDENTIFIER

turn-address EXTENSION ::= {

riginatorReturnAddress,
IDENTIFIED BY standard-extension:13 }

OriginatorReturnAddress ::= ORAddress

physical-delivery-report-request EXTENSION ::= {
ysicalDeliveryReportRequest IF ABSENT return-of-undeliverable-mail-by-PDS,

COMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:14 }

PhysicalDeliveryReportRequest ::= INTEGER {
rgturn-of-undeliverable-mail-by-PDS (0),
return-of-notification-by-PDS (1),
return-of-notification-by-MHS (2),
return-of-notification-by-MHS-and-PDS (3) } (0..ub-integer-options)

riginatorCertificate,
COMMENDED CRITICALITY f{for-delivery},
IDENTIFIED BY standard-extension:15 }

OriginatorQertificate ::= Certificates

message-token EXTENSION ::= {

essageToken,
COMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:16 }

MessageToken ::= Token

content-confidentiality-algorithm-identifier EXTENSION ::= {

ContentConfidentialityAlgorithmIdentifier,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:17 }

ContentConfidentialityAlgorithmIdentifier ::= AlgorithmIdentifier
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content-integrity-check EXTENSION ::= {

ContentIntegrityCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:18 }

ContentIntegrityCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ContentIntegrityAlgorithmIdentifier OPTIONAL,
content Content } }

ContentIntegrityAlgorithmIdentifier ::= AlgorithmIdentifier

MessageOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
_IDENTIFIED BY standard-extension:19 }

ISO/IEC 10021-4 : 1997 (E)

MessaggOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

content Content,
content-identifier ContentIdentifier OPTIONAL

nessage-security-label MessageSecurityLabel O
MessaggOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

messagé¢-security-label EXTENSION ::= {

MessageSecurityLabel,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:20 }

MessagpSecurityLabel ::= SecurityLabel

proof-of-submission-request EXTENSION ::= {

RECOMMENDED CRITICALITY {for-submission},
IDENTIFIED BY standard-extension:21 }

ProofOfSubmissionRequest ::= ENUMERATED {

proof-of-submission-not-requested (0);
proof-of-submission-requested (1).}

proof-of-delivery-request EXTENSION.f:= {

ProofOfDeliveryRequest IE ABSENT proof-of-delivery-not-requested,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:22 }

ProofOfDeliveryRequest ::= ENUMERATED {

proof-of-delivery-not-requested (0),
proof-of-delivery-requested (1) }

contenttcorrélator EXTENSION ::= {

ContentCorrelator,
—IIDENTHFED B Y-stamdard=extension:23}

ProofOfSubmissionRequest IF ABSENT proof-of-subniission-not-requested,

ContentCorrelator ::= CHOICE {

iaStext JASString,
octets OCTET STRING }

probe-origin-authentication-check EXTENSION ::= {

ProbeOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:24 }
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ProbeOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProbeOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

ProbeOriginAuthenticationAlgorithmldentifier ::= AlgorithmIdentifier

redirection-history EXTENSION ::= {

RedirectionHistory,
IDENTIFIED BY standard-extension:25 }

RedirectionHistory ::= SEQUENCE SIZE (1..ub-redirections) OF Redirection

Redirection ::= SEQUENCE {

intended-recipient-name IntendedRecipientName,
redirection- S Y

IntendedRecipientName ::= SEQUENCE {

int¢nded-recipient ORAddressAndOptionalDirectoryName,
redjrection-time Time }

RedirectionRgason ::= ENUMERATED {

recjpient-assigned-alternate-recipient (0),
originator-requested-alternate-recipient (1),
recjpient-MD-assigned-alternate-recipient (2),

istory EXTENSION ::= {

xpansionHistory,
NTIFIED BY standard-extension:26 }

DLExpansionjHistory ::= SEQUENCE SIZE (1..ub-dl-expansions) OF DLExpansion

DLExpansion ::= SEQUENCE {

dl DRAddressAndOptionalDirectoryName,
dl-pxpansion-time Time }

physical-forwarding-address EXTENSION ::= {

PhysicalForwardingAddress,
IDENTIFIED BY standard-extension:27 }

PhysicalForwardingAddress ::= ORAddressAndOptionalDirectoryName

recipient-certificate EXTENSION::5 {

ReripientCertificate,
IDENTIFIED BY:standard-extension:28 }

proof-of-deliyery EXTENSION ::= {
PrpofOfDelivery,

finition

IDﬁNTIF TED BY standard-extension:29 }
originator-and-DL-expansion-history EXTENSIONT=X
OriginatorAndDLExpansionHistory,

IDENTIFIED BY standard-extension:30 }

OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (2..ub-orig-and-dl-expansions) OF
OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {

originator-or-di-name ORAddressAndOptionalDirectoryName,
origination-or-expansion-time Time }
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reporting-DL-name EXTENSION ::= {

ReportingDLName,
IDENTIFIED BY standard-extension:31 }

ReportingDLName ::= ORAddressAndOptionalDirectoryName

reporting-MTA-certificate EXTENSION ::= {
ReportingMTACertificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:32 }
ReportingMTACertificate ::= Certificates

report-origin-authentication-check EXTENSION ::= {

ISO/IEC 10021-4 : 1997 (E)

ECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:33 }

ReportQriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ReportOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,

message-security-label MessageSecurityLabel OPTIONAL,

per-recipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportFields} }

ReportQriginAuthenticationAlgorithmIdentifier ::= Algorithmldentifier

PerRecipientReportFields ::= SEQUENCE {

actual-recipient-name ActualRecipientName,
originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
report-type CHOICE {

delivery [0] PerRecipientDeliveryReportFields,

non-delivery [1] PerRecipientNonDeliveryReportFields } }

PerRecipientDeliveryReportFields ::= SEQUENCE {

message-delivery-time MessageDeliveryTime,
type-of-MTS-user TypeOfMTSUser,

recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery 1] ProofOfDelivery OPTIONAL }

PerRecipientNonDeliveryReportFields ::= SEQUENCE {

non-delivery-reason-code NonDeliveryReasonCode,
non-delivery-diagnostic-code NonDeliveryDiagnosticCode OPTIONAL }

originating-MTA-certificate EXTENSION ::= {
OriginatingMTA Certificate,
IDENTIFIED'BY standard-extension:34 }
OriginatingMTACertificate ::= Certificates

ProofQOfSubmission,
IDENTIFIED BY standard-extension:35 }

ProofOfSubmission ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProofOfSubmissionAlgorithmIdentifier,
message-submission-envelope MessageSubmissionEnvelope,
content Content,

message-submission-identifier MessageSubmissionIdentifier,
message-submission-time MessageSubmissionTime } }

ProofOfSubmissionAlgorithmIdentifier ::= AlgorithmIdentifier
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-- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the
-- content octet string is the ASN.1 encoding of the external-content,
-- an external-content is a data type EXTERNAL

MTSIdentifier ::= [APPLICATION 4] SEQUENCE {

global-domain-identifier GlobalDomainldentifier,
local-identifier Localldentifier }

Localldentifier ::= IA5String (SIZE (1..ub-local-id-length))

GlobalDomainlIdentifier ::= [APPLICATION 3] SEQUENCE {

country-name CountryName,
administration-domain-name AdministrationDomainName,
private=domain-identifier PrivateBomaintdentifier- OPTHONAL

PrivateDomainlIdentifier ::= CHOICE {

nymeric NumericString (SIZE (1..ub-domain-name-length)),
p'llntable PrintableString (SIZE (1..ub-domain-name-length)) }

MTAName $:=IA5String (SIZE (1..ub-mta-name-length))

Time ::= UTICTime
-- OR Nameés

ORAddressAndOrDirectoryName ::= ORName
ORAddressandOptionalDirectoryName ::= ORName

ORName ::5 [APPLICATION 0] SEQUENCE {

--| address -- COMPONENTS OF ORAddress,
ectory-name [0] Name OPTIONAL }

ORAddress
b
built-in-domain-defined-attributes BuiltiInDomainDefinedA ttributes OPTIONAL,

:= SEQUENCE {
ilt-in-standard-attributes BuiltInStandardAttributes,

--| see also teletex-domain-defined-attributes
eXtension-attributes ExtensionAttributes OPTIONAL }

- The OR-address is semantically.absent from the OR-name if the built-in-standard-attribute

-- sdquence is emply and the bullt-in-domain-defined-attributes and extension-attributes are both omitted.
ilt-in Standard Attributes

untry-name CountryName OPTIONAL,
ministration-domain-name AdministrationDomainName OPTIONAL,
twork-address [0] NetworkAddress OPTIONAL,

see also extended-network-address

rminal-identifier [1] Terminalldentifier OPTIONAL,
i i i inName OPTIONAI

organization-name [3] OrganizationName OPTIONAL,

-- see also teletex-organization-name

numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

-- see also teletex-personal-name
organizational-unit-names [6] OrganizationalUnitNames OPTIONAL

-- see also teletex-organizational-unit-names -- }
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CountryName ::= [APPLICATION 1] CHOICE {

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

AdministrationDomainName ::= [APPLICATION 2] CHOICE {

numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE (0..ub-domain-name-length)) }

NetworkAddress ::= X121Address

-- see also extended-network-address

X121Address ::= NumericString (SIZE (1..ub-x121-address-length))

Terminalldentifier ::= PrintableString (SIZE (1..ub-terminal-id-length

PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

OrganigationName ::= PrintableString (SIZE (1..ub-organization-name-length))

-- see filso teletex-organization-name

NumerjcUserldentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))

PersonalName ::= SET {

surname [0] PrintableString (SIZE (1..ub-surname-length)),
given-name [1] PrintableString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,
generation-qualifier [3] PrintableString (SIZE (1..ub-genération-qualifier-length)) OPTIONAL}

-- see plso teletex-personal-name

OrganigationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF OrganizationalUnitName

-- see flso teletex-organizational-unit-names

OrganigzationalUnitName ::= PrintableString (SIZE(1..ub-organizational-unit-name-length))
- Built-in Domain-defined Attributes

BuiltInDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
BuiltinDomainDefinedAttribute

BuiltInDomainDefinedAttribute,:;:=SEQUENCE {

type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) }

- Extension Attributes

ExtensjonAttributes ::= SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtensjonAttribute ::= SEQUENCE {

exte bute=type {6 & CISTOMA buteTables);
extension-attribute-value [1] EXTENSION-ATTRIBUTE.& Type ({ExtensionAttributeTable}
{@extension-attribute-type}) }

EXTENSION-ATTRIBUTE ::= CLASS {

&id INTEGER (0..ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}

Figure 2 (Part 24 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ExtensionAttributeTable EXTENSION-ATTRIBUTE ::= {

common-name |
teletex-common-name |
teletex-organization-name |
teletex-personal-name |
teletex-organizational-unit-names |
teletex-domain-defined-attributes |
pds-name |
physical-delivery-country-name |
postal-code |
physical-delivery-office-name |
physical-delivery-office-number |
extension-OR-address-components |
physical-delivery-personal-name |
physical-delivery-organization-name |

extepsion-physical-delivery-address-components |
unfdrmatted-postal-address |

street-address |

postroffice-box-address |

poste-restante-address |

unique-postal-name |

locaj-postal-attributes |
extended-network-address |

terminal-type }

- Ext¢nsion Standard Attributes
common-nam¢ EXTENSION-ATTRIBUTE ::= {CommonName IDENTIFIED BY 1}
CommonNam¢ ::= PrintableString (SIZE (1..ub-common-name-length))

teletex-commdn-name EXTENSION-ATTRIBUTE ::= {TeletexCommonName IDENTIFIED BY 2}

TeletexCommpnName ::= TeletexString (SIZE (1..ub-common-name-lenigth))

teletex-organifation-name EXTENSION-ATTRIBUTE ::= {TelétexOrganizationName IDENTIFIED BY 3}
TeletexOrganjzationName ::= TeletexString (SIZE (1..ub-organization-name-length))
teletex-personjal-name EXTENSION-ATTRIBUTE {5 {TeletexPersonalName IDENTIFIED BY 4}

TeletexPersofalName ::= SET {

surhame [0] TeletexString (SIZE'(1..ub-surname-length)),
giv¢n-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,
initjals [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,

TeletexOrganizationalUnitName ::= TeletexString (SIZE (1..ub-organizational-unit-name-length))
pds-name EXTENSION-ATTRIBUTE ::= {PDSName IDENTIFIED BY 7}
PDSName ::= PrintableString (SIZE (1..ub-pds-name-length))

physical-delivery-country-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryCountryName IDENTIFIED BY 8}
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PhysicalDeliveryCountryName ::= CHOICE {

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

postal-code EXTENSION-ATTRIBUTE ::= {PostalCode IDENTIFIED BY 9}

PostalCode ::= CHOICE {

numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

physical-delivery-office-name EXTENSION-ATTRIBUTE ::= {PhysicalDeliveryOfficeName IDENTIFIED BY 10}
PhysicalDeliveryOfficeName ::= PDSParameter

physical-delivery-office-number EXTENSION-ATTRIBUTE ::=
i i TEDBY 11}

PhysicaleliveryOfficeNumber ::= PDSParameter

OR-address-components EXTENSION-ATTRIBUTE ::=
{ExtensionORAddressComponents IDENTIFIED BY 12}

ExtensiopORAddressComponents ::= PDSParameter

physical-felivery-personal-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryPersonalName IDENTIFIED BY 13}

PhysicalDeliveryPersonalName ::= PDSParameter

physical-felivery-organization-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOrganizationName IDENTIFIED BY 14}

Physical])eliveryOrganizationName ::= PDSParameter

extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=

{ExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 15}

ExtensiopPhysicalDeliveryAddressComponents ::= PDSParameter
unformatted-postal-address EXTENSION-ATTRIBUTE ::= {UnformattedPostalAddress IDENTIFIED BY 16}

UnformattedPostalAddress ::= SET {

printable-address SEQUENCE SIZE (1..ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL }

street—ajdress EXTENSION-ATTRIBUTE ::= {StreetAddress IDENTIFIED BY 17}
StreetAddress ::= PDSParameter

post-offi¢e-box-address EXTENSION-ATTRIBUTE ::= {PostOfficeBoxAddress IDENTIFIED BY 18}

PostOffiteBoxAddress ::= PDSParameter

poste-regtante-address EXTENSION-ATTRIBUTE ::= {PosteRestanteAddress IDENTIFIED BY 19}

PosteRestanteAddress ::= PDSParameter

unique-postal-name EXTENSION-ATTRIBUTE ::= {UniquePostalName IDENTIFIED BY 20}
UniquePostalName ::= PDSParameter

local-postal-attributes EXTENSION-ATTRIBUTE ::= {LocalPostalAttributes IDENTIFIED BY 21}

LocalPostalAttributes ::= PDSParameter
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PDSParameter ::= SET {

printable-string PrintableString (SIZE(1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(1..ub-pds-parameter-length)) OPTIONAL }

extended-network-address EXTENSION-ATTRIBUTE ::= {ExtendedNetworkAddress IDENTIFIED BY 22}

ExtendedNetworkAddress ::= CHOICE {
e163-4-address SEQUENCE {

number [0] NumericString (SIZE (1..ub-e163-4-number-length)),
sub-address [1] NumericString (SIZE (1..ub-e163-4-sub-address-length)) OPTIONAL },

psap-address [0] PresentationAddress }

terminal-type EXTENSION-ATTRIBUTE ::= {TerminalType IDENTIFIED BY 23}

TerminalType ::= INTEGER {
telex (3),

teletex (4),

g3tfacsimile (5),

g4tfacsimile (6),

iaj-terminal (7),

vidleotex (8) } (0..ub-integer-options)

Extension Domain-defined Attributes

teletex-domdin-defined-attributes EXTENSION-ATTRIBUTE ::=

{1

TeletexDom{

eletexDomainDefinedAttributes IDENTIFIED BY 6}

linDefined Attributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF

TgletexDomainDefinedA ttribute

TeletexDomj

ty

pinDefinedAttribute ::= SEQUENCE {
pe TeletexString (SIZE (1..ub-domain-defined-attribute-type-length)),

vallue TeletexString (SIZE (1..ub-domain-defined-attribute-value-length)) }

E

EncodedInfq
by

pcoded Information Types

rmationTypes ::= [APPLICATION 5] SET {
ilt-in-encoded-information-types [0] BuiltInEncededInformationTypes,
non-basic-parameters -- COMPONENTS.OF NonBasicParameters,

extended-encoded-information-types [4] ExténdedEncodedInformationTypes OPTIONAL }

Bi

BuiltInEnco

ilt-in Encoded Information Types

ledInformationTypes ::= BIT STRING {

u

known (0),

iap-text (2),

g3-facsimile (3),

g4-class-1 (4),

teletex (5),

vifleotex (6),

vdice (7),

sfd (8),

mjxed-mode-(9) } (SIZE (0..ub-built-in-encoded-information-types))

Exterided Encoded Information Types

ExtendedEncodedInformationTypes ::= SET SIZE (1..ub-encoded-information-types) OF

ExtendedEncodedInformationType

ExtendedEncodedInformationType ::= OBJECT IDENTIFIER

Non-basic Parameters

NonBasicParameters ::= SET {

g3

-facsimile [1] G3FacsimileNonBasicParameters DEFAULT { },

teletex [2] TeletexNonBasicParameters DEFAULT {} }

86

Figure 2 (Part 27 of 29) — Abstract Syntax Definition of the MTS Abstract Service

ITU-T Rec. X.411 (1995 E)



https://iecnorm.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

G3FacsimileNonBasicParameters ::= BIT STRING {

two-dimensional (8), -- As defined in ITU-T Recommendation T.30
fine-resolution (9), --

unlimited-length (20), -- These bit values are chosen such that when
bd-length (21), -- encoded using ASN. ] Basic Encoding Rules
a3-width (22), -~ the resulting octets have the same values
b4-width (23), -- as for T.30 encoding

t6-coding (25), --

uncompressed (30), -- Trailing zero bits are not significant.
width-middle-864-0f-1728 (37), -- 1t is recommended that implementations
width-middle-1216-0f-1728 (38), -~ should not encode more than 32 bits unless
resolution-type (44), -- higher numbered bits are non-zero.

resolution-400x400 (45),

resolution-300x300 (46),
—Tesvlution=8x15(47);

edi (49),

dtm (50),

bft (51),

mixed-mode (58),

character-mode (60),

twelve-bits (65),

preferred-huffmann (66),

full-colour (67),

ipeg (68),

processable-mode-26 (71) }

TeletexNonBasicParameters ::= SET {

graphic-character-sets [0] TeletexString OPTIONAL,

control-character-sets [1] TeletexString OPTIONAL,

page-formats [2] OCTET STRING OPTIONAL,

miscellaneous-terminal-capabilities [3] TeletexString OPTIONAL,

private-use [4] OCTET STRING OPTIONAL -- maximiim ub-teletex-private-use-length octets --
-- as defined in CCITT Recommendation T.62 '
- Token

Token {:= SEQUENCE {
token-type-identifier [0)] TOKEN.&id ({TokensTable}),
token [1] TOKEN.&Type ({TokensTable} {@token-type-identifier}) }

TOKEN ::= TYPE-IDENTIFIER

Tokens[Table TOKEN ::= { asymmetric-token, ... }
asymmeptric-token TOKEN ::= {AsymmetricToken IDENTIFIED BY id-tok-asymmetricToken}

AsymnjetricToken ::= SIGNED-{ SEQUENCE {
signature-algorithm-identifier AlgorithmIdentifier,
name CHOICE ¢
recipient-name RecipientName,
mta [3] SEQUENCE {
global-domain-identifier GlobalDomainIdentifier OPTIONAL,
mta-name MTAName } },
time-Time,
signed-data [0] TokenData OPTIONAL,
encryption-algorithm-identifier [1] AlgorithmIdentifier OPTIONAL,
encrypted-data [2] ENCRYPTED { TokenData } OPTIONAL } }

TokenData ::= SEQUENCE {
type [0] TOKEN-DATA.&id ({TokenDataTable}),
value [1] TOKEN-DATA.&Type ({TokenDataTable} {@type}) }

TOKEN-DATA ::= CLASS {
&id INTEGER UNIQUE,
&Type }
WITH SYNTAX {&Type IDENTIFIED BY &id}

Figure 2 (Part 28 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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TokenDataTable TOKEN-DATA ::= {
bind-token-signed-data |
message-token-signed-data |
message-token-encrypted-data |
bind-token-encrypted-data, ... }

bind-token-signed-data TOKEN-DATA ::= {BindTokenSignedData IDENTIFIED BY 1}
BindTokenSignedData ::= RandomNumber

RandomNumber ::= BIT STRING

message-token-signed-data TOKEN-DATA ::= {MessageTokenSignedData IDENTIFIED BY 2}

MessageTokenSignedData ::= SEQUENCE {
content-confidentiality-algorithm-identifier [0]

OPTIONAL,

cont¢nt-integrity-check [1] ContentIntegrityCheck OPTIONAL,
ge-security-label [2] MessageSecurityLabel OPTIONAL,
-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,
messpge-sequence-number [4] INTEGER OPTIONAL }

message-token{encrypted-data TOKEN-DATA ::= {MessageTokenEncryptedData IDENTIFIED BY 3}

MessageTokenEncryptedData ::= SEQUENCE {

contént-confidentiality-key [0] EncryptionKey OPTIONAL,
contént-integrity-check [1] ContentIntegrityCheck OPTIONAL,
message-security-label [2] MessageSecurityLabel OPTIONAL,
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

EncryptionKey ::= BIT STRING
bind-token-endrypted-data TOKEN-DATA ::= {BindTokenEncryptedData IDENTIFIED BY 4}

BindTokenEn:lryptedData ::= EXTERNAL
- Secyrity Label

SecurityLabel p:= SET {
secufity-policy-identifier SecurityPolicyldentifier OPTIONAL,

SecurityPolicy[dentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmjarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
top-secret (5).}.(0..ub-integer-options)

PrivacyMark }:=PrintableString (SIZE (1..ub-privacy-mark-length))

SecurityCate

SecurityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={... }
END -- of MTSAbstractService

Figure 2 (Part 29 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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SECTION 3 — MESSAGE TRANSFER AGENT ABSTRACT SERVICE

10 Refined Message Transfer System model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines the MTS model,
and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals its internal structure.

Origingtor Message-transfer

Message-submission Message-delivery
MTB-user > > MT§-user

<

Report-delivery MTA \/, l/' MTA
(non-delivery)
‘T MTA ) Intended-recipients
NS—————

-

Report-transfer

X MTS§-user

Non-delivery
-96/d02

Figure 3 — Refined Message Transfer System model

The MT$ comprises a collection of message-transfer=agent (MTA) objects, which cooperate together to form the MTS
and offef the MTS Abstract Service to its usersi~It is the MTAs which perform the active functions of the MTS,
i.e. transfer of messages, probes and reports, generation of reports, and content conversion.

MTA objects also have ports, some of Which are precisely those which are also visible at the boundary ¢f the MTS
object, i.¢. submission-ports, delivery-ports and administration-ports. However, MTAs also have another typ¢ of port —a
transfer-port — which are concerned, with the distribution of the MTS Abstract Service between the MTAs, [and are not
visible af the boundary of the MTS object.

A transfgr-port enables an MTA to transfer messages, probes and reports to another MTA. In general, a megsage, probe
or report|may have to-be transferred a number of times between different MTAs to reach its intended destinatjon.

If a mespage is-addressed to multiple recipients served by several different MTAs, the message must bef transferred
through the-MTS along several different paths. From the perspective of an MTA transferring such a megsage, some
recipients may be reached via one path while other recipients may be reached via another. At such an MTA/ two copies
of the message are created, and each is transferred to the next MTA along its respective path. The copying and branching
of the message is repeated until each copy has reached a final destination MTA, where the message can be delivered to
one or more recipient MTS-users.

Every MTA along a path taken by a message is responsible for delivering or transferring the message to a particular
subset of the originally-specified-recipients. Other MTAs take care of the delivery or transfer to remaining recipients,
using copies of the messages created along the way.

Reports on the delivery or non-delivery of a message to one or more recipient MTS-users, are generated by MTAs in
accordance with the request of the originator of the message and the originating-MTA. An MTA may generate a
delivery-report upon successfully delivering a copy of a message to a recipient MTS-user. It may generate a non-
delivery-report upon determining that a copy of a message is undeliverable to one or more recipients, that is, it is unable
to deliver the message to the recipient MTS-users, or it is unable to transfer the message to an adjacent MTA that would
take responsibility for delivery or transferring the message further.
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For efficiency, an MTA may generate a single, combined report that applies to several copies of a single, multiple
recipient message for which it is responsible. Both delivery- and non-delivery-reports may be combined together.
However, in order for reports to be combined in this manner, the same content conversion, if any, must have been
performed on the message for all recipients to whom the report refers.

Reports that pertain to copies of the same multiple recipient message but that were generated by different MTAs are not
combined by any intermediate MTAs, but instead remain distinct.

When required, an MTA may perform content conversion. When neither the originating nor the recipient MTS-user
requests nor prohibits conversion, implicit conversion of a message’s encoded-information-types may be performed by
an MTA to suit the encoded-information-types that the recipient MTS-user is able to receive. The originating MTS-user
may also explicitly request conversion of specific encoded-information-types for a particular recipient MTS-user.

The submission-, delivery- and administration-ports of an MTA, which are also visible at the boundary of the MTS, are
defined in Section 2. The remaining clauses in this section define the transfer-port of an MTA, and the procedures
performed by MTAs to ensure the correct distributed operation of the MTS.

11 Message Transfer Agent Abstract Service overview
Section 2 dgfines the MTS Abstract Service provided by the submission-, delivery- and administration-ports ofjan MTA.

This clause|defines the following abstract-operations that are provided by the transfer-ports’'of MTAs:

MTA-bind|and MTA-unbind
a} MTA-bind;
b) MTA-unbind.

Transfer Port Abstract-operations

o

Message-transfer;

d) Probe-transfer;

(¢

Report-transfer.

11.1 MTA-bind and MTA-unbind

The MTA¢{bind enables an MTA to establish an association with another MTA. Abstract-operations ofher than
MTA-bind [can only be invoked in the context of an established association.

The MTA-unbind enables the release of an established association by the initiator of the association.

11.2 Transfer Port Abstract-operations

The Messajge-transfer abstract-operation enables an MTA to transfer a message to another MTA.

The Probettransfer ahstract-operation enables an MTA to transfer a probe to another MTA |

The Report-transfer abstract-operation enables an MTA to transfer a report to another MTA.

12 Message Transfer Agent Abstract Service Definition

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of the abstract-
service provided by the transfer-ports of MTAs.

Subclause 12.1 defines the MTA-bind and MTA-unbind. Subclause 12.2 defines the transfer-port. Subclause 12.3
defines some common parameter types.

The abstract-syntax of the MTA Abstract Service is defined in clause 13.
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12.1 MTA-bind and MTA-unbind
This subclause defines the abstract-services used to establish and release associations between MTAs.

12.1.1  Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind:
a) MTA-bind;
b) MTA-unbind.

12.1.1.1 MTA-bind

The MTA-bind enables an MTA to establish an association with another MTA.

The M|TA-bind establishes the credentials of MTAs to interact, and the application-context and security-context of
the asspciation. An association can only be released by the initiator of that association (using MTA-unbind).

Abstra¢t-operations other than MTA-bind can only be invoked in the context of an established association.
The sugcessful completion of the MTA-bind signifies the establishment of an association.

The digruption of the MTA-bind by a bind-error indicates that an association has not béen-established.

12.1.1.1.1 Arguments

Table 28 lists the arguments of the MTA-bind, and for each argument qualifies its presence and indicates|the subclause
in whigh the argument is defined.

Table 28 - MTA-bind-Arguments

Argument Presence Subclause
Bind 4rguments
Initiajor-name (6] 12.1.1.1]1.1
Initiajor-credentials o 12.1.1.11.2
Secugity-context o 12.1.1.1)1.3

12.1.1{1.1.1 Initiator-name
This ajgument contains a name.for the initiator of the association. It may be generated by the initiator of th¢ association.

The name 1s an MTA-name.

12.1.1]1.1.2 Initiator-credentials

This afgument cContains the credentials of the initiator of the association. It may be generated by the ipitiator of the
associgtion!

.X.509 |

The thitiate
(see ITU-T Rec

als—may—be—Hsed esponde atrthentieate —the —identi the initiator
ISO/IEC 9594-8).

If only simple-authentication is proposed, the initiator-credentials comprise a simple password associated with the
initiator-name.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate.

The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g. a
certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validate the initiator-bind-token and to compute encrypted-data in the responder-
bind-token. If the responder is known to have, or have access to, the initiator’s certificate (e.g. via the Directory), the
initiator-certificate may be omitted.

12.1.1.1.1.3  Security-context

This argument indicates the security-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or more security-labels that defines the sensitivity of interactions that may occur
between the MTAs for the duration of the association, in line with the security-policy in force. The security-dontext
shall be one that is allowed by the security-labels associated with the MDs (MTAs).

If security-cantexts are not established between the MTAs, the sensitivity of interactions that may occur betwg¢en the
MTAs may bq at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Rdsults

Table 29 lists|the results of the MTA-bind, and for each result qualifies its presence and/indicates the subclause ir] which
the result is d¢fined.

Table 29 — MTA-bind Results

Result Presence Subclause

Bind Results

Responder-rfame
Responder-dredentials

oo
o
to
i

12.1.1.1.2.1 | Responder-name

This argument contains a name for the responder of the association. It may be generated by the responder| of the
association.

The name is gn MTA-name.
12.1.1.1.2.2 | Responderscredentials

This argument contains the credentials of the responder of the association. It may be generated by the responde} of the
association.

The responder-credentials may be U y e initator 10 authenticate the identity o € tesponder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password associated with the
responder-name.

If strong-authentication is used, the responder-credentials comprise a responder-bind-token. The responder-bind-
token is a token generated by the responder of the association. The responder-bind-token shall be the same type of
token as the initiator-bind-token. If the responder-bind-token is an asymmetric-token, the signed-data comprises a
random-number (which may be related to the random-number supplied in the initiator-bind-token). The encrypted-
data of an asymmetric-token may be used to convey security-relevant information (e.g. one or more symmetric-
encryption-keys) used to secure the association, or may be absent from the responder-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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12.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTA-bind are defined in 12.1.2.

12.1.1.2 MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the association.
12.1.1.2.1 Arguments

The MTA-unbind service has no arguments.

12.1.1.2.2 Results

The MTA-unbind service returns an empty result as indication of release ol the association.

12.1.1.2.3 Unbind-errors

There ard no unbind-errors that may disrupt the MTA-unbind.

12.1.2 |Bind-errors

This subdlause defines the following bind-errors:
a) Authentication-error;

b) Busy;

c) Unacceptable-dialogue-mode;

d) Unacceptable-security-context.

12.1.2.1 | Authentication-error

The Autljentication-error bind-error reports that an dssociation cannot be established due to an authenticatign error; the
initiator’$ credentials are not acceptable or are improperly specified.

The AutHentication-error bind-error has no parameters.

12.1.2.2 | Busy

The Busy bind-error reports that-an association cannot be established because the responder is busy.
The Busy bind-error hasyno-parameters.

12.1.2.3 | Unacceptable-dialogue-mode

The Unafceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the|association
is unaccgptable to the responder (see clause 12 of ITU-T Rec. X.419 | ISO/IEC 10021-6).

The Unacceptable-dialogue-mode bind-error has no parameters.

12.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

12.2 Transfer Port

This subclause defines the abstract-operations and abstract-errors which occur at a transfer-port.
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12.2.1

Abstract-operations

This subclause defines the following transfer-port abstract-operations:

a)
b)
©)
12211 M

Message-transfer;
Probe-transfer;

Report-transfer.

essage-transfer

The Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.

12.2.1.1.1 Arguments

12.2.1.1.1.1

This argumgnt contains an MTS-identifier that distinguishes the message from all other messages, probes an(
TS. It shall be generated by the originating-MTA of the message, and shall have 'the same valy

within the
message-su
me«aoe-dp

When a me

message-id¢

12.2.1.1.1.2

Thig aroumg
41115 Giguiil

MTS. It may

This argumg

12.2.1.1.1.3

This argums
(or probe o
which the m

Message-identifier

bmission-identifier supplied to the originator of the message when the message was submitted
ivery-identifier mnphed to the recmlenm of the message when the message is.delivered.

............ vy cIlcL T3> 1eoa4d SiC

ntifier of the original.

Per-domain-bilateral-information

11y CULRGIILS AHRIOIIIGUUI LCHUCG LU VIS Wit Wil HLSSspags Wil O1

be generated by the originating-MD of the message.

nt may contain zero or more elements, each of which comprises:

the bilateral-information intended for an MD;

the country-name and, optionally,. the administration-domain-name and, optionally, the
domain-identifier of the MD for which the bilateral-information is intended.

Trace-information

nt documents the actions taken on the message (or probe or report) by each MD through which the

essage (or probe or report) passes.

12.2.1.1.1.4

This argumgnt documents the actions taken on the message (or probe or report) by each MTA through W
message (01 probesenteport) passes as it is transferred within an MD (see 12.3.1). It shall be generated by eal

through whi

Internal-trace-information

ch the message (or probe or report) passes within an MD.

report) passes as it is transferred through the MTS (see 12.3.1). It shall be generated by each MD

| reports
e as the

| and the

sage is copied for routing to multiple recipients via different MTAs,~¢ach copy of the message bears the

private-

message
through

hich the
ch MTA

As a matter of focal poticy, am MTA Tmay (but Ts ot Tequired o) Temove internal-trace-information rerating to other

MDs when performing delivery, or when transferring to another MD, or on receiving from another MD.

12.2.1.1.1.5

Originally-specified-recipient-number

This argument shall be generated by the originating-MTA of the message. A different value of this argument is specified
for each originally-specified-recipient of the message.

The originally-specified-recipient-number is an integer value in the range that begins with one and ends with the

number of 0

riginally-specified-recipients.

There is a one-to-one relationship between a particular originally-specified-recipient-number value and a particular
recipient-name at the time of message-submission; it should not be assumed that this is a singular relationship at the
time of message-delivery. That is, an originally-specified-recipient-number value can be used to distinguish an
originally specified recipient-name, but not an actual recipient that will receive the message.
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Table 30 — Message-transfer Arguments

Argument Presence Subclause
Relaying Arguments
Message-identifier M 12.2.1.1.1.1
Per-domain-bilateral-information C 12.2.1.1.1.2
Trace-information M 12.2.1.1.1.3
Internal-trace-information C 12.2.1.1.14
DL-expansion-history C 83.1.1.1.7
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
Recipient-name s 821t 1hl.2
Origipally-specified-recipient-number M 12201415
Resppnsibility M 12.20.1{1.6
DL-ekpansion-prohibited C 82.1.1]1.6
Disclpsure-of-other-recipients C 8.2.1.111.7
Redirgction Arguments
Alterpate-recipient-allowed C 8.2.1.151.3
Recipient-reassignment-prohibited C 8.2.1.1{1.4
Originator-requested-alternate-recipient C 8.2.1.1]1.5
Redigection-history C 8.3.1.1J1.5
Priority Argument
Prior|ty C 8.2.1.1]1.8
Convérsion Arguments
Implicit-conversion-prohibited C 8.2.1.1]1.9
Conversion-with-loss-prohibited C 8.2.1.1J1.10
Explicit-conversion C 12.2.1.1J1.9
Delivgry Time Arguments
Defefred-delivery-time C 12.2.1.141.7
Lategt-delivery-time C 8.2.1.1]1.13
Delivery Method Argument
Requested-delivery-method C 8.2.1.1]1.14
Physital Delivery Arguments
Phys]cal-forwarding-prohibited C 8.2.1.1J1.13
Physjcal-forwarding-address-request C 8.2.1.1]1.16
Physjcal-delivery-modes C 8.2.1.1)1.17
Regigtered-mail-type C 8.2.1.1]1.18
Recipient-number-for-advice C 8.2.1.1]1.19
Physjcal-rendition-attributes C 8.2.1.1J1.29
Originator-return-address C 8.2.1.1J1.2}%
Delivery Report Request Arguments
Originator-report-request M 8.2.1.1{1.22
Originating-MTAreport-request M 12.2.1.1)1.8
Contgnt-return-request C 8.2.1.1]1.23
Physjcal-delivery-report-request C 8.2.1.1f1.24
Securfty Arxgitments
Originator<certificate C 8.2.1.1)1.2%
Message-token C 82.1.1.1.2¢
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.2%
Message-origin-authentication-check C 8.2.1.1.1.2¢
Message-security-label C 8.2.1.1.1.3¢
Proof-of-delivery-request C 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type O 8.2.1.1.1.38
Service-message O 8.2.1.1.1.39
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12.2.1.1.1.6  Responsibility

This argument indicates whether the receiving-MTA shall have the responsibility to either deliver the message to a
recipient or to transfer it to another MTA for subsequent delivery to the recipient. It shall be generated by the sending-
MTA. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: responsible or not-responsible.

12.2.1.1.1.7 Deferred-delivery-time

This argument is defined in 8.2.1.1.1.12. It may appear in a message at a transfer-port if there is a bilateral agreement

that an MTA other than the originating-MTA of the message will defer the delivery of the message. It shall be absent
once the request for deferral has been honoured.

In the absencefofabilateratagreement, - the MTA-shall-as-atocal-matter;-either:
a) |defer delivery of the message; or
b) |process the message as if the deferred-delivery-time was not present; or

¢) |if the deferred delivery time has not yet passed, cause the message to be non-delivered with non delivery-
reason-code set to deferred-delivery-not-performed and non-delivery-diagnostic-code pet to
no bilateral-agreement.

12.2.1.1.1.8 |Originating-MTA-report-request

This argument indicates the kind of report requested by the originating-MTA. IfShall be generated by the origipating-
MTA of the njessage. A different value of this argument may be specified for gach recipient of the message.

This argument may have one of the following values:

— | non-delivery-report: A report is returned only in Case¢ of non-delivery, and it contains only tHe last-
trace-information.

— | report: A report is returned in case of delivery or non-delivery, and it contains only the last-trace-
information,

— | audited-report: A report is returned in case of delivery or non-delivery, and it contains all of the trace-
information.

report-requgst argument, where the increasing order of report levels is no-report, non-delivery-report, feport,

The originagsng-MTA-report-request arglment shall specify at least the report level specified in the originator-
audited-rep

rt.
12.2.1.1.1.9 | Explicit-conversion

This argument is defined'in-8.2.1.1.1.11. Once the specified explicit conversion has been performed, the argumept shall
be removed.

12.2.1.1.2 Rpsalts

The Message-transfer abstract-operation does not return a result.

12.2.1.1.3 Abstract-errors

There are no abstract-errors that may disrupt the Message-transfer abstract-operation.
12.2.1.2 Probe-transfer

The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.
12.2.1.2.1 Arguments

Table 31 lists the arguments of the Probe-transfer abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.
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Table 31 — Probe-transfer Arguments

Argument Presence Subclause

Relaying Arguments

Probe-identifier M 12.2.1.2.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 122.1.1.13

Internal-trace-information C 12.2.1.1.1.4
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 82.1.1.12

Originally-specified-recipient-number M 12.2.1.1A.5

Responsjbility M 12.2. 116

DL-expdnsion-prohibited C 82.1.1.1.6
Redirection Arguments

Alternatg-recipient-allowed C 82.1.1.13

Recipient-reassignment-prohibited C 8.2.1.1.1.4

Originatpr-requested-alternate-recipient C 8.2.1.1.15

Redirectjon-history C 83.1.1.15
Converslon Arguments

Implicit{conversion-prohibited C 8.2.1.1.1.9

Conversjon-with-loss-prohibited C 8.2.1.1.1.10

Explicit{conversion C 8.2.1.1.1.1)1
Delivery|Method Argument

Request¢d-delivery-method C 8.2.1.1.1.14
Physical|Delivery Argument

Physicaltrendition-attributes C 8.2.1.1.1.20
Report Request Arguments

Originatpr-report-request M 8.2.1.1.1.22

Originating-MTA-report-request M 12.2.1.1.1.8
Security|Arguments

Originatpr-certificate C 8.2.1.1.1.25

Probe-ofigin-authentication-check C 8.2.1.2.1.1

Messagg-security-label C 8.2.1.1.1.30
Content Arguments

OriginalFencoded-informatien-types C 8.2.1.1.1.33

Contentttype M 8.2.1.1.1.34

Contenttidentifier C 8.2.1.1.1.35

Contentfcorrelator C 8.2.1.1.1.36

Contenttlength C 8.2.1.2.1.2

Notificafion-type C 8.2.1.1.1.38

Service meSsage 0] 8.2.1.1.1.39

12.2.1.2.1.1 Probe-identifier

This argument contains an MTS-identifier that distinguishes the probe from all other messages, probes and reports
within the MTS. It shall be generated by the originating-MTA of the probe, and shall have the same value as the probe-
submission-identifier supplied to the originator of the probe when the probe was submitted.

12.2.1.2.2 Results

The Probe-transfer abstract-operation does not return a result.
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ists the arguments of the Report-transfer abstract-operation, and for each argument qualifies its presence and
s the subclause in which the argument is defined.

Table 32 — Report-transfer Arguments

Argument Presence Subclause

Relaying Arguments

Report-idgntifier M 1202.1.3.1.1

Trace-infofmation M 122.1.1.13

Internal-trace-information C 12.2.1.1.14

Redirectiop-history C 8.3.1.2.1.5
Report Defstination Argument

Report-deftination-name M 12.2.1.3.1.2
Report Reguest Argument

Originator-report-request M 82.1.1.1.22
Subject Trace Arguments

Subject-identifier M 12.2.13.13

Originally-specified-recipient-number M 12.2.1.1.1.5

Subject-irftermediate-trace-information c€ 12.2.13.14

Arrival-tile M 12.2.1.3.1.5

Originatof-and-DL-expansion-history C 8.3.1.2.13

Reporting-DL-name C 83.1.2.14
Conversign Argument

Converted-encoded-information-types C 8.3.1.2.1.6
Supplemehitary Information Arguments

Supplemgntary-information C 8.3.1.2.1.7

Physical-forwarding-address C 8.3.1.2.1.8
Subject Redirection Arguments

Actual-refipient-name M 8.3.1.2.1.2

Originally-intended-recipient-name C 83.1.1.14

Redirectipn-history C 83.1.1.1.5
Content Arguments

Original-gncoded-information=types C 8.2.1.1.1.33]

Content-tfype C 8.3.1.2.1.15

Content-identifier C 8.2.1.1.1.35

Content-gorrelator. C 8.2.1.1.1.36

Returnedfcontent C 8.3.1.2.1.16
Delivery Argunients

Messageldelivery-time C 83.12.19

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 8.3.1.2.1.14

Message-security-label C 8.2.1.1.1.30
Additional Information Argument

Additional-information C 12.2.1.3.1.6
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12.2.1.3.1.1 Report-identifier

This argument contains an MTS-identifier that distinguishes the report from all other messages, probes and reports
within the MTS. It shail be generated by the originating-MTA of the report.

12.2.1.3.1.2 Report-destination-name
This argument contains the OR-name of the immediate destination of the report. It shall be generated by the originating-

MTA of the report, and subsequently modified by the DL expansion-points if any DLs had been expanded to add
recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if the subject does

LUy A R =

A DL expansion-point may replace its own OR-name in this argument by the OR-name which immediately precedes its
own OR-name in the report’s originator-and-DL-expansion-history, or some other OR-name accprding to the
reporting-policy of the DL.

12.2.1.8.1.3 Subject-identifier

This arloument containg the mpssage-idpgti ier (gr p
gcnerj:d by the originating-MTA of the subject.

i12.2.1.p.1.4 Subject-intermediate-trace-information

This argument contains the trace-information present in the subject when it"was transferred into the repprting-MD. It
shall be present if, and only if, an audit-and-confirmed report was requested by the originating-MTA of the subject. It
may be generated by the reporting-MTA.

NOTE - The inclusion in the subject-intermediate-trace-information of the internal-trace-information present in the subject
when itwas transferred to the reporting-MTA may be the subject of future standardisation.

12.2.1.8.1.5 Arrival-time
This angument contains the Time at which the subject €ntered the MD making the report. It shall be generated by the
originating-MD of the report. A different value of this argument may be specified for each recipient of the subject to
which the report relates.

12.2.1.8.1.6 Additional-information

The spgcification of the contents of this-argument is by bilateral agreement between MDs.
12.2.1.3.2 Results

The Rgport-transfer abstragt=gperation does not return a result.

12.2.1.8.3 Abstract-errors

There gre no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2.2| Abstract-errors
The transfer-porthas-no-abstract-errors-

12.3 Common parameter types

This subclause defines a number of common parameter types of the MTA Abstract Service.

12.3.1 Trace-information and internal-trace-information

Trace-information documents the actions taken on a message, probe or report by each MD through which it passes as it
is transferred through the MTS.

Internal-trace-information documents the actions taken on a message, probe or report by each MTA through which it
passes as it is transferred through an MD. Internal-trace-information may be removed from a message, probe or report
before it is transferred out of an MD. An MD may (but is not required to) remove internal-trace-information relating
to other MDs.
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Trace-information (or internal-trace-information) comprises a sequence of trace-information-elements (or
internal-trace-information-elements). The first trace-information-element (or internal-trace-information-element)
is that supplied by the originating-MD (or -MTA) of the message, probe or report. The second trace-information-
element (or internal-trace-information-element) is that supplied by the next MD (or MTA) encountered by the
message, probe or report, and so on. Each MD (or MTA) adds its trace-information-element (or internal-trace-
information-element) to the end of the existing sequence. Trace-information is added by the first MTA encountered

by the message, probe or report in each MD that it passes through and, if necessary, modified by subsequent MTAs in
that MD.

Each trace-information-element includes the global-domain-identifier of the MD supplying the trace-information-
element.

Each internal-trace-information-element includes the MTA-name of the MTA supplying the internal-trace-

information-elemen and-the-global-domain-identifier-of-the- MD-to

Each trace-ipformation-element (or internal-trace-information-element) includes the arrival-time (at-which the
message, prope or report entered the MD (or MTA). In the case of the originating-MD (or -MTA) of the messagg, probe
or report, the|arrival-time is the time of message-submission, probe-submission or report generation, respectively.

Each trace-information-element (or internal-trace-information-element) specifies the(routing-action the MD
(or MTA) supplying the trace-information-element (or internal-trace-information-element) took with respedt to the
message, prope or report. Relayed is the normal routing-action of transferring the message, probe or report to janother
MD (or MTA). Rerouted indicates that an attempt had previously been made to route the message, probe or repgrt to an
attempted-dpmain (or attempted-MTA); the global-domain-identifier of the-attémpted-domain is included in the
trace-infornjation-element; if the rerouting attempt was to another MTA within the same MD, then the MTA-jame of
the attemptdd-MTA is included in the internal-trace-information-element; if the rerouting attempt was to [another
MD, then tHe global-domain-identifier of the attempted-domain islincluded in the internal-trace-inforJn

element inst¢ad of an MTA-name.

ation-

Each trace-information-element (or internal-trace-information-element) also specifies any additional-actions the
MD (or MTA) supplying the trace-information-element (or internal-trace-information-element) took with respect to
the messagd, probe or report. Indications of any suchiadditional-actions which appear in the internal-trace-
informationlelements during a traversal of an MD shall also be reflected in the corresponding trace-inforynation-
element(s) fpr the traversal of the MD.

If deferred-felivery caused the MD (or\MTA) supplying the trace-information-element (or internal-trace-
informationl-element) to hold the message-for a period of time, the deferred-time when it started to progess the
message for|delivery or transfer is also-included in the trace-information-element (or internal-trace-information-
element). This parameter is not présent in trace-information-elements (or internal-trace-information-elem¢nts) on
probes and rgports.

If the MD (or MTA) supplying the trace-information-element (or internal-trace-information-element) subjects a
message to fconversion the converted-encoded-information-types following the conversion is also includefl in the
trace-inforrhation-element (or internal-trace-information-element). For a probe, an MD (or MTA) that woyld have
converted the subject-message indicates the encoded-information-types the subject-message would contdin after

conversion ih.jts trace-information-element (or internal-trace-information-element). This parameter is not pfesent in
trace-infornmati i i i

If the MD (or MTA) redirects a message, a probe or a report (for any, but not necessarily all, of a message’s or probe’s
recipients), redirected is indicated in the trace-information-element (or internal-trace-information-element).

If the MD (or MTA) expands a DL of a message, dl-operation is indicated in the trace-information-element
(or internal-trace-information-element). If the MD (or MTA) is a DL expansion-point and replaces its own OR-name
in the report-destination-name of a report with another OR-name (see 12.2.1.3.1.2), dl-operation is indicated in the
trace-information-element (or internal-trace-information-element) of the report. This parameter is not present in
trace-information (or internal-trace-information) on probes.

Loop detection and suppression is done by an MD (or MTA) when it receives a message, probe or report from another
MD (or MTA). Messages, probes and reports may legitimately re-enter an MD (or MTA) for several reasons
(rerouted, etc.) and consequently a message, probe or report may have several disjoint trace-information-elements
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(or internal-trace-information-elements) from the same MD (or MTA). Each time a message, probe

or report is

transferred through an MD (or MTA), the generation of trace-information-elements (or internal-trace-information-

elements) is performed as follows:

1)  one trace-information-element (or internal-trace-information-element) is added, marked as relayed;

ii) if a rerouting attempt is to occur, then the trace-information-element (or internal-trace-information-
element) added in i) is modified to rerouted [and the number of trace-information-elements

(or internal-trace-information-elements) added by the MD (or MTA) for this traversal
(or MTA) remains at one];

iii) if subsequent attempts to reroute occur, then a new trace-information-element (or int
information-element) is added (marked as rerouted) to reflect each new rerouting attempt.

Several rerouting attempts to the same MD (or MTA) may occur.

of the MD

ernal-trace-

Each trace-information-element (or internal-trace-information-element) added by an MD (or MTA)

may contain

indicatigns of additional-actions performed by the MD (or MTA) on the message or probe [i.e.'deferr¢d-time [not
present in trace-information (or internal-trace-information) on probes], converted-encoded-informatiop-types, and
either r¢directed or dl-operation]. To indicate the order in which redirection and DL -¢xpansion haye occurred,

redirected and dl-operation indications shall not both appear in a single trace-information-element (
trace-information-element).

13 Message Transfer Agent Abstract Syntax Definition
The abstract-syntax of the MTA Abstract Service is defined in Figure 4.
The absfract-syntax of the MTA Abstract Service is defined usifig)the Abstract Syntax Notation (ASN.]

ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISOAEC 8824-2, ITU-T Rec. X.682 | ISO/IEC
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract seryice definition conventions described in ITU-T

ISO/IEQ 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1{.

The abstract-syntax definition of the MTA Abstract Service has the following major parts:

—  Prologue: Declarations of the_exports from, and imports to, the MTA Abstract Ser
(see Figure 4, Part 1).

—  Objects and Ports: Definitions of the MTA object and the transfer-port (see Figure 4, Part 2).

associations between MTAs (see Figure 4, Part 2).

—  Transfer Port-Definitions of the transfer-port abstract-operations: Message-transfer, Probe
Report-transfer (see Figure 4, Part 2).

—  Message Transfer Envelope: Definition of the message-transfer-envelope (see Figure 4, Part 3

— (" Probe Transfer Envelope: Definition of the probe-transfer-envelope (see Figure 4, Part 4).

pr internal-

) defined in
8824-3 and
Rec. X.402 |

ice module

—  MTA-bind and MTA-unbind: Definitions of the MTA-bind and MTA-unbind used to establish and release

transfer and

> Report Transfer Envelope & Content: Definitions of the report-transfer-envelope and rej
content (see Figure 4, Parts 5 to 6).

—  Envelope & Report Content Fields: Definitions of envelope and report content fields (s
Parts 6 to 7).

—  Extension Fields: Definitions of extension-fields (see Figure 4, Parts 6 to 7).

—  Common Parameters Types: Definitions of common parameter types (see Figure 4, Part 7).

ort-transfer-

ee Figure 4,

NOTE - The module implies a number of changes to the P1 protocol defined in Recommendation X.411 (1984). These

changes are highlighted by means of underlining.

Each extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality for submission, transfer
and delivery. The criticality mechanism is described in 9.2, and the procedures related to extension-fields and their

criticality indications are further defined in clause 14.
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MTAAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mta-abstract-service(2)
version-1994(0) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

- Prologue

- Exports everything
IMPORTS

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT

FROM Remote-Operations-Information-Objects {joint-iso-itu-t remote-operations(4)
informationObjects(5) version1(0) }

erpptyUnbind

FROM Remote-Operations-Useful-Definitions {joint-iso-itu-t remote-operations(4)
useful-definitions(7) version1(0) }

-4 MTS Abstract Service Parameters

ABSTRACT-ERROR, ABSTRACT-OPERATION, administration, AdministrationDomainName, Content
CpntentIdentifier, ContentLength, ContentType, content-confidentiality-algorithm-identifier, content-corrglator,
cqntent-integrity-check, conversion-with-loss-prohibited, ConvertedEncodedInformationTypes, CountryName,

ferredDeliveryTime, delivery, dl-expansion-history, dl-expansion-prohibited, ExplicitConversion, EXTHNSION,
EktensionField { }, GlobalDomainIdentifier, InitiatorCredentials, latest-delivery-time,
essage-origin-authentication-check, message-security-label, message-token, MHS-OBJECT, MTAName,
MTSIdentifier, ORAddressAndOptionalDirectoryName, OriginalEncodedInformationTypes,
originator-and-DL-expansion-history, originator-certificate, originator-return-address, PerMessageIlndicafors,
physical-delivery-modes, physical-delivery-report-request; physical-forwarding-address,
physical-forwarding-address-request, physical-forwarding-prohibited, physical-rendition-attributes, PORT,
Priority, PrivateDomainldentifier, PrivateExtensiouns, probe-origin-authentication-check, proof-of-delivery,
pfoof-of-delivery-request, recipient-certificate, recipient-number-for-advice, recipient-reassignment-prohibited,
re¢direction-history, registered-mail-type, reporting-DL-name, reporting-MTA-certificate, ReportType,
re¢port-origin-authentication-check, requested-delivery-method, ResponderCredentials, SecurityContext,
wbmission, SupplementaryInformations Time
FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)

mts-abstract-service(1) version-1994(0) }

1]

Object Identifiers
i¢-cp-mta-connect, id-ct-mta-transfer, id-ot-mta, id-pt-transfer

FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
object-identifiers(0) }

Upper.Bounds

ub-bit-options, ub-integer-options, ub-recipients, ub-transfers

FROM MTSUpperBounds { joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3) };

-- Objects

mta MHS-OBJECT ::= {
BOTH { mta-transfer }
ID id-ot-mta }

Figure 4 (Part 1 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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Contracts

mta-transfer CONTRACT ::= {

CONNECTION mta-connect
OPERATIONS OF ({ transfer }
ID id-ct-mta-transfer }

Connection package

mta-connect CONNECTION-PACKAGE ::= {

BIND mta-bind
UNBIND  mta-unbind
ID id-cp-mta-connect }

Ports

transfer PORT ::= {

ISO/IEC 10021-4 : 1997 (E)

OPERATIONS { message-transfer | probe-transfer | report-transfer }
ID id-pt-transfer }

MTA-bind and MTA-unbind

mta-bind ABSTRACT-OPERATION ::= {

ARGUMENT MTABindArgument
RESULT MTABindResult
ERRORS { mta-bind-error } }

mta-unlhind ABSTRACT-OPERATION ::= emptyUnbind

MTABipdArgument ::= CHOICE {

unauthenticated NULL, -- if no authentication is required
authenticated [1]) SET { -- if authentication is required
initiator-name [0] MTAName,
initiator-credentials [1] InitiatorCredentials (WITH COMPONENTS { ...,

protected ABSENT }),
security-context [2] SecurityContext OPTIONAL\}\}

MTABipdResult ::= CHOICE {

unauthenticated NULL, -- if no authentication is required
authenticated [1] SET { -- if authentication is required
responder-name [0] MTAName,

rotected ABSENT

mta-bind-error ABSTRACT-ERROR ::= {

PARAMETER INTEGER {
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable:security-context (4) } (0..ub-integer-options) }

Transfer Port

message-transfer ABSTRACT-OPERATION ::= {

ARGUMENT Message }

probe-transfer ABSTRACT-OPERATION ::= {

responder-credentials [1] ResponderCredentials (WITH COMPONENTS { ...

ARGUMENT Probe }

report-transfer ABSTRACT-OPERATION ::= {

ARGUMENT Report }

Message ::= SEQUENCE {

envelope MessageTransferEnvelope,
content Content }

Probe ::= ProbeTransferEnvelope

Report ::= SEQUENCE {

envelope ReportTransferEnvelope,
content ReportTransferContent }

Figure 4 (Part 2 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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Message Transfer Envelope

MessageTransferEnvelope ::= SET {

COMPONENTS OF PerMessageTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF

PerRecipientMessageTransferFields }

PerMessageTransferFields ::= SET {

PerDomainBijateralInformation OPTIONAL,

message-identifier Messageldentifier,

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

priority Priority DEFAULT normal,

per-message-indicators PerMessageIlndicators DEFAULT { },

= e OPTIONAL;

pertdomain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF

trage-information TraceInformation,
extensions [3] SET OF ExtensionField {{ MessageTransferExtensions }} DEFAULT {}}

MessageTranpferExtensions EXTENSION ::= {

104

-- May contain the following extensions, private extensions, and future standardised.extensions:
recjpient-reassignment-prohibited |
dl-¢xpansion-prohibited |
corversion-with-loss-prohibited |
lat¢st-delivery-time |
originator-return-address |
originator-certificate |
cortent-confidentiality-algorithm-identifier |
mepsage-origin-authentication-check |
mepsage-security-label |

corjtent-correlator |

registered-mail-type |
re¢ipient-number-for-advice |

physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
redirection-history |
PrivateExtensions, ... }

Figure 4 (Part 3 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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- Probe Transfer Envelope

ProbeTransferEnvelope ::= SET {
COMPONENTS OF PerProbeTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientProbeTransferFields}

PerProbeTransferFields ::= SET {
probe-identifier Probeldentifier,
originator-name OriginatorName,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,
content-identifier ContentIdentifier OPTIONAL,
content-length [0] ContentLength OPTIONAL,
per-message-indicators PerMessagelndicators DEFAULT {},
per-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF
PerDomainBilateralInformation OPTIONAL,
—trace-information—Tracelnformations
extensions [3] SET OF ExtensionField {{ ProbeTransferExtensions }} DEFAULT {}}

ProbeTransferExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
internal-trace-information |
PrivateExtensions, ... }

PerRecipientProbeTransferFields ::= SET {

recipient-name RecipientName,

originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL);

extensions [3] SET OF ExtensionField {{ PerRecipientProbeTransferExtensions }} DEFAULT {}}

PerRecipientProbeTransferExtensions EXTENSION ::= {

-- May contain the following extensionsyprivate extensions, and future standardised extensions:
originator-requested-alternate-recipient\|

requested-delivery-method |

physical-rendition-attributes |

redirection-history |

PrivateExtensions, ... }

- Report Transfer Envelope

ReportTransferEnvelope :;=SET {

report-identifier ' Reportldentifier,

report-destination-name ReportDestinationName,

trace-information TraceInformation,

extensions'[1] SET OF ExtensionField {{ ReportTransferEnvelopeExtensions }} DEFAULT {}}

ReportTransferEnvelopeExtensions EXTENSION ::= {
May contain the following extensions, private extensions, and future standardised extensions:
message-security-label |
redirection-history |
originator-and-DL-expansion-history |
reporting-DL-name |
reporting-MTA-certificate |
report-origin-authentication-check |
internal-trace-information |
PrivateExtensions, ... }

Figure 4 (Part 4 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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- Report Transfer Content

ReportTransferContent ::= SET {
COMPONENTS OF PerReportTransferFields,
per-recipient-fields [0] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientReportTransferFields}

PerReportTransferFields ::= SET {
subject-identifier SubjectIdentifier,
subject-intermediate-trace-information SubjectIntermediateTraceInformation OPTIONAL,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType OPTIONAL,
content-identifier ContentIdentifier OPTIONAL,
returned-content [1] Content OPTIONAL,
additional-information [2] Additionallnformation OPTIONAL,
extensions [3] SET OF ExtensionField {{ ReportTransferContentExtensions }} DEFAULT {}}

ReportTransferContentExtensions EXTENSION ::= {

pef-recipient-indicators [2] PerRecipientIndicators,
last-trace-information [3] LastTraceInformation,

country-name CountryName,
d i OICE4

administration-domain-name AdministrationDomainName,
private-domain SEQUENCE {
administration-domain-name [0] AdministrationDomainName,
private-domain-identifier [1] PrivateDomainldentifier } } }

RecipientName ::= ORAddressAndOptionalDirectoryName

OriginallySpecifiedRecipientNumber ::= INTEGER (1..ub-recipients)

Figure 4 (Part 5 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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PerRecipientIndicators ::= BIT STRING {

responsibility (0),

-- responsible 'one’, not-responsible 'zero’

originating-MTA-report (1),

originating-MTA-non-delivery-report (2),

-- either originating-MTA-report, or originating-MTA-non-delivery-report,
-- or both, shall be 'one’:

-- originating-MTA-report bit 'one’ requests a 'report’;

-- originating-MTA-non-delivery-report bit 'one’ requests a 'non-delivery-report’;
-- both bits 'one’ requests an 'audited-report’;

-- bits 0 — 2 'don't care’ for Report Transfer Content

originator-report (3),

originator-non-delivery-report (4),

-- at most one bit shall be 'one’:

-- originator-report bit 'one’ requests a 'report’;

-- originator-non-delivery-report bit 'one’ requests a 'non-delivery-report’;
-- both bits 'zero' requests 'no-report’

reserved-5 (5),

reserved-6 (6),

reserved-7 (7)

-- reserved- bits 5 — 7 shall be 'zero' --} (SIZE (8..ub-bit-options))

Probefdentifier ::= MTSIdentifier
Repontldentifier ::= MTSIdentifier

Repo]tDestinationName ::= ORAddressAndOptionalDirectoryName
Subjeftldentifier ::= MessageOrProbeldentifier
MessqgeOrProbeldentifier ::= MTSIdentifier

Snbjl

tIntermediateTraceInformation ::= TraceInformation

- Additionallnformation is retained for backwards compatibility only,
- and use in new systems is strongly deprecated

ADDITIONAL ::= CLASS { &Type }

Additjonallnformation ::= ADDITIONAL.&Type -- maximum ub-additional-info octets including all encolding
ActualRecipientName ::= ORAddressAndOptionalDirectoryName

LastTjraceInformation ::= SET{

arrival-time [0} ArrivalTime,

converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
report-type-[1] ReportType }

OriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName

- Extension Fields

originator-requested-alternate-recipient EXTENSION ::= {
OriginatorRequestedAlternateRecipient,
IDENTIFIED BY standard-extension:2 }
OriginatorRequested AlternateRecipient ::= ORAddressAndOptionalDirectoryName
trace-information EXTENSION ::= {

Tracelnformation,
IDENTIFIED BY standard-extension:37 }

Figure 4 (Part 6 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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internal-trace-information EXTENSION ::= {
InternalTraceInformation,
IDENTIFIED BY standard-extension:38 }

InternalTraceInformation ::= SEQUENCE SIZE (1..ub-transfers) OF InternalTraceInformationElement

InternalTraceInformationElement ::= SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,

mta.

-name MTAName,

mta-supplied-information MTASuppliedInformation }

MTASuppliedInformation ::= SET {
arrival-time [0] ArrivalTime,
routing-action [2] RoutingAction,

atte

InternalAddit

Co

mpted CHOICE {

mta MTAName,
domain GlobalDomainIdentifier } OPTIONAL,
dditional-actions -- COMPONENTS OF InternalAdditionalActions }

onalActions ::= AdditionalActions

pmon Parameter Types

TraceIlnformation ::= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF TracelnformationElement

glo

al-domain-identifier GlobalDomainldentifier,

TraceInformIionElement ::= SEQUENCE {

do

ain-supplied-information DomainSuppliedInformation }

DomainSup
arr
ro
attg

AdditionalAc

RoutingActi

pledlnformation i

=SET {

val-time [0] ArrivalTime,

ing-action [2] RoutingAction,

mpted-domain GlobalDomainIdentifier OPTIONAL;

additional-actions -- COMPONENTS OF AdditionalActions }

ions ::= SET {

erted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
r-actions [3] OtherActions DEFAULT {}}

deferred-time [1] DeferredTime OPTIONAL,
co
oth|

::= ENUMERATED-{

0
rei{yed (0),
rerputed (1) }

DeferredTim¢ ::= Time
ArrivalTime }:=Time
OtherActions ::= BIT STRING {

redirected (0),
dl-operation (1) } (SIZE (0..ub-bit-options))

END

108

-- of MTA Abstract Service

Figure 4 (Part 7 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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SECTION 4 — PROCEDURES FOR DISTRIBUTED OPERATION OF THE MTS

14 Procedures for distributed operation of the MTS

This clause specifies the procedures for distributed operation of the MTS, which are performed by MTAs. Each MTA
individually performs the procedures described below; the collective action of all MTAs provides the MTS Abstract
Service to the users of the MTS.

Although the procedures include most of the important actions required of an MTA, considerable detail has been omitted
for clarity of exposition and to avoid unnecessary redundancy. The abstract-service definitions should be consulted for a
definitive treatment of MTA actions.

14.1 Oxerview of the MTA model

14.1.1 | Organisation and modelling technique

The des
below. I
way the

bription of procedures for a single MTA is based on the model shown in Figures 5 through 11 and described
should be noted that the model is included for descriptive purposes only and is not intended to coItrain in any
implementation of an MTA.

Neither
actual M

the procedures shown nor the order of processing steps in them necessarily imply specific characts
TA.

eristics of an

The mo
entities
modules
the cont|
sense off

lel distinguishes between modules and procedures. Modules, in the sensge used here, are autonomoys processing
vhich can be invoked by other modules or by events external to the’MTA, and which can in turn fnvoke other
or generate external events. Modules are not bound together by an explicitly described control strycture; rather
Fol structure among modules arises from their pattern of cross,invocations. Modules correspond to gbjects in the
object-oriented programming.

Procedy
can call
has comj
bound t
devices

res are used here in the conventional programming sense. Procedures are task or function oriented. Procedures
other procedures, subroutine fashion, with control teturning to the calling procedure when the callgd procedure
pleted. Such calls can be nested to arbitrary depth, and a procedure can call itself recursively. Prpcedures are
bgether by explicitly defined control structures-built from procedure calls and such conventional grogramming

hs iteration and conditional execution.

In the mjodel procedures exist within modules, Each module contains at least one procedure and can contajn several. In
the latterr case, the procedures and governing control structure are described explicitly. In the former case fhe existence
of a modlule’s single procedure is usually treated as implicit.

Using these modelling techniques, an MTA application process can be refined as follows: for each abstr
(whether consumer or supplier)\that can exist between an MTA and the MTS-users it serves, or between

hct-operation
in MTA and

the othg

module
support

r MTAs with which)it cooperates, there is a single module called an external module. The se
is responsible_for_the input and output of messages, probes, and reports into and out of the MTA
of such operations as MTS-bind, MTS-unbind, Register, Submission-control and Delivery-control.

of external
L and for the
The external

module$ are shownlift Figure 5 and described in 14.5 through 14.10, grouped by port.

In ordey
operatid
interna

to perform the various abstract-operations for which it is responsible, an MTA must perform certajn processing
ns/on-€ach message, probe, or report that enters, or originates within it. In the model these are th¢ province of
modules_shown in Figure 6 and described in 14.2 through 14.4

The external and internal modules relate to one another as follows: an external module communicates only with an
internal module, and not with another external module or directly with a procedure within an internal module. Thus, the
internal modules not only support the bulk of processing within an MTA, but also serve as links between its external
modules. In addition to the internal modules, Figure 6 also shows the external modules with which they communicate.

The MTA is event driven in that it remains quiescent until an event is detected on one of its ports. Many events, such as
the invocation of a MTS-bind, Submission-control, Delivery-control or Register abstract-operation by an MTS-user or
another MTA, are dealt with directly and completely by the module assigned to that abstract-operation. However, other
events trigger processing that can reverberate through the MTA, endure over time and ultimately trigger one or more
output events. It is these events that engage the internal processing modules. They are:

a)
b)

a message or probe originated by a locally supported MTS-user enters via the submission-port;

a message, probe or report relayed from another MTA enters via the transfer-port
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Figure 5— Ports and modules of an MTA

Because the processing within an MTA can become rather complex, especially for messages with multiple recipients, the
model asshmes, as an‘internal bookkeeping device, that each message carries with it a set of instructions, dne for the
message as a whol€, and one for each recipient. These instructions help guide a message through the procegsing steps
and convel information between the modules and procedures internal to the MTA.

OTES

1 The procedures described herein focus on the processing of a single message. This is adequate in all but one respect:
the queuing of messages and the relative priority of procedure invocation are driven explicitly by the argument priority in case of a
message which enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the case of a report or a probe which
is generated internally or enters via the transfer-port.

2 An MTA can specify several default delivery time windows for each message priority [e.g. those values defined in
the F.400-Series Recommendations|]. The MTS and therefore each MTA involved should take such values into account during
message processing. For example, the MTA can apply a maximum delivery deadline. If that time period expires prior to delivery, the
MTA generates a non-delivery-report and discards the message. The required actions in this case are identical to the actions required
when latest-delivery-time is reached.

3 The discussion of trace-information is incomplete due to its complex nature. Some important details are highlighted
but the complete and definitive treatment of trace-information appears in 12.3.1.

4  ISO/IEC 10021-10 specifies some additions to and replacements of some of the procedures in this Service Definition,
which are applicable to MTAs which claim conformance to ISO/IEC 10021-10.
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14.2 Deferred Delivery module

This njodule provides the Deferred Delivery element-of-service. It is invoked by the Message-submission
in modules which pass a message to be checked for deferred delivery request and held if necessary. It invi

OUTPUT.EVENTS

Figure 6 — Relationship of internal and external modules

modul, passing on the message upon completion of its single internal procedure.

14.2.1

14.2.1]1 Arguments

A mespagé to be checked for deferred delivery request and held if necessary.

Deferred Delivery procedure

v

TISO7350-96/d04

and Message-
bkes the Main

14.2.1.2 Results

The message is returned. If deferral occurred, an arrival timestamp accompanies the message.

14.2.1.3 Errors

The message with instructions detailing the problem encountered.

14.2.1.4 Procedure description

1)

The message is checked for presence of the deferred-delivery-time field. If absent the procedure returns
the message and terminates. If present the deferred-delivery-time is checked against the current time. If
the deferred-delivery-time has expired, the procedure returns the message with the deferred-delivery-
time field removed and terminates.
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2) This step applies only to a message from the Message-in module. The MTA checks for a bilateral
agreement requiring it to provide deferred delivery for this message. If there is such an agreement,
processing continues at step 3). If there is no such agreement, then one of the following is performed:

a) The procedure returns the message without deferring it, and then terminates.

b) The procedure returns the message with an instruction with a non-delivery-reason-code of
deferred-delivery-not-performed and a non-delivery-diagnostic-code of no-bilateral-agreement.
The procedure then terminates.

3) Depending upon policy, one of the following is performed:

a) If there is a bilateral agreement with the domain(s) or MTA(s) to which the message will be
transferred, that those domain(s) or MTA(s) will take responsibility for the deferral request, then the
procedure returns the message without deferring it. The procedure then terminates.

of the
deferred-delivery-time. The message with the deferred-delivery-time field removed \and the
arrival timestamp are then returned, and the procedure terminates.

NOTE - It is necessary to remove the deferred-delivery-time field once deferral is completed so that when the message is

trangferred to another domain or MTA there is no danger of non-delivery [see step 2) b)] if thé clocks ard out of

syndhronisation.
14.3 Main module
The Main m¢dule performs the bulk of processing on messages and probes entering the MTA. Figure 6 shqws the
relationships petween the Main module and the modules which it can invoke of-be invoked by. The Main mqdule is
subject to invpcation by:

1) | the Probe-in module, which passes a probe;

2) | the Deferred-delivery module, which passes a message;

3) | the Probe module, which passes a probe.

In the case of an error condition or the need for a positive delivery report, the Main module can also be invoked by:

4) | the Message-out module, which passes-a-message with per-message instruction indicating the groblem
encountered;

5) | the Probe-out module, which passes a probe with per-message instruction indicating the groblem
encountered;

6) | the Message-delivery module, which passes a message with per-recipient instructions indicating the
problem(s) and/or suctess(es) encountered;

7) | the Probe-delivery-test module, which passes a probe with per-recipient instructions indicating the
problem(s) orsuccess(es) encountered;

8) | the Defetred-delivery module, which passes a message with instructions indicating the problem
encountered.

The Main mgdule contains procedures which, collectively, support the following functions:

112

trace processing;

loop detection;

routing and re-routing;

recipient redirection;

content conversion;

distribution list expansion;

message replication;

origin authentication of messages and probes;

name resolution.
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The procedures that perform these functions are called by a single Control procedure that guides the processing of each
message or probe received by the Main module. Figure 7 shows the organization of the Control and subsidiary
procedures within the Main module. Figure 8 shows the flow of information through these procedures.

For each message or probe received, the Main module calls the Control procedure with that message or probe as

argument. As

result, the Control procedure returns one or more replicas of the message or probe with appropriate

instructions attached. Depending on the nature of these instructions the Main module then invokes:

1)
2)

3)

the Message-out module, to which it passes each message with a per-message transfer instruction;
the Probe-out module, to which it passes each probe with a per-message transfer instruction;

the Message-delivery module, to which it passes each message with one or more per-recipient delivery
instructions;

4)

3)

the Probe-delivery-test module, to which it passes each probe with one or more per-recipient delivery
instructions;

the Report module, to which it passes each message or probe with a per-message insthiction apd/or one or
more per-recipient instructions indicating report generation.

IN FROM PROBE.-IN, DEFERRED DELIVERY, PROBE,
PROBE-DELIVER-TEST

IN FROM

PROBE-OUT >
MESBSAGE-OUT

MESSAGE
DELWVERY

A 4
A4

FRONT END

A

ROUTING AND CONVERSION DECISION

A

\ 4

REDIRECTION

4

A 4

SPLITTER

F S

A4

CONVERSION

A

DISTRIBUTION LIST EXPANSION

A

DISPATCHER
A4

A 4

Message control procedure

ERROR PROCESSING

S

OUT TO REPORT MODULE

»
»

TISO7360-96/d05

ouT TO PROBE-OUT, MESSAGE-OUT, MESSAGE DELIVERY
PROBE-DELIVER-TEST

Figure 7 — Organisation of procedures within the Main module
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NOTE — Nymbers in this figure refer to the numbered steps in thecontrol procedures logic (see 14.3.1.4).
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Figure 8 — Information flow within the Main module

Cpntrol procedure

This procedure directs each jncoming message or probe through the remaining procedures of the Main module. The

overall flow of information,is'shown in Figure 8.

14.3.1.1

Arguments

One of the [following (these arguments correspond to the messages and probes that can be passed to the Main module

upon invocgtion);

14.3.1.2

114

1) amessage or probe without instructions (from the Probe-in or Probe module);
2) amessage without instructions but with optional arrival timestamp (from the Deferred-delivery module);

3) amessage or probe with per-message instruction describing a transfer problem (from the Message-out or
Probe-out module);

4) a message or probe with per-recipient instructions describing delivery problems or successes (from the
Message-delivery or Probe-delivery-test module).

Results

1) one or more replicas of the message or probe argument each accompanied by a per-message instruction
indicating transfer; and/or

2) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating delivery or delivery test; and/or
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one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating report generation.

14.3.1.3 Errors

None. Error conditions are accounted for in the results described above.

14.3.1.4 Procedure description

1))

A message or probe without instructions:

The Front-end procedure is first called to perform trace initialisation and several per-message checks such
as message expiration and routing loop detection.

Upon a return with report instruction indicating a problem with the message, processing continues at
step 9).

2)

3)

4)

8))

6)

7)

On-all-otherreturns nrocessing continues-belaw.
r t=3

Routing-and-conversion-decision procedure is called to compute per-recipient routing,and conversion
instructions. (These are complete instructions that will direct the message or probe threugh the remainder
of the procedures.)

If a redirection instruction is indicated (e.g. recipient-assigned-alternate-recipient), processing
continues at step 3).

Otherwise, processing continues at step 4) (Dispatcher).
Redirection is called. Upon successful return, processing continues/at'step 2).
In the case of an unsuccessful return, processing continues at step'8) (Error-handler).

Dispatcher: The Dispatcher acts on the generated instructions and passes control to the first of the
following procedures that is applicable:

—  Splitting [step 5)];

—  Conversion [step 6)];

—  Distribution-list-expansion [step 7)];
—  Error-processing [step 8)] in case theldecision process encountered a problem, e.g. routing error;
—  Exit [step 10)].

Splitter is called for replication:dsirequired by the per-recipient instructions generated in[Routing-and-
conversion-decision procedure. For each replica processing continues individually at step 4) (Dispatcher).

Conversion is called for each'message or probe needing conversion.
Upon successful returnof the message or probe, processing continues at step 4) (Dispatcher

Upon return with report instruction indicating a conversion error, processing continug¢s at step 8)
(Error-handler).

The DL-expansion procedure is called.

Uponsuccessful return of a message, processing continues at step 2) so that the recipients gesulting from
DL ‘expansion can be properly dealt with.

If.a’copy of the message with delivery report instructions is returned, in place of or in afldition to the
above return, its processing continues at step 9).

A probe returning successfully will have report instructions; processing continues at step 9) (Report-

8)

9)

generation).

Upon return of a message or probe with report instruction indicating DL expansion Error-processing
continues at step 8).

This is the collection point that processing reaches upon detection that a message or probe cannot be
handled by the main line procedures. The Error-processing procedure is called to seek another delivery
method or a replacement recipient. Upon successful return the Error-processing procedure indicates the
new recipient in an instruction to the Routing-and-conversion-decision procedure [step 2)], where
processing continues.

If redirection is not possible, the message or probe is passed to the report generator [step 9)].

The Control procedure terminates at this point and returns a message or probe with report generation
instructions.

10) When a message or probe reaches this point the Control procedure terminates.

ITU-T Rec. X.411 (1995 E) 115


https://iecnorm.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

14.3.2  Front-end procedure

This procedure performs trace initialisation, detection of message expiration, initial security check, loop detection, and
criticality check.

14.3.2.1 Arguments

A message or probe and an optional arrival timestamp.

14.3.2.2 Results

The message, or probe with initialised trace information for this MTA.

14.3.2.3 Errors

The message|or probe with report generation instructions detailing the problem encountered.

14.3.2.4 Pr¢cedure description

1) | If the message has crossed a domain boundary, a trace-information-element for this domain is added
with relay as action. If an arrival time accompanies the message, then delivery deferral has occufred and
deferred-time is set to the current time and arrival-time is set to the accompanying timestamp value.
Otherwise no deferral has occurred and the arrival-time is set to the cumrent time. An internal-trace-
information-element is also added whether or not the message has crosged-a domain boundary.

2) | Ifrequired by the security policy in force and/or if the message-origin+authentication-check is irjcorrect,
the procedure returns a report generation instruction. The valuesZof the non-delivery-reason-cpde and
non-delivery-diagnostic-code are set to unable-to-transfer, and secure-messaging-error, respegtively.

3)| If any of the per-message extension fields, or the per-re€cipient extension fields for recipients fgr which
responsibility is set to responsible, is marked critical-for-transfer but is not semantically undergtood by
the MTA, the procedure returns a report generation.instruction for those recipients. If report geperation
instructions have been generated for some (but not“all) recipients for which responsibility has the value
responsible, then an instruction to split the message is returned. The non-delivery-reason-code [is set to
unable-to-transfer and the non-delivery=diagnostic-code to unsupported-critical-functign. The
procedure then terminates.

NOTE - Older implementations-may use another value of non-delivery-reason-code which was spdcified in
earlier editions of this Service Definition.

4)| If the latest-delivery-time-hds passed, or the system’s maximum transit time has elapsed|for the
message’s priority, the procedure returns a report generation instruction. The non-delivery-reaspn-code
is set to transfer-failure or unable-to-transfer as appropriate and the non-delivery-diagnostid-code is
set to maximum-time-expired. The procedure then terminates.

5)| Loop detection js performed. The loop detection algorithm is beyond the scope of this Service Dgfinition.
Howeveran.example of a combined routing and loop detection algorithm is given in 14.3.11. If i loop is
detected;\the procedure returns a report generation instruction. The non-delivery-reason-code [is set to
transfer-failure and the non-delivery-diagnostic-code is set to loop-detected. The procedyre then
ferminates.

6) —Depending upom its poticy; the MTA Tmay verifythatthevatueof motification=typecorrespords to the
content. If the MTA does not verify notification-type, or if it corresponds to the content, then the
procedure terminates successfully. If the MTA verifies notification-type and it does not correspond to the
content, then one of the following is performed depending upon policy:

a) the non-correspondence is ignored and the procedure terminates successfully;

b) if the notification-type is not set to one of the values type-1, type-2, or type-3, notification-type is
set to the correct value and the procedure terminates;

c) if the notification-type is set incorrectly to one of the values type-1, type-2, or type-3, the procedure
returns a report generation instruction with a non-delivery-reason-code of unable-to-transfer and a
non-delivery-diagnostic-code of incorrect-notification-type. The procedure then terminates.

The MTA may verify service-message with similar procedures.
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For each of a message or probe’s recipients for which the MTA is responsible, this procedure determines the routing and

conversion actions, if anv. to be taken hv this MTA . The actions are recorded as ppr-rpmpupnt instructions associated

S, i1 ally, il

with the message. The actions are subsequently carried out by other sub-procedures within the internal procedure, or
elsewhere in the MTA.

NQTE — This nrocedure mav be called mnlﬂnlp times for anv narticular m

NOTE — This procedure may be called multiple times for an y particular message. In such cases, the procedure ignores
per-recipient instructions generated by previous calls to tms procedure which have not yet been acted upon elsewhere
14.3.3.1 Arguments

— A message or probe with responsibility set to responsible for those recipients of concern to this MTA

1427279 Dagenléc
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The message or probe that formed the procedure’s argument plus new or revised per-recipient instructions indicating
what ranking and nacgihle caonvercion action chonld he taken by thic MTA
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14.3.3.3 | Errors
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Figure 9 — Organisation of procedures within routing and conversion decision procedure

14.3.4 | Routing-decision procedure
This profedure generates a routing instruction for a single message recipient.
14.3.4.1| Arguments

1) A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

2) ~The per-message instruction, if any, applicable to this message. Other message fields are algo accessible
to the procedure as required.

14.3.4.2 Results

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:
a) relay to another MTA;
b) deliver to a local recipient;
¢) expand the distribution list represented by this recipient;

d) generate a report indicating delivery failure. The non-delivery-reason-code and non-delivery-
diagnostic-code are included in the instruction;

e) redirect to a preferred address or to a recipient specified alternate recipient.

14.3.4.3 Errors

None. Error conditions are recorded in the routing instruction.
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14.3.4.4 Procedure description

The procedure is described in the following steps.

NOTE — To ensure the security-policy is not violated during routing, the message-security-label should be checked as
appropriate against the security-context.

1))

If there is a per-message instruction indicating a previous relay failure, then the procedure attempts to
compute an alternate next hop destination for this recipient. The choice of routing algorithm is beyond the
scope of this Service Definition. However, an example of an applicable algorithm is contained in 14.3.11.
If successful, then the message’s internal-trace-information is updated with a rerouted routing-action
to reflect the fact that the message has been re-routed (see 12.3.1). If the message was to have crossed a
domain boundary, then the trace-information is also updated accordingly. The procedure returns a relay
instruction to the alternate destination and terminates.

no alternate ne hap is available or all available next hops have already been tried un Sﬁ.lllyor
prohibited, then the procedure returns a report generation instruction for this recipient. The non-flelivery-
reason-code is set to transfer-failure and the non-delivery-diagnostic-code is set as approprigte to the

relay failure encountered. The procedure then terminates.

If the per-recipient instruction indicates a delivery failure, then the procedure returns’a report generation
instruction for this recipient. The non-delivery-reason-code and non-delivery-diagnostic-code jare those
supplied by the Message-delivery or Probe-delivery-test procedure. The procedure then terminatds.

If the recipient is specified by an OR-name which contains only a directory-name (which may happen
following distribution list expansion, if a DL member is specified only, by directory-name), the MTA
attempts to acquire the OR-address from the Directory. If the QR>address cannot be determfined, the
procedure returns a report generation instruction for this recipient and terminates. The non-flelivery-
reason-code is set to directory-operation-unsuccessful and:the non-delivery-diagnostic-codg may be
set according to the problem encountered.

In all other cases than the above, the following steps are taken.

If the recipient OR-address unambiguously specifies ‘an actual recipient but is not a preferred address of
that recipient, then a redirection instruction is ‘generated containing the recipient’s preferred (PR-name
and redirection reason alias, and the proceduré’terminates.

If the recipient is a distribution list for which this MTA serves as expansion point, then the rhessage’s
DL-expansion-prohibited argument(is’ examined. If the value is DL-expansion-allowed, [then the
procedure returns a routing instruction (subject to the security-policy in force) to expand the diptribution
list and terminates.

If the value is DL-expansion-prohibited, or the security-policy prohibits the use of a DL,| then the
procedure returns a repdrtygeneration instruction for this recipient. The non-delivery-reason-code is set
to unable-to-transfer and non-delivery-diagnostic-code to DL-expansion-prohibited. The procedure
then terminates.

If the recipient jappears to be local, that is, an MTS-user directly supported by this MTA,| then the
following steps are taken:

a) Iftlie OR-address does not unambiguously specify an actual recipient the procedure returns a report
generation instruction for this recipient. The non-delivery-reason-code is set to unable-tortransfer
and the non-delivery-diagnostic-code is set to unrecognized-OR-name or ambiguous-()R-name
as appropriate. The procedure then terminates.

b) If the OR-address unambiguously specifies an actual local recipient, then the recipient registration
parameters are checked for recipient-assigned-redirections. In the determination of an alternate-
recipient the user-security-label should be checked against the message-security-label to ensure no
violation of the security-policy occurs.

If recipient-assigned-redirections has been registered for this recipient, is allowed by the recipient-
reassignment-prohibited field, and is permitted by the security-policy, then the encoded-
information-types, content-length, content-type, message-security-labels, priority, originator-
name, redirection-history and DL-expansion-history of the message are compared with each
redirection-class from recipient-assigned-alternate-recipient in turn until a redirection-class is
found whose specified values match those of the message. If such a redirection-class is found, then
the associated recipient-assigned-alternate-recipient forms the first argument of a call to the
redirection procedure. The other arguments are an indication of the recipient to be replaced, the
message, and the redirection-reason recipient-assigned-alternate-recipient.
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d)
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On normal completion of the redirection procedure, the Routing Decision procedure is re-entered. If
the redirection procedure signals a redirection loop error, then control passes to the error processing
procedure.

If recipient-assigned-redirections have not caused the message to be redirected, and one or more
deliverable-classes have been registered, then the MTS determines whether the message satisfies the
criteria specified by at least one deliverable-class, and so may be delivered.

For each deliverable-class, the message’s encoded-information-types are compared with the
recipient’s encoded-information-types-constraints, the message’s content-type is compared with
the recipient’s deliverable-content-types, the message’s content-length is compared with the
recipient’s deliverable-maximum-content-length, and the message’s security-labels are compared
with the recipient’s deliverable-security-labels.

The encoded-information-types-constraints component is used together with the encoded-
i i T i -information-fypes from the
last element of trace information which contains this, or the original-encoded-information-types
otherwise), to decide whether the message may be delivered:

— If no encoded-information-type is specified in the message, or the \éncoded-i
types-constraints component is absent, then the message satisfies-the encoded-i
types-constraints of this deliverable-class.

formation-
formation-

—  Otherwise, if unacceptable-encoded-information-types, .are* specified, and the message
contains at least one matching encoded-information-type;-then the message dogs not satisfy
the encoded-information-types-constraints of this deliverable-class.

—  Otherwise, if acceptable-encoded-information-types are specified, and the mesgage contains
at least one matching encoded-information-type, then the message satisfies the encoded-
information-types-constraints of this deliyerable-class.

—  Otherwise, if exclusively-acceptable<encoded-information-types are specifi¢gd, and the
message contains at least one encoded-information-type which does not match afy in the list,
then the message does not satisfy the encoded-information-types-constrajnts of this
deliverable-class.

—  Otherwise, the message \satisfies the encoded-information-types-constraints of this
deliverable-class.

The MTS shall not deliver the message unless it satisfies all the constraints of at least one of the
registered deliverable-classes.

The restricted-delivery registration parameter is used to decide if a message may be delivered:
—  Ifno restricted-delivery parameter is registered the message may be delivered.

— If on¢ or more restriction is registered, then the originator-name, the OR-nanje from each

element of DL-expansion-history, and the OR-name from each element of
history from the message are compared with each registered restriction (which h
to messages or both) in turn until a match occurs. If delivery is permitted in t
restriction, then a delivery instruction is returned, and if not permitted, then a repo

redirection-
is objects set
he matching
rt generation

instruction is returned.

rmine an exact-mal - i ] i name-match

rule in 1244 and pattern-match in the OR-name-elements-match rule in 12.4.5 of
ITU-T Rec. X.413 | ISO/IEC 10021-5.

If no problem is encountered, then the Routing-decision procedure returns a delivery instruction for
this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a
report generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-
transfer and the non-delivery-diagnostic-code is set as appropriate to the message problem
encountered. The procedure then terminates.

If the recipient is not local to this MTA, the deliverability considerations in step 6) may be taken into
account. If these do not generate an instruction, then the Routing-decision procedure attempts to
determine a next hop instruction (subject to the security-policy in force) for this recipient. If successful,
then a relay instruction to the next hop is returned and the procedure terminates.
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14.3.5

If a next hop cannot be determined, then the procedure returns a report generation instruction for this
recipient. The non-delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-

code is set as appropriate to the problem encountered. The procedure then terminates.

Conversion-decision procedure

This procedure generates a conversion instruction for a single message recipient.

14.3.5.1 Arguments

14.3.5.2

14.3.5.3

None. Error ¢

14.3.5.4 Prq

standardizatio
intermediate M
the following i

120

1)
2)

Reg

1)
2)

3)

En

NO|

1)
2)

3)

4

A message or probe recipient plus the per-recipient instruction, if any, applicable to this recipient.

Other message fields are also considered by the procedure:

a) the current encoded-information-types, given by the latest converted-encoded-information-types

in trace-information, if such a field exists, or else by original-encoded-information-types;

b) implicit-conversion-prohibited;
c) conversion-with-loss-prohibited;

d) explicit-conversion.

ults
A content conversion instruction applicable to this recipient, and, possibly:

A revised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the r
conversion, or, in lieu of 1) and 2) above:

equired

An instruction to generate a report indicating delivery failure. The“non-delivery-reason-code arnld non-

delivery-diagnostic-code are included in the instruction.

ors

onditions are recorded in the routing instruction.

cedure description

TE — As the circumstances under which a particular MTA stages conversion may be the subject o
, it is impractical to describe a procedure to_decide what EITs are required for conversion output. For examp
TA stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Cons
tems assume that the EITs for conversion‘are known to the MTA:

If explicit conversion is required-for this recipient, the procedure starts at step 6).

If implicit conversion is required but the recipient has not subscribed to the implicit conversion
the procedure returnsqa negative report instruction with the non-delivery-reason-code conversig
performed and the-mon-delivery-diagnostic-code implicit-conversion-not-subscribed. The pr
then terminates.

If the required ‘conversion is impractical, the procedure generates a negative report instruction
non-delivery-reason-code  conversion-not-performed and the non-delivery-diagnost
conversion-impractical. The procedure then terminates.

If conversion would be required but is prohibited for the message, the procedure generates a n

[ future
le, if an
quently

Facility,
bn-not-
cedure

ith the
c-code

egative

report instruction with the non-delivery-reason-code conversion-not-performed and the non-d¢

3)

diagnostic-code conversion-prohibited. The procedure then terminates.

livery-

If the required conversion would cause a loss of information and the conversion-with-loss-prohibited
field has the value with-loss-prohibited, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and one of the following non-delivery-

diagnostic-codes, as appropriate:

—  line-too-long;

—  page-split;

—  pictorial-symbol-loss;

—  punctuation-symbol-loss;

—  alphabetical-character-loss; or
—  multiple-information-loss.

The procedure then terminates.
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If the required conversion cannot be performed by this MTA, and it is known that another MTA can
perform it, then no conversion instruction is generated. The routing instruction previously generated is
changed to Transfer-out or Probe-out, with a next hop destination appropriate to the MTA in question.
Care should be taken, however, to avoid a routing loop. The procedure then terminates.

If the required conversion can be performed by this MTA, the procedure returns an instruction to perform
the conversion and terminates.

Error-processing procedure

When another procedure encounters a deliverability or routing error, this procedure is called to determine whether
delivery or routing can be achieved by reassignment of the recipient or by choosing a different OR-address for the same
recipient. If not, non-delivery must be signalled to the Report module. Errors provoking a call on this procedure include:

14.3.6.1

14.3.6.2

The mess

14.3.6.3

None.

14.3.6.4

and step 5

recipient-name does not identify an MTS-user or DL;

1y
2)

1))
2)

1)

2)

INOTE — The action taken on Error-processing shall be subject to the security-policy*in force.

Arguments

Results

hoe or probe in question with an updated recipient-name field, or

Errors

Procedure description

——redirection=reasorrdirectory-took=up-

delivery failure;

MTA is unable to perform necessary conversion;
transfer path problems;

DL-expansion problems;

security violations;

conflict with registration parameters.

a message or probe with the per-recipient fields that caused-the problem;

report instructions indicating the error.

the message or probe in question;

report instructions.

NOTE — This proc€duré may be called multiple times for a given recipient. Eventually all alternatives will He exhausted
executed to report failure.

The arguments are checked for the inclusion of a directory-name. If one is present, the Diredtory Name
Resolution procedure (see 14.3.12) is called to determine a new OR-address. If this is differept from the
original OR-address, it is combined with the directory-name to form the OR-name of gn alternate
recipient. The Redirection procedure is then called to redirect the message to this alternate recjpient, with

Otherwise the procedure determines whether an originator-requested-alternate-recipient was specified
for the recipient of concern. If so and if it is different from the current recipient-name, the Redirection
procedure is called with the message, relevant fields indicated, as argument. Upon successful return from
Redirection, the procedure terminates, returning the now redirected message as result.

Otherwise the procedure checks for a delivery error, and if present checks the error’s cause by
examination of the non-delivery-reason-code and non-delivery-diagnostic-code. If the recipient
OR-address does not identify an MTS-user or DL, then the per-message-indicators are checked for
alternate-recipient-allowed. If the value found is alternate-recipient-allowed, and the MTA has been
configured with an alternate-recipient for this class of recipient which is different from the current
recipient-name, then Redirection is called to redirect the message to the alternate-recipient. Upon
successful return from Redirection, the procedure terminates, returning the now redirected message as
result.
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4)

5)

The handling of errors which can be resolved but are due to other than addressing problems, is a local

matter, for example routing to another MTA within the domain because of conversion problems.

If the delivery error is of a type other than those cited above, or if the value of alternate-recipient-
allowed is alternate-recipient-prohibited, or if no suitable MD-specified alternate-recipient exists, then

the procedure returns a report instruction and terminates.

14.3.7 Redirection procedure

This procedure redirects a message.

NOTE ~ The use of redirection facilities shall be subject to the security-policy in force.

14.3.7.1 Arguments

1y

The OR-name of the replacement recipient to whom the message is to be redirected.

2
3
4
14372 R

The messag
replacemen

14.3.7.3 E
An indicati

14.3.7.4 P
1

esults

rrors

n that a redirection loop has been detected.

rocedure description

The per-recipient message fields for the recipient to be replaced by an alternate.
The message or probe which is to be redirected.

The redirection reason.

recipient specified in the first argument.

The procedure first ensures that redirection to the Specified replacement recipient would not r

e or probe supplied in the third argument with the recipient identified in the second argument replacgd by the

esult 1In a

redirection loop. The OR-address of the replacement recipient supplied in argument 1) is comppred with

each intended-recipient-name from the sequence of redirection-history from the per-recipi
identified in argument 2). Upon a match the.procedure terminates indicating that a redirection
been detected.

bnt fields
loop has

An element is appended to the redirection-history (which is created if not present), using the recipient-

name from argument 2) to form-the intended-recipient-name, obtaining the redirection-rea

son from

argument 4), and containing the\time at which this redirection is performed. The OR-name sypplied in

the first argument is then substituted for that recipient-name.

dl-operation is nofhalready indicated, then the value redirected is indicated, otherwise n
information and’internal-trace-information elements are created with the value redirected in

In the other-actions field of the current trace-information and internal-trace-infornjr:’vtion, if

The message transfer envelope is updated as follows:

—  recipient-name: replaced;

— race-information/internal-trace-information: indicate redirected;

—~ \redirection-history: append previous recipient-name

and redirection-reason;

— originator-requested-alternate-recipient: deletedif and only if

trace-
icated.

redirection-reason indicates

originator-requested-alternate-recipient.

14.3.8  Splitter procedure

The Splitter replicates messages and probes as required for further processing. The replicas are modified as appropriate
to correctly indicate the distribution of responsibility for the various recipients from the original. Each replica is
accompanied by a per-message instruction indicating its further disposition within the MTA.

NOTE - The use of Splitter facilities shall be subject to the security-policy in force.

14.3.8.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient routing/conversion
instruction accompanies the message.
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14.3.8.2 Results

One or more replicas of the original message or probe with responsibility appropriately indicated, and a per-message
instruction indicating the replica’s further disposition within the MTA.

14.3.8.3 Errors

None.

14.3.8.4 Procedure description

The Splitter examines the instructions generated by the Routing-and-conversion-decision procedure to (conceptually)
segregate the recipients with responsibility set to responsible into groups. A replica is created for each group. Further
processing for that replica (in other procedures) is dependent on the routing and conversion instructions applicable to the
group it represents.

NOTES

1 Message replication is required in an MTA because of the potentially differing treatment required fpr a message's
various fecipients. These differences arise from the need for more than one relaying path outward from an MTA, from the need for
more thgn one conversion to be carried out on the message’s content and from the need to expand distribution listi]“ For example,
when mg¢re than one relay path exists, a separate copy of the message must be created for each such path, 4vith responsibility values
as appropriate for the recipients lying along that path.

2 The determination of what replicas are needed is a local matter, undertaken to ‘minimize the total niimber of such
replicas freated. The following paragraphs suggest one approach but are not intended to constrain+in any way the appijoach followed
in an actpal implementation.

3 For simplicity of exposition, the Splitter is described as a single-pass algotithm. That is, all necessaty replicas are
created grior to any further processing. An important optimisation would be to minimally)split the message for conversipn, and then to
completg the splitting of the converted copies.

1) The procedure considers first those recipients for which" content conversion instructions|exist. These
recipients are grouped such that the members of<each group are subject to identicljl conversion
instructions. A replica is created for each such-greup with responsibility set to responsible for the
recipients in that group, not-responsible for all\others.

2) The recipients are then examined for those for which DL-expansion instructions exist. A repﬂ‘ilca is created
for each such DL recipient with responsibility set to not-responsible for all recipients but the single DL
that yielded the replica.

3) The groups are further subdivided’based on per-recipient routing instruction calls for Trpnsfer-out or
Probe-out. These recipients are grouped such that each group shares a common next hop destination. A
replica is created for each such group with responsibility set to responsible for recipients [in the group,
not-responsible for all ©thers. For all recipients in each such group, this will be either the first relay
attempt or a re-routing ‘attempt. In the latter case the trace-information for the messagg or probe is
modified to indicate that this is a first or subsequent re-routing.

4) Finally, the routing instructions for some recipients will call for Message-delivery or Repoft-generation.
A replica is created for each such subgroup with responsibility set to responsible for the redipients in the
group,.not-responsible for all others.

5) If disclosure-of-other-recipients is not requested, recipients whose responsibility is set to
not-responsible may be removed.

6) “Any per-recipient-extensions for those recipients with responsibility set to not-responslible may be
deleted

7)  The procedure now terminates.

14.3.9 Conversion-procedure

This procedure performs conversions on messages and indicates those conversions that would have been performed on

probes.

14.3.9.1 Arguments

A message or probe with the required conversion(s) indicated.

14.3.9.2

Results

The message or probe with conversions performed and indicated (just indicated in the case of a probe).
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