INTERNATIONAL ISO/IEC
STANDARD 10021-10

First edition
1998-09-01

Information technology — Message
Handling Systems (MHS) —~

Part 10:
MHS routing

Technologies de l'information’— Systemes de messagerie (MHS) —
Partie 10: Routage MHS

I EC Reference number
it ® ISO/IEC 10021-10:1998(E)


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

ISO/IEC 10021-10:1998 (E)

Contents
ST ol0] o1 PP PP PPPPPPPPPPP 1
2 NOIMALIVE FEIEIENCES ... . ettt e ettt e e o e bbbt e e e o s bbbttt e e s s e e e e e e e s bbbt e e e e e e n bbb e e e e s eanabbeeeeeeennneee 1
2.1 PreSentation FEIEIEINCES. .....ccii ittt ettt e ottt e e e e et bttt e e e s st s eeeemmmeeeeeese e e e e sk bbeeeeeesabbreeeeeaans 1
A B = Tox (] YA (=1 (=T (=] 0o PP PPUPUP PP 1
2.3 Message HandliNg FEIEIENCES. .......u ettt et e e e e e e e e e e e e rmmme e e e e e eamaet et e a2 e e e e e e e e e e e aaaanna 1
P o 1N (VA O o [N (=] =T =T (o = PP UUUPPURUURPR 2
2.5 Addiienralreferences e e e T R T I I T e 2
B = {1 1T g1 P PPUPUPPPRTPPPPRUPY S NS IOTTPPRRR 2
3.1 MHB-routing definitions SO SUURUIY PR 2
3.2 MHE defiNItiONS ..ot Y N AURTUUTTY FEOTUT 2
3.3 Dirgctory definitions ..........oocuvviiiiiiiiiieie e smmmeenn e e 3
4 ADDIEVIALIDNS ..t R 411 e et e e s e anbbe e e e e | e e s e 3
LN Oe] )Y = 101 (o] | PR e PP PPT RO
5.1 Corjventions for routing model specification
5.2 Gerjeral font CONVENTIONS ........eeviiiiiiiiiiiieeiiiiiie et T e e e e e
5.3 Fong conventions for ASN.L definitionS...........ooeiiiiiiiiiieo e e
5.4 Rul@s for ASN.1 definitions ..o e
6 MHS-rOULING OVEIVIEW ......eiiiiiiiiiiiiieeiiiiiieeee e ssiiiieeeessneneeeee s s e ettt e ettt s s 442242ttt e e e e e bbee e e s e e 4
6.1 Opgrational characteristics FRURUURRPPPTTY TR 4
6.2 Components of the Model ... B e 5
6.2.1 ROULING-COIECHIVE......cceiiiiiiiiiiiam et mmmemmeeeeeme e eee e e 5
B.2.2 ROULING-MTA Lottt e ettt e e e sttt e e e e e s st b e e e e e s abbbe e e eeemmeeeneenseeeeesdrbbnnneeesnaaes 5
0. 2.3 CONNECHON-QIOUP «eetiiiiieieeeeeeeiie s rs e eettetteeeeeeeeeeteeaaaaaeaaasassasaaaanssnssnssssseeseeeesss mmmmmmmmmmmmnm s oo e foassabneeeees 6
6.2.4 OR-address-SUDIIEE.........oe i e be e e s semme e e e e 7
6.2.5 ROULING-AAVICE .....coeiieiiiei s ittt eee e e e e e e e e e s smmmmmmmmmmmnms s e 9
B.2.6 LOCAl USE TADIES......eiiiii e e ettt ettt e e e sbb e e e eenmneeeessesneeesee | bner e e e 9
6.3 ROYLING AECISION OVEIVIEW ... s 8 e e e oo ee ettt e et e e e e e e e e e e s e e s s e s snnnbeebeebs mmmmmmmmanmnnt e s eeeeeeeesshenssnesiiiieees 9
6.4 DirgCtory OrganizZation........... ... et nne e e e e e e e e e e e e ennne e e 10
6.5 AutNeNtiCatioN PrINCIPIES .. ettt e e st mme e e e e s e e e e e e e e e e e e e 10
A o 10T aTo R eda || 1=Tod 1)Y=t U o] == PP
@ o] ol o Fo S T S PP ORI
7.1.1 Routing-ColleCtive ODJECE CIASS........uueiiiieiii e ee e eamee s
7. 1.2 Routing MTA ODJECE ClASS ...eeveiiiiieeeeeee ettt eeeeeeeeeeeaes
7.1.3 £onnection Group ODJECE CIASS .....cocoiiiiii e e
7. 14 MTA InfOrmation ODJECE ClASS ....eeiiiiiiiiiiiee e e eeas
7.2 Attribute types

7.2.1 Routing Collective attribute types
7.2.2 ROULING MTA AIFIDULE TYPES ....eieieii ittt e et e e e e s s snr e e e e e e e s e anbbeeeeaeens
7.2.3 Connection Group attribute types
7.2.4 MTA Information attribute types
AR T2 L 1= 0T 1P PPRURRRPRR

© ISO/IEC 1998

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and micro-
film, without permission in writing from the publisher.

ISO/IEC Copyright Office Case postale 56 CH-1211 Genéve 20 Switzerland
Printed in Switzerland


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

© ISO/IEC ISO/IEC 10021-10:1998 (E)

8 OR-AUAIESS-SUDLIIEE.......etttteeeee ettt ettt ettt et e e e e e e e e e e e o s e o e a e ettt £ £ £ £ £ 4442442222221 114 15550000 nnnnnrrnes 17
8.1 OR-address ElemENnt ODJECE CIASS .. ..uuuiiiiiiiiiiiiiiii ettt ettt e et e e e e mmmmmmmmmmmenee et ee e e e e e e e eeaaaaaeas 17
8.2 OR-address Element attribULE TYPES. ....coui i e — 11111111 17
8.2.1 ROULING AGVICE ...ttt e e e e e e e e e e e e e s e e e e ean
8.2.2 EXPression MatChes. ......cc.uuuiiiiiiiiiieeeieee et
8.2.3 Next Level Complete
8.2.4 Recipient MD Assigned Alternate RECIPIENT .........cooiiiiiiiiiiiieeee e 20
8.3 OR-address ElEMENT SUDCIASSES. ....uuuuuiiii it e et e e e e e e e e e e et e e s emmm——— ettt et e e s
8.3.1 OR-address Subtree Base object class
8.3.2 Common OR-address ObJeCt CIaSSES.......coooiiiiiiiiiiiiie e
8.3.3 Mnemonic OR-address object ClaSSeS ....vvvvueueiiiiiiiiiiiiiiieeeieieeeeeeeeiiieeeieeeeeeeeee,
8.3.4 Terminal OR-address ObjJect ClasSES.........ccoouviiiiiiiiiiiiiiiiiiiieeeeeeee e e
8.3.5 Numeric OR-address 0bjJECt ClaSSES .........coooiiiiiiiiiiiiiiiiee e T e
8.3.6 Postal OR-address object classes
8.4 QR-address EIement NAMES .........ciiiiii i iiiciieeiiiis s e e e ee e eeeeettes s e s e e e e e e e seeeeessess s mimSndesmmmnnnn o e ]
8.4.1 Common OR-address Element Names
8.4.2 Mnemonic OR-address Element Names...........ccccccvcviieieiieeeeeeeceeeeeeiinde b i 23
8.4.3 Terminal OR-address Element Names ...........cccoovvviiiiiiiiieeeeeeeee O e 23
8.4.4 Numeric OR-address Element NamesS.........coouviiiiiiiiiieeiieceeercee e e e e e e 24
8.4.5 Postal OR-address Element Names ........cooeiveiiiiiiiiiiieiiiiiiin Nl I~
8.5 Generation of OR-address-element attributes..............ouviiiiiii i AN e e, 24
8.6 QR-address-subtree Name fOrMS...........uuiiiiiiiii e e e e e e e eeesnnnn e e e s e e e e ae e 24
S o o Tot=To L1 = TP PPPTTUPRPRTTUPY PSRRI 26
9.1 HOULING-MTA PrOCEAUIES .....eeviiiiieeeeeeeeeeiesseeiiiiiieseeeeeelagfiaaaanaaeaeessessasassssnstesseesss mmmmmmmmmmmmms e e e e e e foessessnsnsnnnnnns 26
9.1.1 Amendment to the Front-end proCedure ........f. i ccecirireeeerer e e e e e e e e e e 27
9.1.2 Routing-deCiSiON ProCEAUIE ......ccviiiiieeeeeeecae s et r e e e e e e e e e e e e s e s e e s s e e eeeeees
9.1.3 OR-address-subtree-read procedure
9.1.4 Local-delivery-evaluation procedure
9.1.5 Routing-knowledge-acquisition ProCEAUIE ............ccoeeiiiiiiiviiiiiieieir e e e e e e e e e e e e e e e eeeee e 32
9.1.6 MTA-DINd-IN PrOCEAUIE ......ceee ettt e e e e e e e s e e s s e s s re e e e e e e e s s s 1011 e e e nnne 35
9.1.7 MTA-bind-0ut ProCeAUIe ...... ol e e 37
9.1.8 Trace VErIfiCAtION STEP .....ope it r e et e e e e e e e s s e s s s s se e nteneessee e e e s o | 1122 2aaeeeeeeees 39
9.2 AdMINIStrative ProCEAUIES........... 0 e e e e e e e e e e e e s e s s s s s st eerreeseeeeeeese s smmmmmmmmmmmmn s s s | et eeeeees 39
9.2.1 Routing-MTA CONFIQUIALTON .....vvieiiiiiieieieceee e et r e e e e e e e e e e s e e s s s s s nnsrnseneeahereeeeeesseseanas 39
9.2.2 OR-address-SUBbIEE CONSITUCTION. .......ciiiiiiiiiiiie e s et e e A" ¢
10 CONTOMMIANCE. . .etii e e sttt e e e e et ettt e et e s eeeeeeeeeee e s st et e seesaeaaeseesssss tmmmmmmmmmmmmsesesessstssnnnnnsseseahereeressrsrrnninnns 41
10.1 Routing-MTA CONFOMMANCE .......ceiiiiiiiiiiie ettt e et e e e et e e e e e s aebr e e e e e s snbeeeesessnnnneesshannnneeeeseninees 41
10.2 Administrative DUA CONFOIMEANCE .......uuuiiiiiiiiiiiieee e eee et e e e e e e e e e e e e e s sessnnnns [ ee e 42
10.3 DSA CONFOMMEAIICE ......oiiiiiiiiiiiiei e e et e e e e e ettt e e e e e e e e e e e e et e e e ae et et e e seseeaaeeseesesss s mmmmmmmmmmmman sesessses|abasnnnaeeeeaeeeses 42
Annex A Reference-Definition of Object [dentifiers. ... e b 43
Annex B Reference Definition of MHS-routing Directory ODJectS...........oooiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeee e 45
Annex C Reference Definition of MHS-routing OR-addreSs-SUDIIEE........coiiiiii i o 2222 48
ANNEX D OR-addreSS-SUDIIEE SLIUCTUIE ........ciiiiiiiie ettt e e e e e e e e e e e ettt et e e e e eeaaeseeeeemseeeeeeaeaaeaaaaaaeeeeaaanan 55
Annex E MHS-routing example appliCAtIONS. ..........ouii it e e e e e e e e e e e e e e s e e e e annae 60
Annex F Routing knowledge acquiSItion @XaAMPIE .........cooiiiiiiiiiiiiie e eermr e e e e e e e 63
Annex G Profile and Connection-group IdeNLIFIErS ...........ciii i e e e e e e e e e aae s 64
ANNEX H GlOSSANY Of 18ISttt e e e e et e et et ettt et ettt e eaeeaeee e s smmmmmmmmmnnt s e e et e e eeaaaeeaeeeeeeessnnannnnnnn 66
10 To 1= GO U PP TTP T PP TRRTTRPPRIN 67


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

ISO/IEC 10021-10:1998 (E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International

Electrotechn

ical Commission) form the specialized system for worldwide standardization.

National bodies that are members of ISO or IEC participate in the development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in
liaison with 1ISO and IEC, also take part in the work.
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information d

of information technology, ISO and IEC have established a joint technical
SO/IEC JTC 1. Draft International Standards adopted by the joint technical
e circulated to national bodies for voting. Publication as an International Standard
roval by at least 75% of the national bodies casting a vote.

Standard ISO/IEC 10021-10 was prepared by Joint Technical Committee
C 1,Information technology Subcommittee SC 18ocument processing and
nunicatian

21 consists of the following parts, under the generalritdenation technology -
ndling Systems (MHS):

Art 1: System and service overview

hrt 2: Overall architecture

hrt 3: Abstract Service Definition Conventions

art 4: Message Transfer System: Abstract service definition and procedures
hrt 5: Message Store: Abstract service definition

art 6: Protocol specifications

art 7: Interpersonal messaging system

hrt 8: Electronic data interchange messaging service

hrt 9: Electronic data interchangé.messaging system

art 10: MHS routing

p D form an integral part of this part of ISO/IEC 10021. Annexes E to H are for
nly.
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 defining Message
Handling in a distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-an
forward basis. A message submitted by one user (the originator) is transferred through the
message-transfer-system (MTS) and delivered to one or more other users (the recipients).

This part of ISO/IEC 10021 defines a method for routing messagesgthithe Message

Handling System (MHS).
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Information technology —
Message Handling Systems (MHS) —

Part 10:

MHS routing

1 Scope

This part of ISO/IEC 10021 specifies the means by which messages are routeth the MHS, and sdnpplements the
procedures defined in 14.3 of ISO/IEC 10021-4.

Other parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400/SO/IEC
user-ofiented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 provides an architectural overview of
the MHS. ITU-T Rec. X.411 | ISO/IEC 10021-4 defines the abstract-service of the Message Transfe

2 Normative references

The following standards contain provisions which, through reference inthis text, constitute provi
ISO/IEC 10021. At the time of publication, the editions indicated were valid. All standards are sulk
partieq to agreements based on this part of ISO/IEC 10021 are enceuraged to investigate the pos
most recent editions of the standards indicated below. Members: of IEC and ISO maintain registers of currently valic
Interngtional Standards.

2.1 Presentation references

This part of ISO/IEC 10021 cites the following Presentation specifications:

ITU-T Recommendation X.680 (1994){4SO/IEC 8824-1: 198formation technology - Abs
Notation One (ASN.1): Specificationef basic notation.

ITU-T Recommendation X.681-(1£994) | ISO/IEC 8824-2: 198fmrmation technology - Abs
Notation One (ASN.1): Information object specification.

2.2 Directory references

This part of ISO/IEC 10021 cites. the following Directory specifications:

ITU-T Recomméndation X.500 (1997) | ISO/IEC 9594-1 +aformation technology —Op¢
Interconnection—The Directory: Overview of Concepts, Models, and Services.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2)4aformation technology —Ope
Interconnection —The Directory: Models.

ITU-7 Recommendation X.520 (1997) | ISO/IEC 9594-87 +aformation technology —Op¢
Interconnection —The Directory: Selected attribute types.

10021-1 defines the

[ System.

sions of this part of
ject to revision, and
sibility of applying tr

tract Syntax

tract Syntax

n Systems
n Systems

n Systems

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7 +aformation technology —Op¢

n Systems

fMterconmection —The DiTectory. Sefectet Ohject TlassEs.

2.3 Message Handling references

This part of ISO/IEC 10021 cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (199®essage handling services: Message handling system and

Service overview.

ISO/IEC 10021-1: -2, Information technology — Message Handling Systems (MHS) —
service overview.

Y To be published

Part 1: System and
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— ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2: 199@rmation technology — Message

Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4: 199drmation technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.

2.4 Country Code references

This part of

ISO/IEC 10021 cites the following Country Code specifications:

— IS0 3166-1: 1997Codes for the representation of names of countries and their subdivisions — Part 1:

Country codes.

CCITT Recommendation X.121 (199&)fernational number plan for public data networks.

2.5 Ad
This part of

3 D¢
For the pur,

3.1 M

The followi

ditionat Teferences
ISO/IEC 10021 cites the following specification:
ISO/IEC 9945-2: 1993nformation technology — Portable Operating System Interface, (POSI
Shell and Utilities.
pfinitions
poses of this part of ISO/IEC 10021, the following definitions apply.

HS-routing definitions

ng terms are defined in clauses 6 andthigfpart of ISO/IEC 10021
connection-group
entry-connection-group
enumerated connection-group
indirect-exit-connection-group
key-routing-collective
local-exit-connection-group
local-use-tables

MHS-routing

next-MTA
OR-address-element
OR-address-subtree
routing-advice
routing-collective

routing-collective-subtree

routing-MTA

X) — Part 2:

A glossary

transit-exit-connection-group
unenumerated connection-group

of these terms appears in Annex H.

3.2 MHS definitions
The following terms are defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

Administration Management Domain (ADMD)
Management Domain (MD)

Message Handling System (MHS)

Message Transfer Agent (MTA)
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— Message Transfer System (MTS)
— Originator/recipient Address (OR-address)
— Private Management Domain (PRMD)
— Reliable Transfer Service Element (RTSE)
For the purposes of this part of ISO/IEC 10021, the teressagewhere used unqualified, refers generically to a
message, probey report
3.3 Directory definitions
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

— Directory Information Tree (DIT)

— Directory System Agent (DSA)
— Directory User Agent (DUA)
— Relative Distinguished Name (RDN)

4 Abbreviations

The aljbreviations used in this part of ISO/IEC 10021 are defined in ITU-T Rec¢: X.402 | ISO/IEC [10021-2, and ITU-T
Rec. X.501 | ISO/IEC 9594-2 (see 3.2 and 3.3), except for the following.

— ACSE Association Control Service Element (ITU-T Rec. X.217 | ISO/IEC 8649)
— APS Asynchronous Protocol Specification (ITU-T)Rec.X.445)
— IP Internet Protocol
— LAN Local Area Network
— PSAP Presentation Service Access.Roint (ISO/IEC 7498-3)
— WAN Wide Area Network
— X.25 A packet-switched netwerk conforming to ITU-T Rec. X.25
5 Conventions

This part of ISO/IEC 10021 uses the.descriptive conventions listed below.

5.1 Conventions for routing model specification
This part of ISO/IEC 1002%.uses the following ASN.1-based descriptive conventions for the indicatefl purposes:
a) To define the-data types and values for MHS-routing, ASN.1 itself.

b) To define*the Directory entries for MHS-routing, the OBJECT-CLASS, ATTRIBUTH, NAME-FORM,
STRUCTURE-RULE, and MATCHING-RULE information object classes of ITU-T Rec.[X.501 | ISO/IEC
959442,

Whengver ‘this part of ISO/IEC 10021 describes a class of data structure having component$, each component
categorized as one of the followiggades

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O):  An optional component may be present in an instance of the class at the discretion of the
object (e.g. user) supplying that instance.

c) Conditional (C): A conditional component shall be present in an instance of the class as specified by this
part of ISO/IEC 10021.
5.2 General font conventions

Throughout thispart of ISO/IEC 10021terms are rendered tmold when defined. Terms that are proper nouns are
capitalized, generic terms are not. Multi-word generic terms are hyphenated. Italic font is used for ASN.1 identifiers
defined in other International Standards.
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5.3 Font conventions for ASN.1 definitions

Throughout thigart of ISO/IEC 10021ASN.1 definitions appear in fixed-pitch fofaff this Type) to highlight the
difference between normal text and ASN.1 definitions. The font used for ASN.1 definitions is smaller than that used for
normal text.

5.4 Rules for ASN.1 definitions

ASN.1 definitions appear both in the body of this part of ISO/IEC 10021 to aid the exposition, and again, formally, in
annexes for reference. If a difference is found between the ASN.1 used in the exposition and that formally defined in the

corresponding annex, a specification error is indicated.

6

MHS-routing Overview

The purpogeof avtessage Hamdting Systenm(MH S istoemable userstoexchange messages o a Stor
A messagg submitted on behalf of one user, the originator, is conveyed by the Message Transferc§
subsequently delivered to the agents of one or more additional users, the recipients. The MTS compri

Message
journey fro

In MHS, th
name (from
the messag
OR-addres|

The other

within the N
is the subjg
determinati

The path t
number of

MTAs acquire routing information by accessing Directory entries whose maintenance is the responsi

administrat]

does not dg¢pend on the provision of a fully interconnected Directory.

6.1
MHS-routin

a)

Operational characteristics

ransfer Agents (MTAs), which are highly distributed, and a message may traverse.a humbe
its originator to its recipient.

b originator does not specify a path through the MTS to reach a recipient, but-simply specifie
which the OR-address is obtained). It is the responsibility of each MTA to detérmine the ne
e should be transferred to progress its journey to its recipient. Routing is.thus the process of
5, the MTA to which the message should next be transferred.

parts of ISO/IEC 10021 specify the services provided by MHS, and,the protocols used to

ITS. The means by which an MTA determines an appropriate route that will convey a messa|
pct of this part of ISO/IEC 10021. The various mechanisms .defined herein which enable M
pn constitute MHS-routing.

bken between an originator and recipient may vary ofi-different occasions, since there wi
hossible paths between them, and factors such as cofgestion and availability may influence r

br. These entries model the various properties‘ofithe MHS that are relevant to routing. Howej

g has the followingperational characteristics

In MHS-routing, the OR-address name-space is decoupled from the constraints of hardw
(e.g. the assignment of users-to particular machines, or the ability of groups of machines
This is in contrast with fouting strategies that use OR-address pattern-matching methods
decisions, which constrain an MHS administrator’s choice in the allocation of OR-address
require users to change their OR-addresses whenever their MTA changes.

OR-addresses aare‘intended to reflect the organizational hierarchy, and to use only as m3
address element as is required to achieve this. However, many organizations have staff
multiple locations (where staff will necessarily use a local MTA), or have multiple messaging
(e.g. mainframe-based, integrated office automation systems, and PC LAN email systems)
one department are arbitrarily allocated to different systems. Separating the OR-address h
physical topology allows for the assignment to users of addresses which are compact an
arganizational role, regardless of their physical location.

-and-forward basis.
ystem (MTS) and
5es a collection of
r of MTAs on the

5 a recipient OR-
Xt MTA to which
selecting, given an

ransfer messages
ge to its recipient
I'As to make this

| in general be a
pute selection.

ility of an MHS
ver, MHS-routing

are organization
to interconnect).
to make routing
s to users, and

Iny levels of OR-
distributed over
systems in use

vhere staff in any

ierarchy from the

d related to their

b)

<)

MHS-routing supports the range of connection densities possible among MTAs. One extreme is where all
MTAs are connected to a common network and any MTA can connect to any other (e.g. a public wide-area
network). At the other extreme an administrator specifies precisely which MTA pairs are able to

communicate, as if the MTAs were connected by individual cables, regardless of the actual connection

method.

Some MHS installations restrict the topology (e.g. by performing all routingghra central switch MTA),
because of the management cost in maintaining routing information, even when all the MTAs concerned are
connected to a LAN or WAN and could, in principle, exchange messages directly. However, moving to the
fully connected possibility may be undesirable for some organizations, due to concerns of security and cost

optimization.
MHS-routing permits varying degrees of autonomy and segregation in the management of

an MHS system.

Many organizations will have the overall MHS managed by a central IT unit, with the management of

individual system components devolved to local administrators. Often, the MHS manageme

nt hierarchy will
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be different from the organizational hierarchy. Typically, the MHS management reflects geographical
locality, while the users are organized into geographically dispersed business units. In MHS-routing, this
practice is accommodated by the use of two separate hierarchies for these two aspects of MHS organization.

d) MHS-routing accommodates a range of routing problem sizes, from an organization managing two or three

MTAs, up to a PRMD operating hundreds or thousands of MTAs. An organization mig
internal connectivity, using ADMDs or specific bilateral agreements for all external conn

ht organize only its
ectivity, or it might

join a more open community which publishes routing information in the Directory and allows for the open

exchange of messages across a common network infrastructure.

e)
framework for the management of relevant routing information such that a range of routi
implemented.

MHS-routing does not constrain the choice of routing policies available to an organization. It provides a

ng strategies may be

MHS-routing provides a balanced trade-off in terms of cost/efficiency. Any scheme which relies on access to

s held in the MTA.
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6.2.1

A roufing-collective is a collection of onéZor more MTAs, under common management, wh

respon
within

contex|
abstra
the scq

the—Directory—is—tikely—to—be—slower—to—execdte—than—oene—based—purely—ontocaltable
However, the Directory-based approach should provide the MTA with a better quality/o
improve overall efficiency by the determination of optimal routes. For example, in'a |
often be infeasible to provide each MTA with customised tables listing every .address
consequently messages will take multiple hops towards their destination, passing throu
hold the tables. When Directory-based MHS-routing is used, the processing-required at

is greater, but is likely to identify a direct route and so enable transfer ofithe'message in

The use of MHS-routing also leads to a more scalable architecture, ‘allowing for mediu
be distributed throughout the network rather than depending on a small number of MTA
message switching. This scalable approach reduces the risks/associated with a single
network.

Components of the model

ferent types of information stored in the Directory represent'the modelling objects used to re

information and so
hrge PRMD it may
in the domain, and
ph central MTASs that
the originating MTA
a single step.

m-capacity MTAs to
\s to perform central
point of failure on th

bresent the MHS. Us

ctory access-control is not required for the operation.of, MHS-routing, but it may be employed where it is required

visibility to browsers of the Directory. Equally, information may be stored in a private DIT tha
outside world - there is no assumption that a fully interconnected Directory is available. H
5, particularly those of an unrestricted nature, would benefit from a fully interconnected Direct

Routing-collective

sibility for a portion of the OR-address name-space, and is capable of routing a message
he collective. Therefore a routing-collective represents the management structure of some
b of routing. By grouping together MTAs under common management control, the routing
Ction (the internal structure-ofithe routing-collective may be concealed from external MTAS) ar
pe of the information that*MTAs need to hold.

The s

collectjve. The largest instance of a routing-collective will typically be a Management Domain. While
which jcomprises seyeral PRMDs is not precluded, it is unusual for such PRMDs to be unde]
management controliithe more typical case of loose confederations of PRMDs may be handled by o

Routinp-collectives are structured in a hierarchical manner, with the number of levels chosen to s
questign. Sniall*MDs, or MDs of a very uniform nature under the complete control of a central IT n
requirg aonly-a two-level hierarchy. The MD is one routing-collective and contains all the MTAs (eac
routing-cellective). More complex MDs will normally require a third level of routing-collective perhap

allest instance of a-routing-collective is a single MTA, and indeed each MTA is itself d

has no connection
bwever some routing

bry.

ich has collective

to any MTA manage
art of the MHS in the
)-collective provides
d is useful in limiting

efined as a routing-
a routing-collective

I genuinely common
her mechanisms.

it the organization ir
anagement unit, will
h of which is itself a

5 to group together

all of the MTAs at a given location, or all those belonging to each department.

Each complete hierarchy of routing-collectives is represented by a DIT subtresutihg-collective-subtrege which
models their hierarchical relationships. All routing-collectives within a routing-collective subtree co-operate with one
another in performing MHS-routing.

Each routing-collective has an entry in the Directory that indicatesotfreection-group (see 6.2.3) by which a message
may be transferred into the routing-collective, and those by which a message may be transferred out of the routinc
collective.

6.2.2

Routing-MTA

A routing-MTA is an MTA that participates in MHS-routing as defined in this part of ISO/IEC 1@32definition, a
routing-MTA is the smallest instance of a routing-collective and occupies the lowest level in the routing-collective
hierarchy, i.e. it appears as a leaf of the routing-collective subtree
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Therouting-MTA is provided, by local configuration, with iteuting-MTA Directory name (a routing-collective name)

and credentials which enable it to read that Directory entry. All other information necessary for MHS-routing may be
acquired from the Directory. As an implementation choice, this information may be retrieved at initialisation, or may be
retrieved dynamically as required. For the purposes of exposition, the former approach is assumed. The caching of
information acquired from the Directory may be necessary for efficient implementation, but is beyond the scope of this
part of ISO/IEC 10021.

NoTE 1 — Implementors should be aware that out-of-datdhed information can lead to routirgps and sub-optimal route choices.
While procedures are specified to resolve routing loops, cache refreshing should also be performed at regular intervals.

A routing-MTA Directory entry indicates the one or m@&-address-subtreevhich the routing-MTA’s administrator
has chosen to reflect the routing policy of this MTA, and also indicates the Directory name of the MHS Message Transfer
Agent entry for this MTA (see A.1.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2).

In order to fulfil its function, a routing-MTA must acquaint itself with knowledge of the other routing-collectives in its
routing-collective-subtree. The minimum knowledge required for a routing-MTA to achieve this s |discovered by
collecting ipnformation from a specific subset of the routing-collectives in its routing-collective-stbtrge. KElyese
routing-collectivesare defined as follows:

— | the siblings of the routing-collective;
— | the siblings of each of the routing-collective’s superior routing-collectives.

NoTe2 — WHhile knowledge of a routing-collective’'s key-routing-collectives is required for the-operation of MHIS-routing, this
infgrmation is not recorded explicitly in any Directory entry since it differs for every routing-collective, anqd may readily be
disgovered by inspection.

The reason for this definition of key-routing-collectives may be understopd\as follows. By the definifion of routing-
collective, & routing-MTA must be able to route a message to any of the other MTAs in each routing-collg¢ctive of which it

is a member; the practical effect is that the routing-MTA must be able to”act on routing information that instructs it to
transfer a message to one of the routing-collectives in the same routing-collective-subtree. Hence a simplistic definition of
key-routingtcollectives would include all of the routing-collectives ifcthis tree. However, this gives more ipformation than

is strictly rgquired. Plainly, the routing-MTA does not need to gongsider itself as a destination; similarly, fin instruction to
transfer th¢ message to one of the routing-MTA's superior, routing-collectives is meaningless (since|the message has
already arrlved in that routing-collective), so these are nat.considered as key-routing-collectives. One ¢f the purposes of
having more than one level of routing-collective hierarchy: is that a routing-MTA does not need to be aware of the internal
structure gf routing-collectives in distant parts of the routing-collective-subtree. Hence if one routipg-collective is
considered|to be a key-routing-collective, its subordinates do not need to be. Excluding these unnecessary elements leaves
the definitign which has been adopted.

X

Z
[

[C.3.1] [C.3.2]

Figure 1 - Example of a routing-collective-subtree

Figure 1 illustrates the hierarchical relationships in a routing-collective-subtree. The routing-collective at the base of the
subtree, X, has three immediate subordinate routing-collectives, A, B, and C. In turn, A, B, and C each contain three
immediate subordinate routing-collectives. In the case of A and B, these routing-collectives are also routing-MTAs. In the
case of C, C.1 and C.2 are routing-MTAs, while C.3 is a routing-collective containing two routing-MTAs. The names of
the routing-MTAs are enclosed in boxes. For the routing-MTA B.3, the key-routing-collectives are B.1, B.2, A, and C.

6.2.3 Connection-group

A connection-groupis a groupof connections over which messages may be directly exchanged between members of a
set of MTAs, using a specific MHS transfer protocol over a common network. It therefoesents the topology of the

MHS, i.e., how the MTAs are physically interconnect#ili MTAS in a connection-group have a network technology and

a message transfer Application Context in common, and have administrative approval to interwork.
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A connection-grougs represented by specifying its member MTAs. A connection may be created between every pair of
these MTAs. The Directory entry that representsoanection-groupmay also indicate the specific message transfer
protocol used.

The simplest type afonnection-groughas just two members: this represents a conventional pair of MTAs that have been
configured to communicate with one another. Larger sets may be constructed for convenience. If a number of MTAs ar
connected to a LAN or WAN, such that connections are permitted between any pair of them, they may all be assigned to
singleconnection-grouprather than to multiple groups that represent all the individual connections possible.

Connection-groups are of two types, enumerated and unenumeratedurBrated connection-groups identified by
Directory name, and has an associated list of member MTAs, as described abawenédmerated connection-group

is also identified by Directory name, and is typically associated with a network infrastructure such as a public or private
wide-area network (e.g. X.25 or IP). Its membership is defined by self-declaration. The administrator who makes a loca
decision to configure an MTA into such a group is implicitly declaring that the MTA will accept connections from any
other N

Eachr

T A . +: 1 HA N + H + ot MTA &l HES Py Y +
TTAAUINT UIC oAITIiC TICTWVUTR, VWILF'TUUL 'JIIUI CluICCIIICIIL MCTLVWITCTITTIVIT A AQUTThrmou AaAtvur o.
puting-collective classifies the connection-groups available to it as follows:

a) anentry-connection-groupis one that may be used to transfer messages into the reutingtcollective.

b) anexit-connection-groupis one that may be used to transfer messages out of the routing-collective.

Two types of exit-connection-groups are distinguishetiamsit-exit-conneetion-group is ong¢ that may be

used to transfer a message out of the routing-collective, regardless of\ot@giat-exit-connection-group

is one that may be used to transfer a message out of the routing-collective, but is availgble only for message
originated, or redirected, or DL-expanded within the routing-collective.

A givel connection-groupnay be classified as both an entry- and exit-conrection-group.

An ind
is avai

rect-exit-connection-group is an exit-connection-group whichis-not directly available to a routing-collective, but
able through one of its key-routing-collectives.
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nnection-groups available to a routing-collective which-is not a routing-MTA (i.e. does not oc
-collective-subtree), correspond to connection-groups available to one or more of its
\ves. However, they are not necessarily the complete union of all such subordinate routing-
of policy, a subordinate routing-collective may~¢onfine access to one of its connection-gr
inates.

plly, a security-context may be defined, for a connection-group to govern the interaction
brs of that connection-group.

2 gives an alternative representation of the routing-collectives illustrated in Figure 1, and sh
. The connection-groups CG1, 2,4 and 5 are shown by indicating every individual conne
ve X. Additional members of €G3 and CG6 exist within neighbouring routing-collectives.

OR-address-subtree

Laddress-subtrees-a,Directory subtree which models a part of the OR-address name-space a
(see 6.2.5) withames within that name-space.

ry attributessand object classes are defined corresponding to each element of the OR-addres
may be censtructed by treating each OR-address element as an RDN, and assembling the§
p form the-Directory name. If entries were created in the Directory corresponding to all of thd
uld create a subtree of the DIT corresponding to the whole OR-address name-space.

cupy a leaf node in a
subordinate routing-
ollectives, since, as
bups to itself and its

5 permitted between

ows their connection
bction within routing-

nd associates routing

s, such that a Direct
e RDNs in a prescri
valid OR-addresses

Since

it\js” infeasible to place all routing information in a single Directory subtree (this wol

Id assume a fully

interconnected Directory, a fully interconnected MHS, and that all users of Directory-based routing are prepared to revee
their complete addressing information to the world), it is usual to prefix the RDNs derived from OR-address elements with
some arbitrary Directory name belonging to the administrator preparing the information. This allows multiple subtrees to
be created in different parts of the global DIT, potentially containing information for every valid OR-address. A subtree
may be incomplete, in that two or more subtrees are required to model a complete branch of the OR-address name-spac
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:> routing-collective

connection-group

Figure 2 - Example of routing-collectives and their connection-groups

OR-addresp-subtrees containing different items of routing-advice will be required in various parts of the MHS for the
same set ¢f OR-addresses. This is.due to the existence of firewalls, sparse connectivity, and the rature of devolved
management. Different parts of the MHS will require different location-specific guidance to reach the same OR-address.

An adminidtrator creates ORfaddress-subtrees to indicate the required routing behaviour for each possible OR-address.
The entry [corresponding toan OR-address will identify a routing-collective towards which the megsage should be
transferred| In the simplest-case, the routing-collective idehieering-MTA for that recipient. Alternatively, the routing-
collective might be larger, and contain telivering-MTA as a subordinate routing-collective this case thg message

may be transferredto an arbitrary MTA in the routing-collective where more detailed information will pbe available to
identify the|delivering-MTA to which it should finally be transferred. Another possibility is that the indigated routing-
collective ig arelaying MTA that the administrator knows is able to handle all addresses in a particular dgmain.

Certain OR-addressd®mve an arbitrary internal structure, and cannot be fully represented in OR-address-subtrees (for
example, one containing a domain defined attribute specifying an address in a foreign messaging environment). To
represent a branch of the subtree that models OR-addresses of this gp@easion-matchexttribute may be placed in

the subtree to allow for algorithmic matching of these OR-addresses.

As it is impracticable to create entries in each OR-address-subtree for every possible OR-address, an OR-address-subtree
may be incomplete in two ways: parts of the OR-address name-space may simply be absent frone ine teee (which

contains only local users), or whole branches of the tree may be truncated. Portions of the tree that are incomplete are
marked as such, so that an MTA reading information from the tree is able to distinguish between an entry which is absent
because the OR-address is invalid (causing the MTA to declare the message undeliverable), and an entry which is absent
because the administrator has not provided the information (causing the MTA to look elsewhere for more information).

Portions of an OR-address-subtree may be truncated where the behaviour requested of the MTA is the same at all
subordinate vertices of a vertex. For example, if all addresses within a particular Organizational Unit require transfer to
the same MTA, it is not necessary to create entries for each OR-address in that Organizational Unit. Instead, the routing
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information is placed at the vertex in the tree corresponding to that Organizational Unit. The procedures used by the MT.
for reading information from OR-address-subtrees detect when the desired entry cannot be read because the tree has
truncated, and cause the MTA to consult the leaf node of the truncated tree for routing advice.

It is entirely practicable to have just one OR-address-subtree for a PRMD (or indeed for a number of co-operating
PRMDs), even if the PRMD has a nesting of routing-collectives within it. However, there will often be a requirement for
multiple OR-address-subtrees, for example, where administrators wish to conceal information about OR-addresses, or f
devolved management of OR-address-subtrees, or for private subtrees that identify locally available relaying and ADML
services.

6.2.5 Routing-advice

The routing-advice present in an entry in an OR-address-subtree provides advice to the routing-MTA that assists it in
arriving at a routing decision for the OR-address corresponding to the entry. It specifies one of the following actions:

a) Transfer the message to the target routing-collective indicated. If this identifies the routing-MTA itself, then
local delivery is attempted.

b) Generate a non-delivery report with the reason and diagnostic codes indicated.

c) Redirect the message to a preferred address of the MTS-user. The new @R-addrgss is indicated in th
routing-advice.

d) Perform DL-expansion of the OR-address; if this is not possible, transfer the message|to the target routing
collective indicated, which is known to be capable of performing the regquired DL-expangion.

e) Place the message in an inner-envelope content-type, using the information supplied {o construct the outel
envelope (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

6.2.6 Local use tables

The ofly configuration information required by a routing-MTA s ‘its“routing-collective Directory phame, information
neededl to access the Directory (e.g., its Directory credentials and the address of a local DSA), anfd knowledge of how
map it$ exit-connection-groups to appropriate protocol stacks(and physical interfaces. On initializatjon, the routing-MTA
reads [the entry identified by its routing-collective Directory) hame, and follows a procedure that provides it with
knowlgdge of its complete routing-collective-subtree, anddhereby enables it to participate in MH$-routing (see 9.1.5).
This information is recorded by the routing-MTA inlitgal-use-tables as follows:

a) The Directory name of this MHS Message Transfer Agent.

b) The names of one or more OR-addréss-subtrees configured for this routing-MTA.

c) A list of the key-routing-collectives' of this routing-MTA, each accompanied by the names of one or more
next-MTAs for that key-routing-collective.

d) The names of the routing-MFA’s transit- and local-exit-connection-groups.

e) The names of the.routing-MTA’s indirect-exit-connection-groups (i.e. those exitrconnection-groups
available through it§ Key-routing-collectives), each accompanied by the names of one|or more next-MTAs
for that connection-group.

f) For each of~the routing-MTA'’s entry-connection-groups that is of type enumerafed, authentication
informationpreguired to identify each possible calling MTA.

6.3 Routing.decision overview
When |routing.a_message, the routing-MTA performs the following actions to arrive at a routing decision for each
recipient OR-address in the message:

a)_» The routing-MTA transforms the OR-address into a Directory name, and attempts to rgad the correspondin
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g-advice associatec

with the entry is obeyed. If the read fails with a Name Error, and the lowest entry that was matched contains

routing-advice then that advice is followed. If the lowest matching entry does not contai

n routing-advice and

the next level of the subtree is marked as incomplete, then there may be no information available in this

subtree, and the routing-MTA repeats the procedure using the next OR-address-subtre

e (typically, a routing

MTA is configured with several). However, if the next level of the subtree is marked as complete, then the

OR-address is invalid and a non-delivery report is generated.

b) If routing-advice is obtained, this may identify a target routing-collective; alternatively, it may indicate that
the OR-address is invalid, or that redirection of the message is required, or that DL-expansion is required.
c) If a target routing-collective is identified, the routing-MTA checks its local-use-tables (generated when the

routing-MTA was initialized) to determine whether this is a key-routing-collective. If so,
that routing-collective is known, and the message is transferred to it.

the next-MTA for
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d) The target routing-collective’s Directory entry is read and a list of its entry-connection-groups is retrieved. If
any of this routing-MTA’s exit-connection-groups matches one of these entry-connection-groups then the
message is transferred by direct connection. Alternatively, if the routing-MTA’s local-use-tables identify the
target connection-group as belonging to an indirect-exit-connection-group (i.e. an exit-connection-group
offered by a key-routing-collective) then the next-MTA for that connection-group is known, and the message
is transferred to it.

e) |If the actions described above have not identified an MTA to which the message is to be transferred, this
may be because the OR-address-subtree contains unnecessary detail, and has identified an inner routing-
collective of which this MTA has limited knowledge. The routing-MTA discards the last RDN of the target
routing-collective name, thus obtaining the name of the target routing-collective’s parent entry.

f) If the base of the routing-collective-subtree has not yet been reached, the procedure resumesisingtep
the truncated name as the new target routing-collective.

NOTE Truncation—of-the-targetrouting-collective—hame—is—partictlar\—effective—in-the—case—where the first target

9 9 Lad 7J
routing-collective corresponds to the delivering MTA (for which this routing-MTA knows(nd route), and a
superior routing-collective is more publicly visible.

g) | Otherwise, the procedure is repeated from ateging the next configured OR-address-subtree.

6.4 Difectory organization

The variou$ information required to support MHS-routing is stored in the Directory according to:
— | the access requirements of the routing-MTAs that are users of the information;
— | the management requirements of the various administrators of the dnformation.

For performance reasons, it may be convenient to store each routing-collective-subtree and OR-address-subtree in a
single DSA, using access controls where devolved management is required. However, all the normal capabilities of the
Directory fqr distributed operation are available. Each routing-collective-subtree is stored in a part of the global DIT (or
private DIT) chosen by the administrator of the subtree.

NoTe 1 — In general, access controlesld not be applied selectively 40 ‘the attributes present in routing-collective|or OR-address
entfies since these can cause erroneous routing decisions.*Where required, acceshaaldtroé sapplied tg complete
entfies.

Access to the constituent routing-collective entries of-a’routing-collective-subtree will be granted to the one or more
administratprs who manage these constituent routing-collectives. Every routing-MTA in a routing-collective-subtree
requires rgad access to all routing-collective gentries in that subtree. Other routing-MTAs that gre permitted to
communicgte with routing-MTAs in the routing-collective will also require read access to these eftries. Routing-
collectives change relatively infrequently.

NoTE 2 — In the absence of a globally interconhected Directory, it may be necessary to hold duplicate entries for distant routing-
collectives within a private (unconnected) DIT.

The varioup OR-address-subtrees used by a routing-MTA may be maintained under different management and stored in
different logations. Only those-routing-MTAs that have been configured to use a particular OR-addreds-subtree require
access to if.

Connectior]-groups are gt interrelated. Hence the Directory entry representing a connection-group maly be stored in any
location at|the discretion of the connection-group’s administrator. Every routing-MTA in a routing-collective-subtree
requires agcess tothe entries for each entry- and exit-connection-group for which it is configured.

An MHS Mpssage Transfer Agent entry, which stores protocol information for an MTA, may be stored ir] any convenient
location. Apcess to such an entry is required by every other routing-MTA which shares a connectioph-group with the
MTA.

6.5 Authentication principles

Associations between MTAs are established by means of the MTA-bind abstract-operation where three authentication
methods are possible: no authentication, simple password, and strong authentication. Each routing-MTA may support one
or more of these methods. The actual method used in any instance of connection is governed by the associated
connection-group.

For the purposes of simple password each routing-MTA has just one password value, which is used in the initiator-
credentials of all MTA-bind operations to other routing-MTAs, and is also used in the responder-credentials when
responding to an MTA-bind from another routing-MTA. This password is stored in the MTA's MHS-Message Transfer
Agent entry in the Directory. The MTA itself can read the value of the password to use in MTA-bind operations; access
controls may be applied to limit the access of other MTAs to the use of the Compare operation.

10
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NoTeE — The denial of read access prevents other MTAs from reading the password into local tables, and so implies a Directory
transaction for each MTA-bind attempt.

Exceptionally, to allow interworking with existing MTAs which are not routing-MTAsS, a separate password may be

specified for each connection between a routing-MTA and an MTA without MHS-routing capability. Typically, a non-

routing MTA will not have a Directory entry associated with it, and so the administrator responsible for the routing-MTA
will create a ‘proxy’ Directory entry corresponding to the non-routing MTA; any necessary additional passwords are
stored in that entry.

A routing-MTA may supply its Directory name (i.e. the name of its MHS Message Transfer Agent entry) in the A-
ASSOCIATE service of ACSE used when invoking MTA-bind. Under most circumstances, this is optional and serves
only to improve the efficiency of the authentication process at the called MTA. However, the administrator may specify
that for a particular connection-group the use of Directory name in A-ASSOCIATE is mandatory, either to inform MTAs
that they can rely on the presence of the Directory name (and so implement optimisations such as reducing the size
local-upe-tabtes); orimthetase of urenumerated conmection-groups to give a stightty improved fevel of authentication.

7 Routing-collective-subtree

The roliting-collective-subtreemodels the high level management framework of an MHS.Nt provides a mechanism for
storing information that may be accessed by an MTA to assist in making a routing decision.

7.1 Object classes
The following Directory object classes relevant to the routing-collective-subtree are defined in 7.1.1| 7.1.4:
— theRouting Collectivebject class;
— theRouting MTAobject class;

— theConnection Groupbiject class;
— the MTA Informationobject class.

7.1.1 Routing Collective object class

The Rquting Collective object class is a structural object class used to represent a collection of one ¢r more MTAs, under
comm@n management, that has collective responsibility for a portion of the OR-address name-spage. The attributes in i
entry iflentify its routing-collective-name, and;to the extent that the relevant attributes are presegnt, its description, it
entry-qonnection-group-names, its transit-exit-connection-group-names, and its local-exit-connectiop-group-names.

routingCollective OBJECT-CLASSY:={
SUBCLASS OF {top}
MUST CONTAIN {routingCollectiveName}
MAY CONTAIN {description | entryConnectionGroupName | localExitConnectionGroupName |

transitExitConnectionGroupName}

-- at least one entry-CG and exit-CG should be present
ID id-oc-routing-collective }
At leagt one transit-exjt-connection-group-name or local-exit-connection-group-name, and one entry-connection-group:
name attribute should be present in entries of the Routing Collective object-class.

NoTe—| Normally,<a“routing-collective will have access to one or more entry- andoexiection-groups. Exceptiopally, a top-level
routing-collective in a closed network may have access to no entry- or exit-connection-groups.

7.1.2 Routing MTA object class

The Routimg—MTAobject Tlass, a subctassof RoutingCottective, 15 a structurat object tlass used to represent the
smallest instance of a routing-collective, i.e. an MTA that participates in MHS-routing. The attributes in its entry, in
addition to those defined for a Routing Collective, identify the OR-address-subtrees it is to use, and name its MHS
Message Transfer Agent entry.

routingMTA OBJECT-CLASS ::={
SUBCLASS OF {routingCollective}
MUST CONTAIN {oRAddressSubtrees | mHSMessageTransferAgentName}
ID id-oc-routing-mta }

7.1.3 Connection Group object class

The Connection Groupobject class is a structural object class used to repraggoupof MTAs that possess the mutual
capability of directly exchanging messages with one another. It therefomesents the physical topology of the MHS,

i.e., how the MTAs are physically interconnect&te attributes in its entry identify its common name, indicate whether it

is of type enumerated or unenumerated, and, to the extent that the relevant attributes are present, describe the connect

11
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group, indicate its connection-type, indicate a password for the connection-group, and enumerate its member-MTAs (if of
type enumerated), and identify its security-context.

connectionGroup

7.14

OBJECT-CLASS ::={

SUBCLASS OF {top}

MUST CONTAIN {commonName | enumeratedFlag}

MAY CONTAIN {description | connectionType | groupMTAPassword | memberMTA |
securityContext}

ID id-oc-connection-group }

MTA Information object class

The MTA Information object class is an auxiliary object class used to repréiserddditional information required to
perform MHS-routing It is intended to be used in objects of class MHS Message Transfer Agent (see A.1.3 of ITU-T

Rec. X.402
extent that

| ISO/IEC 10021-2). The attributes in its entry identify its MTA name, its global domain identifier, and, to the

the relevant attributes are present, indicate the MTA pqcc\/\mrd’ other clnnrifir pqcc\/\mrdq' and the ca||ing

presentatio
mT.

7.2 At

The attribu
object clas

7.2.1 F
The attribu

7.2.11

n addresses.

A\Information OBJECT-CLASS ::={
KIND auxiliary
MUST CONTAIN {mTAName | globalDomainldentifier}
MAY CONTAIN {mTAPassword | specificPasswords | callingPSAPs}
ID id-oc-mta-information }

ribute types

e types specific to entries of the Routing Collec@eanection GroupRouting MTA, andMTA Info
bes are defined in 7.2.1 - 7.2.4.

‘mation

Routing Collective attribute types
e types defined below are specific to entries of the Routing Collective object class.

Routing CollectiveName attribute type

TheRoutin

Thi
pro

NOTE -

7.2.1.2

The Conne
connection

con

The followi
a)

roufngCoIIectiveName ATTRIBUTE ::={

Collective Nameattribute type specifies an identifier for Routing Collective entries.

SUBTYPE OF commonName -- see [TU-T-X.520 [ ISO/IEC 9594-6
SINGLE VALUE TRUE
ID id-at-routing-collective-name }

5 attribute is used, rather than Comman Name, because it makes possible an optimization in th
Cedure.

b Routing-decision

Connection Group Name atfribute type

ction Group Nameattrihute’ type identifies entries of the Connection Group object class w
groups that may be used to transfer a message into, or out of a routing-collective.

hich represent

hectionGroupName ATTRIBUTE ::={
WITH SYNTAX DistinguishedName
SINGLE VALUE FALSE
ID id-at-connection-group-name }
ng attribute' types classify Connection Groups according to the distinctions made by each roufing-collective:
TheEntry Connection Group Name attribute type identifies the connection-groups which may be used to

trapsfer a message into a routing-collective.

b)

c)

12

entryConnectionGroupName ATTRIBUTE ::= {
SUBTYPE OF connectionGroupName
ID id-at-entry-connection-group-name }

TheTransit Exit Connection Group attribute type identifies the connection-groups which may be used to
transfer a message out of a routing-collective.
transitExitConnectionGroupName ATTRIBUTE ::= {

SUBTYPE OF connectionGroupName
ID id-at-transit-exit-connection-group-name }

The Local Exit Connection Group Name type identifies the connection-groups which may be used to
transfer a message out of a routing-collective, if, and only if, that message originated, or was redirected, or
was DL-expanded within the routing-collective.
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localExitConnectionGroupName ATTRIBUTE ::={
SUBTYPE OF connectionGroupName
ID id-at-local-exit-connection-group-name }

7.2.2 Routing MTA attribute types

The attribute types defined below are specific to entries of the Routing MTA object class.

7.2.2.1 OR-address Subtrees attribute type

The OR-address Subtreesattribute type identifies the OR-address-subtrees that have been configured for a routing-
MTA.

oRAddressSubtrees ATTRIBUTE ::={
WITH SYNTAX ORAddressSubtreeNames
SINGLE VALUE TRUE
1B ie-at-erageress-subirees

ORAddressSubtreeNames ::= SEQUENCE OF DistinguishedName

7.2.2.2 MHS Message Transfer Agent Name attribute type

The MHS Message Transfer Agent Namattribute type identifies the MHS Message Transfer Agent gntry for a routing-
MTA.

mHSMessageTransferAgentName ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
SINGLE VALUE TRUE
ID id-at-mhs-message-transfer-agent }

7.2.3 Connection Group attribute types

The atfribute types defined below are specific to entries of the Connection Group object class.

7.2.3.1 Enumerated Flag attribute type

The Enumerated Flagattribute type indicates whether a connection-group is of type enumerated or inenumerated.

enumeratedFlag ATTRIBUTE ::={
WITH SYNTAX BOOLEAN -- True=enumerated, False=unenumerated
SINGLE VALUE TRUE
ID id-at-enumerated-flag\}

7.2.3.2 Connection Type attribute type

The Connection Type attribute type indicates details of connection information specific to a connection-group: the
application-context, profiles, use of A~AASSOCIATE, use of network address, and the authentication|method.

connectionType ATTRIBUTE ::={
WITH SYNTAX Connectioninformation
SINGLE VALUE TRUE
ID id-at-connection-type }

Connectioninformation™:= SET {
applicationscontext ~ [0] OBJECT IDENTIFIER DEFAULT id-ac-mts-transfer,
profiles [1] SET OF OBJECT IDENTIFIER OPTIONAL,
dn-used-in-a-associate [2] BOOLEAN DEFAULT TRUE,
network-address-reliable [3] BOOLEAN DEFAULT TRUE,
authentication-method  [4] AuthenticationMethod DEFAULT simple-password}

AuthenticationMethod ::= INTEGER {
no-authentication (0),
SImple-password @,
strong-authentication (2) }

The components afonnection-information are defined as follows:

a) Application-context (D id-ac-mts-transfér The MHS application-context used in this connection-group.
This value should be present in the Supported Application Context attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAs of the connection-group. By
default, this component identifies thes-transferapplication-context.

b) Profiles (O): The one or more profiles that characterize the Connection Type (see Annex G). At least one of
the values of profiles should be present in the Protocol Information attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAs of the connection-group. The
profiles component is used to select between the various network addresses present in this entry. Thi
absence of the profiles component indicates that the profiles are unspecified, and hence that any of the
MTA'’s addresses may be used.

13
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NOTE —

7.2.3.4

The Member MTA atiribute type identifies the MTAS that are members of an enumerated connect
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c) DN-used-in-A-ASSOCIATE (D true): This indicates whether all member MTAs of the connection-group
supply their Directory names (of the MHS Message Transfer Agent entry) in the calling application-entity-
title of the A-ASSOCIATE service (of ACSE) used to invoke MTA-bindiriie, then each of the member

MTAs of the connection-group shall supply its Directory name when using that connection
then application-context shall have the vatuts-transfer(since mts-transfer-protocoland mts-t
protocol-1984do not use ACSE).

If DN is not present in A-ASSOCIATE for an unenumerated connection-group where the

-grioue,. If
ransfer-

authentication-

method issimple-passwordthen the Group MTA Password attribute must be present in the entry. If DN is
not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-method is
strong-authenticationthen certificate must be present in the initiator-credentials argument of MTA-bind.

NOTES
1

d-ba-ctarad ot thaic camnlata caonnaction tnformation
CoToTTe T tommpe CoOrmeCCTor T ToT T TttroT

If settrue for an enumerated connection-group, the size of the local-use-tables may be considerably reduced

d)

Th

of presenting their Directorysnames in A-ASSOCIATE, or capable of obtaining access to the Directory ent

the

groyipMTAPassword

cimmeca anbztha NDNlc of Aty MMT A o
TCC-OrTy tHeo NS O otheT v 7 o e to1ot-—5to

For unenumerated connection-groups, masquerade is simple and undetectable unlessS)thg
present in A-ASSOCIATE, and this name used to validate the existing Trace and the, calling

bogus entry in the Directory.

Network-address-reliable (D true): This specifies whether the calling network address is requ
for MTA-bind authentication. The componentfése for those network typeS'\where the calli
address is not available or is unpredictable (e.g., the PSTN). If the compotiarf &d the En
Flag of the connection-groupfalise then the value of DN-used-in-A-ASSOCIATE shallthee.

NoTe3 —In an unenumerated connection-group, unless DN-used-in-A-ASSOCIAff&ejsthen a routing-
have no means to discover the required calling network address of a calling MTA and will
the address actually used.

Authentication-method (D simple-password This indicates-the authentication-method used
in the connection-group. Its possible values ane<authentication, simple-passwordnd
authentication.

NoTe4 —In an unenumerated connection-group, thelauthentication-msttmty-authenticatiorrequires ¢
DN-used-in-A-ASSOCIATE igrue, or that certificate is present in MTA-bind.

Group MTA Password attribute type

MTA Password attribute type contains;a‘password used by members of an unenumerated ¢
te shall be absent from the connection-group object class if the Enumerated Flag attribute
te shall be present if the Enumerated Flag attribute has thefaigkieand the value of DN-u

assword attribute is disregarded.

b presence of this attribute’ indicates the administrator’s view that not all of the MTAs in the connection

I peers.

ATTRIBUTE ::={
Password
TRUE
id-at-group-mta-password }

WITH SYNTAX
SINGLE VAKUE
ID

Member MTA attribute type

Directory name is
PSAP. While this

check makes masquerade harder, it does not make it impossible, since the Directory nafne may identify a

ired to match
ng network
umerated

MTA will
be unable to test

by all MTAs
strong-

ither that

bnnection-group.
hadrine value
sed-in-A-

E isfalse When using a connéction-group for which a Group MTA Password attribute is defined, an MTA’s

group are capabl
ries pointed to by

on-group. This

attribute shall be present in entries of the Connection Group object class if the Enumerated Flag attribute has the value
true, and shall be absent otherwise.

7.2.35

memberMTA ATTRIBUTE ::={
WITH SYNTAX RoutingMTAName
SINGLE VALUE FALSE
ID id-at-member-mta }

RoutingMTAName ::= RoutingCollectiveName

RoutingCollectiveName ::= DistinguishedName

Security Context attribute type

The Security Contextattribute type identifies the security-context within which members of a connection-group interact
(see 12.1.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

14
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securityContext ATTRIBUTE ::={
WITH SYNTAX SecurityContext
SINGLE VALUE TRUE
ID id-at-security-context }

7.2.4 MTA Information attribute types

The attribute types defined below are specific to entries of the MTA Information object class.

7.24.1 MTA Name attribute type

The MTA Name attribute type identifies the MTA-name used by an MTA when generating trace information, and which
may be used in the arguments and results of MTA-bind.

mTAName ATTRIBUTE ::={
WITH SYNTAX MTAName
SINGEEWALYE FRUE
ID id-at-mta-name }

7.2.4.2 Global Domain Identifier attribute type

The Glpbal Domain Identifier attribute type identifies the global-domain-identifier used by-an MTA] when generating
trace information, and, where strong-authentication is in use, in the arguments and results of MTA-kind.

globalDomainldentifier ATTRIBUTE ::= {

WITH SYNTAX GlobalDomainldentifier
SINGLE VALUE TRUE
ID id-at-global-domain-identifier }

7.2.4.3 MTA Password attribute type

The MTA Password attribute type identifies the password optionallj.presented by an MTA when ifivoking MTA-bind
and refurned in response to MTA-bind. This value is used on evety occasion when communicating with another routing
MTA ifithe associated connection-group’s authentication-methsihiple-passwordand the connection-group’s Group

MTA Hassword attribute is absent.

NoTe—| Typically, an unenumerated connection-group will pessess a Group MTA Password attribute which¢@édsnpe over
the individual MTA Passwords of its members.

mTAPassword ATTRIBUTE ::={
WITH SYNTAX Password
SINGLE VALUE TRUE
ID id-at-mta-password }

7.2.4.4 Specific Passwords attribute-type

The Specific Passwordsattribute .type identifies passwords required when communicating with MTAs that do not
suppoft MHS-routing. It may be(present in proxy entries created to represent these non-routing MTAs.

specificPasswords ATTRIBUTE ::= {
WITH SYNTAX SpecificPassword
SINGLE VALUE FALSE
ID id-at-specific-passwords }

SpecificPassword::= SET {
routing=Collective-name RoutingCollectiveName,
thistmta-password [0] Password,
calling-mta-password [1] Password }

The cdmponent of specific-password are defined as follows:

a)  Routing-collective-name (M) The DITectory name of the routing-collectve for Whose use this attribute
value is provided.

b) This-MTA-password (M): The password used by this MTA when it initiates an association with a member
of the routing-collective indicated. This value takes precedence over the value of the MTA Password
attribute associated with this entry.

c) Calling-MTA-password (M): The password to be used by a calling MTA in the routing-collective indicated
when it initiates an association with this MTA. The value overrides the value of the MTA Password attribute
present in the calling routing-MTA’s entry.

When a routing-MTA communicates with an MTA for which a Specific Passwords attribute is defined, which identifies
the routing-MTA'’s routing-collective, then the calling-MTA-password and this-MTA-password take precedence over the
MTA Password of the routing-MTA and MTA Password of this non-routing MTA. These values also take precedence
over any Group MTA Password defined for the connection-group.

15
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7.2.45 Calling PSAPs attribute type

The Calling PSAPsattribute type identifies the presentation address values used by this MTA when it invokes MTA-
bind (where these differ from those given in the Presentation Address attribute of the MHS Message Transfer Agent
entry). It may be used by a called MTA to authenticate the identity of the calling MTA.
callingPSAPs ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress

SINGLE VALUE FALSE
ID id-at-calling-psaps }

7.3 Name forms

The Routing Collective name form which specifies how entries of object class Routing Collective may be named, and
the Connection Group name form which specifies how entries of object class Connection Group may be named, are
defined as fottows:

roufingCollectiveNameForm NAME-FORM ::= {

NAMES routingCollective

WITH ATTRIBUTES {routingCollectiveName}

ID id-nf-routing-collective }
conhectionGroupNameForm NAME-FORM ::= {

NAMES connectionGroup

WITH ATTRIBUTES {commonName}

ID id-nf-connection-group}

8 OR-address-subtree

The OR-adflress subtreeis a DIT subtree which models part of the OR-address hame-space and contains routing-advice
for OR-addresses present within that name-space.

8.1 OIRR-address Element object class

The OR-adfiress Elementobject class is an abstract object elass, and is the direct superclass of every|entry in an OR-
address-suptree. It associates routing-advice with OR-addresses. The attributes in its entry, to the extgnt that the relevant
attributes are present, indicate an item of routing-advice, an expression-match, a recipient-MD-assigned-alternate-
recipient, and indicate whether all potential immediate-subordinate entries of this entry are actually present.

oRAddressElement OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND abstract
MAY CONTAIN {routingAdvice-| expressionMatches | nextLevelComplete |
recipientMDAssignedAltetnateRecipient}
ID id-oc-mhs*or-address-element }

Each OR-address Element represents a primitive component of the OR-address.

Note— Fof example, the standard attribprsonal-namecomprises the four OR-address-elements MHS Surnamé, MHS Given
Na]:e, MHS Initials, and-MHS Generation Qualifier.

Some OR-address attributes (e.g. the domain-defined-attributes) have an arbitrary internal structure, anfl cannot be treated
directly as|naming elements, or be represented productively by corresponding OR-address Elements. The Expression
Matches atfribute_type is provided to enable algorithmic matching of these OR-address attributes.

8.2 OIRR-address Element attribute types

The attribute types defined below are specific to entries of the OR-address Element object class.

8.2.1 Routing Advice

TheRouting Advice attribute type specifies an item of routing-advice associated with the OR-address that corresponds to
an entry. This indicates one of the following:

— a route for the message;

— an indication that it cannot be delivered to the recipient;

— the OR-address to which the message is to be redirected;

— information that will enable the MTA to DL-expand the message or transfer it to its DL-expansion point;

— an indication that the message is to be placed in an inner-envelope content-type.

16
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routingAdvice ATTRIBUTE ::={
WITH SYNTAX RoutingAdvice
SINGLE VALUE TRUE
ID id-at-mhs-routing-advice }

RoutingAdvice ::= CHOICE {
target-routing-collective [0] TargetRoutingCollective,
non-delivery-information [1] NonDeliverylnformation,
alias-redirection [2] AliasRedirection,
dl-expansion-information [3] DLExpansioninformation,
double-envelope-information [4] DoubleEnvelopelnformation,

!

An item of routing-advice contains one of the following:

-10:1998 (E)

a) Target-routing-collective (C): The name of &arget routing-collective to which, it is advised, the message
should be transferred. Thecal-user-identifier is intended for use by the delivering MTA (i.e. is relevant
only if the routing-MTA is also the delivering MTA). The values of local-user-identifiercare implementation-
specific.

TargetRoutingCollective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveName,
local-user-identifier [1] UniversalOrBMPString {ub-local-user-identifier}
OPTIONAL }
ub-local-user-identifier INTEGER ::= 128

b) Non-delivery-information (C): Information used to construct the non-delivery report. It ¢gonsistsnoha
delivery-reason-codeand, optionally, anon-delivery-diagnostic-cadend supplementary-informatiornto
be placed in the report generation instruction.

NonDeliverylnformation ::= SEQUENCE {
reason [0] NonDeliveryReasonCode,
diagnostic [1] NonDeliveryDiagnosticCode @PTIONAL,
supplementary-information [2] Supplementaryinformation OPTIONAL }

NoTeE— In practice, the Error-processing procedure ofrITU-T Rec. X.411 | ISO/IEC 10021-4 may cause redirection
rather than the generation of a non-delivety report.

c) Alias-redirection (C): An OR-address to which the message is to be redirectedit Ifs false then the
redirection-addressreplaces the OR-address present in the message. If &di¢,ithe new QR-address is
constructed as follows. That part of .the"OR-address that was used to locate the entry|in which this item of
routing-advice was found is discarded. The new OR-address is formed by concatengting the redirection-
address with the remaining subordinate elements of the original OR-address.

AliasRedirection ::= SEQUENCE {
redirection-address [0} ©RAddress,
edit [1] BOOLEAN DEFAULT TRUE }

NoTe— If edit isfalsg~itvwill often be useful to set the entry’s Next Level Complete attrilbute fo prevent the
unintended, redirection of addresses which contain OR-address elements in addition|to those intended for
redirection.

d) DL-expansion-information (C): Information that enables the routing-MTA to expand the distribution list
identified_by-the OR-address or to transfer it towards one of its expansion |Blirgspansjon-routing-
collectivesidentifies the routing-collectives capable of performing the DL expansion. If|this identifies this
routing-MTA, or one of its superior routing-collectives, the distribution list may be expanded I@ially.
name, if present, identifies the Directory entry which holds details of the DL membesy{iMTA-may-
expandis true, then again, the distribution list may be expanded locally. Otherwise, thefmessage should be
routed to one of the DL-expanding-routing-collectives identified.

DLExpansioninformation ::= SEQUENCE {
dl-expansion-routing-collectives [0] SET OF TargetRoutingCollective,
dl-name [1] MHSDistributionListName OPTIONAL,
any-mta-may-expand [2] BOOLEAN DEFAULT FALSE }
MHSDistributionListName ::= DistinguishedName
e) Double-envelope-information (C): Advises the routing-MTA to place the message in an inner-envelope

content-type (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4), and supplies information to
construct the outer-envelope in which the inner-envelope is to be conveyed. This information comprises the
envelope-opener(the Directory name and OR-address of an entity which will extract the original message
from the inner-envelope), and the preference order for security algorithms to be used for content-
confidentiality, message-token-encrypted-data, message-origin-authentication-check, and the signature of th
token. The routing-MTA uses the first algorithm in the preference order which is supported by both the
routing-MTA and by the envelope-opener. The algorithm-information contains an algorithm-identifier, and
optionally information to select an appropriate Certificate for that algorithm for the originator or recipient or
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both (depending on the requirements of the algorithm). Certificate-selector information is required only if the

Directory entry may contain more than one Certificate for the identified algorithm.

DoubleEnvelopelnformation ::= SEQUENCE {
envelope-opener [0] ORAddressAndDirectoryName,
content-confidentiality-algorithm-preference [1] SEQUENCE OF AlgorithmInformation,
key-encryption-algorithm-preference [2] SEQUENCE OF Algorithminformation OPTIONAL,
message-origin-algorithm-preference [3] SEQUENCE OF AlgorithmInformation OPTIONAL,
token-signature-algorithm-preference [4] SEQUENCE OF Algorithminformation OPTIONAL,
o}

ORAddressAndDirectoryName ::= ORName --

AlgorithmInformation ::= SEQUENCE {
algorithm-identifier [0] Algorithmldentifier,
originator-certificate-selector [1] CertificateAssertion OPTIONAL,
recipient-certificate-selector [2] CertificateAssertion OPTIONAL }

with both Directory name and OR-address present

NOTE— The content-contidentiality-algorithm-preterence may ldentity Symmetric or asymmet

algorithms; the key-encryption-algorithm-preference identifies asymmetric encryption algarith
used where the selected content-confidentiality-algorithm-preference identifies a (Symm
algorithm; the message-origin-algorithm-preference identifies signature algorithms.

EXpression Matches

sion Matchesattribute type, which is single-valued, contains information which enables a rg
ng-advice to an OR-address that satisfies an OR-address pattern match expression.
essionMatches ATTRIBUTE ::= {

WITH SYNTAX ExpressionMatches

SINGLE VALUE TRUE
ID id-at-mhs-expression-match }

ressionMatches ::= SEQUENCE OF ExpressionMatch

ssion-match is ordered in sequence, such that the first.of these that an OR-address satisfig
uting-advice for that OR-address.
ressionMatch ::= SEQUENCE {

filter-set SET OF ORAddressFilter,
routing-advice RoutingAdvice }

hddressFilter ::= SEQUENCE {
attribute-type  CHOICE {
standard-attribute INTEGER,
domain-defined-attribute UniversalOrBMPString {
ub-domain-defined-attribute-type-length} },
pattern ExtendedRegularExpression }
endedRegularExpression ::= UniversalOrBMPString {ub-extended-regular-expression}

bxtended-regular-expression INTEGER ::= 1024
nents of an expression-match are defined as follows:

Filter-set (M): A set of OR-address-filters. If an OR-address satisfies all the OR-address-fi
set, then the corresponding routing-advice shall apply.

Each OR-address-filter identifies attribute-type (standard or domain-defined) and a co
pattern; Eachstandard-attribute is identified by the Integers used in Figure 2 of ITU-T R
ISOAEC 10021-4 to identify thextension standard attribute3he pattern is constructed as &
regutar expression, as defined in ISO/IEC 9945-2.

b)

8.2.3

ic encryption
ms, and is only
etric  encryption

uting-MTA to

s provides the most

ters in a filter-

rresponding
ec. X.411 |

In extended

Routing-advice (M); An item of routing-advice which applies t0 OR-addresses that satsty T

ne filter-set. If

the alias-redirection alternative of routing-advice is specified, the value of its edit component will normally

befalse.

NoTe— Iftrue, that part of the OR-address that was used to locate the entry in which this Expression

Matches attribute

was found is discarded, and the new OR-address is formed by concatenating the redirection-address with the

remaining subordinate elements of the original OR-address. The value of the matching filter-
forming the new OR-address.

Next Level Complete

set is not used in

The Next Level Completeattribute type, which is single-valued, indicates by its presence or absence whether the set of
immediate subordinate entries of the present entry is complete, i.e. whether a subordinate entry is actually present for
every OR-address-element allocated at this point in the OR-address name-space.
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nextLevelComplete ATTRIBUTE ::={
WITH SYNTAX NULL
SINGLE VALUE TRUE
ID id-at-mhs-next-level-complete }

8.2.4 Recipient MD Assigned Alternate Recipient

The Recipient MD Assigned Alternate Recipientattribute type identifies an alternate-recipient, assigned by the
administrator of the OR-address-subtree, to receive messages for unknown or ambiguously addressed recipients with tt
OR-address prefix. If redirection to an MD-specified alternate-recipient is required for an OR-address, the Error-
processing procedure, defined in 14.3.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4, makes use of the value of this attribute
taken from the last OR-address subtree entry read (in the Routing-decision procedure - see 9.1.2).

recipientMDAssignedAlternateRecipient ATTRIBUTE ::={

WITH SYNTAX ORName
SINGLE VALUE FALSE
COLLECTIVE TRUE
ID id-at-mhs-recipient-md-assigned-alternate-recipient }
NOTES
1 Different values of the attribute may apply within different regions of a single MD.
2 The attribute is multi-valued to conform to the rules governing the definition of collective attributeg but should normally

contain a single value. Where a different value appears in a superior part of the @R-address-subtreq, appropriate scope mt
be given to the collective attribute so that only a single value appears in any‘one entry. The effe¢t of multiple values is
undefined and therefore unpredictable.

8.3 OR-address Element subclasses

The OR-address Element object class is an abstract object class thatmodels the common properties of entries in the C
addregs-subtree. The structural object classes derived from this; used to construct entries of epch of the OR-addre
forms, Jare defined in 8.3.1 - 8.3.6.

8.3.1 OR-address Subtree Base object class

The OIR-address Subtree Bas@bject class is a structural object class used to represent the basg of an OR-address:-
subtreg.

oRAddressSubtreeBase = OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {commonName}

ID id-oc-oraddress-subtree-base }

8.3.2 Common OR-address.object classes
The MHS Country, MHS ADMD,“and MHS PRMD object classes are common to all OR-address forms:

mHSCountry OBJECT-CLASS ::={
SUBCLASS OR {oRAddressElement}
KIND structural
MUST CONTAIN {mHSCountryName}
ID id-oc-mhs-country }
mHSADMD OBJECT-CLASS ::={
SUBELASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSADMDName}
ID id-oc-mhs-admd }
mHSPRMD OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mMHSPRMDName}
ID id-oc-mhs-prmd }

8.3.3 Mnemonic OR-address object classes

The MHS Organization, MHS Organizational Unit, MHS Common Name, MHS Surname, MHS Given Name, MHS
Initials, and MHS Generation Qualifier object classes are specific to the Mnemonic OR-address form:

mHSOrganization OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSOrganizationName}
ID id-oc-mhs-organization }
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mHSOrganizationalUnit OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationalUnitName}

ID id-oc-mhs-organizational-unit }
mHSCommonName OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSCommonNameAttribute}

ID id-oc-mhs-common-name }
mHSSurname OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSSurnameAttribute}

ID id-oc-mhs-surname }
mH SUEVUIIr‘IIQIIIC UB\J-'E\./T‘\.;LI:\OJ e {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSGivenNameAttribute}

ID id-oc-mhs-given-name }
mHBInitials OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSiInitialsAttribute}

ID id-oc-mhs-initials }
mHBGenerationQualifier OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSGenerationQualifierAttribute}

ID id-oc-mhs-generation-qualifier }

8.34 Terminal OR-address object classes

The MHS Network Address, MHS Extended Network AddreSs,YMHS Terminal Identifier, and MHS [erminal Type
object classes are specific to the Terminal OR-address form:

mHBENetworkAddress OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSNetworkAddressAttribute}

ID id-oc-mhs-network-address }
mHBExtendedNetworkAddress OBJECT-CLASS ™= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSExtendedNetworkAddressAttribute}

ID id-ocfmhs-extended-network-address }
mHBTerminalldentifier OBJEET-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSTerminalldentifierAttribute}

ID id-oc-mhs-terminal-identifier }
mHBTerminalType OBJECT-CLASS ::={

SUBCLASS)OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSTerminalTypeAttribute}

|] id-oc-mhs-terminal-type }

8.3.5 Numeric OR-address object classes

The MHS Numeric User Identifier object class is specific to the Numeric OR-address form:
mHSNumericUserldentifier OBJECT-CLASS ::= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSNumericUserldentifierAttribute}
ID id-oc-mhs-numeric-user-identifier }

8.3.6 Postal OR-address object classes

The MHS PDS Name, MHS Physical Delivery Country, and MHS Postal Code object classes are specific to the Postal
OR-address form:
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mHSPDSName OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSPDSNameAttribute}
ID id-oc-mhs-pds-name }

SUBCLASS OF {mHSCountry}
KIND structural
ID id-oc-mhs-physical-delivery-country-name }
mHSPostalCode OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSPostalCodeAttribute}
ID id-oc-mhs-postal-code }
8.4 OR-addressHementiNames
The atfributes used to name the various OR-address Elements are defined below. Each is déerive
Element Name attribute type.
The OR-address Element Namaattribute type, which is single-valued, is the direct supertype of eve
form the RDN of an entry in an OR-address-subtree.
oRAddressElementName ATTRIBUTE ::={
SUBTYPE OF name -- see ITU-T Rec. X.520 [ ISO/IEC 9594-6 =
SINGLE VALUE TRUE
ID id-at-oraddress-element-name }
8.4.1 Common OR-address Element Names
The MHS Country Name, MHS ADMD Name, and MHS PRMD Name attribute types are commo
forms:
mHSCountryName ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName -- contains 1SO 3166 and X.121 codes only --
WITH SYNTAX DirectoryString {ub-country-name-numeric-length}
ID id-at-mhs-country-name }
mHSADMDName ATTRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-domain-name-length}
ID id-at-mhs-admd=name }
mHSPRMDName ATTRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-domain-name-length}
ID id-at:mhs-prmd-name }
8.4.2 Mnemonic OR-address Element Names
The MHS Organization(Name, MHS Organizational Unit Name, MHS Common Name Attribu
Attribute, MHS Given Name Attribute, MHS Initials Attribute, and MHS Generation Qualifier Attrib
are spegcific to the Mnemonic OR-address form:
mHSOrganizationName ~ ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName
WATH SYNTAX DirectoryString {ub-organization-name-length}
1D] id-at-mhs-organization-name }
mHQﬂrgnnhnfinnnll InitName ATTRIBUTE = {

mHSPhysicalDeliveryCountry OBJECT-CLASS ::= {

ISO/IEC 10021-10:1998 (E)

d from the OR-addre

y attribute used to

n to all OR-address

te, MHS Surname
Lite attribute types

oRAddressEIem;antName

SUBTYPE OF
WITH SYNTAX DirectoryString {ub-organizational-unit-name-length}
ID id-at-mhs-organizational-unit-name }

mHSCommonNameAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-common-name-length}
ID id-at-mhs-common-name }

mHSSurnameAttribute

ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-surname-length}
ID id-at-mhs-surname }

mHSGivenNameAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-given-name-length}
ID id-at-mhs-given-name }

21


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

ISO/IEC 10021-10:1998 (E)

8.4.3

mHSinitialsAttribute  ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-initials-length}

ID id-at-mhs-initials }
mHSGenerationQualifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-generation-qualifier-length}

ID id-at-mhs-generation-qualifier }

Terminal OR-address Element Names

© ISO/IEC

The MHS Network Address Attribute, MHS Extended Network Address Attribute, MHS Terminal Identifier Attribute,
and MHS Terminal Type Attribute attribute types are specific to the Terminal OR-address form:

mHSNetworkAddressAttribute ATTRIBUTE ::= {

8.4.4 )
The MHS N

mH
8.4.5 F
The MHS
form:

mH

mH
8.5

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-x121-address-length}

ID id-at-mhs-network-address }
mHBExtendedNetworkAddressAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-extended-network-address-length}

ID id-at-mhs-extended-network-address }

ub-g¢xtended-network-address-length INTEGER ::= 256

mH

mH

ub

STerminalldentifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-terminal-id-length}

ID id-at-mhs-terminal-identifier }
STerminalTypeAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-terminal-type-length}

ID id-at-mhs-terminal-type }

erminal-type-length INTEGER ::= 5

lumeric OR-address Element Names

lumeric User Identifier Attribute attribute type-is specific to the Numeric OR-address form:

SNumericUserldentifierAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-fiumeric-user-id-length}
ID id-at-mhs-numeric-user-identifier }

Postal OR-address Element Names
PDS Name Attribute and MHS Postal Code Attribute attributes types are specific to the P

SPDSNameAttribute AFFRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-pds-name-length}
ID id-at-mhs-pds-name-attribute }
SPostalCodeAttribute ATTRIBUTE ::={
SUBTYRE-OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-postal-code-length}
ID id-at-mhs-postal-code }

bstal OR-address

Generation of OR-address-element attributes

Each attribute is generated from the corresponding element of an OR-address. Every attribute is a subtype of the OR-
address-element-name attribute type.

Additional rules apply for generation of the following attribute types:

22

a) MHS Country NameThis attribute holds either a two-character ISO 3166 alphabetic code or a three
character X.121 numeric code. When constructing an OR-address subtree, where an OR-address has
equivalent ISO 3166 and X.121 values, the former shall be present in the object entry for MHS Country, and

b)

the latter shall be present as an alias entry.

MHS Organizational Unit NameWhen constructing an OR-address-subtree, the sequential order of
organizational-unit-names in the OR-address shall be reflected in the hierarchy of MHS Organizational Unit

objects, with the first of the organizational-unit-names used to form the superior entry
organizational-unit-names used to form successive subordinate entries.

and successive
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c) MHS Terminal Type Attributéfo create a value of the MHS Terminal Type attribute, the Integer value of
terminal-type is mapped to one of the strings defined in F.3.2.2 of ITU-T Rec. X.402 | ISO/IEC 10021-2.

d) MHS Extended Network Address Attribueo create a value of this attribute, the value of Extended
Network Address is mapped to a string using the keyword notation defined in F.3.2 of ITU-T Rec. X.402 |
ISO/IEC 10021-2, as if it were an OR-address containing only the Extended Network Address.

NoTE— As ITU-T Rec. X.402 (1995) | ISO/IEC 10021-2: 1996 defines notation for only a subset of the Extended
Network Address, the mapping of other variants will be a local matter.
8.6 OR-address-subtree name forms

The name forms defined below specify how the entries in an OR-address-subtree may be named.
mHSCountryNameForm NAME-FORM ::={

NAMES mHSCountry

WITH ATTRIBUTES {mHSCountryName}

ID id-nf-mhs-country }
mHSADMDNameForm NAME-FORM ::={

NAMES mHSADMD

WITH ATTRIBUTES {mHSADMDName}

ID id-nf-mhs-admd }
mHSPRMDNameForm NAME-FORM ::={

NAMES mHSPRMD

WITH ATTRIBUTES {mHSPRMDName}

ID id-nf-mhs-prmd }
mHSOrganizationNameForm NAME-FORM ::= {

NAMES mHSOrganization

WITH ATTRIBUTES {mHSOrganizationName}

ID id-nf-mhs-organization }
mHSOrganizationalUnitNameForm NAME-FORM ::= {

NAMES mHSOrganizationalUnit

WITH ATTRIBUTES {mHSOrganizationalUnitName}

ID id-nf-mhs-organizational-unit }
mHSCommonNameForm NAME-FORM ::={

NAMES mHSCommonName

WITH ATTRIBUTES {mHSCommonNameAttribute}

ID id-nf-mhs-common-name }
mHSSurnameNameForm NAME-FORM =¥

NAMES mHSSurname:

WITH ATTRIBUTES {mHSSurnameAttribute}

ID id-nf-mhgésurname }
mHSGivenNameNameForm NAME=FORM ::= {

NAMES mESGivenName

WITH ATTRIBUTES {MmHSGivenNameAttribute}

ID id-nf-mhs-given-name }
mHSinitialsNameForm " *NAME-FORM ::= {

NAMES mHSinitials

WITH ATTRIBUTES {mHSinitialsAttribute}

ID id-nf-mhs-initials }
mHSGenerationQualifierNameForm NAME-FORM ::= {

NAMES mHSGenerationQualifier

WITH ATTRIBUTES {mHSGenerationQualifierAttribute}

1D id-nf-mhs-generation-qualifier }
mHSNetworkAddressNameForm NAME-FORM ::= {

NAMES mHSNetworkAddress

WITH ATTRIBUTES {mHSNetworkAddressAttribute}

ID id-nf-mhs-network-address }
mHSExtendedNetworkAddressNameForm NAME-FORM ::={

NAMES mHSExtendedNetworkAddress

WITH ATTRIBUTES {mHSExtendedNetworkAddressAttribute}

ID id-nf-mhs-extended-network-address }
mHSTerminalldentifierNameForm NAME-FORM ::= {

NAMES mHSTerminalldentifier

WITH ATTRIBUTES {mHSTerminalldentifierAttribute}

ID id-nf-mhs-terminal-identifier }
mHSTerminalTypeNameForm NAME-FORM ::={

NAMES mHSTerminalType

WITH ATTRIBUTES {mHSTerminalTypeAttribute}

ID id-nf-mhs-terminal-type }
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An MTA that conforms to this part of ISO/IEC 10021 shall be capable of performing the following proced

a)

b)

SNumericUserldentifierNameForm NAME-FORM ::= {
NAMES mHSNumericUserldentifier

WITH ATTRIBUTES {mHSNumericUserldentifierAttribute}

ID id-nf-mhs-numeric-user-identifier }
SPDSNameNameForm NAME-FORM ::= {

NAMES mHSPDSName

WITH ATTRIBUTES {mHSPDSNameAttribute}

ID id-nf-mhs-pds-name }

SPhysicalDeliveryCountryNameForm NAME-FORM ::={

NAMES mHSPhysicalDeliveryCountry
WITH ATTRIBUTES {mHSCountryName}
ID id-nf-mhs-physical-delivery-country }

SPostalCodeNameForm NAME-FORM ::= {
NAMES mHSPostalCode
WITH ATTRIBUTES {mHSPostalCodeAttribute}

© ISO/IEC

k. L bl
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ocedures

ries of procedure are required to support MHS-routing:

10021.

Procedures followed by an MHS administrator to maintain the/OR-address-subtrees
administrator has responsibility, and to maintain the routing-collectives and connection-
locally managed.

e procedures in ITU-T Rec. X.411 | ISO/IEC 10021-4 specify that where the routing instruct
onsidered separately) identify the same next MTA thén a single copy of the message will
However, it is possible to consider the routing decisions for multiple recipients collective
jree of copy optimisation than is achieved by .considering the recipients separately. Fo
Fouting-collectives identified for different recipients share a common parent routing-collective
desirable to transfer a single copy of the message to that parent routing-collective inste
barate copies to the individual (child) routing-collectives. However, the desirability of introdu
uce the number of copies transferred depends critically on network bandwidth and cost. T
Fan-Out, is beyond the scope of this.Standard but it is not precluded.

uting-MTA procedures

The Front-end procedure (9.1.1). This amends the Front-end procedure definition in 14.3.
X.411 | ISO/IEC 10021-4.

The Routing-decision procedure (9.1.2). This replaces the Routing-decision procedure defir
ITU-T Rec. X:411 | ISO/IEC 10021-4. It contains two additional procedures required for MH
Figure 3)<Theé procedure also affects the Report-routing procedure defined in 14.4.4.4 of IT|
| ISO/IEC)10021-4.

The"OR-address-subtree-read procedure (9.1.3).

d)

Procedures followed by the routing-MTA when performing MHS-routing as specified in this f

art of ISO/IEC

for which the
jroups that are

ures defined herein consider routing in terms of an individualTécipient. Where a message has more than one

¢

ons for different
be transferred to
y to attempt a

I example, if the
e, then it may be
ad of transferring
cing additional
his process, often

ures:
P of ITU-T Rec.

ition in 14.3.4 of
S-routing (see
U-T Rec. X.411

The Local-delivery-evaluation procedure (9.1.4).

e)

f)

)

h)

The Routing-knowledge-acquisition procedure (9.1.5).

The MTA-bind-in procedure (9.1.6). This replaces the MTA-bind-in procedure definition in 14.9.1 of ITU-T

Rec. X.411 | ISO/IEC 10021-4.

The MTA-bind-out procedure (9.1.7). This replaces the MTA-bind-out procedure definition in 14.9.3 of

ITU-T Rec. X.411 | ISO/IEC 10021-4.

The Message-in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3 of ITU-T Rec.
X.411 | ISO/IEC 10021-4 shall be performed as modified by clause 9.1.8 of this part of ISO/IEC 10021.

The routing-decision procedure normally calls the OR-address-subtree-read procedure at least once, and may call the
Local-delivery-evaluation procedure.

24


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

© ISO/IEC

9.11

ISO/IEC 10021-10:1998 (E)

—>| OR-ADDRESS-
«— | SUBTREE READ

ROUTING
DECISION

>| LOCAL DELIVERY
<«—— | EVALUATION

Figure 3 - Organization of procedures within the Routing-decision procedure

Amendment to the Front-end procedure

The Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4 is amended as follows for an MTA

conforming to this part of ISO/IEC 10021. Step 5 of 14.3.2.4 (Loop detection) is replaced with the<fgllowing:

loop detection will
rmation present in

dition, elements of
ersion, or re-routed
ments of this externa
nents identifies the
pason-codis

ocedure then

eplaces the Routing

are also accessible

on-delivery-

a) The trace-information and internal-trace-information is examined to determine wheth
be performed. If the internal-trace-information is complete (i.e. fully represents the in
trace-information), then loop detection will be handled by the Routing-decision.proceduie, and the Front-end
procedure resumes at step 6.

b) Otherwise, external trace-information is identified by deleting fromcthe” end of trac¢-information those
elements whose global-domain-identifier corresponds to that of this\routing-MTA. In a
trace-information generated prior to the most recent DL-expansion, redirection, cony
action are not considered. Loop detection is undertaken by examining the remaining ele
trace-information. If the global-domain-identifier of any of thesé trace-information eler
domain of this routing-MTA, then the message is declared_to be loopingnorhdelivery-rg
set totransfer-failure and thenon-delivery-diagnostic-codes set toloop-detected The pn
terminates.

c) Otherwise, the Front-end procedure resumes at.stép 6.

9.1.2 Routing-decision procedure

The pfocedure generates a routing instruction for, a- single message recipient. This definition
decisign procedure definition in 14.3.4 of ITU-T Ree:"X.411 | ISO/IEC 10021-4.

9.1.2.1 Arguments

a) A message recipient plus the per-recipient instruction, if any, applicable to this recipient

b) The per-message instruction, if any, applicable to this message. Other message fields
the procedure as requiited.

9.1.2.2 Results
A new|or possibly revised routing instruction applicable to this recipient. Possible instructions are:

a) deliver tg a+tocal recipient;

b) relaydto-another MTA,

C) generate a report indicating delivery failure. Tun-delivery-reason-codand, optionally,n
diagnostic-codandsupplementary-informatioare included in the instruction;

d)” expand the distribution list represented by this recipient;

e) redirectto a preferred address or to a recipient specified alternate recipient.

9.1.2.3 Errors

None. Error conditions are recorded in the routing instruction.

9.1.24
NOTES
1

Procedure description

To ensure the security-policy is not violated during routing,nteesage-security-labshould be checked as appropriate
against thesecurity-contextand connection-groups whosecurity-contexts incompatible with that of the message should
be disregarded.

This clause describes cases where specific values of supplementary-information are required. Elsewhere, it may be give
other values as a local matter.
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The Routing-decision procedure is described in the following steps:

26

a)

b)

<)

d)

e)

If the per-message instruction indicates a relay failure, then the procedure attempts to identify an alternative
next-MTA destination for this recipient. The procedure defined below is followed (frond)stepcept that

when a next-MTA is selected which matches that indicated in the relay failure, the procedure discards the
selection and continues until it locates an alternative next-MTA destination. If an alternative destination is
found, the messageisternal-trace-informationis updated with ae-routedrouting-action to reflect the fact

that the message has been re-routed (see 12.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4). If the message
would have crossed a domain boundary (if it had been transferred successfully to the next-MTA) then the

trace-informationis similarly updated. The procedure returns a relay instruction to the alternative destination

and terminates.

If the procedure defined below (from st@pidentifies a candidate next-MTA, the routing-MTA verifies that

this route has not already been attempted, as follows:

a4

) The |uuti||g-?v1TA pCIfUIIIID [ Dilcbtwy Readomthenext=MTAsWHS ?v‘icaaagc Frans
entry, and fetches the global-domain-identifier and MTA-name of the next-MTA.
2) The routing-MTA examines relevant elements of internal-trace-information (ifrany),

elements that were generated subsequent to the last DL-expansion, redirection; conve
routed action.

3) For each element in turn, the global-domain-identifier and MTA-name-camponents are
which those of the candidate next-MTA. If a match is found, the preeeding internal trag
is examined. If this identifies this routing-MTA, then that route has already been atte
found ineffective, and the procedure will continue its attempt te’locate an effective next-

r Agent

.e. those
rsion, or re-

compared
e element
npted and
MTA.

If the preceding internal trace element identifies some othéryrouting-MTA then the route may be,

but is not certain to be unproductive. This next-MTA is-noted as a non-optimal route
procedure continues in an attempt to find a better route,

If the per-recipient instruction indicates a delivery failure, then the procedure returns a r
instruction for this recipient. Thaon-delivery-reasen-codand non-delivery-diagnostic-coda
supplied by the Message-delivery or Probe-delivery-test procedures. The procedure then ter

If the recipient is specified by an OR-name<which contains ordjrexctory-name(which may
following distribution list expansion, if a DL_member is specified onlylivgctory-namg, the routi
attempts to acquire the OR-address fram the Directory. If the OR-address cannot be

, and the

bport generation
e those
minates.

happen
Ng-MTA
determined, the

procedure returns a report generationlinstruction for this recipientndin@elivery-reason-codis set to

directory-operation-unsuccessfahd thehon-delivery-diagnostic-codmay be set according to th

e problem

encountered. The procedure then,términates.

The routing-MTA invokes the_OR-address-subtree-read procedure, as defined in 9.1.3, ipitially using the
first configured OR-address-subtree. If this read does not yield routing-advice, the procedure continues at
stepj.

One of the following ‘steps is taken according to the routing-advice found:

1) Target-routing-collective The routing-advice identifies a target routing-collective fpr the
message. The routing-MTA compares its own routing-collective name with that of fhe target
routingrcollective, and, if these match, the Local-delivery-evaluation procedure is invpked (see
9.1¢4),~and the routing instruction returned by it is inspected. If this contains a relay instruction
which specifies a next-MTA that has been the subject of a previous relay failure for thig message,
of represents a non-optimal route, then the procedure continues at Gthprwise the royting
instruction returned by the Local-delivery-evaluation procedure is returned and the [procedure

terminates.

If the target routing-collective is a superior of the routing-MTA (i.e. the name of the routing-MTA
contains that of the target routing-collective), the routing-MTA abandons the present OR-address-
subtree and continues at step

Otherwise, the procedure continues at $tep

2) Non-delivery-information The routing-advice indicates that delivery to this OR-address is not
possible. The procedure returns a report generation instruction for this recipienhofhe
delivery-reason-codeon-delivery-diagnostic-cod@ndsupplementary-informatioare set to the
corresponding values present in the routing-advice. The procedure then terminates.

3) Alias-redirection The routing-advice specifies a preferred address for the recipient to which the
message is to be redirected. The replacement OR-address is constructed as defined in 8.2.1. A
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redirection instruction is generated containing the replacement OR-address, with redirection

reason set talias. The procedure then terminates.

DL-expansion-informationThe routing-advice indicates that the recipient is a distribution list.

The message’®L-expansion-prohibitecargument is examined. If the value Dd-exp
prohibited,or the security-policy prohibits the use of a distribution list, then the proc

ansion-
edure returns

a report generation instruction for this recipient. Tiba-delivery-reason-code set tounable-to-
transfer, and thenon-delivery-diagnostic-codis set toDL-expansion-prohibitedThe procedure

then terminates.
Otherwise, if one of the DL-expansion-routing-collectives identifies this routing-M

TA then the

procedure returns a routing instruction to expand the distribution list, and terminates.

If one of the DL-expansion-routing-collectives identifies a superior of the routing-MTA, or if any-

MTA-may-expand igrue, and the routing-MTA is capable of performing the DL expa

5)

so permitted by policy, then the procedure returns a routing instruction to expand
list, and terminates.

Otherwise, one of the DL-expansion-routing-collectives that is not a superior of the
is selected as the target routing-collective and the procedure continuesfat step

If all the DL-expansion-routing-collectives are superiors of this routing-MTA, and
does not permit expansion of the list then a configuration error is-indicated. The pr
a report generation instruction for this recipient with loa-delivery=reason-codset to
to-transfer and thenon-delivery-diagnostic-codget toDL-expafsion-failureThe proced
terminates.

Double-envelope-informatiohe routing-advice indicates that the message is to bg
inner-envelope content-type. The Supported Algorithis and User Certificate attri
from the Directory entry identified by the Directory name for the envelope-openg
APDU is encrypted using the first algorithm&in the content-confidentiality-algorith

nsion and is
he distribution

routing-MTA

local policy
cedure returns
inable-

ure then

placed in an
butes are read
br. The MTS-
n-preference

order which is supported by both the routing-MTA and by the envelope-opener; this may be an

asymmetric algorithm, or if this is a symmetric algorithm then a random content-c
key is generated and used to encrypbthe content, and a message-token creat
encrypted using the first algorithnin the key-encryption-algorithm-preference o
supported by both the routing-MTA and by the envelope-opener (which must be
algorithm). The public key which is used with the asymmetric algorithm is found
algorithm-identifier and recipient-certificate-selector to select an appropriate Cer
recipient.

A new message is ¢reated containing the encrypted MTS-APDU in its content,
opener as its recipient, and, if message-origin-algorithm-preference is specified, a
authentication-check containing a signature of the encrypted content using the fir
the preference order which is supported by both the routing-MTA and by the er
together(with the private key of the routing-MTA corresponding to its Certificate
originator-certificate-selector. The procedure then continues atdstesing the first co
OR-address-subtree.

pnfidentiality-

ed with this key
rder which is
AN asymmetric
by using the
tificate of the

the envelope-
nessage-origin-
st algorithm in
velope-opener
identified by
nfigured

The-routing-MTA examines its local-use-tables to determine whether the target routing-collective is a key-
routing-collective. If so, a next-MTA to which the message may be transferred is known. If the next-MTA
has been the subject of a previous relay failure for this message, or represents a non-pptimal route, then tr
procedure continues at ste@therwise, the procedure returns a relay instruction requesfing transfer to that

)]

MTA a4t +
WVITA, aliu tcritiriatco.

If the target routing-collective is not a key-routing-collective, its Directory entry is read and a list of the
names of its entry-connection-groups retrieved. Any of the routing-MTA’s exit-connection-groups that
matches the target-routing-collective’s entry-connection-groups may be used to transfer the message.

If the target routing-collective is a routing-MTA, then this is the next-MTA. Otherwise, the routing-MTA
performs a subtree Search below the target routing-collective for entries of object class routing-MTA, which
contain an entry-connection-group corresponding to any of those matched above. If all candidate next-MTAs
so identified have been the subject of a previous relay failure for this message, or represent non-optimal
routes, then the procedure continues at kté&ptherwise, one of these routing-MTAs is selected as the next-
MTA. The procedure returns a relay instruction to that MTA and terminates.

If this step has selected a route that uses a local-exit-connection-group, but the message in question did no
originate, redirect, or DL-expand at this MTA, then an unauthorized relay is being requested. As a matter of
local policy, the MTA may relay the message regardless, or return it, or seek another route, or generate a non-
delivery report.

NOTE —

27
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If no pair of matching connection-groups names is found, the routing-MTA examines its local-use-tables to
discover whether any of the target’s entry-connection-groups are exit-connection-groups available to one of
the routing-MTA'’s key-routing-collectives, i.e. are indirect-exit-connection-groups of this routing-collective.

If so, a next-MTA to which the message may be transferred is known. If the next-MTA has been the subject
of a previous relay failure for this message, or represents a non-optimal route, then the procedure continues
at step. Otherwise, the procedure returns a relay instruction to that MTA and terminates.

The routing-MTA abandons the attempt to find a route to the current target routing-collective and selects a
new target routing-collective, as follows. It discards the last RDN of the target routing-collective name, and
so obtains the name of that entry’s parent entry. If the last RDN of this parent entry has an attribute type of
Routing Collective Name, then the truncated name is adopted as the new target routing-collective, and the
procedure continues at step

If not all of the configured OR-address-subtrees have been examined, the next subtree is selected and the
procedure resumes at stkp

k)

9.1.3 q
This proce
address in
9.1.3.1
a)
b)

9.1.3.2
An item of
was found
9.1.3.3
Any of the

9.1.3.4
The OR-ad
a)

, but one or more
tion requesting

If all OR-address-subtrees have been examined, and no next-MTA relay has been identified
non-optimal next-MTAs have been identified, then the procedure returns a relay instru
transfer to the first of these, and terminates.

bd. If this is not
that MTA, and

The routing-MTA considers returning the message to the MTA from which it was'first receive
prohibited by policy, then the procedure returns a relay instruction requesting’ transfer to
terminates.

Otherwise, the procedure returns a report generation instruction for this-recipient, witbnttlelivery-
reason-codeset tounable-to-transferlf a previous relay failure occurred for this recipient,riba-delivery-
diagnostic-codes set according to the relay failure encountered;‘gtherwisenchelelivery-diagnostic-
codeis set taunrecognized-OR-nam&he procedure then terminates.

DR-address-subtree-read procedure

Hure retrieves the routing-advice associated with an OR-address from an entry which represents that OR-
an OR-address-subtree.

Arguments
The OR-address of a message recipient.
The Directory name of the base vertex of an OR-address-subtree.

Results

routing-advice associated with the message recipient's OR-address, or an indication that
n this OR-address-subtree far,the OR-address presented.

No routing-advice

Errors

brrors defined for the Directory Read operation.

Procedure description
dress-subfree-read procedure is described in the following steps.

ne by mapping
assembling in a

The «outing-MTA transforms the OR-address into a purported Directory name. This is dd
elements of the OR-address into corresponding OR-address attributes (see 8.5), and
prescribed order the RDNs thus produced, prefixed with the name of the OR-address-suljtree, to form the
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purported name (See Annex D). Certain OR-address elements are never used in constructing the purported
name; other elements are used in some OR-address forms but not in others. Only those attributes listed below
shall be used.

According to the OR-address form (as defined in 18.5.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2) taken by a
given OR-address, OR-address elements are assembled in the following order:

— All OR-address formdviHS Country, MHS ADMD, MHS PRMD.

— Mnemonic OR-address formMHS Organization, MHS Organizational Unit (1), MHS
Organizational Unit (2), MHS Organizational Unit (3), MHS Organizational Unit (4), MHS
Common Name, MHS Surname, MHS Given Name, MHS Initials, MHS Generation Qualifier.

— Terminal OR-address formMIHS Network Address, MHS Terminal Identifier, MHS Terminal
Type.
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— Numeric OR-address fornMHS Numeric User Identifier.

— Postal OR-address fornrMHS PDS Name, MHS Physical Delivery Country, MHS Postal Code.

The routing-MTA invokes a Directory Read operation, with the purported name alsj¢lstargument, and
the following attributes as theelectionargument:

— Routing Advice;
— Expression Matches;
— Next Level Complete.

If the Read is successful, and the identified entry contains an Expression Matches attribute, then the OR
address given as an argument of the procedure is compared against the OR-address-filters of eac
expression-match. If a match is found, the routing-advice associated with it is returned and the procedure
terminates.

)

If the Read is successful, and the identified entry contains a Routing Advice attribute, tlhat attribute-value is
returned and the procedure terminates.

If the Read is successful and the identified entry does not contain a Routing Advice attiibute, the Next Level

Complete attribute is inspected, andfrife, a Directory Search operation (one.level) is
selectionargument specifying OR-address attributes. In the result of this\Search, only ¢
all aliases have been dereferenced) are considered.

NoTe 1 — A simple implementation may specify all the OR-address attributes in this selg]

invoked with its
istinct objects (after

ction, while a more

sophisticated implementation might limit the selection to only those OR-address attributg¢s which are permitted

to be subordinate to the identified entry. This choice simply/affects the size of the arg
operation: either choice will yield the same result, provided that the OR-address-su
structure rules of Annex D.

If the result of this Search shows that the identified entry has precisely one subording
aliases which produce additional references to the same entry), then the purported n3
Name of this subordinate entry, and the procedureresumes ht step

NOTE 2 — The above implements the requirementeontained in 8.2 of ISO/IEC ISP 10611-1:199
which is an unambiguous underspecification of an actual OR-address should be rega
OR-address.

Otherwise the procedure generates aitem of routing-advice as follows:
1) The non-delivery-information-afternative of routing-advice is chosen.
2)
3)

Its reason component is setttable-to-transfer

unrecognized-OR-nmaméf the identified entry has two or more subordinate entri
diagnostic comiponent is set tambiguous-OR-nameand the supplementary-in
component may be used to indicate a list of potential values of an additional a
which coufd-be added to disambiguate the address. For example: “Two addresse
‘Jones’-choose given name ‘James’ or ‘John™.

NoTE\3 — An appropriate sizeLimit should be used in the Search operation to avoid the Se

returning more information than could conceivably be accommodated withpiesnent
information.

‘The procedure returns this routing-instruction and terminates.
As in the case above, but where Next Level Complefalég then no further information c

uments of the Search
btree conforms to the

te entry (discounting
me is replaced by th

6, that an OR-address
ded as identifying that

If the identified entry“has no subordinate entry, then the diagnostic componpent is set to

ps, then the
formation
Hdress element
s have surname

arch result
ary-

an be obtained

a)

from-this OR=address=subtree—and-theprocedurereturns—anindication-thatnorouting-
the specified OR-address, and terminates.

advice was found fol

If the Read fails with a Name Error, indicating-such-objectthen the routing-MTA invokes a Directory
Read operation with the name returned asmh&chedcomponent of the Name Error (i.e. the longest part of

the original name that could be matched) aotijectargument, and the following attributes
argument:

— Routing Advice;
— Expression Matches;

— Next Level Complete.

as shéection

If the Next Level Complete attribute figlse the procedure resumes at steftherwise, an item of routing-

advice is generated as follows:

29
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1) The non-delivery-information alternative of routing-advice is chosen.
2) Its reason component is setimable-to-transfer
3) Its diagnostic component is set torecognized-OR-name&nd its supplementary-information

component may be used to indicate those OR-address elements that were successfully matched in

this overspecified address.

The procedure returns this routing-instruction and terminates.

also accessible to

rated in 9.1.2.2.

10021-4.
1-4 should be read

1S-routing. It is

-MTA.

d by the names

h) If the Read fails with any other error, that error is returned and the procedure terminates.
9.14 Local-delivery-evaluation procedure
This procedure generates a routing-instruction for a single message recipient who is purportedly a registered MTS-user of
this routing-MI-A-
9.14.1 Arguments
a) | A message recipient plus the per-recipient instruction, if any, applicable to this recipient.
b) | The per-message instruction, if any, applicable to this message. Other message fields are
the procedure as required.
9.1.4.2 Results
A new or ppssibly revised routing instruction applicable to this recipient. Possiblé. instructions are enumg
9.1.4.3 Errors
None. Errof conditions are recorded in the routing instruction.
9.1.4.4 Procedure description
The Local-@lelivery-evaluation procedure is described in step 6 of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC
NoTE— References to the Routing-decision procedure in step,6 of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC 1002
as [eferences to the Local-delivery-evaluation proeedure.
9.15 Routing-knowledge-acquisition procedure
This proceflure acquires the routing knowledge required by a routing-MTA for the performance of MK
invoked when the routing-MTA is initialized.
The procedure has no formal interaction with any other procedure.
NoTE— Logal-use-tables should bé.recomputed at intervals, and whenever the volume of loop detection incekxufgssere
thrg¢shold (which may suggest that the routing-MTA is using out-of-date cached information).
9.15.1 Arguments
The Directgry name-that identifies this routing-collective.
9.15.2 Results
The followihgrinformation that comprises the routing-MTAdgal-use-tables
a) The Directory name of this MHS Message Transfer Agent.
b) An ordered list of the names of one or more OR-address-subtrees configured for this routing
c) A list of the key-routing-collectives of this routing-MTA, each accompanied by the hames of one or more
next-MTAs for the routing-collective.
d) Alist of the Directory names of the routing-MTA'’s transit- and local-exit-connection-groups.
e) An ordered list of the indirect-exit-connection-groups of this routing-MTA, each accompanie
of one or more next-MTAs for the connection-group.
f) For each of the routing-MTA’s entry-connection-groups that is of type enumerated,

30

information required to identify each possible calling MTA.

authentication
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NoTE— The syntax of local-use-tables used to record MHS MTA name, OR-address-subtrees, key-routing-collectives, connection:
groups, and authentication information is a local matteedeh MTA and is not prescribed. However, its intended structure
may be illustrated in the following example.

EXAMPLE —
LocalUseTablesExample ::= SEQUENCE {
this-mta MHSMessageTransferAgentName,
or-address-subtrees ORAddressSubtreeNames,
key-routing-collectives KeyRoutingCollectives,

transit-exit-connection-groups SET OF ConnectionGroupName,
local-exit-connection-groups SET OF ConnectionGroupName,
indirect-exit-connection-groups SEQUENCE OF Connection,
entry-connection-groups SET OF AuthenticationInformation }

KeyRoutingCollectives ::= SET OF Route

Route ::= SET {
Toutng-collective . RoutngcoliectiveName,
next-mtas SET OF NextMTA }
NextMTA ::= SET {
mhs-mta-name MHSMessageTransferAgentName,

connection-groups SET OF ConnectionGroupName }
MHSMessageTransferAgentName ::= DistinguishedName
ConnectionGroupName ::= DistinguishedName

Connection ::= SET {
connection-group ConnectionGroupName,
authentication-method  AuthenticationMethod,
profiles SET OF OBJECT IDENTIFIER OPTIONAL,
next-mtas SEQUENCE OF MHSMessageTransferAgentName }

AuthenticationInformation ::= SET {
entry-connection-group ConnectionGroupName,
authentication-method  AuthenticationMethod,
profiles SET OF OBJECT IDENTIFIEROPTIONAL,
network-address-reliable BOOLEAN DEFAULT TRUE,
connection-group-type CHOICE {
enumerated-authentication SET OF CallingMTAAuthentication,
unenumerated-authentication CHOICEY{

group-mta-password Password
no-group-password NULLG} }
CallingMTAAuthentication ::= SET {
mhs-mta-name MHSMessageTransferAgentName,
calling-mta-name NITAName,
calling-mta-password Password OPTIONAL,

calling-presentation-address SET OF PresentationAddress OPTIONAL }

9.1.5.3 Errors

Any Directory Read errors, or inconsistencies in the information retrieved, are reported as errors..

9.1.54 Procedure déscription

For th¢ purposes oftexposition, the Routing-knowledge-acquisition procedure is regarded as posgsessing the followin
variables:

— current-routing-collective;
— (_parent-routing-collective.

The procedure is described in the following steps-

a) A Directory Read operation is invoked with the name of this routing-collective abjgetargument, and
the following attributes as tteelectionargument:

— MHS Message Transfer Agent Name;
— OR-address Subtrees;
— Transit Exit Connection Group Name;
— Local Exit Connection Group Name;
— Entry Connection Group Name.
The content of these attributes is recorded in the local-use-tables.
b) The routing-MTA identifies its key-routing-collectives and indirect-exit-connection-groups as follows:

31
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d)

1)

2)

3)

The routing-MTA initializes the current-routing-collective variable with the Directory name
specified as the argument of the procedure.

The routing-MTA discards the last routing-collective-name component of the current-routing-
collective to form the name of the parent-routing-collective. If the terminal RDN of the parent-
routing-collective is not of attribute type routing-collective-name, then the complete routing-
collective-subtree has been examined and the procedure continuescat step

The routing-MTA invokes a Directory Search operation (one level) relative to the parent entry,
which retrieves the entry-connection-group-names, the routing-collective names, the transit-exit-
connection-group-names, and, if present, the MHS Message Transfer Agent Name of each of the
parent entry’s immediate subordinates. Of these immediate subordinate entries, the siblings of the
current-routing-collective are recorded in the routing-MTA’s local-use-tables as key-routing-
collectives (i.e. the current-routing-collective is itself omitted). The next-MTAs associated with

4)

5)

each of these will be discovered in stesdd.

For each of the key-routing-collectives found, the routing-MTA identifies each-transit-exit-
connection-group of the key-routing-collective, that is not an exit-connectiongroup of this
routing-MTA, and records this as an indirect-exit-connection-group in the reuting-MTA'’s local-
use-tables (unless already recorded). The next-MTAs associated withneach of thgse will be
discovered in steg.

The current-routing-collective variable is assigned the value of“the parent-routing{collective
variable and the procedure continues at bt@p

NoTel - In this way, the procedure identifies the minimal set of routing-Collectives that gives it knowledge of the

complete routing-collective, i.e. its immediate peers, and those/of each of its superior routing-collectives up to
the base vertex of its routing-collective subtree.

For each of these key-routing-collectives, one or more, néxt-MTAs are identified, i.e. MTAs [reachable from
this routing-MTA that provides a route to the key-routing-collective. This proceeds in stages. Firstly, the

key-routing-collectives to which a message may betransferred directly are identified.

The following steps are taken for each key-routing-collective:

1)

2)

3)

The key-routing-collective’s entry-connegtion-group-names retrieved inbsBegre considefred.

The routing-MTA's exit-connection-group names are compared with the key-routing-cdllective’s
entry-connection-group names. Iffa common connection-group is found, and the kgy-routing-
collective is a routing-MTA thema next-MTA has been found. The key-routing-collective’s MHS
Message Transfer Agent Name attribute (found-i8) is recorded in the local-use-tables as a
next-MTA for the key-routing-collective.

If a common connegtion-group is found, but the key-routing-collective is not a routing-MTA, the
routing-MTA invokes-a Directory Search (subtree) to discover a subordinate entry of the key-
routing-collective with object class of Routing MTA, and with the common connection-group as
an entry-connection-group. The MHS Message Transfer Agent Name attributes of any routing-
MTAs discovered are retrieved and recorded in the local-use-tables as next-MTAs fqr the key-
routing=callective.

NOTE2 > Where multiple next-MTAs are found for a key-routing-collective, the routing-MTA may/ as
a local matter, retain all of these in its local-use-tables or retain only a subset.

The procedure continues at stefl for the next key-routing-collective until all have|been
inclnm‘tnrl

Next-MTAs are now identified for any remaining key-routing-collectives. Since no direct connection exists
for these key-routing-collectives, they are reachable only via an indirect-exit-connection-group. Next-MTAs
are also identified for the indirect-exit-connection-groups identified intstep

1)

2)

The routing-MTA considers each key-routing-collective for which a next-MTA has just been
identified:

— For each transit-exit-connection-group available to the key-routing-collective
that is an indirect-exit-connection-group of the routing-MTA, the next-MTAs
associated with the key-routing-collective are recorded as the next-MTAs for the
indirect-exit-connection-group.

For each key-routing-collective for which a next-MTA has not yet been identified, the following
step is performed:
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— Those indirect-exit-connection-groups of the routing-MTA for which a next-
MTA has been identified are matched with the key-routing-collective’s entry

connection-groups. For each match, the next-MTAs of the key-routing-collective

are recorded by copying the next-MTAs of the indirect-exit-connection-group.

If a next-MTA has now been found for every key-routing-collective and indirect-exit-connection-

group, the procedure resumes at tep

If this step leaves the local-use-tables unchanged, then a configuration error is indicated and the

procedure terminates.

The procedure continues at s, except that only those key-routing-collectives for which a

next-MTA has just been identified in stdg are considered.

The routing-MTA considers each entry-connection-group (identified in &}epand acquires the

+la i FH Haf I+ % A EHE = ol ITH MNTA £+l tH
AULNICTIiIeAaAtvIiT mrmuriratuulT TICUT o oAl y WTuTT Il.lly PUQDIUIC wailmr Iy WITMAo UT UTC CUTITITCUUUTT

For each entry-connection-group a Directory Read operation is invoked with the fiam
group as th@bjectargument, and the following attributes asshkectionargument:

The Enumerated Flag is examined:

Enumerated Flag;
Connection Type;
Group MTA Password;
Member MTA.

group.
e of the connection-

1) If the connection-group is of type enumerated, and jts.connection-type indicates that DN Used in
A-ASSOCIATE has the valualse a Directory Read operation is invoked for each mg¢mber MTA
as theobject argument, (a routing-MTA entry), and the MHS Message Transfer jJAgent Name
attribute as theelectionargument.
A further Directory Read is invoked with @ach MHS Message Transfer Agent Namedadgettte
argument, and with the following attributes as $béectionargument:
— MTA Name,;
— MTA Password;
— Specific Passwords;
— Calling PSAPs;
— Presentation Address;
— Protocol Information.
The routing"MTA compiles a table containing the MHS Message Transfer Agent Name, MTA
name, MTA Password, and calling presentation addresses for each member MTA of each of its
(enumerated) entry-connection-groups.
NoTe8 —As an implementation choice, the routing-MTA may also compile the same information for
members of connection-groups where DN Used in A-ASSOCIATRIEs Alternatively it
may acquire authentication information for these MTAs dynamically, when MTA-b|nd-in is
invoked.
If the member MTA’s entry contains a Specific Passwords attribute, and the rputing-MTA’s
routing-collective-name (or any of 1ts superiors in the routing-collective-subtree) matches that
present in a value of Specific Passwords, then the associated password takes precedence over the
value present in the MTA Password attribute.
The presentation addresses are obtained from the Calling PSAPs attribute, if present. Otherwise
they are taken from the Presentation Address attribute. In either case, any addresses whose
network type is incompatible with that of the connection-group (as indicated in the profiles
component of the Connection Information attribute) are eliminated.
NoTe4 —In the simple case of symmetric addresses (where calling and called addresses are identical),
only a single attribute is needed. In the asymmetric case, a second attribute is required.
2) If the connection-group is of type unenumerated, its Group MTA Password (if defined), is

recorded in the local-use-tables.
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9.1.6 MTA-bind-in procedure

This clause describes the behaviour of the routing-MTA when an MTA-bind is invoked by another MTA. This definition
replaces the MTA-bind-in procedure definition in 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.16.1 Arguments
The MTA-bind arguments are defined in 12.1.1.1.1 and listed in Table 28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.2 Results
The MTA-bind results are defined in 12.1.1.1.2 and listed in Table 29 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.3 Errors

The bind-efrors are defined in I1Z.1.Z of ITU-T Rec. X.411T [ ISO/TET T00Z1-Z.

9.1.6.4 Procedure description
The MTA-lind-in procedure is described in the following steps:

a) | If the routing-MTA's resources cannot currently support the establishment.of a new association, the
procedure returns a Busy bind-error and terminates.

b) | The called MTA is presented with the following authentication information;
— an MTA-bind argument of Null, indicating no authentication,
— the calling MTA’s MTA name and simple passwood,

— the calling MTA’'s MTA name, and strong authentication”arguments (which include the called
MTA’s MTA name and, optionally, global domain identifier.

It may also be presented with additional connection information:

— the calling presentation address, possibly.incomplete (for example, on an APS connpection the
network address may be absent);

— possibly, a security-context;

— possibly, a Directory name contained in the calling application-entity-title of the A-ASSPOCIATE
service (of the ACSE) that was used to invoke the MTA-bind;

— possibly, a Directory name from the certificate in the MTA-bind argument, if| strong
authentication is used.

The routing-MTA is required to verify the identity of the calling MTA (if authentication is irl use), verify
that the calling MTA is a‘member of one of its entry-connection-groups, verify that the rulés of the entry-
connection-group areobserved (e.g., the security-context), and determine the correct MTS-bind response.

¢) | The routing-MTA'considers each of its entry-connection-groups to determine which of them| may have been
selected by the ealling MTA.

1) The _fouting-MTA first eliminates those entry-connection-groups whose Connection| Type is
incompatible with the type of connection made by the calling MTA (i.e. wrong appglication-
context, wrong authentication-method, wrong network type, Directory name in A-ASSOCIATE
required but not present).

2) Any remaining enumerated entry-connection-groups are considered. If the Directory name of the
calling MTA is available, the routing-MTA attempts to match this name with those listed in the
local-use-tables (in enumerated-authentication; see 9.1.5.2). Otherwise, it attempts to match both
the MTA name and calling presentation address with those recorded in the local-use-tables and
retrieves the Directory names associated with these table entries (i.e. the names of the MHS
Message Transfer Agent entries from which the addressing information was originally obtained).
Any enumerated entry-connect-groups which fail to match are eliminated.

3) Any remaining unenumerated entry-connection-groups are considered. If the simple-password
authentication-method is in use, and the supplied credentials do not match the connection-group’s
Group MTA Password (if present), recorded in unenumerated-authentication, then that
connection-group is eliminated and the next unenumerated entry-connection-group is considered.
If strong-authentication is in use and no Certificate or Directory name is available, the connection-
group is eliminated (unless local procedures allow the strong credentials to be authenticated in this
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case). If an unenumerated entry-connection-group satisfies these tests, but no Directory name is

available, then routing-MTA verifies that the security-context presented in th
argument is compatible with that associated with the connection-group. If so,
resumes at step

e MTA-bind
the procedure

If all entry-connection-groups have been eliminated then the proposed association cannot be
accepted. The routing-MTA returns an authentication-error and the procedure terminates.

Otherwise, one or more pairs of Directory name and connection-group have now been identified.
The Directory name is derived either from A-ASSOCIATE, or by considering known adjacent

MTASs in enumerated connection-groups and retrieving the Directory name from loc

al-use tables.

Each pair of Directory name and connection-group is considered in turn. The routing-MTA verifies that the
Directory entry corresponds to the calling MTA (much of the required information is already available in the

acquire this information dynamically by invoking a Directory Read with the MHS MesSs
as theobjectargument.

1)

2)

3)

4)

for the MTA (in the Calling PSAPs attribute, if present; otherwise in the Presen

e routing-MTA may
ge Transfer Name

tion Address

The routing-MTA compares the calling presentation address of the connection Wit:]Lthose defined

attribute), taking account of the network-address-reliable indicator asseciated with
group to determine the required degree of match. If the match failsy the procedure
d-4.

If no-authentication is specified for this connection-group,;.or a simple-passwor
which matches the connection-group’s Group MTA Password, then authenticatio
are satisfied. Otherwise, the credentials presented\in’ the MTA-bind argument
according to the authentication-method in use.

If strong-authentication is in use, the signature“ef the initiator-bind-token is verif]
public key from the Certificate, if present;otherwise, from the appropriate value
MTA's User Certificate attribute. The Diréetory name from the subject field of that
verified to be that of the calling MTA; the mta-name in the subject-alternate-nam
Certificate is verified to correspond“to the calling MTA's MTA Name and Glog
Identifier attributes and to the mta~name present in the initiator-name field of MTA
mta-name within the initiator-bind=token is verified as being the name of this routing

If the calling MTA is not a rQuting-MTA its entry may contain a Specific Password
the routing-MTA'’s routing-collective-name (or any of its superiors in the routin
subtree) matches that present in a value of Specific Passwords then the corresy
this-MTA-passwaord.is matched. If all matches fail, the procedure resumes dttep

The routing-MTA’ verifies that the security-context presented in the MTA-bind
compatible with that associated with the connection-group. If so, the security-cont
and the praocedure resumes at gep

If allpairs of Directory name and connection-group have been considered, thd
returns an authentication-error and the procedure terminates. Otherwise the next
and the procedure repeats stiep

NeTe1 — If there is at least one case where the calling MTA satisfies all authentication requir

security-context, then an unacceptable-security-context error is returned rather than aut

he connection-
resumes at step

| is presented
N requirements
are validated

ed using the
of the calling
Certificate is
b field of that
bal Domain
bind; and the
-MTA.

5 attribute; if
g-collective-
onding value of

argument is
ext is satisfied

routing-MTA
pair is selected

ements except for the
hentication-error.

€)

TheToutmg-MTA estabtishes thecommectiomand Teturms —am MTA=bimd-Tesutt—fTo-authentication was
specified, the same value is returned in the MTA-bind result. For simple authentication, the routing-MTA’s
MTA Password is returned (if the calling MTA is not a routing-MTA then its MHS Message Transfer Agent
may contain a value of Specific Passwords which takes precedence over the routing-MTA's MTA
Password). If strong authentication is in use, the same signature algorithm is used to generate a responde
bind-token for the calling MTA.

If the calling MTA’s MHS Message Transfer Agent entry is known, a Directory Read is invoked with MTA
Name and Global Domain Identifier as t&lectionargument. These attributes are returned as results. The
procedure then terminates.

NoTeE2 — The calling-MTA's retrieved MTA Name and Global Domain Identifier values may be used subsequently to
verify the accuracy of the Trace-information and Internal-trace-information arguments of the Message-in,

Probe-in, and Report-in procedures.
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9.1.7 MTA-bind-out procedure
This clause describes the steps taken by a routing-MTA when it attempts to establish an association with another MTA.
This definition replaces the MTA-bind-out procedure definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
9.1.7.1 Arguments
A relay instruction generated by the Routing-decision procedure, which comprises:
a) The distinguished name of the MHS Message Transfer Agent with which an association is to be established.
b) The distinguished names of the one or more Connection Group entries that may be used to establish it.
c) Optionally, the security-context for the association.

9.1.7.2 Results

An internallidentifier for the association established.

9.1.7.3 Errors

The procedure returns a failure indication in the event that an association could not be established.

9.1.7.4 Procedure description

The MTA-Rind-out procedure is described in the following steps:
a) | The following attributes are retrieved from the MHS Message Transfer Agent entry of the target MTA:

— MHS Maximum Message Length;

— Presentation Address;

— MTA Name;

— MTA Password;

— Specific Passwords;

— Global Domain Identifier;

— Protocol Information

— Supported Algorithms (see 6.16 of ITU-T Rec. X.521 | ISO/IEC 9594-7);

— User Certificate (see 6.17 of ITU-T Rec. X.521 | ISO/IEC 9594-7.

The following attributes are retrieved from the Connection Group entries:

— Connection Type:

— Group MTA Password,;

— Security Congext.
NoTel — In practice, much of this information is likely to be already in hand in the local-use-tables.

b) | The routing-MTA verifies that the message is no larger than the maximum message length defined for the
target MTA. If the message is too large, a relay failure is returned and the procedure termingtes.

Note2— If, subsequently, the Routing-decision procedure is unable to identify an alternative next-MTJA destination for
the recipient concerned, a report generation instruction is issued wittorthaelivery-reason-cpdset to
unable-to-transferand thenon-delivery-diagnostic-codget tocontent-too-long

¢) The routing-MTA selects a suitable connection-group for the association, according to the specified security-
context. The parameters for establishing the connection are determined by matching the information stored
in the MHS Message Transfer Agent and Connection Group entries. The destination network address is
determined by matching the profiles component of connection-information with the protocol information
stored in the MTA's entry.

The initiator-credentials are set according to the authentication-method specified for the connection-group:
— if no-authentication, a Null;

— if simple-authentication, then MTA Password for an enumerated connection-group, or Group
MTA Password (if present) for an unenumerated-connection-group, or calling-MTA-password if
an applicable value of Specific Passwords is present;
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— if strong-authentication, a signature algorithm is selected (from those identified in the target
MTA's Supported Algorithms attribute which are supported by the routing-MTA, and for which a

Certificate is present in the target MTA's User Certificate attribute) to generate an

initiator-bind-

token for the target MTA, and the appropriate Certificate of the routing-MTA for that algorithm is

included.

NoTe 3 — The Certificate may only be omitted if the routing-MTA has only one Certificate for the
identified signature algorithm, and the routing-MTA's Directory name is included in the

calling name parameter of A-ASSOCIATE.

The routing-MTA attempts to establish the association using the information retrieved. If the attempt is
unsuccessful, a failure indication is returned and the procedure terminates.

d) The result returned by the called MTA is examined. The responder-credentials must be of the same type (n
authentication, simple, or strong) as that of the initiator credentials. If strong-authentication is in use, the

9.1.8

The Trace verification stepis performed as.an additional step in the existing Procedure Descriptiong
in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3, respectively, of
C 10021-4. A routing-MTA shall_perform this step when Message-in, Probe-in, or Report-in i

Probe
ISO/IE

1)
2)

10lIowIng Checks dre made.

If the MTA-name and responder-credentials do not mateh those supplied in the MH
Agent entry then the procedure returns a relay failure-to the caller, terminates the assog
Otherwise, the procedure returns an association identifier, and terminates.

NoTe4 — If the two-way-alternate dialogue-mode)is” in use, the routing-MTA also returng

Trace verification step

a) The routing-MTA compares the last element of Trace (and Internal-trace, if present
MTA name and global domain identifier obtained in the performance of the MTA-bing
establishment.ofithe present association. If matching fails, then as a local matter th
perform one (©ofjthe following:

the signature of the responder-bind-token is verified using the public key frgm the appropriate

Certificate from the target MTA's User Certificate attribute;

the Directory name from the subject field of that Certificate is verified t0 be that
MTA,;

the mta-name in the subject-alternate-name field of that Certificate-is verified to co
target MTA's MTA Name and Global Domain Identifier attributes-and to the mta-ng
the responder-name field of Bind Result;

of the target

respond to the
me present in

the mta-name within the responder-bind-token is verified,as being the name of this fouting-MTA.

S Message Transfer

iation, and terminate:

the called-MTA's

authenticated MTA-name and global-domain-identifier. These may be used subsequently for inward transfers
over the same association to verify«the accuracy of the Trace-information and Intefnal-trace-information

arguments of the Message-in, Probe-in, and Report-in procedures.

Instructthe RTSE to reject the transfer (if still in progress).

If{currently performing the Message-in or Probe-in procedure, return a repqg
instruction for all recipients for whictesponsibilityis responsible Thenon-delivery-reas
is set tounable-to-transferand thenon-delivery-diagnostic-code set toinvalid-argume
procedure then terminates.

for the Message-in,
ITU-T Rec. X.411 |
invoked:

, with the values of
which caused the
e routing-MTA may

rt generation
on-code
ntsThe

9.2

3)

NOTE —

Using the authenticated values of MTA-name and global-domain-identifier discovered in MTA-
bind, construct additional elements of Trace and Internal-trace to correctly identify the MTA

which transferred the message (or probe, or report) to this routing-MTA.

caused either by configuration error or by attempted masquerade.

In all cases, the trace verification failuteosld be reported to the MTA manager for investigation, as it is

b) If matching succeeds, or steg3 is followed, or the MTA name and global domain identifier were not
discovered in the MTA-bind, or local policy permits transfer even where matching fails, then the Message-
in, Probe-in, and Report-in procedures resume at the first step defined in their Procedure Descriptions.

Administrative procedures

An MHS administrator follows procedures described in 9.2.1 and 9.2.2 in order to configure an MTA for MHS-routing,
and to construct an OR-address-subtree used to represent a portion of the OR-address name-space.
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Routing-MTA configuration

The MHS administrator performs the follow steps to configure an MTA for MHS-routing:

922
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a) A Directory entry of object class MHS Message Transfer Agent is created (see A.1.3. of ITU-T Rec. X.402 |
ISO/IEC 10021-2). The following attributes associated with the MTA Information auxiliary object class are

b)

d)
e)

e)

f)

assigned:

MTA Name;

— Global Domain Identifier;
MTA Credentials.

A Directory entry of object class Routing MTA is created in the routing-collective-subtree for this routing-

MTA and assigned the following attributes:

d

To form a
following steps:

38

a)

b)

d)

——OR-address Subtrees;
— MHS Message Transfer Agent Name.
The following attributes associated with the object’s direct superclass, Routing Collective, ar

Routing Collective Name;

Entry Connection Group Name;

Description;

Transit Exit Connection Group Name;

Local Exit Connection Group Name.
If suitable entries do not already exist, an entry is created fof-€ach connection-group referer

If any of the connection-groups referenced is of type‘enumerated, its Member MTA attriby
indicate the addition of this routing-MTA to the connection-group.

Depending on policy, any of the connection-gteups referenced above that are not repr
associated with the routing-collective’'s immediate superior, may be added to the s
connection-groups, and transit- or local-exitcconnection-groups. This procedure may be rep
up to the base of the routing-collective-subtree.

If required, a new OR-address-subtree’ is created for the OR-addresses for which the rod
delivering MTA. Alternatively, the\ OR-addresses are added to an existing OR-addre

DR-address-subtree construction

 OR-address-subtree that represents a collection of OR-addresses, the MHS administr

The administratorcreates an arbitrary entry in a part of the Directory to act as the base V
address subfree. Access-controls may be applied to this entry such that it is accessible on
that will be)configured to use the OR-address-subtree.

Each @R-address in the collection is transformed into a Directory name as follows:

For.each element of OR-address relevant to routing, there is a corresponding Direct
definition (see 8.3). The value of the element is transformed into a value of the attribute

e assigned:

ced. It is verified

that the routing-MTA has been granted access permissions.so that all connection-group entiies can be read.

te is updated to

esented in those
iperior's entry-
pated recursively

ting-MTA is the
5s-subtree. The

procedure defined in 9.2.2 is followed (omitting séeqf that procedure if an existing subtree is lised).

ator performs the
ertex of the OR-

ly to those MTAs

bry object class
defined for the

element (a subtype of the OR-address-element-name attribute type). This is treated as the RDN of an entry
whose immediate superior corresponds either to the base vertex (in the case of MHS Country) or to the
vertex derived from the preceding element of the OR-address. Hence, a series of entries is created, one for
each relevant element present in the OR-address. The Directory name of the final entry represents a complete
mapping of the OR-address (see 9.1.3.4).

A set of OR-address aliases may be presented. These consist of OR-address pairs, the first corresponding to
a preferred name, and the second to an alternative name. An alias entry is created for the second name, which
references the first name.

NoTe— A Directory alias is not intended to cause an alias Redirection, but is used to specify an alternative OR-address

which is to be routed equivalently.

Message originators may use different combinations of Personal Name OR-address elements at different
times to identify personal recipients. To deal with these vagaries, a range of alias requirements exists for the
following OR-address elements: MHS Common Name, MHS Surname, MHS Given Name, MHS Initials,

MHS Generation Qualifier. To accommodate these requirements, the MHS administrator of the local OR-
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address name-space may configure the subtree such that entries exist for every combination of Person:
Name elements. This may be accomplished as follows: each Personal Name branch of the tree is examinel
and the highest level entry that unambiguously denotes the user remains an object entry. All subordinate
entries become alias entries that refer to this object entry. Some examples of modelling Personal Name OR
address elements are given in Figure 4.

e) A set of additional OR-address element attributes is presented. Each presentation has three parts:
1) the name of the entry in which the attribute is to be placed;
2) the attribute type: Routing Advice, Expression Matches, or Next Level Complete;
3) the attribute-value.
Each attribute is created in the specified entry.

| ( s=white w i @
=

\_/

-

-
. . & N i )

Figure 4 - Modelling examples for Personal Name elements

NOTES

1 Examplea illustrates the case where a particular Surname is unique in this OR-address-subtree. Alias entries are create
corresponding to the optional Initials and Given Name elements.

2 In exampleb, entries exist for two users who share the same Surname and Given Name. The users gre distinguished by the
differing Initials.

3 In‘examplec, entries exist for two users who share the same surname. The users are distinguished|either by their differing
G;VCII I’\\:QIIICQ UT b_)’ thC;I dlffclllly :Ilit;Q:Q (UI buth)

10 Conformance

The requirements an MTA, a DUA, and a DSA shall satisfy when a claim of conformance to this part of ISO/IEC 10021
is made are identified in 10.1 - 10.3.

10.1  Routing-MTA conformance
A routing-MTA implementation shall satisfy the following static requirements:

a) Given its routing-collective Directory hame, a routing-MTA shall be capable of acquiring from the Directory
all the information necessary to perform MHS-routing.

b) A DUA incorporated with a routing-MTA shall be capable of supporting the object classes, attribute types,
and matching-rules defined for MHS-routing.
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A routing-MTA implementation shall satisfy the following dynamic requirement:
c) A routing-MTA shall conform to the Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC

10021-4, as modified by 9.1.1 of this part of ISO/IEC 10021.

© ISO/IEC

A routing-MTA shall conform to the Routing-decision procedure defined in 9.1.2 of this part of ISO/IEC

10021, which replaces the definition in 14.3.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A routing-MTA shall conform to the OR-address-subtree-read and Local-delivery-evaluat
defined in 9.1.3 and 9.1.4, respectively, of this part of ISO/IEC 10021.

ion procedures

A routing-MTA shall conform to the MTA-bind-in procedure defined in 9.1.6 of this part of ISO/IEC 10021,

which replaces the definition in 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A routing-MTA shall conform to the MTA-bind-out procedure defined in 9.1.7 of this part of ISO/IEC

10021, which replaces the definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

d)
e)
f)
9)
h)
10.2  Ad
A DUA im
following st
10.3 D§
A DSA im
requiremer

40

A routing-MTA shall conform to the Trace verification step defined in 9.1.8 of this part of}§
which supplements the Message-in, Probe-in, and Report-in procedures defined inc14.1(
14.10.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ministrative DUA conformance
plementation employed to maintain the Directory information used for MHS-routing sh
atic requirement:

An administrative DUA shall be capable of supporting the object classes, attribute types, an
defined for MHS-routing, and shall apply consistency checks toenSure the internal consi
routing Directory information.

BA conformance

plementation employed to hold information used¢for MHS-routing shall satisfy the fo
t:

A DSA shall be capable of supporting the object classes, attribute types, and matching-
MHS-routing.

O/IEC 10021,
.1, 14.10.2, and

bll satisfy the

d matching-rules
stency of MHS-

[lowing static

ules defined for
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Annex A
(normative)
Reference Definition of Object Identifiers

This annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexe
All Object Identifiers assigned in this part of ISO/IEC 10021 are assigned in this annex.

MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0) object-identifiers(0)}

DEFINITIONS ::=
BEGIN
-- Prologtte

-- Expofts everything

IMPORTS -- nothing --;

ID ::= OBJECT IDENTIFIER

-- MHS}routing

id-mhs-rputing ID ::= {joint-iso-itu-t mhs(6) routing(10)} -- nat-definitive

-- Categories

id-mod ID ::= {id-mhs-routing 0} -- modules; not definitive
id-oc ID ::= {id-mhs-routing 1} -- object-classes

id-nf ID ::= {id-mhs-routing 2} -- name-forms

id-at ID ::= {id-mhs-routing 3} -- attributes

id-pro ID ::= {id-mhs-routing 4} -- profiles

-- Moddles

id-mod-qbject-identifiers ID ::= {id-mod 0} -- not definitive
id-mod-directory-objects ID ::= {id-mod 1} -- not definitive
id-mod-graddress-subtree ID ::={id-mod 2} -- not definitive

-- Objegt classes

id-oc-copnection-group ID ::= {id-oc'0}
id-oc-mhs-admd ID ::={id-oc 1}
id-oc-mhs-common-name ID #=id-oc 2}
id-oc-mHs-country ID :=fid-oc 3}
id-oc-mhs-extended-network-address ID :;= {id-oc 4}
id-oc-mHs-generation-qualifier ID :*=\id-oc 5}
id-oc-mHs-given-name ID ::= {id-oc 6}
id-oc-mhs-initials ID ::= {id-oc 7}
id-oc-mhs-network-address ID ::= {id-oc 8}
id-oc-mHs-numeric-user-identifier ID ::= {id-oc 9}
id-oc-mhs-or-address-element ID ::= {id-oc 10}
id-oc-mhs-organization ID ::= {id-oc 11}
id-oc-mhs-organizational-unit ID ::= {id-oc 12}
id-oc-mHts-pds-name ID ::= {id-oc 13}
id-oc-mHhs-physical-delivery~country-name ID ::= {id-oc 14}
id-oc-mhs-postal-code ID ::= {id-oc 15}
id-oc-mHs-prmd ID ::= {id-oc 16}
id-oc-mhs-surname ID ::= {id-oc 17}
id-oc-mhs-terminal-identifier ID ::= {id-oc 18}
id-oc-mhs-terminal-type ID ::= {id-oc 19}
id-oc-mtp-infofmation ID ::= {id-oc 20}
id-oc-oraturess-subee-Dase ID=Hf0-oCc 21}
id-oc-routing-collective ID ::= {id-oc 22}
id-oc-routing-mta ID ::= {id-oc 23}
-- Name forms

id-nf-connection-group ID ::= {id-nf 0}
id-nf-mhs-admd ID ::= {id-nf 1}
id-nf-mhs-common-name ID ::= {id-nf 2}
id-nf-mhs-country ID ::= {id-nf 3}
id-nf-mhs-extended-network-address ID ::= {id-nf 4}
id-nf-mhs-generation-qualifier ID ::= {id-nf 5}
id-nf-mhs-given-name ID ::= {id-nf 6}
id-nf-mhs-initials ID ::= {id-nf 7}
id-nf-mhs-network-address ID ::= {id-nf 8}
id-nf-mhs-numeric-user-identifier ID ::={id-nf 9}
id-nf-mhs-organization ID ::= {id-nf 10}
id-nf-mhs-organizational-unit ID ::= {id-nf 11}
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id-nf-mhs-pds-name ID ::= {id-nf 12}
id-nf-mhs-physical-delivery-country ID ::= {id-nf 13}
id-nf-mhs-postal-code ID ::= {id-nf 14}
id-nf-mhs-prmd ID ::= {id-nf 15}
id-nf-mhs-surname ID ::= {id-nf 16}
id-nf-mhs-terminal-identifier ID ::={id-nf 17}
id-nf-mhs-terminal-type ID ::= {id-nf 18}
id-nf-routing-collective ID ::= {id-nf 19}

-- Attributes

id-at-calling-psaps ID ::= {id-at 0}
id-at-connection-group-name ID ::={id-at 1}
id-at-connection-type ID ::= {id-at 2}
id-at-entry-connection-group-name ID ::={id-at 3}
id-at-enumerated-flag ID ::= {id-at 4}
id-at-global-domain-identifier ID ::= {id-at 5}
id-at-group-mta—passwerd {B-=={ie-at-6}
id-at-local-exit-connection-group-name ID ::={id-at 7}
id-at-member{mta ID ::= {id-at 8}
id-at-mhs-adnpd-name ID ::= {id-at 9}
id-at-mhs-conjmon-name ID ::= {id-at 10}
id-at-mhs-couptry-name ID ::= {id-at 11}
id-at-mhs-expfession-matches ID ::= {id-at 12}
id-at-mhs-ext¢nded-network-address ID ::= {id-at 13}
id-at-mhs-gengeration-qualifier ID ::= {id-at 14}
id-at-mhs-givgn-name ID ::= {id-at 15}
id-at-mhs-initigls ID ::= {id-at 16}
id-at-mhs-megsage-transfer-agent ID ::={id-at 17}
id-at-mhs-netyvork-address ID ::= {id-at 18}
id-at-mhs-nex}-level-complete ID ::= {id-at 19}
id-at-mhs-nunperic-user-identifier ID ::= {id-at 20}
id-at-mhs-organization-name ID ::= {id-at 21}
id-at-mhs-org@nizational-unit-name ID ::= {id-at 22}
id-at-mhs-pdsftname-attribute ID ::= {id-at 23}
id-at-mhs-posfal-code ID ::= {id-at 24}
id-at-mhs-prmd-name ID ::= {id-at 25}
id-at-mhs-roufing-advice ID ::= {id-at 26}
id-at-mhs-surpame ID ::= {id-at 27}
id-at-mhs-ternminal-identifier ID ::= {id-at 28}
id-at-mhs-terminal-type ID ::= {id-at 29}
id-at-mta-name ID ::= {id-at 30}.
id-at-mta-pasgword ID ::={id-at 31}
id-at-oraddregs-element-name ID ::={id-at 32}
id-at-oraddregs-subtrees ID ::= {id-at 33}
id-at-recipienttmd-assigned-alternate-recipient ID ::= {id-at.34}
id-at-routing-cpllective-name ID ::= {id-at35}
id-at-security-fontext ID ::= {id=at 36}
id-at-specific-passwords ID =-{id-at 37}

id-at-transit-eXit-connection-group-name 1D ::={id-at 38}

-- Profiles

id-pro-x25
id-pro-rfc1006
id-pro-x445

ID ::= {id-pro 0}
ID ::= {id-pro 1}
ID ::= {id-pro 2}

END -- of MHS-Routing @bjeet Identifiers -
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Annex B
(normative)
Reference Definition of MHS-routing Directory Objects

This annex defines for reference purposes the object classes, attributes, and name forms specific to MHS-routing. It us
the OBJECT-CLASS, ATTRIBUTE, and NAME-FORM information object classes of ITU-T Rec. X.501 | ISO/IEC
9594-2.

MHSRoutingDirectoryObjects {joint-iso-itu-t mhs(6) routing(10) modules(0) directory-objects(1)}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologue

-- Expofts everything
IMPORTS

-- Information framework
ATTRIBUTE, DistinguishedName, NAME-FORM, OBJECT-CLASS, top

FROM InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}

-- Selegted attribute types

ommonName, description, distinguishedName, PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1)selectedAttributeTypes(5) 2}

-- MTS|abstract service

SlobalDomainldentifier, InitiatorCredentials, MTAName, ORName, Password, ResponderCredentials,

becurityContext

FROM MTSAbstractService {joint-iso-itu-t mhs(6)-mts(3) modules(0) mts-abstract-service(1)
version-1994(0)}

-- MHS|Directory objects and attributes

hhs-message-transfer-agent
FROM MHSDirectoryObjectsAndAttributes {joint-iso-itu-t mhs(6) arch(5) modules(0)
directory(1) version-1997(1)}

-- MHS|protocol object identifier

ip-ac-mts-transfer
FROM MHSPretocolObjectldentifiers {joint-iso-itu-t mhs(6) protocols(0) modules(0)
object-identifiers(0) version-1994(0)}

-- MHS}routing objéct+dentifiers

H-at-calling-psaps, id-at-connection-group-name, id-at-connection-type,
H-at-entry-connection-group-name, id-at-enumerated-flag, id-at-global-domain-identifier,
H-at-gretp-mta-password, id-at-local-exit-connection-group-name, id-at-member-mta,
H-at-mhs-message-transfer-agent, id-at-mta-name, id-at-mta-password, id-at-oraddress-subtrees,
id-at-recipient-md-assigned-alernaie-recipient, 1d-at-routing-collective-name,
id-at-security-context, id-at-specific-passwords, id-at-transit-exit-connection-group-name,
id-nf-connection-group, id-nf-routing-collective, id-oc-connection-group, id-oc-mta-information,
id-oc-routing-collective, id-oc-routing-mta
FROM MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0)
object-identifiers (0)};

-- OBJECT-CLASSES
routingCollective OBJECT-CLASS ::={
SUBCLASS OF {top}
MUST CONTAIN {routingCollectiveName}
MAY CONTAIN {description | entryConnectionGroupName | localExitConnectionGroupName |
transitExitConnectionGroupName}
-- at least one entry-CG and exit-CG should be present --
ID id-oc-routing-collective }
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routingMTA OBJECT-CLASS ::={

SUBCLASS OF {routingCollective}

MUST CONTAIN {oRAddressSubtrees | mHSMessageTransferAgentName}

ID id-oc-routing-mta }
connectionGroup OBJECT-CLASS ::={

SUBCLASS OF {top}

MUST CONTAIN {commonName | enumeratedFlag}

MAY CONTAIN {description | connectionType | groupMTAPassword | memberMTA | securityContext}

ID id-oc-connection-group }
mTAlnformation OBJECT-CLASS ::={

KIND auxiliary

MUST CONTAIN {mTAName | globalDomainldentifier }

MAY CONTAIN  {mTAPassword | specificPasswords | callingPSAPs}

ID id-oc-mta-information }
--ATTRIBUTE-TYPES
-- Routing-cllective attribute types
routingCollecflveName ATTRIBUTE ::={

SUBT|YPE OF commonName -- see ITU-T X.520 [ ISO/IEC 9594-6 -

SINGIE VALUE TRUE

ID id-at-routing-collective-name }
connectionGrpupName ATTRIBUTE ::={

WITH|SYNTAX DistinguishedName

SINGIE VALUE FALSE

ID id-at-connection-group-name }
entryConnectionGroupName ATTRIBUTE ::= {

SUBT|YPE OF connectionGroupName

ID id-at-entry-connection-group-name }
transitExitConnectionGroupName ATTRIBUTE ::= {

SUBT|YPE OF connectionGroupName

ID id-at-transit-exit-connection-group-name }
localExitConnectionGroupName ATTRIBUTE ::={

SUBT|YPE OF connectionGroupName

ID id-at-local-exit-connection-group-name }
-- Routing-MTA attribute types
oRAddressSuptrees ATTRIBUTE ::={

WITH[SYNTAX ORAddressSubtreeNames

SINGLE VALUE TRUE

ID id-at-oraddress-subtrees }
ORAddressSybtreeNames ::= SEQUENCE OF DistinguishedName

mHSMessag¥g
SUBT
SING
ID

-- Connectig

enumeratedF
WITH
SING
ID

connectionTy,
WITH
SING

TransferAgentName ATTRIBUTE ;7 {

YPE OF distinguishedName

E VALUE TRUE
id-at-mhs-message-transfer-agent }

n-group attribute types

g ATTRIBUTE ::={
SYNTAX BOOLEAN -- True=enumerated, False=unenumerated --
E VALUE TRUE
id-at-enumerated-flag }
e ATTRIBUTE ::={
SYNTAX ConnectionInformation
EWALUE TRUE
1d-at-connection-type J

ID

Connectioninformation ::= SET {

application-context
profiles

[0] OBJECT IDENTIFIER DEFAULT id-ac-mts-transfer,
[1] SET OF OBJECT IDENTIFIER OPTIONAL,

dn-used-in-a-associate [2] BOOLEAN DEFAULT TRUE,
network-address-reliable [3] BOOLEAN DEFAULT TRUE,

authentication-method

[4] AuthenticationMethod DEFAULT simple-password}

AuthenticationMethod ::= INTEGER {

no-authentication

0),

simple-password (1),
strong-authentication (2) }

groupMTAPassword ATTRIBUTE ::= {
WITH SYNTAX Password
SINGLE VALUE TRUE

ID
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memberMTA ATTRIBUTE ::={
WITH SYNTAX RoutingMTAName
SINGLE VALUE FALSE
ID id-at-member-mta }

RoutingMTAName ::= RoutingCollectiveName

RoutingCollectiveName ::= DistinguishedName

securityContext ATTRIBUTE ::={
WITH SYNTAX SecurityContext
SINGLE VALUE TRUE
ID id-at-security-context }

-- MTA-information attribute types

ISO/IEC 10021-10:1998 (E)

mTAName ATTRIBUTE ::={
WITH SYNTAX MTAName
FINGLE VALUE TRUE
P id-at-mta-name }
globalDgmainldentifier ATTRIBUTE ::= {
IVITH SYNTAX GlobalDomainldentifier
EINGLE VALUE TRUE
P id-at-global-domain-identifier }
mTAPagsword ATTRIBUTE ::={
VITH SYNTAX Password
EINGLE VALUE TRUE
P id-at-mta-password }
specificRasswords ATTRIBUTE ::= {
VITH SYNTAX SpecificPassword
EINGLE VALUE FALSE
P id-at-specific-passwords }

SpecificPassword ::= SET {

fouting-collective-name RoutingCollectiveName,
this-mta-password [0] Password,
alling-mta-password [1] Password }

callingPPAPs ATTRIBUTE ::={

VITH SYNTAX PresentationAddress
EINGLE VALUE FALSE
P id-at-calling-psaps }

-- NAME-FORMS

routingQollectiveNameForm NAME-FORM ::= {
NAMES routingCollective
IVITH ATTRIBUTES  {routingCollectiveName}
P id-nf-routing:eollective }

connectionGroupNameForm NAME-FORM ::= {
NAMES conpectionGroup
VITH ATTRIBUTES {cOmmonName}
P id-nf-connection-group}

END -- |of MHS-routing Directory Objects
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Annex C
(normative)
Reference Definition of MHS-routing OR-address-subtree

This annex defines for reference purposes the object classes, attributes, name forms, and matching rules that define the
OR-address-subtredt uses the OBJECT-CLASS, ATTRIBUTE, NAME-FORM and MATCHING-RULE information
object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2.

MHSRoutingORAddressSubtree {joint-iso-itu-t mhs(6) routing(10) modules(0) oraddress-subtree(2)}
DEFINITIONSIMPLICIT TAGS =

BEGIN

-- Prologue
-- Exports everything
IMPORTS
-- MHS-routing Directory objects

RoutirjgCollectiveName

FROM MHSRoutingDirectoryObjects {joint-iso-itu-t mhs(6) routing(10) modules(0)
directory-objects(1)}

-- MTS abstfact service

NonDgliveryDiagnosticCode, NonDeliveryReasonCode, ORAddress, ORNameRecipientName,

SupplémentaryInformation, UniversalOrBMPString{}

FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)
version-1994(0)}

-- MTS uppqgr bounds

ub-conmon-name-length, ub-country-name-numeric-lengthyb=domain-defined-attribute-type-length,
ub-domain-defined-attribute-value-length, ub-domain-name=length, ub-generation-qualifier-length,
ub-given-name-length, ub-initials-length, ub-numeric-user=id-length,

ub-ordanization-name-length, ub-organizational-unit-name-length, ub-pds-name-length,
ub-postal-code-length, ub-surname-length, ub-terminal-id-length, ub-x121-address-length

FROM MTSUpperBounds {joint-isa-itu-t'mhs(6) mts(3) modules(0) upper-bounds(3)}
-- MHS-routing object identifiers

id-at-mhs-admd-name, id-at-mhs-common-name, id-at-mhs-country-name,
id-at-mhs-expression-matches, idvat-mhs-extended-network-address,
id-at-mhs-generation-qualifiep;id-at-mhs-given-name, id-at-mhs-initials,
id-at-mhs-network-address;-id-at-mhs-numeric-user-identifier, id-at-mhs-organization-name,
id-at-hs-organizational-unit-name, id-at-mhs-pds-name-attribute, id-at-mhs-postal-code,
id-at-mhs-prmd-names.id-at-mhs-routing-advice, id-at-mhs-next-level-complete, id-at-mhs-surname,
id-at-mphs-terminal-identifier, id-at-mhs-terminal-type, id-at-oraddress-element-name,
id-at-recipient-md-assigned-alternate-recipient, id-nf-mhs-admd, id-nf-mhs-common-name,
id-nf-mhs-countty;-id-nf-mhs-extended-network-address, id-nf-mhs-generation-qualifier,
id-nf-mhs-given-name, id-nf-mhs-initials, id-nf-mhs-network-address,
id-nf-mhsZpumieric-user-identifier, id-nf-mhs-organization, id-nf-mhs-organizational-unit,
id-nf-mhs:pds-name, id-nf-mhs-physical-delivery-country, id-nf-mhs-postal-code, id-nf-mhs-prmd,
id-nf-mhs-surname, id-nf-mhs-terminal-identifier, id-nf-mhs-terminal-type, id-oc-mhs-admd,
id-oc-mhs-common-name, id-oc-mhs-country, id-oc-mhs-extended-network-address,
id-oc-mhs-generation-qualifier, id-oc-mhs-given-name, id-oc-mhs-initials,
id-oc-mhs-network-address, id-oc-mhs-numeric-user-identifier, id-oc-mhs-or-address-element,
id-oc-mhs-organization, id-oc-mhs-organizational-unit, id-oc-mhs-pds-name,
id-oc-mhs-physical-delivery-country-name, id-oc-mhs-postal-code, id-oc-mhs-prmd,
id-oc-mhs-surname, id-oc-mhs-terminal-identifier, id-oc-mhs-terminal-type,
id-oc-oraddress-subtree-base

FROM MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0)
object-identifiers(0)}

-- Information framework
ATTRIBUTE, DistinguishedName, MATCHING-RULE, NAME-FORM, OBJECT-CLASS, top

FROM InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}
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-- Directory authentication framework

Algorithmldentifier

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1) auhenticationFramework(7) 3}
-- Directory certificate extensions

CertificateAssertion

FROM CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 0}

-- Selected attribute types

commonName, DirectoryString{}, name

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 2};

-- OR-ADDRESS-SUBTREE

-- OR-4ddress element

oRAddr¢ssElement OBJECT-CLASS ::={
BUBCLASS OF {top}
IND abstract
VIAY CONTAIN {routingAdvice | expressionMatches | nextLevelComplete |
recipientMDAssignedAlternateRecipient }
D id-oc-mhs-or-address-element }
routingAdvice ATTRIBUTE ::={
[VITH SYNTAX RoutingAdvice
BINGLE VALUE TRUE
D id-at-mhs-routing-advice }

Routingfdvice ::= CHOICE {

farget-routing-collective [0] TargetRoutingCollective,
mon-delivery-information  [1] NonDeliveryInformation,
glias-redirection [2] AliasRedirection,
I-expansion-information [3] DLExpansioninformation,
ouble-envelope-information [4] DoubleEnvelopelnformation,

}

TargetRputingCollective ::= SEQUENCE {
farget-routing-collective [0] RoutingCollectiveName,
Ipcal-user-identifier [1] Universal@rBMPString {ub-local-user-identifier} OPTIONAL }

ub-localjuser-identifier INTEGER ::= 128

NonDeliyerylnformation ::= SEQUENCET

fleason [0] NonDeliveryReasonCode,

iagnostic [1] NonDeliveryDiagnosticCode OPTIONAL,
supplementary-information [2] Supplementarylnformation OPTIONAL }

AliasRedlirection ::= SEQUENCET{
direction-address, [0] ORAddress,
adit [1] BOOLEAN DEFAULT TRUE }

DLExpapsioninformation ::= SEQUENCE {
I-expansion-routing-collectives [0] SET OF TargetRoutingCollective,

I-name [1] MHSDistributionListName OPTIONAL,
ny‘mtacmay-expand [2] BOOLEAN DEFAULT FALSE }
MHSDI) 1 illJutiUI |Li>INcu e .. = letll |gui:i ICUII"\IIGI LI~
DoubleEnvelopelnformation ::= SEQUENCE {
envelope-opener [0] ORAddressAndDirectoryName,

content-confidentiality-algorithm-preference [1] SEQUENCE OF AlgorithmInformation,

key-encryption-algorithm-preference [2] SEQUENCE OF Algorithminformation OPTIONAL,
message-origin-algorithm-preference [3] SEQUENCE OF Algorithminformation OPTIONAL,
token-signature-algorithm-preference [4] SEQUENCE OF AlgorithmInformation OPTIONAL,

.}
ORAddressAndDirectoryName ::= ORName -- with both Directory name and OR-address present --
AlgorithmInformation ::= SEQUENCE {

algorithm-identifier [O] Algorithmldentifier,

originator-certificate-selector [1] CertificateAssertion OPTIONAL,
recipient-certificate-selector [2] CertificateAssertion OPTIONAL }
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expressionMatches ATTRIBUTE ::= {

WITH SYNTAX ExpressionMatches
SINGLE VALUE TRUE
ID id-at-mhs-expression-matches }

ExpressionMatches ::= SEQUENCE OF ExpressionMatch

ExpressionMatch ::= SEQUENCE {
filter-set SET OF ORAddresskFilter,
routing-advice  RoutingAdvice }

ORAddressFilter ::= SEQUENCE {
attribute-type  CHOICE {
standard-attribute INTEGER,
domain-defined-attribute UniversalOrBMPString {

ub-domain-defined-attribute-type-length} },

pattern ExtendedRegqularExpression }

© ISO/IEC

ExtendedReg

ub-extended-

legular-expression INTEGER ::= 1024

LilarExpression ::= UniversalOrBMPString {ub-extended-regular-expression}

nextLevelConpplete ATTRIBUTE ::={

WITH[SYNTAX NULL

SINGIE VALUE TRUE

ID id-at-mhs-next-level-complete }
recipientMDAgsignedAlternateRecipient ATTRIBUTE ::= {

WITH[SYNTAX ORName

SINGIE VALUE FALSE

COLLECTIVE TRUE

ID id-at-recipient-md-assigned-alternate-recipient }
-- OR-addrefs element subclasses
oRAddressSuptreeBase = OBJECT-CLASS ::={

SUB({LASS OF {oRAddressElement}

KIND structural

MUST| CONTAIN {commonName}

ID id-oc-oraddress-subtree-base }
-- Common PR-address object classes
mHSCountry OBJECT-CLASS ::={

SUB({LASS OF {oRAddressElement}

KIND structural

MUST| CONTAIN {mHSCountryName}

ID id-oc-mhs-country }
mHSADMD OBJECT-CLASS ::={

SUB({LASS OF {oRAddressElement}

KIND structural

MUST| CONTAIN {mHSADMDName}

ID id-oc-mhs-admd }
MHSPRMD OBJECT-CLASS ::={

SUB({LASS OF {oRAddressElement}

KIND structural

MUST| CONTAIN {mHSPRMDName}

ID id-oc-mhs-prmd }
-- Mnemoniq OR-address object classes
mHSOrganization OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationName}

ID id-oc-mhs-organization }
mHSOrganizationalUnit OBJECT-CLASS ::= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationalUnitName}

ID id-oc-mhs-organizational-unit }
mHSCommonName OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSCommonNameAttribute}

ID id-oc-mhs-common-name }
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mHSSurname
SUBCLASS OF
KIND
MUST CONTAIN
ID

mHSGivenName

OBJECT-CLASS ::={

{oRAddressElement}
structural

{mHSSurnameAttribute}
id-oc-mhs-surname }

OBJECT-CLASS ::={

ISO/IEC 10021-10:1998 (E)

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSGivenNameAttribute}

ID id-oc-mhs-given-name }
mHSinitials OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSiInitialsAttribute}

ID id-oc-mhs-initials }
mHSGeperationQualifier ORIECT-C| ASS "= {

BUBCLASS OF {oRAddressElement}

IND structural
MUST CONTAIN {mHSGenerationQualifierAttribute}
P id-oc-mhs-generation-qualifier }

-- Termynal OR-address object classes

mHSNefworkAddress
EUBCLASS OF
IND

MUST CONTAIN
D

OBJECT-CLASS ::={
{oRAddressElement}
structural
{mHSNetworkAddressAttribute}
id-oc-mhs-network-address }

mHSExtendedNetworkAddress OBJECT-CLASS ::={

BUBCLASS OF
IND

IUST CONTAIN
| D]

{oRAddressElement}
structural
{mHSExtendedNetworkAddressAttribute}
id-oc-mhs-extended-network-address }

mHSTerminalldentifier OBJECT-CLASS ::= {

BUBCLASS OF
IND

IUST CONTAIN
| B]

mHSTerminalType
BUBCLASS OF
IND

MUST CONTAIN
[ D)

{oRAddressElement}
structural
{mHSTerminalldentifierAttribute}
id-oc-mhs-terminal-identifier }

OBJECT-CLASS ::={
{oRAddressElement}
structural
{mHSTerminalTypeAttribute}
id-oc-mhs-terminal-type}

-- Numeric OR-address object classes
mHSNumericUserldentifier OBJECT-CLASS:::= {

BUBCLASS OF
IND

IUST CONTAIN
| B]

{oRAddressElement}
structural
{MHSNumericUserldentifierAttribute}
id-oc-mhs-numeric-user-identifier }

-- Postal OR-address.object classes

mHSPDEName
EUBCLASS.OF
IND
MUST.CONTAIN
D

OBJECT-CLASS :={
{oRAddressElement}
structural
{mHSPDSNameAttribute}
id-oc-mhs-pds-name }

mHSPhysicalDeliveryCountry OBJECT-CLASS ::= {

SUBCLASS OF
KIND
ID

mHSPostalCode
SUBCLASS OF
KIND
MUST CONTAIN
ID

{mHSCountry}
structural
id-oc-mhs-physical-delivery-country-name }

OBJECT-CLASS ::={
{oRAddressElement}
structural
{mHSPostalCodeAttribute}
id-oc-mhs-postal-code }

-- OR-address element name

oRAddressElementName
SUBTYPE OF
SINGLE VALUE
ID

ATTRIBUTE ::={
name
TRUE
id-at-oraddress-element-name }
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-- Common OR-address element names

mHSCountryName ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName --
WITH SYNTAX DirectoryString {ub-country-name-numeric-length}
ID id-at-mhs-country-name }
mMHSADMDName ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-domain-name-length}
ID id-at-mhs-admd-name }
mHSPRMDName ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-domain-name-length}
ID id-at-mhs-prmd-name }

-- Mnemonic OR-address element names

mHSOrganizg
SUBT
WITH
ID

mHSOrganizg
SUBT
WITH
ID

mHSCommor
SUBT]
WITH
ID

mHSSurnamse
SUBT]
WITH
ID

mHSGivenNa|
SUBT|
WITH
ID

mHSinitialsAt
SUBT|
WITH
ID

mHSGenerati
SUBT|
WITH
ID

-- Terminal

mHSNetwork
SUBT|
WITH
ID

mHSExtende
SUBT
WITH
ID

ub-extended-

tionName  ATTRIBUTE ::={

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-organization-name-length}
id-at-mhs-organization-name }

tionalUnitName ATTRIBUTE ::= {

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-organizational-unit-name-length}
id-at-mhs-organizational-unit-name }

NameAttribute ATTRIBUTE ::= {

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-common-name-length}
id-at-mhs-common-name }

Attribute  ATTRIBUTE ::={

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-surname-length}
id-at-mhs-surname }

meAttribute ATTRIBUTE ::= {

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-given-name-length}
id-at-mhs-given-name }

ribute ATTRIBUTE ::={

YPE OF oRAddressElementName
SYNTAX DirectoryString {ub-initials-length}
id-at-mhs-initials }

bnQualifierAttribute ATTRIBUTE ::={

YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-generation-qualifier-length}
id-at-mhs-generation=gualifier }

DR-address element names

hddressAttribute ATTRIBUTE ::= {
YPE OF oRAddressElementName

SYNTAX DirectoryString {ub-x121-address-length}
id-at:-mhs-network-address }
NetworkAddressAttribute ATTRIBUTE ::= {

YPE OF oRAddressElementName
SYNTAX DirectoryString {ub-extended-network-address-length}
id-at-mhs-extended-network-address }

etwork-address-length INTEGER ::= 256

mHSTerminal

dentifierAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-terminal-id-length}
ID id-at-mhs-terminal-identifier }

mHSTerminal

TypeAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-terminal-type-length}
ID id-at-mhs-terminal-type }

ub-terminal-ty

pe-length INTEGER ::=5

-- Numeric OR-address element names
mHSNumericUserldentifierAttribute ATTRIBUTE ::= {

SUBT
WITH
ID
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-- Postal OR-address element names
mHSPDSNameAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-pds-name-length}

ID id-at-mhs-pds-name-attribute }
mHSPostalCodeAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-postal-code-length}

ID id-at-mhs-postal-code }

-- OR-address-subtree name forms
mHSCountryNameForm NAME-FORM ::={

ISO/IEC 10021-10:1998 (E)

NAMES mHSCountry

WITH ATTRIBUTES {mHSCountryName}

ID id-nf-mhs-country }
mHSADMDNameForm NAME-FORM ::={

AMES mHSADMD
ITH ATTRIBUTES {mHSADMDName}
id-nf-mhs-admd }

mHSPRMDNameForm NAME-FORM ::={
AMES mHSPRMD

ITH ATTRIBUTES {mHSPRMDName}
id-nf-mhs-prmd }

mHSOrdanizationNameForm NAME-FORM ::= {

AMES mHSOrganization

ITH ATTRIBUTES {mHSOrganizationName}
id-nf-mhs-organization }

mHSOrdanizationalUnitNameForm NAME-FORM ::= {

AMES mHSOrganizationalUnit

ITH ATTRIBUTES {mHSOrganizationalUnitName}
id-nf-mhs-organizational-unit }

mHSCommonNameForm NAME-FORM ::={

AMES mHSCommonName

ITH ATTRIBUTES {mHSCommonNameAttribute}
id-nf-mhs-common-name }

mHSSugnameNameForm NAME-FORM ::={
AMES mHSSurname

ITH ATTRIBUTES {mHSSurnameAttribute}
id-nf-mhs-surname }

nNameNameForm NAME-FORM ::= {

AMES mHSGivenName

ITH ATTRIBUTES {mHSGivenNameAttribute}
id-nf-mhs-given-hame }

mHSiInitfalsNameForm NAME-FORM-=\{
AMES mHSInitials

ITH ATTRIBUTES {mHSInitialsAttribute}
id-nf=mhs-initials }

mHSGeferationQualifierNamekorm NAME-FORM ::= {

AMES mHSGenerationQualifier

ITH ATTRIBUIES, * {mHSGenerationQualifierAttribute}
id-nf-mhs-generation-qualifier }

mHSNefworkAddressNameForm NAME-FORM ::= {

AMES mHSNetworkAddress

ITHIATTRIBUTES {mHSNetworkAddressAttribute}
id-nf-mhs-network-address }

MHSExtenuetNewWorkATUressNamerorm NAME-FORM =
NAMES mHSExtendedNetworkAddress
WITH ATTRIBUTES {mHSExtendedNetworkAddressAttribute}
ID id-nf-mhs-extended-network-address }

mHSTerminalldentifierNameForm NAME-FORM ::= {
NAMES mHSTerminalldentifier
WITH ATTRIBUTES {mHSTerminalldentifierAttribute}
ID id-nf-mhs-terminal-identifier }

mHSTerminalTypeNameForm NAME-FORM ::={
NAMES mHSTerminalType
WITH ATTRIBUTES {mHSTerminalTypeAttribute}
ID id-nf-mhs-terminal-type }

mHSNumericUserldentifierNameForm NAME-FORM ::= {
NAMES mHSNumericUserldentifier
WITH ATTRIBUTES {mHSNumericUserldentifierAttribute}
ID id-nf-mhs-numeric-user-identifier }
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mHSPDSNameNameForm NAME-FORM ::= {
NAMES mHSPDSName
WITH ATTRIBUTES {mHSPDSNameAttribute}
ID id-nf-mhs-pds-name }

mHSPhysicalDeliveryCountryNameForm NAME-FORM ::= {
NAMES mHSPhysicalDeliveryCountry
WITH ATTRIBUTES {mHSCountryName}
ID id-nf-mhs-physical-delivery-country }

mHSPostalCodeNameForm NAME-FORM ::= {
NAMES mHSPostalCode
WITH ATTRIBUTES {mHSPostalCodeAttribute}
ID id-nf-mhs-postal-code }

END -- of MHS-routing OR-address-subtree

© ISO/IEC

52


https://iecnorm.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

© ISO/IEC ISO/IEC 10021-10:1998 (E)

Annex D
(normative)
OR-address-subtree structure

This annex describes the DIT structure of the OR-address-subtree using the name forms defined in 8.6.

The integer identifiers assigned in this annex and used in Figure D-1 are arbitrary and have no global (or standardize
significance. A particular structure rule identifier has significance only within the scope of the subschema in which it
applies. However, the relationships shown between OR-address elements reflect those defined in 9.1.3.4 and a
normative.
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Figure D.1 - OR-address subtree structure

D.1 Common OR-address elements

NoTe— Certain structure rules may be disallowed under MHS ADMD, for an ADMD value of siragle, sp thoseauntries where
this value is permitted. Other structure rules may be disallowed under an ADMD value of single zero.

D.1.1 MHS Country
The attribute MHS Country Name is used for naming.

OR-address Subtree Base may be the immediate superior of entries of object class MHS Country.

srl  STRUCTURE-RULE ::={
NAME FORM mHSCountryNameForm
ID 1}
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