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1)

2)

3)

4)

5)

6)

7)

8)

9)

IEC TY 63394 has-been prepared by IEC technical committee 44: Safety of mach
Electrofechnical.aspects. It is a Technical Specification.

The text\of this Technical Specification is based on the following documents:

INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY - GUIDELINES ON FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

FOREWORD

The International Electrotechnical Commissmn (IEC) |s a worIdW|de organization for standardization co
all ng f
co-off erat|on on aII quest|ons concerning standardlzat|on in the electrlcal and electromc fields. To this
in adfition to other activities, IEC publishes International Standards, Technical Specifications, Techhical
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)
preparation is entrusted to technical committees; any IEC National Committee interested in the‘subject
may participate in this preparatory work. International, governmental and non-governmental/organization
with the IEC also participate in this preparation. IEC collaborates closely with the International Organiz
Stanglardization (ISO) in accordance with conditions determined by agreement betwegen the two organiz

The formal decisions or agreements of IEC on technical matters express, as nearly.as possible, an inte
consensus of opinion on the relevant subjects since each technical committee“has representation
interg¢sted IEC National Committees.

IEC Publications have the form of recommendations for international use’and are accepted by IEC

Cominittees in that sense. While all reasonable efforts are made to ehsure that the technical content

Publications is accurate, IEC cannot be held responsible for the way in which they are used or
misinfterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Pul
transparently to the maximum extent possible in their nationaland regional publications. Any divergence
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in t

IEC f{tself does not provide any attestation of conformity. Independent certification bodies provide cq
assepsment services and, in some areas, access to(MEC marks of conformity. IEC is not responsiblg
servites carried out by independent certification bodies.
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INTRODUCTION

In the context of the safety of machinery, the sector standard IEC 62061, along with
ISO 13849-1, provides requirements and guidance to the manufacturers of machines to design,
develop and integrate a safety-related control system (SCS) or safety-related parts of control
systems (SRP/CS), respectively, including input devices and final elements whatever the
technology (mechanical, pneumatic, hydraulic and electrical technologies).

The fol

— the
— the
— the
— the

lowing aspects are relevant:

classification of safety functions,

architecture of the reatization of safety functions,
modes of operation of safety functions,

calculation based on the used technology.

Therefore, safety functions can be classified as follows:

— Saf
per
are

ety functions that stop the dangerous movement(s) of the machine and that are
ormed by SCS or SRP/CS of machines for the protection of persons. Typical ex
interlocking guards, sensitive protective equipment, two-hand control devic

emergency stop.

— Saf
as
pro
"sa
limi

— Oth

NOTE 1
ISO 121

The su

NOTE 2

bty functions that protect the integrity of the machine @gainst its destruction and
econd step can have an impact on the protectiofi of persons. Typical examp
ective devices, devices for limiting pressure./or temperature (also defir
ety-related parameters", e.g. position, speed, temperature or pressure, devia
Ls defined in the control system).

r safety functions that are not covered bythe two previous cases.

The different kinds of safety functions are ‘defined and in line with the classifications and defin
0 and ISO 13849-1.

bsystem architectures to perfefm safety function(s) are considered.

In IEC 62061:2021, information is introduced to map SIL (Safety Integrity Level) classifig

mainly
amples
s and

that in
es are
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e from

itions of

ation of

IEC 620¢1/IEC 61508 and classification of 1SO 13849-1 in terms of categories, architectures, designated

architect
consider

Depen
consid
existin
alread

ures and PL (Performance-.Level). In order to allow backward compatibility, these different cri
ed in this document.

ing on the modé of operation of the safety function, criteria and calculations
red in order.to fulfil the requirements of this document and in order to be in li
regulations (e.g. such as recommendations for use in Europe) and other requir
defined.in existing standards, for example on test periodicity.

eria are

will be
he with
bments

In order{e_ consider mechanical, pneumatic, hydraulic and electrical technologies, appli

for the

evaluated.

cations
ns are

NOTE 3 For example, most calculations inside standards are based on the exponential law that is typically
applicable to electronic technology. For mechanic or other technologies, Weibull distribution is applied and

exponen

tial distribution is not used, except under restrictions.
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SAFETY OF MACHINERY - GUIDELINES ON FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

1 Scope

In the context of the safety of machinery, the sector standard IEC 62061, along with
ISO 13849-1, provides requirements to manufacturers of machines for the design, development
and integration of safety-related control systems (SCS) or safety-related parts of control
systemis (SRP/CS), depending on technology used (mechanical, pneumatic, hydrgqulic or
electriqal technologies) to perform safety function(s). This document does not-feplace
ISO 13B49-1 and IEC 62061. This document gives additional guidance to the application of
IEC 62P61 or ISO 13849-1. This document:

— gives guidelines and specifies additional requirements for specific safety functiong based
on the methodology of ISO 12100, which are relevant in machinery and respecting|typical
boundary conditions of machinery;

— congiders safety functions which are designed for high demand,mode of operation lyet are
rargly operated, called rarely activated safety functions;

NOT[E 1 1EC 62061:2021 completely covers high demand. Howeveér) other safety functions related to the
protgction of the machine itself and indirectly of persons are considéred more in detail in this document.

— gives additional information for the calculation of failure rates using other (non-eleg¢tronic)
technologies based e.g. on Weibull distribution, because all the formula defined in
IEQ 62061 and ISO 13849-1 are based on expenential distribution.

Therefore, the basis for these guidelines and‘additional requirements is

— a tylpical classification of safety functiof’s;
— aconsideration of typical architectUres used for designing safety functions;
— aconsideration of modes of operation of safety functions;

— the| derivation and evaluation of PFH formulas for subsystems considering th¢ used
technology.

NOTE 2| These guidelines canjalso be used for application of ISO 13849-1 for the design process of SRP/CS.

This dqcument does\not address low demand mode of operation according to IEC 61508.

This dgcument does not take into account either layer of protection analysis (LOPA) dr basic
proces$ control system (BPCS), according to IEC 61511 as a risk reduction measure.

This document considers all lifecycle phases of the machine regarding functional safety, and
SCS or SRP/CS.

NOTE 3 The user of the machine needs information from the machine manufacturer for the safe operation of the
machine, e.g. useful lifetime of components, maintenance information, testing of safety functions if necessary.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62061:2021, Safety of machinery — Functional safety of safety-related control systems
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IEC TR 63074:2019, Safety of machinery — Security aspects related to functional safety of
safety-related control systems

ISO 12100:2010, Safety of machinery — General principles for design — Risk assessment and
risk reduction

ISO 13849-1:2015, Safety of machinery — Safety-related parts of control systems — Part 1:
General principles for design

ISO 13850:2015, Safety of machinery — Emergency stop function — Principles for design

selecti

ISO 13B5T:20719, Safety of machinery — Two-hand control devices — Principles for des
n
118:2017, Safety of machinery — Prevention of unexpected start-up

ISO 14

ISO 14
for des

3 Te

3.1

119:2013, Safety of machinery — Interlocking devices associated with-guards — Pr
fgn and selection

rms and definitions

Terms and definitions

For the purposes of this document, the following terms<and definitions apply.

ISO an
addres

d IEC maintain terminological databases,for use in standardization at the fo
5es:

e |EQ Electropedia: available at http://www.electropedia.org/

e |SQ Online browsing platform: available at http://www.iso.org/obp

3.11

application software

softwaIe specific to the application, that is implemented by the designer of the SCS or S
generally containing logicisequences, limits and expressions that control the appropriat
output,| calculations, rand decisions necessary to meet the SCS or SRP/CS fur
requirements

[SOURLE: IEC 62061:2021, 3.2.59, modified — "or SRP/CS" added to the definition]

3.1.2

gn and

nciples

llowing

RP/CS,
b input,
ctional

architeetural-eonstraint
set of architectural requirements that limit the SIL that can be claimed for a subsystem

[SOUR

3.1.3

CE: IEC 62061:2021, 3.2.46]

architecture
specific configuration of hardware and software elements in an SCS or SRP/CS

[SOUR

CE: IEC 61508-4:2010, 3.3.4, modified — Terminology adapted to machinery]
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3.1.4

average frequency of a dangerous failure per hour

PFH

average frequency of dangerous failure of an SCS or SRP/CS to perform a specified safety
function over a given period of time

Note 1 to entry: The term PFH corresponds to the probability of dangerous failures per hour (PFHy) of
IEC 62061:2005, IEC 62061:2005/AMD1:2012, and IEC 62061:2005/AMD2:2015.

Note 2 to entry: The term "average probability of dangerous failure per hour" PFH, is used in ISO 13894-1 and can
be considered to be identical to the PFH according to the IEC 61508 series.

[SOUREGE: 61508-4-2040;
notes deleted, new notes added]

3.1.5
common cause failure
CCF
failure,| that is the result of one or more events, causing concurrent failures of two dr more
separaje channels in a multiple channel subsystem, leading to failure 'aPa safety functign

[SOURCE: IEC 61508-4:2010, 3.6.10, modified — Abbreviated/{erm added, system|failure
replacgd by failure of a safety function]

3.1.6
configuration management
discipline of identifying the components of an evolving system for the purposes of cortrolling
changgs to those components and maintaining ‘continuity and traceability throughout the
lifecycle

[SOURIE: IEC 61508-4:2010, 3.7.3, modified — Note removed]

3.1.7
continlous mode of operation
mode qf operation where the safety function retains the machinery in a safe state as a|part of
normalloperation

Note 1 tp entry: Continubus“mode means that a safety function is performed continuously, i.e., the] SCS is
continuopsly controlling the machine and a (dangerous) failure of its function can result in a hazard.

Note 2 tp entry: The distinction between high demand and continuous mode is relevant for the qualification of
diagnostjc measures/(refer to IEC 62061:2021, 7.4.3 and 7.4.4). It is not relevant for target failure measurg and SIL
assignment.

[SOURICESAEC 61508-4:2010, 3.5.16, modified — The definition "continuous mode of opgration”
taken from the broader definition of "mode of operation™, notes added]

3.1.8

dangerous failure

failure of an SCS or SRP/CS, a subsystem, or a subsystem element that plays a part in
implementing the safety function that:

a) prevents a safety function from operating when required (demand mode) or causes a safety
function to fail (continuous mode) such that the machine is put into a hazardous or
potentially hazardous state; or

b) decreases the probability that the safety function operates correctly when required

[SOURCE: IEC 61508-4:2010, 3.6.7, modified — Terminology adapted to machinery]
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3.1.9
demand
event that causes the SCS or SRP/CS to perform a safety function

Note 1 to entry: Demand mode means that a safety function is only performed on request (demand) in order to
transfer the machine into a specified state. The SCS or SRP/CS does not influence the machine until there is a
demand on the safety function.

Note 2 to entry: Demand rate (DR) or the frequency of demands is one of the main factor that is considered for
assessing the demand mode, low or high. For this particular purpose, the demand rate (DR) can be identified with
the rate of events, where harm would occur without intervention of the safety function. This rate may be lower than
an actual rate of triggering the safety function during operation.

Note 3 toentry: For an emergency stop function, the demand mode is not defined. To determine the achieved SIL,
the prindiple for evaluation of the selected demand mode of the other functions is usually applicable.

[SOURECE: IEC 62061:2021, 3.2.25, modified — "or SRP/CS" added)]

3.1.10

diagndstic coverage
DC
fraction] of dangerous failures detected by automatic on-line diagnostictests

Note 1 tq entry: The fraction of dangerous failures is computed by using the dangderous failure rates associfited with
the dete¢ted dangerous failures divided by the total rate of dangerous failures.

Note 2 t¢ entry: The dangerous failure diagnostic coverage is computed using the following equation, whgre DC is
the diagfostic coverage, Ay, is the detected dangerous failure rate-gnd A, .., is the total dangerous failurg rate:

DC = 220

= - 1
ADtotaI ( )

Note 3 t¢ entry: This definition is applicable«providing the individual components have constant failure ratgs.

[SOURCE: IEC 61508-4:2010, _3:8/6, modified — The second part of the definition has been
moved |[to a note to entry]

3.1.11
diagngstic function
functiop intended te\detect faults in the SCS or SRP/CS and initiate a specified fault reaction
functiop when a.fault is detected

Note 1 t@ entry: y*This function is intended to detect faults that could lead to a dangerous failure of a safety|function
and initigtedar specified fault reaction function.

[SOURCE: IEC 62061:2021, 3.2.19, modified — "or SRP/CS" added]

3.1.12

diagnostic test interval

interval between on-line tests to detect faults in a subsystem that has a specified diagnostic
coverage

[SOURCE: IEC 61508-4:2010, 3.8.7, modified — Replacing safety-related system by subsystem]

3.1.13

embedded software

software, supplied as part of a pre-designed subsystem, that is not intended to be modified and
that relates to the functioning of, and services provided by, the SCS or SRP/CS or subsystem,
as opposed to the application software
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Note 1 to entry: Firmware and system software are examples of embedded software.

[SOURCE: IEC 62061:2021, 3.2.60, modified — "or SRP/CS" added]

3.1.14

failure

termination of the ability of an item (SCS or SRP/CS, a subsystem or a subsystem element) to
perform a required function

Note 1 to entry: Failures are either random (in hardware) or systematic (in hardware or software).

Note 2 to entry: After a failure, the item has a fault.

Note 3 t¢ entry: "Failure" is an event, as distinguished from "fault", which is a state.

Note 4 tg entry: The concept of failure as defined does not apply to items consisting of software only.

[SOURCE: ISO 12100:2010, 3.34, modified — “(SCS or SRP/CS, a subsystem\or a subsystem
element)” added and note 1 to entry added]

3.1.15
fault

abnormal condition that may cause a reduction in, or loss of,/the capability of an $CS or
SRP/CB, a subsystem, or a subsystem element to perform a rfequired function

Note 1 tq entry: InIEC 60050-192:2015, 192-04-01 a fault of an item’1s,described as inability to perform as fequired,
due to an internal state.

[SOURCE: IEC 61508-4:2010, 3.6.1, modified <:DPerminology adapted to machinery, note
shortened]

3.1.16
fault reaction function
functiop that is initiated when a fault"within an SCS or SRP/CS is detected by the $CS or
SRP/CB diagnostic function

[SOURECE: IEC 62061:2021, 3:2:20, modified — "or SRP/CS" added to the definition]

3.1.17
fault tqlerance
ability pf an SCS.ern'SRP/CS, a subsystem, or subsystem element to continue to pefform a
required functionyin'the presence of faults or failures

[SOURICE:\IEC 61508-4:2010, 3.6.3, modified — Terminology adapted to machinery, hote to
entry omitted]

3.1.18

full variability language

FVL

type of language that provides the capability to implement a wide variety of functions and
applications

Note 1 to entry: Typical example of systems using FVL are general-purpose computers.
Note 2 to entry: FVL is normally found in embedded software and is rarely used in application software.

Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

[SOURCE: IEC 61511-1:2016, 3.2.75.3, modified — First part of definition omitted and link to
process sector deleted]
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3.1.19

functional safety

part of the overall safety of the machine and the machine control system that depends on the
correct functioning of the SCS or SRP/CS and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12, modified — Using terms machine, machine control
system, SCS and SRP/CS]

3.1.20
hardware fault tolerance
HFT

thhaof o cubovctar to ot ot ol loca tha cofaty, £t O atlaact A4 fo 1t
prOper‘y OT g oSO Iy SteTIT tO POt ItaTTy  1OSTtTe—Sarety oo toT o poTTat 1casSt v —TaourtsS

Note 1 t¢ entry: A hardware fault tolerance of N means that N+1 faults of a subsystem could cause\a logs of the

safety fupction.

[SOURCE: IEC 62061:2021, 3.2.35]

3.1.21
hardware safety integrity

part of the safety integrity of an SCS or its subsystems relating to\random hardware failures in

a dangperous mode of failure

Note 1 tg entry: The term relates to failures in a dangerous mode, that(is, those failures of a safety-relatefl system

that would impair its safety integrity.

Note 2 tg entry: Hardware safety integrity includes architecturakeonstraints.

[SOURCE: IEC 61508-4:2010, 3.5.7, modified.~Terminology adapted to machinery, |note 1

shortened, note 2 added]

3.1.22
harm
physical injury or damage to health

[SOURCE: ISO 12100:2010, -3.5]

3.1.23
hazard
potentifl source of harm

Note 1 t¢ entrys=Fhe term "hazard" can be qualified in order to define its origin (for example, mechanica| hazard,
electrica| hazard) or the nature of the potential harm (for example, electric shock hazard, cutting hazard, toxi¢ hazard,

fire hazalrd).

Note 2 to entry: The hazard envisaged by this definition either

is permanently present during the intended use of the machine (for example, motion of hazardous moving
elements, electric arc during a welding phase, unhealthy posture, noise emission, high temperature), or

can appear unexpectedly (for example, explosion, crushing hazard as a consequence of an
unintended/unexpected start-up, ejection as a consequence of a breakage, fall as a consequence of
acceleration/deceleration).

Note 3 to entry: The French term "phénoméne dangereux" should not be confused with the term "risque", which
was sometimes used instead in the past.

[SOURCE: ISO 12100:2010, 3.6]

3.1.24
hazardous situation
circumstance in which a person is exposed to at least one hazard
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Note 1 to entry: The exposure can result in harm immediately or over a period of time.

[SOURCE: ISO 12100:2010, 3.10]

3.1.25
hazard
danger

zone
zone

any space within and/or around machinery in which a person can be exposed to a hazard

[SOURCE: ISO 12100:2010, 3.11]

3.1.26

high dlamand mode of operation

mode gf operation in which the frequency of demands of a safety function is greater/thian one
per yegr

Note 1 tp entry: Continuous mode means that a safety function is performed continuously, i.e., thel] SCS is
continuopsly controlling the machine and a (dangerous) failure of its function can result if-a-hazard.

Note 2 tp entry: The distinction between high demand and continuous mode isAelevant for the qualification of
diagnostjc measures (refer to IEC 62061:2021, 7.4.3 and 7.4.4). It is not relevant-for target failure measurg and SIL
assignment.

[SOURICE: IEC 61508-4:2010, 3.5.16, modified — The definition of "high demand mode of
operatipn" taken from the definition of "mode of operation?, notes added]

3.1.27

limited variability language

LVL

type of|language that provides the capability te,combine predefined, application specific| library
functiops to implement the safety requirements specifications

Note 1 tp entry: A LVL provides a close fupctional correspondence with the functions required to acHieve the
applicatipn.

Note 2 t¢ entry: Typical examples of*LVE are given in IEC 61131-3. They include ladder diagram, function block
diagram fand sequential function chart._Instruction lists and structured text are not considered to be LVL.

Note 3 tq entry: Typical example\of systems using LVL: programmable logic controller (PLC) configured for[machine
control.

3.1.28

low demand mode-of operation

mode ¢f operation in which the frequency of demands of a safety function is no greater than
one pef year

[SOUREE—EC64+506-4-2046—3-5-1+6;—modifted Fhe—definition—of—tow—demand—rdode of
operation" taken from the broader definition of "mode of operation"]

3.1.29

machinery

machine

assembly, fitted with or intended to be fitted with a drive system consisting of linked parts or
components, at least one of which moves, and which are joined together for a specific

applica

tion

Note 1 to entry: The term "machinery" also covers an assembly of machines which, in order to achieve the same

end, are

[SOUR

arranged and controlled so that they function as an integral whole.

CE: ISO 12100:2010, 3.1, modified — Note 2 to entry omitted]
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3.1.30

machine control system

MCS

system that responds to input signals from the machinery and/or from an operator and
generates output signals causing the machinery to operate in the desired manner

Note 1 to entry: The machine control system includes input devices and final elements.

[SOURCE: IEC 61508-4:2010, 3.3.3, modified — The term defined has been changed, "process"
has been changed to "machinery"]

3.1.31

mean fepair time

MRT

expected overall repair time after a fault has been detected in a safety function"and machine
contindes to operate

Note 1 t¢ entry: MRT encompasses:

e the {ime spent before starting the repair; and

o the ¢ffective time to repair; and

e the {ime before the component is put back into operation.

Note 2 t¢ entry: Depending on the type of detected fault and the fault.reaction, the numerical values for MRT and
MTTR c3gn be different.

[SOURCE: IEC 61508-4:2010, 3.6.22, modified — Terminology adapted to machinery and more
details |added to the definition, Note 1 made similarto IEC 62061:2021, 3.2.39, Note 2 added]

3.1.32

mean fime to failure

MTTF
averag

[SOUR
value"

b value of expectation of the time to failure

CE: IEC 60050-192, 192-05411, modified — "operating" removed from the term, "3
hdded to the definition,"and Original notes removed]

3.1.33

mean time to dangerous failure

MTTF

expectation of thelmean time to dangerous failure

Note 1 tg entry:) Definition derived from IEC 60050-192:2015, 192-05-11 but restricted to dangerous failur

verage

3.1.34

mean time to restoration

MTTR

expected time to achieve restoration after a fault has occurred in a safety function

Note 1 to entry: MTTR encompasses:

e the time to detect the failure (a); and

e the time spent before starting the repair (b); and

e the effective time to repair (c); and

e the time before the component is put back into operation (d).

The start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of (c).

[SOURCE: IEC 61508-4:2010, 3.6.21, modified — Terminology adapted to machinery and more

details

added to definition]
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pre-designed SCS or subsystem
SCS or subsystem which meets the relevant requirements of a functional safety standard

[SOUR

3.1.36

CE: IEC 62061:2021, 3.2.5]

probability of dangerous failure on demand

PFD

safety unavailability (see IEC 60050-192) of an SCS or SRP/CS to perform the specified safety
function when a demand occurs from the machinery or machinery control system

Note 1 tq
state to
external

Note 2 t
the item
an SCS

Note 3 t(

by a saw
a test.

[SOUR

3.1.37

entry: The [instantaneous] unavailability (as per IEC 60050-192) is the probability that an item_ig
perform a required function under given conditions at a given instant of time, assuming that, the
resources are provided. It is generally noted by U (t).

entry: The [instantaneous] availability does not depend on the states (running or-failed) experig
pefore t. It characterizes an item which only has to be able to work when it is required.fo do so, for
vorking in low demand mode.

entry: |If periodically tested, the PFD of an SCS is, in respect of the specified*safety function, rep
tooth curve with a large range of probabilities ranging from low, just after a test, to a maximum ju

CE: IEC 61508-4:2010, 3.6.17, modified — Terminology,;adapted to machinery]

procesgs safety time

period
occurri

of time between a failure, that has the poétential to give rise to a hazardous
ng in the machinery or machinery control 8ystem and the time by which action ha

compldted in the machinery to prevent the hazardous event occurring

Note 1 t¢ entry: It is foreseen that the safety function detects the failure and completes its action soon e
prevent {he hazardous event taking into account any process lag (e.g. stopping times).

[SOURIE: IEC 61508-4:2010, 3.6:20, modified — Terminology adapted to machinery,
added]

3.1.38

proof flest

periodif test that can detect dangerous undetected faults and degradation in an SCS or S
and its| subsystems:so that, if necessary, the relevant parts of the SCS or SRP/CS

subsystems can-be restored to an "as new" condition or as close as practical to this cor
Note 1 tg entry:) A proof test is intended to confirm that relevant parts of an SCS or SRP/CS are in a cond
assures fhespecified safety integrity.

not in a
required

tnced by
bxample,

resented
5t before

event,
s to be

hough to

note 1

RP/CS
and its
dition

tion that

Note 2 to entry:

The effectiveness of the proof test will be dependent both on failure coverage and repair

effectiveness. In practice, detecting 100 % of the degradation that could lead to the hidden dangerous failures later
on is not easily achieved. For complex elements or safety features that are difficult to verify, a proof test coverage
of 100 % is usually not possible.

[SOURCE: IEC 61508-4:2010, 3.8.5, modified — Terminology adapted to machinery, notes 1, 3,
and 4 deleted, new note 1 added, and note 2 shortened]

3.1.39

protective measure
measure intended to achieve risk reduction

[SOUR

CE: ISO 12100:2010, 3.19, modified — bullet list removed]
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3.1.40

random hardware failure

failure, occurring at a random time, which results from one or more of the possible degradation
mechanisms in the hardware

[SOURCE: IEC 61508-4:2010, 3.6.5, modified — Notes removed]

3.1.41

rarely activated safety function

safety function designed for high demand mode of operation where the frequency of demands
is presumed to be at least one time per year, but can be sometimes less than one time per year

Note 1 t¢ entry: When estimating the demand mode of operation, the demand rate is assumed to benatpast one
time per|year: Nevertheless, it is possible that the safety function will not be demanded over the course (of gne year.
The tern] "rarely activated safety function" reflects this special circumstance.

3.1.42

ratio of dangerous failure
RDF
fraction of the overall failure rate of an element that can result in a dangerous failure

[SOURECE: IEC 62061:2021, 3.2.55]

3.1.43
risk
combination of the probability of occurrence of harmiand the severity of that harm

[SOURIE: ISO/IEC Guide 51:2014, 3.9, modified’— note to entry removed]

3.1.44
safe fafilure
failure [of an SCS or SRP/CS, a subsystem, or a subsystem element that plays a |part in
implementing the safety function that:

a) regults in the spurious operation of the safety function to put the machine (or part thereof)
intp a safe state or maintain a safe state; or

b) indreases the probability of the spurious operation of the safety function to put the machine
(on part thereof) intd6 a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010, 3.6.8, modified — Terminology adapted to machinery]

3.1.45
safe fa1ilure fraction
SFF
fraction of the overall failure rate of a subsystem that does not result in a dangerous failure

Note 1 to entry: The diagnostic coverage (if any) of each subsystem in SCS is taken into account in the calculation
of the probability of random hardware failures. The safe failure fraction is taken into account when determining the
architectural constraints on hardware safety integrity (see IEC 62061:2021, 7.4).

Note 2 to entry: "No effect failures" and "no part failures" (see IEC 61508-4) is not used for SFF calculations.

[SOURCE: IEC 62061:2021, 3.2.54, modified — The abbreviated term "SFF" has been formatted
as a non-variable term]

3.1.46
safe state
state of the machine when safety is achieved
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Note 1 to entry: The safe state doesn’t include the restoration of initial equipment failures.

Note 2 to entry:

IEC 62061 considers "fault reaction function" in the context of "safe state" of the machine. For

HFT = 0 and SFF < 60 %, when upon detection of a dangerous failure a "safe state" cannot be achieved, warnings
(or alarms) can be sufficient to inform the user exposed to the risk.

[SOUR

3.1.47
safety

CE: IEC 62061:2021, 3.2.68, modified — Note 2 added]

freedom from unacceptable risk

[SOURCE-IEC 61508-4:2010 3 1 11]

3.1.48

safety [function

functiop implemented by an SCS or SRP/CS with a specified integrity level that'is intenpded to

mainta
respec

Note 1 t
definitiorn]

Note 2 t
ending W

Note 3 tq
safety fu

[SOUR
reducti

3.1.49

safety
probab
functio

Note 1 tq
carry ou

Note 2 tq

[SOUR
and 5 ¢

3.1.50

n the safe condition of the machine or prevent an immediate increase of the rif
of a specific hazardous event

safety
SIL

5k (s) in

b entry: This term is used instead of "safety-related control function ASRCF)" of IEC 62061:2015. This
differs from ISO 12100 because this document addresses risk reduction.performed by SCS or SRP/CS.
entry: A safety function is typically starting with a detection and, evaluation of an "initiation evlent" and

ith an output causing a reaction of a "machine actuator".
entry: Parts of machine operating function(s), e.g. the reaction of a machine actuator, can also He part of

hction(s).

CE: IEC 61508-4:2010, 3.5.1, modified — Terminology adapted to machinery, other risk

bn measures deleted, example deleted;notes added]

integrity
lity of an SCS or SRP/CS or its’subsystem satisfactorily performing the required safety

n under all stated conditions;within a stated period of time
entry: The higher the level of safety integrity of the item, the lower the probability that the item Will fail to
the required safety function.
entry: Safety integrity comprises hardware safety integrity and systematic safety integrity.

CE: IEC 64508-4:2010, 3.5.4, modified — Terminology adapted to machinery, notges 2, 3,
eleted]

integrity level

discrete level (one out of a possible three) for describing the capability to perform a safety
function where safety integrity level three has the highest level of safety integrity and safety
integrity level one has the lowest

[SOUR

3.1.51

CE: IEC 62061:2021, 3.2.24]

safety-related control system

SCS

part of the control system of the machine which implements a safety function by one or more
subsystems

[SOUR

CE: IEC 62061:2021, 3.2.3]
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3.1.52

safety-related part of a control system

SRP/CS

part of a control system that responds to safety-related input signals and generates safety-
related output signals

Note 1 to entry: The combined safety-related parts of a control system start at the point where the safety-related
input signals are initiated (including, for example, the actuating cam and the roller of the position switch) and end at
the output of the power control elements (including, for example, the main contacts of a contactor).

[SOURCE: ISO 13849-1:2015, 3.1.1]

3.1.53
safety{related software
softwalle that is used to implement safety functions in a safety-related system

[SOURCE: IEC 62061:2021, 3.2.63]

3.1.54
security
a) measures taken to protect a system

b) con(dition of a system that results from the establishment and’maintenance of measjures to
profect the system

c) conldition of system resources being free from unauthorized access and from unauthorized
or gccidental change, destruction, or loss

d) capability of a computer-based system to proyide adequate confidence that unauthorized
persons and systems can neither modify thes;software and its data nor gain accesg to the
sysfem functions, and yet to ensure that'this is not denied to authorized persohs and
sysiems

e) preyention of illegal or unwanted penetration of, or interference with, the propler and
intgnded operation of an industrial-automation and control system

Note 1 t¢ entry: Measures can be controls related to physical security (controlling physical access to c¢mputing
assets) gr logical security (capability te‘login to a given system and application).

[SOURCE: IEC TS 62443-1-1:2009, 3.2.99]

3.1.55
sub-fupction
part of [a safety fufiction whose failure can result in a failure of the safety function

[SOURLCE:{EC 62061:2021, 3.2.36, modified — Note to entry removed]

3.1.56

subsystem

entity of the top-level architectural design of a safety-related system where a dangerous failure
of the subsystem results in dangerous failure of a safety function

Note 1 to entry: This definition differs from common language where "subsystem"” may mean any sub-divided part
of an entity, the term "subsystem" is used in this document within a strongly defined hierarchy of terminology:
"subsystem" is the first level subdivision of a system. The parts resulting from further subdivision of a subsystem are
called "subsystem elements".

Note 2 to entry: A complete subsystem can be made up from a number of identifiable and separate subsystem
elements.

Note 3 to entry: The subsystem specification includes its role in the safety function and its interface with the other
subsystems of the SCS.
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Note 4 to entry: One subsystem can be part of several safety functions, e.g. the same combination of contactors
can be used to de-energise a motor either in the event of detection of a person in a danger zone or also in the event
of opening an interlock guard.

[SOURCE: IEC 61508-4:2010, 3.4.4, modified — Cross references removed and notes added]

3.1.57
subsystem element
part of a subsystem, comprising a single component or any group of components

Note 1 to entry: A subsystem element may comprise hardware and software.

Note 2 to_entry: Elements that are not directly necessary for the safety function are not included, but may support
it (for expmple, filters elements, protection against over-voltage).

Note 3 tg entry: A subsystem element is the lowest level of detail to consider when ensuring that the'r€qujrements
of a sub{function are met.

[SOURCE: IEC 62061:2021, 3.2.6]

3.1.58
systematic failure
failure,|related in a deterministic way to a certain cause, which can only be eliminatgd by a
modifidation of the design or of the manufacturing process, operational proce¢dures,
documentation or other relevant factors

Note 1 tg entry: Corrective maintenance without modification will,asually not eliminate the failure cause.
Note 2 tg entry: A systematic failure can be induced by simulating the failure cause.

Note 3 t¢ entry: Examples of causes of systematic failuresfinclude human error in
o the safety requirements specification;
e the dlesign, manufacture, installation and/or opération of the hardware;

e the ¢lesign and/or implementation of the software.

[SOURIE: IEC 61508-4:2010, 3.6-6; modified — note 3 slightly changed, note 4 remove[d]

3.1.59
systematic safety integfrity
part of [the safety integrity of an SCS or SRP/CS or its subsystems relating to its resistance to
systemijatic failures in adangerous mode of failure

Note 1 tg entry: Systematic safety integrity cannot usually be quantified precisely.

Note 2 t¢ entfy:y* Requirements for systematic safety integrity apply to both hardware and software aspe¢ts of an
SCS or ijs subsystems.

[SOURCE: IEC 61508-4:2010, 3.5.6, modified — Terminology adapted to machinery, note 1
shortened, note 2 added]

3.1.60
target failure measure

intended PFH or PFD.,, to be achieved to meet a specific safety integrity requirement(s)

avg

Note 1 to entry: Target failure measure is specified in terms of:

— the average probability of a dangerous failure of the safety function on demand, (for a low demand mode of
operation);

— the average frequency of a dangerous failure [h""] (for a high demand mode of operation or a continuous mode
of operation).
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[SOURCE: IEC 61508-4:2010, 3.5.17, modified — "target probability of dangerous mode

failures” changed to "intended PFH or PFD,, ", bullet list moved to note 1, existing note deleted]

3.1.61

useful lifetime

minimum elapsed time between the installation of the SCS or SRP/CS or subsystem or
subsystem element and the point in time when component failure rates of the SCS or SRP/CS
or subsystem or subsystem element can no longer be predicted, with any accuracy

Note 1 to entry: Typically it will be 20 years or less unless the manufacturers of the SCS and its subsystems can
justify a longer lifetime by providing evidence, based on calculations, showing that reliability data is valid for the
longer lifetime.

[SOURCE: IEC 61131-6:2012, 3.57, modified — The term "worst case" omitted, termjnology
adaptefl to machinery, note 1 added, example deleted]

3.1.62
validation
<of thg safety function> confirmation by examination (e.g. tests, analysis) that the $CS or
SRP/CB meets the functional safety requirements of the specific application

[SOURCE: IEC 61508-4:2010, 3.8.2, modified — The domain “6f'the safety function" |added,
Terminplogy adapted to machinery, notes deleted]

3.1.63
verification
confirmation by examination (e.g. tests, analysis)‘that the SCS or SRP/CS, its subsysfems or
subsystem elements meet the requirements set by the relevant specification

Note 1 t¢ entry: Initial verification of safety-related.control system (SCS) according to IEC 62061 or safety-related
parts of p control system (SRP/CS) according to ISO 13849-1 is performed before being placed into servige. Initial
verificatipn corresponds to the validation process*described in IEC 62061:2021, Clause 9 or in ISO 13849-1:2015,
Clause 10.

Note 2 tp entry: Periodic verification,.of_safety-related control system (SCS) according to IEC 62061 of safety-
related garts of a control system (SRP/€S) according to ISO 13849-1 is performed at regular intervals d{ring the
operatiof of the SCS or SRP/CS. IEC62061:2021, 6.9 "periodic tests" are part of periodic verification.

EXAMPLUE: Verification activitiessinclude

e revigws on outputs (documents from all phases) to ensure compliance with the objectives and requirements of
the phase, taking into~account the specific inputs to that phase;

e desipn reviews;

o testg performed on the designed products to ensure that they perform according to their specification;

[SOURCE: IEC 62061:2021, 3.2.64, modified — "or SRP/CS", note 1 and note 2 added]

3.1.64
well-tried component
component for a safety-related application which has been either

a) widely used in the past with successful results in similar safety-related applications as given
as well-tried components in the informative annexes of ISO 13849-2, or

b) made and verified using principles which demonstrate its suitability and reliability for
safety-related applications

Note 1 to entry: 1SO 13849-2 lists a variety of components and the conditions for specific technologies under which
the component can be considered well-tried.
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Note 2 to entry: Newly developed components may be considered as equivalent to "well-tried" if they
conditions of b).

Note 3 to entry:

e.g. owing to the environmental influences and can be impacted by product or manufacturer changes.

Note 4 to entry:

cannot b

e considered as equivalent to "well tried".

Note 5 to entry: A well-tried component is not a proven in use component.

[SOUR

3.1.65

CE: IEC 62061:2021, 3.2.43]

fulfil the

The decision to accept a particular component as being "well-tried" depends on the application,

Complex electronic components (e.g. PLC, microprocessor, application-specific integrated circuit)

well-tried safety principles
principles that have proved effective in the design or integration of safety-related

system

in the past, to avoid or control critical faults or failures which can cinfluern

performance of a safety function

control
ce the

Note 1tq entry: Newly developed safety principles can be considered as equivalent to "well-fried" if they ar¢ verified
using principles which demonstrate their suitability and reliability for safety-related applications.
Note 2 tq entry: Well-tried safety principles are effective not only against random.hardware failures, but alsp against
systematic failures which may creep into the product at some point in the course\ofithe product life cycle, e]g. faults
arising during product design, integration, modification or deterioration.
Note 3 t¢ entry: Tables A.2, B.2, C.2 and D.2 in the informative annexes_of ISO 13849-2:2012 address \ell-tried
safety pifinciples for different technologies.
[SOURCE: IEC 62061:2021, 3.2.44]
3.2 Alphabetical list of terms, definitions and abbreviated terms
Terms jused throughout this document are.given in Table 1. Also included are some common
abbrev|ated terms related to machinery saféty.

Table 1.+ Terms used in this document

Term Definition number

applicat{on software 3.1.1
architectural constraint 3.1.2
architecjure 3.1.3
average|frequency of/dangerous failure per hour (PFH) 3.1.4
commorn cause_failure (CCF) 3.1.5
configurption\management 3.1.6
continudus:made 317
dangerous failure 3.1.8
demand 3.1.9
diagnostic coverage (DC) 3.1.10
(SCS or SRP/CS) diagnostic function 3.1.11
diagnostic test interval 3.1.12
embedded software 3.1.13
failure 3.1.14
fault 3.1.15
(SCS or SRP/CS) fault reaction function 3.1.16
fault tolerance 3.1.17
full variability language (FVL) 3.1.18
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Term Definition number
functional safety 3.1.19
hardware fault tolerance (HFT) 3.1.20
hardware safety integrity 3.1.21
harm 3.1.22
hazard 3.1.23
hazardous situation 3.1.24
hazard zone 3.1.25
high demand mode of operation 3.1.26
limited Variability language (LVL) 3.127
low demjand mode 311128
machingry (machine) 3.1.29
maching control system (MCS) 3.1.30
mean repair time (MRT) 3.1.31
mean tirme to failure (MTTF) 3.1.32
mean time to dangerous failure (MTTF ) 3.1.33
mean tirhe to restoration (MTTR) 3.1.34
pre-designed (SCS or subsystem) 3.1.35
probabiljty of dangerous failure on demand (PFD) 3.1.36
process|safety time 3.1.37
proof tegt 3.1.38
protectiye measure 3.1.39
random hardware failure 3.1.40
rarely ag¢tivated safety function 3.1.41
ratio of langerous failure (RDF) 3.1.42
risk 3.1.43
safe failpre 3.1.44
safe failpre fraction (SFF) 3.1.45
safe staje 3.1.46
safety 3.1.47
safety fynction 3.1.48
safety inftegrity 3.1.49
safety irftegrity-level (SIL) 3.1.50
safety-rétated—controtsystem(S€S) 3454
safety-related parts of a control system (SRP/CS) 3.1.52
safety-related software 3.1.53
security 3.1.54
sub-function 3.1.55
subsystem 3.1.56
subsystem element 3.1.57
systematic failure 3.1.58
systematic safety integrity 3.1.59
target failure measure 3.1.60
useful lifetime 3.1.61
validation (of the safety function) 3.1.62
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Term Definition number
verification 3.1.63
well-tried component 3.1.64
well-tried safety principles 3.1.65

4

4.1

4.1

| Overview

Typical classification of safety functions in safety of machinery

General

The risk assessment process is realized by applying ISO 12100 to define safety functiops.

NOTE Additional guidance given in all subclauses of this document are based on safefy functions ¢lesigned

according to IEC 62061 or ISO 13849-1.

4.1

.2 Risk assessment and risk reduction according to ISO 12100

ISO 12100 is a fundamental safety standard that provides an oyerall framework and gyidance

for the [design of machines that are safe for their intended use. lt'gives provisions:

for jidentification of the hazards and for estimation and evaluation of the risks asspciated
with the machine;

on how to remove hazards or provide sufficient risk reduction:

and guidance on the documentation and yerification of the risk assessment aphd risk
redpiction achieved.

If the hpzard cannot be removed and is necéessary to reduce the risk associated with the |hazard

by

following sequence, referred to as thelthree-step risk reduction strategy:

implementing protective measures;\such protective measures shall be applied|in the

Step 1: Inherently safe designimeasures;
Step 2: Safeguarding and/or’complementary protective measures;

Step 3: Information foftuse.

ISO 120100 also provides a strategy for standards developers for the preparation of consistent

and appropriate type-B and type-C standards.

ISO 120100 _is~~a type-A standard and, according to this classification, IEC 62061 and

ISO 13B84941) and ISO 13849-2 are type-B1 standards.

NOTE 1 1SO 12100 is the basis for a set of standards which has the following structure:

Type-A standards (basic safety standards) giving basic concepts, principles for design and general aspects that
can be applied to machinery;

Type-B standards (generic safety standards) dealing with one safety aspect or one type of safeguard that can
be used across a wide range of machinery:

e Type-B1 standards on particular safety aspects (for example, safety distances, surface temperature, noise);

e Type-B2 standards on safeguards (for example, two-hand controls, interlocking devices, pressure-sensitive
devices, guards);

Type-C standards (machine safety standards) dealing with detailed safety requirements for a particular machine
or group of machines.

NOTE 2 Additional information on the relationship between ISO 13849-1 and ISO 12100 can be found in
ISO/TR 22100-2. This relationship is also valid for IEC 62061.

NOTE 3 Many local regulations are referencing or linked to ISO 12100, IEC 62061 or ISO 13849-1. Annex | gives
an overview of different regulatory approaches regarding safety of machinery.
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When a type-C standard deviates from one or more technical provisions dealt with by this
document or by a type-B standard, the type-C standard takes precedence.

Annex A describes the basic approach of ISO 12100 in the context of functional safety.

4.1.3 Risk reduction and interconnection to SCS and SRP/CS

IEC 62061, ISO 13849-1, ISO 13849-2, and this document are used in the context of the
three-step risk reduction process as described in ISO 12100.

These standards provide requirements for the

— deslign of an SCS or SRP/CS and associated safety functions,

9%
o

— calgulation of the SIL or of the PL of the safety function based on the technology ‘Us
— verffication and validation of the SIL or PL reached,

— insfructions for the safe use, and

— guidlance for the determination of the safety integrity required.

Figure [1 shows the integration of SCS or SRP/CS within the risk reduction process as degcribed
in 1ISO [12100.

_____________________________________________________________________

o N Step 1 — Risk reduction by inherently safe design measures ' / N\
’ 1
A N . ! 7 Is the
7 therigkbe N\ Yes r ' /
1

intended  _Yes '

1
Safety requirements |

|
|
| specifications of
|
|

!

!

i

reduced by inherently™>__ ~7 *:
« safedesign 1
!

1

! 1
! 1
Design of the | 1 Verification /
L
! 1

1 ;
\meashres? ~ . 1 | machine Validation use ! \ achievedp /
N yZ ! machine ! : ____________ s !
N G & ' N s
[N T i Y e e e b Rt ' N
I

Step 2 — Risk reduction by implementation of safeguarding and complementary protective measures

Safety requirements e } intended Yes'!
2o - Verification / Information for
specifications (SRS) Design of the S risk reductfon -
of the SCS or =" SCS or SRP/CS | Validation of the || use of the SCS achievedp
SRP/CS SCS or SRP/CS or SRP/CS

IEC

Figure 1 — Integration within the risk reduction process of ISO 12100

4.1.4 | Basicassumptionsforriskredusctioninmachinery

The following basic assumptions for applying risk reduction in machinery are:
— the non-safety-related parts of the machine control system (MCS) are not considered in the
context of any kind of risk reduction;

— for direct or indirect protection of persons the demand of safety functions is estimated and
high demand mode of operation is taken as the basis for evaluation;

— SCS or SRP/CS is the protective measure based on a control system to reduce risks;

— arestart of the machinery is allowed only if a safe condition is guaranteed.
4.2 Basic safety assumptions for the design and integration of the SCS or SRP/CS

For the design of the SCS or SRP/CS any of the technologies available (electric, hydraulic,
pneumatic, mechanical, etc.) individually or in combination may be used.
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An SCS or SRP/CS is usually made up of one or more sensors (or push-buttons or switches),
a decision-making logic and one or more action devices.

Figure 2 shows a typical example of an SCS or SRP/CS decomposed into three subsystems
performing respectively the tasks of detection, evaluation, and initiating action.

Detection (e.g. sensors) P Evaluation (e.g. safety logic) » Action (e.g. contactors)

For the
— Thd

ma

NOT|

e.g.

— The
tak¢ an active part in the machine process and is activatedionly when a dangerous s

OCC

— Thd

incl
tha

- Upd
stafe. Restarting the machine process is, accepted only after repair and restoratior

SC

4.3 $afety functions

4.3.1

SCS o
functio

When
hazard

4.3.2

Figure

SCS or SRP/CS

Figure 2 — Decomposition of an SCS or SRP/CS

integration of an SCS or SRP/CS the following principles shall be applied:

SCS or SRP/CS is separated and independent from the non-safety: related part
thine control system (MCS).

E In afew exceptions the SCS or the SRP/CS can perform safety functionS\which also control the
two-hand control.

SCS or SRP/CS is only intended for direct or indirect protection of persons; it d

LIr'S.

reliability of the non-safety-related parts of thesmachine control system (MCS)
uded in the evaluation of the safety function.lt'is the reliability of the SCS or S
is of concern.

n detection of a dangerous fault in the SCS or SRP/CS the machine is brought tqg

5 or SRP/CS.

General

SRP/CS that perform onhe or more protective measures are said to perform 3
.

h safety function' is activated, the machine shall be brought to a safe state b
bus situationsecan occur.

Risk:reduction process by safety functions

5 of the

process,

bes not
tuation

are not
RP/CS

a safe
of the

safety

bfore a

3 shows the Step 2 of the iterative risk reduction process of ISO 12100 by mgans of

safety

unctions as protective measures. Further information Is given in Annex A.
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Risk reduction by protective measures

(from Step 2 of ISO 12100)

IEC 62061 or
ISO 13849-1,13849-2 <
and this document

Yes

Are

fixed guards
adequate to achieve
the risk reduction
needed?

lNo

Risk reduction by
safety functions

SpEcify safety functions to reduce

rigk originated by failures of the

non-safety-related part of
the MCS

(Indirect injury to persons)

Specify safety functions to reduce
risk originated by improper use
of the machine

(Indirect injury to persons)

Specify safety functions to reduc
risk originated by human
interaction with the machine

(Direct injury to persons)

uy

Additional information are given in this document, Clquse 4

- Requijrements are given in
this dpcument

- Applying the principle methodology of
IEC 62061 or ISO 13849-1, ISO 13849-2

safety function
rarely activated?
(see NOTE 2)

Yes

- Applying requirements of
IEC 62061 or ISO 13849-1, ISO 13849-2
- Additional guidance given in this document

IEC

MCS, machine control system

NOTE Depending on the protective measure selected, for the design of the SCS or SRP/CS application of additional
International Standards such as IEC 62046, ISO 13851, ISO 14119, ISO 13856 can be necessary.

Figure 3 — Risk reduction process by safety functions

4.3.3 Typical classification of safety functions

In general, all safeguarding or complementary protective measures implemented according to
ISO 12100 can be classified into three types of safety functions:
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Safety functions to reduce risks originated by man-machine interactions. They are employed
as a means of protection of the human body or parts of the body and are intended to work
immediately upon a specific initiating event. Their role is to ensure that the person is not
injured by the dangerous parts of the machine (safety functions for protection of persons,
see 4.5).

Safety functions to reduce risks originated by failures of the MCS. They are employed as a
means of prevention and are intended to work before a specific initiating event takes place.
Their role is to ensure that the accident does not happen, or at least to slow down its
development or to limit to an acceptable level the deviation of the process (other safety
functions to prevent hazardous situations, see 4.6);

Safety functions to reduce risks originated by improper use of the machine. They are

interded-te—+ee e o+-fMeen Sisas oft+g eE—y—FHgH

excessive workload (safety functions for protection of the integrity of the machinge/ sg

Safety [functions can be implemented individually or in combination according tol/the machine

and to the process.

For complex machines a person may be exposed to risks of translation, fotation, clamping due
to faults occurring in the MCS. Whether the faults can lead to a hazardous situation depends

on the mutual position of the person and of the dangerous movements of the machine.

The regult of the risk assessment will determine which safety function, or combination of safety

functiops need to be implemented and in which sequence.

4.4

4.4.1 General

Interrelation between ISO 12100 and IEC 62061 or ISO 13849-1

For thg correct application of IEC 62061 or IS© 13849-1, input information resulting from the
applicdtion of the overall risk assessment and risk reduction process for the particular machine
design|is necessary. Based on this inputinformation the SCS or SRP/CS can be appropriately
designed. Information resulting from a-detailed design of the SCS or SRP/CS for its integration
into the machine design shall then“be considered in the overall risk assessment apd risk

reductipn process according to 1S0*12100.

4.4.2 Input information. in.accordance with IEC 62061 or ISO 13849-1

Table 2 gives an overview of the required input information for SCS or SRP/CS [design

according to IEC 62064/or ISO 13849-1.

This input information will be used to generate the safety requirements specification (SRS).

NOTE Table'2] Table 3, Table 4, Table 5 and Table 6 can be used as templates for documentation in whi¢gh empty

fields cah eontain specific information related to the application.
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Table 2 — Input information for the safety requirements

— 33 -

specification (SRS)

Information on Main items to be considered Input Output
(clause of ISO 12100) information information
Source of Where
requirement information
can be found
Limits of the machine 1) use limits,
(1SO 12100:2010, 5.3) .
2) space limits,
3) time limits,
4) other limits (e.g. environmental conditions).
The risk|associated 1) severity of harm;
with a p3rticular
hazardz s situation 2) probability of occurrence of that harm, which is
(1ISO 121p0:2010, 5.4, a function of;
5.5.2) e exposure of person(s) to the hazard,
e occurrence of a hazardous event,
e technical and human possibilities to avoid or
limit the harm.
Specifications for the 1) general prescription of the intended function of
intended performance the risk reduction / protective measure (relevaant
of the re]ated risk functional requirements),
reductiop/protective . L
measure 2) specific safety-related characteristics for'the
risk reduction / protective measure (e«
reaction time, operating modes, soliCitation),
3) prescription of the environmental conditions
relevant for the risk reduction Kprotective
measure (e.g. space limitatioh, temperature,
humidity, vibration),
4) prescription of other machine and/or process
specific conditions(é{g. designated safety-
related components).

443
Table 3

Output information from,IEC 62061 or ISO 13849-1

accord|ng to IEC 62061 orJSO 13849-1.

Table 3 — Output information from SCS or SRP/CS

design on overall risk assessment

gives an overview of-the required output information based on SCS or SRP/CS|design

Ihformation on

(clausg¢s of IEC 62061 and

S0O13849-1)

Main items to be considered

Input
information

Source of

requirement

Output
inforimation

Where
T mation
can be found

Confirmation that the

intended risk reduction is
achieved by the technical

solution

(IEC 62061:2021, Clause 9)

(1ISO 13849-1:2015, Clause 9)

Results of the verification and validation of
SCS according to IEC 62061 or SRP/CS of
ISO 13849-1

Technical documentation
(IEC 62061:2021, Clause 10)

(1SO 13849-1:2015, Clause 10)

Technical documentation for
integration/assembly of the technical solution
into the machine design

Information for use

(IEC 62061:2021, Clause 10)

(1SO 13849-1:2015, Clause 11)

All relevant information to be given from the
machine designer to the machine user to
ensure the correct use SCS or SRP/CS and
interrelated risk reduction/protective
measures
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4.5 Safety functions for protection of persons
4.5.1 General

Guards and protective devices shall be used to protect persons whenever inherently safe design
measures do not remove hazards or sufficiently reduce risks. Complementary protective
measures involving additional equipment (for example, emergency stop equipment) may have
to be implemented.

NOTE In Table 4, Table 5 and Table 6, the list of safety functions is based on ISO 12100 but other type-B standards
(e.g. 1SO 13849-1), type-C standards or other IEC International Standards also have similar definitions or
requirements.

4.5.2 Safety functions for protection of persons based on guards and protectiv
devices

[

Based pn guards and protective devices, the safety functions designed to protect‘persgns can
include], but are not limited to those in Table 4.

Table 4 — Safety functions for protection of persons

Safety functions Main items to be considered Demand rate Input Output
for profection of L 4 information information
pefsons Initiation by (low, high;
rarely Source of Where
activated) requirement information
can be
found

Safety-related stopping Access to the hazard zone is required
during normal operation

— Interlocking Guard 1ISO 14119

Guards

(1SO 12100J2010, 6.3.2.3)
— Interlocking Guard with guard
locking

— Interlocking guard with a start
function
(with manual reset function)

Safety-related stopping Access to the\hazard zone can be

) ) required during normal operation:
Protective devices

— Sensitive protective equipment IEC 61496

(1SO 12100J2010, 6.3.2.2) (SPE) IEC TS 62998-1
-_ )Sensitive protective equipment IEC 62046
(SPE), muting
— Pressure-sensitive protective ISO 13856
devices
Manually operated Access to the hazard zone is required
control system during normal operation
Manual handtmg = DeVvice Wit Teset (pusSh button) SO TTT6T
(1SO 12100:2010, 6.3.2.3) | — Hold-to-run control device IEC 60947-5-8
— Two-hand control device ISO 13851
Adjusting, teaching, Access to the hazard zone is required
retooling, fault finding, during specific operation, like machine
maintenance, cleaning setting, teaching, etc.
Manual control — Enabling device IEC 60947-5-8
(1SO 12100:2010, 6.3.2.4) | — Limited movement control device IEC 61800-5-2

for reduced speed or power/force
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4.6
4.6.1

General

— 35 —

Other safety functions to prevent hazardous situations

In addition to safety functions which protect persons directly due to interaction, other safety
functions exist, which can be indirectly important to prevent hazardous situations and which
shall be considered in addition to the safety functions for the protection of persons.

4.6.2

Other safety functions

Other safety functions can include, but are not limited to those listed in Table 5.

Table 5 — Other sarety runctions

Other safdgty functions

Main items to be considered

Initiation by

Demand
rate

(low, high,
rarely
activated)

Input
information

Source of
requirement

s.

Output

nfformation

Where
formation
can be
found

Local con

rol function

Selecting df local

control

(1SO 13849-1:2015,

5.2.4)

Access to the hazard zone is required during
normal operation or specific operation, like
machine setting, teaching, etc.

— Manual local control device (and
procedure)

Safety-related

parameter;

Selecting df parameters

(1SO 1210
6.3.2.7)

:2010,

Access to the hazard zone is required during
normal operation or specific operation, ike
machine setting, teaching, etc.;
complementary protective measurges

— Manual parameter selection\device (and
procedure)

Requireme¢nts for

Access to the hazard zone.is required during

operating mode normal operation or specific operation, like
selection machine setting, teaehing, etc.
Control angl operating — Manual operating mode selection device
modes (and proCedure)
(1SO 12100:2010,
6.2.11.10)
Emergency stop Additional complementary protective measure
functions to avert emergency situations (is considered

) ) as a safety function)
Emergency situations

— Emergency stop device ISO 13850
(1SO 12109:2010, gency stop
6.3.5.2)
Fluctuatiops;doss and | Access to the hazard zone is required during
restorationof power normal operation or specific operation like
sources machine setting, teaching, etc.; general
consideration regarding control measures

Control measures related to energy sources
related to energy
sources — Energy control device (and procedure) ISO 14118

(1SO 12100:2010,

6.2.11.5, 6
6.3.5.4)

.3.2.4,
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4.7 Safety functions for protection of the integrity of the machine
4.7.1 General

When a machine requires continuous control by the operator (for example, mobile machines,
cranes) and an error of the operator can generate a hazardous situation, this machine shall be
equipped with the necessary devices to enable the operation to remain within specified limits,
in particular

— when the operator has insufficient visibility of the hazard zone,

— when the operator lacks knowledge of the actual value of a safety-related parameter
(distance, speed, mass, angle, etc.), and

— when hazards can result from operations other than those controlled by the operatof.

Automatic protective measures triggered by such devices that take operation of thedmaghinery
out of the control of the operator (for example, automatic stop of hazardous movement)(should
be pre¢eded or accompanied by a warning signal to enable the operator to-take appnopriate
action {see ISO 12100:2010, 6.3.2.7).

4.7.2 Safety functions for the protection of integrity of the machine

The following safety functions for the protection of integrity of thé’machine can include, put are
not limjted to, those listed in Table 6.

Table 6 — Safety functions for the protection of integrity of the machine

Safety fur|ctions Main items to be considered Demand rate Input Output
for protection of L . information information
integrity fof the Initiation by (low, high,
machine rarely Source of Where
activated) requirement | information
can be
found
Limited Hazards can result from opérations and protective
Operation measures are triggered automatically

ind dent of th erat
Other protgctive (independent of the opefator)

devices — Devices to prevent collisions or interference
(1SO 12109:2010 with other machines

6.3.2.7) — Devices-tosensure that components are in a
safe position before travelling

Operation|to Hazards-can result from operations which
remain within indirectly can harm persons and protective
specified limits meéasures are triggered automatically

) (independent of the operator)
Other protgctive

devices — Torque limiting devices, and breakage points
to prevent excessive stress of components and

(1SO 12109:2010, o preven: ¢ P

6.3.2.7)

— Devices for limiting parameters of movement
(distance, angle, velocity, acceleration)

— Overloading and moment limiting devices

— Devices for limiting pressure or temperature

— Devices for monitoring emissions

4.8 Safety functions and Type-C standards

Type-C standards can define safety functions where technical requirements can deviate from
ISO 12100. In this case type-C standards take precedence.
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5 Demand mode of operation related to safety functions

5.1 General

Each safety function to be performed by an SCS (designed according to IEC 62061) or SRP/CS
(designed according to ISO 13849-1) shall be considered to operate in either high demand
mode of operation (see 5.2) or low demand mode of operation (see 5.3).

NOTE 1 Information given in this Clause 5 is based on safety functions designed according to IEC 62061 or
ISO 13849-1.

NOTE 2 Owing to the variety of machines, the demand rate of safety functions to protect persons is not known (it
varies betu i i e e i inhi
mode of joperation.

me perno and ane time ne a 2 n ans are therefore g med ta he in high demand

Functigns to protect the machine are typically demanded less than one time pergyear bpcause
the maghine is designed by incorporating some safety basic principles in orderto’comply with
the requirements of ISO 12100.

These protection functions can be classified as safety functions when-the’consequencg of the
risk is @ direct or indirect injury to persons in the environment of the/machine.

NOTE 3| These protection/safety functions are assumed to be in high demand mode of operation becfuse the
hazardoys situation will be prevented immediately by e.g. stopping dangerous 'movements of the machine gnd also
because|these safety functions in machinery are the only risk reduction measure and no other "layer of prptection”
is considered.

Becaugde of these differences between safety functions'to protect persons against direct |njuries
and prptection functions to protect persons againstyindirect injuries, the test criteria| of the
safety/protection functions can deviate from the those defined in IEC 62061:2021, 7.3.3.4.

NOTE 4| When a functional test for non-electronic technology is necessary to detect a possible accumdlation of
faults orjan undetected fault before the next deman@, IEC 62061, 7.3.3.4 requires the following test intervals:

— at lejast every month for SIL 3;

— at lejast every 12 months for SIL 2.
5.2 High demand or continuous mode of operation
5.2.1 General

The machine control system (MCS) performing the manufacturing process is considered to be
indepepdent of the 8CS or SRP/CS. There may be an interaction, but no account is taken of
the maghine control system to reduce the risk evaluation of SCS or SRP/CS and to be(part of
risk redquction measures(s).

The inferaction of the operator of a machine is assumed as not being part of any kind of

protection of laver view _as apnlied in low demand mode of operation (see Figure 4)
J 7 rr Ll AY ~J 7

The following reasons are applied:

— Safety functions implemented for machines are mainly intended to protect persons;

— Operators do not need detail information of the design of the safety function and its related
SCS or SRP/CS;

— Safety functions can be manually operated, e.g. two-hand control;
— Demand rate of a safety function is high, at least one time per year;
— Reaction time of safety function is typically short.
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Risk SCS or SRP/CS performing Risk reduced
(hazard as initiation event) safety function (safe state of the machine)

(risk reduction measure)

Machine control system performing manufacturing process
(non-safety-related functions)

IEC

Figure 4 — High demand mode of operation

5.2.2 Approach of IEC 62061 and ISO 13849-1

Design| integration and installation of SCS or SRP/CS are based on high demandror-confinuous
mode df operation. Evaluation of PFH or PFHp values for subsystems is based bn-high demand

or contjnuous mode of operation.

5.2.3 Rarely activated safety functions
5.2.3.1 General

Where |high demand mode of operation is used, a high depiand rate of a safety fungtion is
assumed in terms of "average". Nevertheless, it can occurthat'the assumed demand of g safety
functiop is not performed in one year; this may occur ‘When the machine manufaciurer is
presunfing the average demand rate to ensure the safety integrity as a kind of worgt-case
considg¢ration when determining the required safety-integrity.

Those [|safety functions which are designed.for high demand mode of operation buf{ which
sometimes might not be demanded during one year are called "rarely activated| safety

functiops".

Rarely factivated safety functions are déesigned, implemented and integrated as safety fuphctions
in high|demand mode of operation:

Rarely [activated safety functions (see B.12.2.5) which are event triggered require mgasures
agains{ fault accumulationtand undetected faults.

Periodic verification\is necessary to ensure the safety integrity of these not-yet-demanded
safety functions,&ee also 7.5.2.

For thg demand mode of operation for rarely activated safety functions, additional infofmation
is provided in Clause 6 and Clause 7 of this document.

5.2.3.2 Basic requirements

NOTE 1 For rarely activated safety functions the evaluation of PFH value based on the B,,/B,,, value will not limit
the reachable SIL or PL as MTTF is higher than 2 000 years or A, smaller than 5E-08, see IEC 62061:2021,
Table H.2.

The diagnostic test interval of a safety function is linked to the demand rate and the diagnostics
only occur when a safety function is demanded. Therefore, periodic verification procedures are
necessary to detect an accumulation of undetected faults, see Clause 7.

For safety functions protecting the machine a diagnostic test interval of up to 2 years may be
used if the following conditions are met to minimize the possibility of accumulation of faults or
an undetected fault before the next demand:
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a) provide justification that environmental effects do not reduce the lifetime of the components,
e.g., corrosions, leakage, problems on sealings;

AND

b) for each subsystem SIL1/PL,c and SIL2/PL.d use a minimum architecture of
HFT = 1/ Category 3;
OR

c) for each subsystem SIL 3/PL, e use a minimum architecture of HFT = 1 / Category 3 and
apply additional design measures, i.e. diversity among channels or continuous fault
detection by use of dynamic signals.

EX . t t te-st ttort tsyrealized
by uping sensors providing digital or analogic values (not binary) that are continuously compared with-g nominal
valup (speed), and not only at the moment where overspeed is given (event triggered).

When the simplified formulas of Annex H are used, T, shall be 17 520 hours (2.years).

NOTE 2| 1SO 13849-1:2015, Annex K does not address the boundary conditions of the diagnostic test interyal when
the test interval is higher than 1 year.

Figure b shows the overview of the process for determining high demand mode of operation.

Safety function

Functional
verification of

Activation
of safety function at

Estimated

No
< demandrate

function at least
>1/year? least 1/year? every two
\ years?
Yes
Yes
Are
- Yes requirements No >
of 5.2.3.2
met?
\i A
Safety function in Safety function in
high demand low demand
mode of operation mode of operation

IEC

Figure 5 — Process for determining high demand mode of operation

The "rarely activated safety function" shall be verified according to Clause 7.

5.2.3.3 Approach of IEC 62061 and ISO 13849-1
ISO 13849-1 and IEC 62061 do not consider rarely activated safety functions.

5.3 Low demand mode of operation
5.3.1 General

This mode of operation is typically used in the process industry (see IEC 61511). The interaction
of the operator is assumed to be part of a kind of protection of layer view.

Principally the reasons for this approach are (see representation in Figure 6):
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— Safety instrumented functions (SIF) according to IEC 61511 implemented are

inte

nded to protect the process;

mainly

— Operators have detail information of the design of safety instrumented functions (SIF) and

the

control system and the process control itself;

— The layers of protection approach is used and is based on the use and evaluation of the
control system performing the process control;

— Demand rate of safety instrumented functions (SIF) can be low and is expected to occur

ove

r an interval in terms of one or several years;

— Reaction time of safety instrumented functions (SIF) is much higher than in high demand
mode of operation.

5.3.2
IEC 62

NOTE

operation.

Annex
subsys
deman

6 Design process of.safety functions

6.1 ¢

This ClI
SRP/C

NOTE

Risk Operator Safety-related control system Risk reduced

f
(g,

Basic Process Control System (BPCS) performing process

IEC
Figure 6 — Low demand mode of operation

Approach of IEC 62061 and ISO 13849-1

D61 and ISO 13849-1 exclude low demand ‘mode of operation.

A\ future amendment of IEC 62061 is planned to consider possible integration of low demand

J gives guidance on how to design safety instrumented functions (SIF) by con
fems designed for low demand mode of operation and subsystems designed f
1 mode of operation.

5eneral

puse 6 defines the basic design activities for SCS (designed according to IEC 62
S (designed according to ISO 13849-1) performing a safety function.

mode of

nbining
br high

061) or

2061 or

1ISO 138

nfofmation given in this Clause 6 is based on safety functions designed according to IEC 4
Q.1

The manufacturer of a machine will integrate some of the requirements based on the design
process into the information for use of the machine.

The principles of verification activities described in this Clause 6 are linked to the basic
requirements of proof-test as described in the IEC 61508 series. The term proof-test is not used
because it is strongly related to the IEC 61508 series and it is recommended to use a neutral

term in

the context of machinery.

6.2 Design procedure

The SCS or SRP/CS performing a safety function is designed by using the methodology for high
demand mode of operation, see basic procedure detailed in Annex B.

NOTE See Annex F for guidelines for software design.
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6.3 Evaluation of required safety integrity

Annex A gives an overview of different methodologies to evaluate the required safety integrity
of a safety function.

Table H.1 of IEC 62061:2021 shows for all technologies the PFH evaluation based on MTTFp,.

Table H.2 of IEC 62061:2021 shows for non-electronic technologies the relationship between
Byop and MTTFp. When the calculations are done according to Table H.2 of IEC 62061:2021

with a duty cycle (based on B4y criteria) lower than 1 time per 4 hours, then the evaluation of
PFH (Table H.1 of IEC 62061:2021) is not a limiting factor for reaching the required SIL.

NOTE
MTTF, 3

616 yeans and PFH = 3,20E-09 << 1,0E-05 (SIL 1).

6.4 |

Safety
see Cl4g

Annex

6.5 3
6.5.1

As the
when t
Based
depend
applies|

:Xdlllple Ol d billgle COmNtactior, withr = D‘]OD = I'OoUU UUU (CYCIEsS) dld auly CycCie O 1 time pel TTOuUr g

1 484 years and PFH = 7,70E-08 << 1,0E-05 (SIL 1), and if the duty cycle is 1 time per day,~MD

Decomposition of a safety function

functions will be performed by SCS or SRP/CS which is decompgsed into subsy
use 5.

B gives an overview of the methodology of SCS or SRP/CS.design.

bubsystem design
Architectural constraints

diagnostic test interval is linked to the demand rate, some diagnostics are only p
he safety function is demanded (see Annex D for examples of diagnostic cov
on accumulation of faults (see 6.5.2) the architectural constraints should be ev
ing on the mode of operation. In high\demand mode of operation, the following ]
, based on IEC 62061:2021, Table®.

ads to a
[Fp =35

stems,

pssible
erage).
hluated
[able 7
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Table 7 — Architectural constraints for high demand mode of operation

Hardware fault tolerance (HFT) @ Basic
Single channel subsystem Dual channel subsystem requirements®
HFT=0° HFT =1
DCavg Max. PL | Category (ISO 13849-1) | Max. PL Category (ISO 13849-1)
(1SO 13849-1)°)
SFF Max. SIL Basic subsystem Max. SIL Basic subsystem
(IEC 62061) architecture (IEC 62061) architecture (IEC 62061)
"None" PL a Category B - -
- No-Stt = No-Stt =
(OM) (OM) Basicisafety
prifciplgs ©
"None" PL b Category B - -
"None" PL c Category 1 - -
<60 % SIL 1 Architecture A SIL 1 Architecture B
— well-tried components — well-tried components
— CCF not relevant — CCF relevant
"Low" PLc Category 2 PL d Category 3 Basic sgfety
60 % to[< 90 % [SIL 1 Architecture C SIL 2 Arghitecture D principlgs
— CCF relevant % CCF relevant and
"Mediump" PL d Category 2 (see NOTE 6) |PL e Category 3 ;V:flgtt;ed
90 % to|]< 99 % |[SIL 2 Architecture C SIL3 Architecture D principlgs
— CCF relevant — CCF relevant
"High" - No equivalent Category. PL e Category 4
299 % SIL 3 Architecture C SIL 3 Architecture D
— CCF relevant — CCF relevant
OM  (ther measures will be applied where no SIL is required.
CCF ({ommon cause failures will be.considered whether HFT = 0 and DC > 60 % or whether HFT = 1.
a) A hdrdware fault tolerance«f\N means that N+1 faults could cause a loss of the safety function.
b) "Low", "medium" and /high" is the denomination used in 1SO 13849-1 in the context of quantification and
claspification of DCy,  ‘ranges.
g
¢ For HFT 0 and_ SFF-= 99 %, the following limitations can be relevant:

— It is highly.recommended to limit the maximum of SIL 2 where fault exclusions have been applied fo faults
that could lead to a dangerous failure; for some applications, it is not expected that all failures|can be
¢xecluded with sufficient confidence for SIL 3 (see IEC 62061:2021, 7.3.3.3); SIL 3 can only be claimgéd when
fhere’is continuous monitoring of the correct functioning of the element. Typically, electronic techno|ogy will

d)

e)

f)

be required to achieve this.

Basic safety principles and well-tried safety principles are required independent of selected architecture. For
basic requirements see also ISO 13849-2:2012, Annex A to Annex D. Examples are

— for basic safety principles, the selection and use of suitable materials;
— for well-tried safety principles, the use of deenergizing principle;
— for well-tried components, the use of contactors or position switches.

Where product standards, e.g. IEC 61800-5, IEC 61131-2, etc. are used, it can be assumed that basic safety
principles can be fulfilled.

According to ISO 13849-1, PL d can only be reached when the output (OTE, as fault reaction function) initiates
a safe state that is maintained until the fault is cleared. It is not sufficient that output of the test equipment OTE
provides only a warning. For "safe state" see 3.1.46.
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For a single channel subsystem (HFT = 0):

) DC
SFF zDCavg :m:ﬂ:DQ

‘D1 D1
For a dual channel subsystem (HFT = 1):
DC, N DC,
SFF ~DC. . ‘oDt */opp _ DGy xJpg +DBCy x5 _ MTTFpy  MTTFpy
= avg — . = - - =
17 D2 DT T /D2 1 4

+
MTTFy; MTTFRy,

where

pp1: Abp2  are the rates of dangerous failure of subsystem element 1 and2which is detected
by the diagnostic functions;

Ap1> 4D are the rates of dangerous failure of subsystem element 1and 2;

T

DC,, DC, are the diagnostic coverages of subsystem element 4_and 2.

6.5.2 Fault accumulation and undetected faults

In high|[demand mode of operation, a functional testing.is required to detect dangerous faults
and acgumulation of dangerous faults (see also B.12.1Y.

For sdfety functions protecting persons (directly or indirectly) using subsystems with
non-elgctronic technology and with automaticimonitoring to achieve the necessary diagnostic
coverage for the required safety performance;)the monitoring function cannot be possiblelunless
there i3 a change of state, e.g. at every.gperating cycle. If there is only infrequent opg¢ration,
the propability of accumulation of an undetected fault is increased.

When 3 functional test is necessary to detect a possible accumulation of faults or an undgtected
fault bgfore the next demand, it shall be made within the following test intervals:

— at Igast every month fer\SIL 3;

— at lgast every 12 months for SIL 2.
NOTE Local regulationscan require other periodic test intervals, see also Annex I.

Event {riggered-rarely activated safety functions (see B.12.2.5) will define measures pagainst
fault agcumulation and undetected faults. A periodic verification shall be performed, s¢e also
7.5.2.

Common cause failures (CCF) shall be taken into account. Annex E of IEC 62061:2021,
Annex E of ISO 13849-1:2015 and Annex E of this document give guidance on measures to
avoid and control common cause failures.

6.5.3 Evaluation of PFH
6.5.3.1 General

Annex H gives information on evaluation of the PFH value of a subsystem and the respective
boundary conditions. The formulas can be used for high demand mode of operation.

NOTE The limiting factor will be the systematic integrity and the verification procedures will become more relevant.

Annex C gives examples of MTTFp values for single components that can also be used for
rarely activated safety functions.
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The demand rate of a safety function has a significant impact on evaluation of PFH values of a
subsystem.

6.5.3.2 Influence of B4yp values

In practice the PFH value based on B;yp and duty cycles does not limit the reachable SIL or
PL:

— with a duty cycle of once per day the PFH value « max. PFH value of required SIL or PL;
— architectural constraints are the limiting factor of reachable SIL.

When the-dutv coveleie hiahaer than ona tima ner hour 7 hacomes impr\riani- sea-B8- 5 3
[ +O—+5—+HgHe—tHa—-oHRe—HhH Ot eSS+ Hahit—5868-9-9+70.90.

vvvvv Y Y 1) 124 D P oY

Table K.7 shows the typical values using a worst case B4qp = 1 000 000 cycles (g:g. contactor
or position switch).

6.5.3.3 Influence of Ty,p value

The uspful lifetime is limited to 7y; and components shall be replacéd.when 7, has elgpsed if
no othgr information is given by product standards.

Under [specific conditions Clause H.6 gives the rationale for the limitation of 7 to |y, for

components based on any kind of cumulative distribution function (CDF), non-elgctronic
technologies, see also H.5.2.

The T4yp value limits the useful lifetime of components that are characterized by Weibull
distribdtion: The unavailability of a componentjincreases significantly after the time T

=4

NOTE T, is the limit up to which a constant 4 can be assumed (also called "bath curve"). The product |data B,
(number|of cycles where T10 is reached) is typically for components based on Weibull distribution.

PFH fqrmulas are valid up to .T4yp because the PFH formulas are based on expgnential
distribdtion, see Clause H.6 and Clause H.7. The useful lifetime T is typically assumef to be
equal tp 20 years (or 175 20Q0-h).

When T4qp is smallerthan 7,, PFH formulas are used by limiting 74 to

Iy =Thop (2)
T4op can be evaluated as follows:

Jp = 0,1 x =0,1x i><RDF|:1} (3)

Biop By h

Biop Big
MTTF, ~ = [4] (4)
0,'I><nOp 0,1><nop x RDF
1 1

Tiop = 0,1x — [h] or Tgp ~ 0,1 —————[a] (5)

8760 x /p
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Tiop = 0,1x MTTF; [4] (6)

Jp is the dangerous failure rate of the component, expressed in failures per hour;

C is the duty cycle, expressed in cycles per hour;

Biop is the mean number of cycles until 10 % of the components fail dangerously,
expressed in cycles;

Byp i the mean number of cycles until 10 % of the components fail, expressed in cycles;
RDF ig the ratio of dangerous failure 2 expressed in percent;

10D
Nop i$ the mean number of annual cycles, expressed in cycles.

Table H.8 shows an example.

6.6 [Examples of safety functions

Annex [G gives examples of safety functions including

- ba:lic information, and

— evdlluation of PFH values, using MTTF values listed in Annex C.

These pxamples are classified according to Clause 4.

7 Verification procedures for safety functions

71 General

A distinction is made between_highly demanded safety functions and rarely activated| safety
functiops designed according-to IEC 62061 or ISO 13849-1. "Highly" means a demand of at
least ophce a year, "rarely’ " means a possible demand rate of less than one time per yeaf.

NOTE 1] Information given this Clause 7 is based on safety functions designed according to IEC 2061 or
ISO 13849-1.

Dependling on:the design of the safety function, infrequent actuation can lead to a losg of the
safety function, e.g. due to gumming, contamination, environmental conditions, oils, grease or
also dye.tosthe influence of the supply voltage.

NOTE 2 For example, a hazardous area is accessible via several frequently opened guard doors yet there is one
which is used rarely (less than one time per year).

By frequent demand, the risk of accumulation of faults will be reduced, if diagnostics depending
on state change are implemented. This applies to all safety functions in high demand or
continuous mode of operation.

7.2 Verification of the test interval of a safety function

Today's technology makes it possible to document the requirement of a safety-related device
in the SCS or SRP/CS. If the documented results can be compared with the real values, it is
possible to indicate to the operators that they shall test certain safety functions.

If this is not implemented, the requirements shall be carried out at regular time intervals
according to a maintenance plan or information for use.


https://iecnorm.com/api/?name=23d4d5ee6dbee386c27130d8741f20c7

— 46 - IEC TS 63394:2023 © IEC 2023

7.3 Verification procedures

Each safety function shall be tested regarding correct functioning before initial start-up (see
7.4, initial verification), at regular (frequent) intervals and after repair (and maintenance) (see
7.5, periodic verification). The degree and extent of the test is determined by the requirements
in the operating instructions (information for use).

NOTE 1 The terms "initial verification" or "periodic verification" are used in the context of electrical equipment of
machines (see IEC 60204-1:2016, Clause 18, IEC 60204-1:2016/AMD1:2021, Clause 18, and in IEC 60364-1:2005,
134.1 and 134.2). These terms are also used in the context of putting a machine into service.

A general distinction is made between two types of tests:

— Tedting of the safety function by a person who is competent in safety function verif|cation.
Durfing this test only the result, i.e., the response of the safety system, is checked,

— Tedting of the effectiveness of the safety function by a person competent on safety fuhctions
and in charge of the verification process; during this test, the entire safety-related system
is verified; the person in charge of the verification shall determine the dégree and extent of
the|test based, e.g., on the manufacturer's safety-related instructions;

NOTE 2| Requirements for qualification of persons competent on safety function in, charge for the verification can
be a mafter covered in national regulations.

NOTE 3| The person competent on safety functions could be the representative of an authority body, & person
representing the manufacturer of the machine or a person external to the company of the machine manufdcturer; it
is opporflune to document the competence of the person and body (or both)-

7.4 nitial verification

The machine shall be examined during installation,)as far as reasonably practicable, gnd on
completion, before being put into service.

Initial Verification shall include a comparisonof the results with relevant criteria to confirm that
the requirements of IEC 62061 or ISO 13849-1 have been met. This activity corresponds to the
validation process (see IEC 62061:2021, Clause 9 and ISO 13849-1:2015, Clause 10){ and is
intendgd to confirm that the SCS or SRP/CS complies with the safety requirements specification
(SRS).

NOTE 1| The validation to be applied to the SCS includes inspection (e.g. by analysis) and testing of thg SCS or
SRP/CS|to ensure that it achievesithe requirements stated in the safety requirements specification (SRS). Therefore,
initial vefification can includelintervention in the machine control system, e.g., faults are simulated, and the fesulting
reaction [is evaluated.

Precautions shall)be taken to ensure that the verification shall not cause danger to persons,
animals or livestock and shall not cause damage to property and equipment.

Initial \1erification shall be made by a person who is competent on safety function verifigation.

NOTE 2 Requirements as to the qualifications of the organization and persons carrying out the verification process
can be covered in national consideration.

NOTE 3 Requirements as to the qualifications of persons competent on safety functions in charge of the verification
process can be covered in national consideration.

NOTE 4 Validation consists of applying analysis (also by inspection) (see IEC 62061:2021, 9.2 or
1ISO 13849-1:2015, 10.1.1) and executing functional tests (see IEC 62061:2021, 9.3 or ISO 13849-1:2015, 10.3)
under foreseeable conditions in accordance with the validation plan. The balance between the analysis and testing
will be justified.

Initial verification shall precede testing and shall be carried out prior to the first use of the
machine for production.

Initial verification shall be carried out to confirm that the SCS or SRP/CS which is part of the
machine control system is:
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- inc

ompliance with the safety requirements specification (SRS);

— correctly implemented (as installed or erected) according to the relevant requirements of
IEC 62061 or I1SO 13849-1 and according to the instructions of the manufacturer’s
components, if applicable;

— not

visibly damaged.

The initial verification procedure shall include at least the checking of the following, where

related
related
valves)

relevant:

a) documentation;

b) labelling fixed on the machine (e.g. safety-related information, indications, warnings, type
plates);

c) eregtion and erection information provided by the manufacturer of safety-
components and the manufacturer of the machine (based on hardware of Gafety-
conmponents depending on the technologies, e.g., light curtains, cartridge _ar.single
(seg information for use provided by the manufacturers);

d) res
par

e) pre

f) safgty-related behaviour under fault conditions;

g) des

NOTE 5
and 10.5

Initial vi

7.5 |
7.5.1

All safdg

Where
aspect
or SRP

NOTE 1
and saf¢
can requ

Where
be con

ponse times and behaviour of the safety-related function(s) (fevg. paramet
bmetrization, test of dynamic of the frequency inverter functions;-etc.);

ention of manipulation or motivation to defeat safeguards;

cription of the residual risks.

Further information is given in IEC 62061:2021, 9.1.1, 9.1,4.and 9.4, orin ISO 13849-1:2015, 10.1.
).

erification shall include all (particular) requitrements for special installations or log

Periodic verification
General

ty functions shall be tested at periodic intervals.

a safety function has ‘not been demanded over the course of one year, sys

CS.

The time periods-are implemented by the country-specific implementation of national occupation
ty regulation®._ Local authorities can require additional verifications, as well as the insurer of the
ire additiomalwerifications.

er possible, the records and recommendations of previous periodic verification
Sidered.

er and

2, 10.1.5

ations.

ematic

5 and fault accumulation can lead to the loss of the safety function performed by an SCS

bl health
property

s shall

Periodic verification comprising a detailed examination of the installation shall be carried out to
show that the requirements of IEC 62061 or ISO 13849-1 are still fulfilled.

The degree and extent of the periodic verification shall be such that it can be confirmed that
there is no hazardous situation arising from the machine. The periodic verification shall at least

include

the verification of the safety-related behaviour and the residual risk.

Precautions shall be taken to ensure that the verification shall not cause danger to persons,
animals or livestock and shall not cause damage to property and equipment.
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Periodic verification procedure shall include at least the checking of the following, where
relevant:
a) availability of the documentation;

b) labelling fixed on the machine (e.g. safety-related information, indications, warnings, type
plates);

c) availability of specific test procedure(s) (e.g. based on hardware, degree and extent of the
test, information of the manufacturer of the machine);

d) response times and behaviour of the safety-related function(s) (e.g. parameter and
parametrization, test of dynamic of the frequency inverter functions, etc.);

e) preyention of manipulation, motivation;

f) evaluation and description of the residual risks during the verification;
g) check that no modification to hardware or software has been performed;
h) check whether modifications have been verified and validated;

i) maintenance performed, maintenance records made;

j) dodumentation of (daily) tests by the operator as required by the manufacturer (light|curtain
tes{ with test rod, etc.).

NOTE 2| Additional requirements for testing under fault condition can be defified in type-C standards or in|national
regulations.

NOTE 3| The previous investigation report can be used as reference.

The extent and results of the periodic verification of anSCS or SRP/CS, or any part of gn SCS
or SRPYCS, shall be recorded.

Any dgmage, deterioration, defects or dangerous condition shall be recorded. Furthermore,
significant limitations of the periodic verification in accordance with this document gnd the
reasong for such limitations shall be recorded.

The pefiodic verification shall be carried out by a person who is competent on the verification
of safety functions.

NOTE 4| Requirements concerning the relevant qualifications for enterprises and persons can be covered in national
considerption.

NOTE 5| Requirements cancerning the relevant qualifications of persons competent on safety function in gharge of
the verification can be c@vered in national consideration.

7.5.2 Frequency of periodic verification

7.5.2.1 General

The fr vanecvaof nariodievearification-of aninctallation chall ha datarminad havina rnﬂrxr-j to the
uuuuu y-o+-peHoate—~eHHeatoR-o A HhStamratoR-Srarhe-aeteHhRearHayihg+regat

type of installation and the SCS or SRP/CS, its use and operation, the frequency and quality of
maintenance and the external influences to which it is subjected.

NOTE 1 The maximum periodic verification interval between periodic verifications can be defined by legal or other
national regulations.

The periodic verification report should recommend to the person carrying out the periodic
verification the interval to the next periodic verification.

The periodic verification interval may be longer than one year, with the exception of the following
cases where a higher risk of accumulation of faults for the machinery may exist and shorter
periods may be required, e.g. workplaces or locations and construction sites.

The results and recommendations of the previous reports, where available, shall be considered.
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7.5.2.2

Interval between periodic verifications

Conditions under which the interval for periodic verification can be defined up to 2 years are
described in 5.2.3.

NOTE The definition of the time intervals depends on safety parameters of the safety protection device. The
definition of the "adequate" periodicity can be identified according to formulas or tables of Annex H.

7.6 Verification reporting

Upon completion of the verification of an existing installation, a report shall be provided. Such
documentation shall include details of those parts of the installation, the SCS or SRP/CS and
other limitations of the verification covered by the report, together with a record of the

inspecﬂion.

The report may contain recommendations for repairs and improvements, such as'upgrad
installation or retrofitting the facility.

The report shall be completed by the person responsible for carrying outthe verificatig
person|authorized to act on their behalf, to the person ordering the vefification.

The regords of test results shall record the results of the appropfiate tests.

Reports shall be compiled and signed.

The dopumentation shall include at least the following items:

— day] of the test;

— whg performed the verification;

— pargicipants at the verification;

— verffication documentation;

— sco
— dev
— test

The ve
possibl

pe of the verification;
iations;
results.

Fification result shall describe whether safety-related operation is possible. If this
e under certain.conditions, the operator shall be informed of this in writing.

ing the
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Annex A
(informative)

Risk assessment and risk reduction according to ISO 12100

General

proach of ISO 12100 related to functional safety is described in this Annex A.

The tables in this Annex A can help to implement the ISO 12100 requirements.

These
may be

The "C

tables are not exhaustive (except for Table A.4 and Table A.6) and other-infor
necessary depending on the specific machine.

bmments" column in Table A.1 to Table A.5 can be used to refer to the source infof

or to the document reference, as appropriate.

NOTE
A.2

A.2.1

The fol

— Ris
a)

b)
c)
— Ris
d)
- Ris
e)

A.2.2

The inf

[ his approach applies to safety functions designed according to IEC 62061 or ISO 13849-1.
Risk assessment principles

General
owing activities will be carried out to perform a risk assessment and risk reducti

analysis by

determining the limits of the machinery, which include the intended use a
reasonably foreseeable misuse thereof;

dentifying the hazards and associated hazardous situations;

estimating the risk for each.identified hazard and hazardous situation;
evaluation by

evaluating the risk and.taking decisions about the need for risk reduction;
reduction by

eliminating the-hazard or reducing the risk associated with the hazard by me

protective /medsures.

Basic-information to be available (as input to risk assessment)

prination to be available for the risk assessment should include the information |

Table A

mation

mation

nd any

ans of

sted in

h 1
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Table A.1 — Basic information for risk assessment according to ISO 12100

Information for risk assessment
(references are to 1ISO 12100:2010, 5.2)

Comments

(e.g. source of information,
document reference)

Machinery description: 5.2 a)

User specifications

Machinery specifications: Description of life cycle phases

Machinery specifications: Design drawings

Machinery specifications: Required energy sources

Documentatiormon plcv;uuo dco;gllo of-stmitar |||au:|;||c|y

Informatipn for use of the machinery

Regulatipns, standards and other applicable documents: 5.2 b)

Applicable regulations

Relevant|standards

Relevant|technical specifications

Relevant|safety data sheets

Experierjce of use: 5.2 c)

Any accidlent, incident or malfunction history

History of damage to health

Experienge of users of similar machines

Ergononpic principles: 5.2 d)

Comparigons between similar hazardous situations associated with different

types of machinery

A.2.3 Risk analysis

A.2.3.1 Determination of limits of machinery

Use limits include the intended use and the reasonably foreseeable misuse. Aspect

conside¢red are listed in Table A.2.

5 to be
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Table A.2 — Determination of limits of machinery according to ISO 12100

Determination of limits Comments
(references are to 1ISO 12100:2010, 5.3) (e.g. source of information,
document reference)

Use limits:

Different machine operating modes and different intervention procedures for
users, including interventions required by malfunctions of the machine

The use of the machinery by persons identified by sex, age, dominant hand
usage, or limiting physical abilities

The anticipated levels of training, experience or ability of users (operators,
maintenance personnel or technicians, trainees and apprentices, and
general gublic)

Exposurg of other persons to the hazards associated with the machinery
(personsllikely to have a good awareness, persons with little awareness,
persons likely to have very little awareness)

Space limits:

The range of movement

Space reguirements for persons interacting with the machine, such as
during ogeration and maintenance

Human interaction such as the operator-machine interface

The machine—power supply interface

Time limjits:

The life Ifmit of the machinery and/or of some of its components (togling,
parts thaf can wear, electromechanical components, etc.), considéring its
intended |use and reasonably foreseeable misuse

Recommegnded service intervals

Other linpits:

Propertigs of the material(s) to be processed

Housekegping — the level of cleanliness requited

Environmental (recommended minimum.afnd maximum temperatures, in dry
or wet weather, in direct sunlight, tolerance to dust and wet, etc.)

A.2.3.2 Hazard identification

The espential steptintany risk assessment of the machinery is the systematic identification of
reasonpbly foreseeable hazards (permanent hazards and those which can Jappear
unexpgctedly)yhazardous situations and/or hazardous events during all phases of the machine
life cycle. Table A.3 can help the designer to identify hazards.
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Table A.3 - Principles of hazard identification according to ISO 12100

Hazard identification Comments
(references to 1ISO 12100:2010,5.4) (e.g. source of information,
document reference)

Human interaction during the whole life cycle of the machine:

Task identification should consider all tasks associated with every phase of
the machine life cycle:

setting

testing

teaching/programming

process/tool changeover

start-up

all modes of operation

stopping the machine

restart after unscheduled stop

cleaning pnd housekeeping

preventivie and corrective maintenance

Possiblel states of the machine:

The machine performs the intended function (the machine operates
normally

The machine does not perform the intended function (i.e., it malfunctions)
due to a yariety of reasons (e.g., variation of a property or of a dimensjon of
the procqssed material, failure of one or more of its component parts or
services,|external disturbances, disturbance of its power supply, etc.)

Unintended behaviour of the operator or reasonably foreseeable misuse of the machine:

The life Ifmit of the machinery and/or of some of its compenents (tooling,
parts thaj can wear, electromechanical components, €te.), considering its
intended |use and reasonably foreseeable misuse

Recommegnded service intervals

Other limits:

Examples$ include:

loss of cqntrol of the machine by the operator (especially for hand-held or
mobile mjachines)

reflex behaviour of a personin-the event of malfunction

behaviouf resulting from.lack of concentration or carelessness, from
pressures to keep th€ machine running

behaviour of certain-persons

A.2.3. Risk estimation

After hazard identification, risk estimation should be carried out for each hazardous situation
by determining the elements of risk listed in Table A.4.
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Table A.4 — Risk estimation according to ISO 12100

Elements of risk Comments
(references to ISO 12100:2010, 5.5.2) (e.g. source of information,
document reference)

The severity of harm:

The severity of injuries or damage to health, e.g.

slight, serious, death

The probability of occurrence of that harm:

Exposure of persons to the hazard

Occurrenceofatazardous—evernt

Possibility of avoiding or limiting harm

In addifion to Table A.4 the following Table A.5 will be considered.

Table A.5 — Additional considered aspects during risk-estimation
according to ISO 12100

Aspects to be considered during risk estimation Comments
(reference to 1ISO 12100:2010, 5.5.3) (e.g. source of informdtion,
document reference)

Persons|exposed:

All persops (operators and others)

Type, frgquency and duration of exposure:

The needs for access during loading/unloading, setting, teaching, process
changeoyer or correction, cleaning, fault-finding and maintenance

Tasks, fdr which it is necessary to suspend protective, measures

Relationphip between exposure and effects:

Exposurd to a hazard and its effects for each_hazardous situation

Human fpctors:

Interactign of person(s) with the machinery

Interactiqn between persons

Stress-rellated aspects

Ergonomjc aspects

The capdcity of petsans to be aware of risks

Suitability of(protective measures:

The circymstances which can result in harm

Possibility of defeating or circumventing protective measures:

The protective measure slows down production or interferes with another
activity or preference of the user

The protective measure is difficult to use

Persons other than the operator are involved

The protective measure is not recognized by the user or not accepted as
being suitable for its function

Ability to maintain protective measures:

Condition necessary to provide the required level of protection, if not easily
possible then encourage of defeating of the protective measure

Information for use:

Relevant information to ensure risk reduction measure
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A.2.3.4 Risk evaluation

Risk evaluation should be carried out to determine if risk reduction is required. If risk reduction
is required, appropriate protective measures should be selected and applied. The application
of the three-step method according to ISO 12100 allows adequate risk reduction to be achieved.
During the process of risk evaluation, the risks associated with the machinery or parts of
machinery can be compared with those of similar machinery or parts of machinery.

A.3 Risk reduction by means of safeguarding and complementary protective
measures

A.3.1 Generat

Risk relduction should be implemented by applying a hierarchical approach referred“to| as the
three-sftep method:

1) Step 1: Inherently safe design measures

2) Step 2: Safeguarding and/or complementary protective measures

3) Stepp 3: Information for use
NOTE $tep 2 is relevant for application of IEC 62061 or ISO 13849-1, see Clause 4.

Step 1| inherently safe design measures are the first andCmost important step in the risk
reductipn process. This should be achieved by avoiding hazards or reducing risks by a quitable
choice jof design features for the machine itself and/or inferaction between the exposed pgersons
and thg machine.

The information for classification of safety. functions contained in the safeguarding and
complementary protective measures described.in ISO 12100:2010, 6.3.

Where linherently safe design is not possible other measures will be implemented.

Therefore, risk reduction, accordipg-to Step 2 of the iterative risk reduction process degcribed
in 1ISO|12100, can be achieved\by designing, for each hazard, adequate safeguarding and
complementary protective measures in order to:

a) lowgr the likelihood ofya hazardous event, or

b) limit the duration or-the rise of a hazardous event, or
c) redyice the cansequences of a hazardous event.

The priority_in-the risk reduction process is the removal of the hazards by means of inHerently
safe dgsign.measures.

Removing hazards during the design phase is the most effective method of reducing risk
because it eliminates the source of harm.

If the hazards cannot be removed or the risks cannot be adequately reduced by inherently safe
design measures, additional protective measures will be applied taken in such a way as:

a) to reduce the probability of occurrence of the hazardous event by suppressing probable
causes, or

b) to impose a limitation on exposure to the hazards, or

c) to enhance the possibility of avoiding the harm or at least by reducing its intensity.
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A.3.2 Inherently safe design measures
These are protective measures which either eliminate hazards or reduce the risks associated

with hazards by changing the design or operating characteristics of the machine without the
use of guards or protective devices.

A.3.3 Selection of safeguarding and complementary protective measures
A.3.3.1 General

Protective measures can be passive or active.

A.3.3. Fixed guards as "passive" protective measures

A fixed|guard prevents access to a hazard and is effective continuously. It is independent from
the machine control system (MCS) and does not need to be activated to achieve the risk
reductipn. Such a guard is a "passive" protective measure.

Exampl|es of "passive" protective measures are:

— fenges;

— norl-movable protections to prevent access to dangerous aréas.

They provide protection by reducing the duration of exposure-to the hazard. Only margipal risk
reductipn is given with respect to the severity of the harm:

NOTE |IEC 61508 uses the term "other risk reduction measuresthat are not based on any safety-related system,
see |IEC 1508-1:2010, 7.6.2.1.

Passive protective measures are not within."the scope of IEC 62061, ISO 13849-1, or
ISO 13B849-2.

A.3.3.3 Safety functions as "active" protective measures
A.3.3.31 General

A safety function performed: by an SCS is triggered in response to a defined change in a
measufable property of an.input (e.g., a sensor or a switch). Such a safety function is an '|active"
protectjve measure.

They afre intended,to'reduce the risk generated, for example, by the following events:

a) human intéraction with the machine (operations) (see A.3.3.3.2);

b) faillires‘ef the machine automation control system (see A.3.3.3.3);

c) im

Typically, of all the complementary protection measures, they have the most effect on reducing
the probability of occurrence of the harm.

NOTE |IEC 61508 uses the term "E/E/PE safety-related systems", which are not based on any safety-related system,
see |[EC 61508-1:2010, 7.6.2.1.

A.3.3.3.2 Human interaction with the machine (operations)

It is possible that persons may expose themselves to a hazard when performing a certain task
or machine operation.
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Examples of devices used for active protective measures suitable to reduce risks generated by

human

interaction with the machine are:

— sensitive protective devices to detect persons entering or present in the dangerous area
(e.g., photoelectric safety barriers, laser scanners, sensitive mats);

— devices associated with the commands of the machine (e.g., enabling device, hold-to-run

con

— inte

trol devices);
rlocking guards.

They are intended to work immediately upon a specific initiating event. Their role is to ensure
that persons or parts of the human body are not injured by the dangerous parts of the machine.

The "d
the ma

A.3.3.3

Itis po
certain
excess

Examp
compo

— tord

- pre

- ove’l‘rspeed limiters;

- mo
— fire

They qre employed as a means of.prevention and are intended to work before a s

initiatin
to slow|

The ma

A.3.3.3

It is po
excess
outside
damag

bmand" of protection is generated by the person with their interaction (operation
Chine process.

3 Failures of the machine automation control system

5sible that a failure of a component of the machine control systemwhich is invol\
machine process can generate dangerous situations such~hot surfaces,
ve vibrations, explosions, etc.

es of devices used for active protective measures¢suitable to reduce risk
nent failures are:

ue limiters;

5sure or temperature limiting devices;

itoring devices for the emission of radiation or gas;
and smoke detectors.

g event takes place. Their rele is to ensure that the accident does not happen, or
down its development orto’limit to an acceptable level the deviation of the proc

Ifunction of the machine control system can trigger the safety function.

4 Foreseeable misuse of the machine

ssible that'intense usage of the machine due to time pressure or high stress
ve loads-or due to the processing of unsuitable material can bring the machine

b to’'the goods to be processed and, in a second step, can generate risks to the p

s) with

edina
lames,

due to

pecific
at least
ESS.

due to
o work

its design limits which in turn can generate mechanical failures of the machine itself or

prsons.

Examples of devices used for active protective measures suitable to reduce risk due to
foreseeable misuse are:

— torque limiters;

— pressure limiting devices;

— ove

rspeed limiters;

— strain gauge sensors;

— current overload sensors.

The "demand" is generated by the overload of the machine because of its foreseeable misuse.
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.3.5 Risk reduction by means of complementary protective measures

To achieve further risk reduction, it may be necessary to use complementary protective
measures considering the intended use and reasonably foreseeable improper use of the
machine.

Complementary protective measures whose main effect is to avoid or limit the harm are:

— emergency stop;

— measures to allow a safe access to machinery;

— measures for the escape and rescue of trapped people.

Complelmentary protective measures whose main effect is to reduce the duration of e)Jposure

to the hazard are:

— devfces suitable for energy isolation like isolation valves and isolation swjtches;
— devlices suitable for energy dissipation like pressure relief valves;

— me¢hanical locks to prevent movements.

A4

A.41

To enslure that passive, active and complementary pretective measures implemented
e all over the machine life cycle, additional actions based on procedur¢s and
organigation are needed.

effectiv

NOTE

A.4.2

Itis p

Examp|e of failures due to tack of maintenance are:

— podr lubrication or,
— losg of cooling diquids.

To re(roTce these types of hazards, detailed maintenance instructions should be develop

imple

A.4.3

Other protective measures (procedure based)

General

Procedures for maintenance

ented.,

Sraamizationat-work-oroced

As a minimum the following organizational measures should be operative:

— well defined roles and responsibilities of workers, supervisors and management;

- a

plan for periodic trainings of workers;

— availability of suitable tools for maintenance and verifications;

— a
— a

- a

plan for periodic inspections to check the integrity of the protections;
plan for escape and for emergency procedures;
means to keep track of periodic verifications.

remain

t is important to mention these aspects, even if they are out of the scope of this document, because they
play an important role in keeping the workplace safe.

ossible that a lack of maintenance can lead to mechanical failures or errors of somle parts
of the mhachine, this can lead to.risks to persons.

ed and
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A.5 Guards and protective devices according to ISO 12100

A.5.1 General

Guards and protective devices will be used to protect persons whenever an inherently safe
design measure does not reasonably make it possible either to remove hazards or to sufficiently
reduce risks. Complementary protective measures involving additional equipment (for example,
emergency stop equipment) may have to be implemented.

Guards are a physical barrier and are designed as part of the machine to provide protection
and can be classified as listed in Table A.6.

Table A.6 — Guards according to ISO 12100

Safeguarding and complementary measures Comments
(reference to 1ISO 12100:2010, 6.3) (e.g. source of informdtion,
document reference)

Movable|guard (see ISO 12100:2010, 3.27.2):

Can be opened without the use of tools |

Adjustaljle guard (see ISO 12100:2010, 3.27.3):

Fixed or movable guard which is adjustable as a whole |

InterlocKing (see 1ISO 12100:2010, 3.27.4):

Guard aS|sociated with an interlocking device, where

hazardods machine functions are "covered" by the guard

opening ¢f the guard is giving a stop command

only clospd guard can allow hazardous machine functions

InterlocKing guard with guard locking (see ISO 12400:2010, 3.27.5):

Guard agsociated with an interlocking device and-a guard locking device,
where

hazardoys machine functions can operate.only if guard is closed and locked

guard remains closed and locked until the'risk due to the hazardous
machine functions disappeared

only clospd and locked guard can-allow hazardous machine functions

InterlocKing guard with a(start function (see ISO 12100:2010, 3.27.6):

Special fprm of interlocking guard which, once it has reached its closed
position, |gives a comimand to initiate the hazardous machine function(s)
without the use of @ separate start control

A.5.2 Lnterlocking-guard-with-a-start-function—with-manualresetfunction———

The re-establishment of the safety function by resetting of the safeguard cancels the stop
command. If indicated by the risk assessment, this cancellation of the stop command will be
confirmed by a manual, separate and intended action (manual reset).

The manual reset function will:

— be provided through a separate and manually operated device which is separate from the
start command within the SCS or SRP/CS,

— only be achieved if all affected safety functions and safeguards are operative,

— not initiate a hazardous situation by itself,

— be activated by intended action,

— enable the control system to accept a separate start command,
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— be accepted by signal change.

NOTE A risk assessment can determine if a manual reset safety function is required and if the SIL or PL_ differs
from the associated safety function.

A.5.3 Protective device according to ISO 12100

A protective device is a safeguard other than a guard; examples are listed in Table A.7.

Table A.7 — Examples of protective devices according to ISO 12100

Safeguarding and complementary protective measures Comments
(reference to 1ISO 12100:2010, 6.3) (e.d. source of information,
document reference)

InterlocKing device (see ISO 12100:2010, 3.28.1):

Mechanigal, electrical or other type of device preventing hazardous machine
functions| (generally as long as a guard is not closed)

Enablind device (see ISO 12100:2010, 3.28.2):

Additiondl manually operated device used in conjunction with a start control
and which, when continuously actuated, allows a machine to function

Hold-to-fun control device (see ISO 12100:2010, 3.28.3):

Control device which initiates and maintains machine functions only as long
as the manual control (actuator) is actuated

Two-han|d control device (see ISO 12100:2010, 3.28.4):

Control device which requires at least simultaneous actuation by.both hands
in order fo initiate and to maintain hazardous machine functionssy. thus
providing a protective measure only for the person who actuates’it

Sensitive protective equipment (SPE) (see ISO 12100:20410, 3.28.5):

Equipmenpt for detecting persons or parts of persons_which generates an
approprigte signal to the control system to reduce risk to the persons
detected

Active optoelectronic protective device (AOPD) (see ISO 12100:2010, 3.28.6):

Device whose sensing function is performed by optoelectronic emitting and
receivingl elements detecting the intefruption of optical radiation, generated
within th¢ device, by an opaque object present in the specified detection

zone

Mechanigal restraint device'(see 1ISO 12100:2010, 3.28.7):

Device which introduces_into a mechanism a mechanical obstacle (for
example| wedge, spindley strut, scotch) which, by virtue of its own strength,
can prevent any hazardous movement

Limiting|device\(see ISO 12100:2010, 3.28.8):

Device whichl introduces into a mechanism a mechanical obstacle (for
example lwedge—spindle—strut—scotch)-which—by-virtue-of-its-own-strength
) T g T T 7 T Y J T

can prevent any hazardous movement

Limited movement control device (see ISO 12100:2010, 3.28.9):

Control device, a single actuation of which, together with the control system
of the machine, permits only a limited amount of travel of a machine
element

A.5.4 Manual local control device (and procedure)

When a machine is controlled locally, e.g. by a portable control device or pendant, the following
requirements apply:
— the means for selecting local control will be situated outside the danger zone;

— it is only possible to initiate command by a local control in a zone defined by the risk
assessment in order to avoid hazardous situations;
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— switching between local and another control does not create a hazardous situation;

— the control system will be designed in such a way that the initiation of commands from
different control stations does not lead to a hazardous situation. It can be necessary to
preclude use of other controls when the local control is operated.

A.5.5 Manual parameter selection device (and procedure)

When safety-related parameters, e.g. position, speed, temperature, time, torque or pressure,
deviate from pre-set limits, the SCS or SRP/CS will initiate appropriate measures (e.g. actuation
of stopping, warning signal, alarm).

If errors_in_manual inputting of safety-related data in programmable or configurable electronic
systemis can lead to a hazardous situation, then a data checking system within the $CS or
SRP/CPB should be provided, e.g. check of limits, format and/or logic input values.

Product and C-type standards can require a data checking system for some<or all manual
parameters.

A.5.6 Manual operating mode selection device (and procedure)
The following systematic aspects are recommended:

— only one operating mode can be active at a time; each-Selected operating mode |will be
cle]:rly identifiable or indicated;

— mo
con

e selection by itself will not initiate machine operation. A separate actuation of the start
rol will be required.

— when changing from one operating mode to another, safety functions and/or risk refluction
measures necessary for the selected operating mode are activated; without any [loss of
protection coverage during the transition.

A.5.7 Energy control device (and procedure)

When fluctuations in energy levels putside the design operating range occur, including(loss of

energy|supply, the SCS or SRR/CS continue to provide or initiate output signal(s) whfich will
enable|other parts of the machine system to maintain a safe state (see also ISO 14118].

A.6 |[Matrix assignment approach

A.6.1 Overview

Risk egtimation-of safety functions will be carried out for each hazard by determining the risk
parameters as defined in ISO/TR 14121-2 shown as follows:

—  seVl V'H‘\JI of hgrm, Qn; and

— probability of occurrence of that harm, which is a function of:
e frequency and duration of the exposure of persons to the hazard, Fr;
e probability of occurrence of a hazardous event, Pr; and

e possibilities to avoid or limit the harm, Av.

If the estimated risk will be reduced by implementing an SCS or SRP/CS the risk estimation
allows the determination of a required safety integrity for such SCS or SRP/CS. The required
safety integrity is called a required SIL in accordance with IEC 62061 or PL, in accordance with

ISO 13849-1.

The approaches for determining the required SIL or PL, are described in more details in
IEC 62061:2021, Annex A (matrix assignment) and ISO 13849-1:2015, Figure A.1 (risk graph).
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Other approaches can be found in IEC 61508. In terms of machinery, the LOPA approach is not
applicable or appropriate because the machinery environment in terms of the user is different
compared to that in the process industry approach, e.g., in IEC 61511.

A.6.2

General

The matrix assignment methodology allows an estimation of the risk parameters by using a
scaled numbering. The main difference between ISO 13849-1:2015, Figure A.1 and the matrix
approach of IEC 62061 is the risk parameter Severity. IEC 62061 has four levels for estimation
while ISO 13849-1 only offers two levels.

Furthermore, the matrix_assignment allows the estimation of PL,, based on the PFH target
values| in addition to the estimation of the SIL. As PL ¢ is < 3,0 E-06 (or 30 % of 1,t E-05)
SIL 1 can be spliced respectively into PL, ¢ and PL, b. PL, a corresponds to "OtherMe

(OM) and is based on the basic engineering design requirements like basic safety prir
Systenjatic aspects are dominant and no required PFH value is needed.

NOTE
A.6.3

The en
for Se

L ess than SIL 1 is not defined and would not have any added value, therefore other measures are s
Methodology of IEC 62061:2021, Annex A

ry point is the estimation of the risk parameter Severity;\Se. Based on the selec
he next step is to estimate the three other risk parameters by selecting the appr

value Hetween 1 and 5.

The ad

The int

Figure
IEC 62

dition of these values allows the Class Cl = Frn+*Pr + Av to be defined.

A.1 shows all risk parameters’sas a summary of Table A.1 to Table
D61:2021.

ersection between the Se row and the Cl/column leads to the required SIL and PL

sures"
ciples.

ufficient.

ed row
opriate

r

A.6 of
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Severity Class Cl = Fr + Pr + Av
Consequences s
e 3 | 4 5 | 6 | 7 8 [ 9 [ 10 ] 11 [ 12 ] 13 ] 1a] 15
SIL 1 SIL 2 SIL 2 SIL 3 SIL 3
Death, losing an 4 PL
eye or arm PL b r PL.d PL.d PL e PL e
c
OM SIL 1 SIL 2 SIL 3
Permanent injury, 3
losing fingers PL,
g 1ing PL a b PL ¢ PL.d PL e
. oM SIL 1 SIL 2
Reversible injury, 2
medical attention No SIL (or PL) reauired PL a PL PL ¢ PLr d
Reversible injury, 1 OM: Other Measures oM SIL 1
first aid (e.g. basic safety principles, Table 7 of IEC 62061:2021) PL a RL.b |PLc
Frequency and duration of exposure Probability of Probability Probabilities of avoiding
occurrence or limiting harm
(Fr) (Pr) (Av)
Very high 5 Impossible 5
Frequency jof exposure Frequency, Fr
Likely 4
Duration Duration Possible 3 Rarely 3
of of
exposure | exposure Rarely 2
=10min | <10min | | Negiigible 1 Probable 1
> 1 perh 5 5
<1 per h to = 1 per day 5 4
< 1 per day to 2|1 per 2 weeks 4 3
< 1 per 2 weeks|to = 1 per year 3 2
<1 per year 2 1
Figure(A.1 — SIL assignment approach
A.7 Risk graph approach
A.7A1 General
The rigk graph~is. based on the risk parameters where the probability of occurrence is not

represgnted and“considered to be high.

A.7.2

Methodology of ISO 13849-1:2015, Annex A with assigned SIL

The risk graph is represented in Figure A.2.
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P1
- PL a Other
measures
F1
P2
S1 >
P1 PL.b
F2
- SIL 1
P2
Start
P1 PL;c
F1
P2
S2 > P4 PL.d SIL2
F2
P2
| oPLe sIL3
IEC
S severity-of injury F frequency and/or exposure to | P possibility of avoiding hagard
hazard or limiting harm
S1 F1 P1
slight (notmally reversible injury) seldom-to-less-often and/or possible under specific condifions
exposure time is short
S2 F2 P2
serious (normally irreversible frequent-to-continuous and/or scarcely possible
injury or death) exposure time is long

Figure A.2 — Risk graph approach of ISO 13849-1:2015, Figure A.1 with assigned SIL
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Annex B
(informative)

Methodology of SCS or SRP/CS design

B.1 General

Safety functions which will be implemented by SCS or SRP/CS, can be realized by

— using an already developed SCS or SRP/CS that meets the required safety integrity, or

— desligning a new SCS or SRP/CS using pre-designed subsystems or designing new
subisystems, or a combination of both.

NOTE 1| The methodology of SCS design is in accordance with IEC 62061 and the methodology of SRP/CP design
is in accprdance with ISO 13849-1.

NOTE 2| The design of complex programmable electronic subsystems or subsystem elements’is not within the scope
of IEC 62061.

B.2 [Functional safety plan

In this ¢ontext a functional safety plan specifies the overall management and technical agtivities
necessfary to design, implement and integrate one or moré& SCS or SRP/CS used for safety of
machinery.

Table B.1 gives an overview of the basic requirements of the functional safety plan.

Table B.1 — Overview-functional safety plan

Activity Relevant Input Output
clause/subclause information information
of IEC 62061:2021
Source of Where
requirement information
can be(found
Activitigs (i.e. SCS design, software, validation) Clause 4
Policy §nd strategy Clause 4
Strategyy for application software Clause 8
Resporjsible persons), departments (or other units) Clause 4
Record|and maintaining information relevant to each Clause 10
SCS
Configyration management (i.e. identification of the Subclause 4.4,
architegture of the SCS. controlling Clause 10

recording/reporting, review)

Modification management (and impact analysis where | Subclause 4.5,

modified SCS) Clause 10
Verification plan (i.e. who, techniques, test Clause 9,
equipment, acceptance criteria) Clause 10
Validation plan (i.e. requirements to be validated, Clause 9,
results of verification, operating modes, acceptance Clause 10
criteria

NOTE The functional safety plan can be part of the overall technical machine documentation and is not necessarily
a single document.
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B.3 Safety requirements specification

B.3.1 General
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This Clause B.3 sets out the procedures to specify the requirements of safety function(s) to be
implemented by the SCS or SRP/CS.

Each safety function will be specified by:

— functional requirements specification;

— safety integrity requirements specification.

B.3.2 Functional requirements

The input information resulting from the application of the overall risk assessment and risk
reductipn process for the particular machine design is necessary and is described in 4.1 of this
documeént. This information will be available to produce both the functional requirements
specifi¢ation (see Table B.2) and the safety integrity requirements specification of the SCS or
SRP/CB.
Table B.2 — Overview of basic functional requirements
Furctional requirements Main items to be considered Input Output
information informatjon
Source of Wherg
requirement informatjon
can be found

Desgription of safety
funcfion

Limits of the maching,according to
ISO 12100

The risk associated with a particular
hazardous.situation according to
ISO 121004

Opefating environment

Limits“ef‘the machine according to
1ISON$2100

(e(g..electromagnetic immunity,
temperature, humidity, dust, chemical
substances, mechanical vibration and

shock) @

Condlition(s) (e.g. operating
modg) of the machine

Priofity

Resgt

Frequengy-of operation

Specifications for the intended
performance of the related risk
reduction/protective measure
according to ISO 12100 2

Respormsetime

Fault reaction

Restart conditions, constraints

Interfaces to other machine
functions

Tests

Test equipment

Other specific requirements

a

document.

For input information coming from the risk assessment process according to ISO 12100, see 4.4 of this

B.3.3 Safety integrity requirements

The required safety integrity for each safety function to be carried out by an SCS or SRP/CS
will be specified in terms of SIL according to Table B.3 and documented.
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Table B.3 — SIL and limits of PFH values

SIL Limits of PFH values (1/h)
1 <108
2 <10
3 <107

Protection against unexpected start-up

The unhxpected start-up of a machine is relevant during all design activities and thexr
requirements of ISO 14118 will be considered. While designing a safety-related s
n, for example, the prevention of unexpected start-up will be considered (in;the fontext
safety function: this does not mean that the prevention of unexpected-start-ip is a

functio
of this
separa
a safet

Further
— the

the
— the
— the

desligned such that its failure cannot lead to an unintended/unexpected start-up.

B.5

B.5.1

Based

— selgction of subsystems,

— det

e or additional safety function, but that it will be considered in addition-to the dg
y function.

examples of unexpected start-up are when:

workpiece or during maintenance activities;
function "manual reset" is required to be a safety function;
interlocking device associated with the intetlocking guard with a start fung

Decomposition of the safety function

General

pn the safety requirements specification, SCS or SRP/CS can be designed by:

ermining the safety integrity,

- CO

including, where (@pplicable, electromagnetic immunity, security, periodic testin
soffware.
B.5.2 Subsystem architecture based on top-down decomposition

An SC$ cah include:

— oneorseveratpre-designed-subsystem(s);amdfor

Blevant

opping

sign of

e could be a danger of unexpected restarting of the machine while the operator repdjusts

tion is

plying with the requirements of the systematic safety integrity of the SCS or SRP/CS,
g and,

— one or several subsystem(s) developed according to this document, based on subsystem
element(s).

B.6

Design of the SCS by using subsystems

Each safety function will be decomposed to a structure of sub-function(s). Each sub-function

will be

A typic

performed by a subsystem (allocation to subsystem).

al decomposition of a safety function is represented in Figure B.1.

As represented in Figure B.1 the SIL(s) that can be achieved by the SCS will be considered
separately for each safety function and will be determined from the SIL and the PFH value of
each subsystem, as follows:
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— the SIL is limited by the summation of PFH values of all subsystems.

Safety function to be performed by SCS or SRP/CS, required safety integrity

Input sub-function
(initiation event, cause)

Logic sub-function

Output sub-function(s)
(machine actuator, effect)

Subsystem performing
the sub-function
(allocation of subsystem)

Subsystem performing
the sub-function
(allocation of subsystem)

Subsystem(s) performing
the sub-function
(allocation of subsystem)

3. Selecting of pre-designed
a subsystem

adcording to IEC 62061 or IEC 61508
or{IEC 61496, or ISO 13849-1

Pre-designed subsystem
according to IEC 61508

Selecting of pre-designed
subsystem

BIL or PL and

or [EC 614Y6

according to IEC 62061 or IEQ
or IEC 61496, or ISO 138491

— SIL or PL and

- PFH - PFH
OR OR
3. Degsign of subsystem Design of.subsystem
b
adcording to IEC 62061 or according to IEC 62061 or
IS0 13849-1 1SO, 13849-1
— | Architecture constraints (SFF) or =Y Architecture constraints (§FF) or
Category Category
— SlIL or PL
—| SiLorPL - SlLorPL
PFH - PFH PFH
4. SCS performing a safety function,hachieved safety integrity
— Achieved SIL or PL is equal the lowest SIL or PL of alhSubsystems
— Achieved PFH value of the SCS is the summatign of PFH values of all subsystems
Figure B.1 — Example-of decomposition of a safety function
B.7 [Requirements for systematic safety integrity
B.7.1 General
These requirements, apply to the SCS or SRP/CS level and subsystem level.
B.7.2 SCS level
Measufes, an)the SCS or SRP/CS level are summarized in Table B.4 and Table B.5.

61508



https://iecnorm.com/api/?name=23d4d5ee6dbee386c27130d8741f20c7

IEC TS 63394:2023 © IEC 2023

— 69 —

Table B.4 — Avoidance of systematic failures (SCS or SRP/CS level)

Avoidance of systematic
failure

(Use of adequate
components)

Main items to be considered

Input
information

Source of
requirement

Output
information

Where
information
can be found

Functional safety plan

Appropriate selection, — Wiring interconnection of subsystems Subsystem
combination, arrangements, design
assembly and installation (7.3.3)
SCS within the — Manufacturer's information Manufacturer
manpfactarers (DUU apc\.;f;uc\t;ull ard-rrstattation
spedification instructions)
Elecjrical safety — Wiring and cabling IEC 60204-1
Forelseeable misuse,
envifonmental changes or
mody|fication(s)
Manpfacturer’s instructions | — hardware aspects (and Manufacturer
interconnections)

— Software aspects

— Diagnostic coverage aspects
Final design steps
Hardware design review — Inspection or walk-through Validation

Analysis to reveal discrepancies
between the specificationnand
implementation

(verification)

Simylation or analysis

Using Software toolsif helpful

Functional perfermance and the
correct dimefsioning of components

Interactions of subsystems

Validation
(verification)

Table B.5 — Control of systematic failures (SCS or SRP/CS level)

Jontrol of systematic
failure

(application measures)

Main items to be considered

Input
information

Source of
requirement

Output
informatjon

Wherg
informatjon
can be folund

Confrol theeffect of —  Supply variation IEC 60204-1
tempgorary subsystem failures .
— Electromagnetic interference
Bas aafcty pl;ll\.;p:ca (:Su 1240015013849 2)
Use of de-energization — Loss of power supply leads to safe Manufacturer
state
Product
standards
Control of data — Error detection Product
communication process standards

Well-tried safety principles (ISO 12100, ISO 13849-2)

Dangerous fault at an
interface (cabling of inputs
and outputs of subsystems)

Diagnostic function and DC
evaluation

Fault reaction function to be
performed before the hazard
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Measures on the subsystem level are summarized in Table B.6 and Table B.7.

Table B.6 — Avoidance of systematic failures (subsystem level)

IEC TS 63394:2023 © IEC 2023

Analysis to reveal discrepancies between
the specification and implementation

(verification)

Avoidance of systematic Main items to be considered Input Output
failure information information
(Use of adequate Source of Where
components) requirement information
can be found
Appropriate selection, — Manufacturer's information Manufacturer
combinfgtion, (See application user manual, instanation
arranggments, assembly instructions, specifications) 1ISO 13849-2
and insfallation ) . .
— Use of good engineering practice
(e.g. IEC 60204-1)
Subsysftem and subsystem — Manufacturer's information Manufacturer
elemens within the (see specification and installation
manufalcturer’s instructions)
specifigation
Compohents with — Previous design experience Design
compatfble operating experience
characferistics
Envirorlmental conditions — Especially temperature, humidity, vibration ISO 12100
specifigd and electromagnetic fields
Compopents used in — Electromechanical Manufacturer
accordg@nce with product )
standaild — Hydraulics Product
. standards
— Pneumatics
Use of puitable materials General requirements for'the machine design, ISO 12100
and adg¢quate see ISO 12100
manufacturing
Correcf dimensioning and
shapin
Final design steps
Hardwdre design review — Inspection or walk-through Validation

Simulafion or analysis

Using Software tools if helpful

Functional performance and the correct
dimensioning of components

Validation
(verification)
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Table B.7 — Control of systematic failures (subsystem level)
Control of systematic Main items to be considered Input Output
failure information information
(application measures) Source of Where
requirement information
can be found
Control of change of — Effects of insulation breakdown IEC 60204-1
voltage L . .
— Voltage variations and interruptions,
overvoltage and undervoltage
— Use of PELV/SELV power supply
Controlfof-effectsof = tUIII'JUIdtUIU, :Iulll;d;ty, water; vi'ulqﬁull, Marmfactorer
physicdl environment dust, corrosive substances
— electromagnetic interference and its effects
Controlf of change of — over-temperature to be detected where not ISO 12100
tempergture avoided
Control| of change of — hose breakdown ISO 4414
pressute o ) ) (pneumatics)
— pressure variations and interruptions
1SO4413
(hydraulics)

Basic gafety principles (ISO 12100, ISO 13849-2)

Use of de-energization — Loss of power supply leads to safe state Manufacturer
Product
standards

Control| of data —  Error detection Product

commuhication process standards

Well-trjed safety principles (ISO 12100, ISO 13849-2)

Failure|detection by — Diagnostic functioniand DC evaluation

automaic tests

— Redundant hardware (dual channel)

Diversq hardware

Operation in the positive E.g. position switch for guard interlocking Product

mode standards

Mechanically linked E.g. mirror contacts of contactors Product

contacts standards

Direct gpening action

Over-dimensioning E.g. 50 %

B.8 [Electromagnetic immunity

The function of electrical or electronic safety-related systems should not be affected by external
influences in a way that could lead to an unacceptable risk.

Additional guidance is given in this document in Clause E.2 (Measures to reduce the effects of
EMI based on IEC 60204-1:2016, Annex H and IEC 60204-1:2016/AMD1:2021, Annex H).

B.9 Software-based manual parameterization

The objective of these requirements is to guarantee that the safety-related parameters specified
for a safety function or for a sub-function are correctly transferred into the hardware performing
the safety function or the sub-function. This Clause B.9 is limited in scope to only manual,
software-based parameterization that is performed and controlled by an authorized person.


https://iecnorm.com/api/?name=23d4d5ee6dbee386c27130d8741f20c7

-72 - IEC TS 63394:2023 © IEC 2023

Where a subsystem is capable of providing a software based manual parameterization
performed by application software level 1, the fulfilment of requirements is necessary to prevent
dangerous failure due to the influences listed below (see also 6.7.2 of IEC 62061:2021) or any
other influence that is reasonably foreseeable:

— data entry errors by the person responsible for parameterization;

— faults of the software of the parameterization tool;

— faults of further software and/or service provided with the parameterization tool;

— faults of the hardware of the parameterization tool;

— faults during transmission of parameters from the parametrization tool to the SCS or

SRP/CS or a subsystem:

— faults of the SCS or a subsystem to store transmitted parameters correctly;

— sysltematic interference during the parameterization process, e.g. by electrom

interference or loss of power;

agnetic

— intdrference due to external influences or factors, such as electromagnetic interfer¢gnce or

(random) loss of power.

Where |a parameterization tool is used, the relevant requirements for'a subsystem accol

IEC 61p08 to ensure correct parameterization should be fulfilled,

ding to

NOTE This is typically the case when a component manufacturer prevides this tool in conjunction |with the
subsystgm, e.g. parameterization of drive functions of IEC 61800-5-2.
Table B.8 gives an overview of the main items to be conhsidered for software-based manual
parameterization.
Table B.8 — Software-based‘manual parameterization
Measures Main items>to be considered Input Output
information information
Source of Where
requirement information
can be|found

Safety fequirements -
specifigation

Software safety requirements specification

Check pf data plausibility -

Checks of data limits, format and/or logic
input values

Integrity of all data used -

Control the range of valid inputs;

Control data corruption before
transmission;

Control the effects of errors from the
parameter transmission process;

control the effects of incomplete parameter
transmission;

Control the effects of faults and failures of
hardware and software of the
parameterization; and

Control the effect of interruption of the
power supply

Special procedure -
(when tool is not designed
according to IEC 61508)

Retransmitting of modified parameters to
the parameterization tool; or

Other means to confirm the integrity of the
parameters or subsequent confirmation

New values of safety-related parameters
shall not be activated before the changes
are acknowledged and confirmed
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When security countermeasures are applied, they shall not adversely affect safety integrity (e.g.
increase in response time, etc.). This can require an iterative multi-disciplinary team analysis.

Security risks will be evaluated by using a security risk assessment in order to identify the

security objectives.

A security risk assessment is based on a product or system in its environment on which threats
and known vulnerabilities are applied. The aim of this activity is to derive relevant security
countermeasures applied for a machine to fulfil the overall security objectives.

When

shall b¢ provided as appropriate.

In the gontext of safety of machinery, the security countermeasures are intended to prof
o maintain safe operation of a machine and their implementation-shiould not ad

ability

affect gny safety function.

Figure

an SC$, as shown in Figure B.2.
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Figure B.2 — Possible effects of security risk(s) to a SCS (IEC TR 63074:2019, Figure 2)

B.11 Aspects of testing

Depending on the mode of operation, two types of testing types exist:
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— for safety functions, diagnostic tests are carried out automatically (initiated automatically or
manually) and frequently (related to the process safety time and demand rate); and

— for rarely activated safety functions, initial and periodic verification tests in addition to
diagnostic tests (see Clause 7).

B.12 Design and development of a subsystem

B.12.1 General

There are two types of requirements to subsystems and subsystem elements:

— quagltativerequirements:
e [for the avoidance and the control of systematic failures (see Clause B.7);
o [fault consideration(s) and fault exclusion(s) (see B.12.3);

— quantitative requirements:

o [failure rate (A (Lambda), MTTF (mean time to failure) or B,g);

¢ [and other relevant parameters (e.g. useful lifetime 7).

For nonp-electronic components the following requirements especially will be considered:

a) theluseful lifetime is limited to T3 and components will be\exchanged if no other infofmation
is given by product standards (see also 6.5.3.2);

b) whe¢n a functional test for non-electronic technology is necessary to detect a pjpssible
accumulation of faults or an undetected fault before the next demand, it will be made within
the|following test intervals:

— |at least every month for SIL 3;

— |at least every 12 months for SIL 2,
This reguirement is based on the experience that subsystems with non-electronic techpology,
e.g. guard door monitoring, wherelinfrequent operation is likely and the monitoring flinction

cannot|be possible unless there.is’a change of state and meanwhile an accumulation gf faults
is possijible.

B.12.2( Subsystem architecture design
B.12.2J1 General

Any supsystem based on one or several subsystem elements is performing a sub-function of a
safety functiontand the failure of a subsystem leads to a loss of the safety function.

Subsycfpm(q) inr‘nrpnmfing r*nmplm( components will r\nmply with nppmprinfp ,‘I’OdUCt
standards or IEC 61508-2 and IEC 61508-3 as appropriate for the required SIL and the design
will use Route 1y (see IEC 61508-2:2010, 7.4.4.2) for high demand and/or continuous mode.

Where a subsystem design includes such a complex component as a subsystem element, it can
be considered as a low complexity component. For example, where a PDS is used for STO
according to IEC 61800-5 with a safety integrity of SIL 2, this can be used in a subsystem basic
architecture D as a one subsystem element, and by using an additional subsystem element,
e.g. contactor, this subsystem can claim SIL 3.

B.12.2.2 Monitoring of initiation event (cause)
Two possible cases for detection of a demand of a safety function exist:

e Case 1, continuous mode of operation
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The initiation event is realized in continuous mode of operation.

EXAMPLES The following continuous mode detections of dangerous situations are possible:

Position monitoring by controlling of actual position value compared with acceptable threshold

Speed monitoring by controlling of actual speed value compared with acceptable threshold;

Temperature monitoring by controlling of actual temperature value compared with acceptable threshold;

Pressure monitoring by controlling of actual temperature value compared with acceptable threshold

Case 2, event triggered

The initiation event is detected only with the demand of the safety function.

EXAMPUES The following event triggered detections of dangerous situation are possible:

Guafd door monitoring by position switch(es);
Position control by over travelling sensor switching off by reaching dangerous position;
Oveftemperature control by digital temperature sensor switching off at dangerous temperature;

Ovefpressure control by overpressure sensor switching off at dangerous pressure.

B.12.2{3 Initiation of reaction function (effect)

Two pdgssible cases to react on a demand of a safety function exist:

Cage 1, continuous mode of operation

The inifiation of the reaction function is realized in continuous mode of operation.

EXAMPUES The following continuous mode monitoring of the.reaction function is possible:

The ini

Stoq of dangerous movements by STO of PDS;
Temjperature monitoring by automatic temperature, control unit — thermostat;

Preqsure monitoring by automatic pressure control unit — pressure switch and control circuit.

Cage 2, event triggered

EXAMPUES The following event triggered monitoring of the reaction function is possible:

Switching off a contactor oftaimotor to stop dangerous movement;
Stoq of hydraulic or pp€umatic movements by switching a valve into defined state;

Actiyation of a break\to hold a hydraulic axis in position.

B.12.2/4 Design possibilities

The de

protectedor the integrity of the machine is to be guaranteed, see Table B.9.

sign. of rarely activated safety functions depends on either whether persons ar

iation of the reaction functior is performed only with the demand of the safety function.

e to be
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Table B.9 — Cause and effects of rarely activated safety functions

Continuous Event triggered Behaviour Demand of safety function
mode of for protection of
operation
Persons Integrity of
machine

Input (initiation event as cause)

Dynamic Dynamical monitoring of physical Process itself
changing signal parameters
value of sensor
Binary changing Static monitoring Operator Process itself
signal of sensor (human action)

(ON/OFF, OFF/ON)

Output (initiation of reaction function as effect)

Dynamig¢ control PDS Operator Procesg itself
of actuajor (human action)
Actuator binary De-energizing of power elements Operator Procesg itself
switching-off responsible for movements, (humancaction)

pressure, temperature, vibration, ...

These fesign possibilities will be considered for test requirements, see Clause 6.

B.12.2{5 Architectures of rarely activated safety functions

Demand mode of operation of subsystems performing rarely activated safety functions|can be
different and leads to possible combinations as represented in Figure B.3.

SCS performing safety function

INPUT LOGIC OUTPUT
Initiation event (cause) (evaluation) Reaction function
(effect)
Event triggered » Event triggered

Continuous mode
of operation

Continuous mode Event triggered
of operation

Continuous mode
of operation

Machine control system performing manufacturing process
(non-safety-related functions)

IEC
Figure B.3 — Rarely activated safety functions and mode of operation of subsystems

B.12.3 Fault consideration and fault exclusion

The limitations of fault consideration and fault exclusion are as follows: For some applications,
it is not expected that all failures can be excluded with sufficient confidence for SIL 3.

B.12.4 Architectural constraints of a subsystem

The architectural constraints limit the claimed SIL of a subsystem independent of the PFH value
of this subsystem (see 6.3).
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As diagnostic coverage of subsystem element(s) is the basis for evaluation of SFF the
effectiveness of diagnostic functions becomes important. The effectiveness of a diagnostic
function can only be guaranteed when a fault reaction function is provided, see IEC 62061:2021,
7.4.3.

The diagnostic functions are considered as separate functions that can have a different
structure than the safety function and can be performed by

— the same subsystem which requires diagnostics; or
— other subsystems of the SCS or SRP/CS; or
— subsystems of the SCS or SRP/CS not performing the safety function.

Table EL1O shows the worst-case requirements of architectural constraints ,and| basic
requirements. Subsystems designed according to IEC 62061 can be assigned™te” PL and
categories of ISO 13849-1.

Table 1 of this document shows this assignment of maximum SIL and architecture consgtraints
according to IEC 62061 to maximum PL and categories according to ISO(13849-1.

Table B.10 — Architectural constraints and basic requirements on a subsystem

Safe fa.ilure Hardware fault tolerance (HFT) 2
fraction o p Basic
SHF = bDC requiremeénts
avg
c
1 subsystem element 2'subsystem elements (see
(as single channel subsystem) (as'dual channel subsystem)
<60 % SIL 1 SIL 1 Basic
. . safety
well-tried components required principles
no CCF requirements and o cF
60 %o to < 90 % SIL 1 SIL 2 well-tried
90 o to < 99 % SIL(2 SIL 3 safety
principles
299 % SH\3'(see P) SIL 3

a8 A hardware fault tolerance of ‘N means that N+1 faults could cause a loss of the safety function.
b Fof HFT 0 and SFF = 99°%, the following limitations can be relevant:

— | Itis highly recommehded to limit the maximum of SIL 2 where fault exclusions have been applied td faults
that could lead‘te‘a dangerous failure (see 7.3.3.3);

— | SIL 3 can-only be claimed when there is continuous monitoring of the correct functioning of the el¢gment.
Typicallyy. electronic technology will be required to achieve this.

¢ Fof basic requirements see also 1ISO 13849-2:2012, Annex A to Annex D. Examples are: For basic|safety

pripnciples, this means the use of suitable materials; for well-tried safety principles, the use of deenergizing;
antLfor well-tried companents the use of contactors or 'rmqitinn switches

For a single channel subsystem (HFT = 0):

DC
SFF = DCan=@ _DCy xipy _ DC,
1 1

For a dual channel subsystem (HFT = 1):
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SFF~DC,,, = Jpp1 +pp2 _ DGy Xy +DCy xApy; ~ MTTRy  MTTHR,,
~ avg — AD1+ADZ - AD1+)‘DZ = 1 y

+
MTTFy; MTTFRy,
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/pp1, pp2 IS the rate of dangerous failure of subsystem element 1 and 2 which is detected by

the diagnostic functions;

D1, D2 is the rate of dangerous failure of subsystem element 1 and 2;

DC1’ D 5 is the diagnncfir\ coverage of cnhcyc’rnm element 1 and 2

B.12.5| Subsystem design architectures

Based [on the hardware failure tolerance and the architectural constraints< typica| basic

subsystem architectures are proposed in IEC 62061:2021, 7.5.2 which are"widely useqd in the

contex{ of the safety of machinery:

— Badic subsystem architecture A as single channel subsystem without a diagnostic fynction,
or described as 1001
(special case of basic subsystem architecture C with DC = ()

— Bagdic subsystem architecture B as dual channel subsystem without a diagnostic fynction,
or described as 1002
(special case of basic subsystem architecture D withhDC = 0 for both channels);

— Badic subsystem architecture C as single channel subsystem with a diagnostic funcfion, or
described as 1001D;

— Badic subsystem architecture D as dual channel subsystem with a diagnostic function, or
described as 1002D;

Other architectures can be used instead\to evaluate the PFH value and a claimed SIL but this

document does not offer further information for evaluation as these architectures are not

commdnly used in practice.

B.12.6( PFH value of subsystems

To evaluate the PFH value of a subsystem, Annex H provides further information.

Releva

ht parametersito be considered are:

- sel

cted basic subsystem architecture;

— evaluated)'DC values (0 %, 60 %, 90 % or 99 %, see also Annex D) and test inter
each.sUbsystem element;

als for

— esti
— esti

mated CCF factor (10 %, 5 %, 2 % or 1 %, see also Annex E);
mated or calculated Ap (or MTTF) of each subsystem elements;

— useful lifetime Ty which can be limited to 7.

This document gives in Clause H.5 to Clause H.12 further relevant information of derivation of
the PFH formulas in order to provide a better understanding of the PFH value evaluation and to
prevent misuse of evaluated PFH values.

B.13 Validation

Initial verification corresponds to the validation process (see Clause 7 of this document).
Table B.11 gives an overview of validation process.
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Table B.11 — Overview of validation process with required information

Validation process

Input
information

Source of
requirement

Output
information

Where
information
can be found

Input information for validation process

Validation plan with basic requirements

—  Specification documents identified?
— Operational and environmental conditions during testing specified?

— Analyses and tests to be applied,

—| Reference to test standards to be applied,

Persons or parties responsible for each step in the validation process

—| The required equipment

Fpult lists

—| Faults taken from the generic list(s) to be included,

Any other relevant faults to be included,

Faults taken from the generic list(s) which may be excluded

Exceptionally any other faults

Information necessary for validation

—| Specification of the required characteristics of each safety~function
—| Block diagram(s)

—| Circuit diagram(s)

—| Functional description

—-| Time sequence diagram(s) for switching components

—| Relevant characteristics of componentsipreviously validated

—| Relevant characteristics of components not yet previously validated
—| Analysis of all relevant faults

—| Information for use, e.g. installation and operation manual/instruction
handbook

—| Safety-related characteristics of designed subsystem(s)
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Table B.11 — Overview of validation process with required information (continued)

Validation process Input Output
information information
Source of Where

requirement information
can be found

a) Analysis as part of validation

Input information:
—  Safety function(s) and their characteristics

— SCS or SRP/CS structure and subsystem architectures

Quantifiable aspects and qualitative aspects (systematics, software)

Vferification of safety requirements specification (SRS) regarding
consistency, completeness and correctness:

Intended application and safety aspects considered?

All conditions and human behaviour considered?

) Testing as part of validation

b

Test procedure by:

—| Test plan (test specifications, required test outcome, chronology)

—| Test records (persons, environmental conditions, test equipment, etc.)

—| Comparison of test records with test plan

c) Validation of the safety function

—| Demonstrating that the SCS or SRP/CS provides the\safety function(s)
in accordance with their specified characteristics.

Activities during the validation process

—| Use of analysis and testing (with fault injectiom)

d) Validation of the safety integrity of the SCS or SRP/CS

—| Verification of all safety-related characteristics and validation of
subsystems and combination of subsystems

—| Validation of all measures against Systematic failures

—| Validation of safety-related seftware

B.14 Documentation

Table B.12 givestan overview based on the SCS or SRP/CS design activities.
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Table B.12 — Technical documentation based on the design process
(Table 9 of IEC 62061:2021, modified)

Topics Main items

Functional safety plan

Safety requirements specification Functional requirements specification (for SCS or SRP/CS)
(SRS)

Safety integrity requirements specification (for SCS or SRP/CS)

SCS design Structured design process

Structure of sub-functions
SCS architecture

Sub-function and subsystem safety requirements

Subgystem design and realization Subsystem architecture

Fault exclusions claimed when estimating fault tolerance/SFH

Subsystem assembly

Softvare Software safety requirements

Software based parameterization

Software configuration management itenis

Suitability of software development-tools

Documentation of the applicatioh/program

Results of application software.module testing

Results of application software integration testing

Valiglation Validation plan

Validation principles

Docymentation Documentation’@f“SCS or SRP/CS integration (testing)

Documentatien of well-tried components

Documentation for installation, use and maintenance

Documeéntation of SCS validation

Pocumentation for SCS configuration management

Table B.13 gives an overview of all relevant information, especially in the context of infofmation
for use|given either

— by fhe manufacturer\of subsystems or
— by fhe SCS or SRP/CS integrator.

The mgnufactufer of a subsystem can be the machine manufacturer, the integrator of maghinery
or the ¢omponent manufacturer.

NOTE Theintegrator can be for example a manufacturer, assembler, engineering company, or entity with the overall
responsibility for the machine.

Documentation in terms of information for use will be made available to users of subsystem(s)
or SCS designed according to IEC 62061 or SRP/CS designed according to ISO 13849-1.
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Table B.13 — Overview of documentation

Overview of documentation Input information Output
information
Source of
requirement Where
information

can be found

Specification of safety integrity

- SIL1,2o0r3,

— if relevant, architectural constraints of the subsystem(s).

Technical documentation relevant to all safety-related parts

— Dog¢umentation according to Table 9 of IEC 62061:2021 IEC 62061:2021,

Table 9

— Salfety function(s) provided by the SCS according to Clause 5 or avle
safpty sub-function provided by the SCS subsystem

— Subsystem when designed (according to Clause 7) (including test or
anglysis of fault behaviour)

— Characteristics of each safety function
— Enyironmental conditions

— Mepsures against systematic failure

—  We]l-tried components when used

Informption for use given by the manufacturer of subsystems
(for thel safe installation, use and maintenance of the subsystem)

— Description of the subsystem (general, function, installation,
intgrface(s), configuration/settings/programming)

— Inf¢rmation on operating limits (environmental limits, interfacing
lim|ts, other limits like operating frequency, etc.)

— Fadlt exclusions

— Neg¢essary measures at the subsystem to prevent degradation of the
intgnded SCS function

— Prqvisions for the maintainability
— Resgponse time of the subsystem
—  Usegful lifetime of the subsystem

- D

dgnostic functions

— Inspection procedures

— Safety-related parameters

Informption for use’given by the SCS integrator
(for theg machineuser to develop procedures to ensure that the required functional safety of the SCS is
maintaijned during use and maintenance of the machine)

— Opegrating’limits of the SCS (including environmental conditions)

— Cleardescriptionmsamd Tetatedmstructions for the userimterfaces
with the SCS (e.g. operator panel, indications and alarms)

— Description (including interconnection diagrams)

— Marking if required, according to ISO 12100:2010, 6.4.4
— Useful lifetime and requirements for the SCS components
— Any operating mode relevant to the safety function(s)

— Tools necessary for maintenance and re-commissioning, and the
procedures for maintaining the tools and equipment

— Provisions for maintenance and all information for maintenance
(procedures for fault diagnosis and repair, procedures for confirming
correct operation subsequent to repairs and preventive maintenance
and corrective maintenance
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Annex C
(informative)

Examples of MTTF, values for single components

This Annex C describes different methods to calculate or evaluate MTTF values for single

components. Table C.1 and Table C.2 summarize relevant information (for more information on
Table C.1, see IEC 62061 or ISO 13849-1).

Table C.1 - MTTF or B,,p values for components (derived from ISO 13849-1:2015)

Component Typical MTTF {al’qr
B,op [cycles] values
Mechanfical components MTTF, = 150
Hydrauljc components with op =1 000 000 MTTF, = #50
Hydrauljc components with 1 000 000 > Mop = 500 000 MTTE,+= 300
Hydrauljc components with 500 000 > op =250 000 MTTF, = 600
Hydrauljc components with 250 000 > Nop MTTF, = 1 200
Pneumgtic components Bop = 20 000 000
Relays pnd contactor relays with small load (mechanical load) Bop = 20 000 000
Relays pnd contactor relays with maximum load Byp = 400 000
Proximity switches with small load (mechanical load) Bop = 20 000 000
Proximity switches with nominal load Byp = 400 000
Contacfors with small load (mechanical load) Bop = 20 000 000

Contacfors with nominal load

Byop = 1300 000 (see )

Positior] switches

B,4p = 20 000 000

Positior|] switches (with separate actuator, guard-locking)

B,,p = 2 000 000

10D
Emergency stop devices Bop = 100 000
Push byttons (e.g. enahling-switches) Bop = 100 000

a
Biod
avail
b "No
dim

able.

ninal load" or "small load" should take into account safety principles described in ISO 13849-2, li
bnSioning of the rated current value. "Small load" means, for example, 20 %.

is estimated’as two times B, (50 % dangerous failure) if no other information (e.g. product standard) is

e over-

Table C.2 — Relationship of Ay, MTTF and B4p

Formulas Units Parameters
C C RDF cycles
by 20— = — —— 1 e
By 10 By h hour[h]
1 10 B yel
MTTFD :—z_i [a] _ﬂ
i, 8760 n RDF year|a|
T = Biop _ MTTFy 5 By [cycles]
10 [a] 10D RDE

Ratio of dangerous failures (RDF)
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Annex D
(informative)

Examples for diagnostic coverage (DC)

General

A diagnostic function represents a periodic testing function (see IEC 62061:2021, 6.9)
performed by a subsystem of an SCS or SRP/CS.

Diagno

— aut
— fred

stic functions are carried out:

bmatically (initiated automatically or manually) and
uently (related to the process safety time and demand rate).

Therefazre, a diagnostic coverage DC can only be claimed (see IEC 62061:2021, 7.4

7.4.4)

— afdg

— the
fun

Conseq
faults 4

The D(
IEC 62

be esti

For
HFTH

For
HFTH

r a diagnostic function when:

ult reaction is implemented

to set the relevant parts of the machine in a safe state as{a consequence of a d
fault and

to be performed before a hazard due to this fault,ean occur;

diagnostic test interval is adequate to reveal failures at least at the demand of ¢
ction (diagnostic test interval is greater or equal to the demand rate).

uently, an analysis of each subsystem element is performed to determine all r
nd their corresponding failure modes (see IEC 62061:2021, 7.3.3).

L of each subsystem element has'a significant impact on the estimation of SH

mated with following equations:

DC
0 SFF = DCyyq = Joo1_DCrxdor _pe
AD1 AD1
DC; | DG,
SFF ~DC. - 7001 *7pp2 _ DGy xJpy +DCy xJpp _ MTTFyy  MTTFp,
1 = avg — " = p _ 1 1
p1 + 4p2 o1 + o2

.3 and

btected

safety

blevant

F (see

D61:2021, 7.4.2). Using the wefst-case approach /g = 0 and depending on HFT, SFF can

(D.1)

(D.2)

+
MTTFy, MTTRy,

where

App1> App2 IS the rate of dangerous failure of subsystem element 1 and 2 which is detected by

the diagnostic functions;

Ap1, 4p2  is the rate of dangerous failure of subsystem element 1 and 2,

DC,, D

C, is the diagnostic coverage of subsystem element 1 and 2.
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D.2 Influence of cabling, wiring and interconnections

D.2.1 General

To ensure the systematic integrity of an SCS or SRP/CS measures to avoid systematic
hardware failures are implemented on subsystem and SCS or SRP/CS level. Cabling, wiring
and interconnections can have an impact on the capability of a diagnostic function and can
therefore limit a possible DC for a subsystem element: Specific fault considerations and
possible fault exclusions lead to potential impacts on the DC evaluation.

Basically, the measures in Table D.1 to prevent short circuit and impacts on maximum claimable
DC can_exist

Table D.1 — Measures to prevent of short circuit

Fault Measure Examples
Short gircuit Basic safety principles (see also IEC 60204-1, ISO 13849-1):
Prevention of short circuit Use of high active gignals (loss of power
by applying — Use of de-energization supply, wiring intérruption or short circuif)
— well-fried safety Well-tried safety principles (see also IEC 60204-1}1SO 13849-1):
princjples and fault
excldsion, — Fault avoidance in cables External to“ericlosure: Cable with shieldipg
connectedito the protective bonding circtit on
or each’separate conductor
— by crpss-monitoring, - Separation distance Sufficient distance between position terminals,
direct or indirect domponents and wiring to avoid unintended
monigoring connections

Faults and fault exclusions (see also IEC 60204-1, ISO 13849-1)

Between any two conductors — Permanently connected (fixed) and
protected against external damage, ¢.g. by
cable ducting, armouring, or

—  Within an electrical enclosure, or
— External to enclosure:

— Individually shielded with earth
connection or

— Separate multicore cables

Between adjacent terminals Terminals and connections in accordancg with
IEC 60947-7-1 or IEC 60947-7-2 and the
requirements of IEC 60204-1

Well-tried component (see also IEC 60204-1, ISO 13849-1)

Cable Cabling external to enclosure protected fgainst
mechanical damage (including, e.g. vibration or
bending)

Diagnostic function

— Cross-monitoring Evaluation of plausibility of status of signal(s)

— Direct or indirect monitoring

NOTE 1 Measures to avoid short circuit are applied to single and dual channel subsystems.

NOTE 2 For dual channel subsystem DC = 99 % for each subsystem element achievable where fault(s) due to
short circuit can be prevented.

D.2.2 "Serial wiring"

Undetected or masked faults are possible where a serial wiring of signals is used. Measures to
prevent an accumulation of faults will be applied depending on the application and on the
probability of occurrence of an accumulation. Where an accumulation of faults cannot be
excluded, a DC of less than 90 % should be assumed.
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EXAMPLE 1 Monitoring of three interlocked safeguards, where two position switches are used for each interlocked
safeguard and the evaluation of these position switches is realized by a "serial wiring". When one operator is opening
and closing only one safeguard at the same time due to the manufacturing process, then the probability of occurrence
of masking faults by one of the other safeguards can be excluded. When one operator uses any of the safeguards to
enter the same hazardous area, then the probability of occurrence of masking faults by one of the other safeguards
can occur and a possible foreseeable misuse cannot be excluded. DC of 60 % reasonably can be assumed and each
subsystem (safeguard) is limited to a maximum achievable SIL 2. See also ISO 14119:2013, 8.6 and ISO/TR 24119
for more information.

EXAMPLE 2 Emergency stop devices are wired in serial by using two electrical contact elements that are opened
by a direct opening action with mechanical latching. The electrical contact elements are wired in serial. It can be
excluded that an operator will push one emergency stop device and then a second one. The probability of occurrence
of masking faults can be considered as very low, and therefore excluded. DC of 99 % can be assumed and each
subsystem (emergency stop device) can claim SIL 3.

D.3 |Use of manufacturing process information

D.3.1 General

The ndn-safety-related part of the machine control system is performing‘the manufdcturing
proces$ and can provide, based on the expected behaviour of the mandfacturing ptocess,
informgtion which can be used for evaluation of diagnostics on subsystem element(s).

Dependling on the manufacturing process diagnostics (test) rate, DC measures of the 8CS or
SRP/CB can lead to a higher DC for subsystem element(s)\than without consideripg this
inform3tion.

The evpluation of manufacturing process information i§)realized by the safety-related logic.

Typical reasons for carrying out this procedure areswhere:

— dirgdct monitoring of a subsystem element is'not possible;
— progess degradation or process qualityZproblems allow the prediction of upcoming ppssible
hazardous situations before a safety-function will be demanded.

Evaluajed DC for each subsystemi\element depending on the process diagnostic test nate (rt)
and thg demand rate (rd) of the'safety function is limited to:

— DCJ|= 60 % when rt/rd >»1;
— DCJ|= 90 % when rt/rd 2 10;
— DCJ|= 99 % whenurt/ird 2 100.

D.3.2 Use of-expected timing or awaiting of signal status

Timing|of signals due to the manufacturing process can be used for diagnostics, especially
where physically a single channel signal is expected to have a specific behaviour.

EXAMPLE 1 An inductive or analogue monitoring device is used by an evaluation dynamic signal that is well-known.
Where the behaviour of this dynamic signal deviates from an expected value or threshold a diagnostic function can
detect this deviation and initiate a fault reaction function. This can be considered as a single channel subsystem with
a DC value of 60 % to 90 % and a maximum achievable SIL 2.

EXAMPLE 2 Direct monitoring of well-tried components (e.g. contactors) by using feedback signals (mirror contacts)

wired to non-safety-related hardware but evaluated by a safety-related subsystem (logic with cross-monitoring with
dynamic signal change to detect static faults and short circuit).

D.4 Typical DC measures

Table D.2 gives an overview of DC values and examples of recommended measures. When
applying a specific measure, the effectiveness of the diagnostics should be considered.
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Table D.2 — DC values and recommended measures

DC Measures Examples
Cross monitoring of two channels with
99 % |dynamic signal change to detect static
faults and short circuit
Plausibility check of two channels Normally open and normally closed mechanically linked
contacts
Electrical position monitoring of control valves
Direct monitoring (for single or dual
channel subsystem) Monitoring of electro-mechanical devices by
mechanically linked contact elements
Using manufacturing process (expectation ofisignal
90 % Cross monitoring of inputs without behaviour)
°| |dynamic test
Without short-circuit prevention
Cyclic test stimulus by dynamic change of Automatically changing an output to'check whether the
the input signals input connected with this output Will change state
- . . Check if the two 3/2 exhaust Vvalves have switclhed off
Cross monitoring of output signals with ) . o
. . : by making use of a pressuré)switch and switchipg on
dynamic test without detection of short ; . -
L . the valves one by one to'see if a difference in gressure
circuits (for multiple 1/0)
occurs
Monitoring by pressdre switch, electrical positign
Indirect monitoring monitoring of actuators, monitoring a cylinder ig in its
end position and remains in this end position
60 % Cross monitoring of inputs without Using manufacturing process (expectation of signal

dynamic test

behavieur)

Monitoring some characteristics of the
sensor

Response time

Range of analogue signals, electrical resistanc
capacitance
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Annex E
(informative)

Measures for the achievement of functional safety
with regards to electromagnetic phenomena

General

ctromagnetic interference can disturb or damage process monitoring, control and automation
tems. Currents due to lightning, switching operations, short-circuits and other

where large conductive loops exist,

where different electrical wiring systems are installed in common routesy’e.g. power supply,
conmpmunication, control or signal cables.

Other glectrical disturbances can be caused by electrostatic discharges due to persons foming
into cogntact with the equipment, from the use of mobile phodes nearby and operdtion of

frequency converters.

For EMC purposes, electrical equipment for machinery.is deemed to be either apparptus or
fixed irfstallations. Where electrical safety and electromagnetic compatibility result in dfifferent

req

also fof example IEC 60204-1.

E.2 [Measures

E.2.1 General

uiregments, electrical safety (especially electrical*shock) always has the higher prior|ty, see

The rgcommendations in E.2.2\to E.2.3 provide guidance to fulfii EMI (electromagnetic
interferlence immunity) for the-items of equipment (devices and/or apparatus) and for their

integration into the electrical equipment of the machine.

E.2.2 Recommendation for electrical/electronic items of equipment (devices on

For the| electrical/electronic items of equipment (devices or apparatus):

1

apparatus)

When/available, only electrical and/or electronic devices or apparatus which meet the
requirements of the relevant product standard (with regard to immunity against
electromagnetic phenomena) should be used; since a product family/product standard
usually gives more specific requirements, it is generally considered that it takes precedence
over the corresponding generic standard.

Examples of product standards are IEC 61326-3-1, IEC 61800-5-2, IEC 61496-1,
IEC 60947-5-31. For their integration/installation into the machine electrical equipment, the
information for use of the manufacturer will be applied.

If no relevant dedicated product-family or product standard addressing electromagnetic
influences on functional safety exists, the generic standard IEC 61000-6-7:2014 is
applicable.

Under consideration.
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— For subsystems designed according to IEC 62061 or 1SO 13849-1, the electromagnetic
environment and its phenomena should be considered in the SRS, as required by
IEC 61508. The immunity requirements should be based on the foreseeable electromagnetic
threats in the real environment over the whole operational life of the equipment. The generic
standard IEC 61000-6-7:2014 is applicable if for the subsystem under consideration no
relevant dedicated product-family or product standard addressing electromagnetic
influences on functional safety are available.

EXCEPTION: For SCS or SRP/CS designed according to PL a or PL b by using Category B of
ISO 13849-1 follow the EMI requirements of IEC 61000-6-2:2014.

E.2.3 Recommendation for the integration of an SCS or SRP/CS into the electrical
equipment of the machine

For thg integration of an SCS or SRP/CS into the electrical equipment of the machine EMI
measures according to Annex H of IEC 60204-1:2016 and of IEC 60204-1:2021,camn be gpplied.

Table E.1 provides a list of recommendations to improve electromagneticfimmunity of an SCS
or SRPY/CS and reduce emission of electromagnetic disturbances.

Table E.1 — Non-exhaustive list of recommendations regarding EMI measures for
integration of devices or equipment into the electrical equipment of the machine

Examples of EMI measures Use
Installed in a shielded and earthed cabinet or components in a shielded and earthed Recommengled,
housin whenever ppssible

. . ) to be installed
Shieldgd and grounded or twisted cables for sensors and safety related input/output-

signals|(cable shields are flat, grounded in low impedance-close to the components)

RF-filtelr, overvoltage and transient protection (e.g. filtér,transient-voltage suppression
diode, pptocoupler, ferrites) for safety related input/eutput signals

If appli¢able: shielded and earthed cables for mators or sine filter between motor and
invertef or equivalent measures

RC filtdr, fly-back diode or equivalent measures to achieve spark quenching on switching
of indugtive loads

Field experience with high reliability of the system Highly
recommended

Harnesp of low voltage D€ te-the components in twisted pair

Suitablg EMC filters for\power mains (overvoltage and transient protection)

Separation of EME.sources and sensitive components e.g.
— separate routing and location of power lines and signal lines

— separdte'metal cabinets for power electronics and low power electronics

d' 20 bat 4 =~ HH 4
— distepree—>20-embetweerpowercomponents-and-sensitive-compenents
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Annex F
(informative)

Guidelines for software

General

Table F.1, Table F.2, Table F.3, Table F.4, Table F.5 and Table F.6 give an overview of
necessary documents and basic activities.

NOTE $goftware can be designed according to T[EC 62061 or ISO 13849-1.
Safetyrelated application software is running in a pre-designed platform (combinhgtion of
hardwdre and software) according to IEC 61508, or other functional safety standards lipked to
IEC 61p08 e.g. IEC 61131-6, where:
SW lejvel 1 use limited variability language (LVL),
SW lejvel 2 use of a language other than limited variability language (LVL).
F.2 |Documentation
Table §.1, Table F.2, Table F.3, Table F.4, Table F.5\and Table F.6 summarize the relevant
documeénts and information during the SW level 1 and SW level 2 design, implementation and
integration.
Table F.1 — Documents for SW level 1 and SW level 2
Document Comments
Coding|guidelines See Table F.2
Specifipation of the safety functions See Clause 5,
B.3 and
Table B.2
Specififation of the hardware'design (see ?) See 4.4
— Plant sketch(s)
— Corltrol system désign
—  Wir|ng diagram(s)
- 1/OAlist
Softwafe design specification (see b) See overview of basic activities for SW Igvel 1,
Table F.3 and SW level 2, Table F.4
— Safety-related software specification and validation plan SW level 1 and SW level 2
— Software system and module design specification SW level 2
— Architecture of safety-related program
— Architecture of non-safety-related program
— Module architecture of safety-related program
— Program sketch (logical representation)
Protocols See Table F.3
— Software verification
— Code review
— Software validation

2 Hardware printout generated by CAD tools can be used.

b Software printout generated by pre-designed software-platform can be used.
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Table F.2 - Coding guidelines

A Variables

Prefixes of boolean variables: "b".

Prefixes of binary inputs: "I_b" (non-safety-related input), "IS_b" (safety-related input).

Prefixes of binary outputs: "Q_b" (non-safety-related output) or "QS_b" (safety-related input).

Prefixes of instances: Timers: "T_", positive edge detections: "R_", Flip-Flops: "FF_"

Prefixes of instances: Instances of SF_GUARD: GUARD_<guard name>, SF_ESTOP: ESTOP_<number>,
SF_FDBACK: CONTACTORS_<contactors>

Prefixes of global variables: "G_" (non-safety-related), "GS_" (safety).

Prefixe

Variabl
contain

Variabl

E of [emporary variables: "#"

P names: The variable name after the prefix should be self-explanatory, e.g. should
the device name under consideration. For example GD1 for guard door 1.

b declaration: Initialize with the safest condition. Include a comment in each declaration}

B Signal processing

Softwa
(logic) 4

Realize
contriby

For eac|
(if poss

Assiganent: Use outputs and variables in only one program statenient:

Comm
Cyclic

Monito
discrep

Monito

Monito
500 ms

Automa3
Errors
Triggern

Concep
concept

Resporn

e architecture: Partition the software data flow in a pre-processing layer (inputs), a switch off log
nd a post-processing layer (outputs).

the pre-processing layer in consecutive networks. The output of each ngtwork should somehow
te to the switch off logic.

h binary output: Realize the corresponding switch off logic and the‘post-processing layer in one ne
ble).

nts: Each network has a comment.
processing: Run each part of the safety-related software unconditionally as part of each cycle.

ing of two channel inputs: Monitor on two channél inputs (e.g. push buttons) by the input cards
hncy time of e.g. 100 ms.

ing of contactors: Monitor of the mirror centacts of contactors with a feedback time of e.g. 1 s.

ing of guard door: Monitor of the interlocking devices with a discrepancy time of e.g. 100 ms to

tic restart: Is only allowed for guard doors where the operator cannot stay in the hazard zone.
n peripheral devices: MandGalyreset is necessary.
ng of safety functionst Trigger by FALSE.

t of acknowledge of detected failures: Selectivity of "reset/acknowledge" depending on the avai
. human actions réquifements

se time (typical): Calculate or test and document the response time of the safety-related prograni.

)

twork

ith a

ability

C Library function blocks / functions (FBs/FCs)

Usage:
Guard

Wherever applicable use pre-designed library FBs/FCs.
Hoor: , SF_GUARD.

Emerge

ncy stop device: SF_ESTOP.

Contactor: SF_FDBACK.
Enabling device: SF_EV2DI

Automatic reset: Depending on the library functions (to be cited here)

Activation: Depending on the library functions (to be cited here)

Self-developed FBs/FCs: If applicable, capsule logical signal combinations which have multiple assignments
within the project in a FB/FC. The life cycle complies with the V-model.
These FBs/FCs will be password protected. A library management is necessary.
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Table F.3 — Overview of protocols

Activities Reference Correct (y/n)

Verification of software system design specification

1. Does the module architecture comply with the specification of the safety
functions?

2. Does the software design specification comply with the specification of the
safety functions?

Software code review

1. Does the software comply with the coding guidelines?

2. Doeq the control system design comply with the specification??

®

Is the¢ interconnection of the 1/0O-signals in the software correct? Is the
parafneterization of the relevant FBs correct?

Doeq the hierarchy of the plc-safety program comply with the specification?
Doeqg the architecture of safety-plc-program comply with the specification?

Doeq the plc-safety-program comply with the table specification?

N o &

Doeq the safety-related software specification comply with the specification
of thg safety functions?

Software validation — to be checked

1. Wasl|the I/O-test carried out with a positive result?

2. Wasl|the test of the safety functions and other test requirementscarried
out with a positive result?

3. Werg all manufacturer specific tests of the parameterization‘of external
safefy devices (e.g. laser scanners, converters, etc.) carried out positively
and flocumented?

Software validation — necessary documentation

4. Docyments of the V-model
5. Final document of the safety relevant software including signatures

6. Final document of the control system(hardware configuration with checksums
and all adjustments

7. Arch|ving of the handbooks of all, safety relevant system components

8. Final document of the configuration of all safety relevant peripheral devices

9. The felevant C standards

Date:
Name:

Softwafe\signature:

Hardware signature:

F.3 Activities

The main difference between SW level 2 and SW level 1 is the higher degree of flexibility in
programming due to higher freedom and complexity of the used program language.

Therefore, the following additional activities are necessary:

— software system design and

— module design.
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Table F.4 — SW level 1 — Overview of basic activities

Requirements (input)

Result (output)

Developing of software safety requirements

Specification of the safety function(s)

Input for

Architecture of the SCS or SRP/CS

Response time

Operator interfaces and controls

Software design specification

Relevant modes of operation of the machine

Diagnostics (e.g. characteristics of sensors,

final adtuators)
Coding|guidelines
Developing of software design specification
Softwafe design specification Input for
For eagh subsystem
SIL and test cases Coding
Logic
Test cases fault insertion or‘injection(s)
Diagnostic functions with~fault reaction
feOJuT'Z iu;itgebsgggdagﬁl¥s?: g%nz,j Achieving or maintaiging a safe state
modulg description, interface, libraries used Periodic testing R flinctional tests
and spgcific coding rules Preventing unauthorized modification

Responsé‘time

SW architecture; global data; libraries; pre-existing
software modules; test cases and procedures

Coding
Softwafe design specification To be tested
Coding|rules
Coding|guidelines Program code
Source code listing (e.g. ladder, function blocks, models)
Structure as logical flow
Code review report
Sufficient comments
'lfeoc;’urir;giu;ﬁtgoding apply the same Same names for parameters

Names represent the function

Peacafi A abot
rregermmead—State

Limited use of set/reset

Outputs assigned once only
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Table F.4 — SW level 1 — Overview of basic activities (continued)

Requirements (input)

Result (output)

Software testing

Software design specification

Check of functionality

Coding

rules and guidelines

Tested

Program code

(verification by tests)

Test guidelines:

Types of tests; test equipment; software versioning;

For mo
require

Hule testing apply the same
ments (see 8.3.3)

corrective actions on t1ailed test

The manufacturer’s specification

Functional testing

Failure simulation

Documentation

Table F.5 — SW level 2 — Overview of basic activities (1/2)

Requirements (input)

Result (output)

Developing of software safety requirements

Specifi
Archite
Respor
Operat
Releva

Diagno
final ad

Coding

Cation of the safety function(s)

Cture of the SCS or SRP/CS

se time

br interfaces and controls

ht modes of operation of the machine

stics (e.g. characteristics of sensors,
tuators)

guidelines

Input for

Software design specification

Developing of software design specification

Structu
unders

For eaq

SIL anq

Fed, reviewable, testable,
andable, maintainablesand operable

h subsystem

test cases

Input for

Software system design

Logic
Test case fault insertion or injection(s)

Diagnostic functions with fault reaction

Achieving or maintaining a safe state
Periodic testing or functional tests
Preventing unauthorized modification

Response time

SW architecture; global data; libraries; pre-existing software

modules; test cases and procedures

IEC TS 63394:2023 © IEC 2023
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Table F.5 — SW level 2 — Overview of basic activities (1/2) (continued)

Requirements (input) Result (output)

Developing of module design specification

Software design specification Input for
Coding rules

Coding guidelines Module design specification

Description of the logic (i.e. the functionality) of each module
Fully defined input and output interfaces of each module

Format and value ranges of input and output data and their
relation to modules

Test cases which will include normal and outside naormal
operation

Documentation of the interrupts

Module design

Modulg design specification Input for
Modulg description
Modulg interface Module design
Modulg libraries used

Special coding rules

Description of the logic (i.e. the functionality) of each moQdule

Fully definedihput and output interfaces of each module

%
=

Format and‘value ranges of input and output data and th
Development of module(s) relation-fa’modules

Test\cases which will include normal and outside normal
operation

Documentation of the interrupts
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Table F.6 — SW level 2 — Overview of basic activities (2/2)

Requirements (Input) Result (Output)

Coding

Software design specification To be tested
Coding rules

Coding guidelines Program code

Source code listing (e.g. ladder, function blocks, models)
Structure as logical flow

Code review report

Sufficient comments

For mopule design apply the same

. Same names for parameters
requirements

Names represent the function
Predefined state
Limited use of set/reset

Outputs assigned once only

Module testing

Modulel design specification Tested
Test cases
Coding|guidelines Module and integration testing

(verification by, tests)

Documentation of test cases:
Functional'tests

Blaek-Box, Grey-Box or White-Box testing
Bocumentation of corrective actions:
Integration test cases:

software modules and software elements/subsystems intgract
correctly

Program analysis

Software testing

Softwafe design specification Tested
Test cases
Coding|guidelines Program code

(verification by tests)

Test guidelines:

T £4 4 £ 4 H 4 £4 H H ti
rypes-ortests testegttpment,—Sortware-verstonng,—correclive

actions on failed test

The manufacturer’s specification
Functional testing

Failure simulation

Documentation
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Annex G
(informative)

Examples of safety functions

G.1 General

Annex G of IEC 62061:2021 gives generic examples of typical safety functions.

The definition of the safety function differs from that of ISO 12100 because this document

addrespes risk reduction performed by an SCS or SRP/CS.

NOTE $Pafety functions are designed according to IEC 62061 or ISO 13849-1.
Based [on additional information in Clause 4 and Clause 5 of this document specific]
functiops are listed in this Annex G.

G.2 [Safety functions

G.21 Basic information

Table &.1 gives a non-exhaustive list of examples of safety functions according to 1ISO
Some basic information is necessary to describe an implemented safety function.

Table G.1 — Examples of'safety functions
and associated safety-related devices

Safety functions to protect persons

Interlocking guard

Interlocking guard with guard locking

Interlocking guard with a start function (with manual reset function)

Sensitive protective equipment (SPE), muting

Pressure-sensitive protective devices

Device with reset (push button)

Heldxto-run control device

Two-hand control device

Enabling device

Other safety functions

Selecting ot local control

Manual parameter selection device (and procedure)

Manual operating mode selection device (and procedure)

Emergency stop device

Energy control device (and procedure)

Safety functions for the protection of integrity of the machine

Limited operation — Other protective devices

Operation to remain within specified limits — Other protective devices

safety

12100.
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Detailed description of safety requirements

The development of a separate risk assessment is not necessary if the requirements for the

safety function are already described in the corresponding type-C standard.

If there are no defined requirements, the safety function will be determined according to the
specifications required by IEC 62061 or ISO 13849-1.

The safety requirements specification defines all requirements for the safety function with
regard to the safety of people and the environment. It is derived from the risk assessment.

Table G2 gi\/ne

specifiq

ation.

an overview of hasic information related to the safetv roauir
Y <

Table G.2 - Basic information related to
the safety requirements specification

Basic information of safety functions

Name of the SF

Summary description of functions

Triggering event

Safety-related reaction

Operating mode

Required safety integrity, PL / SIL

Frequency of request (request rate)

Overrun

Behaviour in the event of powet-failure

Priorities for combined request of individual

Supplementary safety function

Additional parameters

Fault detection measures

Fault reaction° measures (function)

Intended-dse

Safe'state

Criteria achieving the safe state of the machine

Limit values and triggering criteria of the safety function

Acknowledgement and restart after detected faults

PGSSIDITITIEs for bypassing the safety function

Requirements for the sensors

Requirements for the actuators

Logic requirements

Reaction time(s)

Intervention by the operator

Interfaces to non-safety-related functions

The following topics can be important:

ments
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¢ International Standards considered are:

— 1EC 60204-1 Electrical safety

- 1SO 14119 Interlocking guards

— IEC 61496 Electro-sensitive protective equipment

— 1S0O 13850 Emergency stop functions

- 1SO 13851 Two-hand control devices — Functional aspects and design
principles

- 1SO 13857 Safety distances to prevent hazard zones being reached by upper
and lower limbs

- [I1ISO 14118 Prevention of unexpected start-up

— |other

e Thqg functional description of the safety function is:
— |"When the guard door is opened then the motor will stop immediately".

e Systematic integrity measures applying safety principles are:

— |Basic safety principles Vi
— |Well-tried safety principles v: ...

— |Well-tried components Vi

e Sygtematic integrity suing othertadditional measures are:

— [Avoiding v': Selection of components
v

— |Controlling v': Voltage
v EMC, EMI
v

o Other additional requirements are:

— Restart When the hazard zone is accessible then no automatic restart
is allowed
— Unexpected As long as the interlocking guard is opened
restart
— other

G.2.3 Example of interlocking guard

Safety-related parameters for a safety function with the required SIL 1 are shown in Table G.3
for example.
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Table G.3 — Example of safety-related parameters for
a safety function with required SIL 1

Input Logic Output
Architecture constraints, max. SIL 1 Architecture constraints, max SIL 1
HFT= 0 HFT= 0
Category = 1 Category = 1
DC= 0 DC= 0
Failure rates Failure rates
Position switch 1 Bop [cycles] = 20 000 000 Contactor 1 Bop [cycles] = 1300 000
Cl1/h]l= 1 Cl1/h]l= 1
Ap [1/h] = 5,0 E-09 g [1/h] = 7,7 E08
high MTTF, [a] = 22831 high MTTF,[al= 1484
— Tioplal= 2283 Top [8] =, +148
SFF= 0 SFF= 0
PFH (</SIL 3) PFH (< SIL 3)
Basic qubsystem architecture A Basic subsystem architecture A
PFH = 5,0 E-09 PFH = 7,7 E{08
Achieved SIL 1 Achieved SIL 1

Safetydrelated parameters for a safety function with the required SIL 3 are shown in Taple G.4
for example.

Table G.4 — Example of safety-related parameters for
a safety function with required SIL 3

Input Logic Output
Architeécture constraints, max. SIL 3 Architecture constraints, max SIL 3
HFT = 1 HFT = 1
Category = 3 Category = 4
DC= 10,90 DC= 0,99
Failure rates Failure rates
Positionf switch 1 B,opy [cyeles} = 2000 000 Contactor 1 Bopq [cycles] = 1300 0¢0
(with separate
actuator])
Position|switch 2 B, 4, [cycles] = 2 000 000 Contactor 2 Byopy [cycles] = 1300 000
(with separate
actuator])
Cl1/h]l= 1 Cl1/h]= 1
Apq [1/h]1 = 5,0 E-08 Apq [1/h] = 7,7 E-08
Apy [1/h] = 5,0 E-08 Apy [1/h] = 7,7 E-08
high MTTF,, [al= 2283 MTTF,, [a] = 1484
high MTTF,, [a]= 2283 MTTF,, [a] = 1484
— Tyopq [A1 = 228 Tiopq [@] = 148
— Tiopo [@]1= 228 Tiop2 1= 148
SFF= 90 % SFF= 99 %
PFH (< SIL 3) PFH (< SIL 3)
Basic subsystem architecture D Basic subsystem architecture D
PFH = 1,0 E-09 PFH = 1,6 E-09
Achieved SIL 3 Achieved SIL 3
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Annex H
(informative)

Evaluation of PFH value of a subsystem

H.1 General

Approa

ches of evaluation of a PFH value of a subsystem are showed in this Annex H.

NOTE Evaluation of a PFH value of a subsystem is based on IEC 62061 or ISO 13849-1.

H.2

The fol
distribu

PFH v3
followin

- Tqi
— for

— if th

channels can be used as a worstcease approach, or the geometric average of MT|

eadg

H.3

In IEC

for a niimber of basi¢c.subsystem architectures and formulas that can be used for subsy

Further

tion:
1
- 0,1 < {—} or MTTR, = [years]
Biop 8 760 Jp
= Tiop ~ 0,1 l[h] or 7, =0,1 L o4 MTTF, [years]
o 8 760 Jp

Table allocation approach (IEC 62061)

owing simplification can be applied for subsystems based on elements-foliowing

lues can be evaluated by using Table H.1 andyTable H.2 of IEC 62061:2021 W
g restriction:

5 equal to 20 years;
Hual channel subsystems (HFT = 1) theMTTFp of each channel is equal,

e MTTFp per channel is different~either the lowest MTTF of each channel

h channel of both channels-MTTF, = \/MTTFD1 MTTFy, .

Simplified formulas: for the estimation of PFH value (IEC 62061)

62061:2021, Clause H.2, a simplified approach is described for the estimation

approaches are described in this document, in Clause H.4.

H.4

H.4.1

Weibull

ith the

bf both
TFp of

of PFH
stems.

\Approaches of IEC 61508, IEC 62061 and 1SO 138491

General

The evaluation of PFH formulas can be performed by different approaches with respective
boundary conditions. In this Clause H.4 the different approaches will be described.

A number of reliability techniques are more or less straightforwardly usable for the analysis of
the unreliability of safety-related subsystems, among which are reliability block diagrams and
Markov chains. IEC 62061 has traditionally used reliability block diagrams and it assumes
subsystems as being non-repairable (except for the formulas in IEC 62061:2021, Clause H.4),
while ISO 13849-1 has always used Markov modelling and it assumes subsystems as being
repairable.
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In the context of IEC 62061 the basic approach and the importance of T, will be elaborated in
Clause H.6. Clause H.7 gives an overview of PFH formulas derived in this Annex H.

H.4.2 Approach of IEC 61508

H.4.2.1 General

Reliability techniques are sorted according to the two following points of view:

Static (Boolean) versus dynamic (states/transitions) models;
Analytical versus Monte Carlo simulation calculations.

Booleap models encompass all models describing the static logical links betwepn the
elementary failures and the whole system failure. Reliability block diagrams (RBD) and fault

trees (FT) belong to Boolean models.

States/transitions models encompass all models describing how the system-behaves |(jumps
from stpte to state) according to arising events (failures, repairs, tests, etc)). Markoviap, Petri

nets arl[d formal language models belong to states/transitions models.

NOTE For further information see Annex B of IEC 61508-6:2010.

The simplified approach first is based on RBD graphical representations.

When gn E/E/PE safety-related system is used in contindous or high demand mode of opgration,
IEC 61p08-6:2010 requires the calculation of its PEH. This is the average of the sqg-called
unconditional failure intensity (also called failure frequency) w(¢) over the period of intenest:

H.4.2.2 Boundary conditions-of IEC 61508

PFH(F) =%?w(t)dt

The usle of a reliability block diagram (RBD) approach assumes a constant failure rafe. The

calculations are based on_the following assumptions:

the|resulting average probability of failure on demand for the system is less than 101, or
the| resultant average frequency of dangerous failure for the system is less than
10 h'1;

componentfailure rates are constant over the life of the system;

theloverall hardware failure rate of a channel of the subsystem is the sum of the dangerous
failyre.-fate and safe failure rate for that channel, which are assumed to be equal;

the proof test interval is at least an order of magnitude greater than the MRT;

for each subsystem there is a single proof test interval and MRT;

the expected interval between demands is at least an order of magnitude greater than the
proof test interval;

for all subsystems operating in high demand or continuous mode of operation, the fraction
of failures specified by the diagnostic coverage is both detected and repaired within the
MTTR (mean time to restoration, typically assumed to be 8 h) used to determine hardware
safety integrity requirements;

for 1001 and 2002 voted groups operating in high demand or continuous mode of operation,
the E/E/PE safety-related system always achieves a safe state after detecting a dangerous
fault; to achieve this, the expected interval between demands is at least an order of
magnitude greater than the diagnostic test intervals, or the sum of the diagnostic test
intervals and the time to achieve a safe state is less than the process safety time;
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— where the term "channel" is used, it is limited to only that part of the system under
discussion, which is usually either the sensor, logic or final element subsystem.

H.4.3 Approach of IEC 62061
H.4.3.1 General

The simplified approach is based on RBD graphical representations where four basic
architectures are used.

The PFH value of the safety function is given by the sum of the PFH values of all subsystems
involved in performing the safety function.

H.4.3. Boundary conditions of IEC 62061

The simplified formulas used for the evaluation of PFH value are based on the following
assumptions:
— modelling technique based on reliability block diagram (RBD);

— exppnential failure model (component failure rates are constant over the component
lifefime);

— syslems are non-repairable;

— thelunavailability P(t)=1-¢*;

— faillire density is P'(¢);
— thelterm (4 ¢) is assumed to be < 0,1 to allow P(#)~ 4;

— suplported range from 1 % to 10 % for the common cause factor g;

— regarding the lifetime of components that are subjected to ageing and wear, the|failure
meg¢hanism is limited to T'yyp;

— theloverall hardware failure rate of a channel of the subsystem is the sum of the dangerous
failyre rate and safe failure rate/for that channel;

— for[1oo1 and 2002 voted/groups operating in high demand or in continuous mode of
opgration, the SCS always achieves a safe state after detecting a dangerous fault; to
achlieve this, the expected interval between demands is at least an order of magnitude
grepter than the diagnostic test intervals, or the sum of the diagnostic test intervals and the
tim¢ to achieve a safe state is less than the process safety time;

— whegre the termi*channel" is used, it is limited to only that part of the system under
dis¢ussion,(which is usually either the sensor, logic or final element subsystem.

H.4.4 Approach of ISO 13849-1:2015, Annex K

H.4.4.1 General

Comparable with the SIL, ISO 13849-1 employs the performance level (PL) to express the
safety-related capability of safety functions. "PL a" to "PL e" denote the level of performance in
ascending order. As with SIL, each PL requires the PFH (in ISO 13849-1, PFH is called PFHp)

not to exceed a PL-specific quantitative limit.

ISO 13849-1 allows any calculation method for PFH that adequately takes account of the
features listed in 1SO 13849-1:2015, 4.5.1, i.e., failure rates, diagnostics, susceptibility to
common cause failures and system architecture.

Nevertheless, 4.5.4 of 1SO 13849-1:2015 provides a simplified procedure for estimating the
quantifiable aspects of PL, i.e. for estimating the PFH. ISO 13849-1:2015, Annex K, consists of
Table K.1 only. Within the frame of the simplified procedure and in connection with other
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annexes of ISO 13849-1:2015, Table K.1 is used to read out the PFH of a subsystem executing
a safety function or a part of it.

For implementations of safety functions or subsystems implementing a part of a safety function,
ISO 13849-1 defines five categories (B and 1 to 4) primarily by specifying the behaviour of the
(sub)system in the presence of faults. Since this behaviour mainly depends on the architecture
of the system, ISO 13849-1 suggests a so-called designated architecture for each category.
Although the designated architectures are not mandatory for a specific category, they serve as
a basis for the determination of the PFH.

The five designated architectures can be attributed to three basic architectures:

— cateégory B and category 1: single-channel, untested (1001)
— category 2: single-channel with separate test equipment (1001D)

— cateégory 3 and category 4: dual-channel, channels mutually tested (1002D).

NOTE 1| Despite category 4 requiring a fault tolerance of at least two, a conservative estimation of PFH is jnade on
a basis gf the dual-channel architecture in conjunction with a high diagnostic coverage of 99/%.

ISO 13B49-1 allows for high demand of the safety function only, i.e% it'premises at least one
demand per year.

For thig reason, the PFH may be equated with the hazard rate;

The te¢hnique applied by the simplified procedure tosdetermine the PFH (in fact: the [hazard
rate) fgr the designated architectures assumes the presence of high demand up to continuous
demand for the categories B, 1, 3 and 4.

The rejason for this is that within this range of the demand rate the related designated
architegtures do not show a significant dependence of the PFH on the actual demand rpte. By
contragt, the designated architecture for ¢category 2 exhibits such a dependence.

To copg with this characteristic, the-.simplified procedure assumes the desirable and beheficial
case that any detectable failure.ef’'the only functional channel will always be detected|in due
time before a demand arises,‘or, at least that the test rate is much greater than the demand
rate.

Furtheqmore, the simplified procedure assumes restoration of defective systems and ney start-
up withiin a negligible-period of time, once the failure has been detected by diagnostics|or has
been rg¢vealed by.an accident, in the latter case contributing to PFH.

Typical operation of subsystems applying the designated architectures in the field of maghinery
results|in‘avery low influence of the restoration time on the PFH, and neglecting the restoration
time imﬁmn—esﬁnﬁe—m—ﬂwmfe—sMwﬂmed—h—H f f f .

ISO 13849-1:2015, Table K.1 provides pre-calculated PFH values for the five categories
defined in ISO 13849-1. These values have been obtained by applying Markov modelling to the
designated architectures. At this point, the possible combinations of functional block failures or
channel failures constitute different system states. Failures, tests, demand of the safety function
and repair lead on to transitions between the system states, thus forming a state transition
model.

As restoration after an accident is also considered, there are no absorbing states, i.e., states
without outlet. Some of the system states are dangerous, which means that the safety function
cannot be executed. All of the state transition rates are assumed to be constant in time or are
approximated as constant in time. Because of this, the state transition models become Markov
models, which allow for an easy numerical evaluation of the temporal progress of the state
probabilities and of the fluxes between the states. All fluxes outgoing from dangerous system
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states and due to demand of the safety function are taken as contributions to the PFH. The
temporal average of their sum yields the PFH.

One of the input parameters used for numerical evaluation is the failure rate of a channel to the
dangerous side.

Because of the presupposition of failure rates to be constant in time, the mean time to
dangerous failure, MTTFp, is given simply by the reciprocal of the dangerous failure rate ip. In

order to deal with a convenient measure, 1ISO 13849-1 has chosen to use MTTF, in years
instead of the dangerous failure rate. Thus, MTTFp is just to be interpreted as a synonym of
1/2p and is not be confused with a guaranteed lifetime.

The sefond essential input parameter is the mean diagnostic coverage of a functignalchannel,

DCavg, expressed as a percentage.

ISO 13B49-1 requires architectures implying redundancy to limit commaon,-cause failyres by
design] A simple scoring procedure is used to provide evidence that sufficient effort hgds been
taken |in order to limit the common cause factor B to a maximum value of 2 %
(1ISO 13849-1:2015, Annex F). The simplified procedure of ISO-13849-1 assumes that this
requirement is met. The simplified procedure of ISO 13849-1 is désigned so as to deliver|results
with liftle expenditure of modelling, ideally without complex” calculation. Therefofe, the
knowlefdge of the category, of the MTTF of the functional channel(s) and of DCavg is syfficient
to read a PFH result for a (sub)system from ISO 13849=1%2015, Table K.1. The bar gfaph of
ISO 13B49-1:2015, Figure 5, presents a quick overview of the numerical content of Table K.1.

NOTE 2| ISO 13849-1:2015, Figure 5 does not cover PFH "values for category 4 with MTTF, > 100 yegrs while
ISO 13849-1:2015, Table K.1 includes MTTF values up\to.2'500 years for category 4.

If a furjctional channel comprises severalfunctional blocks or components, its MTTFp|will be
calculated from the block or component' MTTF values prior to using Table K.1. For this,
Annex P of this document provides a‘simple Equation (D.1).

In the gase of category 3 or 4 émploying channels with unequal MTTF an average MTT|F has

to be uged for ISO 13849-1:2015, Table K.1. This is calculated by equation (D.2) of Anngx D of
this dogument.

Accordjngly, prior tonapplying 1ISO 13849-1:2015, Table K.1, a series of functional blocks or
compohents withidifferent DC values will be assigned a mean DC value, DC,,4. This value is

obtaingd from-equation (E.1) of Annex E of ISO 13849-1:2015. The same equation may he used
in the dasecof\category 3 or 4 if the DC values of the two channels are different.

H.4.4.2—Boumdary comditions of 1SO13849=12015; Anmex K
The simplified procedure of ISO 13849-1 supports designated architectures only.

If deviating architectures can be decomposed into a series arrangement of subsystems, each
representing a designated architecture, the procedure may be applied to each subsystem
individually. Then the PFH of the safety function is given by the sum of the PFH values of all
subsystems involved in performing the safety function.

The simplified procedure of ISO 13849-1 may also be used if a different architecture can be
mapped to one of the designated architectures with the help of simplifications on the safe side,
i.e. by neglecting redundancy.
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Like most quantification methods, the simplified procedure assumes failure rates that are
constant over time. Therefore, the use of parts subject to wear requires limitation of the
operational time to the T,op value given by Equation (C.3).

Making use of the simplified procedure of ISO 13849-1 implies that a PFH value always has to
be read from ISO 13849-1:2015, Table K.1, i.e. one single table of limited size. Therefore,
concerning the input parameters, some boundaries are introduced.

The mission time of the safety system is fixed to 20 years.

The common cause factor g is fixed to 2 %, which means that a g of more than 2 % is not

supporpmrmmm on the
safe sidle.

In the ¢ase of the tested single-channel architecture of category 2 (1001D) ohly time-pptimal
testing|is supported. This means that any detectable failure of the only Aunctional dhannel
always|has to be detected in due time, or, at least, that the test rate has’to’ be much preater
than the demand rate.

Additiopally, there are some numerical limitations of thé jsimplified procedjure in
ISO 13B49-1:2015, Table K.1. These limitations are due to the-Specifications of the catggories
of ISO [13849-1:2015, 6.2 and they are concerning the range of MTTF and the values of DC,4

that ar¢ covered, or not covered, by ISO 13849-1:2015, Table K.1.

In the ¢ase of category B, ISO 13849-1:2015, TableK.1 covers MTTF, values from 3 years to
< 30 ygars. For category 1, MTTF ranges from 30 years to 100 years, whereas for cat¢gory 2

or 3 a range of 3 years to 100 years is covered.dn the case of category 4, ISO 13849-1:2015,
Table K.1 lists PFH values for an MTTFp ranging from 30 years to 2 500 years.

Regarding MTTF, all table entries are' staggered according to the logarithmic E24| series
resultirlg in 24 values per decade. Often the original MTTF value does not exactly fit i with a
table eptry so that the next lower.entry has to be chosen.

NOTE 1| The category-specific limitations of the MTTF, range in ISO 13849-1:2015, Table K.1 reflect one of the

approaches in ISO 13849-1:2045.to prevent systems without redundancy or without sound diagnostics from feaching
high performance levels solely-because of their low failure rate or, respectively, because of their high MTTF,. This

is accomplished by a capping of MTTF, if it exceeds certain limits, thus deteriorating the PFH value deternjined.

A stronlger limitation of ISO 13849-1:2015, Table K.1 consists in providing PFH values ¢nly for
one or fwo values of the mean diagnostic coverage, depending on the category.

For cafegory 2 or 3 ISO 13849-1:2015, Table K.1 supports a DCa“g of 60 % and of 90(%. For

category 4 only, a DCavg of 99 % is supported since ISO 13849-1 does not permit a lower

diagnostic coverage in this category. In practice, with no additional resource at hand, in the
case of category 2 or 3, a DC,,4 between 60 % and 90 % has to be capped to 60 % and a DC,,4

beyond 90 % has to be capped to 90 %. Vigorous capping will of course result in a significant
increased PFH value, i.e., a conservative estimate.

NOTE 2 Again, capping of DCaVg to 90 % at category 2 or 3 is part of the approach of ISO 13849-1 to limit the

attainable performance level. As a side effect, this results in a more conservative PFH value. A free available software
implementation of the simplified procedure of ISO 13849-1 uses interpolation to avoid DCavg capping between 60 %

and 90 % hence allowing for the determination of more accurate PFH values.
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H.5 Basic considerations regarding exponential and Weibull distributions

H.5.1 Exponential distribution
The unavailability (unreliability) of an element with a constant failure rate of 1 can be expressed

as a cumulative distribution function (CDF) based on the exponential distribution by the
following term

P(t)=1-¢* (H.1)

where
t represents time.

If (1 ¢) < 1 then a simplified approach to evaluate P(z) can be assumed by

P(t) = At (H.2)

The asgumption ¢ ~1-)1t is based on the real exponential function commonly defined| by the
following power series

. o x2 x3 4
=) —=ltx+ 4
— n! 2 6 24
n=0
2 3 4
NOTE P(f) can be written as P(l)z—x—x—+x—+x——... where x = -4 t.
2. 6w 24

2 3 &
X X

Xyt - 1 1
Within ap accuracy of 1 %, LA i, .7 leadsto —x< —;—x < — applies respectively within an accuracy
28 24 100 50 10

1
of £5 %|land —x < g withinan accuracy of < 10 %.

1
In good ¢ngineering practice an accuracy of 5 % is acceptable and ()Lt) < 1 can be written as (i) < —.
10

Based on Formula (H.1) the probability density function P’(¢) can be written as

P =Lp()=s (H.3)
dt

where
t represents the time;

A is the constant failure rate.
H.5.2 Weibull distribution

Non-electronic components are typically characterized by Weibull distribution.
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According to IEC 61649 the Weibull cumulative distribution function F(¢) (as unavailability of an

element) is defined as
_[Ljﬁ
F (t) =1-¢ \"

where
t represents the time;
n represents the characteristic life or scale parameter;

S repfesents the shape parameter.
Three flanges of values of the shape parameter g are salient:

— For|p =1, the Weibull distribution is identical to the exponential distribution;
— p>[1is the case of increasing instantaneous failure rate; and
— p <[1is the case of decreasing instantaneous failure rate.

F(t) = R(t) when 5 :% and g=1.

B
If (—J < 1 then a simplified approach to evaluate F(¢) can be assumed by

By assyiming n :% Formula (H.8) can be written as

F(t)= (2t

Accordjng to J{EC 61649 the Weibull probability density function is defined as

d s
t)=—F(t)~ B —
f(6)=—F0) a

where

t represents the time;

n represents the characteristic life or scale parameter;
S represents the shape parameter.

The instantaneous failure rate A(¢) is defined by

(H.4)

(H.5)

(H.8)

(H.7)
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T,o and By,

General

(H.8)

For electromechanical control switches and for pneumatic valves that are characterised by two

states
(which
measu

The value Bqyp is the number of cycles until 10 % of components fail dangerously

evaluaf

MTTF,

If the R

inform4

The co

Tyop S
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Owing
evaluaf
proced
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limiting
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a Weib

compo
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depends on the number of cycles). For these components the nominal lifetimg/is
ed in By cycles (number of cycles until 10 % of components have failed in(a life

Big

ed with Bygp = RDF where RDF is the ratio of dangerous faildres (compar

_ MTTF )

RDF
DF is not known or not available, B,gp can be determined as Bygp = 2 x Bqg. TH
Biop

nop

tion is converted as a function of time with the<telationship: Tjgp =

hversion factor being the average number of actuations per year (nop).

tands for the elapsed time at_which 10 % of the components tested have
pusly.

to the practical test procedure (e.g. by component manufacturer), RDF can ¢

ed at T4y. For the considered time T, no practical values of RDF exist because
Lres end at 7y. TheMimitation should be 745 and not Ty5p. Owing to the provig

T49p When the.deviation between Ty and Tyop becomes too high (i.e. RDF < 50

LIl distribution, the evaluation of the reliability (MTTF) based on the life time T
hents can be computed based on the T lifetime.

in use
usually
test).

can be

able to

e Byop

failed

nly be
he test

ions of

B49-1, T4op has'\been established and Formula (H.12) represents a compronise by

%).

iming as-a first approximation that failures follow an exponential distribution instead of

bf such

H.6.2

T, with exponential distribution

The unavailability at 7y, of the exponential distribution is written as

P(Tyy)=1-¢ "0 =0,1

and leads to, based on generic formula y=¢* and x=Iny

(H.9)
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~In(0,9) 1

Tio . zO,']I:O,'I MTTF (H.10)

With B1g, B1gp and ng,, the mean number of annual operations, the following relationship can
be written as

B B B
o =—2 ~0,1 MTTF or Tygp = — 20 = 10
Nop nop  RDF ng

= 0,1 MTTFRy (H.11)

Based pn Formula (H.16) MTTF and MTTF, for components can be calculated as

B
MTTF = —10  or MTTFD ~ 100 Pho
,1><nop 0,’I><nOp RDF 0,'I><nop
If RDF £ 50 % than Top will be limited to
B B
10 —_~10 5 olh)MTTR, (H.12)

%0~ RDF gy 0,5 r1gp

By rea¢hing Ty the Weibull cumulative distribution function is increasing dramatically and the
ratio of dangerous failure (RDF) of the component will change. T, represents therefpre the
maximyim proof-test or the useful lifetime. Beyond T, non-electronic components |will be
exchanged.

H.6.3 T4 with Weibull distribution

The unjavailability at T,5-0f*the Weibull distribution, for example with a shape paramefer of 2
can be|written as

2
F(7’10)=1—e7(/1WT10) (H.13)
and leads—to
-In(0,9
To = YOO 4 3951 (H.14)
oy P

The relationship between the failure rates of this Weibull distribution and the exponential
distribution based on Formula (H.10) and Formula (H.14) at T, becomes:

J-In(0,9)  {/-In(0,9)
A iy

Tio = (H.15)
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or J-In(0,9) in( 1 ) ,
0,9
The following example shows the relevance of T'y:

— with B4o =1 000 000 cycles and

— duty cycle of C = 1/h or Nop = 8 760 cycles per year

- MT

At the
175 20

Figure

(H.16)

[F becomes MTTF =~ 1 141 years and Ty = 114 years.

considered time T, =20 years, the number of cycles is 8760{Cydes}2c
a

D [cycles] which corresponds only to 17,52 % of the B4, value.

availablility of the distribution functions.

The eXponential distribution will have a worst-case value pf\the unavailability comp

Weibul

When

distribution.

10 > 20 years or T4y < Ty the Weibull distribution and the exponential distribut

[a] or

H.1 shows the distribution functions and a factor of nearly 6/ef-difference betwgen the
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Figure H.1 — Cumulative distribution functions (CDF)
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The value of /1 can be considered to be constant under the assumption that the value for the
considered time period ¢ is:

— equal to the useful lifetime for electronic components, and
— equal to the smallest one of the useful lifetime or T,qp for non-electronic components.

H.7 Overview of PFH formulas

H.7.1 Definitions

The basic definition of PFH (average frequency of failure) over the period [0, T] is

1.7(d 17T ,
PFH_?J'O (E P(t)j dt_?jo P'(¢) dt (H.17)
where
t represents the time;
P(1) represents the probability density function (PDF) for non{reparable subsystems.

T reprelsents the mission time and will be less than or at mostequal to the useful lifetimje of a
subsystem. The examples provided are based on a mission time equal to 20 years.

H.7.2 Formulas

The PHH formulas listed in Table H.1 to Table H.6 ¢an be used. The detailed derivation df those
formulgs is developed in Clause H.8 to ClauseH12.

NOTE The formulas in Table H.1 to Table H.6 are’based on reliability block diagram and are similar by §sing the
Markov modelling of ISO 13849-1 and applying a.simplified approach where (1 ¢) << 1, see H.5.1.

Table H.1 — Formulas for basic subsystem architecture A (1001)

PFH formula Exponential distribution Comments

0 %(1 - e_ADT) Generic formula

NOTE For non-electronic components, a worst-case Ay = Ay, = 1000 FIT with 1 FIT = 1E-09/h cap be
assymed where the-expected demand rate is less than one time per year.

Defipition of-terms:

- Jp,Mangerous failure rate of the channel [1/h]

— T, useful lifetime or mission time [h]
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Table H.2 — Formulas for basic subsystem architecture C (1001D)

PFH formulas Comments
Generic formula

(1 - DC) /ID (fault reaction performed by
another subsystem)
Generic formula

cC cc cc (+15)
(1 - DC) AD +DC AD Areact 2 + jCC
Worst case consideration in
2 2 (T1 + T2) context of machine_,-ry, where
(1= p)(1-DC)ip + (1~ p? DC 2 =25+ p Up Ao % and £ MIn (i

lreact) = ﬁ;“D

NOTE 1 For non-electronic components a worst-case Ay = /p; = 1000 FIT with 1 FIT = 1E-09/h caL be
assymed where the expected demand rate is less than one time per year.

Defipition of terms:

common cause factor (0,01; 0,02; 0,05 or 0,1) between main channel and fault reagtien channel [

 dangerous failure rate of main channel [1/h]
oot failure rate of fault reaction channel [1/h]

OC Diagnostic coverage (0; 0,6; 0,9 or 0,99) of the main channel [%]
-c = BMin(ip, 4., failure rate due to common cause failures [1/h]

SC = Jp — e /0]

CC
freact = Areact — 4cc [1/N]
1,, useful lifetime [h]

1,, diagnostic test interval [h]

NOT[E 2 Other functional safety standards are using for 7, the mission time 7.

Table H.3 — Formulas fopr basic subsystem architecture B (1002)

PFH\formulas Comments

Generic formula

CC €C
o1 4p2 T + Acc
Generic formula, where

- BY In® T+ ’Ip .

b = 4p1 = 4p2

NOTEE 1 For nofizelectronic components a worst-case A = Jp; =1000 FIT with 1 FIT = 1E-09/h c4l
assymed whefe the expected demand rate is less than one time per year.

n be

Defipitionsof\terms:

A cémmon cause factor (0,01; 0,02; 0,05 or 0,1) between channel 1 and channel 2 [%]

4 L4 [

;LD1, dGIIHUIUUO fa;:ulc |atc Uf \Jhallllc: LI AL |
Lpp» dangerous failure rate of channel 2 [1/h]
DC1, Diagnostic coverage (0; 0,6; 0,9 or 0,99) of the channel 1 [%]
DC,, Diagnostic coverage (0; 0,6; 0,9 or 0,99) of the channel 2 [%]

Loe = BMin(Ayy, Apy), failure rate due to common cause failures [1/h]
CC
451 = p1 — /cc [1/h]

755 = g — icc [1/h]

T,, useful lifetime [h]

NOTE 2 Other functional safety standards are using for 7, the mission time 7},.
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Table H.4 — Formulas for basic subsystem architecture D (1002D)

PFH formulas Comments
cc cc To1 Tiop ce cc T, Generic formula
Joi oz | (1-DC) =25+ (1-DC,) =% | + Ipy /g (DC; +DCy)—"+ Jg

cc .cC T cc .cc T. Generic formula,
J57 455 (2-DCyq =DCy) =+ J57 455 (DCq + DCy)—2 + . where
2 2 T1= Tio1 = Tho2
Generic formula,
where
(1- pY Jp® (1-DC) T; +DC Tp) + f Jpy g =i,
DC =DC, = DC/

NOTE 1 For non-electronic components a worst-case Ay = /p; = 1000 FIT with 1 FIT = 1E-09/h"cap be
assumed where the expected demand rate is less than 1 time per year.

Defipition of terms:

— /A, common cause factor (0,01; 0,02; 0,05 or 0,1) between channel 1 and channel'\2)[%]

- /4, dangerous failure rate of channel 1 [1/h]
- /b, dangerous failure rate of channel 2 [1/h]
- 0 C1, Diagnostic coverage (0; 0,6; 0,9 or 0,99) of the channel 1 [%]
- DC,, Diagnostic coverage (0; 0,6; 0,9 or 0,99) of the channel 2{%]

= A = BMin(ipy, 4p,)

cc _, )
- o1 = o1~ “cc

- 485 = o2 ~ Zce

— 1, useful lifetime [h]

— 1,4 useful lifetime [h] of channel 1
— 14,5 useful lifetime [h] of channel 2
— 1, diagnostic test interval [h]

NOT[E 2 Other functional-safety standards are using for T, the mission time 7},.

H.7.3 Examples

In practice the PFH value based on B45p and duty cycles is not limiting the reachable SIL:

— withraduty tycteof one time per-hour orone time per day the PFHvatuex mmaxPFH value
of required SIL;

— architectural constraints are the limiting factor of reachable SIL.

When the duty cycle is higher than one time per hour T,op becomes important.

Table H.5 shows the typical values using a worst case B,op = 1 000 000 (e.g. contactor or
position switch).
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