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INTERNATIONAL ELECTROTECHNICAL COMMISSION

REPRESENTATION OF COMMUNICATION
IN POWER UTILITY AUTOMATION

FOREWORD

1) The International Electrotechnical Commissmn (IEC) |s a worIdW|de organization for standardization comprismg
all ng T rnational
co-off erat|on on aII quest|ons concerning standardlzat|on in the electrlcal and electromc fields. To this|end and
in adfition to other activities, IEC publishes International Standards, Technical Specifications, Techhical |Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)[). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the'subject dealt with
may participate in this preparatory work. International, governmental and non-governmental(otganizationp liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Stanglardization (ISO) in accordance with conditions determined by agreement betwegen the two organizptions.

2) The formal decisions or agreements of IEC on technical matters express, as nearly.as possible, an intefnational
consensus of opinion on the relevant subjects since each technical committee “has representation|from all
interg¢sted IEC National Committees.

3) IEC Publications have the form of recommendations for international use’and are accepted by IEC |National
Compnittees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or| for any

4) In onder to promote international uniformity, IEC National Committees undertake to apply IEC Pullications
transparently to the maximum extent possible in their nationalkand regional publications. Any divergence |between
any IEC Publication and the corresponding national or regional' publication shall be clearly indicated in the latter.

5) IEC {tself does not provide any attestation of conformity. Independent certification bodies provide cgnformity
assepsment services and, in some areas, access to(MEC marks of conformity. IEC is not responsiblg for any
servites carried out by independent certification bodies.

6) All ugers should ensure that they have the latestedition of this publication.

7) No ligbility shall attach to IEC or its directors; employees, servants or agents including individual exgerts and
mempers of its technical committees and/[EC National Committees for any personal injury, property dgmage or
othel damage of any nature whatsoever, whether direct or indirect, or for costs (including legal f¢es) and
expepses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publicjtions is
indispensable for the correct.application of this publication.

9) Atterftion is drawn to the-pessibility that some of the elements of this IEC Publication may be the subject pf patent
rightg. IEC shall not be*held responsible for identifying any or all such patent rights.

IEC TY 63266 has-been prepared by IEC technical committee 3: Documentation, graphical
symbols and representations of technical information. It is a Technical Specification.

The text.of this Technical Specification is based on the following documents:

Draft Report on voting

3/1611/DTS 3/1623/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

The data communication system is a critical point in the real time operation of a powe
automation system. Information from the system is retrieved and used for reliable operat

r utility
ion, for

supervision, and for efficient maintenance work in power utility automation systems, such as

hydro power plant, thermal power plant, transmission station, distribution station, industr
etc.; hereby referred to as substations.

Power utility automation systems, including those for substations, have been incre

ial site,

asingly

modernized thanks to their benefits to power utilities. Digital data exchange, based on
IEC 61850 (all parts), among the functions in the system, replaces the copper hardwired

conventioral-communication-

The exchange of digital information, in the form of data objects and data attribufes; b
intelliggnt electronic devices (IEDs), has become very common in utility automatioh an
data ane essential for control and protection of the power grid, and the amunt of su
exchanges is increasing.

The enjgineering tools available for configuration of the communication systems are t
focusinlg on the data exchange between tools and less on readability for human perg
Documgnts prepared by these tools are often comprehensiveland well-structured fi
example, in XML-format, but are difficult to read and to understand and could there
inapprqpriate in some steps of the product/system life cycle. With the increasing amount
exchanges and the increasing level of complexity, the incotisistencies and errors in the ¢
documentation cannot be efficiently perceived by human users. Proper visualization

exchanges from different entities makes the maintenance and design more reliable.

This dqcument aims to provide a structure for.doéumentation of exchanged information
used fgr testing and maintenance of devices in the substation. This standardized docume
is called "representation of communication configuration and application", abbrevig
RCCA.[This reference documentation is\intended to be part of the delivery documenta
an IEC|61850 substation.

As a cgnsequence of using IEDsand digital communication in substations, the need ar
readily|available, clearly presented, human-readable representation of data for relial
convenlient use by personstin the field.

etween
il these
h data

pically
eption.
es, for
ore be
of data
bmplex
bf data

that is
ntation
ted as
tion for

ses for
le and

The IHC 61850 series_has provided the comprehensive range of International Stgndards

covering functionak-communication and engineering aspects, but not covering the prese
and vislualization:of-these functions.

ntation
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REPRESENTATION OF COMMUNICATION
IN POWER UTILITY AUTOMATION

1 Scope

This document specifies a structure for representation of exchanged information that is
essential for testing and maintenance of the devices in power utility automation systems. It is
mainly intended to be applied to communication equipment that communicate information in

accord

The fol

— opt

— conventional instrument transformers related to IEC 61850 traffic;

— me

— stapd-alone merging unit;

- pro
- swi

— swi

— IEQ 61850 time synchronization device;
— IE( 61850 gateway (RTU) and station HMI;

— digi
— digi
- pro

compmunication with devices that have at least one IEC 61850 interface.

The fol

— |IE( 61850 Ethernet switches and network topology;

- PM
— the

EXAMPLE 1:/The description of R-GOOSE Publisher in substation A does not include the descr

R-G
— fun

hnce with [EC 61850 (all parts) in at least one part of their communication flow-
owing communication equipment is included within the scope:
cal instrument transformer;

ging unit;

ection, control and measuring devices with at least one lEEC 61850 interface;
chgear control unit (breaker IED);
chgear providing IEC 61850 interface;

I:al disturbance recorder / digital fault recorder;
al communication protocol gateways*with at least one IEC 61850 interface;
ection, control and measuring’ devices that utilise a proprietary proto

owing communication equipment, scheme and protocols are excluded from the s

) phasor measurement unit with at least one IEC 61850 interface;

full path of substation-to-substation communication;

DOSE Subscriber in substation B.
ctions with only hardwired communication, e.g. direct analogue copper wired conn

ol for

cope:

iption of

ection;

EXAMPEE 2 A TurTENt transformer ConNmected 10 a protection retay withrardwited-trippimgofa circuft breaker.
— functions using only proprietary communication protocol systems;

EXAMPLE 3: A dedicated system for collecting disturbance recorder files with courier protocol or path from

IEC

60870-5-103 to IEC 60870-5-101 will not be presented in this document.

— protocol mappings to XMPP (IEC 61850-8-2).

This document forms a supplement to other documentation standards in power utility
automation.

It also harmonizes the representation of the logical data flow structures based on IEC 61850
communication among different devices in order to provide a reference document that can be
created for any IEC 61850 substation.
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This document focuses in principle on the visualization of the digital information exchanged
between IEDs and control or measurement devices in a power utility automation system. The
information visualization does not refer to any graphical modelling but to a tabular format of
presentation. The data in tabular format can be used as a basis for other kinds of visual
presentation outside the scope of this document.

For representing all kinds of substation information, a single suitable tabular form is not possible
to find. This document instead presents a limited number of high visual performance
representation formats.

Presentation formats described in this document provide interactive visualization that assists

users Ewﬁm_mwwﬁwmmm_a more
efficient way.
2 Ndrmative references

The following documents are referred to in the text in such a way that some-or all of their gontent
constitlites requirements of this document. For dated references, only theedition cited gpplies.
For urldated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61DP82-1, Preparation of documents used in electrotechnology — Part 1: Rules

IEC 61B50-5, Communication networks and systems for power utility automation — |Part 5:
Communication requirements for functions and device models

IEC 61B50-6, Communication networks and .systems for power utility automation — |Part 6:
Configuyiration description language for communication in power utility automation slystems
related|to IEDs

IEC 61B50-7-2, Communication networks and systems for power utility automation — Part 7-2:
Basic Information and communication structure — Abstract communication service interface
(ACSI)

IEC 61B50-8-1, Communication networks and systems for power utility automation — Part 8-1:
Specific communicatiofn ‘service mapping (SCSM) — Mappings to MMS (ISO 95061 and
ISO 9506-2) and to ISO/IEC 8802-3

IEC 61B69-9, Instrument transformers — Part 9: Digital interface for instrument transformers

IEC 62¢#39-3/ Industrial communication networks — High availability automation networks —
Part 3:|Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy (HSR)

IEC 81346-1, Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designations — Part 1: Basic rules

IEC 81346-2, Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designations — Part 2: Classification of objects and codes
for classes

ISO 81346-10, Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designations — Part 10: Power supply systems

IEC 82045-1, Document management — Part 1: Principles and methods
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following

addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
substation

part ofla power system, concentrated in a given place, including mainly the_terminations of

transmission or distribution lines switchgear and housing and which may also

nclude

transformers. It generally includes facilities necessary for system security @ndcontrol (¢.g. the

protectjve devices)

Note 1 t¢ entry: According to the nature of the system within which the substation isvincluded, a prefix mg

it.

EXAMPLUE Transmission substation (of a transmission system), distributian substation, 400 kV substatio

substatign.

[SOURCE: IEC 60050-605:1983, 605-01-01]

3.2 Abbreviated terms

For thel purposes of this document, the abbreviations provided in Table 1 are used.

Table\1= Abbreviations

y qualify

n, 20 kV

Abbfeviated term Full term
ASDU Application“service data unit
FAT Factory-acceptance test
FTP File transfer protocol
GNSS Global navigation satellite system
EXAMPLES: GPS/BDS/GLONASS/GALILEO
GMC Grand master clock
GOOSH Generic object oriented substation event
HMI Human machine interface
HSR High-availability seamless redundancy
IED Intelligent electronic device
LPIT Low power instrument transformer
MMS Manufacturing messaging specification
MU Merging unit
PLC Power line carrier
PPS Pulse per second
PRP Parallel redundancy protocol
PTP Precision time protocol
RCB Report control block
RCCA Representation of communication configuration and application
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Abbreviated term Full term

R-GOOSE Routable generic object oriented system event

RTU

Remote terminal unit

SAMU

Stand-alone merging unit

SAN

Single attached node

SAT

Site acceptance test

SCD

System configuration description

SCL

Substation automation system configuration description language

SFTP

Secure file transfer protocol

SLD

Single line diagram

SNTP

Simple network time protocol

SV

Sampled value

SviD

Sampled value identifier

VLAN

Virtual LAN (local area network)

XMPP

Extensible messaging presence protocol

4 Ge

4.1

Informa
diagran
presen
informa

4.2

This dg
format
shows
outsidg

This dg

ope
test

mai

neral description of physical resource documentation

$econdary system documentation description

tion from other documents used to design and describe power systems like SLD
ns, function diagrams, data sheets, etc; forms the basis for this documer
ation format described in this document is a supplementary presentation
tion found in the documents mentioned.

Target users of the documentation

cument refers to any kind gfjinformation that can be documented either in a conve
or by software in such(a,way that it is usable by humans in utility activities. A
a list of document types commonly used in system documentation. The list g
of the scope of IE€161850.

cument is intended to be used by:

rators,
engineers,

nt€nance technicians,

protection and control engineers,

electrical design engineers,

system design technicians and engineers.

circuit
t. The
of the

ntional
nnex A
xtends

The documentation can be divided into two groups: documents for machine-to-machine
communication and documents for human perception. Regarding the IEC 61850 series, the first
group shall be covered by the file formats in accordance with IEC 61850-6.

The focus of this document is primarily on the presentation of communicated information for
system maintenance, but may also be used in the engineering stage.
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The purpose of reference documentation for human perception, is to easily get upfront
information about the communication structures, data flow, applications associated to the
communication flow, etc., without the need to read different documents in different formats in
the search for information.

4.3

Use cases

This document will facilitate the following activities:

5

The pre¢sentation formats described in this docufment are developed on the following ba

FAT or SAT

In the FAT or SAT, the consistency of other documents with a presentation format in
accordance with this document will be checked and approved. This presentation can be

use

The
and

Thd
sys

Mai

The
bet

It c

begn carried out.

Da

the
infg

the
pow
are
the
app
the

EXA
RC(

whe
ma

d for preparing the test cases.

process of getting familiar with the described power system, including the presg
the purpose of information exchange between functions of that system.
standardized presentation can assist experts to get familiar withy'the functi
ems in a reduced amount of time.
ntenance

presentation format set out in this document is essential for identifying depeng
veen equipment.

hn even be helpful for deciding on test cases after sonle maintenance and revis

cumentation requirement

latest valid technical documentation shall be available for presentation
rmation.

SCD file for the system shall'be a part of the as-built delivery documentation
er utility automation systemi-and be maintained continuously (updated when ¢
made to the system);

RCCA may be generated by the software engineering tools. Manual entry can
lied;

RCCA should be;maintained and kept updated continuously (as built);

A.

re mandatory information in a project is missing, the entry for that information s
ked\as "Not available".

ntation

bn and

encies

on has

5is:

of the

of the
hanges

Blso be

MPLE Any IED.replacement with a "clone" creates a new MAC address which requires the updaje of the

hall be

Documents shall be formed in accordance with the requirements of TEC 61082-T. Objects shall
be designated according to the IEC 81346 series. Document metadata shall be in accordance
with IEC 82045-1.

6 Physical source of communication description in tabular format

6.1
6.1

Sampled value presentation

A

General

The main source of generation of the SV data stream is the merging unit (MU or SAMU). The
merging unit is connected to one or more (optical) instrument transformers. For each instrument
transformer there shall be one presentation in the reference RCCA (see Figure 1).
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6.1.2 Creation of sampled values, LPIT

This presentation considers the cases where the MU is connected to an instrument transformer
with digital output (LPIT) in accordance with IEC 61869-9, e.g. an optical instrument
transformer. For a MU connected to an analogue instrument transformer, see 6.1.4.

I| LPIT |
S\
? A \//) MU —
o N— N
Merging unit
Optical IT
IEE

Figure 1 — Example of an optical instrument transformer with digital output (LRIT)
Table 2 contains data presentation for use in SV communication.

Table 2 — Data presentation for use/in"\SV communication

Primary object Comments

Primary object name Name of theprimary object as found in the latest SLD. Names|should
be in accqordance with the International Standard 81346 series|

Type of measurement All the(guantities measured by the instrument transformer (curfent,
voltage, phases involved), for example, currents /, 4, I, ,, 1, 5 Of

voltages U 4, U ,, U, 5.

Connedted to MU name Name of the device hosting a merging unit function that publishes the
SV stream associated to the measured primary quantities as fpund in
the SCD file. Names should be in accordance with the Internafional

Standard 81346 series.

Polarity Show with an arrow the positive reference direction for the mepsured

(positivee direction for the(cusrrent) current.

Rating Nominal primary current or voltage of each measurement (cor¢) of
the instrument transformer.

Nomingl range Measurement range for each quantity measured by the instrument
transformer.

Accuragy.class Accuracy class for each quantity measured by the instrument

4 £
ranSTormeT:

Table 3 reports the information about all the MUs connected to the instrument transformer.
There shall be one table for each MU.

Table 3 shows the data to be presented for one data stream. If the MU publisher has more than
one data stream (also called logical MU), there shall be one table for each data stream.
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Table 3 — Information about all MUs connected to the instrument
transformer for data stream =

MU Comments

Instrument transformer name Name of the instrument transformer to which the MU is connected,
according to the latest SLD. Names should be in accordance with the
International Standard 81346 series.

Primary equipment connection number Description of all the (proprietary) connections between the MU and
on MU (port) the instrument transformer.
MU name Name of the device hosting a merging unit function, as available in

the SCD file. Names should be in accordance with the International
Standard 81346 series.

MU IP address IP address of the Ethernet port from which the SV data stream is
published, as found in the SCD file.

MU MAC address MAC address of the Ethernet port from which the SV data strepm is
published (i.e. source MAC address), as found in the~SCD file

Connedtion mode (HSR, PRP, SAN) Connection mode / redundancy of the Ethernet ‘port of the MU

SAN: No redundancy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name Description of the Ethernet port in,the MU that is used for the
publication of the SV as found in thierdocumentation of the Ethernet
system within the substation.

SviD A system-wide unique identification of the generated SV data $tream,
i.e., attribute MsvID (Multicast sampled value ID) or UsvID (Urficast
sampled value ID) acc¢ording to IEC 61850-7-2.

SV application Description of all thejapplications for which the SV data stream is
intended, for example, currents (/,...1,) for overcurrent protectfon and

voltages (U, ~.Uj) not used.

Polarity of the SV stream Information on the data published in the data stream and if it i$ in
phase ({"in phase") with the analogue data measured by the
instrument transformer or if it is inverted ("inverted") by 180°.

SV MAC address Destination MAC address of the SV stream as found in the SCP file.

SV dataset Name of the dataset associated to the SV data stream, as it is|found
in the SCD file.

VLAN ID Value of the VLAN for the published SV stream as found in thg SCD
file.

VLAN Rrio Priority of the VLAN for the published SV stream as found in the SCD
file.

Samplipg rate Number of acquired samples per second.

Samplgs per SVAmessage Number of samples per SV message (ASDU).

Accuragy class Accuracy class of the published numerical data. It could be different

from the accuracy class of the instrument transformer.

Data stream n Number of the data stream

6.1.3 Sample values publisher to subscriber

This presentation is related to the description of the communication between the publishing MU
and the subscribing IEDs; see Figure 2 and Table 4. If the MU publisher has more than one
data stream there shall be one table for each data stream.
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IED 1

(MU) IED 2

IEC

Figure2—Sample-valuespublisher ({ED1)-to-subscriber({ED2)

Tgble 4 - Communication between the publishing MU and the subscribing IEDs
Publishing MU Comments

MU narme Name of the device hosting a merging unit function, as found ip the
SCD file. Names should be in accordance_with the International
Standard 81346 series.

MU IP @ddress IP address of the Ethernet port fromwhich the SV data stream is
published, as found in the SCD filé,

MU MAC address MAC address of the Ethernet port from which the SV data strepm is
published (i.e. source MAC address), as found in the SCD file

Connedtion mode (PRP, HSR, SAN) Connection mode / reddndancy of the Ethernet port of the MU
SAN: No redundangy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name Description«ofithe Ethernet port in the MU that is used for the
publication of the SV.

SviD SvID. of’the generated SV data stream, as found in the SCD filg.

SV application Description of all the applications for which the SV data stream is
intended.

Polarity of the SV stream Information on the data published in the data stream and if it i$ in
phase ("in phase") with the analogue data measured by the
instrument transformer or if it is inverted ("inverted") by 180°.

SV MAC address Destination MAC address of the SV stream as found in the SCPD file.

SV Datpset Name of the dataset associated to the SV data stream, as it is|found
in the SCD file.

VLAN ID Value of the VLAN for the published MU as found in the SCD fjle.

VLAN Rrio Priority of the VLAN for the published MU as found in the SCDjfile.

Samplipg rate Number of acquired samples per second.

Samplgs per SV_message Number of samples per SV message (ASDU).

Subscriber(s) List of all IEDs (IED Names) that are subscribing to this SV stream,
as found in the SCD file.

Table 5 provides the description of devices that subscribe to an SV stream provided by the
publishing MU as described in Table 4.

Note that for each SV stream proved by the publishing MU, the subscriber information in
accordance with Table 5 shall be presented.
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Table 5 — Presentation of subscriber » to an SV stream

Subscriber n Comments

Subscribing IED name IED Name of the device subscribing to the SV stream, as available in
the SCD file. Names should be in accordance with the International
Standard 81346 series.

Subscribing IP address IP address of the Ethernet port from which the SV data stream is
subscribed to, as found in the SCD file.

Connection mode (PRP, HSR, SAN) Connection mode / redundancy of the Ethernet port of the
subscribing IED.

SAN: No redundancy available (single attached node).

PRPHSR—Seamtessredumdancy commection:

Etherngt port name Description of the Ethernet port of the IED that is used fof the
subscription of the SV.

SviD SvID of the subscribed SV stream, as found in the. SED file.

SV Apglication Description of all the applications for which the'SV data stream is
intended to be used in this receiving IED.

SV MAC address Destination MAC address of the subscribed)SV stream, as foupd in
the SCD file.

SV Datpset Name of the dataset associated to'the’subscribed SV data strgam,
as found in the SCD file.

VLAN ID Value of the VLAN for the published SV stream as found in thg SCD
file.

VLAN Hrio Priority of the VLAN for thHe published SV Stream as found in the
SCD file.

Publishing MU IED Name IED Name of the publishing physical merging unit, as found in|the

SCD file. Names should be in accordance with the Internationa
Standard 81346 series.

6.1.4 Creation of sampled values by a SAMU
This presentation considers the Case where the merging unit is connected to an insfrument

transfoymer that provides analogue signals (current transformer, voltage transformer, Rggowski
coil or pther analogue sensors).

Figure B is a scheme presentation of the considered system.

In this gase, the fmerging unit is called a SAMU.

(=N SV
‘&)— SAMU ——>

Stand alone merging unit

Analogue instrument

(current) transformer
IEC

Figure 3 — Analogue transformer connected to a SAMU

As this kind of application is not widely implemented yet, this document does not provide a
dedicated section for this purpose; however, where applicable, the template provided by Table 6
shall be used as the template to describe that application.
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Table 6 contains data presentation for use in SV communication.

Table 6 — Data presentation for use in SV communication

Primary object Comments

Primary object name Name of the primary object as found in the latest SLD. Names should
be in accordance with the International Standard 81346 series.

Type of measurement All the quantities measured by the instrument transformer (current,
voltage, phases involved), for example, currents [, ,, I, ,, I, 5 OF

voltages U, 4, U ,, U, 5.

Connected to SAMU IED name IED name of all the stand-alone merging units that publish the SV
Stream associated to the measured primary quantities, as fourd in
the SCD file. Names should be in accordance with the Internafional
Standard 81346 series.

Polarity Show with an arrow the positive direction for the measured cufrent

(positivee direction for the current) (positive reference direction if current flowing into-the' closest pode is
the preferred definition).

Rating Nominal primary current or voltage of each measurement (corg) of
the instrument transformer.

Ratio Primary to secondary quantity ratio of the instrument transformer in
A/ AorinkV/V, for each quantity (core).

Accuragy class Accuracy class for each quantity measured by the instrument
transformer.

Table 1 reports the information about all the SAMUs.eonnected to the conventional insfrument
transfofmer. There shall be one table for each SAMUY.
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Table 7 — Presentation of a SAMU connected to a conventional transformer

SAMU Comments

Instrument transformer name Name of the instrument transformer to which the SAMU is connected,
according to the latest SLD. Names should be in accordance with the
International Standard 81346 series.

Primary equipment connection to SAMU | Description of all the analogue connections between the SAMU and
the instrument transformer.

SAMU IED name IED name of the stand-alone merging unit, as available in the SCD
file. Names should be in accordance with the International Standard
81346 series.

SAMU |P address IP address of the Ethernet port from which the SV data stream is
published, as found in the SCD file.
Connedtion mode (HSR, PRP, SAN) Connection mode / redundancy of the Ethernet port of the MU

SAN: No redundancy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name Description of the Ethernet port of the SAMU:that is used for the
publication of the SV.

SvID SvID of the generated SV data stream; as found in the SCD filp.

SV application Description of all the applicationsAfor-which the SV data stream is
intended.

Polarity of the SV stream Inform if the data published in.the data stream is in phase ("in

phase") with the data measUred by the instrument transformerf|or if it
is inverted ("inverted").by 180°.

SV MAL address Destination MAC address of the SV stream as found in the SCP file.

SV datgset Name of the dataset associated to the SV data stream, as it is{found
in the SCD file«

VLAN IP Value of the*"VLAN for the published SV stream as found in thg SCD
file.

VLAN Rrio Priority of the VLAN for the published SV stream as found in the SCD
file)

Samplipg rate Number of acquired samples per second.

Samplgs per SV message Number of samples per SV message (ASDU).

Accuragy class Accuracy class of the published numerical data. It could be different

from the accuracy class of the instrument transformer.

6.2 GOOSE communication presentation

6.2.1 General

IEC 61B50/is used for communication within a substation between IEDs. See Figure 4. In an
electrical substation, some events may be time-critical such as the protection of equipment in
a substation and therefore a message like GOOSE is used for fast and reliable function. GOOSE
is associated with a generic system event, GSE and uses GSE management for communication
which is in accordance with IEC 61850-8-1.

The GSE management is based on the publisher-to-subscriber model and supports the
publishing of the same information to more than one physical device through the multicast
service.

6.2.2 Publisher to subscriber

GOOSE messages provide fast and reliable communication in substations, but the structure of
the message and the content is not directly readable for humans and requires time for
maintenance and design without any visualisation of the data exchange.
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Table 8 contains a data presentation for use in GOOSE communication.

IED 1

IED 2

IEC

IEC TS 63266:2023 © IEC 2023

Figure 4 — Communication scheme of publisher (IED 1) to subscriber (IED2

Table 8 — Presentation of a publisher of a GOOSE

Publisher Comments

IED name The name of the IED as described in the latest available SCD file.
Names should be in accordance with thetnternational Standand
81346 series.

IP address IP address of the Ethernet port from*which the GOOSE messape is
sent.

Connedtion mode (PRP, HSR, SAN) Describes how different GOOSE messages are published to
networks, which can be useful for troubleshooting in a substat|on.
The definition of PRP andHSR are in accordance with IEC 624#39-3.

Port name The name of the part.

Port allpcation Indication of the port allocated to the relevant GOOSE message. This
information is ‘@nly needed where the IED has several ports.

GOOSHK MAC address The destination MAC address for each product processing
commudaication interface is preferably unique.

GCB ngme Name of the GOOSE Control Block used to identify the messape in
the)subscriber.

APP I1D| Hexadecimal value to discriminate different GOOSE messageg.

GOOSHE VLAN ID Value of the VLAN for the published GOOSE as found in the SICD
file.

GOOSH VLAN Prio Priority of the VLAN for the published GOOSE as found in the [SCD
file.

GOOSHK Dataset The dataset contains information and the properties of data
exchanged as found in the SCD file.

GOOSK Data Object The function of the GOOSE message as found in the SCD file,

GOOSH Description (purpose) The description may contain information on whether it is control,
indication or trip.

Internalmappfication Mternar application refers to the Tunction that generated or received
the data, for example, transformer protection trip.

Subscriber(s) (IED names) A list of subscriber(s) is useful to identify the IED(s) to which the

GOOSE message is sent. See Table 9 for example presentations of

subscribers to a GOOSE message.
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Table 9 — Presentation of Subscriber to a GOOSE

Subscriber Comments
IED name The name of the IED as described in the latest available SCD file.
Names should be in accordance with the International Standard
81346 series.
IP address IP address of the Ethernet port from which the GOOSE message is

sent.

Connection mode (PRP, HSR, SAN)

Describes how different GOOSE messages are published to
networks, which can be useful for troubleshooting in a substation.
The definition of PRP, and HSR are in accordance with IEC 62439-3.

Port name

The name of the port.

Port allpcation

Indication of the port allocated to the relevant GOOSE message. This
information is only needed where the IED has several ports,

GOOSHKE MAC address

The destination MAC address for each product processing
communication interface is preferably unique.

GCB name

The name of the GOOSE Control Block used to-.idéntify the mgssage
in the publisher.

GOOSEKE VLAN ID

Value of the VLAN for the published GQOSE as found in the S|CD
file.

GOOSKE VLAN Prio

Priority of the VLAN for the published GOOSE as found in the [SCD
file.

GOOSHK Dataset

The dataset contains information and the properties of data
exchanged as found in the'SCD file.

GOOSHK Data Object

The function of the GOOSE message as found in the SCD file|

GOOSH Description (purpose)

The description tnay ‘contain information on whether it is contrp
indication or trip.

Interna| application

Internal application refers to the function that generated / recejves
the data,sfor example, transformer protection trip.

Publishier

The IED name of the publisher of the GOOSE message. Namds
should be in accordance with the International Standard 81346
series.

6.3 Client-to-server control presentation

The cdntrol of data objects, for example for initiating a switching operation, is oftep done
according to the client’server control concept. In this concept the client initiates a [control

sequerjce with thesserver. See Figure 5.

Client

~

Server

IEC

Figure 5 — Communication scheme of client to server

Typical clients: Gateway, RTU, SCADA, HMI station.

Typical servers: Bay Control Unit, protection IED.

The client-server control model according to IEC 61850 is described in IEC 61850-7-2.



https://iecnorm.com/api/?name=cd02f589ed06860e5cf720380bce13d8

- 20 - IEC TS 63266:2023 © IEC 2023

The (abstract) control model in IEC 61850-7-2 is mapped to the MMS communication protocol,
which is described in IEC 61850-8-1.

The control model in IEC 61850 supports several services that can be used by a client to interact
with a server:

e Select / Select with value

e Cancel

e Operate / Time activated operate / Time activated operate termination

¢ Command termination

Several

data fr

e Dirgct execute

m the client and feedback from the server.

control sequences are supported in IEC 61850, each with different requireménts on

e Selgct before execute
e With or without enhanced security
The client-server control association is documented in a "one client, one server" on|a "per
control|sequence" basis. A server supporting several clients will therefore have several such
associations described in its RCCA, one per client. A server with'several controls (e.g. geveral
controllable data objects) will have several such associations described in its RCCA, ane per
client gnd per service.
In the gocumentation of each client-server control sequence association, it is recommended
that aspects/properties given in Table 10 and Table*11 are described.
Table 10 and Table 11 describe how these\pfoperties of the client-server control sefjuence
association shall be documented as part.offthe MMS client's and MMS server's documentation,
respectively.
Table 10— Presentation of MMS client
MMS Client Comments
IED naine The name of the IED as described in the latest available SCD file.
Names should be in accordance with the International Standand
81346 series.
IP address The IED's IP address associated with the port used in the confrol
sequence association.
Connedtion maede (PRP, HSR, SAN) Connection mode (HSR, PRP, SAN)
Connection mode / redundancy of the Ethernet port of the IED
\‘3”“\?‘!I I.“IU |cu'u||da||uy ava;:ab:c \O;IIH:U attau:lcu' IIUdU).
PRP, HSR: Seamless redundancy connection.
Ethernet port name The used Ethernet port (A or B).
Ethernet port MAC Address The MAC address of the Ethernet port used in the control sequence
association.
Command description A human-readable description of the purpose of this client-server
control sequence.
Control Model type The type of Control Sequence used.
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Table 11 — Presentation of MMS server

MMS Server Comments
IED name The name of the IED as described in the latest available SCD file.
Names should be in accordance with the International Standard
81346 series.
IP address The IED's IP address associated with the port used in the control
sequence association.
Connection mode (PRP, HSR, SAN) Connection mode (HSR, PRP, SAN)
Connection mode / redundancy of the Ethernet port of the IED.
SAN: No redundancy available (single attached node).
PRP, HSR: Seamless redundancy connection.
Etherngt port name The used Ethernet port (A or B).
Etherngt port MAC Address The MAC address of the Ethernet port used in the gontrol seqyience
association.
Commgnd description A human-readable description of the purpose‘ofythis client-seryer
control sequence.
Controlf Model type The type of Control Sequence used.
Controljed Data Attribute For services acting on Data Attributes) the name of the Data Attribute
instance is documented. For Data@Attributes containing
enumerations, the enumerationcis*also documented here.
6.4 Reporting
This Spbclause 6.4 considers the information that”is delivered from the server (norfally a
protectjon control IED or a measurement IED).{e‘the client (Station HMI, Station SCADA, RTU)
through the MMS reporting service of IEC 61850, see Figure 6. Table 12 shows the infofmation
required for the description of the MMS Report server. Table 13 shows the information re¢quired
for the|description of the MMS Report.client(s). This Subclause 6.4 refers to pre-configured
RCBs, j.e. described in the SCD file.,Dynamically configured RCBs are not recommended to be
implemented in a fully commissioned IEC 61850 substation. The recommended use of
dynamically configured RCBs is for testing purposes during commissioning. If dynamig report
control| blocks are implemented in the final commissioned substation, the RCCA spall be
updatefl accordingly as the,RCBs are not described in the SCD file.

Client

oerver

IEC

Figure 6 — Communication scheme of server to client
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Table 12 — Presentation of an MMS report server

MMS report server Comments

Server IED name The IED name of the server IED for the report control block, as
described in the latest available SCD file. Names should be in
accordance with the International Standard 81346 series.

Server IP address IP address of the Ethernet port from which the report control block is
sent.

Server Ethernet port MAC address MAC address of the Ethernet port of the server from which the report
control block is sent.

Connection mode (PRP, HSR, SAN) Connection mode / redundancy of the Ethernet port of the server
IED.

SAN: No redundancy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name Description of the Ethernet port in the server IED that is used for the
report messages.

RCB Name Name of the report control block as found in-the)SCD file. For
dynamic reports, this name is not available in-the SCD file and the
name needs to be manually entered into this table.

Static/Pynamic States if the report control block is static, i.e. available in the $CD

file, or if it is dynamic. When the €eport control block is dynam|c, the
information is not available in the\xdataset and needs to be manpually
listed.

Report [Dataset Name Name of the dataset associated to the report control block, as|found
in the latest available,/SCD file. If the RCB is dynamic, this
information is not available in the SCD file and all the dataset ghall
be manually listed:

Report |Description Description of the type of information available in the dataset (i.e.
alarms, trip’signals, analogue measured values, etc.).

Trigger|Mode Trigger strategy of the report control block ("data-change", "qyality-
change”s "data-update”, "GI", "integrity"), as found in the SCDf{file. If
the report control block is dynamic, this information is not avaifable
in‘the SCD file and it shall be manually entered.

Clients{s) (IED names) List of the IED Names of the Clients that are interested in this |report
control block.

Report|ID The client-specified report identifier of the RCB.
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Table 13 — Presentation of an MMS report client

report control block is "received".

MMS report client Comments
Client IED name The IED name of the client IED for the report control block, as
described in the latest available SCD file. Names should be in
accordance with the International Standard 81346 series.
Client IP address IP address of the Ethernet port from which the report control block is
sent.
Client Ethernet port MAC address MAC address of the Ethernet port of the client IED from which the

Connection mode (PRP, HSR, SAN)

Connection mode / redundancy of the Ethernet port of the client IED.

OAN. NO TedunadariCy avdlidiie (sihngle ditaclied node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name Description of the Ethernet port in the client IED that isjused fpr the
report messages.

Interna| application Description of the application based on the information receivgd from
the report control block (i.e. station SLD infermation update, ejent
reporting, resending to higher level outside substation, etc.).

Server [ED name The IED name of the server IED for thé report control block, a$
described in the latest available SCD file. Names should be in
accordance with the International(Stahdard 81346 series.

Server [P address IP address of the Ethernet port from which the report control bjock is
sent.

RCB Name Name of the report confrol block as found in the SCD file. For
dynamic reports, this'"mame is not available in the SCD file and the
name will be manually entered into this table

6.5 Time synchronization

6.5.1 General

To obtain a correct sequence of events across different places in the power system,|[a time
tagging with precise global (UTC).time is provided. All related devices are synchronized with
the requested accuracy. A station bus can be time synchronized with a SNTP or PT|P time
server.|A process bus can pe time synchronized with a PTP time server which provides a high
degree| of accuracy. Time-“synchronization classes and accuracies are in accordan¢e with
IEC 61B50-5.

6.5.2 SNTP time synchronization

Figure [7 shews a schematic representation of a SNTP synchronization scheme. Table 14
describjes how properties of the server-client time synchronization application using § SNTP
server ghall be documented, respectively.

SNTP

Server 1 \
\ SNTP
Client(s)
SNTP /

Server 2

IEC

Figure 7 — Communication scheme of SNTP time synchronization
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Table 14 — Presentation of a SNTP server

SNTP Server n Comments

Server IED name Each IED in a substation contains a name and the IED name is
available in the SCD file. In this case the IED is the SNTP
timeserver. Names should be in accordance with the International
Standard 81346 series.

IP address The IP address associated with the port used in the SNTP server for
time server synchronization application.

Connection mode (PRP, HSR, SAN) The type of connection to the network used by the port.

SAN: No redundancy available (single attached node).

PRPHSR—SeamiessTedurndamcy commection:

Etherngt port name The Ethernet port used (A or B).

Etherngt port MAC address The MAC address (physical address) of the Ethernet portuseq.

Source|type (GNSS, atomic clock, ext. Definition of the source where time synchronizationymessages|are

server) produced. It can be a GNSS based time serverlocated on the |station
or external in the system network or in some-cases even in an|RTU
device.

SNTP gerver version number The version of the SNTP server devicé

SNTP rhode Indication on the mode for the SNTP-server:

Broadcast mode

Unicast mode

SNTP dtratum level The level of the SNTR~sepver in the hierarchy of time servers.

Table 15 shows the presentation of the SNTP clients: one table for each client.

Table 15 — Presentation of a client

Client Comments

Client IED name Each IED in a substation contains a name and an IED name ig
available in the SCD file. Names should be in accordance with| the
International Standard 81346 series.

IP address The IP address associated with the port used in the SNTP client for
time server synchronization application.

IP Add|Main Server (Prioritized) The publishing SNTP server IP address associated with the pqrt
used in the time synchronization application.

IP Add|Secondary-Server The publishing backup SNTP server IP address associated with the
port used in the time synchronization application.

Connedtiopn mode (PRP, HSR, SAN) The type of connection to the network used by the port.

SAN: No redundancy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Ethernet port name The Ethernet port used (A or B).

Ethernet port MAC address The MAC address (physical address) of the Ethernet port used.

6.5.3 PTP IEC/IEEE 61850-9-3 time synchronization

Figure 8 shows a schematic representation of a PTP IEC/IEEE 61850-9-3 synchronization
scheme. Table 16 describes the properties of the GMC to be documented.
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PTPv2
GMC 1

PTPv2
GMC 2

PTP slave(s)
/ e (Client(s))

IEC

Figure 8 — Communication scheme of PTP IEC/IEEE 61850-9-3

Table 16 — Presentation of PTP GMC

PTP GMC

Comments

GMC IgD name

Each IED in the substation contains a name and &@n IED namel|is

available in the SCD file. In this case the IEDis"the PTP timeserver.
Names should be in accordance with the(lnternational Standand
81346 series.

IP address The IP address associated with the ‘port used in the PTP GM fpr time
synchronization application.
Connedtion mode (PRP, HSR, SAN) The type of connection to the(network used by the port.

SAN: No redundancy available (single attached node).

PRP, HSR: Seamless\tedundancy connection.

Etherngt port name

The Ethernet portused (A or B).

Etherngt port MAC address

The MAC address (physical address) of the Ethernet port useq.

Server

Source|Type (GPS, Atomic Clock, Ext. Definition\of'the source where time synchronization telegrams|are

produced: It can be GPS / GNSS based IEEE 1588 PTPv2 GM
locatéd-on station or external in the system network.

PTP Prjority 1

The attribute priority1 is used in the execution of the best master
clock algorithm. Lower values take precedence. The initialization
value of priority1 is specified in a PTP profile. The value of priprity1
shall be configurable to any value in the range 0 to 255, unlesp
restricted by limits established by an applicable PTP profile.

PTP Prjority 2

The attribute priority2 is used in the execution of the best master
clock algorithm. Lower values take precedence. The initialization
value of priority2 is specified in a PTP profile. The value of priprity2
shall be configurable to any value in the range 0 to 255, unles}
restricted by limits established by an applicable PTP profile.

PTP Dgmain number

The domain is identified by an integer. Network engineering should
ensure that all clocks participating in the PTP time distribution|are
set to the same time domain. To avoid conflict with another PTP time
distribution, domains are settable from 0 to 255.

PTP VLAN

VLAN)is identified by an integer. It shall be published in the PTP
message as found in the (as built) / SCD file.

PTP VLAN Prio

VLAN priority with which the PTP telegram will be transported. It
shall be published in the PTP message as found in the (as built) /
SCD file.

Table 17 shows the presentation of the PTP slave clock: one table for each slave clock.
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PTP slave clock

Comments

Slave clock IED name

Each IED in a substation contains a name and the IED name is

available in the SCD file. Names should be in accordance with
International Standard 81346 series.

the

IP address

The receiving PTP clocks IP address associated with the port
the time synchronization application.

used in

Connection mode (PRP, HSR, SAN)

The type of connection to the network used by the port.
SAN: No redundancy available (single attached node).

PRP, HSR: Seamless redundancy connection.

Etherngt port name

The Ethernet port used (A or B).

Etherngt port MAC address

The MAC address (physical address) of the Ethernet portiused.

Clock type (OC, BC)

This specification distinguishes and describes clocks. by their
capabilities.

« OC - Ordinary Clock;
« BC - Boundary Clock;
« TC - Transparent Clock.

PTP Prjority 1

The attribute priority1 is used in the execution of the best master

clock algorithm. Lower values take*precedence. The initializati
value of priority1 is specified inja PTP profile. The value of pri
shall be configurable to any, value in the range 0 to 255, unles
restricted by limits established by an applicable PTP profile.

on
prity1

P

PTP Prjority 2

The attribute priority2'is used in the execution of the best master

clock algorithm. Lower values take precedence. The initialization
value of priority24s“specified in a PTP profile. The value of priprity2
shall be configurable to any value in the range 0 to 255, unlesp
restricted by\limits established by an applicable PTP profile.
PTP Dgmain number The domain is identified by an integer. Network engineering should
ensurecthat all clocks participating in the PTP time distribution|are
set to'the same time domain. To avoid conflict with another PTP time
distribution, domains are settable from 0 to 255.
PTP VUAN VLAN is identified by an integer. It shall be published in the PTP
message as found in the (as built) / SCD file.
6.6 Disturbance recorder
Beside| IED internal.disturbance recorders, centralized digital disturbance recorders arne used
to collgct powerisystem information. Centralized digital disturbance recorders receije data
either hardwired.or via IEC 61850-8-1 (GOOSE) and IEC 61850-9-2 (Sampled Values) sgrvices
inside fhe substation.
NOTE drsturbancerecorderis \.,u||||||u||:y used-for-fauit |cuu|u‘i||ga, oftermrthermrmamed—as—=a dlsltd: fautt-recorder

(DFR).

To analyse the captured fault recorder data, it shall be exported to customer systems via
IEC 61850 protocols and in COMTRADE format (see IEC 60255-24 (IEEE C37.111)). Figure 9
represents the communication flow between the COMTRADE file server and the client.
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