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INTERNATIONAL ELECTROTECHNICAL COMMISSION

LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
SECURITY ASPECTS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
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eration on all questions concerning standardization in the electrical and electronic fields. To_this
Hition to other activities, IEC publishes International Standards, Technical Specifications, Techhical
cly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publigation(s)
ration is entrusted to technical committees; any IEC National Committee interested in the*subject d
barticipate in this preparatory work. International, governmental and non-governmentalcorganization
he IEC also participate in this preparation. IEC collaborates closely with the International Organiz
lardization (ISO) in accordance with conditions determined by agreement between the two organiz

ormal decisions or agreements of IEC on technical matters express, as nearly.as possible, an inte
bnsus of opinion on the relevant subjects since each technical committee~has representation
sted IEC National Committees.

Publications have the form of recommendations for international use”and are accepted by IEC
mittees in that sense. While all reasonable efforts are made to ensure that the technical conten
cations is accurate, IEC cannot be held responsible for the way in which they are used or
terpretation by any end user.

der to promote international uniformity, IEC National Committees undertake to apply IEC Puj
parently to the maximum extent possible in their national and regional publications. Any divergence
FC Publication and the corresponding national or regional* publication shall be clearly indicated in t

tself does not provide any attestation of conformity. Independent certification bodies provide cd
Esment services and, in some areas, access to/lEC marks of conformity. IEC is not responsiblg
Ces carried out by independent certification badies.
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damage of any nature whatsoever,” whether direct or indirect, or for costs (including legal fg
hses arising out of the publiedtion, use of, or reliance upon, this IEC Publication or any o
cations.

tion is drawn to the Normative references cited in this publication. Use of the referenced public]
bensable for the correet.application of this publication.

tion is drawn to the-passibility that some of the elements of this IEC Publication may be the subject
. IEC shall not be‘held responsible for identifying any or all such patent rights.

in task ofdEC technical committees is to prepare International Standards. In excsd
stances,\a/technical committee may propose the publication of a Technical Speci
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required support cannot be obtained for the publication of an International Standard,

pite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical Specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 63208, which is a Technical Specification, has been prepared by subcommittee 121A:
Low-voltage switchgear and controlgear, of IEC technical committee 121: Switchgear and
controlgear and their assemblies for low voltage.
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The text of this Technical Specification is based on the following documents:

Draft TS Report on voting
121A/321/DTS 121A/331A/RVDTS

Full information on the voting for the approval of this Technical Specification can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
The co

stability
the spdgcific document. At this date, the document will be

e recpnfirmed,
e withdrawn,
o replaced by a revised edition, or

e ameénded.

IMPORTANT - The 'colour inside' logo on the cover-page of this publication indicates
that if contains colours which are considered to be useful for the correct understanding
of its|contents. Users should therefore print thissdocument using a colour printer.
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INTRODUCTION

The growing use of data communication capabilities by switchgear and controlgear (called

‘equipment” in this document) automatically increases cybersecurity risks.

In addition,

information technology is more often interconnected to and even integrated into industrial
systems which therefore, increase this risk.

Very often, switchgear, such as circuit-breakers, or controlgear, such as overload relays or
proximity switches, are equipped with data communication interface. They can be connected to
a logic controller or remote display, with local and remote connectivity for giving access to data
such as actual power supply values, monitoring data, data logging and remote upgrade.

For these typical applications for electrical distribution and machinery, minimum cybers
requireiments are needed for maintaining an acceptable level of safety integrity of the pra
functiohs for equipment, with or without data communication capability. These requireme
intendqd to limit the vulnerability of the data communication interfaces. To(keep the
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(hardw
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As a fir
The co
to a fut|

of innovation, the relevant requirements for a defined application are dete
bly by a systematic risk assessment approach.

ention of this document is to:

rotective functions;

vide minimum cybersecurity requirements for equipment to mitigate the likelih
htended operation and loss of protective functions in the context of electrical dist
allations and control systems of machinery;

vide guidance to avoid impairing the functionality of equipment, in all operating
b consequence of the implementation ef.security countermeasures.

cument gives guidance on countermeasures applicable to the design of the equ
are, firmware, network interface, access control, system) and on ad

ent uses relevant referencesito ISO/IEC 27001, IEC 62443 (all parts) and IEC 62

mmon security requirement of IEC SC 121A product standards are expected to be
ure edition of IEC 60947-1.

ecurity
tection
nts are
largest
rmined

elop an awareness of cybersecurity risks associated with\inintended operation and loss

ood of
ibution

modes,

ipment
ditional

measures to be considered<for the implementation and instruction for us¢. This

351 (all

5t stage, the content\of this document is intended to be referenced by product stapdards.

moved
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LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
SECURITY ASPECTS

1 Scope

This document applies to the security related main functions of switchgear and controlgear
during the whole lifecycle of the equipment. It is applicable to wired and wireless data
communication means and the physical accessibility to the equipment, within its limits of

enviror

This d
recomf

to threats.

In parti

— unintended operation of the switching device or the control device or sensor, which ¢

to h

— una

This dgcument does not cover security requirement fOor )information technology (IT)

industr
control
ISO/IE

This dg
use ca

2 No

The fol

constitlites requirements_efithis document. For dated references, only the edition cited &
dated references,) the latest edition of the referenced document (including any

For un
amend

IEC 60

installations erslocations — Operating or maintenance gangways

mental conditions.

pbcument is intended to develop awareness about security aspects @nd p
hendations and requirements on the appropriate countermeasures against vulng

cular, it focuses on potential vulnerabilities to threats resulting in;

azardous situations;

vailability of the protective functions (overcurrent, earth'leakage, etc.).

al automation and control systems (IACS), but it only implements in switchgg
jear appropriate security countermeasures.derived from the base security pub
C 27001 and the group security publications*|IEC 62443 (all parts).

cument, as a product security publication, follows IEC Guide 120 and includes
be studies as given in Annex B.

rmative references

owing documents are referred to in the text in such a way that some or all of their

ments) applies.

B64-7-729, Low-voltage electrical installations — Part 7-729: Requirements for

rovides
rability

hn lead

hnd for
ar and
ication

typical

content
pplies.

special

IEC 60

47-1:2020, L ow-voltage switchgear and controlgear — General rules

IEC 62443-4-1:2018, Security for industrial automation and control systems — Part 4-1: Secure
product development lifecycle requirements

IEC 62443-4-2:2019, Security for industrial automation and control systems — Part 4-2:
Technical security requirements for IACS components

IEC TR 63201:2019, Low-voltage switchgear and controlgear — Guidance for the development
of embedded software

ISO/IEC 27001:2013, Information technology — Security techniques — Information security
management systems — Requirements

FIPS 186-4, Digital Signature Standard (DSS)
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11
audit lpg
logs cqllecting the evidence of selected user activities, exceptions, and information decurity
events

Note 1 tg entry: These logs are kept for an agreed period of time to assist in future investigations.

Note 2 t¢ entry: Audit logs can be used to comply with legal requirements.

[SOURCE: ISO/IEC 24775-2:2014, 3.1.7]

3.1.2

attack
attempt to destroy, expose, alter, disable, steal or“gain unauthorized access to of make
unauthprized use of an asset

[SOURECE: ISO/IEC 27000:2018, 3.2]

3.1.3
attack [surface
set of gttack points that an attacker,can use in order to trigger an attack

[SOURCE: ISO/TS 12812-2:2017, 3.4, modified — "enter or capture data in an infofmation
system[' replaced by "trigger an attack".]

3.1.4
attack vector
path orf means by which an attacker can gain access to a device in order to generate an attack

[SOURCE:ASO/IEC 27032:2012, 4.10, modified — "computer or network server" replaced by
"devicq".and "deliver a malicious outcome" by "generate an attack".]

3.1.5
authentication
security measure designed to establish the validity of a transmission, message, or originator

[SOURCE: IEC TS 62443-1-1:2009, 3.2.13, modified — Last part of the definition deleted.]

3.1.6
authenticity
property that an entity is what it claims to be

[SOURCE: ISO/IEC 27000:2018, 3.6]


http://www.electropedia.org/
http://www.iso.org/obp
https://iecnorm.com/api/?name=22acb6342998bc3915972941385d742c

-10 - IEC TS 63208:2020 © IEC 2020

3.1.7

authorization

right or permission that is granted to a system entity or an individual to access a system
resource

[SOURCE: IEC TS 62443-1-1:2009, 3.2.14, modified — Addition of "or an individual”.]
3.1.8
availability

property of being accessible and usable upon demand by an authorized entity

SOURI'\I: 1 O 970009040 2O 71
- TOVTNTL U 2T UUVU.2UTU, V. T ]

3.1.9

confidentiality
properfy that information is not made available or disclosed to unauthorized jidividuals, gntities
or procgesses

[SOURECE: ISO/IEC 24767-1:2008, 2.1.2]

3.1.10

countgrmeasure
action,|device, procedure, or technique that reduces a thfeat, a vulnerability, or an atfack by
eliminalting or preventing it, by minimizing the harm it can{cause, or by discovering and refporting
it so that corrective action can be taken

[SOURCE: IEC TS 62443-1-1:2009, 3.2.33, modified — Note deleted.]

3.1.11
cybersecurity
preseryation of confidentiality, integrity.and availability of information in the cyberspace

Note 1 t¢ entry: The objective is to reduce the risk of causing personal injury or endangering public health, losing
public ol consumer confidence, disclosing sensitive assets, failing to protect business assets or failing t¢ comply
with regdlations. These concepts are applied to any system in the production process and include both stapd-alone
and netwWorked components. Commuhications between systems may be either through internal messaging ¢r by any
human of machine interfaces that authenticate, operate, control, or exchange data with any of these control pystems.
Cybersegurity includes the-econcepts of identification, authentication, accountability, authorization, availabjlity, and
privacy.

[SOURECE: ISO/IEE27032:2012, 4.20, modified — Notes replaced with the Note to entry.

[—

3.1.12
data integrity
property thatdatatasmotbeen bhallgcd, dcbtluycd, ortostmamumauthorized-or—accidental
manner

Note 1 to entry: This term deals with constancy of and confidence in data values, not with the information that the
values represent or the trustworthiness of the source of the values.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.38]

3.1.13

defence in depth

provision of multiple security protections, especially in layers, with the intent to delay if not
prevent an attack

Note 1 to entry: Defence in depth implies layers of security and detection, even on single systems, and provides
the following features:

— attackers are faced with breaking through or bypassing each layer without being detected;
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[SOUR

3.1.14

w in one layer can be mitigated by capabilities in other layers;

stem security becomes a set of layers within the overall network security.

CE: IEC TS 62443-1-1:2009, 3.2.40]

system integrity
property that a system performs its intended function in an unimpaired manner, free from
deliberate or accidental unauthorized manipulation

[SOUR

3.1.15
denial
preven

[SOUR

3.1.16

hazardous situation

circum
hazard

[SOUR

3.1.17

securit
indepe
adequg
proced
indicats

[SOUR

3.1.18
securif
<of swi
inits u
of its p
the ma

Note 1 tq entry.) When an additonal function such as energy monitoring of a circuit-breaker can be subject

leading
function

3.1.19
threat

CE: ISO/TR 11633-2:2009, 2.14, modified — "of the system" deleted.]
of service
ion of authorized access to resources or the delaying of time-critical operations

CE: ISO 7498-2:1989, 3.3.25]

stance in which people, property or the environment islare exposed to one o
5

CE: ISO/IEC Guide 51:2014, 3.4]

y audit

ndent review and examination of a system's records and activities to determ

cy of system controls, ensure compliance with established security poli
Lires, detect breaches in security?services, and recommend any changes t}
bd for countermeasures

CE: IEC TS 62443-1-1:2009,-3.2.101]

y related main fuhetion

fchgear and controlgear> function of switchgear and controlgear whose failure ca
nwanted operation which can lead to hazardous situations, in the loss or the corn
otective function, or in the loss or the corruption of an extended functionality def
hufacturer.

r more

ne the
y and
at are

n result
ruption
ned by

to attack
dditional

o\the’ corruption of the security related main function, such as the short-circuit protection, this &

£

| ] HY latad 4
S—CoOfsta et aS—a-Sttutty-rerarcamarufetoh:

potential for violation of security, which exists when there is a circumstance, capability, action,
or event that could breach security and cause harm

[SOUR

3.1.20

CE: IEC TS 62443-1-1:2009, 3.2.125]

security policy
set of rules that specify or regulate how a system or organization provides security services to

protect

[SOUR

its assets

CE: IEC TS 62443-1-1:2009, 3.2.112]
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3.1.21

security vulnerability

weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat

[SOURCE: ISO/IEC TR 24772:2013, 3.1.5.3]

3.1.22

security risk assessment
process that systematically identifies potential vulnerabilities to valuable system resources and
threats to those resources, quantifies loss exposures and consequences based on probability
of occuyrrence, and (optionally) recommends how to allocate resources to countermeasures to
minimize the exposure

[SOURCE: IEC TS 62443-1-1:2009, 3.2.88, modified — "total exposure" replaced by "the
exposure" and notes deleted.]

3.1.23
smart manufacturing
domain of integrated products, processes and resources (cyber, physical, human) to create and
deliver|products and services, which also collaborates with other-domains within an entefprise's
value dghains and continuously improves its performance aspects

Note 1 tp entry: Performance aspects include agility, efficiency,~safety, security, sustainability or apy other
performgnce indicators identified by the enterprise.

Note 2 fo entry: In addition to manufacturing, other enterprise domains can include engineering, |ogistics,
marketing, procurement, sales or any other domains identified\by the enterprise.

3.2 Abbreviated terms

APN access point name

BMS building management systems

BT Bluetooth® 1

CCTV closed circuit television

CF communication.functionalities

CVSS common vulnerability scoring system
CRL certificate ‘revocation list

DNP distriputed network protocol

DMZ demilitarized zone

DoS denial of service

DDoS distributed denial of service

EMC electromagnetic compatibility

ERP enterprise resource planning

HMI human machine interface

HVAC heating, ventilation, and air conditioning
ICS industrial control system

IDS intrusion detection system

IPS intrusion prevention system

1 Bluetooth® trademark is an example of a suitable communication protocol available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of this communication protocol.


https://iecnorm.com/api/?name=22acb6342998bc3915972941385d742c

IEC TS 63208:2020 © IEC 2020 -13 -

IT information technology

loT Internet of things

JTAG debugging interface "Joint Test Action Group" according to IEEE 1149 (all parts)
LAN local area network

MAC media access control

MLP multiprotocol label switching

NFC near field communication

oT operational technology

PLC programmable logic controller

P2P peer to peer connection

RBAC role based access control

RS485 recommended standard 485 (according to TIA 485-A)
SCADA supervisory control and data acquisition

SD carfl secure digital card

SSL secure socket layer

ULP universal logic plug

USB universal serial bus

VPN virtual private network

WCI wireless communication interface
WLAN wide local area network

4 Ggneral

The intpgrity or the availability of the main*functions of switchgear and controlgear may ¢glepend
on physical security and cyberseeulrity aspects. The existing procedures for physically
accessjng equipment shall be considered as part of the security countermeasures together with
the cybersecurity countermeasures.

5 Sejcurity objectives

In the pontext of eleetrical distribution with switchgear and machine control with controlgear
(see Ahnex A), the“overall security objectives are to ensure they operate as designpd and
configured and.specially to avoid unintended operation and to protect its security relatgdd main
functions.

hins oo v acnnacnte t0a b ~nmoidarad Srn: Aot it ety St At A A ili
em Habili
H-seeurity-aspeets—to—be—econsidered—are—data—integrity—authenticity-and-avai y.

They should be detailed in terms of what needs to be protected and how this can be achieved.
See Annex C for an overview of the relevant security aspects to be considered and Clause A.3
for security levels.

6 Security lifecycle management

6.1 General

The protections against security attacks should be determined based on the results of a risk
assessment in order to identify the potential threats and vulnerabilities, and to define the
countermeasures in a document called security requirements specification. It should cover each
phase of the life cycle of the equipment and the relevant stakeholders, and it should take into
account its physical access and the limits of its environmental conditions (see Figure 1 as an
example).
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Typical threats and their associated countermeasures are given in the use cases described in

Annex B, as listed below in Table 1.

Table 1 — Typical threats

Threat Use case number

UC1, see Clause B.2
UC5, see Clause B.6

Malicious firmware upgrade

Distributed denial of service attack UC3, see Clause B.4

Unauthorized access to the production network (OT) UC2, see Clause B.3

Unauthorized access to the electrical installation UC4, see Clause B.5
UCB6, see Clause B.7
Unauthorized access to the device UC7, see Clause B.8

UCS8, see Clause B.9

The risk associated with corrupting certain security related main functighs-in some ind
may be|so severe that efforts associated with risk mitigation may outweigh the benefit of
programmable digital products and highly integrated systems. In such cases, a risk
detailing the benefits and drawbacks of utilizing such products and _systems is recomme

( o\ )

Embedded
human machine
interface (local

control panel...)

comm &ion
ineggs
QS

Physical ports:
USB port, SD
card...

ustries
tilizing
nalysis
nded.

(3)))
NFC

IEC

Figure 1 — Example of physical interfaces of an embedded device
in an equipment which can be subject to an attack

6.2 Security risk assessment

In general, a security risk assessment is based on a product/system in its environment on which
threats and known vulnerabilities are taken into account. After being performed, this
assessment will allow defining relevant countermeasures to fulfil the overall security objectives.
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All relevant threats and known product/system vulnerabilities possibly affecting the main
functions of equipment shall be considered and documented as part of the security risk
assessment.

The following aspects should be considered in the risk assessment in combination with the
targeted security level:

— correct flow of categorized information throughout the system;

— trus

t boundaries;

— processes;

— data stores;

— intdracting external entities;
— intdrnal and external communication protocols implemented in the product;

— ext

— cird
to 4

— pot
— pot

vulperability scoring system (e.g. CVSS);

—  miti

— SeC]

— extérnal dependencies in the form of drivers or third-party applications (code tha

deyv

NOTE

A vulngrability assessment shall be carried' out to identify vulnerabilities, to which id

threats
related

The ris

— the

— the
mai

— the
(ing
soff

— the

This list is derived from IEC 62443-4-1:2018.

rnally accessible physical ports including debug ports;

uit board connections such as JTAG connections or debug headerscawhich might b
ttack the hardware;

bntial attack vectors including attacks on the hardware if applicable;
bntial threats, their likelihood, and their severity and consequences as defing

gations and/or dispositions for each threat;
urity-related issues identified;

eloped by the supplier) that are linked into‘the application.

are exploitable, of the equipment within its intended use and the potential in
to its security related main furctions.

k assessment shall resultiin the description of:

various phases._such as design, implementation, commissioning, operatio
ntenance,;

identified¢yulnerabilities that could be exploited by threats and result in securi
luding _intentional attacks on the hardware, application programmes and
ware,“as well as unintended events resulting from human error);

potential consequences resulting from the security risks, by considering the po

devices/system cavered by a security risk assessment (e.g. mobile control pane]);

e used

d by a

is not

entified
luence

~

n, and

y risks
related

5sibility

ch-caonditicontheoco-caon ocoie:

un

araahd
CTw ST CoOTT oot e ot~ Car—otTuT;

— for each phase, the requirements for additional countermeasures;

— the

information on the countermeasures taken to reduce or remove the threats.

6.3 Response to security risk

Responses to security risks include the following:

- miti
a)
b)
c)

— acc

gate intolerable security risks by:

designing the security risk out (avoid); or

limiting the security risk; or

transferring or sharing the security risk (to another entity);

ept the security risk if tolerable.
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6.4 Security requirement specification

Based on the results of the security risk assessment including the vulnerabilities of the
equipment, a security requirements specification shall be generated with at least the following:

— the

description of the security related main function of the equipment;

— vulnerabilities that can have an impact on this function and assumed threats, if applicable;

— con
— des

6.5 |

sequences on the security related main function;

cription of proposed security countermeasure(s).

mportant data

Specia
and thg

— ope
rec

— pro
[ ]

Other d

Meterin
measu

6.6 ¢
6.6.1
Typical

needed
monito

The atflack surface of an.attack to a control system is largely a function of its architect
the architecture-related risks, its level of functionality and its external conngctivity

assess
should

6.6.2

care should be taken to protect the important data. The important data for thé"i
availability of the main functions of switchgear and controlgear are the following

rating data related to hazardous operation (electrical interlocking,“imotor s
osing, etc);

uct configuration data, including:
circuit-breaker overcurrent protection settings (product ratings, number of poles,

proximity sensor settings (sensing range, normally open /or normally close
position, etc).

ata related to the security related main functions of the equipment may also be idg

g function may be sensitive for some businesses. In such case, additional confide
es should be taken.

bystem architecture
Control system

ly, low voltage switchgear and controlgear are installed within assemblies.
, communication interfacesare implemented (e.g. gateway) to give remote acc
ing and control. This can be called a control system.

be evaluated.

Levels of communication functionalities

ntegrity
):

tarting,

etc);

output

ntified.

ntiality

When
ess for

re. To

The Ie\1el of.communication functionalities (CF) of the control system can be classified in1o three

levels:

— CF1: minimal systems including sensors, protective devices, programmable logics, HMIs
and actuators excluding programming consoles. Point to point communication links may be

con

sidered as "CF1-" with limited functionality and limited zone;

— CF2: complex systems with supervisory control and data acquisition (SCADA) or building
management systems (BMS), including databases but excluding programming consoles and

eng

— CF3:

ineering workstations;

very complex system with permanently-connected programming consoles or

engineering workstations and other enterprise systems with remote control systems.

Distributed control systems with or without engineering console are considered as CF3.

NOTE Special attention is on programming consoles and engineering stations, which provide significant additional
tools to an attacker. Their permanent presence in the control system is sufficient to justify a maximum level. This
classification is derived from a publication of ANSSI, the French Network and Security Agency.
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Figure 2 illustrate these levels of functionality in a control system architecture.

Database
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IEC

Key

UC upe case number from Annex B

a Idcal-.console communication port access
b ldcak HMI access

=== communication links (wired or wireless)

control wires

D non-communicating devices

@ cr
0 cr
0 crs

Figure 2 — Control system architecture with switchgear and controlgear

6.6.3 Levels of connectivity

The connectivity (Cx) of a control system can be classified by the following categories:

— C1: isolated. The whole control system network is completely closed.
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C2: connected to the information system of the enterprise but without permitting operations
from outside this information system. The information system can be connected to a public
network such as the Internet or even distributed across multiple sites.

C3: connectivity C2 using wireless communication as depicted in Figure 3. The wireless
access gives more vulnerabilities to attacks.

Information system

C4:
Diff

( )

Control system

Wireless

N\ J

IEG,

Figure 3 — Control system connectivity.level C3

distributed control system permitting operations from-outside as depicted in Fi
erent sites communicate with each other via @ “‘private infrastructure. This n

conmpletely private or leased from a telecommunications operator. This catego

con
net

cerns control systems that permit operations from outside the site or from a mana
vork (e.g. remote maintenance, remote management).

'\Q%emote

maintenance

-

[ Remote SCADA
Inform a@stem /
C

)

Private infrastructure

gure 4.
hay be
'y also
jement

Control
system 1

Control
system 2

IEC

Figure 4 — Control system connectivity level C4

C5: distributed control system with public infrastructure (Internet) as depicted in Figure 5.
An attacker can easily reach various access points of the control system. This obliges the
implementation of additional countermeasures. Moreover, no resources are dedicated to the
control system, which can become a "collateral victim" of abnormally high network
utilization.
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Remote
maintenance

Remote SCADA

Corporate network

Public infrastructure,
Internet

IEC
Figure 5 — Control system connectivity level C5

Infrastructure such as private access point name (APN).@r)virtual private network (VPN)|of type
multiprptocol label switching (MLP) falls into this category.

In this [category, new potential vulnerabilities retated to the presence of an infrastructlire are
very difficult — or even impossible — to moniter, and control in their entirety, in particular from
the pernspective of physical access. All vulnerabilities related to remote maintenance afre also
present.

6.6.4 Control system exposure levels

The exposure of the control system is a combination of its levels of communication functjonality
and cdnnectivity. Table 2 gives a level of exposure from E1 (least exposed) to E§ (most
exposed). This indicates the amount of risk that can be introduced into the control sygtem. A
higher risk will require_.a more extensive risk assessment.

Table 2 — Level of exposure of a control system

Functionality/Connectivity | C1 | C2 | C3 | C4 | C5
CF3 E3 | E3 | E4 | E4
€2 E2—F2——F3—TF4
CF1 - E2 | E3 | E4
Key

E1 least exposed

E5 most exposed

The levels of functionality and connectivity do not vary independently. Therefore, some cells
may not correspond to any real control system. Other factors can influence the levels, including
the number of devices involved, and the heterogeneity of the devices used should be considered
in the risk assessment.

Examples of risk assessment associated with their level of exposure are under consideration.
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Non-communicating devices illustrated in green in Figure 2 are not considered in the levels of

exposure, but shall be covered in the whole risk assessment when they include embedded
software.

The level of exposure is used for evaluating the severity of the exposure of the equipment to
attacks in order to select the appropriate countermeasure. See Annex B.

7 Security requirements

71 General

The following requirements are based on the typical use cases of Annex B.

Following the approach of Clause 6, the manufacturer shall implement the relévant gecurity
countefmeasures given in the following subclauses 7.2, 7.3 and 7.4.

The communication accessories associated with switchgear and controlgear are assumed to

maintajn their functional integrity level within the intended industrial enavironment (physigal and
EMC).

NOTE [Powerful, with extended connectivity and inexpensive consumer off-the-shelf communication dev|ces, are
often no{ appropriate for industrial environments and give too many opportunities for cyber-attack.

7.2 Cybersecurity aspects

Cyberslecurity aspects are partly derived from IEC 62443-4-2:2019.

If appllcable, as minimum requirements, thecidentification and authentication, use ¢ontrol,
system| integrity and resource availability shall be taken into account. Data confidentiality,
restricted data flow and timely response te>eévents may be relevant in certain cases but jare not
required in this document.

Consequently, the minimum required security profile is depicted in Figure 6. The detail$ of the

requirements belonging to each security aspect are under consideration for inclugion in
Annex [C.

secufitylevel

IEC
Figure 6 — Switchgear and controlgear minimum security profile
Annex C provides information about each cybersecurity aspect.

The appropriate security level vectors shall be selected according to the results of the risk
assessment according to Clause 6.
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7.3 Physical access and environment

According to IEC 60364-7-729, restricted access areas with switchgear and controlgear
assemblies shall not provide access to unauthorized persons. In addition, door(s) provided for
closed restricted access areas shall allow easy evacuation to the outside by opening without
the use of a key, tool or any other device not part of the opening mechanism.

NOTE In North America, requirement for physical security of critical operations power systems are given in Clause
708.5 of NFPA 730, Guide for Premises Security.

Based on the results of the risk assessment, a strategy for providing physical security when
appropriate shall be developed, documented, and implemented.

Electrigal circuits and equipment for critical operations power systems shall be acecessible to
qualified personnel only.

Typical measures for managing the physical access to switchgear and controlgear areflocked
doors ¢f technical rooms and individual distribution and control switchboards, sealed panels,
alarm gystems and video monitoring.

Accordjng to A.11 of ISO/IEC 27001:2013, several requirements are,derived to premiseg where
low voltage switchgear and controlgear assemblies are installed/Appropriate user instructions
shall b¢ given for addressing the following requirements.

a) For| secured areas in order to prevent unauthorizéd physical access, damage and
intdrference to the security related main functions ©f the equipment:

1) Physical security perimeters should be defined and used to protect areas that gontain
quipment supporting security related mainfunctions.

2) [Physical entry controls: access control'should be defined and implemented to authorized
ersons for entering premises wheresswitchgear and controlgear are accessible such as
lectrical restricted access areas:

3) |Detective and reactive physical'security monitoring: security means should be dgployed
o0 monitor premises security. For example, CCTV should be used to view and|record
ccess to sensitive areasiwithin an organization’s premises, guards should be dgployed
o detect intruder access to an organization’s premises, or burglar alarms ang other
evices should be used to detect the presence of intruders within an organization’s
remises.

4) |Protecting against external and environmental attacks: physical protection against
atural disasters, physical attack or accidents should be considered, and if appropriate
hould betdesigned and implemented.

b) For| equipment in order to prevent loss, damage, theft or corruption of equipmgnt and
intdrruption to the organization’s operations:

1) [Ealipment siting and protection: storage facilities should be secured to|l avoid
unauthorized access. Controls should be adopted to minimize the risk of potential
physical and environmental threats, for example theft, fire, explosives, smoke, water (or
water supply failure), dust, vibration, chemical effects, higher EMC disturbance levels
than the generic levels given for the relevant EMC environment and vandalism.

2) Cabling security: power and telecommunications cabling carrying data or supporting
information services should be protected from interception, interference or damage.

3) Equipment maintenance: equipment should be correctly maintained to ensure its
continued availability and integrity. For example, firmware should be updated according
to the manufacturer's notice.
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c) Equipment tampering: when the above countermeasures are not implemented, the
equipment should be secured to avoid internal access, for example: disable/remove JTAG
ports, apply tamper evident seals to removable housings, disable unused processor
peripheral ports, design features in device housings to make them tamper resistant, utilize
tamper resistant hardware to join component housing sections, where local setting controls
are supplied (dials or dip switches), provide means of locking or sealing them from
tampering.

7.4 Equipment requirement
7.4.1 General

The manufacturer of the equipment shall consider the requirements of 7.4.2toc 7.4.8

7.4.2 Hardening

Only so¢ftware/services that are needed to support the main functions of the-pfoduct ghall be
implemented in the product. For instance, services for debugging purposes used|during
development should be removed before release.

To limit backdoor accounts and avoid hardcoded credentials, product should not have any
accounts, passwords or private keys that cannot be changed, (disabled or removed| by an
authoriged end-user.

7.4.3 Encryption techniques

Accepted industry recommendations and guidelines suchas algorithms according to IEC|and/or
ISO stgndards shall be used. Product manufacturersishould neither invent their own algprithms
nor usg algorithms from unknown sources. The providing source should guarantee updates and
patches$ in case of vulnerabilities and failures.

The manufacturer should establish a ¢vulnerability monitoring for the utilized decurity
functiopalities.

EXAMPLUE Integration of open SSL (secure-socket layer).
7.4.4 Embedded software‘\robustness and integrity
7.4.41 Security quality

Securifly quality checks-should be performed for example with robustness testing, vulngrability
scanning, static code ‘analysis or binary code analysis. This is often done using available tools
on the market.

NOTE (@uidance for the development of embedded software for switchgear and controlgear including secuile coding
is descriped{im IEC TR 63201.

7.4.4.2 Software integrity and authenticity

Software deliverables shall be digitally signed in such a way as to allow customers to verify
integrity and authenticity of software before using it.

The digital signature should be checked by the user before installation on the device.
The digital signature should be ultimately verified by the device before accepting the
installation. Both secure boot and secure upgrade should be implemented. This verification

shall be done in case of software upgrade from remote or wireless communication.

Asymmetric algorithms used for signature shall be selected from FIPS 186-4 or any other
recognized standards.

Digital signature shall be formatted using well known standards. IEC TS 62351-6 recommends
using X.509 format, for example.
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Manufacturers shall build a process to protect the private key used for signature from
unauthorized access (see examples of how to manage keys in IEC 62351-9). In case of
compromise of the private key, like disclosure or abusive use, manufacturers shall take
adequate measures to restore the integrity of the embedded software and to revoke all
certificates associated to the key. A certificate revocation list (CRL) shall be kept available and
updated periodically by the manufacturer.

7.4.5 Denial of service
DoS and DDoS attacks may cause:

— flooding (saturation) of communication network. In this case, switchgear and controlgear are

no memmmmm—sﬁbﬁm ntroller
conmpmands;

— ovefrloading of equipment resources which makes main functions inoperative)ef bghaving
implroperly;

— resegt of the equipment which makes main functions inoperative for somg|time.

Embedded software of switchgear and controlgear shall be designed in“a, way to prevent|/impact
of DoY and DDoS type attacks on the main functions of switchgéar and controlgear. Only
required services and ports shall be implemented to reduce the exXposure to attack. In agdition,
a mechanism limiting the data rate can be implemented by droppging data packets when a rate
threshqld is reached.

Systen] architecture shall be designed in a way to lowenrthe probability and the impact [of DoS
or DDQS. For example, OT network shall be separatéd from IT network and switchggar and
controlgear shall not be exposed directly to the Internet without appropriate countermeasure.

NOTE $ee IEC 62443-3-22 for details.
7.4.6 Authentication of users

When ipterfaces of switchgear and coentrolgear are intended to be accessible to the uselrl on the
front deor of the equipment or remately, they shall provide means to identify and authgnticate
legitimate human users interacting with them.

Role based access control(RBAC) techniques should be used to implement authenticat{on and
authorigation mechanisms. Authentication of users could be achieved for examplg using
passwgrds, smartcards,/biometric data, etc. IEC 62351-83 may be used for this purposs.

Users @uthorization shall be granted (permissions) in relation to their roles and permissions.
Least grivilegesprinciple should be considered for the definition of roles and permissions.

For firqt ‘use, switchgear and controlgear shall provide at least one default credential| which
shall be modified.

A security policy should be applied to strengthen the authentication process over time.
Switchgear and controlgear should support implementation of such policy.

The authentication could be performed within the equipment itself or by a system component
on the OT/IT network.

2 Under preparation. Stage at the time of publication: IEC RFDIS 62443-3-2:2020.
3 Under preparation. Stage at the time of publication: IEC CFDIS 62351-8:2020.
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Security related events like login attempts should be logged at equipment level or at system
level for monitoring or later analysis. In addition, this event storing (audit log) should be
protected from tampering (integrity protection).

Authentication and authorization of machine users should be considered to make sure that
commands and data are from a trusted equipment.

7.4.7 Communication systems

Unsecured communication systems shall be either isolated from outside the protected perimeter
via a physical access measure or using a firewall at the system level or other equivalent
countermeasures such as VPN or IPsec.

When authorization (which can include encryption) and authentication are required; §ecured
communication protocols shall be considered, for example: Secure Modbus, "secure" ProfiNet4
under [consideration, IEC TS 62351-5 as secured extension for DNP3 or' |IEC 60870-5
communication protocols, as well as IEC TS 62351-6 for IEC 61850 communication protocols.

7.4.8 Wireless communication
For seguring wireless communication, the state-of-the-art recommendations shall be followed,

for example NIST 800-121 about Bluetooth or other recognized standard.

8 Instructions for installation, operation and mainfenance

In addgition to 6.3 of IEC 60947-1:2020 (Instruc¢tions for installation, operation and
maintepance), the manufacturer shall provide all information for installing products and for
configuring security controls needed to maintain the“intended security level.

The manufacturer shall specify the countermeasures to be taken about the potential decurity
threats|related to the security related main’functions of the equipment.

The following information should be included in product documentation:

— phypsical security requirements, if required;

EXAMPLE 1 Productis in alocked cabinet because it has a non-protected externally accessible communication
port

— descriptions of communication ports and services;
— depgendencies-oniother system components for secure deployment;

EXAMPLE 2+<’An 10-Link sensor depends on the I0-Link master to ensure restrictions on protect¢d mode
behaviours ‘as well as authentication of configuration.

— description of all user and system accounts with recommendation to change [default

cleariardas
paoovvul S

— deployment guidelines;

— specific instruction on how to configure security controls provided either by the product or
in addition to the product (for instance firewall, antivirus); guidance for setting up event
logging and alerts. See Annex D.

For relevant potential security requirements and recommendations, the manufacturer should
provide security signs, graphical symbols or security notes of the vulnerability. The symbol
shown in Figure 7 (IEC 60417-5569:2005-08 combined with ISO 7000-2410:2004-01) should be
used in the documents to identify security instructions.

4 ProfiNet® trademark is an example of a suitable communication protocol available commercially. This information
is given for the convenience of users of this document and does not constitute an endorsement by IEC of this
communication protocol.
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i

IEC

Figure 7 — Example of security instruction symbol

The effectiveness of the cybersecurity countermeasures of the equipment will depend on the
risk analysis and the consequential cybersecurity strategy of the whole system to be
implemented and managed. Reference to IEC 62443-2-1 or ISO/IEC 27001, as appropriate, can
be given in the documentation of the equipment as a general best practice standard for this

purposk.

Securifly vulnerabilities experienced in the field shall be shared with the relevant parties and
recommendations shall be provided about the associated risks and actions. Forthis plirpose,
Clause|10 of IEC 62443-4-1:2018 or A.10 of ISO/IEC 27001:2013, as apprapriate, applies.

Guidan

ce for the attention of the user on how to deploy an appropriatescybersecurity strategy

necessfary for taking the benefits of the countermeasures embedded in the equipment are

developed in Annex D.

9

9.1
To

security requirements, the development and testing shall follow a well-defined and m
proces$. A secure development plan shall be defined with the following:

a)

b)

c)

d)

Deivelopment and testing

General development method

ver|fy that all security requirements have been implemented according to the

Spgcification of the implementation™ of security features in relation to the s
requirements defined in Clause 6 ©f IEC 62443-4-1:2018 shall be applied when apq
to qwitchgear and controlgear.

Suljclause 7.5 of IEC 6244324-2:2019 (Security functionality verification) and 1

broduct
hnaged

ecurity
licable

0.1 of

ISQ/IEC 27001 shall be considered for the capability to support verification of the intended

opdration of security functions.

Soffware management plan according to Clause 5 of IEC TR 63201:2019 applies v
secprity countermeasures considered as main functions. The following additional s
mamnagement requirements from Clause 5 of IEC 62443-4-1:2018 apply:

— ecuritylof the development environment, secure repositories and security in the
ontrol (5.9 of IEC 62443-4-1:2018);

— ecurity checkpoints within the project milestones (5.2 of IEC 62443-4-1:2018);

ith the
ecurity

bersion

— developers’ capability of avoiding, finding and fixing vulnerabilities (5.6 of IEC 62443-4-

1:2018).

The design lifecycle shall follow Clause 7 of IEC TR 63201:2019 and, in particul
secure coding principles.

ar, the

Further conformance tests for power system equipment can be found in IEC 62351-100 (all
parts).

9.2

Testing

Security verification and validation testing should be carried out during the design lifecycle.
Clause 9 of IEC 62443-4-1:2018 applies.

NOTE Complementary testing methods can be found in UL 2900-1.
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Annex A
(informative)

Cybersecurity and electrical system architecture

General

An efficient way to mitigate the security risk is to distribute countermeasures at the different
levels of the architecture of the considered system. Switchboards and control boards are also
used at different levels of the electrical distribution and of the power control system.

A top-d

at each layer of the architecture of the electrical system.

A.2

A.21

The se

Typical architecture involving switchgear and controlgear,and their
assembly

Building

curity layers of a building can be defined as follows:

1) sitgd (campus) network: firewall, anti-virus, VPN;

2) IT $ervices (ERP, e-mail server, office IT, etc.);

3) bui
4) tec

ding networks: intrusion detection, network.interfaces (HVAC, IT, BMS, etc.);

nnical room: guards, locks, access control;

5) swifchboard communication network or\system: panel firewall, authentication,
audit;

6) parlel programmable controller: application hardening, patch management;

7) swifchgear product communication: control, configuration.

Figure

A.1 shows an example (of)a building electrical architecture.

own approach should be followed to identify the appropriate security countenmgasures

gecurity
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A.2.2 Manufacturing

The seputity layers of a manufacturing facility can be defined as follows:
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Figure A.1 — Building electrical architecture

1) IT network: firewall, VPN, DMZ;

2) manufacturing network: firewall, VPN;
3) workshop network: intrusion detection;

4) physical: locks, access control;

5) machine communication network or system: machine firewall, authentication, anti-virus,

security audit;

6) machine controller: application hardening, patch management;
7) safety control system: safety integrity;

8) controlgear communication: control, configuration, safety integrity.

Figure A.2 shows four typical manufacture plants i.e. car production and machine tool, conveyor
technique and packaging, chemical industry and food industry.
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Figure A.2 - Iq@strial plants
b

A.3 [Security levels and productiﬁndards

O
When p product standard addregée\s security risks in interfaces of electrical deviges, for

example fieldbus, USB, LA \C_o)
communication layers, a qualitative approach addressing security should be determin

classified in one of the foH&Ving security levels derived from |[EC 62443-4-2:

a)
b)

c)

d)

SLA{1: protection a t casual or coincidental violation;

SL-P: protection

skills and lo ivation;

inst intentional violation using simple means with low resources,

remote-control operation, devices and subsgequent

ed and

jeneric

SL-3: pr@on against intentional violation using sophisticated means with mgderate
res )urc€§, specific skills related to the considered equipment and moderate motivat

on;

SL-fw ‘protection against intentional violation using sophisticated means with extended

resources, specitic skills related to the considered equipment and high motivation.

Product standard should specify the security requirements which are needed to achieve the
security levels mentioned in a) to d) while considering the following aspects:

1) countermeasures for protection against a given type of threat by configuration during the

2)

3)

design and installation phase;

based on a risk assessment, the need to protect the particular zone against the relevant

level of threat (see a) to d));

how the asset owner, system integrator, product supplier and/or any combination of these
shall configure the zone, system or component to meet the particular security requirements

described in a) to d).
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B.1

General

Annex B
(informative)

Use case studies

Annex B describes the typical use cases which are used to justify the relevant requirements
applicable for switchgear and controlgear and their assemblies. The format of the description

follows IEC 62559-2:2015.

B.2 |Use case 1 — Protection against malicious firmware upgrade of a-circuit-
breaker

Name ¢f use case Protection against malicious firmware upgrade of a circuit-breaker.

Lifecygle Electrical installation lifecycle of a building, industrial/Commercial site or anp LV utility
sector with a minimum level exposure E3 (CF3, C2)%aceording to Table 2.

Phase Commissioning and maintenance.

Object|ve and benefit for To ensure continuity of energy supply to end-user, facility manager, especiplly during

whom extensive use of the occupancy or load,duty.
To protect the related critical data (s€e,6.5).

Actors Hacker Attacker who manages the cyber-attack.
Field facility Manager chetks the access to the network and ensures the correct
manager countermeasures are taken.

Genergl description: Hacker has managed in“his laboratory to build a corrupted firmware (includjng a logical

which pctor does what

bomb).

Hacker sends a fake e-mail (spam) from the manufacturer to a list of sites
managers with-the malicious firmware attached asking the customer to mah
due to a serious bug on the circuit-breaker.

A facility(manager trusts the e-mail and proceeds to the upgrade.
The corrupted firmware is operational like the original one.

Ata predefined date the circuit-breaker opens (logic bomb activated).
All infected circuit-breakers open at the same time.

Facility manager does not see any root cause of the event.

Each time he closes the circuit-breaker, it opens again.

Immediate impact on production or building operation.

Facility manager contacts manufacturer for diagnosis and correction.

acility
e an upgrade

All provided data to the support are compliant with the expected behaviour

(original

firmware).

Option: hacker may ask for ransom.
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together, etc.

Detail description:
trigger, steps relating to
how actors are working

Countermeasures

manufacturer.

Manufacturer To ensure the integrity and the authenticity of the firmware, all circuit-
breakers firmware versions should be digitally signed by the

This digital signature should be verified before allowing execution.

Facility Facility managers should define rigorous firmware update
manager example:

activities such as firmware updates:

— defining for these people the relevant access rights
updating tools (computer, software, etc);

— verifying the website of the manufactureryto get thg
cybersecurity countermeasures.

— defining the needed cybersecurity relevant training(s);

policy. For

— defining the list of people in charge of the critical maintenance

ith the approved

last up-to-date

B.3 [Use case 2 — Protection against unauthorized access to electrical
production network

This cyber-attack use case is based on a real case-as described in the followihg link

(https:/fwww.wired.com/2015/01/german-steel-mill-hagg-tfestruction/).

Name ¢f use case

Protection against unauthorized access to production network.

description:
which actor does
what

In case of unauthorized access tothe production network, attackers can shut down gand/or
send improper commands to physical devices (i.e. circuit-breakers).
Lifecygle Electrical installation lifecyclejin a plant or a factory with a minimum level exposure E2
(CF1, C2) according to Table 2.
Phase Active phase of the plant.
Object|ve and To ensure the inviolability of the production network in order to avoid improper commands
benefif{ for whom | and modifications' of the state of the physical devices installed.
Avoid critical accidents and improper unsafe use of the devices.
Actors Hacker Attacker who tries to enter the production network.
Field-facility manager Actor who checks the access to the network and erlsures
the correct countermeasures are taken.
Security manager of IT Responsible for the awareness of possible phishing e-
department mails and responsible for the effectiveness of the fifewall
and for the safety of the network.
Employees Employees do not recognize the phishing attack and click
a MR 10 a maltcious sSite, graming the attacker access to
the company network.
General Hacker wants access to the production network.

Exploiting the connection between the company network (IT) and the production network
(OT), he starts to send phishing e-mails (to specific targets and trustable contents) to

employees, in order to get a login and password to gain access to the network.

High know-how of the hacker not only on IT, but also on industrial control system (ICS).

Some employees trust the phishing e-mails and the hacker is able to reach the company

network and consequently the production network with direct access to the devices.

The more substantial the automation of the plant, the bigger the risk of critical damage.

Facility manager detects the abnormal behaviour and disconnects automatic control
devices and decides to start manual operations.

IS department starts the investigation in order to understand how the hacker was able to

enter the production network and control the physical devices.

of the
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Detail Phishing e-mails Trustable and addressed to specific targets.
description: - - -
trigger, steps No separation of company Hacker exploits this weakness of the system.
relating to how network and production
actors are network
wtorklng together, Shutdown of the automation Facility manager interrupts the automatic operation of the
etc. system and switches to manual operation.
Detection and understanding IS and facility manager check accesses and unusual
of the origin of the attack operations inside the network.

Countermeasures | Generally, to apply multiple protection layers called defence in depth principle:
— segregation between company network (IT) and production network (OT);

— increase employee’s awareness about phishing e-mails;

— verify the configuration of the firewalls and check their effectiveness;
— periodic check of external access to the network;
— presence of a backup and recovery process in order to quickly recover. after an pttack;

— remote access to the devices (circuit-breakers) should be protected(by'an authenficating
mechanism (password) or a security level (the password shall‘be different from the
default one and the user shall change it);

— manage users by providing appropriate access rights fortthe different functionjs (only
authorized users can access the physical device - reduction of the success ratg of the
phishing e-mails).

B.4 |Use case 3 — Protection against DDoS (distributed denial of service) pttack
through insecure loT devices

This cyber-attack use case is based on a real case as described in the followihg link
(https:/fthehackernews.com/2016/11/heating-g¥Stem-hacked.html).

Name ¢f use case | Protection against DDoS attack through insecure loT devices.

DDoS attack overloading, production network with Internet traffic from multiple locatipns
causing control system.to fail.

Lifecygle Electrical installation with a minimum level exposure E4 (CF2, C4) according to Table 2.

Phase Operation of theelectrical installation of a building, industrial/commercial site or a Igw
voltage utility°sector.

Object|ve and To ensure continuous operation of control system when system is under DDoS cybef-

benefi{ for whom attack;

Avoid control system shutdown and malicious communication inside the production

network.

Actors Hacker Attacker who launches DDoS attack against vulnerable devices.
Facility Company in charge of managing building operation and maintenange.
service
comparny
Field service Manages on site installation including maintenance, repair and customer
technician support.
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General
description:
which actor does
what

The hacker installs malware on one insecure 10T device connected to Internet. Examples
of insecure devices are consumer electronic devices with unproven security level. Many
devices use default password and lack software update mechanism. The malware scans
Internet for other insecure 10T devices to infect and tries to login on discovered devices
using common usernames and default passwords. The malware is installed on devices
where the login is successful. By executing the malware, hundreds or even thousands of
insecure loT devices turn into remotely controlled "bots" ready to contribute to DDoS
attacks.

The hacker scans Internet for devices to attack and launches a DDoS attack to selected
devices utilizing the bots. One of the devices that is the target of the attack is a heating
control system that controls heating and ventilation in a building. The heating control
system is overloaded by the traffic and tries to respond to the attack by rebooting the main
control circuit. This is repeated and finally the control system is shut down, causing
unplanned downtime of both heating and ventilation in the building.

The facility service company that monitors and adjusts the control system remotely,
discovers that the remote connection is lost. Connection cannot be re-established;-4o the
facility service company sends out a service technician to the building to investigate] the

problem locally.

The problem is solved in two steps.

1) The first step is taken by the technician who disconnects the affected hardware [from
Internet and switches the heating system to manual operation:

2) The facility service company checks for the causes and tries’to find a solution. The
DDoS attack is addressed by installing a firewall between the control system anf
Internet before taking the system online again. TheAirewall prevents the DDoS attack
to reach the control system, because the malicious, traffic is filtered out.

Countgrmeasures

Apply multiple protection layers according to the,defence in depth architecture:

— System level — Address security throughout the lifecycle of the control system, from
design to installation and commissioningyto/maintenance.

— Network level:

e logical separation between coentrol system LAN (local area network) angl other
network by using firewall, ‘managed switches, unidirectional gateways, etf. Only
legitimate traffic should‘be allowed on control system LAN.

e do not connect any consumer device or insecure device (device with weak sgcurity)
to control system LAN.

— Device level — Improye security quality of control system devices by taking the fdllowing
countermeasures:

e disable.unused ports and services;

e keep ‘the device firmware updated to make sure the latest security patches are
installed;

e (\test device robustness, including flooding and fuzzing;

. replace default password with strong password that is unique for the gpecific
device.

B.5 [Usecase 4 — Protection against unauthorized access to the electrica

network using illegitimate device

Name of use case

Protection against unauthorized devices connected to the communication network.

Capture of information, remote control of switchgear.

Lifecycle Electrical installation with an initial level of exposure E2 (CF1, C2) according to Table 2.
This level is changed to E4 (CF1, C4) after hacking with an additional communication
device.

Phase Operation or maintenance of the electrical installation of a building, industrial/commercial

site or a low voltage utility sector.

Objective and
benefit for whom

To ensure the protection and the security of a network, exposed to risks due to
unauthorized devices integrated into this network.

Avoid shutdown and bad communication inside the network.
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Actors

Hacker Attacker who tries to take control of the network remotely.

Network Actor who works in order to maintain and secure the network at any
manager time, responsible for the 10T devices connectivity.

Security Responsible for the effectiveness of the firewall and for the security of
manager of IT the network.

department

Field operator

Checks and fixes installed devices.

Intruder

Attacker who managed to intrude into the electrical room and connect

an unauthorized 3G/4G device to the network.

Site security
manager

In charge of the security of the premises.

Genergl

description:
which pctor does
what

Because of weak physical security in the electrical rooms and switchboards, an iptrd
able to intrude into the electrical room, to open the switchboard and to connectra'3Q
communication device to the network.

Remotely, the hacker is able to connect to the internal network thanks tocthe '3G/4G
communication means and bypass all Internet and intranet networks security
countermeasures (firewalls...).

He is able to:

— send commands to the switchgear for open;
— modify data and settings of the switchgear;
— send incorrect data to the supervision of the system{(if any);

— disturb the behaviour of the network.

This may have an immediate impact on the correct operation of the system, due to t
shutdown of some of the switchgear.

deris
/4G

Detail
descri

tion:

Physical access and use of an illegitimate communication device

trigger} steps Access Because of a lackyof physical security policy and countermeasurgs, an
relating to how unauthorized pérson is able to access electrical rooms and
actors are switchboards content. This is a security breach.
working together, . . N . o . .
etc. Connection An intrudenis able to connect an illegitimate device with autononous
long-range communication capability (3G/4G or even Wi-Fi).
Attack Use.of remote connection to inject malicious data and/or behavioprs.
Detection Liocal field operator or network manager detects the abnormal
behaviour and works to find the root cause.
Further physical inspection of field operator detects and dismantles the
illegitimate device.
Countgrmeasures | To define and Apply defence in depth principle by adding physical security:
implement — physical security shall be implemented to prevent unauthorized
physical people from accessing the electrical rooms;
Security policy
— physical security shall be implemented to prevent unauthorized

and implement
illegitimate
device
detection

oL S0

people from accessing the switchboards;

— physical inspection should be conducted to detect suf

picious

components or devices.

P

Monitoring of the network shall be applied to detect new/suspicio
communicating devices.

us

— the good answer is enrolment of the system: only devices that have

a certificate signed by an authorized authority can comm
within the system.

unicate
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Use case 5 — Protection against malicious firmware upgrade of a sensor

(e.g. proximity switch), mounted in a machine wired-connected by IO-Link

interface

Name of use

Protection against malicious firmware upgrade of a sensor (e.g. standard proximity switch),

case mounted in a machine wired-connected by IO-Link interface.

Lifecycle Installation, operation, maintenance with a minimum level exposure E2 (CF1, C2)
according to Table 2.

Phase Operating phase of machinery, regular maintenance update.

Objective and To ensure the up-to-date configuration, the integrity of the files (configuration, functions,

benefit for whom | parameters, etc.) received from the manufacturer.

Benefit for operator company, operator and manufacturer of the sensor: reliable fungtion of
the machine, no customer complaints.

Actors Hacker Attacker who tries to modify or attack the installed firmware)
Manufacturing | He gives the authorizations and roles and he supervisgs'the prope
automation maintenance process of the automation system.
manager
Service " .
operator Initiator of the update (doing).

Field operator | No activity in this process.

Genergl Hacker has managed in his laboratory to build a corrupted firmware (including a logical

description: bomb).

which pctor does ) ) .

what The hacker presents the corrupted firmware-for, downloading by e-mail or Internet/fake
homepage.

The manufacturing automation manager trusts the fake e-mail, Internet/fake homepdge
(corrupted firmware).

The manufacturing automation manager makes the download and stores the corruptpd
firmware on a maintenance tool.

The service operator discongects the connecting cable or plug of the sensor and cofnects
the sensor to the maintenance tool.

The service operator initiates the download of the corrupted firmware from the
maintenance tool tothe sensor in accordance with the defined process.

The service operator disconnects the maintenance tool and connects the connecting cable
or plug with the sensor again.

The maehine is operating, the corrupted firmware is unnoticed until the corrupted firnware
causes.a malfunction (faked data/information), etc.

The manufacturing automation manager or operator notices a malfunction and sendg$ a
customer complaint to the manufacturer (the detection of skimming is improbable).

The service manager or the manufacturer replaces the sensor at the machine.

The quality department of the manufacturer makes investigations to find out the reagon for
the malfunction. Suitable plausibility or validity check of the installed firmware identify the
corrupted firmware.

Detail Manufacturing | Manufacturing automation manager trusts the fake e-mail, Internet/fake

description:
trigger, steps
relating to how
actors are
working
together, etc.

automation homepage. He thinks it is a legitimate data source.

manager

Service Service operator trusts the corrupted firmware. The maintenance tool and
operator the sensor have no built-in plausibility or validity check for identification

of the corrupted firmware.

Manufacturing | Manufacturing automation manager or quality department launches

a

automation customer complaint.
manager
Manufacturer The manufacturer makes analyses to find out the reason for the customer

complaint.

By comparing the source code and check sum it is possible to find
corrupted firmware.

the
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Countermeasures

Technological | To ensure the integrity and the authenticity of the firmware, all sensors
firmware versions should be digitally signed by the manufacturer.

This digital signature should be verified before allowing execution.

The digital signature shall be defined in relation to the security level (SL-1
to SL-4 of this document) and the potential risk of a malfunction. A risk
analysis is necessary.

(These aspects will be considered during the maintenance of IEC 60947-
5-7:2003).

Organizational | Manufacturing automation should define rigorous firmware update policy.
For example:

— defining the list of people in charge of the critical maintenance
activities such as firmware updates:

— defining the needed cybersecurity relevant training(s);

— defining for these people the relevant access rights withythe approved
updating tools, e.g. computer, software, maintenance,tool’ (from
manufacturer);

— verifying the website of the manufacturers to get.the last up-to-glate
cybersecurity countermeasures;

— defining the allowed source (homepagel/links’of the manufacturgr) for
downloads.

B.7

Use case 6 — HMI: human machine interface ~ Protection against
unauthorized access to a simple sensor (mounted in a machine) -
improper parametrization

Name ¢f use case HMI: human machine interface — Protection against unauthorized access to the simple sensor
mounted in a machine — impropér,_ parametrization.

Lifecygle Operation with a minimum level exposure E1 taken from Table 2 as the lowest leve| even if
there is no level of communication functionality in this use case.

Phase Active phase of machinery.

Object|ve and To ensure the coptinuity, validity of information/data and function.

benefi{ for whom ) . .
Benefit for operator company, operator and manufacturer of the sensor: reliable fupction of the
machine, no customer complaints. This use case describes a simple sensor, provided only with
push-buttens and a LED for programming the parametrization.

Actors Attacker Attacker who tries to modify the specified and configured sensor|parameter(s)

for the application.

Manufacturing No activity.

automation

manager

Service No activity.
operator

I'T network No activity.

administrator

Field operator No activity.
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General
description:
which actor does
what

The sensor is mounted in a machine.

The sensor includes the correct parameter(s).

The sensor and the machine work adequately.

The attacker has physical access to the sensor (push-buttons), which is mounted in a machine.

The sensor is not protected against re-configuration of the parameters.

The attacker is able to modify the sensor with improper value(s) of the parameter(s) by using
the push-buttons.

The unauthorized re-configuration of the parameters could be undetected over a long time,
depending on the application.

The unauthorized re-configuration of the sensor will be found out, when a critical condition in the

fav edc achiovad o o oo loval in o tonl 1o raschaod and thao concaor aon
f ts—aehiev ~g—FRaxHRu-eve-h-a-tarkis—+reached-anrdth ReeF-gererates no

p
detection signal.

Ao r} )

Detail description: | Attacker The attacker has access to the manual of instructions, e.g\ manufacturer
trigger} steps homepage (optional).
relating to how . . )
actors [are The attacker gains access to the sensor, mounted if ‘a*machine.
working together, The attacker activates the programming mode (KreWingly or by tfial-and-error
etc. method).
The attacker manipulates the parameter(s).
The attacker enables the parameter(s).of the sensor automatically enables the
parameter(s).
The attacker departs from the machine undetected.
Countgrmeasures Manufacturer There are no suitable countermeasures.
Duty to supply informatien: the manufacturer shall state in the prpduct
documentation (e.g. manual of instructions):
—  that no securitysnCountermeasures are integrated in the senspr;
—  suitable integration method such as with an additional accegsory for
limitingthé access to the push-button of the machine.
Integrator/User | The integfdtor and the operator are obliged to take appropriate spcurity

countermeasures according to the operator's specifications and legal
requirements.

B.8 [Use case 7 — HML: human machine interface — Protection against
unauthorized access to a complex sensor (mounted in a machine) -
improper parametrization

Name ¢f use

HMI: human machine interface — Protection against unauthorized access to a compléx

case sensor mounted in a machine — improper parametrization.
Lifecygle Operation with a minimum level exposure E2 (CF1, C2) according to Table 2.
Phase Active phase of machinery.

Objective and
benefit for whom

To ensure the continuity and validity of information/data and function.

Benefit for operator company, operator and manufacturer of the sensor: reliable function of
the machine, no customer complaints. The use case describes a complex sensor equipped
with push-buttons and a display and accessible via a data interface for programming the
parameters and locking the push-buttons.

Actors

Attacker/ Attacker who tries to modify the specified and configured sensor
Aggressor parameter(s) for this application.

Manufacturing | No activity.

automation

manager

Service No activity.

operator

IT network No activity.

administrator

Field operator | No activity.
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General
description:
which actor does
what

The sensor is mounted in a machine.

The sensor includes the correct parameter(s).

The sensor and the machine work adequately.

The attacker has physical access to the sensor.

The sensor is not protected against re-programming.

The attacker is able to modify the sensor with faked parameter(s).

The unauthorized re-programming could be undetected over a long time, dependent on the
application.

The unauthorized re-programming of the sensor will be found when a critical condition in
the process is achieved, e.g. maximum level in a tank is reached and the sensor generates

Detail
description:
trigger} steps
relating to how
actors|are
workin
together, etc.

Attacker/ The attacker has access to the manual of instructions, e.g. manufagturer
Aggressor homepage (optional).

The attacker gains access to the sensor by corrupting the.infrastrugtural
safety measures.

The attacker gains knowledge of the access options-of the sensor.

The attacker logs into the programming interface with a default or
disclosed password and an ID.

The attacker activates the parameter setting mode.
The attacker manipulates the parameters.

The attacker enabled the parameter(s) or the sensor automatically
enabled the parameter(s).

Countgrmeasures

Manufacturer Install user access control\measure, for example user name(s) and
password(s).

Examples of access control implementation:

— delay in case‘of*wrong password input;

— delay in case of restart;

— encrypt remote access;

— deaetivate local sensor push-buttons;

- logging x unsuccessful login attempts;

— prevent access after logging x unsuccessful login attempts;
— user account management (rights/roles);

— make the password changeable;

— minimum password complexity;

— make it mandatory to change initial passwords;
— no function without prior password change;

— input validation;

— use of connection-oriented protocols;

— predetermined states of the outputs;

— implement basic security feature based on this document.

Integrator/ The integrator/user should create and document an authorization
User concept.

The integrator/user should implement the aspects indicated above to the
best of his knowledge according to the authorization concept.

The integrator and the user are obliged to take appropriate security
countermeasures according to the operator's specifications and legal
requirements.
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proximity switch), mounted in a machine, connected by wireless
communication interface (WCI)

C 2020

Use case 8 — Protection against unauthorized access to a sensor (e.g.

Name of use

Protection against unauthorized access to a sensor (e.g. proximity switch), mounted in a

case machine, connected by wireless communication interface.

Lifecycle Operation, maintenance with a minimum level exposure E3 (CF1, C3) according to
Table 2.

Phase Active phase of machinery.

Objective and
benefit for whom

To ensure the continuity and validity of information/data and function.

Benefit for operator company. operator and manufacturer of the sensor: reliable function of
the machine, no customer complaints.
This use case is also valid within a smart manufacturing system.
Actors Hacker The hacker tries to get access to the transferred data/information of the
sensor via WCI (reading and modification of the data/information)
Manufacturing | No activity.
automation
manager
Service No activity.
operator
IT network He is responsible to ensure that oplysauthorized devices have access to
administrator the WCI.
Field operator | No activity.
Genergl The hacker has the required technical.equipment.
descrittion: )
which hctor does | He has the required know-how.
what He is within network range.
He gains access to the wireless network:
a) he reads data/information;
b) he changes data/information and transmits it to the recipient;
c) the sensor.stinfluenced so that it fails (causes a complaint with the sensor
manufacturer).
Detail Hacker He overcomes existing authentications.
description:

trigger} steps
relating to how
actors|are
workin
together, etc.

The implementation on the radio chip has a security flaw, the wireld
protocol allows for intrusions.

Or he gains access to the password.
a) He reads data/information. This is not detected;

b) He changes data/information and transmits it to the recipient. T
not detected;

LSS

Nis is

f‘\ The sensoris influenced so that it fails. He ellnarlmnncne the

communication channel with a sensor featurlng a hlgher performance.

This is detected and causes a complaint with the manufacturer.



https://iecnorm.com/api/?name=22acb6342998bc3915972941385d742c
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