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The |main) task of IEC technical committees is to prepare International Standardg.
exceptional circumstances, a technical committee may propose the publication of a tech
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL ENERGY STORAGE (EES) SYSTEMS -

Part 5-1: Safety considerations for grid-integrated EES systems —
General specification

FOREWORD

THe International Electrotechnical Commission (IEC) is a worldwide organization for standardizatioh comp
all national electrotechnical committees (IEC National Committees). The object of IEC is|to pr
infernational co-operation on all questions concerning standardization in the electrical and electronic fiel
th|s end and in addition to other activities, IEC publishes International Standards, Technical Specificg
Tgchnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftercreférred to as
Pdyblication(s)”). Their preparation is entrusted to technical committees; any IEC National €ommittee inte
in| the subject dealt with may participate in this preparatory work. Internationaligovernmental and
gqvernmental organizations liaising with the IEC also participate in this preparations|EC collaborates ¢
with the International Organization for Standardization (ISO) in accordance-~with’ conditions determin
adreement between the two organizations.

rising
bmote
s. To
tions,
“IEC
ested
non-
osely
ed by

THe formal decisions or agreements of IEC on technical matters express, @s nearly as possible, an interngtional

cdnsensus of opinion on the relevant subjects since each technical¢{committee has representation frd
inferested IEC National Committees.

IEIC Publications have the form of recommendations for international use and are accepted by IEC N4
Committees in that sense. While all reasonable efforts are madé to ensure that the technical content d
Pyblications is accurate, IEC cannot be held responsible.for) the way in which they are used or fg
misinterpretation by any end user.

In] order to promote international uniformity, IEC National Committees undertake to apply IEC Public
trgnsparently to the maximum extent possible in their” national and regional publications. Any diver
bdtween any IEC Publication and the corresponding‘national or regional publication shall be clearly indica
the latter.

IEC itself does not provide any attestation pf-conformity. Independent certification bodies provide conf
agsessment services and, in some areas, a¢écess to |IEC marks of conformity. IEC is not responsible fq
sgrvices carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

m all

tional
f IEC
r any

htions
jence
ted in

brmity
r any

N¢ liability shall attach to IEC of.its directors, employees, servants or agents including individual experts and

members of its technical committees and IEC National Committees for any personal injury, property dama
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the "publication, use of, or reliance upon, this IEC Publication or any othe]
Pyblications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publicati
inflispensable for the correct application of this publication.

Attention is dfawn to the possibility that some of the elements of this IEC Publication may be the subj
pdtent rights. IEC shall not be held responsible for identifying any or all such patent rights.

ge or
) and
r IEC

bns is

ect of

In

pical

specification when

the required support cannot be obtained for the publication of an International Standard,

despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the

future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62933-5-1, which is a technical specification, has been prepared by IEC technical
committee TC 120: Electrical Energy Storage (EES) Systems.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
120/89/DTS 120/100/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A lisf of all parts in the IEC 62933 series, published under the general title Electrical”’energy

storgge (EES) systems, can be found on the IEC website.

The pommittee has decided that the contents of this document will remain unchanged unt|l the

stability date indicated on the IEC website under "http://webstore.iec.ch" in the-data relat¢d to

the gpecific document. At this date, the document will be

e reconfirmed,

e Withdrawn,

o replaced by a revised edition, or

e amended.

A billngual version of this publication may be issued at-a later date.
IMBORTANT - The 'colour inside’' logo on'the cover page of this publication indicales
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users’should therefore print this document using a

col

bur printer.
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INTRODUCTION

Many governments' plans for how electricity will be generated and managed in the future have
been determined. Such current plans cannot be implemented without long-term storage with

capa

cities in the multi-MWh range.

There are a number of types of storage technologies that have emerged. Examples of these
technologies are pumped hydro storage (PHS), electrochemical batteries, flywheel storage
systems and hydrogen and synthetic natural gas (SNG). Pumped hydro storage has been
widely used in terms of the total amount of the stored energy. A flywheel is a model of kinetic

some

energy-storage—with-a-high-power-density—excellent-cycle-stability-andlong-tife—\Ahile
flywheels are intended for short term operation, others can operate over longer perioqg

time

(SN

of t
rese
exist
relia
prov

The

cons
antig
shap

For mature EES systems various IEC standards exist covering technical features, testing

syste
topic

Up t¢ now no general standard addressifig safety for EES system integration into an elec

grid

The
futur
At th
need

This
tech
integ

somf technologies to increase energy density as well. Hydrogen and synthetic .'natural

of up to a few hours. Batteries require development primarily to decrease cost, an

) added to natural gas are likely to be essential elements of future electric grids bec
eir energy storage duration and capacity. Hydrogen and SNG should be fu
brched and developed across a broad front, including physical facilities,Jinteractions
ng uses of gas for supply and distribution network, optimal chemical-processes, sg
bility and efficiency. The IEC White Paper “Electrical Energy Storage” (2011-12)
de further background information on concerned EES systems¢

IEC expects to keep pace, as in other areas in the past,'with the need for internat
ensus standards for the safety of new storage technaologiés. It encourages regulato
ipate the requirement to guarantee the safety of these technologies, and to contribu
ing suitable international standards upon which harmonized regulations may be base

m integration. For other technologies therg are only a few standards, covering sp
S.

nas been developed.

rapid growth and the new teechnologies involved in electrical energy storage in the
b, as well as their instajlation by consumers will impose particular requirements for s
e same time, society, and governments will need assurance of safety before the m
ed systems can be deployed.

nologies and.\applications concerning the safety of packaged or site-assembled
rated EES{system.

is of
d for
gas
huse
rther
with
fety,
may

onal
rs to
te to
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and
ecial

rical

near
hfety.
uch-

document stands as a decisive step towards the gradual alignment with spegcific

grid-
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1

This|part of IEC 62933, which is a Technical Specification, specifies safety consideta
(e.g.| hazards identification, risk assessment, risk mitigation) applicable to EES- sys
integrated with the electrical grid.

This| document provides criteria to foster the safe application and use of, electric en
stordge systems of any type or size intended for grid-integrated applications

2

The following documents are referred to in the text in suchra.way that some or all of
contént constitutes requirements of this document. For dated references, only the eg
cited applies. For undated references, the latest edition ofcthe referenced document (inclu
any amendments) applies.

IEC 62933-11, Electrical energy storage (EES) systems — Part 1: Terminology

For {he purposes of this document, the terms and definitions given in IEC 62933-1 ang
folloywing apply.

ISO pnd IEC maintain terminolegical databases for use in standardization at the follo)
addrgsses:

.
.
3.1

accymulation/subsystem
stordge subsystem

ELECTRICAL ENERGY STORAGE (EES) SYSTEMS -

Part 5-1: Safety considerations for grid-integrated EES systems —
General specification

Scope

Normative references

Terms and definitions

FC Electropedia: available at http://www.electropedia.org/

5O Online browsing platform: available at http://www.iso.org/obp

tions
fems

ergy

their

ition
ding

| the

wing

EESE «&ubsystem, comprising at least one electrical energy storage, where the energfy is
storddin some form

Note 1 to entry:

energy.

Note 2 to entry:

Mechanical energy, electrochemical energy, electromagnetic energy are frequent forms of stored

Generally (see Figure 8), the accumulation subsystem is connected to the power conversion

subsystem that performs the necessary power conversion to electrical energy; however, in some cases, a power
conversion is embedded in the accumulation subsystem (e.g. in electrochemical secondary cells the energy is
directly available in the electrical form).

1

Under preparation. Stage at the time of publication: IEC CDV 62933-1:2017.
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3.2

auxiliary POC

EES system point of connection (POC) with the electric power system used to feed the
auxiliary subsystem, only if the primary POC is not used to feed each subsystem

Note 1 to entry: Generally, an auxiliary POC can be replaced with another source of electrical energy (e.g. a
diesel generator).

Note 2 to entry: The control subsystem is normally fed by the auxiliary subsystem and, therefore, by the auxiliary
POC.

3.3

auxi[iary subsystem
EESP subsystem containing equipment intended to perform particular functions additionjal to
storing/extracting electrical energy which is done in the primary subsystem

Note | to entry: Generally (see Figure 8) the auxiliary subsystem is connected to the auxiliaty<POC through the
auxiliary connection terminal.

Note P to entry: The equipment of the auxiliary subsystem (auxiliary equipment) is-nonmally indispensable for
setting up all the EESS operational states and assessing the correct performance (operation) of the primarny and
contrgl subsystems during any operating mode.

Note B to entry: The auxiliary subsystem can be configured to take the energy from the primary subsystem (see
Figur¢ 8).

3.4
auxiliary subsystem de-energized
condition of service in which an auxiliary subsystem_of the EES system does not have any
energy source within the subsystem to feed the auxiliary equipment and is not connectgd to
an external source of energy

Note | to entry: In this state the auxiliary subsystemnis.not fed by a possible UPS.

Note P to entry: “UPS” is defined in IEC 62040-1:2008, 3.1.1.

3.5
communication subsystem
EESP subsystem containing anarrangement of hardware, software, and propagation media to
allow the transfer of messages from one EESS component/subsystem to another, inclyding
the data interface with external links

[SOURCE: IEC TS62443-1-1:2009, 3.2.25, modified — the original definition has peen
particularized for the"EES system.]

3.6
control subsystem
EESP subsystem serving for monitoring and controlling the EESS, by including all equipment
and functions for acquisition, processing, transmission, and display of the necessary process
information

Note 1 to entry: Generally (see Figure 8) the control subsystem may be connected to the communication interface
and it comprises at least the management subsystem, the communication subsystem and the protection subsystem.

Note 2 to entry: The control subsystem is normally fed by the auxiliary subsystem.

[SOURCE: IEC TS 62351-2:2008, 2.2.195, modified — the second part of the original definition
has been particularized for the EES system architecture, the first part of the original definition
and notes to entry have been deleted.]

3.7

dead, adj.

DEPRECATED: de-energized, ad;.

at an electric potential equal to or not significantly different from that of earth at the worksite
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Note 1 to entry: This entry was numbered 651-01-15 in IEC 60050-651:1999.

[SOURCE: IEC 60050-651:2014, 651-21-09]

3.8
duty

-cycle of the EES system

combination of controlled phases (charge phase, pause, discharge phase, etc.) starting from
an initial state of charge and ending at a final state of charge, used in the EES system
characterization, specification and testing for a certain operating mode

3.9

EESS module

EESP unit

part pf an EES system, which is itself an EES system

Note [ to entry: The EESS module is a specific EESS subsystem.

Note 2 to entry: In an EESS module the terminals, auxiliary and control subsystems may’be-absent; they m
centrglized at EES system level.

3.10

EESP subsystem

part pf an EES system, which is itself a system

Note | to entry: A subsystem is normally at a lower indenture level thanthe EES system of which it is a part
[SOURCE: IEC 60050-192:2015, 192-01-04, modified™— the original definition has
particularized for the EES system.]

3.1

elecfrical energy storage

EES

instafllation able to absorb electrical energy, to store it for a certain amount of time ar

reled

EXAM

and upes that gas to produce AC eléctrical energy, is an electrical energy storage.

Note | to entry: The term “electrical energy storage” may also be used to indicate the activity of an app
descr|bed in the definition ofithis term during the performance of its own functionality.

Note 2 to entry: Thelterm “electrical energy storage” should not be used to designate a grid-conr
installation; "electricalienergy storage system" is the appropriate term.

3.12

electrical-energy storage system

EES|system

EESP

se electrical energy during which-energy conversion processes may be included

PLE A device that absorbs AC electrical energy to produce hydrogen by electrolysis, stores the hydroge

ay be

peen

d to

=]

ratus

ected

grid-connected Installation with defined electrical boundaries, comprising at least
electrical energy storage, which extracts electrical energy from an electric power system,
stores this energy internally in some manner and injects electrical energy into an electrical
power system and which includes civil engineering works, energy conversion equipment and
related ancillary equipment

one

Note 1 to entry: The EES system is controlled and coordinated to provide services to the electric power system

opera

Note 2 to entry:

tors or to the electric power system users.

In some cases, an EES system may require an additional energy source (non electrical) during its

discharge, providing more energy to the electric power system than the energy it stored (compressed air energy
storage is a typical example where thermal energy is requested).


https://iecnorm.com/api/?name=580dadb43d6b526c88224504ac4dbf57

3.13

-10 - IEC TS 62933-5-1:2017 © IEC 2017

electrical installation
assembly of electrical equipment which is used for the generation, transmission, conversion,

distri

bution and/or use of electric energy

Note 1 to entry: The electrical installation includes energy sources such as batteries, capacitors and all
sources of stored electric energy.

Note 2 to entry: This entry was numbered 651-01-04 in IEC 60050-651:1999.

[SOURCE: IEC 60050-651:2014, 651-26-01]

other

3.14
eme
oper
dang

3.15
end
life d

Note
mean
dispo

Note
as “lif

[SOU
parti

3.16
end

fgency stop

erous

pf service life

ycle stage of the EES system starting when it is removed from its\intended use stage
to entry: According to ISO Guide 64:2008, the sentence “removed from its intended use stage” dog
ed of (after treatment, whenever necessary), possibly after dismanthing-/and further processes.

P to entry: The term “life-cycle” is defined in ISO Guide 64:2008,:2.5, and in IEC 60050-901:2013, 901+
b cycle”.

RCE: IEC 60050-904:2014, 904-01-17, medified — the original definition has
cularized for the EES system and notes to eniry have been added]

pf service life values

value of unit parameters of an EES system that designate the end of service life

Note

to entry: EES system unit parameters, such as rated energy capacity, step response performances,

powels, are generally determined by.consensus between the user and the supplier.

3.17
ener

gized, adj.

live,
at a
elec

Note
energ

adj.
electric potential different from that of earth at the worksite and which present
rical hazard

zed when'it is electrically charged and/or under the influence of an electric or magnetic field.

Note

hting procedure intended to stop, as quickly as possible, an operation which has beg

ome

s not

“dismantled”. In fact, at the end of the service life, the EES system_can either be reused/recoverned or

07-12,

pbeen

rated

to entry.;~~A part is energized when it is electrically connected to a source of electric energy. It can also be

P tosentry: This entry was numbered 651-01-14 in IEC 60050-651:1999. It has been modified as follow

: The

word

SIghiTicant has peen removed as It CoOUld not be quantitied.

[SOURCE: IEC 60050-651:2014, 651-21-08]

3.18

expected service life

Tg

design duration for which the EES system unit parameters are greater than end of service life
values at continuous operating conditions

Note 1 to entry: Generally this duration is expressed in years or in duty-cycles.

[SOURCE: IEC 62477-1:2012, 3.14, modified — the original definition has been particularized
for the EES system and the note to entry has been added]
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3.19
expl

osion hazard

condition of an EES system with a potential for an undesirable consequence from explosion

Note

dama

3.20
failu
DEP
man

Note

1 to entry: Explosion hazard is a condition where danger exists because hazardous substances that are
present may react (e.g., detonate, deflagrate) in a mishap with potential unacceptable effects (e.g., death, injury,

ge) to people, property, operational capability, or the environment.

re mode
RECATED: fault mode
er in which failure occurs

to entry: A failure mode may be defined by the function lost or other state transition that occurred.

[SOUYRCE: IEC 60050-192:2015, 192-03-17]

3.21
failu
FME

e modes and effects analysis

DEPRECATED: fault mode and effects analysis
qualitative method of analysis that involves the study of possiblé*failure modes and fau

sub

Note
IEC 6

ems, and their effects at various indenture levels

to entry: The term "fault mode and effects analysis" in IEC 60050-191:1990 (now withdrawn; replad
D050-192:2015) is deprecated, since a fault (192-04-01) is a state and cannot logically have a mode, wh

a failyre mode (192-03-17) is a change of state.

[SOUYRCE: IEC 60050-192:2015, 192-11-05]

3.22
failu
FME
DEP

re modes, effects and criticality analysis
CA
RECATED: fault mode, effects and-criticality analysis

quantitative or qualitative method ofyanalysis that involves failure modes and effects ang

toge
seve

Note

her with a consideration «of the probability of the failure mode occurrence and
rity of the effects

to entry: The term "fault mode, effects and criticality analysis" in IEC 60050-191:1990 (now withd

replaged by IEC 60050-192:20415) is deprecated, since a fault (192-04-01) is a state and cannot logically h

mode

whereas a failure.mode (192-03-17) is a change of state.

[SOUYRCE: IEC 60050-192:2015, 192-11-06]

3.23

ts in

ed by
ereas

lysis
the

rawn;
ave a

faulf tree analysis

FTA

deductive analysis using fault trees

Note 1 to entry: See also fault tree (192-11-07).

[SOURCE: IEC 60050-192:2015, 192-11-08]

3.24

fire hazard

cond

Note 1 to entry:

ition of an EES system with a potential for an undesirable consequence from fire

Fire hazard is a condition where danger exists because flammable solids, liquids, gases or their

mixture are present in quantities/concentrations that may result in uncontrolled combustion with potential for death,

injury

, or damage to people, property, operational capability, or the environment.
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[SOURCE: I1SO 13943:2008, 4.112, modified — the original definition has been particularized
for the EES system and note 1 to entry has been added.]

3.25
grid-connected state
operating state in which the EES system is connected to the primary POC

3.26
grid-disconnected state
operating state in which the EES system is disconnected from the primary POC

3.27
harnp
physjfcal injury or damage to persons, property, and livestock

[SOYRCE: IEC 60050-903:2013, 903-01-01]

3.28
hazard
poteptial source of harm

Note | to entry: In English, the term “hazard” can be qualified in order.te’ define the origin of the hazard pr the
naturg of the expected harm (e.g. “electric shock hazard”, “crushing hazard”, “cutting hazard”, “toxic hazard?, “fire
hazarfl”, “drowning hazard”).

Note ? to entry: In French, the synonym “risque” is used together) with a qualifier or a complement to define the
origin| of the hazard or the nature of the expected harm (e.g.“4isque de choc électrique”, “risque d'écrasement”,
“risque de coupure”, “risque toxique”, “risque d'incendie”, “riSque de noyade”).

Note B to entry: In French, the term “risque” also denotes the combination of the probability of occurrence off harm
and thje severity of that harm, in English “risk” (see 908-01-07).

[SOURCE: IEC 60050-903:2013, 903-01-02]

3.29
hazgrd and operability studies
HAZDP studies

strugtured and systematic technique for examining a defined system with the objectivg of:
idenfifying potential hazards in the system (the hazards involved may include both those
essentially relevant gnly to the immediate area of the system and those with a much wider
sphefre of influence,) for example some environmental hazards) and identifying potgntial
operpbility problems with the system and in particular identifying causes of operatjonal
disturbances andproduction deviations likely to lead to non conforming products

3.30
hazgqrdous substance
hazardeusaterial

substance which can affect human health or the environment with an immediate or retarded
effect or is capable of posing an unacceptable risk to health, safety, property or to the
environment

Note 1 to entry: It may concern other substances than those officially recognized as such in existing hazardous
material classification systems, for example, Global Harmonized System (GHS), Transport of Dangerous Goods
(TDG).

3.31

intentional islanding

intentional island

island that is intentionally created, usually to restore or maintain power to a section of the
utility grid affected by a fault
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Note 1 to entry: The generation and loads may be any combination of customer-owned and utility-owned, but
there is an implicit or explicit agreement between the controlling utility and the operators of customer-owned
generation for this situation.

Note 2 to entry: The term “island” is defined in IEC 60050-617:2009, 617-04-12.

[SOURCE: IEC 62116:2014, 3.6, modified — the note 2 to entry has been added.]

3.32

life cycle

consecutive and interlinked stages of a product system, from raw material acquisition or
generation from natural resources to the final disposal

[SOURCE: IEC 60050-901:2013, 901-07-12]

3.33
long|duration application
long |term application
enerfyy intensive application
EES| system application generally not very demanding in tenms” of step resppnse
perfgrmances but with long charge and discharge phases at variablé-powers

Note | to entry: Reactive power exchange with the electric power system may be present along with the pctive
powel exchange

Note P to entry: The term “electric power system” is defined in IEC 60050-601:1985, 601-01-01.

3.34
manpgement subsystem
EESP subsystem providing the functionality needed for the safe, effective and efficient |EES
system operation

3.35
mechanical hazard
condition of an EES system with_apotential for an undesirable consequence from phyfsical
force

Note | to entry: Mechanical hazard is a condition where physical factors may give rise to injury due {o the
mechg@nical properties of products/product parts.

Note P to entry: The defihition has been formulated along the same lines as that in ISO 13943:2008, 4.112.

3.36
modularity
property of.an) EES system that specifies the extent to which it has been composed out of
separate parts called EESS modules

[SOURCE—ISOHEC 54-3 :
particularized for the EES system]

3.37

operating state

particular combination of EESS element states bound to a specific operation of an EES
system during a required time

3.38

personal protective equipment

PPE

any device or appliance designed to be worn or held by an individual for protection against
one or more health and safety hazards whilst performing live working
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Note 1 to entry: This entry was numbered 651-07-01 in IEC 60050-651:1999. It has been modified for greater
clarity on the role of PPE.

[SOURCE: IEC 60050-651:2014, 651-23-01]

3.39

point of connection

POC

reference point on the electric power system where an EES system is connected

Note 1 to entry: An EES system may have several POCs arranged in two different classes: primary POC and
auxili'\ry POC_From an :myiliary PQC it is not Ir'm:cihln to Phnrgn electrical energy in order to store it internal y and,

finally}, to discharge it to the electric power system, but a primary POC can be used to feed the auxiliary subsystem

and the control subsystem. In the absence of an auxiliary POC, the primary POC can be named simply as\POC.

Note P to entry: The term "electric power system” is defined in IEC 60050-601: 1985, 601-01-01.

[SOURCE: IEC 60050-617:2009, 617-04-01, modified — the original definition has peen
particularized for the EES system and notes to entry have been added.]

3.40
power conversion subsystem
EESP subsystem where energy is converted from the available“form at the output of the
accumulation subsystem of the EES system to electrical energy-with the same characteristics
(voltage, frequency etc.) present at the primary POC

Note | to entry: Generally (see Figure 8) the power conversionsubsystem is connected to the accumdlation
subsyistem and to the primary POC through the primary connection terminal.

3.41
primary POC
poin{ of connection where the EES system\charges electrical energy from the electric ppwer
system, in order to store it internally and, finally, discharge it to the electric power system

Note | to entry: Generally, the primary POC+is connected with the EES system's primary subsystem through the
primaly connection terminal.

Note ? to entry: The term “electric power system” is defined in IEC 60050-601:1985, 601-01-01.

3.42
primary subsystem
EESP subsystem consisting of the components/subsystems that are directly responsible for
storing electrical energy and extracting electrical energy

Note | to entryi~Generally the primary subsystem is connected to the primary POC and comprises at leapt the
accumulation stbsystem and the power conversion subsystem (see Figure 8).

3.43
protection subsystem
EESS subsystem containing an arrangement of one or more protection equipment, and other
devices intended to perform one or more specified protection functions

Note 1 to entry: The protection subsystem includes one or more protection equipment, instrument transformer(s),
transducers, wiring, tripping circuit(s), auxiliary supply(ies). Depending upon the principle(s) of the protection
subsystem, it may include one end or all ends of the protected section and, possibly, automatic reclosing
equipment.

Note 2 to entry: The switches and fuses are excluded.

[SOURCE: IEC 60050-448:1995, 448-11-04,modified — the original definition has been
particularized for the EES system, and note 2 to entry has been generalized to exclude all the
switches and fuses and not only the circuit breakers.]
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3.44

protective measure

measure intended to achieve adequate risk reduction, implemented by the designer (inherent
design, safeguarding and complementary protective measures, information for use) and by
the user (organization: safe working procedures, supervision, training; permit-to-work systems;
provision and use of additional safeguards; use of personal protective equipment)

[SOURCE: IEC 60050-903:2013, 903-01-17]

3.45
reasonably foreseeable misuse

use pf a product, process or service in a way not intended by the supplier, but which|may
result from readily predictable human behaviour

[SOURCE: IEC 60050-903:2013, 903-01-14]

3.46
risk
combination of the probability of occurrence of harm and the severity of)that harm

Note | to entry: In French, the term “risque” also denotes the potential source of harm, in English “hazard| (see
903-0[1-02).

[SOURCE: IEC 60050-903:2013, 903-01-07]
3.47

risk @nalysis
systematic use of available information to identify_hazards and to estimate the risk

[SOURCE: IEC 60050-903:2013, 903-01-08]

3.48
risk @assessment
overall process comprising a risklanalysis and a risk evaluation

[SOURCE: IEC 60050-903:2013, 903-01-10]

3.49
risk evaluation
procedure based-on the risk analysis to determine whether the tolerable risk has peen
achig¢ved

[SOURCEYIEC 60050-903:2013, 903-01-09]

3.50
safety
EES system freedom from unacceptable risk

Note 1 to entry: In standardization the safety of products, processes and services is generally considered with a
view to achieve the optimum balance of a number of factors, including non-technical factors such as human
behaviour, that will eliminate or reduce avoidable risks of harm to persons and goods to an acceptable degree.

Note 2 to entry: Unacceptable risk should be defined case by case.

Note 3 to entry: If no conditions that might lead to unacceptable risk can occur, then the EES system is in safe
state, otherwise the EES system is in unsafe state.

[SOURCE: IEC 60050-903:2013, 903-01-19, modified — inclusion of note 2 from IEC 60050-
351:2013, 351-57-05.]
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3.51

self-contained EES system

EES system whose components have been matched and assembled at the factory and that is
shipped in one or more containers that are ready to be installed in the field

Note 1 to entry: The term "container” is defined in IEC TS 62686-1:2015, 3.1.2

3.52
service life
duration from the EES system commissioning test to the end of service life

Note {0 entry: Generally this duration 1s expressed 1n years or in duty-cycles.

Note P to entry: Commissioning test is defined in IEC 60050-411:1996, 411-53-06.

3.53
shont duration application
shor{ term application

power intensive application
EES|system application generally demanding in terms of step respensé performances| and
with [frequent charge and discharge phase transitions or with reacgtive’ power exchange|with
the glectric power system

Note [ to entry: The term “electric power system” is defined in IEC 60050-601:1985, 601-01-01.

3.54
shutdown
cominand to move the EES system to the stopped state from another operating state

Note | to entry: This command may also be a consequence of an emergency condition.

3.55
skilled person

qualjfied person
perspn with relevant education, training, knowledge and experience to enable him or hgr to
perceive risks and to avoid danger which electricity can create

Note | to entry: This entry was numbered 651-01-33 in IEC 60050-651:1999. It has been modified as followg: Use
of mofe appropriate English to provide greater clarity to the definition.

[SOUYRCE: IEC 60050-651:2014, 651-26-11]

3.56
stopped state
operpting state in which the EES system is in a grid-disconnected state and the accumulation
subsjystemyis not connected with the power conversion subsystem

Note 1 to entry: Where no switches are available between the accumulation subsystem and the power conversion
subsystem other solutions may ensure the galvanic separation (for example extractable batteries).

Note 2 to entry: In this state the auxiliary subsystem is energized.

3.57

thermal hazard

condition of an EES system with a potential for an undesirable consequence from thermal
effect

Note 1 to entry: Thermal hazard is a condition which presents an unacceptable risk of personal injury or illness
because of heat from heated parts, substances, or surfaces and due to internal short, operation at excessive
current and self-heating.
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3.58

tolerable risk
risk which is accepted in a given context based on the current values of society

[SOURCE: IEC 60050-903:2013, 903-01-12]

3.59
unin

tentional islanding

unintentional island
islanding condition in which the generation within the island that is supposed to cease

ener

izing the utility grid instead continues to energize the utility grid

Note

[SOLU
and

4 |

This
safef
safef
Safe

The
Clau
size
Clau
to of
redu

to entry: “Island” is defined in IEC 60050-617:2009, 617-04-12.
RCE: IEC 62116:2014, 3.6, modified — “unintentional islanding” added as preferred
unintentional island” maintained as admitted term.]

Basic guidelines for safety aspects of EES systems

document is based on |IEC Guide 104 which defines procedures for the preparatiq

y publications. IEC Guide 104 has been prepared by’ACOS (Advisory Committe
y).

approach taken in this document is shown in\\Figure 1. The first aspects coversd
se 5, are the different hazards associated withtan EES based on system type, loc3
and how it can impact or be impacted by its.surroundings. The second aspect, cover
5e 6, is the conduct of a risk assessment,given what is found under Clause 5, acco

Ce the risk based on the assessment.conducted under Clause 6.

term

n of

y publications in addition to ISO/IEC Guide 51, including the,preparation and use of basic

£ on

d in
tion,
bd in
ding

erational use. The third aspect covered(in Clause 7 deals with measures to implemgnt to

Hazards description & Risk a is of an - Risk reduction

for EES system EE em measures

IEC

Figure 1 — General description of the approach to
address hazards in EES systems

5 |

5.1

Electrical hazards

Electricity travels in closed circuits, normally through a conductor. But sometimes a human
body and, when proximate, water and even air can be conductors of electricity and
inadvertently become part of the electric circuit.

Electrically-caused pain or injury (electric shock) may occur when electrical energy capable of

caus

ing pain or injury is transferred to a body part.

Electrical energy transfer occurs when there are two or more electrical contacts to the body:

e b

etween a body part and a conductive part of the equipment;
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between another body part and earth and water or another conductive part of the

equipment.

When a person receives a shock, electricity flows between parts of the body or through the
body to the ground or the earth.

Depending on the magnitude, duration, wave shape, and frequency of the current, the effect
to the human body varies from undetectable to detectable to painful to injurious. Burns are the
most common shock-related injury but electric shock may also cause ventricular fibrillation.

In addition to shock and burn hazards, electricity poses other dangers. For example, arcs that

result from short circuits during work on energized systems, referred to as “arc flash”,
causl injury or start a fire.

can

Thermal burns can also be caused when clothing catches fire, as may occur when an elgctric
arc is produced. Arc flash boundaries should be determined to establish appropriate levgls of

perspnal protective equipment for workers involved in maintenance and_‘other action
enerfized equipment.

Extrgmely high-energy arcs can damage equipment, causing fragmented metal to fly i
diredtions. Even low-energy arcs can cause violent explosions. in*atmospheres that co
flammable gases, vapors, or combustible dusts.

Statit electricity can also cause shocks or can just,discharge to an object with se

5 Oon

n all
htain

Ffious

consequences, as when friction causes a high level of-static electricity to build up at a spTcific

spot{on an object. This can happen simply through handling plastic pipes and materia
during normal operation of rubberized drives orsmachine belts found in many worksite

s or
5. In

thes¢ cases, for example, static electricity canpotentially discharge when sufficient amqunts

of flgmmable or combustible substances are I6tated nearby and cause an explosion.
Electric hazards can also arise from inappropriate electric fire fighting procedures.

5.2

Mechanical hazards

Mechanically-caused injury jis;due to kinetic energy transfer to a body part when a colljsion

occurs between a body part-and an equipment part. The kinetic energy is a function o
relatlve motion betweenta body part and accessible parts of the equipment, including
ejected from the equipment that collide with a body part.

Examples of kinetic‘energy sources are:

dy metioh relative to sharp edges and corners;

f the
barts

rt. motion due to rotating or other moving parts, including pinch points;

equipment motion due to instability;

equipment motion due to wall, ceiling, or rack mounting means failure;
equipment motion due to handling failure;

part motion due to an exploding battery;

equipment motion due to cart or stand instability or failure;
displacement due to mechanical vibration;

equipment motion due to interaction with natural risks (flood, earthquake).

Mechanical trauma includes friction, pressure, abrasions, lacerations and contusions causing
more or less serious injuries.
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5.3 Other hazards
5.3.1 Explosion hazards

An explosion is a rapid expansion of gases resulting in a rapidly moving pressure or
shockwave. Explosions are classified according to the nature of the system “transformation”,
and usually explosions of physical origin and chemical origin are distinguished.

Physical explosions include BLEVE (boiling liquid expanding vapour explosion) which is a
violent explosive vaporization leading to the rupture of a tank containing a liquid at a
temperature significantly above its normal boiling point at atmospheric pressure. In this case
the "framsformmation* s variatiomof mtermatenergy:

Chemical explosion can result from the runaway of exothermic chemical reaction qr.from the
decomposition of unstable substances. The burning of a fuel/air mixture’'sy’combugtible
vapours (gas explosions) and burning of a suspension’s air/fuel particles (dust/explosions|) are
also|involved, and the transformation is a combustion reaction of an explosive atmosphere.
The potential hazards associated with explosive atmosphere are released When ignited Hy an
effeqtive ignition source.

In ggneral explosions of solids, liquids or gases are divided into fwo”types: deflagrationy and
detopations. In both types a reaction zone propagates through the reactant(s). Owing t¢ the
dengdity difference, the energy release per unit of volume is mdeh higher for liquids and splids
than|for gaseous reactants.

Explpsions endanger the lives and health of those.exposed as a result of the uncontrplled
effeqts of flame and pressure, the presence of noXious reaction products, the discharge of
projgctiles, and the consumption of the oxygen in‘the ambient air.

5.3.2 Hazards arising from electrical, magnetic, and electromagnetic fields

In addition to the conventional electrical’hazards described in 5.1, high-level electromagpetic
enerfly produced by radio frequency-radiation (RFR) can also induce electrical currents or
voltages that may be a source of*disturbance on other equipment, cause electrical arcs| that
may | ignite flammable materials;- or act as an ignition source in explosive atmosphgres'
hazardous areas. Radiation-caused injury is out of the scope of this document.

5.3.3 Fire hazards

A fire hazard occurs)if combustible materials, oxidizer and ignition energy are availablle in
sufficient quantities ‘at the same place and at the same time. The fire hazard depends on the
interpction of-these three items.

Certain, materials are inherently unstable, or have extraordinary oxidizing properties, of are
capaplelof self-heating. This affects the fire hazard.

Variation in the oxygen concentration (e.g. oxygen enrichment) can also significantly affect
the fire hazard.

The fire hazard can arise from the materials used or released by the EES system, from
materials in the vicinity of the EES system, or from materials used in the construction of the
EES system.

Combustible materials can occur as solids, liquids or gases of organic or inorganic nature. It
should be determined whether combustible materials exist or can exist and in what quantity
and distribution.

The ease of combustion of materials is affected by the size, shape and deposition of the
materials. For example, small pieces of a material loosely collected together can be more
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easily ignited than a large piece of that material. The combination of materials can also have
an influence on the ignitability and the burning behaviour. Consideration should be given as to
whether the properties of the materials can change over time or with use. Such changes can
include the possibility of decomposition of the material releasing combustible gases and
vapours. This can lead to an increased fire hazard.

In assessing the fire hazard, the existence and quantity of fire supporting substances, for
example oxygen producing substances, and the probability of their occurrence should be
determined. The most common oxidizer is air but there are other oxidizers which support
combustion, for example potassium nitrate (KNOj3), potassium permanganate (KMnOy,),
perchloric acid (HCIO,), hydrogen peroxide (H,0O,), and nitrous oxide (N,O).

It shpuld be determined which ignition sources exist or can occur. Possible ignition soyrces
can grise due to the influence of:

a) hleat energy;
b) electrical energy;
c) npechanical energy;

d) chemical energy.

Elecfrically-caused fire is due to conversion of electrical energy to thermal energy where the
thermal energy heats a fuel material followed by ignition and\¢embustion. Electrical energy is
convierted to thermal energy either in a resistance or in an ‘arc and is transferred to a| fuel
matgrial.

Fire jnitiation is produced when sufficient energy release allows the heating of a fuel element
by cpnduction, convection, or thermal radiation\to a temperature such that a combuption
reacfion starts. It should be noted that the combustion reaction will always occur between the
oxygen and the gaseous fuel.

Depe¢nding on the nature of the fuel (gasy liquid or solid), the ignition process will be diffenent.

flammability limit (LFL) and th@'upper flammability limit (UFL). The energy input to inftiate
comlpustion mixture is often(very low. This energy is commonly measured in the stoichionfetric
propprtions of the combustion reaction. Hence it is called low energy flammability (LEF).|This
enerpy is often of the order of a few milliJoules. A spark may be enough to ignite the mixtyre.

For Fses, the initiation occurs.in ‘a fuel oxidizer mixture with proportions between the Ipwer

For liquids, combustion occurs from the vapor emitted, provided that the vapor emission| rate
is sUfficient to/create a flammable mixture with the ambient air. In addition, ignition of the
mixtyire will ©nly occur if enough energy (= LEF) is provided when the temperature of the
liquiq is higher than its temperature flash point.

For heat
transfer within the material. The energy received by the fuel increase the temperature of the
solid until the sublimation or decomposition temperature is reached. This process is called the
pyrolysis phenomenon. The initiation time depends on the intensity of the thermal flow, of the
thermal properties, of the ignition temperature and of the water content.

The propagation phase corresponds to the rise of fire related to the path of combustion of the
flammable items. During this phase the position of the fuel elements plays an important role
as a criterion that enables or impedes the development of the fire.

The fire hazard can result for example from the fire itself, the thermal radiation, the fire
effluent, or the escaping materials. An explosion hazard may exist in addition to the fire
hazard.
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Thermal and chemical fire-induced hazards threaten people and the environment. These fires
may vary highly in nature and intensity according to the material that is burning (nature,
geometry, quantity) and burning conditions.

5.34 Temperature hazards

Thermal energy transfer occurs when a body touches a hot equipment part or hot liquids. The
extent of injury depends on the temperature difference, the thermal mass of the object, rate of
thermal energy transfer to the skin, and duration of contact. The perception of the human
body varies from warmth to heat that may result in pain or injury (burn).

majgr smoke inhalation. The immediate effects can include fainting, blockages of ‘airways,
singg¢d facial and/or nose hair, and burns around the face and neck. Smoke inhalation| can
also [lead to pulmonary (lung) injury.

Hot{moke inhalation can cause burn injury. In fact, 60 % to 80 % of burn fatalities come [from

Expgsure to thermal radiation can cause burns to the skin. The radiation types of greatest
conclern are thermal radiation issued from open flames and explosions.

Expqgsure to extreme cold temperatures could also generate some)injury to skin and pody
partg.

Nornmpal operations as well as abuse conditions can both; generate dissipation of heat| and
thergfore potential thermal hazards

5.3.4 Chemical hazards

Injury caused by hazardous substances is due<te a chemical reaction with a body part.| The
extept of injury by a given substance depends on both the magnitude and duratign of
exposure and on the body part's susceptibility to that substance.

A wdrker’s skin and eyes may be exposed to hazardous chemicals through direct contact| with
contéminated surfaces, deposition.6f aerosols, immersion, or splashes.

Chemical agents are divided-into two types: primary irritants and sensitizers. Primary or direct
irritahts act directly on the”skin though chemical reactions. Sensitizers may not cpuse
immediate skin reactions)\but repeated exposure can result in allergic reactions.

Conflact with strong-acids or alkaloids or other corrosive or caustic materials can eat away or
“burn” skin and.deeper tissue. These can be caused by various chemicals used in workplgces.

There are-also the immediate and long-term dangers from inhaling, swallowing or absofbing
toxic| chemicals through the skin.

Chemical effect may be fire induced (e.g. fire gases toxicity) or not (release of effluents during
normal operations) or may be induced through heating chemicals beyond decomposition
temperature in either normal or abuse conditions.

Chemical effect may also encompass creating an explosive atmosphere by production of
flammable gases (e.g. hydrogen).

Discharge of previously accumulated toxic gas can generate serious hazards in terms of
massive exposure to humans in the area. In addition, severe corrosion issues may be
triggered.
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5.3.6 Unsuitable working conditions

All EES systems that are located indoors or are located outdoors in an enclosure should be
arranged to facilitate access to and egress from the area in which the system is installed or
enclosed to prevent persons from becoming trapped. Working space and conditions shall be
adapted to the risk of musculoskeletal disorders (MSD) injury which depends on work
positions and postures, how often the task is performed, the level of required effort and how
long the task lasts. Risk factors that may lead to the development of MSDs include:

o exerting excessive force by lifting heavy objects, pushing or pulling heavy loads, manually
pouring materials, or maintaining control of equipment or tools;

. rforming the same or similar tasks repetitively. Performing the same motion or serigs of
otions continually or frequently for an extended period of time;

. orking in awkward postures or being in the same posture for long periods of time;

. ressing the body or part of the body (such as the hand) against hard or sharp edges, or
using the hand as a hammer.

Cold| temperatures in combination with any one of the above risk factors’ may also increase
the gdotential for MSDs to develop through

- cessive noise that is continuous and can damage hearing over time for persons i the
vjcinity that are not using protective hearing equipment;

- posure to radio frequency energy of sufficient intensity at frequencies between 3| kHz
nd 300 GHz that can adversely affect personnel.

6 [EES system risk assessment

6.1 EES system structure
6.1.1 General characteristics

To donduct the risk assessment study, a description of the EES system is required.| The
folloyving general characteristics sh@all be noted:

]
—

pe, power, energy, rated.life according to calendar or cycling ageing (guaranteed life
time, number of cycles),

. pplication type,

e hlazardous materials contained (formulas, physical state, quantities, safety data sheets

~

e deneral functions, security functions, programming functions,
o sglf-test functions, remote control, staff presence,

. uxiliary. devices included in the system,

o easUres taken to ensure the design safety and the reliability of the system,

e measures available to mitigate the risks,
e operating parameters,
e known hazards associated with any components of the EES system,

e instructions for use.
6.1.2 Specific characteristics

The main types of EES systems, according to the energy form, are mechanical,
electrochemical, thermal and chemical, as noted below:

e mechanical
— pumped hydro (PHS)


https://iecnorm.com/api/?name=580dadb43d6b526c88224504ac4dbf57

IEC TS 62933-5-1:2017 © IEC 2017 - 23 -

Annsg
and

— compressed air (CAES)
— flywheel (FES)
electrochemical

— secondary batteries

— flow batteries

thermal

chemical

— hydrogen

chemical storage technologies.

Description of storage conditions

6.2.1 Types of grids

EES|includes any type of grid-connected energy storage which can”both store elec
enerfy from a grid or any other source and provide electrical energy-to a grid. “Grid” inclu

transmission grids
distribution grids
gommercial grids
industrial grids
residential grids
islanded grids

6.2.2 Type of applications

The following are some EES system applications:

eak shaving (long duration-application)

i ®}

bad levelling (long durationapplication)
frequency regulation(short duration application)
gtabilizing renewable energy (short duration application)

Hackup power,

6.2.3 Location

The following are EES system locations:

QO

b
c

)
)
)
d)

residential including group of households

x A gives a short description of the main risks of different mechanical, electrocherlnical

rical
des:

commercial and public access buildings
industrial
utility

Physical storage locations also should be considered. Examples of the physical storage
locations are:

outdoor enclosed and/or unenclosed
indoor enclosed and/or unenclosed

underground
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6.2.4 Vulnerable elements

To assess the severity of a potential accident or incident, it is essential to clearly identify the
elements of the environment that could be affected. Generally the following elements have to
be considered:

e people (e.g. site staff concerned, resident populations or people working around the site,
including number, time of presence, distance from the plant and type of persons and their
limitations);

o facilities and equipment not directly in the field of study;

° some-essential safetv eauinment:
~ J D o 7

devices relying on the EES system;

roperties and structures;

natural environment (e.g. groundwater, rivers, soil, atmosphere, wind direction, seismic
levels, lightning levels, and altitude).

6.2.5 Special provisions for EES systems in generally accessiblejlocations

With|residential grids, there is the added concern with regard to expesure of the system tp the
untrgined public. Equipment located in residential grids may bé ‘located where the genperal
public may have direct contact, so the design of the system should take this into consideration.
Thege include preventing access to hazardous parts through the use of enclosures| and
guarfls with limited openings, insulation to prevent thermalkhazards, and preventing accegs to
contfols to prevent tampering or misoperation. Conttols will need to be designed tp be
autonated as well as inaccessible to some level as there are no skilled operators on |site.
Equipment for use with residential grids may needo be provided with protection to prgvent
age from inadvertent impact from vehicles “f located in garages or near roadways. If
d within residences, EES systems will, need to meet local residential building fode
critefia. Use of EES systems in residential, grids may limit some technologies, where haZards

Sources of external aggression
sources of aggression sheuld generally be identified:

e on site sources: other facilities and hazardous equipment, vehicles and other maving

tural sources~extreme weather conditions (frost, wind, snow, fog, etc), landslides| and
rthquakes, lightning, flooding with fresh or salt water.

Cid

Unattended operation

nattended operation EES system may undergo a variety of external aggressions| and
interpalArouble during its operation. Often the system may emit vibration, sounds or odours,
Wh|C often—canno be—detected-b humans—A emote—monitoring-svstem-—ma send fau|t
signal to the operator control station. The operator takes the necessary actions remotely, and
the operating signals are delivered to the system. Both the risks associated with wrong
signals back and forth and the risks associated with human errors should be considered.

6.2.8 Unintentional islanding

In general, a distribution line is at no-voltage during the system blackout because the
distribution line circuit breakers are opened (see Figure 2). In the distribution lines which are
connected to the EES system, the area which should be originally at no-voltage, however, is
energized and in that case the EES system continues to operate and is not separated from
the power networks. The state in which distribution lines are energized only by the electric
power supplied from the EES system is called unintentional islanding.
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With an EES system designed for intentional islanding, in case a circuit breaker opens in the
distribution line, the disconnected part can be supplied by the EES systems and possible local
energy production.

Unintentional islanding is in danger of having considerable impact on the safety of human
bodies and facilities. The public as well as technical staff might be at risk of electric shock
during incident investigation or during equipment removal operations.

There is a requirement that unless designed for intentional islanding, measures are to be
taken to prevent the islanding operation by detecting it directly or indirectly using the
protection relay or other methods and swiftly disconnecting the EES system from the
distributing network.

@Open
B—O%—
G{f/ S

(i\,- Electric shock

(3) Not open

L

— 1

Distribution line

EES
system

el

"N

O 0

Consumers

Even if the breaker of the distribution line opens, the breaker of the EESS does

not open when the power of the EESS and the demand of ‘consumers are equal.
IEC

Figure 2 — Islanding of.the EES system

6.3 | Risk analysis
6.3.1 General

During the risk assessment the impact of the hazards should be considered for all stages of
the |life cycle (design and planning, transport, installation, commissioning, operdtion,
maintenance and repair, and end of service life).

All EES system components such as power conversion subsystems, generators, hydro
turbipes and pumps, ‘energy storage devices (battery, dam, etc.), transformers, syptem
controllers, breakers,\fuses, wiring, filters, tanks, pipes, blowers, control power sources, |etc.,
are, | in principle, ‘designed, manufactured and tested based on relevant internatjonal
stan@lards for their safety compliance.

For {he gperation of those components, the EES system has a lot of connections between
components, such as main circuit connections, control signal wiring, communication s|gnal
wiring\pipes, control power lines, fasteners to buildings, trenches, etc.

Additionally, components may be produced or supplied by different manufacturers for an EES
system. The combination of those components should not be considered as safe per se and
therefore further risk assessment due to the integration is needed. In particular, the risk of
incompatibility of some components resulting from the integration shall be assessed by
appropriate risk assessment methods. Furthermore, the total energy stored in the EES system
and the potentially exposed population in the area should be considered.
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6.3.2 Risk considerations

6.3.2.1 Issues raised from unauthorised or unsafe access resulting from inadequate
protection

Ineffective access control or lack of access control (e.g. for security reasons) or unsafe
access provisions (e.g. lack of space ergonomy for maintenance operations), inadequate
design, size of emergency exits or other shortcomings of protection may trigger special
causes of hazards.

6.3.2.2 Ineffective protection coordination of total system

Ineffective protection coordination can possibly cause a fire or electric hazards. For example,
whel the protection device cannot interrupt high current in case of accidental short ‘cifcuit,
some part of the system is overheated and fire can result.

6.3.2.3 Malfunction detection

The |absence or ineffective operation of malfunction detection can (give rise to elecirical
hazards, mechanical hazards, explosion, fire, etc. For example, wheng@n electrical fault gives
rise o leakage or earth fault current and is not detected, electrictshock hazards can rgsult.
Whep the malfunction is not detected, the EES system may be operable beyond the sgafety
limit| Explosion or fire may result.

6.3.4.4 System control malfunction

System control malfunction and operation beyond-the safety limit of the EES system| can
causg electrical hazards, mechanical hazards, explosion, fire, etc. System control malfungtion
and joperation beyond the safety limits of the¢EES system can possibly be caused by lost
extefnal communication, communication lost (opetween equipment, short or open circuiting of
the gqontrol signal line, control signal errorxmalfunction of equipment, control power lost/ etc.
Whep large energy, material or chemicakquantities, stored in the EES system are relegsed,
explgsion or fire can be caused.

6.3.2.5 Auxiliary subsystem malfunction

Auxiliary subsystem malfunCtions can cause various hazards such as temperature hazards,
chenpical hazards, explosion hazards and fire hazards. For example, an air conditioner
malflinction could causelthe operating temperature of some components to be exceedgd. A
ventilation malfunction_could cause chemical poisoning.

6.3.4.6 Safety policies

Safely policies should be in place in order to minimize hazards due to human error, improper
design ,or jnstallation, insufficient inspection or maintenance, and inadequate training| and
signage’

6.3.2.7 Improper working environment, conditions, and equipment

Improper working environment, conditions and equipment could cause many hazards. The
EES system should be designed and constructed to ensure that it is suitable for the
environment in which it is to be used. Factors such as humidity, temperature and flooding
amongst many others should be addressed in the design criteria.

6.3.2.8 Guidelines and indications for extinguishing fires, evacuation plan, route and
indications

Ineffective guidelines and indications for extinguishing fires, ineffective evacuation plan, route,
and indications could extend fire and explosion hazard results.
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6.3.2.9 Serious hazard risks

Significant failure of some EES system could result in fire, explosion, or toxic gas release. In
addition projectiles could be expelled during an explosion. Such hazards may have the
capacity to cause serious injury or death. Consideration of these serious hazard risks is
necessary for the appropriate design of the EES system.

6.3.2.10 Risks from maintenance

Lack of suitable maintenance procedures or unskilled/poorly trained service personnel can
introduce risks. The risk analysis should consider maintenance as a potential source of
hazards:

6.3.3 System level risk analysis

One|key action to keep an EES system safe is to efficiently use analysis’.techniqueg for
system reliability such as the procedures for failure mode and effectsnhanalysis (FMEA)
described in IEC 60812. In the system level FMEA, if all component~functions ang all
connlecting points between those components are defined correctly/then the malfungtion
effeqts of components and connecting point functions are analyzed. Also, workers' roleq can
be defined and human error effects can be taken into account.

For [low-risk and low-complexity systems, failure modes,<{effects and criticality anglysis
(FMECA) may be a very cost-effective and appropriate method. If during the FMECA the
likelihood of high-risk effects is recognized it is recommended that a probabilistic risk anglysis
(PRA) should be used in preference to a FMECA.

The [other risk analysis tools defined in IEC standards such as fault tree analysis (FTA)
described in IEC 61025, and the hazard operational process (HAZOP) described in IEC 6{1882,
can be used as an alternative. The result ofrisk analysis is documented and the study wijll be
keptlavailable for the organizations responsible for operating the EES system.

Wheph FMEA, FTA or HAZOP show the possibility of fire, explosion or toxic gas dischIrge,
funclional safety management should be conducted following IEC 61508 (all parts) or ogne of
its derivative standards.

In cgse the public communication line is employed, cyber security is also to be considered
even| when it is employed only partially. Risk analysis for cyber security could be made| and
described separately from the analysis described here.

7 Requirements necessary to reduce risks

71 Géngeral measures to reduce risks

As aresultefthe—systemtevelFMEA—errisi—analysis—conclusions—theneeessaryprevention
and protection measures shall be taken to prevent accidents and limit their consequences.
This means that for all the scenarios for which the probability and/or the severity of
consequences is too high, measures of risk reduction shall be proposed according to Figure 3.
Subclause 7.1 is intended to describe guidance for reducing risks. Details should be

separately discussed for each technology.
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Figure 3 — Iterative checking sequence in general risk-assessment procedures
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Figure 5 indicates damage propagation from an incident to hazards, and layered measures to
minimize damage. A minor incident such as external impact, hardware/software and system

malfunction, reasonably foreseeable misuse, can cause partial damage to the system.

If the

partial damage propagates to a wider area of the system, a big accident could happen. The
necessity of layered measures to control the damage propagation should be considered apart

from

the normal control and monitoring.


https://iecnorm.com/api/?name=580dadb43d6b526c88224504ac4dbf57

IEC TS 62933-5-1:2017 © IEC 2017 - 29 —

/ Area emergency response \
ﬁlant emergency responsh
/ Mitigation \

( Prevention ]
f Cantraol and \

monitoring

EESS

NN 2/

IEC

Figure 4 — General risk reduction measures to minimize hazards
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Figure 5 < Damage propagation from an incident to a big accident,
and layered measures to minimize damages

7.2 | Preventive measures against damage to neighbouring inhabitants

Attention~should be paid to accidental phenomena causing effects likely to affect neighbouring
inhabitants (e.g. explosion, fire, dispersion of toxics).

“Major accident” means an occurrence such as a major emission, fire or explosion resulting
from uncontrolled developments in the course of the operation of the ESS system and leading
to serious danger to human health or the environment, immediate or delayed inside or outside
the establishment, and involving one or more dangerous substances.

Operators should have a general obligation to take all necessary measures to prevent major
accidents, to mitigate their consequences and to take recovery measures.

When the risk assessment concerning fire, explosion or toxic gas discharge shows intolerable
hazard possibility, the EES system should have a safety related system (SRS) preferably in
accordance with IEC 61508 (all parts) to decrease the hazard risk to tolerable levels. It is
recommended to use simple reliable hardware SRS which is independent and separated from
the EES system control subsystem.
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7.3 Preventive measures against damage to workers and residents
7.3.1 Protection from electrical hazards

All sources of electrical energy in the EES system should be controlled in such a way as to
minimize human exposure to electrical hazards and prevent access to the EES system by
fauna and flora. Live parts of EES systems that have hazardous voltage circuits should be guarded
against accidental contact by an enclosure or by other means such as fencing, guarding, etc., to
prevent inadvertent access to the live parts.

Operating and maintenance instructions shall include information on safe working practices.
Whe bte; i at a
dangerous voltage have been securely isolated and earthed. Areas within and around the
enerfly storage system requiring special protection measures against arc flash_and shock
hazards shall be provided with cautionary signage to identify the hazards and inecegsary
precautions. Where isolation is not possible, for example work on battery termipals,
instryiction shall be provided on the appropriate personal protective equipment«(PPE) reqtired
to pgrform the task.

The EES and associated electrical equipment that is likely to require. examination, adjustment,
servicing, or maintenance while energised should be designed to4minimise the risk of eldctric
shock or burn injury. In circumstances where it is impractical te-prevent access to danggrous
live parts, warning notices should be fixed to warn qualified persons of the hazards.

Wheh wire and cable products are exposed to fresh op salt water or excessive moisturel, the
components may be damaged due to mildew or(Corrosion. This damage can resylt in
insulgtion or termination failures and can generate additional electrical hazards.

Examples of preventive measures for electrical hazards need to consider the following:

o rth fault detection,

. er/under voltage detection,
. er/under current detection,
. er/under temperature,

lightning protection,

lectrostatic dissipation,

o flising.

Supplementary~information is provided in IEC 60364-4-41 which deals with protection agpinst
elecfric shock™as applied to low voltage electrical installations.

In cgdse’,0f unintentional islanding, the following two methods for island detection should be
used inncdombination when the EES system is connected to a grid to decrease electrical rigks:

a) Passive type method

The phenomena in which the voltage phase and the frequency are changed suddenly by
the unbalance of the output of power generation and the load at the time of shifting to
islanding.

b) Active type method
The phenomena in which the fluctuation of the voltage, frequency and line impedance,
resulting in grid disconnection, becomes noticeable are an indication of islanding.

Unless the system is specifically designed and allowed to operate in intentional islanding,
when islanding is detected, the EES system shall be automatically disconnected from the grid.
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When maintenance operations are planned, appropriate analysis of the electric isolation of the
concerned parts of the grid should be performed and documented before any intervention
operation.

7.3.2 Protection from mechanical hazards

The basic safeguard against mechanically caused injury is a function of the specific EES
system. Basic safeguards may include:

e enclosure structural requirements (rounded edges and corners; enclosure to prevent a
moving part from being accessible);

o spfety interlock to control access to an otherwise moving part;
. eans to stop the motion of a moving part;

. eans to stabilize the equipment;

[ ]
—

pbust handles;

°
-

bbust mounting means;

e npeans to contain parts expelled during explosion or mechanical failure.
7.3.3 Protection from other hazards
7.3.31 Protection from explosion

The combination of an explosive atmosphere and an gffective ignition source as a potéential
sourge of an explosion requires application of the basic,principles of explosion preventior] and
protgction in the following order:

a) Hrevention:

- avoid or reduce explosive atmosphéres; this objective can mainly be achievefl by
modifying either the concentration\of the flammable substance to a value below the
explosion range or the concentration of oxygen to a value below the limiting oxjygen
concentration (LOC);

- avoid any possible effectivesignition source.

b) Rrotection:

halting the explosion~and/or limiting the range to a sufficient level through proteftion
methods, for example isolation, venting, suppression and containment; in contrapst to
the two measures described in a), here the occurrence of an explosion is accepted|.

The |risk reduction.*could be achieved by applying only one of the above prevention or
protgction principles. A combination of these principles can also be applied.

The pvoidance of an explosive atmosphere shall always be the first choice.

The more Tikely the occurrence of an explosive atmosphere, the greafer the extent of
measures taken to prevent likely sources of ignition.

To allow selection of the appropriate measures, risk reduction assessment shall be developed
for each individual case.

In the planning of explosion prevention and protection measures, consideration shall be given
to normal operation, which includes start-up and shut-down. Moreover, possible technical
malfunctions as well as reasonably foreseeable misuse shall be taken into account.
Application of explosion prevention and protection measures requires a thorough knowledge
of the facts and sufficient experience. It is thus advisable to seek guidance from competent
persons.
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fields

Protection from hazards arising from electric, magnetic, and electromagnetic

EES systems should be integrated with equipment that satisfies relevant IEC documents such
as IEC 61000 (all parts) so that they have sufficient immunity against electric, magnetic and
electromagnetic disturbances to prevent hazards from arising. Moreover, any potential
disturbances induced by the integration level should be taken into account.

Sufficient EMC immunity of the components is confirmed in the single component EMC
immunity testing, but it should be considered that system interactions could amplify the

magnetic and electromagnetic disturbances and can cause malfunction of
componentis and communications beiween those components. In order 10 achieve esse
safely, EES system protection controls should be designed and tested considering
existence of EMC disturbances that may occur in the environment in which the EES\systg
located.

7.3.3.3 Protection from fire hazards

The |basic safeguard against electrically-caused fire is that the température of a mat
undgr normal operating conditions and abnormal operating conditions, does not causg
matgrial to ignite. The supplementary safeguard against electrically‘caused fire reduces
likelihood of ignition or, in the case of ignition, reduces the likelihood of spread of fire.

Examples of prevention and protection measures include the following:

individual

use of materials in the construction of the system which are non combustible,
flammable and/or have reduced combustibility/flammability, for example flame retar

Zlvaterials;
limination or minimization of the risk of overheating by analyzing the process devia
hich might lead to overheating;

here the possibility of a fire cannot-be eliminated, the effects of that fire, including fl3
at and smoke etc., shall be limjted for example by shielding or enclosure of the stg
to eliminate or minimize the risk-of injury to persons and/or damage to property and/o
nvironment;

Jg=s =

risk reduction may be achieved by appropriate use of integrated fire detection and
hting systems (safety“eomponents), which comprise devices for the detection, co
larm and extinguishing‘functions;

rogrammed shutdown or emergency stop of the storage and/or of auxiliary equipmen

igolation of the.-protected area covered by the fire fighting system, for example b
nclosure or-water curtain;

supplying-comprehensive and understandable documentation to the users in ordg
nsufejthat they can keep the installations and the technical fire protection equipme
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roper condition and ready for operation and, where necessary, initiating the requiretii fire

fightmmgmeasures:

The level of fire detection and suppression required for an energy storage system is
dependent upon the size, technology and location of the installation of the system as well as
the quantity and geometry of hazardous substances. The protection may be as basic as
instructions regarding the appropriate fire extinguishing materials to maintain within the
location, installation instructions and basic housekeeping and safety procedures to follow, to
installation of fire suppression systems at the location of installation of the EES system.

To determine the level and type of fire detection and fire suppression systems required, a fire
risk assessment is to be conducted for energy storage system installations to ensure that
suitable fire prevention and fire protection requirements for protecting persons and property
are met in accordance with local codes and regulations.
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Energy storage system installations required to be provided with fire suppression shall be
provided with a means for fire detection and suppression in accordance with the siting of the
system (i.e. indoors, etc.), the energy storage technology and the applicable installation,
building and fire safety codes and regulations. If not provided as part of the energy storage
system, guidance for choosing and installing suitable fire detection and suppression systems
shall be provided in the installation and maintenance instructions for the energy storage
system.

Supplementary information is provided in IEC 60364-4-42 which deals with protection against
thermal effects, including combustion and flames caused by electrical installations.

7.3.3.4 Protection from temperature hazards

In the system which contains hot parts, thermal insulation or appropriate protection‘means to
guarfl the hot parts is to be provided.

Regardless of whether the system contains hot parts or not in normal operation, in the case
whene the system deviates from normal operation, parts of the system may un<lergo
temperature rise. Such parts are to be identified in the designing stage. Protection apd/or
apprppriate signage is to be provided.

Temperature rise due to deviation from normal operation is to\be continuously monitorgd by
thermal sensors, and alarms for worker safety are to be provided according to the level of
hazalrd to the worker.

7.3.3.5 Protection from chemical effects

The |basic safeguard against injury caused byihazardous substances is containment of the
matgqrial.

Supplementary safeguards against injury-€aused by hazardous substances may include:

. second container or a spill-resjstant container with sufficient capacity to store the|fluid

a
within the EES system;
c

pntainment trays;

[ ]
—

mper-proof screws to prevent unauthorized access;

imstructional safeguards;

sensors and alarms;

aterial resjstance to chemicals contained.

f the possibility of toxic gas discharge exists, measures to avoid toxic gas accumulation
should beJconsidered. Toxic gas accumulation measures should consider the landform{ the
buildingvdesign and the physical characteristics of the gas. Toxic gas detection and alarm|may
be a part of those measures. Also, use of appropriate personal protection equipment (PPE)
should be considered.

7.3.3.6 Protection from unsuitable working environment
7.3.3.6.1 Remote controls and automatic controls

EES systems which have the ability to be controlled remotely should be provided with a
means to disable the remote control in order to perform inspection or maintenance. The use of
a remote control system should not lead to an unsafe condition as determined by the system
hazard analysis and should not be able to override local safety controls. The same
requirements apply for local automatic controls without human intervention, in response to the
occurrence of predetermined conditions.
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7.3.3.6.2 Working space

Sufficient working space for EES systems and equipment likely to require examination,
adjustment, servicing, or maintenance while energized should be provided in compliance with
local codes and regulations. Sufficient space shall be provided and maintained around EES
systems to permit ready and safe operation and maintenance of such equipment.

7.3.3.6.3 Egress and protection from physical hazards

EES systems that are located indoors or are located outdoors in an enclosure should be
provided with at least one entrance of sufficient size to give access to and egress from the
workjrgspace T the systenTimaccordance withtocattodesanmd regutatiorns:

Doorfs provided for entrance into EES systems should open in the direction of egress and be
equipped with panic bars, pressure plates, or other devices that are normally latched but ppen
unddgr simple pressure from the inside. Doors shall be equipped with locks to{prevent access
to unqualified persons. Sufficient precautions should be taken to ensure there/is no one inside
the dqoor before locking it from the outside.

Entrances to EES systems should be marked with warning signs-forbidding unqualified
perspns to enter.

Areaps of access within the EES system should be designedito prevent tripping, slipping or
falling when persons enter or exit, or while within the system. Surfaces and parts within a
walktin EES system should be designed to prevent inadvertent hazards to personnel within
the enclosure (i.e. sharp edges, moving parts, ot surfaces, etc.) through appropriate
guarfling, electrical and thermal insulation methods and cautionary signage and wafning
labels.

7.3.3.6.4 Prevention of hazardous emissions and leaks

EES|systems should not vent or leak ‘h@zardous or toxic materials within access areas of the
EES| system or into the surrounding environment in accordance with local codes|and
regulations.

EES|systems that are installed indoors and enclosures associated with self-contained |EES
systgms that can be fully-entered by persons should have adequate ventilation for pergons
worklng on the indoor EES system or within an EES system.

If defermined necessary by risk assessment, provisions are to be provided for liquid leakage
detegtion, toxic-gas detection and spill detection.

7.3.3.6.5 Task lighting within EES systems

lllumfination should be provided for all working spaces within EES systems. The lighting
outlets should be arranged so that persons changing lamps or making repairs on the lighting
system are not endangered by live parts or other equipment.

Emergency lighting is to be provided in accordance with local regulations.

7.4 Over current protection design

Over current protection design which includes location, capacity and protection coordination
should be confirmed by the calculation.

The calculation should be documented and maintained within the system documentation.

Relevant IEC documents should be referred to when applicable.


https://iecnorm.com/api/?name=580dadb43d6b526c88224504ac4dbf57

IEC TS 62933-5-1:2017 © IEC 2017 - 35—

7.5

EES system disconnection and shutdown

7.5.1 General

Disconnection and shutdown procedures are important for ensuring safety during operation,
routine maintenance or fault repair. They will depend on the design of the EESS, the
technologies employed (see Figure 6), its size and the reason for the disconnection and
shutdown. The EESS should be capable of being disconnected partially or totally to reflect the
likely operation, routine maintenance and credible fault repair activities required. Emergency
shutdown should also be addressed.

The praimrcircumstances that mmay Tequire conditions teadimygtothe discommectionmof the
system or of some of its components are:

—

bgular maintenance;

subsystem/component malfunction;
external constraints;
S

ystem upgrades;

nd of service life.

EES

Discpnnection or partial disconnection may be achieved at different parts of the EES system:

int of connection to the grid;
C facility including transformer;
switching device (SW);
wer conversion subsystem;
Iternator;
storage subsystem;
auxiliary subsystem;

smaller parts in subsystems.

Whefe the EES system has higlvenergy levels or high stored energy, special precautions
be r¢quired. The disconnection or shutdown procedure should not lead to the EES sy
becoming unsafe.

may
stem
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Figure 6 — Examples of different.EES system architectures

As is shown in Figure 6, switching deyices (SWs) are positioned differently for each
technology. A detailed sequence of SW openiing depends on the technology.

7.5.2 Grid-disconnected state

In thie grid-disconnected state,-the EES system will be electrically separated from the Jocal
grid [connection. An EES ,system should be provided with a disconnection means|that
discannects the unearthed conductors between the EES primary subsystem and the primary
poin{ of connection with\the grid. If not installed on the EES system, information should be
provided in the installation instructions to indicate:

. t:[e type and.rating of the disconnection means,
t

o at the dis€éonnecting means should be located where it is accessible and in sight of the

BES system, and

o t|||at the disconnecting means should be provided with markings/signage to identify

o -
LY Q| v = =y ) DyDlUIII IOLIIIHD allu

— the available short circuit current.
7.5.3 Stopped state

When the EES system is disconnected and the accumulation subsystem is not connected to
the power conversion system, the EES system is considered to be in a stopped state. In this
state the accumulation system may be energized and cannot generally be de-energized
without serious damage. In the stopped state, part of the auxiliary subsystem remains
powered as it contains critical subsystems for safety and monitoring.

7.5.4 EES system shutdown

EES system shutdown is the command to move the EES system to the stopped state.
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As determined by the risk analysis of the system, an EES system should be provided with a
means for both normal and emergency shutdown.

Conditions that can be safely controlled or that do not pose immediate hazard may be
corrected with a normal shutdown of the EES system.

When voltage, current, temperature, pressure, or rotational speed, etc., exceed a safety limit,

a hazardous event could be caused.

It could be the result of the malfunction of a system

component or communication error, etc. Abnormal operating conditions that may be liable to
give rise to a hazardous event should be |dent|f|ed and processed to initiate an emergency

enaljle the coordinated shutdown of all necessary parts of the system as well as

equipment upstream and/or downstream of the system, if continued operation) coul
hazardous.
An EES system is disconnected by appropriate switching device(s) or -other altern

measgures.

7.5.5 Cyber security

Cybgr security is important not only for remote monitoring but'‘also for the system conne
to the internet. Refer to international standards for additionalrgdidance.

7.5.6 Partial disconnection

Where appropriate, the design of the EES systemimay permit disconnection of the consti
party of the EES system separately. For those working on the EES system it may be pos

m shutdown functlon including the emergency stop, should be prOV|dedW|th mea

ative

cted

uent
Sible

to d|sconnect only the parts to be worked>on to permit safe access. However, cgreful

consfderation should be given to risks posed by individual systems adjacent to those |
worked on. In the case of appropriately designed multiple accumulation subsyst

eing
ems,

indivjdual subsystems can be disconnegted for safe working while the EES system can remain
operptional.
Alsolin the case of a flywheel.accumulator, it is allowed to stop it by providing energy t¢ the

grid pr to other units in the(system. This procedure will contribute to minimizing the time
the gystem is in a hazardous situation.

For ¢ertain EES systems where it is difficult to de-energize the accumulation subsystem
battgry energy storage systems), care should be taken in the system design to mini
hazards.

7.5.7 Equipment guidelines for emergency shutdown

a)

Bmergency shutdown should be incorporated into an EES storage system to 3

that

(e_.g.
mize

void

hazardous situations that cannotbe corrected by other controts, as determined by
analysis of the system. This function should:

— stop the hazardous condition without creating additional hazards,

— trigger or permit the triggering of certain safeguard actions where necessary,
— override all other functions and operations in all modes,

— prevent reset from initiating a restart,

— be fitted with restart lock-outs in such a way that a new start command may
effect,

— be on normal operation only after the restart lock-outs have been intentionally rese

Manual emergency stops

risk

take

t.

Manual emergency stops, if required by the risk analysis, should be identifiable, clearly

visible and accessible in accordance with ISO 13850.
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c) Control functions in the event of control system failure

In case of fault in the control system logic or failure of, or damage to, the control system
hardware:

— once the emergency stop command has been given, the EES system should not allow
its shutdown sequence to be interrupted,

— the protection devices should remain fully effective,

— the EES system should not re-connect/restart unexpectedly.

When a protectlve device or mterlock causes an EES system safety shutdown that condition

Id not |n|t|ate any hazardous condltlon Control/monitoring systems that can op
safely in the hazardous situation may be left energized to provide system information.

7.6 Preventive maintenance

Preventive maintenance schemes to prevent unanticipated conditions arg_also important. In
ordef to efficiently perform preventive maintenance, it is crucial toCmonitor the sygtem
regularly and it is in most cases done remotely.

Monitoring of the frequency of warnings of EES system parameters such as system efficiency
or temperature could be an early indicator of malfunction of a,subsystem and/or componepts.

Rempte monitoring system implementation should be, considered in order to check if the
system is operating safely. The data provided automatically by the EES system or through an
EES|system inquiry can help to evaluate its staté of health and the remaining life gf its
components. Diagnosis is performed by monitofing change of capacity or changes irl the
evolfition of measured parameters. This datatcan be transmitted through an informpation
netwprk in a timely manner.

In thle case of remote monitoring, reliability of the monitored value is essential to keep the
EES|system safe. Detection of the measuring system malfunction and measured value grror
shoulld be considered.

For(}mattended operation, the . EESS should be capable of monitoring and detecting abngrmal
condjtions and automatically-entering a safe state without the need for operator interaction.

7.7 | Staff training

Wellitrained workers greatly increase safety at work. Any deviation from the desired process
can e detected;-and hence corrected, more quickly.

Workers(shall be provided with training which informs them of the hazards at the workplace
and thédprotective measures to be taken. This training shall explain how the different types of
haZ IdD aliac alld iII VVhdt palte Uf thc VVUI}\p:dbc thUy dl'cT IJIGOCIIt. ThU Mmrcadoulrtco t ken
should be listed and their operation explained. The correct way of working with the available
equipment shall be explained. Workers shall be instructed in safe work practices in or near
hazardous places. This also involves explaining the meaning of any cautionary markings or
markings of hazardous places, and specifying what mobile work equipment may be used there.
Workers shall also be instructed in what PPE they shall wear to work in and around the EES
system. The available operating instructions should be covered during the training.

Workers shall receive training:

e before initially starting work on the EES system;
e when work equipment is introduced for the first time or changed,;

e when new technology is introduced.
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Training of workers shall be repeated at suitable intervals. The workers' level of
understanding shall be checked.

The duty to provide training also applies to the employees of outside contractors. Training
shall be given by a competent person. Records should be kept in writing of the date and
content of training activities and the participants.

7.8 Safety design
7.8.1 General

EES|systems are expected to operate for a given life expectancy provided that they are
propgerly maintained. During this life expectancy, the operation of the EES system isHNikgly to
be affected by a variety of factors, such as but not limited to:

Q

pmponent technology changes

e Igcal environmental factors

° arket conditions

e nlew regulations
The pffect of these factors on the EES system should not compromise its safe operation{ For
this o be achieved, a safety related design review may needio be carried out when chapges

occur. It may also be necessary to review the design of the EES system if other information
becdmes available, such as:

— oOperational experience

cpmponent failure

spftware failure

imherent design issues

Figufe 7 shows this process over the lifetime of the EES system.

Safety design Pest:commissioning change factor End of service life

operation and maintenance
Initial remote monitoring Decommissioning

Period safety check

Beg Renewal
e_SI_gn modification
revision expansion

IEC

Figure 7 — Initial safety design and design revision

7.8.2 Initial safety design and subsequent design revision

Safety design is first done at the beginning of the whole system design. If the system
undergoes a variety of changes, then, when necessary, a safety design should be conducted
again. During the safety redesign, risk analysis and FMEA should be conducted again.
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7.8.3 Design revision for minor and major system changes

When the system undergoes minor changes, risk analysis possibly integrating a limited FMEA
is more practical. When major change takes place such as total storage capacity expansion
and big changes in the surrounding environment, when conducting the FMEA, not only the
whole system, but also the boundary region between the system and the surrounding
environment should be taken into account.

8 System testing

8-1 GCIICIG:

In order to confirm the EES system design and the proper implementation and functignaljty of
the gafety mechanisms identified in the FMEA, the system response to potential.malfunftion
conditions should be evaluated. Verification and validation of items should, be: determined
based on the system level FMEA. In addition, the EES system should have a’safety re|ated
system (SRS), for example IEC 61508-1.

An ekample of an EES system with a control subsystem is shown in Figure 8.
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Figure 8 — EES system architecture in the two main EESS configurations

The EES system includes primary, auxiliary and control subsystems as shown in Figure 8.
Each subsystem contains various components. Also, internal communication lines between
those components, monitoring lines and control signal lines exist in the EES system.

Those EES system components may be designed, verified and validated based on other IEC
standards. For example, a lithium ion battery energy storage system may satisfy IEC 62619,
but it is considered that risks could be induced due to the system integration.

For example, electromagnetic noise induced by the power conversion system could cause the
malfunction of the energy storage management central processing unit (CPU) and affect the
energy storage device operation. The noise tolerance of the EES system components may
satisfy IEC 61000 (all parts), but there is some possibility that one of the system components
may fail because of the noise induced by the power conversion subsystem. Additionally, the
accidental malfunction of the components can also occur. It should be verified that the system


https://iecnorm.com/api/?name=580dadb43d6b526c88224504ac4dbf57

—-42 - IEC TS 62933-5-1:2017 © IEC 2017

components and communication malfunction do not affect the safety of people at the system
level.

Test equipment, facilities or the on-site test environment should be appropriate for test
purposes, possible test results, sample size and performance.

Appropriate personal protection equipment (PPE), standard operating procedures and
facilities to protect personnel during testing should be provided.

Standard procedures for the safe storage, handling, operating, testing and disposal of test

laaabharddbemnravidad
Samplco STTUUTU UT PIUVIUUU-

Samples used for testing should be representative of production samples. Testing)maly be
conducted on subassemblies if demonstrated to be representative of the complete [EES
system to satisfy particular test purposes.

8.2 | Auxiliary system malfunction

Whep the control power is lost, the protection mechanisms of the‘system may not work
propgrly. Control power low or high voltage excursions above spé&cified levels may affect the
deviges and components that ensure the system safety. The following items should be
consjdered in the system level FMEA and testing. The FMEA{auxiliary system fault condifions
concerning safety, such as the items noted below, should be tested:

1) gomplete loss of control power

2) partial loss of control power

3) temporary loss of control power

4) dontrol power voltage exceed a tolerablevoltage level

5) dontrol power voltage drops below a tolefable voltage level
6) gooling system malfunction

7) dther auxiliary subsystem malfunction

8) temporary loss of control input

For pll conditions tested,.the system safety functionality should not be compromised| and
should react in accordance with the FMEA anticipated outcome.

8.3 | EES control'subsystem malfunction

Wheh an EES—control subsystem provides incorrect control information to the ppwer
conversion ssubsystem processing unit, the EES system could be damaged and put ip an
unsdfe state. The FMEA system management fault conditions concerning safety, such gs an
EES|system management control failure, should be tested.

For the conditions tested, the system safety functionality should not be compromised and the
safety functions should operate in accordance with the FMEA anticipated outcome.

8.4 EES system internal communication malfunction

When the external communication line is short or open circuited, or when the external control
signal is disturbed, the EES system might not work properly. The external communication fault
conditions concerning safety that are identified by FMEA such as those items noted below
should be tested:

1) internal communication line is opened

2) internal communication line is short circuited

3) internal communication line is disturbed
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