IEC TS 62668-2:2014-07(en)

IEC IEC TS 62668-2

o
®

TECHNICAL
SPECIFICATION

Edition 1.0 2014-07

colour
inside

A
r ion —
ponents rQ no nchised sources



https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2014 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

IEC Central Office Tel.: +41 22 919 02 11
3, rue de Varembé Fax: +41 22 919 03 00
CH-1211 Geneva 20 info@iec.ch
Switzerland www.iec.ch

About the IEC

The Infernational Electrotechnical Commission (IEC) is the leading global organization th
Internafional Standards for all electrical, electronic and related technologies.

s and, pyblishes

About [EC publications
The tedhnical content of IEC publications is kept under constant review by the IEC. Please‘\make Sute that yoy’have the
latest eflition, a corrigenda or an amendment might have been published.

IEC Cafalogue - webstore.iec.ch/catalogue

The sfand-alone application for consulting the entire
bibliogrgphical information on IEC International Standards,
Technigal Specifications, Technical Reports and other
documgnts. Available for PC, Mac OS, Android Tablets and
iPad.

ry of electropic and
30 000 terms and

vith equivalent terrhs in 14
own as the Intefnational

IEC publications search - www.iec.ch/searchpub h
The adyanced search enables to find IEC publica eleCtrotechnical terminology eiptries in
variety | of criteria (reference number, text, i racted from the Terms and D¢finitions
committee,...). It also gives information on projects, rlace C publications issued since 2002. Somq entries
and with drawn publications. en collected from earlier publications of IEC] TC 37,

i IEC Customer Service Centre - webstore.iec.ch/cs¢
and If you Avish to give us your feedback on this publidation or

need further assistance, please contact the Customer|Service
entre: csc@iec.ch.

IEC Jugt Published - webstore.iec.ch/justpublished
Stay up to date on all new IEC publieations, Ju |
details pll new publications reledsed. Avajlable online
also on¢e a month by email.

9,



mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

IEC TS 62668-2

Edition 1.0 2014-07

TECHNICAL
SPECIFICATION

colour
inside

Progess management for avionies —

Part|2: Managing electronic compé .

N
<§&
N2

INTERNATIONAL

ELECTROTECHNICAL

COMMISSION PRICE CODE W

ICS 03.100.50; 31.020; 49.060 ISBN 978-2-8322-1680-4

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

-2- IEC TS 62668-2:2014 © IEC 2014

CONTENTS
FOREWORD ...ttt ettt et et et ettt et et e et e et e et e et e e et e e e enns 4
1 S oo o 1 S 6
2 NOrMative refErENCES .. e 6
3 Terms, definitions and abbreviations ... 6
3.1 Terms and definifioNS .. ..o 6
3.2 A D EVIAtIONS .. e
4 Technical requirement
4.1 GENETAL. . i e e NS
4.2 OVEIVIBW ...t e N O
4.3 Risks associated with purchasing from non-franchised di
4.3.1 GENETAl .. e e e e i SN L
4.3.2 RiSK OFIgiN ..o e RO N R
4.3.3 QUAlItY FISKS .. G N e e e
4.3.4 INAUSErial FiSKS ...coie i e e R e e Dy e e e ennenas
4.3.5 Reliability risks ....coiiiiiiiii e D SO e N
4.3.6 Financial risks ......cc.cooiiiii e el N Y .14
4.3. @ ...................................... ....15
4.4  Reasons to initialize the derogation Process<C. N .o vvve v ....15
Iy N € 1Y 1Y - | N U NPT e P ..15
4.4, .15
V2 G T AN 1 (o Toz- 1 { o] o IS O N O T ..15
4.4.4  Insufficient end-af-life INVEREOMY 7 .. N/ i .15
445  Late orders .. e o N T ..15
446  Mimmum ordergUantity o e .15
447  TechAicahreqUIREMERES .. e .16
4.5 Derogation PrOCeSS i N2 ettt et e et e ..16
451  Natification tothB OEM......cooiiiii e .16
4.5.2 /Analysis efalternative solutions...........coooiiiiiiii .18
4.5.3  \ List of\@approved non-franchised distributors................coooviiiiiiiiin .19
454 ~ Nonsfranchised distributor consultation...............coooiiiii .19
455 S RIBK ANaly8iS oovniiiii i ..20
4.5.6 _~~Non-franchised distributor order authorization ....................ccooiiiinl .23
45. (0] fo L=T ol o] fo T3] [ Vo [P ... 23
4.5.8 INCOMING PrOCESSING .. ueeteite ettt eeeees ....23
4.5.9 RO S .t 27
4.5.10 Processing during storage and manufacturing ..............coooiiiiiii, 27
Annex A (informative) Flowchart of IEC TS 62668-1 requirements .........c..ccooiiiiiiiiiiiiiniennnns 28
Annex B (informative) Example of detailed tests list, linked with procurement risks
LY £ PP 30
Annex C (informative) iNEMI counterfeit calculator tools..........cccooeiiiiiiiii e, 35
71 0] [ Yo = o1 2 /278 36
Figure 1 — Suspect components perimeter ... ... 12
Figure 2 — Derogation process when supplying from non-franchised distribution ................... 17

Figure 3 — Potential avionics supply chain SCENArios.........cccviiiiiiiiii e 18


https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

IEC TS 62668-2:2014 © IEC 2014

Table 1 — Typical procurement risk scenarios and guidance for procurement risk
= T =T1 o] ¢ =T o | PP PRTN

Table 2 — Typical 1eSHiNG ..o e

Table B.1 — Example of detailed revalidation testing of suspect stock

R a



https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

1) Thqg International Electrotechnical Commission (IEC) is a worldwide organizatiq

2)

3)

4)

5)

6)

7)

8)

9)

all

intdrnational co-operation on all questions concerning standardization in
this| end and in addition to other activities, IEC publishes International\Standard
Teghnical Reports, Publicly Available Specifications (PAS) and Guide

Pullication(s)”). Their preparation is entrusted to technical committ 9

in
go

with the International Organlzatlon for Standardization (I1SO) i

agre

The formal decisions or agreements of IEC ¢
consensus of opinion on the relevant subjects

mis|

In

tranisparently to the ma

bet
the

ser
Al

No [i

me
oth
exp|

PuRlications.

Attgntion is drawn to the Normative references cited in this publication. Use of the referenced publica

indi

Attention.is drawn to the possibility that some of the elements of this IEC Publication may be the su

pat

latter.
IE] itself does id
asspssment service§ anhd

-4 - IEC TS 62668-2:2014 © IEC 2014

INTERNATIONAL ELECTROTECHNICAL COMMISSION
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COUNTERFEIT PREVENTION -

Part 2: Managing electronic components
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FOREWORD
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The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when:

The required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.
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IEC/TS 62668-2, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.

IEC/TS 62668-2 adapts and modifies the GIFAS 5052/2008 document that has served as a
basis for the elaboration of this technical specification.

This technical specification is to be used in conjunction with IEC/TS 62239-1 and
IEC/TS 62688-1.

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
107/228/DTS 107/236/RVC

Full information on the voting for the approval of this technical specificationncan\be folind in
the report on voting indicated in the above table.

This dublication has been drafted in accordance with

irectives; Part 2.

nder thé general title Process

A list| of all the parts in the IEC 62668 serie
[ d onythe IEC website.

P

management for avionics — Counterfeit/preven

The committee has decided that the content ion will remain unchanged until
the s{ability date indicated on the IEC web site "http://webstore.iec.ch” in thg data
related to the specific publication. At this d publication will be
e trgnsformed into an In

e regonfirmed,

e withdrawn, <>
e replaced by a revi

e anmhended.

A bilin ation may be issued at a later date.

IMPGRTANTWOIOW inside' logo on the cover page of this publication indigates
that |it contains “colours which are considered to be useful for the cqrrect
undefstanding of its contents. Users should therefore print this document using a
colowrprinter
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 2: Managing electronic components
from non-franchised sources

1 Scope

The ajvionics mdustry has a responsibility to ensure that all fllght equip ent produced|has a

predid ' e toyensure the
publid i TBF)
and f e all
comp , i “ i i i ight use
and th i ) sed.
This f biding
the upe of counterfeit ‘ s are
purch < ‘ e and
high g re are
no rea

Althot high-
perfor

2 Nprmative reference

The following docu ~ ole orin“part,\are normatively referenced in this document and
are indispensable iCati atéd references, only the edition cited applieg. For

undatgd of the referenced document (including any

amen
IECT ration
and m
IECT art 1:
Avoid
AS/EN/JSQ 9100, Quality Management Systems — Requirements for Aviation, Spacp and

Defense.Organizations

AS/EN/JISQ 9120, Quality Management Systems — Requirements for Aviation, Space and
Defense Distributors

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms, definitions and abbreviations apply.
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3.11

aftermarket source

reseller which may or may not be under contract with the original component manufacturer
(OCM) or is sometimes a component “re-manufacturer”, under contract with the OCM

Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated components (wafer
and/or die) whose end of life date has been published by the OCM. These components are then resold at a profit to
fill a need within the market for components that have become obsolete.

[SOURCE: IEC TS 62668-1:2014, 3.1.1]

3.1.2

broker l
individual or corporate organization that serves as an intermediary betwe ller
Note 1|to entry: In the electronic component sector a broker specifically seeks to to find
componments in order to turn a profit. To do so it may accumulate an inventory of p be of
strateg|c value or may rely on inventories accumulated by another. The proke Fldwide
compoment exchange network.

[SOURCE: IEC TS 62668-1:2014, 3.1.2]

3.1.3

COTS

commercial off-the-shelf products

one of more pieces, mechanical or elect ple commercial consymers
whosg design and/or configuration is justry
standard

Note 1 COTS
subassp COTS
assembli itches,
routers

[SOU

3.1.4

count

action modifying a material, good or its packaging without
authofi

Note 1 : is tF e of producing products which are imitations or are fake goods or servicgs. This
activity| infri ellestual/property rights of the original manufacturer and is an illegal act. Countgrfeiting

generally relatestq willful tradémark infringement.

[SOURCE~IEC TS 62668-1:2014, 3.1.4]

3.1.5
counterfeited component

material good imitating or copying an authentic material, good which may be covered by the
protection of one or more registered or confidential intellectual property rights

Note 1 to entry: A counterfeited component is one whose identity or pedigree has been altered or misrepresented
by its supplier.

Identity = original manufacturer, part number, date code, lot number, testing, inspection, documentation or warranty
etc.

Pedigree = origin, ownership history, storage, handling, physical condition, previous use etc.

[SOURCE: IEC TS 62668-1:2014, 3.1.5]

3.1.6
customer device specification
device specification written by a user and agreed by the supplier
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[SOURCE: IEC/TS 62668-1:2014, 3.1.6]

3.1.7
custo
user

original equipment manufacturer (OEM) which purchases electronic components,

mer

including

integrated circuits and/or semiconductor devices compliant with this technical specification,
and uses them to design, produce, and maintain systems

[SOURCE: IEC TS 62668-1:2014, 3.1.7]

3.1.8

data sheet

document prepared by the manufacturer that describes the electr , and
envirgnmental characteristics of the component

[SOURCE: IEC TS 62668-1:2014, 3.1.8]

3.1.9

franchised distributor or agent

indiviqual or corporate organisation that is legally ind e franchiser (ir this
case the electronic component manufacturer or O et contract to disfribute
produfts using the franchiser’s name a

Note 1|to entry: Distribution activities are carried out In ith standards set and controlled|by the
franchiger. Shipments against orders placed ca i i chised
distribdtor or agent. In other words, the franchiSed distrib into contractual agreements with one ¢r more
electropic component manufacturers to d|str|b te a ai omponents. Distribution agreements fnay be
stipulatled according to the followin : of clientele (avionics for example), maximum

manufg
with ful

[SOU

3.1.1(
fraud
electr

regulati

Note 1
fraudul

(1)
2)

cturing lot size. Compon
traceability.

RCE: [EC TS 62

a component scrapped by the original component manufacturer (OCM) or by any user;

protected by the OCM’s warranty and sppplied

)aw or

ch are

3)

afecycled component, becomes a fraudulent recycled component ,when it is a disassembled conjponent

(4)
(5)

(6)
(7)

(8)

resold as a new component (see Figure 1), where typically there is evidence of prior use and rewo
solder, re-plating or lead re-attachment activity) on the component package terminations;

a counterfeit component, a copy, an imitation, a full or partial substitute of brands;

rk (e.g.

fraudulent designs, models , patents, software or copyright sold as being new and authentic, For example:

a component whose production and distribution are not controlled by the original manufacturer;

unlicensed copies of a design;

a disguised component (remarking of the original manufacturer’'s name, reference date/code or other

identifiers etc.),which may be a counterfeit component; see Figure 1;

a component without an internal silicon die or with a substituted silicon die which is not the
manufacturer’s silicon die.

[SOURCE: IEC TS 62668-1:2014, 3.1.10]

original
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3.1.11

microcircuit

component

device

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use and is a small circuit having a high equivalent circuit element
density which is considered as a single part composed of interconnected elements on or
within a single substrate to perform an electronic circuit function

Note 1 to entry: This excludes printed wiring boards / printed circuit boards, circuit card assemblies and modules
composed exclusively of discrete electronic components).

[SOURCE: TEC TS 62668-1:2014, 3.1.11]

3.1.12
non-franchised distributor
companies which do not fall under a franchised distributor or OCM

Note 1|to entry: Tthese distributors may purchase components fro n._Con ponen , chised
distribytors, or through other supply channels (open markets). S de the
guaranjees and support provided by the franchised distributor network s is|source
are uspally protected by the source’s warranty only. However, 3 t jceable

compoments and/or to provide traceability paperwork and/or are d@ble to i igati CM.

[SOURCE: IEC TS 62668-1:2014, 3.1.12]

3.1.13
OCM
original component manufacturer

company specifying and manufacturing theron' ponent

[SOURCE: IEC TS 62668-1:

3.1.14
OEM
origin
manu ectronic subassembly that includes the eledtronic
comp S ponents used in an assembly and/or test specification

[SOU

3.1.15
piracy

willful|copyright infringement

(€]

[SOURCEEC TS 62668-12014;

3.1.16

purchasing agency

organization which groups the quantities of electronic components required by a series of
companies in order to constitute significant buying power and thereby obtain the best possible
supplier conditions for purchasing (especially as regards pricing and purchasing conditions)
as well as for assistance with management, documentation , financing etc.

3.1.17
reseller
general supplier which offers a selection of electronic components to order from a catalogue

[SOURCE: IEC TS 62668-1:2014, 3.1.16]
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3.1.18
recycled component
electrical component removed from its original product or assembly and available for reuse

Note 1 to entry: The component has authentic logos, trademarks and markings. However, it typically has no
output to measure the useful life remaining for its reuse. A recycled component can fail earlier than a new one
when re-assembled into another product or assembly. A recycled component may also be physically or ESD
damaged during the removal process.

[SOURCE: IEC TS 62668-1:2014, 3.1.17]

3.1.19

semigonductor
electrpnic component in which the characteristic distinguishing electro
place |within a semiconductor

nduction'|takes

hls and
levices

Note 1|to entry: This includes semiconductor diodes which are semiconductor de
exhibiting a nonlinear voltage-current characteristic and transistors which
capablg¢ of providing power amplification and having three or more terminals.

[SOURCE: IEC TS 62668-1:2014, 3.1.18]

3.1.2(
subcontractor
manufacturer of electronic subassemblies, supplie

Note 1 [to entry: This supplier may potentially pro roduce
a sub gssembly and is often referred to as the contract electroni cturing
services (EMS).

[SOURCE: IEC TS 62668-

3.1.21

ko
company which ides 3 ectronic component which is identified by the logo or
name|marked on the\device

Note 1 [to entry: broker,

resellef, OEM,

[SOUR

electrpnic ~-component which has lost supply chain traceability back to the ofiginal
manufactdrer and which may have been misrepresented by the supplier or manufacturgr and
may meet the definition of fraudulent or counterfeit component

Note 1 to entry: Suspect components may include but are not limited to:
(1) counterfeit components;

(2) recycled components coming from uncontrolled recycling operations carried outside of the OEM, franchised
network and OEM business where typically it has been fraudulently sold to the OEM as being in a new
unused condition.

[SOURCE: IEC TS 62668-1:2014, 3.1.21]

3.1.23

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer
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Note 1 to entry: This traceability means that every supplier in the supply chain is prepared to legally declare in
writing that they know and can identify their source of supply, which goes back to the original manufacturer and
can confirm that the electronic components are brand new and were handled with appropriate handling precautions
including ESD and MSL. This authenticates the electronic components being supplied are unused, brand new
components with no ESD, MSL or other damage. This ensures that the electronic components are protected by
any manufacturer’s warranties, have all of their useful life remaining and function according to the manufacturer’s
published data sheet, exhibiting the expected component life in the application for the OEM’s reliability predictions
and product warranty.

[SOURCE: IEC TS 62668-1:2014, 3.1.22]

3.1.24
untraceable
property of etectronic components whitt frave tosttheir traceabitity (see 371:23)

[SOURCE: IEC TS 62668-1:2014, 3.1.23]

3.2 |Abbreviations
ACTF Semiconductor Industries Association Anti Counterfe
ADHR aerospace, defence and high performance
COTS commercial off-the-shelf

CEM contract electronic manufacturer
CSAM
DSC(C

C-mode scanning acoustic microscog

vn as

DLA

EMS
ERAI
ESD

G-19
GIDEP
GIFAS

o7

(Hrench

HTRB
IDEA
LTB
LDC
MSL
OCM original component manufacturer

moisture ‘sensitivity level

OEM original equipment manufacturer

RECS Reliable Electronic Component Supplier
SEM scanning electron microscopy

UKEA UK Electronics Alliance

4 Technical requirement

4.1 General

IEC TS 62668-1 minimises counterfeiting, recycling and fraudulent activities by providing
guidelines and requirements for maintaining intellectual property and recommends purchasing
traceable components from the OCMs or their franchised distributors (see Annex A). IEC TS
62668-1 references this part of the IEC 62668 series when purchasing components outside of
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the franchised distributor network in order to avoid and manage suspect components (see
3.1.22 for the definition of “suspect component” and Figure 1).

SUSPECT

FRAUDULENT

mzcvc;n\(\

4.2 Overview

OEM pompanies have numerous sourcing a I their
equipent. It is the origindl equipmn ibili hat its

electrpnic component proc
The griginal equip ~

acting on its b ; gr these components shall order directly ffom a
component manufa a er representative or its franchised distributor. This is
the only supply sys arahtee component compliance with specificationg and
component origi

gents

, and after having exhausted all options within the franghised
system, t \wmay decide to purchase components through a non-franchised distribution
netwolrk. F 3l hrough non-franchised channels is considered a derogation process for
which[{the OEM.j responsible.

Under exceptional citcumsta

The QEM\is! responsible for ensuring that its products do not include counterfeit components.
Moreqver, it guarantees that the reliability of its equipment is not affected whep this
equipmentincludes componentis purchased from non-franchised sources.

The OEM shall have anti-counterfeit management plans in place, to comply with
IEC TS 62668-1.

Subclauses 4.3 to 4.5.10 apply to OEMs and their subcontractors when purchasing
components from sources of supply other than from the OCM or from franchised distributors.

However, there are the following exclusions to this specification:

1) In situations where Purchasing Agents are under contract to the OEMs to order
components on their behalf, the Purchasing Agent is considered to be ‘the OEM’ and is
not considered to be a non-franchised distributor.
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2) In situations where an approved logistics supply agency, for example the DLA in the USA,
supplies components for logistics purposes to a national defence customer and associated
OEMs, the approved logistics supply agency is not considered to be a non-franchised
distributor.

4.3 Risks associated with purchasing from non-franchised distributors
4.3.1 General

There are the following risks to consider (see 4.3.2 to 4.3.7).

Various risk assessment tools exist which the OEM may consider when assessing risks; for
example, INEMI provided three counterfeit calculator tools (see Annex C).

4.3.2 Risk origin

Counterfeit and fraudulent products have been repeatedly identified i ipment

manufacturers. Purchasing, using and reselling fraudulent cgmpanentsi jal. major
difficulty lies in recognizing these fraudulent components, 9 A ay be
counterfeited in many ways. Increased market demand y and
count Cation
methd strict
meas bures,
both i ¢ nsure that components acquired are
OCM J ' Hified,
remar t their
perfon

Fraud ected
with ¢ K > iment
will rgffer essentially to thi ' bck to
the OCM. The electro i 1 ution

when |purchasing from
4.3.3| Quality r; '

4.3.3.1

Qualit

4.3.3.2

There of receiving non-homogeneous lots of components, having different
manufacturing date/codes and produced at various manufacturing sites. A large Jot of

obsol¢te’ . components with a single lot date code (LDC) should be considered suspect by the
purchwmmmww—

4.3.3.3 Packaging

The origin and storage conditions of the components proposed by non-franchised distributors
are generally unknown. This presents a risk that the components proposed by a non-
franchised distributor were not stored under manufacturer-recommended conditions. This is
important for components that are sensitive to electrostatic discharges (ESDs) or moisture.

These components may also have been removed from their original packaging and handled
without the proper protective measures.


https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

-14 - IEC TS 62668-2:2014 © IEC 2014

4.3.3.4 Disassembled or recycled components

There is a great risk that these components were recovered from board or equipment at the
end of their life cycles or no longer in use. As component removal conditions are strictly
unknown, the integrity, performance and reliability of the components cannot be guaranteed.

4.3.3.5 Failed or scrap components

There is also the risk that the proposed components come from OCM lots rejected by a
manufacturer or customer after discovery of a manufacturing or specification non-compliance
issue.

NOTE | Often EMSs dispose of surplus stock onto the open market without identifying if these arts or
good pprts. Damaged components from fires, floods, earthquakes, etc., also can be sold onto market.
These [can also be products rejected by the customer due to specific requirements i e as an
unsatisfactory parameter sort.

4.3.3.p Traceability

Purchgsing through non-franchised distributors cannot often o the

OCM.

NOTE i from

uncont

4.3.4

Use @ bment

manu

e du bplied
by sture,
warping or imperfec juring
bgard wiring;

o lafe detecti bment
fupctional tes ue to
pjtential part scra

e ddtection of d bquire
refrofitting/th M.

4.3.5

Use of companénts whose tional

reliabllity of theJequiprent concerned.

4.3.6 Financial risks

4.3.6.1 Part costs

Purchasing components from a non-franchised supplier can have impacts on the purchasing
costs. The unit price of the component may be extremely high, because of market demand,
the degree of obsolescence, and the technical specification and quality levels required for
certain applications (defence applications, for example). Requests sent out to numerous
brokers can create an inflated, artificial demand for a given inventory, whose price will
subsequently rise.

4.3.6.2 Reimbursement

Many brokers, and more generally non-franchised distributors, work exclusively with sales
agreements that contain non-cancellation clauses. In some countries once components have
been identified as counterfeit they have to be stored for the regional law enforcement bodies
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and cannot be returned back into the supply chain as in those countries it is illegal to sell
counterfeit or fraudulent components.

4.3.7

Legal risk

An electronic equipment manufacturer may be held legally liable for equipment failure having
serious consequences. Sourcing components from outside the franchised network makes it
nearly impossible to hold the OCM liable for product failure during utilization. Because this
type of purchasing does not provide OCM warrantees, only the OEM is held responsible.

The OEM is considered contractually liable for the sale of equipment containing counterfeit or

4.4
4.4.1
If ther

shall
comp

4.4.2

obsolg

443

A sho

4.4.4

The e

current program or to fill new orders.

445

circumstances and shall not be normal prar'@

Reasons to initialize the derogation proces
General
e are no other reasonable or p

ise the following derogation proce
bnents from a non-franchised dis

hd-of-life inventory accumulated at the last time buy (LTB) order is not sufficient f

ked if
le is considered an act of negligence or carelessness.
e caused by failure of components integrated into equip y the
nic equipment manufacturer’s liability insurance. If the damage e of a
rfeit or suspect component, the electronic equipmen held
ally responsible. These aspects should be considered in 0 6 jcable

he¢ OEM or the subconfractor

eable
tional

pr the

ate.

or the

Late orders

Late-stage modifications (quantities, lead time, etc.) were made to production planning. The
standard supply period for a needed component is not compatible with the modifications
made.

4.4.6

Minimum order quantity

The minimum order quantity greatly exceeds required quantities.
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4.4.7 Technical requirements

Upon request of the OEM design authority when the design or manufacturing data pack
requires use of a specific version of a component (date/code, mask, production site, lead
finish, etc.) that is no longer available through franchised distributors.

4.5 Derogation process
4.5.1 Notification to the OEM

Under the circumstances described in 4.4, the subcontractor shall notify the OEM defined
authority of the unavailability of a given component with traceability through the franchised
distrigutor network; AS/EN/JISQ 9100 certified non-franchised distributors which canypfovide
tracegbility back to the OCM are exempt from these requirements.

Figurg¢ 2 describes the derogation process when supplying wit
franchised distribution.

am| non-

Figure 3 describes potential avionics supply chain scenario

&
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Review order and
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franchised
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No—p» Notify OEM

v<\
A 4
alyse a (]
Receive and accept " Valternative t
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mitigated order

Risk acceptable?

Accept parts to
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Figure 2 — Derogation process when supplying from non-franchised distribution
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Customer e.g.
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assembly where

A
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y
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N

Use of non- Use ofson- e of non- Use of non- Use of non-
franchised d franchised franchised franchised
distributor stributo \/ distributor distributor distributor

IEC

tential avionics supply chain scenarios

4.5.2 native solutions

Alternlative solutions ‘\shall be examined by the OEM with the subcontractor to takg into
account the~techni and financial impacts for each program concerned, as well gs the
reasons behind the sourcing difficulty.

The following alternative solutions should take precedence, as they provide the best
guarantees with regard to component origin:

Definition maintained (no change in the bill of material):

— Production cycle rescheduled to coincide with the component supply lead time using a
franchised network.

— The individual who defined the need authorizes use of an equivalent component as an
alternate solution by waiver.

Definition modified (change in the bill of material):

— Search for components that comply with the original specification through a manufacturer
approved by the OCM or by a third-party certifying body (DSCC, etc.).
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— The design authority which defined the need replaces the component or introduces an
equivalent component for the application into the nomenclature.

4.5.3 List of approved non-franchised distributors

The OEM or its subcontractor shall maintain a restricted list of approved non-franchised
distributors, managed directly through on-site audits.

As minimum, the approved non-franchised distributor shall:

— be a member of a trade organization involved in the detection/fight against
fraudulent/counterfeited components, such as ERAI, IDEA, Brokerlinx, etc., or be
identified as Trusted Supplier (in compliance with NDAA: H.R.1540 —National Dgfense
Adthorization Act for Fiscal Year 2012 / Sec. 818. Detection and Avoidance of Counferfeit
Electronic Parts — became Public Law No: 112-081),

— bqg in line with international data-sharing organizations rela eiting
activities, such as IDEA, UKEA, ACTF, GIDEP, etc.,

— have implemented internal rules and means to deal with s o feited
components, i.e. have its own anti-counterfeit managenr ing fechnical and
document management capabilities for reseller busines

— maintain a mini-laboratory at its own disposal izitg, di i ps of
ingpections (visual inspections at low magnification, ph 3

— have IDEA-ICE-3000 (or equivalent ifies,

— own directly in its place an importan

— bel able to give a pertinent risk analysi ith the
destructive/non-destructive inspeciti non-

frg

It is be able to provide not only it§ own
certifi¢ manages, but also whenever possibje the
certifi¢ the y chain back to the component manufacturgr and
to knd i i e.components were handled and stored.

Non-f i i . aintenance criteria include periodic audits, number of
counterfei S, ide on-franchised distributor (supply chain efficiency), etc.
When 5Si i distributors should also be AS/EN/JISQ 9120 Third|Party
Certif

4.5.4

Information_regard he existence and price of inventories of the component equivalent to

the pgrt defined may“be obtained through approved non-franchised distributor consultatipn.
This cMonsu ation shall also allow the electronic equipment manuiacturer to collect data for
risk analysis of this solution versus other alternate solutions. This data includes:

— origin (original delivery slip, photos of packaging and labeling etc.);

— part traceability documents;

— component package (type, condition, leads, etc.);

— date codes, parts quantity per date/code and component marking (with photographic
evidence);

— copy of component test certificates;
— possibility of performing a pre-delivery conformance test;
— copy of original certificate of conformance;

— possibility and conditions of return for non-conformance;
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— payment conditions.

Moreover, the approved non-franchised distributor shall provide its own risk analysis related
to the proposed component, together with the detailed inspection/test procedure dedicated to
the risk mitigation. The inspection/test procedure shall be performed by the approved non-
franchised distributor before delivery to the OEM (or its subcontractor), unless the OEM
claims to do it by itself.

4.5.5

Risk analysis

The electronic equipment manufacturer shall use the data relative to potential alternate

solutions _and the data obtained from the various non-franchised distributor consultations
(includling the risk analysis proposed by the approved non-franchised distributor) and frgm the
OCM to perform risk analysis, as described in 4.3. The OCM may coopere cdhconfirm| if the
component lot date codes and part markings are genuine or not.
Table|1 provides some typical procurement scenarios and suggests 'guida rement
risk agsessment.
Table 1 — Typical procurement risk scenaries a
procurement risk assessmen
1 — Supply from non-franchised distributoPs—\(\s\geﬁsy/s IRte}!\'\n 43\3/2 to 4.3.3.6)
AS/EN/JISQ 9120 certifiCation re s distribptors’to) stateClearly on all bids, invoic¢s and
1 Comments ; \ ; . N
orders if components are bei pplied withelit traceability.
1 low risk Traceable components purchased. fr (@) apMand audited non-franchised
distributors which are AS7TEN/JISQ 94208 certified.
1 | hedium risk |- \ ( N4
1 | thigh risk - ( ) \)
N
1 erv high risk Untraseablexcompo ts p Wm non-franchised distributors which are
y hig AS/EN/ 20 cm
Wabhi{y pa erw@'k was lost (see risk listed in 4.3.3.6)
ere the \éM has lost internal traceability paperwork are genuine and| not
ecyeled oy/fraudulent.
n somessituations the franchised distributor may have evidence that the components|were
2 GCommen le. In these situations the OEM may wish to review how these
c e been stored and test them accordingly.
“wComponents where the supplier claims they have lost the traceability but have no evidence
x\r onsidered high risk.
2 Uow risk --
. ; Mponents received with full traceability into an OEM which has subsequently lost this
2 Medium risk - . R . ; -
paperwork internal to its organization and wishes to assemble them into its products.
Components whose paperwork has been lost externally between the franchised distributor
2 High risk and the OEM, where the supplier has some evidence to prove that the components
originally had traceability.
2 Very high risk Com_ponents v_vhose paperwork has been lost by the distributor or broker who cannot prove
that it ever existed.
3 — Apparent reworked component (see risks listed in 4.3.3.2 and 4.3.3.4)
Traceable re-worked (i.e. altered items) components which are re-identified but which are

3 Comments

base part, are not counterfeit, recycled or fraudulent components.

controlled by the OEM through specifications and part numbers cross referenced to the

3 Low risk

Traceable components which have been reworked by either OEM controlled external

dipped.

suppliers or internally at the OEM and re-identified because they are ‘altered items’ e.g.
re-balled microcircuits, components where the terminations have been tin/lead solder

3 Medium risk --
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3 -

Apparent reworked component (see risks listed in 4.3.3.2 and 4.3.3.4)

High risk

Very high risk

Externally re-worked components which have lost traceability back to the original

manufacturer of the part selected for rework, where the supplier has some evidence to
prove that the components had traceability (this is mandatory when the supplier doesn't
have that evidence. The use of that component is strictly forbidden and is incompatible

with avionics applications).

4 — Use of surplus components (see risk listed in 4.3.3.5)

An OEM often provides traceable components to a CEM and then requests the surplus

Comments stock back. Occasionally this stock is shipped back without any traceability paperwork or
iInformation and requires assessment to determine If it IS useable or not.
low risk Traceable surplus components returned with their paperwork fro n OEM audited aphd
approved CEM for use at the OEM.
Surplus components returned from an OEM audited and appfo CE se at\thq
Medium risk OEM, where the CEM can prove that the parts were orlglnal ordered.and.received with
traceablllty e.g. from the OEM.
High risk
ery high risk | Untraceable surplus components returned from S\C\El\/l\foi\usMe O\EM
5 — Order by an independent purchasing agency (se ks I| ed | .3,3.2 to 4.3.3.6)
Components purchased wijthout traceab h| risk components. All
Comments independent purchasing’agencies’or\dis |but fs n be’assessed and audited to
mitigate against them supplyi traceable"stock.
| . Traceable components ordexed by.an pprc%dfurchasmg agency which is under
ow risk :
contract and acting on bghalf of the
Niedium risk Traceable omponents order nin e\s\rycént purchasing agency or distributor ot
under ¢ tra
High risk
ery high risk Untréce\abi’\g por@t\\qdéeg by an |ndependent purchasing agency or distributof.
6 - SUMM -fr ch\$e\d t;/“strlbutors (see risks listed in 4.3.3.2 to 4.3.3.6)
OE halkapprovejall sources of supply before they are added to the OEM apprpved
Comments
supplier list\On-line brokers need to be assessed using procurement tolls.
) aceablesxcompanents purchased from the OEM approved OCM or their OEM approved
Uow risk L
ch ed tributors.
Me@}s\\
tiiah risk Trace e components purchased from non-franchised distributors or brokers which are
9 not S/EN/JISQ 9120 certified.
ery high'risk | Untraceable components purchased from independent distributors or on-line brokers.
7 — When the OCM has just gone bankrupt (see risk listed in 4.3.3.6)
Traceability documentation can be counterfeited. Franchised distributors should be able to
assist with defining the last lot date codes the OCM manufactured. Independent
Comments distributors need to be assessed particularly against the ERAI database, etc. There is a
risk here that needs to be investigated further, particularly if the OCM’s quality data is lost
completely.
Low risk Traceable components purchased from an OEM approved franchised or an AS/EN/JISQ

9120 certified non-franchised distributor when the OCM has just gone bankrupt.

Medium risk

High risk

Very high risk

Components which are being offered with traceability from an independent distributor
where the OCM has just gone bankrupt and did not issue any information defining its final
deliverable lot date codes.
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8 — When the OCM has been purchased by another manufacturer (see risk listed in 4.3.3.6)
8 Comments -
Traceable components purchased from an OCM or an OEM approved franchised distributor
8 Low risk when the OCM has just been purchased by another manufacturer and the OCM has issued
information regarding the lot dates codes when the components are marked with the new
logo.
Traceable components purchased from an OEM non-approved non-franchised distributor
8 Medium risk when the OCM has just been purchased by another manufacturer with no further
information.
8 High risk -
8 . . Components offered from independent distributors and brokers cen
STy TIEHTTSR purchased by another manufacturer with no further information.
N
9 — RECS (see risk listed in 4.3.3.6)
9 Comments The Chinese RECS scheme authenticates Far East dlstrlbu&rs\&}\OCbls\ >
9 dow risk Traceable components purchased from outside of the JSA Far East OCMs
and franchised distributors which have RECS approved, certifi
9 Medium risk -
9 Hligh risk -
Components purchased from outside the(USA and EU om\Far\Egst distributors and [OCMs
which do not have any recognized a rtificaterand which do not guarantee
9 ery high risk | traceability and controlled\handlin @aﬁons
Components purchased with\tra i fth ough the supply chain but|not
completely back to the M.
10 — Obsolete compor(ents((-se\e r%\i{te}}'n 4.3.3.2 to 4.3.3.6)
10 | Comments -- /TN \ \
. Obsaglete mp\mkents puri ed with traceability from the franchised aftermarket
10 | tlow risk distrNr X
10 | Medium risk \Qbs%te co%&gnts\p\u%\ase with traceability from the non-franchised distributor
10 | Hiigh risk 7
. . solete_compon \uw'ﬁased from a broker on the internet with no traceability bafk to
10 ery high risk t cM
The don isk ahalysis may lead the OEM to agree to purchase compdnents
from g n [ distributor.
Certain risk.indicators shall be considered:
— A|lot/ size too large for a same date/code may indicate that the components are
c mtarfait

TtCT T o

Vast differences in date/codes may indicate that the components are recovered scrap,
which represents a significant quality risk.

Bulk packaging may hide counterfeit components (hidden in the middle of a strip, for
example).

Incoherence between the printed date/code and the official last production date is a
blatant example of counterfeit marking.

Inaccuracy or uncertainty with regard to component origin or history can be a sign of
fraudulent business activity.

Non-acceptance by the non-franchised distributor, of returning goods that fail a short time
after delivery to the OEM, can be a sign of the lack of responsibility from the non-
franchised distributor.
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Mitigation techniques, based on greater supplier auditing and component inspections, are
described in 4.5.8.2, Table 2 and Annex B.

4.5.6 Non-franchised distributor order authorization

The individual who defined the need shall draft a written authorization for supply through the
selected non-franchised distributor. According to the conclusions of risk analysis conducted by
the OEM (with the selected approved non-franchised distributor), this authorization shall include
specific requirements and/or detail the non-franchised distributor supply inspection and testing
procedure to be performed by the non-franchised distributor (unless the OEM claims to do it by
itself) before delivery, to guarantee the compliance of the components delivered (reinforced
inco ing inclnp("rinn qualifirafinn tests rpliahility tests  destructive 'nhyczir‘al analysis,

counterfeit detection, etc.).

4.5.7 Order processing

In addlition to general requirements for all orders, the informatj non-

franchiised distributor consultation (see 4.5.4) shall be includ pplier

terms| and conditions and manage potential discrepansies\ at pwing

requirements shall be mentioned:

— ddte codes,

— lofs sizing,

— conformance certificate delivered,

— rigk analysis related to the proposed

— detailed non-franchised distributor i esults
bgfore delivery (if the tests flow was pe / tor).

Consgquently, the controf of ecei pplier

commiitment against th i

4.5.8

4.5.8.1

For deliveries of orde i y tment

which E . test

laborgtory) shall be)\jnf e /tests

requirg S ith pe ‘of order. These operations shall be performed by tfained

operafors~a : 1 associated with counterfeit components and fraudulent profucts.

Specific i ts of the non-franchised distributor supply inspection and tgsting

proceflure men ed in the order authorization shall be followed (detailed documentary

evidemnce/photographs and tested components shall always be provided by the non-franghised

distrigutor,with the supplied components, if the tests flow was performed directly by the non-

francr icad dictribhiitar)

o CC—CTrotrTioTtoT

Where specialist external test laboratories are used to inspect suspect stock, they shall be
AS/EN/JISQ 9100 certified.

4.5.8.2 Administrative compliance

All documents relating to the order shall be included at delivery and be authentic
(manufacturer and/or reseller conformance certificates, inspection and/or test reports,
measurements, analysis reports, etc.).

The date codes of the delivered components shall comply with those provided in the shipping
documents and in the order. These date codes shall be verified for all delivered parts by
checking the component marking (when marked by the manufacturer). For components
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delivered in strips and/or dry packs, this operation may require specific unpacking and

repac

king means.

Component packaging shall be checked to ensure that it meets the specific requirements set

outin

4.5.8.

the order.

3 Technical compliance

In the absence of the manufacturer’'s original warrantee certificate, and depending on the
reliability of the information available by the reseller, specific inspection and testing protocols
shall be implemented to ensure that supplied components are not counterfeit or of poor

quality-

In addition to specific requirements set forth upon ordering, packaging st

comp
Comp
types
origin

The f
priorit

a) Constitution of inspection lots

Th
dat

onents with different production date codes shall be packag
of anomaly shall be alerted to the inspector as a potential fi

y, according to the risks identified:

e code should be created as testi

d and

icable.

other
onent

bllowing inspections (see Table 2 and Annex o} ¢ out in ordler of

Dbt per
wary

of components packaged onto a reel
b) Visual inspection to IDEA-STD-1010, t and any relevant test methods for the
following:
1) htions
order
to detect rework (pa
2)| Marking <erifica brking
coherence Wi onent
reference, p bction
mark”, et€. tative
surfac
3) Liction
resin
tamp.
ckage
geometry and Jook for evidences of sanding or reworking on plastic package.
4)| Rin—or ball verification: check specifically for component integrity, the abserjce of
oxidation, warping, cracks. evidence of repair or prior use (traces of tinning, broken or
bent pins, damaged balls, bridged pins or balls, missing solder balls, etc.).
5) Inspection of ESD and moisture barrier bags, humidity indicator cards, if required for

sensitive electronic components.

¢) Non-destructive physical analysis

1)

X-ray imaging:

i) Inspection of the component’s internal assembly and its consistency in the lot

inspected.

ii) Checking for presence of chips with identical dimensions, presence of bonding

leads, and lead frame structure.
iii) Verification of absence of die cracks, voids in the die attach.

2) CSAM acoustic microscopy. Verification of the absence of delamination, whose
presence would indicate that the component has been subjected to mechanical stress.
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d) Destructive physical analysis

— 25—

Different methods can be performed at component level for internal inspection according
to the risk cause:

1) Mechanical or chemical removal of lid, or top layers of the component body to expose

the die and internal structures.

2) Chemical dissolution of the plastic after jetting various acids onto the surface of the
component.

3) Laser decapsulation as alternative to chemicals which are not always appropiate.

Tests to perform:

4) o 0laerabllity Oor wellaDINy 1ests.

5)| Visual inspection of the component’s internal assembly comparing
component.

6)| Verification of chip geometry and marking, and its coherent
(manufacturer logo, mask reference, etc.).

7)| Bonding tensile strength.
8) SEM analysis.

e) Electrical tests

degpending on the inspection lot and/or pa

at|operating temperature and life

the criticality of the application.

f) Material characterization:

Al| electrica

oo 2
recognized I 0

If felevant, for advance
atlach materials, i
different techniques
samples.

The typical testsde

be copducted j

determine.f it

A detailed testistis g

THese are tests conducted at room temperature

%tio ptating materials, moulding compgound,
ate ials for component with interposel|, etc.

particularly by comparison with authentic

ainst a ‘l;ood ‘

el data

er™ or sampling pasis,
der to verify the elettrical

ay’ be accompanied by tests
he/ level of quality required and

lyses shall be performed by a speciali§t and

should be performed. If performed, these tests ghould

0% (tests 8 and 9) a review shall be carried out of all dpta to

en for example in Annex B, linked with procurement risks levels.

Table 2 — Typical testing

Test Method Sample Destructive Comments
size test
1. Visual To IDEA-STD-1010 and 100 % of No To look for evidence of prior use,
inspection the manufacturer’s data the lot check for ‘black-topping’, etc.,
sheet, up to x30 including checking part marking
magnification and MIL- and dimensions.

STD-883 method 2010. Check against authentic baseline
parts and/or archived information
on authentic baseline parts.

2. Package Lead material analysis, 3 Yes To confirm package material, lead-
testing marking permanency and components free termination material, marking
solderability testing. per OCM lot permanency, solderability, etc.
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Test Method Sample Destructive Comments
size test
3. DPA MIL-STD-1580 where 3 Yes To check for good workmanship
applicable. components standards, internal materials
per OCM consistency, contamination, die
lot orientation, check die metallisation
marking with manufacturer, wire
bonding arrangement, etc.
4. X-ray 100 % of No To show consistency of
the lot manufacturing of each lot and
correlate to original die.
Check against authentic baseline
palto andfor-archivednformation
on authenti(/‘/tiﬁse{ne parts:
5. Acgustic 3 For plastit\encapsulatéd
microgcopy components comp nts lopkor.internal yoids
per OCM lot and(p&\r orkmanskip.
6. Functional To data sheet. Percent 100 % of No nfi rmarnce.
DC elgctrical defective no greater than the lot ) )
test af room 10 %. Yield no less than Thclcs)l NN 00 th ttt:);tb b
t t 90 %. urp-i
empqrature ° | |d§qb\ee3 blished.
7. Bufn-in Microcircuits: MIL-STD- 100 % of confirm there are no infan
screefing 883 method 1015, 168 the lot or mortality failures.
hours at +125 °C with sample tes
voltage bias applied. Q
Diodes and transistors:
Burn-In high temperature reverse
screefing bias (HTRB) per MIL-PRF-
contifued 19500:2012, sergening
requirement
Ceramic
Thermal
A subgroup 1.
Tantalum capacitors:
Thermal shock, surge
current when specified in
part number, voltage
aging (CSR91 style only)
per MIL-PRF-39003 group
A subgroup 1.
8. Functional Yield no less than 90 %. 100 % of No Confirm data sheet performance.
DC electrical the lot

test at room
temperature
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Test Method Sample Destructive Comments
size test
9. Functional Yield no less than 90 %. 100 % of No Confirm data sheet performance.

DC electrical
test at Tmig.
and Trax. C

the lot

459 Records

The results of all inspections and tests shall be recorded and archived to provide traceability

and copntribute to an ongoing lessons-learned process.

4.5.1(

For c
chain
be ap
may b

guara
to cug
some

Processing during storage and manufacturing

with dry

shall
ations

).

all be

Tmup
ce or
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Annex A
(informative)

Flowchart of IEC TS 62668-1 requirements

Annex A introduces the flowchart of the IEC TS 62668-1 requirements.

@%
S



https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

IEC TS 62668-2:2014 © IEC 2014

OEM to apply for a

— 29 —

> OEM shall protect
their IP

o registered

¥ trademark and
logo

» | OEM to apply for

»

patents etc

Europe: OHIM and
Europa webpage

WIPO

\ 4

OEM IP Design
control

US Patent and
Trademark Office

OCM to apply for
registered
trademark and
loga

China patent and
trademark office

IEC/TS 6668-1

OEM shall use

components which
have IP rights

)

OCM to apply for
patents etc

OEM shall have
an anti-counterfeit
process

OEM shall have
AS/EN/JISQ 9100
process to audit
their suppliers

OEM AS/EN/JISQ
9100 purchase
processes based
on traceability

(1) For
components
purchased coming
into their business

(2) For their
products and
spares going out
of their business

Spares manage

OEM shall audjtall
suppliers

per AS/EN/
JISQ9110,
\ SAE AS6462 for
‘ SAE AS5553 audit
M criteria
/EN(JISQQ100 o
or 1IS09001 for

Supplier:
T X SAE ARP6178
! ——|———»| Tool to assess

/ \ Distributors

Purchase from
RECS approved

suppWa

(@

/EN/ISQ 9120
forDistril rs

[

PUrchase from
OCM of thei
Franchised
Distributors

A

New SAE AS6496
for Franchised
Distributor
DLA Qualified
O Supplier USANDAA |}
USADMEA 1< pistributor List Section 818 DFAR
(QSLD)

chase from
n Franchised
Distributors

el |EC/TS 62688-2

A

Purchase from

Franchised
Aftermarket
Consider redesign
using traceable IDEA-STD-1010 |[«—| IDEA-ICE-3000
components
\A 4
OEM purchase OEM shall IEC/TS 62239-1 SAE AS6301
process for w_| document search ' search for L
> » for traceable traceable HELSCS |y A;dAltEc‘r\ltse&)aazor
components alternatives alternatives
If none found use JEDEC/IEC
' non conformance e
for risk
test methods
assessment kg
OEM Repair and
P> Rework to ASIEN/ F&"g iﬁ‘;%’_gg';
JIsQ 9110 ’ SAE AS 6171
component test
L methods
OEM to report reqlljgif;SmAems
incidents of iNEMI calculators NEDA NIGP113,
counterfeit iaw for non-franchised NIGP109, NIGP
local law distributors 107

OEM to train for SAE AS 6174 for

anti-counterfeit

awareness

Mechanical parts
and materiels

IEC


https://iecnorm.com/api/?name=c418f89bd8889fd4178682ece476c896

-30 -

Annex B
(informative)

Example of detailed tests list, linked with procurement risks levels

IEC TS 62668-2:2014 © IEC 2014

Table B.1 gives an example of detailed revalidation testing of suspect stock, depending on
procurement risk assessment (see Table 1).

For low risk, the focus is on additional supplier auditing and improved relationship.

Table B.1 — Example of detailed revalidation testing of SW

Test Method Sample Destruc- Comments Hig Very
size tive test isk high risk
assessmen assess-
2 testing ment 3
testing
Visual o IDEA-STD-1010 100 % of To look for & Yes Yes
inspection hnd/or and MIL-STD- the lot

B83 method 2010 and
he manufacturer’s
Hata sheet, up to x30
nagnification to look
or evidence of (a)
brior soldering or de-
Eoldering (b) to record
bart marking/exterior
backaging marking
including ESD and
MSL marking) for
Comparison to a
penuine part and/or

eview by
manufacturer.

Ml deliverable
baperwork sha {o)
be inspected and cros
Checked to ens art

humber, lot date ¢
hnd signatories\are

2

vyﬁxhg

information on
authentic

baseline parts.

hccurate,
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Test Method Sample Destruc- Comments Medium High Very
size tive test risk risk high risk
assessment assessment assess-
1 testing 2 testing ment 3
testing
Package 3 parts per | Yes To confirm Yes Yes Yes
testing . ) OCM lot package
Lead material analysis material, lead-
using XRF testing free
where results are termination
compared against that material,
specified by the OCM. marking
Test methods sh‘aII be permanency,
in accordance with solderability
SIMB43d/7, ASTM etc.
B568 or MIL-STD-1580
br equivalent.
Marking permanency
Ehall as a minimum be
ested in accordance
ith JESD22-B107D or
bquivalent test
methods. Q
se the new surface
hnalysis test methods
hnd new solvents as
equired to detect \ Q
Counterfeit marking. <
Bolderability testing
ber J-STD-002 ~
DPA MIL-STD-1580 where arts p es To héek/for Optional Yes Yes
which hpplicable. Three oC 00
includes components shall be manship
SEM le-encapsulated or d andards,
analysis idded and the Q internal
Eemiconductopdie or materials
bassive desi consistency
lement photograp during
ith particular assembly of a
httention bein given lot
o photographi number,
lie metalli contamination,
narkings.or O die orientation,
Drigi check die
hesexte metallisation
nteri marking with
Compone manufacturer,
bossible.the wire bonding
be contacted to arrangement,
pstablish’whether the etc.
Hie\or-passive design
blement is authentic
X-ray MIL-STD-883 method 100 % of No To show Yes Yes Yes
2012 at the lowest the lot consistency of

possible voltage to
confirm OCM package
dimensions, internal
wire bonding, internal
termination
arrangement,
semiconductor die
sizes and internal
passive component
features which can
then be compared to a
genuine component.
The OCM may need to
be contacted for
information on a
genuine part.

manufacturing
of each lot and
correlate to
original die.

Check against
authentic
baseline parts
and/or
archived
information on
authentic
baseline parts.
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