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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

1) Thq International Electrotechnical Commission (IEC) is a worldwide organizatio izati prising
all [national electrotechnical committees (IEC National Committees). The{ obje i romote
intdrnational co-operation on all questions concerning standardization in th i < icAidlds. To
this| end and in addition to other activities, IEC publishes Internationa i ifigations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides ( &3 s “IEC
Publlication(s)”). Their preparation is entrusted to technical committegs; ) i interested
in fhe subject dealt with may participate in this preparatory wo K. d non-
govlernmental organizations liaising with the IEC also participa A tht qration: closely
with the International Organization for Standardization (IS@) i : i iti ined by
agrgement between the two organizations.

2) Thdg formal decisions or agreements of IEC on technlcal matte ible, i ational
consensus of opinion on the relevant subje i i it i fom all

3) IEQ Publications have the form of recommehdations Ter int® ion ational

Corpmittees in that sense. While all reasonabte effo i of IEC
Publlications is accurate, IEC cannot be i or any
misjnterpretation by any end user.

4) In ¢rder to promote interndtional uy i \ i iications
trarlsparently to the maX|m b i i 2 i icati . ivgrgence
betyveen any IEC Publicati : i idated in
the|latter.

5) IEQ itself does pOt provige any a rmity. Independent certification bodies provide corfformity
asspssment ser i to IEC marks of conformity. IEC is not responsible for any

seryices carried out by

6) All psers should eAsiyre ave the Yatest edition of this publication

7) No [liability sh i ire€tors, employees, servants or agents including individual expefrts and
meinbers of /s te ittess and IEC National Committees for any personal injury, property damage or
other damage of a whatsoever, whether direct or indirect, or for costs (including legal fegs) and

expensgs™arising ut_of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publlications:

8) Attgntion is™draw \ Yormative references cited in this publication. Use of the referenced publicalions is
indispensable foxkthe cogrect application of this publication.

9) Attgntion~isndrawn tovthe possibility that some of the elements of this IEC Publication may be the subject of
patént/rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

* the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This third edition cancels and replaces the second edition, published in
constitutes a technical revision.

2014. This edition

This edition includes the following significant technical changes with respect to the previous

edition:

a) identified that the Chinese RECS scheme is no longer maintained (in 4.2 and where

appropriate as agreed with CEPREI);

b) added a reference to AS/EN/JISQ 9100 which at the next revision (revision D) will contain
an anti-counterfeit requirement which may be used to satisfy the requirements of 4.2;

c) added reference to the now published SAE AS6496 for franchised distributors, to USA

DFARS rule 252.246.7007 and to UK Defence Standard 05-135;
d) added reference to more GAO, OECD and ICC reports in 4.5.1;
e) updated weblinks and other references.

The tegxt of this technical specification is based on the following ulgents:

Enquiry draft Report M\g\

his @al

the report on voting indicated in the abawe table

This gublication has been drafted in acco . C Directives, Part 2.

107/267/DTS 107/277IRVC N
Full information on the voting for the approval %éation can be foyind in

A list| of all the parts in the IEC 62 series, Hed under the general title Process
management for avionics i Qtign, can be found on the IEC website.

The committee has d his publication will remain unchanged until
the stability da@ website under "http://webstore.iec.ch" in thg data

relatef to the specifie

e trgnsformed info

e regonfirmed

A bilingual-version of'this publication may be issued at a later date.

that it contains colours which are considered to be useful

colour printer.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates

for the correct

understanding of its contents. Users should therefore print this document using a
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2 Normative references
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

cope

forav

Igh performance (ADHP) industries. It also defines requirements

ced in this docume
the edition cited applie
document (including

O
-

bd references, the latest editign
Iments) applies.

Diding
fence
ies to

risks
5 are

ification

n.

nt and
5. For
any

ration

art 2:

D

e and

(s for

prms, definitions and abbreviations

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.11

aftermarket source
reseller which may or may not be under contract with the original component manufacturer

(OCM

Note 1

), or is sometimes a component “re-manufacturer”, under contract with the OCM

to entry: The reseller accumulates inventories of encapsulated or non-encapsulated (wafer) components
whose end of life date has been published by the OCM. These components are then resold at a profit to fill a need
within the market for components that have become obsolete.
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3.1.2
broker

individual or corporate organization that serves as an intermediary between buyer and seller

Note 1 to entry: In the electronic component sector a broker specifically seeks to supply obsolete or hard to find
components in order to turn a profit. To do so it may accumulate an inventory of components considered to be of
strategic value or may rely on inventories accumulated by others. The broker operates within a worldwide

component exchange network.

3.1.3
COTS product
commercial off-the-shelf product

one qQ e+ oA 7O eHorea—a R a—eevY-eroPea S - SALS, o e merS,
whosg¢ design and/or configuration is controlled by the manufacturer’s specifi justry
standgard

Note 1 p level
assemblies. Electronic COTS subassemblies or assemblies include circuit card ppliels, hard
drives,|and memory modules. Top-level COTS assemblies include a fully int as raid
arrays, }

3.1.4

counferfeit, verb

action of simulating, reproducing or modifying a /material ithout
authofization

Note 1|to entry: It is the practice of producing il are fake goods or servicgs. This
activity| infringes the intellectual property rights\of the 2 rfeiting

generally relates to wilful trademark infringement

3.1.5
counferfeited compone
materjal good imitating

protegtion of one or mg intellectual property rights

itérial good which may be covered by the

Note 1 |to entry: A ite i hoSe identity or pedigree has been altered or misreprgsented

by its sjupplier.

ldentity

Pedigrg

3.1.6
cust
devic

3.1.7
customer

tion or

user

original equipment manufacturer (OEM) which purchases electronic components, including
integrated circuits and/or semiconductor devices compliant with this technical specification,

and uses them to design, produce, and maintain systems

3.1.8
data sheet

document prepared by the manufacturer that describes the electrical, mechanical, and

environmental characteristics of the component
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3.1.9

franchised distributor or agent

individual or corporate organisation that is legally independent from the franchiser (in this
case the electronic component manufacturer or OCM) and agrees under contract to distribute
products using the franchiser’'s name and sales network

Note 1 to entry: Distribution activities are carried out in accordance with standards set and controlled by the
franchiser. Shipments against orders placed can be despatched either direct from the OCM or the franchised
distributor or agent. In other words, the franchised distributor enters into contractual agreements with one or more
electronic component manufacturers to distribute and sell the said components. Distribution agreements may be
stipulated according to the following criteria: geographical area, type of clientele (avionics for example), maximum
manufacturing lot size. Components sourced through this route are protected by the OCM’s warranty and supplied
with full traceability.

3.1.1(
fraudplent component

electrpnic component produced or distributed either in violation o
regulgtion, or with the intent to deceive the customer

aw or

Note 1[to entry: This includes but is not limited to the following which are exa whi fe
fraudulpntly sold as new ones to a customer:

1) a gtolen component;
2) a gomponent scrapped by the original component manufacturer (OCM)or, By

3) a fecycled component, that becomes a fraudulent recyclea i ponent
regsold as a new component (see Figure 1 3 y k (e.g.
so|der, re-plating or lead re-attachment aci

4) ad

5) fraudulent designs, models, patents, softwarehor copyright sold as be mple: a
co

6) un

7) a pacturer’'s name, reference date/code of other
idg Figure 1)

8) a i i ie s ith~a substituted silicon die which is not the priginal
m4g

3.1.11

micro

component

devic

electr hat is not subject to disassembly without destruction or

impai is a small circuit having a high equivalent circuit element

densif d as a single part composed of interconnected elements [on or

within perform an electronic circuit function

Note 1|to entry.  This excludes printed wiring boards/printed circuit boards, circuit card assemblies and njodules
compogedrexclusively of discrete electronic components.

3.1.12
non-franchised distributor
company which does not fall under a franchised distributor or OCM

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guarantees and support provided by the franchised distributor network; components sourced through this source
are usually protected by the source’s warranty only. However, some of them are able to purchase traceable
components and/or to provide traceability paperwork and/or are able to return stock for investigation to the OCM.

3.1.13

OoCM

original component manufacturer

company specifying and manufacturing the electronic component
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3.1.14

OEM

original equipment manufacturer

manufacturer which defines the electronic subassembly that includes the electronic
components or defines the components used in an assembly and/or test specification

3.1.15
piracy
willful copyright infringement

3.1.16
reseller
generpl supplier which offers a selection of electronic components to orde

3.1.17
recycled component
electr|cal component removed from its original product or assembly Se

Note 1|to entry: The component has authentic logos, trademarks arfd ma has no
output to measure the useful life remaining for its reuse. A recycled compon ai i PW one
when rg-assembled into another product or assembly. A recycled ged or
damaged through electro static discharge (ESD) during the remotal p

3.1.18
semig¢onductor
electrpnic component in which the cf
place|within a semiconductor

takes

Note 1
exhibiti
capabl

hls and
levices

3.1.19

e with

roduce
cturing

Note 1 |to entry:
a subagsembly a
services (EMS)S

3.1.2(
supplier
comp ick es to another an electronic component which is identified by the Idgo or
name r

Note 1|[to*entry: A supplier can be an OCM, a franchised distributor or agent, a non-franchised distributor, |broker,
reseller, OEM, CEM, and EMS, etc.

3.1.21

suspect component

electronic component which has lost supply chain traceability back to the original
manufacturer and which may have been misrepresented by the supplier or manufacturer and
may meet the definition of fraudulent or counterfeit component

Note 1 to entry: Suspect components may include but are not limited to:
1) counterfeit components;

2) recycled components coming from uncontrolled recycling operations carried outside of the OEM, franchised
network and OEM business where typically it has been fraudulently sold to the OEM as being in a new unused
condition.
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3.1.22

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer

Note 1 to entry: This traceability means that every supplier in the supply chain is prepared to legally declare in
writing that they know and can identify their source of supply, which goes back to the original manufacturer and
can confirm that the electronic components are brand new and were handled with appropriate ESD and MSL
handling precautions. This authenticates that the electronic components being supplied are unused, brand new
components with no ESD, MSL or other damage. This ensures that the electronic components are protected by any
manufacturer’s warranties, have all of their useful life remaining and function according to the manufacturer’s
published data sheet, exhibiting the expected component life in the application for the OEM’s reliability predictions
and product warranty.

3.1.23
untrageable
property of electronic components which have lost their traceability (

3.2 |Abbreviations

AAIPT Alliance Against IP Theft

ACTA Anti-Counterfeit Trade Agreement

ACTF Semiconductor Industries Association An
ADHH aerospace, defence and high performa
ASIC application specific integra

ATP acceptance test procedure
BEAMA British Electrotechnical Allied
BoM
CATA
CB
COTS
CEC
CECA
CEEI
CEM
CESI
CQAE
CMOS
DFAR Defense Federal Acquisition Regulation System
DOD Department of Defence (US)

DMEA Defense MicroElectronics Activity

bill of materials

DMSMS  diminishing manufacturing sources and material shortages
DNA deoxyribonucleic acid
DSCC Defence Supply Centre Columbus

DLA Defense Logistics Agency (former DSCC)
EASA European Aviation Safety Agency

ECIA Electronic Components Industry Association
ECMP electronic component management plan
ECSN electronic component supplier network

EMS electronic manufacturing services
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ERAI Electronic Reseller Association International
(see web-page http://www.erai.com)

ESD electrostatic discharge

EOS electrical overstress

EU European Union

FAA Federal Aviation Administration

FAR Federal Avionic Regulations

FFF form, fit and function

FIT failures in time

FPD flat panel display

FPGA field-programmable gate array

FSC Federal Supply Class

G-19 SAE Counterfeit Electronic Parts Committee

GAMS Government/Authorities meeting on Semiconductors

GIFA$ French Aerospace Association

HAST] highly accelerated stress test

HIS hardware intrinsic security

HTOL high temperature operatingAi

ICC International Chamber of

ID independent distributors
IDEA
IAQG International A

iNEM Internationé

IP intellegtual\prope
IPR i @ ~
ISP i

ITAR

IUID

JIT

JPO

LED

LDC lot data code

LTB last time buy

MBTF mean time between failures
MEMS micro-electromechanical systems
MOD Ministry of Defence, UK

MTTF mean time to failure

MSL moisture sensitivity level

NATO North Atlantic Treaty Organization
NDAA National Defense Acquisition Act
NEDA National Electronics Distributors Association

NVRAM non-volatile random access memory

OCM original component manufacturer
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OECD Organisation for Ecomonic Co-operation and Development
OEM original equipment manufacturer

OHIM Office for Harmonisation in the Internal Market (EU)
PCB printed circuit board

PCN product change notice

PRC People’s Republic of China

PV photovoltaic

RECS Reliable Electronic Component Supplier
PUF physteatunctomablte-function

RFID radio frequency identity detection

RAM random access memory

ROM read only memory

SEE single event effect

SEU single event upset

SER soft error rate

SIA Semiconductor Industry Association
SRAM static random access memory

TAPO Trusted Access Program Qffice

TSO Trading Standards Officers

UK United Kingdom

UKEA UK Electronics Alliance

UNG unique numbex generator

USA United Sta

WIPO Wor@el S
WSC Worl M

4

4.1

This
maintgini

Minimum avionics OEM requirements are defined in 4.2.

T

les by

Subclauses 4.3 to 4.14.6 provide supporting information to 4.2.

Informative annexes are provided at the end of this specification and their content is subject
to change. Users of this specification are encouraged to review the latest data available
whenever referencing the content of these annexes.

Annex A provides further cross-reference information for all the institutions and
organisations discussed in Clause 4;

Annex B provides examples of aftermarket sources which shall be considered in
obsolescence situations (see 4.12.9);

Annex C provides an example of a typical Chinese RECS certificate (see 4.7.2);

Annex D provides a flowchart of IEC TS 62668-1 requirements and their relationship to
external standards.
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The key elements to control and understand are:

a) the definition of intellectual property (see 4.3);
b) the limitations of the term counterfeit (see 4.4);
c) the better description of “fraudulent components” (see 4.4.3);

d) what recycling is and why the avionics industry minimises recycling to in-house activities
only (see 4.6);

e) the use of original component manufacturers (OCMs) which protect their intellectual
property (see 4.7);

f) the use of approved franchised distributors or sources (see 4.10):

g) the use of risk management and component test processes w spect
uritraceable components from non-franchised distributors in with
IEIC TS 62668-2 (see 4.12.6);

h) the protection of OEMSs' intellectual property, throughout their p uding
management of all spares;

i) the reporting of violations of intellectual property throughJoca 4.14,
AJ7.2, and Clause A.8 for useful contacts).

4.2 |Minimum avionics OEM requirements

The ajionics OEMs shall:

a) Plotect their intellectual property i

b) Seglect components from original coin 3 i their
intellectual property rights (see 4.3 ; 3 rolled
pgrt numbers and physical part markin

c¢) Have an anti-counterfei b with
thg requirements kerein i include) an anti-counterfeit management plan in
aqcordance with thi ification vhiech can be based on plans such as|SAE-
A$S553A or pothers\simi L. T213)>The OEMs shall flow this requirement dqwn to
loyer level @- g A 2N3
NQTE The next gewsi A ISQN\9100, which will contain the requirement for an anti-counterfeit
mgnagement pl &s ‘of*electrical and mechanical components and materials, may allow also| satisfy
thi$ need (see 4N.3 a .12M). So documents such as IEC TS62239-2 and SAE AS6174 (see 4.12.13)
mdy aid for anti )

d) Have 00 process (see 4.12) to audit all sources of supply of
cgmponents

e) Have a protess allowing the purchase of traceable components (see 4.12.3),|using
the AS/EN/ 00 procedures, as follows:
1)| from) the original component manufacturer (OCM) (see 4.7) with any apprdpriate

traceability measures such as the use of Semiconductor Industries Associatiop Anti
Counterfeit Task Force (ACTF) measures (see 4.7.7) or physical unclonable function

(PUF) features (see 4.7.10), as considered necessary;

2) direct from the USA Trusted Foundry Program (see 4.7.8) and/or from the USA Trusted
IC Supplier Accreditation Program (see 4.7.9) where required by customer contract or
considered appropriate;

3) in situations where the component is obsolete, by purchasing directly from the
franchised aftermarket manufacturer (see 4.12.9 and Annex B);

4) from franchised distributors (see 4.10)
— which are preferably AS/EN/JISQ 9120 approved (see 4.9);
— which are also ISO 9001 approved as a minimum requirement (see 4.8); or
— which comply with SAE AS 6496 requirements(see Clause A.16);

5) from non-franchised distributors (see 4.11) using IEC TS 62668-2.
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Have an AS/EN/JISQ 9100 process which avoids the use of unapproved brokers (see
4.11.5).

In the rare event an avionics OEM considers it is necessary to purchase untraceable
components:

1) conduct and document an exhaustive search for traceable alternatives, including the
review of possible design changes to accommodate traceable alternatives and
aftermarket sources (see 4.12, in particular 4.12.9, 4.12.10, 4.12.11, and Annex B);

2) use and document a risk management process to assess the additional requirements
needed to determine that the components are not counterfeited, recycled or fraudulent
components, using the requirements of IEC TS 62668-2. This risk management

orocess—will include conformitv —aualitv  rgliahilityy and maintananca nagrfarm nces
P+ WH—H-GHG RHoHR—gHa ¥ Bf—aRe—RaHehRah pPeHeHR

Hpy—reliabil
aspects.

Have a process for repair and rework operations (see 4.13.9 all include
Af/EN/JISQ 9110 certification for all maintenance operation.

Report incidents of counterfeit and fraudulent activities in acco 3w (see
4.14).

Egtablish an anti-counterfeit awareness training for relg eNbased on Table 1
wliich is provided for guidance and which identifies th persoynel and trpining

records. In the case of newly hired personnel, injti
discipline or department.

&
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Table 1 — Anti-counterfeit awareness training guidelines

Discipline or department

Type of awareness
training

Frequency

Comments

Sourcing, buying or
procurement

Traceability in the supply
chain, differences between
brokers, the different types
of distributor (franchised,
non-franchised), the OCM
etc. When to raise issues.

Every 2 years

Change frequency to
annual if there is a new
major change or
development to be flowed
down or if the department
has a poor anti-counterfeit
management record.

Subcontract procurement

How the subcontractors
should control their supply

Every 2 years

chain for an avionics
product, how changes are
to be managed and
approved by the OEM
before implantation.

a

Hardwpre design

Why sourcing cannot be
done directly off the
internet; why approved
suppliers are necessary;
why franchised distributors
are necessary, etc.

Every 2 years

X

Progrgm management

Why sourcing cannot be
done directly off the

internet, why approyed
suppliers are negéssary,
etc.

Every(2 y

0

Comp

nent engineering

[

Kitting}, material kitti
department

Goods| receiving. Goods
inwards
Stock foom

>

Every 2 years

Supplipr ity

i
ff

w to\aﬁdit for anti-
colnterfeit.

ecklists, etc.

Whom to discuss issues
with and how to manage
corrective actions.

Every 2 years

Productiomassembty
department

\JUIIUIdi dwdITIITSS, ;IUW iU
report any concerns if part
marking looks suspicious,
etc.

Review production test
failure trends and
investigate low yields
which may be caused by
counterfeit or fraudulent
components.

= 5
CVeTy 2 years

Test department

General awareness for
consideration of counterfeit
to be included in fault
analyses or fault findings.

Every 2 years
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4.3 Intellectual property
4.3.1 General

Anti-counterfeit activities start with the definition and knowledge of what intellectual property
(IP) is. Counterfeit occurs when the original manufacturer’'s IP is fraudulently infringed.
Therefore anti-counterfeit activities are concerned about the maintenance of intellectual

property.

The World Intellectual Property Organization (WIPO) is a specialized agency of the United
Nations. It is dedicated to developing a balanced and accessible international IP system,
which_rewards creativity, stimulates innovation and contributes to economic development
while safeguarding the public interest.

WIPQ| was established by the WIPO Convention in 1967 with a m £ bmber
Stateg to promote the protection of IP throughout the world through/cogp i : g ptates
and ip collaboration with other international organizations. Its headqua i neva,
Switzerland. For further information about WIPO see Clause A.1. ~ ing 8 gional

Intellgctual Property offices:

a) USBA: The United States Patent and Trademark Office

b) UK: The Intellectual Property Office (see A.6.1 i h and
dqgtails of the on-line IP Healthcheck diagnostic

c) Edrrope: The Europa webpage ectual

prpperty (see A.7.1).
d) China: the State Intellectual Propertyx

The fgllowing are additional resources for i

1) WJPO webpage (see A\1.3 i ‘ i hils of
legislations from a|Wwj i ) and
Global Network on Intellectual Property (IP)

Alliance is a private sector coalition, formed in

ingcludes the presge
Ag¢ademies. ¢
2) The Internationma 3

19 ing the US copyright based industries in bilateral and
m prove international protection and enforcemgnt of
cqpyri ateri open up foreign markets closed by piracy and other market
ag

3) TH g U.S. Department of Commerce Stopfakes
wegbpage (Seg . s links to Intellectual Property Toolkits for other countries.

4) Th in China webpage (see A.8.3) has very useful data for IP controllwhen
im i [

4.3.2 Definition of intellectual property

4.3.2.1 General

Intellectual property (IP) refers to creations of the mind: inventions, literary and artistic works,
and symbols, names, images, and designs used in commerce. This is property created
through intellectual or creative activity. It includes patents, trademarks, copyright and designs.
It can be owned, rented out, licensed, sold or given away.

4.3.2.2 Patents

Patents are territorial rights. Therefore, they apply in one country, in the European Union (EU)
or through the Patent Cooperation Treaty. A granted patent becomes property and can be
sold or licensed out. A patent can last up to 20 years. For further information see:

a) WIPO (see A.1.3);


http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.uspto.gov/
http://www.iipa.com/aboutiipa.html
http://www.trade.gov/
http://www.doc.gov/
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b) the European Patent Office (see A.7.3.);
c) the Chinese Patent and Trademark Office (see A.9.2); or
d) the Japanese Patent Office (see A.10.1).

4.3.2.3 Trademarks

These are signs, for example words, logos, pictures, or any combination thereof. Trademarks
are territorial and must be filed in each country where protection is sought.

Trademarks should be registered at:

¢ WIJPO for the Madrid System for the International Registration of Trademarks which |offers
a froute to trademark protection in multiple countries by filing a single applicatiof] (see
A.11.3); or

e OHMIM in Europe (see A.7.4) for a "Community Trade Mark" appli
states; or

bmber

o the¢ Chinese Patent and Trademark Office in China (see A.9\2); o
e the¢ United States Patent and Trademark Office in the U
4.3.2.4 Copyright

This i$ an automatic right which can be licensed ©

4.3.2.p Design

A des Id be
regist

4.4 |Counterfeit consid

441 General

There| are vario@w i psent,
which { itions
need aging
count fused
with r

4.4.2

See 3.1. feited

comp

Each cauntry fypirqlly has a Qligh’rly diffnrnnfly worded Ingnl definition but gnnnrally all are
based on trademark infringement.

4.4.3 Fraudulent components

See 3.1.10 for the definition of "fraudulent component". Fraudulent components are
considered to be a subset within the suspect components perimeter; see 3.1.21 for the
definition of “suspect component” and Figure 1. Suspect components require further
investigation to determine if they are fraudulent, fraudulent recycled or counterfeit
components.

NOTE It is relatively easy for law enforcement to follow the trail of money derived from fraudulent activities
through the banking system and therefore there are many more successful legal convictions for fraud than for
counterfeit activities. Also, as the electronic component recycling market expands, there is a huge temptation for
unscrupulous brokers to trade hard to find recycled components as being in a new ‘unused’ condition in order to
realize a greater profit. The sale of fraudulent recycled components as being in a new ‘unused’ condition is
therefore increasing as the electronics recycling industry expands.


http://www.chinatrademarkoffice.com/
http://www.jpo.go.jp/
http://www.wipo.int/trademarks/en/
http://oami.europa.eu/ows/rw/pages/index.en.do
http://www.chinatrademarkoffice.com/index.php/tdreg/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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SUSPECT

FRAUDULENT
RECYCLED

Figure 1 — Suspect compo

4.4.4 How to establish traceability

See 3.1.22 for the definition of "traceakility

4.4.5

Many|components lose thg il . ack to
the orjginal manufacturer. :

a) Pgor housekeeping etentiomeither by distributors or OEMs. Many OEMs|move
stpck from o@c ' anothenanu.in the process lose the traceability paperwork|
b) Often OEMs I stock back into the supply chain, without the tracepbility

pdperwork and
‘syispect’. As<th

it back in. Such components are then identified as
ifity, this stock becomes known as possible ‘counferfeit’

stpck.

c) Distributo 3 i ack through the supply chain as to whether the compqgnents
hgve ceabili to the original manufacturer. Many non-franchised distributofs will
ngt be ' e this traceability. The supply chain may be very long and dfter a
cqrtain poi \ e supply chain, information may not be obtainable. This lgck of
knowledge-makes the components ‘suspect’ and hence considered as possible counjterfeit
stpck.

d) Using”inappropriate distributors, which are not AS/EN/JISQ 9120 certified. Althougl they
may typically supply direct from manufacturers, they cannot prove that this is the case as
their warehouse operations and traceability processes are not able to track individual lots
of components and where they originate from.

e) Commercial grade components which are not supplied with full traceability back to the
OEM.

4.5 Why is counterfeit a problem?
451 General

Recent reports, published by the US Government Accountability Office, detail the extent to
which counterfeiting activity affects the US economy:

e GAO-10-423;
e GAO-12-375;
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o GAO-12-213T,;
e GAO-13-762T;
e GAO-03-713T.

The Japanese Patent Office also includes a ‘FY2004 Survey Reports on Losses Caused by
Counterfeiting’ (see A.10.1).

The OECD (Organisation for Economic Co-operation and Development) published a report in
2007 concerning the impact of the counterfeit trade (see Clause A.18)

The I ILCIIIdlIUIIdI UIIdIIIUGI UI uUIIIIIIb‘IbG (iCC) dIbU lebl\b LIIU IIII[Jdl.al UI bUUIILGIICILIII and
piracy| providing projections up to 2015 (see Clause A.19).

4.5.2 General worldwide activities combating counterfeit iss

4.5.21 General

There|] are currently several ongoing anti-counterfeit law
enforgement activities, as follows.

4.5.2.p Anti-Counterfeiting Trade Agreement (AC

The Anti-Counterfeiting Trade Agreemg Q) 1S [ treaty for the purpgse of
establlshlng mternatlonal g iy~ rights enforcement| The
agree i : or targeting counterfeit doods,
generjc medicines and copyright infripg S he Internet, and would create g4 new
goverhing body outside existing forums, S Xorld Trade Organization, the World
Intelldctual Property Organjzation, and the i

The agreement was ini{ [ i toher 2011 by Australia, Canada, Japan, Mofocco,
New Zealand, Singapo : heUnited States. In 2012, Mexico, the Eurppean
Union| and 22 ¢ rie ember states of the European Union signed it ag well.
One gignatory ( ' ifi e into
force |n countries t

4.5.2.

GAMSY ¢ bmote
the fai " Ioba trade and growth of the global semlconductor market through
impro mbers
from USA
and K vides
for ing ustry to make reports and recommendations to governments on policies that may|affect
the fufure/outlook and competitive conditions within the global semiconductor industry tl1rough

a CEO-Tevel World Semiconductor Council (WST) (See Clause A.3). Topics under discussion
include counterfeit prevention issues. The 2009 meeting affirmed the members’ agreement to
undertake enforcement measures against semiconductor counterfeiting. The European
Semiconductor Industry Association (ESIA) (see Clause A.3) is chair of the counterfeit
committee. This committee has recently published a white paper on anti-counterfeit measures
(see 4.7.7 and Clause A.3) and has excluded DNA fingerprint marking of components as a
viable technique to mitigate against anti-counterfeiting (see 4.5.4.4). The October 2014
meeting was held in Fukuoka Japan and GAMS continues to work with the WSC to eliminate
counterfeits from the supply chain.

4.5.3 Cultural differences

Many cultures are not familiar with the concept of intellectual property and fail to comply with
the WTO intellectual property definitions (see 4.3). As worldwide trade increases it is
essential that all worldwide organisations comply with intellectual property definitions. Failure


http://www.jpo.go.jp/cgi/linke.cgi?url=/torikumi_e/mohouhin_e/survey_report.htm
https://en.wikipedia.org/wiki/Plurilateral_agreement
https://en.wikipedia.org/wiki/Treaty
https://en.wikipedia.org/wiki/Counterfeit
https://en.wikipedia.org/wiki/Generic_drug
https://en.wikipedia.org/wiki/Copyright_infringement
https://en.wikipedia.org/wiki/World_Trade_Organization
https://en.wikipedia.org/wiki/World_Intellectual_Property_Organization
https://en.wikipedia.org/wiki/World_Intellectual_Property_Organization
https://en.wikipedia.org/wiki/United_Nations
https://en.wikipedia.org/wiki/Australia
https://en.wikipedia.org/wiki/Canada
https://en.wikipedia.org/wiki/Japan
https://en.wikipedia.org/wiki/Morocco
https://en.wikipedia.org/wiki/New_Zealand
https://en.wikipedia.org/wiki/Singapore
https://en.wikipedia.org/wiki/South_Korea
https://en.wikipedia.org/wiki/United_States
https://en.wikipedia.org/wiki/Mexico
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/Member_state_of_the_European_Union
https://en.wikipedia.org/wiki/Ratification
http://www.eeca.eu/index.php/esia_home/en/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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to comply can result in claims of counterfeiting when there is no intent to deceive. For
example, it is common for components and materials to be locally sourced but these may not
comply completely with the customers’ requirements. A local substitute is often the only
solution for a quick delivery. However, it is essential that any substitute components or
materials are declared to the customer and that customer approval is obtained before
shipping these alternatives. Failure to inform the customer can result in the customer
declaring the components are ‘suspect’ and hence ‘counterfeit’.

4.5.4 Counterfeiting activities and avionics equipment

4.5.4.1 General

e the obsolete components are difficult to find and sourced from fra stributprs or
theé OCM, which may have ceased trading;

o lomg deliveries (for example higher than 26 weeks) may be g mbled

lofs from franchised aftermarket sources or the OCM;

e linpited quantities may only be available.

Thesgq situations typically have a high value market where the t¢ Ost at this stage of
the cpmponent lifecycle may be considerably mofe than tt iQi st. In
additipn, the avionics OEM typically has a short tern i i id [costly

redes|gns. These situations are very attractiye i ish|ng to

A market is therefore created where/there i 3 i illed by
counterfeit and fraudulent components

This i$ an ongoing proble i w i i i pport
past ¢gesigned avionig i g N can
addreps for example i ivity-withNuture obsolescence issues. The temptatipn for
counterfeiters t ; ket is
very high and more
sophisticated as kng bment
activities improve(

Today it is quite “sQ i i isually
appegr génui QpEr i ature
extremes: than
just alvisuali

Howeper, Counterfeit activities can have a more malicious intent. As counterfeit sophistication
incregsésy it will become more difficult in the future to distinguish between counterfeiting
activitres—which—are—just—commerciat—endeavours—to—make—aprofit—and—those—which are
genuinely intended as sabotage.

4.5.4.2 DOD counterfeit issues in the USA

The recent report GAO-10-389, published by US Government Accountability Office on 28 April
2010, highlights the risks of counterfeit parts to the USA DOD.

In addition, the January 2010 report "Defense Industrial Base Assessment: Counterfeit
Electronics" published by the US Department of Commerce extensively reviews counterfeit
activities and strongly recommends:

a) buying components directly from the original component manufacturer or the approved
franchised distributor;
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b) maintaining component traceability back to the original manufacturer, typically through the
use of certificates of conformance or test certifications;

c) maintaining approved supplier lists and criteria of supplier approval;
d) ensuring supply chain anti-counterfeit procedures are established and are maintained,;

e) using escrow accounts operated by ERAI when purchasing potentially suspect
components;

f) using IDEA-STD-1010 type visual inspection regimes and test suspect components, for
example X-ray, electrical test, as required,;

g) using databases to track suspect or counterfeit components, using GIDEP;

h) th ' [ non-
working electronic components;

i) prpposing that FAR regulations are changed for the procure i ponents for
m|ssion critical applications;

j) thhat a centralised US federal reporting mechanism and datahase bg Sg ecting
cdunterfeit data with close ties to law enforcement. [10]1

At th¢ July 9th 2013 Oversight and Investigations sub ectual

Propdrty (see GAO-13-762T), the Chief Economist review rts to

quant|fy the effects of counterfeit and pirated goodg i ion is

that IP theft is growing, heightened by the use of digjtal te¢

4543 Reliability impact and dafigenrto<g

Counferfeit, suspect or untraceable co
equipfment as they do not have the e
has. Reliability is a resul
contrglled manufacturing @
afterw

threat to the safety of avionics
at the original authentic comgonent
by the original manufacturer] with
never be screened into a compgonent

Trace neets,
exhibiting the expecte i ctions
and pf
Untra e no
inforn been
subje¢ Df this
lack df k same
reliabl|li
4544

The QLAVSources various US Military specified component categories for various US dgfence
programs.

The DLA has recently established the Qualified Testing Suppliers List (QTSL) to assist with
the sourcing of near obsolete components using SAE AS6081 (see A.8.13); see A.8.13, also,
when sourcing components from non-franchised sources.

As of August 2012, a new clause in the Defense Logistics Acquisition Directive, DLAD 52.211-
9074, related to the deoxyribonucleic acid (DNA) marking on high risk items, will be included
in new solicitations and contracts for Federal Supply Class (FSC) 5962 electronic
microcircuits when the microcircuit description states that the microcircuit requires DNA
marking. The clause requires contractors to provide microcircuits that have been marked with

1 Numbers in square brackets refer to the Bibliography.
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botanically-generated DNA produced by Applied DNA Sciences Inc. or its authorized
licensees if any; see A.8.13.

However this marking requirement is unpopular with the Semiconductor Industry Association
(SIA) many of whose members are refusing to bid for working with the DLA. As a result the
DLA has arranged a re-imbursement scheme for those Trusted Suppliers who use Applied
DNA Science (see Clause A.20).

The recent 2013 appraisal of the US FY2013 National Defence Authorisation Act
acknowledges this (see A.8.13).

4.5.4. USA DFARS 252.246.7007

The WSA President signed the National Defence Acquisition Act (NDAA), which) ingluded
section 818 on anti-counterfeit measures, on December 315t 2012« i 8 addriesses

how tp minimise counterfeit components in the US defence suppl} nal and
finandial penalties will be levied on organisations and indiyi owvid [to be
invol ' e ¥S dgfence
organjsations. This applies to all parts of the supply chai cludi , distributons and
OEMSq. Thi i i r DoDI 4140.67
and a 2:246.7007 for pise in

contrg podifying this DFARS
rule t i 2 ! 6. The¥DOD plans to erldorse
SAE a ans »of complying with DFARS
252.246. . i c disfributor publishes an| anti-
counterfei i S ' gr this specification.

The QoD will publish a white paper |n 201 ing how the SAE AS5553 revigion B
and the proposed future aCs ' guidelines can be used to fulfil the
DFARS 252.246.7007 req 3

In adﬂiition, DoDI 7050Q. o dies for fraud and corruption-related procurgment
activifies is alre i

4.5.4.pb

The U ctive webpage (see A.6.7), to provide guidance fof their
suppl ished their ‘Counterfeit Avoidance Maturity Model’ |which
inclu% 9 nda d 05-135 document and associated auditing and assespment

awar igh together provide high level counterfeit avoidance requirements
for m upply chains covering the procurement of missiles, munitions, ships,
tanks) ai 0 bandages, food, clothing and medicines for the armed forces.

4.5.4.7 North Atlantic Treaty Organization (NATO)

NATO has now acknowledged the risk of counterfeit materiel in the supply chain and is
working on an assessment of counterfeit issues for their next meeting.

4.5.5 Electronic components direct action groups

Several electronic components manufacturers take direct action working with local law
enforcement to seize their counterfeited components and associated tooling. An example is
the non-profit organisation BEAMA for the electro-technical industry in the UK and Europe,
which represents over 300 manufacturing companies and conducts raids of suspected
factories and distributors passing on counterfeited components (see A.7.7). In addition the
anti-counterfeiting task force of the WSC (see Clause A.3) works with customs and law
enforcement to eliminate counterfeits in the supply chain.
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4.6 Recycled components
4.6.1 General

See 3.1.17 for the definition of “recycled component”.

This is a legal activity when the components are sold as being recycled. Many industries use
this practice to recover expensive chipsets, for example the telecommunications industry
where expensive ASIC components are recycled from returned mobile phone handsets. In
itself recycling is not illegal if all parties in the transaction understand that the components are
recycled.

NOTE | The electronic recycling industry is increasing massively as the world uses more, €0 mer produ¢ts that
are typ|cally replaced by upgraded models every few years. The replaced discarded consumer proqucts are|sent to
worldw|de recycling centres, many of which recycle the components using uncontpdlfed processgs,) potentially
causing component ESD and physical damage, making them unsuitable for future ADKR

4.6.2 Why does the avionics industry not use recycled compo

The ajionics industry has to ensure that all flight equipment Rgs’a prediCted product
life in[line with the predicted repair and service life to en not endangered.
Typically an OEM will calculate a mean time betweepn—failure ' angd possibly a|mean
time fo failure (MTTF) prediction in order to establish \ hese
calculptions assume that all components are new, i S p int of
introdpuction into flight use and that no useful cd ent onent

conditions have been used.

Genetfally recycled components have ne. ou sers t0 measure and determing how
much|useful life has already been u dicted
remaiping life cannot be a by the
OEM.| Also the process ®f d out in an uncontrolled procesg, can
introduce component damage st § or EOS latent damage which cannot be
immediately detected but which i nfailure mechanism and which could affect the

remaiping compoin
4.6.3| When dorecysled ponents’become suspect and potentially fraudulentp

ADHH OEMs typigally aserew unused components for their products and their purchase
orders have 3 ditions excluding the delivery and acceptance of reg¢ycled
compeonents. VELE onents or products entering ADHP OEMs are thefefore
considlerg g udulent recycled components” when evidence of prior lise is
obserjed\on th t package or termination, for example where there is evidence of

soldef presen erminations or the terminations have been re-plated or re-attgched.

also been~lest and“the recycled components have been fraudulently sold into the
supply chain as being "new" or "unused". For more information on fraudulent compgnents
see 4 i i i i - " activity
rather than "counterfeit" activity, where the fraud is the selling of recycled components as
being new or unused.

NOTE This practice is increasing particularly for hard-to-find expensive obsolete components as the electronic
component recycling industry increases due to the turnover in consumer products for upgraded modules.

However, ADHP OEMs may use an internal recycling practice when repairing their assemblies
in-house, using their internally controlled repair conditions, which include supply chain
traceability back to the OCM, as defined in the IEC TS 62239-1 ECMP, which is approved by
their customer.


https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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4.7 Original component manufacturer (OCM) anti-counterfeit guidelines
4.71 General

It is important that all OCMs use anti-counterfeit measures when manufacturing, producing
and selling their components. The following are typical measures which should be used on a
worldwide basis unless the scheme is specific to a region or country as stated in the
respective paragraph in some of the clauses 4.7.2 to 4.7.11.

4.7.2 Chinese Reliable Electronic Component Supplier (RECS) audit scheme

This auditing scheme operated in China and was promoted by GAMS 2009 and by the WSC.
The RECS scheme announced the first thirteen qualified enterprises in_January |2008.
Unforfunately this audit scheme has not been maintained and is now (considered \io'|be of

The RECS system certified and authenticated electronic component =r$ and
authofized distributors which provide products from legal and relab ) $ was
established in response to a growing trend of counterfeit produsts in Chj igned
to prdmote legitimate product sources and educate China asers to buy from
reliable sources of electronics components while ensuri :thy of

g d the
China| Electronics Enterprises Association Procuremen W | C inigtry of

4.7.3
Party Certification
When cates
manufacturers and their ma -
the c&rtlflcates have to bs $i W S z . It is
therefore highly reco 9100
e that
s not

(see #.2) or as g m|
ISO 9P01 has
guarahtee componghi e

The
9100/

(see A.8.15), can be used to verify AS/EN/JISQ

4.7.4

All O
registg
regist
their

Europle :
appllcable to aII EU member states Component trademark mfrmgement is the most common
cause of counterfeiting.

4.7.5 Original component manufacturer (OCM) IP control

Manufacturer intellectual property control is typically by control of patents, control of design,
use of trademarks and logos. A crucial part of the design control is the control of the final
acceptance test program (ATP test software and test stations) and control of the published
data sheets. ATP test software and test stations should be numbered and critically controlled.
Data sheets (see 3.1.8) should be published in a locked format so that they cannot be edited
and should also contain the manufacturer’s logo or trademark. For COTS parts, only the data
published in the OCM data sheet is the OCM'’s design information which is controlled by their
intellectual property rights.
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4.7.6 Original component manufacturer (OCM) physical part marking and packaging
marking

OCMs secretly control their final part marking activities, typically through in house operations.
However, it is essential that the OCM’s trademark which is physically marked on the
component is the same as the trademark registered with WIPO (see Clause A.1) and is as
expected as per the OCM information. OCMs add additional physical markings to authenticate
their products, using special font size, font spacing, letter and number positioning, special
laser or ink marking, etc., with:

e trademarks;

° lot-date r\nrlac;

. urlique location codes;

o wafer lot date codes;

e splecial exterior package marking;

o other proprietary codes for traceability.

OCMs B limit

to thg some

propri

e IS bmbat
co

e IS

e IS ng of
ch 3 of transport units which may be
re i upply
ch

o UY nique
Id

4.7.7 LTF)

SEMI iatiory (see Clause A.4) and provides guidance on practical

meas i i

Chip H } new emerging activity for wafer foundries. The following new

standard 2]

o SE

e SHEMI T20.1 — Specification for object labelling to authenticate semiconductors and related
prpducts in an open market

e SEMI T20.2 — Guide for qualifications of authentication service bodies for detecting and
preventing counterfeiting of semiconductors and related products.

These new standards help trusted manufacturers of authentic goods and use strongly-
encrypted batch numbers. Using a free authentication service, anyone considering the
purchase of a batch of goods can use the encrypted batch number as the basis for a
validation check. Secure serialization is a major deterrent to counterfeiters. Although secure
serialization systems alone do not prevent the copying or theft of codes, they can be effective
at detecting that such fraud has occurred. Thus, secure serialization serves as a deterrent
and an early warning system. Developed for use with semiconductor circuits and devices,
these procedures can also be extended to apply to other electronic parts and other types of
products.

The SIA has published a white paper in August 2013 where they discuss their recent activities
in the fight against counterfeit components (see Clause A.3). This white paper concludes that


http://www.semi.org/en/About/index.htm
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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the best strategy is to buy components from OCMs and their franchised distributors including
franchised aftermarket distributors and to avoid buying on the open market or from non-
franchised sources.

4.7.8 USA Trusted Foundry Program

The USA DOD in response to several counterfeit issues has set up new policies, including the
Trusted Access Program Office (TAPO) (see A.8.6), which are responsible for finding and
maintaining suppliers of trusted microelectronic parts per DoD DODI 5200.44.

Trusted suppliers are now managed by the Defence Micro Electronics Activity (DMEA) (see

A8 7 o [ 4 alid ool L H H ol
0. WIHTTT a 1ot UT aClUITUTICTU SUPYPUITITTS 1S TITaltitairicu.

This qurrently protects custom ASIC components used in critical US gpph items
are typically designated ITAR controlled components. Users should, ¢ Astatus of
any components used from ‘Trusted Foundry’ manufacturers.

4.7.9 USA Trusted IC Supplier Accreditation Program

USA frusted suppliers, in addition to those listed in 4.7, , anaged by DPMEA
(see i processing facjlities,
packagmg/assembly/test faC|I|t|es etc Accred|ted tr ste § are awarded Tjusted

Suppl the certificate) which

can bg

4.7.1(

For a Arious
silicon, L rging
techn RFID
tags ¢

Howe dgests
this should be us

Orgaryi s Hware
Intringi e, launched in May 2010 (see Clause A.12). This technology

exploits the ingerprint’ found on each semiconductor (see 3.1.18), the
physig¢al yie “UF). Semiconductor components are now in manufacture|using
PUF as pa iIKsecureydevice manager system.

4.7.11 igi component manufacturer (OCM) best practice

OCMSg should ensure that rigorous control is maintained over their subcontractors, incljuding
CEMs—erEMSs—to—ensurethat serap—pHetruns—and-badyicldecompenents—are—dispesed of
beyond use. This will ensure that these components are not sold onto the open market
through non-franchised suppliers to OEMs. OCMs should also aid their distributors and OEMs
by stating on their documentation when components have been legitimately re-marked. OCMs
should also provide part marking verification processes, for example websites with look-up
information for OEMs and other users to verify physical component markings and tamperproof
labels or tags (see Clause A.13).

4.8 Distributor minimum accreditations

It is recommended that all distributors should have the following minimum third party
accreditations:

e International Organization for Standardization (ISO) 9001: a quality management system
standard;


https://www.tapoffice.org/
http://www.dmea.osd.mil/trustedic.html
http://www.dmea.osd.mil/trustedic.html
http://en.wikipedia.org/wiki/Physically_unclonable_function
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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e 1S0O 14001: an environmental management system;

e Standard Occupational Health and Safety Assessment Series (OHSAS) 18001: an
occupational health and safety management system specification or equivalent procedure;

e American National Standards Institute/Electrostatic Discharge (ANSI/ESD) S20.20: an
ESD control program standard or equivalent procedure.

4.9 Distributor AS/EN/JISQ 9120 Third Party Certification

AS/EN/JISQ 9120 is a subsection of ISO 9001 and is the complementary aerospace standard
for stockists/distributors. It manages avionics distribution requirements and is in line with the
OEM AS/ENMJISQ 9100 requirements. The purchase of traceable components, with
tracegbility back to the original manufacturer is a key aspect of this AS/EN/JISQ] 9120
certification process. The contract review section of the AS/EN/JISQ 9120 audit requirgs that
all didtributors in the scheme clearly define when quoting, whether the’quote _is fQritrageable
components or untraceable components. The distributor will lose Q| 9120
certification if they supply untraceable components when thé ageable
components.

Both franchised distributors and non-franchised distributg 9 ] AS/EN/JISQ| 9120
certification.

It is recommended that all distributors and in particul 3 ed distributors used by
avionics OEMs are AS/EN/JISQ 9120 Third Pa ) AQG online Oasis datpbase
(see A.8.13), can be used to verify A eftificates.

4.10 |Franchised distributor networ
4.10.1 General

dlrectl hrough approved franchised distfibutor

distributor”).

Manutacturers can sell their sempon

netwdrks (see 3.1.9 fo
These franchisetri or a stated time-frame by the OCM, for expmple
annuglly or ever Q y, a distributor may only be franchised fof one
manufacturer and mo facturers on their line card. There appears to pe no
centrgl database<whe ed distributors and their approval/disapproval dat¢s are
maintained hjstqricall ne. OEMs are advised to keep their own records of when a
distrigutor isranc 'd or a en manufacturer and when this franchise ends.

Informatio harized franchised distributors of semiconductors is available as follows:

o THe Electronic_Authorized Directory (see Clause A.5), is organised by Rochester
Electronies for the Semiconductor Industry Association (SIA) and has been established by
the¢ SIA as an anti-counterfeit measure.

However, the most up-to-date information should be checked on the OCM website page
dedicated to: local sales, distribution offices, sales and distributors.

Franchised distributor associations are now becoming more stringent on standards for
membership. These are evolving from networking clubs into standard bearers for best
practices.

Examples of distributor associations are:

a) Electronics Components Industry Association (ECIA), a non-profit organisation in North
America (see A.8.9) which produces guidelines including:
e NIGP 113: NEDA Guidelines for Product Returns;

e NIGP 109: Guidelines for distributor assessment of manufacturer performance,;


http://www.authorizeddirectory.com/
http://www.nedassoc.org/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c

b) Electronic Component Supplier Network (ECSN), a non-profit UK trade association (see
6.6), which publishes several guides and can act as an arbitrator for franchise

A.
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NIGP 107: Guidelines for the format of Military Certificates of Conformance,;

NIGP 115: Guidelines for Certificates of Conformance for Commercial Electronic parts;

NGIP 116: ECIA guidelines for Disposition of Excess Inventory;

a new authorised inventory search site that supports authorised distribution.

agreements.

c) International Independent Distributors of Electronics Association (IDEA) (see A.8.8) which
created the IDEA-STD-1010 visual inspection anti-counterfeit standard and operates the
g o ” tshes—white—papers.

A ne
SAE

mitig3
4.10.3

Franc
can a
traces
SAE A

US ddg

4.10.4

Franc

stributors.

hised distributor
‘suspgct’ counte

D A avaYa! aa-Ha-a an o - a-cld an D A -k

SAE AS6496

franchised distributor specification has been published ¢ S hittee,

tes the risk of counterfeit components.

Control stock through tracking schemes

hised distributors control manufacturers' ¢ p s and
- uired

bility (see 4.10.1 for the NIGP 1%
\S6496).

fence components ca

The s
long. There is the possibility that several distributors and brokers will be involved. The non-
franchised distributor will not always know the other sources in this long supply chain and at

some

It is recommended that OEMs manage non-franchised distributors in accordance with 4.11.4.

Non-franchised distributors can also be AS/EN/JISQ 9120 Third Party Certified. The 1AQG
online Oasis database (see A.8.13), can be used to verify AS/EN/JISQ 9100/9110/9120

upply chain for components purchased through non-franchised distributors can be very

stage in this supply chain the components may become ‘suspect’ components.

certificates.

pstroy
D6).

e Now
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Non-franchised distributors also need to establish a procedure for how to deal with suspect
components as they cannot return them back again into the supply chain without being legally

liable for handling counterfeit components and being accused of fraud.

SAE ARP 6178, which is an audit checklist, is a useful tool in assessing sources of supply

(see Clause A.16), and when completed, could become part of the non-franchised distr
anti-counterfeit management plan.

For more information, see IEC TS 62668-2.

4.11.2_ _CCAP-101 certified program for independent distributor

ibutor

The Gomponents Technology Institute Inc. (CTI) in the USA has establi | P-101

certified program for independent distributors (see A.8.10), to define »
detec{ and avoid the delivery of counterfeit electronic components tg

4.11.3 SAE AS6081

SAE AS6081 is published for the non-franchised distributofs ™w
with qome testing as detailed in SAE AS6081 to avoid cou

ices to

r sale
tycled

components in the supply chain. Such components myay no v to the

origingl component manufacturer (OCM).

The I|ECQ has established an audj SAE
AS6081, see A.7.6.

The OLA has adopted SAE AS6081 ofi June 10 audits
the distributor which tests,.component n the
Qualified Testing Suppliers Lis vhe

Howeyer, an OEM ne At vhe€n using components tested to SAE A$6081
as thgre may be tra ility backxo the OCM, testing can be customised in SAE AS6081,
and the parts a@t i § S appllcatlon as the non-franchised distributgr has
no knjowledge of the AV|on|cs OEMs may prefer to take dlrect action

themgelves and

4.1 nchised distributors
Most Q use gome non-franchised distributors occasionally to source trag
components 3 is\impossible, with the vendor (OCM or franchised distributor) red

programs in_placestoday, to supply all the components needed from franchised distributo

For mpré.information, see IEC TS 62668-2.

4.11.5 Brokers

FC TS

eable
Liction
I'S.

Use of brokers (see 3.1.2) for the purchase of avionics components is not recommended.

For more information, see IEC TS 62668-2.

4.12 Avionics OEM anti-counterfeit guidelines when procuring components
4121 General
OEMs shall have anti-counterfeit management plans in place based on:

e AS/EN/JISQ 9100 procedures (see 4.2);


https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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e |EC TS 62239-1 (ECMP) which includes obsolescence management.
4.12.2 Buy from approved sources

All components, which should be selected from approved manufacturers which use
trademarks, logos and other intellectual property controls, should be bought from authorised
sources with traceability back to the OCM, using the OEMs AS/EN/JISQ 9100 approved
processes. All authorised sources should be either ISO 9001 or preferably AS/EN/JISQ 9100
or AS/EN/JISQ 9120 approved, and should be either the OCM or their authorised approved
franchised distributor (see 4.10). The IAQG online Oasis database (see A.8.13), can be used
to verify AS/EN/JISQ 9100/9110/9120 certificates.

SAE ARP 6178, which is an audit checklist, may be a useful tool in asse
supply (see Clause A.16) and could become part of the OEM AS/EN
supplier process.

ing sogrges of
9M00. apgroved

4.12.3 Traceable components

AS/EN/JISQ 9100 requires demonstration of conformity to.product definttion.\Eo6r elegtronic
compénents this can be shown by traceability back to the originalRmanufacturer to vglidate
they 4

Most pvioni i A hased’are traceable back to
the ofigi 5 G procedures for all their

programs where the buyer at the pom of vrde \ shere the component Will be

used buyers shall ensure there is
full tr ili ise s ial nonm-conformance purchase qleries
when - . is\shall apply to any procurement process
includji i i ical KANBAN replacement system and/or

any tr

Components have ful dsed from the original manufacturer| their

franchised distribytqr o market supplier of packaged final product jor die
or wafers or theM Hised distributors (see 4.11.4). Traceable stpck is
also available throug E certified distributors which may be franchided or
non-filanchised distxib 5. A\cerliifisate of conformance can be requested confirming this
tracegbility (see 3 ‘ 4

It may ! to establish special contractual agreements with distributors
to ens are fully traceable back to the OCM prior to the placement ¢f any
orderg. This M al_agreement should be part of the OEM AS/EN/JISQ 9100 distiibutor
asses| Qval process (see 4.12.2).

All OBEMs,should order traceable stock as a first priority as safety is paramount.

Supply chain delivery tracking schemes can assist this process, for example DoDI 8320.04
Item Unique Ildentification (IUID) methods.

4.12.4 Certificate of conformance and packing slip
4.12.4.1 Certificate of conformance

A certificate of conformance is the traditional way of checking traceability back to the original
component manufacturer. A certificate of conformance signed by the OCM not only shows
traceability but also conformity to the product design. These OCM certificates of conformance
are routinely used by avionics OEMs to underwrite their airworthiness certificates, as the
certificates of conformance provide evidence that the components have been validated as
conforming to their product design characteristics. It is typically a written statement signed by
the quality manager of the distributor or company selling the component with a written
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guarantee that the component supplied is new, unused and traceable back to the original
manufacturer. This information may be held electronically in a database or in paper form.

In the USA, certificates of conformance for USA defence components follow JESD31
requirements.

Note that certificates of conformance may only be the supplier’s certificate of conformance
and not the OCM’s certificate of conformance. These may also be counterfeited.

4.12.4.2 Packing slip

For npn-defence components, traceability may be demonsiraied by the d
slips’ which typically follow the ECIA publications (see A.8.9):

fribufor ‘packing

o NIGP 111, Guidelines for the Format of Packing Slips, which allews fo tF ificate of
c nformance to be either printed directly on the front of the pat parate
ddcument included with the pack list;

e NIGP 115, Certificates of Conformance for Commercial

In this case, as there is an information transfer, the \ ake sure with the
distriqutor that the traceability towards the OCM is reliable.

4.12.8 Plan and buy sufficient quan{ities

OEMSq often only buy components wit
they themselves have for the product s
produrt has a lifetime of 15 years plug ve. Often the OEM also operatep ‘just
in time’ (JIT) ordering procedures OEMs typically do not buy epough
components or even misg’la i ies. It is essential that every| OEM
operates an obsolescence ‘ t rhich may be in accordance with its IEC TS
62239-1 ECMP or its|S 9 ‘ anagement plan and monitors comgonent
requirements througho, i '

t is the only order cover that
customers, even though the

OEM{ JIT policie afionalised with their obsolescence management policieg. Risk
could|be better maqa a ¢ more ‘one time buys’ depending on the applicatjion or
i in n the
Hition,
35).

ible as
it stock

recommended that all non-franchised distributors be AS/EN/JISQ 9120 certified as this
distinction will be clearly identified on all quotations to the OEM. Also the OEM may consider
the use of various tools which are now available to assess the risks when using non-
franchised distributors, for example:

1) SAE ARP 6178 (see Clause A.16);

2) iNEMI anti-counterfeit risk assessment calculators (see Clause A.17);

3) SAE AS6171 whose next revision (currently in draft form) will probably propose a risk
assessment calculator (see Clause A.16).

When non-franchised distributors are shipping untraceable components, the OEM shall follow
the requirements of IEC TS 62668-2 for more information, which requires that all purchased
components be analysed for risk, and risk mitigation tested prior to use. Prior approval by the
customer, generally the OEM (see 3.1.14), is typically required.
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4.12.7 Brokers

The use of unapproved brokers (see 3.1.2) for the purchase of avionics components is not
recommended, especially brokers which operate off the internet (see IEC TS 62668-2 for
more information).

4.12.8 Contact the original manufacturer

The OCM may organise a new production run of an obsolete product or infrequently
manufactured product, if there is enough die left over in wafer storage. This may not be
visible on the website and direct contact with the OCM is needed to determine if this is
possible.

4.12.9 Obsolete components and franchised aftermarket sources

Obsolete components are often the greatest sources of counterfeit or e ycI nts in
the sppply chain. Obsolete components may be available i istribytign for

considlerable time after the last time buy (LTB) announceme en to
monitpr the lot date codes (LDCs) in the LTB announcements : ed for
sale are genuine. The OCM may assist with this LD{ ificatian. In\ addition various
obsolg¢scence and active counterfeit monitoring tools are itgbte_to” assist OEMs in

monitpring LTBs, PCNs and counterfeit reports so tha quickly verified.

Obsol ‘sunset’ or manufacturer
approjed ‘aftermarket’ € 3 before sourcing untrageable
comp s

It ma between the franchised ‘sunget’ or
‘afterr , for example by asking for the
franchised agreements, I¢ p reteases, published statements, etc.

Wher¢ only franchised dis availa die may be packaged up by third party chstom
packaging hous se I)\and,_approved in accordance with the OEMs' IEC TS
62239-1 ECMP o

active

Where no traceable or aftermarket components can be found, the OEMs should consider
using their IEC TS 62239-1 electronic component management plan (ECMP) process to find
traceable IEC TS 62239-1 approved components which are form, fit and function alternatives
suitable for the application.

4.12.11 Product redesign

Where there is no franchised aftermarket or IEC TS 62239-1 alternatives available, the OEM
should consider a redesign so that traceable components can be used. The redesign could be
limited to develop a small ‘electronic mezzanine’ or ‘daughter electronic board’ rather than
redesigning the entire electronic board.
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4.12.12 Non traceable components

Where all other sources of supply are exhausted and there is no opportunity for a product
redesign, untraceable stock is often considered to be the only solution. However, procuring
untraceable stock is a high risk process with no guarantee of success as it is highly likely that
counterfeit or recycled components will be found. Also the legal implications of what to do if
the components are proved to be counterfeit have to be considered as they cannot be mixed
up with good traceable stock and cannot be returned into the supply chain. Returning such
components back into the supply chain means that the returner is trading illegally and may be
liable for prosecution. Components found to be counterfeited should be quarantined and
retained for evidence and the matter should be reported to the relevant enforcement authority
(see 4.14, A.7.2, and Clause A.8 for useful contacts). Non traceable stock should be managed
withinan OEM anti-counterfeit management plan (see 4.12.13).

4.12.13 OEM anti-counterfeit plans including SAE AS5553 and SAE
4.12.13.1 General

The QEM shall have an anti-counterfeit, fraudulent and recyclihg plany ith this
specifiication (see 4.2 and in particular 4.2 c)).

The QEMs which do not have an SAE AS5553A plan/shall ied in
4.2 c)

The QEMs that have an SAE AS5553A 8 glectronic components may
include it in lieu of the requirements li i TS 62668-1 anti-counterfeit
plans

SAE AS5553A is a very comprehensive argeted at general industry and writfen for
USA ysers (see Clause A Qr f e but only applies to electronic compgnents
coming into a busines

In addition to 9 » slectronic components coming into a busjness,
IEC TS 62668-1 i t \ genient of an OEM’s IP of all the products sold |out of
the business, includ wmagement of spares (either sold as separate individual
components or asse
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Table 2 — IEC TS 62668-1 requirements waived if OEM has an approved
SAE AS5553A plan

IEC TS 62668-1 Satisfied by SAE AS5553A Comments Notes for avionics OEMs
requirement requirement when writing an SAE
AS5553A plan as a basis for
an IEC TS 62668-1 plan
4.2 a) No.
4.2 b) No. SAE AS5553A has no Refer to an IEC TS 62239-1
minimum specific component [ECMP plan addressing
selection rules, only rules for |obsolescence management
maximizing the availability of |and component selection and
parts—with-arebsolescenee oatfeattonratesferavionics
management plan and rules OEMs
for sourcing or buying /\(\
components. ~
4.2 c) An SAE AS5553A plan only matrix
satisfies how components are w
purchased and brought into a blan
business. 68-1
The IEC TS 62668-1 plan also
has to address all the 4.2
requirements including how
plan owners manage their
own IP, spares, repairs and
sale of individual spares into
the market place. /\(\ /\

4.2d) No — not unless AS/EN/JISQ é‘r{fo Base your SAE AS5553A plan
9100 is invoked. doeg’/not |on your AS/EN/JISQ 9190

r« procedures.

4.2¢e) Base your SAE AS5553A plan
on traceability through the
supply chain.

4.2¢e)[1) Base your SAE AS5553A plan
on traceability through the
supply chain.

4.2e)2) SAE AS5553A does not Allow your SAE AS5553A plan
acknowledge this optional to be customised using USA
contract requirement using trusted suppliers where
USA trusted sources. required by contract if ypu

have USA customers.

4.2 e)P3) Base your SAE AS5553A plan
on using franchised
aftermarket sources wh¢n the
part is obsolete.

4.2e)l) Yes. Base your SAE AS5553A plan
on traceability through the
suppty chaim:

4.2e) 5) No. SAE AS5553A does not refer |Base your anti-counterfeit
to IEC TS 62668-2. plan on using IEC TS 62668-2

for managing non-franchised
distributors.

4.2 1) Partially. SAE AS5553A is written for Base your anti-counterfeit
general industry and does not |plan on your AS/EN/JISQ
mandate the use of 9100 procedures.
AS/EN/JISQ 9100.
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IEC TS 62668-1 Satisfied by SAE AS5553A Comments Notes for avionics OEMs
requirement requirement when writing an SAE
AS5553A plan as a basis for
an IEC TS 62668-1 plan

4.29)1) Partially. SAE AS5553A does not ask Base your anti-counterfeit
for the search to be plan on using IEC TS 62239-1
exhaustive and that alternate |for assessing the risks and

solutions should be considering alternate
considered before going to an |solutions based on a
untraceable part sourced from |traceable part before

a non-franchised source. derogating and procuring
untraceable part outside t
OCMs and franchised
distributors network

an
he

4.2 9)R) No. SAE AS5553A minimum bit
requirements do not refer to 668-2
IEC TS 62668-2 and do not ised

mandate the use of ibutokxs.
AS/EN/JISQ 9100 non-
conformance procedures.

4.2 h) No. SAE AS5553A does not apply \ \)
to product or spare vin
the OEM. \

4.2) Yes. /\ N \

4.2) Yes. ( () \/

i
4.12.13.2 GIFAS guide for OEMs using non- ised distributors
The GIFAS 5052 guide is published by/the GIFAS National Committee. It was adqopted

and modified to be published as IEC T¢ 62.

4.12.13.3 Flow downto lo bcontractors

The QEM shall flaw d 3 i s, for an anti-counterfeit plan to the lowerl level
subcontractors tivély.

4.12.13.4 Die ex

Die extractio [o) onsidered damaging and incapable of producing compdnents
of the¢ necessary eliability required for avionics use and are therefore not
addrepsed i i

4.13 |OEM anti‘counterfeit guidelines for their products

4.13.1 IP control

The OEMs _should control their dneign fhrnugh a-combination of patents, trade agreements,

franchise agreements, control of design, trademarks and logos. The OEMs should also control
their final ATP and test stations, bills of material (BOMs), drawings and specifications
securely.

4.13.2 Tamper-proofing the OEM design

There are many ways of configuring an OEM design with tamper-proofing features either in
hardware or software.

There are many specialised external subcontractors which offer a full tamper-proof service for

acom

plete design (see Clause A.13 for examples).

Alternatively custom ASICs and FPGAs can be designed using physical unclonable function

(PUF)

technology (see 4.7.10) or similar technologies.
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Recent tamper-proof articles include:

e Adam Waksman, Simha Sethumadhavan, ‘Tamper Evident Microprocessors’, Department
of Computer Science, Columbia University, NY. [11]

4.13.3 Tamper-proof labels
Tamper-proof labels are available in different styles and can be applied throughout the

assembly to indicate when unauthorised disassembly or repair has been carried out. Units
can be sealed externally with tamper-proof hardware or labels (see Clause A.13).

4.13.4 Use of ASICS and FPGAs with IP protection features

4.13.4.1 General

ASIC$ and FPGAs are complex microcircuits containing OEM proprieta are |code,
which|is typically the OEM'’s intellectual property. This code require i

4.13.4.2 FPGA and peripheral microcircuit packaging

Some| FPGA solutions (RAM based FPGA) have been manufactu € ircuit,
assembled onto a PCB with PCB traces between it/and adjacent separa d and
assembled semiconductor memories. These PCB trdce i biters,
who dan read the signals coming through the PCB PGA solutions or FPGA
with ¢n board semiconductor memoryN\in ong t package, are betfer IP
solutipns as no external memory is kequited ers are now also including
additipnal peripheral microcircuits with t ) 3 i complex microcircuit tHereby
providing a one-microcircuit package sofution fo 1

4.13.4.3 FPGA die serig

FPGA confidential randomlx gehera itgle di¢ serialization is now available from[some
manufacturers (see Cla ‘ : 3

413.4.4 NVR@

Some| NVRAMs gon int microprocessor, which can be factory programmied to
destrqy the int

4.13.5

The QEM nsirenthdt the equipment supplied shall be marked in accordance with the
regulgtory requitements and provide full traceability. Note that radio frequency ID tags are
becoming common~r'the automotive world in order to distinguish genuine componentg from
counterfejt.ones (see Clause A.12).

The user can note the following:

e |SO 12931 has been issued to assist with the authentication methods required to combat
counterfeit risks;

e |SO 16678 is being developed for tracking and trace methods for shipment;

e ISO/IEC 15459-8 has been issued to assist with specifying unique, non-significant string
of characters for the unique identifier for grouping of transport units which may be
represented in a bar code label or other media that make up the grouping to meet supply
chain needs and regulatory needs;

e MIL-STD-130 specifies the identification marking of US defence property;

e MIL-STD-129 defines the US defence marking practices for shipment and storage.
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4.13.6 Control OEM scrap

All internal rejects should be physically destroyed to ensure potential counterfeiters cannot
reconstruct rejects and sell them fraudulently as original components or units. US defence
equipment should be disposed of using DoD 4160.21-M.

4.13.7 OEM trademarks and logos

All trademarks should be registered (see A.1.3). The OEMs should take as many precautions
as possible to protect their products with the use of special serial numbers, lot date code
markings, exterior markings, package markings and product shipping processes.

4.13.§ Control delivery of OEM products and spares and their usefu

The QEM should consider the use of special tracking schemes for missg nents
such @s engines, which are FAA Class | products.

For further information on the FAA and its product classificatiods, see A.8\o)

The HAA has webpages for engine identification and registrati Ri quirement$ (see
A.8.5]2).

The HAA recently published an advisory circular MA( 68 "abqut their “voluntary ingustry
distrigutor accreditation program” e it electronic compgnents

distrigutors based on voluntary oversig

Also, [see DI-MISC-81356 for certificd
defenfe customers.

e when delivering equipment fo US

4.13.9 Repairs to OEM prod

Most [civil OEMs repa iNeguipm i es, to
ensurg authentip ang’repairs are carried out in a controlled manner.
The QEMs also ¢ \ which
detail| the design bment

component can ©n purchased /from the OEM and this again is an anti-coungterfeit
measlire.

Howepe order
replageme or repairs. This ordering activity is beyond the control of thel OEM
which| supplied.the equipment and the OEM cannot be held responsible for this procurement

activity.

It is reco0mmended that all maintenance organizations be Third Party Certified to AS/EN/JISQ
9110 quality management sysiem to ensure full traceability of all componenis and repaired
units. In addition, AS/EN/JISQ 9110:2015 has a specific clause in 7.4.1 g, requiring that
appropriate measures be taken to prevent purchase of counterfeit/unapproved products.

Civil air framers also carry out repairs and use FAA approved facilities as follows:

e FAR Part 43 describes the rules for any aircraft having a US air-worthiness certificate;

e FAA advisory circular 20-62E, dated December 234 2010, defines the quality, eligibility
and traceability of aeronautical parts and materials intended for installation on US type
certified products;

o FAR Part 145 describes the certification, training, facility requirements and operating rules
for aeronautics and space repair stations.
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EASA, the European Aviation Safety Agency (see A.7.5), certifies civil aircraft in Europe and
repair facilities:

e EASA Part M establishes common technical requirements and administrative procedures
for ensuring continuing airworthiness of aircraft;

o EASA Part 145 deals with approved maintenance organisations.

Some aircraft engine manufacturers operate real time tracking schemes for engine health
management which provide full traceability through satellite tracking schemes on their
engines throughout the engine operational life. Processes using this concept are highly
recommended.

4.14 |Counterfeit, fraud and component recycling reporting

4.14.1 General

It is fecommended that evidence of counterfeiting, fraudule onent
recycling activities be forwarded on to the relevant local law enr fimely
manner, preferably before the suspect component crosses the

4.14.2 USA FAA suspected unapproved parts (S

Suspégcted counterfeit component issues can be € ilg iatio office
(see A.8.5.3).

4.14.3 EASA

EASA| issue Safety Information Bull clude
reporfing of counterfeit or f

4.14.4

The U ected
count nas a
facility

4.14.5

Coun (see
A.7.1 ns for
IP ac

4.14.6 bunterfeiting forum

See A.6:5/which is managed by the UK Electronic Alliance (UKEA).

Their website contains awareness information and links for industry in their fight to beat
counterfeit components from entering their supply chains. It contains an on-line directory of
relevant free-to-access information including articles, best practice, events, presentations,
reliable component sources, reports and solution providers. Visitors may register free of
charge to contribute to and search a database of suspect counterfeit components.


http://easa.europa.eu/home.php
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c

IEC TS 62668-1:2016 © IEC 2016 -41 -

Annex A
(informative)

Useful contacts?

A.1  World Intellectual Property Organization (WIPO)

A1.1 General

WIPO has its headquarters in Geneva: 34 Chemin des Colombettes, 1211 Geneva 20,

Switzerland, tel: (+41-22) 338 9111 and its regional offices are as follows:

e W|PO Brazil Office, Rua Farme de Amoedo, 56-7t" Floor, Ipanemag Rio de
Jaheiro-RJ, Brazil, tel: (+5521) 2103-4625 page:
htip://www.wipo.int/contact/en/area.jsp?area=wbo

e WI|PO China Office, No.2 Dongkoudai Hutong, Xicheng Dis ina, tel:
+ 186 10 83 22 02 38 /+ 86 10 83 22 08 33, Fax: + 86 bpage
ht{p://www.wipo.int/about-wipo/en/offices/china/

o W Tokyo 15040001,
Japan, tel: (+81) 3 5467 1216

o W hihaya\123995, Moscow, Russian
Fe m@ 04 83, see webpage
ht

o W k, NY
10

o W 9620,
Si

The owing

inforn

A.1.2

The Vi United

Nations. ectual

prope rewards creativity, stimulates innovation and contribufes to

econg ile safeguarding the public interest.

WIPO . d by the WIPO Convention in 1967 with a mandate from its M&émber

Statesg to premote the protection of IP throughout the world through cooperation among ptates

and il collaboration with other international organizations. Its headquarters are in Gg

Switz

neva,

rland.

A1.3

WIPO Intellectual Property Services

a) International patent protection — Patent Cooperation Treaty (PCT) System

The PCT System (see webpage htip://www.wipo.int/pct/en/) allows

inventors and

applicants to seek patent protection in 148 countries by filing a single international
application with a single patent office. Filing and processing patent applications through
the PCT:

brings the world within reach;

2 The information contained in Annex A is given for the convenience of the users of this document and does not

con

stitute an endorsement by the IEC of the organizations or softwares named.


http://www.wipo.int/contact/en/area.jsp?area=wbo
http://www.wipo.int/about-wipo/en/offices/china/
tel:(+1)
tel:(+65)
http://www.wipo.int/portal/index.html.en
http://www.wipo.int/about-ip/en/
http://www.wipo.int/about-ip/en/
http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.wipo.int/pct/en/
http://www.wipo.int/pct/en/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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e postpones the major costs associated with international patent protection;
e provides valuable information about potential patentability of the invention;

o s safe and easy with WIPQO's electronic filing software.

b) International trademark registration (Madrid System)

d)

The Madrid System (see webpage http://www.wipo.int/madrid/en/ or
http://www.wipo.int/trademarks/en/) offers trademark owners the possibility to protect a
trademark in multiple countries by filing a single application with a national or regional
trademark office. Trademarks are distinctive signs, used to differentiate between identical
or similar goods and services offered by different producers or services providers.
Trademarks are a type of industrial property, protected by intellectual property rights.

WIPO is not in a position to offer legal advice to individuals or businésses on s;Lecific
q:estions. You may wish to consult your national IP office, an IP agent, oxthe ‘relevant
ndtional or regional legislation (WIPO Lex).

Infernational trademark registration through the Madrid Sys llowing

advantages:

¢ | avoids having to file multiple applications at different

¢ | covers 95 countries from around the world;

¢ | facilitates management of the mark, as changées or re N be recorded through
a single procedural step;

e [ trademark owners simply need in one
language, pay one set of fee tional
registration;

¢ | trademark owners benefit from WIPO
gazette, estimate filing costs, Z s and renewals and check regisfration
status;

e | this unique seq ¢ and
management of/ a ; (0] io” Xxpand
their marketa

e | WIPO wo ' s for
trademarks. & sommittee on the Law of Trademarks, Industrial De¢signs
and Geog

o [ to sea iny ) Emory
of i i bpage
h

Intern

THe Hague ts to

register“an indusfrial design in up to 64 countries with a minimum of formalities and

expense. Choosing the Hague System to protect industrial designs internationally:

e enables applicants to register up to 100 industrial designs with a single form;

facilitates management of registered designs, as changes or renewals can be recorded
through a single procedural step.

International registration of appellations of origin (Lisbon System)

The Lisbon System (see webpage http://www.wipo.int/lisbon/en/) facilitates the
international protection of appellations of origin through one single registration procedure.
The Lisbon System:

e avoids having to file multiple registrations at different offices;

e covers over two dozen countries in Africa, Asia, Europe, and Latin America.


http://www.wipo.int/madrid/en/
http://www.wipo.int/madrid/en/
http://www.wipo.int/trademarks/en/
http://www.wipo.int/trademarks/en/trademarks.html
http://www.wipo.int/about-ip/en/
http://www.wipo.int/directory/en/urls.jsp
http://www.wipo.int/wipolex/en/
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/madrid/en/romarin/
http://www.wipo.int/madrid/en/romarin/
http://www.wipo.int/hague/en/
http://www.wipo.int/hague/en/
http://www.wipo.int/lisbon/en/
http://www.wipo.int/lisbon/en/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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e) Alternative dispute resolution

The WIPO Arbitration and Mediation Center (see webpage http://www.wipo.int/amc/en/) is
the leading resource in the resolution of IP disputes outside the courts. It offers
specialized procedures including arbitration, mediation and expert determination for the
resolution of international commercial disputes between private parties. The Center’s
procedures are designed as efficient and inexpensive alternatives to court proceedings
and may take place in any country, in any language and under any law.

f) Domain name dispute resolution

The WIPO Arbitration and Mediation Center (see webpage http://www.wipo.int/amc/en/) is
internationally recogmzed as the Ieadlng d|spute resolut|on service prowder for challenges

| huge
systems| (see
by organizing
into indexed,

h) Protection of State emblems (Arti

gtional
p 6ter (see webppage
ention, administered by WIPO.

THe protection of State emblems,
infergovernmental organizations
htip://www.wipo.int/article6ter/en/)

A.1.4 WIPO global network on_Intelle
See webpages http://www.Wipo.iwt/acad

http://www.wipo.int/acad y]én/ab&u%tat‘\tup

(IP) Academies

demies/, which contains the following

information:
This Wweb page has¢b i irces,
including trainin i igde an

effect|ve forum fox ex h i i york.

Contact t
http://www.whi

PO Atademy g the webpage
m%{sontac en/area.jsp?area=academy

A.2 | Anti-Counteyfeiting Trade Agreement (ACTA)

A.21 ACTA

For more information, see the information on the Office of the US Trade Representatives (see
webpage https://ustr.gov/acta) where the final text of the agreement can be found at
http://www.mofa.go.jp/policy/economy/i_property/pdfs/acta1105 en.pdf.

The Europa webpage (A.7.1.c)) contains a copy of the final ACTA agreement with further
information.

The ACTA treaty was signed on February 4th 2013 by 31 states (USA, Australia, Canada,
Japan, Morocco, New Zealand, Singapore, South Korea, as well as the EU). See webpage
https://en.wikipedia.org/wiki/Anti-

Counterfeiting Trade Agreement#Signatures and ratifications for more information.



http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/domains/
http://www.wipo.int/classifications/en/
http://www.wipo.int/classifications/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/academy/en/
http://www.wipo.int/academy/en/about/startup_academies/
http://www.wipo.int/contact/en/area.jsp?area=academy
https://ustr.gov/acta
http://www.mofa.go.jp/policy/economy/i_property/pdfs/acta1105_en.pdf
https://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement#Signatures_and_ratifications
https://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement#Signatures_and_ratifications
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A.2.2 Global Anti-Counterfeiting Network (GACG)

The GACG is an informal network of national and regional IP protection and enforcement
organizations which have a strong international dimension to their activities. There are
currently 21 members covering 40 countries plus direct informal contacts with many other
national and industry associations. The objectives are to exchange and share best practices
and information and to participate in appropriate joint activities to solve IPR enforcement
challenges (see webpage http://www.gacg.org/Home/About).

A.3 World Semiconductor Council (WSC)

The webpage is http://www.semiconductorcouncil.org/wsc/ where the following information is

available:

juctor

"The purpose (of the World Semiconductor Council) is to promote
i der to

indus{ry activities, to expand international cooperation in the se

facilit

WSC les of
fairne of the
respe gcognizes that it is important to
ensur ' . i anies
and their products should be the princi A i i tional
trade ['.

Refer 1999;
Bruss

WSC d the
impor . model
trade |secret legislatio 13 ingNoer gQvernment authorities including GAMS to slipport
the cqre elemen

The WSC anti-co S m the
semig et a \ fled a white paper "Winning the battle against counterfeit

semic

The W
Taipe|,
Semid

s to the Semiconductor Industry Associations from China, Chinese
orea and the USA which are all members of the [World

The Jemiconductor Industry Association USA webpage for viewing their statements on anti-
counterfeit is: http://www.semiconductors.org/issues/anticounterfeiting/anti _counterfeiting/

The European Semiconductor Industry Association webpage is chair of the counterfeit committee
(see webpage http://www.eeca.eu/esia/). Their counterfeit webpage is
http://www.eeca.eu/esia/public-policy/anti-counterfeiting which contains details of how to file
for action for trademark infringement.

A.4 SEMI

SEMI global headquarters are located at 3081 Zanker Road, San Jose, CA 95134, USA (tel:
+1 408 943 6900), see webpage http://www.semi.org/About/ContactUs. SEMI is a global
industry association serving the manufacturing supply chain for the micro and nano-
electronics industries with worldwide offices, see webpage http://www.semi.org/en/About/
where the following information is found:



http://www.gacg.org/Home/About
http://www.semiconductors.org/issues/anticounterfeiting/anti_counterfeiting/
http://www.eeca.eu/esia/
http://www.eeca.eu/esia/public-policy/anti-counterfeiting
http://www.semi.org/About/ContactUs
http://www.semi.org/en/About/
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"SEMI is the global industry association serving the manufacturing supply chain for the micro-

and nano-electronics industries, including:

e Semiconductors;

e Photovoltaics (PV);

e LED;

o Flat Panel Display (FPD);

e Micro-electromechanical systems (MEMS);

e Printed and flexible electronics;

e Reglated micro- and nano-electronics.

revoly
smart
the pqg

throug
growt
and e

Ourp

The i
capitdl intensive, and interdependent. (Del
requires:

ifrin c

e Caoanstruction of new m i abtication

e Advocacy and acs

estment in org

SEMI
organ
local

condycting industry fesearch and reporting market data; and by supporting other initi

that ehcaeurage investment, trade, and technology innovation.

ronics
nable
bring

sents
harket
Vities,

hplex,
place

on a

ns by
aging
n; by
atives

In addition to supporting access to regional markets, SEMI helps its members explore
diversified business opportunities and contributes to the growth and advance of emerging and

adjacent technology markets."

The SEMI Intellectual Property webpage
http://www.semi.org/en/Issues/IntellectualProperty/ provides further information.

Also see webpage http://ams.semi.org/ebusiness/standards/semistandard.aspx?volumeid=17

for a list of published specifications.


http://www.semi.org/en/Issues/IntellectualProperty/
http://ams.semi.org/ebusiness/standards/semistandard.aspx?volumeid=17
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A.5 Electronics Authorized Directory

The Electronics Authorized Directory has a website www.authorizeddirectory.com which has
the following information and search capabilities:

"Welcome to the only comprehensive worldwide directory for AUTHORIZED distributors of
semiconductors. With our quick, up to date search tool, you can search by semiconductor
manufacturer, by country to find authorized distributors worldwide. If you are not purchasing
your semiconductors from the original manufacturer, Authorized Directory is your #1 trusted
source for AUTHORIZED semiconductor distributors.

Having difficulty finding a genuine semiconductor device?

Don't compromise; buy from an authorized semiconductor distributor o

e find the semiconductor manufacturer;
e sefarch for manufacturer headquarters and sales offices;
e find the authorized semiconductor distributor;

o chleck worldwide inventory of authorized devices".

A.6 [ UK

A.6.1 The UK intellectual property.office

The interactive webpage is http://www.ipo.gov.u

This website contains infafmatj ide type>of IP protection is required:

/intellectual-property/patents) which are

tedNapply for a patent and manage them. Details arg also
‘s\patenisand patent infringement.

a) Patents (see w

discussed wit
prpvided for
b) Trademarks (s€e

ww.gov.uk/intellectual-property/trade-marks) whigh are
b/ply and manage these. Details are also provided for
emark infringement.

dis

d https://www.gov.uk/intellectual-property/designs) whictl are
digcussed\wi its, of how to apply to register a design.

¢ ge https://www.gov.uk/intellectual-property/copyright) which is
discussed ‘ of ownership and how to legally apply to use other pepple’s

Also €8 the in-line tool at webpage WWW.ipo.gov. ukhphealthcheck ThIS tool provides
swers

to typlcal IP questlons

The UK Information Centre will also be able to assist, tel: 0300 300 2000 within the UK or
44 (0)1633 814000 outside of the UK or e-mail enquiries@ipo.gov.uk

A.6.2 Alliance for IP

The Alliance for Intellectual Property is located at 2nd Floor, Riverside Building, County Hall,
Westminster Bridge Road, London, SE1 7JA, phone +44 020 7803 1319, see webpage
http://www.allianceforip.co.uk/ where the following information is found:

"Established in 1998, the Alliance Against Intellectual Property (IP) Theft is a UK-based
coalition of 23 associations and enforcement organisations with an interest in ensuring
intellectual property rights receive the protection they need and deserve. With a combined


http://www.authorizeddirectory.com/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/part_search/
http://www.ipo.gov.uk/
https://www.gov.uk/intellectual-property/patents
https://www.gov.uk/intellectual-property/trade-marks
https://www.gov.uk/intellectual-property/designs
https://www.gov.uk/intellectual-property/copyright
http://www.ipo.gov.uk/iphealthcheck
mailto:enquiries@ipo.gov.uk
http://www.allianceforip.co.uk/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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turnover of over £250 billion, our members include representatives of the audio-visual, music,
video games and business software, and sports industries, branded manufactured goods,
publishers, authors, retailers and designers."

A.6.3 UK Chartered Trading Standards Institute

The Chartered Trading Standards Institute (see webpage http://www.tradingstandards.uk/)
has the following information:

"Trading standards professionals act on behalf of consumers and business. They advise on
and enforce laws that govern the way we buy, sell, rent and hire goods and services.

Trading standards officers (TSOs) work for local councils advising law,

Thesq laws cover a wide area, which includes:

e counterfeit goods, product labelling, weights and meas nimal
wglfare;

e chlecking that food labelling is correct and advertisjngi

e advising consumers and businesses about the la

e inyestigating suspected offences, which coul( ud ur@jrco er or surveillance woik;

e preparing evidence and prosecuting case

e ingvitably, writing reports and keepingxeco
NOTE | There is concern about the viability of the cUrrént strtct 200 local authority services in the future as
budget$ are cut and Members of, i re calling action\to'yestructure these services.

A.6.4 UK HM Revepue

HM Revenue ang~Customs ebpages www.hmrc.gov.uk. For IP rights see weppage
http://customs.hfarc.yowuk/c ta bApp/channelsPortalWebApp.portal? nfpbEtrue
& pageLlabel=pageljtary ShowContent&id=HMCE_CL 000244&propertyType=document
and w A nd-international-trade.

The | porting counterfeit items is: 0800 59 5000 or use webpage

A.6.5 i erfeiting Forum (formerly UKEA Anti-Counterfeiting Forum)

The H i rfeiting Forum, see webpage
http://www.anticounterfeitingforum.org.uk/counterfeiting.aspx, is now part of the Eledtronic
Systems{€ommunity (ESCO, see website http://www.esco.org.uk/) and provides guidanjce on
how toavoid counterfeft components.

Reports of suspect counterfeit items can be reported on this webpage and accessed by
members. This webpage provides the UK customs hotline for reporting counterfeit items as:
0800 59 5000.

A.6.6 Electronic Component Supplier Network (ESCN)

The Electronic Component Supplier Network (see webpage http://www.ecsn-uk.org/) is a
member managed, not-for-profit trade association based in the UK which supports counterfeit
avoidance measures.



http://www.tradingstandards.uk/
http://www.hmrc.gov.uk/
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true&_pageLabel=pageLibrary_ShowContent&id=HMCE_CL_000244&propertyType=document
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true&_pageLabel=pageLibrary_ShowContent&id=HMCE_CL_000244&propertyType=document
http://www.anticounterfeitingforum.org.uk/counterfeiting.aspx
http://www.esco.org.uk/
http://www.ecsn-uk.org/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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A.6.7 UK Ministry of Defence

Guidance for MOD delivery teams on the avoidance of fraudulent and counterfeit material is
provided on the interactive webpage:
https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zo
om_highlight=Counterfeit.

NOTE Registration (as a “civilian” to the “AOF (Acquisition Operating Framework)”) is necessary to access the
website.

Reporting should be directed at the Defence Irregularity Reporting Cell (DIRC) using e-mail:
DIRCellMailbox@mdpga.mod.uk

A.7 | Europe
A.71 Europa Summaries of EU Legislation
a) The Intellectual Property interactive webpage is
B rﬁ\g
2ro

htip://eur-
lex.europa.eu/summary/chapter/fight against fraud.ht Ne%t:t{’FS 1 CODED%3

D22.SUM 2 CODED%3D2203&obsolete=false
Cystomsynio titled ‘How can right

b) The Europa webpage for the EU Taxations an
hqglders protect themselves from counterfeiti ragy™ prqvides details and forgs for
reporting counterfeit activities, see<n:\4bp{a 6
ht{p://ec.europa.eu/taxation_customs/customs/custom
olders/index_en.htm

c) S(le the following Europ welpage for the published ACTA
ht{p://trade.ec.europa.ewdoclib/doc /Zmav/ € 147937.pdf

\( QD)
A.7.2 Europol, th:Ma Law ement Agency
See webpage https://www.eu I.;%pg.eu ontent/page/about-us

controls/counterfeit piracy/right h

Europ hieve
a safe bpean
Union
A.7.3
See t rch or
applic

A.7.4 Europe at OHIM

See webpage htips://oami.europa.eu/ohimportal/en/ to access the trademark webpage for
information regarding the ‘Community Trade Mark’ applicable to all EU member states.

Trademarks are discussed at webpage https://oami.europa.eu/ohimportal/en/trade-mark-
definition which contains the following information:

"A trade mark may consist of any signs capable of being represented graphically, particularly
words, including personal names, designs, letters, numerals, the shape of goods or of their
packaging, provided that such signs are capable of distinguishing the goods or services of
one undertaking from those of other undertakings.”.

“Why register your trade mark?

A trade mark has three essential functions:


https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
mailto:dircellmailbox@mdpga.mod.uk
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://trade.ec.europa.eu/doclib/docs/2011/may/tradoc_147937.pdf
https://www.europol.europa.eu/content/page/about-us
http://www.epo.org/
https://oami.europa.eu/ohimportal/en/
https://oami.europa.eu/ohimportal/en/trade-mark-definition
https://oami.europa.eu/ohimportal/en/trade-mark-definition
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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o it identifies the origin of goods and services;

e it guarantees consistent quality by showing an organization’s commitment to its users and
consumers;

e it is a form of communication, a basis for publicity and advertising.

A trade mark can become one of the most important assets of a company.

Trade mark registration is one of the strongest ways to defend a brand; a way to ensure that
no one else uses it. If you do not register your trade mark, others may do so and acquire your
rights to distinguish their goods and services.

Trade| marks influence consumer decisions every day. A strong trade mark’creates an‘idgentity,
builds| trust, distinguishes you from the competition, and makes commupigation be seller
and buyer simpler. Because so much money and time is often invested i , itis
worth|paying something to protect it from misuse.

What s a good or a service?
In law|, a good is any kind of item which may be traded. A 8
in acdordance with human demands.

ovision of activities

What |is the difference between a trade mark and otkfeb i i ch as
patenfs and designs?

All industrial property rights are i and
indiviguals. However, they do not covex the

A trafle mark identifies the origin of as to
differgntiate them from thosg of its co

A degign covers the g of a
produft.

A patent covers \q onstruction of an invention. To be patentaple, a
functipn must be inndvati i ay as
to permit reprodu ~

A.7.5

The Hurdpe ny, tel
+49 2P1 b.php.
EASA| contro rovals

(POA) and Mainte e Organisations Approvals (MOA).

EASA| 'publishes Safety Information Bulletins on webpage http://ad.easa.europa.dqu/sib-
docs/page-1.

A.7.6 IECQ audit schemes

The IECQ is the assessment side of the IEC (see IECQ WGO06 Counterfeit avoidance
webpage http://www.iecq.org/workgroups/wg06/).

IECQ Working Group 6 (WGB6) is establishing audit rules of procedure and auditor training
requirements for Certifying Bodies such as BSI, DNV, etc., to operate Third Party SAE and
IEC anti-counterfeit schemes which include:

1) SAE AS6081 auditing for non-franchised distributors which offer components with some
testing to their customers which include the DLA,;

2) SAE AS5553 auditing;


mailto:info@easa.europa.eu
http://easa.europa.eu/home.php
http://ad.easa.europa.eu/sib-docs/page-1
http://ad.easa.europa.eu/sib-docs/page-1
http://www.iecq.org/workgroups/wg06/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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3) IEC TS 62668-1 for avionics OEMs in the near future.
A.7.7 BEAMA

BEAMA is the independent expert knowledge base and forum for the electro-technical
industry for the UK and across Europe. Representing over 300 manufacturing companies in
the electro-technical sector, the organisation has significant influence over UK and
international  political, standardisation and commercial policy (see webpage
http://www.beama.org.uk/ and webpage http://www.beama.org.uk/en/what-we-
do/services/anti-counterfeiting/index.cfm for anti-counterfeit activities).

Also see webpaqge http://www.counterfeit-kills.co.uk/uk/index.php which has access to an
excellent on-line video at webpage http://www.youtube.com/embed/11SAAIKGX087?rel=0

A.8 | USA

A.8.1 United States Patent and Trademark Office

The United States patent and Trademark office (USP dison
Buildihgs (East and West), 600 Dulany Street, Alexandria p -786-
9199./The USPTO has many customer support centre be foynd on their webpage.
The USPTP website is http://www.uspto.gov/ whi
a) “What is a patent?
A patent is an intellectual property rj tes of
America to an inventor to exclude (oth ] elling
the J United
Sthtes for a limited tinge i S ic di batent
is granted.”
“This right was esta btates
Constitution: / mited
Times to Au 5 and

Digcoveries.”
“General Infokmation
THere are

o [ Utih anted to anyone who invents or discovers any new and pseful

, , article of manufacture, or composition of matter, or any ney and
useful_imTg { thereof. The webpage has a Process for Obtaining a |Utility

o | Design patents may be granted to anyone who invents a new, original, and ornamental
design for an article of manufacture; and

e Plant patents may be granted to anyone who invents or discovers and asexually
reproduces any distinct and new variety of plant.”.

b) Trademarks Home, see Trademarks Home at webpage:
http://www.uspto.gov/trademarks/index.jsp

A.8.2 The International Trade Administration, US Department of Commerce

The International Trade Administration, U.S. Department of Commerce Stopfakes.gov has a
webpage http://www.stopfakes.gov/sf how.asp which contains very useful information for
protecting IP.



http://www.beama.org.uk/
http://www.beama.org.uk/en/what-we-do/services/anti-counterfeiting/index.cfm
http://www.beama.org.uk/en/what-we-do/services/anti-counterfeiting/index.cfm
http://www.counterfeit-kills.co.uk/uk/index.php
http://www.youtube.com/embed/11SAAiiGX08?rel=0
http://www.uspto.gov/
http://www.uspto.gov/patents/resources/types/index.jsp
http://www.uspto.gov/patents/resources/types/utility.jsp
http://www.uspto.gov/patents/process/index.jsp
http://www.uspto.gov/patents/process/index.jsp
http://www.uspto.gov/patents/resources/types/designapp.jsp
http://www.uspto.gov/web/offices/pac/plant/
http://www.uspto.gov/trademarks/index.jsp
http://www.trade.gov/
http://www.doc.gov/
http://www.trade.gov/
http://www.doc.gov/
http://www.stopfakes.gov/sf_how.asp
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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A.8.3 US Embassy in China information

The US Embassy in China webpage (see webpage http://beijing.usembassy-
china.org.cn/ipr.html) has extremely useful information for protecting IP and provides
hyperlinks to the following and frequently asked questions.

Some general websites are:

State Intellectual Property Rights Office: http://english.sipo.gov.cn/

Judicial Protection of IPR in China http://www.chinaipr.gov.cn/

Frequently Asked Questions

Q: What must a foreign trademark holder do to become eligible fo
Ghina?

A: The registration system is voluntary. However, protection ig
claims "first use" in China. China has a "first to file" s
bpsed on the time of trademark registration. Tradems
SAIC's Trademark Office. See above for more detai
of certified trademark registration agents by so

Q: What is the duration of trademark protection in Ghi

A: A registered trademark is valid
which the registration is approved:

Q: Where should a trademark owner fj

A: F Wwhere

Q: Iff a trademark bbtain

cpmpensatory da

A: No. A regis dt
litigation.

h civil

y the

pstroy
5 and
three
gain,
D0). A

Q: What'is'the criterion for criminal prosecution?

A: In_practice it appears to be RMB50 000 (US$6 000) in illegal gain. However, the
"Provisions on Standards for Prosecution of Economic Crimes," issued by the Supreme
People's Court in 1993, provide for lower thresholds.

Q: What are the minimum and maximum criminal punishments?

A: If the circumstances are "serious" or if the amount of illegal gain is "huge," the defendant
may be sentenced to imprisonment a minimum of three years, maximum seven years, and
may also be fined.

Q: s it possible to prevent the defendant from destroying evidence?
A: Yes. A trademark holder may seek a preliminary injunction from the court. The rights
holder is required to post a bond.”

A.8.4 International Intellectual Property Alliance

See webpage http://www.iipa.com/aboutiipa.html where the following information is provided:


http://beijing.usembassy-china.org.cn/ipr.html
http://beijing.usembassy-china.org.cn/ipr.html
http://english.sipo.gov.cn/
http://www.chinaipr.gov.cn/
http://www.iipa.com/aboutiipa.html
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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"The International Intellectual Property Alliance (IIPA) is a private sector coalition, formed in
1984, of trade associations representing U.S. copyright-based industries in bilateral and
multilateral efforts working to improve international protection and enforcement of copyrighted
materials and open up foreign markets closed by piracy and other market access barriers.

IIPA’s seven member associations are: the Association of American Publishers (AAP), the
Business Software Alliance (BSA), the Entertainment Software Association (ESA), the
Independent Film & Television Alliance (IFTA), the Motion Picture Association of America
(MPAA), the National Music Publishers’ Association (NMPA) and the Recording Industry
Association of America (RIAA). [IPA’s seven member associations represent over 1,900 U.S.
companies producmg and dlstrlbutlng materlals protected by copyr|ght Iaws throughout the

and

r CD-

video

qettes;

bxtbooks, trade books, reference and professional publications both
electrpnic and print media).

The U.S. copyright-based industries are one of the fastest-g¢ ) 3 Ffamic sectors

of the|U.S. economy. Inexpensive and accessible reproducti 8 issy bgies,

howeyer, make it easy for copyrighted materials to b i \ 1 nd its

membier associations, working with U.S. governmg ) local

rights| holder representatives, analyse copyrlg S y over

80 colintries and seek improvements tha > ent in

these| countries, deter piracy, and i of which encourages| local

echnology rapidly changes, I|PA is
effective enforcement becpme a
th of global electronic commerce.
nd\in>prédctice, against the theft of intellectual

investment, creativity, innovation and " G
workimg to ensure that high levels of copyxi

com

A.8.5
A.8.5

The R e ence Avenue, SW Washington, DC 20591, and hias an
interagti

A.8.5

The ines is

http://

A.8.5(3 FAA aviation safety hotline office

See webpage http://www.faa.gov/contact/safety hotline/

A.8.6 Trusted Access Program Office (TAPO)

The Trusted Access Program Office (TAPO) webpage is https://www.tapoffice.org/ where the
following information is found:

"US Government acquisition programs must actively manage their IC supply chains, anticipate
potential threats posed by outsourcing practices, formally assess their system's vulnerabilities
and employ trusted suppliers and/or pursue other means of risk mitigation. Trust is defined as
"the confidence in one's ability to secure national security systems by assessing the integrity
of the people and processes used to design, generate, manufacture and distribute national
security critical components."”


http://www.faa.gov/
http://www.faa.gov/aircraft/air_cert/design_approvals/engine_prop/engine_approvals/
http://www.faa.gov/contact/safety_hotline/
https://www.tapoffice.org/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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The Trusted Access Program Office (TAPO) has been chartered by the U. S. Government to
find and maintain suppliers of trusted microelectronic parts. TAPO has successfully developed
a reliable source of parts that gives the Intelligence Community needed access to state of the
art commercial processes, fabrication tools and fabrication services. In so doing, TAPO has
effective cost-avoidance advantages by not having to upgrade or replace government owned
wafer fabrication tools. TAPO has made it possible for the Intelligence Community to design
and obtain advanced mission critical systems via commercial, state of the art manufacturing
processes. Finally, TAPO's long term contract assures long term access to the latest and
most capable commercial IC technologies in the world.

TAPO has estabhshed a contractual relationship wrth IBM to produce advanced
micros viding
capablhtles to the government with yearIy optrons through flscal year 201 “Other facmtr bS are

currently under review including sources for design, packaging, test and PO is
enteriphg its fourth year of operation, in support of the US Governm cost-
effect|ve access to trusted suppliers of customized leading edge ogies
in orger to improve the security of mission-critical U.S. and
operations.

TAPQ resources are made available for government use on ‘ uests

require a valid government sponsor.”

TAPQ has ASIC trusted foundry contracts. Acc
webpage, see A.8.7.

ers aré listed on the PMEA

A.8.7
The OMEA Trusted IC Suppller Accred tatl 1 is: : . . mil/

wherg the Trusted IC wepp S : . . .mi ic.html
wherg the following infor :

"The Pffice of Secretary of rcuits
Stratdgy (DTIC@a : 2003.
Interih Guidance 3 ology
and logistics (OUSD/ATS ; icy that
requires all Missjon\ A aNCeE 2) to " usted
foundly servic ustom designed ICs". As a result, the new vendor griteria
issued to DOD a agers has increased the need for trusted parts and the
subsequent e Tojs usted Foundry Program. The OUSD/AT&L, through TAPD and
DMEA, S accreditation plan for design, aggregator/broker, mask and|wafer
fabricption; RQ and test services across a broad technology range for speciglized

governmental(Capplications both classified and unclassified. The Defense MicroElectfonics
Activily (DMEA) has/been designated by the Department of Defense through the Tfusted
Accegds Pragram Office (TAPO) as the accrediting authority for this program.”

For a current list of accredited suppliers, download the following PDF file at the following
webpage: http://www.dmea.osd.mil/otherdocs/AccreditedSuppliers.pdf:

The Defense Microelectronics Activity (DMEA) has been designated by the Department of
Defense as the accrediting authority for this program. Send questions or comments to
TrustedlIC@dmea.osd.mil or call (916) 231-1514 for more information on trusted electronic
components suppliers.

A.8.8 Independent Distributors of Electronics Association (IDEA)

The Independent Distributors of Electronics Association (IDEA) organisation is located at
6312 Darlington Avenue, Buena Park, CA 90621, USA, phone: 714-670-0200. See webpage
http://www.idofea.org/ where the following information is available:



http://www.dmea.osd.mil/
http://www.dmea.osd.mil/trustedic.html
http://www.dmea.osd.mil/otherdocs/AccreditedSuppliers.pdf
http://www.idofea.org/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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“The Independent Distributors of Electronics Association (IDEA) is a global trade association
comprised of organizations dedicated to quality initiatives that provide Responsible
Procurement Solutions™ to the supply chain.

IDEA seeks to fulfil this mission through sustained leadership in the implementation of quality
standards, certifications, best practices, and counterfeit detection methods as well as the
cooperation and education of all stakeholders through the development and dissemination of
relevant standards, training, and certification programs that promote industry quality,
knowledge, and integrity.”

IDEA hosts a series of IDEA-STD-1010 USA based training courses.

A.8.9 ECIA formerly National Electronic Distributors Association (NEDA

The Hlectronic Component Industry Association in North America i Brman
Dr., Buite 400, Alpharetta, GA 30005, USA, phone: bpage
http://www.ecianow.org/. which contains the following informatior:

“ECIA provides resources and opportunities for mern biness
perfofmance while enhancing the industry’s overall capaci .| From
drivin imizati infdustry
advog

Bringi EXperi ay/ of industry leaders and
profegsi i S alectranics\components supply chain, ECIA is
unique industry-wide collaboration. As
the s ECIA serves as a vital nexus for

refine

Expansi i \ ue constants in the electronics influstry
today| In this dynamici i i éliable market intelligence is at a premium.
Becayse ECIA’s ) \ arke , we provide a level of visibility into the gupply
chain otherwise{r}v i . individydl anecdotes gleaned from conversations [at an
ECIA fevent, to ou ) ST

As am organization \ma He leading electronic component manufacturers,| their
manu presentatives ‘and authorized distributors, ECIA members share a common
goal i ana\ improving the business environment for the authorized sale of

electrpnj C the end customer. In doing so, we contribute to making the
Americas i petitive in the design and production of electronic goods.”

webpage 'hitp://www.ecianow.org/standards-practices/general-best-practices-quidelines/] Visit
http://Wwww.eciaauthorized.com/ the only US industry’s website that fully supports authprized
distribufion with an easy-fo-use ool to find available inventory from authorized sources. The
search results are random, unbiased and not influenced by advertising.

DOCU}LGH’[S such IGP best practices and guidelines can be downloaded from| their

Advocacy efforts:

The ECIA supported SAE AS6496 and has a created dedicated webpage for this, see
http://www.ecianow.org/industry-issues/sae-as6496-anti-counterfeiting-standard-3/

The industry advocacy effort delivers the message that electronic component users and
buyers can’t go wrong dealing with supplier authorized distributors. The campaign features a
significant online presence every month to grab the attention of prospective customers.


http://www.ecianow.org/
http://www.ecianow.org/standards-practices/general-best-practices-guidelines/
http://www.eciaauthorized.com/
http://www.ecianow.org/industry-issues/sae-as6496-anti-counterfeiting-standard-3/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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A.8.10 Components Technology Institute Inc. (CTI)

CTIl is a multi-discipline company providing engineering and consulting services, training
courses, and component conferences, see webpage http://www.cti-us.com/CCAP.htm. Its
counterfeit components avoidance program (CCAP) has developed the CCAP-101 certified
program for use by independent distributors to detect and avoid the delivery of counterfeit
electronic components to their customers.

CCAP-101 certified independent distributors are listed on webpage
http://www.cti-us.com/CCAPCertifiedDist.htm The CTI contact address is:

2608 ArtieStStite =4
Huntsjille, AL 35805
Tel: 2p6-536-1304
Fax: 256-536-1308

A.8.1 Defense Logistics Agency (DLA)

The PLA audits non-franchised distributors to SAE 6 sombihe acdepted
counterfeit mitigation practices with quality assurance prosgsse electgd Federal [Stock
Class|(FSC) 5961 and 5962 electronic microcircuits aifd, i S lists"the distributor on
the Qualified Testing Suppliers List (QTSL), see webpa
http://www.landandmaritime.dla.mil/offices/sourcing anﬁualifi SL.aspx,

wherd approximately 16 USA based disttibutors.are\lisfed.

The OLA also operates the Qualified Suppli
and 5P62 electronic microcircuits, see webpage
http://www.landandmaritime.dla.mil/offices/sourci
SL

The OLA is now applyifrg thexdeox
embegded.com/articles/dnas i

The Appraisal o of \US FY 2013 National Defense Authorization Act,
“Sectipn 807: ltemcinique i requirements”, that discusses the new DLA] DNA
G

istQf Distributors (QSLD) program for] 5961

nd “gualification/offices.aspx?Sectlon=Q
N

acid (DNA) marking themselves, see httgd://mil-
ing-discontent/.

markipg scheme {or , can be viewed on webpage
http://Wwww.rjo,eom

The [
0001

A.8.12
DFARS 252.246.7007, Contractor Counterfeit Electronic Part Detection and Avoiflance

Syste m-cambefoundon wc'updgt:.

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007

See webpage http://www.acq.osd.mil/dpap/dars/case_status.html for DFARS case status.
There is an on-going DFARS case number 2015-D020 entitled "DoD Use of Trusted Suppliers
for Electronic Parts” which is a further implementation of NDAA section 818 for FY2012 where
a status report is due 6/24/2015.

A.8.13 IAQG

The IAQG (see webpage http://www.sae.org/iaqq/), is affiliated to the SAE and provides a
forum for collaboration within the aviation, space and defence companies. There are several
initiatives including:



http://www.cti-us.com/CCAP.htm
http://www.cti-us.com/CCAPCertifiedDist.htm
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/QTSL.aspx
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/offices.aspx?Section=QSL
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/offices.aspx?Section=QSL
http://mil-embedded.com/articles/dna-marking-ics-causing-discontent/
http://mil-embedded.com/articles/dna-marking-ics-causing-discontent/
http://www.rjo.com/PDF/FederalContractsReport-01082013.pdf
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007
http://www.acq.osd.mil/dpap/dars/case_status.html
http://www.sae.org/iaqg/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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e the online OASIS database for looking up the latest AS/EN/JISQ 9100/9110/9120
certificates;

e an interactive Supply Chain Management Handbook (SCMH) which is being expanded to
include a new section on anti-counterfeit guidance.

A.9 China

A.91 State Intellectual Property office of the P.R.C.

See the interactive website http://english.sipo.gov.cn/ and http://www.chinaipr.gov.cn/

A.9.2 Chinese Patent and Trademark Office

See the webpage http://www.chinatrademarkoffice.com/ where furt 0 iQn cpn be
found

A.9.3| China Electronics Associations:
Select search engines that translate Chinese into English:

e THe China Electronics Corporation (CEC) is located ats
Diptrict, Beijing TEL:(010)68218529 Fax: 3
htip://www.cec.com.cn/template_en/index.aspx; Q

nshou Road,Hpidian
CEC webpage is

e China Electronic Components As eddt Beijing Shijingshan|Road
inlZhongChuDaSha the 23rd 311 Postal : phore: 010-68638939 / 6863B969;

¢ China Electrical Equipment Industry Associatio
Squth Fourth Ring Road No. 12 Dis rictng
io

e China Electronicwwr
htip://www.cesi.ac.sn/cesi/enyglishversi
A.9.4 Chinai;t
CQAH is located at1

), is located at Fengtai Distrigt, 188
ihg 30 Zip code: 100070;

(CESI), see webpage
16/8355.html,

~~—"
lity"\Mlanagement Association (CQAE)

Dowgcheng, Beijing, see webpage cqae.com

A.9.5 aw info China

See webpage http-Wwww.lawinfgchina.com/ which is a hi-tech legal company, established by
Pekinp ity tode elop”Chinese laws in electronic database format also availaple in
Engligh.

For ofher informati ee webpage http://www.chinatrademarkoffice.com/index.php/tdrep/

A.10

The Japanese Patent Office (JPO) is located at 3-4-3- Kasumigaseki, Chiyoda-ku Tokyo,
100-8915, Japan. The e-mail address for industrial property system questions is
PA0842@jpo.go.jp.

The JPO interactive webpage is http://www.jpo.go.jp/ where patents, trademarks and designs
can be registered.

A.11 Physical unclonable function

See webpage http://en.wikipedia.org/wiki/Physical unclonable function where the following is
extracted:



http://english.sipo.gov.cn/
http://www.chinatrademarkoffice.com/
http://www.cec.com.cn/template_en/index.aspx
http://www.cesi.ac.cn/cesi/englishversion/2010/0316/8355.html
https://www.google.com/url?sa=D&oi=plus&q=https://www.google.com/maps/place/China%2BElectronics%2BQuality%2BManagement%2BAssociation/data%3D!4m2!3m1!1s0x35f1acb300b70d7f:0xeefdfe43b47849fc?gl%3DGB%26hl%3Den
http://www.lawinfochina.com/
http://www.chinatrademarkoffice.com/index.php/tdreg/
mailto:PA0842@jpo.go.jp
http://www.jpo.go.jp/
http://en.wikipedia.org/wiki/Physical_unclonable_function
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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"A physical unclonable function (PUF, sometimes also called “physically unclonable function”)
is a function that is embodied in a physical structure and is easy to evaluate but hard to
predict. Further, an individual PUF device must be easy to make but practically impossible to
duplicate, even given the exact manufacturing process that produced it. In this respect it is
the hardware analog of a one-way function. Despite being named "physical unclonable", a
research team from Berlin Institute of Technology was able to clone an SRAM PUF within
20 hours using tools readily available in university failure analysis labs. [2]

From 2010 onwards till 2013, PUF gained attention in the smartcard market as a promising
way to provide “silicon fingerprints”, creating cryptographic keys that are unique to individual
smartcards. [3] [4]

Howeper, university research has shown that PUF is vulnerable to side chfannel attagks)[5] [6]
and improper implementation of PUF could introduce "backdoors" to"g i ecure
system. [7] [8] In June 2012, Dominik Merli, a scientist at Fraunhofe ipn for
Appligd and Integrated Security (AISEC) further claimed that P entry
point§ for hacking into a cryptographic system and that p the
vulnerabilities of PUFs is required before PUFs can be usé blated
appligations.” [9]
A.12| The Hardware Intrinsic Security (HIS) i
See the website https://www.intrinsi,e\id.com{@éu on is
availaple: N
“Hardvare Intrinsic Security (HIS)
HIS Initiative Goals: %
e Egdtablish HIS credibility

Engage thou lead
e Educate the i

Jolint papers, p s
e Reéduce barriexs to

Prpof poifits o
Mempfers_inctude: WXP, TSMC, GSA, SiVenture, Irdeto, Microsemi, Renesas, ARM, Coherent
Logic
HIS a’Fvisory meetings are held for embedded defence component anti-tamper and sgcurity
featunes’

Also semiconductor manufacturers are now embedding PUF features in their new designs, for
example Altera Stratix 10 with Intrinsic ID’S PUF technology.

Examples of tag providers are:

a) The company Verayo, which is located at 1054 S. De Anza Blvd, Suite 201, San Jose, CA
95129, USA, tel 408-996-0352 and has a webpage
http://www.verayo.com/ where the following information is found:

“Counterfeiting is a global problem with negative impact on consumers, brands and
retailers. Relying on our PUF technology to extract silicon biometrics, we make unclonable
RFID chips and use them to uniquely identify products.

With a simple tap of an NFC phone, consumers can verify authenticity of the product at
any time. We have also built a robust platform to enable consumer engagement and back-


http://en.wikipedia.org/wiki/One-way_function
http://en.wikipedia.org/wiki/Berlin_Institute_of_Technology
http://en.wikipedia.org/wiki/Smartcard
http://en.wikipedia.org/wiki/Side_channel_attack
http://en.wikipedia.org/wiki/Backdoor_(computing)
https://www.intrinsic-id.com/about/
http://www.verayo.com/
https://iecnorm.com/api/?name=2ae3e70cdeed48784004fb249383927c
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