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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

1) Thqg International Electrotechnical Commission (IEC) is a worldwide organizatiq
all |national electrotechnical committees (IEC National Committees). The romote
intdrnational co-operation on all questions concerning standardization in idlds. To
this| end and in addition to other activities, IEC publishes International\Standard i 3 ifigations,
Teghnical Reports, Publicly Available Specifications (PAS) and Guide i P s “IEC
Pullication(s)”). Their preparation is entrusted to technical committ 9 N brested
in {he subject dealt with may participate in this preparatory—w d non-
governmental organizations liaising with the IEC also partici . closely
with the International Organization for Standardization (ISO) i e Wi iti ined by
agregement between the two organizations.

prising

2) Thdg formal decisions or agreements of IEC ¢ ica 8 ible, i ational
consensus of opinion on the relevant subjects. si i i fom all
intgrested IEC National Committees

3) IEQ Publications have the form of recomm ati i nati ational
Committees in that sense. While all reasorable effortsare o i of IEC

or any
misjnterpretation by any end u

4) In ¢rder to promote |nterna iona i i E al ications
trarnisparently to the ma rgence
betyveen any IEC Publicati idated in

the|latter.
5) IEQ itself does id conformity. Independent certification bodies provide corfformity
vices anhd

assessment ser S ess to IEC marks of conformity. IEC is not responsible for any
seryices carried out, by i ication bodies.

6) All psers should énsure ave the fatest edition of this publication

7) No [iability sha 2 its directors, employees, servants or agents including individual expefrts and
meinbers of\ 'ttee and IEC National Committees for any personal injury, property danmage or
othér dam n , whether direct or indirect, or for costs (including legal fegs) and
expenses arisi € publlcatlon use of, or reliance upon, this IEC Publication or any otHer IEC

PuRlications.

8) Attgntion is_drawn to the Normative references cited in this publication. Use of the referenced publicajions is
indispensable for the cofrect application of this publication.

9) Attgntion.is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patént fights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This second edition cancels and replaces the first edition, published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Update of “fraudulent component” definition, addition of “recycled component” and
“suspect component” definitions, and updates of the concerned clauses accordingly.

b) Addition of counterfeit awareness training as a requirement.

c) Revision to update all references and web links in the annexes.

The tgxt of this technical specification is based on the following documents;

Enquiry draft Report on voting
107/226/DTS 107/235/RVC <

Full information on the voting for the approval of this techni
the report on voting indicated in the above table.

This gublication has been drafted in accordance with' the

A list| of all the parts in the IEC 62668 serj€s i ocess
management for avionics — Counterfeit.preventi

The committee has decided that the PN blication will remain unchanged until
the sfability date indicated o i data
relatef to the specific puh iS

e trgnsformed into a
e regonfirmed,

e withdrawn, Q
e replaced by a
e anmended.

A bilifgua) version ation may be issued at a later date.

IMPORTANT — TMolour inside' logo on the cover page of this publication indi¢ates

that [it¢/contains colours which are considered to be useful for the cofrect
undmeﬁ*ﬁng—e#ﬁs—eeﬁwﬁﬁrkbeﬁhmﬂd—&hempﬁﬁkmh—deﬁmkue%g a

colour printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

This pgart of IEC 62668, which is a Technical Specification, defines requifemen biding
the uge of counterfeit, recycled and fraudulent components used in tf fence
and hjgh performance (ADHP) industries. It also defines requireme ies to
maintain their intellectual property (IP) for all of their products risks
assocjated with purchasing components outside of franchis i 5 are
considered in IEC/TS 62668-2. Although developed for the aV|o o\ i ',ation
may be applied by other high performance and high reliabili | 3 n.

2 Normative references

ced in this document and
e edition cited appliep. For
document (including any

The fgllowing documents, in whole or jr
are indispensable for its application. |
undatped references, the latest
amen@iments) applies.

IEC/TS 62239-1, Process eTe j anagement plan — Part 1: Prepdration
and mjaintenance of an electroni 3

IEC/PAS 62435, Elec 1 sng-duration storage of electronic componénts —
Guiddnce for im s@r 1

IEC/T weht for avionics — Counterfeit prevention — Phrt 2:
Managi non-franchised sources

ISO 9 at’systems — Requirements

AS/EN
Defen

Management Systems — Requirements for Aviation, Spacp and

D

AS/EN/JISQ 9110:2003, Quality Maintenance Systems — Aerospace — Requiremenfts for

Malnt nance nrn:)nl7::flr\no

o 1o g HLEotoo

AS/EN/JISQ 9120, Quality Management Systems — Requirements for Aviation, Space and
Defense Distributors

GEIA-STD-0016, Standard for Preparing a DMSMS Management Plan
IDEA-STD-1010B, Acceptability of electronic components distributed in the open market
SAE AS5553A Counterfeit Electronic Parts; Avoidance, Detection, Mitigation and Disposition

SAE AS6081 Fraudulent/Counterfeit Electronic Parts: Avoidance, Detection, Mitigation and
Disposition — Distributors Verification Criteria
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SAE AS6174, Counterfeit Material: Detection, Mitigation and Disposition

3 T

3.1

erms, definitions and abbreviations

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1

aftermarket source

resell

turer

(OCM)), or is sometimes a component “re-manufacturer”, under contract wi

Note 1
whose

within the market for components that have become obsolete.

3.1.2

broker
individual or corporate organization that serves as an int

oot

e OCM

to entry: The reseller accumulates inventories of encapsulated or non-encapsulated
end of life date has been published by the OCM. These components are thenh rese

onents
a need

een buyer and seller

Note 1|to entry: In the electronic component sector a broker specifically seeks to~supply obsolete or hard|to find
compoments in order to turn a profit. To do so it may accupulate an i tory~of components considered tp be of
strateg operates within a wofldwide
compo

3.1.3

COTS

com

one o veloped for multiple commercial consymers,
whos fi y the supplier’'s specification or ingustry
stand

Note 1 COTS
subass COTS
assemt itches,
routers

3.1.4

count

action ithout
authofi

Note 1 ctice of producing products which are imitations or are fake goods or servicgs. This
activity| infringes the intellectual property rights of the original manufacturer and is an illegal act. Countdrfeiting
generally relates to wilful trademark infringement.

3.1.5

counterfeited component
material good imitating or copying an authentic material good which may be covered by the
protection of one or more registered or confidential intellectual property rights

Note 1 to entry: A counterfeited component is one whose identity or pedigree has been altered or misrepresented

by its s

upplier.

Identity = original manufacturer, part number, date code, lot number, testing, inspection, documentation or warranty

etc.

Pedigree = origin, ownership history, storage, handling, physical condition, previous use etc.

1 Although published this is being revised for material component only.
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3.1.6
customer device specification
device specification written by a user and agreed by the supplier

3.1.7

customer

user

original equipment manufacturer (OEM) which purchases electronic components, including
integrated circuits and/or semiconductor devices compliant with this technical specification,
and uses them to design, produce, and maintain systems

3.1.81
data sheet
document prepared by the manufacturer that describes the electrit , and
envirgnmental characteristics of the component
3.1.9
franchised distributor or agent
indivigual or corporate organisation that is legally indepg :r this
case the electronic component manufacturer or OCM) and isfribute
produgt
Note 1 by the
franchiger. Shlpments against orders placed yatch C chised
distribdtor or agent. In other words, the francHised di e i i r more
electrofi S nay be
stipulafled according to the following criteria: geographica t en ximum
manufg upplied
with ful] traceability.
3.1.1¢
fraudulent componen
electrpni f
regulgti
Note 1 ch are
fraudul

(1

(2

(3 embled

se and
S;
(4) a counterfeit component, a copy, an imitation, a full or partial substitute of brands;
(5)_fraudulent designs, models , patents, software or copyright sold as being new and authentic, For eample:

a component whose production and distribution are not controlled by the original manufacturer;
(6) unlicensed copies of a design;

(7) a disguised component (remarking of the original manufacturer’s name, reference date/code or other
identifiers etc.),which may be a counterfeit component; see Figure 1;

(8) a component without an internal silicon die or with a substituted silicon die which is not the original
manufacturer’s silicon die.

3.1.11

microcircuit

component

device

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use and is a small circuit having a high equivalent circuit element
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density which is considered as a single part composed of interconnected elements on or
within a single substrate to perform an electronic circuit function

Note 1 to entry: This excludes printed wiring boards/printed circuit boards, circuit card assemblies and modules
composed exclusively of discrete electronic components.

3.1.12
non-franchised distributor
companies which do not fall under a franchised distributor or OCM

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guaran{ees ana-support proviged by the franchiseddistributor TetwoTK, COmponents sourced through this]source
are ustally protected by the source’s warranty only. However, some of them are ablg urchasg \trgceable
compoments and/or to provide traceability paperwork and/or are able to return stock for investigation te.the QCM.

3.1.13
OCM
original component manufacturer

company specifying and manufacturing the electronic compone

3.1.14
OEM
original equipment manufacturer
manufacturer which defines the electronic
components or defines the componen edj

includes the eledtronic
test specification

3.1.15
piracy
willful|copyright infringement

3.1.1¢6
reseller

generpl supplier@

3.1.1

electr|cal compone \ Se

Note 1|to entry:\ The cofponent has no
EW one
r ESD

3.11
semigonductor
electrpnic” component in_which the characteristic distinguishing electronic_conduction |takes
place within a semiconductor

Note 1 to entry: This includes semiconductor diodes which are semiconductor devices having two terminals and
exhibiting a nonlinear voltage-current characteristic and transistors which are active semiconductor devices
capable of providing power amplification and having three or more terminals.

3.1.19

subcontractor

manufacturer of electronic subassemblies or supplier manufacturing items in compliance with
customer design data pack and drawings, and under the authority of the OEM

Note 1 to entry: This supplier can potentially procure all or part of the electronic components required to produce a
subassembly and is often referred to as the contract electronic manufacturer (CEM) or electronics manufacturing
services (EMS).
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3.1.20

supplier

company which provides to another an electronic component which is identified by the logo or
name marked on the device

Note 1 to entry: A supplier can be an OCM, a franchised distributor or agent, a non-franchised distributor, broker,
reseller, OEM, CEM, and EMS, etc.

3.1.21

suspect component
electronic component which has lost supply chain traceability back to the original
manufacturer and which may have been misrepresented by the supplier or manufacturer and
may meet the deftinition ot fraudulent or counterfeit component

Note 1[to entry: Suspect components may include but are not limited to:

(1)

(]

unterfeit components;

(2) rgcycled components coming from uncontrolled recycling operations cdrri ide chised
ne¢twork and OEM business where typically it has been fraudulently sold to ing infa new
upused condition.

3.1.22

traceability

ability] to have for an electronic component it onent

manutfacturer

Note 1|to entry: This traceability means that every supplie lare in

writing [that they know and can identify their souree of er and

can copfirm that the electronic components are brand ne ere handled with appropriate ESD arld MSL
handling precautions. This authenticates that the e ents being supplied are unused, brapd new
compoments with no ESD, MSL o ) tres that the electronic components are protected|by any
manufgcturer’s warranties, ha e all™of /their Us lifesremaining and function according to the manufagturer’'s
publish , ibi t & panent life in“the application for the OEM’s reliability predictions
and prqduct warranty.

ceable Q

3.1.23
untra

prope

3.2

AAIPT

ACTA

ACTF

ADHHA .

ASIC Application Specific Integrated Circuit

ATP acceptance test procedure

BEAMA British Electrotechnical Allied Manufacturers’ Association
CATA China Anti-counterfeit Technology Association

CB Certifying Bodies (Third Party)

COTS commercial off-the-shelf

CEM contract electronic manufacturer

CEPA Chinese Electronic Purchasing Association

CQAE China Quality Management Association for Electronics Industry
CMOS complementary metal oxide semiconductor

DFAR Defense Federal Acquisition Regulation

DOD Department of Defence (US)
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DMEA Defense MicroElectronics Activity

DMSMS Diminishing Manufacturing Sources and Material Shortages

DNA Deoxyribonucleic acid

DSCC Defence Supply Centre Columbus

DLA Defense Logistics Agency (former DSCC)

EASA European Aviation Safety Agency

ECIA Electronic Components Industry Association

ECMP electronic component management plan

ECS etectrontccomponent-suppiernetwork

EMS electronic manufacturing services

ERAI Electronic Reseller Association International
(see web-page http://www.erai.com)

ESD electrostatic discharge

EOS electrical overstress

EU European Union

FAA Federal Aviation Administration

FAR Federal Avionic Regulations

FFF form, fit and function

FIT failures in time

FPGA

FSC

G-19

GAMS

GIFAS%

HAST

HIS

HTOL

ID

IDEA

IAQG

iNEM m{ernatjonal Electronics Manufacturing Initiative
IP intellectual property

IPR intellectual property rights
ISP internet service provider
ITAR International Traffic in Arms Regulations
IUID Item Unique Identification
JIT just in time

JPO Japanese Patent Office
LTB last time buy

LDC lot date code

MBTF mean time between failures
MOD Ministry of Defence, UK

MTTF mean time to failure
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MSL moisture sensitivity level

NDAA National Defense Acquisition Act

NEDA National Electronics Distributors Association
NOVRAM non-volatile random access memory

OCM original component manufacturer

OEM original equipment manufacturer

OHIM Office for Harmonisation in the Internal Market (EU)
PCB printed circuit board

PCN productchangenotice

PRC People’s Republic of China

RECS Reliable Electronic Component Suppler
PUF physical unclonable function

RFID radio frequency identity detection

RAM random access memory

ROM read only memory

SEE single event effect

SEU single event upset

SER soft error rate
SIA
SRAM
TAPO
TSO
UK

UKEA
UNG

USA

WIPO
WSC

4 T

4.1

This {echnical specification minimises counterfeiting, recycling and fraudulent activities by
maintaining intellectual property and allowing the purchasing of traceable components.

Minimum avionics OEM requirements are defined in 4.2.
Subclauses 4.3 to 4.14.6 provide supporting information to 4.2.

Informative annexes are provided at the end of this specification and their content is subject
to change. Users of this specification are encouraged to review the latest data available
whenever referencing the content of these annexes.

e Annex A provides further cross-reference information for all the institutions and
organisations discussed in Clause 4;

e Annex B provides examples of aftermarket sources which shall be considered in
obsolescence situations (see 4.12.9);
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e Annex C provides an example of a typical Chinese RECS certificate (see 4.7.2 and A.9.3);

e Annex D provides a flowchart of IEC/TS 62668-1 requirements and their relationship to
external standards.

The key elements to control and understand are:

a) the definition of intellectual property (see 4.3);
b) the limitations of the term counterfeit (see 4.4);
c) the better term fraudulent (see 4.4.3);

d) what recycling is and why the avionics industry minimises recycling to in-house activities
oMy (See 4.0);

e) the use of original component manufacturers (OCMs) which prote eir Antellpctual

prpperty (see 4.7);
f) the use of approved franchised distributors or sources (see 4.10);

syspect
with

g) the use of risk management and component test procéss
urftraceable components from non-franchised distributors
IEIC/TS 62668-2 (see 4.12.6);

h) thge protection of OEM intellectual property, throug
management of all spares;

cycles including

i) the reporting of violations of intellectual prop nforcement (se€ 4.14,
A.7.2, A.8 for useful contacts).

4.2 |Minimum avionics OEM requiremen

The ajionics OEM shall:

anufacturers (OCMs) which contro| their
which include unique configuration confrolled

d recycled component process, in compliancg with
i include an anti-counterfeit management plan in
which can be based on plans such as SAE-AS5543A or
hall flow this requirement down to lower level suppliers

s¢ess only allowing the purchase of traceable components (see 4.12.3)|using

Reliable Electronic Component Supplier (RECS) approved original component
manufacturers (OCM) (see 4.7.2) and franchised distributors (see 4.10) wheife the
RECS scheme operates, e.g. China and the Far East. See Annex C for a typical RECS
certificate.

2) Where the RECS scheme does not operate, purchase traceable components:

i) direct from the original component manufacturer (OCM) (see 4.7) with any
appropriate traceability measures such as the use of Semiconductor Industries
Association Anti Counterfeit Task Force (ACTF) measures (see 4.7.7) or physical
unclonable function (PUF) features (see 4.7.10), as considered necessary;

ii) direct from USA Trusted Foundry Program (see 4.7.8) and/or from the USA Trusted
IC Supplier Accreditation Program (see 4.7.9) where required by customer contract
or considered appropriate;

iii) in situations where the component is obsolete, purchase direct from the franchised
aftermarket manufacturer (see 4.12.9 and Annex B);

iv) from franchised distributors (see 4.10)
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— which are preferably AS/EN/JISQ 9120 approved (see 4.9);
— which are also ISO9001 approved as a minimum requirement (see 4.8);
v) from non-franchised distributors (see 4.11) using IEC/TS 62668-2.

f) Have an AS/EN/JISQ 9100 process which avoids the use of unapproved brokers (see
4.11.5).

g) In the rare event an avionics OEM considers it is necessary to purchase untraceable
components, the avionics OEM shall:

1) Conduct and document an exhaustive search for traceable alternatives, including the
review of possible design changes to accommodate traceable alternatives and
aftermarket sources (qpp 412 in particular4 12 9 4 12 10 4 12 11 _and Annex P),

ments
Hulent
bment
aAnces

2)

components, using the requirements of IEC/TS 62668-2.
process will include conformity, quality, reliability and

aspects.
h) Have a process for repair and rework operations ( include
A$/EN/JISQ 9110 certification for all maintenance operg
i) Regport incidents of counterfeit and fraudulent activi (see

4.14).

j) Egtablish an anti-counterfeit awareness tral
which is provided for guidance a
records. In the case of newly hir
digcipline or department.

Discipline or awareness ral\ing) Frequency Comments
depafrtment
Sourcing, buying or Mces Every 2 Change frequency to anpual if
procuremejnt s of years there is a new major change or
ised), the development to be flowed down or
if the department has a poor anti-
counterfeit management| record
Subcontra¢t e ctors Should control their | Every 2
procuremept up y r an~avionics product, how years
c anges:a managed and approved
EM before implantation.
Hardware flesign sourcing cannot be done directly off Every 2
why approved suppliers are years
necessary; why franchised distributors are
necessary, etc.
Program management Why sourcing cannot be done directly off Every 2
the internet, why approved suppliers are years
necessary, efc
Component Type of testing which can be used to Every 2
engineering minimise the use of counterfeit years
components; how part numbers and non-
conformances should be managed, etc.
Goods receiving. Why visual inspection is necessary and why | Every 2
Goods inwards. attention to detail regarding part numbers, years
Stock room. labelling, certificates of Conformance and
Kitting, material kitting paperwork is necessary. How to raise
department concerns.
Supplier quality How to audit for anti-counterfeit. Every 2
. years
Checklists, etc.
Whom to discuss issues with and how to
manage corrective actions.
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Discipline or Type of awareness training Frequency Comments
department
Production assembly General awareness; how to report any Every 2
department concerns if part marking looks suspicious, years
etc.

Review production test failure trends and
investigate low yields which may be caused
by counterfeit or fraudulent components.

Test department General awareness for consideration of Every 2

counterfeit to be included in fault analyses years
or fault findings.

4.3

4.3.

Intellectual property

1 General

Anti-cpunterfeit activities start with the definition and knowledge of\wha orpperty
(IP) ig. Counterfeit occurs when the original manufacturer's” IR_is nged.
There bctual
prope

The W United
Nationps. It is dedicated to developing a balanced|and a i int stem,
which bment
while

WIPO bmber
Stateq states

and il collaboration with ot i i > neva,

Switz
Intelldctual Property offices:

rland. For further inforn hot hional

a) U$A: The Unite

b) UK: The Inte i h and
details of the on-H

c) Ed ectual
pr

d) CH

The fq

a) W ils of
legislations fromva wide range of countries and other related information (see A.1.4) and
includes the present members of the Global Network on Intellectual Property (IP)
Academies

b) The International Intellectual Property Alliance is a private sector coalition, formed in 1984
of trade associations representing the US copyright based industries in bilateral and
multilateral efforts working to improve international protection and enforcement of
copyrighted materials and open up foreign markets closed by piracy and other market
access barriers (see A.8.4).

c) The International Trade Administration, U.S. Department of Commerce Stopfakes
webpage (see A.8.2) has links to Intellectual Property Toolkits for other countries.

d) The USA Embassy in China webpage (see A.8.3) has very useful data for IP control when

importing goods into China.



http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.uspto.gov/
http://www.iipa.com/aboutiipa.html
http://www.trade.gov/
http://www.doc.gov/
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4.3.2 Definition of intellectual property
4.3.2.1 General

Intellectual property (IP) refers to creations of the mind: inventions, literary and artistic works,
and symbols, names, images, and designs used in commerce. This is property created
through intellectual or creative activity. It includes patents, trademarks, copyright and designs.
It can be owned, rented out, licensed, sold or given away.

4.3.2.2 Patents

Patents are territorial rights. Therefore, they apply in one country, in the European Union (EU)
or thrpugh the Patent Cooperation Treaty. A granted patent becomes property and can.ble
sold gr licensed out. A patent can last up to 20 years. For further informat N

a) WJPO (see A.1.3); or

b) th¢ European Patent Office (see A.7.3.);

c) the Chinese Patent and Trademark Office (see A.9.2);
d) th¢ Japanese Patent Office (see A.10.1).

4.3.2.B Trademarks

Thesq are signs, for example words, logos, picture A pinati . arks
are tefritorial and must be filed in each -

Thesq should be registered at:

offers

e W]|PO for the Madrid System for th
f i s by filing a single applicatior] (see

a foute to trademark

nati
co atr
A.[1.3); or

e OHIM in Europe (see A, unity Trade Mark" applicable to all EU mémber

states; or
e the¢ Chinese @1

o the United State : mark Office in the USA (see A.8.1 b)).

4.3.2.4

This i$ an whiehr’can be licensed or sold. Use © after your name.

4.3.2.p

A degign relates t e physical appearance of an item or part of it. Designs shoyld be
registeredsin your country or with the EU at OHIM (see A.7.4) or with WIPO (see A.1.3).

4.4 Counterfeit consideration
441 General

There are various definitions of "counterfeit" being used in the avionics industry at present,
which is essentially infringement of intellectual property rights. However counterfeit definitions
need to use the legal definition to ensure law enforcement can proceed with managing
counterfeit issues through the judiciary. The definition of counterfeit should not be confused
with recycling (see 4.6).

4.4.2 Legal definition of counterfeit

See 3.1.4 for the definition of "counterfeit" and 3.1.5 for the definition of "counterfeited
component". These definitions are based on ISO/WD 16678.


http://www.chinatrademarkoffice.com/
http://www.jpo.go.jp/
http://www.wipo.int/trademarks/en/
http://oami.europa.eu/ows/rw/pages/index.en.do
http://www.chinatrademarkoffice.com/index.php/tdreg/
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Each country typically has a slightly differently worded legal definition but generally all are
based on trademark infringement.

4.4.3 Fraudulent components

See 3.1.10 for the definition of "fraudulent component". Fraudulent components are
considered to be a subset within the suspect components perimeter; see 3.1.21 for the
definition of “suspect component” and Figure 1. Suspect components require further
investigation to determine if they are fraudulent, fraudulent recycled or counterfeit
components.

H n I In+ L. a5 # r lﬂl:u n‘ '3 oot n+ & faoll A ih +rnl { eRey A r A #rnm {rn A I n+ & it
NOTE } ¥ W foH ctivities

T

through the banklng system and therefore there are many more successful Iegal convictions for fraud than for
counteffeit activities. Also as the electronic component recycling market expands there (is a huge temptafion for
unscrupulous brokers to trade hard to find recycled components as being in a new * sed’_condition) in drder to
realize|a greater profit. The sale of fraudulent recycled components as being in\ a ‘ sed™condltion is

therefofe increasing as the electronics recycling industry expands.

SUSPECT

%AUDULENT

RECYCLED

O

1 — Suspect components perimeter

IEC

4.4.4 ablish\traceability

See 311.22 forthe definition of "traceability".

4.4.5 Reasons for the loss of component traceability

Many components lose their traceability (see 3.1.23 for the definition of "untraceable") back to
the original manufacturer. This can be caused by:

a) Poor housekeeping and record retention either by distributors or OEMs. Many OEMs move
stock from one location to another and in the process lose the traceability paperwork.

b) Often OEMs sell off surplus stock back into the supply chain, without the traceability
paperwork and then attempt to buy it back in. Such components are then identified as
‘suspect’. As there is no traceability, this stock becomes known as possible ‘counterfeit’
stock.

c) Distributors not checking back through the supply chain as to whether the components
have traceability back to the original manufacturer. Many non-franchised distributors will
not be able to manage this traceability. The supply chain may be very long and after a
certain point down the supply chain, information may not be obtainable. This lack of
knowledge makes the components ‘suspect’ and hence considered as possible counterfeit
stock.
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d) Using inappropriate distributors, which are not AS/EN/JISQ 9120 certified, which although
they may typically supply direct from manufacturers, cannot prove that this is the case as
their warehouse operations and traceability processes are not able to track individual lots
of components and where they originate from.

e) Commercial grade components which are not supplied with full traceability back to the
OEM.

4.5 Why is counterfeit a problem?

4.51 General

erfeiting’ (see A.10.1).

4.5.2 General worldwide activities combating counterfei
4521 General

There| are currently several anti-counterfeit acti nich  will  assist law

enforgement activities, as follows.

4.5.2.p Anti-Counterfeiting Trade _Agreef

ACTA| establishes a new international leg: ame » ountries can join on a vollintary
basis [and will create its own governing i ing international institutions sych as
the World Trade Organization (WTO), al Property Organization (WIRO) or
the United Nations.

The 11t and final round o iatic of the Anti-Counterfeiting Trade Agregment
(ACTA) was conc S in, Tokyo,»Japan, on 2 October 2010 (see Clause A.2).

Particjpants in the yotiati j éd Australia, Canada, the European Union| (EU)
repregented by ission and the EU Presidency (Belgium) and the EU
Member States, ico, Morocco, New Zealand, Singapore, Switzerland and

the United S
ACTA ai stablish a\comprehensive, first-time, international framework that will jassist
partiep K W ih their efforts to effectively combat the infringement of intellpctual

prope [ . Hnh particular the proliferation of counterfeiting and piracy, which undermines
legitimate trade and.the sustainable development of the world economy. It will include |state-
of-th%art provisions on the enforcement of intellectual property rights, including provisigns on
civil, gritminal, and border enforcement measures, robust cooperation mechanisms gmong
ACTA Parties to assist in their enforcement efforts, and establishment of best practices for
effective IPR enforcement.

4.5.2.3 Government/Authorities Meetings on Semiconductors (GAMS)

GAMS, founded in 1999 by a multilateral Joint Statement on Semiconductors, aims to promote
the fair and open global trade and growth of the global semiconductor market through
improved mutual understanding between industries and governments. It now has members
from the Semiconductor Industries Associations in China, Chinese Taipei, EU, Japan, USA
and Korea. The Joint Statement is reviewed every five years. The Joint Statement provides
for industry to make reports and recommendations to governments on policies that may affect
the future outlook and competitive conditions within the global semiconductor industry through
a CEO-level World Semiconductor Council (WSC) (see Clause A.3). Topics under discussion
include counterfeit prevention issues. The 2009 meeting affrmed the members’ agreement to
undertake enforcement measures against semiconductor counterfeiting. The European


http://www.jpo.go.jp/cgi/linke.cgi?url=/torikumi_e/mohouhin_e/survey_report.htm
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Semiconductor Industry Association (ESIA) (see Clause A.3) is chair of the counterfeit
committee. This committee has recently published a white paper on anti-counterfeit measures
(see 4.7.7 and Clause A.3) and has excluded DNA fingerprint marking of components as a
viable technique to mitigate against anti-counterfeiting (see 4.5.4.4).

4.5.3 Cultural differences

Many cultures are not familiar with the concept of intellectual property and fail to comply with
the WTO intellectual property definitions (see 4.3). As worldwide trade increases it is
essential that all worldwide organisations comply with intellectual property definitions. Failure
to comply can result in claims of counterfeltlng when there is no intent to deceive. For

comply completely with the customers’ requwements A local substltut i
solutipn for a quick delivery. However, it is essential that any substi
materjals are declared to the customer and that customer appros
shipping these alternatives. Failure to inform the customer ca S i sustomer
declafing the components are ‘suspect’ and hence ‘counterfeit’.

4.5.4 Counterfeiting activities and avionics equipme

4.5.4.11 General

Avion

e THe obsolete components are diffi ind gk i istributprs or
the in

e Lgng deliveries e.g. > 26 weeks may-bx i hised

affermarket sources or the OCM.

e Limited quantities may on

Thesq situations typica
the cdgmponent lifecycl
avionics OEM typicall
Thesq situations
avionics industry.

50 the
5igns.
it the

A ma
counte

illed by

This i
past
addrep
counte
very

sophigti
achvme3|mprove

Today it is quite common for counterfeit and fraudulent electronic components to visually
appear genuine, operate electrically at room temperature and somewhat over temperature
extremes. Counterfeit detection methods today therefore have to be more sophisticated than
just a visual inspection and knowledge of where the component was last purchased from.

However counterfeit activities can have a more malicious intent. As counterfeit sophistication
increases, it will become more difficult in the future to distinguish between counterfeiting
activities which are just commercial endeavours to make a profit and those which are
genuinely intended as sabotage.


http://www.eeca.eu/index.php/esia_home/en/
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4.5.4.2 DOD counterfeit issues in the USA

The recent report GAO-10-389, published by US Government Accountability Office on 28 April
2010, highlights the risks of counterfeit parts to the USA DOD.

Also the January 2010 report "Defense Industrial Base Assessment: Counterfeit Electronics”
published by the US Department of Commerce extensively reviews counterfeit activities and
strongly recommends:

a) Buy components directly from the original component manufacturer or the approved
franchised distributor.

b) Mg jh the
ude of certificates of conformance or test certifications.

c) Maintain approved supplier lists and criteria of supplier approval.

d) E

e) Us ents.

f)  Us , e.g.
X

g) Us

h) D non-
working electronic components

i) Pn its for
m

j) TH bcting
cQ

At th » i ectual

Propelrty (see GAO-1 ' i i i insi i rts to

quant|fy the effects of cou i irated ods in the US economy. The concludion is

that IR theft is g@

4.54. iabilit

Coun sle components are a serious threat to the safety of avjonics

equip e the expected reliability that the original authentic compgonent

has. S good design controlled by the original manufacturer| with

contrqlled N and handling. Reliability can never be screened into a compgonent

afterwar

Tracepble _components perform as expected to the manufacturer’'s published datasheets,

exhibiting\the expected component life in the application for the OEM'’s reliability predigctions

and pfoduct warranty.

Untraceable or suspect components, which may or may not be counterfeit, have no
information as to how the component has been stored or handled and whether it has been
subjected to ESD latent damage, moisture damage, shock or vibration, etc. As a result of this
lack of knowledge, it is impossible to attribute untraceable components with having the same
reliability as traceable components.

4.5.4.4 Defense Logistics Agency (DLA)

The DLA sources various US Military specified component categories for various US defence
programs.

2 Numbers in square brackets refer to the Bibliography.
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The DLA has recently established the Qualified Testing Suppliers List (QTSL) to assist with
the sourcing of near obsolete components using SAE AS6081, see A.8.13; see A.8.13 also,
when sourcing components from non-franchised sources.

As of August 2012, a new clause in the Defense Logistics Acquisition Directive (DLAD)
52.211-9074, Deoxyribonucleic Acid (DNA) Marking on High Risk Items, will be included in
new solicitations and contracts for Federal Supply Class (FSC) 5962 electronic microcircuits
when the microcircuit description states that the microcircuit requires DNA marking. The
clause requires contractors to provide microcircuits that have been marked with botanically-
generated DNA produced by Applied DNA Sciences Inc. or its authorized licensees if any; see
A.8.13.

Howeper this marking requirement is unpopular with the Semiconductor lry Assiogiation

(SIA) many of whose members are refusing to bid for working with the D

De

The fecent 2013 appraisal of the US FY2013 National
acknowledges this (see A.8.13).

4.5.4.p USA NDAA section 818 anti-counterfeit legisi

The | luded
sectio esses
how t ly chain. Severe penal and
finang isati i olved
in df fence
organ s and

OEMS9. These penalties are alleviated i
management plan using for example S

The O i e ytion Policy, number DoDI 4140.67 and is
prepafing a DFAR for ™\ ) 3 n the
webpage, see A.8,14. ng the
term frusted su’ 478
and 4]7.9) and is\avai at this
term ‘frusted supplie tional
members of the count

of intgrnational.su

This ounterfeit activity is in addition to DoDI 7050.05 concérning
remedie ption-related procurement activities which are already publighed.
4.5.4.p anti-counterfeit guidance

The UK{DOD has created an interactive webpage (see A.6.7), to provide guidance fof their
supply-ehain-

4.5.5 Electronic components direct action groups

Several electronic components manufacturers take direct action working with local law
enforcement to seize their counterfeited components and associated tooling. An example is
the non-profit organisation BEAMA for the electrotechnical industry in the UK and Europe,
which represents over 300 manufacturing companies and conducts raids of suspected
factories and distributors passing on counterfeited components (see A.7.7). In addition the
anti-counterfeiting task force of the WSC (see Clause A.3), works with customs and law
enforcement to eliminate counterfeits in the supply chain.
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4.6 Recycled components
4.6.1 General

See 3.1.17 for the definition of “recycled component”.

This is a legal activity when the components are sold as being recycled. Many industries use
this practice to recover expensive chipsets, e.g. the telecommunications industry where
expensive ASIC components are recycled from returned mobile phone handsets. In itself
recycling is not illegal if all parties in the transaction understand that the components are
recycled.

NOTE | The electronic recycling industry is increasing massively as the world uses more consumer produ¢ts that
are typ|cally replaced by upgraded models every few years. The replaced discarded consumer products ‘are|sent to
worldw|de recycling centres, many of which recycle the components using uncontrdlled entially
causing component ESD and physical damage making them unsuitable for future ADHP

4.6.2 Why does the avionics industry not use recycled compo

The apionics industry has to ensure that all flight equipment 1as/a i oduct
life in[line with the predicted repair and service life to en ic i not endang;ered
Typically an OEM will calculate a mean time betweep—failure mean
time fo failure (MTTF) prediction in order to establish ) i . These
calculptions assume all components are new, or (con |ere as int of
|ntrod ctlon into flight use and that no useful cg i i onent

Genefally recycled components have ne. output L 0 measure and determing how
much|useful life has already been u Hicted
remaiping life cannot be ac urately ca uI i i by the
OEM.| Also the process «©f its , can
introduce component damag L lCI or EOS Iatent damage which canmot be

immedgliately detected ct the

remaining compOﬁnt
4.6.3 When do fe
ADHH OEMs typ|

orderg have
components. ohents or products entering ADHP OEMs are thefefore
considere udulent recycled components” when evidence of prior lise is
obseryed~on 18\( ponent package or termination, e.g. where typically there is evidepce of
soldef presen minations or the terminations have been re-plated or re-attgched.
Typically, inthese_situations, the supply chain traceability back to the OCM (see 3.1.22) has
also been—loest and~the recycled components have been fraudulently sold into the ADHP
supply .chain as being "new" or "unused". For ‘more |nformat|on on fraudulent compgnents
see 4 i - "_alctivity

rather than "counterfeit" activity, where the fraud is the selling of recycled components as
being new or unused.

?

chase
ycled

NOTE This practice is increasing particularly for hard to find expensive obsolete components as the electronic
component recycling industry increases due to the turnover in consumer products for upgraded modules.

However, ADHP OEMs may use an internal recycling practice when repairing their assemblies
in-house, using their internally controlled repair conditions, which include supply chain
traceability back to the OCM, as defined in the IEC/TS 62239-1 ECMP, which is approved by
their customer.
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4.7 Original component manufacturer (OCM) anti-counterfeit guidelines
4.7.1 General

It is important that all OCMs use anti-counterfeit measures when manufacturing, producing
and selling their components. The following are typical measures which should be used on a
worldwide basis unless the scheme is specific to a region or country as stated in the
respective paragraph.

4.7.2 Chinese Reliable Electronic Component Supplier (RECS) audit scheme

This auditing scheme operates in China and was promoted by GAMS 2009 and by the WSC.

The RECS scheme announced the first thirteen qualified enterprises in January 200§ (see

A.9.3).

The RECS system certifies and authenticates electronic compgne ) 5 and

authofized distributors which provide products from legal and reI| C BS. $ was

established in response to a growing trend of counterfeit prod i desigmned to

promqgte legitimate product sources and educate China e from

reliable sources of electronics components while ensun tF ility of

produpt sources. RECS is identified by the China Quah ‘ 2ame gociati d the

China| Electronics Enterprises Association Procure 3 [ inigtry of

Information Industry which jointly organized and implem

NOTE | However, there is concern that this is/hot heing 2 3 ( ivity in

the las{ few years.

4.7.3 Original component manufag ‘ Q 9001 and AS/EN/JISQ 9100 Third

Party Certification

When| OCMs are third p udj 3 i , thi cates

manufacturers and their manufacturing fagiities and product lines, as all addresses lisfed on

the certificates have 9 2 and It is
100 or

ertified manufacturers. Note that ISO 9001 has no
rds and therefore does not guarantee comgonent

therefpre highly reco
as a minimum f@s
minimum benchmat

quality.

The [AQG (¢ i abase (see A.8.15), can be used to verify AS/EN/JISQ
9100/P110/9120 certificat

4.7.4 ponent manufacturer (OCM) trademarks

All OCMs _shall p t their intellectual property and have a registered trademark of logo
registered.with WIPO, etc. The Semiconductor Association recommends that trademarks be
registered’within all countries within a trade free zone to ensure counterfeiters do not import
their components through the member country where the trademark is not registered. In
Europe trademarks can be registered with OHIM (see A.7.4) for a "Community Trade Mark"
applicable to all EU member states. Component trademark infringement is the most common
cause of counterfeiting.

4.7.5 Original component manufacturer (OCM) IP control

Manufacturer intellectual property control is typically by control of patents, control of design,
use of trademarks and logos. A crucial part of the design control is the control of the final
acceptance test program (ATP test software and test stations) and control of the published
datasheets. ATP test software and test stations should be numbered and critically controlled.
Datasheets (see 3.1.8) should be published in a locked format so that they cannot be edited
and should also contain the manufacturer’s logo or trademark. For COTS parts, only the data
published in the OCM datasheet is the OCM’s design information which is controlled by their
intellectual property rights.
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4.7.6 Original component manufacturer (OCM) physical part marking and packaging
marking

OCMs secretly control their final part marking activities, typically through in house operations.
However, it is essential that the OCM’s trademark which is physically marked on the
component is the same as the trademark registered with WIPO (see Clause A.1) and is as
expected as per the OCM information. OCMs add additional physical markings to authenticate
their products, using special font size, font spacing, letter and number positioning, special
laser or ink marking etc. with:

e trademarks;

° lot-date r\r\ﬁlnc;

. ur]ique location codes;

o wdfer lot date codes;

e special exterior package marking;

e other proprietary codes for traceability.

OCMg B limit

to thsg some

propri

o IS bmbat
co

e IS

e IS 3 ing of
ch ) of transport units which may be
re t supply
ch

e U$ nique
Ide

4.7.7 LTF)

SEMI| i bperty

webpage (se A i i i [ g$ed to

avoid i

Chip new

stand

o SEMI T20 Specification for authentication of semiconductors and related products

o SHEMIF20.1 — Specification for object labelling to authenticate semiconductors and related
pl'.;dubta an open rmarket

e SEMI T20.2 — Guide for qualifications of authentication service bodies for detecting and
preventing counterfeiting of semiconductors and related products.

These new standards help trusted manufacturers of authentic goods and use strongly-
encrypted batch numbers. Using a free authentication service, anyone considering the
purchase of a batch of goods can use the encrypted batch number as the basis for a
validation check. Secure serialization is a major deterrent to counterfeiters. Although secure
serialization systems alone do not prevent the copying or theft of codes, they can be effective
at detecting that such fraud has occurred. Thus, secure serialization serves as a deterrent
and an early warning system. Developed for use with semiconductor circuits and devices,
these procedures can also be extended to apply to other electronic parts and other types of
products.


http://www.semi.org/en/About/index.htm
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The SIA has published a white paper in August 2013 where they discuss their recent activities
in the fight against counterfeit components, see Clause A.3. This white paper concludes that
the best strategy is to buy components from OCMs and their franchised distributors including
franchised aftermarket distributors and to avoid buying on the open market or from non-
franchised sources.

4.7.8 USA Trusted Foundry Program

The USA DOD in response to several counterfeit issues has set up new policies including the
Trusted Access Program Office (TAPO) (see A.8.8), which are responsible for finding and
maintaining suppliers of trusted microelectronic parts for USA Military and USA Mission
Assurance (‘afpgnry ] systems (Dnnl 8500 7) critical programs

Trusted suppliers are now managed by the Defence Micro Electronic DMEA) (see
A.8.9) where a list of accredited suppliers is maintained.

This qurrently protects custom ASIC components used in critical™ ica s, Such|items
are typically designated ITAR controlled components. Users should AR status of
any components used from ‘Trusted Foundry’ manufacturers.

For an example see A.8.9, where the manufacture ustom components, with a

Unique Number Generator (UNG) which is a die specific jidentifi an in a 256 x 1 bit|serial
acces € lly at wafer level test| after
packalge assembly and in the field and’i ) . 125 °C. These ROMs can
be placed in several locations on a di ' fferenty circuit/ elements. This prevents re-

engingering and acts as a counterfeit dete

4.7.9 USA Trusted IC Supplier Acc

DMEA (see A.8.9) also include Trustedy\Te ouses, brokers, post processing facjlities,
packalging/assembly/test facilities, ‘ete\tAccredited Trusted suppliers are awarded Trusted
Suppljer certifica i ith an expiry date listed on the certificate) which
can be found on

4.7.1¢

For a|good definition ofyP hich is a cryptography term, see Clause A.11, where various
silicon, SF i agnetic PUF examples are described. This is a new emegrging
technolog ith\immedi applications for preventing counterfeit activities for example| RFID
tags gnd mih applicatigns.

Howeyer, mew research is concerned that this technology can be tampered with and suggests
this slrould be used with caution (see Clause A.11).

Organisations and products which can assist with this new technology include the Hardware
Intrinsic Security (HIS) Initiative, launched in May 2010 (see Clause A.12). This technology
exploits the unique ‘electronic fingerprint’ found on each semiconductor (see 3.1.18), the
physical unclonable function (PUF).

4.7.11 Original Component Manufacturer (OCM) best practice

OCMs should ensure that rigorous control is maintained over their subcontractors, including
CEMs or EMSs to ensure that scrap, pilot runs and bad yield components are disposed of
beyond use. This will ensure that these components are not sold onto the open market
through non-franchised suppliers to OEMs. OCMs should also aid their distributors and OEMs
by stating on their documentation when components have been legitimately re-marked. OCMs
should also provide part marking verification processes, e.g. websites with look-up


https://www.tapoffice.org/
http://www.dmea.osd.mil/trustedic.html
http://www.dmea.osd.mil/trustedic.html
http://en.wikipedia.org/wiki/Physically_unclonable_function
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information for OEMs and other users to verify physical component markings and tamperproof
labels or tags (see Clause A.13).

4.8 Distributor minimum accreditations

It is recommended that all distributors should have the following minimum third party
accreditations:

e International Organization for Standardization (ISO) 9001: a quality management system
standard.

e |SO 14001: an environmental management system.

e SthAndard Occupational Health and Safety Assessment Series (O
ocicupational health and safety management system specification or ¢

AS) 1800[: an
nt procgdure.

0.20: an

e Anmerican National Standards Institute/Electrostatic Discharge
E$D control program standard or equivalent procedure.

4.9 |Distributor AS/EN/JISQ 9120 Third Party Certificatio

AS/EN ¢ - ndard
for stockists/distributors. It manages avionics distributj ents and i h the
OEM | AS/EN/JISQ 9100 requirements. 3 | with
tracegbility back to the original manufacturer is a k S q 9120
certification process. The contract review sectio \ : i irgs that
all digtributors in the scheme clearly eable
compopnents or untraceable components. 9120

certification if they supply untraceable the order is for trageable

components.

Both franchised distributars ) sed distpi i 9120
certification.

It is recommended\th led by
avionics OEMs @* hbase
(see A.8.15), can be

4.10
4.10.1

Manu ibutor

netwo

Thesq franchised distributors are approved for a stated time-frame by the OCM, e.g. anphually
or evgry'2 years. Also a distributor may only be franchised for one manufacturer and not for
all the manufacturers on their Tine card. There appears o be no central database whereby all
franchised distributors and their approval/disapproval dates are maintained historically over
time. OEMs are advised to keep their own records of when a distributor is franchised for a
given manufacturer and when this franchise ends.

Information about authorized franchised distributors of semiconductors is available as follows:

e The Electronic Authorized Directory (see Clause A.5), is organised by Rochester
Electronics for the Semiconductor Industry Association (SIA) and has been established by
the SIA as an anti-counterfeit measure.

However, the most up-to-date information should be checked on the OCM website page
dedicated to: local sales, distribution offices, sales and distributors.


http://www.authorizeddirectory.com/
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Franchised distributor associations are now becoming more stringent on standards for
membership. These are evolving from networking clubs into standard bearers for best
practices.

Examples of distributor associations are:

a)

ECIA, the Electronics Components Industry Association, a non-profit organisation in North
America (see A.8.11) which produces guidelines including:

e NIGP 113: NEDA Guidelines for Product Returns.

e NIGP 109: Guidelines for distributor assessment of manufacturer performance.

b) iation
chise

c)

A ne ¢ nittee,

SAE AS 64963 (see Clause A.17), to address how ~ chain

mitig

4.10.2

Franchised distributors control manufa s and

can dccept back unused stock from h the

required traceability (see the NIGP 11
US ddfence components ca

4.10.3

Franchi

4.10.4

All frajnchi

4.1
4.11.1

See 31112 for the “non-franchised distributor” definition

pstroy

r.2).

General

The supply chain for components purchased through non-franchised distributors can be very
long. There is the possibility that several distributors and brokers will be involved. The non-
franchised distributor will not always know the other sources in this long supply chain and at
some stage in this supply chain the components may become ‘suspect’ components.

It is recommended that OEMs manage non-franchised distributors in accordance with 4.11.4.

3 Under consideration.


http://www.nedassoc.org/
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Non-franchised distributors can also be AS/EN/JISQ 9120 Third Party Certified. The

IAQG

online Oasis database (see A.8.15), can be used to verify AS/EN/JISQ 9100/9110/9120

certificates.

Non-franchised distributors also need to establish a procedure for how to deal with suspect

components as they cannot return them back again into the supply chain without being |
liable for handling counterfeit components and being accused of fraud.

For more information, see IEC/TS 62668-2.

4.11.2__CCAP-101 certified program for independent distributor

egally

The Qomponents Technology Institute Inc. (CTI) in the USA has establis
certified program for independent distributors (see A.8.12), to define ma
detect and avoid the delivery of counterfeit electronic components to

4.11.3 SAE AS6081

SAE AS6081 is published for the non-franchised distributo '
with qome testing as detailed in SAE AS6081 to avoid counterfeit,
components in the supply chain. Such components may no

origingl component manufacturer (OCM).

The [ECQ has established an audijt
AS6081, see A.7.6.

The OLA has adopted SAE AS6081 on Ju
the distributor which tests .componen

Howeyer, an OEM ne

as thgre may be

and the parts aéi}l i S appllcatlon as the non-franchised distributq
no knpwledge of the n. Avionics OEMs may prefer to take direct
themdelves and manage thecentire st chaln and select appropriate testing using Ik
62668-2, see 4.11.4.

components ast is \impossible, with the vendor (OCM or franchised distributor) red
programs in_place-today, to supply all the components needed from franchised distributo

P-101

ices to

r sale
ycled
to the

SAE

audits
n the

56081
56081
r has
action
C/TS

eable
iction
['S.

For mprevinformation, see IEC/TS 62668-2.

4.11.5 Brokers

Use of brokers (see 3.1.2) for the purchase of avionics components is not recommended.

For more information, see IEC/TS 62668-2.

4.12 Avionics OEM anti-counterfeit guidelines when procuring components
4.12.1 General
OEMs shall have anti-counterfeit management plans in place based on their:

e AS/EN/JISQ 9100 procedures; and
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e |EC/TS 62239-1 ECMP which includes obsolescence management.
4.12.2 Buy from approved sources

All components, which should be selected from approved manufacturers which use
trademarks, logos and other intellectual property controls, should be bought from authorised
sources with traceability back to the OCM, using the OEMs AS/EN/JISQ 9100 approved
processes. All authorised sources should be either ISO 9001 or preferably AS/EN/JISQ 9100
or AS/EN/JISQ 9120 approved, and should be either the OCM or their authorised approved
franchised distributor (see 4.10). The IAQG online Oasis database (see A.8.15), can be used
to verify AS/EN/JISQ 9100/9110/9120 certificates.

SAE ARP 6178, which is an audit checklist, may be a useful tool in a ing sourges of

supply (see Clause A.17) and could become part of the OEM AS/EN roved
supplier process.

4.12.3 Traceable components

AS/EN/JISQ 9100 requires demonstration of conformity to efinition. tronic
components this can be shown by traceability back to the origi ) dlidate
they gre genuine and conform to the stated specificationfda S

Most pvionics OEMs therefore require that all co ¢ hased’are traceable back to
the original manufacturer, as most O el C their
programs where the buyer at the poin{ of ordefi \ vhere the component Vill be

used gnd whether the application is flig buyers shall ensure there is
full traceability on all stock ordered and rai tal non-conformance purchase qleries
when |only non-traceable stock can b . issshall_apply to any procurement prpcess
including direct line feed (FL) operat i

any trpditional stockroom §itua

Comppnents have ful 3 ili hased from the original manufacturer,| their
franchised distributar O i i fte market supplier of packaged final product jor die
or wafers or the ) anchised distributors (see 4.11.4). Traceable stpck is
also available throug Q 9120 certified distributors which may be franchiged or

non-frianchised distrib . ificate of conformance can be requested confirming this
tracegbility (see 3.1.2 ‘

It may be necessar M to establish special contractual agreements with distributors
to engur€ tha ' are fully traceable back to the OCM prior to the placement ¢f any
orderg. i 3 al_agreement should be part of the OEM AS/EN/JISQ 9100 distfibutor

assespment and apprval process (see 4.12.2).

All OBMs, should order traceable stock as a first priority as safety is paramount.

Supply chain delivery tracking schemes can assist this process for example DoDI 8320.04
Item Unique Identification (IUID) methods.

4.12.4 Certificates of conformance

This is the traditional way of checking traceability back to the original manufacturer. A
certificate of conformance signed by the OCM not only shows traceability but also conformity
to the product design. These OCM certificates of conformance are routinely used by avionics
OEMs to underwrite their airworthiness certificates, as the certificates of conformance provide
evidence that the components have been validated as conforming to their product design
characteristics. It is typically a written statement signed by the quality manager of the
distributor or company selling the component with a written guarantee that the component
supplied is new, unused and traceable back to the original manufacturer. This information
may be held electronically in a database or in paper form.
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Note that certificates of conformance may only be the supplier’s certificate of conformance
and not the OCM’s certificate of conformance. These may also be counterfeited.

4.12.5 Plan and buy sufficient quantities

OEMs often only buy components with a two-year forecast as that is the only order cover that
they themselves have for the products they deliver to their customers, even though the
product has a lifetime of 15 years plus maintenance time. Often the OEM also operates ‘just
in time’ (JIT) ordering procedures. The result is that OEMs typically do not buy enough
components or even miss last time buy (LTB) opportunities. It is essential that every OEM
operates an Obsolescence Management Process which may be in accordance with their
IEC/TS_62239-1 ECMP or their GFIA-STD-0016 DMSMS management plan and maqnitors

component requirements throughout the lifecycle of their product.

OEMS¢q JIT policies need to be rationalised with their obsolescence ma \ icies. Risk
could [be better managed by arranging more ‘one time buys’ deperdi 3 i on or
by ordering periodically to maintain the link with the OCM, for yonent ich a n the
verge| of obsolescence than waiting for the last time buy (LTB 9 C . Hition,
LTB sfock requires careful management and storage (see the.guideli 35).

4.12.§ Use of non- franchised distributors

The upse of non-franchised distributors (see 4.11 ble as

they require direct management. Their A stock
being|procured. The OEM has to mana , g fully
tracegble components and when they are\shipping - highly
reconimended that all non-franchised -distri ¢ 5 this
distingtion will be clearly identified on ’ nsider
the upe of various tools which are non-
franchised distributors forKexample:

1) SAE ARP 6178 (sege

2) iNEMI anti-c f

When| non-franchiséd”distrib ) follow
the rgquirements hased
components be te (see

3.1.14), is typi

4.12.7

The use of upapproved brokers (see 3.1.2) for the purchase of avionics components [is not
reconmended;-es ially brokers which operate off the internet (see IEC/TS 62668f2 for
more |nformation).

4.12. Contact the original manufacturer

The OCM may organise a new production run of an obsolete product or infrequently
manufactured product, if there is enough die left over in wafer storage. This may not be
visible on the website and direct contact with the OCM is needed to determine if this is
possible.

4.12.9 Obsolete components and franchised aftermarket sources

Obsolete components are often the greatest sources of counterfeit or recycled components in
the supply chain. Obsolete components may be available in franchised distribution for
considerable time after the last time buy (LTB) announcements. Care should be taken to
monitor the lot date codes (LDCs) in the LTB announcements to ensure the parts offered for
sale are genuine. The OCM may assist with this LDC verification. In addition various
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obsolescence and active counterfeit monitoring tools are now available to assist OEMs
monitor LTBs, PCNs and counterfeit reports so that the LDCs can be quickly verified.

Obsolete components which are still available from franchised ‘sunset’ or manufacturer
approved ‘aftermarket’ sources (see 3.1) shall be used before sourcing untraceable
components. See Annex B for examples of aftermarket sources.

It may be necessary to verify this franchised agreement between the franchised ‘sunset’ or
‘aftermarket’ manufacturer and the original manufacturer e.g. by asking for the franchised
agreements, letters, searching for press releases, published statements, etc.

Wher¢ only franchised die is available, the die may be packaged up by
packaging houses, (see Clause B.3) and approved in accordance wit
62239-1 ECMP or GEIA-STD-0016.

hird party,chistom
EMsEC/TS

Obsorte or soon to be obsolete components should be identifie o-pctive

obsol¢scence procedures based on one or more of the following

e IEC/TS 62239-1,
e GEIA-STD-0016,
e IEC/TS 62402,

o SD-22.

4.12.10 IEC/TS 62239-1 approved alte

Where no traceable or aftermarket cmponen be found, the OEMs should copsider
using |their IEC/TS 62239-1 EIectronlc Comporen gement Plan (ECMP) process fo find
tracegble IEC/TS 62239- paorents which are form, fit and function alternptives
suitablle for the applicatio

4.12.11 Product Sd Si

Wherg¢ there are no’fy et or IEC/TS 62239-1 alternatives available, thg OEM

shouli consider a red aceable components can be used. The redesign cotld be
to develop a\sm ing’ or ‘daughter PCB’ rather than redesigning the [entire

limite

PCB.

4.12.12

Wher¢ all othef/s of supply are exhausted and there is no opportunity for a pfoduct

redes|gn, untra tock is often considered to be the only solution. However, proguring
untrageable stock is~a high risk process with no guarantee of success as it is highly likely that
counterfeit“components will be found. Also the legal implications of what to do |f the
companents are pmvpd to he counterfeit have to be considered as ’rhpy cannot be mixled up
with good traceable stock and cannot be returned into the supply chain. Returning such
components back into the supply chain means that the returner is trading illegally and may be
liable for prosecution. Components found to be counterfeited should be quarantined and
retained for evidence and the matter should be reported to the relevant enforcement authority
(see 4.14, A.7.2, and Clause A.8 for useful contacts). Non traceable stock should be managed
within an OEM anti-counterfeit management plan (see 4.12.13).

4.12.13 OEM anti-counterfeit plans including SAE AS5553 and SAE AS6174
4.12.13.1 General

The OEM shall have an anti-counterfeit, fraudulent and recycling plan in accordance with this
specification, see 4.2 in particular 4.2 ¢).
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The OEMs which do not have an SAE AS5553A plan shall meet the requirements specified in

4.2 c).

The OEMs that have an SAE AS5553A anti-counterfeit plan for electronic components may
include it in lieu of the requirements listed in Table 2 in their IEC/TS 62668-1 anti-counterfeit

plans.

SAE AS5553A is a very comprehensive document targeted at general industry and written for

USA

users

(see Clause A.17 for further information),

components coming into a business.

but only applies to electronic

In addition to the management of electronic components coming into
62668-1 also includes the management of an OEM’s IP of all the prod

busin
or ass

emblies) and repairs.

Table 2 — IEC/TS 62668-1 requirements waived if
SAE AS5553A plan

siness,|EC/TS
bf the
nents

IEC/TS]

requirement

62668-1:—

Satisfied by SAE AS5553A

requirement

\gf\lotes for avipnics

EMs when wr|ting an

SAE AS5553A plan as
a basis for|an

IEC/TS 626681 plan

4.2 a)

4.2 b)

ourcing or buying
ponents.

Refer to an
IEC/TS 62239-1
plan addressing
obsolescence
management an
component seledtion
and qualification|rules
for avionics OEMs.

ECMP

4.2 ¢)

irs and sale of individual

i )
a
S into)the market place.

Issue a cross reference
matrix based on [Table 2
to show how the|SAE
AS5553A plan satisfies
the IEC/TS 6266B-1
requirements.

4.2 d)

‘No—
is_invoked.

ot unless AS/EN/JISQ 9100

SAE AS5553A is written for
general industry and does not
mandate the use of
AS/EN/JISQ 9100.

Base your SAE
AS5553A plan o
AS/EN/JISQ 910
procedures.

your

(=)

42e)

BdbU youl SAE
AS5553A plan on
traceability through the
supply chain.

4.2e) 1)

No.

The Chinese RECS scheme
is not acknowledged by the
SAE.

Include the Chinese
RECS scheme if your
company buys
components from China.

4.2e)2)i)

Yes.

Base your SAE
AS5553A plan on
traceability through the

supply chain.
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IEC/TS 62668-1:—
requirement

Satisfied by SAE AS5553A

requirement

Comments

Notes for avionics
OEMs when writing an
SAE AS5553A plan as

a basis for an
IEC/TS 62668-1 plan

4.2e) 2) ii) Optional requirement depending SAE AS5553A does not Allow your SAE
on customer contract. acknowledge this optional AS5553A plan to be
contract requirement using customised using USA
No. USA trusted sources. trusted suppliers where
required by contract if
you have USA
customers.
4.2 e) 2) iii) Yes. Base your SAE
AS5553A plan of using
i harket
b part is
4.2 e) 2)iv) Yes.
gh the
4.2e) 2)|v) No. Base your anti-
counterfeit plan ¢n using
C/TS 62668-2 ffor
managing non-
franchised distrifputors.
4.2 f) Partially. Base your anti-
counterfeit plan ¢n your
AS/EN/JISQ 910D
procedures.
4.29g)1 Partially Base your anti-
counterfeit plan ¢n using
i IEC/TS 62239-1 [for
assessing the rigks and
considered before going to an | considering alternate
raceable part sourced solutions based pn a
from a non-franchised traceable part bdfore
source. derogating and
procuring an
untraceable part|outside
the OCMs and
franchised distrilputors
network.
429)2 ) \\> SAE AS5553A minimum Base your anti-
requirements do not refer to counterfeit plan ¢n using
IEC/TS 62668-2 and do not IEC/TS 62668-2 [for
mandate the use of managing non-
A AS/EN/JISQ 9100 non- franchised distrilputors.
conformance procedures.
4.2 h) No. SAE AS5553A does not apply
to product or spares leaving
the OEM.
4.20) Yes.
4.2)) Yes.

NOTE SAE AS6174 for mechanical components has been published but is being revised (see Clause A.17) and
can be used as a basis for material anti-counterfeit plans.

4.12.13.2 GIFAS guide for OEMs using non-franchised distributors

The GIFAS 5052 guide is published by the GIFAS French National Committee. It will be
adopted and modified to be published as IEC/TS 62668-2 in the near future.
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4.12.13.3 Flow down to lower level subcontractors

The OEM shall flow down the requirements for an anti-counterfeit plan to the lower level
subcontractors or shall manage them effectively.

4.13 OEM anti-counterfeit guidelines for their products
4.13.1 IP control

The OEMSs should control their design through a combination of patents, trade agreements,
franchise agreements, control of design, trademarks and logos. The OEMs should also control
their final ATP and test stations, bills of material (BOMS), drawings and specifications
securely.

4.13.2 Tamper-proofing the OEM design

There|l are many ways of configuring an OEM design with tamper- ing.fea 2ither in
hardware or software.

There|are many specialised external subcontractors whic ce for

a complete design (see Clause A.14 for examples).

Alternjatively custom ASICs and FPGAs can be d hction
(PUF) technology (see 4.7.10) or similar

Recent tamperproof articles include:

o Ad tment

of|Computer Smence
4.13.3 Tamper-proof labe

Tampegr-proof labels 3 i i i nt styles and can be applied throughomt the
assenpbly to o<@ 4 9 € i .|Units

can bg¢ sealed exte

4.13.4
4.13.4.

ASICS
whichli

code,

4.13.4.

B

FPF‘I\\ hava hann

Some A GCAhavebeenma jeredircuit,
assembled onto a PCB with PCB board traces between it and adjacent separately packaged
and assembled semiconductor memories. These PCB traces can be intercepted by
counterfeiters, who can read the signals coming through the PCB traces. Antifused FPGA
solutions or FPGA with on board semiconductor memory in one stacked microcircuit package,
are better IP solutions as no external memory is required. FPGA manufacturers are now also
including additional peripheral microcircuits with the FPGA into one highly complex

microcircuit thereby providing a one microcircuit package solution for assembly onto the PCB.

D
(¢ ]
D
()

4.13.4.3 FPGA die serialization

FPGA confidential randomly generated single die serialization is now available from some
manufacturers (see Clause A.15 for examples).
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4.13.4.4 NOVRAM

Some NOVRAMSs contain an internal microprocessor, which can be factory programmed to
destroy the internal code (see Clause A.16).

4.13.5 Control the final OEM product marking

The OEM shall ensure that the equipment supplied shall be marked in accordance with the
regulatory requirements and provide full traceability. Note that radio frequency ID tags are
becoming common in the automotive world in order to distinguish genuine components from
counterfeit ones (see Clause A.13).

The uper can note the following:

e IS bmbat
co

e IS

o IS string
of by be
re upply
chiai

e M

e M

4.13.6

All infernal rejects should be physically destro € sure potential counterfeiters gannot

recong y_ @s original components or [units.

US dg i ¢ d di DoD’4160.21-M.

4.13.7

All trademarks s e i 3 OEMs should take as many precautions as possible

to prdg duct i ' , lot date code markings,

exteri

4.13.8 delive products and spares and their useful life

The QEN nents

such as eng

For fu i on the FAA and its product classifications, see A.8.5.

The PAAhas—webpages—forengine—identification—andregistrationmarking—regtirements (see

A.8.6).
4.13.9 Repairs to OEM products

Most civil OEMs repair their equipment internally, in their own approved repair centres, to
ensure authentic components are used and repairs are carried out in a controlled manner.
The OEMs also issue component maintenance manuals (CMMs) for their products which
detail the design and the replacement component information. Often the replacement
component can only be purchased from the OEM and this again is an anti-counterfeit
measure.

However, military customers typically use their approved military repair centres and order
replacement components for repairs. This ordering activity is beyond the control of the OEM
which supplied the equipment and the OEM cannot be held responsible for this procurement
activity.
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It is recommended that all maintenance organizations be Third Party Certified to AS/EN/JISQ
9110 Quality Management System to ensure full traceability of all components and repaired
units. In addition, AS/EN/JISQ 9110:2003 has a specific clause in 7.4.1 f) requiring that
appropriate measures are taken to prevent purchase of counterfeit/unapproved products.

Civil air framers also carry out repairs and use FAA approved facilities as follows:

e FAR Part 43 describes the rules for any aircraft having a US air-worthiness certificate.

e FAA advisory circular 20-62E, dated December 23rd 2010, defines the quality, eligibility
and traceability of aeronautical parts and materials intended for installation on US type
certified products.

e FAR Part 145 describes the certification, training, facility requirements at rules
for Aeronautics and Space repair stations.

EASA, The European Aviation Safety Agency (see A.7.5), certifies ¢ e and

repair|facilities:

e EASA Part M establishes common technical requirements ‘a dures
fof ensuring continuing airworthiness of aircraft

e EASA Part 145 on approved maintenance organisation

Some| aircraft engine manufacturers operate real {i / health

management which provide full traceability t , i their

engings throughout the engine operati : highly

reconfmended.

4.14 [Counterfeit, fraud and component

4.14.1 General

It is fecommended that C \ onent

recycling activities.be : 9 fimely

manner, prefera@

4.14.2

Suspected counte ] office

(see A.8.7).

4.14.3

EASA| issue« Safe nformation Bulletins (SIBs) on potential hazards which may include

reporfing of eounterfeit or fraudulent components (see A.7.5).

4.14. YK—counterfeitreporting

The UK Revenue and Customs webpage (see A.6.4) has a reporting facility for suspected
counterfeit components. In addition the local Trading Standard office (see A.6.3) has a facility
for reporting counterfeit goods.

4.14.5 EU counterfeit reporting

Counterfeit reporting within the EU should be reported locally. The Europa webpage (see
A.7.1 b)) contains forms and details of how to process national and EU wide applications for
IP action by customs authorities.

4.14.6 UKEA anti-counterfeiting forum

See A.6.5 which is managed by the UK Electronic Alliance (UKEA).
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Their website contains awareness information and links for industry in their fight to beat
counterfeit components from entering their supply chains. It contains an on-line directory of
relevant free to access information including articles, best practice, events, presentations,
reliable component sources, reports and solution providers. Visitors may register free of
charge to contribute to and search a database of suspect counterfeit components.

@%
S
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WIPOL has its headquarters in Geneva: 34 Chemin des Colombettes,
Switze¢rland, tel: (+41-22) 338 9111 and its regional offices as follows:
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Annex A
(informative)

Useful contacts4

World Intellectual Property Organization (WIPO)

General

11 GeneVa 20,

e W|PO Brazil Office, Rua Farme de Amoedo, 56-7" Floor, Ipanenia 2002Q, Rio de
Janeiro-RJ, Brazil, tel: (+5521) 2103-462 >fpage:
htip://www.wipo.int/contact/en/area.jsp?area=wbo

e WJ|PO Japan Office UNU Building, 6F 5-53-70 Jingumae, S . yo 15040001,
Japan, tel: (+81) 3 5467 1216

¢ WJ]PO New York Office, WIPO Coordination Office Z e 2525, New York, NY
10017, tel:(+1) 212-963-6813

e WJ|PO Singapore Office, 29 He Mui 119620,
Sipgapore, tel:(+65) 6774 7712

The WIPO webpage is http://www.wipe.int/po aI/| It contains the following

information.

A.1.2 What is WIPO?

The World Intellectual| P WIPO) is a specialized agency of the WUnited

Nationps. It is dedicate v i alanced and accessible international intellectual

propefty (IP) @ whi creativity, stimulates innovation and contribufes to

econdmic developmenp i arding the public interest.

WIPQ| was established Convention in 1967 with a mandate from its Mé¢mber

Stateg to promote of IP throughout the world through cooperation among gtates

and iI collaboration\wi nternational organizations. Its headquarters are in Ggneva,

Switzerl

A1.3 ctual Property Services

a) International patént protection — Patent Cooperation Treaty (PCT) System
THeSPCT System (see webpage htip://www.wipo.int/pct/en/) allows inventord and
appheants—to—seek—patent-protection—in—a—targe—rumber—of—ecountries—by—fiinrg—a—single

international application with a single patent office. Filing and processing patent
applications through the PCT:

brings the world within reach;

postpones the major costs associated with international patent protection;
provides valuable information about potential patentability of the invention;
is safe and easy with WIPQO's electronic filing software.

b) International trademark registration (Madrid System)

4 The information contained in this annex is given for the convenience of the users of this document and does not

con

stitute an endorsement by the IEC of the organizations named.


http://www.wipo.int/contact/en/area.jsp?area=wbo
tel:(+1)
tel:(+65)
http://www.wipo.int/portal/index.html.en
http://www.wipo.int/about-ip/en/
http://www.wipo.int/about-ip/en/
http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.wipo.int/pct/en/
http://www.wipo.int/pct/en/
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The Madrid System (see webpage http://www.wipo.int/madrid/en/ or
http://www.wipo.int/trademarks/en/) offers trademark owners the possibility to protect a
trademark in multiple countries by filing a single application with a national or regional
trademark office. Trademarks are distinctive signs, used to differentiate between identical
or similar goods and services offered by different producers or services providers.
Trademarks are a type of industrial property, protected by intellectual property rights.

The Madrid Express database is discontinued as of 1 January 2011.

WIPO is not in a position to offer legal advice to individuals or businesses on specific
questions. You may wish to consult your national IP office, an IP agent, or the relevant
national or regional legislation (WIPO Lex).

International—trademark—registration—through—the Madrid System offersthefollowing

iVTal
ugh—the—Madrid
advantages:

¢ [ Avoids having to file multiple applications at different offices.

e | Covers over 80 countries from around the world.

e | Facilitates management of the mark, as changes or ren rough
a single procedural step.
e [ Trademark owners simply need to fill in, from thei in one

language, pay one set of fees, in one currenc btai lify an interngtional
registration.

e [ Trademark owners benefit from online 5 ' isting marks, browge the
WIPO gazette, estimate filing < < nts ~and renewals and [check
registration status.

. ‘ n eases the registration and
iQ: powers businesses and helps ekpand

. international laws and standargls for

e | To sear@

gistrations, see the ROMARIN (Read}Only-
Information) database at webpage

ts to

¢ [ enahlesapplicants to register up to 100 industrial designs with a single form;

o | facilitates management of registered designs, as changes or renewals can be regorded
through a single procedural step.

d) International registration of appellations of origin (Lisbon System)

The Lisbon System (see webpage htip://www.wipo.int/lisbon/en/) facilitates the international
protection of appellations of origin through one single registration procedure. The Lisbon
System:

e avoids having to file multiple registrations at different offices;
e covers over two dozen countries in Africa, Asia, Europe, and Latin America.
e) Alternative dispute resolution

The WIPO Arbitration and Mediation Center (see webpage http://www.wipo.int/amc/en/) is
the leading resource in the resolution of IP disputes outside the courts. It offers
specialized procedures including arbitration, mediation and expert determination for the
resolution of international commercial disputes between private parties. The Center’s



http://www.wipo.int/madrid/en/
http://www.wipo.int/madrid/en/
http://www.wipo.int/trademarks/en/
http://www.wipo.int/trademarks/en/trademarks.html
http://www.wipo.int/about-ip/en/
http://www.wipo.int/directory/en/urls.jsp
http://www.wipo.int/wipolex/en/
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/madrid/en/romarin/
http://www.wipo.int/madrid/en/romarin/
http://www.wipo.int/hague/en/
http://www.wipo.int/hague/en/
http://www.wipo.int/lisbon/en/
http://www.wipo.int/lisbon/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
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procedures are designed as efficient and inexpensive alternatives to court proceedings
and may take place in any country, in any language and under any law.

f) Domain name dispute resolution
The WIPO Arbitration and Mediation Center, see webpage http://www.wipo.int/amc/en/ is
internationally recognized as the leading dispute resolution service provider for challenges
related to abusive registration and use of Internet domain names, a practice commonly
known as “cybersquatting.” Applicable to all international domains and a growing number
of country code domains, the resolution procedure is conducted in electronic format and
results in enforceable decisions within two months.

dg) International classifications
Adplicants Tor nafional or internafional P profeciion are required to determine whether
the¢ir creation is new or is owned or claimed by someone else. To is;| huge
amounts of information must be searched. International j tems| (see
wgbpage http://www.wipo.int/classifications/en/) facilitate such se by .V orgahizing
information concerning inventions, trademarks and industria i i indexed,
manageable structures for easy retrieval.

h) Protection of State emblems (Article 6ter of the Paris.Conven
THe protection of State emblems, and names, abbreviati en of interndtional
infergovernmental organizations is governed Arti webppage
http://www.wipo.int/article6ter/en/ of the Paris Conve i

A1.4 WIPO global network on In&ual

See webpages http://www.wipo.int/academyie

http://Www.wipo. |nt/academv/en/about/stﬁtup\a\ade ies/ which contains the following

information:

This Wweb page has bee i irces,

includling training prog S ¢ i ile an

effect|ve forum for exchanging.of vi i vork.

The cpntents of @

List o present members:

Sdcretariat;

Glpbal Int
(USPTO)

Inferpational M roperty Training Institute (IIPTI) of the Korean Intellpctual

Academy, United States Patent and Trademark [ffice

Present Members.

Country / Organization Institution
ARIPO African Regional Intellectual Property Organization
Australia Intellectual Property Research Institute of Australia
Azerbaijan Copyright Agency of the Republic of Azerbaijan through its
Enforcement of IPR Center
Brazil National Institute of Industrial Property of Brazil (INPI)
Bulgaria Centre for Intellectual Property of the University of National and

World Economy

China State Intellectual Property Office of China (SIPO)



http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/domains/
http://www.wipo.int/classifications/en/
http://www.wipo.int/classifications/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/academy/en/
http://www.wipo.int/academy/en/about/startup_academies/
http://www.uspto.gov/ip/training/index.jsp
http://iipti.org/
http://www.aripo.org/
http://www.ipria.org/
http://www.copag.gov.az/
http://www.copag.gov.az/
http://www.inpi.gov.br/
http://www.unwe.acad.bg/
http://www.unwe.acad.bg/
http://www.sipo.gov.cn/
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Country / Organization Institution

Colombia Superintendence of Industry and Commerce

Costa Rica Registro de la Propiedad Industrial, Registro Nacional,
Ministerio de Justicia y Paz

Croatia State Intellectual Property Office of Croatia (SIPO)

Cuba Industrial Property Office of Cuba (OCPI)

Dominican Republic Oficina Nacional de la Propiedad Industrial (ONAPI)

EPO European Patent Academy

India Global Institute of Intellectual Property

Indonegia Indonesian IP Academy (lIPA) <\

Japan National Center for Industrial Property Information and<Tra\in

Kenya Kenya Industrial Property Institute (KIPI) < \

Mexico| Mexican Institute of Industrial Property (IMI{ \ \>

Morocgo Moroccan Industrial and Commercial m N

Nigeria| Nigerian Copyright Institute u \/
Nigerian Copyright Commissio ( [\

OAPI Organisation Afr|cg{ne}s\laé’ropr|ge lnt&llec%Jlle]\/
Intellectual Property Trainihg \Genter\gems\Ek\ay

OHIM Office for Harmonizéo? in the\m%‘nalmmet (Trade Marks
and Designs) (\ \\/

Pakistgn Intéecbﬂl m&fice -Pakistan) — Intellectual
Property Academy \\ )
| N\

Peru Ilns}m/tb\Nacion& (%Defe a de la Competencia y de la
P}roteccig)a de laPropiedad Intelectual (INDECOPI)

Philippines Mtua\Rror)\nv O\ﬁflce of the Philippines (IPOPHIL) —
Intellectual\Property Research Training Institute of the

{\ hlllbpmeE\PRT)>

Poland \Th;\i?ate}\g)fflce of the Republic of Poland

Portug4l \N;\None}t{stitute of Industrial Property of Portugal (INPI)

Republ|c of eex \Intey%ational Intellectual Property Training Institute of the
Republic of Korea
Korea Copyright Commission

Russiaph Eéderation Russian State Institute of Intellectual Property (RGIIS)

Singapore [P Academy

Switzerland Swiss Federal Institute of Intellectual Property (IPI)

The former Yugoslav Center for Intellectual Property Education of the Republic of

Republic of Macedonia Macedonia (CIPE)

Ukraine

State Institute of Intellectual Property of Ukraine

United States of America  United States Patent and Trademark Office Global Intellectual

Property Academy

Vietnam

The Vietnam Intellectual Property Research Institute

WIPO

WIPO Academy

Contact the WIPO Academy using the webpage
http://www.wipo.int/contact/en/area.jsp?area=academy



http://www.sic.gov.co/
http://www.rnpdigital.com/
http://www.rnpdigital.com/
http://www.dziv.hr/
http://www.ocpi.cu/
http://onapi.gob.do/
http://www.epo.org/about-us/office/academy.html
http://www.giipinfo.com/
http://indonesianipacademy.org/
http://www.inpit.go.jp/
http://www.kipi.go.ke/
http://www.impi.gob.mx/
http://www.ompic.org.ma/
http://www.ipinstitute.org.ng/
http://www.copyright.gov.ng/
http://www.oapi.int/
http://www.oapi.int/
http://oami.europa.eu/ows/rw/pages/index.en.do
http://oami.europa.eu/ows/rw/pages/index.en.do
http://www.ipo.gov.pk/
http://www.ipo.gov.pk/
http://www.indecopi.gob.pe/
http://www.indecopi.gob.pe/
http://www.ipophil.gov.ph/
http://www.ipophil.gov.ph/
http://www.ipophil.gov.ph/
http://www.uprp.pl/
http://www.inpi.pt/
http://iipti.org/root/main.jsp
http://iipti.org/root/main.jsp
http://www.copyright.or.kr/
http://www.rgiis.ru/
http://www.ipacademy.com.sg/
http://www.ipi.ch/
http://www.ip.ukim.edu.mk/
http://www.ip.ukim.edu.mk/
http://www.iipl.ukrpatent.org/
http://www.uspto.gov/web/offices/dcom/olia/training_history.htm
http://www.uspto.gov/web/offices/dcom/olia/training_history.htm
http://www.vipri.gov.vn/
http://www.wipo.int/contact/en/area.jsp?area=academy
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955

- 44 — IEC TS 62668-1:2014 © IEC 2014

A.2 Anti-Counterfeiting Trade Agreement (ACTA)

A.21 ACTA

This agreement was concluded successfully in Tokyo, Japan, on 2 October 2010.

For the joint statement from all the negotiating parties see the webpage
http://trade.ec.europa.eu/doclib/press/index.cfm?id=623 where the following information can
be found:

“The 11th and final round of the negotiations for the Anti-Counterfeiting Trade Agreement
(ACTA) was concluded successfully in Tokyo, Japan, on 2 October 2010. Governmlent of
Japan hosted the negotiations.

Particjpants in the negotiations included Australia, Canada, theé i (EU)
repre¢ented by the European Commission and the EU Presidenc gitm e EU
Member States, Japan, Korea, Mexico, Morocco, New Zealand, Si d and
the United States of America.

ACTAl aims to establish a comprehensive, first-time, i i assist
Partiels to the agreement in their efforts to effectively co | i bctual
propefty rights, in particular the proliferation of counterf pi mines
legitimate trade and the sustainable development o state-
of-thetart provisions on the enforceme t i ns on
civil, priminal, and border enforceme mong
ACTA| Parties to assist in their enforce s for
effectlve IPR enforcement.”

The Huropa webpage (A<7.1. tains urther
information.

The ACTA treat s nada,
Japan, Morocco, bpage
https:|/en.wikipedia. i

Counflerfeiting_Trade \Agreement#Signatures _and_ratifications for more information.

A.2.2

The GACG i bment
organjzati i e are
currently 22 covering 40 countries plus direct informal contacts with many|other
national and-indu ssociations. The objectives are to exchange and share best pralctices

and information and to participate in appropriate joint activities to solve IPR enforcément
challenges (see webpage http://www.gacg.org/Home/About).

A.3 World Semiconductor Council (WSC)

The webpage is http://www.semiconductorcouncil.org/ where the following information is
available:

"The purpose (of the World Semiconductor Council) is to promote cooperative semiconductor
industry activities, to expand international cooperation in the semiconductor sector in order to
facilitate the healthy growth of the industry from a long-term, global perspective.

WSC activities shall be undertaken on a voluntary basis and shall be guided by principles of
fairness, respect for market principles, and consistency with WTO rules and with laws of the
respective countries or regions of each Member. The WSC recognizes that it is important to
ensure that markets will be open without discrimination. The competitiveness of companies


http://trade.ec.europa.eu/doclib/press/index.cfm?id=623
https://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement#Signatures_and_ratifications
https://en.wikipedia.org/wiki/Anti-Counterfeiting_Trade_Agreement#Signatures_and_ratifications
http://www.gacg.org/Home/About
http://www.semiconductorcouncil.org/
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and their products should be the principal determinant of industrial success and international
trade."

Reference: "Agreement Establishing a New world Semiconductor Council", June 10, 1999;
Brussels, Belgium.

The webpage provides links to the Semiconductor Industry Associations from China, Chinese
Taipei, Europe, Japan, Korea and the United States which are all members of the World
Semiconductor Council.

The Semiconductor Industry Association USA webpage for viewing their statements on anti-
counterfeit is: http://www.semiconductors.org/issues/anticounterfeiting/anti_counterfeiting/

The Epropean Semiconductor Industry Association webpage is chair of th cou rfeit.,committee
(see webpage http://www.eeca.eu/esial/). Their coup bpage is
http://Wwww.eeca.eu/esia/public-policy/anti-counterfeiting which conta to file
for action for trademark infringement.

A.4 | SEMI

SEMI|Global headquarters are located at 3081 Zanker sg; CA 95134, USA (tel:
+ 1408 943 6900), see webpage http://www. gemi) tactUs. SEMI is a plobal

indusfry association serving the nufactufi upply (c\r}bi or the micro and [nano-
electrpnics industries with offices, see webpage
http://www.semi.org/en/About/index.htm following-information is found:

IISEM ®
microt and nano-electroni

manufacturing supply chain f¢r the

e Samiconductors;
. Pfotovoltaic@);
° LB D;

e Micro-electrome
e Prijnted and flexi
e Rglate

The industries,Scompanies, and people SEMI represents are the architects of the electfonics
revoldtion, SEMI members are responsible for the innovations and technologies that gnable

smarter,faster, more powerful, and more affordable electronic products and devices thaf bring
the pqwer’of the digital age to more people every day.

For more than 40 years, SEMI has served its members and the industries it represents
through programmes, initiatives, and actions designed to advance business and market
growth worldwide. SEMI supports its members through a global network of offices, activities,
and events in every major electronics manufacturing region around the world.

Our purpose:

The industries that comprise the microelectronics supply chain are increasingly complex,
capital intensive, and interdependent. Delivering cutting-edge electronics to the marketplace
requires:

e Construction of new manufacturing (fabrication) facilities;

o Development of new processes, tools, materials, and manufacturing standards;


http://www.semiconductors.org/issues/anticounterfeiting/anti_counterfeiting/
http://www.eeca.eu/esia/
http://www.eeca.eu/esia/public-policy/anti-counterfeiting
http://www.semi.org/About/ContactUs
http://www.semi.org/en/About/index.htm
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e Advocacy and action on policies and regulations that encourage business growth;

e Investment in organizational and financial resources;

e Integration across all segments of the industry around the world.

2014

Addressing these needs and challenges requires organized and collective action on a global

scale.

SEMI facilitates the development and growth of our industries and manufacturing regions by
organizing regional trade events (expositions), trade missions, and conferences; by engaging

local and national governments and policy makers; through fostering collaboration; by
condt Pfing ihdller’\ll research and rnpnr’ring market data; and hy Qlllnlnnr’ring other initiatives
that epcourage investment, trade, and technology innovation.

In adgition to supporting access to regional markets, SEMI hel Kplore
divergified business opportunities and contributes to the growth and advance of & ing and
adjacent technology markets."

The SEMI Intellectual Property webpage

http://Wwww.semi.org/en/Issues/IntellectualProperty/ provides-furt

Also see webpage http://ams.semi.orq/ebusiness/s@ni datrd.aspx?volumdid=17
for a ljst of published specifications. \ 6

A.5 | Electronics Authorized Director

The Hlectronics Authorized Dlrectory 1as idh has
the following information a

"Welcpme to the only brs  of
semiconductors. With juctor
manufacturer, b asing
your $emiconductors f usted
source for AUTHORI

Having diffic

Don't [cod

o find the se

e sejarch- or man
. f:lcaj the authorized semiconductor distributor;

acturer headquarters and sales offices;

e ch

A.6

A.6.1

eck worldwide inventory of authorized devices ".
UK

The UK intellectual property office

The interactive webpage is http://www.ipo.gov.uk/

This website contains information to decide what type of IP protection is required:

a) Patents (see webpage http://www.ipo.gov.uk/types/patent.htm) which are discussed with
details about how to apply for a patent and manage them. Details are also provided for
using other people’s patents and patent infringement.



http://www.semi.org/en/Issues/IntellectualProperty/
http://ams.semi.org/ebusiness/standards/semistandard.aspx?volumeid=17
http://www.authorizeddirectory.com/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/part_search/
http://www.ipo.gov.uk/
http://www.ipo.gov.uk/types/patent.htm
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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b) Trademarks (see webpage http://www.ipo.gov.uk/types/tm.htm ) which are discussed

with

details of how to apply and manage these. Details are also provided for other people’s

trademarks and trademark infringement.

c) Designs (see webpage http://www.ipo.gov.uk/types/design.htm) which are discussed
details of how to apply to register a design.

d) Copyright (see webpage http://www.ipo.gov.uk/types/copy.htm) which is discussed
details of ownership and how to legally apply to use other people’s copyright works.

with

with

Also see the in-line tool at webpage www.ipo.gov.uk/iphealthcheck. This tool provides the

answers to typical IP questions:

The UK Information Centre will also be able to assist, tel: 0300 300 2000 the UK.gr 44
(0)1633 814000 outside of the UK or e-mail information@ipo.gov.uk

A.6.2 Alliance for IP

The Alliance for Intellectual Property is located at 2nd Floor, C y Hall,
Westminster Bridge Road, London, SE1 7JA, tel + 44 0 3 e webpage

www.allianceagainstiptheft.co.uk where the following infor

"Established in 1998, the Alliance Against Intellectaal Pre IP)\Theft is a UK-pased

coaliti ) suring
intelle deserve. With a conlbined
turno i , Inusic,
video doods,

A.6.3

The T
follow

ng information:
"Trading standa
and epforce laws thai«

Tradir 3 f ork for local councils advising on consumef

e chlecking that food labelling is correct and advertising is not misleading;

e advisingconsumersand businessesaboutthetaw;

Se on

law,

, gnimal

e investigating suspected offences, which could include undercover or surveillance work;

e preparing evidence and prosecuting cases in court;

e inevitably, writing reports and keeping records."

A.6.4 UK HM Revenue and Customs

HM Revenue and Customs has a webpage: www.hmrc.gov.uk . For IP rights see webpage
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal? nfpb=true

& pagelabel=pagelibrary ShowContent&id=HMCE CL 000244&propertyType=document

and webpage http://www.hmrc.gov.uk/reportingfraud/help.htm .

The UK customs hotline for reporting counterfeit items is: 0800 59 5000.


http://www.ipo.gov.uk/types/tm.htm
http://www.ipo.gov.uk/types/design.htm
http://www.ipo.gov.uk/types/copy.htm
http://www.ipo.gov.uk/iphealthcheck
mailto:information@ipo.gov.uk
http://www.allianceagainstiptheft.co.uk/
http://www.tradingstandards.gov.uk/
http://www.hmrc.gov.uk/
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true&_pageLabel=pageLibrary_ShowContent&id=HMCE_CL_000244&propertyType=document
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true&_pageLabel=pageLibrary_ShowContent&id=HMCE_CL_000244&propertyType=document
http://www.hmrc.gov.uk/reportingfraud/help.htm
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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A.6.5 ESCO Anti-counterfeiting Forum (formerly UKEA Anti-Counterfeiting Forum)

The ESCO Anti-Counterfeiting Forum, see webpage
http://www.anticounterfeitingforum.org.uk/counterfeiting.aspx, is now part of the Electronic

Systems Community (ESCO, see website http://www.esco.org.uk/) and provides guidance on
how to avoid counterfeit components.

Reports of suspect counterfeit items can be reported on this webpage and accessed by
members.This webpage provides the UK customs hotline for reporting counterfeit items as:
0800 59 5000.

A.6.6

The BHlectronic Component Supplier Network (see webpage www.ecsn-uk.org/)Nisca meémber

managed, not-for-profit trade association based in the UK whi
avoidance measures.

A.6.7 UK Ministry of Defence

ounterfeit

Guidance for MOD delivery teams on the avoidance of fraudu counterfeit matdrial is
provided on the interactive webpage: m
https:{/www.aof.mod.uk/aofcontent/tactical/quality/content/co itavoid/counterfeit.htm?zo

om_hjlghlight=Counterfeit .

NOTE | Registration (as a “civilian” to the “AQ
websitq.

Repoiting should be directed at the Dg
DIRCe¢lIMailbox@mdpga.mod.uk

Operating Qm rk)”) is necessary to access the

y_Reporting Cell (DIRC) using g-mail:

A.7 | Europe

A.7A1

a) TH
ht
dg
In
“A
prpp
in
m
standardization ~of intellectual property at European level. Protection of intellpectual
prpperty is covered by many international conventions, most of which are implemented by
the izati iration
(WTO). The European Union possesses two important bodies to carry out its mission: the
Office for Harmonization in the Internal Market (OHIM), which is responsible for the
registration of Community trademarks and designs, and the European Patent Office
(EPO). The Commission is currently campaigning for the effective introduction of a
Community patent system, which would be less costly and more legally effective, as a
guarantee of competitiveness for European industry. Finally, the protection of these rights
also entails protecting them against piracy, illegal trade and counterfeiting.”

b) The Europa webpage for the EU Taxations and Customs Union entitled ‘How can right
holders protect themselves from counterfeiting and piracy’ provides details and forms for
reporting counterfeit activities, see webpage
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit piracy/right holders/i
ndex_en.htm

c) See the following Europa webpage for the published ACTA

http://trade.ec.europa.eu/doclib/docs/2011/may/tradoc _147937.pdf



http://www.anticounterfeitingforum.org.uk/counterfeiting.aspx
http://www.esco.org.uk/
http://www.ecsn-uk.org/
https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
mailto:dircellmailbox@mdpga.mod.uk
http://europa.eu/legislation_summaries/internal_market/businesses/intellectual_property/index_en.htm
http://europa.eu/legislation_summaries/internal_market/businesses/intellectual_property/index_en.htm
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://trade.ec.europa.eu/doclib/docs/2011/may/tradoc_147937.pdf
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A.7.2 Europol, the European Law Enforcement Agency

See webpage http://www.europol.europa.eu/

A.7.3 European Patent Office

See the interactive webpage www.epo.org/ (telephone +0049 89 2399 4636), where a search
or application can be made.

A.7.4 Europe at OHIM

See webpage hitps://oami europa eu/ohimportal/en/ to _access the trademark wehbhpage for

information regarding the ‘Community Trade Mark’ applicable to all Ems.
Trademarks are discussed at webpage https://oami.europa.eu/oti portalten/trade{mark-

definifion which contains the following information:

"Legally speaking, a trade mark is a sign which serves to distinguis € 'goods and sefvices
of ong organization from those of another.

Trademarks are words, logos, devices or other disti
graphjcally. They can consist of, for example, the
and spells.

tive features which can be repregented
their packaging, spunds

Why register your trade mark?
A trade mark has three essential functions:

e it

o it s and
co

e it

A trad

Trade ' e that

no on gister your trade mark, others may do so and acquir¢ your

rights

Trade bntity,

builds seller

and buyer simpler, Because so much money and time is often invested in a trade mark, it is
worth[paying-something to protect it from misuse.

What Isa good or a Service?
In law, a good is any kind of item which may be traded. A service is the provision of activities
in accordance with human demands.

What is the difference between a trade mark and other industrial property rights such as
patents and designs?

All industrial property rights are intended to protect the creativity of businesses and
individuals. However, they do not cover the same aspects.

A trade mark identifies the origin of goods and services of one undertaking so as to
differentiate them from those of its competitors.

A design covers the appearance of a product. A design cannot protect the function of a
product.


http://www.europol.europa.eu/
http://www.epo.org/
https://oami.europa.eu/ohimportal/en/
https://oami.europa.eu/ohimportal/en/trade-mark-definition
https://oami.europa.eu/ohimportal/en/trade-mark-definition
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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A patent covers the function, operation or construction of an invention. To be patentable, a
function must be innovative, have an industrial application and be described in such a way as
to permit reproduction of the process.”

A.7.5 European Aviation Safety Agency (EASA)

The European Aviation Safety Agency is located at Ottoplatz 1, D-50679 Koeln, Germany, tel
+49 221 8999 000, info@easa.europa.eu and has a webpage http://easa.europa.eu/home.php.
EASA controls Design Organisation Approvals (DOA), Production Organisations Approvals
(POA) and Maintenance Organisations Approvals (MOA).

EASA pub“ahcb Safcty :IIfUIIIIdt;UII Bu“ct;llb UTl1 VVUb}JdUU http.//ad.caaa.cwupa. U/Slb-

docs/page-1.

A.7.6 IECQ audit schemes

The IECQ is the assessment side of the IEC; see IECQ ifdance

webpage http://www.iecq.org/workgroups/wg06/ .

IECQ Rining

requir d IEC

anti-c

1) SA some
tep

2) S/

3) IE

A.7.7

BEAM ) Justry

for the UK and across . R . ing over 300 manufacturing companies [n the

electr technicalr, i 1ag” significant influence over UK and interndtional

political, standardisat i and

webpage http://ww ) ‘ at-we-do/services/anti--counterfeitinq/index.cfm for

anti-cpunterfeit ait:

Also to an

excellen [

A.8

A.8.1 United States Patent and Trademark Office

The United States patent and Trademark office (USPTP) is headquartered at: Madison
Buildings (East and West), 600 Dulany Street, Alexandria, VA 22314, USA, tel: 1-800-786-
9199. The USPTO has many customer support centres which can be found on their webpage.

The USPTP website is http://www.uspto.gov/ which contains the following information:

a) “What is a patent?

A patent is an intellectual property right granted by the Government of the United States
of America to an inventor “to exclude others from making, using, offering for sale, or
selling the invention throughout the United States or importing the invention into the
United States” for a limited time in exchange for public disclosure of the invention when
the patent is granted.

This right was established over 200 years ago in Article 1, Section 8 of the United States
Constitution: “To promote the Progress of Science and useful Arts, by securing for limited


mailto:info@easa.europa.eu
http://easa.europa.eu/home.php
http://ad.easa.europa.eu/sib-docs/page-1
http://ad.easa.europa.eu/sib-docs/page-1
http://www.iecq.org/workgroups/wg06/
http://www.beama.org.uk/
http://www.beama.org.uk/en/what-we-do/services/anti--counterfeiting/index.cfm
http://www.counterfeit-kills.co.uk/uk/index.php
http://www.youtube.com/embed/11SAAiiGX08?rel=0
http://www.uspto.gov/
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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Times to Authors and Inventors the exclusive Right to their respective Writings and
Discoveries.”

General Information Concerning Patents
There are three types of patents

e Utility patents may be granted to anyone who invents or discovers any new and useful
process, machine, article of manufacture, or composition of matter, or any new and
useful improvement thereof. The webpage has a Process for Obtaining a Utility Patent

o Design patents may be granted to anyone who invents a new, original, and ornamental
design for an article of manufacture; and

e —Plant natents may bo arontad to opvonos o
Hiaht—patents—hray—pe—graftea—eo—aRyeRre—who—h

reproduces any distinct and new variety of plant.”

xually

b) Trademarks Home, see Trademarks page:
htfp://www.uspto.gov/trademarks/index.jsp

A.8.2 The International Trade Administration, U.S. Depar

The Inpternational Trade Administration, U.S. Department o 3 . has a

webpage http://www.stopfakes.gov/sf_how.asp which contain n for

protegting IP.

A.8.3] USA Embassy in China information

The |USA Embassy in China
chinalorg.cn/ipr.html) has extremely

) http://beijing.usembassy-
for /protecting IP and prgvides

hyper|inks to the following and frequent

Genetal websites:

State %WW po.cn.net/

Judici ttp Hwww.Chinaipr.gov.cn/

Judici Application of Law to the Trial of

Trade ://www.ccpit-patent.com.cn/News/2003021902.htm)

“Freqlient

Q: w < ademark holder do to become eligible for trademark protection in
CH

A: THe registration~system is voluntary. However, protection is not offered to a companly that
claims first use" in China. China has a "first to file" system that grants trademark [rights
based’on the time of trademark registration. Trademark applications must be filed gt the
SAIC's Trademark Office. See above for more details on registration and mandatory use of
certified trademark registration agents by some types of foreign companies.

Q: What is the duration of trademark protection in China?

A: A registered trademark is valid for a period of ten years, calculated from the time on which
the registration is approved.

Q: Where should a trademark owner file a complaint alleging trademark infringement?

A: File the complaint with the local AIC Trademark Division, usually in the place where
trademark infringement occurred.

Q: If a trademark owner selects the administrative channel, can the owner obtain
compensatory damages?

A: No. A registered trademark holder may only seek compensatory damages through civil

litigation.


http://www.uspto.gov/patents/resources/types/index.jsp
http://www.uspto.gov/patents/resources/types/utility.jsp
http://www.uspto.gov/patents/process/index.jsp
http://www.uspto.gov/patents/resources/types/designapp.jsp
http://www.uspto.gov/web/offices/pac/plant/
http://www.uspto.gov/trademarks/index.jsp
http://www.trade.gov/
http://www.doc.gov/
http://www.trade.gov/
http://www.doc.gov/
http://www.stopfakes.gov/sf_how.asp
http://beijing.usembassy-china.org.cn/ipr.html
http://beijing.usembassy-china.org.cn/ipr.html
http://www.cpo.cn.net/
http://www.chinaipr.gov.cn/
http://www.ccpit-patent.com.cn/News/2003021902.htm
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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Q: What administrative corrective measures may be imposed against the infringer by the local
AIC trademark division?

A: The Trademark Division may issue a cease and desist order, confiscate and destroy
goods to which are attached illegal representations, confiscate materials, tools and
equipment used to produce counterfeit goods, impose fines up to the maximum of three
times the illegal gain or in cases where it is difficult to determine the illegal gain,
administrative authorities may impose a maximum fine of RMB100 000 (US$12 000). A
complainant is entitled to a written decision regarding the corrective measure taken.

Q: What is the criterion for criminal prosecution?
A: In pract|ce it appears to be RMB5O 000 (US$6 000) |n |IIegaI galn However the

"Pge reme
Pe ople s Court in I993 prowde for lower thresholds

Q: What are the minimum and maximum criminal punishments?

A: If the circumstances are "serious" or if the amount of illegal gajr ndant
mzy be sentenced to imprisonment a minimum of three years 5, and
may also be fined.

Q: Is|it possible to prevent the defendant from destroying evi

A: Ygs. A trademark holder may seek a preliminary inj rights
hdlder is required to post a bond.”

A.8.4 International Intellectual Property Allj

See wWebpage http://www.iipa.com/abdutiipa. ided:

"The |nternational Intellectual Property Alli is a private sector coalition, formed in

1984,| of trade associations representing . ight- i i i i g4l and

multilateral efforts workingAo_i i i ghted
materjals and open up forei a g i iers.

IIPA’s| seven member assdciations \ares iati i i ), the

Busingss SoftwA r i iati , the

Indepgndent Film\ & isi z IFTA), the Motion Picture Association of America

(MPAA), the National Music shers” Association (NMPA) and the Recording Infustry

Assodiation of Anierica \A)NIIPA’s)seven member associations represent over 1,900 U.S.

companies produ 'ng and. distributing materials protected by copyright laws througholt the

world+i-all 3 software, including business applications softward and
entertpinm h.as videogame discs and cartridges, personal computef CD-

ROMgY, & witimedia prducts) theatrical films, television programs, DVDs and home|video

and djgita g of audio-visual works; music, records, CDs, and audiocasdettes;

and textbooks, rade books, reference and professional publications and journals (ir] both
electrpnic and printumédia).

The U S "copyright-based industries are one of the fastest-growing and mast dynamic sectors

of the U.S. economy. Inexpensive and accessible reproduction and transmission technologies,
however, make it easy for copyrighted materials to be pirated in other countries. [IPA and its
member associations, working with U.S. government, each foreign government, and local
rights holder representatives, analyse copyright laws and enforcement regimes in over 80
countries and seek improvements that will foster technological and cultural development in
these countries, deter piracy, and improve market access, all of which encourages local
investment, creativity, innovation and employment. As technology rapidly changes, IIPA is
working to ensure that high levels of copyright protection and effective enforcement become a
central component in the legal framework for the growth of global electronic commerce.
Strong protection and enforcement, both in-law and in-practice, against the theft of intellectual
property are essential for achieving the full economic and social potential of global e-
commerce."


http://www.iipa.com/aboutiipa.html
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A.8.5 The FAA

The FAA is located at 800 Independence Avenue, SW Washington, DC 20591, and has an
interactive website, see webpage http://www.faa.gov/

A.8.6 FAA Engine Approval

The FAA identification and registration marking requirements webpage for engines is
http://www.faa.gov/aircraft/air _cert/design _approvals/engine prop/engine approvals/

A.8.7 FAA Aviation Safety Hotline office

See webpage http://www.faa.gov/contact/safety hotline/
A.8.8 Trusted Access Program Office (TAPO)
The Trusted Access Program Office (TAPO) webpage is https: //,ww%o ce efe the

followjng information is found:

"US Government acquisition programs must actively mana i Iy hams, anticipate
potential threats posed by outsourcing practices, forma i 's vulnerabilities
and employ trusted suppliers and/or pursue other means- i itigation. Trust is defirled as
"the confidence in one's ability to secure national-se systems by assessing the infegrity

of thg people and processes used to i jenera yre and distribute ngdtional
security critical components.”

The Trusted Access Program Office (TAPO) has hartered by the U. S. Governmint to

find apd maintain suppliers of trusted icrogetectronic\parts. TAPO has successfully devgloped
3 M omimunity needed access to state jof the
tools “and fabrication services. In so doing, TAPD has

a religble source of parts
art commercial processe

effect|ve cost-avoidange aving to upgrade or replace government gwned
wafer(|fabrication tools| TAP et ible for the Intelligence Community to design
and optain advapCed mission eriti ystems via commercial, state of the art manufadturing
procegses. Fina e contract assures long term access to the lategt and
most ¢apable commefcia F ies’in the world.

TAPO actual relationship with IBM to produce advanced
microg¢lectronics [ ed environment. IBM maintains domestic facilities, projiding

capalilities with yearly options through fiscal year 2013. Other faciliti¢s are
currently W including sources for design, packaging, test and fabrication. TAPO is
enteriphg it (\year-of/operation, in support of the US Government. TAPO brokers| cost-

effect|ve acce ted suppliers of customized leading edge microelectronic technojogies
in order te—impro the security of mission-critical U.S. Government information and
operations.

TAPO resources are made available for government use only and therefore access requests
require a valid government sponsor.”

TAPO has ASIC trusted foundry contracts. Accredited suppliers are listed on the DMEA
webpage, see A.8.9.

A.8.9 Defense Microelectronics Activity (DMEA)

The DMEA Trusted IC Supplier Accreditation Program webpage is: http://www.dmea.osd.mil/
where after entering the webpage and accepting the disclaimer notice, the Trusted IC
webpage is found at webpage http://www.dmea.osd.mil/home.html where the following
information is found:



http://www.faa.gov/
http://www.faa.gov/aircraft/air_cert/design_approvals/engine_prop/engine_approvals/
http://www.faa.gov/contact/safety_hotline/
https://www.tapoffice.org/
http://www.dmea.osd.mil/
http://www.dmea.osd.mil/home.html
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"The Office of Secretary of Defense (OSD) issued the Defense Trusted Integrated Circuits
Strategy (DTICS) that established "Trust" as a minimum need for DOD in October 2003.
Interim Guidance from the Office of Under Secretary of Defense for Acquisition, Technology
and Logistics (OUSD/AT&L, dated 27 January 2004) initiated development of policy that
requires all Mission Assurance Category | systems (DoDIl 8500.2) to "employ only trusted
foundry service(s) to fabricate their custom designed ICs". As a result, the new vendor criteria
issued to DOD Program Managers has increased the need for trusted parts and the
subsequent expansion of the Trusted Foundry Program. The OUSD/AT&L, through TAPO and
DMEA, has implemented an accreditation plan for design, aggregator/broker, mask and wafer
fabrication, packaging and test services across a broad technology range for specialized
governmental applications both classified and unclassified. The Defense MicroElectronics
Activity (DMEA) has been designated by the Department of Defense through the Trusted
Access Program Office (TAPO) as the accrediting authority for this program-*

For a|current list of accredited suppliers, download the following PD 3 following

The Defense MicroElectronics Activity (DMEA) has been designated b of Deferjse as
the accrediting authority for this program. Send questions or pdmea.osd.mil or
call (916) 231-1514.

Send|an email to TrustedlIC@dmea.osd.mil or cal ~1514\ for’more information
relatefd to the accreditation of trusted IC suppliers.

A.8.10 Independent Distributors o

The Ihdependent Distributors of Electronics\As ati DEA) organisation is localed at
6312 |Darlington Avenue, Buena Par SA, tel 714-670-0200. See webpage
http://Wwww.idofea.org/ where the following i available:

"The [Independent Distributor i ssociation (IDEA) is a non-profit | trade
assocjation representing. quali j y nted independent distributors of eledtronic
components. The purpose™d is promote the independent distribution industry through
a media advoca%? i im e quality of products and services through a quality
certification prog seminars, and conferences, and to promote the ptudy,
develppment, and 1tati echniques and methods designed to improve the
busingss of inde S

A.8.1 al Electronic Distributors Association (NEDA)
The Hle nent\Industry Association in North America is located at 111 Aldefman
Dr., Spite 4 GA 30005, USA, tel: 678-393-9990. See webpage

http://www.eciaauthorized.com/about-us which contains the following information:

“In Jajnydary, 2011 the Electronic Components Association (ECA) and the National Eleqtronic
Distribute Association—INEDA}V—united—to—formthe ectronic—Componen Hustry
Association (ECIA). ECIA supports the expanding needs and interests of the global supply
chain. The association connects all facets of the electronic components industry in a way no
association has in the past: manufacturers, authorized distributors and manufacturers’
representatives working together as a stronger voice for our entire industry. The Association’s
mission is to promote and improve the business environment for the authorized sale of
electronic components.”

Visit www.eciaauthorized.com/ the only US industry’s website that fully supports authorized
distribution with an easy-to-use tool to find available inventory from authorized sources. The
search results are random, unbiased and not influenced by advertising.

Advocacy efforts:


http://www.dmea.osd.mil/otherdocs/AccreditedSuppliers.pdf
mailto:trustedic@dmea.osd.mil
http://www.idofea.org/
http://www.eciaauthorized.com/about-us
http://www.eciaauthorized.com/
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The threat of counterfeit products is a significant industry issue. Visit
www.supplierauthorizeddistributor.com/ to learn more about this growing problem and the
solution that sourcing electronic product through the authorized channel provides.

The industry advocacy effort delivers the message that electronic component users and
buyers can’t go wrong dealing with supplier authorized distributors. The campaign features a
significant online presence every month to grab the attention of prospective customers.

A.8.12 Components Technology Institute Inc (CTI)

CTIl is a multi-discipline company providing engineering and consulting services, training
COUrSES; ; : ct=trs: i 5 . ts
counterfeit components avoidance program (CCAP) has developed the -101,_cdrtified

electrpnic components to their customers.

CCAH-101 certified independent distributors are listed
us.con/CCAPCertifiedDist.htm

The JTI contact address is:

Comppnents Technology Institute, Inc.
904 Bpb Wallace Avenue, Suite 117
Hunts)ille, AL 35801
Tel: 2p6-536-1304
Fax: 256-539-8477

A.8.13

The DLA audits non-fra istribt epted
counterfeit mitigation iCe ith—¢ ty a a Stock
Class|(FSC) 5961 and| 59 » i icro for on
the Qualified

Testing Suppliers\List
ng _ard qualification/Q

ourci
ed.

The O
and 5
rcing

5961
s/sou

The OLA 20 ectric
alEledtronics.pdf~contains information about all the DLA programs including reference t¢ SAE
AS6081 and\the Deodxyribonucleic Acid (DNA) marking.

Webpage htip//www-dla-mit7/informationoperations/sirc/LiStSINEWS % 2Z0Feed/CustomDisSpForm
.aspx?ID=43 provides general information related to the DLA policy to expand requirements
for DNA authentication marking on items falling within FSC 5962, electronic microcircuits,
which have been determined to be at high risk for counterfeiting.

The Appraisal of Select Provisions of US FY 2013 National Defense Authorization Act,
“Section 807: ltem-Unique ldentification requirements”, that discusses the new DLA DNA
marking scheme for 5962 microcircuits, can be viewed on webpage http://www.rjo.com/PDF/F
ederalContractsReport-01082013.pdf.

A.8.14 DFAR progress

The status of DFAR Case 2012-D055 <can be tracked on US webpage
http://www.acq.osd.mil/dpap/dars/case_status.html



http://www.supplierauthorizeddistributor.com/
http://www.cti-us.com/index.htm
http://www.cti-us.com/CCAPCertifiedDist.htm
http://www.cti-us.com/CCAPCertifiedDist.htm
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/QTSL.aspx
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/QTSL.aspx
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/offices.aspx?Section=QSL
http://www.landandmaritime.dla.mil/offices/sourcing_and_qualification/offices.aspx?Section=QSL
http://www.landandmaritime.dla.mil/downloads/news/ElectricalElectronics.pdf
http://www.landandmaritime.dla.mil/downloads/news/ElectricalElectronics.pdf
http://www.dla.mil/InformationOperations/sirc/Lists/News%20Feed/CustomDispForm.aspx?ID=43
http://www.dla.mil/InformationOperations/sirc/Lists/News%20Feed/CustomDispForm.aspx?ID=43
http://www.rjo.com/PDF/FederalContractsReport-01082013.pdf
http://www.rjo.com/PDF/FederalContractsReport-01082013.pdf
http://www.acq.osd.mil/dpap/dars/case_status.html
https://iecnorm.com/api/?name=320c2ec2bcbd550c8f9f7e458461b955
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