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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

1) Thq International Electrotechnical Commission (IEC) is a worldwide organization fg a izati prising
all [national electrotechnical committees (IEC National Commlttees) 8 Qi romote
international co-operation on all questions concerning standardization in the e ect ica and icXiglds. To
this| end and in addition to other activities, IEC publishes International 3 ica ifigations,
Tedhnical Reports, Publicly Available Spe0|f|cat|ons (PAS) and Guijdes s “IEC
Pullication(s)”). Their preparation is entrusted to technical committees; ai jona i interested
in fhe subject dealt with may participate in this preparatory wor 3 i ) d non-
governmental organizations liaising with the IEC also part|0|pate i closely
with the International Organization for Standardization (ISO iped by
agreement between the two organizations.

2) Thdg formal decisions or agreements of IEC on technical matters €xp S Z ible, i ational
consensus of opinion on the relevant subjects since g€at chrli i i fom all
interested IEC National Committees.

3) IEQ Publications have the form of recom ational
Committees in that sense. While all reasonab of IEC
Pullications is accurate, IEC cannot be h or any
misjnterpretation by any end user.

4) In ¢rder to promote internatjonal uniformit Xi i ications
trarlsparently to the maxingum e ik i i ] i icati . ivgrgence
betyveen any IEC Publication™a € { iona i icati indidated in
the|latter.

5) IE( itself does nof _provide formity
asspssment seryi i for any
seryices carried oyt by i

6) All pisers should ensute tha

7) No Jiability shall dtta s _di , , i ing indivi rts and
meinbers of its_technical co it i i injury, age or
othér damag a S , i indi , i i s) and
expenses ansing ou y jcation, , i , thi icati er IEC
Pullication

8) AttgntionN A D i i i i ication. icalions is
indispensabte S icati i icati

9) Attgntion isdraw possibility that some of the elements of this IEC Publication may be the subject of
patént rights. IEC shall not be held responsible for identifying any or all such patent rights.

The s. In

exceptlonal cwcumstances a technlcal committee may propose the publ|cat|on of a technlcal
specification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
107/165/DTS 107/177/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list| of all the parts in the IEC 62668 series, published under the geg al title (Process
management for avionics — Counterfeit prevention, can be found on the C website-

The committee has decided that the contents of this publication w anged until
the sfability date indicated on the IEC web site under "http://u g data
relatef to the specific publication. At this date, the publication #

» trgnsformed into an International standard,

* regonfirmed,

* withdrawn,

* replaced by a revised edition, or

+ anmended.

A bilirjgual version of this publication maybe isste

IMPORTANT - The 'cplourN the over page of this publication indi¢ates
that [it contains colo i |dered to be useful for the coLrect
understanding Id therefore print this document usihg a
coloyfr printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

This Technical Specification defines requirements for avoiding the use of counterfeiti\re¢ycled
and fraudulent components used in the aerospace, defence and high perfo mange (ADHP)
indusfries. It also defines requirements for ADHP industries to pfaintain\th ellectual
propefty (IP) for all of their products and services. The risks a30|a i hasing
components outside of franchised distributor networks will be S \A 626468-21

which|is to be published in the near future. Although developed e\ i imdustry, this
specijication may be applied by other high performance apd kigh reliability\industries af their
discretion.

2 Normative references

The fd IIowmg documents in whole ori efenced in this document and
are in y the edition cited applieg. For
undated references, & erenced document (including any
amen@iments) applies.

IEC/TS 62239, Process ms ¢ TR =UZ] Preparation of an electronic compqgnents
management plan2

IEC/PAS 62435 s —\Long-duration storage of electronic componénts —
Guidance for imp z

ISO 9

AS/EN ) Quatity Management Systems — Requirements for Aviation, Spacp and
Defen izall

AS/EN — Aerospace- Requirements for
Mainte

AS/ENMHSQ-9120Quality Management—Systems—Reoquiromentsfor-Aviation—Space and

Defense Dlstrlbutors
GEIA-STD-0016, Standard for Preparing a DMSMS Management Plan

IDEA-STD-1010B, Acceptability of electronic components distributed in the open market

1 Under consideration.

2 This Technical Specification will be superseded by IEC/TS 62239-1, Process management for avionics —
Management plan — Part 1: Preparation and maintenance of an electronic components management plan, which
is currently under study.


https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a

TS 62668-1 © IEC:2012(E) -7-

SAE AS55533, Counterfeit Electronic Parts; Avoidance, Detection, Mitigation and Disposition
SEMI T20, Specification for authentication of semiconductors and related products

SEMI T20.1, Specification for object labelling to authenticate semiconductors and related
Products in an open market

SEMI T20.2, Guide for qualifications of authentication service bodies for detecting and
preventing counterfeiting of semiconductors and related products

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definjtio

3.11

after-market source

reseller who may or may not be under contract with"the ) porient manufacturer
(OCM)), or is sometimes a component “re-manufactu ith the OCM

Note 1|to entry: The reseller accumulates inventories of gncaps & sncapsulated (wafer) compgonents

whose end of life date has been published by

€ ¢n resold at a profit to fillla need
within the market for components that have besome spsst

3.1.2

counterfeit

action| to simulate, reprod $ify 8 dor its packaging without authorizption
Note 1 are imitations or are fake goods or servicgs. This

activity| inal manufacturer and is an illegal act. Countdrfeiting
genera

3.1.3

count

mater pyirng ap authentic material good which may be covered by the
proted ) tered or confidential intellectual property rights

Note 1 CIN P ity’or pedigree has been altered or misrepresented by its supplier

Identity iQi , part number, date code, lot number, testing, inspection, documentation or
warran

Pedigr¢e = Origin, ownership history, storage, handling, physical condition, previous use etc.

3.14
COTS

commercial off-the-shelf products

one or more pieces, mechanical or electrical, developed for multiple commercial consumers,
whose design and/or configuration is controlled by the supplier’s specification or industry
standard

Note 1 to entry: They can include electronic components, subassemblies, or top level assemblies. COTS
subassemblies include circuit card assemblies, power supplies, hard drives, and memory modules. Top-level COTS
assemblies includes a fully integrated rack of equipment such as raid arrays, file servers to individual switches,
routers, personal computers, or similar equipment.

3 This standard will be superseded by SAE AS5553A, Counterfeit Electronic Parts; Avoidance, Detection,
Mitigation and Disposition, which is currently under study.
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3.1.5

customer, user

original equipment manufacturer (OEM) who purchases electronic components, including
integrated circuits and/or semiconductor devices compliant to this technical specification, and
uses them to design, produce, and maintain systems

3.1.6

data sheet

document prepared by the manufacturer that describes the electrical, mechanical, and
environmental characteristics of the component

3.1.7
brokegr
individual or corporate organization that serves as an intermediary between buyenand s¢ller.

Note 1]to entry: In the electronic component sector a broker specifically seeks tq to find
componments in order to turn a profit. To do so it may accumulate an inventory, of cgmpynertsico SI b be of
strateg|c value or may rely on inventories accumulated by another. Fldwide
compoment exchange network.

3.1.8

customer device specification

devic¢ specification written by a user and agreed by(the(sUpplie

3.1.9

fraudulent component

electrpnic component produced or distribtited

Note 1|to entry: This includes s , S igi acturer
(OCM) or by any user, disasse bonent,
copy, imitation, full or partial s stltu e|of brand i ample:
compoment whose productio \ € pies of
a design, disguised compo ntifiers

etc.), cpmponent without inte i 1 sti ili i i igi Cturer’s
silicon Hie. @

3.1.1(

franchised distrif :

individlual or corperate i S i [ i in this
case fthe el S bet to

distriqute products

Note 1]|to entry: i biviti i i i by the
franchiger. Qi chised
distribytor or agent? , i istri i i r more

electropic component wanufacturers to distribute and sell said components. Distribution agreements may be
stipula%ed according to the following criteria: geographical area, type of clientele (avionics for example), maximum

manufgctlring lot size. Components sourced through this route are protected by the OCM’s warranty and srppned
with full frnr*nnhilify

3.1.11

non-franchised distributor

non-franchised or independent electronic component distributors are companies who do not
fall under one of the above mentioned categories (i.e. franchised distributor)

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guarantees and support provided by the franchised distributor network; components sourced through this source
are usually protected by the source’s warranty only. However, some of them are able to purchase traceable
components and/or to provide traceability paperwork and/or are able to return stock for investigation to the OCM.
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3.1.12

purch

asing agency

organization who groups the quantities of electronic components required by a series of
companies in order to constitute significant buying power and thereby obtain the best possible
supplier conditions for purchasing ( especially as regards pricing and purchasing conditions)

as we

[l as for assistance with management, documentation , financing etc.

3.1.13

resell

er

general supplier who offers a selection of electronic components to order from a catalog

3.1.1
micro
electr
impai
densif
within
Note 1
compo

3.1.15
origin
manu
comp

3.1.16
origin

3.1.17
pirac)
willful

3.1.18

sourding channe

variou
subco
manu
distrib

3.1.19
semid
electr

al component manufacturer (OCM)
company specifying and maqufacturing theron'

circuit, component, device
cal or electronic device that is not subject to disassembly
ment of design use and is a small circuit having a high eg
y which is considered as a single part composed of inter¢
a single substrate to perform an electronic circuit function

to entry: This excludes printed wiring boards / printed circuit bogrds,
ed exclusively of discrete electronic components.

al equipment manufacturer (OEM)
acturer who defines the electronic s
bnents or defines the componengs$ used j

ponent

/

s sourcing\ systex i " to the electronic equipment manufacturer ar
ntracto S ¢ urchase of electronic components directly from the o
act , purchase through a franchised or non-frang
utdr, bra

onductor

bNic ‘eomponent in which the characteristic distinguishing electronic conduction

place

ijon or

ement

3 [ONn Oor

odules

tronic

d its
riginal
hised

takes

within a semiconductor

Note 1
(1)
(2)

to entry: This includes:

semiconductor diodes which are semiconductor devices having two terminals and exhibiting a nonlinear

voltage-current characteristic and
transistors which are active semiconductor devices capable of providing power amplification and ha
three or more terminals.

3.1.20
subcontractor for manufacturing electronic subassemblies
supplier manufacturing items in compliance with customer design data pack and drawings and

under

the authority of the OEM

ving

Note 1 to entry: This supplier can potentially procure all or part of the electronic components required to produce a
sub assembly and is often referred to as the contract electronic manufacturer (CEM) or electronics manufacturing

service

s (EMS).
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er

company which provides to another an electronic component which is identified by the logo or
name marked on the device

Note 1 to entry: A supplier can be an OCM, franchised distributor or agent, non-franchised distributor, broker,

reseller,

OEM, CEM, and EMS etc.

3.1.22

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer

Note 1|to entry: This traceability means that every supplier in the supply chain is prepared to egally detlare in
writing [that they know and can identify their source of supply, which goes back to thg er and
can copfirm that the electronic components are brand new and were handled witH d MSL
handling precautions. This authenticates that the electronic components being su hd new
compoments with no ESD, MSL or other damage. This ensures that the electronic by any
manufgcturer’s warranties, have all of their useful life remaining and function C Cturer’s
published datasheet, exhibiting the expected component life in the applicatién forthe\O ictions
and prqduct warranty.

3.1.23

untrageable

propefty of electronic components which have lost their §r 22)
3.2 |Abbreviations

AAIPT Alliance Against IP Theft

ACTA

ACTF ounterfeit Task Force

ADHR

ASIC

ATP acc"h,

CATA China A

CB

COTS

CEM

CEPA

CQAE

CMO$ complementary metal oxide semiconductor

DOD Department of Defence (US)

DMEA Defense MicroElectronics Activity

DMSMS  diminishing manufacturing sources and material shortages

DSCC Defence Supply Centre Columbus

DLA Defense Logistics Agency (former DSCC)

EASA European Aviation Safety Agency

ECIA Electronic Components Industry Association

ECMP electronic component management plan

ECSN electronic component supplier network

EMS electronic manufacturing service

ERAI Electronic Reseller Association International (see http://www.erai.com)

ESD electrostatic discharge
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EOS
EU
FAA
FAR
FFF
FIT
FPGA
G-19

electrical overstress

European Union

Federal Aviation Administration

Federal Avionic Regulations

form, fit and function

failures in time

field-programmable gate array

SAE Counterfeit Electronic Parts Committee

GAMS
GIFA$
HAST
HIS
HTOL
ID
IDEA
ISP
ITAR
JIT
JPO
LTB
LDC
MBTH
MTTF
MSL
NEDA

o PN ' b o : L "
GUVTCITTITTITTTUAULTTUTIUC S IIIUCLIIIU Ul OCTITINCUTITUUCLLUTrS
French Aerospace Association

highly accelerated stress test

Hardware Intrinsic Security

high temperature operating life

independent distributors

Independent Distributors of Electronics Associati
internet service provider

International Traffic in Arms Regulati

just in time

Japanese Patent Office

last time buy

lot date code

NOVR

OCM

OEM

OHIM onisation in the Internal Market (EU)
PCB

PCN

PRC People’s Republic of China

REC ReliableEleetronic-Gomponent-Suppler
PUF physical unclonable function

RFID radio frequency identity detection

RAM random access memory

ROM read only memory

SEE single event effect

SEU single event upset

SER soft error rate

SIA Semiconductor Industry Association
SRAM static random access memory

TAPO Trusted Access Program Office



https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a

-12 - TS 62668-1 © IEC:2012(E)

TSO Trading Standards Officers

UK United Kingdom

UKEA UK Electronics Alliance

UNG unique number generator

USA United States of America

WIPO World Intellectual Property Organization
WSC World Semiconductor Council

4 Technical requirements

4.1

This Technical Specification minimises counterfeiting, recycling an
maintfining intellectual property and purchasing traceable compgnen

Minimum avionics OEM requirements are defined in 4.2.

Subclauses 4.3 to 4.14.5 provide supporting informatig

General

en iities by

Inforn Libject
to chI dilable
when

° 5 and

. ed in

e [ Annex C provid P and
A.9.3) <>

e [ Annex D provide shartof IEC/TS 62668-1 requirements and their relationghip to

the definit e e groperty (see 4.3);
the Imwitati counterfeit (see 4.4);
th¢ better ;

what recycling tsvand why the avionics industry minimises recycling to in-house acfivities
only[see 4.6);

th £ HP 1 4 £ 4+ LONOC AY 4 4+ 4+ H atall t |
UoT U UTTynrar —CUTITPUTTCTTIU Tl TuTAdCTUTTT S (U UIVIS ) WiTU PTUTT LT UTTT mtemectiua

property (see 4.7);
the use of approved franchised distributors or sources (see 4.10);

the use of risk management and component test processes when buying suspect
untraceable components from non-franchised distributors in accordance with
IEC/TS 62668-24 (see 4.12.12);

the protection of OEM intellectual property, throughout their product lifecycles including
management of all spares;

the reporting of violations of intellectual property through local law enforcement (see 4.14,
A.7.2, A.8 for useful contacts).

Under consideration.
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Minimum avionics OEM requirements

The avionics OEM shall:

a) Protect their intellectual property rights (see 4.3, 4.4, 4.5, 4.12 and 4.13);

b) Select components from original component manufacturers (OCMs) who control their
intellectual property rights (see 4.3, 4.7) and which includes unique configu

Cco

ntrolled part numbers and physical part markings (see 4.7.6);

ration

c) Have an anti-counterfeit, fraudulent and recycled component process, in compliance with
the requirements herein, which may include an anti-counterfeit management plan in
accordance with this specification or specifications such as SAE-AS5553A5 or others

sipiftar (see 41213 and shattflow this Tequirement down to TOWer fevel SUppiferg (see
4.12.13.3);

d) Have an AS/EN/JISQ 9100 process (see 4.12) to audit all ofNsupply of
components, which shall have an anti-counterfeit, fraudulent and\ recycl onent
prpcess in compliance with this specification;

e) Have a process only allowing the purchase of traceable §ompo using
thé AS/EN/JISQ 9100 procedures, from:

1) iginal compgonent
4.10) whete the
. See Annex ( for a
typical RECS certificate.
2)
i) apnufasturer/ (OCM) (see 4.7) with any
i stries
) measures (see 4.7.7) or physical
ii) Direct from U (see 4.7.8) and/or from thel USA
Trusted IC 3 n~\Rrogram (see 4.7.9) where required by cusffomer
iii) In situ@a hised
afterma
ill be
2) Who are also ISO 9001 approved as a minimum requirement (see 4.8);
'%) Have additional pmr‘pdllrpq ta ensure counterfeit rp(‘yf‘lpd ar fraudulent

components do not enter the supply chain, e.g. use IDEA-STD-1010B (see

4.11).

f) Have an AS/EN/JISQ 9100 process which avoids the use of unapproved brokers (see
4.11.3);

g) In the rare event an avionics OEM considers it is necessary to purchase untraceable

Cco

mponents, the avionics OEM shall:

5 Under consideration.

6 Under consideration.


https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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1) conduct an exhaustive search for traceable alternatives, including the review of
possible design changes to accommodate traceable alternatives and aftermarket
sources (see 4.12, in particular 4.12.10, 4.12.11, and Annex B);

2) use a risk management process, to assess the additional requirements needed to
determine that the components are not counterfeited, recycled or fraudulent
components , with the results documented in the OEM’s AS/EN/JISQ 9100 non-
conformance procedures, using the requirements of IEC/TS 62668-27 Under
consideration which, will include conformity, quality, reliability and maintenance
performances aspects.

h) Have a process for repair and rework operations (see 4.13.9) which shall include
AS/EN/JISQ 9110 certification for all maintenance operation;

i) Report incidents of counterfeit and fraudulent activities in accordanc local law (see
4.14).

4.3 |Intellectual property

4.3.1 General

Anti-c bctual

prope L nged.

Therefore anti-counterfeit activities are concerned abou inte i bctual

property.

The V United

Nationps stem,

which bment

while

WIPOQO| was established i i i bmber

Stateq ¥ g world through cooperation among ptates

and i collaboration witk ar inté i ganizations. Its headquarters are in Ggneva,

Switz¢rland. F
Intelldctual Pro

WIPO see A.1. The following are refional

a) U$A: The United

b) U h and
d

c) Ed ctual
Pr

d) Chi

The following are additional resources for intellectual property information:

a) WJ|PO’webpage (see A.1.3) has links to the treaties administered by WIPO, with dethpils of
legislations from a wide range of countries and other related information (see A.1.4) and
includes the present members of the Global Network on Intellectual Property (IP)
Academies

b) International Intellectual Property Alliance is a private sector coalition, formed in 1984 of

trade associations representing the US copyright based industries in bilateral and
multilateral efforts working to improve international protection and enforcement of
copyrighted materials and open up foreign markets closed by piracy and other market
access barriers (see A.8.4).

7 Under consideration.


http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.uspto.gov/
http://www.iipa.com/aboutiipa.html
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c) The International Trade Administration, U.S. Department of Commerce Stopfakes
webpage http://www.stopfakes.gov/sf_how.asp (see A.8.2) has links to Intellectual
Property Toolkits for other countries.

d) The USA Embassy in China webpage (see A.8.3) has very useful data for IP control when
importing goods into China.

4.3.2 Definition of intellectual property

4.3.2.1 General

Intellectual property (IP) refers to creations of the mind: inventions, literary and artistic works,
and symbols, names. images. and designs used in commerce. This is property created
through intellectual or creative activity. It includes patents, trademarks, copyright and depgigns.
It can|be owned, rented out, licensed, sold or given away.

4.3.2.p Patents

Paten(ts are territorial rights. Therefore, they apply in one country, indt ion (EU)
or through the patent Co-operation Treaty. A granted patent 3 2 e
sold gr licensed out. A patent can last up to 20 years. For furthe i i
(a) WIPO (see A.1.3); or

(b) the European patent Office (see A.7.3.);
(c) the
(d) the

4.3.2.

Thessg
territori

1”4

Thessg

which
ication

gll EU

4.3.2.4 Copyrig

This i$ an”automatic right which can be licensed or sold. Use © after your name.

4.3.2.5 Design

A design relates to the physical appearance of an item or part of it. Designs should be
registered in your country or with the EU at OHIM (see A.7.4) or with WIPO (see A.1.3).

4.4 Counterfeit definition
441 General

There are various definitions of "counterfeit" being used in the avionics industry at present
which is essentially infringement of intellectual property rights. However counterfeit definitions
need to use the legal definition to ensure law enforcement can proceed with managing
counterfeit issues through the judiciary. The definition of counterfeit should not be confused
with recycling (see 4.6).


http://www.trade.gov/
http://www.doc.gov/
http://www.stopfakes.gov/sf_how.asp
http://www.chinatrademarkoffice.com/
http://www.jpo.go.jp/
http://www.wipo.int/trademarks/en/
http://oami.europa.eu/ows/rw/pages/index.en.do
http://www.chinatrademarkoffice.com/index.php/tdreg/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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4.4.2 Legal definition of counterfeit

See 3.1.2 for the definition of "counterfeit" and 3.1.3 for the definition of "counterfeit
component". These definitions are based on ISO/WD 166788, which is being developed by
ISO TC 247 (Fraud countermeasures and controls).

Each country typically has a slightly differently worded legal definition but generally all are
based on trademark infringement.

4.4.3 Definition of fraudulent components

The u
that t
which
"fraudulent”, which is also easier to prove by law enforcement. See
"fraudulent component" definition.

4.4.4 Traceable components

See 3]1.22 for the definition of "traceability".

4.4.5 Untraceable components

Many of "untraceable") bpck to

the or

a) Pq Distributors or OEMs. Many PEMs
m the process loose the tracepbility

pgperwork.

b) O g tonth€ supply chain, without the tracejbility
\ i in. Such components are then identified as

stock becomes known as possible ‘counferfeit’

stopck.

c) Diptributors i 3 lh the supply chain as to whether the compqgnents

K i s will
fter a
ck of
fterfeit

nough
se as
bir warehoUse operations and traceability processes are not able to track individugl lots
components arid where they originate from.

e) Cgmmercial grade components which are not supplied with full traceability back jo the
OEM.

4.5 Why is counterfeit a problem?
4.5.1 General

The recent USA report GAO-10-423, published by the US Government Accountability Office,
details the extent to which counterfeiting activity affects the US economy.

The Japanese Patent Office also includes a ‘FY2004 Survey Reports on Losses Caused by
Counterfeiting’ (see A.10.1).

8 Under consideration.


http://www.jpo.go.jp/cgi/linke.cgi?url=/torikumi_e/mohouhin_e/survey_report.htm
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4.5.2 General worldwide activities combating counterfeit issues
4.5.2.1 General

There are currently several anti-counterfeit activities on going which will assist law
enforcement activities, as follows.

4.5.2.2 Anti-Counterfeiting Trade Agreement (ACTA)

ACTA establishes a new international legal framework that countries can join on a voluntary
basis and will create its own governing body outside existing international institutions such as
the World Trade Organization (WTQO), the World Intellectual Property Organization (WIPO) or
the United Nations.

The 11th and final round of the negotiations for the Anti-Counterfeiti ement

Partigipants in the negotiations included Australia, Canada, tF i (EU)
repregsented by the European Commission and the EU Presi Belgi e EU
Member States, Japan, Korea, Mexico, Morocco, New Zéa ing ; i d and
the United States of America.

ACTA| aims to establish a comprehensive, first-time, ip i ill lassist
partiep to the agreement in their effor bctual

propefty rights, in particular the proliferatiqgn of counterfeiting a mines
legitimate trade and the sustainable de ' state-
of-thetart provisions on the enforceme igns on

civil, priminal, and border enforceme t : [ i mong

ACTA| Parties to assist in ices for
effect|/ve IPR enforcemen

4.5.2.8 Government/

GAMS, founded wultifaterakJoint Statement on Semiconductors, aims to promote
the fair and open’ ¢ e and\ growth of the global semiconductor market through
improyed mutual u ing gen industries and governments . It now has menbers
from the Semicohdut Xssociations in China, Chinese Taipei, EU, Japan| USA
and Korea. i nt is reviewed every five years. The Joint Statement prgvides
for inqustry to make-ke d’recommendations to governments on policies that may|affect
the future npetitive conditions within the global semiconductor industry through
a CEQ-leve] icoghductor Council (WSC) (see A.3). Topics under discussion include
counterfeit pre i iSsues. The 2009 meeting affirmed the member's agreemgnt to

underfake enforcement measures against semiconductor counterfeiting. The Eurppean
Semiqonductor Industry Association (ESIA) (see A.3) is chair of the counterfeit committep.

4.5.3 Cultural differences

Many cultures are not familiar with the concept of intellectual property and fail to comply with
the WTO intellectual property definitions (see 4.3). As worldwide trade increases it is
essential that all worldwide organisations comply with intellectual property definitions. Failure
to comply can result in claims of counterfeiting when there is no intent to deceive. For
example, it is common for components and materials to be locally sourced but these may not
comply completely with the customers’ requirements. A local substitute is often the only
solution for a quick delivery. However, it is essential that any substitute components or
materials are declared to the customer and that customer approval is obtained before
shipping these alternatives. Failure to inform the customer can result in the customer
declaring the components are ‘suspect’ and hence ‘counterfeit’.


http://www.eeca.eu/index.php/esia_home/en/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a

-18 - TS 62668-1 © IEC:20

4.5.4 Counterfeiting activities and avionics equipment
4.5.4.1 General

Avionics component obsolescence issues may result in the following situations:

12(E)

e The obsolete components are difficult to find and source from franchised distributors or

the OCM, who may have ceased trading.

e Long deliveries e.g. >26 weeks may be quoted for special assembled lots
Franchised Aftermarket sources or the OCM

o Limited quantities may only be available.

from

Thesq situations typically have a high value market where the component/Costat thig stalage of

the cgmponent lifecycle may be considerably more than the original copnponent y Also the
Avion|cs OEM typically has a short term requirement and wishes to v0|d costlyxedepigns.
Thesq situations are very attractive to fraudsters and counterfeiteq it the
Avion|cs industry.

A market is therefore created where there is an urgent can’ be filled by
counterfeit and fraudulent components.

This |s an on-going problem particularly where t e joni has a requiremént to
suppgrt past designed avionics equipment. In t A e current production activity
can afldress for example a repair acti [ cedssues. The temptata:Fn for
counterfeiters to continue to produce\co for this avignics obsolescence market is
very high and has become ‘easy’ muwpey: erfei activities have become|more
sophisticated as knowledge of this acti i : the avionics community procurgement
activities improve. s

Today it is quite commo eitvand frapdulent electronic components to visually

appedr genuine, operat

extrerpes. Counterfeit detett
just alvisual ins

perature and somewhat over tempefature
y therefore have to be more sophisticated than

Howe ication
incres eiting
activities whigh [ ich are
genui

4.5.4.

The r k , bn 28
April 2010; Righlights” the risks of counterfeit parts to the USA DOD.

Also the January 20710 report ‘Detense Industrial Base Assessment. Counterielt Efectronics’

published by the US Department of Commerce extensively reviews counterfeit activitie
strongly recommends:

a) Buy components directly from the original component manufacturer or the app
franchised distributor.

s and

roved

b) Maintain component traceability back to the original manufacturer, typically through the

use of Certificates of Conformance or test certifications.
c) Maintain approved supplier lists and criteria of supplier approval.

d) Ensure supply chain anti-counterfeit procedures are established and are maintained.

e) Use escrow accounts operated by ERAI when purchasing potentially suspect components.

f) Use IDEA-STD-1010B type visual inspection regimes and test suspect components, e.g.

X-ray, electrical test, as required.


https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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g) Use of databases to track suspect or counterfeit components, using GIDEP.

h) DOD entities should use Product Quality Deficiency Reports (PQDRs) to report non-
working electronic components.

i) Proposing that FAR regulations are changed for the procurement of components for
mission critical applications.

j) That a centralised US federal reporting mechanism and database be set up for collecting
counterfeit data with close ties to law enforcement.

4.5.5 Reliability impact and danger to general public

Counterfeit, suspect or untraceable components are a serious threat to the safety of avionics
equipment as they do not have the expected reliability that the original authentic comgonent
has. Reliability is a result of good design controlled by the original man acturer] with

contrglled manufacturing and handling. Reliability can never be scregnhe onent
afterwards.

Tracepble components perform as expected to the manufadture i neets,
exhibiting the expected component life in the application fg » . reliabil ictions

and pfoduct warranty

Untrageable or suspect components, which may/ or it, e no
information as to how the component has been ¥ i been
subje¢ted to ESD latent damage, mois j bf this
lack gf knowledge, it is impossible to same
reliabllity as traceable components.

4.6 |Recycled components
4.6.1 General

This is a legal activity

this practice to refv

4.6.2 Why does awonics\i not use recycled components?

e sold as being recycled. Many industrigs use
. telecommunications industry.

The apionics ind 2 e tHat all flight equipment produced has a predicted pfoduct
life in|line witi™ adict epair and service life to ensure the public is not endangered.
Typically an QEM wjll a mean time between failure (MTBF) and possibly a|mean
time Io NLTE) prediction. These calculations assume all components are ngw, or
considlere y at the point of introduction into flight use and that no pseful
component li “unsafe” component conditions have been used.

Recydled lcomponents have no data as to how much useful life has already been used lbefore
being recycled and therefore the predicted remaining life cannot be calculated. Al§o the
proces ycii A ] at i V] i ] onent

damage such as mducmg ESD or EOS latent damage which cannot be immediately detected
but which is a long term failure mechanism and which could affect the remaining component
reliability.

4.6.3 When do recycled components become counterfeit?

Recycling is a routine activity in some industries such as the telecommunications industry,
where the expensive ASICS are recycled from returned mobile phone handsets. In itself
recycling is not illegal if all parties in the transaction understand that the components are
recycled. Recycled components or products, are considered to be "counterfeit", when the
recycled components are fraudulently sold as being "new" or "unused" components. However,
law enforcement would typically consider this to be ‘fraudulent’ activity rather than
‘counterfeit’ activity, where the fraud is the selling of recycled components as being new or
unused. Note that ‘counterfeit’ is legally hard to prove and often it is easier for law


https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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enforcement to prosecute on fraud charges. Note however, avionics OEMs may use an
internal recycling practice when repairing their assemblies in-house, using their internally
controlled repair conditions, as defined in the IEC/TS 62239 ECMP, which is approved by
their customer.

4.7 Original Component Manufacturer (OCM) anti-counterfeit guidelines
4.71 General

It is important that all OCMs use anti-counterfeit measures when manufacturing, producing
and selling their components. The following are typical measures which should be used.

4.7.2 Chinese Reliable Electronic Component Supplier (RECS) audjt scheme

This quditing scheme operates in China and was promoted by GAMS 209 a WSC.
The RECS scheme announced the first thirteen qualified enterpriges (see
A.9.3).

The RECS system certifies and authenticates electroni 5 and
authofized distributors who provide products from lega $ was
established in response to a growing trend of counterfei ed to

promagte legitimate product sources and educate China_elegironic puxchasers to buy from
reliable sources of electronics components wh|I 6 i iaki ility of
produft sources. RECS is identified b j g iati d the
Chinal| Electronics Enterprises Associ \ r ir inigtry of
Information Industry who jointly organize Y e

4.7.3 Original Component manufactu nird

When|OCMs are Third cates
manufacturers and the ahd product lines, as all addresses lised on
the certificates have i iSi and audited by the Third Party auditors. It is
therefpre highly ' ‘ Wponents are purchased from AS/EN/JISQ 9100 or
as a minimum fro >Q90Q1 third™ party >certified manufacturers. Note that ISO9001 hlas no
minimum benchmark dards and therefore does not guarantee comgonent

quality.

4.7.4 igi S 3 wanufacturer (OCM) trademarks

All OC 3ir intellectual property and have a registered trademark of logo
registe . The Semiconductor Association recommends that trademarks are
registe mport

their romponents thfough the member country where the trademark is not registergd. In
Europle trademarks can be reglstered with OHIM (see A.7. 4) for a "Commumty Trade [Mark"
applicab —Component-trademark—infringemen mon
cause of counterfeltlng

4.7.5 Original Component manufacturer (OCM) IP control

Manufacturer intellectual property control is typically by control of patents, control of design,
use of trademarks and logos. A crucial part of the design control is the control of the final
acceptance test program (ATP test software and test stations) and control of the published
datasheets. ATP test software and test stations should be numbered and critically controlled.
Datasheets (see 3.1.6) should be published in a locked format so that they cannot be edited
and should also contain the manufacturer’s logo or trademark. For COTS parts, only the data
published in the OCM datasheet is the OCM’s design information which is controlled by their
intellectual property rights.
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4.7.6 Original Component manufacturer (OCM) physical part marking and packaging
marking

OCMs secretly control their final part marking activities, typically through in house operations.
However, it is essential that the OCM’s trademark which is physically marked on the
component is the same as the trademark registered with WIPO (see A.1) and is as expected
as per the OCM information. OCMs add additional physical markings to authenticate their
products, using special font size, font spacing, letter and number positioning, special laser or
ink marking etc. with:

e trademarks,

° lot date r\nr’lnc’

¢ | unique location codes,

e | wafer lot date codes,

o | special exterior package marking,

o | other proprietary codes for traceability.
OCM9 may assist OEMs with validating their part marking i ) er, there is p limit
to thg i [ . KOCMg also use|some

proprietary die and packaging marking technique . .7.11). Not¢ that
ISO/WD 166789 is being developed for tracking and [traqe V eth

4.7.7 i i I: i srfeit Task Force (ACTF)

SEMI|is a global industry association (sege A.4), . eflectual property webpage (see
A.4) provides guidance on practical m 3 be used to avoid counterfeit issjues.
Chip pr die traceability i a [ ivity ¥or wafer foundries. The following new
standards have been publi ‘ i \ ip¢ounterfeiting:

e SHEMIT20-S i ' icatibn of semiconductors and related products

e SHEMI T20.1 ificati \oJ] labelling to authenticate semiconductors and rglated
Prpducts in an op 5

e SHEMI T20.2 i alifications of authentication service bodies for detecting and
preventing ¢ fei i

These , , risted manufacturers of authentic goods and use strpngly-
encrypted 3 Using a free authentication service, anyone considering the
purchase o O\ goods can use the encrypted batch number as the basis|for a
re serialization is a major deterrent to counterfeiters. Although qecure
serializationzsystems alone do not prevent the copying or theft of codes, they can be effective
at defecting that such fraud has occurred. Thus, secure serialization serves as a detgerrent
and Jn early warning system. Developed for use with semiconductor circuits and dejices,
these procedures can also be extended to apply to other electronic parts and other types of
products.

4.7.8 USA Trusted Foundry Program

The USA DOD in response to several counterfeit issues has set up new policies including the
Trusted Access Program Office (TAPO) (see A.8.8), who are responsible for finding and
maintaining suppliers of trusted microelectronic parts for Military and USA Mission Assurance
Category | systems (DoDI 8500.2) critical programs.

9 Under consideration.
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Trusted suppliers are now managed by the Defence MicroElecronics Activity (DMEA) (see
A.8.9) where a listed of accredited suppliers is maintained.

This currently protects custom ASIC components used in critical US applications. Such items
are typically designated ITAR controlled components. Users should check the ITAR status of
any components used from ‘Trusted Foundry’ manufacturers.

For an example see A.8.9, where the manufacturer provides custom components, with a
Unique Number Generator (UNG) which is a die specific identification in a 256 x 1 bit serial
access ‘self-programming’ ROM. This ROM can be read electrically at wafer level test, after
package assembly and in the field and is operable from -40 °C to +125 °C. These ROMs can

be placed i severattocations onm a die withim different circuit efements. _T S prevents re-

engingering and acts as a counterfeit deterrent.
4.7.9 USA Trusted IC Supplier Accreditation Program
Trustgd suppliers in addition to those listed in 4.7.8 above, whi DMEA
(see |A.8.9) also include Trusted Test Houses, broker lities,
packalging/assembly/test facilities etc. Accredited Trusted usted
Suppljer certificates for a period of time (with an expiry da which
can b¢ found on the company’s website.
4.7.1Q Physical unclonable function (PUF)
For algood definition of PUF, which i e~A.11, where various sjlicon,
SRAM, IC coating and magnetic PU ped. This is a new emerging
technplogy with immediate application ing sounterfeit activities for example|RFID
tags gnd military applications. %
Any semiconductor manufs i ess,has unwaylidable variations and any circuit design
when |fabricated in silig ibi 0 electrical behaviour from one chip o the
next gven though the 3 are identical. PUFs are a class of simple, tinly, low
powell circuit ppimitives anufacturing process variations to unjquely
charagterise ea - nce these manufacturing process variationg are
unprefictable, impos c r€plicate and are beyond the manufacturer’s control,
they make effectiye i ively make semiconductor ICs "unclonable"[1]10.
Orgarjisations and\prodycts ¢ch can assist with this new technology include:

1) 3 insic Security (HIS) Initiative, launched in May 2010 (see A.12). This

\ ) oits” the unique ‘electronic fingerprint’ found on each semiconductor,

4.7.11 ,Original Component Manufacturer (OCM) best practice
OCMs—snhould ensure that rigorous control 1s maintained over their subcontractors, including

CEMs or EMSs to ensure that scrap, pilot runs and bad yield components are disposed of
beyond use. This will ensure that these components are not sold onto the open market
through non-franchised suppliers to OEMs. OCMs should also aid their distributors and OEMs
by stating on their documentation when components have been legitimately re-marked. OCMs
should also provide part marking verification processes, e.g. websites with look-up
information for OEMs and other users to verify physical component markings and tamperproof
labels or tags (see A.13).

10 Numbers in square brackets refer to the Bibliography.
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4.8 Distributor minimum accreditations

It is recommended that all distributors should have the following minimum third party
accreditations:

e International Organization for Standardization (ISO) 9001: a quality management
system standard
e |ISO 14001: an environmental management system

e Standard Occupational Health and Safety Assessment Series (OHSAS) 18001: an
occupational health and safety management system specification or equivalent
procedure

l

e [ American National Standards Institute/Electrostatic Discharge (A .20: an

ESD control program standard or equivalent procedure.

4.9 |Distributor AS/EN/JISQ 9120 Third Party Certification

AS/EN/JISQ 9120 is a subsection of ISO 9001 and is the compfement ) ndard
for stockists/distributors. It manages avionics distribution requikements [ ith the
OEM | AS/EN/JISQ 9100 requirements. The purchase S | with
tracegbility back to the original manufacturer is a S S/EN/JISQ| 9120
certification process. The contract review section of E 9420 audit requirgs that
all didtributors in the scheme clearly define when q ot| g S guote is for trageable
components or untraceable components. The Adis 9120
certification if they supply untraceabie 7 order is for trageable
components.

Both franchised distributors and non-franchised\ d v i 9120
certification.

It is recommended th . d i i - i istri led by
avionics OEMs are AS i

4.10 Franchis@&

4.10.1

Manufacturer omponents directly through approved franchised distiibutor
networks; sek P

Thesq franghise ri ime- , .g. ually
or every 2 ye i
all the manufact ers on their line card. There appears to be no central database whergby all
franchised distributors and their approval/disapproval dates are maintained historically over
time. OEMs are advised to keep their own records of when a distributor is franchised| for a

H £ 4+ ol | Y - £ | pu |
glven nmraiTaTractarTTT  almtua wiTCTT S maltolmST CTIUS,

Information about authorized franchised distributors of semiconductors is available as follows:

e The Electronic Authorized Directory (see A.5), is organised by Rochester Electronics for
the Semiconductor Industry Association (SIA) and has been established by the SIA as an
anti-counterfeit measure.

However, the most up-to-date information should be checked on OCM website page dedicated
to: local sales, distribution offices, sales and distributors.

Franchised distributor associations are now becoming more stringent on standards for
membership. These are evolving from networking clubs into standard bearers for best
practices.


http://www.authorizeddirectory.com/
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Examples of distributor associations are:

a)

b)

c)

4.10.32 Control stock through tracking schemes

Franchised distributors control manufacturers stoc

NEDA which is now merged with ECIA, the Electronics Components Industry Association,
a non-profit organisation in North America (see A.8.11) which produces guidelines
including:

e NIGP 113: NEDA Guidelines for Product Returns

e NIGP 109: Guidelines for distributor assessment of manufacturer performance

e NIGP 107: Guidelines for the format of Military Certificates of Conformance

e The 2008 Model Distribution Agreement (see A.8.11) for details about the 23
provisions for distributors and manufacturers to consider when wording franchise
agreements

e [ A new authorised inventory search site that supports authorised dig

ECSN, the Electronic Component Supplier Network, is a non- ppofit UK\trade.'assogiation
(see A.6.6), which publishes several guides and can act as @ ditrat nchise
agreements

IDEA, the Independent Distributors of Electronics Associ

S5 and

can dccept back unused stock from the OEMsg h the
required traceability (see the NIGP 11
4.10.3 Control scrap
Franchised distributors also control OCM vd 8 pstroy
‘suspect’ counterfeit or fraudulent s
4.10.4 RECS

.1.2).

All fralnchised di@

4.10.5 SAE AS608

Non-f
in 201

4.11 3 3 stributor anti-counterfeit guidelines
4.11.1

See 3| 1A1for the “non-franchised distributor” definition.

0 SAE AS608111is a new activity within the USA sfarting
ation.

The supply chain for components purchased through non- franchised distributors can be very
long. There is the possibility that several distributors and brokers will be involved. The non-
franchised distributor will not always know the other sources in this long supply chain and at
some stage in this supply chain the components may become ‘suspect’ components.

It is recommended that OEMs manage non-franchised distributors in accordance with 4.11.2.

Also it is recommended that the Independent Distributors of Electronic Association (IDEA)
(see A.8.10), specification IDEA-STD-1010B is used as a baseline for visual inspection to
check these suspect components for damaged leads caused by recycling, part marking

11 Under consideration.
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changes, etc. Note that operators can become IDEA-ICE-3000 certified to the requirements of
IDEA-STD-1010B. The IDEA organisation has published a guide for franchised distributor
traceability guidelines.

Non-franchised distributors can also be AS/EN/JISQ 9120 Third Party Certified.

Non-franchised distributor also need to establish a procedure for how to deal with suspect
components as they cannot return them back again into the supply chain without being
legally liable for handling counterfeit components and being accused of fraud.

For more information, see IEC/TS 62668-212,

4.11.2 OEM managed non-franchised distributors
Most OEMs need to use some non-franchised distributors occasioha eable

compopnents as it is impossible, with the vendor (OCM or franch istfibt Liction
programs in place today, to supply all the components needed fra i is{ri ['S.

For mpre information, see IEC/TS 62668-213.

4.11.3 Brokers

Use of brokers (see 3.1.7) for the purchg
For m

4.12 procuring components

4.12.1
OEMg ant ptans in place based on their:

4.12.2
All co el S selected from approved manufacturers who use trademarks,
logos ] i al property controls, should be bought from authorised sourcep with

traced M, using the OEMs AS/EN/JISQ 9100 approved processgs. All
authofised somrges should be either ISO9001 or preferably AS/EN/JISQ 9100 or AS/EN/JISQ
9120 |approved, and should be either the OCM or their authorised approved Franghised

Distriputof (see 4.10).

SAE ARP6178, which is an audit checklist, may be a useful tool in assessing sources of
supply (see A.17) and could become part of the OEM AS/EN/JISQ 9100 approved supplier
process.

12 Under consideration.
13 Under consideration.

14 Under consideration.
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4.12.3 Traceable components

AS/EN/JISQ 9100 requires demonstration of conformity to product definition. For electronic
components this can be shown by traceability back to the original manufacturer to validate
they are genuine and conform to the stated specification/datasheets.

Most avionics OEMs therefore require that all components purchased are traceable back to
the original manufacturer, as most OEMs operate common stock procedures for all their
programs where the buyer at the point of ordering does not know where the component will be
used and whether the application is flight critical or not. The OEM buyers shall ensure there is
full traceability on all stock ordered and raise special non-conformance purchase queries

when WQw_mwwmmWﬁocess
including direct line feed (DFL) operations via a typical KANBAN replacement system) and/or

any trpditional stockroom situation.

Comppnents have full traceability when purchased from the okigina * ar,| their
franchised distributor or their franchised aftermarket supplier of package or die
or wafers or their OEM managed non- franchised distributors pck is
also gvailable through AS/EN/JISQ 9120 certified distributg [ non-
franchised distributors. A certificate of conformance ¢éan t ) confirming this
tracegbility (see 3.1.22 and 4.12.4).

It may be necessary for the OEM to establish spesj ‘1) *ments with distributors
to engure that their orders are fully trae ) 9 bf any
orderg. This contractual agreement : /EN/JISQ 9100 distgibutor
assespment and approval process (see %4 .1222).

All OBMs should order traceable stock\as i $ safety is paramount.

4.12.4 Certificates of conforn

This [s the traditional| wa 3 2 ili igi er. A
Certificate of Co jCe Si brmity
to the| product desig ionics
OEMSq to underwrite4¢heiraira PiDBSE ifi , ifi ovide
evidemnce that the S been validated as conforming to their product design
charagteristics i i - nriften statement signed by the quality manager ¢f the

distriqutor or’compa i e component with a written guarantee that the component
supplied is_ne ffaceable back to the original manufacturer. This information
may He Held>electr |caIIy n a database or in paper form.

Note that certificates
and npt the OCM ce

of conformance may only be the supplier’s certificate of conformance
tificate of conformance. These may also be counterfeited.

4.12.5—Planand-buy-sufficient-quantities

OEMs often only buy components with a two-year forecast as that is the only order cover that
they themselves have for the products they deliver to their customers, even though the
product has a lifetime of 15 years plus maintenance time. Often the OEM also operates ‘Just
In Time’ (JIT) ordering procedures. The result is that OEMs typically do not buy enough
components or even miss Last Time Buy (LTB) opportunities. It is essential that every OEM
operates an Obsolescence Management Process which may be in accordance with their IEC
TS 62239 ECMP or their GEIA-STD-0016 DMSMS Management Plan and monitors
component requirements throughout the lifecycle of their product.

OEMs JIT policies need to be rationalised with their obsolescence management policies. Risk
could be better managed by arranging more ‘One Time Buys’ depending on the application or
by ordering periodically to maintain the link with the OCM, for components which are on the
verge of obsolescence than waiting for the last time buy (LTB) announcement. In addition,
LTB stock requires careful management and storage (see the guidelines of IEC/PAS 62435).
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4.12.6 Use of non- franchised distributors

The use of non-franchised distributors (see 4.11), should be minimised wherever possible as
they require direct management. Their use has an inherent risk of possible counterfeit stock
being procured. The OEM has to manage them carefully to know when they are shipping fully
traceable components and when they are shipping untraceable components. It is highly
recommended that all non- franchised distributors be AS/EN/JISQ 9120 certified as this
distinction will be clearly identified on all quotations to the OEM.

When non-franchised distributors are shipping untraceable components, the OEM shall follow
the requirements of IEC/ TS 62668-2 which will be published later for more information, which

requirﬁmaLau_mmbasedJammmm_hLLasﬁed_mnua_usLEMLammm_by the
custofner, generally the OEM (see 3.1.15) is typically required.

4.12.7 Brokers

is not
which

The use of unapproved brokers (see 3.1.7) for the purchase of a
reconimended, especially brokers who operate off the interne
will bg published later for more information).

4.12.§ Contact the original manufacturer

The OQCM may organise a new production run
manufactured product, if there is enough die
visiblg¢ on the website and direct caftact wq
possible.

oduct or infrequently
torage. This may rjot be

4.12.9 Obsolete components and arket sources

Obsolete components are eat of counterfeit or recycled compongnts in
the sppply chain. Obgolete available in franchised distributign for
considerable time after a e Y announcements. Care should be taken to

monitpr the Lot Date < B announcements to ensure the parts offered for
sale gre genui SSi ith this LDC verification. In addition vrious
obsol¢scence and” acti G , i{_monitoring tools are now available to assist DEMs
monitpr LTBs, PCNs a it reports so that the LDCs can be quickly verified.

Obsolete comp § re still available from franchised ‘sunset’ or manufalcturer
approyed ' be used before sourcing untrageable

componeghtss

It may be necessary Yo verify this franchised agreement between the franchised ‘sunget’ or
‘after-market~manufacturer and the original manufacturer e.g. by asking for the franghised
agreements) letters, searching for press releases, published statements etc.

Where only franchised die is available, the die may be packaged up by third party custom
packaging houses, (see B.3) and approved in accordance with the OEMs IEC/TS 62239
ECMP or DMSMS plan GEIA-STD-0016.

Obsolete or soon to be obsolete components should be identified early using pro-active
obsolescence procedures as required in IEC/TS 62239 and GEIA-STD-0016.

4.12.10 IEC TS 62239 approved alternatives

Where no traceable or aftermarket components can be found, the OEM should consider using
their IEC/TS 62239 Electronic Component Management Plan (ECMP) process to find

15 Under consideration.
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traceable IEC/TS 62239 approved components which are form, fit and function alternatives
suitable for the application.

4.12.11 Product redesign

Where there are no franchised aftermarket or IEC TS 62239 alternatives available, the OEM
should consider a redesign so that traceable components can be used. The redesign could be
limited to develop a small ‘mezzanine’ or ‘daughter PCB’ rather than redesigning the entire
PCB.

4.12.12 Non traceable components

WherJa all other sources of supply are exhausted and there is no opportunity for a‘ product

redes|gn, untraceable stock is often considered to be the only solution Curing
untrag y that
count Q |[if the
components are proved to be counterfeit have to be considered 2 S ed up
with ¢ i such
comp ay be
liable [ for prosecution. Components found to be counteffeited 1 and
retainpd for evidence and the matter should be reporte hority
(see 4.14, A.7.2, A.8 for useful contacts). Non traces ithin an

OEM panti-counterfeit management plan (see 4.12.13

4.12.13 OEM anti-counterfeit plans<inchudi
4.12.13.1 General

The QEM shall have an anti-counterfeit pl h may

an . ac 3
include an Anti-Counterfeif plan 2€CO dith hents,
which ive althougty” written for USA users. A revisior] SAE

AS55

Also § 10i onehts is being prepared (see A.17).

4.12.1 S ing non-franchised Distributors

The G g published by the GIFAS French National Committee. It Will be
adopt ifted, ‘ shed as IEC/TS 62668-219 in the near future.

4.12.1

The QEM shall flew down the requirements for an anti-counterfeit plan to the lower level
subcaontractors or shall manage them effectively.

4.13 OEM anti-counterfeit guidelines for their products
4.13.1 IP control

The OEM should control their design through a combination of patents, trade agreements,
franchise agreements, control of design, trademarks and logos. The OEM should also control

16 Under consideration.
17 Under consideration.
18 Under consideration.

19 Under consideration.
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their final ATP and test stations, Bills of Material (BOMS), drawings and specifications
securely.

4.13.2 Tamper-proofing the OEM Design

There are many ways of configuring an OEM design with tamper proofing features either in
hardware or software.

There are many specialised external subcontractors who offer a full tamper-proof service for a
complete design (see A.14 for examples).

Alternjatively custom ASICs and FPGAs can be designed using Physical Unclonable FEuhction
(PUF) technology, see 4.7.10 or similar technologies.
Recent tamperproof articles include:

e [ Adam Waksman, Simha Sethumadhavan, ‘Tampe sors’,

Department of Computor Science, Columbia Universit

4.13.3 Tamper Proof Labels
Tamp 9 plied througholit the
assembly to indicate when unauthorised disassg g i Units
canb p
4.13.4
4.13.4.
ASICS code,
which
4.13.4.
Some - ircuit,
assembled onto 3 { Kaged
and i d by
count FPGA
soluti kage,
are b¥ v also
includji mplex
micro PCB.
4.13.4.3, \ FPGA die serialization

FPGA—Tonfidenttal randomiy generated single die sertatization {5 now avaitabte from some
manufacturers (see A.15) for examples.

4.13.4.4 NOVRAM

Some NOVRAMSs contain an internal microprocessor, which can be factory programmed to
destroy the internal code (see A.16).

4.13.5 Control the final OEM product marking

The OEM shall ensure that the equipment supplied shall be marked in accordance with the
regulatory requirements and provide full traceability. Note that radio frequency ID tags are
becoming common in the automotive world in order to distinguish genuine components from
counterfeit ones (see A.13).
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4.13.6 Control OEM scrap

All internal rejects should be physically destroyed to ensure potential counterfeiters cannot
reconstruct rejects and sell them fraudulently as original components or units.

4.13.7 OEM Trademarks and logos

All trademarks should be registered. The OEM should take as many precautions as possible
to protect their products with the use of special serial numbers, lot date code markings,
exterior markings, package markings and product shipping processes.

The QEM should consider the use of special tracking schemes for missig nents
such a&s engines, which are FAA Class | products.

For fufrther information on the FAA and its product classification

The HAA has webpages for engine identification and regisfrati ] 5 (see
A.8.6).

4.13.9 Repairs to OEM products

Most [civil OEMs repair their equipmend i Al bs, to
ensurg authentic components are us [ ¢ dgut in a controlled manner.
The QEMs also issue component maigtena S \ s) for their products which
detail| the design and the replacement \ i ation. Often the replacgment

component can only be purchased
measuyre.

d this again is an anti-counterfeit

Howeyer, military customers typ e\their approved military repair centres and|order
replagement componel ) irfg activity is beyond the control of the] OEM
who qupplied the/sgu annot be held responsible for this procurément
activitly. @

It is rg
9110
units.
meas

ge organizations be third party certified to AS/EN/JISQ
w_td ensure full traceability of all components and repaired
93110 has a specific clause in 7.4.1 f) requiring that apprgpriate

Civil gi \ 5 y'out repairs and use FAA approved facilities as follows:

o | FAR%43 dessrjbes the rules for any aircraft having a US air-worthiness certificate.

o | FAA advisory circular 20-62E, dated December 23rd 2010, defines the qpality,

aliaihilitv: AanA tran~ahilitvy, ~Ff ﬁf\l"f\nf\ll":f\fll narta Aand matAriale ntAanAA~A fAr nato Iatlon
\lllulullll.’ o Lluvvuvllll._y O CT oo nCar—parrto o ottt T te T o CO— oot

on US type certified products.

e FAR Part 145 describes the certification, training, facility requirements and operating
rules for Aeronautics and Space repair stations.

EASA, The European Aviation Safety Agency (see A.7.5), certifies civil aircraft in Europe and
repair facilities:

e EASA Part M establishes common technical requirements and administrative
procedures for ensuring continuing airworthiness of aircraft
e EASA Part 145 Approved Maintenance Organisations

Some aircraft engine manufacturers operate real time tracking schemes for engine health
management which provide full traceability through satellite tracking schemes on their
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engines throughout the engine operational life. Processes using this concept are highly
recommended.

4.14 Counterfeit, fraud and component recycling reporting
4141 General

It is recommended that evidence of counterfeiting, fraudulent and electronic component
recycling activities be forwarded on to the relevant local law enforcement agencies in a timely
manner, preferably before the suspect component crosses the border control.

4.14.2—UYSAFAA-suspected-unrapproved-paris{SUPR)}program

Suspgcted counterfeit component issues can be e-mailed to the Aviation office
(see A.8.7).

4.14.3 UK counterfeit reporting

The U ected
counterfeit components. In addition the local Trading Stanard

for reporting counterfeit goods.

4.14.4 EU counterfeit reporting

Counferfeit reporting within the EU (see
A.7.1(b)) contains forms and details o ions for
IP actjon by customs authorities.

4.14.5

See A.6.5 which is managed

Their |website ¢ beat
counterfeit comp pry of
relevg gtions,
reliab

chargg
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Annex A
(informative)

Useful contacts20

A.1  World Intellectual Property Organization (WIPO)

A.1.1 General

WIPOL has its headquarters in Geneva: 34 Chemin des Colombettes, 4211 Geneva 20,
Switze¢rland, tel: (+41-22) 338 9111 and its regional offices as follows:

e | WIPO Brazil Office, Rua Farme de Amoedo, 56-7" Floor, Ipap@ , Rio
de Janeiro-RJ, Brazil, tel: (+5521) 2103-4625, see
http://www.wipo.int/contact/en/area.jsp?area=wbo

e | WIPO Japan Office UNU Building, 6F 5-53-70 Jingums 0001,

Japan, tel: (+81) 3 5467 1216

e | WIPO New York Office, WIPO Coordination Office, York,
NY 10017, tel:(+1) 212-963-6813

e [ WIPO Singapore Office, 29 heng Mui 9620,

The WIPO webpage is http://www.wipe g . en. owing
information.

A.1.2 What is WIPO?

The World Intellectual| R izat PO) is a specialized agency of the WUnited
Natiops. It is de e i alanced and accessible international intellectual
propefty (IP) s whi cregtivity, stimulates innovation and contribufes to
econdmic developmen rding the public interest.

WIPO
States

and i
Switzl

Convention in 1967 with a mandate from its Mémber
of 1P throughout the world through cooperation among ptates
nternational organizations. Its headquarters are in Ggneva,

THePCT System, see http://www.wipo.int/pct/en/ allows inventors and applicants td seek
ection—tn—as moer—of-countriesby-filingeasingle—internationalapplication

with a single patent office. Filing and processing patent applications through the PCT:

e brings the world within reach;
e postpones the major costs associated with international patent protection;
e provides valuable information about potential patentability of the invention;
e is safe and easy with WIPQO's electronic filing software.

b) International trademark registration (Madrid System)

20 The information contained in this annex is given for the convenience of the users of this document and does not
constitute an endorsement by the IEC of the organizations named.
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tel:(+1)
tel:(+65)
http://www.wipo.int/portal/index.html.en
http://www.wipo.int/about-ip/en/
http://www.wipo.int/about-ip/en/
http://www.wipo.int/treaties/en/convention/
http://www.wipo.int/members/en/
http://www.wipo.int/members/en/
http://www.wipo.int/pct/en/
http://www.wipo.int/pct/en/
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c)

d)

e)

f)

The Madrid System, see http://www.wipo.int/madrid/en/ or http://www.wipo.int/trademarks/en/
offers trademark owners the possibility to protect a trademark in multiple countries by
filing a single application with a national or regional trademark office. Trademarks are
distinctive signs, used to differentiate between identical or similar goods and services
offered by different producers or services providers. Trademarks are a type of industrial
property, protected by intellectual property rights.

International trademark registration through the Madrid system offers the following
advantages:

e Avoids having to file multiple applications at different offices.

e Covers over 80 countries from around the world.

¢ | Facilitates management of the mark, as changes or renewals can be
a single procedural step.

ecordedthrough

e [ Trademark owners simply need to fill in, from their national 8 flce ong fo in one
Ianguage pay one set of fees, in one currency, to obtain and\mx tional

e [ Trademark owners benefit from online tools to search exi \l e the
WIPO gazette, estimate filing costs, [ check
registration status.

e [ This unique service offered by the Madrid e i i and
management of a mark or a large portfolio: it e s xpand
their market abroad.

e | WIPO works with Member S
trademarks. See Standing Com
and Geographical Indications (S€

al laws and standarIs for
of Trademarks, Industrial D¢signs

e [ To search international trade i see the ROMARIN database. The
Madrid Express databage j as o1 January, 2011.
e | WIPO is not in ¢ iti offerN@gal advice to individuals or businesses on specific

questions. You i . ational IP office, an IP agent, or the re|levant
national o islati .
Internationa i€ i i ague System)
TH ¢ : W.wipo.int/hague/en/ allows applicants to register an
industrial de ign\ in i ntries with a minimum of formalities and expense.
CH _to protect industrial designs internationally
o iple registrations at different offices
. nts to register up to 100 industrial designs with a single form
. ilitate agement of registered designs, as changes or renewals can be redorded
International registration of appellations of origin (Lisbon System)

Thetisbon Dyble”l SEC [lllp AYALALS Wlp() ntftisbonfen/ facititatesthemtermatiomat prOl-‘CtiOﬂ
of appellations of origin through one single registration procedure. The Lisbon system:

e avoids having to file multiple registrations at different offices;
e covers over two dozen countries in Africa, Asia, Europe, and Latin America.
Alternative dispute resolution

The WIPO Arbitration and Mediation Center see http://www.wipo.int/amc/en/ is the leading
resource in the resolution of IP disputes outside the courts. It offers specialized
procedures including arbitration, mediation and expert determination for the resolution of
international commercial disputes between private parties. The Center’s procedures are
designed as efficient and inexpensive alternatives to court proceedings and may take
place in any country, in any language and under any law.

Domain name dispute resolution


http://www.wipo.int/madrid/en/
http://www.wipo.int/madrid/en/
http://www.wipo.int/trademarks/en/
http://www.wipo.int/trademarks/en/trademarks.html
http://www.wipo.int/about-ip/en/
http://www.wipo.int/about-ip/en/
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/trademarks/en/sct.html
http://www.wipo.int/madrid/en/romarin/
http://www.wipo.int/directory/en/urls.jsp
http://www.wipo.int/wipolex/en/
http://www.wipo.int/hague/en/
http://www.wipo.int/hague/en/
http://www.wipo.int/lisbon/en/
http://www.wipo.int/lisbon/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
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The WIPO Arbitration and Mediation Center see http://www.wipo.int/amc/en/ is
internationally recognized as the leading dispute resolution service provider for challenges
related to abusive registration and use of Internet domain names, a practice commonly
known as “cybersquatting.” Applicable to all international domains and a growing number
of country code domains, the resolution procedure is conducted in electronic format and
results in enforceable decisions within two months.

International classifications

Applicants for national or international IP protection are required to determine whether
their creation is new or is owned or claimed by someone else. To determine this, huge
amounts of information must be searched. International classification systems see
http://www.wipo.int/classifications/en/ facilitate such searches by organizing information
concerning inventions, trademarks and industrial designs into indexed, manadeable
stijuctures for easy retrieval.

Protection of State emblems (Article 6ter of the Paris Conventiq

THe protection of State emblems, and names, abbreviations an jdtional

infergovernmental organizations is governed see
http://www.wipo.int/article6ter/en/ of the Paris Convention, admini
A.1.4
See hftp://www.wipo.int/academy/en/ipacademies/ which contains>t on:
This Wweb page has been launched in grder to irces,
including training programs, of the <Global ( e an
effect|ve forum for exchanging of views S C ‘ york.

The cpntents of the webpage are the fqllo
“Secre¢tariat

Glob4d|l Intellectu

asro
Internptional Intelle

Propelrty Office (KIPQO
WIPO| Acad
Present

List of present-men

tates Patent and Trademark Office (USPTO)

ing Institute (IIPTI) of the Korean Intellpctual

rs of the Global Network:

COUNTRY INSTITUTION URL

Australia Intellectual Property www.ipria.org
Research Institute of
Australia (IPRIA)

Brazil National Institute of WWW.inpi.gov.br
Industrial Property of
Brazil (INPI)

Bulgaria Centre for Intellectual www.unwe.acad.bg
Property of the

University of National
and World Economy

China State Intellectual WWW.Sipo.gov.cn
Property Office of China
(SIPO)



http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/
http://www.wipo.int/amc/en/domains/
http://www.wipo.int/classifications/en/
http://www.wipo.int/classifications/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/article6ter/en/
http://www.wipo.int/academy/en/ipacademies/
http://www.uspto.gov/ip/training/index.jsp
http://iipti.org/
http://www.wipo.int/academy
http://www.ipria.org/
http://www.inpi.gov.br/
http://www.unwe.acad.bg/
http://www.sipo.gov.cn/
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COUNTRY INSTITUTION URL
Croatia State Intellectual www.dziv.hr
Property Office of
Croatia (SIPO)
Cuba Industrial Property WWW.0Cpi.cu
Office of Cuba (OCPI)
Indonesia Indonesian IP Academy indonesianipacademy.org
(lIPA)
Japan National Center for www.inpit.go.jp
Industrial Property
Information and Training
Mekxico Mexican Institute of WWw.impi.gob.mx
Industrial Property
(IMPI) ¢\ (
Nideria Nigerian www.nigcopyrighterg
Copyright Institute N
Pakistan Intellectual Property WWW.ip0.ggV.p >
Academy
Philippines Intellectual Property wwi.ipoBhil QXQN
Research Training \) ;
Institute of the Q
Philippines (IPRTI
Poftugal National Institute of o
Industrial Property gf
Portugal (INP!) (
Republic of International Intellec ~iiptiaf
Kofea Progert \rzki!n \‘\Q\K
lic
Republic of www.ip.ukim.edu.mk
Macedonia
Russi \_Russtan State Institute WWW.rgiis.ru
Federatiqn ntellectual Property
GItS)
Singapore \LP?Academy (Singapore) http://www.ipacademy.com.sg
Swtzérland Swiss Federal Institute www.ipi.ch
aof Intellectual Property
(IP1)
Ukraine State Institute of www.iipl.ukrpatent.org

Intellectual Property of
Ukraine

United States of
America

United States Patent
and Trademark Office
Global Intellectual

Property Academy

http://www.uspto.gov/web/offic
es/dcom/olia/training history.h
tm



http://www.dziv.hr/
http://www.ocpi.cu/
http://indonesianipacademy.org/
http://www.inpit.go.jp/
http://www.impi.gob.mx/
http://www.nigcopyright.org/
http://www.ipo.gov.pk/
http://www.ipophil.gov.ph/
http://www.inpi.pt/
http://iipti.org/root/main.jsp
http://www.ip.ukim.edu.mk/
http://www.rgiis.ru/
http://www.ipacademy.com.sg/
http://www.ipi.ch/
http://www.iipl.ukrpatent.org/
http://www.uspto.gov/web/offices/dcom/olia/training_history.htm
http://www.uspto.gov/web/offices/dcom/olia/training_history.htm
http://www.uspto.gov/web/offices/dcom/olia/training_history.htm
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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ACRONYM INSTITUTION URL

ARIPO African Regional www.aripo.wipo.net
Intellectual
Property
Organization

EPO European Patent wWww.epo.org/about-
Academy us/office/academy.html

OAPI Intellectual www.oapi.wipo.net

Property Training

Center Denis /\(\
Ekani A

WA WIPO Academy www.wipo.int/academy

v

Membership Application Form

Any intellectual property academy/ training center whi ts\as
point [of intellectual property education and researgh and “whi

network of IP Academies, please fill in the membership &pplication

O

uthoritativg focal
wishes to join the global
nd send it to:

WIPO Academy
World Intellectual Property Organize
34, Chemin des Colombettes
P.O. Box 18

CH - 1211 Geneva 20
Switzerland

Fax: +41 22,740
e-mail: gnipa@wi

A.2

This g

For page:
http:// n can
be fou

“The lidhand final round of the negotiations for the Anti-Counterfeiting Trade Agregment
(ACTA) was concluded QII(‘(‘PQQfII”y in Tnkyn, Inlnsm, an 2 QOctabher 2010 _The Governmlent of

Japan hosted the negotiations.

Participants in the negotiations included Australia, Canada, the European Union (EU)
represented by the European Commission and the EU Presidency (Belgium) and the EU
Member States, Japan, Korea, Mexico, Morocco, New Zealand, Singapore, Switzerland and
the United States of America.

ACTA aims to establish a comprehensive, first-time, international framework that will assist
Parties to the agreement in their efforts to effectively combat the infringement of intellectual
property rights, in particular the proliferation of counterfeiting and piracy, which undermines
legitimate trade and the sustainable development of the world economy. It will include state-
of-the-art provisions on the enforcement of intellectual property rights, including provisions on
civil, criminal, and border enforcement measures, robust cooperation mechanisms among


http://www.aripo.wipo.net/
http://www.epo.org/about-us/office/academy.html
http://www.epo.org/about-us/office/academy.html
http://www.oapi.wipo.net/
http://www.wipo.int/academy/en
http://www.wipo.int/export/sites/www/academy/en/ipacademies/rio_symposium/application_form.pdf
mailto:gnipa@wipo.int?subject=Global%20Network%20of%20IP%20Academies
http://trade.ec.europa.eu/doclib/press/index.cfm?id=623
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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ACTA Parties to assist in their enforcement efforts, and establishment of best practices for
effective IPR enforcement.”

The Europa webpage (A.7.1.c)) contains a copy of the final ACTA agreement with further
information.

A.3 World Semiconductor Council

The webpage is http://www.semiconductorcouncil.org/ where the following information is
available:

"The |purpose (of the World Semiconductor Council) will be to e coopdgrative
semicpnductor industry activities, to expand international cooperation”in the semiconguctor
sectof in order to facilitate the healthy growth of the industry global
perspgctive.

WSC [activities shall be undertaken on a voluntary basis and guid princigles of
fairneps, respect for market principles, and consistency of the
respegtive countries or regions of each Member. The W Jize at t is important to
ensurg that markets will be open without discrimin . ampetitiveness of companies
and their products should be the principal determinant gh iabsucgess and interngtional

trade.

Refergnce: "Agreement Establishing axNe or Council", June 10, [1999;

Brussgls, Belgium.

ry Associations from China, Chinese

The webpage provides links to the Se
a 3 s who are all members of the World

Taipe|, Europe, Japan,
Semidonductor Counci

The Semiconduc Inyg
and IP World
policyfinternational-trade

The E
see h
anticg

A webpage for viewing the International [Trade
int” Statements is: http://www.sia-online.org/gublic-

Association webpage is chair of the counterfeit committee,
Their counterfeit webpage is http://www.eeca.eu/esid _actf-
s details of how to file for action for trademark infringempnt.

A.4

Semi [Global headquarters is located at 3081 Zanker Road, San Jose, Ca 95134, USA (tel:
+14(8.943 6900), see http://www.semi.org/About/ContactUs. SEMI is a global infustry
association serving the manufacturing supply chain for the micro and nano-electronics
industries with worldwide offices see http://www.semi.org/en/About/index.htm where the
following information is found:

"SEMI® is the global industry association serving the manufacturing supply chain for the
micro- and nano-electronics industries, including:

e Semiconductors

e Photovoltaics (PV)

e LED

e Flat Panel Display (FPD)

e Micro-electromechanical systems (MEMS)

e Printed and flexible electronics


http://www.semiconductorcouncil.org/
http://www.sia-online.org/public-policy/international-trade-ip/
http://www.sia-online.org/public-policy/international-trade-ip/
http://www.eeca.eu/esia/
http://www.eeca.eu/esia_actf-anticounterfeiting/
http://www.eeca.eu/esia_actf-anticounterfeiting/
http://www.semi.org/About/ContactUs
http://www.semi.org/en/About/index.htm
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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¢ Related micro- and nano-electronics

The industries, companies, and people SEMI represents are the architects of the electronics
revolution. SEMI members are responsible for the innovations and technologies that enable
smarter, faster, more powerful, and more affordable electronic products and devices that bring
the power of the digital age to more people every day.

For more than 40 years, SEMI has served its members and the industries it represents
through programmes, initiatives, and actions designed to advance business and market
growth worldwide. SEMI supports its members through a global network of offices, activities,
and events in every major electronics manufacturing region around the world.

Our plrpose

The ipdustries that comprise the microelectronics supply chain are nplex,

place
requires:
e [ Construction of new manufacturing facilities (fabs)
o [ Development of new processes, tools, materials

Addre
scale.

hlobal

SEMI
organ X
local |and national gove a i makers; through fostering collaboratio

conduycting industfy research g
that epcourage i ;

ns by
aging
n; by
parket data; and by supporting other initiptives

In ad 4 actess toyregional markets, SEMI helps its members ekplore
divergified busjness oppo ities~and contributes to the growth and advance of emerging and
adjac

The SEM erty webpage, see:

http://www es/IntellectualProperty/ has further information."

A.5 | Electronics Authorized Directory.

The Electronics Authorized Directory has a website www.authorizeddirectory.com which has
the following information and search capabilities:

"Welcome to the only comprehensive worldwide directory for AUTHORIZED distributors of
semiconductors. With our quick, up to date search tool, you can search by semiconductor
manufacturer, by country to find authorized distributors worldwide. If you are not purchasing
your semiconductors from the original manufacturer, Authorized Directory is your #1 trusted
source for AUTHORIZED semiconductor distributors.

Having difficulty finding a genuine semiconductor device?

Don't compromise, buy from an authorized semiconductor distributor or manufacturer.

e Find the semiconductor manufacturer


http://www.semi.org/en/Issues/IntellectualProperty/
http://www.authorizeddirectory.com/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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Search for manufacturer headquarters and sales offices
Find the authorized semiconductor distributor

Check worldwide inventory of authorized devices "
UK

The UK intellectual property office

The interactive webpage is http://www.ipo.gov.uk/

This website contains information to decide what type of IP protection is reg

a) P3tents (see http://www.ipo.gov.uk/types/patent.htm) which are discu etails
about how to apply for a patent and manage them. Details arg using
other people’s patents and patent infringement.

b) Trhdemarks (see http://www.ipo.gov.uk/types/patent.htm) etails
of| how to apply and manage these. Details are also pple’s
trgdemarks and trademark infringement.

c) Dgsigns (see http://www.ipo.gov.uk/types/design. hils of
hgw to apply to register a design.

d) Caqpyright (see http://www.ipo.gov.uk/types/copy\hin ichNs discussed with details of
ownership and how to legally appl i

Also see the in-line tool at www.ipo.gowuk/ip ers to
typicall IP questions
The UK Information Centrg’will als blsist, tel: 0300 300 2000 within the UK gr 44
(0)1633 814000 outside of th 0l N information@ipo.gov.uk
A.6.2 The Alliance| Ag
The /1lliance Ag@ 3PI1, Riverside Building, County Hall, Westnlinster
Bridge¢ Road, Londoy 020 7803 1324, info@allianceagainstiptheft.co.ul , with
webpgdge www.alljghee insti .c9.uk where the following information is found:
"Established |n ance Against Intellectual Property (IP) Theft is a UK-pased
coalition of d enforcement organisations with an interest in ensuring
intellgctdal property rlght receive the protection they need and deserve. With a conlbined
turnoyer of~qve , our members include representatives of the audio-visual, fusic,
video|games .n bu mess software and sports industries, branded manufactured doods,
publishers, author

A.6.3 Trading Standards Institute

The Trading Standards Institute, http://www.tradingstandards.gov.uk/ has the following

information:

"Trading standards professionals act on behalf of consumers and business. They advise on
and enforce laws that govern the way we buy, sell, rent and hire goods and services.

Trading standards officers

invest

igating complaints and, if all else fails, prosecuting traders who break the law.

These laws cover a wide area, which includes:

(TSOs) work for local councils advising on consumer law,

counterfeit goods, product labelling, weights and measures, under-age sales, animal

welfare


http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/manufacturers/
http://www.authorizeddirectory.com/part_search/
http://www.ipo.gov.uk/
http://www.ipo.gov.uk/types/patent.htm
http://www.ipo.gov.uk/types/patent.htm
http://www.ipo.gov.uk/types/design.htm
http://www.ipo.gov.uk/types/copy.htm
http://www.ipo.gov.uk/iphealthcheck
mailto:information@ipo.gov.uk
mailto:info@allianceagainstiptheft.co.uk
http://www.allianceagainstiptheft.co.uk/
http://www.tradingstandards.gov.uk/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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checking that food labelling is correct and advertising is not misleading

advising consumers and businesses about the law

investigating suspected offences, which could include undercover or surveillance work
preparing evidence and prosecuting cases in court

inevitably, writing reports and keeping records"

HM Revenue and Customs

HM Revenue and Customs has a webpage: see www.hmrc.gov.uk

A.6.5 UKEA anti-counterfeiting forum

The Anti-Counterfeiting forum has a website see

http://www.anticounterfeitingforum.org.uk/ which has the following i

“The ing the

electr Cross

cuttin Df the

secto r and

Govelnment departments and agencies. By pooling kno , trade

assoc [ : would

be possible by actlng |nd|V|duaIIy and enab ‘ PRONICS ith a

coord ¢ ies to

enable Dr the

sectof.

Repof ed by

mempb

This 00 59

5000.

A.6.6

The E etwork, see webpage www.ecsn-uk.org/ is a member

mana 5sociation based in the UK.

A.7

A.71 aries of EU Legislation

a) The Intellectual Property interactive webpage is
ttpt//europa.eu/leqislation_summaries/internal_market/businesses/intellectual_praperty

/index_en.htm which has the following information:
“Intellectual property

A uniform system of protection of intellectual property rights, ranging from industrial
property to copyright and related rights, constitutes the foundation for creativeness and
innovation within the European Union. Respect of the basic principles of the internal
market (the free movement of goods and services and free competition) is based on
standardization of intellectual property at European level. Protection of intellectual
property is covered by many international conventions, most of which are implemented
by the World Intellectual Property Organization (WIPO) and the World Trade
Organization (WTO). The European Union possesses two important bodies to carry out
its mission: the Office for Harmonization in the Internal Market (OHIM), which is
responsible for the registration of Community trademarks and designs, and the
European Patent Office (EPO). The Commission is currently campaigning for the
effective introduction of a Community patent system, which would be less costly and


http://www.hmrc.gov.uk/
http://www.anticounterfeitingforum.org.uk/
http://www.ecsn-uk.org/
http://europa.eu/legislation_summaries/internal_market/businesses/intellectual_property/index_en.htm
http://europa.eu/legislation_summaries/internal_market/businesses/intellectual_property/index_en.htm
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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b)

c)

A.7.2

See h

A.7.3

See t

or application can be made.

A.7.4

See h

http: //oam| europa eu/ows/rw/pages/
‘Cominunity Trade Mark’ applicable to alkEU

Trade
which

"Lega

graph
and s

Why register your trage-n
A trade ¢ 3

of ong organization_fro
Trademarks are w:r

more legally effective, as a guarantee of competitiveness for European industry. Finally,
the protection of these rights also entails protecting them against piracy, illegal trade
and counterfeiting.

The Europa webpage for the EU Taxations and Customs Union entitled ‘How can right
holders protect themselves from counterfeiting and piracy’ provides details and forms
for reporting counterfeit activities see:
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holder
s/index_en.htm

The Europa webpage for the ACTA final draft is the ‘Intellectual Property Anti-
Counterfeiting ‘ webpage see: http://ec.europa.eu/trade/creating-opportunities/trade-
topics/intellectual-property/anti-counterfeiting/ "

Europol, the European Law Enforcement Agency

ttp://www.europol.europa.eu/

European Patent Office

e interactive webpage www.epo.org/ telephone +004 gdearch

Europe at OHIM

marks are dlscussed at : i ( en.do
|ly speaking, a trade ma S W hi isti i fvices

ented
cally. They « spunds

mells.

onsistent quality by showing an organization’s commitment to its|users
ahd-consumers

it is—a fornmof communication, a basisforpubticity amdadvertising:

A trade mark can become one of the most important assets of a company.

Trade
no on
rights

mark registration is one of the strongest ways to defend a brand; a way to ensure that
e else uses it. If you do not register your trade mark, others may do so and acquire your
to distinguish their goods and services.

Trade marks influence consumer decisions every day. A strong trade mark creates an identity,
builds trust, distinguishes you from the competition, and makes communication between seller

and b
worth

uyer simpler. Because so much money and time is often invested in a trade mark, it is
paying something to protect it from misuse.


http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://ec.europa.eu/trade/creating-opportunities/trade-topics/intellectual-property/anti-counterfeiting/
http://ec.europa.eu/trade/creating-opportunities/trade-topics/intellectual-property/anti-counterfeiting/
http://www.europol.europa.eu/
http://www.epo.org/
http://oami.europa.eu/ows/rw/pages/index.en.do
http://oami.europa.eu/ows/rw/pages/CTM/index.en.do
http://oami.europa.eu/ows/rw/pages/CTM/trademark.en.do
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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is a good or a service?

In law, a good is any kind of item which may be traded. A service is the provision of activities

in acc

ordance with human demands.

What is the difference between a trade mark and other industrial property rights such as
patents and designs?
All industrial property rights are intended to protect the creativity of businesses and
individuals. However, they do not cover the same aspects.

A trade mark identifies the origin of goods and services of one undertaking so as to
differentiate them from those of its competitors.

A deqg
produ

A pat
functi
to per|

A.7.5

The H

+49 2p

A.8

A.8.1
The |

Buildi
9199.

The U

Ct.

bnt covers the function, operation or construction of an inve

mit reproduction of the process.”

European Aviation Safety Agency (EASA)

Thisright was
States Constitution: “To promote the Progress of Science and useful Arts, by se

forvlimited Times to Authors and Inventors the exclusive Right to their resp

ign covers the appearance of a product. A design cannot prote functiof] of a

uropean Aviation Safety Agency is located at Ottq hy, tel

P1 8999 000, info@easa.europa.ey and ha php.
USA

United States patent and 3 i SPTP) is headquartered at: Madison

hgs (East and exandria, VA 22314, USA, tel: 1-80(-786-
The USPTO, has WA ppott centres which can be found on their webpage.

SPTP Webs; j 0/ \ to.gov/ which contains the following information:

What is a p&

A pate s property right granted by the Government of the United $tates

of AmeXica t &N tor” “to exclude others from making, using, offering for sdle, or

sefingnthe Iy ioh throughout the United States or importing the invention info the

Uni S imited time in exchange for public disclosure of the invention|when

established over 200 years ago in Article 1, Section 8 of the United

Curing
pctive

Writings and Discoveries.”
General Information Concerning Patents
There are three types of patents

e Utility patents may be granted to anyone who invents or discovers any new and
useful process, machine, article of manufacture, or composition of matter, or any
new and useful improvement thereof. The webpage has a Process for Obtaining a

Utility Patent

e Design patents may be granted to anyone who invents a new, original,

ornamental design for an article of manufacture; and

e Plant patents may be granted to anyone who invents or discovers and ase
reproduces any distinct and new variety of plant."

and

xually


mailto:info@easa.europa.eu
http://easa.europa.eu/home.php
http://www.uspto.gov/
http://www.uspto.gov/patents/resources/types/index.jsp
http://www.uspto.gov/patents/resources/types/utility.jsp
http://www.uspto.gov/patents/process/index.jsp
http://www.uspto.gov/patents/process/index.jsp
http://www.uspto.gov/patents/resources/types/designapp.jsp
http://www.uspto.gov/web/offices/pac/plant/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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b) Trademarks Home, see Trademarks Home see:
http://www.uspto.gov/trademarks/index.jsp

A.8.2 The International Trade Administration, U.S. Department of Commerce

The International Trade Administration, U.S. Department of Commerce Stofakes.gov has a
webpage http://www.stopfakes.gov/sf_how.asp which contains very useful information for
protecting IP.

A.8.3 USA Embassy in China information

The USA Embassy in China webpage, see http://beijing.usembassy-china.org.cn/ipr.html has
extrermely useful information for protecting IP and provides hyperlinks t e following and
frequently asked questions.

Genelal Websites:

State Intellectual Property Rights Office
http://www.sipo.gov.cn/sipo_English/default.htm

Judicial Protection of IPR in China
http://www.chinaiprlaw.com/english/defadlt.h

2004 White Paper on IPW’(W Q
http://www.sipo.gov.cn/si lish/ndbg/bpsit20050427 45415.htm

E
\/
Judicial Protection of IPR jh China (li law
http://www.chinaiprlaw.co /engl\i\rsi(l)aw la tm

Specific Tradematk Websit

ioh of Law to the Trial of

) \./n
\/\Q@de by PRC Supreme Court Relating to Application Layv in
emark Civil Disputes

“FreqTentIy Asked Questions

Q: What must a foreign trademark holder do to become eligible for trademark
protection in China?

A: The registration system is voluntary. However, protection is not offered to a
company that claims "first use" in China. China has a "first to file" system that grants
trademark rights based on the time of trademark registration. Trademark applications
must be filed at the SAIC's Trademark Office. See above for more details on
registration and mandatory use of certified trademark registration agents by some
types of foreign companies.

Q: What is the duration of trademark protection in China?
A: A registered trademark is valid for a period of ten years, calculated from the time on
which the registration is approved.


http://www.uspto.gov/trademarks/index.jsp
http://www.trade.gov/
http://www.doc.gov/
http://www.trade.gov/
http://www.doc.gov/
http://www.stopfakes.gov/sf_how.asp
http://beijing.usembassy-china.org.cn/ipr.html
http://www.sipo.gov.cn/sipo_English/default.htm
http://www.chinaiprlaw.com/english/default.htm
http://www.sipo.gov.cn/sipo_English/ndbg/bps/t20050427_45415.htm
http://www.chinaiprlaw.com/english/laws/laws.htm
http://www.ccpit-patent.com.cn/News/2003021902.htm
http://www.chinaiprlaw.com/english/laws/laws16.htm
http://www.chinaiprlaw.com/english/forum/forum28.htm
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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Q: Where should a trademark owner file a complaint alleging trademark infringement?
A: File the complaint with the local AIC Trademark Division, usually in the place where
trademark infringement occurred.

Q: If a trademark owner selects the administrative channel, can the owner obtain
compensatory damages?

A: No. A registered trademark holder may only seek compensatory damages through
civil litigation.

Q: What administrative corrective measures may be imposed against the infringer by
the local AlC trademark division”?

A: In practice, it appears to be RMB50,000 ( i | gain. However, fthe
"Provisions on Standards fo 2UtioR & i imes," issued by the

Q: What are the minimum
A: If the circumstances arg

[

A.8.4

See hftp: /AW ii

"The |nternatiQna

1984,| of trade , | and
multilateral efforts wdrking to improve international protection and enforcement of copyrighted

materjals-and open up foreign markets closed by piracy and other market access barriers.

IIPA’s seven member associations are: the Association of American Publishers (AAP), the
Business Software Alliance (BSA), the Entertainment Software Association (ESA), the
Independent Film & Television Alliance (IFTA), the Motion Picture Association of America
(MPAA), the National Music Publishers’ Association (NMPA) and the Recording Industry
Association of America (RIAA). IIPA’s seven member associations represent over 1,900 U.S.
companies producing and distributing materials protected by copyright laws throughout the
world—all types of computer software, including business applications software and
entertainment software (such as videogame discs and cartridges, personal computer CD-
ROMs, and multimedia products); theatrical films, television programs, DVDs and home video
and digital representations of audiovisual works; music, records, CDs, and audiocassettes;
and textbooks, trade books, reference and professional publications and journals (in both
electronic and print media).


http://www.iipa.com/aboutiipa.html
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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The U.S. copyright-based industries are one of the fastest-growing and most dynamic sectors
of the U.S. economy. Inexpensive and accessible reproduction and transmission technologies,
however, make it easy for copyrighted materials to be pirated in other countries. IIPA and its
member associations, working with U.S. government, each foreign government, and local
rights holder representatives, analyze copyright laws and enforcement regimes in over 80
countries and seek improvements that will foster technological and cultural development in
these countries, deter piracy, and improve market access, all of which encourages local
investment, creativity, innovation and employment. As technology rapidly changes, IIPA is
working to ensure that high levels of copyright protection and effective enforcement become a
central component in the legal framework for the growth of global electronic commerce.
Strong protection and enforcement, both in-law and in-practice, against the theft of intellectual
property _are essential for achieving the full economic _and social potential of global e-
commerce."

A.8.5 The FAA

The HAA is located at 800 Independence Avenue, SW Washington as an

interagtive website see: http://www.faa.gov/

A.8.6 FAA Engine Approval

The FAA identification and registration marking /fequiremen page for engines is
http://www.faa.gov/aircraft/air_cert/design_approvals/engirie_prop/engin€_approvals/

A.8.7

See h

A.8.8

The T
follow

re the

"US @ Cipate
poten b jagpractices, formally assess their system's vulnerabilities
and e ¢ 3 b ed as
"the ¢ ysecure national security systems by assessing the in{egrity

of the ed to design, generate, manufacture and distribute ngtional

The T d - agram Office (TAPO) has been chartered by the U. S. Governmgnt to
find a i liers of trusted microelectronic parts. TAPO has successfully devdloped
a religble source of\pdrts that gives the Intelligence Community needed access to state jof the

art commercial processes, fabrication tools and fabrication services. In so doing, TAPD has
effect|ve‘cost-avoidance advantages by not having to upgrade or replace government gwned
wafer fabrication tools. TAPO has made it possible for the Intelligence Community to design
and obtain advanced mission critical systems via commercial, state of the art manufacturing
processes. Finally, TAPO's long term contract assures long term access to the latest and
most capable commercial IC technologies in the world.

TAPO has established a contractual relationship with IBM to produce advanced
microelectronics parts in a trusted environment. IBM maintains domestic facilities, providing
capabilities to the government with yearly options through fiscal year 2013. Other facilities are
currently under review including sources for design, packaging, test and fabrication. TAPO is
entering its fourth year of operation, in support of the U. S. Government. TAPO brokers cost-
effective access to trusted suppliers of customized leading edge microelectronic technologies
in order to improve the security of mission-critical U.S. Government information and
operations.


http://www.faa.gov/
http://www.faa.gov/aircraft/air_cert/design_approvals/engine_prop/engine_approvals/
http://www.faa.gov/contact/safety_hotline/
https://www.tapoffice.org/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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TAPO resources are made available for government use only and therefore access requests
require a valid government sponsor. We hope you will discover in the following pages some
feature or aspect of TAPO services that will be of benefit to your mission."

A.8.9 Defense Microelectronics Activity (DMEA),

The DMEA Trusted IC Supplier Accreditation Program webpage is: http://www.dmea.osd.mil/
where after entering the webpage and accepting the disclaimer notice, the Trusted IC
webpage is found at: http://www.dmea.osd.mil/trustedic.html/ where the following information
is found:

"The ircuits
Stratdgy (DTICS) that established "Trust" as a minimum need for Do 2003.
Interi ology
and that
requi usted
foundfy service(s) to fabricate their custom designed ICs". As a riteria
issued to DoD Program Managers has increased the nee 4 the
subsequent expansion of the Trusted Foundry Program. The D and
DMEA, has implemented an accreditation plan for design,<s wafer
fabrication, packaging and test services across a b alized
gover ronics
Activi usted
Acces
For a
h is not
publish
Hitation
wledge
Note that this httpsy ) .mil/suite/page/462421 webpage can only be accessed by
entering throug ca.osd.mil/ homepage and clicking onto trusted IC
webpage.
Send|a TrustadIC@dmea.osd.mil or call (916) 231-1514 for more information
relatefd to Wof trusted IC suppliers.
A.8.10 Indepen Distributors of Electronic Association (IDEA),
The Ihdépendent Distributors of Electronics Association (IDEA) organisation is localed at

6312 ~Darlingion Avenue, Buena Park, CA 906271, USA, tel 714-6/0-0200. See
http://www.idofea.org/ where the following information is available:

"The Independent Distributors of Electronics Association (IDEA) is a non-profit trade
association representing quality and ethically oriented independent distributors of electronic
components. The purpose of IDEA is to promote the independent distribution industry through
a media advocacy campaign, to improve the quality of products and services through a quality
certification program, educational seminars, and conferences, and to promote the study,
development, and implementation of techniques and methods designed to improve the
business of independent distributors."


http://www.dmea.osd.mil/
http://www.dmea.osd.mil/trustedic.html/
http://www.dmea.osd.mil/otherdocs/AccreditedSuppliers.pdf
https://www.us.army.mil/suite/page/462421
https://www.us.army.mil/suite/page/462421
http://www.dmea.osd.mil/
mailto:trustedic@dmea.osd.mil
http://www.idofea.org/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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A.8.11 National Electronic Distributors Association (NEDA) now ECIA

The National Electronic Distributors Association in North America is located at 111 Alderman
Dr.,Suite 400, Alpharetta, GA 30005, USA, tel: 678-393-9998, see
http://www.eciaonline.org/default.aspx which contains the following information:

"NEDA is a not-for-profit trade association. We represent companies involved in the supplier
authorized distribution of electronic components and parts, computer and computer peripheral
components and test, measurement and control equipment and their manufacturer-suppliers.

NEDA was founded over 70 years ago to support and promote supplier authorlzed electronic

distri size -
from smaII as six employees to those with more than 11,000. This diverse p mix
empowers NEDA to speak convincingly for the entire authorized supply ehain.

NEDA makes its voice - and our members voices - heard through a Yari

Visit www.eciaauthorized.com/ the industry’s only website_that fuliy suppo brized
distrigution. The site is owned and managed by ECIA a vides
custofners with an easy-to-use tool to find available i §. The
search results are random, unbiased and not influencé

Advogacy Efforts

The threat of counterfeit products is a signi

www.qupplierauthorizeddistributor.com/ tg is growing problem angd the
soluti grized channel provides.

The i i age that electronic component userg and
buyerg ’ € ith upp igrauthorized distributors. The campaign featdres a
signifi i 8 _E e attention of prospective customers.

New G

NEDA sed \ DAGuidejfine on Returns. This new publication provides clefar cut
proce product purchased through the authorized channel is legitimate|.

For th h5"
A.9

A.9.1 State Intellectual Property office of the P.R.C,

See the interactive website http://www.sipo.gov.cn/

A.9.2 Chinese Patent and Trademark Office

See the webpage http://www.chinatrademarkoffice.com/ where the following information is
found:

"Welcome to China Patent & Trademark Office web site, the online Chinese patent &
trademark resource.

Top online China Patent and China Trademark searching are available on this web site. The
instant results save your time and screen out any unavailable patent or trademarks before
further investing. Online China Patent and China Trademark registration are also available on
this web site. The fastest search service can allow customers to search all trademarks which


http://www.eciaonline.org/default.aspx
http://www.eciaauthorized.com/
http://www.supplierauthorizeddistributor.com/
http://www.nedassoc.org/documents/NIGP113_001.pdf
http://www.nedassoc.org/publications.php5
http://www.sipo.gov.cn/
http://www.chinatrademarkoffice.com/
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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have been registered or are being applied for in mainland China from the year 1980 to the 6
months before today. All trademarks’ legal status can also be searched, including those
approved by WIPO and designated by Madrid Agreement Concerning the International
Registration of Marks. On the one hand, Chinese is the only designated official language of
China and Chinese government has adopted many kinds of trademarks’ registration
classifications from 1980 to now and didn’t integrate itself with into the world system until
1993. On the other hand, due to the complexity of Chinese and the irregularity of the
classifications, the translations for goods and service may not be 100% correct. Please
forgive us. We will try our best to solve this problem and we believe that in the near future you
will be more convenient to use it. The system can follow the registration number, Chinese,
English, and varieties of ways to search. Chinese registration numbers are arranged in
accordance with the Arabic numerals in additive manner. Madrid international trademark
registfation number designated to enter China should add the letter G before theroriginal

Arabi¢ numerals such as ‘G932625’. Each time you just can choose one way tosearch”Name
and 4ddress of the applicant, agent name etc. is in Chinese piRyi you
undergtand well. If you made the application with names and addre S i Jish, the
syste ict lease
enter the details of the viewing and click on the image then it wilNhe\disk Y. The
system i . i i Ak pI|t'ns and the
current legal status and review of the state on this syste Y have
been plready applied for or are registrating. Special atte i > e the
applidation in the standard classification in accordance Wwj g 5 and
serviges, then your application will not be found at this Website about gne year. You cgn find
the information on specification documents for trad plicati i onths
ago. Because of the complexity angd"dj i P iverdity of
patented technology search for English i bl€ in abstract, text canmot be
retrieyed. The patent which is pending a asiy 3 bsite.
We appeal to the understanding. Since ount of data and quite a lot of visitors to
accesp this system, if it cannot be aces% i again
later.

Discldimer “China Trads
information, which
internptional pr

without any legal effect according tp the
still make every effort to offer as ac¢urate

information as p ; i d update the information of china in the tradé¢mark
databpse in a timely \ere_there is any problem concerning information rela’rled to
trademark registrgti efer to)Trademark Gazette published in china. We shall not be
held Ifable for a ydse of trademark registration information on this wgbsite.
Consifering act the gbhai is the economic center of china, we decided to authorize
Shanghai 3)Property Agency co., LTD to do the web site maintenande and
manageinen elections. The trademark search function on this site is debygging
we will be~yorazgrateful 4f you can offer us your precious suggestion and advice, we will

improye it as(sQon as possible. The foreign entities and individuals having no permanent
residgnce or-business office in China, according to Chinese Patent and Trademark [Laws,
must [bes represented by an authorized Chinese patent and trademark firm in patent and
trademark” prosecution and other proceedings before the State Intellectual Property and
Trademark Office as well as the Patent and Trademark Re-examination Board."

A.9.3 Chinese Electronic Purchasing Association (CEPA) and the RECS scheme

The Chinese Electronic Purchasing Association is located at: Number 67 North Fourth Ring
Road, Beijing Science and Technology Building, 1201-1208 Earth Room, China, tel: 010 -
82,887,502.

The CEPA webpage is http://www.cepa.org.cn/ which contains further information about the
RECS scheme see http://www.cepa.org.cn/news1.htm as follows:

"RECS" identified by the China Quality Management Association, China Electronic
Enterprises Association procurement branch, in support of the Ministry of Information
Industry, jointly organized and implemented industry-based activities.


http://www.cepa.org.cn/
http://www.cepa.org.cn/news1.htm
https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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By the original manufacturer of electronic components and distributor of products the
credibility of the identification of distribution channels to ensure the supply of genuine control
and traceability. To protect the intellectual property rights, improve the quality of electronic
products, the protection of national and industry accolades, inhibition of fake and shoddy
products, education, the majority of buyers purchase genuine sense of the channel, to
promote the reasonable and legitimate market construction and maintenance company's
products, brands, sales reputation purposes.

Active

task:

Domestic and international electronic components by the original manufacturer,
authorized distributors enpply channels and the qnnlify assurance system to trac and

Activi

verification; and comprehensive evaluation of its reputation he markef and
continuous supervision; proven its ability to consistently provide| produst that meets
customer and applicable laws, regulations and standards requiréments:

Extensive, in-depth information on IPR protection and the in

The establishment of electronic components supply(¢cha cking
system to be credible supplier of electronic compogents into anies
identified as the core query information sources touiltha\dat m, for
the majority of businesses and procurement ¢ bment
staff provide access services.

The establishment of electronica centre, wned
manufacturers, e-commerce and i Brvice
platform, making it a permaneqt in sales
window and a bridge

ies Benefits:

Promote the standdrd jarket of electronic components, syipport
the brand, to gujde

To enhance the|indystry : 3 protection and social integrity;
Procure : i S to improve the general quality of managgment
of enterprisé awareness of procurement and procuremeni risk
management<a \

Genuine protectis he™goral supply chain, against fake and shoddy products
Protection™a omponents suppliers and buyers legal rights and intergsts of
o )

The of yelectronic elements supplier's distribution system continpe to
streng management and control, good image, a reputation;
Establishing~a’credible source retrospective inquiry system for the authenticity pf the
procdrement activities of the screening, selection of the best places to buy and the
technology platform.

The first RECS approved semiconductor manufacturers are:

a

Cc

(
(
(
(d

Analog Devices Inc.

NXP Semiconductors (Shanghai) Co., Ltd.
Texas Instruments Incorporated Texas Instruments Co., Ltd.

)

b) Freescale Semiconductor (China) Co., Ltd.
)
)

The first RECS approved passive components manufacturers are:

(e)

(f)

AAC Acoustic Technologies Holdings Co., Ltd. AAC Acoustic Technologies Holding

Inc.
Tyco Electronics (China) Tyco Electronics (China) Ltd.


https://iecnorm.com/api/?name=3c362d117affff1e15438bdd3b63fc3a
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