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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
WIRELESS COMMUNICATION NETWORK -

Part 2: Coexistence management

FOREWORD

1) Thdg International Electrotechnical Commission (IEC) is a worldwide organization for standardi tlon comprising
all |national electrotechnical committees (IEC National Committees). The objeg romote
intdrnational co-operation on all questions concerning standardization in the electf\ Ids. To
thisl end and in addition to other activities, IEC publishes International Stan ) i¢ations,
Teghnical Reports, Publicly Available Specifications (PAS) and Guides (kherea 5 “IEC
Pulllication(s)”). Their preparation is entrusted to technical committees; a E \ttee brested
in fhe subject dealt with may participate in this preparatory work d non-
governmental organizations liaising with the IEC also part|C|pate in closely
withh the International Organization for Standardization (ISO) i ined by
agrgement between the two organizations.

2) Thqg formal decisions or agreements of IEC on technical mattg ational

conisensus of opinion on the relevant subjects since eac

intgrested IEC National Committees.

3) IEQ Publications have the form of recommeé
Corpmittees in that sense. While all reasdgabl
Puljlications is accurate,
misjnterpretation by any end user.

4) In ¢rder to promote international uniformity, IEC. NationalNCominjttees undertake to apply IEC Publi
trarjsparently to the maximum extent poss§ible i
betyeen any IEC Publicatioprahd the
thellatter

5) IEQ itself does not proyide any attest o ity,/ Independent certification bodies provide cor]
asspssment services and, 3 marks of conformity. IEC is not responsible
seryices carried by in i

6) All psers should

7) No [liability shall atta ¢ employees, servants or agents including individual exp¢|
memmbers of its teghhjce Mitts National Committees for any personal injury, property dan
other damage of\an ure ‘whatseever/ whether direct or indirect, or for costs (including legal feqg
explenses arjs ut ®f ihe. publication, use of, or reliance upon, this IEC Publication or any oth
Pulllication

8) Attgntion™N i) ive references cited in this publication. Use of the referenced publica
indisp® fr tf pplication of this publication.

9) Attgntion i to\the™possibility that some of the elements of this IEC Publication may be the su
patent rights \[E ot be held responsible for identifying any or all such patent rights.

The prlnain task of IEC technical committees is to prepare International Standarg

exce

tional circumstances, a technical committee may propose the publication of a tec

fom all

ational
of IEC
or any

iications

rgence

idated in

formity
for any

rts and
age or
s) and
er IEC

ions is

ject of

s. In
hnical

specification when

» the required support cannot be obtained for the publication of an International Standard,

de

spite repeated efforts, or

+ the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide

wheth

er they can be transformed into International Standards.

IEC 62657-2, which is a technical specification, has been prepared by subcommittee 65C:
Industrial networks, of IEC technical committee 65: Industrial-process measurement, control
and automation.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
65C/645/DTS 65C/661A/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list] of all parts of the IEC 62657 series, under the general title Ing

Wirelg¢ss communication network, can be found on the IEC website.

The committee has decided that the contents of this publication
the sfability date indicated on the IEC web site under "http://w
relatefd to the specific publication. At this date, the publication

» trdnsformed into an International standard,
* regonfirmed,

e withdrawn,

* replaced by a revised edition, or

+ amended.

A bilingual version of this publication maxbe

al netwqrks —

IMPORTANT - The ' Io

that | it contains |dered to be useful for the co
undégrstanding |t cont . should therefore print this document usi
colopr prmter

the over page of this publication indigates

Frect
hg a
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INTRODUCTION

The market is in need of several network solutions, each with different performance
characteristics and functional capabilities, matching diverse application requirements.
Industrial automation applications covering different industrial applications such as process
automation, factory automation, water/waste water treatments and other industrial
applications up to power generation and power distributions applications, require different
behaviours of wireless networks as, for example, in telecommunications, or for commercial
items such as remote controls or toys. These requirements will be specified in the future
IEC 62657-1.

In industrial premises, a lot of different wireless communication networks-have to ,operate
together such as IEC 62591 [9] (WirelessHART®1)2 and future IEC 62601] WIA4RAY), both

EC and
hation
uses,
in the
ultiple
ictable

tional
andardized usage. It is intended to
international, national and| local

ers of
cation
Drs in
g the

applic

This 3 p us on
speci : but to
use a

1 WirelessHART is the registered trade name of the HART Communication Foundation. This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.

2 Figures in square brackets refer to the bibliography.

3 To be published.


https://iecnorm.com/api/?name=1bdc11e9120c33d8cc6097113581ade1

TS 62

657-2 © IEC:2011(E) -9-

INDUSTRIAL COMMUNICATION NETWORKS -
WIRELESS COMMUNICATION NETWORK -

Part 2: Coexistence management

1 Scope

This part of IEC 62657, which is a technical specification, specifies the fundamental

assu

This
com
com
respo
COEXiSs

Additi
com
help
desig

This 9

applig

NOTE

2 Normative@

The fq
are in
undat

appligs.

IEC 6
Langy

IEEE

) ’ )

specification provides guidelines, requirements, and best |
unications’ availability and performance, covering the
unication coexistence to help the work of all persons i
nsibilities to cope with the critical aspects in each phas
tence management in an automation plant.

bnally this specification provides a commaon
unication coexistence for industrial automatioy

he users assess and gauge their plant effofts.
ing, installation, implementation, operatio A
pecification deals with the operationa

Measurement meth

llowing dog
dispensable i i ”For dated references, only the edition cited applie
ed refe S| ate dition of the referenced document (including any amend

nce.

ireless
ifeless
plevant
ication

reless
ne to
nning,
ng.

tence

in an

nt and
5. For
ments)

ription

1804-3; yetion bidcks (FB) for process control — Part 3: Electronic Device Desc
age (EDDL
80215.4, IEEE Standard for Local and metropolitan area networks — Part 15.4]

Low-

Rate |

NViretess Persomnal Area Networks (ER-WPANS)

3 Terms, definitions, abbreviated terms and conventions

3.1

For th

3.1.1

Terms and definitions

e purposes of this document, the following terms and definitions apply.

adjacent channel interference
interference that occurs when two or more wireless applications use adjacent frequency
channels
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3.1.2

adjacent channel selectivity

ability of a radio receiver to respond to the desired signal and to reject signals in adjacent
frequency channels

3.1.3
antenna
structure or device used to collect or radiate electromagnetic waves

3.1.4

antenna gain
ratio ¢fthe power required dt tne Imnput or d rerererice danterina o e po
input [of the given antenna to produce, in a given direction, the same f
sameldistance

er supptied 1o the
ht the

[SOURCE: Federal Standard 1037C, modified] [16]

3.1.5
antenna radiation pattern

variatlon of the field intensity of an antenna as an angular ot to the axjs

3.1.6

automation application data length
number of octets that are exchanged g

3.1.7
automation application

appligation of measurement and autom dustrial automation branches

3.1.8
bandywidth

differg¢nce betwe? upg

3.1.9
centre frequenc
geometric mean © ency and upper cut-off frequency of a radio channg

3.1.1¢
channel
time in wh

NOTE : d’the pure transfer of user data, this time includes all time slices necessary to procpss the
transm{ssion protocol, e.g. to transfer an acknowledgement.

3.1.1
co-channel
refers to emissions or transmissions in the same frequency channel

[SOURCE: IEC 60050-713:1998, 713-06-23, modified] [2]

3.1.12

coexistence

wireless communication coexistence

state in which all wireless communication solutions of a plant using shared medium fulfill all
their application communication requirements

NOTE 1 to entry: The status of coexistence is characterized by meeting the limit values of relevant parameters for
all wireless applications in the considered area. This status has to be ensured with appropriate measures in
planning and in operation. This clarifies that coexistence is not a static attribute of a wireless communication
solution, but rather a status within the life cycle of a plant. It is possible to leave this status temporarily or
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permanently due to certain events. The parameter limit values are determined by the automation application in
which the wireless communication takes place. This also implies that it is not reasonable to try to evaluate or

ensure the coexistence separate from an automation application.

3.1.13
coexistence assessment

undertaking of an investigation in order to arrive at a judgment, based on evidence of the

suitability of a set of products and their installation to achieve coexistence

[SOURCE: derived from IEC 62278] [8]

3.1.14

coexistenceptanning

procegs that describes the allocation of radio resources (such as time, f
powell, space, etc.) to each wireless system in order to achieve coexiste

3.1.15
coexistence management
procepgs to establish and to maintain coexistence that includes P
measlires

3.1.1¢€
comnpunication interface
exposled interface between an automation applica

NOTE | to entry: There is no consistently defirned interfs
device |might be a serial or a parallel hardware\intefface
paralle|, discrete, and analog interface.

3.1.117
comnpunication load
requirement of the autom
certaip period of time

3.1.18 Q

duty ¢ycle
ratio ¢f the transpfi
channel

3.1.1¢
dwell|ti.
period spent a

3.1.2(
effec:live radiated power
powel supplied to the antenna multiplied by antenna gain

erncies, tra

nsmit

tional

b of the
serial,

thin a

radio

e

3.1.21
external wireless systems

wireless applications beyond the scope of the coexistence management process, but
potentially affecting the wireless communication systems administrated by the coexistence

management

NOTE 1 to entry: External systems can be operated on adjacent sites and irradiate into the considered location.

3.1.22
frequency band

range in the frequency spectrum that is assigned for use to specific applications by regulatory

organizations
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3.1.23

frequency channel

part of a frequency band that is used under a specification (standard or device specification)
by a wireless communication system

NOTE 1 to entry: The coordinated use of different frequency channels is one of the measures to achieve
coexistence.

3.1.24

immunity

ability of an item to continue operating properly in the event of an interference, up to a certain
level of interference, and to be resilient above this level

NOTE | to entry: Immunity changes if the environmental conditions change.

NOTE 2 to entry: Immunity of an item is achieved by adding to the robustness of the\i e resilient

to interference.

3.1.25
intermodulation sensitivity

levels| of out-of-band interfering signals that, when mixed in
in-band third order non-linearity product

end, prodyce an

3.1.26
jitter
time variation of an expected occurrekce

NOTE | to entry: Examples are variation of trapsmi

3.1.21
lower| cut-off frequency
frequency furthest below t
drops|below a certain

3.1.2¢ <>
mechpnisms for ada

meas
the sy

ensity

the” systems operational parameters in order to inprove
erences and to minimize the medium utilization

3.1.24
metri
set of itati icatops corresponding to selected properties of a communication dgvice,
equip i

3.1.3(
plant
complete set of technical equipment and facilities for solving a defined technical task

NOTE 1 to entry: A plant includes apparatus, machines, instruments, devices, means of transportation, control
equipment and other operating equipment.

[SOURCE: IEC 60050-351:2006, 351-21-45] [1]

3.1.31
power spectral density
signal power per defined bandwidth

3.1.32

radio channel

span of the frequency spectrum which is characterized by lower cut-off frequency and upper
cut-off frequency or by centre frequency and bandwidth
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3.1.33

(radio) resource
means used by multiple wireless communication solutions for the purpose of radio signal
transmission

3.1.34

receiver blocking
effect of a strong out-of-band interfering signal on the receiver’s ability to detect a low-level
wanted signal

recei

3.1.37
robugtness
ability| of an item to continue operating properly in the

level

NOTE
operati

3.1.38

spuri

receiver output due to un
frequency channel)

3.1.3¢

robustne
attribyte of wire

radio

other

um signal power that the system can tolerate without distortion of t al

er sensitivity
al signal power to receive data with a defined bit error ratg

bf the interference

bnal parameters

pUS response

active wireless applications interfering in the sphere of influence

ertain

b of its

tuned

NOTE | to entry: . This i S i e definition of coexistence in IEEE 802.15.2 [14].

3.1.4(

share(d

frequenc ed /by several wireless applications as assigned by regylatory
organjzations

NOTE | torentry: Especially in the industrial, scientific and medical (ISM)-bands, many wireless applicatigns can
be used:\Due to this joint use, the term 'shared medium' is used in this technical specification. The frejguency
ranges are used-by diverse tShamd-witetessapptications:

3.1.41

transfer interval
time difference between two consecutive transfers of user data from the automation
application via the communication interface to the communication module

3.1.42
wireless application
any use of electromagnetic waves with devices or equipment for the generation and use of

radio

frequency energy

NOTE 1 to entry: This term is more comprehensive than the term wireless communication system, because in

wireles

s applications the frequency energy is not only used for information transfer.
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NOTE 2 to entry: The use of the electromagnetic energy may be either intentional (as needed to serve the

specific application) or unintentional/incidental.

3.1.43
wireless communication

communication in which electromagnetic radiations are used to transfer information without

the use of wires or optical fibers

[SOURCE: IEC 60050-732: 2010, 732-01-05, modified] [3]

3.1.44
wireless communication solution

ormorep

wirel
set of

NOTE | to entry: A wireless communication gys & ioh of a system, while a v
commulnication solution is a practical instanceqf a syst

3.1.41
total radiated power
spatigl power density integ

3.1.48
transmission gap

gap bptween tw@

3.1.44
trans
time t

3.1.5(
trans
maxi

uppe

a)

frequeney—fu ;
drops below a certain level

['S.

ireless

nsity
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3.2 Abbreviated terms

AFH Adaptive Frequency Hopping spread spectrum

BOS Wireless communication systems for public authorities and organizations with
safety functions

CEPT European Conference of Postal and Telecommunications Administrations

CP Communication Profile according to IEC 61784-2 [6]

CSMA Carrier Sense Multiple Access

DAA Detect and Avoid

DAR BetectandReduce

DAS Detect and Suppress

DECT Digital Enhanced Cordless Telecommunications

EDDL Electronic Device Description Language

EIRP Equivalent Isotropic Radiated Power

EMC Electro-Magnetic Compatibility

ERO Electronic Communications Committee of th

ERP Effective Radiated Power

FB Function blocks

GSM Global System for Mobile
IP Internet protocol

ISM Industrial, Scientific and M
IT Information Tech
ITU
LAN
LOS
MAC
NLOS
OLOS
PCB
PHY
PLR
PSD
RegT
RFID
SIR Signal-to-interference ratio

TDMA Time Division Multiple Access

TRP Total Radiated Power

TS Technical Specification

UMTS Universal Mobile Telecommunications System
WLAN Wireless Local Area Network

ZVEI The German electrical and electronics industry
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3.3 Conventions

The following conventions for the coexistence management parameter templates in Clause 8

apply:

e The column "Parameter" uses indentations to cluster certain parameters. The parameters
that are more to the right belong to the parameter above that is more left.

e The column “Usage” specifies whether the parameter is mandatory, optional, or selection,
if one out of several parameters shall be selected.

4 Coexistence concept in industrial automation

4.1 Overview

Wirelg¢ss communication in industrial automation contributes to organiz i esses
more post-efficiently, flexibly and reliably as well as allowing the rea 'za on, of hation
concepts. Automation applications usually place stricter require 3 i i real-
time dapability of wireless communication than applications in tf esti i main.

Becayse of those requirements, different wireless communication system's g quite
likely that several wireless communication systems ry i blace.
Since|these wireless communication systems share a co an be

assunped throughout their life cycles. This resul enoes dl-time
capalfility. This specification is intend bentif ¢Q mend
measyires to control these risks, depending equi ents pf the automation applidation.

This gpecification addresses designerg ) SONS res i i oCcess
plantg, system integrators i j ireless
communication solution ifeless
communication solutions. fween
autontation and radio ¢

The tgchnical s
commjunication syste

ireless
ctrum

as a l|mited resourse v nt the
respeftive require . e achi is, i i i cts of
the cpexiste Vi icati i ign, issioningl, and
operation idtence
managem s corhmunication solutions, is the subject of this specifidation.
Assodiated astions™a cisions serve to comply with the claimed limit values f@r the

applidation ovefdhe \ & life cycle of the plant.

This process can Be more or less elaborated, depending on the relevance of wifeless

communication for the plant. The requirements on the implemented wireless communigation
systglnmrrdmm—hme—ﬂ—m—omreﬁ—rammm—ﬁm—m reless

communication system, a lower effort for the coexistence of wireless communication solutions
will be necessary than in the case of a wireless communication system that is part of a control
application with strict real-time requirements. However, it is strongly recommended to
consider that further wireless communication systems might be implemented later or that the
requirement on the present wireless communication system might change in future (e.g. due
to additional applications). Finally it is the responsibility of the reader to decide to what extent
the required efforts to accomplish the coexistence measures meet the requirements on the
wireless communication system, or the relevance of the wireless communication system
within the plant.

From a general point of view, coexistence of two or more wireless communication solutions
may be achieved by making orthogonal the transmissions that come from different sources.


https://iecnorm.com/api/?name=1bdc11e9120c33d8cc6097113581ade1

TS 62657-2 © IEC:2011(E) -17 -

There are three levels of possible organizations to manage coexistence, where the lowest
level is the less efficient:

e manual coexistence management (lowest level);
e automated non-collaborative metrics-based coexistence management;

e automated collaborative metrics-based coexistence management (highest level).

In the case of manual organization, the coexistence manager (see 7.2.1) shall define a fixed
planning of the wireless communication solutions intended to prevent transmission overlaps.
The manager shall implement manual measures to react to modifications that change the
wireless coexistence status. This is the simplest organization, especially if multiple wireless
solutipns of different technologies and from several vendors are invo or if several
frequency bands have to be managed.

Howeyer, the manual coexistence management capabilities will be | igtence

management parameters cannot be configured.

Autonpated and unattended techniques, and the algorithms ict 3 ¢ i, are
usually classified into two broad categories: collaborative Nt

In thel metrics non-collaborative organization, the djfferent w communication soljutions
are npt capable of exchanging information. The lyNindependent and rely only on
interfgrence detection and estimation. echien ed wireless communigation
solutipn classifies the behaviour of th€ es Pofisequently to adapt ifs own

behaViour to the new estimated situati nop-collaborative techniqugs are
more general but less efficient than thec¢ Srahi . As an example, non-collabgrative
algorithms dynamically modify the communi S gies (e.g. the frequency bangd, the
timeslot/packet schedullng and so on) as i ome metrics capable of establjshing

NOTE | Some of these met
In a :oIIaborati
exchange informatit

The precondition 3([ab¢ ¥e organization for wireless systems using mpltiple
technplogies pravided ple vendors is that a common standardized communicatign link
is avafilable ammong h

wireless communication solutions are aple to

This appros n some restrictions on the adopted hardware since, for insfance,
collaborative R® are usually implemented by means of a centralized arbiter/schegduler.
The gexchanged mation allows each offended wireless communication solutipn to
effect|vely._adapt its own behaviour to the real new situation, taking into account the

requirenients of its own application and the applications of the other wireless systems.

These dynamic modifications may influence the determinism or reliability of the
communication and can therefore be inappropriate for various automation applications.

4.2 Objective

This technical specification is focused on measures to provide coexistence of wireless
communication systems for measurement and automation applications. These applications
can be classified in various ways, see for example Table 1 where they are classified
according to the degree of the application criticality. Efforts for coexistence management can
vary according to the classification described in Table 1.
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Table 1 — Application communication requirements and profiles

Class Application Application communication requirements

Functional safety Protection of human life A functional safety application intent is to

hazardous e

vents

achieve or maintain a safe state in case of

Control Closed or open loop control The control application class meets strict

requirements with regard to availability,
reliability, and time-criticality. Interactions with
other applications and process interventions are

included
Monitoring Process visualization and The monitoring application class is not time-
alerting critical and exclusivel s additional
information.

and systems

y pro
Interactions Wwith other applicafions
are exclu

The c|assification of automation applications primarily refers to
the application to be considered. However, it is possible th
allocated to a less critical application class with respect to
functipnality, but it is vitally important for business proces
to allgcate it to a more critical application class, to
propefly and to indicate a higher effort to ensure coexi

The i
wirele
classe

Furth
appli%tlons can be classi
specification.

The donsiderations afge
2,4-GHz-ISM b

applidations, suc
interferences. Mor
electr
see F

NOTE

This
howe
cannd

ents of
licafion is
to its
ended

npany

bf the
ication

er IP
hnical

used
ireless
ed as
iency
nces,

prise;
icinity
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Wireless network of
same technology

Wireless network
of a different technology

Considered wireless network
of an automation application

It is 4
commu
that,:}w
com

The m
other

4.3

The f
which

Figurg
Therg| i
and p
the ri
administration.o

ire

¢ 2520/11

of the automation applicatio
ehaviour are observed by planning the

it is recommended that a binding, company-wide process f
£ss applications for all parties involved should be initiated.

reless
h and
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hents.
ability
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GSMW/
UMTS
’ : ))>
WLAN (€ Wireless
access point Bluetooth mobile terminal

Proprietary
wireless system

BOS @;’ Wireless
b scanner
Q
)
—Radio

Coexi
struct
struct
proce

Nevertheless, the following basic measures to implement coexistence managemer

ifeless ap
exfample applicatj

Fremote control

&
Mobile

panel
Private mobile

ire and the inter
ire and the proc
5s or its sub-step

b provision of, &

reconiménded:

(

Bluetooth

RFID

N
N
_/
I ‘ ' reader
radio @
" P’ Jw
WLAN client

functional problems, caused by the influence of other wi

And many more wirele

strial environments

ser groups concerned:

ith strict real-time requirements. The coexistence manag

21/11

stence management js an intra PaRw s which should be adjusted fo the
i 3 the  enterprise. In each individual compan

erently. Moreover, the focus in defining the

y the

s (for

uUsS on

- The
Cation

ement
reless

t are

e nomination of a company-wide coexistence manager;

e nomination of a location-specific coexistence manager if the company has several
facilities;

e establishment of a committee, consisting of contact persons of all company divisions using

wi

reless applications;

e inventory of all installed and, if possible, all planned wireless applications;

e establishment of a policy to register new wireless applications or solutions and for the
identification of existing ones;

e coordination and adoption of decisions regarding the approval and application of wireless
communication systems within the committee.
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Effective coexistence management is a concerted process with representation of all company
divisions concerned (sub-divisions, departments, technologies). The divisions concerned are
those involved in planning, procurement, installation, commissioning, operation and
maintenance of wireless applications, for example process planning, IT, automation, plant
operation (production), development, purchasing, facility management, etc.

Coexistence management offers various benefits:

e reduction or elimination of interferences leading to plant downtimes with financial losses
and resulting in potential image damage;

e reduction or elimination of laborious, cost-intensive and time-consuming fault finding;

e refluction or elimination of disinvestments in wireless communication tfens that.dannot

bg operated in the present radio environment of the enterprise.

The ferm 'wireless communication solution' is used here insteg ireless
communication system' because it takes into account the distinct a t that
are important for the coexistence management.

4.4 |Interference potential

Wirelgss applications use the frequency spectru S ¢ edium", meaning that
differg¢nt wireless applications contend for the same| re hcies,
transmit power, space, etc.). Therefore, by definiti e are
overlg

If the ces:

® Sig

e Sig

e th rence
rafi

If thes 5; this

is the his leads to collisions of wireless applications s¢ that,

for ex be repeated. The system reaction to the describ¢d co-
chann several factors, for example on the radio standard, ¢n the

hardw ) i entation or on the application class the wireless communitation

The separati erlapping frequency channels is a method to achieve coexistence.
Howeyer, there be interferences between wireless communication systems [using
differgnt channels™nthe same frequency band, for example because of adjacent channel
interfgrences. In particular, analog wireless communication systems hold a high interfdrence
potentialfor digital wireless communication systems due to their high channel occugation.
Moreover, interferences caused by wireless communication systems using different frequency
bands can also be a collision risk. Beneath the main signal a wireless communication system
also emits outer band signals that might penetrate the frequency channel of the endangered

wireless communication system, thus affecting the wanted signal.

The received signal quality at a receiver as a function of interference by other wireless
systems is typically measured by the signal-to-interference ratio (SIR), which is the ratio of
the power of the wanted signal to the total residual power of the unwanted signals. The
receiver can correctly interpret incoming data only if the SIR is above a given threshold. The
value of the threshold depends on the adopted modulation, while the actual SIR value
depends on the superposition of interferers with respect to the intentional communication in
the following two domains:

e time, and
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e frequency.

Different performances can be obtained if superposition (i.e. collision) in these domains is
complete or only partial.

For the first item, since the traffic of victim and interferer(s) wireless system(s) may change
each time, the SIR evaluation should be preceded by the definition of a time interval in which
the interference is constant.

For the second item, the SIR evaluation should consider at least the combined effect of
interfering transmitter(s) and receiver victim spectral masks. In fact, the interfering

trans el. On
the o ng its
effect rer(s’)
transnitter(s) and victim receiver use the same kind of radio (i.e. i d are
tuned| on the same frequency channel. Otherwise, the term cro i if both
interfe j i layer)

but are tuned on different frequency channels.

In order to foresee/estimate the effect of interferers it i ible bdels,
simulations and experimental test beds. The three 4 ; Bsing)
complexity and hence different (increasing) accuracy.

In order to assess if there is the ris ys be
assumed if wireless applications are operating ithout
proof pf their radio robustness.

Howeyer, a collision risk does not e reless
communication systems g u ¢ reless
communication solutions 1 e et. is \¢ is for
decisipns regarding the

If pogsible, fut ents, implicating changes of the interfgrence
potential, should & he life cycle of a wireless communication sqglution
typically ranges bet gars. During this time new applications for the eXisting
wirele i emi\can be developed. Determination, coordination and confrol of
these jstence management.

One 1
frequg

iated EMC-interference. Many wireless applications subject fo the
significant radiated power, potentially generating a high field
strength ity of another wireless communication system. A wifeless
communication” s ion shows a certain interference resistance against those ragiated
interferences defined in the corresponding standards. This limit value can be exceeded by the
signal eféa powerful wireless application.

Even though real wireless communication solutions often hold a higher interference resistance
than normatively claimed, and exceeding the limit value does not inevitably result in
interferences, it should be taken that the noise level at the receiver does not exceed this limit
value. Interferences from the same frequency band are much more likely than from other
frequency bands. Nevertheless the interference potentials from other frequency bands also
shall be taken into account.

In the case of buildings and areas close to airports, harbours, transmitter masts and other
places of powerful wireless communication systems the interference potential is extremely
high.

EMC-influences not launched by a radio channel (for example powerful technical energy
systems, frequency converters) can cause interferences. These EMC-influences are a topic of
the EMC-guidelines and are not considered in the scope of this technical specification.
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4.5 Ancillary conditions

For wireless communication there is only a limited resource at disposal. Thus, it shall be
thoroughly planned as to how to use this resource. The higher the requirements of the
application class on the wireless communication system, as to time behaviour, availability,
dimension etc., the higher is the technical and organizational effort to guarantee coexistence.
The costs rise disproportionately as shown in Figure 3. A certain span of expense results from
the complexity of the wireless communication solutions (for example, simple point-to-point link
or linear, star, cellular, tree, meshed topology network) and from the number of influencing
factors to be considered (for example medium load, transmitter power). The span between the
two curves moves upwards the more efficiently the spectrum is used. This applies to both:

e the expenses for the coexistence management in the coexistence plannirg phase; and

o the costs to develop appropriate wireless communication solutions.

The effort might be reduced by strategic regulations for coexistence 9 . Apossible
regulgtion is to confine the number of considered influencing f lusive
assigmment of frequencies to specific wireless applications. It ig" ess : count

that g¢trategic decisions in the coexistence planning phse have & future
expenditures and therewith on the lifecycle costs @ 9 technica|l and
organjzational expenses for coexistence management jr e can multigly the
coexigtence planning costs throughout the life cycle of a

It is therefore important to analyse whether the i e e ication [fit the
intended appllcatlon requirements. IR 8 3 ici Df the
resoufce “radio” can be achieved. If the e i bund.

Complex wireless
system

fficiency of
spectrum use

/ﬁﬂgrt for coexistence management

Simple
wireless system

Monitoring Control Functional safety

Application class IEC 2522/11

Figure 3 — Progression of expense to achieve coexistence
corresponding to the application classes

4.6 Best practices to achieve coexistence

The establishment of coexistence is a combination of technical and/ or organizational
measures to ensure the interference-free operation of wireless applications in their
environments. The main criteria in the selection of appropriate actions to achieve coexistence
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are effectiveness, feasibility, economic efficiency and the loss of performance acceptable for
the application if the wireless communication solution has to share the medium with other
wireless communication systems. Future developments of the wireless application in the
enterprise should be considered here as well.

Technically, wireless communication systems can be uncoupled in four dimensions:

e frequency;

time;

e space;

e paglarization.

Wireless system with Power Level
ffequency hopping and A . o
dynamic power control Wireless system with di

I

Frequency

IEC 2423/11

Separation of wireless communication systems
according to frequency and time

The separation in thé frequency domain (see Figure 4) usually causes the least performhance
loss anddnitially the lowest expense. However, these measures occupy the medium to a|great
ore-bereservedforspecifi jcation e ed-nthe At such

as functional safety and control.

A separation in time can be accomplished by configuring the communication request with
respect to the application communication requirements.

For applications with a certain dynamics, the communication cycle should be set as long as
possible and/or event driven communication may be used. Wireless technologies with
automatic adaptive medium sharing mechanisms may also be used.

A spatial separation is rarely possible in the case of wireless application. Radio propagation
can only be restricted spatially with great efforts. Structural conditions (for example massive
armed hall walls) and the reduction of the radiated power (by adjusting the output power of
the radio transmitter and the choice of the antenna radiation pattern) can be used for spatial
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separation. If the power is reduced, the power of all related radio components (base stations,
repeaters, end devices, etc.) should be adjusted accordingly.

Separation via polarization involves the specific attribute of an antenna to subdue radio waves
with an orthogonal polarization (cross polarization). For example, a horizontally polarized
antenna of a signal receiver can attenuate a vertically polarized interference signal. However,
inside buildings or in other highly reflective surroundings the effects of a polarization
separation are relatively small.

In addition, directional pillbox antennas or other emerging antenna concepts can be used to
restrict the radio propagation within a certain area.

The grganizational measures apply to the operation of the wireless cq i ystem
and they have indirect implications for the uncoupling mechanism des 5 ) ce the
applidation of a wireless communication system can, for example, i i ce or
time, |or just services of a wireless communication solution i4tence
requirements can be approved. The organizational measures (i ireless
communication systems related to business process or safety) nce to
what ¢xtent compliance with the specifications can be ensyfed\a

In plgnning a wireless communication system it spall be sonsi pjation
condifions in an industrial environment are not perfect, 4 i s error
behaViour of a wireless communication solution & J:

In order to define adequate measures a radio

exper{s is recommended.

4.7 Coexistence conceg

Autonpation applicatio

intended tasks. One o
immunity against /i

(frequency, tim yrt interfere with other wireless systems and|might
therefpre influence the ion applications. Propagation conditions shall be
considered as thg g “comimunication quality of a wireless system bu{l also
interference fro

ertain
urces

The dpplication co i equirements and the characteristics of the wireless slystem
(immyni iNzatton)\shall be reported in an inventory. The resulting coexisting plgnning
shall pe ed respurce allocation plan. This shall be the basis for configuring and
implementing i wireless systems. This process of coexistence management|is not

just ophe actiwity during the system planning but an iterative process throughout the entire life
cycle pf the system.

Figure 5 shows the coexistence conceptual model. A wireless application A has application
requirements to fulfill its intended tasks. Part of the wireless application A is the selected
wireless communication system A. It has certain immunity against interference from other
wireless communication systems and the utilization of its resources can interfere with other
wireless communication systems. An investigation of the requirements shall be reported in an
inventory. The resulting coexistence planning shall be reported in a resource allocation plan.
This shall be the basis for implementing the radio resources and their utilization.
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Automation application A Automation Application B Automation Application C
|| Application communication Application communication Application communication ||
requirements requirements requirements

L1
| Utilization of resource | Interference >|Robustness to interference|< Interference | Utilization of resource |
Wireless system Wireless system Wireless system

L1 N

|Robustness to interferenceK’\] Interference | Utilization of resource | Interference\/HRobustness to interference|
I I
] [ ] !
Wireless resource

Investigation

Planning
I Maintenance

Requirements
Robustness
Utilization

6 1EC 2524/11

pfual model

Ce \CON

4.8 wireless communication solution
Figurg : } ce management and represents the relatiopships
betwe i i compnunication solution, the implementation| of a
COEXis > tuakcoexistence management process.

The s ifion is)that the wireless communication solution is suitalhle for
the re

While|i stigati } ireless communication solution meets the requirements|of an
automati i , radio transmission shall be analysed to see whether it is a reasqnable
appro idexing the efforts that are required to be taken to achieve coexisterce. In

ion process of a wireless communication solution is already part of the
ment process.

this rgspect,.the
coexistenee manag

<
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implement a coexistence management process (see 4.4). The coexistence management
process includes coexistence planning, installation and operation of wireless communication
systems.

The next measure to be taken is the inventory of all wireless applications, because they can
be regarded as potential interferers (see 7.3). The coexistence management process of the
coexistence planning phase shall then be considered (see 7.4.3.2). In the coexistence
planning phase it might become apparent that a chosen wireless application cannot be
integrated into the existing plant. Another wireless communication solution might be chosen or
the idea of a wireless communication system might be abandoned. If, in the coexisting
planning phase, it is ensured that all wireless applications meet the respective requirements,
the coexistence management process for the operating phase can be initiated (see 7.4.3.3).
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NOTE Processes in the planning phase and in the operating phase are specified in more detail later in this
specification.

o Selection of a new wireless
D_eclSlonZ technology based on an
New wireless system investigation phase.

Selection of a wireless solution

Application
communication requirements
fuffilled?

No

Coexistence
management system

. /‘\\ \>
established? \\/( ] NI
Yés oexistéce%g%ssh}nt system
NN %

Investigation:

m Analyses, Tests, Documentation
> I

N )Y

[

Q it plahQing_phase

Coexistence management
in operating phase

I IEC 2525/11

Figure 6 — Selection of a wireless communication system
and coexistence management process

4.9 Coexistence management system

The coexistence management system consists of an organizational structure and procedural
documents. The execution of the coexistence management brings the system into a state of
“coexistence management in operating phase”. It shall include the following information:

e scope of the coexistence management;

e commitment of the organization to coexistence management;

e procedure for maintaining the coexistence management specification;
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e organization issues including structure of the organization, roles of personnel,
communication with external organizations and personnel education.

e procedures for coexistence management.

The coexistence management specification shall be documented and maintained
appropriately.

5 Coexistence management parameters

5.1 General

This ¢lause specifies the parameters which are relevant within a coexig management
process. These parameters describe automation communication regui conditions
within| the area of operation and characterize wireless devices and hge is
specified in Clause 6. Clause 7 contains the templates related to so sfers.

The pprameters are listed in alphabetical order.

5.2 |Explanation of coexistence parameters
5.2.1 Adjacent channel selectivity

In bibliographic reference [17] the followi

"The adjacent channel selectivity is a pabiity of the receiver to recgive a
wanted modulated signal at the no Without exceeding a given degraglation
dug¢ to the presence of an unwanted y signap which differs in frequency from the

wanted signal by an acent channel separation for whigh the
eqliipment is intended.X

Adjacent channel sel is\specified m 17] as "the lower value (of the upper and|lower

adjacent chann@o , of the levels of the unwanted signal|level,
expressed as field siren pecified” wanted signal level expressed as field stjength
produging a data sjg ratio of 10-2." Adjacent channel selectivity is syitable

to estimate the im quipment against systems in adjacent channels.

5.2.2

The an the focusing of a transmitted or received signal. Values are|given
with rg ¢ dipole or a theoretical isotropic radiator. As the isotropic gain of a

half wave dipote_is 2\15 dBi, the antenna gain with respect to a half wave dipole is 2,15 dB
lower [than-the anterpa gain with respect to an isotropic radiator.

Toget oF \All+|‘\ {rcnomul- BOW-eF \lnllloo anl \ul'”‘\ dua caoncidaration 'Fr\r' nrnnanah on caond tlons
Voo eSS S e oS e to o —propagaton—Sona

receiver sensitivity can be used to optimize the location and the direction of the equipment or
antennas.

5.2.3 Antenna radiation pattern

A radiation pattern is usually represented graphically for the far-field conditions in either the
horizontal or vertical plane. This information can be used to optimize the location and the
direction of the equipment or antennas.

5.24 Bandwidth

The bandwidth is the range of frequencies occupied by a modulated carrier signal. The
bandwidth value depends on the spectral power level referred to (see 5.2.32). The bit rate of
a communication channel is proportional to the bandwidth of the signal used for the
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communication. From the point of view of coexistence management the bandwidth indicates
the utilization of the frequency spectrum by the wireless equipment. Systems can also
unintentionally radiate outside the defined bandwidth. This could lead to so-called adjacent
channel interference (for the next) or even alternate channel interference (for the next but
one).

The unit of this parameter shall be Hz.

5.2.5 Bit rate of physical link

The bit rate of the phy3|cal link is a measure of the velocny of wweless data transmission.
Since
canndt always be calculated by simply d|V|d|ng the number of b|ts of the/telegram by
rate. 3

with t
automnjatically mean a high quality of service.

5.2.6 Centre frequency

Some| wireless standards define radio channels using cen S idth| Thus
the cgntre frequency indicates the position of a radio el wi Ctrum.
The gentre frequency shall be calculated based g@gn > ied. The
centrg frequency is the geometric mean of lower fre - pency.
The upi

5.2.7

The fgllowing areas of op

e indloor;
e oUtdoor;
e ingoor and o :

conce

asonable to define whether the communicatfon is
gturing cell or if it operates all over the entire factofy hall.

5.2.8
The c icatiox escribes the requirement of the automation application to transfer a
certai qunt er_data within a certain period of time as shown in Figure 7. The

Medium utilization

mm

Communication load Observation time l
(C T AN

at producer

Application data length

[ D
\q Communication load

at consumer

WD Wireless device

% Producer\

Transmission interval

/ Cor:/svtljjmer _—.M

Communication interface

IEC 2526/11

Figure 7 — Communication load in case of two wireless devices
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However, the actual medium utilization depends on the applied wireless solution. In the
example in Figure 8 the communication load is indicated for more than two radio components.

Communication load
at producer (( T ))

Application data length

a wo

Producer 1

Medium utilization

77777511\

Observation time

Transmission interval

(4

WD

= e
(C T D)

WD Wireless device

Communication interface

FC 2527/11

| [

Producer 3

Figure 8 — Communication load several wireless devices

5.2.9 Cut-off frequen

In pripciple, there are two g ies: - i ghest
relevdnt freque v owest
relevgdnt frequen ology
or sta

he first approach is shown in Figure 9 with the help of a

There -
gl level is the maximum transmitted power spectral density.

wirele

From artain value is subtracted. An example of this value is 20 dB. The
frequgng bove the frequency where the power spectral density drops bel the
result g lower cut-off frequency. Accordingly, the frequency furthest pelow

the fr here\the power spectral density drops below this level, is called the |lupper
cut-of . alternative approach defines the cut-off frequencies with respedt to a
certaip spurious emission level.

The cut-off frequencies determine the bandwidth of a system and thus the medium utilization
in the frequency domain. Furthermore, the cut-off frequencies can be used to calculate the
centre frequency.
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MAX
MAX - 3 dB

MAX - 20 dB

Slpectral power density

fL20 fH2O
Frequency

Figure 9 — Cut-off frequencies derived from r lev

The uhit of this parameter shall be Hz.

5.2.1Q0 Data throughput

The data throughput is relevant for th 3 : e the
transmission of huge parameter data Se i b into
complex field devices).

The dpta throughput is thg within
a congumer from the comm

To evialuate the eqexis used,
compared with

5.2.11

The d(r h time
for th cycle
value Figure 10. For system 1 with observation time 1, the duty cycle is

greater . However, it is lower for system 1 with observation time 2.
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System 1 System 2
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N
R
SENEN

Observation

.................

pasonable to specify the observation time
vation time shall be ten times the ica

be used.

Table 2 — Apgplication observation time values

Applﬁkc\a\iom:file <\ ﬁh{\hhﬁe_/ Factory hall | Process plant
Wmi%ion int@WE\ \@0)3 250 ms 4s

(‘)\sge@a@\t/i@e \ Ts 25s 40's

p>}®to assess the medium utilization in time. A sma

Arame beexpressed in %.

uty cycle i

Effective radiated power (EIRP, ERP)

EIRP

ERP is the power supplied to an antenna multiplied by the antenna gain in a

. The
rofile.
f user
hble 2

| duty
uency

given

direction. The power supplied to an antenna is given by integrating the power spectral density
across the bandwidth. If the direction of an antenna is not specified, the direction of maximum
gain is assumed. The effective radiated power takes into account the losses of the
transmission line and connectors [19], thus, the total radiated power is lower than the power

suppli

ed to the antenna.

For frequencies below 1 GHz, a half wave dipole is taken as a reference for the antenna gain.
The abbreviation of this effective radiated power is denoted by ERP. For frequencies above
1 GHz, a theoretical isotropic radiator is taken as a reference for the antenna gain. This
effective radiated power is called effective isotropic radiated power (EIRP).

As the isotropic gain of a half wave dipole is 2,15 dBi, the EIRP values are 2,15 dB larger
than the ERP values.
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EIRP and ERP are the fundamental parameters in order to estimate the power level at a
certain position. The relationship between EIRP and ERP is clarified by the following example.

EXAMPLE Assuming an antenna with an antenna gain of 3 dBi is used (see also 5.2.1), then to meet the
requirement of <20 dBm EIRP the transmit power at the antenna input cannot exceed 17 dBm.

The unit of this parameter shall be W.

5.2.13 Frequency hopping procedure

The frequency hopping procedure shall include the sequence of frequency channels and time
period of frequency hopping.

5.2.14 Future expansion plan

Futur¢ expansion plans should be taken into account. Inst ifeless

communication solutions and buildings can affect condition for wirel

5.2.1§ Geographical dimension of the plant

The g¢geographical dimension of the area is specifjed ¢ tence
management by the coexistence management ifi phical
dimension is the length, width and height of the area i gss system is ingtalled
and which has impact on the propagation condifioR area, e.g. the factory hall
for a achine, should be considered.

5.2.1§ Infrastructure components

Infrasfructure components base stations without direct rglation
to the¢ automation appli . snents are necessary to build up the
wireleglss system accordi i bss of
a netyork, however the

Router or base ns Q >€ to wired industrial networks or which implement
automation applicatiohfune are ot counted among infrastructure components but gmong
wireleiss devices.

5.2.17

The initjation of data-t misSion influences the communication load and can contribute to a
tempgra ' of the radio systems. This parameter specifies how the applifation
initiates the>data transfér: periodically, aperiodically or stochastically. A periodic transfer
might| resultNin“a<higher communication load than an aperiodic transfer because the[same
valueg might be frequently transmitted. Independent of this parameter, the communigation
systerln niay implement the data transmission differently.

5.2.18 Length of user data per transmission interval

The user data length affects the communication load and might account for the temporal
separation of the wireless communication systems.

5.2.19 Limitation from neighbours of the plant

Neighbours of the plant might cause limitations for wireless communication. Examples are
high power radio source(s) and sensitive equipment.

5.2.20 Maximum dwell time

The maximum dwell time is the period of time a system is assigned to a certain channel. If the
system requires an immediate response, this and the idle time shall be considered. It is
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suitable for frequency hopping systems only. The maximum dwell time is shown in Figure 11
with max tp,,.

The dwell time describes the agility of a frequency hopping system. Together with the number
of radio channels it can be estimated how often the system appears in a certain channel.

]

[

Time

"L N

"
reqyenc
IEC 2530/11

dwell time

The upit of this parametek sha

5.2.21 Maximum nu

This parameter i S data are retransmitted automatically bly the
communication stac smission errors. It is possible that retransmissions are
initiat Thérefore, the maximum number of retransmissiong shall

be sp M possible, details of the mechanism, e.g. waiting [imes,
shoul e meter may This parameter may have a significant influenjce on
mediu
5.2.22
The 1 Ritter sequence is the maximal time that a transmitter uses afradio
channel., If a request requires an immediate response, and during the idle time the mpdium

canndt-bérused by a device of the same network, the entire time shall be considered. Thjs is a
reaso i ificatiom, i fssion.
Thus, in Figure 12 the maximum transmitter sequence of system 1 is t;g4 and the maximum
transmitter sequence of system 2 is t;qg,.
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The upit of this parameter sk

5.2.23 Mecha

The ma \ e maximum occupied time
appli’%tions may use a small portion (only_Therefo additionally the duty cycle shodld be
consi

annel.
Real

Mechanisms for ad : ¢”to modify one or more of a system's operdtional
parameters in orgé imprave*a system's robustness against interferences and to migimize
mediym utilization. Adaptive,_communication mechanisms may use automatically feefdback
information obtained a system itself or from the signals carried by a system to modify
dynamically @ sys ational parameters. It is also possible to plan the operdtional

parameiérsNn 'Q and configure the systems appropriately.

Examples of mechanisms for adaptivity are as follows:

frgquendy manager: a central systems element controls the medium utilization

Detect and Avoid (nAA)- If the channelis nr\r‘npind, r\hnngn the channel (n g Al:l—l);

Detect and Suppress (DAS): If the channel is occupied, don't transmit (e.g. Listen Before

Talk);

Detect and Reduce (DAR): If the channel is occupied, reduce the output power.

Depending on how many systems are using mechanisms for adaptivity and which parameter
they adapt, these measures may help improving coexistence or may lead to unstable and
unreliable system behaviour.

5.2.

24 Medium access control mechanism

The medium access control ensures, for example, that a communication request is served as
long as the medium is free (see CSMA) or it allocates the request to well defined time slots
(see TDMA). Combinations of these two as well as other access mechanisms are possible.
The purpose of these mechanisms is primarily to control the medium access within one


https://iecnorm.com/api/?name=1bdc11e9120c33d8cc6097113581ade1

- 36— TS 62657-2 © IEC:2011(E)

wireless system. However, it also influences the immunity and the medium utilization
characteristic of a system and shall be considered, therefore, in the coexistence management
process.

5.2.25 Modulation

A signal gets its information content by changing amplitude, frequency or phase of a wave.
This is done by modulating the wave. Analog or digital modulations are known. Digital
modulations can be combined with spreading schemes in order to improve the robustness of
the physical signal.

5.2.2G—Naturatenvirommentatconditions

Naturgl environmental conditions such as temperature, humidity or air
the prppagation conditions.

ience

5.2.27 Organizational parameters

For gach device, the typical organizational device pata type,
manu

5.2.28

This hitting
data s in the
same n.
5.2.24

The ppcket loss rate reve to the
communication interfg cation

interface to the applice

The ppcket Ioss@i

Assuming that an application expects a packet by a time fp_ at the latest, all packets with a
transmission time greater than f5, shall be counted as lost and assigned to the number lof not
received packets (N; — N,). For the evaluation of coexistence, it shall be proved how many
batched packet losses are tolerated by the automation application before a plant down time
results. The number of plant down times defines the plant availability which is the focal quality
criterion of radio communication.

5.2.30 Physical links

The number of physical links includes all physical communication between two wireless
devices of a wireless system. Only one physical link exists between two wireless devices.
Where wireless devices have redundant wireless modules, e.g. for different communication
channels, the related physical links shall be counted separately. It is not required that a
physical link exists between each of two wireless devices. There may be physical,
technological or application related reasons. The communication load of a physical link is
determined by the logical links which use this physical link.
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5.2.31 Positions of wireless devices and distances between them

The positions of all the wireless devices of a distributed automation application should be
recorded in a sketch of the application area. Figure 13 shows the distances of wireless
devices within a three-dimensional space. This distance can vary dynamically in the case of
mobile radio components.

- Wireless device IEC | 2532/11

Key

d distance (m)
3 nce of the radio components

If feasi ~ wireless devices of a wireless system should be chosen
inaw imal signal power levels; this improves the robustness of the wifeless

s devices of other wireless systems should be chosep in a
signal power levels being as low as possible. This reduces the

ency

v The
measurement unlt of the power spectral den3|ty is in Watts per Hertz. The PSD shaII be
provided as shown in Figure 14 for an IEEE 802.15.4 system.
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5s it i i radio channels than with cut-off and centre frequenc
idt i g able to operate at more than one radio channel. A ch
P or selected automatically during start-up. Furthermore, a s
elec of a specified number of channels according to a certain seq
operatio is called frequency hopping or frequency agility. The hopping seq
2] eldtion to the propagation conditions. Because of these options, a deg
ption_of the channel usage during operation is required for coexistence manageme

in the

Cation

r and
bment
es or
annel
ystem
lience
lence
tailed
nt.

This parameter shall be expressed as a number represented as an unsigned integer value.

5.2.35 Radio propagation conditions

Propagation conditions influence the robustness of a wireless system as well as the
interference of other wireless systems. They depend on the used frequency, the dimension
and characteristic of the operation area, natural environmental conditions and intervisibility.
The latter considers LOS, NLOS and OLOS between two wireless devices.

5.2.36 Receiver blocking

The receiver blocking is an indicator of the correct receiver operation in the presence of out-
of-channel signals.
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Receiver blocking response (or performance level) is defined as the maximum interfering
signal level expressed in dBm reducing the specified receiver sensitivity by a certain number
of dB (usually 3 dB). Consequently, the receiver blocking response is normally evaluated at a
wanted signal level which is 3 dB above the receiver sensitivity and at frequencies differing
from that of the wanted signal [20].

Receiver blocking considers effects like spurious response, intermodulation sensitivity and
adjacent channel selectivity.

5.2.37 Receiver maximum input level

Receiped-stgnattevetsabove-therecetvermaximuminputtevetdisturbor-disroptthereqeiver.
Together with transmit power values of the system and of interferers, 2 qnsidering the
propapation conditions, the minimum necessary distance to other equipmie imated
and agsessed.

5.2.38 Receiver sensitivity

Receijer sensitivity determines how well a receiver can acgép ignals i sence
of intgrference (see also [17]). It defines the minimum received «.\ pawer that the repeiver
requires to achieve the given bit error rate. Together w A0S S ystem
and df interferers, and considering the propagatig ) in of the

5.2.3¢

Regio|
and ¢
mana

parameters such as frequency| band
into account within the coexigtence

NOTE is li i C exshartened py listing the regional radio regulation standarnds with
which t 3

5.2.4(

In pla
shall

novable or mobile radio components, the same driteria
atic distances.

Both fhe relati
behayio

radio components and the trajectory can affect time and error
and might therefore be adverse premises for coexistencg.

5.2.41

Requireménts for iability of wireless communication shall be specified. Other wifeless
com umcatlon solut|ons could cause degradatlon of rellab|I|ty of target wireless applidation.

5.2.42 Response time

The response time is primarily important in confirmed services, e.g. in application-oriented
transmission of process data or parameter data.

The response time is the time interval between the instant delivery of the first user data bit, or
byte, of a packet to the communication interface of a client, and the instant when the last bit,
or byte, of the confirmation packet is delivered at the communication interface of the same
client, which can be assigned to the request.

This means that the response time is composed of at least one transmission time between
client and server and one transmission time between server and client. The processing time
within the server shall be added.
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The communication between client and server can be effected directly via infrastructure
component (e.g. base station) or via further network nodes (e.g. sensor networks).

Interferences influence response time values. Coexistence exists as long as a limit value
given by the automation application is met. Otherwise, the corresponding transmission shall
be assessed as a packet loss.

The response time is a random variable. This is important because response times depend
more highly on external transmission conditions compared to wire-bound communication.

5.2.43 Security level required

Requirements for cyber security could affect coexistence manageme e sejsitive
\ 8. othdr kind

wirelelss communication solutions might need to be physically separat
of wirgless systems, or might need to have clearance from the boundé

5.2.44 Spatial coverage of the wireless communication n
The gpatial coverage of the wireless communication n the appligation
commyunication requirements. However, it is also deci gpatial

separption of wireless systems. In positioning the viteless\devices the arftenna
mounting height shall be regarded.

5.2.45 Spurious response

It is the receiver output due to unwanted\si i gquencies other than the|tuned
frequgncy channel) that is specified in ferms of vencies and signal levels that prpduce
such unwanted receiver output.

5.2.4¢ Topology
Topolpgy describes th ¢ Osition of a wireless system. Basic topologieq are:

e pdgint-to-point;

e network

line,

meshed-

Combjindtions of these basic topologies are possible. This information can be used to Tsess
the intehded coverage of a wireless solution

5.2.47 Total radiated power (TRP)

The total radiated power is the power supplied to an antenna reduced by antenna losses. TRP
is often specified in more recent standards. It can be measured with a three-dimensional turn
table which allows integrating the spatial power density over 360°.

The unit of this parameter shall be W.

5.2.48 Transmission gap

The minimum transmitter gap is the time between two successive channel usages by a
transmitter. If a request requires an immediate response, the idle time is not considered. In
Figure 15 the minimum transmitter gap is depicted with t;¢.
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min tg

Time

For frequency hopping systems, the minimum i used
channels and not between transmissi ifte 3 . Z r gap
gives [an impression of the minimum availak A gaps.
Therefore, additionally the duty cycle should be

The upit of this parameter shall be s.

5.2.49 Transmissio

The tfansmissionAin
tempgqgral separ
transfer the minimlpr
distriution function

ite to
riodic
pf the

In  Figure between machine/plant cycle, transmission intervall and
i 2. Usually, the industrial automation applications follow ¢ycles
of thel proéductionyprocess, During such a machine or plant cycle, a number of events|occur
3 nitted via a wireless communication medium. In the case of a pqriodic
transmissionythe€ commuhnication cycle shall be faster than the transmission interval. If an
aperiqdic data-ira ission is involved, the transmission interval is the least possiblg time
between twatransfer' requests.
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Medium utilization
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instrument to evaluate the coexistence in terms of
transfer. A good example is the transmission of a

5.2.5Q0 Transmissio

The t ansmissi
automation applicdtie

state ghange in a

The tjansmissi i qterval from starting the delivery of the first user data byte of a
packet to th alnication ipterface of a producer until the delivery of the last usef data
byte df e De om the communication interface of a consumer.

The interferences described in 4.4 entail transmission time. Coexistence exists as long gs the
transmitted<packets_keep a limit value given by the automation application. Otherwisg, the
corregponding transmission shall be assessed as a packet loss (see also 5.2.29).

The transmission time is a random variable. This is important because transmission times
more highly depend on external transmission conditions compared to wire-bound
communication.

Figure 17 exemplifies density functions of the transmission times of radio solutions resulting
from measurements with large samples. The density functions represent the number of
packets needing a certain transmission time.

Usually, the number of packets with a greater transmission time e.g. ty7, increases from N, to
N', if other wireless solutions interfere. On the other hand, the number of packets with a
smaller transmission time e.g. trp4 decreases from N; to N'; if other wireless solutions
interfere. The causes might be, e.g. waiting times for a free medium or retransmissions due to
packet losses.
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Figur ty functions of transmission delay
Figurg¢ 18 shows a ibution functions of the transmission time. The two
curve$ show the ckets that arrives within a certain transfer time.
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In a metrological ascertainment of transmigsion i s, the statistical parameter gan be
ascerfained from the sampie. i tica parameters, depending on the presence
of othler radio applicatio 4 e of\the strgngth of influence on the radio so|ution.
For this relative evalyatio ibuti parametérs are adequate instruments, e.g. the
perceptile. The percentilesF is '8 value (see Figure 18). In 95 % pf all
transmissions this\ya i Experience shows that the P95-value is a sepsible
complomise be [ Y ize and significant information. Other stal[i]stical
distrigution paraméte am, however, also be consulted. These distribution parameterg (e.g.
perceptile P95) arge anti the availability of the plant.

A maximum ion time would be necessary in order to get an absolute [result
on coexistense by ¢ ari s time value with a limit required by the application. However,
the maximura \alie ‘of a\certain measurement is not equivalent to the absolute maximum
transrpissian times\Th peasured maximum value has a certain probability that can be
calculated if | equations of the curves in Figure 25 and Figure 26 are known. The
reliabllity of-the “salcitation depends on the sample size of the measurement on whi¢h the
functipnal(equations™are based.

Besides this, the maximum value for transmission time can be analytically appraised, taking
for all time segments the maximum value. This maximum value is not suitable to evaluate
coexistence because,in this case, for the time segments influenced by other radio applications,
the maximum value shall be taken as well.

5.2.51 Transmitter spectral mask

The power spectral density envelope can be characterized by a number of specific points
creating the transmitter spectral mask as shown in Figure 19 for an IEEE 802.15.4 system.
This is a reasonable simplification for the coexistence management. Specific transmitter
spectral masks are defined by a standard document. This document considers not only the
power in the intended channel but also in the adjacent and alternate channels. The power
spectral density shall be less than the limits specified through the transmitter spectral mask.
The spectral profile of the transmitter radiated power can be used to emphasize the quality of
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equipment with respect to coexistence if the transmitter spectral mask is markedly smaller
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The interferences described in 4.4 result in distributions of the transmission time. Coexistence
exists as long as the transmitted packets keep a limit value for the distribution of the update
time given by the automation application.

The update time is a random variable. Figure 20 shows an example of distribution functions of
the update time. For a relative assessment, i.e. whether a radio application interferes more or
less, the standard deviation can be consulted as a distribution parameter.
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Without interferer

e

Update time
IEC| 2539/11

Number of packets

Figure 20 — Example ofddistributi unct on f update time

A maximum span of the update time, ould be necessary in order to get an
absollite result on coexistence by ca i NS imesvalue with a limit required Ry the
appligation. However, the » i ain\reasurement is not equivalent fo the
absollite maximum span span has a certain probability that can
be ca|culated if the fun iability
of the tional
equat

5.2.54

The n
the es

art of

5.2.5¢%

The number ofwireless devices has an impact on communication load and medium utiligation.
The fewer wir€less_deévices which are communicating within the wireless system, the|lower
are thr probability of collisions.

5.2.56 Wireless networks

This parameter describes wireless networks operating in the same area. All networks shall be
considered, independently of technology or used frequency spectrum. The medium utilization
of these networks shall be described.

5.2.57 Wireless technology or standard

Most wireless equipment will use a standardized basic technology which sometimes already
predefines some of the parameters listed in this subclause. Therefore, the values or the
domain for a number of parameters are implicitly defined by naming the wireless technology
or standard.

NOTE It is planned to provide filled templates for the most important wireless standards.
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The frequency band shall be provided explicitly since this allows a first general categorization
of a wireless solution. Furthermore, the modulation scheme shall be specified. The kind of
modulation, or the coding of the symbols before physical transmission, might help to avoid
interferences of the wireless solutions. Moreover, the communication requests are transferred
differently onto the communication medium, meaning that one and the same communication
load can lead to different channel occupation ratios.

Implementations that use a basic technology might, for certain parameters, be much better
than the basic standard. A wireless implementation may also only use a subset of a reference
wireless standard and therefore not all parameters may be relevant. Moreover, there are
wireless technologies that do not follow a certain standard.

Examples of standards specifying a wireless communication network ar 2591 9] and
future| IEC 62601 [10].

6 Cloexistence management information structures

6.1 General

This glause specifies structuring of coexistence managem e i iIsage
dimensions. The principle is depicted in Figure 21. » 3 5 are
seleced and structured in this clause, forming a ed to

descr s, the

inforni
Cpexistence . Wirelgss
Description of .
management coexistgnce
relevant
pprameters . . management
information
(Clause 5) procgss

Four cess.

They

e th

e the-application communication requirements of each automation application (see 6.3},

b genéral characteristic of plant common to all wireless network solutions (see 6.2)

o the characteristic of each wireless system- and device—type (see 6.4),

e the characteristic of each wireless communication solution (see 6.5).
6.2 General plant characteristic

Subclause 6.2 specifies the set of parameters that characterizes the plant in general with
respect to all wireless communication applications. Figure 22 shows the relation between the
definition and specification in this document and the use of them.

IEC 2540/11
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IEC 62657
Coexistence Template of Spe(/:ified bl){ X Plant Wireless
user/consultan i
management : plant. . »| characteristic coexistence
parameters characteristic descriotion management
(Clause 5) (Clause 6) P process

IEC 2541/11

The garameters in Table 3 shall be used to describe the propagati d the

interference potential within a plant.

Table 3 — List of parameters used to describe the gengtra

Parameter name Reference < \Q\n\teﬁ\t\‘ \

Chargcteristic of the area of 5.2.7 Characteristic eare f&rat N

operation

Wirelgss networks 5.2.56 List of wj Iéislﬁl ions\(i IudM parameters
accordi@ 2 in/ﬁe\pla

. . . N . )
Geoglaphical dimension of the 5.2.1 Whlﬂdlmg@%/oj‘h{plant
plant

Limitgtion from neighbours of the 5.2.19 ( escriptionof limitations from neighbors of the plant
plant

(@
Naturpl environmental conditions 5/2&\ D&chi tion}i\n%ral environmental conditions
Other|frequency users \(5.2.28 \Kst %th fequency users including detailed descriptipn
N
Radid propagation conditifm 5.2@ NM of radio propagation conditions

Regignal radio re%ffa\'gnsx \5\23§\ \kist f relevant regional radio regulations

Futurg expansion W 5.2\{ Description of possible future expansions of the plant

Most some
param within
the or

Textu rovide
qualit sible.

Graphics and pictures can support such descriptions.

In addition to the Tisted parameters organi,ational elemenis can be used. The wireless
networks for instance can be tagged by an identifier and organized in a list.

6.3 Application communication requirements
6.3.1 Overview

Application communication requirements are mostly quantitative requirements specifying the
required conditions and the required characteristics of wireless communication solutions at
the communication interface. These requirements shall be met in order to achieve the
purpose of the automation application.

By definition, coexistence is the state in which all applications using wireless communication
fulfill their requirements. These requirements are usually related to business goals and take
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into account, in addition, a number of conditions such as safety of persons, efficient use of
resources or hazard conditions.

In order to fulfill these goals, the wireless communication solution shall meet the application
communication requirements in terms of reliability and real time capability, considering the
industrial conditions and the characteristics of wireless systems that influence those

requirements.

Figure 23 shows the relationship between the definition and specification of parameters in this
specification and its use in order to describe the application communication requirements.

IEC 62657
Cpexistence Template of
management application
E I == communication
pprameters !
(Clause 5) requirement
(Clause 6)

Specified by

user/consultant Application
-

Applig
behay
wirele

6.3.2
The st of parameters in

the pg¢rformance of w
parameters shall

Tab

Figure 23 — Parameters to de
communication req

requireme

munication requirements that infl
e coexistence state. The values of

used to describe the requirements
acteristic of wireless solutions

hent

IEC 2542/11

e the
y the

ence

these

Parammri\\mte\ \

Content

Communicatiéxkload

Required communication load

X
Initiatjorof data irapgmission \

5.2.17 Required initiation of data transmission
Length of us da&per 5.2.18 Required length of user data per transmission interval
transmnission intexval
Positions ¢f wirelessMces 5.2.31 Required positions of wireless devices and distances
and djstances between them between them
Purpose of the automation 5.2.33 Description of the purpose of the automation application
application
Relative movement 5.2.40 Required relative movement
Security level required 5.2.43 Required security level
Spatial coverage of the wireless 5.2.44 Required spatial coverage of the wireless communication
communication network network
Transmission interval 5.2.49 Required transmission interval
Wireless devices 5.2.55 Required wireless devices

6.3.3 Performance requirements

Performance requirements describe the time and error behaviour necessary to achieve the
purpose of the automation application.
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The set of parameters in Table 5 shall be used to describe the required performance.

Table 5 — List of parameters used to describe performance requirements

Parameter name Reference Content
Data throughput 5.2.10 Required values for data throughput
Reliability required 5.2.41 Required values for reliability
Transmission time 5.2.50 Required values for transmission time
Update time 5.2.53 Required values for update time
Respanse time 5242 Required values for response time

As dgscribed in 5.2, these parameters are random variables. Statistj
mean| value, percentile, standard deviation or span (jitter)
requirements.

ch as
s the

6.4 |Characteristic of wireless communication system an

6.4.1 Overview

Subclpuse 6.4 specifies sets of parameters that chafact 6f a network or gevice.
Thesq parameters are not those of a particular P Cation
system or device; that is called a s the
relatignship between the definition an

IEC @ k Us) Fille
d

Template of Wireless type
. = S
wireless type description

Coexistence
mgnagement
parameters

(Clause 5)/

Wireles
coexistenfe

management

process

Used in

IEQ 2543/11

Almosgt all\parameters are specified in standards or specifications for wireless communigation
systesi However, a particular wireless network or device might have better or Worse
performance than specified. Furthermore, specifications someifimes allow value ranges for
parameters. The values and value ranges of the following parameters shall be provided
together with the wirelefss product. References can be used for parameters whose values or
value ranges can be found in specifications or standards.

In this clause we differentiate between common network parameters and specific device
parameters.

6.4.2 Characteristic of wireless communication system type

The type of wireless communication system shall be characterized using the parameters given
in Table 6.
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Table 6 — List of parameters used to describe the wireless communication system type

Translmission interval

Parameter name Reference Content
Wireless technology or standard 5.2.57 Reference to a specification or standard with which the
wireless system is compliant
Regional radio regulations 5.2.39 List of regional radio regulations with which the
wireless system is compliant
Topology 5.2.46 Possible implementable topologies
Wireless devices 5.2.55 Maximum possible number of active devices
Infrastructure components 5.2.16 Possible or required infrastructure components
Centre frequency and Bandwidth 5.2.6, 5.2.4 | Centre frequencies and bandwidths, eentre frequencles
and cut-off frequencies or radio cha hat ane usgd,
or or or that can be selected
Centre frequency and Cut-off 5.2.6,5.2.9
frequéncy
or
or
Radid channel 5.2.34
Freqyency hopping procedure 5.2.13 Possible freque@fkp{i\g%@dure\s\
Modulation 5.2.25 Possible ML@T&QS N \
Bit rafe of physical link 5.2.5 Possible(bit r4te ofé‘{hyw
5.2.4 Ma)@b@w;/mit/é\seq nce

Translmission gap

Gnimuky tardioissioh gos

Maxin

hum dwell time

axiqumdwel

Mediym access control mechanism Pos\s@ mediym access control mechanisms
Mechpnisms for adaptivity 5.2 K& P sibN}chénisms for adaptivity

Secullity level required

N

}trr#ctil?q,s/f)or ensuring security level

6.4.3
6.4.3.

The gpectral energy radiated by a device can be measured with a spectrum analy

Ceiver

seér. An
example.6f a measurement is shown in Figure 25. The blue line illustrates the power s;TectraI

density of a transmitter. A simplified representation is the transmitter spectral mask which is
overlaid in Figure 25 (see red coloured line).

NOTE Depending on the specific technology or standard, different parameters are used to describe the frequency
spectrum and the power level.
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Power spectral density

While n, the
utiliza pf the
applicl‘a ted. It
can a s the
area ( pe the
time ertain
circun pveral.

T ORI I Y11 i
11 TR Y 11,

N,

Frequency IEC 254511

Figure 26 — Medium utilization in time of a DECT system

The values or value ranges of a device type may be better than the values specified for the
network type. Therefore, the transmitter parameters in Table 7 shall be used to characterize a
wireless device type.
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Table 7 — List of parameters used to describe transmitter of a wireless device type

Parameter name Reference Content
Wireless devices 5.2.55 Model of wireless device
Type of antenna 5.2.52 Possible antenna types
Effective radiated power (EIRP, 5.2.12 Possible effective radiated power values
ERP)
Total radiated power (TRP) 5.2.47 Possible total radiated power values
Power spectral density 5.2.32 Description of power spectral density
Radio_channel 5.2.34 Possible centre frequencies and bandwidths, centre
frequencies and cut-off frequencies or radie.channels
Translmission interval 5.2.49 Maximum transmitter sequence vaILN
Translmission gap 5.2.48 Minimum transmission gap valuy\\ &
Duty ¢ycle 5.2.11 Maximum duty cycle value \ \ )
Maxithum dwell time 52.20 | Maximum dwell time valug X N
6.4.3.B Receiver parameters

The r¢ceiver parameters in Table 8 shall be used to chatag¢terize¢ca wi ss device type.

able 8 — List of parameters us<\m\de<§%

T wireless device typp
Parameter name Reference Content
Adjacent channel selectivity 5.2.1 ( of }sent>1annel selectivity

Rece

ver sensitivity /\ 534‘38\ Po sib\‘F val}e? of receiver sensitivity

Rece

ver maximum input IR/eI \b.2.37 Mue of re%éver maximum input level

Receiver blocking MMcelver blocking
6.5 |Characteristi nication solution
6.5.1 Overview
Subclpuse 6\5 de aracterization of wireless communication solutions whigh are
implemeritat Q 8ss systems and devices. In contrast to the description of ngtwork
and dpvic > parameter values refer to a certain installation within a plant
Figurg lationship between the definition and specification of parameters |n this
specification ‘and its use of them. Based on a wireless type description of a certain netwprk or
deviceg \type, and with respect to the structure presented in 6.5, the wireless network and

device solutions can be described.
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6.5.2 Wireless network solution
The wireless network solution shall be characterized usi Table| 9, in
additipn to the parameters of the network type.
Table 9 — List of parameters used to des ribf’yllre SS ork solution
/\ — A
Parameter name A > / ( \ C(ﬁtent
Wirelgss system type ferenge {0 ‘a\wireless/system type described with
\s@r etehg according 0 6.4.2
Topology Imp\@\thed\k{pologies
Wirelgss devices N\uwaMe devices
Infragtructure components \N'u-rg]b d type of implemented infrastructure
,\ components
Centre frequency and Bandwi e

Configured centre frequencies and bandwidths, cent
>equencies and cut-off frequencies or radio channel

or
Centre frequency an t-off

frequéncy

or

Radig channe(\ 5.2.34

Frequenyfh{p}x'kng w)&du%\ 5.2.13 Configured frequency hopping procedures
Modu at%h\\ \ ) 5.2.25 Configured modulations

Bit raje of physical link 5.2.5 Configured bit rates of physical link
Translmission interval 5.2.49 Maximum transmitter sequence

Translmission gap 5.2.48 Minimum transmission gap

Maximum dwell time 5.2.20 Maximum dwell time

Medium access control mechanism 5.2.24 Configured medium access control mechanisms
Mechanisms for adaptivity 5.2.23 Configured mechanisms for adaptivity

Security level required 5.2.43 Configured functions for ensuring security level

6.5.3

Wireless devices solution

The wireless device solution shall be characterized using the parameters in Table 10, in
addition to the parameters of the network and device type.
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Table 10 — List of parameters used to describe transmitter of a wireless device solution

Parameter name Reference Content

Wireless system type 6.4.2 Reference to a wireless system type described with
parameters according to 6.4.2

Wireless device type 6.4.3 Reference to a wireless device type described with
parameters according to 6.4.3

Type of antenna 5.2.52 Implemented antenna types

Effective radiated power (EIRP, 5.2.12 Configured effective radiated power values

ERP)

Total radiated power (TDD) 5247 (‘nnficurnr‘l total radiated power values

Powef spectral density 5.2.32 Description of power spectral density (

Radid channel 5.2.34 Configured centre frequencies and s, Centre
frequencies and cut-off frequen e rad nne

Translmission interval 5.2.49 Maximum transmitter seque)w\e\@lu

Translmission gap 5.2.48 Minimum transmission gaﬁvaI}\ \ >

N
Duty ¢ycle 5.2.11 Maximum duty cyclz(m\\ \

Maxithum dwell time 5220 | Maximum dwem\ %

ly the

ion

Parameter name Referencg\ \ \ Content
Receiver sensitivity \ (6.2.38 CoMreWues of receiver sensitivity

7 C e

7.1

711

The cpex rocess includes technical and organizational activities in|order
to esfabhi 3in the coexistence state of all wireless solutions in a plan{. The
COEXis gpecified in Clause 5, and provided as described in Clause ¢, are

used [in different phases of the coexistence management process. The overall process
starting from.the desiSion to establish such a process is depicted in Figure 6. The coexigtence
management process consists of following phases:

e investigation phase (see 7.4.1);
e planning phase (see 7.4.3);
e implementation phase (see 7.4.4);

e operation phase (see 7.4.5).

The coexistence management process represents the activities of the coexistence
management system.

NOTE As all these phases belong to the coexistence management, in the following text the term 'coexistence' is
omitted in front of the phase name.

The investigation phase is initiated when changes are discovered or when a new wireless
system shall be installed.
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In the planning phase, the resource allocation plan is developed or modified based on the
coexistence parameter values.

In the implementation phase, new wireless communication solutions are installed and the
configuration of existing wireless communication solutions is modified in accordance with the
resource allocation plan.

In the operation phase, the condition of wireless communication systems is monitored to
detect problems related to coexistence and changes of environmental conditions.

7.1.2 Suitable documentation method

For all\ efficient processing of coexistence management, related to the complexity of\thg local
situatjon, the application of a suitable documentation method is advisaple\ The dotumentation
shouldl at least include the following content and may be administered\wi are teol$:

o storage of information about numerous wireless communication - deyvices,
in¢luding information about their spatial position and their xadio paa for expmple
in[a data base);

e plausibility check of the recorded data;
e administration of information concerning the stat

e access to this information and their administrati rt|

ss applications;

s involved in the project (if

hjegt to dccess authorizations;

equency bands in an infuitive

e experiences of the company in handlin

e optionally visualizatiox

7.1.3 Documentatipn

Invenfory resu i
measlirements a p

reless applications, results of analyse§ and
sstallation and approval shall be documented. The

scope of the documé€ i S correspond to the application class. It is recommenjied to
suppdrt the doc [ le documentation method. The requirements on quch a
methqgd are descrihed\in %

7.1.4

The epsential steps to administer radio frequencies can be supported with suitable tools,

7.2 |Establishment of a coexistence management system

7.2.1 L “Nomination of a coexistence manager

For effective control of the coexistence management process, a central responsibility is
required. For this purpose, one or more central contact persons (coexistence managers) shall
be assigned. The area of responsibility of the coexistence manager shall be determined
individually for each enterprise. Thus, a coexistence manager may be responsible for the
whole company, for one or more locations, or for business divisions and departments,
depending on the company organization. The crucial factor is to ensure the efficiency of the
process.

Whatever the approach adopted by the specific company, it may be considered as belonging
to one of two main options:

e based on the relevance of the problem;

e independent of the relevance of the problem.
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In the first case, the coexistence manager is chosen from the divisions mostly affected by
potential collisions. Often the IT and the automation divisions are the ones concerned.

In the second case, the neutrality of the responsible division is emphasized. Hence, for
example, the coexistence manager could be chosen from the “facility management” division
administrating the company resources, because the frequency spectrum is to be considered a
limited and therefore a valuable resource.

Internal processes and the organization of a company are the decisive factors to choose
either of the two strategies. In each individual case the decision shall be made subject to the
respective conditions. Here it is important to ensure the efficiency of the process. The

coexi
chara
the ng

7.2.2

The c

e €
wi

e esftablishment of an obligation

lo

e in

de
e de
wi
e do
of
ne
7.2.3
A cos€
radio

. ej:ablishment of communication channels within the co

ease or rejection of newly reg\ '
generation of requir for the\useXQ

tence manager shat—have basic kKnowledge apbout automation appiications a
cteristics of wireless systems. The coexistence manager shall have
cessary measures to fulfill the defined tasks.

Responsibility of a coexistence manager

pexistence manager shall be responsible for the followinghactivities:

reless systems;

ation(s) of interest in the comp4d

wireless applications based on the 4

jer does nothgve the specialist knowledge, he shall be assisted by a radio expert.

d the
b take

using

in the

5sary,
greed

cisions of the int

velopment and goo ations and regulations to implement and operate
reless application

cumentatio ' i e operational wireless applications, of the dedjisions
the coexist \ jement sgmmittee and of the accomplished examinatigns (if
cessary, cgmmj g-externa or internal service providers to keep these documents)
xigtence all have basic knowledge of radio technologies and assogiated
compatibilitie pecialist knowledge is required to promote qualified decjsions

tence

The fd

Ilnwing tylnir‘al tasks rpqnirp the assistance of a radio expert:

e inventory;

e an

alysis of radio robustness;

e metrological testing of radio robustness;

e preparation of a draft decision memo for the use of radio technologies;

e determination of strategies for the use of radio technologies in the future;

e CO

7.2.4

ntrolling the adherence to the agreed specifications.

Training

The coexistence manager and, if necessary, other members of the committee shall be trained
at regular intervals. This training serves to update the knowledge of the persons concerned
and to communicate the following information:
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