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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
WIRELESS COMMUNICATION NETWORKS -

Part 1: Wireless communication requirements
and spectrum considerations

FOREWORD

1) Theg International Electrotechnical Commission (IEC) is a worldwide organization zati prising
all |national electrotechnical committees (IEC National Committees). i romote
intgrnational co-operation on all questions concerning standardization in t a figlds. To
thisl end and in addition to other activities, IEC publishes Internatlona Sta ¢ A ifigations,
Teghnical Reports, Publicly Available Specifications (PAS) and e 5 “IEC
Pullication(s)”). Their preparation is entrusted to technical committeé€s;a brested
in fhe subject dealt with may participate in this preparatory work. te iona d non-
governmental organizations liaising with the IEC also participate i a E closely
with) the International Organization for Standardization (IS i 5 s ined by
agrgement between the two organizations

2) Thqg formal decisions or agreements of IEC on technical ible, i ational
consensus of opinion on the relevant subjects singé“each i i fom all
intgrested IEC National Committees.

3) IEQ Publications have the form of recommendations i ge and are accepted by IEC National
Corpmittees in that sense. While all reasonable efforts de to ensure that the technical content|of IEC

Pulllications is accurate, IEC cannot be
misjnterpretation by any end user.

e way in which they are used or for any

4) In ¢rder to promote internati ommittees undertake to apply IEC Publications
trarjsparently to the m i e ational and regional publications. Any divgrgence
betyeen any IEC Publicati 6 panding-natiopal or regional publication shall be clearly indidated in
the|latter.

5) IEQ itself does P ‘ & i onformity. Independent certification bodies provide corfformity
assessment servie ss to IEC marks of conformity. IEC is not responsible for any
seryices carried out b

6) All psers should ensurethat atest edition of this publication

7) No [liability shall atta E i ectors, employees, servants or agents including individual expefrts and
memmbers of¢its te i i s and IEC National Committees for any personal injury, property danpage or
other damage of any hatsoever, whether direct or indirect, or for costs (including legal feqs) and
explense€s arising “eut..of t e publication, use of, or reliance upon, this IEC Publication or any otHer IEC
PuRlicati

8) Attgntion is drawn to ormative references cited in this publication. Use of the referenced publicafions is
indispensable.forthe coyrect application of this publication.

9) Attgntiord is*drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent(rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62657-1, which is a technical specification, has been prepared by subcommittee 65C:
Industrial networks, of IEC technical committee 65: Industrial-process measurement, control
and automation.


https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52

IEC TS 62657-1:2014 © IEC 2014 -5-

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
65C/741A/DTS 65C/749/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

title /nd
d\_on “th

communication networks — Wireless communication networks, can be

A Iis;{ of all parts in the IEC 62657 series, published under the genera
website.

strial
p |[EC

The committee has decided that the contents of this publication wi hanged until
the sfability date indicated on the IEC web site under "http in thg data
relatefd to the specific publication. At this date, the publication

e trgnsformed into an International standard,

e regonfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may t@ue at.a Jater date.

IMPORTANT - The' do Wover page of this publication indigates
that | it contai colours i e nsidered to be useful for the cofrect
understandints contents.\Users should therefore print this document usihg a

coloyr printer.
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INTRODUCTION

The IEC 62657 series has two parts:

Part 1: Wireless communication requirements and spectrum considerations
Part 2: Coexistence management

This part of IEC 62657 provides general requirements of industrial automation and spectrum
considerations that are the basis for industrial communication solutions. This Part 1 is
intended to facilitate harmonization of future adjustments to international, national, regional
and local regulations.

IEC 6R657-2 provides the coexistence management concept and prog
coexigtence management process, a predictable assuredness of coexis
for a given spectrum with certain application requirements.

Based." dn the
be’achieved

&



https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52

IEC TS 62657-1:2014 © IEC 2014 -7-

INDUSTRIAL COMMUNICATION NETWORKS -
WIRELESS COMMUNICATION NETWORKS -

Part 1: Wireless communication requirements
and spectrum considerations

1 Scope

This Technical Specification provides the wireless communication requirements dlctatled by
the applications of wireless communication systems in industfial automation,| and
requirements of related context. The requirements are specified in a'\way that is indepgndent
of the| wireless technology employed. The requirements are described \in~detail and in>quch a
way as to be understood by a large audience, including readers™w nili ith the
indusfiry applications.

Socia| aspects, environmental aspects, health aspects a i S i ifeless
communication systems in industrial ifeless
communication requirements.

4 ate the proposed short-term
and Ipng-term solutions. Coexistence g to IEC 62657-2 is already

appligdd in the short-term solutions.

This Technical Specificatio ~ i i i icptions
that cpn be used to ask tional
spectfum is intended to ‘ i ss applications while continuing using the
current ISM bands.

This document p re not

familigr with the spec

Buildi
most
over t

m the scope because of the different usage constrainfs (for
is normally difficult for the owner/operator to impose gontrol
of radio equipment).

2 N

The fgllowing documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on ISO/IEC 8802-3

IEC 61784-3, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

IEC 62443 (all parts), Industrial communication networks — Network and system security
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IEC 62657-2:2013, Industrial communication networks — Wireless communication network —
Part 2: Coexistence management

ETSI/TR 102 889-2:2011, Electromagnetic compatibility and Radio spectrum Matters (ERM);
System Reference Document; Short Range Devices (SRD); Part 2: Technical characteristics
for SRD equipment for wireless industrial applications using technologies different from Ultra-
Wide Band (UWB)

3 Terms, definitions abbreviated terms and acronyms

3.1 Ferms—and-definitions

For tHe purposes of this document, the terms and definitions given in ¢2-“and the
followjng apply.

3141
automation application
applidation of measurement and automatic control in the industria

3.1.2
availgbility (performance)
ability] of an item to be in a state to perform a
given|instant of time or over a given\time i
resoufces are provided

functionunder given conditionp at a
ss@ing that the required external

Note 1|to entry: This ability depends on the combined aspee
perfornjance, and the maintenance support performa

he reliability performance, the maintainability

Note 2|to entry: Required exté
perfornmpance of the item.

nance resources, do not affect the avdilability

[SOU

313
coexi
wirel
state
their 3

ation solutions of a plant using shared medium fulfill all
sequirements

Note 1 : i ansistent with the definition of coexistence in IEEE 802.15.2-2003.
[SOU

3.14

coexistence management

process to establish and to maintain coexistence that includes technical and organizational
measures

[SOURCE: IEC 62657-2:2013, 3.1.14]

315

cognitive radio system

radio system employing technology that allows the system to obtain knowledge of its
operational and geographical environment, established policies and its internal state to
dynamically and autonomously adjust its operational parameters and protocols according to
its obtained knowledge in order to achieve predefined objectives; and to learn from the results
obtained
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[SOURCE: ITU-R SM.2152:2009] [10]"

3.1.6
conduit
logical grouping of communication assets that protects the security of the channels it contains

Note 1 to entry: This is analogous to the way that a physical conduit protects cables from physical damage (see
IEC 62443).

Note 2 to entry: A USB port is considered a conduit, but a USB device (e.g., memory stick) is considered an asset.

31.7
Etherpet
communication system according to ISO/IEC 8802-3 and IEEE 802.1D

3.1.8
factory automation

automation application in industrial automation branches typica
of thg application to be automated with specific requirements
reliab|lity, redundancy, cyber security, and functional safe

Fistics
ency,

<)

Note 1 [to entry: Low latency typically means below 10 ms delivety time.

3.1.9

frequency band Q

range| in the frequency spectrum tha as d by\tegulatory organizations for uge for

speciflic applications

[SOURCE: IEC 62657-2:2013, 3.1.21]

3.1.10
plant
complete set of

Note 1[to entry: A plan eluc 3 S control
equipment and other opera

[SOURCE: IEC. 60050

3.1.1
process automatic
automnjation i in industrial automation branches typically with contihuous

charagteristies_of.the
reliabllity,redundan

application to be automated with specific requirements for determjnism,
, cyber security, and functional safety

3.1.12
reconfigurable radio system

RRS

radio system encompassing software defined radio and/or cognitive radio system

3.1.13

reliability

ability of an item to perform a required function under given conditions for a given time
interval

Note 1 to entry: It is generally assumed that the item is in a state to perform this required function at the
beginning of the time interval.

1 Numbers in square brackets refer to the Bibliography.
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Note 2 to entry: The term “reliability” is also used as a measure of reliability performance (see
IEC 60050-191:1990, 191-12-01).

[SOURCE: IEC 60050-191:1990, 191-02-06, modified — Note 2 to entry has been modified]

3.1.14
shared medium
resource of frequency band in particular area shared by several wireless applications

Note 1 to entry: In the Industrial, Scientific and Medical (ISM)-bands many wireless applications are used. Due to
this joint use, the term shared medium is used in this document. The frequency bands are used by diverse ISM and
wireless applications.

[SOURCE: IEC 62657-2:2013, 3.1.38]

3.1.15
softwjare defined radio

radio [transmitter and/or receiver employing a technology tha rating
paranjeters including, but not limited to, frequency range, mod ver to
be sef or altered by software, excluding changes to operati juring
the nprmal pre-installed and predetermined operation © ystem
speciffication or standard

[SOURCE: ITU-R SM.2152:2009] [10]

3.1.16

wirelgss application

any uge of electromagnetic waves with devices.o ipment for the generation and {se of

radio frequency energy Q

[SOURCE: IEC 62657-2:20

3.1.17
wireléss comm i
commjunication in i

3.1.18
wirel
speciq'

Note 1 [to entry

[SOURCE: IEC62

3.1.19
wireless communication system
set of interrelated elements providing a wireless communication

Note 1 to entry: A wireless communication system is a high level representation of a system, while a wireless
communication solution is a practical instance of a system.

[SOURCE: IEC 62657-2:2013, 3.1.50]

3.2 Abbreviated terms and acronyms
AGV Automated guided vehicle

AP Access point

APDU Application protocol data unit
BPCS Basic process control system
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CCs Carbon dioxide capture and storage
CoO, Carbon dioxide

CP Communication profile according to IEC 61784-1 or IEC 61784-2
CR Cognitive radio

CRC Cyclic redundancy check

DAA Detect and avoid

DCS Distributed control system

DECT Digital enhanced cordless telecommunications
DSL Bigitat-subscribertine

EC European Commission

EDGE Enhanced data GSM environment
EIRP Equivalent isotropic radiated power
EM Electromagnetic

EMC Electromagnetic compatibility

EMI Electromagnetic interference

EMS Electromagnetic susceptibility
FSCP Functional safety communication profi
GPRS General packet radio servic

GPS Global positioning system

GSM Global system for mobile co io
1/0 Input/Output

ID Identification

IEA

IP

ISDN

ISM

LAN

LBT

LOS

LTE

MU

NLOS

OLOS

PC Personal computer

PLC Programmable logic controller

PPE Personal protective equipment

RE Renewable energies

RF Radio frequency

RRS Reconfigurable Radio System

SDR Software defined radio

SIL Safety integrity level

SIS Safety instrumented system

SOP Standard operating procedures
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SRD Short range devices

TDMA Time Division Multiple Access

TS Technical Specification

UMTS Universal mobile telecommunications system
USB Universal serial bus

WIA-PA  Wireless network for industrial automation — process automation
WLAN Wireless local area network
WRT Wireless real-time

4 Wireless communication requirements of industrial automati
considerations for regulators

4.1 Worldwide harmonized frequency use

One df the reasons to enable worldwide use of wireless devices is that i onent
will gp through several steps of successive integration béfare i { (Into a
produgt, then a machine, then a factory), so the final geographig reless
interface is not necessarily known. Regulation of the izati ¢ y’bands is a matter
of nafional sovereignty and has not yet been harmonize C vide. g the
2,4 GHz ISM band, national device approvals opi 3 > bre, it
could|be necessary in some countries in ag work,
or to|publish details of such a netWwork\i . >asio liIsage
restrigtions related to the maximum tra SSi i hional
normg, or a limitation of operation for ind b 5 when

exporting wireless systems to clarify i % hether, and under what circumstancegs the

NOTE | Normally, manufact
4.2 Coexisten
Standjard network>s0Jution ith cifi cality,

safety| and securit TR i hance
charagteristics ne

Examples of i

— | chemical,

— | pharmaceutical,

— mining,
— Pulp & Paper,
— Water & Wastewater,
— steel;
e electric power, covering for example:
— power generation (wind turbine, etc.),
— power distribution (grid);
e factory automation, covering for example the following industry branches:
— Food & Beverage,
— automotive,

— machinery,
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— semiconductor.

In industrial automation nowadays there are both wired networks and wireless networks.
Examples of these wireless networks are IEC 62591 (WirelessHART®2), IEC 62601 (WIA-PA)
and IEC/PAS 62734 (ISA100.11a); all these networks use IEEE 802.15.4 for the process
applications. Other examples of wireless networks are specified in IEC 61784-1 and
IEC 61784-2 CPs that use IEEE 802.11 and IEEE 802.15.1 for factory automation applications.
Unlike separately wired networks, wireless networks share the same media and thus may
interfere with each other. Therefore, unless predicable coexistence is assured, operation of
multiple wireless networks within the same facility could be problematic, resulting in the
failure to meet time critical, safety and security requirements.

Typicslally, an industrial plant is in a fenced area and all the plant equipment are under the

superyision of the plant management who can fully implement a coexistence ement
procesgs for all the wireless networks of the plant.

In some cases the owner/operator may not be able to control, bntrol,
the equipment present. This document can also be used to as pf the

resultlng performance limitations.

The [coexistence management idtence

represen

process

mana and
organ of all
wirele ~ i 2013,
Clausg 5, i ibed. i ; —Clause 6, are used in different
phassg i pocess
consigts of the following phases:

e inyestigation phase (se

e planning phase (see IE

e implementation ph

e opleration ph

Robugt wireless cor bment
system. Such a sySten ce as
discug

Coexi nsed,

4.3

4.3.1 General

This part of IEC 62657 discusses the following concepts and the resulting requirements for
using spectrum in wireless industrial applications:

e coexistence management according to IEC 62657-2 in a controlled environment, see 4.2;

e use of suitable available spectrum for wireless industrial applications, see 4.3.2;

e dedicated spectrum for wireless industrial applications, see 4.3.3;

e additional concepts, see 4.3.4.

NOTE The order of the concepts does not mean any ranking or priority.

2 WirelessHART® is the registered trade name of the HART Communication Foundation. This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC of the
product named. Equivalent products may be used if they can be shown to lead to the same results.


https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52

-14 - IEC TS 62657-1:2014 © IEC 2014

In addition to the coexistence management, combinations of the other concepts can be found
in practical applications.

4.3.2 Suitable available spectrum for wireless industrial applications

Several frequency bands are necessary that provide different coverage areas to address all
the different operational requirements for wireless industrial applications, sometimes
operating simultaneously in parallel and covering very different operational environments.

While the non-critical wireless links could use existing spectrum and comply with existing
rules and standards, new frequenmes (outS|de the 2,4 GHz and other SRD bands) need to be

identift The
i pbally
d.
ments
hment
Fre , i i i : j ds, to
fabili . L L .
Fre avoid/ i . i hines
an asi i 3 i e, the
reiui -line-of-si i i G beded
fo
Existi 8 ation” use frequencies such as 900 MHz
(US ¢ ] - (VLAN
bands.
Curreptly, the industria t|on applications use the eX|st|ng spectrum allocatg¢d for
generjc SRDs. @ a each
count
th no
{1 and
H with
r0.03.
or

These restrictions are incompatible with the needs of industrial wireless links.

Security mechanisms shall always be part of the communication architecture of industrial
wireless applications to defend the industrial user against attacks. Pervasive action plans (so-
called "safe-modes") also exist to take into account intended and unintended interference
created by others such as jamming. This may include moving to different frequencies. Cyber
security standards for industrial applications are available, such as IEC 62443.

Typically the use of a single common wireless standard by multiple uncoordinated users will
not result in interference between them. For example, separate user groups may each
establish IEEE 802.11 radio networks in the same space, and conformance to this standard
will allow them to coexist to a basic extent. Provisions in some other standards, e.g.
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Bluetooth®3, may also provide some measures to facilitate basic coexistence among certain
differing standards. However, the basic level of coexistence provided by these measures will
not meet industrial requirements, since they do not guarantee deterministic and managed
sharing of the common radio resource. In an industrial context, where many diverse radio
networks shall simultaneously meet performance requirements and different levels of priorities
shall be satisfied, additional coexistence solutions are required to ensure predetermined and
equitable sharing.

An example of a suitable wireless technology for wireless industrial applications is the
industrial protocol compliant with IEC 62591 that allows several thousand devices to operate
in a meshed network over several years wrthout any coII|S|on among themselves The

technies Division
Multiple Access (TDMA) technology and a network manager tool in an ac €S eway)
that a

Non- i ve to
comply with national or regional regulations. Operation in some~of iject
to using specific mitigation techniques as mandated by the dard

Listrial
in the

mitigation techniques would apply to any SRD,
tions, as it is obvious that a variety of SRD applicati
rial environment.

4.3.3 Dedicated spectrum
4.3.3/ Critical wireless links in i

ifeless
ity and

Some| industrial applications require
communication links. The availability,
quality of industrial wireless equipm érent from many other short [range
applidations. Therefore thé short/ter based on coexistence management and
the sgectrum typically used erferic type of SRD applications may not be
adeqyate for these industri icati ) xistence management in the long term ghould

be co nplementedf¥ worldwide unique spectrum.

The cpandidate freque o g ot supposed to become generic SRD bands but ghould
be limited to certai ic ap

This ¢ eed for a new spectrum to be designated that corresponds to

the fo

e THh i i lipks in industrial applications assume a certain priority in spgctrum
de

e THe requested “band should be specific for these industrial applications and njot be
overlapping with the existing SRD bands.

e ThisS new band shall be for worldwide Use.

Once the new spectrum has been designated, the development of a harmonized standard for
these critical wireless links in industrial applications is needed.

4.3.3.2 Proposed candidate frequency bands

The requirement to use radio systems in an area where electromagnetic emissions occur
results in a request of spectrum above 1,4 GHz. The requirements of non-line-of-sight
communications and power efficiency result in a request of spectrum below 6 GHz (see also
4.3.2 and 5.3.2).

3 Bluetooth® is the trade name of a product supplied by the Bluetooth Special Interest Group. This information is
given for the convenience of users of this standard and does not constitute an endorsement by IEC of the
product named. Equivalent products may be used if they can be shown to lead to the same results.
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There exists no specific regulation for industrial applications at the publication time of this
part of IEC 62657. Wireless industrial applications that currently exist on the market use the
existing spectrum designated for generic devices or some specific short range devices and
therefore fall within the scope of any of the existing annexes of REC 70-03 [12]. However, the
requirements of critical wireless links in industrial applications cannot be fulfilled when these
links operate in these SRD bands; this is why an exclusive (specific SRD) spectrum is
required as soon as possible.

4.3.4 Other concepts

4.3.41 Geolocation licensing

The dense deployment of wireless solutions can be foreseen to be restricted_to wellydefined
areas| (building, site, user premises etc.), so that it makes sense to take\into“agcount

geologation information as an additional parameter in the shared medi ac rulep of a
wirelglss device. The aim is to avoid communication overhead and Si t protect
possilble victim devices. It is requested that the victim devices shall‘he inna way that

they do not experience an unfair degradation of service from ot

The inclusion of geolocation information is also in line with_the Hefinition of the spgctrum
utilization factor in ITU-R SM.1046-2, which is the produ ¢ bapdwidth, geometric
(geographic) space, and time.

As a prerequisite for interference three )| 3 illed simultaneously: |same
locatipn4, same time, and same frequency. ese“/three conditions is not fylfilled
there will be no interference with any possible

The proposal is to consider the ge . device to control its transmfission
charagteristics. In a non-crow i fises (where radio environment dan be
managed), a license for™a AN¢ € obtainable from the relevant ngtional
regul3tor.

A devlice can o' ) i i rfent geolocation by several techniques, rgnging
from gimple to sophistic i urrently this domain experiences further progregs and

interept because of

A firs ink the device to a fixed mounted controller, following a

mastsg ve device is in range and under management of suich a
contrg S Gitvi ved to operate with up to 100 mW employing relaxed timing
constrains i nsmissions. Slave devices losing the link to the master shall stop their
relaxq ation-immediately. The geolocation information is owed to the proposed mfaster-
slave i an implicit manner, thus avoiding the need of explicit geolofation

information "\by positioning systems such as GPS, Galileo or Glonass. In addition| it is
propoged that slave devices employ an assessment metric of their slave-to-slave and glave-
to-makter connections (e.g. link quality indication) that can be reported back to the controller
and which enables an immediate reactive adaption by the slave device itself in case of
interference experienced by victim devices. The controller can be additionally in charge of
maintaining proper coexistence and interference management within the user’s premises.

By limiting the range of operation for example to a typical indoor environment, the risk of
interference with devices outside the user’s premises is eliminated by the attenuation of
surrounding walls. Typical values of attenuation by walls and floors are 10 dB and above,
which limits the field strength below the limits of a device operating with less than or equal to
10 mW, which can be operated without timing constraints.

Even without a wall, propagation losses can limit the interference outside of the user’s
premises to a certain level, which can be below the limits of a device operating with 10 mW

4 Assumes a constant, limited EIRP.
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(EIRP) at the border of the user’'s premises. At 2,4 GHz, the signal will be attenuated by
49,6 dB (accounting freespace attenuation only) at a distance of 3 m.

One can think about many alternatives and more sophisticated solutions based on the
inclusion of geolocation.

4.3.4.2 Reconfigurable Radio Systems (RRS)

Reconfigurable Radio Systems (RRS) are expected to become important drivers for the
evolution of wireless communications and to bring substantial benefits from reconfigurable
flexible and cost-effective architectures for wireless devices to a better utilization of the radio

frequency-spectrumtherebyhetpingtomitigatethe“spectrum—scarcity*probten

RRS, |in particular software defined radio (SDR) and cognitive radio have

been |nvestigated in the commercial, public safety and military areas

Additipnal industrial automation requirements are:

e ddterministic communication in addition to best effort co
0°4.3.2 and §.3.2);

e RRS shall not increase significantly the power con i m shall not be| more

° u

e joi

4.4

441

Mode data.
Nowa within
proce ost wireless communication systems uge the

license-free Ind ial, 3 (ISM) frequency bands to transfer procegs and
diagngstics data: i iremerits such as transmission speed and the distpnces
to be i S ¢ gies have established themselves on the market

adtomated compared to other production. The plobal
fion can benefit from using wireless devices.

Indusfrial
produ

Examples production areas are: automotive, chemical, pharmaceltical,

The markétrelevance of wireless devices for the industrial automation market can be $hown
by tr%ting it as the end producer revenue regarding the market where the wireless dTvices
and i i i teatt i arket,

the selling of the device is mostly the end of the revenue, while in industrial automation the
wireless devices are the enabler of the revenue of the end producer.

Comparing the number of nodes is not the right approach to judge the importance of the
industrial wireless market versus the telecommunications and commercial market.
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End pl’OdUCGr? EU 2009: for example

revenue pE 1 chemical industry alone
,/’ 657 mrd. € turnover
Machinery- and
plant builders
: revenue
Device manufacturers
revenue "‘
- - S
IEC 0985/14

Figure 1 — End producer revenue

44.2 Enabling position of industry equipment

4.4.2.4 Wireless product

A wirgless product is typically called wireless field device™«¢ i Y devi industrial
automation applications. The attribute wireless expres ¢ ¢ ¢ ifeless
communication interface. Wireless products can be elassified\j hmple
accorgling to the scheme described in Table 1 wh o the
degrep of application criticality. Efforts for coexistence ma to the
classification described in Table 1.
Table 1 - Applic@a& unic¢ation_requirements
Class Applicétion(\ Aéplication communication requiremgnts

Functipnal safety | f

he communication protocol should supporf
unctional safety communication and the

coexistence manager shall be established i
order to fulfill all requirements of IEC 6265

I‘:’

Contrdl Closed\or open loop control The communication protocol should suppor

a
v higher availability, reliability, and time-critigality
protocol than the one used for other application
domains such as consumer industry or
telecommunication. The coexistence manager

shall be established in order to fulfill most ¢f the
requirements of IEC 62657-2.

N
Monitdrin Process visualization and No specific add-ons required for the
alerting communication protocol.

The coexistence manager should be establ|shed
in order to fulfill at least some requirementg of
IEC 62657-2.

NOTE |1\ This table is copied from IEC 62657-2:2013, Table 1.

NOTE 2 The relative terms “most” and “minimum” are based on the graphical description in IEC 62657-2:2013,
Figure 3.

The classification of automation applications primarily refers to the functional requirements of
the application to be considered. However, it is possible that an automation application is
allocated to a less critical application class with respect to the criticality corresponding to its
functionality, but the automation application is vitally important for business processes. In this
case, it is recommended to allocate it to a more critical application class, to represent its
meaning for the company properly and to indicate a higher effort to ensure coexistence.

Further applications ranging from radio bar code readers to voice and video over IP
applications can be classified likewise.
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4.4.2.2 Wireless machine

A wireless machine is a machine that for the communication function uses a product like a
wireless field device (see 4.4.2.1). The manufacturer of a machine can use the wireless
products (see 4.4.2.1) to build a machine in a more efficient manner.

4.4.2.3 Improved production

A plant of a manufacturer of products includes the apparatus, machines, instruments, devices,
means of transportation, control equipment and other operating equipment in order to have an
efficient manufacturing of the intended products. Manufacturers of products use the wireless

machines (see 4.4.2.2) and the wireless products (see 4.4.2.1) to improve production by
achieying an efficient production compared to a cable based communication-network intérface.
443 Cost-benefit aspects and benefits in the application
4.4.3( General
When|considering whether or not to use an industrial wireless system, dered
whethler such use is economically viable (taking into technjcal criterid, see
IEC 6R657-2:2013, Clause 6) and which concrete adva iped, see 5.1.2.2.
4.4.3.p Cost-benefit factors
4.4.3.2.1 General
There| are numerous possibilities of usi systems, and these open up a
wide range of benefits. To be able to benefits as a user or operatoy, it is
necegsary to look at the various life-cycle ant and the communication syptems
that afe possibly used. It is \ closely at the following factors and {o use
these|when comparing wire . \ i application field, or to compare them with
wire-donnected alternatives:
— qguantitative 12253
— qualitative factors
All of| these factgrs\ca : ap" and compared in a concrete case by the uger to
determine whether or a wireless system is practical in the respective casle and
which|systemy shoul
4.4.3.R.2
The fgllowing(guantitative factors should be considered.
e Engineering costs, e.g. for planning, device configuration and device programming.

NOTE 1 I'nis cost 1actor greatly depends on the respective wireless systems, because more simple systems

often only need to be switched on. On the other hand, other — more complex — systems often require extensive
device configuration to provide reliable and effective communication.

e Costs of material and devices, e.g. for wire conductors and contact for sensors as
opposed to access points and antennas.

NOTE 2 The projected costs for material and devices are in most cases roughly identical for both types of
systems (wireless-based and wire-connected).

e Installation costs, e.g. for assembly (laying of cables as opposed to installing an antenna).

NOTE 3 Wireless systems often cost less to install when compared to cable-connected systems.

e Operation and maintenance costs, e.g. costs of cleaning, repairs and replacement caused
by wear, but also the concomitant costs for downtimes.

NOTE 4 This item provides the greatest source of savings when using wireless systems.
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4.4.3.2.3 Qualitative factors
The following qualitative factors should be considered.

e System availability: the same system availability that can be achieved with a wired
communication network may be also achieved with a wireless communication network if
the wireless coexistence management is applied.

e Product/process quality: by using additional sensors that would not be economical when
wire-connected, additional measured values can be gained and, e.g., the rejection rate in
production can be reduced and processes can be optimized.

o Performance of the communication infrastructure: it is achieved by connecting the required
number of participants and by using an adequate data rate.

e EXpandability/flexibility of the communication infrastructure: i.e. how an the system
bg expanded or converted for additional participants.

4.5 [Social, health and environmental aspects
451 General

A suitable wireless communication performance in industri il ion icati ables
the infustry to solve the requirements regarding social and envi bbtain
the bgnefits described in 4.5.

There| are many potential social and envi enta ! icati br the
indus{ry. These benefits include impro f hment
and health care, resource conservation ; 3t ission. these

indusfrial applications deploy mechanis

htable
ritical
devic inputs,
interact with the real world, e.g. pumps, vplves,

Contrpl and safety appli
performance so that thei

applic
make

heater on corrupted control can cause harm to pgeople,
envirg

The | iref icati helps get more information from the plant andg thus
achie i S or example, a production line of plastic bottles can us¢ less
materjal i ¢ isi i ontinuous material thickness is stable. This can be achieved
by im ing N easurement points in the production line to control the temperature,

press idit : material when transported to the extruder.

4.5.2

4.5.21 Avoiding serious accidents

Accidents which sometimes happen in manufacturing plants bring very serious consequences
when the plant handles dangerous material and high energy. These accidents could be
prevented by a multi-layers protection system. IEC 61511 specifies the following five layers
for the protection of the process industry (see Figure 2): control and monitoring, prevention,
mitigation, plant emergency response, and community emergency response. In every layer,
wireless technology helps to maintain and to improve the safety level.

The basic process control system (BPCS) is a key layer of protection “which responds to input
signals from the process, its associated equipment, other programmable systems and/or
operator, and generates output signals causing the process and its associated equipment to
operate in the desired manner.” A wireless communication system could be used between the
control system and the process, using wireless sensors and wireless actuators. It could be
used also for communications with other associated equipment and operators who need
alarms to take the required actions.
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The safety instrumented system (SIS) performs specified functions to achieve or maintain a
safe state of the process when unacceptable or dangerous process conditions are detected. It
is used for both purposes of prevention and mitigation. Safety instrumented systems are
separate and independent of regular control systems but are composed of similar elements,
including sensors, logic solvers, actuators and support systems. A wireless communication
system could be used for SIS as well as for BPCS.

The final layers are plant and community emergency response. If a large safety event occurs
this layer responds in a way that minimizes ongoing damage, injury or loss of life. It includes
evacuation plans, fire fighting, etc. Wireless communication systems help functions such as
warning of the evacuation directive and monitoring of the disaster area.

Community emergency response /\(

// Plant emergency response /\ \%

Mitigation
Mechanical mitigation system

Safety instrumented control systeT%\ /

Safety instrumented mitigation sys!
/ Prevention
Mechanical protection

Safety instrumente
Safety ipst{umente

Suppliers

&&z\\ ///{0/{

4.5.2.2 Improving human safety

In a manufacturing environment there are many machines and equipment which can injure
personnel such as press machines and automated guided vehicles (AGV). In such
environments, wireless communication allows to have safety systems which could be
deployed to ensure human safety.

In some plants where flammable or toxic gases are dealt with, measures using wireless
technology such as monitoring leakage of such dangerous gases, announcing the evacuation
directives to field operators and confirming the safety of the personnel might be necessary.


http://en.wikipedia.org/wiki/Control_system
http://en.wikipedia.org/wiki/Sensors
http://en.wikipedia.org/wiki/Programmable_logic_controller
http://en.wikipedia.org/wiki/Actuators
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4.5.2.3 Improving energy efficiency

Energy efficiency has received an ever growing attention worldwide since it is considered a
major lever to help secure a sustainable society in view of climate change, growing population
and security of supply. Growing populations and industrializing countries create huge needs
for electrical energy.

Wireless communication systems contribute to the establishment of sophisticated energy
management systems, which include functions to measure energy consumption and to
optimize energy efficiency.

Ener allow
optim{zed use of energy, general reliability and sustainability of Low-
consumption products that function when not needed still consume energ s and
electr i iNg can
consume up to 10 % additional energy, hence small drifts can have &ignifi i hces.
Autonpation and control are essential for the optimization of en

e TH

e THh

e TH

e THey complement energy-efficient ) I hance.
Exam speed
drives LCs).
Wirelg le for
the infended scope.

4.5.2.4 Improving

Automation sys 3 , can
minirraize physic ea bnous
activiies. However ases.
The w i to be
covere or'because of its frequency of usage. In other casep, the
wired easible due to the movement of the communicating points.
Wirelgs ynication systems can be used to provide real-time information on the u:se of
perso ective ‘equipment (PPE); for instance, these systems can determine whether
each worker.is Wearing the required PPE, monitor the workers’ presence and warn the worker
if PPH is not.properly’used. They can also be very useful to detect whether a worker entérs an
area where/the worker can be injured (physical protection). For example, they can detect if
the worker is on the trajectory of a moving robot arm or of other moving equipment.

Wireless communication systems can solve these problems and improve the Ilabor
environment.

4.5.2.5 Reducing CO, emission

From a political and scientific viewpoint the global discussion is concentrating on limiting the
global warming to a 2 °C increase by the end of the century. In order to reach an acceptable
level of likelihood for such a limitation the IEA has developed the 450 pparts/parts (target CO,
equivalent concentration) scenario. This scenario would result in a reduction of nearly 19 Gt
of annual CO, emissions compared to a business as usual scenario in 2030. Nearly 45 % of
the necessary reduction is seen to be achieved through energy efficiency measures. These
can be further broken down to 10 % contribution by industry, 18 % by buildings and 17 % by
the transport sector. Additionally the sustainability and conservation of resources need to be
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considered. Automation itself is a necessary enabler of energy efficiency measures, solutions
and systems.

Renewable energies (REs) are those methods of obtaining energy which can operate
indefinitely without emitting greenhouse gases, and they are important not only for energy
efficiency and decarbonization. REs include hydropower generation, wind power, solar
thermal power generation, solar photovoltaic electricity, geothermal power generation, heat
pump systems and nuclear generation.

CO, (carbon dioxide) capture and storage (CCS) is one of the methods with a large potential
to achieve considerable reductions in CO, emissions. There are two main potential options to
store Uy, the oceall ahd geological Teservolrs.

In all these solutions, wireless communication systems are very useful

4.5.2.p Conserving limited natural resources

Some| industrial products contain limited natural resources P y, and
gold) jor need them for the manufacturing of the products 3 ince urces
are limited, they should be used in an optimal way to achieve [ C

Automation systems are indispensable for this optimizati [ ication
systems could help achieve a better optimizatio

Examples for achieving the conservation “of e i ireless
communication systems are:

e wdgste water treatment used
tolimprove the cleani bnts;
e smart grids, wherg [ ii i videly
digtributed control s 1 - : uels;
e chemical pr ovide
dgta that is P i tartsup and help reducing the amount of raw mateiial.
453
The ttansmissio ) times
to 20 times up to
2 W. |ne [ \wi Jiated
powel absorbed\by\ th jy. In
comparison to odule
is thefeforesmuch , and can be considered to be almost insignificant. The medical| risks
are cqrrespondingly low.

Additional information is available from national bodies like the Federal Office for Radiation
Protection in Germany (Bundesamt fir Strahlenschutz), the Safety Code 6 in Canada, the
OET Bulletin 65 in the United States, IEEE C95.1-2005 or international standards such as
IEC 62479:2010, Annex A, or ICNIRP [24].

Wireless communication is not a problem if kept under the limits shown in 4.5.3.

454 Other concerns

Wireless technology could be seen as magic as you cannot view, smell, feel, etc. the
communication based on electromagnetic fields and consequently it could be seen as not
reliable.
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There is a concern about battery-powered wireless devices. This is not a problem if batteries
are used in accordance with the Directive 2006/66/EC [13] of the European Parliament on
batteries and accumulators and waste batteries and accumulators (also known as the Battery
Directive) or a similar procedure in other countries.

Wireless communication is not a problem. Wireless technology is well established, it is part of
research since decades and widely used in public areas. Battery powering is today well
established and evolving using e-mobility.

5 Wireless communication requirements of industrial automation —

considerations. .

5.1 Use of wireless communication networks in industrial automgz
51.1 General

Subclpuse 5.1 specifies wireless communication requireme igns of

wirelglss communication systems in industrial automation.

Wired| communication systems have been widely dep i ) dmation for a long
time. | Although wireless communication systems i 9 all existing |wired
communication systems, they have special cha ter| ired” systems don’t |have.
Thesqg characteristics can provide tre automation systems, but

they bring new concerns as well, to e the
essential differences between wireles ' ication
systems should be well recognized from-t [ Cerns.

Thesq essential differences are discus

There| are many kinds o app icati are icati Bn be
utilized in industrial au i bects.
One gspect is the pla d the

other [aspect is thé\indv s are
discugsed in 5.1 3
The p

wirele
requir

issioning, maintenance, operation, etc.), in whigh the
shodld also be considered as it possibly has specific

. |[Some
gential

Wirelq

with
eless

communlcatlon reqwrements are specmed in 5 3 3 to 5. 3 7.

Table 2 shows the structure of the plant networks used in the application fields.
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Table 2 — Structure of the communication networks used in the application fields

Communication networks in industrial Application Field (5.1.4)

automation (5.1.3)

Process automation (5.1.4.2) Factory automation (5.1.4.3)

Cross-plant wireless network (5.1.3.2)

Plant-wide wireless network (5.1.3.3) Us?scg)ses

Sensor/actuator wireless network (5.1.3.4)

51.2 Essential differences between wireless and wired communication networks

51.21 General

Wirelgss communication has been further developed in a variety of

years|and has found its way into complex applications of industrial \a
persops who have some reservations regarding the use of wireless tec
insufficient or incorrect information. The following contribution i
signifijcant reservations.

5.1.2.p Advantages in using wireless communicationnetw

The most essential property of wireless communi
require wires to connect communicati
saves|

5t few
e are
ise of
most

o not

ation system installatiop cost
ications such as a tem

and i s orary
meas S Sl troubleshooting. Similarly|there
are w 3 i echnically feasible but not practiqal on
econg iS ohly a few measuring points.

Since ricati be deployed in moving or rotating equipment, they
can b icat ¢ ot be conceived with wired communigation
systems. Mobile@ ip arrie y field workers is another effective applicatjon.
Wirelg ‘ ds a general replacement for cable, but when uged in
a targ 1€) significant advantages in a multitude of industrial applicptions
when ) =dsystems. They provide both qualitative benefits sych as
increa cased flexibility during installation, as well as quantffiable
benef on and maintenance costs (see Table 3).
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Table 3 — Benefits of using wireless systems

Plant networks Application example Benefits Benefits for the
user/operator
Cross-plant wireless Remote monitoring Independent of telephone, * Low planning effort
networks internet and network

connections « Simplified engineering

» Higher flexibility

Control of Uniform communication path

water/drainage (no mixed operation « Cost-savings in

systems between analog, ISDN, DSL, operation, for connection
dedicated line) fees, due to reduced

Operation of mobile Data availability at all times hardware and optimized

processing plants and at all places without PrEEEEEEE

(e.g. water) temporary cable installation

Monitoring of Decentralized process

decentralized systems controller is not required

Monitoring of mobile Permanent data availability

logistics processes to optimize delivery-chaj

(e.g. crane, truck) management

e %an e expanded easily

Plantjwide wireless Shelf access Simplified installation,
netwarks equipment, electrical
monorail systems and
automated guided

vehicle systems

Inereased availability

igher flexibility

* Increased safety for|

Gantry crane persons

* Improved resource
planning

Rotary indexing
machines, tool
changers

» Cost savings during
installation, in opergtion
and during repairs

vings of data cables in

\c\ab

\yearth work or laying work
equired

Mohile operat Very easy to use and saving
of additional operating
terminals
Focat persons and Position can be localized
neq ipment wirelessly
Sensqr/a uaN Monitoring of No laying of data cables and | « Can be expanded egsily
wirelgss netwarks uring points (e.g. often no power lines on the I
temperature) side of the field device * Increased availabilit
Monitoring of mobile No installation and removal * Higher flexibility
measuring stations of temporary cable « Increased process gnd
installations product quality due fo
Rotary indexing No weak spots caused by additional sensors
machines, tool wire conductors or loosened | « Cost savings during
changers or defective plug installation and operation
connections
Plant-wide signal Connection of
detection sensors/actuators that are

distributed or difficult to
reach, as well as fast
retrofitting/conversion

Corrosion monitoring, Physical wiring of the sensor
pipe weld monitoring is completely impractical

for leakage, vibration (such as along a pipe
monitoring elevated 5 m to10 m above

the ground)
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5.1.2.3 Concerns in the deployment of wireless systems

Although the wireless systems provide the advantage of not requiring installation of wires,
their implementation poses new challenges.

Wireless media have neither well defined confinement nor visible confinement. Therefore the
radio propagation path and characteristics strongly depend on the environment conditions and
radio interference can come from any direction.

Multiple wireless communication systems need to share a common space as communication
medium. A particular frequency band cannot be used in the same space at the same time by

multi
requir

Mored
that th

51.3
5.1.3.
In ind

deper
them

classi

The d

1 H ' & Tl H ol 4 lo 1 ol [ | H
1S Luttmmurineatiort - SyolTIilo. o 190Ut TICTTUS U UT SUIVEU  WITHIT Tiialiritalitinri

ements for industrial automation.

ver, the collisions occur at receiver, while the transmitter is
e corresponding receiver has collisions.

Communication networks in industrial automati
U General
vidual cases, the requirements, advantages and benefits 3s systems are

dent on the application under consideratjon. advisabkle fof this reason to
isons>among different wi

op
co

tend these three kinds of networks.

the

Hetect

highly
divide
reless

d the

rge to
hance

mited
nts of

mponents.

hodes

very small packets of data and a very high number of
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Cross-plant
wireless

Enterprise level
network

Enterprise
network

Process
control

level Plant-wide
Plant network > Wireless
network
System or cell level
Control or plant-floor level \ S
Fieldbus

Sensor/actuator level

Fig

5.1.3.

Prima ith bridging large distances. R

mid

bmote

acces and systems as well as to mobile
particlpants, e.g. vehicles S & initialy plays a subordinate role, whereby
effortg are also made even i at are as high as possible. A diffgrence
can also be made betw sjonal data_exchange, which is often sufficient for remote
contrql applications . ¢ measured values), and continuous| data
exch ote maintenance, even if only for a limited pelfiod of
time.

In addition to prop ss solutions with ranges of just a few kilometers or safellite-
suppo PRS, UMTS, LTE, EDGE and other wireless solutiofps are
used. ystems are worldwide availability, increasing bandwidtHs and

decre

5.1.3. 2|3 eless network

Appligatiopstin thisfield can be divided into four sub-areas.

a) Wijreless communication between stationary participants (e.g. two machines or s

ystem

parts where cabling is at least two times as expensive due to local conditions).

b) Wireless communication to or between mobile participants (e.g. automated guided vehicle

systems).
c) Wireless communication for mobile control and monitoring.

d) Wireless communication for localization, i.e. for detecting persons and objects
appropriate transponders.

using

The requirements for data rate, real-time performance and the maximum number of supported
participants can vary widely in these four sub-areas, because they are very closely connected
to the application to be implemented. If only a few signals are to be transferred by wireless
technology then a decentralized I/O module with an integrated radio interface is usually all
that is required. If, on the other hand, a broadband wireless network rollout is required, e.g. to
connect several control systems, PC or mobile operator panels, then WLAN would be the
suitable wireless system. An additional benefit of this system is the ability to use the wireless
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network for several applications, e.g. to forward video streams in parallel to control and
visualization data.

If there is also an additional need to transmit safety-critical signals then it is essential that the
wireless system can support a safety protocol which, e.g. when combined with WLAN or
Bluetooth, allows the Industrial Ethernet standards according to IEC 61784-2 and their
functional safety profiles according to IEC 61784-3 to be used.

5.1.34 Sensor/actuator wireless network

This wireless network is often linked via gateways (protocol converters) to other networks, e.g.

E h PR ) 1 ko £ 1 1 bl
t er ITL, DTLAUST UTITYy UTITy TTITcTU LU ThallolTl TOW VUITUTTITS UT Udld.

Varioyis wireless networks have established themselves in industrial 4 o the
differg¢nt requirements for factory automation and process automatiom

Whilst sensor/actuator networks within factory automation usua arge small

procegs automation is usually secured wireless transmissigh ov

For a|sensor/actuator wireless network, there have A up to
now that permit interoperability between devices from dif

Proceps automation applications usé
such ps IEC 62591 (WirelessHART),
even proprietary protocols.

Facto
IEEE

5.1.4
5.1.4.

Indus
autoni

0CEeSS

5.1.4.

Proce
monit

bntrol,
bring andsdiagnostics of heating, cooling, mixing, stirring and pumping procedures.

Often| analog signals of filling level, temperature or pressure monitoring are transferred and
evalugted. These evaluated measurements have been made available to autpmate
extraordinary start-up and shutdown operation for continuous process and batch process, and
furthermore, they are useful for control of product quality and the switching of products for a
batch process corresponding to the manufacturing of a wide variety of products in small
quantities. In process automation there are relatively slow changes in measured values; a
sampling every 100 ms through several seconds is typical for these applications. This
characteristic directly determines the requirements for the reaction speeds of the wireless
technologies applied in process automation.

The energy required by wireless and sensor components is correspondingly low and can often
be provided by decentralized supply units such as batteries or so-called energy harvesters
(e.g. energy is generated from temperature variations, light, machine vibrations or the flow of
media).

A large process automation system requires wide wireless transmission ranges.
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The size of a process automation system is often many times larger than in typical factory
automation plants. A wide range is therefore an important requirement for wireless networks
in this field.

The plant structure only changes moderately over time compared to factory automation and
therefore the propagation conditions change accordingly.

51.4.3 Factory automation

A marked characteristic of factory automation machines and systems is their fast production
processes. Often this means machine parts that are in motion within a limited space.

Fast processes require short operation cycles and fail-safe transfer of sensor_and\acfuator
signals. Cycle times of less than 10 ms are quite normal. This chara i hctory
automnlation directly determines the requirements for the wireless techn i

Fast groduction processes make the highest demands on wirel

Due tp their limited spatial spread, various wireless netw n the

same|small area.

Wirelg¢ss technologies can cover the most vaki hctory
automation. Uses have already been implementg , within
an aufomation cell right up to commufication<on th reless

solutipns thereby provide technologies™that™are ments

5.2 Industrial automation appli

5.21 General

Subclpuse 5.2 deseribe tions.
One ¢f the pur iscto ill is to
mentipn technical™equire s are
included in the use‘ca

5.2.2

5.2.21

This yse case.i 1 in the

manufacturing.of~autorobiles or household electric appliances. These unmanned transporting
machinesare also~“known as AGV. Some unmanned transporting vehicles, which are
contrqlled ;through wireless communications, carry parts and components and feed them to
statiohsn-the qecnmhly line_The vehicles haeir\nlly run-on dedicated frnr\l{e, but-inlsome
places the tracks need to cross people’s pathways. A safety interlock mechanism is required
in these crossing areas in order to assure the safety of workers.

Light curtains, laser scanners or radar scanners ahead of a vehicle on the pathway detect the
entering of persons in the crossing area. This event is reported to a safety logic solver, which
recognizes the situation and decides to stop the vehicle which is approaching the crossing
area. Wired connectivity to the vehicle is not practical because it moves on the track, so the
communication between the logic solver and the vehicle is implemented using wireless
communications.

5.2.2.2 Consequence of losing the function

If the communication of a request to stop a vehicle fails, the vehicle might enter the crossing
area occupied by persons. As a result, the transporting vehicle may cause severe injuries to
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personnel. The vehicle itself may be damaged. Moreover, any kind of accident affects the
continuity of production line operations, with production losses.

5.2.2.3 Critical requirements

In cases where the communication system stops working, such condition should be detected
and the vehicle shall suddenly stop, even if it has not received any request to stop from the
logic solver.

One serious case of failure is the case where the error detection mechanism cannot detect
the error which changed the content of a request. In this case, the vehicle might interpret the

message—asifnorequest-to—stop—wasreceivedundertheatthy communication—conditions, and

this may cause an accident.

Mechanisms with a certain level of complexity and corresponding e i ability
such s CRC are usually employed in the safety-communication syste S errofs, but
they gre not sufficient by themselves. In order to meet the requife - ch as the
SIL Igvels specified in IEC 61508, the bit error rate should 2SS in| level
deperjding on the residual error rate of the error detectio i imrmunity
againgt EM interference is necessary for the communicatio k r rate

below|the acceptable level.

The cpmmunication delay is also important. If the xeacti j ent by
the light curtain to the stopping of the isNshor ich is
the afceptable maximum delay of re ) t can
happgn.

5.2.3
5.2.3 ] Description

This Jyse case is for a
squarg kilometer
and tpxic materi
leakage of content.

uge tanks are installed in an area of several
angerous material such as combustible material
related alarming are very important to pfevent

A tank farm o ies a pread-area, so wiring is very costly especially when it is only for

Wirelgss ML i circumvents the problems caused by the large electro-poiential
differg¢nces an\occuf across communicating equipment during lightning events near or
over g tank farpm

A wiringdn tank farms to lower the electro-potential differences is not needed anymore|if the
comn&m-mmdfvmmmeﬁhﬁ-dvnm—nw TOTT i i i ;

A wireless communication is very effective in such cases.

5.2.3.2 Consequence of losing the function

In cases where the monitoring and alarm functions don’'t work correctly because of
communication errors, an overflowing of the tank content could happen.

Leakage of toxic content may affect the workers’ health and it could also cause serious
environmental issues. Overflow of combustible content could cause explosions or fire
disasters. These accidents cause damage to manufacturing assets and loss of materials, with
huge financial losses as a consequence.
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Optimization of inventory is another important aspect of level monitoring. Since some
materials stored in tanks are very expensive, minimizing such inventory saves production
costs.

5.2.3.3 Critical requirements

In order to properly cover the area of a tank farm a long range radio is required. In some
cases there are several metal structures between communication nodes, and this may cause
attenuation and multi-path distortion. Therefore better propagation performance is required.
Individual tanks may have a very large structure that can be an obstacle to the radio
propagation. In these cases, where a line of sight to the location of the level sensors may not
be feasible it is possible ta circumvent the ahstacles ucing a mesh ’mpnlngy

5.24 Use case 3 — Field worker support with mobile wireless equip

5.241 Description

Field workers of the process industry cover wide areas of outdoor-plant si he purpose
of pdtrol or maintenance. These field workers need e |8 rating
proceflures (SOP) documents in order to execute their task ~ h and
equipment maintenance. If they do not have intellige ati q ed to
carry |heavy binders of SOP. A maintenance pers ] ~ bls of
equipment which include graphical information. W| eles comt icati Liseful
for th¢se applications, because a wired connectig S.

A pergon checking process conditions might ion 3 , sYch as
loops |configurations and historical trend~data sured

value$. To provide such information (@ wireless case
communication delays should be sho g urrent
procegs conditions.

Sometimes voice com om is

useful. The engineer in_the cont n_has easy access to a large amount of information
and cpn advise ited information. Even video information colild be
used o support field ivities. , Which is captured by a field worker and is sent to

the cqntrol room, i grasp the situation and provide directions.

In em y ti eless communication system contributes to the safety of field
workers. i i oice communication, a real time location system helps in

recoghiz cation, movement and status.

5.24.p

In thg cases where the wireless communication system fails, the efficiency of field| work
decrepsés’ tremendously and the safety of field workers can be seriously compromised.

5.2.4.3 Critical requirements

The wireless communication system should cover the whole area where the field workers may
travel. In order to achieve the appropriate radio range a mesh topology may be required.

The graphics, pictures, and streaming of voice and video demand substantial wireless
communication bandwidth.

The wireless communication equipment which is carried by field workers should be light and
with sufficient autonomy, therefore power consumption should be minimized to reduce the
battery weight and to prolong the battery life.
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5.2.5 Use case 4 — Vibration monitoring and analysis of rotating machines
5.2.5.1 Description

This use case is related to condition-based maintenance. Since the vibration pattern of most
rotating machines changes with deterioration, the monitoring of vibrations can be used to
determine the maintenance time for rotating machines. In some cases a wired connection to
the vibration sensor is not practical because of its movement. In other cases there are so
many points to be measured that wiring is not acceptable in term of cost. A wireless
communication system can be used to resolve these issues.

5.2.5.2 Consequence of losing the function

If condition monitoring through wireless communications is not available, th mamte‘nance
work |s compelled to be based on an estimated time schedule. This ¢ lat the
frequency of maintenance is increased while the risk of unexpegcied shutd 5. due to
undetgcted equipment degradation is also increased.

5.2.5B Critical requirements
The data size of vibration patterns is usually relati I-time

monitpring is needed to provide alarming. Therefore, substa ' dl-time
perforimance is required.

5.2.6 Use case 5 — Oil wellhead

5.2.6.1 Description

This yse case is related to 0|I wellheas ered in wide oil fields. The prgssure
and the flow rate of crud g on the condition of the oil fiTId. In
order [to control the total p od i 3 ilfrom several wellheads, valves installed at
each ellhead should pe ing.to the condition indicated by flow rate, prgssure
and tgmperature.

Qil wegllheads ar L and unmanned. Visiting every wellhead to chefck its
condifion and to ad i onsuming and inefficient. The installation of a |wired
comrrlunication em cgal because wellheads are scattered in a large|area.
Therefore, a wirele i oh system can be an effective solution. The conditjon of
each wellhedd ca remotely. Even the adjustment of valves can be perfprmed
remotely. the frequency of physically visiting a wellhead can be greatly reduced.
5.2.6.p equence’of losing the function

If the |wireless' commdnication is not available, the frequency of wellhead visits increasgs and
the optimization of production rates cannot be achieved.

5.2.6.3 Critical requirements

Enough radio range is required to connect to distant wellheads. Usually a line of sight is
possible but disrupting climatic conditions should be taken into account.

Since wellheads are located in far and unmanned places, the frequency of visits to replace
batteries for wireless equipment shall be kept to a minimum. Therefore, the power
consumption of the wireless system shall be minimized.

Appropriate security measures shall be in place because the wireless network spreads into an
open and wide area and malicious persons can easily obtain physical access to the network.
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5.2.7 Use case 6 — Some applications for factory automation, with a large number of
nodes

5.2.71 Description

This use case is a generic application in indoor manufacturing such as for automobiles or for
household electric appliances. Usually the set-up of a manufacturing production line changes
more frequently compared to a set-up in the process industry. The refurbishment of the
communication system of a production line is much less when the communication system is
based on a wireless technology instead of a wire technology.

5.2.7.2 Consequence of losing the function

If the [function of a wireless communication system is lost, critical parts o productign line

(e.g., fobot work cell) cannot continue to operate.

5.2.78 Critical requirements

many|wireless applications overcrowding the same area
much [higher in the manufacturing than in the process inc
multiple wireless communication systems shall be gu

5.3 |Wireless communication network requi
5.3.1 Timing and real-time
5.3.1.( Common requirements

All the systems involved g the
response time, i.e. the tin : d the
preseptation of the required havjic e Ciated
outpugs. Obviously, ho ) i ics of

the cqntrolled pI@

In regulation tasks, d jitter
(variaple delay). what
the plant may tol e less
than |the v time
synchfonization amoehg-wi vents
mutug| : h b the
transmitted ) h the

communicatio and jitter. Time synchronization can be achieved by allogating
transmission-slots™tq stations and making them all follow a time-driven message transmijission
schedule.\Implemented this way, time synchronization is beneficial to avoid collisions, tq have
a corjpct response time and a better bandwidth utilization.

If industrial applications require results in a bounded time then the industrial automation
system shall be a deterministic or real-time system. Consequently, a communication system
used in this industrial automation system shall provide the required data transfer in bounded
time including repetitions needed to correct transmission errors.

5.3.1.2 Wireless real-time requirements
5.3.1.2.1 Basic principles of performance indicators

A wireless real-time (WRT) communication network is a wireless communication network that
performs real-time communication.
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Users of WRT communication networks have different requirements for different applications.
In order to satisfy these requirements in an optimal way WRT communication networks will
exhibit different performance.

Performance indicators (specified in 5.3.1.2.3) shall be used to specify the capabilities of a
WRT end device and a WRT communication network as well as to specify the requirements of
an application. Performance indicators will be used as a set of interaction means between the
user of the WRT device and the manufacturer of the WRT device and network components.
Subclause 5.3.1.2.2 specifies the application requirements view.

Performance indicators represent

a) thpe capabilities of a WRT end device,

b) the capabilities of a WRT communication network, and

c) the requirements of an application.

A consistent set of performance indicators (specified in 5.3.1.2.3).i5_us Nt the
WRT [capabilities. Some of the performance indicators are i < i some

NOTE i € ple the
indicatgrs "WRT-Throughput” (which would use 90 % of the tatal .@ i (90 %)
cannot|happen at the same time because that would describea S i

No ggneral boundary values to spec specified for the indicators in
this dpcument, but device suppliers need juct if

they dlaim to be compliant to this docume

Technology specific device

a) the selection of performa i possible performance indicators defiped in
5.B.1.2.3 relevant to a\gi i i

b) thainterdep
c) ogptionally, lists*wi

E4qch of the ading
pdrformance i et to a fixed value (typically optimized to have th¢ best
overall pérformance): their
related.consiste

d) optionally, : hance

inglicator

The slupplier;of W end devices and WRT communication networks shall provide aff least
one cpnsistent set of performance indicators.

NOTE 2 A set of lists with consistent performance indicators is only given when interdependence between
performance indicators exists.

NOTE 3 Applications can have requirements where one particular indicator has higher importance than all the
others. Such applications will find useful the opportunity to select the consistent indicator list with the relevant
leading indicator. Other applications can have requirements where several indicators are of equally high
importance. For such applications, a graphical or otherwise more comprehensive representation of the relation
between consistent indicators is more appropriate. Figure 4 is an example of a graphical representation of
consistent indicators given by a device.

NOTE 4 WRT end devices are designed under the discretion of the manufacturer of such a device. Therefore no
assumption could be made on how many WRT end-stations (network interfaces) are built in one device. In order to
achieve comparable performance indicators from the application perspective the performance indicators are built
on WRT end-stations, not on WRT devices.


https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52

- 36 - IEC TS 62657-1:2014 © IEC 2014

100%

80% \

L
b
3
S 60%
8 Valid Wd
'_
“;IC o \
<
2 20%
0% ‘ : ‘
0% 20% 40% 60%

% of Throughput WRT max.

Figure 4 — Example of graphical representation of

5.3.1.R.2 Application requirements

The chpabilities of a WRT communication network arg i . indi 5. The
indicaltors are used to match application requirement 3 iti nents
compliant to one or more devices

Subclpuse 5.3.1.2.3 introduce performa ication

network that can be used in a best-practice

The ¢haracteristic param ofmance indicators are specified in
IEC 6R657-2:2013, Clausé 5. anges of the characteristic parameters
allow \ respect to the real-time performande and

the cqgexi ility. € . isticparameters are as follows:

e data throughput, ‘ace

For th eristi eters statistical values shall be used in order to descrihe the
requir acterize a wireless communication system. Relevant stafjistical
parame ean value, or a mode to specify the center and standard divisipn, or

a perq

The gpecification arid assessment of wireless communication systems is the subjgct of
ongoiphg{research activities which includes also parameters such as availability, synchropicity,
and redundancy recovery time The objective is the development of a measure for an
application oriented, wireless technology independent, quantitative specification of application
communication requirements and an assessment of wireless communication solutions.

5.3.1.2.3 Performance indicators
5.3.1.2.3.1 Delivery time

Delivery time shall indicate the time needed to convey an APDU containing data (message
payload) that has to be delivered in real-time from one node (source) to another node
(destination). The latency is measured at the interface between the application process and
the (fieldbus) application entity.

NOTE 1 The term latency is a synonym of the term delivery time used in IEC 61784-2.

The maximum latency shall be stated for the following two cases:
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e no transmission errors, and

e one lost frame with recovery.

NOTE 2 If a permanent failure occurs, the latency of a message is the redundancy recovery time (see 5.3.1.2.3.6).

Calculation of the maximum latency shall include the transmission time as well as any waiting
time (for an example backoff delay, see IEEE 802.15.4 or a clear channel assessment
observation time, see ETSI EN 300 328:2012, 4.3.2.5.2.2).

NOTE 3 The waiting time depends on the WRT network concept and the application load which is generated by
the other nodes in the WRT network and the non-WRT traffic at that time.

5.3.1.2.3.2 WRT-Throughput

WRT-Throughput shall indicate the total amount of APDU data (by o e link

per sgcond.

5.3.1.2.3.3 Non-WRT bandwidth

N can be usged for
2ll be specified.

The non-WRT bandwidth shall indicate the percentage o
non-WWRT communication on one link. Additionally the total

NOTE | The indicators WRT-Throughput and non-WRT bandwid
5.3.1.2.3.4 Time synchronizatio

Time [synchronization accuracy shall N y two

successive node clocks.

5.3.1.2.3.5 Non-time-ba

The njon-time-based sy
behayior of any two
establishing cyclic'beha

cyclic
rk for

NOTE of the
cohere
5.3.1.

Redumdapscy re i ailure

5.3.1.B Process automation requirements

The most critical requirements are in the field of control, where the time constants are in the
range of 100 ms to some seconds. On the other hand, as stated in 5.1.4.3, applications within
the field of the monitoring and diagnostics of heating, cooling, mixing, stirring and pumping
procedures usually have longer time constants, in the range of seconds to minutes.
Consequently the requirements about the update time (see IEC 62657-2:2013, 5.2.53) of the
wireless network are on the same order of magnitude. In particular, relative long update times
allow the use of message retries to increase robustness and allow the implementation of fully
interconnected (mesh) network topology. With regard to time synchronization, accuracy in the
order of one millisecond is needed to apply low power consumption strategies based on time
division medium access.

5.3.1.4 Factory automation requirements

In factory automation, discrete, stepwise manufacturing dominates (for example, assembling a
product from many different parts). Factory automation production lines have cycle times


https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52

- 38 - IEC TS 62657-1:2014 © IEC 2014

which may vary from 1 s (one product produced and tested per second) to 1 min. In addition,
these applications are characterized by a hl%h node density, with an average density
requirement of more than one wireless device/m”. Typically most of the 1/O signals are digital
and the events are typically separated in time (asynchronous) and individually relevant,
resulting in a large number of telegrams, with a worst case equal to two times the number of
I/0 per production cycle. This means that thousands of packets may be exchanged across the
network each second. For this reason, the requirements of network response time for factory
automation are much more stringent than those of process automation. In particular, such a
short response time is usually met by adopting star topologies and a high data rate.
Regarding time synchronization, accuracy in the order of a few microseconds may be needed
to satisfy low jitter requirements.

Cross-plant requirements

Crosstplant data transfers are mainly used to supply chain manag Liction
scheduling purposes and are based on aggregation of data coming e layer.

|de data transfers are mainly mtended for /performa is and maintepance
) plant layer. Fgr this

t|m|ng requirements (latency, synchroniZation ac ury) are less stringent than|those
i - d. An exception is wifeless

communication to or between mobile k ipa .g.)automated guided vehicle sys{ems),

5.3.1.f

Contrpl loops are impl ) ator layer; for this reason time latengy is a
crucigl parameter at th

The ti actory
auton a few
ys.

5.3.2

5.3.2.

In org andwidth and bit rate requirements it is useful to define thg data

delivery model . fraffic characteristics) of a wireless communication system uged in
indusfrial automation. Generally, two different data delivery models are used:

° C\ clie /r\arlr\r{lr\ oFr hma +r|nﬂararl\ data Llarn I‘ha Aol‘o r\nmlnr\ 'Frr\m oF ﬂnlnn l'n fh field
\WSASARASAS 1aS rfggerea)—taata- Gttt gohg 12

has a cyclic behavior, thus showing well defined bandW|dth requirements, both
deterministic and predictable. In addition, cyclic data freshness is an important parameter,
since newer data make obsolete the old one, i.e. the time to live is short. This model is
used for control, where the data regarding the control input quantities is acquired
periodically all at the same time and then dispatched before the next step.

e Acyclic (aperiodic or event triggered) data. This kind of traffic, which spans over all the
plant layers, is usually generated by unattended events, as for example alarms. Typically
there may be bursts of events; this fact requires the use of a priority service in order to
allow as soon as possible the solution of the most critical events. Clearly, there is a strict
relationship among the bandwidth available to the user, the actual bit rate and the timing
performance of the wireless communication solution.

To solve a large part of the industrial automation applications it is required to get a worldwide
available dedicated spectrum with at least 76 MHz bandwidth, but this spectrum does not
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necessarily have to be contiguous. This amount of spectrum is based on the assumption of a
typical number of devices per plant and a typical data traffic. The assumptions and the
evaluation of the required amount of bandwidth are given in ETSI/TR 102 889-2. The scale of
the network is shown in 5.3.3.

The typical data traffic for cyclic and acyclic transmission of data and alarms can for example
be combined in one channel out of several channels in this 76 MHz band.

The desired spectrum of 76 MHz bandwidth shall be available above 1,4 GHz in order to
reduce the impact of non-intentional radiators such as arc welding machines, to allow for
large area covering, and to guarantee low cost and multi-vendor radio availability. Multiple (in

the o 5 and
coexigtence with other co-located wireless communication solutions. The a per of
avail lation
techn er of
narroyvband channels, while direct sequence spreading technigdes\ are hasec h few
widebnd channels.

5.3.2.p Process automation requirements

Wirelgss stations employed in process automation u data
(consider that the value of each quantity may b point
number) with a relative long cycle time (maybe fact,
most pf the signal processing is perform ion is
sent |via the wireless channel. i 8 ~requirements for process
autom 1 acto i sually a bit rate of hundreds
of kbif/s i icient, ing i ire e range in the order of at least 34 MHz
accordli

5.3.2.8 Factory auto

Most pf the wireless devices in nation are digital 1/0 points, thus exchgnging
a very few bytes per tra \ never, the node density can be very high and the|cycle
time very short,@ iri serb i n the
order [of a few ms’lir i : } less
than 1 the available bandwidth shaII be at least 42 MHz according to
ETSI/

5.3.3 rk
Propagatl aditi i i icati a[ well
as th icati used
frequd i , nental
condifions_and intervisibility. The latter considers LOS, NLOS and OLOS betweepn two
wirelelss devices.

A spatial separation is rarely possible in the case of wireless application. Radio propagation
can only be restricted spatially with great efforts. Structural conditions (for example massive
armed hall walls) and the reduction of the radiated power (by adjusting the output power of
the radio transmitter and the choice of the antenna radiation pattern) can be used for spatial
separation. If the power is reduced, the power of all related radio components (base stations,
repeaters, end devices, etc.) should be adjusted accordingly.

If the transceivers have multiple antennas then it would be possible to utilize spatial
processing, such as interference rejection techniques, to separate simultaneous
transmissions in space.

Three application classes can be logically identified in a plant:

e cell (or subunit) automation;


https://iecnorm.com/api/?name=82672957d1cb595f083fa4c378bbfd52
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