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INDUSTRIAL PROCESS CONTROL SYSTEMS -
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Part 1: Specifications

FOREWORD

ndrdlza {on) conjprising
is\to promote

fidlds. To
Higations,
6 ap “IEC
mittee interested

wental anjd non-

8 IE collaborates [closely

2 Wikh ~sonditions determiped by

38 possible, an interrjational
nittee "has representation ffom all

and are accepted by IEC National
Q ensyre that the technical content|of IEC
or any

ittees undertake to apply IEC Publications
ir natignal and regional publications. Any divgrgence
ional Or regional publication shall be clearly indidated in

tran
betyveen any IEC Publicatiom\and the corresponding-n
the|latter.

5) IEQ itself does not proyide efna esta ion.ef conformity. Independent certification bodies provide corfformity
asspssment servij i ess to IEC marks of conformity. IEC is not responsible for any
seryices carried’g i

6) All edition of this publication

7) No [i ors, employees, servants or agents including individual expefrts and
me a EC National Committees for any personal injury, property damage or
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The ain” task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

+ the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62603-1, which is a technical specification, has been prepared by subcommittee 65B:
Measurement and control devices, of IEC technical committee 65: Industrial-process
measurement, control and automation.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
65B/875/DTS 65B/905/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This International Technical Specification defines a procedure for verifying if a given Process
Control System (PCS) satisfies the technical requirements specified by the end-user or by an
engineering company for a specific application. The basic concept of this document is that
“you can test what you have specified”. A testing procedure is meaningless if it does not
include a procedure for specifying the technical requirements to be tested.

This Technical Specification was developed in the framework of the existing standards that
define the general concepts of PCS design and testing, that is:

IEC 61069 erties
IEC 6P381 FAT),
The group of standards 61069 defines the general method6teg 2finili dures
for aspessing the functional characteristics of a PCS (Par 2 alities
(Part 38), performances (Part 4), dependability (Part 8 hili g), safety (Part 7),
and npn-task-related properties (Part 8). IEC 62381 /give iti 3 eneral
proceflures for testing a PCS in factory, on site, - 3 pf the
complete system.

The I[EC 62603 fully complies with these G ives a detailed guidange for

specifying a PCS and for testing th tions. IEC 61069 and 62381 crgate a
framework that is valid for any PCS a 62603, inside this framework,|gives
the ugers guidance for spegifying PES - arrying out the required functions.

S
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INDUSTRIAL PROCESS CONTROL SYSTEMS -
GUIDELINE FOR EVALUATING PROCESS CONTROL SYSTEMS -

Part 1: Specifications

1 Scope

This IEI_I_I—I_h_I‘rl_I_d_hFﬁ_d_d_d_l;ﬁn ernational Technical Specification describes methods and provides guidance ipr the
evaluation of Process Control Systems (PCS) during the phase of selection between different
propogals.

The methods of evaluation proposed in this technical specification ate Inte hainly
by usprs, engineering companies, or independent test laborajorte anufacfurers’
propopals during the tender (as described in IEC 62603-1) or\the proyid 2 ontrol
System during the FAT procedure.

The specification and test procedures specified in this techniga large
variety of automation systems, both based on conventional teshnolog) 0 mA

field devices) and based on Intelligent Field De ith serial communication ¢f any
kind. For this reason, the tests specifi i ifi sarily
sufficient for automation systems specifi , user
and anufacturer should define additiona 3 Ns or
perforimances.

The procedure for specifying e pffers,
and chprrying out the t oY from
one project to anothe S > 52603
considers this prosess 3 s{epsydefinition of the PCS technical requirements (in
the sdope of IE d testoft
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After
ready
stage

The t
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calcul

systems,hot dedicated to any specific piece of hardware of software.
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PROCESS PCS
REQUIREMENTS UNDER TEST

PCS
TECHNICAL
SPECIFICATIONS

PROPOSAL

VENDOR SPECIFIC
COMPONENT |

IEC 1814

mentation experts.
echnical require iandlities the PCS should offer to achie
irements and the PCS technical requiren
apd the evaluation procedure starts. IEC 62

essing the fithess of a proposed PCS t

the se maker, the implementation stage starts. When the P
i PCS on site and sometimes even during the implemen

ay perform a set of Factory Acceptance Tests.
echnicall on of the tenders (IEC 62603-1) is mostly based on the evaluat

ation” These verifications are based on general data of the proposed auton

/14

these

and
e the
e the
nents,
603-1
b the
each

CS is
tation

on of
hance
hation

On the contrary, the FAT is mostly based on testing activities in laboratories or factories on a
specific PCS including both the physical devices and the application software.

Figure 2 shows the typical process of PCS evaluation in an automation project.
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UNDER TEST
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ation
The fjrst evaluation is needed to s from a number of proposals| The
reference document is the RCS technical r provided by the user or by a deldgated
engingering company. Sgope this stage is to verify if the proposed

docun
decla
requir|

After
deleg
requir
the cg

Sever
are to
abstrs
subm
actua

nents supplied

ations, and so oR
ed FAT pr

equirements should include the description o

ssjon. Users should consult the most recent versions of the referenced standards
requirements.

cts ofathe™¢jted IEC standards based on the revisions available at the dF

échnical data-sheets, manuals, confprmity

f the

the suppliep8\ x i etdiled engineering stage starts, and the user (¢r the

hted engine 1 produces a document that describes the software

ements /i i ‘e PSS supplier assembles the PCS and implements the logic| After

mpletio \ the Factory Acceptance Tests starts.

al a control systems are in the scope of existing IEC standards that

be congideredtogether with the present document. This technical specification rg¢ports
i e of

r the
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60038:2009, /IEC standard voltages

IEC 60050 (all parts), International Electrotechnical Vocabulary (available at

<http:{/www.electropedia.org>)

IEC 6p079-10, Electrical apparatus for explosive gas atmospheres — jon of
hazarflous areas’

IEC 6p079-10-1, Explosive atmospheres — Part 10-1: Classifica ¢ X e gas
atmogpheres

IEC 6p079-10-2, Explosive atmospheres — Part 10-2; stible
dust gtmospheres

IEC 6Pp079-11, Explosive atmosphere “i"
IEC 6p079-14, Explosive atmospheres — h I 1S I 1 idn and
erectipn

IEC 6p300-3-4, Dependa o the
specification of dependa

IEC 6p654-1, In ] ons —
Part 1: Climatic it

IEC 6 bment
— Par

IEC 6 bment
- Par

IEC 6PD654-4,.Opecating conditions for industrial-process measurement and control equipment
— Part 4: Corrosive and erosive influences

IEC 607ZT-3-T, Classification of environmental conditions — Part 3. Classification of groups of

environmental parameters and their severities — Section 1: Storage

IEC 60721-3-2, Classification of environmental conditions — Part 3: Classification of groups of
environmental parameters and their severities — Section 2: Transportation

IEC 60721-3-3, Classification of environmental conditions — Part 3-3: Classification of groups
of environmental parameters and their severities — Stationary use at weatherprotected
locations

1 Withdrawn.
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IEC 60721-3-4, Classification of environmental conditions — Part 3: Classification of groups of
environmental parameters and their severities — Section 4: Stationary use at non-
weatherprotected locations

IEC 60848, GRAFCET specification language for sequential function charts
IEC 60870-4, Telecontrol equipment and systems — Part 4: Performance requirements

IEC 61000-4-2, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measurement
techniques — Electrostatic discharge immunity test

IEC 6[1000-4-3, Electromagnetic compatibility (EMC) — Part 4-3: Testing—and meastrement

technlques — Radiated, radio-frequency, electromagnetic field immunity

IEC 6{1000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: { g an wrement
technlques — Electrical fast transient/burst immunity test

IEC 6[1000-4-5, Electromagnetic compatibility (EMC) — Pa pment

technlques — Surge immunity test

IEC 6[1000-4-6, Electromagnetic compatibility (EMQC) 4<6: Te g and measurgment
techniques — Immunity to conducted disturbanceg; ¥nQ !

IEC 6 bement
techn

IEC 6 bment
techn

IEC 6 ement
technlques - EMC
Publigation

IEC 6 ement
techn

IEC 6 rds —
EmisSior

IEC 6

IEC 6[1069-1, Industrial-process measurement and control — Evaluation of system progerties
for the purpose of system assessment — Part 1. General considerations and methodology

IEC 61069-4, Industrial-process measurement and control — Evaluation of system properties
for the purpose of system assessment — Part 4: Assessment of system performance

IEC 61069-5, Industrial-process measurement and control — Evaluation of system properties
for the purpose of system assessment — Part 5: Assessment of system dependability

IEC 61069-6, Industrial-process measurement and control — Evaluation of system properties
for the purpose of system assessment — Part 6: Assessment of system operability

IEC 61069-7, Industrial-process measurement and control — Evaluation of system properties
for the purpose of system assessment — Part 7: Assessment of system safety
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IEC 61069-8, Industrial-process measurement and control — Evaluation of system properties
for the purpose of system assessment — Part 8: Assessment of non-task-related system

properties

IEC 61078, Analysis techniques for dependability — Reliability block diagram and boolean

methods

IEC 61131-2, Programmable controllers — Part 2: Equipment requirements and tests

IEC 61131-3, Programmable controllers — Part 3: Programming languages

IEC 6[1140, Protection against electric shock — Common aspects fer
equipment

IEC 6

IEC 6[1158-2, Industrial communication networks — Fieldbus sp
layer specification and service definition

IEC 6[1326-1, Electrical equipment for measuremeyit, conto
requinements — Part 1: General requirements

IEC 6[1508 (all parts), Functional
safety-related systems

IEC 6
indust

IEC 6
IEC 6
IEC 6

IEC T
electr

IEC 6
accep

IEC 6R347“Guidance on system dependability specifications

and

ysical

EMC

tronic

0CesSSs

on of

, Site

IEC 62443-2-1, Industrial communication networks — Network and system security — Part 2-1:

Establishing an industrial automation and control system security program

IEC 62443-3-3,Industrial communication networks — Network and system security — Part 3-3:

System security requirements and security levels

ISO/IEC 14764:2006, Software Engineering — Software Life Cycle Processes — Maintenance

IEEE 802 (all parts), IEEE Standards for Local and Metropolitan Area Networks
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ISA 18.1-1979 (R1992), Annunciator sequences and specifications

ISA 18.2-2009, Management of alarm systems for the process industries
ISA 37.1-1975 (R1982), Electrical transducer nomenclature and terminology

ISA S88 (all parts), Batch Control

3 Symbols and abbreviated terms

ADC Anatog-to-Digitat Converter

BMS Burner Management System
BPCS Basic Process Control System
CFC Continuous Function Chart

CR Control Room

CT Counter

DCS Distributed Control System

EMC ElectroMagnetic Compatibility
EFT/H Electric Fast Transient / Burst
ERP Enterprise Resource Pla S
ESD Emergency Shut-Down

FAT

FBD F:

F&G

HMI

KPI

IFD

s

ICT atio munication Technology
ISM

IPC

LD > Diagram

LOI Local Operator Interface

LPZ Lightning Protection Zone

MES Manufacturing Execution System
OLE Object Linking and Embedding
OPC OLE for Process Control

oS Operator Station

PAM Plant Asset Management

PFD Probability of Failure on Demand

PFH Average Probability of Failure per Hour
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PLC Programmable Logic Controller
PCS Process Control System

PCU Process Control Unit

PCC Point of Common Coupling

RF Radio Frequency

SAT Site Acceptance Test

SCADA Supervisory, Control, And Data Acquisition
SELV Safety Extra Low Voltage

SFC Sequential Function Chart

SIL Safety Integrity Level

SIS Safety Instrumented System
SIT Site Integration Test

SLA Service Level Agreement

SLC Single Loop Controller

SOE Sequence Of Events
SSL Secure Socket Layers
VBA Visual Basic for Application

4 Technical specifications of a P€

For the technical evaluatio i stém, it is necessary that the Technical
speciflication of the required P i ¢ e ist of requirements to check-out. Fpr the
sake pf simplicity, it is \ i echnical requirements into homogeneous gfoups,
each |one containing fa iften . An example of a possible structure ¢f the

technical require he itemised content of each group is desg¢ribed
in thg subclaus ! i ecifiation reported in Figure 3. Application software
specifications are ndg i eral PCS technical requirements since they do not
impagt on the sel



https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

IEC TS 62603-1:2014 © IEC 2014 -17 -
) PCS ) pos. 4.1 System
technical requirements architecture
pos. 4.2 Installation
environment
pos. 4.3 System
characteristics
pos. 4.4 Reliability &
availability
pos. 4.5 Input/Outp
specificatiohs
pos. 4.6

The €
perfon
phase
boxes

AONEDD

X

CN:::?tion
equi nts
AN

O

NN

N

4.1

A
7
U equired
erformances
Technical
support
FAT

specification

IEC 1816/14

the PCS technical specifications

5 and
. This
t with



https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

-18 — IEC TS 62603-1:2014 © IEC 2014

The process of evaluating a proposal can become quantitative if a voting system is defined. A
voting system is very useful for comparing different proposals. To do this, a weight should be
assigned to each requirement. Weights can vary from one application to another, and they
can be defined according to a heuristic scale such as:

o the function is optional weight D
e the function would help weight C
o the function should be implemented weight B
e the function shall be implemented weight A
SimildrTy, tThe suitability of the propose or each requirement can be rated according to

the fol]lowing scale:

— the PCS does not meet the function ote 0
— the PCS does not meet the function, but it can be applied or createa VO

— the PCS meets the function ote 2
— the PCS meets the function and is clearly stated vote 3

Propodsals may not state whether specific specificati et or not. I such

cases), the evaluator should use judgment whether tg

o at{ribute a rating (vote) based 2 ~
julgment, possibly reducing the v é for uncertainty, or

a~table\that shows each technical requirement, its
% s of each supplier has its cplumn
r%q&ta le for proposal evaluation

Q‘F chpical >| . . .
@ Waight | Bid #1 | Bid #2 | Bid #3

M#ﬁ\ w, Vi Vo Vi
Ite\QQE\ \ w, Vi, Vo, Va,
N\

e S

Votes| of all the offers are summarised in
weight (A-B-C-D), and
(see Table 1).

Of coursesthe fun
categopry ,to which the plant belongs. For example, the same
requiremen or a manufacturing plan i Jate
SO on.

on weight and the PCS votes are derived from the specific process
PCS may fulfil [some
a i . , and

For considering a proposal acceptable, all the functions with weight A and B should have a
vote not lower than 2. Proposals receiving a vote of 1 for a function with an A or B weight can
be made acceptable through including the means of getting the function applied or created
(e.g. additional cost) included in the evaluation.

For defining a global proposal vote, first a numerical value should be assigned to weights and
votes, then the average vote can be calculated with Equation (1):
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where

- ni

D Wi -vig)

i=1

D w))
i

Bid value =

s the number of functions;
is the j-th function weight;

(1)

A sim
value
base

is the vote of proposal “k” for the i-th function.

blified example of a proposal vote calculation is shown in Table
5 for weights and votes is selected. Three imaginary proposé

weights and votes can lead to different global votes, even i

rankin

In the
Users

applic

Table 2 - Exampl@g@gélob }

ypical
n the

allies of

s the

ation.
ecific

4.1

411

WEIGHT FUNCTIONNWEIGHT. [\ BIDT | BID2 BID 3
A 8 1 K (3 \3> 80 | 2 | 84 | 3 | 80
B 4 \ﬁ\ 3 )E\\, 318 |3 |8 |2 64
C 2 3% \9\ —4 | 2|32 |3 |40 | 3] 40
D 4\/ Q\t\ N 1|2 8|28 |1/ 4
A\ \éx 1 2|1| 8 |3|2]|1]s

VOFE. 6 2 | 4|34 |2 |3 |2]3
EANNNEN 7 2 | 4| 3|40 | 1|16 | 3] 40
2 % 8 3 /81|32 |2 |64]|3] 80
1 4 9 1 12|32 |3 ]2 | 3| 20
0 0 10 2 | 4|2 3|2 |3/|2]3
w45 8,27 8,36 8,89

System architecture

General

This subclause describes the general characteristics of the PCS, namely the physical
structure and the preliminary sizing of the components. The scope of this subclause is to
identify the general characteristics of the desired PCS, the fundamental technologies, the
topology of the system and its size. Non-programmable technologies for PCSs, such as hard-
wired, non-programmable electronics and single-loop controllers (SLC) are not covered by
this document.
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The user/engineer should specify the system architecture in accordance with the technical

definitions of the following subclauses. Annex A may be used as a guidance.

41.2 Technology and scope of the PCS

According to today’s terminology, the available technologies for PCSs can be selected

amongst:

— PLC based;
— Soft PLC based;
- DCS;

— SCADA;

— others (to be specified).

The bpsic function or functions of the required PCS are selected a
followjng choices:

— supervisory;
— copntrol;

— pretection, including interlocking, trips and ESD;
— baftch;

— others (to be specified).

41.3 Basic architecture

¢ lof the

User/¢ngineer normally show the req 10 the
technical specification, whe se of
complex systems, the drawi 3 eral sheets: outline, subsystems, dontrol
room jayout, etc. Figurp 9 Pl yout for a medium-size PCS. The sypplier
can pfopose modifications 3 3

This Guideline a@ bf the
PCS, |from field S room, and the requirements of the interfacg¢s for
conngcting the P 3 not in

the sqope of this
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Supervisory
functions

I

\ i Historian
/

=
l

L Y
Ethernet TCP/IP

Control Room bus
-

I Fieldbus 3

Fieldbus 2

414

The t
Physi

commjuni

input/

estimated numbe

41.5

A tag
often

3rd PARTY

Fieldbus 5

into the conventional analogue/digital input/output. If a
is required, the total number of intelligent devices and/or r
butput devices
of |/Os for the various categories.

Number of tags

indicates an elementary piece of information used or produced by the PCS. Tags are
grouped into Process Objects (transmitters, valves, circuit breakers, etc.) and divided

into two categories:

— tags for process control: a limited set of information or commands necessary for process
control. For example, the process object “valve” may include the following tags: valve

position, open/close status, set point;

— tags for additional functions, such as device remote setting, diagnostic, alarm setting, etc.
These functions are possible only with intelligent devices connected through serial

communications, and the relevant number of tags may become very high.

The u

ser should specify:

e the tag naming scheme;

onfiected to the PCS is indicated as well. The user should specify the
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e requirements on length of tags;

o all classes of data which require to be tagged.
4.1.6 Number of control loops

A control loop is based on the use of a software controller with PID functions or similar. The
total number of loops gives an idea of the complexity of the system, mainly in terms of
software performances. The system should be able to handle the total amount of control loops
within the specified time requirements. Advanced controls of special control functions are not
to be accounted at this point.

The usershouldspecify the estimated number of controt toops to andte and—the Teguired

time gycle.

4.1.7 Reference standards and marking

Local|laws or rules, corporate policies or industry sector defini may

require specific marking or certification of the electrical devics m PCS, mainly

for sdfety reasons. Special standards may be requested e.g.,

maring installation, nuclear plants, oil and gas, etc.

4.2 |Installation environment

421 General

This Ti S S and

its co i chspecify the installation environmlent in

accorflance with the technical definitigns G used

as a duidance.

The qperating conditigrns i ories,

accorgdling to the classi T Q)

e the climatic (e.g.,
temperature, hum

e the¢ power supplyi t i Df the
pawer supp

e mechanical i (e.g.,

e cofrosive : ive” influences to which the components are exposed during| their
opleration (exg. d, gases, corrosive liquids, etc.).

4.2.2 Climatic conditions

Considered climatic conditions are air temperature, humidity and baromefric pressure in the
specific location where the system and its components are installed. Location classes are
classified into four severity levels that define the expected climatic conditions of the site.
Location classes apply for operation, storage and transportation. Specific classes may apply
for storage and transportation as stated in IEC 60721-3-1 and in IEC 60721-3-2.

Location classes are:
e Class A: weather-protected locations, air-conditioned locations. In these locations, both
air temperature and humidity are controlled within specified limits;

e Class B: weather-protected locations, heated and/or cooled enclosed locations. In these
locations, only air temperature is controlled within specified limits;

e Class C: weather-protected locations, sheltered and/or unheated enclosed locations. In
these locations, neither air temperature nor humidity is controlled and equipment is
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protected against direct exposure to such climatic elements as direct solar radiation,
rainfall, full wind pressure, etc.

e Class D: non weather-protected locations, outdoor locations. In these locations, neither air
temperature nor humidity are controlled and the equipment is exposed to atmospheric
conditions such as direct solar radiation, rainfall, full wind pressure, etc.

Table 3 is extracted from IEC 60654-1:1993, and reports the limit values of the climatic
conditions for each location class.

Table 3 — Climatic condition parameters and severities for classes of location

Class of location
. (Notations in brackets are climatic classes of IEC 60721-3-1, IEC 607MEC 6072[1-3-4)

Environgnental Unit !

paranfeter A12 | AxP| B1 B2 B3 |Bxt| C1 C2 C3 CxP 1 D2 Dx2)

(BK1) | / | (3K2) | (3K3) | (3K4) | / | (3K5) | (3K6) (3K7 / (4 4K3) /
/ / / (1K2) / /| (1K3) / (1K5) \/\ 8 / /

Low air o 3
onardure C | +20 A5 | 45 | 45 5 | 25| > ,}]9 -3§ 50

: ; >
High air o
tomperdiure C | +25 +30 | +40 | +40 +45 4@ +& +40 | +4
Low relgtive o )
romids % | 20 10| 5 | 5 ﬂ KW%\ 10 15 15
High relptive % 75 75 | 85.| 95 \os” /' B 00 100 | 10
humidity >
Low abdolute 3
hurnidity g/m 4 2 1 1 w 0,1 0,26 0,08
High abpolute | 3 | 45 2 | 2 29 N 2 29 35 25 36
humidity AN
Solar Wim? | 500 70 o\l 70 % 0| 1120 | 1120 1120 | 114o
radiatior] \
Rate of N J
change pf °C/min | 0,1 N A N0.5 0, 5 0,5 0,5 0,1 0,5 0.9
temperdture®
Condengation \ )\Io Q\lo No M Yes Yes Yes Yes Ye$
Wind-drfven
precipitgtion \No\>b No No Yes Yes Yes Ye
(rain, snow, .
hail, etc|) N\
Formatipn N

) o (0] No No Yes Yes Yes Yes Ye
of ice
Low air \ \ 8 ) 86d 86d 86d 86d 86d 86d 86d 86
pressurg \’K

a
High air \y% 106 | 106 | 106 106 | 106 106 106 106
pressurg
a8 Tolgrafice of + 2 °C on stated temperature values.
b For Spectat Tasses AX, BX, CX € DX, vallues shoutd be sefected from 1EC 60721-3-1, 1EC 60721-3-2,
IEC 60721-3-3 and IEC 60721-3-4.

€ To be considered when significant.
d

70 kPa for high altitude and/or transportation.

For each location class A,B,C, or D several levels are defined (e.g., B1, B2, C1, C2, etc.)
according to different values of the environmental parameters defining the class of location.



https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

- 24 - IEC TS 62603-1:2014 © IEC 2014

4.2.3 Power supply
4.2.3.1 AC power supply
4.2.3.1.1 General

The values of the nominal voltages of the power supply are in accordance with the
requirements of IEC 60038. The allowed frequencies are 50 Hz and 60 Hz and the nominal
voltages applicable to PCSs are:

e 120/240 V for single phase systems (60 Hz);

e 230/400 V for three phase systems (50 Hz);

e 277/480 V for three phase systems (60 Hz).

If required, the power supply distribution of the PCS may internally g tages
to feed devices or assemblies (i.e., 110 V, 50 Hz).

The AC power supply characteristics are: voltage, freque and
switching time between alternative power supplies. As indi uses,
IEC 6PD654-2:1979 defines a set of different classes for eadl

4.2.3.11.2 AC power voltage classes

Power voltages are classified in accordance wi bltage
from ifs nominal value. Four classes argndefine

e Class AC1:£1 % Vioms

e Clpss AC2: £ 10 % V,om:

e Clpss AC3: from 10 % V,

e Clbss AC4: from 15

A spelcial class exists [fOx the S in the
requirements of the a ist

4.2.3/.3 AC :

The ffequency vafis vale.
Three|classes are i

e Clpss F18z 0,

e Clpse

e Clpss F3:

A special class exists for the cases where the power supply frequency is not included fin the
requirements of the above listed classes.

42314 Harmonic content

The total harmonic distortion is defined as the percentage of the square root of the sum of
square the harmonic voltages divided by the fundamental power supply frequency voltage
(r.m.s.), as reported in formula [1].

h=10 )
2Va
THD = =2 (1]
Vin
where
h is the harmonic order;

Vi is the RMS value of the voltage harmonic component of order h;
Vin is the RMS value of the fundamental voltage component.
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Four classes are defined:

H1: harmonic content is less than 2 %;
H2: harmonic content is less than 5 %;
H3: harmonic content is less than 10 %;
H4: harmonic content is less than 20 %.

A special class exists for all the cases where the harmonic content is not included in the
above listed classes.

4235 Switching time

For a|system with alternative power supplies (i.e., main and back-up)/gwitching\ti is the
time ipterval between the deviation of voltage in the primary supply initha itthing,
and the restoration of normal voltage by the auxiliary supply. Afte t e, the
volta%'e has to be within the limit values for the specified ( llue of
deviafion required to initiate switching is, in general, a characté e\switching sysftem.

Five dlasses for the switching time are defined:

ST1: $witching time less than 3 ms;

ST2: $witching time less than 10 ms;

ST3: $witching time less than 20 ms;
ST4: $witching time less than 200 ms;

ST5: gwitching time less than 1 s.

A spe switching time is not included in the pbove
listed

4.2.3.

4.2.3.p.

In acq K ireh of IEC 60038 the values of the nominal voltages pf the
DC pq

If required,t upply distribution of the PCS may internally generate different voltages
to fee 2 * S

The DC power’ supply characteristics are: voltage, ripple and switching time betwegn the

powel supply failure and an auxiliary power supply taking over. As indicated in the following
subclaruses, IEC 60654-2:1979 defines a set of different classes for each characteristic.

4.2.3.2.2 DC power voltage classes

DC power voltages are classified by their percent variation of the voltage from the nominal
value. Four classes are defined:

DC1: 1 % Vi om:
DC2: from 10 % V.

nom

DC3: from 15 % V. to =20 % V.

nom nom?

DC4: from 30 % V| ,om t0 =25 % V,,om-

to -15 % V,

nom?

A special class exists for all the cases where the voltage variations are not included in the
above listed classes.
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4.2.3.2.3 DC power voltage ripple classes

Ripple voltage is defined as the percentage of the peak-to-peak value of the total AC
component of the power supply voltage to the measured (average) power supply voltage, as
measured at rated load. Four classes are defined:

DC1: ripple voltage less than 0,2 %;

DC2: ripple voltage less than 1 %;

DC3: ripple voltage less than 5 %;

DC4: ripple voltage less than 15 %.

A special class exists for all the cases where the power supply ripple is _nat included [in the

abovd listed classes.

4.2.3.2.4 Switching time

terval
C d the
e, the voltage has

For a|system with an auxiliary or back-up power supply, swi
betwelen the deviation of voltage in the primary supply, whi
restorgtion of normal voltage by the auxiliary supply. After.
to be within the limit values for the specified class of power.

Five dlasses for the switching time are defined:

STDG
STDC

1: switching time less than 1 ms;
2:
STD(S3: switching time less than 20 m
4
5:

switching time less than 5 ms;

STDC
STDC

switching time less.than 200

switching time le§

A special class exists
abovg listed classés.

n the

4.2.3.R.5

Oned

4.2.411 General

The requirements for immunity and emission levels regarding electromagnetic compatibility
(EMC) are referred to electrical equipment operating with a voltage level lower than
1000V a.c.or1500Vd.c.

4.2.4.2 Immunity

The general performance criteria for the evaluation of the immunity of the devices are as
listed below:

Class A normal operation, within the specification limits, during the exposure to the EM
disturbance

Class B during the EM exposure temporary degradation, or loss of function or performance
which is self-recovering
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Class C during the EM exposure temporary degradation, or loss of function or performance
which requires operator intervention or system reset

The performance criteria should be applied to each single disturbance to which the device can
be exposed. The limit values for every disturbance are reported in the next subclauses.

The base immunity requirements for a generic application are given in Table 4 extracted from
IEC 61326-1:2005.

Particular immunity requirements for equipment intended for use in industrial locations are
reported in Table 5 (from IEC 61326-1:2005).

Table 4 — Base immunity requirements /\(\
Port Phenomenon Basic per rmance
standard criteria
Encl¢sure Electrostatic IEC 61000-4-2 B
discharge (ESD)
IEC 61000-4-3
EM field A
AC power Voltage dip hac!yCISeCIB B
B
5/30¢ I
(incldding protective cyeles C
earth)
) ] N tring 250/300¢ cycles
Short interruptions C
1 kV (5/50 ns, 5 kHz
Bur ( ) B
0,5 kva/1 kvP
ur B
Q 3V (150 kHz to 80 MHz)
/Sg ted RF jEC 61000-4-6 A
AN
DC power? IEC 61000-4-4 1 kV(5/50 ns, 5 kHz) B
(inclyding protécti IEC 61000-4-5 0,5 kVa@/1 kVb B
earth)
IEC 61000-4-6 3V (150 kHz to 80 MHz) A
1/0 s IEC 61000-4-4 0,5 kVd(5/50 ns, 5 kHz) B
(incly
conn IEC 61000-4-5 1 kvb. ¢ B
earth
Conducted RF IEC 61000-4-6 3 V4 (150 kHz to 80 MHz) A
1/0 signal/control Burst IEC 61000-4-4 1 kV(5/50 ns, 5 kHz) B
connected directly
to mains supply Surge IEC 61000-4-5 0,5 kV@/1 kVb B
Conducted RF IEC 61000-4-6 3V (150 kHz to 80 MHz) A
a Line to line.
b Line to earth (ground).
¢ Only in the case of long-distance lines.
d Only in the case of lines >3 m.
€ “25/30 cycles" means "25 cycles for 50 Hz test" and "30 cycles for 60 Hz test.
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Table 5 — Immunity requirements for industrial applications
Port Phenomenon Basic standard Test value Performance
criteria
Enclosure Electrostatic discharge (ESD) | IEC 61000-4-2 4 kV/8 kV contact/air B
EM field IEC 61000-4-3 10 V/m (80 MHz to 1 GHz) A
3 V/m (1,4 GHz to 2 GHz)
1 V/m (2,0 GHz to 2,7 GHz)
Rated power frequency IEC 61000-4-8 30 A/m® A
magnetic field
AC power Voltage dip TEC 6T000-2-TT [0 % during T cycle B
40 % during 10/12" C
70 % during 25/3 C
Short interruptions IEC 61000-4-11 0 % during 2 o
Burst IEC 61000-4-4 3
Surge IEC 61000-4£5 7 3
Conducted RF (\ 3 @5 2 to 80 MHz) 5
DC poverd Burst 2KV (8 kHz) 3
Surge 1 kV3/2 kVP (,12/50 ps) B
Conducted}F\ 3 Vf (150 kHz to 80 MHz) A
1/0 signal/ control | Burst IEC\&‘I)OO <444 1 kV (5 kHz)d B
(including s 1000-4-5 |1 kV® © (1,2/50 5
functional earth urge o . us)
lines) zb@u ed RF IECY61000-4-6 |3 V% (150 kHz to 80 MHz) A
1/0 signal/ control IEC 61000-4-4 2 kV ( 5 kHz) B
connec}ed directly a b
to powdr supply S IEC 61000-4-5 1 kV@/2 kV® (1,2/50 ps) B
networ IEC 61000-4-6 3 VI (150 kHz to 80 MHz) A
a Li
b
¢ o) ance lines (see 3.6)
d o
€ Oply ta"magnetically sensitive equipment. CRT display interference is allowed above 1 A/m.
f Theé test level for the conducted RF test is lower than the level for the EM field test because the condugted RF
te IIU Ib lllub d TTTOTe SEVEeTt 1Esl.
g DC connections between parts of equipment/system which are not connected to a d.c. distribution network are
treated as 1/O signal/control ports.
h “25/30 cycles" means "25 cycles for 50 Hz test" and "30 cycles for 60 Hz test”.
4.2.4.21 Electrostatic discharge (ED)

Four installation and environmental classes are defined according to the humidity and the
type of material, as Table 6 shows, extracted from IEC 61000-4-2:2008, reports:
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Table 6 — ED classed

Class Relative :l;"[':/g]'ty as low Antistatic material Synthetic material
1 35
2 10
3 50
4 10
The installation classes are related to the test levels, which give a quantit measufe |of the

stresg to which the device is exposed (see Table 7).

4.2.4P.2

IEC 6[1000-4-3 defines|[five i , as listed below:

Class|1:

Class|2:

Class|3:

Class|4:

Table 7 — Test levels for ED

Test voltage [kV] Test voltage [k
Class Contact discharge Air}ﬁ&: rge
1 : 2R
2 4 AN,
s [ ).
s N N YT L% >
X \&Qec}a\\ \Speci}l

Radiated radio<fregue etic field

environment. Levels typical for | local
ated” at more than 1 km, and transmitters/recgivers

Qmagnetic/radiation environment. Low power portable transcgivers
W rating) are in use, but with restrictions on use in|close
pment (typical commercial environment);

a\electromaghnetic radiation environment. Portable transceivers (2 W |rating
e i use relatively close to the equipment but not less than 1 m| High

equipraent)may be located close by (typical industrial environment);

portable transceivers are in use within less than 1 m of the equipment. |Other
sources of significant interference may be within 1 m of the equipment;

Class x:

x is an open level which might be negotiated and specified in the product standard
or equipment specification.

The installation classes are related to the test levels, which give a quantitative measure of the
stress to which the device is exposed (see Table 8, extracted from IEC 61000-4-3:2006).
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Table 8 — Test levels for RF fields

Class Test field strength [V/m]
1 1
2 3
3 10
4 30
X Special
4.2.4p2.3 Electrical Fast Transient/Burst immunity test
IEC 6[1000-4-4 defines five classes of environment, as listed below:

- CI
TH

hss 1: well-protected environment
e installation is characterized by the following attributes:

bment

o rence
earthing of the installation, and
A ~
Th rcuits
fo lation
tests.
— Clpss 2: protected ¢
THe installation is
o | partial sdp ich are
switched omty 5
o from

Th
of

- ClI
TH

h-énvironments of higher severity levels;

nshielded power supply and control cables from signgl and
inal room of industrial and electrical plants may be represerntative

hss 3:\typicalrdustrial environment
elinstallation is characterized by the following attributes:

no suppression of EFT/B in the power supply and control circuits which are switched
only by relays (no contactors);

poor separation of the industrial circuits from other circuits associated with
environments of higher severity levels;

dedicated cables for power supply, control, signal and communication lines;
poor separation between power supply, control, signal and communication cables;

availability of earthing system represented by either conductive pipes or earth
conductors in the cable trays connected to the protective earth system.

Heavy industrial processes may be representative of this environment.

— Class 4: severe industrial environment

The installation is characterized by the following attributes:
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e no suppression of EFT/B in the power supply and control and power circuits which are
switched by relays and contactors;

e no separation of the industrial circuits belonging to the severe industrial environment
from other circuits associated with environments of higher severity levels;

e no separation between power supply, control, signal and communication cables;

e use of multicore cables in common for control and signal lines.

The outdoor area of industrial process equipment where no specific installation practice
has been adopted, power plants, the relay rooms of open-air H.V. substations and gas
insulated substations of up to 500 kV operating voltage (with typical installation practice)
may be representative of this environment.

— Clpss 5:

THe minor or major electromagnetic separation of disturbance s

cincuits,

e

Table

higher or lower environmental level than those described abowve.
uipment
environment.

9, extracted from
corregponding test levels, which give a quantitativ

special situations to be analysed

lines of a higher environmental level

IEC 61000-4-4:2004, reports

exposled to:
Table 9 — Test level r Elettric
Open circuit output test Mag}ﬂ}skrepxqtiow the impulses
On I/0O (input/output) signal, data
On power port,GE (\ and control ports
Leyel Voltage pﬁ\( eBe{i‘{ rate Voltage peak Repetition fate
N ~ )& )\/ KV kHz
,5 5 or 400 0,25 5 or 100
1 Q 1 5 0 0,5 5 or 100
r 100 1 5 or 100
4 50r 100 2 5 or 100
Aa Speci Special Special Special
NOTE of\5 kHb&Qetl 'on\rcﬁe{ is traditional; however, 100 kHz is closer to reality. Product conjmittees
should ¢le i icRYftequendijes are relevant for specific products or product types.
NOTE 3 ,Yhere may be no clear distinction between power ports and I/O ports, in whicH case it
is up to|product.co ittees\to make this determination for test purposes.
a "X" is an open level. The level has to be specified in the dedicated equipment specification.
4.2.4.2.4 Surge

IEC 61000-4-5 defines seven classes of environment, as listed below:

— Class 0: well-protected electrical environment, often within a special room

All incoming cables are provided with overvoltage (primary and secondary) protection. The
units of the electronic equipment are interconnected by a well designed grounding system,
which is not significantly influenced by the power installation or lightning. The electronic

equipment has a dedicated power supply (see Table 10). Surge voltage may not exceed
25 V.
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— Class 1: partly protected electrical environment

All incoming cables to the room are provided with overvoltage (primary) protection. The
units of the equipment are well-interconnected by a ground connection network, which is
not significantly influenced by the power installation or lightning. The electronic equipment
has its power supply completely separated from the other equipment. Switching operations
can generate interference voltages within the room. Surge voltage may not exceed 500 V.

— Class 2: electrical environment where the cables are well-separated, even at short runs.

The installation is grounded via a separate connection to the grounding system of the
power installation which can be subjected to interference voltages generated by the
installation itself or by Ilghtnlng The power supply to the electronic eqmpment is

lation
or by
bower
n the
ipment
An be
loads
field

ables

idh can
tning.
n the

high
I both

THe installation is connected to the
bg subjected to interference
Cyrrents in the kA rahge ©
pgwer supply insta
a}plitudes in the

the¢ electroni d un as
outdoor cabl ent is
when the electrg 0N i icati ithin a

fe ' 0 systematically constructed grounding network optside

the grounding system consists only of pipes, cableg, etc.
Su

— Clpss A: icahenvironment for electronic equipment connected to telecommunigation
caplé ¢ R gwer lines in a non-densely populated area
Al s and Yines are provided with overvoltage (primary) protection. Outsige the
el ipment there is no widespread grounding system (exposed plant) The

inTerference voltages due to ground faults (currents up to 10 kA) and lightning (currepts up
to|100,kA) can be extremely high. The requirements of this class are covered by tt‘1e test

levet4

— Class x: Special conditions specified in the product specifications

The installation classes are related to the test levels reported in Table 10, extracted from
IEC 61000-4-5:2005, which give a quantitative measure of the stress to which the device is
exposed.
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Table 10 — Test levels for surge protection

Test levels (kV)

AC power AC power DC power supply Unsymmetrical Symmetrical Shielded 1/0 and
Installation supply and supply and and d.c. I/O directly operated d.f operatedd’f communication
class a.c. 1/0 a.c. I/0 not connected thereto circuits/lines circuits/lines lines
directly directly
connected to connected to
the mains the mains
network network
Coupling Coupling Coupling mode Coupling mode Coupling mode Coupling mode
mode mode
Line- Line- Line- Line- Line- Line- Line- Line- Line- All Line- Line-
L
to- line to- to- to- to- to- to- to- to- to- to-
ground | line ground line ground line ground line line ground
0 NA NA NA NA NA NA NA NA NA: \ NA
1 NA 0,5 NA NA NA NA NA NA % NA
2 0,5 1,0 NA NA NA NA 0,5 N 0,5
3 1,0 2,0 1,0 | 2,02¢ | 1,0° 2,0>¢ | 10° 2 0b N >1A 2,0°
4 2,0 4,0 | 2,0 | 40%¢ | 20°© 4,008 NA 4,0¢
5 a a 2,0 4,0b 2,0 4,0b N 40c
8 Dppends on the class of the local power supply system.
b Nprmally tested with primary protection.
€ The test level may be lowered by one lev
d  Np test is advised at data connections int
e

(o]

protection is specified upstream from the
hen the protection is not in place.

d/or

4.2.4.
IEC 6

Class

Class

Class

Class

Table 11,

X:

gh speed communications ines could be\i
mmunications lines. /‘\

R.5 C

1000-4-6 defings fo ironment, as listed below:

1: radiation environment. Typical level Wwhere
'ons are located at a distance of more than 1 km and typical
ansceivers

2: electtomagnetic radiation environment. Low-power portable transcgivers

han 1 W rating) are in use, but with restrictions on use in|close
ity to the equipment (typical commercial environment)
3: Severe €&lectromagnetic radiation environment. Portable transceivers (2 W} and

more) are in use relatively close to the equment but ata d|stance not Iess han 1

and ISM equment may be Iocated close by (typical industrial enwronment)

x is an open level which may be negotiated and specified in the dedicated
equipment specifications or equipment standards.

extracted from IEC 61000-4-6:2008, reports the installation classes and the

corresponding test levels that represent a quantitative measure of the stress to which the
device is exposed:


https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

- 34 - IEC TS 62603-1:2014 © IEC 2014

Table 11 — Test levels for RF induced disturbances

Frequency range 150 kHz — 80 MHz
Voltage level (e.m.f.)

Level U, U,

dB(uV) \

1 120 1

2 130 3

3 140 10

X Special

2 Xis an open level. (
N

4.2.4P.6 Power frequency magnetic field

IEC 6[1000-4-8 defines six classes of environment, as listed’be

- Cl

TH

. s that may give rise to le
[ )

Hg 0 away from earth protection condu

vironment.

— Clpss 3: Pro@i

Cq
H.V. sub-station

— Clpss-47 Typical industrial environment

may be representative of this environment.

v can be use

control building, field of not heavy industrial plants, computer rg

bkage

ctors,
f this

bment

om of

Theenvironmentis characterized by the fottowimgattributes:

short branch power lines as bus-bars, etc.;
e high power electrical equipment that may give rise to leakage fluxes;

e ground conductors of protection system;

e M.V. circuits and H.V. bus-bars at relative distance (a few tens of metres) from

equipment concerned.

Fields of heavy industrial and power plants and the control room of H.V. sub-stations may

be representative of this environment.
— Class 5: Severe industrial environment
The environment is characterized by the following attributes:

e conductors, bus-bars or M.V., H.V. lines carrying tens of kA;
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e ground conductors of the protection system;
e proximity of M.V. and H.V. bus-bars;
e proximity of high power electrical equipment.

Switchyard areas of heavy industrial plants, M.V., H.V. and power stations may be
representative of this environment.

— Class x: Special environment

The installation classes are related to the test levels defined in Table 12, extracted from

IEC 61000-4-8:2009, which give a quantitative measure of the stress to which the device is
exposed.

Table 12 — Test levels for power frequency magnetic fi

Magnetic field strength
[A/m]

= SOIX

(sbegial/ N
a8 “x” is an opgh l&yel. JhisNevel can{be &Q/}n i
the product spacificatio

4.2.4.0.

IEC 6 istrial
applic

ntning

ctures. Commercial areas, control building, field jof not

ith lightning protection system or metallic structufes in
gom of H.V. sub-stations may by representative of this

THe envireament\is characterized by the down conductors of the lightning protection
syptem onrstrusturés. Fields of heavy industrial and power plants and the control room of
H.V. sub-stations may be representative of this environment.

— Clpss*5: Severe industrial environment

The environment is characterized by the following attributes:
e conductors, bus-bars or M.V., H.V. lines carrying tens of kA;

e ground conductors of the lightning protection system or high structures like the line
towers carrying the whole lightning current.

Switchyard areas of heavy industrial plants, M.V., H.V. and power stations may be
representative of this environment.

— Class x: Special environment

The installation classes are related to the test levels reported in Table 13, extracted from
IEC 61000-4-9:1993, which give a quantitative measure of the stress the device is exposed to.
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Table 13 — Test levels for pulse magnetic field

Class Pulse magnetic field strength [A/m]
100
4 300
5 1000
X Special

4.2.4 2-8—DBamped-oscittatory-magneticfietd

IEC 6{1000-4-10 defines four classes that are applicable to the industriaje nent in which
the dgvices of the PCS are installed:

Class|3: protected environment;

Class|4: typical industrial environment;

Class|5: severe industrial environment;
X

Class special environment.

Each |environmental class is related to test levels|th Df the

stresq applied to the device, as Table 14, extracted\fro
Table 14 — Test levels Tfar d ed i
Level Damped scill?t-og M}\tic}isld strength [A/m]
3 PMARELN

 than
Ces in
some
ments
ptible

— Class 2: This class applies to points of common coupling (PCC for consumer systems) and
in-plant points of coupling (IPC) in the industrial environment in general. The compatibility
levels in this class are identical to those of public networks; therefore components
designed for application in public networks may be used in this class of industrial
environment.

— Class 3: This class applies only to IPCs in industrial environments. It has higher
compatibility levels than those of Class 2 for some disturbance phenomena. For instance,
this class should be considered when any of the following conditions are met:

e a major part of the load is fed through converters;
¢ welding machines are present;
e large motors are frequently started;

e loads vary rapidly.
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The installation classes are related to the test levels in Table 15 and Table 16, extracted from
IEC 61000-4-11:2004, which give a quantitative measure of the stress to which the device is
exposed. The voltage used as a basis for the specification of the test levels is the rated
voltage of the equipment (Ut).

Table 15 — Test levels for voltage dips

Class? Test level and durations for voltage dips (7,) (50 Hz/60 Hz)
Class 1 Case-by-case according to the equipment requirements
Class 2 0 % during 0 % during 70 % during 25/30° cycles
Y2 cycle 1 cycle
Clpss 3 0 % during 0 % during 40 % during 70 % during 80 1% "dyring
Y% cycle 1 cycle 10/12° cycles 25/30° Ies/\ 250/300° [cycles
Clgss X X X X YN X
a8  Classes as per IEC 61000-2-4; see Annex B.
pub

b 1o

C "4

be defined by product committee. For equipment connected directly
levels must not be less severe than Class 2.

w netwprk, the

le

3}
N

Class? Tesﬁev}i\ar@dt‘ua€ons kgr s\ho}rt )}térruptions (z,) (50 Hz/60 Hz)
Class 1 :C\_§se-}3<}a§e a\(X{)rdiMe equipment requirements
Class 2 ( —~ % chsing 250/300° cycles
Class 3 \ \ \ No\dﬁring 250/300° cycles
5 ~ \\/
Class X* | N X
a8 Clpsses as per IEC 61000<2-4;sge AneXB. ~—_"
b 7d be defined by prodict commi . Fox equipment connected directly or indirectly to the public netwgrk, the
els must no @ vere ass
b0/300 cycles™méaps "R5Q cyctes\forg0 Hatest" and "300 cycles for 60 Hz test".

4.2.4,

IEC 6
appar
and 4

tronic
0 Hz
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Table 17 — Table for emission limits

Port Frequency range Limits Basic Applicability Remarks
standard note
1) Enclosure port — | 30 MHz — 230 MHz 40 dB(pV/m) Quasi- CISPR 16-2-3 |a May be
Open area test | 230 MHz — 1 000 MHz | peak at 10 m measured at
site or semi- 47 dB(uV/m) Quasi- 30 m distance
anechoic peak at 10 m using the limits
method decreased by
10 dB.
2) Low voltage AC [0,15 MHz — 0,5 MHz 79 dB(nV) quasi-peak | CISPR 16-2-1, |b
mains gort 7.4.1
66 dB(uV)average CISPR 16-1-2,
4.3
0,5 MHz — 30 MHz 73 dB(uV) quasi-peak
60 dB(uV) average
3) Teleconmuni 0,15 MHz - 0,5 MHz 97 dB(uV) — 87 dB(uV) | CISPR 2 dse
cations{network quasi-peak
port 84 dB(uV) — 74 dB(nV) X
average
53 dB(pA) — 43 dB(u
quasi-peak
40 dB(pA) — 30
avey@ta\ Q
0,5 MHz — 30 MHz c.e
@ |f the |nternal emission sourc s)\iéﬁgeratin a>?‘eq)1e cy/below 9 kHz then measurements need ¢nly to be
performed| up to 230 MHz.
b Impulsp noise (clicks),which occdar tess_thamfivestimes\per minute is not considered. For clicks appearing more often
than 30 tifnes per min e limi . Rar(clicks™appearing between 5 and 30 times per minute, a relaxafion of the
limits is aljlowed of 20 Yqg 30/ sre, NN thesnumber of clicks per minute). Criteria for separated clicks may be
found in QISPR 14-1.
C Attran
d' The lin}i
€ The cy 5N) which
presents 3 onversion
factor is 2
with

IEC 6[1000-6-4

No S;Fecification about EM emission is necessary, if the PCS components comply

4.2.5

Mechanical vibrations

The classification criteria used for a vibrational environment for a PCS and its components
are very much dependent on the nature of the equipment such as size, mass, wiring, etc. For

such a reason, the technical approach of

IEC 60654-3 is here considered. The stresses on

the components are expressed both in terms of vibrational severity and duration of the

vibrations.

The vibrational severity is expressed as the velocity expressed in mm/s at which the
component is exposed during the vibration. The frequency range of the vibration is considered
between 1 Hz and 150 Hz.



https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

IECT

There

S 62603-1:2014 © IEC 2014 -39 -

are five classes for vibrational severity:

e V.S.1: velocity < 3 mm/s (i.e., control room and general industrial environment);

e V.S.2: velocity < 10 mm/s (i.e., field equipment);

e V.S.3: velocity < 30 mm/s (i.e., field equipment);

e V.S.4: velocity < 300 mm/s (i.e., field equipment including transportation);

e V.S.X: velocity > 300 mm/s.

The duration of the vibration for the considered device is selected between one the following

three classes:

e V.[l.1 permanent: 100 % of time;

e V.I.2 occasional: 10 % of time;

e V.[I.3 unusual: 1 % of time.

4.2.6 Corrosive and erosive influences

4.2.6.( General

There| is a broad distribution of contaminant conc¢éntratio isting

within| industries using process measurement and ¢ ts are

severely corrosive while others are mil | there

are four different classes of environm

e Class 1: industrial clean air: an environ iciently-well controlled that corrogion is
ngt a factor in determining equipm ;

e Clpss 2: moderate co idn are
measurable and may k

e Clpss 3: heavy co ity that
cofrosive attack wi qulting
infenvironme cony

e Clbss 4: speci in all
th¢ other classs

4.2.6.p

The rlasses\i S éxtracted from IEC 60654-4:1987 recognize that average

concelntfatio values should both be considered to properly classify an

envirgnme k waltreg”are integrated on a % hour basis. Chemical agents (i.e., S[O2 or

HF) may vary greatly\in their reactivity rate over a 2 h period. Therefore, the relationship of

peak |valuesto average value may vary with each contaminant. The classificatipn of

envirgnment by category should be determined by the highest class if average and| peak

values$ aré not in the same category.
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Table 18 — Concentration of gas and vapour contaminants (in cm3/m3)

Class 1 Class 2 Class 3 Class 4
Chemically active . . |Moderate High .
) A Industrial clean air L L Special
contaminants in air contamination contamination
Mean Peak Mean Value [Mean Value |Mean | Peak
Value Value Peak Value |[Peak Value |Value | Value

Hydrogen sulphide (H2S) < 0,003 |< 0,01 < 0,05 <0,5 |[<10 <50 (=210 > 50

Sulphur dioxide (S02) < 0,01 < 0,03 < 0,1 <0,3 |5 <15 >5 > 15

Wet chlorine (CI2)relative | 105|.0.001  |< 0,005 | <0,03 |<0.05 | <03 |>005]>03

bk
romrarty JOU—/0

:)L?,/n?c:]ilt?,r;ngo((;f) relative < 0,002 |< 0,01 < 0,02 <0,10 (< 0,2 </1( Zb\ >1,0

N
Hydrogen fluoride (HF) < 0,001 |<0,005 |<0,01 < 0,05 |<0,1 /W X_\O 2\$\0
Ammonia (NH3) <1 <5 <10 <50 |[< 5))\ >5\0 = 5

< =2
INitrogen oxides (NO3) <0,05 [<0,1 <0,5 <1,0 <<§ \&O\ 2\5\ > 10

Dzone (03) or other oxidants |< 0,002 (< 0,005 |<0,025 | < 0,6@ < \ \\%O §\0,1 >1,0

bolvents Trichlorethylene — — <5 /—\<\20\\ \ > 20 —

bpecial (other non-specified) |— — _F\ /\— = — —
NOTE Solvent vapours can precipitate o foxm puddhes which an(Qe-)o eLcorrosive, especially to
glectrical parts of instruments.

4.2.6.3 Aerosols

Aerospls are liquids carri . Two

common examples of 3
For o¢ils in air e
IEC 6PD654-4:19

as reported in Table 19 extracted| from

— Aerosol contaminants

\ \ Class 1 Class 2 Class 3 Class 4

Oi&@/kQ\er air) <5 <50 < 500 > 500

For s¢a salt mi the\classes are defined as listed below:

e Clhss,1location near sea coasts more than 0,5 km away from the sea;

CI ) 4o Al 4l oLl )
o doo 4. UIT UIT STa LUdSL (IToo ULdliT U,J RITH adwdayj,

e Class 3: off-shore installations.
4.2.6.4 Solid substances

There is no possibility to classify the environments according to the levels of solid substances
that are affecting the installation. For such a reason, the way to define the contamination of
the environment by means of solid substance is to answer a list of questions:

e nature of solid substances in the environment which could affect the instruments and PCS
components (e.g., sand, cement dust, textile fibres, etc.);

e frequency of occurrence: i.e., continuous, occasional, unusual, etc.

e average particle size: i.e., < 3 um, between 3 um and 30 um, more than 0,3 mm, etc.

e concentration in mg/kg of dry air: this applies only to airborne solid particles.
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4.2.6.5 Liquids

There is no possibility to classify the environments according to the levels of liquid
substances that are affecting the installation. For such a reason, the way to define the
contamination of the environment by means of liquid substances is to answer a list of
questions:

e nature of liquid substances in the environment which could affect the instruments and PCS
components;
o frequency of occurrence: i.e., continuous, occasional, unusual, etc.;

e electrical conductivity.

4.2.7 Lightning protection

Accorfding to the definition in IEC 62305-1 it is possible to define a Ld ing F ion| Zone

(LPZ)|as the zone where the lightning electromagnetic environment{s ¢ rIy

The UPZ is defined by protection measures such as Lightmng LPS),

shielding wires, magnetic shields and Surge Protective Deyice (& z of the

protegtion measure are characterized by significant chi MP (Lightning

Electromagnetic iMPulse, which is electromagneti Y i urrent) thanp that

upstrgam of the LPZ.

With nespect to the threat of lightning, t

e LRZ 05: zone where the threat is due to\the ing flash and the full lightning
el¢ctromagnetic field. The internal/System a subjected to full or partial lightning
sufrge current

e LAZ Og: zone protec flashes but where the threat is the full
lightning electromagnetic field. Mt stéms may be subjected to partial lightning
sufrge currents;

e LHZ 1: zone g is limited by current sharing and by SPDs pt the
bagundary. Sp ieldi attenuate the lightning electromagnetic field

e LRZ 2,...,n: zopne ’ o rent may be further limited by current sharing gnd by
addltlonal  Additional spatial shielding may be used to further
atlenuate fhe lighthinghelestronragnetic field.

4.2.8

4.2.8.[: Z usharea classification according to IEC standards

4.2.8./1.1

This qubclause requires the user to define the areas where the different parts of the PGS are
installed-mtermof c)\piuaiun frazard—Fhe—ctassification—considers—the pu‘tcllt;ai frazard—due to
the presence of inflammable substances, e.g., gases, vapours, and/or dusts that may create
explosive atmospheres.

4.2.8.1.2 Classification of hazardous areas for explosive gas atmosphere

According to the definition in the IEC 60079-10-1, a hazardous area is an area in which an
explosive gas atmosphere is present, or may be expected to be present, in quantities such as
to require special precautions for the construction, installation and use of apparatus.

Hazardous areas are classified into zones based upon the frequency of the occurrence and
duration of an explosive atmosphere, as follows:
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Zone 0: Place in which an explosive atmosphere consisting of a mixture with air of flammable
substances in the form of gas, vapour or mist is present continuously or for long

periods or frequently;

Zone 1: Place in which an explosive atmosphere consisting of a mixture with air of flammable
substances in the form of gas, vapour or mist is likely to occur in normal operation

occasionally;

Zone 2: Place in which an explosive atmosphere consisting of a mixture with air of flammable
substances in the form of gas, vapour or mist is not likely to occur in normal
operation but, if it does occur, will persist for a short period only.

4.2.8.1.3 Classification of hazardous areas for the presence of combustible dusts

Accorfling to the definition in the IEC 60079-10-2, an explosive dust
with dir, under atmospheric conditions, of flammable substances in the
filings|i

A haz
or carn
const

Areas
accordi

Zone PRO:
dust in air,
periods;

Zone P1:

Zone R2: Place in whi
dust in airNi
persist for

D Equi
This 9

potenti

4.2.8.

In thi
comp
potenti

The s

. Gr|oup I: applies to equipment intended for use in underground parts of mines, &

7 in the form of a cloud of combu
ormal operation but, if it does occu

atphosphere is i
arm_of dust) fib

ixture
Fes or

rm is,
pbr the

ixture.

htified
bres.

stible
short

stible

stible
r, will

ontrol
r own

nd to

those parts of surface installations of such mines, liable t0 be endangered by firedamp

and/or combustible dust;

e Group lI: applies to equipment intended for use in other places liable to be endangered by

explosive atmospheres.

In the following, the reference is for equipment of Group Il. The classification of the electrical
apparatus refers to the specific measures applied to the electrical apparatus for avoiding

ignition of a surrounding explosive atmosphere.

The classification of the electrical apparatus is based on IEC 60079-14:

o flameproof enclosure “d”: type of protection in which the parts which can ignite an
explosive atmosphere are placed in an enclosure which can withstand the pressure
developed during an internal explosion of an explosive mixture and which prevents the

ing the enclosure;

transmission of the explosion to the explosive atmosphere surround
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4.2.9

IEC 6[1140 defines three
Thessg
reporfed below:

4.3
4.31
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increased safety “e”: type of protection applied to electrical apparatus in which additional
measures are applied so as to give increased security against the possibility of excessive
temperatures and of the occurrence of arcs and sparks in normal service or under
specified abnormal conditions;

intrinsic safety “i”: type of protection based upon the restriction of electrical energy within
apparatus and of interconnecting wiring exposed to an explosive atmosphere to a level
below that which can cause ignition by either sparking or heating effects;

pressurization “p”: technique of guarding against the ingress of the external atmosphere
into an enclosure by maintaining a protective gas therein at a pressure above that of the
external atmosphere;

ty ; at, in
ndrmal operation and in certain specified abnormal conditions, it is nof capa igniting
a surrounding explosive atmosphere;

equipment protection by powder filling “q”: type of protection in 3 gble of
igniting an explosive gas atmosphere are fixed in position andco ed by
filling material to prevent the ignition of an external explosiy

equipment protection by oil immersion “0”: type of Ctrical
equipment or parts of the electrical equipment are im such
a way that an explosive gas atmosphere which iqdid or outside the

closure cannot be ignited;

ertain
e gas
atmosphere

Earth connection

hnels.

classes are rel pd, as

b€ir chassis connected to electrical earth (gqound)
gppliance that causes a live conductor to contdct the

Clpss I: the -
by] an earth cord

ca e earth conductor. The current should trip either an
o] aresidual current circuit breaker, which will cut off the supply of
elgctricity

Clpss || 2\oX dotible’ insulated electrical appliance is designed in such a waly that
it dogs n g should not have) a safety connection to electrical earth (ground).
Clpss | o/be supplied from a SELV power source. The voltage from a [SELV

with it without risk”of electric shock. The extra safety features built into Class 1 and|Class
2 appliances are therefore not required.

System characteristics

General

This subclause defines the main characteristics that influence the PCS structure and
capability in general terms, with a special focus on its integration and scalability.

The user/engineer should specify the system characteristics in accordance with the technical
definitions of the following subclauses. Annex C may be used as a guidance.

4.3.2

System scalability

Scalability is the ability of a system and/or an application to grow incrementally larger without
total replacement of hardware or software, and without the need to re-engineer the entire
architecture of the system.
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4.3.3 System expandability

The system expandability is the possibility of the system to be enlarged without changing the
architecture and/or the used equipment. The expandability can be both for the entire system

and for each apparatus.

The system expandability means that it is possible to add usable components to the system.

For a component, for example a programmable logic controller, expandability means that it is
possible to add usable spare part to the component (i.e., the free memory or CPU in a PLC).

4.3.4 Integration of sub-systems

Integrption of subsystems needs a procedure for combining separatel
components so that they work together as a unique system.
components that operates as a part of a system and that is capals
task within a system. A subsystem could be an existing system
installled and operating system could be included in a new (larde

Anothtﬁr option is that a subsystem has been provided
(i.e., third party subsystem).

4.3.5 System configuration
4.3.5.1 General

The slystem configuration is the cons

rol system by selecting functio

modular units out of a given set and hy definin lerconnections. Configurability

acilitates selection,
arrangement of its modulé

The cpnfiguration jan be bath .
The main functionatiti€s,f a onfiguration of the system are:

e prpgramming,

e compiling and downloading programmes;

e basic‘éngineering.

setting ug

les of
set of

pecific

ready

ctures

hal or
of the
and

Some of the software configuration actions may be permissible also if the system is running.
Some configuration tools allow the configuration of the entire system even if there is no

hardware connected (emulated mode).

The basic functionalities for the hardware configuration of a PCS are:

e inserting modules;

e mounting devices;

e connection by soldering and/or by wiring;
e setting jumpers;

e setting switches;

e inserting printed circuit boards.
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Normally, for performing the hardware configuration, it is necessary that the system is
disabled from process operation.

4.3.5.2 On-line configuration

If the system supports on-line configuration, then it is possible to run the system configuration
procedure whilst the PCS is running with no loss of functionality and with only known and
acceptable disturbance of functionality (i.e., a 3-seconds freeze). On-line configuration may
have different levels:

e both hardware and software full re-configuration is possible;

o ony Timor ardware Chianges dre aliowed,

e only minor software changes are possible.

On-line configuration is often related to the redundancy policy of the

4.3.5. Off-line configuration

of the PC$ it is
itch the system

Off-life configuration means that for setting up the fun
necessary to switch the PCS into off-line, to load the cha
on-ling again, after the validation of the parameter chdnges.

4.3.5.4 Configuration in simulation mode

Configuration in simulation mode mear at k : ing any configuration change |in the
PCS i is possible to run a simulation of Wth the-r€w parameters for a preventive
evaluation of the effect of changes.

4.3.5.p

GraplHical resources are j pport the engineering and the configuration
phasgs. The PCS ' S starting from a library of devices (click-and-drad) with
a graphic tool f' p 1 apd component interconnection. It is also possible
to inppt parameters/a ion aphic procedures (pop-up menus, forms, etc.).

4.3.6

The PCS & il rates the documentation after the configuration pghase.
Docume i :
e syptem 3

e copfiguration pe

e list of material;

e appticatiomsoftware;
e wiring table for terminations;
e cables and plugs configuration;

e others.
4.3.7 Programming languages for control
4.3.71 General

The control part of the system should support specific programming languages for
implementing the control logic. According to the type of functions required to the PCS, a
different standard programming language can be used.
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In the following subclauses, the term Programmable (Logic) Controller (PLC) means a digitally
operating electronic system, designed for use in an industrial environment, that uses a
programmable memory for the internal storage of user-oriented instructions for implementing
specific functions such as logic, sequencing, timing, counting and arithmetic. A PLC can
control, through digital or analogue inputs and outputs, various types of machines or
processes. In large scale PCS, the term controller is often used with the same meaning. Both
the PLC and its associated peripherals are designed so that they can be easily integrated into
an industrial control system and easily used in all their intended functions.

The term PLC-system means user-built configuration, consisting of a programmable controller
and associated peripherals, that is necessary for the intended automated system. It consists

its—int ted-b bl | I 1 f t installati
of units—interconnected BY—6aB+85—F—pHg-H—G o8 cHORSFo—pBHihRaRsRt—HhRsSta+HaHeR—3 d by

cableg or other means for portable and transportable peripherals.

4.3.7.p Programming languages for programmable controller

IEC 6/1131-3 defines a set of languages for programming PLCs a e_gtandard

programming languages are divided into two categories:
— graphical languages:

e | Ladder: (LD) it is a symbolic representation i illustrates the dontrol
functions in the form of electrical circuit diagr

. other
visual
- te
o y one
. . gyntax
resembles Pasgah S cemplex statements involving variables that
represen@ i s of data.
4.3.7.8 : i 3 SFC) programming tool
In addition to th ing. langdiages defined in IEC 61131-3, SFC programminfg tool
allowsg i sentation—and structuring of the control software (see IEC 6(848).
SFC |s a i epresenting a complex control program as a sequerjce of

Continuous “Function” Chart (CFC) allows the straightforward conversion of technolpgical
specifications into executable automation programs: it works using function blocks that are
linked i indivi i ' -level
structure of the resources and programs.

The CFC can be intended as a special form of FBD. The main difference between CFC and
FBD is that it also shows the resources and task assignments. Each function block shows the
name of the task that controls its execution.

There is no standard for CFC, and each PCS supplier describes the syntax and semantics of
CFC in informal way, very often with proprietary functions or features.


https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

IEC TS 62603-1:2014 © IEC 2014 - 47 -

4.3.7.5 Definition of custom function block

IEC 61131-3 defines a set of standard function blocks common to all the programmable

controllers. A function block is a set of elements consisting of:

1) the definition of a data structure partitioned into input, output, and internal variables; and

2) a set of operations to be performed upon the elements of the data structure when an
instance of the function block type is invoked.

Examples of standard function blocks are:

o lateh:

e edge detection;

e counter;

o timer.

In addition to the standard Function Blocks, it may be useful to i tionj)locks

implementing specific functions. Once defined, a custom f L{oN ndard

ones.

4.3.7.p6 Batch programming tool
Batch|control is in the scope of the fa

e models and terminology;
e data structures and languages;
e regipe models and reprgsentation;

e propduction records.

The PCS may suppo 1ENER 3( batch control defined in either IEC 615
ISA SB8. é

4.3.7.f

Multitasking operatj i ethod for managing the resources of the controlle
in order to to share common processing resources. The multita
facility . ef to make use of the multiprogramming capability d
contrqllex, Tt R iprogramming refers to a programming method in which morg

one tgsk isti a ecutapte state contemporaneously.

4.3.7.B Advanced Process Control (APC)

ne:

12 or

CPU
sking
f the
than

The APE€Ycan be simply defined as the process control strategies beyond straightforwar

d PID

control loops. APC are software tools, often sold as additional packages that can be

either

interfaced or installed in the PCS. APC allows a better control and optimization of the
process, especially where the process dynamics contain unknown, un-measurable or non-
linear characteristics, and it normally makes use of sophisticated control techniques, such as

expert systems, sliding mode control, multi-variable control, etc.

4.3.8 PCS localisation

Localisation is the ability of a PCS to support local languages for different functions, such as:

e programming;
e documentation;
e HMI.
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The required language(s) and function(s) are to be specified.

4.4 System dependability
4.41 General

Dependability is the collective term that describes the availability of a device or system, and
its influencing factors: reliability, maintainability, and maintenance support (see Figure 5).

Aailability

In othpr words, the system dependabilit
perform exclusively and correctly a tas
over g given time interval, assuming th

\ system can be relied upon to
Qnditions at a given instant of time or

A sysfem dependabilit of dependability requirements forl each
relevgnt function of the S iity perspective. Dependability specification

may yary with syste srations; e of operation, and the applicable influgncing
condifions. Theifiation provides. a“set’ of key dependability requirements of relevant
systern functions apd » ' g i

The { pendability is a complex procedure and it may|be a
qualit 347 and IEC 60300-3-4 describe the procedures for the
deper the purposes of this guideline, only the most relevant features
affect ty are indicated.

The u
defini

ser/enginger should specify the system dependability in accordance with the technical
ions of\the fallowing subclauses. Annex D may be used as a guidance.

4.4.2 Reliability

Reliability of the system is the ability of the system to perform a required function under given
conditions for a given time interval.

Reliability of a system depends upon the reliability of the individual parts of the system and
the way in which these parts cooperate in performing the system task(s). The way in which
parts cooperate may include functional redundancy (homogeneous or diverse), functional
fallback and degradation. Reliability of the system may differ with respect to each of its tasks.
Reliability can be quantified for individual tasks, with varying degrees of predictive
confidence. The reliability of the individual hardware parts of the system can be predicted
using the parts count method (see IEC TR 62380). Reliability of the overall system can be
calculated by analytical tools and methods (see IEC 61078 and IEC 61025). It should be
noted that for the software modules of systems, there are no reliability prediction methods
available that provide high levels of confidence.
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Reliability parameters and specifications are in the scope of IEC 61069-5.

4.4.2.1 System self-diagnostic

System self-diagnostics can help to improve the availability of a PCS through rapidly

recognizing faults and failures and, thus, reducing the mean time to restoration.

It could be

necessary to implement self-diagnostic routines for the basic components of the PCS, such as
the 1/0O cards or modules, the processor card, the memory cards and the communication links.

The results from the field device self-diagnostics should be used in the control logic to actuate
safety or recovery actions in the case of detected field device faults or failures. The results

from Faﬁmmmrmm%smh—bmmdmnate
including annunciation through the alarm management system (see 4.7.8)

4.4.2.p Single component fault tolerance

Fault [tolerance is the built-in capability of a system to pre orrect
execution of its assigned function(s) in presence of a hardwarg single
component. In other words, the system is able to perform itg"mij ailure
(hardware or software).

4.4.2.8 Hot swappable components

Each component of the PCS is hot swa and substituted while the
PCS is operating. The requirement fokauto nts by
the HCS (i.e., that the new component hoved
compo¢nent) should be considered. Ho g, and
with spund ones.

Hot syap capability is ofte hrdize
one of more critical fufcti ve an
installed back-up that ritical
functipnality.

443

4.4.3.1

Availgbility of\the s depends upon the availabilities of the individual parts of the slystem
and the i h thes parts cooperate in performing the system tasks.

The way in whick_parts cooperate may include:

e functional redundancy (homogeneous or diverse): the redundancy of a specific fuhction

cap\be obtained using the same hardware both for the master and the stgnd-by
(homogeneous) or with different hardware (diverse). If functional redundancy is available,
the first failure does not reduce the functionality and the performance of the system;

functional fall-back: a predefined alternative functionality in the case of detected failure or
abnormal operation;

degradation: in case of failure of a part of the PCS, the performance and the functionality

of the system are reduced.

working properly.

In degraded working condition all the critical functions are

Availability depends upon the procedures used and the resources available for maintaining
the system. There are several different approaches to defining availability requirements,
including annual accumulated down times of PCS system components or tasks or the
frequency of PCS faults or failures with different grades of process impacts.
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In addition to the desired downtime or runtime, further special needs, if any, for increasing the
availability of some critical functions should be specified.

4.4.3.2 Admissible degraded conditions

In the case of faults in the system, the system might not be able to implement all the functions
that represent its mission. If degraded working conditions are admissible, it is possible to
keep parts of the process and the system running even if one or more functions abort.

It is necessary to identify which are the functions that are not critical for the operation of the
system and that can be lost in degraded conditions. The capacity of operating in degraded

condifforrs—increasesthe avaiia'ui“ty of-thePES:
Stand-by configurations for functional redundancy
nd-by
pusly.
ent in
swap
n the
ith an
[ non-
critical applications.

Intermediate solutions between hot and ¢ 9 > ferred

as “warm stand-by”.

4.43.4 Protection |3

The cpncept of f ht are

such as to cause r that

is air- > v state

for the¢ plant and pto ~ ning a

fail-s3 it tems,

contrg in a

prede

44.4

When| specifying a~gghtrol system, the effects of component failure should be assesged in

relatign to.the controlled process, and redundancy should be requested accordingly.

Functional redundancy should cover components that are critical or vital for proper and safe
operation of the entire system. When defining redundancy criteria, the following requirements
should be addressed, when applicable according to the type of component:

e the type of stand-by, if any, as described in 4.4.3.3;

¢ the management of the software and data back-up between the redundant components;

e redundancy policy (1-out-of-2, 2-out-of-3, m-out-of-n);

e synchronization of data between the active and the stand-by machines;

e configuration of the active and stand-by machine.
Redundancy can be requested or needed for the following components/devices:

e controllers;
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e control room networks;

o field communication networks;
e power supply;

e server system,;

e HMI clients/monitors (no redundancy is needed if each HMI client can support and show
all the data stored in the database);

e |/O cards or modules.

4.4.5 Maintainability

4.4.5.h General

Maintgainability is the ability of an item under given conditions of uség
restored to, a state in which it can perform a required functig
perforimed under given conditions, with a defined impact on plant an
using[stated procedures and resources.

4.45.p Generation of maintenance requests

Some| systems can be provided with the facility tg 9 if the

operafing status of a component changes. The capacity of gen 2 quest

is a way towards the preventive-predictive mai 3 ! stems

can spmetimes recognize autonomoug i b of a

functipn occurs. This capacity is main

instruments, valve positioners, etc.

4458 Strategies for maintenance

Differ

® CO repair
or

o opr iated,
9 ndent
S

] pr
re hining
se| based
on

In thg definition~af the requirements, the requested strategies for maintenance shoyld be
defingd.

4454 - System software maintenance

According to ISO/IEC 14764, the software maintenance is the modification of a software
product after delivery to correct faults, to improve performance or other attributes, or to adapt
the product to a modified environment.

The PCS software maintenance includes the installation of patches, upgrades or new releases
of firmware.

4.4.6 Spare capacity of the system
4.4.6.1 General

After the final configuration of the system, this should have a spare capacity in order to allow
adding functionalities or upgrade the system over the time. The spare capacity is installed and


https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

-52 - IEC TS 62603-1:2014 © IEC 2014

immediately available with a simple system re-configuration. No additional piece of hardware
or software is required to use the spare capacity of the system.

The desired or needed spare capacity of the system should be specified in the design of the
system for the different sub-systems (memory, /O, terminations, etc.).

4.4.6.2 Spare PCU memory

The user should indicate the spare PCU memory needed after the final configuration of the
system. The spare memory gives the possibility to expand and change the control software in
the future. The spare memory is expressed as a percentage of the total available memory

install ; ; ; ; , and
strictly depends on the implemented software applications.

4.4.6.8 Expandability of control room communications

Expandability of CR communications defines the possibility of \i 2 ication
ports pnd devices to the control network. The added communicatio S igured
witholyt modifications in the existing software and with no/s i entire

commjunication network.

4.4.6.4 Expandability of field communications

Expandability of field communications defines the ss'biI@sf agding new field deviges to
the PCS through the existing eh necessary, the @added
commiunication ports can be configured™w the existing software angd with
no negd of re-configuring the entire cory

4.4.6.p Field device e

Field [device expandapili isting
communication fieldbu 5. The
maxinpum number™\of fi Hware
intervention sho be i

4.4.6.p

It shquld b fi ] PCS

complletion. Availablexteom i

e ingidethe co

e in[the cahinetroom, for adding new control cabinets.

447 Safety

4.4.7.1 General

The concept of functional safety and the associated requirements relating to a PCS are
addressed in IEC 61508 and more specific indications for process industries are given in
IEC 61511. Requirements related to functional safety should be specified according these
standards.

Each safety-related function has an associated Safety Integrity Level (SIL), which is defined
by engineers according to the risks resulting from the function failure. The calculation of SIL
requires performance based data for each item composing the safety loop, namely: sensors,
logic solver, actuators. The typical logic of a safety loop is in the form: if <variable x is higher
than X> then <open valve Y>, or similar. The SIL is associated with the Probability of Failure
on Demand (PFD) or the frequency of dangerous failures of a given safety function.
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4.4.7.2 Safety Instrumented Systems (SIS)

In a complex process, safety cannot be achieved with simple logic and the actuation of a
single device. If a potentially hazardous event occurs, a number of actions shall be performed
in a fixed sequence. Safety Instrumented Systems (SIS) are designed to implement the
required functionality with the required integrity (as defined by the desired SIL). Safety
Instrumented Systems come in different forms such as Emergency Shutdown Systems (ESD),
Fire and Gas Systems (F&G), leakage detection systems, Burner Management System (BMS),
etc.

Generally, SIS are functionally separated from the Basic Process Control System (BPCS), but
parts pf the systems may he commaon _as Figllrp 6 shows:

a) BRCS and SIS are separated, and data are exchanged through a seri A Bridge may
be necessary if protocols are different or for separating the two sy

b) as| a), with the data exchange based on conventional and/or

4 mA - 20 mA);

c) BRCS and SIS are parts of a common PCS. A physical s& i S le (different
cupicles), but the operating environment is common;

d) common: a common PCS performs both the basic o e safety related
fu

e) se

The s
requir

equirements to achieye the
, if any.

m‘r

H

—

| hardwired i
| BPCS | signals ES$SD ||

b) Conventional interface

HMI WS HMI E EWS
£ w5 BE
|| | || Wl
BPCS " ESD " BPCS-ESD " BPCS " " ESD ||

c) Integrated d) Common e) Separated
IEC 1819/14

Figure 6 — Architectures of BPCS and ESD

4.4.7.3 Safety requirements

The SIL necessary to assure safety of a given process is the result of an activity of Risk
Analysis, and it is outside the scope of this document. A safety-related function that operates
continuously is characterised by the Average Probability of Failure per Hour of operation
(PFH), while a function that triggers only in case a given event occurs is characterised by the
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Probability of Failure on Demand (PFD). IEC 61508 specifies the values of PFH and PFD for

the

Users| shall ensure that the required SIL of each safety-related fupct nce\ of
SIS, i$ properly determined and that the determination is carried ou iate’p
or orglanization.

4.5

4.5.
The donsidered types of Input/Output are: co

0V -|110 V, etc.), digital 1/0, Hart 1/@ and fiéN
specif

Accor,

The Jser/engine

four levels of SIL, as summarized in Table 20.

Table 20 — PFD and PFH related to SIL

Safety Average Probability of | Average Probability of
Integrity Level Failure on Demand Failure on Hour

(SIL) (PFD,y6) (PFH, )

SIL 4 > 10" to < 10 >10%to < 108

SIL3 > 10" to < 1073 > 108 to < 107

Sl 2 103 ta < 102 107 to < 106

SIL 1 >102to < 10" >10%t0 <105 /7 |

Input/Output specifications

1 General

re p 7 SM g the measurand, or quantity sug
wh . NN

re : ximum capability of a system that is us
co i proportional digital value. Generally, resolut
ex

ac scale output or the ratio of the error to the outp
sp| percentage or the error in terms of the relevant engin
unlits

re

re he’same measurand value is applied to it consecutively under the
co

technical definitions™4f the following subclauses. Annex E may be used as a guidance.

4.5.

4.5

analog 1/0 (i.e., 4 mA - 2
é pe of 1/O, the user S

g

each
erson

mA,
hould

plied,

ed to
on is

ut, as
bering

butput
same

should specify the input/output characteristics in accordance with the

2 —Conventiomatinput/Output

2.1 General

Technical requirements and tests for conventional input/output ports and devices are reported
in IEC 61131-2. The following subclauses describe the typical parameters the user should
specify in the technical requirements of a PCS.

4.5

2.2 Digital Input

The specification of the digital inputs may include:

the rated input voltage (e.g., 24 V d.c.) and current (e.g., 10 mA);

the sampling interval (fixed or variable) and whether interrupts on state change are

employed the local status display of the inputs;
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o the electrical insulation between inputs and between inputs and any earth/power supply

potential referencing;

e the insulation level (e.g., 1 kV d.c.);

e whether the field contact is energized from the digital input or is externally powered.

45.2.3 Digital Output
The specification of the digital output may include:

e the type of output: static or relay;

e theconnectedload e g

solenoid valves _cantactors, Iighfey etc;

e the¢ rated output voltage (e.g., 24 V d.c.);
e the rated output current (permanent and short time);
e the local display of outputs (e.g., LED);

o the electrical insulation between inputs and between inpu
pdtential referencing;

e the insulation level (e.g., 1 kV);

e whether the digital output is energized from the fig
4.5.2.4 Analog Input
The specification of the analog input M

e the type of inputs, i.e., thermo-coup

o the reverse polarity prote
e the

o the insulatio
e the sampling inter
e thé number ofbi

e any filteripg~and whethe
4.5.2.b

The specifi

e.g.,4mA-20mA, £10V,0V -5V, etc;

e the.resolution (or the number of conversion bits);

e the¢ typetof outpt

energized.

wer §

upply

upply

e the electrical insulation between outputs and between outputs and any earth/power supply

potential referencing;
e the insulation level (e.g., 500 V d.c.);

o the individual output protection with fuse;

e whether the analogue output is energized from the field device or is self-energized.

4.5.3 Input/Output from/to Smart Devices

It is common practice to use Smart Devices, such as instruments and actuators. In such
cases, the analogue input/output signals are generally in the form defined in 4.5.2.3 and

2 Active means that the PCS powers the current loop. Passive means that the loop is powered from the field

instrument or an external power source.
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4.5.2.4, but often with additional encoded information (e.g., HART). Making use of the
additional encoded information requires additional equipment or suitably enhanced 1/O
equipment.

454 Serial connection to Remote I/O

The user specifies if a serial connection is used for connecting the Remote I/O and the
controllers. The serial connection may be either a standard IEC 61158 fieldbus or a
proprietary protocol.

4.5.5 Hot-swap

The c'}mcept of Hot-Swap is defined in 4.4.2.3. Hot-swap for 1/O cards oymosdules shoJJId be

specified separately, considering the higher stress and rate of failure of tiese devces.

4.5.6 Module diagnostic

The PICS monitors the operating status of each /O card or mod ormal
operation, i.e., faults or withdrawal, are displayed on the HI

4.5.7 Input validation

There| are many forms of input signal validatj clude
inappfopriate combinations of separate o logue
signal out of range, analogue signal tes to
make [the same measurement. Any reqiired>si i PCS
specification.

4.5.8 Read-back functjon

Analo Hation
logic. hands
or the

4.5.9

Each er by
chann ation.
This i idual
outpu

4510

Specific réguirements for inputs different from the usual ones are to be specified.3

4511 Intrinsically safe 1/0s

If the PCS is requested to operate into Zone 0 or Zone 1 (IEC 60079-10),the I/O cards are
certified as Intrinsically Safe (Ex ia as per IEC 60079-11).

4512 Monitoring functions

The input cards and any associated additional wiring or end-of-wire equipment are designed
to detect the most common failures in field, i.e., open or broken circuit.

3 Fieldbus communication is in the scope of 4.8.
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4.6 Software requirements
4.6.1 General

In a PCS, the system database provides the information needed by various system
transactions (functions) to perform their tasks. Input data comes from the field devices
(sensors, transmitters, switches, etc.) via the controller’s data acquisition interfaces, from
supervisory control systems (PC, DCS, PLC), via external controller links, and from other
controllers via inter-controller connections. Output data are directed to field control and
indication devices, supervisory systems, and other controllers.

The system database is a real-time database, i.e.. it should provide a predictable response
time tp guarantee the completion of time-critical transactions.

The user/engineer should specify the software requirements in accorda hnical

definifions of the following subclauses. Annex F may be used as a g

4.6.1.11 Physical layout of database (implementation)

The siystem database may have two possible physical layot

o distributed database: data are distributed across ftrol of
thé entire database is under a central Database bs the
role of coordinating all the data files;

e concentrated database: all the dafq are i cords
arg » - i an be
agcessed by the Database Managenprent Sysiein

4.6.1.p

If the patibility and the connection with|other

databpses, it is necespga { i e_the databases that have access or that are
accesped by th \ P

4.6.1.p
The sgoftware for\implen ! e database can be a commercial product or a propfietary

one. If some gpecific re nt or constraint applies, it is necessary to specify the required
programming\lang é for the database. Normally, this choice is up to the PCS manufadturer.

4.6.2

4.6.2.1

In a modern PCS, the role of computers and digital communication is crucial and the[cyber
securiy—is—a—eriticatl—gealthatmay—influenrce—the—dependabiity—efthe—overa ysterm This
subclause deals with the measures that can be implemented in order to protect the entire
system from cyber attacks.

The concept of cyber security and the associated requirements relating to a PCS are
addressed in the IEC 62443 series. Requirements related to cyber security should be
specified according these standards.

More specific references could be the IEC 62443-2-1 (requirements on the security
management system) and IEC 62443-3-3 (requirements on system security capabilities).

4.6.2.2 Security software requirements

The software tools needed to guarantee the operating system integrity of the machine
installed in the PCS should be specified.
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| software security tools are:

ivirus: this tool detects and removes the viruses eventually found on the machine;

wall: this tool protects files and databases from being improperly accessed through

open networks;

e SSL and IIS: levels of security should be implemented for applications with internet
access. This will restrict the levels of access that are available to remote users. This
security form is available by means of Internet Information Server (lIS), Secure Socket
Layers (SSL), digital certificates and encryption;

o digital certificates: for the machines that can access the internet, another layer of security

canh be added by means of the digital certificates. A digital certjficate involvés an

encrypted digital identification to secure the authenticity of the par
trgnsaction.

4.6.2.8

Differgnt users groups may have different rights of access t6
defingd by means of a user name and its password.

The r¢quested specifications are:

e the
o the
the

e the

Login
corred
corred

Login

restrigti

The fu

— adg

- paissword restrictions:

avolved '|n the

Access management

unt is

) and
£);

ups.

v'To log into a file server, a person ghould
to each user of the network, followed by a

set an gxpiration date on any user account;

limit the number of concurrent logins a user can perform.

4.6.3
4.6.3.1

define a special set of information that can not appear in the password (e.g., the
middle name or the surname of the user, the birth date, etc.) and the minimum length
of the password;

periodic password changes;

support for dynamic passwords: each time users log in, they have a new password. To
accomplish this, users have a personal remote password generator device and special
software shall be run on the network.

Software simulator

General

A software simulator is a program that allows the user to observe an operation through
simulation without actually running the real system.
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The simulation software allows a better debugging performance in a simulation environment
before the downloading the program or the configuration on the real system. In this
subclause, the possible simulators that can be required for a PCS are listed.

4.6.3.2 Simulator of the control logic

The implemented control logic can be tested on the configuration PC or workstation. The
simulator allows testing the logics without having the hardware connected. The simulation is
useful for checking the overall consistency of the control logic program and the effect of
modifications.

4.6.3.3_61T"|'i11'3'd‘elﬁu93;||5

On-Iirle debugging allows checking and correcting a program during its executioneven iff other
programs are running simultaneously. Debug allows detecting and, €orredfing .a bgram
faults

4.6.3.4 Simulator of the 1/0

The 11O simulator allows simulating the operation of the WQOs. it is possiple to
force the values of the 1/Os in order to check a specifi i b

4.6.4 Remote supervisory functions

A remjote computer with the proper trdstee\rig & € PCS. Remote superision
extengls to displays, tags or variables, acquisition, etc. User ghould
specif ist

4.6.5 On-line docume

The d ntation on the components of the PCPB, are
in file|formats and are ' by a computer. It is possible to access| them
directly from a P

4.7 |Human Mach{

4.71

In this as an

interfa

o provi istialization~of process parameters and methods with which to control the
pr

e prpvideJalarms and indications to the operator that the process is outside limlits or
behaving abnormally or that the PCS has detected faults or failures; n]

e provide a method to allow the operator to understand where the process is going and how
fast (trending functionality).

The user/engineer should specify the Human Machine Interface in accordance with the
technical definitions of the following subclauses. Annex G may be used as a guidance. It is
important to distinguish the functions of the HMI in the control room and the local operator
interface. The user should specify the hardware and software requirements for both the
locations, where relevant.

4.7.2 Control room HMI hardware — architecture
The minimum set of information for the control room hardware definition includes:

e the required number of operator stations;
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e the number of workstations and monitors making up each operator station;
e the required number of monitors;

o the functionality, features and facilities of each operator station;

e special display, e.g., overhead projectors, wide screens, etc. (if any);

The control room architecture can be effectively specified by a layout drawing.

4.7.3 Control room HMI hardware — operator stations

The specifications of the HMI operator stations include:

e Prpcessor type;
e Meémory RAM;
e Type and size of hard disk;

e Operating system;

e Communication ports;
e Cgnnection and communication with external data storag
o Kagyboards, number pads, mice, tracker balls and ¢

The ¢ontrol room network can be effectively sp g of the harpware

architecture.
4.7.4 Control room HMI hardware
The specifications of the HMI monitors j

e Sdreen technology use
e Sdreen size;

e Sdreen resolution;
o N
e NU

4.7.5

Speci
plasm

ctors,

4.7.6

The specificationsfor the HMI software include several families, as listed hereinafter:

— T¢gchnology

¢ Operating system, e.g., Windows XP;
e Supports ActiveX controllers;
e Based on OPC architecture;
e VBA client or server;
— Architecture

e Primary application:

a) Single station;

b) Single server;

c) Multiple-server;

d) Multiple client;
e Tag-based HMI;


https://iecnorm.com/api/?name=b2b232f9c3f98699d7d8d27d50c8b7b3

IEC TS 62603-1:2014 © IEC 2014 - 61—

e Maximum number of servers/clients;

e Supporting of thin clients;

e Supporting of multi-user;

e Supporting of remote configuration at runtime;
e Redundancy of data server;

e Redundancy of HMI server;

Features for navigation and displaying

e Animation;

e [ Number of pages to be created;
e [ Number of pages displayed;

o | Visibility;

e | Colour;

e | Horizontal and vertical position;
e | Horizontal and vertical slider;
e | User practices and policies with respect to colg es ahd format layout;

e | Supporting of remote alarming; i.e., e-mail or

4.7.7

It shg a I) should be installed |n the
system. For each LOI, the requirementg efined are:

e P&

e Special keyboard:, buttons\{ ating protéss parameters, buttons for calling up

digplays and butto

Sdreen size;<i>
Sdreen resolutigh

The alarm management should be designed in order to avoid a flood of alarms prompted to
the operator interface. The alarm management should be designed following some rules:

simple alarms to show location and recommended action;

access to appropriate screen views should be quick, decisive and with minimum
keystrokes;

handling techniques should be implemented, in particular priority settings and
annunciating;

techniques should be easily reconfigurable;

the user should specify the technical requirements of the alarm management system
according to the item defined in the next subclause.
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4.7.8.2 Types of alarms

Different types of alarm can be set or defined. Typical alarm functions include:

absolute threshold: a given parameter reaches a certain set threshold,;

single delta: an additional alarm notifies that the signal continues to rise. The signal has
overcome a certain percentage above the defined threshold;

repetitive delta: there is an alarm at every selected change beyond that has been selected
for the single delta alarm;

rate of change: there is an alarm if there is a rapid rate of change of the variable even

th ||gh a threshold has not heen paecnd The rate of r\hangn IS nnrmally nvprncenr'l either
in [per units per second or per cent per time;

refjurn to normal: when required, the operator needs to be notifi€ asparameter
refurns to normal, not just when that parameter goes into an alarp

time delay: some parameters are relatively unstable, or just continually ch as
pressures and flows. Often it is useful to set some time de t as a
dead band, so that a spike does not trip an unnecessary ;

“spooze” alarm: the “snooze” alarm re-alarms if the>condi Q some
sejected time after acknowledging. In some cas i set to

acknowledge itself if the condition clears;

e hysteresis alarm: a hysteresis alarm has diffeg Hown.
Uged much like the time delay, thig'de : gsary alarms in dynamically
active fluids.

4.7.8. PCS failure alarms

Any failure or abnormal gpe S th an

indication of the alarm \ indi hould

handle that event relati edule
the maintenance and hostic
messages (syste@

A pospible definitio

e dgwn: no responsg fre \ onifored entity or device;

e high (crifical): jon that seriously impairs service and requires immegdiate
cofrreg ;

e mediu S : rm condition impairing service but not seriously;

e low (journa condition that does not currently impair service, but the cordition

needs to\be corre

The
detected PCS failure or abnormal operation and the consequences or potential consequences
for the plant and process operation.

ted before it becomes more severe.

efidition of severity levels should be based on a combination of the effect ¢f the

4.7.8.4 Alarm priority level

Alarm priority indicates the urgency of operator response, i.e., seriousness of consequences
and allowable response time. Four levels of priority are defined4:

Highest: immediate operator action. Endangerment of personnel, catastrophic equipment

failure/environmental impact, unit shutdown or shutdown of other units imminent;

High: rapid operator action required. Unit shutdown possible. Partial shutdown has

ocC

curred. Highest priority alarm possible;

4 See ANSI/ISA 18.2 or IEC 62682 (in preparation).
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Medium: prompt operator action required. High-priority alarm possible. Off-spec or
production loss imminent;

Low: operator investigation of sub-optimal operation required. Medium priority alarm
possible.

User should specify if the PCS alarm management system shall support the priority levels.

4.7.8.5 Alarm grouping

Alarms can be organized into groups according to geographical or functional criteria. The
purpose of alarm grouping is to allow the operator to quickly recognize patterns in a sequence

of ala = as or
machines involved.

4.7.8.p Alarm acknowledgment

All the alarms should be acknowledged by the operator(s). to its
group} severity and priority, a sequence of actions that indigate been
recoghized is defined. Different acknowledgment sequence ing to
ANSI/SA-18.1-1979 (R2004).

4.7.8.F “Smart” alarming/alarm hiding

To reqluce the effort for the operator tg™: 8 > larms
that are obvious or redundant should\noth\he a \ S supports “smart” algrming
wher%by pre-defined alarms can be auto i hce of
speciffic process or plant conditions.

The slystem should provid vill be
“hiddgn” based on plant sta

Hiddenh alarms aresnotlpresented to the pcess
graphjcs, but thu enceds r vill be
provided which listg"aN\Q 3

4.7.8.B

Alarm| annu eity of the system to notify the alarms to the operatorg. The
annurjcigt

e Adtivationof.a al audible alarm or lights;

e Adtivatienwof the_internal PC audio card (i.e., to play .wav files);

e Updating an alarm display with the current alarm;

o Updating anm afarm overview screen to indicate the occurrence of anm ararm im a specific

process area / display;

Printing the alarm message on an alarm printer;

Any graphic object associated with the alarm point will change colour, shape, appear,
disappear, etc. as configured.

4.7.8.9 Alarm summary display lists

A summary of the alarms could be useful, and it can include:

Active (Standing) Process Alarms;

Cleared Process Alarms;

Acknowledged Process Alarms;
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e Active (Standing) System Alarms;
e Cleared System Alarms;

e Acknowledged System Alarms;

e Alarm History;

e Operator Action List;

e Suppressed (Locked) Alarm List;

e Hidden Alarm List;

e Alarm Frequency Display (Hit) List.

Accegsing an alarm summary display from any other display should re
number of operator actions.

Multi-page displays may be used. If so, it should be possible to g
The djsplay should list alarms in tabular format in order of occurrence

4.7.9 Events management
4.7.9.1 General
Event|is a change of the status of any variable in

e chlange of status of selected digital
e regaching a pre-defined threshold for

e commands from operator, etc.

An event may start or nota

The (ser should spe
followjng subclausss.

4.7.9.p

e the  mi

Time fesolution is the by which two events should be separated in orde

the cqrrespopding

two epents should g
corregtly” Timae, résolutio
speciffied.

If events generated p
synchFonization and passing of time stamps need to be considered.

different. Separating capability is the minimum time by

cannot be shorter than separating capability, and it is no

other systems are to be included in the SOE, issues such as

imum

sdward.

s’ for event management according fo the

r that
which
mined
rmally

clock

4.7.9.3 Integration of SOE with third parties systems

If the data processed by the SOE can be accessed by other applications and/or systems, it is
necessary to specify them and if some particular driver or communication interface is required

(i.e., OPC Alarm and Event).

4.7.9.4 Types of events

The types of events are classified according to their sources:

e operator: operator changes such as set points changes, control output changes or
controller mode changes. Reactions to alarms, such as acknowledgments;

e alarm: each alarm presents always two events: switching into alarm condition and

switching out of alarm condition;
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e process: the events are related to the state of the monitored system, such as
protecting events, quality changes in the measures, etc.

4,710 Historical archiving
4.7.10.1 General

Events can be archived in the historical database, which means recording in a centralised
machine a particular signal from the controller where the event was either generated or
acquired from a sensor. Only some events should be archived in the historical database. The
following subclauses report the methods for archiving and the specifications to define data
that should be archived.

4.7.1Q.2 Archiving method

Z[8

The hjstorical database can store events according to different meth

The n

4.7.10.

The hji 3 RCS and for such a reason a bdck-up
medigd should be chosen. The back-up a portant to restore the data after a
disas i

In or(ler to select the B historical database, the following features
I

should be defined:

e | hardware

files;

4.7.11

4.7.111

For process or plant supervision and control, HMI should show both instantaneous and
recorded values in different format according to process requirements. Next subclauses
define the most important features to specify.

4.7.11.2 Features of the trend
The main features defining the trending application are:

e number of traces available per screen/window;
e type of variables to trend;
e min/max sampling rate;

e the span time or the total capacity of data displayed on the same trend.
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4.7.11.3 Analog values trending

The trend of an analog value can include the following features:

4.711

4.7

Cu

rrent value;

average;

mi

nimum;

maximum;

standard deviation.

st

nding

nd of a discrete value can include the following features:

rt state;

nsition count;

statistics.

11

The tn

In add

tinr
va

as:

.5 Trend navigation requirements

end system should have some reguiremen

than fits in a single screen;

ti

trg

p}nning: moving “back and forth” alang

e-zoom: moving to different time| divi

OonSs;
ch tr

htion:

trend

such

in a

e ta

e select are

4.8

4.81

Comnpupication plays a key role in a PCS. Different communication networks co-exi

PCS, each one with specific features and requirements. Usually communication networkp may

be divided into three or four levels according to the technology used. Figure 7 schematically
shows these alternatives.
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based on a stawdard. fi
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ca today
m

e CO nment
of

The U ith the

techn

4.8.2

Eiold . Cserial ication

According to the IEC 61158 family, the principal requirements for field equipment serial

communication that should be specified are:

— the physical layer: copper, IEC 61158-2, fiber optic or wireless;
— communication profile family (CPF) according to IEC 61784, such as
e CPF 1 - Foundation Fieldbus (include High Speed Ethernet);
e CPF 2 - ControlNet (include Ethernet/IP v1);
e CPF3 — Profibus (include Profinet);
e CPF4 — P-NET;
e CPF5 - WorldFIP;

e CPF6 - Interbus;
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e CPF7 — SwifNet;

number of devices connected to the network;

installation in hazardous areas;

redundancy of the communication medium required;

maximum distance between the field device and the controller;

whether galvanic isolation is required between parts of the network.

4.8.3 Controller network

The requirements for the controller network that should be specified are:

4.8.4 Control room network

4.8.5

The €
exam

The rlquirements for the controller networ

:2014 © IEC 2014

type of protocol used:

e | a standard of the IEC 61158 family;

¢ | standard Ethernet protocol IEEE 802;
e | proprietary protocol;

the physical layer;

ingtallation in hazardous areas;

redlundancy of the communication medium requirgd;
maximum distance of the connection;

whether galvanic isolation is required

e specified are:

type of protocol used:

o | standard Etherrjet\prgote
e | proprietar oto
theé physical
re '

wh

The uset chaould cnacifiy-
SEe—-SHothHa—SPpeeHy~

s, for

the networks that need the communication link;
the security level needed;

the need for firewall;

the need for antivirus.

4.8.6 Communication interfaces

Several communication networks can exist within a PCS, thus it is necessary to define the
interfaces between the networks and between different systems.
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The user should specify:

e the communication protocol between the networks that exchange data and information;
e the quantity of data exchanged;

e the refresh time required for using valid data;

e the physical medium of connected networks;

o the desired security level.

A communication interface allows sharing and passing data and information between different
com unication svsteme that 11sa diffarent nhyvusical maditim and/aor diffarent data ctriict: re In
. J Ladil 4 X 4 . . -
this way, the data can be moved across the entire PCS communication and thqy can
be use¢d where they are need.

4.8.7 Communication with ERP system

Enterprise resource planning (ERP) integrates internal and e anayg information
acros$ an entire organization, i 2 i saleg and
servicge, etc. ERP systems automate this activity with _an-inte tware applicatign. Its
purpoge is to facilitate the flow of information beiveen all busi s, functions inside the
boundaries of the organization and manage the connectjons to

The ERP needs to communicate an@d excha i ontrol system, wheie the
produgtivity data are generated. ERP 9 jme data and transaction data
in a variety of ways:

o Dif Jhications to control system) ap part
of . © i to offer specific support for the dontrol
sy \

o Dd 0 control system through staging tables in a
d essary information into the database. Th¢ ERP

e Enterprise applj ammodules (EATM) — These devices communicate djrectly
with control ¢ [ P system via methods supported by the ERP system.
EATM can,.emgloy a able, Web Services, or system-specific program inteffaces

e Sthnda ) Communications drivers are available for control systenp and
: . the ability to log data to staging tables. Standards exist withfin the
inglustry sUpport iriteroperability between software products, the most widely known

4.8.8 Communication with Manufacturing Execution System (MES)

MES is a production scheduling and tracking system used to analyse and report resource
availability and status, schedule and update orders, collect detailed execution data such as
material usage, labour usage, process parameters, order and equipment status, and other
critical information. It accesses bill of material, routing and other data from the base ERP
system and is typically the system used for real-time shop floor reporting and monitoring that
feeds activity data back to the base system.

The methods for connecting with the MES are:

e Direct integration: MES systems connectivity (communications to control system) as part
of their product offering. This requires the suppliers to offer specific support for the control
system that their customers operate;
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o Database integration: MES systems connect to control system through staging tables in a
database. Control systems deposit the necessary information into the database. The MES
system reads the information in the table.

e Standard protocols — Communications drivers are available for control system and
separate products have the ability to log data to staging tables. Standards exist within the
industry to support interoperability between software products, the most widely known
being OPC.

49 Required performances

4.9.1 General

satisfyidg the
ces-that the

requirements of the controlled process. The focus is mainly on the time pg

This ’Eubclause specifies the performances the PCS should guarantee
syste

or a part of it should meet for satisfying the requirements.

The user/engineer should specify the required performances of~the b with

the tephnical definitions of the following subclauses. Annex | m&

49.2 Time performances of the PCS
4.9.21 Absolute time synchronisation

Evalugtion of process data requires that all the
work synchronously, allowing messag

ystem

To enpure that the time base of the PCS 19 gured
for each controller and workstation.

Time pynchronization is b 3 ne. In
case pf centralised ar¢kj ime mastey’ sends a synchronisation signal to all the
“time | slaves”. On t in\distriputed architectures each node has its| own

synchronisation@:
User should specify & v squired atchitecture and the number of nodes to synchrpnise.

4.9.2.p stamping

The dapacit isgrimynat avents very close in time is defined in IEC 60870-4 that is
specgic uipthent and Systems but can be applied to any PCS. The|basic
concepts :

o digcrimination.capacity: the minimum time between two events that allows to detec} their
properssequences

. tin|1e fe’solution: the minimum time between two events so that their time tags are diffgrent;

e suppression time: period of time when the acquisition of changes of status is suppressed
to avoid errors due to noise or bounces;

e acquisition time: the minimum duration of a status variation to be detected and properly
elaborated.

The required time resolution and discrimination capacity of the PCS can be defined using the
classes defined in Table 21.
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Table 21 — Time resolution and discrimination capacity

Classes
SP1 SP2 SP3 SP4
Discrimination capacity
ms < 50 <10 <5 <1
TRA1 TR2 TR3 TR4
Time resolution
ms <1 000 <100 <10 <1

4.9.2.— Overallresponse time of the PCS

time qf the PCS measures the time elapsed between the input of a

HMI device, its transmission to the field device, its physical executig
HMI. [The time of the physical execution of a command does
should not be considered in the evaluation of the response timé

4.9.2.4 Switch-over time for redundant CPUs

The spitch-over time is the time necessary to switc he faulted CPU
back-ip CPU and for normal functionality to be re

The maximum admissible switch-over

4.9.3 Controller performances
4.9.3.1( General

In thig subclause, all the regui
its furlctions are report i

4.9.3.p Realf@

Some| functions g
determined ti

missed-without™Maging the performance. This means that if a function is defined harg
time,the completion of this function after the scheduled deadline is useless or, wors

bonse
given
bn the

so it

to the

nplish

hin a

n the

ot be
real-
, may

cajuse“a critical failure of the system;

e soft real-time: the function has to be performed within a specific deadline. If the function is

not completed within the deadline, the system can work but in degraded conditions.
For each function with real-time constraints, the following features have to be addressed

— type of real-time constraint; hard or soft;
— deadline that shall be satisfied for the completion of the real-time function.

4.9.3.3 Controller cyclic time

The controller cyclic time is the period needed by a controller to execute all the ¢
programs, including the update of the involved I/O signals. The maximum admi

ontrol
ssible

controller cyclic time should be specified. In case the controller supports multitasking, the

maximum time considers all the tasks running simultaneously.
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49.4 HMI performances
49.4.1 General

This subclause focuses on the performances needed by the graphical interface and the main
attention is on the time requirements that the HMI application needs to satisfy.

4.9.4.2 Time constraints for display

The HMI functions that require an execution within a specified time delay should be defined.
The maximum time to show-up a display variation should be specified, starting from the
physical variation of the driving signal.

49.48 Call-up time

The cpll-up time of an HMI page is the time necessary to up-load, late a
standard graphic page after the operator request.

The mjaximum admissible call-up time should be specified.

4.9.4.4 Video screen page refresh time

The refresh time is an indication on how often i is updated, i.¢., the
frequency of acquisition of data displayg

The mjaximum admissible refresh time sk

4.9.5 Plant Asset Management

4.9.5.1 General

PAM |is a bunch of 3 ication: rwed at improving the plant operation.| PAM
normglly include i i o aqcedindexes calculation and monitoring, balance-of-
plant galculation) is 3 rpredictive maintenance algorithms, etc. The core of PAM
is a historical databa and diagnostic data for the high-level algoritims.

4.9.5.p ce requests
PAM |gen 39 ic\messages and maintenance requests by means of specific
algorithrds apphed istorical data-base populated with the information collected Ipy the

PCS.| The 3 ion from the field devices, the required functions, ang the
commjunicationtechnrlogy should be declared in the PCS technical requirements.

4.9.5.B List of asset alarms

PAM may generaie different levels of warning or alarms, related both o device diagnostic and
to plant or sub-systems performances. A preliminary list of these alarms should be defined in
the PCS technical requirements.

4.9.5.4 Definition of the system benchmarks

A benchmark is the application of a set of programs, events, or operating conditions, in order
to assess the relative performance of a PCS, normally by running a number of standard tests
and trials against it. A benchmark may be defined both for the complete system and for
specific sections or functions. The definition of a benchmark is linked with the FAT (see 4.11),
even if it is not dependent on the specific application. Normally benchmarks are proposed by
third party associations or groups.
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5 Definition of the Key Performance Indicator (KPI)

Key Performance Indicators are quantifiable measurements, agreed to beforehand, that
reflect the critical success factors of an organization. They will differ depending on the
organization and on the type of industry to which will be applied. KPl may be calculated either
by the ERP system or by the PCS.

Where KPIs are required, the algorithm and parameters required need to be defined.

4.9.5.6 Definition of the OEE index
Overa Index
in mapufacturing and batch processes. OEE is the measurement of hcy of
a give OEE,
losseg in productivity can be accurately pinpointed while also providjr where
improyement efforts should be based.
OEE bpreaks the performance of a manufacturing unit into tk 8 measyrable
components: Availability, Performance, and Quality:
OEE = Availability x Perforry

Each pomponent points to an aspect of the procé 3 geted for improveme:f:
e avjilability: this portion of the OE ants the percentage of scheduled timle that

the operation is available to operate;

the speed at which the work ¢entre

ru

of
4.10
4.10.1

The t¢
life cy

accor

a guid

4.10.2

e performance: this portion of the OBRE index reppe
Ns as a percentage ofits des sp
epre

e quality: this portion of

Life cycle@

General

whole
CS in
ed as

The tqainifgyof the personnel is intended for creating the needed skills for the user perdonnel
on thg new or updated PCS. The training is identified by the following characteristics:

— required level of training, according the function of the personnel (e.g., operation,
maintenance, engineering, project team, etc.);

— number of person/hours needed for the training;

— number of people to be trained;

— place of the training:

on the user’s system after or during the commissioning and start-up;
on the manufacturer facilities on the user system, even if in a demo layout;

on the manufacturer facilities using a demo unit, different from the real system th
be installed in the user’s plant.

at will
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4.10.3 Technical support for operation

The user should define the type of support he needs after the commissioning of the system.

The type of support includes the following aspects:

— Engineering: any activity devoted to the modification of the system, both in terms of
hardware and software configuration, such as design modification, configuration changes,
adding new I/O points, etc.

— Service: type of support guaranteed by the manufacturer when a failure or malfunction of
the system appears. Should be identified by a SLA (Service Level Agreement), which is a

p y time
or|performance. The user should specify some minimum levels of inte ti hould
bg guaranteed, e.g., time to answer to a call, time for intervention, ets

— Spare parts: the required amount of hardware spare parts and g\ i in years,
during which the spare parts of the system are available should identi g main

parts of the PCS.

— Sdpport: the type of guaranteed support should be requi
type of failure or malfunction:

to the

¢ | On-site;

e | On-line;

o | Daytime or 24/7.
4.10.4 Warranty

The Warranty begins after the final acceptance byt sed in
terms| of years of support, both for . The
warraphty should be specified wi 3

In some cases, the cgntra Q i h the

system should g the
availapility peri
contrgctual amoun

0 restore the system to full operation within a
In thepe cases, waf S Re“availability period expiration.

otherwise the counter of availability period is [reset.

4.10.5

The upey’sh &guire a\service of software upgrade from the contractor, covering opdrating
system, contract y p software and application software. This service includes any new
releade ( inor, depending on the contract) or patch that is developed Ry the
contrgctor during service period.

The goftware upgrade service can be limited to the sole delivery of the new releases and
patches, or can also include the installation of the upgraded software on the system itself.

The contractor should notify the user about the compatibility of all major official Operating
System patches or security updates with the system. If required, the user should include in
the software upgrade service also the installation of the official Operating System patches and
security updates.

4.10.6 References of the supplier
4.10.6.1 General

The contractor should provide additional information regarding the references of the company.
This information is useful for knowing the background, the core competencies and the
experience of the company in similar applications. The contractor should declare limitations in
supplying services or products in some countries (if applicable).
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4.10.6.2 Core competencies

The user should identify which are the core competencies needed by the contractor.

4.10.6.3 Application experience

The contractor should provide a description of its knowledge and experience in the relevant

areas, backed up by references to and descriptions of relevant previous work.

4.10.6.4 References for similar applications

The yser should request a list of similar applications already ler\nqqflllly dane Ry the

contrgctor, relevant sub-contractors or OEM.
The npmber of required references is set by the user.

The r¢ference list should report:

e Ngme of the company that bought the application;
o Regference person(s) to contact;
e Yaqgar of installation;

e Type of system provided.

4.11 |FAT specification
4111 General

The specification of genera initi ies for assessing the propertie of a
PCS |are in the scope <of IEC 61069. Definitions and general
proceflures of the Fag 3 , Site Acceptance Test (SAT), and Site
Integrption Test (SIT) fora b ik i C 62381.

The following su 2E'S w theNtems that are to be specified for defining the functipns to
test apd the level of s _d O 2 7 A clear definition of the coverage of the FAT and of
the depth of the {&st andatory inythe PCS technical requirements, since it represents an
imporfant item to suppliers. SAT and SIT are not in the scope qf this
document.

A schpn A pecification is described in the following subclauses. The user/engineer

should speti

followjng subclauses. Annex K may be used as a guidance.

4.11.2| {FAT for Hardware Supply

ex¥el and coverage in accordance with the technical definitions [of the

For the FAT, the entire system is set up and tested with all its components, unless otherwise

agreed. The hardware test has three main goals:

o verify that the scope of supply complies with the specifications (bill of materials);

o verify that all the components are operating as expected;

o verify that the system as a whole works as expected.
4.11.21 Check of the scope of supply
This section of the FAT has the scope of verifying the following items:

e all the drawings are both legible and understandable;

e all the manuals are available;
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visual inspection of the whole supply;
check of the identification tags and labels;
check of the terminations and cables labelling;

spare capacity.

4.11.2.2 Check of the device operation

This section of the FAT has the scope of verifying the following items:

4.11.3] FAT for Application Software

is convenient to split the PCS into phy
depth|of the FAT, as shown in Figure
PCS technical requirements.

power and grounding connections are as per drawings (if necessary, measurements are

carried ﬁllf):

auxiliary devices are operating (fans, service plugs, internal lighting, e

pawer supply units operation, including test of back-up power supp!
chleck of the connections of peripherals and their operation;
verify the operation of the control room bus (if any) in its cor

chleck the operation of redundant equipment by unpluggi

~

ting a
are, it
vel of
in the
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FAT LEVELS OF DEPTH

The m

Level

Level|2:

CONTROLLER

e o | e S = S |

TERMINATION

e, the

database completeness. No external mock-up is requwed
with a Level 2 test, the programs implemented in the controllers or CPU§ that

Level 3:

Level 4:

compose the PCS are checked Into detalfs. T he mput/output of each program are
simulated with proprietary software that allows the engineers to force the required
variables in the system database. To achieve realistic feedbacks from the plant,
simulation software may be used. Small adaptations of the software under test may
be required during testing.

Level 3 tests verify the integrity and the correctness of the input/output connections
starting from the terminations strips of the PCS cabinets. Conventional 1/Os
(4 mA - 20 mA, dry contacts, etc.) are forced via a hardware simulator, while
fieldbus links are simulated using fieldbus-specific cards. Level 3 and Level 2
procedures may be mixed to check separately the application software and the
communication from/to the field. Fieldbus loading measurements are possible.

this level extends the tests from the cabinet terminations to the field. Level 4 is
mainly useful with integrated PCSs, with fieldbus link to the field. Intelligent Field
Devices are either physically present, or individually simulated using fieldbus-
specific emulation cards.
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Level 5: a simulation software is used to calculate the process feedback starting from the
test architecture defined al Level 4. The degree of accuracy of the process models
should be adequate for the purpose of testing the application software.

A further data that should be defined in the PCS technical requirements is the coverage of the
FAT. In many applications, it may be not necessary for the testing to cover the complete PCS,
and a partial test is sufficient. Other functions may require comprehensive testing. A sample
of specification table is reported in Table 22.

Table 22 — Example of FAT Specification

Function level | Coverage Notes
System configuration 1 100 % K\
Graphic screens 1 100 % /\\ aN
Control loops and sequences 3 30 % Only crit{éﬂl\( ctioﬁs\
Safety related functions 4 100 % \ \
Interface with external systems 4 5% On\selec da\g
Redundancy check 3 \ \ \
Alarm check 2 N \
Advanced control functions 5 Sp ifiw

commlonly used functions, such as:

o frgquently recurrent fu
e standards for sequence
e complex control fu

9,

ck of
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