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Figure 1 — Relationship between standards and security
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profiles within the IEC 62443

Figure 2 — Relations between security profile requirements ..o

Table A.1 — Minimum IEC 62443 security profile content
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS -

Part 1-5: Scheme for IEC 62443 security profiles

FOREWORD

THe International Electrotechnical Commission (IEC) is a worldwide organization for standardization comp
all national electrotechnical committees (IEC National Committees). The object of IEC is t6)promote interng
cd-operation on all questions concerning standardization in the electrical and electronic)fields. To this en|
infaddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Re]
Publicly Available Specifications (PAS) and Guides (hereafter referred to as(/“AIEC Publication(s)").
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dea
may participate in this preparatory work. International, governmental and non-governmental organizations li
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizati
Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

The formal decisions or agreements of IEC on technical matters express,“as nearly as possible, an interng
cgnsensus of opinion on the relevant subjects since each technical committee has representation frg
inferested IEC National Committees.

IEIC Publications have the form of recommendations for interpational use and are accepted by IEC N4g
Committees in that sense. While all reasonable efforts are{made to ensure that the technical content d
Pyblications is accurate, IEC cannot be held responsible for the way in which they are used or fo
m{sinterpretation by any end user.

In| order to promote international uniformity, IEC~National Committees undertake to apply IEC Public
transparently to the maximum extent possible in their national and regional publications. Any divergence be
arly IEC Publication and the corresponding natiohal or regional publication shall be clearly indicated in the

IE[C itself does not provide any attestation“of conformity. Independent certification bodies provide conf
agsessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fq
sgrvices carried out by independent cettification bodies.

All users should ensure that they. haye the latest edition of this publication.
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N¢ liability shall attach to IEC, or its directors, employees, servants or agents including individual experts and

members of its technical committees and IEC National Committees for any personal injury, property damg
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
eXpenses arising out (of,'the publication, use of, or reliance upon, this IEC Publication or any othe]
Pyblications.

Aftention is drawno the Normative references cited in this publication. Use of the referenced publicati
inflispensableAfor\the correct application of this publication.

Aftention is'drawn to the possibility that some of the elements of this IEC Publication may be the subject of
rights. IEC-shall not be held responsible for identifying any or all such patent rights.
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measurement, control and automation. It Is a Technical Specitication.

The text of this Technical Specification is based on the following documents:

Draft Report on voting

65/947/DTS 65/1009/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 62443 series, published under the general title Security for industrial
automation and control systems, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e agmended.
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INTRODUCTION
This document specifies a scheme for defining security profiles for the IEC 62443 series.

The scheme is applicable to IEC 62443 security profiles intended to be published as part of the
upcoming IEC 62443 dedicated security profiles sub-series). The document can also be used
for the definition of security profiles outside of the IEC 62443 series.

IEC 62443 security profiles can be used by interested parties (e.g., organizations, interested
groups/ sectors) to contextually map a defined set of requirements specified in the IEC 62443
serigs. Examptes for the necessity of Security profites inctude the dustry Sector specific jarea
of agplication) contextual mapping of IEC 62443 terminology and requirements.

NOTH The ISO/IEC 15408 series also uses a concept of profiles (called "Protection Profiles"), buf tHose profiles
are based on a different scheme, specific to ISO/IEC 15408.
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SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS -

Part 1-5: Scheme for IEC 62443 security profiles

1 Scope

This
IEC

This
plan

serig

IEC
activ

2 |

Ther

3

3.1

For fhe purposes of this document, thesterms and definitions given in IEC TS 62443-1-1:

and

ISO
addr

Terms, definitions, abbreviated terms;~and acronyms

part of IEC 62443 specifies a scheme for defining (selecting, writing, drafting, cred
52443 security profiles.

scheme and its specified requirements apply to IEC 62443 security profiles which
ned to be published as part of the upcoming IEC 62443 dedicated security profiles
S.

52443 security profiles can support interested parties (e.g. during‘¢éonformity assess
ties) to achieve comparability of assessed IEC 62443 requirefnents.

Normative references

e are no normative references in this document.

Terms and definitions

he following apply.

and IEC maintain terminelogical databases for use in standardization at the follo
Psses:

EC Electropedia: available at https://www.electropedia.org/

50 Online browsing platform: available at https://www.iso.org/obp

ting)

are
sub-

ment

009

wing

ment

3.1.1

conrxtual mapping

declarationsand rationale of how a selected requirement is applied within a specific environ
Note Ite-entryi—A-contextual-mappingis-nsitherintended-to-undermine-principles-and-concepts-of-the-under
IEC 62443 document(s) nor to alter / modify the definition / rationale of a selected requirement.

EXAMPLE 1:

Detailing requirements, e.g.

e the applicable framework for a security risk assessment methodology (e.g. IEC 62443-2-4, SP.03.01 BR)

aying

e required security training courses for service provider staff, subcontractors, or consultants in a particular industry
sector (e.g. IEC 62443-2-4, SP.01.01, SP.01.02)

e the central identification and authentication system that should be supported by a component (see IEC 62443-
4-2,CR 1.1)

EXAMPLE 2: Detailing roles and responsibilities (e.g. within the oil & gas industry the asset owner could be the
owner of an oil drilling platform)
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3.1.2

interested party
organization, group / sector, association, conformity assessment body, etc. which has an
interest in the definition or use of a profile

[SOURCE: ISO/IEC GUIDE 59:2019, 3.5, modified — wording adapted to focus on profiles]

3.1.3
profile

subs

et of characteristics from a common defined framework for specific applications

Note
regiof

EXAM
indus

EXAM
EXAM

EXAM
to an

EXAM
produ

[SOU

3.1.4
risk
expe

to entry: The number of profiles shall be limited, and profiles defined only when essential to meet_tect]
al or application needs.

PLE 1 Application specific variants for contextual mapping of a standard or a set of standards'to a sf
ry or application.

PLE 2 User profiles, which are a defined subset that is valid for a specific type of user;
PLE 3 A subset of characteristics designed for one specific function.

PLE 4 An IEC 62443 security profile specifying that all requirements of IEC,62443-4-1 are fulfilled at min
aturity level of 2 (ML 2).

PLE 5 An IEC 62443 security profile specifying a subset of relevant IEC,62443-4-2 requirements for a s{
ct type.

nical,

ecific

imum

ecific

RCE: ISO/IEC Directives, Part 2, 2021, Clause 66, modified — wording adapted to be
usedble for a definition]

ctation of loss expressed as the likeliigod that a particular threat will exploit a parti

vulngrability with a particular consequence

[SOU

3.1.5
secy

RCE: IEC 62443-3-2:2020, 3.1)14]

rity

cular

condition of system resources being free from unauthorized access and from unauthoriz¢d or

acciq

3.1.6
secy

ental change, destruction, or loss

rity context

seculity provided to the product, control system or automation solution by the environment

asse
to beg

owner deployment) in which the product, control system or automation solution is inte
used

(e.g.
hded

Note 1 to entry: The security provided to the product, control system or automation solution by its intended
environment can effectively restrict the threats that are applicable to the product, control system or automation
solution.

[SOURCE: IEC 62443-4-1:2018, 3.1.23, modified — broadened scope to include control systems
and automation solutions]

3.1.7

security level
<as defined in IEC 62443-4-2> level corresponding to the required set of countermeasures and
inherent security properties of devices and systems for a zone or conduit based on assessment
of risk for the zone or conduit

[SOURCE: IEC 62443-4-2:2019, 3.1.37]
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3.1.8

security level
<as defined in IEC 62443-3-3> measure of confidence that the IACS is free from vulnerabilities
and functions in the intended manner

Note 1 to entry:  Vulnerabilities can either be designed into the IACS, inserted at any time during its lifecy
result from changing threats. Designed-in vulnerabilities may be discovered long after the initial deployment of the
IACS, for example an encryption technique has been broken or an improper policy for account management such as
not removing old user accounts. Inserted vulnerabilities may be the result of a patch or a change in policy that opens
up a new vulnerability.

[SOURCE: IEC 62443-3-3:2013, 3.1.38]

cle or

3.2
The

IACSY
IS
PR
TR
TS

4 3

An |
cont

Q

Abbreviated terms and acronyms
following abbreviated terms and acronyms are used in this document.

Industrial Automation and Control System
International Standard

Profile Requirement

Technical Report

Technical Specification
Becurity profile

FC 62443 security profile is a defined subsét of IEC 62443 requirements, which
bxtually mapped e.g., to:

specific application domain (e.g., discrete’manufacturing, process industry);

e the intended operational environment and the security context of a product (compo

S|
e D
A se
IEC

The
in CI

Figu
IEC

n area of activity (e.g., integration, patch management);

stem) or automation solution within that environment; or

articular type(s) of product(s)-

curity profile which is planned to be published as a part of the IEC 62443 series (upco
5244 3-5-x) shall comply with all requirements specified in Clause 5.

brocess activities for the creation and validation of IEC 62443 security profiles are de
puse 6.

e 1 illustrates the relation between the standards and the security profiles within
52443)Series.

are

hent,

ming

fined

the
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IEC 62443 usedby IEC 62443

Standards i Security profiles
= Specify security requirements = Based on IEC TS 62443-1-5
= Specify terminologies = Subset of specified

IEC 62443 requirements

= Contextual mapping of
IEC 62443 security requirements

= Specify concepts
= Specify roles

* Address multiple domains = Provide additional guidance

= Do not add new
IEC 62443 security requirements

5 3

5.1
Clau

Requirements, PRs). Where relevant, additional rationate~ and supplemental guidanceg

prov

Figu
in th

n Do-not mr\d,ify =\ ieﬁng

IEC 62443 security requirements

IEC

Figure 1 — Relationship between standards and security profiles
within the IEC 62443 series

Becurity profile requirements

General

5e 5 specifies the mandatory requirements for the content of security profiles (P

ded for each requirement.

e 2 shows a flowchart illustrating relations between security profile requirements out
e following subclauses.

PR.01 Scope of security profile
Security profile content [~ [see Table A.1 of Annex A]

PR.02
Selection

[
I
IEC 62443 requirements
(from IEC 62443-2-1, IEC 62443-2-4,
IEC 62443-3-3, IEC 62443-4:1,
IEC 62443-4-2

-

Contextual mapping
necessary?

PR.03
Contextual mapping

rofile
are

ined

. _PR-OS . Result of
Security risk evaluation of | ---- security risk evaluation
the security profile

Identified
security risks
adequately addressed
by the profile?

no

yes
PR.01 Security profile
Security profile content “77~% [see Table A.1 of Annex A]
IEC

Figure 2 — Relations between security profile requirements
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5.2 PR.01: Security profile content
5.21 Requirement

Annex A gives the IEC 62443 security profile content. At a minimum, the security profile content
specified in Table A.1 shall be documented. Related justification shall be provided for content
topics deemed as "not applicable".

5.2.2 Rationale and supplemental guidance

Table A.1 provides the minimum content that is addressed by a security profile.

This information
stpport

comyparability of different security profiles.

5.3 | PR.02: Selection
5.3.1 Requirement
The |security profile shall refer to a single IEC 62443 document or\»multiple IEC 6R443

doctjments and select a subset of requirements from one or more of ¢the”following IEC 62443
documents:

FC 62443-2-1
EC 62443-2-4
FC 62443-3-3
FC 62443-4-1
FC 62443-4-2

The pecurity profile shall clearly identify which’ requirements and requirement enhancenjents
are Included and provide justification for,those requirements which are not included in the
selegtion.

If a list of requirements and requirement enhancements exists in the standard (e.g. IEC 62443-
4-2:2019, Annex B), it should be\used as a basis for the selection.

5.3.2 Rationale and supplemental guidance

Due [o the interrelationship of the various parts of IEC 62443, the evaluation of the requirements
spedffied by a secufrity profile may also involve the consultation of other parts of the IEC 62443
serigs. Related results may be documented within the profile.

5.4 | PR.03:-Contextual mapping

5.4.1 Requirement

Where necessary the security profile should contextually map a requirement to a specific
application domain, area of activity and/or intended operational environment, and detail how
the requirement is applied in that context.

A contextual mapping shall

e provide context facilitating to relate concepts (including processes, technology, and
terminology in the specific application domain, area of activity and the intended operational
environment) to the processes, technology, and terminology identified in the requirement;

e provide contextual information on the relation between

— the applied concepts (including processes, technology, and terminology in the specific
application domain, area of activity or the intended operational environment) and

— the processes, technology, and terminology specified by the requirement;


https://iecnorm.com/api/?name=07591463f78037f5402263507d10cadb

-12 - IEC TS 62443-1-5:2023 © |IEC 2023

e not introduce concepts that would extend, reduce, or eliminate the scope and function of
the requirement in the specific application domain, area of activity and the intended

(o]

perational environment; and

e ensure its equivalence to the original requirement in the specific application domain, area

(0]

f activity and the intended operational environment.

5.4.2 Rationale and supplemental guidance

Cont

e a

extual mapping may for example be used to:

lign requirements with the terminology used in particular domains;

e d

A c(
unddg
requ

EXAM
adeqy

5.5
5.5.1

The
sped

5.5.2

Whe
intro
by a

5.6
5.6.1
The

a selected requirement (see 5.3).

5.6.2
Whe

. j:plain the application of a requirement in a particular domain or area of activity;

etail certain security mechanisms, e.g. in support of functional interoperability.

ntextual mapping is neither intended to undermine principles and>Concepts of
rlaying IEC 62443 document(s) nor to alter / modify the definition / rationale of a selq
rement.

PLE If a profile for 2-4 would contextually map the role of an asset owrier to an organization which
ately empowered, this could introduce additional security risks.

PR.04: No new requirements
Requirement

security profile shall not introduce new reguirements in addition to the requireni
ified in the selected IEC 62443 document(s).(see 5.3).

Rationale and supplemental guidance

n specifying a security profile, it\i$ important to ensure that no new requirements
Huced, in addition to those already specified in the selected IEC 62443 document(s)
contextual mapping).

PR.05: No modification of IEC 62443 requirements
Requirement

security profile\shall neither alter / modify the definition nor the corresponding rationg

Rationale and supplemental guidance

fine preconditions on intended operational environments and the security context; o

3l 1 ol s
mOdH:y trre—serecteareqgutrements:

5.7

5.7.1

n.specifying a security profile and contextually mapping requirements, it is important n

PR.06: Maturity level

Requirement

Where applicable, the security profile may select a minimum maturity level for

e individual requirements;

the
cted

s not

ents

are
e.g.,

le of

ot to

e a group of requirements (e.g., for a functional area in IEC 62443-2-4, a practice in
IEC 62443-4-1); or

o the entire security profile.

NOTE For maturity levels see IEC 62443-2-4:2017, 4.2 and |IEC 62443-4-1:2018, 4.2.
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EXAMPLE A security profile addressing IEC 62443-4-1 requirements specifies that a secure product development
lifecyle must meet all requirements of that standard with at least a particular specified maturity level.

5.7.2 Rationale and supplemental guidance

IEC 62443-2-4 and IEC 62443-4-1 define a maturity level model. The specification of the
minimum maturity level in a security profile can support interested parties (e.g. during
conformity assessment activities) to achieve comparability of assessed requirements. It can be
used, for example, in conformity assessments to verify a minimum level of process maturity for
the selected requirements.

5.8 _PR.07: Security level

5.8.1 Requirement

Whetle applicable the security profile may select a minimum security level for

e individual requirements;
e g group of requirements (e.g. for a foundational requirement); or

e 3ll requirements of the respective IEC 62443 document(s).
5.8.2 Rationale and supplemental guidance

IEC $2443-3-3 and IEC 62443-4-2 define a security level model outlining which requirements
and fequirement enhancements have to be fulfilled for ayparticular security level (e.g.| IEC
62443-4-2:2019, Annex B).

The |specification of the minimum security level<in ‘a security profile can support intergsted
parties (e.g. during conformity assessment activities) to achieve comparability of assegsed
requjrements.

5.9 | PR.08: Security risk evaluation.of the security profile
5.9.1 Requirement

Whefe applicable the security. profile shall be based on a documented security risk evaluation
that |is appropriate to the (specific application domain, area of activity and the intepded
operptional environment to:

. entify potential_security risks;

o show that the security profile does not introduce additional risks e.g. by the selected sybset
requirements; and

o verify that.the profile does not undermine the principles of the IEC 62443 series.

NOTH Depending on the scope of a security profile, a security risk evaluation may not be appropriate (se¢ also

5.9.2 Rationale and supplemental guidance

The security risk evaluation ensures that security risks are identified, adequately addressed,
and no new security risks are introduced by the security profile. The security risk evaluation
may be used to ensure consistency with the principles, fundamental concepts, and requirements
of the IEC 62443 series.

5.10 PR.09: Document type
5.10.1 Requirement

Depending on the envisaged IEC document type for the IEC 62443 security profile (e.g., TR,
TS, IS), the proposed security profile shall be submitted to IEC following the related applicable
requirements of IEC for that envisaged document type.
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2 Rationale and supplemental guidance

None

6 Process for the creation, validation, and application of IEC 62443 security
profiles

6.1

General

The following subclauses define specific process activities for the preparation, validation, and

appli
6.2
The

e (

i £ 1D N AA0 k. £l
dliVUIT UT' TV U550 STULUTILY PIUTNTS.
Creation phase

buthor/interested party of a security profile shall ensure that the security profite

pomplies with this document;

e nmeets specific technical, regional or application needs; and

e d

NOTH
relate

6.3

A su
IEC
parti

—h

—

6.4

oes not overlap with existing IEC 62443 security profiles which“meets their needs.

Authors/interested parties of a security profile may contact IEC central office or IEC TC 65 for s
d to those topics

Validation phase

pbmitted IEC 62443 security profile shall be validated according to the applicable rul
or the related IEC document type of the IEC.62443 security profile (e.g., TR, TS, IS
cularly according to:

brmal verification of the requirements defined in Clause 5 of this document; and

échnical judgement (purpose, plausibility, reasoning, completeness).

Application phase

A fonmally released IEC 62443 security profile shall be applied in total, for example to su

inter
asse|

bsted parties (e.g. during'conformity assessment activities) to achieve comparabili
ssed requirements.

pport

es of
and

bport
ty of
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